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TARZLHEAFHTERR ?

HMARIE E—AHSNTAXFNSANEL (W0 EC2 K6, B IP ik ) 2B B35 BAEA
HRE, ELEEREEMBEMRNETRR , AUFREFAIZTRRLRFHN BIR, BUERSEE R
EEARERN BN ABIGERETT R, ©ANBENT BRAEEL KB THERE.

HM RS ZFUTHES%ESS  Application Load Balancer, Network Load Balancer, Gateway
Load Balancer & # 1 &19%28, BANEEREREASHCE RN AT OEHSREXE, XEFITRHRE
HBAZEESR., EXHMAFEESNESER  BSR LARFASSESEAFER. NERES
A ERE N MBI ArEmR.

2 B O E D

NEERESINTARFNSZN EC2 XA PENARFNEARE. XURSNARFHNAHELE
o BEABIEHEXRNSTRRMENKE |, FRRENEHBZTERHNRXA,

AR ERRENETF RN E —EMHS, XFRENAEFNATRAMN, SAUREERZNLE R
BIGERPAMAPERESG , MALFMNARFNEBEERR, BUEAROE REARINAERF
KR EBERT A VR L ARG E R R TY R, BMEATHE 8% B3 BRAEL KB THERE.

U728 £ AR BN D IUNEORLERBEFIRANERER , AEAEEENDIPUMROSFHER
BRI —ANHSNEMSEH, WG A ERRN— MRS MR,

FBALBEZTRIKRE , XERETARGESIMERFINZETRR , MEATSERNFERRE
FIERERH,

'\\I
¥ ¥ ¥
( load balancer ]
EC2 Instances ECZ Instances
. A

ZHBAFIEERHMAB 1
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EWRREVEMEFIEEBLEENTRAXPNERAE , 807 A XA @ AE 988 E M8 2682
EXNMAEMERE, Flm, mREE us-west-2a AIAXHFEH KB, £ us-west-2b JRAXFPERE
B, MERGEFNTAX 2BFE2E. FHit , us-west-2b FHFHANEHIE LS us-west-2a FHI+
MRGIEEHENRE. NIAESNTAXPEARNEH,

RIABRT , ABBERENENABIEREANTAR ZAEI T ERE. BEEFREERANTAKX
PTG FEIEARE , BELHNABESR LEABEXSNEHEE. BERNDRARNER
BONTARARGEABESHRAY , UEXDNEFNRERD.

BXEZER , BFSH BUASEE AR Elastic Load Balancing T/E/RE

L5

ERZLHEMBEERM A RNARFABIERERAUTIFLL

« X TCP # SSL {725
- XEFERAMARFEKB cookie KSR

un4a] FF 48

- ETHOMUGRE A NEESR AR N EEM EC2 K4 , SR g | CIBERSNEITES,

- ETHRIAGIE HTTPS sk B# s AR @ EEA EC2 24l , TS EIETHE HTTPS s £
HAFISEES.

- ETHNMAERAREMBIEE NS  FSH BEL B ATITERS,

EAMN

AN  BUNEKFAENE. BXEZER , 55 Elastic Load Balancing Effte

L 2
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HiE  QIEARSAREESR

EFE AN BT Amazon Web Services Management Console ( —METF Web R HE ) ERZL# f
HEOEERNOEFRIRE, BERE—NMAFIESE  ZARSERTERAE HTTP REHFHELIEER
EC2 =4,

£%
- FFIZHI
« {#F Amazon Web Services Management Console | 242 B2 1 £ 15 #7285

paR = YA

. K ER VPC M EC2 L4 Ry H R,
- BEEBITRIEAZKSEEIEMN EC2 £6], BRXLEXFNEZLARFIKO 80 LA HTTP FIH,

s EENEH EZE—D Web RSES , 140 , Apache = Internet Information Services (11S). 1EiE
$EZ Internet Y Web M ESH Mt FERFM AR DNS B# , HARI KR E R ZRSE[NRIAT
Ho

# ) Amazon Web Services Management Console 8|22 H {1 19
s

New EC2 experience

RBLUT IR ZLHNHITER, RENBHESNELEESE , AINBHRNEX. RERHE
BRME LR R R 8 5% i B AR TR E 2.

BIRZ HBAFGER

1. B AT MuLiTFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,

2. ESMEL  ERENAEESRMENXE., BEAREREN EC2 KHERNE—MXE,
3. ESMERK LM Load Balancing ( fa#5#% ) T , #%&#F Load Balancers ( AE39#8% ) -

4. %3$F Create Load Balancer (B2 A5 19#23).

5. BFZLBNPIEHRINS , AEERUE,

Freaz wl 3
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6. EXEBE

a. WTFAZHYEHREH , BAAFHYESRNBN.
EUHIXENLBAROERERN , LHAFTYHSENIHSTAM —  FSUUE 324
X, REEAEERBEEANERS , THRIVEZ/FLIER,
b. WFEX 6 EFEEEEBRN,
7. PULERRSY

a. XTF VPC, &&EENKHHERER VPC,

b. XNTBRE A6 BAEEFE-NATAX , RAEMNETHFMPEE-—ITLETFH, 8/ MTHAKR
RERE -1 TN, ZREABEGESRNTAL , FEESNTARNFN.

8. Z&4
NFLLE , ER—IERENATERD 80 LEBMAEHTTP RENNERSH,
9. {IWTEFMERMH
a. XFIrEs , BWRMCH HTTP, % AR 80,
b. XFEH , BRI HTTP , O H 80,
10. BITHRRAKRE

a. XF Ping MY , BRI HTTP,

b. XF Ping#w0 , WRKO R 80,
c. XF Ping B8 , BREEENR /.
d. WFERSTRARERE , EFEARINE.
11. k61
a. EERRMSES) , XEHFEREFIERTE.
b. EAARAT , EALURELAHMEIRE , MO E SRR A K L5056 Pt 1TER,
c. WIANEBRTRE , ERWIALCEEIMNZOR MBI ASSES.
12. Bt

NTEABTAXAHSE, BRERERUKLEN (ERRARNE ) , BREMRIAE,
13. PEBOEERIRE ( Tk )

a. BFBRAMEI

£ Amazon Web Services Management Console | 2 £ 81 11 £ 15 # 25 4
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b. EFEN AR
c. EFMEAMIRE , BAEMIFRELE  REWARTRNE , ARENEFRHE,
d. EBRIEHKE  FREEBRNIIEZNBER.
14. HENBIE
a. WMRFEEIEMRE  FAEREEEANREZNEE,

BAREDETRHNFRERELIRE , BREARGERIUT BB ARBEER.
ERENCIERNE L , REEEATHBER , SUE Amazon EC2 Z#H| AP EFNHITH
o

IEFRHTH B E R,
HEERRFETFH , RPFSTRE. EL— EC2 RHILTEATRESE , AT

MG EER.
HEHAEEBD P , EFAFIGEHRM DNS B , XBEEKELLT my-load-

balancer-1234567890.us-east-1.elb.amazonaws.com,

FAFITERRHN DNS BRI S EEFI N H BN Web X E2Ra= P, MR
HESRZTER , WSBIRSR[/HBRIATE,

16. MIBR ( A& )

a.

=

=~ @ o o

MREE - N EOARESERNEN - BIBIEK , BRCEQMNVLEHFSDNS &
REM , A ERREN AT,

BN LT ML ITHF Amazon EC2 &4 : hitps://console.aws.amazon.com/ec2/o

pri= kN T

HORERIRIE, MBRABITESE.

BRBTHRIAR , A confirm , REIEZEMER.

MR 9T =RE |, EMEZARIEESE P EC2 EHINREEZEIT, BFREPISRLET
NEB D HEBE DR T R, MRETBEFEEREN EC2 Sfiat , AILLNHEFLERL L |, U
FEFANTA,

Old EC2 experience

SR ERAFGERRE

Elastic Load Balancing X#F=KMA&H19ER. THHED , EFIB —NLHAFITHEES.

£ Amazon Web Services Management Console | 2 £ 81 11 £ 15 # 25
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SIRZ HBA O E R

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,

2. ESMEL  ERENASIERMENXE, BRFRIEREN EC2 EHEZRNE — MK,
3. TESME LA LOAD BALANCING T , %% Load Balancers.

4. %$E Create Load Balancer (8122 1 5i19#23).

5. XF fHMggHas , &F Create,

FB] 2 ENEN ARG ER
BRMANEIIERRMH - LEESRE (MBHR, MENITR).

MTER A TREERFRNIR, AR (FHnD080E:R) EENDNROEER (1
BIGERDSEH)) EEODUMKOREMITER. EAHED , LFEE—Mulrss , Rl
Fix0O 80 LA HTTP ERHEA HTTP FeflkxiEZERO 80 LHWENEH,

TE M9 S8k 39 17 25 A AT 25

1. XF Load Balancer name (A8 5# 8 A ) , BAATITEHSRHN A M.
EHAXENELBRATITEREN , RZHAFIERNEMYAAE—  KRSIUTUE 32 41F
B, RS EFIRFFHINERR , THRUEFHHALILER,

2. X4T Create LB inside (EA# 12 BT E=R) , BFRENXHIEERNMHEB ML : EC2-Classic
HEE VPCo

3. [BRiA VPC] MNRiEER T EIA VPC , HEERBEAFHE I[N M , % Enable advanced
VPC configuration (BB % VPC EL&).

4. REBIAYTREE.

Load Balancer name: my-load-balancer

Create LB Inside: My Default VPC (172.31.0.0/18) -
Create an internal load balancer: (what's this?)
Enable advanced VPC configuration: v

Listener Configuration:
Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port

HTTP - 80 HTTP - 8 DO

£ Amazon Web Services Management Console | 2 £ 81 11 £ 15 # 25 6
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5. [EC2-VPC] 3T Available subnets , A ERNINEREDERE—NTALEFW. Z TR
# % Selected subnets T, ERENBHHRNTAY , BEBRZSINLEFM,

® Note

MR EERE EC2-Classic EN BRI L |, &SI B IIN VPC )X B 1% Enable
advanced VPC configuration , #$& R 2 AKERE FRH A R H.

BNATHXKEZ AR —NFR, MRMIEE MY AT XEFE—NFF , 0L+ R R
A AX S RHEER T M,

Available subnets

Actions Availability Zone Subnet ID Subnet CIDR Name
(4] us-west-2c subnet-cbb63daZ 10.0.1.0/24
(4] us-west-2c subnet-c9663dal 10.0.0.0/24

Selected subnets

Actions Availability Zone Subnet ID Subnet CIDR Name
(—] us-west-2a subnet-e4f33493 10.0.2.0/24
(—] us-west-2b subnet-6264e837 10.0.3.0/24

6. 1%#F Next: Assign Security Groups,

S 3: #E VPC A ReA DB L RRITHE =R
MRIEFEFEAD VPC ERRGE | MAFANABIERIE—IREE , LA AWREESEN
METEREEN RO AR AR SHRETETRARE,

® Note

WMRIEE T EC2-Classic ENEHIMLE , MTTHET—F, BIABERT , Elastic Load
Balancing £ EC2-Classic F R A ITERREL L4,

NEN B EER T EL A

1. 7£ Assign Security Groups T [H L , #%#% Create a new security group.

£ Amazon Web Services Management Console | 2 £ 81 11 £ 15 # 25 7
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2. NEMZRLABRABHNER , IREHRANBHANEL. KFe2EaS—MAN , ZAMR
FREFRANEEANOBOEREEN KD,

Assign a security group: @ Create a new security group

Select an existing security group

Security group name: my-load-balancer-group
Description: for my load balancer
Type (i Protocol (i Port Range (i Source (i
HTTP - TCP 80 Anywhere ~ (000000 |

3. 1%&#% Next: Configure Security Settings.
4., EXHEF K BLEALTEMWER, %R Next: Configure Health Check LT T —1N &

BRo

HPR 4. EC2 RHIBEZTRAKRE

Elastic Load Balancing ¥ Bz & 1 19% 288 EC2 KHIMNZ1TIRR. MR Elastic Load
Balancing KM E —Z{TFEENXES , C2FLRAXNMERFALERE , HFRERHBESTEE
HEpl, EPRP  BFEEXATEERNETRIRE,

NENKPIBEEZTRALE

1. ¥E Configure Health Check W L , & Ping Protocol iZ&HR HTTP , #{R & Ping Port i% &
A 80,
2. ¥F Ping Path , MERIABEEBR N ERL (‘). X218 Elastic Load Balancing iz TR &
BEERRIEEEH Web IRFEBFHERIAEIT , 10 index.html,
Ping Protocol HTTP -
Ping Port 80

Ping Path /

3. XF Advanced Details , 1% ZERIAE-
4. 3%3#E Next: Add EC2 Instances.

SR 5 AR EREM EC2 KA

£ Amazon Web Services Management Console | 2 £ 81 11 £ 15 # 25 8
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AR ERFECEMBEPHRIZE D ERE,

® Note

HEEEEBMEMNZED (EN) WER T EMSEAR , ARSESSONRERHAESRFNE
0O (eth0) BWEE IP Hhit,

b $1 839 785 JE At EC2 SE451
1. 7£ Add EC2 Instances TN H L , %&FE [0 819 E 35 MHISEH,

2. NEXSGAZEENEZEZERRIENERARS.
3. #%&$® Next: Add Tags.

HE , LRSS A LA TSR T @ S S D e 2R A SR

- BIEAEGEERCE  RREESTHXAE. BXEZER  FSALREN AFISHFEMK
B,

« ¥ Auto Scaling RE N EBIEHIR BaNEM=ES, BXEZEL |, 55H (Amazon EC2 Auto
Scaling) AFEREFNIEEEEY BEMAFEEIENNARER.

HIR 6 . NIEHNRBIIERFMIRZE (7T )

>IER LA B ESRAMIRE |, HEAZRT T —NIR, BER , BUAEREANEN ARG
BRAMIRE  BRESER , BERNELANFEHRFINRL.

[6] G319 1 28 AN DNAR 25

1. 7E£ Add Tags (RHNFRZ) TWE , IFRZIEERNE,
2. ERMEMIRZ | %R Create Tag H AL ERNE,

3. ANEFHRZLE , £ Review and Create,

ST QIEHB RN ARIGES

EOEARBE R , FREMENRE, ECIBRNHHOESREZFE , ETRITIERTNRERIE
F&H EC2 =61,

£ Amazon Web Services Management Console | 2 £ 81 11 £ 15 # 25 9
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Bl FH N RGN BT R

1

2
3.
4

f£ Review TUE L , #%4%F Create

EEWE SRR ERNBHSS , £ Close,

RN AEITER.

£ Description I+ £ , & Status 17, WRTEREWIBDEHI R TFAIARES , NATsE
RRRNEHEFPEIMERF. BXREZER , BSRAXN KB A FIIESFHTHEER | £
EENED DM EC2 RPIRAGEAE , EallitfA$9E:R. M\ DNS B EFIFRE

( 5130 my-load-balancer-1234567890.us-west-2.elb.amazonaws.com ) FfFE ML EI B iE
Internet B Web F3E2sm it =, MIREHATIHRERIZIT , ELFIRSHFNRIAR
518

HPR 8 MIBREMN ABITERR (7L )

REENABEERTAZE  EFENREFHETHNE IR PEZNAEZH, SETBEE
mEERER , AEERR. YNROEEENReE  CETBEEINNBROERTM. BE

=r
=

, MR A F B E R T 2HMERB DGR P M KA,

T BRI Y B D T 2R
1. MREE-—IMERABSHESINEN - 3R IERK , BRTERFTNNVEHFFF DNS EdE

N o o kw0 Db

W, REERBREN AEEES.

BN LA T M4 3TFF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESME % LR Load Balancing ( fA#9#% ) T , #%#F Load Balancers ( 1539188 ) »

b= k-l T

iR IE$E Actions (84E) M Delete (HIER)o

LRERTHITEIAR |, E£3F Yes, Delete,

(FIiE) ERIBRARIGERZE , B ZAEITEHI[REKMN EC2 SREFHEZT , MEELFEENRK
BHETHSPINREBo P ZFHEA. BXELRLLERFNER , ESHEEAT Linux 38
Ity Amazon EC2 A P18 R IV {Z L /5 2 S8 89 SE 51 = 48 LE SR 9 SR 41,

£ Amazon Web Services Management Console | 2 £ 81 11 £ 15 # 25 10
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M@ Internet B4 #1115 #1258

HEME Internet WA FEE A — NI AFFENH DNS B85 , BT EUE Internet FHERMNE F i
HEIE O A9 M EC2 K61,

b J ¥ ¥

[ load balancer j

. el

v ¥
v L J
L J ¥
ECZ instances ECZ instances
subnet subnet
N
. vy

AR
o B AEIEESN /A DNS B#
- BIEMEM Internet MY T 2RS35

N REBERRRLHE DNS B#5

HRABGERR | CLKE—AE DNS B, BFRTEAREHEAEER, DNS BSBHE
MASITEEN DNS BHRATH ERABITEBHARGEES KWLH P ik, SIRRGEED
SR 1P o4k S EE B RAl.

EHEERERUTHEANLSE DNS BH5

name-1234567890.region.elb.amazonaws.com

B REIIE RN B DNS B 11
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BIZ @ Internet B A5 #728

HIRTE VPC ABIZNEISERT , B AEE RN ARG ER[RE D Internet B AF BT E T, &
EANEFMPRIEEM Internet B A B IS E S,

EOIEARDERN , EREMITER. BEESTRAREH EIMEIRES . BEEENR (B RER
HI9EER) EEA AR O UK G (RESEREEiRS6)) EEA AR O REEMITER, AT
NABBEREES MU

EOZMEME Internet WEARBDE R | BSHAEGE  QIBESAEHEERSR,

EFEA HTTPS TRl B A BE =R |, FSHETE HTTPS MR E B R FITE S,

BIZEE M Internet B A E RS 12
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R &B1= e BT T S

L8 VPC REIZN B9 Re |, B4FUAREEK N NSRS ERIEREM Internet B R IHE
o

HEM Internet WA EBRN T S EFAHE IP ik, EM[E Internet B AEISE A DNS EFHAT AT
BT AT SN IP ik, itk , EE Internet ARG ESZ AT LUEN Internet R B EF w5
Ko BXEZEER , HSHEER Internet BV A BT 1985,

NERBIIERNT KRRABERLE IP bk, AERRFITERE DNS EMA LT EN N T RNVELE P it
e B, NERAE S E 2R T BR RV ER R ER BN B/ VPC BB L RNRNE i,

MREWNARFEEZSNE (HlI , XFUEEER Internet B Web IRE 25 M REEE T Web RE M
BIEEFERSSR )  WEALLRIT—/ N EREARNIBARKITEIRFER Internet B AEITE RN M, A
BE—/EE Internet AR H @ HIEM Web RS 85, IR —NASBATEE SR H O eEMEE
FERSEF. Web ARG ER1ZWSk BEE Internet I ATIIE RN ER , HEBEERSSENEREIEE
AR E . BIEFERSSFERCRENBARITERNER,

~
EC2 instance EC2 Instance
public subnat public subnet
¥ T
[ load balancer j
&l arr—
¥ ¥
v v
v L
ECZ instances ECZ instances
prhrute suibret private submet
e M
. A

&
« BHYRBGE R NE DNS B#5
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- QRAMAL ARG ERR

BRI E R 20 DNS B E5
EURNBARIEER , TRHERATHRINLE DNS £ -

internal-name-123456789.region.elb.amazonaws.com

DNS fRS5 235 B9 E 25/ DNS & AT A MER R BB SR BT 38 T QIVELE IP ut, 84
MEHBERT QBT MMM EOEEDFREOINAE IP iy, MREATEXHATGE , U
BT REBFEEIBNERKE , MAZRTAX, BN , 840N RMNEZIHETAXANKA,

BIENERL B A FH D =R

B LI —NAS ARG | FREXNAREERMN VPC EFHRINERNEF iR RE D EE
EC2 3=,

AEN

- HIREH

« f£/ Amazon Web Services Management Console 2 &8 1 515 #7285

- {#F Amazon CLI 8 AZB AR

Bl HR SR

- MRBERANEHEERE VPC , MXREFHRREIECRE. BXEZER , BSHAES
VPC 1 EC2 3£4i,

o BEEBITRIERIBHREIGEIFEME EC2 24|, BRETER TAEHEESRHN VPC FHFAE FH
Rzl

£/ Amazon Web Services Management Console 1% A #7519 785
New EC2 experience

BRUATIEEARNLHBNHIGESR, RENROERNELARERS  SINBHNEN, RE
RAE XM 48 AR R 8 B8 B 2SS IR T 2R 9 15 B

B REIIE RN B DNS B 14
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BIRANERL B AT E RS

1.

2

10.

11.

BN LA T M 43T Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.

ESMEL , ERENARBDERAENXE, FERFRERERN EC2 ZHLEEMNE —MXE,
ES B LR Load Balancing ( 7a#39% ) T , 1% Load Balancers ( Tai£ 3928 ) -
i%# Create Load Balancer (8|2 5% 25),

RITZHEATITERTD , R EEeE,

B E

a. NWTRABBEREN , BARBBOESRNEN
EYRXENELBRBIIEREN , FRARGE[NENLTE— |, HFSAUE 324
A, RS FERFENMEFR , TRLEZHTXIER.

b. WFEREK , EERE.

P 4% B3R

a. XTF VPC, &BENRKAHERER VPC,

b. NTHE K BXEE-ITARX , RAEMZTHXH TR FHFARE—NFH, S1AH
XARGEE—NFW. ERSABGERNTRAME , BFEES DI THXNFM,

NFRELE , EF—NEENATFERD 80 LEAHAE HTTP RENIAELLA., MREHN
NMARFEAEMBINMER  NEAUeZFNZE4d,

10T U7 25 M E%

a. XFUTER , BWRHIH HTTP , %O R 80,

b. XF3H, BWERMMA HTTP , IO R 80,

BITRREE

a. XTF Ping X , BRIAE R HTTP,

b. F Ping#xH , BRINE R 80,

c. XTF Ping B8%& , BRIAMER /o

d. WNFERETRARERE , EEARNESMANARFRENE.,
i

a. EEFMEG, XePFEREFERRE,

£ Amazon Web Services Management Console 2 N3 51 519 #7185 15
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12.

13.

14.

15.

16.

b.

C.

B

HARAKGT , BUUREIDERNMERE , NAEBE R T AR K G 1TiE
%

WINERTIRGE | EREWIAUREEMASEHIR IS 88 =R,

XTERBETAXAREE, EREZERUREN (HERERNE ) , FREKINE,

MEITERRIRE (( Fik )

a.
b.
C.

d

BB ET,

EF RN TIED,

ERMEAMIRE | BRERNHTE  RARWARTRNE , ARTENEFRHE,
EBRIAARE , FREREBROFEZHBER,

BMENGZ

a.

NRFEEREMRE , FAREEEANRESNERE
BWABEPERNAERELRG , BECIEAFEE R A B A EE R,

ERENGETE L  AREFAEEESR , W& Amazon EC2 2#H| &P EFRHIGE
o

IR A E R,
HEHFRERFETFH , RPFSTRES. EL— EC2 RHILTEATRESE , AT

I EES.
EHMAEEMo P , EFAESERA DNS BF , XFEERRELT my-load-

balancer-1234567890.us-east-1.elb.amazonaws.com,

FREBERN DNS BHA T EEEI LN H BN Web RS8R IEE= R, MR A
HERZTER , WSBIRSF|/HRIATE,

MER ( AIiE )

a.

b.
C.

d

MREF - N EARBEERNEN - ARIER , FHEERHMNULEFFSFDONS E
HAEX , RS BREREN AT ERR.

BN LA T M4t 3TF Amazon EC2 #%|#& : https://console.aws.amazon.com/ec2/.
RN EITEER,
fORERIRIE, MIBRAITESE.

£ Amazon Web Services Management Console 2 N3 51 519 #7185 16
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BRHTHEIAR , A confirm , AGEEFMER.

MR 8 EES i | SEMBZAEIIE T M EC2 LHFHEIZ T, BHIRSSHISKEIEIT
D RN HGE, MEREBTBEERE EC2 £4nt , AR EIEHLLE |, U
FEFANER,

Old EC2 experience

ZRINER T , Elastic Load Balancing 2812 E [ Internet B f1815%#85, FHUTHEREIERNIRA
T3 H M T O ZEM N S AR EIREMEN EC2 K61,

BN AR
1. BT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,

2
3
4.
5

ESME LM Load Balancing (7A#k391) T , %% Load Balancers (A £ 39#78%).
1%#% Create Load Balancer,

¥ F Select load balancer type ( EFHNEHIFEERRE ) |, FEFE LHEAFITEESR,
£ Define Load Balancer (E X A&k 19#88) TNHE L , ITUATRE .

a.

X4 F Load Balancer name (M1E3 9B ) , BAREITEHB[HN BN

EHEXENELBAEITESRERN , SFRAFIHBNE RSN —  KSAIUE 324
R, RS EFRRFEHNETH , THAEFAFLILEE.

¥ F Create LB inside (FE A ZP IR 12T EEF) , N AT EIRIEEF VPC,

%% Create an internal load balancer (8|2 R 3 A EER),

[BRIA VPC] i1 REIEFR T BIA VPC HAFLBIRBFEARITE RN TM , iFik#F Enable
advanced VPC configuration (B A &% VPC B &),

RERINMTITERE B,

Load Balancer name: my-load-balancer
Create LB Inside: My Default VPC (172.31.0.0/16) -
Create an internal load balancer: ¥ (what's this?|
Enable advanced VPC configuration:

Listener Configuration:
Load Balancer Protocol = Load Balancer Port Instance Protocol Instance Port

HTTP - 80 HTTP - 80 >

£ Amazon Web Services Management Console 2 N3 51 519 #7185 17
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10.
11.

12.
13.
14.

f.  XIF Available subnets , EERAERFNBRZEDRBFE—NTHIN, ZTFRHEFEE
Selected subnets o BERESMFHIEI[N AN , FEBESANATFH,

(® Note

WMREIER T BRIN VPC EREHIRL | {B5&H 1% Enable advanced VPC
configuration , MR &R ERMAER FREYIED,

BNTHARZZALLEE NN, IRNEEEFRNTAXER—NFM , Wik FR
FERTAXHEEENFM,
g. 1%&# Next: Assign Security Groups,
£ Assign Security Groups TTH L , #%# Create a new security group. AEHNZEHBMAR
MAER , IRFRINBHRAER, EFHZ2EAITE—NHAN , ZHANAFREFANESEH
WHBEIEREEN KO, NRGEAEMREOFTETIRRRE | N A00%ER Add Rule 3R
WI—ANAA AF A TRE B AZKO, %3F Next: Configure Security Settings.
£ Configure Security Settings W £ , %3 Next: Configure Health Check &£ 1T —%
R, WREEEELE HTTPS AFKIESR , BSH LHENTIIEEN HTTPS .
£ Configure Health Check TTH L , BEEZEWNARFAIENEZTRIRERE , RAEEE
Next: Add EC2 Instances.

£ Add EC2 Instances MH L , & EFEE O AFEEHREMAES | ARFEE Next: Add Tags.

(® Note

HSTEEEEMMNEED (EN) BB TOEMSEFR , AZR9ESELXFRERHESS
MEEEO (eth0) BHEE IP tbit,

(RIE) SER SRR RN R BN BT ERR . HAINTIRL R | 1% Review and Create,

£ Review (1) ME L , KELEWRE, MREFEHRTER , HERBFHEMNEEZEREEIR
B, ST/E , %&£ Create,

EEWE SRR ERNBHST , i%£$F Close,
RN AEITESR.
£ Description J£T1+ £ , ¥ & DNS name # Scheme 8 RA 1 E R 2N HEEE S,

EF Status 17, MREERENE D KHIARL T ARRE , W ATGER R N &8 KB HEEMT
B, BXESZEE , ASAXNLHBNBITERETHEDRR | SKEIEA

£ Amazon Web Services Management Console 2 N3 51 519 #7185 18



Elastic Load Balancing KO FITER

£/ Amazon CLI BN P A9 E

ZRIAER T |, Elastic Load Balancing £ 8I22HE [ Internet BV A 1E#ES. FRAUTIEQEANIAE
B #88 H mET A2 M N AF S E T EMEH EC2 =61,

BIRA AR

1. fE create-load-balancer 8 HIF - -scheme EIIZRE N internal , MM TAIR :

aws elb create-load-balancer --load-balancer-name my-internal-loadbalancer --
listeners Protocol=HTTP,LoadBalancerPort=80, InstanceProtocol=HTTP,InstancePoxrt=80
--subnets subnet-4e05f721 --scheme internal --security-groups sg-b9ffedd5

LT AMBIRE, IR, ZEHRRTXR-NAEAEIES.

"DNSName": "internal-my-internal-loadbalancer-786501203.us-
west-2.elb.amazonaws.com"

}

2. {ERALLT register-instances-with-load-balancer &5 7 N34

aws elb register-instances-with-load-balancer --load-balancer-name my-internal -
loadbalancer --instances i-4f8cf126 i-0bb7ca62

LA 7 0 2 =45
{
"Instances": [
{
"Instanceld": "i-4f8cf126"
o
{
"InstanceId": "i-@bb7ca62"
}

3. (W& ) BEALLT describe-load-balancers &5+ WiE RSP A G E S -

£ Amazon CLI 8|2 R ZpAFHEE 5 19


https://docs.amazonaws.cn/cli/latest/reference/elb/create-load-balancer.html
https://docs.amazonaws.cn/cli/latest/reference/elb/register-instances-with-load-balancer.html
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aws elb describe-load-balancers --load-balancer-name my-internal-loadbalancer

K2 E DNSName # Scheme FE , RRX 2 — MNAZBHRE B E RS,

"LoadBalancerDescriptions": [

{

"DNSName": "internal-my-internal-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com",
"SecurityGroups": [
"sg-b9ffedd5"
1,
"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [],
"OtherPolicies": []
.
"LoadBalancerName": "my-internal-loadbalancer",
"CreatedTime": "2014-05-22T20:32:19.920Z2",
"AvailabilityZones": [
"us-west-2a"

1,

"Scheme": "internal",

£ Amazon CLI 8|2 R ZpAFHEE 5 20
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Z H O F RN S XM K

EEROBELBAFEERZE , VDANEATEE R EMEH EC2 =61, BAIEATIEHERFIEN X
N EANHZ N HXAFIEER EC2 3£4l, Elastic Load Balancing £ EHiX 23 M# EC2 E£HiiTiz
TRRRE , HESTEENEEM EC2 26+ B E ABER D BB AHKITERH DNS B,

B

« KM FERXE

- HE®& VPC M EC2 K4

« NENZLHANFEHFEESTRALE
« NEHNBEREERSS

« AMHBEREBRABIGE RN T K

- EEHANPITERPIEMTEHE EC2 KH

KON B 3K

o TEITRIE A F S E S EMEFTE S L% Web BRS85 (20 Apache = Internet Information
Services (IIS)).

« XtF HTTP M HTTPS {ii¥T88 , BWEE EC2 Lfil+ B AREEINRSED , XA ITEREE
BHNUZANEFHREREASEHINERE, XHETRD Web RS LN AR H RS ARYEREL
B, REETHERMEDN 60 ¥, LUBRA AR ERRATRAZMERE,

« Elastic Load Balancing X B ERAEZHE T (MTU) 53, BEREFERE MTU KR TREEET,
FEATHRREFANLZLEATEAZTEICMP 2/ (KB 3, RIB4) WHEE. BXESZEE , 5
BiE A T Linux 356I89 Amazon EC2 AFEEEHMKE MTU £,

E& VPC M EC2 L4

HATEWAETE Virtual Private Cloud (VPC) Bz 2 A Ml B2 gi9tss. MREBEHFHH Amazon Ik~
RiTXIERA LRI REASHXE , NEFEERIA VPC, ZBRILEREIA VPC (RE) SEIZBECH
VPC,

VPC gyt sk das

K9 B 1E SR Bk 21


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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Amazon Virtual Private Cloud (Amazon VPC) A& Amazon =HIFAE. FREEZED E N EE AR L& IR
. T Virtual Private Cloud (VPC) # , A LA/F 3 Amazon %R , HlinfA 5% a5 EC2 =461,
BXEZER |, HS Amazon VPC AFERM,

IEHY MBI EREY T

EHRENATEER[TULEEYT B , RISV AEYERINENFRBEE—INHEEL—N
/27 (I#EE (5i20 10.0.0.0/27) # CIDR SRFZE D 8 N2 IP #hit, B RG6EHIXLE P
M SNFIBIERE  ACETENELDT R, R IP#HItTE , NAFHEESURELTET B , S3E
RETEMEHI 503 £ix.

EERHEPNBINTHAXFETFN, REEHNARRF , EUNELQLE TN, RETRNIXHER
AEPEHERH, 2BETFTRNE-FEOERMMXNIRE, BEE , MIABERT , BIA VPC HEAT
AXE-—MRBEFN,

SN HBESRN , KAF PRSI BFRAMB RS ESR. WRIFELEFNF | FE
BEXRFINFMAENTAXFELAR TN ; BFXLELE FRMNE ARIGER,

Ze4d

BB RABIGERTREMNEMITREAMSTRIRERO LEXFRTREE, AXESEE &
) VPC HAEITE RN T, BRFNLTLAXRNNARGERABNFMN AR MO LAY
REiE. BREZER , FEMH VPC PSSP EZ £ A,

M4 ACL

VPC KM ACL BAEMYTERIR A METIRAREIRO LAFNARE. BXEZEER , HZHVPC
P ESE R 48 ACL.

NIENZEAFIEREESTRARE

B2 B A E S E R 2 BRI HEM KA REFRUAN LIRS, XENHBRANSTRIRE, EHIT
BTRRRER |, BTRRRIFHEFIIRSH InService. ERITETIRARER , BTRRTE
HYEISRBIEVIRZS N OutOfService, MEBERSNAE EEMRFANITEITRRLE |, TieKHl

A F TR RFIRSIE R TMERS

MHBE R EREHEIERHES, SABFHERBERENIEPFERER , KFLFERBHEZ
Kbl HRHPIREIEFIRSES |, SEIDE R E 00 1% L BIBE B iE Ko

1819% 85 F A Elastic Load Balancing It BRINETRARERE , AIFEALRENETREIRE
BEERECSEMEFHNEITRR.

BEEzTRRKLE 22


https://docs.amazonaws.cn/vpc/latest/userguide/
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WRIE SN Auto Scaling A 5L B A FIGHEESRE , N AT AFERAEEERFREZTRRRERE Auto
Scaling AFHEHFIHE1TIRR. BRIAERT |, Auto Scaling A2 EHBES N EFINZTRR. B
REZELR , 12 Amazon EC2 Auto Scaling A8 H Y@ Auto Scaling A1 Elastic Load
Balancing iZTHRIR K&

B %

c BITRARERE
EHETRAKRERE

- KBS JE’JLfT'U(/R

- BEETRRREHRITHELERR

BITRRAREEIE

EITRAEBESESABEERATHECEMKRMFNSTREANER. TRNMETETRARERE
B

FE it
iy T 45 5 SR 51 (2 AR RO L

BME : TCP. HTTP., HTTPS H SSL
BHEIBEIAE  HTTP
CLI/API BRIA{E : TCP
i A AT protocol:port NHFNEZEHIWFO, 40

RO EHREREN REBN PN REEEERO LS
KBIZEEE , MRFSRBIR RN BITIRR T E,

% : TCP., HTTP, HTTPS #1 SSL
W OEE : 1 & 65535
HIA2RIAE : HTTP: 80

CLI/API ZRIAE : TCP:80

BTRAKRERE 23


https://docs.amazonaws.cn/autoscaling/ec2/userguide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/as-add-elb-healthcheck.html
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ZHEAPIEER

FE

BB

M) 57 388 Bt

BT E B R

TEERE

DU

HTTP 3 HTTPS #R#Y B #5.

EiwROMBR L@ E HTTP 5 HTTPS GET 53K,
70 R £ 5% 39 7 85 12 1 S7 88 A HE A U B “200 OK” 2 S B9 1
AR , MFRFIMABTRRFE. MRM/TIEE
X , W AR 908 Content-Length #R3K1&RB AN KT
ETENE , REBEHERE N “chunked’#y Transfer-
Encoding.

2RiAE : /index.html

Bk BizTRR R =R i BEF A ().
EXE:2ZE60

ERINE : 5

BALFNZETRRKREZ B EE (7).
BE¥E : 5 ZF 300

ERIAE : 30

2

B EC2 KAIE TR ™MERT A H I ER KX WHZ
TR EIRE

BERE:2ZF10
ERIANE : 2

BTRAKRERE

24
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X ik

ERRE B EC2 KBIB TR R 5 i Bl 40 HH I B9 S 48 A Zh Y
BITRA R E R

BRE:2ZF10
ZRIAE : 10

HEYERERAEENIRD, MMUFER , § Interval BESNEEMIEHLZE —RETIRRE
BER, EMNETRAREEFERBIIGILN , HEEEZANEEIREAFE, S50 RIFTTE SR AT E
FLERTRETRERENE ER. MRETREREBRE T UnhealthyThresholdCount E£E 2k
MORE , BRI EZSROIP RS . WRESTRRREEE T HealthyThresholdCount ELE
TR , ABHEERL UL ZEZMIMRERS.

MRRHESITRORRER B E R FE AR E 200 WA , U HTTP/HTTPS ETHRIAKRER Y. MR
TCP E#RTY , W TCP ETIRRKREM TN, R SSL BF T , M| SSL ZTRIRRERK .

EHETRARERE

B R EARIERENSITRARERE,
New EC2 experience

FEREFEEMNSEEESENETRIRERE

1. B LLTMuLFTFF Amazon EC2 #2#& : https://console.aws.amazon.com/ec2/.
ESMERK LM Load Balancing ( 71&391% ) T , 4% Load Balancers ( 1539185 ) -
ERARIHENEMAT TR FHAEERE,
£ Health checks &I+ £ , 3% Edit,
EREBZETRIRERENHNESTRARET , RESEEMEE.,
WEEETRZE , ERREFEENR.

2

BT ERE 25


https://console.amazonaws.cn/ec2/
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Old EC2 experience
EREHEEMNBOEENETRIRERE

BN LA T M 43T Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESME % LM Load Balancing ( fa#9#% ) T , #%#F Load Balancers ( fiE391#8% ) »
gy N Rk Eaf if

£ Health Check &I+ £ , #%3#F Edit Health Checko

£ Configure Health Check WH £ , BRIEFEEHBEE.

%% Save,

I o

5/ Amazon CLI EF A EI9E RN E TR EERE

FEALLT configure-health-check &34 :

aws elb configure-health-check --load-balancer-name my-load-balancer --health-check
Target=HTTP:80/path,Interval=30,UnhealthyThreshold=2,HealthyThreshold=2, Timeout=3

REXFIFIETIRR

AR EEEMEHNEITIRR.

New EC2 experience
EARFEREXRFIRNETIRR

BN LA T M4 3TFF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ES B LR Load Balancing ( 7a#39% ) T , 1% Load Balancers ( 7ag9#s8 ) -
EERAREESNBHRUITFEFRAEETE,

ERAGEERNsF , RSREREAFHNEFHRE.

FEBFRRPIET R BRRGIRA , BITRSIFERSN 2 EMERMIN EHERES

o M 0N =

Old EC2 experience
FERAEHARERFINETIRR

1. B AT MuLITHF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,

KEXFIBETRR 26


https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elb/configure-health-check.html
https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/
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2. ESMBER LR Load Balancing ( 718391 ) T , 1% Load Balancers ( 1839128 ) »
3. EBREMNABIESR.

4. £ Description 3+ £ |, Status ¥R~ EZDXHIL T o AIRES.

5. 7 Instances &EW+ £ , Status FIE RENERHIRVIRES.

£ Amazon CLI £ &EXHIRIZ1TIRR

A LLT describe-instance-health a5 % :

aws elb describe-instance-health --load-balancer-name my-load-balancer

BIEE TR ER THEREER

EEMAYKRAI TR Z i RR L EZEL A BRGERZTRARE, TERTETRARENZELERER
= EC2 SBHIXH T EZA st R ERE , EXRA EC2 KHIMWMAER, BXRAMWETRIRE
[F] R Y 7] 8 JR R DA e 8 AT BASRERAY R BBV B HEV R R, B NE B AT HHRHITHE R
BITRARE,

NEHNFIEREEREA

Z2H BEPHFAENER , I RFATERF NS ANEFNRE. EEB3) EC2 KHIeTt , A —
NEZNELAEZEFRBK. WTFENZE2E , RIN— PR MM AGTFRE. BT AREREHR
EAZL2ENAN ; FANSBIRATEZLZ2AXRRNAMESRM, EXEZER , BFSHERT
Linux SEI#9 Amazon EC2 AAFEmM* K Amazon EC2 Z£ 4,

RES

. VPC MBS HEN RS 4
. VPC HHSEHI RS 4

. VPG Fy iS58 8 W% ACL

VPC YISt L £ A

£ VPC #{#H Amazon Web Services Management ConsolelZ f1 8 15 #7858% , &7 VPC & BRM
BEREHERN VPC RIBFN LA, MREEENERLA , WEeXMAFMITSRRODMSTRER
BimO LN ASIERONERE. MREEFLNELLA , NIRFH A B3R MAN A R FXFHA
w0 LR ERE,

BIEE TR T TR R 27


https://docs.amazonaws.cn/cli/latest/reference/elb/describe-instance-health.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
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[BERRIA VPC] MRIEEER Amazon CLI S API £ IERRIA VPC el Z A siafss , BT EERS4E , U
AEBER[FBEFE VPC IBMIAT LA KB,

[BRIA VPC] t1RE A Amazon CLI T API ZEER1A VPC eI AHIGE SR , WETENARIGERIE
BMBEZR£4E, K , Elastic Load Balancing A Z£ARMAN , LAFEERO LN A9 E

BB R E, Elastic Load Balancing X A& Amazon IKF R — M ikEKZ2E , EEHHERR

default_elb_id ( 130 , default_elb_fc5fbed3-0405-3b7d-a328-ea29@EXAMPLE ) ., &1k

I\ VPC FRIZMNEEAEIOEStEFERALZLE, SHEFRTLEMANBRE (A FITESRH O
BTRRRERO SN HABIERNRE, BRARIOERSEN , T2EIRBRERZRE4A,

MREEMARF I GERRINOYTER |, WLARELZ2ENBREINAVEFRNTSRRKO LN ERE.

Hx

- AEBYERTSANHEEAN
- FHEHAEEZSA

« /A Amazon CLI EEBZ£4A

BB HRREHNEEAN

MHEEBRNEZLAXAATF AN SEBNRFGHRTERS., HEANBURTAFESESNEE (HD
Internet AEE ) -

TRERTHEM Internet B A SZHIHEEFN,

Inbound

R rI3Ve % O35 E it

0.0.0.0/0 TCP e ss E RS
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New EC2 experience

EMoBAENNHEERNETLE

E TR &R0
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Wit

E Y E SR YTres
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CIDR WAL TRE
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1. B LT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,
2. ESMBERKLH Load Balancing ( fa#t5#% ) T , #%&#F Load Balancers ( A I9#8T ) -
3. ERABHEHSINEMUTAHEAFEEHE,
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4., ELREMETFLE , EFRRE
5. ERBZLUATHEMNZLEAT , BEZSERNNIBREL4A,

RS A LR 5 MNREH,
6. ExAE A EEFEFEER.

Old EC2 experience
EHoBMALHNAESERNZE4A

1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
FESMERK LM Load Balancing ( 718391 ) T , 4% Load Balancers ( f1&391#85 ) -
BN AT SR.

£ Description &I+ £ | #%# Edit security groups.

£ Edit security groups WH L , REFEEPHERZ A,

FTERJE , % Save.

I T

£ Amazon CLI B %44

£ LT apply-security-groups-to-load-balancer s S Z£4A 5 VPC FH ARG XK, EEW
REPLBEIRRBKNEL LA,

aws elb apply-security-groups-to-load-balancer --load-balancer-name my-loadbalancer --
security-groups sg-53fae93f

LA 9 W8 2R 451

{
"SecurityGroups": [
"sg-53fae93f"
]
}
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L FHYEEANBRT FREREERLE TN, UTHAUWERTREFN, MRENXFELE
FRH , BREMESRM VPC 9 CIDR By 0.0.0.0/0,
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R IISVe i O it
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VPC CIDR TCP HHHHHH EETIRRR ER
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ANINEE BRZ B T ST BT 2R Y T

MR — N F RN IR R 1219885 | Elastic Load Balancing £ Z A XA 4|2 — N AHKI9E S

TR, ARBSEHSETRESXEEFHEHREFANBERERE NN IZSNATAXHHNEEEMEH.
F VPC PSS , BWEZDLHANTAX 2R/ M—NFM, XA RSEN AT IDEHEN

A%, HEE , BUERERABTEIRN T,

MEGIFFENTAXER TN, MRENAFEEEERREM Internet W HE SRS | BLTERLNE T
W, EENEREGIMNAESERBZRRE ( BMERREFMNTRAEFN ) . MREN AR
EAMHESES , RINBWEBEERELETIN, BXxAHEERTRNESZER , BSRES VPC Al
EC2 =4,

ANIFME , AEEERT AR EREAEXNNTHAXPREMRSES, MIANERAT , ARGESRERT
WA A XiE S @B iR, BREETMEY A X P EMSSAIRSEE I BER |, 5 AEXER
B9, AXEZER , N LEL BN TTERNEXESAHEE.
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MREFFHAAXFEEETRRBRFAEMES | RNEEFEXEMSEFI THREDRSLER , A
AREEEEMMNASIEREMRFN. BERFRE , AROESEF N ERBEAEZETAXFREMSE
il , (B4EFFERBHERR TR AT AXAHRERESH,

maE
B
N F M
it BR £ P

ER

EHMATOERN FMNET , BIHFRUTER :

- MBEERLTREELH N,
« BMNTAXKEZARMN—NFM,
o SBTTIENINA M X8 F

RN B EIRE AP AT N UBIGE 2R AR INANM BR 7 P, P EATESRF 24 B0 F RSN # 7 R eY | SRR
ZRBRENTF  MNMARXEER, NRFBNABGERVRAE TR , BELFEFNE —NATH
XARmFM, fln , MRABEERFENTRAX , HELFEFEFMURNZ —NFR , NATE
FEMNEZANTAXRMFM, BEEATMETHXRERFM (FRADTF—4) , NEE A KRN+ X
(BNMNTARTEI-—NFH) , RAEMEZANTAXKERFR (WRIAFTERITIHR).

s N ¥

R ARG E RN T ALY BRI R4 TN, Fit FMPRSSEUEM B AZEER , REMKOIFER
MERTAXFAHFMEZESAHSER, AXESELR  FoH ELHEMNBHHHEFIEMIUEHE EC2
=Bl

New EC2 experience
£ 26 & F AR E 5 E s

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMBERK LM Load Balancing ( fa#t5#% ) T , #%4#F Load Balancers ( A I9#8% ) -
3. ERARYESRNENUTFHEFAFEERE.
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4. 7& Network mapping ( FI4ERREY ) I+~ L | 1%# Edit subnets ( /EFM ) -

5. EHRBTNREMNMERFHLoH  ARESANTARX , RAEEREEZTHXARMEF
I

6. ExAE A EEFEFEER.

Old EC2 experience
£ 26 & F AR INE 5 @8

BN LA T M 43T Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ES B LR Load Balancing ( 7a#39% ) T , 1% Load Balancers ( Tai£ 928 ) -
pri= N DRk =Sk

EIRIMEKT , &R Instances ETF,

1%£$8 Edit Availability Zones,

XiF Available Subnets , SEAERM (+) ERKERF M, ZFMFBE Selected subnets
To

2 e

BAE  BERZUABNMNTHARER—NFN, IRMEEFHHNTTHAXER—NFR , Nt
FTRNERTRAXYSE®REN TN,
7. %&#F Save,
5 CLI F FRAN 2 A9 ss

fEALLT attach-load-balancer-to-subnets I F AN F MR I0 R S 15 #7188 -

aws elb attach-load-balancer-to-subnets --load-balancer-name my-load-balancer --
subnets subnet-dea770a9 subnet-fbl4f6a2

e BRI A B B BRI PR R F . D

{

"Subnets": [
"subnet-5c11033e",
"subnet-dea770a9",
"subnet-fbl4af6a2"

]

}
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il B £ B

LA DM A EDERMERFN, FEE, EMBR-—ATFRE , ZFRPHSSORFRE S MBI ARGE
BRIVRS. AXREZER , FSRELANFEEHEFIEMIUEH EC2 Kb,

New EC2 experience

EREHEMNRBHERBER T

1. B LT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. HESMBEHK LK Load Balancing ( 715i359#% ) T , 1%£#F Load Balancers ( AE159#2% ) -
3. ERARHEHSHINEMUTAHFAFEERE,

4. 1E Network mapping ( FI&EBRET ) IF L | i%# Edit subnets ( RETM ) -

5

HRETFMRENNERFTDH , AEIESANTAREERRNFN , HEFHIEREE
N A X AR BRZ AT A X BA R R BREY F

6. ExEME A6 EEFREFER.

Old EC2 experience
52 A # & MR 7 M

1. BELTRuITH Amazon EC2 ##&1& : https://console.aws.amazon.com/ec2/o
ESMERK LK Load Balancing ( f1&(39% ) T , #%3% Load Balancers ( 153985 ) -
RN RIS

EIRIMEKF , &R Instances ETF.

1%£$% Edit Availability Zones,

X F Selected subnets , fEAEMIBR (-) EARRMIRFMN, FMFEZE Available Subnets T,
%% Save,

N o g &M DN

85/ Amazon CLI fiBRF ™

fEFALLT detach-load-balancer-from-subnets #55 AIfF8 E F MM I8 E T 819 #7285 F I BR

aws elb detach-load-balancer-from-subnets --load-balancer-name my-loadbalancer --
subnets subnet-450f5127
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e SIS H A B B BR O RIR F M. B0

{
"Subnets": [
"subnet-15aaab61"

]

LB ESRTIEMEEE EC2 K

A EC2 SRl FeRmB| ARITER. AROERELKLEEEEANTAXPEMREFNZETR
B, FFREREHREE(TERAEMSEA, MRNSZHINER EF | BT S0 589 88 03 i H e 2Bl
BB ER,

X4 EC2 KIS M BE SR PR EM R, EANXKFIEH G  AEEERLEE LR EREHEZ
KBl MRFREE , HELFBES IO, TUNRBEIERETHEH, FHNXEANRIZET , B
TEMNAESERZRRE BT UEERFNBERORABGERIME.

JEEHSEfIRY | Elastic Load Balancing & ZI#THHERTN ( lREB A T Connection Draining ) »
BEXEZER , B3R RELAAFITHEIR[A Connection Draining.

MR EIREZFI T Auto Scaling 4 , MZAFHIKBI< B 3h @ AEDE R M. MREM
Auto Scaling A7 B 9 R: , WXAPHXRPI2IEH.

Elastic Load Balancing & H IP #bi 6] {28y $a 51985 £ M EC2 =41,

[EC2-VPC| HRTEEEHEMEMEZED (ENI) WIEIR T EMEAlat , AR EERGERBEHEERFNE
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HERRER , MARSEEREMEE . MRKFLTARBHERERANTHXF , BAKHIREET
FIRBENZTIRIRE , AN AESERERRE.

SR SE KB 37



Elastic Load Balancing KO FITER

New EC2 experience
£ A A MERN KA

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ES B LH Load Balancing ( 7A#k39% ) T , 18 Load Balancers ( Tagi9#28 ) -
EERAREESNBHRUITFEFRAEETE,

FEBFREHLIET < £, EFREEEA,

EEEXPINEN AT AESRT , EREIMI ARG ERNEH,
BREEIMOIKRFIESERINEFTRERFIRF.

ERRFER,

N o a M b

Old EC2 experience
A A EMERN KA

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ES B LR Load Balancing ( 7A#k39% ) T , 1% Load Balancers ( Tagki9#s8 ) .
R BN AEITHERR

EIREERLT , &EF Instances ETF,

%32 Edit Instances,

RRE [ A B IIERRE MY SEA,

1% Save,

N o a M b

£ Amazon CLI jE &8940

ERALLT register-instances-with-load-balancer @75 :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4e05f721

AT RIS T B m A kg %2R My sesl

"Instances": [
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{

"InstanceId": "i-315b7e51"
},
{

"InstanceIld": "i-4e@5f721"
}

BE [ A E2RIEM A KA

fEFA LA describe-load-balancers i 5l B 1E#8 E A9 # 85 X MAY K4 -

aws elb describe-load-balancers --load-balancer-names my-load-balancer --output text --
query "LoadBalancerDescriptions[*].Instances[*].Instanceld"

THER2REHE :

i-e905622e
i-315b7e51
i-4e05f721

A E SIEM LI A E =R

ERALLT describe-load-balancers p R IRERFTIS BSR4 2 XM BN A HIOEI[N B

aws elb describe-load-balancers --output text --query "LoadBalancerDescriptions[?
Instances[?Instanceld=='i-e905622¢"']].[LoadBalancerName]"

THERRPIHE

my-load-balancer

S SE B

MRETBEERE , IENREELP A, AN RS EIREHEM,

MR AFITEEREEEIE Auto Scaling 4 , MMNIZA DBt NABEEHFHEIH, BXE
%55 , B2 H Amazon EC2 Auto Scaling A F$8R® # M Auto Scaling A %5 & EC2 E4l,
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New EC2 experience
EdEAr e b oAt

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ES B LR Load Balancing ( 7a#k39% ) T , 1% Load Balancers ( Tag9#s28 ) »
EERAREESNBHRUTFEFRAEETE,

FEBFREHIET < £ EFREEEA,

EEBEXFREAATASEAIRS , BUHEERZES , UGENASIGERIUEEM
BEREEICHEIMORFIRIER D EFRERSIRF,

ERRFER,

N o o &~ Db

Old EC2 experience
Ed R e peN: oAt

1. B LT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
FESMEHK LI Load Balancing ( 715391 ) T , 4% Load Balancers ( 13988 ) -
RN NEITERR

ERIMEKD , &E#F Instances ETF,

FEXBIR Actions FIF |, 1%4F Remove from Load Balancer.

HRERREHINET , E#F Yes, Remove,

o gk~ w N

5/ Amazon CLI 4488924

FEALLT deregister-instances-from-load-balancer &4 :

aws elb deregister-instances-from-load-balancer --load-balancer-name my-loadbalancer --
instances i-4e05f721

AT R RIS T ) S8 2R 0k A i H sS4

"Instances": [

{
"InstanceId": "i-315b7e51"
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FEFF R EA Elastic Load Balancing Z 81 , XM A LB ATIGEREE — NS MIVTER. TR
ATREEZEERNWHER., EAE (FRRBATHES ) EENHUFRONGEE (AR9EREE
JEIRSEHI ) HE A M A O B B AT 85,

Elastic Load Balancing Z#F M MY :

- HTTP
+ HTTPS ( %% HTTP)
- TCP

+ SSL (%% TCP)

HTTPS i fEEA SSL thiXfE HTTP R LBV L4 iEE, S aflfEA SSL e TCP ELEEY &
SERE,

MR AR TCP 5 SSL , MK SIHIER T LUER TCP 5 SSL. MRAHIERER HTTP 5
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{5l 2 (B B9 B S AR IR M (HTTP) Fl HTTPS (Z4& HTTP) iE#,
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HTTP/HTTPS 11X

HEBERAHTTP (HE 7 & ) #HTAIRNGREEN , BN AROERLEFERRET FIHEH 2 6
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NFEMLTF HTTP/HTTPS ARSE SR EEHNEEZTHEEMESH , Elastic Load Balancing £3T
FHEF — N ZA TCP iEE, XUEBETHRKRAECEUNERE | ZEZECHEZHER HTTP/
HTTPS &R,

HTTP &R HTTP MM EARKFRAEE X HTTP SHEME S, Elastic Load Balancing X X-
Forwarded-For 5k, BN ARUEHRQEBEARNRSSE2BNRE , AHEWRSSEFRA
ERRNEE RGN IP thit, EEERF N IP it | 5 H X-Forwarded-For &R#x
ko BREZER , S X-Forwarded-For,

A HTTP/HTTPS i , B EAHKISEHS EERAMMESTE. MESETAPN S ERER B ERHRE
B, XHALBRESTERE , KBE—AFPNMEERSSHEEZERNERSFH, EXRXEZE
B BZR ARHRAEYEREENESE,
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HTTP 1.0/1.1 SRR EL IEER |, MEFEEFEH TCP ITEs,

TCP/SSL MY 43



Elastic Load Balancing KO FITER

HTTPS/SSL {88
WA LAMER LT Z 2 et B A EigEss.
SSL ARSSBIE

R BIIREREGEA HTTPS 5 SSL , W AJAE 928 L &F#F X.509 iE+ (SSL ARSFRRIED). A
HEREMBEREBEFRNER , ARBFERREIGHRES (Fh SSL Kin), BXESEE , F
S LM FITE R SSL/TLS iEH,

MRERFLENF G IRLIE SSL L1k (B0 SSL HR) , AEMRMNFIRERGER TCP , F R4k
BERMN EIEMKROIIEULES,

SSL 17F

Elastic Load Balancing {2 tFE XK SSL @B E , EF - inSE0N A9 HE 8 2 BB IEE ,
XL E A Fi#4T SSL . SSLMEERERM T/ ZHNEFRREM , HEABAZBNSREEM
BEL, AN, FEFEARGTHEEENNEPNAEREHTMZEERAFERAISERR, FELs
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EERAT , BUUBEENEBEERIEAEN SSL HEEE. LHNRBMMUNE 30 BRER.
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A FERE, WHEERARFIZER (FE35RM ) WIEFRAE HTTP #r3k, RLEIEFE HTTP 15
3L BB X-Forwarded HIR., LM AHITHBEZIFLT X-Forwarded #73k,
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e X-Forwarded-For

» X-Forwarded-Proto

e X-Forwarded-Port

X-Forwarded-For

FEBFER HTTP = HTTPS #8888t , X-Forwarded-For #R¥53K A B3 A H & B ZR B %
PRy 1P ik, RARBEERSEBETFRNRSHENRE R ENRS 2R TIF B & F R
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SENFHESEN P tit, EEEEFIRMW IP ik | 56 H X-Forwarded-For #&R#rk, Elastic
Load Balancing &7 X-Forwarded-For BRIRAFFHEF WA IP #hut |, HRFRk &% B S AR

%88, MR X-Forwarded-For IHRFEARITEEFERSD , WARTERQ0NE—NAEFG IP i

HERBEREMIRL, BN, HEHEESRLNESR IP M MBIMAEIRL |, FHRHZIR AL S DS/
fR$588. X-Forwarded-For i#RIFL AT EZMNUES 2 BH IP Hitt, JREDMHU R EHXAH
BROEFiR IP, Y , 2B AEERERARTRE.

X-Forwarded-For iERFFEAKAUTER :

X-Forwarded-For: client-ip-address

THER IP #ith 203.0.113.7 WEF %M X-Forwarded-For ERFr3LHRHBI,

X-Forwarded-For: 203.0.113.7

THE=R IPv6 #3t  X-Forwarded-For MIEF %A 2001 :DB8: : 21f:5bff:febf:ce22:8a2e i&
SRERKLBY 7RI,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

X-Forwarded-Proto

X-Forwarded-Proto &SRRk AJ &S BYRR B & P i 5 8 B 9 85 E #Eat Fr AR B P (HTTP =R
HTTPS), ZMRSRGR AENBEERSHENARGER 2BEANDN ; FEERAXTERF
MM AR 2 RFEANDZER. NFHMEEFRMNASRSESRZEEANTI , A X-
Forwarded-Proto i&ER#5&, Elastic Load Balancing &% X-Forwarded-Proto i&R¥Rk 174k
EFimMARIIEER B ERANIL , HRLhiRBERNRS .

BN BARFR ML T LA A Z#E X-Forwarded-Proto BRFFAFWIHIRENEHREQEEH
URL B9 1E R,

X-Forwarded-Proto HR#FARKAUTER :

X-Forwarded-Proto: originatingProtocol

LT REIEELLHTTPS B RN RBEFRIERM X-Forwarded-Proto ER#rk :

X-Forwarded-Proto: https
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X-Forwarded-Port

X-Forwarded-Port ¥R#rk A& BRI F /- i S8R AR SR et AT A RY B AR im0 o
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% H OB IGE IR HTTPS iTsR

SRR I E B SSL/TLS il (#79 SSL Hl#k) g ssr. FALINEE , TNENR
HOWRERY HTTPS LENEFFin ZHARERTMNE , AN ARBERS EC2 Lh 2 RHE
B,

Elastic Load Balancing fFAZ£E#EF R (SSL) WEEE (M NELELKEK ) , UEERFHEAET

EeS AN EIERE, EXRIREREMER HTTPS/SSL A, AIFATMEN T2 ERBBAELLTLEKE, &
DRI F IS E SR LEPE SSLIEH. ARHERAEANIERLLERE K BEREBEFHNER , R

EERBERRIZEEA, ARSESEABRSEEE4RIGHEE, SUEFtEEN LB
FHRIE,

ZHENFIIERTI RS R[EWETR (SN ) o BAINRNERAUTREDZ— :

- EAFHEERLETZE—NEP , AENFHARIEFN—DPEBEREZH (SAN), B SAN |, &AL
FREMEBRPZANDENER. MIEPREBKE , THEXMINITEMERZIFH SAN BUK
AR INAIMIBR SAN WEZE S,

« XN TFRRMEIRERE  FivO 443 L&A TCP TsR, ARMBEREFEHAREER | FET L
H EC2 36l E#Y HTTPS 41k,

ZHAFIIHRAZIENME TLS FHKIUE ( mTLS ) o EIRE mTLS X$F , HOIE—1 TCP liTaR.
MBI R EFEFERIER | HILEALIE EC2 KBl ESXHE mTLS,

AES

- ZLHENFITE M SSL/TLS iEH

- RBEAHFIIEEN SSLIHEEE

- BIEHE HTTPS TR L B AT
- NENZBRAFIIEREE HTTPS 1V
- BREBNTIIEEMN SSLIEP

- EMZANFITE RN SSL HEEE

Z BN EHEEFH SSL/TLS iE#H

WMRFRAITERFEA HTTPS (SSL = TLS) , M AFE A EE] L EBE SSL/TLS iEH. HAETHE:E
FTMEAMIEHLIEERE K BEKEFEFRNER , AEBRBERREDSRH,
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SSL M TLS thidfEA X.509 iE$ (SSL/TLS RS EFUEP) X & /- im 5 ik N AR F#H 1T 5 0%
ifo X.509 iEBRIEPMAENM (CA) MANBFHEANIRR , BERRER. BERHR. A, F7
BURMEENRFESR,

B LAE A Amazon Certificate Manager X 3§ SSL #1 TLS A T & ( 20 OpenSSL ) BIZIEH,
ERIEREMATIIEIRN HTTPS MR , EFEERBEZILR. EEATASIERINIERT,
EIEEEA o

EOEATRABGERNILHN , ELAEEHE, I ELNWEELNEEEVEEIERKTE. WRF
i, MARSXREHAITINEG , RATTERIE TLS EH,

DA UERIEE—NTLREEFHB (FQDN) ( FlE0 www.example.com ) HIAKIHA ( Hlan
example.com) ., BRAUERES () ENBERAKRRFE—HBFNZSNELER. BERBERAE
Frt, B () XN TEHENHKENLE , MERERP —NFERF. Hl0, *.example.com %
# corp.example.com # images.example.com , B EHRH test.login.example.com, %
EEE , *.example.com {X&RH example.com B FiE , MARPFEFRIN K (example. com)s
BEAFEVNEE REIERH Subject ( & ) FEH Subject Alternative Name ( TEEREBH ) T B
B, BXNRIIBHNESZEER , iS5 Amazon Certificate Manager Fi P #§R P #YE R A HiE B,

/A BIEIH S A SSL/TLS itk Amazon Certificate Manager

RAIBWIEAEE A Amazon Certificate Manager (ACM) A A& [ IR H S AIEH. ACM 5 Elastic
Load Balancing £&£5% , SAMESR A UEAFISER LHBIEH, EEASHESR LHBBIES , EHE5QR
FEERLMER —XEH, EXEZEE |, 5 Amazon Certificate Manager A AP 8+
WERLDBIEPH ST AEF,

Z A AFEA Amazon Web Services Management Console £ 1&g %8s E S BIE$ |, &
HREERFIT ACM ListCertificates API REMNIGRINPR, BXREZER |, 555 Amazon
Certificate Manager A P8R /Y 51 HiE B,

/A Important
LR EBIE ACM ERENFIE R EREHH 4096 1L RSA B EC ZHAMIEFH. B4
A 4096 v RSA B4 EC BHAMIES LEE 1AM, MEFENSARBERES
R

R BIERS A SSL/TLS iE$Amazon Certificate Manager 50


https://docs.amazonaws.cn/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://docs.amazonaws.cn/acm/latest/userguide/gs-acm-request-public.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate.html
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£ IAM & A SSL/TLS iE+$

MREKRFEH ACM , MITTLAER SSL/TLS TE ( 20 OpenSSL ) AIBIF B XA ER (CSR), 3REX CA
LB CSR MAERIES , HFEH LEE IAM, BEXEZEE , 250 1AM AP ERPNERARS
BHEH,

£ R E=RM SSL Sk iE

Elastic Load Balancing fEfl — /122 E#EF= (SSL) WEEE (MM AREER ) EEF RS HEYE
B8 2 BITHES SSL iE#E., T2 FME SSL hil, SSL BB MBSHBIRFEIRTUEATMAS. BEXHR
HI9EREEE SSL EENEZEER | HSHLHE AN MUTES,

B3

- BRERM

 SSL thiX

« ARSSRRIRF Bt

- SSL ##5

- ZHNFIIERAOTE L SSL B2 KK

grge

RERBAEER M RSN ER @B T SSL HEHMRZIEFNRBANHIL. SAUEEACH
ZANFRBERUEATNE LHEELNE LR,

B E , Amazon Certificate Manager (ACM) IRHHIEETE — 1 RSA 24F. Hitk , IREFEA
ACM RREMIES , ML KX\ MANIIE—NMEA RSANEBI ; BN, TLS EEL LK.

ME LR &R

RHMMELRERBNENBERANEZLRKBNFONAGNRSTEE. flw, MATELER
£RMA ELBSecurityPolicy-2016-08, RERBMHNTAE LR L REE , B EHE E S EH

To

BRATMEL T2 KB ANDRMBRBHNES , FSH ENL SSL T2 K,

BEXZ 2R
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BEERAFENZBNDEIRZEELDERE, flw , FERESAMEIRE (W PCI M SOC) AIEEFE
E-HAREMPUNED , MBRFEZTEME, EXHERT , TR EELRERBERFEIX LR
o

BXREUBBEENRERBNEER , BSMH ENELENBITERHN SSL HEEE,

SSL MY

SSL i EEFIRERSHCEELLTLEE , BREFF HEABGERZAEZENMERERR
N

ZLEETR (SSL) MEFMEZRZEM (TLS) EATHEIFTREMLE (1 Internet ) &5 P EIE
BATINZOMNBZPIL. TLS MURBEHARAK SSL MY, 7E Elastic Load Balancing 3(#4/ |, EATH
SSL # TLS i #E#rA SSL il

HERII

AR TLS 1.2, TLS 1.2 A7 ELBSecurityPolicy-TLS-1-2-2017-01 MEX MR KW ER, &
HAIEEENREREFFEA TLS 1.2, MIANZEFRZIF TLS 1.2 M TLS WEHRA , At®
2 M T K& ELBSecurityPolicy-TLS-1-2-2017-01,

EF AN
MBZHIEEERBEHEAT SSL2.0 il , RIMELTRL KM ERITEL R LR —,
AR S5 85 I B S T

Elastic Load Balancing xRS 850 F G TUED |, ZET A THEEF s SREITHES 2 B 8E
¥, £ SSLEEDPEEEDY , FRENASSERSEREATINFRMS 5 X HFNEB A5
Fo MIMBERT , &7 SSL EREREFRSIKPEE M —NASHEERNZBEE L E —NEB,
MRABHEROEN XIFRFFNFEED , MWASOERSEHIRPERNTEFIRNZES
RPN E—NEB, XAHRHARSEREER T SSL EZNEE, MRERBEARSSHINFEIE
m, NEERAEFIRREEAZBINFRDEE P iRSARSESR 2 ENEE,

SSL &3

SSLZWE BE—MiNREX  eERANBRRACERIENEE, SSL hiERAZH SSL ZEXT Internet
ERBEEHITING,

B XX , Amazon Certificate Manager (ACM) IRMIEE T E — RSA 4R, Hik , MREEH
ACM REMIEH , ML KL IITE—MEA RSANEBI ; BN, TLS EEL LK.
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Elastic Load Balancing XA TEB A TEENEFITESE. FENR SSL REFERAXLZBHN T
£, MEXEEBATATEELKES, RIMNBUESXEARINZLER (FEES) PBRENEB,
HittFZZBHTRE , EEBTHAREAFERAXRK,

R

+ ECDHE-ECDSA-AES128- GCM-SHA256 *
+ ECDHE-RSA-AES128- GCM-SHA256 *
+ ECDHE-ECDSA-AES128-SHA256 *

+ ECDHE-RSA-AES128-SHA256 *

+ ECDHE-ECDSA-AES128-SHA *

+ ECDHE-RSA-AES128-SHA *

+ DHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256- GCM-SHA384 *
+ ECDHE-RSA-AES256- GCM-SHA384 *
+ ECDHE-ECDSA-AES256-SHA384 *

+ ECDHE-RSA-AES256-SHA384 *

+ ECDHE-RSA-AES256-SHA *

+ ECDHE-ECDSA-AES256-SHA *

+ AES128-GCM-SHA256 *

+ AES128-SHA256 *

« AES128-SHA *

+ AES256-GCM-SHA384 *

+ AES256-SHA256 *

+ AES256-SHA *

+ DHE-DSS-AES128-SHA

+ CAMELLIA128-SHA

+ EDH-RSA-DES-CBC3-SHA

+ DES-CBC3-SHA

+ ECDHE-RSA-RC4-SHA

+ RC4-SHA

+ ECDHE-ECDSA-RC4-SHA
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DHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-SHA256
DHE-DSS-AES256-SHA256
DHE-RSA-AES256-SHA
DHE-DSS-AES256-SHA
DHE-RSA-CAMELLIA256-SHA
DHE-DSS-CAMELLIA256-SHA
CAMELLIA256-SHA
EDH-DSS-DES-CBC3-SHA
DHE-DSS-AES128-GCM-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-SHA256
DHE-DSS-AES128-SHA256
DHE-RSA-CAMELLIA128-SHA
DHE-DSS-CAMELLIA128-SHA
ADH-AES128-GCM-SHA256
ADH-AES128-SHA
ADH-AES128-SHA256
ADH-AES256-GCM-SHA384
ADH-AES256-SHA
ADH-AES256-SHA256
ADH-CAMELLIA128-SHA
ADH-CAMELLIA256-SHA
ADH-DES-CBC3-SHA
ADH-DES-CBC-SHA
ADH-RC4-MD5

ADH-SEED-SHA

DES-CBC-SHA
DHE-DSS-SEED-SHA
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DHE-RSA-SEED-SHA
EDH-DSS-DES-CBC-SHA
EDH-RSA-DES-CBC-SHA
IDEA-CBC-SHA

RC4-MD5

SEED-SHA
DES-CBC3-MD5
DES-CBC-MD5
RC2-CBC-MD5
PSK-AES256-CBC-SHA
PSK-3DES-EDE-CBC-SHA
KRBS5-DES-CBC3-SHA
KRBS5-DES-CBC3-MD5
PSK-AES128-CBC-SHA
PSK-RC4-SHA
KRB5-RC4-SHA
KRB5-RC4-MD5
KRB5-DES-CBC-SHA
KRB5-DES-CBC-MD5
EXP-EDH-RSA-DES-CBC-SHA
EXP-EDH-DSS-DES-CBC-SHA
EXP-ADH-DES-CBC-SHA
EXP-DES-CBC-SHA
EXP-RC2-CBC-MD5
EXP-KRB5-RC2-CBC-SHA
EXP-KRB5-DES-CBC-SHA
EXP-KRB5-RC2-CBC-MD5
EXP-KRB5-DES-CBC-MD5
EXP-ADH-RC4-MD5
EXP-RC4-MD5
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+ EXP-KRB5-RC4-SHA
+ EXP-KRB5-RC4-MD5

*RERBFERARS KR WRLERD,
Z A EIRHTE L SSL RE KK

BT LA HTTPS/SSL I eS B E YN R LRI — BINBNUEFEARINN R LK
ELBSecurityPolicy-2016-08 AR FEAM, B LAEA ELBSecurityPolicy-TLS K&z —
KFRERZAFLE TLS MURAHN AR ENLEinE, E  BHUNEEEN T2 XK, BX
FZEL , BESH £ SSL hAEEE.,

HETFRSAMDSAMZEEBETHTCESSLIEPNZIREL, THEAFEHAETIZEEBEANE
BHEEZEERE SSLiFH,

MFREFE N RS HRIAF HIADU S ARE  WAROESRSERNEXENEEINFERZD , LH
AR REABIIERZANER, BN , AFEERRE S IREHENZDEIRF EHZE,

TRIIE TRBAABHOEENETMENL L KK , SIEHS A SSL M. SSL ZBH
ZRIAKBE ELBSecurityPolicy-2016-08, F T EREEBZMEEBAWERBTH , BF
ELBSecurityPolicy- MB MR,

® Tip
WRLGER FRBEAHISESS, XA TEMMRYERNEER , BSHER T Application
Load Balancer f &£ 5K F3E A T Network Load Balancer FY &£ KB,

TR 2016-08 TLS-1-1-2 TLS-1-2-2 2015-05 2015-03 2015-02

017-01 017-01
SSL i
Protocol- v v v v
TLSv1
Protocol- v v v v v
TLSv1.1
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LRI 2016-08 TLS-1-1-2 TLS-1-2-2 2015-05 2015-03 2015-02
017-01 017-01

Protocol- v v v v v v
TLSv1.2

SSL &I

fRSeEmE v v v v v v
BRI

SSL #15

ECDHE- v v v v v v
ECDSA-

AES128

- GCM-

SHA256

ECDHE- v v v v v v
RSA-

AES128-

GCM-

SHA256

ECDHE- v v v v v v
ECDSA-
AES128-
SHA256

ECDHE- v v v v v v
RSA-

AES128-S

HA256

ECDHE- v v v v v
ECDSA-

AES128-

SHA
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LRI 2016-08 TLS-1-1-2 TLS-1-2-2 2015-05 2015-03 2015-02
017-01 017-01

ECDHE- v v v v v
RSA-

AES128-S

HA

DHE-RSA- v v
AES128-
SHA

ECDHE- v v v v v v
ECDSA-

AES256

-GCM-

SHA384

ECDHE- v v v v v v
RSA-

AES256-

GCM-

SHA384

ECDHE- v v v v v v
ECDSA-
AES256-
SHA384

ECDHE- v v v v v v
RSA-

AES256-S

HA384

ECDHE- v v v v v
RSA-

AES256-S

HA
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https://docs.amazonaws.cn/cli/latest/reference/elb/describe-load-balancer-policies.html
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« ELBSecurityPolicy-2016-08

ELBSecurityPolicy-TLS-1-2-2017-01

« ELBSecurityPolicy-TLS-1-1-2017-01

« ELBSecurityPolicy-2015-05

+ ELBSecurityPolicy-2015-03

« ELBSecurityPolicy-2015-02

« ELBSecurityPolicy-2014-10

« ELBSecurityPolicy-2014-01

« ELBSecurityPolicy-2011-08

« ELBSample-ELBDefaultNegotiationPolicy 2 ELBSample-ELBDefaultCipherPolicy
« ELBSample-OpenSSLDefaultNegotiationPolicy 2 ELBSample-OpenSSLDefaultCipherPolicy

BIET A HTTPS YTER ML B A F 9 E R
MEHEBEAE S RRIER | FETHERR ISR EC2 P2 S RIXLER,

A AR —NERH 0T HTTP (80) 1 HTTPS (443) s O MY M9 88. MREE HTTPS (Wras
BEREER RO 80 EASRAI , MAFGERFLLLFER , FEFMENARSERIEFNERS. W
R HTTPS MUTefERRIE B A 443 EKG , MM E [T KGN BEHRTMNE.

MRARDEREAMBEREIPIBERE , ETNERS AR SORIE. XABERIGEXGINAH
BEEETERFENNAHEERIEENZATEN , ARSERT 5RABE

BROMAENE R BDE RN HTTPS MITRMNER , FSRNENELANTITEEEEE HTTPS
k¢

AE

- BIREH

 {#/ Amazon Web Services Management Console €13 HTTPS/SSL f1&19#i=s
- £/ Amazon CLI 8l HTTPS/SSL faskig#ss

il FR SR

EEFFRza , BRREESHFEATRRES
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« SERX % VPC M EC2 3:fl HREVE R,

- BB RIEARTEREMN EC2 £6l, XLELFNRLAHAXMATREARITERNRE,

« EC2 LHIMATER HTTP IRASMREE 200 MALETRRKREN Bir. BXREZEER , SR A ENZ
HARSEREEETRARE,

- MREIUTRIE EC2 K6l LB AREEIRESEE , BNEUHRFEFIRSREEZDRE N NEIT
ERENZRAEMRE, MREHRBAAZEERATASRANERE , BREERM6 LRENRE
SEHNEEEATEARSESR LRENZRABINEE, EXELSER , B RELHATITH
2 Y 22 RE B Y .

- MREHERLMITE  YAEAEITER LHE SSL RFJ[UEH, ABROERLXEFERREE
Sflzal , ERIEPLLEHBERER, MREZE SSLIEH , BAUGIR—1IN, BXEZER , &
SR ANFIHEIRM SSL/TLS i,

£ Amazon Web Services Management Console #12 HTTPS/SSL &8
25
New EC2 experience

FELEERBIFR | BRAAFEEREE T HIMITES. F—MIUTESERIs 0 80 LM HTTP &R |, ¥
FH HTTP i A 80 LEIEHILIEXLFER, F-AMAWEFEZIHO 443 LW HTTPS R |, 3
FRwO 80 LA HTTP (MRZHFLEEREFIREHFHRIE , FFEMAIKO 443 LA HTTPS) [@3E
5l R 3EIX EEF R,

MR — A TREEZBERNIE, FRNR (BRHRIATEESR) EZNMUAROERFIR (A
HITEERRISA) EEN D ICRNG O B EITEE. BX Elastic Load Balancing XiFHuw 0., #HiLH
MITEREENGEE , B RAKLABAFIIE RN IITE.

BB L B A F TR

1. B LT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. ESMEL RSN ABIIERMENXE, FRFRIEREN EC2 ZHEZRNE —MNXE,
3. ESMBEH LM Load Balancing ( 7A#ii59# ) T , 1%£#F Load Balancers ( fAE39#2% ) -

4. % Create Load Balancer (Bl R 9E3T).

5. BIF{LBNABHERTS , ARERCE,

6. EXEE

a. XNTREDEREN , BARBBDERNEW
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EYRXENELBNBIIEREN , SRARGE[NENLTE— |, HFSAUE 324
PN, RS FERFENMEFR , TRULEZHTXIER.
b. NTF&EX , EFEEEEKRM,
7. MRS

a. XTF VPC, &BENRKAHERER VPC,

b. WTHE K BAEE-ITAX , RAEMNETHFHHPREE-ITLEB TN, SIMTHAXR
REE—INTFW. ERSAHGERNTRAM , BEES P THXNFM,

8. Z=£4#H
NF&EEH , EFE-—IMRENATFERHD 80 LEARAE HTTP RELKERO 443 L%
WA HTTPS RENIMAZ£4A,
MRZLEFTFE , WAL E - EALEANNHLZLA,

9. {uYrERMEEH

a. FREEBIANTSEMEINEE  REEBRINMTE,
b. XN FHEATEEREIGIFTEELES | EE HTTPS , AR S EHH 443, BRINBER
T, SEGSER HTTP i i O 80,

c. MREFEEHMTERESMRIE , BFFEFIPILERN HTTPS, RELLFEHIHOERNR
443,

10. REMIR/RE

LI AR UTER A HTTPS 2 SSL & , A FEREIIHE S LEBE SSL i, AEigfrss
EEFALIEPLILERE  BEREBEFHNER , ARBNBEREETEG, BEXRABER
£ %M, Elastic Load Balancing #ff TEMEN SSL hEEENZLKEE , BHAUCIER
CHEENZLEE, MREERIHEZFTEE HTTPS/SSL , WIEEREASRH & BRI,

a. XNTZ2EH K RIIXKEREIREN ELBSecurityPolicy-2016-08, EIVIRIALFE A KT
MENZL K , BEIEEENLNEKR, H2F B3 SSL hEiE,

b. X FERIA SSUTLS iE+ , AIEALTIED

- MR Amazon Certificate Manager 8IS A TiE$ |, iFiEEM ACM , REEE
BB HRBZIER,
- MBFEH IAM SATIEDS , BEBRM IAM , REEEFREPS PEBIZIER,
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- MREBEESANILES , BEMENXETREM ACM , BEFESA , RAFIEERE
IAM, EIEREBMFEFHMAULEPHNENR. EIEPREZHD , EFHBUVLERAX
# (PEM REBWNXH ) WRB. FIEPEXH , EFF-ELNERHIER XM (PEM
SRR ) WA, 7E Certificate Chain |, EHI 3 MEIEPEE X4 ( PEM 4REZHI XX
#H)HRE  RECEANRESRIEIPHANAEREARIEZIERHATEE,

c. (k) WMREF HTTPS MrsRE BN FERAMZERZSIMBE , N ERER RS
AP IR BESRHI B K IE,

® Note

MREFIBHREHRIEIEPIY , FREMTEIRFMEBRIBD , AEX FREHH
TER HTTPS,

i. XTF Certificate name , A LNMAUEP B o

i. XFUEPEN (PEM 4GB ) , EFHAMEZEPHINE. REEXRMN L ASLES
PCER , ABIEER T 2 EEZKGES.

i. ERMEMIED , FEBRFNFERIEIP. RIJALURIEA,
1. BITRARE
a. 1E Ping B#REo A |, iEEFE— Ping MXH Ping I 0. &K EC2 RHIAMIFEZIEE Ping
wO EHRE,
b. XF Pingi%0 , BARWBO A 80,

c. XF Ping %, BERIANEBRNEERL (/). X2FE 7 Elastic Load Balancing ¥
BITRRKEERZKEZEH Web IRSEFHVERIAER |, 0 index.html,

d XNFERETRIARERE , FEARIANE,
12. 324

a. EFERMEH , XEHFERKAHEETE,
b. HEWARXRGIT , BAURFBZINERNMEIRE , NABEE R AR 80K G| hRITE

%,
c. WINEBRTIRG , EEFEINSUSEEMAYSSFR S A9 %8s,
13. B

HFRAETARARISE, BAEEERUREN (ERABME ) , REMUE,
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14, LUEIESIRE (W)

a. BFBRNLED,
b. {EFENAEI,
c. ERMEMIRE , FRABEMIFHE , AERARFTRNE , URAENEFZRNE,
d. EBRIAHE , BEEEBRNITEZHNBER.
15. HEMOE
a. MRFEEYEMRE , FRARFEEINREZSHNRE.
b. WIABEFERNAERELIRGE , EECIEASITERUTHEEARITE:R
c. EBEWURRAL, BESEARIEH W Amazon EC2 BHATEEARE
o
16. FiF
a. EEFNABIGER.
b. HEEHREZFET+H , EFETREI. ED—DEC2 KA TEAFRSE , Eali
R,
c. HEHFMAEEIDH , EFAFISEEEN DNS 2 , XFRKELT my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com,
d. FREGEIRA DNS BT EEEIN AN HEERMA Web R SEaFtbut=d, MR

HERZTER , WSBIRSF[/HMIATE,

17. MIBR ( A% )

a.

MREF - N EARBEERNEN - ARILR , FHECERHMNULEFFSFTDONS E
AN, KT BREREN BT ERR.

BN LA T M4t 3TF Amazon EC2 #%|#& : https://console.aws.amazon.com/ec2/.
R RIS,

FOREFERE. BRABIGER,

RTETHEIAR , 8A confirm , AFIEZFMBR,

MRS ERRE |, EMENZAEIGER T EC2 KHIFAEZEIT, BRHRKFIMREEIT
HER D BN B, MREFBFEEREN EC2 Xplad , TUREFIERAL L | Bl%
FEEFNR A
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Old EC2 experience
TR EXNENARBGER
B , WARHERRE-LEXTREEE , WEH, WER—IPHZ MR,
MITERE A TREERFERVHERE, EANR (FFRHRIARGER) EENMUFAROERR (A

IR BISLA) EEHN IR OB BT8R, BX Elastic Load Balancing X#FMuH O, #HLH
MITEREBMER , B RKLBATIIEENIITEE.

FEYREIP | BRABOESREE TR MITES. £ MIlTFERwO 80 LMW HTTP #EXR |, ¥}
5/ HTTP im0 80 LMRAIRIAXLEER, E-MuIUrsESZinDO 443 LM HTTPS &K |, ¥#
FAW%O 80 LM HTTP (MREFEE B FwmLf FARIE , HFEAKO 443 LA HTTPS) @K
il % 3E X LEE R,

E SRR 9 e

1. B LA TMuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/.
ES B LR Load Balancing ($18(39#) T , #%&#% Load Balancers (i £ 39#28).

2

3. i%&#* Create Load Balancer,

4. XF Select load balancer type ( EFAEFIGEIFRE ) | HiEF LHAFHERE.

5. XF Load Balancer name (1839 #125 &%) , BA B EESN B
EHXENELHBATIHREN , LEATEHSNENLIM —  KSZSTUE 3241NF
&, REEEEFRBFERNERH , THRUEZFFALIER.

6. XITF Create LB inside (ENZBRIR A EITEST) , BENEHIEENMEREML . EC2-Classic
R4S E VPC,

7. [BRIA VPCl IR&EE T EIA VPC , HHELEERAEIIEEZMN FM , i§1%£$R Enable advanced
VPC configuration (BB % VPC EL&).

8. XITF Listener Configuration , fREBRIAMIVTER , AGIERE Add RS —MIWrgs. X FH
IT85#9 Load Balancer Protocol , i3 HTTPS (Secure HTTP), ItIR{EAE#H Load Balancer
Port, Instance Protocol #1 Instance Port,

ZRIAMEIR T |, Instance Protocol 8 HTTP ; M Instance Port 3 80,
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Load Balancer Protocol Load Balancer Port  Instance Protocol Instance Port
HTTP > 80 HTTP > 80 [x]
HTTPS (Secure HTTP) » 443 HTTP - &0 (%]
Add

MREGBRWHEFFHRIE , BEEHIDUERRN HTTPS (RL HTTP ) . XtELEH
Instance Port,

Load Balancer Protocol Load Balancer Port  Instance Protocol Instance Port
HTTP > 80 HTTP > 80 [x]
HTTPS (Secure HTTP) » 443 HTTPS (Secure HTTP) ~ 443 (%]
Add

9. [EC2-VPC] X T Available subnets , HEAEBMEFREDEE-NATAFM. FR/BE
Selected subnets T BERSAHKHERNTAMY , EMNSANTAXPEREFH,

(@ Note

MR LR EC2-Classic EN BRI L |, & EHFMBIIN VPC B)X B 1% Enable
advanced VPC configuration , &R EIAKEERE FRH A R H.

BANTARKRZSALURN—NFR, MRMEEFRNATAKERE-NFH , N7 R
% A X AY 2 BIEE 7 M

Available subnets

Actions Availability Zone Subnet ID Subnet CIDR Name
(4] us-west-2c subnet-cbb63daZ 10.0.1.0/24
(+) us-west-2c subnet-c9663dal 10.0.0.0/24

Selected subnets

Actions Availability Zone Subnet ID Subnet CIDR Name
@ us-west-2a subnet-e4f33493 10.0.2.0/24
(—] us-west-2b subnet-6264e837 10.0.3.0/24
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10. %42 Next: Assign Security Groups.

S 2 #E VPC P ReA D EL NRITHE =R

MREFFEAN VPC ARG, M AFNABIIERIE—INZE4A , AT AWRERTEN
MEIEREEN RO AR AR EHRETETRARE,

(® Note

WR%EE T EC2-Classic tER BN , MATET—F, BRIAERT |, Elastic Load
Balancing £ EC2-Classic F R A I9ERRHET L4,

NEN B EER T EL LA

1. 7E Assign Security Groups I H £ , #%## Create a new security group.
2. NENZRLABABHINER K IRBRIASHNER, KFRLATE—NAN , ZHAN AR
HRE#HACSH A EREEAEANK .

Assign a security group: @ Create a new security group

Select an existing security group

Security group name: my-lb-group
Description: for my https load balancer
Type (i Protocol (j Port Range (i Source (j
Custom TCP Rule - TCP 80 Anywhere - [0.0.0.0/0 @
Custom TCP Rule ~ TCP 443 Anywhere - |0.0.0.0/0 9
Add Rule

3. #%&$® Next: Configure Security Settings.

S]|3: BERERE

X BImITER £/ HTTPS X SSL B , AJE B # 2R L 80F SSL k. EBERLE
RWIERLIEERE  BERBFEFRNVER , REBRBERRIERIKSG,

&AM TEER £ KB, Elastic Load Balancing 2t 7T EFIE X SSL MEEENZEEKE , B
ALUGEECHEENRLKREE,
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MREEFHEZEDPEE HTTPS/SSL |, TR B A6 55 WKiE,

BEBZLIRE
1. X F Select Certificate , T T 5ig{E2— :

- WMREFEH Amazon Certificate Manager SI2m S A TiEPH , iFi%#F Choose an existing
certificate from Amazon Certificate Manager (ACM) (M (ACM) iEFRIMEIER) , REM
Certificate (IE$) HEFIZIUEF,

- MREFEH IAM SATIESR , EEEM Amazon Identity and Access Management (IAM) i£$%
MAWIES , RIFM Certificate FIEIFIEH,

« MREBESAUS , B ACM ELFEXFHFATA |, HERF LA SSL IEFHE Amazon
Identity and Access Management (IAM). 3 AEBHIBZFr. £ Private Key & , EHI3H05
FEA S (PEM RIBEISUHF) BIAA . 1E Public Key Certificate /1 , & il H #6527 UE 5 X
% ( PEM RBBHIXH ) IR B, T Certificate Chain &, E4IH ¥ M5 P4E X ( PEM 4
BHRXH )RR, RIECEANRESRIIPHANKR S RERANEZIIPHTEE,

2. NTHRBFE , RIMENNEZLEERE 2L HIRE N ELBSecurityPolicy-2016-08, i
BHRAFERARINMEN RLEE, MREFTEFAHMMEN L RBRNOE B ELKE ,
BSREFH SSL hEilE.

3. (FiE) REF HTTPS MR ENFAMZEZEFESE , WA ERREXS S 6K
iFo

a. XF Backend Certificate , i%#* Enable backend authentication,

@ Note
MERBEFHIEBID , BREMITESREE , AB N EHIHGER HTTPS (%
£ HTTP),

b. XtF Certificate name , B A LN4HIEP B Fro

c. XITF Certificate Body (pem encoded) , EFIH MMM ZIEPHRNE. REEXHNLHASHT
HEACER , AREEHRT 25ZZHES.

d. EFRIMBE—/MEP , iFi%&EE Add another backend certificate,
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_ Proceed without backend authentication
@ Enable backend authentication

Backend Certificate 1
Certificate Name Certificate Body (pem encoded)®

my-server-certificate

Add another backend certificate

4. 1%$F Next: Configure Health Check,

R4 BESTRIRE

Elastic Load Balancing ¥ Bzl & A I9E M 2EM EC2 EHIMZEITIRIR. R Elastic Load
Balancing KM E —Z{T R IEEREHI , béfh]tr_]f__/l\a‘-@ujiﬁumi HERERBIZITERE
WEpl, BXEEZTRARENESZEER , BFERANENLHEATHEEREEZTRARE,

NENZHBBEITRARE

1. 7£ Configure Health Check R L , #4% Ping tHil# Ping is 0, &K EC2 kHlS4MESZ i
T Ping ¥ A LI ERE,

2. XF Ping Path , FERINEE RN BEFL (/). X &38R Elastic Load Balancing iz 1T R
BEEREIEZIEH Web RFSEFMERIAETT , 0 index.html,

Ping Protocol HTTP ¥

Ping Port 20

Ping Path |/ T

3. FHMEERBNMRIAE.
4. %3$F Next: Add EC2 Instances.

HUR 5 MABERIEM EC2 KAl
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&Ry MBS T B R E B IR IJE':F'E’H—PJIJZIEH uu,% R ERBROERAENXEANENE
ZATAXHIERE EC2 Kbl, BEXEZER 57 £ BN E AR SIEA A,

(® Note

HEEEEBMEMNKED (EN) WER T EMSER , ARSESSRERHAERFNE
0O (eth0) WEE IP #bat,

o) A B9 # 8T M EC2 K41

1. 7 Add EC2 Instances WE Lt , #&F E @ H S EMAIEH,
2. FEBEXEAEOHNEZEERRENBARS,

3. %&#F Next: Add Tags.

HIR 6 ¢ NEMNRBIGERPMIRE ( Wik )
BRI LN B BTG RN INIRE | EREHITT NI RK,
[6) LB T 2R AN INAR

1. 1 Add Tags (RIN#HRZX) ME , AHRZIEERNE,
2. ERIMEMIRZ |, Hi%#R Create Tag H NIRZIEERE,
3. ANEFRZLE , £ Review and Create,

ST QIEHB RN ARIGES

EOEARBERA , FREMENRE, ECIBNHHESRE R , ETRIEERDHRERIE
F&H EC2 =61,

IR M EH NG

1. fE Review (¥#) REL , REGHRE, NERTHATEY , WLBALNEEREER
B,

2. mEHIR,

3. ELKIIBHRARSEBHEASE | 5 Close,

4. BBFHRRLERE.
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5.

£ Description £+ £ |, & Status 17, MR TIEREMERD KR TF oI RS , N ATEE
RERNEHZFIPEEMIREF. BEXEZELE , FSR ML B IGESHTHEDR : =
(FTiE) EENED—N EC2 RBIRAERG , EAIMIHAEKSESE. )N DNS BMHPEFIFH
BB ( 13 my-load-balancer-1234567890.us-west-2.elb.amazonaws.com ) }fFH
NS EIEIEEE Internet B Web RIS Mttt 2, MRENHEYEREEZT , BLEE
RSS20 BRIATTE

HPR 8 MIBREM ABITERR (AL )

RENABEERTAZE , EFBENRFHETHNE IR PEZNAEZH, SETBEEN
Bi9MaRet |, ADEMER. IABHERENGReE  CETEFEINARGERTA.

i BRI B SR R 3T T B
1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,

© o A~ W b

ESME LM Load Balancing ( fa#5#% ) T , %4 Load Balancers ( A 391588 ) o
EFEAEITERR.

fiORIEIF Actions (84E) M Delete (HIER)o

HRERRHITHEIAR , %EFF Yes, Delete,

(RIiE) EMRARIEERCE | SZABIERXEKN EC2 XAIFALZIT , MALKEEANR
FHETHE RSB MR ARA. BXFELERLIEXFNELR , FSHERT Linux 3K
B8y Amazon EC2 A P H5mI Y15 LE M /5 3 B HY SE ISR L8 1 RAY S5 61,

£/ Amazon CLI €2 HTTPS/SSL f1&19%s5

BREBUA TR BAEA Amazon CLI 82 HTTPS/SSL f1kt9#8s.

- SR BB

- FRR2: BE SSL T2 KM

®R3:BERWREHFHREIE (AL )

R4 BESTRAKRE (A )

« FB 5 SEM EC2 KHI
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SR 6 . WIEEH
- SR 7 BIREBHNAEITESE (FIE)

S 1 BEYTER

MR RATREEEERWHE, SRR (BFRBRBAFIES) EZNHFIROEER (AHE
18733 BS540 SEEM AR OB B85, A< Elastic Load Balancing MmO, WX VrEs
BRENEE , BSRLHAEMFITEHSEN TS,

FEL RGP, BIEEEA TN GEREZNRODMNDICOVENABI9EREER MR £
YT aR IR O 80 LAY HTTP R , A A HTTP Fix 0 80 LMEKAIAIXXLEER, F£ZMIYTER
BZImA 443 £ HTTPS R , A EARO 80 LAY HTTP MEHIRIEXLEFER,

R} E = MU R EFImEE P ER HTTPS , FRAESAE A B SESR LHE SSL RF|UEH. A
HERSEFERRETRBzE , ERIERBLIEHBEER,

NIEN B HEREE TR
1. 3REY SSL iE#H Amazon Resource Name (ARN), a0 :

ACM
arn:aws:acm:region:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012
IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

2. {ERLLTF create-load-balancer i85 N AE &R EE R AMRIUTEY :

aws elb create-load-balancer --load-balancer-name my-load-balancer --listeners
"Protocol=http,LoadBalancerPort=80,InstanceProtocol=http,InstancePoxt=80"
"Protocol=https,LoadBalancexPort=443, InstanceProtocol=http,InstancePort=80,SSLCertificatel
--availability-zones us-west-2a

LA 9 W B2 R 45

{

"DNSName": "my-loadbalancer-012345678.us-west-2.elb.amazonaws.com"
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}

3. (Wit ) BEALLT describe-load-balancers i R EFAFH Y EH =M FMES -

aws elb describe-load-balancers --load-balancer-name my-load-balancer

SR 2 : BLE SSL R KM

BHEEMENZE2RKZ— , REACUEECHEENRLKIE, BN , Elastic Load Balancing f&£
ABIATAE L 24 F W ELBSecurityPolicy-2016-08 B EEHN A HEEE. BWEFERARINZS
Kig, ARRLFEMNELER , BSRLEATHEEREN SSL hEiLE,

RIFER AR EEREEEMIANL 2 REXEK

ERALLT describe-load-balancers 5% :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

AR AR RG], E5EZ , ELBSecurityPolicy-2016-08 BfEiw O 443 L5 RHGEIFREK,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
I
"PolicyNames": [
"ELBSecurityPolicy-2016-08"
]
I
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
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"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

},
"PolicyNames": []

1,

MRERE , T AEHNABOEREE SSL Z2XKK , MAREARAZLER,
(A ) EATIE N SSL R KM

1. {ER LT describe-load-balancer-policies ta S HIHTE N Z £ RN BFF

aws elb describe-load-balancer-policies

BXMEMNZL2RBNEENFESR , BSHRMEN SSL T2 KK,

2. fERALLT create-load-balancer-policy i Fs , MALE L —SHHRNENTE LR L K0 E
SSL R EE -

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=predefined-policy

3. (Wit ) EALLT describe-load-balancer-policies S RIERE S BIEFKHE

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e R 45 SR B B FE R
4. fERALLT set-load-balancer-policies-of-listener S8 S E R E I #E 27w O 443 LB AR -

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-SSLNegotiation-policy
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ZHEAPIEER

5.

® Note

set-load-balancer-policies-of-listener @58 EMEHEE IR O L AIR
BEEE R NIEENRIEE, --policy-names 3RS NBEERANFTERE, MERE
ALY CEANER  NZEA R,

( A& ) fEALLT describe-load-balancers tn FRIER B E /B K

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

LUTREBECEKDO 443 LB AKRERYIE R RH,

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [

1,

{

"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"

},

"PolicyNames": [
"my-SSLNegotiation-policy"

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

.
"PolicyNames": []
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]

UGB ENREREN , #MEDBA - —NEB, DSA ] RSA ZEBETZIREE
ATl SSLiEH, MREEHE SSLIEH |, FRAEAATREIEPNER, L1 EE SRR EFRR
F#BLL ELBSecurityPolicy- 5 ELBSample- 73k , EAXLHRERNTNEN ZLRENEHRE
o

(WiE ) FAHBEEN SSL R K
1. £ M create-load-balancer-policy i HEX BE X L2 KO SSL HEREE. Hlan

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1l.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1l,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Sexver-Defined-Cipher-Ordex,AttributeValue=true

2. (®& ) BEALLT describe-load-balancer-policies ta BRI 2 E B B R

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e Rz B 45 SR B B FE IR
3. fERBLT set-load-balancer-policies-of-listener a5 S 1E A E [ Iw O 443 L5 AR -

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener @58 EMEHEE S IK QM L AIR
BESRNIEENRIKE, --policy-names I RMATIEER ANFTERE, MEE
EMYCEANER | NEAKRRE,

4. (W) EALLT describe-load-balancers i RITREE B AEKRE
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aws elb describe-load-balancers --load-balancer-name my-loadbalancer

LT RIEHEERDO 443 L5 AFEBEH [ R R A,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
b
"PolicyNames": [
"my-SSLNegotiation-policy"
]
b
{
"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"
1,
"PolicyNames": []
}
1,
}
]
}

SR 3 BB S MR (AlE )

MRS EFHERE LRE HTTPS/SSL |, M a] LLUERE B S & 4R iE,
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HiREBERWEH S QRIS | £FeIR - MARE, BTR, SrEALLARKEIRERSSS S 5
WiFREE, &/F , A HTTPS hilAySEHlis DR E /G iRK6| & 0 K0 IE KK,

RAEXRFIRBAABGESRNLASNEEERN S O RIERBAN LN ATEN , ARSERT 25
KBIERE.

Be B /5 i 3K B & 43 0k
1. ERANATHTRENN

openssl x509 -in your X509 certificate PublicKey -pubkey -noout

2. fEALLT create-load-balancer-policy S H8I2 N AKRE -

aws elb create-load-balancer-policy --load-balancer-name my-loadbalancer --policy-
name my-PublicKey-policy \

--policy-type-name PublicKeyPolicyType --policy-attributes
AttributeName=PublicKey, AttributeValue=MIICiTCCAfICCQD6M70Rw@uX0jANBgkghkiGOw
OBAQUFADCBiDELMAKGALUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEWdTZ
WFQdGx1MQ8wDQYDVQQKEwZBbWF6b24XxFDASBgNVBASTCA1BTSBDb25zb2x1MRIw
EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5
jb2@wHhcNMTEWNDI1IMjAONTIXWhcNMTIWNDIOMjAONTIXWjCBiDELMAKGALIUEBhH
MCVVMxCzAJBgNVBAgTA1dBMRAWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBAsSTCO1BTSBDb25zb2x1IMRIWEAYDVQQDEW1UZXN@Q21sYWMx
HzAdBgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYJIKoZIhvcNAQE
BBQADgYQAMIGIA0GBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k60CpiwsZ3G93vUEIO3IyNoH/fOowYK8mITrDHudUZg3qX4walLG5M43q7Wgc/MbQ
ITx0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMmM2nx
AgMBAAEwWDQYJKoZIhvcNAQEFBQADgYEAtCu4nUhVVxYUntneD9+h8Mg9q6q+auN
KyExzyLwax1Aoo7TJIHidbtS435iNmZgXLOFkbFFBjvSfpII1J00zbhNYS5f6GUO
EDmFJ10ZxBHjJnyp3780D8uTs7fLvjx79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw

3rrszlaEXAMPLE=

(® Note
EETE --policy-attributes WAAE , BHRAANE—TNRRE—THAR
(@%’“ ————— BEGIN PUBLIC KEY----- i | pRp—_— END PUBLIC KEY----- W o]

1T)o Amazon CLI R --policy-attributes REFEEEEFERN.

3. fERELT create-load-balancer-policy #5383 my-PublicKey-policy 82 /Fw354] 5 4 RiE
KR,

/A Amazon CLI 82 HTTPS/SSL fagi9#iss 78
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aws elb create-load-balancer-policy --load-balancex-name my-
loadbalancer --policy-name my-authentication-policy --policy-type-
name BackendSexverAuthenticationPolicyType --policy-attributes
AttributeName=PublicKeyPolicyName, AttributeValue=my-PublicKey-policy

BRLUERERZ M RARE, ARBOERZHARER , — R —1 NRXFIRHNLH
SEHEP-PMRHATE , WERREXREELY & BRI,

4. fERALLT set-load-balancer-policies-for-backend-server @8 f¥ my-authentication-policy
REHN HTTPS WEAliHO, EHRFH |, ZHlwOREDO 443,

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 443 --policy-names my-authentication-policy

5. (™% ) fERALLT describe-load-balancer-policies an %l & T BN A &SN FTE R

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer

6. (A& ) EALLT describe-load-balancer-policies i EE KK IFMAEE :

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-names my-authentication-policy

SR 4 BESTRARE (k)

Elastic Load Balancing BEERENZTRAREEHRESAN 2EM EC2 ZHIMETRR. IR
Elastic Load Balancing KM E —Z{TFAEEWNES , EL2EILERAXMNEFRERE , HEREKHD
BITEENES, BXEZER , FSH N ENLHEATHEESIREZTRARE,

LIRBE AT EESHT | Elastic Load Balancing 2 A TIRARENRINRE, MREBEE | &7
BFUAHHERENETRIRERE , MTREARINMRE.,

NENEPBEEZTRARE

FEALLT configure-health-check &34

aws elb configure-health-check --load-balancexr-name my-loadbalancer --health-check
Target=HTTP:80/ping,Interval=30,UnhealthyThreshold=2,HealthyThreshold=2,Timeout=3
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LA 9 W8 B2 R4

{

"HealthCheck": {

"HealthyThreshold": 2,
"Interval": 30,
"Target": "HTTP:80/ping",
"Timeout": 3,
"UnhealthyThreshold": 2

}

}

SR 5 : JEf EC2 3KHI

EOIRARGERZE , BLAE ARG ERIM EC2 £Fl, B ERRDEHRAMENXHAAEAD
FENMTAXFERE EC2 £hl. BXREZEE , H5H LHNBITE R SIEMEH.

£ F register-instances-with-load-balancer @85 , M AR :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

BAR 9 8 R 75
{
"Instances": [
{
"Instanceld": "i-4f8cfl26"
.
{
"Instanceld": "i-@bb7ca62"
}

SR 6 : WK
LBEM—ANEEMEBILTF InService REF , BHABHEHBRAAEA,

ERELEMNFEMM EC2 RHIMIRA , BEHLLT describe-instance-health 55 :

/A Amazon CLI #]2 HTTPS/SSL fzi9# a5 80
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aws elb describe-instance-health --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

LA 29 e Bz 7451
{
"InstanceStates": [

{
"InstancelId": "i-4f8cf126",
"ReasonCode": "N/A",
"State": "InService",
"Description": "N/A"

},

{
"Instanceld": "i-@bb7ca62",
"ReasonCode": "Instance",
"State": "OutOfService",
"Description": "Instance registration is still in progress"

}

WMREHIH State FERA OutOfService , MARERENENKHIMEEMT. BXREZEER |, 1B
SR NEHAFIGEHIHITHEDRR - KEEM.

HIENED —PNRBIEVIREN InService fa , EANRA B IGER. ENHEN0BIGER  FESF
MERSE SR DNS B# , RS FEREE T 21EHEE Internet B9 Web X BB tbatt=rh, WMREWNAEK
HERETEIET , BLFBE HTTP RESHFHERMIATE,

SRR 7 MIBRERN BB ER (k)

MR ARG E RS BT HEXBKE EC2 X6, HABIEREMERzE , EEFBREINNEHS
EHRTH. T3, EC2 Xk T , HABMFENE.

E I BRIGHY AE D EES |, BEA LT delete-load-balancer &7 :

aws elb delete-load-balancer --load-balancer-name my-loadbalancer

EEILEH EC2 £ , iBfEA stop-instances i H. BLILEH EC2 324l , B terminate-
instances @

/A Amazon CLI 82 HTTPS/SSL fagi9#ss 81
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NIENZ RO PITEREIE HTTPS MlTES

MTEE R A TR EEZERWHE., FATR (FRRIATEESR) EZNHANBROEER (REE
18733 B S50 SEEM AR OB B85, A< Elastic Load Balancing 8w 0O, WX VTrES
BRENFEER , BSRKLBAFEEFMMNITEE,

MBENAREEREGEZIRO 80 LA HTTP B RAMITES , M LURMEZ KO 443 £W
HTTPS EREVMATES. WMRIEE HTTPS MITEFFiER A ERwO 80 LAYSRHI , N faziigEasigL
Ik SSL#ER , HEFMBMNARIER[RFRFINERF, R HTTPS MTssiERAIEEIHO 443 £
B9, TS M S B39 T 28 B SE IR B E #E 1T N2

MRABIEREANBEZEXPIEE , BT NEREAXASFHRIE. XTHERIABEXRLHN LA
EE8HTERFENN A ERIEENZATRN , BRI 5REBE

BREIEFE HTTPS MUTBRMEE |, TS HEIETHE HTTPS s 2 B A E g H R

A

1)

k

REM4
- ERAEFIARMHTTPS firss
« {f Amazon CLI i1 HTTPS g8

aa
=]

Al HR SR

BHERN HTTPS MIWT=RE A HTTPS X , BH4MENF R LEF SSL RFHR[IEH. AFHESR
STEFBERREZEMZA , ERIEPLIEHBRER, MREXE SSLIEH , BANUE—1. B
XEZER , FEH SHARFIEERA SSL/TLS iEH,

FEHREEI AR HTTPS {res

ERLUF HTTPS RT3t MBI M A A5 E 2R,

New EC2 experience
A S A BRI 0 HTTPS 788

1. B AT MuLITFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,
2. ESMER LM Load Balancing ( fA85#% ) T , #%&#%F Load Balancers ( AEI9#8% ) -

FiiE HTTPS {iilr 28 82
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3.

4
5.
6

9.

RN EHRN BT T HFRERTE,
FEOTERIET~ L | EEREBROTER

HEBMITR NEANITSRER D |, mERMTER.
X F TR, EEE HTTPS,

/A Important
RNBRT , EHBWH HTTP, MRERERFRHIHIH BRI , SR LA ERN
HTTPS,

FWFRELEE | FLEFHENBRIAE ELBSecurityPolicy-2016-08, BIUIRALE A KN
ENZLRE, MRACEEFAEMAENLZLREAEBE K , ESREH SSL hE
EiE,

X TFRIN SSLIES , BikFEHRE , RAENTUTEREZ—

- MR EA Amazon Certificate Manager SIS A TiE$H , BiEZEM ACM HNF KB 1EE
ZiEP , AREBRREER.

(@ Note
Ltk R1E X #F #Y X iE 5 A lAmazon Certificate Manager

- MREH IAM SATIES , FEBRM IAM HFMFIRABEZRZIER  RAEEBRREER,

- WREH SSLUEREF AT ACM , BFRFESAME ACM, HIEBAERHAF , EFHF L
PEM wBHNABZAXMHNAET. HIEBENXTF , EFHFKE PEM FBEBH LB ZRIEHX
HHARR, EUEHE - ALEF , EFHEL PEM REMIEBEXHENANE , BRIESERAN
EETERMERA BN RRRERAEIILERHTEE,

- MREBESAR SSLIEH , BZXKEFZE ACM , FEESAMNE IAM, EIERERF
RPBMALEBNENR,. FIEBRBEAT , EFF 4N PEM FBENLERHXHNAR,
FUEBIEXH , EH3 % PEM RN AT RHIEBRXHFNART, FIEPHE -, &
FHKENE PEM GREDAVIEHEXHHNANE  RFGEANRETEENIEBHAMNLRES
BRRAEIEFHATEER,

« EERFRFER.

X4 F Cookie #tE , MINRENCEM. BEERWIRE , FiAREE. NREFHAHSESR
£, MSFEE - MR, MREFRANAEFER , MAFIEE—1 Cookie Bir. 5T
BER e , ERREFER.

RS AR HTTPS ires 83
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10. ( AIIE ) EFH NIV ER SUR I = M U 35
11, ERRTFERUFIER = B & B 1T 25,

12. (A&E) ERNIEABHEERRERHZFH BRI , BAMERA Amazon CLI = APl , BN
RAEHAENTXERES. BXEZSEER , BSHAEE GRS S 0K,

Old EC2 experience
6 S8 LB BRI 0 HTTPS 01788

1. B LA TMuLFTFF Amazon EC2 ###|& : https://console.aws.amazon.com/ec2/o
ESMERK LM Load Balancing ( 71839 ) T , 3% Load Balancers ( 1539185 ) -
RN RIS

 Listeners &T+ L , i&#F Edit.

£ Edit listeners TUHE £ , i%# Add,

%t F Load Balancer Protocol , £ HTTPS (Secure HTTP), LtR{ESE# Load Balancer
Port, Instance Protocol #1 Instance Port,

o g~ w DN

/A Important

BMIAERT |, BBV HTTP, MREREFIHSZHI S HRIE , HREFDLEIH
HTTPS (£ HTTP), iR ERLSEHKMKO,

7. XIF Cipher , i%# Change, RIIIENNZELREERCERHIRERN
ELBSecurityPolicy-2016-08, ZBIWEHRAFEARMTNME L ZL K, MREFTEFAHMTM
ENRERBEHONEBENLKR , BSHEH SSL HEERE.

8. MREENBIGER LB UERHBEREEAZIES , WARI SR,

34F SSL Certificate , i%£## Change , REHIT FHIREZ— :

- MREEA Amazon Certificate Manager SI2% S A TiE$ , 1% Choose an existing
certificate from Amazon Certificate Manager (ACM) , AfEM Certificate £ZF2ZIEH , Bik
# Save,

® Note
kT R1E 3 #9 X g # AT | Amazon Certificate Manager

RS AR HTTPS ires 84
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- WRFEH IAM S A TIEH |, Hi1E#ER Choose an existing certificate from Amazon Identity and
Access Management (IAM) , BBM Certificate £ #RiEPH , R/F%EEF Save,

« MREE A SSLIEP , BZXKEFREZE ACM , HEZFFHH SSL iE$H L+ Z Amazon
Identity and Access Management (IAM), i AIEFHHI B, £ Private Key 1, EFIH M4
A (PEM HmBHISTH) BIRA. £ Public Key Certificate &1, & %I H ¥ 15 2MAIEH
% ( PEM &BHISXH ) WA B, T Certificate Chain &, S 4| H ¥ U5 P4EXH ( PEM 4
BHXH ) NAE , RECEANRAZSBIEPHANKERERAEZIEPHTEE,

9. (Wik) %&$F Add BURINE b {19728,
10. %£$% Save LARINRI = Bl & AV T 85 -

1. (&) ENINEARBERREFHREGH S ORI , BLEA Amazon CLI 5 AP, AR fE
RAEFERTXERES. AXESER , BEREERRKH S HEIE,

£/ Amazon CLI %0 HTTPS {iirs8

A LUR HTTPS Y588 BT & s 19 a8
£/ Amazon CLI E&H 8 9E A HTTPS {miTas

1. 3REY SSL iE## Amazon Resource Name (ARN), 530 :

ACM

arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012

IAM

arn:aws:iam: :123456789012:server-certificate/my-server-certificate

2. {ERLLT create-load-balancer-listeners a5 B g HE2F FR N —NMITEs | OISR ES KO
443 LR HTTPS BRHERA HTTP Mg R&ERiw O 80 LAYSEHI :

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancerPort=443,InstanceProtocol=HTTP, InstancePort=80,SSLCertificateld

MBERERHEFEHGRIE , FEAUATHSRM—MIUTES | trssiEZ im0 443 L1
HTTPS #ERHEA HTTPS FRiFR &KX Eiw O 443 LAYSEH -

/A Amazon CLI 0 HTTPS {ii47 25 85
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aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancerPort=443,InstanceProtocol=HTTPS, InstancePoxrt=443,SSLCertificate

3. (W) BAMEALLT describe-load-balancers S EREAFHYER/NEF EHIFAEE

aws elb describe-load-balancers --load-balancer-name my-load-balancer

LAR 9 e R 75
{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
},
"PolicyNames": [
"ELBSecurityPolicy-2016-08"
]
},
{
"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"
.
"PolicyNames": []
}
1,
}

/A Amazon CLI 0 HTTPS {ii47 25 86
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4. (WiE) B HTTPS TSR FEARINLEREUEN., IREEETHMMENRLRXBIEENL
ZE KB , iEEH create-load-balancer-policy # set-load-balancer-policies-of-listener T, &
REZEER , 521 FH Amazon CLI 37 SSL thg k&,

5. (Wit ) BREFWXEFEMRIE , iEFERA set-load-balancer-policies-for-backend-server T
BEXEZER , BZHAARER RSG5 HRIE,

BMRLHBAFIE AR SSL iEH

WMREHE HTTPS (lTaEs , ERIRMUTERN B RS E R LHE T SSL RS H[IEP. SMEHEE
BRHR, EL4THREEBRRES Rl &i] HERIEH,

B Amazon Certificate Manager 12, FEEARKIGER LNIEBAABEZHEIT. ACM 2RERHEES
B2 BIEITIEP, BEXESZELR , B3 M Amazon Certificate Manager AF ISP IEELEIT, MR
BRAEBS A ACM , N AR EH A B HERIBRLIT. BXESELR |, H5H Amazon
Certificate Manager AP EREHPNSAILED, EITHBEARIHRLNERZE , HBEREALITH
iEH,

EERILES  SL4AXRBEERCIEIEER N ERNARSRIZEERCIBIER, RE , EUNUE
RIZIEFH., BRFBEABIERLNERZE , MEREAFHILES.

FEE , ZTRBFRIEBFALRARIERTLERINER , AGFERERSTHBIRNEE,

B
- EFEHIA S SSLIER
« {E£/H Amazon CL| ## SSL ifH

£ A & B SSL iEH
B LAMER ACM 1REMIEHH A2 IAM BIEP B gt BB,
New EC2 experience

R HTTPS ABIIH /A SSL iE+

1. B AT MuEITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMBEH LM Load Balancing ( 7i#ii59# ) T , 1%£#F Load Balancers ( fAEki9#2% ) -
3. EEAEOHBENEHRUTFEFAGFERE,

ik SSLEH 87
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4.
5,

FEOTERIET~ £ |, EEREBROTER.

EEEBEMWRENEL  RIEFHNMFTES , BiEBREIA SSLIEPE THRE , ARHITUTE
Ez—:

- WRMEA Amazon Certificate Manager SIS A TIiE$H |, HEFEM ACM H NI RPERF
ZiEP , AREBRREER.

® Note
IEET R1E 3 #9 X g # AT | Amazon Certificate Manager

« MBEFEH IAM SATIES |, BTIEEM IAM FMFIRFERZIUES , REEEREFER

« WREH SSLUREFAT ACM , BEFESFAME ACM, HIEBAERHT , EFF L
PEM wIBHNABZAXMHNAR. HIEBENXTF , EFFE PEM R LB ZRIERX
HHRNE, FIEHEE - Ak, S PEM FENIEPEXHNAR , RESEAN
RETEENIEBRHANRBRERAEZIIAEBHTEER.

- MREBFESAR SSLIEH , BZXETFZE ACM , FEESANE IAM, EIERERF
BRPBWALEBNENR,. RIEPRBEAT , EF 8N PEM FBENLERHXHNRAR,
FIUEBIEXH , EF % PEM RN AT RHIEBRXHFNAR, FIEHE -k, &
HH MM PEM mRMEPEXXANANE | BRIFBEANRETEENIEBH AN RRERE
BRAEIEFHATEE.

« EERFREFER.

Old EC2 experience

B HTTPS B9 E8:#Y SSL IE+H

1.

2
3
4,
5

BN AT Mt 3TH Amazon EC2 ##|& : hitps://console.aws.amazon.com/ec2/o
ESME % LR Load Balancing ( fA#91% ) T , %% Load Balancers ( 1539188 ) »
RN RIS

£ Listeners #£I+ £ , X F SSL Certificate , i£3% Change.

£ Select Certificate WE L , 11T FIIRIEZ— -

- WMREFEH Amazon Certificate Manager SI2m S A TiEPH , iFi%#F Choose an existing
certificate from Amazon Certificate Manager (ACM) , fR/GM Certificate IR H , Bk
Save,

fERES & Bk SSLEH 88
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- WRFEH IAM S A TIEH |, Hi1E#ER Choose an existing certificate from Amazon Identity and
Access Management (IAM) , BBM Certificate it BIMBIEH , RFEE Save,

« MREBESANIUESD , BERXERXZRFF |, HEFFHH SSL iEH L& E| Amazon Identity and
Access Management (IAM), BAEBER , MATEEEREFERE , AFIEEF Save, 1B
AR NMRIEBREZRIUSR , WTFEEIEH%,

£ Amazon CLI E#t SSL iF$H

BRI LAEA ACM REMIER R AT IAM RIIEH iR A B SE R BB,
£/ ACM RALAVIEH R SSL iE+

1. EALLT request-certificate a3 iERFTHVIED :

aws acm request-certificate --domain-name www.example.com

2. {#ERALLT set-load-balancer-listener-ssl-certificate S S iZ B :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:acm:region:123456789012:cextificate/12345678-1234-1234-1234-123456789012

FRE LEZ IAM BIEHE#R SSL iEH

1. MREBRLLEHN SSLIUED , BFSH IAM AFEREHH EERSSHFIES,
2. {ERLLT get-server-certificate sy S IREVEHHY ARN :

aws iam get-server-certificate --server-certificate-name my-new-certificate

3. {FRALLT set-load-balancer-listener-ssl-certificate fe I8 BIE P :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:iam::123456789012:servexr-certificate/my-new-certificate

£ Amazon CLI &t SSL iF$ 89
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ERALHENEITE R SSL i E

Elastic Load Balancing 2t T EEME N SSL AR ENZLEE  AIFEAXLEEREENEETF KSR
HIYEET A SSL iERE., MBEFIRTESFEA HTTPS/SSL X , MAIEAEFR —IMIENLLZ LK
% RNEEAECECHWEEN LTS ERK,

BEXZE2REBNEZER , BSRKLHAAFTIHHEEMN SSL hiEflE. 0% T # Elastic Load Balancing
RUENZERBENEE , FSHETUEN SSL ££ %K,

MBEREXRBLLRBEHIER TR HTTPS/SSL {ii¥T8s , Elastic Load Balancing &FERiATAE X
Z 2 KB ELBSecurityPolicy-2016-08 S&M A 9#E 25 K8,

MREHEANNE ARG E RN SSL MEAERET 2 EAZKMIMUANER , BWEERNENAE9ESR
LA A ELBSecurityPolicy-2016-08, MRZZRE  AOlE—MEHENEE, BAUBRWELENRTLE
KEg , AEBARARIEREE.,

LA 7RG B Iy HTTPS/SSL 88 E# SSL Wi B, HIE , ER A MBaAEaEsET
BUHESKBEISTEENRFNESR , EREFVEEGHA TERNFER,

B

- FREHASER SSL HEEE

« A Amazon CLI 37 SSL thEE &

fEREHI A E#H SSL Ak E

ZRINEIR T |, Elastic Load Balancing & #THFE LK @ A BT #es R B, FIMFHIE LK
e, BIUESHARYESEFICEAFHNTE LKE, & , S UERHMATE X Z2KKEH 6l
BBE KR,

New EC2 experience

EXT HTTPS/SSL s a#i25#Y SSL i &

1. B AT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,

2. ESMBEH LR Load Balancing ( 718359 ) T , 1%£#F Load Balancers ( 18359128 ) »
3. EEMBHEHSRNBHIITFEFAREETME.

4, FEMRWERETF L, EFREEMITES.
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5. EEEMYWRRNEL , RIAEEHAMPTR , ERREKBTHRE  AEEATEHNES -
MR TUE R R £ R

( B ) REERIAFK#E ELBSecurityPolicy-2016-08 , AR REE L,
IEFRBREIAKEE AN TE SRS, ARERBRREEI.
EEREEN , ARELBEA—WNMUA—NER , TR :

a. XIF SSL Protocols , B ERF AN —MHZ ML,

b. T SSLIAM , RS BIRF AT , SEN SSL MEEAMEY SSL 22 %
e 7R 51 O

c. X{F SSL Ciphers , EBREFGAN—INHZNEB, WRESHE —/ SSLIEH , M4
MBARATHRZIERNERE , 5 DSA #l RSA BB ETERE L,

d. GEERFEEFEER.

Old EC2 experience

E# HTTPS/SSL M#5#E#Rm SSL thraft &

-_—

BN LA T M4 3TF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ES MM B LR Load Balancing ( 7a#39% ) T , 1% Load Balancers ( Tai#9#28 ) -
EREHNAFI9ER.

£ Listeners W+~ £ , X¥F Cipher , 1%£#%# Change.

1t Select a Cipher ME L , AU TR Z — R TR

(B ) EEMENNEZERE , REERIAKE ELBSecurityPolicy-2016-08 , AFIERR
=,

1%£3% Predefined Security Policy , 1R BINMEZ AN TUE KB , R/F%ER Save,
1% Custom Security Policy , AEZA B A—WPUM—NEB , TR

o A 0N

a. XIF SSL Protocols , B ERF AN —MHZ ML,

b. T SSLIAM , RS BINF BT , SEN SSL MEEATMEY SSL 22 %
e 7R 51 O

c. X{F SSL Ciphers , EBREFGAN—INHZNEB, WRESHE —/ SSLIEH , M4
MBARATHRZIERNERE , 5 DSA #l RSA BB ETERE L.

d. #%# Save,
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£ Amazon CLI %7 SSL iS5t &

BT ERABRINTIE N Z2 KM ELBSecurityPolicy-2016-08, HtFiEN Z2RKBEREAEN LS
KR,

ERTIE X SSL B K

1. fERALLT describe-load-balancer-policies %l i B Elastic Load Balancing 1Rt FE L 24
K&, BAIUERANEEBORTEERANRIERSA Shell,

Linux

aws elb describe-load-balancer-policies --query 'PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}' --output table

Windows

aws elb describe-load-balancer-policies --quexry "PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}" --output table

THRRHREE

| ELBSecurityPolicy-2016-08 |
| ELBSecurityPolicy-TLS-1-2-2017-01 |
| ELBSecurityPolicy-TLS-1-1-2017-01 |
| ELBSecurityPolicy-2015-05 |
| ELBSecurityPolicy-2015-03 |
| ELBSecurityPolicy-2015-02 |
| ELBSecurityPolicy-2014-10 |
| ELBSecurityPolicy-2014-01 |
| ELBSecurityPolicy-2011-08 |
| ELBSample-ELBDefaultCipherPolicy |
| ELBSample-OpenSSLDefaultCipherPolicy |

EEWHENRBSANED , BEAUTS

dp
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aws elb describe-load-balancer-policies --policy-names ELBSecurityPolicy-2016-08 --
output table

BXMEMNZL2RMBNEENFESR , BSHMEN SSL T2 KK,

2. f#H create-load-balancer-policy iF T BN ZE L —FTHFIRNTRENL L LK 2 — K2 SSL
HEER. fl, A TS EARANE L L2 KR

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=ELBSecurityPolicy-2016-08

MREEE T HBEERNRBEHERS , B delete-load-balancer-policy in w1 BREMRT A
SR B

3. (Wit ) EALLT describe-load-balancer-policies S S RIER B S BIEFKHE

aws elb describe-load-balancer-policies --load-balancex-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

Uje) 7 0 ¥E SR MG B FH IR
4. fERALLT set-load-balancer-policies-of-listener S8 S 1E R E I #EEFIw O 443 LB AR -

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

® Note

set-load-balancer-policies-of-listener @5 s EMEHEE K O L AIER
BEEE R NIEENRIEE, --policy-names 3RS NBEEREANFERE, MERE
ALY CEANER  NZEA R,

5. (A& ) fEAELT describe-load-balancers T RIER A BN A E 5w O 5 AR -

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MR OO 443 LB RZERE,
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ZHEAPIEER
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"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

.

"PolicyNames": [
"my-SSLNegotiation-policy"

]

}

UEBIBEENRELEREE | MAELEA T —NEL, DSA M RSA BBHETFZERE X,
FAFAI2 SSLiEH, MREESHE AN SSLIEH , FHABEAATARZIEBRNHE, BHEE K
MBFABLL ELBSecurityPolicy- 5 ELBSample- sk , AAXERBRREANTNELRERIEN S

MEREH.
FABEN SSL Z& K
1. f£H create-load-balancer-policy i HBE BEX T2 KO SSL HEREE. Hlan

aws elb create-load-balancer-policy --load-balancexr-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1l.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1l,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=txrue
AttributeName=Sexrver-Defined-Cipher-0Ordexr,AttributeValue=true

MREEE T HEEERNRBEHERS , B delete-load-balancer-policy w1 BREM T A
M SR
2. (W) EALLT describe-load-balancer-policies S S RIERE S BIEFKHE

2

aws elb describe-load-balancer-policies --load-balancex-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

/A Amazon CLI £ SSL & & 94


https://docs.amazonaws.cn/cli/latest/reference/elb/create-load-balancer-policy.html
https://docs.amazonaws.cn/cli/latest/reference/elb/delete-load-balancer-policy.html
https://docs.amazonaws.cn/cli/latest/reference/elb/describe-load-balancer-policies.html

Elastic Load Balancing KO FITER

el R B 45 SR BE B FE IR
3. fERELT set-load-balancer-policies-of-listener @5 5 1E R E [ Iw O 443 L5 FAKEE -

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(@ Note
set-load-balancer-policies-of-listener @S g EMEIIAETSS M DM M BIX
BEEEE I NIEENRME, --policy-names BIRAUTNBIEERANFAAEERK, MRS
EMUECE AR, 2R,

4. (W% ) ERALLT describe-load-balancers S S RIERE BN A 9% OB AFKE

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

R FREAEEI O 443 £5 AZKRE,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

b

"PolicyNames": [
"my-SSLNegotiation-policy"

]

}
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Bl EL H M ETEER

B %

- BEEZANFITEHRNZREEER

- BEZHNBIIERNBEXENEEE
LELHE M FIFHEEFM Connection Draining
N BN EISE R ERE DU
HORGERRERESE
HORGERRERTEHRERX

B BRI E 2R A AR

WA H NG EHREE B EHE

i
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2
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iR
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[

E£ B A RN EREREN

NTEFHESLARNBIERZHNENER , AROERFEF R NEE, IRERVTES RN
NEIGERR 2 HE, FiREENV T ARGERNEMN EC2 XblzE. ABTEHRERANA T HEREMN

EREZFENBR, BIZMABENMARE , MRRERETEBWEMHIE | ASRBE [ FHMAELE,

NEREE EETHRE (Bl L&) BRBERTN , BEIIENZABENBRINLEED

1 ANETRE  AREEERAZAENHROIKE.

WMREER HTTP F HTTPS (WTEs , BIUAEHIS A HTTP RIFFDEI, B LE EHIH Web

fREEBFREFRBH REEGEIN, BRAREIHEIE , IFEASRIERESFERAEREE , BEIR
BESEMNEH. VRRBARYERATRIANSENEFINIERE | FHRRIZEEN HTTP RIFE36
E{EXTFRAARIE R ENZRENZE,

BEEE , TCP RIFEHFNB[BAH L ARG ER[LIERE | RACTTFEERATE P LIEHRIE,
H%
o RS AR B ZERBER

« f£H Amazon CLI| B¢ & Z= 8 Bt
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{5 F 422 1 2 i i 22 R i e

ERIABERT |, Elastic Load Balancing A # RN ZERNENIZEN 60 B, FAUTIENZRE
FHRET R E.

New EC2 experience

ENHISESRNZEREMNIRE

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ESME LM Load Balancing ( fA#¥59#% ) T , #%&#F Load Balancers ( A I9#8% ) -
TR A EHRNBHLUITAEEAEETE,

EEMETF L |, &R %E,

ERBAROEREENENREREES 2P , BAZRENNE, ZRERNNEERN 1 F
4,000 ¥,

6. ERFREFEER.

o & 0D

Old EC2 experience

BERNHIGESRNZERENIRE

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMERK LI Load Balancing ( 718391 ) T , 4% Load Balancers ( f1&391#2% ) -
RN RIS

£ Description &I+ £ |, #%# Edit idle timeout,

£ Configure Connection Settings TTH £ , 8 A Idle timeout BV{E, Z=RERHEE N 1 2
4,000 ¥,

6. 1E# Save,

o K~ w0 DB

£ Amazon CLI &g & Z= jF B At

LA modify-load-balancer-attributes S35 1% & a5 198 23 49 25 B AT -

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionSettings\":{\"IdleTimeout\":30}}"
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LA 9 W8 B2 R4

{
"LoadBalancerAttributes": {
"ConnectionSettings": {
"IdleTimeout": 30
}
1,
"LoadBalancerName": "my-loadbalancer"
}

Bl B4 B AR E AR AV IS X 91

BRI XIEAEEE , RRATIEINEINNBSESETRQBMERE AN TAX PR EEM=6IF
BHomiER. MREATEXEARSE WS/ MABESTRSNERETAXPH 2 EMEGZE
P PBEIER. BREZEL , S Elastic Load Balancing F P #87 #F B9 5 X i3 f1 £ 15 17,

EXFHAHBETREESNMNEANTARTREEEHESFNER  ARSNABRFLE-IHZ
NEBIERBERWES . BRMNDARBVUEGESIERRANTRAXHRIGAMMENLAILR , ISKTE
SR BHEEN,

X TEFimESF DNS EXRFAENRE  FABRARLKALTERE-INTARX. BIEABEXEAHS
& , WRARPHXP A FE RS BELXEPNAEATRAKE R , NB/MRET RN EF RS E1

F

ERIELBAFITERN , BRXEASIENRIAEBRRATAEATIIERNFR. BRIABERT ,
£/ API 5 CLI R ZABXEHAHKITE. BRIAMERT , £ Amazon Web Services Management
Consoleft & A 5 X g 7 539 E M IE T Fik P IRS. SIBLAATITERT , CRNTIEARER
s X A9 E,

H%

- BRBEXESNHEE

- BRABEXESAHEE

B R X1 s 8 19 1

SERERY AT LA S H A B9 E R B A XS A 89,
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New EC2 experience
EREHAEBABXBARSE

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ESME % LR Load Balancing ( fA#9#% ) T , %% Load Balancers ( 139188 ) »
EEAEIERN BT AR FREERE.

EEMETF L | ERERE.

ERENFGEREENENTAXKEHEES 2+ , BRABTAXAZGE.
EREREFER,

2

Old EC2 experience
ERAEFEERABETAXARSE

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMERK LM Load Balancing ( 71&391% ) T , 4% Load Balancers ( fA&391#2% ) -
RN AT,

£ Description &I+ £ , #%#F Change cross-zone load balancing setting.

£ Configure Cross-Zone Load Balancing U £ , #%#F Enable,
%% Save,

2 i

£/ Amazon CLI B A B Xig 1 5198

1. AT modify-load-balancer-attributes s = iF 1 EI9# 85 H CrossZoneLoadBalancing &
MiIRENRN true:

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --
load-balancer-attributes "{\"CrossZoneLoadBalancing\":{\"Enabled\":true}}"

BAR 9 W R R

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": true
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}

iy

"LoadBalancerName": "my-loadbalancer"

}

2. ( ®& ) A L R describe-load-balancer-attributes IR R EX B A ERE R 7T EXSE
R

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

LA 9 W R R

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300
I

"CrossZonelLoadBalancing": {
"Enabled": true
iy

"ConnectionSettings": {
"IdleTimeout": 60
iy

"AccesslLog": {
"Enabled": false
}

ZHEXEAEGE

& RE R AT LAY A B9 2R 2R A S X s S B B A T

New EC2 experience
EREHEZRABEXENEREE

1. BELATMuLITHF Amazon EC2 ##&l& : https://console.aws.amazon.com/ec2/.
2. ESMBE®KLE Load Balancing ( 718159#% ) T , 1%£3#%F Load Balancers ( 15988 ) -
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Elastic Load Balancing ZRARIIGR
3. GEERAEBERNBUMUTHEFAEETHE,
4. ERM®RIFLE , ERERE.
5, HEBENHEEEREENENTAXKAEESN 2+ , RABTHXAREE,
6. ERFEEFEER.

Old EC2 experience
ERARFEZAEXEASGE

1. B LT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ES B LR Load Balancing ( 7a#39% ) T , 1% Load Balancers ( Tai£ 928 ) -
EREN AT,

£ Description I+ £ , 1% Change cross-zone load balancing.

£ Configure Cross-Zone Load Balancing TA [ £ , i%£3% Disable,
1% Save,

2

EXHEXIEMAHEE  BEAEYEEEMN CrossZoneLoadBalancing BHiRE N false.
£ Amazon CLI Z A B Xig A9

1. fEALLT modify-load-balancer-attributes &4 :

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --
load-balancer-attributes "{\"CrossZoneLoadBalancing\":{\"Enabled\":false}}"

BAR 9 W R R

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": false
}
1,
"LoadBalancerName": "my-loadbalancer"

}
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2. (W) A ELT describe-load-balancer-attributes a S RIEREXN BN AU EREZEA TERX
A

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

LA 9 i R 7= 451

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300

}I

"CrossZonelLoadBalancing": {
"Enabled": false
iy

"ConnectionSettings": {
"IdleTimeout": 60

Iy
"AccesslLog": {
"Enabled": false

}

BLiE 4 B 1 19 #8589 Connection Draining

ERKRLHANFOHSRFLOEEEEEMBRETRATENEZFRIZER , HEAGEERFTAR
A , i5fEA Connection Draining. X{FF 1 85 # 85869 T A @ IE EBUE EM SZ1TIRR N ERISEHI
R EBHITHRER,

BREEERN , B LUEEEFNEMREN SBUEEMZE , ABEREERRITEIRSNEKX
BfE, RABEARENNT 1 3600 ¥zH (BRRINMER 300 ¥), HXBHKARSRERSBIE , AR
151735 258 HIX A B IE R BURE A B SSHIRYE R

FEARTHBERREHESN , AFOEHSESFEEBUEEMNEFIARESIREN InService:
Instance deregistration currently in progress. ¥ EEBUHEMAISEHIRFIEIHITH
BERBHTRSE , FEXBFERNRFIE |, ARG ERFKOPRSIRE R OutOfService:
Instance is not currently registered with the LoadBalancer,
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MEXFZITRRFE , MARHERSFEZFRSRE N OutOfService, MREFEBMSTIRRZR
EMSRBIRHNHTHRER , WATRXLEER, FAERNRHFERTE5STRRTENEFINE
.

MR ERISEBIE T Auto Scaling 4 , H B EIFEERE A T Connection Draining , 1l Auto Scaling
EHTH REASIETRIRESRMALIFZE , FeSHFHITHFNERTRIESH BN T
H,

MREFENFIER VXA S ERERUEEMN KA SE TR T ERSIOIRVERE | WAL ERE
R, ZAEEERE , T2/ G EEFUHEMISKHISUE TRIR T ERNSSHLR BB EFEITHIE
Ko

B %

« B Connection Draining

« £ Connection Draining

J& A Connection Draining

& A ARE Y S A B9 AR B iEEFER.
New EC2 experience
EREHEEREEER

1. B AT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,
FESMERK LM Load Balancing ( 718391 ) T , 4% Load Balancers ( f1&391#8% ) -
EERABIEENEMUT AR FEMAEERE.

EEMET+F L | EBRERE.,

ERENFGEREETENRERERS+ , ERERAEEER,

(AL ) N THEe (FEREREE) , BA-NNT 12 3600 WzEE, MREFMEM
R, NRER 300 BAVERRIAE.

7. ERREFER.

I
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Old EC2 experience

EREFAERAEEER

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ES B LR Load Balancing ( 7a#39% ) T , 1% Load Balancers ( Tai£ 3928 ) -
RN AEITEEE,
£ Instances I+ £ , X F Connection Draining , i£1F (Edit).

# Configure Connection Draining W £ , #%# Enable Connection Draining.
(%) XF Timeout , 8 ATE 1 £ 3600 ¥ ZBIKYE,
%% Save,

N o o bk~ w b

£/ Amazon CLI B REEER

LU modify-load-balancer-attributes 8% :

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":true,\"Timeout\":300}}"

BAR 9 W R R4

{
"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": true,
"Timeout": 300
}
1,
"LoadBalancerName": "my-loadbalancer"
}

2 Connection Draining

SR BARE RN MBI E R AEEER.

#f Connection Draining
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New EC2 experience
EREHEEREREER

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
HESMERK LK Load Balancing ( f1&39% ) T , #%3% Load Balancers ( 153985 ) -
EEABEERNEMRUIT TR FAGEETE.

EEMETF L |, &R RE.

ERENRESETRELNNENRERES s+ , BUHERE AEEER,

ERRFER,

o g bk w0 N

Old EC2 experience
EREHAERERER

1. B AT MuLITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
HESMERK LK Load Balancing ( f1%39% ) T , &% Load Balancers ( 1539185 ) -
RN RIS

£ Instances &I+ £ |, X F Connection Draining , i£# (Edit).

£ Configure Connection Draining TUE £ , /&R Enable Connection Draining.

i%# Save,

o o kw0 N

£/ Amazon CLI ZREEZER

fF LT modify-load-balancer-attributes 8% :

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":false}}"

BAR 9 W R R

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300
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}

iy

"LoadBalancerName": "my-loadbalancer"

NE BRI ERE &R B

REWILZR—T Internet L , AT RHEREE BRMNBEREZNRZZEEEREEEIN B #R. Elastic
Load Balancing f F{CER MRS 1, ZhRASE A AR ASEMAR LR,

RIMBERT , EX B GiREEEAEREEIN (TCP) i, BHNAZMAFHEEHRELFERELD
26|, MAIESERRk, MREBEHREDIL , )”'JAﬂiﬁ"Kﬁ%k)”‘bl]—/\ﬁﬁF—IixE’Jﬁ% HEhias
EEEE (R IP ik, BFRIP it MBOST ) o ZFRAEFIERNERN —ZB0 KIERIZH,

(® Note
Amazon Web Services Management Console X% /3 AR E L,

B

o RIEBIHIUFRX

- BRKEDINHEREH

- £/ Amazon CLI 5 ARE X
- £/ Amazon CLI ZAREMHX

RIBUAR

HEERANBIGERRER TCP RiTRmEREN , KEDPIARXBE TIRBIZFF iR IP ik, Fh
AHPERLEBRE T REENRFENRE , B SN R B SRR ATEER/N P it
HMARREBEF R P ik, SRS IZERNE 1T, LRRZFFIER IP it MixO S,

IPv6 ¥Rk R R E i B RSN AE IPV6 ik, It IPv6 it SMZAE I E R ipv6 =
dualstack FF3LkHY DNS BT MR IP bt M TE, MRFFIWER IPv4 #H1TER , MRk
HRE b B ZAFEERNFE IPv4 ik | FEEET DNS &R HITHEAT

ZREBHPVATURERFMIRTR ("\r\n") &R , HEEBUTER .
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PROXY_STRING + single space + INET_PROTOCOL + single space + CLIENT_IP + single space +
PROXY_IP + single space + CLIENT_PORT + single space + PROXY_PORT + "\r\n"

~l o IPv4

THR IPv4 BIREDPATH =B,

PROXY TCP4 198.51.100.22 203.0.113.7 35646 80\r\n

JB AR ERFAM
Fth 2T, BT TIRAE -

- BHINEHABESRFAERRA TREDUNRERSH2F, NMRERERSHFNARGES LE
BRTREHDN , WASSERQOEEERAREBRZF[NIRLNERINE —Mrk, BRIERH
MEERN , XMEEARSSHER.

o FINERYKAI A B EREDESR
- BINEHMTRREXFREDN. AXESZER , H2H 2URNBITERNNTHEE.

£/ Amazon CLI B AREBHIY

EZAREMMY , BEESIR ProxyProtocolPolicyType REHKEE , REEXRMIwO LEBEHZ
R,

FERAUTIERNENAREESRCE ProxyProtocolPolicyType KB MW KREE | IR KBE
BIATIHO 80 LMRHl , RAEWINE G AHZKEE,

B ERE AREDIY

1. (W% ) EALLT describe-load-balancer-policy-types @i %l Elastic Load Balancing X3
B -

aws elb describe-load-balancer-policy-types

MMEEXFNRBERENEZHMNER, TEERT ProxyProtocolPolicyType FE M5
o

{
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"PolicyTypeDescriptions": [

"PolicyAttributeTypeDescriptions": [
{
"Cardinality": "ONE",
"AttributeName": "ProxyProtocol",
"AttributeType": "Boolean"

1,

"PolicyTypeName": "ProxyProtocolPolicyType",

"Description": "Policy that controls whether to include the IP address
and port of the originating
request for TCP messages. This policy operates on TCP/SSL listeners only"

}I

}

2. fERLLT create-load-balancer-policy #8122 /3 A E LAY K -

aws elb create-load-balancer-policy --load-balancer-name my-loadbalancer --policy-
name my-ProxyProtocol-policy --policy-type-name ProxyProtocolPolicyType --policy-
attributes AttributeName=ProxyProtocol,AttributeValue=true

3. fERLLT set-load-balancer-policies-for-backend-server a5 138 Eixn A LB A SIBHF K,
BEE, Lo NERAEFCEANERKYA, Fit , --policy-names EIAME R IEEER
B FIRPHREE (HlE0 my-ProxyProtocol-policy) M 4w /8 AMNERE (HIE0 my-

existing-policy).

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-ProxyProtocol-policy my-existing-
policy

4. (Wit ) AL describe-load-balancers S S RIERE BB A RIEWHY :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

M BEUTEER , ZEEKRH my-ProxyProtocol-policy REESHMO 80 XxBk,

"LoadBalancerDescriptions": [
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{
"BackendServerDescriptions": [
{
"InstancePort": 80,
"PolicyNames": [
"my-ProxyProtocol-policy"
]
}
1,
}

{5/ Amazon CLI Z2HREHiX
B LERASENRHIRBENERRE  RARESRBAEN.
HHARE DR

1. EABLT set-load-balancer-policies-for-backend-server @ % , £ --policy-names %I+ 2B
REBIPUCREE , BENESRNREEANEMEKE ( HII0 my-existing-policy ) , MttEAR

BRI,

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-

loadbalancer --instance-port 80 --policy-names my-existing-policy

MEGEHMBEZHNER  BHFEA --policy-names ‘MIEEEFHE , TR

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-

loadbalancer --instance-poxrt 80 --policy-names "[]"

2. (W& ) EALLT describe-load-balancers s S RIFT 2R CEAFKHE

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MEEEATER  REXEERBXBENIRO.

{

£/ Amazon CLI ZFRRIBHHYL
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"LoadBalancerDescriptions": [

{

"BackendServerDescriptions": [],

AEZBNFEEEREERESE

MIANBERT , @RAFRBERFBTEREMBEHI APV EEMEH. BR , EAIUERKME
21F WEE (BN REXRE) , ERAROEREBFA-2EHPEIREN SIS, XABRESIEHHE
FRERAFHAABERZEEHEERSEZHIP,

EEEMASENXERBEARSES S HAFBEREHIEBRRFNREKE, NREHNNARE
FFEHBBCSHAE Cookie , M ATLAEL & Elastic Load Balancing , BA{E &% Cookie BENMAREFE
Cookie IEEM LN HE., MRENNAREFZEECHNQFEFERIERER , BALIEE Elastic Load
Balancing , MBI EEEL B HERENEXRIESEESIERER.

Elastic Load Balancing ’ &I —N& % AWSELB £ Cookie , B T & &R & 2241,
ER

« HTTP/HTTPS fi#k39728,
s BAMNTARREDE —NEITIRRBHFHSEH],

RAEM

« Cookie BBERE MM RFC RFEAT X%, X , Elastic Load Balancing URI f§ T X4k Z &F 4R 15
7 %5F , AR LR YEES (0 Internet Explorer 7 ) HLTE F X4 #9 URI 4B %5F, BT AIgES M
HBNEITHIX BI85 |, Elastic Load Balancing #8423t T X% F/F# 1T URI 4w8. il , 20R Cookie
BEHEM path=/my_path , W Elastic Load Balancing 3 X &R P FUBEHEEHRN path=/my
%5Fpaths

o BRENETIHEMNBENSFERM Cookie IRE secure FFED HttpOnly Rk, i, XL
Cookie TEEBEKE. FEE , RN NARFEFINSIEMM Cookie % & secure FrEDR
HttpOnly #r& , MIE 4% AWSELB Cookie & & I EFRE,

. MBEBIENHREF cookie By Set-Cookie HhE—NMEBRESS , AEISHE AL cookie,
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B
- ETEENENSERE
- NAEFESNSENNYE

E TSRS EHET

B E R A — M3 %k Cookie ( Bl AWSELB ) RBBERAE RS MITESHNEMERNEH, &£
NEDEHBREEREN , EEERREHEFTERPREFEIXA Cookie, MNRBIXHNIE , ZiE
R& %1% %) Cookie RIEEMSH], MEEA Cookie , AFHHRLABFEINENARIHE FREF—
ANEBl, WRIFLEA Cookie , NTIFE—AF REHNEEBERBEEZEF P, MEFEKREES
E X Cookie Hy T HARTE] , MTIHAZEE /S Cookie I AEMIFLE AT E, MAFHIIEIRT2RF Cookie HIT
Hint(E , HEEAMA Cookie BIFSREBETCRABENH, Cookie IHfF , 2FEFTFBEEMME., — B
Cookie IHi , EFmMAME Cookie Fi& F il Bk Cookieo

3T CORS ( BRERHEE ) BHR , RERKEFE SameSite=None; Secure K5 A, X
M15)5% T , Elastic Load Balancing 825 — N5 Cookie ( Bl AWSELBCORS ) , i% Cookie &
SRMAKM Cookie FHEE M LItk SameSite B, BEFwmAFEATUEIIXFH A Cookieo

MR RMFERFIZITRORNME , ARBEER2FLEFFERBHIZSRE , A REAEAEGHE
EREREFZ TR RIFAISSA, W2 FIEREEFIFNM , BBIZE Cookie —# , 2TEFEE
BHhtE,

MR E P imtR RS H A5 imim O mrss , AENEXR.

New EC2 experience

EREFENAHEEREAETRENBENEERE

BN AT ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERK LM Load Balancing ( 71&39% ) T , #%4% Load Balancers ( 1539185 ) -
TR A EHRNBHLUITAEEAEETE.

FEMITERET+ L |, R EBITES.

EEBRMWTSRNEL , REEEHNMTEE , REEFE Cookie T WRE.

TR R AETEIRE K.

(HE ) XTFERE , BA Cookie BEME (AW NEMN ). MRFTEEERH , RAENK
LERHH , HESERSTLE,

8. LERREENR.

N o o bk~ w0 D=
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Old EC2 experience
ERAEFENNBGEREAETHENBNEESE

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ES B LR Load Balancing ( 7a#39% ) T , 1% Load Balancers ( 7ai£9#28 ) »
RN N EITERR

£ Description I+ L | #%# Edit stickiness.

£ Edit stickiness T H L , #%3#F Enable load balancer generated cookie stickiness.

(i) XFF Expiration Period , # A Cookie B (AR RN EN), MRFEEERE , REN
RBQFTHE , M ERAEFE,
7. 1%&$#F Save,

o g kA w N

5/ Amazon CLI A a9t g AETHER A MMM AT

1. fERALLT create-Ib-cookie-stickiness-policy fn 5 Al B2 1819 # 85 £ Y Cookie X5 KEE , Cookie
BXHAR 60 B :

aws elb create-lb-cookie-stickiness-policy --load-balancer-name my-loadbalancer --
policy-name my-duration-cookie-policy --cookie-expiration-period 60

2. fEALLT set-load-balancer-policies-of-listener tn S R IBEEMN A E LS B A SE MM -

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-duration-cookie-policy

® Note

set-load-balancer-policies-of-listener it B 5 ERRYE K OB
LB RIEE, SXFERLGSH , BIEE --policy-names ETLAFIHAEER AN
R,

3. (®i& ) BEALLT describe-load-balancers G S RITRA TS AXKHE

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MEBEUTES  RACERERD L NMYTRERRE
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"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 443,

"SSLCertificateId": "arn:aws:iam::123456789012:server-
certificate/my-server-certificate",

"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"
1,
"PolicyNames": [
"my-duration-cookie-policy",
"ELBSecurityPolicy-2016-08"

iy
1,

"Policies": {
"LBCookieStickinessPolicies": [
{
"PolicyName": "my-duration-cookie-policy",
"CookieExpirationPeriod": 60

1,

"AppCookieStickinessPolicies": [],
"OtherPolicies": [

"ELBSecurityPolicy-2016-08"

iy
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NARFEHNSERME

M ET R fE A — MEFKRY Cookie R BEMA M B FERNKFIMEXE , BEnARKEEPEEN
RIFA#EF Cookie HIEAREIRE, ABGHRRALENARFENFEIEFNNARFEECRER
B, F2BAFNEEERICRERF, ABRYERHEEECREFTARESIGERATEH. MR
MARFERLEXEFHABRGRIIY  2EEXFLEE  BEERAFNNARFEERERERFN
1k,

RESNUTHEBREHFIRENE 4 KIEXE Cookie PFHEF
u% : path, port. domain. secure, httponly, discard, max-
age, expires, version, comment, commenturl ] samesite,

MRERPIRMHERFZETRRME , ABREERLKFILFEREHINZREG , ARBAEABGER
ERIERFNETRRBREFHRE, WE , ARGERFXF NN MICBFHFHERZITRG , F4aks
AR A EZRA] , BIE A ABH KRG EREIEREET.

New EC2 experience

EREFEREANAREFEHNERE

1. B LT MuLFTFF Amazon EC2 ###]& : https://console.aws.amazon.com/ec2/o

2. ESMER LM Load Balancing ( fa#5#% ) T , #%&#F Load Balancers ( A 988 ) -
3. BEERAESHFNEBEHITHFEFAEERE,

4. FEMWESETF L |, EREBRMITEE.

5. EEEMWRENEL , RIEEHOMITSE , A/FIEHE Cookie Rt THERE.

6. EEHNARERFEK.

7. XTF Cookie Name , B AEH R AR Cookie HI%& .

8. LERREEN.

Old EC2 experience
FRAZFEEANARFEZEFNERMYE

1. B L TMuLFTFF Amazon EC2 ###|& : https://console.aws.amazon.com/ec2/o

2. ESMER LM Load Balancing ( fa#5#% ) T , #%&#F Load Balancers ( A 988 ) -
3. ERENABHESR.

4. 1f Description &I+ L , #%# Edit stickiness.
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5. 7 Edit stickiness TWE A , %£$® Enable application generated cookie stickiness.
6. XITF Cookie Name , B AEH R FATERF Cookie BIE o
7. 1&3#% Save,

5/ Amazon CLI SRR ARFEFN S FEMME

1. fERALLT create-app-cookie-stickiness-policy &< 82 N T2 7 4 B B9 Cookie FaTHERES :

aws elb create-app-cookie-stickiness-policy --load-balancer-name my-loadbalancer --
policy-name my-app-cookie-policy --cookie-name my-app-cookie

2. fERLLT set-load-balancer-policies-of-listener &85 R A E 255 B SEMM

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-app-cookie-policy

(® Note

set-load-balancer-policies-of-listener i S ER5iEE AR IIE 5K O KB
MLHEIRIEE, BAFERLGSH , BIEE --policy-names EILAF HATEER AN
K&,

3. (&) EALLT describe-load-balancers S RIFEE /S AR

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

4. MEFELTELR , RPSEEERD LRNITERE AR

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-
certificate/my-server-certificate",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
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"InstanceProtocol": "HTTPS"
.
"PolicyNames": [
"my-app-cookie-policy",
"ELBSecurityPolicy-2016-08"

]
},
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "TCP",
"InstanceProtocol": "TCP"

.

"PolicyNames": []

}

]I

"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [

{
"PolicyName": "my-app-cookie-policy",
"CookieName": "my-app-cookie"

1,
"OtherPolicies": [
"ELBSecurityPolicy-2016-08"

}I

AEBNBEHEREERDEZHEEN

SEFBEXNTURFPENNARFAZHT HTTP RLERNEBNEE, ASSEHRRESME
ﬂ?EﬁJﬁﬂhé&nUXTla’}?J& TR, ATRLER , RAERBELEENEHEXRBENR, L EHEN
SIE B, PN R, MANER TRABEES 2R ATERSENARERFTAENE

HERS RHEEN 116



Elastic Load Balancing KO FITER

HX HTTP RERHFANEHER, SR IETHER , BREUAEF RBERFS RFC 7230
PRERER,

http_desync_guardian FE& 2 # HTTP R , BALE X% HTTP RS KiE, BXEZER |, HSH
github £& HTTP 25 M4,

Hx
 Modes
- ERBRITERER

® Tip
WEEMGER TR A%, BXEAT Application Load Balancer WE LR , ESHEUE
Application Load Balancers #J @5 & &,

ﬁj\

b

THEHIHTXEDR,

- B - BRAE RFC 7230 #r/ff , THAEHNREED
- A[HEE - HRAFHE RFC 7230 #rff | BRI E XMV R 2 B

« TEAW - HRFHE RFC 7230 i , RN , BHZA Web BRSFB|[MAE AR UAREN S
KA EZFERK

. FE BRLOHRBENRENR, AFHEHRLMELEER , MEFHRME 400 WA , HXARS
g

THNSIRERT 812K RE,

ER

« PRKEEIE ASCI EHFHEBHFRF,

- BRERETEHRNE.

« XF GET = HEAD &K , H—“MER 0 B Content-Length #xk.
« R URI B —1MRRA URL fmBHYZE
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THH

- ¥R URI B E#EHFH/.

 EREREE Transfer-Encoding #53k # Content-Length #53k,

- FEZ/NEEMHEEN Content-Length #73k,

- RARZEN , AEFITHREEEH.

s B— MR UFERE LN XARBILEARFREH Transfer-Encoding 3 Content-Length,
- GET = HEAD &3k E Content-Length ¥rk,

« GET = HEAD &R & Transfer-Encoding #rk,

e

* &R URI @& Null FRREZER.

- Content-Length ik BE — M EEBT T RERBFHNE,
- BRLEE Null ZFRREZER.

« Transfer-Encoding ¥Rk B &4 IRNE,

- BRAEEBRKXTFER,

o BERRABXFER,

- FEZNMNEBTREM Content-Length 53k,

« FEZA Transfer-Encoding: chunked #rk,

MRFRFTAEE RFC 7230 ¥riff , AR HEE
DesyncMitigationMode_NonCompliant_Request_Count fE#r. BRXEZEL | &
9B IET.

o
&
N
=
p=y

Modes

T &R Classic Load Balancers WA R M 20 R FBE K,

23K B kil RICEEN
=yl BT BV BT
AEX BT BT PR LE
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23K BEE PR =X RICEELN
TEA B B PR LE
=B B BE.LE PR LE

' REVEREHER |, BXRATF RN B REE,
BRRLEHEEN
New EC2 experience

EREFEEMRS BEEX

BN LA T MU 3TF Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
HESMERK LK Load Balancing ( 71%39% ) T , &% Load Balancers ( 1539185 ) -
EERAREESN BT FEFRAESETE,

EEMEDF L, &EEE.

ERENBIERBERNENREERET , &RHE - #E, &K = KBiE.
ERRFER.

o a0~ 0w =

Old EC2 experience
ERRFEERRTEREN

BN LA T MUt 3TFH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
HESMERK LK Load Balancing ( f1%39% ) T , &% Load Balancers ( 183985 ) -
RS ERR.

EHEREDF L ERRERTEREN,

ERERSEHRERNT L , ERKE, BHHRE™E.

%% Save,

o a0k~ WD =

£/ Amazon CLI EfTRL EMEET

£/ modify-load-balancer-attributes @54 , 34§ elb.http.desyncmitigationmode BMIRE N
monitor, defensive = strictest,

ER TS RFEEN 119
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aws elb modify-load-balancer-attributes --load-balancer-name my-load-balancer --load-
balancer-attributes file://attribute.json

THR attribute.json HRE,

{
"AdditionalAttributes": [
{
"Key": "elb.http.desyncmitigationmode",
"Value": "strictest"
}
]
}

NE BRI EER R IPRE
EARETRYCRETAN ARIEBRETH X | GBS, FEERFR,

BHRZUUNBNEHOBIERAIMSIE, BINNHEERNRSRAHME—, MREF MR
ERNRELENHBERXREK , EHEMZINENE,

HIEATRER | AT R B E R P E M R,

B %
- FRERH
« ANINFRE

« HBRARE

PR PR
TEREATHRENERRH :

- BMNRFEWIREHER - 50
- BAZHAKE - 127 /> Unicode =&
- RAEKE - 255 4 Unicode F&F

- RERBNEX D XNE, AFEANFHLETH UTF-8 BARTHNFR, ZRIKF , URUT
BHRZN: +-=0 _1/ @. BAEEANSZRIEEZERK,

NG E R RMIRZ 120
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« FAERLEBMBEFER aws: BIR , BAETEN Amazon ERTE, BT ELwE M BRH LRI
BWHREENHE, ERLINBHRET T AN ERVFEHRS,

YIS

18 T] LARE B [0 S B I 9 ET BR AR INAR 2

New EC2 experience

EF R =AY 7 s
1. BILATMuLFTFF Amazon EC2 #%|#& : https://console.aws.amazon.com/ec2/o

2

ESME LM Load Balancing ( fa#59#% ) T , #%#F Load Balancers ( A 9#8% ) -
ERABIEENEMUT AR FEMAEERE.

ERZSETF L | EREERE,

EEENRSEREL , §FEME , EBRMFIRE , REEEENE,

TERAGEE , ERREER.

Old EC2 experience

£ AEE BN INRE
1. BILATMuLFTFF Amazon EC2 #%|#& : https://console.aws.amazon.com/ec2/o

2
3
4.
5

FESMERK LM Load Balancing ( 71839 ) T , 4% Load Balancers ( f1&391#8% ) -
RSN ABITE R,

£ Tags I+ L |, #%$F Add/Edit Tags.

£ Add/Edit Tags WAL , ¥ FE8MRZ |, % Create Tag , AFEERME.

YIS
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6.

Add/Edit Tags X

Apply tags to your resources to help organize and identify them

A tag consists of a case-sensitive key-value pair. For example, you could define a tag

with key = Name and value = Webserver. Learn more about tagging your Amazon ELB
resources

Key Value
department digital-media (%)
project lima (%)

Create Tag Cancel m

ERRMNIREZ)G , £ Save,

£ Amazon CLI FHiNfr&

ERALT add-tags R AR INIE EFRE

aws elb add-tags --load-balancer-name my-loadbalancer --tag "Key=project,Value=1ima"

I BRAR 2

Tt AR | SE T SAM A S 88 & =B ER.
New EC2 experience

158 FA 22 51 & I BRAR 5

1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,

FESMERK LM Load Balancing ( 718391 ) T , 4% Load Balancers ( f1&391#8% ) -

2

3. BEMHEHSHFNEBEMITHFEFAEETE.

4. ERZERTFL | EREERL,

5. HEERZLIRNE L , 2REBBRNEMIEZHNBR,

Tl BR AR A
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6. THBERIRESE K ARREFER.

Old EC2 experience
2 251 & B BRER

1. B AT MuEiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,

2. ESMBEHK LM Load Balancing ( f1&159#% ) T , 1%£3%F Load Balancers ( AE1591#88 ) -
3. EREBNABIHESE.

4. 1£ Tags W+ £ , %42 Add/Edit Tags.

5. 1£ Add/Edit Tags TE L |, & EREHBBRET,

Add/Edit Tags X

Apply tags to your resources fo help organize and identify them

A tag consists of a case-sensitive key-value pair. For example, you could define a tag
with key = Name and value = Webserver. Learn more about tagging your Amazon ELB

resources
Key Value
project lima @
department digital-media Q

Create Tag Cancel m

6. ETEMBIBRIREZE , &EF Save.

£/ Amazon CLI BiRRZ&

£ LT remove-tags n 5 AT BR T 38 ERAVARIC -

aws elb remove-tags --load-balancer-name my-loadbalancer --tag project
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NENEBRFIERREBENEHSE

BANZHEAFITERIH2WE — NN E RS (DNS) B, Ltk DNS BT EEH 1)
BRSO Amazon KB EF. Sl MBELEZEES (BN ) X elESR

A my-loadbalancer WAEIFE S , NEHN AT IGEEFSWE— DNS B, Fla0 my-
loadbalancer-1234567890.us-west-2.elb.amazonaws.com, BERH| EHRIMY | B
DNS ZFRAENEZE] Web X e Hut A, T , BHEFERREMEMA L DNS BMAHFTE S

MREFHEXN MFH B IREAKRIETH DNS BF (0 www. example. com) MIEERIA DNS B , &
AR ENEAFNESAFHHEESN DNS FMMEXR, EEFHEA L BEEBA#TER
Bt , DNS RS2 E T N A EI9HEEEH DNS B #5.

B

- FENBENEE SRR E EXEK

- AAEHEEEFEA Route 53 DNS HEH

- FEHNBENEE SREITESEEUEXE

R B ENLEA 5EREITERE HHEXE

B, MREEARETMEE |, BEIEIMENTEZ., Internet LEIIHE B Internet B FZ #h 31t 55 B AL
(ICANN) B, SEEBELFH A EME (ICANN ATHEREFZ IMNAR) FMEE. B EMEN
Wiy FoREXFEMEZNFMEBNENER. BXEZER  BFSRUTEER :

« E#H Amazon Route 53 JEMHE & , iE2 5 Amazon Route 53 FF A A R IEEFHFEH Route 53 3+
g A

« BRIRFBNAREMENIER , BSRKEIATREME B Fo

T—% , BIER DNS RS (MERBUEMR) I8 — &3 RICRNERR BTSN NEITER. FX
EZEE , FSFUER DNS BRSSHI XA,

®E , WA LAER Route 53 ¥EREH DNS RS, RIZRERX , EPIEB/XUMIE Internet £
HEARENEE , U EHEEARHI AT EHENHIERRIZRE. Route 53 X 5IBIEFKEN
DNS &ifj U2t , BRI UEA B IERERNEE ( Fla0 example. com ) WAL IH A ¥ DNS Eifj#
HEIEHNAEITEEE. BXNIEEN DNS RS EBE Route 53 WEE. , 2 Amazon Route 53
FRARIBEFHE Route 53 Bl & 7K DNS RS

REAE o


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
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&Ja , £/ Route 53 AE I B EXEHMABRIZFEKE, EXEZEEL |, 5 Amazon Route 53 Ff
EARIEREP W RER B2 AZEHEES,

R ARG E 25 Route 53 DNS H[E# R

R fEM Route 53 K DNS BRI BN TS | St AT LUMEM Route 53 N IEMN AT ERRE
B DNS #[E# %, EHEEBEET , Route 53 A AEIITERRECEM EC2 KAIRIZ TR

BERFIRE AR, MRREEEMINRIERNSTRRLREFHN EC2 £H , HMRAFGEHRA

TR E , M Route 53 2P REBEABIH M ARIR , HI21 Amazon S3 FIE{TIRIR REFHI A

BB RR B ML,

il | RiIEEBE—NPHATF www.example.com B Web AR , H A BFLEFEREFRXBEAEH
MBI ERZEETHARES, BFLEREFERHE —MXFHHNAZHEES , HEEFEEX
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[HTTP {007 88] M AR 85118 R R X B EIE M SR B E SR ATt R0
Wja] R 5 Sk P AR B BB B) (BARD 9 8 41)

i BE%E
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FE iR
[TCP W7 23] T sk #7238 M 2 5 MK 32 S 2 2P R Y SR R (BAR
L AN

MRAFIGERTEFBER D IRE S EMEH, MWBHEREN -1, MR
EEMSEAIEZRE R XMERE , RFFRAE THRAERWER , N
SREXTPER

MEOEMEISSHIEZ R 2 A RBAL , t AR ERER -1,

response_processin [HTTP {07 85] MAE 95 W EIk B B 3E M =689 M R ¥Rk B FF iR | &
g_time Pk &AM R P B S atE (AR R EAL), A EaSEEARSESRLN
BERA B 8] BA K M 1 B 35 7 35 B & 7 i (Y 32 38 3R BN A 18] o

[TCP A7 28] MAEEE R W BIR A SEMRFNE - I FTHEFREE
F= i A 3% E) B2 P PR B9 5L BN TR (MARD 9 B 42) o

MRABIIERTEFERDIREISIEMKRH , WRERERN -1, R
EEMSEHIEZREN A XMERE , RFFRAE T HRAERWER , N
SREXTER

MSREMESKBIEZ FEN ZBRBA , B ERER -1.
elb_status_code [HTTP {007 28] 3R B Sk 19125 A9 W R A IRAS KD o
backend_status_code  [HTTP {lidT85] 5k B B 5 M 3= 451 49 M B2 AP IR AR B o
received_bytes MNEFis (RiER) BRBERKD AFTREM),

[HTTP T 2R] EEFEERIEX , BFSFEIRX.

[TCP {i¥7 85] {H 2 &8 R IE XCHIFRK .
sent_bytes KEFFFin (RiFH) WK AR/ CAFZTREA),

[HTTP {0l 28] EEFEMMIEX , BEFEHERX.

[TCP {i¥7 88 {H 2 &8 R IE XHFRK,
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X i
#R REELHOERT | BRENEIBAARANTHRBTIER | HTTP

F0E + DU/ ENFRK IR O + BRE + HTTP WA, MBBEERFRERTS,
IRidFiER URI BYRIEH URL, ERNREHF BEXHHNARTRE, 4
BB FERAY , BEREFImAE URL AR,

[TCP {i1#785] URL BR=MNEXI% , HEZBAERIBHUERER (- -
-

user_agent [HTTP/HTTPS 788 #rR R BERNEFIRNAFPREFZ/RR, ZFH/
BEE—NRBAN~RIMAR (product[/version]), MRFHFREKERT 8
KB , MR,

ssl_cipher [HTTPS/SSL {ii#T88] SSL 8, N HERIDEEEILE A SSL/TLS iE
Erid R E, B, ZEMREN -.

ssl_protocol [HTTPS/SSL W7 88] SSL i, X HERIIDE/FEILIE A SSL/TLS iE
%Hqiﬂilﬂ:{ao E\IJI\IJ 3 izﬁﬁiﬁlﬁj‘j ~o

=~
Il HTTP % B

LURE HTTP S8 (%0 80 ZikO 80) WRBIAXSEE -

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.000073
0.001048 0.000057 200 200 @ 29 "GET http://www.example.com:80/ HTTP/1.1" "curl/7.38.0"

Il HTTPS %&H

LURE HTTPS IR (3% 0 443 Bl 0 80) W RHIAEKE -

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80
0.000086 0.001048 ©0.001337 200 200 © 57 "GET https://www.example.com:443/ HTTP/1.1"
"curl/7.38.0" DHE-RSA-AES128-SHA TLSv1.2

5l TCP %&H
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LA R TCP 1% 88 (3% 0 8080 Ziw MO 80) K RHI A E%H :

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001069
0.000028 0.000041 - - 82 305 "- - - " "-" - -

Pl SSL % H

LA 2 SSL 11%res (4% 0 8443 Tix O 80) K RHIBE%E :

2015-05-13T23:39:43.9459587Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001065
0.000015 0.000023 - - 57 502 "- - - " "-" ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2

LB E B &

MRENWIE EAEXERER , WARBERTUER TS KEREN BEXH (M GB &), &AEE
TEE AL ER line-by-line AL B R ER#IE, Rt , EAELAERAREFITLEBRE BN D
IR, flm, EAUERU TS TESHMLEERBE

« Amazon Athena R — MR EXEHRS , LEEEBBWERIRE SQL 24T Amazon S3 HHHHE.
BEXEZELR , 5 Amazon Athena AF ISR EHLR AR FHITERE AL,

- Loggly

. Splunk

« Sumo Logic

NEBNFHERFAHER BE

ERNNBEEREATEAE , B4FUEERS DGR FEHPEFMHE B EN Amazon S3 FREBHIE
FRo 8B PR — DMK BEH Nt 76548 , KM@ Elastic Load Balancing &2 FEAFf#1&#Y
PR

5

- HR1: 012 S3 N

- SRR 2 FRBEMINET S3 FHEHE

- FR3:WEBRAS

« R4 WIAFEBENR

LEBA A v


https://docs.amazonaws.cn/athena/latest/ug/elasticloadbalancer-classic-logs.html
https://www.loggly.com/docs/s3-ingestion-auto/
https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/

Elastic Load Balancing KO FITER

o HEER:

ZB A1 Bl S3 T
ERAGEBSN , SAMAHE BEIEE S3 7. FHBLATERATER,
EX

- FRBAANTEARSESERNXE Y, ZEEBNAS9ESTRTRNK-#EE.
- HE—XIFHRSBJ[/IHMZIEDTRZ Amazon S3 EE 4 (SSE-S3) BEXEZEE , S Amazon S3
FEERN M E (SSE-S3).

5/ Amazon S3 #2#| A BIE S3 FE#E,

1. B AT MuLiTFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
2. 1%$® Create bucket (BIEF ).
3. 7t Create a bucket (BIZZ7F# M) W L , AT TR

a. NTEH\EEYN , BaAEERSNAEN. LLEMHE Amazon S3 AFMBENBFE BB P L
TME—, EREXE 6 JRENEEEEMEHMRS., BXEZEE , Z5H (Amazon
Simple Storage Service AAF{EmM) R FE RS,

b. XF Amazon XiF , EFEEHP B ATITEHIFHXE,
c. XFERIAMZ , % Amazon S3 EENF4A ( SSE-S3) .
d. FHEFRABFENE.

HUR 2 RFRBEHIINE] S3 FHEME

S3 F MMM EAE RN Elastic Load Balancing I 451517 A SEAEZE BN RN EH AR, 76
FREE 2 JSON BOMES  XEEQUHREKBESRE , ATHEMBELARNE. SMEY
HOEEXEMIBHNEEHTE—RITEK,

MRBEEFEFEEH KRNI EFZMENE , W7 BT Elastic Load Balancing 7418 B RBE AR 0 Z!
ZEREE, MR, WBETEERNNRE , LBREIEATEZEEEX LR AENFMHE
MG RIAE A P

Al A H 1 SR R
ERHE RN EEERBEUR T Z# 818 Amazon Web Services Xigi,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/dev/BucketRestrictions.html
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ZHEAPIEER

H=E 2022 FF 8 AEiz /G AT AR X

ZREE OIS ERN B SERERS R TFRIR, FUREE A T LT XEE Al B XM A3 X o By s 8 as

. TAMK (RS )
c WAHK (BRAE)

. MEATEE (RRME )
o BN (BIEST )

. WM (R )

. BB (HHsk )

. BT (B )

"Service": "logdelivery.elasticloadbalancing.amazonaws.com"

"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
1,
"Action": "s3:PutObject",
}
]
}

2022 ¥ 8 Az 8" AR X1

ZEBE[EIEER Elastic Load Balancing Ik /= ID & FX R, FHREATUTAY XEHNTHAX

Local Zones Y A g I #85.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam
I,

::elb-account-id:root"

BRAGRBE
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"Action": "s3:PutObject",
"Resource": "my-s3-arn"
}
]
}

elb-account-id&#NIEFTTEHXE Elastic Load Balancing #9 ID : Amazon Web Services Ik

. E (4b3 ) - 638102146993
. E ( FE ) - 037604701340

REWIHR BEFIEMER ARN B my-s3-arn. BIEEMN ARN BURTFZRRBITXIEE 3 FTHF
ABi5E B ER S ERTR,
- HHEBEH ARN KA

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

o R EIERAY ARN R451

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

£/ Amazon S3 12| &% 175 7] B 5K 176 48 SR B B I BB 1A 48

BN LA T M 3T Amazon S3 #%#& : https://console.aws.amazon.com/s3/e
RERFEBNEHUITFHFHAEERE,

i%£$# Permissions ( #XBR ) , R/G1%# Bucket policy ( ZEAEEREL), Edit (&% ) -
EHFHERBRBEURTIENR,

ERRFER,

o ~ 0 bh =

SB®RI: BHEFRBE
FAUTIREEBF B  SER A4 HTEARE S3 FH1E.
BR

TFREMSIUR RS | SHAERNER , FELAMMNE 2 SHAERNEFERRE, MREEH
&, WA RS2 EFRFE "AWSLogs”.
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https://console.amazonaws.cn/s3/
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New EC2 experience
EREHAENABIEREELR BE

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
2. ESMERLHNAFIGET  ERARHESR.

3. ERENABIIERNEHRUITAREEAEERTE.

4. HERMETFLE | EERE.

5. HEHRENBIGERBUHEREAKEERS P , FITUTRE

a. Eﬁﬁiﬁlﬁl H/:I‘:L:\o
b. XF S3URI, WABEXHH S3 URI, BIEEN URIBURTEREFEABIR,

- AN URI : s3://bucket-name/prefix

o RNHEBIZH URI : s3://bucket-name
c. fFEFiEFHEMREIEREN 60 minutes - default,
d BERREENR.

Old EC2 experience
ERARFAENABEERRELRBE

1. BELATMuLITHF Amazon EC2 ##&l& : https://console.aws.amazon.com/ec2/.
2. ESMEBERLNAERHEET , ERABHOESR.

3. ERENABIEERNEHUITAEFAFEETE.

4. 7£ Description ( #i ) I+ L , #%&$## Configure access logs ( BtEGE BE ) -
5. 7 Configure Access Logs ( BLETFRIAE ) WHE L , hWITUATEE

a. EEFSRAFRBEE,
b. RZERHEINZE 60 minutes.
c. WFSIMUE , HHwABENXHER S3URI, ZRIEER URI BURTEEEFEHIE,

- AN URI : s3://bucket-name/prefix
« RTEHIZRM URI : s3://bucket-name
d. EERE.
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https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/

Elastic Load Balancing KO FITER

5/ Amazon CLI A fagi9EREE G BE

B, AIZ— json X, i?JULHE Elastic Load Balancing 8% 3k A &8 60 2 & X L HEME
aEIE R BERIER S3 M —

{
"AccesslLog": {
"Enabled": true,
"S3BucketName": "my-loadbalancer-logs",
"EmitInterval": 60,
"S3BucketPrefix": "my-app"
}
}

E TR , E£modify-load-balancer-attributes@n & H g E json X# , MR :

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --load-
balancer-attributes file://my-json-file.json

BAR 79 W RL R4

{
"LoadBalancerAttributes": {
"AccesslLog": {
"Enabled": true,
"EmitInterval": 60,
"S3BucketName": "my-loadbalancer-logs",
"S3BucketPrefix": "my-app"
}
},
"LoadBalancerName": "my-loadbalancer"
}

EEREFHE BER S3 FEE

ERRREEERTHR BENEEE  FBREEZEAHRERER. &N , IRE—NMNTETEN
Amazon Web Services Ik F8|22 T EEHERBHMULENFH G R FZM M | Elastic Load
Balancing &M A5 E RN B B EEAXMNFHE R

BRAGRBE a7


https://docs.amazonaws.cn/cli/latest/reference/elb/modify-load-balancer-attributes.html
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HIR 4 WINFHEBR

FERAEIGERERAFE BEE |, Elastic Load Balancing F¥E S3 M , FHIE M= X4 A FR
FERBEBIEEMENR, SWAER S3 ZEHARIERTEIEN AN F. NI XM BRI IERE
BEXH ; ERERRbliER.

K1 Elastic Load Balancing @& 7 S3 77 H €1& T M= X4

1. B AT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
2. EBEEEERTIHNEBERN S3 FHEMHEM.
3. SMEIME S ELBAccessLogTestFile, MEBEURTFEREFEATR,

- HHEBRNAIE  my-bucket/prefix/AWSLogs/123456789012/
ELBAccesslLogTestFile

o FNEBIRWALE : my-bucket/AWSLogs/123456789012/ELBAccessLogTestFile

BEE [
UTE#BIREIEL : bucket-name, E#KZE S3bucket R
MBEBWEILEEIR , WA TRARENER :

- FHENEBIZE N Elastic Load Balancing T 1A B B EEAFEBHNR. BIASREANRKZX
HIEWNEMEMEER, BIAERE ARN FANFHEEEMESEEE AR B ENIEENF&HEMME
B, MREFEBAHREBENKIBENR , BHIANER ARN TE2E51R.

- FERBEATIENRSSH[IRMBIET, ZF#EXMER Amazon S3 HEZ4A ( SSE-S3) .

NEHNEHEHEHRFERTEBE

ZRERN AN BN B ESRZEABR BT, EZ2AFRBAERE , BWiF R B EFE Amazon S3 H{R
B ERENEMER, BXEE S3 EHENEER | 1§21 Amazon Simple Storage Service A 15
R F i AR

New EC2 experience
FERAEFENAREERERBRAE

1. B AT MuL3TFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
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https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/user-guide/BucketOperations.html
https://console.amazonaws.cn/ec2/
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2. ESMERLHNAEEET , ERAFHEE:R,
3. ERLEHNAEIEHSRNBMUIT AR FMAEE TEH,
4. ERMZRIFLE , ERERE.
5. HERENRDGHREMERNENERERS S , ZRER AR,

Old EC2 experience
ﬁﬁﬁ?ﬂfﬁ] =] mﬁﬁlﬁlﬁj H /N

1. B AT MutiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMER LRABEET  REARITESR.
ERENABIEHFN BN T HFEFAREETE,

£ Description ( #iR ) %I+ L |, #%4F Configure access logs ( BETFRIAE ) -
EEEHFBEREL , FREATHR BE.

1%$% Save.

o g &~ w D

£ Amazon CLI A5\ BE

{8 A LA T modify-load-balancer-attributes @ S 2 A 1518 B & :

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"AccessLog\":{\"Enabled\":false}}"

LA 9 W B2 R 45

"LoadBalancerName": "my-loadbalancer",
"LoadBalancerAttributes": {
"AccesslLog": {
"S3BucketName": "my-loadbalancer-logs",
"EmitInterval": 60,
"Enabled": false,
"S3BucketPrefix": "my-app"
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https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/cli/latest/reference/elb/modify-load-balancer-attributes.html
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£/ S RELBAFIIE IR/ API 8 FHAmazon CloudTrail

Elastic Load B Amazon CloudTrail alancing 5S—TRSER , ZRFREAF. AE5HAmazonfk

%5 1£ Elastic Load Balancing F R BRI ##ERYIE3%. CloudTrail ¢ Elastic Load Balancing FF &

APl HRBERNEH. BIRNIBHAZIEFRE Amazon Web Services Management Console B8 F #
¥} Elastic Load Balancing API #EMARBEA. MRESIZERE , WAL CloudTrail E4EE%E

4 %) Amazon S3 17418 , 1% Elastic Load Balancing NS4, MREREEBRE , BMATUE
CloudTrail ##l&H “SHHELIERK PEERFNEH. FAREMNEE CloudTrail , &R LAFEE [
Elastic Load Balancing £ HHIiER., &£ HERM IP bk, #EAH TER, At EHBERAR EAiEA

1% =]
(=R Y]

ETHEZEE CloudTrail , i§ZFAmazon CloudTrail FIE®E.

BN EAHEERNEMEREE Bl , FEFREAHBDER L HERN) , BEABRBES. AXES
B8, B2 HAFHERNLE B E.

£ Elastic Load Balancing CloudTrail

CloudTrail ZE&8]ZAmazonltk 7 it EEEMIK - £/S A, £ Elastic Load Balancing 1 & 4 5E 38T
ZiE EHAmazonfk% CloudTrail B# —EIERESHHLIERP. EALE Amazon IKFHE
E. BRATHEFEH, BXEZER , BSRFEAESHHEESE CloudTrail E4,

ERFEI1CS Amazon IKF FEIEH (‘245 Elastic Load Balancing WS4 ) |, BEIRRER. REARYF
CloudTrail ff A& X H& 5 E| Amazon S3 ZFi#EH. MIRERT , EEH AP CIREERN |, LERERNA
FFrE Amazon XiF, HIRERIZRE Amazon 2 XHERMEREHNES , AYAEXHEREER
EER Simple Storage Service ( Amazon S3 ) Ff& . Ltk , BAI LR E H At AmazonfRS , LAt —
S oM MALE CloudTrail BERMENSEHHE. EXEZELE , BSRTIHNA

» Overview for creating a tralil

* CloudTrail X#F#YARST ME K

« BiE Amazon SNS &4 CloudTrail

- EWXRBSZANXER CloudTrail BE 4
o WNZNKF AU CloudTrail B & X4

K B AFIEE RO TR M AER FEIRMEY A Elasti ¢ Load Balancing APl & jgZs 2012-06 -01 12
% CloudTrail e FEXE, 0 , ACreateLoadBalancerfDeletelLoadBalanceri#E4E
CloudTrail B&EXH#ARAERKFKE,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/elasticloadbalancing/2012-06-01/APIReference/
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BANEHRALCKRBEBEEERERBERNAREGE. SOEEEBTEHEUTRR .

- BREFEARFTIEE RS FEIERH/Y,
- FREREEAACERKEAFNIGN Z2XIEREN,

- BREBFHHETE Amazon RS X H.

BREZER , {52 H CloudTrail userldentity T,

7 #& Elastic Load Balancing B EX#% B

BEREE—MERE 6 AFNEHEN BESERBIEIEERN Amazon S3 1Z##@. CloudTrail BEI 4
BE—NEENMNAEFZRE. BHERAKRKRBEARENEMER , B/ EXFERWRE. BEN BN
B, ERSHENFELR, CloudTrail BEXHTEAH APl BANEFHKRRE , HItEIT2RE
A4S ERNIRE HI,

HEX4EE Amazon Ik HIFTE Amazon APl A ( AR & Elastic Load Balancing API i
A)WHExEH, ZUEIREESEEEE elasticloadbalancing. amazonaws . com
B eventSource JTEXRE KXY Elastic Load Balancing APl i H. EEFHERE (W
CreatelLoadBalancer ) Wid%k , BREREEEEREBMM eventName TH,

LA & Elastic Load Balancing B9 7~4l CloudTrail B&123% , ZFAF8I# T Classic Load Balancing ,
REE R E M BRAmazon CLI, &ERIBAER userAgent JTEFRIR CLI, AJfEH eventName JTER
RERN API BA. BXAF (Alice) WEER W userIdentity TEHKE,

Example "l : CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:487",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
1]
.
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

Example ;~fj| : DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-08T12:39:257",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {

"loadBalancerName": "my-load-balancer"

}I
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"responseElements": null,

"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",

"apiVersion": "2012-06-01",

"recipientAccountId": "123456789012"
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Xy 42 B A B D 2R 1T R HEBR

TRIE T HEEFERLHEATIGE RN AN R BB REH R IR,

API iR
Hix

CertificateNotFound : &RE X

OutofService : HINBEAT4E IR

HTTP 5%
Hix

HTTP 400 : BAD_REQUEST

HTTP 405 : METHOD_NOT_ALLOWED

HTTP 408 : i&3RBat

HTTP 502 : LM<

HTTP 503 : AR5 AT A

HTTP 504 : Mxi#at

g R A B B HR
U R AR ED FE AR

HTTPCode_ELB_4XX

HTTPCode_ELB_5XX

HTTPCode Backend 2XX

HTTPCode Backend_ 3XX
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UEIVRRGZE =t

HTTPCode_Backend_4XX

HTTPCode_Backend 5XX

BITRRK & F&E
[] &%

BITRRRE B PR H i

5 55 193 A

NS HEIUF R K

KBIRNABIGEEREWRE

KB L By im O ARITFF

Auto Scaling AP EHIKRET ELB ETHRIAKE

N

T $2 ) 7
[] &

P mAAEETE M Internet AV AT E 2R

B #7238 TR B IRUROE B B E Ui R

RIEBABIHE RN HTTPS iFRIRE“NET:: ERR_CERT_COMMON_NAME_INVALID”

EEM A
A

EM EC2 SEfla A <

FEEMMMES AMI S 3 #Y K
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X AT E [ HITHIEDERR | API iR

T2 Elastic Load Balancing APl IREIR 5B S, EERE KR LA TR Z R,

HIREHE
« CertificateNotFound : &E X
« QutofService : HIN BT 45 1=

CertificateNotFound : &RE X
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B W L AR IR
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F ARN HRBIERE N ARN R4t 7T EHME.
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JR&E : Elastic Load Balancing IR s E At & H I E ot N BRA &, £ Elastic Load Balancing &
WHREIIE R R EEMEFNE TR |, BRI RER 4 XM im e A&,

BRAR . EFMEE APIER, MRRERBMHAERE , 5 E Amazon Web Services Support Center
SKE B,

NZHENFIGE [ HITHELERR - HTTP &%

HTTP 5% (A 3hHE) EEEXNEW HTTP BRI B RHITHIRME, RFC 2616 HFIEENLHREL

T HTTP BERWSR AR L. ¥rHEREETE GET, POST, PUT, HEAD #1 OPTIONS, £t Web
BARFEE (BNK5IA) R HTTPN.A FENYT BN AEE. HTTP I RBAENERL ROISE
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HTTP #RH HTTP IR EARLFREAEBX HTTP HENEE. RAFRNES I RNEHE
X, FMEX Z B HEZER (CR) MERITHF (LF) #1T0 M. RFC 2616 EEMRAPENL T #7E HTTP
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LR EIEIR HTTP BRE | CATNBRAREBNERR S EKERTRE, HRRSGELH
B HTTP R AR KETEET 127 A28, MR HTTP BRETXAIARE | NARSE
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BAD_REQUEST &iR4K AL, MBFERAH S EMNKERT 127 A2H |, WARSHELI HTTP
405 : METHOD_NOT_ALLOWED &&= i 57 ,

EC2 RBIBIMATERTN G EH TN RIEE T iHRLBERFER, KOIXMBITEES e B
XEFMAZEFN TG E.

THRARGEREENHERES, BERRUR LA THREAENSR.
BIRHE

« HTTP 400 : BAD_REQUEST

« HTTP 405 : METHOD_NOT_ALLOWED

« HTTP 408 : i&Ki#n

« HTTP 502 : MM X

« HTTP 503 : RS AT A H

« HTTP 504 : MxH#aY

HTTP 400 : BAD_REQUEST

iR . RAFFIRRIETHERER,

RE1: BRRAENBEREXER , FHFE HTTP #E, Hlf0, iFRH URL P FREETEZEHK.
FRE 2 : EF @A T Elastic Load Balancing A3 ## HTTP CONNECT Ai%o

RRFAR : BIEEEEIENRFHIRIEF IR BERNIFAEE, REFRLM URL L THEBERERXRESE
iR, RIFBEREBRFS HTTP MB, WIAKRMER HTTP CONNECT,

HTTP 405 : METHOD_NOT_ALLOWED
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Elastic Load Balancing FTE R BEFEF 504 IMRRB. WEMXE , BAUY KZESENEEN
ZERER , AETHMNRIRENIRE (Fln , ERXEXH), EXEZEER , B5H LEL AN
#2328 R E AT A JN{AXY Elastic Load Balancing & #E3E 3t 1T i BE HEBR

FE&R 2 : B5FMsEHI><F T E Elastic Load Balancing BY3E#,

RRFR2 . M EC2 X LEARFENRE , HBHRRFENEN AT A ESEN =R ER
iﬁgo

2 A E S SR T EHERR - WA ARBB IR

B AEBEERLBEEE K AL HTTP mASHE Amazon CloudWatch &KIETE R , BURBI4E
RRRAEIEEERIEMEH, B LR CloudWatch J g9 #E25R B IERRBREB, Bx
¥ZELR , HZ M CloudWatch Classic Load Balancer B 3E#5.

TERZ CloudWatch A E B ERBEEM R RBIER. BEREUARTUATHREABHS R,

I RIS RS HE AR
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RR : REFFEHERERIHNETUERFR,
FRIRTT B

« FZHEHTTP 400 : BAD_REQUEST,
« {EZE HTTP 405 : METHOD_NOT_ALLOWED.,
« BSE HTTP 408 : E3RiER,

HTTPCode_ELB_5XX
RR : ARSERREEMRMS T BRINAF B E R T EENT WAL,
FRIRTT B

o BZHEHTTP 502 : TRHM <,
- FSHE HTTP 503 : kST AT H.
« BSFE HTTP 504 : M<iERT,
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FRE : k8 EEMEAIH EFEKINERN,
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HTTPCode Backend 4XX

A : MEIEMEAIRIE K B 7 i 58 R E Lo

BRER  BEELENZFPNARRERBEUBERR, HiEREEREDZM (I ARITER)
L& R,

® Note

MREFFIHEUE T L Transfer-Encoding: chunked ¥rSKFFSKEY HTTP B3R |, M&HI—
NEHFA , A EHRELTUBERELFG , BMFEEFHEBUE T HERB2 Mk, X7
E2SHERER.

HTTPCode Backend 5XX
BER : MEEMSEHI K%K BRSS 88 45 1RE R

BRTR  ERELENEHIFHNHR BSHERBSUBERR. MEREZERETXM (S RHGE
) LEE R,

(® Note

MREFIHEUE T U Transfer-Encoding: chunked #r3kFFLBY HTTP B3k , M&HI —
NEHMBE , NAEEERSTHERERTA , IEFEFIHEBUE T HIBERB 20k, X1
RESS B REAIR.

X2 H A IIERAEITHERE  STRRRE

AT EREA Elastic Load Balancing REtHBRINEITIRARERE , EALKBENBHENEITR
RRERERLE D IMRFNETRR. STRARERESZ SN, ping O, ping BBE, @A
BEMEZTRARERAREER. NRESTRIKRERRAIRE 200 EAARHE |, U 2FIZEEIW K
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MBI D RATEZFI L EIRADS A OutOfService , ¥ BERFERERERE Instance
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BRFRA : EEIEMEE EZBARRE (B index.html) , FIEEHRZRER ping BE.
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BREE 3 RERP LWNARFLURERE.

5 3K 9 3% il e

FIEL : NSRS ERE) EC2 RAIMETRRAL B R A o M B bt 2K K
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curl -I private-IP-address-of-the-instance:port/health-check-target-page

WMRERA HTTP/HTTPS E#EH YW EIFE 200 MR , FSEETIRRREB RN HEEE R, MRAEBERE
HEEERG | BRELUTEIM

JRE 1 KB RBEFEES B #Y W B8 At H P9 e

BARBR 1 FERARDERESTRAREEE AV E R E,
A 2 KBIEBRERE , M-S B0 KA ) 8 H B & A9 e 2 A
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- REUERARTHE CPU REFEANE. BXEL , HSHEAT Linux EHI8 Amazon EC2 A/
EEPRRIUSE EC2 =AM ITHIE.

- BEET EC2 IR EH MM ARERRE (MAFRPRS) HEAER.

- MRFE , EARMEZLEHFIRFHA Auto Scaling. BEXEZEER |, 5 H Amazon EC2 Auto Scaling
RFERE.

FRHE 3 : MREERNR HTTP = HTTPS 324, 7 BX ping BEFERFIEEN BARUHE (Hl40
HTTP:80/index.html) ITEITRIRACE , M B AR T IETAY e B1 Bt 5] 7 86 & 48 1 B i 9 B A

BRAE 3 EAEHENETRARE B FNERBRETRAREAFRE,
LB RIERK

FIER : BRERNER HTTPS & SSL thil A B A T RS ORI AFSEERHE T LA S DRI X
Mo

JRE : SSLEH LN A AERTIGER LRENLATTE, HEA s_client B TEFIEHETH
RFB|IEBHIIER, BXREZELR , BSH OpenSSL XHEFM s _clients

FRARFR  BUEEEEMN SSL L+, WREHN SSLIERREHMRAE , BrHREARTIERLENR
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BEL ;RO RSAM LR B AR SHENRE.
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# tcpdump port health-check-port
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STl L B3 O SR AT

[RIER : v O EBs X FE LR S g #T8R R A B EC2 SKAIRE TR &,
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10T 0T 25 i O A JERFT FF H EEE R AT 0T,

FRRAR  ERGI LITF MR OMETRAREREFEEN KD (MREENTEiRO) LEK
MEITEBRRE,

Auto Scaling A RYEHIARET ELB E1TRIRAKEE

B & : Auto Scaling A #YEHE IS T BRiAAuto Scaling iIZITIRIRKE E |, BFRES ELB iZ1THRIRE
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JRE : Auto Scaling A EC2 AR ERK N SKHIE XN BEHMRM4RB , MARTEHRHITIZIT
RRKEN AR R B EHREERHAESF 200 MR , HSEHEL TCPEE (NFEF TCPH
BEITRRARE ),

LHIREERET ELB ETIRAKRE , JRERRAXRMIPETHRARFRXERBE , SRARTEHEE
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MBEARIEERBTER , BREUTHE -

R Internet HRRIHHEEHIIUETH

AR NBIIEREELB TN, 28 FMNE—NE[ Virtual Private Cloud (VPC) B BBk X X
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MeBBIENAHEESE L, AXESER
HS0 LHERBGERAY SSL/TLS iEF.
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