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What is Amazon Aurora?

Amazon Aurora (Aurora) is a fully managed relational database engine that's compatible with
MySQL and PostgreSQL. You already know how MySQL and PostgreSQL combine the speed and
reliability of high-end commercial databases with the simplicity and cost-effectiveness of open-
source databases. The code, tools, and applications you use today with your existing MySQL and
PostgreSQL databases can be used with Aurora. With some workloads, Aurora can deliver up to
five times the throughput of MySQL and up to three times the throughput of PostgreSQL without
requiring changes to most of your existing applications.

Aurora includes a high-performance storage subsystem. Its MySQL- and PostgreSQL-compatible
database engines are customized to take advantage of that fast distributed storage. The underlying
storage grows automatically as needed. An Aurora cluster volume can grow to a maximum

size of 128 tebibytes (TiB). Aurora also automates and standardizes database clustering and
replication, which are typically among the most challenging aspects of database configuration and
administration.

Aurora is part of the managed database service Amazon Relational Database Service (Amazon
RDS). Amazon RDS makes it easier to set up, operate, and scale a relational database in the cloud.
If you are not already familiar with Amazon RDS, see the Amazon Relational Database Service User

Guide. To learn more about the variety of database options available on Amazon Web Services, see
Choosing the right database for your organization on Amazon.

Topics

« Amazon RDS shared responsibility model

« How Amazon Aurora works with Amazon RDS

+ Amazon Aurora DB clusters

« Amazon Aurora versions

» Regions and Availability Zones

» Supported features in Amazon Aurora by Amazon Web Services Region and Aurora DB engine

« Amazon Aurora endpoint connections

« Amazon Aurora DB instance classes

 Amazon Aurora storage

« Amazon Aurora reliability
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» Amazon Aurora security

 High availability for Amazon Aurora

» Replication with Amazon Aurora

« DB instance billing for Aurora

Amazon RDS shared responsibility model

Amazon RDS is responsible for hosting the software components and infrastructure of DB instances
and DB clusters. You are responsible for query tuning, which is the process of adjusting SQL queries
to improve performance. Query performance is highly dependent on database design, data size,
data distribution, application workload, and query patterns, which can vary greatly. Monitoring

and tuning are highly individualized processes that you own for your RDS databases. You can use
Amazon RDS Performance Insights and other tools to identify problematic queries.

How Amazon Aurora works with Amazon RDS

The following points illustrate how Amazon Aurora relates to the standard MySQL and PostgreSQL
engines available in Amazon RDS:

» You choose Aurora MySQL or Aurora PostgreSQL as the DB engine option when setting up new
database servers through Amazon RDS.

» Aurora takes advantage of the familiar Amazon Relational Database Service (Amazon RDS)
features for management and administration. Aurora uses the Amazon RDS Amazon Web
Services Management Console interface, Amazon CLI commands, and API operations to handle
routine database tasks such as provisioning, patching, backup, recovery, failure detection, and
repair.

« Aurora management operations typically involve entire clusters of database servers that are
synchronized through replication, instead of individual database instances. The automatic
clustering, replication, and storage allocation make it simple and cost-effective to set up,
operate, and scale your largest MySQL and PostgreSQL deployments.

» You can bring data from Amazon RDS for MySQL and Amazon RDS for PostgreSQL into Aurora
by creating and restoring snapshots, or by setting up one-way replication. You can use push-
button migration tools to convert your existing RDS for MySQL and RDS for PostgreSQL
applications to Aurora.
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Before using Amazon Aurora, complete the steps in Setting up your environment for Amazon

Aurora, and then review the concepts and features of Aurora in Amazon Aurora DB clusters.
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Amazon Aurora DB clusters

An Amazon Aurora DB cluster consists of one or more DB instances and a cluster volume that
manages the data for those DB instances. An Aurora cluster volume is a virtual database storage
volume that spans multiple Availability Zones, with each Availability Zone having a copy of the DB
cluster data. Two types of DB instances make up an Aurora DB cluster:

o Primary (writer) DB instance — Supports read and write operations, and performs all of the data
modifications to the cluster volume. Each Aurora DB cluster has one primary DB instance.

« Aurora Replica (reader DB instance) — Connects to the same storage volume as the primary DB
instance but supports only read operations. Each Aurora DB cluster can have up to 15 Aurora
Replicas in addition to the primary DB instance. Maintain high availability by locating Aurora
Replicas in separate Availability Zones. Aurora automatically fails over to an Aurora Replica
in case the primary DB instance becomes unavailable. You can specify the failover priority for
Aurora Replicas. Aurora Replicas can also offload read workloads from the primary DB instance.

The following diagram illustrates the relationship between the cluster volume, the writer DB
instance, and reader DB instances in an Aurora DB cluster.

Aurora DB clusters 4
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® Note

The preceding information applies to all Aurora DB clusters—provisioned, parallel query,
Aurora Global Database, Aurora Serverless, Aurora MySQL-Compatible, and Aurora
PostgreSQL-Compatible.

The Aurora DB cluster illustrates the separation of compute capacity and storage. For example, an
Aurora configuration with only a single DB instance is still a cluster, because the underlying storage
volume involves multiple storage nodes distributed across multiple Availability Zones (AZs).

Input/output (I/O) operations in Aurora DB clusters are counted the same way, regardless
of whether they're on a writer or reader DB instance. For more information, see Storage
configurations for Amazon Aurora DB clusters.
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Amazon Aurora versions

With Amazon Aurora, you can choose the supported relational database engine that best fits your

application requirements while maintaining compatibility with the underlying engines. Aurora
reuses the database engine code from supported engines, so you can leverage existing skills, tools,
and libraries for those engines. When you create a cluster, you specify the Amazon Aurora database

engine version that you want to use. The version that you choose determines compatibility and
available features.

This documentation explains the common points and differences between Amazon Aurora and the
corresponding database engines. With this information, you can determine the software version
that you should select and how to verify the available features and bug fixes in each version.

You can also use this reference to determine an appropriate upgrade cadence and plan for your
upgrade.

Supported database engines for Amazon Aurora database clusters

The following relational databases are available on Amazon Aurora. Aurora reuses code and
maintains compatibility with the underlying DB engines. However, Aurora has unique version
numbers, release cycles, and timelines for version deprecation. Each new Aurora version comes
with release notes that list the new features, fixes, and other changes and enhancements that
apply to each version.

Aurora database User guide Available versions Release notes
Amazon Aurora Working with Database engine Release Notes for
MySQL-Compatible Amazon Aurora updates for Amazon Aurora MySQL
Edition MySQL Aurora MySQL

Amazon Aurora Working with Database engine Release Notes for
PostgreSQL-Compati  Amazon Aurora updates for Amazon Aurora PostgreSQL
ble Edition PostgreSQL Aurora PostgreSQL

Aurora versions 6
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Specifying the Amazon Aurora database version for your database
cluster

When you create a new DB cluster with the Create database operation in the Amazon Web Services
Management Console or the Amazon CLI, or with the CreateDBCluster API operation, you can
specify any currently available Aurora database version (major or minor).

To learn how to create Aurora clusters, see Creating an Amazon Aurora DB cluster. To learn how to

change the version of an existing Aurora cluster, see Modifying an Amazon Aurora DB cluster.

(® Note

Not every Aurora database version is available in every Amazon Web Services Region. To
learn more about Regions and the available versions in each Amazon Web Services Region,
see Regions and Availability Zones and Supported Regions and DB engines for Aurora
global databases.

Amazon Aurora versioning

Amazon Aurora versions are different from the upstream community databases that they're
compatible with. To help you maintain application compatibility and leverage the latest DB engine
features, the following sections explain Aurora versioning conventions and how Aurora versions
map to their respective community databases.

For a list of the relational databases that are available on Amazon Aurora, see Supported database
engines for Amazon Aurora database clusters.

Differences in version numbers between community databases and Aurora

Each Amazon Aurora version is compatible with a specific version of its corresponding community
database. You can find the community version of your database with the version function, and
the Aurora version with the aurora_version function.

The following examples show how to find the community version of your database for Aurora
MySQL and Aurora PostgreSQL.

Aurora MySQL

The version function returns the community version of your database for Aurora MySQL.

Specifying an Aurora version 7
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mysql> select version();

Output example:

B T IR +
| version() |
B T IR +
| 8.0.32 |
B T IR +

And the aurora_version function returns the Aurora version:

mysql> select aurora_version(), @eaurora_version;

Output example:

Fem - - Fem - - +
| aurora_version() | @eaurora_version |
Fem - - Fem - - +
| 3.05.2 | 3.05.2 |
Fem - - Fem - - +

Aurora PostgreSQL

The version function returns the community version of your database for Aurora PostgreSQL.

postgres=> select version();

Output example:

PostgreSQL 11.7 on x86_64-pc-1linux-gnu, compiled by gcc (GCC) 4.9.3, 64-bit
(1 row)

And the aurora_version function returns the Aurora version:

postgres=> select aurora_version();
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Output example:

aurora_version

For more information, see Checking Aurora MySQL versions using SQL and Identifying versions of

Amazon Aurora PostgreSQL.

Default Amazon Aurora versions

The default version is the version that Aurora chooses automatically for database creation or
upgrade when you don't manually specify a target engine version. For example, the following
command shows the default engine version for Aurora PostgreSQL (sample output included).

aws rds describe-db-engine-versions \
--engine aurora-postgresql \
--default-only \
--query 'DBEngineVersions[@].EngineVersion' \
--output text

16.4

Every major version has a corresponding default minor version. Thus, the default minor version is
16.n for Aurora PostgreSQL 16, with version number n changing when Aurora releases new default
minor versions. Typically, Aurora releases two default minor versions for every major version

per year. The following bash shell script shows the default minor versions for a set of Aurora
PostgreSQL major versions (sample output included).

for major in 16 15 14 13 12 11; do
echo -n "Default for Aurora PostgreSQL major version $major: "
aws rds describe-db-engine-versions \
--engine aurora-postgresql \
--engine-version "$major" \
--default-only \
--query 'DBEngineVersions[@].EngineVersion' \
--output text
done

Default for Aurora PostgreSQL major version 16: 16.4
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Default for Aurora PostgreSQL major version 15: 15.8

Default for Aurora PostgreSQL major version 14: 14.13
Default for Aurora PostgreSQL major version 13: 13.16
Default for Aurora PostgreSQL major version 12: 12.20
Default for Aurora PostgreSQL major version 11: 11.21

If you enable automatic minor version upgrades for your Aurora DB cluster, Aurora uses either
the default minor version or a newer minor version for a given major version. For example, if the
default minor version for Aurora PostgreSQL 15 is 15.8, and newer version 15.10 is also available,
Aurora can automatically upgrade to either 15.8 or 15.10.

Amazon Aurora major versions

Aurora versions use the major.minor.patch scheme. An Aurora major version refers to the
MySQL or PostgreSQL community major version that Aurora is compatible with. Aurora MySQL and
Aurora PostgreSQL major versions are available under standard support at least until community
end of life for the corresponding community version. You can continue to run a major version past
its Aurora end of standard support date for a fee. For more information, see Amazon RDS Extended

Support with Amazon Aurora and Amazon Aurora pricing.

For more information on major versions and the release calendar for Aurora MySQL and Aurora
PostgreSQL, see the following pages in the respective Release Notes:

» Release calendar for Aurora MySQL major versions

» Release calendar for Aurora PostgreSQL major versions

You can also view information about support dates for major engine versions by
running the describe-db-major-engine-versions Amazon CLI command or by using the

DescribeDBMajorEngineVersions RDS API operation.

(® Note

Amazon RDS Extended Support for Aurora MySQL version 2 starts on November 1, 2024,
but you won't be charged until December 1, 2024. Between November 1 and November
30, 2024, all Aurora MySQL version 2 DB clusters are covered under Amazon RDS Extended
Support. For more information, see Amazon RDS Extended Support for selected Aurora

versions.
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How long Amazon Aurora major versions remain available

Amazon Aurora major versions remain available at least until community end of life for the
corresponding community version. You can use Aurora end of standard support dates to plan your
testing and upgrade cycles. These dates represent the earliest date that an upgrade to a newer
version might be required. For more information on the dates, see Amazon Aurora major versions.

Before Aurora asks you to upgrade to a newer major version and to help you plan, you receive a
reminder at least 12 months in advance. The reminders communicate the following about the
upgrade process.

« The timing of certain milestones

« The impact on your DB clusters

« Recommended actions

We recommend that you thoroughly test your applications with new database versions before
upgrading your cluster to a new major version.

After the major version reaches the Aurora end of standard support, any DB cluster still running
the earlier version is automatically upgraded to an Extended Support version during a scheduled
maintenance window. Extended Support charges may apply. For more information on Amazon RDS
Extended Support, see Using Amazon RDS Extended support.

Amazon Aurora minor versions

Aurora versions use the major.minor.patch scheme. An Aurora minor version provides
incremental community and Aurora-specific improvements to the service, for example new
features and fixes.

For more information on minor versions and the release calendar for Aurora MySQL and Aurora
PostgreSQL, see the following pages in the respective Release Notes:

» Release calendar for Aurora MySQL minor versions

» Release calendar for Aurora PostgreSQL minor versions

The following sections describe details about the cadence and lifetime that you can expect for
Aurora minor versions.

Aurora versioning 11
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Topics

 How often Amazon Aurora minor versions are released

» How long Amazon Aurora minor versions remain available

How often Amazon Aurora minor versions are released

In general, Amazon Aurora minor versions are released quarterly. The release schedule might vary
to pick up additional features or fixes.

How long Amazon Aurora minor versions remain available

Typically, Amazon Aurora makes every minor version of a particular major version available for at
least 12 months. At the end of this period, Aurora might automatically upgrade your database to
the default minor version or to a later version. Aurora begins the upgrade during the scheduled
maintenance window for any DB cluster that is running the earlier minor version.

In some cases, Aurora might replace a minor version of a particular major version sooner than the
usual 12-month period. Reasons can include critical security issues or the end-of-support date for a
major version.

Before beginning automatic upgrades of minor versions that are approaching end of life, Aurora
typically provides a reminder three months in advance. Aurora details the following about the
upgrade process.

« The timing of certain milestones
« The impact on your DB clusters

e Recommended actions

Notifications with less than three months notice describe critical matters, such as security issues,
that require quicker action.

If the Auto minor version upgrade setting is enabled, you get a reminder but no RDS event
notification. Aurora upgrades your database within a maintenance window after the mandatory
upgrade deadline has passed.

If the Auto minor version upgrade setting isn't enabled, you get a reminder and an Amazon RDS
DB cluster event with a category of maintenance and ID of RDS-EVENT-0156. Aurora upgrades
your database within the next maintenance window.
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Note that after a minor version reaches the Aurora end of standard support, no further patch
versions will be released for that minor version. To receive critical bug fixes or CVEs, you must
upgrade to a minor version with standard support.

For more information about automatic minor version upgrades, see Automatic minor version

upgrades for Aurora DB clusters.

Amazon Aurora patch versions

Aurora versions use the major.minor.patch scheme. An Aurora patch version includes important
fixes added to a minor version after its initial release (for example, Aurora MySQL 3.04.0, 3.04.1, ...,
3.04.3). While each new minor version provides new Aurora features, new patch versions within a
specific minor version are primarily used to resolve important issues.

For more information on patching, see Maintaining an Amazon Aurora DB cluster.

Upgrading Amazon Aurora DB clusters

With Amazon Aurora, you can control and test upgrades to your DB clusters. Amazon Aurora
provides options for automatic minor version upgrades, manual upgrade control, required
upgrades, and pre-upgrade testing. You can keep your clusters up-to-date with the latest minor
version, deferring non-critical upgrades, forcing upgrades for serious issues, and validating upgrade
behavior in nonproduction environments. The following sections detail how to manage and test
Aurora DB cluster upgrades using these capabilities.

Automatic minor version upgrades for Aurora

Automatic minor version upgrades periodically update your database to recent database engine
versions. However, the upgrade might not always include the latest database engine version. If
you need to keep your databases on specific versions at particular times, we recommend that you
manually upgrade to the database versions that you need according to your required schedule. In
cases of critical security issues or when a version reaches its end-of-support date, Amazon Aurora
might apply a minor version upgrade even if you haven't enabled the Auto minor version upgrade
option. For more information, see the upgrade documentation for your specific database engine.

See Upgrading the minor version or patch level of an Aurora MySQL DB cluster and Performing a

minor version upgrade.
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You can stay up to date with Aurora minor versions by turning on Auto minor version upgrade
for every DB instance in the Aurora cluster. Aurora performs the automatic upgrade only if all DB
instances in your cluster have this setting turned on.

If Auto minor version upgrade is Yes for your DB cluster, Aurora upgrades automatically to the
default minor version or to a newer minor version. For example, if the default minor version is 15.8
for Aurora PostgreSQL 15, and version 15.10 exists, the target for the automatic upgrade could be
either 15.8 or 15.10.

Aurora typically schedules automatic upgrades twice a year for DB clusters that have automatic
minor version upgrade enabled. These upgrades occur during the maintenance window that you
specify for your cluster. For more information, see Automatic minor version upgrades for Aurora
DB clusters.

Automatic minor version upgrades are communicated in advance through an Amazon RDS DB
cluster event with a category of maintenance and ID of RDS-EVENT-0156. For more information,
see Amazon RDS event categories and event messages for Aurora.

Manually controlling upgrades of your DB clusters to new versions

If you have the Auto minor version upgrade setting enabled, Aurora automatically upgrades

your DB cluster to the default minor version or a newer minor version. Aurora typically schedules
automatic upgrades twice a year for DB clusters that have the Auto minor version upgrade setting
enabled. These upgrades are started during customer-specified maintenance windows.

To turn off automatic minor version upgrades, disable Auto minor version upgrade on any DB
instance within an Aurora cluster. Aurora performs an automatic minor version upgrade only if all
DB instances in your cluster have the setting enabled.

(® Note

For mandatory upgrades such as minor-version end of life, Aurora upgrades the DB cluster
even if the Auto minor version upgrade setting is disabled. You get a reminder but no RDS
event notification. Aurora upgrades your cluster occur within a maintenance window after
the mandatory upgrade deadline has passed.

Because major version upgrades involve some compatibility risk, they don't occur automatically.
You must initiate these, except if there is a major version deprecation. We recommend that you
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thoroughly test your applications with new database versions before upgrading your cluster to a
major version.

For more information about upgrading a DB cluster to a new Aurora major version, see Upgrading
Amazon Aurora MySQL DB clusters and Upgrading Amazon Aurora PostgreSQL DB clusters.

Required Amazon Aurora upgrades

For certain critical fixes, Aurora might perform a managed upgrade to a newer patch level within
the same minor version. In this case, Aurora upgrades your cluster even if Auto minor version
upgrade is turned off. Before doing so, Aurora communicates the detailed upgrade process. Details
include the timing of certain milestones, the impact on your DB clusters, and recommended
actions. Such managed upgrades occur automatically within the cluster maintenance window.

Testing your DB cluster with a new Aurora version before upgrading

You can test the upgrade process and how the new version works with your application and
workload. Use one of the following methods:

» Clone your cluster using the Amazon Aurora fast database clone feature. Perform the upgrade
and any post-upgrade testing on the new cluster.

» Restore from a cluster snapshot to create a new Aurora cluster. You can create a cluster snapshot
yourself from an existing Aurora cluster. Aurora also automatically creates periodic snapshots
for you for each of your clusters. You can then initiate a version upgrade for the new cluster. You
can experiment on the upgraded copy of your cluster before deciding whether to upgrade your
original cluster.

For more information on these ways to create new clusters for testing, see Cloning a volume for an

Amazon Aurora DB cluster and Creating a DB cluster snapshot.

Amazon Aurora version support

If your Amazon Aurora DB has complex dependencies on specific database engine behavior, we
recommend that you engage in extensive testing before you upgrade to newer database engine
versions. There are long-term support options so that you can maintain your DB clusters on select
Aurora engine versions even after they have been superseded by newer versions. The following
sections explain the long-term support options for your Aurora DB clusters.
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Long-term support for selected Amazon Aurora minor versions

For each Aurora major version, certain minor versions are designated as long-term-support (LTS)
versions, and made available for at least three years. That is, at least one minor version per major
version is made available for longer than the typical 12 months. Typically, Aurora reminds you

six months before the end of this period. Aurora communicates the following about the upgrade
process.

« The timing of certain milestones
« The impact on your DB clusters

« Recommended actions

Notifications with less than six months notice communicate critical matters, such as security issues,
that necessitate quicker action.

LTS minor versions include only critical fixes (through patch versions). An LTS version doesn't
include new features released after its introduction. Once a year, DB clusters running on an LTS
minor version are patched to the latest patch version of the LTS release. Aurora patches your
clusters so that you benefit from cumulative security and stability fixes. If there are critical fixes,
Aurora might patch an LTS minor version more frequently, such as for security, that need to be
applied.

(® Note

If you want to remain on an LTS minor version for the duration of its lifecycle, make sure

to disable automatic minor version upgrade for your DB instances. To avoid automatically
upgrading your DB cluster from the LTS minor version, clear the Enable auto minor version
upgrade check box on any DB instance in your Aurora cluster.

For the version numbers of all Aurora LTS versions, see Aurora MySQL long-term support (LTS)
releases and Using an Aurora PostgreSQL long-term support (LTS) release.

Amazon RDS Extended Support for selected Aurora versions

With Amazon RDS Extended Support, you can continue to run your database on a major engine
version past the Aurora end of standard support date for an additional cost. During RDS Extended
Support, Amazon RDS will supply patches for Critical and High CVEs as defined by the National
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Vulnerability Database (NVD) CVSS severity ratings. For more information, see Amazon RDS
Extended Support with Amazon Aurora.

RDS Extended Support is only available on certain Aurora versions. For more information, see
Amazon Aurora major versions.
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Regions and Availability Zones

Amazon cloud computing resources are hosted in multiple locations world-wide. These locations
are composed of Amazon Regions and Availability Zones. Each Amazon Region is a separate
geographic area. Each Amazon Region has multiple, isolated locations known as Availability Zones.

(® Note

For information about finding the Availability Zones for an Amazon Region, see Describe
your Availability Zones in the Amazon EC2 documentation.

Amazon operates state-of-the-art, highly-available data centers. Although rare, failures can occur
that affect the availability of DB instances that are in the same location. If you host all your DB
instances in one location that is affected by such a failure, none of your DB instances will be
available.

Amazon Amazon
Aurora Aurora

Aurora replica Aurora replica

Amazon
Aurora

Aurora primary DB instance

It is important to remember that each Amazon Region is completely independent. Any Amazon
RDS activity you initiate (for example, creating database instances or listing available database
instances) runs only in your current default Amazon Region. The default Amazon Region can be
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changed in the console, or by setting the AWS_DEFAULT_REGION environment variable. Or it
can be overridden by using the --region parameter with the Amazon Command Line Interface

(Amazon CLI). For more information, see Configuring the Amazon Command Line Interface,

specifically the sections about environment variables and command line options.

Amazon RDS supports special Amazon Regions called Amazon GovCloud (US). These are designed
to allow US government agencies and customers to move more sensitive workloads into the
cloud. The Amazon GovCloud (US) Regions address the US government's specific regulatory and
compliance requirements. For more information, see What is Amazon GovCloud (US)?

To create or work with an Amazon RDS DB instance in a specific Amazon Region, use the
corresponding regional service endpoint.

(@ Note

Aurora doesn't support Local Zones.

Amazon Regions

Each Amazon Region is designed to be isolated from the other Amazon Regions. This design
achieves the greatest possible fault tolerance and stability.

When you view your resources, you see only the resources that are tied to the Amazon Region
that you specified. This is because Amazon Regions are isolated from each other, and we don't
automatically replicate resources across Amazon Regions.

Region availability

When you work with an Aurora DB cluster using the command line interface or APl operations,
make sure that you specify its regional endpoint.

Topics

« Aurora MySQL Region availability

» Aurora PostgreSQL Region availability
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Aurora MySQL Region availability

The following table shows the Amazon Regions where Aurora MySQL is currently available and the
endpoint for each Region.

Region Region Endpoint Protocol
Name

US East us-east-2  rds.us-east-2.amazonaws.com HTTPS
(Ohio)

us us-east-1 rds.us-east-1.amazonaws.com HTTPS
East (N.

Virginia)

us us- rds.us-west-1.amazonaws.com HTTPS
West (N. west-1

Californi

a)

US West us- rds.us-west-2.amazonaws.com HTTPS

(Oregon)  west-2

Africa af-south-  rds.af-south-1.amazonaws.com HTTPS
(Cape 1

Town)

Asia ap- rds.ap-east-1.amazonaws.com HTTPS
Pacific east-1

(Hong

Kong)

Asia ap- rds.ap-south-2.amazonaws.com HTTPS
Pacific south-2

(Hyderaba

d)
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Region Region Endpoint Protocol
Name

Asia ap- rds.ap-southeast-3.amazonaws.com HTTPS
Pacific southe

(Jakarta) ast-3

Asia ap- rds.ap-southeast-5.amazonaws.com HTTPS
Pacific southe

(Malaysia  ast-5

)

Asia ap- rds.ap-southeast-4.amazonaws.com HTTPS
Pacific southe

(Melbourn ast-4

e)

Asia ap- rds.ap-south-1.amazonaws.com HTTPS
Pacific south-1

(Mumbai)

Asia ap- rds.ap-northeast-3.amazonaws.com HTTPS
Pacific northe

(Osaka) ast-3

Asia ap- rds.ap-northeast-2.amazonaws.com HTTPS
Pacific northe
(Seoul) ast-2

Asia ap- rds.ap-southeast-1.amazonaws.com HTTPS
Pacific southe

(Singapor ast-1

e)

Asia ap- rds.ap-southeast-2.amazonaws.com HTTPS
Pacific southe

(Sydney)  ast-2
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Region
Name

Asia
Pacific
(Taipei)

Asia
Pacific
(Thailand
)

Asia
Pacific
(Tokyo)

Canada
(Central)

Canada
West

(Calgary)
China
(Beijing)

China
(Ningxia)

Europe
(Frankfur
t)

Europe
(Ireland)

Europe
(London)

Region

ap-
east-2

ap-
southe
ast-7

ap-
northe
ast-1

ca-centra
-1

ca-
west-1

cn-
north-1

cn-
northw
est-1

eu-
central-1

eu-
west-1

eu-
west-2

Endpoint

rds.ap-east-2.amazonaws.com

rds.ap-southeast-7.amazonaws.com

rds.ap-northeast-1.amazonaws.com

rds.ca-central-1.amazonaws.com

rds.ca-west-1.amazonaws.com

rds.cn-north-1.amazonaws.com.cn

rds.cn-northwest-1.amazonaws.com.cn

rds.eu-central-1.amazonaws.com

rds.eu-west-1.amazonaws.com

rds.eu-west-2.amazonaws.com

Protocol

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
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Region
Name

Europe
(Milan)

Europe
(Paris)

Europe
(Spain)

Europe
(Stockhol
m)

Europe
(Zurich)

Israel
(Tel Aviv)

Mexico
(Central)

Middle
East
(Bahrain)

Middle
East
(UAE)

South
America
(Sao
Paulo)

Region

eu-
south-1

eu-
west-3

eu-
south-2

eu-
north-1

eu-
central-2

il-centra
(-1

mx-
central-1

me-
south-1

me-
central-1

sa-east-1

Endpoint

rds.eu-south-1.amazonaws.com

rds.eu-west-3.amazonaws.com

rds.eu-south-2.amazonaws.com

rds.eu-north-1.amazonaws.com

rds.eu-central-2.amazonaws.com

rds.il-central-1.amazonaws.com

rds.mx-central-1.amazonaws.com

rds.me-south-1.amazonaws.com

rds.me-central-1.amazonaws.com

rds.sa-east-1.amazonaws.com

Protocol

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Regions

23



Amazon Aurora

User Guide for Aurora

Aurora PostgreSQL Region availability

The following table shows the Amazon Regions where Aurora PostgreSQL is currently available and

the endpoint for each Region.

Region Region Endpoint

Name

US East us-east-2  rds.us-east-2.amazonaws.com
(Ohio)

us us-east-1 rds.us-east-1.amazonaws.com
East (N.

Virginia)

us us- rds.us-west-1.amazonaws.com
West (N. west-1

Californi

a)

US West us- rds.us-west-2.amazonaws.com

(Oregon)  west-2

Africa af-south-  rds.af-south-1.amazonaws.com
(Cape 1

Town)

Asia ap- rds.ap-east-1.amazonaws.com
Pacific east-1

(Hong

Kong)

Asia ap- rds.ap-south-2.amazonaws.com
Pacific south-2

(Hyderaba

d)

Protocol

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Regions
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Region
Name

Asia
Pacific
(Jakarta)

Asia
Pacific
(Malaysia
)

Asia
Pacific
(Melbourn
e)

Asia
Pacific
(Mumbai)

Asia
Pacific
(Osaka)

Asia
Pacific
(Seoul)

Asia
Pacific
(Singapor
e)

Asia
Pacific
(Sydney)

Region

ap-
southe
ast-3

ap-
southe
ast-5

ap-
southe
ast-4

ap-
south-1

ap-
northe
ast-3

ap-
northe
ast-2

ap-
southe
ast-1

ap-
southe
ast-2

Endpoint

rds.ap-southeast-3.amazonaws.com

rds.ap-southeast-5.amazonaws.com

rds.ap-southeast-4.amazonaws.com

rds.ap-south-1.amazonaws.com

rds.ap-northeast-3.amazonaws.com

rds.ap-northeast-2.amazonaws.com

rds.ap-southeast-1.amazonaws.com

rds.ap-southeast-2.amazonaws.com

Protocol

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Regions

25



Amazon Aurora

User Guide for Aurora

Region
Name

Asia
Pacific
(Taipei)

Asia
Pacific
(Thailand
)

Asia
Pacific
(Tokyo)

Canada
(Central)

Canada
West

(Calgary)
China
(Beijing)

China
(Ningxia)

Europe
(Frankfur
t)

Europe
(Ireland)

Europe
(London)

Region

ap-
east-2

ap-
southe
ast-7

ap-
northe
ast-1

ca-centra
-1

ca-
west-1

cn-
north-1

cn-
northw
est-1

eu-
central-1

eu-
west-1

eu-
west-2

Endpoint

rds.ap-east-2.amazonaws.com

rds.ap-southeast-7.amazonaws.com

rds.ap-northeast-1.amazonaws.com

rds.ca-central-1.amazonaws.com

rds.ca-west-1.amazonaws.com

rds.cn-north-1.amazonaws.com.cn

rds.cn-northwest-1.amazonaws.com.cn

rds.eu-central-1.amazonaws.com

rds.eu-west-1.amazonaws.com

rds.eu-west-2.amazonaws.com

Protocol

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
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Region
Name

Europe
(Milan)

Europe
(Paris)

Europe
(Spain)

Europe
(Stockhol
m)

Europe
(Zurich)

Israel
(Tel Aviv)

Mexico
(Central)

Middle
East
(Bahrain)

Middle
East
(UAE)

South
America
(Sao
Paulo)

Region

eu-
south-1

eu-
west-3

eu-
south-2

eu-
north-1

eu-
central-2

il-centra
(-1

mx-
central-1

me-
south-1

me-
central-1

sa-east-1

Endpoint

rds.eu-south-1.amazonaws.com

rds.eu-west-3.amazonaws.com

rds.eu-south-2.amazonaws.com

rds.eu-north-1.amazonaws.com

rds.eu-central-2.amazonaws.com

rds.il-central-1.amazonaws.com

rds.mx-central-1.amazonaws.com

rds.me-south-1.amazonaws.com

rds.me-central-1.amazonaws.com

rds.sa-east-1.amazonaws.com

Protocol

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
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Availability Zones

An Availability Zone is an isolated location in a given Amazon Web Services Region. Each Region
has multiple Availability Zones (AZ) designed to provide high availability for the Region. An AZ is
identified by the Amazon Region code followed by a letter identifier (for example, us-east-1a).
If you create your VPC and subnets rather than using the default VPC, you define each subnet in a
specific AZ. When you create an Aurora DB cluster, Aurora creates the primary instance in one of
the subnets in the VPC's DB subnet group. It thus associates that instance with a specific AZ chosen
by Aurora.

Each Aurora DB cluster hosts copies of its storage in three separate AZs selected automatically by
Aurora from the AZs in your DB subnet group. Every DB instance in the cluster must be in one of
these three AZs.

When you create a DB instance in your cluster, Aurora automatically chooses an appropriate AZ for
that instance if you don't specify an AZ.

Use the describe-availability-zones Amazon EC2 command as follows to describe the Availability
Zones within the specified Region that are enabled for your account.

aws ec2 describe-availability-zones --region region-name

For example, to describe the Availability Zones within the US East (N. Virginia) Region (us-east-1)
that are enabled for your account, run the following command:

aws ec2 describe-availability-zones --region us-east-1

To learn how to specify the AZ when you create a cluster or add instances to it, see Configure the

network for the DB cluster.

Local time zone for Amazon Aurora DB clusters

By default, the time zone for an Amazon Aurora DB cluster is Universal Time Coordinated
(UTC). You can set the time zone for instances in your DB cluster to the local time zone for your
application instead.

To set the local time zone for a DB cluster, set the time zone parameter to one of the supported
values. You set this parameter in the cluster parameter group for your DB cluster.
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« For Aurora MySQL, the name of this parameter is time_zone. For information on best practices
for setting the time_zone parameter, see Optimizing timestamp operations.

» For Aurora PostgreSQL, the name of this parameter is timezone.

When you set the time zone parameter for a DB cluster, all instances in the DB cluster change to
use the new local time zone. In some cases, other Aurora DB clusters might be using the same
cluster parameter group. If so, all instances in those DB clusters change to use the new local time
zone also. For information on cluster-level parameters, see Amazon Aurora DB cluster and DB

instance parameters.

After you set the local time zone, all new connections to the database reflect the change. In some
cases, you might have open connections to your database when you change the local time zone. If
so, you don't see the local time zone update until after you close the connection and open a new
connection.

If you are replicating across Amazon Regions, the replication source DB cluster and the replica

use different parameter groups. Parameter groups are unique to an Amazon Region. To use the
same local time zone for each instance, make sure to set the time zone parameter in the parameter
groups for both the replication source and the replica.

When you restore a DB cluster from a DB cluster snapshot, the local time zone is set to UTC. You
can update the time zone to your local time zone after the restore is complete. In some cases, you
might restore a DB cluster to a point in time. If so, the local time zone for the restored DB cluster is
the time zone setting from the parameter group of the restored DB cluster.

The following table lists some of the values to which you can set your local time zone. To list all of
the available time zones, you can use the following SQL queries:
o Aurora MySQL: select * from mysql.time_zone_name;

« Aurora PostgreSQL: select * from pg_timezone_names;

(® Note

For some time zones, time values for certain date ranges can be reported incorrectly as
noted in the table. For Australia time zones, the time zone abbreviation returned is an
outdated value as noted in the table.
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Time zone

Africa/Harare

Africa/Monrovia

Africa/Nairobi

Africa/Windhoek

America/Bogota

America/Caracas

America/C
hihuahua

America/Cuiaba
America/Denver

America/F
ortaleza

America/G
uatemala

America/Halifax

America/Manaus

Notes

This time zone setting can return incorrect values from 28 Feb 1903
21:49:40 GMT to 28 Feb 1903 21:55:48 GMT.

This time zone setting can return incorrect values from 31 Dec 1939
21:30:00 GMT to 31 Dec 1959 21:15:15 GMT.

This time zone setting can return incorrect values from 23 Nov 1914
04:56:16 GMT to 23 Nov 1914 04:56:20 GMT.

In some cases, for a DB cluster in the South America (Sao Paulo)
Region, time doesn't show correctly for a recently changed Brazil time
zone. If so, reset the DB cluster's time zone parameter to America/F
ortaleza .

This time zone setting can return incorrect values from 27 Oct 1918
05:00:00 GMT to 31 Oct 1918 05:00:00 GMT.

If your DB cluster is in the South America (Cuiaba) time zone and the
expected time doesn't show correctly for the recently changed Brazil
time zone, reset the DB cluster's time zone parameter to America/M
anaus .

Local time zone for DB clusters
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Time zone Notes

America/M
atamoros

America/M
onterrey

America/M
ontevideo

America/Noronha
America/Phoenix
America/Tijuana
Asia/Ashgabat
Asia/Baghdad
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Calcutta
Asia/Kabul
Asia/Karachi
Asia/Kathmandu

Asia/Muscat This time zone setting can return incorrect values from 31 Dec 1919
20:05:36 GMT to 31 Dec 1919 20:05:40 GMT.

Asia/Riyadh This time zone setting can return incorrect values from 13 Mar 1947
20:53:08 GMT to 31 Dec 1949 20:53:08 GMT.
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Time zone

Asia/Seoul

Asia/Shanghai

Asia/Singapore

Asia/Taipei

Asia/Tehran

Asia/Tokyo

Asia/Ulaa
nbaatar

Atlantic/Azores

Australia/
Adelaide

Australia/
Brisbane

Australia/
Darwin

Australia/
Hobart

Australia/Perth

Notes

This time zone setting can return incorrect values from 30 Nov 1904
15:30:00 GMT to 07 Sep 1945 15:00:00 GMT.

This time zone setting can return incorrect values from 31 Dec 1927
15:54:08 GMT to 02 Jun 1940 16:00:00 GMT.

This time zone setting can return incorrect values from 30 Sep 1937
16:00:00 GMT to 29 Sep 1979 15:00:00 GMT.

This time zone setting can return incorrect values from 30 Sep 1937
15:00:00 GMT to 31 Dec 1937 15:00:00 GMT.

This time zone setting can return incorrect values from 24 May 1911
01:54:32 GMT to 01 Jan 1912 01:54:32 GMT.

The abbreviation for this time zone is returned as CST instead of ACDT/
ACST.

The abbreviation for this time zone is returned as EST instead of AEDT/
AEST.

The abbreviation for this time zone is returned as CST instead of ACDT/
ACST.

The abbreviation for this time zone is returned as EST instead of AEDT/
AEST.

The abbreviation for this time zone is returned as WST instead of
AWDT/AWST.
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Time zone

Australia/
Sydney

Brazil/East

Canada/Sa
skatchewan

Europe/Am
sterdam

Europe/Athens
Europe/Dublin

Europe/Helsinki

Europe/Paris
Europe/Prague
Europe/Sarajevo

Pacific/A
uckland

Pacific/Guam

Pacific/H
onolulu

Pacific/Samoa

US/Alaska

US/Central

Notes

The abbreviation for this time zone is returned as EST instead of AEDT/
AEST.

This time zone setting can return incorrect values from 27 Oct 1918
08:00:00 GMT to 31 Oct 1918 08:00:00 GMT.

This time zone setting can return incorrect values from 30 Apr 1921
22:20:08 GMT to 30 Apr 1921 22:20:11 GMT.

This time zone setting can return incorrect values from 21 May 1933
11:30:00 GMT to 30 Sep 1945 11:30:00 GMT.

This time zone setting can return incorrect values from 01 Jan 1911
11:22:48 GMT to 01 Jan 1950 11:30:00 GMT.
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Time zone Notes
US/Eastern
US/East-Indiana
US/Pacific

uTcC
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Supported features in Amazon Aurora by Amazon Web Services
Region and Aurora DB engine

Aurora MySQL- and PostgreSQL-compatible database engines support several Amazon Aurora and
Amazon RDS features and options. The support varies across specific versions of each database
engine, and across Amazon Web Services Regions. To identify Aurora database engine version
support and availability for a feature in a given Amazon Web Services Region, you can use the
following sections.

Some of these features are Aurora-only capabilities. For example, Aurora Serverless, Aurora global
databases, and support for integration with Amazon machine learning services aren't supported by
Amazon RDS. Other features, such as Amazon RDS Proxy, are supported by both Amazon Aurora
and Amazon RDS.

Supported Regions and DB engines

« Table conventions

« Supported Regions and Aurora DB engines for Blue/Green Deployments

» Supported Regions and Aurora DB engines for cluster storage configurations

» Supported Regions and Aurora DB engines for database activity streams

« Supported Regions and Aurora DB engines for exporting cluster data to Amazon S3

» Supported Regions and Aurora DB engines for exporting snapshot data to Amazon S3

» Supported Regions and DB engines for Aurora global databases

» Supported Regions and Aurora DB engines for IAM database authentication

» Supported Regions and Aurora DB engines for Kerberos authentication

« Supported Regions and DB engines for Aurora machine learning

« Supported Regions and Aurora DB engines for Performance Insights

» Supported Regions and Aurora DB engines for zero-ETL integrations

» Supported Regions and Aurora DB engines for Amazon RDS Proxy

» Supported Regions and Aurora DB engines for Secrets Manager integration

« Supported Regions and Aurora DB engines for Aurora Serverless v2

« Aurora Serverless v1

» Supported Regions and Aurora DB engines for RDS Data API

« Supported Regions and Aurora DB engines for zero-downtime patching (ZDP)
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» Supported Regions and DB engines for Aurora engine-native features

Table conventions

The tables in the feature sections use the following patterns to specify version numbers and level
of support:

« Version x.y — The specific version alone is supported.

« Version x.y and higher — The specified version and all higher minor versions of its major version
are supported. For example, "version 10.11 and higher" means that versions 10.11, 10.11.1, and
10.12 are supported.

Supported Regions and Aurora DB engines for Blue/Green
Deployments

A blue/green deployment copies a production database environment in a separate, synchronized
staging environment. By using Amazon RDS Blue/Green Deployments, you can make changes

to the database in the staging environment without affecting the production environment. For
example, you can upgrade the major or minor DB engine version, change database parameters,
or make schema changes in the staging environment. When you are ready, you can promote the
staging environment to be the new production database environment. For more information, see
Using Amazon Aurora Blue/Green Deployments for database updates.

Blue/Green Deployments with Aurora MySQL

The Blue/Green Deployments feature is available for all versions of Aurora MySQL in all Amazon
Web Services Regions.

Blue/Green Deployments with Aurora PostgreSQL

The following Regions and engine versions are available for Blue/Green Deployments with Aurora
PostgreSQL.
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Region

All
Amazon
Web
Services
Regions

Supported Regions and Aurora DB engines for cluster storage

Aurora
PostgreSQ
L16

Version
16.1 and
higher

configurations

Aurora
PostgreSQ
L15

Version
15.4 and
higher

Aurora
PostgreSQ
L14

Version
14.9 and
higher

Aurora
PostgreSQ
L13

Version
13.12 and
higher

Aurora
PostgreSQ
L12

Version
12.16 and
higher

Aurora
PostgreSQ
L11

Version
11.21 and
higher

Amazon Aurora has two DB cluster storage configurations, Aurora I/O-Optimized and Aurora
Standard. For more information, see Storage configurations for Amazon Aurora DB clusters.

Aurora I/0-Optimized

Aurora I/O-Optimized is available in all Amazon Web Services Regions for the following Amazon
Aurora versions:

« Aurora MySQL version 3.03.1 and higher

» Aurora PostgreSQL versions 16.1 and higher, 15.2 and higher, 14.7 and higher, and 13.10 and

higher

Aurora Standard

Aurora Standard is available in all Amazon Web Services Regions for all Aurora MySQL and Aurora
PostgreSQL versions.

Supported Regions and Aurora DB engines for database activity

streams

By using database activity streams in Aurora, you can monitor and set alarms for auditing activity
in your Aurora database. For more information, see Monitoring Amazon Aurora with Database
Activity Streams.

Aurora cluster configurations
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Database activity streams aren't supported for the following features:

o Aurora Serverless v1
« Aurora Serverless v2

 Babelfish for Aurora PostgreSQL

Topics

» Database activity streams with Aurora MySQL

« Database activity streams with Aurora PostgreSQL

Database activity streams with Aurora MySQL

The following Regions and engine versions are available for database activity streams with Aurora
MySQL.

Region Aurora MySQL version 3 Aurora MySQL version 2

US East (N. Virginia) All available versions Aurora version 2.11 and
higher

US East (Ohio) All available versions Aurora version 2.11 and
higher

US West (N. California) All available versions Aurora version 2.11 and
higher

US West (Oregon) All available versions Aurora version 2.11 and
higher

Africa (Cape Town) All available versions Aurora version 2.11 and
higher

Asia Pacific (Hong Kong) All available versions Aurora version 2.11 and
higher

Asia Pacific (Hyderabad) All available versions Aurora version 2.11 and
higher
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Region

Asia Pacific (Jakarta)

Asia Pacific (Malaysia)
Asia Pacific (Melbourne)

Asia Pacific (Mumbai)

Asia Pacific (Osaka)

Asia Pacific (Seoul)

Asia Pacific (Singapore)

Asia Pacific (Sydney)

Asia Pacific (Tokyo)

Canada (Central)

Canada West (Calgary)
China (Beijing)
China (Ningxia)

Europe (Frankfurt)

Aurora MySQL version 3

All available versions

Not available
Not available

All available versions

All available versions

All available versions

All available versions

All available versions

All available versions

All available versions

Not available
Not available
Not available

All available versions

Aurora MySQL version 2

Aurora version 2.11 and
higher

Not available
Not available

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Not available
Not available
Not available

Aurora version 2.11 and
higher
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Region

Europe (Ireland)

Europe (London)

Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe (Stockholm)

Europe (Zurich)
Israel (Tel Aviv)

Middle East (Bahrain)

Middle East (UAE)

South America (Sao Paulo)

Database activity streams with Aurora PostgreSQL

Aurora MySQL version 3

All available versions

All available versions

All available versions

All available versions

All available versions

All available versions

Not available
Not available

All available versions

All available versions

All available versions

Aurora MySQL version 2

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Not available
Not available

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

Aurora version 2.11 and
higher

The following Regions and engine versions are available for database activity streams with Aurora

PostgreSQL.
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Region

US East (N.
Virginia)

US East
(Ohio)

us
West (N.
California)

US West
(Oregon)

Africa
(Cape
Town)

Asia Pacific
(Hong
Kong)

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

All
available
versions

All
available
versions

All
available
versions

All
available
versions

All
available
versions

All
available
versions

Aurora
PostgreSQ
L13

All
available
versions

All
available
versions

All
available
versions

All
available
versions

All
available
versions

All
available
versions

Aurora
PostgreSQ
L12

All
available
versions

All
available
versions

All
available
versions

All
available
versions

All
available
versions

All
available
versions

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
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Region

Asia Pacific
(Hyderaba
d)

Asia Pacific
(Jakarta)

Asia Pacific
(Malaysia)

Asia Pacific
(Melbourn
e)

Asia Pacific
(Mumbai)

Asia Pacific
(Osaka)

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Not
available

Not
available

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Not
available

Not
available

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

All
available
versions

All
available
versions

Not
available

Not
available

All
available
versions

All
available
versions

Aurora
PostgreSQ
L13

All
available
versions

All
available
versions

Not
available

Not
available

All
available
versions

All
available
versions

Aurora
PostgreSQ
L12

All
available
versions

All
available
versions

Not
available

Not
available

All
available
versions

All
available
versions

Aurora
PostgreSQ
L11

11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Not
available

Not
available

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher
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Region

Asia Pacific
(Seoul)

Asia Pacific
(Singapor
e)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Canada
(Central)

Canada
West

(Calgary)

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Not
available

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Not
available

Aurora
PostgreSQ
L14

All
available
versions

All
available
versions

All
available
versions

All
available
versions

All
available
versions

Not
available

Aurora
PostgreSQ
L13

All
available
versions

All
available
versions

All
available
versions

All
available
versions

All
available
versions

Not
available

Aurora
PostgreSQ
L12

All
available
versions

All
available
versions

All
available
versions

All
available
versions

All
available
versions

Not
available

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Not
available
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Region

China
(Beijing)

China
(Ningxia)

Europe
(Frankfurt)

Europe
(Ireland)

Europe
(London)

Europe
(Milan)

Aurora
PostgreSQ
L16

Not
available

Not
available

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Not
available

Not
available

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Not
available

Not
available

All
available
versions

All
available
versions

All
available
versions

All
available
versions

Aurora
PostgreSQ
L13

Not
available

Not
available

All
available
versions

All
available
versions

All
available
versions

All
available
versions

Aurora
PostgreSQ
L12

Not
available

Not
available

All
available
versions

All
available
versions

All
available
versions

All
available
versions

Aurora
PostgreSQ
L11

Not
available

Not
available

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Database activity streams
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Region

Europe
(Paris)

Europe
(Spain)

Europe
(Stockhol
m)

Europe
(Zurich)

Israel (Tel
Aviv)

Middle
East
(Bahrain)

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Not
available

Not
available

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Not
available

Not
available

Version
15.2 and
higher

Aurora
PostgreSQ
L14

All
available
versions

All
available
versions

All
available
versions

Not
available

Not
available

All
available
versions

Aurora
PostgreSQ
L13

All
available
versions

All
available
versions

All
available
versions

Not
available

Not
available

All
available
versions

Aurora
PostgreSQ
L12

All
available
versions

All
available
versions

All
available
versions

Not
available

Not
available

All
available
versions

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Not
available

Not
available

Version
11.9 and
version
11.13 and
higher

Database activity streams
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Region

Middle
East (UAE)

South
America

(Sao Paulo)

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

All
available
versions

All
available
versions

Aurora
PostgreSQ
L13

All
available
versions

All
available
versions

Aurora
PostgreSQ
L12

All
available
versions

All
available
versions

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13 and
higher

Version
11.9 and
version
11.13 and
higher

Supported Regions and Aurora DB engines for exporting cluster data to

Amazon S3

You can export Aurora DB cluster data to an Amazon S3 bucket. After the data is exported, you

can analyze the exported data directly through tools like Amazon Athena or Amazon Redshift

Spectrum. For more information, see Exporting DB cluster data to Amazon S3.

Exporting cluster data to S3 is available in the following Amazon Web Services Regions:

« US East (N. Virginia)

« US East (Ohio)

« US West (N. California)
« US West (Oregon)

« Asia Pacific (Hong Kong)
« Asia Pacific (Hyderabad)
« Asia Pacific (Jakarta)

 Asia Pacific (Melbourne)
 Asia Pacific (Mumbai)
« Asia Pacific (Osaka)

Exporting cluster data to Amazon S3
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Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Canada West (Calgary)
China (Ningxia)
Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Paris)

Europe (Spain)

Europe (Stockholm)
Europe (Zurich)

Israel (Tel Aviv)

Middle East (UAE)

South America (Sao Paulo)

Topics

« Exporting cluster data to S3 with Aurora MySQL

» Exporting cluster data to S3 with Aurora PostgreSQL

Exporting cluster data to S3 with Aurora MySQL

All currently available Aurora MySQL engine versions support exporting DB cluster data to Amazon

S3. For more information about versions, see Release Notes for Aurora MySQL.

Exporting cluster data to S3 with Aurora PostgreSQL

All currently available Aurora PostgreSQL engine versions support exporting DB cluster data to

Amazon S3. For more information about versions, see the Release Notes for Aurora PostgreSQL.

Exporting cluster data to Amazon S3
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Supported Regions and Aurora DB engines for exporting snapshot data
to Amazon S3

You can export Aurora DB cluster snapshot data to an Amazon S3 bucket. You can export manual
snapshots and automated system snapshots. After the data is exported, you can analyze the
exported data directly through tools like Amazon Athena or Amazon Redshift Spectrum. For more
information, see Exporting DB cluster snapshot data to Amazon S3.

Exporting snapshots to S3 is available in all Amazon Web Services Regions except the following:

« Asia Pacific (Malaysia)
« Amazon GovCloud (US-East)
« Amazon GovCloud (US-West)

Topics

« Exporting snapshot data to S3 with Aurora MySQL

« Exporting snapshot data to S3 with Aurora PostgreSQL

Exporting snapshot data to S3 with Aurora MySQL

All currently available Aurora MySQL engine versions support exporting DB cluster snapshot data
to Amazon S3. For more information about versions, see Release Notes for Aurora MySQL.

Exporting snapshot data to S3 with Aurora PostgreSQL

All currently available Aurora PostgreSQL engine versions support exporting DB cluster snapshot
data to Amazon S3. For more information about versions, see the Release Notes for Aurora

PostgreSQL.

Supported Regions and DB engines for Aurora global databases

An Aurora global database is a single database that spans multiple Amazon Web Services Regions,
enabling low-latency global reads and disaster recovery from any Region-wide outage. It provides
built-in fault tolerance for your deployment because the DB instance relies not on a single Amazon
Web Services Region, but upon multiple Regions and different Availability Zones. For more
information, see Using Amazon Aurora Global Database.

Topics
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« Aurora global databases with Aurora MySQL

» Aurora global databases with Aurora PostgreSQL

Aurora global databases with Aurora MySQL

The following Regions and engine versions are available for Aurora global databases with Aurora

MySQL.

Region

US East (N. Virginia)

US East (Ohio)

US West (N. California)
US West (Oregon)
Africa (Cape Town)

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)
Asia Pacific (Malaysia)
Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)

Asia Pacific (Singapore)
Asia Pacific (Sydney)

Asia Pacific (Tokyo)

Aurora MySQL version 3
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.02.0 and higher
Version 3.01.0 and higher
Version 3.04.0 and higher
Version 3.03.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher

Version 3.01.0 and higher

Aurora MySQL version 2
Version 2.07.0 and higher
Version 2.07.0 and higher
Version 2.07.0 and higher
Version 2.07.0 and higher
Version 2.07.1 and higher
Version 2.07.1 and higher
Version 2.11.2 and higher
Version 2.07.6 and higher
Version 2.07.6 and higher
Version 2.07.6 and higher
Version 2.07.0 and higher
Version 2.07.3 and higher
Version 2.07.0 and higher
Version 2.07.0 and higher
Version 2.07.0 and higher

Version 2.07.0 and higher

Aurora global databases
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Region

Canada (Central)

Canada West (Calgary)
China (Beijing)

China (Ningxia)

Europe (Frankfurt)

Europe (Ireland)

Europe (London)

Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe (Stockholm)
Europe (Zurich)

Israel (Tel Aviv)

Middle East (Bahrain)
Middle East (UAE)

South America (Sdo Paulo)
Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

Aurora MySQL version 3
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.02.0 and higher
Version 3.01.0 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher
Version 3.01.0 and higher
Version 3.02.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher

Version 3.01.0 and higher

Aurora MySQL version 2
Version 2.07.0 and higher
Version 2.07.0 and higher
Version 2.07.2 and higher
Version 2.07.2 and higher
Version 2.07.0 and higher
Version 2.07.0 and higher
Version 2.07.0 and higher
Version 2.07.1 and higher
Version 2.07.0 and higher
Version 2.07.6 and higher
Version 2.07.0 and higher
Version 2.07.6 and higher
Version 2.07.6 and higher
Version 2.07.1 and higher
Version 2.07.6 and higher
Version 2.07.1 and higher
Version 2.07.0 and higher

Version 2.07.0 and higher

Aurora global databases
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Aurora global databases with Aurora PostgreSQL

The following Regions and engine versions are available for Aurora global databases with Aurora
PostgreSQL.

Region Aurora Aurora Aurora Aurora Aurora Aurora Aurora
PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ
L17 L16 L15 L14 L13 L12 L11

us Version Version Version Version Version Version Version

East (N. 174and 16.1and 15.2and 143and 134and 12.8and 11.9and

Virginia) higher higher higher higher higher higher version
11.13
and
higher

US East Version Version Version Version Version Version Version
(Ohio) 174and 16.1and 152and 14.3and 134and 12.8and 11.9and
higher higher higher higher higher higher version
11.13
and
higher

us Version Version Version Version Version Version Version
West (N. 174and 16.1and 152and 14.3and 134and 12.8and 11.9and
Californi  higher higher higher higher higher higher version

a) 11.13
and
higher

US West Version Version Version Version Version Version Version

(Oregon) 174and 16.1and 15.2and 143and 134and 128and 11.9and
higher higher higher higher higher higher version
11.13
and
higher
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Region

Africa
(Cape
Town)

Asia
Pacific
(Hong
Kong)

Asia
Pacific
(Hyderaba
d)

Asia
Pacific
(Jakarta)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Aurora global databases
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Region

Asia
Pacific
(Malaysia
)

Asia
Pacific
(Melbourn
e)

Asia
Pacific
(Mumbai)

Asia
Pacific
(Osaka)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Aurora global databases
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Region

Asia
Pacific
(Seoul)

Asia
Pacific
(Singapor
e)

Asia
Pacific
(Sydney)

Asia
Pacific
(Tokyo)

Aurora

PostgreSQ

L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora

PostgreSQ

L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora

PostgreSQ

L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora

PostgreSQ

L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora

PostgreSQ

L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora

PostgreSQ

L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora

PostgreSQ

L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher
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Region

Canada
(Central)

Canada
West
(Calgary)

China
(Beijing)

China
(Ningxia)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher
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Region

Europe
(Frankfur
t)

Europe
(Ireland)

Europe
(London)

Europe
(Milan)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher
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Region

Europe
(Paris)

Europe
(Spain)

Europe

(Stockhol

m)

Europe
(Zurich)

Israel
(Tel Aviv)

Aurora

PostgreSQ

L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Not
available

Aurora

PostgreSQ

L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Not
available

Aurora

PostgreSQ

L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Not
available

Aurora

PostgreSQ

L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Not
available

Aurora

PostgreSQ

L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Not
available

Aurora Aurora
PostgreSQ PostgreSQ
L12 L11
Version Version
128and 11.9 and
higher version
11.13
and
higher
Version Version
128and 11.9 and
higher version
11.13
and
higher
Version Version
128and 11.9 and
higher version
11.13
and
higher
Version Version
12.8and 11.9and
higher version
11.13
and
higher
Not Not
available  available
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Region

Middle
East
(Bahrain)

Middle
East
(UAE)

South
America
(Sao
Paulo)

Amazon

GovCloud

(US-East)

Aurora

PostgreSQ

L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora

PostgreSQ

L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora

PostgreSQ

L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora

PostgreSQ

L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora

PostgreSQ

L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora

PostgreSQ

L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora

PostgreSQ

L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher
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Region Aurora Aurora Aurora Aurora Aurora Aurora Aurora
PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ
L17 L16 L15 L14 L13 L12 L11
Amazon Version Version Version Version Version Version Version
GovCloud 17.4and 16.1and 15.2and 14.3and 134and 128and 11.9and
(US- higher higher higher higher higher higher version
West) 11.13
and
higher

Supported Regions and Aurora DB engines for IAM database
authentication

With IAM database authentication in Aurora, you can authenticate to your DB cluster using
Amazon Identity and Access Management (IAM) database authentication. With this authentication
method, you don't need to use a password when you connect to a DB cluster. Instead, you use an
authentication token. For more information, see IAM database authentication.

Topics

« IAM database authentication with Aurora MySQL

« |IAM database authentication with Aurora PostgreSQL

IAM database authentication with Aurora MySQL

IAM database authentication with Aurora MySQL is available in all Regions for the following
versions:

« Aurora MySQL 3 - All available versions
« Aurora MySQL 2 - All available versions
IAM database authentication with Aurora PostgreSQL

IAM database authentication with Aurora PostgreSQL is available in all Regions for the following
engine versions:
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» Aurora PostgreSQL 16 — All available versions
» Aurora PostgreSQL 15 - All available versions
» Aurora PostgreSQL 14 - All available versions
» Aurora PostgreSQL 13 - All available versions
» Aurora PostgreSQL 12 - All available versions

o Aurora PostgreSQL 11 - All available versions

Supported Regions and Aurora DB engines for Kerberos authentication

By using Kerberos authentication with Aurora, you can support external authentication of database

users using Kerberos and Microsoft Active Directory. Using Kerberos and Active Directory provides
the benefits of single sign-on and centralized authentication of database users. Kerberos and
Active Directory are available with Amazon Directory Service for Microsoft Active Directory, a
feature of Amazon Directory Service. For more information, see Kerberos authentication.

Topics

» Kerberos authentication with Aurora MySQL

» Kerberos authentication with Aurora PostgreSQL

Kerberos authentication with Aurora MySQL

The following Regions and engine versions are available for Kerberos Authentication with Aurora

MySQL.

Region

US East (N. Virginia)
US East (Ohio)

US West (N. California)
US West (Oregon)
Africa (Cape Town)

Asia Pacific (Hong Kong)

Aurora MySQL version 3
Version 3.03.0 and higher
Version 3.03.0 and higher
Version 3.03.0 and higher
Version 3.03.0 and higher
Not available

Not available
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Region

Asia Pacific (Jakarta)
Asia Pacific (Malaysia)
Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Canada West (Calgary)
China (Beijing)

China (Ningxia)

Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe (Stockholm)

Aurora MySQL version 3
Not available
Not available
Not available
Version 3.03.0 and higher
Not available
Version 3.03.0 and higher
Version 3.03.0 and higher
Version 3.03.0 and higher
Version 3.03.0 and higher
Version 3.03.0 and higher
Not available
Version 3.03.0 and higher
Version 3.03.0 and higher
Version 3.03.0 and higher
Version 3.03.0 and higher
Version 3.03.0 and higher
Not available
Version 3.03.0 and higher
Not available

Version 3.03.0 and higher
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Region

Europe (Zurich)

Israel (Tel Aviv)

Middle East (Bahrain)
Middle East (UAE)

South America (Sdo Paulo)

Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

Aurora MySQL version 3

Not available

Not available

Not available

Not available

Version 3.03.0 and higher

Version 3.03.0 and higher

Version 3.03.0 and higher

Kerberos authentication with Aurora PostgreSQL

The following Regions and engine versions are available for Kerberos Authentication with Aurora

PostgreSQL.

Region Aurora
PostgreSQ
L16

US East (N.  All

Virginia) versions

US East All

(Ohio) versions

us All

West (N. versions

California)

US West All
(Oregon) versions

Aurora
PostgreSQ
L15

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L14

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L13

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L12

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L11

All
versions

All
versions

All
versions

All
versions
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Region

Africa
(Cape
Town)

Asia Pacific
(Hong
Kong)

Asia Pacific
(Hyderaba
d)

Asia Pacific
(Jakarta)

Asia Pacific
(Malaysia)

Asia Pacific
(Melbourn
e)

Asia Pacific
(Mumbai)

Asia Pacific
(Osaka)

Asia Pacific
(Seoul)

Asia Pacific
(Singapor
e)

Aurora
PostgreSQ
L16

Not
available

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

Not
available

All
versions

All
versions

Aurora
PostgreSQ
L15

Not
available

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

Not
available

All
versions

All
versions

Aurora
PostgreSQ
L14

Not
available

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

Not
available

All
versions

All
versions

Aurora
PostgreSQ
L13

Not
available

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

Not
available

All
versions

All
versions

Aurora
PostgreSQ
L12

Not
available

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

Not
available

All
versions

All
versions

Aurora
PostgreSQ
L11

Not
available

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

Not
available

All
versions

All
versions
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Region

Asia Pacific

(Sydney)

Asia Pacific
(Tokyo)

Canada
(Central)

Canada
West

(Calgary)

China
(Beijing)
China
(Ningxia)

Europe
(Frankfurt)

Europe
(Ireland)

Europe
(London)

Europe
(Milan)

Europe
(Paris)

Aurora
PostgreSQ
L16

All
versions

All
versions

All
versions

Not
available

All
versions

All
versions

All
versions

All
versions

All
versions

Not
available

All
versions

Aurora
PostgreSQ
L15

All
versions

All
versions

All
versions

Not
available

All
versions

All
versions

All
versions

All
versions

All
versions

Not
available

All
versions

Aurora
PostgreSQ
L14

All
versions

All
versions

All
versions

Not
available

All
versions

All
versions

All
versions

All
versions

All
versions

Not
available

All
versions

Aurora
PostgreSQ
L13

All
versions

All
versions

All
versions

Not
available

All
versions

All
versions

All
versions

All
versions

All
versions

Not
available

All
versions

Aurora
PostgreSQ
L12

All
versions

All
versions

All
versions

Not
available

All
versions

All
versions

All
versions

All
versions

All
versions

Not
available

All
versions

Aurora
PostgreSQ
L11

All
versions

All
versions

All
versions

Not
available

All
versions

All
versions

All
versions

All
versions

All
versions

Not
available

All
versions

Kerberos authentication

64



Amazon Aurora

User Guide for Aurora

Region

Europe
(Spain)

Europe
(Stockhol
m)

Europe
(Zurich)

Israel (Tel
Aviv)

Middle
East
(Bahrain)

Middle
East (UAE)

South
America

(Sao Paulo)

Amazon
GovCloud
(US-East)

Amazon
GovCloud
(US-West)

Aurora
PostgreSQ
L16

Not
available

All
versions

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L15

Not
available

All
versions

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L14

Not
available

All
versions

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L13

Not
available

All
versions

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L12

Not
available

All
versions

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L11

Not
available

All
versions

Not
available

Not
available

Not
available

Not
available

All
versions

All
versions

All
versions
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Supported Regions and DB engines for Aurora machine learning

By using Amazon Aurora machine learning, you can integrate your Aurora DB cluster with the
following Amazon machine learning service.

SageMaker Al is a full-featured machine learning service. Data scientists use Amazon SageMaker
Al to build, train, and test machine learning models for a variety of inference tasks, such as fraud
detection. By using Aurora machine learning with SageMaker Al, database developers can invoke
the SageMaker Al functionality in SQL code.

Not all Amazon Web Services Regions support all machine learning services. Only certain Amazon
Web Services Regions support Aurora machine learning and thus provide access to these services
from an Aurora DB cluster. The integration process for Aurora machine learning also differs by
database engine. For more information, see Using Amazon Aurora machine learning.

Topics

« Aurora machine learning with Aurora MySQL

« Aurora machine learning with Aurora PostgreSQL

Aurora machine learning with Aurora MySQL

Aurora machine learning with Amazon SageMaker Al is supported for Aurora MySQL in the Amazon

Web Services Regions listed in the table. In addition to having your version of Aurora MySQL
available, the Amazon Web Services Region must also support the service that you want to use.
For a list of Amazon Web Services Regions where Amazon SageMaker Al is available, see Amazon
SageMaker Al endpoints and quotas in the Amazon Web Services General Reference.

Region Aurora MySQL version 3 Aurora MySQL version 2
US East (N. Virginia) Version 3.01.0 and higher Version 2.07 and higher
US East (Ohio) Version 3.01.0 and higher Version 2.07 and higher
US West (N. California) Version 3.01.0 and higher Version 2.07 and higher
US West (Oregon) Version 3.01.0 and higher Version 2.07 and higher
Africa (Cape Town) Not available Not available

Aurora machine learning
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Region

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)
Asia Pacific (Malaysia)
Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)

Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Canada West (Calgary)
China (Beijing)

China (Ningxia)

Europe (Frankfurt)
Europe (Ireland)

Europe (London)
Europe (Milan)

Europe (Paris)

Aurora MySQL version 3
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.04.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Version 3.01.0 and higher
Not available

Version 3.01.0 and higher

Aurora MySQL version 2
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Not available

Version 2.07 and higher

Version 2.07 and higher

Version 2.07.3 and higher

Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Not available

Version 2.07 and higher
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Region Aurora MySQL version 3

Europe (Spain) Version 3.01.0 and higher
Europe (Stockholm) Version 3.01.0 and higher
Europe (Zurich) Version 3.01.0 and higher
Israel (Tel Aviv) Version 3.01.0 and higher
Middle East (Bahrain) Version 3.01.0 and higher
Middle East (UAE) Version 3.01.0 and higher
South America (S3o Paulo) Version 3.01.0 and higher

Amazon GovCloud (US-East) Version 3.01.0 and higher

Amazon GovCloud (US-West) Version 3.01.0 and higher

Aurora machine learning with Aurora PostgreSQL

Aurora MySQL version 2
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher
Version 2.07 and higher

Version 2.07 and higher

Aurora machine learning with Amazon SageMaker Al is supported for Aurora PostgreSQL in the
Amazon Web Services Regions listed in the table. In addition to having your version of Aurora

PostgreSQL available, the Amazon Web Services Region must also support the service that you

want to use. For a list of Amazon Web Services Regions where Amazon SageMaker Al is available,

see Amazon SageMaker Al endpoints and quotas in the Amazon Web Services General Reference.

The following Regions and engine versions are available for Aurora machine learning with Aurora

PostgreSQL.
Region Aurora Aurora Aurora Aurora Aurora Aurora
PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ
L16 L15 L14 L13 L12 L11
US East (N.  Version Version Version Version Version Version
Virginia) 16.1 and 15.2 and 14.3 and 13.3 and 12.4 and 11.9,11.12
higher higher higher higher higher and higher
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Region

US East
(Ohio)

us
West (N.
California)

US West
(Oregon)

Africa
(Cape
Town)

Asia Pacific
(Hong
Kong)

Asia Pacific
(Hyderaba
d)

Asia Pacific
(Jakarta)

Asia Pacific
(Malaysia)

Asia Pacific
(Melbourn
e)

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Not
available

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Not
available

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Not
available

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Not
available

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Aurora
PostgreSQ
L12

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Not
available

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Aurora
PostgreSQ
L11

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Not
available

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Aurora machine learning

69



Amazon Aurora

User Guide for Aurora

Region

Asia Pacific
(Mumbai)

Asia Pacific
(Osaka)

Asia Pacific
(Seoul)

Asia Pacific
(Singapor
e)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Canada
(Central)

Canada
West

(Calgary)

China
(Beijing)

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Aurora
PostgreSQ
L12

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Aurora
PostgreSQ
L11

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher
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Region

China
(Ningxia)

Europe
(Frankfurt)

Europe
(Ireland)

Europe
(London)

Europe
(Milan)

Europe
(Paris)

Europe
(Spain)

Europe
(Stockhol
m)

Europe
(Zurich)

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Not
available

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Not
available

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Not
available

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Not
available

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Aurora
PostgreSQ
L12

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Not
available

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Aurora
PostgreSQ
L11

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Not
available

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher
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Region

Israel (Tel
Aviv)

Middle
East
(Bahrain)

Middle
East (UAE)

South
America

(Sao Paulo)

Amazon
GovCloud
(US-East)

Amazon
GovCloud
(US-West)

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Version
13.3 and
higher

Aurora
PostgreSQ
L12

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Version
12.4 and
higher

Aurora
PostgreSQ
L11

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Version
11.9,11.12
and higher

Supported Regions and Aurora DB engines for Performance Insights

/A Important

Amazon has announced the end-of-life date for Performance Insights: November 30, 2025.
After this date, Amazon RDS will no longer support the Performance Insights console

experience, flexible retention periods (1-24 months), and their associated pricing. The

Performance Insights API will continue to exist with no pricing changes. Costs for the

Performance Insights
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Performance Insights API will appear in your Amazon bill with the cost of CloudWatch
Database Insights.

We recommend that you upgrade any DB clusters using the paid tier of Performance
Insights to the Advanced mode of Database Insights before November 30, 2025. For
information about upgrading to the Advanced mode of Database Insights, see Turning on
the Advanced mode of Database Insights for Amazon Aurora.

If you take no action, DB clusters using Performance Insights will default to using the
Standard mode of Database Insights. With Standard mode of Database Insights, you
might lose access to performance data history beyond 7 days and might not be able to
use execution plans and on-demand analysis features in the Amazon RDS console. After
November 30, 2025, only the Advanced mode of Database Insights will support execution
plans and on-demand analysis.

With CloudWatch Database Insights, you can monitor database load for your fleet of
databases and analyze and troubleshoot performance at scale. For more information about
Database Insights, see Monitoring Amazon Aurora databases with CloudWatch Database

Insights. For pricing information, see Amazon CloudWatch Pricing.

Performance Insights expands on existing Amazon RDS monitoring features to illustrate and
help you analyze your database performance. With the Performance Insights dashboard, you can
visualize the database load on your Amazon RDS DB instance load and filter the load by waits,
SQL statements, hosts, or users. For more information, see Overview of Performance Insights on

Amazon Aurora.

For the region, DB engine, and instance class support information for Performance Insights
features, see Amazon Aurora DB engine, Region, and instance class support for Performance

Insights features.

Topics

» Performance Insights with Aurora MySQL

» Performance Insights with Aurora PostgreSQL

» Performance Insights with Aurora Serverless
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Performance Insights with Aurora MySQL

(@ Note

Engine version support is different for Performance Insights with Aurora MySQL if you have

parallel query turned on. For more information on parallel query, see Parallel query for

Amazon Aurora MySQL.

Topics

« Performance Insights with Aurora MySQL and parallel query turned off

» Performance Insights with Aurora MySQL and parallel query turned on

Performance Insights with Aurora MySQL and parallel query turned off

The following Regions and engine versions are available for Performance Insights with Aurora

MySQL and parallel query turned off.

Region

US East (N. Virginia)

US East (Ohio)

US West (N. California)
US West (Oregon)

Africa (Cape Town)

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)
Asia Pacific (Malaysia)

Asia Pacific (Melbourne)

Aurora MySQL version 3

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

Aurora MySQL version 2

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions
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Region
Asia Pacific (Mumbai)
Asia Pacific (Osaka)

Asia Pacific (Seoul)

Asia Pacific (Singapore)

Asia Pacific (Sydney)
Asia Pacific (Tokyo)

Canada (Central)

Canada West (Calgary)

China (Beijing)
China (Ningxia)
Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Milan)
Europe (Paris)
Europe (Spain)
Europe (Stockholm)
Europe (Zurich)
Israel (Tel Aviv)

Middle East (Bahrain)

Aurora MySQL version 3

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

Aurora MySQL version 2

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions

All versions
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Region

Middle East (UAE)

South America (Sao Paulo)
Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

Aurora MySQL version 3
All versions
All versions
All versions

All versions

Aurora MySQL version 2
All versions
All versions
All versions

All versions

Performance Insights with Aurora MySQL and parallel query turned on

The following Regions and engine versions are available for Performance Insights with Aurora

MySQL and parallel query turned on.

Region

US East (N. Virginia)

US East (Ohio)

US West (N. California)
US West (Oregon)
Africa (Cape Town)

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)
Asia Pacific (Malaysia)
Asia Pacific (Melbourne)
Asia Pacific (Mumbai)

Asia Pacific (Osaka)

Aurora MySQL version 3
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available

Not available

Aurora MySQL version 2
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
All versions

Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher

Version 2.09.0 and higher
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Region

Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Canada West (Calgary)
China (Beijing)

China (Ningxia)
Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe (Stockholm)
Europe (Zurich)

Israel (Tel Aviv)
Middle East (Bahrain)
Middle East (UAE)

South America (Sao Paulo)

Aurora MySQL version 3
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available
Not available

Not available

Aurora MySQL version 2
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher
Version 2.09.0 and higher

Version 2.09.0 and higher
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Region

Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

Aurora MySQL version 3

Not available

Not available

Performance Insights with Aurora PostgreSQL

Aurora MySQL version 2

Version 2.09.0 and higher

Version 2.09.0 and higher

The following Regions and engine versions are available for Performance Insights with Aurora

PostgreSQL.

Region

us
East (N.
Virginia)

US East
(Ohio)

us

West (N.
Californi
a)

US West
(Oregon)

Africa
(Cape
Town)

Asia

Pacific
(Hong
Kong)

Aurora
PostgreSQ
L16

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L15

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L14

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L13

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L12

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L11

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora
PostgreSQ
L10

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions
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Region Aurora Aurora Aurora Aurora Aurora Aurora Aurora
PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ
L16 L 15 L14 L13 L12 L11 L10

Asia All All All All All All All

Pacific versions versions versions versions versions versions versions

(Hyderaba

d)

Asia All All All All All All All

Pacific versions versions versions versions versions versions versions

(Jakarta)

Asia All All All All All All All

Pacific versions versions versions versions versions versions versions

(Malaysia

)

Asia All All All All All All All

Pacific versions versions versions versions versions versions versions

(Melbourn

e)

Asia All All All All All All All

Pacific versions versions versions versions versions versions versions

(Mumbai)

Asia All All All All All All All

Pacific versions versions versions versions versions versions versions

(Osaka)

Asia All All All All All All All

Pacific versions versions versions versions versions versions versions

(Seoul)
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Region

Asia
Pacific

(Singapor

e)

Asia
Pacific
(Sydney)

Asia
Pacific
(Tokyo)

Canada
(Central)

Canada
West

(Calgary)
China
(Beijing)
China
(Ningxia)

Europe
(Frankfur
t)

Europe
(Ireland)

Europe
(London)

Aurora

PostgreSQ

L16

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L15

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L14

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L13

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L12

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

Aurora

PostgreSQ PostgreSQ

L11

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

L10

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions
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Region

Europe
(Milan)

Europe
(Paris)

Europe
(Spain)

Europe
(Stockhol
m)

Europe
(Zurich)

Israel
(Tel Aviv)

Middle
East
(Bahrain)

Middle
East
(UAE)

South
America
(Sao
Paulo)

Amazon
GovCloud
(US-East)

Aurora

PostgreSQ

L16

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L15

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L14

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L13

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L12

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L11

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

Aurora

PostgreSQ

L10

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions

All
versions
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Region Aurora Aurora Aurora Aurora Aurora Aurora Aurora
PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ
L16 L15 L14 L13 L12 L11 L10

Amazon All All All All All All All

GovCloud versions versions versions versions versions versions versions

(US-

West)

Performance Insights with Aurora Serverless

Aurora Serverless v2 supports Performance Insights for all MySQL-compatible and PostgreSQL-
compatible versions. We recommend that you set the minimum capacity to at least 2 Aurora
capacity units (ACUs).

Aurora Serverless v1 doesn't support Performance Insights.
Supported Regions and Aurora DB engines for zero-ETL integrations

Amazon Aurora zero-ETL integrations is a fully managed solution for making transactional data
available in Amazon Redshift or Amazon SageMaker after it's written to an Aurora cluster. For more
information, see Zero-ETL integrations.

Topics

o Aurora MySQL zero-ETL integrations

o Aurora PostgreSQL zero-ETL integrations

Aurora MySQL zero-ETL integrations

The following Regions and engine versions are available for Aurora MySQL zero-ETL integrations
with Amazon Redshift and Amazon SageMaker.

Region Zero-ETL integration with Zero-ETL integration with
Amazon Redshift for Aurora Amazon SageMaker for
MySQL version 3 Aurora MySQL version 3

US East (N. Virginia) Version 3.05.2 and higher Version 3.05.2 and higher
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Region

US East (Ohio)

US West (N. California)
US West (Oregon)
Africa (Cape Town)

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)
Asia Pacific (Malaysia)
Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)

Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Canada West (Calgary)
China (Beijing)

China (Ningxia)

Zero-ETL integration with
Amazon Redshift for Aurora

MySQL version 3

Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Not available

Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher

Version 3.05.2 and higher

Zero-ETL integration with

Amazon SageMaker for
Aurora MySQL version 3

Version 3.05.2 and higher
Not available
Version 3.05.2 and higher
Not available
Version 3.05.2 and higher
Not available
Not available
Not available
Not available
Not available
Not available
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Not available
Not available

Not available
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Region Zero-ETL integration with

Amazon Redshift for Aurora

Zero-ETL integration with
Amazon SageMaker for

Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Milan)
Europe (Paris)
Europe (Spain)
Europe (Stockholm)
Europe (Zurich)
Israel (Tel Aviv)
Middle East (Bahrain)
Middle East (UAE)

South America (Sao Paulo)

Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

MySQL version 3

Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Not available

Not available

Aurora MySQL version 3
Version 3.05.2 and higher
Version 3.05.2 and higher
Version 3.05.2 and higher
Not available
Not available
Not available
Version 3.05.2 and higher
Not available
Not available
Not available
Not available
Version 3.05.2 and higher
Not available

Not available

Aurora PostgreSQL zero-ETL integrations
The following Regions and engine versions are available for Aurora PostgreSQL zero-ETL

integrations with Amazon Redshift.

Region Aurora PostgreSQL 16

US East (Ohio) Version 16.4 and higher
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Region

US East (N. Virginia)

US West (N. California)
US West (Oregon)
Africa (Cape Town)

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)
Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)

Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Canada West (Calgary)
China (Beijing)

China (Ningxia)

Europe (Frankfurt)

Europe (Ireland)

Aurora PostgreSQL 16
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher

Version 16.4 and higher

Zero-ETL integrations

85



Amazon Aurora

User Guide for Aurora

Region

Europe (London)

Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe (Stockholm)
Europe (Zurich)

Israel (Tel Aviv)

Middle East (Bahrain)
Middle East (UAE)

South America (Sao Paulo)
Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

Aurora PostgreSQL 16

Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Version 16.4 and higher
Not available

Not available

Supported Regions and Aurora DB engines for Amazon RDS Proxy

Amazon RDS Proxy is a fully managed, highly available database proxy that makes applications
more scalable by pooling and sharing established database connections. For more information

about RDS Proxy, see Amazon RDS Proxy for Aurora.

Topics

« Amazon RDS Proxy with Aurora MySQL

« Amazon RDS Proxy with Aurora PostgreSQL

Amazon RDS Proxy with Aurora MySQL

The following Regions and engine versions are available for RDS Proxy with Aurora MySQL.

RDS Proxy
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Region

US East (N. Virginia)

US East (Ohio)

US West (N. California)

US West (Oregon)

Africa (Cape Town)

Asia Pacific (Hong Kong)

Asia Pacific (Hyderabad)

Asia Pacific (Jakarta)

Asia Pacific (Malaysia)

Asia Pacific (Melbourne)

Asia Pacific (Mumbai)

Asia Pacific (Osaka)

Aurora MySQL version 3

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Aurora MySQL version 2

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher
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Region

Asia Pacific (Seoul)

Asia Pacific (Singapore)

Asia Pacific (Sydney)

Asia Pacific (Thailand)

Asia Pacific (Tokyo)

Canada (Central)

Canada West (Calgary)

China (Beijing)

China (Ningxia)

Europe (Frankfurt)

Europe (Ireland)

Europe (London)

Europe (Milan)

Aurora MySQL version 3

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Aurora MySQL version 2

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher
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Region

Europe (Paris)

Europe (Spain)

Europe (Stockholm)

Europe (Zurich)

Israel (Tel Aviv)

Middle East (Bahrain)

Middle East (UAE)

Mexico (Central)

South America (Sao Paulo)

Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

Aurora MySQL version 3

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Version 3.01.0 and higher

Aurora MySQL version 2

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Version 2.07 and version 2.11
and higher

Amazon RDS Proxy with Aurora PostgreSQL

The following Regions and engine versions are available for RDS Proxy with Aurora PostgreSQL.
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Region

us
East (N.
Virginia)

US East
(Ohio)

us

West (N.
Californi
a)

US West
(Oregon)

Africa
(Cape
Town)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
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Region

Asia

Pacific
(Hong
Kong)

Asia
Pacific
(Hyderaba
d)

Asia
Pacific
(Jakarta)

Asia
Pacific
(Malaysia
)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher
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Region Aurora
PostgreSQ
L17

Asia Version

Pacific 17.4 and

(Melbourn higher
e)

Asia Version
Pacific 17.4 and
(Mumbai) higher

Asia Version
Pacific 17.4 and
(Osaka) higher

Asia Version
Pacific 17.4 and
(Seoul) higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher
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Region

Asia
Pacific
(Singapor
e)

Asia
Pacific
(Sydney)

Asia
Pacific
(Thailand
)

Asia
Pacific
(Tokyo)

Aurora

PostgreSQ

L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora

PostgreSQ

L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora

PostgreSQ

L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora

PostgreSQ

L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora

PostgreSQ

L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora

PostgreSQ

L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora

PostgreSQ

L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher
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Region

Canada
(Central)

Canada
West
(Calgary)

China
(Beijing)

China
(Ningxia)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

RDS Proxy

94



Amazon Aurora

User Guide for Aurora

Region

Europe
(Frankfur
t)

Europe
(Ireland)

Europe
(London)

Europe
(Milan)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

RDS Proxy
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Region

Europe
(Paris)

Europe
(Spain)

Europe
(Stockhol
m)

Europe
(Zurich)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

RDS Proxy
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Region

Israel
(Tel Aviv)

Middle
East
(Bahrain)

Middle
East
(UAE)

Mexico
(Central)

Aurora
PostgreSQ
L17

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Version
17.4 and
higher

Aurora
PostgreSQ
L16

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Version
16.1 and
higher

Aurora
PostgreSQ
L15

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Version
15.2 and
higher

Aurora
PostgreSQ
L14

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Version
14.3 and
higher

Aurora
PostgreSQ
L13

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Version
13.4 and
higher

Aurora
PostgreSQ
L12

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Version
12.8 and
higher

Aurora
PostgreSQ
L11

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

Version
11.9 and
version
11.13
and
higher

RDS Proxy
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Region Aurora Aurora Aurora Aurora Aurora Aurora Aurora
PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ PostgreSQ
L17 L16 L15 L14 L13 L12 L11
South Version Version Version Version Version Version Version
America 174and 16.1and 15.2and 14.3 and 134and 12.8and 11.9and
(Sao higher higher higher higher higher higher version
Paulo) 11.13
and
higher
Amazon Version Version Version Version Version Version Version

GovCloud 174and 16.1and 152and 14.3and 134and 128and 11.9and

(US-East)  higher higher higher higher higher higher version
11.13
and
higher

Amazon Version Version Version Version Version Version Version
GovCloud 17.4and 16.1and 15.2and 14.3and 134and 128and 11.9and
(US- higher higher higher higher higher higher version
West) 11.13
and
higher

Supported Regions and Aurora DB engines for Secrets Manager
integration

With Amazon Secrets Manager, you can replace hard-coded credentials in your code, including
database passwords, with an API call to Secrets Manager to retrieve the secret programmatically.
For more information about Secrets Manager, see Amazon Secrets Manager User Guide.

You can specify that Amazon Aurora manages the master user password in Secrets Manager for
an Aurora DB cluster. Aurora generates the password, stores it in Secrets Manager, and rotates it
regularly. For more information, see Password management with Amazon Aurora and Amazon
Secrets Manager.
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Secrets Manager integration is available in all Amazon Web Services Regions.

Supported Regions and Aurora DB engines for Aurora Serverless v2

Aurora Serverless v2 is an on-demand, auto-scaling feature designed to be a cost-effective
approach to running intermittent or unpredictable workloads on Amazon Aurora. It automatically
scales capacity up or down as needed by your applications. The scaling is faster and more granular
than with Aurora Serverless v1. With Aurora Serverless v2, each cluster can contain a writer DB
instance and multiple reader DB instances. You can combine Aurora Serverless v2 and traditional
provisioned DB instances within the same cluster. For more information, see Using Aurora
Serverless v2.

Topics

« Aurora Serverless v2 with Aurora MySQL

» Aurora Serverless v2 with Aurora PostgreSQL

Aurora Serverless v2 with Aurora MySQL

The following Regions and engine versions are available for Aurora Serverless v2 with Aurora
MySQL.

Region Aurora MySQL version 3
US East (N. Virginia) Version 3.02.0 and higher
US East (Ohio) Version 3.02.0 and higher
US West (N. California) Version 3.02.0 and higher
US West (Oregon) Version 3.02.0 and higher
Africa (Cape Town) Version 3.02.0 and higher
Asia Pacific (Hong Kong) Version 3.02.0 and higher
Asia Pacific (Hyderabad) Version 3.02.3 and higher
Asia Pacific (Jakarta) Version 3.02.0 and higher
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Region

Asia Pacific (Malaysia)

Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Canada West (Calgary)
China (Beijing)

China (Ningxia)

Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe (Stockholm)

Europe (Zurich)

Aurora MySQL version 3

Versions 3.04.3, 3.05.2, 3.06.1, 3.07.1, and

higher

Version 3.02.3 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher

Version 3.02.0 and higher

Versions 3.04.0 and higher

Version 3.02.2 and higher
Version 3.02.2 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher
Version 3.02.0 and higher
Version 3.02.3 and higher
Version 3.02.0 and higher

Version 3.02.3 and higher

Aurora Serverless v2
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Region

Israel (Tel Aviv)

Middle East (Bahrain)

Middle East (UAE)

South America (Sao Paulo)

Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

Aurora MySQL version 3

Versions 3.02.3 and higher, 3.03.1 and higher

Version 3.02.0 and higher

Version 3.02.3 and higher

Version 3.02.0 and higher

Version 3.02.2 and higher

Version 3.02.2 and higher

The upper and lower ACU limits for Aurora Serverless v2 capacity might vary depending on your

engine version. For details, see Aurora Serverless v2 capacity.

Aurora Serverless v2 with Aurora PostgreSQL

The following Regions and engine versions are available for Aurora Serverless v2 with Aurora

PostgreSQL.

Region

US East (N.
Virginia)

US East (Ohio)

US West (N.
California)

US West
(Oregon)

Africa (Cape
Town)

Aurora
PostgreSQL 16

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Aurora
PostgreSQL 15

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Aurora
PostgreSQL 14

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Aurora
PostgreSQL 13

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher
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Region

Asia Pacific
(Hong Kong)

Asia Pacific
(Hyderabad)

Asia Pacific
(Jakarta)

Asia Pacific
(Malaysia)

Asia Pacific
(Melbourne)

Asia Pacific
(Mumbai)

Asia Pacific
(Osaka)

Asia Pacific
(Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Asia Pacific
(Tokyo)

Canada (Central)

Aurora
PostgreSQL 16

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Aurora
PostgreSQL 15

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.4 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Aurora
PostgreSQL 14

Version 14.3 and
higher

Version 14.6 and
higher

Version 14.3 and
higher

Version 14.6,
14.9 and higher

Version 14.6 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Aurora
PostgreSQL 13

Version 13.6 and
higher

Version 13.9 and
higher

Version 13.6 and
higher

Version 13.9,
13.12 and
higher

Version 13.9 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher
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Region

Canada West
(Calgary)

China (Beijing)

China (Ningxia)

Europe (Frankfur

t)

Europe (Ireland)

Europe (London)

Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe

(Stockholm)

Europe (Zurich)

Israel (Tel Aviv)

Aurora
PostgreSQL 16

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Aurora
PostgreSQL 15

Version 15.3 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Aurora
PostgreSQL 14

Version 14.6,
14.8 and higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.6 and
higher

Version 14.3 and
higher

Version 14.6 and
higher

Version 14.6 and
higher

Aurora
PostgreSQL 13

Version 13.9,
13.11 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.9 and
higher

Version 13.6 and
higher

Version 13.9 and
higher

Version 13.9 and
higher

Aurora Serverless v2

103



Amazon Aurora

User Guide for Aurora

Region

Middle East
(Bahrain)

Middle East
(UAE)

South America
(Sao Paulo)

Amazon
GovCloud (US-
East)

Amazon
GovCloud (US-
West)

Aurora
PostgreSQL 16

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Aurora
PostgreSQL 15

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Version 15.2 and
higher

Aurora
PostgreSQL 14

Version 14.3 and
higher

Version 14.6 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Version 14.3 and
higher

Aurora
PostgreSQL 13

Version 13.6 and
higher

Version 13.9 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

Version 13.6 and
higher

The upper and lower ACU limits for Aurora Serverless v2 capacity might vary depending on your

engine version. For details, see Aurora Serverless v2 capacity.

Aurora Serverless v1

/A Important

Amazon has announced the end-of-life date for Aurora Serverless v1: March 31st, 2025. We
strongly recommend upgrading any Aurora Serverless v1 DB clusters to Aurora Serverless
v2 before that date. The upgrade can involve a change in the major version number of

the database engine. Thus, it's important to plan, test, and implement this switchover
before the end-of-life date. Starting January 8th, 2025, customers will no longer be able

to create new Aurora Serverless v1 clusters or instances with either the Amazon Web
Services Management Console or the CLI. For information about the migration process, see
Upgrading from an Aurora Serverless v1 cluster to Aurora Serverless v2.

Aurora Serverless v1
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Aurora Serverless v2 scales more quickly and in a more granular way. Aurora Serverless v2
also has more compatibility with other Aurora features such as reader DB instances. You
can learn about Aurora Serverless v2 in Using Aurora Serverless v2.

Aurora Serverless v1 is an on-demand, auto-scaling feature designed to be a cost-effective
approach to running intermittent or unpredictable workloads on Amazon Aurora. It automatically
starts up, shuts down, and scales capacity up or down, as needed by your applications, using a
single DB instance in each cluster. For more information, see Using Amazon Aurora Serverless v1.

Topics

 Aurora Serverless v1 with Aurora MySQL

» Aurora Serverless v1 with Aurora PostgreSQL

Aurora Serverless v1 with Aurora MySQL

The following Regions and engine versions are available for Aurora Serverless v1 with Aurora
MySQL.

Region Aurora MySQL version 3 Aurora MySQL version 2
US East (N. Virginia) Not available Version 2.11.4
US East (Ohio) Not available Version 2.11.4
US West (N. California) Not available Version 2.11.4
US West (Oregon) Not available Version 2.11.4

Africa (Cape Town)

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)

Asia Pacific (Malaysia)

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available
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Region

Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Canada West (Calgary)
China (Beijing)

China (Ningxia)

Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe (Stockholm)
Europe (Zurich)

Israel (Tel Aviv)

Aurora MySQL version 3

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Aurora MySQL version 2

Not available

Version 2.11.4

Not available

Version 2.11.4

Version 2.11.4

Version 2.11.4

Version 2.11.4

Version 2.11.4

Not available

Not available

Version 2.11.4

Version 2.11.4

Version 2.11.4

Version 2.11.4

Not available

Version 2.11.4

Not available

Not available

Not available

Not available

Aurora Serverless v1
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Region
Middle East (Bahrain)

Middle East (UAE)

South America (Sao Paulo)
Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

Aurora MySQL version 3
Not available

Not available

Aurora MySQL version 2
Not available

Not available

Not available Not available

Not available Not available

Not available Not available

Aurora Serverless v1 with Aurora PostgreSQL

The following Regions and engine versions are available for Aurora Serverless v1 with Aurora

PostgreSQL.

Region

US East (N. Virginia)

US East (Ohio)

US West (N. California)
US West (Oregon)
Africa (Cape Town)

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)
Asia Pacific (Malaysia)
Asia Pacific (Melbourne)

Asia Pacific (Mumbai)

Aurora PostgreSQL 13
Version 13.12
Version 13.12
Version 13.12
Version 13.12
Not available
Not available
Not available
Not available
Not available
Not available

Version 13.12
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Region
Asia Pacific (Osaka)

Asia Pacific (Seoul)

Asia Pacific (Singapore)

Asia Pacific (Sydney)
Asia Pacific (Tokyo)

Canada (Central)

Canada West (Calgary)

China (Beijing)
China (Ningxia)
Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Milan)
Europe (Paris)
Europe (Spain)
Europe (Stockholm)
Europe (Zurich)
Israel (Tel Aviv)
Middle East (Bahrain)

Middle East (UAE)

Aurora PostgreSQL 13

Not available

Version 13.12

Version 13.12

Version 13.12

Version 13.12

Version 13.12

Not available

Not available

Not available

Version 13.12

Version 13.12

Version 13.12

Not available

Version 13.12

Not available

Not available

Not available

Not available

Not available

Not available

Aurora Serverless v1
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Region Aurora PostgreSQL 13

South America (Sao Paulo) Not available

Amazon GovCloud (US-East) Not available

Amazon GovCloud (US-West) Not available

Supported Regions and Aurora DB engines for RDS Data API

RDS Data API (Data API) provides a web-services interface to an Amazon Aurora DB cluster. Instead
of managing database connections from client applications, you can run SQL commands against an
HTTPS endpoint. For more information, see Using the Amazon RDS Data API.

Topics

» Data API with Aurora PostgreSQL Serverless v2 and provisioned

» Data API with Aurora MySQL Serverless v2 and provisioned

» Data API with Aurora PostgreSQL Serverless v1

» Data API with Aurora MySQL Serverless v1

Data API with Aurora PostgreSQL Serverless v2 and provisioned

The following Regions and engine versions are available for Data APl with Aurora PostgreSQL
Serverless v2 and provisioned DB clusters.

Region Aurora Aurora Aurora Aurora
PostgreSQL 16 PostgreSQL 15 PostgreSQL 14 PostgreSQL 13

US East (N. Version 16.1 and Version 15.3 and Version 14.8 and Version 13.11

Virginia) higher higher higher and higher

US East (Ohio) Version 16.1 and Version 15.3 and Version 14.8 and Version 13.11
higher higher higher and higher

US West (N. Version 16.1 and Version 15.3 and Version 14.8 and  Version 13.11

California) higher higher higher and higher

RDS Data API
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Region

US West
(Oregon)

Africa (Cape
Town)

Asia Pacific
(Hong Kong)

Asia Pacific
(Hyderabad)

Asia Pacific
(Jakarta)

Asia Pacific
(Malaysia)

Asia Pacific
(Melbourne)

Asia Pacific
(Mumbai)

Asia Pacific
(Osaka)

Asia Pacific
(Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Aurora
PostgreSQL 16

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Not available

Version 16.1 and
higher

Version 16.1 and
higher

Not available

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Aurora
PostgreSQL 15

Version 15.3 and
higher

Version 15.3 and
higher

Version 15.3 and
higher

Not available

Version 15.3 and
higher

Version 15.3 and
higher

Not available

Version 15.3 and
higher

Version 15.3 and
higher

Version 15.3 and
higher

Version 15.3 and
higher

Version 15.3 and
higher

Aurora
PostgreSQL 14

Version 14.8 and
higher

Version 14.8 and
higher

Version 14.8 and
higher

Not available

Version 14.8 and
higher

Version 14.8 and
higher

Not available

Version 14.8 and
higher

Version 14.8 and
higher

Version 14.8 and
higher

Version 14.8 and
higher

Version 14.8 and
higher

Aurora
PostgreSQL 13

Version 13.11
and higher

Version 13.11
and higher

Version 13.11
and higher

Not available

Version 13.11
and higher

Version 13.11
and higher

Not available

Version 13.11
and higher

Version 13.11
and higher

Version 13.11
and higher

Version 13.11
and higher

Version 13.11
and higher

RDS Data API
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Region

Asia Pacific
(Tokyo)

Canada (Central)

Canada West
(Calgary)

China (Beijing)
China (Ningxia)

Europe (Frankfur
t)

Europe (Ireland)

Europe (London)

Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe
(Stockholm)

Europe (Zurich)

Israel (Tel Aviv)

Aurora
PostgreSQL 16

Version 16.1 and
higher

Version 16.1 and
higher

Not available

Not available
Not available

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Not available

Version 16.1 and
higher

Not available

Not available

Aurora
PostgreSQL 15

Version 15.3 and
higher

Version 15.3 and
higher

Not available

Not available
Not available

Version 15.3 and
higher

Version 15.3 and
higher

Version 15.3 and
higher

Version 15.3 and
higher

Version 15.3 and
higher

Not available

Version 15.3 and
higher

Not available

Not available

Aurora
PostgreSQL 14

Version 14.8 and
higher

Version 14.8 and
higher

Not available

Not available
Not available

Version 14.8 and
higher

Version 14.8 and
higher

Version 14.8 and
higher

Version 14.8 and
higher

Version 14.8 and
higher

Not available

Version 14.8 and
higher

Not available

Not available

Aurora
PostgreSQL 13

Version 13.11
and higher

Version 13.11
and higher

Not available

Not available
Not available

Version 13.11
and higher

Version 13.11
and higher

Version 13.11
and higher

Version 13.11
and higher

Version 13.11
and higher

Not available

Version 13.11
and higher

Not available

Not available
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Region

Middle East
(Bahrain)

Middle East
(UAE)

South America
(Sao Paulo)

Amazon
GovCloud (US-
East)

Amazon
GovCloud (US-
West)

Aurora
PostgreSQL 16

Version 16.1 and
higher

Version 16.1 and
higher

Version 16.1 and
higher

Not available

Not available

Aurora
PostgreSQL 15

Version 15.3 and
higher

Version 15.3 and
higher

Version 15.3 and
higher

Not available

Not available

Aurora
PostgreSQL 14

Version 14.8 and
higher

Version 14.8 and
higher

Version 14.8 and
higher

Not available

Not available

Data API with Aurora MySQL Serverless v2 and provisioned

Aurora
PostgreSQL 13

Version 13.11
and higher

Version 13.11
and higher

Version 13.11
and higher

Not available

Not available

The following Regions and engine versions are available for Data API with Aurora MySQL Serverless
v2 and provisioned DB clusters.

Region

US East (Ohio)

US East (N.
Virginia)

US West (N.
California)

Aurora MySQL
version 3

Version 3.07 and
higher

Version 3.07 and
higher

Version 3.07 and
higher
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Region

US West
(Oregon)

Africa (Cape
Town)

Asia Pacific
(Hong Kong)

Asia Pacific
(Hyderabad)

Asia Pacific
(Jakarta)

Asia Pacific
(Malaysia)

Asia Pacific
(Melbourne)

Asia Pacific
(Mumbai)

Asia Pacific
(Osaka)

Asia Pacific
(Seoul)

Asia Pacific
(Singapore)

Asia Pacific
(Sydney)

Aurora MySQL
version 3

Version 3.07 and
higher

Version 3.07 and
higher

Version 3.07 and
higher

Not available

Version 3.07 and
higher

Version 3.07 and
higher

Not available

Version 3.07 and
higher

Version 3.07 and
higher

Version 3.07 and
higher

Version 3.07 and
higher

Version 3.07 and
higher
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Region

Asia Pacific
(Tokyo)

Canada (Central)

Canada West
(Calgary)

China (Beijing)
China (Ningxia)

Europe (Frankfur
t)

Europe (Ireland)

Europe (London)

Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe
(Stockholm)

Europe (Zurich)

Israel (Tel Aviv)

Aurora MySQL
version 3

Version 3.07 and
higher

Version 3.07 and
higher

Not available

Not available
Not available

Version 3.07 and
higher

Version 3.07 and
higher

Version 3.07 and
higher

Version 3.07 and
higher

Version 3.07 and
higher

Not available

Version 3.07 and
higher

Not available

Not available
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Region Aurora MySQL
version 3

Middle East Version 3.07 and

(Bahrain) higher

Middle East Version 3.07 and

(UAE) higher

South America Version 3.07 and

(Sao Paulo) higher

Amazon Not available

GovCloud (US-

East)

Amazon Not available

GovCloud (US-

West)

Data API with Aurora PostgreSQL Serverless v1

The following Regions and engine versions are available for Data APl with Aurora PostgreSQL
Serverless v1.

Region Aurora PostgreSQL 13 Aurora PostgreSQL 11
US East (N. Virginia) Version 13.9 Version 11.18
US East (Ohio) Version 13.9 Version 11.18
US West (N. California) Version 13.9 Version 11.18
US West (Oregon) Version 13.9 Version 11.18
Africa (Cape Town) Not available Not available
Asia Pacific (Hong Kong) Not available Not available
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Region

Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)
Asia Pacific (Malaysia)
Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)

Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)

China (Beijing)

China (Ningxia)

Europe (Frankfurt)
Europe (Ireland)

Europe (London)
Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe (Stockholm)

Aurora PostgreSQL 13
Not available
Not available
Not available
Not available
Version 13.9
Not available
Version 13.9
Version 13.9
Version 13.9
Version 13.9
Version 13.9
Not available
Not available
Version 13.9
Version 13.9
Version 13.9
Not available
Version 13.9
Not available

Not available

Aurora PostgreSQL 11
Not available
Not available
Not available
Not available
Version 11.18
Not available
Version 11.18
Version 11.18
Version 11.18
Version 11.18
Version 11.18
Not available
Not available
Version 11.18
Version 11.18
Version 11.18
Not available
Version 11.18
Not available

Not available
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Region

Europe (Zurich)

Israel (Tel Aviv)

Middle East (Bahrain)
Middle East (UAE)

South America (Sdo Paulo)
Amazon GovCloud (US-East)

Amazon GovCloud (US-West)

Data API with Aurora MySQL Serverless v1

Aurora PostgreSQL 13

Not available

Not available

Not available

Not available

Not available

Not available

Not available

Aurora PostgreSQL 11

Not available

Not available

Not available

Not available

Not available

Not available

Not available

The following Regions and engine versions are available for Data API with Aurora MySQL Serverless

vl.

Region

US East (N. Virginia)

US East (Ohio)

US West (N. California)
US West (Oregon)

Africa (Cape Town)

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)

Asia Pacific (Malaysia)

Aurora MySQL version 2

Version 2.11.3

Version 2.11.3

Version 2.11.3

Version 2.11.3

Not available

Not available

Not available

Not available

Not available
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Region

Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Canada West (Calgary)
China (Beijing)

China (Ningxia)

Europe (Frankfurt)
Europe (Ireland)
Europe (London)
Europe (Milan)

Europe (Paris)

Europe (Spain)

Europe (Stockholm)
Europe (Zurich)

Israel (Tel Aviv)

Aurora MySQL version 2

Not available

Version 2.11.3

Not available

Version 2.11.3

Version 2.11.3

Version 2.11.3

Version 2.11.3

Version 2.11.3

Not available

Not available

Version 2.11.3

Version 2.11.3

Version 2.11.3

Version 2.11.3

Not available

Version 2.11.3

Not available

Not available

Not available

Not available
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Region Aurora MySQL version 2
Middle East (Bahrain) Not available
Middle East (UAE) Not available
South America (Sao Paulo) Not available
Amazon GovCloud (US-East) Not available
Amazon GovCloud (US-West) Not available

Supported Regions and Aurora DB engines for zero-downtime patching
(ZDP)

Performing upgrades for Aurora DB clusters involves the possibility of an outage when the
database is shut down and while it's being upgraded. By default, if you start the upgrade while the
database is busy, you lose all the connections and transactions that the DB cluster is processing. If
you wait until the database is idle to perform the upgrade, you might have to wait a long time.

The zero-downtime patching (ZDP) feature attempts, on a best-effort basis, to preserve client
connections through an Aurora upgrade. If ZDP completes successfully, application sessions are
preserved and the database engine restarts while the upgrade is in progress. The database engine
restart can cause a drop in throughput lasting for a few seconds to approximately one minute.

For detailed information on the conditions and engine versions where ZDP is available for Aurora
MySQL upgrades, see Using zero-downtime patching.

For detailed information on the conditions and engine versions where ZDP is available for Aurora
PostgreSQL upgrades, see Minor release upgrades and zero-downtime patching.

Supported Regions and DB engines for Aurora engine-native features

Aurora database engines also support additional features and functionality specifically for Aurora.
Some engine-native features might have limited support or restricted privileges for a particular
Aurora DB engine, version, or Region.

Topics

» Engine-native features for Aurora MySQL
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» Engine-native features for Aurora PostgreSQL

Engine-native features for Aurora MySQL

Following are the engine-native features for Aurora MySQL.

Advanced Auditing

Backtrack

Fault injection queries

In-cluster write forwarding

Parallel query

Engine-native features for Aurora PostgreSQL

Following are the engine-native features for Aurora PostgreSQL.

« Babelfish

« Fault injection queries

« Query plan management

Amazon Aurora endpoint connections

Amazon Aurora typically involves a cluster of DB instances instead of a single instance. Each
connection is handled by a specific DB instance. When you connect to an Aurora cluster, the host
name and port that you specify point to an intermediate handler called an endpoint. Aurora uses
the endpoint mechanism to abstract these connections. Thus, you don't have to hardcode all
the hostnames or write your own logic for balancing and rerouting connections when some DB
instances aren't available.

For certain Aurora tasks, different instances or groups of instances perform different roles. For
example, the primary instance handles all data definition language (DDL) and data manipulation
language (DML) statements. Up to 15 Aurora Replicas handle read-only query traffic.

Topics

« Types of Aurora endpoints
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« Viewing the endpoints for an Aurora cluster

« How Aurora endpoints work with high availability

o Cluster endpoints for Amazon Aurora

« Reader endpoints for Amazon Aurora

 Instance endpoints for Amazon Aurora

» Custom endpoints for Amazon Aurora

Types of Aurora endpoints

Using endpoints, you can map each connection to the appropriate instance or group of instances
based on your use case. For example, to perform DDL statements you can connect to whichever
instance is the primary instance. To perform queries, you can connect to the reader endpoint, with
Aurora automatically performing connection-balancing among all the Aurora Replicas. For clusters
with DB instances of different capacities or configurations, you can connect to custom endpoints
associated with different subsets of DB instances. For diagnosis or tuning, you can connect to a
specific instance endpoint to examine details about a specific DB instance.

An endpoint is represented as an Aurora-specific URL that contains a host address and a port. The
following types of endpoints are available from an Aurora DB cluster.

Cluster endpoint

Connect to the primary instance of your cluster to develop and test applications, and perform
transformations like INSERT statements and DDL, DML, and ETL operations. Find the cluster
endpoint location by using the Amazon Web Services Management Console, Amazon CLI, or
Amazon RDS API, as described in Viewing the endpoints for an Aurora cluster.

For more information about cluster endpoints, see Cluster endpoints for Amazon Aurora.

Reader endpoint

Perform queries. Aurora automatically performs connection-balancing among all the Aurora
Replicas. Find the reader endpoint location by using the Amazon Web Services Management
Console, Amazon CLI, or Amazon RDS API, as described in Viewing the endpoints for an Aurora

cluster.

For more information about reader endpoints, see Reader endpoints for Amazon Aurora.
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Instance endpoint

Examine details about a specific DB instance for diagnosis or tuning. You can find the instance
endpoint location for each of your instances in the Amazon Web Services Management Console
only, on the instance detail page for your instance.

For more information about instance endpoints, see Instance endpoints for Amazon Aurora.

Custom endpoint

Connect to different subsets of DB instances on the DB cluster. This is useful when you have
different instance capacities and configurations within your DB cluster. Find the custom
endpoint locations by using the Amazon Web Services Management Console, Amazon CLI, or
Amazon RDS API, as described in Viewing the endpoints for an Aurora cluster.

For more information about custom endpoints, see Custom endpoints for Amazon Aurora.

Aurora Global Database writer endpoint

Aurora Global Database has a special kind of endpoint that serves the same purpose as the
cluster endpoint of a standalone Aurora cluster. It handles both write and read requests. When
a secondary cluster becomes the new primary cluster due to a switchover or failover, Aurora
automatically switches this endpoint to point to the cluster endpoint of the new primary
cluster, in the other Amazon Web Services Region. That way, you don't have to encode the
Amazon Region into the connection string for your application, and you don't have to change
the connection string when the layout of the global database changes. Aurora creates this
endpoint when you set up an Aurora Global Database, for example by choosing Add Region for
an Aurora cluster in the Amazon Web Services Management Console.

For information on how you can use this type of endpoint with Aurora Global Database, see
Connecting to Amazon Aurora Global Database.

Viewing the endpoints for an Aurora cluster

While you can only find the instance endpoint location on the instance detail page in the Amazon
Web Services Management Console, you can use the console, Amazon CLI, or Amazon RDS API to
find the locations of cluster, reader, and custom endpoints.
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Console

In the Amazon Web Services Management Console, find the cluster endpoint, the reader
endpoint, and any custom endpoints in the instance details page for your cluster. You see
the instance endpoint in the detail page for each instance. When you connect, append the
associated port number, following a colon, to the endpoint name shown on the detail page.

Amazon CLI

With the Amazon CLI, you find the writer, reader, and any custom endpoints in the output of
the describe-db-clusters command. For example, the following command shows the endpoint
attributes for all clusters in your current Amazon Region.

aws rds describe-db-clusters --query '*[].
{Endpoint:Endpoint, ReaderEndpoint:ReaderEndpoint, CustomEndpoints:CustomEndpoints}"'

Amazon RDS API

With the Amazon RDS API, you retrieve the endpoints by calling the
DescribeDBClusterEndpoints operation.

How Aurora endpoints work with high availability

For clusters where high availability is important, use the cluster endpoint for read/write or general-
purpose connections and the reader endpoint for read-only connections. The writer and reader
endpoints manage DB instance failover better than instance endpoints do. Unlike the instance
endpoints, the writer and reader endpoints automatically change which DB instance they connect
to if a DB instance in your cluster becomes unavailable. For more information about cluster and
reader endpoints, see Cluster endpoints for Amazon Aurora and Reader endpoints for Amazon

Aurora.

If the primary DB instance of a DB cluster fails, Aurora automatically fails over to a new primary DB
instance. It does so by either promoting an existing Aurora Replica to a new primary DB instance
or creating a new primary DB instance. If a failover occurs, you can use the cluster endpoint to
reconnect to the newly promoted or created primary DB instance, or use the reader endpoint to
reconnect to one of the Aurora Replicas in the DB cluster. During a failover, the reader endpoint
might direct connections to the new primary DB instance of a DB cluster for a short time after an
Aurora Replica is promoted to the new primary DB instance.
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If you design your own application logic to manage connections to instance endpoints, you can
manually or programmatically discover the resulting set of available DB instances in the DB cluster.
Use the describe-db-clusters Amazon CLI command or DescribeDBClusters RDS API operation to
find the DB cluster and reader endpoints, DB instances, whether DB instances are readers, and
their promotion tiers. You can then confirm their instance classes after failover and connect to an

appropriate instance endpoint.

For more information about failovers, see Fault tolerance for an Aurora DB cluster.

For more information about high availability in Amazon Aurora, see High availability for Amazon

Aurora.

Cluster endpoints for Amazon Aurora

A cluster endpoint (or writer endpoint) for an Aurora DB cluster connects to the current primary DB
instance for that DB cluster. This endpoint is the only one that can perform write operations such
as DDL statements. Because of this, the cluster endpoint is the one that you connect to when you
first set up a cluster or when your cluster only contains a single DB instance.

Each Aurora DB cluster has one cluster endpoint and one primary DB instance.

You use the cluster endpoint for all write operations on the DB cluster, including inserts, updates,
deletes, and DDL changes. You can also use the cluster endpoint for read operations, such as
queries.

The cluster endpoint provides failover support for read/write connections to the DB cluster. If the

current primary DB instance of a DB cluster fails, Aurora automatically fails over to a new primary

DB instance. During a failover, the DB cluster continues to serve connection requests to the cluster
endpoint from the new primary DB instance, with minimal interruption of service.

The following example illustrates a cluster endpoint for an Aurora MySQL DB cluster.

mydbcluster.cluster-c7tj4example.us-east-1.rds.amazonaws.com:3306

Each Aurora cluster has a single built-in cluster endpoint, whose name and other attributes are
managed by Aurora. You can't create, delete, or modify this kind of endpoint.

You use the cluster endpoint when you administer your cluster, perform extract, transform, load
(ETL) operations, or develop and test applications. The cluster endpoint connects to the primary
instance of the cluster. The primary instance is the only DB instance where you can create tables
and indexes, run INSERT statements, and perform other DDL and DML operations.
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The physical IP address pointed to by the cluster endpoint changes when the failover mechanism
promotes a new DB instance to be the read/write primary instance for the cluster. If you use any
form of connection pooling or other multiplexing, be prepared to flush or reduce the time-to-
live for any cached DNS information. Doing so ensures that you don't try to establish a read/write
connection to a DB instance that became unavailable or is now read-only after a failover.

Reader endpoints for Amazon Aurora

A reader endpoint for an Aurora DB cluster provides connection-balancing support for read-only
connections to the DB cluster. Use the reader endpoint for read operations, such as queries. By
processing those statements on the read-only Aurora Replicas, this endpoint reduces the overhead
on the primary instance. It also helps the cluster to scale the capacity to handle simultaneous
SELECT queries, proportional to the number of Aurora Replicas in the cluster. Each Aurora DB
cluster has one reader endpoint.

If the cluster contains one or more Aurora Replicas, the reader endpoint balances each connection
request among the Aurora Replicas. In that case, you can only perform read-only statements

such as SELECT in that session. If the cluster only contains a primary instance and no Aurora
Replicas, the reader endpoint connects to the primary instance. In that case, you can perform write
operations through the endpoint.

The following example illustrates a reader endpoint for an Aurora MySQL DB cluster.

mydbcluster.cluster-ro-c7tj4example.us-east-1.rds.amazonaws.com: 3306

You use the reader endpoint for read-only connections for your Aurora cluster. This endpoint uses
a connection-balancing mechanism to help your cluster handle a query-intensive workload. The
reader endpoint is the endpoint that you supply to applications that do reporting or other read-
only operations on the cluster.

The reader endpoint balances connections to available Aurora Replicas in an Aurora DB cluster.
It doesn't balance individual queries. If you want to balance each query to distribute the read
workload for a DB cluster, open a new connection to the reader endpoint for each query.

Each Aurora cluster has a single built-in reader endpoint, whose name and other attributes are
managed by Aurora. You can't create, delete, or modify this kind of endpoint.

If your cluster contains only a primary target (instance or DB shard group) and no Aurora Replicas,
the reader endpoint connects to the primary instance. In that case, you can perform write
operations through this endpoint.
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® Tip
Through RDS Proxy, you can create additional read-only endpoints for an Aurora cluster.
These endpoints perform the same kind of connection-balancing as the Aurora reader
endpoint. Applications can reconnect more quickly to the proxy endpoints than the Aurora
reader endpoint if reader instances become unavailable. The proxy endpoints can also take
advantage of other proxy features such as multiplexing. For more information, see Using
reader endpoints with Aurora clusters.

Instance endpoints for Amazon Aurora

An instance endpoint connects to a specific DB instance within an Aurora cluster. Each DB instance
in a DB cluster has its own unique instance endpoint. So there is one instance endpoint for the
current primary DB instance of the DB cluster, and there is one instance endpoint for each of the
Aurora Replicas in the DB cluster.

The instance endpoint provides direct control over connections to the DB cluster, for scenarios
where using the cluster endpoint or reader endpoint might not be appropriate. For example,
your client application might require more fine-grained connection balancing based on workload
type. In this case, you can configure multiple clients to connect to different Aurora Replicas in a
DB cluster to distribute read workloads. For an example that uses instance endpoints to improve
connection speed after a failover for Aurora PostgreSQL, see Fast failover with Amazon Aurora

PostgreSQL. For an example that uses instance endpoints to improve connection speed after a
failover for Aurora MySQL, see MariaDB Connector/J failover support - case Amazon Aurora.

The following example illustrates an instance endpoint for a DB instance in an Aurora MySQL DB
cluster.

mydbinstance.c7tj4example.us-east-1.rds.amazonaws.com:3306

Each DB instance in an Aurora cluster has its own built-in instance endpoint, whose name and
other attributes are managed by Aurora. You can't create, delete, or modify this kind of endpoint.
You might be familiar with instance endpoints if you use Amazon RDS. However, with Aurora you
typically use the writer and reader endpoints more often than the instance endpoints.

In day-to-day Aurora operations, the main way that you use instance endpoints is to diagnose
capacity or performance issues that affect one specific instance in an Aurora cluster. While
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connected to a specific instance, you can examine its status variables, metrics, and so on. Doing this
can help you determine what's happening for that instance that's different from what's happening
for other instances in the cluster.

In advanced use cases, you might configure some DB instances differently than others. In this case,
use the instance endpoint to connect directly to an instance that is smaller, larger, or otherwise
has different characteristics than the others. Also, set up failover priority so that this special DB
instance is the last choice to take over as the primary instance. We recommend that you use
custom endpoints instead of the instance endpoint in such cases. Doing so simplifies connection
management and high availability as you add more DB instances to your cluster.

Custom endpoints for Amazon Aurora

A custom endpoint for an Aurora cluster represents a set of DB instances that you choose. When
you connect to the endpoint, Aurora performs connection balancing and chooses one of the
instances in the group to handle the connection. You define which instances this endpoint refers to,
and you decide what purpose the endpoint serves.

An Aurora DB cluster has no custom endpoints until you create one. You can create up to five
custom endpoints for each provisioned Aurora cluster or Aurora Serverless v2 cluster. You can't use
custom endpoints for Aurora Serverless v1 clusters.

The custom endpoint provides balanced database connections based on criteria other than the
read-only or read/write capability of the DB instances. For example, you might define a custom
endpoint to connect to instances that use a particular Amazon instance class or a particular DB
parameter group. Then you might tell particular groups of users about this custom endpoint. For
example, you might direct internal users to low-capacity instances for report generation or ad hoc
(one-time) querying, and direct production traffic to high-capacity instances.

Because the connection can go to any DB instance that is associated with the custom endpoint,
we recommend that you make sure that all the DB instances within that group share some similar
characteristic. Doing so ensures that the performance, memory capacity, and so on, are consistent
for everyone who connects to that endpoint.

This feature is intended for advanced users with specialized kinds of workloads where it isn't
practical to keep all the Aurora Replicas in the cluster identical. With custom endpoints, you can
predict the capacity of the DB instance used for each connection. When you use custom endpoints,
you typically don't use the reader endpoint for that cluster.
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The following example illustrates a custom endpoint for a DB instance in an Aurora MySQL DB
cluster.

myendpoint.cluster-custom-c7tj4example.us-east-1.rds.amazonaws.com:3306

You use custom endpoints to simplify connection management when your cluster contains DB
instances with different capacities and configuration settings.

Previously, you might have used the CNAMES mechanism to set up Domain Name Service (DNS)
aliases from your own domain to achieve similar results. By using custom endpoints, you can avoid
updating CNAME records when your cluster grows or shrinks. Custom endpoints also mean that you
can use encrypted Transport Layer Security/Secure Sockets Layer (TLS/SSL) connections.

Instead of using one DB instance for each specialized purpose and connecting to its instance
endpoint, you can have multiple groups of specialized DB instances. In this case, each group has
its own custom endpoint. This way, Aurora can perform connection balancing among all the
instances dedicated to tasks such as reporting or handling production or internal queries. The
custom endpoints distribute connections across instances passively, using DNS to return the IP
address of one of the instances randomly. If one of the DB instances within a group becomes
unavailable, Aurora directs subsequent custom endpoint connections to one of the other DB
instances associated with the same endpoint.

Topics

» Considerations for custom endpoints in Amazon Aurora

» Creating a custom endpoint

« Viewing custom endpoints

« Editing a custom endpoint

» Deleting a custom endpoint

» Amazon CLI examples for custom endpoints for Amazon Aurora

Considerations for custom endpoints in Amazon Aurora

Use the following sections to manage, specify properties, and use membership rules for custom
endpoints.

Topics
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« Managing custom endpoints

« Specifying properties for custom endpoints

« Membership rules for custom endpoints

Managing custom endpoints

Because newly created Aurora clusters have no custom endpoints, you must create and manage
these objects yourself. You do so using the Amazon Web Services Management Console, Amazon
CLI, or Amazon RDS API.

® Note

You must also create and manage custom endpoints for Aurora clusters restored from
snapshots. Custom endpoints are not included in the snapshot. You create them again after
restoring, and choose new endpoint names if the restored cluster is in the same region as
the original one.

To work with custom endpoints from the Amazon Web Services Management Console, you
navigate to the details page for your Aurora cluster and use the controls under the Custom
Endpoints section.

To work with custom endpoints from the Amazon CLI, you can use these operations:

create-db-cluster-endpoint

describe-db-cluster-endpoints

modify-db-cluster-endpoint

delete-db-cluster-endpoint

To work with custom endpoints through the Amazon RDS API, you can use the following functions:

CreateDBClusterEndpoint

DescribeDBClusterEndpoints

ModifyDBClusterEndpoint

DeleteDBClusterEndpoint
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Specifying properties for custom endpoints

The maximum length for a custom endpoint name is 63 characters. The name format is the
following:

endpoint_name.cluster-custom-customer_DNS_identifier.AWS_Region.rds.amazonaws.com

You can't reuse the same custom endpoint name for more than one cluster in the same Amazon
Web Services Region. The customer DNS identifier is a unique identifier associated with your
Amazon Web Services account in a particular Amazon Web Services Region.

Each custom endpoint has an associated type that determines which DB instances are eligible
to be associated with that endpoint. Currently, the type can be READER or ANY. The following
considerations apply to the custom endpoint types:

» You can't select the custom endpoint type in the Amazon Web Services Management Console. All
the custom endpoints you create through the Amazon Web Services Management Console have
a type of ANY.

You can set and modify the custom endpoint type using the Amazon CLI or Amazon RDS API.
« Only reader DB instances can be part of a READER custom endpoint.

» Both reader and writer DB instances can be part of an ANY custom endpoint. Aurora directs
connections to cluster endpoints with type ANY to any associated DB instance with equal
probability. The ANY type applies to clusters using any replication topology.

« If you try to create a custom endpoint with a type that isn't appropriate based on the replication
configuration for a cluster, Aurora returns an error.

Membership rules for custom endpoints

When you add a DB instance to a custom endpoint or remove it from a custom endpoint, any
existing connections to that DB instance remain active.

You can define a list of DB instances to include in, or exclude from, a custom endpoint. We refer to

these lists as static and exclusion lists, respectively. You can use the inclusion/exclusion mechanism
to further subdivide the groups of DB instances, and to make sure that the set of custom endpoints
covers all the DB instances in the cluster. Each custom endpoint can contain only one of these list

types.

In the Amazon Web Services Management Console:
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» The choice is represented by the check box Attach future instances added to this cluster. When
you keep the check box clear, the custom endpoint uses a static list containing only the DB
instances specified on the page. When you choose the check box, the custom endpoint uses
an exclusion list. In this case, the custom endpoint represents all DB instances in the cluster
(including any that you add in the future) except the ones not selected on the page.

» The console doesn't allow you to specify the endpoint type. Any custom endpoint created using
the console is of type ANY.

Therefore, Aurora doesn't change the membership of the custom endpoint when DB instances
change roles between writer and reader due to failover or promotion.

In the Amazon CLI and Amazon RDS API:

» You can specify the endpoint type. Therefore, when the endpoint type is set to READER,
endpoint membership is automatically adjusted during failovers and promotions.

For example, a custom endpoint with type READER includes an Aurora Replica that is then
promoted to be a writer DB instance. The new writer instance is no longer part of the custom
endpoint.

» You can add individual members to and remove them from the lists after they change their roles.
Use the modify-db-cluster-endpoint Amazon CLI command or ModifyDBClusterEndpoint API
operation.

You can associate a DB instance with more than one custom endpoint. For example, suppose that
you add a new DB instance to a cluster, or that Aurora adds a DB instance automatically through
the autoscaling mechanism. In these cases, the DB instance is added to all custom endpoints for
which it is eligible. Which endpoints the DB instance is added to is based on the custom endpoint
type of READER or ANY, plus any static or exclusion lists defined for each endpoint. For example,
if the endpoint includes a static list of DB instances, newly added Aurora Replicas aren't added to
that endpoint. Conversely, if the endpoint has an exclusion list, newly added Aurora Replicas are
added to the endpoint, if they aren't named in the exclusion list and their roles match the type of
the custom endpoint.

If an Aurora Replica becomes unavailable, it remains associated with any custom endpoints. For
example, it remains part of the custom endpoint when it is unhealthy, stopped, rebooting, and so
on. However, you can't connect to it through those endpoints until it becomes available again.
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Creating a custom endpoint

Create a custom endpoint using the Amazon Web Services Management Console, Amazon CLI, or
the Amazon RDS API.

Console

To create a custom endpoint with the Amazon Web Services Management Console, go to the
cluster detail page and choose the Create custom endpoint action in the Endpoints section.
Choose a name for the custom endpoint, unique for your user ID and region. To choose a list of DB
instances that remains the same even as the cluster expands, keep the check box Attach future
instances added to this cluster clear. When you choose that check box, the custom endpoint
dynamically adds any new instances as you add them to the cluster.

Create custom endpoint
Endpoint name

cluster-oustom: - Ml MR DNaWS. M

Endpoint members

Rrader

Additional configuration

Arach future irtances added 1o this cluster

You can't select the custom endpoint type in the Amazon Web Services Management Console. All
custom endpoints you create through the Amazon Web Services Management Console have a type
of ANY.

Amazon CLI

To create a custom endpoint with the Amazon CLI, run the create-db-cluster-endpoint command.

The following command creates a custom endpoint attached to a specific cluster. Initially, the
endpoint is associated with all the Aurora Replica instances in the cluster. A subsequent command
associates it with a specific set of DB instances in the cluster.

For Linux, macQOS, or Unix:
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aws rds create-db-cluster-endpoint --db-cluster-endpoint-identifier custom-endpoint-
doc-sample \

--endpoint-type reader \

--db-cluster-identifier cluster_id

aws rds modify-db-cluster-endpoint --db-cluster-endpoint-identifier custom-endpoint-
doc-sample \
--static-members instance_name_1 instance_name_2

For Windows:

aws rds create-db-cluster-endpoint --db-cluster-endpoint-identifier custom-endpoint-
doc-sample A

--endpoint-type reader A~

--db-cluster-identifier cluster_id

aws rds modify-db-cluster-endpoint --db-cluster-endpoint-identifier custom-endpoint-

doc-sample ~
--static-members instance_name_1 instance_name_2

RDS API

To create a custom endpoint with the RDS API, run the CreateDBClusterEndpoint operation.

Viewing custom endpoints
Console

To view custom endpoints with the Amazon Web Services Management Console, go to the cluster
detail page for the cluster and look under the Endpoints section. This section contains information
only about custom endpoints. The details for the built-in endpoints are listed in the main Details
section. To see the details for a specific custom endpoint, select its name to bring up the detail
page for that endpoint.

The following screenshot shows how the list of custom endpoints for an Aurora cluster is initially
empty.
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Endpoints (0 Create custom endpoint

1 @

Endpeint L4 Status v

Empty custom endpaints

You don't have any custormn endpoints.

Create custom endpoint

After you create some custom endpoints for that cluster, they are shown under the Endpoints
section.

Endpoints Create custom endpolmt

1 @

Endpolnt w Status ¥

) "
=} wonilable

=y X
&) wailably

Clicking through to the detail page shows which DB instances the endpoint is currently associated
with.

Details
Endpoint name DB cluste Statis

Fvailanie

Endpoint members

D instance nama L4 ule

To see the additional detail of whether new DB instances added to the cluster are automatically
added to the endpoint also, open the Edit page for the endpoint.

Amazon CLI

To view custom endpoints with the Amazon CLI, run the describe-db-cluster-endpoints command.

The following command shows the custom endpoints associated with a specified cluster in a
specified region. The output includes both the built-in endpoints and any custom endpoints.

For Linux, macQOS, or Unix:

aws rds describe-db-cluster-endpoints --region region_name \
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--db-cluster-identifier cluster_id

For Windows:

aws rds describe-db-cluster-endpoints --region region_name *
--db-cluster-identifier cluster_id

The following shows some sample output from a describe-db-cluster-endpoints command.
The EndpointType of WRITER or READER denotes the built-in read/write and read-only endpoints
for the cluster. The EndpointType of CUSTOM denotes endpoints that you create and choose the
associated DB instances. One of the endpoints has a non-empty StaticMembers field, denoting
that it is associated with a precise set of DB instances. The other endpoint has a non-empty
ExcludedMembers field, denoting that the endpoint is associated with all DB instances other

than the ones listed under ExcludedMembers. This second kind of custom endpoint grows to
accommodate new instances as you add them to the cluster.

{
"DBClusterEndpoints": [
{
"Endpoint": "custom-endpoint-demo.cluster-c7tj4example.ca-
central-1.rds.amazonaws.com",
"Status": "available",
"DBClusterIdentifier": "custom-endpoint-demo",
"EndpointType": "WRITER"
},
{
"Endpoint": "custom-endpoint-demo.cluster-ro-c7tj4example.ca-
central-1.rds.amazonaws.com",
"Status": "available",
"DBClusterIdentifier": "custom-endpoint-demo",
"EndpointType": "READER"
.
{

"CustomEndpointType": "ANY",
"DBClusterEndpointIdentifier": "powers-of-2",
"ExcludedMembers": [1,

"DBClusterIdentifier": "custom-endpoint-demo",

"Status": "available",

"EndpointType": "CUSTOM",

"Endpoint": "powers-of-2.cluster-custom-c7tj4example.ca-

central-1.rds.amazonaws.com",
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"StaticMembers": [
"custom-endpoint-demo-04",
"custom-endpoint-demo-08",
"custom-endpoint-demo-01",
"custom-endpoint-demo-02"
1,
"DBClusterEndpointResourceldentifier": "cluster-endpoint-
W7PE3TLLFNSHXQKFU6J6NV5FHU",
"DBClusterEndpointArn": "arn:aws-cn:rds:ca-central-1:111122223333:cluster-
endpoint:powers-of-2"
},
{
"CustomEndpointType": "ANY",
"DBClusterEndpointIdentifier": "eight-and-higher",
"ExcludedMembers": [
"custom-endpoint-demo-04",
"custom-endpoint-demo-02",
"custom-endpoint-demo-07",
"custom-endpoint-demo-05",
"custom-endpoint-demo-03",
"custom-endpoint-demo-06",
"custom-endpoint-demo-01"

1,
"DBClusterIdentifier": "custom-endpoint-demo",
"Status": "available",

"EndpointType": "CUSTOM",
"Endpoint": "eight-and-higher.cluster-custom-123456789012.ca-
central-1.rds.amazonaws.com",
"StaticMembers": [],
"DBClusterEndpointResourceIdentifier": "cluster-endpoint-
W7PE3TLLFNSHYQKFU6J6NV5FHU",
"DBClusterEndpointArn": "arn:aws-cn:rds:ca-central-1:111122223333:cluster-
endpoint:eight-and-higher"
}
]
}

RDS API

To view custom endpoints with the RDS API, run the DescribeDBClusterEndpoints.html operation.
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Editing a custom endpoint

You can edit the properties of a custom endpoint to change which DB instances are associated with
the endpoint. You can also change an endpoint between a static list and an exclusion list. If you
need more details about these endpoint properties, see Membership rules for custom endpoints.

You can continue connecting to and using a custom endpoint while the changes from an edit action
are in progress.

Console

To edit a custom endpoint with the Amazon Web Services Management Console, you can select the
endpoint on the cluster detail page, or bring up the detail page for the endpoint, and choose the
Edit action.

Edit endpoint: .cluster-custom- .rds.amazonaws.com

Endpoint members

(-] DB Instance name ¥ Role

Additienal configuration

Antach futune instances added o this cluster

Amazon CLI

To edit a custom endpoint with the Amazon CLI, run the modify-db-cluster-endpoint command.

The following commands change the set of DB instances that apply to a custom endpoint and
optionally switches between the behavior of a static or exclusion list. The --static-members and
--excluded-members parameters take a space-separated list of DB instance identifiers.

For Linux, macQOS, or Unix:

aws rds modify-db-cluster-endpoint --db-cluster-endpoint-identifier my-custom-endpoint
\

--static-members db-instance-id-1 db-instance-id-2 db-instance-id-3 \

--region region_name
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aws rds modify-db-cluster-endpoint --db-cluster-endpoint-identifier my-custom-endpoint

\

--excluded-members db-instance-id-4 db-instance-id-5 \
--region region_name

For Windows:

aws rds modify-db-cluster-endpoint --db-cluster-endpoint-identifier my-custom-endpoint
N

--static-members db-instance-id-1 db-instance-id-2 db-instance-id-3 ~
--region region_name

aws rds modify-db-cluster-endpoint --db-cluster-endpoint-identifier my-custom-endpoint

AN

--excluded-members db-instance-id-4 db-instance-id-5 *
--region region_name

RDS API

To edit a custom endpoint with the RDS API, run the ModifyDBClusterEndpoint.html operation.

Deleting a custom endpoint

Delete a custom endpoint using the Amazon Web Services Management Console, Amazon CLI, or
the Amazon RDS API.

Console

To delete a custom endpoint with the Amazon Web Services Management Console, go to the
cluster detail page, select the appropriate custom endpoint, and select the Delete action.

Delete custom endpoint .cluster-custom- T 4

To confirm deletion, type delete me into the field.

Amazon CLI

To delete a custom endpoint with the Amazon CLI, run the delete-db-cluster-endpoint command.
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The following command deletes a custom endpoint. You don't need to specify the associated
cluster, but you must specify the region.

For Linux, macQOS, or Unix:

aws rds delete-db-cluster-endpoint --db-cluster-endpoint-identifier custom-end-point-id

\

--region region_name
For Windows:

aws rds delete-db-cluster-endpoint --db-cluster-endpoint-identifier custom-end-point-id
N

--region region_name

RDS API

To delete a custom endpoint with the RDS API, run the DeleteDBClusterEndpoint operation.

Amazon CLI examples for custom endpoints for Amazon Aurora

The following tutorial uses Amazon CLI examples with Unix shell syntax to show how you might
define a cluster with several "small" DB instances and a few "big" DB instances, and create custom
endpoints to connect to each set of DB instances. To run similar commands on your own system,
you should be familiar enough with the basics of working with Aurora clusters and Amazon CLI
usage to supply your own values for parameters such as region, subnet group, and VPC security

group.

This example demonstrates the initial setup steps: creating an Aurora cluster and adding DB
instances to it. This is a heterogeneous cluster, meaning not all the DB instances have the same
capacity. Most instances use the Amazon instance class db.r4.4x1large, but the last two DB
instances use db.r4.16x1large. Each of these sample create-db-instance commands prints
its output to the screen and saves a copy of the JSON in a file for later inspection.

aws rds create-db-cluster --db-cluster-identifier custom-endpoint-demo --engine aurora-
mysql \

--engine-version 8.0.mysql_aurora.3.04.0 --master-username $MASTER_USER --manage-
master-user-password \

--db-subnet-group-name $SUBNET_GROUP --vpc-security-group-ids $VPC_SECURITY_GROUP
\

--region $REGION
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for i in 01 02 03 04 05 06 07 08
do
aws rds create-db-instance --db-instance-identifier custom-endpoint-demo-${i} \

--engine aurora --db-cluster-identifier custom-endpoint-demo --db-instance-class

db.r4.4xlarge \
--region $REGION \
| tee custom-endpoint-demo-${i}.json

done

for i in 09 10
do
aws rds create-db-instance --db-instance-identifier custom-endpoint-demo-${i} \

--engine aurora --db-cluster-identifier custom-endpoint-demo --db-instance-class

db.r4.16xlarge \
--region $REGION \
| tee custom-endpoint-demo-${i}.json

done

The larger instances are reserved for specialized kinds of reporting queries. To make it unlikely for
them to be promoted to the primary instance, the following example changes their promotion tier
to the lowest priority. This example specifies the --manage-master-user-password option to
generate the master user password and manage it in Secrets Manager. For more information, see
Password management with Amazon Aurora and Amazon Secrets Manager. Alternatively, you can

use the --master-password option to specify and manage the password yourself.

for i in 09 10
do
aws rds modify-db-instance --db-instance-identifier custom-endpoint-demo-${i} \
--region $REGION --promotion-tier 15
done

Suppose that you want to use the two "bigger" instances only for the most resource-intensive
queries. To do this, you can first create a custom read-only endpoint. Then you can add a static list
of members so that the endpoint connects only to those DB instances. Those instances are already
in the lowest promotion tier, making it unlikely either of them will be promoted to the primary
instance. If one of them is promoted to the primary instance, it becomes unreachable through this
endpoint because we specified the READER type instead of the ANY type.

The following example demonstrates the create and modify endpoint commands, and sample
JSON output showing the initial and modified state of the custom endpoint.
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$ aws rds create-db-cluster-endpoint --region $REGION \
--db-cluster-identifier custom-endpoint-demo \
--db-cluster-endpoint-identifier big-instances --endpoint-type reader

"EndpointType": "CUSTOM",

"Endpoint": "big-instances.cluster-custom-c7tj4example.ca-
central-1.rds.amazonaws.com",

"DBClusterEndpointIdentifier": "big-instances",

"DBClusterIdentifier": "custom-endpoint-demo",

"StaticMembers": [],

"DBClusterEndpointResourceIdentifier": "cluster-endpoint-
W7PE3TLLFNSHXQKFU6J6NV5FHU",

"ExcludedMembers": [],

"CustomEndpointType": "READER",

"Status": "creating",

"DBClusterEndpointArn": "arn:aws-cn:rds:ca-central-1:111122223333:cluster-
endpoint:big-instances"

}

$ aws rds modify-db-cluster-endpoint --db-cluster-endpoint-identifier big-instances \
--static-members custom-endpoint-demo-09 custom-endpoint-demo-10 --region $REGION

"EndpointType": "CUSTOM",
"ExcludedMembers": [],
"DBClusterEndpointIdentifier": "big-instances",
"DBClusterEndpointResourceldentifier": "cluster-endpoint-
W7PE3TLLFNSHXQKFU6J6NV5FHU",
"CustomEndpointType": "READER",
"DBClusterEndpointArn": "arn:aws-cn:rds:ca-central-1:111122223333:cluster-
endpoint:big-instances",
"StaticMembers": [
"custom-endpoint-demo-10",
"custom-endpoint-demo-09"
1,
"Status": "modifying",
"Endpoint": "big-instances.cluster-custom-c7tj4example.ca-
central-1.rds.amazonaws.com",
"DBClusterIdentifier": "custom-endpoint-demo"

The default READER endpoint for the cluster can connect to either the "small" or "big" DB instances,
making it impractical to predict query performance and scalability when the cluster becomes
busy. To divide the workload cleanly between the sets of DB instances, you can ignore the default
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READER endpoint and create a second custom endpoint that connects to all other DB instances.
The following example does so by creating a custom endpoint and then adding an exclusion list.
Any other DB instances you add to the cluster later will be added to this endpoint automatically.
The ANY type means that this endpoint is associated with eight instances in total: the primary
instance and another seven Aurora Replicas. If the example used the READER type, the custom
endpoint would only be associated with the seven Aurora Replicas.

$ aws rds create-db-cluster-endpoint --region $REGION --db-cluster-identifier custom-
endpoint-demo \
--db-cluster-endpoint-identifier small-instances --endpoint-type any

"Status": "creating",

"DBClusterEndpointIdentifier": "small-instances",

"CustomEndpointType": "ANY",

"EndpointType": "CUSTOM",

"Endpoint": "small-instances.cluster-custom-c7tj4example.ca-
central-1.rds.amazonaws.com",

"StaticMembers": [],

"ExcludedMembers": [],

"DBClusterIdentifier": "custom-endpoint-demo",

"DBClusterEndpointArn": "arn:aws-cn:rds:ca-central-1:111122223333:cluster-
endpoint:small-instances"”,

"DBClusterEndpointResourceldentifier": "cluster-
endpoint-6RDDXQOC3AKKZT2PRD7ST37BMY"
}

$ aws rds modify-db-cluster-endpoint --db-cluster-endpoint-identifier small-instances \
--excluded-members custom-endpoint-demo-09 custom-endpoint-demo-10 --region $REGION

{

"DBClusterEndpointIdentifier": "small-instances",

"DBClusterEndpointArn": "arn:aws-cn:rds:ca-central-1l:c7tj4example:cluster-
endpoint:small-instances"”,

"DBClusterEndpointResourceldentifier": "cluster-

endpoint-6RDDXQOC3AKKZT2PRD7ST37BMY",
"CustomEndpointType": "ANY",
"Endpoint": "small-instances.cluster-custom-c7tj4example.ca-
central-1.rds.amazonaws.com",
"EndpointType": "CUSTOM",
"ExcludedMembexrs": [
"custom-endpoint-demo-09",
"custom-endpoint-demo-10"
]I
"StaticMembers": [],
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"DBClusterIdentifier": "custom-endpoint-demo",
"Status": "modifying"

The following example checks the state of the endpoints for this cluster. The cluster still has

its original cluster endpoint, with EndPointType of WRITER, which you would still use for
administration, ETL, and other write operations. It still has its original READER endpoint, which you
wouldn't use because each connection to it might be directed to a "small" or "big" DB instance. The
custom endpoints make this behavior predictable, with connections guaranteed to use one of the
"small" or "big" DB instances based on the endpoint you specify.

$ aws rds describe-db-cluster-endpoints --region $REGION
{
"DBClusterEndpoints": [
{
"EndpointType": "WRITER",
"Endpoint": "custom-endpoint-demo.cluster-c7tj4example.ca-
central-1.rds.amazonaws.com",
"Status": "available",
"DBClusterIdentifier": "custom-endpoint-demo"
1,
{
"EndpointType": "READER",
"Endpoint": "custom-endpoint-demo.cluster-ro-c7tj4example.ca-
central-1.rds.amazonaws.com",
"Status": "available",
"DBClusterIdentifier": "custom-endpoint-demo"
},
{
"Endpoint": "small-instances.cluster-custom-c7tj4example.ca-
central-1.rds.amazonaws.com",
"CustomEndpointType": "ANY",
"DBClusterEndpointArn": "arn:aws-cn:rds:ca-central-1:111122223333:cluster-
endpoint:small-instances",
"ExcludedMembers": [
"custom-endpoint-demo-09",
"custom-endpoint-demo-10"

1,

"DBClusterEndpointResourceIdentifier": "cluster-
endpoint-6RDDXQOC3AKKZT2PRD7ST37BMY",

"DBClusterIdentifier": "custom-endpoint-demo",

"StaticMembers": [],
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"EndpointType": "CUSTOM",
"DBClusterEndpointIdentifier": "small-instances",
"Status": "modifying"

"Endpoint": "big-instances.cluster-custom-c7tj4example.ca-
central-1.rds.amazonaws.com",

"CustomEndpointType": "READER",

"DBClusterEndpointArn": "arn:aws-cn:rds:ca-central-1:111122223333:cluster-
endpoint:big-instances",

"ExcludedMembers": [],

"DBClusterEndpointResourceIdentifier": "cluster-endpoint-
W7PE3TLLFNSHXQKFU6J6NV5FHU",
"DBClusterIdentifier": "custom-endpoint-demo",

"StaticMembexrs": [
"custom-endpoint-demo-10",
"custom-endpoint-demo-09"

1,

"EndpointType": "CUSTOM",
"DBClusterEndpointIdentifier": "big-instances",
"Status": "available"

The final examples demonstrate how successive database connections to the custom endpoints
connect to the various DB instances in the Aurora cluster. The small-instances endpoint always
connects to the db.r4.4x1large DB instances, which are the lower-numbered hosts in this cluster.

$ mysql -h small-instances.cluster-custom-c7tj4example.ca-central-1.rds.amazonaws.com -
u $MYUSER -p
mysql> select @Raurora_server_id;

$ mysgl -h small-instances.cluster-custom-c7tj4example.ca-central-1.rds.amazonaws.com -
u $MYUSER -p
mysql> select @eaurora_server_id;

| @eaurora_server_id |
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$ mysgl -h small-instances.cluster-custom-c7tj4example.ca-central-1.rds.amazonaws.com -
u $MYUSER -p

mysql> select @eaurora_server_id;

The big-instances endpoint always connects to the db.r4.16x1large DB instances, which are
the two highest-numbered hosts in this cluster.

$ mysql -h big-instances.cluster-custom-c7tj4example.ca-central-1.rds.amazonaws.com -u
$MYUSER -p

mysql> select @eaurora_server_id;

$ mysql -h big-instances.cluster-custom-c7tj4example.ca-central-1.rds.amazonaws.com -u
$MYUSER -p

mysql> select @Eaurora_server_id;
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Amazon Aurora DB instance classes

The DB instance class determines the computation and memory capacity of an Amazon Aurora
DB instance. The DB instance class that you need depends on your processing power and memory
requirements.

A DB instance class consists of both the DB instance class type and the size. For example, db.r6g is
a memory-optimized DB instance class type powered by Amazon Graviton2 processors. Within the
db.r6g instance class type, db.r6g.2xlarge is a DB instance class. The size of this class is 2xlarge.

For more information about DB instance class types, supported DB engines, supported Amazon
Web Services Regions, or hardware specifications for DB instance classes, see the following
sections.

Topics

DB instance class types

Supported DB engines for DB instance classes

Determining DB instance class support in Amazon Web Services Regions

Hardware specifications for DB instance classes for Aurora

DB instance class types

Amazon Aurora supports DB instance classes for the following use cases:

Aurora Serverless v2

Memory-optimized

Burstable-performance

Optimized Reads

For more information about Amazon EC2 instance types, see Instance types in the Amazon EC2
documentation.

Aurora Serverless v2 instance class type

The following Aurora Serverless v2 type is available:
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» db.serverless — A special DB instance class type used by Aurora Serverless v2. Aurora adjusts
the compute, memory, and network resources dynamically as the workload changes. For usage
details, see Using Aurora Serverless v2.

Memory-optimized instance class types

The memory-optimized X family supports the following instance classes:

» db.x2g - Instance classes optimized for memory-intensive applications and powered by Amazon
Graviton2 processors. These instance classes offer low cost per GiB of memory.

You can modify a DB instance to use one of the DB instance classes powered by Amazon
Graviton2 processors. To do so, complete the same steps as with any other DB instance
modification.

The memory-optimized R family supports the following instance class types:

« db.r8g - Instance classes powered by Amazon Graviton4 processors. These instance classes are
ideal for running memory-intensive workloads. These instances offer larger instance sizes with
up to 3x more vCPUs and memory than the seventh-generation Amazon Graviton3-based db.r7g
instances.

You can modify a DB instance to use one of the DB instance classes powered by Amazon
Graviton4 processors. To do so, complete the same steps as with any other DB instance
modification.

» db.r7g - Instance classes powered by Amazon Graviton3 processors. These instance classes are
ideal for running memory-intensive workloads.

You can modify a DB instance to use one of the DB instance classes powered by Amazon
Graviton3 processors. To do so, complete the same steps as with any other DB instance
modification.

o db.r7i - Instance classes powered by 4th Generation Intel Xeon Scalable processors. These
instance classes are SAP-Certified and are ideal for running memory-intensive workloads. You
can modify a DB instance to use one of the DB instance classes powered by 4th Generation Intel
Xeon Scalable processors. To do so, complete the same steps as with any other DB instance
modification.
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db.r6g - Instance classes powered by Amazon Graviton2 processors. These instance classes are
ideal for running memory-intensive workloads.

You can modify a DB instance to use one of the DB instance classes powered by Amazon
Graviton2 processors. To do so, complete the same steps as with any other DB instance
modification.

db.r6i — Instance classes powered by 3rd Generation Intel Xeon Scalable processors. These
instance classes are SAP-Certified and are an ideal fit for memory-intensive workloads.

db.r5 - Instance classes optimized for memory-intensive applications. These instance classes
offer improved networking and Amazon Elastic Block Store (Amazon EBS) performance. They
are powered by the Amazon Nitro System, a combination of dedicated hardware and lightweight
hypervisor.

db.r4 — These instance classes are supported only for Aurora MySQL 2.x and Aurora PostgreSQL
11 and 12 versions. For all Aurora DB clusters that use db.r4 DB instance classes, we recommend
that you upgrade to a higher generation instance class as soon as possible.

The db.r4 instance classes aren't available for the Aurora I/O-Optimized cluster storage
configuration.

Burstable-performance instance class types

The following burstable-performance DB instance class types are available:

db.t4g - General-purpose instance classes powered by Arm-based Amazon Graviton2 processors.
These instance classes deliver better price performance than previous burstable-performance

DB instance classes for a broad set of burstable general-purpose workloads. Amazon RDS

db.t4g instances are configured for Unlimited mode. This means that they can burst beyond the
baseline over a 24-hour window for an additional charge.

You can modify a DB instance to use one of the DB instance classes powered by Amazon
Graviton2 processors. To do so, complete the same steps as with any other DB instance
modification.

db.t3 - Instance classes that provide a baseline performance level, with the ability to burst to
full CPU usage. The db.t3 instances are configured for Unlimited mode. These instance classes
provide more computing capacity than the previous db.t2 instance classes. They are powered by
the Amazon Nitro System, a combination of dedicated hardware and lightweight hypervisor. We
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recommend using these instance classes only for development and test servers, or other non-
production servers.

« db.t2 - Instance classes that provide a baseline performance level, with the ability to burst to full
CPU usage. The db.t2 instances are configured for Unlimited mode. We recommend using these
instance classes only for development and test servers, or other non-production servers.

The db.t2 instance classes aren't available for the Aurora I/O-Optimized cluster storage
configuration.

® Note

We recommend using the T DB instance classes only for development, test, or other
nonproduction servers. For more detailed recommendations for the T instance classes, see
Using T instance classes for development and testing.

For DB instance class hardware specifications, see Hardware specifications for DB instance classes

for Aurora.
Optimized Reads instance class types

The following Optimized Reads instance class types are available:

» db.régd - Instance classes powered by Amazon Graviton2 processors. These instance classes
are ideal for running memory-intensive workloads and offer local NVMe-based SSD block-level
storage for applications that need high-speed, low latency local storage.

« db.r6id - Instance classes powered by 3rd Generation Intel Xeon Scalable processors. These
instance classes are SAP-Certified and are an ideal fit for memory-intensive workloads. They
offer a maximum memory of 1 TiB and up to 7.6 TB of direct-attached NVMe-based SSD storage.

Supported DB engines for DB instance classes

The following tables show the supported DB instance classes for the Amazon Aurora DB engines.
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db.serverless — Aurora Serverless v2 instance class with automatic capacity scaling

Instance class

db.serverless

Aurora MySQL

See Supported Regions and

Aurora DB engines for Aurora

Serverless v2.

Aurora PostgreSQL

See Supported Regions and Aurora

DB engines for Aurora Serverless v2.

db.x2g - memory-optimized instance classes powered by Amazon Graviton2 processors

Instance class

db.x2g.16xlarge

db.x2g.12xlarge

db.x2g.8xlarge

db.x2g.4xlarge

db.x2g.2xlarge

Aurora MySQL

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

Aurora PostgreSQL

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher
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Instance class

db.x2g.xlarge

db.x2g.large

Aurora MySQL

Aurora PostgreSQL

All currently available versions 16.1 and higher, 15.2 and higher,

14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

All currently available versions 16.1 and higher, 15.2 and higher,

14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

db.r6gd — Optimized Reads instance classes powered by Amazon Graviton2 processors

Instance class

db.r6gd.16xlarge

db.régd.12xlarge

db.régd.8xlarge

db.régd.4xlarge

db.régd.2xlarge

db.régd.xlarge

Aurora MySQL

No

No

No

No

No

No

Aurora PostgreSQL

16.1 and higher, 15.4 and higher, 14.9 and
higher

16.1 and higher, 15.4 and higher, 14.9 and
higher

16.1 and higher, 15.4 and higher, 14.9 and
higher

16.1 and higher, 15.4 and higher, 14.9 and
higher

16.1 and higher, 15.4 and higher, 14.9 and
higher

16.1 and higher, 15.4 and higher, 14.9 and
higher
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db.r6id - Optimized Reads instance classes

Instance class

db.r6id.32xlarge

db.r6id.24xlarge

Aurora MySQL

No

No

Aurora PostgreSQL

16.1 and higher, 15.4 and higher, 14.9 and
higher

16.1 and higher, 15.4 and higher, 14.9 and
higher

db.r8g - memory-optimized instance classes powered by Amazon Graviton4 processors

Instance class

db.r8g.48xlarge

db.r8g.24xlarge

db.r8g.16xlarge

db.r8g.12xlarge

db.r8g.8xlarge

db.r8g.4xlarge

db.r8g.2xlarge

db.r8g.xlarge

Aurora MySQL

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

Aurora PostgreSQL

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher
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Instance class

db.r8g.large

Aurora MySQL

3.08.0 and higher

Aurora PostgreSQL

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

db.r7g - memory-optimized instance classes powered by Amazon Graviton3 processors

Instance class

db.r7g.16xlarge

db.r7g.12xlarge

db.r7g.8xlarge

db.r7g.4xlarge

db.r7g.2xlarge

db.r7g.xlarge

db.r7g.large

Aurora MySQL

2.12.0 and higher, 3.03.1 and
higher

2.12.0 and higher, 3.03.1 and
higher

2.12.0 and higher, 3.03.1 and
higher

2.12.0 and higher, 3.03.1 and
higher

2.12.0 and higher, 3.03.1 and
higher

2.12.0 and higher, 3.03.1 and
higher

2.12.0 and higher, 3.03.1 and
higher

db.r7i - memory-optimized instance classes

Instance class

db.r7i.48xlarge

Aurora MySQL

3.08.0 and higher

Aurora PostgreSQL

16.1 and higher, 15.2 and higher,
14.7 and higher, 13.10 and higher

16.1 and higher, 15.2 and higher,
14.7 and higher, 13.10 and higher

16.1 and higher, 15.2 and higher,
14.7 and higher, 13.10 and higher

16.1 and higher, 15.2 and higher,
14.7 and higher, 13.10 and higher

16.1 and higher, 15.2 and higher,
14.7 and higher, 13.10 and higher

16.1 and higher, 15.2 and higher,
14.7 and higher, 13.10 and higher

16.1 and higher, 15.2 and higher,
14.7 and higher, 13.10 and higher

Aurora PostgreSQL

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher
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Instance class

db.r7i.24xlarge

db.r7i.16xlarge

db.r7i.12xlarge

db.r7i.8xlarge

db.r7i.4xlarge

db.r7i.2xlarge

db.r7i.xlarge

db.r7i.large

Aurora MySQL

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

3.08.0 and higher

Aurora PostgreSQL

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

16.3 and higher, 15.7 and higher,
14.12 and higher, 13.15 and higher

db.r6g - memory-optimized instance classes powered by Amazon Graviton2 processors

Instance class

db.r6g.16xlarge

db.r6g.12xlarge

Aurora MySQL

All currently available versions

All currently available versions

Aurora PostgreSQL

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
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Instance class

db.r6g.8xlarge

db.r6g.4xlarge

db.r6g.2xlarge

db.rég.xlarge

db.rég.large

Aurora MySQL

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

db.r6i - memory-optimized instance classes

Instance class

db.r6i.32xlarge

Aurora MySQL

All currently available versions

Aurora PostgreSQL

12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.8 and higher, 11.9, 11.12 and
higher

Aurora PostgreSQL

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.5 and higher,
12.9 and higher
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Instance class

db.r6i.24xlarge

db.r6i.16xlarge

db.r6i.12xlarge

db.r6i.8xlarge

db.r6i.4xlarge

db.r6i.2xlarge

db.r6i.xlarge

db.r6i.large

Aurora MySQL

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

Aurora PostgreSQL

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.5 and higher,
12.9 and higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.5 and higher,
12.9 and higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.5 and higher,
12.9 and higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.5 and higher,
12.9 and higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.5 and higher,
12.9 and higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.5 and higher,
12.9 and higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.5 and higher,
12.9 and higher

16.1 and higher, 15.2 and higher,
14.3 and higher, 13.5 and higher,
12.9 and higher
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db.r5 - memory-optimized instance classes

Instance class
db.r5.24xlarge
db.r5.16xlarge
db.r5.12xlarge
db.r5.8xlarge
db.r5.4xlarge
db.r5.2xlarge
db.r5.xlarge

db.r5.large

Aurora MySQL

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

db.r4 - memory-optimized instance classes

Instance class

db.r4.16xlarge

db.r4.8xlarge

db.r4.4xlarge

db.r4.2xlarge

db.r4.xlarge

Aurora MySQL

All 2.x versions; not supported in
3.x versions

All 2.x versions; not supported in
3.x versions

All 2.x versions; not supported in
3.x versions

All 2.x versions; not supported in
3.x versions

All 2.x versions; not supported in
3.x versions

Aurora PostgreSQL

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

All currently available versions

Aurora PostgreSQL

All supported 11 and 12 versions

All supported 11 and 12 versions

All supported 11 and 12 versions

All supported 11 and 12 versions

All supported 11 and 12 versions
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Instance class Aurora MySQL Aurora PostgreSQL
db.r4.large All 2.x versions; not supported in All supported 11 and 12 versions
3.x versions

db.t4g - burstable-performance instance classes powered by Amazon Graviton2 processors

Instance class Aurora MySQL Aurora PostgreSQL
db.t4g.2xlarge No No

db.t4g.xlarge No No

db.t4g.large All currently available versions 16.1 and higher, 15.2 and higher,

14.3 and higher, 13.3 and higher,
12.7 and higher, 11.12 and higher

db.t4g.medium All currently available versions 16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.7 and higher, 11.12 and higher

db.t4g.small No No

db.t3 - burstable-performance instance classes

Instance class Aurora MySQL Aurora PostgreSQL
db.t3.2xlarge No No

db.t3.xlarge No No

db.t3.large All currently available versions 16.1 and higher, 15.2 and higher,

14.3 and higher, 13.3 and higher,
12.7 and higher, 11.12 and higher
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Instance class Aurora MySQL Aurora PostgreSQL

db.t3.medium All currently available versions 16.1 and higher, 15.2 and higher,
14.3 and higher, 13.3 and higher,
12.7 and higher, 11.12 and higher

db.t3.small All 2.x versions; not supported in No
3.x versions
db.t3.micro No No

db.t2 - burstable-performance instance classes

Instance class Aurora MySQL Aurora PostgreSQL
db.t2.medium All 2.x versions; not supported in No

3.x versions
db.t2.small All 2.x versions; not supported in No

3.x versions

Determining DB instance class support in Amazon Web Services
Regions

To determine the DB instance classes supported by each DB engine in a specific Amazon Web
Services Region, you can take one of several approaches. You can use the Amazon Web Services
Management Console, the Amazon RDS Pricing page, or the describe-orderable-db-instance-
options Amazon CLI command.

(@ Note

When you perform operations with the Amazon Web Services Management Console,

it automatically shows the supported DB instance classes for a specific DB engine, DB
engine version, and Amazon Web Services Region. Examples of the operations that you can
perform include creating and modifying a DB instance.
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Contents

» Using the Amazon RDS pricing page to determine DB instance class support in Amazon Web
Services Regions

» Using the Amazon CLI to determine DB instance class support in Amazon Web Services Regions

« Listing the DB instance classes that are supported by a specific DB engine version in an

Amazon Web Services Region

« Listing the DB engine versions that support a specific DB instance class in an Amazon Web

Services Region

Using the Amazon RDS pricing page to determine DB instance class support in
Amazon Web Services Regions

You can use the Amazon Aurora Pricing page to determine the DB instance classes supported by

each DB engine in a specific Amazon Web Services Region.

To use the pricing page to determine the DB instance classes supported by each engine in a
Region

1. Go to Amazon Aurora Pricing.

Choose an Amazon Aurora engine in the Amazon Pricing Calculator section.
In Choose a Region, choose an Amazon Web Services Region.
In Cluster Configuration Option, choose a configuration option.

Use the section for compatible instances to view the supported DB instance classes.

o uv M W N

(Optional) Choose other options in the calculator, and then choose Save and view summary or
Save and add service.

Using the Amazon CLI to determine DB instance class support in Amazon Web
Services Regions

You can use the Amazon CLI to determine which DB instance classes are supported for specific DB
engines and DB engine versions in an Amazon Web Services Region.

To use the Amazon CLI examples following, enter valid values for the DB engine, DB engine version,
DB instance class, and Amazon Web Services Region. The following table shows the valid DB engine
values.
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Engine name Engine value in CLI More information about versions
commands

MySQL 5.7-compa aurora-mysql Database engine updates for Amazon Aurora

tible and 8.0-compa MySQL version 2 and Database engine

tible Aurora updates for Amazon Aurora MySQL version 3

in the Release Notes for Aurora MySQL

Aurora PostgreSQL aurora-po Release Notes for Aurora PostgreSQL

stgresql

For information about Amazon Web Services Region names, see Amazon Regions.

The following examples demonstrate how to determine DB instance class support in an Amazon
Web Services Region using the describe-orderable-db-instance-options Amazon CLI command.

Topics

« Listing the DB instance classes that are supported by a specific DB engine version in an Amazon

Web Services Region

« Listing the DB engine versions that support a specific DB instance class in an Amazon Web

Services Region

Listing the DB instance classes that are supported by a specific DB engine version in an Amazon
Web Services Region

To list the DB instance classes that are supported by a specific DB engine version in an Amazon
Web Services Region, run the following command.

For Linux, macQOS, or Unix:

aws rds describe-orderable-db-instance-options --engine engine --engine-version version

\
--query "OrderableDBInstanceOptions[].

{DBInstanceClass:DBInstanceClass, SupportedEngineModes:SupportedEngineModes[@]}" \
--output table \
--region region

For Windows:
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aws rds describe-orderable-db-instance-options --engine engine --engine-version version
N

--query "OrderableDBInstanceOptions[].

{DBInstanceClass:DBInstanceClass, SupportedEngineModes:SupportedEngineModes[@]}" ~
--output table A
--region region

The output also shows the engine modes that are supported for each DB instance class.

For example, the following command lists the supported DB instance classes for version 13.6 of the
Aurora PostgreSQL DB engine in US East (N. Virginia).

For Linux, macQOS, or Unix:

aws rds describe-orderable-db-instance-options --engine aurora-postgresql --engine-
version 15.3 \
--query "OrderableDBInstanceOptions[].
{DBInstanceClass:DBInstanceClass, SupportedEngineModes:SupportedEngineModes[@]}" \
--output table \
--region us-east-1

For Windows:

aws rds describe-orderable-db-instance-options --engine aurora-postgresql --engine-
version 15.3 2

--query "OrderableDBInstanceOptions[].
{DBInstanceClass:DBInstanceClass,SupportedEngineModes:SupportedEngineModes[0@]}" A

--output table ~

--region us-east-1

Listing the DB engine versions that support a specific DB instance class in an Amazon Web
Services Region

To list the DB engine versions that support a specific DB instance class in an Amazon Web Services
Region, run the following command.

For Linux, macQOS, or Unix:

aws rds describe-orderable-db-instance-options --engine engine --db-instance-
class DB_instance_class \
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--query "OrderableDBInstanceOptions[].

{EngineVersion:EngineVersion, SupportedEngineModes:SupportedEngineModes[0]}" \
--output table \
--region region

For Windows:

aws rds describe-orderable-db-instance-options --engine engine --db-instance-
class DB _instance_class *
--query "OrderableDBInstanceOptions[].
{EngineVersion:EngineVersion, SupportedEngineModes:SupportedEngineModes[0]}" *
--output table A
--region region

The output also shows the engine modes that are supported for each DB engine version.

For example, the following command lists the DB engine versions of the Aurora PostgreSQL DB
engine that support the db.r5.large DB instance class in US East (N. Virginia).

For Linux, macQOS, or Unix:

aws rds describe-orderable-db-instance-options --engine aurora-postgresql --db-
instance-class db.r7g.large \
--query "OrderableDBInstanceOptions[].
{EngineVersion:EngineVersion, SupportedEngineModes:SupportedEngineModes[0]}" \
--output table \
--region us-east-1

For Windows:

aws rds describe-orderable-db-instance-options --engine aurora-postgresql --db-
instance-class db.r7g.large A
--query "OrderableDBInstanceOptions[].
{EngineVersion:EngineVersion, SupportedEngineModes:SupportedEngineModes[0]}" *
--output table A
--region us-east-1

Hardware specifications for DB instance classes for Aurora

In the table in this section, you can find hardware details about the Amazon RDS DB instance
classes for Aurora.
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For information about Aurora DB engine support for each DB instance class, see Supported DB
engines for DB instance classes.

Topics

« Hardware terminology for DB instance classes for Aurora

« Hardware specifications for the memory-optimized instance classes

« Hardware specifications for the burstable-performance instance classes

Hardware terminology for DB instance classes for Aurora

The following terminology is used to describe hardware specifications for DB instance classes:

vCPU

The number of virtual central processing units (CPUs). A virtual CPU is a unit of capacity that
you can use to compare DB instance classes. Instead of purchasing or leasing a particular
processor to use for several months or years, you are renting capacity by the hour. Our goal is to
make a consistent and specific amount of CPU capacity available, within the limits of the actual
underlying hardware.

ECU

The relative measure of the integer processing power of an Amazon EC2 instance. To make
it easy for developers to compare CPU capacity between different instance classes, we have
defined an Amazon EC2 Compute Unit. The amount of CPU that is allocated to a particular
instance is expressed in terms of these EC2 Compute Units. One ECU currently provides CPU
capacity equivalent to a 1.0-1.2 GHz 2007 Opteron or 2007 Xeon processor.

Memory (GiB)

The RAM, in gibibytes, allocated to the DB instance. There is often a consistent ratio between
memory and vCPU. As an example, take the db.r4 instance class, which has a memory to vCPU
ratio similar to the db.r5 instance class. However, for most use cases the db.r5 instance class
provides better, more consistent performance than the db.r4 instance class.

Max. EBS bandwidth (Mbps)

The maximum EBS bandwidth in megabits per second. Divide by 8 to get the expected
throughput in megabytes per second.
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® Note

This figure refers to 1/0 bandwidth for local storage within the DB instance. It doesn't
apply to communication with the Aurora cluster volume.

Network bandwidth
The network speed relative to other DB instance classes.
For information on using Amazon CloudWatch metrics to monitor your Aurora DB instance

throughput, see Evaluating DB instance usage for Aurora MySQL with Amazon CloudWatch metrics
and Evaluating DB instance usage for Aurora PostgreSQL with CloudWatch metrics.

Hardware specifications for the memory-optimized instance classes

The following tables show the compute, memory, storage, and bandwidth specifications for the
memory-optimized instance classes.

db.x2g - memory-optimized instance classes with Amazon Graviton2 processors

Instance class vCPL ECU Memory Instance Max. EBS Network
(GiB) storage (GiB) bandwidth bandwidth
(Mbps) (Gbps)
db.x2g.16xlarge 64 — 1024 EBS-optim 19,000 25
ized only
db.x2g.12xlarge 48 — 768 EBS-optim 14,250 20
ized only
db.x2g.8xlarge 32 — 512 EBS-optim 9,500 12
ized only
db.x2g.4xlarge 16 — 256 EBS-optim 4,750 Up to 10
ized only
db.x2g.2xlarge 8 — 128 EBS-optim Up to 4,750 Upto 10
ized only
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Instance class

db.x2g.xlarge

db.x2g.large

vCPL ECU

Memory
(GiB)

64

32

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

Max. EBS
bandwidth
(Mbps)

Up to 4,750

Up to 4,750

Network
bandwidth
(Gbps)

Up to 10

Up to 10

db.r8g - memory-optimized instance classes powered by Amazon Graviton4 processors

Instance class

db.r8g.48xlarge

db.r8g.24xlarge

db.r8g.16xlarge

db.r8g.12xlarge

db.r8g.8xlarge

db.r8g.4xlarge

db.r8g.2xlarge

vCPL ECU

192 —

64 —

48 —

32 —

16 —

Memory
(GiB)

1536

768

512

384

256

128

64

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

Max. EBS

bandwidth

(Mbps)

40,000

30,000

20,000

15,000

10,000

Up to 10,000

Up to 10,000

Network

bandwidth

(Gbps)

50

40

30

22.5

15

Up to 15

Up to 15
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Instance class

db.r8g.xlarge

db.r8g.large

vCPL ECU

Memory
(GiB)

32

16

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

Max. EBS
bandwidth
(Mbps)

Up to 10,000

Up to 10,000

Network
bandwidth
(Gbps)

Upto 12.5

Upto 12.5

db.r7i - memory-optimized instance classes powered by 4th generation Intel Xeon Scalable

processors

Instance class

db.r7i.48xlarge

db.r7i.24xlarge

db.r7i.16xlarge

db.r7i.12xlarge

db.r7i.8xlarge

db.r7i.4xlarge

db.r7i.2xlarge

vCPL ECU

192 —

64 —

Memory
(GiB)

1536

768

512

384

256

128

64

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

Max. EBS

bandwidth

(Mbps)

40,000

30,000

20,000

15,000

10,000

Up to 10,000

Up to 10,000

Network

bandwidth

(Gbps)

50

375

25

18.75

12.5

Upto 12.5

Upto 125
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Instance class

db.r7i.xlarge

db.r7i.large

db.r7g - memory-optimized instance classes with Amazon Graviton3 processors

Instance class

db.r7g.16xlarge

db.r7g.12xlarge

db.r7g.8xlarge

db.r7g.4xlarge

db.r7g.2xlarge

db.r7g.xlarge

db.r7g.large

vCPL ECU Memory
(GiB)

vCPL ECU Memory
(GiB)

64

48

32

16

— 512

— 384

— 256

— 128

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

Max. EBS
bandwidth
(Mbps)

Up to 10,000

Up to 10,000

Max. EBS

bandwidth

(Mbps)

20,000

15,000

10,000

Up to 10,000

Up to 10,000

Up to 10,000

Up to 10,000

Network
bandwidth
(Gbps)
Upto 12.5

Upto 12.5

Network

bandwidth

(Gbps)

30

22.5

15

Up to 15

Up to 15

Upto 12.5

Upto 125
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db.r6id - memory-optimized instance classes with 3rd generation Intel Xeon Scalable
processors and SSD storage

Instance class

db.r6id.32xlarge

db.r6id.24xlarge

vCPL

ECU

Memory
(GiB)

1,024

768

Instance
storage (GiB)

4x1900 NVMe
SSD

4x1425 NVMe
SSD

Max. EBS
bandwidth
(Mbps)

40,000

30,000

Network
bandwidth
(Gbps)

50

375

db.r6gd — memory-optimized instance classes with Amazon Graviton2 processors and SSD

storage

Instance class

db.r6gd.16xlarge

db.régd.12xlarge

db.régd.8xlarge

db.régd.4xlarge

db.régd.2xlarge

db.régd.xlarge

vCPL

64

48

32

16

ECU

Memory
(GiB)

512

384

256

128

64

32

Instance
storage (GiB)

2 x 1900
NVMe SSD

2x 1425
NVMe SSD

1 x 1900
NVMe SSD

1 x 950 NVMe
SSD

1x474 NVMe
SSD

1x 237 NVMe
SSD

Max. EBS

bandwidth

(Mbps)

19,000

13,500

9,000

4,750

Up to 4,750

Up to 4,750

Network

bandwidth

(Gbps)

25

20

12

Up to 10

Up to 10

Up to 10
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db.r6g - memory-optimized instance classes with Amazon Graviton2 processors

Instance class

db.rég.16xlarge

db.r6g.12xlarge

db.r6g.8xlarge

db.r6g.4xlarge

db.r6g.2xlarge

db.r6g.xlarge

db.rég.large

vCPL ECU

64 —

48 —

32 —

16 —

Memory
(GiB)

512

384

256

128

64

32

16

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

Max. EBS

bandwidth

(Mbps)

19,000

13,500

9,000

4,750

Up to 4,750

Up to 4,750

Up to 4,750

Network

bandwidth

(Gbps)

25

20

12

Up to 10

Up to 10

Up to 10

Up to 10

db.r6i —- memory-optimized instance classes with 3rd Generation Intel Xeon Scalable processors

Instance class

db.r6i.32xlarge

db.r6i.24xlarge

vCPL ECU

Memory
(GiB)

1,024

768

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

Max. EBS
bandwidth
(Mbps)

40,000

30,000

Network
bandwidth
(Gbps)

50

375
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Instance class

db.r6i.16xlarge

db.r6i.12xlarge

db.r6i.8xlarge

db.r6i.4xlarge

db.r6i.2xlarge

db.r6i.xlarge

db.r6i.large

vCPL ECU

64 —

48 —

32 —

16 —

Memory
(GiB)

512

384

256

128

64

32

16

db.r5 - memory-optimized instance classes

Instance class

db.r5.24xlarge

db.r5.16xlarge

vCPL ECU
9% 347
64 264

Memory
(GiB)

768

512

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

Max. EBS

bandwidth

(Mbps)

20,000

15,000

10,000

Up to 10,000

Up to 10,000

Up to 10,000

Up to 10,000

Max. EBS
bandwidth
(Mbps)

19,000

13,600

Network

bandwidth

(Gbps)

25

18.75

12.5

Upto 12.5

Upto 125

Upto 125

Upto 125

Network
bandwidth
(Gbps)

25

20
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Instance class

db.r5.12xlarge

db.r5.8xlarge

db.r5.4xlarge

db.r5.2xlarge

db.r5.xlarge

db.r5.large

db.r4 - memory-optimized instance classes with |

Instance class

db.r4.16xlarge

db.r4.8xlarge

db.r4.4xlarge

vCPL ECU
48 173
32 132
16 71
8 38
4 19
2 10

vCPL ECU
64 195
32 99
16 53

Memory
(GiB)

384

256

128

64

32

16

Memory
(GiB)

488

244

122

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

ntel Xeon Scalable processors

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

Max. EBS

bandwidth

(Mbps)

9,500

6,800

4,750

Up to 4,750

Up to 4,750

Up to 4,750

Max. EBS
bandwidth
(Mbps)

14,000

7,000

3,500

Network

bandwidth

(Gbps)

12

10

Up to 10

Up to 10

Up to 10

Up to 10

Network
bandwidth
(Gbps)

25

Up to 10
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Instance class vCPL ECU Memory Instance Max. EBS Network
(GiB) storage (GiB) bandwidth bandwidth
(Mbps) (Gbps)

db.r4.2xlarge 8 27 61 EBS-optim 1,700 Up to 10
ized only

db.r4.xlarge 4 135 30.5 EBS-optim 850 Up to 10
ized only

db.r4.large 2 7 15.25 EBS-optim 425 Up to 10
ized only

Hardware specifications for the burstable-performance instance classes

The following tables show the compute, memory, storage, and bandwidth specifications for the
burstable-performance instance classes.

db.t4g - burstable-performance instance classes powered by Amazon Graviton2 processors

Instance class vCPL ECU Memory Instance Max. EBS Network
(GiB) storage (GiB) bandwidth bandwidth
(Mbps) (Gbps)
db.t4g.large 2 — 8 EBS-optim Up to 2,780 Upto5
ized only
db.t4g.medium 2 — 4 EBS-optim Up to 2,085 Upto5
ized only

db.t3 - burstable-performance instance classes
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Instance class

db.t3.large

db.t3.medium

db.t3.small

db.t2 - burstable-performance instance classes

Instance class

db.t2.medium

db.t2.small

vCPL ECU Memory

vCPL ECU Memory

2

1

(GiB)

Variak 8

Variat 4

Variat 2

(GiB)

Variat 4

Variat 2

Amazon Aurora storage

Instance
storage (GiB)

EBS-optim
ized only

EBS-optim
ized only

EBS-optim
ized only

Instance
storage (GiB)

EBS only

EBS only

Max. EBS
bandwidth
(Mbps)

Up to 2,048

Up to 1,536

Up to 1,536

Max. EBS
bandwidth
(Mbps)

Network
bandwidth
(Gbps)

Upto5

Upto5

Upto5

Network
bandwidth
(Gbps)

Moderate

Low

Following, you can learn about the Aurora storage subsystem. Aurora uses a distributed and shared
storage architecture that is an important factor in performance, scalability, and reliability for

Aurora clusters.

Topics

» Overview of Amazon Aurora storage

What the cluster volume contains

Storage configurations for Amazon Aurora DB clusters

How Aurora storage automatically resizes

How Aurora data storage is billed
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Overview of Amazon Aurora storage

Aurora data is stored in the cluster volume, which is a single, virtual volume that uses solid state
drives (SSDs). A cluster volume consists of copies of the data across three Availability Zones in

a single Amazon Region. Because the data is automatically replicated across Availability Zones,
your data is highly durable with less possibility of data loss. This replication also ensures that your
database is more available during a failover. It does so because the data copies already exist in the
other Availability Zones and continue to serve data requests to the DB instances in your DB cluster.
The amount of replication is independent of the number of DB instances in your cluster.

Aurora uses separate local storage for nonpersistent, temporary files. This includes files that are
used for such purposes as sorting large data sets during query processing, and building indexes. For
more information, see Temporary storage limits for Aurora MySQL and Temporary storage limits

for Aurora PostgreSQL.

What the cluster volume contains

The Aurora cluster volume contains all your user data, schema objects, and internal metadata such
as the system tables and the binary log. For example, Aurora stores all the tables, indexes, binary
large objects (BLOBSs), stored procedures, and so on for an Aurora cluster in the cluster volume.

The Aurora shared storage architecture makes your data independent from the DB instances in the
cluster. For example, you can add a DB instance quickly because Aurora doesn't make a new copy
of the table data. Instead, the DB instance connects to the shared volume that already contains all
your data. You can remove a DB instance from a cluster without removing any of the underlying
data from the cluster. Only when you delete the entire cluster does Aurora remove the data.

Storage configurations for Amazon Aurora DB clusters

Amazon Aurora has two DB cluster storage configurations:

« Aurora I/0-Optimized - Improved price performance and predictability for I/O-intensive
applications. You pay only for the usage and storage of your DB clusters, with no additional
charges for read and write 1/0 operations.

Aurora I/0-Optimized is the best choice when your I/0 spending is 25% or more of your total
Aurora database spending.
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You can choose Aurora I/O-Optimized when you create or modify a DB cluster with a DB engine
version that supports the Aurora 1/0O-Optimized cluster configuration. You can switch from
Aurora I/0-Optimized to Aurora Standard at any time.

« Aurora Standard - Cost-effective pricing for many applications with moderate I/O usage. In
addition to the usage and storage of your DB clusters, you also pay a standard rate per 1 million
requests for I/O operations.

Aurora Standard is the best choice when your 1/0O spending is less than 25% of your total Aurora
database spending.

You can switch from Aurora Standard to Aurora I/O-Optimized once every 30 days. When you
switch between Aurora Standard and Aurora I/O-Optimized storage options for non-NVMe-
based DB instances, there is no downtime. However, for NVMe-based DB instances, switching
between Aurora I/O-Optimized and Aurora Standard storage options requires a database engine
restart, which may cause a brief period of downtime.

For information on Amazon Web Services Region and version support, see Supported Regions and

Aurora DB engines for cluster storage configurations.

For more information on pricing for Amazon Aurora storage configurations, see Amazon Aurora
pricing.

For information on choosing the storage configuration when creating a DB cluster, see Creating a
DB cluster. For information on modifying the storage configuration for a DB cluster, see Settings
for Amazon Aurora.

How Aurora storage automatically resizes

Aurora cluster volumes automatically grow as the amount of data in your database increases. For
information about maximum Aurora cluster volume sizes for each engine version, see Amazon
Aurora size limits. This automatic storage scaling is combined with a high-performance and highly

distributed storage subsystem. These make Aurora a good choice for your important enterprise
data when your main objectives are reliability and high availability.

To display the volume status, see Displaying volume status for an Aurora MySQL DB cluster or

Displaying volume status for an Aurora PostgreSQL DB cluster. For ways to balance storage costs

against other priorities, Storage scaling describes how to monitor the Amazon Aurora metrics
AuroraVolumeBytesLeftTotal and VolumeBytesUsed in CloudWatch.
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When Aurora data is removed, the space allocated for that data is freed. Examples of removing
data include dropping or truncating a table. This automatic reduction in storage usage helps you to
minimize storage charges.

® Note

The storage limits and dynamic resizing behavior discussed here apply to persistent tables
and other data stored in the cluster volume.

For Aurora PostgreSQL, temporary table data is stored in the local DB instance.

For Aurora MySQL version 2, temporary table data is stored by default in the cluster
volume for writer instances and in local storage for reader instances. For more information,
see Storage engine for on-disk temporary tables.

For Aurora MySQL version 3, temporary table data is stored in the local DB instance or in
the cluster volume. For more information, see New temporary table behavior in Aurora
MySQL version 3.

The maximum size of temporary tables that reside in local storage is limited by the
maximum local storage size of the DB instance. The local storage size depends on the

instance class that you use. For more information, see Temporary storage limits for Aurora
MySQL and Temporary storage limits for Aurora PostgreSQL.

Some storage features, such as the maximum size of a cluster volume and automatic resizing when
data is removed, depend on the Aurora version of your cluster. For more information, see Storage
scaling. You can also learn how to avoid storage issues and how to monitor the allocated storage
and free space in your cluster.

How Aurora data storage is billed

Even though an Aurora cluster volume can grow up to 256 tebibytes (TiB) for specific engine
versions, you are only charged for the space that you use in an Aurora cluster volume. In earlier
Aurora versions, the cluster volume could reuse space that was freed up when you removed data,
but the allocated storage space would never decrease. Now when Aurora data is removed, such as
by dropping a table or database, the overall allocated space decreases by a comparable amount.
Thus, you can reduce storage charges by dropping tables, indexes, databases, and so on that you no
longer need.

Data billing 177



Amazon Aurora User Guide for Aurora

® Tip
For earlier versions without the dynamic resizing feature, resetting the storage usage for
a cluster involved doing a logical dump and restoring to a new cluster. That operation can
take a long time for a substantial volume of data. If you encounter this situation, consider
upgrading your cluster to a version that supports dynamic volume resizing.

For information about which Aurora versions support dynamic resizing, and how to minimize
storage charges by monitoring storage usage for your cluster, see Storage scaling. For information

about Aurora backup storage billing, see Understanding Amazon Aurora backup storage usage. For

pricing information about Aurora data storage, see Amazon RDS for Aurora pricing.

Amazon Aurora reliability

Aurora is designed to be reliable, durable, and fault tolerant. You can architect your Aurora DB
cluster to improve availability by doing things such as adding Aurora Replicas and placing them
in different Availability Zones, and also Aurora includes several automatic features that make it a
reliable database solution.

Topics

» Storage auto-repair

« Survivable page cache

» Recovery from unplanned restarts

Storage auto-repair

Because Aurora maintains multiple copies of your data in three Availability Zones, the chance of
losing data as a result of a disk failure is greatly minimized. Aurora automatically detects failures in
the disk volumes that make up the cluster volume. When a segment of a disk volume fails, Aurora
immediately repairs the segment. When Aurora repairs the disk segment, it uses the data in the
other volumes that make up the cluster volume to ensure that the data in the repaired segment

is current. As a result, Aurora avoids data loss and reduces the need to perform a point-in-time
restore to recover from a disk failure.
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Survivable page cache

In Aurora, each DB instance's page cache is managed in a separate process from the database,
which allows the page cache to survive independently of the database. (The page cache is also
called the InnoDB buffer pool on Aurora MySQL and the buffer cache on Aurora PostgreSQL.)

In the unlikely event of a database failure, the page cache remains in memory, which keeps current
data pages "warm" in the page cache when the database restarts. This provides a performance gain
by bypassing the need for the initial queries to execute read I/O operations to "warm up" the page

cache.

For Aurora MySQL, page cache behavior when rebooting and failing over is the following:

» You can reboot the writer instance without rebooting the reader instances.

« If the reader instances don't reboot when the writer instance reboots, they don't lose their
page caches.

« If the reader instances reboot when the writer instance reboots, they do lose their page caches.
« When a reader instance reboots, the page caches on the writer and reader instances both survive.

« When the DB cluster fails over, the effect is similar to when a writer instance reboots. On the
new writer instance (previously the reader instance) the page cache survives, but on the reader
instance (previously the writer instance), the page cache doesn't survive.

For Aurora PostgreSQL, you can use cluster cache management to preserve the page cache of a
designated reader instance that becomes the writer instance after failover. For more information,
see Fast recovery after failover with cluster cache management for Aurora PostgreSQL.

Recovery from unplanned restarts

Aurora is designed to recover from an unplanned restart almost instantaneously and continue to
serve your application data without the binary log. Aurora recovers asynchronously on parallel
threads, so that your database is open and available immediately after an unplanned restart.

For more information, see Fault tolerance for an Aurora DB cluster and Optimizations to reduce

database restart time.

The following are considerations for binary logging and unplanned restart recovery on Aurora
MySQL:
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« Enabling binary logging on Aurora directly affects the recovery time after an unplanned restart,
because it forces the DB instance to perform binary log recovery.

» The type of binary logging used affects the size and efficiency of logging. For the same amount
of database activity, some formats log more information than others in the binary logs. The
following settings for the binlog_format parameter result in different amounts of log data:

« ROW - The most log data
o STATEMENT - The least log data

« MIXED - A moderate amount of log data that usually provides the best combination of data
integrity and performance

The amount of binary log data affects recovery time. If there is more data logged in the binary
logs, the DB instance must process more data during recovery, which increases recovery time.

« To reduce computational overhead and improve recovery times with binary logging, you can use
enhanced binlog. Enhanced binlog improves the database recovery time by up to 99%. For more
information, see Setting up enhanced binlog for Aurora MySQL.

« Aurora does not need the binary logs to replicate data within a DB cluster or to perform point-in-
time restore (PITR).

« If you don't need the binary log for external replication (or an external binary log stream), we
recommend that you set the binlog_format parameter to OFF to disable binary logging. Doing
so reduces recovery time.

For more information about Aurora binary logging and replication, see Replication with Amazon
Aurora. For more information about the implications of different MySQL replication types, see
Advantages and disadvantages of statement-based and row-based replication in the MySQL
documentation.

Amazon Aurora security

Security for Amazon Aurora is managed at three levels:

 To control who can perform Amazon RDS management actions on Aurora DB clusters and
DB instances, you use Amazon Identity and Access Management (IAM). When you connect to
Amazon using IAM credentials, your Amazon account must have IAM policies that grant the
permissions required to perform Amazon RDS management operations. For more information,
see Identity and access management for Amazon Aurora.
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If you are using IAM to access the Amazon RDS console, you must first log on to the Amazon
Web Services Management Console with your user credentials, and then go to the Amazon RDS
console at https://console.amazonaws.cn/rds.

« Aurora DB clusters must be created in a virtual private cloud (VPC) based on the Amazon VPC
service. To control which devices and Amazon EC2 instances can open connections to the
endpoint and port of the DB instance for Aurora DB clusters in a VPC, you use a VPC security
group. You can make these endpoint and port connections using Transport Layer Security (TLS)/
Secure Sockets Layer (SSL). In addition, firewall rules at your company can control whether
devices running at your company can open connections to a DB instance. For more information
on VPCs, see Amazon VPC and Amazon Aurora.

» To authenticate logins and permissions for an Amazon Aurora DB cluster, you can take either of
the following approaches, or a combination of them.

» You can take the same approach as with a stand-alone DB instance of MySQL or PostgreSQL.

Techniques for authenticating logins and permissions for stand-alone DB instances of MySQL
or PostgreSQL, such as using SQL commands or modifying database schema tables, also work
with Aurora. For more information, see Security with Amazon Aurora MySQL or Security with
Amazon Aurora PostgreSQL.

« You can use IAM database authentication.

With 1AM database authentication, you authenticate to your Aurora DB cluster by using

a user or IAM role and an authentication token. An authentication token is a unique value
that is generated using the Signature Version 4 signing process. By using IAM database
authentication, you can use the same credentials to control access to your Amazon resources
and your databases. For more information, see IAM database authentication.

» You can use Kerberos authentication for Aurora PostgreSQL and Aurora MySQL.

You can use Kerberos to authenticate users when they connect to your Aurora PostgreSQL and
Aurora MySQLDB cluster. In this case, your DB cluster works with Amazon Directory Service for
Microsoft Active Directory to enable Kerberos authentication. Amazon Directory Service for
Microsoft Active Directory is also called Amazon Managed Microsoft AD. Keeping all of your
credentials in the same directory can save you time and effort. You have a centralized place for
storing and managing credentials for multiple DB clusters. Using a directory can also improve
your overall security profile. For more information, see Using Kerberos authentication with
Aurora PostgreSQL and Using Kerberos authentication for Aurora MySQL.
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For information about configuring security, see Security in Amazon Aurora.

Using SSL with Aurora DB clusters

Amazon Aurora DB clusters support Secure Sockets Layer (SSL) connections from applications
using the same process and public key as Amazon RDS DB instances. For more information, see
Security with Amazon Aurora MySQL, Security with Amazon Aurora PostgreSQL, or Using TLS/SSL
with Aurora Serverless v1.

High availability for Amazon Aurora

The Amazon Aurora architecture involves separation of storage and compute. Aurora includes some
high availability features that apply to the data in your DB cluster. The data remains safe even if
some or all of the DB instances in the cluster become unavailable. Other high availability features
apply to the DB instances. These features help to make sure that one or more DB instances are
ready to handle database requests from your application.

Topics

» High availability for Aurora data

» High availability for Aurora DB instances

« High availability across Amazon Regions with Aurora global databases

« Fault tolerance for an Aurora DB cluster

 High availability with Amazon RDS Proxy

High availability for Aurora data

Aurora stores copies of the data in a DB cluster across multiple Availability Zones in a single
Amazon Web Services Region. Aurora stores these copies regardless of whether the instances in
the DB cluster span multiple Availability Zones. For more information on Aurora, see Managing an
Amazon Aurora DB cluster.

When data is written to the primary DB instance, Aurora synchronously replicates the data across
Availability Zones to six storage nodes associated with your cluster volume. Doing so provides
data redundancy, eliminates 1/0 freezes, and minimizes latency spikes during system backups.
Running a DB instance with high availability can enhance availability during planned system
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maintenance, and help protect your databases against failure and Availability Zone disruption. For
more information on Availability Zones, see Regions and Availability Zones.

High availability for Aurora DB instances

After you create the primary (writer) instance, you can create up to 15 read-only Aurora Replicas.
The Aurora Replicas are also known as reader instances. Aurora Replicas use asynchronous
replication to support high availability without affecting primary instance performance.

During day-to-day operations, you can offload some of the work for read-intensive applications

by using the reader instances to process SELECT queries. When a problem affects the primary
instance, one of these reader instances takes over as the primary instance. This mechanism is
known as failover. Many Aurora features apply to the failover mechanism. For example, Aurora
detects database problems and activates the failover mechanism automatically when necessary.
Aurora also has features that reduce the time for failover to complete. Doing so minimizes the time
that the database is unavailable for writing during a failover.

Aurora is designed to recover as quickly as possible, and the fastest path to recovery is often to
restart or to fail over to the same DB instance. Restarting is faster and involves less overhead than
failover.

To use a connection string that stays the same even when a failover promotes a new primary
instance, you connect to the cluster endpoint. The cluster endpoint always represents the current
primary instance in the cluster. For more information about the cluster endpoint, see Amazon
Aurora endpoint connections.

® Tip
Within each Amazon Web Services Region, Availability Zones (AZs) represent locations that
are distinct from each other to provide isolation in case of outages. We recommend that
you distribute the primary instance and reader instances in your DB cluster over multiple
AZs to improve the availability of your DB cluster. That way, an issue that affects an entire
AZ doesn't cause an outage for your cluster.
You can set up a Multi-AZ DB cluster by making a simple choice when you create the
cluster. You can use the Amazon Web Services Management Console, the Amazon CLI, or
the Amazon RDS API. You can also convert an existing Aurora DB cluster into a Multi-AZ DB
cluster by adding a new reader DB instance and specifying a different AZ.
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High availability across Amazon Regions with Aurora global databases

For high availability across multiple Amazon Web Services Regions, you can set up Aurora global
databases. Each Aurora global database spans multiple Amazon Web Services Regions, enabling
low latency global reads and disaster recovery from outages across an Amazon Web Services
Region. Aurora asynchronously replicates all data and updates from the primary Amazon Web
Services Region to each of the secondary Regions. For more information, see Using Amazon Aurora
Global Database.

Fault tolerance for an Aurora DB cluster

An Aurora DB cluster is fault tolerant by design. The cluster volume spans multiple Availability
Zones (AZs) in a single Amazon Web Services Region, and each Availability Zone contains a copy of
the cluster volume data. This functionality means that your DB cluster can tolerate a failure of an
Availability Zone without any loss of data and only a brief interruption of service.

If the primary instance in a DB cluster fails, Aurora automatically fails over to a new primary
instance in one of two ways:

« By promoting an existing Aurora Replica to the new primary instance

» By creating a new primary instance

If the DB cluster has one or more Aurora Replicas, then an Aurora Replica is promoted to the
primary instance during a failure event. A failure event results in a brief interruption, during which
read and write operations fail with an exception. However, service is typically restored in less

than 60 seconds, and often less than 30 seconds. To increase the availability of your DB cluster,
we recommend that you create at least one or more Aurora Replicas in two or more different
Availability Zones.

® Tip
In Aurora MySQL, you can improve availability during a failover by having more than
one reader DB instance in a cluster. In Aurora MySQL, Aurora restarts only the writer DB
instance and the reader instance to which it fails over. Other reader instances in the cluster
remain available during a failover to continue processing queries through connections to
the reader endpoint.
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You can also improve availability during a failover by using RDS Proxy with your Aurora DB
cluster. For more information, see High availability with Amazon RDS Proxy.

You can customize the order in which your Aurora Replicas are promoted to the primary instance
after a failure by assigning each replica a priority. Priorities range from O for the highest priority to
15 for the lowest priority. If the primary instance fails, Amazon RDS promotes the Aurora Replica
with the highest priority to the new primary instance. You can modify the priority of an Aurora
Replica at any time. Modifying the priority doesn't trigger a failover.

More than one Aurora Replica can share the same priority, resulting in promotion tiers. If two

or more Aurora Replicas share the same priority, then Amazon RDS promotes the replica that is
largest in size. If two or more Aurora Replicas share the same priority and size, then Amazon RDS
promotes an arbitrary replica in the same promotion tier.

® Note

Several factors are involved in identifying a failover target. After five unsuccessful failover
attempts, promotion tiers are no longer considered.

If the DB cluster doesn't contain any Aurora Replicas, then the primary instance is recreated in
the same AZ during a failure event. A failure event results in an interruption during which read
and write operations fail with an exception. Service is restored when the new primary instance is
created, which typically takes less than 10 minutes. Promoting an Aurora Replica to the primary
instance is much faster than creating a new primary instance.

Suppose that the primary instance in your cluster is unavailable because of an outage that affects
an entire AZ. In this case, the way to bring a new primary instance online depends on whether your
cluster uses a Multi-AZ configuration:

« If your provisioned or Aurora Serverless v2 cluster contains any reader instances in other AZs,
Aurora uses the failover mechanism to promote one of those reader instances to be the new
primary instance.

« If your provisioned or Aurora Serverless v2 cluster only contains a single DB instance, or if the
primary instance and all reader instances are in the same AZ, make sure to manually create one
or more new DB instances in another AZ.
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o If your cluster uses Aurora Serverless v1, Aurora automatically creates a new DB instance in
another AZ. However, this process involves a host replacement and thus takes longer than a
failover.

® Note

Amazon Aurora also supports replication with an external MySQL database, or an RDS
MySQL DB instance. For more information, see Replication between Aurora and MySQL or

between Aurora and another Aurora DB cluster (binary log replication).

High availability with Amazon RDS Proxy

With RDS Proxy, you can build applications that can transparently tolerate database failures
without needing to write complex failure handling code. The proxy automatically routes traffic to
a new database instance while preserving application connections. It also bypasses Domain Name
System (DNS) caches to reduce failover times by up to 66% for Aurora Multi-AZ databases. For
more information, see Amazon RDS Proxy for Aurora.

Replication with Amazon Aurora

There are several replication options with Aurora. Each Aurora DB cluster has built-in replication
between multiple DB instances in the same cluster. You can also set up replication with your
Aurora cluster as the source or the target. When you replicate data into or out of an Aurora cluster,
you can choose between built-in features such as Aurora global databases or the traditional
replication mechanisms for the MySQL or PostgreSQL DB engines. You can choose the appropriate
options based on which one provides the right combination of high availability, convenience,

and performance for your needs. The following sections explain how and when to choose each
technique.

Topics

» Aurora Replicas

» Replication with Aurora MySQL

» Replication with Aurora PostgreSQL
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Aurora Replicas

When you create a second, third, and so on DB instance in an Aurora provisioned DB cluster, Aurora
automatically sets up replication from the writer DB instance to all the other DB instances. These
other DB instances are read-only and are known as Aurora Replicas. We also refer to them as reader
instances when discussing the ways that you can combine writer and reader DB instances within a
cluster.

Aurora Replicas have two main purposes. You can issue queries to them to scale the read
operations for your application. You typically do so by connecting to the reader endpoint of the
cluster. That way, Aurora can spread the load for read-only connections across as many Aurora
Replicas as you have in the cluster. Aurora Replicas also help to increase availability. If the writer
instance in a cluster becomes unavailable, Aurora automatically promotes one of the reader
instances to take its place as the new writer.

An Aurora DB cluster can contain up to 15 Aurora Replicas. The Aurora Replicas can be distributed
across the Availability Zones that a DB cluster spans within an Amazon Region.

The data in your DB cluster has its own high availability and reliability features, independent of
the DB instances in the cluster. If you aren't familiar with Aurora storage features, see Overview of
Amazon Aurora storage. The DB cluster volume is physically made up of multiple copies of the data

for the DB cluster. The primary instance and the Aurora Replicas in the DB cluster all see the data in
the cluster volume as a single logical volume.

As a result, all Aurora Replicas return the same data for query results with minimal replica lag. This
lag is usually much less than 100 milliseconds after the primary instance has written an update.
Replica lag varies depending on the rate of database change. That is, during periods where a large
amount of write operations occur for the database, you might see an increase in replica lag.

(® Note

Aurora Replica restarts automatically, when it loses communication with the writer DB
instance for more than 60 seconds in the following Aurora PostgreSQL versions:

+ 14.6 and older versions
« 13.9 and older versions
« 12.13 and older versions

o All Aurora PostgreSQL 11 versions
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With the read availability feature, the Aurora Replicas don't restart automatically. For more
information on the read availability feature and the versions where it is applicable, see
Improving the read availability of Aurora Replicas.

Aurora Replicas work well for read scaling because they are fully dedicated to read operations on
your cluster volume. Write operations are managed by the primary instance. Because the cluster
volume is shared among all DB instances in your DB cluster, minimal additional work is required to
replicate a copy of the data for each Aurora Replica.

To increase availability, you can use Aurora Replicas as failover targets. That is, if the primary
instance fails, an Aurora Replica is promoted to the primary instance. There is a brief interruption
during which read and write requests made to the primary instance fail with an exception.

Promoting an Aurora Replica by failover is much faster than recreating the primary instance. If your
Aurora DB cluster doesn't include any Aurora Replicas, then your DB cluster isn't available while
your DB instance is recovering from the failure.

When failover happens, some of the Aurora Replicas might be rebooted, depending on the DB
engine version. For example, in Aurora MySQL, Aurora restarts only the writer DB instance and the
failover target during a failover. For more information about the rebooting behavior of different
Aurora DB engine versions, see Rebooting an Amazon Aurora DB cluster or Amazon Aurora DB

instance. For information about what happens to page caches when rebooting or failover, see
Survivable page cache.

For high-availability scenarios, we recommend that you create one or more Aurora Replicas. These
should be of the same DB instance class as the primary instance and in different Availability Zones
for your Aurora DB cluster. For more information about Aurora Replicas as failover targets, see
Fault tolerance for an Aurora DB cluster.

You can't create an encrypted Aurora Replica for an unencrypted Aurora DB cluster. You can't
create an unencrypted Aurora Replica for an encrypted Aurora DB cluster.

® Tip
You can use Aurora Replicas within an Aurora cluster as your only form of replication
to keep your data highly available. You can also combine the built-in Aurora replication
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with the other types of replication. Doing so can help to provide an extra level of high
availability and geographic distribution of your data.

For details on how to create an Aurora Replica, see Adding Aurora Replicas to a DB cluster.

Replication with Aurora MySQL

In addition to Aurora Replicas, you have the following options for replication with Aurora MySQL:

« Aurora MySQL DB clusters in different Amazon Regions.

« You can replicate data across multiple Regions by using an Aurora global database. For details,
see High availability across Amazon Regions with Aurora global databases

« You can create an Aurora read replica of an Aurora MySQL DB cluster in a different Amazon
Region, by using MySQL binary log (binlog) replication. Each cluster can have up to five read
replicas created this way, each in a different Region.

« Two Aurora MySQL DB clusters in the same Region, by using MySQL binary log (binlog)
replication.

« An RDS for MySQL DB instance as the source of data and an Aurora MySQL DB cluster, by
creating an Aurora read replica of an RDS for MySQL DB instance. Typically, you use this
approach for migration to Aurora MySQL, rather than for ongoing replication.

For more information about replication with Aurora MySQL, see Replication with Amazon Aurora
MySQL.

Replication with Aurora PostgreSQL

In addition to Aurora Replicas, you have the following options for replication with Aurora
PostgreSQL:

o An Aurora primary DB cluster in one Region and up to 10 read-only secondary DB clusters
in different Regions by using an Aurora global database. Aurora PostgreSQL doesn't support
cross-Region Aurora Replicas. However, you can use Aurora global database to scale your
Aurora PostgreSQL DB cluster's read capabilities to more than one Amazon Region and to meet
availability goals. For more information, see Using Amazon Aurora Global Database.

« Two Aurora PostgreSQL DB clusters in the same Region, by using PostgreSQL's logical replication
feature.
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« An RDS for PostgreSQL DB instance as the source of data and an Aurora PostgreSQL DB cluster,
by creating an Aurora read replica of an RDS for PostgreSQL DB instance. Typically, you use this
approach for migration to Aurora PostgreSQL, rather than for ongoing replication.

For more information about replication with Aurora PostgreSQL, see Replication with Amazon
Aurora PostgreSQL.

DB instance billing for Aurora

Amazon RDS provisioned instances in an Amazon Aurora cluster are billed based on the following
components:

» DB instance hours (per hour) — Based on the DB instance class of the DB instance (for example,
db.t2.small or db.m4.large). Pricing is listed on a per-hour basis, but bills are calculated down to
the second and show times in decimal form. RDS usage is billed in 1-second increments, with a
minimum of 10 minutes. For more information, see Amazon Aurora DB instance classes.

» Storage (per GiB per month) — Storage capacity that you have provisioned to your DB instance.
If you scale your provisioned storage capacity within the month, your bill is prorated. For more
information, see Amazon Aurora storage.

 Input/output (I/0) requests (per 1 million requests) — Total number of storage 1/0 requests that
you have made in a billing cycle, for the Aurora Standard DB cluster configuration only.

For more information on Amazon Aurora I/0O billing, see Storage configurations for Amazon

Aurora DB clusters.

» Backup storage (per GiB per month) — Backup storage is the storage that is associated with
automated database backups and any active database snapshots that you have taken. Increasing
your backup retention period or taking additional database snapshots increases the backup
storage consumed by your database. Per second billing doesn't apply to backup storage (metered
in GB-month).

For more information, see Backing up and restoring an Amazon Aurora DB cluster.

« Data transfer (per GB) — Data transfer in and out of your DB instance from or to the internet and
other Amazon Regions. For useful examples, see the Amazon blog post Exploring Data Transfer

Costs for Amazon Managed Databases.
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Amazon RDS provides the following purchasing options to enable you to optimize your costs based
on your needs:

« On-Demand instances - Pay by the hour for the DB instance hours that you use. Pricing is listed
on a per-hour basis, but bills are calculated down to the second and show times in decimal form.
RDS usage is now billed in 1-second increments, with @ minimum of 10 minutes.

» Reserved instances — Reserve a DB instance for a one-year or three-year term and get a
significant discount compared to the on-demand DB instance pricing. With Reserved Instance
usage, you can launch, delete, start, or stop multiple instances within an hour and get the
Reserved Instance benefit for all of the instances.

« Aurora Serverless v2 — Aurora Serverless v2 provides on-demand capacity where the billing
unit is Aurora capacity unit (ACU) hours instead of DB instance hours. Aurora Serverless v2
capacity increases and decreases, within a range that you specify, depending on the load
on your database. You can configure a cluster where all the capacity is Aurora Serverless v2.
Or you can configure a combination of Aurora Serverless v2 and on-demand or reserved
provisioned instances. For information about how Aurora Serverless v2 ACUs work, see How
Aurora Serverless v2 works.

o Aurora PostgreSQL Limitless Database — Aurora PostgreSQL Limitless Database is an
automated, horizontal scaling capability that scales beyond the write throughput and storage
limits of a single DB instance. Limitless Database distributes the workload over multiple Aurora
writer instances, while maintaining the ease of operating as a single database. Limitless Database
provides on-demand capacity where the billing unit is Aurora capacity unit (ACU) hours in a DB
shard group. For information about how Limitless Database ACUs work, see Creating a DB cluster

that uses Aurora PostgreSQL Limitless Database.

For Aurora pricing information, see the Aurora pricing page.

Topics

e« On-Demand DB instances for Aurora

« Reserved DB instances for Amazon Aurora
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On-Demand DB instances for Aurora

Amazon RDS on-demand DB instances are billed based on the class of the DB instance (for
example, db.t3.small or db.m5.large). For Amazon RDS pricing information, see the Amazon RDS
product page.

Billing starts for a DB instance as soon as the DB instance is available. Pricing is listed on a per-hour
basis, but bills are calculated down to the second and show times in decimal form. Amazon RDS
usage is billed in one-second increments, with a minimum of 10 minutes. In the case of billable
configuration change, such as scaling compute or storage capacity, you're charged a 10-minute
minimum. Billing continues until the DB instance terminates, which occurs when you delete the DB
instance or if the DB instance fails.

If you no longer want to be charged for your DB instance, you must stop or delete it to avoid being
billed for additional DB instance hours. For more information about the DB instance states for
which you are billed, see Viewing DB instance status in an Aurora cluster.

Stopped DB instances

While your DB instance is stopped, you're charged for provisioned storage, including Provisioned
IOPS. You are also charged for backup storage, including storage for manual snapshots and
automated backups within your specified retention window. You aren't charged for DB instance
hours.

Multi-AZ DB instances

A Multi-AZ setup enhances data durability and availability by automatically provisioning and
maintaining a synchronous standby replica in a different Availability Zone. Due to the additional
resources and increased availability, Multi-AZ deployments are priced higher than Single-AZ
deployments, and can cost approximately twice as much due to the additional standby instance
and associated resources.

Consider the following important details about Multi-AZ pricing:

« Compute costs: Billed per DB instance-hour for both the primary and standby instances.

» Storage costs: Charged per GB-month for the storage provisioned for both the primary and
standby instances.

 Data transfer costs: Replication between the primary and standby instances is included in the
cost, but other data transfer charges might apply based on your usage.
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To accurately estimate your monthly costs based on your specific use case and Amazon Web
Services Region, you can use the Amazon Pricing Calculator. This tool lets you to input your
configuration details and provides a comprehensive cost breakdown.

® Note

Pricing is subject to change. See the Amazon RDS Pricing page for the most up-to-date
information.
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Reserved DB instances for Amazon Aurora

Using reserved DB instances, you can reserve a DB instance for a one- or three-year term. Reserved
DB instances provide you with a significant discount compared to on-demand DB instance pricing.
Reserved DB instances are not physical instances, but rather a billing discount applied to the use
of certain on-demand DB instances in your account. Discounts for reserved DB instances are tied to
instance type and Amazon Web Services Region.

The general process for working with reserved DB instances is: First get information about available
reserved DB instance offerings, then purchase a reserved DB instance offering, and finally get
information about your existing reserved DB instances.

For information about purchasing reserved DB instances and viewing the billing for reserved DB
instances, see the following sections.

» Purchasing reserved DB instances for Amazon Aurora

« Viewing the billing for reserved DB instances for Amazon Aurora

Overview of reserved DB instances

When you purchase a reserved DB instance in Amazon RDS, you purchase a commitment to getting
a discounted rate, on a specific DB instance type, for the duration of the reserved DB instance. To
use an Amazon RDS reserved DB instance, you create a new DB instance just like you do for an on-
demand instance.

The new DB instance that you create must have the same specifications as the reserved DB instance
for the following:

« Amazon Web Services Region
» DB engine (The DB engine's version number doesn't need to match.)

« DB instance type

If the specifications of the new DB instance match an existing reserved DB instance for your
account, you are billed at the discounted rate offered for the reserved DB instance. Otherwise, the
DB instance is billed at an on-demand rate.

You can modify a DB instance that you're using as a reserved DB instance. If the modification is
within the specifications of the reserved DB instance, part or all of the discount still applies to
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the modified DB instance. If the modification is outside the specifications, such as changing the
instance class, the discount no longer applies. For more information, see Size-flexible reserved DB

instances.

Topics

Offering types

Aurora DB cluster configuration flexibility

Size-flexible reserved DB instances

Aurora reserved DB instance billing examples

Deleting a reserved DB instance

For more information about reserved DB instances, including pricing, see Amazon RDS reserved

instances.
Offering types

Reserved DB instances are available in three varieties—No Upfront, Partial Upfront, and All Upfront
—that let you optimize your Amazon RDS costs based on your expected usage.

(® Note

Not all RDS instance classes support all Reserved Instance offering types. For example,
some instance classes might not offer the No Upfront option. To confirm availability, review
the Reserved Instance offerings in the Amazon Web Services Management Console or use
the describe-reserved-db-instances-offerings Amazon CLI command.

No Upfront

This option provides access to a reserved DB instance without requiring an upfront payment.
Your No Upfront reserved DB instance bills a discounted hourly rate for every hour within the
term, regardless of usage, and no upfront payment is required. This option is only available as a
one-year reservation.

Partial Upfront

This option requires a part of the reserved DB instance to be paid upfront. The remaining
hours in the term are billed at a discounted hourly rate, regardless of usage. This option is the
replacement for the previous Heavy Utilization option.
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All Upfront

Full payment is made at the start of the term, with no other costs incurred for the remainder of
the term regardless of the number of hours used.

If you are using consolidated billing, all the accounts in the organization are treated as one
account. This means that all accounts in the organization can receive the hourly cost benefit of
reserved DB instances that are purchased by any other account. For more information about
consolidated billing, see Amazon RDS reserved DB instances in the Amazon Billing and Cost

Management User Guide.
Aurora DB cluster configuration flexibility

You can use Aurora reserved DB instances with both DB cluster configurations:

» Aurora I/O-Optimized - You pay only for the usage and storage of your DB clusters, with no
additional charges for read and write I/O operations.

« Aurora Standard - In addition to the usage and storage of your DB clusters, you also pay a
standard rate per 1 million requests for 1/O operations.

Aurora automatically accounts for the price difference between these configurations. Aurora 1/0-
Optimized consumes 30% more normalized units per hour than Aurora Standard.

For more information about Aurora cluster storage configurations, see Storage configurations

for Amazon Aurora DB clusters. For more information about pricing for Aurora cluster storage

configurations, see Amazon Aurora pricing.

Size-flexible reserved DB instances

When you purchase a reserved DB instance, one thing that you specify is the instance class, for
example db.r5.large. For more information about DB instance classes, see Amazon Aurora DB
instance classes.

If you have a DB instance, and you need to scale it to larger capacity, your reserved DB instance

is automatically applied to your scaled DB instance. That is, your reserved DB instances are
automatically applied across all DB instance class sizes. Size-flexible reserved DB instances are
available for DB instances with the same Amazon Web Services Region and database engine. Size-
flexible reserved DB instances can only scale in their instance class type. For example, a reserved
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DB instance for a db.r5.large can apply to a db.r5.xlarge, but not to a db.r6g.large, because db.r5
and db.r6g are different instance class types.

Size-flexible reserved DB instances are available for the following Aurora database engines:

e Aurora MySQL
« Aurora PostgreSQL

You can compare usage for different reserved DB instance sizes by using normalized units per hour.
For example, one unit of usage on two db.r3.large DB instances is equivalent to eight normalized
units per hour of usage on one db.r3.small. The following table shows the number of normalized
units per hour for each DB instance size.

Normalize
d units per

Normalize
d units per

Instance size Normalized Normalized

units per hour units per hour

for one DB for one DB hour for three hour for three
instance, Aurora instance, Aurora DB instances DB instances
Standard 1/0-Optimized (writer and two  (writer and two
readers), Aurora readers), Aurora
Standard 1/0-Optimized
small 1 1.3 3 3.9
medium 2 2.6 6 7.8
large 4 5.2 12 15.6
xlarge 8 10.4 24 31.2
2xlarge 16 20.8 48 62.4
4xlarge 32 41.6 96 124.8
8xlarge 64 83.2 192 249.6
12xlarge 96 124.8 288 374.4
16xlarge 128 166.4 384 499.2
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Instance size

24xlarge

32xlarge

Normalized
units per hour
for one DB
instance, Aurora
Standard

192

256

Normalized
units per hour
for one DB
instance, Aurora
1/0-Optimized

249.6

332.8

Normalize

d units per
hour for three
DB instances
(writer and two
readers), Aurora
Standard

576

768

Normalize

d units per
hour for three
DB instances
(writer and two
readers), Aurora
1/0-Optimized

748.8

998.4

For example, suppose that you purchase a db.t2.medium reserved DB instance, and you have two
running db.t2.small DB instances in your account in the same Amazon Web Services Region. In
this case, the billing benefit is applied in full to both instances.

db t2 medium reserved DB instance

db.t2 small

db.t2 small

Alternatively, if you have one db.t2.1large instance running in your account in the same Amazon
Web Services Region, the billing benefit is applied to 50 percent of the usage of the DB instance.
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db. t2 medium reserved DB instance

db 12 large

(® Note

We recommend using the T DB instance classes only for development and test servers, or
other non-production servers. For more details on the T instance classes, see DB instance

class types.

Aurora reserved DB instance billing examples

The following examples illustrate the pricing for reserved DB instances for Aurora DB clusters using
both the Aurora Standard and Aurora I/O-Optimized DB cluster configurations.

Example using Aurora Standard

The price for a reserved DB instance doesn't provide a discount for the costs associated with
storage, backups, and 1/0. The following example illustrates the total cost per month for a
reserved DB instance:

« An Aurora MySQL reserved Single-AZ db.r5.large DB instance class in US East (N. Virginia) at a
cost of $0.19 per hour, or $138.70 per month

« Aurora storage at a cost of $0.10 per GiB per month (assume $45.60 per month for this example)
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« Aurora /0O at a cost of $0.20 per 1 million requests (assume $20 per month for this example)

« Aurora backup storage at $0.021 per GiB per month (assume $30 per month for this example)

Add all of these options ($138.70 + $45.60 + $20 + $30) with the reserved DB instance, and the
total cost per month is $234.30.

If you choose to use an on-demand DB instance instead of a reserved DB instance, an Aurora
MySQL Single-AZ db.r5.large DB instance class in US East (N. Virginia) costs $0.29 per hour, or
$217.50 per month. So, for an on-demand DB instance, add all of these options ($217.50 + $45.60
+ $20 + $30), and the total cost per month is $313.10. You save nearly $79 per month by using the
reserved DB instance.

Example using an Aurora Standard DB cluster with two reader instances

To use reserved instances for Aurora DB clusters, simply purchase one reserved instance for each
DB instance in the cluster.

Extending the first example, you have an Aurora MySQL DB cluster with one writer DB instance and
two Aurora Replicas, for a total of three DB instances in the cluster. The two Aurora Replicas incur
no extra storage or backups charges. If you purchase three db.r5.large Aurora MySQL reserved

DB instances, your cost will be $234.30 (for the writer DB instance) + 2 * ($138.70 + $20 1/0 per
Aurora Replica), for a total of $551.70 per month.

The corresponding on-demand cost for an Aurora MySQL DB cluster with one writer DB instance
and two Aurora Replicas is $313.10 + 2 * ($217.50 + $20 1/0O per instance) for a total of $788.10
per month. You save $236.40 per month by using the reserved DB instances.

Example using Aurora 1/0-Optimized

You can reuse your existing Aurora Standard reserved DB instances with Aurora I/0-Optimized. To
fully use the benefits of your reserved instance discounts with Aurora I/O-Optimized, you can buy
30% additional reserved instances similar to your current reserved instances.

The following table shows examples of how to estimate the additional reserved instances when
using Aurora 1I/O-Optimized. If the required reserved instances are a fraction, you can take
advantage of the size flexibility available with reserved instances to get to a whole number. In
these examples, "current” refers to the Aurora Standard reserved instances that you have now.
Additional reserved instances are the number of Aurora Standard reserved instances that you must
buy to maintain your current reserved instance discounts when using Aurora 1/0O-Optimized.
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DB instance
class

db.r6g.large

db.r6g.4xlarge

db.r6g.12xlarge

db.r6i.24xlarge

Example using an Aurora I/0-Optimized DB cluster with two reader instances

Current Aurora
Standard
reserved
instances

10

20

15

Reserved
instances
required for
Aurora I/O-
Optimized

10*1.3=13

20*1.3=26

5*13=6.5

15*%1.3=19.5

Additiona
l reserved
instances
needed

3 *db.rbég.large

6 * db.r6g.4x
large

1.5 *db.r6g.12
xlarge

4.5 * db.r6i.24
xlarge

Additiona
l reserved
instances
needed, using
size flexibility

3 *db.reég.large

6 * db.r6g.4x
large

One each of
db.r6g.12xlarge,
r6g.4xlarge, and
r6g.2xlarge

(0.5 *db.r6g.12
xlarge =1 *
db.r6g.4xlarge
+ 1 * db.r6g.2x
large)

4 * db.r6i.24
xlarge + 1 *
db.r6i.12xlarge

(0.5 * db.r6i.24
xlarge =1 *
db.r6i.12xlarge)

You have an Aurora MySQL DB cluster with one writer DB instance and two Aurora Replicas,

for a total of three DB instances in the cluster. They use the Aurora I/O-Optimized DB cluster

configuration. To use reserved DB instances for this cluster, you would need to buy four reserved

DB instances of the same DB instance class. Three DB instances using Aurora 1/0O-Optimized

consume 3.9 normalized units per hour, compared to 3 normalized units per hour for three DB

instances using Aurora Standard. However, you save the monthly I/O costs for each DB instance.
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® Note

The prices in these examples are sample prices and might not match actual prices. For
Aurora pricing information, see Amazon Aurora pricing.

Deleting a reserved DB instance

The terms for a reserved DB instance involve a one-year or three-year commitment. You can't
cancel a reserved DB instance. However, you can delete a DB instance that is covered by a reserved
DB instance discount. The process for deleting a DB instance that is covered by a reserved DB
instance discount is the same as for any other DB instance.

You're billed for the upfront costs regardless of whether you use the resources.

If you delete a DB instance that is covered by a reserved DB instance discount, you can launch
another DB instance with compatible specifications. In this case, you continue to get the discounted
rate during the reservation term (one or three years).

Purchasing reserved DB instances for Amazon Aurora

You can use the Amazon Web Services Management Console, the Amazon CLI, and the RDS API to
work with reserved DB instances.

Console

You can use the Amazon Web Services Management Console to work with reserved DB instances as
shown in the following procedures.

To get pricing and information about available reserved DB instance offerings

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

In the navigation pane, choose Reserved instances.
Choose Purchase Reserved DB Instance.
For Product description, choose the DB engine and licensing type.

For DB instance class, choose the DB instance class.

o v A W N

For Deployment Option, choose whether you want a Single-AZ or Multi-AZ DB instance
deployment.
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® Note

Reserved Amazon Aurora instances always have the deployment option set to
Single-AZ DB instance. However, when you create an Aurora DB cluster, the default
deployment option is Create an Aurora Replica or Reader in a different AZ (Multi-AZ).
You must purchase a reserved DB instance for each instance that you plan to use,
including Aurora Replicas. Therefore, for Multi-AZ deployments on Aurora, you must
purchase extra reserved DB instances.

7. For Term, choose the length of time to reserve the the DB instance.

8. For Offering type, choose the offering type.

After you select the offering type, you can see the pricing information.

/A Important

Choose Cancel to avoid purchasing the reserved DB instance and incurring any charges.

After you have information about the available reserved DB instance offerings, you can use the
information to purchase an offering as shown in the following procedure.

To purchase a reserved DB instance

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

In the navigation pane, choose Reserved instances.
Choose Purchase reserved DB instance.
For Product description, choose the DB engine and licensing type.

For DB instance class, choose the DB instance class.

o v A WN

For Multi-AZ deployment, choose whether you want a Single-AZ or Multi-AZ DB instance
deployment.
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10.

® Note

Reserved Amazon Aurora instances always have the deployment option set to Single-
AZ DB instance. When you create an Amazon Aurora DB cluster from your reserved DB
instance, the DB cluster is automatically created as Multi-AZ. Make sure to purchase

a reserved DB instance for each DB instance that you plan to use, including Aurora
Replicas.

For Term, choose the length of time you want the DB instance reserved.

For Offering type, choose the offering type.

After you choose the offering type, you can see the pricing information.

(Optional) You can assign your own identifier to the reserved DB instances that you purchase
to help you track them. For Reserved Id, type an identifier for your reserved DB instance.

Choose Submit.

Your reserved DB instance is purchased, then displayed in the Reserved instances list.

After you have purchased reserved DB instances, you can get information about your reserved DB

instances as shown in the following procedure.

To get information about reserved DB instances for your Amazon account

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the Navigation pane, choose Reserved instances.
The reserved DB instances for your account appear. To see detailed information about a
particular reserved DB instance, choose that instance in the list. You can then see detailed
information about that instance in the detail pane at the bottom of the console.

Amazon CLI

You can use the Amazon CLI to work with reserved DB instances as shown in the following

examples.
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Example of getting available reserved DB instance offerings

To get information about available reserved DB instance offerings, call the Amazon CLI command
describe-reserved-db-instances-offerings.

aws rds describe-reserved-db-instances-offerings

This call returns output similar to the following:

OFFERING OfferingId Class Multi-AZ Duration Fixed
Price Usage Price Description Offering Type
OFFERING 438012d3-4052-4cc7-b2e3-8d3372e0e706 db.r3.large y ly
1820.00 USD 0.368 USD mysql Partial Upfront
OFFERING 649fd0c8-cf6d-47a0-bfa6-060f8e75e95f db.r3.small n ly
227.50 USD 0.046 USD mysql Partial Upfront
OFFERING 123456cd-ablc-47a0-bfa6-12345667232f db.r3.small n ly
162.00 USD 0.00 USD mysql All Upfront
Recurring Charges: Amount Currency Frequency
Recurring Charges: 0.123 usD Hourly
OFFERING 123456cd-ablc-37a0-bfa6-12345667232d db.r3.large y ly
700.00 USD 0.00 USD mysql All Upfront
Recurring Charges: Amount Currency Frequency
Recurring Charges: 1.25 usD Hourly
OFFERING 123456cd-ablc-17d0-bfa6-12345667234e db.r3.xlarge n ly
4242 .00 USD 2.42 USD mysql No Upfront

After you have information about the available reserved DB instance offerings, you can use the
information to purchase an offering.

To purchase a reserved DB instance, use the Amazon CLI command purchase-reserved-db-

instances-offering with the following parameters:

« --reserved-db-instances-offering-id - The ID of the offering that you want to
purchase. See the preceding example to get the offering ID.

o« --reserved-db-instance-id - You can assign your own identifier to the reserved DB
instances that you purchase to help track them.
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Example of purchasing a reserved DB instance

The following example purchases the reserved DB instance offering with ID 649fd@c8-
cfbd-47a0-bfa6-060f8e75e95f, and assigns the identifier of MyReservation.

For Linux, macQOS, or Unix:

aws rds purchase-reserved-db-instances-offering \

--reserved-db-instances-offering-id 649fd0c8-cf6d-47a0-bfa6-060f8e75e95f \
--reserved-db-instance-id MyReservation

For Windows:

aws rds purchase-reserved-db-instances-offering #

--reserved-db-instances-offering-id 649fd0c8-cf6d-47a0-bfa6-060f8e75e95f »
--reserved-db-instance-id MyReservation

The command returns output similar to the following:

RESERVATION ReservationId Class Multi-AZ Start Time

Duration Fixed Price Usage Price Count State Description Offering Type

RESERVATION MyReservation db.r3.small vy 2011-12-19T00:30:23.247Z 1y
455.00 USD  ©0.092 USD 1 payment-pending mysql Partial Upfront

After you have purchased reserved DB instances, you can get information about your reserved DB
instances.

To get information about reserved DB instances for your Amazon account, call the Amazon CLI
command describe-reserved-db-instances, as shown in the following example.

Example of getting your reserved DB instances

aws rds describe-reserved-db-instances

The command returns output similar to the following:

RESERVATION ReservationId Class Multi-AZ Start Time

Duration Fixed Price Usage Price Count State Description Offering Type

RESERVATION MyReservation db.r3.small vy 2011-12-09T23:37:44.720Z 1y
455.00 USD  0.092 USD 1 retired mysql Partial Upfront
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RDS API
You can use the RDS API to work with reserved DB instances:

« To get information about available reserved DB instance offerings, call the Amazon RDS API
operation DescribeReservedDBInstancesOfferings.

« After you have information about the available reserved DB instance offerings, you can use the
information to purchase an offering. Call the PurchaseReservedDBInstancesOffering RDS
API operation with the following parameters:

« --reserved-db-instances-offering-id - The ID of the offering that you want to
purchase.

« --reserved-db-instance-id - You can assign your own identifier to the reserved DB
instances that you purchase to help track them.

« After you have purchased reserved DB instances, you can get information about your reserved
DB instances. Call the DescribeReservedDBInstances RDS API operation.

Viewing the billing for reserved DB instances for Amazon Aurora

You can view the billing for your reserved DB instances in the Billing Dashboard in the Amazon
Web Services Management Console.

To view reserved DB instance billing

1. Sign in to the Amazon Web Services Management Console.

2. From the account menu at the upper right, choose Billing Dashboard.
3. Choose Bill Details at the upper right of the dashboard.

4. Under Amazon Service Charges, expand Relational Database Service.
5

Expand the Amazon Web Services Region where your reserved DB instances are, for example
US West (Oregon).

Your reserved DB instances and their hourly charges for the current month are shown under
Amazon Relational Database Service for Database Engine Reserved Instances.

ySOL Community Edson Reserved Insiances $0.00

The reserved DB instance in this example was purchased All Upfront, so there are no hourly
charges.
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6. Choose the Cost Explorer (bar graph) icon next to the Reserved Instances heading.

The Cost Explorer displays the Monthly EC2 running hours costs and usage graph.
Clear the Usage Type Group filter to the right of the graph.

8. Choose the time period and time unit for which you want to examine usage costs.

The following example shows usage costs for on-demand and reserved DB instances for the
year to date by month.
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The reserved DB instance costs from January through June 2021 are monthly charges for a
Partial Upfront instance, while the cost in August 2021 is a one-time charge for an All Upfront
instance.

The reserved instance discount for the Partial Upfront instance expired in June 2021, but the
DB instance wasn't deleted. After the expiration date, it was simply charged at the on-demand
rate.
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Setting up your environment for Amazon Aurora

Before you use Amazon Aurora for the first time, complete the following tasks.

Topics

Sign up for an Amazon Web Services account

Secure |AM users

Grant programmatic access

Determine requirements

Provide access to the DB cluster in the VPC by creating a security group

If you already have an Amazon Web Services account, know your Aurora requirements, and prefer
to use the defaults for IAM and VPC security groups, skip ahead to Getting started with Amazon

Aurora.

Sign up for an Amazon Web Services account

If you do not have an Amazon Web Services account, use the following procedure to create one.
To sign up for Amazon Web Services

1. Open http://www.amazonaws.cn/ and choose Sign Up.

2. Follow the on-screen instructions.

Amazon sends you a confirmation email after the sign-up process is complete. At any time,
you can view your current account activity and manage your account by going to http://
www.amazonaws.cn/ and choosing My Account.

Secure IAM users

After you sign up for an Amazon Web Services account, safeguard your administrative user by
turning on multi-factor authentication (MFA). For instructions, see Enable a virtual MFA device for
an IAM user (console) in the IAM User Guide.
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To give other users access to your Amazon Web Services account resources, create IAM users. To
secure your |IAM users, turn on MFA and only give the IAM users the permissions needed to perform

their tasks.

For more information about creating and securing IAM users, see the following topics in the IAM

User Guide:

« Creating an IAM user in your Amazon Web Services account

 Access management for Amazon resources

« Example IAM identity-based policies

Grant programmatic access

Users need programmatic access if they want to interact with Amazon outside of the Amazon Web

Services Management Console. The Amazon APIs and the Amazon Command Line Interface require

access keys. Whenever possible, create temporary credentials that consist of an access key ID, a

secret access key, and a security token that indicates when the credentials expire.

To grant users programmatic access, choose one of the following options.

Which user needs
programmatic access?

IAM

IAM

To

Use short-term credentials to
sign programmatic requests
to the Amazon CLI or Amazon
APIs (directly or by using the
Amazon SDKs).

(Not recommended)

Use long-term credentials to
sign programmatic requests
to the Amazon CLI or Amazon
APIs (directly or by using the
Amazon SDKs).

By

Following the instructions in
Using temporary credentials

with Amazon resources in the
IAM User Guide.

Following the instructions in
Managing access keys for IAM
users in the IAM User Guide.

Grant programmatic access
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Determine requirements

The basic building block of Aurora is the DB cluster. One or more DB instances can belong to a
DB cluster. A DB cluster provides a network address called the cluster endpoint. Your applications
connect to the cluster endpoint exposed by the DB cluster whenever they need to access the
databases created in that DB cluster. The information you specify when you create the DB
cluster controls configuration elements such as memory, database engine and version, network
configuration, security, and maintenance periods.

Before you create a DB cluster and a security group, you must know your DB cluster and network
needs. Here are some important things to consider:

» Resource requirements — What are the memory and processor requirements for your application
or service? You will use these settings when you determine what DB instance class you will
use when you create your DB cluster. For specifications about DB instance classes, see Amazon
Aurora DB instance classes.

« VPC, subnet, and security group - Your DB cluster will be in a virtual private cloud (VPC).
Security group rules must be configured to connect to a DB cluster. The following list describes
the rules for each VPC option:

« Default VPC — If your Amazon account has a default VPC in the Amazon Region, that VPC
is configured to support DB clusters. If you specify the default VPC when you create the DB
cluster:

» Make sure to create a VPC security group that authorizes connections from the application or
service to the Aurora DB cluster. Use the Security Group option on the VPC console or the
Amazon CLI to create VPC security groups. For information, see Step 3: Create a VPC security

roup.

« You must specify the default DB subnet group. If this is the first DB cluster you have created
in the Amazon Region, Amazon RDS will create the default DB subnet group when it creates
the DB cluster.

» User-defined VPC — If you want to specify a user-defined VPC when you create a DB cluster:

» Make sure to create a VPC security group that authorizes connections from the application or
service to the Aurora DB cluster. Use the Security Group option on the VPC console or the
Amazon CLI to create VPC security groups. For information, see Step 3: Create a VPC security

roup.
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« The VPC must meet certain requirements in order to host DB clusters, such as having at least
two subnets, each in a separate availability zone. For information, see Amazon VPC and

Amazon Aurora.

« You must specify a DB subnet group that defines which subnets in that VPC can be used
by the DB cluster. For information, see the DB Subnet Group section in Working with a DB
cluster in a VPC.

« High availability: Do you need failover support? On Aurora, a Multi-AZ deployment creates
a primary instance and Aurora Replicas. You can configure the primary instance and Aurora
Replicas to be in different Availability Zones for failover support. We recommend Multi-AZ
deployments for production workloads to maintain high availability. For development and test
purposes, you can use a non-Multi-AZ deployment. For more information, see High availability

for Amazon Aurora.

» IAM policies: Does your Amazon account have policies that grant the permissions needed to
perform Amazon RDS operations? If you are connecting to Amazon using IAM credentials, your
IAM account must have IAM policies that grant the permissions required to perform Amazon RDS
operations. For more information, see Identity and access management for Amazon Aurora.

« Open ports: What TCP/IP port will your database be listening on? The firewall at some
companies might block connections to the default port for your database engine. If your
company firewall blocks the default port, choose another port for the new DB cluster. Note
that once you create a DB cluster that listens on a port you specify, you can change the port by
modifying the DB cluster.

« Amazon Region: What Amazon Region do you want your database in? Having the database
close in proximity to the application or web service could reduce network latency. For more
information, see Regions and Availability Zones.

Once you have the information you need to create the security group and the DB cluster, continue
to the next step.

Provide access to the DB cluster in the VPC by creating a
security group

Your DB cluster will be created in a VPC. Security groups provide access to the DB cluster in the
VPC. They act as a firewall for the associated DB cluster, controlling both inbound and outbound
traffic at the cluster level. DB clusters are created by default with a firewall and a default security
group that prevents access to the DB cluster. You must therefore add rules to a security group
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that enable you to connect to your DB cluster. Use the network and configuration information you
determined in the previous step to create rules to allow access to your DB cluster.

For example, if you have an application that will access a database on your DB cluster in a VPC, you
must add a custom TCP rule that specifies the port range and IP addresses that application will use
to access the database. If you have an application on an Amazon EC2 instance, you can use the VPC
security group you set up for the Amazon EC2 instance.

You can configure connectivity between an Amazon EC2 instance a DB cluster when you create
the DB cluster. For more information, see Configure automatic network connectivity with an EC2

instance.

® Tip
You can set up network connectivity between an Amazon EC2 instance and a DB cluster

automatically when you create the DB cluster. For more information, see Configure
automatic network connectivity with an EC2 instance.

For information about how to connect resources in Amazon Lightsail to your DB clusters, see
Connect Lightsail resources to Amazon Web Services services using VPC peering.

For more information about creating a VPC for use with Aurora, see Tutorial: Create a VPC for use
with a DB cluster (IPv4 only). For information about common scenarios for accessing a DB instance,
see Scenarios for accessing a DB cluster in a VPC.

To create a VPC security group

1. Sign in to the Amazon Web Services Management Console and open the Amazon VPC console
at https://console.amazonaws.cn/vpc.

(® Note

Make sure you are in the VPC console, not the RDS console.

2. Inthe top right corner of the Amazon Web Services Management Console, choose the Amazon
Region where you want to create your VPC security group and DB cluster. In the list of Amazon
VPC resources for that Amazon Region, you should see at least one VPC and several subnets. If
you don't, you don't have a default VPC in that Amazon Region.
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3. In the navigation pane, choose Security Groups.

4. Choose Create security group.

The Create security group page appears.

5. In Basic details, enter the Security group name and Description. For VPC, choose the VPC
that you want to create your DB cluster in.

6. InInbound rules, choose Add rule.

a. For Type, choose Custom TCP.
b. For Port range, enter the port value to use for your DB cluster.

c. For Source, choose a security group name or type the IP address range (CIDR value) from
where you access the DB cluster. If you choose My IP, this allows access to the DB cluster
from the IP address detected in your browser.

7. If you need to add more IP addresses or different port ranges, choose Add rule and enter the
information for the rule.

8. (Optional) In Outbound rules, add rules for outbound traffic. By default, all outbound traffic is

allowed.

9. Choose Create security group.

You can use the VPC security group you just created as the security group for your DB cluster when

you create it.

® Note

If you use a default VPC, a default subnet group spanning all of the VPC's subnets is
created for you. When you create a DB cluster, you can select the default VPC and use
default for DB Subnet Group.

Once you have completed the setup requirements, you can create a DB cluster using your
requirements and security group by following the instructions in Creating an Amazon Aurora DB
cluster. For information about getting started by creating a DB cluster that uses a specific DB
engine, see Getting started with Amazon Aurora.
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Getting started with Amazon Aurora

In this section, you can find out how to create and connect to an Aurora DB cluster using Amazon
RDS.

The following procedures are tutorials that demonstrate the basics of getting started with Aurora.
Later sections introduce more advanced Aurora concepts and procedures, such as the different
kinds of endpoints and how to scale Aurora clusters up and down.

/A Important

Before you can create or connect to a DB cluster, make sure to complete the tasks in
Setting up your environment for Amazon Aurora.

Topics

« Creating and connecting to an Aurora MySQL DB cluster

» Creating and connecting to an Aurora PostgreSQL DB cluster

e Tutorial: Create a web server and an Amazon Aurora DB cluster

Creating and connecting to an Aurora MySQL DB cluster

This tutorial creates an EC2 instance and an Aurora MySQL DB cluster. The tutorial shows you how
to access the DB cluster from the EC2 instance using a standard MySQL client. As a best practice,
this tutorial creates a private DB cluster in a virtual private cloud (VPC). In most cases, other
resources in the same VPC, such as EC2 instances, can access the DB cluster, but resources outside
of the VPC can't access it.

After you complete the tutorial, there is a public and private subnet in each Availability Zone in
your VPC. In one Availability Zone, the EC2 instance is in the public subnet, and the DB instance is
in the private subnet.
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/A Important

There's no charge for creating an Amazon account. However, by completing this tutorial,
you might incur costs for the Amazon resources that you use. You can delete these
resources after you complete the tutorial if they are no longer needed.

The following diagram shows the configuration when the tutorial is complete.

Regic

VPC

Public subnet Private subnet

. I
|
' I
|
| |
Security group Security group |
! (ec2-rds-n) (rds-ec2-n) |
i Liin |
| - L Amazon i
| - -
e e S |
Internet i Internet |gateway LLLLL) |
i Amazon EC2 instance Aurora MySQL DB cluster I
|
. I
|
' I
|

This tutorial allows you to create your resources by using one of the following methods:

1. Use the Amazon Web Services Management Console - Step 1: Create an EC2 instance and Step 2:
Create an Aurora MySQL DB cluster

2. Use Amazon CloudFormation to create the database instance and EC2 instance - (Optional)
Create VPC, EC2 instance, and Aurora MySQL cluster using Amazon CloudFormation

The first method uses Easy create to create a private Aurora MySQL DB cluster with the Amazon
Web Services Management Console. Here, you specify only the DB engine type, DB instance size,
and DB cluster identifier. Easy create uses the default settings for the other configuration options.

When you use Standard create instead, you can specify more configuration options when
you create a DB cluster. These options include settings for availability, security, backups, and
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maintenance. To create a public DB cluster, you must use Standard create. For information, see the
section called “Creating a DB cluster”.

Topics

« Prerequisites

o Step 1: Create an EC2 instance

o Step 2: Create an Aurora MySQL DB cluster

» (Optional) Create VPC, EC2 instance, and Aurora MySQL cluster using Amazon CloudFormation

» Step 3: Connect to an Aurora MySQL DB cluster

o Step 4: Delete the EC2 instance and DB cluster

o (Optional) Delete the EC2 instance and DB cluster created with CloudFormation

o (Optional) Connect your DB cluster to a Lambda function

Prerequisites

Before you begin, complete the steps in the following sections:

« Sign up for an Amazon Web Services account

e Secure |IAM users

Step 1: Create an EC2 instance

Create an Amazon EC2 instance that you will use to connect to your database.
To create an EC2 instance

1. Signin to the Amazon Web Services Management Console and open the Amazon EC2 console
at https://console.amazonaws.cn/ec2/.

2. In the upper-right corner of the Amazon Web Services Management Console, choose the
Amazon Web Services Region in which you want to create the EC2 instance.

3. Choose EC2 Dashboard, and then choose Launch instance, as shown in the following image.
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EC2

Resources

You are using the following Amazon EC2 resources in the US West (Oregon) Region:

Running instances 1 Elastic IPs
Snapshots 0 Volumes
Key pairs 2 Security groups

(@) Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on

Launch instance Ser

Amazon EC2 instance, which is a virtual server in the cloud. Rec

us

Funch in the US West (Oregon) Region

Av:

The Launch an instance page opens.

4. Choose the following settings on the Launch an instance page.

a. Under Name and tags, for Name, enter ec2-database-connect.

b. Under Application and OS Images (Amazon Machine Image), choose Amazon Linux,
and then choose the Amazon Linux 2023 AMI. Keep the default selections for the other
choices.
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v Application and OS Images (Amazon Machine Image) info

An AM| is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below

Q, Search our full catalog including 1000s of application and OS images

Recents Quick Start
Amazon Ubuntu Windows Red Hat SUSE Linux Q
Linux
S Browse more AMIs
ubuntu® B® Microsoft & RedHat ﬁ Including AMIs from
SUSE , Marketplace and
L the Community

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI Free tier eligible
ami-09c5cb2bac0d0634e (64-bit (xB6), uefi-preferred) f ami-06a54aa5e58ab0898 (b4-bit (Arm), uefi)
Virtualization: hvm  ENA enabled: true  Root device type: ebs

v

Description

Amazon Linux 2023 AM| 2023.0.20230329.0 x86_64 HVM kernel-6.1

Architecture Boot mode AMIID

64-bit (xE6) v | uefipreferred  ami-09c5c62bac0d0634e

¢. Under Instance type, choose t2.micro.

d. Under Key pair (login), choose a Key pair name to use an existing key pair. To create a
new key pair for the Amazon EC2 instance, choose Create new key pair and then use the
Create key pair window to create it.

For more information about creating a new key pair, see Create a key pair in the Amazon
EC2 User Guide.

e. For Allow SSH traffic in Network settings, choose the source of SSH connections to the
EC2 instance.

You can choose My IP if the displayed IP address is correct for SSH connections.
Otherwise, you can determine the IP address to use to connect to EC2 instances in your
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VPC using Secure Shell (SSH). To determine your public IP address, in a different browser
window or tab, you can use the service at https://checkip.amazonaws.com. An example of
an IP address is 192.0.2.1/32.

In many cases, you might connect through an internet service provider (ISP) or from
behind your firewall without a static IP address. If so, make sure to determine the range of
IP addresses used by client computers.

/A Warning

If youuse ©.0.0.0/0 for SSH access, you make it possible for all IP addresses
to access your public EC2 instances using SSH. This approach is acceptable for a
short time in a test environment, but it's unsafe for production environments. In
production, authorize only a specific IP address or range of addresses to access
your EC2 instances using SSH.

The following image shows an example of the Network settings section.
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¥ Network settings o

Network Info
vpc-1a2b3cdd

Subnet Info

Mo preference (Default subnet in any availability zone)

Auto-assign public IP Info
Enable
Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group ‘ ‘ () Select existing security group ‘

we'll create a new security group called 'launch-wizard-1' with the following rules:

Allow SSH traffic from

Helps you connect to your instance

My IP

[] Allow HTTPS traffic from the internet

To set up an endpoint, for example when creating a web server

[] Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

f.  Leave the default values for the remaining sections.

g. Review a summary of your EC2 instance configuration in the Summary panel, and when
you're ready, choose Launch instance.

5. On the Launch Status page, note the identifier for your new EC2 instance, for example:
i-1234567890abcdef0.
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EC2 > Instances » Launch an instance

» Launch log

O Success
Successfully initiated launch of instanck

(i-1234567890abcdef0)

Next Steps

Create billing and free tier usage alerts

Connect

6. Choose the EC2 instance identifier to open the list of EC2 instances, and then select your EC2

instance.

7. Inthe Details tab, note the following values, which you need when you connect using SSH:

a. In Instance summary, note the value for Public IPv4 DNS.

Details Security

¥ Instance summary Info
Instance ID

i-1234567890abcdef0

IPv6 address

Networking

Storage Status checks Monitoring Tags

Public IPv4 address
I | open address [£}

Instance state

Private IPv4 addresses

Public IPv4 DNS

@ Pending

ec2-12-345-67-890.compute-
1.amazonaws.com | open address [/

b. In Instance details, note the value for Key pair name.

Instance auto-recovery
Default

AMI Launch index
0

Credit specification
standard

Lifecycle
normal

Key pair name

Stop-hibernate behavior
disabled

State transition reason

ec2-database-connect-key-pair

Kernel ID

State transition message
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8. Wait until the Instance state for your EC2 instance has a status of Running before continuing.

Step 2: Create an Aurora MySQL DB cluster

In this example, you use Easy create to create an Aurora MySQL DB cluster with a db.r6g.large DB
instance class.

To create an Aurora MySQL DB cluster with Easy create

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the upper-right corner of the Amazon RDS console, choose the Amazon Web Services
Region in which you want to create the DB cluster.

3. In the navigation pane, choose Databases.

4. Choose Create database and make sure that Easy create is chosen.

RDS Create database

Create database

Choose a database creation method info

Standard create O Easy create
You set all of the configuration optiens, including ones for Use recommended best-practice configurations. Some
awvailability, security, backups, and maintenance. configuration options can be changed after the database is

created.

5. In Configuration, choose Aurora (MySQL Compatible) for Engine type.
6. For DB instance size, choose Dev/Test.

7. For DB cluster identifier, enter database-testl.

The Create database page should look similar to the following image.
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Configuration

Engine type Info

O Aurora (MySQL Aurora (PostgreSQL MySOL
Compatible) Compatible)
+ +
+ +
MariaDB PostgreSCQL Oracle

ORACLE

Microsoft SQL Server

Micrasalt

;ﬁ QL Server

DB instance size

Production 0 Dev/Test

db.rbg. 2xlarge db.rég.large

EvwCPUs 2 vCPUs

&4 GIB RAM 16 GiB RAM
usD/haue UsD/hour

DB cluster identifier
Enter a name for your DB cluster. The name miust be unigue across all DB clusters owned by your account in the current
Region.

database-test

The DB cluster identifier is case-insensitive, but is stored as all lowercase (as in "mydbcluster”). Constraints: 1 to 60 alphanumeric

8. For Master username, enter a name for the master user, or keep the default name.

9. To use an automatically generated master password for the DB cluster, select Auto generate a
password.
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To enter your master password, make sure that Auto generate a password is cleared, and then
enter the same password in Master password and Confirm password.

10. To set up a connection with the EC2 instance you created previously, open Set up EC2
connection - optional.

Select Connect to an EC2 compute resource. Choose the EC2 instance you created previously.

v Set up EC2 connection - optional

¥ou can also set up a connection to an EC2 instance after creating the database. Go to the database list page or the database
details page, choose Actions, and then choose Set up to EC2 connection.

:’_nmpute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change
connectivity settings so that the compute resource can connect to this database.

':::' Don't connect to an EC2 compute resource o Connect to an EC2 compute resource
Don't set up a connection to a compute resource for Set up a connection to an EC2 compute resource for
this database. You can manually set up a connection this database.

to a compute resource later.

ECZ instance Info
Choose the EC2 instance to add as the compute resource for this database. A VPC security group is added to this EC2 instance. A VPC
security group is also added to the database with an inbound rule that allows the EC2 instance to access the database

- v
i-1234567890abcdef0

2345

11. Open View default settings for Easy create.
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v View default settings for Easy create
Easy create sets the following configurations to their default values, some of which can be changed later. If you want to change
any of these settings now, use Standard create.
Configuration v Value Editable after database is created &
Encryption Enabled Mo
Default VPC -
Ve 1:2?:L;c4d} e ho
Option group default:aurora-mysql-8-0 Mo
Subnet group create-subnet-group Yes
Automatic backups Enabled Yes
VPC security group 5g-1234567 Yes
Publicly accessible Mo Yes
Database port 3306 Yes
DB cluster identifier database-test] Yes
DB instance identifier database-1 Yes
DB engine version 8.0.mysql_aurora.3.02.0 Yes
DB parameter group default.aurora-mysqls.0 Yes
DB cluster parameter group default.aurera-mysqls.0 Yes
Performance insights Enabled Yes
Monitoring Enabled Yes
Maintenance Auto minor version Yes
upgrade enabled
Delete protection Mot enabled Yes

You can examine the default settings used with Easy create. The Editable after database is
created column shows which options you can change after you create the database.
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12.

« If a setting has No in that column, and you want a different setting, you can use Standard
create to create the DB cluster.

« If a setting has Yes in that column, and you want a different setting, you can either use
Standard create to create the DB cluster, or modify the DB cluster after you create it to
change the setting.

Choose Create database.
To view the master username and password for the DB cluster, choose View credential details.

You can use the username and password that appears to connect to the DB cluster as the
master user.

/A Important

You can't view the master user password again. If you don't record it, you might have
to change it.

If you need to change the master user password after the DB cluster is available,

you can modify the DB cluster to do so. For more information about modifying a DB
cluster, see Modifying an Amazon Aurora DB cluster.

13. In the Databases list, choose the name of the new Aurora MySQL DB cluster to show its

details.

The writer instance has a status of Creating until the DB cluster is ready to use.

RDS Databases

Databases
Q

DB identifier a Role Engine Region & AZ Size Status Actions

database-test1 Regional cluster Aurora MySQL us-east-1 1instance

database-test1-instance-1 Writer instance Aurora MySQL - db.rég.large

When the status of the writer instance changes to Available, you can connect to the DB
cluster. Depending on the DB instance class and the amount of storage, it can take up to 20
minutes before the new DB cluster is available.
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(Optional) Create VPC, EC2 instance, and Aurora MySQL cluster using
Amazon CloudFormation

Instead of using the console to create your VPC, EC2 instance, and Aurora MySQL DB cluster, you
can use Amazon CloudFormation to provision Amazon resources by treating infrastructure as code.
To help you organize your Amazon resources into smaller and more manageable units, you can use
the Amazon CloudFormation nested stack functionality. For more information, see Creating a stack

on the Amazon CloudFormation console and Working with nested stacks.

/A Important

Amazon CloudFormation is free, but the resources that CloudFormation creates are live.
You incur the standard usage fees for these resources until you terminate them. The total
charges will be minimal. For information about how you might minimize any charges, go to
Amazon Free Tier.

To create your resources using the Amazon CloudFormation console, complete the following steps:

» Step 1: Download the CloudFormation template

« Step 2: Configure your resources using CloudFormation

Download the CloudFormation template

A CloudFormation template is a JSON or YAML text file that contains the configuration information
about the resources you want to create in the stack. This template also creates a VPC and a bastion
host for you along with the Aurora cluster.

To download the template file, open the following link, Aurora MySQL CloudFormation template.

In the Github page, click the Download raw file button to save the template YAML file.
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Configure your resources using CloudFormation

(® Note

Before starting this process, make sure you have a Key pair for an EC2 instance in your
Amazon Web Services account. For more information, see Amazon EC2 key pairs and Linux

instances.

When you use the Amazon CloudFormation template, you must select the correct parameters to
make sure your resources are created properly. Follow the steps below:

1. Sign in to the Amazon Web Services Management Console and open the Amazon
CloudFormation console at https://console.amazonaws.cn/cloudformation.

2. Choose Create Stack.

3. In the Specify template section, select Upload a template file from your computer, and then
choose Next.

4. In the Specify stack details page, set the following parameters:
a. Set Stack name to AurMySQLTestStack.
b. Under Parameters, set Availability Zones by selecting two availability zones.

¢. Under Linux Bastion Host configuration, for Key Name, select a key pair to login to your EC2
instance.

d. In Linux Bastion Host configuration settings, set the Permitted IP range to your IP address.
To connect to EC2 instances in your VPC using Secure Shell (SSH), determine your public IP
address using the service at https://checkip.amazonaws.com. An example of an IP address is
192.0.2.1/32.

/A Warning

If youuse 0.0.0.0/0 for SSH access, you make it possible for all IP addresses to
access your public EC2 instances using SSH. This approach is acceptable for a short
time in a test environment, but it's unsafe for production environments. In production,
authorize only a specific IP address or range of addresses to access your EC2 instances
using SSH.

e. Under Database General configuration, set Database instance class to db.r6g.large.
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f. Set Database name to database-testl.
g. For Database master username, enter a name for the master user.
h. Set Manage DB master user password with Secrets Manager to false for this tutorial.

i. For Database password, set a password of your choice. Remember this password for further
steps in the tutorial.

j- Set Multi-AZ deployment to false.
k. Leave all other settings as the default values. Click Next to continue.
5. In the Configure stack options page, leave all the default options. Click Next to continue.

6. In the Review stack page, select Submit after checking the database and Linux bastion host
options.

After the stack creation process completes, view the stacks with names BastionStack and AMSNS
to note the information you need to connect to the database. For more information, see Viewing
Amazon CloudFormation stack data and resources on the Amazon Web Services Management
Console.

Step 3: Connect to an Aurora MySQL DB cluster

You can use any standard SQL client application to connect to the DB cluster. In this example, you
connect to the Aurora MySQL DB cluster using the mysql command line client.

To connect to the Aurora MySQL DB cluster
1. Find the endpoint (DNS name) and port number of the writer instance for your DB cluster.

a. Signin to the Amazon Web Services Management Console and open the Amazon RDS
console at https://console.amazonaws.cn/rds/.

b. Inthe upper-right corner of the Amazon RDS console, choose the Amazon Web Services
Region for the DB cluster.

¢. Inthe navigation pane, choose Databases.
d. Choose the Aurora MySQL DB cluster name to display its details.

e. On the Connectivity & security tab, copy the endpoint of the writer instance. Also, note
the port number. You need both the endpoint and the port number to connect to the DB
cluster.
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RDS Databases database-test1
database-test1 Modify || Actions v
Related
Q @®
DB identifier Iy Role v Engine v Region & AZ ¥ Size
L] database-test1 Regional cluster Aurora My5QL us-west-1 1 instance
database-test1-instance-1 Writer instance Aurora MySQL us-west-1b db.r6g.large
<
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
E"dpc'ints (2) Create custom endpoint
Q 1 @©
Endpoint name A Status v Type v Port
[Fdatabase-test1.cluster-ro-123456789012.us-west-1.rds.amazonaws.com @ Available Reader instance 3306
1,cluster—1 23456}'89012,us—west—1‘rds.@ ® Available

2. Connect to the EC2 instance that you created earlier by following the steps in Connect to your
Linux instance in the Amazon EC2 User Guide.

We recommend that you connect to your EC2 instance using SSH. If the SSH client utility
is installed on Windows, Linux, or Mac, you can connect to the instance using the following
command format:

ssh -i location_of_pem_file ec2-user@ec2-instance-public-dns-name

For example, suppose that ec2-database-connect-key-pair.pemis

stored in /dirl on Linux, and the public IPv4 DNS for your EC2 instance is
ec2-12-345-678-90.compute-1.amazonaws.com. Then, your SSH command would look
as follows:
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ssh -i /dirl/ec2-database-connect-key-pair.pem ec2-
user@ec2-12-345-678-90.compute-1.amazonaws.com

3. Get the latest bug fixes and security updates by updating the software on your EC2 instance.

To do so, use the following command.

(® Note

The -y option installs the updates without asking for confirmation. To examine
updates before installing, omit this option.

sudo dnf update -y

4. To install the mysgl command line client from MariaDB on Amazon Linux 2023, run the
following command:

sudo dnf install mariadbl@5

5. Connect to the Aurora MySQL DB cluster. For example, enter the following command. This
action lets you connect to the Aurora MySQL DB cluster using the MySQL client.

Substitute the endpoint of the writer instance for endpoint, and substitute the master
username that you used for admin. Provide the master password that you used when
prompted for a password.

mysql -h endpoint -P 3306 -u admin -p

After you enter the password for the user, you should see output similar to the following.

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 217
Server version: 8.0.23 Source distribution

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
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MySQL [(none)]>

For more information about connecting to an Aurora MySQL DB cluster, see Connecting to an

Amazon Aurora MySQL DB cluster. If you can't connect to your DB cluster, see Can't connect to

Amazon RDS DB instance.

For security, it is a best practice to use encrypted connections. Only use an unencrypted
MySQL connection when the client and server are in the same VPC and the network is trusted.
For information about using encrypted connections, see Connecting to Aurora MySQL using
SSL.

6. Run SQL commands.

For example, the following SQL command shows the current date and time:

SELECT CURRENT_TIMESTAMP;

Step 4: Delete the EC2 instance and DB cluster

After you connect to and explore the sample EC2 instance and DB cluster that you created, delete
them so you're no longer charged for them.

If you used Amazon CloudFormation to create resources, skip this step and go to the next step.
To delete the EC2 instance

1. Sign in to the Amazon Web Services Management Console and open the Amazon EC2 console
at https://console.amazonaws.cn/ec2/.

2. In the navigation pane, choose Instances.
3. Select the EC2 instance, and choose Instance state, Terminate instance.

4. Choose Terminate when prompted for confirmation.

For more information about deleting an EC2 instance, see Terminate your instance in the Amazon
EC2 User Guide.
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To delete the DB cluster

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

Choose Databases and then choose the DB instance associated with the DB cluster.
For Actions, choose Delete.

Clear Create final snapshot?.

i A W

Complete the acknowledgement and choose Delete.

After all of the DB instances associated with a DB cluster are deleted, the DB cluster is deleted
automatically.

(Optional) Delete the EC2 instance and DB cluster created with
CloudFormation

If you used Amazon CloudFormation to create resources, delete the CloudFormation stack after you
connect to and explore the sample EC2 instance and DB cluster, so you're no longer charged for
them.

To delete the CloudFormation resources

1. Open the Amazon CloudFormation console.

2. On the Stacks page in the CloudFormation console, select the root stack (the stack without the
name VPCStack, BastionStack or AMSNS).

3. Choose Delete.

4. Select Delete stack when prompted for confirmation.

For more information about deleting a stack in CloudFormation, see Deleting a stack on the

Amazon CloudFormation console in the Amazon CloudFormation User Guide.

(Optional) Connect your DB cluster to a Lambda function

You can also connect your Aurora MySQL DB cluster to a Lambda serverless compute resource.
Lambda functions allow you to run code without provisioning or managing infrastructure. A
Lambda function also allows you to automatically respond to code execution requests at any scale,
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from a dozen events a day to hundreds of per second. For more information, see Automatically

connecting a Lambda function and an Aurora DB cluster.

Creating and connecting to an Aurora PostgreSQL DB cluster

This tutorial creates an EC2 instance and an Aurora PostgreSQL DB cluster. The tutorial shows you
how to access the DB cluster from the EC2 instance using a standard PostgreSQL client. As a best
practice, this tutorial creates a private DB cluster in a virtual private cloud (VPC). In most cases,
other resources in the same VPC, such as EC2 instances, can access the DB cluster, but resources
outside of the VPC can't access it.

After you complete the tutorial, there is a public and private subnet in each Availability Zone in
your VPC. In one Availability Zone, the EC2 instance is in the public subnet, and the DB instance is
in the private subnet.

/A Important

There's no charge for creating an Amazon account. However, by completing this tutorial,
you might incur costs for the Amazon resources that you use. You can delete these
resources after you complete the tutorial if they are no longer needed.

The following diagram shows the configuration when the tutorial is complete.
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This tutorial allows you to create your resources by using one of the following methods:

1. Use the Amazon Web Services Management Console - Step 1: Create an EC2 instanceand Step 2:
Create an Aurora PostgreSQL DB cluster

2. Use Amazon CloudFormation to create the database instance and EC2 instance - (Optional)
Create VPC, EC2 instance, and Aurora PostgreSQL cluster using Amazon CloudFormation

The first method uses Easy create to create a private Aurora PostgreSQL DB cluster with the
Amazon Web Services Management Console. Here, you specify only the DB engine type, DB
instance size, and DB cluster identifier. Easy create uses the default settings for the other
configuration options.

When you use Standard create instead, you can specify more configuration options when

you create a DB cluster. These options include settings for availability, security, backups, and
maintenance. To create a public DB cluster, you must use Standard create. For information, see the
section called “Creating a DB cluster”.

Topics

« Prerequisites

« Step 1: Create an EC2 instance

o Step 2: Create an Aurora PostgreSQL DB cluster

o (Optional) Create VPC, EC2 instance, and Aurora PostgreSQL cluster using Amazon

CloudFormation

» Step 3: Connect to an Aurora PostgreSQL DB cluster

o Step 4: Delete the EC2 instance and DB cluster

» (Optional) Delete the EC2 instance and DB cluster created with CloudFormation

o (Optional) Connect your DB cluster to a Lambda function

Prerequisites

Before you begin, complete the steps in the following sections:

« Sign up for an Amazon Web Services account

e Secure |IAM users
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Step 1: Create an EC2 instance

Create an Amazon EC2 instance that you will use to connect to your database.

To create an EC2 instance

1. Signin to the Amazon Web Services Management Console and open the Amazon EC2 console
at https://console.amazonaws.cn/ec2/.
2. In the upper-right corner of the Amazon Web Services Management Console, choose the
Amazon Web Services Region in which you want to create the EC2 instance.
3. Choose EC2 Dashboard, and then choose Launch instance, as shown in the following image.
EC2
Resources
You are using the following Amazon EC2 resources in the US West (Oregon) Region:
Running instances 1 Elastic IPs
Snapshots 0 Volumes
Key pairs 2 Security groups
(@) Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on
Launch instance Ser
Rec
ushy
Av:
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The Launch an instance page opens.

4. Choose the following settings on the Launch an instance page.

a. Under Name and tags, for Name, enter ec2-database-connect.

b. Under Application and OS Images (Amazon Machine Image), choose Amazon Linux,
and then choose the Amazon Linux 2023 AMI. Keep the default selections for the other
choices.

v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below

Q, Search our full catalog including 1000s of application and OS images

Recents Quick Start
Amazon Ubuntu Windows Red Hat SUSE Linux Q
Linux
> Browse more AMIs
ubuntu® B® Microsoft & RedHat ﬁ‘ Including AMIs from
SUSE , Marketplace and
| the Community

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI Free tier eligible
ami-09c5c62bac0d0634e (64-bit (xB86), uefi-preferred) f ami-06a54aaSe58ab0898 (64-bit (Arm), uefi)
Virtualization: hwmm  ENA enabled: true  Root device type: ebs

v

Description

Amazon Linux 2023 AM| 2023.0.20230329.0 x86_64 HVM kernel-6.1

Architecture Boot mode AMIID

64-bit (xE6) v | uefipreferred  ami-09c5c62bac0d0634e

¢. Under Instance type, choose t2.micro.

d. Under Key pair (login), choose a Key pair name to use an existing key pair. To create a
new key pair for the Amazon EC2 instance, choose Create new key pair and then use the
Create key pair window to create it.
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For more information about creating a new key pair, see Create a key pair in the Amazon
EC2 User Guide.

e. For Allow SSH traffic in Network settings, choose the source of SSH connections to the
EC2 instance.

You can choose My IP if the displayed IP address is correct for SSH connections.
Otherwise, you can determine the IP address to use to connect to EC2 instances in your
VPC using Secure Shell (SSH). To determine your public IP address, in a different browser
window or tab, you can use the service at https://checkip.amazonaws.com. An example of
an IP address is 192.0.2.1/32.

In many cases, you might connect through an internet service provider (ISP) or from
behind your firewall without a static IP address. If so, make sure to determine the range of
IP addresses used by client computers.

/A Warning

If youuse @.0.0.0/0 for SSH access, you make it possible for all IP addresses
to access your public EC2 instances using SSH. This approach is acceptable for a
short time in a test environment, but it's unsafe for production environments. In
production, authorize only a specific IP address or range of addresses to access
your EC2 instances using SSH.

The following image shows an example of the Network settings section.
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¥ Network settings o

Network Info
vpc-1a2b3cdd

Subnet Info

Mo preference (Default subnet in any availability zone)

Auto-assign public IP Info
Enable
Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group ‘ ‘ () Select existing security group ‘

we'll create a new security group called 'launch-wizard-1' with the following rules:

Allow SSH traffic from

Helps you connect to your instance

My IP

[] Allow HTTPS traffic from the internet

To set up an endpoint, for example when creating a web server

[] Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

f.  Leave the default values for the remaining sections.

g. Review a summary of your EC2 instance configuration in the Summary panel, and when
you're ready, choose Launch instance.

5. On the Launch Status page, note the identifier for your new EC2 instance, for example:
i-1234567890abcdef0.
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EC2 > Instances » Launch an instance

» Launch log

O Success
Successfully initiated launch of instanck

(i-1234567890abcdef0)

Next Steps

Create billing and free tier usage alerts

Connect

6. Choose the EC2 instance identifier to open the list of EC2 instances, and then select your EC2

instance.

7. Inthe Details tab, note the following values, which you need when you connect using SSH:

a. In Instance summary, note the value for Public IPv4 DNS.

Details Security

¥ Instance summary Info
Instance ID

i-1234567890abcdef0

IPv6 address

Networking

Storage Status checks Monitoring Tags

Public IPv4 address
I | open address [£}

Instance state

Private IPv4 addresses

Public IPv4 DNS

@ Pending

ec2-12-345-67-890.compute-
1.amazonaws.com | open address [/

b. In Instance details, note the value for Key pair name.

Instance auto-recovery
Default

AMI Launch index
0

Credit specification
standard

Lifecycle
normal

Key pair name

Stop-hibernate behavior
disabled

State transition reason

ec2-database-connect-key-pair

Kernel ID

State transition message
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8. Wait until the Instance state for your EC2 instance has a status of Running before continuing.

Step 2: Create an Aurora PostgreSQL DB cluster

In this example, you use Easy create to create an Aurora PostgreSQL DB cluster with a db.t4g.large
DB instance class.

To create an Aurora PostgreSQL DB cluster with Easy create

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the upper-right corner of the Amazon RDS console, choose the Amazon Web Services
Region in which you want to create the DB cluster.

3. In the navigation pane, choose Databases.

4. Choose Create database, and make sure that Easy create is chosen.

RDS Create database

Create database

Choose a database creation method info

Standard create O Easy create
You set all of the configuration optiens, including ones for Use recommended best-practice configurations. Some
awvailability, security, backups, and maintenance. configuration options can be changed after the database is

created.

5. In Configuration, choose Aurora (PostgreSQL Compatible) for Engine type.
6. For DB instance size, choose Dev/Test.

7. For DB cluster identifier, enter database-testl.

The Create database page should look similar to the following image.
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10.

Configuration

Engine type Info

Aurora (MySQL © Aurora (PostgreSQL MySQL
Compatible) Compatible)
+ +
¢ é
MariaDB PostgreSQL Microsoft SQL Server
V.gb Microsaft
) .
2~ SQLServer
DB instance size
Production 0 Dev/Test
db.reg.2xlarge db.t4g.large
8 vCPUs 2 vCPUs
64 GiB RAM 8 GIBE RAM
fhour fhour
DB cluster identifier
Enter a name for your DB cluster. The name must be unique across all DB clusters owned by your account in the current

Region.
database-test1

The DB cluster identifier is case-insensitive, but is stored as all lowercase (as in "mydbcluster”). Constraints: 1 to 60 alphanumeric

For Master username, enter a name for the user, or keep the default name (postgres).

To use an automatically generated master password for the DB cluster, select Auto generate a
password.

To enter your master password, make sure Auto generate a password is cleared, and then
enter the same password in Master password and Confirm password.

To set up a connection with the EC2 instance you created previously, open Set up EC2
connection - optional.
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Select Connect to an EC2 compute resource. Choose the EC2 instance you created previously.

v Set up EC2 connection - optional

¥ou can also set up a connection to an EC2 instance after creating the database. Go to the database list page or the database
details page, choose Actions, and then choose Set up to EC2 connection.

Compute resource

Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change
connectivity settings so that the compute resource can connect to this database.

':::' Don't connect to an EC2 compute resource n Connect to an EC2 compute resource
Don't set up a connection to a compute resource for Set up a connection to an EC2 compute resource for
this database. You can manually set up a connection this database.

to a compute resource later.

ECZ instance Info

Choose the EC2 instance to add as the compute resource for this database. A VPC security group is added to this EC2 instance. A VPC
security group is also added to the database with an inbound rule that allows the EC2 instance to access the database.

i-1234567890abcdefl

11. Open View default settings for Easy create.
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v View default settings for Easy create

Easy create sets the following configurations to their default values, some of which can be changed later. If you want to change
any of these settings now, use Standard create.

Configuration v

Encryption

VPC

Option group

Subnet group
Automatic backups
VPC security group
Publicly accessible
Database port

DB cluster identifier
DB instance identifier

DB engine version

DB parameter group

DB cluster parameter group

Performance insights

Monitoring

Maintenance

Delete protection

Value

Enabled

Default VPC (vpc-
1azb3c4d)

default:aurora-postgresgl-
13

create-subnet-group
Enabled
sg-1234567

Mo

5432

database-test1
database-1

13.6

default.aurora-
postgresgll3

default.aurora-
postgresgll3

Enabled

Enabled

Auto minor version
upgrade enabled

Not enabled

Editable after database is created &

Mo

Mo

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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12.

You can examine the default settings used with Easy create. The Editable after database is
created column shows which options you can change after you create the database.

« If a setting has No in that column, and you want a different setting, you can use Standard
create to create the DB cluster.

« If a setting has Yes in that column, and you want a different setting, you can either use
Standard create to create the DB cluster, or modify the DB cluster after you create it to
change the setting.

Choose Create database.
To view the master username and password for the DB cluster, choose View credential details.

You can use the username and password that appears to connect to the DB cluster as the
master user.

/A Important

You can't view the master user password again. If you don't record it, you might have
to change it.

If you need to change the master user password after the DB cluster is available,

you can modify the DB cluster to do so. For more information about modifying a DB
cluster, see Modifying an Amazon Aurora DB cluster.

13. In the Databases list, choose the name of the new Aurora PostgreSQL DB cluster to show its

details.

The writer instance has a status of Creating until the DB cluster is ready to use.

RDS Databases
Q 1 @
DB identifier a Role Engine Region & AZ Size Status A

database-test1 Regional cluster Aurora PostgreSQL us-east-1 1 instance © Available

database-test1-instance-1 Writer instance Aurora PostgreSQL - db.reg.large @ Creating -
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When the status of the writer instance changes to Available, you can connect to the DB
cluster. Depending on the DB instance class and the amount of storage, it can take up to 20
minutes before the new DB cluster is available.

(Optional) Create VPC, EC2 instance, and Aurora PostgreSQL cluster
using Amazon CloudFormation

Instead of using the console to create your VPC, EC2 instance, and Aurora PostgreSQL DB cluster,
you can use Amazon CloudFormation to provision Amazon resources by treating infrastructure
as code. To help you organize your Amazon resources into smaller and more manageable units,
you can use the Amazon CloudFormation nested stack functionality. For more information, see
Creating a stack on the Amazon CloudFormation console and Working with nested stacks.

/A Important
Amazon CloudFormation is free, but the resources that CloudFormation creates are live.
You incur the standard usage fees for these resources until you terminate them. The total
charges will be minimal. For information about how you might minimize any charges, go to
Amazon Free Tier.

To create your resources using the Amazon CloudFormation console, complete the following steps:

« Step 1: Download the CloudFormation template

» Step 2: Configure your resources using CloudFormation

Download the CloudFormation template

A CloudFormation template is a JSON or YAML text file that contains the configuration information
about the resources you want to create in the stack. This template also creates a VPC and a bastion
host for you along with the Aurora cluster.

To download the template file, open the following link, Aurora PostgreSQL CloudFormation
template.

In the Github page, click the Download raw file button to save the template YAML file.
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Configure your resources using CloudFormation

(® Note

Before starting this process, make sure you have a Key pair for an EC2 instance in your
Amazon Web Services account. For more information, see Amazon EC2 key pairs and Linux

instances.

When you use the Amazon CloudFormation template, you must select the correct parameters to
make sure your resources are created properly. Follow the steps below:

1. Sign in to the Amazon Web Services Management Console and open the Amazon
CloudFormation console at https://console.amazonaws.cn/cloudformation.

2. Choose Create Stack.

3. In the Specify template section, select Upload a template file from your computer, and then
choose Next.

4. In the Specify stack details page, set the following parameters:
a. Set Stack name to AurPostgreSQLTestStack.
b. Under Parameters, set Availability Zones by selecting two availability zones.

¢. Under Linux Bastion Host configuration, for Key Name, select a key pair to login to your EC2
instance.

d. In Linux Bastion Host configuration settings, set the Permitted IP range to your IP address.
To connect to EC2 instances in your VPC using Secure Shell (SSH), determine your public IP
address using the service at https://checkip.amazonaws.com. An example of an IP address is
192.0.2.1/32.

/A Warning

If youuse 0.0.0.0/0 for SSH access, you make it possible for all IP addresses to
access your public EC2 instances using SSH. This approach is acceptable for a short
time in a test environment, but it's unsafe for production environments. In production,
authorize only a specific IP address or range of addresses to access your EC2 instances
using SSH.

e. Under Database General configuration, set Database instance class to db.t4g.large.
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f. Set Database name to database-testl.
g. For Database master username, enter a name for the master user.
h. Set Manage DB master user password with Secrets Manager to false for this tutorial.

i. For Database password, set a password of your choice. Remember this password for further
steps in the tutorial.

j- Set Multi-AZ deployment to false.
k. Leave all other settings as the default values. Click Next to continue.
5. In the Configure stack options page, leave all the default options. Click Next to continue.

6. In the Review stack page, select Submit after checking the database and Linux bastion host
options.

After the stack creation process completes, view the stacks with names BastionStack and APGNS
to note the information you need to connect to the database. For more information, see Viewing
Amazon CloudFormation stack data and resources on the Amazon Web Services Management
Console.

Step 3: Connect to an Aurora PostgreSQL DB cluster

You can use any standard PostgreSQL client application to connect to the DB cluster. In this
example, you connect to the Aurora PostgreSQL DB cluster using the psql command line client.

To connect to the Aurora PostgreSQL DB cluster
1. Find the endpoint (DNS name) and port number of the writer instance for your DB cluster.

a. Signin to the Amazon Web Services Management Console and open the Amazon RDS
console at https://console.amazonaws.cn/rds/.

b. Inthe upper-right corner of the Amazon RDS console, choose the Amazon Web Services
Region for the DB cluster.

¢. Inthe navigation pane, choose Databases.
d. Choose the Aurora PostgreSQL DB cluster name to display its details.

e. On the Connectivity & security tab, copy the endpoint of the writer instance. Also, note
the port number. You need both the endpoint and the port number to connect to the DB
cluster.
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RDS Databases database-test1
database-test1 Modify || Actions
Related
Q
DB identifier 'y Role v Engine v Region & AZ ¥ Size v Status v CPU Cur
-] database-test1 Regional cluster Aurora PostgreSQL us-west-1 1 instance @ Available
database-test1-instance-1 Writer instance Aurora PostgreSQL us-west-1b db.td4g.large @ Available I [ 6.76%  —
<
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
EndPOints (2) Create custom endpoint
Q 1 {
Endpoint name A Status v Type v Port
[Fdatabase-test1.cluster-ro-12345678901 2.us-west-1.rds.amazonaws.com @ Available Reader instance 5432
database—tesﬂ.:luster—]23456789012.u57west—1@ @ Available

2. Connect to the EC2 instance that you created earlier by following the steps in Connect to your
Linux instance in the Amazon EC2 User Guide.

We recommend that you connect to your EC2 instance using SSH. If the SSH client utility
is installed on Windows, Linux, or Mac, you can connect to the instance using the following
command format:

ssh -i location_of_pem_file ec2-user@ec2-instance-public-dns-name

For example, assume that ec2-database-connect-key-pair.pemis

stored in /dirl on Linux, and the public IPv4 DNS for your EC2 instance is
ec2-12-345-678-90.compute-1.amazonaws.com. Your SSH command would look as
follows:

ssh -i /dirl/ec2-database-connect-key-pair.pem ec2-
user@ec2-12-345-678-90.compute-1.amazonaws.com

3. Get the latest bug fixes and security updates by updating the software on your EC2 instance.
To do so, use the following command.
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® Note

The -y option installs the updates without asking for confirmation. To examine
updates before installing, omit this option.

sudo dnf update -y

4. Install the psgl command line client from PostgreSQL on Amazon Linux 2023, using the
following command:

sudo dnf install postgresqll5s

5. Connect to the Aurora PostgreSQL DB cluster. For example, enter the following command. This
action lets you connect to the Aurora PostgreSQL DB cluster using the psql client.

Substitute the endpoint of the writer instance for endpoint, substitute the database name
--dbname that you want to connect to for postgres, and substitute the master username
that you used for postgres. Provide the master password that you used when prompted for a
password.

psql --host=endpoint --port=5432 --dbname=postgres --username=postgres

After you enter the password for the user, you should see output similar to the following.

psql (14.3, server 14.6)

SSL connection (protocol: TLSvl.2, cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256,
compression: off)

Type "help" for help.

postgres=>

For more information about connecting to an Aurora PostgreSQL DB cluster, see Connecting
to an Amazon Aurora PostgreSQL DB cluster. If you can't connect to your DB cluster, see Can't
connect to Amazon RDS DB instance.

For security, it is a best practice to use encrypted connections. Only use an unencrypted
PostgreSQL connection when the client and server are in the same VPC and the network is
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trusted. For information about using encrypted connections, see Securing Aurora PostgreSQL
data with SSL/TLS.

6. Run SQL commands.

For example, the following SQL command shows the current date and time:

SELECT CURRENT_TIMESTAMP;

Step 4: Delete the EC2 instance and DB cluster

After you connect to and explore the sample EC2 instance and DB cluster that you created, delete
them so you're no longer charged for them.

If you used Amazon CloudFormation to create resources, skip this step and go to the next step.
To delete the EC2 instance

1. Sign in to the Amazon Web Services Management Console and open the Amazon EC2 console
at https://console.amazonaws.cn/ec2/.

2. In the navigation pane, choose Instances.
3. Select the EC2 instance, and choose Instance state, Terminate instance.

4. Choose Terminate when prompted for confirmation.

For more information about deleting an EC2 instance, see Terminate your instance in the Amazon
EC2 User Guide.

To delete a DB cluster

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. Choose Databases and then choose the DB instance associated with the DB cluster.
3. For Actions, choose Delete.

4. Choose Delete.

After all of the DB instances associated with a DB cluster are deleted, the DB cluster is deleted
automatically.
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(Optional) Delete the EC2 instance and DB cluster created with
CloudFormation

If you used Amazon CloudFormation to create resources, delete the CloudFormation stack after you
connect to and explore the sample EC2 instance and DB cluster, so you're no longer charged for
them.

To delete the CloudFormation resources

1. Open the Amazon CloudFormation console.

2. On the Stacks page in the CloudFormation console, select the root stack (the stack without the
name VPCStack, BastionStack or APGNS).

Choose Delete.

4. Select Delete stack when prompted for confirmation.

For more information about deleting a stack in CloudFormation, see Deleting a stack on the

Amazon CloudFormation console in the Amazon CloudFormation User Guide.

(Optional) Connect your DB cluster to a Lambda function

You can also connect your Aurora PostgreSQL DB cluster to a Lambda serverless compute resource.
Lambda functions allow you to run code without provisioning or managing infrastructure. A
Lambda function also allows you to automatically respond to code execution requests at any scale,
from a dozen events a day to hundreds of per second. For more information, see Automatically
connecting a Lambda function and an Aurora DB cluster.
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Tutorial: Create a web server and an Amazon Aurora DB cluster

This tutorial shows you how to install an Apache web server with PHP and create a MariaDB,
MySQL, or PostgreSQL database. The web server runs on an Amazon EC2 instance using Amazon
Linux 2023, and you can choose between an Aurora MySQL or Aurora PostgreSQL DB cluster. Both
the Amazon EC2 instance and the DB cluster run in a virtual private cloud (VPC) based on the
Amazon VPC service.

/A Important

There's no charge for creating an Amazon account. However, by completing this tutorial,
you might incur costs for the Amazon resources you use. You can delete these resources
after you complete the tutorial if they are no longer needed.

(® Note

This tutorial works with Amazon Linux 2023 and might not work for other versions of
Linux.

In the tutorial that follows, you create an EC2 instance that uses the default VPC, subnets, and
security group for your Amazon Web Services account. This tutorial shows you how to create

the DB cluster and automatically set up connectivity with the EC2 instance that you created. The
tutorial then shows you how to install the web server on the EC2 instance. You connect your web
server to your DB cluster in the VPC using the DB cluster writer endpoint.

1. Launch an EC2 instance to connect with your DB cluster

2. Create an Amazon Aurora DB cluster

3. Install a web server on your EC2 instance

The following diagram shows the configuration when the tutorial is complete.
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® Note

After you complete the tutorial, there is a public and private subnet in each Availability
Zone in your VPC. This tutorial uses the default VPC for your Amazon Web Services account
and automatically sets up connectivity between your EC2 instance and DB cluster. If you
would rather configure a new VPC for this scenario instead, complete the tasks in Tutorial:
Create a VPC for use with a DB cluster (IPv4 only).

Launch an EC2 instance to connect with your DB cluster

Create an Amazon EC2 instance in the public subnet of your VPC.
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To launch an EC2 instance

1. Signin to the Amazon Web Services Management Console and open the Amazon EC2 console
at https://console.amazonaws.cn/ec2/.

2. In the upper-right corner of the Amazon Web Services Management Console, choose the
Amazon Web Services Region where you want to create the EC2 instance.

3. Choose EC2 Dashboard, and then choose Launch instance, as shown following.

EC2

Resources

You are using the following Amazon EC2 resources in the US West (Oregon) Region:

Running instances 1 Elastic IPs
Snapshots 0 Volumes
Key pairs 2 Security groups

(@) Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on

Launch instance Ser

Rec
ush

Av:

4. Choose the following settings in the Launch an instance page.

a. Under Name and tags, for Name, enter tutorial-ec2-instance-web-server.
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b. Under Application and OS Images (Amazon Machine Image), choose Amazon Linux, and
then choose the Amazon Linux 2023 AMI. Keep the defaults for the other choices.

v Application and OS Images (Amazon Machine Image) info

An AM| is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below

Q, Search our full catalog including 1000s of application and OS images

Recents Quick Start
Amazon Ubuntu Windows Red Hat SUSE Linux Q
Linux
S Browse more AMIs
ubuntu® B® Microsoft & RedHat ﬁ Including AMIs from
SUSE , Marketplace and
L the Community

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI Free tier eligible

ami-09c5cb2bac0d0634e (64-bit (xB6), uefi-preferred) f ami-06a54aa5e58ab0898 (b4-bit (Arm), uefi)
Virtualization: hwmm  ENA enabled: true  Root device type: ebs

v

Description

Amazon Linux 2023 AM| 2023.0.20230329.0 x86_64 HVM kernel-6.1

Architecture Boot mode AMIID

64-bit (xE6) v | uefipreferred  ami-09c5c62bac0d0634e

¢. Under Instance type, choose t2.micro.

d. Under Key pair (login), choose a Key pair name to use an existing key pair. To create a
new key pair for the Amazon EC2 instance, choose Create new key pair and then use the
Create key pair window to create it.

For more information about creating a new key pair, see Create a key pair in the Amazon
EC2 User Guide.

e. Under Network settings, set these values and keep the other values as their defaults:

« For Allow SSH traffic from, choose the source of SSH connections to the EC2 instance.
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You can choose My IP if the displayed IP address is correct for SSH connections.

Otherwise, you can determine the IP address to use to connect to EC2 instances in
your VPC using Secure Shell (SSH). To determine your public IP address, in a different
browser window or tab, you can use the service at https://checkip.amazonaws.com. An
example of an IP address is 203.0.113.25/32.

In many cases, you might connect through an internet service provider (ISP) or from
behind your firewall without a static IP address. If so, make sure to determine the range
of IP addresses used by client computers.

/A Warning

If youuse 0.0.0.0/0 for SSH access, you make it possible for all IP addresses
to access your public instances using SSH. This approach is acceptable for a
short time in a test environment, but it's unsafe for production environments. In
production, authorize only a specific IP address or range of addresses to access
your instances using SSH.

e Turn on Allow HTTPs traffic from the internet.

e Turn on Allow HTTP traffic from the internet.
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¥ Network settings Get guidance

Network Info

vpc-2aed394c

Subnet Info

Mo preference (Default subnet in any availability zone)

Auto-assign public IP Info
Enable
Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group Select existing security group

We'll create a new security group called 'launch-wizard-1' with the following rules:

Allow S5H traffic from

Helps you connect to your instance

My IP

Allow HTTPs traffic from the internet

To set up an endpoint, for example when creating a web server

Allow HTTP traffic from the internet

To set up an endpoint, for example when creating a web server

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

f.  Leave the default values for the remaining sections.

g. Review a summary of your instance configuration in the Summary panel, and when you're
ready, choose Launch instance.

5. On the Launch Status page, note the identifier for your new EC2 instance, for example:
i-1234567890abcdef0.
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EC2

» Instances » Launch an instance

O Success

Successfully initiated launch of instanck

» Launch log

(i-1234567890abcdef0)

Next Steps

Create billing and free tier usage alerts

Connect

6. Choose the EC2 instance identifier to open the list of EC2 instances, and then select your EC2

instance.

7. Inthe Details tab, note the following values, which you need when you connect using SSH:

a. In Instance summary, note the value for Public IPv4 DNS.

Details Security

¥ Instance summary Info
Instance ID

i-1234567890abcdef0

IPv6 address

Networking

Storage Status checks

Public IPv4 address
I | open address [£}

Instance state
@ Pending

Monitoring

Tags

Private IPv4 addresses

Public IPv4 DNS

ec2-12-345-67-890.compute-
1.amazonaws.com | open address [/

b. In Instance details, note the value for Key pair name.

Instance auto-recovery
Default

AMI Launch index
0

Credit specification
standard

Lifecycle
normal

Key pair name

Stop-hibernate behavior
disabled

State transition reason

ec2-database-connect-key-pair

Kernel ID

State transition message
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8. Wait until Instance state for your instance is Running before continuing.

9. Complete Create an Amazon Aurora DB cluster.

Create an Amazon Aurora DB cluster

Create an Amazon Aurora MySQL or Aurora PostgreSQL DB cluster that maintains the data used by
a web application.

Aurora MySQL

To create an Aurora MySQL DB cluster

1.

A

Sign in to the Amazon Web Services Management Console and open the Amazon RDS
console at https://console.amazonaws.cn/rds/.

In the upper-right corner of the Amazon Web Services Management Console, make sure the
Amazon Web Services Region is the same as the one where you created your EC2 instance.

In the navigation pane, choose Databases.
Choose Create database.
On the Create database page, choose Standard create.

For Engine options, choose Aurora (MySQL Compatible).
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Engine options
Engine type Info
© Aurora (MySQL Compatible) () Aurora (PostgreSQL Compatible)
+ +
s s
) MysQL () MariaDB
) PostgreSQL () Oracle
@ ORACLE
() Microsoft SQL Server ) IBM Dbz
%Hiunﬁﬂ'
2 SQLServer IBM Db2

Keep the default values for Version and the other engine options.

7. Inthe Templates section, choose Dev/Test.

Templates

Choose a sample template to meet your use case.

(O Production O Dev/Test
Use defaults for high availability and fast, consistent This instance is intended for development use outside
performance. of a production environment.
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8.

o.

In the Settings section, set these values:

DB cluster identifier — Type tutorial-db-cluster.

Master username - Type tutorial_user.

« Auto generate a password - Leave the option turned off.

Master password — Type a password.

Confirm password - Retype the password.

Settings

DB cluster identifier Info

Type a name for your DB cluster. The name must be unique cross all DB clusters owned by your account in the current
Region.

tutorial-db-cluster

The DB cluster identifier is case-insensitive, but is stored as all lowercase (as in "mydbcluster”). Constraints: 1 to 60 alphanumeric
characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

¥ Credentials Settings

Master username Info
Type a login ID for the master user of your DB instance.

tutorial_user

1 to 16 alphanumeric characters. First character must be a letter

Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password
Master password Info

Constraints: At least 8 printable ASCII characters. Can't contain any of the following: / (slash), "(double quote) and @ (at sign).

Confirm password Info

In the Instance configuration section, set these values:

« Burstable classes (includes t classes)

o db.t3.small or db.t3.medium
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® Note
We recommend using the T DB instance classes only for development and test
servers, or other non-production servers. For more details on the T instance
classes, see DB instance class types.

Instance configuration

The DB instance configuration options below are limited to those supported by the engine that you selected above.

DB instance class Info
Memory optimized classes (includes r classes)

O Burstable classes (includes t classes)

db.t3.small v
2 vCPUs 2 GiB RAM Metwaork: 2,085 Mbps

(® Include previous generation classes

10. In the Availability and durability section, use the default values.

11. In the Connectivity section, set these values and keep the other values as their defaults:

« For Compute resource, choose Connect to an EC2 compute resource.

« For EC2 instance, choose the EC2 instance you created previously, such as tutorial-ec2-
instance-web-server.
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12.

13.

14.

15.

Connectivity Info

Compute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change
connectivity settings so that the compute resource can connect to this database.

Don't connect to an EC2 compute resource © Connect to an EC2 compute resource
Don't set up a connection to a compute resource for Set up a connection to an EC2 compute resource for
this database. You can manually set up a connection to this database.

a compute resource later.

EC2 instance Info

security group is also added to the database with an inbound rule that allows the EC2 instance to access the database.

i-1234567890abcdef0

tutorial-ec2-instance-web-server

v

Choose the EC2 instance to add as the compute resource for this database. A VPC security group is added to this EC2 instance. A VPC

® Some VPC settings can't be changed when a compute resource is added
Adding an EC2 compute resource automatically selects the VPC, DB subnet group, and public access
settings for this database. To allow the EC2 instance to access the database, a VPC security group
rds-ec2-X is added to the database and another called ec2-rds-X to the EC2 instance. You can

remove the new security group for the database only by removing the compute resource.

Open the Additional configuration section, and enter sample for Initial database name
Keep the default settings for the other options.

To create your Aurora MySQL DB cluster, choose Create database.

Your new DB cluster appears in the Databases list with the status Creating.

Wait for the Status of your new DB cluster to show as Available. Then choose the DB
cluster name to show its details.

In the Connectivity & security section, view the Endpoint and Port of the writer DB
instance.
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RDS Databases tutorial-db-cluster
tutorial-db-cluster Modify || Actions v
Related
Q @
DB identifier 'y Role v Engine v Region & AZ ¥ Size
o tutorial-db-cluster Regional cluster Aurara MySQL us-west-2 1 inst:
tutorial-db-cluster-instance-1 Writer instance Aurora MySQL us-west-2a db.t3.:
< >
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
Endpoints (2) Create custom endpoint
Q 1 ®
Endpoint name 'Y Status v Type v Port
tutorial-db-cluster.cluster-ro- us-west-2.rds.amazonaws.com @ Available Reader instance 3206
@ial—db—cluster,cluster— ,us—west—?_,rds,amazn@ @ Available

Note the endpoint and port for your writer DB instance. You use this information to
connect your web server to your DB cluster.

16. Complete Install a web server on your EC2 instance.

Aurora PostgreSQL
To create an Aurora PostgreSQL DB cluster

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS
console at https://console.amazonaws.cn/rds/.

2. Inthe upper-right corner of the Amazon Web Services Management Console, make sure the
Amazon Web Services Region is the same as the one where you created your EC2 instance.

3. In the navigation pane, choose Databases.

4. Choose Create database.
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5. On the Create database page, choose Standard create.

6. For Engine options, choose Aurora (PostgreSQL Compatible).

Engine options

Engine type Info

(O Aurora (MySQL Compatible)

S

© Aurora (PostgreSQL Compatible)

=6

‘w-";;_y\ Micresoft:

< SQLServer

O MysqL (O MariaDB
) PostgresqL ) Oracle

ORACLE
() Microsoft SQL Server ) IBM Db2

IBM Db2

Keep the default values for Version and the other engine options.

7. Inthe Templates section, choose Dev/Test.

Create a DB cluster

267



Amazon Aurora User Guide for Aurora

Templates

Choose a sample template to meet your use case.

(O Production O Dev/Test
Use defaults for high availability and fast, consistent This instance is intended for development use outside
performance. of a production environment

8. In the Settings section, set these values:

DB cluster identifier — Type tutorial-db-cluster.

Master username - Type tutorial_user.

« Auto generate a password - Leave the option turned off.

Master password — Type a password.

Confirm password - Retype the password.
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Settings

DB cluster identifier Info

Type a name for your DB cluster. The name must be unigue cross all DB clusters owned by your account in the current
Region.

tutorial-db-cluster

The DB cluster identifier is case-insensitive, but is stored as all lowercase (as in "mydbcluster”). Constraints: 1 to 60 alphanumeric
characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

¥ Credentials Settings

Master username Info
Type a login 1D for the master user of your DB instance.

tutorial_user

1 to 16 alphanumeric characters. First character must be a letter

Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password
Master password Info

Constraints: At least 8 printable ASCIIl characters. Can't contain any of the following: f (slash), "(double quote) and @ (at sign).

Confirm password Info

9. Inthe Instance configuration section, set these values:

« Burstable classes (includes t classes)

o db.t3.small or db.t3.medium

@ Note

We recommend using the T DB instance classes only for development and test
servers, or other non-production servers. For more details on the T instance
classes, see DB instance class types.
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Instance configuration

The DB instance configuration options below are limited to those supported by the engine that you selected above.

DB instance class Info
Memory optimized classes (includes r classes)

O Burstable classes (includes t classes)

db.t3.small v
2 vCPUs 2 GiB RAM Metwaork: 2,085 Mbps

(® Include previous generation classes

10. In the Availability and durability section, use the default values.

11. In the Connectivity section, set these values and keep the other values as their defaults:

« For Compute resource, choose Connect to an EC2 compute resource.

« For EC2 instance, choose the EC2 instance you created previously, such as tutorial-ec2-
instance-web-server.
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Connectivity Info

Compute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change
connectivity settings so that the compute resource can connect to this database.

Don't connect to an EC2 compute resource © Connect to an EC2 compute resource
Don't set up a connection to a compute resource for Set up a connection to an EC2 compute resource for
this database. You can manually set up a connection to this database.

a compute resource later.

EC2 instance Info

Choose the EC2 instance to add as the compute resource for this database. A VPC security group is added to this EC2 instance. A VPC
security group is also added to the database with an inbound rule that allows the EC2 instance to access the database.

i-1234567890abcdef0

tutorial-ec2-instance-web-server

v

® Some VPC settings can't be changed when a compute resource is added
Adding an EC2 compute resource automatically selects the VPC, DB subnet group, and public access
settings for this database. To allow the EC2 instance to access the database, a VPC security group
rds-ec2-X is added to the database and another called ec2-rds-X to the EC2 instance. You can

remove the new security group for the database only by removing the compute resource.

12. Open the Additional configuration section, and enter sample for Initial database name.
Keep the default settings for the other options.

13. To create your Aurora PostgreSQL DB cluster, choose Create database.

Your new DB cluster appears in the Databases list with the status Creating.

14. Wait for the Status of your new DB cluster to show as Available. Then choose the DB
cluster name to show its details.

15. In the Connectivity & security section, view the Endpoint and Port of the writer DB
instance.
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RDS » Databases » tutorial-db-cluster

Endpoints (2)

‘ Q. Find resources

Endpoint name

@db-dustencluster-

-west-2.rds.amazonaws.co ip

Frutorial-db-cluster.cluster-

=west-2.rds.amazonaws.com

Status v

- i i v
tutorial-db-cluster | Modity || Actions
Related
Q Filter by databases 1 &
DB identifier Status Role v Engine v Region & Al
o] tutorial-db-cluster ) Available Regional cluster Aurora PostgreSQL us-west-2
tutorial-db-cluster-instance-1 @ configuring-enhanced-monitoring Writer instance Aurora PostgreSQL us-west-2b
Connectiuity & securl’ty Monitarl’ng Logs & events Conﬁguration Maintenance & bECkUpS Tags

Create custom endpoint

1 @

Type v Port v

® Available

® Available

Reader instance 5432

Note the endpoint and port for your writer DB instance. You use this information to

connect your web server to your DB cluster.

16. Complete Install a web server on your EC2 instance.

Install a web server on your EC2 instance

Install a web server on the EC2 instance you created in Launch an EC2 instance to connect with

your DB cluster. The web server connects to the Amazon Aurora DB cluster that you created in

Create an Amazon Aurora DB cluster.

Install an Apache web server with PHP and MariaDB

Connect to your EC2 instance and install the web server.

To connect to your EC2 instance and install the Apache web server with PHP

1. Connect to the EC2 instance that you created earlier by following the steps in Connect to your
Linux instance in the Amazon EC2 User Guide.
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We recommend that you connect to your EC2 instance using SSH. If the SSH client utility
is installed on Windows, Linux, or Mac, you can connect to the instance using the following
command format:

ssh -i location_of_pem_file ec2-user@ec2-instance-public-dns-name

For example, assume that ec2-database-connect-key-pair.pemis
stored in /dir1l on Linux, and the public IPv4 DNS for your EC2 instance is

ec2-12-345-678-90.compute-1.amazonaws.com. Your SSH command would look as
follows:

ssh -i /dirl/ec2-database-connect-key-pair.pem ec2-
user@ec2-12-345-678-90.compute-1.amazonaws.com

2. Get the latest bug fixes and security updates by updating the software on your EC2 instance.

To do this, use the following command.

(® Note

The -y option installs the updates without asking for confirmation. To examine
updates before installing, omit this option.

sudo dnf update -y

3. After the updates complete, install the Apache web server, PHP, and MariaDB or PostgreSQL
software using the following commands. This command installs multiple software packages
and related dependencies at the same time.

MariaDB & MySQL
sudo dnf install -y httpd php php-mysgli mariadbl@5
PostgreSQL

sudo dnf install -y httpd php php-pgsql postgresqll5s
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If you receive an error, your instance probably wasn't launched with an Amazon Linux 2023
AMI. You might be using the Amazon Linux 2 AMI instead. You can view your version of
Amazon Linux using the following command.

cat /etc/system-release

For more information, see Updating instance software.

4. Start the web server with the command shown following.

sudo systemctl start httpd

You can test that your web server is properly installed and started. To do this, enter the public
Domain Name System (DNS) name of your EC2 instance in the address bar of a web browser,
for example: http://ec2-42-8-168-21.us-west-1.compute.amazonaws.com. If your
web server is running, then you see the Apache test page.

If you don't see the Apache test page, check your inbound rules for the VPC security group that
you created in Tutorial: Create a VPC for use with a DB cluster (IPv4 only). Make sure that your
inbound rules include one allowing HTTP (port 80) access for the IP address to connect to the
web server.

(® Note

The Apache test page appears only when there is no content in the document root
directory, /var/www/html. After you add content to the document root directory,
your content appears at the public DNS address of your EC2 instance. Before this point,
it appears on the Apache test page.

5. Configure the web server to start with each system boot using the systemctl command.

sudo systemctl enable httpd

To allow ec2-user to manage files in the default root directory for your Apache web server,
modify the ownership and permissions of the /var/www directory. There are many ways to
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accomplish this task. In this tutorial, you add ec2-user to the apache group, to give the apache
group ownership of the /var/www directory and assign write permissions to the group.

To set file permissions for the Apache web server

1. Add the ec2-user user to the apache group.

sudo usermod -a -G apache ec2-user
2. Log out to refresh your permissions and include the new apache group.
exit

3. Log back in again and verify that the apache group exists with the groups command.

groups

Your output looks similar to the following:

ec2-user adm wheel apache systemd-journal

4. Change the group ownership of the /var/www directory and its contents to the apache
group.

sudo chown -R ec2-user:apache /var/www

5. Change the directory permissions of /var/www and its subdirectories to add group write
permissions and set the group ID on subdirectories created in the future.

sudo chmod 2775 /var/www
find /var/www -type d -exec sudo chmod 2775 {} \;

6. Recursively change the permissions for files in the /var/www directory and its subdirectories
to add group write permissions.

find /var/www -type f -exec sudo chmod 0664 {} \;
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Now, ec2-user (and any future members of the apache group) can add, delete, and edit files in
the Apache document root. This makes it possible for you to add content, such as a static website
or a PHP application.

(® Note

A web server running the HTTP protocol provides no transport security for the data

that it sends or receives. When you connect to an HTTP server using a web browser,

much information is visible to eavesdroppers anywhere along the network pathway. This
information includes the URLs that you visit, the content of web pages that you receive,
and the contents (including passwords) of any HTML forms.

The best practice for securing your web server is to install support for HTTPS (HTTP
Secure). This protocol protects your data with SSL/TLS encryption. For more information,
see Tutorial: Configure SSL/TLS with the Amazon Linux AMI in the Amazon EC2 User Guide.

Connect your Apache web server to your DB cluster

Next, you add content to your Apache web server that connects to your Amazon Aurora DB cluster.
To add content to the Apache web server that connects to your DB cluster

1. While still connected to your EC2 instance, change the directory to /var/www and create a
new subdirectory named inc.

cd /var/www
mkdir inc
cd inc

2. Create a new file in the inc directory named dbinfo. inc, and then edit the file by calling
nano (or the editor of your choice).

>dbinfo.inc
nano dbinfo.inc

3. Add the following contents to the dbinfo.inc file. Here, db_instance_endpoint is DB
cluster writer endpoint, without the port, for your DB cluster.
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® Note

We recommend placing the user name and password information in a folder that isn't
part of the document root for your web server. Doing this reduces the possibility of
your security information being exposed.

Make sure to change master password to a suitable password in your application.

<?php

define('DB_SERVER', 'db_cluster_writer_endpoint');
define( 'DB_USERNAME', 'tutorial_user');
define('DB_PASSWORD', 'master password');

define('DB_DATABASE', 'sample');
>

4. Save and close the dbinfo. inc file. If you are using nano, save and close the file by using Ctrl
+S and Ctrl+X.

5. Change the directory to /var/www/html.
cd /var/www/html

6. Create a new file in the html directory named SamplePage. php, and then edit the file by
calling nano (or the editor of your choice).

>SamplePage.php
nano SamplePage.php

7. Add the following contents to the SamplePage. php file:

MariaDB & MySQL

<?php include "../inc/dbinfo.inc"; ?>
<html>

<body>

<hl>Sample page</hl>

<?php

/* Connect to MySQL and select the database. */
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$connection = mysqli_connect(DB_SERVER, DB_USERNAME, DB_PASSWORD);

if (mysqli_connect_errno()) echo "Failed to connect to MySQL: "
mysqli_connect_error();

$database = mysqli_select_db($connection, DB_DATABASE);

/* Ensure that the EMPLOYEES table exists. */
VerifyEmployeesTable($connection, DB_DATABASE);

/* If input fields are populated, add a row to the EMPLOYEES table. */
$employee_name = htmlentities($_POST['NAME']);
$employee_address = htmlentities($_POST['ADDRESS']);

if (strlen($employee_name) || strlen($employee_address)) {
AddEmployee($connection, $employee_name, $employee_address);

}

?>

<!-- Input form -->
<form action="<?PHP echo $_SERVER['SCRIPT_NAME'] ?>" method="POST">
<table border="0">
<tr>
<td>NAME</td>
<td>ADDRESS</td>
</tr>
<tr>
<td>
<input type="text" name="NAME" maxlength="45" size="30" />
</td>
<td>
<input type="text" name="ADDRESS" maxlength="90" size="60" />
</td>
<td>
<input type="submit" value="Add Data" />
</td>
</tr>
</table>
</form>

<l-- Display table data. -->
<table border="1" cellpadding="2" cellspacing="2">
<tr>
<td>ID</td>
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<td>NAME</td>
<td>ADDRESS</td>
</tr>

<?php
$result = mysqli_query($connection, "SELECT * FROM EMPLOYEES");

while($query_data = mysqli_fetch_row($result)) {
echo "<tr>";
echo "<td>",$query_datal[@], "</td>",
"<td>",$query_datal[l1l], "</td>",
"<td>",$query_datal[2], "</td>";
echo "</tr>";

?>
</table>

<l-- Clean up. -->
<?php

mysqli_free_result($result);
mysqli_close($connection);

?>

</body>
</html>

<?php

/* Add an employee to the table. */
function AddEmployee($connection, $name, $address) {
$n = mysqli_real_escape_string($connection, $name);
$a = mysqli_real_escape_string($connection, $address);

$query = "INSERT INTO EMPLOYEES (NAME, ADDRESS) VALUES ('$n', '$a');";
if(!mysqli_query($connection, $query)) echo("<p>Error adding employee data.</

p>ll);
}
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/* Check whether the table exists and, if not, create it. */
function VerifyEmployeesTable($connection, $dbName) {
if(!TableExists("EMPLOYEES", $connection, $dbName))
{
$query = "CREATE TABLE EMPLOYEES (
ID int(11) UNSIGNED AUTO_INCREMENT PRIMARY KEY,
NAME VARCHAR(45),
ADDRESS VARCHAR(90)

)"

if(!mysqli_query($connection, $query)) echo("<p>Error creating table.</
p>ll);
}

/* Check for the existence of a table. */

function TableExists($tableName, $connection, $dbName) {
$t = mysqli_real_escape_string($connection, $tableName);
$d = mysqli_real_escape_string($connection, $dbName);

$checktable = mysqli_query($connection,
"SELECT TABLE_NAME FROM information_schema.TABLES WHERE TABLE_NAME = '$t'
AND TABLE_SCHEMA = '$d'");

if(mysqli_num_rows($checktable) > @) return true;

return false;

PostgreSQL

<?php include "../inc/dbinfo.inc"; 7>

<html>
<body>
<hl>Sample page</hl>
<?php

/* Connect to PostgreSQL and select the database. */
$constring = "host=" . DB_SERVER . " dbname=" . DB_DATABASE . " user="
DB_USERNAME . " password=" . DB_PASSWORD ;
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$connection = pg_connect($constring);

if (!$connection){
echo "Failed to connect to PostgreSQL";
exit;

}

/* Ensure that the EMPLOYEES table exists. */
VerifyEmployeesTable($connection, DB_DATABASE);

/* If input fields are populated, add a row to the EMPLOYEES table. */
$employee_name = htmlentities($_POST['NAME']);
$employee_address = htmlentities($_POST['ADDRESS']);

if (strlen($employee_name) || strlen($employee_address)) {
AddEmployee($connection, $employee_name, $employee_address);

}

?>

<!-- Input form -->
<form action="<?PHP echo $_SERVER['SCRIPT_NAME'] ?>" method="POST">
<table border="0">
<tr>
<td>NAME</td>
<td>ADDRESS</td>
</tr>
<tr>
<td>
<input type="text" name="NAME" maxlength="45" size="30Q0" />
</td>
<td>
<input type="text" name="ADDRESS" maxlength="90" size="60" />
</td>
<td>
<input type="submit" value="Add Data" />
</td>
</tr>
</table>
</form>
<l-- Display table data. -->
<table border="1" cellpadding="2" cellspacing="2">
<tr>
<td>ID</td>
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<td>NAME</td>
<td>ADDRESS</td>
</tr>

<?php
$result = pg_query($connection, "SELECT * FROM EMPLOYEES");

while($query_data = pg_fetch_row($result)) {
echo "<tr>";
echo "<td>",$query_datal[@], "</td>",
"<td>",$query_datal[l1l], "</td>",
"<td>",$query_datal[2], "</td>";
echo "</tr>";
}
?>
</table>

<!-- Clean up. -->
<?php

pg_free_result($result);
pg_close($connection);
>
</body>
</html>

<?php

/* Add an employee to the table. */
function AddEmployee($connection, $name, $address) {
$n = pg_escape_string($name);
$a = pg_escape_string($address);
echo "Forming Query";
$query = "INSERT INTO EMPLOYEES (NAME, ADDRESS) VALUES ('$n', '$a');";

if(!pg_query($connection, $query)) echo("<p>Error adding employee data.</
p>");
}

/* Check whether the table exists and, if not, create it. */
function VerifyEmployeesTable($connection, $dbName) {
if(!TableExists("EMPLOYEES", $connection, $dbName))
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{
$query = "CREATE TABLE EMPLOYEES (
ID serial PRIMARY KEY,
NAME VARCHAR(45),
ADDRESS VARCHAR(90)
)
if(!pg_query($connection, $query)) echo("<p>Error creating table.</p>");
}

}

/* Check for the existence of a table. */

function TableExists($tableName, $connection, $dbName) {
$t = strtolower(pg_escape_string($tableName)); //table name is case sensitive
$d = pg_escape_string($dbName); //schema is 'public' instead of 'sample' db
name so not using that

$query = "SELECT TABLE_NAME FROM information_schema.TABLES WHERE TABLE_NAME =
'$t';";
$checktable = pg_query($connection, $query);

if (pg_num_rows($checktable) >0) return true;
return false;

}

?>

8. Save and close the SamplePage. php file.

9. Verify that your web server successfully connects to your DB cluster by opening a web browser
and browsing to http://EC2 instance endpoint/SamplePage.php, for example:
http://ec2-12-345-67-890.us-west-2.compute.amazonaws.com/SamplePage.php.

You can use SamplePage. php to add data to your DB cluster. The data that you add is then
displayed on the page. To verify that the data was inserted into the table, install MySQL client on
the Amazon EC2 instance. Then connect to the DB cluster and query the table.

For information about connecting to a DB cluster, see Connecting to an Amazon Aurora DB cluster.

To make sure that your DB cluster is as secure as possible, verify that sources outside of the VPC
can't connect to your DB cluster.

After you have finished testing your web server and your database, you should delete your DB
cluster and your Amazon EC2 instance.
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» To delete a DB cluster, follow the instructions in Deleting Aurora DB clusters and DB instances.
You don't need to create a final snapshot.

« To terminate an Amazon EC2 instance, follow the instruction in Terminate your instance in the
Amazon EC2 User Guide.
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Amazon Aurora tutorials and sample code

The Amazon documentation includes several tutorials that guide you through common Amazon
Aurora use cases. Many of these tutorials show you how to use Amazon Aurora with other Amazon
services. In addition, you can access sample code in GitHub.

(@ Note

You can find more tutorials at the Amazon Database Blog. For information about training,

see Amazon Training and Certification.

Topics

 Tutorials in this guide

 Tutorials in other Amazon guides

« Amazon workshop and lab content portal for Amazon Aurora PostgreSQL

« Amazon workshop and lab content portal for Amazon Aurora MySQL

» Tutorials and sample code in GitHub

 Using this service with an Amazon SDK

Tutorials in this guide

The following tutorials in this guide show you how to perform common tasks with Amazon Aurora:

 Tutorial: Create a VPC for use with a DB cluster (IPv4 only)

Learn how to include a DB cluster in a virtual private cloud (VPC) based on the Amazon VPC
service. In this case, the VPC shares data with a web server that is running on an Amazon EC2
instance in the same VPC.

o Tutorial: Create a VPC for use with a DB cluster (dual-stack mode)

Learn how to include a DB cluster in a virtual private cloud (VPC) based on the Amazon VPC
service. In this case, the VPC shares data with an Amazon EC2 instance in the same VPC. In this
tutorial, you create the VPC for this scenario that works with a database running in dual-stack
mode.
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« Tutorial: Create a web server and an Amazon Aurora DB cluster

Learn how to install an Apache web server with PHP and create a MySQL database. The web
server runs on an Amazon EC2 instance using Amazon Linux, and the MySQL database is an
Aurora MySQL DB cluster. Both the Amazon EC2 instance and the DB cluster run in an Amazon
VPC.

» Tutorial: Restore an Amazon Aurora DB cluster from a DB cluster snapshot

Learn how to restore a DB cluster from a DB cluster snapshot.

» Tutorial: Use tags to specify which Aurora DB clusters to stop

Learn how to use tags to specify which Aurora DB clusters to stop.

« Tutorial: Log DB instance state changes using Amazon EventBridge

Learn how to log a DB instance state change using Amazon EventBridge and Amazon Lambda.

Tutorials in other Amazon guides

The following tutorials in other Amazon guides show you how to perform common tasks with
Amazon Aurora:

(® Note

Some of the tutorials use Amazon RDS DB instances, but they can be adapted to use Aurora
DB clusters.

« Tutorial: Aurora Serverless in the Amazon AppSync Developer Guide

Learn how to use Amazon AppSync to provide a data source for running SQL commands against
Aurora Serverless DB clusters with the Data API enabled. You can use Amazon AppSync resolvers
to run SQL statements against the Data APl with GraphQL queries, mutations, and subscriptions.

» Tutorial: Rotating a Secret for an Amazon Database in the Amazon Secrets Manager User Guide

Learn how to create a secret for an Amazon database and configure the secret to rotate on a
schedule. You trigger one rotation manually, and then confirm that the new version of the secret
continues to provide access.

« Tutorials and samples in the Amazon Elastic Beanstalk Developer Guide
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Learn how to deploy applications that use Amazon RDS databases with Amazon Elastic
Beanstalk.

« Using Data from an Amazon RDS Database to Create an Amazon ML Datasource in the Amazon
Machine Learning Developer Guide

Learn how to create an Amazon Machine Learning (Amazon ML) datasource object from data
stored in a MySQL DB instance.

« Manually Enabling Access to an Amazon RDS Instance in a VPC in the Amazon QuickSight User
Guide

Learn how to enable QuickSight access to an Amazon RDS DB instance in a VPC.

Amazon workshop and lab content portal for Amazon Aurora
PostgreSQL

The following collection of workshops and other hands-on content helps you to gain an
understanding of the Amazon Aurora PostgreSQL features and capabilities:

o Creating a New Aurora Cluster Manually

Learn how to create an Amazon Aurora PostgreSQL cluster manually.

» Configure Cloud9 and Initialize Database

Learn how to configure Cloud9 and initialize the PostgreSQL database.

« Fast Cloning

Learn how to create an Aurora fast clone.

« Query Plan Management

Learn how to control execution plans for a set of statements using query plan management.

o Cluster Cache Management

Learn about Cluster Cache Management feature in Aurora PostgreSQL.

« Database Activity Streaming

Learn how to monitor and audit your database activity with this feature.
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Using Performance Insights

Learn how to monitor and tune your DB instance using Performance insights.

Performance Monitoring with RDS Tools

Learn how to use Amazon and Postgres tools(Cloudwatch, Enhanced Monitoring, Slow Query
Logs, Performance Insights, PostgreSQL Catalog Views) to understand performance issues and
identify ways to improve performance of your database.

Auto Scaling Read Replicas

Learn how Aurora read replica auto scaling works in practice using a load generator script.

Testing Fault Tolerance

Learn how a DB cluster can tolerate a failure.

Aurora Global Database

Learn about Aurora Global Database.

Using Machine Learning

Learn about Aurora Machine Learning.

Aurora Serverless v2

Learn about Aurora Serverless v2.

Trusted Language Extensions for Aurora PostgreSQL

Learn how to build high-performance extensions that run safely on Aurora PostgreSQL.

Amazon workshop and lab content portal for Amazon Aurora
MySQL

The following collection of workshops and other hands-on content helps you to gain an

understanding of the Amazon Aurora MySQL features and capabilities:

Creating an Aurora Cluster

Learn how to create an Amazon Aurora MySQL cluster manually.

Creating a Cloud9 Cloud-based IDE environment to connect to your database
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Learn how to configure Cloud9 and initialize the MySQL database.
« Fast Cloning

Learn how to create an Aurora fast clone.

o Backtrack a Cluster

Learn how to backtrack a DB cluster.

» Using Performance Insights

Learn how to monitor and tune your DB instance using Performance insights.

» Performance Monitoring with RDS Tools

Learn how to use Amazon and SQL tools to understand performance issues and identify ways to
improve performance of your database.

» Analyze Query Performance

Learn how to troubleshoot SQL performance related issues using different tools.

» Auto Scaling Read Replicas

Learn how auto scaling read replicas work.

» Testing Fault Tolerance

Learn about high availability and fault tolerance features in Aurora MySQL.

o Aurora Global Database

Learn about Aurora Global Database.

« Aurora Serverless v2

Learn about Aurora Serverless v2.

« Using Machine Learning

Learn about Aurora Machine Learning.

Tutorials and sample code in GitHub

The following tutorials and sample code in GitHub show you how to perform common tasks with
Amazon Aurora:
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Creating an Aurora Serverless v2 lending library

Learn how to create a lending library application where patrons can borrow and return books.
The example uses Aurora Serverless v2 and Amazon SDK for Python (Boto3).

Creating an Amazon Aurora item tracker application with a Spring REST API that queries Aurora

Serverless v2 data using SDK for Java 2.x

Learn how to create a Spring REST API that queries Aurora Serverless v2 data. It's for use by a
React application using SDK for Java 2.x.

Creating an Amazon Aurora item tracker application that queries Aurora Serverless v2 data using
Amazon SDK for PHP

Learn how to create an application that uses the RdsDataClient of the Data APl and Aurora
Serverless v2 to track and report on work items. The example uses Amazon SDK for PHP.

Creating an Amazon Aurora item tracker application that queries Aurora Serverless v2 data using
Amazon SDK for Python (Boto3)

Learn how to create an application that uses the RdsDataClient of the Data APl and Aurora
Serverless v2 to track and report on work items. The example uses Amazon SDK for Python
(Boto3).

Using this service with an Amazon SDK

Amazon software development kits (SDKSs) are available for many popular programming languages.

Each SDK provides an API, code examples, and documentation that make it easier for developers to

build applications in their preferred language.

SDK documentation
Amazon CLI

Amazon SDK for Java

Amazon SDK for JavaScript

Amazon SDK for .NET

Amazon SDK for PHP
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SDK documentation

Amazon Tools for PowerShell

Amazon SDK for Python (Boto3)

Amazon SDK for Ruby

Amazon SDK for SAP ABAP

For examples specific to this service, see Code examples for Aurora using Amazon SDKSs.

Working with Amazon SDKs 291


https://docs.amazonaws.cn/powershell
https://docs.amazonaws.cn/pythonsdk
https://docs.amazonaws.cn/sdk-for-ruby
https://docs.amazonaws.cn/sdk-for-sapabap

Amazon Aurora User Guide for Aurora

Programmatic access to Amazon Aurora

Amazon RDS provides you with the following tools to manage your Amazon Aurora resources
programmatically.

Amazon Command Line Interface (Amazon CLI)

You can create and manage your Amazon Aurora resources by using the Amazon CLl in a
command-line shell. The Amazon CLI provides direct access to the APIs for Amazon services,
such as Amazon RDS. For syntax and examples for the commands for Amazon RDS, see rds in
the Amazon CLI Command Reference.

Amazon CloudFormation

With this Amazon Infrastructure as Code (IaC) tool, you can create templates that describe

all of the Amazon Aurora resources that you want, and Amazon CloudFormation provisions
and configures those resources for you. For more information, see the section called “Creating
resources with Amazon CloudFormation”.

Amazon software development kits (SDKs)

Amazon provides SDKs for many popular technologies and programming languages. They
make it easier for you to call Amazon services from within your applications in that language
or technology. For more information about these SDKs, see Tools for developing and managing
applications on Amazon.

Amazon RDS API

This APl is the protocol-level interface for Amazon RDS. When using this API, you must format
every HTTPS request correctly and add a valid digital signature to every request. For more
information, see Amazon RDS API reference.

Console-to-Code

With this tool, you can generate code for actions that you perform in the Amazon RDS console,
and use that code in other tools such as Amazon CloudFormation. For more information, see
the section called “Console-to-Code”.

RDS Data API

RDS Data API (Data API) provides programmatic access to the data in your Amazon Aurora
Serverless databases. With Data API, you can use a secure HTTP endpoint to run your SQL
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statements without managing connections. For more information, see Using the Amazon RDS
Data API.

Use Console-to-Code to generate code for your Amazon Aurora
console actions

The console provides a guided path for creating resources and testing prototypes. If you want to
create the same resources at scale, you'll need automation code. Console-to-Code is a feature of
Amazon Q Developer that can help you get started with your automation code. Console-to-Code
records your console actions, including default values and parameters values that you provide. It
then uses generative Al to suggest code in your preferred language and format for the actions that
you choose. Because the console workflow makes sure the parameter values that you specify are
valid together, the code that you generate by using Console-to-Code has compatible parameter
values. You can use the code as a starting point, and then customize it to make it production-ready
for your specific use case.

For example, with Console-to-Code, you can record creating an Aurora DB cluster and choose
to generate code in Amazon CloudFormation JSON format. Then, you can copy that code and
customize it for use in your Amazon CloudFormation template.

Console-to-Code can currently generate infrastructure-as-code (laC) in the following languages
and formats:

CDK Java

CDK Python

CDK TypeScript
CloudFormation JSON
CloudFormation YAML

For more information and instructions on how to use Console-to-Code, see Automating Amazon

services with Amazon Q Developer Console-to-Code in the Amazon Q Developer User Guide.
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Setting up an Amazon Aurora DB cluster

This section shows how to set up your Aurora DB cluster. Before creating an Aurora DB cluster,
decide on the DB instance class that will run the DB cluster. Also, decide where the DB cluster will
run by choosing an Amazon Region. Next, create the DB cluster. If you have data outside of Aurora,
you can migrate the data into an Aurora DB cluster.

Topics

Creating an Amazon Aurora DB cluster

Creating Amazon Aurora resources with Amazon CloudFormation

Connecting to an Amazon Aurora DB cluster

Parameter groups for Amazon Aurora

Migrating data to an Amazon Aurora DB cluster

Creating an Amazon ElastiCache cache using Aurora DB cluster settings

Auto migrating EC2 databases to Amazon Aurora using Amazon Database Migration Service

Tutorial: Creating a MySQL DB cluster with a custom parameter group
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Creating an Amazon Aurora DB cluster

An Amazon Aurora DB cluster consists of a DB instance, compatible with either MySQL or
PostgreSQL, and a cluster volume that holds the data for the DB cluster, copied across three
Availability Zones as a single, virtual volume. By default, an Aurora DB cluster contains a primary
DB instance that performs reads and writes, and, optionally, up to 15 Aurora Replicas (reader DB
instances). For more information about Aurora DB clusters, see Amazon Aurora DB clusters.

Aurora has two main types of DB cluster:

» Aurora provisioned - You choose the DB instance class for the writer and reader instances based
on your expected workload. For more information, see Amazon Aurora DB instance classes.

Aurora provisioned has several options, including Aurora global databases. For more information,
see Using Amazon Aurora Global Database.

« Aurora Serverless — Aurora Serverless v2 is an on-demand automatic scaling configuration
for Aurora. Capacity is adjusted automatically based on application demand. You're charged
only for the resources that your DB cluster consumes. This automation is especially useful for
environments with highly variable and unpredictable workloads. For more information, see Using
Aurora Serverless v2.

Following, you can find out how to create an Aurora DB cluster. To get started, first see DB cluster
prerequisites.

For instructions on connecting to your Aurora DB cluster, see Connecting to an Amazon Aurora DB

cluster.

Contents

» DB cluster prerequisites

« Configure the network for the DB cluster

» Configure automatic network connectivity with an EC2 instance

» Configure the network manually

« Additional prerequisites

» Creating a DB cluster

» Creating a primary (writer) DB instance

« Settings for Aurora DB clusters

« Settings that don't apply to Amazon Aurora for DB clusters
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» Settings that don't apply to Amazon Aurora DB instances

DB cluster prerequisites

/A Important

Before you can create an Aurora DB cluster, you must complete the tasks in Setting up your

environment for Amazon Aurora.

The following are prerequisites to complete before creating a DB cluster.

Topics

« Configure the network for the DB cluster

« Additional prerequisites

Configure the network for the DB cluster

You can create an Amazon Aurora DB cluster only in a virtual private cloud (VPC) based on the
Amazon VPC service, in an Amazon Web Services Region that has at least two Availability Zones.
The DB subnet group that you choose for the DB cluster must cover at least two Availability Zones.
This configuration ensures that your DB cluster always has at least one DB instance available for
failover, in the unlikely event of an Availability Zone failure.

If you plan to set up connectivity between your new DB cluster and an EC2 instance in the same
VPC, you can do so during DB cluster creation. If you plan to connect to your DB cluster from
resources other than EC2 instances in the same VPC, you can configure the network connections
manually.

Topics

» Configure automatic network connectivity with an EC2 instance

» Configure the network manually

Configure automatic network connectivity with an EC2 instance

When you create an Aurora DB cluster, you can use the Amazon Web Services Management Console
to set up connectivity between an Amazon EC2 instance and the new DB cluster. When you do so,
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RDS configures your VPC and network settings automatically. The DB cluster is created in the same
VPC as the EC2 instance so that the EC2 instance can access the DB cluster.

The following are requirements for connecting an EC2 instance with the DB cluster:

« The EC2 instance must exist in the Amazon Web Services Region before you create the DB

cluster.

If no EC2 instances exist in the Amazon Web Services Region, the console provides a link to

create one.

o Currently, the DB cluster can't be an Aurora Serverless DB cluster or part of an Aurora global
database.

» The user who is creating the DB instance must have permissions to perform the following
operations:

ec2

ec2

ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

ec2

ec2:
ec2:

ec2:

:AssociateRouteTable
:AuthorizeSecurityGroupEgress
AuthorizeSecurityGroupIngress
CreateRouteTable

CreateSubnet
CreateSecurityGroup
DescribelInstances
DescribeNetworkInterfaces
DescribeRouteTables
:DescribeSecurityGroups
DescribeSubnets
ModifyNetworkInterfaceAttribute

RevokeSecurityGroupEgress

Using this option creates a private DB cluster. The DB cluster uses a DB subnet group with only
private subnets to restrict access to resources within the VPC.

To connect an EC2 instance to the DB cluster, choose Connect to an EC2 compute resource in the
Connectivity section on the Create database page.

Prerequisites
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Connectivity info

Compute resource

EC2 Instance Info

Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change
connectivity settings so that the compute resource can connect to this database.

Don't connect to an EC2 compute resource © Connect to an EC2 compute resource

Don't set up a connection to a compute resource for Set up a connection to an ECZ compute resource for
this database. You can manually set up a connection to this database.

a compute resource later.

Choose the EC2 instance to add as the compute resource for this database. & VPC security group is added to this EC2 instance. & VPC
security group is also added to the database with an inbound rule that allows the EC2 instance to access the database.

v

When you choose Connect to an EC2 compute resource, RDS sets the following options
automatically. You can't change these settings unless you choose not to set up connectivity with an
EC2 instance by choosing Don't connect to an EC2 compute resource.

Console option

Network type

Virtual Private Cloud (VPC)

DB subnet group

Automatic setting

RDS sets network type to IPv4. Currently, dual-stack mode
isn't supported when you set up a connection between an EC2
instance and the DB cluster.

RDS sets the VPC to the one associated with the EC2 instance.

RDS requires a DB subnet group with a private subnet in the
same Availability Zone as the EC2 instance. If a DB subnet
group that meets this requirement exists, then RDS uses the
existing DB subnet group. By default, this option is set to
Automatic setup.

When you choose Automatic setup and there is no DB subnet
group that meets this requirement, the following action
happens. RDS uses three available private subnets in three
Availability Zones where one of the Availability Zones is the
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Console option Automatic setting

same as the EC2 instance. If a private subnet isn't available
in an Availability Zone, RDS creates a private subnet in the
Availability Zone. Then RDS creates the DB subnet group.

When a private subnet is available, RDS uses the route table
associated with the subnet and adds any subnets it creates

to this route table. When no private subnet is available, RDS
creates a route table without internet gateway access and adds
the subnets it creates to the route table.

RDS also allows you to use existing DB subnet groups. Select
Choose existing if you want to use an existing DB subnet
group of your choice.

Public access RDS chooses No so that the DB cluster isn't publicly accessible.

For security, it is a best practice to keep the database private
and make sure it isn't accessible from the internet.

Prerequisites 299



Amazon Aurora User Guide for Aurora

Console option Automatic setting

VPC security group (firewall) RDS creates a new security group that is associated with the DB
cluster. The security group is named rds-ec2-n, wherenis a
number. This security group includes an inbound rule with the
EC2 VPC security group (firewall) as the source. This security
group that is associated with the DB cluster allows the EC2
instance to access the DB cluster.

RDS also creates a new security group that is associated with
the EC2 instance. The security group is named ec2-xrds-n,
where n is a number. This security group includes an outbound
rule with the VPC security group of the DB cluster as the
source. This security group allows the EC2 instance to send
traffic to the DB cluster.

You can add another new security group by choosing Create
new and typing the name of the new security group.

You can add existing security groups by choosing Choose
existing and selecting security groups to add.

Availability Zone When you don't create an Aurora Replica in Availability &
durability during DB cluster creation (Single-AZ deployment),
RDS chooses the Availability Zone of the EC2 instance.

When you create an Aurora Replica during DB cluster creation
(Multi-AZ deployment), RDS chooses the Availability Zone of
the EC2 instance for one DB instance in the DB cluster. RDS
randomly chooses a different Availability Zone for the other
DB instance in the DB cluster. Either the primary DB instance
or the Aurora Replica is created in the same Availability Zone
as the EC2 instance. There is the possibility of cross Availability
Zone costs if the primary DB instance and EC2 instance are in
different Availability Zones.

For more information about these settings, see Settings for Aurora DB clusters.
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If you make any changes to these settings after the DB cluster is created, the changes might affect
the connection between the EC2 instance and the DB cluster.

Configure the network manually

If you plan to connect to your DB cluster from resources other than EC2 instances in the same
VPC, you can configure the network connections manually. If you use the Amazon Web Services
Management Console to create your DB cluster, you can have Amazon RDS automatically create
a VPC for you. Or you can use an existing VPC or create a new VPC for your Aurora DB cluster.
Whichever approach you take, your VPC must have at least one subnet in each of at least two
Availability Zones for you to use it with an Amazon Aurora DB cluster.

By default, Amazon RDS creates the primary DB instance and the Aurora Replica in the Availability
Zones automatically for you. To choose a specific Availability Zone, you need to change the
Availability & durability Multi-AZ deployment setting to Don't create an Aurora Replica. Doing
so exposes an Availability Zone setting that lets you choose from among the Availability Zones in
your VPC. However, we strongly recommend that you keep the default setting and let Amazon RDS
create a Multi-AZ deployment and choose Availability Zones for you. By doing so, your Aurora DB
cluster is created with the fast failover and high availability features that are two of Aurora's key
benefits.

If you don't have a default VPC or you haven't created a VPC, you can have Amazon RDS
automatically create a VPC for you when you create a DB cluster using the console. Otherwise, you
must do the following:

» Create a VPC with at least one subnet in each of at least two of the Availability Zones in the
Amazon Web Services Region where you want to deploy your DB cluster. For more information,
see Working with a DB cluster in a VPC and Tutorial: Create a VPC for use with a DB cluster (IPv4

only).

« Specify a VPC security group that authorizes connections to your DB cluster. For more

information, see Provide access to the DB cluster in the VPC by creating a security group and

Controlling access with security groups.

» Specify an RDS DB subnet group that defines at least two subnets in the VPC that can be used by
the DB cluster. For more information, see Working with DB subnet groups.

For information on VPCs, see Amazon VPC and Amazon Aurora. For a tutorial that configures the

network for a private DB cluster, see Tutorial: Create a VPC for use with a DB cluster (IPv4 only).
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If you want to connect to a resource that isn't in the same VPC as the Aurora DB cluster, see the
appropriate scenarios in Scenarios for accessing a DB cluster in a VPC.

Additional prerequisites

Before you create your DB cluster, consider the following additional prerequisites:

« If you are connecting to Amazon using Amazon ldentity and Access Management (IAM)
credentials, your Amazon account must have IAM policies that grant the permissions required to
perform Amazon RDS operations. For more information, see Identity and access management for

Amazon Aurora.

If you are using IAM to access the Amazon RDS console, you must first sign on to the Amazon
Web Services Management Console with your user credentials. Then go to the Amazon RDS
console at https://console.amazonaws.cn/rds/.

« If you want to tailor the configuration parameters for your DB cluster, you must specify a DB
cluster parameter group and DB parameter group with the required parameter settings. For
information about creating or modifying a DB cluster parameter group or DB parameter group,
see Parameter groups for Amazon Aurora.

« Determine the TCP/IP port number to specify for your DB cluster. The firewalls at some
companies block connections to the default ports (3306 for MySQL, 5432 for PostgreSQL) for
Aurora. If your company firewall blocks the default port, choose another port for your DB cluster.
All instances in a DB cluster use the same port.

« If the major engine version for your database has reached the RDS end of standard support date,
you must use the Extended Support CLI option or the RDS API parameter. For more information,
see RDS Extended Support in Settings for Aurora DB clusters.

Creating a DB cluster

You can create an Aurora DB cluster using the Amazon Web Services Management Console, the
Amazon CLI, or the RDS API.

Console

You can create a DB cluster using the Amazon Web Services Management Console with Easy
create enabled or not enabled. With Easy create enabled, you specify only the DB engine type,
DB instance size, and DB instance identifier. Easy create uses the default setting for other
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configuration options. With Easy create not enabled, you specify more configuration options when
you create a database, including ones for availability, security, backups, and maintenance.

® Note

For this example, Standard create is enabled, and Easy create isn't enabled. For
information about creating a DB cluster with Easy create enabled, see Getting started with

Amazon Aurora.

To create an Aurora DB cluster using the console

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. Inthe upper-right corner of the Amazon Web Services Management Console, choose the
Amazon Region in which you want to create the DB cluster.

Aurora is not available in all Amazon Regions. For a list of Amazon Regions where Aurora is
available, see Region availability.

In the navigation pane, choose Databases.
Choose Create database.

For Choose a database creation method, choose Standard create.

A

For Engine type, choose one of the following:

o Aurora (MySQL Compatible)
» Aurora (PostgreSQL Compatible)
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Engine options

Engine type Info

© Aurora (MySQL Compatible) () Aurora (PostgreSQL Compatible)
+ +
é Q‘*
O MysqQL () MariaDB
() PostgreSQL () Oracle

ORACLE

(O Microsoft SQL Server ) IBM Db2

“’f':,Q\ Microseft

- SQLServer

IBM Db2

7. Choose the Engine version.

For more information, see Amazon Aurora versions. You can use the filters to choose versions
that are compatible with features that you want, such as Aurora Serverless v2. For more

information, see Using Aurora Serverless v2.

8. In Templates, choose the template that matches your use case.

9. To enter your master password, do the following:

a. Inthe Settings section, expand Credential Settings.
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b. Clear the Auto generate a password check box.

c. (Optional) Change the Master username value and enter the same password in Master
password and Confirm password.

By default, the new DB instance uses an automatically generated password for the master user.

10. In the Connectivity section under VPC security group (firewall), if you select Create new, a
VPC security group is created with an inbound rule that allows your local computer's IP address
to access the database.

11. For Cluster storage configuration, choose either Aurora 1I/O-Optimized or Aurora Standard.
For more information, see Storage configurations for Amazon Aurora DB clusters.

Cluster storage configuration - new infc
Choose the storage canfiguration for the Aurora DB cluster that best fits yowr application's price predictability and price

performance needs.

Configuration options
the configuration. Learn more [

Aurora Standard O Aurora 1/0-Optimized

sst-effective pricing For many applications with

12. (Optional) Set up a connection to a compute resource for this DB cluster.

You can configure connectivity between an Amazon EC2 instance and the new DB cluster
during DB cluster creation. For more information, see Configure automatic network
connectivity with an EC2 instance.

13. For the remaining sections, specify your DB cluster settings. For information about each
setting, see Settings for Aurora DB clusters.

14. Choose Create database.

If you chose to use an automatically generated password, the View credential details button
appears on the Databases page.

To view the master user name and password for the DB cluster, choose View credential
details.

To connect to the DB instance as the master user, use the user name and password that
appear.
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/A Important

You can't view the master user password again. If you don't record it, you might have
to change it. If you need to change the master user password after the DB instance
is available, you can modify the DB instance to do so. For more information about
modifying a DB instance, see Modifying an Amazon Aurora DB cluster.

15. For Databases, choose the name of the new Aurora DB cluster.

On the RDS console, the details for new DB cluster appear. The DB cluster and its DB instance
have a status of creating until the DB cluster is ready to use.

RDS Databases

Databases
Q

DB identifier a Role Engine Region & AZ Size Status Actions

database-test1 Regional cluster Aurora MySQL us-east-1 1instance © Available

database-test1-instance-1 Writer instance Aurora MySQL - db.rég.large

When the state changes to available for both, you can connect to the DB cluster. Depending
on the DB instance class and the amount of storage, it can take up to 20 minutes before the
new DB cluster is available.

To view the newly created cluster, choose Databases from the navigation pane in the Amazon
RDS console. Then choose the DB cluster to show the DB cluster details. For more information,
see Viewing an Amazon Aurora DB cluster.
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RDS Databases database-test1
database-test1 Modify ‘ ‘ Actions ¥
Related
Q @
DB identifier 'y Role v Engine v Region & AZ ¥ Size
Lo ] database-test1 Regional cluster Aurora MySQL us-west-1 1 instance
database-test1-instance-1 Writer instance Aurora MySQL us-west-1b db.rég.large
<
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
E”dpomts (2) Create custom endpoint |
Q 1 ©
Endpoint name 'y Status v Type v Port
[Fdatabase-test1.cluster-ro-123456789012.us-west-1.rds.amazonaws.com © Available Reader instance 3306
1 .cluster-12345678901 lus—west—ers.@ ® Available

On the Connectivity & security tab, note the port and the endpoint of the writer DB instance.
Use the endpoint and port of the cluster in your JDBC and ODBC connection strings for any
application that performs write or read operations.

Amazon CLI

(® Note
Before you can create an Aurora DB cluster using the Amazon CLI, you must fulfill the
required prerequisites, such as creating a VPC and an RDS DB subnet group. For more
information, see DB cluster prerequisites.
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You can use the Amazon CLI to create an Aurora MySQL DB cluster or an Aurora PostgreSQL DB
cluster.

To create an Aurora MySQL DB cluster using the Amazon CLI

When you create an Aurora MySQL 8.0-compatible or 5.7-compatible DB cluster or DB instance,
you specify aurora-mysql for the --engine option.

Complete the following steps:

1. Identify the DB subnet group and VPC security group ID for your new DB cluster, and then call
the create-db-cluster Amazon CLI command to create the Aurora MySQL DB cluster.

For example, the following command creates a new MySQL 8.0-compatible DB cluster named
sample-cluster. The cluster uses the default engine version and the Aurora I/O-Optimized
storage type.

For Linux, macOS, or Unix:

aws rds create-db-cluster --db-cluster-identifier sample-cluster \
--engine aurora-mysql --engine-version 8.0 \
--storage-type aurora-ioptl \
--master-username user-name --manage-master-user-password \
--db-subnet-group-name mysubnetgroup --vpc-security-group-ids sg-c7e5b0@d2

For Windows:

aws rds create-db-cluster --db-cluster-identifier sample-cluster ~
--engine aurora-mysql --engine-version 8.0 A
--storage-type aurora-ioptl A
--master-username user-name --manage-master-user-password *
--db-subnet-group-name mysubnetgroup --vpc-security-group-ids sg-c7e5b@d2

The following command creates a new MySQL 5.7-compatible DB cluster named sample-
cluster. The cluster uses the default engine version and the Aurora Standard storage type.

For Linux, macQOS, or Unix:

aws rds create-db-cluster --db-cluster-identifier sample-cluster \
--engine aurora-mysql --engine-version 5.7 \
--storage-type aurora \

Creating a DB cluster 308


https://docs.amazonaws.cn/cli/latest/reference/rds/create-db-cluster.html

Amazon Aurora User Guide for Aurora

--master-username user-name --manage-master-user-password \
--db-subnet-group-name mysubnetgroup --vpc-security-group-ids sg-c7e5b@d2

For Windows:

aws rds create-db-cluster --db-cluster-identifier sample-cluster sample-cluster A~
--engine aurora-mysql --engine-version 5.7 2
--storage-type aurora ~
--master-username user-name --manage-master-user-password *
--db-subnet-group-name mysubnetgroup --vpc-security-group-ids sg-c7e5b0@d2

2. If you use the console to create a DB cluster, then Amazon RDS automatically creates the
primary instance (writer) for your DB cluster. If you use the Amazon CLI to create a DB cluster,
you must explicitly create the primary instance for your DB cluster. The primary instance is the
first instance that is created in a DB cluster. Until you create the primary DB instance, the DB
cluster endpoints remain in the Creating status.

Call the create-db-instance Amazon CLI command to create the primary instance for your DB
cluster. Include the name of the DB cluster as the --db-cluster-identifier option value.

(® Note

You can't set the --storage-type option for DB instances. You can set it only for DB
clusters.

For example, the following command creates a new MySQL 5.7-compatible or MySQL 8.0-
compatible DB instance named sample-instance.

For Linux, macOS, or Unix:

aws rds create-db-instance --db-instance-identifier sample-instance \
--db-cluster-identifier sample-cluster --engine aurora-mysql --db-instance-
class db.r5.large

For Windows:

aws rds create-db-instance --db-instance-identifier sample-instance ~
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--db-cluster-identifier sample-cluster --engine aurora-mysql --db-instance-
class db.r5.large

To create an Aurora PostgreSQL DB cluster using the Amazon CLI

1. Identify the DB subnet group and VPC security group ID for your new DB cluster, and then call
the create-db-cluster Amazon CLI command to create the Aurora PostgreSQL DB cluster.

For example, the following command creates a new DB cluster named sample-cluster. The
cluster uses the default engine version and the Aurora I/0O-Optimized storage type.

For Linux, macQOS, or Unix:

aws rds create-db-cluster --db-cluster-identifier sample-cluster \
--engine aurora-postgresql \
--storage-type aurora-ioptl \
--master-username user-name --manage-master-user-password \
--db-subnet-group-name mysubnetgroup --vpc-security-group-ids sg-c7e5b@d2

For Windows:

aws rds create-db-cluster --db-cluster-identifier sample-cluster ~
--engine aurora-postgresql #
--storage-type aurora-ioptl A
--master-username user-name --manage-master-user-password A/
--db-subnet-group-name mysubnetgroup --vpc-security-group-ids sg-c7e5b0@d2

2. If you use the console to create a DB cluster, then Amazon RDS automatically creates the
primary instance (writer) for your DB cluster. If you use the Amazon CLI to create a DB cluster,
you must explicitly create the primary instance for your DB cluster. The primary instance is the
first instance that is created in a DB cluster. Until you create the primary DB instance, the DB
cluster endpoints remain in the Creating status.

Call the create-db-instance Amazon CLI command to create the primary instance for your DB

cluster. Include the name of the DB cluster as the --db-cluster-identifier option value.

For Linux, macQOS, or Unix:

aws rds create-db-instance --db-instance-identifier sample-instance \

Creating a DB cluster 310


https://docs.amazonaws.cn/cli/latest/reference/rds/create-db-cluster.html
https://docs.amazonaws.cn/cli/latest/reference/rds/create-db-instance.html

Amazon Aurora User Guide for Aurora

--db-cluster-identifier sample-cluster --engine aurora-postgresql --db-
instance-class db.r5.large

For Windows:

aws rds create-db-instance --db-instance-identifier sample-instance ~
--db-cluster-identifier sample-cluster --engine aurora-postgresql --db-
instance-class db.r5.large

These examples specify the --manage-master-user-password option to generate the
master user password and manage it in Secrets Manager. For more information, see Password
management with Amazon Aurora and Amazon Secrets Manager. Alternatively, you can use the --

master-password option to specify and manage the password yourself.

RDS API

(® Note

Before you can create an Aurora DB cluster using the Amazon CLI, you must fulfill the
required prerequisites, such as creating a VPC and an RDS DB subnet group. For more
information, see DB cluster prerequisites.

Identify the DB subnet group and VPC security group ID for your new DB cluster, and then call the
CreateDBCluster operation to create the DB cluster.

When you create an Aurora MySQL version 2 or 3 DB cluster or DB instance, specify aurora-
mysql for the Engine parameter.

When you create an Aurora PostgreSQL DB cluster or DB instance, specify aurora-postgresql
for the Engine parameter.

If you use the console to create a DB cluster, then Amazon RDS automatically creates the primary
instance (writer) for your DB cluster. If you use the RDS API to create a DB cluster, you must
explicitly create the primary instance for your DB cluster using the CreateDBInstance. The primary
instance is the first instance that is created in a DB cluster. Until you create the primary DB
instance, the DB cluster endpoints remain in the Creating status.
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Creating a primary (writer) DB instance

If you use the Amazon Web Services Management Console to create a DB cluster, then Amazon
RDS automatically creates the primary instance (writer) for your DB cluster. If you use the Amazon
CLI or RDS API to create a DB cluster, you must explicitly create the primary instance for your DB
cluster. The primary instance is the first instance that is created in a DB cluster. Until you create the
primary DB instance, the DB cluster endpoints remain in the Creating status.

For more information, see Creating a DB cluster.

® Note

If you have a DB cluster without a writer DB instance, also called a headless cluster, you
can't use the console to create a writer instance. You must use the Amazon CLI or RDS API.

The following example uses the create-db-instance Amazon CLI command to create a writer
instance for an Aurora PostgreSQL DB cluster named headless-test.

aws rds create-db-instance \
--db-instance-identifier no-longer-headless \
--db-cluster-identifier headless-test \
--engine aurora-postgresql \
--db-instance-class db.t4g.medium

Settings for Aurora DB clusters

The following table contains details about settings that you choose when you create an Aurora DB
cluster.

Console setting Setting description CLI option and RDS API
parameter
Auto minor version Choose Enable auto minor Set this value for every DB
upgrade version upgrade if you want to instance in your Aurora cluster.
enable your Aurora DB cluster to If any DB instance in your cluster
receive preferred minor version has this setting turned off,
upgrades to the DB engine the cluster isn't automatically
upgraded.
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Console setting

Amazon KMS key

Setting description

automatically when they become
available.

The Auto minor version upgrade
setting applies to both Aurora
PostgreSQL and Aurora MySQL
DB clusters.

For more information about
engine updates for Aurora
PostgreSQL, see Database engine

updates for Amazon Aurora
PostgreSQL.

For more information about
engine updates for Aurora
MySQL, see Database engine

updates for Amazon Aurora
MySQL.

Only available if Encryption is
set to Enable encryption. Choose
the Amazon KMS key to use for
encrypting this DB cluster. For
more information, see Encrypting
Amazon Aurora resources.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-instance and

set the --auto-minor-versi
on-upgrade|--no-auto-
minor-version-upgrade
option.

Using the RDS API, call
CreateDBInstance and setthe
AutoMinorVersionUpgrade

parameter.

Using the Amazon CLI, run
create-db-cluster and set

the --kms-key-id option.

Using the RDS API, call
CreateDBCluster and setthe
KmsKeyId parameter.
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Console setting

Backtrack

Certificate authority

Cluster storage
configuration

Setting description

Applies only to Aurora MySQL.
Choose Enable Backtrack to
enable backtracking or Disable
Backtrack to disable backtrack
ing. Using backtracking, you

can rewind a DB cluster to a
specific time, without creating a
new DB cluster. It is disabled by
default. If you enable backtrack
ing, also specify the amount of
time that you want to be able to
backtrack your DB cluster (the
target backtrack window). For
more information, see Backtrack
ing an Aurora DB cluster.

The certificate authority (CA) for
the server certificate used by the
DB instances in the DB cluster.

For more information, see Using
SSL/TLS to encrypt a connection

to a DB cluster.

The storage type for the DB
cluster: Aurora 1/O-Optimized or
Aurora Standard.

For more information, see Storage
configurations for Amazon Aurora

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and set

the --backtrack-window
option.

Using the RDS API, call
CreateDBCluster and setthe
BacktrackWindow parameter.

Using the Amazon CLI, run

create-db-instance and

set the --ca-certificate-1i

dentifier option.

Using the RDS API, call
CreateDBInstance and setthe
CACertificateldentifier
parameter.

Using the Amazon CLI, run
create-db-cluster and set
the --storage-type option.

Using the RDS API, call
CreateDBCluster and setthe

DB clusters.

StorageType parameter.
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Console setting

Copy tags to
snapshots

Setting description

Choose this option to copy any
DB instance tags to a DB snapshot
when you create a snapshot.

For more information, see
Tagging Amazon Aurora and

Amazon RDS resources.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and set
the --copy-tags-to-sna
pshot | --no-copy-tags-
to-snapshot option.

Using the RDS API, call
CreateDBCluster and set
the CopyTagsToSnapshot
parameter.
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Console setting

Database authentic
ation

Setting description

The database authentication you
want to use.

For MySQL:

» Choose Password authentic
ation to authenticate database
users with database passwords
only.

« Choose Password and IAM
database authentication to
authenticate database users
with database passwords and
user credentials through 1AM
users and roles. For more
information, see IAM database

authentication.

For PostgreSQL:

« Choose IAM database
authentication to authenticate
database users with database
passwords and user credentia
ls through users and roles. For
more information, see IAM
database authentication.

» Choose Kerberos authentic
ation to authenticate database
passwords and user credentials
using Kerberos authentication.

For more information, see Using

CLI option and RDS API
parameter

To use IAM database authentic
ation with the Amazon CLI, run
create-db-cluster andset
the --enable-iam-datab
ase-authentication | --

no-enable-iam-database-

authentication option.

To use IAM database authentic
ation with the RDS API, call
CreateDBCluster andset
the EnableIAMDatabaseA
uthentication

parameter.

To use Kerberos authentic
ation with the Amazon CLI, run
create-db-cluster and set

the --domain and --domain-

iam-role-name options.

To use Kerberos authentication
with the RDS API, call CreateDBC
luster and setthe Domain

and DomainIAMRoleName
parameters.
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Console setting

Database port

Setting description

Kerberos authentication with
Aurora PostgreSQL.

Specify the port for applicati
ons and utilities to use to access
the database. Aurora MySQL DB
clusters default to the default
MySQL port, 3306, and Aurora
PostgreSQL DB clusters default
to the default PostgreSQL port,
5432. The firewalls at some
companies block connections
to these default ports. If your
company firewall blocks the
default port, choose another port
for the new DB cluster.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and set
the --port option.

Using the RDS API, call
CreateDBCluster and setthe
Port parameter.
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Console setting

DB cluster identifier

DB cluster
parameter group

Setting description

Enter a name for your DB cluster
that is unique for your account

in the Amazon Region that you
chose. This identifier is used in the
cluster endpoint address for your
DB cluster. For information on

the cluster endpoint, see Amazon
Aurora endpoint connections.

The DB cluster identifier has the
following constraints:

o It must contain from 1 to 63
alphanumeric characters or
hyphens.

« Its first character must be a
letter.

e It cannot end with a hyphen
or contain two consecutive
hyphens.

o It must be unique for all DB
clusters per Amazon account,
per Amazon Region.

Choose a DB cluster parameter
group. Aurora has a default DB
cluster parameter group you

can use, or you can create your
own DB cluster parameter group.
For more information about DB
cluster parameter groups, see
Parameter groups for Amazon

Aurora.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster andset
the --db-cluster-ident
ifier option.

Using the RDS API, call
CreateDBCluster and set
the DBClusterIdentifier
parameter.

Using the Amazon CLI, run
create-db-cluster andset
the --db-cluster-param
option.

eter-group-name

Using the RDS API, call
CreateDBCluster and set
the DBClusterParameter
GroupName

parameter.
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Console setting

DB instance class

DB parameter group

Setting description

Applies only to the provision

ed capacity type. Choose a

DB instance class that defines

the processing and memory
requirements for each instance in
the DB cluster. For more informati
on about DB instance classes,

see Amazon Aurora DB instance

classes.

Choose a parameter group.
Aurora has a default parameter
group you can use, or you can

create your own parameter group.

For more information about
parameter groups, see Parameter
groups for Amazon Aurora.

CLI option and RDS API
parameter

Set this value for every DB
instance in your Aurora cluster.

Using the Amazon CLI, run

create-db-instance and set

the --db-instance-class
option.

Using the RDS API, call
CreateDBInstance and setthe

DBInstanceClass parameter.

Set this value for every DB
instance in your Aurora cluster.

Using the Amazon CLI, run

create-db-instance and set

the --db-parameter-group-
name option.

Using the RDS API, call
CreateDBInstance and set

the DBParameterGroupName
parameter.

Available settings
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DB subnet group

Enable deletion
protection

Setting description

The DB subnet group you want to
use for the DB cluster.

Select Choose existing to use an
existing DB subnet group. Then
choose the required subnet group
from the Existing DB subnet
groups dropdown list.

Choose Automatic setup to

let RDS select a compatible DB
subnet group. If none exist, RDS
creates a new subnet group for
your cluster.

For more information, see DB
cluster prerequisites.

Choose Enable deletion protectio
n to prevent your DB cluster from
being deleted. If you create a
production DB cluster with the
console, deletion protection is
enabled by default.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster andset
the --db-subnet-group-
name option.

Using the RDS API, call
CreateDBCluster and set
the DBSubnetGroupName
parameter.

Using the Amazon CLI, run
create-db-cluster andset
the --deletion-protect
ion | --no-deletion-

protection option.

Using the RDS API, call
CreateDBCluster and set
the DeletionProtection

parameter.

Available settings
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Enable encryption

Enable Enhanced
Monitoring

Enable the RDS Data
API

Setting description

Choose Enable encryption

to enable encryption at rest for
this DB cluster. For more informati
on, see Encrypting Amazon

Aurora resources.

Choose Enable enhanced
monitoring to enable gathering
metrics in real time for the
operating system that your

DB cluster runs on. For more
information, see Monitoring OS

metrics with Enhanced Monitorin
g.

Choose Enable the RDS Data API
to enable RDS Data API (Data
API). Data API provides a secure
HTTP endpoint for running SQL
statements without managing
connections. For more informati
on, see Using the Amazon RDS
Data API.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster andset
the --storage-encrypted |
--no-storage-encrypted
option.

Using the RDS API, call
CreateDBCluster and setthe
StorageEncrypted parameter.

Set these values for every DB
instance in your Aurora cluster.

Using the Amazon CLI, run

create-db-instance and set

the --monitoring-interval
and --monitoring-role-
arn options.

Using the RDS API, call
CreateDBInstance and set

the MonitoringInterval
and MonitoringRoleArn
parameters.

Using the Amazon CLI, run
create-db-cluster and set
the --enable-http-endp
oint |

--no-enable-
http-endpoint option.

Using the RDS API, call
CreateDBCluster and set
the EnableHttpEndpoint
parameter.

Available settings
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Engine type

Engine version

Failover priority

Setting description

Choose the database engine to be
used for this DB cluster.

Applies only to the provisioned
capacity type. Choose the version
number of your DB engine.

Choose a failover priority for the
instance. If you don't choose a
value, the default is tier-1. This
priority determines the order

in which Aurora Replicas are
promoted when recovering from a
primary instance failure. For more
information, see Fault tolerance

for an Aurora DB cluster.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and set

the --engine option.

Using the RDS API, call
CreateDBCluster and setthe
Engine parameter.

Using the Amazon CLI, run
create-db-cluster and set

the --engine-version option.

Using the RDS API, call
CreateDBCluster and setthe
EngineVersion parameter.

Set this value for every DB
instance in your Aurora cluster.

Using the Amazon CLI, run

create-db-instance and set

the --promotion-tier option.

Using the RDS API, call
CreateDBInstance and set the

PromotionTier parameter.

Available settings
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Initial database
name

Setting description

Enter a name for your default
database. If you don't provide

a name for an Aurora MySQL
DB cluster, Amazon RDS doesn't
create a database on the DB
cluster you are creating. If you
don't provide a name for an
Aurora PostgreSQL DB cluster,
Amazon RDS creates a database
named postgres.

For Aurora MySQL, the default
database name has these
constraints:

It must contain 1-64
alphanumeric characters.

« It can't be a word reserved by
the database engine.

For Aurora PostgreSQL, the
default database name has these
constraints:

« It must contain 1-63
alphanumeric characters.

It must begin with a letter.
Subsequent characters can be
letters, underscores, or digits
(0-9).

« It can't be a word reserved by
the database engine.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and set
the --database-name option.

Using the RDS API, call
CreateDBCluster and setthe
DatabaseName parameter.

Available settings
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Console setting

Log exports

Maintenance
window

Setting description

To create additional databases
, connect to the DB cluster and
use the SQL command CREATE
DATABASE. For more informati
on about connecting to the DB
cluster, see Connecting to an

Amazon Aurora DB cluster.

In the Log exports section,
choose the logs that you want

to start publishing to Amazon
CloudWatch Logs. For more
information about publishing
Aurora MySQL logs to CloudWatc
h Logs, see Publishing Amazon
Aurora MySQL logs to Amazon
CloudWatch Logs. For more

information about publishin

g Aurora PostgreSQL logs to
CloudWatch Logs, see Publishin
g Aurora PostgreSQL logs to
Amazon CloudWatch Logs.

Choose Select window and
specify the weekly time range
during which system maintenan
ce can occur. Or choose No
preference for Amazon RDS to
assign a period randomly.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and set

the --enable-cloudwatch-
logs-exports option.

Using the RDS API, call
CreateDBCluster and set
the EnableCloudwatchLo
gsExports

parameter.

Using the Amazon CLI, run
create-db-cluster and set

the --preferred-mainte

nance-window option.

Using the RDS API, call
CreateDBCluster and set
the PreferredMaintenan

ceWindow parameter.

Available settings
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Manage master
credentials in
Amazon Secrets
Manager

Master password

Setting description

Select Manage master credentia
ls in Amazon Secrets Manager to
manage the master user password
in a secret in Secrets Manager.

Optionally, choose a KMS key

to use to protect the secret.
Choose from the KMS keys in your
account, or enter the key from a
different account.

For more information, see
Password management with

Amazon Aurora and Amazon

Secrets Manager.

Enter a password to log on to
your DB cluster:

« For Aurora MySQL, the
password must contain 8-41
printable ASCII characters.

» For Aurora PostgreSQL, it must
contain 8-99 printable ASCII
characters.

e It can't contain /, ", @ ora
space.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and set

the --manage-master-user-
password | --no-manage-
master-user-password and
--master-user-secret-
kms-key-id options.

Using the RDS API, call
CreateDBCluster and set
the ManageMasterUserPa
ssword and MasterUse

rSecretKmsKeyId parameter

S.

Using the Amazon CLI, run
create-db-cluster and set

the --master-user-pass
word option.

Using the RDS API, call
CreateDBCluster and set
the MasterUserPassword

parameter.

Available settings
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Master username

Setting description

Enter a name to use as the master
user name to log on to your DB
cluster:

« For Aurora MySQL, the name
must contain 1-16 alphanume
ric characters.

» For Aurora PostgreSQL, it must
contain 1-63 alphanumeric
characters.

» The first character must be a
letter.

e The name can't be a word
reserved by the database
engine.

You can't change the master
user name after the DB cluster is
created.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and

set the --master-username
option.

Using the RDS API, call
CreateDBCluster and setthe

MasterUsername parameter.

Available settings
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Console setting

Multi-AZ deploymen
t

Setting description

Applies only to the provisioned
capacity type. Determine if you
want to create Aurora Replicas

in other Availability Zones for
failover support. If you choose
Create Replica in Different Zone,
then Amazon RDS creates an
Aurora Replica for you in your DB
cluster in a different Availability
Zone than the primary instance
for your DB cluster. For more
information about multiple
Availability Zones, see Regions
and Availability Zones.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster andset
the --availability-zones
option.

Using the RDS API, call
CreateDBCluster and set
the AvailabilityZones

parameter.

Available settings
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Network type

Setting description

The IP addressing protocols
supported by the DB cluster.

IPv4 to specify that resources can
communicate with the DB cluster
only over the IPv4 addressing
protocol.

Dual-stack mode to specify that
resources can communicate with
the DB cluster over IPv4, IPv6,

or both. Use dual-stack mode

if you have any resources that
must communicate with your DB
cluster over the IPv6 addressing
protocol. To use dual-stack mode,
make sure at least two subnets
spanning two Availability Zones
that support both the IPv4 and
IPv6 network protocol. Also, make
sure you associate an IPv6 CIDR
block with subnets in the DB
subnet group you specify.

For more information, see
Amazon Aurora IP addressing.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and set
the -network-type option.

Using the RDS API, call
CreateDBCluster and setthe
NetworkType parameter.

Available settings
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Public access

Setting description

Choose Publicly accessible to
give the DB cluster a public IP
address, or choose Not publicly
accessible. The instances in your
DB cluster can be a mix of both
public and private DB instances

. For more information about
hiding instances from public
access, see Hiding a DB cluster in
a VPC from the internet.

To connect to a DB instance from
outside of its Amazon VPC, the

DB instance must be publicly
accessible, access must be granted
using the inbound rules of the

DB instance's security group,

and other requirements must be
met. For more information, see
Can't connect to Amazon RDS DB

instance.

If your DB instance is isn't publicly
accessible, you can also use

an Amazon Site-to-Site VPN
connection or an Amazon Direct
Connect connection to access it
from a private network. For more
information, see Internetwork
traffic privacy.

CLI option and RDS API
parameter

Set this value for every DB
instance in your Aurora cluster.

Using the Amazon CLI, run
create-db-instance and

set the --publicly-accessi
ble | --no-publicly-
accessible option.

Using the RDS API, call
CreateDBInstance and set
the PubliclyAccessible
parameter.

Available settings

329


https://docs.amazonaws.cn/cli/latest/reference/rds/create-db-instance.html
https://docs.amazonaws.cn/AmazonRDS/latest/APIReference/API_CreateDBInstance.html

Amazon Aurora

User Guide for Aurora
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RDS Extended
Support

RDS Proxy

Setting description

Select Enable RDS Extended
Support to allow supported
major engine versions to continue
running past the Aurora end of
standard support date.

When you create a DB cluster,
Amazon Aurora defaults to RDS
Extended Support. To prevent
the creation of a new DB cluster
after the Aurora end of standard
support date and to avoid charges
for RDS Extended Support,
disable this setting. Your existing
DB clusters won't incur charges
until the RDS Extended Support
pricing start date.

For more information, see
Amazon RDS Extended Support

with Amazon Aurora.

Choose Create an RDS Proxy
to create a proxy for your DB
cluster. Amazon RDS automatic
ally creates an IAM role and a
Secrets Manager secret for the

proxy.

For more information, see
Amazon RDS Proxy for Aurora.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster andset
the --engine-lifecycle-
support option.

Using the RDS API, call
CreateDBCluster and setthe
EnginelLifecycleSupport

parameter.

Not available when creating a DB
cluster.

Available settings
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Retention period

Turn on
DevOps Guru

Setting description

Choose the length of time, from
1 to 35 days, that Aurora retains
backup copies of the database.
Backup copies can be used for
point-in-time restores (PITR)

of your database down to the
second.

Choose Turn on DevOps Guru
to turn on Amazon DevOps Guru
for your Aurora database. For
DevOps Guru for RDS to provide
detailed analysis of performance
anomalies, Performance Insights
must be turned on. For more
information, see Setting up
DevOps Guru for RDS.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster andset
the --backup-retention-
period option.

Using the RDS API, call
CreateDBCluster and setthe
BackupRetentionPeriod

parameter.

You can turn on DevOps Guru for
RDS from within the RDS console,
but not by using the RDS API or
CLI. For more information about
turning on DevOps Guru, see the
Amazon DevOps Guru User Guide.

Available settings
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Turn on Performance
Insights

Virtual Private Cloud
(VPCQC)

Setting description

Choose Turn on Performance
Insights to turn on Amazon RDS
Performance Insights. For more
information, see Monitoring DB

load with Performance Insights on

Amazon Aurora.

Choose the VPC to host the DB
cluster. Choose Create a New VPC
to have Amazon RDS create a VPC
for you. For more information, see
DB cluster prerequisites.

CLI option and RDS API
parameter

Set these values for every DB
instance in your Aurora cluster.

Using the Amazon CLI, run
create-db-instance and
set the --enable-performan

ce-insights |

--no-
enable-performance-ins
ights , --performance-insi
ghts-kms-key-id ,and --
performance-insights-

retention-period options.

Using the RDS API, call
CreateDBInstance and set

the EnablePerformancel
nsights , Performan
ceInsightskKMSKeyId
and PerformanceInsight
sRetentionPeriod
parameters.

For the Amazon CLI and API, you
specify the VPC security group
IDs.

Available settings
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Console setting Setting description

VPC security group Choose Create new to have

(firewall) Amazon RDS create a VPC security
group for you. Or choose Choose
existing and specify one or more
VPC security groups to secure
network access to the DB cluster.

When you choose Create new in
the RDS console, a new security
group is created with an inbound
rule that allows access to the

DB instance from the IP address
detected in your browser.

For more information, see DB
cluster prerequisites.

CLI option and RDS API
parameter

Using the Amazon CLI, run
create-db-cluster and set

the --vpc-security-group-
ids option.

Using the RDS API, call
CreateDBCluster and set
the VpcSecurityGroupIds

parameter.

Settings that don't apply to Amazon Aurora for DB clusters

The following settings in the Amazon CLI command create-db-cluster and the RDS API

operation CreateDBCluster don't apply to Amazon Aurora DB clusters.

(@ Note
The Amazon Web Services Management Console doesn't show these settings for Aurora DB
clusters.
Amazon CLI setting RDS API setting
--allocated-storage AllocatedStorage
--auto-minor-version-upgrade | AutoMinorVersionUpgrade

--no-auto-minor-version-upgrade

Settings that don't apply to Aurora for DB clusters
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Amazon CLI setting
--db-cluster-instance-class

--enable-performance-insights |
--no-enable-performance-insights

--iops
--monitoring-interval
--monitoring-role-arn
--option-group-name

--performance-insights-kms-key-
id
--performance-insights-rete

ntion-period

--publicly-accessible | --no-publ
icly-accessible

RDS API setting
DBClusterInstanceClass

EnablePerformanceInsights

Iops
MonitoringInterval
MonitoringRoleArn
OptionGroupName

PerformanceInsightskMSKeyId

PerformanceInsightsRetentio
nPeriod

PubliclyAccessible

Settings that don't apply to Amazon Aurora DB instances

The following settings in the Amazon CLI command create-db-instance and the RDS API

operation CreateDBInstance don't apply to DB instances Amazon Aurora DB cluster.

(@ Note

The Amazon Web Services Management Console doesn't show these settings for Aurora DB

instances.

Amazon CLI setting

--allocated-storage

RDS API setting

AllocatedStorage

Settings that don't apply to Aurora DB instances
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--availability-zone
--backup-retention-period
--backup-target
--character-set-name
--character-set-name
--custom-iam-instance-profile
--db-security-groups

--deletion-protection | --no-dele
tion-protection

--domain
--domain-iam-role-name
--enable-cloudwatch-logs-exports

--enable-customer-owned-ip | --
no-enable-customer-owned-ip

--enable-iam-database-authe
ntication | --no-enable-iam-da
tabase-authentication

--engine-version
--iops
--kms-key-id
--master-username

--master-user-password

RDS API setting
AvailabilityZone
BackupRetentionPeriod
BackupTarget
CharacterSetName
CharacterSetName
CustomIamInstanceProfile
DBSecurityGroups

DeletionProtection

Domain
DomainIAMRoleName
EnableCloudwatchLogsExports

EnableCustomerOwnedIp

EnableIAMDatabaseAuthentication

EngineVersion
Iops

KmsKeyId
MasterUsername

MasterUserPassword

Settings that don't apply to Aurora DB instances
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Amazon CLI setting
--max-allocated-storage
--multi-az | --no-multi-az
--nchar-character-set-name
--network-type
--option-group-name
--preferred-backup-window
--processor-features

--storage-encrypted | --no-stor
age-encrypted

--storage-type
--tde-credential-azrn
--tde-credential-password
--timezone

--vpc-security-group-ids

RDS API setting
MaxAllocatedStorage
MultiAZz
NcharCharacterSetName
NetworkType
OptionGroupName
PreferredBackupWindow
ProcessorFeatures

StorageEncrypted

StorageType
TdeCredentialArn
TdeCredentialPassword
Timezone

VpcSecurityGroupIds

Settings that don't apply to Aurora DB instances
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Creating Amazon Aurora resources with Amazon
CloudFormation

Amazon Aurora is integrated with Amazon CloudFormation, a service that helps you to model
and set up your Amazon resources so that you can spend less time creating and managing your
resources and infrastructure. You create a template that describes all the Amazon resources that
you want (such as DB clusters and DB cluster parameter groups), and Amazon CloudFormation
provisions and configures those resources for you.

When you use Amazon CloudFormation, you can reuse your template to set up your Aurora
resources consistently and repeatedly. Describe your resources once, and then provision the same
resources over and over in multiple Amazon accounts and Regions.

Aurora and Amazon CloudFormation templates

Amazon CloudFormation templates are formatted text files in JSON or YAML. These templates
describe the resources that you want to provision in your Amazon CloudFormation stacks. If you're

unfamiliar with JSON or YAML, you can use Amazon CloudFormation Designer to help you get
started with Amazon CloudFormation templates. For more information, see What is Amazon
CloudFormation Designer? in the Amazon CloudFormation User Guide.

Aurora supports creating resources in Amazon CloudFormation. For more information, including
examples of JSON and YAML templates for these resources, see the RDS resource type reference in
the Amazon CloudFormation User Guide.

Learn more about Amazon CloudFormation

To learn more about Amazon CloudFormation, see the following resources:

Amazon CloudFormation

Amazon CloudFormation User Guide

Amazon CloudFormation API Reference

Amazon CloudFormation Command Line Interface User Guide
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Connecting to an Amazon Aurora DB cluster

You can connect to an Aurora DB cluster using the same tools that you use to connect to a MySQL
or PostgreSQL database. You specify a connection string with any script, utility, or application that
connects to a MySQL or PostgreSQL DB instance. You use the same public key for Secure Sockets
Layer (SSL) connections.

In the connection string, you typically use the host and port information from special endpoints

associated with the DB cluster. With these endpoints, you can use the same connection parameters
regardless of how many DB instances are in the cluster. You also use the host and port information
from a specific DB instance in your Aurora DB cluster for specialized tasks, such as troubleshooting.

(® Note

For Aurora Serverless DB clusters, you connect to the database endpoint rather than to the
DB instance. You can find the database endpoint for an Aurora Serverless DB cluster on the
Connectivity & security tab of the Amazon Web Services Management Console. For more
information, see Using Amazon Aurora Serverless v1.

Regardless of the Aurora DB engine and specific tools you use to work with the DB cluster or
instance, the endpoint must be accessible. An Aurora DB cluster can be created only in a virtual
private cloud (VPC) based on the Amazon VPC service. That means that you access the endpoint
from either inside the VPC or outside the VPC using one of the following approaches.

» Access the Aurora DB cluster inside the VPC - Enable access to the Aurora DB cluster through
the VPC. You do so by editing the Inbound rules on the Security group for the VPC to allow
access to your specific Aurora DB cluster. To learn more, including how to configure your VPC
for different Aurora DB cluster scenarios, see Amazon Virtual Private Cloud VPCs and Amazon
Aurora.

» Access the Aurora DB cluster outside the VPC — To access an Aurora DB cluster from outside the
VPC, use the public endpoint address of the DB cluster.

For more information, see Troubleshooting Aurora connection failures.
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» Connecting to Aurora MySQL with the Amazon Web Services (Amazon) ODBC Driver for MySQL

« Connecting to Aurora MySQL with the Amazon Web Services (Amazon) Advanced NodelJS
Wrapper
» Connecting to Aurora MySQL using SSL

« Connecting to an Amazon Aurora PostgreSQL DB cluster

« Connection utilities for Aurora PostgreSQL
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« Connecting to Aurora PostgreSQL with the Amazon Web Services (Amazon) Python Driver
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» Troubleshooting Aurora connection failures

Connecting to Aurora DB clusters with the Amazon drivers

The Amazon suite of drivers has been designed to provide support for faster switchover and
failover times, and authentication with Amazon Secrets Manager, Amazon ldentity and Access
Management (IAM), and Federated Identity. The Amazon drivers rely on monitoring DB cluster
status and being aware of the cluster topology to determine the new writer. This approach reduces
switchover and failover times to single-digit seconds, compared to tens of seconds for open-source
drivers.

The following table lists the features supported for each of the drivers. As new service features
are introduced, the goal of the Amazon suite of drivers is to have built-in support for these service
features.
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Feature

Failover support

Enhanced
failover
monitoring

Read/write
splitting

Aurora
connection
tracker

Driver metadata
connection

Telemetry
Secrets Manager

IAM authentic
ation

Federated
Identity (AD FS)

Federated
Identity (Okta)

Aurora
PostgreSQ
L Limitless
Database

Amazon JDBC Amazon Python Amazon ODBC Amazon
Driver Driver Driver for Advanced
MySQL NodelS

Wrapper

Yes Yes Yes Yes

Yes Yes Yes Yes

Yes Yes No Yes

Yes Yes No Yes

Yes N/A N/A N/A

Yes Yes No Yes

Yes Yes Yes Yes

Yes Yes Yes Yes

Yes Yes No Yes

Yes Yes Yes Yes

Yes (Aurora No No Yes (Aurora

PostgreSQL PostgreSQL

only) only)
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For more information on the Amazon drivers, see the corresponding language driver for your
Aurora MySQL or Aurora PostgreSQL DB cluster.

Connecting to an Amazon Aurora MySQL DB cluster

To authenticate to your Aurora MySQL DB cluster, you can use either MySQL user name

and password authentication or Amazon Identity and Access Management (IAM) database
authentication. For more information on using MySQL user name and password authentication, see
Access control and account management in the MySQL documentation. For more information on
using IAM database authentication, see IAM database authentication.

When you have a connection to your Amazon Aurora DB cluster with MySQL 8.0 compatibility, you
can run SQL commands that are compatible with MySQL version 8.0. The minimum compatible
version is MySQL 8.0.23. For more information about MySQL 8.0 SQL syntax, see the MySQL 8.0
reference manual. For information about limitations that apply to Aurora MySQL version 3, see

Comparing Aurora MySQL version 3 and MySQL 8.0 Community Edition.

When you have a connection to your Amazon Aurora DB cluster with MySQL 5.7 compatibility, you
can run SQL commands that are compatible with MySQL version 5.7. For more information about
MySQL 5.7 SQL syntax, see the MySQL 5.7 reference manual. For information about limitations
that apply to Aurora MySQL 5.7, see Aurora MySQL version 2 compatible with MySQL 5.7.

® Note

For a helpful and detailed guide on connecting to an Amazon Aurora MySQL DB cluster, you
can see the Aurora connection management handbook.

In the details view for your DB cluster, you can find the cluster endpoint, which you can use in
your MySQL connection string. The endpoint is made up of the domain name and port for your
DB cluster. For example, if an endpoint value is mycluster.cluster-123456789012.us-
east-1.rds.amazonaws.com: 3306, then you specify the following values in a MySQL
connection string:

» For host or host name, specify mycluster.cluster-123456789012.us-
east-1.rds.amazonaws.com

 For port, specify 3306 or the port value you used when you created the DB cluster
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The cluster endpoint connects you to the primary instance for the DB cluster. You can perform both
read and write operations using the cluster endpoint. Your DB cluster can also have up to 15 Aurora
Replicas that support read-only access to the data in your DB cluster. The primary instance and
each Aurora Replica has a unique endpoint that is independent of the cluster endpoint and allows
you to connect to a specific DB instance in the cluster directly. The cluster endpoint always points
to the primary instance. If the primary instance fails and is replaced, then the cluster endpoint
points to the new primary instance.

To view the cluster endpoint (writer endpoint), choose Databases on the Amazon RDS console and
choose the name of the DB cluster to show the DB cluster details.

RDS Databases aurora-cl-mysql

Endpoints (2)

aurora_c[_mysq[ Modify ‘ | Actions ¥
Related
Q @
DB identifier Y Role W Engine v Region & AZ ¥ Size v
o aurora-cl-mysqgl Regional Aurora MySQL us-east-1 I instances
dbinstanced Writer Aurora MyS0lL us-east-1a db.r5.large
dbinstance1 Reader Aurora Mys0QL us-east-1b db.r5.large
dbinstancez Reader Aurora MyS0L us-east-1b db.r5.large
£ >
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Create custom endpoint |

o] 1 @
Endpoint name A Status ¥ Type ¥ Port
aurora-cl-mysgl.cluster-ro ug-2ast-1.rds.amazonaws.com Available Reader 3306
aurgra-cl-mysgl.cluster Lus-gast-1.rds.amazonaws.com Available Writer 3306
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« Connection utilities for Aurora MySQL

o Connecting to Aurora MySQL with the MySQL utility

« Connecting to Aurora MySQL with the Amazon Web Services (Amazon) JDBC Driver

» Connecting to Aurora MySQL with the Amazon Web Services (Amazon) Python Driver
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» Connecting to Aurora MySQL with the Amazon Web Services (Amazon) ODBC Driver for MySQL

« Connecting to Aurora MySQL with the Amazon Web Services (Amazon) Advanced NodelJS
Wrapper
» Connecting to Aurora MySQL using SSL

Connection utilities for Aurora MySQL

Some connection utilities you can use are the following:

« Command line - You can connect to an Amazon Aurora DB cluster by using tools like the MySQL
command line utility. For more information on using the MySQL utility, see mysgl — the MySQL

command-line client in the MySQL documentation.

» GUI - You can use the MySQL Workbench utility to connect by using a Ul interface. For more
information, see the Download MySQL workbench page.

« Amazon drivers:

o Connecting to Aurora MySQL with the Amazon Web Services (Amazon) JDBC Driver

« Connecting to Aurora MySQL with the Amazon Web Services (Amazon) Python Driver

(
(
(
(

« Connecting to Aurora MySQL with the Amazon Web Services (Amazon) ODBC Driver for MySQL

« Connecting to Aurora MySQL with the Amazon Web Services (Amazon) Advanced NodeJS
Wrapper

Connecting to Aurora MySQL with the MySQL utility

Use the following procedure. It assumes that you configured your DB cluster in a private subnet
in your VPC. You connect using an Amazon EC2 instance that you configured according to the
tutorials in Tutorial: Create a web server and an Amazon Aurora DB cluster.
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® Note

This procedure doesn't require installing the web server in the tutorial, but it does require
installing MariaDB 10.5.

To connect to a DB cluster using the MySQL utility
1. Login to the EC2 instance that you're using to connect to your DB cluster.

You should see output similar to the following.

Last login: Thu Jun 23 13:32:52 2022 from Xxxx.XXX.XXX.XXX

Y I
¢ / Amazon Linux 2 AMI
IN__| |

https://aws.amazon.com/amazon-linux-2/
[ec2-user@ip-10-0-xxx.xxx ~]1$

2. Type the following command at the command prompt to connect to the primary DB instance
of your DB cluster.

For the -h parameter, substitute the endpoint DNS name for your primary instance. For the -u
parameter, substitute the user ID of a database user account.

mysql -h primary-instance-endpoint.Amazon_account.AWS_Region.rds.amazonaws.com -P
3306 -u database_user -p

For example:

mysql -h my-aurora-cluster-instance.clxy5example.123456789012.¢eu-
central-1.rds.amazonaws.com -P 3306 -u admin -p

3. Enter the password for the database user.

You should see output similar to the following.

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 1770
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Server version: 8.0.23 Source distribution

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
MySQL [(none)]>

4. Enter your SQL commands.

Connecting to Aurora MySQL with the Amazon Web Services (Amazon) JDBC
Driver

The Amazon Web Services (Amazon) JDBC Driver is designed as an advanced JDBC wrapper. This
wrapper is complementary to and extends the functionality of an existing JDBC driver to help
applications take advantage of the features of clustered databases such as Aurora MySQL. The
driver is drop-in compatible with the community MySQL Connector/J driver and the community
MariaDB Connector/J driver.

To install the Amazon JDBC Driver, append the Amazon JDBC Driver .jar file (located in the
application CLASSPATH), and keep references to the respective community driver. Update the
respective connection URL prefix as follows:

e jdbc:mysqgl:// to jdbc:aws-wrapper:mysql://

e jdbc:mariadb://to jdbc:aws-wrapper:mariadb://

For more information about the Amazon JDBC Driver and complete instructions for using it, see the
Amazon Web Services (Amazon) JDBC Driver GitHub repository.

(@ Note

Version 3.0.3 of the MariaDB Connector/J utility drops support for Aurora DB clusters, so
we highly recommend moving to the Amazon JDBC Driver.
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Connecting to Aurora MySQL with the Amazon Web Services (Amazon) Python
Driver

The Amazon Web Services (Amazon) Python Driver is designed as an advanced Python wrapper.
This wrapper is complementary to and extends the functionality of the open-source Psycopg driver.
The Amazon Python Driver supports Python versions 3.8 and higher. You can install the aws -
advanced-python-wrapper package using the pip command, along with the psycopg open-
source packages.

For more information about the Amazon Python Driver and complete instructions for using it, see
the Amazon Web Services (Amazon) Python Driver GitHub repository.

Connecting to Aurora MySQL with the Amazon Web Services (Amazon) ODBC
Driver for MySQL

The Amazon ODBC Driver for MySQL is a client driver designed for the high availability of Aurora
MySQL. The driver can exist alongside the MySQL Connector/ODBC driver and is compatible with
the same workflows.

For more information about the Amazon ODBC Driver for MySQL and complete instructions for
installing and using it, see the Amazon Web Services (Amazon) ODBC Driver for MySQL GitHub

repository.

Connecting to Aurora MySQL with the Amazon Web Services (Amazon) Advanced
NodeJS Wrapper

The Amazon Advanced NodelS Wrapper is complementary to and extends the functionality of an
existing NodelS driver. It helps applications take advantage of the features of clustered databases
such as Aurora MySQL.

For more information about the Amazon Advanced NodelS Wrapper and complete instructions for
using it, see the Amazon Web Services (Amazon) Advanced NodelS Wrapper GitHub repository.

Connecting to Aurora MySQL using SSL

You can use SSL encryption on connections to an Aurora MySQL DB instance. For information, see
TLS connections to Aurora MySQL DB clusters.
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To connect using SSL, use the MySQL utility as described in the following procedure. If you are
using IAM database authentication, you must use an SSL connection. For information, see IAM
database authentication.

® Note

To connect to the cluster endpoint using SSL, your client connection utility must support
Subject Alternative Names (SAN). If your client connection utility doesn't support SAN, you
can connect directly to the instances in your Aurora DB cluster. For more information on
Aurora endpoints, see Amazon Aurora endpoint connections.

To connect to a DB cluster with SSL using the MySQL utility

1. Download the public key for the Amazon RDS signing certificate.

For information about downloading certificates, see Using SSL/TLS to encrypt a connection to a
DB cluster.

2. Type the following command at a command prompt to connect to the primary instance of a DB
cluster with SSL using the MySQL utility. For the -h parameter, substitute the endpoint DNS
name for your primary instance. For the -u parameter, substitute the user ID of a database user
account. For the --ssl-ca parameter, substitute the SSL certificate file name as appropriate.
Type the master user password when prompted.

mysql -h mycluster-primary.123456789012.us-east-1.rds.amazonaws.com -u
admin_user -p --ssl-ca=[full path]global-bundle.pem --ssl-verify-server-
cert

You should see output similar to the following.

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 350

Server version: 8.0.26-log MySQL Community Server (GPL)

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql>
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For general instructions on constructing RDS for MySQL connection strings and finding the public
key for SSL connections, see Connecting to a DB instance running the MySQL database engine.

Connecting to an Amazon Aurora PostgreSQL DB cluster

You can connect to a DB instance in your Amazon Aurora PostgreSQL DB cluster using the same
tools that you use to connect to a PostgreSQL database. As part of this, you use the same public
key for Secure Sockets Layer (SSL) connections. You can use the endpoint and port information
from the primary instance or Aurora Replicas in your Aurora PostgreSQL DB cluster in the
connection string of any script, utility, or application that connects to a PostgreSQL DB instance.

In the connection string, specify the DNS address from the primary instance or Aurora Replica
endpoint as the host parameter. Specify the port number from the endpoint as the port parameter.

When you have a connection to a DB instance in your Amazon Aurora PostgreSQL DB cluster, you
can run any SQL command that is compatible with PostgreSQL.

In the details view for your Aurora PostgreSQL DB cluster you can find the cluster

endpoint name, status, type, and port number. You use the endpoint and port

number in your PostgreSQL connection string. For example, if an endpoint value is
mycluster.cluster-123456789012.us-east-1.rds.amazonaws.com, then you specify the
following values in a PostgreSQL connection string:

» For host or host name, specify mycluster.cluster-123456789012.us-
east-1.rds.amazonaws.com

» For port, specify 5432 or the port value you used when you created the DB cluster

The cluster endpoint connects you to the primary instance for the DB cluster. You can perform both
read and write operations using the cluster endpoint. Your DB cluster can also have up to 15 Aurora
Replicas that support read-only access to the data in your DB cluster. Each DB instance in the
Aurora cluster (that is, the primary instance and each Aurora Replica) has a unique endpoint that is
independent of the cluster endpoint. This unique endpoint allows you to connect to a specific DB
instance in the cluster directly. The cluster endpoint always points to the primary instance. If the
primary instance fails and is replaced, the cluster endpoint points to the new primary instance.

To view the cluster endpoint (writer endpoint), choose Databases on the Amazon RDS console and
choose the name of the DB cluster to show the DB cluster details.
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Connection utilities for Aurora PostgreSQL

Some connection utilities you can use are the following:

« Command line - You can connect to Aurora PostgreSQL DB clusters by using tools like psql,
the PostgreSQL interactive terminal. For more information on using the PostgreSQL interactive
terminal, see psql in the PostgreSQL documentation.

« GUI - You can use the pgAdmin utility to connect to Aurora PostgreSQL DB clusters by using a Ul
interface. For more information, see the Download page from the pgAdmin website.

« Amazon drivers:

« Connecting to Aurora PostgreSQL with the Amazon Web Services (Amazon) JDBC Driver

« Connecting to Aurora PostgreSQL with the Amazon Web Services (Amazon) Python Driver

« Connecting to Aurora PostgreSQL with the Amazon Web Services (Amazon) Advanced NodeJS
Wrapper

Connecting to Aurora PostgreSQL with the Amazon Web Services (Amazon) JDBC
Driver

The Amazon Web Services (Amazon) JDBC Driver is designed as an advanced JDBC wrapper. This
wrapper is complementary to and extends the functionality of an existing JDBC driver to help
applications take advantage of the features of clustered databases such as Aurora PostgreSQL. The
driver is drop-in compatible with the community pgJDBC driver.

To install the Amazon JDBC Driver, append the Amazon JDBC Driver .jar file (located in the
application CLASSPATH), and keep references to the pgJDBC community driver. Update the
connection URL prefix from jdbc:postgresql://to jdbc:aws-wrapper:postgresql://.

For more information about the Amazon JDBC Driver and complete instructions for using it, see the
Amazon Web Services (Amazon) JDBC Driver GitHub repository.

Connecting to Aurora PostgreSQL with the Amazon Web Services (Amazon)
Python Driver

The Amazon Web Services (Amazon) Python Driver is designed as an advanced Python wrapper.
This wrapper is complementary to and extends the functionality of the open-source Psycopg driver.
The Amazon Python Driver supports Python versions 3.8 and higher. You can install the aws-
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advanced-python-wrapper package using the pip command, along with the psycopg open-
source packages.

For more information about the Amazon Python Driver and complete instructions for using it, see
the Amazon Web Services (Amazon) Python Driver GitHub repository.

Connecting to Aurora PostgreSQL with the Amazon Web Services (Amazon)
Advanced NodelJS Wrapper

The Amazon Advanced NodelS Wrapper is complementary to and extends the functionality of an
existing NodelS driver. It helps applications take advantage of the features of clustered databases
such as Aurora PostgreSQL.

For more information about the Amazon Advanced NodelS Wrapper and complete instructions for
using it, see the Amazon Web Services (Amazon) Advanced NodeJS Wrapper GitHub repository.

Troubleshooting Aurora connection failures

Common causes of connection failures to a new Aurora DB cluster include the following:

« Security group in the VPC doesn't allow access — Your VPC needs to allow connections from
your device or from an Amazon EC2 instance by proper configuration of the security group in the
VPC. To resolve, modify your VPC's Security group Inbound rules to allow connections. For an
example, see Tutorial: Create a VPC for use with a DB cluster (IPv4 only).

» Port blocked by firewall rules — Check the value of the port configured for your Aurora DB
cluster. If a firewall rule blocks that port, you can re-create the instance using a different port.

« Incomplete or incorrect IAM configuration - If you created your Aurora DB instance to use IAM-
based authentication, make sure that it's properly configured. For more information, see IAM
database authentication.

For more information about troubleshooting Aurora DB connection issues, see Can't connect to
Amazon RDS DB instance.
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Parameter groups for Amazon Aurora

Database parameters specify how the database is configured. For example, database parameters
can specify the amount of resources, such as memory, to allocate to a database.

You manage your database configuration by associating your DB instances and Aurora DB clusters
with parameter groups. Aurora defines parameter groups with default settings. You can also define
your own parameter groups with customized settings.

Topics

» Overview of parameter groups

« DB cluster parameter groups for Amazon Aurora DB clusters

» DB parameter groups for Amazon Aurora DB instances

« Comparing DB parameter groups

» Specifying DB parameters

Overview of parameter groups

A DB cluster parameter group acts as a container for engine configuration values that apply

to every DB instance in an Aurora DB cluster. For example, the Aurora shared storage model
requires that every DB instance in an Aurora cluster use the same setting for parameters such as
innodb_file_per_table. Thus, parameters that affect the physical storage layout are part of
the cluster parameter group. The DB cluster parameter group also includes default values for all
instance-level parameters.

A DB parameter group acts as a container for engine configuration values that are applied to one or
more DB instances. DB parameter groups apply to DB instances in both Amazon RDS and Aurora.
These configuration settings apply to properties that can vary among the DB instances within an
Aurora cluster, such as the sizes for memory buffers.

Topics

o Default and custom parameter groups

 Static and dynamic DB cluster parameters

 Static and dynamic DB instance parameters
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o Character set parameters

» Supported parameters and parameter values

Default and custom parameter groups

If you create a DB instance without specifying a DB parameter group, the DB instance uses a
default DB parameter group. Likewise, if you create an Aurora DB cluster without specifying a DB
cluster parameter group, the DB cluster uses a default DB cluster parameter group. Each default
parameter group contains database engine defaults and Amazon RDS system defaults based on the
engine, compute class, and allocated storage of the instance.

You can't modify the parameter settings of a default parameter group. Instead, you can do the
following:

1. Create a new parameter group.

2. Change the settings of your desired parameters. Not all DB engine parameters in a parameter
group are eligible to be modified.

3. Modify your DB instance or DB cluster to associate the new parameter group.

For information about modifying a DB cluster or DB instance, see Modifying an Amazon Aurora
DB cluster.

® Note

If you have modified your DB instance to use a custom parameter group, and you start
the DB instance, RDS automatically reboots the DB instance as part of the startup
process. For RDS for SQL Server Multi-AZ instances with AlwaysOn or Mirroring option
enabled, a failover is expected when instance is rebooted after the startup process.

RDS applies the modified static and dynamic parameters in a newly associated parameter

group only after the DB instance is rebooted. However, if you modify dynamic parameters in

the DB parameter group after you associate it with the DB instance, these changes are applied
immediately without a reboot. For more information about changing the DB parameter group, see
Modifying an Amazon Aurora DB cluster.

If you update parameters within a DB parameter group, the changes apply to all DB instances that
are associated with that parameter group. Likewise, if you update parameters within an Aurora DB
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cluster parameter group, the changes apply to all Aurora DB clusters that are associated with that
DB cluster parameter group.

If you don't want to create a parameter group from scratch, you can copy an existing parameter
group with the Amazon CLI copy-db-parameter-group command or copy-db-cluster-parameter-

group command. You might find that copying a parameter group is useful in some cases. For
example, you might want to include most of an existing parameter group's custom parameters and
values in a new parameter group.

Static and dynamic DB cluster parameters
DB cluster parameters are either static or dynamic. They differ in the following ways:

« When you change a static parameter and save the DB cluster parameter group, the parameter
change takes effect after you manually reboot the DB instances in each associated DB cluster.
When you use the Amazon Web Services Management Console to change static DB cluster
parameter values, it always uses pending-reboot for the ApplyMethod.

« When you change a dynamic parameter, by default the parameter change takes effect
immediately, without requiring a reboot. When you use the console, it always uses immediate
for the ApplyMethod. To defer the parameter change until after you reboot the DB instances in
an associated DB cluster, use the Amazon CLI or RDS API. Set the ApplyMethod to pending-
reboot for the parameter change.

For more information about using the Amazon CLI to change a parameter value, see modify-db-
cluster-parameter-group. For more information about using the RDS API to change a parameter
value, see ModifyDBClusterParameterGroup.

If you change the DB cluster parameter group associated with a DB cluster, reboot the DB instances
in the DB cluster. The reboot applies the changes to all DB instances in the DB cluster. To determine
whether the DB instances of a DB cluster must be rebooted to apply changes, run the following
Amazon CLI command.

aws rds describe-db-clusters --db-cluster-identifier db_cluster_identifier

Check the DBClusterParameterGroupStatus value for the primary DB instance in the output. If
the value is pending-reboot, then reboot the DB instances of the DB cluster.

Static and dynamic DB instance parameters

DB instance parameters are either static or dynamic. They differ as follows:
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« When you change a static parameter and save the DB parameter group, the parameter change
takes effect after you manually reboot the associated DB instances. For static parameters, the
console always uses pending-reboot for the ApplyMethod.

« When you change a dynamic parameter, by default the parameter change takes effect
immediately, without requiring a reboot. When you use the Amazon Web Services Management
Console to change DB instance parameter values, it always uses immediate for the
ApplyMethod for dynamic parameters. To defer the parameter change until after you reboot
an associated DB instance, use the Amazon CLI or RDS API. Set the ApplyMethod to pending-
reboot for the parameter change.

For more information about using the Amazon CLI to change a parameter value, see modify-db-
parameter-group. For more information about using the RDS API to change a parameter value, see

ModifyDBParameterGroup.

If a DB instance isn't using the latest changes to its associated DB parameter group, the console
shows a status of pending-reboot for the DB parameter group. This status doesn't result in an
automatic reboot during the next maintenance window. To apply the latest parameter changes to
that DB instance, manually reboot the DB instance.

Character set parameters

Before you create a DB cluster, set any parameters that relate to the character set or collation of
your database in your parameter group. Also do so before you create a database in it. In this way,
you ensure that the default database and new databases use the character set and collation values
that you specify. If you change character set or collation parameters, the parameter changes aren't
applied to existing databases.

For some DB engines, you can change character set or collation values for an existing database
using the ALTER DATABASE command, for example:

ALTER DATABASE database_name CHARACTER SET character_set_name COLLATE collation;

For more information about changing the character set or collation values for a database, check
the documentation for your DB engine.

Supported parameters and parameter values

To determine the supported parameters for your DB engine, view the parameters in the DB
parameter group and DB cluster parameter group used by the DB instance or DB cluster. For more
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information, see Viewing parameter values for a DB parameter group in Amazon Aurora and

Viewing parameter values for a DB cluster parameter group in Amazon Aurora.

In many cases, you can specify integer and Boolean parameter values using expressions, formulas,
and functions. Functions can include a mathematical log expression. However, not all parameters
support expressions, formulas, and functions for parameter values. For more information, see
Specifying DB parameters.

For an Aurora global database, you can specify different configuration settings for the individual
Aurora clusters. Make sure that the settings are similar enough to produce consistent behavior if
you promote a secondary cluster to be the primary cluster. For example, use the same settings for
time zones and character sets across all the clusters of an Aurora global database.

Improperly setting parameters in a parameter group can have unintended adverse effects,
including degraded performance and system instability. Always be cautious when modifying
database parameters, and back up your data before modifying a parameter group. Try parameter
group setting changes on a test DB instance or DB cluster before applying those parameter group
changes to a production DB instance or DB cluster.

DB cluster parameter groups for Amazon Aurora DB clusters

Amazon Aurora DB clusters use DB cluster parameter groups. The following sections describe
configuring and managing DB cluster parameter groups.

Topics

o Amazon Aurora DB cluster and DB instance parameters

» Creating a DB cluster parameter group in Amazon Aurora

» Associating a DB cluster parameter group with a DB cluster in Amazon Aurora

« Modifying parameters in a DB cluster parameter group in Amazon Aurora

» Resetting parameters in a DB cluster parameter group in Amazon Aurora

» Copying a DB cluster parameter group in Amazon Aurora

« Listing DB cluster parameter groups in Amazon Aurora

» Viewing parameter values for a DB cluster parameter group in Amazon Aurora

» Deleting a DB cluster parameter group in Amazon Aurora
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Amazon Aurora DB cluster and DB instance parameters

Aurora uses a two-level system of configuration settings:

« Parameters in a DB cluster parameter group apply to every DB instance in a DB cluster. Your
data is stored in the Aurora shared storage subsystem. Because of this, all parameters related to
physical layout of table data must be the same for all DB instances in an Aurora cluster. Likewise,
because Aurora DB instances are connected by replication, all the parameters for replication
settings must be identical throughout an Aurora cluster.

« Parameters in a DB parameter group apply to a single DB instance in an Aurora DB cluster. These
parameters are related to aspects such as memory usage that you can vary across DB instances
in the same Aurora cluster. For example, a cluster often contains DB instances with different
Amazon instance classes.

Every Aurora cluster is associated with a DB cluster parameter group. This parameter group
assigns default values for every configuration value for the corresponding DB engine. The cluster
parameter group includes defaults for both the cluster-level and instance-level parameters. Each
DB instance within a provisioned or Aurora Serverless v2 cluster inherits the settings from that DB
cluster parameter group.

Each DB instance is also associated with a DB parameter group. The values in the DB parameter
group can override default values from the cluster parameter group. For example, if one instance
in a cluster experienced issues, you might assign a custom DB parameter group to that instance.
The custom parameter group might have specific settings for parameters related to debugging or
performance tuning.

Aurora assigns default parameter groups when you create a cluster or a new DB instance, based on
the specified database engine and version. You can specify custom parameter groups instead. You
create those parameter groups yourself, and you can edit the parameter values. You can specify
these custom parameter groups at creation time. You can also modify a DB cluster or instance later
to use a custom parameter group.

For provisioned and Aurora Serverless v2 instances, any configuration values that you modify in
the DB cluster parameter group override default values in the DB parameter group. If you edit the
corresponding values in the DB parameter group, those values override the settings from the DB
cluster parameter group.
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Any DB parameter settings that you modify take precedence over the DB cluster parameter group
values, even if you change the configuration parameters back to their default values. You can see
which parameters are overridden by using the describe-db-parameters Amazon CLI command or

the DescribeDBParameters RDS API operation. The Souzrce field contains the value user if you
modified that parameter. To reset one or more parameters so that the value from the DB cluster
parameter group takes precedence, use the reset-db-parameter-group Amazon CLI command or
the ResetDBParameterGroup RDS API operation.

The DB cluster and DB instance parameters available to you in Aurora vary depending on database
engine compatibility.

Database engine Parameters

Aurora MySQL See Aurora MySQL configuration parameters.

For Aurora Serverless clusters, see additional details in Working
with parameter groups for Aurora Serverless v2 and Parameter

groups for Aurora Serverless v1.

Aurora PostgreSQL See Amazon Aurora PostgreSQL parameters.

For Aurora Serverless clusters, see additional details in Working
with parameter groups for Aurora Serverless v2 and Parameter

groups for Aurora Serverless v1.

® Note

Aurora Serverless v1 clusters have only DB cluster parameter groups, not DB parameter
groups. For Aurora Serverless v2 clusters, you make all your changes to custom parameters
in the DB cluster parameter group.

Aurora Serverless v2 uses both DB cluster parameter groups and DB parameter groups.
With Aurora Serverless v2, you can modify almost all of the configuration parameters.
Aurora Serverless v2 overrides the settings of some capacity-related configuration
parameters so that your workload isn't interrupted when Aurora Serverless v2 instances
scale down.
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To learn more about Aurora Serverless configuration settings and which settings you can
modify, see Working with parameter groups for Aurora Serverless v2 and Parameter groups

for Aurora Serverless v1.

Creating a DB cluster parameter group in Amazon Aurora

You can create a new DB cluster parameter group using the Amazon Web Services Management
Console, the Amazon CLI, or the RDS API.

After you create a DB cluster parameter group, wait at least 5 minutes before creating a DB cluster
that uses that DB cluster parameter group. Doing this allows Amazon RDS to fully create the
parameter group before it is used by the new DB cluster. You can use the Parameter groups page
in the Amazon RDS console or the describe-db-cluster-parameters command to verify that your DB

cluster parameter group is created.
The following limitations apply to the DB cluster parameter group name:
« The name must be 1 to 255 letters, numbers, or hyphens.

Default parameter group names can include a period, such as default.aurora-mysql5.7.
However, custom parameter group names can't include a period.

« The first character must be a letter.

« The name can't end with a hyphen or contain two consecutive hyphens.

Console
To create a DB cluster parameter group

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

In the navigation pane, choose Parameter groups.

Choose Create parameter group.

For Parameter group name, enter the name of the new DB cluster parameter group.
For Description, enter a description for the new DB cluster parameter group.

For Engine type, choose your database engine.

N o v s~ WD

For Parameter group family, choose a DB parameter group family.
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8. Choose Create.

Amazon CLI

To create a DB cluster parameter group, use the Amazon CLI create-db-cluster-parameter-

group command.

The following example creates a DB cluster parameter group named mydbclusterparametergroup
for Aurora MySQL version 5.7 with a description of "My new cluster parameter group."

Include the following required parameters:

e --db-cluster-parameter-group-name
e --db-parameter-group-family

e --description

To list all of the available parameter group families, use the following command:

aws rds describe-db-engine-versions --query "DBEngineVersions[].DBParameterGroupFamily"

(® Note

The output contains duplicates.

Example

For Linux, macQOS, or Unix:

aws rds create-db-cluster-parameter-group \
--db-cluster-parameter-group-name mydbclusterparametergroup \
--db-parameter-group-family aurora-mysql5.7 \
--description "My new cluster parameter group"

For Windows:

aws rds create-db-cluster-parameter-group *
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--db-cluster-parameter-group-name mydbclusterparametergroup "
--db-parameter-group-family aurora-mysql5.7 ~
--description "My new cluster parameter group"

This command produces output similar to the following:

"DBClusterParameterGroup": {
"DBClusterParameterGroupName": "mydbclusterparametergroup",
"DBParameterGroupFamily": "aurora-mysql5.7",
"Description": "My new cluster parameter group",
"DBClusterParameterGroupArn": "arn:aws:rds:us-east-1:123456789012:cluster-
pg:mydbclusterparametergroup"

}

RDS API

To create a DB cluster parameter group, use the RDS APl CreateDBClusterParameterGroup
action.

Include the following required parameters:

e DBClusterParameterGroupName
« DBParameterGroupFamily

» Description

Associating a DB cluster parameter group with a DB cluster in Amazon Aurora

You can create your own DB cluster parameter groups with customized settings. You can associate
a DB cluster parameter group with a DB cluster using the Amazon Web Services Management
Console, the Amazon CLI, or the RDS API. You can do so when you create or modify a DB cluster.

For information about creating a DB cluster parameter group, see Creating a DB cluster parameter
group in Amazon Aurora. For information about creating a DB cluster, see Creating an Amazon
Aurora DB cluster. For information about modifying a DB cluster, see Modifying an Amazon Aurora
DB cluster.
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® Note

For Aurora PostgreSQL 15.2, 14.7, 13.10, 12.14, and all 11 versions, when you change the
DB cluster parameter group associated with a DB cluster, reboot each replica instance to
apply the changes.

To determine whether the primary DB instance of a DB cluster must be rebooted to apply
changes, run the following Amazon CLI command:

aws rds describe-db-clusters --db-cluster-identifier
db_cluster_identifier

Check the DBClusterParameterGroupStatus value for the primary DB instance in the
output. If the value is pending-reboot, then reboot the primary DB instance of the DB
cluster.

Console

To associate a DB cluster parameter group with a DB cluster

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. Inthe navigation pane, choose Databases, and then select the DB cluster that you want to
modify.

3. Choose Modify. The Modify DB cluster page appears.

4. Change the DB cluster parameter group setting.

5. Choose Continue and check the summary of modifications.
The change is applied immediately regardless of the Scheduling of modifications setting.

6. On the confirmation page, review your changes. If they are correct, choose Modify cluster to
save your changes.
Alternatively, choose Back to edit your changes, or choose Cancel to cancel your changes.

Amazon CLI

To associate a DB cluster parameter group with a DB cluster, use the Amazon CLI modify-db-
cluster command with the following options:
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e --db-cluster-name

e« --db-cluster-parameter-group-name

The following example associates the mydbclpg DB parameter group with the mydbcluster DB
cluster.

Example

For Linux, macQOS, or Unix:

aws rds modify-db-cluster \
--db-cluster-identifier mydbcluster \
--db-cluster-parameter-group-name mydbclpg

For Windows:

aws rds modify-db-cluster ~
--db-cluster-identifier mydbcluster *
--db-cluster-parameter-group-name mydbclpg

RDS API

To associate a DB cluster parameter group with a DB cluster, use the RDS APl ModifyDBCluster

operation with the following parameters:

e DBClusterIdentifier

e DBClusterParameterGroupName

Modifying parameters in a DB cluster parameter group in Amazon Aurora

You can modify parameter values in a customer-created DB cluster parameter group. You can't
change the parameter values in a default DB cluster parameter group. Changes to parameters in
a customer-created DB cluster parameter group are applied to all DB clusters that are associated
with the DB cluster parameter group.
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Console
To modify a DB cluster parameter group

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

In the navigation pane, choose Parameter groups.
In the list, choose the parameter group that you want to modify.

For Parameter group actions, choose Edit.

i A W

Change the values of the parameters you want to modify. You can scroll through the
parameters using the arrow keys at the top right of the dialog box.

You can't change values in a default parameter group.
6. Choose Save changes.
7. Reboot the primary (writer) DB instance in the cluster to apply the changes to it.
8. Then reboot the reader DB instances to apply the changes to them.

If you don't reboot the DB instances, then a failover operation could take longer than normal.

Amazon CLI

To modify a DB cluster parameter group, use the Amazon CLI modify-db-cluster-parameter-

group command with the following required parameters:

e --db-cluster-parameter-group-name

e --parameters

The following example modifies the server_audit_logging and
server_audit_logs_upload values in the DB cluster parameter group named
mydbclusterparametergroup.

Example

For Linux, macOS, or Unix:

aws rds modify-db-cluster-parameter-group \
--db-cluster-parameter-group-name mydbclusterparametergroup \
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--parameters
"ParameterName=server_audit_logging,ParameterValue=1,ApplyMethod=immediate" \

"ParameterName=server_audit_logs_upload,ParameterValue=1,ApplyMethod=immediate"

For Windows:

aws rds modify-db-cluster-parameter-group ~
--db-cluster-parameter-group-name mydbclusterparametergroup "
--parameters
"ParameterName=server_audit_logging,ParameterValue=1,ApplyMethod=immediate" *

"ParameterName=server_audit_logs_upload,ParameterValue=1,ApplyMethod=immediate"

The command produces output like the following:

DBCLUSTERPARAMETERGROUP mydbclusterparametergroup

RDS API

To modify a DB cluster parameter group, use the RDS APl ModifyDBClusterParameterGroup

command with the following required parameters:

e DBClusterParameterGroupName

e Parameters

Resetting parameters in a DB cluster parameter group in Amazon Aurora

You can reset parameters to their default values in a customer-created DB cluster parameter group.
Changes to parameters in a customer-created DB cluster parameter group are applied to all DB
clusters that are associated with the DB cluster parameter group.

(@ Note

In a default DB cluster parameter group, parameters are always set to their default values.
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Console
To reset parameters in a DB cluster parameter group to their default values

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

In the navigation pane, choose Parameter groups.
In the list, choose the parameter group.

For Parameter group actions, choose Edit.

i A WN

Choose the parameters that you want to reset to their default values. You can scroll through
the parameters using the arrow keys at the top right of the dialog box.

You can't reset values in a default parameter group.
6. Choose Reset and then confirm by choosing Reset parameters.

7. Reboot the primary DB instance in the DB cluster to apply the changes to all of the DB
instances in the DB cluster.

Amazon CLI

To reset parameters in a DB cluster parameter group to their default values, use the Amazon CLI
reset-db-cluster-parameter-group command with the following required option: --db-

cluster-parameter-group-name.

To reset all of the parameters in the DB cluster parameter group, specify the --reset-all-
parameters option. To reset specific parameters, specify the - -parameters option.

The following example resets all of the parameters in the DB parameter group named
mydbparametergroup to their default values.

Example

For Linux, macQOS, or Unix:

aws rds reset-db-cluster-parameter-group \
--db-cluster-parameter-group-name mydbparametergroup \
--reset-all-parameters

For Windows:
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aws rds reset-db-cluster-parameter-group ~
--db-cluster-parameter-group-name mydbparametergroup "
--reset-all-parameters

The following example resets the server_audit_logging and server_audit_logs_upload
to their default values in the DB cluster parameter group named mydbclusterparametergroup.

Example

For Linux, macQOS, or Unix:

aws rds reset-db-cluster-parameter-group \
--db-cluster-parameter-group-name mydbclusterparametergroup \
--parameters "ParameterName=server_ audit_logging,ApplyMethod=immediate" \
"ParameterName=server_audit_logs_upload,ApplyMethod=immediate"

For Windows:

aws rds reset-db-cluster-parameter-group ~
--db-cluster-parameter-group-name mydbclusterparametergroup "
--parameters
"ParameterName=server_audit_logging,ParameterValue=1,ApplyMethod=immediate" *

"ParameterName=server_audit_logs_upload,ParameterValue=1,ApplyMethod=immediate"

The command produces output like the following:
DBClusterParameterGroupName mydbclusterparametergroup

RDS API

To reset parameters in a DB cluster parameter group to their default values, use the RDS
APl ResetDBClusterParameterGroup command with the following required parameter:

DBClusterParameterGroupName.

To reset all of the parameters in the DB cluster parameter group, set the ResetAllParameters
parameter to true. To reset specific parameters, specify the Parameters parameter.
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Copying a DB cluster parameter group in Amazon Aurora

You can copy custom DB cluster parameter groups that you create. Copying a parameter group
is a convenient solution when you have already created a DB cluster parameter group and you
want to include most of the custom parameters and values from that group in a new DB cluster
parameter group. You can copy a DB cluster parameter group by using the Amazon CLI copy-db-
cluster-parameter-group command or the RDS API CopyDBClusterParameterGroup operation.

After you copy a DB cluster parameter group, wait at least 5 minutes before creating a DB cluster
that uses that DB cluster parameter group. Doing this allows Amazon RDS to fully copy the
parameter group before it is used by the new DB cluster. You can use the Parameter groups page
in the Amazon RDS console or the describe-db-cluster-parameters command to verify that your DB

cluster parameter group is created.

(® Note

You can't copy a default parameter group. However, you can create a new parameter group
that is based on a default parameter group.

You can't copy a DB cluster parameter group to a different Amazon Web Services account
or Amazon Web Services Region.

Console
To copy a DB cluster parameter group

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

In the navigation pane, choose Parameter groups.

In the list, choose the custom parameter group that you want to copy.

For Parameter group actions, choose Copy.

In New DB parameter group identifier, enter a name for the new parameter group.

In Description, enter a description for the new parameter group.

N o u B~ W N

Choose Copy.
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Amazon CLI

To copy a DB cluster parameter group, use the Amazon CLI copy-db-cluster-parameter-
group command with the following required parameters:

e --source-db-cluster-parameter-group-identifier
« --target-db-cluster-parameter-group-identifier

e« --target-db-cluster-parameter-group-description

The following example creates a new DB cluster parameter group named mygroup?2 that is a copy
of the DB cluster parameter group mygroupl.

Example

For Linux, macQOS, or Unix:

aws rds copy-db-cluster-parameter-group \
--source-db-cluster-parameter-group-identifier mygroupl \
--target-db-cluster-parameter-group-identifier mygroup2 \
--target-db-cluster-parameter-group-description "DB parameter group 2"

For Windows:

aws rds copy-db-cluster-parameter-group ~
--source-db-cluster-parameter-group-identifier mygroupl ~
--target-db-cluster-parameter-group-identifier mygroup2 »
--target-db-cluster-parameter-group-description "DB parameter group 2"

RDS API

To copy a DB cluster parameter group, use the RDS API CopyDBClusterParameterGroup

operation with the following required parameters:

e SourceDBClusterParameterGroupIdentifier
« TargetDBClusterParameterGroupIdentifier

o TargetDBClusterParameterGroupDescription
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Listing DB cluster parameter groups in Amazon Aurora

You can list the DB cluster parameter groups you've created for your Amazon account.

(® Note

Default parameter groups are automatically created from a default parameter template
when you create a DB cluster for a particular DB engine and version. These default
parameter groups contain preferred parameter settings and can't be modified. When you
create a custom parameter group, you can modify parameter settings.

Console
To list all DB cluster parameter groups for an Amazon account

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.

The DB cluster parameter groups appear in the list with DB cluster parameter group for Type.

Amazon CLI

To list all DB cluster parameter groups for an Amazon account, use the Amazon CLI describe-db-

cluster-parameter-groups command.

Example

The following example lists all available DB cluster parameter groups for an Amazon account.

aws rds describe-db-cluster-parameter-groups

The following example describes the mydbclusterparametergroup parameter group.

For Linux, macOS, or Unix:

aws rds describe-db-cluster-parameter-groups \
--db-cluster-parameter-group-name mydbclusterparametergroup
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For Windows:

aws rds describe-db-cluster-parameter-groups ~
--db-cluster-parameter-group-name mydbclusterparametergroup

The command returns a response like the following:

{
"DBClusterParameterGroups": [
{
"DBClusterParameterGroupName": "mydbclusterparametergroup",
"DBParameterGroupFamily": "aurora-mysql5.7",
"Description": "My new cluster parameter group",

"DBClusterParameterGroupArn": "arn:aws:rds:us-east-1:123456789012:cluster-
pg:mydbclusterparametergroup"

}

RDS API

To list all DB cluster parameter groups for an Amazon account, use the RDS API
DescribeDBClusterParameterGroups action.

Viewing parameter values for a DB cluster parameter group in Amazon Aurora
You can get a list of all parameters in a DB cluster parameter group and their values.
Console

To view the parameter values for a DB cluster parameter group

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.

The DB cluster parameter groups appear in the list with DB cluster parameter group for Type.

3. Choose the name of the DB cluster parameter group to see its list of parameters.
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Amazon CLI

To view the parameter values for a DB cluster parameter group, use the Amazon CLI describe-
db-cluster-parameters command with the following required parameter.

e --db-cluster-parameter-group-name

Example

The following example lists the parameters and parameter values for a DB cluster parameter group
named mydbclusterparametergroup, in JSON format.

The command returns a response like the following:

aws rds describe-db-cluster-parameters --db-cluster-parameter-group-
name mydbclusterparametergroup

"Parameters": [
{
"ParameterName": "allow-suspicious-udfs",
"Description": "Controls whether user-defined functions that have only an
xxx symbol for the main function can be loaded",
"Source": "engine-default",
"ApplyType": "static",
"DataType": "boolean",
"AllowedValues": "@,1",
"IsModifiable": false,
"ApplyMethod": "pending-reboot",
"SupportedEngineModes": [
"provisioned"

"ParameterName": "aurora_binlog_read_buffer_size",

"ParameterValue": "5242880",

"Description": "Read buffer size used by master dump thread when the switch
aurora_binlog_use_large_read_buffer is ON.",

"Source": "engine-default",

"ApplyType": "dynamic",

"DataType": "integer",

"AllowedValues": "8192-536870912",
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"IsModifiable": true,

"ApplyMethod": "pending-reboot",

"SupportedEngineModes": [
"provisioned"

iy

RDS API

To view the parameter values for a DB cluster parameter group, use the RDS API
DescribeDBClusterParameters command with the following required parameter.

e DBClusterParameterGroupName

In some cases, the allowed values for a parameter aren't shown. These are always parameters
where the source is the database engine default.

To view the values of these parameters, you can run the following SQL statements:

« MySQL:

-- Show the value of a particular parameter
mysql$ SHOW VARIABLES LIKE '%parameter_name%';

-- Show the values of all parameters
mysql$ SHOW VARIABLES;

» PostgreSQL:

-- Show the value of a particular parameter
postgresql=> SHOW parameter_name;

-- Show the values of all parameters
postgresql=> SHOW ALL;
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Deleting a DB cluster parameter group in Amazon Aurora

You can delete a DB cluster parameter group using the Amazon Web Services Management
Console, Amazon CLI, or RDS API. A DB cluster parameter group parameter group is eligible for
deletion only if it isn't associated with a DB cluster.

Console
To delete parameter groups

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.

The parameter groups appear in a list.
3. Choose the name of the DB cluster parameter groups to be deleted.
4. Choose Actions and then Delete.

5. Review the parameter group names and then choose Delete.

Amazon CLI

To delete a DB cluster parameter group, use the Amazon CLI delete-db-cluster-parameter-

group command with the following required parameter.

o --db-parameter-group-name
Example
The following example deletes a DB cluster parameter group named mydbparametergroup.

aws rds delete-db-cluster-parameter-group --db-parameter-group-name mydbparametergroup

RDS API

To delete a DB cluster parameter group, use the RDS API DeleteDBClusterParameterGroup

command with the following required parameter.

« DBParameterGroupName
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DB parameter groups for Amazon Aurora DB instances

DB instances use DB parameter groups. The following sections describe configuring and managing
DB instance parameter groups.

Topics

» Creating a DB parameter group in Amazon Aurora

» Associating a DB parameter group with a DB instance in Amazon Aurora

» Modifying parameters in a DB parameter group in Amazon Aurora

» Resetting parameters in a DB parameter group to their default values in Amazon Aurora

« Copying a DB parameter group in Amazon Aurora

 Listing DB parameter groups in Amazon Aurora

» Viewing parameter values for a DB parameter group in Amazon Aurora

» Deleting a DB parameter group in Amazon Aurora

Creating a DB parameter group in Amazon Aurora

You can create a new DB parameter group using the Amazon Web Services Management Console,
the Amazon CLI, or the RDS API.

The following limitations apply to the DB parameter group name:
« The name must be 1 to 255 letters, numbers, or hyphens.

Default parameter group names can include a period, such as default.mysql8. 0. However,
custom parameter group names can't include a period.

o The first character must be a letter.

« The name can't end with a hyphen or contain two consecutive hyphens.

Console
To create a DB parameter group

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.

DB parameter groups 374


https://console.amazonaws.cn/rds/

Amazon Aurora User Guide for Aurora

3. Choose Create parameter group.

4. For Parameter group name, enter the name of your new DB parameter group.
5. For Description, enter a description for your new DB parameter group.

6. For Engine type, choose your DB engine.

7. For Parameter group family, choose a DB parameter group family.

8. For Type, if applicable, choose DB Parameter Group.

9. Choose Create.

Amazon CLI

To create a DB parameter group, use the Amazon CLI create-db-parameter-group command.
The following example creates a DB parameter group named mydbparametergroup for MySQL
version 8.0 with a description of "My new parameter group."

Include the following required parameters:

e --db-parameter-group-name
e --db-parameter-group-family

e --description

To list all of the available parameter group families, use the following command:

aws rds describe-db-engine-versions --query "DBEngineVersions[].DBParameterGroupFamily"

(® Note

The output contains duplicates.

Example

For Linux, macQOS, or Unix:

aws rds create-db-parameter-group \
--db-parameter-group-name mydbparametergroup \
--db-parameter-group-family aurora-mysql5.7 \
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--description "My new parameter group"

For Windows:

aws rds create-db-parameter-group *
--db-parameter-group-name mydbparametergroup *
--db-parameter-group-family aurora-mysql5.7 »
--description "My new parameter group"

This command produces output similar to the following:
DBPARAMETERGROUP mydbparametergroup aurora-mysql5.7 My new parameter group

RDS API

To create a DB parameter group, use the RDS API CreateDBParameterGroup operation.

Include the following required parameters:

 DBParameterGroupName
« DBParameterGroupFamily

e Description

Associating a DB parameter group with a DB instance in Amazon Aurora

You can create your own DB parameter groups with customized settings. You can associate a DB
parameter group with a DB instance using the Amazon Web Services Management Console, the
Amazon CLI, or the RDS API. You can do so when you create or modify a DB instance.

For information about creating a DB parameter group, see Creating a DB parameter group in
Amazon Aurora. For information about modifying a DB instance, see Modifying a DB instance in a
DB cluster.

(® Note

When you associate a new DB parameter group with a DB instance, the modified static and
dynamic parameters are applied only after the DB instance is rebooted. However, if you
modify dynamic parameters in the DB parameter group after you associate it with the DB
instance, these changes are applied immediately without a reboot.
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Console
To associate a DB parameter group with a DB instance

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Databases, and then choose the DB instance that you want to
modify.

Choose Modify. The Modify DB instance page appears.
Change the DB parameter group setting.

Choose Continue and check the summary of modifications.

o v &~ W

(Optional) Choose Apply immediately to apply the changes immediately. Choosing this option
can cause an outage in some cases.

7. On the confirmation page, review your changes. If they are correct, choose Modify DB instance
to save your changes.

Or choose Back to edit your changes or Cancel to cancel your changes.

Amazon CLI

To associate a DB parameter group with a DB instance, use the Amazon CLI modify-db-instance
command with the following options:

e --db-instance-identifier

e --db-parameter-group-name

The following example associates the mydbpg DB parameter group with the database-1 DB
instance. The changes are applied immediately by using --apply-immediately. Use --no-
apply-immediately to apply the changes during the next maintenance window.

Example

For Linux, macQOS, or Unix:

aws rds modify-db-instance \
--db-instance-identifier database-1 \
--db-parameter-group-name mydbpg \
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--apply-immediately

For Windows:

aws rds modify-db-instance #
--db-instance-identifier database-1 *
--db-parameter-group-name mydbpg *
--apply-immediately

RDS API

To associate a DB parameter group with a DB instance, use the RDS APl ModifyDBInstance

operation with the following parameters:

e DBInstanceName

 DBParameterGroupName

Modifying parameters in a DB parameter group in Amazon Aurora

You can modify parameter values in a customer-created DB parameter group; you can't change the
parameter values in a default DB parameter group. Changes to parameters in a customer-created
DB parameter group are applied to all DB instances that are associated with the DB parameter

group.

Changes to some parameters are applied to the DB instance immediately without a reboot.
Changes to other parameters are applied only after the DB instance is rebooted. The RDS console
shows the status of the DB parameter group associated with a DB instance on the Configuration
tab. For example, suppose that the DB instance isn't using the latest changes to its associated DB
parameter group. If so, the RDS console shows the DB parameter group with a status of pending-
reboot. To apply the latest parameter changes to that DB instance, manually reboot the DB
instance. We recommend that you always reboot the DB instance after modifying parameters. If
you don't reboot the DB instance, then a failover operation could take longer than normal.
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RDS Databases cluster-2 cluster-2-instance-1

cluster-2-instance-1

Related
Q
DB identifier A Role v Engine v Engine version v Region & AZ v
cluster-2 Regional Aurora MySQL 5.6.10a eu-central-1
Lo ] cluster-2-instance-1 Writer Aurora MySQL 5.6.10a eu-central-1a

Connectivity & security Monitoring Logs & events Configuration Maintenance Tags

Instance
Configuration Instance class
DB instance id Instance class
cluster-2-instance-1 db.t2.small
Engine version vCPU
5.6.10a 1
DB name RAM
- 2 GB
Option groups . e

ption group Availability

default:aurora-5-6
Failover priority

ARN
1

arm:aws:rds:eu-central-1: :db:cluster-2-instance-1

Resource id

db-

Created time
Fri Apr 03 2020 10:48:37 GMT-0400 (Eastern Daylight Time)

Parameter group

test-aurora56-instance (pending-reboot)

Console
To modify the parameters in a DB parameter group

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.
In the list, choose the name of the parameter group that you want to modify.

4. For Parameter group actions, choose Edit.
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5. Change the values of the parameters that you want to modify. You can scroll through the
parameters using the arrow keys at the top right of the dialog box.

You can't change values in a default parameter group.
6. Choose Save changes.
Amazon CLI

To modify a DB parameter group, use the Amazon CLI modify-db-parameter-group command
with the following required options:

e --db-parameter-group-name

e --parameters

The following example modifies the max_connections and max_allowed_packet valuesin the
DB parameter group named mydbparametergroup.

Example

For Linux, macQOS, or Unix:

aws rds modify-db-parameter-group \
--db-parameter-group-name mydbparametergroup \
--parameters
"ParameterName=max_connections,ParameterValue=250,ApplyMethod=immediate" \

"ParameterName=max_allowed_packet,ParameterValue=1024,ApplyMethod=immediate"

For Windows:

aws rds modify-db-parameter-group *
--db-parameter-group-name mydbparametergroup "
--parameters
"ParameterName=max_connections,ParameterValue=250,ApplyMethod=immediate" *

"ParameterName=max_allowed_packet,ParameterValue=1024,ApplyMethod=immediate"

The command produces output like the following:
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DBPARAMETERGROUP mydbparametergroup

RDS API

To modify a DB parameter group, use the RDS APl ModifyDBParameterGroup operation with the

following required parameters:

 DBParameterGroupName

e Parameters

Resetting parameters in a DB parameter group to their default values in Amazon
Aurora

You can reset parameter values in a customer-created DB parameter group to their default values.
Changes to parameters in a customer-created DB parameter group are applied to all DB instances
that are associated with the DB parameter group.

When you use the console, you can reset specific parameters to their default values. However,

you can't easily reset all of the parameters in the DB parameter group at once. When you use the
Amazon CLI or RDS API, you can reset specific parameters to their default values. You can also reset
all of the parameters in the DB parameter group at once.

Changes to some parameters are applied to the DB instance immediately without a reboot.
Changes to other parameters are applied only after the DB instance is rebooted. The RDS console
shows the status of the DB parameter group associated with a DB instance on the Configuration
tab. For example, suppose that the DB instance isn't using the latest changes to its associated DB
parameter group. If so, the RDS console shows the DB parameter group with a status of pending-
reboot. To apply the latest parameter changes to that DB instance, manually reboot the DB
instance.
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RDS Databases cluster-2 cluster-2-instance-1

cluster-2-instance-1
Related
Q
DB identifier A Role v Engine v Engine version v Region & AZ v
cluster-2 Regional Aurora MySQL 5.6.10a eu-central-1
Lo ] cluster-2-instance-1 Writer Aurora MySQL 5.6.10a eu-central-1a
Connectivity & security Monitoring Logs & events Maintenance Tags
Instance
Configuration Instance class
DB instance id Instance class
cluster-2-instance-1 db.t2.small
Engine version vCPU
5.6.10a 1
DB name RAM
- 2GB
Option groups . -
ption group Availability

default:aurora-5-6
Failover priority

ARN
1

arm:aws:rds:eu-central-1: :db:cluster-2-instance-1

Resource id

db-

Created time
Fri Apr 03 2020 10:48:37 GMT-0400 (Eastern Daylight Time)

Parameter group

test-aurora5e-instance (pending-reboot)

® Note

In a default DB parameter group, parameters are always set to their default values.
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Console
To reset parameters in a DB parameter group to their default values

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

In the navigation pane, choose Parameter groups.
In the list, choose the parameter group.

For Parameter group actions, choose Edit.

i W

Choose the parameters that you want to reset to their default values. You can scroll through
the parameters using the arrow keys at the top right of the dialog box.

You can't reset values in a default parameter group.
6. Choose Reset and then confirm by choosing Reset parameters.
Amazon CLI

To reset some or all of the parameters in a DB parameter group, use the Amazon CLI reset-db-
parameter-group command with the following required option: --db-parameter-group-

name.

To reset all of the parameters in the DB parameter group, specify the --reset-all-parameters
option. To reset specific parameters, specify the --parameters option.

The following example resets all of the parameters in the DB parameter group named
mydbparametergroup to their default values.

Example

For Linux, macQOS, or Unix:

aws rds reset-db-parameter-group \
--db-parameter-group-name mydbparametergroup \
--reset-all-parameters

For Windows:

aws rds reset-db-parameter-group A
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--db-parameter-group-name mydbparametergroup "
--reset-all-parameters

The following example resets the max_connections and max_allowed_packet options to their
default values in the DB parameter group named mydbparametergroup.

Example

For Linux, macOS, or Unix:

aws rds reset-db-parameter-group \
--db-parameter-group-name mydbparametergroup \
--parameters "ParameterName=max_connections,ApplyMethod=immediate" \
"ParameterName=max_allowed_packet,ApplyMethod=immediate"

For Windows:

aws rds reset-db-parameter-group A
--db-parameter-group-name mydbparametergroup "
--parameters "ParameterName=max_connections,ApplyMethod=immediate" *
"ParameterName=max_allowed_packet, ApplyMethod=immediate"

The command produces output like the following:
DBParameterGroupName mydbparametergroup

RDS API

To reset parameters in a DB parameter group to their default values, use the RDS
APl ResetDBParameterGroup command with the following required parameter:

DBParameterGroupName.

To reset all of the parameters in the DB parameter group, set the ResetAllParameters
parameter to true. To reset specific parameters, specify the Parameters parameter.

Copying a DB parameter group in Amazon Aurora

You can copy custom DB parameter groups that you create. Copying a parameter group can be
convenient solution. An example is when you have created a DB parameter group and want to
include most of its custom parameters and values in a new DB parameter group. You can copy a
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DB parameter group by using the Amazon Web Services Management Console. You can also use
the Amazon CLI copy-db-parameter-group command or the RDS API CopyDBParameterGroup
operation.

After you copy a DB parameter group, wait at least 5 minutes before creating your first DB instance
that uses that DB parameter group as the default parameter group. Doing this allows Amazon RDS
to fully complete the copy action before the parameter group is used. This is especially important
for parameters that are critical when creating the default database for a DB instance. An example is
the character set for the default database defined by the character_set_database parameter.
Use the Parameter Groups option of the Amazon RDS console or the describe-db-parameters

command to verify that your DB parameter group is created.

® Note

You can't copy a default parameter group. However, you can create a new parameter group
that is based on a default parameter group.

You can't copy a DB parameter group to a different Amazon Web Services account or
Amazon Web Services Region.

Console
To copy a DB parameter group

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.

3. Inthe list, choose the custom parameter group that you want to copy.

4. For Parameter group actions, choose Copy.

5. In New DB parameter group identifier, enter a name for the new parameter group.
6. In Description, enter a description for the new parameter group.

7. Choose Copy.

Amazon CLI

To copy a DB parameter group, use the Amazon CLI copy-db-parameter-group command with
the following required options:
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e --source-db-parameter-group-identifier
e --target-db-parameter-group-identifier

o« --target-db-parameter-group-description

The following example creates a new DB parameter group named mygroup?2 that is a copy of the
DB parameter group mygroupl.

Example

For Linux, macQOS, or Unix:

aws rds copy-db-parameter-group \
--source-db-parameter-group-identifier mygroupl \
--target-db-parameter-group-identifier mygroup2 \
--target-db-parameter-group-description "DB parameter group 2"

For Windows:

aws rds copy-db-parameter-group ~
--source-db-parameter-group-identifier mygroupl *
--target-db-parameter-group-identifier mygroup2 »
--target-db-parameter-group-description "DB parameter group 2"

RDS API

To copy a DB parameter group, use the RDS APl CopyDBParameterGroup operation with the

following required parameters:

« SourceDBParameterGroupIdentifier
« TargetDBParameterGroupIdentifier
» TargetDBParameterGroupDescription

Listing DB parameter groups in Amazon Aurora

You can list the DB parameter groups you've created for your Amazon account.
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® Note

Default parameter groups are automatically created from a default parameter template
when you create a DB instance for a particular DB engine and version. These default
parameter groups contain preferred parameter settings and can't be modified. When you
create a custom parameter group, you can modify parameter settings.

Console
To list all DB parameter groups for an Amazon account

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.

The DB parameter groups appear in a list.

Amazon CLI

To list all DB parameter groups for an Amazon account, use the Amazon CLI describe-db-

parameter-groups command.

Example

The following example lists all available DB parameter groups for an Amazon account.

aws rds describe-db-parameter-groups

The command returns a response like the following:

DBPARAMETERGROUP default.mysql8.0 mysql8.0 Default parameter group for MySQL8.0
DBPARAMETERGROUP mydbparametergroup mysql8.0 My new parameter group

The following example describes the mydbparamgroup1 parameter group.

For Linux, macQOS, or Unix:

aws rds describe-db-parameter-groups \
--db-parameter-group-name mydbparamgroupl
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For Windows:

aws rds describe-db-parameter-groups
--db-parameter-group-name mydbparamgroupl

The command returns a response like the following:

DBPARAMETERGROUP mydbparametergroupl mysql8.0 My new parameter group

RDS API

To list all DB parameter groups for an Amazon account, use the RDS API
DescribeDBParameterGroups operation.

Viewing parameter values for a DB parameter group in Amazon Aurora
You can get a list of all parameters in a DB parameter group and their values.
Console

To view the parameter values for a DB parameter group

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.

The DB parameter groups appear in a list.

3. Choose the name of the parameter group to see its list of parameters.

Amazon CLI

To view the parameter values for a DB parameter group, use the Amazon CLI describe-db-
parameters command with the following required parameter.

e --db-parameter-group-name

Example

The following example lists the parameters and parameter values for a DB parameter group named
mydbparametergroup.
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aws rds describe-db-parameters --db-parameter-group-name mydbparametergroup

The command returns a response like the following:

DBPARAMETER
Apply Type
DBPARAMETER
static
DBPARAMETER
dynamic
DBPARAMETER
dynamic
DBPARAMETER
dynamic
DBPARAMETER
static

RDS API

Parameter Name Parameter Value
Is Modifiable

allow-suspicious-udfs

false

auto_increment_increment

true

auto_increment_offset

true

binlog_cache_size 32768

true

socket /tmp/mysql.sock
false

Source

engine-default

engine-default

engine-default

system

system

To view the parameter values for a DB parameter group, use the RDS API

DescribeDBParameters command with the following required parameter.

 DBParameterGroupName

Deleting a DB parameter group in Amazon Aurora

Data Type

boolean

integer

integer

integer

string

You can delete a DB parameter group using the Amazon Web Services Management Console,
Amazon CLI, or RDS API. A parameter group is eligible for deletion only if it isn't associated with a

DB instance.

Console

To delete a DB parameter group

1. Sign in to the Amazon Web Services Management Console and open the Amazon RDS console

at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.

The DB parameter groups appear in a list.

3. Choose the name of the parameter groups to be deleted.
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4. Choose Actions and then Delete.
5. Review the parameter group names and then choose Delete.
Amazon CLI

To delete a DB parameter group, use the Amazon CLI delete-db-parameter-group command
with the following required parameter.

e --db-parameter-group-name

Example

The following example deletes a DB parameter group named mydbparametergroup.

aws rds delete-db-parameter-group --db-parameter-group-name mydbparametergroup

RDS API

To delete a DB parameter group, use the RDS APl DeleteDBParameterGroup command with the

following required parameter.

 DBParameterGroupName

Comparing DB parameter groups

You can use the Amazon Web Services Management Console to view the differences between two
DB parameter groups.

The specified parameter groups must both be DB parameter groups, or they both must be DB
cluster parameter groups. This is true even when the DB engine and version are the same. For
example, you can't compare an aurora-mysql8.0 (Aurora MySQL version 3) DB parameter group
and an aurora-mysql8.0@ DB cluster parameter group.

You can compare Aurora MySQL and RDS for MySQL DB parameter groups, even for different
versions, but you can't compare Aurora PostgreSQL and RDS for PostgreSQL DB parameter groups.
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To compare two DB parameter groups

1. Signin to the Amazon Web Services Management Console and open the Amazon RDS console
at https://console.amazonaws.cn/rds/.

2. In the navigation pane, choose Parameter groups.

3. Inthe list, choose the two parameter groups that you want to compare.

(@ Note

To compare a default parameter group to a custom parameter group, first choose the
default parameter group on the Default tab, then choose the custom parameter group
on the Custom tab.

4. From Actions, choose Compare.

Specifying DB parameters
DB parameter types include the following:

» Integer

« Boolean

« String

» Long

« Double

o Timestamp

o Object of other defined data types

 Array of values of type integer, Boolean, string, long, double, timestamp, or object

You can also specify integer and Boolean parameters using expressions, formulas, and functions.

Contents

» DB parameter formulas

» DB parameter formula variables

» DB parameter formula operators

» DB parameter functions

Specifying DB parameters 391


https://console.amazonaws.cn/rds/

Amazon Aurora User Guide for Aurora

« DB parameter log expressions

« DB parameter value examples

DB parameter formulas

A DB parameter formula is an expression that resolves to an integer value or a Boolean value. You
enclose the expression in braces: {}. You can use a formula for either a DB parameter value or as an
argument to a DB parameter function.

Syntax

{FormulaVariable}
{FormulaVariable*Integer}
{FormulaVariable*Integer/Integer}
{FormulaVariable/Integer}

DB parameter formula variables

Each formula variable returns an integer or a Boolean value. The names of the variables are case-
sensitive.

AllocatedStorage

Returns an integer representing the size, in bytes, of the data volume.

DBInstanceClassMemory

Returns an integer for the number of bytes of memory available to the database process.
This number is internally calculated by starting with the total amount of memory for the DB
instance class. From this, the calculation subtracts memory reserved for the operating system
and the RDS processes that manage the instance. Therefore, the number is always somewhat
lower than the memory figures shown in the instance class tables in Amazon Aurora DB
instance classes. The exact value depends on a combination of factors. These include instance
class, DB engine, and whether it applies to an RDS instance or an instance that's part of an

Aurora cluster.

DBInstanceVCPU

Returns an integer representing the number of virtual central processing units (vCPUs) used by
Amazon RDS to manage the instance.
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EndPointPort

Returns an integer representing the port used when connecting to the DB instance.

TruelfReplica
Returns 1 if the DB instance is a read replica and 0 if it is not. This is the default value for the
read_only parameter in Aurora MySQL.

DB parameter formula operators

DB parameter formulas support two operators: division and multiplication.

Division operator: /

Divides the dividend by the divisor, returning an integer quotient. Decimals in the quotient are
truncated, not rounded.

Syntax

dividend / divisor
The dividend and divisor arguments must be integer expressions.
Multiplication operator: *

Multiplies the expressions, returning the product of the expressions. Decimals in the expressions
are truncated, not rounded.

Syntax

expression * expression

Both expressions must be integers.

DB parameter functions

You specify the arguments of DB parameter functions as either integers or formulas. Each function
must have at least one argument. Specify multiple arguments as a comma-separated list. The

list can't have any empty members, such as argument1,,argument3. Function names are case-
insensitive.
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IF
Returns an argument.

Syntax

IF(argumentl, argument2, argument3)

Returns the second argument if the first argument evaluates to true. Returns the third
argument otherwise.

GREATEST
Returns the largest value from a list of integers or parameter formulas.

Syntax

GREATEST(argumentl, argument2,...argumentn)

Returns an integer.

LEAST
Returns the smallest value from a list of integers or parameter formulas.

Syntax

LEAST(argumentl, argument2,...argumentn)

Returns an integer.

SUM
Adds the values of the specified integers or parameter formulas.

Syntax

SUM(argumentl, argument2,...argumentn)

Returns an integer.
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DB parameter log expressions

You can set an integer DB parameter value to a log expression. You enclose the expression in
braces: {}. For example:

{log(DBInstanceClassMemory/8187281418)*1000}

The log function represents log base 2. This example also uses the DBInstanceClassMemory
formula variable. See DB parameter formula variables.

DB parameter value examples

These examples show using formulas, functions, and expressions for the values of DB parameters.

/A Warning

Improperly setting parameters in a DB parameter group can have unintended adverse
effects. These might include degraded performance and system instability. Use caution
when modifying database parameters and back up your data before modifying your DB
parameter group. Try out parameter group changes on a test DB instance, created using
point-in-time-restores, before applying those parameter group changes to your production
DB instances.

Example using the DB parameter function LEAST

You can specify the LEAST function in an Aurora MySQL table_definition_cache parameter
value. Use it to set the number of table definitions that can be stored in the definition cache to the
lesser of DBInstanceClassMemory/393040 or 20,000.

LEAST({DBInstanceClassMemory/393040}, 20000)
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Migrating data to an Amazon Aurora DB cluster

You have several options for migrating data from your existing database to an Amazon Aurora DB
cluster, depending on database engine compatibility. Your migration options also depend on the
database that you are migrating from and the size of the data that you are migrating.

Migrating data to an Amazon Aurora MySQL DB cluster

You can migrate data from one of the following sources to an Amazon Aurora MySQL DB cluster.

« An RDS for MySQL DB instance
« A MySQL database external to Amazon RDS
« A database that is not MySQL-compatible

For more information, see Migrating data to an Amazon Aurora MySQL DB cluster.

Migrating data to an Amazon Aurora PostgreSQL DB cluster

You can migrate data from one of the following sources to an Amazon Aurora PostgreSQL DB
cluster.

« An Amazon RDS PostgreSQL DB instance
« A database that is not PostgreSQL-compatible

For more information, see Migrating data to Amazon Aurora with PostgreSQL compatibility.
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Creating an Amazon ElastiCache cache using Aurora DB cluster
settings

ElastiCache is a fully managed, in-memory caching service that provides microsecond read and
write latencies that support flexible, real-time use cases. ElastiCache can help you accelerate
application and database performance. You can use ElastiCache as a primary data store for

use cases that don't require data durability, such as gaming leaderboards, streaming, and data
analytics. ElastiCache helps remove the complexity associated with deploying and managing a
distributed computing environment. For more information, see Common ElastiCache Use Cases

and How ElastiCache Can Help for Memcached and Common ElastiCache Use Cases and How
ElastiCache Can Help for Redis OSS. You can use the Amazon RDS console for creating ElastiCache

cache.

You can operate Amazon ElastiCache in two formats. You can get started with a serverless cache
or choose to design your own cache cluster. If you choose to design your own cache cluster,
ElastiCache works with both the Redis OSS and Memcached engines. If you're unsure which engine
you want to use, see Comparing Memcached and Redis OSS. For more information about Amazon
ElastiCache, see the Amazon ElastiCache User Guide.

Topics

» Overview of ElastiCache cache creation with Aurora DB cluster settings

» Creating an ElastiCache cache with settings from an Aurora DB cluster

Overview of ElastiCache cache creation with Aurora DB cluster settings

You can create an ElastiCache cache from Amazon RDS using the same configuration settings as a
newly created or existing Aurora DB cluster.

Some use cases to associate an ElastiCache cache with your DB cluster:

» You can save costs and improve your performance by using ElastiCache with RDS versus running
on RDS alone.

» You can use the ElastiCache cache as a primary data store for applications that don't require data
durability. Your applications that use Redis OSS or Memcached can use ElastiCache with almost
no modification.
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When you create an ElastiCache cache from RDS, the ElastiCache cache inherits the following
settings from the associated Aurora DB cluster:

« ElastiCache connectivity settings

« ElastiCache security settings

You can also set the cache configuration settings according to your requirements.
Setting up ElastiCache in your applications

Your applications must be set up to utilize ElastiCache cache. You can also optimize and improve
cache performance by setting up your applications to use caching strategies depending on your
requirements.

» To access your ElastiCache cache and get started, see Getting started with ElastiCache (Redis
0SS) and Getting started with ElastiCache (Memcached).

« For more information about caching strategies, see Caching strategies and best practices for

Memcached and Caching strategies and best practices for Redis OSS.

« For more information about high availability in ElastiCache (Redis OSS) clusters, see High
availability using replication groups.

» You might incur costs associated with backup storage, data transfer within or across regions, or
use of Amazon Outposts. For pricing details, see Amazon ElastiCache pricing.

Creating an ElastiCache cache with settings from an Aurora DB cluster

You can create an ElastiCache cache for your Aurora DB clusters with settings for inherited from the
DB cluster.

Create an ElastiCache cache with settings from a DB cluster

1. To create a DB cluster, follow the instructions in Creating an Amazon Aurora DB cluster.

2. After creating an Aurora DB cluster, the console displays the Suggested add-ons window.
Select Create an ElastiCache cluster from RDS using your DB settings.

For an existing database, in the Databases page, select the required DB cluster. In the Actions
dropdown menu, choose Create ElastiCache cluster to create an ElastiCache cache in RDS that
has the same settings as your existing Aurora DB cluster.
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In the ElastiCache configuration section, the Source DB identifier displays which DB cluster
the ElastiCache cache inherits settings from.

3. Choose whether you want to create a Redis OSS or Memcached cluster. For more information,
see Comparing Memcached and Redis OSS.

ElastiCache cluster configuration .

Source DB identifier
mysglforlambda

Cluster type

0O Redis () Memcached

Deployment option

@ serverless cache - new ':::' Dcsign your own cache
Use to quickly create a cache that automatically scales to Use to create a cache by selecting node type, size, and
meet application traffic demands, with no servers to count.

manadge.

4. After this, choose whether you want to create a Serverless cache or Design your own cache.
For more information, see Choosing between deployment options.

If you choose Serverless cache:

a. In Cache settings, enter values for Name and Description.

b. Under View default settings, leave the default settings to establish the connection
between your cache and DB cluster.

¢. You can also edit the default settings by choosing Customize default settings. Select the
ElastiCache connectivity settings, ElastiCache security settings, and Maximum usage
limits.

5. If you choose Design your own cache:
a. If you chose Redis OSS cluster, choose whether you want to keep the cluster mode

Enabled or Disabled. For more information, see Replication: Redis OSS (Cluster Mode
Disabled) vs. Redis OSS (Cluster Mode Enabled).

b. Enter values for Name, Description, and Engine version.
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For Engine version, the recommended default value is the latest engine version. You
can also choose an Engine version for the ElastiCache cache that best meets your
requirements.

c. Choose the node type in the Node type option. For more information, see Managing
nodes.

If you choose to create a Redis OSS cluster with the Cluster mode set to Enabled, then
enter the number of shards (partitions/node groups) in the Number of shards option.

Enter the number of replicas of each shard in Number of replicas.

® Note

The selected node type, the number of shards, and the number of replicas all
affect your cache performance and resource costs. Be sure these settings match
your database needs. For pricing information, see Amazon ElastiCache pricing.

d. Select the ElastiCache connectivity settings and ElastiCache security settings. You can
keep the default settings or customize these settings per your requirements.

6. Verify the default and inherited settings of your ElastiCache cache. Some settings can't be
changed after creation.

® Note

RDS might adjust the backup window of your ElastiCache cache to meet the minimum
window requirement of 60 minutes. The backup window of your source database
remains the same.

7. When you're ready, choose Create ElastiCache cache.

The console displays a confirmation banner for the ElastiCache cache creation. Follow the link in
the banner to the ElastiCache console to view the cache details. The ElastiCache console displays
the newly created ElastiCache cache.
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Auto migrating EC2 databases to Amazon Aurora using Amazon
Database Migration Service

You can use the Aurora console to migrate an EC2 database to Aurora. Aurora uses Amazon
Database Migration Service (Amazon DMS) to migrate your source EC2 database. Amazon DMS
allows you to migrate relational databases into your Amazon Cloud. For more information about
Amazon Database Migration Service, see What is Amazon Database Migration Service? in the

Amazon Database Migration Service User Guide.

To begin the migration, you must create an equivalent Aurora DB cluster to migrate the data
into. After you create your target database, you can import your EC2 database into it. For source
databases smaller than 1TiB, this migration action reduces the time and resources required to
migrate your data into Aurora .

Overview

The Aurora console allows you to migrate EC2 databases into equivalent Aurora databases. You
must create an Aurora database to enable migration from the console.

You can migrate EC2 databases for the following databases engines:

« MySQL
« PostgreSQL

The migration process involves the following steps:

» Create an equivalent database in Aurora. For the databases to be equivalent, they must have the
same database engine and compatible engine versions. They must also be in the same VPC. For
instructions on creating your database, see Creating an Amazon Aurora DB cluster.

» Choose the type of replication for your database:

« Full load migration — Aurora copies the complete source database to the target database,
creating new tables in the target when necessary.

(® Note

This option causes an outage in your Aurora database.
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o Full load and change data capture (CDC) migration — Similar to full load migration, with this
option, Aurora copies over the complete source database to the target database. However,
after the full load migration, Aurora applies any captured changes in the source to the target
database. Change data capture collects changes to the database logs by using the database
engine's native API.

® Note

This option causes an outage in your Aurora database.

« Change data capture (CDC) — Use this option to keep your target database available through
the migration. Aurora migrates ongoing changes in your source database to the target
database.

» Aurora creates the necessary networking resources to facilitate the migration. Once Aurora
creates the required resources, it notifies you about the resources created and allows you to
initiate the data transfer.

The time required to complete the migration depends on the type of replication and the size of
the source database.

Prerequisites

MySQL

Before you begin to work with a MySQL database as the source database, make sure that you have
the following prerequisites. These prerequisites apply to Amazon-managed sources.

You must have an account for Amazon DMS that has the Replication Admin role. The role needs the
following privileges:

o REPLICATION CLIENT - This privilege is required for CDC tasks only. In other words, full-load-
only tasks don't require this privilege.

o REPLICATION SLAVE - This privilege is required for CDC tasks only. In other words, full-load-
only tasks don't require this privilege.

The Amazon DMS user must also have SELECT privileges for the source tables designated for
replication.
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Grant the following privileges if you use MySQL-specific premigration assessments.

grant select on mysql.user to <dms_user>;

grant select on mysql.db to <dms_user>;

grant select on mysql.tables_priv to <dms_user>;

grant select on mysql.role_edges to <dms_user> #only for MySQL version 8.0.11 and
higher

PostgreSQL

Before migrating data from an Amazon-managed PostgreSQL source database, do the following:

« We recommend that you use an Amazon user account with the minimum required permissions
for the PostgreSQL DB instance as the user account for the PostgreSQL source endpoint for
Amazon DMS. Using the master account is not recommended. The account must have the
rds_superuser role and the rds_replication role. The rds_replication role grants
permissions to manage logical slots and to stream data using logical slots.

® Note

Some Amazon DMS transactions are idle for some time before the DMS engine uses them
again. By using the parameter idle_in_transaction_session_timeout in PostgreSQL
versions 9.6 and higher, you can cause idle transactions to time out and fail.

Limitations

The following limitations apply to the auto-migrate process:

» Your target database status must be Available to begin source database migration.

« When migrating from a MySQL source database, your Aurora account must have the Replication
Admin role. You must also have the proper privileges applied for that role.

« Your EC2 instance and target database must be in the same VPC.

« You can't migrate your EC2 database to the following target databases when using the Migrate
data from EC2 database action:

» Aurora global database

« Aurora Limitless database
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e Aurora Serverless v1
» Databases with MySQL version lower than 5.7

» Databases with PostgreSQL version lower than 10.4

Creating IAM resources for homogeneous migrations

Aurora uses Amazon DMS to migrate your data. To access your databases and to migrate data,
Amazon DMS creates a serverless environment for homogeneous data migrations. In this
environment, Amazon DMS requires access to VPC peering, route tables, security groups, and other
Amazon resources. Also, Amazon DMS stores logs, metrics, and progress for each data migration

in Amazon CloudWatch. To create a data migration project, Amazon DMS needs access to these
services.

Also, Amazon DMS requires access to the secrets that respresent a set of user credentials to
authenticate the database connection for the source and target connection.

(® Note

By using the Migrate data from EC2 instance action, you can use the Aurora console
to generate these IAM resources. Skip this step if you use the console generated IAM
resources.

You need the following IAM resources for this process:

Topics

Creating an IAM policy for homogeneous data migrations

Creating an IAM role for homogeneous data migrations

Creating a secret access policy and role

Creating an IAM role for Amazon DMS to manage Amazon VPC

Creating an 1AM policy for homogeneous data migrations

In this step, you create an IAM policy that provides Amazon DMS with access to Amazon EC2 and
CloudWatch resources. Next, create an IAM role and attach this policy.
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To create an IAM policy for data migration

1. Signin to the Amazon Web Services Management Console and open the IAM console at
https://console.amazonaws.cn/iam/.

In the navigation pane, choose Policies.
Choose Create policy.

In the Create policy page, choose the JSON tab.

i A W

Paste the following JSON into the editor.

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcPeexringConnections",
"ec2:DescribeVpcs",
"ec2:DescribePrefixLists",
"logs:DescribelogGroups"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"servicequotas:GetSexviceQuota”
]I
"Resource": "arn:aws:servicequotas:*:*:vpc/L-OEA80Q95F"
}I
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:DescribelLogStreams"
]I
"Resource": "arn:aws:logs:*:*:log-group:dms-data-migration-*"
}I
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"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Resource": "arn:aws:logs:*:*:log-group:dms-data-migration-*:log-

stream:dms-data-migration-*"

},
{

"Effect": "Allow",
"Action": "cloudwatch:PutMetxicData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:DeleteRoute"”

1,

"Resource": "arn:aws:ec2:*:*:route-table/*"

"Effect": "Allow",

"Action": [
"ec2:CreateTags"

1,

"Resource": [
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:security-group-rule/*",
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc-peering-connection/*",
"arn:aws:ec2:*:*:vpc/*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"

1,

"Resource": "arn:aws:ec2:*:*:security-group-rule/*"
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"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress"

1,
"Resource": "arn:aws:ec2:*:*:security-group/*"
},
{
"Effect": "Allow",
"Action": [
"ec2:AcceptVpcPeeringConnection"”,
"ec2:ModifyVpcPeeringConnectionOptions"
1,
"Resource": "arn:aws:ec2:*:*:vpc-peering-connection/*"
},
{
"Effect": "Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:*:*:vpc/*"
}

}

6. Choose Next: Tags and Next: Review.

7. Enter HomogeneousDataMigrationsPolicy for Name* and choose Create policy.

Creating an IAM role for homogeneous data migrations

In this step, you create an IAM role that provides access to Amazon Secrets Manager, Amazon EC2,
and CloudWatch.

To create an IAM role for data migrations

1. Sign in to the Amazon Web Services Management Console and open the IAM console at
https://console.amazonaws.cn/iam/.

2. In the navigation pane, choose Roles.
Choose Create role.

4. On the Select trusted entity page, for Trusted entity type, choose Amazon Service. For Use
cases for other Amazon services, choose DMS.
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10.

Select the DMS check box and choose Next.

On the Add permissions page, choose HomogeneousDataMigrationsPolicy that you created
before. Choose Next.

On the Name, review, and create page, enter HomogeneousDataMigrationsRole for Role
name, and choose Create role.

On the Roles page, enter HomogeneousDataMigrationsRole for Role name. Choose
HomogeneousDataMigrationsRole.

On the HomogeneousDataMigrationsRole page, choose the Trust relationships tab. Choose
Edit trust policy.

On the Edit trust policy page, paste the following JSON into the editor, replacing the existing
text.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {

"Sexvice": [
"dms-data-migrations.amazonaws.com",
"dms.your_region.amazonaws.com"

]

}I
"Action": "sts:AssumeRole"
}
]
}

In the preceding example, replace your_region with the name of your Amazon Web Services
Region.

The preceding resource-based policy provides Amazon DMS service principals with permissions
to perform tasks according to the customer managed HomogeneousDataMigrationsPolicy
policy.
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11. Choose Update policy.

Creating a secret access policy and role

Follow the procedures below to create your secret access policy and role which allow DMS to access
the user credentials for your source and target databases.

To create the secret access policy and role, which allows Amazon RDS to access Amazon Secrets
Manager to access your appropriate secret

1. Signin to the Amazon Web Services Management Console and open the Amazon Identity and
Access Management (IAM) console at https://console.amazonaws.cn/iam/.

2. Choose Policies, then choose Create policy.

3. Choose JSON and enter the following policy to enable access to and decryption of your secret.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": secret_arn,
.
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": kms_key_arn,
}
]
}

Here, secret_arn is the ARN of your secret, which you can get from either
SecretsManagerSecretId as appropriate, and kms_key_arn is the ARN of the Amazon
KMS key that you are using to encrypt your secret, as in the following example.
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JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-2:123456789012:secret:MySQLTestSecret-qeHamH"
},
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey"
1,
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/761138dc-0542-4e58-947f-4a3a8458d0fd"
}
]
}
(@ Note

If you use the default encryption key created by Amazon Secrets Manager, you do not
have to specify the Amazon KMS permissions for kms_key_azrn.

If you want your policy to provide access to both secrets, simply specify an additional
JSON resource object for the other secret_arn.

Review and create the policy with a friendly name and optional description.
Choose Roles, then choose Create role.
Choose Amazon service as the type of trusted entity.

Choose DMS from the list of services as the trusted service, then choose Next: Permissions.

o N o v &

Look up and attach the policy you created in step 4, then proceed through adding any tags and
review your role. At this point, edit the trust relationships for the role to use your Amazon RDS
regional service principal as the trusted entity. This principal has the following format.
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dms.region-name.amazonaws.com

Here, region-name is the name of your region, such as us-east-1. Thus, an Amazon RDS
regional service principal for this region follows.

dms.us-east-1.amazonaws.com
dms-data-migrations.amazonaws.com

Creating an IAM role for Amazon DMS to manage Amazon VPC

You must create an IAM role for Amazon DMS to manage the VPC settings for your resources. This
role must be available for successful migration.

Creating the dms-vpc-role for database migration

<result>

This creates the role for the DMS to manage the VPC settings for the migration.
</result>

1. Sign in to the Amazon Web Services Management Console and open the IAM console at
https://console.amazonaws.cn/iam/.

2. Inthe navigation pane of the console, choose Roles and then choose Create role.

3. Choose the Amazon Web Services service option for the Select trusted entity option.

For Use case, select DMS.
4. For the Add permissions step, select AmazonDMSVPCManagementRole and choose Next.

5. In the Name, review, and create page, set the Role name to dms-vpc-role and choose
Create role.

Setting up data migration for EC2 database

To begin migrating data from your EC2 source database, you must create an equivalent Aurora
database. For instructions on creating your database, see Creating an Amazon Aurora DB cluster .

After creating your target database, use the following steps to set up the data migration:
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Set up data migration project

1. Select the target database on the Databases page in the RDS console.
2. Choose the Actions dropdown and select the Migrate data from EC2 database option. To see
the supported target databases, see Limitations.
3. Under the Select source EC2 database section:
. Check the Engine type and make sure it is the same as your source database.
Also, check if the engine versions are compatible.

. For EC2 instance, choose the EC2 instance where your source database resides.

. For Port, enter the port on which your source database allows traffic.

. For Secret, choose Create and use a new secret if you don't have an existing secret. Enter
the Username and Password for your source database. Also choose the KMS key with which
to encrypt your secret.

If you have an existing secret, select Use an existing secret and then choose secret from the
dropdown.

. For IAM role for secret, if you have an existing IAM role, select Use an existing IAM role and
choose an IAM role from the dropdown that can access the secret ID from the previous step.
If you don't have existing IAM role, choose Create and use new IAM role. Enter the new
name for your role for IAM role name. You can see the permissions associated with this
role in the link below.

4. Under the 