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Welcome

Amazon Identity and Access Management Access Analyzer helps you to set, verify, and refine your
IAM policies by providing a suite of capabilities. Its features include findings for external, internal,

and unused access, basic and custom policy checks for validating policies, and policy generation to
generate fine-grained policies. To start using IAM Access Analyzer to identify external, internal, or

unused access, you first need to create an analyzer.

External access analyzers help you identify potential risks of accessing resources by enabling

you to identify any resource policies that grant access to an external principal. It does this by

using logic-based reasoning to analyze resource-based policies in your Amazon environment. An
external principal can be another Amazon Web Services account, a root user, an IAM user or role, a
federated user, an Amazon service, or an anonymous user. You can also use IAM Access Analyzer to
preview public and cross-account access to your resources before deploying permissions changes.

Internal access analyzers help you identify which principals within your organization or account
have access to selected resources. This analysis supports implementing the principle of least
privilege by ensuring that your specified resources can only be accessed by the intended principals
within your organization.

Unused access analyzers help you identify potential identity access risks by enabling you to
identify unused IAM roles, unused access keys, unused console passwords, and IAM principals with
unused service and action-level permissions.

Beyond findings, IAM Access Analyzer provides basic and custom policy checks to validate IAM
policies before deploying permissions changes. You can use policy generation to refine permissions
by attaching a policy generated using access activity logged in CloudTrail logs.

This guide describes the IAM Access Analyzer operations that you can call programmatically.
For general information about IAM Access Analyzer, see Using Amazon Identity and Access
Management Access Analyzer in the IAM User Guide.

This document was last published on July 3, 2025.
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Actions

The following actions are supported:

» ApplyArchiveRule

» CancelPolicyGeneration

e CheckAccessNotGranted

¢ CheckNoNewAccess
e CheckNoPublicAccess

e CreateAccessPreview

o CreateAnalyzer

+ CreateArchiveRule

o DeleteAnalyzer

« DeleteArchiveRule

» GenerateFindingRecommendation

e GetAccessPreview

o GetAnalyzedResource

» GetAnalyzer
+ GetArchiveRule

» GetFinding
» GetFindingRecommendation

» GetFindingsStatistics
» GetFindingV2

o GetGeneratedPolicy

 ListAccessPreviewFindings

o ListAccessPreviews

 ListAnalyzedResources

« ListAnalyzers

« ListArchiveRules
« ListFindings

e ListFindingsV2

API Version 2019-11-01 2
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ListPolicyGenerations

ListTagsForResource

StartPolicyGeneration

StartResourceScan

TagResource
UntagResource

UpdateAnalyzer
UpdateArchiveRule

UpdateFindings
ValidatePolicy
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ApplyArchiveRule

Retroactively applies the archive rule to existing findings that meet the archive rule criteria.

Request Syntax

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

URI Request Parameters
The request does not use any URI parameters.

Request Body

The request accepts the following data in JSON format.

analyzerArn

The Amazon resource name (ARN) of the analyzer.

Type: String

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

Required: Yes

clientToken
A client token.
Type: String

Required: No

ruleName

The name of the rule to apply.

ApplyArchiveRule
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes
Response Syntax
HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

Response Syntax API Version 2019-11-01 5
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ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 6
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CancelPolicyGeneration

Cancels the requested policy generation.

Request Syntax

PUT /policy/generation/jobId HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

jobld

The JobId thatis returned by the StartPolicyGeneration operation. The JobId
can be used with GetGeneratedPolicy to retrieve the generated policies or used with
CancelPolicyGeneration to cancel the policy generation request.

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

CancelPolicyGeneration API Version 2019-11-01 7
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HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 8
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CheckAccessNotGranted

Checks whether the specified access isn't allowed by a policy.

Request Syntax

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1,
"policyDocument": "string",
"policyType": "string"
}

URI Request Parameters

The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

access

An access object containing the permissions that shouldn't be granted by the specified policy. If
only actions are specified, IAM Access Analyzer checks for access to peform at least one of the
actions on any resource in the policy. If only resources are specified, then IAM Access Analyzer

checks for access to perform any action on at least one of the resources. If both actions and
resources are specified, IAM Access Analyzer checks for access to perform at least one of the

specified actions on at least one of the specified resources.

Type: Array of Access objects

Array Members: Minimum number of 0 items. Maximum number of 1 item.

Required: Yes

CheckAccessNotGranted
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policyDocument

The JSON policy document to use as the content for the policy.
Type: String

Required: Yes
policyType

The type of policy. Identity policies grant permissions to IAM principals. Identity policies include
managed and inline policies for IAM roles, users, and groups.

Resource policies grant permissions on Amazon resources. Resource policies include trust
policies for IAM roles and bucket policies for Amazon S3 buckets.

Type: String
Valid Values: IDENTITY_POLICY | RESOURCE_POLICY

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.
message
The message indicating whether the specified access is allowed.

Type: String

reasons
A description of the reasoning of the result.

Type: Array of ReasonSummary objects

result

The result of the check for whether the access is allowed. If the result is PASS, the specified
policy doesn't allow any of the specified permissions in the access object. If the result is FAIL,
the specified policy might allow some or all of the permissions in the access object.

Type: String

Valid Values: PASS | FAIL

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

InvalidParameterException
The specified parameter is invalid.

HTTP Status Code: 400

Errors API Version 2019-11-01 11
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ThrottlingException
Throttling limit exceeded error.

HTTP Status Code: 429

UnprocessableEntityException
The specified entity could not be processed.

HTTP Status Code: 422

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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CheckNoNewAccess

Checks whether new access is allowed for an updated policy when compared to the existing policy.

You can find examples for reference policies and learn how to set up and run a custom policy check
for new access in the IAM Access Analyzer custom policy checks samples repository on GitHub. The

reference policies in this repository are meant to be passed to the existingPolicyDocument
request parameter.

Request Syntax

POST /policy/check-no-new-access HTTP/1.1
Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URI Request Parameters

The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

existingPolicyDocument

The JSON policy document to use as the content for the existing policy.
Type: String

Required: Yes

newPolicyDocument

The JSON policy document to use as the content for the updated policy.
Type: String

Required: Yes
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policyType

The type of policy to compare. Identity policies grant permissions to IAM principals. Identity
policies include managed and inline policies for IAM roles, users, and groups.

Resource policies grant permissions on Amazon resources. Resource policies include trust
policies for IAM roles and bucket policies for Amazon S3 buckets. You can provide a generic
input such as identity policy or resource policy or a specific input such as managed policy or
Amazon S3 bucket policy.

Type: String
Valid Values: IDENTITY_POLICY | RESOURCE_POLICY

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

message

The message indicating whether the updated policy allows new access.
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Type: String

reasons
A description of the reasoning of the result.

Type: Array of ReasonSummary objects

result

The result of the check for new access. If the result is PASS, no new access is allowed by the
updated policy. If the result is FAIL, the updated policy might allow new access.

Type: String

Valid Values: PASS | FAIL

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

InvalidParameterException
The specified parameter is invalid.

HTTP Status Code: 400
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429
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UnprocessableEntityException

The specified entity could not be processed.

HTTP Status Code: 422

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the

following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also
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CheckNoPublicAccess

Checks whether a resource policy can grant public access to the specified resource type.

Request Syntax

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"

}

URI Request Parameters
The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

policyDocument

The JSON policy document to evaluate for public access.
Type: String

Required: Yes

resourceType

The type of resource to evaluate for public access. For example, to check for public access to
Amazon S3 buckets, you can choose AWS: :S3: :Bucket for the resource type.

For resource types not supported as valid values, IAM Access Analyzer will return an error.
Type: String

Valid Values: AWS: :DynamoDB: : Table | AWS::DynamoDB::Stream |
AWS::EFS::FileSystem | AWS::OpenSearchService: :Domain |
AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key
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| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint
| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue

| AWS::IAM::AssumeRolePolicyDocument | AWS::S3Tables::TableBucket
| AWS::ApiGateway::RestApi | AWS::CodeArtifact::Domain |

AWS: :Backup: :BackupVault | AWS::CloudTrail::Dashboard |
AWS::CloudTrail::EventDataStore | AWS::S3Tables::Table |

AWS: :S3Express: :AccessPoint

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

message

The message indicating whether the specified policy allows public access to resources.

Type: String
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reasons
A list of reasons why the specified resource policy grants public access for the resource type.

Type: Array of ReasonSummary objects

result

The result of the check for public access to the specified resource type. If the result is PASS, the
policy doesn't allow public access to the specified resource type. If the result is FAIL, the policy
might allow public access to the specified resource type.

Type: String

Valid Values: PASS | FAIL

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

InvalidParameterException
The specified parameter is invalid.

HTTP Status Code: 400
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429
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UnprocessableEntityException

The specified entity could not be processed.

HTTP Status Code: 422

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the

following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also
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CreateAccessPreview

Creates an access preview that allows you to preview IAM Access Analyzer findings for your
resource before deploying resource permissions.

Request Syntax

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI Request Parameters
The request does not use any URI parameters.

Request Body

The request accepts the following data in JSON format.

analyzerArn

The ARN of the account analyzer used to generate the access preview. You can only create an
access preview for analyzers with an Account type and Active status.

Type: String
Pattern: [A:]*:[~:]*:[~:]*:[~:]1*:[~:]1*:analyzer/.{1, 255}

Required: Yes

clientToken
A client token.

Type: String
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Required: No

configurations

Access control configuration for your resource that is used to generate the access preview. The
access preview includes findings for external access allowed to the resource with the proposed
access control configuration. The configuration must contain exactly one element.

Type: String to Configuration object map

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
IIEII: Ilstringll

}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
id
The unique ID for the access preview.

Type: String

Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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HTTP Status Code: 403

ConflictException
A conflict exception error.

HTTP Status Code: 409

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404

ServiceQuotaExceededException
Service quote met error.

HTTP Status Code: 402
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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CreateAnalyzer

Creates an analyzer for your account.

Request Syntax

PUT /analyzer HTTP/1.1
Content-type: application/json

{

"analyzerName": "string",
"archiveRules": [

{
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]

+

"ruleName": "string"

1,

"clientToken": "string",
"configuration": { ... 1},
"tags": {

"string" : "string"

o
"type": "string"

URI Request Parameters

The request does not use any URI parameters.

Request Body

The request accepts the following data in JSON format.
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analyzerName

The name of the analyzer to create.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

archiveRules

Specifies the archive rules to add for the analyzer. Archive rules automatically archive findings
that meet the criteria you define for the rule.

Type: Array of InlineArchiveRule objects

Required: No

clientToken
A client token.
Type: String

Required: No

configuration

Specifies the configuration of the analyzer. If the analyzer is an unused access analyzer, the
specified scope of unused access is used for the configuration. If the analyzer is an internal
access analyzer, the specified internal access analysis rules are used for the configuration.

Type: AnalyzerConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: No
tags

An array of key-value pairs to apply to the analyzer. You can use the set of Unicode letters,
digits, whitespace, _, ., /, =, +,and -.
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For the tag key, you can specify a value that is 1 to 128 characters in length and cannot be
prefixed with aws:.

For the tag value, you can specify a value that is 0 to 256 characters in length.
Type: String to string map

Required: No
type

The type of analyzer to create. You can create only one analyzer per account per Region. You
can create up to 5 analyzers per organization per Region.

Type: String

Valid Values: ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS
| ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"arn": "string"

}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
arn
The ARN of the analyzer that was created by the request.

Type: String
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Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

ConflictException
A conflict exception error.

HTTP Status Code: 409

InternalServerException
Internal server error.

HTTP Status Code: 500

ServiceQuotaExceededException
Service quote met error.

HTTP Status Code: 402
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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Amazon Command Line Interface

Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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CreateArchiveRule

Creates an archive rule for the specified analyzer. Archive rules automatically archive new findings

that meet the criteria you define when you create the rule.

To learn about filter keys that you can use to create an archive rule, see IAM Access Analyzer filter

keys in the IAM User Guide.

Request Syntax

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"ruleName": "string"
}

URI Request Parameters

The request uses the following URI parameters.

analyzerName

The name of the created analyzer.

Length Constraints: Minimum length of 1. Maximum length of 255.

Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

CreateArchiveRule
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Request Body
The request accepts the following data in JSON format.
clientToken

A client token.

Type: String

Required: No
filter

The criteria for the rule.
Type: String to Criterion object map

Required: Yes

ruleName
The name of the rule to create.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.
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AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

ConflictException
A conflict exception error.

HTTP Status Code: 409

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404

ServiceQuotaExceededException
Service quote met error.

HTTP Status Code: 402
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the

following:

See Also
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Amazon Command Line Interface

Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also

API Version 2019-11-01 33


https://docs.amazonaws.cn/goto/aws-cli/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.amazonaws.cn/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.amazonaws.cn/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.amazonaws.cn/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.amazonaws.cn/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.amazonaws.cn/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.amazonaws.cn/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.amazonaws.cn/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.amazonaws.cn/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer API Reference

DeleteAnalyzer

Deletes the specified analyzer. When you delete an analyzer, IAM Access Analyzer is disabled for the
account or organization in the current or specific Region. All findings that were generated by the
analyzer are deleted. You cannot undo this action.

Request Syntax
DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

analyzerName

The name of the analyzer to delete.
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

clientToken

A client token.

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

Amazon Command Line Interface

Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go v2
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Amazon SDK for Java V2

Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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DeleteArchiveRule

Deletes the specified archive rule.

Request Syntax
DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1
URI Request Parameters

The request uses the following URI parameters.

analyzerName

The name of the analyzer that associated with the archive rule to delete.
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

clientToken

A client token.

ruleName
The name of the rule to delete.
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
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Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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GenerateFindingRecommendation
Creates a recommendation for an unused permissions finding.

Request Syntax

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

URI Request Parameters
The request uses the following URI parameters.

analyzerArn

The ARN of the analyzer used to generate the finding recommendation.

Pattern: [A:]*:[A:]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

Required: Yes
id

The unique ID for the finding recommendation.
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin
 Amazon SDK for PHP V3
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« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 42
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GetAccessPreview

Retrieves information about an access preview for the specified analyzer.

Request Syntax
GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

accessPreviewld

The unique ID for the access preview.
Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: Yes
analyzerArn

The ARN of the analyzer used to generate the access preview.

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",
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"configurations": {
"string" : { ... }

}I

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

accessPreview

An object that contains information about the access preview.

Type: AccessPreview object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource could not be found.
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HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 45
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GetAnalyzedResource

Retrieves information about a resource that was analyzed.

(® Note

This action is supported only for external access analyzers.

Request Syntax

GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

analyzerArn

The ARN of the analyzer to retrieve information from.

Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]1*:analyzer/. {1,255}

Required: Yes

resourceArn
The ARN of the resource to retrieve information about.
Pattern: arn:[A:]*:[A:]*: [~ ]*: [~ ]*: %

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json
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{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

resource

An AnalyzedResource object that contains information that IAM Access Analyzer found when
it analyzed the resource.

Type: AnalyzedResource object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException

Internal server error.
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HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 48
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GetAnalyzer

Retrieves information about the specified analyzer.

Request Syntax

GET /analyzer/analyzerName HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

analyzerName

The name of the analyzer retrieved.

Length Constraints: Minimum length of 1. Maximum length of 255.

Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"analyzer": {
"arn": "string",
"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",

GetAnalyzer
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"statusReason": {
"code": "string"
1,
"string" : "string

iy

type": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

analyzer

An AnalyzerSummary object that contains information about the analyzer.

Type: AnalyzerSummary object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource could not be found.

HTTP Status Code: 404

Response Elements
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ThrottlingException
Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 51
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GetArchiveRule

Retrieves information about an archive rule.

To learn about filter keys that you can use to create an archive rule, see IAM Access Analyzer filter
keys in the IAM User Guide.

Request Syntax
GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
URI Request Parameters

The request uses the following URI parameters.

analyzerName

The name of the analyzer to retrieve rules from.
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

ruleName
The name of the rule to retrieve.
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json
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{

"archiveRule": {
"createdAt": "string",
"filter": {

"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
I
"ruleName": "string",
"updatedAt": "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
archiveRule

Contains information about an archive rule. Archive rules automatically archive new findings
that meet the criteria you define when you create the rule.

Type: ArchiveRuleSummary object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException

Internal server error.
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HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 54
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GetFinding

Retrieves information about the specified finding. GetFinding and GetFindingV2 both use access-
analyzer:GetFinding in the Action element of an IAM policy statement. You must have
permission to perform the access-analyzer:GetFinding action.

(@ Note

GetFinding is supported only for external access analyzers. You must use GetFindingV2 for
internal and unused access analyzers.

Request Syntax
GET /finding/id?analyzerArn=analyzerArn HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

analyzerArn

The ARN of the analyzer that generated the finding.

Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]1*:analyzer/.{1, 255}

Required: Yes
id

The ID of the finding to retrieve.

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
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Content-type: application/json

"finding": {
"action": [ "string" 1],
"analyzedAt": "string",
"condition": {
"string" : "string"
},
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
I
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,
"type": "string"

]I

"status": "string",
"updatedAt": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

finding

A finding object that contains finding details.
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Type: Finding object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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GetFindingRecommendation

Retrieves information about a finding recommendation for the specified analyzer.

Request Syntax

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI Request Parameters
The request uses the following URI parameters.

analyzerArn

The ARN of the analyzer used to generate the finding recommendation.

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

Required: Yes

id
The unique ID for the finding recommendation.
Length Constraints: Minimum length of 1. Maximum length of 2048.
Required: Yes
maxResults
The maximum number of results to return in the response.
Valid Range: Minimum value of 1. Maximum value of 1000.
nextToken

A token used for pagination of results returned.

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
1,
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

completedAt

The time at which the retrieval of the finding recommendation was completed.

Type: Timestamp

error

Detailed information about the reason that the retrieval of a recommendation for the finding
failed.

Type: RecommendationError object

nextToken

A token used for pagination of results returned.
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Type: String

recommendationType

The type of recommendation for the finding.
Type: String

Valid Values: UnusedPermissionRecommendation

recommendedSteps

A group of recommended steps for the finding.

Type: Array of RecommendedStep objects

resourceArn
The ARN of the resource of the finding.
Type: String

Pattern: arn:[A:]*:[A:]*:[A:]* [~ ]*: L%

startedAt
The time at which the retrieval of the finding recommendation was started.

Type: Timestamp

status
The status of the retrieval of the finding recommendation.
Type: String

Valid Values: SUCCEEDED | FAILED | IN_PROGRESS

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

 Amazon SDK for .NET

« Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3
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GetFindingsStatistics

Retrieves a list of aggregated finding statistics for an external access or unused access analyzer.

Request Syntax

POST /analyzer/findings/statistics HTTP/1.1
Content-type: application/json

{

"analyzerArn": "string"
}

URI Request Parameters

The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

analyzerArn

The ARN of the analyzer used to generate the statistics.

Type: String
Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]1*:analyzer/. {1,255}

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"findingsStatistics": [

{ ...}

]I
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"lastUpdatedAt": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

findingsStatistics

A group of external access or unused access findings statistics.

Type: Array of FindingsStatistics objects
lastUpdatedAt

The time at which the retrieval of the findings statistics was last updated. If the findings
statistics have not been previously retrieved for the specified analyzer, this field will not be
populated.

Type: Timestamp

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
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ThrottlingException
Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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GetFindingV2

Retrieves information about the specified finding. GetFinding and GetFindingV2 both use access-
analyzer:GetFinding in the Action element of an IAM policy statement. You must have
permission to perform the access-analyzer:GetFinding action.

Request Syntax

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

analyzerArn

The ARN of the analyzer that generated the finding.

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

Required: Yes
id

The ID of the finding to retrieve.

Required: Yes

maxResults

The maximum number of results to return in the response.

nextToken

A token used for pagination of results returned.

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

analyzedAt

The time at which the resource-based policy or IAM entity that generated the finding was
analyzed.

Type: Timestamp
createdAt

The time at which the finding was created.

Type: Timestamp

error

An error.
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Type: String
findingDetails

A localized message that explains the finding and provides guidance on how to address it.

Type: Array of FindingDetails objects
findingType

The type of the finding. For external access analyzers, the type is ExternalAccess. For
unused access analyzers, the type can be UnusedIAMRole, UnusedIAMUserAccessKey,
UnusedIAMUserPassword, or UnusedPermission. For internal access analyzers, the type is
InternalAccess.

Type: String

Valid Values: ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |
UnusedIAMUserPassword | UnusedPermission | InternalAccess

The ID of the finding to retrieve.

Type: String

nextToken
A token used for pagination of results returned.

Type: String

resource
The resource that generated the finding.

Type: String

resourceOwnerAccount

Tye Amazon Web Services account ID that owns the resource.

Type: String

resourceType

The type of the resource identified in the finding.
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Type: String

Valid Values: AWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS: :Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

status

The status of the finding.
Type: String

Valid Values: ACTIVE | ARCHIVED | RESOLVED
updatedAt

The time at which the finding was updated.

Type: Timestamp

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource could not be found.
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HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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GetGeneratedPolicy

Retrieves the policy that was generated using StartPolicyGeneration.

Request Syntax

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSery
HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

includeResourcePlaceholders

The level of detail that you want to generate. You can specify whether to generate policies with
placeholders for resource ARNs for actions that support resource level granularity in policies.

For example, in the resource section of a policy, you can receive a placeholder such as
"Resource":"arn:aws:s3:::${BucketName}" instead of "*".

includeServiceLevelTemplate

The level of detail that you want to generate. You can specify whether to generate service-level
policies.

IAM Access Analyzer uses iam:servicelastaccessed to identify services that have been
used recently to create this service-level template.

jobid

The JobId that is returned by the StartPolicyGeneration operation. The JobId
can be used with GetGeneratedPolicy to retrieve the generated policies or used with
CancelPolicyGeneration to cancel the policy generation request.

Required: Yes

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"

1,

"jobId": "string",
"startedOn": "string",
"status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

generatedPolicyResult

A GeneratedPolicyResult object that contains the generated policies and associated

details.

Type: GeneratedPolicyResult object

jobDetails

A GeneratedPolicyDetails object that contains details about the generated policy.

Type: JobDetails object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

Errors
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also APl Version 2019-11-01 75
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ListAccessPreviewFindings

Retrieves a list of access preview findings generated by the specified access preview.

Request Syntax

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
I
"maxResults": number,
"nextToken": "string"
}

URI Request Parameters
The request uses the following URI parameters.

accessPreviewld

The unique ID for the access preview.
Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: Yes

Request Body

The request accepts the following data in JSON format.

analyzerArn

The ARN of the analyzer used to generate the access.
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Type: String

Pattern: [A:]*:[A:]*:[~:]*:[~:]1*:[~:]*:analyzer/.{1, 255}

Required: Yes
filter

Criteria to filter the returned findings.
Type: String to Criterion object map

Required: No

maxResults
The maximum number of results to return in the response.
Type: Integer

Required: No

nextToken
A token used for pagination of results returned.
Type: String

Required: No

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{

"action": [ "string" ],

"changeType": "string",
"condition": {

"string" : "string"
.
"createdAt": "string",

Response Syntax
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"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",

"isPublic": boolean,

"principal": {

"string" : "string"

iy

"resource": "string",

"resourceControlPolicyRestriction":
"resourceOwnerAccount": "string",

"resourceType":

"sources": [

{

"string",

"string",

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

iy
Ilt::Eell:

"string"

]I

"status": "string"

1,

"nextToken": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
findings

A list of access preview findings that match the specified filter criteria.

Type: Array of AccessPreviewFinding objects

nextToken
A token used for pagination of results returned.

Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

ConflictException
A conflict exception error.

HTTP Status Code: 409

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
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Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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ListAccessPreviews

Retrieves a list of access previews for the specified analyzer.

Request Syntax

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI Request Parameters
The request uses the following URI parameters.

analyzerArn

The ARN of the analyzer used to generate the access preview.

Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[*:]*:analyzex/. {1,255}

Required: Yes

maxResults

The maximum number of results to return in the response.

nextToken

A token used for pagination of results returned.

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
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"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

accessPreviews

A list of access previews retrieved for the analyzer.

Type: Array of AccessPreviewSummary objects

nextToken
A token used for pagination of results returned.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException

Internal server error.
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HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 83
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ListAnalyzedResources

Retrieves a list of resources of the specified type that have been analyzed by the specified analyzer.

Request Syntax

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}

URI Request Parameters
The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

analyzerArn

The ARN of the analyzer to retrieve a list of analyzed resources from.

Type: String
Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]*:analyzexr/. {1,255}

Required: Yes

maxResults
The maximum number of results to return in the response.
Type: Integer

Required: No

nextToken

A token used for pagination of results returned.

ListAnalyzedResources
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Type: String

Required: No

resourceType

The type of resource.
Type: String

Valid Values: AWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

Required: No

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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analyzedResources

A list of resources that were analyzed.

Type: Array of AnalyzedResourceSummary objects

nextToken
A token used for pagination of results returned.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also APl Version 2019-11-01 87
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ListAnalyzers

Retrieves a list of analyzers.

Request Syntax

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.
maxResults

The maximum number of results to return in the response.

nextToken

A token used for pagination of results returned.
type

The type of analyzer.

Valid Values: ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS
| ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"analyzers": [
{

arn": "string",

ListAnalyzers
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"configuration": { ... },
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",
"statusReason": {
"code": "string"
},
"string" : "string"
I
"type": "string"

]I

"nextToken": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
analyzers

The analyzers retrieved.

Type: Array of AnalyzerSummary objects

nextToken
A token used for pagination of results returned.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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ListArchiveRules

Retrieves a list of archive rules created for the specified analyzer.

Request Syntax

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

analyzerName

The name of the analyzer to retrieve rules from.
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

maxResults

The maximum number of results to return in the request.

nextToken

A token used for pagination of results returned.

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
archiveRules

A list of archive rules created for the specified analyzer.

Type: Array of ArchiveRuleSummary objects

nextToken
A token used for pagination of results returned.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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ListFindings

Retrieves a list of findings generated by the specified analyzer. ListFindings and ListFindingsV2
both use access-analyzer:ListFindings in the Action element of an IAM policy statement.
You must have permission to perform the access-analyzer:ListFindings action.

To learn about filter keys that you can use to retrieve a list of findings, see IAM Access Analyzer
filter keys in the IAM User Guide.

(® Note

ListFindings is supported only for external access analyzers. You must use ListFindingsV2
for internal and unused access analyzers.

Request Syntax

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
.
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI Request Parameters

The request does not use any URI parameters.
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Request Body
The request accepts the following data in JSON format.

analyzerArn

The ARN of the analyzer to retrieve findings from.

Type: String
Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

Required: Yes
filter

A filter to match for the findings to return.
Type: String to Criterion object map

Required: No

maxResults
The maximum number of results to return in the response.
Type: Integer

Required: No

nextToken
A token used for pagination of results returned.
Type: String

Required: No
sort
The sort order for the findings returned.

Type: SortCriteria object

Required: No
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Response Syntax

HTTP/1.1 200
Content-type: application/json

findings": [
{
"action": [ "string" ],
"analyzedAt": "string",
"condition": {
"string" : "string"
b
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
},
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"string",

"resourceType":

"sources": [
{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

}I

type": "string"

1,

"status": "string",
"updatedAt": "string"

1,

"nextToken": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

Response Syntax
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The following data is returned in JSON format by the service.
findings
A list of findings retrieved from the analyzer that match the filter criteria specified, if any.

Type: Array of FindingSummary objects

nextToken
A token used for pagination of results returned.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException

Validation exception error.
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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ListFindingsV2

Retrieves a list of findings generated by the specified analyzer. ListFindings and ListFindingsV2
both use access-analyzer:ListFindings in the Action element of an IAM policy statement.
You must have permission to perform the access-analyzer:ListFindings action.

To learn about filter keys that you can use to retrieve a list of findings, see IAM Access Analyzer
filter keys in the IAM User Guide.

Request Syntax

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI Request Parameters

The request does not use any URI parameters.

Request Body

The request accepts the following data in JSON format.
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analyzerArn

The ARN of the analyzer to retrieve findings from.

Type: String
Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]1*:analyzer/.{1, 255}

Required: Yes
filter

A filter to match for the findings to return.
Type: String to Criterion object map

Required: No

maxResults
The maximum number of results to return in the response.
Type: Integer

Required: No

nextToken
A token used for pagination of results returned.
Type: String

Required: No

sort
The criteria used to sort.
Type: SortCriteria object

Required: No

Response Syntax

HTTP/1.1 200
Content-type: application/json
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{
"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
findings
A list of findings retrieved from the analyzer that match the filter criteria specified, if any.

Type: Array of FindingSummaryV?2 objects

nextToken
A token used for pagination of results returned.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

 Amazon SDK for .NET

« Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3
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ListPolicyGenerations

Lists all of the policy generations requested in the last seven days.

Request Syntax

GET /policy/generation?
maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.
maxResults
The maximum number of results to return in the response.

Valid Range: Minimum value of 1.

nextToken

A token used for pagination of results returned.

principalArn

The ARN of the IAM entity (user or role) for which you are generating a policy. Use this with
ListGeneratedPolicies to filter the results to only include results for a specific principal.

Pattern: arn:[~:]*:iam::[*:]*:(role|user)/.{1,576}

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"nextToken": "string",
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"policyGenerations": [

{
"completedOn": "string",
"jobId": "string",
"principalArn": "string",
"startedOn": "string",
"status": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
nextToken

A token used for pagination of results returned.

Type: String

policyGenerations

A PolicyGeneration object that contains details about the generated policy.

Type: Array of PolicyGeneration objects

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500
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ThrottlingException
Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 106
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ListTagsForResource

Retrieves a list of tags applied to the specified resource.

Request Syntax

GET /tags/resourceArn HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

resourceArn
The ARN of the resource to retrieve tags from.

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

ListTagsForResource
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tags

The tags that are applied to the specified resource.

Type: String to string map

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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Amazon Command Line Interface

Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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StartPolicyGeneration

Starts the policy generation request.

Request Syntax

PUT /policy/generation HTTP/1.1
Content-type: application/json

"clientToken": "string",

"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" 1]

+,

"policyGenerationDetails": {
"principalArn": "string"

URI Request Parameters

The request does not use any URI parameters.

Request Body
The request accepts the following data in JSON format.

clientToken

A unique, case-sensitive identifier that you provide to ensure the idempotency of the request.
Idempotency ensures that an APl request completes only once. With an idempotent request, if
the original request completes successfully, the subsequent retries with the same client token
return the result from the original successful request and they have no additional effect.
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If you do not specify a client token, one is automatically generated by the Amazon SDK.

Type: String

Required: No

cloudTrailDetails

A CloudTrailDetails object that contains details about a Trail that you want to analyze to

generate policies.

Type: CloudTrailDetails object

Required: No

policyGenerationDetails

Contains the ARN of the IAM entity (user or role) for which you are generating a policy.

Type: PolicyGenerationDetails object

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"jobId": "string"

}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

jobld

The JobId thatis returned by the StartPolicyGeneration operation. The JobId
can be used with GetGeneratedPolicy to retrieve the generated policies or used with
CancelPolicyGeneration to cancel the policy generation request.
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Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

ConflictException
A conflict exception error.

HTTP Status Code: 409

InternalServerException
Internal server error.

HTTP Status Code: 500

ServiceQuotaExceededException
Service quote met error.

HTTP Status Code: 402
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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Amazon Command Line Interface

Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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StartResourceScan

Immediately starts a scan of the policies applied to the specified resource.

(® Note

This action is supported only for external access analyzers.

Request Syntax

POST /resource/scan HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"
}

URI Request Parameters
The request does not use any URI parameters.

Request Body

The request accepts the following data in JSON format.

analyzerArn

The ARN of the analyzer to use to scan the policies applied to the specified resource.

Type: String
Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

Required: Yes

resourceArn

The ARN of the resource to scan.
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Type: String
Pattern: arn:[A:]*:[A:]*: [~ ]*: [~ ]*: . *

Required: Yes

resourceOwnerAccount

The Amazon Web Services account ID that owns the resource. For most Amazon resources, the
owning account is the account in which the resource was created.

Type: String

Required: No
Response Syntax
HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource could not be found.

Response Syntax API Version 2019-11-01 115



IAM Access Analyzer API Reference

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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TagResource

Adds a tag to the specified resource.

Request Syntax

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI Request Parameters
The request uses the following URI parameters.

resourceArn
The ARN of the resource to add the tag to.

Required: Yes

Request Body

The request accepts the following data in JSON format.

tags

The tags to add to the resource.
Type: String to string map
Required: Yes

Response Syntax

HTTP/1.1 200
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
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Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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UntagResource

Removes a tag from the specified resource.

Request Syntax

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.
resourceArn
The ARN of the resource to remove the tag from.

Required: Yes
tagKeys

The key for the tag to add.

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.
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AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin
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https://docs.amazonaws.cn/goto/aws-cli/accessanalyzer-2019-11-01/UntagResource
https://docs.amazonaws.cn/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UntagResource
https://docs.amazonaws.cn/goto/SdkForCpp/accessanalyzer-2019-11-01/UntagResource
https://docs.amazonaws.cn/goto/SdkForGoV2/accessanalyzer-2019-11-01/UntagResource
https://docs.amazonaws.cn/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UntagResource
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UntagResource
https://docs.amazonaws.cn/goto/SdkForKotlin/accessanalyzer-2019-11-01/UntagResource

IAM Access Analyzer API Reference

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 122
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UpdateAnalyzer
Modifies the configuration of an existing analyzer.

® Note

This action is not supported for external access analyzers.

Request Syntax

PUT /analyzer/analyzerName HTTP/1.1
Content-type: application/json

{

"configuration": { ... }

}

URI Request Parameters
The request uses the following URI parameters.

analyzerName

The name of the analyzer to modify.
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]1*

Required: Yes

Request Body
The request accepts the following data in JSON format.

configuration

Contains information about the configuration of an analyzer for an Amazon organization or
account.
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Type: AnalyzerConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: No

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"configuration": { ... }

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

configuration

Contains information about the configuration of an analyzer for an Amazon organization or
account.

Type: AnalyzerConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403
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ConflictException
A conflict exception error.

HTTP Status Code: 409

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

See Also API Version 2019-11-01 125
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« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 126
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UpdateArchiveRule

Updates the criteria and values for the specified archive rule.

Request Syntax

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URI Request Parameters

The request uses the following URI parameters.

analyzerName

The name of the analyzer to update the archive rules for.
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [A-Za-z][A-Za-z0-9_.-]*

Required: Yes

ruleName
The name of the rule to update.
Length Constraints: Minimum length of 1. Maximum length of 255.

Pattern: [A-Za-z][A-Za-z0-9_.-]*
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Required: Yes

Request Body
The request accepts the following data in JSON format.
clientToken

A client token.

Type: String

Required: No
filter

A filter to match for the rules to update. Only rules that match the filter are updated.
Type: String to Criterion object map

Required: Yes

Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException

Internal server error.
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HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 129
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UpdateFindings
Updates the status for the specified findings.

Request Syntax

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URI Request Parameters

The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

analyzerArn

The ARN of the analyzer that generated the findings to update.

Type: String

Pattern: [A:]*:[~:]*:[~:]*:[~:]1*:[~:]1*:analyzer/.{1, 255}

Required: Yes

clientToken
A client token.
Type: String

Required: No

UpdateFindings
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ids
The IDs of the findings to update.
Type: Array of strings

Required: No

resourceArn
The ARN of the resource identified in the finding.
Type: String
Pattern: arn:[A:]*:[A:]*: [~ ]*: [N ]*: %

Required: No

status

The state represents the action to take to update the finding Status. Use ARCHIVE to change an
Active finding to an Archived finding. Use ACTIVE to change an Archived finding to an Active
finding.

Type: String
Valid Values: ACTIVE | ARCHIVED

Required: Yes

Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.
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AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500

ResourceNotFoundException
The specified resource could not be found.

HTTP Status Code: 404
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException
Validation exception error.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

See Also API Version 2019-11-01 132
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« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 133


https://docs.amazonaws.cn/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.amazonaws.cn/goto/boto3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.amazonaws.cn/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateFindings

IAM Access Analyzer

API Reference

ValidatePolicy

Requests the validation of a policy and returns a list of findings. The findings help you identify

issues and provide actionable recommendations to resolve the issue and enable you to author

functional policies that meet security best practices.

Request Syntax

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1

Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

URI Request Parameters

The request uses the following URI parameters.

maxResults

The maximum number of results to return in the response.

nextToken

A token used for pagination of results returned.

Request Body
The request accepts the following data in JSON format.
locale

The locale to use for localizing the findings.

Type: String

Valid Values:DE | EN | ES | FR | IT | JA | KO | PT_BR | ZH_CN | ZH_TW

ValidatePolicy
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Required: No

policyDocument

The JSON policy document to use as the content for the policy.
Type: String
Required: Yes

policyType

The type of policy to validate. Identity policies grant permissions to IAM principals. Identity
policies include managed and inline policies for IAM roles, users, and groups.

Resource policies grant permissions on Amazon resources. Resource policies include trust
policies for IAM roles and bucket policies for Amazon S3 buckets. You can provide a generic
input such as identity policy or resource policy or a specific input such as managed policy or
Amazon S3 bucket policy.

Service control policies (SCPs) are a type of organization policy attached to an Amazon
organization, organizational unit (OU), or an account.

Type: String

Valid Values: IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY |
RESOURCE_CONTROL_POLICY

Required: Yes

validatePolicyResourceType

The type of resource to attach to your resource policy. Specify a value for the policy validation
resource type only if the policy type is RESOURCE_POLICY. For example, to validate a resource
policy to attach to an Amazon S3 bucket, you can choose AWS: : S3: :Bucket for the policy
validation resource type.

For resource types not supported as valid values, IAM Access Analyzer runs policy checks that
apply to all resource policies. For example, to validate a resource policy to attach to a KMS key,
do not specify a value for the policy validation resource type and IAM Access Analyzer will run
policy checks that apply to all resource policies.

Type: String
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Valid Values: AWS: :S3: :Bucket | AWS::S3::AccessPoint |

AWS: :S3::MultiRegionAccessPoint | AWS::S30bjectLambda: :AccessPoint |

AWS: :IAM: :AssumeRolePolicyDocument | AWS::DynamoDB::Table

Required: No

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path”: [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
},
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"
}

Response Syntax
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

findings

The list of findings in a policy returned by IAM Access Analyzer based on its suite of policy
checks.

Type: Array of ValidatePolicyFinding objects

nextToken
A token used for pagination of results returned.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
Internal server error.

HTTP Status Code: 500
ThrottlingException

Throttling limit exceeded error.

HTTP Status Code: 429

ValidationException

Validation exception error.
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 138
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Data Types

The IAM Access Analyzer API contains several data types that various actions use. This section
describes each data type in detail.

(@ Note

The order of each element in a data type structure is not guaranteed. Applications should
not assume a particular order.

The following data types are supported:

e Access

o AccessPreview

o AccessPreviewFinding

o AccessPreviewStatusReason

o AccessPreviewSummary

+ AclGrantee

« AnalysisRule
« AnalysisRuleCriteria

« AnalyzedResource

« AnalyzedResourceSummary

» AnalyzerConfiguration

o AnalyzerSummary

o ArchiveRuleSummary

¢ CloudTrailDetails

o CloudTrailProperties

» Configuration

o Criterion

» DynamodbStreamConfiguration

« DynamodbTableConfiguration

» EbsSnapshotConfiguration
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EcrRepositoryConfiguration

EfsFileSystemConfiguration

ExternalAccessDetails

ExternalAccessFindingsStatistics
Finding
FindingAggregationAccountDetails

FindingDetails

FindingSource

FindingSourceDetail

FindingsStatistics

FindingSummary

FindingSummaryV2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternalAccessAnalysisRule

InternalAccessAnalysisRuleCriteria

InternalAccessConfiguration

InternalAccessDetails

InternalAccessFindingsStatistics

InternalAccessResourceTypeDetails

InternetConfiguration

JobDetails

JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location
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» NetworkOriginConfiguration

« PathElement

» PolicyGeneration

« PolicyGenerationDetails

e Position

» RdsDbClusterSnapshotAttributeValue

» RdsDbClusterSnapshotConfiguration
» RdsDbSnapshotAttributeValue

» RdsDbSnapshotConfiguration

» ReasonSummary

« RecommendationError

» RecommendedStep

» ResourceTypeDetails

» S3AccessPointConfiguration

» S3BucketAclGrantConfiguration

» S3BucketConfiguration

o S3ExpressDirectoryAccessPointConfiguration

» S3ExpressDirectoryBucketConfiguration

o S3PublicAccessBlockConfiguration

» SecretsManagerSecretConfiguration

» SnsTopicConfiguration

e SortCriteria

e Span
» SgsQueueConfiguration

o StatusReason

 Substring
o Trail

 TrailProperties

» UnusedAccessConfiguration

o UnusedAccessFindingsStatistics
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UnusedAccessTypeStatistics

UnusedAction

UnusedlamRoleDetails

UnusedlamUserAccessKeyDetails

UnusedlamUserPasswordDetails

UnusedPermissionDetails

UnusedPermissionsRecommendedStep

ValidatePolicyFinding

ValidationExceptionField

VpcConfiguration
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Access
Contains information about actions and resources that define permissions to check against a policy.

Contents
actions

A list of actions for the access permissions. Any strings that can be used as an action in an IAM
policy can be used in the list of actions to check.

Type: Array of strings
Array Members: Minimum number of 0 items. Maximum number of 100 items.

Required: No

resources

A list of resources for the access permissions. Any strings that can be used as an Amazon
Resource Name (ARN) in an IAM policy can be used in the list of resources to check. You can only
use a wildcard in the portion of the ARN that specifies the resource ID.

Type: Array of strings
Array Members: Minimum number of 0 items. Maximum number of 100 items.
Length Constraints: Minimum length of 0. Maximum length of 2048.

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AccessPreview

Contains information about an access preview.

Contents
analyzerArn
The ARN of the analyzer used to generate the access preview.
Type: String
Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

Required: Yes

configurations
A map of resource ARNSs for the proposed resource configuration.

Type: String to Configuration object map

Required: Yes
createdAt

The time at which the access preview was created.
Type: Timestamp

Required: Yes
id

The unique ID for the access preview.

Type: String

Pattern: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: Yes

status

The status of the access preview.

AccessPreview
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e Creating - The access preview creation is in progress.

« Completed - The access preview is complete. You can preview findings for external access to
the resource.

« Failed - The access preview creation has failed.
Type: String
Valid Values: COMPLETED | CREATING | FAILED

Required: Yes

statusReason
Provides more details about the current status of the access preview.

For example, if the creation of the access preview fails, a Failed status is returned. This failure
can be due to an internal issue with the analysis or due to an invalid resource configuration.

Type: AccessPreviewStatusReason object

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AccessPreviewFinding

An access preview finding generated by the access preview.

Contents
changeType

Provides context on how the access preview finding compares to existing access identified in
IAM Access Analyzer.

« New - The finding is for newly-introduced access.
« Unchanged - The preview finding is an existing finding that would remain unchanged.

« Changed - The preview finding is an existing finding with a change in status.

For example, a Changed finding with preview status Resolved and existing status Active
indicates the existing Active finding would become Resolved as a result of the proposed
permissions change.

Type: String
Valid Values: CHANGED | NEW | UNCHANGED

Required: Yes
createdAt

The time at which the access preview finding was created.
Type: Timestamp

Required: Yes
id

The ID of the access preview finding. This ID uniquely identifies the element in the list of access
preview findings and is not related to the finding ID in Access Analyzer.

Type: String

Required: Yes
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resourceOwnerAccount

The Amazon Web Services account ID that owns the resource. For most Amazon resources, the
owning account is the account in which the resource was created.

Type: String

Required: Yes

resourceType
The type of the resource that can be accessed in the finding.
Type: String

Valid Values: AWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS: :Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

Required: Yes

status

The preview status of the finding. This is what the status of the finding would be after
permissions deployment. For example, a Changed finding with preview status Resolved and
existing status Active indicates the existing Active finding would become Resolved as a
result of the proposed permissions change.

Type: String
Valid Values: ACTIVE | ARCHIVED | RESOLVED

Required: Yes

action

The action in the analyzed policy statement that an external principal has permission to
perform.

Type: Array of strings
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Required: No

condition
The condition in the analyzed policy statement that resulted in a finding.
Type: String to string map

Required: No

error
An error.
Type: String

Required: No
existingFindingld

The existing ID of the finding in IAM Access Analyzer, provided only for existing findings.
Type: String

Required: No

existingFindingStatus
The existing status of the finding, provided only for existing findings.
Type: String
Valid Values: ACTIVE | ARCHIVED | RESOLVED

Required: No
isPublic

Indicates whether the policy that generated the finding allows public access to the resource.
Type: Boolean

Required: No

principal

The external principal that has access to a resource within the zone of trust.
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Type: String to string map

Required: No

resource

The resource that an external principal has access to. This is the resource associated with the
access preview.

Type: String

Required: No

resourceControlPolicyRestriction

The type of restriction applied to the finding by the resource owner with an Organizations
resource control policy (RCP).

Type: String
Valid Values: APPLICABLE | FAILED_TO_EVALUATE_RCP | NOT_APPLICABLE | APPLIED

Required: No

sources

The sources of the finding. This indicates how the access that generated the finding is granted.
It is populated for Amazon S3 bucket findings.

Type: Array of FindingSource objects

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3
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AccessPreviewStatusReason

Provides more details about the current status of the access preview. For example, if the creation
of the access preview fails, a Failed status is returned. This failure can be due to an internal issue
with the analysis or due to an invalid proposed resource configuration.

Contents

code
The reason code for the current status of the access preview.
Type: String
Valid Values: INTERNAL_ERROR | INVALID_CONFIGURATION

Required: Yes

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AccessPreviewSummary
Contains a summary of information about an access preview.

Contents

analyzerArn
The ARN of the analyzer used to generate the access preview.
Type: String
Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]*:analyzexr/. {1,255}

Required: Yes
createdAt

The time at which the access preview was created.
Type: Timestamp

Required: Yes
id

The unique ID for the access preview.
Type: String
Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: Yes

status

The status of the access preview.
« Creating - The access preview creation is in progress.

« Completed - The access preview is complete and previews the findings for external access to
the resource.

« Failed - The access preview creation has failed.

Type: String
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Valid Values: COMPLETED | CREATING | FAILED

Required: Yes

statusReason

Provides more details about the current status of the access preview. For example, if the
creation of the access preview fails, a Failed status is returned. This failure can be due to an
internal issue with the analysis or due to an invalid proposed resource configuration.

Type: AccessPreviewStatusReason object

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3
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AclGrantee

You specify each grantee as a type-value pair using one of these types. You can specify only one
type of grantee. For more information, see PutBucketAcl.

Contents

/A Important

This data type is a UNION, so only one of the following members can be specified when
used or returned.

The value specified is the canonical user ID of an Amazon Web Services account.
Type: String

Required: No

uri
Used for granting permissions to a predefined group.
Type: String

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AnalysisRule

Contains information about analysis rules for the analyzer. Analysis rules determine which entities
will generate findings based on the criteria you define when you create the rule.

Contents

exclusions

A list of rules for the analyzer containing criteria to exclude from analysis. Entities that meet the
rule criteria will not generate findings.

Type: Array of AnalysisRuleCriteria objects

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AnalysisRuleCriteria

The criteria for an analysis rule for an analyzer. The criteria determine which entities will generate
findings.

Contents

accountlds

A list of Amazon Web Services account IDs to apply to the analysis rule criteria. The accounts
cannot include the organization analyzer owner account. Account IDs can only be applied to the
analysis rule criteria for organization-level analyzers. The list cannot include more than 2,000
account IDs.

Type: Array of strings

Required: No

resourceTags

An array of key-value pairs to match for your resources. You can use the set of Unicode letters,
digits, whitespace, _, ., /, =, +, and -.

For the tag key, you can specify a value that is 1 to 128 characters in length and cannot be
prefixed with aws:.

For the tag value, you can specify a value that is O to 256 characters in length. If the specified
tag value is O characters, the rule is applied to all principals with the specified tag key.

Type: Array of string to string maps

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++

+« Amazon SDK for Java V2
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« Amazon SDK for Ruby V3

See Also API Version 2019-11-01 156
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AnalyzedResource

Contains details about the analyzed resource.
Contents

analyzedAt

The time at which the resource was analyzed.

Type: Timestamp

Required: Yes
createdAt

The time at which the finding was created.
Type: Timestamp

Required: Yes
isPublic

Indicates whether the policy that generated the finding grants public access to the resource.

Type: Boolean

Required: Yes

resourceArn
The ARN of the resource that was analyzed.

Type: String

Pattern: arn:[A:]*:[A:]*: [~ ]*: [~ ]*: %

Required: Yes

resourceOwnerAccount

The Amazon Web Services account ID that owns the resource.

Type: String

Required: Yes

AnalyzedResource
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resourceType
The type of the resource that was analyzed.
Type: String

Valid Values: AWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

Required: Yes
updatedAt

The time at which the finding was updated.
Type: Timestamp

Required: Yes

actions

The actions that an external principal is granted permission to use by the policy that generated
the finding.

Type: Array of strings

Required: No

error
An error message.
Type: String

Required: No

sharedVia

Indicates how the access that generated the finding is granted. This is populated for Amazon S3
bucket findings.
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Type: Array of strings

Required: No

status
The current status of the finding generated from the analyzed resource.
Type: String
Valid Values: ACTIVE | ARCHIVED | RESOLVED

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

Se