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What is the Amazon Command Line Interface?

The Amazon Command Line Interface (Amazon CLI) is an open source tool that enables you

to interact with Amazon services using commands in your command-line shell. With minimal
configuration, the Amazon CLI enables you to start running commands that implement
functionality equivalent to that provided by the browser-based Amazon Web Services Management
Console from the command prompt in your terminal program:

 Linux shells — Use common shell programs such as bash, zsh, and tcsh to run commands in

Linux or macOS.

« Windows command line - On Windows, run commands at the Windows command prompt or in
PowerShell.

« Remotely - Run commands on Amazon Elastic Compute Cloud (Amazon EC2) instances through
a remote terminal program such as PuTTY or SSH, or with Amazon Systems Manager.

All Iaas (infrastructure as a service) Amazon administration, management, and access functions in
the Amazon Web Services Management Console are available in the Amazon APl and Amazon CLI.
New Amazon laaS features and services provide full Amazon Web Services Management Console
functionality through the API and CLI at launch or within 180 days of launch.

The Amazon CLI provides direct access to the public APIs of Amazon services. You can explore a
service's capabilities with the Amazon CLI, and develop shell scripts to manage your resources.
In addition to the low-level, APl-equivalent commands, several Amazon services provide
customizations for the Amazon CLI. Customizations can include higher-level commands that
simplify using a service with a complex API.

About Amazon CLI version 2

The Amazon CLI version 2 is the most recent major version of the Amazon CLI and supports all of
the latest features. Some features introduced in version 2 are not backported to version 1 and you
must upgrade to access those features. There are some "breaking" changes from version 1 that
might require you to change your scripts. For a list of breaking changes in version 2, see Migration
guide for the Amazon CLI version 2.

The Amazon CLI version 2 is available to install only as a bundled installer. While you might find
it in package managers, these are unsupported and unofficial packages that are not produced
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https://www.gnu.org/software/bash/
http://www.zsh.org/
https://www.tcsh.org/

Amazon Command Line Interface User Guide for Version 2

or managed by Amazon. We recommend that you install the Amazon CLI from only the official
Amazon distribution points, as documented in this guide.

To install the Amazon CLI version 2, see the section called “Install/Update”.

To check the currently installed version, use the following command:

$ aws --version
aws-cli/2.27.41 Python/3.11.6 Linux/5.10.205-195.807.amzn2.x86_64 botocore/1.18.6

For version history, see the Amazon CLI version 2 Changelog on GitHub.

Maintenance and support for SDK major versions

For information about maintenance and support for SDK major versions and their underlying
dependencies, see the following in the Amazon SDKs and Tools Reference Guide:

« Amazon SDKs and tools maintenance policy

« Amazon SDKs and tools version support matrix

About Amazon Web Services

Amazon Web Services (Amazon) is a collection of digital infrastructure services that developers can
leverage when developing their applications. The services include computing, storage, database,
and application synchronization (messaging and queuing). Amazon uses a pay-as-you-go service
model. You are charged only for the services that you—or your applications—use. Also, to make
Amazon more approachable as a platform for prototyping and experimentation, Amazon offers a
free usage tier. On this tier, services are free below a certain level of usage. For more information
about Amazon costs and the Free Tier, see Amazon Free Tier. To obtain an Amazon account, open

the Amazon home page and then choose Create a Free Account.

About the examples in the Amazon CLI User Guide

The Amazon Command Line Interface (Amazon CLI) examples in this guide are formatted using the
following conventions:

Maintenance and support for SDK major versions 2
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« Prompt - The command prompt uses the Linux prompt and is displayed as ($ ). For commands
that are Windows specific, C:\> is used as the prompt. Do not include the prompt when you type
commands.

» Directory - When commands must be executed from a specific directory, the directory name is
shown before the prompt symbol.

« User input — Command text that you enter at the command line is formatted as user input.

» Replaceable text — Variable text, including names of resources that you choose, or IDs generated
by Amazon services that you must include in commands, is formatted as replaceable text.
In multiple-line commands or commands where specific keyboard input is required, keyboard
commands can also be shown as replaceable text.

o Output - Output returned by Amazon services is shown under user input, and is formatted as
computer output.

The following aws configure command example demonstrates user input, replaceable text, and
output:

1. Enter aws configure at the command line, and then press Enter.
The Amazon CLI outputs lines of text, prompting you to enter additional information.

Enter each of your access keys in turn, and then press Enter.

P WD

Then, enter an Amazon Region name in the format shown, press Enter, and then press Enter a
final time to skip the output format setting.

5. The final Enter command is shown as replaceable text because there is no user input for that
line.

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: ENTER

The following example shows a simple command with output. To use this example, enter the full
text of the command (the highlighted text after the prompt), and then press Enter. The name

of the security group, my-sg, is replaceable to your desired security group name. The JSON
document, including the curly braces, is output. If you configure your CLI to output in text or table
format, the output will be formatted differently. JSON is the default output format.

About the examples 3
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$ aws ec2 create-security-group --group-name my-sg --description "My security group"

{
"GroupId": "sg-903004f8"

}

Additional documentation and resources for the Amazon CLI

Amazon CLI documentation and resources

In addition to this user guide, the following are valuable online resources when you use the
Amazon CLI.

« Amazon CLI version 2 reference guide

« Amazon CLI Bash scripting code examples repository. Open source bash scripting examples. Bash

scripting examples are hosted in the Amazon Code Examples Repository on GitHub.

« Amazon CLI GitHub repository. You can view and fork the source code for the Amazon CLI on

GitHub. Join the community of users on GitHub to provide feedback, request features, and
submit your own contributions. This includes viewing and providing commands examples for the
Amazon CLI documentation.

« Amazon CLI alias examples repository You can view and fork Amazon CLI alias examples on
GitHub.

« Amazon CLI version 2 Changelog

Other Amazon SDKs and tools

Depending on your use case, you might want to choose one of the Amazon SDKs or tools to better
fit your needs:

« Amazon SDKs and Tools Reference Guide

 Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java

« Amazon SDK for JavaScript

« Amazon SDK for Kotlin
« Amazon SDK for .NET

Additional documentation and resources 4


https://docs.amazonaws.cn/cli/latest/reference/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/aws-cli
https://github.com/awsdocs/aws-doc-sdk-examples
https://github.com/aws/aws-cli
https://github.com/awslabs/awscli-aliases
https://github.com/aws/aws-cli/blob/v2/CHANGELOG.rst?plain=1
https://docs.amazonaws.cn/sdkref/latest/guide/
https://docs.amazonaws.cn/sdk-for-cpp
https://docs.amazonaws.cn/sdk-for-go/api/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/

Amazon Command Line Interface

User Guide for Version 2

« Amazon SDK for Python (Boto)

« Amazon SDK for PHP

« Amazon Tools for PowerShell
« Amazon SDK for Ruby

« Amazon SDK for Rust

« Amazon SDK for SAP ABAP

« Amazon SDK for Swift

o Amazon Amplify

Other Amazon SDKs and tools
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Getting started with the Amazon CLI

This chapter provides steps to get started with version 2 of the Amazon Command Line Interface
(Amazon CLI) and provides links to the relevant instructions.

1. Complete all prerequisites - To access Amazon services with the Amazon CLI, you need at

minimum an Amazon Web Services account and IAM credentials. To increase the security of your
Amazon account, we recommend that you do not use your root account credentials. You should
create a user with least privilege to provide access credentials to the tasks you'll be running in
Amazon.

2. Install or gain access to the Amazon CLI using one of the following methods:

(Recommended) the section called “Install/Update”.

the section called “Build and install from source”. Building the Amazon CLI from GitHub source
is @ more in-depth method that is primarily used by customers who work on platforms that we
do not directly support with our pre-built installers.

the section called “Amazon ECR Public/Docker".

Access the Amazon CLI version 2 in the Amazon console from your browser using Amazon
CloudShell. For more information, see the Amazon CloudShell User Guide.

3. After you have access to the Amazon CLI, configure your Amazon CLI with your IAM credentials

for first time use.

(@ Troubleshooting installer or configure errors

If you have issues after installing, uninstalling, or configuring the Amazon CLI, see the
section called “Troubleshoot errors” for troubleshooting steps.

Topics

Prerequisites to use the Amazon CLI version 2

Installing or updating to the latest version of the Amazon CLI

Installing past releases of the Amazon CLI version 2

Building and installing the Amazon CLI from source

Running the official Amazon ECR Public or Docker images for the Amazon CLI
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» Setting up the Amazon CLI

Prerequisites to use the Amazon CLI version 2

To access Amazon services with the Amazon CLI, you need an Amazon Web Services account
with IAM or IAM Identity Center credentials. When running Amazon CLI commands, the Amazon
CLI needs to have access to those Amazon credentials. To increase the security of your Amazon
account, we recommend that you only use short-lived credentials when using root or IAM users.
You should create a user with least privilege to provide access credentials to the tasks you'll be
running in Amazon. For information about best practices, see Security best practices in the IAM
User Guide.

Topics

» Create an IAM or IAM ldentity Center administrative account

» Next steps

Create an IAM or IAM Identity Center administrative account

Before you can configure the Amazon CLI, you need to create an IAM or IAM Identity Center
account.

Account creation options

Choose a way To How to create an How to configure

to manage your account programmatic access

credentials to the account

Amazon Management Use short-term Open https:// No additional steps

Console credentials credentials correspon  portal.aws.amazon. are necessary. To sign
ding to the root com/billing/signup in to the Amazon CLI
user created during and follow the online  with your Amazon
initial account set instructions. account, see Login
up, an IAM user, or for Amazon local
a federated identity development using
from your identity console credentials
provider.
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Choose a way
to manage your
credentials

IAM Identity Center

Amazon Identity and
Access Management

(Not recommended)

Next steps

To

Use short-term
credentials to access
Amazon services.

Use long-term
credentials to access
Amazon services.

How to create an
account

Following the
instructions in
Getting started in the
Amazon IAM Identity
Center User Guide.

Following the
instructions in Create
an for emergency
access in the IAM
User Guide.

How to configure
programmatic access
to the account

Configure
programmatic access
by Configuring the
to use in the Amazon
IAM ldentity Center
User Guide.

Configure
programmatic access
by Manage access
keys for users in the
IAM User Guide.

After creating an Amazon Web Services account and IAM credentials, to use the Amazon CLI you

can do one of the following:

« Install the latest release of the Amazon CLI version 2 on your computer.

 Access the Amazon CLI version 2 from your computer using a Docker image.

» Access the Amazon CLI version 2 in the Amazon console from your browser using Amazon

CloudShell. For more information see the Amazon CloudShell User Guide.

Installing or updating to the latest version of the Amazon CLI

This topic describes how to install or update the latest release of the Amazon Command Line
Interface (Amazon CLI) on supported operating systems. For information on the latest releases of
Amazon CLI, see the Amazon CLI version 2 Changelog on GitHub.

To install a past release of the Amazon CLI, see the section called “Past releases”. For uninstall

instructions, see Uninstall.

Next steps
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/A Important

Amazon CLI versions 1 and 2 use the same aws command name. If you previously installed
Amazon CLI version 1, see Migration guide for the Amazon CLI version 2.

Topics

« Amazon CLI install and update instructions

» Troubleshooting Amazon CLI install and uninstall errors

» Next steps

Amazon CLI install and update instructions

For installation instructions, expand the section for your operating system.
Linux

Install and update requirements
« You must be able to extract or "unzip" the downloaded package. If your operating system doesn't
have the built-in unzip command, use an equivalent.

« The Amazon CLI uses glibc, groff, and less. These are included by default in most major
distributions of Linux.

» We support the Amazon CLI on 64-bit versions of recent distributions of CentOS, Fedora,
Ubuntu, Amazon Linux 1, Amazon Linux 2, Amazon Linux 2023, and Linux ARM.

» Because Amazon doesn't maintain third-party repositories other than snap, we can't guarantee
that they contain the latest version of the Amazon CLI.

Install or update the Amazon CLI

/A Warning

If this is your first time updating on Amazon Linux, to install the latest version of the
Amazon CLI, you must uninstall the pre-installed yum version using the following
command:

Amazon CLI install and update instructions 9
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$ sudo yum remove awscli

After the yum installation of the Amazon CLI is removed, follow the below Linux install
instructions.

You can install the Amazon CLI by using one of the following methods:

« The command line installer is good option for version control, as you can specify the version to
install. This option does not auto-update and you must download a new installer each time you
update to overwrite previous version.

« The officially supported snap package is a good option to always have the latest version of the
Amazon CLI as snap packages automatically refresh. There is no built-in support for selecting
minor versions of Amazon CLI and therefore is not an optimal install method if your team needs
to pin versions.

Command line installer - Linux x86 (64-bit)

To update your current installation of Amazon CLI, download a new installer each time you
update to overwrite previous versions. Follow these steps from the command line to install the
Amazon CLI on Linux.

The following are quick installation steps in a single copy and paste group that provide a basic
installation. For guided instructions, see the steps that follow.

(@ Note

(Optional) The following command block downloads and installs the Amazon CLI
without first verifying the integrity of your download. To verify the integrity of your
download, use the below step by step instructions.

To install the Amazon CLI, run the following commands.

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip
sudo ./aws/install

Amazon CLI install and update instructions 10
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To update your current installation of the Amazon CLI, add your existing symlink and installer
information to construct the install command using the --bin-dir, --install-dir,

and - -update parameters. The following command block uses an example symlink of /usr/
Local/bin and example installer location of /usr/local/aws-cli to install the Amazon CLI
locally for the current user.

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip

sudo ./aws/install --bin-dir /usr/local/bin --install-dir /usr/local/aws-cli --
update

Guided installation steps
1. Download the installation file in one of the following ways:

« Use the curl command - The -0 option specifies the file name that the downloaded
package is written to. The options on the following example command write the
downloaded file to the current directory with the local name awscliv2.zip.

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip" -o
"awscliv2.zip"

« Downloading from the URL - To download the installer with your browser, use the
following URL: https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip

2. (Optional) Verifying the integrity of your downloaded zip file

If you chose to manually download the Amazon CLI installer package . zip in the above
steps, you can use the following steps to verify the signatures by using the GnuPG tool.

The Amazon CLI installer package . zip files are cryptographically signed using PGP
signatures. If there is any damage or alteration of the files, this verification fails and you
should not proceed with installation.

a. Download and install the gpg command using your package manager. For more
information about GnuPG, see the GnuPG website.

b. To create the public key file, create a text file and paste in the following text.

Amazon CLI install and update instructions 11
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C.

mQINBF2Cx7UBEADJZHcgus0J17ENSyumXh85z0TRVOxJoxM2B/JLOkHOyigQluUG
ZMLhENaG@ObYatdrKP+3H911vK@50pXwn0/R7fB/FSTouki4ciIx50uLlnlJZIxSzx
PqG1OmkxImLNbGWoi6Lto@OLYXxqHN2iQtz1lwTVmq9733zd3XfcXrZ3+Lb1HAgEt5G
TfNxEKJI8soPLyWmwDH6HWCNnjZ/aIQRBTIQO5uVeEoYxSh6w0ai7ss/KveoSNBbYz
gbdzoqI2Y8cgH2nbfgp3DSasalLZEdCSsIsK1u@5CinE7k2qZ7KgKAUIcT/cR/grk
C6VwsnDUQOUCideXcQ8WeHutqvgZH11gKDbznoIzeQHID238GEu+eKhRHcz8/jeG
94zkcgJ0z3KbZGYMiTh277Fvj9zzvZsbMBCedV1BTg3TqgvdX4bdkhf5cH+7NtWO
1rFj6UwAsGukBTAOxCO1l/dnSmZhJ7Z1KmEWilxo/g0xrjt0OxqRQutlIqG22TaqoPG
fYVN+en3Zwbt97kcgZDwqbuykNt640ZWc4XKCa3mprEGC3IbITBFqglXmZ719ywG
EEUJY01lb2XxSuPWml139beWdKM8kzxr10jn10m6+1pTRCBfoO@wa9F8YZRhHPAkwKkX
XDeOGpWRj40h0x0d2GWkyV5xyN14p2tQ0Cd00DMz80yUTgRpPVQUtOEhXQARAQAB
tCFBV1MgQOxJIFR1YWOgPGF3cyljbGlAYW1lhem9uLmNvbT6JA1QEEWEIAD4CGWMF
CwkIBwIGFQoJCAsCBBYCAWECHgECF4AWIQT7Xbd/1cEYuAURraimMQxMRnJIHXAUC
aGveYQUIDMpiLAAKCRCmMQxMRnJIHXKBYD/9Ab0qQdGi05h0bchG8xh8Rpb4Mjyf6
0JxrVo6m8GNjNj6BHkSc8FfuTQJl/FaEhaQxj3pjZ3GXPxXjIIVChmICL1FuRXYzxXc
Pw@lniybypsZEVai5k00tCNBCCFuMN9RsmmRG8mf71C4FSThUDmxG/QlYK+QIV/1
uJkzxWa+rySkdpm@JdqumjegNRgObdXHAQDW1ubWQHWyZyIQ2B4U7AXxqSpcdIp6I
S4Zds4wVLAIWES5pquYQ8vS2cN1Dm4QNg8wTj58e31KN47hXHMIb6CHXRNb9470]a
pg189LLPR5koh+EorNkAlwu5mAJtIvy5YMsppy2y/kIjp31lyY6AmPT1posgGk70Z
CmToEZ5xrbd7ARExt1h76A@cabMDF1EHDIK8RNUOSRx7L64+Kx0UegKBfQHb9dADY
qqiKqpCbKgvtWlds909Ms74IBgr2KwZCSY1HaOxnIxr4CY43QRqAq5YHOay /mU+6w
hhmdF18vpyK@vfkvvGresWtSXbag7Hkt3XjaEw76BzxQH21EBDqU8WIVjHgU6xu+
DJTs+SxgJbaT3hb/vyjlwOlK+hFfhWKRwgOXH8vqducF95NRSUxtS4fpqxWVaw3Q
V20WSjbne99A5EPEYSzryFTKbMGwaTlAwMCwYevt4YT6eb7NmFhTx@OFis4TalUs+
j+c7Kg92pDx2uQ==

=0BAt

For reference, the following are the details of the public key.

Key ID: A6310ACC4672475C

Type: RSA

Size: 4096/4096

Created: 2019-09-18

Expires: 2026-07-07

User ID: AWS CLI Team <aws-cli@amazon.com>

Key fingerprint: FB5D B77F D5C1 18B8 0511 ADA8 A631 QACC 4672 475C

key-file-name with the file name of the public key you created.

$ gpg --import public-key-file-name
gpg: /home/username/.gnupg/trustdb.gpg: trustdb created

Import the Amazon CLI public key with the following command, substituting public-

Amazon CLI install and update instructions
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gpg: key A631QACC4672475C: public key "AWS CLI Team <aws-cli@amazon.com>"

imported
gpg: Total number processed: 1
gpg: imported: 1

d. Download the Amazon CLI signature file for the package you downloaded. It has
the same path and name as the . zip file it corresponds to, but has the extension
.sig. In the following examples, we save it to the current directory as a file named
awscliv2.sig.

For the latest version of the Amazon CLI, use the following command block:

$ curl -o awscliv2.sig https://awscli.amazonaws.com/awscli-exe-linux-
x86_64.zip.sig

e. Verify the signature, passing both the downloaded .sig and . zip file names as
parameters to the gpg command.

$ gpg --verify awscliv2.sig awscliv2.zip

The output should look similar to the following.

gpg: Signature made Mon Nov 4 19:00:01 2019 PST

gpg: using RSA key FB5D B77F D5C1 18B8 0511 ADA8 A631 QACC
4672 475C

gpg: Good signature from "AWS CLI Team <aws-cli@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the

owner.
Primary key fingerprint: FB5D B77F D5C1 18B8 0511 ADA8 A631 QACC 4672 475C

/A Important

The warning in the output is expected and doesn't indicate a problem. It occurs
because there isn't a chain of trust between your personal PGP key (if you have
one) and the Amazon CLI PGP key. For more information, see Web of trust.

3. Unzip the installer. If your Linux distribution doesn't have a built-in unzip command, use
an equivalent to unzip it. The following example command unzips the package and creates
a directory named aws under the current directory.

Amazon CLI install and update instructions 13
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$ unzip awscliv2.zip

(® Note

When updating from a previous version, the unzip command prompts to overwrite
existing files. To skip these prompts, such as with script automation, use the -u
update flag for unzip. This flag automatically updates existing files and creates
new ones as needed.

$ unzip -u awscliv2.zip

4. Run the install program. The installation command uses a file named install in the newly
unzipped aws directory. By default, the files are all installed to /usr/local/aws-cli,
and a symbolic link is created in /usr/local/bin. The command includes sudo to grant
write permissions to those directories.

$ sudo ./aws/install

You can install without sudo if you specify directories that you already have write
permissions to. Use the following instructions for the install command to specify the
installation location:

« Ensure that the paths you provide to the -i and -b parameters contain no volume name
or directory names that contain any space characters or other white space characters. If
there is a space, the installation fails.

e --install-dir or -i - This option specifies the directory to copy all of the files to.

The default value is /usr/local/aws-cli.

e --bin-dir or -b - This option specifies that the main aws program in the install
directory is symbolically linked to the file aws in the specified path. You must have write
permissions to the specified directory. Creating a symlink to a directory that is already in
your path eliminates the need to add the install directory to the user's $PATH variable.

The default value is /usr/local/bin.
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$ ./aws/install -i fusr/local/aws-cli -b /usr/local/bin

(® Note

To update your current installation of the Amazon CLI, add your existing symlink
and installer information to construct the install command with the --update
parameter.

$ sudo ./aws/install --bin-dir Jusr/local/bin --install-dir /usr/local/
aws-cli --update

To locate the existing symlink and installation directory, use the following steps:

1. Use the which command to find your symlink. This gives you the path to use
with the --bin-dir parameter.

$ which aws
/usr/local/bin/aws

2. Use the 1s command to find the directory that your symlink points to. This gives
you the path to use with the --install-dir parameter.

$ 1s -1 /usr/local/bin/aws
lrwxrwxrwx 1 ec2-user ec2-user 49 Oct 22 09:49 /usr/local/bin/aws -> /
usr/local/aws-cli/v2/current/bin/aws

5. Confirm the installation with the following command.

$ aws --version
aws-cli/2.27.41 Python/3.11.6 Linux/5.10.205-195.807.amzn2.x86_64

If the aws command cannot be found, you might need to restart your terminal or follow
the troubleshooting in the section called “Troubleshoot errors”.
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Command line - Linux ARM

To update your current installation of Amazon CLI, download a new installer each time you
update to overwrite previous versions. Follow these steps from the command line to install the
Amazon CLI on Linux.

The following are quick installation steps in a single copy and paste group that provide a basic
installation. For guided instructions, see the steps that follow.

(® Note

(Optional) The following command block downloads and installs the Amazon CLI
without first verifying the integrity of your download. To verify the integrity of your
download, use the below step by step instructions.

To install the Amazon CLI, run the following commands.

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-aarch64.zip" -o "awscliv2.zip"
unzip awscliv2.zip
sudo ./aws/install

To update your current installation of the Amazon CLI, add your existing symlink and installer
information to construct the install command using the --bin-dir, --install-dir,

and - -update parameters. The following command block uses an example symlink of /usr/
local/bin and example installer location of /usr/local/aws-cli.

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-aarch64.zip" -o "awscliv2.zip"
unzip awscliv2.zip

sudo ./aws/install --bin-dir /usr/local/bin --install-dir /usr/local/aws-cli --
update

Guided installation steps
1. Download the installation file in one of the following ways:

« Use the curl command - The -0 option specifies the file name that the downloaded
package is written to. The options on the following example command write the
downloaded file to the current directory with the local name awscliv2.zip.
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« Downloading from the URL - To download the installer with your browser, use the

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-aarch64.zip" -o
"awscliv2.zip"

following URL: https://awscli.amazonaws.com/awscli-exe-linux-aarch64.zip

2. (Optional) Verifying the integrity of your downloaded zip file

If you chose to manually download the Amazon CLI installer package . zip in the above
steps, you can use the following steps to verify the signatures by using the GnuPG tool.

The Amazon CLI installer package . zip files are cryptographically signed using PGP
signatures. If there is any damage or alteration of the files, this verification fails and you

should not proceed with installation.

a.

b.

Download and install the gpg command using your package manager. For more
information about GnuPG, see the GnuPG website.

To create the public key file, create a text file and paste in the following text.

mQINBF2Cxr7UBEADJZHcgus0J17ENSyumXh85z0TRVOxJoxM2B/JLOkHOyigQluUG
ZMLhENaGObYatdrKP+3H911vK050pXwn0/R7fB/FSTouki4ciIx50uLlnlZIxSzx
PqG1lOmkxImLNbGWoi6LtoOLYxqHN2iQtz1lwTVmq9733zd3XfcXxZ3+Lb1HAgEt5G
TfNXEKJ8soPLyWmwDH6HWCNnjZ/aIQRBTIQO5uVeEoYxSh6w0ai7ss/KveoSNBbYz
gbdzoqI2Y8cgH2nbfgp3DSasalZEdCSsIsK1u@5CinE7k2qZ7KgKAUIcT/cR/grk@lniybypsZEVai5k00tCNBCCFuMN9RsmmRG8mf71C4FSThUDmxG/QlYK+QIV/1
uJkzxWa+rySkdpm@3IdqumjegNRgObdXHAQDW1ubWQHWyZyIQ2B4U7AxqSpcdIp6I
S4Zds4wVLA1IWESpquYQ8vS2cN1Dm4QNg8wTj58e31KN47hXHMIb6CHXRNb9470]a
pg189LLPR5koh+EorNkAlwu5mAJtIvy5YMsppy2y/kIjp3lyY6AmPT1posgGk70Z
CmToEZ5xrbd7ARExt1h76A0cabMDF1EHDIKS8RNUOSRx7L64+Kx0UegKBfQHb9dADY
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qqiKqpCbKgvtWlds909Ms74IBgr2KwZCSY1HaOxnIxr4CY43QRqAq5YHOay /mU+6w
hhmdF18vpyKOvfkvvGresWtSXbag7Hkt3XjaEw76BzxQH21EBDqU8WIVjHgU6xu+
DJTs+SxgJbaT3hb/vyjlwOlK+hFfhWKRwgOXH8vqducF95NRSUxtS4fpqxWVaw3Q
V20WSjbne99A5EPEYSzryFTKbMGwaTl1AwMCwYevt4YT6eb7NmFhTxOFis4TalUs+
j+c7Kg92pDx2uQ==

=0BAt

For reference, the following are the details of the public key.

Key ID: A6310ACC4672475C

Type: RSA

Size: 4096/4096

Created: 2019-09-18

Expires: 2026-07-07

User ID: AWS CLI Team <aws-cli@amazon.com>

Key fingerprint: FB5D B77F D5C1 18B8 0511 ADA8 A631 QACC 4672 475C

c. Import the Amazon CLI public key with the following command, substituting public-
key-file-name with the file name of the public key you created.

$ gpg --import public-key-file-name

gpg: /home/username/.gnupg/trustdb.gpg: trustdb created

gpg: key A6310ACC4672475C: public key "AWS CLI Team <aws-cli@amazon.com>"
imported

gpg: Total number processed: 1

gpg: imported: 1

d. Download the Amazon CLI signature file for the package you downloaded. It has
the same path and name as the . zip file it corresponds to, but has the extension
.sig. In the following examples, we save it to the current directory as a file named
awscliv2.sig.

For the latest version of the Amazon CLI, use the following command block:

$ curl -o awscliv2.sig https://awscli.amazonaws.com/awscli-exe-linux-
aarch64.zip.sig

e. Verify the signature, passing both the downloaded .sig and . zip file names as
parameters to the gpg command.
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$ gpg --verify awscliv2.sig awscliv2.zip

The output should look similar to the following.

gpg: Signature made Mon Nov 4 19:00:01 2019 PST

apg: using RSA key FB5D B77F D5C1 18B8 ©511 ADA8 A631 QACC
4672 475C

gpg: Good signature from "AWS CLI Team <aws-cli@amazon.com>" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the
owner.

Primary key fingerprint: FB5D B77F D5C1 18B8 0511 ADA8 A631 QACC 4672 475C

/A Important

The warning in the output is expected and doesn't indicate a problem. It occurs
because there isn't a chain of trust between your personal PGP key (if you have
one) and the Amazon CLI PGP key. For more information, see Web of trust.

3. Unzip the installer. If your Linux distribution doesn't have a built-in unzip command, use
an equivalent to unzip it. The following example command unzips the package and creates
a directory named aws under the current directory.

$ unzip awscliv2.zip

® Note

When updating from a previous version, the unzip command prompts to overwrite
existing files. To skip these prompts, such as with script automation, use the -u
update flag for unzip. This flag automatically updates existing files and creates
new ones as needed.

$ unzip -u awscliv2.zip

4. Run the install program. The installation command uses a file named install in the newly
unzipped aws directory. By default, the files are all installed to /usr/local/aws-cli,
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and a symbolic link is created in /usr/local/bin. The command includes sudo to grant
write permissions to those directories.

$ sudo ./aws/install

You can install without sudo if you specify directories that you already have write
permissions to. Use the following instructions for the install command to specify the
installation location:

« Ensure that the paths you provide to the -i and -b parameters contain no volume name
or directory names that contain any space characters or other white space characters. If
there is a space, the installation fails.

e --install-dir or -i - This option specifies the directory to copy all of the files to.

The default value is /usr/local/aws-cli.

e --bin-dir or -b - This option specifies that the main aws program in the install
directory is symbolically linked to the file aws in the specified path. You must have write
permissions to the specified directory. Creating a symlink to a directory that is already in
your path eliminates the need to add the install directory to the user's $PATH variable.

The default value is /usr/local/bin.

$ ./aws/install -i fusr/local/aws-cli -b /usr/local/bin

(® Note

To update your current installation of the Amazon CLI, add your existing symlink
and installer information to construct the install command with the --update
parameter.

$ sudo ./aws/install --bin-dir /usr/local/bin --install-dir /usr/local/
aws-cli --update

To locate the existing symlink and installation directory, use the following steps:

1. Use the which command to find your symlink. This gives you the path to use
with the --bin-dir parameter.
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$ which aws
/usr/local/bin/aws

2. Use the 1s command to find the directory that your symlink points to. This gives
you the path to use with the --install-dir parameter.

$ 1s -1 /usr/local/bin/aws
lrwxrwxrwx 1 ec2-user ec2-user 49 Oct 22 09:49 /usr/local/bin/aws -> /
usr/local/aws-cli/v2/current/bin/aws

5. Confirm the installation with the following command.

$ aws --version
aws-cli/2.27.41 Python/3.11.6 Linux/5.10.205-195.807.amzn2.x86_64

If the aws command cannot be found, you might need to restart your terminal or follow
the troubleshooting in the section called “Troubleshoot errors”.

Snap package

We provide an official Amazon supported version of the Amazon CLI on snap. If you want to
always have the latest version of the Amazon CLI installed on your system, a snap package
provides this for you as it auto-updates. There is no built-in support for selecting minor versions
of Amazon CLI and therefore it is not an optimal install method if your team needs to pin
versions. If you want to install a specific minor version of the Amazon CLI, we suggest you use
the command line installer.

1. If your Linux platform does not already have snap installed, install snap on your platform.

a. Forinformation on installing snap, see Installing the daemon in the Snap
documentation.

b. You may need to restart your system so that your PATH variables are updated correctly.
If you are having installation issues, follow steps in Fix common issues in the Snap

documentation.

c. To verify that snap is installed correctly, run the following command.
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$ snap version

2. Run the following snap install command for the Amazon CLI.

$ snap install aws-cli --classic

Depending on your permissions, you may need to add sudo to the command.

$ sudo snap install aws-cli --classic

(® Note

To view the snap repository for the Amazon CLI, including additional snap
instructions, see the aws-cli page in the Canonical Snapcraft website.

3. Verify that the Amazon CLI installed correctly.

$ aws --version
aws-cli/2.27.41 Python/3.11.6 Linux/5.10.205-195.807.amzn2.x86_64

If you get an error, see Troubleshooting errors for the Amazon CLI.

macOS
Install and update requirements

» We support the Amazon CLI on macOS versions 11 and later. For more information, see macOS
support policy updates for the Amazon CLI v2 on the Amazon Developer Tools Blog.

« Because Amazon doesn't maintain third-party repositories, we can't guarantee that they contain
the latest version of the Amazon CLI.

macOS version support matrix

Amazon CLI version Supported macOS version

2.21.0 - current 11+
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Amazon CLI version Supported macOS version
2.17.0-2.20.0 10.15+
2.0.0-2.16.12 10.14 and below

Install or update the Amazon CLI

If you are updating to the latest version, use the same installation method that you used in your
current version. You can install the Amazon CLI on macOS in the following ways.

GUI installer

The following steps show how to install the latest version of the Amazon CLI by using the
standard macOS user interface and your browser.

1. In your browser, download the macOS pkg file: https://awscli.amazonaws.com/
AWSCLIV2.pkg

2. Run your downloaded file and follow the on-screen instructions. You can choose to install
the Amazon CLI in the following ways:
« For all users on the computer (requires sudo)

« You can install to any folder, or choose the recommended default folder of /usxr/
local/aws-cli.

» The installer automatically creates a symlink at /usr/local/bin/aws that links to
the main program in the installation folder you chose.

« For only the current user (doesn't require sudo)
» You can install to any folder to which you have write permission.

» Due to standard user permissions, after the installer finishes, you must manually create
a symlink file in your $PATH that points to the aws and aws_completer programs
by using the following commands at the command prompt. The default location for a
symlink is /usr/local/bin/:

$ 1n -s /folder/installed/aws-cli/aws /usr/local/bin/aws
$ 1n -s /folder/installed/aws-cli/aws_completer /usr/local/bin/aws_completer
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If you don't have write permissions to the folder, you may need to use sudo in your
command. The following example uses sudo with the default location for a symlink in
/usr/local/bin/:

$ sudo 1ln -s /folder/installed/aws-cli/aws /usr/local/bin/aws
$ sudo 1n -s /folder/installed/aws-cli/aws_completer /usr/local/bin/
aws_completer

(@ Note
You can view debug logs for the installation by pressing Cmd+L anywhere in the
installer. This opens a log pane that enables you to filter and save the log. The log
file is also automatically saved to /var/log/install.log.

3. To verify that the shell can find and run the aws command in your $PATH, use the following
commands.

$ which aws

/usr/local/bin/aws

$ aws --version

aws-cli/2.27.41 Python/3.11.6 Darwin/23.3.0

If the aws command cannot be found, you might need to restart your terminal or follow
the troubleshooting in the section called “Troubleshoot errors”.

Command line installer - All users

If you have sudo permissions, you can install the Amazon CLI for all users on the computer. We
provide the steps in one easy to copy and paste group. See the descriptions of each line in the
following steps.

$ curl "AWSCLIV2.pkg" -o "AWSCLIV2.pkg"
$ sudo installer -pkg AWSCLIV2.pkg -target /
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Guided installation instructions

1. Download the file using the curl command. The -0 option specifies the file name that the
downloaded package is written to. In this example, the file is written to AWSCLIV2.pkgin
the current folder.

$ curl "AWSCLIV2.pkg" -o "AWSCLIV2.pkg"

2. Run the standard macOS installer program, specifying the downloaded . pkg file as the
source. Use the -pkg parameter to specify the name of the package to install, and the -
target / parameter for which drive to install the package to. The files are installed to /
usr/local/aws-cli, and a symlink is automatically created in /usr/local/bin. You
must include sudo on the command to grant write permissions to those folders.

$ sudo installer -pkg ./AWSCLIV2.pkg -target /

After installation is complete, debug logs are written to /var/log/install.log.

3. To verify that the shell can find and run the aws command in your $PATH, use the following
commands.

$ which aws

/usr/local/bin/aws

$ aws --version

aws-cli/2.27.41 Python/3.11.6 Darwin/23.3.0

If the aws command cannot be found, you might need to restart your terminal or follow
the troubleshooting in the section called “Troubleshoot errors"”.

Command line - Current user

1. To specify which folder the Amazon CLI is installed to, you must create an XML file with any
file name. This file is an XML-formatted file that looks like the following example. Leave
all values as shown, except you must replace the path /Users/myusername in line 9 with
the path to the folder you want the Amazon CLI installed to. The folder must already exist,
or the command fails. The following XML example, named choices. xml, specifies the
installer to install the Amazon CLI in the folder /Users/myusername, where it creates a
folder named aws-cli.
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<?xml version="1.0" encoding="UTF-8"7?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/
PropertylList-1.0.dtd">
<plist version="1.0">
<array>
<dict>
<key>choiceAttribute</key>
<string>customLocation</string>
<key>attributeSetting</key>
<string>/Users/myusername</string>
<key>choiceldentifier</key>
<string>default</string>
</dict>
</array>
</plist>

2. Download the pkg installer using the curl command. The -0 option specifies the file
name that the downloaded package is written to. In this example, the file is written to
AWSCLIV2.pkg in the current folder.

$ curl "AWSCLIV2.pkg" -o "AWSCLIV2.pkg"
3. Run the standard macOS installer program with the following options:

« Specify the name of the package to install by using the -pkg parameter.

» Specify installing to a current user only by setting the -target parameter to
CurrentUserHomeDirectory.

» Specify the path (relative to the current folder) and name of the XML file that you
created in the -applyChoiceChangesXML parameter.

The following example installs the Amazon CLI in the folder /Users/myusername/aws -
cli.

$ installer -pkg AWSCLIV2.pkg \
-target CurrentUserHomeDirectory \
-applyChoiceChangesXML choices.xml

4. Because standard user permissions typically don't allow writing to folders in your $PATH,
the installer in this mode doesn't try to add the symlinks to the aws and aws_completer
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programs. For the Amazon CLI to run correctly, you must manually create the symlinks after
the installer finishes. If your $PATH includes a folder you can write to and you specify the
folder as the target's path, you can run the following command without sudo. If you don't
have a writable folder in your $PATH, you must use sudo for permissions to write to the
specified target folder. The default location for a symlink is /usr/local/bin/. Replace
folder/installed with the path to your Amazon CLI installation.

$ sudo 1ln -s /folder/installed/aws-cli/aws /usr/local/bin/aws
$ sudo 1n -s /folder/installed/aws-cli/aws_completer /usr/local/bin/
aws_completer

After installation is complete, debug logs are written to /var/log/install.log.

5. To verify that the shell can find and run the aws command in your $PATH, use the following
commands.

$ which aws

/usr/local/bin/aws

$ aws --version

aws-cli/2.27.41 Python/3.11.6 Darwin/23.3.0

If the aws command cannot be found, you might need to restart your terminal or follow
the troubleshooting in the section called “Troubleshoot errors”.

Windows

Install and update requirements

» We support the Amazon CLI on Microsoft-supported versions of 64-bit Windows.

« Admin rights to install software

Install or update the Amazon CLI

To update your current installation of Amazon CLI on Windows, download a new installer each time
you update to overwrite previous versions. Amazon CLI is updated regularly. To see when the latest
version was released, see the Amazon CLI version 2 Changelog on GitHub.

1. Download and run the Amazon CLI MSI installer for Windows (64-bit):

Amazon CLI install and update instructions 27


https://raw.githubusercontent.com/aws/aws-cli/v2/CHANGELOG.rst

Amazon Command Line Interface User Guide for Version 2

https://awscli.amazonaws.com/AWSCLIV2.msi

Alternatively, you can run the msiexec command to run the MSI installer.

C:\> msiexec.exe /i AWSCLIV2.msi

For various parameters that can be used with msiexec, see msiexec on the Microsoft Docs
website. For example, you can use the /gn flag for a silent installation.

C:\> msiexec.exe /i AWSCLIV2.msi /qn

2. To confirm the installation, open the Start menu, search for cmd to open a command prompt
window, and at the command prompt use the aws --version command.

C:\> aws --version
aws-cli/2.27.41 Python/3.11.6 Windows/10 exe/AMD64 prompt/off

If Windows is unable to find the program, you might need to close and reopen the command
prompt window to refresh the path, or follow the troubleshooting in the section called
“Troubleshoot errors”.

Troubleshooting Amazon CLI install and uninstall errors

If you come across issues after installing or uninstalling the Amazon CLI, see the section called

“Troubleshoot errors” for troubleshooting steps. For the most relevant troubleshooting steps,

see the section called “Command not found errors”, the section called “The "aws --version"
command returns a different version than you installed”, and the section called “The "aws --
version" command returns a version after uninstalling the Amazon CLI".

Next steps

After you successfully install the Amazon CLI, you can safely delete your downloaded installer files.
After completing the steps in the section called "Prerequisites” and installing the Amazon CLI, you
should perform a the section called “Setup”.
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Installing past releases of the Amazon CLI version 2

This topic describes how to install the past releases of the Amazon Command Line Interface version
2 (Amazon CLI) on supported operating systems. For information on the Amazon CLI version 2
releases, see the Amazon CLI version 2 Changelog on GitHub.

Amazon CLI version 2 installation instructions:
Linux

Installation requirements

» You know which release of the Amazon CLI version 2 you'd like to install. For a list of versions,
see the Amazon CLI version 2 Changelog on GitHub.

» You must be able to extract or "unzip" the downloaded package. If your operating system doesn't
have the built-in unzip command, use an equivalent.

« The Amazon CLI version 2 uses glibc, groff, and less. These are included by default in most
major distributions of Linux.

« We support the Amazon CLI version 2 on 64-bit versions of recent distributions of CentOS,
Fedora, Ubuntu, Amazon Linux 1, Amazon Linux 2 and Linux ARM.

« Because Amazon doesn't maintain third-party repositories, we can't guarantee that they contain
the latest version of the Amazon CLI.

Installation instructions

Follow these steps from the command line to install the Amazon CLI on Linux.

We provide the steps in one easy to copy and paste group based on whether you use 64-bit Linux
or Linux ARM. See the descriptions of each line in the steps that follow.

Linux x86 (64-bit)

(® Note

(Optional) The following command block downloads and installs the Amazon CLI
without first verifying the integrity of your download. To verify the integrity of your
download, use the below step by step instructions.
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For a list of versions, see the Amazon CLI version 2 Changelog on GitHub.

To install the Amazon CLI, run the following commands.

To specify a version, append a hyphen and the version number to the filename. For this example
the filename for version 2. @. 30 would be awscli-exe-1inux-x86_64-2.0.30.zip
resulting in the following command:

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64-2.0.30.zip" -o
"awscliv2.zip"

unzip awscliv2.zip

sudo ./aws/install

To update your current installation of the Amazon CLI, add your existing symlink and installer
information to construct the install command using the --bin-dir, --install-dir,

and - -update parameters. The following command block uses an example symlink of /usr/
local/bin and example installer location of /usr/local/aws-cli.

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64-2.0.30.zip" -o
"awscliv2.zip"

unzip awscliv2.zip

sudo ./aws/install --bin-dir /usr/local/bin --install-dir /usr/local/aws-cli --

update

Linux ARM

(@ Note

(Optional) The following command block downloads and installs the Amazon CLI
without first verifying the integrity of your download. To verify the integrity of your
download, use the below step by step instructions.

For a list of versions, see the Amazon CLI version 2 Changelog on GitHub.

To install the Amazon CLI, run the following commands.

To specify a version, append a hyphen and the version number to the filename. For this example
the filename for version 2. @. 30 would be awscli-exe-linux-aarch64-2.0.30.zip
resulting in the following command:
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$ curl "https://awscli.amazonaws.com/awscli-exe-linux-aarch64-2.0.30.zip" -o
"awscliv2.zip"

unzip awscliv2.zip

sudo ./aws/install

To update your current installation of the Amazon CLI, add your existing symlink and installer
information to construct the install command using the --bin-dir, --install-dir,

and - -update parameters. The following command block uses an example symlink of /usr/
local/bin and example installer location of /usr/local/aws-cli.

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-aarch64-2.0.30.zip" -o
"awscliv2.zip"

unzip awscliv2.zip

sudo ./aws/install --bin-dir /usr/local/bin --install-dir /usr/local/aws-cli --
update

1. Download the installation file in one of the following ways:
Linux x86 (64-bit)

« Use the curl command - The -0 option specifies the file name that the downloaded
package is written to. The options on the following example command write the
downloaded file to the current directory with the local name awscliv2.zip.

To specify a version, append a hyphen and the version number to the filename.
For this example the filename for version 2. 2. 30 would be awscli-exe-1linux-
x86_64-2.0.30.zip resulting in the following command:

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64-2.0.30.zip" -o
"awscliv2.zip"

For a list of versions, see the Amazon CLI version 2 Changelog on GitHub.

« Downloading from the URL -

In your browser, download your specific version of the Amazon CLI by appending a
hyphen and the version number to the filename.

https://awscli.amazonaws.com/awscli-exe-1linux-x86_64-version.number.zip
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For this example the filename for version 2. @. 30 would be awscli-exe-linux-
x86_64-2.0.30.zip resulting in the following link: https://awscli.amazonaws.com/awscli-
exe-linux-x86_64-2.0.30.zip

Linux ARM

« Use the curl command - The -0 option specifies the file name that the downloaded
package is written to. The options on the following example command write the
downloaded file to the current directory with the local name awscliv2.zip.

To specify a version, append a hyphen and the version number to the filename.
For this example the filename for version 2. @. 30 would be awscli-exe-1linux-
aarch64-2.0.30.zip resulting in the following command:

$ curl "https://awscli.amazonaws.com/awscli-exe-linux-aarch64-2.0.30.zip" -o
"awscliv2.zip"

unzip awscliv2.zip

sudo ./aws/install

« Downloading from the URL -

In your browser, download your specific version of the Amazon CLI by appending a
hyphen and the version number to the filename.

https://awscli.amazonaws.com/awscli-exe-linux-aarch64-version.number.zip

For this example the filename for version 2. @. 30 would be awscli-exe-1linux-
aarch64-2.0.30.zip resulting in the following link: https://awscli.amazonaws.com/

awscli-exe-linux-aarch64-2.0.30.zip

2. (Optional) Verifying the integrity of your downloaded zip file

If you chose to manually download the Amazon CLI installer package . zip in the above steps,
you can use the following steps to verify the signatures by using the GnuPG tool.

The Amazon CLI installer package . zip files are cryptographically signed using PGP
signatures. If there is any damage or alteration of the files, this verification fails and you
should not proceed with installation.

Past releases 32


https://awscli.amazonaws.com/awscli-exe-linux-x86_64-2.0.30.zip
https://awscli.amazonaws.com/awscli-exe-linux-x86_64-2.0.30.zip
https://awscli.amazonaws.com/awscli-exe-linux-aarch64-2.0.30.zip
https://awscli.amazonaws.com/awscli-exe-linux-aarch64-2.0.30.zip

Amazon Command Line Interface

User Guide for Version 2

a.

b.

mQINBF2Cx7UBEADJZHcgus0J17ENSyumXh85z0TRVOxJoxM2B/ILOkHOYyigQluUG
ZMLhENaG@bYatdrKP+3H911vK@50pXwn0/R7fB/FSTouki4ciIx50uL1lnlJZIxSzx
PqG1OmkxImLNbGWoi6Lto@LYXxqHN2iQtz1lwTVmq9733zd3XfcXrZ3+Lb1HAgEt5G
TfNxEKJI8soPLyWmwDH6HWCNnjZ/aIQRBTIQO5uVeEoYxSh6w0ai7ss/KveoSNBbYz
gbdzoqI2Y8cgH2nbfgp3DSasalLZEdCSsIsK1u@5CinE7k2qZ7KgKAUIcT/cR/grk
C6VwsnDUQOUCideXcQ8WeHutqvgZH1I1gKDbznoIzeQHID238GEu+eKhRHcz8/jeG
942zkcgJ023KbZGYMiTh277Fvj9zzvZsbMBCedV1BTg3TqgvdX4bdkhf5cH+7NtWO
1rFj6UwAsGukBTAOxCO1l/dnSmZhJ7Z1KmEWilxo/g0xjt0OxqRQutlIqG22TaqoPG
fYVN+en3Zwbt97kcgZDwqbuykNt640ZWc4XKCa3mprEGC3IbITBFqglXmZ719ywG
EEUJY01b2XxSuPWml139beWdKM8kzxr10jn10m6+1pTRCBfo@wa9F8YZRhHPAkwKkX
XDeOGpWRj40h0x0d2GWkyV5xyN14p2tQ0Cd00DMz80yUTgRpPVQUtOEhXQARAQAB
tCFBV1MgQOxJIFR1YWOgPGF3cyljbGl1AYW1lhem9uLmNvbT6JA1QEEWEIAD4CGWMF
CwkIBwIGFQoJCAsCBBYCAWECHgECF4AWIQT7Xbd/1cEYuAURraimMQxMRnJIHXAUC
aGveYQUIDMpiLAAKCRCmMQxMRNJIHXKBYD/9Ab0qQdGi05h0bchG8xh8Rpb4Mjyf6
03xrVo6m8GNjNj6BHkSc8fuTQJ/FaEhaQxj3pjZ3GXPxrXjIIVChmICL1FuRXYzxXc
Pw@lniybypsZEVai5k00tCNBCCFuMN9RsmmRG8mf71C4FSThUDmxG/QlYK+QIV/1
uJkzxWa+rySkdpm@JdqumjegNRgObdXHAQDW1ubWQHWyZyIQ2B4U7AxqSpcdIp6I
S4Zds4wVLAIWESpquYQ8vS2cN1Dm4QNg8wTj58e31KN47hXHMIb6CHXRNb9470]a
pg189LLPR5koh+EorNkA1lwu5mAJtIvy5YMsppy2y/kIjp31lyY6AmPT1posgGk70Z
CmToEZ5rbd7ARExt1h76A0cabMDF1EHDIKS8RNUOSRx7L64+Kx0UegKBfQHb9dADY
qqiKqpCbKgvtWlds909Ms74IBgr2KwZCSY1HaOxnIxr4CY43QRqAq5YHOay /mU+6w
hhmdF18vpyK@vfkvvGresWtSXbag7Hkt3XjaEw76BzxQH21EBDqU8WIVjHgU6xu+
DITs+SxgJbaT3hb/vyjlw@lK+hFfhWKRwgOXH8vqducF95NRSUxtS4fpgxWVaw3Q
V20WSjbne99A5EPEYSzryFTKbMGwaT1AwMCwYevt4YT6eb7NmFhTx@Fis4TalUs+
j+c7Kg92pDx2uQ==

=0BAt

For reference, the following are the details of the public key.

Key ID: A6310QACC4672
Type: RSA

Size: 4096/4096
Created: 2019-09-18

Expires: 2026-07-07

Download and install the gpg command using your package manager. For more
information about GnuPG, see the GnuPG website.

To create the public key file, create a text file and paste in the following text.
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User ID: AWS CLI Team <aws-cli@amazon.com>
Key fingerprint: FB5D B77F D5C1 18B8 0511 ADA8 A631 QACC 4672 475C

c. Import the Amazon CLI public key with the following command, substituting public-
key-file-name with the file name of the public key you created.

$ gpg --import public-key-file-name
gpg: /home/username/.gnupg/trustdb.gpg: trustdb created
gpg: key A6310ACC4672475C: public key "AWS CLI Team <aws-cli@amazon.com>"

imported
gpg: Total number processed: 1
gpg: imported: 1

d. Download the Amazon CLI signature file for the package you downloaded. It has the same
path and name as the . zip file it corresponds to, but has the extension .sig. In the
following examples, we save it to the current directory as a file named awscliv2.sig.

Linux x86 (64-bit)

For the latest version of the Amazon CLI, use the following command block:

$ curl -o awscliv2.sig https://awscli.amazonaws.com/awscli-exe-linux-
x86_64.zip.sig

For a specific version of the Amazon CLI, append a hyphen and the version number
to the filename. For this example the filename for version 2. 0. 30 would be awscli-
exe-linux-x86_64-2.0.30.zip.sig resulting in the following command:

$ curl -o awscliv2.sig https://awscli.amazonaws.com/awscli-exe-Llinux-
x86_64-2.0.30.zip.sig

For a list of versions, see the Amazon CLI version 2 Changelog on GitHub.

Linux ARM

For the latest version of the Amazon CLI, use the following command block:

$ curl -o awscliv2.sig https://awscli.amazonaws.com/awscli-exe-linux-
aarch64.zip.sig
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For a specific version of the Amazon CLI, append a hyphen and the version number
to the filename. For this example the filename for version 2. 0. 30 would be awscli-
exe-linux-aarch64-2.0.30.zip.sig resulting in the following command:

$ curl -o awscliv2.sig https://awscli.amazonaws.com/awscli-exe-linux-
aarch64-2.0.30.zip.sig

For a list of versions, see the Amazon CLI version 2 Changelog on GitHub.

e. Verify the signature, passing both the downloaded .sig and .zip file names as
parameters to the gpg command.

$ gpg --verify awscliv2.sig awscliv2.zip

The output should look similar to the following.

gpg: Signature made Mon Nov 4 19:00:01 2019 PST

gpg: using RSA key FB5D B77F D5C1 18B8 ©511 ADA8 A631 QACC 4672
475C

gpg: Good signature from "AWS CLI Team <aws-cli@amazon.com>" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: FB5D B77F D5C1 18B8 0511 ADA8 A631 QACC 4672 475C

/A Important

The warning in the output is expected and doesn't indicate a problem. It occurs
because there isn't a chain of trust between your personal PGP key (if you have
one) and the Amazon CLI PGP key. For more information, see Web of trust.

3. Unzip the installer. If your Linux distribution doesn't have a built-in unzip command, use an
equivalent to unzip it. The following example command unzips the package and creates a
directory named aws under the current directory.

$ unzip awscliv2.zip

4. Run the install program. The installation command uses a file named install in the newly
unzipped aws directory. By default, the files are all installed to /usr/local/aws-cli, and
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a symbolic link is created in /usr/local/bin. The command includes sudo to grant write
permissions to those directories.

$ sudo ./aws/install

You can install without sudo if you specify directories that you already have write permissions

to. Use the following instructions for the install command to specify the installation
location:

« Ensure that the paths you provide to the -i and -b parameters contain no volume name or

directory names that contain any space characters or other white space characters. If there is

a space, the installation fails.

e --install-dir or -i - This option specifies the directory to copy all of the files to.

The default value is /usr/local/aws-cli.

e --bin-dir or -b - This option specifies that the main aws program in the install directory
is symbolically linked to the file aws in the specified path. You must have write permissions
to the specified directory. Creating a symlink to a directory that is already in your path
eliminates the need to add the install directory to the user's $PATH variable.

The default value is /usr/local/bin.

$ ./aws/install -i fusr/local/aws-cli -b /usr/local/bin

(® Note

To update your current installation of the Amazon CLI version 2 to a newer version, add
your existing symlink and installer information to construct the install command
with the - -update parameter.

$ sudo ./aws/install --bin-dir Jusr/local/bin --install-dir /usr/local/aws-
cli --update

To locate the existing symlink and installation directory, use the following steps:

1. Use the which command to find your symlink. This gives you the path to use with
the --bin-dir parameter.
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$ which aws
/usr/local/bin/aws

2. Use the 1s command to find the directory that your symlink points to. This gives
you the path to use with the --install-dir parameter.

$ 1s -1 /usr/local/bin/aws
lrwxrwxrwx 1 ec2-user ec2-user 49 Oct 22 09:49 /usr/local/bin/aws -> /Jusr/
local/aws-cli/v2/current/bin/aws

5. Confirm the installation with the following command.

$ aws --version
aws-cli/2.27.41 Python/3.11.6 Linux/5.10.205-195.807.amzn2.x86_64

If the aws command cannot be found, you might need to restart your terminal or follow the
troubleshooting in the section called “Troubleshoot errors”.

macOS

Installation requirements

» You know which release of the Amazon CLI version 2 you'd like to install. For a list of versions,
see the Amazon CLI version 2 Changelog on GitHub.

» We support the Amazon CLI version 2 on Apple-supported versions of 64-bit macOS.

» Because Amazon doesn't maintain third-party repositories, we can't guarantee that they contain
the latest version of the Amazon CLI.

Installation instructions

You can install the Amazon CLI version 2 on macOS in the following ways.

GUl installer

The following steps show how to install or update to the latest version of the Amazon CLI
version 2 by using the standard macOS user interface and your browser. If you are updating to
the latest version, use the same installation method that you used for your current version.
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1. Inyour browser, download your specific version of the Amazon CLI by appending a hyphen
and the version number to the filename.

https://awscli.amazonaws.com/AWSCLIV2-version.number.pkg

For this example, the filename for version 2. 0. 30 would be AWSCLIV2-2.0.30.pkg
resulting in the following link: https://awscli.amazonaws.com/AWSCLIV2-2.0.30.pkg.

2. Run your downloaded file and follow the on-screen instructions. You can choose to install
the Amazon CLI version 2 in the following ways:

» For all users on the computer (requires sudo)

« You can install to any folder, or choose the recommended default folder of /usxr/
local/aws-cli.

» The installer automatically creates a symlink at /usr/local/bin/aws that links to
the main program in the installation folder you chose.

« For only the current user (doesn't require sudo)
» You can install to any folder to which you have write permission.

» Due to standard user permissions, after the installer finishes, you must manually
create a symlink file in your $PATH that points to the aws and aws_completer
programs by using the following commands at the command prompt. If your $PATH
includes a folder you can write to, you can run the following command without sudo
if you specify that folder as the target's path. If you don't have a writable folder in
your $PATH, you must use sudo in the commands to get permissions to write to the
specified target folder. The default location for a symlink is /usr/local/bin/.

$ sudo 1ln -s /folder/installed/aws-cli/aws /usr/local/bin/aws
$ sudo 1ln -s /folder/installed/aws-cli/aws_completer /usr/local/bin/
aws_completer

(® Note
You can view debug logs for the installation by pressing Cmd+L anywhere in the
installer. This opens a log pane that enables you to filter and save the log. The log
file is also automatically saved to /var/log/install.log.
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3. To verify that the shell can find and run the aws command in your $PATH, use the following
commands.

$ which aws

/usr/local/bin/aws

$ aws --version

aws-cli/2.27.41 Python/3.11.6 Darwin/23.3.0

If the aws command cannot be found, you might need to restart your terminal or follow
the troubleshooting in the section called “Troubleshoot errors”.

Command line installer - All users

If you have sudo permissions, you can install the Amazon CLI version 2 for all users on the
computer. We provide the steps in one easy to copy and paste group. See the descriptions of
each line in the following steps.

For a specific version of the Amazon CLI, append a hyphen and the version number to the
filename. For this example the filename for version 2. 0. 30 would be AWSCLIV2-2.0.30.pkg
resulting in the following command:

$ curl "https://awscli.amazonaws.com/AWSCLIV2-2.0.30.pkg" -o "AWSCLIV2.pkg"
$ sudo installer -pkg AWSCLIV2.pkg -target /

1. Download the file using the curl command. The -o option specifies the file name that the
downloaded package is written to. In this example, the file is written to AWSCLIV2.pkgin
the current folder.

For a specific version of the Amazon CLI, append a hyphen and the version number
to the filename. For this example the filename for version 2. 0. 30 would be
AWSCLIV2-2.0.30.pkg resulting in the following command:

$ curl "https://awscli.amazonaws.com/AWSCLIV2-2.0.30.pkg" -o "AWSCLIV2.pkg"

For a list of versions, see the Amazon CLI version 2 Changelog on GitHub.

2. Run the standard macOS installer program, specifying the downloaded . pkg file as the
source. Use the -pkg parameter to specify the name of the package to install, and the -
target / parameter for which drive to install the package to. The files are installed to /
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usr/local/aws-cli, and a symlink is automatically created in /usr/local/bin. You
must include sudo on the command to grant write permissions to those folders.

$ sudo installer -pkg ./AWSCLIV2.pkg -target /

After installation is complete, debug logs are written to /var/log/install.log.

3. To verify that the shell can find and run the aws command in your $PATH, use the following
commands.

$ which aws

/usr/local/bin/aws

$ aws --version

aws-cli/2.27.41 Python/3.11.6 Darwin/23.3.0

If the aws command cannot be found, you might need to restart your terminal or follow
the troubleshooting in the section called “Troubleshoot errors”.

Command line - Current user

1. To specify which folder the Amazon CLI is installed to, you must create an XML file. This file
is an XML-formatted file that looks like the following example. Leave all values as shown,
except you must replace the path /Users/myusername in line 9 with the path to the
folder you want the Amazon CLI version 2 installed to. The folder must already exist, or the
command fails. This XML example specifies that the installer installs the Amazon CLI in the
folder /Users/myusername, where it creates a folder named aws-cli.

<?xml version="1.0" encoding="UTF-8"7?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/
PropertylList-1.0.dtd">
<plist version="1.0">
<array>
<dict>
<key>choiceAttribute</key>
<string>customLocation</string>
<key>attributeSetting</key>
<string>/Users/myusername</string>
<key>choiceldentifier</key>
<string>default</string>
</dict>
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</array>
</plist>

2. Download the pkg installer using the curl command. The -o option specifies the file
name that the downloaded package is written to. In this example, the file is written to
AWSCLIV2.pkg in the current folder.

For the specific version of the Amazon CLI, append a hyphen and the version
number to the filename. For this example the filename for version 2. 2. 30 would be
AWSCLIV2-2.0.30.pkg resulting in the following command:

$ curl "https://awscli.amazonaws.com/AWSCLIV2-2.0.30.pkg" -o "AWSCLIV2.pkg"

For a list of versions, see the Amazon CLI version 2 Changelog on GitHub.

3. Runthe standard macOS installer program with the following options:

« Specify the name of the package to install by using the -pkg parameter.

» Specify installing to a current user only by setting the -target parameter to
CurrentUserHomeDirectory.

» Specify the path (relative to the current folder) and name of the XML file that you
created in the -applyChoiceChangesXML parameter.

The following example installs the Amazon CLI in the folder /Users/myusername/aws-
cli.

$ installer -pkg AWSCLIV2.pkg \
-target CurrentUserHomeDirectory \
-applyChoiceChangesXML choices.xml

4. Because standard user permissions typically don't allow writing to folders in your $PATH,
the installer in this mode doesn't try to add the symlinks to the aws and aws_completer
programs. For the Amazon CLI to run correctly, you must manually create the symlinks after
the installer finishes. If your $PATH includes a folder you can write to and you specify the
folder as the target's path, you can run the following command without sudo. If you don't
have a writable folder in your $PATH, you must use sudo for permissions to write to the
specified target folder. The default location for a symlink is /usr/local/bin/.

$ sudo 1ln -s /folder/installed/aws-cli/aws /usr/local/bin/aws
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$ sudo 1ln -s /folder/installed/aws-cli/aws_completer /usr/local/bin/
aws_completer

After installation is complete, debug logs are written to /var/log/install.log.

5. To verify that the shell can find and run the aws command in your $PATH, use the following
commands.

$ which aws

/usr/local/bin/aws

$ aws --version

aws-cli/2.27.41 Python/3.11.6 Darwin/23.3.0

If the aws command cannot be found, you might need to restart your terminal or follow
the troubleshooting in the section called “Troubleshoot errors”.

Windows

Installation requirements

» You know which release of the Amazon CLI version 2 you'd like to install. For a list of versions,
see the Amazon CLI version 2 Changelog on GitHub.

» We support the Amazon CLI on Microsoft-supported versions of 64-bit Windows.

« Admin rights to install software

Installation instructions

To update your current installation of Amazon CLI version 2 on Windows, download a new installer
each time you update to overwrite previous versions. Amazon CLI is updated regularly. To see when
the latest version was released, see the Amazon CLI version 2 Changelog on GitHub.

1. Download and run the Amazon CLI MSl installer for Windows (64-bit) in one of the following
ways:

« Downloading and running the MSI installer: To create your download link for a specific
version of the Amazon CLI, append a hyphen and the version number to the filename.

https://awscli.amazonaws.com/AWSCLIV2-version.number.msi
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For this example the filename for version 2. 2. 30 would be AWSCLIV2-2.0.30.msi
resulting in the following link: https://awscli.amazonaws.com/AWSCLIV2-2.0.30.msi.

» Using the msiexec command: Alternatively, you can use the MSI installer by adding the link
to the msiexec command. For a specific version of the Amazon CLI, append a hyphen and
the version number to the filename.

C:\> msiexec.exe /i https://awscli.amazonaws.com/AWSCLIV2-version.number.msi

For this example the filename for version 2. 2. 30 would be AWSCLIV2-2.0.30.msi
resulting in the following link https://awscli.amazonaws.com/AWSCLIV2-2.0.30.msi.

C:\> msiexec.exe /i https://awscli.amazonaws.com/AWSCLIV2-2.0.30.msi

For various parameters that can be used with msiexec, see msiexec on the Microsoft Docs
website.

For a list of versions, see the Amazon CLI version 2 Changelog on GitHub.

2. To confirm the installation, open the Start menu, search for cmd to open a command prompt
window, and at the command prompt use the aws --version command.

C:\> aws --version
aws-cli/2.27.41 Python/3.11.6 Windows/10 exe/AMD64 prompt/off

If Windows is unable to find the program, you might need to close and reopen the command
prompt window to refresh the path, or follow the troubleshooting in the section called

“Troubleshoot errors”.

Troubleshooting Amazon CLI install and uninstall errors

If you come across issues after installing or uninstalling the Amazon CLI, see the section called

“Troubleshoot errors” for troubleshooting steps. For the most relevant troubleshooting steps,

see the section called “Command not found errors”, the section called “The "aws --version"

command returns a different version than you installed”, and the section called “The "aws --

version" command returns a version after uninstalling the Amazon CLI".
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Next steps

After completing the steps in the section called "Prerequisites” and installing the Amazon CLI, you
should perform a the section called “Setup”.

Building and installing the Amazon CLI from source

This topic describes how to install or update from source to the latest release of the Amazon
Command Line Interface (Amazon CLI) on supported operating systems.

For information on the latest releases of Amazon CLI, see the Amazon CLI version 2 Changelog on
GitHub.

/A Important

Amazon CLI versions 1 and 2 use the same aws command name. If you previously installed
Amazon CLI version 1, see Migration guide for the Amazon CLI version 2.

Topics
« Why build from source?

 Quicksteps
» Step 1: Setup all requirements

» Step 2: Configuring the Amazon CLI source installation

o Step 3: Building the Amazon CLI

» Step 4: Installing the Amazon CLI

» Step 5: Verifying the Amazon CLI installation

» Workflow examples

» Troubleshooting Amazon CLI install and uninstall errors

» Next steps

Why build from source?

The Amazon CLI is available as pre-built installers for most platforms and environments as well as
a Docker image.
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Generally, these installers provide coverage for most use-cases. The instructions for installing from
source are to help with the use-cases our installers do not cover. Some of these use-cases include
the following:

o The pre-built installers do not support your environment. For example, ARM 32-bit is not
supported by the pre-built installers.

» The pre-built installers have dependencies your environment lacks. For example, Alpine Linux
uses mus1, but the current installers require glibc causing the pre-built installers to not
immediately work.

» The pre-built installers require resources your environment restricts access to. For example,
security hardened systems might not give permissions to shared memory. This is needed for the
frozen aws installer.

» The pre-built installers are often blockers for maintainers in package managers, as full control
over the building process for code and packages is preferred. Building from source enables
distribution maintainers a more streamlined process to keep the Amazon CLI updated. Enabling
maintainers provides customers more up-to-date versions of the Amazon CLI when installing
from a 3rd party package manager such asbrew, yum, and apt.

o Customers that patch Amazon CLI functionality require building and installing the Amazon
CLI from source. This is especially important for community members that want to test
changes they've made to the source prior to contributing the change to the Amazon CLI GitHub
repository.

Quicksteps

(® Note

All code examples are assumed to run from the root of the source directory.

To build and install the Amazon CLI from source, follow the steps in this section. The Amazon

CLI leverages GNU Autotools to install from source. In the simplest case, the Amazon CLI can be
installed from source by running the default example commands from the root of the Amazon CLI
GitHub repository.

1. Setup all requirements for your environment. This includes being able to run GNU Autotools
generated files and Python 3.8 or later is installed.
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2.

In your terminal, navigate to the top level of the Amazon CLI source folder and run the ./
configure command. This command checks the system for all required dependencies and
generates a Makefile for building and installing the Amazon CLI based on detected and
specified configurations.

Linux and macOS

The following . /configure command example sets the build configuration for the
Amazon CLI using default settings.

$ ./configure

Windows PowerShell

Before running any commands calling MSYS2, you must preserve your current working
directory:

PS C:\> $env:CHERE_INVOKING = 'yes'

Then use the following . /configure command example to set the build configuration for
the Amazon CLI using your local path to your Python executable, installing to C:\Program
Files\AWSCLI, and downloading all dependencies.

PS C:\> C:\msys64\usr\bin\bash -1c " PYTHON='C:\path\to\python.exe' ./configure
--prefix="C:\Program Files\AWSCLI' --with-download-deps "

For details, available configuration options, and default setting information, see the the
section called “Step 2: Configuring the Amazon CLI source installation " section.

Run the make command. This command builds the Amazon CLI according to your
configuration settings.

The following make command example builds with default options using your existing . /
configure settings.

Linux and macOS

$ make
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Windows PowerShell

PS C:\> C:\msys64\usr\bin\bash -1lc "make"

For details and available build options, see the the section called “Step 3: Building the Amazon
CLI" section.

4. Runthemake install command. This command installs your built Amazon CLI to the
configured location on your system.

The following make install command example installs your built Amazon CLI and creates
symlinks in your configured locations using default command settings.

Linux and macOS
$ make install
Windows PowerShell
PS C:\> C:\msys64\usr\bin\bash -1lc "make install"
After installing, add the path to the Amazon CLI using the following:

PS C:\> $Env:PATH +=";C:\Program Files\AWSCLI\bin\"

For details and available install options, see the the section called “Step 4: Installing the
Amazon CLI" section.

5. Confirm the Amazon CLI successfully installed using the following command:

$ aws --version
aws-cli/2.27.41 Python/3.11.6 Windows/10 exe/AMD64 prompt/off

For troubleshooting steps for install errors see the the section called “Troubleshooting Amazon
CLI install and uninstall errors” section.
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Step 1: Setup all requirements

To build the Amazon CLI from source you need the following completed beforehand:

® Note

All code examples are assumed to run from the root of the source directory.

1. Download the Amazon CLI source by either forking the Amazon CLI GitHub repository or
downloading the source tarball. The instructions is one of the following:

« Fork and clone the Amazon CLI repository from GitHub. For more information, see Fork a

repo in the GitHub Docs.

« Download the latest source tarball at https://awscli.amazonaws.com/awscli.tar.gz extract
the contents using the following commands:

$ curl "https://awscli.amazonaws.com/awscli.tar.gz" -o "awscli.tar.gz"
$ tar -xzf awscli.tar.gz

(® Note

To download a specific version, use the following link format: https://
awscli.amazonaws.com/awscli-versionnumber .tar.gz

For example, for version 2.10.0 the link is the following: https://
awscli.amazonaws.com/awscli-2.10. @.tar.gz

Source versions are available starting with version 2.10.0 of the Amazon CLI.

(Optional) Verifying the integrity of your downloaded zip file by completing the
following steps:

1. You can use the following steps to verify the signatures by using the GnuPG tool.

The Amazon CLI installer package . zip files are cryptographically signed using PGP
signatures. If there is any damage or alteration of the files, this verification fails and you
should not proceed with installation.

Step 1: Setup all requirements
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2. Download and install the gpg command using your package manager. For more
information about GnuPG, see the GnuPG website.

3. To create the public key file, create a text file and paste in the following text.

mQINBF2Cx7UBEADJZHcgus0J17ENSyumXh85z0TRVOxJoxM2B/JLOkHOYyigQluUG
ZMLhENaG@bYatdrKP+3H911vK@50pXwn0/R7fB/FSTouki4ciIx50uLlnJZIxSzx
PqG1OmkxImLNbGWoi6Lto@LYXxqHN2iQtz1lwTVmq9733zd3XfcXrZ3+Lb1HAgEt5G
TfNxEKJI8soPLyWmwDH6HWCNnjZ/aIQRBTIQO5uVeEoYxSh6w0ai7ss/KveoSNBbYz
gbdzoqI2Y8cgH2nbfgp3DSasalLZEdCSsIsK1u@5CinE7k2qZ7KgKAUIcT/cR/grk
C6VwsnDUQOUCideXcQ8WeHutqvgZH1I1gKDbznoIzeQHID238GEu+eKhRHcz8/jeG
942zkcgJ023KbZGYMiTh277Fvj9zzvZsbMBCedV1BTg3TqgvdX4bdkhf5cH+7NtWO
1rFj6UwAsGukBTAOxCO1l/dnSmZhJ7Z1KmEWilxo/g0xrjt0OxqRQutlIqG22TaqoPG
fYVN+en3Zwbt97kcgZDwqbuykNt640ZWc4XKCa3mprEGC3IbITBFqglXmZ719ywG
EEUJY01b2XxSuPWml139beWdKM8kzxr10jn1l0m6+1pTRCBfo@wa9F8YZRhHPAkwKkX
XDeOGpWRj40h0x0d2GWkyV5xyN14p2tQ0Cd00DMz80yUTgRpPVQUtOEhXQARAQAB
tCFBV1MgQOxJIFR1YWOgPGF3cyljbGl1AYW1lhem9uLmNvbT6JA1QEEWEIAD4CGWMF
CwkIBwIGFQoJCAsCBBYCAWECHgECF4AWIQT7Xbd/1cEYuAURraimMQxMRnJIHXAUC
aGveYQUIDMpiLAAKCRCmMQxMRNJIHXKBYD/9Ab0qQdGi05h0bchG8xh8Rpb4Mjyf6
03xrVo6m8GNjNj6BHkSc8fuTQJ/FaEhaQxj3pjZ3GXPxrXjIIVChmICL1FuRXYzxXc
Pw@lniybypsZEVai5k00tCNBCCFuMN9RsmmRG8mf71C4FSThUDmxG/QlYK+QIV/1
uJkzxWa+rySkdpm@JdqumjegNRgObdXHAQDW1ubWQHWyZyIQ2B4U7AxqSpcdIp6I
S4Zds4wVLAIWESpquYQ8vS2cN1Dm4QNg8wTj58e31KN47hXHMIb6CHXRNb9470]a
pg189LLPR5koh+EorNkA1lwu5mAJtIvy5YMsppy2y/kIjp31lyY6AmPT1posgGk70Z
CmToEZ5xrbd7ARExt1h76A0cabMDF1EHDIKS8RNUOSRx7L64+Kx0UegKBfQHb9dADY
qqiKqpCbKgvtWlds909Ms74IBgr2KwZCSY1HaOxnIxr4CY43QRqAq5YHOay /mU+6w
hhmdF18vpyK@vfkvvGresWtSXbag7Hkt3XjaEw76BzxQH21EBDqU8WIVjHgU6xu+
DITs+SxgJbaT3hb/vyjlw@lK+hFfhWKRwgOXH8vqducF95NRSUxtS4fpgxWVaw3Q
V20WSjbne99A5EPEYSzxryFTKbMGwaT1AwMCwYevt4YT6eb7NmFhTx@Fis4TalUs+
j+c7Kg92pDx2uQ==

=0BAt

For reference, the following are the details of the public key.

Key ID: A6310QACC4672

Type: RSA

Size: 4096/4096

Created: 2019-09-18

Expires: 2026-07-07

User ID: AWS CLI Team <aws-clieamazon.com>
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Key fingerprint: FB5D B77F D5C1 18B8 0511 ADA8 A631 QACC 4672 475C

4. Import the Amazon CLI public key with the following command, substituting public-
key-file-name with the file name of the public key you created.

$ gpg --import public-key-file-name
gpg: /home/username/.gnupg/trustdb.gpg: trustdb created
gpg: key A631QACC4672475C: public key "AWS CLI Team <aws-cli@amazon.com>"

imported
gpg: Total number processed: 1
gpg: imported: 1

5. Download the Amazon CLI signature file for the package you downloaded at https://
awscli.amazonaws.com/awscli.tar.gz.sig. It has the same path and name as the tarball file
it corresponds to, but has the extension .sig. Save it in the same path as the tarball file.
Or use the following command block:

$ curl awscliv2.sig https://awscli.amazonaws.com/ -o awscli.tar.gz.sig

6. Verify the signature, passing both the downloaded .sig and . zip file names as
parameters to the gpg command.

$ gpg --verify awscliv2.sig awscli.tar.gz

The output should look similar to the following.

gpg: Signature made Mon Nov 4 19:00:01 2019 PST

gpg: using RSA key FB5D B77F D5C1 18B8 ©511 ADA8 A631 QACC 4672
475C

gpg: Good signature from "AWS CLI Team <aws-cli@amazon.com>" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: FB5D B77F D5C1 18B8 0511 ADA8 A631 QACC 4672 475C

/A Important

The warning in the output is expected and doesn't indicate a problem. It occurs
because there isn't a chain of trust between your personal PGP key (if you have
one) and the Amazon CLI PGP key. For more information, see Web of trust.
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2.  You have an environment that can run GNU Autotools generated files such as configure and

Makefile. These files are widely portable across POSIX platforms.

Linux and macOS

If Autotools is not already installed in your environment or you need to update them, then
follow the installation instructions found in How do | install the Autotools (as user)? or
Basic Installation in the GNU documentation.

Windows PowerShell

/A Warning

We suggest if you are in a Windows environment, you use the pre-built installers.
For install instructions on the pre-built installers, see the section called “Install/

Update”

Since Windows does not come with a POSIX-compliant shell, you need to install additional
software to install the Amazon CLI from source. MSYS2 provides a collection of tools

and libraries to help build and install Windows software, especially for the POSIX-based
scripting that Autotools uses.

1. Install MSYS2. For information on installing and using MSYS2, see the install and usage
instructions in the MSYS2 Documentation.

2. Open the MSYS2 terminal and install autotools using the following command.

$ pacman -S autotools

® Note

When using the configure, build, and install code examples in this guide for
Windows, the default MSYS2 install path of C:\msys64\usr\bin\bash is
assumed. When calling MSYS2 inside of PowerShell you'll be using the following
format, with the bash command in quotes:

PS C:\> C:\msys64\usr\bin\bash -1lc "command example"
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The following command example calls the . /configure command.

PS C:\> C:\msys64\usr\bin\bash -1lc "./configure"

3. A Python 3.8 or later interpreter is installed. The minimum Python version required follows
the same timelines as the official Python support policy for Amazon SDKs and Tools. An

interpreter is only supported 6 months after its end-of-support date.

4. (Optional) Install all build and runtime Python library dependencies of the Amazon CLI. The
./configure command informs you if you are missing any dependencies and how to install
them.

You can automatically install and use these dependencies through configuration, see the
section called “Downloading dependencies” for more information.

Step 2: Configuring the Amazon CLI source installation

Configuration for building and installing the Amazon CLI is specified using the configure script.
For the documentation of all configuration options, run the configure script with the --help
option:

Linux and macOS
$ ./configure --help
Windows PowerShell
PS C:\> C:\msys64\usr\bin\bash -1lc "./configure --help"

The most important options are the following:

Install location

Python interpreter

Downloading dependencies

Install type
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Install location

The source installation of the Amazon CLI uses two configurable directories to install the Amazon
CLI:

« libdir - Parent directory where the Amazon CLI will be installed. The path to the Amazon CLI
installation is <libdir-value>/aws-cli. The default 1ibdir value for Linux and macOS is /
usr/local/lib making the default installation directory /usr/local/lib/aws-cli

e bindir - Directory where the Amazon CLI executables are installed. The default location is /
usr/local/bin.

The following configure options control the directories used:

o --prefix - Sets the directory prefix to use for the installation. The default value for Linux and
macOS is /usr/local.

e --libdir - Sets the 1ibdir to use for installing the Amazon CLI. The default value is
<prefix-value>/1lib. If both --1ibdir and --prefix are not specified, the default for
Linux and macOS is /usr/local/lib/.

e --bindir - Sets the bindir to use for installing the Amazon CLI aws and aws_completer
executables. The default value is <prefix-value>/bin. If both bindir and --prefix are not
specified, the default for Linux and macOS is /usr/local/bin/.

Linux and macOS

The following command example uses the --prefix option to do a local user install of the
Amazon CLI. This command installs the Amazon CLI in $HOME/.local/lib/aws-cli and the
executables in $HOME/.local/bin:

$ ./configure --prefix=$HOME/.local

The following command example uses the --1ibdir option to install the Amazon CLI as an
add-on application in the /opt directory. This command installs the Amazon CLI at /opt/aws-
cli and the executables at their default location of /usr/local/bin.

$ ./configure --libdir=/opt
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Windows PowerShell

The following command example uses the --prefix option to do a local user install of the
Amazon CLI. This command installs the Amazon CLI in $HOME/.local/lib/aws-cli and the
executables in $HOME/.local/bin:

$ C:\msys64\usr\bin\bash -1lc "./configure --prefix='C:\Program Files\AWSCLI'"

The following command example uses the --1ibdir option to install the Amazon CLI as
an add-on application in the /opt directory. This command installs the Amazon CLI at C:
\Program Files\AWSCLI\opt\aws-cli.

Python interpreter

(® Note

It is highly recommended to specify the Python interpreter when installing for Windows.

The . /configure script automatically selects an installed Python 3.8 or later interpreter to use in
building and running the Amazon CLI using the AM_PATH_PYTHON Autoconf macro.

The Python interpreter to use can be explicitly set using the PYTHON environment variable when
running the configure script:

Linux and macOS
$ PYTHON=/path/to/python ./configure
Windows PowerShell

PS C:\> C:\msys64\usr\bin\bash -1c "PYTHON='C:\path\to\python' ./configuxre"

Downloading dependencies

By default, it is required that all build and runtime dependencies of the Amazon CLI are already
installed on the system. This includes any Python library dependencies. All dependencies are
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checked when the configure script is run, and if the system is missing any Python dependencies,
the configure script errors out.

The following code example errors out when your system is missing dependencies:

Linux and macOS

$ ./configure

checking for a Python interpreter with version >= 3.8... python
checking for python... /Users/username/.envs/env3.11/bin/python
checking for python version... 3.11

checking for python platform... darwin

checking for GNU default python prefix... ${prefix}
checking for GNU default python exec_prefix... ${exec_prefix}
checking for python script directory (pythondir)... ${PYTHON_PREFIX}/lib/python3.11/
site-packages
checking for python extension module directory (pyexecdir)... ${PYTHON_EXEC_PREFIX}/
lib/python3.11/site-packages
checking for --with-install-type... system-sandbox
checking for --with-download-deps... Traceback (most recent call last):
File "<frozen runpy>", line 198, in _run_module_as_main
File "<frozen runpy>", line 88, in _run_code
File "/Users/username/aws-code/aws-cli/./backends/build_system/__main__.py", line
125, in <module>
main()
File "/Users/username/aws-code/aws-cli/./backends/build_system/__main__.py", line
121, in main
parsed_args.func(parsed_args)
File "/Users/username/aws-code/aws-cli/./backends/build_system/__main__.py", line
49, in validate
validate_env(parsed_args.artifact)
File "/Users/username/aws-code/aws-cli/./backends/build_system/validate_env.py",
line 68, in validate_env
raise UnmetDependenciesException(unmet_deps, in_venv)
validate_env.UnmetDependenciesException: Environment requires following Python
dependencies:

awscrt (required: ('>=0.12.4', '<0.17.0')) (version installed: None)

We recommend using --with-download-deps flag to automatically create a virtualenv
and download the dependencies.

If you want to manage the dependencies yourself instead, run the following pip
command:
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/Users/username/.envs/env3.11/bin/python -m pip install --prefer-binary
'awscrt>=0.12.4,<0.17.0"'

configure: error: "Python dependencies not met."

Windows PowerShell

PS C:\> C:\msys64\usr\bin\bash -1lc "./configure"

checking for a Python interpreter with version >= 3.8... python
checking for python... /Users/username/.envs/env3.11/bin/python
checking for python version... 3.11

checking for python platform... darwin
checking for GNU default python prefix... ${prefix}
checking for GNU default python exec_prefix... ${exec_prefix}
checking for python script directory (pythondir)... ${PYTHON_PREFIX}/lib/python3.11/
site-packages
checking for python extension module directory (pyexecdir)... ${PYTHON_EXEC_PREFIX}/
lib/python3.11/site-packages
checking for --with-install-type... system-sandbox
checking for --with-download-deps... Traceback (most recent call last):
File "<frozen runpy>", line 198, in _run_module_as_main
File "<frozen runpy>", line 88, in _run_code
File "/Users/username/aws-code/aws-cli/./backends/build_system/__main__.py", line
125, in <module>
main()
File "/Users/username/aws-code/aws-cli/./backends/build_system/__main__.py", line
121, in main
parsed_args.func(parsed_args)
File "/Users/username/aws-code/aws-cli/./backends/build_system/__main__.py", line
49, in validate
validate_env(parsed_args.artifact)
File "/Users/username/aws-code/aws-cli/./backends/build_system/validate_env.py",
line 68, in validate_env
raise UnmetDependenciesException(unmet_deps, in_venv)
validate_env.UnmetDependenciesException: Environment requires following Python
dependencies:

awscrt (required: ('>=0.12.4', '<@0.17.0')) (version installed: None)

We recommend using --with-download-deps flag to automatically create a virtualenv
and download the dependencies.
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If you want to manage the dependencies yourself instead, run the following pip
command:

/Users/username/.envs/env3.11/bin/python -m pip install --prefer-binary
'awscrt>=0.12.4,<0.17.0'

configure: error: "Python dependencies not met."

To automatically install the required Python dependencies, use the --with-download-deps
option. When using this flag, the build process does the following:

« Skips the Python library dependencies check.

» Configures the settings to download all required Python dependencies and use only the
downloaded dependencies to build the Amazon CLI during the make build.

The following configure command example uses the --with-download-deps option to
download and use the Python dependencies:

Linux and macOS
$ ./configure --with-download-deps
Windows PowerShell

PS C:\> C:\msys64\usr\bin\bash -1lc "./configure --with-download-deps"

Install type

The source install process supports the following installation types:

« system-sandbox - (Default) Creates an isolated Python virtual environment, installs the
Amazon CLI into the virtual environment, and symlinks to the aws and aws_completer
executable in the virtual environment. This install of the Amazon CLI depends directly on the
selected Python interpreter for its runtime.

This is a lightweight install mechanism to get the Amazon CLI installed on a system and follows
best Python practices by sandboxing the installation in a virtual environment. This installation is
intended for customers that want to install the Amazon CLI from source in the most frictionless
way possible with the installation coupled to your installation of Python.
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» portable-exe - Freezes the Amazon CLI into a standalone executable that can be distributed
to environments of similar architectures. This is the same process used to generate the official
pre-built executables of the Amazon CLI. The portable-exe freezes in a copy of the Python
interpreter chosen in the configure step to use for the runtime of the Amazon CLI. This allows
it to be moved to other machines that may not have a Python interpreter.

This type of builds is useful because you can ensure your Amazon CLI installation isn't coupled
to the environment's installed Python version and you can distribute a build to other system
that may not already have Python installed. This enables you to control the dependencies and
security on the Amazon CLI executables you use.

To configure the installation type, use the --with-install-type option and specify a value of
portable-exe or system-sandbox.

The following . /configure command example specifies a value of portable-exe:

Linux and macOS
$ ./configure --with-install-type=portable-exe
Windows PowerShell

PS C:\> C:\msys64\usr\bin\bash -1lc "./configure --with-install-type=portable-exe"

Step 3: Building the Amazon CLI

Use the make command to build the Amazon CLI using your configuration settings:

Linux and macOS
$ make
Windows PowerShell

PS C:\> C:\msys64\usr\bin\bash -1lc "make"
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® Note
When using the make command, the following steps are completed behind the scenes:

1. Avirtual environment is created in the build directory using the Python venv module.
The virtual environment is bootstraped with a version of pip that is vendored in the

Python standard library.

2. Copies Python library dependencies. Depending on if the --with-download-deps
flag is specified in the configure command, this step does one of the following:

« The --with-download-deps is specified. Python dependencies are pip installed.
This includes wheel, setuptools, and all Amazon CLI runtime dependencies. If you
are building the portable-exe, pyinstaller is installed. These requirements are
all specified in lock files generated from pip-compile.

« The --with-download-deps is not specified. Python libraries from the Python
interpreter's site package plus any scripts (e.g. pyinstaller) are copied into the
virtual environment being used for the build.

3. Runspip install directly on the Amazon CLI codebase to do an offline, in-tree build
and install of the Amazon CLI into the build virtual environment. This install uses the
pip flags --no-build-isolation , --use-feature=in-tree-build , --no-cache-dir, and --no-

index.

4. (Optional) If the --install-type is set to portable-exe in the configure
command, builds a standalone executable using pyinstaller.

Step 4: Installing the Amazon CLI

The make install command installs your built Amazon CLI to the configured location on the
system.

Linux and macOS

The following command example installs the Amazon CLI using your configuration and build
settings:

$ make install
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Windows PowerShell

The following command example installs the Amazon CLI using your configuration and build
settings, then adds an environment variable with the path for the Amazon CLI:

PS C:\> C:\msys64\usr\bin\bash -1c " make install "
PS C:\> $Env:PATH +=";C:\Program Files\AWSCLI\bin\"

The make install rule supports the DESTDIR variable. When specified, this variable prefixes

the specified path to the already configured installation path when installing the Amazon CLI. By
default, no value is set for this variable.

Linux and macOS

The following code example uses a --prefix=/usr/local flag for configuring an install
location, and then alters that destination using DESTDIR=/tmp/stage for the make install
command. These commands result in the Amazon CLI being installed at /tmp/stage/ust/
local/lib/aws-cli and its executables located in /tmp/stage/usr/local/bin.

$ ./configure --prefix=/usr/local
$ make
$ make DESTDIR=/tmp/stage install

Windows PowerShell

The following code example uses a --prefix=\awscli flag for configuring an install
location, and then alters that destination using DESTDIR=C:\Program Files for the make

install command. These commands result in the Amazon CLI being installed at C: \Program
Files\awscli.

$ ./configure --prefix=\awscli
$ make
$ make DESTDIR='C:\Program Files' install

Step 4: Installing the Amazon CLI 60


https://www.gnu.org/software/make/manual/html_node/DESTDIR.html#DESTDIR

Amazon Command Line Interface User Guide for Version 2

® Note
When running make install, the following steps are completed behind the scenes
1. Moves one of the following to the configured install directory:

« If the install type is system-sandbox, moves your built virtual environment.
« If the install type is a portable-exe, moves your built standalone executable.

2. Creates symlinks for both the aws and aws_completer executables in your
configured bin directory.

Step 5: Verifying the Amazon CLI installation

Confirm the Amazon CLI successfully installed by using the following command:

$ aws --version
aws-cli/2.27.41 Python/3.11.6 Windows/10 exe/AMD64 prompt/off

If the aws command is not recognized, you may need to restart your terminal for new symlinks to
update. If you come across additional issues after installing or uninstalling the Amazon CLI, see the
section called “Troubleshoot errors” for common troubleshooting steps

Workflow examples
This section provides some basic workflow examples for installing from source.

Basic Linux and macOS install

The following example is a basic installation workflow where the Amazon CLI is installed in the
default location of /usr/local/lib/aws-cli.

$ cd path/to/cli/respository/
$ ./configure

$ make

$ make install
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Automated Windows install

(@ Note

You must run PowerShell as an Administrator to use this workflow.

MSYS2 can be used in an automated fashion in a Cl setting, see Using MSYS2 in Cl in the MSYS2
Documentation.

Downloaded Tarball

Download the awscli. tar.gz file, extract, and install the Amazon CLI. When using the
following commands, replace the following paths:

o C:\msys64\usr\bin\bash with the location of your MSYS2 path.
e .\awscli-2.x.x\ with the extracted awscli.tar.gz folder name.

e PYTHON="'C:\path\to\python.exe"' with your local Python path.

The following code example automates building and installing the Amazon CLI from PowerShell
using MSYS2, and specifies which local install of Python to use:

PS C:\> curl "https://awscli.amazonaws.com/awscli.tar.gz" -o "awscliv2.zip" #
Download the awscli.tar.gz file in the current working directory

PS C:\> tar -xvzf .\awscli.tar.gz # Extract awscli.tar.gz file

PS C:\> cd .\awscli-2.x.x\ # Navigate to the root of the extracted files

PS C:\> $env:CHERE_INVOKING = 'yes' # Preserve the current working directory
PS C:\> C:\msys64\usr\bin\bash -1c " PYTHON='C:\path\to\python.exe' ./configure --
prefix='C:\Program Files\AWSCLI' --with-download-deps "

PS C:\> C:\msys64\usr\bin\bash -1c "make"

PS C:\> C:\msys64\usr\bin\bash -1lc "make install"

PS C:\> $Env:PATH +=";C:\Program Files\AWSCLI\bin\"

PS C:\> aws --version

aws-cli/2.27.41 Python/3.11.6 Windows/10 source-sandbox/AMD64

GitHub Repository

Download the awscli.tar.qgz file, extract, and install the Amazon CLI. When using the
following commands, replace the following paths:
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o C:\msys64\usr\bin\bash with the location of your MSYS2 path.

o C:path\to\cli\repository\ with the path to your cloned Amazon CLI repository from
GitHub. For more information, see Fork a repo in the GitHub Docs

e PYTHON='C:\path\to\python.exe' with your local Python path.

The following code example automates building and installing the Amazon CLI from PowerShell
using MSYS2, and specifies which local install of Python to use:

PS C:\> cd C:path\to\cli\repository\

PS C:\> $env:CHERE_INVOKING = 'yes' # Preserve the current working directory

PS C:\> C:\msys64\usr\bin\bash -1c " PYTHON='C:\path\to\python.exe' ./configure --
prefix='C:\Program Files\AWSCLI' --with-download-deps "

PS C:\> C:\msys64\usr\bin\bash -1lc "make"

PS C:\> C:\msys64\usr\bin\bash -1lc "make install"

PS C:\> $Env:PATH +=";C:\Program Files\AWSCLI\bin\"

PS C:\> aws --version

Alpine Linux container

Below is an example Dockerfile that can be used to get a working installation of the Amazon CLI
in an Alpine Linux container as an alternative to pre-built binaries for Alpine. When using this
example, replace AWSCLI_VERSION with you desired Amazon CLI version number:

FROM python:3.8-alpine AS builder
ENV AWSCLI_VERSION=2.10.1

RUN apk add --no-cache \
curl \
make \
cmake \
gce \
g+ \
libc-dev \
libffi-dev \
openssl-dev \
&& curl https://awscli.amazonaws.com/awscli-${AWSCLI_VERSION}.tar.gz | tar -xz \
&& cd awscli-${AWSCLI_VERSION} \
&& ./configure --prefix=/opt/aws-cli/ --with-download-deps \
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&& make \
&& make install

FROM python:3.8-alpine
RUN apk --no-cache add groff
COPY --from=builder /opt/aws-cli/ /opt/aws-cli/

ENTRYPOINT ["/opt/aws-cli/bin/aws"]

This image is built and the Amazon CLI invoked from a container similar to the one that is built on
Amazon Linux 2:

$ docker build --tag awscli-alpine .

$ docker run --rm -it awscli-alpine --version

aws-cli/2.2.1 Python/3.8.11 Linux/5.10.25-1inuxkit source-sandbox/x86_64.alpine.3
prompt/off

The final size of this image is smaller than the size of the official Amazon CLI Docker image. For
information on the official Docker image, see the section called “Amazon ECR Public/Docker".

Troubleshooting Amazon CLI install and uninstall errors

For troubleshooting steps for install errors, see the section called “Troubleshoot errors” for

common troubleshooting steps. For the most relevant troubleshooting steps, see the section
called “Command not found errors”, the section called “The "aws --version" command returns
a different version than you installed”, and the section called “The "aws --version" command
returns a version after uninstalling the Amazon CLI".

For any issues not covered in the troubleshooting guides, search the issues with the source-
distribution label in the Amazon CLI Repository on GitHub. If no existing issues cover your
errors, create a new issue to receive help from the Amazon CLI maintainers.

Next steps

After installing the Amazon CLI, you should perform a the section called “Setup”.
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Running the official Amazon ECR Public or Docker images for
the Amazon CLI

This topic describes how to run, version control, and configure the Amazon CLI version 2 on Docker
using either the official Amazon Elastic Container Registry Public (Amazon ECR Public) or Docker
Hub image. For more information on how to use Docker, see Docker's documentation.

Official images provide isolation, portability, and security that Amazon directly supports and
maintains. This enables you to use the Amazon CLI version 2 in a container-based environment
without having to manage the installation yourself.

Topics

« Prerequisites
» Deciding between Amazon ECR Public and Docker Hub

e Run the official Amazon CLI version 2 images

» Notes on interfaces and backwards compatibility of the official images

» Use specific versions and tags

» Update to the latest official image

« Share host files, credentials, environment variables, and configuration

+ Shorten the docker run command

Prerequisites

You must have Docker installed. For installation instructions, see the Docker website.

To verify your installation of Docker, run the following command and confirm there is an output.

$ docker --version
Docker version 19.03.1

Deciding between Amazon ECR Public and Docker Hub

We recommend using Amazon ECR Public over Docker Hub for Amazon CLI images. Docker Hub has
stricter rate limiting for public consumers which can cause throttling issues. In addition, Amazon
ECR Public replicates images in more than one region to provide strong availability and handle
region outage issues.
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For more information on Docker Hub rate limiting see Understanding Docker Hub Rate Limiting on
the Docker website.

Run the official Amazon CLI version 2 images

The first time you use the docker run command, the latest image is downloaded to your
computer. Each subsequent use of the docker run command runs from your local copy.

To run the Amazon CLI version 2 Docker images, use the docker run command.
Amazon ECR Public

The official Amazon CLI version 2 Amazon ECR Public image is hosted on Amazon ECR Public in
the aws-cli/aws-cli repository.

$ docker run --rm -it public.ecr.aws/aws-cli/aws-cli command

Docker Hub

The official Amazon CLI version 2 Docker image is hosted on Docker Hub in the amazon/aws-
cli repository.

$ docker run --rm -it amazon/aws-cli command

This is how the command functions:

o docker run --rm -it repository/name - The equivalent of the aws executable. Each time
you run this command, Docker spins up a container of your downloaded image, and executes
your aws command. By default, the image uses the latest version of the Amazon CLI version 2.

For example, to call the aws --version command in Docker, you run the following.

Amazon ECR Public

$ docker run --rm -it public.ecr.aws/aws-cli/aws-cli --version
aws-cli/2.27.41 Python/3.7.3 Linux/4.9.184-1inuxkit botocore/2.4.5dev10

Docker Hub

$ docker run --rm -it amazon/aws-cli --version
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aws-cli/2.27.41 Python/3.7.3 Linux/4.9.184-1inuxkit botocore/2.4.5dev10

« --rm- Specifies to clean up the container after the command exits.

« -it — Specifies to open a pseudo-TTY with stdin. This enables you to provide input to
the Amazon CLI version 2 while it's running in a container, for example, by using the aws
configure and aws help commands. When choosing whether to omit -it, consider the
following:

« If you are running scripts, -it is not needed.

« If you are experiencing errors with your scripts, omitting -it from your Docker call might fix
the issue.

« If you are trying to pipe output, -it might cause errors and omitting -it from your Docker
call might resolve this issue. If you'd like to keep the -it flag, but still would like to pipe
output, disabling the client-side pager the Amazon CLI uses by default should resolve the

issue.

For more information about the docker run command, see the Docker reference guide.

Notes on interfaces and backwards compatibility of the official images

« The only tool supported on the image is the Amazon CLI. Only the aws executable should ever
be directly run. For example, even though less and groff are explicitly installed on the image,
they should not be executed directly outside of an Amazon CLI command.

« The /aws working directory is user controlled. The image will not write to this directory, unless
instructed by the user in running an Amazon CLI command.

» There are no backwards compatibility guarantees in relying on the latest tag. To guarantee
backwards compatibility, you must pin to a specific <major.minor.patch> tag as those tags
are immutable; they will only ever be pushed to once.

Use specific versions and tags

The official Amazon CLI version 2 image has multiple versions you can use, starting with version
2.0.6. To run a specific version of the Amazon CLI version 2, append the appropriate tag to your
docker run command. The first time you use the docker run command with a tag, the latest
image for that tag is downloaded to your computer. Each subsequent use of the docker run
command with that tag runs from your local copy.
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You can use two types of tags:

« latest - Defines the latest version of the Amazon CLI version 2 for the image. We recommend
you use the latest tag when you want the latest version of the Amazon CLI version 2. However,
there are no backward-compatibility guarantees when relying on this tag. The latest tag s
used by default in the docker run command. To explicitly use the 1atest tag, append the tag
to the container image name.

Amazon ECR Public

$ docker run --rm -it public.ecr.aws/aws-cli/aws-cli:latest command

Docker Hub

$ docker run --rm -it amazon/aws-cli:latest command

e <major.minor.patch> - Defines a specific version of the Amazon CLI version 2 for the image.
If you plan to use an official image in production, we recommend you use a specific version of
the Amazon CLI version 2 to ensure backward compatibility. For example, to run version 2.0.6,
append the version to the container image name.

Amazon ECR Public

$ docker run --rm -it public.ecr.aws/aws-cli/aws-cli:2.0.6 command

Docker Hub

$ docker run --rm -it amazon/aws-cli:2.0.6 command

Update to the latest official image

Because the latest image is downloaded to your computer only the first time you use the docker
run command, you need to manually pull an updated image. To manually update to the latest
version, we recommend you pull the 1atest tagged image. Pulling the image downloads the
latest version to your computer.

Amazon ECR Public

$ docker pull public.ecr.aws/aws-cli/aws-cli:latest
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Docker Hub

$ docker pull amazon/aws-cli:latest

Share host files, credentials, environment variables, and configuration

Because the Amazon CLI version 2 is run in a container, by default the CLI can't access the host file
system, which includes configuration and credentials. To share the host file system, credentials,
and configuration to the container, mount the host system’s ~/. aws directory to the container at /
root/.aws with the -v flag to the docker run command. This allows the Amazon CLI version 2
running in the container to locate host file information.

Amazon ECR Public

Linux and macOS
$ docker run --rm -it -v ~/.aws:/root/.aws public.ecr.aws/aws-cli/aws-cli command
Windows Command Prompt

$ docker run --rm -it -v %userprofile%\.aws:/root/.aws public.ecr.aws/aws-cli/aws-
cli command

Windows PowerShell

C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws public.ecr.aws/aws-
cli/aws-cli command

Docker Hub

Linux and macOS
$ docker run --rm -it -v ~/.aws:/root/.aws amazon/aws-cli command
Windows Command Prompt
$ docker run --rm -it -v %userprofile%\.aws:/root/.aws amazon/aws-cli command

Windows PowerShell
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C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws amazon/aws-cli command

For more information about the -v flag and mounting, see the Docker reference guide.

(® Note

For information on config and credentials files, see the section called “Configuration

settings”.

Example 1: Providing credentials and configuration

In this example, we're providing host credentials and configuration when running the s3 1s
command to list your buckets in Amazon Simple Storage Service (Amazon S3). The below examples
use the default location for Amazon CLI credentials and configuration files, to use a different
location, change the file path.

Amazon ECR Public

Linux and macOS

$ docker run --rm -it -v ~/.aws:/root/.aws public.ecr.aws/aws-cli/aws-cli s3 ls
2020-03-25 00:30:48 aws-cli-docker-demo

Windows Command Prompt

$ docker run --rm -it -v Suserprofile%\.aws:/root/.aws public.ecr.aws/aws-cli/aws-

cli s3 1s
2020-03-25 00:30:48 aws-cli-docker-demo

Windows PowerShell

C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws public.ecr.aws/aws-cli/

aws-cli s3 1s

Docker Hub

Linux and macOS
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$ docker run --rm -it -v ~/.aws:/root/.aws amazon/aws-cli s3 1ls
2020-03-25 00:30:48 aws-cli-docker-demo

Windows Command Prompt

$ docker run --rm -it -v Suserprofile3\.aws:/root/.aws amazon/aws-cli s3 ls
2020-03-25 00:30:48 aws-cli-docker-demo

Windows PowerShell

C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws amazon/aws-cli s3 ls

You can call specific system's environment variables using the -e flag. To use an environment
variable, call it by name.

Amazon ECR Public

Linux and macOS

$ docker run --rm -it -v ~/.aws:/root/.aws -e ENVVAR_NAME public.ecr.aws/aws-cli/
aws-cli s3 1s
2020-03-25 00:30:48 aws-cli-docker-demo

Windows Command Prompt

$ docker run --rm -it -v %userprofile%\.aws:/root/.aws -e ENVVAR_NAME
public.ecr.aws/aws-cli/aws-cli s3 1s
2020-03-25 00:30:48 aws-cli-docker-demo

Windows PowerShell

C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws -e ENVVAR_NAME
public.ecr.aws/aws-cli/aws-cli s3 1s

Docker Hub

Linux and macOS

$ docker run --rm -it -v ~/.aws:/root/.aws -e ENVVAR_NAME amazon/aws-cli s3 1ls
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2020-03-25 00:30:48 aws-cli-docker-demo

Windows Command Prompt

$ docker run --rm -it -v %userprofile%\.aws:/root/.aws -e ENVVAR_NAME amazon/aws-cli
s3 1s
2020-03-25 00:30:48 aws-cli-docker-demo

Windows PowerShell

C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws -e ENVVAR_NAME amazon/
aws-cli s3 1s

Example 2: Downloading an Amazon S3 file to your host system

For some Amazon CLI version 2 commands, you can read files from the host system in the
container or write files from the container to the host system.

In this example, we download the S3 object s3://aws-cli-docker-demo/hello to your
local file system by mounting the current working directory to the container's /aws directory.
By downloading the hello object to the container's /aws directory, the file is saved to the host
system'’s current working directory also.

Amazon ECR Public

Linux and macOS

$ docker run --rm -it -v ~/.aws:/root/.aws -v $(pwd):/aws public.ecr.aws/aws-cli/
aws-cli s3 cp s3://aws-cli-docker-demo/hello .
download: s3://aws-cli-docker-demo/hello to ./hello

Windows Command Prompt

$ docker run --rm -it -v %userprofile%\.aws:/root/.aws -v %cd%:/aws public.ecr.aws/
aws-cli/aws-cli s3 cp s3://aws-cli-docker-demo/hello .
download: s3://aws-cli-docker-demo/hello to ./hello

Windows PowerShell

Share host files, credentials, environment variables, and configuration 72



Amazon Command Line Interface User Guide for Version 2

C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws -v $pwd\aws:/aws
public.ecr.aws/aws-cli/aws-cli s3 cp s3://aws-cli-docker-demo/hello .

Docker Hub

Linux and macOS
$ docker run --rm -it -v ~/.aws:/root/.aws -v $(pwd):/aws amazon/aws-cli s3 cp s3://

aws-cli-docker-demo/hello .
download: s3://aws-cli-docker-demo/hello to ./hello

Windows Command Prompt
$ docker run --rm -it -v %userprofile%\.aws:/root/.aws -v %cd%:/aws amazon/aws-cli

s3 cp s3://aws-cli-docker-demo/hello .
download: s3://aws-cli-docker-demo/hello to ./hello

Windows PowerShell

C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws -v $pwd\aws:/aws
amazon/aws-cli s3 cp s3://aws-cli-docker-demo/hello .

To confirm the downloaded file exists in the local file system, run the following.

Linux and macOS

$ cat hello
Hello from Docker!

Windows PowerShell

$ type hello
Hello from Docker!

Example 3: Using your AWS_PROFILE environment variable

You can call specific system's environment variables using the -e flag. Call each environment
variable you'd like to use. In this example, we're providing host credentials, configuration, and the
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AWS_PROFILE environment variable when running the s3 1s command to list your buckets in
Amazon Simple Storage Service (Amazon S3).

Amazon ECR Public

Linux and macOS

$ docker run --rm -it -v ~/.aws:/root/.aws -e AWS_PROFILE public.ecr.aws/aws-cli/
aws-cli s3 1s
2020-03-25 00:30:48 aws-cli-docker-demo

Windows Command Prompt

$ docker run --rm -it -v %userprofile%\.aws:/root/.aws -e AWS_PROFILE
public.ecr.aws/aws-cli/aws-cli s3 1s
2020-03-25 00:30:48 aws-cli-docker-demo

Windows PowerShell

C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws -e AWS_PROFILE
public.ecr.aws/aws-cli/aws-cli s3 1s

Docker Hub

Linux and macOS

$ docker run --rm -it -v ~/.aws:/root/.aws -e AWS_PROFILE amazon/aws-cli s3 1ls
2020-03-25 00:30:48 aws-cli-docker-demo

Windows Command Prompt

$ docker run --rm -it -v %userprofile%\.aws:/root/.aws -e AWS_PROFILE amazon/aws-cli
s3 1s
2020-03-25 00:30:48 aws-cli-docker-demo

Windows PowerShell

C:\> docker run --rm -it -v $env:userprofile\.aws:/root/.aws -e AWS_PROFILE amazon/
aws-cli s3 1s
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Shorten the docker run command

To shorten the docker run command, we suggest you use your operating system's ability to
create a symbolic link (symlink) or alias in Linux and macOS, or doskey in Windows. To set

the aws alias, you can run one of the following commands.

« For basic access to aws commands, run the following.

Amazon ECR Public

Linux and macOS

$ alias aws='docker run --rm -it public.ecr.aws/aws-cli/aws-cli'

Windows Command Prompt

C:\> doskey aws=docker run --rm -it public.ecr.aws/aws-cli/aws-cli $*

Windows PowerShell

C:\> Function AWSCLI {docker run --rm -it public.ecr.aws/aws-cli/aws-cli $args}
Set-Alias -Name aws -Value AWSCLI

Docker Hub

Linux and macOS

$ alias aws='docker run --rm -it amazon/aws-cli'

Windows Command Prompt

C:\> doskey aws=docker run --rm -it amazon/aws-cli $*

Windows PowerShell

C:\> Function AWSCLI {dockexr run --rm -it amazon/aws-cli $args}
Set-Alias -Name aws -Value AWSCLI
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» For access to the host file system and configuration settings when using aws commands, run the
following.

Amazon ECR Public

Linux and macOS

$ alias aws='docker run --rm -it -v ~/.aws:/root/.aws -v $(pwd):/aws
public.ecr.aws/aws-cli/aws-cli’

Windows Command Prompt

C:\> doskey aws=docker run --rm -it -v %userprofile%\.aws:/root/.aws -v %cd%:/aws
public.ecr.aws/aws-cli/aws-cli $*

Windows PowerShell

C:\> Function AWSCLI {docker run --rm -it -v $env:userprofile\.aws:/root/.aws -v
$pwd\aws:/aws public.ecr.aws/aws-cli/aws-cli $args}
Set-Alias -Name aws -Value AWSCLI

Docker Hub

Linux and macOS

$ alias aws='docker run --rm -it -v ~/.aws:/root/.aws -v $(pwd):/aws amazon/aws-
cli'

Windows Command Prompt

C:\> doskey aws=docker run --rm -it -v %userprofile%\.aws:/root/.aws -v %cd%:/aws
amazon/aws-cli $*

Windows PowerShell

C:\> Function AWSCLI {docker run --rm -it -v $env:userprofile\.aws:/root/.aws -v
$pwd\aws:/aws amazon/aws-cli $args}
Set-Alias -Name aws -Value AWSCLI

[
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Amazon ECR Public

Linux and macOS

$ alias aws='docker run --rm -it -v ~/.aws:/root/.aws -v $(pwd):/aws
public.ecr.aws/aws-cli/aws-cli:2.0.6'

Windows Command Prompt

C:\> doskey aws=docker run --rm -it -v %userprofile%\.aws:/root/.aws -v %cd%:/aws
public.ecr.aws/aws-cli/aws-cli:2.0.6 $*

Windows PowerShell

C:\> Function AWSCLI {docker run --rm -it -v $env:userprofile\.aws:/root/.aws -v
$pwd\aws:/aws public.ecr.aws/aws-cli/aws-cli:2.0.6 $args}
Set-Alias -Name aws -Value AWSCLI

Docker Hub

Linux and macOS

$ alias aws='docker run --rm -it -v ~/.aws:/root/.aws -v $(pwd):/aws amazon/aws-
cli:2.0.6'

Windows Command Prompt

C:\> doskey aws=docker run --rm -it -v %userprofile%\.aws:/root/.aws -v %cd%:/aws
amazon/aws-cli:2.0.6 $*

Windows PowerShell

C:\> Function AWSCLI {docker run --rm -it -v $env:userprofile\.aws:/root/.aws -v
$pwd\aws:/aws amazon/aws-cli:2.0.6 $args}
Set-Alias -Name aws -Value AWSCLI

After setting your alias, you can run the Amazon CLI version 2 from within a container as if it's
installed on your host system.
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$ aws --version
aws-cli/2.27.41 Python/3.7.3 Linux/4.9.184-1inuxkit botocore/2.4.5dev10

Setting up the Amazon CLI

This topic explains how to quickly configure basic settings that the Amazon Command Line
Interface (Amazon CLI) uses to interact with Amazon. These include your security credentials, the
default output format, and the default Amazon Region.

Topics

» Gather your credential information for programmatic access

» Setting up new configuration and credentials

» Using existing configuration and credentials files

Gather your credential information for programmatic access

You'll need programmatic access if you want to interact with Amazon outside of the Amazon Web
Services Management Console. For authentication and credential instructions, choose one of the
following options:

Authentication type

Amazon Management
Console credentials

IAM ldentity Center workforce
users short-term credentials

Purpose

(Recommended)Use short-
term credentials by logging
into the Amazon CLI with
your console credentials.
Recommended if you use
root, IAM users, or federation
with 1AM for Amazon account
access

Use short-term credentials
for an IAM Identity Center
workforce user.

Instructions

the section called “Console

credentials”

the section called “IAM
Identity Center authentic

ation”

Setup
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Authentication type

IAM user short-term credentia
ls

IAM or IAM Identity Center
users on an Amazon EC2
instance.

Assume roles for permissions

IAM user long-term credentia
ls

Purpose

Security best practice is to
use Amazon Organizations
with IAM Identity Center.

It combines short-term
credentials with a user
directory, such as the built-in
IAM Identity Center directory
or Active Directory.

Use IAM user short-ter

m credentials, which are
more secure than long-term
credentials. If your credentia
ls are compromised, there is a
limited time they can be used
before they expire.

Use Amazon EC2 instance
metadata to query for
temporary credentials using
the role assigned to the
Amazon EC2 instance.

Pair another credential
method and assume a role for
temporary access to Amazon
Web Services services your
user might not have access to.

(Not recommended) Use
long-term credentials, which
have no expiration.

Instructions

the section called “Short-term

credentials”

the section called “Amazon
EC2 metadata”

the section called “IAM roles”

the section called "“IAM users”
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Authentication type Purpose Instructions

External storage of IAM or (Not recommended) Pair the section called “External
IAM Identity Center workforce another credential method credentials”

users but store credential values

in a location outside of the
Amazon CLI. This method is
only as secure as the external
location the credentials are
stored.

Setting up new configuration and credentials

The Amazon CLI stores your configuration and credential information in a profile (a collection of
settings) in the credentials and config files.

There are primarily two methods to quickly get setup:

» Configuring using Amazon CLI commands

« Manually editing the credentials and config files

The following examples use sample values for each of the authentication methods. Replace sample
values with your own.

Configuring using Amazon CLI commands

For general use, the aws configure or aws configure sso commands in your preferred
terminal are the fastest way to set up your Amazon CLI installation. Based on the credential
method you prefer, the Amazon CLI prompts you for the relevant information. By default, the
information in this profile is used when you run an Amazon CLI command that doesn't explicitly
specify a profile to use.

For more information on the credentials and config files, see Configuration and credential file

settings in the Amazon CLI.
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Console sessions as short-term credentials

This example lets you use your existing console credentials with the aws login command. This
sign in method can be used with root credentials created during initial account set up, an IAM
user, or a federated identity from your identity provider. For more information, see Login for
Amazon local development using console credentials.

$ aws login
No Amazon region has been configured. The Amazon region is the geographic location
of your Amazon resources.

If you've used Amazon before and already have resources in your account, tell us
which region they were

created in. If you haven't created resources in your account before, you can pick
the region closest to you:
https://docs.aws.amazon.com/global-infrastructure/latest/regions/aws-regions.html.
You are able to change

the region in the CLI at any time with the command “aws configure set region
NEW_REGION".

Amazon Region [us-east-1]: us-east-1

Attempting to open the login page for ‘us-east-1" in your default browser. If the
browser does not open,

use the following URL to complete your login:

https://us-east-1.signin.aws.amazon.com/v1l/authorize<abbreviated>

If you cannot connect to this URL, make sure that you have specified a valid region.

Waiting for login...

Logged in with role “arn:aws:sts::012345678910:user/iam-user , and configured
profile

‘default’ to use ‘us-east-1". This session will expire on October 14, 2025 at 2:04

PST. After this time, you
can renew your session with “aws login'.

IAM Identity Center (SSO)

This example is for Amazon IAM Identity Center using the aws configure sso wizard. For
more information, see the section called “IAM Identity Center authentication”.

$ aws configure sso
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SSO session name (Recommended): my-sso
SSO start URL [Nonel: https://my-sso-portal.awsapps.com/start
SSO region [None]:us-east-1

Attempting to automatically open the SSO authorization page in your default browser.

There are 2 Amazon accounts available to you.

> DeveloperAccount, developer-account-admin@example.com (111122223333)
ProductionAccount, production-account-admin@example.com (444455556666)

Using the account ID 111122223333

There are 2 roles available to you.

> ReadOnly
FullAccess

Using the role name "ReadOnly"

CLI default client Region [None]: us-west-2

CLI default output format [None]: json
CLI profile name [123456789011_ReadOnly]: userl

IAM Identity Center (Legacy SSO)

This example is for the legacy method of Amazon IAM Identity Center using the aws
configure sso wizard. To use the legacy SSO, leave the session name blank. For more
information, see the section called “IAM Identity Center authentication”.

$ aws configure sso

SSO session name (Recommended):

SSO start URL [None]: https://my-sso-portal.awsapps.com/start
SSO region [None]:us-east-1

SSO authorization page has automatically been opened in your default browser.
Follow the instructions in the browser to complete this authorization request.

There are 2 Amazon accounts available to you.
> DeveloperAccount, developer-account-admin@example.com (111122223333)
ProductionAccount, production-account-admin@example.com (444455556666)

Using the account ID 111122223333

There are 2 roles available to you.
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> ReadOnly
FullAccess

Using the role name "ReadOnly"
CLI default client Region [None]: us-west-2

CLI default output format [None]: json
CLI profile name [123456789011_ReadOnly]: userl

Short-term credentials

This example is for the short-term credentials from Amazon Identity and Access Management.
The aws configure wizard is used to set initial values and then the aws configure set
command assigns the last value needed. For more information, see the section called “Short-

term credentials”.

$ aws configure
AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]: wJalxXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2
Default output format [None]: json
$ aws configure set
aws_session_token fcZib3JIpZ21uX2IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONG

IAM role

This example is for assuming an IAM role. Profiles that use IAM roles pull credentials from
another profile, and then apply IAM role permissions. In the following examples, default is the
source profile for credentials and userl borrows the same credentials then assumes a new role.
There is no wizard for this process, therefore each value is set using the aws configure set
command. For more information, see the section called “IAM roles".

aws configure set role_arn arn:aws-cn:iam::123456789012:role/defaultrole
aws configure set source_profile default

aws configure set role_session_name session_userl

aws configure set region us-west-2

B A B B H

aws configure set output json
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Amazon EC2 instance metadata credentials

This example is for the credentials obtained from the hosting Amazon EC2 instance metadata.
There is no wizard for this process, therefore each value is set using the aws configure set
command. For more information, see the section called “Amazon EC2 metadata”.

aws configure set role_arn arn:aws-cn:iam::123456789012:role/defaultrole
aws configure set credential_source Ec2InstanceMetadata

aws configure set region us-west-2

aws configure set output json

H A A S

Long-term credentials

/A Warning

To avoid security risks, don't use IAM users for authentication when developing purpose-
built software or working with real data. Instead, use federation with an identity
provider such as Amazon IAM Identity Center.

This example is for the long-term credentials from Amazon Identity and Access Management.
For more information, see the section called “IAM users”.

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: wJalxXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

For more detailed information on authentication and credential methods see Authentication and

access credentials.

Manually editing the credentials and config files

When copy and pasting information, we suggest manually editing the config and credentials
file. Based on the credential method you prefer, the files are setup in a different way.

The files are stored in your home directory under the . aws folder. Where you find your home
directory location varies based on the operating system, but is referred to using the environment
variables $UserProfile% in Windows and $HOME or ~ (tilde) in Unix-based systems. For more
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information on where these settings are stored, see the section called “Where are configuration
settings stored?”.

The following examples show a default profile and a profile named user1 and use sample
values. Replace sample values with your own. For more information on the credentials and
config files, see Configuration and credential file settings in the Amazon CLI.

IAM Identity Center (SSO)

This example is for Amazon IAM Identity Center. For more information, see the section called
“IAM Identity Center authentication”.

Credentials file
The credentials file is not used for this authentication method.

Config file

[default]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = readOnly
region = us-west-2

output = text

[profile userl]

sso_session = my-sso
sso_account_id = 444455556666
sso_role_name = readOnly
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

IAM Identity Center (Legacy SSO)

This example is for the legacy method of Amazon IAM Identity Center. For more information,
see the section called “IAM Identity Center authentication”.

Credentials file
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The credentials file is not used for this authentication method.

Config file

[default]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-east-1

sso_account_id = 111122223333

sso_role_name = readOnly

region = us-west-2

output = text

[profile userl]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-east-1

sso_account_id = 444455556666

sso_role_name = readOnly

region = us-east-1

output = json

Short-term credentials

This example is for the short-term credentials from Amazon Identity and Access Management.
For more information, see the section called “Short-term credentials”.

Credentials file

[default]

aws_access_key_ id=ASIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token

= IQoJb3IpZ21uX2IQoIb3I1pZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPLE

[userl]

aws_access_key_ id=ASIAI44QH8DHBEXAMPLE
aws_secret_access_key=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY

aws_session_token

= fcZib3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPLE

Config file

[default]
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region=us-west-2
output=json

[profile userl]
region=us-east-1
output=text

IAM role

This example is for assuming an IAM role. Profiles that use 1AM roles pull credentials from
another profile, and then apply IAM role permissions. In the following examples, default is the
source profile for credentials and userl borrows the same credentials then assumes a new role.
For more information, see the section called “IAM roles”.

Credentials file

The credentials file depends on what authentication your source profile uses. For the
following example, the source profile uses short-term credentials.

[default]
aws_access_key_id=ASIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token
= IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPLE

Config file

[default]
region=us-west-2
output=json

[profile userl]
role_arn=arn:aws-cn:iam::777788889999:role/userlrole
source_profile=default
role_session_name=session_userl

region=us-east-1

output=text

Amazon EC2 instance metadata credentials

This example is for the credentials obtained from the hosting Amazon EC2 instance metadata.
For more information, see the section called “Amazon EC2 metadata”.
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Credentials file
The credentials file is not used for this authentication method.

Config file

[default]

role_arn=arn:aws-cn:iam: :123456789012:role/defaultrole
credential_source=Ec2InstanceMetadata

region=us-west-2

output=json

[profile userl]
role_arn=arn:aws-cn:iam::777788889999:role/userlrole
credential_source=Ec2InstanceMetadata
region=us-east-1

output=text

Long-term credentials

/A Warning

To avoid security risks, don't use 1AM users for authentication when developing purpose-
built software or working with real data. Instead, use federation with an identity
provider such as Amazon IAM Identity Center.

This example is for the long-term credentials from Amazon Identity and Access Management.
For more information, see the section called “IAM users”.

Credentials file

[default]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

[userl]
aws_access_key_id=AKIAI44QH8DHBEXAMPLE
aws_secret_access_key=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY

Config file
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[default]
region=us-west-2
output=json

[profile userl]

region=us-east-1
output=text

For more detailed information on authentication and credential methods see Authentication and

access credentials.

Using existing configuration and credentials files

If you have existing configuration and credentials files, these can be used for the Amazon CLI.

To use the config and credentials files, move them to the folder named . aws in your home
directory. Where you find your home directory location varies based on the operating system, but
is referred to using the environment variables $UserProfile% in Windows and $HOME or ~ (tilde)
in Unix-based systems.

You can specify a non-default location for the config and credentials files by setting the
AWS_CONFIG_FILE and AWS_SHARED_CREDENTIALS_FILE environment variables to another
local path. See Configuring environment variables for the Amazon CLI for details.

For more detailed information on configuration and credentials files, see the section called

“Configuration settings”.
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Configuring settings for the Amazon CLI

This section explains how to configure the settings that the Amazon Command Line Interface
(Amazon CLI) uses to interact with Amazon. These include the following:

 Credentials identify who is calling the API. Access credentials are used to encrypt the request
to the Amazon servers to confirm your identity and retrieve associated permissions policies.
These permissions determine the actions you can perform. For information on setting up your
credentials, see Authentication and access credentials.

« Other configuration details to tell the Amazon CLI how to process requests, such as the default
output format and the default Amazon Region.

(® Note

Amazon requires that all incoming requests are cryptographically signed. The Amazon CLI
does this for you. The "signature" includes a date/time stamp. Therefore, you must ensure
that your computer's date and time are set correctly. If you don't, and the date/time in the
signature is too far off of the date/time recognized by the Amazon service, Amazon rejects
the request.

Configuration and credentials precedence

Credentials and configuration settings are located in multiple places, such as the system or user
environment variables, local Amazon configuration files, or explicitly declared on the command
line as a parameter. Certain locations take precedence over others. The Amazon CLI credentials and
configuration settings take precedence in the following order:

1. Command line options — Overrides settings in any other location, such as the --region, --

output, and --profile parameters.

2. Environment variables — You can store values in your system's environment variables.
y y

3. Assume role — Assume the permissions of an IAM role through configuration or the assume-
role command.

4. Assume role with web identity — Assume the permissions of an IAM role using web identity
through configuration or the assume-role-with-web-identity command.
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5. Amazon IAM Identity Center — The IAM Identity Center configuration settings stored in the
config file are updated when you run the aws configure sso command. Credentials are
then authenticated when you run the aws sso login command. The config file is located at
~/.aws/config on Linux or macOS, or at C:\Users\USERNAME\ .aws\config on Windows.

6. Credentials file - The credentials and config file are updated when you run the command
aws configure. The credentials fileis located at ~/.aws/credentials on Linux or
macOS, or at C:\Users\USERNAME\ .aws\credentials on Windows.

7. Custom process — Get your credentials from an external source.

8. Configuration file - The credentials and config file are updated when you run the
command aws configure. The config file is located at ~/.aws/config on Linux or macOS,
or at C:\Users\USERNAME\ .aws\config on Windows.

9. Container credentials — You can associate an IAM role with each of your Amazon Elastic
Container Service (Amazon ECS) task definitions. Temporary credentials for that role are then
available to that task's containers. For more information, see IAM Roles for Tasks in the Amazon

Elastic Container Service Developer Guide.

T10Amazon EC2 instance profile credentials — You can associate an IAM role with each of your

Amazon Elastic Compute Cloud (Amazon EC2) instances. Temporary credentials for that role
are then available to code running in the instance. The credentials are delivered through the
Amazon EC2 metadata service. For more information, see IAM Roles for Amazon EC2 in the
Amazon EC2 User Guide and Using Instance Profiles in the JAM User Guide.

Additional topics in this section

the section called “Configuration settings”

+ the section called “Environment Variables”

» the section called “Command line options”

» the section called “ Command completion

+ the section called “Retries”

» the section called "HTTP proxies”
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Configuration and credential file settings in the Amazon CLI

You can save your frequently used configuration settings and credentials in files that are
maintained by the Amazon CLI.

The files are divided into profiles. By default, the Amazon CLI uses the settings found in the
profile named default. To use alternate settings, you can create and reference additional profiles.

You can override an individual setting by either setting one of the supported environment
variables, or by using a command line parameter. For more information on configuration setting
precedence, see Configuring settings for the Amazon CLI.

(@ Note

For information on setting up your credentials, see Authentication and access credentials.

Topics

« Format of the configuration and credential files

« Where are configuration settings stored?

» Using named profiles

» Set and view configuration settings using commands

» Setting new configuration and credentials command examples

» Supported config file settings

Format of the configuration and credential files

The config and credentials files are organized into sections. Sections include profiles, sso-
sessions, and services. A section is a named collection of settings, and continues until another
section definition line is encountered. Multiple profiles and sections can be stored in the config
and credentials files.

These files are plaintext files that use the following format:

« Section names are enclosed in brackets [ ] such as [default], [profile userl], and [sso-
session].
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« All entries in a section take the general form of setting_name=value.

 Lines can be commented out by starting the line with a hash character (#).

The config and credentials files contain the following section types:

» Section type: profile

» Section type: sso-session

» Section type: services

Section type: profile
Depending on the file, profile section names use the following format:

« Config file: [default] [profile userl]
o Credentials file: [default] [userl]

Do not use the word profile when creating an entry in the credentials file.

Each profile can specify different credentials and can also specify different Amazon Regions and
output formats. When naming the profile in a config file, include the prefix word "profile", but
do not include it in the credentials file.

The following examples show a credentials and config file with two profiles, region, and
output specified. The first [default] is used when you run a Amazon CLI command with no profile
specified. The second is used when you run a Amazon CLI command with the --profile userl
parameter.

IAM Identity Center (SSO)

This example is for Amazon IAM Identity Center. For more information, see the section called

“IAM ldentity Center authentication”.

Credentials file
The credentials file is not used for this authentication method.

Config file

[default]
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sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = readOnly
region = us-west-2

output = text

[profile userl]

sso_session = my-sso
sso_account_id = 444455556666
sso_role_name = readOnly
region = us-east-1

output = json

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

IAM Identity Center (Legacy SSO)

This example is for the legacy method of Amazon IAM Identity Center. For more information,

see the section called “IAM Identity Center authentication”.

Credentials file

The credentials file is not used for this authentication method.

Config file

[default]

sso_start_url = https://my-sso-portal.awsapps.com/start

sso_region = us-east-1
sso_account_id = 111122223333
sso_role_name = readOnly
region = us-west-2

output = text

[profile userl]

sso_start_url = https://my-sso-portal.awsapps.com/start

sso_region = us-east-1
sso_account_id = 444455556666
sso_role_name = readOnly
region = us-east-1
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output = json

Short-term credentials

This example is for the short-term credentials from Amazon Identity and Access Management.
For more information, see the section called “Short-term credentials”.

Credentials file

[default]
aws_access_key_id=ASIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token
= IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPLE

[userl]
aws_access_key_id=ASIAI44QH8DHBEXAMPLE
aws_secret_access_key=je/MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY

aws_session_token
= fcZib3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPLE

Config file

[default]
region=us-west-2
output=json

[profile userl]
region=us-east-1
output=text

IAM role

This example is for assuming an IAM role. Profiles that use IAM roles pull credentials from
another profile, and then apply IAM role permissions. In the following examples, default is the
source profile for credentials and userl borrows the same credentials then assumes a new role.
For more information, see the section called “IAM roles".

Credentials file

The credentials file depends on what authentication your source profile uses. For the
following example, the source profile uses short-term credentials.
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[default]
aws_access_key_id=ASIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token
= IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPLE

Config file

[default]
region=us-west-2
output=json

[profile userl]
role_arn=arn:aws-cn:iam::777788889999:role/userlrole
source_profile=default
role_session_name=session_userl

region=us-east-1

output=text

Amazon EC2 instance metadata credentials

This example is for the credentials obtained from the hosting Amazon EC2 instance metadata.
For more information, see the section called “Amazon EC2 metadata”.

Credentials file

The credentials file is not used for this authentication method.
Config file

[default]
role_arn=arn:aws-cn:iam::123456789012:role/defaultrole

credential_source=Ec2InstanceMetadata
region=us-west-2
output=json

[profile userl]
role_arn=arn:aws-cn:iam::777788889999:role/userlrole

credential_source=Ec2InstanceMetadata
region=us-east-1
output=text
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Long-term credentials

/A Warning

To avoid security risks, don't use IAM users for authentication when developing purpose-
built software or working with real data. Instead, use federation with an identity
provider such as Amazon |IAM Identity Center.

This example is for the long-term credentials from Amazon Identity and Access Management.
For more information, see the section called “IAM users”.

Credentials file

[default]
aws_access_key_ id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

[userl]
aws_access_key_ id=AKIAI44QH8DHBEXAMPLE
aws_secret_access_key=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY

Config file

[default]
region=us-west-2
output=json

[profile userl]
region=us-east-1
output=text

For more information and additional authorization and credential methods see, see the section
called “IAM users".

Section type: sso-session

The sso-session section of the config file is used to group configuration variables for acquiring
SSO access tokens, which can then be used to acquire Amazon credentials. The following settings
are used:
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(Required) sso_start_url

(Required) sso_region

sso_account_id

sso_role_name

sso_registration_scopes

You define an sso-session section and associate it to a profile. sso_region and
sso_start_url must be set within the sso-session section. Typically, sso_account_id and
sso_role_name must be set in the profile section so that the SDK can request SSO credentials.

The following example configures the SDK to request SSO credentials and supports automated
token refresh:

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

This also allows sso-session configurations to be reused across multiple profiles:

[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start
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However, sso_account_id and sso_role_name aren't required for all scenarios of SSO

token configuration. If your application only uses Amazon services that support bearer
authentication, then traditional Amazon credentials are not needed. Bearer authentication is

an HTTP authentication scheme that uses security tokens called bearer tokens. In this scenario,
sso_account_id and sso_role_name aren't required. See the individual guide for your Amazon
service to determine if it supports bearer token authorization.

Additionally, registration scopes can be configured as part of a sso-session. Scope is a
mechanism in OAuth 2.0 to limit an application's access to a user's account. An application can
request one or more scopes, and the access token issued to the application will be limited to
the scopes granted. These scopes define the permissions requested to be authorized for the
registered OIDC client and access tokens retrieved by the client. The following example sets
sso_registration_scopes to provide access for listing accounts/roles:

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

The authentication token is cached to disk under the ~/. aws/sso/cache directory with a
filename based on the session name.

For more information on this configuration type, see the section called “IAM Identity Center
authentication”.

Section type: services

The services section is a group of settings that configures custom endpoints for Amazon Web
Services service requests. A profile then is linked to a services section.

[profile dev]
services = my-services

The services section is separated into subsections by <SERVICE> = lines, where <SERVICE>
is the Amazon Web Services service identifier key. The Amazon Web Services service identifier is
based on the API model's serviceld by replacing all spaces with underscores and lowercasing all
letters. For a list of all service identifier keys to use in the services section, see Using endpoints

in the Amazon CLI. The service identifier key is followed by nested settings with each on its own

line and indented by two spaces.
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The following example configures the endpoint to use for requests made to the Amazon
DynamoDB service in the my-services section that is used in the dev profile. Any immediately
following lines that are indented are included in that subsection and apply to that service.

[profile dev]
services = my-services

[services my-services]

dynamodb =
endpoint_url = http://localhost:8000

For more information on service-specific endpoints, see Using endpoints in the Amazon CLI.

If your profile has role-based credentials configured through a source_profile parameter for
IAM assume role functionality, the SDK only uses service configurations for the specified profile. It
does not use profiles that are role chained to it. For example, using the following shared config
file:

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]
source_profile = A
role_arn = arn:aws:iam::123456789012:role/roleB

services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

If you use profile B and make a call in your code to Amazon EC2, the endpoint resolves as
https://profile-b-ec2-endpoint.aws. If your code makes a request to any other service,
the endpoint resolution will not follow any custom logic. The endpoint does not resolve to the
global endpoint defined in profile A. For a global endpoint to take effect for profile B, you would
need to set endpoint_url directly within profile B.

Where are configuration settings stored?

The Amazon CLI stores sensitive credential information that you specify with aws configureina
local file named credentials, in a folder named . aws in your home directory. The less sensitive
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configuration options that you specify with aws configure are stored in a local file named
config, also stored in the . aws folder in your home directory.

() Storing credentials in the config file

You can keep all of your profile settings in a single file as the Amazon CLI can read
credentials from the config file. If there are credentials in both files for a profile sharing
the same name, the keys in the credentials file take precedence. We suggest keeping
credentials in the credentials files. These files are also used by the various language
software development kits (SDKs). If you use one of the SDKs in addition to the Amazon
CLI, confirm if the credentials should be stored in their own file.

Where you find your home directory location varies based on the operating system, but is
referred to using the environment variables $UserProfile% in Windows and $HOME or ~
(tilde) in Unix-based systems. You can specify a non-default location for the files by setting the
AWS_CONFIG_FILE and AWS_SHARED_CREDENTIALS_FILE environment variables to another
local path. See Configuring environment variables for the Amazon CLI for details.

When you use a shared profile that specifies an Amazon Identity and Access Management

(IAM) role, the Amazon CLI calls the Amazon STS AssumeRole operation to retrieve temporary
credentials. These credentials are then stored (in ~/.aws/cli/cache). Subsequent Amazon CLI
commands use the cached temporary credentials until they expire, and at that point the Amazon
CLI automatically refreshes the credentials.

Using named profiles

If no profile is explicitly defined, the default profile is used.

To use a named profile, add the --profile profile-name option to your command. The
following example lists all of your Amazon EC2 instances using the credentials and settings defined
in the userl profile.

$ aws ec2 describe-instances --profile userl

To use a named profile for multiple commands, you can avoid specifying the profile in every
command by setting the AWS_PROFILE environment variable as the default profile. You can
override this setting by using the --profile parameter.
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Linux or macOS
$ export AWS_PROFILE=userl
Windows

C:\> setx AWS_PROFILE userl

Using set to set an environment variable changes the value used until the end of the current
command prompt session, or until you set the variable to a different value.

Using setx to set an environment variable changes the value in all command shells that you
create after running the command. It does not affect any command shell that is already running
at the time you run the command. Close and restart the command shell to see the effects of the
change.

Setting the environment variable changes the default profile until the end of your shell session,
or until you set the variable to a different value. You can make environment variables persistent
across future sessions by putting them in your shell's startup script. For more information, see
Configuring environment variables for the Amazon CLI.

Set and view configuration settings using commands
There are several ways to view and set your configuration settings using commands.

aws configure

Run this command to quickly set and view your credentials, Region, and output format. The
following example shows sample values.

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel: wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

aws configure set

You can set any credentials or configuration settings using aws configure set. Specify the
profile that you want to view or modify with the --profile setting.
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For example, the following command sets the region in the profile named integ.

$ aws configure set region us-west-2 --profile integ

To remove a setting, manually delete the setting in your config and credentials filesin a
text editor.

aws configure get

You can retrieve any credentials or configuration settings you've set using aws configure
get. Specify the profile that you want to view or modify with the --profile setting.

For example, the following command retrieves the region setting in the profile named integ.

$ aws configure get region --profile integ
us-west-2

If the output is empty, the setting is not explicitly set and uses the default value.

aws configure import

Import CSV credentials generated from the IAM web console. This is not for credentials
generated from IAM Identity Center; customers who use IAM Identity Center should use aws
configure sso. A CSV file is imported with the profile name matching the username. The CSV file
must contain the following headers.

» User Name
« Access key ID

« Secret access key

(@ Note
During initial key pair creation, once you close the Download .csv file dialog box, you
cannot access your secret access key after you close the dialog box. If you need a .csv
file, you'll need to create one yourself with the required headers and your stored key
pair information. If you do not have access to your key pair information, you need to
create a new key pair.

$ aws configure import --csv file://credentials.csv
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aws configure list

To list configuration data, use the aws configure 1list command. This command lists the
profile, access key, secret key, and region configuration information used for the specified
profile. For each configuration item, it shows the value, where the configuration value was
retrieved, and the configuration variable name.

For example, if you provide the Amazon Web Services Region in an environment variable, this
command shows you the name of the region you've configured, that this value came from an
environment variable, and the name of the environment variable.

For temporary credential methods such as roles and IAM Identity Center, this command displays
the temporarily cached access key and secret access key is displayed.

$ aws configure list

NAME : VALUE : TYPE : LOCATION

profile : <not set> : None : None

access_key : **xx&xkxxkkxxxkxxABCD : shared-credentials-file :

secret_key : **xxx&k&kkxxxx&xx*ABCD : shared-credentials-file :

region . us-west-2 . env : AWS_DEFAULT_REGION

aws configure list-profiles

To list all your profile names, use the aws configure list-profiles command.

$ aws configure list-profiles
default
test

aws configure mfa-login

Run this command to configure a new profile to use with multi-factor authentication (MFA) and
your IAM user credentials in the specified profile. If no profile is specified, the MFA is based on
the default profile. If no default profile is configured, the mfa-1login command prompts you
for you Amazon credentials before asking for your MFA information. The following command
example uses your default configuration and creates an MFA profile.

$ aws configure mfa-login

MFA serial number or ARN: arn:aws-cn:iam::123456789012:mfa/MFADeviceName
MFA token code: 123456

Profile to update [session-MFADeviceName]:
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Temporary credentials written to profile 'session-MFADeviceName'

Credentials will expire at 2023-05-19 18:06:10 UTC

To use these credentials, specify --profile session-MFADeviceName when running AWS
CLI commands

To update an existing profile, use the --update-profile parameter.

$ aws configure mfa-login --profile myprofile --update-profile mfaprofile

MFA token code: 123456

Temporary credentials written to profile 'mfaprofile'’

Credentials will expire at 2023-05-19 18:06:10 UTC

To use these credentials, specify --profile mfaprofile when running AWS CLI commands

This command currently supports only hardware or software based one-time password (OTP)
authenticators. Passkeys and U2F devices are not currently supported with this command.

For more information on using MFA with 1AM, see Amazon Multi-factor authentication in IAM in
the Amazon Identity and Access Management User Guide.

aws configure sso

Run this command to quickly set and view your Amazon IAM ldentity Center credentials, Region,
and output format. The following example shows sample values.

$ aws configure sso

SSO session name (Recommended): my-sso

SSO start URL [Nonel: https://my-sso-portal.awsapps.com/start
SSO region [None]: us-east-1

SSO registration scopes [None]: sso:account:access

aws configure sso-session

Run this command to quickly set and view your Amazon IAM ldentity Center credentials, Region,
and output format in the sso-session section of the credentials and config files. The
following example shows sample values.

$ aws configure sso-session

SSO session name: my-sso

SSO start URL [Nonel: https://my-sso-portal.awsapps.com/start
SSO region [None]: us-east-1

SSO registration scopes [None]: sso:account:access
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aws configure export-credentials

Run this command to export currently set credentials in the specified format. By default, the
command exports the default credentials in the process format, which is a JSON format
supported by the Amazon SDKs and Tools credential format.

$ aws configure export-credentials

{

"Version": 1,

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",

"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
}

To export a specific profile and format, use the --profile and --format options. The format
options are as follows:

o (default)process - The JSON format supported by the Amazon SDKs and Tools
credential_process configuration.

« env - Environment variables in exported shell format.
« env-no-export - Non-exported environment variables in shell format.
« powershell - Environment variables in PowerShell format.

« windows-cmd - Environment variables in Windows Command Line format.

The following example exports the userl profile to an exported shell format.

$ aws configure export-credentials --profile userl --format env
export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

Setting new configuration and credentials command examples

The following examples show configuring a default profile with credentials, region, and output
specified for different authentication methods.

Console sessions as short-term credentials

This example lets you use your existing console credentials with the aws login command. This
sign in method can be used with root credentials created during initial account set up, an IAM
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user, or a federated identity from your identity provider. For more information, see Login for
Amazon local development using console credentials.

$ aws login
No Amazon region has been configured. The Amazon region is the geographic location
of your Amazon resources.

If you've used Amazon before and already have resources in your account, tell us
which region they were

created in. If you haven't created resources in your account before, you can pick
the region closest to you:
https://docs.aws.amazon.com/global-infrastructure/latest/regions/aws-regions.html.
You are able to change

the region in the CLI at any time with the command “aws configure set region
NEW_REGION".

Amazon Region [us-east-1]: us-east-1

Attempting to open the login page for ‘us-east-1" in your default browser. If the
browser does not open,

use the following URL to complete your login:

https://us-east-1.signin.aws.amazon.com/v1l/authorize<abbreviated>

If you cannot connect to this URL, make sure that you have specified a valid region.

Waiting for login...

Logged in with role ‘arn:aws:sts::012345678910:user/iam-user , and configured
profile

“default™ to use ‘us-east-1". This session will expire on October 14, 2025 at 2:04

PST. After this time, you
can renew your session with “aws login'.

IAM Identity Center (SSO)

This example is for Amazon IAM Identity Center using the aws configure sso wizard. For
more information, see the section called “IAM Identity Center authentication”.

$ aws configure sso

SSO session name (Recommended): my-sso

SSO start URL [None]: https://my-sso-portal.awsapps.com/start
SSO region [None]:us-east-1
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Attempting to automatically open the SSO authorization page in your default browser.

There are 2 Amazon accounts available to you.
> DeveloperAccount, developer-account-admin@example.com (111122223333)
ProductionAccount, production-account-admin@example.com (444455556666)

Using the account ID 111122223333
There are 2 roles available to you.
> ReadOnly
FullAccess
Using the role name "ReadOnly"
CLI default client Region [None]: us-west-2

CLI default output format [None]: json
CLI profile name [123456789011_ReadOnly]: userl

IAM Identity Center (Legacy SSO)

This example is for the legacy method of Amazon IAM Identity Center using the aws
configure sso wizard. To use the legacy SSO, leave the session name blank. For more
information, see the section called “IAM Identity Center authentication”.

$ aws configure sso

SSO session name (Recommended):

SSO start URL [None]: https://my-sso-portal.awsapps.com/start
SSO region [None]:us-east-1

SSO authorization page has automatically been opened in your default browser.
Follow the instructions in the browser to complete this authorization request.

There are 2 Amazon accounts available to you.

> DeveloperAccount, developer-account-admin@example.com (111122223333)
ProductionAccount, production-account-admin@example.com (444455556666)

Using the account ID 111122223333

There are 2 roles available to you.

> ReadOnly

FullAccess

Using the role name "ReadOnly"
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CLI default client Region [None]: us-west-2
CLI default output format [None]: json
CLI profile name [123456789011_ReadOnly]: userl

Short-term credentials

This example is for the short-term credentials from Amazon Identity and Access Management.
The aws configure wizard is used to set initial values and then the aws configure set
command assigns the last value needed. For more information, see the section called “Short-
term credentials”.

$ aws configure
AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]: wJalxXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2
Default output format [None]: json
$ aws configure set
aws_session_token fcZib3IpZ21uX2IQoJIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZVERYLONC

IAM role

This example is for assuming an IAM role. Profiles that use IAM roles pull credentials from
another profile, and then apply IAM role permissions. In the following examples, default is the
source profile for credentials and userl borrows the same credentials then assumes a new role.
There is no wizard for this process, therefore each value is set using the aws configure set
command. For more information, see the section called “IAM roles".

aws configure set role_arn arn:aws-cn:iam::123456789012:role/defaultrole
aws configure set source_profile default

aws configure set role_session_name session_userl

aws configure set region us-west-2

aws configure set output json

A LB A B A

Amazon EC2 instance metadata credentials

This example is for the credentials obtained from the hosting Amazon EC2 instance metadata.
There is no wizard for this process, therefore each value is set using the aws configure set
command. For more information, see the section called “Amazon EC2 metadata”.

$ aws configure set role_arn arn:aws-cn:iam::123456789012:role/defaultrole
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$ aws configure set credential_source Ec2InstanceMetadata
$ aws configure set region us-west-2
$ aws configure set output json

Long-term credentials

/A Warning

To avoid security risks, don't use IAM users for authentication when developing purpose-
built software or working with real data. Instead, use federation with an identity
provider such as Amazon IAM Identity Center.

This example is for the long-term credentials from Amazon Identity and Access Management.
For more information, see the section called “IAM users".

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

Supported config file settings

Topics

» Global settings

e S3 Custom command settings

The following settings are supported in the config file. The values listed in the specified (or
default) profile are used unless they are overridden by the presence of an environment variable
with the same name, or a command line option with the same name. For more information on
what order settings take precendence, see Configuring settings for the Amazon CLI
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Global settings
account_id_endpoint_mode

Specifies whether to use Amazon account-based endpoint IDs for calls to supported Amazon
Web Services services. For more information on account-based endpoints, see the section called

“Account-based endpoints”.

This setting can be set to the following:
o (default) preferred - The endpoint should include account ID if available.
« disabled - A resolved endpoint doesn't include account ID.

» required - The endpoint must include account ID. If the account ID isn't available, the SDK
throws an error.

Can be overridden by the AWS_ACCOUNT_ID_ENDPOINT_MODE environment variable. To use
account-based endpoints, the ID must be set in the AWS_ACCOUNT_ID environment variable or
aws_account_id setting.

account_id_endpoint_mode = preferred

@ Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

aws_access_key_id

Specifies the Amazon access key used as part of the credentials to authenticate the command
request. Although this can be stored in the config file, we recommend that you store this in
the credentials file.

Can be overridden by the AWS_ACCESS_KEY_ID environment variable. You can't specify the
access key ID as a command line option.
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aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_account_id

Specifies the Amazon account-based endpoint ID to use for calls to supported Amazon Web
Services services. For more information on account-based endpoints, see the section called

“Account-based endpoints”.

Can be overridden by the AWS_ACCOUNT_ID environment variable. The
AWS_ACCOUNT_ID_ENDPOINT_MODE environment variable or account_id_endpoint_mode

setting must be set to preferred or required to use this setting.

aws_account_id = 123456789EXAMPLE

(® Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

aws_secret_access_key

Specifies the Amazon secret key used as part of the credentials to authenticate the command
request. Although this can be stored in the config file, we recommend that you store this in
the credentials file.

Can be overridden by the AWS_SECRET_ACCESS_KEY environment variable. You can't specify
the secret access key as a command line option.

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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aws_session_token

Specifies an Amazon session token. A session token is required only if you manually specify
temporary security credentials. Although this can be stored in the config file, we recommend
that you store this in the credentials file.

Can be overridden by the AWS_SESSION_TOKEN environment variable. You can't specify the
session token as a command line option.

aws_session_token = AQOEXAMPLEH4ao0AHOgNCAPyJIxz4BLCFFxWNE1OPTgk5TthT
+FvwgnKwRcOIfrRh3c/LTo6UDdyIwOOVEVPVLXCrrrUtdnniCEXAMPLE/
IvU1dYUg2RVAIBanLiHb4IgRmpRV3zrkuWJI0gQs8IZZaIv2BXIa2R401gk

ca_bundle

Specifies a CA certificate bundle (a file with the . pem extension) that is used to verify SSL
certificates.

Can be overridden by the AWS_CA_BUNDLE environment variable or the --ca-bundle
command line option.

ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

cli_auto_prompt

Enables the auto-prompt for the Amazon CLI version 2. There are two settings that can be used:

 on uses the full auto-prompt mode each time you attempt to run an aws command. This
includes pressing ENTER after both a complete command or incomplete command.

cli_auto_prompt = on

o on-partial uses partial auto-prompt mode. If a command is incomplete or cannot be run
due to client-side validation errors, auto-prompt is used. This mode is particular useful if you
have pre-existing scripts, runbooks, or you only want to be auto-prompted for commands you
are unfamiliar with rather than prompted on every command.

cli_auto_prompt = on-partial

You can override this setting by using the aws_cli_auto_prompt environment variable or the
--cli-auto-prompt and --no-cli-auto-prompt command line parameters.
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For information on the Amazon CLI version 2 auto-prompt feature, see Enabling and using
command prompts in the Amazon CLI.

cli_binary_format

Specifies how the Amazon CLI version 2 interprets binary input parameters. It can be one of the
following values:

« base64 - This is the default value. An input parameter that is typed as a binary large object
(BLOB) accepts a base64-encoded string. To pass true binary content, put the content in a
file and provide the file's path and name with the fileb:// prefix as the parameter's value.
To pass base64-encoded text contained in a file, provide the file's path and name with the
file:// prefix as the parameter's value.

« raw-in-base64-out — Default for the Amazon CLI version 1. If the setting's value is raw-in-
baseb4-out, files referenced using the file:// prefix is read as text and then the Amazon
CLI attempts to encode it to binary.

This entry does not have an equivalent environment variable. You can specify the value on a
single command by using the --cli-binary-format raw-in-base64-out parameter.

cli_binary_format = raw-in-base64-out

If you reference a binary value in a file using the fileb:// prefix notation, the Amazon CLI
always expects the file to contain raw binary content and does not attempt to convert the
value.

If you reference a binary value in a file using the file: // prefix notation, the Amazon CLI
handles the file according to the current cli_binary_format setting. If that setting's value is
base64 (the default when not explicitly set), the Amazon CLI expects the file to contain base64-
encoded text. If that setting's value is raw-in-base64-out, the Amazon CLI expects the file to
contain raw binary content.

cli_help_output

As of version 2.31.0 The display for the help command is configured by the
cli_help_output setting, and has the following values:
« (default) terminal - Open the man page in the terminal.

« browser - Open the man page as a local HTML file in your default browser. A notice is
printed to your terminal when your default browser is being opened, and an error message if
the Amazon CLI cannot open your browser.
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e url - Print the URL to the online Amazon CLI Reference Guide for the version of the Amazon
CLI you have installed. Settings for client-side paging, such as the AWS_PAGER environment
variable, is respected.

cli_help_output = browser

For more information on the help command, see the section called “Get Help".

cli_history

Disabled by default. This setting enables command history for the Amazon CLI. After enabling
this setting, the Amazon CLI records the history of aws commands.

cli_history = enabled

You can list your history using the aws history list command, and use the resulting
command_ids inthe aws history show command for details. For more information see aws
history in the Amazon CLI reference guide.

cli_pager

Specifies the pager program used for output. By default, Amazon CLI version 2 returns all
output through your operating system'’s default pager program.

Can be overridden by the AWS_PAGER environment variable.
cli_pager=less

cli_timestamp_format

Specifies the output format of timestamp values. You can specify either of the following values:

» is08601 - The default value for the Amazon CLI version 2. If specified, the Amazon CLI
reformats all timestamps in the output according to ISO 8601. ISO 8601 formatted
timestamps look like the following examples. The following example demonstrates how the
time is formatted by separating the date and time with a T and including a Z after the time.

YYYY-MM-DDThh:mm:ssZ

The following examples shows a timestamp using the previous formatting.
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» wire — The default value for the Amazon CLI version 1. If specified, the Amazon CLI displays
all timestamp values exactly as received in the HTTP query response.

This setting does not have an equivalent environment variable or command line option. This
setting does not alter timestamp inputs, only output formatting.

cli_timestamp_format = iso8601

credential_process

Specifies an external command that the Amazon CLI runs to generate or retrieve authentication
credentials to use for this command. The command must return the credentials in a specific
format. For more information about how to use this setting, see Sourcing credentials with an

external process in the Amazon CLI.

This entry does not have an equivalent environment variable or command line option.

credential_process = /opt/bin/awscreds-retriever --username susan

credential_source

Used within Amazon EC2 instances or containers to specify where the Amazon CLI can find
credentials to use to assume the role you specified with the role_arn parameter. You cannot
specify both source_profile and credential_source in the same profile.

This parameter can have one of three values:

« Environment - Specifies that the Amazon CLI is to retrieve source credentials from
environment variables.

« Ec2InstanceMetadata - Specifies that the Amazon CLI is to use the IAM role attached to the
EC2 instance profile to get source credentials.

» EcsContainer - Specifies that the Amazon CLlI is to use the IAM role attached to the ECS
container as source credentials.

credential_source = Ec2InstanceMetadata
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duration_seconds

Specifies the maximum duration of the role session, in seconds. The value can range from 900
seconds (15 minutes) up to the maximum session duration setting for the role (which can be
a maximum of 43200). This is an optional parameter and by default, the value is set to 3600

seconds.
endpoint_url
Specifies the endpoint that is used for all service requests. If this setting is used in the

services section of the config file, then the endpoint is used only for the specified service.
For more information, see the section called “Set global endpoint for all Amazon Web Services

services”.

The following example uses the global endpoint http://localhost:1234 and a service-
specific endpoint of http://localhost:4567 for Amazon S3.

[profile dev]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = http://localhost:4567

(@ Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

ignore_configure_endpoint_urls

If enabled, the Amazon CLI ignores all custom endpoint configurations specified in the config
file. Valid values are true and false.
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ignore_configure_endpoint_urls = true

® Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

external_id

Specifies a unique identifier that is used by third parties to assume a role in their customers
accounts. This maps to the ExternalIld parameter in the AssumeRole operation. This
parameter is needed only if the trust policy for the role specifies a value for Externalld.
For more information, see How to use an external ID when granting access to your Amazon
resources to a third party in the IAM User Guide.

max_attempts

Specifies a value of maximum retry attempts the Amazon CLI retry handler uses, where the
initial call counts toward the max_attempts value that you provide.

You can override this value by using the AWS_MAX_ATTEMPTS environment variable.
max_attempts = 3

mfa_serial

The identification number of an MFA device to use when assuming a role. This is mandatory
only if the trust policy of the role being assumed includes a condition that requires MFA
authentication. The value can be either a serial number for a hardware device (such as
GAHT12345678) or an Amazon Resource Name (ARN) for a virtual MFA device (such as
arn:aws:iam::123456789012:mfa/user).
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output

Specifies the default output format for commands requested using this profile. You can specify
any of the following values:

+ json - The output is formatted as a JSON string.

yaml — The output is formatted as a YAML string.

« yaml-stream- The output is streamed and formatted as a YAML string. Streaming allows
for faster handling of large data types.

« text - The output is formatted as multiple lines of tab-separated string values. This can be
useful to pass the output to a text processor, like grep, sed, or awk.

« table - The output is formatted as a table using the characters +|- to form the cell borders.
It typically presents the information in a "human-friendly" format that is much easier to read
than the others, but not as programmatically useful.

Can be overridden by the AWS_DEFAULT_OUTPUT environment variable or the --output
command line option.

output = table

parameter_validation

Specifies whether the Amazon CLI client attempts to validate parameters before sending them
to the Amazon service endpoint.

 true - This is the default value. If specified, the Amazon CLI performs local validation of
command line parameters.

« false - If specified, the Amazon CLI does not validate command line parameters before
sending them to the Amazon service endpoint.

This entry does not have an equivalent environment variable or command line option.
parameter_validation = false

region
Specifies the Amazon Web Services Region to send requests to for commands requested using
this profile.

» You can specify any of the Region codes available for the chosen service as listed in Amazon
Regions and Endpoints in the Amazon Web Services General Reference.
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« aws_global enables you to specify the global endpoint for services that support a global
endpoint in addition to Regional endpoints, such as Amazon Security Token Service (Amazon
STS) and Amazon Simple Storage Service (Amazon S3).

You can override this value by using the AWS_REGION environment variable,
AWS_DEFAULT_REGION environment variable, or the --region command line option.

region = us-west-2

request_checksum_calculation

Specifies when a checksum is calculated for request payloads, and has the following options:

« when_supported - (Default) The request payload checksum is calculated when an operation
either specifies a checksum algorithm in its service model or requires request checksums.

« when_required - The request payload checksum is calculated when an operation requires
request checksums or when a user provides a requestAlgorithmMember that is modeled
by the Amazon Web Services service.

request_checksum_calculation = when_supported

The environment variable AWS_REQUEST_CHECKSUM_CALCULATION overrides this setting.

response_checksum_validation

Specifies when checksum validation is performed for response payloads, and has the following
options:

« when_supported - (Default) The response payload checksum validation is performed
when an operation specifies a response algorithm in its service model that the Amazon CLI
supports.

« when_required - The response payload checksum validation is performed when an
operation specifies a response algorithm in its service model that the Amazon CLI supports,
and you set the modeled requestValidationModeMember to ENABLED in the operation
input.

response_checksum_validation = when_supported

The environment variable AWS_RESPONSE_CHECKSUM_VALIDATION overrides this setting.
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retry_mode

Specifies which retry mode Amazon CLI uses. There are three retry modes available: standard
(default), legacy (default), and adaptive. For more information on retries, see Amazon CLI
retries in the Amazon CLI.

You can override this value by using the AWS_RETRY_MODE environment variable.
retry_mode = standard

role_arn

Specifies the Amazon Resource Name (ARN) of an IAM role that you want to use to run the
Amazon CLI commands. You must also specify one of the following parameters to identify the
credentials that have permission to assume this role:

» source_profile

« credential_source

role_arn = arn:aws:iam::123456789012:role/role-name

The environment variable AWS_ROLE_ARN overrides this setting.

For more information on using web identities, see the section called “Assume role with web
identity”.
role_session_name

Specifies the name to attach to the role session. This value is provided to the
RoleSessionName parameter when the Amazon CLI calls the AssumeRole operation, and
becomes part of the assumed role user ARN: arn:aws:sts::123456789012:assumed-
role/role_name/role_session_name. This is an optional parameter. If you do not provide
this value, a session name is generated automatically. This name appears in Amazon CloudTrail
logs for entries associated with this session.

role_session_name = maria_garcia_role

The environment variable AWS_ROLE_SESSION_NAME overrides this setting.

For more information on using web identities, see the section called “Assume role with web
identity”.
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services

Specifies the service configuration to use for your profile.

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]

s3 =
endpoint_url = http://localhost:4567

For more information on the services section, see the section called “services”.

The environment variable AWS_ROLE_SESSION_NAME overrides this setting.

For more information on using web identities, see the section called “Assume role with web
identity”.
sdk_ua_app_id

A single Amazon Web Services account can be used by multiple customer applications to make
calls to Amazon Web Services services. Application ID identifies which source application made
a set of calls using an Amazon Web Services service. Amazon SDKs and services don't use or
interpret this value other than to surface it back in customer communications. For example, this
value can be included in operational emails to uniquely identify which of your applications is
associated with the notification.

The Application ID is a string with maximum length of 50 characters. Letters, numbers and the
following special characters are allowed: ! $ % & * + - . , A " | ~ By default, no

value is assigned.

sdk_ua_app_id = prodl

This setting can be overwritten by using the AWS_SDK_UA_APP_1ID environment variable. You
can't set this value as a command line parameter.

sigv4a_signing_region_set

Specifies the regions to use when signing with SigV4a using a comma-delimited list. If this
variable is not set, the Amazon CLI uses the default used by the Amazon Web Services service.
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If the Amazon Web Services service has no default, the request signature becomes valid in all

regions using a value of *.
sigv4a_signing_region_set = us-west-2, us-east-1

For more information on SigV4a, see Amazon Signature Version 4 for API requests in the IAM
User Guide

This setting can be overwritten by using the AWS_SIGV4A_SIGNING_REGION_SET
environment variable. You can't set this value as a command line parameter.

source_profile

Specifies a named profile with long-term credentials that the Amazon CLI can use to
assume a role that you specified with the role_arn parameter. You cannot specify both
source_profile and credential_source in the same profile.

source_profile = production-profile

sso_account_id

Specifies the Amazon account ID that contains the IAM role with the permission that you want
to grant to the associated IAM Identity Center user.

This setting does not have an environment variable or command line option.

sso_account_id = 123456789012

sso_region

Specifies the Amazon Region that contains the Amazon access portal host. This is separate
from, and can be a different Region than the default CLI region parameter.

This setting does not have an environment variable or command line option.
sso_region = us_west-2

sso_registration_scopes

A comma-delimited list of scopes to be authorized for the sso-session. Scopes authorize
access to 1AM Identity Center bearer token authorized endpoints. A valid scope is a string,
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such as sso:account:access. This setting isn't applicable to the legacy non-refreshable
configuration.

sso_registration_scopes = sso:account:access

sso_role_name

Specifies the friendly name of the IAM role that defines the user's permissions when using this
profile.

This setting does not have an environment variable or command line option.
sso_role_name = ReadAccess

sso_start_url

Specifies the URL that points to the organization's Amazon access portal. The Amazon CLI uses
this URL to establish a session with the IAM Identity Center service to authenticate its users. To
find your Amazon access portal URL, use one of the following:

« Open your invitation email, the Amazon access portal URL is listed.

« Open the Amazon IAM Identity Center console at https://console.amazonaws.cn/
singlesignon/. The Amazon access portal URL is listed in your settings.

This setting does not have an environment variable or command line option.
sso_start_url = https://my-sso-portal.awsapps.com/start

use_dualstack_endpoint

Enables the use of dual-stack endpoints to send Amazon requests. To learn more about dual-
stack endpoints, which support both IPv4 and IPv6 traffic, see Using Amazon S3 dual-stack
endpoints in the Amazon Simple Storage Service User Guide. Dual-stack endpoints are available
for some services in some regions. If a dual-stack endpoint does not exist for the service

or Amazon Web Services Region, the request fails. Valid settings are true and false. This

is disabled by default. For more information, see the section called “Set to use dual-stack
endpoints for all Amazon Web Services services”.

This is mutually exclusive with the use_accelerate_endpoint setting.
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(@ Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

use_fips_endpoint

Some Amazon services offer endpoints that support Federal Information Processing Standard
(FIPS) 140-2 in some Amazon Web Services Regions. When the Amazon service supports FIPS,
this setting specifies what FIPS endpoint the Amazon CLI should use . Unlike standard Amazon
endpoints, FIPS endpoints use a TLS software library that complies with FIPS 140-2. These
endpoints might be required by enterprises that interact with the United States government.
For more information see, the section called “Set to use FIPs endpoints for all Amazon Web

Services services”.

If this setting is enabled, but a FIPS endpoint does not exist for the service in your Amazon Web
Services Region, the Amazon command may fail. In this case, manually specify the endpoint to
use in the command using the --endpoint-url option or use service-specific endpoints.

@ Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

web_identity_token_file

Specifies the path to a file that contains an OAuth 2.0 access token or OpenID Connect ID
token that is provided by an identity provider. The Amazon CLI loads the contents of this file
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and passes it as the WebIdentityToken argument to the AssumeRoleWithWebIdentity
operation.

The environment variable AWS_WEB_IDENTITY_TOKEN_FILE overrides this setting.

For more information on using web identities, see the section called “Assume role with web
identity”.
tcp_keepalive

Specifies whether the Amazon CLI client uses TCP keep-alive packets.

This entry does not have an equivalent environment variable or command line option.

tcp_keepalive = false

S3 Custom command settings

Amazon S3 supports several settings that configure how the Amazon CLI performs Amazon S3
operations. Some apply to all S3 commands in both the s3api and s3 namespaces. Others are
specifically for the S3 "custom" commands that abstract common operations and do more than a
one-to-one mapping to an APl operation. The aws s3 transfer commands cp, sync, mv, and rm
have additional settings you can use to control S3 transfers.

All of these options can be configured by specifying the s3 nested setting in your config file. Each
setting is then indented on its own line.

® Note

These settings are entirely optional. You should be able to successfully use the aws s3
transfer commands without configuring any of these settings. These settings are provided
to enable you to tune for performance or to account for the specific environment where
you are running these aws s3 commands.

These settings are all set under a top-level s3 key in the config file, as shown in the following
example for the development profile.

[profile development]
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s3 =
max_concurrent_requests = 20
max_queue_size = 10000
multipart_threshold = 64MB
multipart_chunksize = 16MB
max_bandwidth = 50MB/s
use_accelerate_endpoint = true
addressing_style = path

The following settings apply to any S3 command in the s3 or s3api namespaces.
addressing_style

Specifies which addressing style to use. This controls whether the bucket name is in the
hostname or is part of the URL. Valid values are: path, virtual, and auto. The default value is
auto.

There are two styles of constructing an Amazon S3 endpoint. The first is called

virtual and includes the bucket name as part of the hostname. For example:
https://bucketname.s3.amazonaws.com. Alternatively, with the path style,

you treat the bucket name as if it is a path in the URI; for example, https://
s3.amazonaws.com/bucketname. The default value in the CLI is to use auto, which attempts
to use the virtual style where it can, but will fall back to path style when required. For
example, if your bucket name is not DNS compatible, the bucket name cannot be part of

the hostname and must be in the path. With auto, the CLI will detect this condition and
automatically switch to path style for you. If you set the addressing style to path, you must
then ensure that the Amazon Region you configured in the Amazon CLI matches the Region of
your bucket.

payload_signing_enabled

Specifies whether to SHA256 sign sigv4 payloads. By default, this is disabled for streaming
uploads (UploadPart and PutObject) when using HTTPS. By default, this is set to false for
streaming uploads (UploadPart and PutObject), but only if a ContentMD5 is present (it is
generated by default) and the endpoint uses HTTPS.

If set to true, S3 requests receive additional content validation in the form of a SHA256
checksum which is calculated for you and included in the request signature. If set to false, the
checksum isn't calculated. Disabling this can be useful to reduce the performance overhead
created by the checksum calculation.
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use_accelerate_endpoint

Use the Amazon S3 Accelerate endpoint for all s3 and s3api commands. The default value is
false. This is mutually exclusive with the use_dualstack_endpoint setting.

If set to true, the Amazon CLI directs all Amazon S3 requests to the S3 Accelerate endpoint
at s3-accelerate.amazonaws.com. To use this endpoint, you must enable your bucket

to use S3 Accelerate. All requests are sent using the virtual style of bucket addressing:
my-bucket.s3-accelerate.amazonaws.com. Any ListBuckets, CreateBucket,

and DeleteBucket requests aren't sent to the S3 Accelerate endpoint as that endpoint
doesn't support those operations. This behavior can also be set if the --endpoint-

url parameteris set to https://s3-accelerate.amazonaws.comor http://s3-
accelerate.amazonaws.com for any s3 or s3api command.

use_dualstack_endpoint

Enables the use of dual-stack endpoints to send s3 and s3api requests. To learn more about
dual-stack endpoints, which support both IPv4 and IPv6 traffic, see Using Amazon S3 dual-
stack endpoints in the Amazon Simple Storage Service User Guide. Dual-stack endpoints are
available for some services in some regions. If a dual-stack endpoint does not exist for the

service or Amazon Web Services Region, the request fails. Valid settings are true and false.
This is disabled by default. For more information, see the section called “Set to use dual-stack

endpoints for all Amazon Web Services services”.

This is mutually exclusive with the use_accelerate_endpoint setting.

The following settings apply only to commands in the s3 namespace command set.

max_bandwidth

Specifies the maximum bandwidth that can be consumed for uploading and downloading data
to and from Amazon S3. The default is no limit.

This limits the maximum bandwidth that the S3 commands can use to transfer data to and from
Amazon S3. This value applies to only uploads and downloads; it doesn't apply to copies or
deletes. The value is expressed as bytes per second. The value can be specified as:

« Aninteger. For example, 1048576 sets the maximum bandwidth usage to 1 megabyte per
second.

Supported config file settings 128


https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html

Amazon Command Line Interface User Guide for Version 2

« An integer followed by a rate suffix. You can specify rate suffixes using: KB/s, MB/s, or GB/s.
For example, 300KB/s, 10MB/s.

In general, we recommend that you first try to lower bandwidth consumption by lowering
max_concurrent_requests. If that doesn't adequately limit bandwidth consumption to the
desired rate, you can use the max_bandwidth setting to further limit bandwidth consumption.
This is because max_concurrent_requests controls how many threads are currently running.
If you instead first lower max_bandwidth but leave a high max_concurrent_requests
setting, it can result in threads having to wait unnecessarily. This can lead to excess resource
consumption and connection timeouts.

max_concurrent_requests
Specifies the maximum number of concurrent requests. The default value is 10.

The aws s3 transfer commands are multithreaded. At any given time, multiple Amazon S3
requests can be running. For example, when you use the command aws s3 cp localdir
s3://bucket/ --recursive to upload files to an S3 bucket, the Amazon CLI can upload
the files localdir/filel, localdir/file2, and localdir/file3 in parallel. The setting
max_concurrent_requests specifies the maximum number of transfer operations that can
run at the same time.

You might need to change this value for a few reasons:

» Decreasing this value — On some environments, the default of 10 concurrent requests can
overwhelm a system. This can cause connection timeouts or slow the responsiveness of
the system. Lowering this value makes the S3 transfer commands less resource intensive.
The tradeoff is that S3 transfers can take longer to complete. Lowering this value might be
necessary if you use a tool to limit bandwidth.

« Increasing this value — In some scenarios, you might want the Amazon S3 transfers to
complete as quickly as possible, using as much network bandwidth as necessary. In this
scenario, the default number of concurrent requests might not be sufficient to use all of the
available network bandwidth. Increasing this value can improve the time it takes to complete
an Amazon S3 transfer.

max_queue_size
Specifies the maximum number of tasks in the task queue. The default value is 1000.

The Amazon CLI internally uses a model where it queues up Amazon S3 tasks that are then
executed by consumers whose numbers are limited by max_concurrent_requests.
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A task generally maps to a single Amazon S3 operation. For example, a task could be a
PutObjectTask, ora GetObjectTask, or an UploadPartTask. The rate at which tasks are
added to the queue can be much faster than the rate at which consumers finish the tasks. To
avoid unbounded growth, the task queue size is capped to a specific size. This setting changes
the value of that maximum number.

You generally don't need to change this setting. This setting also corresponds to the number
of tasks that the Amazon CLI is aware of that need to be run. This means that by default the
Amazon CLI can only see 1000 tasks ahead. Increasing this value means that the Amazon CLI
can more quickly know the total number of tasks needed, assuming that the queuing rate is
quicker than the rate of task completion. The tradeoff is that a larger max_queue_size requires
more memory.

multipart_chunksize

Specifies the chunk size that the Amazon CLI uses for multipart transfers of individual files. The
default value is 8 MB, with a minimum of 5 MB.

When a file transfer exceeds the multipart_threshold, the Amazon CLI divides

the file into chunks of this size. This value can be specified using the same syntax as
multipart_threshold, either as the number of bytes as an integer, or by using a size and a
suffix.

multipart_threshold

Specifies the size threshold the Amazon CLI uses for multipart transfers of individual files. The
default value is 8 MB.

When uploading, downloading, or copying a file, the Amazon S3 commands switch to multipart
operations if the file exceeds this size. You can specify this value in one of two ways:

« The file size in bytes. For example, 1048576.
» The file size with a size suffix. You can use KB, MB, GB, or TB. For example: 10MB, 1GB.

(® Note

S3 can impose constraints on valid values that can be used for multipart operations.
For more information, see the S3 Multipart Upload documentation in the Amazon

Simple Storage Service User Guide.
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Configuring environment variables for the Amazon CLI

Environment variables provide another way to specify configuration options and credentials, and
can be useful for scripting.

Precedence of options

« If you specify an option by using one of the environment variables described in this topic, it
overrides any value loaded from a profile in the configuration file.

« If you specify an option by using a parameter on the Amazon CLI command line, it overrides any
value from either the corresponding environment variable or a profile in the configuration file.

For more information about precedence and how the Amazon CLI determines which credentials to
use, see Configuring settings for the Amazon CLI.

Topics

+« How to set environment variables

o Amazon CLI supported environment variables

How to set environment variables

The following examples show how you can configure environment variables for the default user.

Linux or macOS

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
$ export AWS_DEFAULT_REGION=us-west-2

Setting the environment variable changes the value used until the end of your shell session,
or until you set the variable to a different value. You can make the variables persistent across
future sessions by setting them in your shell's startup script.

Windows Command Prompt

To set for all sessions

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
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C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
C:\> setx AWS_DEFAULT_REGION us-west-2

Using setx to set an environment variable changes the value used in both the current
command prompt session and all command prompt sessions that you create after running the
command. It does not affect other command shells that are already running at the time you run
the command. You may need to restart you terminal for settings to load.

To set for current session only

Using set to set an environment variable changes the value used until the end of the current
command prompt session, or until you set the variable to a different value.

C:\> set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
C:\> set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
C:\> set AWS_DEFAULT_REGION=us-west-2

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:\> $Env:AWS_DEFAULT_REGION="us-west-2"

If you set an environment variable at the PowerShell prompt as shown in the previous
examples, it saves the value for only the duration of the current session. To make the
environment variable setting persistent across all PowerShell and Command Prompt sessions,
store it by using the System application in Control Panel. Alternatively, you can set the variable
for all future PowerShell sessions by adding it to your PowerShell profile. See the PowerShell
documentation for more information about storing environment variables or persisting them

across sessions.

Amazon CLI supported environment variables

The Amazon CLI supports the following environment variables.

AWS_ACCESS_KEY_ID

Specifies an Amazon access key associated with an IAM account.
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If defined, this environment variable overrides the value for the profile setting
aws_access_key_id. You can't specify the access key ID by using a command line option.

AWS_ACCOUNT_ID

Specifies the Amazon account-based endpoint ID to use for calls to supported Amazon Web
Services services. For more information on account-based endpoints, see the section called

“Account-based endpoints”.

This setting overrides the aws_account_id setting. The AWS_ACCOUNT_ID_ENDPOINT_MODE
environment variable or account_id_endpoint_mode setting must be set to preferred or

required to use this setting.

(® Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called “Endpoint configuration and settings

precedence”.

AWS_ACCOUNT_ID_ENDPOINT_MODE

Specifies whether to use Amazon account-based endpoint IDs for calls to supported Amazon
Web Services services. For more information on account-based endpoints, see the section called

“Account-based endpoints”.

This setting can be set to the following:
o (default) preferred - The endpoint should include account ID if available.
« disabled - A resolved endpoint doesn't include account ID.

« required - The endpoint must include account ID. If the account ID isn't available, the SDK
throws an error.

This setting overrides the account_id_endpoint_mode setting. To use account-
based endpoints, the ID must be set in the AWS_ACCOUNT_ID environment variable or
aws_account_id setting.
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(@ Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

AWS_CA_BUNDLE
Specifies the path to a certificate bundle to use for HTTPS certificate validation.

If defined, this environment variable overrides the value for the profile setting ca_bundle. You
can override this environment variable by using the --ca-bundle command line parameter.

AWS_CLI_AUTO_PROMPT

Enables the auto-prompt for the Amazon CLI version 2. There are two settings that can be used:

« on uses the full auto-prompt mode each time you attempt to run an aws command. This
includes pressing ENTER after both a complete command or incomplete command.

« on-partial uses partial auto-prompt mode. If a command is incomplete or cannot be run
due to client-side validation errors, auto-prompt is used. This mode is useful if you have pre-
existing scripts, runbooks, or you only want to be auto-prompted for commands you are
unfamiliar with rather than prompted on every command.

If defined, this environment variable overrides the value for the c1i_auto_prompt profile
setting. You can override this environment variable by using the --cli-auto-prompt and --

no-cli-auto-prompt command line parameters.

For information on the Amazon CLI version 2 auto-prompt feature, see Enabling and using
command prompts in the Amazon CLI.

AWS_CLI_FILE_ENCODING

Specifies the encoding used for text files. By default encoding matches your locale. To
set encoding different from the locale, use the aws_cli_file_encoding environment
variable. For example, if you use Windows with default encoding CP1252, setting
aws_cli_file_encoding=UTF-8 sets the CLI to open text files using UTF-8.
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AWS_CLI_S3_MV_VALIDATE_SAME_S3_PATHS

If the source and destination buckets are the same when using the s3 mv command, the source
file or object can be moved onto itself, which can result in accidental deletion of your source
file or object. The AWS_CLI_S3_MV_VALIDATE_SAME_S3_PATHS environment variable and
--validate-same-s3-paths option specifies whether to validate your access point ARNs or
access point aliases in your Amazon S3 source or destination URIs.

(® Note

Path validation for s3 mv requires additional API calls.

AWS_CONFIG_FILE

Specifies the location of the file that the Amazon CLI uses to store configuration profiles. The
default path is ~/.aws/config.

You can't specify this value in a named profile setting or by using a command line parameter.

AWS_DATA_PATH

A list of additional directories to check outside of the built-in search path of ~/.aws/models
when loading Amazon CLI data. Setting this environment variable indicates additional
directories to check first before falling back to the built-in search path. Multiple entries should
be separated with the os.pathsep character, which is : on Linux or macOS and ; on Windows.

AWS_DEFAULT_OUTPUT

Specifies the output format to use.

If defined, this environment variable overrides the value for the profile setting output. You can
override this environment variable by using the - -output command line parameter.

AWS_DEFAULT_REGION

The Default region name identifies the Amazon Region whose servers you want to send
your requests to by default. This is typically the Region closest to you, but it can be any Region.
For example, you can type us-west-2 to use US West (Oregon). This is the Region that all later
requests are sent to, unless you specify otherwise in an individual command.
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@ Note
You must specify an Amazon Region when using the Amazon CLI, either explicitly or by
setting a default Region. For a list of the available Regions, see Regions and Endpoints.
The Region designators used by the Amazon CLI are the same names that you see in
Amazon Web Services Management Console URLs and service endpoints.

If defined, this environment variable overrides the value for the profile setting region. You can
override this environment variable by using the --region command line parameter and the
Amazon SDK compatible AWS_REGION environment variable.

AWS_EC2_METADATA_DISABLED
Disables the use of the Amazon EC2 instance metadata service (IMDS).

If set to true, user credentials or configuration (like the Region) are not requested from IMDS.

AWS_ENDPOINT_URL

Specifies the endpoint that is used for all service requests. For more information, see the
section called “Set global endpoint for all Amazon Web Services services".

(® Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

AWS_ENDPOINT_URL_<SERVICE>

Specifies a custom endpoint that is used for a specific service, where <SERVICE> is replaced
with the Amazon Web Services service identifier. For example, Amazon DynamoDB has

a serviceld of DynamoDB. For this service, the endpoint URL environment variable is
AWS_ENDPOINT_URL_DYNAMODB.

For a list of all service-specific environment variables, see List of service-specific identifiers.
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(@ Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

AWS_IGNORE_CONFIGURED_ENDPOINT_URLS

If enabled, the Amazon CLI ignores all custom endpoint configurations. Valid values are true
and false. For more information, see the section called “Set global endpoint for all Amazon

Web Services services".

Endpoint configuration settings are located in multiple places, such as the system or user
environment variables, local Amazon configuration files, or explicitly declared on the command
line as a parameter. For endpoint precedence, see the section called “Endpoint configuration

and settings precedence”.

(® Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

AWS_MAX_ATTEMPTS

Specifies a value of maximum retry attempts the Amazon CLI retry handler uses, where the
initial call counts toward the value that you provide. For more information on retries, see
Amazon CLI retries in the Amazon CLI.

If defined, this environment variable overrides the value for the profiles setting max_attempts.
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AWS_METADATA_SERVICE_NUM_ATTEMPTS

When attempting to retrieve credentials on an Amazon EC2 instance that has been configured
with an IAM role, the Amazon CLI attempts to retrieve credentials once from the instance
metadata service before stopping. If you know your commands will run on an Amazon EC2
instance, you can increase this value to make Amazon CLI retry multiple times before giving up.

AWS_METADATA_SERVICE_TIMEOUT

The number of seconds before a connection to the instance metadata service should time out.
When attempting to retrieve credentials on an Amazon EC2 instance that is configured with an
IAM role, a connection to the instance metadata service times out after 1 second by default.

If you know you're running on an Amazon EC2 instance with an IAM role configured, you can
increase this value if needed.

AWS_PAGER

Specifies the pager program used for output. By default, Amazon CLI version 2 returns all
output through your operating system's default pager program.

To disable all use of an external paging program, set the variable to an empty string.

If defined, this environment variable overrides the value for the profile setting c1i_pager.

AWS_PROFILE

Specifies the name of the Amazon CLI profile with the credentials and options to use. This can
be the name of a profile stored in a credentials or config file, or the value default to use
the default profile.

If defined, this environment variable overrides the behavior of using the profile named
[default] in the configuration file. You can override this environment variable by using the - -
profile command line parameter.

AWS_REGION

The Amazon SDK compatible environment variable that specifies the Amazon Region to send
the request to.

If defined, this environment variable overrides the values in the environment variable
AWS_DEFAULT_REGION and the profile setting region. You can override this environment
variable by using the --region command line parameter.
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AWS_REQUEST_CHECKSUM_CALCULATION

Specifies when a checksum is calculated for request payloads, and has the following options:

« when_supported - (Default) The request payload checksum is calculated when an operation
either specifies a checksum algorithm in its service model or requires request checksums.

« when_required - The request payload checksum is calculated when an operation requires
request checksums or when a user provides a requestAlgorithmMember that is modeled
by the Amazon Web Services service.

If defined, this environment variable overrides the value for the profiles setting
request_checksum_calculation.

AWS_RESPONSE_CHECKSUM_VALIDATION

Specifies when checksum validation is performed for response payloads, and has the following

options:

« when_supported - (Default) The response payload checksum validation is performed
when an operation specifies a response algorithm in its service model that the Amazon CLI
supports.

« when_required - The response payload checksum validation is performed when an
operation specifies a response algorithm in its service model that the Amazon CLI supports,
and you set the modeled requestValidationModeMember to ENABLED in the operation
input.

If defined, this environment variable overrides the value for the profiles setting
response_checksum_validation.

AWS_RETRY_MODE

Specifies which retry mode Amazon CLI uses. There are three retry modes available: legacy
(default), standard, and adaptive. For more information on retries, see Amazon CLI retries in the
Amazon CLI.

If defined, this environment variable overrides the value for the profiles setting retry_mode.
AWS_ROLE_ARN

Specifies the Amazon Resource Name (ARN) of an IAM role with a web identity provider that
you want to use to run the Amazon CLI commands.

Used with the AWS_WEB_IDENTITY_TOKEN_FILE and AWS_ROLE_SESSION_NAME
environment variables.
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If defined, this environment variable overrides the value for the profile setting role_arn. You
can't specify a role session name as a command line parameter.

(@ Note

This environment variable only applies to an assumed role with web identity provider it
does not apply to the general assume role provider configuration.

For more information on using web identities, see the section called “Assume role with web
identity”.
AWS_ROLE_SESSION_NAME

Specifies the name to attach to the role session. This value is provided to the
RoleSessionName parameter when the Amazon CLI calls the AssumeRole operation, and
becomes part of the assumed role user ARN: arn:aws:sts::123456789012:assumed-
role/role_name/role_session_name. This is an optional parameter. If you do not provide
this value, a session name is generated automatically. This name appears in Amazon CloudTrail
logs for entries associated with this session.

If defined, this environment variable overrides the value for the profile setting
role_session_name.

Used with the AWS_ROLE_ARN and AWS_WEB_IDENTITY_TOKEN_FILE environment variables.

For more information on using web identities, see the section called “Assume role with web
identity”.

® Note

This environment variable only applies to an assumed role with web identity provider it
does not apply to the general assume role provider configuration.

AWS_SDK_UA_APP_ID

A single Amazon Web Services account can be used by multiple customer applications to make
calls to Amazon Web Services services. Application ID identifies which source application made
a set of calls using an Amazon Web Services service. Amazon SDKs and services don't use or
interpret this value other than to surface it back in customer communications. For example, this
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value can be included in operational emails to uniquely identify which of your applications is
associated with the notification.

By default, there is no value.

The Application ID is a string with maximum length of 50 characters. Letters, numbers and the
following special characters are allowed:

L% &*+ - ., ~A_ " |~

If defined, this environment variable overrides the value for the profile setting
sdk_ua_app_id. You can't specify Application ID as a command line option.

AWS_SECRET_ACCESS_KEY

Specifies the secret key associated with the access key. This is essentially the "password" for the
access key.

If defined, this environment variable overrides the value for the profile setting
aws_secret_access_key. You can't specify the secret access key ID as a command line
option.

AWS_SESSION_TOKEN
Specifies the session token value that is required if you are using temporary security credentials

that you retrieved directly from Amazon STS operations. For more information, see the Output
section of the assume-role command in the Amazon CLI Command Reference.

If defined, this environment variable overrides the value for the profile setting
aws_session_token.

AWS_SHARED_CREDENTIALS_FILE

Specifies the location of the file that the Amazon CLI uses to store access keys. The default path
is~/.aws/credentials.

You can't specify this value in a named profile setting or by using a command line parameter.
AWS_SIGV4A_SIGNING_REGION_SET

Specifies the regions to use when signing with SigV4a using a comma-delimited list. If this
variable is not set, the Amazon CLI uses the default used by the Amazon Web Services service.
If the Amazon Web Services service has no default, the request signature becomes valid in all
regions using a value of *.
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For more information on SigV4a, see Amazon Signature Version 4 for API requests in the IAM
User Guide

If defined, this environment variable overrides the value for the profile setting
sigv4a_signing_region_set.

AWS_USE_DUALSTACK_ENDPOINT

Enables the use of dual-stack endpoints to send Amazon requests. To learn more about
dual-stack endpoints, which support both IPv4 and IPv6 traffic, see Using Amazon S3 dual-
stack endpoints in the Amazon Simple Storage Service User Guide. Dual-stack endpoints are
available for some services in some regions. If a dual-stack endpoint does not exist for the
service or Amazon Web Services Region, the request fails. This is disabled by default. For
more information, see the section called “Set to use dual-stack endpoints for all Amazon Web

Services services"”.

(® Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

AWS_USE_FIPS_ENDPOINT

Some Amazon services offer endpoints that support Federal Information Processing Standard
(FIPS) 140-2 in some Amazon Web Services Regions. When the Amazon service supports FIPS,
this setting specifies what FIPS endpoint the Amazon CLI should use . Unlike standard Amazon
endpoints, FIPS endpoints use a TLS software library that complies with FIPS 140-2. These
endpoints might be required by enterprises that interact with the United States government.
For more information see, the section called “Set to use FIPs endpoints for all Amazon Web

Services services”.

If this setting is enabled, but a FIPS endpoint does not exist for the service in your Amazon Web
Services Region, the Amazon command may fail. In this case, manually specify the endpoint to
use in the command using the --endpoint-url option or use service-specific endpoints.
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(@ Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called "Endpoint configuration and settings

precedence”.

AWS_WEB_IDENTITY_TOKEN_FILE

Specifies the path to a file that contains an OAuth 2.0 access token or OpenID Connect ID
token that is provided by an identity provider. The Amazon CLI loads the contents of this file
and passes it as the WebIdentityToken argument to the AssumeRoleWithWebIdentity
operation.

Used with the AWS_ROLE_ARN and AWS_ROLE_SESSION_NAME environment variables.

If defined, this environment variable overrides the value for the profile setting
web_identity_token_file.

For more information on using web identities, see the section called “Assume role with web
identity”.

(® Note

This environment variable only applies to an assumed role with web identity provider it
does not apply to the general assume role provider configuration.

Command line options in the Amazon CLI

In the Amazon CLI, command line options are global parameters you can use to override the
default configuration settings, any corresponding profile setting, or environment variable setting
for that single command. You can't use command line options to directly specify credentials,
although you can specify which profile to use.

Topics
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» How to use command line options

« Amazon CLI supported global command line options

o Common uses of command line options

How to use command line options

Most command line options are simple strings, such as the profile name profilel in the following
example:

$ aws s3 1ls --profile profilel
amzn-s3-demo-bucketl
amzn-s3-demo-bucket2

Each option that takes an argument requires a space or equals sign (=) separating the argument
from the option name. If the argument value is a string that contains a space, you must use
quotation marks around the argument. For details on argument types and formatting for
parameters, see Specifying parameter values in the Amazon CLI.

Amazon CLI supported global command line options

In the Amazon CLI you can use the following command line options to override the default
configuration settings, any corresponding profile setting, or environment variable setting for that
single command.

--ca-bundle <string>
Specifies the certificate authority (CA) certificate bundle to use when verifying SSL certificates.

If defined, this option overrides the value for the profile setting ca_bundle and the
AWS_CA_BUNDLE environment variable.

--cli-auto-prompt

Enables auto-prompt mode for a single command. As the following examples show, you can
specify it at any point.

$ aws --cli-auto-prompt
$ aws dynamodb --cli-auto-prompt
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$ aws dynamodb describe-table --cli-auto-prompt

This option overrides the aws_cli_auto_prompt environment variable and the

cli_auto_prompt profile setting.

For information on the Amazon CLI version 2 auto-prompt feature, see Enabling and using

command prompts in the Amazon CLI.

--cli-binary-format

Specifies how the Amazon CLI version 2 interprets binary input parameters. It can be one of the
following values:

« base64 - This is the default value. An input parameter that is typed as a binary large object
(BLOB) accepts a base64-encoded string. To pass true binary content, put the content in a
file and provide the file's path and name with the fileb:// prefix as the parameter's value.
To pass base64-encoded text contained in a file, provide the file's path and name with the
file:// prefix as the parameter's value.

« raw-in-base64-out — Default for the Amazon CLI version 1. If the setting's value is raw-in-
baseb4-out, files referenced using the file: // prefix is read as text and then the Amazon
CLI attempts to encode it to binary.

This overrides the c1i_binary_format file configuration setting.

$ aws lambda invoke \
--cli-binary-format raw-in-base64-out \
--function-name my-function \
--invocation-type Event \
--payload '{ "name": "Bob"™ }' \
response.json

If you reference a binary value in a file using the fileb:// prefix notation, the Amazon CLI
always expects the file to contain raw binary content and does not attempt to convert the
value.

If you reference a binary value in a file using the file:// prefix notation, the Amazon CLI
handles the file according to the current cli_binary_format setting. If that setting's value is
baseb4 (the default when not explicitly set), the Amazon CLI expects the file to contain base64-
encoded text. If that setting's value is raw-in-base64-out, the Amazon CLI expects the file to
contain raw binary content.
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--cli-connect-timeout <integer>

Specifies the maximum socket connect time in seconds. If the value is set to zero (0), the socket
connect waits indefinitely (is blocking) and doesn't timeout. The default value is 60 seconds.

--cli-read-timeout <integer>

Specifies the maximum socket read time in seconds. If the value is set to zero (0) the socket read
waits indefinitely (is blocking) and doesn't timeout. The default value is 60 seconds.

--color <string>

Specifies support for color output. Valid values are on, of f, and auto. The default value is
auto.

--debug

A Boolean switch that enables debug logging. The Amazon CLI by default provides cleaned
up information regarding any successes or failures regarding command outcomes in the
command output. The --debug option provides the full Python logs. This includes additional
stderr diagnostic information about the operation of the command that can be useful when
troubleshooting why a command provides unexpected results. To easily view debug logs, we
suggest sending the logs to a file to more easily search the information. You can do this by
using one of the following.

To send only the stderr diagnostic information, append 2> debug.txt where debug.txt is
the name you want to use for your debug file:

$ aws servicename commandname options --debug 2> debug.txt

To send both the output and stderr diagnostic information, append &> debug. txt where
debug. txt is the name you want to use for your debug file:

$ aws servicename commandname options --debug &> debug.txt

--endpoint-url <string>

Specifies the URL to send the request to. For most commands, the Amazon CLI automatically
determines the URL based on the selected service and the specified Amazon Region. However,
some commands require that you specify an account-specific URL. You can also configure some
Amazon services to host an endpoint directly within your private VPC, which might then need to

be specified.
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The following command example uses a custom Amazon S3 endpoint URL.

$ aws s3 1ls --endpoint-url http://localhost:4567

(® Endpoint precedence

Endpoint configuration settings are located in multiple places, such as the system or
user environment variables, local Amazon configuration files, or explicitly declared on
the command line as a parameter. The Amazon CLI checks these endpoint settings in
a particular order, and uses the endpoint setting with the highest precedence. For the
endpoint precedence list, see the section called “Endpoint configuration and settings

precedence”.

--no-cli-auto-prompt

Disables auto-prompt mode for a single command.

$ aws dynamodb describe-table --table-name Tablel --no-cli-auto-prompt

This option overrides the aws_cli_auto_prompt environment variable and the

cli_auto_prompt profile setting.

For information on the Amazon CLI version 2 auto-prompt feature, see Enabling and using
command prompts in the Amazon CLI.

--no-cli-pager

A Boolean switch that disables using a pager for the output of the command.
--no-paginate
A Boolean switch that disables the multiple calls the automatically Amazon CLI makes to

receive all command results that creates pagination of the output. This means only the first
page of your output is displayed.

--no-sign-request

A Boolean switch that disables signing the HTTP requests to the Amazon service endpoint. This
prevents credentials from being loaded.
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--no-verify-ssl

By default, the Amazon CLI uses SSL when communicating with Amazon services. For each SSL
connection and call, the Amazon CLI verifies the SSL certificates. Using this option overrides the
default behavior of verifying SSL certificates.

/A Warning

This option is not best practice. If you use --no-verify-ssl, your traffic between
your client and Amazon services is no longer secured. This means your traffic is a
security risk and vulnerable to man-in-the-middle exploits. If you're having issues with
certificates, it's best to resolve those issues instead. For certificate troubleshooting
steps, see the section called “SSL certificate errors”.

--output <string>

Specifies the output format to use for this command. You can specify any of the following
values:

json - The output is formatted as a JSON string.

yaml - The output is formatted as a YAML string.

« yaml-stream- The output is streamed and formatted as a YAML string. Streaming allows
for faster handling of large data types.

« text - The output is formatted as multiple lines of tab-separated string values. This can be
useful to pass the output to a text processor, like grep, sed, or awk.

« table - The output is formatted as a table using the characters +|- to form the cell borders.
It typically presents the information in a "human-friendly" format that is much easier to read
than the others, but not as programmatically useful.

--profile <string>

Specifies the named profile to use for this command. To set up additional named profiles, you

can use the aws configure command with the --profile option.

$ aws configure --profile <profilename>
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--query <string>

Specifies a JMESPath query to use in filtering the response data. For more information, see
Filtering output in the Amazon CLI.

--region <string>

Specifies which Amazon Region to send this command's Amazon request to. For a list of all
of the Regions that you can specify, see Amazon Regions and Endpoints in the Amazon Web

Services General Reference.

--version

A Boolean switch that displays the current version of the Amazon CLI program that is running.

Common uses of command line options

Common uses for command line options include checking your resources in multiple Amazon
Regions, and changing the output format for legibility or ease of use when scripting. In the
following examples, we run the describe-instances command against each Region until we find
which Region our instance is in.

$ aws ec2 describe-instances --output table --region us-west-1

| Describelnstances |
B e e T R e e e T eI +
| Reservations |
[+=-mmmm e - R L e e e e e e - C SISy +|
|| OwnerId | 012345678901 |

|| ReservationId | 1r-abcdefgh |
[+==mmmm e - Pooooooooooooooooococooooooooooooooos +|
|11 Instances 11
|42 mmmmmmmmm oo e EGRCEEEEEEEPEEE R PR +1
[|] AmiLaunchIndex | o [

||| Architecture | x86_64 1]
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Configuring command completion in the Amazon CLI

The Amazon Command Line Interface (Amazon CLI) includes a bash-compatible command-
completion feature that enables you to use the Tab key to complete a partially entered command.
On most systems you need to configure this manually.

For information on the Amazon CLI version 2 auto-prompt feature instead, see Enabling and using

command prompts in the Amazon CLI.

Topics
e How it works

» Configuring command completion on Linux or macOS

« Configuring command completion on Windows

How it works

When you partially enter a command, parameter, or option, the command-completion feature
either automatically completes your command or displays a suggested list of commands. To
prompt command completion, you partially enter in a command and press the completion key,
which is typically Tab in most shells.

The following examples show different ways that you can use command completion:

 Partially enter a command and press Tab to display a suggested list of commands.

$ aws dynamodb dTAB

delete-backup describe-global-table

delete-item describe-global-table-settings
delete-table describe-1limits

describe-backup describe-table
describe-continuous-backups describe-table-replica-auto-scaling
describe-contributor-insights describe-time-to-live

describe-endpoints

« Partially enter a parameter and press Tab to display a suggested list of parameters.

$ aws dynamodb delete-table --TAB
--ca-bundle --endpoint-url --profile
--cli-connect-timeout --generate-cli-skeleton --query
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--cli-input-json --no-paginate --region
--cli-read-timeout --no-sign-request --table-name
--color --no-verify-ssl --version
--debug --output

« Enter a parameter and press Tab to display a suggested list of resource values. This feature is
available only in the Amazon CLI version 2.

$ aws dynamodb delete-table --table-name TAB
Table 1 Table 2 Table 3

Configuring command completion on Linux or macOS

To configure command completion on Linux or macOS, you must know the name of the shell you're
using and the location of the aws_completer script.

(@ Note

Command completion is automatically configured and enabled by default on Amazon EC2
instances that run Amazon Linux.

Topics

» Confirm the completer's folder is in your path

» Enable command completion

» Verify command completion

Confirm the completer's folder is in your path

For the Amazon completer to work successfully, the aws_completer needs to be in your shell's
path. The which command can check if the completer is in your path.

$ which aws_completex
/usr/local/bin/aws_completer

If the which command can't find the completer, then use the following steps to add the completer's
folder to your path.
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Step 1: Locate the Amazon completer

The location of the Amazon completer can vary depending on the installation method used.
« Package Manager - Programs such as pip, yum, brew, and apt-get typically install the Amazon
completer (or a symlink to it) to a standard path location.

 If you used pip without the --user parameter, the default path is /usr/local/bin/
aws_completer.

« If you used pip with the - -user parameter the default path is /home/username/.local/
bin/aws_completer.

« Bundled Installer - If you used the bundled installer, the default path is /usr/local/bin/
aws_completer.

If all else fails, you can use the find command to search your file system for the Amazon
completer.

$ find / -name aws_completer
/usr/local/bin/aws_completer

Step 2: Identify your shell

To identify which shell you're using, you can use one of the following commands.

« echo $SHELL - Displays the shell's program file name. This usually matches the name of the in-
use shell, unless you launched a different shell after logging in.

$ echo $SHELL
/bin/bash

» ps - Displays the processes running for the current user. One of them is the shell.

$ ps

PID TTY TIME CMD
2148 pts/1 00:00:00 bash
8756 pts/1 00:00:00 ps
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Step 3: Add the completer to your path

1. Find your shell's profile script in your user folder.

$ 1s -a ~/
.bash_logout .bash_profile .bashrc Desktop Documents Downloads
« Bash- .bash_profile, .profile, or .bash_login
e Zsh- .zshxc
e Tcsh- .tcshrc, .cshrc, or .1login

2. Add an export command at the end of your profile script that's similar to the following example.
Replace /usr/local/bin/ with the folder that you discovered in the previous section.

export PATH=/usr/local/bin/:$PATH

3. Reload the profile into the current session to put those changes into effect. Replace
.bash_profile with the name of the shell script you discovered in the first section.

$ source ~/.bash_profile

Enable command completion

After confirming the completer is in your path, enable command completion by running the
appropriate command for the shell that you're using. You can add the command to your shell's
profile to run it each time you open a new shell. In each command, replace the /usr/local/bin/
path with the one found on your system in Confirm the completer's folder is in your path.

e bash - Use the built-in command complete.

$ complete -C '/usr/local/bin/aws_completer' aws

Add the previous command to ~/.bashzrc to run it each time you open a new shell. Your
~/.bash_profile should source ~/.bashxrc to ensure that the command is also run in login
shells.

e zsh - To run command completion, you need to run bashcompinit by adding the following
autoload line at the end of your ~/. zshxc profile script.
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$ autoload bashcompinit && bashcompinit
$ autoload -Uz compinit && compinit

To enable command completion, use the built-in command complete.
$ complete -C '/usr/local/bin/aws_completer' aws

Add the previous commands to ~/.zshxc to run it each time you open a new shell.

« tcsh - Complete for tcsh takes a word type and pattern to define the completion behavior.

> complete aws 'p/*/ aws_completer’/’'

Add the previous command to ~/.tcshrc to run it each time you open a new shell.

After you've enabled command completion, Verify command completion is working.

Verify command completion

After enabling command completion, reload your shell, enter a partial command, and press Tab to
see the available commands.

$ aws sTAB
s3 ses sgs sts swf
s3api sns storagegateway support

Configuring command completion on Windows

(® Note

For information on how PowerShell handles their completion, including their various
completion keys, see about_Tab_Expansion in the Microsoft PowerShell Docs.

To enable command completion for PowerShell on Windows, complete the following steps in
PowerShell.

1. Open your $PROFILE with the following command.
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PS C:\> Notepad $PROFILE

If you do not have a $PROFILE, create a user profile using the following command.

PS C:\> if (!(Test-Path -Path $PROFILE ))
{ New-Item -Type File -Path $PROFILE -Force }

For more information on PowerShell profiles, see How to Use Profiles in Windows PowerShell
ISE on the Microsoft Docs website.

2. To enable command completion, add the following code block to your profile, save, and then
close the file.

Register-ArgumentCompleter -Native -CommandName aws -ScriptBlock {
param($commandName, $wordToComplete, $cursorPosition)

$env:COMP_LINE=$wordToComplete

if ($env:COMP_LINE.Length -1t $cursorPosition){
$env:COMP_LINE=$env:COMP_LINE + " "

}

$env:COMP_POINT=$cursorPosition

aws_completer.exe | ForEach-Object {
[System.Management.Automation.CompletionResult]::new($_, $_,

'ParametexValue', $_)

}
Remove-Item Env:\COMP_LINE

Remove-Item Env:\COMP_POINT

3. After enabling command completion, reload your shell, enter a partial command, and press Tab
to cycle through the available commands.

$ aws sTab

$ aws s3

To see all available commands available to your completion, enter a partial command and press
Ctrl + Space.

$ aws sCtrl + Space
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s3 ses sgs sts swf
s3api sns storagegateway support

Amazon CLI retries in the Amazon CLI

This topic describes how the Amazon CLI might see calls to Amazon services fail due to unexpected
issues. These issues can occur on the server side or might fail due to rate limiting from the Amazon
service you're attempting to call. These kinds of failures usually don't require special handling and
the call is automatically made again, often after a brief waiting period. The Amazon CLI provides
many features to assist in retrying client calls to Amazon services when these kinds of errors or
exceptions are experienced.

Topics

» Available retry modes

« Configuring a retry mode

» Viewing logs of retry attempts

Available retry modes

The Amazon CLI has multiple modes to choose from depending on your version:

« Standard retry mode (default)

» Legacy retry mode

« Adaptive retry mode

Standard retry mode (default)

Standard mode is a standard set of retry rules across the Amazon SDKs with more functionality
than legacy and is the default mode is the default for Amazon CLI. Standard mode was created
for the Amazon CLI version 2 and is backported to Amazon CLI version 1. Standard mode's
functionality includes:

» A default value of 2 for maximum retry attempts, making a total of 3 call attempts. This value
can be overwritten through the max_attempts configuration parameter.

« Retry attempts for the following expanded list of errors/exceptions:
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« Transient errors/exceptions

RequestTimeout
RequestTimeoutException
PriorRequestNotComplete
ConnectionError

HTTPClientErrorxr

» Service-side throttling/limit errors and exceptions:

Throttling

ThrottlingException
ThrottledException
RequestThrottledException
TooManyRequestsException
ProvisionedThroughputExceededException
TransactionInProgressException
RequestLimitExceeded
BandwidthLimitExceeded
LimitExceededException
RequestThrottled

SlowDown

EC2ThrottledException

» Retry attempts on nondescriptive, transient error codes. Specifically, these HTTP status codes:
500, 502, 503, 504.

« Any retry attempt will include an exponential backoff by a base factor of 2 for a maximum

backoff time of 20 seconds.

Legacy retry mode

Legacy mode uses an older retry handler that has limited functionality which includes:

» A default value of 4 for maximum retry attempts, making a total of 5 call attempts. This value

Available yetry modes
can be’

e overwritten through the max_attempts configuration parameter.
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« DynamoDB has a default value of 9 for maximum retry attempts, making a total of 10 call
attempts. This value can be overwritten through the max_attempts configuration parameter.

« Retry attempts for the following limited number of errors/exceptions:
» General socket/connection errors:
« ConnectionError
« ConnectionClosedError
 ReadTimeoutError
« EndpointConnectionError
» Service-side throttling/limit errors and exceptions:
« Throttling
e« ThrottlingException
e ThrottledException
« RequestThrottledException
e ProvisionedThroughputExceededException
» Retry attempts on several HTTP status codes, including 429, 500, 502, 503, 504, and 5009.

« Any retry attempt will include an exponential backoff by a base factor of 2.

Adaptive retry mode

/A Warning

Adaptive mode is an experimental mode and is subject to change, both in features and
behavior.

Adaptive retry mode is an experimental retry mode that includes all the features of standard
mode. In addition to the standard mode features, adaptive mode also introduces client-side rate
limiting through the use of a token bucket and rate-limit variables that are dynamically updated
with each retry attempt. This mode offers flexibility in client-side retries that adapts to the error/
exception state response from an Amazon service.

With each new retry attempt, adaptive mode modifies the rate-limit variables based on the error,
exception, or HTTP status code presented in the response from the Amazon service. These rate-
limit variables are then used to calculate a new call rate for the client. Each exception/error or non-
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success HTTP response (provided in the list above) from an Amazon service updates the rate-limit
variables as retries occur until success is reached, the token bucket is exhausted, or the configured
maximum attempts value is reached.

Configuring a retry mode

The Amazon CLI includes a variety of both retry configurations as well as configuration methods to
consider when creating your client object.

Available configuration methods

In the Amazon CLI, users can configure retries in the following ways:

« Environment variables

« Amazon CLI configuration file

Users can customize the following retry options:

» Retry mode - Specifies which retry mode the Amazon CLI uses. As described previously, there are
three retry modes available: legacy, standard, and adaptive. The default value for the Amazon
CLI version 2 is standard.

« Max attempts - Specifies the value of maximum retry attempts the Amazon CLI retry handler
uses, where the initial call counts toward the value that you provide. The default value is based
on your retry mode.

Defining a retry configuration in your environment variables

To define your retry configuration for the Amazon CLI, update your operating system's
environment variables.

The retry environment variables are:

« AWS_RETRY_MODE
o AWS_MAX_ATTEMPTS

For more information on environment variables, see Configuring environment variables for the

Amazon CLI.
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Defining a retry configuration in your Amazon configuration file

To change your retry configuration, update your global Amazon configuration file. The default
location for your Amazon config file is ~/.aws/config.

The following is an example of an Amazon config file:

[default]
retry_mode = standard
max_attempts = 6

For more information on configuration files, see Configuration and credential file settings in the

Amazon CLI.

Viewing logs of retry attempts

The Amazon CLI uses Boto3's retry methodology and logging. You can use the --debug option on
any command to receive debug logs. For more information on how to use the --debug option, see
Command line options in the Amazon CLI.

If you search for "retry" in your debug logs, you'll find the retry information you need. The client
log entries for retry attempts depend on which retry mode you've enabled.

Legacy mode:
Retry messages are generated by botocore.retryhandler. You'll see one of three messages:

« No retry needed
« Retry needed, action of: <action_name>

« Reached the maximum number of retry attempts: <attempt_number>

Standard or adaptive mode:
Retry messages are generated by botocore.retries.standard. You'll see one of three messages:

« No retrying request
« Retry needed, retrying request after delay of: <delay_value>

« Retry needed but retry quota reached, not retrying request
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For the full definition file of botocore retries, see _retry.json on the botocore GitHub Repository.

Using an HTTP proxy for the Amazon CLI

To access Amazon through proxy servers, you can configure the HTTP_PROXY and HTTPS_PROXY
environment variables with either the DNS domain names or IP addresses and port numbers that
your proxy servers use.

Topics

Using the examples

Authenticating to a proxy

Using a proxy on Amazon EC2 instances

Troubleshooting

Using the examples

(® Note

The following examples show the environment variable name in all uppercase letters.
However, if you specify a variable twice using different cases, the lowercase letters take
precedence. We recommend that you define each variable only once to avoid system
confusion and unexpected behavior.

The following examples show how you can use either the explicit IP address of your proxy or a DNS
name that resolves to the IP address of your proxy. Either can be followed by a colon and the port
number to which queries should be sent.

Linux or macOS

export HTTP_PROXY=http://10.15.20.25:1234
export HTTP_PROXY=http://proxy.example.com:1234
export HTTPS_PROXY=http://10.15.20.25:5678
export HTTPS_PROXY=http://proxy.example.com:5678

B A B S

Windows Command Prompt

To set for all sessions
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C:\> setx HTTP_PROXY http://10.15.20.25:1234
C:\> setx HTTP_PROXY http://proxy.example.com:1234
C:\> setx HTTPS_PROXY http://10.15.20.25:5678
C:\> setx HTTPS_PROXY http://proxy.example.com:5678

Using setx to set an environment variable changes the value used in both the current
command prompt session and all command prompt sessions that you create after running the
command. It does not affect other command shells that are already running at the time you run
the command.

To set for current session only

Using set to set an environment variable changes the value used until the end of the current
command prompt session, or until you set the variable to a different value.

C:\> set HTTP_PROXY=http://10.15.20.25:1234

C:\> set HTTP_PROXY=http://proxy.example.com:1234
C:\> set HTTPS_PROXY=http://10.15.20.25:5678

C:\> set HTTPS_PROXY=http://proxy.example.com:5678

Authenticating to a proxy

(@ Note

The Amazon CLI doesn't support NTLM proxies. If you use an NTLM or Kerberos protocol
proxy, you might be able to connect through an authentication proxy like Cntlm.

The Amazon CLI supports HTTP Basic authentication. Specify the username and password in the
proxy URL, as follows.

Linux or macOS

$ export HTTP_PROXY=http://username:password@proxy.example.com:1234
$ export HTTPS_PROXY=http://username:password@proxy.example.com:5678

Windows Command Prompt

To set for all sessions
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C:\> setx HTTP_PROXY http://username:password@proxy.example.com:1234
C:\> setx HTTPS_PROXY http://username:password@proxy.example.com:5678

To set for current session only

C:\> set HTTP_PROXY=http://username:password@proxy.example.com:1234
C:\> set HTTPS_PROXY=http://username:password@proxy.example.com:5678

Using a proxy on Amazon EC2 instances

If you configure a proxy on an Amazon EC2 instance launched with an attached IAM role, ensure
that you exempt the address used to access the instance metadata. To do this, set the NO_PROXY
environment variable to the IP address of the instance metadata service, 169.254.169.254. This

address does not vary.

Linux or macOS

$ export NO_PROXY=169.254.169.254

Windows Command Prompt

To set for all sessions

C:\> setx NO_PROXY 169.254.169.254

To set for current session only

C:\> set NO_PROXY=169.254.169.254

Troubleshooting

If you come across issues with the Amazon CLI, see the section called “Troubleshoot errors” for
troubleshooting steps. For the most relevant troubleshooting steps, see the section called “SSL

certificate errors”.
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Using endpoints in the Amazon CLI

To connect programmatically to an Amazon Web Services service, you use an endpoint. An
endpoint is the URL of the entry point for an Amazon web service. The Amazon Command Line
Interface (Amazon CLI) automatically uses the default endpoint for each service in an Amazon Web
Services Region, but you can specify an alternate endpoint for your API requests.

Endpoint topics

» Set endpoint for a single command

« Set global endpoint for all Amazon Web Services services

« Set to use FIPs endpoints for all Amazon Web Services services

« Set to use dual-stack endpoints for all Amazon Web Services services

« Set service-specific endpoints

» Service-specific endpoints: Environment variables

« Service-specific endpoints: Shared config file

 Service-specific endpoints: List of service-specific identifiers

o Account-based endpoints

« Endpoint configuration and settings precedence

Set endpoint for a single command

To override any endpoint settings or environment variables for a single command, use the - -
endpoint-url command line option. The following command example uses a custom Amazon S3
endpoint URL.

$ aws s3 1ls --endpoint-url http://localhost:4567

Set global endpoint for all Amazon Web Services services

To route requests for all services to a custom endpoint URL, use one of the following settings:

« Environment variables:

» AWS_TIGNORE_CONFIGURED_ENDPOINT_URLS - Ignore configured endpoint URLs.
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Linux or macOS

$ export AWS_IGNORE_CONFIGURED_ENDPOINT_URLS=true

Windows Command Prompt

To set for all sessions

C:\> setx AWS_IGNORE_CONFIGURED_ENDPOINT_URLS true

To set for current session only

C:\> set AWS_IGNORE_CONFIGURED_ENDPOINT_URLS=true

PowerShell

PS C:\> $Env:AWS_IGNORE_CONFIGURED_ENDPOINT_URLS="true"

o AWS_ENDPOINT_URL - Set global endpoint URL.

Linux or macOS

$ export AWS_ENDPOINT_URL=http://localhost:4567

Windows Command Prompt

To set for all sessions

C:\> setx AWS_ENDPOINT_URL http://localhost:4567

To set for current session only

C:\> set AWS_ENDPOINT_URL=http://localhost:4567

PowerShell

PS C:\> $Env:AWS_ENDPOINT_URL="http://localhost:4567"

e The config file:

Set global endpoint for all Amazon Web Services services
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e ignore_configure_endpoint_urls - Ignore configured endpoint URLs.

ignore_configure_endpoint_urls = true

« endpoint_url - Set global endpoint URL.

endpoint_url = http://localhost:4567

Service-specific endpoints and the --endpoint-url command line option override any global
endpoints.

Set to use FIPs endpoints for all Amazon Web Services services

To route requests for all services to use FIPs endpoints, use one of the following:

e AWS_USE_FIPS_ENDPOINT environment variable.

Linux or macOS

$ export AWS_USE_FIPS_ENDPOINT=true

Windows Command Prompt

To set for all sessions

C:\> setx AWS_USE_FIPS_ENDPOINT true

To set for current session only

C:\> set AWS_USE_FIPS_ENDPOINT=true

PowerShell

PS C:\> $Env:AWS_USE_FIPS_ENDPOINT="true"

« use_fips_endpoint file setting.

use_fips_endpoint = true
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Some Amazon services offer endpoints that support Federal Information Processing Standard
(FIPS) 140-2 in some Amazon Web Services Regions. When the Amazon service supports FIPS,
this setting specifies what FIPS endpoint the Amazon CLI should use . Unlike standard Amazon
endpoints, FIPS endpoints use a TLS software library that complies with FIPS 140-2. These
endpoints might be required by enterprises that interact with the United States government.

If this setting is enabled, but a FIPS endpoint does not exist for the service in your Amazon Web
Services Region, the Amazon command may fail. In this case, manually specify the endpoint to use
in the command using the --endpoint-url option or use service-specific endpoints.

For more information on specifying FIPS endpoints by Amazon Web Services Region, see FIPS
Endpoints by Service.

Set to use dual-stack endpoints for all Amazon Web Services services

To route requests for all services to use dual-stack endpoints when available, use one of the
following settings:

o« AWS_USE_DUALSTACK_ENDPOINT environment variable.

Linux or macOS

$ export AWS_USE_DUALSTACK_ENDPOINT=true

Windows Command Prompt

To set for all sessions

C:\> setx AWS_USE_DUALSTACK_ENDPOINT true

To set for current session only

C:\> set AWS_USE_DUALSTACK_ENDPOINT=true

PowerShell

PS C:\> $Env:AWS_USE_DUALSTACK_ENDPOINT="true"

« use_dualstack_endpoint file setting.
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use_dualstack_endpoint = true

Enables the use of dual-stack endpoints to send Amazon requests. To learn more about dual-stack
endpoints, which support both IPv4 and IPv6 traffic, see Using Amazon S3 dual-stack endpoints in

the Amazon Simple Storage Service User Guide. Dual-stack endpoints are available for some services
in some regions. If a dual-stack endpoint does not exist for the service or Amazon Web Services
Region, the request fails. This is disabled by default.

Set service-specific endpoints

Service-specific endpoint configuration provides the option to use a persistent endpoint of your
choosing for Amazon CLI requests. These settings provide flexibility to support local endpoints,
VPC endpoints, and third-party local Amazon development environments. Different endpoints can
be used for testing and production environments. You can specify an endpoint URL for individual
Amazon Web Services services.

Service-specific endpoints can be specified in the following ways:

« The command line option --endpoint-url for a single command.

« Environment variables:

o AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - Ignore all configured endpoint URLs, unless
specified on the command line.

o AWS_ENDPOINT_URL_<SERVICE> - Specifies a custom endpoint that is used for a specific
service, where <SERVICE> is replace with the Amazon Web Services service identifier. For all
service-specific variables, see the section called “List of service-specific identifiers”.

« configfile:

e ignore_configure_endpoint_urls - Ignore all configured endpoint URLs, unless specified
using environment variables or on the command line.

» The services section of the config file combined with the endpoint_url file setting.

Service-specific endpoints topics:

» Service-specific endpoints: Environment variables

» Service-specific endpoints: Shared config file

» Service-specific endpoints: List of service-specific identifiers
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Service-specific endpoints: Environment variables

Environment variables override settings in your config file, but do not override options specified on
the command line. Use environment variables if you want all profiles to use the same endpoints on
your device.

The following are service-specific environment variables:

o AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - Ignore all configured endpoint URLs, unless
specified on the command line.

Linux or macOS
$ export AWS_IGNORE_CONFIGURED_ENDPOINT_URLS=true

Windows Command Prompt

To set for all sessions

C:\> setx AWS_IGNORE_CONFIGURED_ENDPOINT_URLS true

To set for current session only

C:\> set AWS_IGNORE_CONFIGURED_ENDPOINT_URLS=true

PowerShell

PS C:\> $Env:AWS_IGNORE_CONFIGURED_ENDPOINT_URLS="true"

o« AWS_ENDPOINT_URL_<SERVICE> - Specifies a custom endpoint that is used for a specific
service, where <SERVICE> is replaced with the Amazon Web Services service identifier. For all

service-specific variables, see the section called “List of service-specific identifiers”.

The following environment variable examples sets an endpoint for Amazon Elastic Beanstalk:

Linux or macOS

$ export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:4567
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Windows Command Prompt

To set for all sessions

C:\> setx AWS_ENDPOINT_URL_ELASTIC_BEANSTALK http://localhost:4567

To set for current session only

C:\> set AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:4567

PowerShell

PS C:\> $Env:AWS_ENDPOINT_URL_ELASTIC_BEANSTALK="http://localhost:4567"

For more information on setting environment variables, see the section called “Environment

Variables".
Service-specific endpoints: Shared config file

In the shared config file, endpoint_url is used in multiple sections. To set a service-specific
endpoint, use the endpoint_url setting nested under a service identifier key within a services
section. For details on defining a services section in your shared config file, see the section
called "services”.

The following example uses a services section to configure a service-specific endpoint URL for
Amazon S3 and a custom global endpoint used for all other services:

[profile devi]
endpoint_url = http://localhost:1234
services = s3-specific

[services testing-s3]
s3 =
endpoint_url = http://localhost:4567

A single profile can configure endpoints for multiple services. The following example sets the
service-specific endpoint URLs for Amazon S3 and Amazon Elastic Beanstalk in the same profile.
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For a list of all service identifier keys to use in the services section, see List of service-specific

identifiers.

[profile devi]
services = testing-s3-and-eb

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

The service configuration section can be used in multiple profiles. The following example has two
profiles use the same services definition:

[profile devi1]
output = json
services = testing-s3

[profile devZ2]
output = text
services = testing-s3

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

Service-specific endpoints: List of service-specific identifiers

The Amazon Web Services service identifier is based on the APl model's serviceld by replacing
all spaces with underscores and lowercasing all letters.

The following table lists all service-specific identifiers, config file keys, and environment
variables.
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AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder

API Gateway

ApiGatewayManageme
ntApi

Y
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fil
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al
al
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cl

ar
bt

al

al
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nt

AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI
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ApiGatewayV2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

Application Auto
Scaling

Application Insights

ApplicationCostPro
filer

S¢

ke
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Al

(o
fil

aj
Y

al

aj
d:

al

al

aj
a

al
ol
Ci

AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

Set service-specific endpoints

173



Amazon Command Line Interface

User Guide for Version 2

serviceld

App Mesh

AppRunner

AppStream

AppSync

ARC Zonal Shift

Artifact
Athena

AuditManager

Auto Scaling

Auto Scaling Plans

b2bi
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aj
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC

: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT

: AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI
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Backup

Backup Gateway

BackupStorage

Batch

BCM Data Exports

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

Braket

S¢

ke
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Al
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fil

b:
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b:

I«

b:

b«

b¢
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b¢

ir

b¢

ut

n(

AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

: AWS_ENDPOINT_URL_BILLINGCONDUCTOR

: AWS_ENDPOINT_URL_BRAKET
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Budgets

Cost Explorer

chatbot
Chime

Chime SDK Identity

Chime SDK Media

Pipelines

Chime SDK Meetings

Chime SDK Messaging

Chime SDK Voice

S¢
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fil
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C(
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT
AWS_ENDPOINT_URL_CHIME

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE
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CleanRooms

CleanRoomsML

Cloud9

CloudControl

CloudDirectory

CloudFormation

CloudFront

CloudFront KeyValueS
tore

CloudHSM

CloudHSM V2

S¢
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r
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AWS_ENDPOINT_URL_<SERVICE> environment variable

c. AWS_ENDPOINT_URL_CLEANROOMS

I«

C

art

- AWS_ENDPOINT_URL_CLEANROOMSML

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

c. AWS_ENDPOINT_URL_CLOUDHSM_V2
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CloudSearch

CloudSearch Domain

CloudTrail

CloudTrail Data

CloudWatch

codeartifact

CodeBuild

CodeCatalyst

CodeCommit

S¢
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VA

C(

AWS_ENDPOINT_URL_<SERVICE> environment variable

- AWS_ENDPOINT_URL_CLOUDSEARCH

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

- AWS_ENDPOINT_URL_CLOUDTRAIL

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT
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CodeDeploy

CodeGuru Reviewer

CodeGuru Security

CodeGuruProfiler

CodePipeline

CodeStar

CodeStar connections

codestar notificat
ions

Cognito Identity

S¢

ke
fc
st
Al

(o
fil

C(

C(
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER

AWS_ENDPOINT_URL_CODEGURU_SECURITY

AWS_ENDPOINT_URL_CODEGURUPROFILER

AWS_ENDPOINT_URL_CODEPIPELINE

AWS_ENDPOINT_URL_CODESTAR

AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS

AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS

AWS_ENDPOINT_URL_COGNITO_IDENTITY
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Cognito Identity
Provider

Cognito Sync

Comprehend

ComprehendMedical

Compute Optimizer

Config Service

Connect

Connect Contact Lens

ConnectCampaigns

S¢
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C(
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_COGNITO_IDENTITY_PROVIDER

AWS_ENDPOINT_URL_COGNITO_SYNC

AWS_ENDPOINT_URL_COMPREHEND

AWS_ENDPOINT_URL_COMPREHENDMEDICAL

AWS_ENDPOINT_URL_COMPUTE_OPTIMIZER

AWS_ENDPOINT_URL_CONFIG_SERVICE

AWS_ENDPOINT_URL_CONNECT

AWS_ENDPOINT_URL_CONNECT_CONTACT_LENS

AWS_ENDPOINT_URL_CONNECTCAMPAIGNS
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ConnectCases cc AWS_ENDPOINT_URL_CONNECTCASES
S

ConnectParticipant cc AWS_ENDPOINT_URL_CONNECTPARTICIPANT

I

ControlTower cc AWS_ENDPOINT_URL_CONTROLTOWER

we

Cost Optimization Hub cc AWS_ENDPOINT_URL_COST_OPTIMIZATION_HUB

hi

Cost and Usage Report cc AWS_ENDPOINT_URL_COST_AND_USAGE_REPO

Service u¢ RT_SERVICE
o:
C¢
Customer Profiles ct AWS_ENDPOINT_URL_CUSTOMER_PROFILES
p:
DataBrew di AWS_ENDPOINT_URL_DATABREW
DataExchange di AWS_ENDPOINT_URL_DATAEXCHANGE

n¢

Set service-specific endpoints 181



Amazon Command Line Interface

User Guide for Version 2

serviceld

Data Pipeline

DataSync
DataZone
DAX

Detective

Device Farm

DevOps Guru

Direct Connect

Application Discovery
Service

DLM

S¢
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d:

d:

d:

d:

d¢

d¢
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_DATA_PIPELINE

AWS_ENDPOINT_URL_DATASYNC
AWS_ENDPOINT_URL_DATAZONE
AWS_ENDPOINT_URL_DAX

AWS_ENDPOINT_URL_DETECTIVE

AWS_ENDPOINT_URL_DEVICE_FARM

AWS_ENDPOINT_URL_DEVOPS_GURU

: AWS_ENDPOINT_URL_DIRECT_CONNECT

AWS_ENDPOINT_URL_APPLICATION_DISCOVE
RY_SERVICE

- AWS_ENDPOINT_URL_DLM
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Database Migration
Service

DocDB

DocDB Elastic

drs

Directory Service

DynamoDB

DynamoDB Streams

EBS
EC2

EC2 Instance Connect

ECR

S¢
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_DATABASE_MIGRATION_
SERVICE

AWS_ENDPOINT_URL_DOCDB

AWS_ENDPOINT_URL_DOCDB_ELASTIC

: AWS_ENDPOINT_URL_DRS

: AWS_ENDPOINT_URL_DIRECTORY_SERVICE

AWS_ENDPOINT_URL_DYNAMODB

\ AWS_ENDPOINT_URL_DYNAMODB_STREAMS

AWS_ENDPOINT_URL_EBS
AWS_ENDPOINT_URL_EC2

AWS_ENDPOINT_URL_EC2_INSTANCE_CONNECT

AWS_ENDPOINT_URL_ECR
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ECR PUBLIC

ECS
EFS
EKS
EKS Auth

Elastic Inference

ElastiCache

Elastic Beanstalk

Elastic Transcoder

Elastic Load Balancing
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_ECR_PUBLIC

AWS_ENDPOINT_URL_ECS

- AWS_ENDPOINT_URL_EFS

AWS_ENDPOINT_URL_EKS

AWS_ENDPOINT_URL_EKS_AUTH

- AWS_ENDPOINT_URL_ELASTIC_INFERENCE

- AWS_ENDPOINT_URL_ELASTICACHE

- AWS_ENDPOINT_URL_ELASTIC_BEANSTALK

- AWS_ENDPOINT_URL_ELASTIC_TRANSCODER

- AWS_ENDPOINT_URL_ELASTIC_LOAD_BALANCING
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Elastic Load Balancing
v2

EMR

EMR containers

EMR Serverless

EntityResolution

Elasticsearch Service

EventBridge

Evidently

finspace

finspace data

S¢
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d:

AWS_ENDPOINT_URL_<SERVICE> environment variable

- AWS_ENDPOINT_URL_ELASTIC_LOAD_BALANCING_V2

AWS_ENDPOINT_URL_EMR

AWS_ENDPOINT_URL_EMR_CONTAINERS

AWS_ENDPOINT_URL_EMR_SERVERLESS

AWS_ENDPOINT_URL_ENTITYRESOLUTION

- AWS_ENDPOINT_URL_ELASTICSEARCH_SERVICE

AWS_ENDPOINT_URL_EVENTBRIDGE

AWS_ENDPOINT_URL_EVIDENTLY

: AWS_ENDPOINT_URL_FINSPACE

AWS_ENDPOINT_URL_FINSPACE_DATA
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Firehose
fis
FMS
forecast

forecastquery

FraudDetector

FreeTier
FSx
GamelLift
Glacier

Global Accelerator

Glue

grafana

S¢
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T
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C¢

AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_FIREHOSE

: AWS_ENDPOINT_URL_FIS

AWS_ENDPOINT_URL_FMS
AWS_ENDPOINT_URL_FORECAST

AWS_ENDPOINT_URL_FORECASTQUERY

- AWS_ENDPOINT_URL_FRAUDDETECTOR

: AWS_ENDPOINT_URL_FREETIER
¢ AWS_ENDPOINT_URL_FSX

« AWS_ENDPOINT_URL_GAMELIFT
- AWS_ENDPOINT_URL_GLACIER

. AWS_ENDPOINT_URL_GLOBAL_ACCELERATOR

- AWS_ENDPOINT_URL_GLUE

: AWS_ENDPOINT_URL_GRAFANA
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Greengrass

GreengrassV2

GroundStation

GuardDuty

Health

HealthLake

Honeycode

IAM

identitystore

imagebuilder

S¢
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AWS_ENDPOINT_URL_<SERVICE> environment variable

- AWS_ENDPOINT_URL_GREENGRASS

: AWS_ENDPOINT_URL_GREENGRASSV2

: AWS_ENDPOINT_URL_GROUNDSTATION

AWS_ENDPOINT_URL_GUARDDUTY

AWS_ENDPOINT_URL_HEALTH

AWS_ENDPOINT_URL_HEALTHLAKE

AWS_ENDPOINT_URL_HONEYCODE

AWS_ENDPOINT_URL_IAM

AWS_ENDPOINT_URL_IDENTITYSTORE

AWS_ENDPOINT_URL_IMAGEBUILDER
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ImportExport

Inspector

Inspector Scan

Inspector2

InternetMonitor

IoT

IoT Data Plane

IoT Jobs Data Plane

IoT 1Click Devices
Service
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_IMPORTEXPORT

AWS_ENDPOINT_URL_INSPECTOR

AWS_ENDPOINT_URL_INSPECTOR_SCAN

AWS_ENDPOINT_URL_INSPECTOR2

AWS_ENDPOINT_URL_INTERNETMONITOR

AWS_ENDPOINT_URL_IOT

AWS_ENDPOINT_URL_IOT_DATA_PLANE

AWS_ENDPOINT_URL_IOT_JOBS_DATA_PLANE

AWS_ENDPOINT_URL_IOT_1CLICK_DEVICES_
SERVICE
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IoT 1Click Projects

IoTAnalytics

IotDeviceAdvisor

IoT Events

IoT Events Data

IoTFleetHub

IoTFleetWise

IoTSecureTunneling

IoTSiteWise
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_IOT_1CLICK_PROJECTS

AWS_ENDPOINT_URL_IOTANALYTICS

AWS_ENDPOINT_URL_IOTDEVICEADVISOR

AWS_ENDPOINT_URL_IOT_EVENTS

AWS_ENDPOINT_URL_IOT_EVENTS_DATA

AWS_ENDPOINT_URL_IOTFLEETHUB

AWS_ENDPOINT_URL_IOTFLEETWISE

AWS_ENDPOINT_URL_IOTSECURETUNNELING

AWS_ENDPOINT_URL_IOTSITEWISE
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IoTThingsGraph

IoTTwinMaker

IoT Wireless

ivs

IVS RealTime

ivschat
Kafka

KafkaConnect

kendra

Kendra Ranking

Keyspaces
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_IOTTHINGSGRAPH

AWS_ENDPOINT_URL_IOTTWINMAKER

AWS_ENDPOINT_URL_IOT_WIRELESS

AWS_ENDPOINT_URL_IVS

AWS_ENDPOINT_URL_IVS_REALTIME

AWS_ENDPOINT_URL_IVSCHAT
AWS_ENDPOINT_URL_KAFKA

AWS_ENDPOINT_URL_KAFKACONNECT

AWS_ENDPOINT_URL_KENDRA

AWS_ENDPOINT_URL_KENDRA_RANKING

AWS_ENDPOINT_URL_KEYSPACES

Set service-specific endpoints

190



Amazon Command Line Interface

User Guide for Version 2

serviceld

Kinesis

Kinesis Video Archived
Media

Kinesis Video Media

Kinesis Video
Signaling

Kinesis Video WebRTC
Storage

Kinesis Analytics

Kinesis Analytics V2
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AWS_ENDPOINT_URL_<SERVICE> environment variable

: AWS_ENDPOINT_URL_KINESIS

: AWS_ENDPOINT_URL_KINESIS_VIDEO_ARCHI

VED_MEDIA

: AWS_ENDPOINT_URL_KINESIS_VIDEO_MEDIA

AWS_ENDPOINT_URL_KINESIS_VIDEO_SIGNALING

: AWS_ENDPOINT_URL_KINESIS_VIDEO_WEBRT

C_STORAGE

: AWS_ENDPOINT_URL_KINESIS_ANALYTICS

: AWS_ENDPOINT_URL_KINESIS_ANALYTICS_V2
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Kinesis Video

KMS

LakeFormation

Lambda

Launch Wizard

Lex Model Building
Service

Lex Runtime Service

Lex Models V2

Lex Runtime V2

License Manager
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AWS_ENDPOINT_URL_<SERVICE> environment variable

: AWS_ENDPOINT_URL_KINESIS_VIDEO

AWS_ENDPOINT_URL_KMS

AWS_ENDPOINT_URL_LAKEFORMATION

AWS_ENDPOINT_URL_LAMBDA

AWS_ENDPOINT_URL_LAUNCH_WIZARD

AWS_ENDPOINT_URL_LEX_MODEL_BUILDING_
SERVICE

AWS_ENDPOINT_URL_LEX_RUNTIME_SERVICE

AWS_ENDPOINT_URL_LEX_MODELS_V?2

AWS_ENDPOINT_URL_LEX_RUNTIME_V2

: AWS_ENDPOINT_URL_LICENSE_MANAGER
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License Manager Linux
Subscriptions

License Manager User
Subscriptions

Lightsail

Location

Cloudwatch Logs

LookoutEquipment

LookoutMetrics

LookoutVision

m2
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AWS_ENDPOINT_URL_<SERVICE> environment variable

: AWS_ENDPOINT_URL_LICENSE_MANAGER_LIN

UX_SUBSCRIPTIONS

: AWS_ENDPOINT_URL_LICENSE_MANAGER_USE

R_SUBSCRIPTIONS

: AWS_ENDPOINT_URL_LIGHTSAIL

AWS_ENDPOINT_URL_LOCATION

- AWS_ENDPOINT_URL_CLOUDWATCH_LOGS

AWS_ENDPOINT_URL_LOOKOUTEQUIPMENT

AWS_ENDPOINT_URL_LOOKOUTMETRICS

AWS_ENDPOINT_URL_LOOKOUTVISION

. AWS_ENDPOINT_URL_M2
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Machine Learning

Macie2

ManagedBlockchain

ManagedBlockchain
Query

Marketplace Agreement

Marketplace Catalog

Marketplace Deploymen
t

Marketplace Entitleme
nt Service
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_MACHINE_LEARNING

AWS_ENDPOINT_URL_MACIE2

AWS_ENDPOINT_URL_MANAGEDBLOCKCHAIN

AWS_ENDPOINT_URL_MANAGEDBLOCKCHAIN_QUERY

AWS_ENDPOINT_URL_MARKETPLACE_AGREEMENT

AWS_ENDPOINT_URL_MARKETPLACE_CATALOG

AWS_ENDPOINT_URL_MARKETPLACE_DEPLOYMENT

AWS_ENDPOINT_URL_MARKETPLACE_ENTITLE
MENT_SERVICE
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Marketplace Commerce mi AWS_ENDPOINT_URL_MARKETPLACE_COMMERC

Analytics ce E_ANALYTICS
Ct
i
MediaConnect me AWS_ENDPOINT_URL_MEDIACONNECT
el
MediaConvert me AWS_ENDPOINT_URL_MEDIACONVERT
e:
Medialive me AWS_ENDPOINT_URL_MEDIALIVE
MediaPackage me AWS_ENDPOINT_URL_MEDIAPACKAGE
al
MediaPackage Vod me AWS_ENDPOINT_URL_MEDIAPACKAGE_VOD
al
MediaPackageV2 me AWS_ENDPOINT_URL_MEDIAPACKAGEV2
al
MediaStore me AWS_ENDPOINT_URL_MEDIASTORE
e
MediaStore Data me AWS_ENDPOINT_URL_MEDIASTORE_DATA
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MediaTailor

Medical Imaging

MemoryDB

Marketplace Metering

Migration Hub

mgn

Migration Hub Refactor
Spaces

MigrationHub Config
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_MEDIATAILOR

AWS_ENDPOINT_URL_MEDICAL_IMAGING

AWS_ENDPOINT_URL_MEMORYDB

AWS_ENDPOINT_URL_MARKETPLACE_METERING

: AWS_ENDPOINT_URL_MIGRATION_HUB

AWS_ENDPOINT_URL_MGN

AWS_ENDPOINT_URL_MIGRATION_HUB_REFAC
TOR_SPACES

AWS_ENDPOINT_URL_MIGRATIONHUB_CONFIG
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AWS_ENDPOINT_URL_<SERVICE> environment variable

. AWS_ENDPOINT_URL_MIGRATIONHUBORCHESTRATOR

AWS_ENDPOINT_URL_MIGRATIONHUBSTRATEGY

AWS_ENDPOINT_URL_MOBILE
AWS_ENDPOINT_URL_MQ
AWS_ENDPOINT_URL_MTURK
AWS_ENDPOINT_URL_MWAA
AWS_ENDPOINT_URL_NEPTUNE

AWS_ENDPOINT_URL_NEPTUNE_GRAPH

AWS_ENDPOINT_URL_NEPTUNEDATA

AWS_ENDPOINT_URL_NETWORK_FIREWALL

AWS_ENDPOINT_URL_NETWORKMANAGER
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AWS_ENDPOINT_URL_NETWORKMONITOR

: AWS_ENDPOINT_URL_NIMBLE

AWS_ENDPOINT_URL_OAM
AWS_ENDPOINT_URL_OMICS

AWS_ENDPOINT_URL_OPENSEARCH

AWS_ENDPOINT_URL_OPENSEARCHSERVERLESS

AWS_ENDPOINT_URL_OPSWORKS

AWS_ENDPOINT_URL_OPSWORKSCM

- AWS_ENDPOINT_URL_ORGANIZATIONS

AWS_ENDPOINT_URL_OSIS
AWS_ENDPOINT_URL_OUTPOSTS

AWS_ENDPOINT_URL_P8DATA
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AWS_ENDPOINT_URL_P8DATA

« AWS_ENDPOINT_URL_PANORAMA

« AWS_ENDPOINT_URL_PAYMENT_CRYPTOGRAPHY

« AWS_ENDPOINT_URL_PAYMENT_CRYPTOGRAPHY_DATA

AWS_ENDPOINT_URL_PCA_CONNECTOR_AD

AWS_ENDPOINT_URL_PERSONALIZE

AWS_ENDPOINT_URL_PERSONALIZE_EVENTS

AWS_ENDPOINT_URL_PERSONALIZE_RUNTIME

: AWS_ENDPOINT_URL_PI

: AWS_ENDPOINT_URL_PINPOINT
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: AWS_ENDPOINT_URL_PINPOINT_EMAIL

: AWS_ENDPOINT_URL_PINPOINT_SMS_VOICE

: AWS_ENDPOINT_URL_PINPOINT_SMS_VOICE_V2

: AWS_ENDPOINT_URL_PIPES

AWS_ENDPOINT_URL_POLLY

: AWS_ENDPOINT_URL_PRICING

: AWS_ENDPOINT_URL_PRIVATENETWORKS

- AWS_ENDPOINT_URL_PROTON

AWS_ENDPOINT_URL_QBUSINESS

AWS_ENDPOINT_URL_QCONNECT

- AWS_ENDPOINT_URL_QLDB
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- AWS_ENDPOINT_URL_QLDB_SESSION

AWS_ENDPOINT_URL_QUICKSIGHT

AWS_ENDPOINT_URL_RAM
AWS_ENDPOINT_URL_RBIN
AWS_ENDPOINT_URL_RDS
AWS_ENDPOINT_URL_RDS_DATA
AWS_ENDPOINT_URL_REDSHIFT

AWS_ENDPOINT_URL_REDSHIFT_DATA

AWS_ENDPOINT_URL_REDSHIFT_SERVERLESS

AWS_ENDPOINT_URL_REKOGNITION

AWS_ENDPOINT_URL_REPOSTSPACE
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_RESILIENCEHUB

AWS_ENDPOINT_URL_RESOURCE_EXPLORER_2

AWS_ENDPOINT_URL_RESOURCE_GROUPS

AWS_ENDPOINT_URL_RESOURCE_GROUPS_TAG

: GING_API

AWS_ENDPOINT_URL_ROBOMAKER

AWS_ENDPOINT_URL_ROLESANYWHERE

AWS_ENDPOINT_URL_ROUTE_53

AWS_ENDPOINT_URL_ROUTE53_RECOVERY_CLUSTER
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AWS_ENDPOINT_URL_ROUTE53_RECOVERY_CO
NTROL_CONFIG

AWS_ENDPOINT_URL_ROUTES53_RECOVERY_RE
ADINESS

AWS_ENDPOINT_URL_ROUTE_53_DOMAINS

AWS_ENDPOINT_URL_ROUTE53RESOLVER

AWS_ENDPOINT_URL_RUM

: AWS_ENDPOINT_URL_S3

: AWS_ENDPOINT_URL_S3_CONTROL

s: AWS_ENDPOINT_URL_S30UTPOSTS
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AWS_ENDPOINT_URL_SAGEMAKER
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AWS_ENDPOINT_URL_SAGEMAKER_A2I_RUNTIME

AWS_ENDPOINT_URL_SAGEMAKER_EDGE

AWS_ENDPOINT_URL_SAGEMAKER_FEATUREST

- ORE_RUNTIME

AWS_ENDPOINT_URL_SAGEMAKER_GEOSPATIAL

AWS_ENDPOINT_URL_SAGEMAKER_METRICS

AWS_ENDPOINT_URL_SAGEMAKER_RUNTIME

AWS_ENDPOINT_URL_SAVINGSPLANS

AWS_ENDPOINT_URL_SCHEDULER
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_SCHEMAS

: AWS_ENDPOINT_URL_SIMPLEDB

AWS_ENDPOINT_URL_SECRETS_MANAGER

AWS_ENDPOINT_URL_SECURITYHUB

AWS_ENDPOINT_URL_SECURITYLAKE

AWS_ENDPOINT_URL_SERVERLESSAPPLICATI
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AWS_ENDPOINT_URL_SERVICE_QUOTAS

AWS_ENDPOINT_URL_SERVICE_CATALOG

AWS_ENDPOINT_URL_SERVICE_CATALOG_APP
REGISTRY
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_SERVICEDISCOVERY

AWS_ENDPOINT_URL_SES
AWS_ENDPOINT_URL_SESV2

AWS_ENDPOINT_URL_SHIELD

: AWS_ENDPOINT_URL_SIGNER

: AWS_ENDPOINT_URL_SIMSPACEWEAVER

AWS_ENDPOINT_URL_SMS

AWS_ENDPOINT_URL_SNOW_DEVICE_MANAGEMENT

AWS_ENDPOINT_URL_SNOWBALL
AWS_ENDPOINT_URL_SNS
AWS_ENDPOINT_URL_SQS
AWS_ENDPOINT_URL_SSM

AWS_ENDPOINT_URL_SSM_CONTACTS
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AWS_ENDPOINT_URL_SSM_INCIDENTS

AWS_ENDPOINT_URL_SSM_SAP

AWS_ENDPOINT_URL_SSO

¢ AWS_ENDPOINT_URL_SSO_ADMIN

AWS_ENDPOINT_URL_SSO_OIDC

- AWS_ENDPOINT_URL_SFN

AWS_ENDPOINT_URL_STORAGE_GATEWAY

AWS_ENDPOINT_URL_STS

AWS_ENDPOINT_URL_SUPPLYCHAIN

AWS_ENDPOINT_URL_SUPPORT

AWS_ENDPOINT_URL_SUPPORT_APP

AWS_ENDPOINT_URL_SWF
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_SYNTHETICS

AWS_ENDPOINT_URL_TEXTRACT

. AWS_ENDPOINT_URL_TIMESTREAM_INFLUXDB

. AWS_ENDPOINT_URL_TIMESTREAM_QUERY

: AWS_ENDPOINT_URL_TIMESTREAM_WRITE

AWS_ENDPOINT_URL_TNB

- AWS_ENDPOINT_URL_TRANSCRIBE

- AWS_ENDPOINT_URL_TRANSFER

: AWS_ENDPOINT_URL_TRANSLATE

t: AWS_ENDPOINT_URL_TRUSTEDADVISOR
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AWS_ENDPOINT_URL_<SERVICE> environment variable

AWS_ENDPOINT_URL_VERIFIEDPERMISSIONS

AWS_ENDPOINT_URL_VOICE_ID

AWS_ENDPOINT_URL_VPC_LATTICE

AWS_ENDPOINT_URL_WAF

AWS_ENDPOINT_URL_WAF_REGIONAL

AWS_ENDPOINT_URL_WAFV2

AWS_ENDPOINT_URL_WELLARCHITECTED

. AWS_ENDPOINT_URL_WISDOM

AWS_ENDPOINT_URL_WORKDOCS
AWS_ENDPOINT_URL_WORKLINK

AWS_ENDPOINT_URL_WORKMAIL
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Account-based endpoints

Account-based endpoints can be specified in the following ways:

« Environment variables

o AWS_ACCOUNT_ID - Specifies the Amazon account-based endpoint ID to use for calls to
supported Amazon Web Services services.

Linux or macOS

$ export AWS_ACCOUNT_ID=<account-id>

Account-based endpoints
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Windows Command Prompt

To set for all sessions

C:\> setx AWS_ACCOUNT_ID <account-id>

To set for current session only
C:\> set AWS_ACCOUNT_ID=<account-id>
PowerShell

PS C:\> $Env:AWS_ACCOUNT_ID="<account-id>"

o AWS_ACCOUNT_ID_ENDPOINT_MODE - Specifies whether to use Amazon account-based

endpoint IDs for calls to supported Amazon Web Services services. Can be set to preferred,

disabled, or required. Default value is preferred.

Linux or macOS

$ export AWS_ACCOUNT_ID_ENDPOINT_MODE=preferred

Windows Command Prompt

To set for all sessions

C:\> setx AWS_ACCOUNT_ID_ENDPOINT_MODE preferred

To set for current session only

C:\> set AWS_ACCOUNT_ID_ENDPOINT_MODE=preferred

PowerShell

PS C:\> $Env:AWS_ACCOUNT_ID_ENDPOINT_MODE="preferred"

« The configfile:

e aws_account_id - Specifies the Amazon account-based endpoint ID to use for calls to

supported Amazon Web Services services.

Account-based endpoints
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aws_account_id = <account-id>

e account_id_endpoint_mode - Specifies whether to use Amazon account-based endpoint
IDs for calls to supported Amazon Web Services services. Can be set to preferred,
disabled, or required. Default value is preferred.

account_id_endpoint_mode = preferred

Account-based endpoints help ensure high performance and scalability by using your Amazon
account ID to streamline the routing of Amazon Web Services service requests for services that
support this feature. When you use a credential provider and a service that supports account-based
endpoints, the Amazon CLI automatically constructs and uses an account-based endpoint instead
of a regional endpoint.

Account-based endpoints use the following format, where <account-id> is replaced with your
Amazon account ID and <region> is replaced with your Amazon Web Services Region:

https://<account-id>.myservice.<region>.amazonaws.com

By default in the Amazon CLI, the account-based endpoint mode is set to preferred.

Endpoint configuration and settings precedence

Endpoint configuration settings are located in multiple places, such as the system or user
environment variables, local Amazon configuration files, or explicitly declared on the command line
as a parameter. The Amazon CLI endpoint configuration settings take precedence in the following
order:

1. The --endpoint-url command line option.

2. If enabled, the AWS_IGNORE_CONFIGURED_ENDPOINT_URLS global endpoint environment
variable or profile setting ignore_configure_endpoint_urls to ignore custom endpoints.

3. The value provided by a service-specific environment variable
AWS_ENDPOINT_URL_<SERVICE>, such as AWS_ENDPOINT_URL_DYNAMODB.

4. The values provided by the AWS_USE_DUALSTACK_ENDPOINT, AWS_USE_FIPS_ENDPOINT, and
AWS_ENDPOINT_URL environment variables.
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5. The AWS_ACCOUNT_ID_ENDPOINT_MODE environment variable is set to preferred
or required using the Account ID in the AWS_ACCOUNT_ID environment variable or

aws_account_id setting.

6. The service-specific endpoint value provided by the endpoint_url setting within a services
section of the shared config file.

7. The value provided by the endpoint_url setting within a profile of the shared config file.

8. use_dualstack_endpoint, use_fips_endpoint, and endpoint_url settings.

9. The account_id_endpoint_mode setting is set to preferred or required using the
Account ID in the AWS_ACCOUNT_ID environment variable or aws_account_id setting.

10Any default endpoint URL for the respective Amazon Web Services service is used last. For a list
of the standard service endpoints available in each Region, see Amazon Regions and Endpoints
in the Amazon Web Services General Reference.
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Authentication and access credentials for the Amazon CLI

You must establish how the Amazon CLI authenticates with Amazon when you develop with
Amazon services. To configure credentials for programmatic access for the Amazon CLI, choose one
of the following options. The options are in order of recommendation.

Authentication type

Amazon Management
Console credentials

IAM ldentity Center workforce
users short-term credentials

IAM user short-term credentia
ls

Purpose

(Recommended)Use short-
term credentials by logging
into the Amazon CLI with
your console credentials.
Recommended if you use
root, IAM users, or federation
with IAM for Amazon account
access

Use short-term credentials
for an IAM Identity Center
workforce user.

Security best practice is to
use Amazon Organizations
with 1AM ldentity Center.

It combines short-term
credentials with a user
directory, such as the built-in
IAM Identity Center directory
or Active Directory.

Use IAM user short-ter

m credentials, which are
more secure than long-term
credentials. If your credentia
ls are compromised, there is a
limited time they can be used
before they expire.

Instructions

the section called “Console

credentials”

the section called “"IAM
Identity Center authentic

ation”

the section called “Short-term

credentials”
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Authentication type Purpose Instructions

IAM or IAM Identity Center Use Amazon EC2 instance the section called “Amazon
users on an Amazon EC2 metadata to query for EC2 metadata”

instance. temporary credentials using

the role assigned to the
Amazon EC2 instance.

Assume roles for permissions Pair another credential the section called “IAM roles”

method and assume a role for
temporary access to Amazon
Web Services services your
user might not have access to.

IAM user long-term credentia  (Not recommended) Use the section called “IAM users”

ls long-term credentials, which
have no expiration.

External storage of IAM or (Not recommended) Pair the section called "External
IAM Identity Center workforce another credential method credentials”
users but store credential values

in a location outside of the
Amazon CLI. This method is
only as secure as the external
location the credentials are
stored.

Configuration and credential precedence

Credentials and configuration settings are located in multiple places, such as the system or

user environment variables, local Amazon configuration files, or explicitly declared on the
command line as a parameter. Certain authentication take precedence over others. The Amazon CLI
authentication settings take precedence in the following order:

1. Command line options — Overrides settings in any other location, such as the --region, --

output, and --profile parameters.

2. Environment variables — You can store values in your system's environment variables.
y y
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3.

Assume role — Assume the permissions of an IAM role through configuration or the assume -
role command.

. Assume role with web identity — Assume the permissions of an IAM role using web identity

through configuration or the assume-role-with-web-identity command.

. Amazon IAM Identity Center — The IAM Identity Center configuration settings stored in the

config file are updated when you run the aws configure sso command. Credentials are
then authenticated when you run the aws sso login command. The config file is located at
~/.aws/config on Linux or macOS, or at C:\Users\USERNAME\ .aws\config on Windows.

. Credentials file - The credentials and config file are updated when you run the command

aws configure. The credentials fileis located at ~/.aws/credentials on Linux or
macOS, or at C:\Users\USERNAME\ .aws\credentials on Windows.

. Custom process — Get your credentials from an external source.

. Configuration file - The credentials and config file are updated when you run the

command aws configure. The config fileis located at ~/.aws/config on Linux or macOS,
or at C:\Users\USERNAME\ .aws\config on Windows.

. Container credentials — You can associate an IAM role with each of your Amazon Elastic

Container Service (Amazon ECS) task definitions. Temporary credentials for that role are then
available to that task's containers. For more information, see IAM Roles for Tasks in the Amazon
Elastic Container Service Developer Guide.

T10Amazon EC2 instance profile credentials — You can associate an IAM role with each of your

Amazon Elastic Compute Cloud (Amazon EC2) instances. Temporary credentials for that role
are then available to code running in the instance. The credentials are delivered through the
Amazon EC2 metadata service. For more information, see IAM Roles for Amazon EC2 in the
Amazon EC2 User Guide and Using Instance Profiles in the /AM User Guide.

Additional topics in this section

the section called "IAM Identity Center authentication”

the section called “Short-term credentials”

the section called “I1AM roles”

the section called “IAM users”

the section called “Amazon EC2 metadata”

the section called “External credentials”
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Login for Amazon local development using console credentials

You can use your existing Amazon Management Console sign-in credentials for programmatic
access to Amazon services. After a browser-based authentication flow, Amazon generates
temporary credentials that work across local development tools like the Amazon CLI, Amazon Tools
for PowerShell and Amazon SDKs. This feature simplifies the process of configuring and managing
Amazon CLI credentials, especially if you prefer interactive authentication over managing long-
term access keys.

With this process, you can authenticate using root credentials created during initial account set up,
an IAM user, or a federated identity from your identity provider, and the Amazon CLI automatically
manages the temporary credentials for you. This approach enhances security by eliminating the
need to store long-term credentials locally.

When you run the aws login command, you can select from your active console sessions, or sign
in through the browser-based authentication flow and this will automatically generate temporary
credentials. The CLI will automatically refresh these credentials for up to 12 hours.

Once configured, your session can be used in the Amazon CLI and other Amazon SDKs and Tools.

Topics

« Prerequisites

e Login to the Amazon CLI with the aws login command.

o Run a command with your profile

 Sign out of your session using the aws logout command

» Troubleshooting

« Related resources

Prerequisites

« Install the Amazon CLI. For more information, see Installing or updating to the latest version of

the Amazon CLI. A minimum version of 2.32.0 is required to use the aws login command.

» Access to sign into the Amazon Management Console as a root user, IAM user, or through
federation with IAM. If you use IAM Identity Center, go to Configuring IAM Identity Center

authentication with the Amazon CLI instead.
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« Ensure the IAM identity has the appropriate permissions. Attach the
SigninLocalDevelopmentAccess managed policy to your IAM user, role, or group. If you sign in as
a root user, no additional permissions are required.

Log in to the Amazon CLI with the aws login command.

Run the aws login command to authenticate using your existing Amazon Management Console
credentials. If you have not previously configured a profile, you're prompted for additional
information. To sign in or configure a profile follow the below steps.

1. In your preferred terminal, run the aws login command.

$ aws login

To sign in to a named profile or create a new one, use the --profile option.
$ aws login --profile my-dev-profile

« If this is a new profile or no Amazon Region has been specified, the Amazon CLI prompts you
to provide a region.

No Amazon region has been configured. The Amazon region is the geographic location
of

your Amazon resources.

If you've used Amazon before and already have resources in your account, tell us
which region they were created in. If you haven't created resources in your
account

before, you can pick the region closest to you:
https://docs.aws.amazon.com/global-infrastructure/latest/regions/aws-regions.html.
You are able to change the region in the CLI at any time with the command

“aws configure set region NEW_REGION .

Amazon Region [us-east-1]:

« If the device using the Amazon CLI does not have a browser, you can use the --remote option
to provide a url for you to open on a browser-enabled device.

$ aws login --remote

Log in to the Amazon CLI with the aws login command. 218


https://docs.aws.amazon.com/signin/latest/userguide/security-iam-awsmanpol.html

Amazon Command Line Interface User Guide for Version 2

2. The Amazon CLI attempts to open your default browser for the sign in process of your Amazon
account.

Attempting to open the login page for ‘us-east-1" in your default browser.
If the browser does not open, use the following URL to complete your login:
https://signin.us-east-1.amazonaws.com/authorize?<abbreviated>

If you cannot connect to this URL, make sure that you have specified a valid region.

« If you used the --remote option, instructions to manually start the sign in process are
displayed based on the type of authorization you are using. The URL displayed is a unique URL
starting with: https://us-east-1.signin.amazonaws.com/authorize. Once you complete the
browser log in, you will need to copy and paste the resulting authorization code back in the
CLI.

Browser will not be automatically opened.
Please visit the following URL:
https://region.signin.amazonaws.com/authorize?<abbreviated>

Please enter the authorization code displayed in the browser:

3. In the browser, select your credentials to use from the displayed list and then return to your
terminal.

« If the profile you are configuring has a previously configured login session that does not
match your new session, the Amazon CLI prompts you to confirm that you are switching the
session that corresponds to the existing profile.

Profile signin is already configured to use session
arn:aws:iam: :0123456789012:user/ReadOnly.
Do you want to overwrite it to use arn:aws:iam::0123456789012:user/Admin instead?

(y/n):.

4. A final message describes the completed profile configuration. You can now use this profile
to request credentials. Use the aws login command to request and retrieve the credentials
needed to run commands.

The authentication token is cached to disk under the .aws/login/cache directory with a
filename based on the resolved profile.
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Generated configuration file

These steps result in creating the default profile in the config file that looks like the following:

[default]
login_session = arn:aws:iam::0123456789012:user/username
region = us-east-1

Run a command with your profile

Once signed in, you can use your credentials to invoke Amazon CLI commands with the associated
profile. The following example calls the get-caller-identity command using the default
profile:

$ aws sts get-caller-identity

To sign in to a specific session, use the --profile option.

$ aws sts get-caller-identity --profile my-dev-profile

The Amazon CLI and SDKs will automatically refresh the cached credentials every 15 minutes as
needed. The overall session will be valid for up to the set session duration of the IAM principal
(maximum of 12 hours), after which you must run aws login again.

Sign out of your session using the aws logout command

When you are done using your session, you can let your credentials expire, or run the aws logout
command to delete your cached credentials. If no profile is specified on the command line or in
the AWS_PROFILE environment variable, the command signs you out of your default profile. The
following example signs you out of your default profile.

$ aws logout

To sign out of a specific session, use the --profile option.

$ aws logout --profile my-dev-profile

To sign out of all profiles that use login credentials, use the --all option.
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$ aws logout --all

Cached Credentials

The temporary cached credentials, as well as the metadata required to refresh them are stored by
default in ~/.aws/login/cache on Linux and macOS, or SUSERPROFILE%\.aws\login\cache
on Windows.

To store the short-term credentails cache in an alternative location, set the
AWS_LOGIN_CACHE_DIRECTORY environment variable.

Sharing Login credentials as process credentials

Older versions of the Amazon SDKs or other development tools may not support console
credentials yet. As a workaround, you can configure the Amazon CLI to serve as a process
credentials provider. The CLI will continue to refresh the credentials as needed, while sharing them
with tools configured to use the credential_process profile.

In this example, use the Amazon CLI to login first for profile signin:
$ aws login --profile signin

Then, manually configure a profile with the credential_process option, which points back at the
signin profile. Now you can configure SDKs or tools to use the process profile, which will invoke the
CLI to share the credentials from the signin profile.

[profile signin]
login_session = arn:aws:iam::0123456789012:user/username
region = us-east-1

[profile process]

credential_process = aws configure export-credentials --profile signin --format process
region = us-east-1

Troubleshooting

This page contains recommendations for toubleshooting issues with logging in for Amazon local
development using console credentials for the Amazon CLI.
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® Note

To troubleshoot other issues you may come across using the Amazon CLI, see
Troubleshooting errors for the Amazon CLI.

ExpiredToken or AccessDeniedException errors after using "aws login"

When running an Amazon CLI command after running aws login for a given profile, you may
encounter an expired or invalid credentials error.

$ aws s3 1s

An error occurred (ExpiredToken) when calling the ListBuckets operation: The provided
token has expired.

Possible cause: You have a mix of existing credentials and the new login credentials in that profile

Run aws configure list oraws configure list --profile <profile name> to print
where the CLI is resolving credentials from for either the default or the given profile.

If the TYPE column is something other than login, this means that there is still a different type of
credentials set in the target profile.

In this example, credentials are being resolved from the shared credentials file in your home
directory, which has precedence over the login credentials.

$ aws configure list

NAME : VALUE : TYPE : LOCATION
profile . <not set> : None : None
access_key : FxxxEkxkkkxkkixxMpPE : shared-credentials-file :
secret_key : **xx&kxxkkxxkkxxpPKEY : shared-credentials-file :

region : us-east-1 : config-file : ~/.aws/config

To address this, manually remove any existing credentials from your config and credentials file for
the target profile. Once you do so, you should see login credentials when running aws configure
list again.

$ aws configure list
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NAME : VALUE : TYPE : LOCATION
profile : <not set> : None : None
access_key : FxxxEkkxkkkxkkkxxMpLE : login

secret_key : **xx&kxxkkxxkkxxpPKEY : login :

region : us-east-1 : config-file : ~/.aws/config

Alternatively using the - -debug option will show where the CLI is resolving credentials from.
Firewall blocking network access when running "aws login"

When running aws login you may encounter a popup or message from your firewall software
that prevents the Amazon CLI from accessing your network

Possible cause: Your firewall or security software is preventing the Amazon CLI from opening the
port used to handle the OAuth callback.

To avoid this issue, use the - -remote option instead. This will prompt you to copy and paste the
authorization code instead of using the OAuth callback.

$ aws login --remote

Related resources

Additional resources are as follows.

« Installing or updating to the latest version of the Amazon CLI

e aws loginin the Amazon CLI version 2 Reference

e aws logout in the Amazon CLI version 2 Reference

Configuring IAM Identity Center authentication with the
Amazon CLI

This topic provides instructions on how to configure the Amazon CLI with Amazon IAM Identity
Center (IAM Identity Center) to retrieve credentials to run Amazon CLI commands. There are
primarily two ways to authenticate users with IAM Identity Center to get credentials to run Amazon
CLI commands through the config file:

» (Recommended) SSO token provider configuration.
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» Legacy non-refreshable configuration.

For information on using bearer auth, which uses no account ID and role, see Setting up to use the
Amazon CLI with CodeCatalyst in the Amazon CodeCatalyst User Guide.

(® Note

For a guided process of using IAM Identity Center with Amazon CLI commands, see the
section called “Tutorial: Amazon IAM Identity Center and Amazon S3".

Topics

» the section called "Prerequisites”

« the section called “Configure your profile with the aws configure sso wizard"”

 the section called “Configure only your sso-session section with aws configure sso-

session wizard”

« the section called “Manual configuration using the config file"

» the section called “Sign in to an 1AM ldentity Center session”

 the section called “Run a command with your IAM Identity Center profile”

« the section called “Sign out of your IAM Identity Center sessions”

 the section called “Troubleshooting”

« the section called “Related resources”

Prerequisites

« Install the Amazon CLI. For more information, see the section called “Install/Update”.

» You must first have access to SSO authentication within IAM Identity Center. Choose one of the
following methods to access your Amazon credentials.

I do not have established access through IAM Identity Center

Follow the instructions in Getting started in the Amazon IAM Identity Center User Guide. This
process activates IAM Identity Center, creates an administrative user, and adds an appropriate
least-privilege permission set.

Prerequisites 224


https://docs.amazonaws.cn/codecatalyst/latest/userguide/set-up-cli.html
https://docs.amazonaws.cn/codecatalyst/latest/userguide/set-up-cli.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html

Amazon Command Line Interface User Guide for Version 2

® Note

Create a permission set that applies least-privilege permissions. We recommend using the
predefined PowerUserAccess permission set, unless your employer has created a custom
permission set for this purpose.

Exit the portal and sign in again to see your Amazon Web Services accounts, programmatic access
details, and options for Administrator or PowerUserAccess. Select PowerUserAccess when
working with the SDK.

| already have access to Amazon through a federated identity provider managed by my
employer (such as Azure AD or Okta)

Sign in to Amazon through your identity provider’s portal. If your Cloud Administrator has granted
you PowerUserAccess (developer) permissions, you see the Amazon Web Services accounts that
you have access to and your permission set. Next to the name of your permission set, you see
options to access the accounts manually or programmatically using that permission set.

Custom implementations might result in different experiences, such as different permission set
names. If you're not sure which permission set to use, contact your IT team for help.

I already have access to Amazon through the Amazon access portal managed by my employer

Sign in to Amazon through your Amazon access portal. If your Cloud Administrator has granted you
PowerUserAccess (developer) permissions, you see the Amazon Web Services accounts that you
have access to and your permission set. Next to the name of your permission set, you see options
to access the accounts manually or programmatically using that permission set.

| already have access to Amazon through a federated custom identity provider managed by my
employer

Contact your IT team for help.

After gaining access to IAM ldentity Center, gather your IAM Identity Center information by
performing the following:

1. Gatheryour SSO Start URL and SSO Region values that you need to run aws configure
SSO
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a.

In your Amazon access portal, select the permission set you use for development, and
select the Access keys link.

In the Get credentials dialog box, choose the tab that matches your operating system.

Choose the IAM Identity Center credentials method to get the SSO Start URL and SSO
Region values.

2. Alternatively, starting with version 2.22.0, you can use the Issuer URL instead of the Start URL.
The Issuer URL is located in the Amazon IAM Identity Center console in one of the following
locations:

On the Dashboard page, the Issuer URL is in the settings summary.

On the Settings page, the Issuer URL is in the Identity source settings.

3. For information on which scopes value to register, see OAuth 2.0 Access scopes in the IAM
Identity Center User Guide.

Configure your profile with the aws configure sso wizard

To configure an IAM Identity Center profile for your Amazon CLI:

1. Inyour preferred terminal, run the aws configure ssocommand.

(Recommended) IAM Identity Center

Create a session name, provide your IAM Identity Center start URL or the issuer URL,
the Amazon Web Services Region that hosts the IAM Identity Center directory, and the
registration scope.

$ aws configure sso

SSO session name (Recommended): my-sso

SSO start URL [None]: https://my-sso-portal.awsapps.com/start
SSO region [None]: us-east-1

SSO registration scopes [None]: sso:account:access

For dual-stack support, use the dual-stack SSO start URL:

$ aws configure sso

SSO session name (Recommended): my-sso

SSO start URL [None]: https://ssoins-1234567890abcdef.portal.us-east-1.app.aws
SSO region [None]: us-east-1
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SSO registration scopes [None]: sso:account:access

Proof Key for Code Exchange (PKCE) authorization is used by default for the Amazon CLI
starting with version 2.22.0 and must be used on devices with a browser. To continue to use
Device authorization, append the --use-device-code option.

$ aws configure sso --use-device-code

Legacy IAM Identity Center

Skip the session name and provide your IAM Identity Center start URL and the Amazon
Region that hosts the Identity Center directory.

$ aws configure sso

SSO session name (Recommended):

SSO start URL [None]: https://my-sso-portal.awsapps.com/start
SSO region [None]:us-east-1

For dual-stack support:

$ aws configure sso

SSO session name (Recommended):

SSO start URL [Nonel: https://ssoins-1234567890abcdef.portal.us-east-1.app.aws
SSO region [None]:us-east-1

2. The Amazon CLI attempts to open your default browser for the sign in process of your IAM
Identity Center account. This process may prompt you to allow the Amazon CLI access to your
data. Since the Amazon CLI is built on top of the SDK for Python, permission messages may
contain variations of the botocore name.

« If the Amazon CLI cannot open the browser, instructions to manually start the sign in
process are displayed based on the type of authorization you are using.

PKCE authorization

Proof Key for Code Exchange (PKCE) authorization is used by default for the Amazon
CLI starting with version 2.22.0. The URL displayed is a unique URL starting with:

o IPv4: https://oidc.us-east-1.amazonaws.com/authorize

e Dual-stack: https://oidc.us-east-1.api.aws/authorize
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PKCE authorization URLs must be opened on the same device you're signing in to and
must be used for a device with a browser.

Attempting to automatically open the SSO authorization
page in your

default browser.

If the browser does not open or you wish to use a
different device to

authorize the request, open the following URL:

https://oidc.us-east-1.amazonaws.com/authorize?
<abbreviated>

Device authorization

The OAuth 2.0 device authorization is used by the Amazon CLI for versions older than
2.22.0. You can enable this method on newer versions by using the --use-device-
code option.

Device authorization URLs do not need to be opened on the same device you're signing
in to and can be used for a device with or without a browser. The endpoint format
depends on your configuration:

e IPv4: https://device.sso.us-west-2.amazonaws.com/

e Dual-stack: https://device.sso.us-west-2.api.aws/

If the browser does not open or you wish to use a
different device to

authorize this request, open the following URL:

https://device.sso.us-west-2.amazonaws.com/

Then enter the code:
QCFK-N451

3. Select the Amazon account to use from the displayed list. If you are authorized to use only one
account, the Amazon CLI automatically selects that account and skips the prompt.

There are 2 Amazon accounts available to you.
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> DeveloperAccount, developer-account-admin@example.com (123456789011)
ProductionAccount, production-account-admin@example.com (123456789022)

4. Select the IAM role to use from the displayed list. If there is only one role available, the
Amazon CLI automatically selects that role and skips the prompt.

Using the account ID 123456789011
There are 2 roles available to you.
> ReadOnly

FullAccess

5. Specify the default output format, the default Amazon Web Services Region to send

commands to, and a name for the profile. If you specify default as the profile name, this

profile becomes the default profile used. In the following example, the user enters a default
Region, default output format, and the name of the profile.

Default client Region [None]: us-west-2<ENTER>
CLI default output format (json if not specified) [None]: json<ENTER>
Profile name [123456789011_ReadOnly]: my-dev-profile<ENTER>

6. A final message describes the completed profile configuration. You can now use this profile to
request credentials. Use the aws sso login command to request and retrieve the credentials
needed to run commands. For instructions, see Sign in to an IAM Identity Center session.

Generated configuration file

These steps result in creating the sso-session section and named profile in the config file that
looks like the following:

IAM Identity Center

[profile my-dev-profile]
Sso_session = my-sso
sso_account_id = 123456789011
sso_role_name = readOnly
region = us-west-2

output = json

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start
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sso_registration_scopes = sso:account:access

For dual-stack support:

[profile my-dev-profile]
Sso_session = my-sso
sso_account_id = 123456789011
sso_role_name = readOnly
region = us-west-2

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://ssoins-1234567890abcdef.portal.us-east-1.app.aws
sso_registration_scopes = sso:account:access

Legacy IAM Identity Center

[profile my-dev-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-east-1

sso_account_id = 123456789011

sso_role_name = readOnly

region = us-west-2

output = json

For dual-stack support:

[profile my-dev-profile]

sso_start_url = https://ssoins-1234567890abcdef.portal.us-east-1.app.aws
sso_region = us-east-1

sso_account_id = 123456789011

sso_role_name = readOnly

region = us-west-2

output = json
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Configure only your sso-session section with aws configure sso-
session wizard

(® Note
This configuration is not compatible with the legacy IAM Identity Center.

The aws configure sso-session command updates the sso-session sections in the
~/.aws/config file. Run the aws configure sso-session command and provide your IAM
Identity Center start URL or issuer URL and the Amazon Region that hosts the IAM Identity Center
directory.

$ aws configure sso-session

SSO session name: my-sso

SSO start URL [None]: https://my-sso-portal.awsapps.com/start
SSO region [None]: us-east-1

SSO registration scopes [None]: sso:account:access

For dual-stack support, use the dual-stack SSO start URL:

$ aws configure sso-session

SSO session name: my-sso

SSO start URL [None]: https://ssoins-1234567890abcdef.portal.us-east-1.app.aws
SSO region [None]: us-east-1

SSO registration scopes [None]: sso:account:access

Manual configuration using the config file

IAM Identity Center configuration information is stored in the config file and can be edited using
a text editor. To manually add IAM Identity Center support to a named profile, you must add keys
and values to the config file.

IAM Identity Center configuration file

The sso-session section of the config file is used to group configuration variables for acquiring
SSO access tokens, which can then be used to acquire Amazon credentials. The following settings
are used:

e (Required) sso_start_url
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(Required) sso_region

sso_account_id

sso_role_name

sso_registration_scopes

You define an sso-session section and associate it to a profile. The sso_region

and sso_start_url settings must be set within the sso-session section. Typically,
sso_account_id and sso_role_name must be set in the profile section so that the SDK can
request SSO credentials.

The following example configures the SDK to request SSO credentials and supports automated
token refresh:

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

For dual-stack support, use the dual-stack SSO start URL format:

[profile dev]

sso_session = my-sSso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://ssoins-1234567890abcdef.portal.us-east-1.app.aws

This also allows sso-session configurations to be reused across multiple profiles:

[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
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[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

For dual-stack support, use the dual-stack SSO start URL format:

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://ssoins-1234567890abcdef.portal.us-east-1.app.aws

However, sso_account_id and sso_role_name aren't required for all scenarios of SSO

token configuration. If your application only uses Amazon services that support bearer
authentication, then traditional Amazon credentials are not needed. Bearer authentication is

an HTTP authentication scheme that uses security tokens called bearer tokens. In this scenario,
sso_account_id and sso_role_name aren't required. See the individual guide for your Amazon
service to determine if it supports bearer token authorization.

Additionally, registration scopes can be configured as part of a sso-session. Scopeis a
mechanism in OAuth 2.0 to limit an application's access to a user's account. An application can
request one or more scopes, and the access token issued to the application will be limited to
the scopes granted. These scopes define the permissions requested to be authorized for the
registered OIDC client and access tokens retrieved by the client. The following example sets
sso_registration_scopes to provide access for listing accounts/roles:

[sso-session my-sso]
sso_region = us-east-1
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sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

For dual-stack support:

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://ssoins-1234567890abcdef.portal.us-east-1.app.aws
sso_registration_scopes = sso:account:access

The authentication token is cached to disk under the sso/cache directory with a filename based
on the session name.

Legacy IAM Identity Center configuration file

® Note

Automated token refresh isn't supported using the legacy non-refreshable configuration.
We recommend using the SSO token configuration.

To manually add 1AM Identity Center support to a named profile, you must add the following keys
and values to the profile definition in the config file.

sso_start_url

sso_region

sso_account_id

sso_role_name

You can include any other keys and values that are valid in the . aws/config file. The following
example is an IAM Identity Center profile:

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

region = us-west-2

output = json
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For dual-stack support:

[profile my-sso-profile]

sso_start_url = https://ssoins-1234567890abcdef.portal.us-east-1.app.aws
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

region = us-west-2

output = json

To run commands, you must first the section called “Sign in to an IAM Identity Center session” to

request and retrieve your temporary credentials.

For more information on the config and credentials files, see the section called “Configuration
settings”.

Sign in to an IAM Identity Center session

(® Note

The sign in process may prompt you to allow the Amazon CLI access to your data. Since
the Amazon CLlI is built on top of the SDK for Python, permission messages may contain
variations of the botocore name.

To retrieve and cache a set of IAM Identity Center credentials, run the following command for the
Amazon CLI to open your default browser and verify your IAM Identity Center log in.

$ aws sso login --profile my-dev-profile

SSO authorization page has automatically been opened in your default browser.
Follow the instructions in the browser to complete this authorization request.
Successfully logged into Start URL: https://my-sso-portal.awsapps.com/start

Your IAM Identity Center session credentials are cached and the Amazon CLI uses them to securely
retrieve Amazon credentials for the IAM role specified in the profile.

If the Amazon CLI can't open your browser

If the Amazon CLI cannot automatically open your browser, instructions to manually start the sign
in process are displayed based on the type of authorization you are using.
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PKCE authorization

Proof Key for Code Exchange (PKCE) authorization is used by default for the Amazon CLI
starting with version 2.22.0. The URL displayed is a unique URL starting with:

o IPv4: https://oidc.us-east-1.amazonaws.com/authorize

o Dual-stack: https://oidc.us-east-1.api.aws/authorize

PKCE authorization URLs must be opened on the same device you're signing in to and must be
used for a device with a browser.

Attempting to automatically open the SSO authorization
page in your

default browser.

If the browser does not open or you wish to use a
different device to

authorize the request, open the following URL:

https://oidc.us-east-1.amazonaws.com/authorize?
<abbreviated>

Device authorization

The OAuth 2.0 device authorization is used by the Amazon CLI for versions older than 2.22.0.
You can enable this method on newer versions by using the - -use-device-code option.

Device authorization URLs do not need to be opened on the same device you're signing in to
and can be used for a device with or without a browser.

If the browser does not open or you wish to use a
different device to

authorize this request, open the following URL:

https://device.sso.us-west-2.amazonaws.com/

Then enter the code:
QCFK-N451

You can also specify which sso-session profile to use when logging in using the --sso-
session parameter of the aws sso login command. The sso-session option is not available
for legacy IAM Identity Center.
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$ aws sso login --sso-session my-dev-session

Starting with version 2.22.0, PKCE authorization is the default. To use device authorization for
signing in, add the --use-device-code option.

$ aws sso login --profile my-dev-profile --use-device-code

The authentication token is cached to disk under the ~/. aws/sso/cache directory with a
filename based on the sso_start_url.

Run a command with your IAM Identity Center profile

Once logged in, you can use your credentials to invoke Amazon CLI commands with the associated
named profile. The following example shows a command using a profile:

$ aws sts get-caller-identity --profile my-dev-profile

As long as you are signed in to IAM Identity Center and those cached credentials are not expired,
the Amazon CLI automatically renews expired Amazon credentials when needed. However, if your
IAM ldentity Center credentials expire, you must explicitly renew them by logging in to your IAM
Identity Center account again.

Sign out of your IAM Identity Center sessions

When you are done using your IAM Identity Center profile, you can let your credentials expire or
run the following command to delete your cached credentials.

$ aws sso logout
Successfully signed out of all SSO profiles.

Troubleshooting

If you come across issues using the Amazon CLI, see the section called “Troubleshoot errors” for

troubleshooting steps.

Related resources

Additional resources are as follows.
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» the section called “IAM ldentity Center concepts”

« the section called “Tutorial: Amazon IAM Identity Center and Amazon S3”

 the section called “Install/Update”

» the section called “Configuration settings”

e aws configure sso inthe Amazon CLI version 2 Reference

« aws configure sso-session inthe Amazon CLI version 2 Reference

e aws sso logininthe Amazon CLI version 2 Reference

« aws sso logout in the Amazon CLI version 2 Reference

» Setting up to use the Amazon CLI with CodeCatalyst in the Amazon CodeCatalyst User Guide

o OAuth 2.0 Access scopes in the IAM Identity Center User Guide

» Getting started tutorials in the IAM Identity Center User Guide

Amazon IAM Identity Center concepts for the Amazon CLI

This topic describes the key concepts of Amazon IAM Identity Center (IAM Identity Center). IAM
Identity Center is a cloud-based IAM service that simplifies user access management across
multiple Amazon Web Services accounts, applications, SDKs, and tools by integrating with existing
identity providers (IdP). It enables secure single sign-on, permission management, and auditing
through a centralized user portal, streamlining identity and access governance for organizations.

Topics

What is IAM Identity Center

Terms

How IAM Identity Center works

Additional resources

What is IAM Identity Center

IAM Identity Center is a cloud-based identity and access management (IAM) service that enables
you to centrally manage access to multiple Amazon Web Services accounts and business
applications.

It provides a user portal where authorized users can access the Amazon Web Services accounts
and applications they've been granted permission to, using their existing corporate credentials.
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This allows organizations to enforce consistent security policies and streamline user access
management.

Regardless of which IdP you use, IAM Identity Center abstracts those distinctions away. For
example, you can connect Microsoft Azure AD as described in the blog article The Next Evolution in
IAM Identity Center.

(@ Note

For information on using bearer auth, which uses no account ID and role, see Setting up to
use the Amazon CLI with CodeCatalyst in the Amazon CodeCatalyst User Guide.

Terms

Common terms when using IAM Identity Center are as follows:
Identity Provider (IdP)

An identity management system such as IAM Identity Center, Microsoft Azure AD, Okta, or your
own corporate directory service.

Amazon IAM Identity Center

IAM Identity Center is the Amazon owned IdP service. Formerly known as Amazon Single
Sign-0On, SDKs and tools keep the sso APl namespaces for backward compatibility. For more
information, see IAM Identity Center rename in the Amazon IAM Identity Center User Guide.

Amazon Web Services access portal URL, SSO start URL, Start URL

Your organization's unique IAM Identity Center URL to access your authorized Amazon Web
Services accounts, services, and resources.

Issuer URL

Your organization's unique IAM Identity Center issuer URL for programmatic access for your
authorized Amazon Web Services accounts, services, and resources. Starting with version 2.22.0
of the Amazon CLI, issuer URL can be used interchangeably with the start URL.

Federation

The process of establishing trust between IAM Identity Center and an identity provider to
enable single sign-on (SSO).
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Amazon Web Services accounts

The Amazon Web Services accounts that you provide users access to through Amazon IAM
Identity Center.

Permission sets, Amazon credentials, credentials, sigv4 credentials

Predefined collections of permissions that can be assigned to users or groups to grant access to
Amazon Web Services services.

Registration scopes, access scopes, scopes

Scopes are a mechanism in OAuth 2.0 to limit an application's access to a user's account. An
application can request one or more scopes, and the access token issued to the application is
limited to the scopes granted. For information on scopes, see Access scopes in the IAM Identity
Center User Guide.

Tokens, refresh token, access token

Tokens are temporary security credentials that are issued to you upon authentication. These
tokens contain information about your identity and the permissions you've been granted.

When you access an Amazon resource or application through the IAM Identity Center portal,
your token is presented to Amazon for authentication and authorization. This allows Amazon to
verify your identity and ensure you have the necessary permissions to perform your requested
actions.

The authentication token is cached to disk under the ~/. aws/sso/cache directory with a
JSON filename based on the session name.

Session

An IAM Identity Center session refers to the period of time that a user is authenticated and
authorized to access Amazon resources or applications. When a user signs in to the IAM Identity
Center portal, a session is established, and the user's token is valid for a specified duration. For
more information on setting session durations, see Set session duration in the Amazon IAM
Identity Center User Guide.

During the session, you can navigate between different Amazon accounts and applications
without having to re-authenticate, as long as their session remains active. When the session
expires, sign in again to renew your access.

IAM Identity Center sessions help to provide a seamless user experience while also enforcing
security best practices by limiting the validity of user access credentials.
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Authorization code grant with PKCE, PKCE, Proof Key for Code Exchange

Starting with version 2.22.0, Proof Key for Code Exchange (PKCE) is an OAuth 2.0
authentication grant flow for devices with a browser. PKCE is a simple and safe way to
authenticate and obtain consent to access your Amazon resources from desktops and mobile
devices with web browsers. This is the default authorization behavior. For more information on
PKCE, see Authorization Code Grant with PKCE in the Amazon IAM Identity Center User Guide.

Device authorization grant

An OAuth 2.0 authentication grant flow for devices with or without a web browser. For more
information on setting session durations, see Device Authorization Grant in the Amazon IAM
Identity Center User Guide.

How IAM Identity Center works

IAM Identity Center integrates with your organization's identity provider, such as IAM ldentity
Center, Microsoft Azure AD, or Okta. Users authenticate against this identity provider, and IAM
Identity Center then maps those identities to the appropriate permissions and access within your
Amazon environment.

The following IAM Identity Center workflow assumes you have already configured your Amazon CLI
to use IAM Identity Center:
1. In your preferred terminal, run the aws sso login command.
2. Sign in to your Amazon Web Services access portal to start a new session.
« When you start a new session, you receive a refresh token and access token that is cached.

« If you already have an active session, the existing session is reused and expires when the
existing session expires.

3. Based on the profile you've set up in your config file, IAM Identity Center assumes the
appropriate permission sets, granting access to the relevant Amazon Web Services accounts and
applications.

4. The Amazon CLI, SDKs, and Tools use your assumed IAM role to make calls to Amazon Web
Services services such as creating Amazon S3 buckets until that session expires.

5. The access token from |AM Identity Center is checked hourly and is automatically refreshed
using the refresh token.
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« If the access token is expired, the SDK or tool uses the refresh token to get a new access token.
These tokens' session durations are then compared, and if the refresh token is not expired IAM
Identity Center provides a new access token.

« If the refresh token has expired, then no new access tokens are provided and your session has
ended.

6. Sessions end after refresh tokens expire, or when you manually log out using the aws sso
logout command. Cached credentials are removed. To continue accessing services using IAM
Identity Center, you must start a new session using the the aws sso login command.

Additional resources

Additional resources are as follows.

» the section called “IAM ldentity Center authentication”

 the section called “Tutorial: Amazon IAM Identity Center and Amazon S3”

» the section called “Install/Update”

« the section called "Configuration settings”

« aws configure sso in the Amazon CLI version 2 Reference

« aws configure sso-session in the Amazon CLI version 2 Reference

e aws sso login inthe Amazon CLI version 2 Reference

e aws sso logout in the Amazon CLI version 2 Reference

» Setting up to use the Amazon CLI with CodeCatalyst in the Amazon CodeCatalyst User Guide

« |IAM Identity Center rename in the Amazon IAM Identity Center User Guide

o OAuth 2.0 Access scopes in the IAM Identity Center User Guide

» Set session duration in the Amazon IAM Identity Center User Guide

» Getting started tutorials in the /AM Identity Center User Guide

Tutorial: Using IAM Identity Center to run Amazon S3 commands in the
Amazon CLI

This topic describes how to configure the Amazon CLI to authenticate users with current Amazon
IAM Identity Center (IAM Identity Center) to retrieve credentials to run Amazon Command Line
Interface (Amazon CLI) commands for Amazon Simple Storage Service (Amazon S3).
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Topics

» Step 1: Authentication in IAM Identity Center

» Step 2: Gather your IAM Identity Center information

o Step 3: Create Amazon S3 buckets

» Step 4: Install the Amazon CLI

» Step 5: Configure your Amazon CLI profile

» Step 6: Log in to IAM Identity Center

o Step 7: Run Amazon S3 commands

» Step 8: Log out of IAM Identity Center

» Step 9: Clean up resources

» Troubleshooting

« Additional resources

Step 1: Authentication in IAM Identity Center

Gain access to SSO authentication within IAM Identity Center. Choose one of the following
methods to access your Amazon credentials.

I do not have established access through IAM Identity Center

Follow the instructions in Getting started in the Amazon IAM Identity Center User Guide. This
process activates IAM Identity Center, creates an administrative user, and adds an appropriate
least-privilege permission set.

(® Note

Create a permission set that applies least-privilege permissions. We recommend using the
predefined PowerUserAccess permission set, unless your employer has created a custom
permission set for this purpose.

Exit the portal and sign in again to see your Amazon Web Services accounts, programmatic access
details, and options for Administrator or PowerUserAccess. Select PowerUserAccess when
working with the SDK.
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I already have access to Amazon through a federated identity provider managed by my
employer (such as Azure AD or Okta)

Sign in to Amazon through your identity provider’s portal. If your Cloud Administrator has granted
you PowerUserAccess (developer) permissions, you see the Amazon Web Services accounts that
you have access to and your permission set. Next to the name of your permission set, you see
options to access the accounts manually or programmatically using that permission set.

Custom implementations might result in different experiences, such as different permission set
names. If you're not sure which permission set to use, contact your IT team for help.

I already have access to Amazon through the Amazon access portal managed by my employer

Sign in to Amazon through your Amazon access portal. If your Cloud Administrator has granted you
PowerUserAccess (developer) permissions, you see the Amazon Web Services accounts that you
have access to and your permission set. Next to the name of your permission set, you see options
to access the accounts manually or programmatically using that permission set.

| already have access to Amazon through a federated custom identity provider managed by my
employer

Contact your IT team for help.
Step 2: Gather your IAM Identity Center information

After gaining access to Amazon, gather your IAM Identity Center information by performing the
following:

1. Gatheryour SSO Start URL and SSO Region values that you need to run aws configure
SSO

a. Inyour Amazon access portal, select the permission set you use for development, and
select the Access keys link.

b. Inthe Get credentials dialog box, choose the tab that matches your operating system.

c. Choose the IAM Identity Center credentials method to get the SSO Start URL and SSO
Region values.

2. Alternatively, starting with version 2.22.0, you can use the new Issuer URL instead of the
Start URL. The Issuer URL is located in the Amazon IAM Identity Center console in one of the
following locations:
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o On the Dashboard page, the Issuer URL is in the settings summary.
« On the Settings page, the Issuer URL is in the Identity source settings.

3. For information on which scopes value to register, see OAuth 2.0 Access scopes in the IAM

Identity Center User Guide.

Step 3: Create Amazon S3 buckets

Sign in to the Amazon Web Services Management Console and open the Amazon S3 console at
https://console.amazonaws.cn/s3/.

For this tutorial, create a few buckets to be later retrieved in a list.

Step 4: Install the Amazon CLI

Install the Amazon CLI following the instructions for your operating system. For more information,
see the section called “Install/Update”.

Once installed, you can verify the installation by opening your preferred terminal and running the
following command. This should display your installed version of the Amazon CLI.

$ aws --version

Step 5: Configure your Amazon CLI profile
Configure your profile using one of the following methods
Configure your profile with the aws configure sso wizard

The sso-session section of the config file is used to group configuration variables for acquiring
SSO access tokens, which can then be used to acquire Amazon credentials. The following settings
are used:

e (Required) sso_start_url

 (Required) sso_region

e sso_account_id

e sso_role_name

e sso_registration_scopes
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You define an sso-session section and associate it to a profile. The sso_region

and sso_start_url settings must be set within the sso-session section. Typically,
sso_account_id and sso_role_name must be set in the profile section so that the SDK can
request SSO credentials.

The following example configures the SDK to request SSO credentials and supports automated
token refresh:

$ aws configure sso

SSO session name (Recommended): my-sso

SSO start URL [Nonel: https://my-sso-portal.awsapps.com/start
SSO region [None]: us-east-1

SSO registration scopes [None]: sso:account:access

For dual-stack support, you can use the dual-stack SSO start URL format:

$ aws configure sso

SSO session name (Recommended): my-sso

SSO start URL [None]: https://ssoins-1234567890abcdef.portal.us-east-1.app.aws
SSO region [None]: us-east-1

SSO registration scopes [None]: sso:account:access

Proof Key for Code Exchange (PKCE) authorization is used by default for the Amazon CLI starting
with version 2.22.0 and must be used on devices with a browser. To continue to use Device
authorization, append the --use-device-code option.

$ aws configure sso --use-device-code

Manual configuration using the config file

The sso-session section of the config file is used to group configuration variables for acquiring
SSO access tokens, which can then be used to acquire Amazon credentials. The following settings
are used:

e (Required) sso_start_url

 (Required) sso_region

e sso_account_id

e sso_role_name

e sso_registration_scopes
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You define an sso-session section and associate it to a profile. sso_region and
sso_start_url must be set within the sso-session section. Typically, sso_account_id and
sso_role_name must be set in the profile section so that the SDK can request SSO credentials.

The following example configures the SDK to request SSO credentials and supports automated
token refresh:

[profile my-dev-profile]
Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

For dual-stack support, use the dual-stack SSO start URL format:

[profile my-dev-profile]
sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://ssoins-1234567890abcdef.portal.us-east-1.app.aws
sso_registration_scopes = sso:account:access

The authentication token is cached to disk under the ~/.aws/sso/cache directory with a
filename based on the session name.

Step 6: Log in to IAM Identity Center

(® Note
The sign in process may prompt you to allow the Amazon CLI access to your data. Since
the Amazon CLlI is built on top of the SDK for Python, permission messages may contain
variations of the botocore name.
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To retrieve and cache your IAM Identity Center credentials, run the following command for the
Amazon CLI to open your default browser and verify your IAM Identity Center log in.

$ aws sso login --profile my-dev-profile

Starting with version 2.22.0, PKCE authorization is the default. To use device authorization for
signing in, add the --use-device-code option.

$ aws sso login --profile my-dev-profile --use-device-code

Step 7: Run Amazon S3 commands

To list the buckets you created earlier, use the aws s3 1s command. The following example lists
all of your Amazon S3 buckets.

$ aws s3 1s
2018-12-11 17:08:50 my-bucket
2018-12-14 14:55:44 my-bucket2

Step 8: Log out of IAM Identity Center

When you are done using your 1AM Identity Center profile, run the following command to delete
your cached credentials.

$ aws sso logout
Successfully signed out of all SSO profiles.

Step 9: Clean up resources

After you're done with this tutorial, clean up any resources you created during this tutorial that you
no longer need, including Amazon S3 buckets.

Troubleshooting

If you come across issues using the Amazon CLI, see the section called “Troubleshoot errors” for
common troubleshooting steps.

Additional resources

Additional resources are as follows.
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the section called “IAM Identity Center concepts”

the section called “IAM Identity Center authentication”

the section called “Install/Update”

the section called “Configuration settings”

aws configure sso in the Amazon CLI version 2 Reference

aws configure sso-session in the Amazon CLI version 2 Reference

aws sso login in the Amazon CLI version 2 Reference

aws sso logout in the Amazon CLI version 2 Reference

Setting up to use the Amazon CLI with CodeCatalyst in the Amazon CodeCatalyst User Guide

OAuth 2.0 Access scopes in the IAM Identity Center User Guide

Getting started tutorials in the JAM Identity Center User Guide

Authenticating with short-term credentials for the Amazon CLI

We recommend configuring your SDK or tool to use IAM Identity Center authentication with

extended session duration options. However, you can copy and use temporary credentials that are

available in the Amazon access portal. New credentials will need to be copied when these expire.

You can use the temporary credentials in a profile or use them as values for system properties and

environment variables.

Sign in to the Amazon access portal.

Follow these instructions to copy IAM role credentials from the Amazon access portal.

1. For step 2 in the linked instructions, choose the Amazon account and IAM role name
that grants access for your development needs. This role typically has a name like
PowerUserAccess or Developer.

2. For step 4, select the Add a profile to your Amazon credentials file option and copy the
contents.

Create or open the shared credentials file. This file is ~/.aws/credentials on Linux
and macOS systems, and SUSERPROFILE%\ .aws\credentials on Windows. For more
information, see the section called “Configuration settings”.

Add the following text to the shared credentials file. Replace the sample values with the
credentials you copied.
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[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token =
IQ0Jb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3]IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPLE

5. Add your preferred default region and format to the shared config file.

[default]
region=us-west-2
output=json

[profile userl]
region=us-east-1
output=text

When the SDK creates a service client, it will access these temporary credentials and use them for
each request. The settings for the IAM role chosen in step 2a determine how long the temporary
credentials are valid. The maximum duration is twelve hours.

Repeat these steps each time your credentials expire.

Using an IAM role in the Amazon CLI

An Amazon Identity and Access Management (IAM) role is an authorization tool that lets a user
gain additional (or different) permissions, or get permissions to perform actions in a different
Amazon account.

Topics

« Prerequisites
» Overview of using IAM roles

» Configuring and using a role

» Using multi-factor authentication

+ Cross-account roles and external ID

» Specifying a role session name for easier auditing

« Assume role with web identity
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o Clearing cached credentials

Prerequisites

To run the iam commands, you need to install and configure the Amazon CLI. This includes setting
up a configured profile, as assuming a role is paired with another credential method. For more
information, see the section called “Install/Update”.

Overview of using IAM roles

You can configure the Amazon Command Line Interface (Amazon CLI) to use an IAM role by
defining a profile for the role in the ~/.aws/config file.

The following example shows a role profile named marketingadmin. If you run
commands with --profile marketingadmin (or specify it with the AWS_PROFILE

environment variable), the Amazon CLI uses the credentials defined in a separate

profile userl to assume the role with the Amazon Resource Name (ARN) arn:aws-
cn:iam::123456789012:r0le/marketingadminrole. You can run any operations that are
allowed by the permissions assigned to that role.

[profile marketingadmin]
role_arn = arn:aws-cn:iam::123456789012:ro0le/marketingadminrole
source_profile = userl

You can then specify a source_profile that points to a separate named profile that contains
user credentials with permission to use the role. In the previous example, the marketingadmin
profile uses the credentials in the userl profile. When you specify that an Amazon CLI command
is to use the profile marketingadmin, the Amazon CLI automatically looks up the credentials for
the linked user1l profile and uses them to request temporary credentials for the specified IAM role.
The CLI uses the sts:AssumeRole operation in the background to accomplish this. Those temporary
credentials are then used to run the requested Amazon CLI command. The specified role must have
attached IAM permission policies that allow the requested Amazon CLI command to run.

To run a Amazon CLI command from within an Amazon Elastic Compute Cloud (Amazon EC2)
instance or an Amazon Elastic Container Service (Amazon ECS) container, you can use an |IAM role
attached to the instance profile or the container. If you specify no profile or set no environment
variables, that role is used directly. This enables you to avoid storing long-lived access keys on your
instances. You can also use those instance or container roles only to get credentials for another
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role. To do this, you use credential_source (instead of source_profile) to specify how to
find the credentials. The credential_source attribute supports the following values:

« Environment - Retrieves the source credentials from environment variables.
« Ec2InstanceMetadata - Uses the IAM role attached to the Amazon EC2 instance profile.

e EcsContainer — Uses the IAM role attached to the Amazon ECS container.

The following example shows the same marketingadminrole role used by referencing an
Amazon EC2 instance profile.

[profile marketingadmin]
role_arn = arn:aws-cn:iam::123456789012:role/marketingadminrole
credential_source = Ec2InstanceMetadata

When you invoke a role, you have additional options that you can require, such as the use of multi-
factor authentication and an External ID (used by third-party companies to access their clients'
resources). You can also specify unique role session names that can be more easily audited in
Amazon CloudTrail logs.

Configuring and using a role

When you run commands using a profile that specifies an IAM role, the Amazon CLI uses the source
profile's credentials to call Amazon Security Token Service (Amazon STS) and request temporary
credentials for the specified role. The user in the source profile must have permission to call
sts:assume-role for the role in the specified profile. The role must have a trust relationship
that allows the user in the source profile to use the role. The process of retrieving and then using
temporary credentials for a role is often referred to as assuming the role.

You can create a role in IAM with the permissions that you want users to assume by following the
procedure under Creating a Role to Delegate Permissions to an IAM user in the Amazon Identity and

Access Management User Guide. If the role and the source profile's user are in the same account,
you can enter your own account ID when configuring the role's trust relationship.

After creating the role, modify the trust relationship to allow the user to assume it.

The following example shows a trust policy that you could attach to a role. This policy allows the
role to be assumed by any user in the account 123456789012, if the administrator of that account
explicitly grants the sts:AssumeRole permission to the user.
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JSON

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws-cn:iam::123456789012:root"
},

"Action": "sts:AssumeRole"

The trust policy doesn't actually grant permissions. The administrator of the account must delegate
the permission to assume the role to individual users by attaching a policy with the appropriate
permissions. The following example shows a policy that you can attach to a user that allows the
user to assume only the marketingadminrole role. For more information about granting a user
access to assume a role, see Granting a User Permission to Switch Roles in the IAM User Guide.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws-cn:iam::123456789012:xrole/marketingadminrole"
}
]
}

The user doesn't need to have additional permissions to run the Amazon CLI commands using
the role profile. Instead, the permissions to run the command come from those attached to the
role. You attach permission policies to the role to specify which actions can be performed against
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which Amazon resources. For more information about attaching permissions to a role (which works
identically to a user), see Changing Permissions for an IAM user in the IAM User Guide.

Now that you have the role profile, role permissions, role trust relationship, and user permissions
correctly configured, you can use the role at the command line by invoking the --profile option.
For example, the following calls the Amazon S3 1s command using the permissions attached to
the marketingadmin role as defined by the example at the beginning of this topic.

$ aws s3 1ls --profile marketingadmin

To use the role for several calls, you can set the AWS_PROFILE environment variable for the current
session from the command line. While that environment variable is defined, you don't have to
specify the --profile option on each command.

Linux or macOS
$ export AWS_PROFILE=marketingadmin
Windows

C:\> setx AWS_PROFILE marketingadmin

For more information about configuring users and roles, see IAM Identities (users, user groups, and
roles) and IAM roles in the IAM User Guide.

Using multi-factor authentication

For additional security, you can require that users provide a one-time key generated from a multi-
factor authentication (MFA) device, a U2F device, or mobile app when they attempt to make a call
using the role profile.

First, you can choose to modify the trust relationship on the IAM role to require MFA. This prevents
anyone from using the role without first authenticating by using MFA. For an example, see the
Condition line in the following example. This policy allows the user named anika to assume the
role the policy is attached to, but only if they authenticate by using MFA.

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Sid": """,
"Effect": "Allow",
"Principal": { "AWS": "arn:aws-cn:iam::123456789012:usexr/anika" },
"Action": "sts:AssumeRole",
"Condition": { "Bool": { "aws:multifactorAuthPresent": true } }

}

]
}

Next, add a line to the role profile that specifies the ARN of the user's MFA device. The following
sample config file entries show two role profiles that both use the access keys for the user anika
to request temporary credentials for the role cli-role. The user anika has permissions to
assume the role, granted by the role's trust policy.

[profile role-without-mfa]

region = us-west-2

role_arn= arn:aws:iam::128716708097:r0le/cli-role
source_profile=cli-user

[profile role-with-mfa]

region = us-west-2

role_arn= arn:aws:iam::128716708097:role/cli-role
source_profile = cli-user

mfa_serial = arn:aws:iam::128716708097:mfa/cli-user

[profile cli-user]
region = us-west-2
output = json

The mfa_serial setting can take an ARN, as shown, or the serial number of a hardware MFA
token.

The first profile, role-without-mfa, doesn't require MFA. However, because the previous
example trust policy attached to the role requires MFA, any attempt to run a command with this
profile fails.

$ aws iam list-users --profile role-without-mfa
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An error occurred (AccessDenied) when calling the AssumeRole operation: Access denied

The second profile entry, role-with-mfa, identifies an MFA device to use. When the user
attempts to run a Amazon CLI command with this profile, the Amazon CLI prompts the user

to enter the one-time password (OTP) that the MFA device provides. If the MFA authentication
succeeds, the command performs the requested operation. The OTP is not displayed on the screen.

$ aws iam list-users --profile role-with-mfa
Enter MFA code for arn:aws:iam::123456789012:mfa/cli-user:
{

"Users": [

{

Cross-account roles and external ID

You can enable users to use roles that belong to different accounts by configuring the role as

a cross-account role. During role creation, set the role type to Another Amazon account, as
described in Creating a Role to Delegate Permissions to an IAM user. Optionally, select Require
MFA. Require MFA configures the appropriate condition in the trust relationship, as described in

Using multi-factor authentication.

If you use an external ID to provide additional control over who can use a role across accounts, you
must also add the external_id parameter to the role profile. You typically use this only when the
other account is controlled by someone outside your company or organization.

[profile crossaccountrole]

role_arn = arn:aws-cn:iam::234567890123:ro0le/SomeRole
source_profile = default

mfa_serial = arn:aws-cn:iam::123456789012:mfa/saanvi
external_id = 123456

Specifying a role session name for easier auditing

When many individuals share a role, auditing becomes more of a challenge. You want to associate
each operation invoked with the individual who invoked the action. However, when the individual
uses a role, the assumption of the role by the individual is a separate action from the invoking of
an operation, and you must manually correlate the two.
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You can simplify this by specifying unique role session names when users assume a role. You do
this by adding a role_session_name parameter to each named profile in the config file that
specifies a role. The role_session_name value is passed to the AssumeRole operation and
becomes part of the ARN for the role session. It is also included in the Amazon CloudTrail logs for
all logged operations.

For example, you could create a role-based profile as follows.

[profile namedsessionrole]

role_arn = arn:aws-cn:iam: :234567890123:role/SomeRole
source_profile = default

role_session_name = Session_Maria_Garcia

This results in the role session having the following ARN.

arn:aws-cn:iam: :234567890123:assumed-role/SomeRole/Session_Maria_Garcia

Also, all Amazon CloudTrail logs include the role session name in the information captured for each
operation.

Assume role with web identity

You can configure a profile to indicate that the Amazon CLI should assume a role using web
identity federation and Open ID Connect (OIDC). When you specify this in a profile, the Amazon CLI

automatically makes the corresponding Amazon STS AssumeRoleWithWebIdentity call for you.

(® Note

When you specify a profile that uses an IAM role, the Amazon CLI makes the appropriate
calls to retrieve temporary credentials. These credentials are stored in ~/.aws/cli/
cache. Subsequent Amazon CLI commands that specify the same profile use the cached
temporary credentials until they expire. At that point, the Amazon CLI automatically
refreshes the credentials.

To retrieve and use temporary credentials using web identity federation, you can specify the
following configuration values in a shared profile.
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role_arn

Specifies the ARN of the role to assume.

web_identity_token_file

Specifies the path to a file which contains an OAuth 2.0 access token or OpenID Connect ID
token that is provided by the identity provider. The Amazon CLI loads this file and passes
its content as the WebIdentityToken argument of the AssumeRoleWithWebIdentity
operation.

role_session_name

Specifies an optional name applied to this assume-role session.

The following is an example of the minimal amount of configuration needed to configure an
assume role with web identity profile.

# In ~/.aws/config
[profile web-identity]

role_arn=arn:aws:iam:123456789012:role/RoleNameToAssume
web_identity_token_file=/path/to/a/token

You can also provide this configuration by using environment variables.

AWS_ROLE_ARN

The ARN of the role to assume.
AWS_WEB_IDENTITY_TOKEN_FILE

The path to the web identity token file.
AWS_ROLE_SESSION_NAME

The name applied to this assume-role session.

(® Note

These environment variables currently apply only to the assume role with web identity
provider. They don't apply to the general assume role provider configuration.
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Clearing cached credentials

When you use a role, the Amazon CLI caches the temporary credentials locally until they expire.
The next time you try to use them, the Amazon CLI attempts to renew them on your behalf.

If your role's temporary credentials are revoked, they are not renewed automatically, and attempts
to use them fail. However, you can delete the cache to force the Amazon CLI to retrieve new
credentials.

Linux or macOS
$ rm -xr ~/.aws/cli/cache
Windows

C:\> del /s /q %UserProfile%\.aws\cli\cache

Authenticating using IAM user credentials for the Amazon CLI

/A Warning

To avoid security risks, don't use IAM users for authentication when developing purpose-
built software or working with real data. Instead, use federation with an identity provider
such as Amazon IAM Identity Center.

This section explains how to configure basic settings with an IAM user. These include your security
credentials using the config and credentials files. To instead see configuration instructions for
Amazon IAM ldentity Center, see the section called “IAM Identity Center authentication”.

Topics

o Step 1: Create your IAM user

o Step 2: Get your access keys

« Step 3: Configure the Amazon CLI

» Using aws configure

« Importing access keys via .CSV file
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« Directly editing the config and credentials files

o (Optional) Using multi-factor authentication with your IAM user credentials

Step 1: Create your IAM user

Create your IAM user by following the Creating IAM users (console) procedure in the IAM User
Guide.

« For Permission options, choose Attach policies directly for how you want to assign permissions
to this user.

» Most "Getting Started" SDK tutorials use the Amazon S3 service as an example. To provide your
application with full access to Amazon S3, select the AmazonS3FullAccess policy to attach to
this user.

Step 2: Get your access keys

1. Sign in to the Amazon Web Services Management Console and open the IAM console at
https://console.amazonaws.cn/iam/.

2. In the navigation pane of the IAM console, select Users and then select the Usexr name of the
user that you created previously.

3. Onthe user's page, select the Security credentials page. Then, under Access keys, select
Create access key.

4. For Create access key Step 1, choose Command Line Interface (CLI).
5. For Create access key Step 2, enter an optional tag and select Next.

6. For Create access key Step 3, select Download .csv file to save a . csv file with your IAM user's
access key and secret access key. You need this information for later.

7. Select Done.

Step 3: Configure the Amazon CLI

For general use, the Amazon CLI needs the following pieces of information:

o Access key ID

» Secret access key
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« Amazon Region

o Output format

The Amazon CLI stores this information in a profile (a collection of settings) named default

in the credentials file. By default, the information in this profile is used when you run an
Amazon CLI command that doesn't explicitly specify a profile to use. For more information on the
credentials file, see Configuration and credential file settings in the Amazon CLI.

To configure the Amazon CLI, use one of the following procedures:

Topics

» Using aws configure

« Importing access keys via .CSV file

« Directly editing the config and credentials files

Using aws configure

For general use, the aws configure command is the fastest way to set up your Amazon CLI
installation. This configure wizard prompts you for each piece of information you need to get
started. Unless otherwise specified by using the --profile option, the Amazon CLI stores this
information in the default profile.

The following example configures a default profile using sample values. Replace them with your
own values as described in the following sections.

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: wJalxXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

The following example configures a profile named userprod using sample values. Replace them
with your own values as described in the following sections.

$ aws configure --profile userprod
AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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Default region name [None]: us-west-2
Default output format [None]: json

Importing access keys via .CSV file

Instead of using aws configure to enterin access keys, you can import the plain text . csv file
you downloaded after you created your access keys.

The . csv file must contain the following headers.

« User Name - This column must be added to your . csv. This is used to create the profile name
used in the the config and credentials files when you import.

o Access key ID

» Secret access key

(® Note

During initial access keys creation, once you close the Download .csv file dialog box, you
cannot access your secret access key after you close the dialog box. If you need a . csv file,
you'll need to create one yourself with the required headers and your stored access keys
information. If you do not have access to your access keys information, you need to create a
new access keys.

To import the . csv file, use the aws configure import command with the --csv option as
follows:

$ aws configure import --csv file://credentials.csv

For more information, see aws_configure_import.

Directly editing the config and credentials files
To directly edit the config and credentials files, perform the following.

1. Create or open the shared Amazon credentials file. This file is ~/.aws/credentials on
Linux and macOS systems, and SUSERPROFILES\.aws\credentials on Windows. For more
information, see the section called “Configuration settings".
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2. Add the following text to the shared credentials file. Replace the sample values in the . csv
file that you downloaded earlier and save the file.

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

(Optional) Using multi-factor authentication with your IAM user
credentials

For additional security, you can use a one-time key generated from a multi-factor authentication
(MFA) device, a U2F device, or mobile app when you attempt to make a call.

With your MFA enabled IAM user, run the aws configure mfa-login command to configure a
new profile to use with multi-factor authentication (MFA) for the specified profile. If no profile is
specified, the MFA is based on the default profile. If no default profile is configured, the mfa-
login command prompts you for you Amazon credentials before asking for your MFA information.

The following command example uses your default configuration and creates an MFA profile.

$ aws configure mfa-login

MFA serial number or ARN: arn:aws-cn:iam::123456789012:mfa/MFADeviceName

MFA token code: 123456

Profile to update [session-MFADeviceName]:

Temporary credentials written to profile 'session-MFADeviceName'

Credentials will expire at 2023-05-19 18:06:10 UTC

To use these credentials, specify --profile session-MFADeviceName when running AWS CLI
commands

To update an existing profile, use the --update-profile parameter.

$ aws configure mfa-login --profile myprofile --update-profile mfaprofile

MFA token code: 123456

Temporary credentials written to profile 'mfaprofile'’

Credentials will expire at 2023-05-19 18:06:10 UTC

To use these credentials, specify --profile mfaprofile when running AWS CLI commands

This command currently supports only hardware or software based one-time password (OTP)
authenticators. Passkeys and U2F devices are not currently supported with this command.
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To use your MFA profile, use the --profile option with your commands.

$ aws s3 ls --profile mfaprofile

For more information on using MFA with 1AM, including how to assign MFA to an IAM user, see
Amazon Multi-factor authentication in IAM in the Amazon Identity and Access Management User
Guide.

Using Amazon EC2 instance metadata as credentials in the
Amazon CLI

When you run the Amazon CLI from within an Amazon Elastic Compute Cloud (Amazon EC2)
instance, you can simplify providing credentials to your commands. Each Amazon EC2 instance
contains metadata that the Amazon CLI can directly query for temporary credentials. When an
IAM role is attached to the instance, the Amazon CLI automatically and securely retrieves the
credentials from the instance metadata.

To disable this service, use the AWS_EC2_METADATA_DISABLED environment variable.

Topics

« Prerequisites
« Configuring a profile for Amazon EC2 metadata

Prerequisites

To use Amazon EC2 credentials with the Amazon CLI, you need to complete the following:

« Install and configure the Amazon CLI. For more information, see the section called “Install/
Update” and Authentication and access credentials for the Amazon CLI.

» You understand configuration files and named profiles. For more information, see Configuration

and credential file settings in the Amazon CLI.

« You've created an Amazon ldentity and Access Management (IAM) role that has access to the
resources needed, and attached that role to the Amazon EC2 instance when you launch it. For
more information, see IAM policies for Amazon EC2 in the Amazon EC2 User Guide and Granting
Applications That Run on Amazon EC2 Instances Access to Amazon Resources in the IAM User
Guide.
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Configuring a profile for Amazon EC2 metadata

To specify that you want to use the credentials available in the hosting Amazon EC2 instance
profile, use the following syntax in the named profile in your configuration file. See the following
steps for more instructions.

[profile profilename]

role_arn = arn:aws-cn:iam::123456789012:role/rolename
credential_source = Ec2InstanceMetadata

region = region

1. Create a profile in your configuration file.

[profile profilename]

2. Add your IAM arn role that has access to the resources needed.

role_arn = arn:aws-cn:iam::123456789012:role/rolename

3. Specify Ec2InstanceMetadata as your credential source.

credential_source = Ec2InstanceMetadata

4. Set your Region.

region = region

Example

The following example assumes the marketingadminrole role and uses the us-west-2 Region

in an Amazon EC2 instance profile named marketingadmin.

[profile marketingadmin]

role_arn = arn:aws-cn:iam::123456789012:role/marketingadminrole
credential_source = Ec2InstanceMetadata

region = us-west-2

Configuring a profile for Amazon EC2 metadata
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Sourcing credentials with an external process in the Amazon
CLI

/A Warning

This topic discusses sourcing credentials from an external process. This could be a security
risk if the command to generate the credentials becomes accessible by non-approved
processes or users. We recommend that you use the supported, secure alternatives
provided by the Amazon CLI and Amazon to reduce the risk of compromising your
credentials. Ensure that you secure the config file and any supporting files and tools to
prevent disclosure.

Ensure that your custom credential tool does not write any secret information to StdErr
because the SDKs and Amazon CLI can capture and log such information, potentially
exposing it to unauthorized users.

If you have a method to generate or look up credentials that isn't directly supported by the
Amazon CLI, you can configure the Amazon CLI to use it by configuring the credential_process
setting in the config file.

For example, you might include an entry similar to the following in the config file.

[profile developer]
credential_process = /opt/bin/awscreds-custom --username helen

Syntax
To create this string in a way that is compatible with any operating system, follow these rules:

« If the path or file name contains a space, surround the complete path and file name with double-
quotation marks (" "). The path and file name can consist of only the characters: A-Z a-z 0-9 - _
space

« If a parameter name or a parameter value contains a space, surround that element with double-
quotation marks (" "). Surround only the name or value, not the pair.

« Do not include any environment variables in the strings. For example, you can't include $HOME or
%USERPROFILE®%.

« Do not specify the home folder as ~. You must specify the full path.
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Example for Windows

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

Example for Linux or macOS

credential_process = "/Users/Dave/path/to/credentials.sh" parameterWithoutSpaces
"parameter with spaces"

Expected output from the Credentials program

The Amazon CLI runs the command as specified in the profile and then reads data from STDOUT.
The command you specify must generate JSON output on STDOUT that matches the following
syntax.

{
"Version": 1,
"AccessKeyId": "an Amazon access key",
"SecretAccessKey": "your Amazon secret access key",
"SessionToken": "the Amazon session token for temporary credentials",
"Expiration": "IS08601 timestamp when the credentials expire"
}
(@ Note

As of this writing, the Version key must be set to 1. This might increment over time as the
structure evolves.

The Expiration key is an 1ISO8601 formatted timestamp. If the Expiration key is not present
in the tool's output, the CLI assumes that the credentials are long-term credentials that do

not refresh. Otherwise the credentials are considered temporary credentials and are refreshed
automatically by rerunning the credential_process command before they expire.

(® Note

The Amazon CLI does not cache external process credentials the way it does assume-role
credentials. If caching is required, you must implement it in the external process.
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The external process can return a non-zero return code to indicate that an error occurred while
retrieving the credentials.
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Using the Amazon CLI

This section provides a comprehensive overview of the general use, common features, and options
available in the Amazon Command Line Interface (Amazon CLI), going beyond the details covered
in the Configuration the section called "Endpoints” section.

This guide delves into the fundamental aspects of writing Amazon CLI commands, including their
basic structure, formatting, and filtering capabilities. By understanding these core elements, you'll
be able to construct commands that precisely target the resources and actions you require, without
the need to navigate complex web-based consoles.

Additionally, this highlights the help content and documentation available for the Amazon CLI.
From the built-in command line help to the comprehensive Amazon CLI version 2 reference guide,
you'll have access to information to assist you in exploring the features and capabilities of the
Amazon CLI.

For Amazon Web Services service specific examples and use cases, see Amazon CLI examples or

the Amazon CLI version 2 reference guide. These provide command specific information and

demonstrate examples on how to leverage the Amazon CLI for various Amazon Web Services
services.

® Note

By default, the Amazon CLI sends requests to Amazon Web Services services by using
HTTPS on TCP port 443. To ensure successful use of the Amazon CLI, you must be able to
make outbound connections on this port.

Topics in this guide

» Accessing help and resources for the Amazon CLI

« Command structure in the Amazon CLI

» Specifying parameter values in the Amazon CLI

» Enabling and using command prompts in the Amazon CLI

» Controlling command output in the Amazon CLI

« Command line return codes in the Amazon CLI

» Using custom wizards to run interactive commands in the Amazon CLI
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» Creating and using aliases in the Amazon CLI

» Troubleshooting errors for the Amazon CLI

Accessing help and resources for the Amazon CLI

This topic describes how to access help content for the Amazon Command Line Interface (Amazon
CLlI).

Topics

o The built-in Amazon CLI help command

Amazon CLI reference guide

AP| documentation

Troubleshooting errors
Additional help

The built-in Amazon CLI help command

You can get help with any command when using the Amazon Command Line Interface (Amazon
CLI). To do so, simply type help at the end of a command name.

For example, the following command displays help for the general Amazon CLI options and the
available top-level commands.

$ aws help

The following command displays the available Amazon Elastic Compute Cloud (Amazon EC2)
specific commands.

$ aws ec2 help

The following example displays detailed help for the Amazon EC2 DescribeInstances
operation. The help includes descriptions of its input parameters, available filters, and what is
included as output. It also includes examples showing how to type common variations of the
command.

$ aws ec2 describe-instances help
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As of version 2.31.0 The display for the help command is configured by the c1i_help_output
setting, and has the following values:

o (default) terminal - Open the man page in the terminal.

« browser - Open the man page as a local HTML file in your default browser. A notice is printed to

your terminal when your default browser is being opened, and an error message if the Amazon

CLI cannot open your browser.

e url - Print the URL to the online Amazon CLI Reference Guide for the version of the Amazon CLI
you have installed. Settings for client-side paging, such as the AWS_PAGER environment variable,
is respected.

The help content for each command is divided into six sections:

Name

The name of the command.

NAME

Description

describe-instances -

A description of the APl operation that the command invokes.

DESCRIPTION

Synopsis

Describes one or more of your instances.

If you specify one or more instance IDs, Amazon EC2 returns information
for those instances. If you do not specify instance IDs, Amazon EC2
returns information for all relevant instances. If you specify an
instance ID that is not valid, an error is returned. If you specify an
instance that you do not own, it is not included in the returned
results.

The basic syntax for using the command and its options. If an option is shown in square

brackets, it's optional, has a default value, or has an alternative option that you can use.

The built-in Amazon CLI help command

271



Amazon Command Line Interface User Guide for Version 2

SYNOPSIS

describe-instances
[--dry-Tun | --no-dry-run]
[--instance-ids <value>]
[--filters <value>]
[--cli-input-json <value>]
[--starting-token <value>]
[--page-size <value>]
[--max-items <value>]
[--generate-cli-skeleton]

For example, describe-instances has a default behavior that describes all instances in

the current account and Amazon Region. You can optionally specify a list of instance-ids

to describe one or more instances; dry-run is an optional Boolean flag that doesn't take a
value. To use a Boolean flag, specify either shown value, in this case --dry-run or --no-dry-
run. Likewise, --generate-cli-skeleton doesn't take a value. If there are conditions on an
option's use, they are described in the OPTIONS section, or shown in the examples.

Options

A description of each of the options shown in the synopsis.

OPTIONS

--dry-run | --no-dry-run (boolean)
Checks whether you have the required permissions for the action,
without actually making the request, and provides an error response.
If you have the required permissions, the error response is DryRun-
Operation . Otherwise, it is UnauthorizedOperation .

--instance-ids (list)
One or more instance IDs.
Default: Describes all your instances.

Examples

Examples showing the usage of the command and its options. If no example is available for a
command or use case that you need, request one using the feedback link on this page, or in the
Amazon CLI command reference on the help page for the command.

EXAMPLES
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To describe an Amazon EC2 instance

Command:

aws ec2 describe-instances --instance-ids 1-5203422c

To describe all instances with the instance type ml.small

Command:

aws ec2 describe-instances --filters "Name=instance-type,Values=ml.small"
To describe all instances with an Owner tag

Command:

aws ec2 describe-instances --filters '"Name=tag-key,Values=Owner"

Output
Descriptions of each of the fields and data types included in the response from Amazon.

For describe-instances, the output is a list of reservation objects, each of which contains
several fields and objects that contain information about the instances associated with it. This
information comes from the APl documentation for the reservation data type used by Amazon
EC2.

OUTPUT
Reservations -> (list)
One or more reservations.

(structure)
Describes a reservation.

ReservationId -> (string)
The ID of the reservation.

OwnerId -> (string)
The ID of the Amazon account that owns the reservation.

RequesterId -> (string)
The ID of the requester that launched the instances on vyour
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behalf (for example, Amazon Management Console or Auto Scaling).

Groups -> (list)
One or more security groups.

(structure)
Describes a security group.

GroupName -> (string)

The name of the security group.

GroupId -> (string)
The ID of the security group.

Instances -> (list)
One or more instances.

(structure)
Describes an instance.

Instanceld -> (string)
The ID of the instance.

Imageld -> (string)

The ID of the AMI used to launch the instance.

State -> (structure)

The current state of the instance.

Code -> (integer)

The low byte represents the state. The high byte
is an opaque internal value and should be ignored.

When the Amazon CLI renders the output into JSON, it becomes an array of reservation objects,

similar to the following example.

"Reservations": [

{
"OwnerId": "©12345678901",

"ReservationId": "r-4c58f8a0",
"Groups": [1],
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"RequesterId": "012345678901",
"Instances": [
{
"Monitoring": {
"State": "disabled"
.
"PublicDnsName": "ec2-52-74-16-12.us-
west-2.compute.amazonaws.com",

"State": {
"Code": 16,
"Name": "running"

iy

Each reservation object contains fields describing the reservation and an array of instance
objects, each with its own fields (for example, PublicDnsName) and objects (for example,
State) that describe it.

(® Windows users

You can pipe (|) the output of the help command to the more command to view the help
file one page at a time. Press the space bar or PgDn to view more of the document, and
q to quit.

C:\> aws ec2 describe-instances help | more

Amazon CLI reference guide

The help files contain links that cannot be viewed or navigated to from the command line. You
can view and interact with these links by using the online Amazon CLI version 2 reference guide.

The reference also contains the help content for all Amazon CLI commands. The descriptions are
presented for easy navigation and viewing on mobile, tablet, or desktop screens.

APl documentation

All commands in the Amazon CLI correspond to requests made to an Amazon service's public API.
Each service with a public APl has an API reference that can be found on the service's home page
on the Amazon Documentation website. The content for an API reference varies based on how
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the API is constructed and which protocol is used. Typically, an API reference contains detailed
information about the operations supported by the API, the data sent to and from the service, and
any error conditions that the service can report.

APl Documentation Sections

» Actions - Detailed information on each operation and its parameters (including constraints on
length or content, and default values). It lists the errors that can occur for this operation. Each
operation corresponds to a subcommand in the Amazon CLI.

« Data Types - Detailed information about structures that a command might require as a
parameter, or return in response to a request.

« Common Parameters — Detailed information about the parameters that are shared by all of
action for the service.

o Common Errors — Detailed information about errors that can be returned by any of the service's
operations.

The name and availability of each section can vary, depending on the service.

(@ Service-specific CLIs

Some services have a separate CLI that dates from before a single Amazon CLI was created
to work with all services. These service-specific CLIs have separate documentation that is
linked from the service's documentation page. Documentation for service-specific CLIs do
not apply to the Amazon CLI.

Troubleshooting errors

For help diagnosing and fixing Amazon CLI errors, see the section called “Troubleshoot errors”.

Additional help

For additional help with your Amazon CLI issues, visit the Amazon CLI community on GitHub.

Command structure in the Amazon CLI

This topic covers how Amazon Command Line Interface (Amazon CLI) command is structured, and
how to use wait commands.
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Topics

« Command structure

« Wait commands

Command structure

The Amazon CLI uses a multipart structure on the command line that must be specified in this
order:
1. The base call to the aws program.

2. The top-level command, which typically corresponds to an Amazon service supported by the
Amazon CLI.

3. The subcommand that specifies which operation to perform.

4. General Amazon CLI options or parameters required by the operation. You can specify these
in any order as long as they follow the first three parts. If an exclusive parameter is specified
multiple times, only the last value applies.

$ aws <command> <subcommand> [options and parameters]

Parameters can take various types of input values, such as numbers, strings, lists, maps, and JSON
structures. What is supported is dependent upon the command and subcommand you specify.

Examples
Amazon S3

The following example lists all of your Amazon S3 buckets.

$ aws s3 1s
2018-12-11 17:08:50 amzn-s3-demo-bucketl
2018-12-14 14:55:44 amzn-s3-demo-bucket?2

For more information on the Amazon S3 commands, see aws s3 in the Amazon CLI Command
Reference.

Amazon CloudFormation
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The following create-change-setcommand example changes the cloudformation stack name to
my-change-set.

$ aws cloudformation create-change-set --stack-name my-stack --change-set-name my-
change-set

For more information on the Amazon CloudFormation commands, see aws cloudformation in
the Amazon CLI Command Reference.

Wait commands

Some Amazon services have wait commands available. Any command that uses aws wait
usually waits until a command is complete before it moves on to the next step. This is especially
useful for multipart commands or scripting, as you can use a wait command to prevent moving to
subsequent steps if the wait command fails.

The Amazon CLI uses a multipart structure on the command line for the wait command that must
be specified in this order:

1. The base call to the aws program.

2. The top-level command, which typically corresponds to an Amazon service supported by the
Amazon CLI.

3. The wait command.
4. The subcommand that specifies which operation to perform.

5. General CLI options or parameters required by the operation. You can specify these in any order
as long as they follow the first three parts. If an exclusive parameter is specified multiple times,
only the last value applies.

$ aws <command> wait <subcommand> [options and parameters]

Parameters can take various types of input values, such as numbers, strings, lists, maps, and JSON
structures. What is supported is dependent upon the command and subcommand you specify.

(® Note

Not every AWS service supports wait commands. See the Amazon CLI version 2 reference

guide to see if your service supports wait commands.

Wait commands 278


https://docs.amazonaws.cn/cli/latest/reference/cloudformation/create-change-set.html
https://docs.amazonaws.cn/cli/latest/reference/cloudformation/index.html
https://docs.amazonaws.cn/cli/latest/reference/index.html
https://docs.amazonaws.cn/cli/latest/reference/index.html

Amazon Command Line Interface User Guide for Version 2

Examples
Amazon CloudFormation

The following wait change-set-create-complete command examples pauses and resumes

only after it can confirm that the my-change-set change set in the my-stack stack is ready to
run.

$ aws cloudformation wait change-set-create-complete --stack-name my-stack --change-
set-name my-change-set

For more information on the Amazon CloudFormation wait commands, see wait in the Amazon
CLI Command Reference.

Amazon CodeDeploy

The following wait deployment-successful command examples pauses until the d-

A1B2C3111 deployment completes successfully.

$ aws deploy wait deployment-successful --deployment-id d-A1B2(C3111

For more information on the Amazon CodeDeploy wait commands, see wait in the Amazon CLI
Command Reference.

Specifying parameter values in the Amazon CLI

Many parameters used in the Amazon Command Line Interface (Amazon CLI) are simple string or
numeric values, such as the key-pair name my-key-pair in the following aws ec2 create-
key-pair command example.

$ aws ec2 create-key-pair --key-name my-key-pair

Formatting for command can vary between terminals. For example, most terminals are case
sensitive but Powershell is case insensitive. This means the two following command examples
would yield different results for case sensitive terminals as they view MyFile*.txt and
myfile*.txt as different parameters.

However, PowerShell would process these requests as the same as it sees MyFile*.txt and
myfile*.txt as the same parameters. The following command example demonstrates these
paramaters using the aws s3 cp command:
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$ aws s3 cp . s3://amzn-s3-demo-bucket/path --include "MyFile*.txt"
$ aws s3 cp . s3://amzn-s3-demo-bucket/path --include "myfile*.txt"

For more information on PowerShell's case insensitivy, see about_Case-Sensitivity in the PowerShell
documentation.

Sometimes you need to use quotation marks or literals around strings that include special or
space characters. The rules around this formatting can also vary between terminals. For more
information about using quotation marks around complex parameters, see Using quotation marks

and literals with strings in the Amazon CLI.

These topics cover the most common terminal formatting rules. If you are having issues with your
terminal recognizing your parameter values, be sure to review the topics in this section and also to
check your terminal's documentation for their specific syntax rules.

Parameter topics

« Common parameter types in the Amazon CLI

Using quotation marks and literals with strings in the Amazon CLI

Loading a parameter from a file in the Amazon CLI

Amazon CLI skeletons and input files in the Amazon CLI

Using shorthand syntax in the Amazon CLI

Common parameter types in the Amazon CLI

This section describes some of the common parameter types and the typical required format.

If you are having trouble formatting a parameter for a specific command, check the help by
entering help after the command name. The help for each subcommand includes an option's
name and description. The option's parameter type is listed in parentheses. For more information
on viewing help, see the section called “Get Help".

Parameter types include:
« Timestamp
- List

+ Boolean
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Integer
Binary / blob (binary large object) and streaming blob

Map

Document

String

String parameters can contain alphanumeric characters, symbols, and white spaces from the ASCII
character set. Strings that contain white spaces must be surrounded by quotation marks. We
recommend that you don't use symbols or white spaces other than the standard space character
and to observe your terminal's quoting rules to prevent unexpected results.

Some string parameters can accept binary data from a file. See Binary files for an example.
Timestamp

Timestamps are formatted according to the ISO 8601 standard. These are often referred to as
"DateTime" or "Date" parameters.

$ aws ec2 describe-spot-price-history --start-time 2014-10-13T19:00:00Z

Acceptable formats include:

e YYYY-MM-DDThh:mm:ss.sssTZD (UTC), for example, 2014-10-01T20:30:00.000Z

e YYYY-MM-DDThh:mm:ss.sssTZD (with offset), for example,
2014-10-01T12:30:00.000-08:00

e YYYY-MM-DD, for example, 2014-10-01

» Unix time in seconds, for example, 1412195400. This is sometimes referred to as Unix Epoch
time and represents the number of seconds since midnight, January 1, 1970 UTC.

By default, the Amazon CLI version 2 translates all response DateTime values to ISO 8601 format.

You can set the timestamp format by using the c1i_timestamp_format file setting.
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List

One or more strings separated by spaces. If any of the string items contain a space, you must put
quotation marks around that item. Observe your terminal's quoting rules to prevent unexpected

results.

$ aws ec2 describe-spot-price-history --instance-types ml.xlarge ml.medium

Boolean

Binary flag that turns an option on or off. For example, ec2 describe-spot-price-history
has a Boolean --dry-run parameter that, when specified, validates the query with the service
without actually running the query.

$ aws ec2 describe-spot-price-history --dry-run

The output indicates whether the command was well formed. This command also includes a --no-
dry-run version of the parameter that you can use to explicitly indicate that the command should
be run normally. Including it isn't necessary because this is the default behavior.

Integer

An unsigned, whole number.

$ aws ec2 describe-spot-price-history --max-items 5

Binary / blob (binary large object) and streaming blob

In the Amazon CLI, you can pass a binary value as a string directly on the command line. There are
two types of blobs:

« Blob
« Streaming blob

Blob

To pass a value to a parameter with type blob, you must specify a path to a local file that contains
the binary data using the fileb: // prefix. Files referenced using the fileb:// prefix are always
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treated as raw unencoded binary. The specified path is interpreted as being relative to the current
working directory. For example, the --plaintext parameter for aws kms encrypt is a blob.

$ aws kms encrypt \
--key-id 1234abcd-12ab-34cd-56ef-1234567890ab \
--plaintext fileb://ExamplePlaintextFile \
--output text \
--query CiphertextBlob | base64 \
--decode > ExampleEncryptedFile

(® Note

For backwards compatibility, you can use the file:// prefix. There are two formats used
based on the file setting c1i_binary_format or --cli-binary-format command line

option:
« Default for the Amazon CLI version 2. If the setting's value is base64, files referenced
using the file:// prefix are treated as base64-encoded text.

o Default for the Amazon CLI version 1. If the setting's value is raw-in-base64-out, files
referenced using the file:// prefix is read as text and then the Amazon CLI attempts to
encode it to binary.

For more information, see the file setting c1i_binary formator--cli-binary-

format command line option.

Streaming blob

Streaming blobs such as aws cloudsearchdomain upload-documents do not use prefixes.

Instead, streaming blob parameters are formatted using the direct file path. The following example

uses the direct file path document-batch. json for the aws cloudsearchdomain upload-
documents command:

$ aws cloudsearchdomain upload-documents \
--endpoint-url https://doc-my-domain.us-west-1.cloudsearch.amazonaws.com \
--content-type application/json \
--documents document-batch. json
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Map

A set of key-value pairs specified in JSON or by using the CLI's shorthand syntax. The following
JSON example reads an item from an Amazon DynamoDB table named my-table with a map
parameter, - -key. The parameter specifies the primary key named id with a number value of 7ina
nested JSON structure.

For more advanced JSON usage in a command line, consider using a command line JSON processor,
like jq, to create JSON strings. For more information on jq, see the jq repository on GitHub.

$ aws dynamodb get-item --table-name my-table --key '{"id": {"N":"1"}}'

{
"Item": {
"name": {
"S": "John"
1,
"id": {
Nttt
}
}
}
Document
® Note

Shorthand syntax is not compatible with document types.

Document types are used to send data without needing to embed JSON inside strings. The
document type enables services to provide arbitrary schemas for you to use more flexible data

types.

This allows for sending JSON data without needing to escape values. For example, instead of using
the following escaped JSON input:

{"document": "{\"key\":true}"}

You can use the following document type:
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{"document": {"key": true}}

Valid values for document types

Due to the flexible nature of document types, there are multiple valid value types. Valid values
include the following:

String
--option '"value'"'
Number

--option 123
--option 123.456

Boolean

--option true

Null

--option null
Array

--option '["valuel"”, "value2", "value3"]'

--option '["value", 1, true, null, ["keyl", 2.34], {"key2": "value2"}]'
Object

--option '{"key": "value'"}'
--option '{"keyl": "valuel", "key2": 123, "key3'": true, "key4": null, "key5":
["value3", "value4"], "key6": {'"value5": "value6"}'

Using quotation marks and literals with strings in the Amazon CLI

There are primarily two ways single and double quotes are used in the Amazon CLI.
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« Using quotation marks around strings that contain white spaces

« Using quotation marks inside strings

Using quotation marks around strings that contain white spaces

Parameter names and their values are separated by spaces on the command line. If a string value
contains an embedded space, then you must surround the entire string with quotation marks to
prevent the Amazon CLI from misinterpreting the space as a divider between the value and the
next parameter name. Which type of quotation mark you use depends on the operating system you
are running the Amazon CLI on.

Linux and macOS

Use single quotation marks '
$ aws ec2 create-key-pair --key-name 'my key pair'

For more information on using quotes, see the user documentation for your preferred shell.
PowerShell

Single quotations (recommended)

Single quotation marks ' ' are called verbatim strings. The string is passed to the command
exactly as you type it, which means PowerShell variables will not pass through.

PS C:\> aws ec2 create-key-pair --key-name 'my key pair'’

Double quotations

Double quotation marks " " are called expandable string. Variables can be passed in
expandable strings.

PS C:\> aws ec2 create-key-pair --key-name "my key pair"

For more information on using quotes, see About Quoting Rules in the Microsoft PowerShell

Docs.

Windows command prompt

Use double quotation marks " " .
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C:\> aws ec2 create-key-pair --key-name "my key pair"

Optionally, you can separate the parameter name from the value with an equals sign = instead of a
space. This is typically necessary only if the value of the parameter starts with a hyphen.

$ aws ec2 delete-key-pair --key-name=-mykey

Using quotation marks inside strings

Strings might contain quotation marks, and your shell might require escaping quotations for them
to work properly. One of the common parameter value types is a JSON string. This is complex
since it includes spaces and double quotation marks " " around each element name and value in
the JSON structure. The way you enter JSON-formatted parameters on the command line differs
depending on your operating system.

For more advanced JSON usage in the command line, consider using a command line JSON
processor, like jq, to create JSON strings. For more information on jq, see the jq repository on
GitHub.

Linux and macOS

For Linux and macOS to interpret strings literally use single quotation marks ' ' to enclose the
JSON data structure, as in the following example. You do not need to escape double quotation
marks embedded in the JSON string, as they are being treated literally. Since the JSON is
enclosed in single quotation marks, any single quotation marks in the string will need to be
escaped, this is usually accomplished using a backslash before the single quote \ .

$ aws ec2 run-instances \

--image-id ami-12345678 \

--block-device-mappings '[{"DeviceName":"/dev/sdb","Ebs":
{"VolumeSize":20,"DeleteOnTermination":false, "VolumeType":"standard"}}]’

For more information on using quotes, see the user documentation for your preferred shell.

PowerShell
Use single quotation marks ' ' or double quotation marks " ".

Single quotations (recommended)

Quotes with Strings 287


http://stedolan.github.io/jq/

Amazon Command Line Interface User Guide for Version 2

Single quotation marks ' ' are called verbatim strings. The string is passed to the command
exactly as you type it, which means PowerShell variables will not pass through.

Since JSON data structures include double quotes, we suggest single quotation marks '
to enclose it. If you use single quotation marks, you do not need to escape double quotation
marks embedded in the JSON string. However, you need to escape each single quotation mark
with a backtick * within the JSON structure.

PS C:\> aws ec2 run-instances °

--image-id ami-12345678 °

--block-device-mappings '[{"DeviceName":"/dev/sdb","Ebs":
{"VolumeSize":20,"DeleteOnTermination":false, "VolumeType":"standard"}}]’

Double quotations

Double quotation marks " " are called expandable strings. Variables can be passed in
expandable strings.

If you use double quotation marks, you do not need to escape single quotation marks
embedded in the JSON string. However, you need to escape each double quotation mark with a
backtick * within the JSON structure, as with the following example.

PS C:\> aws ec2 run-instances °
--image-id ami-12345678 °
--block-device-mappings "[{ "DeviceName "": "/dev/sdb"", ""Ebs "":
{ "VolumeSize '"":20, "DeleteOnTermination ":false, ""VolumeType ''': ""standaxrd """}}]"

For more information on using quotes, see About Quoting Rules in the Microsoft PowerShell

Docs.

/A Warning

Before PowerShell sends a command to the Amazon CLlI, it determines if your command
is interpreted using typical PowerShell or CommandLineToArgvW quoting rules. When
PowerShell processes using CommandLineToAxrgvW, you must escape characters with a
backslash \.

For more information on CommandLineToArgvW in PowerShell, see What's up with the

strange treatment of quotation marks and backslashes by CommandLineToArgvW in the

Microsoft DevBlogs, Everyone quotes command line arguments the wrong way in the

Microsoft Docs Blog, and CommandLineToArgvW function in the Microsoft Docs.

Quotes with Strings 288


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_quoting_rules?view=powershell-7
https://devblogs.microsoft.com/oldnewthing/20100917-00/?p=12833
https://devblogs.microsoft.com/oldnewthing/20100917-00/?p=12833
https://docs.microsoft.com/en-us/archive/blogs/twistylittlepassagesallalike/everyone-quotes-command-line-arguments-the-wrong-way
https://docs.microsoft.com/en-us/windows/win32/api/shellapi/nf-shellapi-commandlinetoargvw#remarks

Amazon Command Line Interface User Guide for Version 2

Single quotations

Single quotation marks ' ' are called verbatim strings. The string is passed to the
command exactly as you type it, which means PowerShell variables will not pass
through. Escape characters with a backslash \.

PS C:\> aws ec2 run-instances °

--image-id ami-12345678 °

--block-device-mappings '[{\"DeviceName\":\"/dev/sdb\",\"Ebs\":
{\"VolumeSize\":20,\"DeleteOnTexrmination\"”:false, \""VolumeType\":\"standaxd\"}}]’

Double quotations

Double quotation marks " " are called expandable strings. Variables can be passed
in expandable strings. For double quoted strings you have to escape twice using

\ for each quote instead of only using a backtick. The backtick escapes the backslash,
and then the backslash is used as an escape character for the CommandLineToArgvW
process.

PS C:\> aws ec2 run-instances °

--image-id ami-12345678 °

--block-device-mappings "[{ \"DeviceName "\": "\"/dev/sdb"\", "\"Ebs "\":
{ '\"VolumeSize "\":20, "\ "DeleteOnTermination "\ ":false, "\ "VolumeType "\": "
\""standaxd "\ "}}1"

Blobs (recommended)
To bypass PowerShell quoting rules for JSON data input, use Blobs to pass your JSON
data directly to the Amazon CLI. For more information on Blobs, see Blob.

Windows command prompt

The Windows command prompt requires double quotation marks " " to enclose the JSON data
structure. Also, to prevent the command processor from misinterpreting the double quotation
marks embedded in the JSON, you must also escape (precede with a backslash \ character) each
double quotation mark " within the JSON data structure itself, as in the following example.

C:\> aws ec2 run-instances A

--image-id ami-12345678 A

--block-device-mappings "[{\"DeviceName\"”:\"/dev/sdb\"”,\"Ebs\":
{\"VolumeSize\":20,\"DeleteOnTermination\":false, \""VolumeType\":\"standaxrd\"}}]1"
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Only the outermost double quotation marks are not escaped.

Loading a parameter from a file in the Amazon CLI

Some parameters expect file names as arguments, from which the Amazon CLI loads the data.
Other parameters enable you to specify the parameter value as either text typed on the command
line or read from a file. Whether a file is required or optional, you must encode the file correctly
so that the Amazon CLI can understand it. The file's encoding must match the reading system's
default locale. You can determine this by using the Python locale.getpreferredencoding()
method.

This method is for loading a file for a single parameter. For information on loading multiple
parameters with a single file, see the section called “Generate a CLI Skeleton Template”.

® Note

By default, Windows PowerShell outputs text as UTF-16, which conflicts with the UTF-8
encoding used by JSON files and many Linux systems. We recommend that you use -
Encoding ascii with your PowerShell Out-File commands to ensure the Amazon CLI
can read the resulting file.

Topics
« How to load a parameter from a file

« Binary files
» Loading a file as a shorthand syntax value

How to load a parameter from a file

Sometimes it's convenient to load a parameter value from a file instead of trying to typeitallas a
command line parameter value, such as when the parameter is a complex JSON string. To specify a
file that contains the value, specify a file URL in the following format.

file://complete/path/to/file

» The first two slash '/' characters are part of the specification. If the required path begins with a
'/!, the result is three slash characters: file:///folder/file.
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« The URL provides the path to the file that contains the actual parameter content.

« When using files with spaces or special characters, follow the quoting and escaping rules for your
terminal.

The file paths in the following examples are interpreted to be relative to the current working
directory.

Linux or macOS

// Read from a file in the current directory
$ aws ec2 describe-instances --filters file://filter.json

// Read from a file in /tmp
$ aws ec2 describe-instances --filters file:///tmp/filter.json

// Read from a file with a filename with whitespaces
$ aws ec2 describe-instances --filters 'file://filter content.json'

Windows command prompt

// Read from a file in C:\temp
C:\> aws ec2 describe-instances --filters file://C:\temp\filter.json

// Read from a file with a filename with whitespaces
C:\> aws ec2 describe-instances --filters '"file://C:\temp\filter content.json"

The file:// prefix option supports Unix-style expansions, including "~/ ". /", and ". . /". On
Windows, the "~/" expression expands to your user directory, stored in the SUSERPROFILE%
environment variable. For example, on Windows 10 you would typically have a user directory under
%SUSERPROFILE%.

You must still escape JSON documents that are embedded as the value of another JSON
document.

$ aws sqs create-queue --queue-name my-queue --attributes file://attributes.json

attributes.json
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"RedrivePolicy": "{\"deadLetterTargetArn\":\"arn:aws-cn:sqs:us-
west-2:0123456789012:deadletter\", \"maxReceiveCount\":\"5\"}"
}
Binary files

For commands that take binary data as a parameter, specify that the data is binary content by
using the fileb:// prefix. Commands that accept binary data include:

e« aws ec2 run-instances: --user-data parameter.
e aws s3api put-object: --sse-customer-key parameter.

« aws kms decrypt: --ciphertext-blob parameter.

The following example generates a binary 256-bit AES key using a Linux command line tool, and
then provides it to Amazon S3 to encrypt an uploaded file server-side.

$ dd if=/dev/urandom bs=1 count=32 > sse.key
32+0 records in
32+0 records out
32 bytes (32 B) copied, 0.000164441 s, 195 kB/s
$ aws s3api put-object \
--bucket amzn-s3-demo-bucket \
--key test.txt \
--body test.txt \
--sse-customer-key fileb://sse.key \
--sse-customer-algoxrithm AES256

{
"SSECustomerKeyMD5": "iVg8oWa8sy714+Fjtesrlg==",
"SSECustomerAlgorithm": "AES256",
"ETag": "\"a6118e84b76cf98bf0@4bbelsb6@45c6c\""

}

For another example referencing a file containing JSON-formatted parameters, see Attaching an
IAM managed policy to a user.

Loading a file as a shorthand syntax value

When using shorthand syntax where a value is large or complex, it is often easier to load in a file
as a value. To load a file as a shorthand syntax value, the formatting will change slightly. Instead
of key=value you'll use the @= operator instead of the = operator. The @= signifies to the Amazon
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CLI that the value should be read as a file path and not a string. The following example shows a
key-value pair loading a file for its value.

Linux or macOS
--option keye@=file://template.txt
Windows
--option "keyl@=file://template.txt"
The following example demonstrates loading a certificate file for the aws rolesanywhere
create-trust-anchor command.

$ aws rolesanywhere create-trust-anchor --name TrustAnchor \
--source sourceData={x509CertificateData@=file://root-
ca.crt},sourceType="CERTIFICATE_BUNDLE" \
--enabled

For more information on shorthand syntax, see the section called “Shorthand Syntax".

Amazon CLI skeletons and input files in the Amazon CLI

Most of the Amazon CLI commands accept importing parameter inputs from a file. These
templates can be generated using the generate-cli-skeleton option and then be imported
using the --cli-input-jsonand --cli-input-yaml parameters.

Topics

« About Amazon CLI skeletons and input files

o Generate and import a command skeleton

« Combining input files and command line parameters

About Amazon CLI skeletons and input files

Most of the Amazon Command Line Interface (Amazon CLI) commands support the ability to
accept parameter inputs from a file using the --cli-input-jsonand --cli-input-yaml
parameters.
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Those same commands use the --generate-cli-skeleton parameter to generate a file in
either JSON or YAML format with all of the parameters that you can edit and fill in. Then you can
run the command with the --cli-input-jsonor --cli-input-yaml parameter and point to
the filled-in file.

/A Important

Custom Amazon CLI commands, such as the aws s3 commands don't support either
the --generate-cli-skeletonor --cli-input-jsonand --cli-input-yaml
parameters described in this topic. To check if a specific command supports these

parameters, run the help command for the command you want to use or refer to the

Amazon CLI version 2 reference guide.

The --generate-cli-skeleton generates and displays a parameter template that you can
customize and use as input on a command. The generated template includes all of the parameters
that the command supports.

The --generate-cli-skeleton parameter accepts one of the following values:

e input - The generated template includes all input parameters formatted as JSON. This is the
default value.

« yaml-input - The generated template includes all input parameters formatted as YAML.

« output - The generated template includes all output parameters formatted as JSON. You can't
currently request the output parameters as YAML.

Because the Amazon CLlI is essentially a "wrapper" around the service's API, the skeleton file
expects you to reference all parameters by their underlying APl parameter names. This is likely
different from the Amazon CLI parameter name. For example, an Amazon CLI parameter named
user-name might map to the Amazon service's APl parameter named UsexrName (notice the
altered capitalization and missing dash). We recommend that you use the --generate-cli-
skeleton option to generate the template with the "correct" parameter names to avoid errors.
You can reference the API Reference Guide for the service to see the expected parameter names.
You can delete any parameters from the template that are not required and for which you don't
want to supply a value.
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For example, if you run the following command, it generates the parameter template for the
Amazon Elastic Compute Cloud (Amazon EC2) command run-instances.

JSON

The following example shows how to generate a template formatted in JSON by using the
default value (input) for the --generate-cli-skeleton parameter.

$ aws ec2 run-instances --generate-cli-skeleton

"DryRun": true,
"ImageId": "",
"MinCount": 0,
"MaxCount": 0,
"KeyName": "",
"SecurityGroups": [

1,
"SecurityGroupIds": [

1,

"UserData": "",

"InstanceType": "",

"Placement": {
"AvailabilityZone": "",

"GroupName": ,
"Tenancy": ""
},
"KernelId": "",
"RamdiskId": "",
"BlockDeviceMappings": [
{
"VirtualName": "",
"DeviceName": "",
"Ebs": {
"SnapshotId": "",
"VolumeSize": 0O,
"DeleteOnTermination": true,
"VolumeType": "",
"Iops": O,
"Encrypted": true
},
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YAML

"NoDevice":

1,
"Monitoring": {
"Enabled": true

.
"SubnetId": "",
"DisableApiTermination": true,
"InstanceInitiatedShutdownBehavior": "",
"PrivateIpAddress": "",
"ClientToken": "",
"AdditionalInfo": "",
"NetworkInterfaces": [
{
"NetworkInterfaceId": "",
"Devicelndex": O,
"SubnetId": "",
"Description": ""
"PrivateIpAddress": "",
"Groups": [
1,
"DeleteOnTermination": true,
"PrivateIpAddresses": [
{
"PrivateIpAddress": "",
"Primary": true
}
1,
"SecondaryPrivateIpAddressCount":
"AssociatePublicIpAddress": true
}
1,
"IamInstanceProfile": {
"Arn": ""
"Name": ""
},

"EbsOptimized": true

The following example shows how to generate a template formatted in YAML by using the

value yaml-input for the --generate-cli-skeleton parameter.
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$ aws ec2 run-instances --generate-cli-skeleton yaml-input

BlockDeviceMappings: # The block device mapping entries.
- DeviceName: '' # The device name (for example, /dev/sdh or xvdh).
VirtualName: '' # The virtual device name (ephemeralN).
Ebs: # Parameters used to automatically set up Amazon EBS volumes when the
instance is launched.
DeleteOnTermination: true # Indicates whether the EBS volume is deleted on
instance termination.
Iops: @ # The number of I/0 operations per second (IOPS) that the volume
supports.
SnapshotId: '' # The ID of the snapshot.
VolumeSize: @ # The size of the volume, in GiB.
VolumeType: stl # The volume type. Valid values are: standard, iol, gp2, scl,
stl.
Encrypted: true # Indicates whether the encryption state of an EBS volume is
changed while being restored from a backing snapshot.

KmsKeyId: '' # Identifier (key ID, key alias, ID ARN, or alias ARN) for a
customer managed KMS key under which the EBS volume is encrypted.
NoDevice: '' # Suppresses the specified device included in the block device
mapping of the AMI.
ImageId: '' # The ID of the AMI.

InstanceType: c4.4xlarge # The instance type. Valid values are: tl.micro, t2.nano,
t2.micro, t2.small, t2.medium, t2.large, t2.xlarge, t2.2xlarge, t3.nano, t3.micro,
t3.small, t3.medium, t3.large, t3.xlarge, t3.2xlarge, t3a.nano, t3a.micro,
t3a.small, t3a.medium, t3a.large, t3a.xlarge, t3a.2xlarge, ml.small, ml.medium,
ml.large, ml.xlarge, m3.medium, m3.large, m3.xlarge, m3.2xlarge, m4.large,
m4.xlarge, m4.2xlarge, m4.4xlarge, m4.l1@xlarge, m4.l6xlarge, m2.xlarge, m2.2xlarge,
m2.4xlarge, crl.8xlarge, r3.large, r3.xlarge, r3.2xlarge, r3.4xlarge, r3.8xlarge,
r4.large, r4.xlarge, r4.2xlarge, r4.4xlarge, r4.8xlarge, r4.l16xlarge, r5.large,
r5.xlarge, r5.2xlarge, r5.4xlarge, r5.8xlarge, r5.12xlarge, r5.16xlarge,
r5.24xlarge, r5.metal, r5a.large, r5a.xlarge, r5a.2xlarge, r5a.4xlarge,
r5a.8xlarge, r5a.l2xlarge, r5a.l6xlarge, r5a.24xlarge, r5d.large, r5d.xlarge,
r5d.2xlarge, r5d.4xlarge, r5d.8xlarge, r5d.l12xlarge, r5d.l16xlarge, r5d.24xlarge,
r5d.metal, r5ad.large, r5ad.xlarge, r5ad.2xlarge, rb5ad.4xlarge, r5ad.8xlarge,
r5ad.12xlarge, r5ad.l6xlarge, r5ad.24xlarge, x1.l16xlarge, x1.32xlarge, xle.xlarge,
xle.2xlarge, xle.4xlarge, xle.8xlarge, xle.l6xlarge, xle.32xlarge, i2.xlarge,
i2.2xlarge, i2.4xlarge, i2.8xlarge, i3.large, i3.xlarge, i3.2xlarge, i3.4xlarge,
i3.8xlarge, i3.16xlarge, i3.metal, i3en.large, i3en.xlarge, i3en.2xlarge,
i3en.3xlarge, i3en.6xlarge, i3en.l12xlarge, i3en.24xlarge, i3en.metal, hil.4xlarge,
hsl.8xlarge, cl.medium, cl.xlarge, c3.large, c3.xlarge, c3.2xlarge, c3.4xlarge,
c3.8xlarge, c4.large, c4.xlarge, c4.2xlarge, c4.4xlarge, c4.8xlarge, c5.large,
c5.xlarge, c5.2xlarge, c5.4xlarge, c5.9xlarge, c5.12xlarge, c5.18xlarge,
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c5.24xlarge, c5.metal, c5d.large, c5d.xlarge, c5d.2xlarge, c5d.4xlarge,
c5d.9xlarge, c5d.18xlarge, c5n.large, c5n.xlarge, c5n.2xlarge, c5n.4xlarge,
c5n.9xlarge, c5n.18xlarge, ccl.4xlarge, cc2.8xlarge, g2.2xlarge, g2.8xlarge,
g3.4xlarge, g3.8xlarge, g3.l1l6xlarge, g3s.xlarge, g4dn.xlarge, g4dn.2xlarge,
g4dn.4xlarge, g4dn.8xlarge, g4dn.l12xlarge, g4dn.léxlarge, cgl.4xlarge, p2.xlarge,
p2.8xlarge, p2.l6xlarge, p3.2xlarge, p3.8xlarge, p3.l6xlarge, p3dn.24xlarge,
d2.xlarge, d2.2xlarge, d2.4xlarge, d2.8xlarge, fl.2xlarge, fl.4xlarge, fl.l1l6xlarge,
m5.large, m5.xlarge, m5.2xlarge, m5.4xlarge, m5.8xlarge, m5.12xlarge, m5.16xlarge,
m5.24xlarge, m5.metal, m5a.large, m5a.xlarge, m5a.2xlarge, m5a.4xlarge,
m5a.8xlarge, mb5a.l2xlarge, m5a.l6xlarge, mb5a.24xlarge, m5d.large, m5d.xlarge,
m5d.2xlarge, m5d.4xlarge, m5d.8xlarge, m5d.12xlarge, m5d.l6xlarge, m5d.24xlarge,
m5d.metal, m5ad.large, m5ad.xlarge, m5ad.2xlarge, m5ad.4xlarge, m5ad.8xlarge,
m5ad.12xlarge, m5ad.l6xlarge, m5ad.24xlarge, hl.2xlarge, hl.4xlarge, hl.8xlarge,
hl.l16xlarge, zld.large, zld.xlarge, zld.2xlarge, zld.3xlarge, zld.6xlarge,
zld.12xlarge, zld.metal, u-6tbl.metal, u-9tbl.metal, u-12tbl.metal, u-18tbl.metal,
u-24tbl.metal, al.medium, al.large, al.xlarge, al.2xlarge, al.4xlarge, al.metal,
m5dn.large, m5dn.xlarge, m5dn.2xlarge, m5dn.4xlarge, m5dn.8xlarge, m5dn.12xlarge,
m5dn.16xlarge, m5dn.24xlarge, m5n.large, m5n.xlarge, m5n.2xlarge, m5n.4xlarge,
m5n.8xlarge, m5n.12xlarge, m5n.l6xlarge, m5n.24xlarge, r5dn.large, r5dn.xlarge,
r5dn.2xlarge, r5dn.4xlarge, r5dn.8xlarge, r5dn.l12xlarge, r5dn.l6xlarge,
r5dn.24xlarge, r5n.large, r5n.xlarge, r5n.2xlarge, r5n.4xlarge, r5n.8xlarge,
r5n.12xlarge, r5n.l16xlarge, r5n.24xlarge.

Ipv6AddressCount: @ # [EC2-VPC] The number of IPv6 addresses to associate with the
primary network interface.

IpvbAddresses: # [EC2-VPC] The IPv6 addresses from the range of the subnet to
associate with the primary network interface.

- Ipv6bAddress: '' # The IPv6 address.
KernelIld: '' # The ID of the kernel.
KeyName: '' # The name of the key pair.

MaxCount: @ # [REQUIRED] The maximum number of instances to launch.
MinCount: @ # [REQUIRED] The minimum number of instances to launch.
Monitoring: # Specifies whether detailed monitoring is enabled for the instance.
Enabled: true # [REQUIRED] Indicates whether detailed monitoring is enabled.
Placement: # The placement for the instance.
AvailabilityZone: '' # The Availability Zone of the instance.
Affinity: '' # The affinity setting for the instance on the Dedicated Host.
GroupName: '' # The name of the placement group the instance is in.
PartitionNumber: @ # The number of the partition the instance is in.
HostId: '' # The ID of the Dedicated Host on which the instance resides.
Tenancy: dedicated # The tenancy of the instance (if the instance is running in a
VPC). Valid values are: default, dedicated, host.
SpreadDomain: '' # Reserved for future use.
RamdiskId: '' # The ID of the RAM disk to select.
SecurityGroupIds: # The IDs of the security groups.
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SecurityGroups: # [default VPC] The names of the security groups.

SubnetId: '' # [EC2-VPC] The ID of the subnet to launch the instance into.
UserData: '' # The user data to make available to the instance.
AdditionalInfo: '' # Reserved.

ClientToken: '' # Unique, case-sensitive identifier you provide to ensure the

idempotency of the request.

DisableApiTermination: true # If you set this parameter to true, you can't terminate
the instance using the Amazon EC2 console, CLI, or API; otherwise, you can.

DryRun: true # Checks whether you have the required permissions for the action,
without actually making the request, and provides an error response.

EbsOptimized: true # Indicates whether the instance is optimized for Amazon EBS I/O.

IamInstanceProfile: # The IAM instance profile.

Arn: "'
Name: '' # The name of the instance profile.

InstancelInitiatedShutdownBehavior: stop # Indicates whether an instance stops or
terminates when you initiate shutdown from the instance (using the operating system
command for system shutdown). Valid values are: stop, terminate.

NetworkInterfaces: # The network interfaces to associate with the instance.

- AssociatePublicIpAddress: true # Indicates whether to assign a public IPv4
address to an instance you launch in a VPC.

DeleteOnTermination: true # If set to true, the interface is deleted when the
instance is terminated.

Description: '' # The description of the network interface.

DeviceIndex: @ # The position of the network interface in the attachment order.
Groups: # The IDs of the security groups for the network interface.

# The Amazon Resource Name (ARN) of the instance profile.

IpvbAddressCount: @ # A number of IPv6 addresses to assign to the network
interface.
IpvbAddresses: # One or more IPv6 addresses to assign to the network interface.

- Ipv6Address: '' # The IPv6 address.
NetworkInterfaceId: '' # The ID of the network interface.
PrivateIpAddress: '' # The private IPv4 address of the network interface.

PrivateIpAddresses: # One or more private IPv4 addresses to assign to the network
interface.

- Primary: true # Indicates whether the private IPv4 address is the primary
private IPv4 address.

PrivateIpAddress: # The private IPv4 addresses.

SecondaryPrivateIpAddressCount: @ # The number of secondary private IPv4
addresses.

SubnetId: '' # The ID of the subnet associated with the network interface.

InterfaceType: '' # The type of network interface.
PrivateIpAddress: '' # [EC2-VPC] The primary IPv4 address.
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ElasticGpuSpecification: # An elastic GPU to associate with the instance.
- Type: '' # [REQUIRED] The type of Elastic Graphics accelerator.
ElasticInferenceAccelerators: # An elastic inference accelerator to associate with
the instance.
- Type: '' # [REQUIRED] The type of elastic inference accelerator.
TagSpecifications: # The tags to apply to the resources during launch.
- ResourceType: network-interface # The type of resource to tag. Valid values
are: client-vpn-endpoint, customer-gateway, dedicated-host, dhcp-options, elastic-
ip, fleet, fpga-image, host-reservation, image, instance, internet-gateway,
launch-template, natgateway, network-acl, network-interface, reserved-instances,
route-table, security-group, snapshot, spot-instances-request, subnet, traffic-
mirror-filter, traffic-mirror-session, traffic-mirror-target, transit-gateway,
transit-gateway-attachment, transit-gateway-route-table, volume, vpc, vpc-peering-
connection, vpn-connection, vpn-gateway.
Tags: # The tags to apply to the resource.
- Key: ''" # The key of the tag.
Value: '' # The value of the tag.
LaunchTemplate: # The launch template to use to launch the instances.
LaunchTemplateId: '' # The ID of the launch template.
LaunchTemplateName: '' # The name of the launch template.
"' # The version number of the launch template.
InstanceMarketOptions: # The market (purchasing) option for the instances.
MarketType: spot # The market type. Valid values are: spot.
SpotOptions: # The options for Spot Instances.

Version:

MaxPrice:
Instances.

# The maximum hourly price you're willing to pay for the Spot

SpotInstanceType: one-time # The Spot Instance request type. Valid values are:
one-time, persistent.
BlockDurationMinutes: @ # The required duration for the Spot Instances (also
known as Spot blocks), in minutes.
ValidUntil: 1970-01-01 00:00:00 # The end date of the request.
InstanceInterruptionBehavior: terminate # The behavior when a Spot Instance is
interrupted. Valid values are: hibernate, stop, terminate.
CreditSpecification: # The credit option for CPU usage of the T2 or T3 instance.
CpuCredits: '' # [REQUIRED] The credit option for CPU usage of a T2 or T3
instance.
CpuOptions: # The CPU options for the instance.
CoreCount: @ # The number of CPU cores for the instance.
ThreadsPerCore: @ # The number of threads per CPU core.
CapacityReservationSpecification: # Information about the Capacity Reservation
targeting option.
CapacityReservationPreference: none # Indicates the instance's Capacity
Reservation preferences. Valid values are: open, none.
CapacityReservationTarget: # Information about the target Capacity Reservation.
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CapacityReservationId: '' # The ID of the Capacity Reservation.
HibernationOptions: # Indicates whether an instance is enabled for hibernation.
Configured: true # If you set this parameter to true, your instance is enabled
for hibernation.
LicenseSpecifications: # The license configurations.
- LicenseConfigurationArn: '' # The Amazon Resource Name (ARN) of the license
configuration.

Generate and import a command skeleton
To generate and use a parameter skeleton file

1.  Run the command with the --generate-cli-skeleton parameter to produce either JSON
or YAML and direct the output to a file to save it.

JSON

$ aws ec2 run-instances --generate-cli-skeleton input > ec2runinst.json
YAML

$ aws ec2 run-instances --generate-cli-skeleton yaml-input > ec2runinst.yaml

2. Open the parameter skeleton file in your text editor and remove any of the parameters that
you don't need. For example, you might strip the template down to the following. Confirm the
file is still valid JSON or YAML after you remove the elements you don't need.

JSON
{
"DryRun": true,
IIImageIdll: IIII’
IlKeyNamell : mnn ,

"SecurityGroups": [

]I

"InstanceType": p
"Monitoring": {
"Enabled": true
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}

YAML

DryRun: true

Imageld:
KeyName: ''
SecurityGroups:

InstanceType:
Monitoring:
Enabled: true

In this example, we leave the DryRun parameter set to true to use the Amazon EC2 dry run
feature. This feature lets you safely test the command without actually creating or modifying
any resources.

3. Fillin the remaining values with values appropriate for your scenario. In this example, we
provide the instance type, key name, security group, and identifier of the Amazon Machine
Image (AMI) to use. This example assumes the default Amazon Web Services Region. The AMI
ami-dfc39aef is a 64-bit Amazon Linux image hosted in the us-west-2 Region. If you use a
different Region, you must find the correct AMI ID to use.

JSON
{
"DryRun": true,
"Imageld": "ami-dfc39aef",
"KeyName": "mykey",
"SecurityGroups": [
"my-sg"
1,
"InstanceType": "t2.micro",
"Monitoring": {
"Enabled": true
}
}
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YAML

DryRun: true
Imageld: 'ami-dfc39aef'
KeyName: 'mykey'
SecurityGroups:
- 'my-sg'
InstanceType: 't2.micro'
Monitoring:

Enabled: true

4. Run the command with the completed parameters by passing the completed template file
to either the --cli-input-jsonor--cli-input-yaml parameter by using the file://
prefix. The Amazon CLI interprets the path to be relative to your current working directory. The
following example the Amazon CLI looks for the file in the current working directory.

JSON

$ aws ec2 run-instances --cli-input-json file://ec2runinst.json

A client error (DryRunOperation) occurred when calling the RunInstances
operation: Request would have succeeded, but DryRun flag is set.

YAML

$ aws ec2 run-instances --cli-input-yaml file://ec2runinst.yaml

A client error (DryRunOperation) occurred when calling the RunInstances
operation: Request would have succeeded, but DryRun flag is set.

The dry run error indicates that the JSON or YAML is formed correctly and that the parameter
values are valid. If other issues are reported in the output, fix them and repeat the previous
step until the "Request would have succeeded" message is displayed.

5. Now you can set the DryRun parameter to false to disable dry run.
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JSON
{
"DryRun": false,
"ImageId": "ami-dfc39aef",
"KeyName": "mykey",
"SecurityGroups": [
"my-sg"
1,
"InstanceType": "t2.micro",
"Monitoring": {
"Enabled": true
}
}
YAML

DryRun: false
Imageld: 'ami-dfc39aef'
KeyName: 'mykey'
SecurityGroups:
- 'my-sg'
InstanceType: 't2.micro'
Monitoring:

Enabled: true

6. Runthe command, and run-instances actually launches an Amazon EC2 instance and
displays the details generated by the successful launch. The format of the output is controlled
by the - -output parameter, separately from the format of your input parameter template.

JSON

$ aws ec2 run-instances --cli-input-json file://ec2runinst.json --output json

"OwnerId": "123456789012",
"ReservationId": "r-d94a2bl",
"Groups": [1,

"Instances": [
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YAML

$ aws ec2 run-instances --cli-input-yaml file://ec2runinst.yaml --output yaml

OwnerId: '123456789012'
ReservationId: 'r-d94a2bl',
Groups":

Instances:

Combining input files and command line parameters

An input file can be used for all parameters, or can be combined with parameters specified in
the Amazon CLI. You can use this feature for settings you frequently reuse in an input file, while
keeping your individual settings in the command itself.

The following aws ec2 run-instances examples combine the use of an input file and
parameters. We provide the instance type, key name, security group, identifier of the Amazon
Machine Image (AMI) to use and assume the default Amazon Web Services Region. The AMI ami -
dfc39aef is a 64-bit Amazon Linux image hosted in the us-west-2 Region. If you use a different
Region, you must find the correct AMI ID to use.

JSON

Contents of the JSON file:

{
"Imageld": "ami-dfc39aef",
"KeyName": "mykey",
"SecurityGroups": [
"my-sg"
1,
"InstanceType": "t2.micro",
"Monitoring": {
"Enabled": true
}
}
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YAML

Contents of the YAML file:

Imageld: 'ami-dfc39aef'
KeyName: 'mykey'
SecurityGroups:
- 'my-sg'
InstanceType: 't2.micro'
Monitoring:

Enabled: true

The following example uses the input file in combination with the - -dry-run parameter to
perform a dry-run of the command to confirm whether you have the required permissions and
have filled out the file with valid values.

JSON

$ aws ec2 run-instances --cli-input-json file://ec2runinst.json --dry-run

A client error (DryRunOperation) occurred when calling the RunInstances operation:
Request would have succeeded, but DryRun flag is set.

YAML

$ aws ec2 run-instances --cli-input-yaml file://ec2runinst.yaml --dry-run

A client error (DryRunOperation) occurred when calling the RunInstances operation:
Request would have succeeded, but DryRun flag is set.

The following example then uses the same input file, but with the --no-dry-run parameter to
perform the command in full.

JSON

$ aws ec2 run-instances --cli-input-json file://ec2runinst.json --no-dry-run --
output json
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{
"OwnerId": "123456789012",
"ReservationId": "r-d94a2bl",
"Groups": [1],
"Instances": [
YAML

$ aws ec2 run-instances --cli-input-yaml file://ec2runinst.yaml --no-dry-run --
output yaml

OwnerId: '123456789012'
ReservationId: 'r-d94a2bl’,
Groups":

Instances:

Using shorthand syntax in the Amazon CLI

The Amazon Command Line Interface (Amazon CLI) can accept many of its option parameters in
JSON format. However, it can be tedious to enter large JSON lists or structures on the command
line. To make this easier, the Amazon CLI also supports a shorthand syntax that enables a simpler
representation of your option parameters than using the full JSON format.

Topics

» Structure parameters with key-value pairs

» Loading a file as a shorthand syntax value

» Using shorthand syntax with the Amazon CLI

Structure parameters with key-value pairs

The shorthand syntax in the Amazon CLI makes it easier for users to input parameters that are flat
(non-nested structures). The format is a comma-separated list of key-value pairs. Be sure to use the
quoting and escaping rules appropriate for your terminal as shorthand syntax are strings.
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Linux or macOS

--option keyl=valuel, key2=value2,key3=value3

Is equivalent to the following example, formatted in JSON.
--option '{"keyl":"valuel", "key2":"value2", "key3":"value3"}"'
Windows

--option "keyl=valuel, key?=value2, key3=value3"

Is equivalent to the following example, formatted in JSON.

--option '{"keyl":"valuel", "key2":"value2", "key3'":"value3"}'

There must be no white space between each comma-separated key-value pair. Here is an example
of the Amazon DynamoDB update-table command with the --provisioned-throughput
option specified in shorthand.

$ aws dynamodb update-table \
--provisioned-throughput ReadCapacityUnits=15,WriteCapacityUnits=10 \
--table-name MyDDBTable

This is equivalent to the following example formatted in JSON.

$ aws dynamodb update-table \
--provisioned-throughput '{"ReadCapacityUnits":15,"WriteCapacityUnits":10}"' \
--table-name MyDDBTable

Loading a file as a shorthand syntax value

When a value is large or complex, it is often easier to load in as a value. To load a file as a
shorthand syntax value, the formatting will change slightly. Instead of key=value you'll use the
@= operator instead of the = operator. The @= signifies to the Amazon CLI that the value should
be read as a file path and not a string. When loading files in shorthand syntax, the usual Amazon
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CLI file formatting rules apply. The following example shows a key-value pair loading a file for its

value.

Linux or macOS
--option key@e=file://template.txt
Windows
--option "keyl@=file://template.txt"
The following example demonstrates loading a certificate file for the aws rolesanywhere
create-trust-anchor command.

$ aws rolesanywhere create-trust-anchor --name TrustAnchor \
--source sourceData={x509CertificateData@=file://root-
ca.crt},sourceType="CERTIFICATE_BUNDLE" \
--enabled

Using shorthand syntax with the Amazon CLI

You can specify Input parameters in a list form in two ways: JSON or shorthand. The Amazon CLI
shorthand syntax is designed to make it easier to pass in lists with number, string, or non-nested
structures.

The basic format is shown here, where values in the list are separated by a single space.

--option valuel value2 value3

This is equivalent to the following example, formatted in JSON.

--option '[valuel,value2,value3]’

As previously mentioned, you can specify a list of numbers, a list of strings, or a list of non-nested
structures in shorthand. The following is an example of the stop-instances command for
Amazon Elastic Compute Cloud (Amazon EC2), where the input parameter (list of strings) for the
--instance-ids option is specified in shorthand.
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$ aws ec2 stop-instances \
--instance-ids i-1486157a i-1286157c i-ec3a7e87

This is equivalent to the following example formatted in JSON.

$ aws ec2 stop-instances \
--instance-ids '["i-1486157a","i-1286157c","i-ec3a7e87"]"

The following example shows the Amazon EC2 create-tags command, which takes a list of non-
nested structures for the --tags option. The --resources option specifies the ID of the instance
to tag.

$ aws ec2 create-tags \

--resources i-1286157c \

--tags Key=MylstTag,Value=Valuel Key=My2ndTag,Value=Value2
Key=My3rdTag,Value=Value3

This is equivalent to the following example, formatted in JSON. The JSON parameter is written
over multiple lines for readability.

$ aws ec2 create-tags \
--resources i-1286157c \
--tags '[
{"Key": "MylstTag", "Value'": "Valuel"},
{"Key": "My2ndTag", "Value": "Value2"},
{"Key": "My3rdTag", '"Value'": '"Value3"}
1

Enabling and using command prompts in the Amazon CLI

You can have the Amazon CLI version 2 prompt you commands, parameters, and resources when
you run an aws command.

Topics
« How it works

» Auto-prompt features

o Auto-prompt modes
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» Configure auto-prompt

How it works

If enabled, the auto-prompt enables you to use the ENTER key to complete a partially entered
command. After pressing the ENTER key, commands, parameters, and resources are suggested
based on what you continue to type. The suggestions list the name of the command, parameter,
or resource on the left and a description of it on the right. To select and use a suggestion, use the
arrows keys to highlight a row, and then press the SPACE key. When you've finished entering in
your command, press ENTER to use the command. The following example demonstrates what a
suggested list from auto-prompt looks like.

$ aws
> aws a

accessanalyzer Access Analyzer

acm AWS Certificate Manager

acm-pca AWS Certificate Manager Private Certificate
Authority

alexaforbusiness Alexa For Business

amplify AWS Amplify

Auto-prompt features
The auto-prompt contains the following useful features:

Documentation panel

Provides the help documentation for the current command. To open the documentation, press
the F3 key.

Command completion

Suggests aws commands to use. To see a list, partially enter the command. The following
example is searching for a service starting with the letter a.

$ aws
> aws a

accessanalyzer Access Analyzer

acm AWS Certificate Manager

acm-pca AWS Certificate Manager Private Certificate
Authority
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alexaforbusiness Alexa For Business
amplify AWS Amplify

Parameter completion

After a command is typed, auto-prompt starts to suggest parameters. The descriptions for

the parameters include the value type, and a description of what the parameter is. Required
parameters are listed first, and are labeled as required. The following example shows the auto-
prompt list of parameters for aws dynamodb describe-table.

$ aws dynamodb describe-table

> aws dynamodb describe-table
--table-name (required) [string] The name of the

table to describe.

--cli-input-json [string] Reads arguments
from the JSON string provided. The JSON string follows the format provide...
--cli-input-yaml [string] Reads arguments

from the YAML string provided. The YAML string follows the format provide...
--generate-cli-skeleton [string] Prints a JSON

skeleton to standard output without sending an API request. If provided wit...

Resource completion

The auto-prompt makes AWS API calls using available AWS resource properties to suggest
resource values. This allows for auto-prompt to suggest possible resources you own when
entering in parameters. In the following example auto-prompt lists your table names when
filling in the --table-name parameter for the aws dynamodb describe-table command.

$ aws dynamodb describe-table
> aws dynamodb describe-table --table-name
Tablel

Table2
Table3

Shorthand completion

For parameters that use shorthand syntax, auto-prompt suggests values to use. In the following
example, auto-prompt lists shorthand syntax values for the --placement parameter in the
aws ec2 run-instances command.

$ aws ec2 run-instances
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> aws ec2 run-instances --placement

AvailabilityZone= [string] The Availability Zone of the instance. If not
specified, an Availability Zone wil...

Affinity= [string] The affinity setting for the instance on the
Dedicated Host. This parameter is no...

GroupName= [string] The name of the placement group the instance is in.
PartitionNumber= [integer] The number of the partition the instance is in.

Valid only if the placement grou...

File completion

When filling out parameters in aws commands, auto-complete suggests local filenames after
using the prefix file:// or fileb://. In the following example, auto-prompt suggests local
files after entering in --item file:// for the aws ec2 run-instances command.

$ aws ec2 run-instances

> aws ec2 run-instances --item file://
iteml.txt
filel.json
file2.json

Region completion

When using the global parameter - -region, auto-prompt lists possible Regions to select from.
In the following example, auto-prompt suggests Regions in alphabetical order after entering in
--region for the aws dynamodb list-tables command.

$ aws dynamodb list-tables

> aws dynamodb list-tables --region
af-south-1
ap-east-1
ap-northeast-1
ap-northeast-2

Profile completion

When using the global parameter --profile, auto-prompt lists your profiles. In the following
example, auto-prompt suggests your profiles after entering in --profile for the aws
dynamodb list-tables command.

$ aws dynamodb list-tables
> aws dynamodb list-tables --profile
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profilel
profile2
profile3

Fuzzy searching

Complete commands and values that contain a specific set of characters. In the following
example, auto-prompt suggests Regions that contain eu after entering in --region eu for the
aws dynamodb list-tables command.

$ aws dynamodb list-tables

> aws dynamodb list-tables --region west
eu-west-1
eu-west-2
eu-west-3
us-west-1

History

To view and run previously used commands in auto-prompt mode, press CTRL + R. History lists
previous commands that you can select by using the arrow keys. In the following example, the
auto-prompt mode history is displayed.

$ aws

> aws
dynamodb list-tables
s3 1s

Auto-prompt modes

Auto-prompt for the Amazon CLI version 2 has 2 modes that can be configured:

» Full mode: Uses auto-prompt each time you attempt to run an aws command, whether you
manually call it using the --cli-auto-prompt parameter or permanently enabled it. This
includes pressing ENTER after both a complete command or incomplete command.

« Partial mode: Uses auto-prompt if a command is incomplete or cannot be run due to client-side
validation errors. This mode is particular useful if you have pre-existing scripts, runbooks, or you
only want to be auto-prompted for commands you are unfamiliar with rather than prompted on
every command.
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Configure auto-prompt

To configure auto-prompt you can use the following methods in order of precedence:

« Command line options enable or disable auto-prompt for a single command. Use --cli-auto-

prompt to call auto-prompt and --no-cli-auto-prompt to disable auto-prompt.

« Environment variables use the aws_cli_auto_prompt variable.

« Shared config files use the c1i_auto_prompt setting.

Controlling command output in the Amazon CLI

This section describes the different ways to control the output from the Amazon Command
Line Interface (Amazon CLI). Customizing the Amazon CLI output in your terminal can improve
readability, streamline scripting automation and provide easier navigation through larger data sets.

The Amazon CLI supports multiple output formats, including json, text, yaml, and table. Some

services have server-side pagination for their data and the Amazon CLI provides it's own client-side
features for additional pagination options.

Lastly, the Amazon CLI has both server-side and client-side filtering that you can use individually or
together to filter your Amazon CLI output.

Topics

» Sensitive output

» Server-side vs client-side output options

« Setting the output format in the Amazon CLI

« Using the pagination options in the Amazon CLI

« Filtering output in the Amazon CLI

Sensitive output

Some operations of the Amazon CLI might return information that could be considered sensitive,
including information from environment variables. The exposure of this information might
represent a security risk in certain scenarios; for example, the information could be included in
continuous integration and continuous deployment (Cl/CD) logs. It is therefore important that you
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review when you are including such output as part of your logs, and suppress the output when not
needed.

For additional information about protecting sensitive data, see the section called “Data Protection”.

Consider the following best practices:

» Consider programmatically retrieving your secrets from a secrets store, such as Amazon Secrets
Manager.

» Review the contents of your build logs to ensure they do not contain sensitive information.
Consider approaches such as piping to /dev/null or capturing the output as a bash or
PowerShell variable to suppress command outputs.

The following is a bash example for redirecting output, but not errors, to /dev/null:

$ aws s3 1ls > /dev/null

For specifics on suppressing output for your terminal, see the user documentation of the
terminal you use.

» Consider the access of your logs and scope the access appropriately for your use case.

Server-side vs client-side output options

The Amazon CLI has both server-side and client-side filtering that you can use individually or

together to filter your Amazon CLI output. Server-side filtering is processed first and returns your
output for client-side filtering. Server-side filtering is supported by the service API. Client-side
filtering is supported by the Amazon CLI client using the - -query parameter.

Server-side output options are features directly supported by the Amazon Web Services service
API. Any data that is filtered or paged out is not sent to the client, which can speed up HTTP
response times and improve bandwidth for larger data sets.

Client-side output options are features created by the Amazon CLI. All data is sent to the client,
then the Amazon CLI filters or pages the content displayed. Client-side operations do not save on
speed or bandwidth for larger datasets.

When server-side and client-side options are used together, server-side operations are completed
first and then sent to the client for client-side operations. This uses the potential speed and
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bandwidth savings of server-side options, while using additional Amazon CLI features to get your
desired output.

Setting the output format in the Amazon CLI

This topic describes the different output formats for the Amazon Command Line Interface (Amazon
CLI). The Amazon CLI supports the following output formats:

json — The output is formatted as a JSON string.

yaml — The output is formatted as a YAML string.

« yaml-stream- The output is streamed and formatted as a YAML string. Streaming allows for
faster handling of large data types.

« text - The output is formatted as multiple lines of tab-separated string values. This can be
useful to pass the output to a text processor, like grep, sed, or awk.

« table - The output is formatted as a table using the characters +|- to form the cell borders. It
typically presents the information in a "human-friendly" format that is much easier to read than
the others, but not as programmatically useful.

How to select the output format

As explained in the configuration topic, you can specify the output format in three ways:

« Using the output option in a named profile in the config file — The following example sets
the default output format to text.

[default]
output=text

» Using the AWS_DEFAULT_OUTPUT environment variable — The following output sets the format
to table for the commands in this command line session until the variable is changed or the
session ends. Using this environment variable overrides any value set in the config file.

$ export AWS_DEFAULT_OUTPUT="table"

« Using the --output option on the command line - The following example sets the output of
only this one command to json. Using this option on the command overrides any currently set
environment variable or the value in the config file.
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$ aws swf list-domains --registration-status REGISTERED --output json

/A Important

The output type you specify changes how the --query option operates:

 If you specify --output text, the output is paginated before the - -query filter is
applied, and the Amazon CLI runs the query once on each page of the output. Due to
this, the query includes the first matching element on each page which can result in
unexpected extra output. To additionally filter the output, you can use other command
line tools such as head or tail.

« If you specify --output json, --output yaml, or --output yaml-streamthe
output is completely processed as a single, native structure before the --query filter is
applied. The Amazon CLI runs the query only once against the entire structure, producing
a filtered result that is then output.

JSON output format

JSON is the default output format of the Amazon CLI. Most programming languages can easily
decode JSON strings using built-in functions or with publicly available libraries. You can combine
JSON output with the --query option in powerful ways to filter and format the Amazon CLI JSON-
formatted output.

For more advanced filtering that you might not be able to do with --query, you can consider
jqg, a command line JSON processor. You can download it and find the official tutorial at http://
stedolan.github.io/jq/.

The following is an example of JSON output.

$ aws iam list-users --output json

{
"Users": [
{
"Path": "/",
"UserName": "Admin",
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"UserId": "AIDA1111111111EXAMPLE",

"Arn": "arn:aws:iam::123456789012:user/Admin",
"CreateDate": "2014-10-16T16:03:09+00:00",
"PasswordLastUsed": "2016-06-03T18:37:29+00:00"

},

{
"Path": "/backup/",
"UserName": "backup-user",
"UserId": "AIDA2222222222EXAMPLE",
"Arn": "arn:aws:iam::123456789012:usexr/backup/backup-user",
"CreateDate": "2019-09-17T19:30:40+00:00"

.

{
"Path": "/",
"UserName": "cli-user",
"UserId": "AIDA3333333333EXAMPLE",
"Arn": "arn:aws:iam::123456789012:user/cli-user",
"CreateDate": "2019-09-17T19:11:39+00:00"

}

]
}
YAML output format

YAML is a good choice for handling the output programmatically with services and tools that emit
or consume YAML-formatted strings, such as Amazon CloudFormation with its support for YAML-
formatted templates.

For more advanced filtering that you might not be able to do with --query, you can consider yq, a
command line YAML processor. You can download yq in the yq repository on GitHub.

The following is an example of YAML output.

$ aws iam list-users --output yaml

Users:

- Arn: arn:aws:iam::123456789012:user/Admin
CreateDate: '2014-10-16T16:03:09+00:00'
PasswordLastUsed: '2016-06-03T18:37:29+00:00'

Path: /

UserId: AIDA1111111111EXAMPLE

UserName:

Admin
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Arn: arn:aws:iam::123456789012:user/backup/backup-user
CreateDate: '2019-09-17T19:30:40+00:00'

Path: /backup/

UserId: AIDA2222222222EXAMPLE

UserName: arq-45EFD6D1-CE56-459B-B39F-F9C1F78FBE19
Arn: arn:aws:iam::123456789012:user/cli-user
CreateDate: '2019-09-17T19:30:40+00:00'

Path: /

UserId: AIDA3333333333EXAMPLE

UserName: cli-user

YAML stream output format

The yaml -stream format takes advantage of the YAML format while providing more responsive/
faster viewing of large data sets by streaming the data to you. You can start viewing and using
YAML data before the entire query downloads.

For more advanced filtering that you might not be able to do with --query, you can consider yq, a

command line YAML processor. You can download yq in the yq repository on GitHub.

The following is an example of yaml-stream output.

$ aws iam list-users --output yaml-stream

IsTruncated: false

Users:

- Arn: arn:aws:iam::123456789012:user/Admin
CreateDate: '2014-10-16T16:03:09+00:00'
PasswordLastUsed: '2016-06-03T18:37:29+00:00'
Path: /

UserId: AIDA1111111111EXAMPLE
UserName: Admin

- Arn: arn:aws:iam::123456789012:user/backup/backup-user

CreateDate: '2019-09-17T19:30:40+00:00'

Path: /backup/

UserId: AIDA2222222222EXAMPLE

UserName: arq-45EFD6D1-CE56-459B-B39F-FO9C1F78FBE19
- Arn: arn:aws:iam::123456789012:user/cli-user

CreateDate: '2019-09-17T19:30:40+00:00'

Path: /

UserId: AIDA3333333333EXAMPLE

UserName: cli-user
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The following is an example of yaml-stream output in conjunction with using the --page-size
parameter to paginate the streamed YAML content.

$ aws iam list-users --output yaml-stream --page-size 2

- IsTruncated: true

Marker: abl234cdef5ghi67jk81mo9p/

q012rs3t445uv6789wOx1y2z/345a6b78c9d00/1efgh234ij56k1lmno78pqrstu9@vwxyx

Users:

- Arn: arn:aws:iam::123456789012:usexr/Admin
CreateDate: '2014-10-16T16:03:09+00:00'
PasswordLastUsed: '2016-06-03T18:37:29+00:00'
Path: /

UserId: AIDA1111111111EXAMPLE
UserName: Admin

- Arn: arn:aws:iam::123456789012:user/backup/backup-user

CreateDate: '2019-09-17T19:30:40+00:00'

Path: /backup/

UserId: AIDA2222222222EXAMPLE

UserName: arq-45EFD6D1-CE56-459B-B39F-F9C1F78FBE19
- IsTruncated: false

Users:

- Arn: arn:aws:iam::123456789012:user/cli-user
CreateDate: '2019-09-17T19:30:40+00:00'

Path: /
UserId: AIDA3333333333EXAMPLE
UserName: cli-user

Text output format

The text format organizes the Amazon CLI output into tab-delimited lines. It works well with
traditional Unix text tools such as grep, sed, and awk, and the text processing performed by
PowerShell.

The text output format follows the basic structure shown below. The columns are sorted
alphabetically by the corresponding key names of the underlying JSON object.

IDENTIFIER sorted-columnl sorted-column2
IDENTIFIER2 sorted-columnl sorted-column2
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The following is an example of text output. Each field is tab separated from the others, with an
extra tab where there is an empty field.

$ aws iam list-users --output text

USERS arn:aws:iam::123456789012:user/Admin 2014-10-16T16:03:09+00:00

2016-06-03T18:37:29+00:00 / AIDA1111111111EXAMPLE Admin

USERS arn:aws:iam::123456789012:user/backup/backup-user 2019-09-17T19:30:40+00:00
/backup/ AIDA2222222222EXAMPLE backup-user

USERS arn:aws:iam::123456789012:user/cli-user 2019-09-17T19:11:39+00:00
/ AIDA3333333333EXAMPLE cli-user

The fourth column is the PasswordLastUsed field, and is empty for the last two entries because
those users never sign in to the Amazon Web Services Management Console.

/A Important

We strongly recommend that if you specify text output, you also always use the - -query
option to ensure consistent behavior.

This is because the text format alphabetically orders output columns by the key name of
the underlying JSON object returned by the Amazon service, and similar resources might
not have the same key names. For example, the JSON representation of a Linux-based
Amazon EC2 instance might have elements that are not present in the JSON representation
of a Windows-based instance, or vice versa. Also, resources might have key-value elements
added or removed in future updates, altering the column ordering. This is where --query
augments the functionality of the text output to provide you with complete control over
the output format.

In the following example, the command specifies which elements to display and defines the
ordering of the columns with the list notation [keyl, key2, ...]. This gives you full
confidence that the correct key values are always displayed in the expected column. Finally,
notice how the Amazon CLI outputs None as the value for keys that don't exist.

$ aws iam list-users --output text --query 'Users[*].
[UsexrName,Axrn,CreateDate, PasswordLastUsed,UsexId]"’

Admin arn:aws:iam::123456789012:user/Admin
2014-10-16T16:03:09+00:00 2016-06-03T18:37:29+00:00 AIDA1111111111EXAMPLE
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backup-user arn:aws:iam::123456789012:user/backup-user

2019-09-17T19:30:40+00:00 None AIDA2222222222EXAMPLE
cli-user arn:aws:iam: :123456789012:user/cli-backup
2019-09-17T19:11:39+00:00 None AIDA3333333333EXAMPLE

The following example shows how you can use grep and awk with the text output from the aws
ec2 describe-instances command. The first command displays the Availability Zone, current
state, and the instance ID of each instance in text output. The second command processes that
output to display only the instance IDs of all running instances in the us-west-2a Availability
Zone.

$ aws ec2 describe-instances --query 'Reservations[*].Instances[*].
[Placement.AvailabilityZone, State.Name, Instanceld]' --output text

us-west-2a running i-4b4la37c
us-west-2a stopped i-a@71c394
us-west-2b stopped i-97a217a0
us-west-2a running i-3045b007
us-west-2a running i-6fc67758

$ aws ec2 describe-instances --query 'Reservations[*].Instances[*].
[Placement.AvailabilityZone, State.Name, Instanceld]' --output text | grep us-west-2a |
grep running | awk '{print $3}'

i-4b41a37c
i-3045b007
i-6fc67758

The following example goes a step further and shows not only how to filter the output, but how to
use that output to automate changing instance types for each stopped instance.

$ aws ec2 describe-instances --query 'Reservations[*].Instances[*].[State.Name,
Instanceld]' --output text |

grep stopped |

awk '{print $2}' |

while read line;

do aws ec2 modify-instance-attribute --instance-id $line --instance-type '{"Value":
"ml.medium"}"’';
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> done

The text output can also be useful in PowerShell. Because the columns in text output are tab
delimited, you can easily split the output into an array by using PowerShell's "t delimiter. The
following command displays the value of the third column (Instanceld) if the first column
(AvailabilityZone) matches the string us-west-2a.

PS C:\>aws ec2 describe-instances --query 'Resexrvations[*].Instances[*].
[Placement.AvailabilityZone, State.Name, Instanceld]' --output text |
%{if ($_.split(" t")[0] -match "us-west-2a") { $_.split(" t")[2]1; } }

-4b41a37c

i-a071c394
i-3045b007
i-6fc67758

Notice that although the previous example does show how to use the --query parameter to parse
the underlying JSON objects and pull out the desired column, PowerShell has its own ability to
handle JSON, if cross-platform compatibility isn't a concern. Instead of handling the output as
text, as most command shells require, PowerShell lets you use the ConvertFrom-JSON cmdlet to
produce a hierarchically structured object. You can then directly access the member you want from

that object.

(aws ec2 describe-instances --output json | ConvertFrom-
Json).Reservations.Instances.Instanceld

® Tip
If you output text, and filter the output to a single field using the - -query parameter, the
output is a single line of tab-separated values. To get each value onto a separate line, you
can put the output field in brackets, as shown in the following examples.
Tab separated, single-line output:

$ aws iam list-groups-for-user --user-name susan --output text --query
"Groups[].GroupName"

HRDepartment Developers SpreadsheetUsers LocalAdmins
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Each value on its own line by putting [GroupName] in brackets:

$ aws iam list-groups-for-user --user-name susan --output text --query
"Groups[].[GroupName]"

HRDepartment
Developers
SpreadsheetUsers
LocalAdmins

Table output format

The table format produces human-readable representations of complex Amazon CLI output in a
tabular form.

$ aws iam list-users --output table

ListUsers
R
+

|

Users |

[+==mmmm e - Poooooooooooooooooccccacoooo
oocoooooooooooooooooooooooos bocoooooooa oococoooooooooooooocoooooo foococooooooooos +|

| Arn | CreateDate
PasswordLastUsed | Path | UserId |  UserName ||

[+==mmmm e - Poooooooooooooooooccccacoooo
oocoooooooooooooooooooooooos bocoooooooa oococoooooooooooooocoooooo foococooooooooos +|

|| arn:aws:iam::123456789012:user/Admin | 2014-10-16T16:03:09+00:00 |
2016-06-03T18:37:29+00:00 | / | AIDA1111111111EXAMPLE | Admin ||

|| arn:aws:iam::123456789012:user/backup/backup-user | 2019-09-17T19:30:40+00:00 |
| /backup/ | AIDA2222222222EXAMPLE | backup-user ||

|| arn:aws:iam::123456789012:user/cli-user | 2019-09-17T19:11:39+00:00 |
| / | AIDA3333333333EXAMPLE | cli-user ||
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You can combine the --query option with the table format to display a set of elements
preselected from the raw output. Notice the output differences between dictionary and list
notations: in the first example, column names are ordered alphabetically, and in the second
example, unnamed columns are ordered as defined by the user. For more information about the - -
query option, see Filtering output in the Amazon CLI.

$ aws ec2 describe-volumes --query 'Volumes[*].
{ID:Volumeld,Instanceld:Attachments[0].Instanceld,AZ:AvailabilityZone,Size:Size}"' --
output table

| DescribeVolumes |
R R B e Fee - +
| AZ | ID | Instanceld | Size |
R R B e Fee - +
| us-west-2a| vol-ella5288 | i-a@71c394 | 30 |
| us-west-2a| vol-2e41@a47 | 1i-4b4la37c | 8 |
Fem - - R et R ettt R it +

$ aws ec2 describe-volumes --query 'Volumes[*].
[VolumeId,Attachments[0].Instanceld,AvailabilityZone,Size]' --output table

| DescribeVolumes |
R ettt R ettt R ettt F-e-— +
| vol-ella5288| i-a@71c394 | wus-west-2a | 30 |
| vol-2e410a47| i-4b4la37c | us-west-2a | 8 |
B e B e B e R +

Using the pagination options in the Amazon CLI

This topic describes the different ways to paginate output from the Amazon Command Line
Interface (Amazon CLI).

There are primarily two ways to control pagination from the Amazon CLI.

» Using server-side pagination parameters.

» Using your default output client-side paging program.
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Server-side pagination parameters process first and any output is sent to client-side pagination.
Server-side pagination

For most commands that return a large list of items, the Amazon CLI has multiple server-side
options to control the number of items included in the output when the Amazon CLI calls a
service's APl to populate the list. Server-side pagination in the Amazon CLI is enabled by the
Amazon service API, therefore these options only work if the service API enables them.

The options for most Amazon CLI commands include the following:

How to use the --no-paginate parameter

How to use the --page-size parameter

How to use the --max-items parameter

How to use the --starting-token parameter

By default, the Amazon CLI uses a page size determined by the individual service and retrieves

all available items. For example, Amazon S3 has a default page size of 1000. If you run aws

s3api list-objects onan Amazon S3 bucket that contains 3,500 objects, the Amazon CLI
automatically makes four calls to Amazon S3, handling the service-specific pagination logic for you
in the background and returning all 3,500 objects in the final output.

For information about whether a specific command has server-side pagination, see the Amazon CLI
version 2 reference guide.

How to use the --no-paginate parameter

The --no-paginate option disables following pagination tokens on the client side. When using
a command, by default the Amazon CLI automatically makes multiple calls to return all possible
results to create pagination. One call for each page. Disabling pagination has the Amazon CLI only
call once for the first page of command results.

For example, if you run aws s3api list-objects on an Amazon S3 bucket that contains 3,500
objects, the Amazon CLI only makes the first call to Amazon S3, returning only the first 1,000
objects in the final output.

$ aws s3api list-objects \
--bucket amzn-s3-demo-bucket \
--no-paginate
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"Contents": [

How to use the --page-size parameter

If you see issues when running list commands on a large number of resources, the default page size
might be too high. This can cause calls to Amazon services to exceed the maximum allowed time
and generate a "timed out" error. You can use the --page-size option to specify that the Amazon
CLI request a smaller number of items from each call to the Amazon service. The Amazon CLI still
retrieves the full list, but performs a larger number of service API calls in the background and
retrieves a smaller number of items with each call. This gives the individual calls a better chance of
succeeding without a timeout. Changing the page size doesn't affect the output; it affects only the
number of API calls that need to be made to generate the output.

$ aws s3api list-objects \
--bucket amzn-s3-demo-bucket \
--page-size 100

"Contents": [

How to use the --max-items parameter

To include fewer items at a time in the Amazon CLI output, use the --max-items option. The
Amazon CLI still handles pagination with the service as described previously, but prints out only
the number of items at a time that you specify.

$ aws s3api list-objects \
--bucket amzn-s3-demo-bucket \
--max-items 100

"NextToken": "eyINYXJrZXIiOiBudWxsLCAiYm90@b19@cnVuY2F0ZV9hbwW91bnQi0iAxfQ=="",
"Contents": [

How to use the --starting-token parameter

If the number of items output (- -max-items) is fewer than the total number of items returned
by the underlying API calls, the output includes a NextToken that you can pass to a subsequent
command to retrieve the next set of items. The following example shows how to use the
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NextToken value returned by the previous example, and enables you to retrieve the second 100
items.

® Note

The parameter --starting-token cannot be null or empty. If the previous command
does not return a NextToken value, there are no more items to return and you do not need
to call the command again.

$ aws s3api list-objects \
--bucket amzn-s3-demo-bucket \
--max-items 100 \
--starting-token eyJNYXJrZXIiOiBudWxsLCAiYm90b190cnVuY2F0ZV9hbW91bn@QiOiAxfQ==

"Contents": [

The specified Amazon service might not return items in the same order each time you call. If you
specify different values for - -page-size and --max-items, you can get unexpected results with
missing or duplicated items. To prevent this, use the same number for --page-size and --max-
items to sync the Amazon CLI pagination with the pagination of the underlying service. You can
also retrieve the whole list and perform any necessary paging operations locally.

Client-side pager

Amazon CLI version 2 provides the use of a client-side pager program for output. By default, this
feature returns all output through your operating system'’s default pager program.

In order of precedence, you can specify the output pager in the following ways:

« Using the cli_pager setting in the config file in the default or named profile.
« Using the AWS_PAGER environment variable.

« Using the PAGER environment variable.

In order of precedence, you can disable all use of an external paging program in the following
ways:

» Use the --no-cli-pager command line option to disable the pager for a single command use.
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» Set the cli_pager setting or AWS_PAGER variable to an empty string.

Client-side pager topics:

» How to use the cli_pager setting

e How to set the AWS_PAGER environment variable

» How to use the --no-cli-pager option

» How to use pager flags

How to use the cli_pager setting

You can save your frequently used configuration settings and credentials in files that are
maintained by the Amazon CLI. Settings in a name profile take precedence over settings in the
default profile. For more information on configuration settings, see Configuration and credential

file settings in the Amazon CLI.

The following example sets the default output pager to the 1less program.

[default]
cli_pager=less

The following example sets the default to disable the use of a pager.

[default]
cli_pager=
How to set the AWS_PAGER environment variable

The following example sets the default output pager to the less program. For more information
on environment variables, see Configuring environment variables for the Amazon CLI.

Linux and macOS

$ export AWS_PAGER="less"

Windows

C:\> setx AWS_PAGER "less"
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How to use the --no-cli-pager option

To disable the use of a pager on a single command, use the --no-cli-pager option. For more
information on command line options, see Command line options in the Amazon CLI.

$ aws s3api list-objects \
--bucket amzn-s3-demo-bucket \
--no-cli-pager

"Contents": [

How to use pager flags

You can specify flags to use automatically with your paging program. Flags are dependent on the
paging program you use. The below examples are for the typical defaults of 1ess and more.

Linux and macOS

If you do not specify otherwise, the pager Amazon CLI version 2 uses by default is 1less. If you
don't have the LESS environment variable set, the Amazon CLI version 2 uses the FRX flags. You
can combine flags by specifying them when setting the Amazon CLI pager.

The following example uses the S flag. This flag then combines with the default FRX flags to
create a final FRXS flag.

$ export AWS_PAGER="less -S"

If you don't want any of the FRX flags, you can negate them. The following example negates
the F flag to create a final RX flag.

$ export AWS_PAGER="less -+F"
For more information on less flags see less on manpages.org.
Windows

If you do not specify otherwise, the pager Amazon CLI version 2 uses by default is more with no
additional flags.

The following example uses the /c parameter.
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C:\> setx AWS_PAGER "more /c"

For more information on more flags, see more on Microsoft Docs.

Filtering output in the Amazon CLI

The Amazon Command Line Interface (Amazon CLI) has both server-side and client-side filtering
that you can use individually or together to filter your Amazon CLI output. Server-side filtering is
processed first and returns your output for client-side filtering.

« Server-side filtering is supported by the API, and you usually implement it witha --filter
parameter. The service only returns matching results which can speed up HTTP response times
for large data sets.

« Client-side filtering is supported by the Amazon CLI client using the --query parameter. This
parameter has capabilities the server-side filtering might not have.

Topics

« Server-side filtering

» Client-side filtering

« Combining server-side and client-side filtering

« Additional resources

Server-side filtering

Server-side filtering in the Amazon CLI is provided by the Amazon service APl. The Amazon service
only returns the records in the HTTP response that match your filter, which can speed up HTTP
response times for large data sets. Since server-side filtering is defined by the service API, the
parameter names and functions vary between services. Some common parameter names used for
filtering are:

o --filter such as ses and ce.

o --filters such as ec2, autoscaling, and rds.

« Names starting with the word filter, for example --filter-expression for the aws
dynamodb scan command.
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For information about whether a specific command has server-side filtering and the filtering rules,
see the Amazon CLI version 2 reference guide.

Client-side filtering

The Amazon CLI provides built-in JSON-based client-side filtering capabilities with the --query
parameter. The - -query parameter is a powerful tool you can use to customize the content and
style of your output. The --query parameter takes the HTTP response that comes back from the
server and filters the results before displaying them. Since the entire HTTP response is sent to the
client before filtering, client-side filtering can be slower than server-side filtering for large data-
sets.

Querying uses JMESPath syntax to create expressions for filtering your output. To learn JMESPath
syntax, see Tutorial on the JMESPath website.

/A Important

The output type you specify changes how the --query option operates:

« If you specify --output text, the output is paginated before the - -query filter is
applied, and the Amazon CLI runs the query once on each page of the output. Due to
this, the query includes the first matching element on each page which can result in
unexpected extra output. To additionally filter the output, you can use other command
line tools such as head or tail.

 If you specify --output json, --output yaml, or --output yaml-streamthe
output is completely processed as a single, native structure before the - -query filter is
applied. The Amazon CLI runs the query only once against the entire structure, producing
a filtered result that is then output.

Client-side filtering topics

« Before you start

« Identifiers

» Selecting from a list

o Filtering nested data

 Flattening results

« Filtering for specific values
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Piping expressions

Filtering for multiple identifier values

Adding labels to identifier values

Functions

Advanced --query examples

Before you start

® Note

These filter expression examples are written for basic linux-like shells. When using these
examples, be sure to use the correct quoting rules for your terminal shell. The way your
terminal interprets your inputs can vastly change what is sent to the Amazon CLI. How your
terminal reads single quotes', double quotes ", or backticks * can change how content is
read.

For more information, see the section called “Quotes with Strings".

The following JSON output shows an example of what the - -query parameter can produce. The
output describes three Amazon EBS volumes attached to separate Amazon EC2 instances.

Example output

$ aws ec2 describe-volumes

{
"Volumes": [
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2013-09-17T00:55:03.000Z",
"InstanceId": "i-a@71c394",
"VolumeId": "vol-ella5288",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,

"VolumeType": "standard",
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"VolumeId": "vol-el1la5288",

"State": "in-use",

"SnapshotId": "snap-f23eclc8",
"CreateTime": "2013-09-17T00:55:03.000Z",

"Size": 30
I
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2013-09-18T20:26:16.000Z",
"InstanceId": "i-4b41la37c",
"VolumeId": "vol-2e410a47",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
"VolumeType": "standard",
"VolumeId": "vol-2e410a47",
"State": "in-use",
"SnapshotId": "snap-708e8348",
"CreateTime": "2013-09-18T20:26:15.000Z2",
"Size": 8
},
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2020-11-20T19:54:06.000Z",
"InstanceId": "i-1jd73kv8",
"VolumeId": "vol-alb3c7nd",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
"VolumeType": "standard",
"VolumeId": "vol-alb3c7nd",
"State": "in-use",
"SnapshotId": "snap-234087fb",
"CreateTime": "2020-11-20T19:54:05.000Z",
"Size": 15
}
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]

Identifiers

Identifier are the labels for output values. When creating filters, you use identifiers to narrow
down your query results. In the following output example, all identifiers such as Volumes,
AvailabilityZone, and AttachTime are highlighted.

$ aws ec2 describe-volumes

{
"Volumes": [
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2013-09-17T00:55:03.000Z",
"InstanceId": "i-a@71c394",
"VolumeId": "vol-ella5288",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
"VolumeType": "standard",
"VolumeId": "vol-ella5288",
"State": "in-use",
"SnapshotId": "snap-f23eclc8",
"CreateTime": "2013-09-17T00:55:03.000Z",
"Size": 30
},
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{

"AttachTime": "2013-09-18T20:26:16.000Z",
"InstanceId": "i-4b4la37c",
"VolumeId": "vol-2e410a47",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
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For more information, see Identifiers on the JMESPath website.

"VolumeType": "standard",

"VolumeId": "vol-2e410a47",

"State": "in-use",

"SnapshotId": "snap-708e8348",
"CreateTime": "2013-09-18T20:26:15.000Z2",
"Size": 8

"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2020-11-20T19:54:06.000Z",
"InstanceId": "i-1jd73kv8",
"VolumeId": "vol-alb3c7nd",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
"VolumeType": "standard",
"VolumeId": "vol-alb3c7nd",
"State": "in-use",
"SnapshotId": "snap-234087fb",
"CreateTime": "2020-11-20T19:54:05.000Z",
"Size": 15

Selecting from a list

A list or array is an identifier that is followed by a square bracket "[" such as Volumes and

Attachments in the the section called “Before you start”.

Syntax

<listName>[ ]

To filter through all output from an array, you can use the wildcard notation. Wildcard expressions

are expressions used to return elements using the * notation.
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The following example queries all Volumes content.

$ aws ec2 describe-volumes \
--query 'Volumes[*]'

[
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2013-09-17T00:55:03.000Z",
"Instanceld": "i-a@71c394",
"VolumeId": "vol-ella5288",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1)
"VolumeType": "standard",
"VolumeId": "vol-el1l1la5288",
"State": "in-use",
"SnapshotId": "snap-f23eclc8",
"CreateTime": "2013-09-17T00:55:03.000Z",
"Size": 30
},
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2020-11-20T19:54:06.000Z",
"InstanceId": "i-1jd73kv8",
"VolumeId": "vol-alb3c7nd",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
"VolumeType": "standard",
"VolumeId": "vol-alb3c7nd",
"State": "in-use",
"SnapshotId": "snap-234087fb",
"CreateTime": "2020-11-20T19:54:05.000Z2",
"Size": 15
}

Filter output 338



Amazon Command Line Interface User Guide for Version 2

]

To view a specific volume in the array by index, you call the array index. For example, the first item
in the Volumes array has an index of O, resulting in the Volumes[@] query. For more information
about array indexes, see index expressions on the JMESPath website.

$ aws ec2 describe-volumes \
--quexry 'Volumes[O]'

{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2013-09-17T00:55:03.000Z",
"Instanceld": "i-a@71c394",
"VolumeId": "vol-ell1la5288",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,

"VolumeType": "standard",

"VolumeId": "vol-ella5288",

"State": "in-use",

"SnapshotId": "snap-f23eclc8",
"CreateTime": "2013-09-17T00:55:03.000Z",
"Size": 30

To view a specific range of volumes by index, use s1ice with the following syntax, where start
is the starting array index, stop is the index where the filter stops processing, and step is the skip
interval.

Syntax

<arrayName>[<start>:<stop>:<step>]

If any of these are omitted from the slice expression, they use the following default values:

o Start — The first index in the list, O.

o Stop - The last index in the list.
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» Step — No step skipping, where the value is 1.

To return only the first two volumes, you use a start value of 0, a stop value of 2, and a step value
of 1 as shown in the following example.

$ aws ec2 describe-volumes \
--query 'Volumes[0:2:1]'

[
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2013-09-17T00:55:03.000Z",
"InstanceId": "i-a@71c394",
"VolumeId": "vol-el1la5288",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
"VolumeType": "standard",
"VolumeId": "vol-ella5288",
"State": "in-use",
"SnapshotId": "snap-f23eclc8",
"CreateTime": "2013-09-17T00:55:03.000Z",
"Size": 30
},
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{

"AttachTime": "2013-09-18T20:26:16.000Z",
"InstanceId": "i-4b4la37c",
"VolumeId": "vol-2e410a47",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}

1,

"VolumeType": "standard",

"VolumeId": "vol-2e410a47",

"State": "in-use",

"SnapshotId": "snap-708e8348",
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"CreateTime": "2013-09-18T20:26:15.000Z2",
"Size": 8

Since this example contains default values, you can shorten the slice from Volumes[0:2:1] to
Volumes[:2].

The following example omits default values and returns every two volumes in the entire array.

$ aws ec2 describe-volumes \

--quexry 'Volumes[::2]"

"AvailabilityZone": "us-west-2a",
"Attachments": [
{

"AttachTime": "2013-09-17T00:55:03.000Z",
"InstanceId": "i-a071c394",
"VolumeId": "vol-ella5288",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}

1,

"VolumeType": "standard",

"VolumeId": "vol-el1l1a5288",

"State": "in-use",

"SnapshotId": "snap-f23eclc8",

"CreateTime": "2013-09-17T00:55:03.000Z",

"Size": 30

"AvailabilityZone": "us-west-2a",
"Attachments": [
{

"AttachTime": "2020-11-20T19:54:06.000Z",
"InstanceId": "i-1jd73kv8",

"VolumeId": "vol-alb3c7nd",

"State": "attached",
"DeleteOnTermination": true,

"Device": "/dev/sdal"
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1,

"VolumeType": "standard",

"VolumeId": "vol-alb3c7nd",

"State": "in-use",

"SnapshotId": "snap-234087fb",
"CreateTime": "2020-11-20T19:54:05.000Z",
"Size": 15

Steps can also use negative numbers to filter in the reverse order of an array as shown in the
following example.

$ aws ec2 describe-volumes \
--quexry 'Volumes[::-2]'

[
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2020-11-20T19:54:06.000Z",
"InstanceId": "i-1jd73kv8",
"VolumeId": "vol-alb3c7nd",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
"VolumeType": "standard",
"VolumeId": "vol-alb3c7nd",
"State": "in-use",
"SnapshotId": "snap-234087fb",
"CreateTime": "2020-11-20T19:54:05.000Z",
"Size": 15
},
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{

"AttachTime": "2013-09-17T00:55:03.000Z",
"InstancelId": "i-a@71c394",

"VolumeId": "vol-ella5288",

"State": "attached",
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"DeleteOnTermination": true,
"Device": "/dev/sdal"
}

1,

"VolumeType": "standard",

"VolumeId": "vol-ella5288",

"State": "in-use",

"SnapshotId": "snap-f23eclc8",

"CreateTime": "2013-09-17T00:55:03.000Z",

"Size": 30

For more information, see Slices on the JMESPath website.

Filtering nested data

To narrow the filtering of the Volumes[ *] for nested values, you use subexpressions by appending

a period and your filter criteria.

Syntax
<expression>.<expression>
The following example shows all Attachments information for all volumes.

$ aws ec2 describe-volumes \
--quexry 'Volumes[*].Attachments'

[
[
{
"AttachTime": "2013-09-17T00:55:03.000Z",
"InstanceId": "i-a071c394",
"VolumeId": "vol-ella5288",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
[
{

"AttachTime": "2013-09-18T20:26:16.000Z",
"InstanceId": "i-4b4la37c",
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"VolumeId": "vol-2e410a47",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"

}
1,
[
{
"AttachTime": "2020-11-20T19:54:06.000Z",
"InstanceId": "i-1jd73kv8",
"VolumeId": "vol-alb3c7nd",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
]
]

To filter further into the nested values, append the expression for each nested indentifier. The
following example lists the State for all Volumes.

$ aws ec2 describe-volumes \
--query 'Volumes[*].Attachments[*].State’

[
[
"attached"
iF
[
"attached"
1,
[
"attached"
]
]

Flattening results

For more information, see SubExpressions on the JMESPath website.

You can flatten the results for Volumes[*] .Attachments[*].State by removing the wildcard
notation resulting in the Volumes[*].Attachments[].State query. Flattening often is useful
to improve the readablity of results.
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$ aws ec2 describe-volumes \
--query 'Volumes[*].Attachments[].State’

[
"attached",
"attached",
"attached"
]

For more information, see Flatten on the JMESPath website.

Filtering for specific values

To filter for specific values in a list, you use a filter expression as shown in the following syntax.

Syntax

? <expression> <comparator> <expression>]

Expression comparators include ==, ! =, <, <=, >, and >=. The following example filters for the
Volumelds for all Volumes in an AttachedState.

$ aws ec2 describe-volumes \
--query 'Volumes[*].Attachments[?State=="attached’].Volumeld'

[
[
"vol-ella5288"
1,
[
"vol-2e410@a47"
1,
[
"vol-alb3c7nd"
]
]

This can then be flattened resulting in the following example.

$ aws ec2 describe-volumes \
--query 'Volumes[*].Attachments[?State=="attached’].VolumeId[]'

"vol-el1a5288",

Filter output

345


https://jmespath.org/specification.html#flatten

Amazon Command Line Interface User Guide for Version 2

"vol-2e410a47",
"vol-alb3c7nd"

The following example filters for the VolumeIds of all Volumes that have a size less than 20.

$ aws ec2 describe-volumes \
--query 'Volumes[?Size < “20°].Volumeld'’

"vol-2e410a47",
"vol-alb3c7nd"

For more information, see Filter Expressions on the JMESPath website.

Piping expressions

You can pipe results of a filter to a new list, and then filter the result with another expression using
the following syntax:

Syntax

<expression> | <expression>]

The following example takes the filter results of the Volumes[*].Attachments[].Instanceld
expression and outputs the first result in the array.

$ aws ec2 describe-volumes \
--query 'Volumes[*].Attachments[].Instanceld | [0]"
"i-a071c394"

This example does this by first creating the array from the following expression.

$ aws ec2 describe-volumes \
--quexry 'Volumes[*].Attachments[].Instanceld'’
"i-a@71c394",
"i-4b41a37c",
"i-1jd73kv8"

And then returns the first element in that array.
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"i-a@71c394"

For more information, see Pipe Expressions on the JMESPath website.

Filtering for multiple identifier values
To filter for multiple identifiers, you use a multiselect list by using the following syntax:

Syntax

<listName>[].[<expression>, <expression>]

In the following example, VolumeId and VolumeType are filtered in the Volumes list resulting in
the following expression.

$ aws ec2 describe-volumes \
--query 'Volumes[].[VolumeIld, VolumeType]'

[
[
"vol-el1a5288",
"standard"
1,
[
"vol-2e410a47",
"standard"
1,
[
"vol-alb3c7nd",
"standard"
]
]

To add nested data to the list, you add another multiselect list. The following example expands on
the previous example by also filtering for InstanceId and State in the nested Attachments list.
This results in the following expression.

$ aws ec2 describe-volumes \
--quexy 'Volumes[].[VolumeId, VolumeType, Attachments[].[Instanceld, State]]’

"vol-el11a5288",
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"standard",

[
[
"i-a@71c394",
"attached"
]
]
1,
[
"vol-2e410a47",
"standard",
[
[
"i-4b41a37c",
"attached"
]
]
1,
[
"vol-alb3c7nd",
"standard",
[
[
"i-1jd73kv8",
"attached"
]
]
]

To be more readable, flatten out the expression as shown in the following example.

$ aws ec2 describe-volumes \

--quexry 'Volumes[].[VolumeId, VolumeType, Attachments[].[Instanceld, State]l[]1]1[]"

"vol-ella5288",
"standard",
[
"i-a@71c394",
"attached"
1,
"vol-2e410a47",
"standard",
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L

"i-4b41a37c",
"attached"
1,
"vol-alb3c7nd",
"standard",
[
"i-1jd73kv8",
"attached"

For more information, see Multiselect list on the JMESPath website.

Adding labels to identifier values
To make this output easier to read, use a multiselect hash with the following syntax.

Syntax

<listName>[].{<label>: <expression>, <label>: <expression>}

Your identifier label does not need to be the same as the name of the identifier. The following
example uses the label VolumeType for the VolumeType values.

$ aws ec2 describe-volumes \
--query 'Volumes[].{VolumeType: VolumeType}'

[
{
"VolumeType": "standard",
b
{
"VolumeType": "standard",
1,
{
"VolumeType": "standard",
}
]

For simplicity, the following example keeps the identifier names for each label and displays the
Volumeld, VolumeType, Instanceld, and State for all volumes:
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$ aws ec2 describe-volumes \
--query 'Volumes[].{VolumeIld: VolumeId, VolumeType: VolumeType, Instanceld:
Attachments[0].Instanceld, State: Attachments[0].State}'

[

{
"VolumeId": "vol-el1a5288",
"VolumeType": "standard",
"InstanceId": "i-a071c394",
"State": "attached"

},

{
"VolumeId": "vol-2e410a47",
"VolumeType": "standard",
"InstanceId": "i-4b4la37c",
"State": "attached"

},

{
"VolumeId": "vol-alb3c7nd",
"VolumeType": "standard",
"InstanceId": "i-1jd73kv8",
"State": "attached"

}

]

For more information, see Multiselect hash on the JMESPath website.

Functions

The JMESPath syntax contains many functions that you can use for your queries. For information
on JMESPath functions, see Built-in Functions on the JMESPath website.

To demonstrate how you can incorporate a function into your queries, the following example uses
the sort_by function. The sort_by function sorts an array using an expression as the sort key
using the following syntax:

Syntax

soxrt_by(<listName>, <sort expression>)[].<expression>

The following example uses the previous multiselect hash example and sorts the output by
Volumeld.
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$ aws ec2 describe-volumes \
--query 'soxrt_by(Volumes, &VolumeId)[].{VolumeId: VolumeIld, VolumeType: VolumeType,
Instanceld: Attachments[0].Instanceld, State: Attachments[0].State}'

L

{
"VolumeId": "vol-2e410a47",
"VolumeType": "standard",
"InstanceId": "i-4b4la37c",
"State": "attached"

},

{
"VolumeId": "vol-alb3c7nd",
"VolumeType": "standard",
"InstanceId": "i-1jd73kv8",
"State": "attached"

},

{
"VolumeId": "vol-ell1a5288",
"VolumeType": "standard",
"InstanceId": "i-a071c394",
"State": "attached"

}

For more information, see sort_by on the JMESPath website.
Advanced - -query examples
To extract information from a specific item

The following example uses the - -query parameter to find a specific item in a list and then
extracts information from that item. The example lists all of the AvailabilityZones associated
with the specified service endpoint. It extracts the item from the ServiceDetails list that has
the specified ServiceName, then outputs the AvailabilityZones field from that selected item.

$ aws --region us-east-1 ec2 describe-vpc-endpoint-services \
--query 'SerxrviceDetails[?SexviceName=="com.amazonaws.us-
east-1l.ecs ].AvailabilityZones'

L

"us-east-1la",
"us-east-1b",
"us-east-1c",
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To show snapshots after the specified creation date

"us-east-1d",
"us-east-1le",
"us-east-1f"

The following example shows how to list all of your snapshots that were created after a specified

date, including only a few of the available fields in the output.

$ aws ec2 describe-snapshots --owner self \

--output json \

--query 'Snapshots[?StartTime>="2018-02-07"].
{Id:Snapshotld,VId:VolumeId,Size:VolumeSize}'

L

"id": "snap-@effb42b7alb2c3d4",
"vid": "vol-@be9bb@bf12345678",
"Size": 8

To show the most recent AMIs

The following example lists the five most recent Amazon Machine Images (AMiIs) that you created,

sorted from most recent to oldest.

$ aws ec2 describe-images \
--owners self \
--query 'reverse(soxrt_by(Images,&CreationDate))[:5].{id:Imageld,date:CreationDate}’

"id": "ami-@alb2c3d4e5f60001",
"date": "2018-11-28T17:16:38.000Z"

"id": "ami-@alb2c3d4e5f60002",
"date": "2018-09-15T13:51:22.000Z"

"id": "ami-@alb2c3d4e5f60003",
"date": "2018-08-19T10:22:45.000Z"
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},
{
"id": "ami-0alb2c3d4e5f60004",
"date": "2018-05-03T12:04:02.000Z"
},
{
"id": "ami-@alb2c3d4e5f60005",
"date": "2017-12-13T17:16:38.000Z"
}

To show unhealthy Auto Scaling instances

The following example shows only the InstancelId for any unhealthy instances in the specified
Auto Scaling group.

$ aws autoscaling describe-auto-scaling-groups \
--auto-scaling-group-name My-AutoScaling-Group-Name \
--output text \
--query 'AutoScalingGroups[*].Instances[?HealthStatus=="Unhealthy ].Instanceld’

To include volumes with the specified tag

The following example describes all instances with a test tag. As long as there is another tag
beside test attached to the volume, the volume is still returned in the results.

The below expression to return all tags with the test tag in an array. Any tags that are not the
test tag contain a null value.

$ aws ec2 describe-volumes \
--query 'Volumes[*].Tags[?Value == “test’]'

To exclude volumes with the specified tag

The following example describes all instances without a test tag. Using a simple ?Value !=
“test’ expression does not work for excluding a volume as volumes can have multiple tags. As
long as there is another tag beside test attached to the volume, the volume is still returned in the
results.

To exclude all volumes with the test tag, start with the below expression to return all tags with
the test tagin an array. Any tags that are not the test tag contain a null value.
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$ aws ec2 describe-volumes \
--query 'Volumes[*].Tags[?Value == “test’]’

Then filter out all the positive test results using the not_null function.

$ aws ec2 describe-volumes \
--query 'Volumes[?!not_null(Tags[?Value == “test’].Value)]'

Pipe the results to flatten out the results resulting in the following query.

$ aws ec2 describe-volumes \
--query 'Volumes[?!not_null(Tags[?Value == “test’].Value)] | []'

Combining server-side and client-side filtering

You can use server-side and client-side filtering together. Server-side filtering is completed first,
which sends the data to the client that the --query parameter then filters. If you're using large
data sets, using server-side filtering first can lower the amount of data sent to the client for each
Amazon CLI call, while still keeping the powerful customization that client-side filtering provides.

The following example lists Amazon EC2 volumes using both server-side and client-side filtering.
The service filters a list of all attached volumes in the us-west-2a Availability Zone. The --query
parameter further limits the output to only those volumes with a Size value that is larger than 50,
and shows only the specified fields with user-defined names.

$ aws ec2 describe-volumes \
--filters "Name=availability-zone,Values=us-west-2a" "Name=status,Values=attached"

\
--query 'Volumes[?Size > "50°].{Id:Volumeld,Size:Size,Type:VolumeTypel}'
[
{
"Id": "vol-@be9bbObf12345678",
"Size": 80,
"VolumeType": "gp2"
}
]

The following example retrieves a list of images that meet several criteria. It then uses the - -
query parameter to sort the output by CreationDate, selecting only the most recent. Finally, it
displays the ImageId of that one image.

Filter output 354



Amazon Command Line Interface User Guide for Version 2

$ aws ec2 describe-images \
--owners amazon \
--filters "Name=name,Values=amzn*gp2" "Name=virtualization-type,Values=hvm"
"Name=root-device-type,Values=ebs" \
--quexry "sort_by(Images, &CreationDate)[-1].ImageId" \
--output text
ami-00ced3122871a4921

The following example displays the number of available volumes that are more than 1000 IOPS by
using length to count how many are in a list.

$ aws ec2 describe-volumes \
--filters "Name=status,Values=available" \
--query 'length(Volumes[?Iops > "1000°])'

The following example retrieves the names of Auto Scaling groups that are using launch
configurations in the specified Amazon Web Services Region that are using Amazon
CloudFormation stacks.

$ aws autoscaling describe-auto-scaling-groups --region us-west-2 \
--filters Name=tag-key,Values=aws:cloudformation:stack-name \
--query 'AutoScalingGroups[?LaunchConfigurationName!="null’].AutoScalingGroupName'

[
"group-1",
"group-2",
"group-3"
]

Additional resources
Amazon CLI autoprompt

When beginning to use filter expressions, you can use the auto-prompt feature in the Amazon
CLI version 2. The auto-prompt feature provides a preview when you press the F5 key. For more
information, see the section called “"Auto-prompt”.

JMESPath Terminal

JMESPath Terminal is an interactive terminal command to experiment with JMESPath
expressions that are used for client-side filtering. Using the jpterm command, the terminal
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shows immediate query results as you're typing. You can directly pipe Amazon CLI output to the
terminal, enabling advanced querying experimentation.

The following example pipes aws ec2 describe-volumes output directly to JMESPath
Terminal.

$ aws ec2 describe-volumes | jpterm

For more information on JMESPath Terminal and installation instructions, see JMESPath
Terminal on GitHub.

jq utility

The jq utility provides you a way to transform your output on the client-side to an output
format you desire. For more information on jq and installation instructions, see jq on GitHub.

Command line return codes in the Amazon CLI

The return code is usually a hidden code sent after running a Amazon Command Line Interface
(Amazon CLI) command which describes the status of the command. You can use the echo
command to display the code sent from the last Amazon CLI command and use these codes to
determine if a command was successful or if it failed, and why a command might have an error. In
addition to the return codes, you can view more details about a failure by running your commands
with the - -debug switch. This switch produces a detailed report of the steps the Amazon CLI uses
to process the command, and what the result of each step was.

To determine the return code of an Amazon CLI command, run one of the following commands
immediately after running the CLI command.

Linux and macOS

$ echo $?
0

Windows PowerShell

PS> echo $lastexitcode
0
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Windows Command Prompt

C:\> echo %errorlevel%
0

The following are the return code values that can be returned at the end of running an Amazon
Command Line Interface (Amazon CLI) command.

Code Meaning

0 The service responded with an HTTP response status code of 200 indicating that there
were no errors generated by the Amazon CLI and Amazon service the request was sent
to.

1 One or more Amazon S3 transfer operations failed. Limited to S3 commands.

2 The meaning of this return code depends on the command:

« Applicable to all Amazon CLI commands — the command entered couldn't be parsed.
Parsing failures can be caused by, but aren't limited to, missing required subcommands
or arguments, or using unknown commands or arguments.

» Limited to S3 commands — One or more files marked for transfer were skipped during
the transfer process. However, all other files marked for transfer were successfully
transferred. Files that are skipped during the transfer process include: files that don't
exist; files that are character special devices, block special device, FIFO queues, or
sockets; and files that the user doesn't have read permissions to.

130 The command was interrupted by a SIGINT. This is the signal sent by you to cancel a
command with Ctr1+C.

252 Command syntax was invalid, an unknown parameter was provided, or a parameter value
was incorrect and prevented the command from running.

253  The system environment or configuration was invalid. While the command provided
might be syntactically valid, missing configuration or credentials prevented the
command from running.
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Code Meaning

254  The command successfully parsed and a request made to the specified service but the
service returned an error. This will generally indicate incorrect API usage or other service
specific issues.

255 The command failed. There were errors generated by the Amazon CLI or by the Amazon
service to which the request was sent.

Using custom wizards to run interactive commands in the
Amazon CLI

The Amazon Command Line Interface (Amazon CLI) provides the ability to use a wizard for some
commands. To contribute or view the full list of available Amazon CLI wizards, see the Amazon CLI
wizards folder on GitHub.

How it works

Similar to the Amazon console, the Amazon CLI has a Ul wizard that guides you through managing
your Amazon resources. To use the wizard, you call the wizard subcommand and the wizard name
after the service name in a command. The command structure is as follows:

Syntax:
$ aws <command> wizard <wizardName>
The following example is calling the wizard to create a new dynamodb table.

$ aws dynamodb wizard new-table

aws configure is the only wizard that does not have a wizard name. When running the wizard,
run the aws configure wizard command as the following example demonstrates:

$ aws configure wizard

After calling a wizard, a form in the shell is displayed. For each parameter, you are either provided a
list of options to select from or prompted to enter in a string. To select from a list, use your up and
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down arrow keys and press ENTER. To view details on an option, press the right arrow key. When
you've finished filling out a parameter, press ENTER.

$ aws configure wizaxrd
What would you like to configure
> Static Credentials

Assume Role

Process Provider

Additional CLI configuration
Enter the name of the profile:
Enter your Access Key Id:
Enter your Secret Access Key:

To edit previous prompts, use SHIFT + TAB. For some wizards, after filling in all prompts, you
can preview an Amazon CloudFormation template or the Amazon CLI command filled with your
information. This preview mode is useful to learn the Amazon CLI, service APIs, and creating
templates for scripts.

Press ENTER after previewing or the last prompt to run the final command.

$ aws configure wizaxrd

What would you like to configure

Enter the name of the profile: testWizard

Enter your Access Key Id: AB1C2D3EF4GH5I678J90K

Enter your Secret Access Key: ablc2def34gh5i67j8k9011mnop2qr3s45tu678vo0
<ENTER>

Creating and using aliases in the Amazon CLI

Aliases are shortcuts you can create in the Amazon Command Line Interface (Amazon CLI) to
shorten commands or scripts that you frequently use. You create aliases in the alias file located
in your configuration folder.

Topics

Prerequisites
Step 1: Creating the alias file

Step 2: Creating an alias

Step 3: Calling an alias
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« Alias repository examples

¢ Resources

Prerequisites
To use alias commands, you need to complete the following:

« Install and configure the Amazon CLI. For more information, see the section called “Install/
Update” and Authentication and access credentials for the Amazon CLI.

e Use a minimum Amazon CLI version of 1.11.24 or 2.0.0.

» (Optional) To use Amazon CLI alias bash scripts, you must use a bash-compatible terminal.

Step 1: Creating the alias file

To create the alias file, you can use your file navigation and a text editor, or use your preferred
terminal by using the step-by-step procedure. To quickly create your alias file, use the following
command block.

Linux and macOS

$ mkdir -p ~/.aws/cli
$ echo '[toplevel]' > ~/.aws/cli/alias

Windows

C:\> md %USERPROFILE%\.aws\cli
C:\> echo [toplevel] > SUSERPROFILE%/.aws/cli/alias

To create the alias file

1. Create a folder named cli in your Amazon CLI configuration folder. By default the
configuration folder is ~/.aws/ on Linux or macOS and SUSERPROFILE%\.aws\ on
Windows. You can create this through your file navigation or by using the following command.

Linux and macOS

$ mkdir -p ~/.aws/cli
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Windows

C:\> md %USERPROFILE%\.aws\cli

The resulting cli folder default path is ~/.aws/c1li/ on Linux or macOS and %SUSERPROFILE
%\ .aws\cli on Windows.

2. Inthe cli folder, create a text file named alias with no extension and add [toplevel] to
the first line. You can create this file through your preferred text editor or use the following
command.

Linux and macOS
$ echo '[toplevel]' > ~/.aws/cli/alias
Windows

C:\> echo [toplevel] > %USERPROFILE%/.aws/cli/alias

Step 2: Creating an alias
You can create an alias using basic commands or bash scripting.
Creating a basic command alias

You can create your alias by adding a command using the following syntax in the alias file you
created in the previous step.

Syntax

aliasname = command [--options]

The aliasname is what you call your alias. The command is the command you want to call, which
can include other aliases. You can include options or parameters in your alias, or add them when
calling your alias.
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The following example creates an alias named aws whoami using the aws sts get-caller-
identity command. Since this alias calls an existing Amazon CLI command, you can write the
command without the aws prefix.

whoami = sts get-caller-identity

The following example takes the previous whoami example and adds the Account filter and text
output options.

whoami2 = sts get-caller-identity --query Account --output text

Creating a sub-command alias

(@ Note

The sub-command alias feature requires a minimum Amazon CLI version of 1.11.24 or 2.0.0

You can create an alias for sub-commands by adding a command using the following syntax in the
alias file you created in the previous step.

Syntax

[command commandGroup]
aliasname = command [--options]

The commandGroup is the command namespace, e.g. The command aws ec2 describe-
regions is under the ec2 command group. The aliasname is what you call your alias. The
command is the command you want to call, which can include other aliases. You can include options
or parameters in your alias, or add them when calling your alias.

The following example creates an alias named aws ec2 regions using the aws ec2
describe-regions command. Since this alias calls an existing Amazon CLI command under the
ec2 command namespace, you can write the command without the aws ec2 prefix.

[command ec2]
regions = describe-regions --query Regions[].RegionName
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To create aliases from commands outside of the command namespace, prefix the full command
with an exclamation mark. The following example creates an alias named aws ec2 instance-
profiles usingthe aws iam list-instance-profiles command.

[command ec2]
instance-profiles = !aws iam list-instance-profiles

(@ Note

Aliases only use existing command namespaces and you cannot create new ones. e.g. You
can't create an alias with the [command johnsmith] section as the johnsmith command
namespace does not already exist.

Creating a bash scripting alias

/A Warning

To use Amazon CLI alias bash scripts, you must use a bash-compatible terminal

You can create an alias using bash scripts for more advanced processes using the following syntax.

Syntax

aliasname =
() {
script content
}; f

The aliasname is what you call your alias and script content is the script you want to run
when you call the alias.

The following example uses opendns to output your current IP address. Since you can use aliases
in other aliases, the following myip alias is useful to allow or revoke access for your IP address from
within other aliases.

myip =
'O {

dig +short myip.opendns.com @resolverl.opendns.com
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}; £

The following script example calls the previous aws myip alias to authorize your IP address for an
Amazon EC2 security group ingress.

authorize-my-ip =
() {
ip=$(aws myip)
aws ec2 authorize-security-group-ingress --group-id ${1} --cidr $ip/32 --protocol
tcp --porxrt 22
3 f

When you call aliases that use bash scripting, the variables are always passed in the order that you
entered them. In bash scripting, the variable names are not taken into consideration, only the order
they appear. In the following textalert alias example, the variable for the --message option is
first and - -phone-number option is second.

textalert =
() {
aws sns publish --message "${1}" --phone-number ${2}
}; f

Step 3: Calling an alias

To run the alias you created in your alias file use the following syntax. You can add additional
options when you call your alias.

Syntax

$ aws aliasname

The following example uses the aws whoami command alias.

$ aws
whoami
{
"UserId": "A12BCD34E5FGHI6JKLM",
"Account": "1234567890987",
"Arn": "arn:aws:iam::1234567890987:usexr/usexrName"
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The following example uses the aws whoami alias with additional options to only return the
Account number in text output.

$ aws whoami --query Account --output
text
1234567890987

The following example uses the aws ec2 regions sub-command alias.

$ aws ec2

regions

[
"ap-south-1",
"eu-north-1",
"eu-west-3",
"eu-west-2",

Calling an alias using bash scripting variables

When you call aliases that use bash scripting, variables are passed in the order they are entered.
In bash scripting, the name of the variables are not taken into consideration, only the order they
appear. For example, in the following textalert alias, the variable for the option --message is
first and --phone-number is second.

textalert =
() {
aws sns publish --message "${1}" --phone-number ${2}
}; f

When you call the textalert alias, you need to pass variables in the same order as they are run
in the alias. In the following example we use the variables $message and $phone. The $message
variable is passed as ${1} for the --message option and the $phone variable is passed as ${2}
for the --phone-number option. This results in successfully calling the textalert alias to send a
message.

$ aws textalert $message
$phone

{
"MessageId": "lab2cd3e4-fg56-7h89-i01j-2klmn34567"
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}

In the following example, the order is switched when calling the alias to $phone and $message.
The $phone variable is passed as ${1} for the --message option and the $message variable is
passed as ${2} for the - -phone-number option. Since the variables are out of order, the alias
passes the variables incorrectly. This causes an error because the contents of $message do not
match the phone number formatting requirements for the - -phone-number option.

$ aws textalert $phone

$message

usage: aws [options] <command> <subcommand> [<subcommand> ...] [parameters]
To see help text, you can run:

aws help
aws <command> help

aws <command> <subcommand> help

Unknown options: text

Alias repository examples

The Amazon CLI alias repository on GitHub contains Amazon CLI alias examples created by the

Amazon CLI developer team and community. You can use the entire alias file example or take
individual aliases for your own use.

/A Warning

Running the commands in this section deletes your existing alias file. To avoid
overwriting your existing alias file, change your download location.

To use aliases from the repository

1. Install Git. For installation instructions, see Getting Started - Installing Git in the Git
Documentation.

2. Install the jp command. The jp command is used in the tostring alias. For installation
instructions, see the JMESPath (jp) README.md on GitHub.

3. Install the jg command. The jg command is used in the tostring-with-jq alias. For
installation instructions, see the JSON processor (jg) on GitHub.
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4. Download the alias file by doing one of the following:
e Run the following commands that downloads from the repository and copies the alias file
to your configuration folder.

Linux and macOS

$ git clone https://github.com/awslabs/awscli-aliases.git
$ mkdir -p ~/.aws/cli
$ cp awscli-aliases/alias ~/.aws/cli/alias

Windows

C:\> git clone https://github.com/awslabs/awscli-aliases.git
C:\> md %USERPROFILE%\.aws\cli
C:\> copy awscli-aliases\alias %USERPROFILE%\.aws\cli

« Download directly from the repository and save to the c1i folder in your Amazon CLI
configuration folder. By default the configuration folder is ~/. aws/ on Linux or macOS and
%SUSERPROFILE%\.aws\ on Windows.

5. To verify the aliases are working, run the following alias.

$ aws whoami

This displays the same response as the aws sts get-caller-identity command:

{
"Account": "012345678901",
"UserId": "AIUAINBADX2VEG2TC6HD6",
"Arn": "arn:aws:iam::012345678901:user/myuser"
}
Resources

« The Amazon CLI alias repository on GitHub contains Amazon CLI alias examples created by the
Amazon CLI developer team and the contribution of the Amazon CLI community.

« The alias feature announcement from Amazon re:Invent 2016: The Effective Amazon CLI User on
YouTube.
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e aws sts get-caller-identity

e aws ec2 describe-instances

e« aws sns publish

Troubleshooting errors for the Amazon CLI

This section covers common errors and troubleshooting steps to follow to resolve your issue. We
suggest following the general troubleshooting first.

Contents

» General troubleshooting to try first

» Check your Amazon CLI command formatting

Check the Amazon Web Services Region your Amazon CLI command is using

Confirm that you're running a recent version of the Amazon CLI

Use the --debug option

Enable and review the Amazon CLI command history logs

Confirm that your Amazon CLI is configured

« Command not found errors

» The "aws --version" command returns a different version than you installed

» The "aws --version" command returns a version after uninstalling the Amazon CLI

o The Amazon CLI processed a command with an incomplete parameter name

+ Access denied errors

« Invalid credentials and key errors

 Signature does not match errors

e SSL certificate errors

« Invalid JSON errors

« Additional resources

General troubleshooting to try first

If you receive an error or encounter an issue with the Amazon CLI, we suggest the following general
tips to help you troubleshoot.
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Back to top

Check your Amazon CLI command formatting

If you receive an error that indicates that a command doesn't exist, or that it doesn't recognize a
parameter (Parameter validation failed) that the documentation says is available , then
your command might be formatted incorrectly. We suggest that you check the following:

o Check your command for spelling and formatting errors.

» Confirm all quotes and escaping appropriate for your terminal is correct in your command.

» Generate an Amazon CLI skeleton to confirm your command structure.

« For JSON, see the additional troubleshooting for JSON values. If you're having issues with your

terminal processing JSON formatting, we suggest skipping past the terminal's quoting rules by
using Blobs to pass JSON data directly to the Amazon CLI.

For more information on how a specific command should be structured, see the Amazon CLI
version 2 reference guide.

Back to top

Check the Amazon Web Services Region your Amazon CLI command is using

(® Note

You must specify an Amazon Web Services Region when using the Amazon CLI, either
explicitly or by setting a default Region. For a list of all of the Amazon Web Services
Regions that you can specify, see Amazon Regions and Endpoints in the Amazon Web

Services General Reference. The Amazon Web Services Region designators used by the
Amazon CLI are the same names that you see in Amazon Web Services Management
Console URLs and service endpoints.

Errors or unexpected results might occur if an Amazon Web Services service isn't available for your
specified Amazon Web Services Region or your resources are located in a different Amazon Web
Services Region. In order of precedence, the Amazon Web Services Region is set in the following
ways:

« The --region command line option.
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» The SDK compatible AWS_REGION environment variable.
o« The AWS_DEFAULT_REGION environment variable.

e The region profile setting.

Confirm you're using the correct Amazon Web Services Region for your resources.
Back to top
Confirm that you're running a recent version of the Amazon CLI

If you receive an error that indicates that a command doesn't exist, or that it doesn't recognize a
parameter that the Amazon CLI version 2 reference guide says is available, first confirm that your

command is correctly formatted. If the formatting is correct, then we recommend that you upgrade
to the most recent version of the Amazon CLI. Updated versions of the Amazon CLI are released
almost every business day. New Amazon services, features, and parameters are introduced in those
new versions of the Amazon CLI. The only way to get access to those new services, features, or
parameters is to upgrade to a version that was released after that element was first introduced.

How you update your version of the Amazon CLI depends on how you originally installed it as
described in the section called “Install/Update”.

If you used one of the bundled installers, you might need to remove the existing installation before
you download and install the latest version for your operating system.

Back to top

Use the --debug option

When the Amazon CLI reports an error that you don't immediately understand, or produces results
that you don't expect, you can get more detail about the error by running the command again with
the - -debug option. With this option, the Amazon CLI outputs details about every step it takes to

process your command. The details in the output can help you to determine when the error occurs

and provides clues about where it started.

You can send the output to a text file for later review, or to send to Amazon Web Services Support
when asked for it.

When you include the --debug option, some of the details include:

« Looking for credentials
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Parsing the provided parameters

Constructing the request sent to Amazon servers
The contents of the request sent to Amazon

The contents of the raw response

The formatted output

Here's an example of a command run with and without the - -debug option.

$ aws iam list-groups --profile MyTestProfile

{
"Groups": [
{
"Path": "/",
"GroupName": "MyTestGroup",
"GroupId": "AGPAQ123456789EXAMPLE",
"Arn": "arn:aws:iam::123456789012:group/MyTestGroup",
"CreateDate": "2019-08-12T19:34:04Z"
}
]
}

$ aws iam list-groups --profile MyTestProfile --debug

2019-08-12 12:36:18,305 - MainThread - awscli.clidriver - DEBUG - CLI version: aws-
cli/1.16.215 Python/3.7.3 Linux/4.14.133-113.105.amzn2.x86_64 botocore/1.12.205
2019-08-12 12:36:18,305 - MainThread - awscli.clidriver - DEBUG - Arguments entered to
CLI: ['iam', 'list-groups', '--debug']

2019-08-12 12:36:18,305 - MainThread - botocore.hooks - DEBUG - Event session-
initialized: calling handler <function add_scalar_parsers at 0x7fdf173161e0>
2019-08-12 12:36:18,305 - MainThread - botocore.hooks - DEBUG - Event session-
initialized: calling handler <function register_uri_param_handler at 0x7fdfl7dec400>
2019-08-12 12:36:18,305 - MainThread - botocore.hooks - DEBUG - Event session-
initialized: calling handler <function inject_assume_role_provider_cache at
0x7fdf17da9378>
2019-08-12 12:36:18,307 - MainThread - botocore.credentials - DEBUG - Skipping
environment variable credential check because profile name was explicitly set.
2019-08-12 12:36:18,307 - MainThread - botocore.hooks - DEBUG - Event session-
initialized: calling handler <function attach_history_handler at @x7fdf173ed9d8>
2019-08-12 12:36:18,308 - MainThread - botocore.loaders - DEBUG - Loading JSON

file: /home/ec2-user/venv/1lib/python3.7/site-packages/botocore/data/iam/2010-05-08/
service-2.json
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2019-08-12 12:36:18,317 - MainThread - botocore.hooks - DEBUG - Event building-command-
table.iam: calling handler <function add_waiters at 0x7fdf1731a840>
2019-08-12 12:36:18,320 - MainThread - botocore.loaders - DEBUG - Loading JSON
file: /home/ec2-user/venv/1lib/python3.7/site-packages/botocore/data/iam/2010-05-08/
waiters-2.json
2019-08-12 12:36:18,321 - MainThread - awscli.clidriver - DEBUG - OrderedDict([('path-
prefix', <awscli.arguments.CLIArgument object at 0x7fdf171ac780>), ('marker',
<awscli.arguments.CLIArgument object at @Ox7fdf171b09e8>), ('max-items',
<awscli.arguments.CLIArgument object at @0x7fdf171b@9bo>)])
2019-08-12 12:36:18,322 - MainThread - botocore.hooks - DEBUG - Event building-
argument-table.iam.list-groups: calling handler <function add_streaming_output_arg at
0x7fdf17316510>
2019-08-12 12:36:18,322 - MainThread - botocore.hooks - DEBUG - Event building-
argument-table.iam.list-groups: calling handler <function add_cli_input_json at
0x7fdf17da9d90>
2019-08-12 12:36:18,322 - MainThread - botocore.hooks - DEBUG - Event building-
argument-table.iam.list-groups: calling handler <function unify_paging_params at
0x7fdf17328048>
2019-08-12 12:36:18,326 - MainThread - botocore.loaders - DEBUG - Loading JSON
file: /home/ec2-user/venv/1lib/python3.7/site-packages/botocore/data/iam/2010-05-08/
paginators-1.json
2019-08-12 12:36:18,326 - MainThread - awscli.customizations.paginate - DEBUG -
Modifying paging parameters for operation: ListGroups
2019-08-12 12:36:18,326 - MainThread - botocore.hooks - DEBUG - Event building-
argument-table.iam.list-groups: calling handler <function add_generate_skeleton at
0x7fdfl737eae8>
2019-08-12 12:36:18,326 - MainThread - botocore.hooks - DEBUG - Event
before-building-argument-table-parser.iam.list-groups: calling handler
<bound method OverrideRequiredArgsArgument.override_required_args of
<awscli.customizations.cliinputjson.CliInputJSONArgument object at 0x7fdfl71b@a58>>
2019-08-12 12:36:18,327 - MainThread - botocore.hooks - DEBUG - Event
before-building-argument-table-parser.iam.list-groups: calling handler
<bound method GenerateCliSkeletonArgument.override_required_args of
<awscli.customizations.generatecliskeleton.GenerateCliSkeletonArgument object at
0x7fdf171c5978>>
2019-08-12 12:36:18,327 - MainThread - botocore.hooks - DEBUG - Event operation-
args-parsed.iam.list-groups: calling handler functools.partial(<function
check_should_enable_pagination at @0x7fdf17328158>, ['marker', 'max-items'], {'max-
items': <awscli.arguments.CLIArgument object at @x7fdfl171b@9b0>}, OrderedDict([('path-
prefix', <awscli.arguments.CLIArgument object at @x7fdf171ac780>), ('marker’,
<awscli.arguments.CLIArgument object at 0x7fdf171b09e8>), ('max-items’,
<awscli.customizations.paginate.PageArgument object at Ox7fdf171c58d@>), ('cli-
input-json', <awscli.customizations.cliinputjson.CliInputJSONArgument object at
0x7fdf171b0a58>), ('starting-token', <awscli.customizations.paginate.PageArgument
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object at 0x7fdfl71b0a20>), ('page-size', <awscli.customizations.paginate.PageArgument
object at 0x7fdf171c5828>), ('generate-cli-skeleton',
<awscli.customizations.generatecliskeleton.GenerateCliSkeletonArgument object at
0x7fdf171c5978>)]1))
2019-08-12 12:36:18,328 - MainThread - botocore.hooks - DEBUG - Event load-cli-
arg.iam.list-groups.path-prefix: calling handler <awscli.paramfile.URIArgumentHandler
object at 0x7fdf1725c978>
2019-08-12 12:36:18,328 - MainThread - botocore.hooks - DEBUG - Event load-cli-
arg.iam.list-groups.marker: calling handler <awscli.paramfile.URIArgumentHandler object
at 0x7fdf1725c978>
2019-08-12 12:36:18,328 - MainThread - botocore.hooks - DEBUG - Event load-cli-
arg.iam.list-groups.max-items: calling handler <awscli.paramfile.URIArgumentHandler
object at 0x7fdf1725c978>
2019-08-12 12:36:18,328 - MainThread - botocore.hooks - DEBUG -
Event load-cli-arg.iam.list-groups.cli-input-json: calling handler
<awscli.paramfile.URIArgumentHandler object at @x7fdf1725c978>
2019-08-12 12:36:18,328 - MainThread - botocore.hooks - DEBUG -
Event load-cli-arg.iam.list-groups.starting-token: calling handler
<awscli.paramfile.URIArgumentHandler object at @Ox7fdf1725c978>
2019-08-12 12:36:18,328 - MainThread - botocore.hooks - DEBUG - Event load-cli-
arg.iam.list-groups.page-size: calling handler <awscli.paramfile.URIArgumentHandler
object at 0x7fdf1725c978>
2019-08-12 12:36:18,328 - MainThread - botocore.hooks - DEBUG - Event
load-cli-arg.iam.list-groups.generate-cli-skeleton: calling handler
<awscli.paramfile.URIArgumentHandler object at @Ox7fdf1725c978>
2019-08-12 12:36:18,329 - MainThread - botocore.hooks - DEBUG
- Event calling-command.iam.list-groups: calling handler
<bound method CliInputJSONArgument.add_to_call_parameters of
<awscli.customizations.cliinputjson.CliInputJSONArgument object at @0x7fdfl171b@a58>>
2019-08-12 12:36:18,329 - MainThread - botocore.hooks - DEBUG -
Event calling-command.iam.list-groups: calling handler <bound
method GenerateCliSkeletonArgument.generate_json_skeleton of
<awscli.customizations.generatecliskeleton.GenerateCliSkeletonArgument object at
0x7fdf171c5978>>
2019-08-12 12:36:18,329 - MainThread - botocore.credentials
credentials via: assume-role
2019-08-12 12:36:18,329 - MainThread - botocore.credentials
credentials via: assume-role-with-web-identity
2019-08-12 12:36:18,329 - MainThread - botocore.credentials
credentials via: shared-credentials-file
2019-08-12 12:36:18,329 - MainThread - botocore.credentials
in shared credentials file: ~/.aws/credentials
2019-08-12 12:36:18,330 - MainThread - botocore.loaders - DEBUG - Loading JSON file: /
home/ec2-user/venv/1lib/python3.7/site-packages/botocore/data/endpoints. json

DEBUG - Looking for

DEBUG - Looking for

DEBUG - Looking for

INFO - Found credentials
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2019-08-12 12:36:18,334 - MainThread - botocore.hooks - DEBUG - Event choose-service-

name: calling handler <function handle_service_name_alias at 0x7fdf1898eb70>

2019-08-12 12:36:18,337 - MainThread - botocore.hooks - DEBUG - Event creating-client-

class.iam: calling handler <function add_generate_presigned_url at 0x7fdf18a028c8>

2019-08-12 12:36:18,337 - MainThread - botocore.regions - DEBUG - Using partition
endpoint for iam, us-west-2: aws-global

2019-08-12 12:36:18,337 - MainThread - botocore.args - DEBUG - The s3 config key is not
a dictionary type, ignoring its value of: None

2019-08-12 12:36:18,340 - MainThread - botocore.endpoint - DEBUG - Setting iam timeout
as (60, 60)

2019-08-12 12:36:18,341 - MainThread - botocore.loaders - DEBUG - Loading JSON file: /

home/ec2-user/venv/1ib/python3.7/site-packages/botocore/data/_retry.json

2019-08-12 12:36:18,341 - MainThread - botocore.client - DEBUG - Registering retry
handlers for service: iam

2019-08-12 12:36:18,342 - MainThread - botocore.hooks - DEBUG - Event before-

parameter-build.iam.ListGroups: calling handler <function generate_idempotent_uuid at
0x7fdf189b10d0>

2019-08-12 12:36:18,342 - MainThread - botocore.hooks - DEBUG - Event before-

call.iam.ListGroups: calling handler <function inject_api_version_header_if_needed at
0x7fdf189b2a60>

2019-08-12 12:36:18,343 - MainThread - botocore.endpoint - DEBUG - Making

request for OperationModel(name=ListGroups) with params: {'url_path': '/"',
'query_string': '', 'method': 'POST', 'headers': {'Content-Type': 'application/x-

www-form-urlencoded; charset=utf-8', 'User-Agent': 'aws-cli/1.16.215 Python/3.7.3
Linux/4.14.133-113.105.amzn2.x86_64 botocore/1.12.205'}, 'body': {'Action':
'ListGroups', 'Version': '2010-05-08'}, 'url': 'https://iam.amazonaws.com/’,
'context': {'client_region': 'aws-global', 'client_config': <botocore.config.Config
object at @x7fdfl6e9a4a8>, 'has_streaming_input': False, 'auth_type': None}}

2019-08-12 12:36:18,343 - MainThread - botocore.hooks - DEBUG - Event request-

created.iam.ListGroups: calling handler <bound method RequestSigner.handler of
<botocore.signers.RequestSigner object at @0x7fdfl6e9a470>>

2019-08-12 12:36:18,343 - MainThread - botocore.hooks - DEBUG - Event choose-

signer.iam.ListGroups: calling handler <function set_operation_specific_signer at
0x7fdf18996f28>

2019-08-12 12:36:18,343 - MainThread - botocore.auth - DEBUG - Calculating signature
using v4 auth.

2019-08-12 12:36:18,343 - MainThread - botocore.auth - DEBUG - CanonicalRequest:

POST

/

content-type:application/x-www-form-urlencoded; charset=utf-8
host:iam.amazonaws.com
Xx-amz-date:20190812T1936182Z
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content-type;host;x-amz-date
5f776d91EXAMPLE9b8cb5eb5d6d4a787a33ae41c8cd6eEXAMPLECa69080elelf
2019-08-12 12:36:18,344 - MainThread - botocore.auth - DEBUG - StringToSign:
AWS4-HMAC-SHA256
20190812T193618Z
20190812 /us-east-1/iam/aws4_request
ab7e367eEXAMPLE2769f178ea509978cf8bfad54874b3EXAMPLE8dO43fab6cc9
2019-08-12 12:36:18,344 - MainThread - botocore.auth - DEBUG - Signature:
d85a@EXAMPLEb40164f2f539cdc76d4f294fe822EXAMPLE18adlddf58ala3ce?
2019-08-12 12:36:18,344 - MainThread - botocore.endpoint - DEBUG - Sending
http request: <AWSPreparedRequest stream_output=False, method=POST,
url=https://iam.amazonaws.com/, headers={'Content-Type': b'application/
x-www-form-urlencoded; charset=utf-8', 'User-Agent': b'aws-cli/1.16.215
Python/3.7.3 Linux/4.14.133-113.105.amzn2.x86_64 botocore/1.12.205",
'X-Amz-Date': b'20190812T193618Z7', 'Authorization': b'AWS4-HMAC-SHA256
Credential=AKIAQ1234567890EXAMPLE-east-1/iam/aws4_request, SignedHeaders=content-
type;host; x-amz-date, Signature=d85a07692aceb4@1EXAMPLEalbl8adlddf58ala3ce7EXAMPLE"',
'Content-Length': '36'}>
2019-08-12 12:36:18,344 - MainThread - urllib3.util.retry - DEBUG - Converted retries
value: False -> Retry(total=False, connect=None, read=None, redirect=0, status=None)
2019-08-12 12:36:18,344 - MainThread - urllib3.connectionpool - DEBUG - Starting new
HTTPS connection (1): iam.amazonaws.com:443
2019-08-12 12:36:18,664 - MainThread - urllib3.connectionpool - DEBUG - https://
iam.amazonaws.com: 443 "POST / HTTP/1.1" 200 570
2019-08-12 12:36:18,664 - MainThread - botocore.parsers - DEBUG - Response headers:
{'x-amzn-RequestId': '74cl11606-bd38-11e9-9c82-559da®adb349', 'Content-Type': 'text/
xml', 'Content-Length': '570Q', 'Date': 'Mon, 12 Aug 2019 19:36:18 GMT'}
2019-08-12 12:36:18,664 - MainThread - botocore.parsers - DEBUG - Response body:
b'<ListGroupsResponse xmlns="https://iam.amazonaws.com/doc/2010-05-08/">\n
<ListGroupsResult>\n <IsTruncated>false</IsTruncated>\n <Groups>\n
<member>\n <Path>/</Path>\n <GroupName>MyTestGroup</GroupName>
\n <Arn>arn:aws:iam::123456789012:group/MyTestGroup</Arn>\n
<GroupId>AGPA1234567890EXAMPLE</GroupId>\n <CreateDate>2019-08-12T19:34:04Z2</
CreateDate>\n </member>\n </Groups>\n </ListGroupsResult>\n
<ResponseMetadata>\n <RequestId>74c11606-bd38-11e9-9c82-559da®adb349</RequestId>\n
</ResponseMetadata>\n</ListGroupsResponse>\n"'
2019-08-12 12:36:18,665 - MainThread - botocore.hooks - DEBUG - Event needs-
retry.iam.ListGroups: calling handler <botocore.retryhandler.RetryHandler object at
0x7fdf16e9a780>
2019-08-12 12:36:18,665 - MainThread - botocore.retryhandler - DEBUG - No retry needed.
2019-08-12 12:36:18,665 - MainThread - botocore.hooks - DEBUG - Event after-
call.iam.ListGroups: calling handler <function json_decode_policies at 0x7fdf189b1d90>
{

"Groups": [
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{
"Path": "/",
"GroupName": "MyTestGroup",
"GroupId": "AGPA123456789012EXAMPLE",
"Arn": "arn:aws:iam::123456789012:group/MyTestGroup",
"CreateDate": "2019-08-12T19:34:04Z"

}

]
}
Back to top

Enable and review the Amazon CLI command history logs

You can enable the Amazon CLI command history logs using the c1i_history file setting. After

enabling this setting, the Amazon CLI records the history of aws commands.

You can this list your history using the aws history list command, and use the resulting
command_ids in the aws history show command for details. For more information see aws
history in the Amazon CLI reference guide.

When you include the - -debug option, some of the details include:

API calls made to botocore

Status codes

HTTP responses

Headers

Return codes

You can use this information to confirm paramater data and API calls are behaving in the way you
expect, and can then deduce at what step in the process your command is failing.

Back to top
Confirm that your Amazon CLI is configured

Various errors can occur if your config and credentials files or your IAM user or role is not
configured correctly. For more information on resolving errors with config and credentials
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files or your IAM user or roles, see the section called “Access denied errors” and the section called
“Invalid credentials and key errors”.

Back to top

Command not found errors

This error means that the operating system can't find the Amazon CLI command. The installation
might be incomplete or requires updating.

Possible cause: You're trying to use an Amazon CLI feature newer than your installed version, or
have incorrect formatting

Example error text:

$ aws s3 copy
aws: [ERROR]: argument operation: Found invalid choice 'copy'

usage: aws [options] <command> <subcommand> [<subcommand> ...] [parameters]
To see help text, you can run:

aws help
aws <command> help
aws <command> <subcommand> help

Various errors can occur if your command is formatted incorrectly or you are using an earlier
version from before the feature was released. For more information on resolving errors around
these two issues, see the section called “Check your Amazon CLI command formatting” and the
section called “Confirm that you're running a recent version of the Amazon CLI".

Back to top
Possible cause: The terminal needs to be restarted after installation

Example error text:

$ aws --version
command not found: aws

If the aws command cannot be found after first installing or updating the Amazon CLI, you
might need to restart your terminal for it to recognize any PATH updates.
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Back to top
Possible cause: The Amazon CLI did not fully install

Example error text:

$ aws --version
command not found: aws

If the aws command cannot be found after first installing or updating the Amazon CLI, it might
not have been fully installed. Try reinstalling by following the steps for your platform in the
section called “Install/Update”.

Back to top
Possible cause: The Amazon CLI does not have permissions (Linux)

If the aws command cannot be found after first installing or updating the Amazon CLI on
Linux, it might not have execute permissions for the folder it installed in. Run the following
command with the PATH to your Amazon CLI installation,to provide chmod permissions to the
Amazon CLI:

$ sudo chmod -R 755 /usr/local/aws-cli/

Back to top
Possible cause: The operating system PATH was not updated during installation

Example error text:

$ aws --version
command not found: aws

You might need to add the aws executable to your operating system's PATH environment
variable. To add the Amazon CLI to your PATH, use the following instructions for your operating
system.

Linux and macOS

1. Find your shell's profile script in your user directory. If you're not sure which shell you
have, run echo $SHELL.
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$ 1s -a ~
.bash_logout .bash_profile .bashrc Desktop Documents Downloads

e Bash - .bash_profile, .profile, or .bash_login
e Zsh- .zshrc
e Tcsh - .tcshrc, .cshrc, or .1login

2. Add an export command to your profile script. The following command adds your local
bin to the current PATH variable.

export PATH=/usr/local/bin:$PATH

3. Reload the updated profile into your current session.

$ source ~/.bash_profile

Windows

1. In a Windows Command Prompt, use the where command with the /R path parameter
to find the aws file location. The results return all folders containing aws.

C:\> where /R c:\ aws
c:\Program Files\Amazon\AWSCLIV2\aws.exe

By default, the Amazon CLI version 2 is located in:

c:\Program Files\Amazon\AWSCLIV2\aws.exe

2. Press the Windows key and enter environment variables.

3. From the list of suggestions, choose Edit environment variables for your account.

4. Choose PATH, and then choose Edit.

5. Add the path you found in the first step into the Variable value field, for example, C:
\Program Files\Amazon\AWSCLIV2\aws.exe.

6. Choose OK twice to apply the new settings.

7. Close any running command prompts and reopen the command prompt window.
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Back to top

The "aws --version" command returns a different version than you
installed

Your terminal might be returning a different PATH for the Amazon CLI than you expect.
Possible cause: The terminal needs to be restarted after installing

If the aws command shows the wrong version, you might need to restart your terminal for
it to recognize any PATH updates. All open terminals needs to be closed, not just your active
terminal.

Back to top
Possible cause: The system needs to be restarted after installing

If the aws command shows the wrong version and restarting the terminal didn't work, you
might need to restart your system for it to recognize your PATH updates.

Back to top
Possible cause: You have multiple versions of the Amazon CLI

If you updated the Amazon CLI and used a different install method than your pre-existing
installation, it might cause multiple versions to be installed. For example, if on Linux or macOS
you used pip for your current install, but tried to update using the . pkg install file, this could
cause some conflicts especially with your PATH pointing to the old version.

To resolve this, uninstall all versions of the Amazon CLI and perform a clean install.

After uninstalling all versions, follow instructions appropriate for your operating system to
install your desired version of the Amazon CLI version 1 or Amazon CLI version 2.

® Note

If this is happening after you installed the Amazon CLI version 2 with a pre-existing
install of Amazon CLI version 1, follow the migration instructions in the section called
“Migration instructions”.

Back to top
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The "aws --version" command returns a version after uninstalling
the Amazon CLI

This often occurs when there is still an Amazon CLI installed somewhere on your system.
Possible cause: The terminal needs to be restarted after uninstalling

If the aws --version command still works, you might need to restart your terminal for it to
recognize any terminal updates.

Back to top

Possible cause: You have multiple versions of the Amazon CLI on your system, or didn't use the
same uninstall method that you used to originally install the Amazon CLI

The Amazon CLI might not uninstall correctly if you uninstalled the Amazon CLI using a
different method than you used to install it, or if you installed multiple versions. For example, if
you used pip for your current install, you must use pip to uninstall it. To resolve this, uninstall
Amazon CLI using the same method that you used to install it.

1. Follow the instructions appropriate for your operating system and your original installation
method to uninstall the Amazon CLI version 1 and Amazon CLI version 2.

2. Close all terminals you have open.

3. Open your preferred terminal, enter in the following command and confirm that no version
is returned.

$ aws --version
command not found: aws

If you still have a version listed in the output, the Amazon CLI was most likely installed
using a different method or there are multiple versions. If you don't know which method
you installed the Amazon CLI, follow the instructions for each uninstall method for the
Amazon CLI version 1T and Amazon CLI version 2 appropriate to your operating system until
no version output is received.

(® Note

If you used a package manager to install the Amazon CLI (pip, apt, brew, etc.),
you must use the same package manager to uninstall it. Be sure to follow the
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instructions provided by the package manager on how to uninstall all versions of a
package.

Back to top

The Amazon CLI processed a command with an incomplete parameter
name

Possible cause: You used a recognized abbreviation of the Amazon CLI parameter

Since the Amazon CLI is built using Python, the Amazon CLI uses the Python argpazrse library,
including the allow_abbrev argument. Abbreviations of parameters are recognized by the
Amazon CLI and processed.

The following create-change-set command example changes the CloudFormation stack

name. The parameter - -change-set-n is recognized as an abbreviation of --change-set-
name, and the Amazon CLI processes the command.

$ aws cloudformation create-change-set --stack-name my-stack --change-set-n my-
change-set

When your abbreviation could be multiple commands, the parameter will not be recognized as
an abbreviation.

The following create-change-set command example changes the CloudFormation stack

name. The parameter --change-set- is not recognized as an abbreviation, as there are there
are multiple parameters it could be an abbreviation of, such as --change-set-name and --
change-set-type. Therefore the Amazon CLI does not process the command.

$ aws cloudformation create-change-set --stack-name my-stack --change-set- my-
change-set

/A Warning

Do not purposefully use parameter abbreviations. They are unreliable and are not
backwards compatible. If any new parameters are added to a command that confuse
your abbreviations, it will break your commands.
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Additionally, if the parameter is a single-value argument, it can cause unexpected
behavior with your commands. If multiple instances of a single-value argument is
passed, only the last instance will run. In the following example, the parameter - -
filters is a single-valued argument. The parameters --filters and --filter are
specified. The --filter parameter is an abbreviation of --filters. This cause two
instances of --filters being applied and only the last --filter argument applies.

$ aws ec2 describe-vpc-peering-connections \
--filters Name=tag:TagName,Values=VpcPeeringConnection \
--filter Name=status-code,Values=active

Confirm you are using valid parameters before running a command to prevent
unexpected behavior.

Back to top

Access denied errors
Possible cause: The Amazon CLI program file doesn't have "run" permission

On Linux or macOS, make sure that the aws program has run permissions for the calling user.
Typically, the permissions are set to 755.

To add run permission for your user, run the following command, substituting ~/. local/bin/
aws with the path to the program on your computer.

$ chmod +x ~/.local/bin/aws

Back to top
Possible cause: Your IAM identity doesn't have permission to perform the operation

Example error text:

$ aws s3 1s
An error occurred (AcessDenied) when calling the ListBuckets operation: Access
denied.
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When you run a Amazon CLI command, Amazon operations are performed on your behalf, using
credentials that associate you with an IAM account or role. The policies attached must grant
you permission to call the API actions that correspond to the commands that you run with the
Amazon CLI.

Most commands call a single action with a name that matches the command name. However,
custom commands like aws s3 sync call multiple APIs. You can see which APIs a command
calls by using the --debug option.

If you are sure that the user or role has the proper permissions assigned by policy, make sure
that your Amazon CLI command is using the credentials you expect. See the next section about
credentials to verify that the credentials the Amazon CLI is using are the ones that you expect.

For information about assigning IAM permissions, see Overview of Access Management:
Permissions and Policies in the IAM User Guide.

Back to top

Invalid credentials and key errors

Example error text:

$ aws s3 1s

An error occurred (InvalidAccessKeyId) when calling the ListBuckets operation: The AWS
Access Key Id

you provided does not exist in our records.

$ aws s3 1ls

An error occurred (InvalidClientTokenId) when calling the ListBuckets operation: The
security token

included in the request is invalid.

Possible cause: The Amazon CLI is reading incorrect credentials or from an unexpected location

The Amazon CLI might be reading credentials from a different location than you expect, or
your key pair information is incorrect. You can run aws configure list to confirm which
credentials are used.

The following example shows how to check the credentials used for the default profile.
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$ aws configure list
NAME : VALUE
profile <not set>
access_key :
secret_key :

region us-west-2

****************ABCD .

****************ABCD .

: TYPE LOCATION

: None : None
shared-credentials-file :
shared-credentials-file :

. env : AWS_DEFAULT_REGION

The following example shows how to check the credentials of a named profile.

$ aws configure list --profile devol
: TYPE

: None

KhAxkAxkAxxAx** X ABCD : shared-credentials-file :

****************ABCD .

NAME : VALUE
profile : devOl
access_key :
secret_key :

region . us-west-2

: config-file

: LOCATION
--profile

shared-credentials-file :
: ~/.aws/config

To confirm your key pair details, check your config and credentials files. For more
information on config and credentials files, see the section called “Configuration settings".
For more information on credentials and authentication, including credentials precedence, see

Authentication and access credentials.

Back to top

Possible cause: Your computer's clock is out of sync

If you are using valid credentials, your clock might be out of sync. On Linux or macQOS, run date

to check the time.

$ date

If your system clock is not correct within a few minutes, use ntpd to sync it.

sudo service ntpd stop
sudo ntpdate time.nist.gov
sudo service ntpd start
ntpstat

A LA A S

On Windows, use the date and time options in the Control Panel to configure your system clock.

Back to top
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Signature does not match errors

Example error text:

$ aws s3 1s

An error occurred (SignatureDoesNotMatch) when calling the ListBuckets operation: The
request signature we

calculated does not match the signature you provided. Check your key and signing
method.

When the Amazon CLI runs a command, it sends an encrypted request to the Amazon servers to
perform the appropriate Amazon service operations. Your credentials (the access key and secret
key) are involved in the encryption and enable Amazon to authenticate the person making the
request. There are several things that can interfere with the correct operation of this process, as
follows.

Possible cause: Your clock is out of sync with the Amazon servers

To help protect against replay attacks, the current time can be used during the encryption/
decryption process. If the time of the client and server disagree by more than the allowed
amount, the process can fail and the request is rejected. This can also happen when you run a
command in a virtual machine whose clock is out of sync with the host machine's clock. One
possible cause is when the virtual machine hibernates and takes some time after waking up to
sync the clock with the host machine.

On Linux or macOS, run date to check the time.

$ date

If your system clock is not correct within a few minutes, use ntpd to sync it.

sudo service ntpd stop
sudo ntpdate time.nist.gov
sudo service ntpd start
ntpstat

A A A B

On Windows, use the date and time options in the Control Panel to configure your system clock.

Back to top
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Possible cause: Your operating system is mishandling Amazon keys that contain certain special
characters

If your Amazon keys include certain special characters, such as -, +, /, or %, some operating
system variants process the string improperly and cause the key string to be interpreted
incorrectly.

If you process your keys using other tools or scripts, such as tools that build the credentials file
on a new instance as part of its creation, those tools and scripts might have their own handling
of special characters that causes them to be transformed into something that Amazon no
longer recognizes.

We suggest regenerating the secret key to get one that does not include the special character
causing issues.

Back to top

SSL certificate errors
Possible cause: The Amazon CLI doesn't trust your proxy's certificate

Example error text:

$ aws s3 1s
[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed

When you use a Amazon CLI command, you receive an [SSL:
CERTIFICATE_VERIFY_FAILED] certificate verify failed error message. This is
caused by the Amazon CLI not trusting your proxy's certificate due to factors such as your
proxy's certificate being self-signed, with your company set as the Certification Authority (CA).
This prevents the Amazon CLI from finding your companies CA root certificate in the local CA
registry.

To fix this, instruct the Amazon CLI where to find your companies . pem file using
the ca_bundle configuration file setting, --ca-bundle command line option, or the
AWS_CA_BUNDLE environment variable.

Back to top
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Possible cause: Your configuration isn't pointing to the correct CA root certificate location

Example error text:

$ aws s3 1s
SSL validation failed for regionname [Errno 2] No such file or directory

This is caused by your Certification Authority (CA) bundle file location being configured
incorrectly in the Amazon CLI. To fix this, confirm where your companies . pem file is located
and update the Amazon CLI configuration by using the ca_bundle configuration file setting, --
ca-bundle command line option, or the AWS_CA_BUNDLE environment variable.

Back to top

Possible cause: Your configuration isn't using the correct Amazon Web Services Region

Example error text:

$ aws s3 1s
[SSL: CERTIFICATE_ VERIFY_FAILED] certificate verify failed

Errors or unexpected results might occur if an Amazon Web Services service isn't available for
your specified Amazon Web Services Region or your resources are located in a different Amazon
Web Services Region. For troubleshooting steps, see the section called “Check the Amazon Web
Services Region your Amazon CLI command is using”.

Back to top

Possible cause: Your TLS version needs to be updated

Example error text:

$ aws s3 1s
[SSL: UNSAFE_LEGACY_RENEGOTIATION_DISABLED] unsafe legacy renegotiation disabled

The Amazon Web Services service is using a version of TLS that is incompatible with your
device's TLS version. To resolve this issue, update to a supported TLS version. For more
information, see the section called “Enforcing a minimum TLS version”.

Back to top
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Invalid JSON errors

Example error text:

$ aws dynamodb update-table \
--provisioned-throughput '{"ReadCapacityUnits":15,WriteCapacityUnits":10}"' \
--table-name MyDDBTable
Error parsing parameter '--provisioned-throughput': Invalid JSON: Expecting property
name enclosed in
double quotes: line 1 column 25 (char 24)
JSON received: {"ReadCapacityUnits":15,WriteCapacityUnits":10}

When you use an Amazon CLI command, you receive a "Invalid JSON" error message. This is
usually an error seen when you enter a command with an expected JSON format and the Amazon
CLI cannot read your JSON correctly.

Possible cause: You did not enter valid JSON for the Amazon CLI to use

Confirm you have valid JSON entered for your command. We suggest using a JSON validator for
JSON you're having issues formatting.

For more advanced JSON usage in the command line, consider using a command line JSON
processor, like jq, to create JSON strings. For more information on jq, see the jq repository on
GitHub.

Back to top
Possible cause: Your terminal's quoting rules are preventing valid JSON being sent to the
Amazon CLI

Before the Amazon CLI receives anything from a command, your terminal processes the
command using it's own quoting and escaping rules. Due to a terminal's formatting rules, some
of your JSON content may be stripped before the command is passed to the Amazon CLI. When
formulating commands, be sure to use your terminal's quoting rules.

To troubleshoot, use the echo command to see how the shell is handling your parameters:

$ echo {"ReadCapacityUnits":15,"WriteCapacityUnits":10}
ReadCapacityUnits:15 WriteCapacityUnits:10

$ echo '{"ReadCapacityUnits":15,"WriteCapacityUnits":10}"'
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{"ReadCapacityUnits":15,"WriteCapacityUnits":10}

Modify your command until your until valid JSON is returned.

For more in-depth troubleshooting, use the - -debug parameter to view the debug logs as
they'll display exactly what got passed to the Amazon CLI:

$ aws dynamodb update-table \
--provisioned-throughput ’'{"ReadCapacityUnits":15,WriteCapacityUnits":10}"' \
--table-name MyDDBTable \
--debug

2022-07-19 22:25:07,741 - MainThread - awscli.clidriver - DEBUG - CLI version: aws-
cli/1.18.147

Python/2.7.18 Linux/5.4.196-119.356.amzn2int.x86_64 botocore/1.18.6
2022-07-19 22:25:07,741 - MainThread - awscli.clidriver - DEBUG - Arguments entered

to CLI:
['dynamodb', 'update-table', '--provisioned-throughput'’,
'{"ReadCapacityUnits":15,WriteCapacityUnits":10}",
'--table-name', 'MyDDBTable', '--debug']

Use your terminal's quoting rules to fix any issues your JSON input has when being sent to
the Amazon CLI. For more information on quoting rules, see the section called “Quotes with

Strings”.

® Note

If you're having issues with getting valid JSON to the Amazon CLI, we recommend to
bypass a terminal's quoting rules for JSON data input by using Blobs to pass your JSON
data directly to the Amazon CLI. For more information on Blobs, see Blob.

Back to top

Additional resources

For additional help with your Amazon CLI issues, visit the Amazon CLI community on GitHub or the
Amazon Web Services re:Post community.

Back to top
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Examples for the Amazon CLI

This chapter provides a collection of examples that show you how to use the Amazon Command
Line Interface (Amazon CLI) with Amazon Web Services services.

The Amazon CLI has the following types of examples in this guide:

o Guided command examples - Guided command examples for the Amazon CLI User Guide on
how to use the Amazon CLI with some Amazon Web Services services. These are often more
detailed examples than the examples from the Amazon CLI version 2 reference guide.

« Amazon CLI command examples - Open source command examples that are also available in
the Amazon CLI version 2 reference guide. Command examples are hosted in the Amazon CLI
repository on GitHub.

o Amazon CLI using Bash scripting code examples - Open source bash scripting examples. Bash

scripting examples are hosted in the Amazon Code Examples Repository on GitHub.

@ Example feedback

Can't find what you need? Request a command example by using the Provide feedback link
at the bottom of this page or on the relevant command page in the Amazon CLI version 2
reference guide.

Want to contribute? Contribute Amazon CLI command examples in the Amazon Code
Examples Repository on GitHub. For more information on contributing, see Amazon CLI
code example contribution quick steps on GitHub pages.

Guided command examples for the Amazon CLI

The Amazon Command Line Interface (Amazon CLI) is an open source tool that enables you to
interact with a wide range of Amazon Web Services services using commands in your command-
line shell. This section provides guided examples that show how to leverage the Amazon CLI to
access some of the Amazon Web Services services. This includes some of the custom Amazon CLI
commands, such as the high-level aws s3 commands. These command examples demonstrate
common actions used for some Amazon Web Services services and provide additional resources for
more information.
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Whether you are an experienced Amazon user or new to the Amazon CLI, these guided examples
serve as a resource for streamlining your Amazon operations.

For a complete reference of all the available commands for each Amazon Web Services service, see
the Amazon CLI version 2 reference guide. Additionally, you can utilize the built-in command line

help to explore the array of Amazon Web Services services, commands, options, and features in the
Amazon CLI.

For more command examples that are not available in this section, see the Amazon CLI command

examples section. These are open source command examples that are also available in the Amazon
CLI version 2 reference guide. Command examples are hosted in the Amazon CLI repository on
GitHub.

For open source bash scripting examples, see the section called “Bash script examples”. Bash

scripting examples are hosted in the Amazon Code Examples Repository on GitHub.

Services

» Using Amazon DynamoDB in the Amazon CLI

o Using Amazon EC2 in the Amazon CLI

« Using Amazon Glacier in the Amazon CLI

e Using IAM in the Amazon CLI

o Using Amazon S3 in the Amazon CLI

o Accessing Amazon SNS in the Amazon CLI

Using Amazon DynamoDB in the Amazon CLI

The Amazon Command Line Interface (Amazon CLI) provides support for all of the Amazon
database services, including Amazon DynamoDB. You can use the Amazon CLI for impromptu
operations, such as creating a table. You can also use it to embed DynamoDB operations within
utility scripts.

For more information about using the Amazon CLI with DynamoDB, see dynamodb in the Amazon
CLI Command Reference.

To list the Amazon CLI commands for DynamoDB, use the following command.

$ aws dynamodb help
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Topics

 Prerequisites
» Creating and using DynamoDB tables

» Using DynamoDB Local

¢ Resources

Prerequisites

To run the dynamodb commands, you need to:

« Install and configure the Amazon CLI. For more information, see the section called “Install/

Update” and Authentication and access credentials for the Amazon CLI.

Creating and using DynamoDB tables

The command line format consists of an DynamoDB command name, followed by the parameters
for that command. The Amazon CLI supports the CLI shorthand syntax for the parameter values,
and full JSON.

The following example creates a table named MusicCollection.

$ aws dynamodb create-table \

--table-name MusicCollection \

--attribute-definitions AttributeName=Artist,AttributeType=S
AttributeName=SongTitle,AttributeType=S \

--key-schema AttributeName=Artist, KeyType=HASH
AttributeName=SongTitle, KeyType=RANGE \

--provisioned-throughput ReadCapacityUnits=1,WriteCapacityUnits=1

You can add new lines to the table with commands similar to those shown in the following
example. These examples use a combination of shorthand syntax and JSON.

$ aws dynamodb put-item \
--table-name MusicCollection \
--item '{
"Artist": {"S": "No One You Know"},
"SongTitle": {"S": "Call Me Today"} ,
"AlbumTitle": {"S": "Somewhat Famous"}
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'\

--return-consumed-capacity TOTAL

{

"ConsumedCapacity": {
"CapacityUnits": 1.0,
"TableName": "MusicCollection"

}

}

$ aws dynamodb put-item \
--table-name MusicCollection \
--item '{
"Artist": {"S": "Acme Band"},
"SongTitle": {"S": "Happy Day"} ,
"AlbumTitle": {"S": "Songs About Life"}
'\

--return-consumed-capacity TOTAL

{

"ConsumedCapacity": {
"CapacityUnits": 1.0,
"TableName": "MusicCollection"

}

}

It can be difficult to compose valid JSON in a single-line command. To make this easier, the
Amazon CLI can read JSON files. For example, consider the following JSON snippet, which is stored
in a file named expression-attributes. json.

":v1l": {"S": "No One You Know"},
"iv2": {"S": "Call Me Today"}

You can use that file to issue a query request using the Amazon CLI. In the following example, the
content of the expression-attributes. json file is used as the value for the --expression-
attribute-values parameter.

$ aws dynamodb query --table-name MusicCollection \
--key-condition-expression "Artist = :v1l AND SongTitle = :v2" \
--expression-attribute-values file://expression-attributes.json
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"Count": 1,
"Items": [
{

"AlbumTitle": {

"S": "Somewhat Famous"

iy
"SongTitle": {

"S": "Call Me Today"

iy
"Artist": {

"S": "No One You Know

1,

"ScannedCount": 1,
"ConsumedCapacity": null

Using DynamoDB Local

In addition to DynamoDB, you can use the Amazon CLI with DynamoDB Local. DynamoDB Local is a
small client-side database and server that mimics the DynamoDB service. DynamoDB Local enables
you to write applications that use the DynamoDB API, without manipulating any tables or data in

the DynamoDB web service. Instead, all of the API actions are rerouted to a local database. This lets

you save on provisioned throughput, data storage, and data transfer fees.

For more information about DynamoDB Local and how to use it with the Amazon CLI, see the

following sections of the Amazon DynamoDB Developer Guide:

« DynamoDB Local

» Using the Amazon CLI with DynamoDB Local

Resources
Amazon CLI reference:

e aws dynamodb

« aws dynamodb create-table

e aws dynamodb put-item

« aws dynamodb query

DynamoDB
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Service reference:

o DynamoDB Local in the Amazon DynamoDB Developer Guide

» Using the Amazon CLI with DynamoDB Local in the Amazon DynamoDB Developer Guide

Using Amazon EC2 in the Amazon CLI

An introduction to Amazon Elastic Compute Cloud

Introduction to Amazon EC2 - Elastic Cloud Server and Hosting with Amazon

Amazon Elastic Compute Cloud (Amazon EC2) provides highly scalable and flexible virtual
computing environments. Amazon EC2 allows you to provision and manage virtual servers, known
as Amazon EC2 instances, to meet a wide range of computing needs.

Amazon EC2 instances are virtual machines that can be customized with various configurations
of CPU, memory, storage, and networking capabilities. You can choose from a diverse selection of
instance types, ranging from lightweight, cost-effective options to powerful, high-performance
instances, depending on your application requirements. This flexibility enables you to match your
computing needs to optimize performance and cost-efficiency.

Additionally, Amazon EC2 offers a suite of features that empowers you to manage your compute
resources effectively. These include the ability to quickly launch new instances, create custom
machine images (AMIs) for rapid deployment, and scaling computing capacity up or down as
needed.

You can access the features of Amazon EC2 using the Amazon Command Line Interface (Amazon
CLI). To list the Amazon CLI commands for Amazon EC2, use the following command.

aws ec2 help

Before you run any commands, set your default credentials. For more information, see Configuring
settings for the Amazon CLI.

This topic shows short-form examples of Amazon CLI commands that perform common tasks for
Amazon EC2.
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For long-form examples of Amazon CLI commands, see Amazon CLI code examples repository on
GitHub.

Topics

Creating, displaying, and deleting Amazon EC2 key pairs in the Amazon CLI

Creating, configuring, and deleting Amazon EC2 security groups in the Amazon CLI

Launching, listing, and deleting Amazon EC2 instances in the Amazon CLI

Change an Amazon EC2 instance type with a bash script in the Amazon CLI

Creating, displaying, and deleting Amazon EC2 key pairs in the Amazon CLI

You can use the Amazon Command Line Interface (Amazon CLI) to create, display, and delete your
key pairs for Amazon Elastic Compute Cloud (Amazon EC2). You use key pairs to connect to an
Amazon EC2 instance. You can provide the key pair to Amazon EC2 when you create the instance,
and then use that key pair to authenticate when you connect to the instance.

(® Note

For additional command examples, see the Amazon CLI reference guide.

Topics

Prerequisites
Create a key pair

Display your key pair

Delete your key pair

References

Prerequisites
To run the ec2 commands, you need to:

« Install and configure the Amazon CLI. For more information, see the section called “Install/

Update” and Authentication and access credentials for the Amazon CLI.

» Set your IAM permissions to allow for Amazon EC2 access. For more information about IAM
permissions for Amazon EC2, see |IAM policies for Amazon EC2 in the Amazon EC2 User Guide.
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Create a key pair

To create a key pair, use the aws ec2 create-key-pair command with the --query option,

and the --output text option to pipe your private key directly into a file.

$ aws ec2 create-key-pair --key-name MyKeyPair --query 'KeyMaterial' --output text

> MyKeyPair.pem

For PowerShell, the > file redirection defaults to UTF-8 encoding, which cannot be used with
some SSH clients. So, you must convert the output by piping it to the out-file command and

explicitly set the encoding to ascii.

PS C:\>aws ec2 create-key-pair --key-name MyKeyPair --query 'KeyMaterial' --output text

| out-file -encoding ascii -filepath MyKeyPair.pem

The resulting MyKeyPair. pem file looks similar to the following.

EXAMPLEKEYKCAQEAY7WZhaDsrA1W3mR1QtvhwyORRX8gnxgDAfRt/gx42kWXsT4xrXE/b5CpSgie/
vBoU7jLxx92pNHoFnByP+Dc2leyyz6CvjTmWAQIwfWiW5/akH7105dSrvC7dQkW2duV5QuUdE@QW
Z/aNxMniGQE6XAgfwlnXVBwrerrQo+ZWQeqiUwwMkuEbLeJFLhMCvYURpUMSCloehm449i1x9X1F
G50TCFe0zf18dqqCP6GzbPaljiU19xX/az0R9V+tpUOzEL+wmXnZt3/nHPQ5xvD20JH67km6SuPW
oPzev/D8V+x4+bHthfSjROY7DvQFjfBVwHXigBdtZcU2/wei8D/HYwWIDAQABAOIBAGZ1lkaEvnrqu
/uler7vgIn5m71IN5LKw4hILAIW6tUT/fzvtcHKOSkbQCQXuriHmQ2MQyJX/@kn2NfjLV/ufGxbL1
mb5qwMGUNEpJazD6QSSs3kICLWWUYUiGfcQuiSbmJoap/GTLUOWSMfcv36PaBUNy5p53V6G7hXb2
bahyWyJINfjLe4M86yd2YK3V2CmK+X/B0sShnJ36+hjrXPPWmV3N9zEmCdJjA+K15DYmhm/tJWSD9
810Gk9TopEp7CkIfatEATYyZiVqoRq6k64iuM9IkA30zdXzMQexXVI1TLZVEHOE7bh1Y9d801lozR
0Qs/FiZNAx2iijCWyv@lpjE73+kCgYEAIMZtyhkHkFDpwrSM1APaL8oNAbbjwEy7Z5Mqfql+1Ipl
YkrilL@DbLX1vRAH+yHPRit2hHOjtUNZh4Axv+cpg@9qbUI3+43eEy24B7G/Uh+GTfbjsXs0xQx/x
p9otyVwc7hsQ5TAS5PZb+mvkI50BEKZzet9XcKwONBYELGhnEPe7cCgYEA®6Vgov6YHl1eHui9kHuws
ayav0elc5zkxjFOnfHFIRry21R1trw2Vdpn+9g481URrpzWVOEihvm+xTtmazlSp//1kq75XDwnU
WA8gkn603QE3fq2yN98BURsAKdIfI5RL1IHVGQvTel@HLYYXpInEkHv+Unl2ajLivWUt5pbBrKbUC
gYBjb0+0Zk@sCcpZ29sbzjYjpIddErySIyRX5gV2uNQwAjLdp9PFN295yQ+BxMBXiIycWVQiw®@bH
oMo7yykABY70zd5wQewBQ4AdS1IWSX4nGDtsiFxWiI5sKuAAeOCbTosyls8w8fx0J5Tz1sdoxNeGs
Arq6bWv/G16zQUAE9zK9vVWKBgF+@9VI/1wIBirsDGzOwhVWfFPrTkINvIZzYt69qgezx1lsjgFKshy
WBhd4xHZtmCqpBP1AymEjr/TO1bxyARmXMNIOWIANNXMGB4KGSy11mzSVAoQ+fqR+cI3d@dyP11j
jjb@OEd/NY8fr1INDXxAVHE8BSkdsx2f6ELEYBKISRr9snRA0GAMrTwYneXzvTskF/S5Fyu@iOeglDa
NWUH38v/nDCgEpIXD5HN3gAECcjull jmbwlvtW+nY2jVhv7UGd8MjwUTNGItdbbnsYgM2asrnF3qS
VRKAKKKYeGjkpUfVTrWOYFjXkfcrR/V+QFL50ndHAKIXjW7a4ejILncTzmZSpYzwApc=
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Your private key isn't stored in Amazon and can be retrieved only when it's created. You can't
recover it later. Instead, if you lose the private key, you must create a new key pair.

If you're connecting to your instance from a Linux computer, we recommend that you use the
following command to set the permissions of your private key file so that only you can read it.

$ chmod 400 MyKeyPair.pem

Display your key pair

A "fingerprint" is generated from your key pair, and you can use it to verify that the private key that
you have on your local machine matches the public key that's stored in Amazon.

The fingerprint is an SHA1 hash taken from a DER-encoded copy of the private key. This value is
captured when the key pair is created, and is stored in Amazon with the public key. You can view
the fingerprint in the Amazon EC2 console or by running the Amazon CLI command aws ec2
describe-key-pairs.

The following example displays the fingerprint for MyKeyPair.

$ aws ec2 describe-key-pairs --key-name MyKeyPair

{
"KeyPairs": [
{
"KeyName": "MyKeyPair",
"KeyFingerprint":
"1f:51:3e:28:bf:89:e9:d8:1f:25:5d:37:2d:7d:b8:ca:9f:f5:f1:6f"
}
]
}

For more information about keys and fingerprints, see Amazon EC2 Key Pairs in the Amazon EC2
User Guide.

Delete your key pair

To delete a key pair, run the aws ec2 delete-key-pair command, substituting MyKeyPair

with the name of the pair to delete.

$ aws ec2 delete-key-pair --key-name MyKeyPair
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References
Amazon CLI reference:

e aws ec2

e aws ec2 create-key-pair

e aws ec2 delete-key-pair

e aws ec2 describe-key-pairs

Other reference:

« Amazon Elastic Compute Cloud Documentation

» To view and contribute to Amazon SDK and Amazon CLI code examples, see the Amazon Code
Examples Repository on GitHub.

Creating, configuring, and deleting Amazon EC2 security groups in the Amazon
CLI

You can create a security group for your Amazon Elastic Compute Cloud (Amazon EC2) instances
that essentially operates as a firewall, with rules that determine what network traffic can enter and
leave.

Use the Amazon Command Line Interface (Amazon CLI) to create a security group, add rules to

existing security groups, and delete security groups.

(® Note

For additional command examples, see the Amazon CLI reference guide.

Topics

Prerequisites
Create a security group

Add rules to your security group

Delete your security group

References
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Prerequisites
To run the ec2 commands, you need to:

« Install and configure the Amazon CLI. For more information, see the section called “Install/

Update” and Authentication and access credentials for the Amazon CLI.

» Set your IAM permissions to allow for Amazon EC2 access. For more information about IAM
permissions for Amazon EC2, see |IAM policies for Amazon EC2 in the Amazon EC2 User Guide.

Create a security group
You can create security groups associated with virtual private clouds (VPCs) .

The following aws ec2 create-security-group example shows how to create a security
group for a specified VPC.

$ aws ec2 create-security-group --group-name my-sg --description "My security group" --
vpc-id vpc-1a2b3c4d
{

"GroupId": "sg-903004f8"

To view the initial information for a security group, run the aws ec2 describe-security-

groups command. You can reference an EC2-VPC security group only by its vpc-id, not its name.

$ aws ec2 describe-security-groups --group-ids sg-903004f8

{
"SecurityGroups": [
{
"IpPermissionsEgress": [
{
"IpProtocol": "-1",
"IpRanges": [
{
"CidrIp": "0.0.0.0/0"
}
1,
"UserIdGroupPairs": []
}
1,
"Description": "My security group"
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"IpPermissions": [],
"GroupName": "my-sg",
"VpcId": "vpc-la2b3cad",
"OwnerId": "123456789012",
"GroupId": "sg-903004f8"

Add rules to your security group

When you run an Amazon EC2 instance, you must enable rules in the security group to allow
incoming network traffic for your means of connecting to the image.

For example, if you're launching a Windows instance, you typically add a rule to allow inbound
traffic on TCP port 3389 to support Remote Desktop Protocol (RDP). If you're launching a
Linux instance, you typically add a rule to allow inbound traffic on TCP port 22 to support SSH
connections.

Use the aws ec2 authorize-security-group-ingress command to add a rule to your
security group. A required parameter of this command is the public IP address of your computer, or
the network (in the form of an address range) that your computer is attached to, in CIDR notation.

The following example shows how to add a rule for RDP (TCP port 3389) to an EC2-VPC security
group with the ID sg-903004f8 using your IP address.

To start, find your IP address.

$ curl https://checkip.amazonaws.com
XXX X

You can then add the IP address to your security group by running the aws ec2 authorize-

security-group-ingress command.

$ aws ec2 authorize-security-group-ingress --group-id sg-903004f8 --protocol tcp --port
3389 --cidr x.x.x.x/x

The following command adds another rule to enable SSH to instances in the same security group.

$ aws ec2 authorize-security-group-ingress --group-id sg-903004f8 --protocol tcp --port
22 --cidr x.x.x.x/x
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To view the changes to the security group, run the aws ec2 describe-security-groups

command.

$ aws ec2 describe-security-groups --group-ids sg-903004f8
{

"SecurityGroups": [

{
"IpPermissionsEgress": [
{
"IpProtocol": "-1",
"IpRanges": [
{
"CidrIp": "0.0.0.0/0"
}
1,
"UserIdGroupPairs": []
}
1,
"Description": "My security group"
"IpPermissions": [
{
"ToPort": 22,
"IpProtocol": "tcp",
"IpRanges": [
{
"CidrIp": "x.x.x.x/x"
}
]
"UserIdGroupPairs": [],
"FromPort": 22
}
1,
"GroupName": "my-sg",
"OwnerId": "123456789012",
"GroupId": "sg-903004f8"
}

Delete your security group

To delete a security group, run the aws ec2 delete-security-group command.
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® Note

You can't delete a security group if it's currently attached to an environment.

The following command example deletes an EC2-VPC security group.

$ aws ec2 delete-security-group --group-id sg-903004f8

References

Amazon CLI reference:

e aws ec2

e aws ec2 authorize-security-group-ingress

e aws ec2 create-security-group

e« aws ec2 delete-security-group

e aws ec2 describe-security-groups

Other reference:

« Amazon Elastic Compute Cloud Documentation

» To view and contribute to Amazon SDK and Amazon CLI code examples, see the Amazon Code

Examples Repository on GitHub.

Launching, listing, and deleting Amazon EC2 instances in the Amazon CLI

You can use the Amazon Command Line Interface (Amazon CLI) to launch, list, and delete Amazon
Elastic Compute Cloud (Amazon EC2) instances. If you launch an instance that isn't within the
Amazon Free Tier, you are billed after you launch the instance and charged for the time that the
instance is running, even if it remains idle.

(® Note

For additional command examples, see the Amazon CLI reference guide.
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Topics

« Prerequisites
e Launch your instance

» Add a block device to your instance

« Add a tag to your instance

« Connect to your instance

 List your instances

» Delete your instance

« References

Prerequisites

To run the ec2 commands in this topic, you need to:

« Install and configure the Amazon CLI. For more information, see the section called “Install/
Update” and Authentication and access credentials for the Amazon CLI.

« Set your IAM permissions to allow for Amazon EC2 access. For more information about IAM
permissions for Amazon EC2, see |IAM policies for Amazon EC2 in the Amazon EC2 User Guide.

» Create a key pair and a security group.

« Select an Amazon Machine Image (AMI) and note the AMI ID. For more information, see Finding a
Suitable AMI in the Amazon EC2 User Guide.

Launch your instance

To launch an Amazon EC2 instance using the AMI you selected, use the aws ec2 run-instances
command. You can launch the instance into a virtual private cloud (VPC).

Initially, your instance appears in the pending state, but changes to the running state after a few
minutes.

The following example shows how to launch a t2.micro instance in the specified subnet of a VPC.
Replace the italicized parameter values with your own.

$ aws ec2 run-instances --image-id ami-xxxxxxxx --count 1 --instance-type t2.micro --
key-name MyKeyPair --security-group-ids sg-903004f8 --subnet-id subnet-6e7f829¢

{
"OwnerId": "123456789012",
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"ReservationId": "r-5875ca20",

"Groups": [
{
"GroupName": "my-sg",
"GroupId": "sg-903004f8"
}
1,
"Instances": [
{

"Monitoring": {
"State": "disabled"

I
"PublicDnsName": null,
"Platform": "windows",
"State": {

"Code": 0,

"Name": "pending"
I

"EbsOptimized": false,
"LaunchTime": "2013-07-19T02:42:39.000Z",
"PrivateIpAddress": "10.0.1.114",
"ProductCodes": [],
"VpcId": "vpc-la2b3cad",
"InstanceId": "i-5203422c",
"ImageId": "ami-173d747e",
"PrivateDnsName": "ip-10-0-1-114.ec2.internal",
"KeyName": "MyKeyPair",
"SecurityGroups": [
{
"GroupName": "my-sg",
"GroupId": "sg-903004f8"

iF
"ClientToken": null,
"SubnetId": "subnet-6e7f829e",

"InstanceType": "t2.micro",
"NetworkInterfaces": [
{
"Status": "in-use",

"SourceDestCheck": true,

"VpcId": "vpc-la2b3cad",

"Description": "Primary network interface",
"NetworkInterfaceId": "eni-a7edblc9",
"PrivateIpAddresses": [
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{
"PrivateDnsName": "ip-10-0-1-114.ec2.internal",
"Primary": true,
"PrivateIpAddress": "10.0.1.114"

}

1,
"PrivateDnsName": "ip-10-0-1-114.ec2.internal",
"Attachment": {
"Status": "attached",
"Devicelndex": O,
"DeleteOnTermination": true,
"AttachmentId": "eni-attach-52193138",
"AttachTime": "2013-07-19T02:42:39.000Z"

I
"Groups": [
{
"GroupName": "my-sg",
"GroupId": "sg-903004f8"
}
1,

"SubnetId": "subnet-6e7f829e",
"OwnerId": "123456789012",
"PrivateIpAddress": "10.0.1.114"

1,

"SourceDestCheck": true,

"Placement": {
"Tenancy": "default",
"GroupName": null,
"AvailabilityZone": "us-west-2b"

},
"Hypervisor": "xen",
"BlockDeviceMappings": [
{
"DeviceName": "/dev/sdal",
"Ebs": {
"Status": "attached",
"DeleteOnTermination": true,
"VolumeId": "vol-877166c8",
"AttachTime": "2013-07-19T02:42:39.000Z"
}
}

1,
"Architecture": "x86_64",
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"StateReason": {
"Message": "pending",
"Code": "pending"
I
"RootDeviceName": "/dev/sdal",
"VirtualizationType": "hvm",

"RootDeviceType": "ebs",

"Tags": [
{
"Value": "MyInstance",
"Key": "Name"

]I

"AmiLaunchIndex": 0

Add a block device to your instance

Each instance that you launch has an associated root device volume. You can use block device
mapping to specify additional Amazon Elastic Block Store (Amazon EBS) volumes or instance store
volumes to attach to an instance when it's launched.

To add a block device to your instance, specify the --block-device-mappings option when you
use run-instances.

The following example parameter provisions a standard Amazon EBS volume that is 20 GB in size,
and maps it to your instance using the identifier /dev/sdf.

--block-device-mappings "[{\"DeviceName\":\"/dev/sdf\",\"Ebs\":{\"VolumeSize\":20,
\"DeleteOnTermination\":false}}]"

The following example adds an Amazon EBS volume, mapped to /dev/sdf, based on an existing
snapshot. A snapshot represents an image that is loaded onto the volume for you. When you
specify a snapshot, you don't have to specify a volume size; it will be large enough to hold your
image. However, if you do specify a size, it must be greater than or equal to the size of the
snapshot.

--block-device-mappings "[{\"DeviceName\":\"/dev/sdf\",\"Ebs\":{\"SnapshotId\":\"snap-
alb2c3d4\"}3}1"
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The following example adds two volumes to your instance. The number of volumes available to
your instance depends on its instance type.

--block-device-mappings "[{\"DeviceName\":\"/dev/sdf\",\"VirtualName\":\"ephemeralo\"},
{\"DeviceName\":\"/dev/sdg\",\"VirtualName\" :\"ephemerali\"}]1"

The following example creates the mapping (/dev/sdj), but doesn't provision a volume for the
instance.

--block-device-mappings "[{\"DeviceName\":\"/dev/sdj\",\"NoDevice\":\"\"}]1"

For more information, see Block Device Mapping in the Amazon EC2 User Guide.

Add a tag to your instance

A tag is a label that you assign to an Amazon resource. It enables you to add metadata to your
resources that you can use for a variety of purposes. For more information, see Tagging Your
Resources in the Amazon EC2 User Guide.

The following example shows how to add a tag with the key name "Name" and the value
"MyInstance" to the specified instance, by using the aws ec2 create-tags command.

$ aws ec2 create-tags --resources i-5203422c¢ --tags Key=Name,Value=MyInstance

Connect to your instance

When your instance is running, you can connect to it and use it just as you'd use a computer sitting
in front of you. For more information, see Connect to Your Amazon EC2 Instance in the Amazon
EC2 User Guide.

List your instances

You can use the Amazon CLI to list your instances and view information about them. You can list all
your instances, or filter the results based on the instances that you're interested in.

The following examples show how to use the aws ec?2 describe-instances command.

The following command lists all your instances.

$ aws ec2 describe-instances
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The following command filters the list to only your t2.micro instances and outputs only the
Instanceld values for each match.

$ aws ec2 describe-instances --filters "Name=instance-type,Values=t2.micro" --query
"Reservations[].Instances[].InstanceId"

L
"i-05e998023d9c69f9a"

The following command lists any of your instances that have the tag Name=MyInstance.

$ aws ec2 describe-instances --filters "Name=tag:Name,Values=MyInstance"

The following command lists your instances that were launched using any of the following AMls:
ami-x0123456, ami-y0123456, and ami-z0123456.

$ aws ec2 describe-instances --filters "Name=image-id,Values=ami-x0123456,ami-
y0123456,ami-z0123456"

Delete your instance

You can use the Amazon CLI to terminate (delete) an Amazon EC2 instance when you no longer
need it.

/A Important

Terminating an instance is permanent and irreversible.

After you terminate an instance, you can no longer connect to it, and it can't be recovered.
All attached Amazon EBS volumes that are configured to be deleted on termination are
also permanently deleted and can't be recovered. All data stored on instance store volumes
is permanently lost. For more information, see How instance termination works.

Before you terminate an instance, ensure that you have backed up all data that you need to
retain after the termination to persistent storage.

As soon as the state of the instance changes to shutting-down or terminated, you stop
incurring charges for that instance. If you want to reconnect to an instance later, use stop-instances

instead of terminate-instances. For more information, see Terminate Your Instance in the
Amazon EC2 User Guide.
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The following example shows how to delete an instance using the aws ec2 terminate-

instances command.

$ aws ec2 terminate-instances --instance-ids i-5203422c

{
"TerminatingInstances": [
{
"InstanceId": "i-5203422c",
"CurrentState": {
"Code": 32,
"Name": "shutting-down"
3,
"PreviousState": {
"Code": 16,
"Name": "running"
}
}
]
}
References

Amazon CLI reference:

e aws ec2

e aws ec2 create-tags

e aws ec2 describe-instances

e aws ec2 run-instances

e aws ec2 terminate-instances

Other reference:

« Amazon Elastic Compute Cloud Documentation

» To view and contribute to Amazon SDK and Amazon CLI code examples, see the Amazon Code
Examples Repository on GitHub.
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Change an Amazon EC2 instance type with a bash script in the Amazon CLI

This bash scripting example for Amazon EC2 changes the instance type for an Amazon EC2
instance using the Amazon Command Line Interface (Amazon CLI). It stops the instance if it's
running, changes the instance type, and then, if requested, restarts the instance. Shell scripts are
programs designed to run in a command line interface.

(® Note

For additional command examples, see the Amazon CLI reference guide.

Topics

Before you start

About this example

Parameters

Files

References

Before you start
Before you can run any of the below examples, the following things need to be completed.

« Install and configure the Amazon CLI. For more information, see the section called “Install/

Update” and Authentication and access credentials for the Amazon CLI.

» The profile that you use must have permissions that allow the Amazon operations performed by
the examples.

« A running Amazon EC2 instance in the account for which you have permission to stop and
modify. If you run the test script, it launches an instance for you, tests changing the type, and
then terminates the instance.

« As an Amazon best practice, grant this code least privilege, or only the permissions required
to perform a task. For more information, see Grant Least Privilege in the Amazon Identity and
Access Management (IAM) User Guide.

« This code has not been tested in all Amazon Regions. Some Amazon services are available only in
specific Regions. For more information, see Service Endpoints and Quotas in the Amazon General

Reference Guide.
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« Running this code can result in charges to your Amazon account. It is your responsibility to
ensure that any resources created by this script are removed when you are done with them.

About this example

This example is written as a function in the shell script file change_ec2_instance_type.sh
that you can source from another script or from the command line. Each script file contains
comments describing each of the functions. Once the function is in memory, you can invoke it from
the command line. For example, the following commands change the type of the specified instance
to t2.nano:

$ source ./change_ec2_instance_type.sh
$ ./change_ec2_instance_type -i *instance-id* -t new-type

For the full example and downloadable script files, see Change Amazon EC2 Instance Type in the
Amazon Code Examples Repository on GitHub.

Parameters

-i - (string) Specifies the instance ID to modify.

-t - (string) Specifies the Amazon EC2 instance type to switch to.

-r - (switch) By default, this is unset. If -1 is set, restarts the instance after the type switch.

-f - (switch) By default, the script prompts the user to confirm shutting down the instance before
making the switch. If -f is set, the function doesn't prompt the user before shutting down the
instance to make the type switch

-v - (switch) By default, the script operates silently and displays output only in the event of an
error. If -v is set, the function displays status throughout its operation.

Files
change_ec2_instance_type.sh

The main script file contains the change_ec2_instance_type() function that performs the
following tasks:

« Verifies that the specified Amazon EC2 instance exists.

« Unless -f is selected, warns the user before stopping the instance.
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« Changes the instance type

 If you set -1, restarts the instance and confirms that the instance is running

View the code for change_ec2_instance_type.sh on GitHub.

test_change_ec2_instance_type.sh

The file test_change_ec2_instance_type. sh script tests the various code paths for the
change_ec2_instance_type function. If all steps in the test script work correctly, the test
script removes all resources that it created.

You can run the test script with the following parameters:

» -v - (switch) The each test shows a pass/failure status as they run. By default, the tests runs
silently and the output includes only the final overall pass/failure status.

» -i - (switch) The script pauses after each test to enable you to browse the intermediate results
of each step. Enables you to examine the current status of the instance using the Amazon EC2
console. The script proceeds to the next step after you press ENTER at the prompt.

View the code for test_change_ec2_instance_type.sh on GitHub.

awsdocs_general.sh

The script file awsdocs_general. sh holds general purpose functions used across advanced
examples for the Amazon CLI.

View the code for awsdocs_general.sh on GitHub.

References
Amazon CLI reference:

e aws ec2

e aws ec2 describe-instances

e aws ec2 modify-instance-attribute

e aws ec2 start-instances

e aws ec2 stop-instances

e aws ec2 wait instance-running
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e aws ec2 wait instance-stopped

Other reference:

« Amazon Elastic Compute Cloud Documentation

» To view and contribute to Amazon SDK and Amazon CLI code examples, see the Amazon Code
Examples Repository on GitHub.

Using Amazon Glacier in the Amazon CLI

An introduction to Amazon Glacier

Introduction to Amazon Glacier

This topic shows examples of Amazon CLI commands that perform common tasks for Amazon
Glacier. The examples demonstrate how to use the Amazon CLI to upload a large file to Amazon
Glacier by splitting it into smaller parts and uploading them from the command line.

You can access Amazon Glacier features using the Amazon Command Line Interface (Amazon CLI).
To list the Amazon CLI commands for Amazon Glacier, use the following command.

aws glacier help

® Note

For command reference and additional examples, see aws glacier in the Amazon CLI
Command Reference.

Topics

Prerequisites
Create an Amazon Glacier vault

Prepare a file for uploading

Initiate a multipart upload and upload files

Complete the upload
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¢ Resources

Prerequisites
To run the glacier commands, you need to:

« Install and configure the Amazon CLI. For more information, see the section called “Install/
Update” and Authentication and access credentials for the Amazon CLI.

« This tutorial uses several command line tools that typically come preinstalled on Unix-like
operating systems, including Linux and macOS. Windows users can use the same tools by
installing Cygwin and running the commands from the Cygwin terminal. We note Windows
native commands and utilities that perform the same functions where available.

Create an Amazon Glacier vault

Create a vault with the create-vault command.

$ aws glacier create-vault --account-id - --vault-name myvault
{
"location": "/123456789012/vaults/myvault"
}
(@ Note

All Amazon Glacier commands require an account ID parameter. Use the hyphen character
(--account-id -)to use the current account.

Prepare a file for uploading

Create a file for the test upload. The following commands create a file named largefile that
contains exactly 3 MiB of random data.

Linux or macOS

$ dd if=/dev/urandom of=largefile bs=3145728 count=1
1+@ records in
1+@ records out
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3145728 bytes (3.1 MB) copied, 0.205813 s, 15.3 MB/s

dd is a utility that copies a number of bytes from an input file to an output file. The previous
example uses the system device file /dev/urandom as a source of random data. fsutil performs
a similar function in Windows.

Windows

C:\> fsutil file createnew largefile 3145728
File C:\temp\largefile is created

Next, split the file into 1 MiB (1,048,576 byte) chunks using a file splitter.

$ split -b 1048576 --verbose largefile chunk
creating file ‘chunkaa'
creating file “chunkab'
creating file “chunkac'

Initiate a multipart upload and upload files

Create a multipart upload in Amazon Glacier by using the initiate-multipart-upload
command.

$ aws glacier initiate-multipart-upload --account-id - --archive-description "multipart
upload test" --part-size 1048576 --vault-name myvault
{

"uploadId": "19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCT@3L9yetr220UmPtBYKk-
OsszZtLqyFu7sY1_l1R7vgFulVeNtcV5zps]",

"location": "/123456789012/vaults/myvault/multipart-
uploads/19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCT@3L9yetr22@UmPtBYKk -
OssZtLqyFu7sY1_1R7vgFuJVeNtcV5zps]"

}

Amazon Glacier requires the size of each part in bytes (1 MiB in this example), your vault name, and
an account ID to configure the multipart upload. The Amazon CLI outputs an upload ID when the
operation is complete. Save the upload ID to a shell variable for later use.

Linux or macOS

$ UPLOADID="19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTO3L9yetr220UmPtBYKk-
OssZtLqyFu7sY1_1R7vgFulV6NtcV5zpsJ"
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Windows

C:\> set UPLOADID="19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTO3L9yetr220UmPtBYKk-
OssZtLqyFu7sY1_1R7vgFuJV6NtcV5zpsJ"

Next, use the upload-multipart-part command to upload each of the three parts.

$ aws glacier upload-multipart-part --upload-id $UPLOADID --body chunkaa --range 'bytes

0-1048575/*' --account-id - --vault-name myvault
{
"checksum": "elf2a7cd6e@47fab06fe2f0280350f69b9f8cfab02097a9a026360a7edclf553"
}
$ aws glacier upload-multipart-part --upload-id $UPLOADID --body chunkab --range 'bytes
1048576-2097151/*"' --account-id - --vault-name myvault
{
"checksum": "elf2a7cd6e@47fab06fe2f0280350f69b9f8cfab602097a9a026360a7edclf553"
}
$ aws glacier upload-multipart-part --upload-id $UPLOADID --body chunkac --range 'bytes
2097152-3145727/*' --account-id - --vault-name myvault
{
"checksum": "elf2a7cd6e@47fab06fe2f0280350f69b9f8cfab02097a9a026360a7edclf553"
}
(@ Note

The previous example uses the dollar sign ($) to reference the contents of the UPLOADID
shell variable on Linux. On the Windows command line, use a percent sign (%) on either
side of the variable name (for example, SUPLOADID%).

You must specify the byte range of each part when you upload it so that Amazon Glacier can
reassemble it in the correct order. Each piece is 1,048,576 bytes, so the first piece occupies bytes
0-1048575, the second 1048576-2097151, and the third 2097152-3145727.

Complete the upload

Amazon Glacier requires a tree hash of the original file to confirm that all of the uploaded pieces
reached Amazon intact.

To calculate a tree hash, you must split the file into 1 MiB parts and calculate a binary SHA-256
hash of each piece. Then you split the list of hashes into pairs, combine the two binary hashes in
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each pair, and take hashes of the results. Repeat this process until there is only one hash left. If
there is an odd number of hashes at any level, promote it to the next level without modifying it.

The key to calculating a tree hash correctly when using command line utilities is to store each
hash in binary format and convert to hexadecimal only at the last step. Combining or hashing the
hexadecimal version of any hash in the tree will cause an incorrect result.

(® Note

Windows users can use the type command in place of cat. OpenSSL is available for
Windows at OpenSSL.org.

To calculate a tree hash

1. If you haven't already, split the original file into 1 MiB parts.

$ split --bytes=1048576 --verbose largefile chunk
creating file ‘chunkaa'
creating file “chunkab'
creating file ‘chunkac'

2. Calculate and store the binary SHA-256 hash of each chunk.

$ openssl dgst -sha256 -binary chunkaa > hashil
$ openssl dgst -sha256 -binary chunkab > hash2
$ openssl dgst -sha256 -binary chunkac > hash3

3. Combine the first two hashes and take the binary hash of the result.

$ cat hashl hash2 > hashi12
$ openssl dgst -sha256 -binary hashl2 > hashl2hash

4. Combine the parent hash of chunks aa and ab with the hash of chunk ac and hash the result,
this time outputting hexadecimal. Store the result in a shell variable.

$ cat hashl2hash hash3 > hash123

$ openssl dgst -sha256 hash123

SHA256(hash123)= 9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f0cc@elB8aab?
$ TREEHASH=9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f0cc0el8aab7
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Finally, complete the upload with the complete-multipart-upload command. This command

takes the original file's size in bytes, the final tree hash value in hexadecimal, and your account ID
and vault name.

$ aws glacier complete-multipart-upload --checksum $TREEHASH --archive-size 3145728 --
upload-id $UPLOADID --account-id - --vault-name myvault
{

"archiveId": "d3AbWhEQYE1m6f_fI1jPG82F8xzbMEEZmrA1LGAAONJAZzo5QdP-
N83MKqd96Unspoa5H51ItWX-sK8-QS0ZhwsyGiu9-R-
kwWUyS1dSB1mgPPWkEbeFfqDSav@53rU7FvVLHfRc6hg",

"checksum": "9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f0ccPel8aab7",

"location": "/123456789012/vaults/myvault/archives/
d3AbWhEQYE1m6f_fI1jPG82F8xzbMEEZmrA1LGAAONJAZz0o5QdP-N83MKqd96Unspoa5H51ItWX-sK8-
QS0ZhwsyGiu9-R-kwWUyS1dSB1mgPPWkEbeFfgDSav@53rU7FvVLHfRc6hg"

}

You can also check the status of the vault using the describe-vault command.

$ aws glacier describe-vault --account-id - --vault-name myvault
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws-cn:glacier:us-west-2:123456789012:vaults/myvault",
"LastInventoryDate": "2018-12-07T00:26:19.028Z",
"NumberOfArchives": 1,
"CreationDate": "2018-12-06T21:23:45.708Z",
"VaultName": "myvault"

(® Note

Vault status is updated about once per day. See Working with Vaults for more information.

Now it's safe to remove the chunk and hash files that you created.

$ rm chunk* hash*

For more information on multipart uploads, see Uploading Large Archives in Parts and Computing
Checksums in the Amazon Glacier Developer Guide.
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Resources
Amazon CLI reference:

« aws glacier

e aws glacier complete-multipart-upload

« aws glacier create-vault

e« aws glacier describe-vault

e aws glacier initiate-multipart-upload

Service reference:

Amazon Glacier Developer Guide

Uploading Large Archives in Parts in the Amazon Glacier Developer Guide

Computing Checksums in the Amazon Glacier Developer Guide

Working with Vaults in the Amazon Glacier Developer Guide

Using IAM in the Amazon CLI

An introduction to Amazon Identity and Access Management

Introduction to Amazon Identity and Access Management

You can access the features of Amazon Identity and Access Management (IAM) using the Amazon
Command Line Interface (Amazon CLI). To list the Amazon CLI commands for IAM, use the
following command.

aws iam help

This topic shows examples of Amazon CLI commands that perform common tasks for IAM.

Before you run any commands, set your default credentials. For more information, see Configuring
settings for the Amazon CLI.

For more information on the IAM service, see the Amazon Identity and Access Management User
Guide.
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Topics

» Creating IAM users and groups

« Attaching an IAM managed policy to a user

« Setting an initial password for an IAM user

» Creating an access key for an IAM user

Creating IAM users and groups
To create a group and add a new user to it

1. Usethe create-group command to create the group.

$ aws iam create-group --group-name MyIamGroup

{
"Group": {
"GroupName": "MyIamGroup",
"CreateDate": "2018-12-14T03:03:52.834Z",
"GroupId": "AGPAINUJ2W4IJVEXAMPLE",
"Arn": "arn:aws-cn:iam::123456789012:group/MyIamGroup",
"Path": "/"
}
}

2. Usethe create-user command to create the user.

$ aws iam create-user --user-name MyUser

{
"User": {
"UserName": "MyUser",
"Path": "/",
"CreateDate": "2018-12-14T03:13:02.58172",
"UserId": "AIDAJY2PE5XUZ4EXAMPLE",
"Arn": "arn:aws-cn:iam::123456789012:user/MyUser"
}
}

3. Usethe add-user-to-group command to add the user to the group.

$ aws iam add-user-to-group --user-name MyUser --group-name MyIamGroup
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4. To verify that the MyIamGroup group contains the MyUser, use the get-group command.

$ aws iam get-group --group-name MyIamGroup
{
"Group": {
"GroupName": "MyIamGroup",
"CreateDate": "2018-12-14T03:03:52Z",
"GroupId": "AGPAINUJ2W4IJVEXAMPLE",
"Arn": "arn:aws-cn:iam::123456789012:group/MyIamGroup",
"Path": "/"
b

"Users": [

{
"UserName": "MyUser",
"Path": "/",
"CreateDate": "2018-12-14T03:13:02Z7",
"UserId": "AIDAJY2PESXUZ4EXAMPLE",
"Arn": "arn:aws-cn:iam::123456789012:user/MyUser"

1,

"IsTruncated": "false"

Attaching an IAM managed policy to a user

The policy in this example provides the user with "Power User Access".
To attach an IAM managed policy to a user

1. Determine the Amazon Resource Name (ARN) of the policy to attach. The following command
uses list-policies to find the ARN of the policy with the name PowerUserAccess. It then
stores that ARN in an environment variable.

$ export POLICYARN=$(aws iam list-policies --query 'Policies[?
PolicyName=="PowexrUsexrAccess ].{ARN:Axrn}' --output text) ~
$ echo $POLICYARN

arn:aws-cn:iam: :aws:policy/PowerUserAccess

2. To attach the policy, use the attach-user-policy command, and reference the
environment variable that holds the policy ARN.

1AM 423


https://docs.amazonaws.cn/cli/latest/reference/iam/get-group.html
https://docs.amazonaws.cn/cli/latest/reference/iam/attach-user-policy.html

Amazon Command Line Interface User Guide for Version 2

$ aws iam attach-user-policy --user-name MyUser --policy-arn $POLICYARN

3. Verify that the policy is attached to the user by running the list-attached-user-
policies command.

$ aws iam list-attached-user-policies --user-name MyUser

{
"AttachedPolicies": [
{
"PolicyName": "PowerUserAccess",
"PolicyArn": "arn:aws-cn:iam::aws:policy/PowerUserAccess"
}
]
}

For more information, see Access Management Resources. This topic provides links to an overview
of permissions and policies, and links to examples of policies for accessing Amazon S3, Amazon
EC2, and other services.

Setting an initial password for an IAM user

The following command uses create-login-profile to set an initial password on the specified
user. When the user signs in for the first time, the user is required to change the password to
something that only the user knows.

$ aws iam create-login-profile --user-name MyUser --password My!UserllLogin8P@ssword --
password-reset-required

{
"LoginProfile": {
"UserName": "MyUser",
"CreateDate": "2018-12-14T17:27:18Z2",
"PasswordResetRequired": true
}
}

You can use the update-login-profile command to change the password for a user.

$ aws iam update-login-profile --user-name MyUser --password My!UserlADifferentP@ssword
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Creating an access key for an 1AM user

You can use the create-access-key command to create an access key for a user. An access key is

a set of security credentials that consists of an access key ID and a secret key.

A user can create only two access keys at one time. If you try to create a third set, the command
returns a LimitExceeded error.

$ aws iam create-access-key --user-name MyUser
{
"AccessKey": {
"UserName": "MyUser",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"Status": "Active",
"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2018-12-14T17:34:16Z"

Use the delete-access-key command to delete an access key for a user. Specify which access
key to delete by using the access key ID.

$ aws iam delete-access-key --user-name MyUser --access-key-id AKIAIOSFODNN7EXAMPLE

Using Amazon S3 in the Amazon CLI

An introduction to Amazon Simple Storage Service (Amazon S3)

Introduction to Amazon Simple Storage Service (Amazon S3 - Cloud Storage on Amazon

You can access the features of Amazon Simple Storage Service (Amazon S3) using the Amazon
Command Line Interface (Amazon CLI). Amazon S3 is a highly scalable and durable object storage
service. Amazon S3 is designed to provide virtually unlimited storage capacity, making it an ideal
solution for a wide range of data storage and management needs.

Amazon S3 allows you to store and retrieve any amount of data, from small files to large datasets,
in the form of objects. Each object is stored in a container called a bucket, which can be accessed
and managed through the Amazon Web Services Management Console or programatically through
the Amazon SDKs, tools, and Amazon CLI.
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Including basic storage, Amazon S3 also offers a range of features including lifecycle management,
versioning, scalability, and security. These integrate with other Amazon Web Services services
enabling you to build cloud-based solutions that scale to your needs.

The Amazon CLI provides two tiers of commands for accessing Amazon S3:

» s3 — Custom high-level commands made specifically for the Amazon CLI that simplify performing
common tasks, such as creating, manipulating, deleting, and syncing objects and buckets.

» s3api - Exposes direct access to all Amazon S3 API operations which enables you to carry out
advanced operations.

Topics in this guide:

» Using high-level (s3) commands in the Amazon CLI

» Using API-Level (s3api) commands in the Amazon CLI

» Scripting example for the Amazon S3 bucket lifecycle in the Amazon CLI

Using high-level (s3) commands in the Amazon CLI

This topic describes some of the commands you can use to manage Amazon S3 buckets and objects
using the aws s3 commands in the Amazon CLI. For commands not covered in this topic and
additional command examples, see the aws s3 commands in the Amazon CLI Reference.

The high-level aws s3 commands simplify managing Amazon S3 objects. These commands enable
you to manage the contents of Amazon S3 within itself and with local directories.
Topics

« Prerequisites
» Before you start

o Create a bucket

« List buckets and objects

+ Delete buckets

« Delete objects

« Move objects
» Copy objects
« Sync objects
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» Frequently used options for s3 commands

e Resources

Prerequisites
To run the s3 commands, you need to:

« Install and configure the Amazon CLI. For more information, see the section called “Install/

Update” and Authentication and access credentials for the Amazon CLI.

» The profile that you use must have permissions that allow the Amazon operations performed by
the examples.

« Understand these Amazon S3 terms:
» Bucket - A top-level Amazon S3 folder.
o Prefix — An Amazon S3 folder in a bucket.

o Object — Any item that's hosted in an Amazon S3 bucket.

Before you start
This section describes a few things to note before you use aws s3 commands.
Large object uploads

When you use aws s3 commands to upload large objects to an Amazon S3 bucket, the Amazon
CLI automatically performs a multipart upload. You can't resume a failed upload when using these
aws s3 commands.

If the multipart upload fails due to a timeout, or if you manually canceled in the Amazon CLlI,
the Amazon CLI stops the upload and cleans up any files that were created. This process can take
several minutes.

If the multipart upload or cleanup process is canceled by a kill command or system failure, the
created files remain in the Amazon S3 bucket. To clean up the multipart upload, use the s3api
abort-multipart-upload command.

File properties and tags in multipart copies

When you use the Amazon CLI version 1 version of commands in the aws s3 namespace to
copy a file from one Amazon S3 bucket location to another Amazon S3 bucket location, and
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that operation uses multipart copy, no file properties from the source object are copied to the
destination object.

By default, the Amazon CLI version 2 commands in the s3 namespace that perform multipart
copies transfers all tags and the following set of properties from the source to the destination
copy: content-type, content-language, content-encoding, content-disposition,
cache-control, expires, and metadata.

This can result in additional Amazon API calls to the Amazon S3 endpoint that would
not have been made if you used Amazon CLI version 1. These can include: HeadObject,
GetObjectTagging, and PutObjectTagging.

If you need to change this default behavior in Amazon CLI version 2 commands, use the --copy-
props parameter to specify one of the following options:

« default - The default value. Specifies that the copy includes all tags attached to the source
object and the properties encompassed by the --metadata-directive parameter used for
non-multipart copies: content-type, content-language, content-encoding, content-
disposition, cache-control, expires, and metadata.

« metadata-directive - Specifies that the copy includes only the properties that are encompassed
by the --metadata-directive parameter used for non-multipart copies. It doesn't copy any
tags.

» none - Specifies that the copy includes none of the properties from the source object.
Create a bucket

Use the s3 mb command to make a bucket. Bucket names must be globally unique (unique across
all of Amazon S3) and should be DNS compliant.

Bucket names can contain lowercase letters, numbers, hyphens, and periods. Bucket names can
start and end only with a letter or number, and cannot contain a period next to a hyphen or
another period.

Syntax

$ aws s3 mb <target> [--options]
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s3 mb examples

The following example creates the s3://amzn-s3-demo-bucket bucket.

$ aws s3 mb s3://amzn-s3-demo-bucket

List buckets and objects

To list your buckets, folders, or objects, use the s3 1s command. Using the command without a
target or options lists all buckets.

Syntax

$ aws s3 ls <target> [--options]

For a few common options to use with this command, and examples, see Frequently used options

for s3 commands. For a complete list of available options, see s3 1s in the Amazon CLI Command

Reference.
s3 ls examples

The following example lists all of your Amazon S3 buckets.

$ aws s3 1s
2018-12-11 17:08:50 amzn-s3-demo-bucketl
2018-12-14 14:55:44 amzn-s3-demo-bucket?2

The following command lists all objects and prefixes in a bucket. In this example output, the prefix
example/ has one file named MyFilel. txt.

$ aws s3 1s s3://amzn-s3-demo-bucket
PRE example/
2018-12-04 19:05:48 3 MyFilel.txt

You can filter the output to a specific prefix by including it in the command. The following
command lists the objects in bucket-name/example/ (that is, objects in bucket-name filtered
by the prefix example/).

$ aws s3 l1ls s3://amzn-s3-demo-bucket/example/
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2018-12-06 18:59:32 3 MyFilel.txt

To display only the buckets and objects in a specific region, use the --region options

$ aws s3 l1ls --region us-east-2
2018-12-06 18:59:32 3 MyFilel.txt

If you have a large list of buckets and objects, you can paginated the results using the --max-
items or --page-size options. The --max-items option limits how many total buckets and
objects are returned in a call and the --page-size option limits how many of those are listed on
a page.

$ aws s3 ls --max-items 100 --page-size 10

For more information on pagination, see the section called “--page-size” and the section called “--

max-items”.
Delete buckets
To delete a bucket, use the s3 rb command.

Syntax
$ aws s3 rb <target> [--options]
s3 rb examples
The following example removes the s3://amzn-s3-demo-bucket bucket.

$ aws s3 rb s3://amzn-s3-demo-bucket

By default, the bucket must be empty for the operation to succeed. To remove a bucket that's not
empty, you need to include the - -force option. If you're using a versioned bucket that contains
previously deleted—but retained—objects, this command does not allow you to remove the
bucket. You must first remove all of the content.

The following example deletes all objects and prefixes in the bucket, and then deletes the bucket.

$ aws s3 rb s3://amzn-s3-demo-bucket --force
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Delete objects
To delete objects in a bucket or your local directory, use the s3 rm command.

Syntax

$ aws s3 rm <target> [--options]

For a few common options to use with this command, and examples, see Frequently used options

for s3 commands. For a complete list of options, see s3 rmin the Amazon CLI Command Reference.

s3 rm examples

The following example deletes filename.txt from s3://amzn-s3-demo-bucket/example.

$ aws s3 rm s3://amzn-s3-demo-bucket/example/filename.txt

The following example deletes all objects from s3://amzn-s3-demo-bucket/example using
the --recursive option.

$ aws s3 rm s3://amzn-s3-demo-bucket/example --recursive

Move objects

Use the s3 mv command to move objects from a bucket or a local directory. The s3 mv command
copies the source object or file to the specified destination and then deletes the source object or
file.

Syntax

$ aws s3 mv <source> <target> [--options]

For a few common options to use with this command, and examples, see Frequently used options

for s3 commands. For a complete list of available options, see s3 mv in the Amazon CLI Command
Reference.

/A Warning

If you are using any type of access point ARNs or access point aliases in your Amazon S3
source or destination URIs, you must take extra care that your source and destination
Amazon S3 URIs resolve to different underlying buckets. If the source and destination
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buckets are the same, the source file or object can be moved onto itself, which can result in
accidental deletion of your source file or object. To verify that the source and destination
buckets are not the same, use the --validate-same-s3-paths parameter, or set the
environment variable AWS_CLI_S3_MV_VALIDATE_SAME_S3_ PATHS to true.

s3 mv examples

The following example moves all objects from s3://amzn-s3-demo-bucket/example tos3://
amzn-s3-demo-bucket/.

$ aws s3 mv s3://amzn-s3-demo-bucket/example s3://amzn-s3-demo-bucket/

The following example moves a local file from your current working directory to the Amazon S3
bucket with the s3 mv command.

$ aws s3 mv filename.txt s3://amzn-s3-demo-bucket

The following example moves a file from your Amazon S3 bucket to your current working directory,
where ./ specifies your current working directory.

$ aws s3 mv s3://amzn-s3-demo-bucket/filename.txt ./

Copy objects
Use the s3 cp command to copy objects from a bucket or a local directory.

Syntax

$ aws s3 cp <source> <target> [--options]

You can use the dash parameter for file streaming to standard input (stdin) or standard output
(stdout).

/A Warning

If you're using PowerShell, the shell might alter the encoding of a CRLF or add a CRLF to
piped input or output, or redirected output.
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The s3 cp command uses the following syntax to upload a file stream from stdin to a specified
bucket.

Syntax

$ aws s3 cp - <target> [--options]

The s3 cp command uses the following syntax to download an Amazon S3 file stream for stdout.

Syntax

$ aws s3 cp <target> [--options] -

For a few common options to use with this command, and examples, see Frequently used options

for s3 commands. For the complete list of options, see s3 cp in the Amazon CLI Command
Reference.

s3 cp examples

The following example copies all objects from s3://amzn-s3-demo-bucket/example tos3://
amzn-s3-demo-bucket/.

$ aws s3 cp s3://amzn-s3-demo-bucket/example s3://amzn-s3-demo-bucket/

The following example copies a local file from your current working directory to the Amazon S3
bucket with the s3 cp command.

$ aws s3 cp filename.txt s3://amzn-s3-demo-bucket

The following example copies a file from your Amazon S3 bucket to your current working directory,
where ./ specifies your current working directory.

$ aws s3 cp s3://amzn-s3-demo-bucket/filename.txt ./

The following example uses echo to stream the text "hello world" to the s3://bucket-name/
filename. txt file.

$ echo "hello world" | aws s3 cp - s3://amzn-s3-demo-bucket/filename.txt
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The following example streams the s3://amzn-s3-demo-bucket/filename. txt file to
stdout and prints the contents to the console.

$ aws s3 cp s3://amzn-s3-demo-bucket/filename.txt -
hello world

The following example streams the contents of s3://bucket-name/pre to stdout, uses the
bzip2 command to compress the files, and uploads the new compressed file named key.bz2 to
s3://bucket-name.

$ aws s3 cp s3://amzn-s3-demo-bucket/pre - | bzip2 --best | aws s3 cp - s3://amzn-s3-
demo-bucket/key.bz2

Sync objects

The s3 sync command synchronizes the contents of a bucket and a directory, or the contents of
two buckets. Typically, s3 sync copies missing or outdated files or objects between the source
and target. However, you can also supply the --delete option to remove files or objects from the
target that are not present in the source.

Syntax

$ aws s3 sync <source> <target> [--options]

For a few common options to use with this command, and examples, see Frequently used options

for s3 commands. For a complete list of options, see s3 sync in the Amazon CLI Command

Reference.
s3 sync examples

The following example synchronizes the contents of an Amazon S3 prefix named path in the
bucket named amzn-s3-demo-bucket with the current working directory.

s3 sync updates any files that have a size or modified time that are different from files with the
same name at the destination. The output displays specific operations performed during the sync.
Notice that the operation recursively synchronizes the subdirectory MySubdirectory and its
contents with s3://amzn-s3-demo-bucket/path/MySubdirectory.

$ aws s3 sync . s3://amzn-s3-demo-bucket/path
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upload: MySubdirectory\MyFile3.txt to s3://amzn-s3-demo-bucket/path/MySubdirectory/
MyFile3.txt

upload: MyFile2.txt to s3://amzn-s3-demo-bucket/path/MyFile2.txt

upload: MyFilel.txt to s3://amzn-s3-demo-bucket/path/MyFilel.txt

The following example, which extends the previous one, shows how to use the --delete option.

// Delete local file
$ rm ./MyFilel.txt

// Attempt sync without --delete option - nothing happens
$ aws s3 sync . s3://amzn-s3-demo-bucket/path

// Sync with deletion - object is deleted from bucket
$ aws s3 sync . s3://amzn-s3-demo-bucket/path --delete
delete: s3://amzn-s3-demo-bucket/path/MyFilel.txt

// Delete object from bucket
$ aws s3 rm s3://amzn-s3-demo-bucket/path/MySubdirectory/MyFile3.txt
delete: s3://amzn-s3-demo-bucket/path/MySubdirectory/MyFile3.txt

// Sync with deletion - local file is deleted
$ aws s3 sync s3://amzn-s3-demo-bucket/path . --delete
delete: MySubdirectory\MyFile3.txt

// Sync with Infrequent Access storage class
$ aws s3 sync . s3://amzn-s3-demo-bucket/path --storage-class STANDARD_IA

When using the --delete option, the --exclude and --include options can filter files or
objects to delete during an s3 sync operation. In this case, the parameter string must specify
files to exclude from, or include for, deletion in the context of the target directory or bucket. The
following shows an example.

Assume local directory and s3://amzn-s3-demo-bucket/path currently in sync and each
contains 3 files:

MyFilel.txt

MyFile2.rtf

MyFile88.txt

// Sync with delete, excluding files that match a pattern. MyFile88.txt is deleted,
while remote MyFilel.txt is not.
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$ aws s3 sync . s3://amzn-s3-demo-bucket/path --delete --exclude "path/MyFile?.txt"
delete: s3://amzn-s3-demo-bucket/path/MyFile88.txt

// Sync with delete, excluding MyFile2.rtf - local file is NOT deleted
$ aws s3 sync s3://amzn-s3-demo-bucket/path . --delete --exclude "./MyFile2.rtf"
download: s3://amzn-s3-demo-bucket/path/MyFilel.txt to MyFilel.txt

// Sync with delete, local copy of MyFile2.rtf is deleted
$ aws s3 sync s3://amzn-s3-demo-bucket/path . --delete
delete: MyFile2.rtf

Frequently used options for s3 commands

The following options are frequently used for the commands described in this topic. For a complete
list of options you can use on a command, see the specific command in the Amazon CLI version 2

reference guide.

acl

s3 sync and s3 cp can use the --acl option. This enables you to set the access permissions
for files copied to Amazon S3. The --acl option accepts private, public-read, and
public-read-write values. For more information, see Canned ACL in the Amazon S3 User
Guide.

$ aws s3 sync . s3://amzn-s3-demo-bucket/path --acl public-read

exclude

When you use the s3 cp, s3 mv, s3 sync, or s3 rmcommand, you can filter the results by
using the --exclude or --include option. The --exclude option sets rules to only exclude
objects from the command, and the options apply in the order specified. This is shown in the
following example.

Local directory contains 3 files:
MyFilel.txt
MyFile2.rtf
MyFile88.txt

// Exclude all .txt files, resulting in only MyFile2.rtf being copied
$ aws s3 cp . s3://amzn-s3-demo-bucket/path --exclude "*.txt"
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// Exclude all .txt files but include all files with the "MyFile*.txt" format,
resulting in, MyFilel.txt, MyFile2.rtf, MyFile88.txt being copied

$ aws s3 cp . s3://amzn-s3-demo-bucket/path --exclude "*.txt" --include
"MyFile*.txt"

// Exclude all .txt files, but include all files with the "MyFile*.txt" format,
but exclude all files with the "MyFile?.txt" format resulting in, MyFile2.rtf and
MyFile88.txt being copied

$ aws s3 cp . s3://amzn-s3-demo-bucket/path --exclude "*.txt" --include
"MyFile*.txt" --exclude "MyFile?.txt"

include

When you use the s3 cp, s3 mv, s3 sync, or s3 rmcommand, you can filter the results using
the --exclude or --include option. The --include option sets rules to only include objects
specified for the command, and the options apply in the order specified. This is shown in the
following example.

Local directory contains 3 files:
MyFilel.txt
MyFile2.rtf
MyFile88.txt

// Include all .txt files, resulting in MyFilel.txt and MyFile88.txt being copied
$ aws s3 cp . s3://amzn-s3-demo-bucket/path --include "*.txt"

// Include all .txt files but exclude all files with the "MyFile*.txt" format,
resulting in no files being copied

$ aws s3 cp . s3://amzn-s3-demo-bucket/path --include "*.txt" --exclude
"MyFile*.txt"

// Include all .txt files, but exclude all files with the "MyFile*.txt" format, but
include all files with the "MyFile?.txt" format resulting in MyFilel.txt being
copied

$ aws s3 cp . s3://amzn-s3-demo-bucket/path --include "*.txt" --exclude
"MyFile*.txt" --include "MyFile?.txt"

grant

The s3 cp, s3 mv, and s3 sync commands include a --grants option that you can use
to grant permissions on the object to specified users or groups. Set the --grants option to
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a list of permissions using the following syntax. Replace Permission, Grantee_Type, and
Grantee_ID with your own values.

Syntax

--grants Permission=Grantee_Type=Grantee_ID
[Permission=Grantee_Type=Grantee_ID ...]

Each value contains the following elements:

« Permission - Specifies the granted permissions. Can be set to read, readacl, writeacl,
or full.

« Grantee_Type — Specifies how to identify the grantee. Can be set to uri, emailaddress,
or id.

» Grantee_1ID - Specifies the grantee based on Grantee_Type.

e uri - The group's URI. For more information, see Who is a grantee?

e emailaddress — The account's email address.

e id - The account's canonical ID.

For more information about Amazon S3 access control, see Access control.

The following example copies an object into a bucket. It grants read permissions on the object
to everyone, and full permissions (read, readacl, and writeacl) to the account associated
with usereexample. com.

$ aws s3 cp file.txt s3://amzn-s3-demo-bucket/ --grants read=uri=http://
acs.amazonaws.com.cn/groups/global/AllUsers full=emailaddress=user@example.com

You can also specify a nondefault storage class (REDUCED_REDUNDANCY or STANDARD_IA) for
objects that you upload to Amazon S3. To do this, use the --storage-class option.

$ aws s3 cp file.txt s3://amzn-s3-demo-bucket/ --storage-class REDUCED_REDUNDANCY

no-overwrite

The s3 cp, s3 mv,and s3 sync commands include a --no-overwrite option that you can
use to prevent overwriting objects that already exist at the destination.
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The following example copies an object from a bucket to the local directory only if it does not
already exist in the local directory.

$ aws s3 cp --no-overwrite s3://amzn-s3-demo-bucket/file.txt file.txt

The following example recursively copies files from a local directory to a bucket. It will only
copy files that do not already exist in the bucket.

$ aws s3 cp --recursive --no-overwrite /path/to/demo-files/ s3://amzn-s3-demo-
bucket/demo-files/

The following example moves an object from a local directory to a bucket only if it does not
already exist in the bucket destination location.

$ aws s3 mv --no-overwrite file.txt s3://amzn-s3-demo-bucket/file.txt

The following example syncs files from a local directory to a bucket. It will only sync files that
do not already exist in the destination bucket.

$ aws s3 sync --no-overwrite /path/to/demo-files/ s3://amzn-s3-demo-bucket/demo-
files/

recursive

When you use this option, the command is performed on all files or objects under the specified
directory or prefix. The following example deletes s3://amzn-s3-demo-bucket/path and
all of its contents.

$ aws s3 rm s3://amzn-s3-demo-bucket/path --recursive

Resources
Amazon CLI reference:

e QWS S3

e awWs s3 cp
e aws s3 mb
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e AWS S3 mv
e aws s3 ls
e aws s3 rb
e QWS S3 Im

e aWS S3 sync

Service reference:

Working with Amazon S3 buckets in the Amazon S3 User Guide

Working with Amazon S3 objects in the Amazon S3 User Guide

Listing keys hierarchically using a prefix and delimiter in the Amazon S3 User Guide

Abort multipart uploads to an S3 bucket using the Amazon SDK for .NET (low-level) in the

Amazon S3 User Guide

Using API-Level (s3api) commands in the Amazon CLI

The API-level commands (contained in the s3api command set) provide direct access to the
Amazon Simple Storage Service (Amazon S3) APIs, and enable some operations that are not
exposed in the high-level s3 commands. These commands are the equivalent of the other Amazon
services that provide API-level access to the services' functionality. For more information on the s3
commands, see Using high-level (s3) commands in the Amazon CLI

This topic provides examples that demonstrate how to use the lower-level commands that map to
the Amazon S3 APIs. In addition, you can find examples for each S3 APl command in the s3api
section of the Amazon CLI version 2 reference guide.

Topics

Prerequisites
Apply a custom ACL

Configure a logging policy

Resources

Prerequisites

To run the s3api commands, you need to:
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« Install and configure the Amazon CLI. For more information, see the section called “Install/
Update” and Authentication and access credentials for the Amazon CLI.

« The profile that you use must have permissions that allow the Amazon operations performed by
the examples.

e Understand these Amazon S3 terms:
o Bucket - A top-level Amazon S3 folder.
o Prefix - An Amazon S3 folder in a bucket.

o Object — Any item that's hosted in an Amazon S3 bucket.

Apply a custom ACL

With high-level commands, you can use the --acl option to apply predefined access control lists
(ACLs) to Amazon S3 objects. But you can't use that command to set bucket-wide ACLs. However,
you can do this by using the put-bucket-acl API-level command.

The following example shows how to grant full control to two Amazon users (user1@example.com
and user2@example.com) and read permission to everyone. The identifier for "everyone" comes
from a special URI that you pass as a parameter.

$ aws s3api put-bucket-acl --bucket amzn-s3-demo-bucket --grant-full-control
'emailaddress="userl@example.com" ,emailaddress="user2@example.com"' --grant-read
'uri="http://acs.amazonaws.com.cn/groups/global/AllUsers"'

For details about how to construct the ACLs, see PUT Bucket acl in the Amazon Simple Storage

Service API Reference. The s3api ACL commands in the CLI, such as put-bucket-acl, use the
same shorthand argument notation.

Configure a logging policy
The APl command put-bucket-logging configures a bucket logging policy.

In the following example, the Amazon user user@example.com is granted full control over the log
files, and all users have read access to them. Notice that the put-bucket-acl command is also
required to grant the Amazon S3 log delivery system (specified by a URI) the permissions needed
to read and write the logs to the bucket.

$ aws s3api put-bucket-acl --bucket amzn-s3-demo-bucket --grant-read-acp
'URI="http://acs.amazonaws.com.cn/groups/s3/LogDelivery"' --grant-write 'URI="http://
acs.amazonaws.com.cn/groups/s3/LogDelivery"’
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$ aws s3api put-bucket-logging --bucket amzn-s3-demo-bucket --bucket-logging-status
file://logging.json

The 1logging. json file in the previous command has the following content.

{
"LoggingEnabled": {
"TargetBucket": "amzn-s3-demo-bucket",
"TargetPrefix": "amzn-s3-demo-bucketlLogs/",
"TargetGrants": [
{
"Grantee": {
"Type": "AmazonCustomerByEmail",
"EmailAddress": "user@example.com"
b
"Permission": "FULL_CONTROL"
b
{
"Grantee": {
"Type": "Group",
"URI": "http://acs.amazonaws.com.cn/groups/global/AllUsers"
3,
"Permission": "READ"
}
]
}
}
Resources

Amazon CLI reference:

e aws s3api
e aws s3api put-bucket-acl

e aws s3api put-bucket-logging

Service reference:

« Working with Amazon S3 buckets in the Amazon S3 User Guide

« Working with Amazon S3 objects in the Amazon S3 User Guide

o Listing keys hierarchically using a prefix and delimiter in the Amazon S3 User Guide
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o Abort multipart uploads to an S3 bucket using the Amazon SDK for .NET (low-level) in the
Amazon S3 User Guide

Scripting example for the Amazon S3 bucket lifecycle in the Amazon CLI

This topic uses a bash scripting example for Amazon S3 bucket lifecycle operations using the
Amazon Command Line Interface (Amazon CLI). This scripting example uses the aws s3api set of
commands. Shell scripts are programs designed to run in a command line interface.

Topics

Before you start

About this example

Files

References

Before you start
Before you can run any of the below examples, the following things need to be completed.

« Install and configure the Amazon CLI. For more information, see the section called “Install/

Update” and Authentication and access credentials for the Amazon CLI.

» The profile that you use must have permissions that allow the Amazon operations performed by
the examples.

« As an Amazon best practice, grant this code least privilege, or only the permissions required to
perform a task. For more information, see Grant Least Privilege in the IAM User Guide.

 This code has not been tested in all Amazon Regions. Some Amazon services are available only in
specific Regions. For more information, see Service Endpoints and Quotas in the Amazon General

Reference Guide.

« Running this code can result in charges to your Amazon account. It is your responsibility to
ensure that any resources created by this script are removed when you are done with them.

The Amazon S3 service uses the following terms:

o Bucket — A top level Amazon S3 folder.
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e Prefix — An Amazon S3 folder in a bucket.

o Object — Any item hosted in an Amazon S3 bucket.

About this example

This example demonstrates how to interact with some of the basic Amazon S3 operations using a
set of functions in shell script files. The functions are located in the shell script file named bucket-
operations.sh. You can call these functions in another file. Each script file contains comments
describing each of the functions.

To see the intermediate results of each step, run the script with a -i parameter. You can view the
current status of the bucket or its contents using the Amazon S3 console. The script only proceeds
to the next step when you press enter at the prompt.

For the full example and downloadable script files, see Amazon S3 Bucket Lifecycle Operations in
the Amazon Code Examples Repository on GitHub.

Files

The example contains the following files:

bucket-operations.sh

This main script file can be sourced from another file. It includes functions that perform the
following tasks:

» Creating a bucket and verifying that it exists

« Copying a file from the local computer to a bucket

» Copying a file from one bucket location to a different bucket location
« Listing the contents of a bucket

» Deleting a file from a bucket

» Deleting a bucket

View the code for bucket-operations.sh on GitHub.
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test-bucket-operations.sh

The shell script file test-bucket-operations.sh demonstrates how to call the functions

by sourcing the bucket-operations. sh file and calling each of the functions. After calling

functions, the test script removes all resources that it created.

View the code for test-bucket-operations.sh on GitHub.

awsdocs-general.sh

The script file awsdocs-general. sh holds general purpose functions used across advanced

code examples for the Amazon CLI.

View the code for awsdocs-general. sh on GitHub.

References

Amazon CLI reference:

e aws s3api

aws

s3api

create-bucket

aws

s3api

copy-object

aws

s3api

delete-bucket

aws

s3api

delete-object

aws

s3api

head-bucket

aws

s3api

list-objects

aws

s3api

put-object

Other reference:

« Working with Amazon S3 buckets in the Amazon S3 User Guide

« Working with Amazon S3 objects in the Amazon S3 User Guide

» To view and contribute to Amazon SDK and Amazon CLI code examples, see the Amazon Code

Examples Repository on GitHub.
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Accessing Amazon SNS in the Amazon CLI

You can access the features of Amazon Simple Notification Service (Amazon SNS) using the
Amazon Command Line Interface (Amazon CLI). To list the Amazon CLI commands for Amazon
SNS, use the following command.

aws sns help

Before you run any commands, set your default credentials. For more information, see Configuring
settings for the Amazon CLI.

This topic shows examples of Amazon CLI commands that perform common tasks for Amazon SNS.

Topics

» Create a topic

» Subscribe to a topic

» Publish to a topic

» Unsubscribe from a topic

» Delete a topic

Create a topic

To create a topic, use the sns create-topic command and specify the name to assign to the
topic.

$ aws sns create-topic --name my-topic

{
"TopicArn": "arn:aws-cn:sns:us-west-2:123456789012:my-topic"

Make a note of the response's TopicArn, which you use later to publish a message.
Subscribe to a topic

To subscribe to a topic, use the sns subscribe command.

The following example specifies the email protocol and an email address for the notification-
endpoint.
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$ aws sns subscribe --topic-arn arn:aws-cn:sns:us-west-2:123456789012:my-topic --
protocol email --notification-endpoint saanvi@example.com

{

"SubscriptionArn": "pending confirmation"

Amazon immediately sends a confirmation message by email to the address you specified in the
subscribe command. The email message has the following text.

You have chosen to subscribe to the topic:
arn:aws-cn:sns:us-west-2:123456789012:my-topic

To confirm this subscription, click or visit the following link (If this was in error
no action is necessary):

Confirm subscription

After the recipient clicks the Confirm subscription link, the recipient's browser displays a
notification message with information similar to the following.

Subscription confirmed!
You have subscribed saanvieexample.com to the topic:my-topic.

Your subscription's id is:
arn:aws-cn:sns:us-west-2:123456789012:my-topic:1328f057-de93-4c15-512e-8bb22EXAMPLE

If it was not your intention to subscribe, click here to unsubscribe.

Publish to a topic

To send a message to all subscribers of a topic, use the sns publish command.

The following example sends the message "Hello World!" to all subscribers of the specified topic.

$ aws sns publish --topic-arn arn:aws-cn:sns:us-west-2:123456789012:my-topic --
message "Hello World!"

{
"Messageld": "4e4l1661d-5eec-5ddf-8dab-2c867EXAMPLE"

In this example, Amazon sends an email message with the text "Hello World!" to
saanvieexample.com.
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Unsubscribe from a topic

To unsubscribe from a topic and stop receiving messages published to that topic, use the sns
unsubscribe command and specify the ARN of the topic you want to unsubscribe from.

$ aws sns unsubscribe --subscription-arn arn:aws-cn:sns:us-west-2:123456789012:my-
topic:1328f057-de93-4c15-512e-8bb22EXAMPLE

To verify that you successfully unsubscribed, use the sns list-subscriptions command to

confirm that the ARN no longer appears in the list.

$ aws sns list-subscriptions

Delete a topic

To delete a topic, run the sns delete-topic command.

$ aws sns delete-topic --topic-arn arn:aws-cn:sns:us-west-2:123456789012:my-topic

To verify that Amazon successfully deleted the topic, use the sns list-topics command to

confirm that the topic no longer appears in the list.

$ aws sns list-topics

Amazon CLI command examples

The code examples in this topic show you how to use the Amazon Command Line Interface with
Amazon.

Basics are code examples that show you how to perform the essential operations within a service.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Scenarios are code examples that show you how to accomplish specific tasks by calling multiple
functions within a service or combined with other Amazon Web Services services.

Some services contain additional example categories that show how to leverage libraries or
functions specific to the service.
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Services

o ACM examples using Amazon CLI

» API Gateway examples using Amazon CLI

» APl Gateway HTTP and WebSocket APl examples using Amazon CLI

« APl Gateway Management APl examples using Amazon CLI

» App Mesh examples using Amazon CLI

« App Runner examples using Amazon CLI

» Amazon AppConfig examples using Amazon CLI

» Application Auto Scaling examples using Amazon CLI

» Application Discovery Service examples using Amazon CLI

« Application Signals examples using Amazon CLI

» AppRegistry examples using Amazon CLI

» Athena examples using Amazon CLI

» Auto Scaling examples using Amazon CLI

» Auto Scaling Plans examples using Amazon CLI

o Amazon Backup examples using Amazon CLI

« Amazon Batch examples using Amazon CLI

« Amazon Budgets examples using Amazon CLI

« Amazon Chime examples using Amazon CLI

» Cloud Control APl examples using Amazon CLI

« Amazon Cloud Map examples using Amazon CLI

« Amazon Cloud9 examples using Amazon CLI

« Amazon CloudFormation examples using Amazon CLI

» CloudFront examples using Amazon CLI

o Amazon CloudSearch examples using Amazon CLI

o CloudTrail examples using Amazon CLI

o CloudWatch examples using Amazon CLI

o CloudWatch Logs examples using Amazon CLI
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o CloudWatch Network Monitoring examples using Amazon CLI

» CloudWatch Observability Access Monitor examples using Amazon CLI

» CloudWatch Observability Admin examples using Amazon CLI

» CloudWatch Synthetics examples using Amazon CLI

o CodeArtifact examples using Amazon CLI

o CodeBuild examples using Amazon CLI

o CodeCommit examples using Amazon CLI

o CodeDeploy examples using Amazon CLI

o CodeGuru Reviewer examples using Amazon CLI

o CodePipeline examples using Amazon CLI

« AWS CodeStar Notifications examples using Amazon CLI

» CodeConnections examples using Amazon CLI

« Amazon Cognito Identity examples using Amazon CLI

« Amazon Cognito Identity Provider examples using Amazon CLI

« Amazon Comprehend examples using Amazon CLI

« Amazon Comprehend Medical examples using Amazon CLI

« Amazon Config examples using Amazon CLI

« Amazon Connect examples using Amazon CLI

« Amazon Cost and Usage Report examples using Amazon CLI

» Cost Explorer Service examples using Amazon CLI

» Firehose examples using Amazon CLI

« Amazon Data Lifecycle Manager examples using Amazon CLI

« Amazon Data Pipeline examples using Amazon CLI

» DataSync examples using Amazon CLI

o DAX examples using Amazon CLI

» Detective examples using Amazon CLI

» Device Farm examples using Amazon CLI

« Amazon Direct Connect examples using Amazon CLI
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« Amazon Directory Service examples using Amazon CLI

« Amazon Directory Service Data examples using Amazon CLI

« Amazon DMS examples using Amazon CLI

« Amazon DocumentDB examples using Amazon CLI

« DynamoDB examples using Amazon CLI

« DynamoDB Streams examples using Amazon CLI

« Amazon EC2 examples using Amazon CLI

« Amazon EC2 Instance Connect examples using Amazon CLI

« Amazon ECR examples using Amazon CLI

o Amazon ECR Public examples using Amazon CLI

« Amazon ECS examples using Amazon CLI

» Amazon EFS examples using Amazon CLI

« Amazon EKS examples using Amazon CLI

« Elastic Beanstalk examples using Amazon CLI

 Elastic Load Balancing - Version 1 examples using Amazon CLI

 Elastic Load Balancing - Version 2 examples using Amazon CLI

« ElastiCache examples using Amazon CLI

» MediaStore examples using Amazon CLI

« Amazon EMR examples using Amazon CLI

« Amazon EMR on EKS examples using Amazon CLI

» EventBridge examples using Amazon CLI

» EventBridge Pipes examples using Amazon CLI

» Firewall Manager examples using Amazon CLI

« Amazon FIS examples using Amazon CLI

o Amazon Gamelift Servers examples using Amazon CLI

« Amazon Glacier examples using Amazon CLI

» Global Accelerator examples using Amazon CLI

« Amazon Glue examples using Amazon CLI
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o GuardDuty examples using Amazon CLI

« Amazon Health examples using Amazon CLI

» Healthlmaging examples using Amazon CLI

» HealthLake examples using Amazon CLI

» HealthOmics examples using Amazon CLI

« IAM examples using Amazon CLI

o IAM Access Analyzer examples using Amazon CLI

» Image Builder examples using Amazon CLI

 Incident Manager examples using Amazon CLI

 Incident Manager Contacts examples using Amazon CLI

« Amazon Inspector examples using Amazon CLI

« Amazon loT examples using Amazon CLI

o Amazon loT Analytics examples using Amazon CLI

» Device Advisor examples using Amazon CLI

o Amazon loT data examples using Amazon CLI

« Amazon loT Events examples using Amazon CLI

« Amazon loT Events-Data examples using Amazon CLI

« Amazon loT Greengrass examples using Amazon CLI

o Amazon loT Greengrass V2 examples using Amazon CLI

« Amazon loT Jobs SDK release examples using Amazon CLI

« Amazon loT SiteWise examples using Amazon CLI

« Amazon loT Things Graph examples using Amazon CLI

o Amazon loT Wireless examples using Amazon CLI

« Amazon IVS examples using Amazon CLI

o Amazon IVS Chat examples using Amazon CLI

o Amazon IVS Real-Time Streaming examples using Amazon CLI

« Amazon Kendra examples using Amazon CLI

 Kinesis examples using Amazon CLI

Command examples 452



Amazon Command Line Interface User Guide for Version 2

» Amazon KMS examples using Amazon CLI

» Lake Formation examples using Amazon CLI

» Lambda examples using Amazon CLI

» License Manager examples using Amazon CLI

 Lightsail examples using Amazon CLI

» Macie examples using Amazon CLI

o Amazon Managed Grafana examples using Amazon CLI

» MediaConnect examples using Amazon CLI

» MediaConvert examples using Amazon CLI

» Medialive examples using Amazon CLI

» MediaPackage examples using Amazon CLI

» MediaPackage VOD examples using Amazon CLI

» MediaStore Data Plane examples using Amazon CLI

» MediaTailor examples using Amazon CLI

« MemoryDB examples using Amazon CLI

« Amazon MSK examples using Amazon CLI

» Network Flow Monitor examples using Amazon CLI

» Network Manager examples using Amazon CLI

» OpenSearch Service examples using Amazon CLI

» Organizations examples using Amazon CLI

« Amazon Outposts examples using Amazon CLI

« Amazon Payment Cryptography examples using Amazon CLI

« Amazon Payment Cryptography Data Plane examples using Amazon CLI

« Amazon Pinpoint examples using Amazon CLI

« Amazon Polly examples using Amazon CLI

« Amazon Price List examples using Amazon CLI

« Amazon Private CA examples using Amazon CLI

« Amazon Proton examples using Amazon CLI
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« Amazon RDS examples using Amazon CLI

« Amazon RDS Data Service examples using Amazon CLI

« Amazon RDS Performance Insights examples using Amazon CLI

« Amazon Redshift examples using Amazon CLI

« Amazon Rekognition examples using Amazon CLI

« Amazon RAM examples using Amazon CLI

» Resource Explorer examples using Amazon CLI

» Resource Groups examples using Amazon CLI

» Resource Groups Tagging APl examples using Amazon CLI

» Route 53 examples using Amazon CLI

« Route 53 domain registration examples using Amazon CLI

» Route 53 Profiles examples using Amazon CLI

» Route 53 Resolver examples using Amazon CLI

« Amazon S3 examples using Amazon CLI

« Amazon S3 Control examples using Amazon CLI

» Secrets Manager examples using Amazon CLI

o Security Hub CSPM examples using Amazon CLI

o Security Lake examples using Amazon CLI

« Amazon Serverless Application Repository examples using Amazon CLI

» Service Catalog examples using Amazon CLI

» Service Quotas examples using Amazon CLI

« Amazon SES examples using Amazon CLI

o Shield examples using Amazon CLI

» Signer examples using Amazon CLI

« Snowball Edge examples using Amazon CLI

« Amazon SNS examples using Amazon CLI

« Amazon SQS examples using Amazon CLI

» Storage Gateway examples using Amazon CLI
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o Amazon STS examples using Amazon CLI

« Amazon Web Services Support examples using Amazon CLI

« Amazon SWF examples using Amazon CLI

« Systems Manager examples using Amazon CLI

« Amazon Textract examples using Amazon CLI

« Amazon Transcribe examples using Amazon CLI

« Amazon Translate examples using Amazon CLI

» Trusted Advisor examples using Amazon CLI

» Verified Permissions examples using Amazon CLI

« VPC Lattice examples using Amazon CLI

« Amazon WAF Classic examples using Amazon CLI

« Amazon WAF Classic Regional examples using Amazon CLI

o Amazon WAFV2 examples using Amazon CLI

» WorkDocs examples using Amazon CLI

« Amazon WorkMail examples using Amazon CLI

« Amazon WorkMail Message Flow examples using Amazon CLI

» WorkSpaces examples using Amazon CLI

» X-Ray examples using Amazon CLI

ACM examples using Amazon CLI

The following code examples show you how to perform actions and implement common scenarios
by using the Amazon Command Line Interface with ACM.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

ACM 455



Amazon Command Line Interface User Guide for Version 2

Actions
add-tags-to-certificate
The following code example shows how to use add-tags-to-certificate.
Amazon CLI
To add tags to an existing ACM Certificate

The following add-tags-to-certificate command adds two tags to the specified
certificate. Use a space to separate multiple tags:

aws acm add-tags-to-certificate --certificate-
arn arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
tags Key=Admin,Value=Alice Key=Purpose,Value=Website

» For API details, see AddTagsToCertificate in Amazon CLI Command Reference.

delete-certificate
The following code example shows how to use delete-certificate.
Amazon CLI

To delete an ACM certificate from your account

The following delete-certificate command deletes the certificate with the specified ARN:

aws acm delete-certificate --certificate-
arn arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012

» For API details, see DeleteCertificate in Amazon CLI Command Reference.

describe-certificate
The following code example shows how to use describe-certificate.
Amazon CLI

To retrieve the fields contained in an ACM certificate
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The following describe-certificate command retrieves all of the fields for the certificate
with the specified ARN:

aws acm describe-certificate --certificate-
arn arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012

Output similar to the following is displayed:

"Certificate": {
"CertificateArn":
"arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012",
"CreatedAt": 1446835267.0,
"DomainName": "www.example.com",
"DomainValidationOptions": [
{
"DomainName": "www.example.com",
"ValidationDomain": "www.example.com",
"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"owner@example.com.whoisprivacyservice.org",
"techeexample.com.whoisprivacyservice.org",
"admin@example.com.whoisprivacyservice.org",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"
]
1,
{

"DomainName": "www.example.net",

"ValidationDomain": "www.example.net",

"ValidationEmails": [
"postmaster@example.net",
"admin@example.net",
"owner@example.net.whoisprivacyservice.org",
"techeexample.net.whoisprivacyservice.org",
"admin@example.net.whoisprivacyservice.org",
"hostmaster@example.net",
"administrator@example.net",
"webmaster@example.net"

ACM 457



Amazon Command Line Interface User Guide for Version 2

1,

"InUseBy": [],
"IssuedAt": 1446835815.0,
"Issuer": "Amazon",

"KeyAlgorithm": "RSA-2048",
"NotAfter": 1478433600.0,
"NotBefore": 1446768000.0,
"Serial": "Of:ac:b@:a3:8d:ea:65:52:2d:7d:01:3a:39:36:db:d6",
"SignatureAlgorithm": "SHA256WITHRSA",
"Status": "ISSUED",
"Subject": "CN=www.example.com",
"SubjectAlternativeNames": [
"www.example.com",
"www.example.net"

» For API details, see DescribeCertificate in Amazon CLI Command Reference.

export-certificate
The following code example shows how to use export-certificate.
Amazon CLI

To export a private certificate issued by a private CA.

The following export-certificate command exports a private certificate, certificate chain,
and private key to your display:

aws acm export-certificate --certificate-
arn arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
passphrase file://path-to-passphrase-file

To export the certificate, chain, and private key to a local file, use the following command:

aws acm export-certificate --certificate-
arn arn:aws:acm:region:sccount:certificate/12345678-1234-1234-1234-123456789012 --
passphrase file://path-to-passphrase-file > c:\temp\export.txt

« For API details, see ExportCertificate in Amazon CLI Command Reference.
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get-certificate

The following code example shows how to use get-certificate.

Amazon CLI

To retrieve an ACM certificate

aws acm get-certificate --certificate-

The following get-certificate command retrieves the certificate for the specified ARN and
the certificate chain:

arn arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012

Output similar to the following is displayed:

"Certificate": "----- BEGIN CERTIFICATE-----
MIICiTCCAfICCQD6M70RwOuUX0jANBgkghkiGOw@BAQUFADCBiDELMAKGALUEBhMC
VVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6
b24xFDASBgNVBASTC@1BTSBDb25zb2x1MRIWEAYDVQQDEwW1UZXN@Q21sYWMxHzAd
BgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb2@wHhcNMTEWNDI1IMFA@GNTIXxWhcN
MTIWNDIOMjAONTIXxWjCBiDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYD
VQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBASTCO1BTSBDb252Z
b2x1MRIWEAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFt
YXpvbi5jb20wgZ8wDQYJIKoZIhvcNAQEBBQADgYQAMIGIA0GBAMaK@dn+a4GmWIW]
21uUSTfwfEvySWtC2XADZ4nB+BLYgVIk6@CpiwsZ3G93vUEIO3IyNoH/fOwWYK8mOT
rDHudUZg3qX4walG5M4&3q7Wgc/MbQITx0USQv7c7ugFFDZzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEWDQYJKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylwax1Aoo7TIHidbtS4J5iNmZgXL@OFkb
FFBjvSfpJlIll@@zbhNYS5f6GuUoEDMFI10ZXxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbzZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

"CertificateChain": "----- BEGIN CERTIFICATE-----
MIICiTCCAfICCQD6M70RwOUX0jANBgkghkiGOw@BAQUFADCBiDELMAKGALIUEBhMC
VVMxCzAJBgNVBAgTA1dBMRAWDgYDVQQHEWdTZWF@dGx1MQ8wDQYDVQQKEwWZBbWF6
b24xFDASBgNVBASTC@O1BTSBDb25zb2x1MRIWEAYDVQQDEW1UZXN@Q21sYWMxHzAd
BgkghkiGO9w@BCQEWEG5vb251QGFtYXpvbi5jb2@wHhcNMTEWNDI1IMFA@ONTIxXWhcN
MTIWNDIOMjAONTIxWjCBiDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYD
VQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwWZBbWF6b24xFDASBgNVBASTCO1BTSBDb25zZ
b2x1MRIWEAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFt
YXpvbi5jb20wgzZ8wDQYJIKoZIhvcNAQEBBQADgYQAMIGIA0GBAMaK@dn+a4GmWIW]
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21uUSTfwfEvySWtC2XADZ4nB+BLYgVIk6@CpiwsZ3G93vUEIO3IyNoH/fOwWYK8mIOT
rDHudUZg3qX4wal.G5M43q7Wgc/MbQITx0USQv7c7ugFFDZzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEWDQYJKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylwax1Aoo7TIHidbtS435iNmZgXL@OFkb
FFBjvSfplIll0@zbhNYS5f6GUOEDMFI10ZXxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbzZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

MIICiTCCAfICCQD6M70RwOuUX0jANBgkghkiGOw@BAQUFADCBiDELMAKGALUEBhMC
VVMxCzAJBgNVBAgTA1dBMRAWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwWZBbWF6
b24xFDASBgNVBAsSTC@1BTSBDb25zb2x1MRIWEAYDVQQDEwW1UZXN@Q21sYWMxHzAd
BgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb2@wHhcNMTEWNDI1IMFA@GNTIXxWhcN
MTIWNDI@OMjAONTIXxWjCBiDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYD
VQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBASTCO1BTSBDb252Z
b2x1MRIWEAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFt
YXpvbi5jb20wgzZ8wDQYJIKoZIhvcNAQEBBQADgYQAMIGIA0GBAMaK@dn+a4GmWIW]
21uUSTfwfEvySWtC2XADZ4nB+BLYgVIk6@CpiwsZ3G93vUEIO3IyNoH/fOwWYK8mIOT
rDHudUZg3qX4wal.G5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBZzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEWDQYJKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylwax1Aoo7TIHidbtS435iNmZgXL@Fkb
FFBjvSfplIll@@zbhNYS5f6GUoEDMFI10ZXxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbzZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

MIICiTCCAfICCQD6M70RwOuUX0jANBgkghkiGOw@BAQUFADCBiDELMAKGALUEBhMC
VVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwWZBbWF6
b24xFDASBgNVBAsSTC@1BTSBDb25zb2x1MRIWEAYDVQQDEwW1UZXN@Q21sYWMxHzAd
BgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb2@wHhcNMTEWNDI1IMFA@GNTIXxWhcN
MTIWNDI@OMjAONTIXxWjCBiDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYD
VQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBASTCO1BTSBDb25Z
b2x1MRIWEAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFt
YXpvbi5jb20wgZ8wDQYJIKoZIhvcNAQEBBQADgYQAMIGIA0GBAMaK@dn+a4GmWIW]
21uUSTfwfEvySWtC2XADZ4nB+BLYgVIk6@CpiwsZ3G93vUEIO3IyNoH/fOwWYK8mIOT
rDHudUZg3qX4wal.G5M43G7Wgc/MbQITx0USQv7c7ugFFDZzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEWDQYJKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylwax1Aoo7TIHidbtS4J5iNmZgXL@Fkb
FFBjvSfplIll@@zbhNYS5f6GUOEDMFI10ZXxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbzZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

« For API details, see GetCertificate in Amazon CLI Command Reference.

ACM

460


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/get-certificate.html

Amazon Command Line Interface User Guide for Version 2

import-certificate
The following code example shows how to use import-certificate.
Amazon CLI

To import a certificate into ACM.

The following import-certificate command imports a certificate into ACM. Replace the file
names with your own:

aws acm import-certificate --certificate file://Certificate.pem --certificate-
chain file://CertificateChain.pem --pxivate-key file://PrivateKey.pem

» For API details, see ImportCertificate in Amazon CLI Command Reference.

list-certificates
The following code example shows how to use 1ist-certificates.
Amazon CLI

To list the ACM certificates for an Amazon account

The following 1ist-certificates command lists the ARNs of the certificates in your
account:

aws acm list-certificates

The preceding command produces output similar to the following:

"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012",
"DomainName": "www.example.com"
.
{

"CertificateArn": "arn:aws:acm:region:account:certificate/aaaaaaaa-bbbb-
cccc-dddd-eeeeeeceeeceee",
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"DomainName": "www.example.net"

You can decide how many certificates you want to display each time you call 1ist-
certificates. For example, if you have four certificates and you want to display no more
than two at a time, set the max-items argument to 2 as in the following example:

aws acm list-certificates --max-items 2

Two certificate ARNs and a NextToken value will be displayed:

"CertificateSummarylList": [

{
"CertificateArn": "arn:aws:acm:region:account: \
certificate/12345678-1234-1234-1234-123456789012",
"DomainName": "www.example.com"
b
{
"CertificateArn": "arn:aws:acm:region:account: \
certificate/aaaaaaaa-bbbb-cccc-dddd-eeeceeceeceeceee",
"DomainName": "www.example.net"
}
1,

"NextToken": "9f4d9f69-275a-41fe-b58e-2b837bd9bas8"

To display the next two certificates in your account, set this NextToken value in your next call:

aws acm list-certificates --max-items 2 --next-token 9f4d9f69-275a-41fe-
b58e-2b837bd9ba48

You can filter your output by using the certificate-statuses argument. The following
command displays certificates that have a PENDING_VALIDATION status:

aws acm list-certificates --certificate-statuses PENDING_VALIDATION

You can also filter your output by using the includes argument. The following command
displays certificates filtered on the following properties. The certificates to be displayed:
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- Specify that the RSA algorithm and a 2048 bit key are used to generate key pairs.
- Contain a Key Usage extension that specifies that the certificates can be used to
create digital signatures.

- Contain an Extended Key Usage extension that specifies that the certificates can

be used for code signing.

aws acm list-certificates --max-items 10 --includes
extendedKeyUsage=CODE_SIGNING, keyUsage=DIGITAL_SIGNATURE,b keyTypes=RSA_2048

o For API details, see ListCertificates in Amazon CLI Command Reference.

list-tags-for-certificate
The following code example shows how to use 1ist-tags-for-certificate.
Amazon CLI

To list the tags applied to an ACM Certificate

The following 1ist-tags-for-certificate command lists the tags applied to a certificate
in your account:

aws acm list-tags-for-certificate --certificate-
arn arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012

The preceding command produces output similar to the following:

{
"Tags": [
{
"Value": "Website",
"Key": "Purpose"
1,
{
"Value": "Alice",
"Key": "Admin"
}
]
}

« For API details, see ListTagsForCertificate in Amazon CLI Command Reference.
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remove-tags-from-certificate
The following code example shows how to use remove-tags-from-certificate.
Amazon CLI

To remove a tag from an ACM Certificate

The following remove-tags-from-certificate command removes two tags from the
specified certificate. Use a space to separate multiple tags:

aws acm remove-tags-from-certificate --certificate-
arn arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
tags Key=Admin,Value=Alice Key=Purpose,Value=Website

» For API details, see RemoveTagsFromCertificate in Amazon CLI Command Reference.

request-certificate
The following code example shows how to use request-certificate.
Amazon CLI

To request a new ACM certificate

The following request-certificate command requests a new certificate for the
www.example.com domain using DNS validation:

aws acm request-certificate --domain-name www.example.com --validation-method DNS

You can enter an idempotency token to distinguish between calls to request-certificate:

aws acm request-certificate --domain-name www.example.com --validation-method DNS --
idempotency-token 91adc45q

You can enter one or more subject alternative names to request a certificate that will protect
more than one apex domain:

aws acm request-certificate --domain-name example.com --validation-method DNS --
idempotency-token 91adc45q --subject-alternative-names www.example.net
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You can enter an alternative name that can also be used to reach your website:

aws acm request-certificate --domain-name example.com --validation-method DNS --
idempotency-token 91adc45q --subject-alternative-names www.example.com

You can use an asterisk (*) as a wildcard to create a certificate for several subdomains in the
same domain:

aws acm request-certificate --domain-name example.com --validation-method DNS --
idempotency-token 91adc45q --subject-alternative-names #*.example.com

You can also enter multiple alternative names:

aws acm request-certificate --domain-name example.com --validation-method DNS --
subject-alternative-names b.example.com c.example.com d.example.com

If you are using email for validation, you can enter domain validation options to specify the
domain to which the validation email will be sent:

aws acm request-certificate --domain-name example.com --validation-
method EMAIL --subject-alternative-names www.example.com --domain-validation-
options DomainName=example.com,ValidationDomain=example.com

The following command opts out of certificate transparency logging when you request a new
certificate:

aws acm request-certificate --domain-name www.example.com --validation-method DNS --
options CertificateTransparencylLoggingPreference=DISABLED --idempotency-token 184627

» For API details, see RequestCertificate in Amazon CLI Command Reference.

resend-validation-email
The following code example shows how to use resend-validation-email.
Amazon CLI

To resend validation email for your ACM certificate request
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The following resend-validation-email command tells the Amazon certificate authority to
send validation email to the appropriate addresses:

aws acm resend-validation-email --certificate-
arn arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
domain www.example.com --validation-domain example.com

« For API details, see ResendValidationEmail in Amazon CLI Command Reference.

update-certificate-options
The following code example shows how to use update-certificate-options.
Amazon CLI

To update the certificate options

The following update-certificate-options command opts out of certificate transparency
logging:

aws acm update-certificate-options --certificate-
arn arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
options CertificateTransparencyloggingPreference=DISABLED

» For API details, see UpdateCertificateOptions in Amazon CLI Command Reference.

APl Gateway examples using Amazon CLI

The following code examples show you how to perform actions and implement common scenarios
by using the Amazon Command Line Interface with APl Gateway.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

« Actions
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Actions
create-api-key
The following code example shows how to use create-api-key.
Amazon CLI
To create an API key that is enabled for an existing APl and Stage

Command:

aws apigateway create-api-key --name 'Dev API Key' --description 'Used for
development' --enabled --stage-keys restApild='alb2c3d4e5',stageName="'dev'

« For API details, see CreateApiKey in Amazon CLI Command Reference.

create-authorizer
The following code example shows how to use create-authorizer.
Amazon CLI
Example 1: To create a token-based APl Gateway Custom Authorizer for the API

The following create-authorizer example creates a token-based authorizer.

aws apigateway create-authorizer \
--rest-api-id 1234123412 \
--name 'First_Token_Custom_Authorizer' \
--type TOKEN \
--authorizer-uri 'arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123412341234: function:customAuthFunction/invocations' \
--identity-source 'method.request.header.Authorization' \
--authorizer-result-ttl-in-seconds 300

Output:

"authType": "custom",
"name": "First_Token_Custom_Authorizer",
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"authorizerUri": "arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123412341234:function:customAuthFunction/invocations",
"authorizerResultTtlInSeconds": 300,

"identitySource": "method.request.header.Authorization",
"type": "TOKEN",
"id": "z40xj0"

Example 2: To create a Cognito User Pools based APl Gateway Custom Authorizer for the API

The following create-authorizer example creates a Cognito User Pools based APl Gateway
Custom Authorizer.

aws apigateway create-authorizer \
--rest-api-id 1234123412 \
--name 'First_Cognito_Custom_Authorizer' \
--type COGNITO_USER_POOLS \

--provider-arns 'arn:aws:cognito-idp:us-east-1:123412341234:usexpool/us-
east-1_alWcZeQbuD' \

--identity-source 'method.request.header.Authorization'

Output:
{
"authType": "cognito_user_pools",
"identitySource": "method.request.header.Authorization",
"name": "First_Cognito_Custom_Authorizer",

"providerARNs": [

"arn:aws:cognito-idp:us-east-1:342398297714:userpool/us-east-1_qwbzZzQhzE"
1,
"type": "COGNITO_USER_POOLS",
"id": "Syidit"

Example 3: To create a request-based APl Gateway Custom Authorizer for the API

The following create-authorizer example creates a request-based authorizer.

aws apigateway create-authorizer \
--rest-api-id 1234123412 \
--name 'First_Request_Custom_Authorizer' \
--type REQUEST \
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--authorizer-uri 'arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/

arn:aws:lambda:us-west-2:123412341234:function:customAuthFunction/invocations' \
--identity-source 'method.request.header.Authorization,context.accountId' \
--authorizer-result-ttl-in-seconds 300

Output:
{
"id": "z40xjo",
"name": "First_Request_Custom_Authorizer",

"type": "REQUEST",

"authType": "custom",

"authorizerUri": "arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123412341234:function:customAuthFunction/invocations",

"identitySource": "method.request.header.Authorization, context.accountId",

"authorizerResultTtlInSeconds": 300

» For API details, see CreateAuthorizer in Amazon CLI Command Reference.

create-base-path-mapping

The following code example shows how to use create-base-path-mapping.

Amazon CLI
To create the base path mapping for a custom domain name

Command:

aws apigateway create-base-path-mapping --domain-name subdomain.domain.tld --rest-
api-id 1234123412 --stage prod --base-path vi

« For API details, see CreateBasePathMapping in Amazon CLI Command Reference.

create-deployment
The following code example shows how to use create-deployment.

Amazon CLI

To deploy the configured resources for an APl to a new Stage
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Command:

aws apigateway create-deployment --rest-api-id 1234123412 --stage-name dev --stage-
description 'Development Stage' --description 'First deployment to the dev stage'

To deploy the configured resources for an API to an existing stage

Command:

aws apigateway create-deployment --rest-api-id 1234123412 --stage-name dev --
description 'Second deployment to the dev stage'

To deploy the configured resources for an API to an existing stage with Stage Variables

aws apigateway create-deployment --rest-api-id 1234123412 --stage-name dev --description
'Third deployment to the dev stage' --variables key='value',otherKey="'otherValue'

» For API details, see CreateDeployment in Amazon CLI Command Reference.

create-domain-name-access-association

The following code example shows how to use create-domain-name-access-association.

Amazon CLI
To create a domain name access association

The following create-domain-name-access-association example creates a domain
name access association between a private custom domain name and VPC endpoint.

aws apigateway create-domain-name-access-association \
--domain-name-arn arn:aws:apigateway:us-west-2:111122223333:/domainnames/
my.private.domain.tld+abcd1234 \
--access-association-source vpce-abcdl234efg \
--access-association-source-type VPCE

Output:
{
"domainNameAccessAssociationArn": "arn:aws:apigateway:us-west-2:012345678910:/
domainnameaccessassociations/domainname/my.private.domain.tld/vpcesource/vpce-
abcd1234efg
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"accessAssociationSource": "vpce-abcdl234efg",
"accessAssociationSourceType": "VPCE",

"domainNameArn" : "arn:aws:apigateway:us-west-2:111122223333:/domainnames/
private.example.com+abcd1234"

}

For more information, see Custom domain names for private APIs in APl Gateway in the Amazon
AP| Gateway Developer Guide.

» For API details, see CreateDomainNameAccessAssociation in Amazon CLI Command Reference.

create-domain-name
The following code example shows how to use create-domain-name.
Amazon CLI

Example 1: To create a public custom domain name

The following create-domain-name example creates a public custom domain name.

aws apigateway create-domain-name \
--domain-name 'my.domain.tld' \
--certificate-name 'my.domain.tld cert'\

--certificate-arn 'arn:aws:acm:us-east-1:012345678910:certificate/fbib9770-
a305-495d-aefb-27e5e101ff3"'

Output:
{
"domainName": "my.domain.tld",
"certificateName": "my.domain.tld cert",

"certificateArn": "arn:aws:acm:us-east-1:012345678910:certificate/fblb9770-
a305-495d-aefb-27e5e101ff3",

"certificateUploadDate": "2024-10-08T11:29:49-07:00",
"distributionDomainName": "abcdl234.cloudfront.net",
"distributionHostedZoneId": "Z2FDTNDATAQYW2",
"endpointConfiguration": {
"types": [
"EDGE"

iy
"domainNameStatus": "AVAILABLE",
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"securityPolicy": "TLS_1_2"

For more information, see Custom domain name for public REST APIs in APl Gateway in the
Amazon API Gateway Developer Guide.

Example 2: To create a private custom domain name

The following create-domain-name example creates a private custom domain name.

aws apigateway create-domain-name \

--domain-name 'my.private.domain.tld' \

--certificate-name 'my.domain.tld cert' \

--certificate-arn 'arn:aws:acm:us-east-1:012345678910:certificate/fbib9770-
a305-495d-aefb-27e5e101ff3"' \

--endpoint-configuration '{"types': ["PRIVATE"]}' \

--security-policy 'TLS_1_2' \

--policy file://policy.json

Contents of policy. json:

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "execute-api:Invoke",
"Resource": [
"execute-api:/*"
]
I
{
"Effect": "Deny",
"Principal": "*",
"Action": "execute-api:Invoke",

"Resource": [
"execute-api:/*"
1,
"Condition" : {
"StringNotEquals": {
"aws:SourceVpce": "vpce-abcdl234efg"
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}
}
]
}
Output:
{
"domainName": "my.private.domain.tld",
"domainNameId": "abcd1234",
"domainNameArn": "arn:aws:apigateway:us-east-1:012345678910:/domainnames/

my.private.domain.tld+abcd1234",
"certificateArn": "arn:aws:acm:us-east-1:012345678910:certificate/fb1lb9770-
a305-495d-aefb-27e5e101ff3",
"certificateUploadDate": "2024-09-10T10:31:20-07:00",
"endpointConfiguration": {
"types": [
"PRIVATE"

.

"domainNameStatus": "AVAILABLE",

"securityPolicy": "TLS_1_2",

"policy": "{\"Version\":\"2012-10-17\",\"Statement\":[{\"Effect\":
\"Allow\",\"Principal\":\"*\",\"Action\":\"execute-api:Invoke\",\"Resource\":
\"arn:aws:execute-api:us-east-1:012345678910:/domainnames/my.private.domain.tld
+abcd1234\"}, {\"Effect\":\"Deny\",\"Principal\":\"*\",\"Action\":\"execute-
api:Invoke\",\"Resource\":\"arn:aws:execute-api:us-east-1:012345678910:/domainnames/
my.private.domain.tld+abcd1234\",\"Condition\":{\"StringNotEquals\":{\"aws:SourceVpc
\":\"vpc-1la2b3cad\"}}3}1}"

}

For more information, see Custom domain name for public REST APIs in API Gateway in the
Amazon API Gateway Developer Guide.

» For API details, see CreateDomainName in Amazon CLI Command Reference.

create-model
The following code example shows how to use create-model.
Amazon CLI

To create a model for an API
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Command:

aws apigateway create-model --rest-api-id 1234123412 --name 'firstModel' --
description 'The First Model' --content-type 'application/json' --schema
'{ "$schema": "http://json-schema.org/draft-04/schema#", "title": "firstModel",
"type": "object", "properties": { "firstProperty" : { "type'": "object",
"properties'": { "key": { "type": "string" } } } } }'

Output:
{
"contentType": "application/json",
"description": "The First Model",
"name": "firstModel",
"id": "2rzgol",

"schema": "{ \"$schema\": \"http://json-schema.org/draft-04/schema#\", \"title
\": \"firstModel\", \"type\": \"object\", \"properties\": { \"firstProperty
\" ¢ { \"type\": \"object\", \"properties\": { \"key\": { \"type\": \"string
\"}}}} 1}
}

« For API details, see CreateModel in Amazon CLI Command Reference.

create-resource
The following code example shows how to use create-resource.
Amazon CLI

To create a resource in an API

Command:

aws apigateway create-resource --rest-api-id 1234123412 --parent-id alb2c3 --path-
part 'new-resource'

« For API details, see CreateResource in Amazon CLI Command Reference.

create-rest-api

The following code example shows how to use create-rest-api.
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Amazon CLI
To create an API

Command:

aws apigateway create-rest-api --name 'My First API' --description 'This is my first
API'

To create a duplicate API from an existing API
Command:

aws apigateway create-rest-api --name 'Copy of My First API' --description 'This is
a copy of my first API' --clone-from 1234123412

» For API details, see CreateRestApi in Amazon CLI Command Reference.

create-stage
The following code example shows how to use create-stage.
Amazon CLI
To create a stage in an APl which will contain an existing deployment

Command:

aws apigateway create-stage --rest-api-id 1234123412 --stage-name 'dev' --
description 'Development stage' --deployment-id alb2c3

To create a stage in an APl which will contain an existing deployment and custom Stage
Variables

Command:

aws apigateway create-stage --rest-api-id 1234123412 --stage-name 'dev’
--description 'Development stage' --deployment-id alb2c3 --variables
key="'value',otherKey="'otherValue'
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» For API details, see CreateStage in Amazon CLI Command Reference.

create-usage-plan-key
The following code example shows how to use create-usage-plan-key.
Amazon CLI

Associate an existing APl key with a Usage Plan

Command:

aws apigateway create-usage-plan-key --usage-plan-id alb2c3 --key-type "API_KEY" --
key-id 4vq3yryqm5

» For API details, see CreateUsagePlanKey in Amazon CLI Command Reference.

create-usage-plan
The following code example shows how to use create-usage-plan.
Amazon CLI

To create a usage plan with throttle and quota limits that resets at the beginning of the
month

Command:

aws apigateway create-usage-plan --name "New Usage Plan" --description "A new usage
plan" --throttle burstLimit=10,ratelLimit=5 --quota limit=500,o0ffset=0,period=MONTH

» For API details, see CreateUsagePlan in Amazon CLI Command Reference.

delete-api-key
The following code example shows how to use delete-api-key.
Amazon CLI

To delete an API key
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Command:

aws apigateway delete-api-key --api-key 8bk1k8bl11k3sB38D9B310enyWT8c0@9B301kq0Oblk

« For API details, see DeleteApiKey in Amazon CLI Command Reference.

delete-authorizer

The following code example shows how to use delete-authorizer.

Amazon CLI
To delete a Custom Authorizer in an API

Command:

aws apigateway delete-authorizer --rest-api-id 1234123412 --authorizer-id 7gkfbo

« For API details, see DeleteAuthorizer in Amazon CLI Command Reference.

delete-base-path-mapping

The following code example shows how to use delete-base-path-mapping.

Amazon CLI
To delete a base path mapping for a custom domain name

Command:

aws apigateway delete-base-path-mapping --domain-name 'api.domain.tld' --base-path
'dev'

» For API details, see DeleteBasePathMapping in Amazon CLI Command Reference.

delete-client-certificate

The following code example shows how to use delete-client-certificate.
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Amazon CLI
To delete a client certificate

Command:

aws apigateway delete-client-certificate --client-certificate-id aib2c3

» For API details, see DeleteClientCertificate in Amazon CLI Command Reference.

delete-deployment

The following code example shows how to use delete-deployment.

Amazon CLI
To delete a deployment in an API

Command:

aws apigateway delete-deployment --rest-api-id 1234123412 --deployment-id aib2c3

« For API details, see DeleteDeployment in Amazon CLI Command Reference.

delete-domain-name-access-association
The following code example shows how to use delete-domain-name-access-association.
Amazon CLI

To delete a domain name access association

The following delete-domain-name-access-association example deletes a domain
name access association between a private custom domain name and VPC endpoint.

aws apigateway delete-domain-name-access-association \

--domain-name-access-association-arn arn:aws:apigateway:us-west-2:012345678910:/
domainnameaccessassociations/domainname/my.private.domain.tld/vpcesource/vpce-
abcdi234efg
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This command produces no output.

For more information, see Custom domain names for private APIs in APl Gateway in the Amazon
AP| Gateway Developer Guide.

» For API details, see DeleteDomainNameAccessAssociation in Amazon CLI Command Reference.

delete-domain-name

The following code example shows how to use delete-domain-name.

Amazon CLI
To delete a custom domain name

Command:

aws apigateway delete-domain-name --domain-name 'api.domain.tld'

« For API details, see DeleteDomainName in Amazon CLI Command Reference.

delete-integration-response

The following code example shows how to use delete-integration-response.

Amazon CLI

To delete an integration response for a given resource, method, and status code in an API

Command:

aws apigateway delete-integration-response --rest-api-id 1234123412 --resource-
id aib2c3 --http-method GET --status-code 200

» For API details, see DeletelntegrationResponse in Amazon CLI Command Reference.

delete-integration

The following code example shows how to use delete-integration.
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Amazon CLI
To delete an integration for a given resource and method in an API

Command:

aws apigateway delete-integration --rest-api-id 1234123412 --resource-id alb2c3 --
http-method GET

« For API details, see Deletelntegration in Amazon CLI Command Reference.

delete-method-response
The following code example shows how to use delete-method-response.
Amazon CLI
To delete a method response for the given resource, method, and status code in an API

Command:

aws apigateway delete-method-response --rest-api-id 1234123412 --resource-id alb2c3
--http-method GET --status-code 200

« For API details, see DeleteMethodResponse in Amazon CLI Command Reference.

delete-method
The following code example shows how to use delete-method.
Amazon CLI

To delete a method for the given resource in an API

Command:

aws apigateway delete-method --rest-api-id 1234123412 --resource-id alb2c3 --http-
method GET

« For API details, see DeleteMethod in Amazon CLI Command Reference.
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delete-model
The following code example shows how to use delete-model.
Amazon CLI

To delete a model in the given API

Command:
aws apigateway delete-model --rest-api-id 1234123412 --model-name 'customModel'

« For API details, see DeleteModel in Amazon CLI Command Reference.

delete-resource
The following code example shows how to use delete-resource.
Amazon CLI

To delete a resource in an API

Command:
aws apigateway delete-resource --rest-api-id 1234123412 --rxesource-id alb2c3

« For API details, see DeleteResource in Amazon CLI Command Reference.

delete-rest-api
The following code example shows how to use delete-rest-api.
Amazon CLI

To delete an API

Command:
aws apigateway delete-rest-api --rest-api-id 1234123412

» For API details, see DeleteRestApi in Amazon CLI Command Reference.
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delete-stage
The following code example shows how to use delete-stage.
Amazon CLI

To delete a stage in an API

Command:
aws apigateway delete-stage --rest-api-id 1234123412 --stage-name 'dev'

« For API details, see DeleteStage in Amazon CLI Command Reference.

delete-usage-plan-key
The following code example shows how to use delete-usage-plan-key.
Amazon CLI

To remove an API key from a Usage Plan

Command:

aws apigateway delete-usage-plan-key --usage-plan-id alb2c3 --key-
id 1INbjQzMReAkeEQPNAW8xr3dXsU2xrDD7fc7f2Sipnu

» For API details, see DeleteUsagePlanKey in Amazon CLI Command Reference.

delete-usage-plan
The following code example shows how to use delete-usage-plan.
Amazon CLI

To delete a Usage Plan

Command:

aws apigateway delete-usage-plan --usage-plan-id alb2c3
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» For API details, see DeleteUsagePlan in Amazon CLI Command Reference.

flush-stage-authorizers-cache
The following code example shows how to use flush-stage-authorizers-cache.
Amazon CLI

To flush all authorizer cache entries on a stage

Command:

aws apigateway flush-stage-authorizers-cache --rest-api-id 1234123412 --stage-
name dev

» For API details, see FlushStageAuthorizersCache in Amazon CLI Command Reference.

flush-stage-cache
The following code example shows how to use flush-stage-cache.
Amazon CLI

To flush the cache for an API's stage

The following flush-stage-cache example flushes the cache of a stage.

aws apigateway flush-stage-cache \
--rest-api-id 1234123412 \
--stage-name dev

This command produces no output.

For more information, see Flush the API stage cache in APl Gateway in the Amazon API Gateway
Developer Guide.

» For API details, see FlushStageCache in Amazon CLI Command Reference.

generate-client-certificate

The following code example shows how to use generate-client-certificate.
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Amazon CLI

To create a Client-Side SSL Certificate

Command:

aws apigateway generate-client-certificate --description 'My First Client
Certificate'

» For API details, see GenerateClientCertificate in Amazon CLI Command Reference.

get-account

The following code example shows how to use get-account.

Amazon CLI
To get APl Gateway account settings

Command:

aws apigateway get-account

Output:

"cloudwatchRoleArn": "arn:aws:iam::123412341234:r0le/
APIGatewayToCloudwWatchLogsRole",
"throttleSettings": {
"rateLimit": 500.0,
"burstLimit": 1000

« For API details, see GetAccount in Amazon CLI Command Reference.

get-api-key

The following code example shows how to use get-api-key.

AP| Gateway

484


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/apigateway/generate-client-certificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/apigateway/get-account.html

Amazon Command Line Interface User Guide for Version 2

Amazon CLI
To get the information about a specific APl key

Command:

aws apigateway get-api-key --api-key 8bk1k8bl1k3sB38D9B310enyWT8c09B301kq0blk

Output:

"description": "My first key",

"enabled": true,

"stageKeys": [
"alb2c3d4e5/dev",
"e5d4c3b2al/dev"

1,

"lastUpdatedDate": 1456184515,

"createdDate": 1456184452,

"id": "8bklk8bl1k3sB38D9B310enyWT8c@9B301kqdblk",
"name": "My key"

« For API details, see GetApiKey in Amazon CLI Command Reference.

get-api-keys
The following code example shows how to use get-api-keys.
Amazon CLI

To get the list of API keys

Command:
aws apigateway get-api-keys

Output:

AP| Gateway

485


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/apigateway/get-api-key.html

Amazon Command Line Interface User Guide for Version 2

"items": [
{
"description": "My first key",
"enabled": true,
"stageKeys": [
"alb2c3d4e5/dev",
"e5d4c3b2al/dev"

1,

"lastUpdatedDate": 1456184515,

"createdDate": 1456184452,

"id": "8bklk8b1l1k3sB38D9B310enyWT8c@9B301kqdblk",
"name": "My key"

« For API details, see GetApiKeys in Amazon CLI Command Reference.

get-authorizer

The following code example shows how to use get-authorizer.

Amazon CLI
To get the APl Gateway per-API Authorizer settings

Command:

aws apigateway get-authorizer --rest-api-id 1234123412 --authorizer-id gfi4n3

Output:
{
"authorizerResultTtlInSeconds": 300,
"name": "MyAuthorizer",
"type": "TOKEN",
"identitySource": "method.request.header.Authorization",

"authorizerUri": "arn:aws:apigateway:us-west-2:1lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123412341234:function:authorizer_function/invocations",
"id": "gfi4n3"
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» For API details, see GetAuthorizer in Amazon CLI Command Reference.

get-authorizers

The following code example shows how to use get-authorizers.

Amazon CLI
To get the list of authorizers for a REST API

Command:

aws apigateway get-authorizers --rest-api-id 1234123412

Output:

"items": [
{

"name": "MyAuthorizer",

"authorizerUri": "arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/
functions/arn:aws:lambda:us-west-2:123412341234:function:My_Authorizer_Function/
invocations",

"authorizerResultTtlInSeconds": 300,

"identitySource": "method.request.header.Authorization",
"type": "TOKEN",
"id": "gfi4n3"

« For API details, see GetAuthorizers in Amazon CLI Command Reference.

get-base-path-mapping
The following code example shows how to use get-base-path-mapping.
Amazon CLI

To get the base path mapping for a custom domain name

Command:
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aws apigateway get-base-path-mapping --domain-name subdomain.domain.tld --base-
path vi

Output:

"basePath": "v1",
"restApiId": "1234w4321e",
Ilstagell: Ilapill

« For API details, see GetBasePathMapping in Amazon CLI Command Reference.

get-base-path-mappings
The following code example shows how to use get-base-path-mappings.
Amazon CLI

To get the base path mappings for a custom domain name

Command:

aws apigateway get-base-path-mappings --domain-name subdomain.domain.tld

Output:
{
"items": [
{
"basePath": "(none)",
"restApiId": "1234w4321e",
"stage": "dev"
},
{
"basePath": "v1",
"restApiId": "1234w4321e",
"stage": "api"
}
]
}
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» For API details, see GetBasePathMappings in Amazon CLI Command Reference.

get-client-certificate
The following code example shows how to use get-client-certificate.
Amazon CLI

To get a client certificate

Command:
aws apigateway get-client-certificate --client-certificate-id aib2c3

» For API details, see GetClientCertificate in Amazon CLI Command Reference.

get-client-certificates
The following code example shows how to use get-client-certificates.
Amazon CLI

To get a list of client certificates

Command:

aws apigateway get-client-certificates

Output:
{
"items": [
{
"pemEncodedCertificate": "----- BEGIN CERTIFICATE----- <certificate
content> ----- END CERTIFICATE----- ",
"clientCertificateId": "alb2c3",
"expirationDate": 1483556561,
"description": "My Client Certificate",
"createdDate": 1452020561
}
]
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}

« For API details, see GetClientCertificates in Amazon CLI Command Reference.

get-deployment
The following code example shows how to use get-deployment.
Amazon CLI

To get information about a deployment

Command:

aws apigateway get-deployment --rest-api-id 1234123412 --deployment-id ztt4m2

Output:

"description": "myDeployment",
"id": "ztt4m2",
"createdDate": 1455218022

» For API details, see GetDeployment in Amazon CLI Command Reference.

get-deployments
The following code example shows how to use get-deployments.
Amazon CLI

To get a list of deployments for a REST API

Command:

aws apigateway get-deployments --rest-api-id 1234123412

Output:
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"items": [
{
"createdDate": 1453797217,
"id": "@a2bsc",
"description": "Deployed my API for the first time"

» For API details, see GetDeployments in Amazon CLI Command Reference.

get-domain-name-access-associations
The following code example shows how to use get-domain-name-access-associations.

Amazon CLI
Example 1: To list all domain name access associations

The following get-domain-name-access-associations example lists all domain name
access associations.

aws apigateway get-domain-name-access-associations

Output:

"items": [

{

"domainNameAccessAssociationArn": "arn:aws:apigateway:us-
west-2:012345678910: /domainnameaccessassociations/domainname/my.private.domain.tld/
vpcesource/vpce-abcdl234efg

"accessAssociationSource": "vpce-abcdl234efg",

"accessAssociationSourceType": "VPCE",

"domainNameArn" : "arn:aws:apigateway:us-west-2:111122223333:/domainnames/
private.example.com+abcd1234"

}

For more information, see Custom domain names for private APIs in APl Gateway in the Amazon

API Gateway Developer Guide.
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Example 2: To list all domain name access associations owned by this Amazon account

The following get-domain-name-access-associations example lists all the domain name
access associations owned by the current Amazon account.

aws apigateway get-domain-name-access-associations \
--resource-owner SELF

Output:

"items": [

{

"domainNameAccessAssociationArn": "arn:aws:apigateway:us-
west-2:012345678910: /domainnameaccessassociations/domainname/my.private.domain.tld/
vpcesource/vpce-abcdl234efg

"accessAssociationSource": "vpce-abcdl234efg",

"accessAssociationSourceType": "VPCE",

"domainNameArn" : "arn:aws:apigateway:us-west-2:111122223333:/domainnames/
private.example.com+abcdl1234"

}

For more information, see Custom domain names for private APIs in APl Gateway in the Amazon

API Gateway Developer Guide.

« For API details, see GetDomainNameAccessAssociations in Amazon CLI Command Reference.

get-domain-name
The following code example shows how to use get-domain-name.
Amazon CLI

Example 1: To get information about a public custom domain name

The following get -domain-name example gets information about a public custom domain

name.

aws apigateway get-domain-name \
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--domain-name api.domain.tld

Output:
{
"domainName": "api.domain.tld",
"distributionDomainName": "dla2f3a4c506d.cloudfront.net",
"certificateName": "uploadedCertificate",

"certificateUploadDate": 1462565487

For more information, see Custom domain name for public REST APIs in APl Gateway in the
Amazon API Gateway Developer Guide.

Example 2: To get information about a private custom domain name

The following get-domain-name example gets information about a private custom domain
name.

aws apigateway get-domain-name \
--domain-name api.private.domain.tld \
--domain-name-id abcd1234

Output:
{
"domainName": "my.private.domain.tld",
"domainNameId": "abcd1234",
"domainNameArn": "arn:aws:apigateway:us-east-1:012345678910:/domainnames/

my.private.domain.tld+abcd1234",
"certificateArn": "arn:aws:acm:us-east-1:012345678910:certificate/fb1b9770-
a305-495d-aefb-27e5e101ff3",
"certificateUploadDate": "2024-09-10T10:31:20-07:00",
"endpointConfiguration": {
"types": [
"PRIVATE"

},
"domainNameStatus": "AVAILABLE",

"securityPolicy": "TLS_1_2",
"policy": "{\"Version\":\"2012-10-17\",\"Statement\":[{\"Effect\":
\"Allow\",\"Principal\":\"*\",\"Action\":\"execute-api:Invoke\",\"Resource\":
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\"arn:aws:execute-api:us-east-1:012345678910:/domainnames/my.private.domain.tld
+abcd1234\"}, {\"Effect\":\"Deny\",\"Principal\":\"*\",\"Action\":\"execute-
api:Invoke\",\"Resource\":\"arn:aws:execute-api:us-east-1:012345678910:/domainnames/
my.private.domain.tld+abcd1234\",\"Condition\":{\"StringNotEquals\":{\"aws:SourceVpc
\":\"vpc-1a2b3c4d\"}}}1}"

}

For more information, see Custom domain name for public REST APIs in APl Gateway in the
Amazon API Gateway Developer Guide.

« For API details, see GetDomainName in Amazon CLI Command Reference.

get-domain-names

The following code example shows how to use get-domain-names.

Amazon CLI
Example 1: To get a list of custom domain names

The following get-domain-names command gets a list of domain names.

aws apigateway get-domain-names

Output:
{
"items": [
{
"distributionDomainName": "d9511k3109bkd.cloudfront.net",
"certificateUploadDate": 1452812505,
"certificateName": "my_custom_domain-certificate",
"domainName": "subdomain.domain.tld"
}
]
}

For more information, see Custom domain names for private APIs in APl Gateway in the Amazon
API Gateway Developer Guide.

Example 2: To get a list of custom domain names owned by this Amazon account
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The following get-domain-names command gets a list of domain names owned by this
Amazon account.

aws apigateway get-domain-names \
--resource-owner SELF

Output:
{
"items": [
{
"domainName": "my.domain.tld",
"domainNameArn": "arn:aws:apigateway:us-east-1::/domainnames/

my.private.domain.tld",
"certificateUploadDate": "2024-08-15T17:02:55-07:00",
"regionalDomainName": "d-abcdl234.execute-api.us-east-1.amazonaws.com",
"regionalHostedZoneId": "Z1UJRXOUMOOFQ8",
"regionalCertificateArn": "arn:aws:acm:us-
east-1:012345678910:certificate/fb1lb9770-a305-495d-aefb-27e5e101ff3",
"endpointConfiguration": {
"types": [
"REGIONAL"

iy
"domainNameStatus": "AVAILABLE",
"securityPolicy": "TLS_1_2"

"domainName": "my.private.domain.tld",

"domainNameId": "abcd1234",

"domainNameArn": "arn:aws:apigateway:us-east-1:012345678910:/
domainnames/my.private.domain.tld+abcd1234",

"certificateArn": "arn:aws:acm:us-east-1:012345678910:certificate/
fblb9770-a305-495d-aefb-27e5e101ff3",

"certificateUploadDate": "2024-11-26T11:44:40-08:00",

"endpointConfiguration": {

"types": [
"PRIVATE"

iy
"domainNameStatus": "AVAILABLE",
"securityPolicy": "TLS_1_2"
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]

For more information, see Custom domain names for private APIs in APl Gateway in the Amazon
API Gateway Developer Guide.

Example 3: To get a list of custom domain names owned by other Amazon accounts that you
can create a domain name access association with.

The following get-domain-names command gets a list of domain names owned by other
Amazon accounts that you have access to create a domain name access association with.

aws apigateway get-domain-names \
--resource-owner OTHER_ACCOUNTS

Output:

"items": [
{
"domainName": "my.private.domain.tld",
"domainNameId": "abcd1234",
"domainNameArn": "arn:aws:apigateway:us-east-1:012345678910:/
domainnames/my.private.domain.tld+abcd1234"

}

For more information, see Custom domain names for private APIs in APl Gateway in the Amazon

API Gateway Developer Guide.

« For API details, see GetDomainNames in Amazon CLI Command Reference.

get-export
The following code example shows how to use get-export.
Amazon CLI

To get the JSON Swagger template for a stage

Command:
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aws apigateway get-export --rest-api-id alb2c3d4e5 --stage-name dev --export-
type swagger /path/to/filename.json

To get the JSON Swagger template + APl Gateway Extentions for a stage

Command:

aws apigateway get-export --parameters extensions='integrations' --rest-api-
id aib2c3d4e5 --stage-name dev --expoxt-type swagger /path/to/filename.json

To get the JSON Swagger template + Postman Extensions for a stage

Command:

aws apigateway get-export --parameters extensions='postman' --rest-api-id alb2c3d4e5
--stage-name dev --export-type swagger /path/to/filename.json

« For API details, see GetExport in Amazon CLI Command Reference.

get-integration-response
The following code example shows how to use get-integration-response.
Amazon CLI

To get the integration response configuration for a HTTP method defined under a REST API's
resource

Command:

aws apigateway get-integration-response --rest-api-id 1234123412 --resource-
id y9h6rt --http-method GET --status-code 200

Output:

"statusCode": "200",
"responseTemplates": {
"application/json": null
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}

» For API details, see GetIntegrationResponse in Amazon CLI Command Reference.

get-integration
The following code example shows how to use get-integration.
Amazon CLI
To get the integration configuration for a HTTP method defined under a REST API's resource

Command:

aws apigateway get-integration --rest-api-id 1234123412 --xesource-id y9h6rt --http-
method GET

Output:

"httpMethod": "POST",
"integrationResponses": {
"200": {
"responseTemplates": {
"application/json": null

1,
"statusCode": "200"
}
},
"cacheKeyParameters": [],
"type": "AWS",

"uri": "arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123412341234:function:My_Function/invocations",
"cacheNamespace": "yS9h6rt"

« For API details, see GetIntegration in Amazon CLI Command Reference.

get-method-response

The following code example shows how to use get-method-response.
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Amazon CLI

To get the method response resource configuration for a HTTP method defined under a
REST API's resource

Command:

aws apigateway get-method-response --rest-api-id 1234123412 --resource-id y9h6rt --
http-method GET --status-code 200

Output:

"responseModels": {
"application/json": "Empty"

I

"statusCode": "200"

« For API details, see GetMethodResponse in Amazon CLI Command Reference.

get-method

The following code example shows how to use get-method.

Amazon CLI

To get the method resource configuration for a HTTP method defined under a REST API's
resource

Command:

aws apigateway get-method --rest-api-id 1234123412 --resource-id y9h6rt --http-
method GET

Output:

"apiKeyRequired": false,
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"httpMethod": "GET",
"methodIntegration": {
"integrationResponses": {
"200": {
"responseTemplates": {
"application/json": null
},
"statusCode": "200"

.

"cacheKeyParameters": [],

" "arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123412341234:function:My_Function/invocations",

"httpMethod": "POST",

"cacheNamespace": "y9h6rt",

"type": "AWS"

uri @

},
"requestParameters": {3},
"methodResponses": {
"200": {
"responseModels": {
"application/json": "Empty"
},
"statusCode": "200"

1,
"authorizationType": "NONE"

» For API details, see GetMethod in Amazon CLI Command Reference.

get-model-template

The following code example shows how to use get-model-template.

Amazon CLI

To get the mapping template for a model defined under a REST API

Command:

aws apigateway get-model-template --rest-api-id 1234123412 --model-name Empty
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Output:

"value": "#set($inputRoot = $input.path('$'))\n{ }"

« For API details, see GetModelTemplate in Amazon CLI Command Reference.

get-model
The following code example shows how to use get-model.
Amazon CLI

To get the configuration for a model defined under a REST API

Command:

aws apigateway get-model --rest-api-id 1234123412 --model-name Empty

Output:
{
"contentType": "application/json",
"description": "This is a default empty schema model",
"name": "Empty",

"id": "etd5w5",

"schema": "{\n \"$schema\": \"http://json-schema.org/draft-04/schema#\",\n
\"title\" : \"Empty Schema\",\n \"type\" : \"object\"\n}"
}

« For API details, see GetModel in Amazon CLI Command Reference.

get-models
The following code example shows how to use get-models.
Amazon CLI

To get a list of models for a REST API
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Command:

aws apigateway get-models --rest-api-id 1234123412

Output:

"items": [
{
"description": "This is a default error schema model",
"schema": "{\n \"$schema\" : \"http://json-schema.org/draft-04/schema#
\",\n \"title\" : \"Error Schema\",\n \"type\" : \"object\",\n \"properties\"
{\n \"message\" : { \"type\" : \"string\" }\n 3\n}",

"contentType": "application/json",
"id": "7tpbze",
"name": "Error"
},
{
"description": "This is a default empty schema model",

"schema": "{\n \"$schema\": \"http://json-schema.org/draft-04/schema#
\",\n \"title\" : \"Empty Schema\",\n \"type\" : \"object\"\n}",

"contentType": "application/json",

"id": "etd5w5",

"name": "Empty"

« For API details, see GetModels in Amazon CLI Command Reference.

get-resource
The following code example shows how to use get-resource.
Amazon CLI

To get information about a resource

Command:

aws apigateway get-resource --rest-api-id 1234123412 --resource-id zwo@y3
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Output:

"path": "/path",
"pathPart": "path",
"id": "zwoQy3",
"parentId": "uyokt6ij2g"

» For API details, see GetResource in Amazon CLI Command Reference.

get-resources

The following code example shows how to use get-resources.

Amazon CLI
To get a list of resources for a REST API

Command:

aws apigateway get-resources --rest-api-id 1234123412

Output:
{
"items": [
{
"path": "/resource/subresource",
"resourceMethods": {
"POST": {3}
.
"id": "@24ace",
"pathPart": "subresource",
"parentId": "ai5b@2"
}
]
}

« For API details, see GetResources in Amazon CLI Command Reference.
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get-rest-api
The following code example shows how to use get-rest-api.
Amazon CLI

To get information about an API

Command:

aws apigateway get-rest-api --rest-api-id 1234123412

Output:

"name": "myAPI",
"id": "oly243m4f5",
"createdDate": 1453416433

« For API details, see GetRestApi in Amazon CLI Command Reference.

get-rest-apis
The following code example shows how to use get-rest-apis.
Amazon CLI

To get a list of REST APIs

Command:

aws apigateway get-rest-apis

Output:

"items": [
{
"createdDate": 1438884790,
"id": "12s44z21rb",
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"name": "My First API"

 For API details, see GetRestApis in Amazon CLI Command Reference.

get-sdk
The following code example shows how to use get-sdk.
Amazon CLI

To get the Android SDK for a REST API stage

Command:

aws apigateway get-sdk --rest-api-id 1234123412 --stage-name dev --sdk-type android
--parameters
groupId='com.mycompany',invokerPackage='com.mycompany.clientsdk',artifactId="'Mycompany-
client',artifactVersion='1.0.0' /path/to/android_sdk.zip

Output:

"contentType": "application/octet-stream",
"contentDisposition": "attachment; filename=\"android_2016-02-22_23-52Z.zip\""

To get the 10S SDK for a REST API stage

Command:

aws apigateway get-sdk --rest-api-id 1234123412 --stage-name dev --sdk-
type objectivec --parameters classPrefix='myprefix' /path/to/i0S_sdk.zip

Output:

"contentType": "application/octet-stream",

API Gateway 505


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/apigateway/get-rest-apis.html

Amazon Command Line Interface User Guide for Version 2

"contentDisposition": "attachment; filename=\"objectivec_2016-02-22_23-527.zip
\IIII
}

To get the Javascript SDK for a REST API stage

Command:

aws apigateway get-sdk --rest-api-id 1234123412 --stage-name dev --sdk-
type javascript /path/to/javascript_sdk.zip

Output:
{
"contentType": "application/octet-stream",
"contentDisposition": "attachment; filename=\"javascript_2016-02-22_23-527.zip
\""
}

» For API details, see GetSdk in Amazon CLI Command Reference.

get-stage
The following code example shows how to use get-stage.
Amazon CLI

To get information about an API's stage

Command:

aws apigateway get-stage --rest-api-id 1234123412 --stage-name dev

Output:
{
"stageName": "dev",
"cacheClusterSize": "0.5",

"cacheClusterEnabled": false,
"cacheClusterStatus": "NOT_AVAILABLE",
"deploymentId": "rbhlfj",
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"lastUpdatedDate": 1466802961,
"createdDate": 1460682074,
"methodSettings": {
SVALEN
"cacheTtlInSeconds": 300,
"logginglLevel": "INFO",
"dataTraceEnabled": false,
"metricsEnabled": true,
"unauthorizedCacheControlHeaderStrategy":
"SUCCEED_WITH_RESPONSE_HEADER",
"throttlingRatelLimit": 500.0,
"cacheDataEncrypted": false,
"cachingEnabled": false,
"throttlingBurstLimit": 1000,
"requireAuthorizationForCacheControl": true
.
"~lresource/GET": {
"cacheTtlInSeconds": 300,
"logginglLevel™: "INFO",
"dataTraceEnabled": false,
"metricsEnabled": true,
"unauthorizedCacheControlHeaderStrategy":
"SUCCEED_WITH_RESPONSE_HEADER",
"throttlingRatelLimit": 500.0,
"cacheDataEncrypted": false,
"cachingEnabled": false,
"throttlingBurstLimit": 1000,
"requireAuthorizationForCacheControl": true

« For API details, see GetStage in Amazon CLI Command Reference.

get-stages
The following code example shows how to use get-stages.
Amazon CLI

To get the list of stages for a REST API

Command:
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aws apigateway get-stages --rest-api-id 1234123412

Output:
{
"item":
{
}
]
}

« For API details, see GetStages in Amazon CLI Command Reference.

L

"stageName": "dev",
"cacheClusterSize": "0.5",
"cacheClusterEnabled": true,
"cacheClusterStatus": "AVAILABLE",
"deploymentId": "123h64",
"lastUpdatedDate": 1456185138,
"createdDate": 1453589092,
"methodSettings": {
"~lresource~lsubresource/POST": {
"cacheTtlInSeconds": 300,
"logginglLevel": "INFO",
"dataTraceEnabled": true,
"metricsEnabled": true,
"throttlingRatelLimit": 500.0,
"cacheDataEncrypted": false,
"cachingEnabled": false,
"throttlingBurstLimit": 1000

get-usage-plan-key

The following code example shows how to use get-usage-plan-key.

Amazon CLI

To get the details of an API key associated with a Usage Plan

Command:
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aws apigateway get-usage-plan-key --usage-plan-id alb2c3 --key-
id 1INbjQzMReAkeEQPNAW8xr3dXsU2xrDD7fc7f2Sipnu

« For API details, see GetUsagePlanKey in Amazon CLI Command Reference.

get-usage-plan-keys
The following code example shows how to use get-usage-plan-keys.
Amazon CLI

To get the list of API keys associated with a Usage Plan

Command:
aws apigateway get-usage-plan-keys --usage-plan-id aib2c3

» For API details, see GetUsagePlanKeys in Amazon CLI Command Reference.

get-usage-plan
The following code example shows how to use get-usage-plan.
Amazon CLI

To get the details of a Usage Plan

Command:
aws apigateway get-usage-plan --usage-plan-id alb2c3

« For API details, see GetUsagePlan in Amazon CLI Command Reference.

get-usage-plans
The following code example shows how to use get-usage-plans.
Amazon CLI

To get the details of all Usage Plans
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Command:

aws apigateway get-usage-plans

« For API details, see GetUsagePlans in Amazon CLI Command Reference.

get-usage
The following code example shows how to use get-usage.
Amazon CLI

To get the usage details for a Usage Plan

Command:

aws apigateway get-usage --usage-plan-id alb2c3 --start-date "2016-08-16" --end-
date "2016-08-17"

« For API details, see GetUsage in Amazon CLI Command Reference.
import-rest-api

The following code example shows how to use import-rest-api.

Amazon CLI
To import a Swagger template and create an API

Command:
aws apigateway import-rest-api --body 'file:///path/to/API_Swagger_template.json'

» For API details, see ImportRestApi in Amazon CLI Command Reference.

put-integration-response

The following code example shows how to use put-integration-response.
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Amazon CLI
To create an integration response as the default response with a mapping template defined

Command:

aws apigateway put-integration-response --rest-api-id 1234123412 --resource-
id aib2c3 --http-method GET --status-code 200 --selection-pattern "" --response-
templates '{"application/json": "{\"json\": \"template\"}"}'

To create an integration response with a regex of 400 and a statically defined header value
Command:

aws apigateway put-integration-response --rest-api-id 1234123412 --resource-
id aib2c3 --http-method GET --status-code 400 --selection-pattern 400 --response-
parameters '{"method.response.header.custom-header": "'"'"'custom-value'"'"'"}"’

« For API details, see PutintegrationResponse in Amazon CLI Command Reference.

put-integration
The following code example shows how to use put-integration.
Amazon CLI

To create a MOCK integration request

Command:

aws apigateway put-integration --rest-api-id 1234123412 --xesource-id alb2c3 --http-
method GET --type MOCK --request-templates '{ "application/json'": "{\"statusCode\":
200} ” } ]

To create a HTTP integration request

Command:

aws apigateway put-integration --rest-api-id 1234123412 --rxesource-id alb2c3 --http-
method GET --type HTTP --integration-http-method GET --uri 'https://domain.tld/path’

To create an Amazon integration request with a Lambda Function endpoint
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Command:

aws apigateway put-integration --rest-api-id 1234123412 --resource-
id aib2c3 --http-method GET --type AWS --integration-http-method POST --uri

'arn:aws:apigateway:us-west-2:1lambda:path/2015-03-31/functions/arn:aws:lambda:us-
west-2:123412341234:function: function_name/invocations'

» For API details, see Putintegration in Amazon CLI Command Reference.

put-method-response
The following code example shows how to use put-method-response.

Amazon CLI

To create a method response under the specified status code with a custom method
response header

Command:

aws apigateway put-method-response --rest-api-id 1234123412 --
resource-id aib2c3 --http-method GET --status-code 400 --response-
parameters "method.response.header.custom-header=false"

» For API details, see PutMethodResponse in Amazon CLI Command Reference.

put-method

The following code example shows how to use put-method.

Amazon CLI

To create a method for a resource in an APl with no authorization, no API key, and a custom
method request header

Command:

aws apigateway put-method --rest-api-id 1234123412 --resource-id alb2c3 --
http-method PUT --authorization-type "NONE" --no-api-key-required --request-
parameters "method.request.header.custom-header=false"
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« For API details, see PutMethod in Amazon CLI Command Reference.

put-rest-api
The following code example shows how to use put-rest-api.
Amazon CLI

To overwrite an existing APl using a Swagger template

Command:

aws apigateway put-rest-api --rest-api-id 1234123412 --mode overwrite --body
'fileb:///path/to/API_Swagger_template.json'

To merge a Swagger template into an existing API

Command:

aws apigateway put-rest-api --rest-api-id 1234123412 --mode merge --body 'fileb:///
path/to/API_Swagger_template.json'

« For API details, see PutRestApi in Amazon CLI Command Reference.

reject-domain-name-access-association
The following code example shows how to use reject-domain-name-access-association.
Amazon CLI

To reject a domain name access association

The following reject-domain-name-access-association example rejects a domain name
access association between a private custom domain name and VPC endpoint.

aws apigateway reject-domain-name-access-association \

--domain-name-access-association-arn arn:aws:apigateway:us-west-2:012345678910:/
domainnameaccessassociations/domainname/my.private.domain.tld/vpcesource/vpce-
abcdi234efg \
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--domain-name-arn arn:aws:apigateway:us-east-1:012345678910:/domainnames/
my.private.domain.tld+abcd1234

This command produces no output.

For more information, see Custom domain names for private APIs in APl Gateway in the Amazon
API Gateway Developer Guide.

» For API details, see RejectDomainNameAccessAssociation in Amazon CLI Command Reference.

test-invoke-authorizer

The following code example shows how to use test-invoke-authorizer.

Amazon CLI
To test invoke a request to a Custom Authorizer including the required header and value

Command:

aws apigateway test-invoke-authorizer --rest-api-id 1234123412 --authorizex-
id 5yidit --headers Authorization='Value'

« For API details, see TestinvokeAuthorizer in Amazon CLI Command Reference.

test-invoke-method
The following code example shows how to use test-invoke-method.
Amazon CLI

To test invoke the root resource in an APl by making a GET request

Command:

aws apigateway test-invoke-method --rest-api-id 1234123412 --resouxce-id avl5sg8fw8
--http-method GET --path-with-query-string '/’

To test invoke a sub-resource in an APl by making a GET request with a path parameter
value specified
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Command:

aws apigateway test-invoke-method --rest-api-id 1234123412 --resource-id 3gapai --
http-method GET --path-with-query-string '/pets/1'

« For API details, see TestinvokeMethod in Amazon CLI Command Reference.

update-account
The following code example shows how to use update-account.
Amazon CLI

To change the IAM Role ARN for logging to CloudWatch Logs

Command:

aws apigateway update-account --patch-operations op='replace',6path='/
cloudwatchRoleArn',value="arn:aws:iam::123412341234:role/APIGatewayToCloudWatchLogs'

Output:

"cloudwatchRoleArn": "arn:aws:iam::123412341234:r0le/
APIGatewayToCloudwWatchLogs",
"throttleSettings": {
"rateLimit": 1000.0,
"burstLimit": 2000

» For API details, see UpdateAccount in Amazon CLI Command Reference.

update-api-key
The following code example shows how to use update-api-key.
Amazon CLI

To change the name for an API Key

515
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Command:

aws apigateway update-api-key --api-key sNvj@DMReAleEQPNAW8xr37XsU2xrDD7fc7m2SiMnu --
patch-operations op='replace',path='/name’',value="'newName'

Output:

"description": "currentDescription",
"enabled": true,
"stageKeys": [
"41t2j32415/dev"
1,
"lastUpdatedDate": 1470086052,
"createdDate": 1445460347,
"id": "sNvjQDMReAlvEQPNzW8r3dXsU2rrD7fcjm2SiMnu",
"name": "newName"

To disable the APl Key

Command:

aws apigateway update-api-key --api-key sNvj@QDMReA1leEQPNAW8xr37XsU2xrDD7fc7m2SiMnu --
patch-operations op='replace',path='/enabled',value='false'

Output:

"description": "currentDescription",
"enabled": false,
"stageKeys": [
"41t2j32415/dev"
1,
"lastUpdatedDate": 1470086052,
"createdDate": 1445460347,
"id": "sNvjQDMReAlvEQPNzW8r3dXsU2rrD7fcjm2SiMnu",
"name": "newName"

« For API details, see UpdateApiKey in Amazon CLI Command Reference.

API Gateway 516


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/apigateway/update-api-key.html

Amazon Command Line Interface User Guide for Version 2

update-authorizer
The following code example shows how to use update-authorizer.
Amazon CLI

To change the name of the Custom Authorizer

Command:

aws apigateway update-authorizer --rest-api-id 1234123412 --authorizer-id gfi4n3 --
patch-operations op='replace',path='/name’',value='testAuthorizer’

Output:
{
"authType": "custom",
"name": "testAuthorizer",

"authorizerUri": "arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123412341234:function:customAuthorizer/invocations",
"authorizerResultTtlInSeconds": 300,

"identitySource": "method.request.header.Authorization",
"type": "TOKEN",
"id": "gfi4n3"

To change the Lambda Function that is invoked by the Custom Authorizer

Command:

aws apigateway update-authorizer --rest-api-id 1234123412 --authorizer-id gfi4n3 --
patch-operations op='replace',path='/authorizexUri',value='arn:aws:apigateway:us-
west-2:1lambda:path/2015-03-31/functions/arn:aws:lambda:us-

west-2:123412341234: function:newAuthorizex/invocations'

Output:
{
"authType": "custom",
"name": "testAuthorizer",

"authorizerUri": "arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123412341234:function:newAuthorizer/invocations",
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"authorizerResultTtlInSeconds": 300,

"identitySource": "method.request.header.Authorization",
"type": "TOKEN",
"id": "gfi4n3"

» For API details, see UpdateAuthorizer in Amazon CLI Command Reference.

update-base-path-mapping
The following code example shows how to use update-base-path-mapping.
Amazon CLI

To change the base path for a custom domain name

Command:

aws apigateway update-base-path-mapping --domain-name api.domain.tld --base-
path prod --patch-operations op='replace',path='/basePath',value="vl’'

Output:

"basePath": "v1",
"restApiId": "1234123412",

api

"stage":

« For API details, see UpdateBasePathMapping in Amazon CLI Command Reference.

update-client-certificate
The following code example shows how to use update-client-certificate.
Amazon CLI

To update the description of a client certificate

Command:
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aws apigateway update-client-certificate --client-certificate-id alb2c3 --patch-
operations op='replace',path='/description’',value='My new description'

» For API details, see UpdateClientCertificate in Amazon CLI Command Reference.

update-deployment
The following code example shows how to use update-deployment.
Amazon CLI

To change the description of a deployment

Command:

aws apigateway update-deployment --rest-api-id 1234123412 --deployment-id ztt4m2 --
patch-operations op='replace',path='/description’',value="newDescription'

Output:

"description": "newDescription",
"id": "zttam2",
"createdDate": 1455218022

» For API details, see UpdateDeployment in Amazon CLI Command Reference.

update-domain-name
The following code example shows how to use update-domain-name.
Amazon CLI

To change the certificate name for a custom domain name

The following update-domain-name example changes the certificate name for a custom
domain.

aws apigateway update-domain-name \
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--domain-name api.domain.tld \
--patch-operations op='replace',path='/certificateArn',value='arn:aws:acm:us-
west-2:111122223333:cextificate/CERTEXAMPLE123EXAMPLE'

Output:
{
"domainName": "api.domain.tld",
"distributionDomainName": "d123456789012.cloudfront.net",
"certificateArn": "arn:aws:acm:us-west-2:111122223333:certificate/

CERTEXAMPLE123EXAMPLE",
"certificateUploadDate": 1462565487

For more information, see Set up Custom Domain Name for an APl in APl Gateway in the

Amazon API Gateway Developer Guide.

« For API details, see UpdateDomainName in Amazon CLI Command Reference.

update-integration-response
The following code example shows how to use update-integration-response.
Amazon CLI

To change an integration response header to have a static mapping of '*'

Command:

aws apigateway update-integration-response --rest-api-id 1234123412 --

resource-id 3gapai --http-method GET --status-code 200 --patch-operations
op="replace',path='/responseParameters/method.response.header.Access-Contxol-Allow-
Origin',value='""'""*"mrm:

Output:

"statusCode": "200",
"responseParameters": {
"method.response.header.Access-Control-Allow-Origin": "'*'"
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To remove an integration response header

Command:

aws apigateway update-integration-response --rest-api-id 1234123412 --resource-
id 3gapai --http-method GET --status-code 200 --patch-operations op='remove',path='/
responseParameters/method.response.header.Access-Control-Allow-Origin'

« For API details, see UpdatelntegrationResponse in Amazon CLI Command Reference.

update-integration

The following code example shows how to use update-integration.

Amazon CLI

To add the 'Content-Type: application/json' Mapping Template configured with Input
Passthrough

Command:

aws apigateway update-integration \
--rest-api-id aib2c3d4e5 \
--resource-id aib2c3 \
--http-method POST \

--patch-operations "op='add',path='/requestTemplates/application~1json'"

To update (replace) the 'Content-Type: application/json' Mapping Template configured with
a custom template

Command:

aws apigateway update-integration \
--rest-api-id aib2c3d4e5 \
--resource-id aib2c3 \
--http-method POST \

--patch-operations "op='replace',path='/requestTemplates/
application~1json’',value='{"example": "json"}'"
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To update (replace) a custom template associated with 'Content-Type: application/json' with
Input Passthrough

Command:

aws apigateway update-integration \
--rest-api-id aib2c3d4e5 \
--resource-id aib2c3 \
--http-method POST \

--patch-operations "op='replace',path="'requestTemplates/application~1json'"

To remove the 'Content-Type: application/json' Mapping Template

Command:

aws apigateway update-integration \
--rest-api-id alb2c3d4e5 \
--resource-id alb2c3 \
--http-method POST \

--patch-operations "op='remove',path='/requestTemplates/application~1json'"

» For API details, see Updatelntegration in Amazon CLI Command Reference.

update-method-response
The following code example shows how to use update-method-response.

Amazon CLI

To create a new method response header for the 200 response in a method and define it as
not required (default)

Command:

aws apigateway update-method-response --rest-api-id 1234123412 --resouxce-
id aib2c3 --http-method GET --status-code 200 --patch-operations op="add",path="/
responseParameters/method.response.header.custom-header",value="false"

To delete a response model for the 200 response in a method

Command:
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aws apigateway update-method-response --rest-api-id 1234123412 --resource-id alb2c3
--http-method GET --status-code 200 --patch-operations op="remove",path="/
responseModels/application~1json"

» For API details, see UpdateMethodResponse in Amazon CLI Command Reference.

update-method
The following code example shows how to use update-method.
Amazon CLI

Example 1: To modify a method to require an API key

The following update-method example modifies the method to require an API key.

aws apigateway update-method \
--rest-api-id 1234123412 \
--resource-id aib2c3 \
--http-method GET \
--patch-operations op="replace",path="/apiKeyRequired", value="true"

Output:

"httpMethod": "GET",
"authorizationType": "NONE",
"apiKeyRequired": true,
"methodResponses": {
"200": {
"statusCode": "200",
"responseModels": {}

},
"methodIntegration": {
"type'": "AwWS",
"httpMethod": "POST",
" "arn:aws:apigateway:us-east-1:1lambda:path/2015-03-31/functions/
arn:aws:lambda:us-east-1:123456789111:function:hello-world/invocations",
"passthroughBehavior": "WHEN_NO_MATCH",
"contentHandling": "CONVERT_TO_TEXT",
"timeoutInMillis": 29000,

urli :
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"cacheNamespace": "h7i8j9",
"cacheKeyParameters": [],
"integrationResponses": {
"200": {
"statusCode": "200",
"responseTemplates": {3}

Example 2: To modify a method to require IAM authorization

The following update-method example modifies the method to require IAM authorization.

aws apigateway update-method \
--rest-api-id 1234123412 \
--resource-id aib2c3 \
--http-method GET \
--patch-operations op="replace",path="/authorizationType",value="AWS_IAM"

Output:

"httpMethod": "GET",
"authorizationType": "AWS_IAM",
"apiKeyRequired": false,
"methodResponses": {
"200": {
"statusCode": "200",
"responseModels": {}

},
"methodIntegration": {
"type'": "AWS",
"httpMethod": "POST",
" "arn:aws:apigateway:us-east-1:1lambda:path/2015-03-31/functions/
arn:aws:lambda:us-east-1:123456789111:function:hello-world/invocations",
"passthroughBehavior": "WHEN_NO_MATCH",
"contentHandling": "CONVERT_TO_TEXT",
"timeoutInMillis": 29000,
"cacheNamespace": "h7i8j9",
"cacheKeyParameters": [],

urli :
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"integrationResponses": {
"200": {
"statusCode": "200",
"responseTemplates": {3}

Example 3: To modify a method to require Lambda authorization

The following update-method example modifies the method to required Lambda
authorization.

aws apigateway update-method --rest-api-id 1234123412 \

--resource-id aib2c3 \

--http-method GET \

--patch-operations op="replace",path="/authorizationType",value="CUSTOM"
op="replace",path="/authorizerId",value="e4f5g6"

Output:

"httpMethod": "GET",
"authorizationType": "CUSTOM",
"authorizerId" : "e4f5g6",
"apiKeyRequired": false,
"methodResponses": {
"200": {
"statusCode": "200",
"responseModels": {3}

1,
"methodIntegration": {
"type'": "AwWS",
"httpMethod": "POST",
"uri": "arn:aws:apigateway:us-east-1:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-east-1:123456789111:function:hello-world/invocations",
"passthroughBehavior": "WHEN_NO_MATCH",
"contentHandling": "CONVERT_TO_TEXT",
"timeoutInMillis": 29000,
"cacheNamespace": "h7i8j9",
"cacheKeyParameters": [],
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"integrationResponses": {
"200": {
"statusCode": "200",
"responseTemplates": {3}

For more information, see Create, configure, and test usage plans using the APl Gateway CLI
and REST APl and Controlling and managing access to a REST APl in APl Gateway in the Amazon
AP| Gateway Developer Guide.

» For API details, see UpdateMethod in Amazon CLI Command Reference.

update-model
The following code example shows how to use update-model.
Amazon CLI

To change the description of a model in an API

Command:

aws apigateway update-model --rest-api-id 1234123412 --model-name 'Empty' --patch-
operations op=replace,path=/description,value='New Description'

To change the schema of a model in an API
Command:

aws apigateway update-model --rest-api-id 1234123412 --model-name 'Empty' --patch-
operations op=replace,path=/schema,value=""{ \"$schema\": \"http://json-schema.oxg/
draft-04/schema#\", \"title\" : \"Empty Schema\", \"type\" : \"object\" }"'

» For API details, see UpdateModel in Amazon CLI Command Reference.

update-resource

The following code example shows how to use update-resource.
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Amazon CLI
To move a resource and place it under a different parent resource in an API

Command:

aws apigateway update-resource --rest-api-id 1234123412 --resource-id la2b3c --
patch-operations op=replace,path=/parentld,value="'3c2bla’

Output:
{
"path": "/resource",
"pathPart": "resource",
"id": "la2b3c",

"parentId": "3c2bla"

To rename a resource (pathPart) in an API

Command:

aws apigateway update-resource --rest-api-id 1234123412 --resource-id la2b3c --
patch-operations op=replace,path=/pathPart,value=newresourcename

Output:
{
"path": "/newresourcename",
"pathPart": "newresourcename",
"id": "la2b3c",

"parentId": "3c2bla"

» For API details, see UpdateResource in Amazon CLI Command Reference.

update-rest-api

The following code example shows how to use update-rest-api.
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Amazon CLI
To change the name of an API

Command:

aws apigateway update-rest-api --rest-api-id 1234123412 --patch-operations
op=replace,path=/name,value='New Name'

To change the description of an API

Command:

aws apigateway update-rest-api --rest-api-id 1234123412 --patch-operations
op=replace,path=/description,value="'New Description’

» For API details, see UpdateRestApi in Amazon CLI Command Reference.

update-stage
The following code example shows how to use update-stage.
Amazon CLI
Example 1: To override the stage settings for a resource and method

The following update-stage example overrides the stage settings and turns off full request/
response logging for a specific resource and method.

aws apigateway update-stage \

--rest-api-id 1234123412 \

--stage-name 'dev' \

--patch-operations op=replace,path=/~1lresourceName/GET/logging/
dataTrace,value=false

Output:

"deploymentId": "5ubdl7",
"stageName": "dev",
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"cacheClusterEnabled": false,

"cacheClusterStatus": "NOT_AVAILABLE",

"methodSettings": {

"~lresourceName/GET": {

"metricsEnabled": false,
"dataTraceEnabled": false,
"throttlingBurstLimit": 5000,
"throttlingRatelLimit": 10000.0,
"cachingEnabled": false,
"cacheTtlInSeconds": 300,
"cacheDataEncrypted": false,
"requireAuthorizationForCacheControl": true,
"unauthorizedCacheControlHeaderStrategy": "SUCCEED_WITH_RESPONSE_HEADER"

iy

"tracingEnabled": false,

"createdDate": "2022-07-18T10:11:18-07:00",
"lastUpdatedDate": "2022-07-18T10:19:04-07:00"

For more information, see Setting up a stage for a REST API in the Amazon API Gateway
Developer Guide.

Example 2: To update the stage settings for all resources and methods of an API stage

The following update-stage example turns on full request/response logging for all resources
and methods of an API stage.

aws apigateway update-stage \
--rest-api-id 1234123412 \
--stage-name 'dev' \
--patch-operations 'op=replace,path=/*/*/1logging/dataTrace,value=true'

Output:

"deploymentId": "5ubdl7",
"stageName": "dev",
"cacheClusterEnabled": false,
"cacheClusterStatus": "NOT_AVAILABLE",
"methodSettings": {

T

API Gateway 529


https://docs.aws.amazon.com/apigateway/latest/developerguide/set-up-stages.html

Amazon Command Line Interface User Guide for Version 2

"metricsEnabled": false,

"dataTraceEnabled": true,

"throttlingBurstLimit": 5000,

"throttlingRatelLimit": 10000.0,

"cachingEnabled": false,

"cacheTtlInSeconds": 300,

"cacheDataEncrypted": false,

"requireAuthorizationForCacheControl": true,
"unauthorizedCacheControlHeaderStrategy": "SUCCEED_WITH_RESPONSE_HEADER"

iy

"tracingEnabled": false,

"createdDate": "2022-07-18T10:11:18-07:00",
"lastUpdatedDate": "2022-07-18T10:31:04-07:00"

For more information, see Setting up a stage for a REST API in the Amazon APl Gateway

Developer Guide.

« For API details, see UpdateStage in Amazon CLI Command Reference.

update-usage-plan
The following code example shows how to use update-usage-plan.
Amazon CLI

To change the period defined in a Usage Plan

Command:

aws apigateway update-usage-plan --usage-plan-id alb2c3 --patch-operations
op="replace",path="/quota/period",value="MONTH"

To change the quota limit defined in a Usage Plan

Command:

aws apigateway update-usage-plan --usage-plan-id alb2c3 --patch-operations
op="replace",path="/quota/limit",value="500"

To change the throttle rate limit defined in a Usage Plan
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Command:

aws apigateway update-usage-plan --usage-plan-id alb2c3 --patch-operations
op="replace",path="/throttle/rateLimit",value="10"

To change the throttle burst limit defined in a Usage Plan

Command:

aws apigateway update-usage-plan --usage-plan-id alb2c3 --patch-operations
op="replace",path="/throttle/burstLimit",value="20"

« For API details, see UpdateUsagePlan in Amazon CLI Command Reference.

update-usage
The following code example shows how to use update-usage.
Amazon CLI

To temporarily modify the quota on an API key for the current period defined in the Usage
Plan

Command:

aws apigateway update-usage --usage-plan-id alib2c3 --key-
id INbjQzMReAkeEQPNAWS8xr3dXsU2xrDD7fc7f2Sipnu --patch-operations op="replace",path="/
remaining",value="50"

» For API details, see UpdateUsage in Amazon CLI Command Reference.

update-vpc-link
The following code example shows how to use update-vpc-1link.
Amazon CLI

Example 1: To update an existing VPC link name

The following update-vpc-1ink example updates the name of the specified VPC link.
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aws apigateway update-vpc-link \
--vpc-link-id ab3de6 \
--patch-operations op=replace,path=/name,value=my-vpc-link

Output:

"id": "ab3de6",

"name": "my-vpc-link",

"targetArns": [
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/net/my-

1b/12a456s89aaal2345"
1,
"status": "AVAILABLE",
"statusMessage": "Your vpc link is ready for use",
"tags": {}
}

For more information, see Updating existing VPC link in the Amazon CLI Command Reference.

Example 2: To update an existing VPC link name and description

The following update-vpc-1ink example updates name of the specified VPC link.

aws apigateway update-vpc-link \

--vpc-link-id ab3de6 \

--patch-operations op=replace,path=/name,value=my-vpc-link op=replace,path=/
description,value="My custom description"

Output:
{
"id": "ab3deb",
"name": "my-vpc-link",
"description": "My custom description",

"targetArns": [
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/net/my-

1b/12a456s89aaal2345"
1,
"status": "AVAILABLE",
"statusMessage": "Your vpc link is ready for use",
"tags": {}
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}

For more information, see Updating existing VPC link in the Amazon CLI Command Reference.

» For API details, see UpdateVpcLink in Amazon CLI Command Reference.

APl Gateway HTTP and WebSocket APl examples using Amazon CLI

The following code examples show you how to perform actions and implement common scenarios
by using the Amazon Command Line Interface with APl Gateway HTTP and WebSocket API.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions
create-api-mapping
The following code example shows how to use create-api-mapping.
Amazon CLI
To create an APl mapping for an API

The following create-api-mapping example maps the test stage of an API to the /myApi
path of the regional.example.com custom domain name.

aws apigatewayv2 create-api-mapping \
--domain-name regional.example.com \
--api-mapping-key myApi \
--api-id alb2c3d4 \
--stage test

Output:
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{
"ApiId": "alb2c3d4",
"ApiMappingId": "@qzs2sy7bh",
"ApiMappingKey": "myApi"
"Stage": "test"

}

For more information, see Setting up a regional custom domain name in API Gateway in the
Amazon API Gateway Developer Guide.

» For API details, see CreateApiMapping in Amazon CLI Command Reference.

create-api
The following code example shows how to use create-api.
Amazon CLI

To create an HTTP API

The following create-api example creates an HTTP API by using quick create. You can use
quick create to create an APl with an Amazon Lambda or HTTP integration, a default catch-all
route, and a default stage that is configured to automatically deploy changes. The following
command uses quick create to create an HTTP API that integrates with a Lambda function.

aws apigatewayv2 create-api \
--name my-http-api \
--protocol-type HTTP \
--target arn:aws:lambda:us-west-2:123456789012: function:my-1lambda-function

Output:

"ApiEndpoint": "https://alb2c3d4.execute-api.us-west-2.amazonaws.com",
"ApiId": "alb2c3d4",

"ApiKeySelectionExpression": "$request.header.x-api-key",
"CreatedDate": "2020-04-08T19:05:45+00:00",

"Name": "my-http-api",

"ProtocolType": "HTTP",

"RouteSelectionExpression": "$request.method $request.path"
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For more information, see Developing an HTTP API in APl Gateway in the Amazon API Gateway

Developer Guide.
To create a WebSocket API

The following create-api example creates a WebSocket API with the specified name.

aws apigatewayv2 create-api \
--name "myWebSocketApi'" \
--protocol-type WEBSOCKET \
--route-selection-expression '$request.body.action’

Output:

"ApiKeySelectionExpression": "$request.header.x-api-key",
"Name": "myWebSocketApi",

"CreatedDate": "2018-11-15T06:23:517",

"ProtocolType": "WEBSOCKET",
"RouteSelectionExpression":
"ApiId": "aabbccddee"

$request.body.action'",

For more information, see Create a WebSocket APl in APl Gateway in the Amazon APl Gateway
Developer Guide.

« For API details, see CreateApi in Amazon CLI Command Reference.

create-authorizer
The following code example shows how to use create-authorizer.
Amazon CLI

To create a JWT authorizer for an HTTP API

The following create-authorizer example creates a JWT authorizer that uses Amazon
Cognito as an identity provider.

aws apigatewayv2 create-authorizer \
--name my-jwt-authorizer \
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--api-id alib2c3d4 \

--authorizer-type JWT \

--identity-source '$request.header.Authorization' \

--jwt-configuration Audience=123456abc, Issuer=https://cognito-idp.us-
west-2.amazonaws.com/us-west-2_abc123

Output:

"AuthorizerId": "alb2c3",
"AuthorizerType": "IWT",
"IdentitySource": [
"$request.header.Authorization"
1,
"JwtConfiguration": {
"Audience": [

"123456abc"
1,
"Issuer": "https://cognito-idp.us-west-2.amazonaws.com/us-west-2_abcl23"
.
"Name": "my-jwt-authorizer"

For more information, see Controlling access to HTTP APIs with JWT authorizers in the Amazon
API Gateway Developer Guide.

« For API details, see CreateAuthorizer in Amazon CLI Command Reference.

create-deployment
The following code example shows how to use create-deployment.
Amazon CLI

To create a deployment for an API

The following create-deployment example creates a deployment for an APl and associates
that deployment with the dev stage of the API.

aws apigatewayv2 create-deployment \
--api-id aib2c3d4 \
--stage-name dev
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Output:

"AutoDeployed": false,

"CreatedDate": "2020-04-06T23:38:08Z",
"DeploymentId": "531z91",
"DeploymentStatus": "DEPLOYED"

For more information, see AP| deployment in the Amazon APl Gateway Developer Guide.

» For API details, see CreateDeployment in Amazon CLI Command Reference.

create-domain-name
The following code example shows how to use create-domain-name.
Amazon CLI

To create a custom domain name

The following create-domain-name example creates a regional custom domain name for an
API.

aws apigatewayv2 create-domain-name \
--domain-name regional.example.com \
--domain-name-configurations CertificateArn=arn:aws:acm:us-
west-2:123456789012:certificate/123456789012-1234-1234-1234-12345678

Output:
{

"ApiMappingSelectionExpression": "$request.basepath",

"DomainName": "regional.example.com",

"DomainNameConfigurations": [

{

"ApiGatewayDomainName": "d-id.execute-api.us-west-2.amazonaws.com",
"CertificateArn": "arn:aws:acm:us-

west-2:123456789012:certificate/123456789012-1234-1234-1234-12345678",
"EndpointType": "REGIONAL",
"HostedZoneId": "123456789111",
"SecurityPolicy": "TLS_1_2",
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"DomainNameStatus": "AVAILABLE"

For more information, see Setting up a regional custom domain name in API Gateway in the

Amazon API Gateway Developer Guide.

» For API details, see CreateDomainName in Amazon CLI Command Reference.

create-integration

The following code example shows how to use create-integration.

Amazon CLI
To create a WebSocket API integration

The following create-integration example creates a mock integration for a WebSocket API.

aws apigatewayv2 create-integration \
--api-id aabbccddee \
--passthrough-behavioxr WHEN_NO_MATCH \
--timeout-in-millis 29000 \
--connection-type INTERNET \
--integration-type MOCK

Output:

"ConnectionType": "INTERNET",

"IntegrationId": "@abcdef",

"IntegrationResponseSelectionExpression": "${integration.response.statuscode}",
"IntegrationType": "MOCK",

"PassthroughBehavior": "WHEN_NO_MATCH",

"PayloadFormatVersion": "1.0",

"TimeoutInMillis": 29000

For more information, see Set up a WebSocket API integration request in APl Gateway in the

Amazon API Gateway Developer Guide.
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To create an HTTP API integration

The following create-integration example creates an Amazon Lambda integration for an
HTTP API.

aws apigatewayv2 create-integration \
--api-id alb2c3d4 \
--integration-type AWS_PROXY \
--integration-uri arn:aws:lambda:us-west-2:123456789012: function:my-function \
--payload-format-version 2.0

Output:

"ConnectionType": "INTERNET",

"IntegrationId": "@abcdef",

"IntegrationMethod": "POST",

"IntegrationType": "AWS_PROXY",

"IntegrationUri": "arn:aws:lambda:us-west-2:123456789012:function:my-function",
"PayloadFormatVersion": "2.0",

"TimeoutInMillis": 30000

For more information, see Configuring integrations for HTTP APls in the Amazon APl Gateway
Developer Guide.

« For API details, see Createlntegration in Amazon CLI Command Reference.

create-route
The following code example shows how to use create-route.
Amazon CLI

To create a $default route for a WebSocket or HTTP API

The following create-route example creates a $default route for a WebSocket or HTTP
APL.

aws apigatewayv2 create-route \
--api-id aabbccddee \
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--route-key '$default’

Output:

"ApiKeyRequired": false,
"AuthorizationType'": "NONE",
"RouteKey": "$default",
"RouteId": "1122334"

For more information, see Working with routes for WebSocket APIs in the Amazon APl Gateway

Developer Guide
To create a route for an HTTP API

The following create-route example creates a route named signup that accepts POST
requests.

aws apigatewayv2 create-route \
--api-id aabbccddee \
--route-key 'POST /signup'

Output:

"ApiKeyRequired": false,
"AuthorizationType": "NONE",
"RouteKey": "POST /signup",
"RouteId": "1122334"

For more information, see Working with routes for HTTP APIs in the Amazon APl Gateway
Developer Guide

« For API details, see CreateRoute in Amazon CLI Command Reference.

create-routing-rule

The following code example shows how to use create-routing-rule.
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Amazon CLI
To create a routing rule

The following create-routing-rule example creates a routing rule with a priority of 50.

aws apigatewayv2 create-routing-rule \
--domain-name 'regional.example.com' \
--priority 50 \
--conditions '[ \
{\
"MatchBasePaths": { \
"AnyOf": [ \
"PetStoreShopper" \
1\
F\
3\
I' \
--actions '[ \
{\
"InvokeApi": { \
"ApiId": "abcd1234", \
"Stage": "prod" \
F\
3\
17

Output:

"Actions": [
{
"InvokeApi": {
"ApiId": "abcd1234",
"Stage": "prod",
"StripBasePath": false

1,
"Conditions": [
{
"MatchBasePaths": {
"AnyOf": [
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"PetStoreShopper"

1,

"Priority": 50,

"RoutingRuleArn": "arn:aws:apigateway:us-east-2:123456789012:/domainnames/
regional.example.com/routingrules/aaalll",

"RoutingRuleId": "aaalll"

For more information, see Routing rules to connect API stages to a custom domain name for
REST APIs in the Amazon API Gateway Developer Guide.

» For API details, see CreateRoutingRule in Amazon CLI Command Reference.

create-stage

The following code example shows how to use create-stage.

Amazon CLI
To create a stage

The following create-stage example creates a stage named dev for an API.

aws apigatewayv2 create-stage \
--api-id aib2c3d4 \
--stage-name dev

Output:

"CreatedDate": "2020-04-06T23:23:467",

"DefaultRouteSettings": {
"DetailedMetricsEnabled": false

I

"LastUpdatedDate": "2020-04-06T23:23:46Z2",

"RouteSettings": {3},

"StageName": "dev",
"StageVariables": {3,
"Tags": {}
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}

For more information, see Working with stages for HTTP APIs in the Amazon API Gateway
Developer Guide.

« For API details, see CreateStage in Amazon CLI Command Reference.

create-vpc-link
The following code example shows how to use create-vpc-link.

Amazon CLI
To create a VPC link for an HTTP API

The following create-vpc-1link example creates a VPC link for HTTP APIs.

aws apigatewayv2 create-vpc-link \
--name MyVpclLink \
--subnet-ids subnet-aaaa subnet-bbbb \
--security-group-ids sg1234 sg5678

Output:

"CreatedDate": "2020-04-07T00:11:46Z",
"Name": "MyVpcLink",
"SecurityGroupIds": [

"sgl234",

"sg5678"
1,
"SubnetIds": [

"subnet-aaaa",

"subnet-bbbb"
1,
"Tags": {3,
"VpcLinkId": "abcd123",
"VpcLinkStatus": "PENDING",
"VpcLinkStatusMessage": "VPC link is provisioning ENIs",
"VpcLinkVersion": "V2"
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For more information, see Working with VPC links for HTTP APIs in the Amazon APl Gateway
Developer Guide.

» For API details, see CreateVpcLink in Amazon CLI Command Reference.

delete-access-log-settings
The following code example shows how to use delete-access-1log-settings.
Amazon CLI

To disable access logging for an API

The following delete-access-1log-settings example deletes the access log settings for the
$default stage of an API. To disable access logging for a stage, delete its access log settings.

aws apigatewayv2 delete-access-log-settings \
--api-id aib2c3d4 \
--stage-name '$default’

This command produces no output.

For more information, see Configuring logging for an HTTP API in the Amazon API Gateway
Developer Guide.

» For API details, see DeleteAccessLogSettings in Amazon CLI Command Reference.

delete-api-mapping
The following code example shows how to use delete-api-mapping.
Amazon CLI

To delete an APl mapping

The following delete-api-mapping example deletes an APl mapping for the
api.example.com custom domain name.

aws apigatewayv2 delete-api-mapping \
--api-mapping-id alib2c3 \
--domain-name api.example.com
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This command produces no output.

For more information, see Setting up a regional custom domain name in API Gateway in the
Amazon API Gateway Developer Guide.

» For API details, see DeleteApiMapping in Amazon CLI Command Reference.

delete-api
The following code example shows how to use delete-api.
Amazon CLI

To delete an API

The following delete-api example deletes an API.

aws apigatewayv2 delete-api \
--api-id aib2c3d4

This command produces no output.

For more information, see Working with HTTP APIs and Working with WebSocket APIs in the
Amazon API Gateway Developer Guide.

« For API details, see DeleteApi in Amazon CLI Command Reference.

delete-authorizer

The following code example shows how to use delete-authorizer.

Amazon CLI
To delete an authorizer

The following delete-authorizer example deletes an authorizer.

aws apigatewayv2 delete-authorizer \
--api-id aib2c3d4 \
--authorizer-id aib2c3
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This command produces no output.

For more information, see Controlling access to HTTP APIs with JWT authorizers in the Amazon
API Gateway Developer Guide.

« For API details, see DeleteAuthorizer in Amazon CLI Command Reference.

delete-cors-configuration
The following code example shows how to use delete-cors-configuration.
Amazon CLI

To delete the CORS configuration for an HTTP API

The following delete-cors-configuration example disables CORS for an HTTP API by
deleting its CORS configuration.

aws apigatewayv2 delete-cors-configuration \
--api-id alb2c3d4

This command produces no output.

For more information, see Configuring CORS for an HTTP APl in the Amazon API Gateway
Developer Guide.

» For API details, see DeleteCorsConfiguration in Amazon CLI Command Reference.

delete-deployment
The following code example shows how to use delete-deployment.
Amazon CLI

To delete a deployment

The following delete-deployment example deletes a deployment of an API.

aws apigatewayv2 delete-deployment \
--api-id alib2c3d4 \
--deployment-id alb2c3
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This command produces no output.

For more information, see APl deployment in the Amazon APl Gateway Developer Guide.

» For API details, see DeleteDeployment in Amazon CLI Command Reference.

delete-domain-name
The following code example shows how to use delete-domain-name.
Amazon CLI

To delete a custom domain name

The following delete-domain-name example deletes a custom domain name.

aws apigatewayv2 delete-domain-name \
--domain-name api.example.com

This command produces no output.

For more information, see Setting up a regional custom domain name in API Gateway in the
Amazon API Gateway Developer Guide.

« For API details, see DeleteDomainName in Amazon CLI Command Reference.

delete-integration
The following code example shows how to use delete-integration.
Amazon CLI

To delete an integration

The following delete-integration example deletes an APl integration.

aws apigatewayv2 delete-integration \
--api-id alib2c3d4 \
--integration-id aib2c3

This command produces no output.

API Gateway HTTP and WebSocket API 547


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-basic-concept.html#apigateway-definition-api-deployment
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/apigatewayv2/delete-deployment.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-regional-api-custom-domain-create.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/apigatewayv2/delete-domain-name.html

Amazon Command Line Interface User Guide for Version 2

For more information, see Configuring integrations for HTTP APIs and Setting up WebSocket
APl integrations in the Amazon API Gateway Developer Guide.

» For API details, see Deletelntegration in Amazon CLI Command Reference.

delete-route-settings
The following code example shows how to use delete-route-settings.
Amazon CLI

To delete route settings

The following delete-route-settings example deletes the route settings for the specified
route.

aws apigatewayv2 delete-route-settings \
--api-id aib2c3d4 \
--stage-name dev \
--route-key 'GET /pets'

This command produces no output.

For more information, see Working with routes for HTTP APIs in the Amazon APl Gateway
Developer Guide.

» For API details, see DeleteRouteSettings in Amazon CLI Command Reference.

delete-route
The following code example shows how to use delete-route.
Amazon CLI

To delete a route

The following delete-route example deletes an API route.

aws apigatewayv2 delete-route \
--api-id aib2c3d4 \
--route-id alb2c3
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This command produces no output.

For more information, see Working with routes for HTTP APIs in the Amazon APl Gateway
Developer Guide.

« For API details, see DeleteRoute in Amazon CLI Command Reference.

delete-routing-rule

The following code example shows how to use delete-routing-rule.

Amazon CLI
To delete a routing rule

The following delete-routing-rule example deletes a routing rule for a custom domain
name.

aws apigatewayv2 delete-routing-rule \
--domain-name 'regional.example.com' \
--routing-rule-id aaalll

This command produces no output.

For more information, see Routing rules to connect API stages to a custom domain name for
REST APIs in the Amazon APl Gateway Developer Guide.

« For API details, see DeleteRoutingRule in Amazon CLI Command Reference.

delete-stage

The following code example shows how to use delete-stage.

Amazon CLI
To delete a stage

The following delete-stage example deletes the test stage of an API.

aws apigatewayv2 delete-stage \
--api-id aib2c3d4 \
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--stage-name test

This command produces no output.

For more information, see Working with stages for HTTP APIs in the Amazon APl Gateway
Developer Guide.

« For API details, see DeleteStage in Amazon CLI Command Reference.

delete-vpc-link
The following code example shows how to use delete-vpc-1link.
Amazon CLI

To delete a VPC link for an HTTP API

The following delete-vpc-1ink example deletes a VPC link.

aws apigatewayv2 delete-vpc-link \
--vpc-link-id abcdi23

This command produces no output.

For more information, see Working with VPC links for HTTP APIs in the Amazon API Gateway
Developer Guide.

» For API details, see DeleteVpcLink in Amazon CLI Command Reference.

export-api
The following code example shows how to use export-api.
Amazon CLI

To export an OpenAPI definition of an HTTP API

The following export-api example exports an OpenAPI 3.0 definition of an API stage named
prod to a YAML file named stage-definition.yaml. The exported definition file includes
API Gateway extensions by default.

aws apigatewayv2 export-api \
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--api-id alib2c3d4 \
--output-type YAML \
--specification 0AS30 \
--stage-name prod \
stage-definition.yaml

This command produces no output.

For more information, see Exporting an HTTP API from API Gateway in the Amazon APl Gateway
Developer Guide.

« For API details, see ExportApi in Amazon CLI Command Reference.

get-api-mapping
The following code example shows how to use get-api-mapping.
Amazon CLI

To get information about an APl mapping for a custom domain name

The following get-api-mapping example displays infomation about an APl mapping for the
api.example.com custom domain name.

aws apigatewayv2 get-api-mapping \
--api-mapping-id alb2c3 \
--domain-name api.example.com

Output:

"ApiId": "alb2c3d4",
"ApiMappingId": "alb2c3d5",
"ApiMappingKey": "myTestApi"
"Stage": "test"

For more information, see Setting up a regional custom domain name in API Gateway in the
Amazon API Gateway Developer Guide.

» For API details, see GetApiMapping in Amazon CLI Command Reference.
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get-api-mappings
The following code example shows how to use get-api-mappings.
Amazon CLI

To get APl mappings for a custom domain name

The following get-api-mappings example displays a list of all of the APl mappings for the
api.example.com custom domain name.

aws apigatewayv2 get-api-mappings \
--domain-name api.example.com

Output:
{
"Items": [
{
"ApiId": "alb2c3d4",
"ApiMappingId": "alb2c3d5",
"ApiMappingKey": "myTestApi"
"Stage": "test"
.
{
"ApiId": "a5b6c7d8",
"ApiMappingId": "alb2c3d6",
"ApiMappingKey": "myDevApi"
"Stage": "dev"
.
]
}

For more information, see Setting up a regional custom domain name in API Gateway in the

Amazon API Gateway Developer Guide.

» For API details, see GetApiMappings in Amazon CLI Command Reference.

get-api

The following code example shows how to use get-api.
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Amazon CLI
To retrieve information about an API

The following get-api example displays information about an API.

aws apigatewayv2 get-api \
--api-id aib2c3d4

Output:

"ApiEndpoint": "https://alb2c3d4.execute-api.us-west-2.amazonaws.com",
"ApiId": "alb2c3d4",
"ApiKeySelectionExpression": "$request.header.x-api-key",
"CreatedDate": "2020-03-28T00:32:37Z2",
"Name": "my-api",
"ProtocolType": "HTTP",
"RouteSelectionExpression": "$request.method $request.path",
"Tags": {
"department": "finance"

« For API details, see GetApi in Amazon CLI Command Reference.

get-apis
The following code example shows how to use get-apis.
Amazon CLI

To retrieve a list of APIs

The following get-apis example lists all of the APIs for the current user.
aws apigatewayv2 get-apis

Output:
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"Items": [

{
"ApiEndpoint": "wss://alb2c3d4.execute-api.us-west-2.amazonaws.com",
"ApiId": "alb2c3d4",
"ApiKeySelectionExpression": "$request.header.x-api-key",
"CreatedDate": "2020-04-07T20:21:59Z2",
"Name": "my-websocket-api",
"ProtocolType": "WEBSOCKET",
"RouteSelectionExpression": "$request.body.message",
"Tags": {3}

},

{
"ApiEndpoint": "https://alb2c3d5.execute-api.us-west-2.amazonaws.com",
"ApiId": "alb2c3d5",
"ApiKeySelectionExpression": "$request.header.x-api-key",

"CreatedDate": "2020-04-07T20:23:50Z",

"Name": "my-http-api",

"ProtocolType": "HTTP",

"RouteSelectionExpression": "$request.method $request.path",
"Tags": {}

For more information, see Working with HTTP APIs and Working with WebSocket APIs in the
Amazon API Gateway Developer Guide.

« For API details, see GetApis in Amazon CLI Command Reference.

get-authorizer

The following code example shows how to use get-authorizer.

Amazon CLI
To retrieve information about an authorizer

The following get-authorizer example displays information about an authorizer.

aws apigatewayv2 get-authorizer \
--api-id aib2c3d4 \
--authorizer-id aib2c3
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Output:

"AuthorizerId": "alb2c3",
"AuthorizerType": "IWT",
"IdentitySource": [
"$request.header.Authorization"
1)
"JwtConfiguration": {
"Audience": [

"123456abc"
1)
"Issuer": "https://cognito-idp.us-west-2.amazonaws.com/us-west-2_abcl23"
b
"Name": "my-jwt-authorizer"

For more information, see Controlling access to HTTP APIs with JWT authorizers in the Amazon

AP| Gateway Developer Guide.

» For API details, see GetAuthorizer in Amazon CLI Command Reference.

get-authorizers
The following code example shows how to use get-authorizers.
Amazon CLI

To retrieve a list of authorizers for an API

The following get-authorizers example displays a list of all of the authorizers for an API.

aws apigatewayv2 get-authorizers \
--api-id aib2c3d4

Output:

"Items": [

"AuthorizerId": "alb2c3",
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"AuthorizerType": "JWT",
"IdentitySource": [
"$request.header.Authorization"
1,
"JwtConfiguration": {
"Audience": [

"123456abc"
1,
"Issuer": "https://cognito-idp.us-west-2.amazonaws.com/us-
west-2_abcl23"
},
"Name": "my-jwt-authorizer"
},
{

"AuthorizerId": "alb2c4",
"AuthorizerType": "IWT",
"IdentitySource": [
"$request.header.Authorization"
1,
"JwtConfiguration": {
"Audience": [

"6789abcde"
1,
"Issuer": "https://cognito-idp.us-west-2.amazonaws.com/us-
west-2_abc234"
1,
"Name": "new-jwt-authorizer"

For more information, see Controlling access to HTTP APIs with JWT authorizers in the Amazon
AP| Gateway Developer Guide.

« For API details, see GetAuthorizers in Amazon CLI Command Reference.

get-deployment
The following code example shows how to use get-deployment.
Amazon CLI

To retrieve information about a deployment
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The following get-deployment example displays information about a deployment.

aws apigatewayv2 get-deployment \
--api-id aib2c3d4 \
--deployment-id abcdef

Output:

"AutoDeployed": true,

"CreatedDate": "2020-04-07T23:58:407",

"DeploymentId": "abcdef",

"DeploymentStatus": "DEPLOYED",

"Description": "Automatic deployment triggered by changes to the Api
configuration"

}

For more information, see API deployment in the Amazon APl Gateway Developer Guide.

» For API details, see GetDeployment in Amazon CLI Command Reference.

get-deployments
The following code example shows how to use get-deployments.

Amazon CLI
To retrieve a list of deployments

The following get-deployments example displays a list of all of an API's deployments.

aws apigatewayv2 get-deployments \
--api-id alb2c3d4

Output:

"Items": [

"AutoDeployed": true,
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"CreatedDate": "2020-04-07T23:58:407",
"DeploymentId": "abcdef",
"DeploymentStatus": "DEPLOYED",
"Description": "Automatic deployment triggered by changes to the Api
configuration"
I

{
"AutoDeployed": true,
"CreatedDate": "2020-04-06T00:33:00Z7",
"DeploymentId": "bcdefg",
"DeploymentStatus": "DEPLOYED",
"Description": "Automatic deployment triggered by changes to the Api
configuration"

}

For more information, see APl deployment in the Amazon APl Gateway Developer Guide.

» For API details, see GetDeployments in Amazon CLI Command Reference.

get-domain-name
The following code example shows how to use get-domain-name.
Amazon CLI

To retrieve information about a custom domain name

The following get-domain-name example displays information about a custom domain name.

aws apigatewayv2 get-domain-name \
--domain-name api.example.com

Output:
{
"ApiMappingSelectionExpression": "$request.basepath",
"DomainName": "api.example.com",
"DomainNameConfigurations": [

{

"ApiGatewayDomainName": "d-1234.execute-api.us-west-2.amazonaws.com",
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"CertificateArn": "arn:aws:acm:us-
west-2:123456789012:certificate/123456789012-1234-1234-1234-12345678",

"EndpointType": "REGIONAL",

"HostedZoneId": "123456789111",

"SecurityPolicy": "TLS_1_2",

"DomainNameStatus": "AVAILABLE"

1,
"TagS": {}

For more information, see Setting up a regional custom domain name in AP| Gateway in the

Amazon API Gateway Developer Guide.

« For API details, see GetDomainName in Amazon CLI Command Reference.

get-domain-names
The following code example shows how to use get-domain-names.
Amazon CLI

To retrieve a list of custom domain names

The following get-domain-names example displays a list of all of the custom domain names
for the current user.

aws apigatewayv2 get-domain-names

Output:
{
"ITtems": [
{
"ApiMappingSelectionExpression": "$request.basepath",
"DomainName": "api.example.com",
"DomainNameConfigurations": [
{
"ApiGatewayDomainName": "d-1234.execute-api.us-
west-2.amazonaws.com",
"CertificateArn": "arn:aws:acm:us-

west-2:123456789012:certificate/123456789012-1234-1234-1234-12345678",
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"EndpointType": "REGIONAL",
"HostedZoneId": "123456789111",
"SecurityPolicy": "TLS_1_2",
"DomainNameStatus": "AVAILABLE"

}
]
},
{
"ApiMappingSelectionExpression": "$request.basepath",
"DomainName": '"newApi.example.com",
"DomainNameConfigurations": [
{

"ApiGatewayDomainName": "d-5678.execute-api.us-
west-2.amazonaws.com",

"CertificateArn": "arn:aws:acm:us-
west-2:123456789012:certificate/123456789012-1234-1234-1234-12345678",

"EndpointType": "REGIONAL",

"HostedZoneId": "123456789222",

"SecurityPolicy": "TLS_1_2",

"DomainNameStatus": "AVAILABLE"

For more information, see Setting up a regional custom domain name in API Gateway in the
Amazon API Gateway Developer Guide.

» For API details, see GetDomainNames in Amazon CLI Command Reference.

get-integration
The following code example shows how to use get-integration.
Amazon CLI

To retrieve information about an integration

The following get-integration example displays information about an integration.

aws apigatewayv2 get-integration \
--api-id aib2c3d4 \
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--integration-id alb2c3

Output:

"ApiGatewayManaged": true,

"ConnectionType": "INTERNET",

"IntegrationId": "alb2c3",

"IntegrationMethod": "POST",

"IntegrationType": "AWS_PROXY",

"IntegrationUri": "arn:aws:lambda:us-west-2:12356789012:function:hellol2",
"PayloadFormatVersion": "2.0",

"TimeoutInMillis": 30000

For more information, see Configuring integrations for HTTP APIs and Setting up WebSocket
APl integrations in the Amazon API Gateway Developer Guide.

» For API details, see GetIntegration in Amazon CLI Command Reference.

get-integrations
The following code example shows how to use get-integrations.
Amazon CLI

To retrieve a list of integrations

The following get-integrations example displays a list of all of an API's integrations.

aws apigatewayv2 get-integrations \
--api-id alib2c3d4

Output:

"Items": [

"ApiGatewayManaged": true,
"ConnectionType": "INTERNET",
"IntegrationId": "alb2c3",
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"IntegrationMethod": "POST",

"IntegrationType": "AWS_PROXY",

"IntegrationUri": "arn:aws:lambda:us-west-2:123456789012:function:my-
function",

"PayloadFormatVersion": "2.0",
"TimeoutInMillis": 30000

},

{
"ConnectionType": "INTERNET",
"IntegrationId": "alb2c4",
"IntegrationMethod": "ANY",
"IntegrationType": "HTTP_PROXY",
"IntegrationUri": "https://www.example.com",
"PayloadFormatVersion": "1.0",
"TimeoutInMillis": 30000

}

For more information, see Configuring integrations for HTTP APIs and Setting up WebSocket

APl integrations in the Amazon API Gateway Developer Guide.

» For API details, see GetIntegrations in Amazon CLI Command Reference.

get-route
The following code example shows how to use get-route.
Amazon CLI

To retrieve information about a route

The following get-route example displays information about a route.

aws apigatewayv2 get-route \
--api-id aib2c3d4 \
--route-id 72jziwk

Output:

"ApiKeyRequired": false,
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"AuthorizationType": "NONE",
"RouteId": "72jzlwk",
"RouteKey": "ANY /pets",
"Target": "integrations/alb2c3"

For more information, see Working with routes for HTTP APIs in the Amazon APl Gateway

Developer Guide

« For API details, see GetRoute in Amazon CLI Command Reference.

get-routes

The following code example shows how to use get-routes.

Amazon CLI

To retrieve a list of routes

The following get-routes example displays a list of all of an API's routes.

aws apigatewayv2 get-routes \
--api-id alb2c3d4

Output:
{
"Items":
{
.
{

L

"ApiKeyRequired": false,
"AuthorizationType": "NONE",
"RouteId": "72jzlwk",
"RouteKey": "ANY /admin",
"Target": "integrations/alb2c3"

"ApiGatewayManaged": true,
"ApiKeyRequired": false,
"AuthorizationType": "NONE",
"RouteId": "gob5gqi",
"RouteKey": "$default",
"Target": "integrations/alb2c4"
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}

For more information, see Working with routes for HTTP APIs in the Amazon APl Gateway

Developer Guide

« For API details, see GetRoutes in Amazon CLI Command Reference.

get-routing-rule
The following code example shows how to use get-routing-rule.
Amazon CLI

To get a routing rule

The following get-routing-rule example gets a routing rule for a domain name.

aws apigatewayv2 get-routing-rule \
--domain-name 'regional.example.com' \
--routing-rule-id aaallil

Output:
{
"Actions": [
{
"InvokeApi": {
"ApiId": "abcdl234",
"Stage": "prod",
"StripBasePath": false
}
}
1,
"Conditions": [
{
"MatchBasePaths": {
"AnyOf": [
"PetStoreShopper"
]
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}

1,

"Priority": 50,

"RoutingRuleArn": "arn:aws:apigateway:us-east-2:123456789012:/domainnames/
regional.example.com/routingrules/aaalll",

"RoutingRuleId": "aaalll"

For more information, see Routing rules to connect API stages to a custom domain name for
REST APIs in the Amazon API Gateway Developer Guide.

» For API details, see GetRoutingRule in Amazon CLI Command Reference.

get-stage
The following code example shows how to use get-stage.
Amazon CLI

To retrieve information about a stage

The following get-stage example displays information about the prod stage of an API.

aws apigatewayv2 get-stage \
--api-id alb2c3d4 \
--stage-name prod

Output:

"CreatedDate": "2020-04-08T00:36:05Z",
"DefaultRouteSettings": {
"DetailedMetricsEnabled": false
},
"DeploymentId": "xlzwyv",
"LastUpdatedDate": "2020-04-08T00Q:36:132",
"RouteSettings": {3},
"StageName": "prod",
"StageVariables": {
"function": "my-prod-function"
I
"Tags": {}
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}

For more information, see Working with stages for HTTP APIs in the Amazon API Gateway
Developer Guide.

« For API details, see GetStage in Amazon CLI Command Reference.

get-stages
The following code example shows how to use get-stages.
Amazon CLI

To retrieve a list of stages

The following get-stages example lists all of an API's stages.

aws apigatewayv2 get-stages \
--api-id alb2c3d4

Output:

"Items": [

"ApiGatewayManaged": true,

"AutoDeploy": true,

"CreatedDate": "2020-04-08T00:08:447",

"DefaultRouteSettings": {

"DetailedMetricsEnabled": false

I

"DeploymentId": "dty748",

"LastDeploymentStatusMessage": "Successfully deployed stage with
deployment ID 'dty748'",

"LastUpdatedDate": "2020-04-08T00:09:497",

"RouteSettings": {3},

"StageName": "$default",

"StageVariables": {3},

"Tags": {3}

"AutoDeploy": true,
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"CreatedDate": "2020-04-08T00:35:06Z7",

"DefaultRouteSettings": {
"DetailedMetricsEnabled": false

I

"LastUpdatedDate": "2020-04-08T0Q:35:48Z2",

"RouteSettings": {3},

"StageName": "dev",
"StageVariables": {

"function": "my-dev-function"
I
"Tags": {}

"CreatedDate": "2020-04-08T00:36:05Z",
"DefaultRouteSettings": {
"DetailedMetricsEnabled": false
},
"DeploymentId": "xlzwyv",
"LastUpdatedDate": "2020-04-08T00Q:36:132",
"RouteSettings": {3},
"StageName": "prod",
"StageVariables": {
"function": "my-prod-function"
I
"Tags": {3}

For more information, see Working with stages for HTTP APIs in the Amazon API Gateway

Developer Guide.

« For API details, see GetStages in Amazon CLI Command Reference.

get-tags

The following code example shows how to use get-tags.

Amazon CLI

To retrieve a list of tags for a resource

The following get-tags example lists all of an API's tags.
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aws apigatewayv2 get-tags \
--resource-arn arn:aws:apigateway:us-west-2::/apis/alb2c3d4

Output:
{
"Tags": {
"owner": "dev-team",
"environment": "prod"
}
}

For more information, see Tagging your APl Gateway resources in the Amazon APl Gateway

Developer Guide.

« For API details, see GetTags in Amazon CLI Command Reference.

get-vpc-link
The following code example shows how to use get-vpc-1link.
Amazon CLI

To retrieve information about a VPC link

The following get-vpc-1ink example displays information about a VPC link.

aws apigatewayv2 get-vpc-link \
--vpc-link-id abcdi23

Output:

"CreatedDate": "2020-04-07T0Q0:27:477Z",
"Name": "MyVpcLink",
"SecurityGroupIds": [

"'sgl234",

"sg5678"
1,
"SubnetIds": [

"subnet-aaaa",
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"subnet-bbbb"
1,
"Tags": {},
"VpcLinkId": "abcd123",
"VpcLinkStatus": "AVAILABLE",
"VpcLinkStatusMessage": "VPC link is ready to route traffic",
"VpcLinkVersion": "V2"

For more information, see Working with VPC links for HTTP APIs in the Amazon API Gateway
Developer Guide.

» For API details, see GetVpcLink in Amazon CLI Command Reference.

get-vpc-links
The following code example shows how to use get-vpc-1links.

Amazon CLI
To retrieve a list of VPC links

The following get-vpc-1inks example displays a list of all of the VPC links for the current
user.

aws apigatewayv2 get-vpc-links

Output:

"Items": [

"CreatedDate": "2020-04-07T0Q0:27:477Z",
"Name": "MyVpcLink",
"SecurityGroupIds": [

"'sgl234",

"sg5678"
1,
"SubnetIds": [

"subnet-aaaa",

"subnet-bbbb"
1,
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"Tags": {},

"VpcLinkId": "abcd123",

"VpcLinkStatus": "AVAILABLE",

"VpcLinkStatusMessage": "VPC link is ready to route traffic",
"VpcLinkVersion": "V2"

}
{
"CreatedDate": "2020-04-07T0Q0:27:47Z",
"Name": "MyOtherVpcLink",
"SecurityGroupIds": [
"'sgl234",
"sg5678"
1,
"SubnetIds": [
"subnet-aaaa",
"subnet-bbbb"
1,
"Tags": {3},
"VpcLinkId": "abcd456",
"VpcLinkStatus": "AVAILABLE",
"VpcLinkStatusMessage": "VPC link is ready to route traffic",
"VpcLinkVersion": "V2"
}

For more information, see Working with VPC links for HTTP APIs in the Amazon API Gateway
Developer Guide.

« For API details, see GetVpcLinks in Amazon CLI Command Reference.

import-api
The following code example shows how to use import-api.
Amazon CLI

To import an HTTP API

The following import-api example creates an HTTP API from an OpenAPI 3.0 definition file
named api-definition.yaml.

aws apigatewayv2 import-api \
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--body file://api-definition.yaml

Contents of api-definition.yaml:

openapi: 3.0.1
info:
title: My Lambda API
version: v1.0
paths:
/hello:
X-amazon-apigateway-any-method:
X-amazon-apigateway-integration:
payloadFormatVersion: 2.0
type: aws_proxy
httpMethod: POST
uri: arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123456789012:function:hello/invocations
connectionType: INTERNET

Output:
{
"ApiEndpoint": "https://alb2c3d4.execute-api.us-west-2.amazonaws.com",
"ApiId": "alb2c3d4",
"ApiKeySelectionExpression": "$request.header.x-api-key",

"CreatedDate": "2020-04-08T17:19:38+00:00",

"Name": "My Lambda API",

"ProtocolType": "HTTP",

"RouteSelectionExpression": "$request.method $request.path",
"Tags": {},

"Version": "v1.0"

For more information, see Working with OpenAPI definitions for HTTP APIs in the Amazon API

Gateway Developer Guide.

« For API details, see ImportApi in Amazon CLI Command Reference.

list-routing-rules

The following code example shows how to use 1ist-routing-rules.
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Amazon CLI
To list routing rules

The following 1list-routing-rules example lists the routing rules for a domain name.

aws apigatewayv2 list-routing-rules \
--domain-name 'regional.example.com'

Output:
{
"RoutingRules": [
{
"Actions": [
{
"InvokeApi": {
"ApiId": "abcd1234",
"Stage": "prod",
"StripBasePath": false
}
}
1,
"Conditions": [
{
"MatchBasePaths": {
"AnyOf": [
"PetStoreShopper"
]
}
}
1,

"Priority": 150,

"RoutingRuleArn": "arn:aws:apigateway:us-east-1:123456789012:/
domainnames/regional.example.com/routingrules/aaalll",

"RoutingRuleId": "aaalll"

For more information, see Routing rules to connect API stages to a custom domain name for
REST APIs in the Amazon API Gateway Developer Guide.
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» For API details, see ListRoutingRules in Amazon CLI Command Reference.

put-routing-rule

The following code example shows how to use put-routing-rule.

Amazon CLI

To update a routing rule

The following put-routing-rule example updates the priority of a routing rule.

aws apigatewayv2 put-routing-rule \

--domain-name 'regional.example.com' \

--priority 150 \
--conditions '[ \

{\
"MatchBasePaths": { \
"AnyOf": [ \
"PetStoreShopper" \
1\
3\
3\
1"\
--actions '[ \
{\
"InvokeApi": { \
"Apild": "abcd1234",
"Stage": '"prod" \
3\
3\
17
Output:
{
"Actions": [
{
"InvokeApi": {
"ApiId": "abcdl234",
"Stage": "prod",

\

"StripBasePath": false
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}
}
1,
"Conditions": [
{
"MatchBasePaths": {
"AnyOf": [
"PetStoreShopper"
]
}
}
1,

"Priority": 150,

"RoutingRuleArn": "arn:aws:apigateway:us-east-2:123456789012:/domainnames/
regional.example.com/routingrules/aaalll",

"RoutingRuleId": "aaalll"

For more information, see Routing rules to connect API stages to a custom domain name for
REST APIs in the Amazon API Gateway Developer Guide.

» For API details, see PutRoutingRule in Amazon CLI Command Reference.

reimport-api
The following code example shows how to use reimport-api.
Amazon CLI

To reimport an HTTP API

The following reimport-api example updates an existing HTTP API to use the OpenAPI 3.0
definition specified in api-definition.yaml.

aws apigatewayv2 reimport-api \
--body file://api-definition.yaml \
--api-id ailb2c3d4

Contents of api-definition.yaml:

openapi: 3.0.1
info:
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title: My Lambda API
version: v1.0
paths:
/hello:
X-amazon-apigateway-any-method:
X-amazon-apigateway-integration:
payloadFormatVersion: 2.0
type: aws_proxy
httpMethod: POST
uri: arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:12356789012:function:hello/invocations
connectionType: INTERNET

Output:
{
"ApiEndpoint": "https://alb2c3d4.execute-api.us-west-2.amazonaws.com",
"ApiId": "alb2c3d4",
"ApiKeySelectionExpression": "$request.header.x-api-key",

"CreatedDate": "2020-04-08T17:19:38+00:00",

"Name": "My Lambda API",

"ProtocolType": "HTTP",

"RouteSelectionExpression": "$request.method $request.path",
"Tags": {},

"Version": "v1.0"

For more information, see Working with OpenAPI definitions for HTTP APIs in the Amazon API

Gateway Developer Guide.

« For API details, see ReimportApi in Amazon CLI Command Reference.

tag-resource
The following code example shows how to use tag-resource.
Amazon CLI

To tag a resource

The following tag-resource example adds a tag with the key name Department and a value
of Accounting to the specified API.
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aws apigatewayv2 tag-resource \
--resource-arn arn:aws:apigateway:us-west-2::/apis/alb2c3d4 \
--tags Department=Accounting

This command produces no output.

For more information, see Tagging your APl Gateway resources in the Amazon APl Gateway

Developer Guide.

« For API details, see TagResource in Amazon CLI Command Reference.

untag-resource

The following code example shows how to use untag-resource.

Amazon CLI
To remove tags from a resource

The following untag-resource example removes tags with the key names Project and
Owner from the specified API.

aws apigatewayv2 untag-resource \
--resource-arn arn:aws:apigateway:us-west-2::/apis/alb2c3d4 \
--tag-keys Project Owner

This command produces no output.

For more information, see Tagging your APl Gateway resources in the Amazon APl Gateway

Developer Guide.

« For API details, see UntagResource in Amazon CLI Command Reference.

update-api-mapping
The following code example shows how to use update-api-mapping.
Amazon CLI

To update an APl mapping
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The following update-api-mapping example changes an APl mapping for a custom domain
name. As a result, the base URL using the custom domain name for the specified APl and stage
becomes https://api.example.com/dev.

aws apigatewayv2 update-api-mapping \
--api-id alb2c3d4 \
--stage dev \
--domain-name api.example.com \
--api-mapping-id 0qzs2sy7bh \
--api-mapping-key dev

Output:

"ApiId": "alb2c3d4",
"ApiMappingId": "@qzs2sy7bh",
"ApiMappingKey": "dev"
"Stage": "dev"

For more information, see Setting up a regional custom domain name in AP| Gateway in the
Amazon API Gateway Developer Guide.

» For API details, see UpdateApiMapping in Amazon CLI Command Reference.

update-api
The following code example shows how to use update-api.
Amazon CLI

To enable CORS for an HTTP API

The following update-api example updates the specified API's CORS configuration to allow
requests from https://www.example.com.

aws apigatewayv2 update-api \
--api-id aib2c3d4 \

--cors-configuration AllowOrigins=https://www.example.com

Output:
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"ApiEndpoint": "https://alb2c3d4.execute-api.us-west-2.amazonaws.com",
"ApiId": "alb2c3d4",
"ApiKeySelectionExpression": "$request.header.x-api-key",
"CorsConfiguration": {
"AllowCredentials": false,
"AllowHeaders": [
"headerl",
"header2"
1,
"AllowMethods": [
"GET",
"OPTIONS"
1,
"AllowOrigins": [
"https://www.example.com"

1,

"CreatedDate": "2020-04-08T18:39:37+00:00",

"Name": "my-http-api",

"ProtocolType": "HTTP",

"RouteSelectionExpression": "$request.method $request.path",
"Tags": {},

"Version": "v1.0"

For more information, see Configuring CORS for an HTTP API in the Amazon API Gateway
Developer Guide.

« For API details, see UpdateApi in Amazon CLI Command Reference.

update-authorizer
The following code example shows how to use update-authorizer.
Amazon CLI

To update an authorizer

The following update-authorizer example changes a JWT authorizer's identity source to a
header named Authorization.

aws apigatewayv2 update-authorizer \
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--api-id alib2c3d4 \
--authorizer-id alb2c3 \
--identity-souxce '$request.header.Authorization'

Output:

"AuthorizerId": "alb2c3",
"AuthorizerType": "JWT",
"IdentitySource": [
"$request.header.Authorization"
1,
"JwtConfiguration": {
"Audience": [

"123456abc"
P
"Issuer": "https://cognito-idp.us-west-2.amazonaws.com/us-west-2_abcl23"
I
"Name": "my-jwt-authorizer"

For more information, see Controlling access to HTTP APIs with JWT authorizers in the Amazon

API Gateway Developer Guide.

« For API details, see UpdateAuthorizer in Amazon CLI Command Reference.

update-deployment
The following code example shows how to use update-deployment.
Amazon CLI

To change a deployment's description

The following update-deployment example updates a deployment's description.

aws apigatewayv2 update-deployment \
--api-id aib2c3d4 \
--deployment-id abcdef \
--description 'Manual deployment to fix integration test failures.'

Output:

API Gateway HTTP and WebSocket API 579


https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/apigatewayv2/update-authorizer.html

Amazon Command Line Interface User Guide for Version 2

{

"AutoDeployed": false,

"CreatedDate": "2020-02-05T16:21:48+00:00",

"DeploymentId": "abcdef",

"DeploymentStatus": "DEPLOYED",

"Description": "Manual deployment to fix integration test failures."
}

For more information, see Developing an HTTP API in APl Gateway in the Amazon API Gateway
Developer Guide.

» For API details, see UpdateDeployment in Amazon CLI Command Reference.

update-domain-name
The following code example shows how to use update-domain-name.
Amazon CLI

To update a custom domain name

The following update-domain-name example specifies a new ACM certificate for the
api.example.com custom domain name.

aws apigatewayv2 update-domain-name \

--domain-name api.example.com \

--domain-name-configurations CertificateArn=arn:aws:acm:us-
west-2:123456789012:certificate/123456789012-1234-1234-1234-12345678

Output:
{

"ApiMappingSelectionExpression": "$request.basepath",

"DomainName": "regional.example.com",

"DomainNameConfigurations": [

{

"ApiGatewayDomainName": "d-id.execute-api.us-west-2.amazonaws.com",
"CertificateArn": "arn:aws:acm:us-

west-2:123456789012:certificate/123456789012-1234-1234-1234-12345678",
"EndpointType": "REGIONAL",
"HostedZoneId": "123456789111",
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"SecurityPolicy": "TLS_1_2",
"DomainNameStatus": "AVAILABLE"

For more information, see Setting up a regional custom domain name in API Gateway in the
Amazon API Gateway Developer Guide.

« For API details, see UpdateDomainName in Amazon CLI Command Reference.

update-integration

The following code example shows how to use update-integration.

Amazon CLI

To update a Lambda integration

The following update-integration example updates an existing Amazon Lambda
integration to use the specified Lambda function.

aws apigatewayv2 update-integration \
--api-id aib2c3d4 \
--integration-id alb2c3 \

--integration-uri arn:aws:apigateway:us-west-2:1lambda:path/2015-03-31/functions/
arn:aws:lambda:us-west-2:123456789012: function:my-new-function/invocations

Output:

"ConnectionType": "INTERNET",

"IntegrationId": "alb2c3",

"IntegrationMethod": "POST",

"IntegrationType": "AWS_PROXY",

"IntegrationUri": "arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/

functions/arn:aws:lambda:us-west-2:123456789012: function:my-new-function/
invocations",

"PayloadFormatVersion": "2.0",
"TimeoutInMillis": 5000
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For more information, see Configuring integrations for HTTP APIs and Setting up WebSocket

APl integrations in the Amazon API Gateway Developer Guide.

» For API details, see Updatelntegration in Amazon CLI Command Reference.

update-route

The following code example shows how to use update-route.

Amazon CLI
Example 1: To update the integration of a route

The following update-route example updates the integration of a specified route.

aws apigatewayv2 update-route \
--api-id alb2c3d4 \
--route-id alb2c3 \
--target integrations/alb2c6

Output:

"ApiKeyRequired": false,
"AuthorizationType": "NONE",
"RouteId": "alb2c3",
"RouteKey": "ANY /pets",
"Target": "integrations/alb2c6"

Example 2: To add an authorizer to a route

The following update-route example updates the specified route to use a JWT authorizer.

aws apigatewayv2 update-route \
--api-id aib2c3d4 \
--route-id alb2c3 \
--authorization-type JWT \
--authorizer-id aib2c5 \
--authorization-scopes user.id user.email
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Output:

"ApiKeyRequired": false,
"AuthorizationScopes": [
"user.id",
"user.email"
1,
"AuthorizationType": "JWT",
"AuthorizerId": "alb2c5",
"OperationName": "GET HTTP",
"RequestParameters": {3},
"RouteId": "alb2c3",
"RouteKey": "GET /pets",
"Target": "integrations/alb2c6"

For more information, see Controlling access to HTTP APIs with JWT authorizers in the Amazon
API Gateway Developer Guide.

« For API details, see UpdateRoute in Amazon CLI Command Reference.

update-stage
The following code example shows how to use update-stage.
Amazon CLI

To configure custom throttling

The following update-stage example configures custom throttling for the specified stage and
route of an API.

aws apigatewayv2 update-stage \

--api-id alb2c3d4 \

--stage-name dev \

--route-settings '{"GET /pets":
{"ThrottlingBurstLimit":100, "ThrottlingRatelLimit":2000}}"

Output:
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"CreatedDate": "2020-04-05T16:21:16+00:00",
"DefaultRouteSettings": {
"DetailedMetricsEnabled": false
I
"DeploymentId": "shktxb",
"LastUpdatedDate": "2020-04-08T22:23:17+00:00",
"RouteSettings": {
"GET /pets": {
"ThrottlingBurstLimit": 100,
"ThrottlingRatelLimit": 2000.0

}
.
"StageName": "dev",
"StageVariables": {3,
"Tags": {}

For more information, see Protecting your HTTP API in the Amazon APl Gateway Developer
Guide.

 For API details, see UpdateStage in Amazon CLI Command Reference.

update-vpc-link
The following code example shows how to use update-vpc-1link.
Amazon CLI

To update a VPC link

The following update-vpc-1link example updates the name of a VPC link. After you've
created a VPC link, you can't change its security groups or subnets.

aws apigatewayv2 update-vpc-link \
--vpc-link-id abcdi23 \
--name MyUpdatedVpcLink

Output:

"CreatedDate": "2020-04-07TQ0:27:4772",

API Gateway HTTP and WebSocket API 584


https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-protect.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/apigatewayv2/update-stage.html

Amazon Command Line Interface User Guide for Version 2

"Name": "MyUpdatedVpcLink",
"SecurityGroupIds": [
"'sgl234",
"sg5678"
1,
"SubnetIds": [
"subnet-aaaa",
"subnet-bbbb"
1,
"Tags": {3},
"VpcLinkId": "abcd123",
"VpcLinkStatus": "AVAILABLE",
"VpcLinkStatusMessage": "VPC link is ready to route traffic",
"VpcLinkVersion": "V2"

For more information, see Working with VPC links for HTTP APIs in the Amazon APl Gateway
Developer Guide.

» For API details, see UpdateVpcLink in Amazon CLI Command Reference.

APl Gateway Management APl examples using Amazon CLI

The following code examples show you how to perform actions and implement common scenarios
by using the Amazon Command Line Interface with APl Gateway Management API.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions
delete-connection

The following code example shows how to use delete-connection.
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Amazon CLI
To delete a WebSocket connection

The following delete-connection example disconnects a client from the specified
WebSocket API.

aws apigatewaymanagementapi delete-connection \
--connection-id LOSM9cOFvHcCIhw= \
--endpoint-url https://aabbccddee.execute-api.us-west-2.amazonaws.com/prod

This command produces no output.

For more information, see Use @connections commands in your backend service in the Amazon
API Gateway Developer Guide.

» For API details, see DeleteConnection in Amazon CLI Command Reference.

get-connection
The following code example shows how to use get-connection.
Amazon CLI

To get information about a WebSocket connection

The following get-connection example describes a connection to the specified WebSocket
API.

aws apigatewaymanagementapi get-connection \
--connection-id LOSM9cOFvHcCIhw= \
--endpoint-url https://aabbccddee.execute-api.us-west-2.amazonaws.com/prod

Output:

"ConnectedAt": "2020-04-30T20:10:33.236Z",
"Identity": {
"Sourcelp": "192.0.2.1"

iy
"LastActiveAt": "2020-04-30T20:10:42.997Z"
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For more information, see Use @connections commands in your backend service in the Amazon
API Gateway Developer Guide.

« For API details, see GetConnection in Amazon CLI Command Reference.

post-to-connection
The following code example shows how to use post-to-connection.
Amazon CLI

To send data to a WebSocket connection

The following post-to-connection example sends a message to a client that's connected to
the specified WebSocket API.

aws apigatewaymanagementapi post-to-connection \
--connection-id LOSM9cOFvHcCIhw= \
--data "Hello from API Gateway!" \
--endpoint-url https://aabbccddee.execute-api.us-west-2.amazonaws.com/prod

This command produces no output.

For more information, see Use @connections commands in your backend service in the Amazon
API Gateway Developer Guide.

« For API details, see PostToConnection in Amazon CLI Command Reference.

App Mesh examples using Amazon CLI

The following code examples show you how to perform actions and implement common scenarios
by using the Amazon Command Line Interface with App Mesh.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions
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Actions
create-mesh
The following code example shows how to use create-mesh.
Amazon CLI
Example 1: To create a new service mesh

The following create-mesh example creates a service mesh.

aws appmesh create-mesh \
--mesh-name appl

Output:

"mesh": {

"meshName" :"appl",

"metadata":{
"arn":"arn:aws:appmesh:us-east-1:123456789012:mesh/appl",
"createdAt":1563809909. 282,
"lastUpdatedAt":1563809909.282,
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

b

"spec":{},

"status":({

"status":"ACTIVE"

Example 2: To create a new service mesh with multiple tags

The following create-mesh example creates a service mesh with multiple tags.

aws appmesh create-mesh \
--mesh-name app2 \
--tags key=keyl,value=valuel key=key2,value=value2 key=key3,value=value3
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Output:

"mesh": {

"meshName" : "app2",

"metadata":{
"arn":"arn:aws:appmesh:us-east-1:123456789012:mesh/app2",
"createdAt":1563822121.877,
"lastUpdatedAt":1563822121.877,
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

3,

"spec":{},

"status":{

"status":"ACTIVE"

For more information, see Service Meshes in the Amazon App Mesh User Guide.

« For API details, see CreateMesh in Amazon CLI Command Reference.

create-route
The following code example shows how to use create-route.
Amazon CLI

To create a new gRPC route

The following create-route example uses a JSON input file to create a gRPC route. GRPC
traffic that has metadata that starts with 123 is routed to a virtual node named serviceBgrpc. If
there are specific gRPC, HTTP, or TCP failures when attempting to communicate with the target
of the route, the route is retried three times. There is a 15 second delay between each retry
attempt.

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

Contents of create-route-grpc.json:
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"meshName"
"routeName"
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets"
{

Ilappsll ,
"grpcRoute",

"virtualNode"
100

"weight"

.
"match" : {
"metadata" : [
{

"invert"

"match" : {

"prefix"

+

"name"

1,
"methodName"
"serviceName"

1,

"retryPolicy" : {
"grpcRetryEvents"
"httpRetryEvents"
"maxRetries" : 3,
"perRetryTimeout"

"unit" : "s",

"value" : 15
1,
"tcpRetryEvents"

iy

"priority" 100

iy

"virtualRouterName"

Output:

"serviceBgrpc",

false,

Il123ll

"myMetadata"

"GetColor",
""com.amazonaws.services.ColorService"

[ "deadline-exceeded" ],

[ "server-error", "gateway-error" ],

[ "connection-error" ]

"serviceBgrpc"
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"route": {
"meshName": "apps",
"metadata": {
"arn
serviceBgrpc/route/grpcRoute",
"createdAt": 1572010806.008,
"lastUpdatedAt": 1572010806.008,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

1,
"routeName": "grpcRoute",
"spec": {

"grpcRoute": {
"action": {
"weightedTargets": [

": "arn:aws:appmesh:us-west-2:123456789012:mesh/apps/virtualRouter/

{
"virtualNode": "serviceBgrpc",
"weight": 100
}
]
},
"match": {
"metadata": [
{
"invert": false,
"match": {
"prefix": "123"
.
"name": "mymetadata"
}
1,
"methodName": "GetColor",
"serviceName": "com.amazonaws.services.ColorService"
.

"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"
1,
"httpRetryEvents": [
"server-error",
"gateway-error"

1,
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"maxRetries": 3,
"perRetryTimeout": {
"unit": "s",
"value": 15

},
"tcpRetryEvents": [

"connection-error"

]
}

I

"priority": 100
I
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "serviceBgrpc"

To create a new HTTP or HTTP/2 route

The following create-route example uses a JSON input file to create an HTTP/2 route.

To create an HTTP route, replace http2Route with httpRoute under spec. All HTTP/2 traffic
addressed to any URL prefix that has a header value that starts with 123 is routed to a virtual
node named serviceBhttp?2. If there are specific HTTP or TCP failures when attempting to
communicate with the target of the route, the route is retried three times. There is a 15 second

delay between each retry attempt.

aws appmesh create-route \
--cli-input-json file://create-route-http2.json

Contents of create-route-http2.json:

{
"meshName": "apps",
"routeName": "http2Route",
"spec": {

"http2Route": {
"action": {
"weightedTargets": [
{

"virtualNode": "serviceBhttp2"
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"weight": 100
}
]
I
"match": {
"headers": [
{
"invert": false,
"match": {
"prefix": "123"
},
"name": "clientRequestId"
}
1,
"method": "POST",
"prefix": "/",
"scheme": "http"
I

"retryPolicy": {
"httpRetryEvents": [
"server-error",
"gateway-error"
1,

"maxRetries": 3,
"perRetryTimeout": {
"unit": "s",
"value": 15

I
"tcpRetryEvents": [
"connection-error"

]
}
},
"priority": 200
},
"virtualRouterName": "serviceBhttp2"
}
Output:
{
"route": {

"meshName": "apps",
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"metadata": {

"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/apps/virtualRouter/

serviceBhttp2/route/http2Route",
"createdAt": 1572011008.352,
"lastUpdatedAt": 1572011008.352,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

iy
"routeName": "http2Route",
"SpeC": {

"http2Route": {
"action": {
"weightedTargets": [

{
"virtualNode": "serviceBhttp2",
"weight": 100
}
]
},
"match": {
"headers": [
{
"invert": false,
"match": {
"prefix": "123"
I
"name": "clientRequestId"
}
1,
"method": "POST",
"prefix": "/",
"scheme": "http"
},

"retryPolicy": {
"httpRetryEvents": [
"server-error",
"gateway-error"
1,

"maxRetries": 3,
"perRetryTimeout": {
"unit": "s",
"value": 15

},
"tcpRetryEvents": [
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"connection-error"

]
}

I

"priority": 200
I
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "serviceBhttp2"

To create a new TCP route

The following create-route example uses a JSON input file to create a TCP route. 75 percent
of traffic is routed to a virtual node named serviceBtcp, and 25 percent of traffic is routed to

a virtual node named serviceBv2tcp. Specifying different weightings for different targets is an
effective way to do a deployment of a new version of an application. You can adjust the weights
so that eventually, 100 percent of all traffic is routed to a target that has the new version of an
application.

aws appmesh create-route \
--cli-input-json file://create-route-tcp.json

Contents of create-route-tcp.json:

{
"meshName": "apps",
"routeName": "tcpRoute",
"spec": {

"priority": 300,
"tcpRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "serviceBtcp",
"weight": 75

}

{
"virtualNode": "serviceBv2tcp",
"weight": 25
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}
]
}
}
1,
"virtualRouterName": "serviceBtcp"
}
Output:
{
"route": {
"meshName": "apps",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/apps/virtualRouter/
serviceBtcp/route/tcpRoute”,
"createdAt": 1572011436.26,
"lastUpdatedAt": 1572011436.26,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

b
"routeName": "tcpRoute",
"spec": {
"priority": 300,
"tcpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "serviceBtcp",
"weight": 75
b
{
"virtualNode": "serviceBv2tcp",
"weight": 25
}
]
}
}
b
"status": {
"status": "ACTIVE"
},
"virtualRouterName": "serviceBtcp"
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For more information, see Routes in the Amazon App Mesh User Guide.
» For API details, see CreateRoute in Amazon CLI Command Reference.
create-virtual-gateway

The following code example shows how to use create-virtual-gateway.
Amazon CLI

To create a new virtual gateway

The following create-virtual-gateway example uses a JSON input file to create a virtual
gateway with a listener for HTTP using port 9080.

aws appmesh create-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway.json

Contents of create-virtual-gateway. json:

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}
Output:
{
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"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
I
"status": {
"status": "ACTIVE"
},
"virtualGatewayName": "virtualGatewayName"

For more information, see Virtual Gateways in the Amazon App Mesh User Guide.

» For API details, see CreateVirtualGateway in Amazon CLI Command Reference.

create-virtual-node
The following code example shows how to use create-virtual-node.
Amazon CLI

Example 1: To create a new virtual node that uses DNS for discovery

The following create-virtual-node example uses a JSON input file to create a virtual node
that uses DNS for service discovery.
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aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

Contents of create-virtual-node-dns. json:

{
"meshName": "appl",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"virtualNodeName": "vnServiceBv1l"
}
Output:
{

"virtualNode": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/

vnServiceBvl",

"createdAt": 1563810019.874,
"lastUpdatedAt": 1563810019.874,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I,
"SpeC": {
"listeners": [
{

"portMapping": {
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"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"status": {
"status": "ACTIVE"
.
"virtualNodeName": "vnServiceBv1l"

Example 2: To create a new virtual node that uses Amazon Cloud Map for discovery

The following create-virtual-node example uses a JSON input file to create a virtual node
that uses Amazon Cloud Map for service discovery.

aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-cloud-map.json

Contents of create-virtual-node-cloud-map.json:

{
"meshName": "appl",
"spec": {
"backends": [
{
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
1,
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http"
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iF
"serviceDiscovery": {
"awsCloudMap": {
"attributes": [

{
"key": "Environment",
"value": "Testing"
}
1,
"namespaceName": '"namespacel",
"serviceName": "serviceA"
}
}
1,
"virtualNodeName": "vnServiceA"
}
Output:
{
"virtualNode": {
"meshName": "appl",
"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/

vnServiceA",
"createdAt": 1563810859.465,
"lastUpdatedAt": 1563810859.465,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"backends": [
{
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
1,
"listeners": [
{

"portMapping": {
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"port": 80,
"protocol": "http"

]I

"serviceDiscovery": {
"awsCloudMap": {
"attributes": [

{
"key": "Environment",
"value": "Testing"
}
1,
"namespaceName": 'namespacel",
"serviceName": "serviceA"
}
}
1,
"status": {
"status": "ACTIVE"
1,
"virtualNodeName": "vnServiceA"

For more information, see Virtual Nodes in the Amazon App Mesh User Guide.

« For API details, see CreateVirtualNode in Amazon CLI Command Reference.

create-virtual-router

The following code example shows how to use create-virtual-router.

Amazon CLI
To create a new virtual router

The following create-virtual-router example uses a JSON input file to create a virtual
router with a listener for HTTP using port 80.

aws appmesh create-virtual-router \
--cli-input-json file://create-virtual-router.json
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Contents of create-virtual-router. json:

{
"meshName": "appl",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
b
"virtualRouterName": "vrServiceB"
}
Output:
{

"virtualRouter": {
"meshName": "appl",
"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualRouter/
vrServiceB",
"createdAt": 1563810546.59,
"lastUpdatedAt": 1563810546.59,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
.
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

1,
"status": {
"status": "ACTIVE"

}I
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"virtualRouterName": "vrServiceB"

For more information, see Virtual Routers in the Amazon App Mesh User Guide.

« For API details, see CreateVirtualRouter in Amazon CLI Command Reference.

create-virtual-service
The following code example shows how to use create-virtual-service.
Amazon CLI

Example 1: To create a new virtual service with a virtual node provider

The following create-virtual-service example uses a JSON input file to create a virtual
service with a virtual node provider.

aws appmesh create-virtual-sexrvice \
--cli-input-json file://create-virtual-service-virtual-node. json

Contents of create-virtual-service-virtual-node. json:

{
"meshName": "appl",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "vnServiceA"
}
}
1
"virtualServiceName": "serviceA.svc.cluster.local"
}
Output:
{

"virtualService": {
"meshName": "appl",
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"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualService/
serviceA.svc.cluster.local",
"createdAt": 1563810859.474,
"lastUpdatedAt": 1563810967.179,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

.
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "vnServiceA"
}
}
},
"status": {
"status": "ACTIVE"
.
"virtualServiceName": "serviceA.svc.cluster.local"

For more information, see Virtual Node in the Amazon App Mesh User Guide.
Example 2: To create a new virtual service with a virtual router provider

The following create-virtual-service example uses a JSON input file to create a virtual
service with a virtual router provider.

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-router.json

Contents of create-virtual-service-virtual-router.json:

"meshName": "appl",
"spec": {
"provider": {
"virtualRouter": {
"virtualRouterName": "vrServiceB"

}I
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"virtualServiceName": "serviceB.svc.cluster.local"
}
Output:
{

"virtualService": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualService/

serviceB.svc.cluster.local",

"createdAt": 1563908363.999,
"lastUpdatedAt": 1563908363.999,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"provider": {
"virtualRouter": {
"virtualRouterName": "vrServiceB"
}
}
1,
"status": {
"status": "ACTIVE"
},
"virtualServiceName": "serviceB.svc.cluster.local"

For more information, see Virtual Services<https://docs.aws.amazon.com/app-mesh/latest/
userguide/virtual_services.html> in the Amazon App Mesh User Guide

« For API details, see CreateVirtualService in Amazon CLI Command Reference.

delete-mesh
The following code example shows how to use delete-mesh.
Amazon CLI

To delete a service mesh
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The following delete-mesh example deletes the specified service mesh.

aws appmesh delete-mesh \
--mesh-name appil

Output:
{
"mesh": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl",
"createdAt": 1563809909.282,
"lastUpdatedAt": 1563824981.248,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

3,

"spec": {
"egressFilter": {

"type": "ALLOW_ALL"

}

b

"status": {
"status": "DELETED"

}

}
}

For more information, see Service Meshes in the Amazon App Mesh User Guide.

« For API details, see DeleteMesh in Amazon CLI Command Reference.

delete-route
The following code example shows how to use delete-route.
Amazon CLI

To delete a route

The following delete-route example deletes the specified route.

aws appmesh delete-route \
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--mesh-name appl \
--virtual-router-name vrServiceB \
--route-name toVnServiceB-weighted

Output:
{
"route": {
"meshName": "appl",
"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualRouter/

vrServiceB/route/toVnServiceB-weighted",
"createdAt": 1563811384.015,
"lastUpdatedAt": 1563823915.936,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 3

b
"routeName": "toVnServiceB-weighted",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "vnServiceBv1l",
"weight": 80
1,
{
"virtualNode": "vnServiceBv2",
"weight": 20
}
]
1,
"match": {
"prefix": "/"
}
}
b
"status": {
"status": "DELETED"
1,
"virtualRouterName": "vrServiceB"
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For more information, see Routes in the Amazon App Mesh User Guide.

« For API details, see DeleteRoute in Amazon CLI Command Reference.

delete-virtual-node
The following code example shows how to use delete-virtual-node.
Amazon CLI

To delete a virtual node

The following delete-virtual-node example deletes the specified virtual node.

aws appmesh delete-virtual-node \
--mesh-name appl \
--virtual-node-name vnServiceBv2

Output:

"virtualNode": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/

vnServiceBv2",

"createdAt": 1563810117.297,
"lastUpdatedAt": 1563824700.678,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"spec": {
"backends": [],
"listeners": [

{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
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"hostname": "serviceBv2.svc.cluster.local"
}

}
.
"status": {

"status": "DELETED"
},
"virtualNodeName": "vnServiceBv2"

For more information, see Virtual Nodes in the Amazon App Mesh User Guide.

« For API details, see DeleteVirtualNode in Amazon CLI Command Reference.

delete-virtual-router
The following code example shows how to use delete-virtual-router.
Amazon CLI

To delete a virtual router

The following delete-virtual-router example deletes the specified virtual router.

aws appmesh delete-virtual-router \
--mesh-name appl \
--virtual-router-name vrServiceB

Output:

"virtualRouter": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualRouter/

vrServiceB",

"createdAt": 1563810546.59,
"lastUpdatedAt": 1563824253.467,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 3

}I
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"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

1,
"status": {
"status": "DELETED"

}I

"virtualRouterName": "vrServiceB"

For more information, see Virtual Routers in the Amazon App Mesh User Guide.

« For API details, see DeleteVirtualRouter in Amazon CLI Command Reference.

delete-virtual-service
The following code example shows how to use delete-virtual-service.
Amazon CLI

To delete a virtual service

The following delete-virtual-service example deletes the specified virtual service.

aws appmesh delete-virtual-serxrvice \
--mesh-name appl \
--virtual-service-name serviceB.svc.cluster.local

Output:

"virtualService": {
"meshName": "appl",
"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualService/
serviceB.svc.cluster.local",
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"createdAt": 1563908363.999,

"lastUpdatedAt": 1563913940.866,

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 3

},
"spec”: {3,
"status": {
"status": "DELETED"
},
"virtualServiceName": "serviceB.svc.cluster.local"

For more information, see Virtual Service in the Amazon App Mesh User Guide.

» For API details, see DeleteVirtualService in Amazon CLI Command Reference.

describe-mesh
The following code example shows how to use describe-mesh.
Amazon CLI

To describe a service mesh

The following describe-mesh example returns details about the specified service mesh.

aws appmesh describe-mesh \
--mesh-name appil

Output:

"mesh": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl",
"createdAt": 1563809909.282,
"lastUpdatedAt": 1563809909.282,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

}I
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"spec": {3},
"status": {
"status": "ACTIVE"

For more information, see Service Meshes in the Amazon App Mesh User Guide.

« For API details, see DescribeMesh in Amazon CLI Command Reference.

describe-route

The following code example shows how to use describe-route.

Amazon CLI

To describe a route
The following describe-route example returns details about the specified route.

aws appmesh describe-route \
--mesh-name appl \
--virtual-router-name vrServiceB \
--route-name toVnServiceB-weighted

Output:

"route": {
"meshName": "appl",
"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualRouter/
vrServiceB/route/toVnServiceB-weighted",
"createdAt": 1563811384.015,
"lastUpdatedAt": 1563811384.015,

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

iy
"routeName": "toVnServiceB-weighted",
"SpeC": {

"httpRoute": {
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"action": {
"weightedTargets": [

{
"virtualNode":
"weight": 90
.
{
"virtualNode":
"weight": 10
}
]
.
"match": {
"prefix": "/"
}
}
},
"status": {
"status": "ACTIVE"
.
"virtualRouterName": "vrServiceB"

"vnServiceBvl",

"vnServiceBv2",

For more information, see Routes in the Amazon App Mesh User Guide.

« For API details, see DescribeRoute in Amazon CLI Command Reference.

describe-virtual-node

The following code example shows how to use describe-virtual-node.

Amazon CLI

To describe a virtual node

The following describe-virtual-node example returns details about the specified virtual

node.

aws appmesh describe-virtual-node \
--mesh-name appl \
--virtual-node-name vnServiceBv1
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Output:

"virtualNode": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/

vnServiceBvl",

"createdAt": 1563810019.874,
"lastUpdatedAt": 1563810019.874,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"status": {
"status": "ACTIVE"
1,
"virtualNodeName": "vnServiceBv1"

For more information, see Virtual Nodes in the Amazon App Mesh User Guide.

» For API details, see DescribeVirtualNode in Amazon CLI Command Reference.

describe-virtual-router

The following code example shows how to use describe-virtual-router.
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Amazon CLI
To describe a virtual router

The following describe-virtual-router example returns details about the specified virtual
router.

aws appmesh describe-virtual-router \
--mesh-name appl \
--virtual-router-name vrServiceB

Output:

"virtualRouter": {
"meshName": "appl",
"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualRouter/
vrServiceB",
"createdAt": 1563810546.59,
"lastUpdatedAt": 1563810546.59,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

I,
"status": {
"status": "ACTIVE"

iy

"virtualRouterName": "vrServiceB"

For more information, see Virtual Routers in the Amazon App Mesh User Guide.
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« For API details, see DescribeVirtualRouter in Amazon CLI Command Reference.

describe-virtual-service
The following code example shows how to use describe-virtual-service.
Amazon CLI

To describe a virtual service

The following describe-virtual-service example returns details about the specified
virtual service.

aws appmesh describe-virtual-service \
--mesh-name appl \
--virtual-service-name serviceB.svc.cluster.local

Output:

"virtualService": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualService/

serviceB.svc.cluster.local",

"createdAt": 1563908363.999,
"lastUpdatedAt": 1563908363.999,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"provider": {
"virtualRouter": {
"virtualRouterName": "vrServiceB"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualServiceName": "serviceB.svc.cluster.local"
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}

For more information, see Virtual Services in the Amazon App Mesh User Guide.

« For API details, see DescribeVirtualService in Amazon CLI Command Reference.

list-meshes
The following code example shows how to use 1ist-meshes.
Amazon CLI

To list service meshes

The following 1ist-meshes example lists all of the service meshes in the current Amazon
Region.

aws appmesh list-meshes

Output:
{
"meshes": [
{
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl",
"meshName": "appl"
}

For more information, see Service Meshes in the Amazon App Mesh User Guide.

« For API details, see ListMeshes in Amazon CLI Command Reference.

list-routes
The following code example shows how to use 1ist-routes.
Amazon CLI

To list routes
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The following 1list-routes example lists all of the routes for the specified virtual router.

aws appmesh list-routes \
--mesh-name appl \
--virtual-router-name vrServiceB

Output:

"routes": [

{

arn "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualRouter/
vrServiceB/route/toVnServiceB",

"meshName": "appl",
"routeName": "toVnServiceB-weighted",
"virtualRouterName": "vrServiceB"

For more information, see Routes in the Amazon App Mesh User Guide.

« For API details, see ListRoutes in Amazon CLI Command Reference.

list-tags-for-resource
The following code example shows how to use 1ist-tags-for-resource.
Amazon CLI

To list tags for a resource

The following 1list-tags-for-resource example lists all of the tags assigned to the
specified resource.

aws appmesh list-tags-for-resource \
--resource-arn arn:aws:appmesh:us-east-1:123456789012:mesh/app1

Output:
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"tags": [
{
"key": "keyl",
"value": "valuel"
},
{
"key": "key2",
"value": "value2"
},
{
"key": "key3",
"value": "value3"
}

» For API details, see ListTagsForResource in Amazon CLI Command Reference.

list-virtual-nodes
The following code example shows how to use 1list-virtual-nodes.
Amazon CLI

To list virtual nodes

The following 1ist-virtual-nodes example lists all of the virtual nodes in the specified
service mesh.

aws appmesh list-virtual-nodes \
--mesh-name appl

Output:

"virtualNodes": [
{
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
vnServiceBvl",
"meshName": "appl",
"virtualNodeName": "vnServiceBv1l"

}I
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{

"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
vnServiceBv2",

"meshName": "appl",

"virtualNodeName": "vnServiceBv2"

For more information, see Virtual Nodes in the Amazon App Mesh User Guide.

« For API details, see ListVirtualNodes in Amazon CLI Command Reference.

list-virtual-routers

The following code example shows how to use 1ist-virtual-routers.

Amazon CLI
To list virtual routers

The following 1list-virtual-routers example lists all of the virtual routers in the specified
service mesh.

aws appmesh list-virtual-routers \
--mesh-name appl

Output:
{
"virtualRouters": [
{
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualRouter/
vrServiceB",
"meshName": "appl",
"virtualRouterName": "vrServiceB"

For more information, see Virtual Routers in the Amazon App Mesh User Guide.
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» For API details, see ListVirtualRouters in Amazon CLI Command Reference.

list-virtual-services

The following code example shows how to use 1ist-virtual-services.

Amazon CLI
To list virtual services

The following 1list-virtual-services example lists all of the virtual services in the
specified service mesh.

aws appmesh list-virtual-services \
--mesh-name appl

Output:

"virtualServices": [

{

arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualService/
serviceA.svc.cluster.local",
"meshName": "appl",
"virtualServiceName": "serviceA.svc.cluster.local"
},
{

arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualService/
serviceB.svc.cluster.local",

"meshName": "appl",

"virtualServiceName": "serviceB.svc.cluster.local"

For more information, see Virtual Services in the Amazon App Mesh User Guide.

« For API details, see ListVirtualServices in Amazon CLI Command Reference.

tag-resource

The following code example shows how to use tag-resource.
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Amazon CLI
To tag a resource

The following tag-resource example adds the tag key1 with the value valuel to the
specified resource.

aws appmesh tag-resource \
--resource-arn arn:aws:appmesh:us-east-1:123456789012:mesh/appl \
--tags key=keyl,value=valuel

This command produces no output.

« For API details, see TagResource in Amazon CLI Command Reference.

untag-resource
The following code example shows how to use untag-resource.
Amazon CLI

To untag a resource

The following untag-resource example removes a tag with the key key1 from the specified
resource.

aws appmesh untag-resource \
--resource-arn arn:aws:appmesh:us-east-1:123456789012:mesh/appl \
--tag-keys key1

This command produces no output.

» For API details, see UntagResource in Amazon CLI Command Reference.

update-mesh
The following code example shows how to use update-mesh.
Amazon CLI

To update a service mesh
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The following update-mesh example uses a JSON input file to update a service mesh to allow
all external egress traffic to be forwarded through the Envoy proxy untouched.

aws appmesh update-mesh \
--cli-input-json file://update-mesh. json

Contents of update-mesh. json:

"meshName": "appl",
"spec": {
"egressFilter": {
"type": "ALLOW_ALL"

Output:

"mesh": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl",
"createdAt": 1563809909.282,
"lastUpdatedAt": 1563812829.687,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

I

"spec": {
"egressFilter": {

"type'": "ALLOW_ALL"

Iy
"status": {
"status": "ACTIVE"

For more information, see Service Meshes in the Amazon App Mesh User Guide.
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 For API details, see UpdateMesh in Amazon CLI Command Reference.

update-route

The following code example shows how to use update-route.

Amazon CLI
To update a route

The following update-route example uses a JSON input file to update the weights for a route.

aws appmesh update-route \
--cli-input-json file://update-route-weighted.json

Contents of update-route-weighted. json:

{
"meshName": "appl",
"routeName": "toVnServiceB-weighted",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "vnServiceBv1l",
"weight": 80
},
{
"virtualNode": "vnServiceBv2",
"weight": 20
}
]
},
"match": {
"prefix": "/"
}
}
b
"virtualRouterName": "vrServiceB"
}
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Output:

"route": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012

vrServiceB/route/toVnServiceB-weighted",

"createdAt": 1563811384.015,
"lastUpdatedAt": 1563819600.022,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

.
"routeName": "toVnServiceB-weighted",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "vnServiceBv1l",
"weight": 80
},
{
"virtualNode": "vnServiceBv2",
"weight": 20
}
]
},
"match": {
"prefix": "/"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualRouterName": "vrServiceB"

:mesh/appl/virtualRouter/

For more information, see Routes in the Amazon App Mesh User Guide.

« For API details, see UpdateRoute in Amazon CLI Command Reference.
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update-virtual-node
The following code example shows how to use update-virtual-node.
Amazon CLI

To update a virtual node

The following update-virtual-node example uses a JSON input file to add a health check to
a virtual node.

aws appmesh update-virtual-node \
--cli-input-json file://update-virtual-node.json

Contents of update-virtual-node. json:

{
"clientToken": "500",
"meshName": "appl",
"spec": {
"listeners": [
{

"healthCheck": {
"healthyThreshold": 5,
"intervalMillis": 10000,
"path": "/",

"port": 80,

"protocol": "http",
"timeoutMillis": 3000,
"unhealthyThreshold": 3

1,
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}

}I
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"virtualNodeName": "vnServiceBv1l"
}
Output:
{

"virtualNode": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/

vnServiceBvl",

"createdAt": 1563810019.874,
"lastUpdatedAt": 1563819234.825,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"listeners": [
{

"healthCheck": {
"healthyThreshold": 5,
"intervalMillis": 10000,
"path": "/",

"port": 80,
"protocol": "http",
"timeoutMillis": 3000,
"unhealthyThreshold": 3
},
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"status": {
"status": "ACTIVE"
1,
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"virtualNodeName": "vnServiceBv1l"

For more information, see Virtual Nodes in the Amazon App Mesh User Guide.

« For API details, see UpdateVirtualNode in Amazon CLI Command Reference.

update-virtual-router
The following code example shows how to use update-virtual-router.
Amazon CLI

To update a virtual router

The following update-virtual-router example uses a JSON input file to update a virtual
router listener port.

aws appmesh update-virtual-router \
--cli-input-json file://update-virtual-router.json

Contents of update-virtual-router. json:

{
"meshName": "appl",
"spec": {
"listeners": [
{
"portMapping": {
"port": 8080,
"protocol": "http"
}
}
]
},
"virtualRouterName": "vrServiceB"
}
Output:
{
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"virtualRouter": {

"meshName": "appl",

"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualRouter/

vrServiceB",

"createdAt": 1563810546.59,
"lastUpdatedAt": 1563819431.352,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

.
"spec": {
"listeners": [
{
"portMapping": {
"port": 8080,
"protocol": "http"
}
}
]
.
"status": {
"status": "ACTIVE"
},
"virtualRouterName": "vrServiceB"

For more information, see Virtual Routers in the Amazon App Mesh User Guide.

» For API details, see UpdateVirtualRouter in Amazon CLI Command Reference.

update-virtual-service
The following code example shows how to use update-virtual-service.
Amazon CLI

To update a virtual service

The following update-virtual-service example uses a JSON input file to update a virtual
service to use a virtual router provider.

aws appmesh update-virtual-service \
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--cli-input-json file://update-virtual-service.json

Contents of update-virtual-service. json:

{
"meshName": "appl",
"spec": {
"provider": {
"virtualRouter": {
"virtualRouterName": "vrServiceA"
}
}
},
"virtualServiceName": "serviceA.svc.cluster.local"
}
Output:
{
"virtualService": {
"meshName": "appl",
"metadata": {
"arn": "arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualService/

serviceA.svc.cluster.local",
"createdAt": 1563810859.474,
"lastUpdatedAt": 1563820257.411,
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 3

1,
"spec": {
"provider": {
"virtualRouter": {
"virtualRouterName": "vrServiceA"
}
}
.
"status": {
"status": "ACTIVE"
1,
"virtualServiceName": "serviceA.svc.cluster.local"

App Mesh 631



Amazon Command Line Interface User Guide for Version 2

For more information, see Virtual Services in the Amazon App Mesh User Guide.

» For API details, see UpdateVirtualService in Amazon CLI Command Reference.

App Runner examples using Amazon CLI

The following code examples show you how to perform actions and implement common scenarios
by using the Amazon Command Line Interface with App Runner.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions
associate-custom-domain
The following code example shows how to use associate-custom-domain.
Amazon CLI
To associate a domain name and the www subdomain with a service

The following associate-custom-domain example associates a custom domain name that
you control with an App Runner service. The domain name is the root domain example. com,
including the special-case subdomain www.example. com.

aws apprunner associate-custom-domain \
--cli-input-json file://input.json

Contents of input. json:

"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa",
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"DomainName": "example.com",
"EnableWwwWSubdomain": true
}
Output:
{

"CustomDomain": {
"CertificateValidationRecords": [
{
"Name": "_70d3f50a94f7c72dc28784cf55db2f6b.example.com",
"Status": "PENDING_VALIDATION",
"Type": "CNAME",

"Value": "_1270c137383¢c6307b6832db02504c4b0.bsgbmzkfw]j.acm-
validations.aws."
},
{
"Name": "_287870d3f50a94f7c72dc4cf55db2f6b.www.example.com",

"Status": "PENDING_VALIDATION",
"Type": "CNAME",

"Value": "_832db01270c137383c6307b62504c4b0@.mzkbsgbfwj.acm-
validations.aws."
}
1,
"DomainName": "example.com",

"EnableWwWwWSubdomain": true,
"Status": "CREATING"

1,

"DNSTarget": "psbqam834h.us-east-1.awsapprunner.com",

"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel@304f84fd2b@df550fe98a71fa"

}

« For API details, see AssociateCustomDomain in Amazon CLI Command Reference.

create-auto-scaling-configuration
The following code example shows how to use create-auto-scaling-configuration.
Amazon CLI

To create a high availability auto scaling configuration
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The following create-auto-scaling-configuration example creates an auto scaling
configuration optimized for high availability by setting MinSize to 5. With this configuration,
App Runner attempts to spread your service instances over the most Availability Zones possible,
up to five, depending on the Amazon Region.

The call returns an AutoScalingConfiguration object with the other settings set to
their defaults. In the example, this is the first call to create a configuration named high-
availability. The revision is set to 1, and it's the latest revision.

aws apprunner create-auto-scaling-configuration \
--cli-input-json file://input.json

Contents of input. json:

{
"AutoScalingConfigurationName": "high-availability",
"MinSize": 5
}
Output:
{

"AutoScalingConfiguration": {

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-
availability/1/2f50e7656d7819fead0f59672e68042e",

"AutoScalingConfigurationName": "high-availability",

"AutoScalingConfigurationRevision": 1,

"CreatedAt": "2020-11-03T00:29:17Z",

"Latest": true,

"Status": "ACTIVE",

"MaxConcurrency": 100,

"MaxSize": 50,

"MinSize": 5

» For API details, see CreateAutoScalingConfiguration in Amazon CLI Command Reference.
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create-connection

The following code example shows how to use create-connection.

Amazon CLI
To create a GitHub connection

The following create-connection example creates a connection to a private GitHub code
repository. The connection status after a successful call is PENDING_HANDSHAKE. This is
because an authentication handshake with the provider still hasn't happened. Complete the
handshake using the App Runner console.

aws apprunner create-connection \
--cli-input-json file://input.json

Contents of input. json:

{
"ConnectionName": "my-github-connection",
"ProviderType": "GITHUB"
}
Output:
{

"Connection": {
"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/my-
github-connection",
"ConnectionName": "my-github-connection",
"Status": "PENDING_HANDSHAKE",
"CreatedAt": "2020-11-03T00:32:517",
"ProviderType": "GITHUB"

For more information, see Managing App Runner connections in the Amazon App Runner
Developer Guide.

» For API details, see CreateConnection in Amazon CLI Command Reference.
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create-service
The following code example shows how to use create-service.
Amazon CLI

Example 1: To create a source code repository service

The following create-service example creates an App Runner service based on a Python
source code repository.

aws apprunner create-service \
--cli-input-json file://input.json

Contents of input. json:

{
"ServiceName": "python-app",
"SourceConfiguration": {
"AuthenticationConfiguration": {
"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/
my-github-connection/e7656250f67242d7819feade6800f59¢e"

},
"AutoDeploymentsEnabled": true,
"CodeRepository": {
"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {
"Type": "BRANCH",

"Value": "main"

iy

"CodeConfiguration": {
"ConfigurationSource": "API",

"CodeConfigurationValues": {
"Runtime": "PYTHON_3",
"BuildCommand": "pip install -r requirements.txt",
"StartCommand": "python server.py",
"Port": "8080",
"RuntimeEnvironmentVariables": [
{
"NAME": "Jane"
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}

},

"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB"

}
}
Output:
{

"OperationId": "17fe9f55-7e91-4097-b243-fcabbb69as4cf",
"Service": {
"CreatedAt": "2020-11-20T19:05:25Z",
"UpdatedAt": "2020-11-20T19:05:257",
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel@304f84fd2b0df550fe98a71fa",
"ServiceId": "8felel@304f84fd2b@df550fe98a71fa",
"ServiceName": "python-app",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"SourceConfiguration": {
"AuthenticationConfiguration": {

"ConnectionArn": "arn:aws:apprunner:us-
east-1:123456789012:connection/my-github-connection/
€76562501f67242d7819feade6800f59¢e"

.

"AutoDeploymentsEnabled": true,

"CodeRepository": {

"CodeConfiguration": {
"CodeConfigurationValues": {

"BuildCommand": "pip install -r requirements.txt",
"Port": "8080",
"Runtime": "PYTHON_3",
"RuntimeEnvironmentVariables": [

{
"NAME": "Jane"
}
1,
"StartCommand": "python server.py"
3,
"ConfigurationSource": "Api"

}I

App Runner 637



Amazon Command Line Interface User Guide for Version 2

"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {

"Type": "BRANCH",
"Value": "main"

},
"Status": "OPERATION_IN_PROGRESS",
"InstanceConfiguration": {

"CPU": "1 vCPU",

"Memory": "3 GB"

Example 2: To create a source code repository service

The following create-service example creates an App Runner service based on a Python
source code repository.

aws apprunner create-service \
--cli-input-json file://input.json

Contents of input. json:

"ServiceName": "python-app",
"SourceConfiguration": {
"AuthenticationConfiguration": {
"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/
my-github-connection/e7656250f67242d7819feade6800f59¢e"
I
"AutoDeploymentsEnabled": true,
"CodeRepository": {
"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {
"Type": "BRANCH",
"Value": "main"
},
"CodeConfiguration": {
"ConfigurationSource": "API",
"CodeConfigurationValues": {
"Runtime": "PYTHON_3",
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"BuildCommand": "pip install -r requirements.txt",
"StartCommand": "python server.py",

"Port": "8080",

"RuntimeEnvironmentVariables": [

{
"NAME": "Jane"

iy

"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB"

}
}
Output:
{

"OperationId": "17fe9f55-7e91-4097-b243-fcabbb69a4cf",
"Service": {
"CreatedAt": "2020-11-20T19:05:257",
"UpdatedAt": "2020-11-20T19:05:25Z2",
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel0304f84fd2b0df550fe98a71fa",
"ServiceId": "8felel0304f84fd2b@df550fe98a71fa",
"ServiceName": "python-app",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"SourceConfiguration": {
"AuthenticationConfiguration": {

"ConnectionArn": "arn:aws:apprunner:us-
east-1:123456789012:connection/my-github-connection/
e7656250167242d7819feade6800f59e"

},

"AutoDeploymentsEnabled": true,

"CodeRepository": {

"CodeConfiguration": {
"CodeConfigurationValues": {

"BuildCommand": "pip install -r requirements.txt",
"Port": "8080",
"Runtime": "PYTHON_3",
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"RuntimeEnvironmentVariables": [

{
"NAME": "Jane"
}
1,
"StartCommand": "python server.py"
1,
"ConfigurationSource": "Api"

}I

"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {

"Type": "BRANCH",
"Value": "main"

I
"Status": "OPERATION_IN_PROGRESS",
"InstanceConfiguration": {

"CPU": "1 vCPU",

"Memory": "3 GB"

Example 3: To create a source image repository service

The following create-service example creates an App Runner service based on an image
stored in Elastic Container Registry (ECR).

aws apprunner create-service \
--cli-input-json file://input.json

Contents of input. json:

{

"ServiceName": "golang-container-app",

"SourceConfiguration": {
"AuthenticationConfiguration": {

"AccessRoleArn": "arn:aws:iam::123456789012:role/my-ecr-role"
1,
"AutoDeploymentsEnabled": true,
"ImageRepository": {
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"Imageldentifier": "123456789012.dkr.ecr.us-east-1.amazonaws.com/golang-

app:latest”,
"ImageConfiguration": {
"Port": "8080",
"RuntimeEnvironmentVariables": [
{
"NAME": "Jane"
}
]
1,
"ImageRepositoryType": "ECR"
}
1,

"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB"

}
}
Output:
{

"OperationId": "17fe9f55-7e91-4097-b243-fcabbb69as4cf",
"Service": {
"CreatedAt": "2020-11-06T23:15:30Z",
"UpdatedAt": "2020-11-06T23:15:30Z",
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/golang-
container-app/51728f8a20ce46d39b25398a6c8e9dla",
"ServiceId": "51728f8a20ce46d39b25398a6c8e9dla",
"ServiceName": "golang-container-app",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"SourceConfiguration": {
"AuthenticationConfiguration": {
"AccessRoleArn": "arn:aws:iam::123456789012:role/my-ecr-role"
.
"AutoDeploymentsEnabled": true,
"ImageRepository": {
"Imageldentifier": "123456789012.dkr.ecr.us-east-1.amazonaws.com/
golang-app:latest",
"ImageConfiguration": {
"Port": "8080",
"RuntimeEnvironmentVariables": [

{

App Runner 641



Amazon Command Line Interface User Guide for Version 2

"NAME": "Jane"

},
"ImageRepositoryType": "ECR"

+
"Status": "OPERATION_IN_PROGRESS",

"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB"

« For API details, see CreateService in Amazon CLI Command Reference.

delete-auto-scaling-configuration
The following code example shows how to use delete-auto-scaling-configuration.

Amazon CLI
Example 1: To delete the latest active revision of an auto scaling configuration

The following delete-auto-scaling-configuration example deletes the latest active
revision of an App Runner auto scaling configuration. To delete the latest active revision, specify
an Amazon Resource Name (ARN) that ends with the configuration name, without the revision
component.

In the example, two revisions exist before this action. Therefore, revision 2 (the latest) is
deleted. However, it now shows "Latest": false, because, after being deleted, it isn't the
latest active revision anymore.

aws apprunner delete-auto-scaling-configuration \
--cli-input-json file://input.json

Contents of input. json:

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-availability"
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}

Output:

"AutoScalingConfiguration": {

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-availability/2/
e76562f50d78042e819fead@f59672e6",

"AutoScalingConfigurationName": "high-availability",

"AutoScalingConfigurationRevision": 2,

"CreatedAt": "2021-02-25T17:42:597",

"DeletedAt": "2021-03-02T08:07:06Z",

"Latest": false,

"Status": "INACTIVE",

"MaxConcurrency": 30,

"MaxSize": 90,

"MinSize": 5

Example 2: To delete a specific revision of an auto scaling configuration

The following delete-auto-scaling-configuration example deletes a specific revision
of an App Runner auto scaling configuration. To delete a specific revision, specify an ARN that
includes the revision number.

In the example, several revisions exist before this action. The action deletes revision 1.

aws apprunner delete-auto-scaling-configuration \
--cli-input-json file://input.json

Contents of input. json:

{

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-availability/1"
}

Output:
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"AutoScalingConfiguration": {

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-
availability/1/2f50e7656d7819fead@f59672e68042e",

"AutoScalingConfigurationName": "high-availability",

"AutoScalingConfigurationRevision": 1,

"CreatedAt": "2020-11-03T00:29:1772",

"DeletedAt": "2021-03-02T08:07:06Z",

"Latest": false,

"Status": "INACTIVE",

"MaxConcurrency": 100,

"MaxSize": 50,

"MinSize": 5

» For API details, see DeleteAutoScalingConfiguration in Amazon CLI Command Reference.

delete-connection
The following code example shows how to use delete-connection.
Amazon CLI

To delete a connection

The following delete-connection example deletes an App Runner connection. The
connection status after a successful call is DELETED. This is because the connection is no longer
available.

aws apprunner delete-connection \
--cli-input-json file://input.json

Contents of input. json:

{

"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/my-github-
connection"
}
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Output:
{
"Connection": {
"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/my-
github-connection",
"ConnectionName": "my-github-connection",

"Status": "DELETED",
"CreatedAt": "2020-11-03T00:32:517",
"ProviderType": "GITHUB"

« For API details, see DeleteConnection in Amazon CLI Command Reference.

delete-service
The following code example shows how to use delete-service.
Amazon CLI

To delete a service

The following delete-service example deletes an App Runner service.

aws apprunner delete-service \
--cli-input-json file://input. json

Contents of input. json:

{
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa"
}
Output:
{

"OperationId": "17fe9f55-7e91-4097-b243-fcabbb69a4cf",
"Service": {
"CreatedAt": "2020-11-20T19:05:25Z7",
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"UpdatedAt": "2020-11-20T19:05:257",
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa",
"ServiceId": "8felel0304f84fd2b@df550fe98a71fa",
"ServiceName": "python-app",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"SourceConfiguration": {
"AuthenticationConfiguration": {

"ConnectionArn": "arn:aws:apprunner:us-
east-1:123456789012:connection/my-github-connection/
€76562501f67242d7819feade6800f59¢e"

I

"AutoDeploymentsEnabled": true,

"CodeRepository": {

"CodeConfiguration": {
"CodeConfigurationValues": {

"BuildCommand": "pip install -r requirements.txt",
"Port": "8080",
"Runtime": "PYTHON_3",
"RuntimeEnvironmentVariables": [

{
"NAME": "Jane"
}
1,
"StartCommand": "python server.py"
},
"ConfigurationSource": "Api"

.
"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {

"Type": "BRANCH",

"Value": "main"

},
"Status": "OPERATION_IN_PROGRESS",
"InstanceConfiguration": {

"CPU": "1 vCPU",

"Memory": "3 GB"

» For API details, see DeleteService in Amazon CLI Command Reference.
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describe-auto-scaling-configuration
The following code example shows how to use describe-auto-scaling-configuration.
Amazon CLI

Example 1: To describe the latest active revision of an auto scaling configuration

The following describe-auto-scaling-configuration example gets a description of
the latest active revision of an App Runner auto scaling configuration. To describe the latest
active revision, specify an ARN that ends with the configuration name, without the revision
component.

In the example, two revisions exist. Therefore, revision 2 (the latest) is described. The resulting
object shows "Latest": true.

aws apprunner describe-auto-scaling-configuration \
--cli-input-json file://input.json

Contents of input. json:

{

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-availability"
}

Output:
{

"AutoScalingConfiguration": {

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-availability/2/
€76562f50d78042e819feaddf59672e6",

"AutoScalingConfigurationName": "high-availability",

"AutoScalingConfigurationRevision": 2,

"CreatedAt": "2021-02-25T17:42:597",

"Latest": true,

"Status": "ACTIVE",

"MaxConcurrency": 30,

"MaxSize": 90,

"MinSize": 5
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}

Example 2: To describe a specific revision of an auto scaling configuration

The following describe-auto-scaling-configuration example get a description of a
specific revision of an App Runner auto scaling configuration. To describe a specific revision,
specify an ARN that includes the revision number.

In the example, several revisions exist and revision 1 is queried. The resulting object shows
"Latest": false.

aws apprunner describe-auto-scaling-configuration \
--cli-input-json file://input.json

Contents of input. json:

{

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-availability/1"
}

Output:
{

"AutoScalingConfiguration": {

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-
availability/1/2f50e7656d7819fead@f59672e68042e",

"AutoScalingConfigurationName": "high-availability",

"AutoScalingConfigurationRevision": 1,

"CreatedAt": "2020-11-03T00:29:177",

"Latest": false,

"Status": "ACTIVE",

"MaxConcurrency": 100,

"MaxSize": 50,

"MinSize": 5

« For API details, see DescribeAutoScalingConfiguration in Amazon CLI Command Reference.
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describe-custom-domains
The following code example shows how to use describe-custom-domains.
Amazon CLI

To get descriptions of custom domain names associated with a service

The following describe-custom-domains example get descriptions and status of the custom
domain names associated with an App Runner service.

aws apprunner describe-custom-domains \
--cli-input-json file://input.json

Contents of input. json:

{
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel®304f84fd2b0df550fe98a71fa",
"DomainName": "example.com",
"EnableWwWwWSubdomain": true
}
Output:
{
"CustomDomains": [
{
"CertificateValidationRecords": [
{
"Name": "_70d3f50a94f7c72dc28784cf55db2f6b.example.com",
"Status": "PENDING_VALIDATION",
"Type": "CNAME",
"Value": "_1270c137383c6307b6832db02504c4b@.bsgbmzkfw]j.acm-
validations.aws."
1,
{
"Name": "_287870d3f50a94f7c72dc4cf55db2f6b.www.example.com",

"Status": "PENDING_VALIDATION",

"Type": "CNAME",

"Value": "_832db01270c137383c6307b62504c4b0@.mzkbsgbfwj.acm-
validations.aws."
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1,

"DomainName": "example.com",
"EnableWwWSubdomain": true,
"Status": "PENDING_CERTIFICATE_DNS_VALIDATION"

.
{
"CertificateValidationRecords": [
{
"Name": "_a94f784c70d3f507c72dc28f55db2f6b.deals.example.com",
"Status": "SUCCESS",
"Type": "CNAME",
"Value": "_2db02504c1270c137383c6307b6834b0.bsgbmzkfw]j.acm-
validations.aws."
}
1,
"DomainName": "deals.example.com",

"EnableWwWSubdomain": false,
"Status": "ACTIVE"

}
1,
"DNSTarget": "psbqam834h.us-east-1.awsapprunner.com",
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel@304f84fd2b@df550fe98a71fa"

}

« For API details, see DescribeCustomDomains in Amazon CLI Command Reference.

describe-service

The following code example shows how to use describe-service.

Amazon CLI
To describe a service

The following describe-service example gets a description of an App Runner service.

aws apprunner describe-service \
--cli-input-json file://input.json

Contents of input. json:
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{
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel0304f84fd2bodf550fe98a71fa"
}
Output:
{

"Service": {
"CreatedAt": "2020-11-20T19:05:25Z2",
"UpdatedAt": "2020-11-20T19:05:257",
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa",
"ServiceId": "8felel0304f84fd2b@df550fe98a71fa",
"ServiceName": "python-app",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"SourceConfiguration": {
"AuthenticationConfiguration": {

"ConnectionArn": "arn:aws:apprunner:us-
east-1:123456789012:connection/my-github-connection/
€76562501f67242d7819feade6800f59¢e"

I

"AutoDeploymentsEnabled": true,

"CodeRepository": {

"CodeConfiguration": {
"CodeConfigurationValues": {

"BuildCommand": "pip install -r requirements.txt",
"Port": "8080",
"Runtime": "PYTHON_3",
"RuntimeEnvironmentVariables": [

{
"NAME": "Jane"
}
1,
"StartCommand": "python server.py"
1,
"ConfigurationSource": "Api"

.
"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {

"Type": "BRANCH",

"Value": "main"
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I

"Status": "RUNNING",

"InstanceConfiguration": {
"CPU": "1 vCPU",
"Memory": "3 GB"

» For API details, see DescribeService in Amazon CLI Command Reference.

disassociate-custom-domain

The following code example shows how to use disassociate-custom-domain.

Amazon CLI
To disassociate a domain name from a service

The following disassociate-custom-domain example disassociates the domain
example.com from an App Runner service. The call also disassociates the subdomain
www . example. com that was associated together with the root domain.

aws apprunner disassociate-custom-domain \
--cli-input-json file://input. json

Contents of input. json:

{
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-

app/8feleld304f84fd2b@df550fe98a71fa",
"DomainName": "example.com"

}

Output:

{

"CustomDomain": {
"CertificateValidationRecords": [
{
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"Name": "_70d3f50a94f7c72dc28784cf55db2f6b.example.com",
"Status": "PENDING_VALIDATION",
"Type": "CNAME",

"Value": "_1270c137383c6307b6832db02504c4b@.bsgbmzkfwj.acm-
validations.aws."
.
{
"Name": "_287870d3f50a94f7c72dc4cf55db2f6b.www.example.com",

"Status": "PENDING_VALIDATION",
"Type": "CNAME",

"Value": "_832db01270c137383c6307b62504c4b@.mzkbsgbfw]j.acm-
validations.aws."
}
1,
"DomainName": "example.com",

"EnableWwWSubdomain": true,
"Status": "DELETING"

I

"DNSTarget": "psbqam834h.us-east-1.awsapprunner.com",

"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa"

}

« For API details, see DisassociateCustomDomain in Amazon CLI Command Reference.

list-auto-scaling-configurations
The following code example shows how to use 1list-auto-scaling-configurations.
Amazon CLI

To get a paginated listing of App Runner auto scaling configurations

The following list-auto-scaling-configurations example lists all App Runner auto
scaling configurations in your Amazon account. Up to five auto scaling configurations are listed
in each response. AutoScalingConfigurationName and LatestOnly aren't specified. Their
defaults cause the latest revision of all active configurations to be listed.

In this example, the response includes two results and there aren't additional ones, so no
NextToken is returned.

aws apprunner list-auto-scaling-configurations \
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--cli-input-json file://input.json

Contents of input. json:

{
"MaxResults": 5
}
Output:
{

"AutoScalingConfigurationSummaryList": [
{

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/high-availability/2/
€76562f50d78042e819feaddf59672e6",

"AutoScalingConfigurationName": "high-availability",

"AutoScalingConfigurationRevision": 2

1,
{

"AutoScalingConfigurationArn": "arn:aws:apprunner:us-
east-1:123456789012:autoscalingconfiguration/low-
cost/1/50d7804e7656Teaddf59672e62f2e819",

"AutoScalingConfigurationName": "low-cost",

"AutoScalingConfigurationRevision": 1

« For API details, see ListAutoScalingConfigurations in Amazon CLI Command Reference.

list-connections
The following code example shows how to use 1ist-connections.
Amazon CLI

Example 1: To list all connections

The following 1ist-connections example lists all App Runner connections in the Amazon

account.
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aws apprunner list-connections

Output:
{
"ConnectionSummaryList": [
{
"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/
my-github-connection",
"ConnectionName": "my-github-connection",
"Status": "AVAILABLE",
"CreatedAt": "2020-11-03T00:32:517",
"ProviderType": "GITHUB"
1,
{

"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/
my-github-org-connection",

"ConnectionName": "my-github-org-connection",

"Status": "AVAILABLE",

"CreatedAt": "2020-11-03T02:54:1772",

"ProviderType": "GITHUB"

Example 2: To list a connection by name

The following 1ist-connections example lists a connection by its name.

aws apprunner list-connections \
--cli-input-json file://input.json

Contents of input. json:

{
"ConnectionName": "my-github-org-connection"
}
Output:
{
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"ConnectionSummaryList": [
{
"ConnectionArn": "arn:aws:apprunner:us-east-1:123456789012:connection/
my-github-org-connection",
"ConnectionName": "my-github-org-connection",
"Status": "AVAILABLE",
"CreatedAt": "2020-11-03T02:54:17Z2",
"ProviderType": "GITHUB"

« For API details, see ListConnections in Amazon CLI Command Reference.

list-operations
The following code example shows how to use 1ist-operations.
Amazon CLI

To list operations that occurred on a servicee

The following 1list-operations example lists all operations that occurred on an App
Runner service so far. In this example, the service is new and only a single operation of type
CREATE_SERVICE has occurred.

aws apprunner list-operations \
--cli-input-json file://input.json

Contents of input. json:

{
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa"
}
Output:
{

"OperationSummarylList": [

{
"EndedAt": 1606156217,
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"Id": "17fe9f55-7e91-4097-b243-fcabbb69a4cf",

"StartedAt": 1606156014,

"Status": "SUCCEEDED",

"TargetArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa",

"Type": "CREATE_SERVICE",

"UpdatedAt": 1606156217

» For API details, see ListOperations in Amazon CLI Command Reference.

list-services
The following code example shows how to use 1ist-services.
Amazon CLI

To get a paginated listing of App Runner services

The following 1list-services example lists all App Runner services in the Amazon account.
Up to two services are listed in each response. This example shows the first request. The
response includes two results and a token that can be used in the next request. When a
subsequent response doesn't include a token, all services have been listed.

aws apprunner list-services \
--cli-input-json file://input.json

Contents of input. json:

{
"MaxResults": 2
}
Output:
{

"NextToken":

"eyJDdXN@Ob211ckFjY291bnRIZCI6IFIZMDIWNTQWMjgONSIsIIN1cnZpY2VTdGFOAXNDb2R1IjoiUFJPVk1TSU90SL
"ServiceSummaryList": [
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{

"CreatedAt": "2020-11-20T19:05:2572",

"UpdatedAt": "2020-11-23T12:41:372",

"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa",

"Serviceld": "8felel@304f84fd2b@df550fe98a71fa",

"ServiceName": "python-app",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"Status": "RUNNING"

I

{

"CreatedAt": "2020-11-06T23:15:307",

"UpdatedAt": "2020-11-23T13:21:22Z",

"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/golang-
container-app/ab8f94cfe29a460fb8760afd2ee87555",

"ServiceId": "ab8f94cfe29a460fb8760afd2ee87555",

"ServiceName": "golang-container-app",

"ServiceUrl": "e2m8rrrx33.us-east-1.awsapprunner.com",

"Status": "RUNNING"

« For API details, see ListServices in Amazon CLI Command Reference.

list-tags-for-resource
The following code example shows how to use 1ist-tags-for-resource.
Amazon CLI

To list tags associated with an App Runner service

The following 1ist-tags-for-resource example lists all the tags that are associated with
an App Runner service.

aws apprunner list-tags-for-resource \
--cli-input-json file://input.json

Contents of input. json:
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"ResourceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa"
}

Output:
{
"Tags": [
{
"Key": "Department",
"Value": "Retail"
1,
{
"Key": "CustomerId",
"Value": "56439872357912"
}
]
}

« For API details, see ListTagsForResource in Amazon CLI Command Reference.

pause-service

The following code example shows how to use pause-service.

Amazon CLI
To pause a service

The following pause-service example pauses an App Runner service.

aws apprunner pause-service \
--cli-input-json file://input.json

Contents of input. json:

{

"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8feleld304f84fd2b@df550fe98a71fa"
}
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Output:

"OperationId": "17fe9f55-7e91-4097-b243-fcabbb69a4cf",
"Service": {
"CreatedAt": "2020-11-20T19:05:257",
"UpdatedAt": "2020-11-23T12:41:37Z",
"ServiceArn": "arn:aws:apprunner:us-east-1:123456789012:service/python-
app/8felel0304f84fd2b@df550fe98a71fa",
"ServiceId": "8felel@304f84fd2b0df550fe98a71fa",
"ServiceName": "python-app",
"ServiceUrl": "psbgam834h.us-east-1.awsapprunner.com",
"SourceConfiguration": {
"AuthenticationConfiguration": {

"ConnectionArn": "arn:aws:apprunner:us-
east-1:123456789012:connection/my-github-connection/
€7656250167242d7819feade6800f59¢e"

},

"AutoDeploymentsEnabled": true,

"CodeRepository": {

"CodeConfiguration": {
"CodeConfigurationValues": {

"BuildCommand": "pip install -r requirements.txt",
"Port": "8080",
"Runtime": "PYTHON_3",
"RuntimeEnvironmentVariables": [

{
"NAME": "Jane"
}
1,
"StartCommand": "python server.py"
1,
"ConfigurationSource": "Api"

},
"RepositoryUrl": "https://github.com/my-account/python-hello",
"SourceCodeVersion": {

"Type": "BRANCH",

"Value": "main"

iy
"Status": "OPERATION_IN_PROGRESS",

"InstanceConfiguration": {
"CPU": "1 vCPU",
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"Memory": "3 GB"

« For API details, see PauseService in Amazon CLI Command Reference.

resume-service
The following code example shows how to use resume-service.
Amazon CLI

To resume a service

The following resume-service example resumes an App Runner service.

aws apprunner resume-service \
--cli-input-js