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What Is Amazon Config?

Amazon Config provides a detailed view of the configuration of Amazon resources in your Amazon
account. This includes how the resources are related to one another and how they were configured
in the past so that you can see how the configurations and relationships change over time.

An Amazon resource is an entity you can work with in Amazon, such as an Amazon Elastic Compute
Cloud (EC2) instance, an Amazon Elastic Block Store (EBS) volume, a security group, or an Amazon

Virtual Private Cloud (VPC). For a complete list of Amazon resources supported by Amazon Config,
see Supported Resource Types for Amazon Config.

Considerations

« Amazon Web Services account: You need an active Amazon Web Services account. For more
information, see Signing up for Amazon.

« Amazon S3 Bucket: You need an S3 bucket to receive data for your configuration snapshots and
history. For more information, see Permissions for the Amazon S3 Bucket.

« Amazon SNS Topic: You need an Amazon SNS to receive notifications when there are changes to
your configuration snapshots and history. For more information, see Permissions for the Amazon
SNS Topic.

« IAM Role: You need an IAM role that has the necessary permissions to access Amazon Config. For
more information, see Permissions for the IAM Role.

« Resource types: You can decide which resource types you want Amazon Config to record. For
more information, see Recording Amazon Resources.

Ways to Use Amazon Config

When you run your applications on Amazon, you usually use Amazon resources, which you must
create and manage collectively. As the demand for your application keeps growing, so does your
need to keep track of your Amazon resources. Amazon Config is designed to help you oversee your
application resources in the following scenarios:

Resource Administration

To exercise better governance over your resource configurations and to detect resource
misconfigurations, you need fine-grained visibility into what resources exist and how these
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resources are configured at any time. You can use Amazon Config to notify you whenever resources
are created, modified, or deleted without having to monitor these changes by polling the calls
made to each resource.

You can use Amazon Config rules to evaluate the configuration settings of your Amazon resources.
When Amazon Config detects that a resource violates the conditions in one of your rules, Amazon
Config flags the resource as noncompliant and sends a notification. Amazon Config continuously
evaluates your resources as they are created, changed, or deleted.

Auditing and Compliance

You might be working with data that requires frequent audits to ensure compliance with internal
policies and best practices. To demonstrate compliance, you need access to the historical
configurations of your resources. This information is provided by Amazon Config.

Managing and Troubleshooting Configuration Changes

When you use multiple Amazon resources that depend on one another, a change in the
configuration of one resource might have unintended consequences on related resources. With
Amazon Config, you can view how the resource you intend to modify is related to other resources
and assess the impact of your change.

You can also use the historical configurations of your resources provided by Amazon Config to
troubleshoot issues and to access the last known good configuration of a problem resource.

Security Analysis

To analyze potential security weaknesses, you need detailed historical information about your
Amazon resource configurations, such as the Amazon Identity and Access Management (IAM)
permissions that are granted to your users, or the Amazon EC2 security group rules that control
access to your resources.

You can use Amazon Config to view the IAM policy that was assigned to a user, group, or role at
any time in which Amazon Config was recording. This information can help you determine the
permissions that belonged to a user at a specific time: for example, you can view whether the user
John Doe had permission to modify Amazon VPC settings on Jan 1, 2015.

You can also use Amazon Config to view the configuration of your EC2 security groups, including
the port rules that were open at a specific time. This information can help you determine whether a
security group blocked incoming TCP traffic to a specific port.

Auditing and Compliance 2
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Partner Solutions

Amazon partners with third-party specialists in logging and analysis to provide solutions that use
Amazon Config output. For more information, visit the Amazon Config detail page at Amazon

Config.

Features

When you set up Amazon Config, you can complete the following:

Resource management

» Specify the resource types you want Amazon Config to record.

» Set up an Amazon S3 bucket to receive a configuration snapshot on request and configuration
history.

« Set up Amazon SNS to send configuration stream notifications.

« Grant Amazon Config the permissions it needs to access the Amazon S3 bucket and the Amazon
SNS topic.

For more information, see Viewing Amazon Resource Configurations and History and Managing
Amazon Resource Configurations and History.

Rules and conformance packs

» Specify the rules that you want Amazon Config to use to evaluate compliance information for
the recorded resource types.

» Use conformance packs, or a collection of rules that can be deployed and monitored as a single
entity in your Amazon Web Services account.

For more information, see Evaluating Resources with Amazon Config Rules and Conformance
Packs.

Remediation

« Remediate noncompliant resources that are evaluated by Amazon Config Rules.

For more information, see Remediation.

Partner Solutions 3
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Aggregators

» Use an aggregator to get a centralized view of your resource inventory and compliance. An
aggregator collects Amazon Config configuration and compliance data from multiple Amazon
Web Services accounts and Amazon Regions into a single account and Region.

For more information, see Multi-Account Multi-Region Data Aggregation.

Advanced queries

» Use one of the sample queries or write your own query by referring to the configuration schema
of the Amazon resource.

For more information, see Querying the Current Configuration State of Amazon Resources .

How Amazon Config Works

Amazon Config provides a detailed view of the configuration of Amazon resources in your Amazon
account. This includes how the resources are related to one another and how they were configured
in the past so that you can see how the configurations and relationships change over time.

An Amazon resource is an entity you can work with in Amazon, such as an Amazon Elastic Compute
Cloud (EC2) instance, an Amazon Elastic Block Store (EBS) volume, a security group, or an Amazon

Virtual Private Cloud (VPC). For a complete list of Amazon resources supported by Amazon Config,
see Supported Resource Types for Amazon Config.
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Resource Discovery

When you turn on Amazon Config, it first discovers the supported Amazon resources that exist in
your account and generates a configuration item for each resource.

Amazon Config also generates configuration items when the configuration of a resource changes,
and it maintains historical records of the configuration items of your resources from the time you
start the configuration recorder. By default, Amazon Config creates configuration items for every
supported resource in the region. If you don't want Amazon Config to create configuration items

for all supported resources, you can specify the resource types that you want it to track.

Before specifying a resource type for Amazon Config to track, check Resource Coverage by Region
Availability to see if the resource type is supported in the Amazon Region where you are setting
up Amazon Config. If a resource type is supported by Amazon Config in at least one Region, you
can enable the recording of that resource type in all Regions supported by Amazon Config, even if
the specified resource type is not supported the Amazon Region where you are setting up Amazon
Config.

Resource Tracking

Amazon Config keeps track of all changes to your resources by invoking the Describe or the
List API call for each resource in your account. The service uses those same API calls to capture
configuration details for all related resources.

For example, removing an egress rule from a VPC security group causes Amazon Config to invoke
a Describe API call on the security group. Amazon Config then invokes a Describe API call on all of
the instances associated with the security group. The updated configurations of the security group
(the resource) and of each instance (the related resources) are recorded as configuration items and
delivered in a configuration stream to an Amazon Simple Storage Service (Amazon S3) bucket.

Amazon Config also tracks the configuration changes that were not initiated by the APl. Amazon
Config examines the resource configurations periodically and generates configuration items for the
configurations that have changed.

If you are using Amazon Config rules, Amazon Config continuously evaluates your Amazon resource
configurations for desired settings. Depending on the rule, Amazon Config will evaluate your
resources either in response to configuration changes or periodically. Each rule is associated with
an Amazon Lambda function, which contains the evaluation logic for the rule. When Amazon
Config evaluates your resources, it invokes the rule's Amazon Lambda function. The function
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returns the compliance status of the evaluated resources. If a resource violates the conditions of a
rule, Amazon Config flags the resource and the rule as noncompliant. When the compliance status
of a resource changes, Amazon Config sends a notification to your Amazon SNS topic.

Delivery of Configuration Items
Amazon Config can deliver configuration items through one of the following channels:

Amazon S3 Bucket

Amazon Config tracks changes in the configuration of your Amazon resources, and it regularly
sends updated configuration details to an Amazon S3 bucket that you specify. For each resource
type that Amazon Config records, it sends a configuration history file every six hours. Each
configuration history file contains details about the resources that changed in that six-hour period.
Each file includes resources of one type, such as Amazon EC2 instances or Amazon EBS volumes. If
no configuration changes occur, Amazon Config does not send a file.

Amazon Config sends a configuration snapshot to your Amazon S3 bucket when you

use the deliver-config-snapshot command with the Amazon CLI, or when you use the
DeliverConfigSnapshot action with the Amazon Config API. A configuration snapshot contains
configuration details for all resources that Amazon Config records in your Amazon Web Services
account. The configuration history file and configuration snapshot are in JSON format.

(@ Note

Amazon Config only delivers the configuration history files and configuration snapshots
to the specified S3 bucket; Amazon Config doesn't modify the lifecycle policies for objects
in the S3 bucket. You can use lifecycle policies to specify whether you want to delete

or archive objects to Amazon S3 Glacier. For more information, see Managing Lifecycle

Configuration in the Amazon Simple Storage Service User Guide. You can also see the

Archiving Amazon S3 Data to S3 Glacier blog post.

Amazon SNS Topic

An Amazon Simple Notification Service (Amazon SNS) topic is a communication channel that
Amazon SNS uses to deliver messages (or notifications) to subscribing endpoints such as an email
address or clients. Other types of Amazon SNS notifications include push notification messages to
apps on mobile phones, Short Message Service (SMS) notifications to SMS-enabled mobile phones
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and smart phones, and HTTP POST requests. For best results, use Amazon SQS as the notification
endpoint for the SNS topic and then process the information in the notification programmatically.

Amazon Config uses the Amazon SNS topic that you specify to send you notifications. The type
of notification that you are receiving is indicated by the value for the messageType key in the
message body, as in the following example:

"messageType": "ConfigurationHistoryDeliveryCompleted"

The notifications can be any of the following message types.

Message type Description

ComplianceChangeNotification The compliance type of a resource that
Amazon Config evaluates has changed.
The compliance type indicates whether the
resource complies with a specific Amazon
Config rule, and it is represented by the
ComplianceType key inthe message. The
message includes newEvaluationResult
and oldEvaluationResult objects for
comparison.

ConfigRulesEvaluationStarted Amazon Config started evaluating your rule
against the specified resources.

ConfigurationSnapshotDeliveryStarted Amazon Config started delivering the
configuration snapshot to your Amazon S3
bucket. The name of the Amazon S3 bucket
is provided for the s3Bucket key in the

message.
ConfigurationSnapshotDeliveryCompleted Amazon Config successfully delivered the
configuration snapshot to your Amazon S3
bucket.
ConfigurationSnapshotDeliveryFailed Amazon Config failed to deliver the configura

tion snapshot to your Amazon S3 bucket.
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Message type Description

ConfigurationHistoryDeliveryCompleted Amazon Config successfully delivered the
configuration history to your Amazon S3
bucket.

ConfigurationltemChangeNotification A resource has been created, deleted, or

changed in configuration. This message
includes the details of the configuration item
that Amazon Config creates for this change,
and it includes the type of change. These
notifications are delivered within minutes of
a change and are collectively known as the
configuration stream.

OversizedConfigurationltemChangeNoti This message type is delivered when a

fication configuration item change notification
exceeded the maximum size allowed by
Amazon SNS. The message includes a
summary of the configuration item. With the
exception of SMS messages, Amazon SNS
messages can contain up to 256 KB of text
data, including XML, JSON, and unformatted
text. You can view the complete notification in
the specified Amazon S3 bucket location.

OversizedConfigurationltemChangeDeli Amazon Config failed to deliver the oversized
veryFailed configuration item change notification to your
Amazon S3 bucket.

For example notifications, see Notifications that Amazon Config Sends to an Amazon SNS topic.
For more information about Amazon SNS, see the Amazon Simple Notification Service Developer
Guide.

(® Note

Why can't | see my latest configuration changes?

Delivery of Configuration Items 8
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Amazon Config usually records configuration changes to your resources right after a
change is detected, or at the frequency that you specify. However, this is on a best effort
basis and can take longer at times. If issues persist after sometime, contact Amazon Web
Services Support and provide your Amazon Config metrics that are supported by Amazon
CloudWatch. For information about these metrics, see Amazon Config Usage and Success
Metrics.

Control Access to Amazon Config

Amazon Identity and Access Management is a web service that enables Amazon Web Services
(Amazon) customers to manage users and user permissions.

To provide access, add permissions to your users, groups, or roles:
« Users managed in IAM through an identity provider:

Create a role for identity federation. Follow the instructions in Create a role for a third-party
identity provider (federation) in the IAM User Guide.

¢ |AM users:

» Create a role that your user can assume. Follow the instructions in Create a role for an IAM user
in the JAM User Guide.

o (Not recommended) Attach a policy directly to a user or add a user to a user group. Follow the
instructions in Adding permissions to a user (console) in the IAM User Guide.

Amazon Config terminology and concepts

To help you understand Amazon Config, this topic explains some of the key concepts.

Contents

« Amazon Config Interfaces

« Amazon Config Console

« Amazon Config CLI

« Amazon Config APIs

« Amazon Config SDKs

» Resource Management
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« Amazon Resources

» Resource Relationship

» Configuration Recorder

o Delivery Channel

» Configuration Items

» Configuration History

» Configuration Snapshot

» Configuration Stream

« Amazon Config Rules

« Evaluation Results

« Rule Types
« Trigger Types

« Evaluation modes

Amazon Config Interfaces

Amazon Config Console

You can manage the service using the Amazon Config console. For more information about the
Amazon Web Services Management Console, see Amazon Web Services Management Console.

Amazon Config CLI

The Amazon Command Line Interface is a unified tool that you can use to interact with Amazon
Config from the command line. For more information, see the Amazon Command Line Interface

User Guide. For a complete list of Amazon Config CLI commands, see Available Commands.

Amazon Config APIs

In addition to the console and the CLI, you can also use the Amazon Config RESTful APIs to
program Amazon Config directly. For more information, see the Amazon Config API Reference.

Amazon Config SDKs

As an alternative to using the Amazon Config API, you can use one of the Amazon SDKs. Each SDK
consists of libraries and sample code for various programming languages and platforms. The SDKs
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provide a convenient way to create programmatic access to Amazon Config. For example, you can
use the SDKs to sign requests cryptographically, manage errors, and retry requests automatically.
For more information, see the Tools for Amazon Web Services page.

Resource Management

Understanding the basic components of Amazon Config will help you track resource inventory and
changes and evaluate configurations of your Amazon resources.

Amazon Resources

Amazon resources are entities that you create and manage using the Amazon Web Services
Management Console, the Amazon Command Line Interface (CLI), the Amazon SDKs, or Amazon
partner tools. Examples of Amazon resources include Amazon EC2 instances, security groups,
Amazon VPCs, and Amazon Elastic Block Store. Amazon Config refers to each resource using its
unique identifier, such as the resource ID or an Amazon Resource Name (ARN). For a list of resource
types that Amazon Config supports, see Supported Resource Types for Amazon Config.

Resource Relationship

Amazon Config discovers Amazon resources in your account and then creates a map of
relationships between Amazon resources. For example, a relationship might include an Amazon
EBS volume vol-123ab45d attached to an Amazon EC2 instance i-alb2c3d4 that is associated
with security group sg-ef678hk.

For more information, see Supported Resource Types for Amazon Config.

Configuration Recorder

The configuration recorder stores the configuration changes to the resource types in scope as
configuration items. For more information, see Working with the configuration recorder.

There are two types of configuration recorders.

Type Description

Customer managed configuration recorder A configuration recorder that you managed.
The resource types in scope are set by you. By
default, a customer managed configuration
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Type Description

recorder records all supported resources in the
Amazon Web Services Region where Amazon
Config is running.

Service-linked configuration recorder A configuration recorder that is linked to a
specific Amazon Web Services service. The
resource types in scope are set by the linked
service.

Delivery Channel

As Amazon Config continually records the changes that occur to your Amazon resources, it sends
notifications and updated configuration states through the delivery channel. You can manage the
delivery channel to control where Amazon Config sends configuration updates.

Configuration Items

A configuration item represents a point-in-time view of the various attributes of a supported
Amazon resource that exists in your account. The components of a configuration item include
metadata, attributes, relationships, current configuration, and related events. Amazon Config
creates a configuration item whenever it detects a change to a resource type that it is recording.
For example, if Amazon Config is recording Amazon S3 buckets, Amazon Config creates a
configuration item whenever a bucket is created, updated, or deleted. You can also select for
Amazon Config to create a configuration item at the recording frequency that you set.

For more information, see Components of a Configuration Item and Recording Frequency.

Configuration History

A configuration history is a collection of the configuration items for a given resource over any

time period. A configuration history can help you answer questions about, for example, when the
resource was first created, how the resource has been configured over the last month, and what
configuration changes were introduced yesterday at 9 AM. The configuration history is available

to you in multiple formats. Amazon Config automatically delivers a configuration history file for
each resource type that is being recorded to an Amazon S3 bucket that you specify. You can select
a given resource in the Amazon Config console and navigate to all previous configuration items for
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