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EHREFEEEK

UTETRB/TAXMAAENREEGNFREENER  URAFEF#IENRIHEZEE,
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i VM BV EHESR

EAMBEZMKE |, FEAREEMKELALNEREFES 2B A TRIERR

« DL VM NN EALE R
- 16 GiB 18 RAM AT X#Mx
-+ 80 GiB #W& =R , AT &K VM REMRELIE

X Amazon EC2 LB ER

£ Amazon Elastic Compute Cloud ( Amazon EC2 ) EE#EM <At , SEHI K/ NBMEAD A xlarge ,
MXFREEEILE, BER , ¥ TFIHERICERFIRS , KB MELDH 2xlarge.

(@ Note

Storage Gateway AMI R 5{F A% 45 /Re; AMD 222 E T x86 LI E. ARM-based
AX#EH Graviton LLEESHISESI,

FERANEHNMRERBEENUT IR 2 —,

BUATXHMXER

« General-purpose EHIR %] — m5, m6 = m7 EHIEF, &R xlarge RESHZFI KD |, BUFR
Storage Gateway 4 ¥ 255 RAM E3K,

« Compute-optimized 2R %] — c5, c6 | c7 =K, EIF 2xlarge RESWEHI K, LUFHR
Storage Gateway #3851 RAM E3K,

« Memory-optimized SEFIR 5| —r5, r6 = r7 SKFIZEE, EF xlarge RESHIEHIAR D, UFR
Storage Gateway 2 ¥E 28 M RAM E3K,

- Storage-optimized SEBIRF| — i3, i4 T i7 EHIEH, %&F xlarge RESHIZHI KD, BUFR
Storage Gateway 4 ¥ 28 RAM E 3K,

® Note

HI&TE Amazon EC2 REZIM X H BFMAMSEPIRBE X GFR L 7t , HEDHIIHHE, B
X Amazon EC2 XfIfFEMEZER , 5K (Amazon EC2 AIFiER) HRIEGIEFME,
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FRER

BT 80 GiB By VM BEZZH I , BHIMKXEFEFINNEE

RS &7 (&) ZF (&KX
8) {8)

SRR 150 GiB 64 TiB

(® Note

BALNEFRE - MRS RN  ERETEIRARE,
EIMBMRBMEFE |, FSHEEN (B EZRZEFZH Amazon EC2 K6 ) Rel@ .
MREFERNBHUEIBENESF  WAEERXLEHER KD,

P 2% 701 By K 15 2R

EHRMREZEEGR Internet, AL, HARS (DNS) RSSES. BH A&, BREHERZFENIHRIN,

MEFTRERRAMK EEMTROBFEEMR. KB THR, BENEFMREDFEE 100Mbps, &R
BREARENNREXSEN TEARMENT .

ETXF , BAUKIBXRARRONEE , F T7THOMRITIRE AR VFBET P XSS B IRFHITH
8] o

® Note

ERLEERT , BAILE Amazon EC2 LEEMX , REEAHMRBENIE ( TI/ AT
£) , HREZLZLEEARH Amazon IP iﬂ_v,iltflilil EXEERT , Y Amazon IP SEEE A
T, BHMXARERXEEIRSFSEEDE, BFEFEAMN Amazon IP 3t SE BlE L T 83
SEMCH Amazon XEH Amazon RS F&EH. BXx % IPSBEME , E5H (Amazon Web
Services —fi&ZZE) HFH Amazon IP i iSEE

FHT
o HOESR
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- Storage Gateway FE#Fi% % B & FBs K i E K

 fo¥F Amazon Storage Gateway B33 Bh A & F3& H 8 3 1T 15 1)

o Bl Amazon EC2 WXl Z L4

i 1 E K

NTEHERBMIZIT , FSX XHEMRERELENNEZLREFATREROBE, BERORME
MxrFER , MEMEONRXATREERE , HlANEES VPC kR8T,

3 F FSx XHEMK |, B4 EE A Microsoft Active Directory = 8E 5o 413 A 2 17 18] BR 55 25 5E Bk
( SMB ) o &0 LURFHR Y T4 M < il A BERIE XY Microsoft Windows 13 ( ]38 DNS #47 )

&1 0] LLE A £ Amazon Directory Service Y &i# Web Ser Amazon Managed Microsoft ADvices =
FalE, 3FFAZE Amazon Managed Microsoft AD 8 | BEENEH VPC BEEF S EHEETH
W (DHCP) fR%. BHXx8IE DHCP tMENELR , F2H (Amazon Directory Service BEEIEF) &
A 12 DHCP &I,

TRIETLFENRA , AEERIIFER T FREER,

FSx 3UH M 5% By i O F R

Mg  RIR B 5 I A AYh i vh S AR
=

Web 3 &H Storage TCP 80 v v v i
il Web %  Gateway HTTP REH
b VM FIRER
Storage
Gateway
BUEE
o X
e Or
Storage
Gateway
REH
[E] {5 A
¥ 0
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ML KR B 5 73 wa N i 35 MIE EE

=
80, Storag
e
Gateway
VM A
ERA
NIFH
8] i O
80, i
A 80 Fir
= RN}
7] 4% 5
BURT
P 48 B
B, 0
RIEMN
Storage
Gateway
Bz
Hil & B
mTH
>, 0
B
El=
=0z
I EH
DAIPRS
ZES
A80&
BiAE
R,
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MaEx  RIR B R X WwH N i uh Sl )=5
=

Web %  Storage Amazon TCP 443 v v v Amazon
ik Gateway HTTPS BB
VM &
(FRE
Hhig
)

DNS Storage EH& TCP# 53 v v v AT
Gateway BRS UDP Storage
VM (DNS) DNS Gateway
AR5 25 VM H

DNS AR
FaRZ
&) HY &
g, %
fRAT 1P
B
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MaEx  RIR
E

NTP Storage
Gateway
VM

B #r

) 4% Bt
8]
(NTP)

R S585

TCP A 123 v
UDP
NTP

PN
SRAT
& VM
BtR &
E=1:N)
EEE:7

o Storage
Gateway
VM &
B E
NN
NTP AR
&

e (O.amazon.

pool.ntp.
org

e 1.amazon.

pool.ntp.
org

e 2.amazon.

pool.ntp.
org

e 3.amazon.

pool.ntp.
org

(® Note

| X H X

ROZR
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MaEx  RIR B R X WwH N i uh Sl )=5
=
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Amazon
EC2

i

i)
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MaEx  RIR B R X
=

Storage Storage Amazon TCP
Gateway Gateway Web SSH
VM Services
Support
i

22

Amazon
Web
Services
Support
AFIA
8] 4R B
P < BA
# B IR
fiR R M
<[]/
o BT
FHF
i O

E TSN
ENZES
WIERE
B
B
1TE] &
HE&Eny
FEM
. &
RXEF
i LAY
E
BES
Amazon
Web
Services
Support

Ll
U & o
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MaEx  RIR
E

Storage  Storage
Gateway Gateway
VM

Amazon Storage
CloudFror Gateway
t VM

VPC Storage
Gateway
VM

VPC Storage
Gateway
VM

VPC Storage
Gateway
VM

B #r

Amazon

Amazon

Amazon

Amazon

Amazon

X

TCP
HTTPS

TCP
HTTPS

TCP
HTTPS

TCP
HTTPS

TCP
HTTPS

wa A¥h
443 v
443 v
443 v
1026

1027

e’

Sl )=5

v B
Gali=)

v ATE
&

e EEE
#a

I
A VPC
Uity S B
FTEE

e EHIm
i =

MRERE
A VPC
Uity U
FTEE

v* Anon 12
il T AR
(AT
BUE )

RAEME
A vPC
i S
THRE
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R 45 7T
E

VPC

VPC

VPC

HRIR B R

Storage  Amazon
Gateway
VM

Storage  Amazon
Gateway
VM

Storage  Amazon
Gateway
VM

X

TCP
HTTPS

TCP
HTTPS

TCP
HTTPS

wa A¥h

1028

1031

2222

e’

J*

J*

J*

)=5

R i

PANSY

XIEfE
A VPC
Uity S B
TEE

HER

RIEfE
A VPC
Uity S B
FTEE

EAT
VPCe

7 SSH
XEBE

B

IR
A VPC
Uity S B
FTEE
AT
BXE

BiE
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MaEx  RIR B R X WwH N i uh Sl )=5
E

VPC Storage Amazon TCP 443 v v v* EEE
Gateway HTTPS &
VM
MRERE
A VPC
i S B
TEE
X#H SMBZE Storage TCPE 445 v v v XHH
EZEF P i Gateway UDP ZHE
Uity VM SMBv3 fERie
il
Fo
B
Microsoft
Windows
NT R E
STEES
Y% O
137-139,
Microsoft Storage Active UDP 137 v v v EAR
Active Gateway Directory NetBIOS %
Directory VM RRS5 8%
Microsoft Storage Active UDP 138 v v v BER
Active Gateway Directory NetBIOS RS
Directory VM i
Microsoft Storage Active TCP A 389 v v v B%R
Active Gateway Directory UDP SR
Directory VM fR$588  LDAP (DS
A)EF
Ui 1
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ML KR B R 73 WO N i 35 MIE EE
E
Microsoft Storage Active TCP# 88 v v v Kerberos
Active Gateway Directory UDP
Directory VM k%588  Kerberos
Microsoft Storage Active TCP 9 135 v v v RPC
Active Gateway Directory =
Directory VM R%EE  itE
Environmq
nt/End
KRR
51288 ()
DCE/
EMAP
Microsoft Storage Active TCP 9 49152-65! v v v RPC
Active Gateway Directory = 35
Directory VM e HE wE
Environmq MR
nt/End By AD
s 2]
518 () il
DCE/ <A
EMAP RPC %
A, &
WRIT
Frix L
0.
Amazon Storage EMAFT TCP =z 445 v v v X
FSxi#  Gateway Windows UDP ERIE
= VM File SMBv3 e
Server EHRSS
# FSx
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Storage Gateway W41 & K & F By X 3EE R

1 Storage Gateway AR REHEELUTNERS -

+ Internet 1517 - B RS ES LN EMAMEEOZINE Internet B K A M EIEE,
+ DNS k% - B TREMHEZ T DNS RS2 Z RIMEFSH DNS RS,

- NEREY - BMAIER BEHEER Amazon NTP BB RS .

o IP bt - EOBH DHCP =EEA IPv4 thsit, BFSESBEL IPV6 bk,

Dell PowerEdge R640fRFZEEMEH B L NMIENEZIR O, NERE (EXNKRFZHEH ) , XEiwOAW

TFrR :

1. iDRAC
2. eml
3. em2
4. em3
5

. em4

&I AE A iDRAC s OBt T IRS 22 E

8080
HTTP  ——>»

(activation only)

O
?I

==

— —
Corporate Network

BEHRFFEEU T RO T ERIZET,

Storage Gateway
Hardware Appliance

HTTPS

SSH

| UDPINTP

DNS

443 *.aws-gw.<region=>.amazonaws.com

—>

22y 549201223107

123 —3% *.amazon.pool.ntp.org

o3 ——>» DNS server(s)

s3.<region>.amazonaws.com/s3.amazonaws.com

73N Wm0 A IR BFrfLE RE&
SSH 22 H ¥k BEHRE 54.201.22 XRE
3.107
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ISV WO
DNS 53
UDP/NTP 123
HTTPS 443
HTTP 8080

BERRITNARNET  BEREFZTEA RSN KEFIRE

- EEHEHEPEEMAERNIMNEED,
- BREANANZEORLTE-—NTMNF,
« NFFEEEMEEORAN L E T A R QR AT RAUR

HE

w6

w5

w5

AYh

RIR
BARE
BHiRE

AR

Amazon

BFRrMVIE
DNS AR5 88

* . amazon.
pool.ntp.
org

* .amazona
wsS.com

BEHRE

H

B

BT

B[] [E 2

HiELw

BOF (X
G0 )

- REED—IMEROAUAXEEFRE, BXESZEE BN BERHRBNES I

@ Note

BRETBRSH[EFAREGONETR , FEAYERERHRE.

B —M&&EEO (NIC) LWAE IP it ( TIRRATRXEREN ) TN TR —FMF, TERERT

FiutrFE,

BHRZ I MERP JIRER
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@Ie subnet \

.I
HostIP

(Configure on Hardware Appliance Console)

Lil

Service IP
Wﬁgure on Gateway Local Service Consoy

BRMENREEGRBNESELR , HZ M E A Amazon Storage Gateway BH iR % .

fF Amazon Storage Gateway J&3I Bh A 35 F1 28 B 88 3 1715 1]

BHMRFZEHRB LT Storage Gateway fRFin [T 8652 &BE Amazon, EMXIZENRES , BIE
B EINRIR IR Y im AR B, MRFEA IR HERIFELRFIMBRE , MAAEERHF X
EFMEBAFUAARTIXLERS RS S Amazoni#t 1T H &S,

(® Note

MR &N Storage Gateway ELEFE VPC Kim T R LA TiEENE HEIE Amazon , NIRRT
MATEBHRAHERN, BXESEE , S Virtual Private Cloud FBUEM <,

Fo VR IR B K 85 R0 B% R 2R 1T I X 13 18] AP k7 2021-03-31 21
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/A Important

regionTE A TRIHT RRHlH |, FERFERTEHMXHIER Amazon Web Services X1

FRFE , Hlalus-west-2,

amzn-s3-demo-bucket BN ELEh Y Amazon S3 FEBMSEFRRE . Bt UE
BAES (*) REEHXEAN PIBEEER/FRKE , XFEAYYHFATEEEESHNERSw

B, amzn-s3-demo-bucket

IR IEHY R ZBE Amazon Web Services Xigi EEXESHMEKX , H BEEFSEKTEELE

PR (FIPS) A& IRT RIERE | Fs38s3-fips#n,

i B pii
PR S
XEmaTFEENNREEEZEMN IPv4 RE, Amazon

FREMXHBEZ LT RS R[S BEMIT head-bucket R 4F,

bucket-name.s3.region.amazonaws.com: 443

FTIEM XA IEHIEEE (anon-cp, client-cp, proxy-app ) FMEERE (dp-1 ) BEHFTEUT

AR S5 im R

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com:443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com: 443

A APl FEEAUTHX RS w Ko
storagegateway.region.amazonaws.com: 443

T REIREEAE (BERM ) X (us-west-2) FHIMX RS KR

storagegateway.us-west-2.amazonaws.com: 443

BR T Storage Gateway 1 Amazon S3 RS in R 5\ , Storage Gateway VM (EFEEEHF LT NTP RS

2R AR 4515 AR -

FEVFIEI By K 4 A B R BR AT P 5% 175 1)
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time.aws.com

@.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org

W N -

BRIIFMKIHET R Amazon Web Services XiF MRS HRNESEEL , B2 HH Storage
Gateway Amazon Web Services —fi§5Z,

& Amazon EC2 MxEHlfN LA

f£#F Amazon Storage Gateway , T2 AEHIEH Amazon EC2 MxKHIMRE. EEERESAR ,
BIERITUAT®RE -

o REHATRRAGFRBE NI Internet BE AEE, ERXAFNXZEARNNEHERMKITES.
MERFEAFRGINZZLANAIEZIIM: , BIWERATIKO 80 (FEATHE ) LHiE
.

« BEENRMKMNEZLANIH Amazon EC2 ENBCEEMNMK , WEBEAFNZENN IP it iET i
O 80 # 1T/ AiE#E, MRETREHEBCEENMN IP st |, MATLITF KO 80, BUEMX , REHE
SERESERRMEDO 80 LAYIEE,

- NYFEAIKO 22 Amazon Web Services Support #ITHFEHERRES , T RAFHR., BXEZER | &
2 #& Amazon Web Services Support 28 &I HEZ 88 Amazon EC2 WXk,

EXEFNEEREFMENER

A LATE AR 16 Storage Gateway fERE LA (VM) RZ2RYEBEHIZZZ1T , HATEL Amazon fE
Amazon EC2 EH#iz1T.

(® Note

X#HMK 2.x, Volume Gateway 3.x Hl Tape Gateway 3.x EEZH L £E3H UEFI BahE
3 (loader_secure=no ) » BIX T # qcow RIEBLEME— xml XA ERNRFIZEER E,

Storage Gateway X#FA T EEREFRAMEN :
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« VMware ESXi EE\WIEIRERF (RA 7.0 8.0) : ¥ FHIRE , £FEE VMware vSphere & i
TREEZEREM.

« $%%k Hyper-V Hypervisor ( 2019, 2022 = 2025 & ) — E#HTHIRE , IRREEEE Windows &
Pimit & £ REMER Hyper-V BIEESFREE R,

« Linux Kernel-based E#\#l (KVM) — —fp & FTHFREL{LHE R, Linux 2.6.20 RESHRAFEHD
&7 KVM, Storage Gateway £33 M1z H# % CentOS/RHEL 7.7, RHEL 8.6 Ubuntu 16.04 LTS #
Ubuntu 18.04 LTS K1ThR. FAMEMINA Linux ZITHRATEEE N , (EREERIEThEESHEE, MR
BRBFHETT KVMIMEHBEELXBHE KVM W IERRE | RIMNBWFERIEDT, BXBIUMN
BHBE , 55 RIRMA aws-storage-gateway.xml 3. XHMx 2.x, Volume Gateway 3.x #
Tape Gateway 3.x EERZALZ2F31H UEFI S31#E 3 ( loader_secure=no )

« Nutanix AHV ( HETHELNEEREF ) M 10.0.1.1 IREAF R — —NEKE Nutanix BEt S Ew
29 (HCI) 2R 5 R E KVM-based EEMLFE A,

« Amazon EC2 354l - Storage Gateway =% 7T —1MNEEMK VM BREH Amazon REERE (AMI),
BXRUMTE Amazon EC2 LHEBMKHNEE , SR FSx WH MK EEEIA Amazon EC2 £
o

- Storage Gateway BH#ig% : XN TR EM ZEBRIAE , Storage Gateway 121t T ¥IIBEH R
ZREN AR IR LD,

® Note

Storage Gateway X FM 5 — N M 5< BE A HLAY 1R B =5 52 P& B 2 B BB LA = M Amazon EC2
AMI REM X, MREEHMx VM HIHFE | HEEFTMXHFENBERERZN*x, X
BZER , B MNEBNEAXHAFRE.

Storage Gateway T X #EHH AN FHEL A FHIE,

MAFM R ZHFHY SMB & i

XAHMRZEFUTRSHER (SMB ) B/ ¢

« Microsoft Windows Server 2008 R2 & & = iR A
« Windows SEMRA : 10, 8 M 7,
« £ Windows Server 2008 K E S A LiZ21T#H Windows &% iR 55 85

XHRXZIEFR SMB & iR API k7 2021-03-31 24
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® Note
fRS5EREERINEZEEEXFF SMB v3.x F EHE iR

MAFMK X FH X RERE

K SMB BRI A AE A, RE. MIERMEM X4, HZE ik Storage Gateway KIZFBEANBHT
CLRSBEARMETF. A, BELRILHNEERLIEA Amazon FSx, B EBI AR EFRZMHIE
MRS, MEHEATH , W@ Amazon FSx 4 L& E FIREUEIE.

REBI MK AZENEERFFRNEF D FRECBEARNBRMIEZNAE. M Amazon FSx BERXX #F.

B MoK Y A b L 2

MREBH (VM ) EREER S BN A I RITEHPNFMH. & Amazon EC2 324l £ I M X4
RI<RFHEMA Amazon EBS BEN A E . ENNX S ENHEENBEN K PHEESRE, MXE
RESENEFFHREANSIELRBENRERE R, ZFF#ZRAFESFEFLEE Amazon FSx
HEEN R FAFME, XHEMXEDEFEE—N 150 GB HERERT, WIxNAKREENBETK
B, EETEARERNEN , EUURMNESHEENEETFE, FTIEUTER | XEEHYLH
TEERARHERXNBZNER.

E&
- BETHHEFHE  TRIMBEEN XN DEN R EEFHENBEN KRN,

- REFANEFEME  THIAEENRAEFERNECENCHEMINEFFREE.
« PGt FES EC2 MAXEE MM T B XM 5K Hh 68 I Bt il 22 77 6 B N B L AR & K

AEXRMHMEFEE

#BE FSx XHMXE , BERESBSIOEFWE . FSXx XHMXEARIKOERANEEZEINE
FHRBHHE. FSx XHEMX ENEFENX ENEXHRECRARE, NREFSINEIHRE,
BHFYER , —MMENANARSLQENE —MHEARENEFTRRE , N TEBIEEE,

ERELAELHENBEFERESLOEFWEN , FTHLIR , BB EMXRANEFEE (TEY
FSx XHMXM L FIEM ) , EFEBDEEMKNETF, BUUANBEENTELDTUBESE
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MEFHERE  BRTEEBUNASOBERREE (FTEEL TR )  URESLHERS
B (TUADRIRR ) . THEARKBEENENERMEL , FSx XHFMXEAERANARESE
RETROEEN=ME, BNTUENEFE AU PIIERS  RAEREFTEENEFE X8
ERBREMAN M T %,

EMXIZERE , BALEER 150 GiB WHBIELERNEEEETMEMRE., AR5 , B EA
Amazon CloudWatch ZE R SR EFFHZRFERER , HERARHSREEEREESFHE
B, BXxERAERMZEERNER , TSR HEMMLIL,

(® Note

KEYEFMEBRE VMware PR TABIEFH. BEM< VM B , BEEFRARERE VM
XHRBTERE. MEARBRE (S0, AEREER ) N, BUEREENHAERRES
VM HEINEEEE S , T SUEARNEEFEEES — M REE#EF.

MREBBELNBEFE , BBV NEFEHER - BEEE. IR KET—1NER
VBHENBEFEHATISEEEE® , ITESSEMETE. XAFEATERAR—
RAID1 &K #E RAID BL BB IR -

BEMANEFFHE

EENARFERNEZN , EUUBIMXNEFFHREE. S ETTHDERSRENHNERT
AMKARINFEBE. FNESEFHEEN , EFEMX VM B915R TR,

/A Important

EIMAMKFMEFE , BHEMXEVE BN EZEFH Amazon EC2 K6 L eI RH#E
FAMBRRERE 5 BN EFONEFHEN KN,

IZES At iEN: 0 ZeR e

1. HELENMXENNEREFH Amazon EC2 Lf| LB E — MRS FHE, BXRUNAEEEERF
PR EMENGEE , FEREERFRIXE, BXN Amazon EC2 SLHIFiALE Amazon EBS &
WEER , 58 GEAT Linux 3£HI# Amazon Elastic Compute Cloud A $88) F# Amazon
EBS . EUATHRY , MUMEREN ZFFME.

2. T Storage Gateway ##|#& , Wik https:/console.aws.amazon.com/storagegateway/home,

3. ESMERT , ‘BEMX,
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4. BREMMIRAMNIIRPIERE,
5. NREXEFEEREZFFE.

6. EEREZFF#EDY , RIEHENHE., MRERBINENHE , BEERFEFRRFIIR.
NTEM HE K MNETEATHRENEREER,

® Note
EXHMx Lo B HER , ZF M — A ARVEDL,

7. ERFREEIARFREENEERE.

Rmet 76 5 EC2 MXLEaER
RAVRBWAE FSx A% LR IGR A 5 B,

IS B REE 9 Amazon EC2 SRR IR R R IF . ZHIEBE Amazon EC2 L i Hl23 MG H B3I M |
HEFMENZFRB T FIGNZ#&N | FEHIHRRESE, B LUEREP — MRS REENRNE
EHiE, BXxEZELR | 554 (Amazon EC2 AF#E) /M Amazon EC2 L4174,

NMARFEAMXNWBERS EHERNEENERS , AERYP LEFEA T Windows File Server
B FSx A EM P, MEEHBEEAGHEM#EZE , BEHRTRS L4281 , Amazon EC2 E6IEF
1E , R & _E4£ 2)5&E A F Windows File Server B9 FSx IR A& E %,

/A Important
WREF L H B FEA IR F#E Amazon EC2 M3k |, MZMRF KA. KEXMERH

FRRERTWEFEHE, LRBUKBEHRGE, E—HNERTEEMERZMK , REEH
Y EC2 3kHl EBUE — TR,
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{$/ Amazon Storage Gateway FE#i8 &

@ Note

&1 FTHEA - B 2025 F£5 A 12 B2 , FFHBRM Amazon Storage Gateway BHIE %
5 Amazon Storage Gateway EHRZNINBZ P A UK FEAH KB , BEF 2028 F
58, EABRAE , BT LUEAZ Amazon Storage Gateway BRSS LE & /Y 28 3t F = i B F 72
Frif B JLF RN =17 6#.

Amazon Storage Gateway BHIZ& 2 —MYEEHRE , EETKRIEMRSH[EE P MK T Storage
Gateway # . BATLAM Amazon Storage Gateway %l & B R ZBLA R HEE B F VE 4R
%o

BHEZE—INEHEN 1U RSE  SUNEHSBELSNEED OB K IERANREE,
EMIHBEEHRERN , BEIESNEARR EEM Amazon Web Services Ik x<Bk, BUEGE |
BHEZAHIERFEPNEFEZBRTE L, TLUFEAHEREERN S3 XHMK, FSx XHX
K, BERMAHEMAEKR, ATEEARZ LIBXEMAKXBENSESENTE LHNEEMER,

A X Amazon Storage Gateway 8 1% % A 435 F 62 A B X ¥F Amazon Web Services XiF X153l
& , B Amazon Storage Gateway B #Hi% & XiAmazon Web Services —f8 &%,

HEETROET S , BANKIERMMATRE, NRLZE, BE, BE. BE. B3, EAMMER
Amazon Storage Gateway 4% Z LA,

FH

« iR BYRMY Amazon Storage Gateway B8 %&

- MELEEHFRE

- HRE#ERZREFA

- BERHEENESHK

« BUEYREY Amazon Storage Gateway I8 &

« EEMFRELOIEMX

s EEMARE LBEMX IP it

- NEHRZFBRMXERHG

« IETEMIBRYREY Amazon Storage Gateway B4k
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®REREY Amazon Storage Gateway EH 1% %

@ Note
K1 EHIBA : B 2025 5 A 12 B , T HBERM Amazon Storage Gateway EH &%
£/ Amazon Storage Gateway BHREZBWIN BT~ I USRS FRAHREZE , EE 2028 F
5 B, ERBRAR , B LI A% Amazon Storage Gateway BRSS 1L &Y 25 it Fl = ik B F 72
Fih R )L F RN = 1F 6o

W F Storage Gateway Hardware Appliance & , &I LAERAEH R R R AREMSE , IRHE
REWNRATELIERE Amazon HEUERE . BIESFENRESEEIERFERAR Amazon k= HE%
B, EBUEREE , AT BAM Storage Gateway #H| & /E3h S3 MK, FSx MK, Bk

REMK,

ZENEERHIRE

1. Rack-mount 8% , HEABRRNMEEE. EXELZELE , P YELEEHES,

2. REHIREZ (W) REEBRMMURAE 4 (IPv4) Hhiit, BXESZEL | ESH BEEEEFIRE
M &S B

3. HEHIEEN Amazon KN ENEHRZHARNE EBEFEHRE. BXEZEE , BSH BE
YREY Amazon Storage Gateway FB#i%%

4. EEHRZFLVUEBMX. BXEZEER , B35 BN,

EEHAIEE EIREMX AR SE VMware ESXi. Microsoft Hyper-V, Linux Kernel-based E& #
Hl (KVM) 5 Amazon EC2 L& EM <A X ME.

BnE A EF 7

AL EMEE LT AEMEM 5 TB BiNE 12 TB, IXFEMAT LURKEER 15 8] F AV BIRIR I E A/
17 Amazon, MRLITHME 5TB HE , WALMERA 1.92 TB SSD ( EEER ) , FUAEH
#mE 12 TB.

KRG, BAILEREREAIRZ 28N SSD AMEBEHRE., MRECHEBRFRBAFEFREZ LN
ATAFMEEME 12 TB , HRITAT®RE -

1. FEARBEENH RE, BXRIMARITIRERNUH , FEKR Amazon Support.
2. FEA 1.92 TB SSD i MEHZEF,
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Amazon Storage Gateway
P 48 48 O < 3% 11
BEEITHNREZRS |, ©AEEEE 10 G-Base-T RJ45 #A4i =k 10G LA DA/SFP EHIM -+,

« 10 G-Base-T MFEE :

. XIF 10G , /A CAT6 &2 : W F 1G , 6/ CAT5(e) &4
+ 10G DA/SFP L EMFBLE :

- FAKEK 5 KM Twinax fATEELL

+ Dellllntel 37349 SFP+ %3483k (SR % LR )

- SFP/SFP+ AT 1 G-Base-T = 10 W4 ¥ & 88 G-Base-T

YL R EHIR %

(® Note

LiFEFTHIEA - B 2025 5 A 12 Aig , FAERME Amazon Storage Gateway B4R %
£/ Amazon Storage Gateway BHRZNABEE - AIUBREFHHIREXIEF , EE 2028 F
5 B, ERBRAR , B LIE A% Amazon Storage Gateway BRSS Lk & #9753t F = ik B F 72
Fih R JL RN =76

BERZEF 1UAEAE  IREENSERBIZER 2 (IEC) FRAEMN 19 T HIRH,

FTRFM
BERFENEMREZ  FEUTEL

- BR&  AFE—R, BIUEARR,

s XFWMEZAL (BURTEAREPBIFEHOMEED R (NIC) ) » Twinax Copper DAC, SFP+ K%
B ( RAHEYER ) 5 SFP 24AR N AL BS, Base-T

- BENERSE , NBE. WIHNEBER (KVM) tIRERE R,

(® Note
ERITUTEF 28 , FRRIERE Storage Gateway FE4F1% % B9 W 4% 1 By A 15 25k AR #Y
Storage Gateway BHZ&WFIEER,
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VERFEMIRE

1.

FABEHREERE  HFERERIZSNRARE , BV R ELLZRRSH,

TERERTEHARENEE , TEHTE ?&EE/J?\\ BAM, ER88. USB #&M iDRAC HyiwO,
%ﬁlﬂiﬁﬂl Eﬁiﬁ‘ﬂﬁﬁﬁﬁxﬂﬁﬁiﬁ-u% Eo

T n-- Jlnnn----u'“',

?»1@ ggﬁb}El 23ee

e L

Power
em1 em3 Connection 1 Connection 2

A M 4 M B RIE BRI ENE A IRE —FHo

wEIFAANRFRAVEFRERE, TUMAEL - RRERE , BRMNBWE XA BREEREHRT
Ro

FFLAAMESTEA eml i O LUIRHIBAR T BH Internet iR, eml % O 25 EFAY TGN IE W 45 %
DH"J%_/l\ ( }‘AEEE ) o

(® Note

B EZF T VLAN Rk, AT EERAEZARBYIEORERNIEF L VLAN i
D o

HREZNE RBFHEA LR,

B ZEER LA Power (BIR) #HANRNRSR[/BE , MWTFER.
WA BRRHARSAE IR Z EH,

WA BRRHARSAE IR Z EH,

Tt

pEEREEE A
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mRIEFREEH S

(® Note

L EFTHIEA - B 2025 5 A 12 Aig , FAERME Amazon Storage Gateway B4R %
£ Amazon Storage Gateway BH R RN BT~ I USAEFAHREZE , EE 2028 F
5 B, ERBRAR , B LU A% Amazon Storage Gateway BRSS LE & #9245 it F = ik B F 72
Fih R )L F BRI = F 6 o

ITHAEHRENERE , ERFLAEREFRZEHAE, BHRZEHAERHT —NEHAT Amazon
REEEAZB, HEVBNESHEMNITH ZEREN AP RHE Amazon,

EFAEFREEHS , BEIEEMANEK , AFEA Up. Down, Right M Left Arrow #i%
ETHNARERELBS, A Tab BUERELEINFEAGBITE, N TFRELEE , EAUFEH
Shift+Tab BERIAFEEB3, £/ Enter BUREFEER , B EERRE LR,

BXHRNEFRZFEF AN  FERRERE , RESRTNENEERARFKFIRERD , REETHE
mEEE A
REEE R ZHD

ERREENEZEBRRL , FITUTERE

a. XF SetPassword (iR E#B) , WMAZ , ARSI Down arrow.
b. XtF Confirm (#1A) , EFMAZE , AKF%EE Save Password (R7FHE),

BREFZBE , SERE4EHEET., TS Reml, em2. em3 Ml emd MEFEOMWNKES , HE
BLUTHEHRER :

- BEEML

- RS EHE
- EREB

- EH

- X EFESE

T—s%
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BEEHRZMESH

BLEBHFIRBEMEZSY

(® Note

KiFEFTHIEA - B 2025 5 A 12 Aig , FAERME Amazon Storage Gateway B4R %
£ Amazon Storage Gateway BHRZHNIABEE - AIUBREFAHIREXIF , BEE 2028 F
5 B, ERBRAR , B LI A% Amazon Storage Gateway BRSS Lk 8 #9753t F = ik B F 72
Fih R JL RN =7 #.

EEARBEDFACEEHEFHATRETEEARFBZE (WHRBEHARZEFHEHAR ) 5, £
RUTEEKREEMESH , MERAIRZ T UEEE] Amazon,

R B P 45 3 ik

1. BERH , ZRERENS , ABREK Enter, FHIEKENERNHEH, EEMNLNEE REFRSE L
ANMEEOPEMEON IP M DNS 58 , ABBATHENEOEE DHCP ES it X
BT

2. NFemt O, FITUTREZ—:

« #£$¥ DHCP Fi& Enter , REMABNSENNEE NN ( DHCP ) Fr35 a5 50 B B W M 4% O &Y
IPv4 bk,

BiE T teibat | MEREEBELSRPFEA,
o EFREBAHIR Enter REEES IPv4 i,

N em1 MEEOMABR IP ik, FMED, MK DNS RSS2t

SRR, EBRRE , REE Enter RRFEE.

(@ Note
BRT em1 24\, A AEALSEREEENEED, NREREEMED , ME/1X4M
NERBIHE Amazon im LR HERNBA ELERE.
B H %% 5 Storage Gateway T X FFMEBHEMEELR SEHIHIL (LACP ) o
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BUARBRER - N FREEEZ/MMEED , RAXAER S HEHRZ,

M2 &

1. &HBIRE , AFIKE Enter RIREE,
2. EEFEH , ABK Enter REREIXIERH,

T—%

BUEYREY Amazon Storage Gateway B4R &

BUEVREY Amazon Storage Gateway B4R %

® Note

KIEEHIBA - B 2025 5 A 12 B , T HBRM Amazon Storage Gateway EH R %
£/ Amazon Storage Gateway BHRZHNINEE - AIUBREFHHIREXET , EF 2028 F
5 ., ERBRAZE , B LUEAZ Amazon Storage Gateway FRES LEIEHY 28 3t F = i K1 A 12
FiAE L F LR =EME.

ELE IP st f5 |, S8 T BAfE Amazon Storage Gateway 2 &I A8 “TE4” RE L ALt IP ik BUBSE &
WIEHIRE, BEIRSMEZEMEIELN Amazon K,

B LUERE M FNIREZ REE B EHIZE Amazon Web Services Xif, AXxXiFH5I&k
Amazon Web Services X1 , ISR HHY Storage Gateway FE#1% % X1 Amazon Web Services —
ﬂl %o

EBEIRIY Amazon Storage Gateway B #Hi8 &

1. #TFF Amazon Storage Gateway Management Console , fE S E A T RUEEARIIK P IR T2
o

(® Note
MR RAFCE , BIHBAT RS

- BHNKB/LNEENEHARENVNTR—ME L,
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o BHIBH R IE LM SLVFFE 8080 Im A EXFIRFE I AUERE T HTTP K El,

2. MREZENH SRR FERERS
3. EEBERZ.
4. T IP#bitd , MALBHEARZEEN IP it , REEREE,

BXREE IP it ESER , FEHERENESH.
5. EEMH , MABHFERRENENR. EMKERZH 255 MNF/H , HETHISRMIFH.
6. EEARFNXH , MAERMXKIBL TEABNEBNX  REERT -5,

B XIS A ER R LR EE |, BURR 2 QIERIITEFRRIN TR etE, BERRAT , mRet
KiREBIEH , MBIABRT , EFRERE THEBEQ2ARIT.

7. BEEEMARBFAGEHMINMESE. EUNEEL-PEOARBEFEHTER. B , F
R BOE A T BBUE
teat , A RFBBENE LI —MEE | BREA RSB ERSEE.

teEt , ZIRBESENKS XK, T—FPREMREZ LEEMNE3 S3 XHMX, FSx XHEMXK, BT
RR B,

=%

EEHRE LOEMX

EBEHFRE LEIEMX

(® Note

K EHIEA - B 2025 F£5 A 12 A2 , T BERME Amazon Storage Gateway B8 % .
£/ Amazon Storage Gateway B R ZNIABEE - AIUBREFHHIREXIF , BEE 2028 F
5 B, ERBRAR , B LUE A% Amazon Storage Gateway BRSS Lk & H9 75 3t F = ik B F 72
Fih R JL RN 7.

A LATE B P Y fE1T Amazon Storage Gateway FE#Hi% % £ 82 S3 XHMX, FSx XHMK, Rt
EEE %A PSS

EEHIRE LRIEMX API kg7 2021-03-31 35


https://docs.amazonaws.cn/filegateway/latest/filefsxw/appliance-configure-network.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

EREMiRE LOEMX

1. &3k Amazon Web Services EI#2H| & HFTFF Storage Gateway #Z#I& , Mk Hhttps:/
console.aws.amazon.com/storagegateway/home,

2. 1RE Creating Your Gateway PRI TR |, RE., EEMEEEZE N Storage Gateway 3
#,

£ Storage Gateway #Z#| & RTR MK BIZESS , Storage Gateway LB ERHIRE LA BRZE
., MEEAHISENEEMNN (DHCP ) , MXAIGEFEE 5 10 S EERFEPFERNEL,
ENELENMX o EERS IP ik , 25 Configuring an IP address for the gateway.

EOELRENMRDE —NEES IP ik, ETREEHRBEMNKRHIMNEERD | UEEN R ARZRF A LE

AT,
T—s

R IRE LEEMX IP #hit

EEHFIRR EEEMx IP #hit

(® Note

KiEFTHIEA - B 2025 5 A 12 A , FAERME Amazon Storage Gateway B4R % .
£/ Amazon Storage Gateway BHRZHNINEZ - AAUBREFHHIREXE , EEF 2028 F
5B, EREBRAR , A LUEMA % Amazon Storage Gateway BRSS LE #9753t F = ik B F 72
FiERJLF RN =7,

EREEMHRZ2E , NEYEMKZZOSE - IP ik, BEBE R HEIRE LF3N T Storage
Gateway , IEBEENEEHIRE LiZ1TH Storage Gateway BN 2B S — 4 IP #tutt, EMEZR
REEMHER LMK D EERS IP itk , SMIZMXH AR ESEE P thut, NARF (W
NFS 2 SMB & i ) REZEZIL IP thit, AJUMNEHFRZZRSEERITHRSES S IETR RN
RAEMEE A,

FigZ LEE IP it UERNARRF

1. EEHEHEL  ERITHFRSESE , AFRK Enter RITFMXARtZF AN ERAE,
2. Amazon Storage Gateway A ZRF EB RN H LR T EZZUERAMEREMEMIRE,
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ERIAK 7 admin , BRIAZEE A password,

@ Note
BANBINUEHRRIARE |, 5ERE Amazon IR % BUE - BLE X K8 A RS H 4 % A
BT , AIFIE1T passwd 8 H. BXIAIETZHRSHNER , BSRAEAMZEFA L
=17 Storage Gateway T, & AJBAM Storage Gateway 4| B8 BEHL, BEXEEZE
B , i3 M Storage Gateway £ #l &% B 13 ] & F13.

3. Amazon iXEFBE - ERHSFELA TR EIEI

« HTTP/SOCKS RGEEE
- MBEE

o MM REREME

- ERRGAFERE

- REATRIEE

- WHLEER

- BRI

(@ Note
RERTRE N ENMIRBHENF S E R

WMAMMNAOBEUSHEMEEERE,
4. WMITUTEREZ—REEMX IP bt :
- EFEAAHPIDENEEMN ( DHCP ) RS2 EA IP it | FHBEE DHCP i ARSI
F,RBET—R L@ ABRH DHCP BEE L.

- BESEEHS IP it , BN TEESS IPWAMNNKT , REET - LAABMHN IP it
# DNS 5 8.

(@ Note
IBTELLALIEER IP ik MRS IRE BV B AT IP ity TARAYF M F.
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IR M XA 12 H &

B Crtl+] (A7ES ) B, B4Rs AL,

(® Note
XRERER AR MR A2 H 58— 53,

EEREHRELNEFRRRRE , RENETERFIEP, IE , JLUE Storage Gateway 12 #| & H
HERMITHXNIEBENEEIE. BXUHA , BSHEEEHN Amazon FSx XHM %,

MR F PR X B4

® Note

KIEEHIBA : B 2025 5 A 12 B , T HBERM Amazon Storage Gateway EHE %
£/ Amazon Storage Gateway BHRZHNINEET - AIUBREFHHIREXT , EF 2028 F
58, ERBRAR , BULUEEZ Amazon Storage Gateway BRI #Y A ith Fl = 3 2 FA 12
FiARJLF LR =F6#.

MRIETBEECPEEEHIRZ LIS E Storage Gateway , N AT AMBHIRZ R BRI G, B
BRMXEMEE , TUEREREMNESRBHAIMK , 2E M Storage Gateway 2 # & F I BRIEHIE & A
H. ENEWEHFEZFRBRMXERG , EFEAUTISER,

MIE IR A BR M 5%

1. §TFF Storage Gateway #Z#|& , itk A https://console.aws.amazon.com/storagegateway/home,

2. MERENEEMNNSRERPERES  AEXNTENPBRMXRANREEREFRES
o

3. MBRETHXEH  EEBRMX.

oAt & B R IAXHEE.
4. WIEENEENBHRZPBRMNXRYE , AEEBIMEFRARE remove,
5. ERBERIKABRMKEML,
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® Note

BIBRM X fE |, TERBEZRE, W TREMKRKE | BT EM R EXEBHE |, 55
RETFBIE. BAXBIBRRINESELR , FSEM RN X T BRREKE 7R,

BRI X T MR FI B BIRESHRE . BHREZFRE U RETHXBE,

IEEMIBRYREY Amazon Storage Gateway BH1R %

(® Note

LiFEFTHIEA - B 2025 5 A 12 Aig , FAERME Amazon Storage Gateway B4R %
£/ Amazon Storage Gateway BHRZNIABEF - AIUBREFAHIREXIF , EE 2028 F
5 B, ERBRAR , B LUE A% Amazon Storage Gateway BRSS Lk 89 75 it F = ik B F 72
Fih R JL RN =7 #.

MREFBEECLXBEMN Amazon Storage Gateway A& % |, W AT LUFZ &R MEH Amazon ik
F TRk,

(® Note
EREBEH M Amazon 5} Amazon Web Services X185, , %k ERAUT SRS EM
B, REITFFM < X #5818 H B R Amazon Web Services Support ABHITHREB, EXES
F5 , B ARENMXIITHRESERR,

T BR B 4 iR =%

1. MREEFRBLZTETWX , WLTEBBRMX , AT ERRZRE. BXOATMNEHFREHR
BRI X B 5B | HSEMNEFEZ P BRI R4,

2. £ Storage Gateway #ZHANBEHTE L , EREMERVEHIER,

3. XF Actions (3#4E) , #%£$% Delete Appliance (HIERi& %), AT AT RBEIAX B,

4. WNERBREENEFRE , AREBAMEPRART delete H1EEZMIBR.
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ERBREMHIRER |, ELBERERE ERRNMRKXENABERR , EF2MBREHRE EASH
iz,
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Bl M X

AT EMBLRET FENLA T Storage Gateway B BN EH THERE, BXFE M Storage Gateway #
HAEQEBERBIKH step-by-stepITE , BSHUTEA :

» Create and activate an Amazon S3 File Gateway
« BIZHBE Amazon FSx XM <

» Create and activate a Tape Gateway

» Create and activate a Volume Gateway

/A Important

Amazon FSx X#HMx A BRHEZFFFF M. FSx File Gateway FII A ZE o] LASKEE IE & 6F 1%
RS, BRE FSx XHMRELIWINEE , BHRLEEXE,

Rz - PSR ROE
M HE QIR B | FEEEE Amazon , ARBE BN RENBET,
RIE M X

Eig& & Storage Gateway , BEEFEQBHMKIEBEURATETRAXELRZFENENEE, AT,
BELAMMEFE A TEMXEMRZER , HHEBEINARINER, L& 7L Storage Gateway
HEANBELEEOIT A YEBEHRE , AETHIPE N Amazon ZIFEHH Amazon EC2 38
fil, BBMRIZEN , EEERIMCEN Lo B A YRR ZEE,

EEZ] Amazon

T—ZRFEMRIEREE Amazon, At , FEAEEFEATRXREMRZEE=H Amazon RS2 [H
BENERSHAER, JUMNLEERMIFRILHS , A LARSIH REEM Amazon VPC AR , X
BHERAUTLEFNELLEE. RE , BAEEMXH IP it FHBERS , BEEEIIMNX
RELHAREE S REXEEFER,
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A NI
REHBE

teat , BULREFMENMXNERAT , WAFE , AHTEN. REENFEREBF —IZE ., &
AEUBUERR, EFREREBENMX 2 , KFELRE - LHIMREF IR FE TR,

BRI - W< ELiE

BUE Storage Gateway f5 , BEERIT —ETANEE, FUSRYP , 7EHEEMXENTEES LE
ENYEEE  FHAESEREFIMXREN LEEHAX, ARG, BILUEA Amazon CloudWatch
H&EM CloudWatch BiRELE 1R E AR BNEZEMANEZTRR , HIBREZEERMRZUBEIRBIMNX,
EFBRERACRENCEENMNRZE , BEECNEFE TR

BR - 768 7R

BUEHBLE Storage Gateway f5 , RFEREBEZFRBRKRMEFEH, BESUENMNIER £
£ F Storage Gateway £ #I & 812E%. ®H = Amazon S3 = Amazon FSx XHHELEZ Xk, &
MRXKBBEAELS BN ERERELDEXRXBENREFHEEM IR , HHFEEAEPNHEESTRE

Amazon =,

B2 FSx EA T Windows B Amazon X4 REEXH RS

EE 62T ¥ FSx XM X Amazon Storage Gateway , 58— 2812 FSx EEAF Windows #
TP XHRESSEXHRSE, MREEEZEIET Amazon FSx XHRES: , BRI T —F |, QIEHEE
Amazon FSx XMk,

(® Note
MIXHERFXE A Amazon FSx X RESR , FSx BEUTRE :

« &K Amazon FSx FSx MR A MM KX SFUHE — Amazon IKFFFE , # BNV TE
— Amazon X1,

« BMNAXRALUZFRENMN MO XGRS, EEXHRER , Storage Gateway 2 Hl& 2BE A
BFIEMXRECEIETE, EXMERT , SAARBHMNARDEXHRS , RES
BEERES — MM,

« FSx File Gateway XFHEMEH ( YAFEIHKERHINALHES ) , BEFXIFERS
(B IEL4 B AR RAEHHMITEIERS ) o BR Amazon FSx BB R AP , MIEAFYX
BFHEH, BXREFREANESZEER , 525 (Amazon FSx for Windows X #5525
FAFigm) DM FHET.
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o BNTEWAEA Microsoft 2 XA R (DFS) B XHM XA F EE MBS LS #
FSx FSx X R4, R , B DFSBLEN EEEEMEIW S# FSx XHRE , Amazon
Web Services = ¥ B#hhR Windows X4 IRSEEA BB EA DFS i & Z | Z X
H RS FSx #1720 H PR,

o MHMX EMEL FSx XHRE (BN HRETERNREENR ) TS HZ XY
B4, NS HE FSx B Windows XH RS ERXHRL 110 AR &, MRENHRE
RERBWMERERLCEEZNITENR , INXGREAREBBREEELR , RhELEE
BIEFZNTTAY /IO MARALELAIETNRE,

¥ Amazon FSx ##laH , EFHERNMERNE , EEENNHFRERERETE. WIR
=, B LYIRE| SSD 74, HEINEAE LS SSD IOPS KA EEHN TERR.

Bl FSx EA T Windows HI X ARS B8RS

1. #TFF Amazon Web Services B2 %A at https://console.aws.amazon.com/fsx/home/ , RfFi1%

BREERHEPOIEMXHXE.
2. BB (LS% Windows X#HARSSERAFHER) FSxH Y ‘TS A7]” PRV ILEA FSx BATIRIE.

Bl 2 H8EF Amazon FSx XM <

FELERD | AT LR BB R WM{AIFE Amazon Storage Gateway 812, ZBEBFBUE XHFM <K %88,
£l

« i%E Amazon FSx X#Mx%

« FHEH Amazon FSx XM XiEZE] Amazon

- BFIEEHBIERHN Amazon FSx XM X

- BEEH Amazon FSx XM x

& Amazon FSx X&M<

REHFH FSx XHMX

1. $TF Amazon Web Services B2 #I A at https://console.aws.amazon.com/storagegateway/
home/ , ARFIEBREBIZEM*X Amazon Web Services X1 BB,

2. EFRIEMRRITFFIRIEMKXTME,
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3. EMXREHD , MITUATERE

a. XTF Gateway name (MXBH) , MAMKNEN ., QIEMXG , AIUBRILEN , LUEE
Amazon Storage Gateway 2l & F 1Y 51| 3=k T E L 3K E EHIM K,

b. XNWFMXX , EFEEHEPILE M b XY AR i X,
4. FEMREMEBD , XN FMRER | 1E3F Amazon FSx XHM %,
5. EFEEMIoH , ITUATRE -
a. NTEHNEE 6 EEETHPHBEMNXHWES. AFIRR Storage Gateway #ZEHIETNH LE
THFEEREHRARREENFEE, AIMNATERPHITER
« VMware ESXi— EA T, #BEFMEE M X E B VMware ESXio
« Microsoft Hyper-V - £ Microsoft Hyper-V T, ZBEFELE W< & LAH.

« Linux KVM - £/ Linux E TR ELYL (KVM ) T&, HBMEERXE L.
BXRXEUNBIEE , HSUIRMEN aws-storage-gateway .xml X4, XHM*
2.x, Volume Gateway 3.x 1 Tape Gateway 3.x EEZHA L £ B3H UEFI BHHER
( loader_secure=no ) o

« Amazon EC2 - BiEH B3 A T EEM KB Amazon EC2 354,
o BHRE — ITWEANYEEHIRE Amazon RITEEHR K,
b. WFHINMREMX , EHERERBINESHFIENENEERTHRES R, LTBEFER

TRARZENFE,
6. IE , EHNMRERETE , ELFEREBRENMREZNBRFEST X Amazon, EET —H %%
%,

FHER) Amazon FSx X4 M < iE#E] Amazon
FEFE FSx XM RIEEEE| Amazon

1. WMBREHKRTHIZRE Amazon XHEMKFFHRNSE | BEMRIZE Amazon FSx L4 M 5% A
R BB, TRE , EE “T—%" , £ Amazon Storage Gateway 2% & H3TFF “Connect t o
Amazon” TH.,

2. HARTREDMESH , W TRFLHETR , BEMXFATBEENART KEYEE Amazon, 7]
MU T P #EATIE SR

o AIRFFIGR-EHMKRETAHE Amazon BRI S 2 EE. MRERLED , EFEACEA
FIPS Him R EEERIEEEZERBTUNAFERIEELERAE (FIPS)

M Amazon FSx X PEREE] Amazon API i 2021-03-31 44
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(@ Note
WMREE Amazon BE W HITRER AP #1TIH RN FEELE FIPS 140-2 BiEH b0
BER  BEEA/TE FIPS RENRR. BXEZER , BSREZEHKPEELERE
(FIPS) 140-2,
FIPS R im RXER L Amazon XKIEHATH., BXEZEER , HSH Amazon Web
Services —fi%5Z HH Amazon Storage Gateway ¥ = FEL &

* VPC £E — ERIMX Amazon BEEENEMNLE R (VPC) NALBEEHITERS , NI RTF
BEFHECHMRIRE, MREERFLED , WAFTIEENE VPC iR , TERNTHIIRF
BEEH VPC iw R ID, BRI ARMH VPC Im SIHE R4 (DNS ) BFE P bk,

3. EMREEIEIE D MIERETA | EFRIWMAE AmazonbriR BRI M, A ML T IR A3 1Ti%
7
o Pt - EHNFERAPEEMKH IP ik, It IP it RBMRANFFH |, HE AT UMNE L HIHI N
KrhipE |, HBEEBAMEEHIEN Web X 18 35HEHEEZ Mt
B LLESMNERNEBEFEFIRERI MR A IR A RKIREF K IP it | M
Amazon EC2 £ iFEREE HIM>x IP #bit,

- BURERH - EHENFRPRMENKABIEZRN, S0 UERR KR AR 6 & R4ERBUEZEH.
WMRMKH IP it FEA | FEREFLIED

4. BIREBEZERTMXMEES N Amazon , BBABRBITBUEMKR, EFET —H UAPEL,

B EHIRE HBUEER Amazon FSx XM <
BUEETH FSx XM <
1. MRERERATEBEHRIRNER , BAEATRXERERF :

 iRE Amazon FSx XM %
« FHER Amazon FSx XM XE#EE| Amazon

RGBT —2% , £ Amazon Storage Gateway 24| & HITH R E H B H.
2. EENHLEBNHB2HPDEMXFEAEL,
3. MRENHPBERIR , BEBRREXREREZIMEMNIRZER@EHETER,

EEHREHEELEMN Amazon FSx XM%< AP kg7 2021-03-31 45
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4.

BLiE

/A Important
HUEM K G |, ETEB AR EERE

REZRETMX , ELTHITEIR , MES B A P 2 MECE B HicFk. & T—
HoAgkEE,

8 Amazon FSx XM <

FERT FSx XHFMX EMITEREE

1.

MRERFTEERATEBRABNERF , FETRXLERRF :

« i&E Amazon FSx XM
« &R Amazon FSx XM KEEE] Amazon
« BEIREHBUEEMN Amazon FSx XM x

TG , BT —2% , £ Amazon Storage Gateway 24| & 3T & B < T,

EREFMESD , FRATHIRNEFIRED —INBREEDN 150 TRKFT ( GB ) WA HERH
#H, AR HNABHENNTEEENEE LTEENYEEFR.

f£CloudWatch HEAZS , iEF M{ARE Amazon CloudWatch Logs LA M #2 M < BIE 1TIR R o
AT A T IR T AR 31T IE R
° ﬁUEﬁHlU\gﬂ iﬁlﬁ%ﬁ-ﬂg H/U\gE;E”)_}/IjE.R\EIJ Ix—x.l*o
- FANENBEEH  NENH TRIIKRFIEFENEAEAL,
- EHBXRIEFE-EDER Amazon CloudWatch Logs R4 #1289 B <,

® Note

E# W Storage Gateway E{TIRIR AE , BEHARFERBRLANFEA TR, F&
#ehighlighted sectionNEEBEMNISE BHEH ResourceARN &,

"Sid": "AWSLogDeliveryWrite20150319",
"Effect": "Allow",
"Principal": {

it B2/ Amazon FSx XM % API iRZ 2021-03-31 46
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"Service": [
"delivery.logs.amazonaws.com"
]
I
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:eu-west-1:1234567890:1o0g-group:/foo/bar:log-
stream:*"
REELEEGNRERNNATENBERAN , FEEFEH Resource’ TH,

4. 7FECloudWatch ZBiRZps |, B MAZE Amazon CloudWatch iR , LEEMXNIEBHRREE X
PR HIEH B AR, AN TR ITIER -

- B2 Storage Gateway H## CloudWatch BiR-SIZMX B 1M B HENER. BXxH#
EERNESER , 85 7 # CloudWatch BiRo

(® Note

LINEEFE E CloudWatch REERUR , MXLENRFXENTIELER Storage Gateway &
L£HRIRBH—Ho Ba1R T, EXEHOEHE CloudWatch Bz 8l , FRRENZ
2RBERFTUTR :

« cloudwatch:PutMetricAlarm- BI2E&ik
 cloudwatch:DisableAlarmActions - XFEIRIEHE
 cloudwatch:EnableAlarmActions - 3] FF&RIR{E
 cloudwatch:DeleteAlarms - MilBRE R

- BIEBENER-EEHN CloudWatch iRk , LUZRERN<IBIFNEL, EF CIRE
#R” , £ Amazon CloudWatch % & E LIERH IS EBIRIRE, BXHEE , BSHTEZE
CloudWatch AP g8 # £ A S CloudWatch Z1R.

- RER-EZERA CloudWatch BHRFKZW A XM IEIRAEH,

5 (W) EHRZES , RBEFANFRL , RERAXS K/ NENREX , hBIETE Amazon
Storage Gateway #Z#| & P ERMFEEYIRTE LHNX, EEHSR , REZSEFMMEEREN
RZ,

6. (A& ) ERIUE VMware S TAMEERSH , IREHNMXIEEELRE T VMware & 7 A (HA)
£ VMware BWEH L | FEREBRIE VMware HA BUIli% HA BEE R B E ¥ Tk,
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® Note

WE D SGER T E VMwareEHFE & EE TR X,
ERMKREELSEFIZTER TSR, S LB ENIN HABRE, RIEEE/ Lo H
itHE , ARIEE#HZ 3 Storage Gateway FE #A#l,

7. EREERTAMKRH IR,

BEEEHTMXIIRA , B Amazon Storage Gateway 2% A B W <8R THE E# T ZE,

BERBET Mx , MWLM IN—MERKERANXHRSE, BXxE8E , SR Amazon f FSx
or Windows M RE 8 N HR 5%,

MBEEEEWMAVIIAE Amazon FSx XH RS |, NIAMEIE—1, BXxiiA , FSHE Amazon Al
FSxo

EEMLE =R ECER X

BOREARMEZNETZNFHEM R BB EERE., SULERANEZBENX , H
FHEEANLEFEI LN H Internet #1TEE B A HIEE B E Amazon FiEBRS . £A Amazon VPC
RS, B EBEENERMIES (VPC) B33 Amazon &R , BRAENEEOLKLET R, B
£/ VPC RIZHIMERE , Hla0 IP pitSBE, 7M., BREARVIMEMR, BXEZER VPCs , 55
71+ 42 Amazon VPC ? & (L 5# VPC AAFEME) H.

E7E VPC FBUEERIM X |, BEA Amazon VPC ###| & ) Storage Gateway 2 VPC i = H3REX
VPC i & ID , REEQIBHBIEMKMIEEL VPC iR ID. BEXEZELR , B RNENT I
FSx XM <iE#EE Amazon,

B FSx MWHM<BLE N ET VPC tEHkIE , B4 T1E Amazon FSx for Windows X4 AR5588 VPC
FERB W <RI MK 2 B VPN 5 Amazon DirectConnect §53%,

(® Note
IRAIMTER Storage Gateway 172 VPC s 2 B FFER E — MK IBRBUEM X,
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9 Storage Gateway £/ VPC % =

ERXLIHAME VPC RinT R, MREELE AT Storage Gateway B VPC i = , W] LAE A%
Ui o

4 Storage Gateway t|Z VPC =

1. &% Amazon Web Services EEZHI A HITFF Amazon VPC ###l& |, Witk R https:/
console.aws.amazon.com/vpc/e

2. ESMBEHKP , %&E Endpoints (KimT R) , AR/F1EEF Create Endpoint (BI2LiwT K)o
3. HtIBmRREL , NIRFEHIERE Amazon RS

4. WFIREEF , %2 com.amazonaws.region.storagegateway, a0
com.amazonaws.us-east-2.storagegateway,

5. XF VPC, &EFEH VPC HIEFHAAXHNMFM,
6. WIARIEF S A DNS B#5,

7. XTF Security group (Z£4) , EREERT VPCHZE£4E, BUEZIRINZEEH, RIEER
MWESEFERXRAFTUTAEN TCP %A :

« TCP 443

« TCP 1026
« TCP 1027
« TCP 1028
+ TCP 1031
« TCP 2222

8. LERHUEBIRR. KLinT /RNEIRSA pending (1F4LE), tIEKHT /8T, i2 TEN 62N
VPC £&iwmT =SB 1D,

9. HERIELKXIET 28, % Endpoints (RiFT R) , RAEERFHFH VPC KT =

10. EFREFREMNXE [N FAEBETFF , £ DNS &% T , EA
E—NARIEEAAXAE DNS E#5. &/ DNS BMBERLUTUTR
5l : vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1.vpce.amazonaws.com

I, BT VPCIRR , BUNCIBHABENK. BXREZEE , FSRLIENEE Amazon FSx X #F
LESY
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https://docs.amazonaws.cn/filegateway/latest/filefsxw/create-gateway-file.html
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BRIREGHCERANGER | BSRREFXABERH,
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Bt & Microsoft Active Directory 1315 [B]iX &

HEWSERP | BFEEHRHRE OB D# FSx UM< I A SEGES) B i3,
EfLE Active Directory 8B , BHITUTIRE :

1. 1E Storage Gateway #E#HIAH , NS L PIEFFSX XHREK,

2. %R M0 FSx XHRL,

3. EWIARXTTEL , NTRFELEFHEFREIMA Active Directory iHHI MK,
MREZEMK , MATBIE -, BREPMXT LM Active Directory HIRHIZFNE . B
KEE , BSRAEREM,

4. %A Active Directory REME :

® Note
MREBAMXEMASE , WEFEBRMA, EEHMITT—F,

. EEBR , MAZREFERM Active Directory BB

- BEEARY , MALERTHMRIMAER Active Directory BF &, AR SMEESHERNN
BR. BXEZEER , 21 Active Directory RSk P AR E R,

. EEFBYF  WMAZAFHEB,
« EALHE T (WIE) #, BOLUEE Active Directory FRIBBVH LR % 7T,

® Note

MEFHFEEZ , MMASSERATENES (T2 0U ) HalZ—1 Active
Directory TtEHIK "~ , HEAMHMX ID ERKF A (a0 , SGW-1234ADE )
LEIK P B R T E B E Lo

WMREE Active Directory PR E ESRIETR S 0122 IK - LAELIMA A RE , WEERA

BIZ LK,
MRIERY Active Directory SMERNFITTENNRIEE T OU , M7E 10 A BT LA I8 E 1%
ou,

- WABEGIER (Wik ) WE.
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5. &E “T—Z T "M FSx XHRL” RH.

Amazon FSx XM < - i5r

T—5%

Bt £ Amazon FSx for Windows MRS 88 X R 58
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Bt £ Amazon FSx for Windows MRS B X H RS

MMFHE FSx BT Windows I XA IRFEEXH RS , RS seHIEREST FSx XHMX, MR
BRBEXHRS , WBRBIB—IPMXHRE. BXRUH , H5HE (LSE FSx Windows XX 4RSS 28 A 7~
B B SR IBRENXHRS

T—% 2% Amazon FSx XHREEREIIMx, YHBER Amazon FSx XHR&R , XHRE LBIAT
BEXHHEE A HI DE FSx XMk ( FSx UMK ) HIREE,

® Note
M Amazon File Gateway B A G # FSx X#HREHT , FELTRS : FSx

« &K Amazon FSx X RS M FSx XM K< AFFMA4IFFE , Amazon Web Services Ik F°
HEMNTFE—NMXHERLEH Amazon Web Services XiF,

« BAFMXEZSAUZEENM MO XHRS. EEXGRER , WRFTEMXER , Storage
Gateway 2H| B2 XK HBH, EXMHERT , BARERHMMIFSBXHRS , AT
‘E\EJ\EE%_/PM*O

* FSxFile Gateway xR EFHEH ( SAFBIERERIINSAERHES )  EFXHF
EEH ( BIELEAGRIKEHNITHIERS ) o Bk Amazon FSx EE R/, AiE A
FEXHRET. BERREFREFANESFEE , HZH Amazon FSx AFEEF R FEE
o

« RIIFEWAEA Microsoft 2 XN XHRES: (DFS) B XHFMX A EE B EHN T D7
FSx FSx X R %, R , B DFS BLEN EEEEMEIW Si# FSx XHFRE , Amazon
Web Services = L B i#hhR Windows X 4IRS EEAFERmHPEA DFS i & Z | Z X
R FSx BT 0 H PR,

Mt hn Amazon FSx R4

1. 1E Storage Gateway #ZHIBFSx X H RS > M0 FSx MHRENE L , EBEFSX MHRER
ENTPHUATFE

« EFSXx XHREBMF , NTHLIIRAIEEZEM A XA RS
o XNATAR#RS IP it , FRATFRA TR EXHRSE EXHHZMN FSx X IP it
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® Note
o BIMAEHIIMXNENXHRSIEE IP ik,

« XF Amazon EC2 M%< , A LIS E EC2 SEHIMFAE IP it | BRIEZ Mt DA E b
XHURGEHER , EXHERT , BAMOMRFMFHIRLE U K REEBN*x, &
XEZER | 55 Amazon EC2 AFIEE IS IP thit,

« NFARMMX , BAILUEEEMEZED (55 DHCP ) Y IP bt , BRIFiZENLE
WHMXHREER, MREHAMXGREER  WAARMEEEONTER—F
MBS —NIP Hak , ZabFER R IP iR, BOFEA2ESEEOUN
FAIRMEEON IP ik,

2. ERFKFREDS , REEE Amazon FSx MHREXBKN RS K B FKEIL.

® Note

L BRSSP A B 588 Amazon FSx X4 R4} EkEY Active Directory BRS5 B9 &% 1912
ERNBREEBRENR,

/A Important

NTHREN MY, XHERNXGTBREEERBINR , BUUSFHERSIK,IRE R X G
REEERAANKR.

R 4R{E A Amazon Directory Service #J5@ Microsoft Active Directory 1 Amazon FSx for
Windows X#ARS528 , MIARSS K = 24512 Amazon R1X FSx BEE R AR A

MR EE Amazon FSx for Windows X4 BRS588 LA B1TE XM Active Directory , FAl
BUZBRFKFEAECEURTI DB XHRENINGREEEREENBENLERE FSXx X
HREEERANHK R

MREEONE Amazon XUEREHIERTCEZBENER FSx XHEREEERA , MR
INANBEER, BAZALUERSKSRMELA |, BiXHEZESXER , AHFEIX
B

BXEZER , HZH (LE#MR Windows XHRESEB|AFIERE) MY “mENIL S #
FSx FSx BRS K F~ ZRAX PR,

3. HEE&AEHTD , RFIUFATE K RRAREMTEENEN Amazon FSx X REH 15 R A
B, BEaUSIEFNATHE, MRETEUERRE  BABRZEABALRIER.
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4, NFEDBERFEE  NECRLEEANRY  BEBRBRGAR , HEE5 288 30 X
Z A1y [BIBR o

5. (W& ) EHREHRD , BEMIFRE , RN MRS P ZHNERFIZENRE,

6. EENext( T—F) , RAREFRE. BAUEBIMN TP ERREXRENRE.

7. SERJE , & Finishe

T—%
R E A EH Amazon FSx XHHE

API k7 2021-03-31 55
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B HFE ALK Amazon FSx XHHE

ERXHREEHIBEFIRE , E5F Amazon FSx XHERSEHRBTR ‘AT, EHNHFRE
&, B AT A E R ERY Amazon FSx XX ( FSx KM% ) o

ES}
- EEF W LEHEN SMB XHHE
o M EH FSx XM X

EE P m L ESEN SMB XHHE

HZLSRTD , 8 SMB XHAZFFERSF I FAIRAIHTRNEZ R, 2HaNXERXEDER
AT SMB FF IR ZXFER BT, BETK, BAUZH - EHMET,

IERBMER L TR 5 ARER SMB XHHE |, BfF

* net use MV ERREBZRBAEEL , BRIEEFER /persistent: (yes:no) Fx,
« CmdKey R 1TEARERF : tIETCHS SMB MHHEZ (EEBERE ) NI AMELE,

« EXHRRRPRIVMEZENER  FEER M A ZEREN EBRRNENEEABZREMAMNERE
iE,

« PowerShell script-AI AR K AR , HEEREN TUNEERZAT NI TR,

@ Note

MRIER Microsoft Active Directory AF , BB RENEE A LB RSEFT SMB XHHEE
HEAXMRE 2B BNHRZXHFHLE,
Amazon FSx File Gateway 1% SMB {5 SMB § BE1%.

£/ net use @ A Active Directory FIF#%, SMB X#H=E

1. 124 SMB XH-HRZEHIA MR IBREERFEZIHHRE,
2. XF Microsoft Active Directory s , BEWSRRFPHMANTSHS :

net use [WindowsDrivelLetter]: \\[Gateway IP Address]\[Name of the share
on the FSx file system]

TR EESEN SMB XHH=E AP kg7 2021-03-31 56
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E7E Windows £3*&% SMB XH#HE | F#FEAUT WS CmdKey

1. 3T Windows H 2 A cmd UEEHSEREELW,
2. ITASGSERINLETY (ARET )Xy  RAEEBRUEER BMHET
3. HANLTHS:

C:\>cmdkey /add:[Gateway VM IP address] /user:[DomainName]\[UsexrName] /
pass:[Password]

@ Note
Eﬁiﬁ:/\?—lﬁ 9 j@jﬁa%;&%)ﬁ%EFFE%EE;‘ZI1¢/\?—O

& A Windows File Explorer #£&; SMB X## =

1. T Windows M 7E# & Windows #EF i A File Explorer , & I&Z Win+E,
2. ESMBRFERXABEM, RE , EITEVEIFL | ERREMERNEE,.

3. EMFMEEzNEBIXNFED , RS EFEFEIIRS,
4

HNFXHR , A \\[File Gateway IPJ\[SMB File Share Name] , =33 ¥ LAY
1%11:':':’??4,1?] SMB I{q:/\?—o

(k) IREFLEHERREERERE , FERE RN EMEE,

6. (Wit ) MREFERHF A Active Directory BFHREKF AP B | HiEARFERAEMEIIE
.

7. ERTRUATRENER R

o

M EHY FSx XHM <

B LR M B FERFREHIIRF 2R, XL B3 EE IR FSx B Windows 3 #FBR S5 25 XX+
RE,

R 3HM Windows & F i £ 4% 2L 5% FSx

1. % Windows B/ iw L , SMEEEERXHHZNRR, B[EBNNERBEH X4HRER
o

2. RFXHHEFREHFER.

MR FSx XM 5% API R4 2021-03-31 57
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® Note
NHEMXFZHFEXHRE FOIBEEERTSEE,

MHEE FSx XM % API 7 2021-03-31 58
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EEEM Amazon FSx XML &R

DTRETREGXIMIEREN T S FSx XEMX ( XEMX ) BRNES , 8EEENIELD
#FSx FSx X RS LA KR BLE Microsoft Active Directory 1% &,

£

o TERMIRE

o TERMXHRGRS

- YRR FSx XHEMXHWEREER

- REMXHNEZLR 5

« YR8 FSx XHMXHEs B RIRE
. Y"%E Amazon FSx XHR SR E
 WiFF Amazon FSx X# %R %

T EEM RS

Amazon Storage Gateway Z3EF B NMKREE —NXREBCRE , AT —B T A HFIFIRMXZETIR
Mo REBERT , ZRBRTARETEE , TELEXRETAHER. ERLERRT , RSB TER
B, AR R ESNTHEXERE T EE,

IR ALATE Storage Gateway ZEHIEWMXNE L EFHER B INFXEVRS. MIRTEREMXHE
MELRVRESEF, BITEFENMXIRAN RUNNING,

TRIETEBINNREWER , UREREBNZBREZRSKEMERIERE, MXIEFERHAENIBLSR
KEB5 BF Bl R 3F RUNNING RA

Status e
RUNNING MXBLEIER , AEaER,
OFFLINE MAXATEEHT AT — N ZNERLF OFFLINE RZ -

« MARTEEE Storage Gateway RS i =0
o MXENKA,
« MXXBRNEBFHECHITERE., ERERTRERE,

MRS API iRZ 2021-03-31 59
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T BRGNS

BALBESEENHREWRERRETHHZTRR. WRRSEFTXHRESTER , WEFEX
BE[RE, MRRBERFERE , EUURTRAENAEREFEERIUER,

&R LAE Storage Gateway 2 #| B AR SEFEE XA REVRS. BITEEFNXHRGERTER
NERA" REBEBERT , BRI TUIRES,

TRIETXHHZRE, EEVURREEEXEIEE,
Status e
AVAILABLE XHREEETHEEE , JHERA, XREXHFREEEEITHIRAARS.
CREATING XHRGEKRTELEE , A THA, CREATING (EESIE) RARTE

BRS . ETEXITE,. RXHRGEZELIRES , N AgER R R MK
VM B FF 7 E#IERE Amazon.

UPDATING XHREREEEEH., ‘EEEFMRSHAIERS. TEXBITH,
MBNHREBAXFTRES , WAEERRAMNX VM B 7 580E#E
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DELETING FEMBRXHRSG, RENMEHRELEZS , FLEBBRXHRSE

Amazon, DELETING RARTEEIRA , TEWNITEMIRE,

FORCE_DELETING EEREIMRIHRE, XHRESILAMMER , BIESRSEER
Amazon, FORCE_DELETING AZA R EMRMN , TERITEMIRE,

ERROR NHERGATAERS. BERTRE. TerRE S RFEIESNER
R, EERBARXGREFRZEATR, EERSGBURSTERR
&, XHERSEHIREZ] AVAILABLE RS,
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EEMX , ARERENHEEREEREENMX,
MBRETHXEF | EREEMXER.

X F Gateway name (MXER) , AMKN BN, AIIEZRLEF , AEH Storage Gateway
BHEAEFRNSIRTE RSN,

® Note

X BTN T 2 Bl 255 NFRZE , HETRESERMI (\R /).
BB R S ERX MR BN FTE CloudWatch Bk, EEMEEER , BE
CloudWatchiZ#l & f GatewayName EF & N BRI,

NFMKEX | EFEE2EH P EPE M XA XA A A X,

EER A E ARA D | B WMIZRE Amazon L CloudWatch ogs LA IERRHIEITIRR. A
MU R #ATER

- SIEFBEEYE  REFH ASHEAREREHMX,

- FRANBNBEEA  NMMENKH THIIRPERIEAETL,
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TRIEREERNREN , EFRREER.
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2
3.
4
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EEMX  ARERERBH SMB RENMX,
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(@ Note
BXER AP BEELIRBHEE |, 152U Amazon AP Amazon Storage Gateway | &
Y B #SMBSecurity SR B

BRENRLRH TReamItae.

o BRE MR- REFRILIED , N FSx XHMRRXAFREFEMA 256 L AES MEEEH SMBv3
BEFIRWIERE, TAW 128 VEZ, N TABBBEHIENINE | BiUER LR, LthixITER
F Microsoft Windows 8. Windows Server 2012 S E S x4 L # SMB & i,

o BRI INER-INRIERILIET , FSx File Gateway X oK B EF /B IIZH SMBv3 & Fimit 1T
ERE, W 256 (UM 128 MEZX, NTFABHBEBIENINE  BiUERLL®D, tETHERTF
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FPisRERE, IEIRE AT Microsoft Windows Vista, Windows Server 2008 . E S x4 L £
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® Note
FSx XA MX By BRINR 25 5l 58 F 05

5. &R

YR%E FSx XM AYES) B KIRIE

B /922 B Microsoft Active Directory 3% Amazon Managed Microsoft AD &3 i /= & 44 1 iE 15 )
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EMX A Active Directory 383 2 T Z 8 B B R 17 R SRS
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Bk,
MRIERY Active Directory SRR FITENNRIEE T OU , M7E 10 A BT 458 E 1%
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I IP sk in Ao
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HRFED  EREBEXHRERE,
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(® Note
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(® Note
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W Amazon FSx X% %
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W FF Amazon FSx X% 4
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BiR , B0 HRERBRA , TEFINTE., B CloudWatch ENMHWEZEE , S Amazon
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B, Storage Gateway EHIAFHERRSETRFLXLEHLE , ETEEIHEERS., BAUF
EREENRBRASHEEZT(CESEARRE, BX CloudWatch BIRNWEZER , TSI L7
CloudWatch AP s EAL S# CloudWatchZi#,
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MRIEZBEEMIR CloudWatch , MFEEEE B
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FHER D B HELL TR E H notBreaching.

® Note
{RZH MR 7E CloudWatch HE ERIKIZTIRRBHN |, FREREETIRLBHAER.

XFET VMware S A ER VMware WENF A EBIMNK | MATEEBERABLEF SN CloudWatch
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HIERI R R B2 #EZE R CloudWatch B

£ Storage Gateway #ZHI & BIZEFFT MY , TLUEREVRRESEFR BN IEMEHEN
CloudWatch 1k, BEXEZELE , BSHREE LMW Z# FSx XHM*x, MBREBEERTHIRE
BRIAEMRINREFHEERN CloudWatch B3R , FEAUT SR,

AIMBEMRFINHEFHER CloudWatch Bk

(® Note
LEINEEFE E CloudWatch REERR , MXLENRFENTEER Storage Gateway T2 7[R
ERN—HoBHET, B2 R0EHEE CloudWatch B 28 , TEFEENLLERKE T
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« cloudwatch:PutMetricAlarm - 8|22 EIR
« cloudwatch:DisableAlarmActions - <AERIE/E
« cloudwatch:EnableAlarmActions - 3T FFEHRig/E
« cloudwatch:DeleteAlarms - il BREIR
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BHRIMOIIE THEMKWAE CloudWatch BiR, HXE , BAILLERMMBIR — MRS NER,
FTTF Sk PR B R IR 1F AR B 2 #T Y B 4R

NIZAI M <12 B E X CloudWatch 1k
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Lt RIXBIRBEHN, BIRSGRTEEN —BRRNBIAN—NMER , HEREEXN TAERENERES
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ESMERP , EEFMX , AGERENHIBEBIRAMXK,

ERMXFMAEEREL |, ERKREETF,

BT, EE QIEBIR LTI CloudWatch #2#15,
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TR ER
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& CloudWatch 23R,
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REF,

EHEBESEIR , H5 % Amazon CloudWatch AFEREHNBIEZE S &R,
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- EEMERD , EEMX , AREREEFHERNIMNXNERRES.
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L& fFEH Storage Gateway 2% &M BRI <Y , 5iZMKXXEHFTAE CloudWatch iR th & B
zh il BR

BIRIERY MR

SERLAMER XHMXFMPREXER, BEATUGERA “ CloudWatch E4” X R ARG IR EE
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TR XE&KAE
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BEWXBEEIR, A, LETLUER Amazon CloudWatch 1T iFESE SR BN EBEEEE. B
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EMXBEREE CloudWatch H&4E
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2. HESMBERKF , EF Gateways , REEFENHEE CloudWatch BEHB MK,
3. NFRE, EREFEBEMXER.
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- BRI BHERALGIERFH CloudWatchBE4A,
- FRNEEXRAFEHREFEEN CloudWatch HEA,

MIRE BEARPEE-PMBEETAL,
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5, ERREER.
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E R EFE CloudWatch & AT F,
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&R LAE A Amazon Web Services B2 H|& = CloudWatch API 3REX XA M EREIE, 2

# & R#ENR B CloudWatch APl FRIBEEHIBEE R —RIIER. & CloudWatch API t8 AT SUBE H p—
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THEREEM X REFEP YR ERKD,

Bt
Se3EFR A T ERER IR B 17 R SXHRY RN

R LIEIRM Average it BIERETEMN < E
EPXHHNFEIRDN, FERLERM Max 41t
BERGENXEFPXHFNHZRAKD,

By FH
BERRENXEFTNATRAFZTH
By F

TR BRX MR AR FREUR R | fEFRHY
HRIEFT S E S L, RAEREAMERNR
mo

LM XRE WBEM AR FREERERN | s
RERERN 100%.

Bfy:BOk

T R IERR

API R4 2021-03-31 73



Amazon Storage Gateway

Amazon FSx XM < - i5r

1R

CachePercentDirty

CachePercentUsed

CacheUsed

CloudBytesDownloaded
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1R

FileShares

FileSystem-ERROR

HealthNotifications

IndexEvictions

IndexFetches

IowWaitPercent

MemTotalBytes

151 BB
HIERIRE N EN SR EHE,
B4 iR

LEREPRR M T Mk B4 T8 IRMRSRI X R
SGRBRBE.

R P IEPRIR 5 A S A R GE R BRAL T8 IR 7IR
S, WMXRARFERS  XARKSHTHE
TR, B ERRSIEFENCIRER,

B itEK

AR E T X EREHRERNESITIRRL
BANHE,

B HE

HERREN G T HENEERS PR EAE
TR ERFR B B HZEE A R, WX
P TBEREl , ZR5|ZBEFEEMN Amazon
mImiE R,

B HER

LLIEFRIR S CIREVTHIR A S4B, W< 43P
X BENERFRE , ZRI2BRBFEN
Amazon =iREFRH,

BT IFH

HIEPRIR & CPU %452 it B 2 3K [2] W R FIT 12 3%
AYES R 5 S AR B 2 L.

By BOk
LEERREMX LN EREER,

B FH

T R IERR
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1R

MemUsedBytes

RootDiskFreeBytes

SmbV2Sessions

SmbV3Sessions

TotalCacheSize

UserCpuPercent

358
HIEARIRE M L E AR R,

By B

BLIEAR IR P35 B AR b 60 T B

MRBIEIRRERNZRZRE DT 20 GB |, NI AHE
DOARBE 2 B Ko

ERRMBHE YA/, AR VM LI A RE
BHAD. H VM EFBFE , WX 1R 5B
gz glnk: il |: N

By FY

ZIEFRIRE MK LA TIESIRASH SMBV2 15
o WERRANERMRKXERNFNX4HRED 5]
RH—R. £ SUM SitBIEITERAXHR
StHTEDN SMBv2 £1iF B8,

LR

ZIEFRIRE MK LA TIESPIRASH SMBV3 15
W, WERSANERMRKERNFN 4RG3
RHE—R. £H SUM SitBIEITERAEXHR
SiHY5EZ) SMBv3 2iF B ¥,

B HE

BIERRE Z A E R,

By FH

HEIEFR IR E MR AL IR TE SR AVES Al B 2 Lo
B{v: B

T R IERR
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TR RGIETR

ZAILETERIEXRITEXH RSN Storage Gateway ERNER. BNMNXHREIEEHXEKN
—fiER, RERETNHRENEREELERETRNXNERER. XEERARERESR , BHSE
EIBR T XX R 5,

RAEFRERIEEEFARNXERXHREIER. LHREAXHREIERN , BXMIBE File
system ID, ATHIRHFEEFHERNXHRE, EXEZELR |, HZH AT S# CloudWatch

® Note
REERERICR RN ERK T HBEN T 2RERER.

TRWAR T o] ARIKRE M HEZH<EER Storage Gateway 1847,

FEFR 88

CacheHitPercent EXBNHHRENNARFZERES , HER
RENIBREMSE . HARERSE BEHIS R
XA,

S XA ZRBWENET N AR FREURER
LR EN 100%.

By Bok

CachePercentDirty EMXEBFREARFALE AmazonIEHEF |
MHREFENBOAA SO, HAREREEH
ZRETR A

FULERES Sum R BEEEER.
BIERRT , ERNARFEREKFE.
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1R 52 B

(® Note

FAMKH CachePercentDirty 8
FRREE R IFXLE Amazonky <
ZE1FH BAR LA,

By Bk

CachePercentUsed BANNXEANBBEEFEFNE L. BEAERE
BHERMNEA. IMNXGHEEEEERBREN
BESHEMARXSEERRENEMERE,

B BOL
CloudBytesUploaded MR EHRETE A LEEH Amazon BF T,

FUERES Sum RIHHELESFERATUIESS:
B  [FHE Samples SitBELESERATUE
IOPS,

B4 B

CloudBytesDownloaded EREHRN , MM Amazon FERIEFT
8

FiEmRSSUnE T REEEFEAUEERT
Rk igbR S SamplesSt it SRS A LA
£ input/output 24EER (IOPS),

=
2
=
2

By . P
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B 15 BA

FilesFailingUpload LIEFRIR ER R BE £ 12 B AmazonBy X4k, XLk
XHFERSTRRBER , HPBEEXZFAE
NEZEE.

FIERES Sum ZRIHBIELEESFER , TUER
MBTTTE E4E ] Amazonfy X 4EER,

BA U
ReadBytes S SEHO R R A B R SRR B
FHH

FERS Sum St BELESFERATNEST
E  FHE Samples ZitHELSEATNE
IOPS,

By 2
WriteBytes HRERBHNEARZANBAEFNEFZTH

FiERES Sum R BEEESFERATNERT
B  FHE Samples SitHBELESERATUE
IOPS,

By P

TH XREHAE

Amazon FSx File Gateway ( FSx XM ) Wi B ER EREE XA AR X4 REXE PB4
XHRWFEAEE . BUUEAFRATREZAFED , HEXIREETIEXNNREMEAER, X
& B ENEX S Windows Server & BESHRLL , AT AT ELE Windows 22 EHWIAE AELE
TERS

B’

TRERT XWX B & RRE.
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BRIER EX

BRE IR 5358 Gl DI

BEARE ERXHHAR,

Create IR R AR IR,

Ewd EnRABTXMAHIMHK

il BR i BR ST 4 B ST K

EAEH BRI A REY TRAE (ACLs, FREE.

B4, )XR).

B
TRIEAR T FSx File Gateway T# B EXH 5 E 4.

& EX

securityDescriptor ERENREREMN BB AR5 R
(DACL) , f£/ SDDL &=,

sourceAddress MHREEFRITENN IP ik,

SubjectDomainName E P isK P FTE K Active Directory (AD) 13,

SubjectUserName EFiw#Y Active Directory AF &,

source IEFEF#HY Storage Gateway FileSyste

mAssociation H®Y ID,

mtime ELHNEEINRHENE AP RIRE
version B B SR AR,

ObjectType EUNRBXHE—RXHRK,
locationDnsName FSx X #HMXxFRS DNS & #5.
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B E X

objectName RV STEREBEE,

ctime FELHEERNRENBRTHE , BEF R
B

shareName EEGRIBEZNER.

operation N RIGRREN BT,

newObjectName TINREWE LGN TBERE,

gateway Storage Gateway ID,

status BRAEAVRS, UEHER ( —RFIEREMK , B
LIEFHATRRBIELTSIZNAR ) .

fileSizeInBytes MHERD LFETREN , AR RENHIE
BHRIE,

BMREERNEY

TRER T B FSx XA FHREFICFERM File Gateway B# B ERE 1,

BH  EBA £l BE B Al EA EA EA EA
HE  BE  BX Xt AX KBx EBMH EXE B4 EHX

Hx i #HIX (¥  (chow (chmo (chgr
Hxr  #Hx ' n) d) p)
ACL )
securi X
escrifp
source X X X X X X X X X X
ress
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BER  EBA el tE B il BEA EBA EBA EA
BE  BE  BX X AX KBx EBMH EBEMYE B4 B4

Hx B #HIx (E (chow (chmo (chgr
Hx #Hx B¢ n) d) p)
ACL )

Subjec X X X X X X X X X X
mainNa
Subjec X X X X X X X X X X
erName
source X X X X X X X X X X
mtime X X
versic X X X X X X X X X X
object X X X X X X X X X X
e
locati X X X X X X X X X X
nsName
object X X X X X X X X X X
e
ctime X X
shareN X X X X X X X X X X
operat X X X X X X X X X X
newObj X
Name
gatewz X X X X X X X X X X
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BREY EA gk B i BEA EA EA BEA
i BiE EX X  BX BR3C & & & B &t
B #HIx (E (chow (chmo (chgr
(i %k X n) d) p)
ACL )
status X X X X X X X X X
fileSi X
nBytes
TH X®RAS
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i3l B S

43 Amazon FSx MHMX FEEH 1T — M4 UMK R, XEEFRAMBAMIRENERLE

%o

ANIEUATER , XEFBHA T 544 Amazon FSx XHMREXNELSMERF

£

- EEWMXEN : THRUOMFEIKRALFER , URERCHFR KB4 B BRITR,
o EAAMREERITEFES - THRNAERMNXAR LIRS & RITEPES

o RAMKED : THREFEXARESMXEDUNRBITEY (HONELHNEZREFRANT )

B iZE A,
- BHRIER FSx XHMKX A— Il : THRYGEERSHERMAEBMXHNBEN | W4
FSx U R o< & #3246l

o MIBR < TN BR o< B B9 R— T R AN{alE F Amazon Storage Gateway 2 &l A il Br X >< F & IR AH <

RIR , LASR R4 i A X L5 7 TR M AR UL 3%

BRI R R

Storage Gateway HEE=RFSAGMMXIZZHHFAR , BB EAR M Amazon =HHY
Amazon EC2 Kfl £, XA MNAUMLEHEH ., ATHHNETHERTXLEEFNTE, WARAE
AR MAESHEFHIN LEESEHRHERNIZE,

A

Important

RIf¥ Storage Gateway REMANFEERELAN , HEFNZHAEM AR FRIFEERHELES
NE. ZRFEAEE Amazon FXEFHVLHE AN S ZE (Hlan SSM REDYEERREFTE)
ZREAFMET ARG ST UTESSBFXEIAHE,

Storage Gateway & B3I EHE4MR B UL T2 M MIREM ., Storage Gateway & & £
Amazon Linux fE R HEMIBERS ., BHLE Amazon Linux Z2FO0EFRN BN E N IRE
MAEE (CVE ) [RIBAVIRA. 20 Amazon Linux Z2F/0FR , CVE (M THEXFE 30 X
BN, EMXLEFREERA , REENMRLTRIVRES , MeZRm4T .

Storage Gateway £ ## A cloud-init 3§ % F 31 E# Amazon EC2 WM<, MREFEAILS E
BHMX , WTRKXBEERESERE , £ETERERFEAMKIRE,

EEMXEH API R4 2021-03-31 84


https://explore.alas.aws.amazon.com/

Amazon Storage Gateway Amazon FSx X#MxAFigE
EATINRATERITH

Amazon BREEFHZRSEHG , AN EHRBHIMRER DI, EPENNKIRRZ LWL T
BIMEH -

- 4P EHRTHEN  @REBEERENRAEAR. ATREAREN., HRNZESENFEEEE , %
RS HTRER TF o

- BRXBEH QB2 VI¥RMXTE, MERFAMNREMENEE. RREFRTUEEM
RHMREM , T8 A T4 MIhaEE R AR RS,

FIBEEMINRREN  NARSFEMNXARILFRE, BXENEFHESNEECEINER | i
.

FIEMXREEHBUIRESHBSEL M, MXH VM ENEEFHRAERFERS , BEMXREE
MMEHSHHE , MXOFERNERFTA,

EHEABEMKG , FREMIANEF BT ERIT R, ATUABERE REF B BRIt X, A BARA%F B ,
BRVCHERFATERS,

@ Note
EEEREFERM XA , tRB\EF HERITIINA RS ER,

EFEMEFRNATEHMXZE , Amazon &7 Storage Gateway ##H|A LXK E —FEEBAE ,
ARG IEH Amazon Health Dashboard. BXEZEE |, 55 H Amazon Health Dashboard, B %
EREEHEMNNE TG4 | FSR (KR EESEEE) B ERH Amazon Amazon KB &
BEBER A

EEEFTAN , MXFAGRENF2EREFERE. TUAEFAGEEETFEERENA L —IRKL
EXTHY B B AT A

T B R P E
FREFEHE , MXSRBEENEFNRITXBINAXLEERH, BEXEZER , S H Modify

the gateway maintenance window schedule,

MBEXRALFERH , MXFTF2EINAXEER , BETTLURERN A Storage Gateway Z#I&. API
% CLI FHNAXLEH., TRWRENT , HLENELERENENTRANARESER.
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® Note

UTEBNABUMEEA Storage Gateway B HI BB HKRFAMKEFH. EFEMH API UEES R
EdIRE , HS W Storage Gateway APl £2ZUpdateMaintenanceStartTime #Y,

ZF M Storage Gateway 2| BT B RKI AL EF , BHRITUTRE

1. 3TFF Storage Gateway #&#l& , Mtk Jhttps://console.aws.amazon.com/storagegateway/home,
ESMERSD , EEMX  RAEERENHRELF EHHMX,

RRRE  ARERRBEFRE,

NTFEFER , FERFBEFTFEHKA,

TR, ERREER.

o ~ w0

A LATE Storage Gateway 2 &l & FRATEM XK FAFE RETF ERIFEEHNIRE.,
16 ok P o< 4E 37 B ER 1T X

MRFBETEPERH , MXRBEFNRITNEINAXLEEN . TREFERRENT , HLH
HE B4 BRI N A RS EH,

® Note

DRI B {aEA Storage Gateway 2 #l & KRG k4 i BitRl. EFERA API UEEA XN
EdIRE , HS W Storage Gateway APl £2ZUpdateMaintenanceStartTime 1 #Y,

ZE# [ Storage Gateway ##H| A ENEF B ERITR , BHITUATRE .

1. 3TFF Storage Gateway #&#l& , Mk Jvhttps:/console.aws.amazon.com/storagegateway/home.,
ESMERSD , EEMX  RAEERENHRELF EHHMX,

RERRE  ARERRBEFRE,

EEPRBRTRNET , AT TEAE .

0D

a. XNFitX  ZESAREAURELENHET &,
b. WMREEFE , FEREHNMTENE , LURERE T LY B BRI 1HRY BB R Ko

1& B % 447 Bt By 1t &) AP kg7 2021-03-31 86
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WMREESA , BERBBMNENE , LRESNAPEF BT BN EAE K.

(@ Note
AN ABHPHE—RRENZAERN 28, TEFLEFITVIRENMNBE 20 ZEAH
31 FFA,
MELERELRENKISEIR , WgEEREMNXREEIH, ZRAFHEHTH
X, AR EHBEXREELEF IREITR,

5. ZERE , BRREER.

A LA7E Storage Gateway 2 #I & P ATEM By 415 BT+ LRIFEEHMNIRE,

FINHEN

WMRMKXEARANRGERH , WA RBUTIEFINAZEH. LFHEHMIELLBLER R
XA MLENN AERT , BME4F ER SR 2k,

(® Note

ATRERBNE T WfER Storage Gateway BHIEXRFHIRAEH . EFEA API BURREHF IR
TR 4E , 155 A Storage Gateway APl 32 UpdateGatewaySoftwareNowH #Y

E & A Storage Gateway #ZH| A FoNAMKGERN , BHITUTRE

1. $TFF Storage Gateway ##|#& , itk A https://console.aws.amazon.com/storagegateway/home,

2. HSMERL , EEMX , RAEEREEMHIMK,

MREAAESH , EHEFEMRFAEREMF LESECBAEE  HPBENAZERNGE
o

3. EFRIIENRI A SERT LA BN E TR < o

(® Note

WRESTELZREEHEPEMXINEE, ELLHIE |, Storage Gateway 12 &l & H HY R <
REBETHEL, ENMTREERE , AIXIREEEEZT , HRSEXN EREIETT.
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A LAEIE 7E Storage Gateway ###| A P EFMEMXHNFMERIETF , REIMEMXHRHFESEMER
FTRR AR,

fEA A ZF S MITHEFES

ATEEUATER , FEFFREEXRMACARMKREZR GRS RKITEFEISHNER. BALUE
I3 A 3t B2 AL SFEE MR IRE Y Amazon EC2 SEBIT5 B A2 6 & RITIXEMFES, ASHESHE
BNENFAEREEFHMY  BFE-—LER,

£

o 15[ IS AN 35 ) & - 7 R I BRI E 1E Linux Kernel-based E 4L (KVM), VMware ESXi
Microsoft M Hyper-V anager £ & £ R Z it o< I A b2 5 & .

o EELARMES S ERITES - THRNAFERAARBIZEFHARARBRAPTEREENSREEFE
%, BlIUEE HTTP R, EFERERBRIBETLIRDB T,

« 7£ Amazon EC2 M7= H & EHMITES « 7THRNMAIEFRI AR IZG A 5KN Amazon EC2 Mxii
TERNIENSREETS , SINEE HTTP R, EERXABRRRERETLRIREDG T,

7 B] P 5% 2 1t 428 1| &

IR VM B2 5 A 5 RBURFRMXx VM BEZNEERFWERR, E4XTH , B lKREE
RIMAEFA Linux Kernel-based E#A#l (KVM), VMware ESXi # Mic Hyper-V rosoft Manager 1/ [&] i
AL A b2 H AN ES.

£}
« £/ Linux KVM 175 [8] ) X A< it 322 &Il &

« A VMware ESXi if 7] W% 2 i 35 4l &
- £/ Microsoft i/ 8] M < 7 i 1%l & Hyper-V

fEA Linux KVM 58] < 2 i 122 &l &

EEE KVM LEITHWERNN S ESETRE , EABURTFAIERR Linux X1THR. BXNMGSITIHM
KVM Bt B TR BB I T A Re ARIELERH KVM =23 |, BT RES BRI AR,

£ KVM T3[R < B A3t 12 16 &
1. FEAURTHSSIH KVM F 25 7 AR ELAL.
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# virsh list

ZtiRE VM BIR , EREE8N VM Id. BHFRSEE. CTENHEHBIIMRA 1R
A1 VM 1 Id.

2. ERAUT®SHRAREEE,

# virsh console Id

TdERNEE E—SPIE TREMHIH 1D,

Amazon IR E MR AR H & 2R REEFRUERAMNEE ENHEMIRE,
3. MAZHAFBENBHUBRZMAAIZHEHE, BXESELR , FEAE R AR KA IZH

a8

o

BFE , FHI Amazon REFE - BMERE, TUNRRRMPHTIEERIITMREEE

%, BXEZER , i35 Performing tasks on the virtual machine local console,

A VMware ESXi i8] R A #th i 4| &

£/ VMware ESXi 150 M x I A b2 & &

1. 7 VMware vSphere P imH , IEFEEHMK VM,
2. BEMX VM EFE.

® Note

WRMX VM EFE , INAREFEOEMNHN VM X ERERFLHRA—NHFE VM
RV EBEIKEMR, MREMX VM RFTE , NABSERVTNARFEORSN IR
EENEZeFIERFETE.

3. HENAEFEOAMNEFSERFEREHGETF,

F#ZE , Amazon REMXAEF S KR REBRUERAMNKZEEMEMWIRE.
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@ Note
MBRAIMEFEEOFBRRL , FR Cri+Alt,

4. MAZHAFBNBBUREMXRA R E, BXEZER  FEAERIXNHEM KA 2

L
Ho

BXE , FHEI Amazon REFHE - BEXR S, WTUNKRIRTHRRTIRERNITHKREEF

%, BXEZER , 5 Performing tasks on the virtual machine local console,

5/ Microsoft 15 [R M x A #th#% &l & Hyper-V

TR MR MY A 32 | & (Microsoft Hyper-V)

1. M Microsoft M Hyper-V anager B AR & O 220§ E DL E AR P IE R SR Mg & E L.
2. BWBEMNXEFTE.

(® Note

WRMX VM EFFR , WENARFEOENHNELSNERT , VM BRI HHE R
Running, #RMX VM RFE , MAILLBERENAREFE A ANNRESKPIERD
HRFEITE.

3. MEFERFEREE,

XAt , 287 Virtual Machine Connection (E#\HiERE) BN, MRERFHRIEIED , BEAE
BEREFEEROEREHNEREIL,

F#ZE , Amazon REMX ARG S KR RNERRUERANEZEEMEMWIRE,
4. MAZHAFBNBBUAZREMRA R E, BXEZELR  FEAEREHFM KA b2
VAN

Ho

BXE , FHIN Amazon BEFBE - BLEXR S, A SN SR AP TEFERNTRXEEFE
%, BXEZELR , B3 H Performing tasks on the virtual machine local console,
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EEDHA RS & LHTES

NFARMIBXHMX , BAISER VM EVHN R IEH SRTUTERF TS, XEFEE
VMware, Microsoft Hyper-V # Linux Kernel-based E#l#l (KVM) ERIHEERFHREL,

=

F

o

FEXHEMARAIZEG S © 7 HEMARFIAIZERE , SN ERHEFEREMNXMNERENE
HRIAZE,

o BB HTTP XIE-T R 20{AfF Storage Gateway Bt E N BT R ERS [ HEME Amazon i SR E,
c BEMXMEKRE : 7HNAFMNKXEENEA DHCP ES IP ik,

o MIXPIREY M ERIERE © T B A0{ATfE A W < AR b 428 1) & SR 158 P 4% 42

« BEELHNMXRGHERRS | THRUAREMXHWERL CPU A&, BBX/HM RAM,

« BEMKH MRS EY (NTP ) RS5ER « 7 @M ERA RN G ERERF EHER M4WE ML E b
W (NTP ) RS BRECIEH R HIEM X LRYATE

« ARG & LiZ1T Storage Gateway i H-F 3 MAZE TR bR H A TR HUITRIFHEHK, EE
BHERETS, Amazon Web Services Support

BRI MR A2 H a

VM HFEFERR  BEXRBEFETR. IRXRLEREFELDINAZEGE  BEAKNER
FIERB T, EBAILAERAX LM EUESRIGRIZA IR H A PR — LR | XL o] F SRELE M x M %
REMNEXRZBE, YIBRAFARN admin , G ZE RN password, BRXBERNSLIMERZE,

5 ol B 22 D
1. Amazon RERVE - BEEREH , MAMNHNBRFRERRKEZFE,

2. 1B1T passwd i . BRUMESTEZHTHER , BSHEARMESH A L1517 Storage Gateway
DAL
T

Ap

o

M Storage Gateway 2§l B iIREA& #h 2 H & BB

B AT LB Storage Gateway EF Web MR H &R EE AR IRF SN EB, FHAET Web K125l
BRI EMNEZBRBEMXELDNN ARG AFEANER , SR RNER ( URENRERLE
X))o MRIEFILZBIMNZFRIMX , W BBEHIRELXEK,
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1t Storage Gateway 2 #| & Lig EA#h 1% 5l & 215

1. §TF Storage Gateway ##|& , Mk Ahttps://console.aws.amazon.com/storagegateway/home,
2. HESMES , EEMX  AGERENHRENZBHMNRK,

3. XTF Actions (3&4) , #%4% Set Local Console Password (iR E A b i2#l & Z),

4

£ Set Local Console Password (1% B2 12 ] & 218) JHFER |, AFHEE , BIAZEE , A
J5i%&$#E Save (1R 7)o

BB BEBHR L EE, Storage Gateway RFF2RF. FRIJICREE , MBI NZHBE
ENHZESEREIEDY , HEBERL M FEED,

(® Note
ZHANESRE FNERTN , KETURN 1 E 512 N7/,

BLiE HTTP X3

NHMRZIEFEE HTTP R,

(® Note
NHEMXZFHE—REEEN HTTP,

MEMXAIEARERSFES Internet BE , WEENMKEE HTTP REIRE, Ak, BAUR
ETRENENERE IP thutfliw 05, THILRIER , Storage Gateway BN SR IERS 2R H
B Amazon i RRE. BIEMER HTTP RE , o MBEN XM R 2 BANBEE. BXMAHMEE
KRER , BSRMNEMPLAEER,

NXHEMKEIE HTTP L
1. BRIIMRHAIRFEE

« BXREFEET VMware ESXi At HIAMEZEL |, BSEFEH VMware ESXi 17 10] < 78 b 128

Ha,
« BXE% Microsoft Hyper-V X2 H AN EZE LS , BSHEFEH Microsoft 1 8] X 5< 7% ih 122 i
& Hyper-V,
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« BXREH Linux Kernel-Based FE#IHl (KVM) AR H AN EZER , TS HEMEA Linux KVM
HRIMX AR E A

2. T Amazon IRFHUE - BEEXRES , MAHNNEFRIEFEEE HTTP RE,
3. % Amazon iIRFHUE HTTP REREREF , HASERITHESYNHKF

- BIE HTTP R - BFERHENBHMEORTREE,

- EFEYH HTTP REEE - WRKREE HTTP RE , W& ERHEE HTTP Proxy not
configured, IR HTTP KEEEE , MaE RRENENEHRMNRO,

- BERHTTP REBEE - E~HE HTTP Proxy Configuration Removed,
4. EF B3 VM KA HTTP BERE.,

BLEMxMEIRIE

R RRIAM S B E RS EVEE DI (DHCP), £/ DHCP &t , RESNEHIMKX B D E IP i
i, EELEBRT , BURFEFHFEMKM IP DENEHS IP ik , MTFATR,

WMEFENMREENERFHS P it
1. BRIMRHAIZFEE

« BXREFEET VMware ESXi KB HI AN EZELR |, BSHFER VMware ESXi 17 10] o< 78 b 128

Ha,
« BXE% Microsoft Hyper-V X2 H AN EZEE , BSE A Microsoft 1 8] X 5< Z< ih 122 i
& Hyper-V,

e BEXREFI KM RibIEIEMNEZER |, HSFEEA Linux KVM 58] < 2 32 &) A .
2. T Amazon iZ®ZEUE - BEEXXKEF , AN FERERMEEE,
3. EMEKEMEXES  RITUTES2—

WATIAES FHATIRE

A WA E R EHE S \
0 AR L0 20 P SR SR R B 25

RER-—NMERFENIIER , HERELRTE
WA—NEEREWAEIM etho, MREEER
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RITHES BT IRE
BEER[EEFERD  BXZERS[NWTHIEER
28R

" RS (MAC) Hbit

IP ith ik
P 45 48 55

< 1P bk

DHCP 5 AR 7S

REHA P it RIREMAEHRNBREN |
{55 PR L AL ) B SE TR B8 8 e

B & DHCP & H
i A AR R R 7 RIEFELE DHCP,

RERREREFMEEOEE N ER DHCP,
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MATIAESS EHATIHERE

AMREEFAS IP #uk
AN B FRIEREEBRS IP,

REQRTEMATIEERURESRS IP it
HE

R 4& B EL 2R B

" Pt
2 T
SRIAR %
TEHZHSE (DNS) Mt

% Fi DNS bk

/A Important
MRM < EBE , MABM Storage
Gateway BHEXEHEBFMK , XH#F
REFT2EN, BXELER , F5H
< A R < RE A4l

MRMREAZSMMEED |, AT RRIEER
WEORENERA DHCP S#7 IP H#iit,

flan | BREZIMKX VM ERF BB DHCP
MEQ, IREWEF - M EORENBEDS P,
MEFERAS—NMED, EXMIBERT , BEREZ
2O, MR HRENES P,
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MATIAESS

AMREEENH

EEMXNENEBERE

FHHATIRE

MEFRMEOZNERENFERAEDS P HatH
Bz BERMRIEERNER DHCP , BBATH AN E
A& A DHCP,

MAMNNBFREREEENS

RERRECEEMNXRERAECEENHSE
& , E2EI DHCP = rDNS Bai3REREH
Ao

MREFBRS , WRGESRREREBRSEN
& , ffla0 testgateway.example.com
zFﬂA'J.A Yy J’j\&ﬁqmlﬁo

@ Note
MRAMKREEFRSENSE , FBAR
HOENBNCTFXMANE R, &5
/MFE DNS REH 61 A g , FRx
B IP it iEEEBSENR.

MAMNNBFRERETENEEE.

HWRSERMXHENE, FREUER, HH
Active Directory %,

EELHA R E ERITES
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MATIAESS FHHATIRE

MMXHNAEMEEEEESN DHCP
AN BFREFELEHTEERN DHCP,

FREMSEENGIRE N ER DHCP,

/A Important
MEMKXEBUE , MHBHM Storage
Gateway BHEXEHEBFMK , XH#F
REFTEN, BXRELEE , FS5H
< A MR R A 4Lo

REM XA ERINEG A E Bl 2R
AR B FRERRERINEESR.

RS E RAHMXERANERSR , REQRT
SR FEP—NMERERR | B0 etho,

4RIERXHY DNS BB
i AAE MR BRIk R 48 DNS ELiE.

R E R E DNS % A DNS AR5 2509 T A
figR. REFRTERHETMN IP i,

EFMXH DNS B iE
W ANB B FRIEFEEE DNS B E.
XRFERE DNS WM& A DNS RSB A RAE
[

® Note

S FREERAH VMware BEEREF , &
A ENE S R REER A S,
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MATIAESS EHATIHERE

ERRBER
AN RFRIEFETRKA,

R o< B RRIA RS B 2R Ro

A= P S Y P 4% 32 4k

ST LAE R R R A A b 32 ) & SR IR P X 4, HHFERM XM FER |, NS RE M.
A it P S B ) 48 32§

1. BEFIRRAABEHS

« BXREZFREF VMware ESXi A HI AN EZEL |, BSHFEH VMware ESXi 17 [0) < 78 ith 128

HE,
« BXEX Microsoft Hyper-V K2 H AN EZEL , BSHEFEH Microsoft 1 [A] X 5< 7% ih 12 5l
& Hyper-V,

« AXEBFI KVM i ElEMNESZER |, TSEMEA Linux KVYM 178 N A b2 &) & ,
2. £ Amazon BB EE - BEEFESP | M AN FERIERN M EEREE,

MREHMXELBUE , MEEMN SR, N TRARBEHMX , BXTIEELHT /LER
F Amazon Web Services X8 , MM T HE TR,
MREHMXEARBOE , B AENABFRIEREM X HIEE,

4. MBEBERT NHKRET KRB | B AHEBNBEBT LEFE Amazon Web Services X185 &
MHW. BXXIFH Amazon RE LT R Amazon Web Services X5 SAK AT LA 5 Storage
Gateway BEEEAWRFZ LT RINEK , HSEFHAmazon Storage Gateway £ 3w 17 s B
#iAmazon Web Services —fi§S %,

BEENHNZET , S MNERB2ER [BBE] 3 [EXRY] , BUTAREREZNRES

Message 15 BA
[PASSED] Storage Gateway B M &iE#,
[&K ] Storage Gateway &8 M &£,
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BEEEHNXRER RS

HEHMxEE , EQREHREL CPU A%, REX/PH RAM, RF , ELBREXERGHRRE
BRBIUMKEREZT. BAUENKINELZEGE EEFRRENER,

EERERBRRENRS

1.

BRIMKHN AR H A

« BXEFE VMware ESXi ZBHIANEZELR |, HSEEH VMware ESXi 1/ 8] W 3¢ 2 i 22 i
=

« BXE% Microsoft Hyper-V X2 H AN EZE LR , BSHEFEH Microsoft 1 8] X 5 75 ih 122 i
& Hyper-V,

« BXREFI KVM Eini2HIAMESZER |, BSREMEA Linux KYM 177 N < A8 it 12 &) & .

£ Amazon REME - REEREH , HAMNNBFREFERERGHARRE.

BIRRBER [EF]. [BE] H[KK] , HOTAREREZIVRE

Message i

[OK] ZRFBE T RERBERE,

[BS FRTAEEWKNER , BNXAIUSEIEET
{E, Storage Gateway £ R—FKEE , MR RIR
BRENE R,

[FAIL] BRABEREER, BHWMNXARELEEET
{E, Storage Gateway & R—5EE |, HRER
BRENE R,

Ll

EHaE2ERFRERLRIMZLE RERMETNHR

o

BB MR Ay PR RS [E ML ( NTP ) BRS5 88

BU L EAEERFINETENREMEZNENI (NTP) RS J[EEHRB LS LMK LA VM BE,

EED A IZS & ERITES AP 7 2021-03-31 99



Amazon Storage Gateway Amazon FSx X#MxAFigE

EERGAE

1. BEFZRIBIMNKOARMIZEE
o AXREFREF VMware ESXi AR HI AN EZEER |, i5SEFEH VMware ESXi 175 8] 55 78 b $22

L=
« BXEZF Microsoft Hyper-V K12 H AN EZFE L , TSR FEH Microsoft 1 8] X 5< 7 ih 12 5l
& Hyper-V,

« BXREFI KM T HRFHENESER , BSHEA Linux KVM 158 MR A #3256 5
2. T Amazon IRFHUE - EEREF , MAHNNBFZRIEFERGNEEE,
3. HERLGHMAEERESR  WAHNNRFRATUATESZ—.

MATIAES EHATIHERE

& VM B RS NTP 25 8 A \ \
- WA T IL RS E NS R,

XFEER VM Y ETETE, B SXHRREE
EmM3% VM BETZE | NTP IR ESaT BB RIS
VM BHE S NTP BtEES,

WEHZITMRE , EELEERT , WX VM
B R ATRE IR E. Bl |, BRE M 45 A
B+ , HEENERREFENMMREEIRE
BRI EHT. EURRT , Mk VM et R 558
FRESERE, HHIMTEREN |, BE (WIRR)
REMTITEMBRERENEERNEZBSE
ER.

¥F VMware ESXi EEEHMX , REEER
FENEE VM NESENRS , B2
BRNARE. BXESZER , BZH T VM
B8l 5 VMware A EE %,

3 FEBEFE Microsoft LRI < Hyper-V , ¥R

ZEHMREELNHVNE. BEXEZELR , 5
1% 2 LAHLAT B8] 5 Hyper-V = Linux KVM E£#1
BB [E .
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MATIAESS EHATIHERE

XFEKVM EEHBHR S , BAIBAER KVM
B virsh i SITRAREHED VM BtEl,

438 NTP RS 2RECIE
i AR B RO R 4R R NTP BB

RO RIGRE EEMHEE NTP RS 25,
EE NTP IR REE MAMNNBFRIEEESR NTP BEE,

XFFE RIER NTP BRS5eRELE

AR H A £iE1T Storage Gateway 7S

Storage Gateway 1KY VM b2 H| & BB TIRMUZ £ HIFERE B M2 RIS @ B, /A A ith 2 &
AWT , BAURTEPES , HINRERBEZK Amazon Web Services Support, EEE,

1. BRIIMRHAIRFEE

« BXREFE VMware ESXi KRG ANEZER | BHSHEER VMware ESXi 1 8] W o< 2 i 32

#a.
« BXEX Microsoft Hyper-V K12 H AN EZE L , TS HEFEH Microsoft 1 [[] X 5< 7% i 12
& Hyper-V,

« BXREBFI KVM Eini24lAMESZER |, TSREMEA Linux KYM 17 8] N A b2 &) & .
2. £ Amazon BEHE - BEXTHEEF , WM AMNNBEREEMXEZBHE,
3. EMXREBHIEGSRIFLAEA h,

BHACETTHGTRE , EFIHTTRANGS :

we B
dig M dig e s SR 3# 1T DNS U FEHERR
exit REFBERKE,
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we B

h ERAANB IR,

ifconfig EERREMNSEED,
® Note

FAVEIUEH Storage Gateway #2414
RE ARG A R IETRE E W
KR IPIRE, XU , BSHREN
KMERE.

ip TONRAERR ., RF MBEE,

@ Note
EAVEIUEH Storage Gateway #2414
HNE ARG A R IETORE E W
KR IPIREBE, BXAEA , FSHEEN

KMBZRE,
iptables AT IPv4 BIESR BN NATHEETE,
ncport MR 5 M4 E4SE TCP ik O MIEEE,
nping M nping W EE H H S 3 1T M B i R HERR .
open-support-channel Connect to S Amazon upport, BX AT Z

Amazon XFHEINRAHEA , ESAFE
Amazon ¥ A G & BB HERR EC2 Mx#fE,

passwd EHEHRIESE,
save-iptables RE IP X,
save-routing-table RIFFAMAEAKFKE
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we B
tcptraceroute WEAXREE WK TCP fRER traceroute
Ll o
sslcheck IR B P& & B
® Note

Storage Gateway &£ i il & & i
iE, MAXE ssl BE, MRHFIR
[B] aws-appliance@amazon.com EA#k
WA E , WRITERNARFERIT
ssIRE, EXMERT , BRIMNEW S
Storage Gateway & & ssl B &,

4. EMXREBHAGTRIT  WAEERANDENENGS  RERREARTRE,

ETHEGS , BEDTIR R command name FHI A man +.
£ Amazon EC2 Mk A&z H & EITES

RSP ESFELREZITHET Amazon EC2 KAl EAIRKX AT B F R A IEF &, AT MEIAR
F A b 2 B F AT ES

£
o EHFEF| Amazon EC2 XA iZRF & : TR Secure Shell ( SSH ) B FimiEEH EFE

Amazon EC2 KHIHIM XA b &l & o

o BN HTTP RIERHE Amazon EC2 EEEBRI M- T iR aN{a £ EF E Amazon EC2 =4I LR <
Amazon Z BB EEEFLZLRZ 5 (SOCKSS) KE,

o MAAMHMLERE ;7 B a0{AT 5 FH PRS0 A it 438 8] & SR i P 5% 5 4% Fdh o) 4% 33 R o2 [ 9 PR 48 T 482

- EELHWMAXRERRRS | THROMAERAMXARBIEGARELEMNEL CPU R#%, REXN
N RAM,

« 7£ Amazon EC2 WX M7 2 %l & Ei=1T Storage Gateway a5 : T BIMAIE{TARMIEFH AT T ,
DEHRITHMES , ZWHARFEHER. EEE Amazon Web Services Support&,
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o FlE Amazon EC2 MxMEZigiE : T REMMIfEE A A b iz $l A kEFH MELE Amazon EC2 324 LMk
KM EIRE |, 60 DNS MENB.

% FZ) Amazon EC2 WX A 4l &

I&ALAE A Secure Shell ( SSH ) & Fim & %% Amazon EC2 k4| LMK AR tinE &, BRiF4H
ER , 5 R (Amazon EC2 AIF#ERE) PHIEZREH:H, BUXMARIEE , BEEERIE
IRt ER SSH Z4AXt, HX Amazon EC2 ZHAXNMWEER , S H (Amazon EC2 AAFIERE) BW
Amazon EC2 Z4AXY,

BERMRAMIRE &

1. {#F SSHiE#%E| Amazon EC2 324l , HUUEE R AP B0 E S,
2. BFXE, BEEE Amazon BEEE - EEEX XL , BUEIXMEERTEES,

T RS BESF L E/

AMKREE HTTP X3 B HTTP RIEERE H7E Amazon EC2 EHEH
W%

NP KB E MR E Bt & Amazon EC2 XM KiEE

13t P o 1 2 1 158 P % #Y P 485

EERERRRE EEEHNMXRETRIRES.

11T Storage Gateway 4| &0 f£ Amazon EC2 MX AR H & LiE1T

Storage Gateway w5

EAHME , BHA 0,
ERHEEBEAE , BHA Xo
B HTTP REKHBE Amazon EC2 L EZRE ) W<

Storage Gateway X #7£ Amazon EC2 L#EHNMxE AmazonZ BIfLE Socket Secure 74~ 5
(SOCKS5) A1,
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MRMKXAMEARBERSZERS Internet BE , WEENMKEE HTTP REIRE, Ak, BALR
ETRENENEE IP bt Mix 05, THRILIEESR , Storage Gateway 2B SRR ERS [ H
I8 Amazon iR RE, BIEFER HTTP RE | b & MBER XM 2 2 BN EE,

B A RS ES I EMX Internet RE

1. BEFIRMRNAEH G, BXUHE , FSHEFE Amazon EC2 XA IZH &,
2. T Amazon IRFHUE - BEEXRES , MAHNNBFRIEFEEE HTTP RE,
3. % Amazon iIRFHE HTTP REREREF , HASERITHESYNHKF

- BIE HTTP R - BFBERBEN B MK ORTREE,

- EFEYH HTTP REEE - WRKREE HTTP RE , M&ERHEE HTTP Proxy not
configured, IR HTTP KEEEE , MaE RRENENEHRNRO,

- BERHTTP REBE - E~HE HTTP Proxy Configuration Removed,

A i P S 1Y P 4% 32 4
S BT LA R P S Y 2 b 428 6l & SROM I P 48 42 . LR E M SRR W & | e |, A TRe 2 RE A
A 5t A 5% Y % 45

1. BFRINKPAERIEFHE, BXiAHA |, BHSREFEE Amazon EC2 WX ARMIZE &,
2. 71 Amazon iZ&BUE - BLE XKL |, W AENA B FERIER NP EZIEE,

MREHMRELEE , MGEFENRSILEFB. W TFRRBEAMK , BAMIEEXRRT 2K
F1 Amazon Web Services Xi3, , A T HERATR,

3. WMREMMXEREE , FWAANNEFRIEREM XA KR,

4., WMRBREIERT ARALEHT REE | BFRAMENMOETFLUERE Amazon Web Services X5 E
MiAH . BXXIFH Amazon IRE L% = Amazon Web Services X35 LA % AT L5 Storage
Gateway Bl &AM RS L IHT R5I%K , HSE P HAmazon Storage Gateway L im 17 A HL
& Amazon Web Services —fi8SZ,

BEENHNET , BEMNIRH2ER [EBE] 3 [EXRN] , BUTREREZENRE
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Message 15 BA
[PASSED] Storage Gateway B M &iE#,
[K 4] Storage Gateway &8 M &IEE,

BERENRMXRE RTINS

HENXHEMREFE , EaREHEN CPU A%, BB RAM. RF , E2BEAARSH
BRRBEBUMRIEREET. EUMMEAMXTBIZEFHERETRERBFTRENE R,

EERGRRRERNRS

1. &%%| Amazon EC2 XMk EHIARMIRE &, BRI |, HSHEFE Amazon EC2 W< A ih
BHlA&,
2. TE Amazon i¥BEUE - MEEXXEF , MAHNNBFEREREERETRRE,

MXAZEFEER [BE]. [BE] X [(KY], MERRRVRS , TR :

Message 15 BA

[OK] ZREFEBEY T RERBERE,

(B BRTHEEWNER , BEFXAUSEFET
fEo MXEEFECER—FHEHE , HERR
BRENE R,

[FAIL] BRABEEREER, BHWNXARELTEEFET
fEo MAXEEFEXER—FHE , HERR
KRENER,

iR H AR CERFREXERMZLE FERNESHHE.

£ Amazon EC2 MKy i 3% 5] & L1247 Storage Gateway i F

Amazon Storage Gateway #H| A BT HEEMZH N X QB RHLZLNNE, FREFEDS , &
AR ITHPES |, HIINREZERR AR FHIERES] Amazon Web Services Support.
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BITERESR Y e S

1. BRIMROAERE G, BXRUEH , HSHEFE Amazon EC2 XA ZEHI &,
2. T Amazon IRFHUE - BEERESR , MAHNNRFIRIEEMXZH A,
3. EMXEHEBTRRFLHEA ho

BHSAETTATTXRE , HFETAANS®

Gkl R
dig M dig Y EE % i SR 33 1T DNS #FEHERR
exit REEEE R,
h ERAANTSIIR,
ifconfig EESEREMNSEOD,
® Note

BATERWSER Storage Gateway 2 #H| &
RNEANAM RS B KR ETREE M

& IPIRE, BXxiiA , BSHEEN
*lﬂén BiE,

ip B RARERE, REMEE,

® Note
BATE WA Storage Gateway ## &
RNEANARM RS B KR ETREE M
Ze IPIRE, BXxiiA , BSHREN

AMERE,
iptables AT IPv4 BIESRIIEN NATHEEITE,
ncport MiH EM L E4FE TCP i AMESE:,
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wE B3

nping M nping W& 5t SR 17 P B B PE HERR o

open-support-channel Connect to S Amazon upport.

save-iptables RE IP X,

save-routing-table REFFAMEAEBEREZE

tcptraceroute WEAXRREE A TCP fREM traceroute
i o

4. EMXBHAEGTRRIGT  WAREANDIENMENSGT , RARRRUAHITRE,

ETHEGD , BEDSIR R command name FH A man +.
Bl Amazon EC2 WK MKk iE

O LAEA XA E A RKEFEMEE Amazon EC2 XHMKHIMEIRE,
BEEHMERE

1. B3%EF| Amazon EC2 X#Mx LM ARSI &, BXUEA , HSFHEFE Amazon EC2 WX 7 iy
788,

2. 1 Amazon REBE - BEEXXEH , MAMNNBFREEMEZAE.

3. TE Amazon REHE - MEBRERED , AASERITHES BT

« Y%%8 DNS BE& : WxAhitsl A Z RE DNS RE 23 Mi#EEB) DNS RE SB[ AEESR. AE
ZH A SR REIREHN P t,

- BEE DNS & : MxA#thi2H & E/RE DNS RS MiEE) DNS MRS2r89 Al &AL RS

« BREENSR XA RFERTEEENXRERACEENBSENSE , ERET DHCP &
rDNS Bz IRIEN A,

(® Note

MREERAMKREERSENS , WAHIE DNS REF IR A B, FHMXH IP it
HHEMEBSENS
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- BEEINNBEE : MR tIZH A EREHN Amazon EC2 XHMAWEN B, REUER, =HH
Active Directory @i,

< A P o B #0471

BUREEEXAREFZIELNE T4 | flNEMELNEBEFNAANT i, S LAERELA
WSR2 R R E < R A #h P < EE AL | 58 Amazon EC2 244 <] Amazon EC2 324,

/A Important

MREFIEH B ER G F#EE Amazon EC2 Wk |, MIZM A AR, KEXMERE
FERRERTYEFGEHE., LRBXERARSGE, E—HNERGTZEMERZMK  REEH
#Y EC2 K| EBUE— M MK,

BERIAR FSx XHEMKX A —HTRH

FEEHENMREERNERK , RERITEBMRE Amazon BA , B LLRIARN S MK FSx XHM
REBRNIRO, MREERMRIBIELFHNENFEHEHRN Amazon EC2 Kbl , EERIFIE
RARS 2R, W AT e T EX Ao

/A Important

XEHARERTERIZIT 1.x REIMXIRE, EFEERCINRIBZETRIRRAAIRKIR
Fo

(® Note

REEEMEERENMXZRARTER. fil , B EFRESBIEMN FSx XHEMKTBE S3
MR,

EFRIRAY FSx XWX HAMKAIMMX , EEFWE RN , MK ID JH

1. FLAEEEBEAINE FSx XHMXWBAEF, EFHMX ERENXGRGEXEKZE , BRIANE
BB+ EK CachePercentDirty ¥ #H 0.
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2.

£ Amazon Command Line Interface (Amazon CLI) BT FIRERWENREFERNE
FSx XHMAFMXBXHRENREFE !

a. MRT7F FSx XHMRHMKIBEERE S

aws storagegateway describe-gateway-information --gateway-arn
"arn:aws:storagegateway:us-east-2:123456789012:gateway/sgw-12A3456B"

Jtl:ﬁAﬁEﬁTtH—/\ JSON ®BiER , HhBSFXMRNTHSE , fIMELH, MagEO, B
BB XARS (MXRBEEEEIT) o

b. &7 FSx MHMXRIRSEREER (SMB ) RiE

aws storagegateway describe-smb-settings --gateway-arn
"arn:aws:storagegateway:us-east-2:123456789012:gateway/sgw-12A3456B"

i att—/ JSON BiER , EHhaE 2 MAMXE Microsoft Active Directory B3]
Zo

c. *RFE FSx MHMRRBENFINXHRENXHRERER

NEMKRO XA REER U TGRS,

aws storagegateway describe-file-system-associations --file-system-
association-arn-list "arn:aws:storagegateway:us-east-2:123456789012:fs-
association/fsa-987A654B"

i saE—1 JSON $iiER , EhEEEAXRXH4REHW THIEE , flnEME . B
BEBW, E2FRFHEME. BEE IP it IR,

EASIEMXMEENREMEE G EH FSx XHMX, MBELE , FSRESR 2 PRIFNE
Bo

ERAEEMX ERENXAREHARNRENEE , NFMXCIEFOXAHRERK, NMELE
BFSRAESR 2 PRENES

BWINENFHMXIZTIER | AF remap/cut AREESEHRENHAFENEFIRMIBXHREHER
BRI RS

BINENF MR EEZIT , REM Storage Gateway 2| & Sl BR 1B R >,

BRI BH FSx XHMx A—NEEHl AP A< 2021-03-31 110
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/A Important

MER FSx XHMKX 2/l , FRARIAIXBENARF EEBEARZMNXBNESF, NMREEN
REABEBBRMKX |, M SERBTEE K.

/A Warning
T BRI X S5 E T ERE .

7. MIBRIBMX VM = Amazon EC2 =4,

A B P 5< 1 3 BR o< B 1Y B3R

MREFTEREFER BRI |, M ATSAEERBRZMR R EARR TR, BERER A8 RS E s
EANRR=ERAARBPBOENAEKENTA.

BIBRR X TG |, ZMXFABHIE Amazon Storage Gateway BB #H A £ | ERSEE BT XA,
FIERBENMNXWBBREERHER ; B2 , REBEELERBRAWMXARBEURZNXFEINNEN , B
BRREE R ABRMEX TR,

W] £ A Storage Gateway 2 Hl A HIARES M ERM <, SR AETEHKRE B NAER Storage
Gateway 2 H| A MERMXHER. MREUREF MM , 525 Amazon Storage Gateway
APl 2%,

{# F Storage Gateway 12 %I & Ml B& B <

FIARENMNXRBRSESRER, B2 RESEMROMKNRBELURIZMBEINEN , &9
RE LN IT NS F BEMI BR SRR AR SR B R R M BRI 5 5% IR M 5 Bl Sl 5 0 14T S R Y B R4
%

(® Note
XN FEPEE Amazon EC2 3Rl ERIMX |, SEHINSETFE , EFIEMBRE.,
NFEBFBEELA (VM) LR, BERBRRXE , MXx VM B FETENEBULIRE
. EBBREMY , iH6EA VMware vSphere & i, Microsoft M Hyper-V anager 3% Linux
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Kernel-based EE\H (KVM) B R imEEEIENHBRELN. FIFE K BLLEEFEACH
BREGRIBY VM SRBUEF R o<,

i BRI <

1. §TF Storage Gateway ###|& , Wik Ahttps://console.aws.amazon.com/storagegateway/home,
2. BEBEMX , RFEFE—NRSMNEBRIBREIF X,
3. XF Actions (I1E) , i5iL#E Delete gateway (HIBRFIX), LATE B REIATTFEE,

/A Warning

EHRTES Rz , FRAYINIENABRFEEAZIMXONE, WREEMKERHE
MERRISC |, MIATREE R ERIE R Ko RXMIBREETTERE.

4. WHNERBREENMX , RAEEBIMEPRALRF delete HIEZFMIBR.

5. ( "Lk ) MRESBREEEXCHBRMRNRSE , FERRBENEE , RELEERER. &N , Hi
Bk,

/A Important

MIBRMX G , BT ABRRESE , B Amazon S3 7F# M Amazon EC2 SKHIEHIR{IA
7. BERXMHMXIE , BRI LBERM X Amazon EC2 K46,
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PERERILL

AT BRACHER X EREN B S MR ESKEK.

£

- WEZRMEEER

- RILMKMERE

- BEAREMIES S XHMXAXELE

« 79 SQL Server BIFEFERMILIL S3 XHMX

HERMEREER

EATH , BALKEIBRN FSx XHEMXELHNEER4FER. RPFHHXFEERRA , X
"sE,

NIRGEMRE , YAFEFHERPDRABAZITEEN KD, EFAS IR HERITRFR , AN
BEATHRBERRESEALRE , AIRS IOPS.

(® Note
BMNBWETBEEAEEFE. AXEABEFMENESZRFR , BBRNEHF#ES EC2 MXx
ZafEM,

EEIXHMIIXHEREFENE FKNBUADRFAFNE R 1 T B EFX 4+
MxATE=EE 1 TNMNXHENER , BRI,

ETXRH , EEGFEIRENEFREN XHEIEFIER, EFERIFREZMN Amazon for Windows
XRS5 B IR LA X BB ik FSx HREY,

TRERT FSx XHMKE ERHB.

HERMREIERE API| W< 2021-03-31 113
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FSx Windows & F i £ BY 3O M < £ BE

AOIEE 7308 EAFHE (X ZKFoPERE KFEARGPFRR
HRNM1GB) e THE

R SMBv3 -1 NME# 162 MiB/sec (1.4 403 MiB/sec (3.4 288 MiB/sec (2.4

80 GB , io1 Gbps) Gbps) Gbps)

SSD , 4000

IOPS SMBv3 -8 Ni&E# 511 MiB/sec (4.3 571 MiB/sec (4.8 567 MiB/sec (4.8
Gbps) Gbps) Gbps)

RIFHIE - 2x2

TiB NVME

AP LEERE -

10 Gbps

CPU : 32 vCPU |

NTF : 244 GB

@ Note

EHMERTREENFAEENNETRMF. BEAFLEMRIMEE X/ NMERMERE ,
PN (DT 32MiB ) AIRIIN RS EHENFY 16 PN

LALRIX 1 BE

ST LAE T EHR B AR WAL MR MRERE B 18 W78 105 IR LA K% 16 B2 A 72 AR 55 82 AN D 3R = X
L5 SR,

FE P 5K A DN BT R
AU LT — R B R 77 SR P R IR IR B (L R % M B
ERES AR RS

ERCRKMEE , BULURINSHREHE |, FIANEIZNTEE (SSDs) MIZHER. NVMe EE AJLAE £
MEE XML (SAN) T2 Microsoft Hyper-V NTFS FREIHEZERES VM, HEMENRS

FSx Windows & F ¥ Lk #9 X P < 1 BE API fRZ 2021-03-31 114
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BEQHREFNBTLENEZHSR input/output BIEIRE (I0PS), BXRMBENEE , HS
FEEFNNEFFE,

ENERTE | B5fF ReadBytes M WriteBytes ¥##55 Samples Amazon CloudWatch 431tk
FEAMFER. Hlm , 5 2N EEEHA Samples #E#rH ReadBytes it HIERRLL 300 7T
LA IOPS, —#¢kif , EFEMAMIXLIERER , REBERETLENE IOPS B , UMEERE
7k PSR

(® Note
CloudWatch FIFFIEMX #IRHEIEEIR. BXRMKRERNES  BSREEREN XHEMX,

NI0 CPU BIRE &M< E 4

MxENRSBNREERRENELRS 2R, BRI , FRINDESMNX VM BN E
DAL EER RO AZRASTE. I FEINOREBHITREN CPUs FRSSEREY,

CPUs @M X EHRFBHJARMEMATE , TARSMRHLERE D, XHE—K , BRI H A
HATRL IR B AR FF B BE A B A 17 DA ROR X L 303 E A& BSE AFSx T Windows XX 44 AR
5ERMY XHFRRSSRR. HAth CPUs Rtk BB THARENMXRESHMAENAZENNREEBH

CPU &R VMs, RHEBH CPU HIRE T EEEEMAL BRIMR.

Storage Gateway 32 CPUs EMX EHARSERFEMA 24, B LR 24 CPUs REZF RSN X
RE, BABWNENMXENRSHEEAUATHAEE :
» 24 CPUs,
- 16 GiB & RAM A FXX#-M %
s WFEREFEXNMNTHESE 16 TiB WM< , 18 16 GiB 9 RAM
s WFEBFEK/NMN16TIB £ 32 TiB WMk , 8 32 GiB £ RAM
s WFEFEKR/NA32TIB £ 64 TiB BIMK , FiEF 48 GiB ¥ RAM
o BEE 1 KMIMNBEERMLIESIZR 1, FROTARAERXER
- £/ NVMe ZFIBHNESEE,
- EELHME 1 LREMEEERSS 1 :
- EREEHMLE 1 FH5 VMXnet3 (10 Gbps) SAH FHREL.
- EEBYIME 2 LEEMEEESS 2 :
« ERAELHIMLE 2 H5 VMXnet3 (10 Gbps) LA FiE#E, Amazon

EMXHPRINEIR API| W< 2021-03-31 115
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{58 PR 3k 37 D B £ ST I R R AR

EFMEMXHEERN , RMBABNEFENERAREEYEFREEN AN FRENEN ERE.
Bl , 33F VMware ESXi , REVMEFHERFRRTINGEFMR. HFMX VM B, BALERARE
il VM XN BIER . EMEEDHER (S0, FREEERX ) | BUNHEMHEFHEE
5 VM HENBEFET , I UNHFRETRNBEF® .

MRERSINBEEME  WENBIHEENENREN S FHEEE - BEFEE. Xa—1
REVEEEXFNREFEAIRSSBMETRE. Sl , EEMALREERNFMRIREFH
ZEEFENELEEPXE, B , AEETASH RAID EE ( 20 RAID 1) XEFHNHIEF& T8
SHERE TR,

(6] Rz FA 72 Fr BR8N B2 TR
128 R AR RS SR M6 2 O 38

EREMxtE , FRRNABRFNMXZRANMEHFREAIHAEENMAREFER. EUUEAN
XH) ReadBytes Ml WriteBytes IEFKNELEKEFULE,

NTENNARER , BRUSHELESHENETLERITHER. IRNEFHE/NTHHEL
B, MAMRMERES , RENARFNMKENER T REME, B, S EMN VM H
A EZBNTR (WRENTREREEN).

6] N AR P MR AR I CPU &R

WMRENBARF A AERFIN CPU BIR , BRARINEZ CPU RIR CPUs AT AR B BRI BRI AR
Fi RE /0 7d,.

MK LR FEL FSx XHRE (HIMTREXHXREGERINRER ) JELSBZ N XHRE ,
NS B FSx B9 Windows XHRFEF|/XHRE /10 BT S, NRENXHRFEEEBHMN
BERRRAEBEN IR , MIXHRETREMBRETELR , RACTKRAEZERBFENTAMY 10
MARAELEERERNRE,

£ Amazon FSx ##l&% , EFLRNMERNEH , EELNNHFRERERETE. WRR , &7
LAYN# 2| SSD f7i%, EAEMLAE LTI SSD IOPS RALFEM THERE,

BEARREMIES S3 XHMKXELE

LTETIHBETEAREMIES NFS fl SMB Z 4%, S3 XHMxH Amazon S3 2 B EHEN&E
S, STHEUNESEDTESESEATHE, EAXEENHLARLEN , tFERHEEKH

6] R FA A2 R 3NS5 7R I3 TR API| W< 2021-03-31 116
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B, BEE(RREBEZEAHNERMBEFH , Amazon Web Services Support A F X FHZ S3 File
Gateway 2, RN RXIX LA |, FicE , 84 S3 WHMXPBH2INEGH , ALENE
RUELBTE.

S3 XHMXEMT — XD , BT EATUIRE NFS 5 SMB XA 126 M 3R Amazon
SIMWR , MMM KZBEFRE 1:1 BE, EBAILUF S3 XHMERNE BN EBELR VMware

9 Microsoft Hyper-V 3% Linux KVM 3357 |, SEERN T ik EC2 KHIFBEE Amazon =H, S3 X
HRAHTRIZITTARTEER DR NAS, S3 NHMXEBEUXHRE , BEEFRXHRSE. EH
Amazon S3 ERBFARREM LTI /0 BETRIMIANTITE , it , SIE NAS XX RF[HE
tb, Wh S3 XHMXMEHTRERMN LR,

MMxEFBEESRF imMEERLE

B S3 MHMXEMIRZEFERATLETEIL NFS I SMB ZFFmMNYENE , NTIRATRERER
HZRNMEFIER, ERNMRERMER , FERUATEM :

. BRAEM<HMEIEIREBTIRS NFS 5 SMB FFimH st
« S3 XHEMRKRITHEEBREM*XES Amazon S3 ZHEBREHNMEER , B EBREMKIERZEFiFZ
B SR,

« X FEBBTE Amazon EC2 FHY S3 XHMREH , BUCFEMAXF NFS = SMB BFFIHKER —MNE
HMEEF, BXEZEL |, 1§29 (Amazon Elastic Compute Cloud A #E8) H# Amazon EC2
S5 60 B B o

DR R B8 5| A

EMNBWELE1ZIoWaitPercent CloudWatch $8%5 , ABBE R BER T S3 XWX EFE# M E1E
MS BRI, 2R CEHBMEHNMEREN , BEERUATIIR :

* IoWaitPercent it CPU HF#REIE & 17 i £ IR 171 W Ru P46 SR AV A R & ERY RIV B 2 Lo

« ¥ IoWaitPercent KF 5-10% B , XBERTHTRHEMERNEMSEMXMERERI. ZIBIRN
RAEEREIE 0% ( XERBNXLFEFNFTFESEFHWAEWA ) , NMAEB TR CPU BRIER,

- &ALlIoWaitPercentE Storage Gateway 2 H| A ‘K" I+ L#HTEE , REFHEN
CloudWatch BBl E N EEREBEBRIFEREN BIBHE, BXEZEL , BSHNEHMNX
BIZEHEEM CloudWatch 23R,

o BATEWEEA NVMe 2 SSD EARMXHBHENEEUE , UREARE#FHL MW BRUENEF
BiZ IoWaitPercent,
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{2 CPU, RAM M & FH4E /Y BE AW 3R 7 B

ZiR Lt S3 XHMAWERER EENER MK VM 2EZ2BHNER , 8 CPU, RAM MEF

Wif . 4 CPUs, 16GB RAM #1 150GB &= E#Z AN HKIEELRFEEREEMER TR/ ITER

Ho ERNRRKNIEATR D EELVERE |, BT TIRE

- BIFEK S3 XHMKERWEE CPU FAX | FoBEMNKRELINE 16 Bl 48 2B, CPUs &AL
£/ UserCpuPercent #ERKIE CPU FRAEX, BXEZEER , 821 7 HMXIET.

- FoBEH RAM 8B NE 32 GB £ 64 GB,

(® Note
S3 XHMxEMAK RAM T eI 64 GB,

- f£H NVMe = SSD fERN BB MNEFWE K HABRSEFEHEN KD , FEETTIBEANXBIEET
EHIEERE -, BXEZELR , 55 Amazon Web Services B 5 YouTube 5138 F#Y S3 XX
HMXEFRNABRFZETE,

c ARXRAMED 4 NEVERFHE  MAREAENABEE., ESNMEVHERZR-NMEEY
HHE K GUNRSHE , ERIENHMEMNTIRANKEYEME LH  HEESEERELX,

Flan | MREZE 12TB WERFE , WA LERAUTEREEZ—

- 4x3TB EFHE

- 8x1.5TB EFHi&

- 12x1TB EFR#&

BEXMAEN , BRTRSMEN , S UBENBNEBEERHEBRELY., BEETEAZNE

1t , BALUBRSENMEFHUENRENEAZFRE , BNULESNELRHE R FH XN ABERMX
Ry TR

BREZER  RERBEAHHUEFEE.

& S3 XHMXEE N Amazon EC2 3Lt , FHERBLLTEM :

« BERNKHIRBLEEFZEMKRMEE. Amazon EC2 HIFE S3 XHMXRHIN R RO ERME T
2B RIEME

o BXNA S3 XHMKHEFR Amazon EC2 KHIER | EFS X Amazon EC2 SEHIZER K EK,

WE CPU. RAM FEFHIA N E LR IR 2 B API| MR 2021-03-31 118
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« IBAILLERIEE RS S3 XHMKM Amazon EC2 EHIZER, X AEE A LR EE Amazon EC2 &
HERMEREROE , LUK BB price-to-performancett £, EEHSLHIZERE | B Amazon EC2
RHITUTEER -

1. &1t Amazon EC2 34,
2. Bk Amazon EC2 SEfIZ &,
3. B3 Amazon EC2 34,

® Note
FIEFEE S3 MMM RGN PN 4HZILE, WELE , BEL RTI4TNt
Eﬁo

« Amazon EC2 SLfI#Y price-to-performancett R 2§ A EZ AN EIRBNITERED. BE , F1—K
B9 Amazon EC2 LR H price-to-performancett R HE , 5EE—RFIML , BHEH , 448
B, RAENREK, RHIEE, XEMEAERERZLLEMZLEER | ik , ABEIEARIER
EENES , HTFEIARARENRENIIEEEE,

HE SMB £ 47|

% SMBv3 it 1F SMB &M SMB % , XEMEMEZEMTEE —ENE, EAILELHE &
ALLFEMKRH SMB 2247 , EEER M IREZNKE T MELLIE, BXREZER , TSR
MR IRERZER .

HE SMB Z£4L I8t , FERUTEM :

o S3 XHEMRMERINLZ SR NBEME, HIREFTEMRXEFHLERN SMB & imiE R Hli
ThEMZELE , XERBENEFIRIINNIERERSZE N, HiRERFMMNRXENRE
Amazon , IZREBRAL T NIRRT,

RRFEN BN E P imERER S — vCPU, fltn , tRERE 1 MMEFEF s , WEMER KK
DET ANHES v, ZEFIKCPUs L RBEER 14 vCPU, EItt , NEANEF RS S3 XHR X
MY INZEEN FIL 2B FE 7 40-60 MB/s Z A< H IR,

c MRENZEEBRAERMVNEE , WAHRZERNEINEFHE , XHFESEMH SMB &
HXEHE SMB &%, FRALKRE , EFRSMRNEZEATUFNAZ vCPUs , AR SRRESER

BEEe,

E SMB 22 & 3 API| WA 2021-03-31 119
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® Note

E S3 XHMKXK SMB 2245/ , HMIE Storage Gateway #2H| & P E/HEXNHHER
BSNEEEFRERXNTA , ARMFTHEHIERE SMB T/ , MiRETEREN.

ERZMEENEF RRATHITEARE

BE —IRREM — NFS 5t SMB B ImKEA — N8 S3 XHMXRESIHZAFTHEMEE
RAMNEANBEFIRZINFEARBLERE, AR , BEUMNEA NFS 5 SMB B iREASMELER
HITBASANAXH , ARNEAZA NFS 2 SMB FFwEAE S3 XHMX , NMEXREMRES
MxBFHE,

FRSNEETULEREME, B2, FAFZLEFTEFZRARTER , URRXHK/PNTEEHEIE
AR, XTREANMEFEAEFM, TRBNIBS  BERNESKENET /UG , UK
BEHFNEHEMRE K ERREIMNXNEREHNTRRES . BUUXATRNELELR , UEHXI BN
EEGANMERE , TEREMRETRERAZ BRI HEFLE.
BSEUTKRTERIENER  XETERUBBENRLENEFIREE
- WA LAEAEW robocopy KN T EF—AXHEFEIMKR LW XHHE , NN ZSLEEAY
BE. BRIABEIR T |, robocopy EEFIXHEIER 8 N2 , BEKZALUIERE 128 MR,
E7E robocopy FERAZANEE , BEGSHAN /MT:nFx , Hbh n SEFRHNEER. Hi0 .
robocopy C:\source D:\destination /MT:64

oo R EA 64 MR TEHIRE,

® Note
ENRHRAELER , RINFTEWER Windows BIREEESRIEM Y , BRI EXER
TFEANEBRH L ETINFEFI3 4.

BXREZER , 555 Microsoft Learn M4 L& robocopyo

- BEAUERAELNEEEEN X TE (420 DISKSPD 5 FIO ) #4TMid, X&ET ERM T HEL
B, /0 REMEMBSHANED , AJLUREENEE THERRER.
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Amazon FSx XM < - i5r

DiskSpd 7o & - t S BB Bl IR R, Bl

diskspd -c10G -d300 -r -w50 -t64 -032 -b1M -h -L C:\testfile.dat

LR Bl S HAT A TR 4E

BREZER &

B — 10 GB MM ( -c1G)

Z4T 300 ¥ ( -d300 )

WATBEHL 1/0 i , 50% LEL 50% B A (-r -w50)
FH 64 NEFE (-t64)
FENEKENIIREREN 32 ( -032)

f£H 1MB FIXHR K/ ( -biM)
EREANBREERT (-h -L)

2[5 Microsoft Learn M5 E#Y Use DISKSPD to test workload storage

performance,
« FIO £/ numjobs ZEREZEFHTLENRE. Hl .

fio --name=mixed_test --rw=randrw --rwmixread=70 --bs=1M -- iodepth=64

--size=10G --runtime=300 --numjobs=64 --ioengine=libaio --direct=1 --

group_reporting

LR Bl AT AT RAE

PATREML 1/O M (- -rw=randrw)

AT 70% =EXH 30% EA ( --rwmixread=70)
£/ 1MB B XK/ ( --bs=1M)

IF 110 SRERER 64 (--iodepth=64)

£ 10 GB X L# 1T ( --size=10G )

B1T 5 2% ( --runtime=300 )

B2 64 NHITHEL (4%E ) ( --numjobs=64)
AR 1/0 5|% (--ioengine=1ibaio)
WERBITHHAUETF 2 ( --group_reporting )

BXEZEE , i%Z M fio Linux man TH,

ERSNMERMNBFIRRHATHITEARE
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X B3 &7 RIE

BB B EERIFTOEE |, B S3 XHMX A B RIFETHEE , NMETRRAFSINAREFE
SHE#EEBEA Amazon S3 F##@ ( MARBEIMx ) WEN X EFMENENER. BXEZER | 1B
S RIE Amazon S3 BN REE,

RATHALRKRERE , BWEX Amazon S3 BT EIRIANEAZBEN S3 XHMxKNITHER
Erhx ALk IhEE,

EEREEDEFRIFE , FERUTEMR

- MRERNBEPINAFSINABRFERLEZEEA Amazon S3 MEEEA B EFRIF , MLE
WHERRLSHERORETEER TRV EER. BRRKNEFRFRERETROENKEE
FHAE R X FBERTH T HRERENRE.

Blan - MREN TERRATRES | FEIEFRFIREN 24 NMTTR 5 D8,

- REREERN 5 5. &EARERA 30 X

- MREBERREFREENEERF AR , BUENE NFS M SMB FFimdy B FX AR, FiIER
KEFFMENRESAEEN , EABRTER Amazon S3 FMEH XM T B RNKE.

180 Amazon S3 LEBFEKIEK

AN T |, S3 XHMKXH Amazon S3 BiE LZITTT 8 MR , I ASHHABBERFECLREHR
TREBH LfEgEN, B2 , MXEW NFS H SMB B/ inBiE AV RR AT 8e & T LAFR/HE 8 &i2reh £4&
2| Amazon S3 WIER | NS EA M E RS HEFME RS,

EHBEBRT , Amazon Web Services Support B BRI H Amazon S3 EE4 2B EM 8 181N
B 40, NTIARGFHITLEEZSHIE, REECNTBRENTRNELMER , XAUUEERS LE&H%®
B, AEBTRAZEENITEABFIENEFFME,

BATBWEAZCachePercentDirty CloudWatch fE#RRIS I FHEEA N KX EFME LEMAL
f£ 3] Amazon S3 HIEIEE , HEHR Amazon Web Services Support LA H B E I8 N EE LR HIE
EEARE S3XHMXNELHE, BXELZEE , BZH 7T HMXIER.

(@ Note

HIREQHEFTANMK CPU RR. BIWEEMNK CPU AR |, AELETIE NS B
CPU &R
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KX SMB #E1iZE

4 S3 XHMFKFAXHEFIE SMB XHHZRT , SMB B inEEE KN ARER TRESEN,

EWFF SMB F/iwkY SMB 2@ IREZEKE 20 FHHEKNE , EAEBURT XHRPFARKH
BAREE, MIMERN 300% , B 5 78, BREZEER , BSREHMRZHFELRY , HAEX M x
HITEAR HIEIR.

AREBNNRAEFITBRFEE

BRINBERT , BIFH S3 XHMx#HEERREBE (oplock ) » ERENMARFHERRESE
i, ERHSNSMNRPVREEHBNEAWRE  XNEFLRH,. MXMMERERRET, MRE
FRNRIAZEFREAEEFHNNARER (20 Microsoft Office, Adobe Suite & ) , BT B R ES
E , XHALEERS M,

MREXRABREBE , NIFREUENNABRFITITF A (50 MB HEKX ) NEEBEEXES
%, ZFTAHIIXMIER , REAANMXE 4 KB B2 RERE  X2SBERHES /0 MK,

BIETHFEXGENRPDNEABRRIRE

MABESBEEMNREELIEFPUFETBENEANNGRE. RABERLT , MXEERE
N, XBERBEM KRS A7 500 FNXHRNTEHE, RAEAREESR  £ESNZIA P SNA
BER2GR—/NEED X, FTEABIE Amazon S3 FERIZEEHTZANR , MINREXN AZSHT
FEREMERFHIZET, XANHHRNTEE

MRENTHERBELETFEAT 500 FNMXHNITESE , NENFXFERNERTEFBHEE
XEBERFHEE RAM R REEREE L1/ /0 B4, HAMKXSM Amazon S3 FREUHT#IE |
PREAX B i 2 3 PR 5% M BE 7= £ UTE 20

AL SR IndexEvictions EARUBER THFECEMEFFBHNX4AHE  NMAMKBEBEZ
B, AREZER , BSH T BMXIER.

BiUFEA UpdateGatewayInformation APl REREINMXAE , FHEAB THEERPNIHHE
HEXIR, BXREZEER , 2 H UpdateGatewaylnformation.

(® Note
EMMXBEFTEZFIN RAM MRHERE.

« /N (500 FANHY ) BEEHEE 16 GB 9 RAM 1 80 GB KRR,
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. (1000 FAXH ) AEZELEE 32 GB # RAM 1 160 GB HREI%E .
- K (2000 FANXH ) AEEE 64 GB 9 RAM # 240 GB MABREAE ,

7
7

/A Important
Mk B BTERD

NERNTEREEREZ MK

BURTHNIERARSHISINX , MTRELMADME LRSI THRET, Him, BT
B MERFEABRO XA RTERBBE—AMAL , THSMERFERREN XA AT EPHBE
- L,

EAMERFZS IR HAENEEN , FERUATILR :

« BARMXREXHHAZENEARABEN 50, ERMXEENXHHERELCKBMXNME, EXES
E5 , BSRERS M XM AZHNMKRHMREES

« B S3 XHMXR ENARBFFEXHREHEER , T2#THD
« FRAERNENXHAHZELTEM X LR HZAMEE,

(@ Note
BMNTERUMZ AR RRE FE — Amazon S3 UENSIMXHHRE | RIHPEDE
— P XHEHRERREN,

MZANFKRE I EE - M XAERITEARERETZEARIR , XURSSBBETEMLR
Ao

A SQL Server BIBERDILIL S3 XHFMx

BIEEZD R S XMW ERLNMEEEARS , ZUEERNRTEER B FMHEE Amazon S3 H , M

RULFIENEHRNKPERE , AR RESENROEIEBIREAERNERER. HEEILLAER
FR, B LAMER SQL Server Management Studio 1 Oracle RMAN EHiE T EF A3 il & 19 B A

BFHNER,
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UTEWNMABREMR S3 XHMXIBNRESLR , URTEMHE , HEAFSNZFHE TB 9 SQL
BEEZMD. ETHRENESEDTES RS ATHE, BEAXEEWHTRSLEN , b2
E4BEH , EelRRBZBEANEZREMIEFL , Amazon Web Services Support i Flit fMiF% S3
File Gateway FYEH, XML XLERIE , FicE , 84 S3 XHMAMEHII4FH , HLLE
WERTRESBTE,

S3 MHMXEMHT — D , BTFEATILFRHE NFS 5 SMB X4 HUEM M FE Amazon
SIMR , XHMMNRZEEFRE 1:1 BE, BAILUY S3 XHM<ER BN EBESR VMware

M Microsoft Hyper-V 3% Linux KVM 3389 | SEERN T Gi# EC2 SKHIFBEE Amazon =H, S3 X
HRAHATRIZITTARTEER DR NAS, S3 NHRMXEBEUIHKHRE , BEEFR2XHRSKE. £H
Amazon S3 ERBAFHRTFH LRI /0 BEFRFNAWIH , Bt , 5EIE NAS S HRSEME
tb , 1¥E S3 XHMXMEHTRERMN LR,

FMRIBEEE SQL Server HHEIWNE

EUFF S3 XHMXEMRZEFFZBER AJEESFIL SQL Server WYV E , NTIR A BERER & 2 BB
IR, ERNMERMER , FERBUTEM :

- BAEMKXHMEIEEEBTIRS SMB F/ % ( HI40 , SQL Server ) BIHEAE,
« S3 MHMKRIRITHEEBEBRTMKE Amazon S3 2 HREHNMFIER , BELEZREBNKER iRk
B B S IR o

o X FEBRBIE Amazon EC2 Y S3 STHMRSEH] , B <H SQL Server AR —/MNEBEFH
b, BXEZELR , B2 % (Amazon Elastic Compute Cloud B #ER) F# Amazon EC2 SEHIHY
B REEE

D1 IR 18 5 Ay R

RMNBIEBY%EIZIoWaitPercent CloudWatch $8#r , AAERIBER T S3 UMK L FEME EE
MmS M HEeea, SR CEMEERNMERER  FZEEUATILR :

« IoWaitPercent k% CPU £ R R EFHE R O 0N FrE SRy et E 5 BB B 2 L.

- 4 IoWaitPercent KF 5-10% B} , XBERTHATHAMETEMSEMKIMERERM, HIEIRN
RAEJBEHEIE 0% ( XEREMXJLFNTFEEEFHAMN ) , ANTAEB Tt CPU BIRMER,

- A LAIoWaitPercentE Storage Gateway #EHI A “Ki” R+ L HTEEF , AEFHHEN
CloudWatch BiREE N EEFEERS S EREN BBHNE, BXREZEE , ESRIEHIMEK
BIEHEER CloudWatch Bik.
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/placement-groups.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/placement-groups.html
https://docs.amazonaws.cn/filegateway/latest/files3/cloudwatch-alarms-create-recommended.html
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Amazon Storage Gateway Amazon FSx X#MxAFigE

o BRATEWER NVMe = SSD EARXW BB NEFHE , LEAREMRONANIBEHENER
BiF IoWaitPercent,

THE S3 XHMXELE CPU, RAM MEFHAR RS

AL S3 MR EFLERN , EENENNX VM S EEBHEIR , 8% CPU., RAM MIEF
W&, 4 CPUs, 16GB RAM # 150GB ZFF# ZHNKEEMN T RERBESCEA TRV IER
o ENRANITEARDBEEMTIRE , BUIITUTRE

- RIFEH S3 HMREKKEE CPU FAR | oW KEEMNE 16 F) 48 Z[E, CPUs &H L
f£H UserCpuPercent 145512 CPU X, BXEZEER , BHSR 7 BMXIET.
- FoEH RAM #Ei1E| 32 GB E 64 GB,

® Note
S3 X#HMxEMAK RAM TEEHET 64 GB.

« £/ NVMe = SSD E N RHBMEFHE K HRABEFHENK/D , FEETTNBEARNKWIEET
EHRERE -, BXEZELR , 1525 Amazon Web Services B A YouTube $i8 E#Y S3 X
HRREFZAXNABRRESKE,

c MRAXRAMED 4 NMNEMEFHWE  MAREAENKEE., ESNMENHERZR-NMEEY
EHE , tuUlRSHE  ERIEAMENTIRNEEYERE Lt , $RESEEREX,

i , MRELHEF 12TB WESF , WA LEANUTREEZ— :

- 4x3TB EFHE

- 8x1.5TB EFH#E

- 12x1TB E7FHWE

BEXMAR  RTYRSMHEN , ETUEENRANEBEAMERENUN. BEITHEARNE

t, BUNZRSEMEFHENBENLAZERE , ANLENELHEE RIFREXNABRR X
Ry TR

BREZER  FERABERMUEFHEE,

5 S3 XHEMXEEN Amazon EC2 SEflet | HZEBUATEIN ;
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https://docs.amazonaws.cn/filegateway/latest/files3/monitoring-file-gateway.html#understanding-file-gateway-metrics
https://youtu.be/-ibL1eEcROI?si=dMAakj_dulZiG4Ln
https://youtu.be/-ibL1eEcROI?si=dMAakj_dulZiG4Ln
https://docs.amazonaws.cn/filegateway/latest/files3/decide-local-disks-and-sizes.html
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« BERNKHIRBLEZFZR MK MRE. Amazon EC2 HIFE S3 XHMXESINRRIERME T
B RTEM.

« BXN S3 XHMXHER Amazon EC2 £HIKE | ESHEX Amazon EC2 SEHIZREESR,

o IBAILLERIEE RS S3 XHMKM Amazon EC2 EHIZERE, XEE A LLR M EE Amazon EC2 &
HERMEREROE , LUK BB price-to-performancett £, EEXSLHIZERE | B Amazon EC2
RHITUTESR

1. &1t Amazon EC2 34,
2. Bk Amazon EC2 SEfIZ &,
3. B3 Amazon EC2 34,

® Note
FIEFEE S3 MMM RGN PN HHZILE, WELE , BHELRITH 4t
Eﬁo

« Amazon EC2 SLfI#Y price-to-performancett R 2§ A EZ AN EIRBNITEREDL. BE , F1—K
B9 Amazon EC2 LR H price-to-performancett R HE , 5EE—RFIML , EHEH , HAE
B, RAENREK, RHIEE, XEMEAERERZHLEMZLEER | ik , ABEIEARIER
EENES , HTFEIARARENRANIIEEEE,

B FE S3 XHFMKNEZELRFIKES SMB BEF ImnEHLE

% SMBv3 it 1F SMB &M SMB % , XEMEMEZEMTEE —ENE, EAILEUHE , &
ALLFEMKRH SMB 2247 , HEEER M IREZNKE T MEL LI, BXREZER , BTSHAN
MR IRERZER .

{2 SMB Z£ L 5|8t , FERUTEM :

o S3 XHEMRMERINLZ SR NBEMEZ, HIREFNEMRXXEFHLERN SMB & ik iE R Hli
ThEMZELE , XERBENEFIRIINNFIERERSZE N, HiFERFMMNRXENRE
Amazon , IZREBRAL T MBFIRE,

RRFEN BN E P imERER S — vCPU, fltn , tNRERE 1 NMEFEF s , WEMER KK
DET ANHES v, ZEFIKCPUs L RBEER 14 vCPU, EItt , NEANEF RS S3 XHR X
MY INZEEN FIL 2B FE 7 40-60 MB/s Z A< H IR,
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https://docs.amazonaws.cn/filegateway/latest/files3/Requirements.html#requirements-hardware-ec2
https://docs.amazonaws.cn/filegateway/latest/files3/security-strategy.html
https://docs.amazonaws.cn/filegateway/latest/files3/security-strategy.html
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c MRENZEEBRAERMVNEE , WAHRZERNEXNEFHE , XHFESEMH SMB #E
HXEHE SMB &%, FERALKRE , EFRSMINEEATUFNAZD vCPUs , AR SRS ER

BEeE,

® Note

F S3 XHMXxH SMB 2R FIf5 , %INTE Storage Gateway ZHI A FEEXHEEZR
SMNEEEHFEXANTAH , AT HEFHRIER SMB EFH , FZEFEEEN.

BN SQL FMF DA SN NHRIES SMB FFIREHE

- B —XXERA— SQL Server KEA— N4 S3 XM BHESNGEAEHEMRE , BAM
B SQL Server RIFEARELBREE. HR , BIUMNEA SQL Server FAZNEEXRHATE
ASAXH , HERERAZA SQL Server EAE] S3 X#4Mx , NTTEAREHESMAELE,
NF SQL &1, MEFHBIFI NSNS |, BN XU TUAEALMNLE SN N LETES
MNHRREBEA S3 XHMAXHHE, BAENELEYS K FIEErINEHERES , BRKEN
KA GHIMERE LR,

- SQL Server XFHE—REBHBREPRNBEAZSANXXH, a0, EAILAFER T-SQL i H= SQL
Server Management Studio ( SSMS ) EEEZ MK Bir. BN XH4EARIMBNLREFHRIEM SaQL
Server KIEFIMAXXHHE, XFFEALURES /0 FHE  MMEFRSZHERENRE,

BLE SQL Server & 178t , FESLUTEIM ¢
- BIRZOHFDNZDIXH , SQL Server EE R AT AL R BRI AER R EERBRFEEFZ
%o

« ERANXHHRERRTRSFNEFHEENERER, I TAEEESEF , BURZHTKILNED
X, BN R/ME 10 GB F 20 GB 2 [H,

* SQL Server EMITREMDET , N AUBEANXHREREBEMERS , ERFRRENE T FHEEHNK
BHENEFUNRNEERER,
BXEZER , BSZH:

« BEEAZANNH , ¥ SQL Server NEMDREIRE T 43-67%
o FERANXHEMXENE SQL Server & 1917 1E Amazon S3 A
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https://www.brentozar.com/archive/2020/08/back-up-sql-server-43-67-faster-by-writing-to-multiple-files/
https://www.amazonaws.cn/blogs/storage/easily-store-your-sql-server-backups-in-amazon-s3-using-file-gateway/
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B K SMB BAIRIERF L XX HE HI KW

4 S3 MK FHAE sQL FMNHEH T SMB XHHER , SMB T/~ i 1E KA ARV /5 AT 68
2H8f, BV SQL Server SMB & iwHY SMB 2iF B IREERKE 20 5 HEKATE , E4AREUR
TXHRPHAMKHBENEE, BINMEH 300 , B15 54, BXESEER , FSHENMIZHE
AR, HEXNMKX#HTEANHIRER.

1811 Amazon S3 LERRFLEK

RINBERT , S3 XHFMKX A Amazon S3 g LAEITH 8 NI |, I ASHHARIBRIHERIR
HTEBH EIEEED, BR , MXIZEW SQL Server HIERIERRATREE T UIRHE 8 KI2RE D E4£F)
Amazon S3 FIERE A \NF B ARt R F AT HIZ R,

ERERRT , Amazon Web Services Support A LUfFMXH Amazon S3 EAZ &R MEEM 8 181N
B 40, NTIARGFHITLEEZHIE, BREECNTBRENTRNHLMER , XATUEERS LE&%
B, HEBMTRAIEEN ITEAEFMIENEEFEME.,

BATBWEAZCachePercentDirty CloudWatch fE#rRISHEHFHEEA N X EFME LEMAL
f£ 3] Amazon S3 KIEIEE , HEHR Amazon Web Services Support LA E B #E E I8 I &L RHIE
EEARE S3XHMXNELE, BXELEE , BZH 7T HMXIER.

(® Note

IR ELTEEMANMKR CPU RiF. BIWEEMK CPU AR |, AELENIEMNS B
CPU &R,

X B EERIF

EBYE SN EERIFIHEE , B S3 XHRMXALLBSRIFETHE , N\MEDTHRAFSNAEFE
HEEEA Amazon S3 F#iE ( MARBEMNX ) HEWXHEFMENERNER, BXEZEER | iF
SRR Amazon S3 BHEBXNREE.

ATHARMKELE | BWEXN Amazon S3 FEBHNAARIMMEATBET S3 XA MK KMITHED
Frh XML ThEE,

EREEDEFRIFEN , FERUTEMR
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- MREANBEFINAFINARFBRLEEEA Amazon S3 MEEEA B EERFE , LR
WHERRWSEROAETEER WK RIETE RER, BAKHZT R EREB T M DEN K
FIE R4 MR FERITH THRERENRE.

flan : MRENTHEARATNES  NENRFRFREN 24 PEITRZ 5 248,

- RENEEREA 5 2%, KRAXERA 30 XK.

- MRBEFRREIFEENEERFEIR , BUENR SQL Server By B R SEAK. RIFHMXEEFA
MR E SRS , E4AEURTFEMN Amazon S3 F# 8 X4 7B XK E,

MEZNMRUE THERE

BINIEARSERIZNMX , Storage Gateway AIAZHEBER B/ SQL HFEE. £ SAQL
Server f1# A TB 2 M HIEMN KB INERN SQL &4,

EHREBEZ I MEHM SQL Server WEPEBRT , FEERUTILR :

s TERBHNE4ARENTRENERLT , BN NFXBESRXKZ U L4 20 TB, &R OB E M
Amazon S3 FEEFLERN , MUEHIRSESX 40 TB.

o BAVBUVGHTT proof-of-conceptM XA B EMBEH ZRIBBEHRHNAMELE, BE SQL FMH TR
NIEESFHER , BN EMXBELNFEEHNER,

s EABBEENHRENREENA D TRELHEENENHEBMEM , BIUUEERITHRRERNZERT)E
K, ERET BNXETHEMN IEAR , B UREZSEBBHNAMR,

ATHEEZ O TERRNEARIR

« fEFfF SQL Server & 3174 1£ Amazon S3 # Amazon Storage Gateway
o FERXHERXBEYE SQL Server & 19774 £ Amazon S3 F

« Amazon Storage Gateway Bl T 7 Amazon S3 % Oracle BIEEZ 1
» Backing up Oracle databases to Amazon S3 at scale

« fEFfF SAP ASE ¥IEFEE K ZEl Amazon S3 Amazon Storage Gateway

« — Amazon H# WM H =ik Amazon Storage Gateway % 14

» S3 File Gateway cache sizing best practices
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https://docs.amazonaws.cn/filegateway/latest/files3/SQL-Backup-Best-Practices.html#SQL-Backup-Uploader-Threads
https://docs.amazonaws.cn/filegateway/latest/files3/SQL-Backup-Best-Practices.html#SQL-Backup-Uploader-Threads
https://www.amazonaws.cn/blogs/database/storing-sql-server-backups-in-amazon-s3-using-aws-storage-gateway/
https://www.amazonaws.cn/blogs/storage/easily-store-your-sql-server-backups-in-amazon-s3-using-file-gateway/
https://www.amazonaws.cn/blogs/storage/using-aws-storage-gateway-to-store-oracle-database-backups-in-amazon-s3/
https://www.amazonaws.cn/blogs/storage/backing-up-oracle-databases-to-amazon-s3-at-scale/
https://www.amazonaws.cn/blogs/storage/integrate-an-sap-ase-database-to-amazon-s3-using-aws-storage-gateway/
https://www.amazonaws.cn/blogs/storage/how-one-aws-hero-uses-aws-storage-gateway-for-in-cloud-backup/
https://www.youtube.com/watch?v=-ibL1eEcROI
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R Z £ Amazon Storage Gateway

SR E Amazon REFZE, fEN Amazon BF , BAUZFRTERNREARSHLLHBBALNE
SRMAZRNEFEHR ORI MELEN,

ZERNTTHEEE Amazon HFRE. TEXEENREFERNCZHLZEENEPNLR SN

« =EE — Amazon TR E Amazon =HIZ1T Amazon IRFHEMZEH, Amazon ik R
A ZEFEANIRS. Third-partytfEA—E2 , FiHHERN LB IERNZEHNERH. BT
f#5& AT Amazon Storage Gateway BEHITXK |, HS R X2 HSEE A RS .

s TIREE-BNEEHREERAN Amazon RFERE. BEEENEMAZMAT | SEEZNEENBR
., BRTNERURERNEEEN,

WX BB T T £ A Storage Gateway BN AREHBER . AT EB 1A NAE E
Storage Gateway KEIEN R LM S B IR, SR FE2I mAEHAEM Amazon BRS KA BHIR
W MR IRH Storage Gateway &R

BRI Amazon Storage Gateway

TEHBEER Amazon 23E A F Amazon Storage Gateway F IV EIER T . MAEEFTIR Amazon |,
HERPEITIERNRNSIREAMZEH Amazon Web Services =, BHRTEPNEEEHEMED L
HRBRIEE, BEATREFTERM Amazon Web Services RS WZ B EMERES ., BXHBER
PHNELER , FZRAPEKERRR.

HFHEFERPEH , BINBUUERT Amazon Web Services i ZiE H £ Amazon IAM Identity
Center 5} Amazon Identity and Access Management (IAM) IREMNABAF, X# , 8MNEFRREE
TEHIERRMENNIR, EEWEES AT AR EIE

« NBNMNKFERAZESHRIE (MFA)

AT SSU/TLS & Amazon ®#IREE. HEMNERFERH TLS 1.2, BWEA TLS 1.3,

EAIZRE API R FE3h B & Amazon CloudTraile HX{#EH CloudTrail BRERIEIR Amazon JEZIHY
{£8 , 152 (Amazon CloudTrail BF1E8) FHE AR CloudTrail %o

5/ Amazon MR R A RUAKR EFWMERIAZ £EH Amazon Web Services fR%

- FAESRIEELZERS (HI Amazon Macie ) , EEBIF AT MR Z47E Amazon S3 FEVBUR
B,
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/services-in-scope/
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https://www.amazonaws.cn/legal/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html

Amazon Storage Gateway Amazon FSx X#MxAFigE
« WREE Amazon BE W SITREDR APl #HTH RN FEELIT FIPS 140-3 RIEMINZER |, BFEH
FIPS it R. BXAAK FIPS HRNELEE , B H (ZEERFERLERAE (FIPS) % 140-3

RR) https://www.amazonaws.cn/compliance/fips/o

BB ENEEERBBRES (NEEF B FER4iti ) RAREHBEHENNAFTE
(WBMFER ) . XEEMREAESE. APl AT AT ESE Amazon Web Services RS £
Storage Gateway SE M Amazon HHEF X TESHIER. Amazon CLIEA TRAMWIFER B HIER
NAZEFRANTAREHTELXATIHIRIOMAE. NREOATRSFRM URL , 5BRUEW
IBAEEMU P B EEIEEERBIENZRSENIER,

A EIEINEE Amazon KMS

Amazon FSx XHMx X SMB % , &EXF&H SMB v3.1.1 #I5E , @5 AES 128 CCM #
AES 128 GCM., RENEF W EIEAMBIHITERE. A, FSx XHEMXES AmazonFEATF
Windows File Server £ FSx BE ittt &fFHA SMB &, EAMEEIE A Amazon Direct Connect
532 Amazon , HREMNH KU AT SMB RENEEREEN., Amazon

mEXHRS

EXEZER , 51 (EHT Windows File Server 8 Amazon FSx A 188) $# Amazon FSx
R BRIE DN B

£/ Amazon KMS IIZ#ER , FIRENATILR :

- BRBFEESPHITHRSMNE. BRMEY , &£ Amazon FSx AXBIEH 1T INE,

- IAM AP AMEHFEA Amazon KMS API 2EFTENIPR, BXEZEE , S (Amazon Key
Management Service FF X A R 3E/) FHF IAM EB S Amazon KMSE &£,

/A Important
£/ Amazon KMS B4R TR BRIR IR ET , AIUEENFAELH, Storage Gateway F X HF
IEXNMEH,. BEXEZEER , 51 Amazon Key Management Service FF & A R IERFHIfE
AN HEH.

BXWEZE L Amazon KMS |, EZ [ 4 =& Amazon Key Management Service ?
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https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/encryption.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/encryption.html
https://docs.amazonaws.cn/kms/latest/developerguide/iam-policies.html
https://docs.amazonaws.cn/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.amazonaws.cn/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
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9 & 13 15 B B E Amazon Storage Gateway

Amazon |dentity and Access Management (IAM) Amazon Web Services fRSS W& BIEE A T2 #hid
H3+ Amazon FIRHVIAEINR. IAM EE ARG ETU#HITEHRIE (BF ) AR (BANR ) F£H
Amazon SGW &R, &aLAEEA IAM Amazon Web Services BRSS , TEXHFNTE A,

F

N

- FASOHITEGEIE

- EARKBEERR

+ 18475 % Amazon Storage Gateway AI 5 IAM

« Identity-based B ZK B /=5l Amazon Storage Gateway
+ [BIBHEE Amazon Storage Gateway & 19 #14 [a) i fR
5 AR SR SIS M o< F 3R AV 5 (7]

R

& E F 53X Amazon Identity and Access Management (IAM) Ri&HN AR :
- REAF  MRETEBMEINEE , FNEE AL ERNR ( 25 EBEEE Amazon Storage
Gateway &2 #i5 RIXER )

- REEER  BEAFLHRENBEHRERINRER (1FSHIEIES E Amazon Storage Gateway A 5
AM )

- IAMEER  mERATEBRHRINENEE ( 15Z 5 dentity-based FIZE B =45l Amazon Storage
Gateway )

£ & 21T & IR AIE

BHRBIERE Amazon FHEMREILEEZN AR, B4 1AM AF B 43T 5 MK UE Amazon Web
Services IKFHRAF , HFEIEFE IAM BEH#TEHRIT,

N TR , Amazon 1244t SDK # CLI KX ER#HITINBRL R, BEXEZELR |, HSH (AM AF
B8 FMERT APl EREAmazon LM 4,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
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Amazon Web Services Ik 1R~

828 Amazon Web Services IKF® , B 2B —1HB N Amazon Web Services K root Fi 7 iy &
5% , ZE5 B AT B RFTE AR Amazon Web Services IR FMIER. Ri1BIBWTFEFHR
AP#THEERES. BXFTERAFRZIENES , 555 (IAM BFER) PNEEE A ZIENE

Fo

BRE 5%

ENREXER , ERAXAFPEAESHIREBNERE B RIS 8E Amazon Web Services fRS
IS BHE B HEAT 5 .

BRESHREXRBENDIE R, Web HARRMEEH A/ Amazon Directory Service , 2% Amazon
Web Services RS AKX B HHRENEFRHTHRNAS. ReFHRATRS R ZIEINAE,

IAM AP a4

IAM AF BRI ENMARBINAERFEERENRN —1NE0, BN FEAIRREIE  mIEEFKIPEILE
B IAM AF. BXEZEER | BESHR IAM AFRFERETPNERALAFPFEASHOREENEKS 5 HRIE
= B Amazon & F I IE B 175

IAM (HIEE—4H IAM AF , ETERMMN KERAFP#HITNRERE, BXEZELR , 551 (AM A
FIERY BH IAM B EREA,

IAM B

AM A EREERHENRNFM , TREKRZIE. SUUBIMNAFTHRE IAM A6 (256 ) R
@A Amazon CLI 5 Amazon API RERRAAE., BXESEER , BH2H (IAM AFER) FmiE
FAGBHNAE L.

IAM & FEREAFE, et IAM BFRRR, BIKFiGE, BRS G RIAKRTE Amazon EC2 iz
THRARFEEER, BXEZEER , 558 (AM AFEE) B8 IAM R R EIK P &R .

FHAREEERR

& A LA Amazon BT I Z KRS H S EHKNE Amazon R RERFKIEFIFHIFRINE. EBELTE
SRR ERRIEKAWNR, Amazon EEIXARHIBE R IPAXLEBR, KZHEREELL JSON 3X#Y
B Amazon ERFEMEHR., BX JSON REXHENWEZEER |, 55H (IAM AF1ERE) 8 JSON X
BEBEIR .

EEACRARE , B E A E A BT LS4 T BLE R RN THREREREEERTRIE R
Ao
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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MABRT , AFNAERENR, IAM EE R IAM REFREFIBEEH , REAFTNUE
EXEAE, IAMERKBEUNR , SHRITREMANG ETLR.

|dentity-based B

Identity-based KEEZEM MBI G0 ( AP, A=A ) B JSON XPRERE XY, XLEREKIEH 6T
DHATH LBRE, NBLEFFRRTUREFLAZHETHIT. ETHNANEETSHNEKR , ES5H
(AM BFiEm) PMEAEFAEBRRIEE L BENL IAM R,

Identity-based K& AILARRER RS ( ERRAZNENFHP ) AEERK ( HNIS NS HHIRIE
B ) o BETHROAEREERBNABRERE 2RRITERE , BSH (AM AFER) PHERERRS
MR R B 2 R FEAT IR

Resource-based B FE

Resource-based K 2 &M i E) & IREY JSON KEE X, RAISTHE IAM B BEEEKEEFM Amazon S3
FHAERE, EXFETERNRBNERSY  RZSEEA USRI REFNSERRENIFR, &
MR E T RIRORBE P IS E K,

Resource-based K& 2N TIZBRFZHHINEREKEE, BTEEETRRNWEKBEHFEH IAM FH Amazon
KEXRE,

HibsRrgeH
Amazon XEHMEREER | XLERBEROLUIREEENNEBEREFHNHE AN :

- NRLR - REETHHNRBALURT IAM ZENEARR. BXESZEE , 26 (IAM A/
EE) B IAM EER R PRE .

« PREILAEIZKRE ( SCP ) — 8 Amazon Organizations AL KA LR E THHE AR, BEXESZE
B , #5/ (Amazon Organizations FiFF#8R) YRS IEHIK RS

o BWREFIFKR (RCP)-RENKFPRENEXTANRE. BXEZELS , 55H (Amazon
Organizations FAFER) PR EIREFIFKE (RCP)

- RERE -EHACEIKSAFCBGRSERN , EASBERENEREKK, BEXEZER , BS
7 {IAM AFPiEm) PHSERE,

S REERE

SN RBEPWRBEEA T —MERE , ERBORREMERNELIRE, ETHRESRSHRIEER
A Amazon BERE AVER , HEH IAM AP BB REBITEEE,
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245 3% Amazon Storage Gateway ] 5 |IAM

EERH IAM EEX Amazon SGW HiFRIPRZ 8 , 5% 7 A HLE IAM ZhEER A F S Amazon
GW,

IREI LAY ELE A9 IAM ZhBE Amazon Storage Gateway

IAM Zh&E Amazon SGW X%
|dentity-based BUR =
Resource-based BE a
RERIE =
EWELE (BETRS ) =
ACL -
ABAC ( REEHIIEE ) i)
TR AN =2
BRIEFI21E (FAS) =
BEAE =
Service-linked &€ =

E2MH 7T # Amazon SGW FE M Amazon RS A5 KZH IAM TheEBL &R |, 5SH IAM AF1E
MPHE IAM B &£ A/ Amazon RS,

Identity-based KYBIZK Amazon SGW

XBETHEHIRE : 2
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|dentity-based FREE 2 E ALK I &4 ( Sl IAM A, AFASAR® ) /Y JSON X PR .,
XLERBEE AP NASTEMRG TN LR FRHRTHERE, ETHRNACNEETSHONEERE
BEZHE (IAM AFER) PHNERAEFEERFRE L EE N IAM HBR,

BEMERA IAM ET 50K , BUIEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THEA7E JSON R EAMAAETE , H2H (IAM AF#EE) F/ IAM JSON KB TEEI Ao

Identity-based #Y % B ="l Amazon SGW

EEF Amazon SGW ET SRRV RHI , ESH,. Identity-based KY KB =45 Amazon Storage
Gateway

Resource-based NERBE Amazon SGW
YEREETHRRHNXRE &

Resource-based KB 2 &M NEIRIRAY JSON KrE X, ETRFENREN RFITIE IAM BEEE

REEM Amazon S3 FEEERE., EXHFETHERNEBNERS S , RSEE R AUEASMKEHFT
BERBHIFR, N FEEPHMKRBEARIR , REENLEEEET U ZRBEHRITHEREUREM
AZHETINT. EXAEETRENRBPIEEETER, ZERATUIEK,. AR, A, ReAFRR

Amazon Web Services B

ESHABEKFHRE , BUEENKFSETCKF PN IAM EEEENETERNEBEPN TR, &
XEZEER , B5H (AM AFIERE) B8 IAM BV ESIK 7 3R 151 o

K T3 Amazon SGW
TERRIREE . B

EIE R W LAEA Amazon JSON REERIEEERMIGRMT L, BRRY , WA EMAATL LA TIRR
1THRE | UREMFLAFHFTNIT.

JSON R Action TEMR T A TERKP AWRIEL L RINRIE, ERBPISREUARTR
ITRERIRERVR,

EEF Amazon SGW #1E5Ixk , F5H (RFENSE) FH Amazon Storage Gateway E LK
1E.

Amazon SGW AR REHIREEIREIFERAUTIER -
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sgw
EEENMBAPEESIERE  BEAESHEIRT.

"Action": [
"sgw:actionl",
"sgw:action2"

]

E&EEF Amazon SGW ET BRI RE , S, |dentity-based # F B =] Amazon Storage
Gateway

B B F &R Amazon SGW

XEFRBER : &
IR A LAEA Amazon JSON SREEREE WA BRMT L, HFRY , BN EET X AR TR
1THRE | UREFLAFHTNIT.

Resource JSON R TERREEMENAREN —IMHZ AT R, EFAZRESE , HFFEHAE Amazon
HBRAF (ARN) BBERR. NFAZERERNRWIRE , BEABES ) ERBONATHMER
o

"Resource": "*"

EBE Amazon SGW RREKE KR H ARN H%l%k , BZH (RFENZSE) FH Amazon Storage
Gateway EXWE R, BT HRETLUAERAMEREREESHRIERMN ARN , 525 Amazon Storage
Gateway & W IR 1E,

E&EE Amazon SGW ET BRI KRG , S, |dentity-based #) F B =] Amazon Storage
Gateway

B SR BE 5448 Amazon SGW
YTERETHRSORBEMGR . B

EIE R A LAER Amazon JSON SREEREEWARBRMT L, tHHRY , BN EET N AR IFER
1THRE | UREFLAFHTNIT.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_storagegateway.html#storagegateway-actions-as-permissions

Amazon Storage Gateway Amazon FSx X#MxAFigE

Condition TEBRBENHFHIEEBEAMINIT. BLUGIRFERASZGZER (Flw , EFH)D
T ) WERHRER , UERBPNRHESERPWEETE, EEEFRE Amazon £REXHRE |, B85
1AM B iEE S Amazon £B%H LT X%4A,

EEF Amazon SGW &4 ZE4R5I%K |, EZH (RFERSE) #H Amazon Storage Gateway 4
B, BETHBUAERFARNREMSEIR , 52060 Amazon Storage Gateway & X BV {E.

E&EEF Amazon SGW ET BRI KA , FSH. |dentity-based #) KB =4I Amazon Storage
Gateway

& A B ACL Amazon SGW
TEHEACL: B

EEFIFIR (ACL ) EHIBLEHE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
B3R L, BEMAEM JSON R g,

ABAC with Amazon SGW
Y15 ABAC ( REEPWVFIRE ) : o

Attribute-based 5 [A#2 %] (ABAC) & —fRIUKE , CREMARIHNEHERE UINR, EALUHRE
M onZEl 1AM S24EF] Amazon FiR , ARF1R1T ABAC KL AT EZEEANGFZSEIR L FRE TE
HATERME,

EHETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R4 EBERBNRH TEZPRUEFZER.

WRENRSN TEMERREBIEMAEX=AFMGR , IXTZRS , ZENR. MREMRSN
NTEHIRRREISAMEX =GR, WZERBD

EXABAC NEZER , E#5H (IAM AF#ER) FWEA ABAC BINENNRE, EEFIRE ABAC
SHRINHE , HSH (AM AP ER) PREAETEMNIHRINEZES] (ABAC)

FE BHE B 5 Amazon SGW
Y FIREILE - 2

I BHIE B IR XS Amazon BIRENEHIHRNE , A EREZREAKES SRR TR ACKH B EIEN,
Amazon BWEBHSERIGHHES K MARERAKBIHRNZEH, BXEZEER , 558 (AM BAFiE
M) F8 IAM F IR 22 EUEMAER IAM B, Amazon Web Services RS
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&5 E 4% Amazon SGW

XERRBRSE (FAS) @ 2

BEFRI&1E (FAS) £ F 8B AR Amazon Web Services fR% , B il L Amazon Web
Services RS B N BERS A HBERPIER, BXEH FAS ERMNWEKEEFE | ESRE AL E2E,

K ARSS A & Amazon SGW
YERSAR 2

REACEH—WRSEE. REREWHITREN IAM B, IAM EE R TLE IAM FaI2, S
MRS AR, BXEZER , #5H (IAM AF1ERE) FM6I2 [ Amazon Web Services RS Z kI
R AR,

/A Warning

FURS AN RATsES F /T Amazon SGW HITHEE, X2 Amazon SGW R xIE ST
TIRBRSZAE,

Service-linked B9 & & Amazon SGW
YERZSXEKAE 2

BEHExAER —MERSHIEMN Amazon Web Services REBRS AR, ZBS A UK EENITER
¥, Service-linked B & HIMIELER , Amazon Web Services i/~ HBIHBRSAAE. |IAM BIE G AT LA
EEETRERERS <BKARHNNER,

BXROUEBSEERSZSHEXACHNFAEFE , FSREES IAM ZBEFEHANAMazon ;. ERPE
#H Service-linked B %lYesHFEBEMRS ., ERREFEUERZRSWIRSHEX BB,

|dentity-based KV B& =5l Amazon Storage Gateway

RANBRT , BRNAGLTREERIEH Amazon SGW BiR, ERFAFNAERRRITRENN
BR , IAM B R A LA IAM SRR,

ETRMAERXL RG] JSON REXHELIEET IAM BHHERE , 55 (IAM BFiERE) P8
2 IAM Ehg (258 ) .

A% Amazon SGW EXWREMERELE (BB RFEREMN ARN #X ) HiFHAER , BSH
(RSB SE) HH Amazon Storage Gateway KIig{E, FTRERMEZERE,
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£

- RBSEXE

- {8 Amazon SGW Z#lA

- ATAFEEMAIE SR

REERIEREK

Identity-based REERERB B AR UEEWIKF P, BB ER Amazon SGW &R, XLE#EE
AJRESfE Amazon Web Services lFP=E K AR, SIESAREET B REEN | FERBUTIERME
™

- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARKR TR , EEART
ZELAGRTNENAmazon TE XK, EIIERIMRZAF A Amazon Web Services IKF .
MBEEN E X R A FIE Amazon BEFRRE R K —PRINR, BXEZER , HS
7 <IAM 38R Y Amazon FEE RS TEEREERAmazon FEE K,

- MASKMENRR : E£FEA IAM REEZENRN , BNRFHITESFAENNR. At , BRILEX
EREXRHTUIUNBFERFRNTHWIRE , tHWNRENRRTFT, BXRER IAM NANXRHESE
B, #ZH (AM AFER) B8 IAM R FIR

« fEF IAM SREE R RA4BE — S PR FI T R AXBR ;48 0] LA [6) 3R BE A NS4 SR BR I X R AE R BB A 7)o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENSXE
FARY | T th AT BASE AR R SRR T 30 AR S5 R AE RV 17 (R] A BR Amazon Web Services RS , a1 Amazon
CloudFormation, BXEZEE |, i55H (IAM AF#ERE) 1 IAM JSON KB TE @ &4,

- fE£M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY  IAM Access
Analyzer 2B UEF KM MIM AR , SIBREBAS IAM KEEES (JSON ) M IAM FfEK
. IAM Access Analyzer 12 100 ZURIEK BN IIRMENEN , UHBBEFELZ S BIgEHEMN
Keg, AXEZEERE , BZH (AM AFiEME) PRIEA IAM Access Analyzer ¥ RS,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM APSEBAF | 5
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH RSP, BxX
BZEE , BZH (AM AFiERE) RHEA MFA RF APIIAEIE,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

£/ Amazon SGW 4l &

=58 Amazon Storage Gateway 12§ & , EUMFE —ARENR, XENBELMATFESIENE
& B <1 Amazon Web Services i " #J Amazon SGW HRHFEMES ., MEELKENREMNR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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EAFERNET SO X THMNT ZRBHSME (AFSAR ) | R ERMYPERS
{TO

X FAEA Amazon CLI 2 Amazon API WA F , BLEERNEHREREEHENRE, Bk , RATFH
B 5 2R TR APl 2 4EHE PTE AV 1R 4E,

NEBERAFPMARMNMATLLER Amazon SGW #§|& , X E R Amazon SGW ConsoleAccess
HReadOnly Amazon FEE R NEISSE, BEXEZELR , BZSH (IAM AFEE) B AFR
IR BR o

AP ERMIBE SR

ZRBINER T BRI EERRE  LUAY IAM AR EEMMBIEAF SN ABRMITERRIE, LR
AFEERSE LA Amazon CLI 5 Amazon APl BURTE A R TR LR ER R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I
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"Resource": "*"

BB HEE Amazon Storage Gateway & 17 17 &) 1 fR
FRAUTEERBEELKANIEEEER Amazon SGW 1 1AM B 7] 863 2 AV & DL 8] &,

FH

o BEREUATNEHRITIRIE Amazon SGW

- RFEHIT iam : PassRole

- REAFRIUAHAIA Amazon Web Services Ik 5 RIFE A Amazon SGW &BIR

EEREULTNERITIRE Amazon SGW
MREWRERETR , BHELTPITEMRE | NAMEFREE LR IFRITIZIRE,

% mateojackson IAM AR R HERAEGFHAEETEEXEN my-example-widget BIRNIFHER ,
BRAEENM sqw: GetWidget NRET , 2K ELT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sgw:GetWidget on resource: my-example-widget

FEHWBRT , BIEFH mateojackson AFKIKRE , ARV ER sqw: GetWidget BAEHRE my -
example-widget &R,

MBBEERB , FHRREWN Amazon EB G, FHNEEBARRHEHEREILIN A,
LI 1T iam : PassRole

MRS BEIREE | BRELTNITiam: PassRolegfE , NIAMEFREN R UA F BTG AGBLE
%45 Amazon SGW,

BL Amazon Web Services Bi55 RIFERAAABGEKRESLZRS  MTERUEMVRSACHRSH
XAB, Nt , BLAMEBFACLEERSHINR.

mBEHEE API fRZ 2021-03-31 143



Amazon Storage Gateway Amazon FSx X#MxAFigE

LR marymajor B9 IAM AP 2R FE A2 A7 Amazon SGW FIRITIRIER , XL T REI4E
%o B2, RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFACKETRFHN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE LS b4T iam: PassRole #1E.

MREFEHD , BHRREN Amazon EE R, ENEERARRHEZRIENA,

/A Important
Storage Gateway A LA A £ iam:PassRole REGIRIEZBEMNIMNERS AR , BEFXEE
F iam:PassedToService £ FXZ{FRERBIZFERSH IAM KBE,
BXEZEER |, 551 (Amazon Identity and Access Management FIF38E) R T £
=
« 1AM : F IAM B E4&E 495 E Amazon RS
- MAFPETEAGEELS Amazon RS KR
« |[AM B9 0] B4R

A8 A F RSB A A Amazon Web Services K/~ 5 R KB Amazon SGW &R

FZAatE—1Ae  WEEMKFPHNAFSEELANARTUERAZABKRIBRIEHRIR, &7
IEEWESBER , AURAAG., X TXHETRFENRBEHHFEGZIR (ACL ) KRS , &7
i FIX LR B0 A 53R T3 SR80 BR AV U5 R X o

ETREZEERE , BSANUTRE

- ETH# Amazon SGW BREXFXLEEE , 52 HRESE Amazon Storage Gateway A5 IAM,

o ETHRIMIEMXNEIBAEN RN G ENE Amazon Web Services Ik |, 5 IAM AP+
A B & HE Amazon Web Services K B9 58— IAM A PR 15 R XR.

o BT MENAIMEE = HRE SRR R EE Amazon Web Services Ik | 55 E IAM B 18
EHRRmEE=HEMHIFENER. Amazon Web Services 2

s ETHRIMIBY S MERRESRITREIFENER , ESH (AM AFERE) P ALTNT S HRIEN
AP ( BHRBRERIE ) BT EINR,
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- ETHERAACNETRRNRHATER,FRIZENZS , H2H (AM AFERE) F8 1AM
Fh Y K PR R UG R .

5 P AR 25 42 4Rl X I 51 A R R B 13 (7]

ER X R RRAMBRENHRINIR , B AERAETHREMN Amazon Identity and Access
Management (IAM) KB, @SR LAERARR LA RS

1. BIEM X TR £ PR IR HIN X LR IR R

2. BHIFLE IAM 5 RFH PEERIRZL.
BXRUMERARSEFHHRNER , TSR EARERHT .
BRI R R LR AR S5 1R

ERFHAFRABTUN MR RRITHERE , BALERARNXER LHNRE, S, ErsEHLREE
MR IR ERPRE R MEX RIFRIEL X XA RNITIRER APl 84E,

LT RAATFRFRB BN FIEREMNIT ListTagsForResource, ListFileShares #
DescribeNFSFileShares &, NHHR R LWHRZNHERBIZRENRN allowListAndDescribe H5F
BEiREN yes B, ZRBEFEA,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"storagegateway:ListTagsForResource",
"storagegateway:ListFileShares",
"storagegateway:DescribeNFSFileShares"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/allowListAndDescribe": "yes"

}
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},
{

"Effect": "Allow",

"Action": [

"storagegateway:*"

]I

"Resource": "arn:aws:storagegateway:us-east-1:111122223333:*/*"
}

BIE 1AM 153K R AR 12 15 7]

ERE AP R B RNATRVRE | BAIBUREREE IAM RBERERZNE. fli, BTUEE
—/NREE , URERA P EZARA EHOFZE AT IIELIITIHEN API EE.

EUTREHF | REEAFPEAEMRITIRENIRSHEET N Department ] Finance A% , £ —
KBAFTATAF RN, EFEHAZ AP BEN |, Ba LS ZRS R NEEERF,

REEMX LWL ET S Department A Finance tEA | F-RIBGFTARAFRAFEMNKX L
BIEMEXH RS (NFS) RS EFEHER (SMB) MHHE, A, ARFEXITUFRSEAMEIXHHRE
B, FHERZHR/MEN AR Department # Finance, HESIBXHHER | B LUNRESHINE
XHHERF, ZENBRNIT AddTagsToResource 5 RemoveTagsFromResource B4 , Fit , A
FPRENMA S 4 HZHITIXEERE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"storagegateway:ActivateGateway"
1,
"Resource":"*",
"Condition":{
"StringEquals": {
"aws:RequestTag/Department":"Finance"

}
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},
{

"Effect":"Allow",

"Action": [
"storagegateway:CreateNFSFileShare",
"storagegateway:CreateSMBFileShare"

1,

"Resource":"*",

"Condition":{

"StringEquals": {
"aws:ResourceTag/Department":"Finance",
"aws :RequestTag/Department':"Finance"
}
}
}

By &M IE Amazon Storage Gateway

Third-party fER ZNEHITRIBN —F 5 , Fit A ¥4 Amazon Storage Gateway FY& 4 Amazon %
MeEME, HHPEHE SOC, PCI, I1ISO, FedRAMP, HIPAA, MTCS, C5, ENS High, OSPAR #l
HITRUST CS K-ISMS F,

BRBESHITUEEAE Amazon FREFFIEK , B REBEEMA TN TN D ESEEANES. BX
—RER  BSREANITH .

O LA TEE =S FitRkE Amazon Artifacte BEXEZEE |, HSRPH “TEHIRE" Amazon
Artifact,

R1EE A Storage Gateway IV EM M REHEWHRBENBE M, BLANESAM B RURERNE
BEMRE. Amazon BEUTEFRERBEIBEEESHAMEER -

- ZEERPMREATERZEEEMRIEANTER — XERBEEINLTREIZEM , HiE
HTELMEBAZL2UEMEAENESNEENERN LR, Amazon
* HPAAZ2EG8HRMEE D — AEEBHEHRT RBAMNMAEAKRCIZNAERF. Amazon HIPAA-

compliant

- EARE — WITEBNERmETREER TEMENTILMATEX,

« f£AAmazon Config 7F & A & 1558 F B AN 144 % /R — % Amazon Config B S5 Tk & /Y R IREL &
EZARREELFERNEPEE, T ANEMR,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
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« Amazon Security Hub CSPM— Itt, Amazon fRS AI £ 7 BN T £IRES Amazon |, BBNERER
BRERE2TIRENRESRE,

#FME1E Amazon Storage Gateway

Amazon £ ERE MR i 2 FE %2 Amazon Web Services Xi3, Af X #ZEK

Amazon Web Services Xifi REHBEF OREETERZHNYENE, SEASEREROLHI—
AAKX (AZ) . 81 Amazon Web Services Xifi H—PMbEXFAZEDL =AM HILREEENE LS
FHWAAXEAR. SHtEMETE , ti1E8EF —MEEL I ENEED L , MEA Amazon
Web Services X1 R #HEN LA ARG ITBEERENRESE. SNTHAXBEEMIMWER, HEH
MIBLPigE , FEBI TR, BEEEMEZHITERE, NRENHFEFEESTHAYE , AUESD
AAXPEERSMNER , LSS E LTRSS,

Amazon Web Services XiF HERERAINNWEMEHNRZ LM, SHAMENBERYF. TAXZEWNFE
REFENER, MEMERUIITAXZENRLSES, A XA URAN RS MR IR 1T 0 XEASE
NETHM, IRBTAXNPBHTSX , WU ERETEFHREFNRYT , UPHIEZEES,

Ei. ZEX., HESRENEN, TAXSEMAECTAREYE LERSENERE , EMETAKX
Witz BAHIEERZ] 100 A2 (60 HE ),

B X Amazon Web Services Xif MaIAXHWEZFEER , HZRAmazon £ EKER 1% M,

BRT Amazon £IKEmZEM S\ , Storage Gateway it X 1F VMware vSphere & A A% (VMware HA) ,
DHBRFFEITEAREZESG. BN EEREFINERENTN, EXELZELE , FSHRF
VMware vSphere & ] Fi 15 Storage Gateway & &,

R B i% fE % € Amazon Storage Gateway

ER—MFEERS , Amazon Storage Gateway® &£ 2 #- Amazon Well-Architected #EZE F $EIRAY
Amazon £ KM EZ £ B FINRF,

BRI AR Amazon EAXMEY APl BN M4%i5 8 Storage Gateway, B ImMAMZF{ERER S
M (TLS ) 1.2, BEFmEXNZFERTTLERRE (PFS) WEBEH , flEE M (DHE) Stk
4k 55 E Y Diffie-Hellman (ECDHE). Diffie-Hellman K ZHIAKRE ( @1 Java 7 RESRAS ) #R
TR EER,

A, XIERFREZES ID N5 IAM EERBRHOBZFRIBARTBERFITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IREt Z & FIERNBFERFITER,
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https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://docs.amazonaws.cn//filegateway/latest/filefsxw/vmware-ha.html
https://docs.amazonaws.cn//filegateway/latest/filefsxw/vmware-ha.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/welcome.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/welcome.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
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® Note

& R¥ Amazon Storage Gateway R M N FEEELAN , HEFTNZHUE M A X H R HE K
HZE, ZREAREEMXERIIILANS ZZEARBRAEIET ARG , TELE
BRXHIMHE , HAUEEMENIFRBEERXNEED,

Amazon EHiFE, P HFIEE CVE, EREERHRMARN -5 , BRI LEEN
EEREFHM A Storage Gateway F, XEBERFEEEITNNEFHEBERNERNEENXE
PSRN —SrNH. BXMXEFNEZSES  FSRERBREAEEMNXEH. Amazon

Storage Gateway

Amazon ZE& & {EXE

Amazon R T Z 2k , HEEFENIEECHRERBITER, XEKEXKRE—HEN ,
HATRRTENREBRER, FEXRTRFTESENIRERTRZENHRRER , FREANEH
WERREMAREA. BEXRESER , H5H Amazon T2 HFEXLEK,

B FZMEE Amazon Storage Gateway

Storage Gateway 5 Amazon CloudTrail—HiiRF &£, , ZRFRMEAF. BB Amazon RF#E
Storage Gateway X HUVIR/ERIIE R, CloudTrail f Storage Gateway HFfE API HRABERAE
. HWIRWIAAITERKE Storage Gateway 12 #| & H B A FXT Storage Gateway API R EH 5B
A, MRECIETIRE , WA LS AE Amazon S3 EE L& % CloudTrail &4 , 835 Storage
Gateway FWE#, MREREERER , BOHAALE CloudTrail #H AW “SHHRLIER PEEERH
WEH, FERKRENEE CloudTrail , BRI LAFE [ Storage Gateway & HEIER., KHERK IP i
., #EREHTIER, ARERHBERAREMFAES.

E T EZEE CloudTrail , 525 (Amazon CloudTrail AF#E®ME) .

Storage Gateway 1 2z T CloudTrail

CloudTrail £ 812 Amazon KB EEEWIK S EBUE, 4 Storage Gateway R R AETEZNAT |, Z5E
e 5HM Amazon RS CloudTrail E —RICZRESHHAELIERP. BAUEBSH Amazon ik
FHREE, BEANTHERERENSH, EXESER , BZRATASHTILIEREE CloudTraill
#.

E#F412% Amazon K REVEH | 2FE Storage Gateway BWEH | FRIBBER, BEAY
CloudTrail fF BEX & 5 2] Amazon S3 Ffi#E. BRINBERT , HEBEEH A P AIBRERA |, ZR
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https://docs.amazonaws.cn/filegateway/latest/filefsxw/MaintenanceManagingUpdate-common.html
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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BN A TFRE Amazon Xif, ULERERIEHEIE Amazon F KR IEFMEXBHNEH , AFEE
HHEEEBIEEMN Amazon S3 R, Lo, BRI LIEEH M Amazon RS , BAd#t —H 9 T MALE
CloudTrail BERIKRENEHEIE. BXESZER , TSR TIIRE :

- BRI RFEBR

» CloudTrail ZEFHERFMER

 BLE Amazon SNS &40 CloudTrail

- BEWCKBZAMXIEH CloudTrail BEXHMERFK B Z K/ CloudTrail BEXH

FiE Storage Gateway BEH2idR Tk , HieREREETEH, fla,
JfActivateGatewaylListGateways, FIShutdownGatewayR{EM AR ST CloudTrail B &34
RERM%KE,

BIMNEHHATREBEEEXRERBFRNAREGR. BOEEABTEHEUTRE !

« BHREMFEARIEPHZER Amazon Identity and Access Management (IAM) B FEIEXR H
- BRERGEAACKRKESAFPNIENZEEIELXEHN,
- BREESHEM Amazon BRE A H.

BXEZEER , 55 H CloudTrail userldentity JTT#,

T #% Storage Gateway B EX 4B

BEE—MEE 6 AFSSH4ENBEXEEHRIEEEN Amazon S3 2%, CloudTrail B &34
BENEENMNEEFZEB. BHRKRKRBEMRENEMER , BEEXFERWRE. BEN BB
B, ERSHBENFER. CloudTrail BEXHTREAH API BANEFHRRE , R TRE
A4S ER IR H

LT RBIE R TERZIZIER CloudTrail BES%H,

{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userName": "JohnDoe"
I
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-P@IVU-PI259-
DHK88",
"gatewayType": "VTL"
I
"responseElements": {
"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
I
"requestID":

"S54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45f0-
bedl1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"
1]

LAF RBIE R T &R % ListGateways#E 4R CloudTrail B&%H.

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-
team/JohnDoe",
"accountId:" 111122223333", " accessKeyId ":"
AKIAIOSFODNN7EXAMPLE",

userName ":" JohnDoe "
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},

" eventTime ":" 2014 - 12 - ©03T19: 41: 537 ",

" eventSource ":" storagegateway.amazonaws.com ",
" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",

" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6

Linux / 2.6.18 - 164.el5 ",
" requestParameters ":null,
responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1I23FRSI1Q8GLLE1IQEU3KPGG6FOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203a189ec8d ",

" eventType ":" AwsApiCall ",

" apiVersion ":" 20130630 ",

" recipientAccountId ":" 444455556666"

]
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HEZ&E Storage Gateway #FE A &

BETX, BAUKRIEMX, THFE. XHERE. aTAME. BIEREMRBEXRESSERUKLE

B EHRNER. RN EHREERENBEINELMLES LMK, S AERBENEH

BEHEBRIS BB EE VMware vSphere & A At (HA) £ A& LiZ{THIMK,

E&

o WUEHERR : BIXELAA : T HRINA2 0 Al s S M < 1E Storage Gateway 2|8 P E RN ELR
[}

- WPEHERR : Active Directory [l : T EEZ R XM 1A 2l Microsoft Active Directory 387 |
MR BIEEIREE (4]20 NETWORK_ERROR, TIMEOUT B} ACCESS_DENIED ) iZE 4o

o WFEHERR - MCEUERE - T HRE SR IBUE Storage Gateway BT ZIAZPE IR EENBER TZEL
.

o WEHERR | i K B ER- T M E A A SR AT REIB B RV BB (R R, BAK Bn4Al o ¥ Amazon Web
Services Support IE 2 | W o< LLES B it 1T B FE HERR

« BUFEHEBR : Microsoft Hyper-V ZE R : T #EE Microsoft Hyper-V ¥ & L ##® Storage Gateway
Bt AT REIB B Ay B Y [R) |,

« MIEHERR | Amazon EC2 WX Ef : EREXREMFEAZTEE Amazon EC2 £ HYM < BT Al BEIE X #Y 82
R BEHNER.

o WFEHERR - MR Z R H- T B AN{A R RTEFE A Amazon Storage Gateway B4 1% % B AT AEIB 2 #Y 5]
i

o WUEHEBR © XM <R E-E R AR BY & T ## File Gateway CloudWatch B & HIH B iR FZ1TIR
MBHINRERRABER.

- WEHER . B AMRE-T #E VMware HA BR5E Fh Z0E £ ) o< 38 B (R B A % B L 4

MEEHERR : Storage Gateway 184l & X B Lk

FERAUTHEIHRES , kKEELY Amazon Storage Gateway 241 A E R K<L FELRASNIZEA
08

MXAREHTUAT MRS NMREMERNEL

« MXTEEEX Storage Gateway IR i 2o
- MRENXHA,
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« ERMXRXBENEFHE ST EZEREI B R , HELARRE.

BEMXREEL , BREHFBRSBAXBLNOEL,
RERERAYP NIHRAE

MRAECHMXEENERARE , KFEFMXETHAERE , FEEFRER BN HEAL, K
o By KB AR A LR & H Storage Gateway FREM MG i MRS iwR. BXEZEE , HSH
Network and firewall requirements,

SERABEENMXNREHRIT SSL REREHFEIRE

MRHREENMRE 2 ARNMNERENIT SSL SURERIEZKRE Amazon , WEHMX AT ES
FIENRSRQUBE, BEMXIREREL  LAREARE,

EEHMBINRHEEHMERE IOWaitB 77 LLIEFF

EERRKEERE , BENTEXAMRXL I0WaitPercent SHEEN 10 REA. XTHES
HMXEF R EFERE RAM HNEE, BXESES , BSEEEMS : £ CloudWatch 4
#7o

REEDHEEEFTH LRE LI FBHEHBE

W3 ML AR SIS RS | AR S BN BN A BT A8, 7R BIRA
REEESE |, MGERE R T,

MXIMEELSE , BFYXBIEREKMEHKTE. BXEZEE , 25 Best practices: recovering your
data,

REXHNEFHERTENE

MREMRKXBENEFUEBFELE -—MBER, EXAIABAN , HECEHRAE , UMK TRELKHA
B&RE.

MEMNERNEEEFENLBRT EETENETHE

1. RAMXK,
2. EFAMIZME
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https://docs.amazonaws.cn/filegateway/latest/filefsxw/Requirements.html#networks
https://docs.amazonaws.cn/filegateway/latest/filefsxw/troubleshooting-file-gateway-issues.html#gateway-not-responding
https://docs.amazonaws.cn/filegateway/latest/filefsxw/troubleshooting-file-gateway-issues.html#gateway-not-responding
https://docs.amazonaws.cn/filegateway/latest/filefsxw/recover-data-from-gateway.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/recover-data-from-gateway.html
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® Note
BRSEE RN INEE - M HEET R

3. EFRIMX.

MREZEHETIR, WERBBEXD

BREBEAMSEOIERIE S3 UMK FHRNFE 2 FRKIREFH MR H M Amazon ZEH T
BEFWEEE.

HBEHERR - M < NA Active Directory B H B Y 8] &

FEALTHEHLRES , BEESHNEXHMX A Microsoft Active Directory 138 20 R U Z£5 1R 2
( {5130 NETWORK_ERROR, TIMEOUT =% ACCESS_DENIED ) ZEA M.

EMFRAXEHER  BRITUTRENEE.,
B IZ1T nping Ui SR8 TA B o< B] LA T (9] 4542 il 85
EZ17 nping Wik |, BHITUATERE -

1. FRAEENEEEFEERH (VMware, Hyper-V % KVM ) ( B FA&#MX ) EH ssh ( AF
Amazon EC2 Mk ) , EZEFIMXAMIEHEE,

2. WAMMHHBFEREEMXLEHE , AFEA b UIEHMETAGS. ENR Storage Gateway
EENEEZENERE  BETUTHS

nping -d corp.domain.com -p 389 -c 1 -t tcp

(® Note

$F corp.domain.com E#th Active Directory 13, DNS & # , FHfF 389 B N IRMILE
B LDAP %A,
WA EB AERIT AT ERN RO,

LA R BI5ER nping MM , MXBER i BHE R FIRS

W EEHERR : Active Directory B3 API fR4s 2021-03-31 155


https://docs.amazonaws.cn/filegateway/latest/files3/migrate-data.html#replace-instance-file-gateway

Amazon Storage Gateway Amazon FSx X#MxAFigE

nping -d corp.domain.com -p 389 -c 1 -t tcp

Starting Nping 0.6.40 ( http://nmap.org/nping ) at 2022-06-30 16:24 UTC

SENT (0.0553s) TCP 10.10.10.21:9783 > 10.10.10.10:389 S ttl=64 id=730 iplen=40
seq=2597195024 win=1480

RCVD (0.0556s) TCP 10.10.10.10:389 > 10.10.10.21:9783 SA ttl=128 id=22332 iplen=44
seq=4170716243 win=8192 <mss 8961>

Max rtt: ©0.310ms | Min rtt: 0.310ms | Avg rtt: 0.310ms

Raw packets sent: 1 (40B) | Rcvd: 1 (44B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.09 seconds<br>

AR nping iR RHIREAREE corp.domain.com BBV ER , EBFRXEMA

nping -d corp.domain.com -p 389 -c 1 -t tcp

Starting Nping 0.6.40 ( http://nmap.org/nping ) at 2022-06-30 16:26 UTC

SENT (0.0421s) TCP 10.10.10.21:47196 > 10.10.10.10:389 S ttl=64 id=30318 iplen=40
seq=1762671338 win=1480

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A

Raw packets sent: 1 (40B) | Rcvd: @ (@B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.07 seconds

¥Z&E Amazon EC2 Mx3k4l VPC B9 DHCP &I &

MR XHMXFE Amazon EC2 =4l £i=4T , NIAMAR S EWEE DHCP AT E |, FHEET TS LM
X3R4y Amazon Virtual Private Cloud ( VPC ) « BXEZER , 5 Amazon VPC F#J DHCP
T,

BILIEAT dig ERRE IR < 7] LUEEAT

WMBMRTTEBATE , MK T EMAE,

EizT dig Bl , BIITUTERE

1. EARMYSEERFEERM (VMware, Hyper-V 5 KVM ) ( BT A/ ) SifEA ssh ( AT
Amazon EC2 WX ) , EEFIMXAMIEHEE,

2. WMAMBHHEFREREMXZSEE , REHA h USHAETAG S, ENRAMXEETHETE

BETUTHS :
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_DHCP_Options.html
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dig -d corp.domain.com

® Note
$F corp.domain.com BN EH Active Directory 18 DNS & #5.

LA =2 AR Zh e B2 #9 R4

; <<>> DiG 9.11.4-P2-RedHat-9.11.4-26.P2.amzn2.5.2 <<>> corp.domain.com
;5 global options: +cmd

;; Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24817

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4000
;; QUESTION SECTION:
;corp.domain.com. IN A

;5 ANSWER SECTION:
corp.domain.com. 600 IN A 10.10.10.10
corp.domain.com. 600 IN A 10.10.20.10

;5 Query time: @ msec

;; SERVER: 10.10.20.228#53(10.10.20.228)
;5 WHEN: Thu Jun 30 16:36:32 UTC 2022

;; MSG SIZE rcvd: 78

REFGRFRRENSE

WIAEEREISRARREN RS, ARGEFRNAGEALENRR , AJibitENMAS. Xt T
A, BREFMX VM FER VPC F M H B B A RS 27 b0 A5

REMXZE S MARKITRYEIZH 2R

ERNRESRE , BICERAXMAEHENE FFIEMXRZFNEEHEE. IRATFEMNSKER , Mx
WETEE 20 DA EEEHREE , NEMASESEN, Fl, MRRAXERVTFEERD (HFS
JEML4tEB ) , Amazon Web Services Xi3 migiiEElgs T AKX ( s ) , MiZE R TsE Bt
Amazon Web Services X1,
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® Note

EEhn 20 W BRINERHE , A BFE Amazon Command Line Interface (Amazon CLI) #
1Z1T join-domain &5 FH IR IZEKATE AV - -timeout-in-secondsi& M, &t a] LUEH
JoinDomain API i Fi % TimeoutInSecondsSHRIEKATE, HRAEIR{ERN 3600 ¥,
MREIEIZIT Amazon CLI s B ERTIREIERIR | FEAREEANIHE Amazon CLI RS,

#51A Active Directory TEBRIAALRHE T (OU ) FRIE THITENITR

#4R Microsoft Active Directory J& B E{AH KB RERIA OU AR ERNE I Z T THENLXT
R, HMXMA Active Directory 2 81 , BRIA OU HAMEFPITEVIXI R, FEL Active Directory
MIRATEHEN OUs , MEIBHXNRLBEMTE. HERIRIAOU FEMX VM WFHITENXNR |, &
EFMmMAFEZE , 2HEHEFHZLFHUNRITENXNR, SR Amazon CLIZTT join-

domain @85, ARE , #BE --organizational-unit %,

(® Note
R RN ROLER N TAEE.

EEEEFIRSEHEE

MREZR TR/ A HEENFIEEMRENRER DT RN MAL , BRESEFREHA
o EEHEHBENEAERHRTRERSTAEMER. BUANXEACIEREEHR,

HEHERR - W o<EUE HE B R &R 4 1R

Storage Gateway BUEERSLTREMER R, BRHAENEABTERBEL KO 80 EFEEIMX
B EE LA ( VM ) B Amazon Elastic Compute Cloud ( Amazon EC2 ) SEfll, 418 5% Bk 3h W BE5E %
R, MMXF 5 Storage Gateway i 2B E RIBUCHIEZH. MREMKXTFTZEEIR Storage Gateway Ui
R, M e B — N P EPER R E 208 R & 7 3

FERAUTHEERESR , REELEZREBE Amazon Storage Gateway Ry 3I 72 Fh U B 1 2048 1558 B 8t 1%
EAM

¥\ Active Directory ZEERIANELRE T (OU ) FAIR THEVITTENN R API WA 2021-03-31 158
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® Note

« BREMASRHEDHBREHRT SEAZRRE (AMI ) iRAEFFMBOIMNK, WREZR
BoEEAEE AMI IR | U 2B R EREIRE R

« ETHEAMI 28l , BHEXERENBNWEBMACER, SHMEEW.ova XHHBFE , F
E.Z:E.I-E}ﬂo AMls

FRORE A 08 U RBUE PR B BLRY AR iR
ERRERAERAMENXRAQREHR  BRTATRENEE.
R EFTHR AW O

SNFARMIEBHME | FREARMEAE EHNEORBERNITHIRS. N TFEHEBE Amazon EC2 324l £
WX  BREXIfZLSEA ENIKEORBENTTRS. EHINGORNTHFRS , BMARSSRHLEXN LN EHiR
RIE1T telnet 5B LRFF/HMERMKMU TR —FMHH, Fla0 , LT telnet S NREiwO 443 #Y
EE

telnet d4kdg@yaxexbo.cloudfront.net 443

telnet storagegateway.region.amazonaws.com 443

telnet dp-1.storagegateway.region.amazonaws.com 443
telnet proxy-app.storagegateway.region.amazonaws.com 443
telnet client-cp.storagegateway.region.amazonaws.com 443
telnet anon-cp.storagegateway.region.amazonaws.com 443

EWHARXAEREAUERRS , HiHRIMXP AL VM 25148 (ERATAEHEHNMX ) .
HAE , ATLUBN SSH EZEFIMXARF (ERTHBRE Amazon EC2 LWMXx )., ARfF , BTN
FEENE, WIANERE [PASSED]. BEXEZEE , S Testing your gateway's network

connectivity,

® Note
MxZHENBRINEFZAFE R admin , RIAZE A password,

R RFER N B IR RB0E R KB H IR R API fR7s 2021-03-31 159


https://docs.amazonaws.cn/filegateway/latest/filefsxw/manage-on-premises-fgw.html#MaintenanceTestGatewayConnectivity-fgw
https://docs.amazonaws.cn/filegateway/latest/filefsxw/manage-on-premises-fgw.html#MaintenanceTestGatewayConnectivity-fgw

Amazon Storage Gateway Amazon FSx X#MxAFigE
BRENELZEMEFTREINFMXZIEZE N E R[N EES

SSLRE, REHFEIREIHEEANHIIELLETRELSTRMRXKENBIEZ, MR SSL it
PHERERERTR[TMEBNERTE , W SSL EF LK. EWIANESEEEHTH SSLKRE ,
BEWO 443 LM EBUERS (anon-cp.storagegateway.region.amazonaws.com) L&E1T
OpenSSL o BAMNEMXMNUTFRE—FRPHITEN LEThaS

$ openssl s_client -connect anon-cp.storagegateway.region.amazonaws.com:443 -
servername anon-cp.storagegateway.region.amazonaws.com

(® Note
regionA{REY Amazon Web Services [X13.

MERBEEHRITH SSLRE , MZGTIFREEUT A THRMEA :

$ openssl s_client -connect anon-cp.storagegateway.us-east-2.amazonaws.com:443 -
servername anon-cp.storagegateway.us-east-2.amazonaws.com

CONNECTED(00000003 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, 0OU
verify return:1

Amazon Root CA 1

Server CA 1B, CN = Amazon

depth=0 CN = anon-cp.storagegateway.us-east-2.amazonaws.com
verify return:1
Certificate chain
@ s:/CN=anon-cp.storagegateway.us-east-2.amazonaws.com
:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/0=Amazon/CN=Amazon Root CA 1
:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
3 s:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
i:/C=US/0=Starfield Technologies, Inc./0U=Starfield Class 2 Certification Authority

0w oR 0 R

=

MREE#IT SSLKRE , NI RERNIERE , XKUTUTRE .

R RFER N B IR RB0E R KB H IR R API hzZ 2021-03-31 160



Amazon Storage Gateway Amazon FSx X#MxAFigE

$ openssl s_client -connect anon-cp.storagegateway.ap-southeast-1.amazonaws.com:443 -

servername anon-cp.storagegateway.ap-southeast-1.amazonaws.com

CONNECTED (00000003 )

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-

southeast-1.amazonaws.com

verify error:num=20:unable to get local issuer certificate

verify return:1

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-

southeast-1.amazonaws.com

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

0@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.ap-southeast-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0OU=SGW/emailAddress=admin@company.com

AU KRR S] SSLEHRF X SSL BF, XEMAE , MK iR/ HIERESARZME P
RIBHATHRE, XERETRERE SSL *\“E:SZ"”‘F%UE@*\“E

B EMKXEE [E L

FREREL KA S B SSL EFHiR. N TFABMX , TEAMKIARME VM 2H A RREN
KWERIES . HRARENT AT 60 ¥, BXEZER , S Synchronizing Your Gateway VM

Time,o

REEEBIETEFEE T Amazon EC2 ﬂ—{’iJJ:EI’J MAXAPFTH, AR Amazon EC2 RXEER IEH
b [E25 B8] , iEHEIA Amazon EC2 SEAI ] L@ 3% 0 UDP A TCP 123 E#E ST NTP RS2t 51
=

* time.aws.com

« 0.amazon.pool.ntp.org

* 1.amazon.pool.ntp.org

« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org
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R AREH Amazon VPC im SUBUE M o< B H I RY 45 1=

Ef# R Amazon Virtual Private Cloud ( Amazon VPC ) i SUBUE MK B HEL A BUESR IR |, BT
LTREMEE,

REFEMNRKAO

BRI ANIE (N TR IFBHOMK ) HELLA (XN TFEFE Amazon EC2 FHIMX ) R FTEIR
A4 FHFFIRS. TR xiEZE Storage Gateway VPC ¥ RFTER % O 55 M < E 12 5 0 8 i AT A
EWNIwOTRE, E#EEF Storage Gateway VPC i R EEL T iw A :

« TCP 443

« TCP 1026

« TCP 1027

« TCP 1028

« TCP 1031

« TCP 2222

BXEZEER , 55 H Creating a VPC endpoint for Storage Gateway.

A, BEREIEEE Storage Gateway VPC lis R Z 24, & EEU‘”‘ WERIAN L A RER X FTE
MmO, SIE— NN ZRLA | LKEMXIP ﬂﬁiﬂ:/E,El WREBNMERO. AE , FZRLHEE
2| VPC % =

® Note

£/ Amazon VPC 2| & RBIEEREE VPC ImR L £4H., NBEFIAEF Storage Gateway
VPC iR , REEFRLLHIETF,

EWIAFTEIR O4 FITFIRA , AJLAE Storage Gateway VPC i = Ei21T telnet &5 5o NS
KNUTFR—FHARNRSELETXERT, AUNE-—NRIEETAXH DNS HHETNH,
flan | LAF telnet @5 DNS & # vpce-1234567e1c24a1fe9-62qgntt8k.storagegateway. us-
east-1.vpce.amazonaws.com iz Ffr 55 #Y i 0 iE £

telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 443
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1026
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telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1027
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1028
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1031
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 2222

BRHRIELZEET LB RN KL IEE Storage Gateway Amazon VPC ik R B EiEE

SSLKRE, REBFEIREJIHEHEANPH A ELZLMARESTFRMRNXRIENBED. R SSL 1E

PHERERSBERAFFTBANERARE , N SSL BF LMK, ERIAEEEEHRITH SSLEE ,

£ Storage Gateway VPC ¥ = LiZ1T OpenSSL i, \ﬂ\MEﬂ?H_\ﬂ:IE—?ﬂqﬂﬂ’ﬂl‘l‘%'ULJ:JEﬁ
Lo s. N8N ENKOSITHS :

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:443 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1.vpce.amazonaws.com: 1026 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1028 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1031 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:2222 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

MERBEEEH#TH SSLRE , MZGa S HEREUTATHREHNEA

openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )
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depth=2 C = US, 0
verify return:1
depth=1 C = US, O
verify return:1

Amazon, CN = Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon
depth=0 CN = anon-cp.storagegateway.us-east-1.amazonaws.com
verify return:1

Certificate chain

0 s:CN = anon-cp.storagegateway.us-east-1.amazonaws.com

i:C = US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
1 s:C =US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
i:C = US, 0 = Amazon, CN = Amazon Root CA 1

2 s:C =US, 0 = Amazon, CN Amazon Root CA 1

i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2
3 s:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2

i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification
Authority

MRIEEHIT SSLRE , NEAFE RERMIERE , KUTUATHE .

openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED(00000005 )
depth=2 C = US, O
verify return:1
depth=1 C = US, O
verify return:1

Amazon, CN Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.us-

east-1.amazonaws.com

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.us-east-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

BoR R AR SSLIEPAT A #XZ SSL BF, XEKE , NXBIMRFERAE VPC in K H LR
ERZHMEHABHTHRE, XEREGERE SSLREJRERFEIRE.
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KEMXEE[EL

BRRER K253 SSL BEF4EIR, TR | ATLEAM A VM 245 ki 2 K
KWEtEIES ., NERENFT AT 60 ¥, BXEZEE , 55 Synchronizing Your Gateway VM
Time,o

RE B EBIETMEILE T Amazon EC2 24| ERIMKxH AR B, NHEIR Amazon EC2 RXBEB IEH
#[E 2 atE |, EHEIA Amazon EC2 SEHI AT LB i O UDP 1 TCP 123 EEZILAT NTP IRE855th 5
x:

» 0.amazon.pool.ntp.org
* 1.amazon.pool.ntp.org
« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

KEHTTP REHABAXRBKNZEHRE

ERUEZH , BREZREER MK VM £ Amazon EC2 K HTTP REEENixO 3128 £H
Squid RE, EWERT , BIAUATEM

« ZE#E| Amazon EC2 £ HTTP REMNZEHMMEB ALAN, HAWBMN ST ERD 3128 £
FXRBMK VM 1 IP it #y Squid RERE,

o E#Z| Amazon EC2 VPC iR SR HALMEB AEHN, XL A Sh# N AR O
1026-1028. 1031, 2222 #1443 £x#EKH Amazon EC2 £ HTTP {RIER IP it HIFRE .

R RAE AN iR SUBUER X BE — VPC 58 Storage Gateway VPC i s Bt
I £8 iR

EffR7ER — VPC #8 Amazon Virtual Private Cloud ( Amazon VPC ) i REVER T AL E ik 2B
SEMXEHIMNER | BHITUATRENEE,

#51A Storage Gateway VPC im < L8 AFAHE DNS BRERL T B ARS
MREAFE DNS BT EARS , WEEBEMZ VPC B AE ik SRV EAM X,
EZ A DNS BWED , mITATRE -

1.  3TFF Amazon VPC 24l &,
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X T /5 AFH DNS £# , BBRA LRSS Ao
EFRENFE DNS EMKRREFRE,

2. ESMERP , EFRR.

3. i&#% Storage Gateway VPC &
4. EFBRIE,

5. EEEEFAE DNS B,

6.

7.

HFEHERR 253 ) 5< [F)

&) LATE T H 3% 28 o< 72 52 A A it R o< B 0] 8238 21 fY 82 8 r) B LA & 2047 S iF Amazon Web Services
Support I #2 3 W o< LLES B3t T B FEBERR IV B 2o

TRIE T IR A MK o] sEiE 2 /Y B A 3,

[R] & ERERIRE
EHRTEIMKH IP ik, FEASEEFEFWEEIN , UMEERMX IP i,

« XIF VMware ESXi , E#I4LHY IP #hit ] BAfE vSphere & FiwHY
“WE ET+~ L& E,
« X}F Microsoft Hyper-V , AIZFRA#IZH R EK VM B IP tbit,

MRIETARIELREIM K IP it

c REVM BREEFB. REVM EFENERT , IP bt 4%
[N O B

c ZHE VM ERET. NRERNFTFF VM , BBAMKAIREEE — L
BBl F RESE RS B3 1o

B T MR RS A 1 ] « AYERTREMNED,
Ao . MBGERAEREHAERGESBHMETE , NSARBH A

BB ARAARTXERS KIS Amazon#THIEERF. AXM
XA RBERNESELR , BSRAMNEM AIEER,

LR B T Storage Gateway + REMX VM & B NE PR ping Bo
EEERF AP BE TR
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[R] &R ERERIR/E

Het , MXBBESESK « REEH VM REEE Internet B MKERE., Bl , CFERE

Mo SOCKS R, AXRHTHBRFENESEE , F5H NiAM <M
SHEE,

- REXNHRBREER , TVEFEEE N SMHERE MY
(NTP) RS2 E31EE , AR M VM EI’JH'J‘IETJ BEH, BXED
BV EERFEVNRBEM VMsWER |, 550, BEMNXH
P& A [E M ( NTP ) BRSS 88

s MITIXESRE , B LA Storage Gateway &1 4 Mk B H
BUEM X mSEHZHMAETE,

- RELANELINREELDE 16 GB E’JWTS?O MRANEFLT 16
GB, MMXx5BAEM, BEXREZEL , BSH XHEMXEEE
Ko

BEERBMXM Amazon BALUREERMNIEZEIZEN Amazon 5EENAREFANMX VM

prd |- 1] okl R (NIC) o FF By M £& & EL2S (NIC) , M Amazon tiZE MM
REWHH. WREESHHIERE , Amazon FERERET
nER, AHRERBEERERSE , WRAXMAEEREA. XF
SaHETERETER , BRI LLEA Amazon Direct Connect £
A< H Amazon[Bl L & AN ERE. ENENEHMKE
HYZERET I Amazon , EEAMXMCloudBytesDownload
ed MCloudBytesUploaded #E#HF. BXRAFBHEZELR , &
SR HEER{EAL. BB Internet EEMEEB B THASH LERF
X RIEH

EPEBERR AN #th 5% (A R API| MR 2021-03-31 167
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[R] &R

FREM KRB EFFH

o

£ Microsoft Hyper-V
S A ( §B% ) Storage
Gateway BIEZ! A1,

BB —%HEE | BEHE
EARXREFHNRIBEAZS
7 Amazon®”,

ERERIR/E

- 7£ Storage Gateway #Z &M IETF £ |, BUEMRELL
WP it ERESFEAELYERREFE PR ( Bl VMware
vSphere & w8l Microsoft Hyper-V Manager ) EEI&Y IP #:3it 48
E. MR KIM IP st RN —F , M Storage Gateway 2 HI A E/F
Mk, mi<FAMXELN PR, EFJE , Storage Gateway 13l
BRMXET A IP it 5Kk N SENERRFEF R
FERR X IP #thukFAPTHE .

o XF VMware ESXi , £ IP ik AT BAFE vSphere & i
B RE R ERE

« XJF Microsoft Hyper-V , AI&ZA#hiRH AER VM B IP it
ik,

- REENNKXESMNIERE | Amazon D FRRII W < B9 W 45 1 32

c EEENEREFEREREFRPREMNXCHMNEERRE , HH
REFEANFIEMXEOSEEE.

s EMXAEFEFREMKNMEEERR[EE, BXHEA |, S
FHEEMXMBIRE,

&I AM Amazon CloudWatch ##|AEFHHM AW EHRHE, X
MEHEMAHWELEME ZE S Amazon , BHSREMEEM ML,

BESH WEHER : Microsoft Hyper-V iR & , IR Microsoft
Hyper-V L Z8E M < IB RSB0 & W RIBB 1T 7 % 88,

WMRIERI PR EE LAATLZM 5 — AR BE LATLAY T2 PR S IR IR B 22 AT |
NELWEIHER . MRFRBIXFER , BBKR Amazon Web
Services Support,

SRR © 23 R} 5] R
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FF I8 Amazon Web Services Support 17 7] 1% PR LA S B X3 2 3t 3T B B9 W < i 1T
U PE BERR

Storage Gateway f=ft 7 — N AihiEH A , TATHRITZSWMER TS , 23 AT Amazon Web
Services Support 15 B SABE B IR iR RM K B, BRIABR T , JEMIMXH Amazon Web
Services Support 17 B4 F R ARTS. EaE S ENHARHIEH ARG RNE. E Amazon Web
Services Support HEBHMK |, FABEFENN ARG A , S E Storage Gateway FIEH & |
REEZEIZHRSEH.

FIEX M <B Amazon Web Services Support i [R]1% FR
1. BFREENHARBEG A,

* VMware ESXi — BXEZEE , FZHEA VMware ESXi 15 [R] M X A #3251 5 o

+ Microsoft Hyper-V - BXEZEE , SR EH Microsoft 15 [0] X A #i2 &l & Hyper-Vo
2. HERTAELEAENOBFERIEEMKEHNE,
3. WAhTHATAGTHIIR.
4. BHITUATREZ—

- MEMXEANRLAEIRS , BETHATSELOT |, ¥ open-support-channel XEEE
Storage Gateway HWEF X ¥, A TCP igA 22 , AMEZE T LITFF AmazonfI X iFEBiE, EiE
EREFEF IR | Storage Gateway F AP BEZIFES. Bid TENZFES,

- MEMXEANR VPC KR , IETE AVAILABLE COMMANDS B O |, #i A open-support-
channel, MRFRYEM X , FIRHEEEREET Storage Gateway B X#FH VPC ix 25 IP b
e AW TCP RO 22 , SMERA LT AmazonfI X FEBiE, FEZFIRF X, Storage
Gateway FHEDBXHFHRS. Fic TENXEFRS.

(@ Note

BEST 2 ( £z H Protocol/User Datagram Protocol (TCP/UDP ) is O &, fR , W
X £ 5 Storage Gateway IRE5252 31 Secure Shell (SSH) (TCP 22) iE# , HiRMHA TiE
BN ISRE,

5. BUXEERER , BRRHENTIZFRSSHB , Amazon Web Services Support Amazon Web
Services Support LA{E IR A FEHERRES BY o

FF /& Amazon Web Services Support 78] 4 BR LA EE BBk Bk W < # & API hzZ 2021-03-31 169
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6. EXEHALETHG , WA q UFHEEZR, £ Amazon Web Services Support BRIEZIFLFETK

ZH, BORAZLE,

7. B A exit R4 Storage Gateway #Z#IA,
8. RERETEBRERLARMIZEHSE,

HBEHERR : Microsoft Hyper-V & &

T &RIH 7 &4 Microsoft Hyper-V £ & L #& Storage Gateway A AJ 2B EI AV B H jR) &,

()2

Ea2iR S A M3 HIREIL T

HiRHE

“ZR S AELA &4 AR
SHREIR, FAKM. EMN
B [..] TRAZELHS A
X, RZEEA Hyper-V 8l
EMNS HERET , FaES
AE#HL, ”

4

/R
P{AN
5}

ZRFARKHWEILT
RHE

“ZH T AE RIALE & £ R
ZEEIR. FAKM. &

AESTEMNM[.] EFIX

. XHFE. (0x80070
050 )’

EXWMHRE
HI RV E R T

s MREZEEABERMXREXHNRE K, BES AELIXS
EEPEEMNEN RS — &2 Ni%=2 AWS-Storage-Gatewa
y o flan

C:\prod-gateway\unzippedSourceVM\AWS-
Storage-Gateway\ .

- MREEKLHFTRX , BRBES AELIERE FEE S HE
AL B & IR A STHFIETT , W 7E A8 48 49 P X XA P (L B 2
BVM, ARBLTEBMZXMIBES A, ATEELEZ , BRI
RITAVEESMXFRXARIAR , FREERIFNALE, N
BAESARE .

MREUT NP EREBNFRXFLECESNMK , N4k
BREFELN , REES AELAHINERE F ik S HIAAHE

NREELHEM KR AXEEMNERFE T E SRR A ME L
BUEXHFRRIA R | BASHIIEIR, BEE®RAE , FE
Hyper-V R EX EE LM EARK RS 8: T HEEEM B,

HBEHERR : Microsoft Hyper-V & & @] &
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[R] &R

2SS AMK A WEIAT

HixHE

‘RS ARLAE K
ERE|ER. FAK
M, Import failed because
the virtual machine must
have a new identifie

ro Select a new identifier
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X : RERFETRE , TEE
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HIlRtEEMITHEET
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ERERIR/E

SARXE |, FRAEES AR FEPIERE G ELAHLEDUE
PEHRTEXHE | KA VM eI — 1D,
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CPU ZREKM. R VM B CPU MNBERE T EREERFHNX
o

B> Storage Gateway ERHNEZFELR , BZHXHEMXREE
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HEIRBR AT RERZMRFIERN RAM MEH LA RAM Z RN E
S E L

Bk Storage Gateway ERMNEZER , BZHANEMNXREER
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“JNo
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EEEREERERFN , R84S
RREm LS,

MR} A Broadcom M4
EBCESH Hyper-V EHLFF
BELZIALAT (VMQ)

EXIVERE

B 5 R A Microsoft Windows BRSEHI A5 NG R M. a0 , 40
RELRNKSZEEFENAE RN hyperv-server |, MAEALLT UNC
& \\hyperv-server\c$ , HPBREAFEMBM hyperv-se
, IR M hosts XHHTE L T ZE o

rver

LAZ 3 &8 R 54 Sconfig.cmd TEAEERFENFMAF
iE$,

BXRBRFENEER , 1S5 Microsoft X4 : Poor network
performance on virtual machines on a Windows Server 2012 Hyper-
V host if VMQ is turned on.

MAIRE2EZEIM K ERET

%o

WEEHERR - Amazon EC2 M >< a3

EUTE DS |, SA R BEFAEZZEZ] Amazon EC2 M XA ATRS @RI B BB, B Ei¥F 4 T i
3 < 1 Amazon EC2 REFEBHIM < 2 B X 5 , ES R 71 FSx XMk EEFEERIA Amazon EC2

=
E3 1
+ BT —&)UEMRXI KRBT

- BEEHFIRFETE EC2 MXEHI
« BEEMF Amazon EC2 Serial Console i 1 B & #9 B >< 3L 451
« & Amazon Web Services Support Z8# L HEEEH Amazon EC2 MK HFE

[

BT —2 LB Mx HRBE
£ Amazon EC2 B #I& R ELL TR :

- BESSfIXBENZEAPEAKDO 80, BXRFAMLZLEANNESFER , iF5H (Amazon EC2
RFERE) RRRmMEZEEAN,

« MREHLFRIER “running’s 7 Amazon EC2 #B#|& 7 | RHIKRSNIZR EEIET .

- BFREH Amazon EC2 EHIXBEFEREER , MEFE#EFRPAIR,
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FizEBfE , FRREFMBEMX, At | iBHITH Storage Gateway £ #lE |, #E#F7E Amazon EC2
EHRBIHMK , REEFEASZHL IP ik,

15 S5 5 PR R E) EC2 M52

MRIEZANIEHROIE T RERE , ARRRSXKNOIEEST , WREDHBIKFIREEHN, EX
MIERT , TIIT TRERERM X KA

« BB LR Amazon REB& (AMI) BFR. ETF Storage Gateway AMI B S 45i K7 5L
aws-storage-gateway-ami XAFF 3k,

- MREBHILANKBIET Storage Gateway AMI , IEEF KBS 3 85 R KR X F EFEAY K6,

BEEF A Amazon EC2 Serial Console EE 2R/ N < L4

BB LAfE ) Amazon EC2 Serial Console k#EE5|1 S, MEBEMEbRB, BxUiAMBFELERRIE
~ , B2 {Amazon Elastic Compute Cloud &) ## Amazon EC2 Serial Console,

#& Amazon Web Services Support & ITHEEEH Amazon EC2 MK fE

Storage Gateway =## 7T — 1 ARipiRH A , THTHRITZWMERES , @FE AT Amazon Web
Services Support 17 8] 3 SRS B I iR R MR BB, BRINER T , JEHIMXH Amazon Web
Services Support 1 B4k F X FIRZS, BT Amazon EC2 ARithi#| & 8 A5 R, i Secure Shell
(SSH) &% Amazon EC2 A%l &, BB SSH RIIER , BHXRFNLZEHLMEEFK
TCP w0 22 FA M,

(® Note
MBFEHANFMBNELSAE , WFANEZEATFEAZZEANMESRS, BXxTZ2EHUR
WMARMELENNNEZER | 555 (Amazon EC2 AFEE) T Amazon EC2 4
4,

E Amazon Web Services Support EZEH M X | BEBE L EF Amazon EC2 EHIM A iz A | &
MEIF#MXHEFIE |, ARREHENRE,

R EBFE Amazon EC2 =4I| EFIMXFFE Amazon Web Services Support i/ 8] X fR

1. BFE Amazon EC2 LI AtbIEFI&. XU , iHE (Amazon EC2 AIF{Em) HPRIESE
EBHE B,
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BREANUT SR TERE EC2 SEHIMAMIZEHIE,

ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME

(@ Note
PRIVATE-KEYRBEEATB3) Amazon EC2 £4I#y EC2 ZAX I BRI . pemX
., BXEZEERE , 851 (Amazon EC2 AF#§R) FHRRZHANMNLEZH,
INSTANCE-PUBLIC-DNS-NAMERIZITM XK Amazon EC2 SZHIHAFEHE RS (DNS)
BB, TETE EC2 #2454 HikE Amazon EC2 L4538 o5 1% BRI T SRIREUL N B
DNS & #,

2. HERTEA , #wA 6 - Command Prompt X3iTF Amazon Web Services Support BEIZHI &
3. %A h LATFH AVAILABLE COMMANDS &0,
4. BEWRITUTEREZ—

- MRMXFEANRLNERLR , BEATAGSEDF , A open-support-channel KiE#EE|
Storage Gateway &P X#F, AU TCP %A 22 , AEETLITFF AmazonI ZiFEE, EiE
EEEF Rt |, Storage Gateway FHZ S B XFHES. Bie TENIHRS,

- MERKREAWR VPC k= , IBTE AVAILABLE COMMANDS & A | % A open-support-
channel, MRRBGEMX | FRHEEIEREET Storage Gateway B XM VPC i 2=l IP iy
o AW TCP ¥wA 22 , MEZRTLUTH AmazonfI X iBE, EiEEFEFX#EFrT |, Storage
Gateway FHEDBXFHRS. Bic TENXEFRS.

® Note

EEBTR ( f£iEElProtocol/User Datagram Protocol (TCP/UDP ) s A&, #k , M
X £ 5 Storage Gateway JRS585 2 31 Secure Shell (SSH) (TCP 22) iE# , HiIRMHATIE
BENZEFEE,

5. BUXEERER , BRRMUENZIFRSSHE , Amazon Web Services Support Amazon Web
Services Support LA 12t FEHEBRAS Bl o

6. EXBLETHE , WA q ANHELER, £ Amazon Web Services Support BHIE X FSETK
28, BAXAZEE,
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8. BEflAFEHIRIENRIHE Storage Gateway K41,

HEHERR . IR Z RIE

(® Note

KiEEFTHIEA - B 2025 5 A 12 Aig , FAERME Amazon Storage Gateway B4R %
£ Amazon Storage Gateway BHRZNABEF - AIUBREFAHIREXIEF , EE 2028 F
5 B, ERBRAR , AL Z Amazon Storage Gateway RS A ith M =i B F 72 5 1R
3 JLF T BRI =176 B T A1 AL BR o
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MREFBERRERRE , JSAEMA Dell iDRAC EEREHITIIRE, BEXEZEE , i3 Dell
Technologies InfoHub M4 E#Y | DRACY EHAEBRTEIS : iiZE S Dell EMC PowerEdge 5535,

IRTEMAL3R B Dell IDRAC XiF ?
/R PowerEdge RS S3E A B /RIDRACEE O, BRIMNBIINIT T HIRE

- MREFEH IDRAC BEERE , NNEXRRINFE, BXIDRACEINEZELR | 5511
PowerEdge B/R——iDRACHIBINEREREMHL? »

- BREHZE up-to-dateh T BHLEZ 2RI,

« J¥ iDRAC MEEZEOBHEEEMN (em) ix A AL S B AE R B FH LR & EFEE 1T,

BERTEEFREFYS
YRE]LAE R Storage Gateway 2 #| & # 2l Amazon Storage Gateway BH IR Z K F 55,
EREHIRERFYS :

1. #Ehttps://console.aws.amazon.com/storagegateway/Z F 3] Ff Storage Gateway #2#l &,
2. MIEZENM SR PIERES,

3. MIIRPEREMHRE,

4., ERFWFAGRENMFLRIEFISFE,

HEARREEFIRE I

Amazon ERRRENEHFRZFNEAREZRE , HZHAmazon Web Services Support.

% Amazon Web Services Support FIBAFIBESBEREBE X HFRE , LB REWFKBE, BT
FHFF OB RPN EERE , BEHTRABHERNEEZIT . BUUNEHEHERESE
BE , I TENEREMTR.

BT H 58 Amazon
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MER B EERERP K ERE , DERYIR O S MIZE 30 WAHT, Fli

RE - FEiwA 19599 EITH
3. BTwOSHFHEIEMLE Amazon Web Services Support,

HUEHERR « SRR 5% [E) &

BRSO SRR BLE N fF B &% B B A Amazon CloudWatch BE4H, BEHFZfE , E2WEIB XM
KBTI AR B R MRBE R EAHEIRNBA. LRI CloudWatch B EH K| H RIXLELHERM
BITRRBANES

EUATEHDF , ERURIARELERBYEERSNERNER, STRORLE AR i ## R FE,

FR

« 5% : FileMissing

« £8i% . FsxFileSystemAuthenticationFailure
« %51 : FsxFileSystemConnectionFailure

+ 45iR . FsxFileSystemFull

+ f8i% : GatewayClockOutOfSync

« f8i1% : InvalidFileState

« 45iR . ObjectMissing

+ f8i% : DroppedNotifications

« JBH . HardReboot

- BAER

. HPEHERR : Active Directory i3 A] &
- BEMERRE : £A CloudWatch fE#x

51i% : FileMissing

FileMissing 8% 5 ObjectMissing $HiRREL , BRERNSREMEE, S E MR
BEAZBM Amazon FBRIEE X MY , AJRESFileMissingHI4EIR FSx. EAI/GE LTS
FSx BUMIL D4 3R1Z IS REBRF K FSx Mo
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E#ER FileMissing £51%

1. FXHNBEFHEIRREFE SMB BEFENAXGRET (FEESRIPEHLXH) .
2. fER SMB %77 i M 3T 44 M 5% M BR 324+

3. FSx A SMB BEFinEHIEEL R 1 Amazon FRFH XA BRMRA. BT XM ITIER
.

Hix . FsxFileSystemAuthenticationFailure

HEFNHFREMRENSIESBHENRERHEN , 2H;

FsxFileSystemAuthenticationFailure f&ix.
Ef R FsxFileSystemAuthenticationFailure £5i%

1. WRTEER Amazon FSx XH R SRR EMEUENARAE N,
2. WRAFPEAMN I Amazon FSx for Windows X 4IRS 88 MR EH TR FIE L ENR,

Hix . FsxFileSystemConnectionFailure

I EMM S ITE LB Amazon FSx RS EsRT |, &AL
£FsxFileSystemConnectionFailurei@F44iR,

Efi# R FsxFileSystemConnectionFailure £5i%

1. TWBRFIEFAZEF VPC MNER IFE M it EHLHF Amazon FSx IR 88 2 BRI M iE R,
2. ¥R Amazon FSx RSB IEEIETT,

£1i% : FsxFileSystemFull

% Amazon FSx MHREH&E 2B T HEAZE RN |, JAEAFsxFileSystemFullHI4E IR,
EfE R FsxFileSystemFull £5i%

11N Amazon FSx X RSN ZE M ZEE],
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£i% . GatewayClockOutOfSync

4 X <8 U B A 3 R £E A A] 5 Amazon Storage Gateway IR 25 &SRRt Al 2 A1 5 D4 EKATE
HERE |, Bt W BIGatewayClockOutOfSynciRiRHE . BHEEIZL R A gE L X M < F 2 8
WEEF £ AE R Amazon, MRMXINEFEL , NFS F SMBEZETRESHI /0 Hix , HE
SMB AF Al 2B R & B RIEHIR.
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REMXHM NTP RSRBANMBEE. BXELMX VM BEMER NTP RSHERENES
BE , BZRANMXEEMEREBIL (NTP) RS8R,

2% - InvalidFileState

HEEMXUANBEAREBIEEN XHRERMNIEEXHR , 2HI InvalidFileState iR
Akt , Mx EXHHRSEETE Amazon FEVIRASTPIEE FSx. BEEM Ama FSx zon L& R X4
E AT BER M,

E R InvalidFileState 4Ei%

1. BXHHSEFEIRREER SMB EF RN BXHRES (FEELSR 4 FEHILXHG ) . MR
Amazon FHY X HMRAS FSx REFIRA | & FTEIZARA, Hit , BRI LUEREM SMB &/ i B

1A Amazon FSx #£%,
2. FSx BE#1 Amazon Rl BRiZ S04
3. fEM SMB &/ im MM BR S
4. FEREW SMB B , BE XHRMXFEEDSER 1 RREFNXHHRIFRAE HZ] Amazon

FSX,
=1% : ObjectMissing

HEE XM UANEBEARM Amazon i BRIEEXHAT , ATRERO0bjectMissingH B4R IR
FSxo HAIFE L&A EI S FSXHMIL B #h#0 TiZ X REPRF K FSx M,
Ef## R ObjectMissing 5%

1. FXHHEFEIRRFE SMB EFR RS XHRET (FEESRIPEHLXH) .
2. £ SMB F /i MRS BR S 4
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3. FSx A SMB BEFinEHIEEL R 1 Amazon FRFHI XM BMRA . B XM ITILER
.

£1% : DroppedNotifications

MRMXBRE ENATAFEZREDT 1GB, HEE 1 2HEBEAERNETRRENES 100 1,
N gEF EIDroppedNotificationstFiRM AR HMFHIZKLE K CloudWatch BESK B, XS
R, ERTRBFERE , MXx&FEIEERFMR CloudWatch BEEA,

Ef## R DroppedNotifications 5%

1. 7£ Storage Gateway & H A SEEIF L EFEHM XM Root Disk Usage $6+: , AMEHE
ATANREEZRRETE,

2. WMRTAZEE/NT 1GB, FEMAXBEFHEBEENKD. BXRE , BSRAENEDYEERF
(OB E =
Ei8 0 Amazon EC2 MXBIBREE K/ , i55H (Amazon Elastic Compute Cloud FIF1ER) A
By IE SR 3T 488 EBS B 1TIE N,

® Note
o3& AN Amazon Storage Gateway 4% & W RELEE K/,

3. ENBIENMK.

B : HardReboot

WX VM BEAEFRT , BL2WEF HardReboot BAl, LXEF AR EME, BHBESEMEH
SHW. XTF VMware M3< , vSphere ST AMNARFHENEERE2SBMLEH,

LUBRPPMXEXBENIFERIZ(TH |, E8EHealthCheckFailure BHREFE , AEHEELH
VMware BNEH B,

BH:ER

HEFBEFIMNX VM B , BL2RFNEFBEH, SALUER VM EEREFEE2H A5 Storage
Gateway ZRHIBEFBIMK VM. BHEATUEMXLEF ABANERAMXKEREFRS.
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MREENEEMKXNEERELT THAHEDN 10 28K , NEEFSTRREREN , A REREMF
B, MRERREREFHRZN , BREZEGEFHIEMBIMX,

HPEHERR : Active Directory 13 8] &

FSx X#HMxFT 427 Active Directory F[RIBE KT ER HEHEE . WMREFM<MA Active Directory
HEHER EE , FRATUATRE

- WIAMR A=A ERRiEEE4185 ( RODC ) EiAE,

- BIAMELE A EFR DNS RSG5,

Flan | InREBIEEZF Amazon EC2 M= NA AmazonfEE#Y Active Directory , iERIE R &
B9 EC2 VPC iREH DHCP MR EE T AmazonitE I Active Directory DNS fRE 25,

&8 VPC DHCP AT EL ERY DNS BRS5 2R RFiR 45 VPC VP EC2 £, MREN EH
XIEE DNS BRS528 , M AT BAE R iZMxHy EC2 A2 & K8 E
NTFAM , AR 26 & REE DNS BRS5aR.

- BEEMXAHZEFENGTRRI FTETATHTRBIEMXMEERE, FREETHNEEERN
B EBPAIKERE B M (P bk,

dig -d ExampleDomainName
ncport -d ExampleDomainControllerIPAddress -p 445
ncport -d ExampleDomainControllerIPAddress -p 389

- BIAEH Active Directory RS EBXLENNR. BXEZER , S Active Directory fRSS
K RBRE R,

« FIAFIXINAT EWRIALRET (OU),

MABSEBRINTENES (T2 OU ) F8IE— Active Directory TTENLIKF , H A MKXHI M
X IDEAMFE (BN , SGW-1234ADE ) ., EKFHBHTERE L,

WRER Active Directory RN FHHITEHNRIEE T OU , MEIMAF R AFIEEZ OU,

MREEZHMAEERN OU FERGRIMIELEIR , FEHMEM Active Directory HEER, B
BRAAREEMAREMXVITENIKS , RETENMAE. BEXEZSEE , BSHNAHEEN
Storage Gateway X #®>< 0 A E)FF Microsoft Active Directory & 3301 #9338 & B #Y =] & 2

« MAXAKZEFENBTRRIFTETUATES , WIATLAE DNS H@EAMXNENE. FREE
THEEERNEHMXHERENSE,
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dig -d ExampleHostName -r A

WMREAMKEE T BEXENE , WAAFHRMEOE IP #hut# DNS A 12,

o FEIAR X AITIRHIER 2 B MBERL T EEBRENKFE, MRMXE 20 BHAIRE KSR B EHEG
BFRWIPRL , M MAFNE RSB,
WMREMEA JoinDomainCLI S8 H¥FMXNALE , WA BURIIZ - - timeout -in-secondstrEFFE
B B (B ZEH< B & < 3,600 ¥

« BWIAZRTRMR A Active Directory A EB AT E MR,

MM Z - £ CloudWatch 3845

BHETHEKREEXREAL S CloudWatchig#rH Storage Gateway K& R B M R ERNE 2.

£

- B EFRE , BRFXRNEE

o JRHY X R MG B

« 8% Amazon XHRSEHERE FSx X

« &1 Amazon FSx X REFETEIRIARIRE

. B KE Amazon ERIBIERERIE FSx

o BRMXZDEL XY , HENMKXHITEAN HIRER

5B FE, BHMXRNEE

MREH File Gateway EiZ1TIstn SN 5 B R R NERE , FREIndexFetchMIndexEviction
CloudWatch 38%F :

« MRBEETLsmHER KB FZtZIndexFetchigds KT 0, MBHXHENKBHREEXSZ
EmEFNENEL , Bt SMiFRIFS FEA T Windows 4RSS EEM » LB ZEFZRABNI
ERI E IR b3 1T,

« R IndexEviction EHRATF 0, MRFXHEMXEXF LN AEHEFFEENATHNRK
B, BERHBERT , XHEMRAAMRIETFRIZDHEFHBR —LEFEZRUES| LT EF. WRIX
MERAELEEH B ML , B S5BKER Amazon Web Services Support.
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518 Amazon Web Services Support = Amazon FSx X RZEN AR ITIHE , HEREW AR
HiE SRR R

SE B P 5 AR M R
MR AR RIARL , HHATATRAE -

s MREERALESIHRHGEN , FRE IOWaitPercent E#r, LISIRE REE /0 B3R AT KA
CPU & FTZHRRSHWNBEE S L. ERERERT , LETELXRS (10XES ) , FETELKER
SHREERNEHEEA, EXEERAT , XHERXEFRSIBEFEFWES RAM BV, ATRERFHBH
HREIEMEHIMEERIA, S0 LUBE N IREE (A F RO YRR KRR R,

« R MemUsedBytes 5455 MemTotalBytes EFRMERHJLFHER , MXHEMXFERTH
RAM, BRENXHERNAEZED>EEMENTD RAM, MBERHXHMXEAERER , I TERIR
FBIEAZMNEARGIRMIFIMESZ RAM,

MRXHHZR SMB, NREAGEHEREZEIXHHRLEN SMB EFRIHENHESEN, EEEHE
L EREEENBEFHEHE |, FRE SMBV(1/2/3)Sessions Eff. MBEETSANEF
BUREEE O XM XRINEZ RAM,

&1E Amazon X RSGHF AR E FSx 344

MREBRIMK L X HRRRIE Amazon FSx XHREH |, iEREZFilesFailingUploadig
o MRZEHMERLEXH LERN , BERSTRREH, X4 EEXKKE , MXSEREBEITRR
BA, AR RXZRAENEZFAEE.

TE Amazon FSx X REHRETEIRIBMIRER

NHEMX LR FEL FSx XHRE (PINTREXHREGRINRENR ) TRLSBSIXHEE N

M-S BE FSx B9 Windows MHRF|/XHRL 110 ARTE E. MRENXHRLEZE RBHIMEEER IR

KB TR  WXHRETRKMBREZER , RACHEZERFENTHMLE /0 MARHL
FRIANFRE,

£ Amazon FSx #£#H|laH , EFRENMRENH , EFELNXHRERERETE, MRE , B2
tH#RE| SSD f7fik. BINEFRLEE DI I SSD IOPS KA E M THERE,

R < @ Amazon £ BIRERERME FSx
N R IR K ST 5% 8 Amazon FSx for Windows X 4IRS BSE MMIERERIE | HMITUTRE :
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« 1R CachePercentDirtyiEHRET 80 RES , NEH 4R X @EEE ARENIEREER T/
¥& L 15 F) Amazon for Windows X #RS588 FSx HIEE, AILAZE R MMI4RKX LERTHRE, R
M—ANREANBFHE., AEBEFEFIREARE , NEFHINXEM Amazon for Windows X 4R 5525
FSx WEMH B E.,

« MR CachePercentDirty E#H &K , HRE IoWaitPercent #E¥r. MR IoWaitPercent X
F 10, BHXHMARATRELZ I A BEHARENRS. RIMNBWEARBENESR (SSD) #E
ERETF , &2 NVM Express (NVMe)o MREREFRTH , BRHEARE LIMYEREHN
ZNEFHARRES MR,

SEHIRRFHEL RN , REXNFXHTEARHIEIR
MRXHERMKXZDELRY , HEXNXHERXHTEANBIER , HFRITUTRE

« W1R CachePercentDirty #EFAN 90% HES , WRAANEFHE TN ATRAZRATE , XEMXT
EEINUENTEARE, EEEFEN 4R < EEZ] for Windows XH RS EEFSx NIEEE S
R, EEEFZCloudBytesUploadedig¥r, HiZIEFRS WriteBytes IERHITLER , XFER
EFWNXGBEAXEMAWEE, R SMB HFRIHEEAEHN XM ERERT T L& FSx for
Windows X RSEHNEE , BRAMESHNERUEUZEDVDHREROESH KRN, RNE , WLk
5 o

 MBAXHES (Hlan , FH4ENL ) kW , B CachePercentDirty E#R1EF 80% , M
B X HRMXTRERXIE T EFEFRSFTEN. T SMB , B LAER PowerShell ii 5 Set -
SmbClientConfiguration -SessionTimeout 3QQXEKILBATETE, ZITHH S ST BATE
E 7 300 ¥,

= A AEETREA

£ VMware vSphere & ATt (HA) & LiafTRXE , BAESWEETIRBA, EXxETRRE
HNEZER , BSRABEL R . S0 AR,

HEPERR © & A AR &

MREEFTRAMERZ , WAETEHERBEXRERINVEENEE.

£}
« BITRAEA

« 1R
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BT EA

SH4R1E VMware vSphere HA EiZ21TM <8 , PR MK &2 @ EE ER Amazon CloudWatch BEHE
BRATETRABEH, XEBBAFEERZN AvailabilityMonitor B HERF,

- BH:ER
« BH : HardReboot

« JE# : HealthCheckFailure

« X : AvailabilityMonitorTest

BH:ER

EEHBIMX VM B, BLRINEREH, BUUEAR VM EEREFEERG AW Storage
Gateway ZHAEMBIIMK VM, EB A UERK LS ARAERMXREREH S 3.

HiE

MREENEEMKXNERELT THAED 10 28K , NEHRTEREREN , FREREME
B, MRERREHEEFHRZHN , BREZEGEFHIEHBIMX,

BE4H : HardReboot

LEMx VM BEANERRT , B2UWE HardReboot BAH, LLXER R EME., BHBEREMES
SHW. XTF VMware M3< , vSphere S TN ARFSEENEETE2SBILEH,

B

MR EXENRIERIZITH , HREHealthCheckFailure BHIREEFEE , HEFEL
VMware WEH B E.

BEH : HealthCheckFailure

¥ F VMware vSphere HA LHIMX , HETRARELXWHERER BRI , &
A A EIHealthCheckFailurei@Al, EH B LENRBREIAERGZEATRAMY (H
AvailabilityMonitorTest BHIETR ) . HUBERT , N&H HealthCheckFailure &,
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® Note
B HSUGERF VMware W3k,

oy

MBEWEHEERE , B85%F AvailabilityMonitorTest BH , ERELHN VM EMIREREF
EEBE (FHE. AEE) . IREFEEHMAEDB) , 5BHR Amazon Web Services Support.

A : AvailabilityMonitorTest

¥ F VMware vSphere HA LMk , HEBEFZTIAMENNAEFEZERSGN R |, &
£AvailabilityMonitorTestWE&E%l., VMware

=R

AvailabilityNotifications #B/REATAIEMx, LLIEFRRM <4 RS T AMME<ETIR
MBHE. FH Sum ZITHEATUNEMKXERER TEMNETAMHENESH. BXEBHNFHE
B, B&RAEEER CloudWatch HE4A,
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AR oK Y B 3k B

AVEEUTER , XEFBRMEXFEANK, XHHE, FHEBNBENREIRNES. B
BUZRBITREATHHANER , HEREFIXLIER , LUB R Amazon Storage Gateway 31 ]
B, BXUMNBREEBEDARBEINELRBNESIES , B HEEE Storage Gateway E

[a) &

m
=H

F&H
RIERE  MEBRE

E#% Amazon ENZ A RIREFIRE FSx
BETLENRR

BRBIRE , BENFMRDUTRIIET T RENHE, XMHETRELHEDUN (VM), RXA
5, TS EMUERE, MRHIAKE , RONBWERRUTHENE 2 A3 A RE SR BEE.

/A Important

Storage Gateway T #HMERHNEERRF A2 IRBRM Amazon EC2 Amazon RGRE
(AMI) fRE M3k VM, WREHMx VM HIEE |, MEGEF MK , RERFUT HAFEN
BIEIRE B1ZM X,

ME ALK A iR E

WRIEH VM BAKRH |, flnEFRfE , ENMXLKEETAHR. SBINNEGEERES , &
HIMXSEBEBILRATRIEREEST, THRLLMEEBRENAY TIREREN LSRR

« MRMTESHMBERZAE , SUNHTHLRBERTHE. BRIV EZMZEZNEE , BS
158 00 3 P 5 Y ) 48 % 452

MH BB Y & 17 R 2 R S SRRV B

NREFHEHARE  BINBWEREEABRRAUT SRIREHIE
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« MRWERFFEFHEMNECHENHBIRSEW , WXAMX , ENFNZHEE , REEFEIN
Ko

MAS AT 3[R B9 B3 ROV B S8 R B3R

MRENMAFBEHOHTEMRREBSTETR , EUHEEREILTARBEF LN S -
X Amazon EC2 Ef| EREMMK, WRETRFE S —MgEH L, MEWIE Amazon EC2 3£
Bl LRIZMKX, BERNITHSREURT EENFREHTFRIMRKE,

MTEE 5 7] B9 B8 R /0 R B9 ST P 51 R 8 3R

X F File Gateway , OO XHREBRGF B TS ERENRIEL Windows X 4IRS EFHY
FSx o

1. 7£ Amazon EC2 =W LRIBHBUEFNXHFMKX, BXEZEL , BSH N FSx WHMXZE
281\ Amazon EC2 E#1.

2. TERIEMN EC2MXLBB—IHNNXHRE, BXEZELR , BSHGIE FSx EA T Windows
NHRSEHOXHERS,

3. BEEFFRLIZELSHIHRES , HHEMRSF BT EEME N HIBEN Windows LIRS 258 FSx o
BEXEZEER  BSHEFHERAXHHRE,

E1% 7 Amazon ENE B IREHIRE FSx

EREFLT , BURFECARENEINZFHRIRBEZKE Amazon FSx X# R 5 LB BHE.
EXEERT , ASER M NARFN File Gateway ZEBIERBEARTR , XAEELSH FSx X
HRERTTE, NBENZOHIREBIXE Amazon FSx XHR ST HIEE , FEAU TSR,

(® Note

ERALEENZDHIRBFIRE Amazon FSx XHRSEE , HRIFMHE FSx XH4Mx LHE
AEFHIEEBF KK

RNTEBEENZDRIRBIRE Amazon FSx X4 R EEet HE A &R

1. {8 Storage Gateway ###|&4F Amazon FSx FSx X 4R EEXHMNX DB,
2. EEELEM Amazon FSx XHRE L MEZ MR,
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3. ¥ Storage Gateway %A Amazon FSx FSx X# RS EFE R STHM X,

BEALENRIR

ENERIESRER , BUUEHE Storage Gateway BiR , UBRFEEARTHENTEZA, flw, mREL

BRMXERTERGIINR , BEZRFEREELHIEZNBBPMER. ERTUTSRREEER.

ERTEENRIR

1. MREFBITEREFRAMX Hifikr,. BXEZEERE 25 BRI < M BB BRCBR A R
Bo

2. Mt EH A MR Storage Gateway VM, HIRIEFE Amazon EC2 3R] EBIEE T Mx |, EL1EZ
K61,
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H{th Storage Gateway &R

ATEGEUTED , XEFBRHEEREMNMFER Amazon Storage Gateway < FWEFIIME EFER -

ES}

FHIRE T ERAOAN WX EBE M EEE LA E.

Ff Storage Gateway 5 VMware HA L& : T #RWM{A% & Storage Gateway LA VMware
vSphere & A A4 Ihge,

REVEUEZER © 7T HRSSBHM RN AT AERERIEEERUENBIERA,
£/ Amazon Direct Connect : 7 f# f0{a] 7 A3 ¥ x &5 Amazon =2 B 812 & AN &EE,

Active Directory fXIR : T fBER RS MK 7 %01 E & ML PR T sE L @B < A Active Directory
o

REMKIRZH P il THEBETUKRIIMXNELDNEN P it , BEFMXNFERHEZ
#uiko

T R RA R ID-T #4048 Amazon 1R %! Storage Gateway &2 %R M F 5 R
HICEWRR . THRNAFEATBERSRKN B RITIRHACHES TEE,
Open-source A4 : 7 #F F iR Storage Gateway ZHEERIEE =5 T EFMF AL,
Bodl : TSR REMER , SR REAR B FHEN TN ME KRS,

EEMEIEMX VM EH]

RTEBENMBAMKRREELNENF A,

F

il

N FSx MK ERRIA Amazon EC2 EH

N FSx XM X EBE B E XK Amazon EC2 4l

1 Amazon EC2 SE4l T g ik I

FEELWLATE 5 Hyper-V = Linux KVM E 41858 [& 25

F VM 8 5 VMware 48T E R 5

L ES e R

$F VMware vSphere High Availability & Storage Gateway & & 1
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A FSx XM xZFBE A Amazon EC2 E£4l

AEBHE T EARIAAEIE Amazon EC2 EHHIF IR,

& B LA7E Amazon Elastic Compute Cloud ( Amazon EC2 ) k4 L 388 f&5E Amazon FSx X4 M
X, Amazon Storage Gateway Amazon REH & (AMI) LA X AMI FE 1243,

® Note

AmazonB & i } 522 X #F Storage Gateway #X AMI, #RAILAE F| X1 &2 —1 AmazonZ
pUL VAN OF =24

1. EiRE Amazon EC2 3kf| , BEITERNFEREIMEB 2 K EHF A T HiEE Amazon EC2, B
Bl Amazon EC2 KBIMYILE , S & E Amazon EC2 FLISRIEE Amazon FSx XM %,

2. %EFERBHEH , £ Amazon EC2 ###I1& FFTF Amazon Storage Gateway AMI #E R H B E X H Aty
RiE , fla0EfFIEE, MEEENMEEFMH.

3. ZF , BALITE Storage Gateway 2l & FIEFREARINRE , AR IAEEREZE Amazon
EC2 =41,

FEAERINRERIZEM Amazon EC2 2l EBF U T BRIAME :

 SEfZER - m5.xlarge

- WMBRE
« XF VPC , EEREEHFIZIT EC2 KHIRY VPC,
- XFFW , BEEEHPF3) EC2 RHINFM,

® Note

HEE VPC EEBEHIAH N VPC FRBUET Ba10 B AFE IP iR EfS , VPC F
M aHIE TSRS,

« Auto-assign 2 F IP-BECE
- BHIE EC2 Z2HH 5 EC2 K<k, RLHAEFUT AvhiwmAMN :
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®

Note

ERXBERE , BEETHRO 80, EAEELAXMAZKO, E , REEETE
E VPC sy HAth s O R i5RIEH EC2 K41,

ReeBE EMAMFR— VPC FREHRIFRIMX LR XHHREZ, MRFEM VPC
ZAMENGRIXHHRE , MR EHEMHZEAMRN,
B LB REEEE , HERSME Amazon EC2 EHIEFAFE R , ERRE
SMEZeHFAEEHEERRZLA D,

WO 17 XHRE
T
80 TCP AT B0E
B9 HTTP
5 [R) AR PR
137 UDP NetBIOS
138 UDP NetBIOS
139 TCP, UDP SMB
389 TCP LDAP
445 TCP SMB
RERE

BINRE AMIBRE HB2EF

REZEBH '/dev/sdb'
Size 80 GiB 165 GiB
Lo ¥l gp3 gp3
IOPS 3000 3000
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HUNRE AMIBRE HB2EF

a0 2 =
BR

BN a B
FHE 125 125

N FSx XHMKEE B E XK Amazon EC2 £l

&\ LATE Amazon Elastic Compute Cloud ( Amazon EC2 ) Sk L E828 fi85E Amazon FSx X4 M
X, Amazon Storage Gateway Amazon RE & (AMI) LA X AMI FE iR,

@ Note

AmazonB & i H £ £ X #F Storage Gateway X AMI, YRATLLE R X &R — Amazon&
HEIERN R,

FSx XHMx AMI AU T@mBENE. AMI BFFHMARES2EES MNREN XM ME
It

aws-storage-gateway-FILE_FSX_SMB-2.2.3

E82& Amazon EC2 EHIR#E£E Amazon FSx XM >x

1. JF#RfEA Storage Gateway ##EHI &K IZEFMKIMI, BXHE , HSHIZE Amazon FSx X4 M
Ko HEBHAFRZEIME S , EEHFEFIEE Amazon EC2 , ARRBUTTREH[FIEE
IR P < B9 Amazon EC2 3241,

2. EERBEH, £ Amazon EC2 12 #| & F#TFF Amazon Storage Gateway AMI 14k , AT SIEH
A EHAIRE,

£ Quicklaunch kEz1 EEBINZEK Amazon EC2 E4l, B Amazon EC2 Quicklaunch Zt
INIEWESZEER |, iH3% Amazon EC2 B Quicklaunch Bt E M,

3. HEHBMH , A Amazon EC2 KBIMA—PBI. KOIFFBEKE , EUTUAERLER , &
Amazon EC2 #2#| & B I &R TUH L K ERHY KB,
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https://docs.amazonaws.cn/filegateway/latest/filefsxw/create-gateway-file.html#set-up-gateway-fsx-file
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4.

9.

EXRGIRBERHRPIKBSRAP | AENEFERBEHEREE, BEHEEXTHEERELEFEERS
BEX MR, RINBIEEH LEFEH m5xlarge EHIER | ©HEMXEEESTHMENSEESH
ER, BREZEER , HSH X Amazon EC2 SEHIZER P ER,

MRFE , BALERHERBERMHRN, BXESZEER , 27 (Amazon EC2 A #E
) FREELLI AN,

(® Note
HEstfiEs  £HERIBEC2, FAMNRE NVMe SSD &, XAgEaERBIHF LN
BRXESBEIEIE ; flm , BRRLKEREFPHEIE. K12 CachePercentDirty
Amazon CloudWatch $E#r , REEZSH NN T BHREFEILRG0. ETHEXMKE
BN EZE R | 1§21 CloudWatch X#4H#) Storage Gateway JEFRM 4,

EZANBER) BoNBANER -LFEP , EREATREEEIMNBHN. WEXE,
BRI AN, BXEZER , H5H (EAT Linux 324I# Amazon Elastic Compute
Cloud AF#ERE) FHBIEZHAX,

EMZRELD D  REMEENREHERFEEREXATFE :

a. XFVPC-XF , FEBEEHEDPZ3) Amazon EC2 £I# VPC, B < Amazon VPC &
ZER , 2 (Amazon Virtual Private Cloud AP 188) FH Amazon VPC I T{ERIE,

b. (®&)XNFFM , FEFEREHPZ3 Amazon EC2 1K FM,

c. XFAuto-assign 28 IP , BEEZF A,

ERIRIE (REd ) FE9F , EEMEBNIRE. WRERE , IUERERNEMN Amazon
EC2 Ll BN FZ S ANBRINBHANER | b LLERNANAE Z 2 AT B XEERN,
FEALREHAMRN FEH S, R IIEANKITFEF iR TEZEEFINEDO. BHX Amazon
FSx XHMAFIERONESER , BSRIEOER, BXRFMBAEANNESZFEL |, ESH
(ER T Linux 32418 Amazon Elastic Compute Cloud A8/ HiIZ£HANI,

(® Note
Amazon FSx 3 #F o< BSR1E M o< BUE R N A SGR B M — IR HTTP 15 AT TCP s
O 80, BUESRE , BAIBAKMA LKA,
A BMFTFF TCP im0 445 FBETA A SMB , $77F UDP ¥wH 137 FEE1A[E] NetBIOS
#T7F UDP w0 138 F&EiH R NetBIOS , TFF TCP #w A 389 = gehiE] LDAP,

EERMERETHSF  RETRENRE , VEMRTER.
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10. EREFMEED , ERERMNFS , FEERNIIMNKKH,

/A Important

BRTMEENREN , BEXRELHFMN—NEBEEDH 150 GiB #9 Amazon EBS BE
NEGEEH. ITREME  BINBUSEZ/N EBS BENEEEH , SMNEELDLHN 150
GiB,

1. EERFAEERSD  RETMEENIRE , LENFITER.
12. EBEHRH , FREBEENIRE S ENFHT Amazon EC2 <L,

13. BERINEWFXRBTRINES , HSHMZE Amazon EC2 B4 AFHEFITRE , ARRBHERRL
WHFHEHl, BREFRBERAEEZTETEEZBEEREE , HBARRSREEETKAEREE
SiERIE,

14. NIFHAEERNEFIEREHG, NEHIHERSEFLE IP bk , ASFIRE Storage Gateway
BEAFRENXTE , $EEi&E R Amazon FSx XHM X,

W [of

& LAME A Storage Gateway #24|& 5 &1 Amazon Systems Manager S Z KRB ER T B3 34
< AMI 1D,

EWHE AMIID , BHATATE—1RE -

- FFEAER Storage Gateway #ZH| A RIZEFHHIMK, XA , FHSHEIZE Amazon FSx XHM
Ko HBH AT REII DA , %3 Amazon EC2 EREHNF A , REEZBBZHIEHILLE Amazon
EC2 #4| & F13TFF Amazon Storage Gateway AMI 14,

BB EEMT EC2 # X AMI RE , EiZRET , A LE URL & F|E Amazon FR1E# X HY
AMI ID,

- #if] Systems Manager S$12%. #RAILAEH Amazon CLI 5 Storage Gateway APl Eifjfi & %=
|8l T #Y Systems Manager 232 ¥ /aws/service/storagegateway/ami/FILE_FSX_SMB/
latest, fl#n , AT CLI @553 E Amazon Web Services X13 #&$5E# Z4 51 AMI #9 1D,

aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
FILE_FSX_SMB/latest

Z CLI S T RREELUL TR @ H

{
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"Parameter": {
"Type": "String",
"LastModifiedDate": 1561054105.083,
"Version": 18,
"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
FILE_FSX_SMB/latest",
"Name": "/aws/service/storagegateway/ami/FILE_FSX_SMB/latest",,
"Value": "ami-033dledba5606cffb"

&2k Amazon EC2 345 7t #h3E 1% 10

KB TTBHEIRS (IMDS ) 23R4I EREH |, ATRAIN Amazon EC2 SKAITBIEH L L 151, SKHBITT A
BLE N IEZEA IMDS WA 1 (IMDSV1 ) B ATEIEER , REZERAE THIEEREEA IMDS
JRZAS 2 (IMDSV2 ) . IMDSV2 ERHEIESENER , AHE T SHRENFE , XERBTH TR
W8 IMDS, B> IMDSv2 HfEE , 2 (Amazon Elastic Compute Cloud A $§R) " #SEHIT
BIERSRE 2 WTERE,

EANEWFTEHE Storage Gateway B Amazon EC2 S2fI#EEMFE A IMDSv2, BIANERT , FAEH
B MREFIEEFEE IMDSV2, MIRIAEXHIPEENES IMDSVI TIEER , HSH (Amazon
Elastic Compute Cloud AAF#8R) R ERER IMDSV2 , 3k 7 5 6] T BRI UL E R FE F
IMDSV2 B8, RALERFTEEERZ%H.

R HA#LE (B8] & Hyper-V = Linux KVM EALA Bl [E 2

S F#E VMware ESXi LMK | REELVISEZEREF VB HFEELYVNBEEYES , B2
LB ERE. BXEZER , 55 & VM BB E VMware EALEE[EX, X FEBIE Microsoft
Hyper-V & Linux KVYM EHIRX | BINBWEERAUTSREHRR ERE LA,

B E R YL R RE B W < RE UL A B 18] HORF HL B 25 B M & BRI ( NTP ) ARS8
1. BRIEMKXOARIREEE
« BXEX Microsoft Hyper-V K2 H AN EZEE , TS HEFEH Microsoft 1 [A] X 5 7% ih 12 5l

& Hyper-V,
« HXEF Linux Kernel-based E##l (KVM) KR H ANEZER | ESEE A Linux KYM 15
B WA iR 4l A,

2. 1£ Storage Gateway BiEEXRERTE L , M AHNNRFLUERREREEE,

&tk Amazon EC2 S5l st #iE L 1 API fR7s 2021-03-31 196
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3. ERGHMEEEXRERTFL , WAMNNRFUEREEFTNEDS RERHE,

MxAiin4l A S RYMRSENE , FFEE NTP RESSBHREWEHTER , REUR NEA
REFRNEEZBENBIESR,

4. MBEAERAT 0B, FHA y RERGHAS NTP ARG, BN, FHA n,
w R S T B E — i,

= VM BE &5 VMware 863 E B %

BEAHEMX , BLAER VM BRASZHNERS , FEENNEREER, #4874, 88
FER VM BNBEEENNBERL, A, LRREZHNE , IRFE |, BAREE VI EF/FEN
BLE N B3 5P RE (NTP) BRS2BRES

/A Important
ERNBENX , EERL VM R M EHLATE,

WHER VM a5 EEEED
1. BEEZHN VM BFHE,

a. 7TE vSphere HEF A , ERNARFEOLCMHERY , AR E LMK VM BWEFRITHFEL
W REFR R K REEREBIRE.
“Virtual Machine Properties”3t & HE ] Ff o

b. EFETUEDF , RENEIY|RPIEEFE VMware TE,

c. EFERDHBEUEXNEEANSRT s FHNEENNEZHERBLIED , AFEREE.

VM BEESEH#HITRSL.
2. BEEZEHESE,

FER BRQRET EBNENNE, MREEREEEVAE , FHRTTISRETREFH
HE NTP lRS2RED,

a. 1 VMware vSphere EFiwH , IEFEZMERFH vSphere VTR , AFIEFEEIET
+o

b. EHRHERFTERNEEE , RAREREEEE.
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“Time Configuration”X} iF1E & 7Ro
c. TEBHEMETET , i®E vSphere ALY B HAFI BT (E],
d. FEHEENBzFENEIS NTP RERED.
i ENEEREXNEESR , EFIEW , AFENTP #RBFHFRERF (ntpd ) EITXHEEF | &
BEMERPH NTP RE,
i. & Add SURINET NTP BRSS88.

iii. #E Add NTP Server JiEAESF , A NTP BRS52RRY IP bt £ REFME , RiFik#
OK,

A LA pool.ntp.org A{EEA.
iv. £ NTP #HBRFHER (ntpd ) BTN FER , ERELENERFPHER.,
v. ERS®HHT , ERBEHRBIIKRS.
FEE , MREHEEIUL NTP RFR/SELHFME — NTP RFHRSE , WEEER
AR5 = BEAE A # AR S5 27 o
e. 1% OK LAXH] NTP Daemon (ntpd) Options 33 i&4E.
f.  i%&# OK LAXFA Time Configuration XJiE4E.

T3 M 5% B i ) 4% S i 2=

Storage Gateway ERIAEA £ VMXNET3 ( 10 GbE ) M&EEERS , (BB LLNMXEB N EHA S
M&ERRR , AEAUBEZA IP it iR Mx, BRATEH LR TR THATIRME

- EXAREEMENELE  INEERFRANBIN , BAREFLEAREHEMNINELE,

- NARFXD - EURFEXTNARFEARIMIBNEN N, Hla, S BLERLEXBF4# N A
BRI SERAANMXEHN - MEEEER.

« MERH . BHORNAEFHAEAEEREN MG EREZEIIXERENEHIEFREE—NMEILN
“rh, ZMEESMKAFRES AmazonBEHWMELRE,

HHRBNSEERRAOF , F—PEEFREENNKEZBEHHEE Amazon ( BIRIAMX ) . BRT
XANEERZHN  BIEFLAEEEMERNHFRAENEER RV TE—NFMH. U , AJRELE
EWMEBRBE. NRBMEEEATEZERFNE &R L Amazon , NiZBIFWXHRERE

Amazon HREFRAZ R —NERES.

P ES Ll API AR A 2021-03-31 198



Amazon Storage Gateway Amazon FSx X#MxAFigE

ERLEBERT , B LU —MEBLESELE NIE#EF Storage Gateway ##H|& , REHRMS —NER
25, EHEBERT , Storage Gateway 2 B HKREENFAE - EHB[ENEERKHB, AR
B EZNEERMGEEE | ESRUTER :

e
« £ VMware ESXi £#l RN Z NIC Bl BEHIR K
« 7£ Microsoft Hyper-V EHLH 7 %4 NIC B &M X

£ VMware ESXi ¥l L% NIC Bl E &K M x

UTERFBRESHMNX VM EEN T —/ 1 NHKEE ST , Hi58E 7T WM@7E VMware ESXi LR INEELRS.
TR XE RN EHR VMware ESXi EHLAHM B — N K EHSE

1. XHAMX,
2. 7E VMware vSphere EFixH , IEFEH M VM,

VM TE LIS 2 AT RE AR BT B IR A
3. EEFIRYP,TAMKXVMHETX (HREE ) KE , R/F1EH Edit Settings (RBIRE).
4, HEEDNEMENFENEFEDFL | ERFMEFMEE,
5. & Add Hardware (R INEE4F) [@ SR INM & BB RS,
a. ¥t Device Type (iR %% H) BT |, iR Ethernet Adapter (LAARMSEERS) LURINEB S |
AREIESE Next (F—2F).
b. HEMELBERSD , BEINKBEEFFVNEE K REERT -5,

FRAVE VBN VMXNET3 M EEBLES S Storage Gateway —f A, BXAAELE RIEER
BIRPHERFEENELZELR | HSH ESXi M vCenter R 28 A4 H MK BB BTE

B,

c. 7%t Readyto Complete (EHZHFTK) BHEF , EFEFEE , AFIERE Finish (58

R)o
6. EEVMHEERIF 6 AREER IP it EZLWNEEF LI, EL IP it E A E RET LA
RIFRAREER IP ik, BIAE=A IP it B4 iZMR 5 H,

(® Note
ERFERERN VM BEEERIFH TREEEDVFRIEL
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7. 1£ Storage Gateway ##E#H|AH , I FF M X,

8. 1f Storage Gateway #ZEHI AN SMBERTR , BEMNX , AEEFREEHPRIMEEHB[HIMNK, ¥
A Details (F4BE2) IR FIH THE =/ IP ik,

AR VMware, Hyper-VH KVM EHERLN A =H SESHER , S EEDHAIZE & L
TES

£ Microsoft Hyper-V E#HLH 71 %4 NIC B &M

THSBRBEEHMAR VM EENL T — N EE RS , HEBRERME-NERET. IR
A Microsoft Hyper-V EHLFINEE S

FFM K ELE N E Microsoft Hyper-V 45 A HIH W & EE 25

—

£ Storage Gateway #EHl&EH , XHAMX,

2. 1E Microsoft Hyper-V B8 , M “EHAHL" ER IR EH B < E B4,

3. MEMX VM ERXH , FARESDT VM BMUITT L TXEE | REEEXA,

4. Right-click M>x VM B#ITHF ETXHE , RARERFRE,

5. EREXFEPWEGT , ERFMEL,

6. HEREXFEANAFINEHEARTD , EEMNEEESR , RARERFINRFMNRE

7. EEMEZERE , ABERE Apply (BA) UANARE.

8. HEREXFEMNEHT , BIAFTHMNEEEREAMIEFIRP , RAEEEFEBEE

9. f#H Storage Gateway ZHIBFEM%,

10. £ Storage Gateway £ HI AW SMERT , EEBEMNXx , RAREFEQEAFMN T EHI[HMN*<, ¥

IWFAFERRIFRIIETE=A P it

BX VMware, Hyper-VHl KVM EHERLHN AR ZEFEESHWER , TSR EELDYLZAHIZES & Lt
TES

$F VMware vSphere High Availability & Storage Gateway & & #H

Storage Gateway &Ei¥ —4 5 VMware vSphere High Availability (VMware HA) R K N BRRF K= 1T
WRERE |, £ VMware LIRS ITAM. KA ZEPTRIFPERIENREZEY, EERFIANSE
HWENEM, EXEMTH LRGSR fIEZEENNX4RESLETTH,
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B IXFhER , SEBEAME VMware 325 VMware Cloud REIM < AT LA Amazon BEI MK Z R
SHPIRE., REEEEOVRHNTR , HEFTSELREIE,

(® Note
MRBEHE VMware HA EEBE P EBE Storage Gateway , I ITLATIRE -

o REEHEHFTW—BEN LEBIE Storage Gateway VM B9 VMware ESX .ova 1] FEEF
Do

- EHE ova BFE , BRI FEZNAHNBEFE. MREA-—NAIHEENMEE
BRI BERE, MREERNREVNAHBERFE , MEVNRETHE , WHEEFHE
fe =N A RETE T R ZBIRR , AR WREERNBHERBRE — 8.

- EREHREN , MREN ova EFEHBIESR  FERSRETEXHEREE—GE
o REZHAUEZEFBIHETNENE,

LR EBNAB T W[IAE VMware HA S8 EF 2 Storage Gateway :
£
- BLEZH vSphere VMware HA £
- REEHMRER
- BBEMX
(A% ) AEF ERHEAM VM R HINE FIED
- BUEMX
« WiREH VMware High Availability Bt &

B E B K vSphere VMware HA £ 2

WMRE KRB VMware 8 |, BEAUE 1. BXUWARIE VMware EEHWEE |, i5Z R VMware
X4 E B2 vSphere HA S8,

ETk , BBBES Storage Gateway && A VMware £E,
BLiE VMware S8

1. 7 VMware vSphere #9 Edit Cluster Settings (fRBEFRE) RHE L , BRI VM MINAEF G
BE VM ¥S1E, At , BRAEMNETHEEUTE
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« Host Failure Response (EH# &N R7) : Restart VMs (EF /B3 VM)

» Response for Host Isolation (EALFRE#IIERL) : Shut down and restart VMs (< H EFH B3N
VM)

- Datastore with PDL (E5& PDL H##EF4) : Disabled (EZ )

- Datastore with APD (B8 APD H##E#Z4#) : Disabled (22 H)

« VM Monitoring (VM ¥#%) : VM and Application Monitoring (VM F1 5 F 2 7 15 42)
2. Fine-tune BYABU T ERBAERENRHE

- WEER - ARG , IRRKE VM BUES  NFEHFE3 VM,

- REEEETHRE-ZE VM FREZE VM TENRNESZE , SBEZSNEE.
« BNVMBRAREBRY - ERERAEENRANER VM BB RREK

« RREERBHNE - TESN VM HERXEERBB K.

MRETAEERENE , FEANUTRAIRE :

« Failure interval (&R FE) : 30 ¥

 Minimum uptime (&E EFIZ{THHE) : 120 ¥

« Maximum per-VM resets (B VM WERRKEBXRE) : 3
« Maximum resets time window (XK EEBAER) : 1 /A

MREEEHLETTHME VM, NTEEERTAEN VM REXLE, EM .ova HE VM 28T,
TEMITHERE, BEXREXEENESZEFELR , F2H (FiE ) MEFENEAM VM A NBEFIET,

WERH MR
BRBLULTERKIZEEMX
THEATEAMKEEM ova B
MNTHED 2 — T HMxEKEH .ova BE :
o MHMK : BIEHBUE Amazon FSx X4 M x
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EIEJZES

HEERBNERET , F ova REPEBIEHNEN 2 —. XA , i5S5H VMware vSphere 4 X
R EE OVF = OVA iR,

EREBM KX .ova &
1. ¥ .ova MEHRBREFHHINENZ—-

2. BRNBEUENEZFERNBEFEXNEHPNABEENTH.
(AN ) NER EWHEM VM HINE ZIED

MREHEERLETTHAE VM, NAERFELZNASN VM REEERHE, BXUHA , 558 VMware
vSphere T4 X HHY B E XL E AN E B Alo

NEH FHNEM VM R INBEIE

1. 7E VMware vSphere Ff Summary (M E) RE L , EFENEFLITAERFTE , AFER
Configure (BLE).

2. 1&#% Configuration (L&) =T+ , ARFIEF VM Overrides (VM BE).

3. ARIFH VM BRIETREXREZME.

A vSphere HA - VM & #2 T METUHRELL TE -

- VM K2 ERAESE - VM NN AR EE

- VM EBRHE  ERABE - VM AN AREFEE

- VM BEX

- WEHRE: 30 %

- REIEFIZITRE : 120 %

« Maximum per-VM resets (B4 VM B RKEBEXE) : 5
- RAREENR: 1/MEA

RE P 5%

£ VMware B EFE ova J§ , M Storage Gateway & &BUEMX, BXiHA , HSHEFRE
HBE Amazon FSx UM <,
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MR IR E VMware High Availability B &

BUERRE , BAEENEE,
Mt VMware HA Bl &

1. §TFF Storage Gateway ###|A& , Mk 7 https://console.aws.amazon.com/storagegateway/home,
2. ESMBE®KL , % Gateways (X)) , REEBEH X VMware HA MU Y B <,

3. XF Actions (3#4E) , iBiE#E Verify VMware HA (RiE VMware HA),
4

£ £ =K Verify VMware High Availability Configuration (3iF VMware High Availability fit &) 4E
o, 1&F OK (AE).

(® Note
AR VMware HA BEEFEFBZIMX VM H i SERXBER, ZMNATERER/LD #
F HESE Ao

RN AT |, MEH A R iFAE BRI FHRFE R Verified (ERIE) R
5. B Exit (1BE ).

& A LATE Amazon CloudWatch BEEAF K EIB X VMware HA BEHMNER. BEXEZER |, 5SH
A B EHIRE R xIE1T4R0% B & CloudWatch,

R B < B R0E = 4R

ERRMRNEEZS , BRMKEL (VM) £ Web ER, VM REZEBEHHANEED , B
SEREAEN ActivateGateway APl RIENSEIz —151E , ATIEERNXNEE. EXEZEER , &
&7 Storage Gateway AP| & ActivateGateway$ i,

® Note
MRARER , MXBUSEARE 30 FHEEH,

BEMKX VM & HHEREIEBELX LR Amazon X, MEFEERKREN URL BEHR
activationkey WERFHESH ., LEAFHESHURLNBEEZH. LEAFFENERXAOT
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Fi7R : http://gateway_ip_address/?activationRegion=activation_region. Lt&EIRHY
2R EBUE X E M2 4R,

URL i&@3E vpcEndpoint , BIfEA VPC ik SR EHERZA MM VPC ik = 1D,

(@ Note

Amazon Storage Gateway 4% % . EERWIERGERF Amazon EC2 Y 5 RSB (AMI)
ESHE T BB ATFTRR & ERTEN HTTP RS, FTERBFENEM* EZE
FAEMRS .

hY

ER

* Linux (curl

 Linux (bash/zsh)

%k Windows PowerShell
- EAMESE

Linux (curl)

AR R AIE & E R anaE A Linux (curl) SREVBUEZ4A,

® Note
FREERHEEFRNEIMRAEERME. TEZHEDTAR :

« gateway_ip_address-f5lan , SWEIM <Y IPv4 tbik 172.31.29.201

« gateway_type-BEHERHIMKIKE | HIZNSTOREDCACHED, VTL, FILE_S3,
B FILE_FSX_SMB,

« region_code-ZBEZBEMRNXIT, EZSH (Amazon —fkZEEM) PHXEKS.
MRAIEELSH , AERUNEHBHRRIEERXEFEE , Nz FERIAN us-
east-1 X,

« vpc_endpoint-fl | IR KK VPC KixT R BFrvpce-050f90485F28f2fd0-
iep@e8vq.storagegateway.us-west-2.vpce.amazonaws.Ccom,

BRI AR [BERS  SHRITUTERE
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curl "http://gateway_ip_address/?activationRegion=region_code&no_redirect"
EIREVPC in SKVEUER , BT T®RE !

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&no_redirect"

Linux (bash/zsh)

R RBlEERER T Q@A Linux (bash/zsh) 3REX HTTP MRz, 4T HTTP #rk FIRBUBCE Z 4R

function get-activation-key() {
local ip_address=$1
local activation_region=%2

if [[ -z "$ip_address" || -z "$activation_region" || -z "$gateway_type" ]11; then
echo "Usage: get-activation-key ip_address activation_region gateway_type"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region&gatewayType=$gateway_type"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+')
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

%L Windows PowerShell

LT ROIEER R T WA {EH Microsoft Windows PowerShell 3kEX HTTP IRz, ##4T HTTP #rkF13k
BUBCE S

function Get-ActivationKey {
[CmdletBinding()]
Param(
[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion,
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[parameter(Mandatory=$true)][string]$GatewayType
)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion&gatewayType=$GatewayType" -MaximumRedirection @ -
ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]
}
}
}

ERAAMEE A
AT RIS T O EAR R ARERNE REEHA,
MR st 32 51 4 SRR 3% B 0% 2247

NEBERSHBRIAIRFE,

BRHAEE Amazon REFE - BBEEXHEF , EF 0 REFREBEER.

1% Storage Gateway 1EH M < R FIIE I,

HIR R, WABREREMIR Amazon Web Services X1F FIL &

HFLABHS , WAL, RNF VPC iwma , WA 2 ERMERT,

NFiRERS , WA 1, X TXERBEELLERAE (FIPS) I , A 2 fERIHSEE,

o a bk~ w0 Dhd =

£ A Amazon Direct Connect £ Storage Gateway

Amazon Direct Connect &Y P9 EB M 4% 85 4% 2L S Web Services =mo B3I Amazon Direct
Connect & Storage Gateway BL& A , BRI AEFESTEHETEARERNERE , ANIELRL
< F AmazonZ B2 % A H M &EE,

Storage Gateway /A Bk R, Amazon Direct Connect BIEEE , BAILAGIE — MO HERE
0, ARG RER B E Storage Gateway Ui Ko 1% HE U2 O 5T B LR ZEPH Internet
BRSSP, Storage Gateway BRFFRY 2 H L& usT /AT A5 1% Amazon Direct Connect & T & —
AN Amazon X , B AI A FAREH Amazon X1,

THEERT 4 Amazon Direct Connect £ Storage Gateway B9 =4,
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P& ZE#E R Storage Gateway £ Amazon BEZEEEEEI =R,

UTERRELECIEERZSITHMX,
E¥ Amazon Direct Connect £/ Storage Gateway

1. EZBPAREIE D OF Storage Gateway L T1 K2 B 812 H 2 3L Amazon Direct Connect 3
B, BXUMAYNEBEZENEZEES , iH5H (Amazon Direct Connect A 18R F A Amazon
Direct Connect A7,

2. [EWAH Storage Gateway 8 &% #E| Amazon Direct Connect B H 28

3. BIBE— A AHELED  ARHEMNEEENAEEIE, EXEZEE , 250 (Amazon
Direct Connect A58 AWV BIEERIEO,

BXMFEHME B Amazon Direct Connect , i5Z @1+ 4 2 Amazon Direct Connect ? £ {Amazon
Direct Connect AFFIER) 1,

Active Directory ARS5 K P I FRE K

mRA T RIE A Microsoft Active Directory 73 A F 1IR3 IR0 X R AN AT 5 4 180E 8 17 B X PR
Amazon Storage Gateway , N/ EERBREIAE Active Directory BRFtkF , H BZRS kP EE [T
ENMAZHENERNER, RSKFZEZERNBRRHITELIESH Active Directory AR, X
1&4$ Storage Gateway I ASERY Active Directory 15ift | BEEREWKFAWAF BNBFEEIL,

EEFMRXMAR OU | 298 Active Directory BRSS K F ZiRA TR

RS Bl Z MMIBR T EHT &R
- BEBEEZD

RS 15 AN R
« BERBPBREINK F IREUM B AR
« WIFREAME A, RHRIBE
- RIUFBEARSEHRBHRIBED
- BIFE A DNS EHE/BED

XERRARFITENXY KRIMAZIEM Active Directory ELEEBEZW —ANR, HXEZELR
BSRAFEBNEIR  HEZREFNIFEER AP EGEITENMA SR G SF0T |, HRFIEL N
Microsoft Windows Server 34,
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RIS Z R IP ik

EEBRENHIBERR VM G , BRI LUEEHBENx, Atk , EEFEAMNK VM B P #ak, &L
MRIRBI A b3 E S IREN IP bk, BRI LAZ R B A3 E] & HMIZRE A R ETRSPIREL IP ok,

NFARIBEHMX , BEATUNERRFREIP ik, N F Amazon EC2 M , BRI LM
Amazon EC2 EIE#H| A 3KE Amazon EC2 SEHIHY IP thit, BT MMMAIRENMXH IP bt |, iS5
UTRBZ—:

« VMware £ : fEF VMware ESXi 1 8] 5% 28 #h 32 % &

 HyperV E4#l : £H Microsoft i8] M < 2 # 32 %l & Hyper-V

« Linux Kernel-based E#\#l (KVM) E#L : £4 Linux KVM 7 8] X 7 b 32 5 &

« EC2 E#1 : M\ Amazon EC2 EHIREX IP #bik

KE IP itz fF , HiETE. ARBEREZ Storage Gateway 24| A HIEEEH ADEAZ IP #it,
M Amazon EC2 EHIIREN IP ik

EIREA TEBEM XK Amazon EC2 SKAIMY IP sk , B FKE| EC2 SKHINAIZE &, REMEH
BN EERIRE P #hit, BXULEA , HSH.

& AT BAM Amazon EC2 BEEZRH AIREN IP ik, RMNBWERRE IP Hut#HTEHE. BRMAAE
IPiat , BEAERF 1, NREEZFEARMY P , TSHAERF 2,

BF1: ERARE IP i EEFIRX

1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 12#| &
2. TESMBHKT , %&E Instances (3E6) , AEEFEATEEM <K EC2 =4,

3. ERIKEEY Description (#iR) T+ , RAFIETLE IP bk, BOLAEAL IP b iERESIN
X. JREIF Storage Gateway & A HEBAZ IP H#bit,

MREBERAFM P it HATHOE |, ERAUTER
B2 AR IP hubEERIM X

1. 3TFFLTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .

2. HESMERKF , &R Instances (Kfl) , REEFEA T HEMKH EC2 £,
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3. ERIKEEY Description (#iR) T+ , AFIET Elastic IP (1% IP) H. BAILAERALLEM IP i
HHEEZIM K, JREZ Storage Gateway #2414 FHBAEM P #it,

T & Storage Gateway FRF&EIR ID

£ Storage Gateway 1 , FERBERMX , Htt R BRXRBR M4 HRE, XHHAEMRIFEIR , BRIEX
BRBREMIKE , BUARFFE,

XEFRNFRREGSHXEKRME— Amazon BIREH (ARN ) , Wb RH AR,

HIRKE ARN # 3

M>< ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id

XHH=E arn:aws:storagegateway: region:account-id :share/share-id

ARN

FERARIRE ID

EZABEENRIRET |, Storage Gateway 2 H1Z R IR DB —ME—RIR ID. &R ID 2R ARN #Y
—HD. BIRIDRAUTER : BRFRFEREFR , AR S NNFRERFNE—AS, fiw,
I3 ID BN sqw-12A3456B , HE sqw 2/ HE B AS.

Storage Gateway &R ID FAAEF&, ER , MRLFXLRIR ID 5 Amazon EC2 APl —i#2{#
A , M Amazon EC2 FEFERA/NEMNRIR ID. BXTFRR ID BERRNNEFEFHE EC2API£44
£/, fla , £ Storage Gateway # , F<HY ID AJEERsgw-12A3456B, MRETE EC2 APl ARfEMA
LD, M ATFHEHR N sgw-12a3456b, BN , EC2 API WITH AR AIREFRRFETE,

Frig Storage Gateway &R

£ Storage Gateway # , BRI AEAGEREBR TR, FIARE , &0 LA % R7% 0 7o B8 Fx &R
2K, UMEERMEERTC]. BMISIHFITELELHN —MNB-BEX, B EMx, BFE LR
WINFRE . BEBUREE R A AR S R TF 1 X L3R o

Bign | f&aT LA X LR SR IRA LR PR EFNERMEMM Storage Gateway HiR. & RIEEHN 2T EBEE
RAHRXFERFMELF TEOFRL : (key=department # value=accounting). RJg , &AL
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ERALARERATIIE , LEMRSUTHEANMAMNXNEHEALERBRERS. AXESER i
SRERRAS D EARENEA IR LR E R

MREFEET —PEMCHELET , NZMEHEFEPREENE, B , MREFHTHEMFHE
B25%—MX , MZFR S REERMR .

NFXHMK , BRI MERRSRENERNTE R BXOARTIRENEE , S0 EAREE
A3 R o< M B IR AT 15 R

BREERERMENENL , NENEZHFEHITEHEIN,
LUTR&IERTHRE

- RERNEX D KNPE,

- BNRRH R AIREHR 50,

o REETEEL aws: FFk, WEIERR TN Amazon ERAMME.

- BEMNBERFRSE UTF-8 FENBF. ZRUREERFR +-=. _/H @.

ERRE

IBAILAE A Storage Gateway ##|& . Storage Gateway API 5 Storage Gateway @ 5175 H (CLI)
WIEHRE, THNSRNBNAEZRESE RN, HKEMNRBRRE,

AN HNARZE

1. 3TFF Storage Gateway ###|& , Bk https://console.aws.amazon.com/storagegateway/home,

2. HESMERT , EEERCHAR.

Flan | BEFRIEMK | B Gateways , AFEMRRFIRFIEBEIRICHM K,
3. &R “‘BRE, RABFEE “Add/editfrZ”,
4. TEAdd/edit FREITERES , EFCIERZ,

5. N Key BAF4 , 7 Value BAE, Bl , BT LUR A Department EAR4A , HEA
Accounting fEN1E,

® Note
IEA LU Value EEE ZE,
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6. &R Create Tag AARIMEZHRZ, EAIUEFERFMBZMEZL,
7. AhERERE , &F Save.

REBIRE

1. 4TFF Storage Gateway ##l& , Witk Jvhttps:/console.aws.amazon.com/storagegateway/home,
EREREEREN TR

%R L DT “Add/edithin & XFiHHE,

ERERENTZIZNVHERT , RARREZINE.

mETHEE , &% Save,

o M w0 b

T BRARE

1. 4TFF Storage Gateway ##l& , Mtk Jvhttps:/console.aws.amazon.com/storagegateway/home,
R E M BREARZ M R,

B L, RFIEE “Add/editbrE” BLITIT “Add/edit #r” I EAE.

ERERIBROFZZ D X B , RFEF Save,

w0 N

£ A FFIR4E 4 Amazon Storage Gateway

AFHNBEANERME Amazon Storage Gateway ZHEERT AR kB Y 55 = 5 T EFNF A3LE,
F

« Open-source Storage Gateway B4 4

« Open-source Amazon FSx X £/ By 4H 44

Open-source Storage Gateway BY4H 4
—WE=FTEMFTIEATREMK, BFHMAXH Amazon S3 X HMKRMIIEE,
{8 A LA T 8542 T S M Amazon Storage Gateway B F & FF R A A RIRRD -

« XF7E VMware ESXi EEZEH Storage Gateway &% : sources.tar
« WFEBIEME LK Storage Gateway &% Hyper-V : sources_hyperv.tar
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« X FEBRBIE Linux Kernel-based E#\Hl (KVM) EBY Storage Gateway &% : sources_ KVM.tar

A7 @BEFEH OpenSSL B FF A AT OpenSSL TEA () 9% #, http://www.openss|.org/HB X Fit
BHRMME=1 TEMNMEXTFIE , HZ 0 Third-Party ¥ Al i,

Open-source Amazon FSx 3044 M 5< #y 48 44

— LB =5 T E Mol A FRHE Amazon FSx X#HM < ( FSx X#Mx ) That,

{58 P AT B4 TS 31 FSx STAF PSR BR 4 B 75 B9 32 L FHIR R 4B 4R BOIR XA

« SEAT Amazon FSx XM >k 2021-07-07 fRA : sgw-file-fsx-smb-open-source.tgz
« SEBAT Amazon FSx XM >k 2021-04-06 ARZS : sgw-file-fsx-smb-20210406-open-source.tgz

A7 B EFEH OpenSSL B FF XK A TF OpenSSL TEA () 9% #. http://www.openss|.org/xt F Fif
BHEXE=ZFTEMSRNGFRNE , ESHLTEEE

- EATILS# FSx File Gateway 2021-07-07 kR : ¥ 7], Third-Party
- EATILS# FSx File Gateway 2021-04-06 fR A : ¥ 7], Third-Party

KPR &I R B EN Amazon FSx XM <

Amazon FSx X4 R4 1Y BLan
T&RIIET Amazon FSx X RSH &/ F & KPR A B HL

R S Amazon FSx X ¥ X 5K BR #l
BRAFREH 50 MRE

B RN RRRES 90 X
BNMNKFAIRENEBERXKERENEAZHES 5 MES

EREK.

SSD M#RENR/NFREE 32 GiB

HDD X#REN TR/ NFHEEE 2,000 GiB
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https://s3.amazonaws.com/aws-storage-gateway-terms/fsx_smb/sgw-file-fsx-smb-third-party-licenses.txt
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TR £ Amazon FSx X# R Gt iy BRI
SSD Ml HDD X ¥ REMZAFHEE 64 TiB

RIEEWLEE 8 MBps

BRAELEESD 2,048 Mbps

Amazon FSx X HENF A 100000

fim

T3 PSR R LY 2 3t i 2 K/

T RHE T EE Amazon Storage Gateway F &N b 5 £ 174 B K/

RS 2= (&xME) ZF (®&ARE)
FSx XM%< 150 GiB 64 TiB
(® Note

BALNEFRE- MRS R  ERETEIRARE,
BIMA FSx XM RMEFR |, SHEERBEN ( B EIEEZEFH Amazon EC2 KA )
PElEHHE, MRENESHNAHESIBENET , WTEERXLEHEN KN,
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Storage Gateway 9 APl 5Z&

BRTEREEAIN , BE T LAEA Amazon Storage Gateway API LURTE 75 R\ B B TS B IR/ P <,
AKFT /48 Amazon Storage Gateway B®1E. B RIIE RSB MEEIRALE, BX Storage Gateway 1]
AR XEMESNESR , 258 (Amazon Web Services —f#§2#) $H Amazon Storage Gateway
U SN EE

® Note

£ £ Storage Gateway 7 % N I8 Amazon SDKs B , i A LA, Amazon SDKs &EH
F Java, .NET #1 PHP ¥ % T JK/ZH) Storage Gateway API , &1t TIRHNBRREETS. BXT
HARXTEGENEER  BSHARHINKBE,

FH

« Amazon Storage Gateway #1Eig K ¥rk
o WNWERH#ITER

o SERIRWE R

- Storage Gateway AP| #&4E

Amazon Storage Gateway 2 1EiFRFRk

I IR B S IR [E Amazon Storage Gateway &ix POST & REf A EAMNIRL. &5F HTTP #5k
BEEALLRBBEXBERNZAGE , BSREFERANRE., BRNBHURKRREHEBERREE
BNHNEE. REXS K NE  HAFFEE,

LAF RBIE 7R T Activate Gateway 2 4E 7 FA B FR K,

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date; x-amz-target,
Signature=9cd5a3584d1d67d57e61f1201f35102d6b3649066abdd4bf4bbcf@5bdof2f8fe2

RHERERIRK API fRZ 2021-03-31 215


https://docs.amazonaws.cn/general/latest/gr/sg.html
https://docs.amazonaws.cn/general/latest/gr/sg.html
https://www.amazonaws.cn/code
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ActivateGateway.html
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x-amz-date: 20120912T120000Z
x-amz-target: StorageGateway_20120630.ActivateGateway

LAT 2I&H POST &R 4 EERFRBE Amazon Storage Gateway, FHEERAIEL “x-amz” FF L #Y
W2 Amazon S EARE ., JIHHEMAAERLIGN HTTP ESFEANEERL,

PR i
Authorization BRRLTEBEXRIERNILEZEFR , X&E 8 Amazon Storage Gateway

AFBEFRIENERENERRE, ZHRAWBRANTHAR AET
IR, AI0T RATHY)

Authorization: AWS4-HMAC_SHA456

Credentials= YourAccessKey /yyymmdd/region/storagegateway/aw
s4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-targ

et,

Signature= CalculatedSignature

HERIENIEZD |, B LS EYourAccessKey®E, AFAB (yyyymmdd),
Xig#, CalculatedSignatureIZRX IRk KIE I H Amazon V4 EHETEMN
ERRE, LENFMRELREER MiERH#TER PHTIHIL,

Content-Type application/x-amz-json-1.1 REFRBHERNAERZEE Amazon
Storage Gateway,

Content-Type: application/x-amz-json-1.1

Host £/ host #rk I8 EFIER XX BB Amazon Storage Gateway £ 717
Ho flin | storagegateway.us-east-2.amazonaws.com
EEER (BXEMN ) KENKER, BEXATAKKETRANESER
Amazon Storage Gateway , 15 # R #YAmazon Storage Gateway £ i
T R M B HAmazon Web Services —fi#52&,

Host: storagegateway. region.amazonaws.com
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PR 5t B3
x-amz-date WAATTE HTTP Date #rk3h AWS x-amz-date #rkdhi2Eataz.

(B HTTP B IRE 4T A FEREBDatefrk, ) MMRFHEX-amz-
date #rk , M&EFERSHEIULEE Amazon Storage Gateway ZE&{E
{fADate#r3k, Zx-amz-date BAMLMZ YYYYMMDD'T'HHMMSS'Z'
#3 1S08601 MEARER, MRERFEMADatefx-amz-date & ,
| B BB XA 242 1S08601,

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target ZARLIEE API MR A LA R B EERVIRE, BFRFLEBEE S APl IR
AR APl B mEK , EERXUT,

x-amz-target: StorageGateway_ APIversion .operationName

BREBFE (B0 ActivateGateway “” ) AJBAM API 5+ #El, Storage
Gateway BJ APl &

X ERAITER

Storage Gateway BEXR B ER#ITZL , RIEFMEENENERNEHR, BEANZRESEHEITE
BFEELE , NI BERER, MERFZREAANTREE -—BHEENEK. NEFHENBANE
BIELNBERIANBBRL A ZH. BHERBRERFE , B ZETEEERT , EILER., ZZR
RIRMERM Authorization #RkM—E 5

EWREBIEHERE , Storage Gateway FERAEA TN ZERATIENR —BHFEREMNAAETRITE
LHE, MEMBZBEZERPHXZRMEMEE , N Storage Gateway LB iZiFER, BN , iFRGHKIE
“,

Storage Gateway X #fEfH Amazon LB A 4 HITHHRIE, HTESZENIBEUT2 N =ZMES :

- £5 1 BIEMEER
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Amazon Storage Gateway

Amazon FSx XM < - i5r

FHEN HTTP BREFM I AT N, LHMERAATHEN , BN Storage Gateway EFEFMITEZ

BUESRENEEHITHREERR-ATHER.
- £5 2 BIEBLEFHSH

E-NFHE , FRENRAFEENNBEFERAAETHN T, ZFFERNFEFHE B
IHEEEEN, ERAY, FIEEEFHFEUARRKE L—FESHRATHERNES. RICEFRS

RERBAH, KENMRFESNES.
- E5 3 BIEZLE

ERAMZEGHFHBANEWERUELE , ZHBEIFHRAZTS | FEFHFRIRERH, RE

REANTEA ERNENETFTRIZHRTSG  AREAE
BIERS () HMACS,

LR ITE R

1IE/BI§ ?—ﬁ%ﬁ“@

RIETHRFHNHEES

T RBI5|$& T A ListGateways B BE BN HAES . ZRHITRAERELNERITELENS

=1
TOIMBRELT &I

* 1ERAVETEIE N “Mon, 10 Sep 2012 00:00:00"GMT,
« IRRBERER (HEZHEM ) X

WAEREEL (2 JSONIEX ) F :

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
Content-type: application/x-amz-json-1.1
Xx-amz-target: StorageGateway_20120630.ListGateways
{}

NES 1 BIEISTERITENFERIEEN N -

POST

ERIUTE R
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content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T000000Z
x-amz-target:StorageGateway_20120630.ListGateways

content-type;host;x-amz-date; x-amz-target
44136Ta355b3678a1146ad16f7e8649e94fb4fc21fe77e8310c060f61caatf8a

MOEBERNFE—TREREXNKBHE. T/, BIEATERNE=TRZEN., X2ERNI
API ( S{E{d Storage Gateway APIs ) ;& B EHS .

F5 2 RIESEFHE NESFRHER

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92cQeffabf9224ac752cal79a04cecbede3038b0959666a8160ab452c9e51b3e

ARZEZENFERNE—TREE , FTITRNAS , E=TRIELERE , BRE—TRES 1 #ALEHE
REVGFHE,

NTF £S5 3 SIBES , REBHARTA :

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120910"),"us-
east-2"),"storagegateway"), "aws4_request")

R AW A %4 wlalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY , MITEHWEE R -

6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737¢c9a0f4c81

RAFZREMIE Authorization ik, X T RHITGRIZES AKIAIOSFODNN7EXAMPLE |, #R3k (A
TETEE, AMTHRITIF) R

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c40b8f2257534dbdca9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81
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H >0
Hix ﬂl‘n] N

ES ]
. B
- BREFIRNKH

o« HIRE R

AT RMEAEX Amazon Storage Gateway RS EF L. XLEHRUEIRGIZAFIR
FEHERRBRT. Hl, IREREEFERZD , BALHITMT API 18R E RIS
InvalidSignatureException. {E& , ActivationKeyInvalid{XR[E ActivateGatewayAPI Y
BESRRE,

BIEEIREEMIER , Storage Gateway AIRERIREIfIF |, 2 A REREIATIR B HIAMBRES RRB, £
IR AR R T IRE R RG],

= iy
FF o

T &%t T Amazon Storage Gateway APl &%, % Amazon Storage Gateway
BEREEIRMBE , MEEXZTEER—1RE, InternalServerError
InvalidGatewayRequestException IREIREH RN (RUSENREERRBHN BIEERNK
BOHERBE) 2—

BN Message HTTP RASRE
IncompleteSignatur EENEERTL, 400 EHiR1ER
eException
InternalFailure HTELRANEIR, RESABESHIE 500 NZRSFE
SRADIE LW S
InternalServerError —NREBRARBEERESERNRE, 500 NERSER4E
i®
InvalidAction FTiE R VIR AE IR E TS 400 fBiR1ER
InvalidClientTokenId BNV IEZRP T EFEERMEA X509 it 403 Z 115 A]

F 8 Amazon 5 B1Z4H ID,
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Amazon Storage Gateway

Amazon FSx XM < - i5r

IE)N

InvalidGatewayRequ
estException

InvalidSignatureEx
ception

MissingAction

MissingAuthenticat
ionToken

RequestExpired

SerializationException

ServiceUnavailable

SubscriptionRequir
edException

ThrottlingException
TooManyRequests

UnknownOperationEx
ception

UnrecognizedClient
Exception

ValidationException

Message

BRERIRNAE PHNRERRNEER
Z_o

EIMNMTEHNBERSBESEEENZAE
FIEE, RELH Amazon 1581 Z4H
MERF*

BERPBERT —NMREERETSH

\

BERHNBTEEN ( SEMEY )
Amazon 75 A] %48 ID % X.509 iE P,

FRELS BRI ERTE (A 15
2 HiER) | SRR AEE RV AT R
15 2%,

FHM{LHRE B iR, EE SR JSON
NBEHREBERY

BT RS 2R R £ Im i i fE S BuF Rk &
Mo

Amazon AR Z4A ID EEITRZAR

%o

BREHE.
BRI Z,

EE T ARHBIE, Storage Gateway
APl R1E 5 T B BIRE.

BFRPEENRETHER,

RMASHNET ERSEELTE,

HTTP RS

400 HHiRIFER

400 $RiRER

400 fHiRER

403 ZE1E 15

400 #HiRFER

400 fHiRER

503 fRS A A A

400 £FiRER

400 £BiRIE 3R
429 ERE %

400 BiRER

400 £BiRER

400 £Hix1ER

Ju

Fk
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BRIEFEIRAT

T*RERT Amazon Storage Gateway 2 EEIRB A ATLURE KT APIs & RKBZ AN
&, REMAEREFRAE  SEREFMBNHEN—KREE ( InternalServerError

InvalidGatewayRequestException) Z—.

BESRRE Message
ActivationKeyExpired EENBEZAST
5,
ActivationKeyInvalid EENBUEZHA TR,
ActivationKeyNotFound KT EENRER
£,
BandwidthThrottleS BB ENWHRR
cheduleNotFound o
CannotExportSnapshot TESHIBEENIRR,
InitiatorNotFound BRTREENBHE
Fo
DiskAlreadyAllocated EENEE S 2E.
DiskDoesNotExist BENRBTREFE,

iR M AR IR A RD AV IR AE

ActivateGateway

ActivateGateway

ActivateGateway

DeleteBandwidthRateLimit

CreateCachediSCSIVolume

CreateStorediSCSIVolume

DeleteChapCredentials

AddCache

AddUploadBuffer

AddWorkingStorage

CreateStorediSCSIVolume

AddCache

AddUploadBuffer

AddWorkingStorage

CreateStorediSCSIVolume

BRAEEIRAE
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

Amazon Storage Gateway

Amazon FSx XM < - i5r

BREHEIRNKD

DiskSizeNotGigAligned

DiskSizeGreaterTha
nVolumeMaxSize

DiskSizelLessThanVo
lumeSize

DuplicateCertifica
telInfo

FileSystemAssociationEndpoi
ntConfigurationConflict

FileSystemAssociationEndpoi
ntipAddressAlreadylnUse

FileSystemAssociationEndpoi
ntipAddressMissing

FileSystemAssociationNotFound

FileSystemNotFound

Message
EENHAZEU GB
NEHL,
EEN#E X NER R
=B KN,
EENEEXMET &
=BKN,

EENIEBEERE
o

RBENHRGEXEKIER
BESEEREEFR,
15 E /Y U
AT,

KR IP HutEE

XHRERBImR P i
HEK,

RAREENXHRS
xExo

BAEEENXHR

5o

iR M I £R IR A RD AV IR AE

CreateStorediSCSIVolume

CreateStorediSCSIVolume

CreateStorediSCSIVolume

ActivateGateway

AssociateFileSystem

AssociateFileSystem

AssociateFileSystem

UpdateFileSystemAssociation

DisassociateFileSystem

DescribeFileSystemAssociations

AssociateFileSystem

BRAEEIRAE
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AssociateFileSystem.html
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BREERKE Message IRE HEIRBHRE
GatewayInternalError H M o B4R IR AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListLocalDisks.html
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BREERKE Message IRE HEIRBHRE
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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BEEIRNRB Message IRE PR IRRBRIRE
GatewayNotConnected RBEEZEENMX, AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks

BRAEEIRAE API hZ 2021-03-31 226


https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListLocalDisks.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BESRKE Message IR [ R IR BB Y IR
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE

GatewayNotFound KAEEENMX, AddCache
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE

ListLocalDisks

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BEEIRNRB Message IRE PR IRRBRIRE
GatewayProxyNetwor EENMXKEMEE  AddCache
kConnectionBusy i,
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListLocalDisks.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BESRKE Message IR [ R IR BB Y IR
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE

InternalError IR EB4R IR ActivateGateway

AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE
DescribeWorkingStorage

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BEEIRNRB Message IRE PR IRRBRIRE
InvalidParameters EENBERPEIELH  ActivateGateway
S
AddCache
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE
DescribeWorkingStorage

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule

LocalStoragelLimitE BB A i 4% PRl AddCache
xceeded
AddUploadBuffer
AddWorkingStorage
LunInvalid FEEH LUN TR, CreateStorediSCSIVolume
MaximumVolumeCount EEEHRAEITE. CreateCachediSCSIVolume
Exceeded
CreateStorediSCSIVolume

DescribeCachediSCSIVolumes

DescribeStorediSCSIVolumes
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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BEEIRNRB Message IRE HEIRBHRE
NetworkConfigurati EE MM KA E, CreateCachediSCSIVolume
onChanged

CreateStorediSCSIVolume
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE

NotSupported PR EFEENRE, ActivateGateway

AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BEEIRNRB Message IRE HEIRBHRE
DescribeWorkingStorage

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule

OutdatedGateway EENMX BT, ActivateGateway

SnapshotInProgress EENRBEHITH, DeleteVolume

Exception

SnapshotIdInvalid EENRBE R, CreateCachediSCSIVolume
CreateStorediSCSIVolume

StagingAreaFull LEXEHEH CreateCachediSCSIVolume
CreateStorediSCSIVolume
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

Amazon Storage Gateway Amazon FSx X#MxAFigE

BREERKE Message IRE HEIRBHRE

TargetAlreadyExists EFEEEN R, CreateCachediSCSIVolume
CreateStorediSCSIVolume

TargetInvalid EEN BFiREM. CreateCachediSCSIVolume
CreateStorediSCSIVolume
DeleteChapCredentials

DescribeChapCredentials

UpdateChapCredentials

TargetNotFound KAEEEWN B Fr. CreateCachediSCSIVolume

CreateStorediSCSIVolume

DeleteChapCredentials

DescribeChapCredentials

DeleteVolume

UpdateChapCredentials
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https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.amazonaws.cn/storagegateway/latest/APIReference/API_DeleteVolume.html
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"errorCode": "VolumeNotFound"
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{
"__type": "InvalidSignatureException",
"message": "The request signature we calculated does not match the signature you
provided."
}
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