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EORRLMGZA , B LEA EC2 TOE NiHAHRBIERG , HBAREIZRTHZIT,

BE , #NNIRAFH— YAML USRI , I ENERIAR, i = 3 6 SO A T 8dE
WA SATEHIN R -RF 4RSS |, IUERAREREXFNEMESREZN A -
FX . BHRSABERNRAER, WA THEERN AR ETH (Flm, S5, R, Nt =25
NHBEEUR TR FEEE ) o

B ZE R
RIEEEN , BRIFFZUTZRYE , ENF28]2 Image Builder AT EIR :

- B EET X 60 Z2REE
- HIEM Image Builder BHI SN IREX R P EREITEERN
« Y{RM API 5#& Amazon CLI:StartimagePipelineExecution=iz 1T L £ — & B¢ Createlmage

HUEE 9


https://docs.amazonaws.cn/ebs/latest/userguide/ebs-snapshots.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/block-device-mapping-concepts.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/resource-ids.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/instance-identity-documents.html
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UTRRRERGREIZEDCIEDN

AMI BEEE

« EC2 £Hi ( IEat )

« EC2 4l E# System EnhancedImageMetadata s Manager EfE<Ek (MR EEH , MES
Systems Manager IRASEEES )

- 5% EC2 AMI
- 55 AMI BT 5% EBS tRER EC2

RBEREEE

* 1£ EC2 X4l £i59THY Docker B2& ( IEAT )

« EC2 3£ E#Y Systems Manager FEfz<Bx ( BT System EnhancedImageMetadata s Manager
REEES)EZEA)

« Docker &SR {5
* Dockerfile

BIRBRGE | P IR AT A TR AR IS I PR
7B

EC2 Image Builder AJLUfFIR G5 &K AMIs A 25 EEA Amazon Xifl, MREFHEFIZEERATER
RENKFPIEENSINXE,

XF AMI i HBR & | BATLAE X AMI B3I BR A2 &) Amazon Web Services Ik BRLE /2 i EFH 2 €1
B AMI B3 EC2 3£4l, #ilan | B LUNEBRIRERNLE. NERERERFREE, MREENT AMI
PEREHMXE X AEMKFENLBINE , NS REBR D A% AMI WFrEXiE, AMis

E# A Image Builder BH A EHMEBN 2 EIRE |, FRE BRGS0 EFHREGE 5 IRA = £ H
& BB BB S RAE NS BRIRE,

*\h:
HERIR

ESHMKFRERNFLZAMG, B 5B % Amazon Organizations , 5 H 5 £ = Image Builder
%R Amazon RAM,

pali 10
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=y

Image Builder 12 STIG sB{LAH , AIFKBEERA R MEFSEHE STIG MRENFRER S, XL
STIG AHRBEHERNEEH ETEEMAE, £ARKE STIC ERNAKTLWEMANTER, BEXE
12 Image Builder 249 STIG A4 TESIR , 1S Image Builder # Amazon & STIG E{L4A
#.

Image Builder A RY1E X hix A< 22 il

Image Builder fEFAE LRAZEFIRALERHBRERESHE -4, IDsEEXBREAEONTR :
<major>. <minor>. <patch>/<build>

BALRE =N EE , HEATUREREXEE,

B LR ZEHTEEE NI RN Amazon FIREH (ARN) F , ERFERTEZNR , MTAAR :

1. ThRA< ARNs #l Name EEAT 24 # ARNs T2 EEH,. TRELTLHEKE  ELBEERNB
ERF , B30 : x.X.Xo

3. IEIRA ARNs EEFTENNMT R , FEAXN KRN BERSWEELE,

DB NTFH=ATR , BAUNEBIN TR EEMERRERT , LRF 2430-1 5 1073741823,
REERF2BIFRBRAS S BAEENT R

B B EARSTIETRIBEERNEMBFER, 0, BUSUERREFRAER (Hln
1.0.0 ) A HF ( flan 2021.01.01) o

ER BEYE SRR SRR EREREES (x ) A RIEERERRERA 4 HEERIIR
AYETR. BEMTRPEABEMNY , BE-—MEEFENHNAET QLA 2BE,

Bl | EELATERFMRA 224, 1.7.8F11.6.8, FABERFERRASTEUTER

* X.X.X=224
* 1.x.x=1.7.8
+ 1.6.x=1.6.8
* X.2. X TR, HFEETHIR

&l 11
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« 1.x.8 B, AFETHIR

4 o B B SR S R BV B B RF AR AN 2

HEwBARRBEFERES , BRLXNHE RSN EABRMAES , SERAENRBEENME SN Z MR
R, IHERTFRASNMEARACIZRINARE , ML T EwAREE.

S A RBE S RASIGFUATEEMER

¢ X.Xx.x— EERIEHERE,
e 1.x.x— EERERK 1 A REMRAMANT RA
« 1.0.x— PCERRA 1.0 FEIFFE N T AR,

ETHEBEAER N E A REE |, Image Builder £ 4T B & B RFAEAT 9 P8 IR B A9 L 75 R
Ko XFAZMITRRTTENRATIR, ERENITHRECEZNHESRETFEILEET —XIT
KATH,

AXEABREGRSRHIRESANRMNESEE B0, AREGANER
2R A5 A

WA 5| i 2 ready-to-use ARN ZRF& | TRBEVESIKR RN ERNIEURATEBE FE
o Image Builder T RHE B E X RBREN ARNs MFEABERF , MR N IREHRIXT T E,

LIRBIE K R Image Builder BIRAT |, Image Builder & B EX KR A2t ARNs 8 B E A
MlatestVersionReferencesTifIiR A~ X, ARNs XH{RAE4E A ER SR AZ&IER 5| A ERE
XERTEFIBNTNEE,

flan , HEBIBTEMRAL. 2. 3WA MR |, Image Builder £iR[E :

{

"componentBuildVersionArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/
my-component/1.2.3/1",

"latestVersionReferences": {

"latestVersionArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/my-
component/x.x.x",
"latestMajorVersionArn": "arn:aws:imagebuilder:us-

west-2:123456789012: component/my-component/1.x.x",

A o B A R W TP Y B B A AR AR 42 ) 12



EC2 Image Builder ArfEm

"latestMinorVersionArn": "arn:aws:imagebuilder:us-
west-2:123456789012: component/my-component/1.2.x",
"latestPatchVersionArn": "arn:aws:imagebuilder:us-
west-2:123456789012: component/my-component/1.2.3"
}
}

A ANMASZEER
ZlatestVersionReferencesFHREBEM ARN =R :

« latestVersionArn (x.x.x)-ZA & R AT N 4 33 R FTAR Ao
- atestMajorVersionArn (1.x.x)-8# M 7 £ BIRA P I & FRBRAFIH T ARA
- latestMinorVersionArn (1.2.x)-B# 47 45 E IR ERMRA A FF 40T MRS,

- latestPatchVersionArn (1.2.3)-5| A4 E VB MR A H R T 1 X3 2SN AR A B9 B TR B9 B ¥ 4w 1% R
,

IR [E fR s 5| A Ry &R
FiE RZA = &H#Y Image Builder RSB EMRANS| A : CreateGet APIs

« A-CreateComponent , GetComponent

- BF&if-CreateImageRecipe , GetImageRecipe

- AESRiIE-CreateContainerRecipe, GetContainerRecipe
- BH-CreateImage , GetImage

- T{ERE-CreateWorkflow , GetWorkflow

AE : HTFImage BuilderER BB AFAZIREANESRENFEENTERE , Fit
f¥1latestVersionArn (x.x.x)REEGEREESEN TERE.

ARANRARSERR 13
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R FE A Image Builder 2 B E X &

£ EC2 Image Builder S22 5] , BERIIECERTHEAUBMEEENUT EREZH. BRIEZHHR
B, BUFEXRENEESTEERBX LR REM,

FREFH

+ Image Builder RS HX<AE

- BEER

- BRTASMRGEENRSREFMRE
« R7F macOS MG EEEMN

« IAM FERFEH

+ Systems Manager Agent & R4

HRERFMHE , BUER A TE—FEEE EC2 Image Builder,

EC2 Image Builder %l &

F ) Image Builder #% Amazon CLI
EC2 Image Builder APl &
Amazon SDKs f1TE

Image Builder RFHEKAE

EC2 Image Builder fEARFHEXBERRE@MEM Amazon RER TR, BLFEFHAIERS K
BKAR, HBHE Amazon BEEFIA. = Amazon AP| F 81725 —1 Image Builder &R , Image
Builder 2 W R BIZRFZHEXRAE, Amazon CLIE X Image Builder £ K F 8|2 RS HEX<HEH
EZE8 , H5H £/ Image Builder B IAM [RE XA,

BB E K

+ Image Builder ¥ Amazon PrivateLink, B>} Image Builder it & VPC KImT RN EZELR |, iF
25 Image Builder #1 Amazon PrivateLink $# 0 VPC & ixT Ko

« Image Builder A T2 ARG K LB LM EHE BB M5 R R = 88 Amazon CLI M\ Amazon S3
TEH ARG , HM Docker Hub F FE T ERMMEG ( WREA ) - Image Builder A MNBESEL
5 H3REX Dockerfile , &M HE N B #EFME. Amazon CLI

Image Builder [R5 HEXA R 14


https://console.amazonaws.cn/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/index.html
https://docs.amazonaws.cn/imagebuilder/latest/APIReference/
https://www.amazonaws.cn/developer/tools/
https://docs.amazonaws.cn/vpc/latest/privatelink/privatelink-share-your-services.html
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+ Image Builder T 322G Fz 170 = B9 KB A MBI R Systems Manager RS, ZEERE
RTFEHRIERS,

EEREMRENRZEER , FARSEMREBRERSHETRNEDF,

Linux

34 F Amazon EC2 Linux 354 , 2R 4k Z % Systems Manager V32 , Image Builder 2 1E %
K EREZRE |, HEQBREITEBER,

Windows

Image Builder &% Amazon EC2 Windows Server Y3234l £ %% Systems Manager X,
MR ERREG AR Systems Manager KB |, M ATMNRBRE S 26 , EXF LFHLRE
Systems Manager , /5 M50 22 57 #Y E 5t R &

E £ Amazon EC2 Windows AR$5 8835l £ F 3 &% Systems Manager {32 , 12 % Amazon
Systems Manager A P8R #I7E Windows BRS5E8H) EC2 SE4l EF3) &% Systems Manager
RE,

ERATARRREEENDRIFMEE

NTRBEMREEE , BAENLTERFF#EEBIRBERFM#E T Docker REMEE. 7 Docker
RGOIEARE S 28 , BAATVEBIRFHEE.

Image Builder £ Amazon ECR fEN E ARG H B inF#E. ELIE2 Amazon ECR #ifE |, FiR
#8 Amazon Elastic B85 E M &k AP IEm P W 82 176 ErTiR SRt 1T1R1E,

{R1F macOS BN TE E

Amazon EC2 Mac SEHIEEBE— M T TFEREVIEGIRBENETEE . ERIEBE N macOS G ZaT
DA ERKF DB EEEN. BX Mac EHINEZEEUREETIEF macOS BRIERSHYSEHISKE
HlFk | EZH (Amazon EC2 AF#8R) F# Amazon EC2 Mac %41,

IRTEENE , I EEMREREERRTPIRBEERE, EMREREESERERY BT E
HAEENRGEHINZFNAREFINEN., ENERFLARTAX,

ERTARREEENRETRE 15


https://docs.amazonaws.cn/systems-manager/latest/userguide/manually-install-ssm-agent-windows.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/manually-install-ssm-agent-windows.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/repository-create.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/dedicated-hosts-allocating.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html
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IAM Fo R4

EXBIBEXXREH IAM BEe4REREITREFESNERMNAAG, BIRFET IAM BEK
& B 0 B 5 3K I BL B SCHF R BRRY 1AM A6

« EC2InstanceProfileForlimageBuilder

» EC2InstanceProfileForlmageBuilderECRContainerBuilds

* Amazon SSMManaged InstanceCore

MRAEBEEAFICEK , EEMRERETEENKRFIEEXHXMERBIREFER
(arn:aws:s3:::BucketName/*) B s3:PutObject X PR, #i40 :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "UploadFileToS3Bucket",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/*"
}
]
}
B 25

LT SRR S BT ROR IAM REEF IR IAM ALK T ER R E,

1. &% Amazon BE#Z#IA HITH IAM &4 , Bk A https://console.aws.amazon.com/iam/.
EEMNSMEEF | i%#F Policies ( FKEE ) -

{# f EC2InstanceProfileForlmageBuilder 5k 5% & 5l &

ERRMEINTMERS , ARERBRETRIIRPIEEM I,

ERERINZEREN IAM BEHER.

% Attach policy ( M NZRRE ) o

2

IAM SE R4 16


https://console.amazonaws.cn/iam/
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7. XEC2InstanceProfileForimageBuilderECRContainerBuilds 1 Amazon SSMManaged
InstanceCore R EE IR 3-6,

® Note
MR EF A Image Builder SIZEZHREEH S —NKF |, WATMIEFTE B ¥Rk
FPHelZ EC2ImageBuilderDistributionCrossAccountRole At | HiF

Ec2ImageBuilderCrossAccountDistributionAccess policy £ & E K INEZA®. BEXEZE
B | 2 5H#Z Image Builder ‘&J& Amazon RAM,

Systems Manager Agent 5 R &4

EC2 Image Builder EEF31#9 EC2 =4l £i=1T Amazon Systems Manager ( Systems Manager )
RE , HEMNIARB, Image Builder £/ Systems Manager /5% , AREEWEM B ERAKE
BINHMERS ., ZEESTHERERSE (OS) BMMRAE , URBEREREN R4 TR EMENRAH 5
e

ERBETREREER  BEBRSENERTNEETENSGE
- Image Builder $###| & - BUEE R B AEBEN THRERESIEE,

« Amazon CLI - 8% --no-enhanced-image-metadata-enabled i1
« @@ mage Builder API 2 SDKs — fenhancedImageMetadataEnabledZ ik E N false,

Image Builder £/ RunCommand fHRVE R ZE B £ R AN X KB , LUERBREMERNN R TEREN—
. BREEIRBE LR RunCommand FHR M & 1% B 4 AN i 3541

Systems Manager Agent o RS54 17


https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/systems-manager-inventory.html
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1Y Image Builder #iEZ ] A el 2 B E LA

£/ EC2 Image Builder WEBEMREMAHKN S EZERZ, HETHEER T # Image Builder BY%
BElS. BN HESRMT —NMEARY , AP ERBRRETNERN SR, XLHBRIEER
BRIABERMDE T BEANIE, FAHP—IHERS , BUURRESN S EREENLEHS RS,

IR — IR

UTHERESESRT WAEA Image Builder ## 8 M SHEENE —MNREG, EXRHBLEREN , 85
BRI LT —4 Image Builder BiR. X#ENRE -2 FELQUERNEIR,

« TOEHLRBRE (AMI) KYRGRE 5 A BREN B RE -

- EARINREVEMIRERERF.

- —HEARANRENZERERR , AT HEE2EZIRXE (SEXEHHTETE A @ SHK
F)o

- —HMBREEE , ©EAS IR B IR BRI E TR E R HRE&,

« WiH AMI SR RBRE

7H 8 mSHE

EE@S : 812 AMI
EEnS  tIERRER

tIRTRAMASHNBEE AN

DUTHEREERTNANEATEN A ASHNBEENLAYN , RAEREZL Image Builder Bt 5% E
=

HEH RSN EENEH

£ Image Builder £/ Systems Manager &%

AT #AE &R R IM{A 82 P Amazon Systems Manager arameter Store S3 H 1 B & & 5 1 F F i
S8,

EREETFEAELARBSHK

MEEHNE -G 18
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ZBHEALUE AMI D RRERERASBEFE#SBREEENALEEREG D, tUNEAAENAGHHS
VIS, BXEZER , QIENEH AMI DEEEFS R RITHRAEA Systems Manager 877
#ES B A E LA,

##E . B Image Builder #2#5l & @ SEA R EH AMI I ZREEE

RYRFISECACERGEERHAOSERAZEE , UEN4Y 87E X EC2 Image Builder
R, HTHPDESHMTRXESR , RELERARETANEARINRE |, HE &R,
YEREEBEIER

- SR EEEEFMAESR

- S|2:GEERA

- SRI: ENEMBHEERE-T%

- R4 EXNHEIRE-TIE

- FR5 TR

- S 6 BR

SB|1: BEEEERARR

1. $TF EC2 Image Builder ##l#& , it A https://console.aws.amazon.com/imagebuilder/o
2. EFRUREE , FERCUEMGKREE,
3. HEENBDH , MALNEBENR (X4F),

® Tip
BRI KRBERERIATE. NARAHNMEMREGZEBNZERYE  BFEREFBR
N

7Bho0

4. FEERITXES , BALURE ITRIETHNERIAE. BFE , RIATTRISE R X238 A ihiE et
[ (UTC)e BX UTC RHEINEZFEEUREEREMENXNRBE , BSRNXEE-£3K5|
Re

M FHRBIMEFIRE , EiEERun pipeline at the scheduled time if there are dependency
updatesilil, HIRBERUBNEEEFRUBZIREEH. NRSEEH , ©HRIITNE
BWE,

BEEBS : 8l AMI 19


https://console.amazonaws.cn/imagebuilder/
https://www.timeanddate.com/time/zones/
https://www.timeanddate.com/time/zones/
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5.

® Note
NERENEEEB R IRAKBIEFMNEE | BT BEAE KT A 46518 LR
AP (xx.x)o BT HEEX Image Builder BHIRMIE LRAEZEFINEZFEL , i§5MImage
Builder P #Y1E Y hRA IR,

BEREMT T —IETR , BRET D,

HR 2 EFRES

1.

w N

Image Builder ZEEL 5 — T HERIANEANEER S, EXEAR |, EEFOIEMNEHIED.
EMEGER - | RETIEHESME AM)IET 24 RN 2 E AMI HIREEE,
FEER—T | AT HEAE :

- BEIENESE BN

o MRA-BHEL A ARAS (AR <major>.<minor>.<patch> , E /& major, minor 1 patch &%
BH). fMEAEELL.0.0FF %k,

ERBRGE—Teh | REERMREG, RERIERS (OS) MMRERFENERINE. XFERBHITDHE
B AMIs B9 Linux 35k, EARKEAR , £FAmazon Linux 2 x86B A,

a. MBRBERTHRIIRSP , EFE—PBRE,

b. REBBEIMAEFETNEINE ( FAZRTHTHRERSRAE ) .

® Note
BEi% B AT R AR BB X B AR AR R AR SRR AR &, DR B 30 T RIE ML B f#t
ME#H. E7T#MHAEX Image Builder BRNEXMAEFNEZELR , S HImage
Builder Y18 AR A $2E H o

ERBIEE—T , RE Systems Manager RIEHERIAE., X2F1S Image Builder £ RN =
TR ERE Systems Manager KB , UEEFH MG ZTE Systems Manager KE,

EAHES  FRAPKEEZ., SEEWEXSIN , At EREXKEUR®EZETH
BERBEHA, BR , ©42E#H Image Builder AAERIMAVEM S , LR L Systems
Manager, fEAEH , BEAREGHEMBEGE L2 ELET Systems Manager {E , FHFE /X
ENNBSTEERAFBED.

HR 2 EERS 20
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6. E AU Bro , BULUERTRINEMAFHRE, MRERMAH , BE “EXHAH ERFB
T ARMABAH" , R5Amazon managed NAHFIBE &k RPIHITER, XGEEF
ABREMNAENITH —/MEREAR , &0 LUE H A 58 f 55k o] A A A 4

EAHED  FRE-MERAKHREEIMREN Linux WAHS , TR :

a. BEEERMIPHERZDRH ALRF update KIFEL R,
b. &% update-linux MWEHHHNEIRE,
c. FREBMRAEFIEAIRINE (EATHNRIRAE)

(® Note
LEiR B AT R AW BB X L TE A A 62 AR SCARASIR &, BRI B 3h T RIEML B f 3t
ME#H. BT #HAEX Image Builder BRMNEXMAEFHNEZEFEE , HZHImage
Builder Y18 AR A $2E o

d. &EE HFMBEE, FZECFNBENREP, XFXAAFERER,
e. EBEE “ERAH ERF , FERERMEEHF
7. EFBEFAM (FE)

MEERBETZNAKBEIESERGF , MAILAER drag-and-dropRERFEMNEFH TR ENE
HENERNEENETINF,

(® Note

CIS fniE A #REfE Image Builder B2 75 VR AL HEFMN. CIS MEAHKRARRE
BT, SR EEN & X 1880 HH R BRIB 1T o

a. ESRHEMLE  FiZupdate-linux-kernel-5AMRMEEHEILS,

b. ZENIRRMAEAHERTARREINAASHE . BERFTRAZFEINEGASHRE , AJLUL
RREBNBUNEL, ERITMBREAHNMERE , IUXANTFEHBEFTFR. &
REAGFERARAASEURER ST RERMASHNESEE , BSMH 20E  ¢EFEM
ASHBHBEAH.

c. EEHP-NMAH , RFMELHE TR AERAGNSITIF.

d. EMIBR update-linux-kernel-5 A4 , FMNAHFENE LAER X,

S 2 %FEERS 21
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ESWSRUBBRETESRMNEMEMAH , RiEPiZupdate-1inuxaH,
8. EHXBZMITTI—IIR, BEET L,

HRR 3 EXEMIZHERE- AL

Image Builder &M IKF RE3) EC2 3541, BLEEXMEMZTRIEN R, EMiREERERENEN
# Amazon Web Services IKF° BREFFELENFETHRFIEEREMIREFARER.

EEMIZBEE—TH , BEEMBIAN Create infrastructure configuration using
service defaults, XMEIE— IAM BEMKRBKNEFIERESH , # EC2 MEENRE
BIAXREEZHNREG, BEXEMRERERENESZELR , H3H EC2 Image Builder APl &

#£ CreatelnfrastructureConfiguration 9,

EAHESR , HTREARIANRE,

(® Note
EEERATHAE VPCH TN , KA LGEZECHEENEMRERE , A UERAEL 02
B E,

BREMITF—INIR , BRET—F,

SR 4 EXNDEIRE-TE

DEREESEHE AMI B, ATNENBSEXERE. BaiRUKR TG s H H AMI FAELFA
LB (OUs) ARIFAIEEE., Amazon Web Services ik

EDEIRE—Td , BEEBEIAN Create distribution settings using service
defaults, WETLFHE AMI 2EEHXE, EXEESRRENESZEE , BSHEE
Image Builder 7 Bli% & o

EAHESR , BTREARIANRE,
BERERTT—IIR , BRET %,

SR 3 EXERIR G E- A% 22


https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_CreateInfrastructureConfiguration.html
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S5 T

FER—TNERERENFIAERE, BEREBAMAE-—THNERE  FARUTSIR-—THELANE
BiEd, flm, MRBEREERN , FARSR 1 EEFAGEER — TP A LANRBIERE.,

1. EERER  RFUEETEERGEZENEE,

2. WENHERRNSTERE., EMBENEE, FESNEEMLIE , BT EREIRERE B K
MHHEE. EEERRNFAGE , SRBAFRAFT , FEREFFAEE.

3. EFARNFMAERE  LUMNEINGMERTERERRREREFFTXEMARNFEAES
Pl EEEHEENFAGE , EMNESMERTEREREEE. MRMERD , WENTEER
T RERGEESIRT.

. ==
SR 6 : B

Image Builder RERER—# , EEEHEY , UBPERIMENRR , AETERR 2 HHWER
TREARES. BFHEBN A TR ZN G RFHRTEE. B0 , BARSKTEXERR , RE
BHERNEBENHNAR, EBr , TREFEREEETLTSMEREN].

® Tip
3 BA LE TE M BR R TR A BRI 4R iR | BIERBRUTIRFRIBR R IR
1. RGEEE
2. B&E S

3. IBERRN AR

EERENTHRGENAR , FHITUTER
W EREE

1. BEEEEENKF TRENHEEESXR , SMSMERPIEEREEE,
2. SME RBEEE UH , REEPERBRNEERRZILNEIRE,

3. HEMEEEEARMEDAVRMERED | EEMER,

4. EEWEINMIBR , BEETHA Delete , RITEEMER.

HUR 5 T 23
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i BREC 5

1. BEEEEENKP TRIENESSIR , FNSMERTEEREE S,
2. EREAEMZLNEIRELLERBERRAOE S .

3. TEMERE S EARTNEAVRERED | EEMWERE S

4. BFEBEINMER , BEEPMA Delete , REIEFMER,

il B EL At iR e B B

1. BEEEEENKF TOENERREREN R , BNEMERTEREMIRERE,
2. ERBEBNZUNEERELLEEBER RN EMBLNEE,

3. HEEMREEEEMRITE , EFMER,

4. BEBEINBER , BEEPHA Delete , RTEFEMER,

ER S B iRiE

1. BEEFEENKF TRENIRRESR , SMNSMERPERIEIRE.
2. REERBEEEMNZUNERELERENTHECVNEN S BEIRE,

3. HENEIREMEMRKITNE , EZMER.

4. BHEWHIAER , BEETBA Delete , RFIEEMER,

T Bk AR 5

WREA T SRR CRB B MHREE T RO ERE. FRRTATHURREG , BRIRE
RN, BEHREEUKEET T RBHONE  EHTET.

1. BERECHKS TUROREIR  ENSHERTEERE,

2. NTBBRORE  BEVGIE, LEFTFRENRIEARE,

3. EREBBRHOCARGNIRAZLNEEE, £—RTUEHS M RBIRA,

4. EBRGHEIAEROTE , SEMREE,

5. HEWUAME , BEEFHA Delete , AREHMEL,

S 6 B 24
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##Z : B Image Builder 25 & [ S £ A% i Docker B azR 5 Al

ERGEE

ARG SEEANRRGEERHANSUREHEE , UTRAMLH &% Y EC2 Image Builder
Docker Bif. 1 T HBEHMBERXLESR  KESERNRETANEARNEE | LT

o

BIZMEEE TR

- PR EEEBFRAES
SR}, 2  REEHS

L E X E AR AL B - Al ik
 EX D ERE- AT

A

N

NG
QEl
R
w

NN
|3
SINEN
H
N

N
%
(o))
3

%

SI|1: BEEEERARE

1. 3TF EC2 Image Builder #£#|& , Mt R https://console.aws.amazon.com/imagebuilder/,

2. EFRCIREE , FEFRUERBEE.

3. EEAHNDHR , MALNEEENS (XF ).

4. HEERITXES , BALRE ITRETNERIAME. E3IE , AP E Rt X258 AhiEet
[ (UTC)o AXx UTC RIAINEZFEREUREEREMENXNFEEBE , BZRNXEE-£3K5|
o

FFERBIMEFIRE , EEERuN pipeline at the scheduled time if there are dependency
updatesilil, HIRBERUBNEEEFRUBZIKREEH. NRSEEH , ©HRIITRINE
BE,

(® Note
NERENEEREB RN R KB EFFMEE | ST B BRGFIA 46 1E LR
iRH (xxX)o BT #EEX Image Builder HIRHEXMRAZEFINEZEE. , S HImage
Builder H Y 1E LR A2,

5. BEHERMITT—IMER, FAET—F,
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SB 2 EBRER

1.
2.

Image Builder &S — T HRMINACRAATE S, BEREMAR , BIEFEIRME 5L,
=]

EMGERE -7 | &#EDocker GETIABIE —NAREE , ZEENEMK Docker MG H TG EH
2 E R B FRX 1A Amazon ECR 12,

EEA—T |, WALLTHEE :

- HERIEHEIT BN

o MRA-BHEL S ARAS (AR <major>.<minor>.<patch> , E /& major, minor 1 patch &%
BH). fEAEELL. 0.0FF %,

ERBRGE—Th | REERRBRG, BGIRERS (0S) MBMEFRNERIAME. XE2ER—1H
Amazon EEM Amazon Linux 2 BEFRGFIK , HEMN PR ITEMBRGIER,

a. MBRBEMHTHIIERS , EF—PBRE,

b. REBEIIRAEBEHIETNERINE ( FARFHWATRBRERSRE )

(® Note
Itig B A AR SN EEX E ARG EAE L RA RS, UM B 35 1t X4l Y 4t
ME#H. BT AR Image Builder BIRNEXMAEFHNEZEE , HZHImage
Builder Y 1E L iRA 2=l

Al Eaos | BALUERTRIMEMAHHEE, MEERMAH , ATUE “HRAHE —
Amazon Linux” EARAXNETEH LS HWNAY., FRAELANS TEA4NKEER TEMBRGIRIER
SHHEHMANH, BETUERESEENAYG K REFAAHEESRUESCHHEAH,

EAHED  FRE-MERAKHREEIMREN Linux WAHS , TR :

a. BEEERMBHEREDPEALE update KIFELE R
b. &% update-linux MWEHHMNEIRE,

c. MTRFY , EEEAHIIRNELA  ERLHRT.

d. REMAZFETHNERINME (RSN ITAARRE ) .
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® Note
BEiR B AT R AR BB X L E A A 6E AR SCARAS R &, BRI B 35 T RIEL B f#t
TE#H. E7TMAEX Image Builder BN EXMAEFNEZELR , 52 HImage
Builder Y18 YRR A2 Hl o

MREEERET ERAWASHNEAN  NEATRELEXEEIXESH, FTHERREZSH.
BRELAGFERBASHUREESFREMASHNESEE , B5R 2E  2IBHH
wMASHH BENAH.

EFHEFAH (TR )

MRIGEETSNMAHELSESHERES |, MAILER drag-and-dropRIERFEMNER I RN ENE
I REF NEERIEITIRF

® Note

CIS fniEl4A #AREfE Image Builder B 75 VPR AL HEFHM. CIS MEAHKBARRE
BT, SR EEN & X 1880 H HH R BB 1T o

1. M LR EATHAHSIE,
i%H update-linux-kernel-mainline ¥ZEAH4 ( FBEFENEAHEMEAH ) WEIEE,
TR EEELAHIR , EFINELERIMER.

MAMNAH TR BT HARAES, BERITRARHIADT , o UERRAZ GRS LAY
Bk, AT BAKRAMIT T £ BRI T X URTT AR EL R RS,

5. BEF—NAH |, RS0 LG TS E XA HHIETIRF.
6. EMIER update-linux-kernel-mainline A# , BMNAHENH LEHER X
7. EE L —SHBRETREES AP EMEMEAH | &P update-linux A,

6. 1E Dockerfile ik —7 , EBFEARHIET, BERFBFEH L THBEXETELR , Image Builder 18
EAFERERIZHENERERIMAE,

R

ZINER T , Image Builder £ Dockerfile RERT L FTXEE,

S 2 %FEERS 27
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parentimage ( 4% )
EWER , WTEESBITHE HHERRE,

-

FROM
{{{ imagebuilder:parentImage }}}

environments ( MREETAHY , MAKE )
T E R NEITHHRIZ,

-
{{{ imagebuilder:environments }}}

components ( AIiE )

Image Builder ##TAZRE S P EBEWAFN RN RA4HHA, EERLET Dockerfile

FHEELE , 7 environments TEZ 5,
~l

{{{ imagebuilder:components }}}

7. EENRFHEE-T  BEEFANTHELRZH MR Amazon ECR F#EFER. FM#ERE
TEsTXE (XE1) FoEEBNRIARE.

@ Note
EpBzl , B EEELSAEFET AR B8 XER Amazon ECR H.

8. EHHEMITTF—IMER, BAET—F,
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S 3 EXEMIRHELE-TiE

Image Builder fFE&HI K F A /E 30 EC2 3541 , ABE XBREMZTERIEN X, EMiEREERENEN
# Amazon Web Services Ik A RELBHFZTHRFEEEMIREEAESE.,

EEMIZBEE—TH , BEERBIAN Create infrastructure configuration using
service defaults, XFRIZE— IAM AERXEKNEFIEEXH , HUEXHIAXREEEZNASE
Mg, BETUGEBCHBEENEMRERE , SItAESENRE, EXEMREREERENES
fER , B2 (EC2 Image Builder API %) CreatelnfrastructureConfiguration 1 #.

EAHESD , BITRHEARINRE,

- BHERITTI-ISR, FEET—F,

SR 4 EXNDEIRE-TE

P EI%E R B AR XEH B FR Amazon ECR F#EB AR, i H Docker REFGHBEENXEHIE
EH Amazon ECR 1 EH,

EPBRE—THF , ELETBIAN Create distribution settings using service
defaults, WET A4 H Docker MG D BB SN EEZITXE ( XiZ 1) WASEHHIEEN
Amazon ECR Zf&E. MRE%ER Create new distribution settings , M AT LA & 81 X5
) ECR 78 , HAME S XiF#1T5 8.

EAHES , BITPREARINRE,

- BHERITTI-IMSR, FEART D,

S’ 5w

FR—TERNEEENTIERE, BERBAMAE-—THNEE  FARUTLSR-—THELANE
BiRd, flW , MRBEREERN , FRAESR 1 EEFAGR TP A LANREBEZA.

1. BEERERE , ARUEETEKRGEENEE,

2. WMENARRANTERE., EMBEWEE, FESNEEMEE , BTN EREREE 2 RIDHEK
MHHE, EEERFNFAGRE  SR/RERNANT , FEREFFAESR.

3. EERFNFARGERE , EALBEINSMERFEREFRREREFAXEMR RN FAES.
plan , EEFEFEENHARGE , BNSMERPEARREEE, MRLEKY , NWENFHEEN
ERERGEBIIRF,

SR 3 EXERIR G E- A% 29
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. ==
SB 6 BRR

Image Builder RERER—# , EEEHEY , UHPEXRIMENRR , AETERR 2 HHWER
TREAES. BEFLEHNRN TUNRMIRN G RFRETEE, B0 , ETRLKSIEXERR , AR
BUFERElNAR. B, Tt REERET2uREREl].

® Tip
B LE MR A R e BRI 4R iR |, FERRERUTIRERERER
1. REEE
2. RBLH

3. IBERRN AR

ERRENTHRUENTR , BHRITUATIR
W EREE

—

EEFRELENK, TORNMREES R , ANSMESTERREEE.
2. SME BEEE UH , REEPERBRNEERRFZ LN EIRE,

3. EMEEEERMEPAVRERES | EFEMER,

4. BHEWEIAER , EEEPBA Delete , REEEMER,

MERBRRE S

—

DZEERELZNKF TOENBRE AR, BNEMBEERFEERSERS.
ERE S AMRE U EIRE UL R EMRAE A

RSB S ERTABARER LD | EERBRES.

EEWEIABE , BEEDH A Delete , REIEFMER,

> b

il B EL At iR e B B

1. EEFEENKS TEZNEMRERESXR , BN SNERPEFEMIREERE,
2. ERREEMZEUNSEESUEREEMRHEMBEEE,
3. HEMIREEEmMARMITE , EEMER.
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RAriEmE

4. BFEBEINMER , BEEPMA Delete , REIEFMER,

R B IR B
1. EEFEENKF TEZNIRREN R , ANSMESTERSEIRE.

2. EBREEEMEZEULNEEELEREAERHECIENIEIRE,
3. TEPEIREMRAITAER | 2 MER,

4. FZEEWIABIBR , BEEFMA Delete , ARBEERMBR,

i) Bk Aok 5%

FERUATSRBIIEREEMBRMNAREEF QI ENFIERG, RNEER AT IERE
MEITY , BEREEBUREEY T 2BHNETE |, FFEE1T.

1. BEFEENKF TRIENREIIR , FNSMERFEERER,

2. NWTEBBRNRE  EERERA, WL FREEERATE,

3. EFERBRNVEMEGNREZLINEIRE, E—IRTUEESNREIRE

4. TEMRBHZRAEREOTE , EEMBRRZA.

5. HEWIAMER , BHEEPAA Delete , RFIEFEMBR.

HE QBT EWMASHNBEENAH

, FRIERIE

IR LAE # M Image Builder ##1&. Im EC2 age Builder API = Image Builder AP| &2 B4 R &5
A4 Amazon CLI , BIEVIEMRELAHGH S SDKs, HEATH |, RITENEELAGHRENERS

¥, UWRTEZEITHIEE Image Builder # %] & fl Amazon CLI SR ELH K S

/A Important

BHSHRAEXAE , F BHBEIEFRKE Amazon CloudTraild, FEATEWEAEEHE Amazon Secrets
Manager = P Amazon Systems Manager arameter Store X2 &8 %4F. < Secrets

Manager WE Z{E 8 , 2 Amazon Secrets Manager A P8R+ L 2 Secrets

Manager?. B3 Amazon Systems Manager Parameter Store WEZE LR , i5Z ¥ Amazon

Systems Manager B F#88H# Amazon Systems Manager Parameter Store,

DRTFESHIAELAMF

31
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£ YAML A4 XA ERASH

EWEAN  LTERH YAML 5#E JSON MRARFEA X, ZXHEEE TEENRHEREEE LT
EXHHBEMSRAPZTHNREG, sIHAHNES TURESBUESTIHEEE , MRSHKRRE
NEEE , WRIAEFERK.

ERMAS RO RAE H T

RIDFTARMAE YAML A H X ELMEREASH

E7E Image Builder EHNRALHIPCIREASHHEITHTH YAML RABFAHXY , BERRE
IEHY R BIRE R GE IR B Y 25 BR A 1T IRAF

Linux
B2 YAML 44374

FERAXHRETEQBAG XX, XHERBIERASBN hello-world-test.yaml BWX#H , H
REEUTHE :

# Document Start
#
name: "HelloWorldTestingDocument-Linux"
description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's me!"
description: This is an input parameter.
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep

E YAML AH R ERSH 32



EC2 Image Builder ArfEm

action: ExecuteBash
inputs:
commands:

- echo "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecuteBash

inputs:
commands:
- echo "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
FERBIFE R FERABIESL YAML Validat 3 YAML lint 7 BiX 8 T ERIIF YAML R 2
HIEH,

Windows
B2 YAML 484 3744

FERAXHRETECIRAM IR H., X RBIERSBRN hello-world-test.yaml WXH , &
FEEUTHE :

# Document Start
#
name: "HelloWorldTestingDocument-Windows"
description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's me!"
description: This is an input parameter.
phases:
- name: build
steps:

E YAML AH R ERSH 33
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- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecutePowerShell

inputs:
commands:
- Write-Host "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
ERBIRERFEHBEL YAML Validat 2 YAML lint 7 BiX## T ERIKIE YAML X2
EIEH,
macOS
B2 YAML 4843284

FERAXHRETEQBAG XXM, XHERBIERSBN hello-world-test.yaml BWXH , H
FEEUTHE :

# Document Start
#
name: "HelloWorldTestingDocument-macOS"

E YAML AH R ERSH 34
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description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's mel"
description: This is an input parameter.
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecuteBash

inputs:
commands:
- echo "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
ERERERFEAGEL YAML Validat & YAML lint B iX A/ T ERKIF YAML 8RR 2
BIEH,

E YAML AH R ERSH 35
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A% EC2 TOE MARFAA XN E. SRNEENESEL , WSME EC2 TOEF AT,
EXSHRAERNESES , WSE%E EC2 TOEFEXMEI AT BTEN S5 55,

M YAML AH3 5 h el A 4
TR ER T AT EREE EC2 TOE A% , YAML N AR FA M4 XHEEATERN EifE,

- Ef#H Image Builder 1| A E#EMN YAML XHEBIBAH  BESRBESRFSCEBENEHF,

- E{F A Image Builder create-component if SN ITRIRAH , BSEANFOIZEEELAH
Amazon CLI, XL REIHRH YAML XHEEME IR A EH Hello World YAML X5 E R (hello-
world-test.yaml),

B3 2% A 7E Image Builder Bl 5 iR EHHS B

NTREE S MERES , REAHSHNERAMERE. 0ZNEHTREFHOMRER , TUMNEEA
HAMNRAHFRPEFRRZLENAMH, EHIRBEERTENREGERNERNREREHNAHF,

RRAHE  ZAHREREAHIIRETSNEEAHFST . FERSMEEAMFMEEXRI, M
RENEHFELTHASE , WEMNHERARBNAASHN AT B

NEAHEXNBNINSEBLKERATSHRE :

- SREN (THARE ) - SBNER.

- IR ( FHURE ) - SBUER

- RB (FURE ) - SHRENBIEERR,

- E-SHWE. NIREENKESTHEXRERALESH  HEERNZAASHEN TRIAME , WBIAE
DURBXAE REBEER, MRKRBMAEME , Image Builder f5F# A BRIAE,

EREFEAZEEARESH

EOREGBEENITERN , B/LAETLRAE—THRERNEMEBL, IRENEMREEELD
FRLGRE (AMI) ID |, FEZERMBEKEEF , WE AMIID ATRREXR , BFEEENB 7T RETE.

B A LAE S Amazon Systems Manager S8 F S8 ( SSM S8 ) RiF#HERMRE AMIID W{E , A
EERZSHERSTEEEMMRE  MALERXEREMMEG D HEEHRES. T Amazon
& AMIs , B ERAZIRETN LS,

RYEFE|SEZREE AMI ID SHAERGE S PEAZSHRIEE. AHEFH Image Builder
SRETEHE,

Bid 2% A Image Builder B 5 iR EAHSH 36
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ok

. SWA : ERAGRS WS
. W2 BB IAM R (Tik )
- SW3: HIREASHNAGES

\|

\|

S| ERHCES U ERSW

WS BRATEERTENEMBRGIEEN AMI EE, XF Amazon F£B AMIs , BRI LAER S| A %50
MR AHSE, BLSHATEEHIELEF AT A Amazon Web Services X1,

B% , I EEN AMI X R EDTTF,
Amazon managed AMI

MREHEMREZE Amazon F£E AMI, MIAJAFERAAHSHIEE AMIID , MAXEIEZBE NS
. EEREN AMI WAHSE |, FS M Amazon Systems Manager A IEEFHN RN HS
o

Custom AMI

EGIE AMIID S8, BEEFAEFE. RIRBIE S ystems Manager F 8|2 S 8174 FE S B0 i BF 3
1T#R1E PowerShell, Amazon CLIZ L T ELERSEERN AMI ID,

S¥E : Standard
A : String
BIEXRA . %Faws:ec2:image, HRIETELEER , REcKiEm ANEULBRER AMI D,

B MABME AMI D ( fliNami-1234567890abcdef1 ) o

FR 2 BE IAM PR ( ik )

E& A Systems Manager ZHFHSH (SSM S ) , TR AHNERTERN , EL4ME IAM A
BHIEELT Systems Manager S8 F# R E , HFHZSHI N RIR. Image Builder RFHEXHE
BRI ROAHSHEEIRNBEFH T /imagebuilder/BIBNFABESHINR, XN F&BZERNFE
S8, BALARITAERINNR,

« ssm:GetParameter— HIREARFEER SSM SHERETIETEME G,

SR ERFCEBRSBERESH 37
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« ssm:PutParameter— WIRIEARFEES KEEF5H H AMI ID 77647 SSM S8+, XBENFE
KRR, EARBEERFIREPTIEHRERE,

1. BIZBEENA® (Wik)

EFRIEEERMERA create-image R E Amazon CLI , REEIEE —1 Image Builder }U{TA &,
MREE T Image Builder TEREHITAC , MFEEMZACRKMNEMEAAIIGENRRER, &N ,
BEE-—NIEMENRNFEEN AC, NREELENTEEXRITAG , WA B S

R
%8 (Amazon Identity and Access Management I F#8/) F8|E & E Amazon FRE ZE IR
BREVIE R 1T IRAE

2. RNEWEENLABRMNE

EQEENXNAEARIMN SSM SHMR , E1RE (Amazon Identity and Access Management i F 15
M) PH EFAGKRIRER REHITRME,

UTRBERAERTERAELNK, PRENSHE M ssm: GetParameterigfE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PrivateParametexCustomRole",
"Effect": "Allow",
"Action": "ssm:GetParameter",
"Resource": "arn:aws:ssm:*:111122223333:parameter/parameter-name"
}
]
}

AXRNHESHERNEZEE | 2 M Amazon Systems Manager A F s EEHA AMI A HSH,

SR]3: QRERASHNBERES

\

1. $TF EC2 Image Builder ##l& , it R https://console.aws.amazon.com/imagebuilder/o

HR] 3 MEERASHNEGES 38
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2. &R BEEA, REMIFIRTHIEE EZEKES,
3. EEEMER" &7 , TR :

a. ER“EREENAMIET, XFEREMTFER , BREEHPHA AMIID HEE AMIID
) SSM Z#,
b. &% SSM SEEIL,
c. 1 SSMEZHFRYF , WALEIR 1 PRIBNSHBNSHEHH Amazon BIREH
(ARN). ZRBABH , NIEHE PR BEIR,
4. BREFETHRRNESEE.

® Note

MBEEBIEAIEO () REB R Amazon CLI , NSHEBHIBTR LA ssm: (
i, ssm:/ImageBuilder-Tutorial/BaseAMI,
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FHAH B E X Image Builder BR

Image Builder f£ EC2 Task Orchestrator and Executor (EC2 TOE) A4 EENAREF KM AE RN
THEHRRE. EF YAML XHEHEMNRE EC2 TOE NARFESERANAY  SEXHELTAT
BENSNRBREHEIAR, XF AMI B & | Image Builder 27 E Amazon EC2 2 MM XL 4| L=
# EC2 TOE ANAHEBRNARF. NTARESR , AT EC2TOE AHEENARFRERLE
FEIZTHBERN.

Image Builder i+ EC2 TOE #1TFTERHl L#5ES). E121T Image Builder i SR Image
Builder ###|& EC2 TOE BY , TR #ITHMIRER A # TR E,

(@ Note
% Amazon FEEMAG RN EXFNEG AN | ZAGEFTFTELET, ERHBEIRER K
ANE  EMEEFERZAGENKFHLWEEDS , kA4 S ZHE Amazon Health
Dashboard I L H &k, E T #EFE 2S5 Amazon Health , 52 (Amazon Health
FIEME) .

PRGN T/ERIZH
BT HEFRBREH Image Builder THEREBERBUTHN TR A HE,

1. WEH (RIRAET ) — EWER | LR LNETENERRERHN Amazon EC2 #ESIAI#TER , %
SIEMMENEE, fl , BNEFAIUIERENARFRERRERSH XERENAL,
RS ITAF R THE
* build

- BIF

RIS UL ERfE , Image Builder £ I RBH ARG , UEAN LR S HFEHA,

2. MR EX (REAJE ) - TEMRBNER |, 82 AMI WG ERB[MGERAEFEE—LEER, WF AMI T#
# , Image Builder NELSIZHIRBF 3N EC2 24l , ERAMEBMBNGRE—%$. EFHXEH6 LizTn
RURIREHBRZEFIZEAPZET. I TFR[IER , WiREATFHENE—X26F £iz1T,.
ERGHENRYE W FERAFEENENAHERFETEGEFHUTHE :

o AR
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LA M HIE A T M N XA E SRR, IR RS | Image Builder AT BAURYER RN
BAHERELEN D BRLRE,

® Note

BREC2TOE NABRFERATFEEAHXHPELFZHE , B Image Builder X$i=17
ERMEBURETXEMBRETENAE, EFAGERGUERZET , A XHXTEDLENL
LR ER 2 — : build = validate, EFAMHERGNZRZIT , A4 XM REN test
BYER , MAREE L MM ER,

B F Image Builder 32T &MNH , b AHXHFHEZESIATEBERBLR, BF
BEFENENERZTHM REZTENRBZETHMER, B2 , B LA BHRE LA A
S8, ABLBTTEAE. BXT Image Builder B FHiRBEBGSHNEZES , H5H
B2 SETERASENBEE AL,

R T B BHXS MR BN S 3 1T EEHERR |, iE EC2 TOE BRI — NS & A M B &4/ B &304
X URERAHBRETRAENER. MREEEEREPEE T Amazon S3 7MW , IAEHES
EAHRE, X YAML XM BEHmENEZESR |, B5H £/ EC2 TOE AHFXHEEZREMEBEN

Bt

® Tip
HEEBRBES MM |, FRST U ERIE D B A S EA M RRAEHIRERIA B ZE MR
Ao, BHXMEMA Image Builder a5 A BIRFIMFENEZES Amazon CLI , FZHEARERHIT
B RIFEBD o

AN BUAEE R Image Builder #24| A5 Amazon CLIFH G RIH, &BF. SIEMNSAAHL,
E&

« IIHHEFEGFMER

« f£/H Amazon Web Services Marketplace A4 B & X &K B &

- FRARXELHBEN Image Builder BR 15

« 79 Image Builder BMETFF % BE LA H
« Image Builder #0{A{# f§ EC2 Task Orchestrator and Executor N Ff2 &2 A 4
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HHAEFARFMES

AN BMAEREE EC2 Image Builder Ba 5P EANAHNESHAEREHEHAEE.

HUFERES

« Bt Image Builder A4

o« 5IHk BN EHwmIFRE Amazon CLI

- MAREVA HiF4H1EE Amazon CLI

o MWHIREVAHRBEMIEHAEE Amazon CLI

5|4 Image Builder 424
BRI BRI T Bz — 5 H M iEIE Image Builder 44,
Amazon Web Services BE#ZH| &
EEHERAHFIFR Amazon Web Services BEEHIA , BRITUTHER .

1. $TF EC2 Image Builder ##|& , Mk Fhttps://console.aws.amazon.com/imagebuilder/o

2. HESMBERFIERAH, BIAMBERT , Image Builder £ E RIEM KA HENEAGTIR,

3. ZBALUARBREAHMENHITRIELE. EEEETHEETLFRINAY | BRITAMEEXRE
THIRHEFHEF—ME, AEERAEINRNTEREPNERARESDL, ALERUT
B :

« Amazon Web Services Marketplace— & Amazon Web Services Marketplace 7= mi] @B 1%
REREVA 4

BIEAIT ( Amazon F£E ) — Amazon SIE M4t K9 AT o] A K,

BIAEN — BAlENAH. XREBINER,

- SRHATZ —HMWABSHKF OB EERZTNAHL,

- BEHEE —BITRNE=Z1FHAENHEM. Amazon Web Services Marketplace

Amazon CLI

BATF R BE anfal 68 A list-components i S iR E&H K F #E B Image Builder 4H #4513k,

aws imagebuilder list-components

S HEFAL 42


https://console.amazonaws.cn/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/list-components.html
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ERBLUERREAHMAENETHIL. AEEREENERIENAFNRABT A, MABRT |, It

BRSREEHNKFIHENAGYIR. EREGFFEERIEER , B1EIZ1T list-components a8 %

RIEA --owner SBUIEEUTEZ—®,
HHMEENE

* AWSMarketplace
 Amazon

« Self

* Shared

* ThirdParty

AT RBIERHAE --owner SEH list-components &5 , AT HIEER,

aws imagebuilder list-components --ownexr Self

{
"requestId": "012a3456-b789-01cd-e234-fa5678b9012b",
"componentVersionList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/sample-
component1/1.0.0",
"name": "sample-component@l",
"version": "1.0.0",
"platform": "Linux",
"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2020-09-24T16:58:24.4447"
b,
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/sample-
component@1/1.0.1",
"name": "sample-component@l",
"version": "1.0.1",
"platform": "Linux",
"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2021-07-10T03:38:46.091Z"
}
]
}

5t Image Builder 44

43
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aws imagebuilder list-components --owner Amazon
aws imagebuilder list-components --owner Shared

aws imagebuilder list-components --owner ThirdParty

5k B VA HmIFRA Amazon CLI

LARRABI5EBR T a0 55 A list-component-build-versions @ 5 E B4 E1E L ARARK A B HERA,
= 7 ##48X Image Builder BRI E R ZEFINEZER , 152 HImage Builder FEYiE LR #2
#llo

aws imagebuilder list-component-build-versions --component-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:component/example-component/1.0.1
{
"requestId": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"componentSummaryList": [

{

arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/
examplecomponent/1.0.1/1",

"name": "examplecomponent",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",

"description": "An example component that builds, validates and tests an
image",

"changeDescription": "Updated version.",

"dateCreated": "2020-02-19T18:53:45.940Z7",

"tags": {

"KeyName": "KeyValue"
}
}
]

}

5l 5k B BV 4A 4w iE R4 Amazon CLI 44


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/list-component-build-versions.html
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MAZREVE 1% {5 2 Amazon CLI

AR AR BRIE IS EA M/ Amazon BIEBF ( ARN ) B[ get-component a5 S 3RERAE 1% 4

1% =|
(=R Ye)

aws imagebuilder get-component --component-build-version-arn arn:aws:imagebuilder:us-
west-2:123456789012:component/example-component/1.0.1/1
{
"requestId": "alb2c3d4-5678-90ab-cdef-EXAMPLE11112",
"component": {
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/
examplecomponent/1.0.1/1",

"name": "examplecomponent",

"version": "1.0.1",

"type": "BUILD",

"platform": "Linux",

"owner": "123456789012",

"data": "name: HelloWorldTestingDocument\ndescription: This is hello world
testing document... etc.\"\n",

"encrypted": true,
"dateCreated": "2020-09-24T16:58:24.4447",
"tags": {}

MAIRERE 4R G B 1 4045 2 Amazon CLI

LA RBIER T EIEEA 4R ARN B {a A get-component-policy fi S IREVA 4 R EAE S,

aws imagebuilder get-component-policy --component-arn arn:aws:imagebuilder:us-
west-2:123456789012:component/example-component/1.0.1

£ Amazon Web Services Marketplace A4 B E X IEH R &

BT IS ERF R (ISVs) Bl KER &SN , F Amazon Web Services Marketplace 127 F
BE X B2 Image Builder BRI H M, EAMEIT 51X LE Amazon Web Services Marketplace 4
#, RAETEEEGE S FERAESIIREEHRRE,

MARIRERAE #41% 4045 5. Amazon CLI 45


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/get-component.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/get-component-policy.html
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YIRERBE S 38 E Amazon Web Services Marketplace A48 , Image Builder 2R IET 5 H 1T
KPP ARRE , LBREAEEAZAHFMEN TR, BIEKINE , Image Builder 2 N A4 R EMH
BHBEZETHRAR , HREEEWEFER,

&3 Amazon Web Services Marketplace 424

A LAM Image Builder #2H &0 “KI>=m” REPEREEE S P LA Amazon Web Services
Marketplace BXHF4E# , M TR,

1. #JFF EC2 Image Builder $#&l& , Bk https://console.aws.amazon.com/imagebuilder/o

2. TEEMBE®RD , ®EEAmazon Web Services MarketplaceZB 2 F K X T~ Fo

3. %&$® Components ( A4 ) T+, ETFHIE T £ AEEEMAFTE Amazon Web Services
Marketplace ™= f , HHPSEHHIMERA 4 Amazon Web Services Marketplace.

4. EBRZOSHANBERGTm , TUAEEZREPRABI B HILStatus, Operating
SystemPublisher, =S#{TiFikCategories, BREETERRERN D WK,

gR
BT Amazon Web Services Marketplace = R#EB W FFER , HPIEUTER.
Amazon Web Services Marketplace 7= i & #r FI AR

BT BRI P A miF 45 2 Amazon Web Services Marketplace, &7 SUERSEELLT
BAEXIZ” B EZEE Amazon Web Services Marketplace, B #& , MR EEXRXTRHZE , WA
DEFITHENFHE  HEAEFITHETRAEZNERERPHITITH,

R A

TEERAMHNERZ,
BRIERS

Wit A TETZAFRIRERS,
R

HHENEAE, THEEDPHEMREIFETE Amazon Web Services Marketplace, LA FER ¥
EHNFEDRHRITH R A EEERE,

;

ERATIZAHR—NE 2 Amazon Web Services Marketplace 7= @3 3!

3 Amazon Web Services Marketplace A4 46


https://console.amazonaws.cn/imagebuilder/
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L7

ERERBITHATH™R. WRERERITHE , WA LLERF “BEFITHER” LEH Amazon Web
Services Marketplace 7= @I IT FHIETIRE , b AT LUEFEREM Image Builder %1 & #1717 .

KEREH

MEREHIT 3 2 E % Amazon Web Services Marketplace = @BE — MR ZAMRA | N5X LEpR A7
ERE RBRAH Frd, ZHoRDAETIREBRS , AETRKRRAGNKEE, BUURTZHS
NEEBESZHFHAER.

(@ Note

5H Amazon Web Services Marketplace B &= xRN EBRMZ £ H 0 (CIS) AU KRERE
D iscover =mMERP, MREITHE THMNHOESG™R , NXBKNAHEFERE TR WE
d o, HE BERGES NEEFEINE=FAN. BXRZAHNESER , ESH?22%

1T ¥ Amazon Web Services Marketplace 44

RIS EERERILHFERANEH Amazon Web Services Marketplace 7= @G , LA LLEZEM Image
Builder ##I&THZ~ @ , M PR , BATBAM Amazon Web Services Marketplace 2 #1 & 1T 5,

1.
2.
3.

$TF EC2 Image Builder ##|& , Bt A https://console.aws.amazon.com/imagebuilder/,
ESHBEES |, %FEAmazon Web Services MarketplaceZB 2 F B XI5~ Mo

1%£$F Components ( HH ) &I+, LLETR5E T EAEIXIEDAFTE Amazon Web Services
Marketplace 7= , EH3IEHHIHERLH Amazon Web Services Marketplace,

E#ERISTE Amazon Web Services Marketplace 7= f , BEEREFH AT 2B . MREHE
RS, EFRAERYNFRERIABESR R , WA AFFEPublisher BUREHE iR R LAY =
ml&R,

MNERIKRPERETHN~m , RAREREFITHED, XE7R7T1Z Amazon Web Services
Marketplace 7= m T FETEE,

%R TH” , TEEIT Image Builder BHI &I AT R~ m. REQXBABRITHEELEF, iTH
B, RSFEFH N, Subscribed

BXRIEHBIT A Amazon Web Services Marketplace = RHEZE L. | S FrAmazon Web
Services Marketplace Image Builder A 1T R K124 & B,

1T ¥ Amazon Web Services Marketplace 44 47


https://console.amazonaws.cn/imagebuilder/
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£ Image Builder B&EL 5 £ Amazon Web Services Marketplace 44

& T LA G fE R H 3L AU HY Amazon Web Services Marketplace A4 —#1E Image Builder B &
BAFFERAH. TFE Amazon Web Services Marketplace B S5 7= BRI K ZHEH | 7R
BMEBINAmazon Web Services Marketplace, #lin , EFEHEE T Amazon Web
Services Marketplace ™= mH A H |, BFEEF RMYEAH , ASAmazon Web Services
Marketplace NFIRHPH {TIEIR, XFEERF S FREAAMITH —3EH Amazon Web Services
Marketplace 4 ##9iEZ E R

(® Note

WREEEFT K CIS BILEHThird party managed , EMFIERFIKRFER , T
o Amazon Web Services Marketplace

BRIMANAFERE, FINRESHRNESER , FSHALERKE S B R,

FREEHHBE N Image Builder BR{&

FHEAHHRFE=ZFHLAGE Amazon , ERNEEE=HALEECE , HIUEBEMNZ2F 0 (CIS), X
BERGRASHE S FEAREAHR , Amazon 2IEHEMANT MEMEHRNSZHAGRER, ER
BRAHIRIREEHER , FERIEAEFTHHFARES.

LUT#5%E Amazon S EAASIRBE —NEAMH , HIRITEI AMIs £3581LHY CIS BY , IRATSAE A 1Z
Amazon Web Services Marketplace4i 4.

BikEH
* A Image Builder Windows R % % Distributor {2 ELHNAREF
« Image Builder 8 Amazon £& STIG E{t 4 4

A Image Builder Windows BR %% %k Distributor 4+ BT EA U R AREF

Amazon Systems Manager Distributor 7] A& By &5 5437 @ 3 K 2] Amazon Systems Manager
RETR. BATEMNERMECHEY , A LAEA Distributor E3XF & Amazoni2 Y L IE K
%2, BX Systems Manager Distributor WEZEE , 55 H (Amazon Systems Manager AP 15
) A Amazon Systems Manager Distributor,

Distributor BT EH 4

ERILHEH Amazon Web Services Marketplace A4 48


https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor.html
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LAF Image Builder £ &4 ## H Amazon Systems Manager Distributor £ Windows 324l £ %2 %5 51
BFE.

 distributor-package-windows B A HEA Amazon Systems Manager Distributor 3k 2% &
£ Windows BUGHESPI LEEENNARFE. EENLHEAHEEERFTFNEES Y , ESHAER
B distributor-package-windows 9383 4 4,

* Zaws-vss-components-windows4 4 Dist Amazon Systems Manager ributor FE#REY

Windows BR{& 4 B 326l £ L% AwsVssComponentsBiFE, EENEAHESEEREAFTHREES
¥, HSREE aws-vss-components-windows 3837 A 4,

BRUWMTE Image Builder B AFEARELAHNELER , BSRAERATREERSH CIERGESH
A SEATABE SN SIEFIRANEEEE . BX AwsVssComponents T BNWEZEER
EZ# (Amazon EC2 AAF1EM) R VSS B AREF — M IRE,

FoRFMH

f£ i K #i Systems Manager Distributor & Image Builder A#4-ZENARFE 28 , XABRRFE
LU R4

- £/ Systems Manager Distributor ZE&H L6l £ =& AREFBH Image Builder AHFEEIRE
F Systems Manager APl X BR. 1E/&E A Image Builder BB A AH 8T , HABBATFRT
B FREY IAM policy MAE, ERENR , 2 BlE Systems Manager Distributor 1R,

(@ Note

Image Builder B 81 A X FE 5= f5I#Y Systems Manager Distributor 2. 4l
0 , AWSNVMe, AWSPVDrivers Hl AwsEnaNetworkDriver Distributor S8 ERF KA ,
Ht 2R AT

Bl & Systems Manager Distributor fX R

distributor-package-windows AH4MEMERECHWHEHE ( FlE0 aws-vss-components-
windows ) FEERBWESSHINFNNE T 8EZ1T. WESLHILMEEB A Systems Manager API =
BEFF A % % Distributor H# LR,

BERANXESRLUBRBEE L IAM REFAE , % Amazon Web Services BB A KEMNARRKR
F Image Builder 44 MR35I Z % Systems Manager Distributor ‘2R,

Distributor #4452 Windows R A2 F &% 49


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/application-consistent-snapshots.html
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RAriEmE

LTI BIRKRE
73 Distributor £ BR&I12 1AM policy.

1. £ https://console.aws.amazon.com/iam/ $TF 1AM 2 &l &,
2. ESMERP  EE KK, RFIER QIEEKE,

3. HAIERMREL , &% JSON T+ , RAEHMIARNBTEHRANLLT JSON XKt , RIEFEER

X, XEMKS D, NEEABEELF,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDistributorSendCommand",
"Effect": "Allow",
"Action": "ssm:SendCommand",
"Resource": [
"arn:aws:ssm:*::document/AWS-ConfigureAWSPackage",
"arn:aws:ec2:*:111122223333:instance/*"
]
}I
{
"Sid": "AllowGetCommandInvocation",
"Effect": "Allow",
"Action": "ssm:GetCommandInvocation",
"Resource": "*"
}
]
}
EREEERK,

(A ) WTFER , BRAZAGHRARHER.
1%$% Create policy.

N o g &

S®R2:QEAB
A Distributor X FREIZE IAM B,

MNFEM, FRA—NBIHRUPRIZEKEE |, fl8 InvokeDistributor =

XY E AR o

Distributor 2 ¥4 Windows R REF %%

50


https://console.amazonaws.cn/iam/
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—

o M 0N

9.
10.
11.

£ IAM Z2HESMERT &R A6 REER IEAG,
EERZEEEHNERET |, %F Amazon Web Services B
EEFERGERALAGHRS TH , &% EC2 , ARERT —F: KR,
FRBLNEARGITE , BB EC2, REERT—%: R,

EBEYIRD | % Amazon EiIH S iEESSMManagedinstanceCore, ( MREBEH /NGRS
B, BEEREPEA SSM, )

FEHRIEYIRSD | IEFEZD M EIERMEEC2InstanceProfileForimageBuilder, ( IR FEE4 /N FIKRTE
B, FEBEEPEA InageBuilder, )

HEET % 7%,

(AL ) AIM—PHSMIEREN , LMALR, BEFEFLAGNTR , REEE T-F . &
o

NTFEAEENR , BMARGBNEN , flf0 InvokeDistributor HIBEXK H L& Fr.
(I ) M TFAGHER  BNRIANAER AN ZACHNARRR,
1%£3% Create role (BI2A®), REFILAREER A6 NH.

SR 3 : [ A B INIZR

% BB Distributor IR G — 5 2 RIEH 1AM policy HENE| IAM B,

1.

2
3.
4

£ IAM #2415 Roles ( A ) REL , ERENNCEZNAG., FITACHERE,
gk P18

BREL—IBPOUBRNER K RAREPZEHRZUNSIEE,

% Attach policy ( MiNZERE ) o

X FEEEA Systems Manager Distributor B4 4 EIERE , £ Image Builder E 1% o ft & 5 R
hEALAR, BEXESELR  BESH EEMEREE.

BLiE distributor-package-windows Jyid 37 A4

ExEESHER distributor-package-windows A4 |, FIREU TSR REEELZENEF .

(® Note

DR HFRIE SREH , TREEBR S HPMEA distributor-package-windows A,

Distributor #4452 Windows R A2 F &% 51
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 BE (2T ) - BEERTELRIEHMAT. EREDFE Install M Uninstall, LLEERIAR
Install,

- PackageName ( %iE ) -BERZEFHEN T HERHE TN EN. BEXERRGTETNIER , F5H
& Distributor Z4F8.

 PackageVersion ( Ali% ) -ERZEN D HEHERHSTHIMRA, PackageVersion BRIA N HEERZA

- AdditionalArguments ( AIi& ) — —1 JSON &£ | HH I SEREABAULZE, HE

REFREBHHMS . BEXEZEL , $5H Systems Manager & X iE4 5| A TEH
aws:configurePackage i A E ¥ #Y additionalArguments,

BLiE aws-vss-components-windows J3Jh 3 A4

EB HFFEH aws-vss-components-windows HA#E , ATLLERIRE PackageVersion
S8, LAER AwsVssComponents RFEHEEMA. MREBBUSH , ZAFFEIAEA
AwsVssComponents BF BN HERZA,

® Note
WRBRBRIE KREMG , TEER S PEM aws-vss-components-windows A4,

# ¥ Distributor B8
TWEBME=ZFRELNRTHE , BRI LUEY Systems Manager Distributor 22 %3iX L5848,

BEEFEETAHHSE Amazon Web Services B 244 |, HEFKAmazon Systems Manager 24|
A A MNSIEHH %L Dist ri butor. Distributor REE R AT EERNAERGE, BXEATIHT
R4 EEZ{E 8 Amazon CLI , F5 (Amazon Systems Manager A {5M) PN EE R4S
(ATIT) o

18& ] LAt 2 B 2 M FAFE Systems Manager Distributor 218, BXxEZELE , i55H (Amazon
Systems Manager FIF /) PHAIER4 T,

Image Builder 8 Amazon 3% STIG E{LAH

T2 PRXEHEIERE (STIGs) REBEERSR (DISA) AR EERENMPM M HIENEER LT,
NELBNREHE STIG it , BUNZE, BEANASHELRE,

Image Builder 1244t STIG s&{LAH , AIHBEEERMMERSE L STIG FRENREMR K, XLk
STIG A HEERNEBHZTEEMA, FARME STIC ERNEAHTLUWEEAN A,

STIG R{LaH 52


https://docs.amazonaws.cn/systems-manager/latest/userguide/documents-command-ssm-plugin-reference.html#aws-configurepackage
https://console.amazonaws.cn/systems-manager/;
https://console.amazonaws.cn/systems-manager/;
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-view-packages.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-view-packages.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-working-with-packages-create.html
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/A Important
BRT DBAIS , BRIFBESHIEE , BN STIG MEAHFLREE=AR4EE. MERH
LEARETE=ARHS , # B Image Builder XHZHRMH4E , MELAHSNAX LR
‘Z. STIGs

ARHIH T Image Builder XEF#FTER AT Image Builder £ &322 F00 = & A /B 31 B9 EC2 L4
M STIG, MREXNMENAEM STIGKE , IR NEELAGRNHE#TERE, BXREEXL
HHURMABBENNESER , H5H FA4AH4EE N Image Builder B,

BIEBRERAT |, STIG Bt AH2IERKRER STIGs ENAHMT . BINBWNEEEFFER STIG 58{LA
HHIBRRE Image Builder BE&, BXMMA15RIFMZESE Image Builder BENEZER , BSH EEW
BIPEBERR,

SEHEM IR 3
B (E-%)

BFENRKR. SETESEISE, THMDEEEERGEARA,
. R (ET%)

AETHSHNEYE, TAMDEEMEXOEARR , ETUARRR.
- (=)

FASERATHENZEE, TRAMEREEEERNEREFR.

e

« Windows STIG #8{t4H#

« @A T Windows B9 STIG fRAA R iZF B E
« Linux STIG B{L4A 4

« SEAT Linux B9 STIG liRAA R idF B E

- SCAP &M MK UL ZRA 4

STIG LA H 53
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Windows STIG 381{v.4H 4

EC2 TOE Windows STIG RB{LAHZT RN RFZEFMIRIT , HFNARMARE, KFS STIG WR{LA
HLZEMEFERER (DoD) kB, SIIELMBRTAENIES , L4 STIG &8, Bal , AT
WxA<#9 Windows Server 1% STIG E & : 2012 R2, 2016, 2019. 2022 F1 2025,

AFHBHH T8N Windows STIG s2{LAHMNYEIRE , AE—RMAFFIEFKAE.
Windows STIG 1§ ( £=2€)

UTHRESERICVAGHERTEHEMENN STIGEE, NMEXENRETERATHENWERZEN | N
ﬁm@#é%Luﬁﬁﬁﬁﬁmmoﬂw HE STIGREARETEA TIMMRS S, AOASEENRE
AIREE MR LA M ER THLEIRE K NHNEEREE XHIERENER,

BX Windows K EEFIZK STIGs , HZHSTIGs Xi4E, BXRMAERETEIIRNEE , F2H
STIGEERIEL,

« Windows Server 2025 STIG £ 1 kX 1

V-278082, V-278083. V-278084, V-278085, V-278098. V-278104, V-278110 F1 V-278231
« Windows Server 2022 STIG 2 Wk 7

V-254335, V-254336, V-254337. V-254338. V-254351, V-254357. V-254363 Fl V-254481
« Windows Server 2019 STIG kx4~ 3 ixZs 7

V-205691, V-205819. V-205858. V-205859, V-205860, V-205870. V-205871 F1 V-205923
« Windows Server 2016 STIG iRZ 2 £1ThR 10

V-224916., V-224917, V-224918., V-224919. V-224931. V-224942 F V-225060
« Windows Server 2012 R2 MS STIG kA 3 X1THR 5

V-225250, V-225318, V-225319, V-225324, V-225327, V-225328, V-225330, V-225331, V-225332
M V-225537

o &k NET Framework 4.0 STIGE 2 7

231 111 /3R B Microsoft .NET Framework k8 STIG & &,
« Windows Firewall STIG x4~ 2 X 1THx 2

V-241994, V-241995, V-241996, V-241999, V-242000. V-242001. V-242006, V-242007 H
V-242008

STIG R{LaH 54


https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
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« Internet Explorer 11 STIG KR4S 2 hRAs 6

V-223056 1 V-223078
- %X Edge STIG % 2 iR 4 ( {XBR Windows Server 2022 1 2025 )

V-235727. V-235731. V-235751. V-235752 1 V-235765
o %%k Defender STIGZE 2 iR 7

STFE N KR , ZREF STIG iIRER AT Microsoft BhiRE 4

Windows STIG & ( 8823 )

UTHRIEBRICAHFERTENEMEBH STIG RE. MEXFHNRETEATENEMES , N
BICAH ST ZIREH AL mAT, Fla0, KL STIG RETEFEATIMURSER. HALRTENRRE
B AIRE AR AMHE A THLRE , N ERRERNIERENER,

AX Windows HEEFI% STIGs , S HSTIGs XE, BXNMAEETEIIRNES | ESH
STIGEETSE,

® Note

Windows STIG Medium 81t A4 3IEFTEFIH# EC2 TOE & F Windows STIG Low 381t
HAHH STIGRE , ARFTIENEZXREHIHE STIG RE,

« Windows Server 2025 STIG £ 1 iR 1
SFEBCAHFERTER I (KR ) RANMEXEN STIGIRE , UK :

V-278015, V-278016, V-278019, V-278020, V-278021, V-278022, V-278023, V-278024, V-278025
V-278220 V-278221 V-278222 VV-278223

V-278245, V-278247, V-278248, V-278249, V-278251, V-278252, V-278253, V-278254, V-278255
278261, V-278262, V-279916, V-279917, V-279918, V-279919, V-279920, V-279921, V-279921,
M V-279923 V-278226 V-278227 \V-278228 VV-278229 V-278230 V-278232 V-278233 V-278234
V-278235

« Windows Server 2022 STIG £ 2 WX 7

BFEBECAFHER TR I (ER ) BRHFRE RN STIGRE , MUK :

STIG R{LaH 55



https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
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V-254247, V-254269, V-254270, V-254271, V-254272, V-254273, V-254274, V-254275, V-254276
44439, V-2544440, V-254442, V-254444, V-254444, V-254447, V-254448, V-254449, V-254451,
4462 , V-254463, V-254464., V-254468, V-254470, V-254471, V-254472, V-254473

V-254476 V-254477 \V-254478

V-254479 , V-254503, V-254504, V-254505, V-254506, V-254507, V-254508, V-254509, V-254510
8946, V-278947, V-278948 M V-278949 V-254480 V-254482 V-254483 V-254484 \/-254485

V-254486 V-254487 V-254488 V-254489

« Windows Server 2019 STIG fR7~ 3 iR 7
SFEBCAHFERTER I (KR ) RANMEXEN STIGIRE , UK :

V-205625, V-205626, V-205627. V-205629, V-205630, V-205633. V-205634, V-205636, V-205637
18 , V-205719, V-205720, V-205722, V-205730, V-205731, V-205733. V-205747, V-205749, V-20
V-205830 V-205832 V-205833 V-205835 V-205836

V-205837, . . f-205868, V-205869, V-205872, V-205872, V-205873. V-205874. V-2059909, V-20
40 M V-278941 V-205838 V-205842 V-205861 V-205863 V-205865 V-205866 V-205867

« Windows Server 2016 STIG iR 2 £1ThR 10
SFEBCAHFERTER I (KR ) RANMEXEN STIGIRE , UK :

V-224850, V-224851, V-224852, V-224853, V-224854, V-224855, V-224856, V-224858, V-224859
V-224968, V-224969, V-224987, V-224988, V-224989, V-224995, V-224996, V-224997, V-224999
V-225089, V-225092, V-225093 M V-257502

« Windows Server 2012 R2 MS STIG i&%& 3 X1ThR 5
SFEBCAHFERTER I (KR ) RANMEXEN STIGIRE , UKk :

V-225239, V-225259, V-225260, V-225261, V-225263. V-225264. V-225265, V-225266, V-225267
M V-225574

o %X NET Framework 4.0 STIGE 2k 7
SEBICAHERTES I (B ) BENFFEZEN STIGIRE , UK :

V-225223, V-225230, V-225235 F V-225238
« Windows Firewall STIG iR~ 2 X1Thx 2

BEBECAFHER TR I (ER ) BRFIE RN STIGRE , MUK :
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V-241989, V-241990, V-241991, V-241993, V-241998, V-242003, V-242004 F1 V-242005
« Internet Explorer 11 STIG KR4S 2 hRAs 6

BEBECAHER TR I (ER ) FRAIFIE RN STIGRE , Bk :

V-223015, V-223017, V-223018, V-223019, V-223020, V-223021, V-223022, V-223023, V-223024
V-223142 V-223143 V-223144 V-223145 V-223146 V-223147 V-223148 V-223149 V-250540
V-250541

« $%%k Edge STIG % 2 fx 4 ( {XFR Windows Server 2022 1 2025 )
SEBRCAGERATER I (KL ) RENFAEXEHN STIGIRE , UK .

V-235720, V-235721, V-235723, V-235724, V-235725, V-235726, V-235728, V-235729, V-235730
M V-246736

o %% Defender STIGZE 2R 7
SEBECAGERTES I (KR ) BENFFIEXIEN STIGIRE , UK :
V-213427. V-213429. V-213430. V-213431. V-213432, V-213433, V-213434, V-213435, V-213436
1 V-278863

Windows STIG & ( 5—3K)

UTIRETEBICAHERTENEMBEMN STIG RE, MRXFNREFTERTENEMER , N
Eﬁflﬁiﬂ1¢éﬂ%i_i,<i§£%#ilﬂiﬁ Alo flgn , FL STIG REWHRFEMATIRURSR. ALRBEER R
ARERMECAERTHLERE , IHNEERERE XHRENER,

AX Windows H5EE#F& STIGs , S HSTIGs X E, AXNMAEFTEIIRNES , ESH
STIGEETE,

® Note

Windows STIG High &1t A #BIEFFE S LK EC2 TOE &M T Windows STIG Low H

Windows STIG Medium 381t &8 STIGRE , UEFIIHNE—XREIHM STIG &
=48

« Windows Server 2025 STIG &£ 1 kX 1
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BEBECAER TR I A N ( PRAER ) HRAFFAE W STIGRE , UK :

V-278040, V-278099, V-278100, V-278101, V-278121, V-278125, V-278128 V-278196
V-278215 V-278216 V-278217 V-278219 V-278225 V-278242 \V-278246 V-278250

« Windows Server 2022 STIG £ 2 kR 7
SFERCAHFERTES I F N ( FRFER ) WBEWMEXEFN STIGRE , UK :

V-254250, V-254293, V-254352, V-254353, V-254354, V-254374, V-254378 V-254381
V-254446 V-254466 V-254467 VV-254469 V-254474 V-254475 V-254492 V-254496 V-254500

« Windows Server 2019 STIG iRZ~ 3 iR 7
SFERCAHFERTES I F N ( FRFER ) WBEWMEXEFN STIGRE , UK :

V-205653, V-205654, V-205663, V-205711, V-205713, V-205724, V-205725 V-205750
V-205753 V-205757 V-205802 V-205804 V-205805 V-205806 V-205849 V-205908, . V-205914
V-205919

« Windows Server 2016 STIG iR 2 £1ThR 10
SFERCAHFERTES I F N ( FRFER ) WBEWMEXEFN STIGRE , UK :

V-224831, V-224874, V-224932, V-224933, V-224934, V-224954, V-224958 V-224961
V-225025 V-225045 V-225046 V-225048 V-225053 V-225054 V-225071 V-225079 V-225091

« Windows Server 2012 R2 MS STIG i&%& 3 X1ThR 5
SFERCAHFERTES I F N ( FRFER ) WBEWMEXFEN STIGRE , UK :

V-225274, V-225354, V-225364. V-225365, V-225366. V-225390, V-225396, V-225399, V-225444
M V-225556

o %% NET Framework 4.0 STIGE 2k 7

‘SIER{CAHER T Microsoft NET Framework BIZE5 11 # 11l ( FRFER ) ®BEOFE ZIFHN
STIGIRE., F—RRERMATI STIGRE,

« Windows Firewall STIG iR~ 2 £1THR 2
SFEBCAHFERTES I F N ( FRFER ) WBEWMEXEFN STIGRE , AKX :

V-241992, V-241997 H V-242002
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« Internet Explorer 11 STIG KR4S 2 hRAs 6

V-252910

- %X Edge STIG % 2 iR 4 ( {XBR Windows Server 2022 1 2025 )

BEBRCAFER TR A I ( PRNER ) FRFFEXEFN STIGRE , UK :

V-235758 M V-235759

o %%k Defender STIGZE 2 iR 7

BEBRCAFER TR A I ( PRNER ) FRFFEXIEFN STIGRE , UK :

V-213426, V-213428, V-213452 # V-213453

FE AT Windows B9 STIG fREA$iEZB®

ARTIEH STIG ZEEEHMM Windows BBILAHREAN LIEFK. BEER —INEENTLMRBRIRA

BREERENRTEL,

2026 FE—FEZ{L—2026 F£3 A 10 B :

1T X Windows Server 2025 I3 , HEF TFIEEH STIGs F 2026 FFE—FEHNHAE,

Stig-build-Windows

Windows Server 2025 STIG 2 1 kX 1

Windows Server 2022 STIG 5 2 iR 7

Windows Server 2019 STIG iRZA 3 kA 7

Windows Server 2016 STIG ixZA 2 &£ 1Thx 10

Windows Server 2012 R2 MS STIG kx4 3 X1Thx 5

% .NET Framework 4.0 STIG 26 2 hiR 7

Windows Firewall STIG kA< 2 & 1ThR 2

Internet Explorer 11 STIG R4~ 2 i< 8

4%k Edge STIG £ 2 hiX 4 ( 1XBR Windows Server 2022 #1 2025 )

2025 EHE=—FEFHR-2025F9 A48 (XEH) :

2025 £E=FE X{THRH Windows A& STIG TE XK.
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2025 FE-FEEN-2025F 6 A 26 B :

EH T STIG MRAHX 2025 FEZZERITRNAT STIG , TR :

STIG-Build-Windows-Low ARZx 2025.2.x

Windows Server 2022 STIG kXA 2 £ 1ThR 4

Windows Server 2019 STIG k7K 3 &£ 1ThR 4

Windows Server 2016 STIG k7 2 &£ 1Thx 10

Windows Server 2012 R2 MS STIG x4 3 X1ThR 5

Microsoft .NET Framework 4.0 STIG iRZ& 2 % 1ThX 6

Windows Firewall STIG k24 2 & 1ThR 2

Internet Explorer 11 STIG MR 2 £ 1Thx 5

Microsoft Edge STIG MxZ 2 &K4ThR 2 ( {XPR Windows Server 2022 )

STIG-Build-Windows-Medium kx4~ 2025.2.x

Windows Server 2022 STIG iR 2 KX 1THx 4

Windows Server 2019 STIG kX7 3 £ 1ThR 4

Windows Server 2016 STIG ixZ 2 £ 1Thx 10

Windows Server 2012 R2 MS STIG R4 3 X1ThR 5

Microsoft .NET Framework 4.0 STIG kR4 2 £ 1THR 6

Windows Firewall STIG ks 2 & 1ThR 2

Internet Explorer 11 STIG M7 2 X 1ThR 5

Microsoft Edge STIG MxZ 2 &K4ThR 2 ( {XPR Windows Server 2022 )
Defender STIG kX7 2 K1ThR 4

STIG-Build-Windows-High A7 2025.2.x

Windows Server 2022 STIG kX7 2 £ 1ThR 4
Windows Server 2019 STIG k& 3 X 1Thx 4
Windows Server 2016 STIG k7 2 £1Thx 10
Windows Server 2012 R2 MS STIG x4 3 X1ThR 5
Microsoft .NET Framework 4.0 STIG iRZ& 2 £ 1ThX 6
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« Windows Firewall STIG k4 2 X1ThR 2

« Internet Explorer 11 STIG MRA 2 X 1ThR 5

* Microsoft Edge STIG M4~ 2 & 1Thx 2 ( {XFR Windows Server 2022 )
- Defender STIG iRZA 2 K1THX 4

2025 FE—FEENR-2025F 5 A4 B :

FF 7 £ Internet Explorer 11 STIG MRAs 2 Z1THR 5 B9 STIG , AT 2025 FE—FE RITHRIIFT
A STIG d#,

+ STIG-Build-Windows-Low iRZ 2025.1.x
« STIG-Build-Windows-Medium iRZA 2025.1.x
+ STIG-Build-Windows-High KRZs 2025.1.x

2024 FENFETN—2025F 4 A28 :
EFT STIG MRAAX 2024 FEMEERITRNAT STIG , MTFAR :
STIG-Build-Windows-Low k7 2024.4.0

« Windows Server 2022 STIG iR 2 X 1THR 2

« Windows Server 2019 STIG iRZ& 3 X 1THx 2

« Windows Server 2016 STIG iR 2 X 1THR 9

« Windows Server 2012 R2 MS STIG kx4 3 X1Thx 5

« Microsoft .NET Framework 4.0 STIG k2 2 &1ThR 2

« Windows Firewall STIG R4 2 & 1THR 2

« Internet Explorer 11 STIG R4 2 K1ThR 5

« Microsoft Edge STIG hrAs 2 &1ThR 2 ( {XFR Windows Server 2022 )

STIG-Build-Windows-Medium kRZ< 2024.4.0

« Windows Server 2022 STIG iR 2 X 1THx 2
« Windows Server 2019 STIG x4 3 &1ThR 2
« Windows Server 2016 STIG x4 2 %1ThR 9
« Windows Server 2012 R2 MS STIG kx4 3 X1Thx 5
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« Microsoft .NET Framework 4.0 STIG R4S 2 X 1THX 2

« Windows Firewall STIG fRZ 2 & 1THR 2

Internet Explorer 11 STIG WA 2 X 1ThR 5

Microsoft Edge STIG MxZA 2 &K4ThR 2 ( {XPR Windows Server 2022 )
Defender STIG X7 2 K1ThR 4

STIG-Build-Windows-High hixZ< 2024.4.0

« Windows Server 2022 STIG iR 2 X 1THx 2

« Windows Server 2019 STIG ix4 3 &X1ThR 2

« Windows Server 2016 STIG iRZA&K 2 £ 1ThxX 9

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 5

* Microsoft .NET Framework 4.0 STIG iRZ 2 Z1ThR 2

« Windows Firewall STIG R4 2 & 1THR 2

« Internet Explorer 11 STIG R4 2 K1ThR 5

« Microsoft Edge STIG R4S 2 & 1ThR 2 ( {XFR Windows Server 2022 )
- Defender STIG iRZA 2 K1THX 4

2024 FE=EEX— 2023 F 4 510 B (REEML)
2024 FHE=FE KT Windows B STIG TER,

2024 EE-FEEHR-2024 E5 A 108 (LEH)

1E 2024 FE=FERITIRS , Windows A4 STIGS TEH.
2024 FE—ZFTEFR-2024 F2H6 A (XTEXR) :

£ 2024 FE—FERITHRH , Windows A STIGS TE X,
2023 FENEEER-2023F 12 A4 B (XEH) -

£ 2023 FEMEE ZITHRF , Windows HA# STIGS TE X,
2023 FE=EEEHR —2023F 10548 (REH) :

1E 2023 FE=FERITIRF , Windows A4 STIGS TEH.
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2023 FE-FEEHR —2023F 538 (KEH) :

£ 2023 FE=_FE RITHRH , Windows A STIGS TE X,
2023 FE—FEEHR —2023F 3 A 27 B (KEX)

£ 2023 FHE—FE X ITHRH , Windows A4 STIGS EE K.

2022 FEMNFEENR —2023F2 B 18 :

EFH T STIG MRAFFX 2022 FEMERRITHRMAT STIG , TR :

STIG-Build-Windows-Low k7 2022.4.x

« Windows Server 2022 STIG iR 1 Z1ThR 1

« Windows Server 2019 STIG iR 2 X1THR 5

« Windows Server 2016 STIG iR 2 X 1THR 5

« Windows Server 2012 R2 MS STIG x4 3 X1ThR 5

« Microsoft .NET Framework 4.0 STIG kA 2 K1ThR 2

« Windows Firewall STIG kx4 2 K 1ThR 1

« Internet Explorer 11 STIG R4 2 K1ThR 3

* Microsoft Edge STIG M4~ 1 & 1ThR 6 ( {XFR Windows Server 2022 )

STIG-Build-Windows-Medium kg7~ 2022.4.x

« Windows Server 2022 STIG iRAs 1 &Z1ThR 1

« Windows Server 2019 STIG iR&K 2 £1THR 5

- Windows Server 2016 STIG iR4A 2 X1ThR 5

» Windows Server 2012 R2 MS STIG kx4 3 X1Thk 5

« Microsoft .NET Framework 4.0 STIG k2 2 &1ThR 2

« Windows Firewall STIG kA< 2 X1ThR 1

« Internet Explorer 11 STIG R4 2 X 1ThR 3

* Microsoft Edge STIG M4 1 Z1ThR 6 ( {XFR Windows Server 2022 )
« Defender STIG A 2 Z1THR 4 ( {XBR Windows Server 2022 )
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STIG-Build-Windows-High A7 2022.4.x

Windows Server 2022 STIG iRZA& 1 £ 1ThR 1

Windows Server 2019 STIG IR 2 £1THR 5

Windows Server 2016 STIG iR 2 £1ThR 5

Windows Server 2012 R2 MS STIG R4 3 X1ThR 5

Microsoft .NET Framework 4.0 STIG RA 2 £ 1THR 2

Windows Firewall STIG kx4 2 & 1ThR 1

Internet Explorer 11 STIG MR 2 &£ 1ThR 3

Microsoft Edge STIG k2 1 &K4ThR 6 ( {XBR Windows Server 2022 )
Defender STIG hxAs 2 & 1ThR 4 ( 1XBR Windows Server 2022 )

2022 EHE=FEFHR —2022F9A 3008 (XLEH) :

£ 2022 FE=FERKITHRF , Windows A# STIGS TE XK.

2022 FE-FEENR —2022F8 A28 :

EH T STIG WA , FXY 2022 FEZFERITIRMA T STIG,

STIG-Build-Windows-Low ARZ 1.5.x

Windows Server 2019 STIG iR 2 £ 1THx 4
Windows Server 2016 STIG iRZA 2 £ 1THR 4
Windows Server 2012 R2 MS STIG x4 3 X1ThR 3
Microsoft .NET Framework 4.0 STIG iRZA 2 & 1ThX 1
Windows Firewall STIG k74 2 K1ThR 1

Internet Explorer 11 STIG MxZ& 1 & 1ThR 19

STIG-Build-Windows-Medium kx4~ 1.5.x

Windows Server 2019 STIG IR 2 £ 1THx 4
Windows Server 2016 STIG iRZA 2 £ 1THR 4
Windows Server 2012 R2 MS STIG &4 3 X1ThR 3
Microsoft .NET Framework 4.0 STIG iRZA 2 & 1THX 1
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« Windows Firewall STIG iRA 2 & 1ThX 1
« Internet Explorer 11 STIG ARA 1 K1ThR 19

STIG-Build-Windows-High 7 1.5.x

« Windows Server 2019 STIG iR 2 X 1THX 4

- Windows Server 2016 STIG iRZA 2 X1ThR 4

« Windows Server 2012 R2 MS STIG kx4 3 X1Thx 3
» Microsoft .NET Framework 4.0 STIG kx4 2 K 1ThR 1
« Windows Firewall STIG KR 2 & 1THR 1

« Internet Explorer 11 STIG WA 1 & 1ThR 19

2022 FHE—FEFEN —2022F2H8H (XEH) :

£ 2022 FE—FERITHRH , Windows A4 STIGS EE XK,
2021 FEMNFEEER —2021 £12 820 B :

EF T STIG RRA , 33X 2021 FEWUEERITHREA T STIG,
STIG-Build-Windows-Low fxZ< 1.5.x

« Windows Server 2019 STIG iR 2 £ 1ThX 3

« Windows Server 2016 STIG iRZA&K 2 £ 1ThX 3

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 3
» Microsoft .NET Framework 4.0 STIG R4S 2 & 1ThR 1
« Windows Firewall STIG k74 2 K1ThR 1

« Internet Explorer 11 STIG ARA 1 £ 1ThR 19

STIG-Build-Windows-Medium iRZs 1.5.x

« Windows Server 2019 STIG x4 2 %1ThR 3
« Windows Server 2016 STIG iRZA& 2 X 1THx 3
» Windows Server 2012 R2 MS STIG kx4 3 X 1Thx 3
» Microsoft .NET Framework 4.0 STIG kx4 2 & 1ThR 1
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« Windows Firewall STIG R4 2 X1THR 1
« Internet Explorer 11 STIG R4 1 Z1ThR 19

STIG-Build-Windows-High k7 1.5.x

« Windows Server 2019 STIG iR 2 £ 1Thx 3

« Windows Server 2016 STIG iR 2 £ 1Thx 3

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 3
» Microsoft .NET Framework 4.0 STIG iRZs 2 & 1Thx 1
- Windows Firewall STIG kA4 2 X 1ThR 1

« Internet Explorer 11 STIG ARA 1 & 1ThR 19

2021 FE=FEFER—2021 F9 A 30 B :
EF T STIG RRA , 33X 2021 FE=FERITHREA T STIG,
STIG-Build-Windows-Low 7 1.4.x

« Windows Server 2019 STIG iR 2 £ 1Thx 2

« Windows Server 2016 STIG iR 2 £ 1Thx 2
 Windows Server 2012 R2 MS STIG kXA 3 &£ 1ThR 2
* Microsoft .NET Framework 4.0 STIG iRZ 2 &Z1ThR 1
« Windows Firewall STIG MRAs 1 £ 1THR 7

« Internet Explorer 11 STIG WA 1 & 1ThR 19

STIG-Build-Windows-Medium hRZ~ 1.4.x

« Windows Server 2019 STIG R4S 2 & 1ThR 2

« Windows Server 2016 STIG iRZA 2 X 1THX 2

« Windows Server 2012 R2 MS STIG kA 3 &£ 1ThR 2
« Microsoft .NET Framework 4.0 STIG kx4 2 X 1ThR 1
« Windows Firewall STIG MRAs 1 £ 1ThR 7

« Internet Explorer 11 STIG WA 1 % 1ThR 19
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STIG-Build-Windows-High 7 1.4.x

« Windows Server 2019 STIG iR 2 X 1Thx 2

« Windows Server 2016 STIG iR 2 X 1Thx 2

« Windows Server 2012 R2 MS STIG R4S 3 X 1THX 2
« Microsoft .NET Framework 4.0 STIG R4 2 & 1ThR 1
« Windows Firewall STIG kx4~ 1 K1ThR 7

« Internet Explorer 11 STIG ARZA 1 Z1ThR 19

Linux STIG 381L4H 4

AT EEAX Linux STIG BILAHNER , FHERRATLIERHEE, MR Linux XITHREEBECH
STIG®RE , Nt AH2NA RHEL i®iE,

Linux B EBTENRMASE , ATHBEBEEX Linux ZHIRVELTITA

o RF (FHHE ) MRREETMAE , WRIAMENHIghHFRAMEERNEK. PHNSEE.
* InstallPackages ( F&F& ) MREHANo , MZAH#TLREFMEMRGT,. MRIZENYes , Mz
HERREINSZAEAEMENEHMKGT. BRIAMER No.

« SetDoDConsentt#ig ( FfF& ) tMRE N0 , M HBEEFIRET STIG Linux A2z —HKBHlet
FLEREHEE#EE, MRZERNYes , M HEEREILZET STIG Linux Az —HI=HFrT
L2EBBF S RERNEEHEE, BAMEBINZER  RAEFTEER, BRIAER No.

BXREEBHTRA , ESHEHEGE DLA XH4ARS M LAt & RV Disclaimer Department of
Defense Privacy and Consent Noticeo

BCAHN XN STIGREMATET Linux KITHRIVEMEN , TR :
Red Hat Enterprise Linux (RHEL) 7 STIG R &

« RHEL7
« CentOS 7
o M5 Linux (2AL2)

RHEL 8 STIG % &

STIG R{LaH 67


https://dso.dla.mil/
https://dso.dla.mil/

EC2 Image Builder ArfEm

« RHEL 8
 CentOS 8

RHEL 9 STIG X &

« RHEL9
¢ CentOS Stream 9

Linux STIG & ( £=2)

UTIRESBCAHERTENEMBENN STIG RE, MRXFNREFTERTENEMEL , N
BICAH 2T ZIREH AL @A, Fla0, KL STIG RETEFEATIHMURSER. HALRTENRRE
B AIRE AR {L AHE A THLRE , M NERRERNIERENER,

BXRTEIR , BESHESTIGs XRE, BRNAEEZEYRNWES , SR STIGEETLE,

RHEL 7 STIG MR 3 &X1ThR 15

+ RHEL 7/CentOS 7/ AL2

V-204452, V-204576 F V-204605

RHEL 8 STIG 58 2 iix 6

+ RHEL 8/CentOS 8

V-230241, V-230269. V-230270. V-230281, V-230285. V-230346. V-230381, V-230395. V-230468
F V-244527
RHELOSTIGE 2/ 7

« RHEL 9/CentOS Stream 9

V-257782, V-257824, V-258138, V-258037. V-257880, V-258069. V-258076 V-258067
V-257946 V-257947 \V-257795 V-257796 V-258173

I S5 Linux 2023 STIG 2 1 kR 2

V-274141
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SLES 12 STIG 7 3 hix 7 4

V-217108, V-217113, V-217140, V-217198, V-217209, V-217211, V-217212, V-217213. V-217214,
M V-255915

SLES 15 STIG k7 2 hix %< 6

V-234811, V-234850, V-234868, V-234873, V-234905, V-234907. V-234908 V-234909
V-234933 V-234934 V-234935 V-234936 V-234955 V-234963 V-234967 V-255921

Ubuntu 18.04 STIG R 2 kixZ< 15

V-219163. V-219164. V-219165, V-219172, V-219173, V-219174, V-219175, V-219178, V-219179,
M V-219333

Ubuntu 20.04 STIG MR 2 kixZs 4

V-238202, V-238203. V-238221, V-238222, V-238223. V-238224, V-238226, V-238234., V-238235,
# V-238373

Ubuntu 22.04 STIG R4S 2 2 7 ki

V-260472, V-260476. V-260479, V-260480, V-260481. V-260520, V-260521, V-260549, V-260550,
F V-260596

Ubuntu 24.04 STIG 28 1 kix 4

V-270645, V-270646, V-270664, V-270677, V-270690, V-270695, V-270706 V-270710
V-270734 V-270749 V-270752 V-270818 V-270820

Linux STIG & ( 823K

UTHNRESERICVAHERTEHEMENN STIGEE, NMEXENRETERATHNWERLEN | N
ﬁm@#é%Luﬁﬁﬁﬁﬁmmoﬂw HE STIGREARETEA TIMMRSE S, AOASEENRE
AIREE MR LA M ER THLEIRE K NHNEEREE XNERENER,

BRTRIIK , FHHSTIGs XHE, BXRNMAEEZEIIRNES , BSH STIGEETLE,

(® Note

Linux STIG Medium 38t A4aIFEFFAE S HM EC2 TOE EA T Linux STIG Low 5&{b4H £ #Y
STIG®RE , ARFTI N XNE =L REHIHE STIG iRE,
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RHEL 7 STIG MR 3 X1ThR 15

BERCAFER T Linux ZITARE I € (BR ) KANFAEXEN STIGRE , UK
- RHEL 7/CentOS 7/ AL2

V-204405, V-204406, V-204407. V-204408, V-204409, V-204410, V-204411, V-204412, V-204413
4514, V-204515, V-204516, V-204517, V-204521, V-204524, V-204531, V-204536. V-204537, V-
4548 , V-204549 , V-204550, V-204551, V-204552, V-204553, V-204554, V-204556. V-204557, V-
4610, V-204611, V-204612, V-204613, V-204614, V-204615, V-204616. V-204617, V-204622, V-
A V-256970

RHEL 8 STIG 28 2 ik 6
BIEBRCAFER T Linux RITIREY 111 3K (ER ) FRBFIE XN STIGRE , UK
+ RHEL 8/CentOS 8

V-230222, V-230228, V-230231., V-230233., V-230236. V-230237., V-230238, V-230239, V-230240
30277, V-230278, V-230279, V-230280, V-230282, V-230282, V-230286, V-230287, V-230288. V
13, V-230314, V-230315, V-230316, V-230318, V-230319, V-230320, V-230321, V-230321, V-23
V-230446, V-230447, V-230448, V-230449, V-230455, V-230456. V-230462, V-230463, V-230464
473, V-230474, V-230475, V-230478, V-230480, V-230481, V-230482, V-230483, V-230483, V-2
43, V-244544, V-244545, V-244547, V-244550, V-244551, V-244552, V-244552 , V-244553, V-24
V-250317 V-251707 V-251708 V-251709 V-251710 V-251711 V-251713 V-251714 V-251715

V-251716 V-251717 V-251718 V-256974

RHELOSTIGZE 2k 7
SEBRCAMHER T Linux XITHREY LIl 22 (18R ) RBAMFIEXEFN STIGIRE , MUK :
« RHEL 9/CentOS Stream 9

V-257780, V-257781, V-257786, V-257786, V-257788, V-257791, V-257792, V-257793, V-257794
8. V-257909, V-257910, V-257911, V-257912, V-257913, V-257914, V-257915, V-257916, V-257
7927, V-257928, V-257929, V-257930, V-257933, V-257934, V-257935, V-257939, V-257940, V-
7958 , V-257959 , V-257960, V-257961. V-257962, V-257963, V-257964, V-257966. V-257967. V-
V-258201 V-258202 V-258203 V-258204

222, V-258223, V-258224, V-258226, V-258226, V-258227, V-258228, V-258229, V-258232, V-2
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175, V-270176, V-270177, V-272488 F V-279936 V-258205 V-258206 V-258207 V-258208
V-258209 V-258210 V-258211 V-258212 V-258213

5 #h Linux 2023 STIG 2 1 ki 2
BIEECAMHER T Linux ZATRREY 11l 28 (B4 ) AN FTE X STIG RE |, MK

V-273995, V-274000, V-274001, V-274002, V-274003. V-274004, V-274005, V-274006, V-274008,
V-274144 \-274145 V-274147 V-274149 -274177, V-274181, V-274182, V-274185 H V-274187
V-274151 V-274152 V-274154 V-274155 V-274156 V-274157 V-274160 V-274161 V-274162

SLES 12 STIG K4~ 3 hixZs 4
SIERCAHFER T Linux Z1THREY I 3£ (1BE ) RANEXEN STIGIRE , UKk :

V-217102, V-217105, V-217105, V-217106, V-217106, V-217116, V-217117, V-217118, V-217119,
17253, V-217254, V-217255, V-217257, V-217258, V-217260, V-217265, V-217266, V-217267, V-2
278, V-217279, V-217280, V-217283, V-217284, V-217286, V-217287, V-217288, V-217289, V-217
V-237615 V-237616 V-237617 V-237618 V-237619 V-237620 V-237621 V-237622 VV-237623

V-251720 V-251722 V-255914 V-256981

SLES 15 STIG hx# 2 hixZ< 6
BIEBCAME R TI Linux RATRREY 1l 28 (B4 ) SRR T E X/ STIG RE , UK :

V-234802, V-234807. V-234808, V-234809, V-234813. V-234815, V-234817, V-234821, V-234822,
96, V-234897. V-234899 , V-234900, V-234901. V-234902. V-234903, V-234904., V-2349906. V-234
V-235020 V-235021 V-235022 V-235023 V-235024 V-235025 V-235026 V-235028 V-235029

V-235030 V-251724 V-255920 V-256983

Ubuntu 18.04 STIG RS 2 kixZ< 15
BIEECAMHER T I Linux ZATRREY 11l 28 (B4R ) BIEMNFIE X STIG RE |, K :

V-219149, V-219155, V-219156, V-219160, V-219166., V-219168, V-219176. V-219181, V-219184,
# V-255906

Ubuntu 20.04 STIG fRZA 2 fRZAS 4
SIERCAHFER T Linux Z1THREY I 3£ (1BE ) RANMEXEN STIGIRE , UKk :

V-238200, V-238205, V-238207, V-238209, V-238210. V-238211, V-238212, V-238213. V-238220,
M V-274853
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Ubuntu 22.04 STIG R4~ 2 28 7 ki

BIEBRCAMFER T I Linux ZITRREY 111 3£ (1B ) mRANAIAE M STIGIRE |, MK

V-260471, V-260473, V-260474, V-260475, V-260475, V-260477, V-260478, V-260486, V-260487.
25, V-260626. V-260627, V-260628, V-260629. V-260630, V-260631, V-260632, V-260633. V-2606
V-260642 V-260643 V-260644 V-260645 V-260646 V-260647 V-260648 V-260649

V-274862, . V-274864 V-274866

Ubuntu 24.04 STIG 58 1 kix 4
BIEBCAMHER T I Linux RITARAY 111 3£ (1R ) OB PTE &/ STIG RE , UK :

V-270649, V-270651. V-270652, V-270653. V-270654, V-270656. V-270657, V-270659. V-270660.
F V-274873

Linux STIGE (%—3%)

UTHNRESERICVAHERTEHEMENN STIGEE, NMEXENRETERATHNWERZEN | N
ﬁm@#émxuﬁﬁﬁﬁﬁmmomw HESTIGREARETEA TIMMRSE S, AOASEENRE
AIREE MR LA M ER THLEIRE  NHNEEREE XNERENER,

BRTRIIK , FHHSTIGs XHE, BXRNMAEEZEIIRNES , BSH STIGEETLE,

(® Note

Linux STIG High 38{t A4 2FEFFE I HA EC2 TOE AT Linux STIG Low 1 Linux STIG
Medium B{LAHH STIGRE , URISIENETERT | KREH STIG RE,

RHEL 7 STIG MR 3 X1ThR 15

SEBRCAMHER T Linux ZITAREISES] 11 F 1T ( FRFESR ) ®BEHMEZEN STIGRE |, X
X

+ RHEL 7/CentOS 7/ AL2
V-204424, V-204425, V-204442, V-204443, V-204447, V-204448, V-204455 V-204462
V-204497 V-204497 V-204502 V-204594 V-204620 V-204621

RHEL 8 STIG 8 2 ik 6
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SIERCAHER T Linux Z1THREVSESN 1L F 1 ( PRFELR ) RO EXZEFN STIG®RE |, KA
N

* RHEL 8/CentOS 8

V-230223, V-230264, V-230283, V-230284, V-230487, V-230492, V-230533 V-230558
V-244540 V-279933 V-230265 V-230226 V-230530 V-268322 V-230529 V-230531

RHEL9STIG 8 2 ik 7

BIERICAGER T Linux RITRRAISES 1A 111 ( PRAER ) ®RHMAEIFN STIGIRE ,
N

« RHEL 9/CentOS Stream 9

V-257820, V-257821, V-257826, V-257835, V-257955, V-257956, V-258059 V-258230
V-258238 V-257984 V-257986 V-258078 V-258094 V-258235 V-257784 V-257785

0 B3 Linux 2023 STIG 2 1 bk 2

SFERCAHER T Linux Z1THREISES 1L F 1 ( PRFER ) WEAMEXEFN STIG®RE |, KA
N

V-273996, V-273997, V-273999, V-274007, V-274038, V-274039, V-274046, V-274052, V-274057
A V-274153

SLES 12 STIG KA 3 g7 4

SIERCAHER T Linux Z1THREVSES! 1L F 1 ( PRFER ) WENFMEXEFHN STIGRE , KA
X

V-217101, V-217139, V-217141, V-217142, V-217159, V-217160, V-217164 V-217264
V-217268 V-222386 V-251721

SLES 15 STIG hx#< 2 hixZ< 6

SEBRCAMHER T Linux ZITAREISES] 11 F 1T ( FRFESR ) ®EHMEZEN STIGZE |, X
X

V-234800, V-234804., V-234818, V-234852, V-234859, V-234860. V-234898, V-234984, V-234985,
F V-251725
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Ubuntu 18.04 STIG R 2 kxR 15

SIERCAHER T Linux Z1THREISES 1L F 1 ( PRFELR ) RO EXZEFN STIG’RE |, KA
N

V-219157, V-219158, V-219177, V-219212, V-219308, V-219314, V-219316 # V-251507
Ubuntu 20.04 STIG MR 2 kixZ< 4

SIERCAHFER T Linux Z1THREVSESN 1L F 1 ( PRFER ) WEHMEXEFRN STIG®RE |, KA
N

V-238201. V-238218, V-238219. V-238326, V-238327. V-238380 # V-251504
Ubuntu 22.04 STIG hxZ< 2 28 7 hx

SIERCAHER T Linux Z1THREISES ILF 1 ( PRFER ) BENMEXEFN STIGRE , KA
N

V-260469, V-260482, V-260483, V-260523, V-260524, V-260526. V-260529 V-260539
V-260570 V-260571 V-260579 V-279937

Ubuntu 24.04 STIG 58 1 kix 4

SEBRCAMHER T Linux ZITAREISES] 11 F 1L ( FRFESR ) ®EHMEZEN STIG ZE |, X
N

V-270647, V-270648, V-270665, V-270666, V-270708, V-270711, V-270712 V-270713
V-270714 V-270717 V-270736 V-270738 V-279938

EAT Linux B STIG A FidFZABE

ATIEFE Linux BHFNBREAAEILR. BEEEF - IMFENEINCRANBRAE , BEFEREURITE
Bo

2026 FE—FET—2026 F3 A 10 A :
BT LT STIG A , XERRASEA STIGs F 2026 FE—FEMRA , EATAREEALR :
Stig-build-Linu

« RHEL8STIG £ 2 iix 6
« RHEL9STIG # 2/ 7
« M55 Linux 2023 STIG 58 1 ki 2
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« SLES 12 STIG WA 3 ik 4~ 4
SLES 15 STIG hxZ 2 hixZ< 6
Ubuntu 20.04 STIG MR 2 hixZs 4
Ubuntu 22.04 STIG R4S 2 28 7 kR
Ubuntu 24.04 STIG % 1 kR 4

2025 FE=FEENR-2025F 9 A4 B :

WANT X SUSE Linux Enterprise Server ( SLES ) ###EX 4 Amazon Linux 2023 %%, E#H 7
T STIG W7 |, H7E 2025 FE=FEHNAEEMRFINA T STIG A ()low/medium/high :

« RHEL 7 STIG Mx#& 3 &1ThR 15

« RHEL 8 STIG Wx7A 2 X1Thx 4

« RHEL 9 STIG WA 2 X1ThR 5

« Amazon Linux 2023 STIG XA 1 &£ 1ThR 1
« SLES 12 STIG A7 3 K1ThR 3

« SLES 15 STIG WA 2 K1ThR 5

« Ubuntu 18.04 STIG A 2 Z1ThR 15

« Ubuntu 20.04 STIG iRZA 2 &£1ThR 3

« Ubuntu 22.04 STIG iRA 2 X1THR 5

« Ubuntu 24.04 STIG fRZA 1 Z1ThR 2

2025 FE_FEER-202556 A 26 B :
EHTULT STIG A, XY 2025 FE-FERITREAT STIG :
STIG-Build-Linux-Low R4 2025.2.x

« RHEL 7 STIG k& 3 x1ThR 15

« RHEL 8 STIG k% 2 X4Thix 3

« RHEL 9 STIG % 2 K1Thi 4

« Ubuntu 18.04 STIG Mx4~ 2 X1ThR 15
« Ubuntu 20.04 STIG M4~ 2 K1ThR 2
« Ubuntu 22.04 STIG R4 2 XK1ThR 4
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« Ubuntu 24.04 STIG fRZA< 1 &K1ThX 1

STIG-Build-Linux-Medium hR74x 2025.2.x

« RHEL 7 STIG IRZA 3 K1ThR 15

« RHEL 8 STIG Wx7A 2 X1Thx 3

« RHEL 9 STIG Wx7A 2 X1Thx 4

« Ubuntu 18.04 STIG R7A 2 Z1ThR 15
« Ubuntu 20.04 STIG R4 2 £1THR 2
« Ubuntu 22.04 STIG A 2 £1THR 4
« Ubuntu 24.04 STIG fRA 1 Z1THR 1

STIG-Build-Linux-High ixZx 2025.2.x

« RHEL 7 STIG R4 3 X1ThR 15

« RHEL 8 STIG % 2 X4Thix 3

« RHEL 9 STIG k% 2 K1Thix 4

« Ubuntu 18.04 STIG x4 2 X1ThR 15
« Ubuntu 20.04 STIG M4~ 2 XK1ThR 2
« Ubuntu 22.04 STIG x4~ 2 X1ThR 4
« Ubuntu 24.04 STIG fRZA 1 K1ThR 1

2025 FE—FEEN-2025F 4 A 11 B :
EHTT BT STIG hAS |, Xt 2025 F£HE—FERITREA T STIG , FAM T3 Ubuntu 24.04 B3 ¥ :
STIG-Build-Linux-Low k7 2025.1.x

« RHEL 7 STIG IRZA 3 K1ThR 15

« RHEL 8 STIG Mx7A 2 K1ThR 2

« RHEL 9 STIG WA 2 &1ThR 3

« Ubuntu 18.04 STIG kX2 2 &£1ThR 15
+ Ubuntu 20.04 STIG iRA 2 K1THR 2
« Ubuntu 22.04 STIG iRA 2 X1THR 3
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« Ubuntu 24.04 STIG fRZA< 1 &K1ThX 1

STIG-Build-Linux-Medium hR4x 2025.1.x

« RHEL 7 STIG k& 3 x1ThR 15

« RHEL 8 STIG 7 2 X 1Thx 2

« RHEL 9 STIG % 2 &K4Thi 3

« Ubuntu 18.04 STIG x4 2 X1ThR 15
« Ubuntu 20.04 STIG fRZ 2 K1THX 2
« Ubuntu 22.04 STIG fRZ 2 X1Thx 3
« Ubuntu 24.04 STIG k7 1 &K1Thx 1

STIG-Build-Linux-High k7 2025.1.x

« RHEL 7 STIG &7 3 X1ThR 15

« RHEL 8 STIG k7 2 K1THR 2

« RHEL 9 STIG iR7s 2 Z1ThR 3

« Ubuntu 18.04 STIG KA 2 &£ 1ThR 15
« Ubuntu 20.04 STIG R4 2 £1ThR 2
« Ubuntu 22.04 STIG R4 2 X1ThR 3
« Ubuntu 24.04 STIG MRZA 1 &£ 1ThR 1

2024 FEMEFEEER -2024 £12 A 10 B :

EHT T LA STIG hAs |, Xt 2024 FHEMUEERITHREA T STIG , HARMT AR Linux H4HIH A H
MASBNEER

STIG-Build-Linux-Low 7 2024.4.x

« RHEL 7 STIG fRZ 3 K1ThR 15

« RHEL 8 STIG MxZA 2 X1ThR 1

« RHEL 9 STIG Mx7A 2 K1ThR 2

« Ubuntu 18.04 STIG kX2 2 &£1ThR 15
+ Ubuntu 20.04 STIG iRA 2 X1ThR 1
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« Ubuntu 22.04 STIG fRZ 2 K1ThR 2

STIG-Build-Linux-Medium hR74x 2024 .4.x

« RHEL 7 STIG k& 3 x1ThR 15

« RHEL 8 STIG hixZ< 2 K1Th 1

« RHEL 9 STIG % 2 K1Thi 2

« Ubuntu 18.04 STIG x4 2 X1ThR 15
« Ubuntu 20.04 STIG frRZ< 2 Z1THR 1

« Ubuntu 22.04 STIG R4 2 K1ThR 2

STIG-Build-Linux-High M7 2024.4.x

« RHEL 7 STIG MR#A 3 Z1ThR 15

« RHEL 8 STIG M4 2 K1THR 1

« RHEL 9 STIG A 2 K1THR 2

« Ubuntu 18.04 STIG kX2 2 &£1ThR 15
« Ubuntu 20.04 STIG iRAX 2 K1ThR 1

« Ubuntu 22.04 STIG iRA 2 K1THR 2

2024 EHE=FEFR-2024F 104 B (XEX) :
2024 FE=FE RITHH Linux A4 STIG TE X,
2024 FE-FEFH-2024 F£5 A 10 B

BT STIG A, H3F 2024 FE_FEXRTHRNAT STIG, E#- T3 RHEL 9, CentOS
Stream 9 1 Ubuntu 22.04 B9 # , IIT~FR ¢

STIG-Build-Linux-Low 7 2024.2.x

RHEL 7 STIG MR 3 K 1ThR 14
RHEL 8 STIG W& 1 &K 1Th 14
RHEL 9 STIG MRZ< 1 R1ThR 3
Ubuntu 18.04 STIG 4~ 2 K1ThR 14
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« Ubuntu 20.04 STIG iR 1 K1ThR 12
« Ubuntu 22.04 STIG 7 1 K1Thx 1

STIG-Build-Linux-Medium hR74x 2024.2.x

« RHEL 7 STIG k& 3 x1ThR 14

« RHEL 8 STIG & 1 x1ThR 14

« RHEL 9 STIG 7 1 &1Thx 3

« Ubuntu 18.04 STIG fRZ 2 X1Thx 14
« Ubuntu 20.04 STIG iR 1 K1ThR 12
« Ubuntu 22.04 STIG 7 1 K1ThX 1

STIG-Build-Linux-High 7 2024.2.x

« RHEL 7 STIG k%A 3 x1ThR 14

« RHEL 8 STIG & 1 x1ThR 14

« RHEL 9 STIG 7 1 &1Thx 3

« Ubuntu 18.04 STIG frRZ 2 X1Thx 14
« Ubuntu 20.04 STIG iR 1 K1ThR 12
« Ubuntu 22.04 STIG fRZ< 1 K1Thx 1

2024 FE—FEENR-2024F2 A6 B :

EH T STIG RRA , X 2024 FE-FERITREAT STIG , MTAR :

STIG-Build-Linux-Low k7% 2024.1.x

« RHEL 7 STIG R4 3 X1ThR 14
« RHEL 8 STIG A 1 &1Th 13
« Ubuntu 18.04 STIG x4 2 X1ThR 13
« Ubuntu 20.04 STIG R4 1 Z1ThR 11

STIG-Build-Linux-Medium ARZ< 2024.1.x

« RHEL 7 STIG R4 3 X1Th 14
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« RHEL 8 STIG k& 1 &x1Thi 13
« Ubuntu 18.04 STIG fxZ 2 X1Thx 13
« Ubuntu 20.04 STIG fRZ 1 Z1ThR 11

STIG-Build-Linux-High ixZx 2024.1.x

« RHEL 7 STIG k& 3 x1ThR 14
« RHEL 8 STIG k& 1 &x1Th 13
« Ubuntu 18.04 STIG fxZ 2 X1Thx 13
« Ubuntu 20.04 STIG iR 1 Z1ThR 11

2023 FEMEEER-2023F 12 A7 8 :
BT STIG A |, H3t 2023 FHENEELTRAAT STIG, TR :

STIG-Build-Linux-Low kx4~ 2023.4.x

RHEL 7 STIG MR 3 & 1Th 13
RHEL 8 STIG MR 1 K1ThR 12
Ubuntu 18.04 STIG R4~ 2 K1ThR 12
Ubuntu 20.04 STIG R4~ 1 K1ThR 10

STIG-Build-Linux-Medium kxZx 2023.4.x

RHEL 7 STIG MR 3 & 1Th 13
RHEL 8 STIG MR 1 KAThR 12
Ubuntu 18.04 STIG R4~ 2 K1ThR 12
Ubuntu 20.04 STIG R4~ 1 K1ThR 10

STIG-Build-Linux-High ixZs 2023.4.x

« RHEL 7 STIG R4 3 &X1Th 13
« RHEL 8 STIG A 1 K1ThR 12
« Ubuntu 18.04 STIG R4 2 K1ThR 12
« Ubuntu 20.04 STIG x4 1 X1ThR 10
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2023 FE=FEERN—2023F 10 A4 B :

BT STIG ARA |, #Xt 2023 FE=FEFELX/THRRAT STIG, TR :

STIG-Build-Linux-Low hxZ% 2023.3.x

« RHEL 7 STIG hx# 3 &X4ThR 12

« RHEL 8 STIG hx#A 1 &Z4Th 11

« Ubuntu 18.04 STIG x4 2 Z1ThR 11
« Ubuntu 20.04 STIG iR 1 Z1Thx 9

STIG-Build-Linux-Medium kx4x 2023.3.x

« RHEL 7 STIG iR 3 K1ThR 12

» RHEL 8 STIG k7 1 K1ThR 11

« Ubuntu 18.04 STIG kA 2 £ 1ThR 11
« Ubuntu 20.04 STIG kxA 1 £1THR 9

STIG-Build-Linux-High Mix7x 2023.3.x

« RHEL 7 STIG k% 3 X1Thi 12

« RHEL 8 STIG k& 1 &R1Th 11

« Ubuntu 18.04 STIG x4~ 2 Z1ThR 11
« Ubuntu 20.04 STIG R4 1 XK1ThR 9

2023 FE-FEER —2023F5H3 B :

EFT STIG MRA , 73X 2023 FE-FERITHRMEAT STIG , MMTAR :

STIG-Build-Linux-Low kRZx 2023.2.x

« RHEL 7 STIG IRZ< 3 K1ThR 11

« RHEL 8 STIG IxZA< 1 X1ThR 10

« Ubuntu 18.04 STIG kXA 2 &Z1ThR 11
« Ubuntu 20.04 STIG iRA 1 X1THR 8
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STIG-Build-Linux-Medium hR4x 2023.2.x

« RHEL 7 STIG k& 3 &R1Thx 11

« RHEL 8 STIG hx#& 1 &x4Th 10

« Ubuntu 18.04 STIG k7 2 K1ThR 11
« Ubuntu 20.04 STIG fRZA 1 X1Thx 8

STIG-Build-Linux-High k7 2023.2.x

« RHEL 7 STIG hx#A 3 &Z1Th 11

« RHEL 8 STIG hx#& 1 &x4Thi 10

« Ubuntu 18.04 STIG x4~ 2 &X1ThR 11
« Ubuntu 20.04 STIG x4~ 1 X1ThR 8

2023 FE—FEEHR—2023F3 A 27 B :

EF# T STIG WA , 3 2023 FE—FERITREAT STIG , AR :

STIG-Build-Linux-Low 7 2023.1.x

« RHEL 7 STIG hx# 3 &x4Thi 10

« RHEL 8 STIG k& 1 X4Th 9

« Ubuntu 18.04 STIG x4 2 &X1ThR 10
« Ubuntu 20.04 STIG R4 1 K1ThR 7

STIG-Build-Linux-Medium kx4 2023.1.x

« RHEL 7 STIG 4 3 & 1Th 10

« RHEL 8 STIG x4 1 K4Th 9

« Ubuntu 18.04 STIG x4 2 X1ThR 10
« Ubuntu 20.04 STIG R4 1 K1ThR 7

STIG-Build-Linux-High k7% 2023.1.x

« RHEL 7 STIG 4 3 &1Thix 10
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« RHEL 8 STIG 7 1 &1Thx 9
« Ubuntu 18.04 STIG x4 2 Z1ThR 10
« Ubuntu 20.04 STIG fRZA& 1 K1ThR 7

2022 FEMNFEENR —2023F2 818 :
EFT STIG MRA , H3XY 2022 FEMUEERITHRMEAT STIG , MTAR :
STIG-Build-Linux-Low k7 2022.4.x

« RHEL 7 STIG 7 3 X1Thx 9
« RHEL 8 STIG k%~ 1 &X4Thix 8
« Ubuntu 18.04 STIG k7 2 X1Thx 9
« Ubuntu 20.04 STIG x4~ 1 XK1ThR 6

STIG-Build-Linux-Medium hr4s 2022.4.x

RHEL 7 STIG MRZ 3 R1ThR 9
RHEL 8 STIG hx74 1 K1ThR 8
Ubuntu 18.04 STIG kR4 2 Z1ThR 9
Ubuntu 20.04 STIG fRZ 1 X1THR 6

STIG-Build-Linux-High MR~ 2022.4.x

RHEL 7 STIG R4 3 K1ThR 9
RHEL 8 STIG R4 1 X1ThX 8
Ubuntu 18.04 STIG R4 2 X1ThR 9
Ubuntu 20.04 STIG kR4 1 £1THR 6

2022 FE=FEFR —2022F 9 A30 R (XEX) :

2022 FE=FE LXITHRE Linux A4 STIGS TE XK,

2022 FE-_FEFER —2022F8 A2 0 :

5IAT Ubuntu X% , EE# T STIG kA , 3 3f 2022 FE=—FERITHREA T STIGS , MITAIR :
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STIG-Build-Linux-Low kRZ< 2022.2.x

« RHEL 7 STIG A& 3 %1THR 7
- RHEL 8 STIG &A1 £1THR 6
- Ubuntu 18.04 STIG fRZ 2 K17HR 6 ( 2% )
- Ubuntu 20.04 STIG A 1 K1THR 4 ( 2% )

STIG-Build-Linux-Medium k4% 2022.2.x

« RHEL 7 STIG ix#A 3 K1ThR 7
« RHEL 8 STIG k7 1 K1THR 6
« Ubuntu 18.04 STIG R4 2 K1ThR 6 ( £%7)
« Ubuntu 20.04 STIG A 1 K1ThR 4 ( £%7 )

STIG-Build-Linux-High KR4 2022.2.x

« RHEL 7 STIG k7 3 K1ThR 7
« RHEL 8 STIG iR#A 1 £1ThR 6
» Ubuntu 18.04 STIG hrZA 2 K1ThR 6 ( £%T )
» Ubuntu 20.04 STIG fRA< 1 K1ThR 4 ( £%7)

2022 FE—FEER—2022F 4 A 26 B :

EEWUEENBRELFNIE, F2aliy AL2 A5 RHEL 7
2022 FE-FERTREAT STIG , TR :

STIG-Build-Linux-Low hx 7~ 3.6.x

« RHEL 7 STIG A& 3 £1Thix 6
« RHEL 8 STIG W4~ 1 K1ThX 5

STIG-Build-Linux-Medium kg7 3.6.x

« RHEL 7 STIG 7 3 K1Thx 6
« RHEL 8 STIG % 1 K4Th 5

R, BT STIG A& , HXS
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STIG-Build-Linux-High fxZ 3.6.x

« RHEL 7 STIG k7 3 X1Thx 6
« RHEL 8 STIG & 1 K4Thx 5

2021 FEMNFEER —2021 £12 A 20 B :

BT STIG A , A3t 2021 FENEELX/TRBA T STIG, TR :

STIG-Build-Linux-Low RZx 3.5.x

« RHEL 7 STIG 7 3 K4ThR 5
« RHEL 8 STIG 7 1 K1Thx 4

STIG-Build-Linux-Medium kg7 3.5.x

« RHEL 7 STIG 7 3 &K1Thx 5
« RHEL 8 STIG k% 1 X1Thi 4

STIG-Build-Linux-High Mix 7 3.5.x

« RHEL 7 STIG k% 3 X4Thx 5
« RHEL 8 STIG % 1 &K1Th 4

2021 FE=FEFEQ—2021 F9 A 30 B :

BT STIG iRA |, #2021 FE=FELX/THRRAT STIG, TR :

STIG-Build-Linux-Low MR 7 3.4.x

« RHEL 7 STIG k7 3 X 1Thx 4
« RHEL 8 STIG k& 1 X4Thx 3

STIG-Build-Linux-Medium W4 3.4.x

« RHEL 7 STIG k% 3 K1Thix 4
« RHEL 8 STIG x4 1 &K4Th 3
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STIG-Build-Linux-High fxZ 3.4.x

« RHEL 7 STIG 7 3 X1Thx 4
« RHEL 8 STIG k7 1 &1Thx 3

SCAP &M M iF g4 4

Z2ABRBIFHI (SCAP) BR—ERHA , #t IT TLARAKRINARFRZLRIABRER

., SCAP MK ESR (SCC) BR—MET SCAP RN I E  HAFFBERFELF O
(NIWC) 511, BXEZEE , BZRAEFE NIWC Mt LN Z 2N A B31{Lihil (SCAP) EMMKE
a7 (SCC)o

EC2 TOE scap-compliance-checker-windows®lscap-compliance-checker-linux4#7E
EEHEMNHNS ETHEHRE SCC AR, AHEREITN , ©2EMA DISA SCAP E&ENHNIT
ST 5HRIENEENRE  ARUHIEUATEENRE., EC2TOE XN EEBEALNNARZRFH

/|

H

C

NO

« MFATFEAI STIG RE,
o ZHIMNEEERMED B

BATEWERIZETT SCAP RIFFENMERENRE —F , UBRRGEBHNSAMRIEL R,

(® Note
BELAER STIGEETEx —&E&RE, XEITETEN DoD Cyber Exchange 43k 5.

LT ET 4R SCAP BiFA 4T ENEE,
scap-compliance-checker-windows iR4s 2024.03.0

Zscap-compliance-checker-windows4H#1E Image Builder Ju #3922 A =L AR 5 i € 2 /Y EC2 3%
5l £i217, EC2 TOE i2% SCC MARERF £ R HIRE M2 .

ZAMMITUT TERESR

1. THHRE SCC NAREF.
2. SAAMMEAE,
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3. fEM SCC RAEFEITRILE,

4, FEAUBREN I BREFEREEESPIRE L,

5 FHERAMIBNEHIREIZEE EC2 TOE NARFBEXHH,

(@ Note
EC2 TOE H #JX%#F Windows Server 2012 R2 MS, 2016, 2019 # 2022 §# SCAP &M%
Bif,

EATF Windows #J SCAP &l 4R ES AW SIELLTEA -
SCC M4~ : 5.10
2023 FENEEEE :

» u_ms_defender_antivirus_v2r5_stig_scap_1-2_Benchmark

U_MS_ _framework_4-0_v2r2_stig_scap_1-2_Benchmark DotNet
U_MS_ _v2r6_stig_scap_1-2_Benchmark IE11

* u_ms_windows_2012_and_2012_r2_dc_v3r5_stig_scap_1-2_Benchmark
* u_ms_windows_2012_and_2012_r2_ms_v3r5_stig_scap_1-2_Benchmark
+ u_ms_windows_defender_firewall_v2r3_stig_scap_1-2_Benchmark

* u_ms_windows_server_2016_v2r7_stig_scap_1-2_Benchmark

* u_ms_Windows_server_2019_v3r2_stig_scap_1-2_Benchmark

» u_ms_windows_server_2022_v2r2_stig_scap_1-2_Benchmark

* u_can_ubuntu_20-04_lts_v1r10_stig_scap_1-2_Benchmark

u_rhel_7_v3r15_stig_scap_1-3_Benchmark

u_rhel_8_v1r13_stig_scap_1-3_Benchmark

u_rhel_9_v2r1_stig_scap_1-3_Benchmark

scap-compliance-checker-linux fR4x 2021.04.0

Zscap-compliance-checker-1linux4#47E Image Builder 3 2T XM GE M 12K EC2 £41
FiE17, EC2 TOE i23% SCC MARFA RN IRE M5 .
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ZAHMITUT IERESR !

1. THHRE SCC KAREF.

2. SAGHMEEHE.

3. A SCC RARFEZETRIL,

4. FGERUREN > BREFERBHEEHIA U THE : /opt/scc/SCCResults,
5. FEMMIBMNEIREICRE EC2 TOE RARRF BEXHH,

(@ Note

EC2 TOE H#I%#F RHEL 7/8 1 Ubuntu 18.04/20.04 ¥ SCAP &M MK iE, SCC NARRF B
Bl 32 #F x86 SR ATIE,

EAT Linux B9 SCAP MR ERAHIIEUTEE
SCC M4~ : 5.10

2023 FEMEEEME .

* u_can_ubuntu_20-04_lts_v1r10_stig_scap_1-2_Benchmark
* u_rhel_7_v3r15_stig_scap_1-3_Benchmark

» u_rhel_8_v1r13_stig_scap_1-3_Benchmark

* u_rhel_9_v2r1_stig_scap_1-3_Benchmark

» u_ms_defender_antivirus_v2r5_stig_scap_1-2_Benchmark

U_MS_ _framework_4-0_v2r2_stig_scap_1-2_Benchmark DotNet
U_MS_ _v2r6_stig_scap_1-2_Benchmark IE11

» u_ms_windows_2012_and_2012_r2_dc_v3r5_stig_scap_1-2_Benchmark
* u_ms_windows_2012_and_2012_r2_ms_v3r5_stig_scap_1-2_Benchmark
» u_ms_windows_defender_firewall_v2r3_stig_scap_1-2_Benchmark

* u_ms_windows_server_2016_v2r7_stig_scap_1-2_Benchmark

* u_ms_Windows_server_2019_v3r2_stig_scap_1-2_Benchmark

* u_ms_windows_server_2022_v2r2_stig_scap_1-2_Benchmark
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SCAP HRZA[F 218 3%

TRIIR T AP HEIRE SCAP IMEMRENEEE X,

6 U =g
A 2025 F 4 A 11
SCAP &5 zhaA scap-compliance-checker-windows kR4 2024.03.0 H

( SCC R : 5.10 )

scap-compliance-checker-windows kR4 2025.01.0
( SCC % : 5.10)

2023 EEMEE . 25021 F12 820
SCAP E# scap-compliance-checker-windows kxZs 2023.04.0

( SCC hx#A : 5.8)

scap-compliance-checker-windows kR4 2023.04.0
(SCC ir7s : 5.8)

r0zs FE= S 2023 % 11 A 13
=—=FF .
SCAP T scap-compliance-checker-windows kxZx 2023.03.0 H

(SCC & : 5.7.2)

scap-compliance-checker-linux ix4s 2023.03.0 (SCC
MR : 5.7.2)

2021 £ 12 A 20

WwiNY SCAP 4 HEH TLLT SCAP 4 : 5

i3

28172 scap-compliance-checker-linuxkx4x 2021.04.0
( SCC IR : 5.4.2)

28172 scap-compliance-checker-linuxkix4x 2021.04.0
( SCC IR : 5.4.2)

STIG R{LaH 89



EC2 Image Builder ArfEm

79 Image Builder BR{&TF & B E LA #

FA e EECWAY |, BIEECSHBEINAEBEN Image Builder B, FERAUTEZRAEH Image
Builder BRI B EL 5 FF & HE LA K

1. MREF LA HAER N EFITRAUE |, AT LAZ % EC2 Task Orchestrator and Executor
(EC2 TOE) NABRFHAEAMITEN LHTRE, BXEZEE , BE5H FREUTABENA
# EC2 TOE,

2. Bl ERAMHIEIERR EC2 TOE A, AXNEERNESRFES , FSHEHA EC2 TOE 4
M EER R B E XA M.

3. 2B EN AN , BEELNAHX . AXEZER , B2 £ Image Builder 62— H
ENXHH,

£
* 7£ Image Builder #7 BE A0 YAML 4 #3015
« £/ Image Builder BlZZ2— 1B E X A4

7 Image Builder F A HE A4 BIE YAML A4

ERAN  KTERM YAML & JSON NARFEMA N, ZXHEEE TELNRERGAE X
E XA R MBS TRAIETR AR

AN —EROIGET —MIEAH | ZEHE EC2 TOE AHEENAEFFREAUpdate0SERE
BR, ZEREFBRERS. BX Update0S BEERMESZEEL |, HZH UpdateOS,

macOS BERS RBIEMA ExecuteBash BERRK LZEFNKIUE wget SEFAEF. UpdateOS BER
RAXEF macOS, BX ExecuteBash REERNEZEER |, 15 ExecuteBash, X EC2 TOE
NMARFAHXHNME, SRINEENESZSEEL | BHSHE EC2 TOER f#H 30#,

(® Note
Image Builder 1R#EH M4 X P E LM ERBEELHMGRE  WTAR :

- WE - XERMIANAMFRE, FAREBRINIAAGAAHRBHEAN. XFHRBEHAHLH
HEREHEMNERZET, MREHWEAHEEN test MR, MZMBREN RN BRIZT.
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o M - ERBAHNAMHRE , AHEXEXIANETE—NEN test W B, N TESHEAHF
FEMHNE , RNBUEFEFABMIHOMNRAT, Bk , EXRENUBRAGFRER
test B ER.

B3 Image Builder d{al 7 Y223 FE P E A EX (stage) FBTER (phase) SREIEH 4 TIERKY
EFZER , #5R FALHBEN Image Builder B 1%,

ENRBINAREFEE YAML RRARFAEAXY , TRRBREEHRGRERS LRGN LSRR
HATHRAE.

Linux
B2 YAML A4 304

FEAXHRETIEQNRENANG XY, XHERBIFERAEN update-1inux-os.yaml BIXH , 2
BUWTAA :

# Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy of
this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy, modify,
# merge, publish, distribute, sublicense, and/or sell copies of the Software, and to
# permit persons to whom the Software is furnished to do so.
#
# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,
# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
name: update-linux-os
description: Updates Linux with the latest security updates.
schemaVersion: 1
phases:
- name: build
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steps:
- name: UpdateOS
action: UpdateOS
# Document End

® Tip
ERBIMERFHBGEL YAML Validat & YAML lint ¥ BiX# M T EREKIE YAML X2
AIEH,
Windows
B YAML B

FEAXMHRETIEQNRENAG . XHERBIERARBNR update-windows-os. yaml B4,
SEMTAEA :

# Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy of
this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy, modify,
# merge, publish, distribute, sublicense, and/or sell copies of the Software, and to
# permit persons to whom the Software is furnished to do so.
#
# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,
# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
name: update-windows-os
description: Updates Windows with the latest security updates.
schemaVersion: 1.0
phases:
- name: build
steps:
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RAriEmE

- name: UpdateOS
action: UpdateOS
# Document End

® Tip

ERBEMERFERBHIEL YAML Validat 3% YAML lint ¥ RIX## /8 TERKIE YAML 1&X 2

BIEW,

macOS

B2 YAML A4 304

FEAXHRETIEQNREMNAG . XHERBIERAEN wget-macos. yaml X , BEWT

AR

name: WgetInstallDocument
description: This is wget installation document.
schemaVersion: 1.0

phases:
- name: build
steps:
- name: WgetBuildStep
action: ExecuteBash
inputs:
commands:
-
PATH=/usr/local/bin:$PATH
sudo -u ec2-user brew install wget

- name: validate
steps:
- name: WgetValidateStep
action: ExecuteBash

inputs:

commands:
-

function error_exit {
echo $1

Bl YAML H 4378
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echo "{\"failureMessage\":\"$2\"}"
exit 1

}

type wget
if [ $? -ne 0 ]; then

error_exit "$stderr" "Wget installation failed!"
fi

- name: test
steps:
- name: WgetTestStep
action: ExecuteBash

inputs:
commands:
- wget -h
® Tip
ERBEINERFEAKIEL YAML Validat 3 YAML lint 7 BiX#H T ERE U YAML 182
BIEH,

£/ Image Builder 812 —MBE XA H

SERA MRS , B LA ER A2 Image Builder BEA T AERNBEX A, BALUES Image
Builder ##l& . API & SDKs@ {TRIZAE AN, BXUMAGIEFRASHNBENAGHER
FHERAZEHNESER  BSHARE  QIBETERAS BN BEE AN,

BUF B 1 0 8 A i@ 25 & 58S Amazon CLIBIEZAH,

AES

- BEEHANEEENAY

- \FolZEEHEH Amazon CLI

o SAMAESINF BIE LA H Amazon CLI
- HIERMREEE

- EARAESIA
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BEEFHaeZEE AN

EEXN Image Builder #4682 EC2 TOE NARFAH , BHITUTISER :

1. $TF EC2 Image Builder #£#|& , Pk R https://console.aws.amazon.com/imagebuilder/,
2. ESMBERPEREZEAH, AF , % Create component (BIZLHH),
3. 1£ Create component (81224 4) W E LA Component details (AHFiFAER) T, WAL TH
A
a. Image Operating system (OS) (B&IRERS (0S)). EESZHAHRBENBRIERS,
b. Component category (A4 5l). MTHRIIKRF , EFEEQNEMNERINRAHHRE,
c. Component name (BHEF). WMALHNBER.
d. Component version (AHFRA). B ABHHIMRAES,
e. MR, RMATER RS BIERIRAH,
f.  Change description (B oii#fiR), =RALTLEMNEIR , AR BNR 7 B3 ZH AT E R,
4., FEENXHIF , BRINETAELXEAR AHXEENLT Image Builder £ 2 FM 1z 3= 4
FHITH A T oI ZREHNERE,
ERBESF , ALK YAML A4 XHEAE. EM Linux B9 Hello World REIFFEE |, BEEFEFEH
TEIED, BETHAXRWMAE YAML A4 XM ZTES H H /M UpdateOS REINEZ(E
B, 2 1 7£ Image Builder 7 HE XA 612 YAML A5 XX,
5. ERALAHFAGER , EERAIBAM,
(® Note
EEOEREHNRANEFLNHAY , BURRAENHERMENA THESN XA 45
R, HMEFRH N TAHGIIRTAIVIERESD,
6. ZEMIEREAH , EM Components (A1) TEHFEFERROAHZ DN EENRE. M Actions (IR1E)
THiFERS | % Delete component (il BRE 4 ).
EEAH

EORFOEMRE  FEBUATESR

1.

HRTENBMLETT S
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« NMAKIIRITE — EFPEAHEHRZLNEIRE , RAENREXEDEFRCETRE,
- MAHFBEE — EFFEE AN IR RAIZE,

2. HETRCIBEAHGTEN , AHEECHEAYNERTER, RRUIBAGSREMAML, XHFETT
FREA R AR R i A — VB LRA, BT ##EX Image Builder BIREVE L RAEHWE ZE
2 , 2 ®Image Builder F#YE Y RA R H,

Ml B E Y 4E 4 Amazon CLI

AT | B ik B M E A K Image Builder 8% Amazon CLI X612 EC2 TOE M AREF
A, MTFTR.

o FEH YAML A4S EE BT NG BT A S3 FEM.
« i Fcreate-component@i 8|2 EC2 TOE MARFAH,

- £/ list-components S MERFEESR I HAGRAE , AEFSFEWLMRA, ERTLAEHH LK
T4 7E N7 52 A BN R AN BE AT S #A o

EiRFEM A YAML X#8/22 EC2 TOE NARFAH , BREBESENMGIRERSELAHETER N SR
TR,
Linux

FEH N AR A 4 X765 E) Amazon S3 H

BRI LAME A S3 FMEME1ERN EC2 TOE RARFAF RN ENEMEE, EFMFAS TR |, FHiREBU
THRIEE -

284 £ 3 Amazon S3

MREHXHNDNT 64 KB, M TATBABKI IR, KA 64 KB E RIS RARFMTE
Amazon S3 &,

aws s3 cp update-linux-os.yaml s3://amzn-s3-demo-destination-bucket/my-
path/update-1linux-os.yaml
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M YAML SCH461 2R 4H 4

EE b I8 1E  F FH B create-component@$s Amazon CLI , E8IZE—1 JSON X4 , EHEEEHE
BAMTHIIELAHSH., BREENESEN update-1linux-os.yaml XHMME, uri 8
EXEEXHEIMA,

(® Note
JSON XHHHIFEEMN G RYEEMEN Image Builder API 2EEFERSHIEENER, BE
& APl 3 B 1ERS¥ , 152 EC2 Image Builder APl 2 Z /i #J CreateComponent B85,
ENBEEENDTITSHEM , 5509 (Amazon CLI S5 A) FIEENSHE .

1. ©IZ CLI %A JSON X4

FERAXHRETERERN create-update-linux-os-component. json B3 ¥, I

NTHE :

{

"name": "update-linux-os",

"semanticVersion": "1.1.2",

"description": "An example component that updates the Linux operating system",
"changeDescription": "Initial version.",

"platform": "Linux",

"uri": "s3://amzn-s3-demo-destination-bucket/my-path/update-linux-os.yaml",

"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7189-01234561789c",

"tags": {
"MyTagKey-purpose": "security-updates"
}
}
2. tIEAH

ERAUTHSRIREAH , SIAGEL—SHEIEM JSON XHMHXHES :

aws imagebuilder create-component --cli-input-json file://create-update-linux-
os-component. json
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® Note

« JSON X#BEFTX#MEBE file:// HE.

- JSON X B ENERZETHTHERRERENENAE. Hl , Windows fF
BARFT (\) 5| FH B & , M Linux # macOS A ERT (/).

Windows
20N AREFAH T E Amazon S3 H

BRI LAE A S3 FiEfEEN EC2 TOE RARFAEM RN FHE. EFMAMF X, HREU
DEZ G

53044 £ E] Amazon S3

MREHXENT 64 KB, M AT LABKI LB IR, KA 64 KB 2 E KB XA TIF# E
Amazon S3 &,

aws s3 cp update-windows-os.yaml s3://amzn-s3-demo-destination-bucket/my-
path/update-windows-os.yaml

M YAML #5612 4H 4

E WL IE1E B F M create-componentds ™ Amazon CLI , IE8IZ—/ JSON X # , EFEEEE
BAWTHNFIELANHS . SREENHEBIEN update-windows-os. yaml XHEMME, uri
BENGDEXHSIA.

@ Note
JSON XHHHIFEEMN B RAYEEMREN Image Builder API 2EERSHIEENER, BE
& APl (s 5iERSE , 558 EC2 Image Builder APl & H# CreateComponent T8 o
EFBEEENTSITSHRIEY , 556 (Amazon CLI 55 A) PIEENSHEN.
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1. #IZ CLI %A JSON X4

FRANHRETIESEEN create-update-windows-os-component. json B4, 2
FEUTHE :

"name": "update-windows-os",

"semanticVersion": "1.1.2",

"description": "An example component that updates the Windows operating
system.",

"changeDescription": "Initial version.",

"platform": "Windows",

"uri": "s3://amzn-s3-demo-destination-bucket/my-path/update-windows-os.yaml",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7f89-01234561789c",

"tags": {

"MyTagKey-purpose": "security-updates"

}
}

(@ Note

+ JSON X BEFLMMEE file:// FE,

+ JSON XHH RN EFEITH THWERNRERENMENAIE, Hln , Windows £
BARAHT () 51 F B X2 , M Linux M macOS ERAIERMT (/).

2. BIEEAH

ERAUTHRRIRAH , SIASEL—SHIEM JSON XHHXHEA :

aws imagebuilder create-component --cli-input-json file://create-update-windows-
os-component. json

® Note

« JSON XHBEFISMEE file:// H5

« JSON XHHBEMNERZTHTHNERARERZNENIE. FlE0 , Windows £
ARFHT (\) 5| B XE%ZE , M Linux 1 macOS A ERHT (/).
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macOS
20N AR FAHXEFEE Amazon S3 H

&R LAER S3 FiE1EN EC2 TOE NARF AR HNFME, EF@EA X, FRERU
THRRE

o XA L4 E| Amazon S3

MREHXH/NT 64 KB, MTATBABK IR, KA 64 KB = E KB SR ATFMTE
Amazon S3 &,

aws s3 cp wget-macos.yaml s3://amzn-s3-demo-destination-bucket/my-path/wget-
macos.yaml

M YAML SZ#481 240 4

EW LB TE F K create-componentdn© Amazon CLI , E8IZE—/ JSON X# , HEF T EERL
QAAA

BAMTNIIEAH S, BREENELEN wget-macos. yaml MR E, uri BEXNE
EXHEIA,.

(® Note

JSON XHFHIFEEMNGRYEEMEN Image Builder API 2EEFERSHIEENER, BE
& APl S 1ERS % , 35 EC2 Image Builder APl £ H#J CreateComponent &5
ENBEEENGSITSERMY |, 528 (Amazon CLI 551 A) HEENSHE N

1. @% CLI # A JSON 3 fF

FERAXHRETIESEREN install-wget-macos-component. json B3, BIFEUTH

S

=
{
"name": "install install-wget-macos-component",
"semanticVersion": "1.1.2",
"description": "An example component that installs and verifies the wget

utility on mac0S.",
"changeDescription": "Initial version.",
"platform": "macO0S",
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"uri": "s3://amzn-s3-demo-destination-bucket/my-path/wget-macos.yaml",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7f89-01234561789c",

"tagS": {
"MyTagKey-purpose": "install-software"
}
}
2. flEAH

ERAUTHRTRRAYH , SIASEL - S OIERN JSON XHHXHE :

aws imagebuilder create-component --cli-input-json file://install-wget-macos-
component. json

(® Note

+ JSON X BEFAMMIE file: // TFE,

+ JSON XHH RN EFZITH THWERRERENMENAIE, Hln , Windows £
BARAHT () 51 B B X2 , M Linux M macOS ERAIERMT (/).

EC2 TOE ‘#4424l , AT REHEH Amazon CLI

EC2 TOE AHZMMRA R AEL LAY Amazon BIREH (ARN) |, L TAHRN R /R, AHNE
MR AEA B CE—H ARN, SIZFRANSRECEZFAGNSRELAEE , IREZZEAHS
MR R R ME—H . BT # A X Image Builder BIRHE X RARFENESEEL , HZHImage
Builder F1 By & X AR AN $2

NARDE T —MNEERS , FRARDNEEXNAGNINERAETIR, FEATHHE Amazon CLI, HiFik

B Fr i list-componentsii o

FHRGIF |, R RBEEELN Linux REIFSIZNAGNZHRITHE. BEFHECIENAH | B6F
FA&7E create-component as = EAK JSON XHHH name SHE,

aws imagebuilder list-components --filters name="name",values="update-linux-os"
{
"requestId": "123a4567-b890-123c-45d6-ef789ab@cdle",
"componentVersionList": [

{
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arn": "arn:aws:imagebuilder:us-west-2:1234560087789012:component/update-
linux-0s/1.0.0",

"name": "update-linux-os",
"version": "1.0.0",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2020-09-24T16:58:24.4447"

arn": "arn:aws:imagebuilder:us-west-2:1234560087789012:component/update-
linux-o0s/1.0.1",

"name": "update-linux-os",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2021-07-10T03:38:46.091Z"

BESHVER , B UBE T — MRAENIZZMT XL
S ABIZA LA A A1 2 4H 4 Amazon CLI
EREEBRT , NAFEENRARAFOUEERS — X, NTFARAXHFWER , B AERLLT =1,

ZRBIBEZREE—/NENRN import-component.json BIX#H (MR ) . BEE , ZXHERE
5| T —1& A PowerShell BIZ&AdminConfig.psl , ZMIAE L& Ramzn-s3-demo-source-
bucket, Bl , A# format X#F SHELL,

{

"name": "MyImportedComponent",

"semanticVersion": "1.0.0",

"description": "An example of how to import a component",
"changeDescription": "First commit message."

"format": "SHELL",

"platform": "Windows",

"type": "BUILD",

"uri": "s3://amzn-s3-demo-source-bucket/AdminConfig.psl",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/60763706-
b131-418b-8f85-3420912f020c"
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}

ENSARHWHACEAH Bz TUATES.

aws imagebuilder import-component --cli-input-json file://import-component.json

B3 £ R A E R

LB ESNEAG EEHEBHRIIE LRANEHE , Image Builder & B8 MMEMRA ( Fla ,

M/181/2/3, B, &%F ), XELEEEFHEBRASETNAGFFHITERES , X7E ClI/ICD BB

F infrastructure-as-codeZFBH4EFHEH. MRAHRNETSZINHWERAME , Image Builder £iR
EResourceAlreadyExistsExceptionSABF It EE M A M EFE RN RSB,

158 F M2 5| A

BB EHRRAMHR |, Image Builder £ B EXN R EH ARNs 8 B EL AT T MR A E K,
latestVersionReferences X &S ZFE T URMER A MEBRFEHARKTRANEAG K METEF
ﬁg’-*ﬁ- ARNSO

TR ERNRASE
« latestVersionArn (x.x.x)-J84& {5 FA 45 37 B 37 B9 4B 4 R 2N
- atestMajorVersionArn (1.x.x)-1£ E ERR A £ A F AR ERRA T4 T AR,

« latestMinorVersionArn (1.2.x)-{X f&£ F S # BN T B A<,
- latestPatchVersionArn (1.2.3)-5| A4 ERE RA |, B ERESE O EERA,

@ Note
NBEENRA , BESLFERENEFPNRHIGIRNERMEE. BXMER Image Builder
THRRNESEE , FS R BEREN KR EMA Image Builder &R
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Image Builder #fA/ £ EC2 Task Orchestrator and Executor Rz
EFEEAH
EC2 Image Builder £ EC2 Task Orchestrator and Executor (EC2 TOE) M AR RimHEEZM T4E

TR, BRREERENN ARG , MEAEHFI devops HIARHKL, KNARFERMEZTEARS
B SR SRR B 4 o

EC2 TOE R— MU HNARRF , HZLIEMMRAT , Image Builder &5 H L3 E HHEFM = 32451
Lo BUANEFHREE EC2EHI L, EIZECHAEXEAH. EFZEETAHMRE , 47
AR H#IE 1T,

K&

- EC2TOE F#

- XEHHXE

- EC2TOE ®#$8Z

- FHERBEUFREENAH EC2 TOE

- £/ EC2 TOE A S ERE B ENAH

- EC2 TOE A EEEXHNIREER

- BE EC2 TOE E{T@ B A

EC2 TOE T &

EREKEC2TOE , FFEATENEMME AN TEERE. MREEZETRSZH VPC LixTH R

( 5120 Image Builder ) , MZL T KA INEE X ARHT SKE , EP3FAE S3 F64 i
1T EC2 TOE THEHMIR. BN , BHHERIMN AL HIFLETEHSISHA (bootstrap.sh) HZE
EC2 TOE NARERF. BXEZEL , HSH 7 Image Builder 8% VPC s SR B o

/A Important
Amazon IEEZRLZHUER TLS A4S 1.0 fM 1.1 WX, Eipb) S3 F##@#1T EC2TOE T
H, EHNEBEFHRELIER TLS IR 1.2 AESHRAER, EXREZER , BZHAmazon 8
BEXE,
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RAriEmE

R

386

AMDG64

AMDG64

AMDG64

¥4
AL 2 7 2023
RHEL 7, 8 M9

Ubuntu 16.04, 18.
04, 20.04, 22.04
24.04

CentOS 7 1 8
SUSE 12 # 15
AL 2 #2023
RHEL 7, 8 # 9

Ubuntu 16.04, 18.
04, 20.04, 22.04
24.04

CentOS 7 1 8
CentOS Stream 8
SUSE 12 # 15

macOS 10.14.x
(Mojave), 10.15.x
(Catalina), 11.x (Big
Sur), 12.x (Monterey)

Windows Server 2012
R2. 2016, 2019
2022

TRz

https://a

wstoe- <region>.s?
s.com/latest/
linux/386/awst

oe

https://a

wstoe- <region>.s?
s.com/latest/
linux/amd64/aw
stoe

https://a

wstoe- region.s3.1
s.com/latest/
darwin/amd64/a
wstoe

https://a

wstoe- <region>.sZ
s.com/latest/
windows/amd64/
awstoe.exe

=~

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/linux/386/
awstoe

https://awstoe-us-

east-1.s3.us-east

-1.amazonaws.com/
latest/linux/amd64/
awstoe

https://awstoe-us-

east-1.s3.us-east

-1.amazonaws.com/
latest/darwin/amd64/
awstoe

https://awstoe-us-

east-1.s3.us-east

-1.amazonaws.com/

latest/windows/a

md64/awstoe.exe
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22 Fa 43 Rl
ARMG64 AL 2 #2023 https://a https://awstoe-us-
wstoe- <region>.s? east-1.s3.us-east
RHEL7. 8 I 9 s.com/latest/ -1.amazonaws.com/
Ubuntu 16.04. 18. linux/arm64/aw latest/linux/arm64/
stoe awstoe

04, 20.04, 22.04 M
24.04

CentOS 7 #1 8
CentOS Stream 8

SUSE 12 # 15

X HFHY X8

EC2 TOE U T REXFFEN MU NRAEF

Amazon Web Services XiF & F Amazon Web Services X135
EERIB (BXEM ) us-east-2

EERZ (FFRILMILE ) us-east-1

Amazon GovCloud ( ZE R ) us-gov-east-1

Amazon GovCloud ( EZEEZP ) us-gov-west-1

EZERZ ( MAERLILE ) us-west-1

ZEFEIB (HEXMN ) us-west-2

IEM (FER) af-south-1

TA#X (F#E) ap-east-1

A X (KPR ) ap-northeast-3
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RAriEmE

Amazon Web Services X1 & F
TAMX (ER )
A X (£3R)
TAMKX (BEAE )
WA X (#FHNE )

T AR (EE )
WA X (HEHDE )
WAHX (FRR )
MEX ($PER)
ROMite X (EZ25E4E )
ROM ( TRERHH )
ROMI X ( i SFRE )

s

M (K=)

KM ( FBEEST )
KRN X ( FBR=)
ROM X (123K)
KKt X (B2 )
B3] (h4x )
FRZR ( PaERE )
PR (BM)
MEM (ZRF )

Amazon Web Services X5

ap-northeast-2
ap-south-1
ap-south-2
ap-southeast-1
ap-southeast-2
ap-southeast-3
ap-northeast-1
ca-central-1
eu-central-1
eu-central-2
eu-north-1
eu-south-1
eu-south-2
eu-west-1
eu-west-2
eu-west-3
il-central-1
me-central-1
me-south-1

sa-east-1

XX
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Amazon Web Services X1 & F Amazon Web Services X5
FE (JER) cn-north-1
HE (TE) cn-northwest-1

EC2 TOE 5SS #E

\

EC2 TOE & —® 7T Amazon EC2 X4l L Z{TH G S ITHHEENAREF. 3 Image Builder 531 EC2
RSN ARG, EARERIZEH EC2 TOE £, R, EAEFIEIT EC2 TOE #59 Amazon
CLI RZERRITEBRABERE S FIEENAL

@® Note
R EC2 TOE BEERBEE SR T AEE Linux RSB LE1T,. EFEREANNR | &
EmSBER M ER S sudo , REEERIZIT sudosu i H , AEBET TEHEENG S,
BX EC2 TOE BEENEZELR |, B NEC2 TOE A SR T IFHVIREREIR,

/-

159

g

f£A run 5 A — MRS NAHXIEEIT YAML STHERIAR,

Kir

£/ validate SN —NHZNAMHCHERIE YAML XRSE %,

awstoe run command

ZomHR --config SIS EME B XHH - -documents SEIBEN A G XTI RS YAML HH X
R A B R B FZ 1T YAML 4B 44 STRYB AR,

(® Note
BYTEBEETISH— , Y2EREERNSHK
--config

--documents

108
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B

awstoe run [--config <file path>] [--cw-ignore-failures <7?>]
[--cw-log-group <?>] [--cw-log-region us-west-2] [--cw-log-stream <?>]
[--document-s3-bucket-owner <owner>] [--documents <file path,file path,...>]
[--execution-id <?>] [--log-directory <file path>]
[--1log-s3-bucket-name <name>] [--log-s3-bucket-owner <owner>]
[--log-s3-key-prefix <?>] [--parameters namel=valuel,name2=value2...]
[--phases <phase name>] [--state-directory <directory path>] [--version <?>]
[--help] [--tracel

S IEI
]
config. /config-example. json
BBEF : -c . /config-example. json

BEX M (&RHME). SIS JSON WHNXHNE , ZXHEERG S EEZITHA GBS
BiiE, MREBRENXHFHIERE run BHIRE , I FRBIERE --documents S8, X ABEN
ELER , HSF EE EC2 TOE ZE{Tm oM A

BERILEDE :

o ARy SHBREE (. /config-example. json)

« —/NS3; URI, (s3://bucket/key)
--cw-ignore-failures

HMEBEFEX . TEH

28 BHEFR M CloudWatch HEKRM,
--cw-log-group

BEFEN . TEH

CloudWatch &K LogGroup® .

--cw-log-region

HMERR : T&H

DA
CERE

%

% 109



EC2 Image Builder ArfEm

& A TF CloudWatch A &R Amazon XiH,

--cw-log-stream
FMEER : TEA

CloudWatch BE R LogStream®&B#: , AT R console. logX &% El EC2 TOE a4k,

--document-s3-bucket-owner
FAEER : TER
ET S3URI WX FREBHAEEKS ID,
-3 #4 ./doc-1.yaml, ./doc-n.yaml
BB : -d./doc-1.yaml,./doc-n

HEH (FRHME) . HSBREBLLES TR XA MLESIRK , SME1T YAML A4 X1, RE
M --documents S8 A run TSEE YAML X8 , MIFREBIEE --config S,
BERLEDE :

o R XHEERR (. /component-doc-example.yaml),

 S3URIs (s3://bucket/key),

« Image Builder A4 RA ARNs ( arn: aws: imagebuilder: us-west--:
component/ /2021.12.02/1 ) o 2:123456789012 my-example-component

@ Note
FIRFHTIE ZERXBERE , REES,

--execution-id
HEEN : -i

XREATHTYE run mSHKE— D, It ID BEEREMNBEXHES , ATH —FRAIXLE
H BFTAEEI YIRS SNT. MEEBKLIEE , 1| EC2 TOE £/ GUID.

--log-directory

HEER : -

DA
CERE
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EC2 TOE MLt SHITWAMEBEXXHWERE K. RINERT , ZEZRNTFUTRER
i : TOE_<DATETIME>_<EXECUTIONID>, MR KIEEHLEBE R , Wl EC2 TOE A4 E TR
X (.)o

--log-s3-bucket-name

BEERX : -b

WMRAH BEFME Amazon S3 7 ( #%E ) , NFAMHNAERF BE EC2 TOE LEFSHH
mEM S3 7,

--log-s3-bucket-owner
MERR : TEA

WMRAH BEFME Amazon S3 H ( #i%E ) |, NIXR EC2 TOE EABEXHNEFREBHNAIEE
K 1D,

--log-s3-key-prefix
BEER : -k
MRBHBEFME Amazon S3F (#EF ) , NXRFHEEP BEMLEN S3 WREHR

--Z¥ namel =valuel , name2=value?2...
MBS : &R
SHEFHEBNMPENNEETE  HiIXERARANARFEETRIEH,

--phases

]

\\

T«ﬂé.l-'—_.!_-ﬁ/it - p

,{;E%JJ BRSIR , THEEEMN YAML A4 X TR R, MRAHXEIESHMBER , M
XL/ BRI RET,

--state-directory
FMEEX : -s
Tt RS IR ER SOV XA B AR o

--version

HEER : -v
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B XE 444 N1 72 P hR AN o

bl
--help
BEBEER : -h

T NE R A E TR N AR IR TR S BY F it

--trace
HMEER : -t

BRXEE &8 FH B Fid R,

awstoe validate command

BITHHSE , ELRIE --documents SIS EN B MNAHXRM YAML X418 %,

awstoe validate [--document-s3-bucket-owner <owner>]
--documents <file path,file path,...> [--help] [--trace]

S AL

W

--document-s3-bucket-owner
HMERN : TEA

RUMET S3 URI BITEIRIKF 1D,
-+ ./doc-1.yaml, ./doc-n.yaml

BMEBFR : -d./doc-1.yaml,./doc-n

PR (XE ), WSHEESLETRHNXXHMNESIR , UHEZ1T YAML AH4XH, ERLE
oFE

=
b
N

= 112
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o Kith XHFEE (. /component-doc-example.yaml)
 S3URIs (s3://bucket/key)

« Image Builder A4 RZA ARNs ( arn: aws: imagebuilder: us-west--:
component/ /2021.12.02/1 ) 2:123456789012my-example-component

® Note
JIRFPHBIE ZEZBZER , AFES,

bl
--help
fBEBER : -h

T NE A A TR N A AR PR AR TR A BY F it

--trace
HMEER : -t

B R EH & iFH B EiLR.

FHREUFAXEENAH EC2TOE

EC2 Task Orchestrator and Executor (EC2 TOE) NAREFR—MAVKHNARER , ATEAHENE
BRAE, RIFFNZETHS. Amazon RSTHTF EC2 TOE MAIERRE. REHM. BRREE
= AN ARG

REUTSRFFPRE EC2 TOE NARR , AFHEAFEMUNARERTRBAENAY, WREFEH
Image Builder ¥ & 5 Amazon CLI i S RIBZ B E XA H , Image Builder @ A BRI LELS R, BHX
BZEER |, HSE £/ Image Builder #12 B E X A4,

ISUF EC2 TOE ZETHMNZ R

AT NHBEET Linux, macOS F Windows FVIRER S EC2 TOE L RIFZHR T HN B R ENWHER
=

£}
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« 7£ Linux 2§ macOS LI&if EC2 TOE RETHMNZEZ
« 1£ Windows LI8iF EC2 TOE ZE THHNZH

1£ Linux 2% macOS L£Wif EC2 TOE ZETHMNZEH
AEFNBRUEET Linux 3 macOS BERSENEZETHAERNMNHEERE, EC2TOE

FZR(EIM Internet THNARERF , RINBRUERIEIRGRHENGD. 5/, BRENAEFAR
HWURBERBERRIRAR . FERPLETRESHRBSHAHMTEABHNARFRA,

MBHRERTEATEINSBERETAT EC2 TOE NAREN R4 CEERRIAKL , FFEEZETR
# ., ¥k, iIHBKER Amazon Web Services XF . BXEBNIIFRINEZEER |, HSHEAmazon
Web Services X,

EC2 TOE &F Linux # macOS BERGHN X4 REAGNUPCE L FEEM Pretty Good Privacy
(OpenPGP) ¥R TR TLERM. GnuPG ( HFFHGPG ) BEHFZ LR EH S HRITMTEM
®E, Amazon EC2 %7 7 &0 A FRIE FE M Amazon EC2 CLI TEHNMAFZ R, BX PGP A
GnuPG (GPG) WEZEE. , IS http://www.gnupg.orge.

B—IREVHRTHEMGEE, TREHFRTENLRESN  RELFFHNMBAREERNEA
REFZABERARNMBEHNEART, ZRRREHALERANES. RIINEEANEIME , &7
LERAERRIENARFNES,

£}

- KX GPGIE

- RIUIHSALNEEH
- RIUFRHEINESR

ZH GPGIE

MREBRERLSR Linux, Unix 3 macOS , GPG TERAEELRE., EMNHRELREERE
XETE  BEGTRIFLEA gpg. MREZE GPG TR , B2EFE GPG TR T. MRKE
%X GPG IR A BLBIHRER , GIRETERIDT. BAMUMEFEERE GnuPG 2

ELZE GPG IR | FhBESENIFITENBRERS,
Debian-based Linux

MBIHREIETUA TGRS ¢
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apt-get install gnupg
Red Hat-based Linux
MLIRRBEITUATHS
yum install gnupg

macOS

MBIHREIZTUA TR ¢

brew install gnupg

RIEHSALNEEN
ZERHN T —FHRX EC2 TOE NMA#ITHHRRIE , FHRHEAEN AEHARNMEENZEGPGHARH,
KiEFS A EC2 TOE 4R
1. BT TFIRMEZ —FRIMAH GPC ERBHHANEIA
o MU ithat TEE4A -

https://awstoe-<region> .s3, <region>.amazonaws, com/assets/awstoe.gpg. 4N
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/assets/awstoe.gpg.

« RUTXERPHNEPAES KU ERN awstoe.gpg WXHH, BRI TIIFAED :

Version: GnuPG v2

mQENBF8UqwsBCACdiRF2bkZYaFSDPFC+LIKkWLwWFvtUCRwAHtD8KIwTI6LVNn3fHAU
GhuK@ZH9mRrgRT2bq/xJjGsnFI9VqTj2AIqndGIdDjz75YCZYM+ocZ+r5HSJaeW9i
S5dykHj7Txti2zHe@G5+WOv7v5bPi2sPHsN7XWQ7+G2AMEPTz8PjxY//I@DvMQns
S1e319hz6wCC1lz119LbBzTyHfSm5ucTXvNe88XX5Gmt370CDM7vf1i@Ctv8WFoLN
6jbxuA/sV71yIkPm9IYp3+GvakKeT870+sn8/J00KE/U4sIV1ppbgmuUzDfhrZUaw
8eW8IN9AIFTIuWiZED/5L83UZuQs1S7s2Pj1ABEBAAGOGkFXULRPRSA8YXdzdGI9l
QGFtYXpvbi5jb20+iQE5BBMBCAAjBQIfFKsLAhsDBwsJCAcDAgEGFQgCCQoLBBYC
AwECHgECF4AACgkQ3r3BVvWuvFIGiwf9EVmMrBR77+Qe/DUeXZJYoaFr7If/fVDZ1
6V3TC6p0I0OVeme7uX1eRUTFOjzbh+7e5sDX19HrnPquzCnzfMigbp41SoeUuNdOf
FcpuTCQH+M+sIEIgPno4PL10@Uj2uElo++mxmonBl/Krk+hly8hB2L/9n/vW3L7BN

FikiE
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OMb1L19PmgGPbWipcT8KRdz4SUex9TXGYzjlWb3jU3uXetdaQY1M3kVKE1siRsRN
YYDtpcjmwbhjpu4xml9aFgNoAHCDctEsXJA/mkU3erwIRocPyjAZE2dn1kL9ZkFZ
z9DQkcIarbCnybDM51emBbdhXJ6hezJE/b17VAQt1fY@4MoEkN60]g==

=oyze

2. H&RTF awstoe.gpg WE ZHAN M TRTAFL , EFANTHSE EC2 TOE ~AS AERIR,
gpg --import awstoe.gpg
ZRTRENERELUTTHARNEA :
gpg: key FS5AEBC52: public key "AWSTOE <awstoe@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
FETZRE, RAT-FSFEAR. EL—RHIH , #EN FS5AEBC52,
3. BUEUBTUTHS , & key-value Hifth E—HhWERRITIEL :
gpg --fingerprint key-value
ZWHRENERELUTTHARNE :
pub  2048R/F5AEBC52 2020-07-19
Key fingerprint = F6DD E@1C 869F D639 15E5 5742 DEBD C156 F5AE BC52
uid [ unknown] AWSTOE <awstoe@amazon.com>
beoh |, BEUFERF SRR S LR R PTRAY F6DD EQLC 869F D639 15E5 5742 DEBD C156
FS5AE BC52 M[E, FEREMEZEREASLT LR BRESHITHR. EMNNZMEELE, MRE
NFEE , FFELE EC2 TOE ZEMAK , AFSEKR Amazon Web Services X,
BRI HanEs
ELZEGPGITE, RIFHSAEC2TOE 2EZHURBNAEZAAERE , EUUKIERERAKE
Lo
B R EALE
1. EWPTRTAL  SITUTHSUTHNARFN = #6304

FHRE 116



EC2 Image Builder ArfEm

curl -0 https://awstoe-<region>.s3.<region>.amazonaws.com/latest/
linux/<architecture>/awstoe

i -

curl -0 https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/
awstoe

XM architecture ERILAZ amd64, 386 fl armb4.,

2. EMDRERFL , BTUTHHUTHIEEM S3 key prefix BE X MK N AREF Z# & XHH
LA -

curl -0 https://awstoe-<region>.s3.<region>.amazonaws.com/latest/
linux/<architecture>/awstoe.sig

Hlan -

curl -0 https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/
awstoe.sig

M architecture ERILAZ amd64, 386 Ml armb4.,

3. BUELRFH B FKawstoe.sigf EC2 TOE ZEXH TN B TR AFLEITU T BRI IUX
Bo XMNXHFBLBAEFHE,

gpg --verify ./awstoe.sig ~/awstoe

MENEUTARREL

gpg: Signature made Mon 20 Jul 2020 ©8:54:55 AM IST using RSA key ID FSAEBC52
gpg: Good signature from "AWSTOE awstoe@amazon.com" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: F6DD EQ1C 869F D639 15E5 5742 DEBD C156 FS5AE BC52

mRHHEBEEIE Good signature from "AWSTOE <awstoe@amazon.com>" , N EIKE
ERNBIELR |, BRI LABEEIE1T EC2 TOE ZEMIA,
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MRMEITEEIE BAD signature , IKRERSTEWHIT T TR, MREFLRBLMEA ,
TEETZH TEHNZEXH , #FHiEBKZR Amazon Web Services X,

THREXEAEEINESHEARE

WWFAREATEIBHRHITIANLE | RELTERKPIBZETMEE. BEBRT , BULEER
E Amazon DAEGEHEIR, ERTENERRE , MM THILZFH, EXHHERT , ZMUEFRE
—A Amazon M4,

* gpg: no ultimately trusted keys found. XEKRER (REEETHEMA) B EBHAFTR2LINEE

BXEZER |, HSH hitp://www.gnupg.org

1£ Windows L3iF EC2 TOE ZETHNZ R

AEBNEEET Windows HIIRER S LI IE EC2 Task Orchestrator and Executor R ARREFREX
HEMMNHERE,

FAE(TE M Internet TE,U“FHEV BNBR2WERIERFRTENGD , ARENARFMRITIR
RECEERIBRR, XEFRFPERTRESHREIEMCBEABHNARFRA,

MBLAERTEAITINSBREREEAT EC2 TOE NARFN U CEETRHIAR , BFAEZTE
B, ik , i5BE Amazon Web Services X,

EHIFE T Windows HIBER S LM E T8 awstoe ZH $IXHEBER , XMBESRE Amazon
Services LLC £Z AiFPHESETIHE :

9D CA 7217 DA FF B8 2F E4 C4 67 77 36 2F A4 AAC9 08 82 15

(@ Note

EH A EHE OHE , ENZLBAULPAESHNEIATTE., IRENEBAL
BATE , FRUESEREN :
BA 81 25 EE AC 64 2E A9 F3 C5 93 CA 6D 3E B7 93 7D 68 75 74

ERIUFNE , BHITUTERE -
1. BRBTZTTHH awstoe.exe , REITTH Properties (BH) O,
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2.

3
4.
5
6

ERERFERET R,

EZEHIER F |, i%F Amazon Services LLC , RAFEFFHAFEE.,

ERENETF (MR RIER) , RAEEREESILD,

EFFAGEEETF , ARERERTHNIRPHEE (MR RIERE),

A TRIEZLBIELFR , AREREY. XHETHENPEREMNELE,

- MRTHEOPNESESTUATE
9D CA 7217 DA FF B8 2F E4 C4 67 77 36 2F A4 AAC9 08 82 15

AR T EC2 TOE &I HRESH , AIUZ£RE,
s METHEFMAEEBEOFNELETETIRE , BFAEEIT awstoe.exe,

TP}
« ] 1: £E EC2TOE

« SB] 2 :i%E Amazon Fif

- B35 ERMIF KA
« S 4 WUF EC2 TOE A
- S8R5 15T EC2TOE At

&

B1:LEEC2TOE

BEXMFRAH , B THRHALEZ EC2 TOE HAEF.

1.

T# EC2TOE RAERF

EHTLZEEC2TOE , BARESEHNEMMEAN THERE, BXNARF THEEZENTES
xR ,BESF EC2TOE T

/A Important
Amazon [EFEZE L EUER TLS MRAS 1.0 # 1.1 X%, EifH S3 F6E43# 1T EC2 TOE
TH , BNEFPIHRRHELAER TLS IRAR 1.2 RESHRA, BXEZER | HSHEMK
Amazon Z2BEXE,

FHRE 119


https://www.amazonaws.cn/blogs/security/tls-1-2-required-for-aws-endpoints/

EC2 Image Builder ArfEm

2. WX

RIFTHENTBRERTZE EC2 TOE NABRFREEEFZTNAEFNERSEFEE, EXE Linux
R85 LRI TE , 35 £ Linux 2 macOS ERiFZHE, B Windows RS 88 L IR iF &
T , i53# £ Windows EFWiIFE%E,

@ Note
EC2 TOE EEMETHUEBA, EFERMHTRZES R, XthEIR/E EC2 TOE AN A1t
HERITER.

NEREAHEFRAIESRREER , RMNEBUELA EC2 AR X MM EC2 TOE At

FHI8 2 : iRE Amazon EifF

EC2 TOE iz 1TES I EE Amazon FUE S gEE R Z| H 1{E% Amazon Web Services RS, #ilan
Amazon S3 1 Amazon CloudWatch , %0 :

- MAFPEEMM Amazon S3 IR T & EC2 TOE XY,
1217 S3Download = S3Upload #E/EHEIR,
« BAJE CloudWatch , FBEHRREHE,

WRIE EC2 TOE £ EC2 324 L3217 , MIiZE1T EC2 TOE AWK ESM NZEiZ EC2 S=4IH IAM B
AR,

BXH IAM BENEZEE EC2 , BSRERT A mazon B IAM BEBEC2,

LUF 7R 45135% BF anfT E B AWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYIREZEi&E Amazon

i,
E1£ Linux, macOS = Unix LigBixtZE | B export,
export AWS_ACCESS_KEY_ID=your_access_key_id

export AWS_SECRET_ACCESS_KEY=your_secret_access_key

E 7 Windows EEHIREIX LT E PowerShell , i§fEMA$env,
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$env:AWS_ACCESS_KEY_ID=your_access_key_id

$env:AWS_SECRET_ACCESS_KEY=your_secret_access_key

EE Windows LEABSRRREXLETE | HFEH seto

set AWS_ACCESS_KEY_ID=your_access_key_id

set AWS_SECRET_ACCESS_KEY=your_secret_access_key

£ 35 AR KA

AHRALXAE YAML XHEEEN, BXXEEENESEE , BSH £/ EC2 TOE A XXHESR
B BEENX A,

LA 2 Hello World A4 XX#R45 , ATESBHIRIRIE AT
Linux

RIEEFHEL Linux B RHI5IAEN hello-world-1linux.yml KA H XX H, BALIE
AT HER X ERE F X LR,

name: Hello World
description: This is hello world testing document for Linux.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the validate phase.'
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- name: test
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the test phase.'

Windows

ISP A FE L Windows HAH RIS BN hello-world-windows . yml B9 # T34, &
A LA A N E R SR F X &R B,

name: Hello World
description: This is Hello World testing document for Windows.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host 'Hello World from the test phase.'

macOS

RIS AR FE L macOS AH RHISIHE RN hello-world-macos.yml BB H IR, &AL
52 F T E Y SRR E Fix L =il
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name: Hello World
description: This is hello world testing document for macOS.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the test phase.'

S8 4 - BiF EC2 TOE A4

B LAMEA EC2 TOE NARFEARMKIUE EC2 TOE AHMEE, UTREAERT EFZITHHET

WIFHEEEM EC2 TOE RAfEFvalidated®o

(® Note

EC2 TOE AR REERIE HARER SN A EL, Hla , £ Windows LE1T
awstoe.exe B , BTZWIFFEH ExecuteBash BEERM Linux XHMIEE,

Linux 2 macOS

awstoe validate --documents /home/user/hello-world.yml

FikiE
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Windows

awstoe.exe validate --documents C:\Users\user\Documents\hello-world.yml

S 5: 11T EC2 TOE A#

EC2 TOE R F AT - -phasesti TITSHREITIHE XN —PHZ NN B, --phases XHF
BYfEHA build. validate M test. AILAES DRV ELMAZSIHRE,

HIRMM B SR , EC2 TOE NARFRRIMFZTENXIENIEEM R, fltn, EC2
TOE iz1THbuildMvalidateMr BRdocumentl.yaml , REZ{THWbuildMvalidateft
Etdocument2.yaml,

N TRREN BERLFHEHREUMKEEDERR , BIEWEE Amazon S3 HELE BEFM#E. &
Image Builder # , AT &% BEK Amazon S3 U EREEMIREREFEEN. BXEMIRMEEE
WEZER , 38 B Image Builder R HEfl B

IMRARBHEBERFIE , U EC2 TOE MAREFHER YAML 355 3 iV IR 72 1T A B B B
EERNHSANNEPETRHENR , FEARTHS,
BB

awstoe run --documents hello-world.yml --phases build

ZIH B

awstoe run --documents hello-world.yml --phases build, test

MHIEAT

HEENXEPEITREN B

awstoe run --documents documentName.yaml

EZNXEPEITHER R

awstoe run --documents documentNamel.yaml,documentName2.yaml

FHRE 124



EC2 Image Builder ArfEm

WA Amazon S3 EEUMAFREXN AR EZE L2 EC2TOE A& ( #%F)

awstoe run --documents documentName.yaml --log-s3-bucket-name amzn-s3-demo-destination-
bucket --log-s3-key-prefix S3KeyPrefix --log-s3-bucket-owner S3BucketOwner --log-
directory local_path

EEANMHEPEITRENE , AERHAELERMERE

awstoe run --documents documentName.yaml --trace
Rl

awstoe run --documents s3://bucket/key/doc.yaml --phases build,validate
ZITEAME— ID B34

awstoe run --documents documentName.yaml --execution-id user-provided-id --
phases build, test

FREVLA T HERHBY EC2 TOE

awstoe --help

£ EC2 TOE A X HEERCIEZ B E L AHF

EffF EC2 Task Orchestrator and Executor (EC2 TOE) A ERMWEAY , BAEE—IET
YAML H9328Y , ZXRERTER T EAENEARNMERMLEE. Amazon Web Services BR%5 {16l
B Amazon REMEG (AMI) ARG | BFERENA M,

£}

- AHXHEIERE

- AH{AEE

o A 5

o MHAEEMFENL

o XRTH
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- EEEXAHNEPERETE

- EPEAZAHIE EC2 TOE

« HEC2TOE AP EMLELBREEN

- £ EC2 TOE ¢ X EREBEER

- EPEREHRLEH EC2 TOE

PH X ITERE

EC2 TOE A X HEERMRMS RN BRESHITHE , AFXEEFSALARAHHEETHERE,

® Tip
FEAENEAGFHERGIRS TTREASSEEA X BT TE 6 A ML B , SARATAT /2 11X LE M B
ZETHAN, BERITAHR , BEHEEX— =,

B Ex

MEBRTENIEREEMRGHESEFRNHRE. HI10 , Image Builder REEEMEM BT EERK
R MEEA build # validate BT ER. EEMRXMEREER test M container-host-test BRI
RECIBRHRL AMI 0 XBZME 8, MERBHRA[RE~ETHNER,

HAMETE , SMMROXESTHRRENEA X HANIRFR#ITRA.
B BRI

« BN EREMENEPLIARKE -,
o BAEXEPELSMN K.
- BUREXEPEDTEUTED—INE :
- & — X TF Image Builder , bt ERBEEHENERER,
« BIF — XTF Image Builder , WM BB FEHEMNERER,
« Wik — X F Image Builder , L B EEN R ERER,
« MBBRKRBIXPELNIRFZIT. P EC2 TOE S ECAIMIREF Amazon CLI T,

Steps
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SREELEIMNNBRINIERENENTHEET, SREEBINFZET. BR , —MNSROVBMAZ A
A SMEN M ARIEBIFESTRA, XHMRFTIBRY G,

HERAN

« SWBUX T BRUL A ZME— Yo
« SRLSIERTHRER HABHIENRE (REER )

BXRLEHREER, HT/ERE. input/output EFRHINZES|R , FHSHEC2 TOE AHEE
BRI RIEER,

HHBE

EC2 TOE 8/RE1THHT , LT EC2 KA Lo — N BEXMR |, A TR ETIR G,
X TRB[RE , BEXHRFHEERRET.

NTHEBBERGEEZSES HIRBETHRERR , Fiz1TAMHE EC2 TOE SIZAVH ASXEHNRA
i i S ER AR AR TE B AR SRR AR

AEXHFRBIEHUATER AR

1. BB — HR$E1T EC2 TOE A#rt , 25w THHMARE—BEAARKRE R, EUATR
flsh | BRAIER T Image Builder K B EXHFHER.
* Linux M macOS : /var/lib/amazon/toe/
« Windows : $env:ProgramFiles\Amazon\TaskOrchestratorAndExecutor\

2. XHETR — XRATAAAMHIRERR | “TOE_"

3. BEITAtEl — X2 — YYYY-MM-DD _HH-MM-SS_UTC-0 #& =\ #Y i [l &

4. #0417 ID-IX 2 EC2 TOE ZT— MRS NMA#aI 2 B GUID,

Bl . fvar/1ib/amazon/toe/TOE_2021-07-01_12-34-56_UTC-0_albcd2e3-45f6-789a-
bcde-0falb2c3def4

EC2 TOE FEA T &0 X7t B B XA KA

PN

» documentyaml — BEGTH AN, AHE1THE , ZXHRENGHEFE,
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¥ HH XA

- application.log — NFAEF HEEEXHE EC2TOE, "ANEBNFARRIIER , XEEEFXA
HETRRERNER.

- detailedoutput.json — It JSON X B EEXAHZTHERTAGNMEXXHN, MMRANSENZ
TRE, WA, BENXMNEAER,

« console.log — ##|A BEEEHMIZITH EC2 TOE E AR AMNFT AR R H (stdout) MFR/ELE
i® (stderr) 5 8.

« chaining.json — t JSON X # &R EC2 TOE NMA F#EEERIARXBL,

® Note
B A 3R E AT AR & I Ak R B 35 9 ELAb I B 3244

e A 0 % HH 6
EC2TOE BREEEBNARFREMT — MBI REUTHEXNSZ Bk EEEm A A B IheE
{{ phase_name.step_name.inputs/outputs.variable }}
oE
{{ phase_name.step_name.inputs/outputs[index].variable }}
B FERAEIIEE , B AR HIRE IR AT 484 14,
3w ]
- REEEESINTBRNEM AT D P EAERER,
- BEEEERAANEQSIMASI SRR, Flu :
« TRHRER : echo {{ phase.step.inputs.variable }}
- BMWRIER : "echo {{ phase.step.inputs.variable }}"

- BMWRER : 'echo {{ phase.step.inputs.variable }}'

« BERKINALUSIAR—XETFHHEHMSRNMMENETE, B2 , BARSTEE LA , EREX
KR REEEE NN R E T XX HiETT. B30 , Image Builder 73233 MAIZERY ER 2 i BY ERAG 8552 |
A eHRIIEITENM R,

- BREXPNERSINEFH. REIUE (0) FL , UE|HE—IM kK,
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=~

BEEUTRAASBENE-NZKEHS|IAREE , HEXR
{{ build.SampleS3Download.inputs[1].source }}.

phases:
- name: 'build'
steps:
- name: SampleS3Download
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://sample-bucket/samplel.psl'’
destination: 'C:\samplel.psl'
- source: 's3://sample-bucket/sample2.psl’
destination: 'C:\sample2.psl'

ES|AUTRASERIBMEETE (ZFT Hello”) , EERXNR
{{ build.SamplePowerShellStep.outputs.stdout }3},

phases:
- name: 'build'
steps:

- name: SamplePowerShellStep
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:

commands:
- 'Write-Host "Hello"'

AR E L
BT RXHEH YAML 2R,

name: (optional)
description: (optional)
schemaVersion: "string"
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phases:
- name: "string"
steps:
- name: "string"
action: "string"
timeoutSeconds: integer
onFailure: "Abort|Continue|Ignore"
maxAttempts: integer
inputs:

MR IR E LA T AR 7R o

5 fiik Type o

name B & =[: DR FH& &

DU MAYRYHEIR FHE& &

schemaVersion XA RARRA |, 5 F IR =
BIA 1.00

phases MR R P BRA 55K Il 5% =

o

B EREY R A TE LA TP o

FE iR Type SR
name Bt ER B9 B Fo FRFE 2
SR M ERR IS RIIZR, L 1IE =
SBROEHE NI TR
FE iRk Type WE ZRiIA B
name HAFEMWSER AR
B ™o
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FE DU Type s A E

action SRS RNE FRB
RIS KR
=

timeoutSeconds FEAMFEHXZ - B 7,200 # (120
B, SRETH o)
B

7|

eS| 28 -1
B, R-ERE
Bt R0 M
HitmfE.

ERER R 5
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FE DU Type s A E

onFailure EEZIRIER  FHEH B ik

Wt R ATRY R

. BREWNT

F7R -
ik — 1E3k
Bl A=
RBE 2SR
KW, Hi=
1EiE1T.
Bt B A STASRY
RAZRER
Failed,

PEE — 75K
Bl K=
RBIE 2SR
ZIZITRIR
NZR. &
Bt ER A ST Y
RBRER
Failed,.

Z g — IR
FJR AR
SRS
FRIREN
IgnoredFa
ilure , 3
BEIZITH
RS, &
B B A 304
PR RE R
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RAriEmE

FE

maxAttempts

inputs

B & =pt]]

iR Type
SuccessWi

thIgnored
Failure o

ESRRMza  BH
AFHRAZ
R

BEREERE

TERAENS
o

jﬂ

7|

fim

T ROIERT RN BIRRERGEHIITESH AWSTOE A4,

Linux

R EITREEN RIS

BUF R Linux 3561 L FEAME1T B E X =3 HI 3R RIS,

name: LinuxBin

description: Download and run a custom Linux binary file.

schemaVersion:
phases:

- name: build

steps:

1.0

- name: Download

action:
inputs:

- source: s3://<replaceable>amzn-s3-demo-source-bucket</replaceable>/
<replaceable>myapplication</replaceable>

S3Download

#IA B

destination: /tmp/<replaceable>myapplication</replaceable>
- name: Enable

action:

ExecuteBash

onFailure: Continue

inputs:

commands:

{5 AR 4R 4 ST AE SR
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- 'chmod u+x {{ build.Download.inputs[@].destination }}'
- name: Install
action: ExecuteBinary
onFailure: Continue

inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:

- '--install’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

Windows
R~ 1 R%E Windows B

UTR—NREINXHE , ATREMETABN Windows E# , SITEEM A , 012 AMI ZHIRIE
FRURELE AMI B E R,

name: RunConfig_UpdateWindows
description: 'This document will install all available Windows updates and run a
config script. It will then validate the changes before an AMI is created. Then
after AMI creation, it will test all the changes.'
schemaVersion: 1.0
phases:
- name: build
steps:
- name: DownloadConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://customer-bucket/config.psl'’
destination: 'C:\config.psl'

- name: RunConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:
file: '{{build.DownloadConfigScript.inputs[@].destination}}"'
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name: Cleanup
action: DeleteFile
onFailure: Abort
maxAttempts: 3
inputs:

- path: '{{build.DownloadConfigScript.inputs[@].destination}}"

name: RebootAfterConfigApplied
action: Reboot
inputs:

delaySeconds: 60

name: InstallWindowsUpdates
action: UpdateOS

- name: validate
steps:

name: DownloadTestConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://customer-bucket/testConfig.psl’
destination: 'C:\testConfig.psl'

name: ValidateConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3

inputs:

file: '{{validate.DownloadTestConfigScript.inputs[@].destination}}"'

name: Cleanup
action: DeleteFile
onFailure: Abort
maxAttempts: 3
inputs:

- path: '{{validate.DownloadTestConfigScript.inputs[@].destination}}"'

- name: test
steps:

{5 AR 4R 4 ST AE SR
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- name: DownloadTestConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://customer-bucket/testConfig.psl’
destination: 'C:\testConfig.psl'

- name: ValidateConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:
file: '{{test.DownloadTestConfigScript.inputs[@].destination}}"'

7~ 2 : £ Windows 34l Amazon CLI E&%

LT RERAZEXHE Windows 24 Amazon CLI £ & ZEH REISTRY,

name: InstallCLISetUp
description: Install &CLI; using the setup file
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://aws-cli/AWSCLISetup.exe
destination: C:\Windows\temp\AWSCLISetup.exe
- name: Install
action: ExecuteBinary
onFailure: Continue
inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:
- '/install’
- '/quiet'’
- '/norestart’
- name: Delete
action: DeleteFile
inputs:

{5 AR 4R 4 ST AE SR
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- path: '{{ build.Download.inputs[@].destination }}'

T~ 3 BB MSI 22 F %% Amazon CLI

LT RER MSI £FRFL%E Amazon CLI 1Y R B34,

name: InstallCLIMSI
description: Install &CLI; using the MSI installer
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://aws-cli/AWSCLI64PY3.msi
destination: C:\Windows\temp\AWSCLI64PY3.msi
- name: Install
action: ExecuteBinary
onFailure: Continue
inputs:
path: 'C:\Windows\System32\msiexec.exe'
arguments:
- /i
- '"{{ build.Download.inputs[@].destination }}'
- '/quiet’
- '/norestart’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

macOS
1 BETEEN macOS Zi#t &l H

LR R macOS 26l £ FEMIZIT B E L =2 Hl 3 H#Y R BI 324

name: mac0SBin
description: Download and run a binary file on macOS.
schemaVersion: 1.0
phases:
- name: build

{5 AR 4R 4 ST AE SR
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steps:
- name: Download
action: S3Download
inputs:
- source: s3://<replaceable>amzn-s3-demo-source-bucket</replaceable>/
<replaceable>myapplication</replaceable>
destination: /tmp/<replaceable>myapplication</replaceable>
- name: Enable
action: ExecuteBash
onFailure: Continue
inputs:
commands:
- 'chmod u+x {{ build.Download.inputs[@].destination }}'
- name: Install
action: ExecuteBinary
onFailure: Continue

inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:

- '--install’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

EEENAGXHPEALE

TEREHT —MUERINNARFPAEANEE XN EMRIRCHBEN L. EAUNERNTHER
BEXRAFREZENEENETE , AEEHN YAML NARFAH XS5 AEM]. EC2TOE

AT RENEEAHYEE YAML NARF EC2 TOE AHX P NAKENTE , SFTEE. BN
LR R,

bl

&

EEETATHNETE , — BEURTEBUREE. EEFLUER EC2 TOE X#constants&fo
HERE Mo

FEAHAN

. BHKEAANT 3 5 128 AEEZE,
. BEMRESETHBEES (az. AZ. 09). BHE () RFIE ().
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. EXHN , HEBMRAITEE—,
- BAFEMEEN YAML Z&F &,

E'E
constants:
- <name>:
type: <constant type>
value: <constant value>
BEWN D= iR
name = FENEN. XHELTEME—
B ( TEEEAHEHMSBEN
HEEMEB ) .
value = EENE,
type = FENRE, ZEHEHNEREHR

stringe.

EMHEPEIHEE
BT LAE YAML XA S RBBERMAPSIHEE , TR :

- FESIAXDKRNE , HEEHLSATEEE,
« BMLTARKIESFE{{MyConstant}}iEER.
- AR ERFESABHZER , FELBIEHER. S, UATAASIAEER

{{ MyConstant }}, {{ MyConstant}}, {{MyConstant }}, {{MyConstant}}
 YAML X#&EH 5| AXNEENFTRHR ( ARE|SHNE|SHFEEXR ) -

fitn . - {{ MyConstant }} B , RAECKBIFIRANFZRE,

BR , UTsIAEEMR: - '{{ MyConstant }}' fM - "{{ MyConstant }}".

=~
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SRMmAFSIHNEE

name: Download Amazon CLI version 2
schemaVersion: 1.0
constants:
- Source:
type: string
value: https://awscli.amazonaws.com/AWSCLIV2.msi
phases:
- name: build
steps:
- name: Download
action: WebDownload
inputs:
- source: '{{ Source }}'
destination: 'C:\Windows\Temp\AWSCLIV2.msi'

BHRM ARSI ANER

name: PingHosts
schemaVersion: 1.0
constants:
- Hosts:
type: string
value: 127.0.0.1,amazon.com

phases:
- name: build
steps:
- name: Ping
action: ExecuteBash
loop:
forEach:
list: '{{ Hosts }}'
delimiter: ','
inputs:
commands:
- ping -c 4 {{ loop.value }}
S|

AELTE  HiREHRAANAREREZTRIEM, BALIE YAML X8 Parameters #p4H

S
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SHAHAN

« BMKEXTNT 3 F 128 MFEHZE.

- ZEMARETEFR/BMFEFN (az. AZ, 09)., BRI () HTXILK ()
- BEXHEA, LERLTRME—1,

« BIFEFIEERN YAML FHF &,

BE
parameters:
- <name>:
type: <parameter type>
default: <parameter value>
description: <parameter description>
REH NE ik
name = SENEN. XHEBTRME—
B (( FEERMEMSHER
HEEMEE ).
type = SHHBERE, ZEEHERR
B string.
default & S BN BRINE,
description B HEIRSH,

EXHEPEI S HIE
&R BAE YAML XHEENSREBEFRMATSIASEH , MTAR :

- ZHEIRXS KNE |, AREBMSATEIE,
« BMBHRARKESTE{{MyParameter}}iK,
- AUERFESABLZES , AESANEHEE. HlM, LTHESIAEEN

{{ MyParameter }}, {{ MyParameter}}, {{MyParameter }}, {{MyParameter}}

ERER R e
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* YAML XHEF W5 AATIEENFRSE ( ARBISHNEIEHFEER ) -

Flgn . - {{ MyParameter }} o3 , R ERBEIRZAFZRFE,

BR , WTsIBAEEM : - '{{ MyParameter }}' # - "{{ MyParameter }}",

=l
LT RBIERIMAIE YAML XA ERSH
- ZESRAATHSH

name: Download AWS CLI version 2
schemaVersion: 1.0
parameters:
- Source:
type: string
default: 'https://awscli.amazonaws.com/AWSCLIV2.msi'
description: The AWS CLI installer source URL.
phases:
- name: build
steps:
- name: Download
action: WebDownload
inputs:
- source: '{{ Source }}'
destination: 'C:\Windows\Temp\AWSCLIV2.msi'

- SEBPRAPTHSH

name: PingHosts
schemaVersion: 1.0
parameters:
- Hosts:
type: string
default: 127.0.0.1,amazon.com
description: A comma separated list of hosts to ping.
phases:
- name: build
steps:
- name: Ping
action: ExecuteBash
loop:
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RAriEmE

forEach:
list: '{{ Hosts }}'
delimiter: ','
inputs:

commands:

- ping -c 4 {{ loop.value }}

HEETHNERESH

WA LU A - -parametersiE TS #EX Amazon CLI —&£2 A , EETHIRESHE.

- FSHREXNEENEWNE , AFS (=) 2 (<name>=<value>),

« SNBRYBTRES TR,

« E YAML @ XHEP RTINS BB IR 2,

- SBEMRNEBRLEN,

/A Important

HHSHRAXAE , HABIERAE Amazon CloudTrailf, EATENESER Amazon Secrets
Manager = P Amazon Systems Manager arameter Store K& &8 %48, < Secrets
Manager WE ZEE , 52 Amazon Secrets Manager P iEMHHI L 2 Secrets
Manager?, B3 Amazon Systems Manager Parameter Store WEZE LR , i5Z ¥ Amazon
Systems Manager B P88 H# Amazon Systems Manager Parameter Store,

BE

--parameters namel=valuel,name2=value2...

CLI ¥£IR 2
S8 name =value , ... =
ANl

oL

LIETUR ARMEXNFIR , S
HEMAE,
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BT RBIERAMAIE YAML XA ERSH

o It --parameter ETMHIEENSHEEN LN

--parameters ntp-server=

« fF Amazon CLIF#) --parameter IR E — NS HBEX :

--parameters ntp-server=ntp-server-windows-qe.us-eastl.amazon.com

« {£/H Amazon CLIFHY --parameter EINREZSNSERBER :

--parameters ntp-server=ntp-server.amazon.com,http-url=https://internal-us-
eastl.amazon.com

£/ Systems Manager S 7% 5

A VB EE ERTE M EFIRRS AEH P H Amazon Systems Manager 28 E# S ( SSM
S8 ). aws:ssmfln

{{ aws:ssm:/my/param }}###H SSM SEHME, /my/param
LINREX LT SSM S B A -

- FRIE-METE EC2 TOE FRFHRA,
« StringList — BRE¥E] EC2 TOE stringlList3&H,
* SecureString — BREfE| EC2 TOE FfF&HKE,

AXSRIEHNESZELR |, i3 9Amazon Systems Manager F P #&E F #Amazon Systems
Manager S ¥ 7o

B LAER SSM S8 SecureStrings| B Amazon Secrets Manager %48, i
o {{ aws:ssm:/aws/reference/secretsmanager/test/test-secret }}, BXEZE
B, BN BE#S B P 5 A Amazon Secrets Manager 247,
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/A Important

Image Builder \H B EH HEBRSecureStringS ¥, B2 , FHEREIBHRBRBEET
SBETAG P AENGORHTIER. fl, NMREERATELEFHTENechom s , MiZ
WESNAEXEKEEABRE,

AERN 1AM R

EEAHPER Systems Manager S8 , BHEHIACLUMIBESEEIR ARN
Hssm:GetParameterfX R, i :

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ssm:GetParameter",
"Resource": "arn:aws:ssm:*:111122223333:parametexr/ImageBuilder-*"
}
]

}

EHRNBRE , BEFEUTHR :

« kms:DecryptX FEAZFFEENSecureStringS = Amazon Secrets Manager {BE3# 1Tl %
E RN Amazon KMS key,

+ secretsmanager:GetSecretValueflR#&E5| A Secrets Manager Z4f , R0,
EAHXHPE| A SSM S8

AT R BA a0l 5| FA 4R 44 Systems Manager S3#Y Systems Manager Sz S -

name: UseSSMParameterVariable
description: This is a sample component document that prints out the value of an SSM
Parameter. Never do this for a SecureString parameter.
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schemaVersion: 1.0

phases:
- name: verify
steps:
- name: EchoParameterValue
action: ExecuteBash
inputs:
commands:
- echo "Log SSM parameter name: /my/test/param, value {{ aws:ssm:/my/test/

param }}."

SSM ¥ RETHNEES PR
AWSTOE R TUTREERES , B EZES| AT EAZEBESTIHREIERE.
FEATERER

ZresolveEBMMEM B — MR ESIARBHEESIAH , NTIATIBEERSIH, XEEM SSM S8
NEREH , RAEREISHHEEARETEN , FENXHSHE A

ZresolveEBUX X SSM S B I D B DA,
BE
BT Rfldynamic_variabled KRR SSM SEMWEN , HAVARUTSHZ — -

- SSM Z8ZE (it , aws:ssm:/my/param)
- HHXXRSEEIA (Bl , parameter-name )

{{ aws:ssm:resolve(dynamic_variable) }}

R EE(TRIEAMT SSM S8
BUTR RGBT £ YAML A EAZresolve K

name: SsmParameterTest

description: This component verifies an SSM parameter variable reference with the echo
command.

schemaVersion: 1.0

parameters:
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- parameter-name:
type: string
description: "test"

phases:
- name: validate
steps:
- name: PrintDynamicVariable
action: ExecuteBash
inputs:
commands:
- echo "{{ aws:ssm:resolve(parameter-name) }}"

ERFERALKHME EC2 TOE

BEEENRAERAXN I ELRE true TR false , RAMEAEAN B AT RENRE.
ST LU 4 F 4036 SRHR B4R £ SRS PR RO AT AR

if ¥33&
ERLMER if MERITERBNZSITESR. MABRT , & if FARSANIUTEERN true

Bf , EC2TOE BT ZL R , ARHRENITELE RN false Y, EC2 TOE BT ZI IR, MRBIT
EALR , M EC2 TOE 1M ERMXEREAINIZITH , RS RFEA N R L R,

(® Note

BIEZLSRARTER , AN - if BARIT-RITE. IRENSRES , ER2RF
b if BAELETUE , FMNPRE T RERH T,

A
if:
- <conditional expression>:
[then: <step action>]
[else: <step action>]
BEW W& 15 BA
FHRER =
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R BB 558

FUREXATUETESE R
TRENEERFZ—

HBEZERF-BREREERF
#y %R AR EA14E EC2 TOE
PPN TESRNE
B, FERLBREER.

EHEZEN - EHEEFE
$& and, or, Mnot , ¥
X =N B RIE E R/
TEE, BXxEBEZENE
EC2 TOE A# XTI
FRENESEER , E5HE
BIEEX.

MRENRBXLBIH RS
&, BEMAZBIEZERNRE

EIBZEH,

then & . .
EXZFHRAEIVITELERN
true R EREMWERE,

else &

ENZFHREANVITELER R
false RIEXREWERE,
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BAEN R B
SRRRE CE3is

£ then = else B} , %M
BEUTSRIRE—

Abort - EC2 TOE L BR#x
GBS

Execute - EC2 TOE i=1T5%
R

Skip - EC2 TOE BkI IR,

w1 RERMAE

EC2 TOE A XHEFHUT REIZREASBZEFRNASHE , AERH SR ESRFZITHENE
RUHSERRDOREENAERF.

- name: InstallUnzipAptGet
action: ExecuteBash

if:
and:
- binaryExists: 'apt-get'
- not:
binaryExists: 'unzip'
inputs:
commands:

- sudo apt-get update
- sudo apt-get install -y unzip

- name: InstallUnzipYum
action: ExecuteBash

if:
and:
- binaryExists: 'yum'
- not:
binaryExists: 'unzip'
inputs:
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commands:
- sudo yum install -y unzip

- name: InstallUnzipZypper
action: ExecuteBash

if:
and:
- binaryExists: 'zypper'
- not:
binaryExists: 'unzip'
inputs:
commands:

- sudo zypper refresh
- sudo zypper install -y unzip

w2 kISR

UTFROIERT RS SRR G EZ. —MEEAZBZEN , 5 —HRESEALREENS Skip
SRR

# Creates a file if it does not exist using not
- name: CreateMyConfigFile-1
action: ExecuteBash
if:
not:
fileExists: '/etc/my_config'
inputs:
commands:
- echo "Hello world" > '/etc/my_config'

# Creates a file if it does not exist using then and else
- name: CreateMyConfigFile-2
action: ExecuteBash
if:
fileExists: '/etc/my_config'
then: Skip
else: Execute
inputs:
commands:
- echo "Hello world" > '/etc/my_config'
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£ EC2 TOE A X HHEALEREZER

BRI EEFEAUTHRZERES Assert IREERURER if ENZHRER. LRESER/FTUR
BAMEHRITHE , #lM0 stringIsEmpty , WALV EHESE -ME ( TEEF ) #HTHER , LUBE
FURKANVITELERRE true 5= false,

MRXFHMERTLER , WE-MEAJURERTE,
HBRFRRBEWERN , R ZB TS TATEER

« WTHELR , MRTEERFZHSE , WEITEZIFHFAE EC2 TOE B A BT, MRLE
HATHGR  MERRE false, fltn , MRTEEN "1.0" , MATL#ITHER , BURTEER
"alo" , MK KB,

- WTFFFERLER , MIRTEER—IHF , WEREZIRFHE EC2 TOE BN FHR S,
LR R ER

UTHREEFEEFHERERE, NAZHRRZZHE , AERBAEBSENRENEARITL
Ro ZHELEBTXDANE , SR NFRFERANTFAREREEER.

FHELEREEN

* stringlsEmpty

« stringlsWhitespace

« stringEquals
 stringlLessThan

 stringLessThanEquals

 stringGreaterThan

« stringGreaterThanEquals

 patternMatches

stringlsEmpty

MBEEENFZFEREEETMER , W stringIsEmpty EERPFIRE true, fl0 :

# Evaluates to true
stringIsEmpty: ""
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# Evaluates to false
stringIsEmpty: " "

# Evaluates to false
stringIsEmpty: "Hello."

stringlsWhitespace

MiX A stringIswWhitespace HENFHERBNTEEHK. Hlw .

# Evaluates to true
stringIsWhitespace: " "

# Evaluates to false
stringIsWhitespace: ""

# Evaluates to false
stringIsWhitespace: " Hello?"

stringEquals

Mif A stringEquals IEMNEZRFEREE value SHHIEENEHFBETEMH, Hlin

# Evaluates to true
stringEquals: 'Testing, testing...'
value: 'Testing, testing...'

# Evaluates to false
stringEquals: 'Testing, testing...'
value: 'Hello again.'

# Evaluates to false
stringEquals: 'Testing, testing...'
value: 'TESTING, TESTING....'

# Evaluates to false
stringEquals: 'Testing, testing...'

value: Testing, testing...'

# Evaluates to false

stringEquals: 'Testing, testing...'
value: 'Testing, testing... !
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stringLessThan
MiAA stringlessThan BEENFHERE/NT value SHHEENFRH, Hl

# Evaluates to true
# This comparison operator isn't case sensitive
stringlessThan: 'A'

value: 'a'

# Evaluates to true - 'a' is less than 'b'
stringlessThan: 'b'

value: 'a'

# Evaluates to true

# Numeric strings compare as less than alphabetic strings
stringlessThan: 'a'

value: '0Q'

# Evaluates to false
stringlessThan: 'Q'

value: 'a

stringLessThan&F

MiH A stringlLessThanEquals EENFHERENTHET value ZBHEENFTHFE, i
m

# Evaluates to true - 'a' is equal to 'a'
stringlLessThanEquals: 'a'
value: 'a'

# Evaluates to true - since the comparison isn't case sensitive, 'a' is equal to 'A'
stringLessThanEquals: 'A'

value: 'a'

# Evaluates to true - 'a' is less than 'b'
stringlLessThanEquals: 'b'

value: 'a'

# Evaluates to true - 'Q' is less than 'a'
stringLessThanEquals: 'a'

value: 'Q’
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# Evaluates to false - 'a' is greater than '0Q'

stringLessThanEquals: '0Q'

value: 'a

stringGreaterThan

MiH A stringGreaterThan EENFHEREKRT value SBHFEENF/HFE, Bl

# Evaluates to false - since the comparison isn't case sensitive, 'A' is equal to

a
stringGreaterThan: 'a'
value: 'A'

# Evaluates to true - 'b' is greater than 'a
stringGreaterThan: 'a'
value: 'b'

# Evaluates to true -
stringGreaterThan: '0Q'

a' is greater than '0Q'

value: 'a

# Evaluates to false - '@' is less than 'a
stringGreaterThan: 'a'

value: 'Q’

stringGreaterThanZ F

MiA A stringGreaterThanEquals BEMFHERBEARTHET value ZHPEENFHF
B, i

# Evaluates to true - 'a' is equal to 'A'

stringGreaterThanEquals: 'A'

value: 'a

# Evaluates to true - 'b' is greater than 'a'
stringGreaterThanEquals: 'a'

value: 'b'

# Evaluates to true - 'a' is greater than '0Q'

stringGreaterThanEquals: '0Q'

value: 'a

# Evaluates to false - 'Q@' is less than 'a
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stringGreaterThanEquals:
value: '0Q'

d

patternMatches

Mk value SHHIEENEZRFEREE N patternMatches IEEWENRERNERX CE, bR
ERARFEEEMN Golang regexp ‘@o RE2 X RE2 MMM EZEE. , HSHEHH google/re2 Ffik
FE. GitHub

LR RHIERTIRE true IR T :

patternMatches: 'A[a-z]+$'
value: 'ThisIsValue'

LB#HF

UTHREZERFERATHT. BE YAMLAE , IXLZEFRENELARATRAZ —, WHF
eI 2 #FE A golang big BLEBRIZESRF , B4 : func (*Float) Cmp,

- B

* Float ( EF float64 , M -1.7e+308 F +1.7e+308 Z A EF )

« BEUTENRAXEXEEERNFRFSR  A[-+]12([0-9]+[.]1)?[0-9]+$
BFHREZER

* numberEquals

* numberLessThan

* numberLessThanEquals

* numberGreaterThan

» numberGreaterThanEquals

numberEquals

MiX A numberEquals EEMNHFZREET value SHHIEENRFE. UTHERHN LEEIR
B true :

# Values provided as a positive number
numberEquals: 1
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value: 1

# Comparison value provided as a string
numberEquals: '1'
value: 1

# Value provided as a string
numberEquals: 1
value: '1'

# Values provided as floats
numberEquals: 5.0
value: 5.0

# Values provided as a negative number

numberEquals: -1
value: -1

numberLessThan

MR A numberLessThan IEEMNHFRE/NT value SHHIEENEF, Hi

# Evaluates to true
numberLessThan: 2
value: 1

# Evaluates to true
numberLessThan: 2
value: 1.9

# Evaluates to false

numberLessThan: 2
value: '2’

numberLessThanZF

MR 7 numberLessThanEquals EENHFRE/NTHET value ZHHEENHF.,

# Evaluates to true
numberLessThanEquals: 2
value: 1

# Evaluates to true
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numberLessThanEquals: 2
value: 1.9

# Evaluates to true
numberLessThanEquals: 2
value: '2'

# Evaluates to false
numberLessThanEquals: 2
value: 2.1

numberGreaterThan

MiX A numberGreaterThan BEMMFERE AT value SHHIBENHRFE., HlM :

# Evaluates to true
numberGreaterThan: 1
value: 2

# Evaluates to true
numberGreaterThan: 1
value: 1.1

# Evaluates to false
numberGreaterThan: 1
value: '1'

numberGreaterThanZ T+

MiX 7 numberGreaterThanEquals EEMRFREKRTHEFT value ZHHIEENEF. 6
m

# Evaluates to true
numberGreaterThanEquals: 1
value: 2

# Evaluates to true
numberGreaterThanEquals: 1
value: 1.1

# Evaluates to true
numberGreaterThanEquals: 1
value: '1'

55 4 SURAE 2R 157



EC2 Image Builder ArfEm

# Evaluates to false
numberGreaterThanEquals: 1
value: 0.8

KEXHF
UTHREEFRENHFRFEIREXHRXHFREEFE.
NHEMHFREER

* binaryEXxists

« fileExists

« folderExists
 fileMD5Equals

» fleSHA1Equals

» fileSHA256Equals
» fileSHA512Equals

binaryExists

AWHANARFESNBETFRETH.

binaryExists: 'foo'

@ Note
£ Linux M macOS R4t , W FEANNARF oo , ETHEREELT bash an S #
@ : type foo >/dev/null 2>&1 , HA$? == ORRLLBE A TH,
£ Windows R4 £ , W TR AWM ARER oo , ETEREESLASTEXITCODE = 0F&R R~
R Ih EE R & C:\Windows\System32\where.exe /Q foolJ PowerShell a5 #EE

fileExists

WA EERE EREBFEXM. SRS BEEFENKRE, NREEENVEFEHFER—

MY, MEBRWITELE RN true, B4 :
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fileExists: '/path/to/file'’

(@ Note

£ Linux M macOS R4t , HTEFREBELLT bash as5#48E : -d /path/to/file , &
R $? == 0 RARLEA TN,
£ Windows R4 L , iX5 PowerShell @5 # T/ER¥E# [E Test-Path -Path 'C: \path\to
\file'-PathType 'Leaf',

folderExists

MWHAIEERR EREBFEXMHR, ENRELNBREIENEE, IREEENNEFEFER
— MR, MERWITELRA true, fil

folderExists: '/path/to/folder'

(@ Note

£ Linux f macOS R4 £ , ETERE ST bash iR : -d /path/to/folder ,
Hep $7 == 0 R RHLBRHE I,

£ Windows R4 L |, iX5 PowerShell tn & T/E/RE HHE Test-Path -Path 'C: \path\to
\folder' -PathType 'Container’s

M HEMD5E T
WA T HHEY MDS i FERBE THREME. flw !

fileMD5Equals: '<MD5Hash>'
path: '/path/to/file'

MHSHATETF
WA T HHEY SHA1 R FHERBETIEEME. fl

fileSHAlEquals: '<SHAIHash>'
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RAriEmE

path: '/path/to/file'

X #4SHA256% F

AR SHA256 RABERBFTIEEME. HlM :

fileSHA256Equals: '<SHA256Hash>"
path: '/path/to/file'’

XHSHA512%F

AR SHAS12 RH/RERBSTEEME. HlM:

fileSHA512Equals: '<SHA512Hash>'"
path: '/path/to/file'

¥ EC2 TOE A X EHEZBEEA

BRI LER U T B BEEFEAN KRR R4 RER,

EC2 TOE #E&HHEEIRFITESR

HrREX, BXRAGNHEEBRZETNESER , FSHE EC2 TOE AP ERALBIZER,

gl

£/ and ZERF , BALERAANHSMNEBRENENREARTIUE. HIRPOABFAEBN

true Bf , RIEXWITELE RN true, BN , RIEXWITELE RN false,

Bl

THNRARMT TR LR : ZHENRT. ANLEBRNEREN true , BEREANITEERR

true,.

and:
- stringEquals: 'test_string'
value: 'test_string'
- numberEquals: 1
value: 1

BUTRRAEHRT TR, F—IMERNERN false , I ITEFEL |, BB BE, RiX

AMITELE RN false,
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and:
- stringEquals: 'test_string'
value: 'Hello world!'
- numberEquals: 1
value: 1

xE

/A or SEA , BULLULEANEZANMNERENENRESNH#TIHE, HEHPF-—NMEENWLRER
Htrue i , RKEKXPITELEREN true, MEEELBRWITELEROT RN true , WREXWITE
28R false,

-

THNRARTTRNER : ZHENRT. F—ILBRHERN true , BEREANITEERR
true , FE-NMEEBRWBT .

or:
- stringEquals: 'test_string'
value: 'test_string'
- numberEquals: 1
value: 3

LT RBIEHRITTHEINER. F—NHBRHNERN false , iTERE#H T, E-NMLBRHERRN
true , AtREXNVITELR R true,

or:
- stringEquals: 'test_string'
value: 'Hello world!'
- numberEquals: 1
value: 1

ERRE—NROF , BNMEBRNEREN false, AURZANUTELE RN false,

or:
- stringEquals: 'test_string'
value: 'Hello world!'
- numberEquals: 1
value: 3
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not

£ not ZER , BAIUEERENER, MBHBRHVERN false , MREXWITELERRA true,
MBHBEWERRN true , WREXWITELRRN false,

-

LTRRABIT T ZHRLER, ERNERNA false , AL REXWITESE RN true,

not:
- stringEquals: 'test_string'
value: 'Hello world!'

LT ROIENIT T FRIBLER. LLBRWERN true , RULREXWITELE RN false,

not:
- stringEquals: 'test_string'
value: 'test_string'

EhFEHABEALEH EC2 TOE

MO RM T HEBTEE EC2 TOEFRIEBIAEMNER. BAEHNENTESENIESFS. &AL
£ EC2 TOEHERA LU T REWBIRLEN :
- for &M - EEFAMNERFY LiEK.
- forEach &
« forEach EAMASIRBER - ERERNFHEES.
» forEach T RINKRMNER - ERBASRBFEENERFHEES,

(® Note
BREHR B FARRIREERE,

BREHEE
. BIAMAEE
. ERGEH R
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- SRFE

« SRAMIAN T H

SIHERZE

Eo| AR ENRSINE , XAESTEEAEHNSRVBAZTEHERASIARERX
{{ loop.* }}o WERFXFREATEIAE N IRNBEAEHHENEZE,

SIAFRAXHBUTERAARK :

« {{ loop.index }} - HeERKMWEFHILE , £5|H 0.
« {{ loop.value }} - EHAERTEXKNE,

EIRB R

IERREMHE— TR TRV TEEHRFER, WRERTEREHN , WA AEREXRI BALSREA
FHPWERTE, ES|HGBREANERRSINE  BESENMAZTERERST {{ loop.* }}
B {{ <loop_name>.* }}, WRERXFEATFSIAS —NMNTRNTRBHREN,

SIARAXHEUTERAAMN :

« {{ <loop_name>.index }} - BBAHMERNFENLE , ERE{ZTF 0.
« {{ <loop_name>.value }} - BB BEHAHNHINERTEXKNE

BRI ARIE

fi# EC2 TOE #5| H&REAMT :

« {{ <loop_name>.* }}— EALLTE%H EC2 TOE MLt RER :

s MRYFEESETHSRNERE <loop_name> EIEE , N5 ARENGHENT N YN EEESIT
NSRRI BIRE

- MREBENBAEMEINELRSTHLSRA , M <loop_name> MM R IZEM,
* {{ loop.* }}— ERAEIHRZEITHNLSRPENKEIRLE N EC2 TOE BT RER,

NREFTLERANLSRIPEASIARERX , W EC2 TOE FL@mXERAN , ARECNHAELR
AT B,
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RAriEmE

® Note

SIARABAMMANEISHEERK , YAML friFsr= 8e EHER,

BIRE IR R E

AT REB XA EC2 TOEF AN BHEHRENE BN RHE,

BIREER

» for &%

- forEach f& A% A FIREH

« forEach A 2 bR Sl R AR

for &

% for BRERLTHEEFANEEAHNLRNEENBBCEE. EREEES [start, end]

5, SFELRE.

EC2 TOE Rifstartend, MupdateByfE , MERAEFT LS HELRER,

for RSN

- name: "StepName"
action: "ActionModule"

loop:
name: "string"
for:
start: int
end: int

updateBy: int

inputs:
for IEFHA
FE iR Type
BRI M — & .
LEILE o SA-HE  ToT

AN

{5 AR 4R 4 ST AE SR
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RAriEmE

FE iR Type
H E A FEIR B R
i, esmeE
HE_EIQO

BRORBAE, |
start FEREgRs X
2,

end ERHERE. B
TEZHERE
Mo

updateBy BEEERE B
RENER. ©
DM RIFENE
HIEH, FES
ERE,

for @R ARG

- name: "CalculateFileUploadLatencies"
action: "ExecutePowerShell"
loop:
for:
start: 100000
end: 1000000
updateBy: 100000
inputs:
commands:

fim

fim

fim

ARIA

TEH

FEH

FEA

$f = new-object System.IO.FileStream c:\temp\test{{ loop.index }}.txt,

Create, ReadWrite

$f.SetLength({{ loop.value }}MB)

$f.Close()

- c:\users\administrator\downloads\latencyTest.exe --file c:\temp

\test{{ loop.index }}.txt

- Amazon s3 cp c:\users\administrator\downloads\latencyMetrics.json s3://

bucket/latencyMetrics.json

{5 AR 4R 4 ST AE SR
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Remove-Item -Path c:\temp\test{{ loop.index }}.txt
Remove-Item -Path c:\users\administrator\downloads\latencyMetrics.json

forEach R A RER

% forEach FERRIEAR — PN EXANEFIR , ZIIRAURFZHFENEAREN,

forEach &A% A REMHITEER

- name: "StepName"
action: "ActionModule"

loop:

name: "string"

forEach:

- "string"

inputs:

forEach f& Fi % A 5l &R fi At 1TEER

F

name

forEach f@F

RFERFIR

DU

BRI — &
Mo SE—BE
W E A AR B R
ML, eSm2
HE—8,

RATERNFR
Bk, EZHE
AKRIEXFER T
RPN FRFER

o BAREAL
AN G| SR
% , YAML 4miF
7R 1 BE IE T R 1%

Bl

Type

FRBIR

2 BRIk
7n< nn
2 TEM

{5 AR 4R 4 ST AE SR

166



EC2 Image Builder ArfEm

forEach R ASIRMBIR RO 1

- name: "ExecuteCustomScripts"
action: "ExecuteBash"
loop:
name: BatchExeclLoop
forEach:
- /tmp/scriptl.sh
- /tmp/script2.sh
- /tmp/script3.sh
inputs:
commands:
- echo "Count {{ BatchExecLoop.index }}"
- sh "{{ loop.value }}"
-
retVal=$~
if [ $retval -ne @ ]; then
echo "Failed"
else
echo "Passed"
fi

forEach fERAM ASIKRMBATRHI 2

- name: "RunMSIWithDifferentArgs"
action: "ExecuteBinary"
loop:
name: MultiArglLoop
forEach:
- "ARG1=C:\Users ARG2=1"
- "ARG1=C:\Users"
- "ARG1=C:\Users ARG3=C:\Users\Administrator\Documents\fl.txt"
inputs:
commands:
path: "c:\users\administrator\downloads\runner.exe"
args:
- "{{ MultiArgLoop.value }}"

forEach ERAM ASIRBATRH 3

- name: "DownloadAllBinaries"
action: "S3Download"
loop:
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name: MultiArglLoop

forEach:

- "binl.exe"
- "binl0@.exe"
- "bin5.exe"

inputs:

- source: "s3://bucket/{{ loop.value }}"
destination: "c:\temp\{{ loop.value }}"

forEach £ 2 R5I R B

ZREMENLERS RS RNENFFH. EEMFHENARIS , F EC2 TOE A RANF
FEFINESERNTA,

forEach £/ 2 BFIRRWHBER

- name: "StepName"

action: "ActionModule"

loop:

name: "string"

forEach:
list:

delimiter:

inputs:

"string"

Mo RANINE ="

forEach A »EY &R ANEHR

FE

name

list

DU

TR T TE TR Y EE —
H. BRA—/
BREVE AR R
MAELE , ERZ
M-

AR FRRAE
B FRS | X
EFRFEHR—
B2 RAE

EE—R, thiE

fim

{5 AR 4R 4 ST AE SR
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FE

DU

ZEAREN,
MRREXARE
X, FEEAX
sl 5 FEMNFEER
3k, BAME YAML
YmiEen ETE
o

Type

ARIA

{5 AR 4R 4 ST AE SR

169



EC2 Image Builder

RAriEmE

FE

delimiter

(® Note

iR Type WE
ATEXRH FRTE B
BFAENF

fFo MINFES
FH. HAEHN
PR R ARVFE
A—12Rea

o
N\
7

[
dJjo

&
djo

2T "\n"

iilﬁi—'; : u\tu

?*ﬁ . non

E%ﬂ_ﬁ : n_mn

‘szugi . non

TREEAEIER
prig

list HERAANTTENFRFR, MRESTHERT list WR , WeEESTHEFT2R

BR HH R

{5 AR 4R 4 ST AE SR
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forEach A RIIKRMBRTRHI 1

WRBIEAUNTEERERNERXRSIAS —NMNTRAME : <phase_name>.<step_name>.

[inputs | outputs].<var_name>,

- name: "RunMSIs"
action: "ExecuteBinary"
loop:
forEach:
list: "{{ build.GetAllMSIPathsForInstallation.outputs.stdout }}"
delimiter: "\n"
inputs:
commands:
path: "{{ loop.value }}"

forEach RS RIIKRMBATRHI 2

- name: "UploadMetricFiles"
action: "S3Upload"
loop:
forEach:
list: "/tmp/ml.txt,/tmp/m2.txt,/tmp/m3.txt,..."
inputs:
commands:
- source: "{{ loop.value }}"
destination: "s3://bucket/key/{{ loop.value }}"

SRFER

BARRLSBRN—r, EANELRETHIANEZRBIF2NATENER. TREBRNNATLEERER
B, WTFFRR

« timeoutSeconds — BT EER B L MEN FERIEEMNI AR RNIZT. MRBHRZITEN , N
EC2 TOE EfTZHFTRNERKE , HABAFNZHEEBNSH. NRBEFRETERISZERER
RBERTEE |, NiZPRAOKXBOE BN RAFHREITEEN,

« onFailure - ST RN A XKL IE , MR :

« W onFailure iREHNAbort , Ml EC2 TOE BHBHHBRFEERFTBERZL R, EXIFAE
WG , FYBLE EC2 TOE FRIEN KM , HELZTiRHE,

EC2 TOE F R B R M X HHAVIRS PR E N Failed.
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® Note
EXRMNLTRZE , TEETEAEMES R,

« IR onFailure i¥ &7 Continue , Il EC2 TOE BRHBEHAHRBEIRXRBEIR ZLT R, ELIHK
REWHAHE , FHILSWEC2 TOE Hrid AEAM , REHREEITT— N,
EC2 TOE F R Bt M XHAMVIRSBIRE N Failed,

« R onFailure IREX Ignore , Ml EC2 TOE BHBHAHBREEFRXRREERX ZI R, EREHK
BidBE , FYeL R EC2 TOE #ric N IgnoredFailure , REHEETT —%,

EC2 TOE i X B R M XX AAVIRAS T IRE A SuccessWithIgnoredFailure,

® Note
XMBANKIZT , BBE-EELE , AULBHE- IS N SRRMAR L.

- maxAttempts - 8RB , BENSRAFMBERBEN LT HIZITH,
o RE - FRETHEMRS, status FREZPMERHRS. SEBANSTRSHEEDT :
« MREMNERZTRM , NBZREVRSIE @ KM,
- MRFMBEREBRY , WERORSERKZ.
- startTime - ZERIETHEFFHRETE, FRRZIMERNTTHBETEL,
 endTime - SREITHELERITA, FREKREMERHLERETE,
- failureMessage - @EEHIMIFBITE RN AMHNERES|, WRETERER |, HEEHZER

BITRM. ATHRAREMRBDRBCEENADN , RABKERREHEIMAEIRES
SERAIE A 5

BRERBIE—Mat, ERIRZTERN , EC2 TOE HAEMIINERBEHEH T
1, detailedOutput.json& i RE THNA HENENHEFAN , XEEEREERNE S
RAHPESL, THEHARGIGE WA H 5

%/ 1 B9 ExecuteBash By%i

{
"stdout":"Hello"
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}

%R 2 B9 ExecuteBash Fy% H

{
"stdout":"World"

}
S ExecuteBash B%i H

{
"stdout":"Hello\nWorld"

}

f5l7n | ExecuteBash, ExecutePowerShell Hl ExecuteBinary RR{E#ER , HiR[E STDOUT 4E
NREESREH, STDOUT EHESHRITRIERELITE detailedOutput. json RHERSERMN B HH,

EC2 TOE FA&A H kMBS R H.
EC2 TOE A EE TR /EE R

BRI ARSS (6l EC2 Image Builder ) £/ EC2 TOE #REERKFE BB ER THEMNIR B E X
HERMRIRHY EC2 S5l AT MBER EC2 TOE REERN LUK MAEEEA] , BFERA.

AHRAANAE YAML XHEEEN, BXXEEENESEE |, B5H £/ EC2 TOE A XHESR
BIE B E LA M,

® Note

FrEIREEREZ TR EMER S Systems Manager X IEFREIAIM~ |, BI Linux £# root
Windows EH#I NT Authority\SYSTEM,

LT XX 5| ARBERRNITHRERBENERITT 2%,

— AT

» Assert ( Linux, Windows, macOS )
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* ExecuteBash ( Linux, macOS )

* ExecuteBinary ( Linux, Windows., macOS )

» ExecuteDocument ( Linux, Windows, macOS )

+ ExecutePowerShell ( #18 )

XHETERE LA

» S3Download ( Linux, Windows, macQOS )

+ S3Upload ( Linux, Windows., macOS )

* WebDownload ( Linux, Windows, macOS )

NHRGRE

» AppendFile ( Linux, Windows, macOS )

» CopyFile ( Linux, Windows, macOS )

» CopyFolder ( Linux, Windows, macOS )

* CreateFile ( Linux, Windows, macOS )

» CreateFolder ( Linux, Windows., macOS )

* CreateSymlink ( Linux, Windows, macOS )

+ DeleteFile ( Linux, Windows, macOS )

» DeleteFolder ( Linux, Windows, macOS )

 ListFiles ( Linux, Windows., macOS )

* MoveFile ( Linux, Windows, macOS )

* MoveFolder ( Linux, Windows, macOS )

» ReadFile ( Linux, Windows, macOS )

» SetFileEncoding ( Linux, Windows, macOS )

» SetFileOwner ( Linux, Windows, macOS )

» SetFolderOwner ( Linux, Windows, macOS )

RAERR o
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RAriEmE

» SetFilePermissions ( Linux, Windows, macOS )

» SetFolderPermissions ( Linux, Windows, macOS )

R RERE

+ InstallMSI (Windows)
* UninstallMSI (Windows)

RERIE

* Reboot ( Linux, Windows )
+ SetRegistry (& )
* UpdateOS ( Linux, Windows )

BARITER
T— A ANE T ETHHNRERAT TR REER,

ERRTREER

* Assert ( Linux., Windows, macOS )

ExecuteBash ( Linux, macOS )

ExecuteBinary ( Linux, Windows, macOS )

ExecuteDocument ( Linux, Windows, macOS )

ExecutePowerShell ( #18 )

Assert ( Linux, Windows, macOS )

Assert BRIERRFERA LR ZEFTREZBEZETEN AR ITELER. SEFREINER (true =

false ) T"NSBRIY BN Th R K BAR TS

MREBRIEZEEEFREXNIUTELE RN true , MIZFZBRFAFFIEN Success, BN , ZFTR/IR

12N Failed. MBLSBWEM , Nl onFailure SHAESBHNE R,

BRIAERR
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Input
B2 1% B8R Type AR
input BEENEREHERF XAREEFEH , =
REBEEN. IR BHFERTIRIEAR
, BEIEEFT Y
BN REER.

ARG : A stringEquals LERIZEFHITEE LR

LERPINITEE RN true,

- name: StringComparison
action: Assert
inputs:
stringEquals: '2.1.1'
value: '{{ validate.ApplicationVersion.outputs.stdout }}'

W A RH : £ patternMatches HEEZEERFHENRER LR

XERPINITEE RN true,

- name: Letters only
action: Assert
inputs:
patternMatches: '~[a-zA-Z]+$'
value: 'ThisIsOnlylLetters'

- name: Letters and spaces only
action: Assert
inputs:
patternMatches: '~[a-zA-Z\s]+$'
value: 'This text contains spaces'

- name: Numbers only
action: Assert
inputs:
patternMatches: '~A[0-9]+$"
value: '1234567890'
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MATRE  EREZBZEANEATENRELR

LT REERTEAZBEENMNERNTENTHRELR., MBUTE—FHBR true , Nl Assert By
TTEERN true :

« ApplicationVersion XF 2.0 ¥} H CPUArchitecture &F arm6s,
« CPUArchitecture %7F x86_64,

- name: NestedComparisons
action: Assert
inputs:
or: # <- first level deep
- and: # <- second level deep
- numberGreaterThan: 2.0 # <- third level deep
value: '{{ validate.ApplicationVersion.outputs.stdout }}'
- stringEquals: 'arm64'
value: '{{ validate.CPUArchitecture.outputs.stdout }}'
- stringEquals: 'x86_64"'
value: '{{ validate.CPUArchitecture.outputs.stdout }}'

g

Assert HYHH R RS IRAT RN R W

ExecuteBash ( Linux, macOS )

ExecuteBash#R {ERE R /o ¥ 485 B W EX shell X53/88 FIZ1T bash BIAS, ZER K Linuxo

BEDTRPEENFAE S TS TER R I H (FIH0 input.sh ) HEM bash Shell $i
7. Shell XHFRMITERRRHAB IR,

WRMAIR H AR HAE A |, NiZExecuteBashiBR AN EBREEMB 3. 194KEB3E , ZRRAERF
WATUU T REZ — -

- MR 2 M Systems Manager REHITH , ZNARFFEERAAEEREAHB, Systems Manager
RELEBERAESHZTEIEBNSR , WNHIAE S HEESESI PR

- ZNARFRFLHA executionstate , REENBIMAF[UENNITZEARRF , RAREFHE
ﬂ]%\a}bo
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ERGEHMBEDE , ZEABRFHITHAENSINERLSR, MRFEERAZE , ELTRERSE

RIS % B AR — Shell 88 & R 1E,

Input
BEW i Type AEE
commands S ERLE bash 1B L IES =

WITHETHS TS
Ko RFERAZT
YAML,

wMARE  ERAIG

name: ExitCodel94Example
description: This shows how the exit code can be used to restart a system with

ExecuteBash
schemaVersion: 1.0
phases:
- name: build
steps:
- name: RestartTrigger
action: ExecuteBash
inputs:
commands:
- |
REBOOT_INDICATOR=/var/tmp/reboot-indicator
if [ -f "${REBOOT_INDICATOR}" 1; then
echo 'The reboot file exists. Deleting it and exiting with success.'
rm "${REBOOT_INDICATOR}"
exit 0
fi
echo 'The reboot file does not exist. Creating it and triggering a
restart.'

touch "${REBOOT_INDICATOR}"
exit 194

BRIEER
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Output
FE iR Type
stdout WRRITHIRER FRB

MREHTEHSIS , HREREA 194 ERNRERRN -2 , WERERHERSISHE—
BRFERSRUAEBENT, MRHATEFSISTRBRERE , WEIRTREE KK,

ARG ERW ( BRERXAY)

{

“stdout”: “The reboot file does not exist. Creating it and triggering a restart."

}
MRS BERE (SRR )

{

“stdout”: “The reboot file exists. Deleting it and exiting with success."

}

ExecuteBinary ( Linux, Windows, macOS )

ExecuteBinary# R {EE IR L F BE A T 1T S B RIZ1T =3 &34

70 R =3 HI 3 4HR R A3 R 194 (Linux) 2 3010 (Windows) , MliZExecuteBinarytEiR 24 B R
SNEFEYD. #MRE  ZNABRFHRITUTREZ—

- WSR2 M Systems Manager REHITH , ZNARFFEERAAEREREAHB, Systems Manager
REARREEBHZTEIEEHNSR , MK EFEEEH PR,

- ZNARFRTFYEA executionstate , BEENBIMRB[UEMNITZNARRF , REEHE
ARG,

ERGEHMBEDE , ZEABRFHITHRAENSINERLSR, MRFEERAZE , ELTRERSE
RIS % B AR — Shell i & ERE,
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Input
path EHITH = B FRER =
MY BB 2,
arguments GEEIEITHHIX FRBIR B
HRERANBSITS
o CIE

HWMATRE 2% NET

- name: "InstallDotnet"
action: ExecuteBinary

inputs:
path: C:\PathTo\dotnet_installer.exe
arguments:
- /qb
- /norestart
Output
FE iR Type
stdout WERITHIRER FrrE
i R B1
{
"stdout": "success"
}

ExecuteDocument ( Linux, Windows, macOS )

ExecuteDocumentiZ/EEHIB I 7T W B ELAHF XN ZE , N—NMNXEPETZMNEHXH, EC2

TOE BiEE1Ta R AS B & E R XA,

BRIEER
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BR 1

o WIREEREIT—X, TAWER , A REBINRHIMIEIN, ExecuteDocumenti®i& LA T 2RiA
B2, RZAZHE QX LEE , NSRE4EIR,

 timeoutSeconds: -1

* maxAttempts : 1

® Note
AL EEEZ , 3 EC2 TOE EARIAE.

« XNHETULURE , &RZUREZR , TEEIUES. = MRERINBRRNONERF] , BATRETS
RBREN. EXMERT , &IERBNXETFEAEMEIE,

« TAWBHRNTANXE, EAEBEREHNABRBESEXE , B RAASHRTEFERESE
Mt , M| REH , NMISIRERER. JRNIBEHMITE , EC2 TOE KFERITHIEEK
Mo
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RAriEmE

BEW

document

document-s3-
bucket-owner

phases

parameters

WG A

BEW

name

L

AHXHENEE, B
0 GriA Ik

D TR

S3 URIs

EC2 Image Builder
AR A ARNs

S3 FEMmMEERN
JKF 1D, AT
4 SUASRY S3 17k
B, (WREE4A
#3214 URIs B EA
S3, MEWEA, )

AHXHHREEITH
MEREMES TR
FIRRKTR. MRK
EEEMEER , [z
ITARER R,

FEETRMEN REXN
&% B 48 HF AR
ASH,

L

Type

FRE

SHMRFFIE

Type

fim

i

ol

i

o

BRIEER
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RAriEmE

BEH i, BF
E &% 45ExecuteDo

cumentiREHEIRIEE
B ITHYLE 4 SRR

AS Ao
value
WASHIE,
LN ]|

UTFREIERTAHXEMAZE  EEEBURT

ARG - A SRR AR

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
inputs:

document: Sample-1.yaml
phases: build
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

WATRH : S3 URI STHYERZR

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:
- name: ExecuteNestedDocument

Type 2%
PR 2
TR RERE,

BRIEER
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action: ExecuteDocument
inputs:
document: s3://my-bucket/Sample-1.yaml
document-s3-bucket-owner: 123456789012
phases: build,validate
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

# ARH] : EC2 Image Builder A4 ARN J X482

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
inputs:

document: arn:aws:imagebuilder:us-west-2:aws:component/Sample-Test/1.0.0
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

{5 ForEach fE¥iE1T XY

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
loop:

name: 'myForEachLoop'
forEach:
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- Sample-1.yaml
- Sample-2.yaml
inputs:
document: "{{myForEachLoop.value}}"
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

5/ For @iz 173Xy

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
loop:

name: 'myForLoop'
for:
start: 1
end: 2
updateBy: 1
inputs:
document: "Sample-{{myForLoop.value}}.yaml"
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

Output

EC2 TOE f|#detailedoutput.json®XE{TaEBE AR X . ZXHE2E1THAE
ANENMNHEXENENN BT RNIFMAER, X FExecuteDocumentiR/EREIR | BT
FoutputsFERHAKIFEMNEZTHRHE , ARBEXRZEREEDPEZTHNE., TRMXENIFME
BdetailedOutput,
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{

\"executedStepCount\":1,\"executionId\":\"97054e22-06cc-1lec-9bl4-acdes48001122\",
\"failedStepCount\":0,\"failureMessage\":\"\",\"ignoredFailedStepCount\":0,\"logUrl\":

\"\"

BMANENAEBEENRBLEAT ARG AR RBIE , MTAAR :

,\"status\":\"success\"

» executedStepCount®:1
» "executionld": "12345a67-89bc-01de-2f34-abcd56789012"
« failedStepCount®: 0

 "failureMessage":

* “ignoredFailedStepit#”: 0

° lllog

U r.III: nn

» "status": "success"

1 =l

TR RBIERT REBRENITIExecuteDocumentiRfEE SR . ELLRHIH |, main.yaml AHX
¥R INiZ1T T Sample-1.yaml A#H3X#,

"executionId": "12345a67-89bc-01de-2f34-abcd56789012",
"status": '"success",

"startTime": "2021-08-26T17:20:31-07:00",

"endTime": "2021-08-26T17:20:31-07:00",

"failureMessage": "",
"documents": [
{
"name": "",
"filePath": "main.yaml",
"status": '"success",
"description": "",

"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",

"failureMessage": "",
"phases": [
{
"name": "build",

BRIEER
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"status":
"startTime":
"endTime":

"success",
"2021-08-26T17:20:31-07:00",
"2021-08-26T17:20:31-07:00",

"failureMessage": "",

"steps": [
{

"name" :
"status":

"ExecuteNestedDocument",

"success",

"failureMessage": ,
"timeoutSeconds": -1,

"onFailure":

"Abort",

"maxAttempts": 1,

"action": "ExecuteDocument",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",

"inputs": "[{\"document\":\"Sample-1.yaml\",\"document-s3-
bucket-owner\":\"\",\"phases\":\"\",\"parameters\":null}]",

"outputs": "[{\"executedStepCount\":1,\"executionId\":

\"98765f43-21ed-09cb-8a76-fedc54321098\",\"failedStepCount\":0,\"failureMessage\":\"\",
\"ignoredFailedStepCount\":0,\"logUrI\":\"\",\"status\":\"success\"}]1",
"loop": null,
"detailedOutput": [

{

fedc54321098",

"2021-08-26T17:20:31-07:00",

"executionId": "98765f43-21ed-09cb-8a76-
"status": '"success",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",
"failureMessage": "",
"documents": [
{
"name": "",
"filePath": "Sample-1.yaml",
"status": "success",
"description": "",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",
"failureMessage": "",
"phases": [
{
"name": "build",
"status": '"success",
"startTime":
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"endTime":
"2021-08-26T17:20:31-07:00",
"failureMessage": "",
"steps": [
{
"name": "ExecuteBashStep",
"status": "success",
"failureMessage": "",
"timeoutSeconds": 7200,
"onFailure": "Abort",
"maxAttempts": 1,
"action": "ExecuteBash",
"startTime":
"2021-08-26T17:20:31-07:00",
"endTime":

"2021-08-26T17:20:31-07:00",
"inputs": "[{\"commands\":

[\"echo \\\"Hello World!\\\"\"1}1",

"outputs": "[{\"stdout\":
\"Hello World!\"}1",

"loop": null,

"detailedOutput": null

1]
1]
1]
1]
1]

]
]

ExecutePowerShell ( #18 )

ExecutePowerShelli2 /e 3R £ i £24E FH R EX shell X1B/8557151T PowerShell BIZA, ZiER i
Windows & # Windows PowerShell,

R A commands/instructions 18 ENFTE AR BT HER N BASIH ( Flfinput.psl) , HEH
Windows iZ{TPowerShell, Shell X4 1TH4 R 2B HKBE,

R shell A HIRHEHEHATE R , MiZExecutePowerShell RGN B REEFHEE . 3010EE 3
B, ZENARFRITUTREZ—
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- WRHA Systems Manager fRIEi=1T , MFFRHABREEAE, Systems Manager RIBLE RS

BAETRFIESNLIR , WMHAESEESLHIFFR,

« RFHA executionstate , REEHBIMAF[UENTZTZNARE , RREMSIS RS

ERGEFEIE , ZNABRFHRTHREFNEINEELSR. IRFEFEAZYE , ELTNRERS

B LA 2 R B A B — Shell 88 TRV R,

Input

B2 154, B6

commands BEERBPowe
rShell EEETHIES
RanPHIFIR, T
fEA 21T YAML,

file A& PowerShell
B ZAS ST Y BR AR

PowerShell f$£ 1 -

file@WTITSHIIX
NHIEIT BB

MIEM .psl X

wARE  ERWIG

name: ExitCode301@Example

Type

FRBIR

AL, HPIEE
commands = file ,
EENEEEE SR

Al LA, AIETE
commands = file ,
B BERIRTIEE,

description: This shows how the exit code can be used to restart a system with

ExecutePowerShell
schemaVersion: 1.0
phases:

- name: build
steps:

- name: RestartTrigger
action: ExecutePowerShell
inputs:

commands:

$rebootIndicator = Join-Path -Path $env:SystemDrive -ChildPath 'reboot-

indicator’
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if (Test-Path -Path $rebootIndicator) {
Write-Host 'The reboot file exists. Deleting it and exiting with

success.'
Remove-Item -Path $rebootIndicator -Force | Out-Null
[System.Environment]::Exit(Q)
}
Write-Host 'The reboot file does not exist. Creating it and triggering a
restart.'
New-Item -Path $rebootIndicator -ItemType File | Out-Null
[System.Environment]::Exit(3010)
Output
FE iR Type
stdout mE AT R ER B, FRE

WMRERITERMSIS , FREBHAG 3010 BMERNREERN —&2 , WEFERIHEMHISNE—
BRFERSRABENT. MRATEFNSISTRBEEREAE , WEIRTREE XK,

ARG BERE ( BRERNA)

{

“stdout”: “The reboot file does not exist. Creating it and triggering a restart."

}
mHRA  BERR (S TIIREN)

{

“stdout”: “The reboot file exists. Deleting it and exiting with success."

}

NHTHES LEER

T—THEHANA T LA TE R ERER,
THE LEREER

» S3Download ( Linux, Windows, macOS )

» S3Upload ( Linux, Windows, macOS )

» WebDownload ( Linux, Windows, macQOS )
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S3Download ( Linux, Windows, macOS )

£ S3Download BEEBR | BATLUF Amazon S3 WHRF—HAXN KR THEEFEA destination
BEREENA R XHR, MREENECHEEFMAXY , B overwrite HRFRENIER |, N
S3Download 2B EZX#.

source {ZE A LAIEME Amazon S3 FHIBEXNR , A UEATEESBERA (*) WEER , AT
—HERIRERCEATR, Y& source NEEERBIRN , S3Download BREERESTHRE
ZHRCRNAERNR (EXENXHEX ) . BREVBALERMILEE , BRES (/*), ATEHE
ZERTRNFFERNSR. B0 : s3://my-bucket/my-folder/*,

MRETHRIRPNEERARR S3Download BEXAW , XHRABTTLERE KM BIAVIRES.
B FR AR SRR 35 R TR BT BPIRAS

X ERRH
S3Download BAFERZIFLL T RA :

« Amazon S3 M HIF T H B T &R A 15 7E MY 243 LK,
« Amazon S3 F R ( £ Amazon S3 XHERHTERIR ) N TRIEEH AR XHX | ZXHR
LU% IR ARG E 58 B ITE A Amazon S3 X R E &3 A b STk,

IAM E3R

EXpIBE X HXER IAM ABXLMERIEZEIT S3Download BAEERKINR, HIFUT IAM BE
SR BE BT H0 2 5SS BB B S RERRY IAM A

o BAYH : s3:GetObject X bucket/object ( fl#N , arn:aws:s3:: :BucketName/* ) .

o ZAXMH : s3:ListBucket4tXt bucket/object (%l , arn:aws:s3: : :BucketName )
Ms3:GetObject & X¥ bucket/object ( fflflarn:aws:s3:::BucketName/* ) .

Input
Key ;! Type = 2RI
source Amazon S3 7 FRFE b REHA
EREN TEIR.
B LU ERE
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Key

destination

expectedB
ucketOwner

ik
HRWBE , to
AU B
(AESHILR
 FRESBE
(/%) RT8—
GEELE ug
ShSE

T # Amazon S3
X R A9 < ith BR:
£, ETHEAD
X, B
XHBIEENBE
BN —D. Bl
i /myfolder
/package.
zip o

source BEEF
RENTFEBN
THRE &K
ID., FEATEIUE
WERPIEEW
Amazon S3 17
BWHATE N,

Type

FREH

RFER

i

ARIA

RER
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Key

overwrite

@ Note

1%, BR Type WEE

REN EHART WRE -
WMRIEEEA IR
R HY B PR3HFR
FEFERAX
f, TR
BEAR N,
WMRRENE
B, AERAH
RELMIBEX
HrwES  FE
BREERSET
HEIRM R W

520 | Error:
S3Download:
File already
exists and
"overwrit

.t

property for
"destinat
ion" file

is set

to false.
Cannot
download.

ARIA

true

SFLATRA , ATEUR Windows X #HRERZREH#R N Linux BB&, Bl , AL C: \myfolder
\package.zip ¥ /myfolder/package.zip,
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ARG ;0 Amazon S3 X R E 15 A H#h 3T 4
AT R BE T 204a 3¢ Amazon S3 X R & &5 24 #h 34,

- name: DownloadMyFile
action: S3Download
inputs:

- source: s3://amzn-s3-demo-source-bucket/path/to/package.zip

destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022
overwrite: false

- source: s3://amzn-s3-demo-source-bucket/path/to/package.zip

destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022
overwrite: true

- source: s3://amzn-s3-demo-source-bucket/path/to/package.zip

destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022

WMATH  FEEREIBRH Amazon S3 FHENM P HIFTE Amazon S3 X R E I B A i 344k

THEHRGIETRT W Amazon S3 FHEFEFA T ERIIBIFTE Amazon S3 X RE HIF 24 X4
X, Amazon S3 & BEX#HRES , Hit , NEHSBITRTENFIENR, RAR FHHEERN 1000,

- name: MyS3DownloadKeyprefix
action: S3Download
maxAttempts: 3
inputs:
- source: s3://amzn-s3-demo-source-bucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022
overwrite: false
- source: s3://amzn-s3-demo-source-bucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022
overwrite: true
- source: s3://amzn-s3-demo-source-bucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022

Output

7co
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S3Upload ( Linux. Windows, macOS )

£ S3Upload 1R V18 IR AT SURF A MRS/ S #F K EAZ B FEAS Amazon S3 (U B, &R BAERMLEE
ENREREABES (*) , A LEBESEERFRNTERRE X,

g% S3Upload BIEAM , B E4&ZEA X HEFR B B 5 Amazon S3 7T,
=t ORI ESY]

o AR EEE S3 AR,
o FFXHRAPBHARM M (EABEA ) L& F Amazon S3 #HIR.
o FFARMIHR (BT recurse IREN true ) EFIE Amazon S3 BEIE.

IAM E3R

S48 B S RBH IAM B S%MEEIEIT S3Upload BEERIINE, HTUFET IAM ZKBE
I3 532 4if & SXHREBE IAM B, ZKEEAI[E B ¥r Amazon S3 FEMERF s3:PutObject &
PR, #l#N , arn:aws:s3:: :BucketName/* ),

Input

Key ;! Type = 2RI

source files/folders JRFF  F&F &R = TEH
ERN AR RR,
source X8
SBEEEF (*)o

destination ERIRIAF/ AR 3 TEHR
X AR B R
Amazon S3 17
R,

recurse MRRENRN FRFE B false

true , MiEIFH
1T S3Upload,
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Key L Type WHEE ZRIA

expectedB BRREHRIEE FHH B FEH
ucketOwner # Amazon S3

FEMOTEA T

BEEKF ID,

BRI

EERPEEN

Amazon S3 17

WO FTE N,

ARG F AR X4 E HIF Amazon S3 JR
LA R BE 7 an{a] S A it 32 44 & ) E Amazon S3 X K.

- name: MyS3UploadFile
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\package.zip
destination: s3://amzn-s3-demo-destination-bucket/path/to/package.zip
expectedBucketOwner: 123456789022

WARG  REBERERK Amazon S3 74 1 PRI T XX & I B Ay 34K

LT RAIRRT iG44SR R T X4 E HI2H B R B4R Amazon S3 FEMEH. ZRBIT
LEHFXHRFHRNAE , BAKREE recurse , HEHEEIARN false,

- name: MyS3UploadMultipleFiles
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\*
destination: s3://amzn-s3-demo-destination-bucket/path/to/
expectedBucketOwner: 123456789022

ARG SRR S RIS SRS s S 3K5% I3 B HIE] Amazon S3 T iE 1

BAEER 197




EC2 Image Builder ArfEm

AT RGIR R T G0ADRE P SO R ST A4 SR MK 3 32 44 3R 6 I3 & ) BT B B BT R AY Amazon S3 7741
o

- name: MyS3UploadFolder
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\*
destination: s3://amzn-s3-demo-destination-bucket/path/to/
recurse: true
expectedBucketOwner: 123456789022

Output
o
WebDownload ( Linux., Windows, macOS )

WebDownload# {E#E 1R o ¥ 8@ HTTP/HTTPS tHXMIZRRE TEHRXHRM AR ( BINUEA
HTTPS ) o N THBMEBRANEBERE, ZERGEEHNEREIRZSE,

BREAFBEA , BATHEBRERSTEE 5 R, XEZIRXE steps XK maxAttempts FEHIEE
MEEHTE , MEEREERIKEX,

HREERB L EEERG, R 200 5, , AT HTTP RERBE 25 K EiR,

Input
BEM ;! Type NEE A
source BMH HTTP/ FRFE _ TEH
HTTPS Mt =
( BIUEA

HTTPS) , ER
& RFC 3986 #x
o R ERA

destination Rih KRG E R4 FRER
SR AR RS AR
NHRER, X

fim
A
B
i
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BAEW 1, B Type WE ERIA
5% BR AR AL
/ER. MEX
HREETFE /

ZR , NEAN
NHBEE, %
REBIERIDT
AT E N
e R,
Y EAERRE
Mo

overwrite BRRE , TEH WmIRE

XU R REE
EARMRE LW
ERIE X,
mRXREH, N
FoBEAMR
& FNEAIRE
X#, HEBRE
B SREE IR
rW., BERE®
HEETREM
k&R, RE
EE A ERIFE
H AR R A
ERFHETTE
B, BERIRT
2T EXH,

7|

true
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