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What is Amazon Linux 2023?

Amazon Linux 2023 (AL2023) is the next generation of Amazon Linux from Amazon Web Services
(Amazon). With AL2023, you can develop and run cloud and enterprise applications in a secure,
stable, and high-performance runtime environment. Also you get an application environment that
offers long-term support with access to the latest innovations in Linux. AL2023 is provided at no
additional charge.

AL2023 is the successor to Amazon Linux 2 (AL2). For information about the differences between
AL2023 and AL2, see Comparing AL2 and AL2023 and Package changes in AL2023.

Topics

+ Release cadence

« Naming and versioning

» Performance and operational optimizations

« Relationship to Fedora

« Customized cloud-init

» Security updates and features

» Networking service

» Core toolchain packages glibc, gcc, binutils

» Package management tool

o Default SSH server configuration

Release cadence

A new major version of Amazon Linux is released every two years and includes five years of
support. Each release includes support in two phases. The standard support phase covers the first
two years. Next, a maintenance phase continues support for an additional three years.

In the standard support phase, the release receives quarterly minor version updates. During
the maintenance phase, a release receives only security updates and critical bug fixes that are
published as soon as they're available.

Release cadence 1
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Year Amazon Linux Amazon Linux Amazon Linux Amazon Linux
2023 2025 2027 2029

2023

Standard support

2024
Standard support

2025 Maintenance

Standard support
2026 Maintenance

Standard support
2027 Maintenance Maintenance

Standard support

2028 Maintenance

EOL Standard support

Release cadence 2
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Year Amazon Linux Amazon Linux
2023 2025

2029 Maintenance
EOL

2030
EOL EOL

2031
EOL EOL

Major and minor releases

Amazon Linux
2027

Maintenance

Maintenance

Maintenance

Amazon Linux
2029

Standard support

Standard support

Maintenance

With every Amazon Linux release (major version, minor version, or a security release), we release a

new Linux Amazon Machine Image (AMI).

« Major version release— Includes new features and improvements in security and performance

across the stack. The improvements might include major changes to the kernel, toolchain, Glib C,

OpenSSL, and any other system libraries and utilities. Major releases of Amazon Linux are based

in part on the current version of the upstream Fedora Linux distribution. Amazon might add or

replace specific packages from other non-Fedora upstreams.

« Minor version release— A quarterly update that includes security updates, bug fixes, and new

features and packages. Each minor version is a cumulative list of updates that includes security

and bug fixes in addition to new features and packages. These releases might include latest

language runtimes, such as PHP. They might also include other popular software packages such

as Ansible and Docker.

Major and minor releases
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Consuming new releases

Updates are provided through a combination of new Amazon Machine Image (AMI) releases and
corresponding new repositories. By default, a new AMI and the repository that it points to are
coupled. However, you can point your running Amazon EC2 instances to newer repository versions
over time to apply updates on the running instances. You can also update by launching new
instances of the latest AMIs.

Long-term support policy

Amazon Linux provides updates for all of your packages and maintains compatibility within a
major version for your applications that are built on Amazon Linux. Core packages such as the glibc
library, OpenSSL, OpenSSH, and the DNF package manager receive support for the lifetime of the
major AL2023 release. Packages that aren't part of the core packages are supported based on their
specific upstream sources. You can see the specific support status and dates of individual packages
by running the following command.

$ sudo dnf supportinfo --pkg packagename

You can get information on all currently installed packages by running the following command.

$ sudo dnf supportinfo --show installed

The full list of core packages is finalized during the preview. If you want to see more packages
included as core packages, tell us. We evaluate as we are collecting feedback. Feedback on AL2023
can be provided through your designated Amazon representative or by filing an issue in the
amazon-linux-2023 repo on GitHub.

Naming and versioning

AL2023 provides a minor release every three months during the two years of standard support.
Each release is identified by an increment from 0 to N. O refers to the original major release for
that iteration. All releases will be called Amazon Linux 2023. When Amazon Linux 2025 is released,
AL2023 will enter extended support and receive updates for security updates and critical bug fixes.

For example, minor releases of AL2023 have the following format:

e 2023.0.20230301

Consuming new releases 4
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e 2023.1.20230601
e 2023.2.20230901

The corresponding AL2023 AMIs have the following format:

e al2023-ami-2023.0.20230301.0-kernel-6.1-x86_64
e al2023-ami-2023.1.20230601.0-kernel-6.1-x86_64
e al2023-ami-2023.2.20230901.0-kernel-6.1-x86_64

Within a specific minor version, regular AMI releases occur with a timestamp of the date of the AMI
release.

e al2023-ami-2023.0.20230301.0-kernel-6.1-x86_64
» al2023-ami-2023.0.20230410.0-kernel-6.1-x86_64
« al2023-ami-2023.0.20230520.0-kernel-6.1-x86_64

The recommended method for identifying an AL2 or AL2023 instance starts with reading the
Common Platform Enumeration (CPE) string from /etc/system-release-cpe. Then, split the
string into its fields. Finally, read the platform and version values.

AL2023 also introduces new files for platform identification:

« /etc/amazon-linux-release symlinksto /etc/system-release

« /etc/amazon-linux-release-cpe symlinks to /etc/system-release-cpe

These two files indicate that an instance is Amazon Linux. There's no need to read a file or split the
string into fields, unless you want to know the specific platform and version values.

Performance and operational optimizations

Amazon Linux 6.1 kernel

o AL2023 uses the latest drivers for Elastic Network Adapter (ENA) and Elastic Fabric Adapter (EFA)
devices. AL2023 focuses on performance and functionality backports for hardware in Amazon
EC2 infrastructure.

Performance and operational optimizations 5
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» Kernel live patching is available for the x86_64 and aarch64 instance types. This reduces the
need for frequent reboots.

o All kernel build and runtime configurations include many of the same performance and
operational optimizations of AL2.

Base toolchain selection and default build flags

« AL2023 packages are built with compiler optimizations (-02) enabled by default

« AL2023 packages are built requiring x86-64v2 for x86-64 systems (-march=x86-64-v2), and
Graviton 2 or higher for aarch64 (-march=armv8.2-a+crypto -mtune=neoverse-nl).

« AL2023 packages are built with auto-vectorization enabled (-ftree-vectorize).
o AL2023 packages are built with Link Time Optimization (LTO) enabled.
o AL2023 uses the updated versions of Rust, Clang/LLVM, and Go.

Package selection and versions

» Select backports to major system components include several performance improvements for
running on Amazon EC2 infrastructure, especially Graviton instances.

« AL2023 is integrated with several Amazon Web Services and features. This includes the Amazon
CLI, SSM Agent, Amazon Kinesis Agent, and CloudFormation.

o AL2023 uses Amazon Corretto as the Java Development Kit (JDK).

« AL2023 provides database engines and programming language runtime updates to newer
versions as they're released by upstream projects. Programming language runtimes with new
versions are added when they're released.

Deployment in a cloud environment

» The base AL2023 AMI and container images are frequently updated to support patching instance
replacement.

» Kernel updates are included in AL2023 AMI updates. This means that you don't need to use
commands such as yum update and reboot to update your kernel.

 In addition to the standard AL2023 AMI, a minimal AMI and container image is also available.
Choose the minimal AMI to run an environment with the minimal number of packages that's
required to run your service.

Performance and operational optimizations 6
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» By default, AL2023 AMIs and containers are locked to a specific version of the package
repositories. There's no auto-update when they're launched. This means that you're always
in control of when you ingest any package update. You can always test in a beta/gamma
environment before rolling out to production. If there's a problem, you can use the pre-validated
rollback path.

Relationship to Fedora

AL2023 maintains its own release and support lifecycles independent of Fedora. AL2023 provides
updated versions of open-source software, a larger variety of packages, and frequent releases. This
preserves the familiar RPM-based operating systems.

The Generally Available (GA) version of AL2023 isn't directly comparable to any specific Fedora
release. The AL2023 GA version includes components from Fedora 34, 35, and 36. Some of the
components are the same as the components in Fedora and some are modified. Other components
more closely resemble the components in CentOS 9 Streams or were developed independently. The
Amazon Linux kernel is sourced from the long-term support options that are on kernel.org, chosen
independently from Fedora.

Customized cloud-init

The cloud-init package is an open-source application that bootstraps Linux images in a cloud
computing environment. For more information, see cloud-init Documentation.

AL2023 contains a customized version of cloud-init. With cloud-init, you can specify what occurs to
your instance at boot time.

When you launch an instance, you can use the user-data fields to pass actions to cloud-init. This
means that you can use common Amazon Machine Images (AMIs) for many use cases and configure
them dynamically when you start an instance. AL2023 also uses cloud-init to configure the ec2-
user account.

AL2023 uses the cloud-init actions in /etc/cloud/cloud.cfg.d and /etc/cloud/cloud.cfq.
You can create your own cloud-init action files in the /etc/cloud/cloud.cfg.d directory.
Cloud-init reads all the files in this directory in lexicographical order. Later files overwrite values

in earlier files. When cloud-init launches an instance, the cloud-init package does the following
configuration tasks:

Relationship to Fedora 7
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Sets the default locale

Sets the hostname

Parses and handles user-data

Generates host private SSH keys

Adds a user's public SSH keys to .ssh/authorized_keys for easy login and administration

Prepares the repositories for package management

Handles package actions that are defined in user-data

Runs user scripts that are in user-data

Mounts instance store volumes, if applicable

By default, if the ephemeral® instance store volume is present and contains a valid file
system, the instance store volume is mounted at /media/ephemeral®. Otherwise, it's not
mounted.

By default, for the m1.small and c1.medium instance types, all swap volumes that are
associated with the instance are mounted.

You can override the default instance store volume mount with the following cloud-init
directive:

#cloud-config
mounts:
- [ ephemeralo ]

For more control over mounts, see Mounts in the cloud-init documentation.

When an instance launches, instance store volumes that support TRIM aren't formatted. Before
you can mount instance store volumes, you must partition and format instance store volumes.

For more information, see Instance store volume TRIM support in the Amazon EC2 User Guide

for Linux Instances.

When you launch your instances, you can use the disk_setup module to partition and format
your instance store volumes.

For more information, see Disk Setup in the cloud-init documentation.

For information about using cloud-init with SELinux, see Use cloud-init to enable enforcing

mode.

Customized cloud-init
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For information about cloud-init user-data formats, see User-Data Formats in the cloud-init

documentation.

Security updates and features

AL2023 provides many security updates and solutions.

Topics

« Manage updates

» Security in the cloud

+ SELinux modes

» Compliance program

e SSH server default

» Major features of OpenSSL 3

Manage updates

Apply security updates using DNF and repository versions. For more information, see Manage
package and operating system updates in AL2023.

Security in the cloud

Security is a shared responsibility between Amazon and you. The shared responsibility model

describes this as security of the cloud and security in the cloud. For more information, see Security
and Compliance in Amazon Linux 2023.

SELinux modes

By default, SELinux is enabled and set to permissive mode in AL2023. In permissive mode,
permission denials are logged but not enforced.

The SELinux policies define permissions for users, processes, programs, files, and devices. With
SELinux, you can choose one of two policies. The policies are targeted or multi-level security (MLS).

For more information about SELinux modes and policy, see Setting SELinux modes for AL2023 and
the SELinux Project Wiki.

Security updates and features 9
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Compliance program

Independent auditors assess the security and compliance of AL2023 along with many Amazon
compliance programs.

SSH server default

AL2023 includes OpenSSH 8.7. OpenSSH 8.7 by default disables the ssh-rsa key exchange
algorithm. For more information, see Default SSH server configuration.

Major features of OpenSSL 3

» The Certificate Management Protocol (CMP, RFC 4210) includes both CRMF (RFC 4211) and HTTP
transfer (RFC 6712).

o« AHTTP or HTTPS client in libcrypto supports GET and POST actions, redirection, plain and
ASN.T1-encoded content, proxies, and timeouts.

» The EVP_KDF works with Key Derivation Functions.
o The EVP_MAC API works with MACs.

o Linux Kernel TLS support.

For more information, see the OpenSSL migration guide.

Networking service

The open-source project systemd-networkd is widely available in modern Linux distributions.
The project uses a declarative configuration language that's similar to the rest of the systemd
framework. Its primary configuration file types are .network and .1ink files.

The amazon-ec2-net-utils package generates interface-specific configurations in the /
run/systemd/network directory. These configurations enable both IPv4 and IPv6 networking
on interfaces when they're attached to an instance. These configurations also install policy
routing rules that help ensure that locally sourced traffic is routed to the network through the
corresponding instance's network interface. These rules ensure that the right traffic is routed
through the Elastic Network Interface (ENI) from the associated addresses or prefixes. For more
information about using ENI, see Using ENI in the Amazon EC2 User Guide for Linux Instances.

Compliance program 10
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You can customize this networking behavior by placing a custom configuration file in the /etc/
systemd/network directory to override the default configuration settings contained in /Tun/
systemd/network.

The systemd.network documentation describes how the systemd-networkd service determines

the configuration that applies to a specific interface. It also generates alternative names, known
as altnames, for the ENI-backed interfaces to reflect the properties of various Amazon resources.
These ENI-backed interface properties are the ENI ID and the DevicelIndex field of the ENI
attachment. You can refer to these interfaces using their properties when using various tools, such
as the ip command.

AL2023 instance interface names are generated using the systemd slot naming scheme. For more
information, see systemd.net naming scheme.

Additionally, AL2023 uses the fq_codel active queue management network transmission
scheduling algorithm by default. For more information, see CoDel overview.

Core toolchain packages glibc, gcc, binutils

A subset of packages in Amazon Linux is designated as core toolchain packages. As a major part of
AL2023, core packages receive five years of support. We might change the version of a package,
but long-term support applies to the package included in the Amazon Linux release.

These three core packages provide a system toolchain that's used to build most software in the
Amazon Linux distribution.

Package Definition Purpose

glibc 2.34 System C library Used by most binary
programs that provide
standard functions and by the
interface between programs
and the kernel.

gcc 11.2 gcc compiler suite Compiles C, C++, Fortran.
binutils 2.35 Assembler and linker plus Manipulates or inspects
other binary tools binary programs.

Core toolchain packages glibc, gcc, binutils 11
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We recommend that updates to any glibc libraries are followed by a reboot. For updates to
packages that control services, it might be sufficient to restart the services to pick up the updates.
However, a system reboot ensures that all previous package and library updates are complete.

Package management tool

The default software package management tool in AL2023 is DNF. DNF is the successor to YUM,
the package management tool in AL2.

DNF is similar to YUM in its usage. Many DNF commands and command options are the same as
YUM commands. In a Command Line Interface (CLI) command, in most cases dnf replaces yum.

For example, for the following AL2 yum commands:

$ sudo yum install packagename
$ sudo yum search packagename
$ sudo yum remove packagename

In AL2023, they become the following commands:

$ sudo dnf install packagename
$ sudo dnf search packagename
$ sudo dnf remove packagename

In AL2023 the yum command is still available, but as a pointer to the dnf command. So, when the
yum command is used in the shell or in a script, all commands and options are the same as the
DNF CLI. For more information about the differences between the YUM CLI and the DNF CLI, see
Changes in DNF CLI compared to YUM.

For a complete reference of commands and options for the dnf command, refer to the man page
man dnf. For more information, see DNF Command Reference.

Default SSH server configuration

If you have SSH clients from several years ago, you might see an error when you connect to an
instance. If the error tells you there's no matching host key type found, update your SSH host key
to troubleshoot this issue.

Default disabling of ssh-rsa signatures

Package management tool 12
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AL2023 includes a default configuration that disables the legacy ssh-xrsa host key algorithm and
generates a reduced set of host keys. Clients must support the ssh-ed25519 or the ecdsa-sha2-
nistp256 host key algorithm.

The default configuration accepts any of these key exchange algorithms:

curve25519-sha256

« curve25519-sha256@libssh.org
 ecdh-sha2-nistp256

o ecdh-sha2-nistp384

« ecdh-sha2-nistp521

« diffie-hellman-group-exchange-sha256
o« diffie-hellman-groupl4-sha256

o diffie-hellman-groupl6-sha512

« diffie-hellman-groupl8-sha512

By default, AL2023 generates ed25519 and ECDSA host keys. Clients support either the ssh-
ed25519 or the ecdsa-sha2-nistp256 host key algorithm. When you connect by SSH to an
instance, you must use a client that supports a compatible algorithm, such as ssh-ed25519 or
ecdsa-sha2-nistp256. If you need to use other key types, override the list of generated keys
with a cloud-config fragment in user-data.

In the following example, cloud-config generates a rsa host key with the ecdsa and ed25519
keys.

#cloud-config
ssh_genkeytypes:
- ed25519
- ecdsa
- rsa

If you use an RSA key pair for public key authentication, your SSH client must support a rsa-
sha2-256 or rsa-sha2-512 signature. If you're using an incompatible client and can't upgrade,
re-enable ssh-xrsa support on your instance. To re-enable ssh-rsa support, activate the LEGACY
system crypto policy using the following commands.

$ sudo dnf install crypto-policies-scripts

Default SSH server configuration 13
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$ sudo update-crypto-policies --set LEGACY

For more information about managing host keys, see Amazon Linux Host keys.
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Deprecated Functionality in AL2023

Functionality deprecated in AL2 and not present in AL2023 is documented here. This is
functionality such as features and packages that are present in AL2, but not in AL2023 and will not
be added to AL2023. For more information about how the long the functionality is supported in
AL2, see Deprecated functionality in AL2.

There is also functionality in AL2023 which is deprecated, and will be removed in a future release.
This chapter describes what that functionality is, when it no longer supported, and when it will be
removed from Amazon Linux. Understanding the deprecated functionality will help you deploy
AL2023 as well as prepare for the next major version of Amazon Linux.

Topics

» compat- packages

» Deprecated functionality discontinued in AL1, removed in AL2

« Functionality deprecated in AL2 and removed in AL2023

o Deprecated in AL2023

compat- packages

Any packages in AL2 with the prefix of compat- are provided for binary compatibility with older
binaries that have not yet been rebuilt for modern versions of the package. Each new major version
of Amazon Linux will not carry forward any compat - package from prior releases.

All compat- packages in a release of Amazon Linux (e.g. AL2) are deprecated, and not present
in the subsequent version (e.g. AL2023). We strongly recommend that software is rebuilt against
updated versions of the libraries.

Deprecated functionality discontinued in AL1, removed in AL2

This section describes functionality that is available in AL1, and is no longer available in AL2.

compat- packages 15


https://docs.amazonaws.cn/linux/al2/ug/deprecated.html

Amazon Linux 2023 User Guide

® Note

As part of the maintenance support phase of AL1, some packages had an end-of-life
(EOL) date earlier than the EOL of AL1. For more information, see AL1 Package support
statements.

(® Note

Some AL1 functionality was discontinued in earlier releases. For information, see the AL1
Release Notes.

Topics
» 32-bit x86 (i686) AMIs

» aws-apitools-* replaced by Amazon CLI

» systemd replaces upstart in AL2

32-bit x86 (i686) AMIs

As part of the 2014.09 release of AL1, Amazon Linux announced that it would be the last release to
produce 32-bit AMIs. Therefore, starting from the 2015.03 release of AL1, Amazon Linux no longer

supports running the system in 32-bit mode. AL2 offers limited runtime support for 32-bit binaries
on x86-64 hosts and does not provide development packages to enable the building of new 32-
bit binaries. AL2023 no longer includes any 32-bit user space packages. We recommend that users
complete their transition to 64-bit code before migrating to AL2023.

If you need to run 32-bit binaries on AL2023, it is possible to use the 32-bit userspace from AL2
inside an AL2 container running on top of AL2023.

aws-apitools-* replaced by Amazon CLI

Before the release of the Amazon CLI in September 2013, Amazon made a set of command line
utilities available, implemented in Java, which allowed users to make Amazon EC2 API calls. These
tools were discontinued in 2015, with the Amazon CLI becoming the preferred way to interact with
Amazon EC2 APIs from the command line. The set of command line utilities includes the following
aws-apitools-* packages.

32-bit x86 (i686) AMls 16
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e aws-apitools-as

e aws-apitools-cfn

e aws-apitools-common
e aws-apitools-ec2

e« aws-apitools-elb

e aws-apitools-mon

Upstream support for the aws-apitools-* packages ended in March of 2017. Despite the lack
of upstream support, Amazon Linux continued to ship some of these command line utilities, such
as aws-apitools-ec2, to provide backward compatibility for users. The Amazon CLI is a more
robust and complete tool than the aws-apitools-* packages as it is actively maintained and
provides a means of using all Amazon APIs.

The aws-apitools-* packages were deprecated in March 2017 and will not be receiving further
updates. All users of any of these packages should migrate to the Amazon CLI as soon as possible.
These packages are not present in AL2023.

AL1 also provided the aws-apitools-iamand aws-apitools-rds packages, which were
deprecated in AL1, and are not present in Amazon Linux from AL2 onward.

systemd replaces upstart in AL2

AL2 was the first Amazon Linux release to use the systemd init system, replacing upstart in AL1.
Any upstart specific configuration must be changed as part of the migration from AL1 to a newer
version of Amazon Linux. It is not possible to use systemd on AL1, so moving from upstart to
systemd can only be done as part of moving to a more recent major version of Amazon Linux such
as AL2 or AL2023.

Functionality deprecated in AL2 and removed in AL2023

This section describes functionality that is available in AL2, and no longer available in AL2023.

Topics
o 32-bit x86 (i686) Packages

» aws-apitools-* replaced by Amazon CLI

 bzr revision control system

systemd replaces upstart in AL2 17
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e cgroup V1
» log4j hotpatch (log4j-cve-2021-44228-hotpatch)

o Isb_release and the system-Ilsb-core package

e mcrypt
o OpenlJDK 7 (java-1.7.0-openjdk)

« Python 2.7

« rsyslog-openssl replaces rsyslog-gnutls

32-bit x86 (i686) Packages

As part of the 2014.09 release of AL1, we announced that it would be the last release to produce

32-bit AMils. Therefore, starting from the 2015.03 release of AL1, Amazon Linux no longer supports

running the system in 32-bit mode. AL2 provides limited runtime support for 32-bit binaries on
x86-64 hosts and doesn't provide development packages to enable the building of new 32-bit
binaries. AL2023 no longer includes any 32-bit userspace packages. We recommend customers
complete their transition to 64-bit code.

If you need to run 32-bit binaries on AL2023, it is possible to use the 32-bit userspace from AL2
inside an AL2 container running on top of AL2023.

aws-apitools-* replaced by Amazon CLI

Prior to release of the Amazon CLI in September 2013, Amazon made a set of command line
utilities available, implemented in Java, which allowed customers to make Amazon EC2 API calls.
These tools were deprecated in 2015, with the Amazon CLI becoming the preferred way to interact
with Amazon EC2 APIs from the command line. This includes the following aws-apitools-*
packages.

aws-apitools-as

e aws-apitools-cfn

e aws-apitools-common
e aws-apitools-ec2

e aws-apitools-elb

e aws-apitools-mon
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Upstream support for the aws-apitools-* packages ended in March of 2017. Despite the lack
of upstream support, Amazon Linux continued to ship some of these command line utilities (such
as aws-apitools-ec?2)in order to provide backwards compatibility for customers. The Amazon
CLI is a more robust and complete tool than the aws-apitools-* packages as it is actively
maintained and provides a means of using all Amazon APIs.

The aws-apitools-* packages were deprecated in March 2017 and will not be receiving further
updates. All users of any of these packages should migrate to the Amazon CLI as soon as possible.
These packages are not present in AL2023.

bzx revision control system

The GNU Bazaar (bzr) revision control system is discontinued in AL2 and no longer present in
AL2023.

Users of bzr are advised to migrate their repositories to git.
cgroup vi

AL2023 moves to Unified Control Group hierarchy (cgroup v2), whereas AL2 uses cgroup v1. As AL2
doesn't support cgroup v2, this migration needs to be completed as part of moving to AL2023.

log4j hotpatch (log4j-cve-2021-44228-hotpatch)

® Note

The log4j-cve-2021-44228-hotpatch package is deprecated in AL2 and removed in
AL2023.

In response to CVE-2021-44228, Amazon Linux released an RPM packaged version of the Hotpatch
for Apache Log4j for AL1 and AL2. In the announcement of the addition of the hotpatch to
Amazon Linux , we noted that "Installing the hotpatch is not a replacement for updating to a log4j
version that mitigates CVE-2021-44228 or CVE-2021-45046.".

The hotpatch was a mitigation to allow time to patch 1log4j. The first general availability release
of AL2023 was 15 months after CVE-2021-44228, so AL2023 doesn't ship with the hotpatch
(enabled or not).
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Customers running their own 1log4j versions on Amazon Linux are advised to ensure they have
updated to versions not affected by CVE-2021-44228 or CVE-2021-45046.

1sb_release and the system-1sb-core package

Historically, some software invoked the 1sb_release command (provided in AL2 by the system-
1sb-core package) to get information about the Linux distribution that it was being run on. The
Linux Standards Base (LSB) introduced this command and Linux distributions adopted it. Linux
distributions have evolved to use the simpler standard of holding this information in /etc/os-
release and other related files.

The os-release standard comes out of systemd. For more information, see systemd os-release

documentation.

AL2023 doesn't ship with the 1sb_release command, and doesn't include the system-1sb-
core package. Software should complete the transition to the os-release standard to maintain
compatibility with Amazon Linux and other major Linux distributions.

mcrypt

The mcrypt library and associated PHP extension was deprecated in AL2, and is no longer present
in AL2023.

Upstream PHP deprecated the mcrypt extension in PHP 7.1 which was first released in December
2016 and had its final release in October 2019.

The upstream mcrypt library last made a release in 2007, and has not made the migration from

cvs revision control that SourceForge required for new commits in 2017, with the most recent

commit (and only for 3 years prior) being from 2011 removing the mention of the project having a
maintainer.

Any remaining users of mcrypt are advised to port their code to OpenSSL, as mcrypt will not be
added to AL2023.
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OpenJDK 7 (java-1.7.0-openjdk)

(® Note

AL2023 provides several versions of Amazon Corretto to support Java based workloads.
The OpenJDK 7 packages are deprecated in AL2, and no longer present in AL2023. The
oldest JDK available in AL2023 is provided by Corretto 8.

For more information about Java on Amazon Linux, see Java in AL2023.

Python 2.7

(® Note

AL2023 removed Python 2.7, so any OS components requiring Python are written to
work with Python 3. To continue to use a version of Python provided by and supported by
Amazon Linux, convert Python 2 code to Python 3.

For more information about Python on Amazon Linux, see Python in AL2023.

rsyslog-openssl replaces rsyslog-gnutls

The rsyslog-gnutls package is deprecated in AL2, and no longer present in AL2023. The
rsyslog-openssl package should be a drop-in replacement for any usage of the rsyslog-
gnutls package.

Deprecated in AL2023

This section describes functionality that exists in AL2023 and is likely to be removed in a future
version of Amazon Linux. Each section will describe what the functionality is and when it is
expected to removed from Amazon Linux.

(® Note

This section will be updated over time as the Linux ecosystem evolves and future major
versions of Amazon Linux are closer to release.
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Topics
» 32bit x86 (i686) runtime support
» Berkeley DB (libdb)

e Cron
e IMDSV1

e pcre version 1

» System V init (sysvinit)

32bit x86 (i686) runtime support

AL2023 retains the ability to run 32bit x86 (i686) binaries. It is likely that the next major version of
Amazon Linux will no longer support running 32bit user space binaries.

Berkeley DB (1ibdb)

AL2023 ships with version 5.3.28 of the Berkeley DB (1ibdb) library. This is the last version of
Berkeley DB before the license changed to the GNU Affero GPLv3 (AGPL) license, from the less
restrictive Sleepycat license.

There are few packages in AL2023 that remain reliant on Berkeley DB (1ibdb), and the library will
be removed in the next major release of Amazon Linux.

(® Note

The dnf package manager in AL2023 retains read-only support for a Berkeley DB (BDB)
format rpm database. This support will be removed in the next major release of Amazon
Linux.

cron

The cronie package was installed by default on the AL2 AMI, providing support for the traditional
crontab way of scheduling periodic tasks. In AL2023, cronie is not included by default.
Therefore, support for crontab is no longer provided by default.

In AL2023, you can optionally install the cronie package to use classic cron jobs. We recommend
that you migrate to systemd timers due to the added functionality provided by systemd.
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It is possible that a future version of Amazon Linux, possibly the next major version, will no
longer include support for classic cron jobs and complete the transition to systemd timers. We
recommend that you migrate away from using cron.

IMDSv1

By default, AL2023 AMiIs are configured to launch in IMDSv2-only mode, disabling the use of
IMDSv1. There is still the option to use AL2023 with IMDSv1 enabled. A future version of Amazon
Linux is likely to enforce IMDSv2-only.

For more information on IMDS configuration for AMIs, see Configure the AMI in the Amazon EC2
User Guide for Linux Instances.

pcre version 1

The legacy pcre package is deprecated and will be removed in the next major release of Amazon
Linux. The pcre2 package is the successor. Although the first versions of AL2023 shipped with

a limited number of packages building against pcre, these packages will be migrated to pcre2
within AL2023. The deprecated pcre library will remain available in AL2023.

(@ Note

The deprecated version of pcre will not receive security updates for the full lifetime of
AL2023. For more information about the pcre support lifecycle and the amount of time
that the package will receive security updates, see the package support statements on the

pcre package.

System V init (sysvinit)

Although AL2023 retains backwards compatibility with System V service (init) scripts, the upstream
systemd project, as part of its v254 release, announced the deprecation of support for System
V service scripts, and indicated that support will be removed in a future version of systemd. For

more information, see systemd.

AL2023 will retain backwards compatibility with System V service (init) scripts, but users are
encouraged to migrate to using native systemd unit files in order to be prepared for when support
for System V service (init) scripts is removed from Amazon Linux, likely in the next major release.
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Comparing AL2 and AL2023

The following topics describe key differences between AL2 and AL2023.

Topics

Added, upgraded, and removed packages

Support for each release

Naming and versioning changes

Optimizations

Python 2.7 has been replaced with Python 3

Security updates

Deterministic upgrades for stability

Sourced from multiple upstreams

AMI root file system and default Amazon EBS volume type

Networking system service

Unified Control Group hierarchy (cgroup v2)

Task scheduling

Packages for glibc, gcc, and binutils

Package manager

Logging system

Package changes for curl and libcurl
GNU Privacy Guard (GNUPG)
Amazon Corretto as the default JVM

Amazon CLI v2
UEFI Preferred

SSH server default configuration changes

Extra Packages for Enterprise Linux (EPEL)

Using cloud-init

Graphical desktop support

Compiler Triplet
32bit x86 (i686) Packages
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 Isb_release and the system-Ilsb-core package

o AL2023 kernel changes from AL2

« Comparing packages installed on Amazon Linux 2 and Amazon Linux 2023 AMIs

« Comparing packages installed on Amazon Linux 2 and Amazon Linux 2023 Minimal AMls

« Comparing packages installed on Amazon Linux 2 and Amazon Linux 2023 base container

Images

Added, upgraded, and removed packages

AL2023 contains thousands of software packages available for use. For a full list of all packages
added, upgraded, or removed in AL2023 when compared to prior Amazon Linux versions, see
Package changes in AL2023.

To request a package to be added or changed in AL2023, file an issue in the amazon-linux-2023
repo on GitHub.

Support for each release

For AL2023, we offer five years of support.

For more information, see Release cadence.

Naming and versioning changes

AL2023 supports the same mechanisms that AL2 supports for platform identification. AL2023 also
introduces new files for platform identification.

For more information, see Naming and versioning.

Optimizations

AL2023 optimizes boot time to reduce the time from instance launch to running the customer
workload. These optimizations span the Amazon EC2 instance kernel configuration, cloud-init
configurations, and features that are built into packages in the OS such askmod and systemd.

For more information about optimizations, see Performance and operational optimizations.
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Python 2.7 has been replaced with Python 3

AL2 provides support and security patches for Python 2.7 until June 2025, as part of our long-
term support (LTS) commitment for AL2 core packages. This support extends beyond the upstream
Python community declaration of Python 2.7 end-of-life of January 2020.

AL2 uses the yum package manager, which has a hard dependency on Python 2.7. In AL2023 the
dnf package manager has migrated to Python 3, and no longer requires Python 2.7. AL2023 has
completely moved to Python 3.

(® Note

AL2023 removed Python 2.7, so any OS components requiring Python are written to
work with Python 3. To continue to use a version of Python provided by and supported by
Amazon Linux, convert Python 2 code to Python 3.

For more information on Python on Amazon Linux, see Python in AL2023.

Security updates

SELinux

By default, Security Enhanced Linux (SELinux) for AL2023 is enabled and set to permissive
mode. In permissive mode, permission denials are logged but not enforced.

SELinux is a security feature of the Amazon Linux kernel, which was disabled in AL2. SELinux is a
collection of kernel features and utilities that provides mandatory access control (MAC) architecture
into the major subsystems of the kernel.

For more information, see Setting SELinux modes for AL2023.

For more information about SELinux repositories, tools, and policies, see SELinux Notebook, Types
of SELinux policy, and SELinux Project .

OpenSSL 3

AL2023 features the Open Secure Sockets Layer version 3 (OpenSSL 3) cryptography toolkit.
AL2023 supports TLS 1.3 and TLS 1.2 network protocols.
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By default, AL2 comes with OpenSSL 1.0.2. You can build applications against OpenSSL 1.1.1.

For more information about OpenSSL, see the OpenSSL migration guide.

For more information about security, see Security updates and features.

IMDSv2

By default, any instances launched with the AL2023 AMI require IMDSv2-only and your default hop
limit will be set to 2 to allow for containerized workload support. This is done by setting the imds-
support parameter to v2.0. For more information, see Configure the AMI in the Amazon EC2 User
Guide for Linux Instances.

(@ Note

The session token's time of validity can be anywhere between 1 second and 6 hours. The
addresses to direct the API requests for IMDSv2 queries are the following:

e |IPv4: 169.254.169.254
o |IPv6: fd00:ec2::254

You can manually override these settings and enable IMDSv1 using Instance Metadata option
launch properties. You can also use IAM controls to enforce different IMDS settings. For more
information about setting up and using the Instance Metadata Service, see Use IMDSv2, Configure

instance metadata options for new instances, and Modify instance metadata options for existing
instances, in the Amazon EC2 User Guide for Linux Instances.

Removal of log4j hotpatch (log4j-cve-2021-44228-hotpatch)

® Note
AL2023 doesn't ship with the 1og4j-cve-2021-44228-hotpatch package.

In response to CVE-2021-44228, Amazon Linux released an RPM packaged version of the Hotpatch
for Apache Log4j for ALT and AL2. In the announcement of the addition of the hotpatch to
Amazon Linux we noted that "Installing the hotpatch is not a replacement for updating to a log4j
version that mitigates CVE-2021-44228 or CVE-2021-45046.".
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The hotpatch was a mitigation to allow time to patch 1og4j. The first General Availability (GA)
release of AL2023 was 15 months after CVE-2021-44228, thus AL2023 doesn't ship with the
hotpatch (enabled or not).

Users running their own 1og4j versions on Amazon Linux should ensure that they have updated to
versions not affected by CVE-2021-44228 or CVE-2021-45046.

AL2023 provides guidance on Updating AL2023 so that you can keep up to date with security

patches. Security advisories are published on the Amazon Linux Security Center.

Deterministic upgrades for stability

With the deterministic upgrades through versioned repositories feature, every AL2023 AMI by
default is locked to a specific repository version. You can use deterministic upgrades to achieve
greater consistency among package versions and updates. Each release, major or minor, includes a
specific repository version.

New with AL2023, deterministic upgrading by default is enabled. This is an improvement over the
manual, incremental method of locking that's used in AL2 and other earlier versions.

For more information, see Using Deterministic upgrades through versioned repository on AL2023.

Sourced from multiple upstreams

AL2023 is RPM-based and includes components sourced from multiple versions of Fedora and
other distributions, such as CentOS 9 Stream. The Amazon Linux kernel is sourced from the
long-term support (LTS) releases directly from kernel.org, chosen independently from other
distributions.

For more information, see Relationship to Fedora.

AMI root file system and default Amazon EBS volume type

The AL2023 AMI and AL2 both use the XFS file system on the root file system. For AL2023, the
mk fsoptions for the root device file system are further optimized for Amazon EC2. AL2023 also
supports a number of other file systems that you can use on other volumes to meet your specific
requirements.

AL2023 AMIs use Amazon EBS gp3 volumes by default, whereas AL2 AMIs use Amazon EBS gp2
volumes by default. You can change the volume type when you launch an instance.
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For more information about Amazon EBS volume types, see Amazon EBS General Purpose

Volumes.

For more information about launching an Amazon EC2 instance, see Launch an instance in the

Amazon EC2 User Guide for Linux Instances.

Networking system service

The systemd-networkd system service manages the network interfaces in AL2023. This is a
change from AL2, which uses ISC dhclient or dhclient.

For more information, see Networking service.

Unified Control Group hierarchy (cgroup v2)

A Control Group (cgroup) is a Linux kernel feature to hierarchically organize processes and
distribute system resources between them. Control Groups are used extensively to implement a
container runtime, and by systemd.

AL2 supports cgroupv1, and AL2023 supports cgroupv2. This is notable if running containerized
workloads, such as when Using AL2023 based Amazon ECS AMIs to host containerized workloads.

Although AL2023 still includes code that can make the system run using cgroupv, this is not
a recommended or supported configuration, and will be completely removed in a future major
release of Amazon Linux.

There is extensive documentation regarding the low-level Linux Kernel interfaces, as well as

systemd cgroup delegation documentation.

A common use case outside of containers is for creating systemd units that have limits placed on
the system resources they can use. For more information, see systemd.resource-control.

Task scheduling

The cronie package was installed by default on the AL2 AMI, providing support for the traditional
crontab way of scheduling periodic tasks. In AL2023, cronie is not included by default.
Therefore, support for crontab is no longer provided by default.

You can optionally install the cronie package to use classic cron jobs. We recommend that you
migrate to systemd timers due to the added functionality provided by systemd.
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Packages for glibc, gcc, and binutils

AL2023 includes many of the same core packages as AL2.

We updated the following three core toolchain packages for AL2023.

Package name AL2 AL2023
glibc 2.26 2.34
gcc 7.3 11.3
binutils 2.29 2.39

For more information, see Core toolchain packages glibc, gcc, binutils.

Package manager

The default software package management tool on AL2023 is DNF. DNF is the successor to YUM,
the package management tool in AL2.

For more information, see Package management tool.

Logging system

In AL2023 the logging system package has changed from AL2. AL2023 doesn't install rsyslog
by default, so the text based log files such as /var/log/messages that were available in AL2
aren't available by default. The default configuration for AL2023 is systemd-journal, which
can be examined using journalctl. Although rsyslog is an optional package in AL2023, we
recommend the new systemd based journalctl interface and related packages. For more
information, see the journalctl manual page.

Package changes for curl and libcurl

AL2023 separates out the common protocols and functionality of the curl and 1ibcurl packages
into curl-minimal and 1libcurl-minimal. This reduces the disk, memory, and dependency
footprint for most users, and is the default package for AL2023 AMIs and containers.
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If the full functionality of curl is required, for example for gopher:// support, run the following
commands to install the curl-full and 1ibcurl-full packages.

$ dnf swap libcurl-minimal libcurl-full

$ dnf swap curl-minimal curl-full

GNU Privacy Guard (GNUPG)

AL2023 separates out minimal and complete functionality for the gnupg2 package into gnupg2-
minimal and gnupg2-full packages. By default, only the gnupg2-minimal package is installed.
This provides the minimal functionality required to verify the digital signatures on rpm packages.

For more functionality from gnupg2, such as the ability to download keys from a key server,
ensure that the gnupg2-full package is installed. Run the following command to swap gnupg2-
minimal for gnupg2-full.

$ dnf swap gnupg2-minimal gnupg2-full

Amazon Corretto as the default JVM

AL2023 ships with Amazon Corretto as the default (and only) Java Development Kit (JDK). All Java
based packages in AL2023 are all built with Amazon Corretto 17.

If you are migrating from AL2, you can smoothly transition from the equivalent OpenJDK version
on AL2 to Amazon Corretto.

Amazon CLI v2

AL2023 ships with Amazon CLI version 2, whereas AL2 ships with version 1 of the Amazon CLI.

UEFI Preferred

By default, any instances launched with the AL2023 AMI on instance types that support UEFI
firmware will launch in UEFI mode. This is done by setting the Boot Mode AMI parameter to uefi-
preferred. For more information, see Boot Modes in the Amazon EC2 User Guide for Linux
Instances.
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SSH server default configuration changes

For the AL2023 AMI, we changed the types of sshd host keys that we generate with the release.
We also dropped some legacy key types to avoid generating them at launch time. Clients must
support the rsa-sha2-256 and rsa-sha2-512 protocols or ssh-ed25519 with use of an
ed25519 key. By default, ssh-rsa signatures are disabled.

Additionally, AL2023 configuration settings in the default sshd_config file contain

UseDNS=no. This new setting means that DNS impairments are less likely to block

your ability to establish ssh sessions with your instances. The tradeoff is that the
from=hostname.domain,hostname.domain line entries in your authorized_keys files won't
be resolved. Because sshd no longer attempts to resolve the DNS names, each comma separated
hostname . domain value must be translated to a corresponding IP address.

For more information, see Default SSH server configuration.

Extra Packages for Enterprise Linux (EPEL)

Extra Packages for Enterprise Linux (EPEL) is a project in the Fedora community with the objective
of creating a large array of packages for enterprise-level Linux operating systems. The project has
primarily produced RHEL and CentOS packages. AL2 features a high level of compatibility with
CentOS 7. As a result, many EPEL7 packages work on AL2. However, AL2023 doesn't support EPEL
or EPEL-like repositories.

Using cloud-init

In AL2023, cloud-init manages the package repository. By default, in earlier versions of Amazon
Linux, cloud-init installed security updates. This isn't the default for AL2023. The new deterministic
upgrading features for updating releasever at launch describe the AL2023 way to enable
package updates at launch. For more information, see Manage package and operating system
updates in AL2023 and Deterministic upgrades for stability.

With AL2023, you can use cloud-init with SELinux. For more information, see Use cloud-init to

enable enforcing mode.

Cloud-init loads configuration content with cloud-init from remote locations using HTTP(S). In
earlier versions, Amazon Linux doesn't alert you when remote resources are unavailable. In AL2023,
unavailable remote resources creates a fatal error and fails the cloud-init execution. This change in
behavior from AL2, provides a safer "fail closed" default behavior.
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For more information, see Customized cloud-init and the cloud-init Documentation.

Graphical desktop support

AL2023 is cloud-centered and optimized for Amazon EC2 usage and currently does not include
a graphical or desktop environment. To provide feedback on GitHub, see https://github.com/
amazonlinux/amazon-linux-2023/issues.

Compiler Triplet

AL2023 sets the compiler triplet for GCC and LLVM to indicate that amazon is the vendor.

Thus, the AL2 aarch64-redhat-1linux-gcc becomes aarch64-amazon-linux-gcc on
AL2023.

This should be completely transparent for most users, and might only affect those who are
building compilers on AL2023.

32bit x86 (i686) Packages

As part of the 2014.09 release of AL1 it was announced that it would be the last release to produce
32-bit AMils. Thus, from the 2015.03 release of AL1, Amazon Linux no longer supported running
the system in 32-bit mode. AL2 offered limited runtime support for 32bit binaries on x86-64 hosts,
and did not provide development packages to enable the building of new 32-bit binaries. AL2023
no longer includes any 32bit userspace packages. We recomment that you complete your transition
to 64-bit code.

If you need to run 32-bit binaries on AL2023, it is possible to use the 32-bit user-space from AL2
inside an AL2 container running on top of AL2023.

1sb_release and the system-1sb-core package

Historically, some software invoked the 1sb_release command (provided in AL2 by the system-
1sb-core package) to get information about the Linux distribution that it was being run on. The
Linux Standards Base (LSB) introduced this command and Linux distributions adopted it. Linux
distributions have evolved to use the simpler standard of holding this information in /etc/os-
release and other related files.
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The os-release standard comes out of systemd. For more information, see systemd os-release
documentation.

AL2023 doesn't ship with the 1sb_release command, and doesn't include the system-1sb-
core package. Software should complete the transition to the os-release standard to maintain
compatibility with Amazon Linux and other major Linux distributions.

AL2023 kernel changes from AL2

AL2023 brings the 6.1 kernel, as well as many configuration changes to further optimize Amazon
Linux for the cloud. For most users, these changes should be completely transparent.

Security focused kernel config changes

CONFIG AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.
option aarch64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64

CONFIG_BU n y n y y y
G_ON_DATA

_CORRUPTI

ON

CONFIG_DE 4096 4096 4096 4096 65536 65536
FAULT_MMA

P_MIN_ADD

R

CONFIG_DE n y n y n n
VMEM

CONFIG_DE n y n y n n
VPORT

CONFIG_FO n y n y y y
RTIFY_SOU
RCE

CONFIG_HA N/A N/A y y N/A N/A
RDENED_US
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CONFIG
option

ERCOPY_FA

LLBACK

CONFIG_IN

IT_ON_ALL
OC_DEFAUL

T_ON

CONFIG_IN

IT_ON_FRE
E_DEFAULT

_ON

CONFIG_IO

MMU_DEFAU
LT_DMA_ST

RICT

CONFIG_LD

ISC_AUTOL

OAD

CONFIG_SC
HED_CORE

CONFIG_SC

HED_STACK
_END_CHEC

K

CONFIG_SE

CURITY_DM
ESG_RESTR

ICT

AL2/4.14/
aarch64

N/A

N/A

N/A

N/A

AL2/4.14/

x86_64

N/A

N/A

N/A

N/A

AL2/5.10/
aarch64

N/A

N/A

AL2/5.10/
x86_64

N/A

N/A

AL2023/6.

1/aarch64

N/A

AL2023/6.
1/x86_64
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CONFIG AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.
option aarch64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64

CONFIG_SE vy y y y n n
CURITY_SE

LINUX_DIS

ABLE

CONFIG_SH N/A N/A y y y y
UFFLE_PAG

E_ALLOCAT

OR

CONFIG_SL n y y y y y
AB_FREELI

ST_HARDEN

ED

CONFIG_SL n n y y y y
AB_FREELI
ST_RANDOM

x86-64 Specific Security focused kernel config changes

CONFIG option AL2/4.14/x86_64 AL2/5.10/x86_64 AL2023/6.1/x86_64
CONFIG_AM y y y

D_IOMMU

CONFIG_AM m m y

D_IOMMU_V2

CONFIG_RA N/A y y

NDOMIZE_MEMORY
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aarch64 (ARM/Graviton) Specific Security focused kernel config changes

CONFIG option AL2/4.14/aarch64 AL2/5.10/aarch64 AL2023/6.1/aarch64

CONFIG_AR N/A y y
M64_PTR_AUTH

CONFIG_AR N/A N/A y
M64_PTR_A
UTH_KERNEL

CONFIG_AR y y y
M64_SW_TT
BRO_PAN

/dev/mem, /dev/kmem and /dev/port

Amazon Linux 2023 disables /dev/mem, and /dev/port (CONFIG_DEVMEM and
CONFIG_DEVPORT) completely, building on the restrictions already in place in AL2.

The /dev/kmem code was completely removed from Linux in the 5.13 kernel, and while it was
disabled in AL2, it is now not applicable to AL2023.

This option is one of the Kernel Self Protection Project Recommended Settings.

FORTIFY_SOURCE

AL2023 enables CONFIG_FORTIFY_SOURCE on all supported architectures. This feature is a
security hardening feature. Where the compiler can determine and validate the buffer sizes, this
feature can detect buffer overflows in common string and memory functions.

This option is one of the Kernel Self Protection Project Recommended Settings.

Line Discipline autoload (CONFIG_LDISC_AUTOLOAD)

The AL2023 kernel will not automatically load line disciplines, such as by software using
the TIOCSETD ioctl, unless the request comes from a process with the CAP_SYS_MODULE
permissions.

This option is one of the Kernel Self Protection Project Recommended Settings.
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dmesg access for unprivileged users (CONFIG_SECURITY_DMESG_RESTRICT)

By default, AL2023 does not allow unprivileged users access to dmesg.

This option is one of the Kernel Self Protection Project Recommended Settings.

SELinux selinuxfs disable

AL2023 disables the deprecated CONFIG_SECURITY_SELINUX_DISABLE kernel option, which
enabled a runtime method of disabling SELinux prior to policy being loaded.

This option is one of the Kernel Self Protection Project Recommended Settings.

Other kernel configuration changes

CONFIG AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.

option aarché64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64
CONFIG_HZ 100 250 100 250 100 100
CONFIG_NR 4096 8192 4096 8192 512 512
_CPUS

CONFIG_PA vy n y n y y
NIC_ON_O0O

PS

CONFIG_PA 1 0 1 0 1 1
NIC_ON_0O0

PS_VALUE

CONFIG_PP m m m m n n
P

CONFIG_SL m m m m n n
P

CONFIG_XE N/A y N/A n N/A n
N_PV
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CONFIG_HZzZ

AL2023 sets CONFIG_HZ to 100 on both x86-64 and aarch64 platforms.
CONFIG_NR_CPUS

AL2023 sets CONFIG_NR_CPUS to a number closer to the maximum number of CPU cores found in
Amazon EC2.

Panic on OOPS

The AL2023 kernel will panic when it oopses. This feature is equivalent to booting with
oops=panic on the kernel command line.

A kernel oops is where the kernel has detected an internal error which may affect the further
reliability of the system.

PPP and SLIP Support

AL2023 does not support the PPP or SLIP protocols.
Xen PV Guest Support

AL2023 does not support running as a Xen PV guest.
Kernel Filesystem support

There have been several changes in the file systems that the kernel in AL2 will support mounting,
along with changes in the partitioning schemes that the kernel will parse.

CONFIG AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.

option aarch64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64
CONFIG_AF n m n m n n

S_FS

CONFIG_AF n m n m n n

_RXRPC

Kernel Filesystem support 39



Amazon Linux 2023

User Guide

CONFIG
option

CONFIG_BS
D_DISKLAB

EL

CONFIG_CR

AMFS

CONFIG_CR
AMFS_BLOC

KDEV

CONFIG_DM

_CLONE

CONFIG_DM

_ERA

CONFIG_DM
_INTEGRIT

Y

CONFIG_DM
_LOG_WRIT

ES

CONFIG_DM
_SWITCH

CONFIG_DM
_VERITY

CONFIG_EC
RYPT_FS

CONFIG_EX
FAT_FS

AL2/4.14/
aarch64

N/A

N/A

N/A

AL2/4.14/
x86_64

y

N/A

N/A

N/A

AL2/5.10/
aarch64

AL2/5.10/
x86_64

y

AL2023/6.
1/aarch64

N/A

AL2023/6.
1/x86_64

N/A
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CONFIG
option

CONFIG_EX

T2_FS

CONFIG_EX
T3_FS

CONFIG_GF
S2_FS

CONFIG_HF
SPLUS_FS

CONFIG_HF
S_FS

CONFIG_JF
S_FS

CONFIG_LD

M_PARTITI

N

CONFIG_MA

C_PARTITI

N

CONFIG_NF
S_V2

CONFIG_NT
FS_FS

CONFIG_RO
MFS_FS

AL2/4.14/
aarch64

AL2/4.14/
x86_64

m

AL2/5.10/
aarch64

AL2/5.10/
x86_64

m

AL2023/6.
1/aarch64

AL2023/6.
1/x86_64
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CONFIG AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.
option aarch64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64

CONFIG_SO n y n y n n
LARIS_X86

_PARTITIO

N

CONFIG_SQ n y n y y y
UASHFS_ZS
1D

CONFIG_SU n y n y n n
N_PARTITI
ON_

Andrew File System support (AFS)

The kernel is no longer built with support for the afs file system. AL2 did not ship with user-space
support for afs.

cramfs support

The kernel is no longer built with support for the cramfs file system. The successor in AL2023 is
the squashfs file system.

BSD disklabel support

The kernel is no longer built with support for BSD disk labels. If reading volumes with BSD disk
labels is required, various BSDs can be launched.

Device Mapper changes
There have been several changes to the Device Mapper targets configured in the AL2023 kernel.
eCryptFs support

The ecryptfs file system has been deprecated in Amazon Linux. The user-space components
of ecryptfs were present in AL1, removed in AL2, and AL2023 no longer builds the kernel with
ecryptfs support.
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exFAT

Support for the exFAT file system was added in the 5.10 kernel in AL2. It was not present at AL2
launch with a 4.14 kernel. AL2023 continues to support the exFAT file system.

The ext2, ext3, and ext4 file systems

AL2023 ships with the CONFIG_EXT4_USE_FOR_EXT2 option, which means that the ext4 file
system code will be used to read legacy ext?2 file systems.

CONFIG_GFS2_FS
The kernel is no longer built with CONFIG_GFS2_FS.
Apple Extended HFS file system support (HFS+)

In AL2, only the x86-64 kernels were built with the hfsplus file system support. The AL2 5.15
kernel does not include hfsplus support on any architecture. In AL2023, we complete the
deprecation of hfsplus support in Amazon Linux.

HFS file system support

In AL2, only the x86-64 kernels were built with the hfs file system support. The AL2 5.15 kernel
does not include hfs support on any architecture. In AL2023, we complete the deprecation of hfs
support in Amazon Linux.

JFS file system support

In AL2, only the x86-64 kernels were built with the jfs file system support. The AL2 5.15 kernel
does not include jfs support on any architecture. Neither AL1 or AL2 shipped with JFS userspace.
In AL2023, we complete the deprecation of jfs support in Amazon Linux.

The upstream Linux kernel is considering the removal of JFS. Therefore, if you have data on a JFS

file system, you should migrate it to another file system.

Windows Logical Disk Manager (Dynamic Disk) support
(CONFIG_LDM_PARTITION)

AL2023 no longer supports Windows 2000, Windows XP, or Windows Vista dynamic disks with MS-
DOS style partitions. This code did not ever support the newer GPT based dynamic disks introduced
with Windows Vista.
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Macintosh partition map support

AL2023 no longer supports the classic Macintosh partition map. Modern macQS versions will
create modern GPT partition tables by default over this older type.

NFSv2 support

AL2023 no longer supports NFSv2, but continues to support NFSv3, NFSv4, NFSv4.1, and NFSv4.2.
We recommend that you migrate to NFSv3 or newer.

NTFS (CONFIG_NTFS_FS)

The ntfs3 code replaced ntfs for accessing NTFS file systems on Amazon Linux as of the 5.10
kernel in AL2. AL2023 no longer includes the ntfs code, and relies exclusively on the ntfs3 code
for accessing NTFS file systems.

romfs file system

The squashfs file system is the successor of the romfs file system in Amazon Linux, and the
AL2023 kernel is no longer built with support for romfs.

Solaris x86 hard disk partition format

AL2023 no longer supports the Solaris x86 hard disk partition format.

squashfszstd compression

AL2023 adds support for zstd compressed squashfs file systems on all supported architectures.
Sun partition table support

AL2023 no longer includes support for the Sun partition table format (CONFIG_SUN_PARTITION).

Comparing packages installed on Amazon Linux 2 and Amazon
Linux 2023 AMIs

A comparison of the RPMs present on the Amazon Linux 2 and AL2023 standard AMls.

Package AL2 AMI AL2023 AMI

GeolP 1.5.0
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Package

PyYAML

acl

acpid

alternatives
amazon-chrony-config
amazon-ec2-net-utils
amazon-linux-extras
amazon-linux-extras-yum-plu
gin
amazon-linux-repo-s3
amazon-linux-sh-keys
amazon-rpm-config
amazon-ssm-agent

at

attr

audit

audit-libs

authconfig
aws-cfn-bootstrap
awscli

awscli-2

AL2 AMI

3.10

2.2.51

2.0.19

2.0.3

2.0.3

3.2.2303.0

3.1.13

2.4.46

2.8.1

2.8.1

6.2.8

2.0

1.18.147

AL2023 AMI

2.3.1

2.0.32

1.15

4.3

2.4.1

2023.4.20240319

2023.1

228

3.2.2303.0

3.1.23

2.5.1

3.0.6

3.0.6

2.0

2.14.5
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Package
basesystem
bash
bash-completion
bc
bind-export-libs
bind-libs
bind-libs-lite
bind-license
bind-utils
binutils

blktrace
boost-date-time
boost-filesystem
boost-system
boost-thread
bridge-utils
bzip2

bzip2-libs

c-ares

ca-certificates

AL2 AMI
10.0
4.2.46
2.1
1.06.95
9.11.4
9.11.4
9.11.4
9.11.4
9.11.4
2.29.1
1.0.5

1.53.0 (x86_64)

1.53.0 (x86_64)
1.53.0 (x86_64)
1.5

1.0.6

1.0.6

2023.2.64

AL2023 AMI

11

5.2.15

2.11

1.07.1

9.16.48

9.16.48

9.16.48

2.39

1.75.0

1.75.0

1.75.0

1.0.8

1.0.8

1.19.0

2023.2.64
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Package AL2 AMI AL2023 AMI
checkpolicy 3.4
chkconfig 1.7.4 1.15
chrony 4.2 4.3
cloud-init 19.3 22.2.2
cloud-init-cfg-ec2 22.2.2
cloud-utils-growpart 0.31 0.31
coreutils 8.22 8.32
coreutils-common 8.32

cpio 2.12 2.13
cracklib 2.9.0 2.9.6
cracklib-dicts 2.9.0 2.9.6
cronie 1.4.11

cronie-anacron 1.4.11

crontabs 1.11 1.11
crypto-policies 20220428
crypto-policies-scripts 20220428
cryptsetup 1.7.4 2.6.1
cryptsetup-libs 1.7.4 2.6.1

curl 8.3.0

curl-minimal 8.5.0
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Package AL2 AMI AL2023 AMI
cyrus-sasl-lib 2.1.26 2.1.27
cyrus-sasl-plain 2.1.26 2.1.27
dbus 1.10.24 1.12.28
dbus-broker 32
dbus-common 1.12.28
dbus-libs 1.10.24 1.12.28
device-mapper 1.02.170 1.02.185
device-mapper-event 1.02.170

device-mapper-event-libs 1.02.170

device-mapper-libs 1.02.170 1.02.185

device-mapper-persistent-da 0.7.3

ta

dhclient 4.2.5

dhcp-common 4.2.5

dhcp-libs 4.2.5

diffutils 33 3.8
dmidecode 3.2

dmraid 1.0.0.rc16

dmraid-events 1.0.0.rc16

dnf 4.14.0
dnf-data 4.14.0
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Package AL2 AMI AL2023 AMI
dnf-plugin-release-notifica 1.2
tion
dnf-plugin-support-info 1.2
dnf-plugins-core 4.3.0
dnf-utils 4.3.0
dosfstools 3.0.20 4.2
dracut 033 055
dracut-config-ec2 2.0 3.0
dracut-config-generic 033 055
dwz 0.14
dyninst 9.3.1 (x86_64) 10.2.1
e2fsprogs 1.42.9 1.46.5
e2fsprogs-libs 1.42.9 1.46.5
ec2-hibinit-agent 1.0.8 1.0.8
ec2-instance-connect 1.1 1.1
ec2-instance-connect-selinux 1.1 1.1
ec2-net-utils 1.7.3
ec2-utils 1.2 2.2.0
ed 1.9 1.14.2
efi-filesystem 5
efi-srpm-macros 5
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Package

efibootmgr

efivar

efivar-libs
elfutils-debuginfod-client
elfutils-default-yama-scope
elfutils-libelf

elfutils-libs

ethtool

expat

file

file-libs

filesystem

findutils

fipscheck

fipscheck-lib
fonts-srpm-macros
freetype

fstrm

fuse-libs

gawk

AL2 AMI

15 (aarch64)

31 (aarch64)

0.176
0.176
0.176
4.8
2.1.0
511
5.11
3.2
4.5.11
1.4.1

1.4.1

2.8

2.9.2

4.0.2

AL2023 AMI

38

38

0.188

0.188

0.188

0.188

5.15

2.5.0

5.39

5.39

3.14

4.8.0

2.0.5

0.6.1

2.9.9

5.1.0
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Package

gdbm

gdbm-libs

gdisk
generic-logos
gettext
gettext-libs
ghc-srpm-macros
glib2

glibc
glibc-all-langpacks
glibc-common
glibc-gconv-extra
glibc-locale-source
glibc-minimal-langpack
gmp

gnupg2
gnupg2-minimal
gnutls
go-Srpm-macros

gpgme

AL2 AMI

1.13

0.8.10

18.0.0

0.19.8.1

0.19.8.1

2.56.1

2.26

2.26

2.26

2.26

2.26

6.0.0

2.0.22

1.3.2

AL2023 AMI

1.19

1.0.8

0.21

0.21

1.5.0

2.74.7

2.34

2.34

2.34

2.34

2.34

6.2.1

2.3.7

3.8.0

3.2.0

1.15.1
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Package

gpm-libs

grep

groff-base

grub2
grub2-common
grub2-efi-aab4
grub2-efi-aab4-ec2
grub2-efi-aab4-modules
grub2-efi-x64-ec2
grub2-pc
grub2-pc-modules
grub2-tools
grub2-tools-minimal
grubby

gssproxy

gzip

hardlink

hibagent

hostname

hunspell

AL2 AMI
1.20.7

2.20

1.22.2

2.06

2.06

2.06 (aarch64)
2.06 (aarch64)
2.06 (noarch)
2.06 (x86_64)
2.06 (x86_64)
2.06 (noarch)
2.06

2.06

8.28

0.7.0

1.5

1.3

1.1.0

3.13

1.3.2

AL2023 AMI
1.20.7
3.8

1.22.4

2.06

2.06 (aarch64)

2.06 (x86_64)

2.06
2.06
2.06
8.40
0.8.4

1.12

3.23

1.7.0
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Package

hunspell-en

hunspell-en-GB
hunspell-en-US

hunspell-filesystem

hwdata
info

inih
initscripts
iproute

iptables

iptables-libs

iputils
irgbalance
jansson

jbigkit-libs

jitterentropy

iq
json-c
kbd

kbd-legacy

AL2 AMI

0.20121024

0.20121024

0.20121024

0.252

5.1

9.49.47

5.10.0

1.84

1.8.4

20180629

1.7.0

2.10

2.0

0.11

1.15.5

1.155

AL2023 AMI

0.20140811.1

0.20140811.1

0.20140811.1

1.7.0

0.353

6.7

49

10.09

5.10.0

20210202

1.9.0

2.14

3.4.1

1.7.1

0.14

2.4.0
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Package

kbd-misc

kernel
kernel-livepatch-repo-s3
kernel-srpm-macros
kernel-tools

keyutils
keyutils-libs

kmod

kmod-libs

kpartx
kpatch-runtime
krb5-libs

langtable
langtable-data
langtable-python
less

libacl

libaio

libarchive

libargon2

AL2 AMI

1.155

5.10.210

5.10.210

1.5.8

1.5.8

25

25

0.4.9

0.9.4

1.15.1

0.0.31

0.0.31

0.0.31

458

2.2.51

0.3.109

AL2023 AMI

2.4.0

6.1.79

2023.4.20240319

1.0

6.1.79

1.6.3

1.6.3

29

29

0.9.7

1.21

608

2.3.1

0.3.111

3.5.3

20171227

Amazon Linux 2 and AL2023 AMI comparison

54



Amazon Linux 2023

User Guide

Package
libassuan

libattr

libbasicobjects

libblkid
libcap
libcap-ng

libcbor

libcollection

libcom_err
libcomps
libconfig
libcroco
libcrypt

libcurl

libcurl-minimal

libdaemon

libdb

libdb-utils

libdhash

libdnf

AL2 AMI

2.1.0

2.4.46

0.1.1

2.30.2

2.54

0.7.5

0.7.0

1.42.9

1.4.9

0.6.12

2.26

8.3.0

0.14

5.3.21

5.3.21

AL2023 AMI

2.5.5

2.5.1

0.1.1

2.37.4

2.48

0.8.2

0.7.0

0.7.0

1.46.5

0.1.20

1.7.2

8.5.0

5.3.28

0.5.0

0.69.0
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Package
libdrm
libdwarf
libeconf
libedit
libestr
libev
libevent
libfastjson
libfdisk
libffi
libfido2
libgcc
libgcrypt
libgomp
libgpg-error
libibverbs
libicu
libidn
libidn2

libini_config

AL2 AMI
2.4.97

20130207 (x86_64)

3.0

0.1.9

2.0.21
0.99.4
2.30.2

3.0.13

7.3.1
1.5.3
7.3.1

1.12

50.2
1.28
2.3.0

1.3.1

AL2023 AMI

0.4.0

3.1

4.33

2.1.12

2.37.4

34.4

1.10.0

11.4.1

1.10.2

11.4.1

1.42

48.0

2.3.2

1.3.1
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Package AL2 AMI AL2023 AMI
libjpeg-turbo 2.0.90

libkcapi 1.4.0
libkcapi-hmaccalc 1.4.0
libldb 2.6.2
libmaxminddb 1.5.2
libmetalink 0.1.3 0.1.3
libmnl 1.0.3 1.0.4
libmodulemd 2.13.0
libmount 2.30.2 2.37.4
libnetfilter_conntrack 1.0.6

libnfnetlink 1.0.1

libnfsidmap 0.25 2.5.4
libnghttp2 1.41.0 1.57.0
libnl3 3.2.28 3.5.0
libnl3-cli 3.2.28

libpath_utils 0.2.1 0.2.1
libpcap 1.5.3 1.10.1
libpciaccess 0.14 (x86_64)

libpipeline 1.2.3 1.5.3
libpkgconf 1.8.0
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Package AL2 AMI AL2023 AMI
libpng 1.5.13

libpsl 0.21.5 0.211
libpwquality 1.2.3 1.4.4
libref_array 0.1.5 0.1.5
librepo 1.14.5
libreport-filesystem 2.15.2
libseccomp 2.5.2 2.5.3
libselinux 2.5 34
libselinux-utils 2.5 34
libsemanage 2.5 3.4
libsepol 2.5 3.4
libsigsegv 2.13
libsmartcols 2.30.2 2.37.4
libsolv 0.7.22
libss 1.42.9 1.46.5
libssh2 1.4.3

libsss_certmap 2.9.4
libsss_idmap 1.16.5 2.9.4
libsss_nss_idmap 1.16.5 2.9.4
libsss_sudo 2.9.4
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libstdc++
libstoragemgmt
libstoragemgmt-python
libstoragemgmt-python-clibs
libsysfs

libtalloc

libtasn1

libtdb

libteam

libtevent

libtextstyle

libtiff

libtirpc

libunistring

libuser

libutempter

libuuid

libuv

libverto

libverto-libev

AL2 AMI

7.3.1

1.6.1

1.6.1

1.6.1

2.1.0

4.10

1.27

4.0.3

0.2.4

0.9.3

0.60

1.1.6

2.30.2

0.25

AL2023 AMI

11.4.1

1.9.4

2.3.4

4.19.0

1.4.7

0.13.0

0.21

1.3.3

0.9.10

0.63

1.2.1

2.37.4

1.47.0

0.3.2

0.3.2
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Package AL2 AMI AL2023 AMI
libverto-libevent 0.2.5
libwebp 0.3.0
libxcrypt 4.4.33
libxml2 2.9.1 2.10.4
libxml2-python 2.9.1
libyaml 0.1.4 0.2.5
libzstd 1.5.5
Im_sensors-libs 3.4.0 3.6.0
Imdb-Llibs 0.9.29
logrotate 3.8.6 3.20.1
lsof 4.87 4.94.0
lua 5.1.4
lua-libs 544
lua-srpm-macros 1
lvm2 2.02.187
lvm2-Llibs 2.02.187
lz4 1.7.5
lz4-libs 1.9.4
make 3.82
man-db 2.6.3 29.3
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Package AL2 AMI AL2023 AMI
man-pages 3.53 5.10
man-pages-overrides 7.5.2

mariadb-Llibs 5.5.68

mdadm 4.0

microcode_ctl 2.1 (x86_64) 2.1 (x86_64)
mlocate 0.26

mpfr 4.1.0
mtr 0.92

nano 2.9.8 5.8
ncurses 6.0 6.2
ncurses-base 6.0 6.2
ncurses-libs 6.0 6.2
net-tools 2.0 2.0
nettle 2.7.1 3.8
newt 0.52.15 0.52.21
newt-python 0.52.15

nfs-utils 1.3.0 254
npth 1.6
nspr 4.35.0 4.35.0
nss 3.90.0 3.90.0
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nss-pem 1.0.3

nss-softokn 3.90.0 3.90.0
nss-softokn-freebl 3.90.0 3.90.0
nss-sysinit 3.90.0 3.90.0
nss-tools 3.90.0

nss-util 3.90.0 3.90.0
ntsysv 1.7.4 1.15
numactl-libs 2.09 2.0.14
ocaml-srpm-macros 6
oniguruma 6.9.7.1
openblas-srpm-macros 2
openldap 2.4.44 2.4.57
openssh 7.4p1 8.7p1
openssh-clients 7.4p1 8.7p1
openssh-server 7.4p1 8.7p1
openssl 1.0.2k 3.0.8
openssl-libs 1.0.2k 3.0.8
openssl-pkcs11 0.4.12
os-prober 1.58 1.77
p11-kit 0.23.22 0.24.1
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Package
p11-kit-trust
package-notes-srpm-macros
pam

parted

passwd

pciutils
pciutils-libs

pcre

pcre2
pcre2-syntax

perl

perl-Carp
perl-Class-Struct
perl-DynalLoader
perl-Encode
perl-Errno
perl-Exporter
perl-Fcntl
perl-File-Basename

perl-File-Path

AL2 AMI

0.23.22

1.1.8

3.1

0.79

3.5.1

3.5.1

8.32

10.23

5.16.3

1.26

2.51

5.68

2.09

AL2023 AMI

0.241

0.4

1.5.1

3.4

0.80

3.7.0

3.7.0

10.40

10.40

1.50

0.66

1.47

3.15

1.30

5.74

1.13

2.85

2.18
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perl-File-Temp
perl-File-stat
perl-Filter
perl-Getopt-Long
perl-Getopt-Std
perl-HTTP-Tiny
perl-10
perl-IPC-Open3
perl-MIME-Base64
perl-POSIX
perl-PathTools
perl-Pod-Escapes
perl-Pod-Perldoc
perl-Pod-Simple
perl-Pod-Usage
perl-Scalar-List-Utils
perl-SelectSaver
perl-Socket
perl-Storable

perl-Symbol

AL2 AMI

0.23.01

1.49

2.40

0.033

3.40

1.04

3.20

3.28

1.63

1.27

2.010

2.45

AL2023 AMI

0.231.100

1.09

2.52

1.12

0.078

1.43

1.21

3.16

1.94

3.78

1.07

3.28.01

3.42

2.01

1.56

1.02

2.032

3.21

1.08
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Package AL2 AMI AL2023 AMI
perl-Term-ANSIColor 5.01
perl-Term-Cap 1.17
perl-Text-ParseWords 3.29 3.30
perl-Text-Tabs+Wrap 2021.0726
perl-Time-HiRes 1.9725

perl-Time-Local 1.2300 1.300
perl-constant 1.27 1.33
perl-if 0.60.800
perl-interpreter 5.32.1
perl-libs 5.16.3 5.32.1
perl-macros 5.16.3

perl-mro 1.23
perl-overload 1.31
perl-overloading 0.02
perl-parent 0.225 0.238
perl-podlators 2.5.1 414
perl-srpm-macros 1
perl-subs 1.03
perl-threads 1.87

perl-threads-shared 1.43
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perl-vars

pinentry

pkgconf
pkgconf-m4
pkgconf-pkg-config
pkgconfig
plymouth
plymouth-core-libs
plymouth-scripts
pm-utils
policycoreutils
policycoreutils-python-utils
popt

postfix

procps-ng
protobuf-c

psacct

psmisc

pth

publicsuffix-list-dafsa

AL2 AMI

0.8.1

0.27.1

0.8.9

0.8.9

0.8.9

1.4.1

2.5

1.13

2.10.1

3.3.10

6.6.1

22.20

2.0.7

20240208

AL2023 AMI

1.05

1.8.0

1.8.0

1.8.0

34

34

1.18

3.3.17

1.4.1

6.6.4

23.4

20240212
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Package AL2 AMI AL2023 AMI
pygpgme 0.3

pyliblzma 0.5.3

pystache 0.5.3

python 2.7.18

python-babel 0.9.6

python-backports 1.0

python-backports-ssl_match_  3.5.0.1

hostname

python-cffi 1.6.0
python-chardet 2.2.1
python-chevron 0.13.1
python-configobij 4.7.2
python-daemon 1.6
python-devel 2.7.18
python-docutils 0.12
python-enum34 1.0.4
python-idna 2.4
python-iniparse 0.4
python-ipaddress 1.0.16
python-jinja2 2.7.2
python-jsonpatch 1.2
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Package AL2 AMI AL2023 AMI
python-jsonpointer 1.9
python-jwcrypto 0.4.2
python-kitchen 1.1.1
python-libs 2.7.18
python-lockfile 0.9.1
python-markupsafe 0.11
python-pillow 2.0.0
python-ply 3.4
python-pycparser 2.14
python-pycurl 7.19.0
python-repoze-lru 0.4
python-requests 2.6.0
python-simplejson 3.2.0
python-srpm-macros 39
python-urlgrabber 3.10
python-urllib3 1.25.9
python2-botocore 1.18.6
python2-colorama 0.3.9
python2-cryptography 1.7.2
python2-dateutil 2.6.1
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Package AL2 AMI
python2-futures 3.0.5
python2-jmespath 0.9.3
python2-jsonschema 2.5.1
python2-oauthlib 2.0.1
python2-pyasn1 0.1.9
python2-rpm 4.11.3
python2-rsa 3.4.1
python2-s3transfer 0.3.3
python2-setuptools 41.2.0
python2-six 1.11.0
python3 3.7.16

python3-attrs
python3-audit
python3-awscrt
python3-babel
python3-cffi
python3-chardet
python3-colorama
python3-configobj

python3-cryptography

AL2023 AMI

3.9.16

20.3.0

3.0.6

0.19.19

2.9.1

1.14.5

4.0.0

04.4

5.0.6

36.0.1
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Package AL2 AMI AL2023 AMI
python3-daemon 2.2.3 2.3.0
python3-dateutil 2.8.1
python3-dbus 1.2.18
python3-distro 1.5.0
python3-dnf 4.14.0
python3-dnf-plugins-core 4.3.0
python3-docutils 0.14 0.16
python3-gpg 1.15.1
python3-hawkey 0.69.0
python3-idna 2.10
python3-jinja2 2.11.3
python3-jmespath 0.10.0
python3-jsonpatch 1.21
python3-jsonpointer 2.0
python3-jsonschema 3.2.0
python3-libcomps 0.1.20
python3-libdnf 0.69.0
python3-libs 3.7.16 3.9.16
python3-libselinux 3.4
python3-libsemanage 3.4
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Package AL2 AMI AL2023 AMI
python3-libstoragemgmt 1.9.4
python3-lockfile 0.11.0 0.12.2
python3-markupsafe 1.1.1
python3-netifaces 0.10.6
python3-oauthlib 3.0.2
python3-pip 20.2.2

python3-pip-wheel 21.3.1
python3-ply 3.11
python3-policycoreutils 3.4
python3-prettytable 0.7.2
python3-prompt-toolkit 3.0.24
python3-pycparser 2.20
python3-pyrsistent 0.17.3
python3-pyserial 3.4
python3-pysocks 1.7.1
python3-pystache 0.54

python3-pytz 2022.7.1
python3-pyyaml 5.4.1
python3-requests 2.25.1
python3-rpm 4.16.1.3
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python3-ruamel-yaml
python3-ruamel-yaml-clib
python3-setools
python3-setuptools
python3-setuptools-wheel
python3-simplejson
python3-six
python3-systemd
python3-urllib3
python3-wcwidth

pyxattr

grencode-libs

quota

quota-nls

rdate

readline

rng-tools

rootfiles

rpcbind

rpm

AL2 AMI

49.1.3

3.2.0

0.5.1

3.4.1

4.01

4.01

1.4

6.2

6.8

8.1

0.2.0

411.3

AL2023 AMI

0.16.6

0.1.2

4.4.1

59.6.0

59.6.0

1.15.0

235

1.25.10

0.25

4.06

4.06

8.1

6.14

8.1

1.2.6

4.16.1.3
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Package AL2 AMI AL2023 AMI
rpm-build-libs 4.11.3 4.16.1.3
rpm-libs 4.11.3 4.16.1.3
rpm-plugin-selinux 4.16.1.3
rpm-plugin-systemd-inhibit 4.11.3 4.16.1.3
rpm-sign-libs 4.16.1.3
rsync 3.1.2 3.2.6
rsyslog 8.24.0
rust-srpm-macros 21
sbsigntools 094
scl-utils 20130529
screen 4.1.0 4.8.0
sed 4.2.2 4.8
selinux-policy 3.13.1 37.22
selinux-policy-targeted 3.13.1 37.22
setserial 2.17
setup 2.8.71 2.13.7
setuptool 1.19.11
sgpio 1.2.0.10
shadow-utils 4.1.5.1 4.9
shared-mime-info 1.8
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slang

sqlite

sqlite-libs
sssd-client
sssd-common
sssd-kecm
sssd-nfs-idmap
strace

sudo
sysctl-defaults
sysstat
system-release
systemd
systemd-libs
systemd-networkd
systemd-pam
systemd-resolved
systemd-sysv
systemd-udev

systemtap-runtime

AL2 AMI

2.2.4

3.7.17

1.16.5

4.26

1.8.23

1.0

10.1.5

219

219

219

4.5

AL2023 AMI

2.3.2

3.40.0

2.9.4

2.9.4

2.9.4

2.9.4

5.16

1.9.14

1.0

12.5.6

2023.4.20240319

252.16

252.16

252.16

252.16

252.16

252.16

4.8
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Package AL2 AMI AL2023 AMI
sysvinit-tools 2.88

tar 1.26 1.34

tbb 2020.3
tcp_wrappers 7.6

tcp_wrappers-libs 7.6

tcpdump 4.9.2 4.99.1
tesh 6.18.01 6.24.07
teamd 1.27

time 1.7 1.9
traceroute 2.0.22 2.1.3
tzdata 2024a 2024a
unzip 6.0 6.0
update-motd 1.1.2 2.2
usermode 1.111

userspace-rcu 0.12.1
ustr 1.0.4

util-linux 2.30.2 2.37.4
util-linux-core 2.37.4
vim-common 9.0.2153 9.0.2153
vim-data 9.0.2153 9.0.2153
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Package AL2 AMI AL2023 AMI
vim-enhanced 9.0.2153 9.0.2153
vim-filesystem 9.0.2153 9.0.2153
vim-minimal 9.0.2153 9.0.2153
virt-what 1.18

wget 1.14 1.21.3
which 2.20 2.21
words 3.0 3.0
xfsdump 3.1.8 3.1.11
xfsprogs 5.0.0 5.18.0
xxd 9.0.2153 9.0.2153
xxhash-libs 0.8.0

Xz 5.2.2 5.25
xz-libs 5.2.2 5.25
yajl 2.0.4

yum 3.4.3 4.14.0
yum-langpacks 0.4.2

yum-metadata-parser 1.1.4

yum-plugin-priorities 1.1.31

yum-utils 1.1.31

zip 3.0 3.0
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Package AL2 AMI
zlib 1.2.7
zram-generator

zram-generator-defaults

zstd

AL2023 AMI

1.2.11

1.1.2

1.1.2

1.5.5

Comparing packages installed on Amazon Linux 2 and Amazon

Linux 2023 Minimal AMIs

A comparison of the RPMs present on the Amazon Linux 2 and AL2023 Minimal AMls.

Package AL2 Minimal
PyYAML 3.10
acl 2.2.51

alternatives

amazon-chrony-config
amazon-ec2-net-utils
amazon-linux-extras 2.0.3
amazon-linux-repo-s3

amazon-linux-sb-keys

audit 2.8.1
audit-libs 2.8.1
authconfig 6.2.8

AL2023 Minimal

1.15

4.3

2.4.1

2023.4.20240319

2023.1

3.0.6

3.0.6
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awscli-2
basesystem

bash
bind-export-libs
bzip2-libs
ca-certificates
checkpolicy
chkconfig

chrony

cloud-init
cloud-init-cfg-ec2
cloud-utils-growpart
coreutils
coreutils-common
cpio

cracklib
cracklib-dicts
cronie
cronie-anacron

crontabs

AL2 Minimal

10.0

4.2.46

9.11.4

1.0.6

2023.2.64

1.7.4

4.2

19.3

0.31

8.22

2.12

2.9.0

2.9.0

1.4.11

1.4.11

1.11

AL2023 Minimal

2.14.5

11

5.2.15

1.0.8

2023.2.64

3.4

4.3

22.2.2

22.2.2

0.31

8.32

8.32

2.13

2.9.6

2.9.6
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crypto-policies
cryptsetup-libs
curl
curl-minimal
cyrus-sasl-lib
dbus
dbus-broker
dbus-common
dbus-libs
device-mapper
device-mapper-libs
dhclient
dhcp-common
dhcp-libs
diffutils

dnf

dnf-data

dnf-plugin-release-notifica

tion

dnf-plugin-support-info

dnf-plugins-core

AL2 Minimal

1.7.4

8.3.0

2.1.26

1.10.24

1.10.24

1.02.170

1.02.170

4.2.5

4.2.5

4.2.5

3.3

AL2023 Minimal

20220428

2.6.1

8.5.0

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185

3.8

4.14.0

4.14.0

1.2

1.2

4.3.0
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dracut 033 055
dracut-config-ec2 2.0 3.0
dracut-config-generic 033 055
e2fsprogs 1.42.9 1.46.5
e2fsprogs-libs 1.42.9 1.46.5
ec2-utils 1.2 2.2.0
efi-filesystem 5
efibootmgr 15 (aarch64)
efivar 38
efivar-libs 31 (aarch64) 38
elfutils-default-yama-scope 0.176 0.188
elfutils-libelf 0.176 0.188
elfutils-libs 0.176 0.188
expat 2.1.0 2.5.0
file 5.11 5.39
file-libs 5.11 5.39
filesystem 3.2 3.14
findutils 4.5.11 4.8.0
fipscheck 1.4.1
fipscheck-lib 1.4.1
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freetype

fuse-libs

gawk

gdbm

gdbme-libs

gdisk

gettext
gettext-libs

glib2

glibc
glibc-all-langpacks
glibc-common
glibc-locale-source
glibc-minimal-langpack
gmp

gnupg2
gnupg2-minimal
gnutls

gpgme

grep

AL2 Minimal

2.8

2.9.2

4.0.2

1.13

0.8.10

0.19.8.1

0.19.8.1

2.56.1

2.26

2.26

2.26

2.26

2.26

6.0.0

2.0.22

1.3.2

2.20

AL2023 Minimal

2.9.9

5.1.0

1.19

1.0.8

0.21

0.21

2.74.7

2.34

2.34

2.34

2.34

6.2.1

2.3.7

3.8.0

1.15.1

3.8
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groff-base
grub2
grub2-common
grub2-efi-aab4

grub2-efi-aab4-ec2

grub2-efi-aab4-modules

grub2-efi-x64-ec2
grub2-pc
grub2-pc-modules
grub2-tools
grub2-tools-minimal
grubby

gzip

hardlink

hostname

hwdata

info

inih

initscripts

iproute

AL2 Minimal
1.22.2

2.06

2.06

2.06 (aarch64)
2.06 (aarch64)
2.06 (noarch)
2.06 (x86_64)
2.06 (x86_64)
2.06 (noarch)
2.06

2.06

8.28

1.5

1.3

3.13

5.1

9.49.47

5.10.0

AL2023 Minimal

1.22.4

2.06

2.06 (aarch64)

2.06 (x86_64)

2.06
2.06
2.06
8.40

1.12

3.23

0.353

49
10.09

5.10.0
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iptables
iptables-libs
iputils
irgbalance
jansson
jitterentropy
iq

json-c

kbd
kbd-misc

kernel

kernel-livepatch-repo-s3

keyutils-libs
kmod
kmod-libs
kpartx
krb5-libs
less

libacl

libarchive

AL2 Minimal

1.8.4

1.8.4

20180629

1.7.0

4.14.336

1.5.8

25

25

0.4.9

1.15.1

458

2.2.51

AL2023 Minimal

20210202

1.9.0

2.14

3.4.1

1.7.1

0.14

2.4.0

2.4.0

6.1.79

2023.4.20240319

1.6.3

29

29

1.21

608

2.3.1

353
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libargon2
libassuan
libattr
libblkid
libcap
libcap-ng
libcbor
libcom_err
libcomps
libcroco
libcrypt

libcurl

libcurl-minimal

libdb
libdb-utils
libdnf
libeconf
libedit
libestr

libfastjson

AL2 Minimal

2.1.0

2.4.46

2.30.2

2.54

0.7.5

1.42.9

0.6.12

2.26

8.3.0

5.3.21

5.3.21

3.0

0.1.9

0.99.4

AL2023 Minimal

20171227

2.5.5

2.5.1

2.37.4

2.48

0.8.2

0.7.0

1.46.5

0.1.20

8.5.0

5.3.28

0.69.0

0.4.0

3.1
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Package

libfdisk

libffi

libfido2

libgcc

libgcrypt

libgomp
libgpg-error
libicu

libidn

libidn2

libkcapi
libkcapi-hmaccalc
libmetalink
libmnl
libmodulemd
libmount
libnetfilter_conntrack
libnfnetlink
libnghttp2

libpcap

AL2 Minimal

2.30.2

3.0.13

7.3.1

1.5.3

7.3.1

1.12

50.2

1.28

2.3.0

0.1.3

1.0.3

2.30.2

1.0.6

1.0.1

1.41.0

1.5.3

AL2023 Minimal

2.37.4

344

1.10.0

11.4.1

1.10.2

11.4.1

1.42

2.3.2

1.4.0

1.4.0

1.0.4

2.13.0

2.37.4

1.57.0

Amazon Linux 2 and AL2023 Minimal AMI comparison

85



Amazon Linux 2023

User Guide

Package
libpipeline
libpng

libpsl
libpwquality
librepo
libreport-filesystem
libseccomp
libselinux
libselinux-utils
libsemanage
libsepol
libsigsegv
libsmartcols
libsolv

libss

libssh2
libstdc++
libsysfs
libtasn1

libtextstyle

AL2 Minimal

1.2.3

1.5.13

0.21.5

1.2.3

2.5.2

2.5

2.5

2.5

2.5

2.30.2

1.42.9

1.4.3

7.3.1

2.1.0

410

AL2023 Minimal

1.5.3

0.21.1

1.4.4

1.14.5

2.15.2

2.5.3

34

34

34

34

2.13

2.37.4

0.7.22

1.46.5

11.4.1

4.19.0

0.21
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Package AL2 Minimal AL2023 Minimal
libunistring 0.9.3 0.9.10
libuser 0.60 0.63
libutempter 1.1.6 1.2.1
libuuid 2.30.2 2.37.4
libverto 0.2.5 0.3.2
libxcrypt 4.4.33
libxml2 2.9.1 2.10.4
libyaml 0.1.4 0.2.5
libzstd 1.5.5
logrotate 3.8.6 3.20.1
lua 5.1.4
lua-libs 544
lz4 1.7.5
z4-libs 194
make 3.82
man-db 2.6.3 29.3
mariadb-libs 5.5.68
microcode_ctl 2.1 (x86_64) 2.1 (x86_64)
mpfr 4.1.0
ncurses 6.0 6.2
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Package
ncurses-base
ncurses-libs
net-tools
nettle

newt
newt-python
npth

nspr

nss

nss-pem

nss-softokn

nss-softokn-freebl

nss-sysinit
nss-tools
nss-util
numactl-libs
oniguruma
openldap

openssh

openssh-clients

AL2 Minimal
6.0

6.0

2.0

2.7.1

0.52.15

0.52.15

4.35.0
3.90.0
1.0.3

3.90.0
3.90.0
3.90.0
3.90.0
3.90.0

2.0.9

2.4.44
7.4p1

7.4p1

AL2023 Minimal
6.2
6.2
2.0

3.8

1.6

2.0.14
6.9.7.1
2.4.57
8.7p1

8.7p1
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Package AL2 Minimal AL2023 Minimal
openssh-server 7.4p1 8.7p1
openssl 1.0.2k 3.0.8
openssl-libs 1.0.2k 3.0.8
openssl-pkcs11 0.4.12
os-prober 1.58 1.77
p11-kit 0.23.22 0.24.1
p11-kit-trust 0.23.22 0.24.1
pam 1.1.8 1.51
passwd 0.79 0.80
pciutils 3.7.0
pciutils-libs 3.7.0
pcre 8.32

pcre2 10.23 10.40
pcre2-syntax 10.40
pinentry 0.8.1

pkgconfig 0.27.1

policycoreutils 2.5 3.4
popt 1.13 1.18
postfix 2.10.1

procps-ng 3.3.10 3.3.17
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Package

psmisc

pth
publicsuffix-list-dafsa
pygpgme

pyliblzma

python

python-babel

python-backports

python-backports-ssl_match_

hostname
python-cffi
python-chardet
python-configobj
python-devel
python-enum34
python-idna
python-iniparse
python-ipaddress
python-jinja2
python-jsonpatch

python-jsonpointer

AL2 Minimal

22.20

2.0.7

20240208

0.3

0.5.3

2.7.18

0.9.6

1.0

3.5.0.1

1.6.0

2.2.1

4.7.2

2.7.18

1.0.4

2.4

0.4

1.0.16

2.7.2

1.2

1.9

AL2023 Minimal

23.4

20240212
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python-jwcrypto
python-libs
python-markupsafe
python-ply
python-pycparser
python-pycurl
python-repoze-lru
python-requests
python-urlgrabber
python-urllib3
python2-cryptography
python2-jsonschema
python2-oauthlib
python2-pyasn1
python2-rpm
python2-setuptools
python2-six

python3
python3-attrs

python3-audit

AL2 Minimal

0.4.2

2.7.18

0.11

3.4

2.14

7.19.0

0.4

2.6.0

3.10

1.25.9

1.7.2

2.5.1

2.0.1

0.1.9

411.3

41.2.0

1.11.0

AL2023 Minimal

3.9.16

20.3.0

3.0.6
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Package AL2 Minimal
python3-awscrt
python3-babel
python3-cffi
python3-chardet
python3-colorama
python3-configobj
python3-cryptography
python3-dateutil
python3-dbus
python3-distro
python3-dnf
python3-dnf-plugins-core
python3-docutils
python3-gpg
python3-hawkey
python3-idna
python3-jinja2
python3-jmespath
python3-jsonpatch

python3-jsonpointer

AL2023 Minimal

0.19.19

2.9.1

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.8.1

1.2.18

1.5.0

4.14.0

4.3.0

0.16

1.15.1

0.69.0

2.10

2.11.3

0.10.0

1.21

2.0
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Package AL2 Minimal
python3-jsonschema
python3-libcomps
python3-libdnf
python3-libs
python3-libselinux
python3-libsemanage
python3-markupsafe
python3-netifaces
python3-oauthlib
python3-pip-wheel
python3-ply
python3-policycoreutils
python3-prettytable
python3-prompt-toolkit
python3-pycparser
python3-pyrsistent
python3-pyserial
python3-pysocks
python3-pytz

python3-pyyaml

AL2023 Minimal

3.2.0

0.1.20

0.69.0

3.9.16

3.4

3.4

1.1.1

0.10.6

3.0.2

21.3.1

3.11

34

0.7.2

3.0.24

2.20

0.17.3

3.4

1.7.1

2022.7.1

5.4.1
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Package AL2 Minimal
python3-requests
python3-rpm
python3-ruamel-yaml
python3-ruamel-yaml-clib
python3-setools
python3-setuptools
python3-setuptools-wheel
python3-six
python3-systemd
python3-urllib3

python3-wcwidth

pyxattr 0.5.1
grencode-libs 3.4.1
readline 6.2
rng-tools 6.8
rootfiles 8.1
rpm 4.11.3
rpm-build-libs 4.11.3
rpm-libs 4.11.3

rpm-plugin-selinux

AL2023 Minimal

2.25.1

4.16.1.3

0.16.6

0.1.2

4.4.1

59.6.0

59.6.0

1.15.0

235

1.25.10

0.2.5

8.1

6.14

8.1

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3
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Package
rpm-plugin-systemd-inhibit
rpm-sign-libs

rsyslog

sbsigntools

sed

selinux-policy
selinux-policy-targeted
setup

shadow-utils
shared-mime-info
slang

sqlite

sqlite-libs

sudo

sysctl-defaults
system-release
systemd

systemd-libs
systemd-networkd

systemd-pam

AL2 Minimal

4.11.3

8.24.0

4.2.2

3.13.1

3.13.1

2.8.71

4.1.5.1

1.8

2.2.4

3.7.17

1.8.23

1.0

219

219

AL2023 Minimal

4.16.1.3

4.16.1.3

0.9.4

4.8

37.22

37.22

2.13.7

4.9

3.40.0

1.9.14

1.0

2023.4.20240319

252.16

252.16

252.16

252.16
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Package
systemd-resolved
systemd-sysv
systemd-udev
sysvinit-tools

tar
tcp_wrappers-libs
tzdata
update-motd
userspace-rcu
ustr

util-linux
util-linux-core
vim-data
vim-minimal
which

xfsprogs

Xz

xz-libs

yum

yum-metadata-parser

AL2 Minimal

219

2.88

1.26

7.6

2024a

1.1.2

1.0.4

2.30.2

9.0.2153

9.0.2153

2.20

5.0.0

5.2.2

5.2.2

3.4.3

1.1.4

AL2023 Minimal

252.16

252.16

1.34

2024a

2.2

0.12.1

2.37.4

2.37.4

9.0.2153

9.0.2153

2.21

5.18.0

5.25

5.2.5

4.14.0
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Package
yum-plugin-priorities
zlib

zram-generator
zram-generator-defaults

zstd

AL2 Minimal

1.1.31

1.2.7

AL2023 Minimal

1.2.11

1.1.2

1.1.2

1.5.5

Comparing packages installed on Amazon Linux 2 and Amazon

Linux 2023 base container images

A comparison of the RPMs present on the Amazon Linux 2 and AL2023 base container images.

Package

alternatives
amazon-linux-extras
amazon-linux-repo-cdn
audit-libs

basesystem

bash

bzip2-libs
ca-certificates
chkconfig

coreutils

AL2 Container

2.0.3

10.0

4.2.46

1.0.6

2023.2.64

1.7.4

8.22

AL2023 Container

1.15

2023.4.20240319

3.0.6

11

5.2.15

1.0.8

2023.2.64
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Package AL2 Container AL2023 Container
coreutils-single 8.32
cpio 2.12
crypto-policies 20220428
curl 8.3.0
curl-minimal 8.5.0
cyrus-sasl-lib 2.1.26
diffutils 33
dnf 4.14.0
dnf-data 4.14.0
elfutils-default-yama-scope 0.188
elfutils-libelf 0.176 0.188
elfutils-libs 0.188
expat 2.1.0 2.5.0
file-libs 5.11 5.39
filesystem 3.2 3.14
findutils 4.5.11
gawk 4.0.2 5.1.0
gdbm 1.13
gdbm-libs 1.19
glib2 2.56.1 2.74.7
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Package AL2 Container AL2023 Container
glibc 2.26 2.34
glibc-common 2.26 2.34
glibc-langpack-en 2.26
glibc-minimal-langpack 2.26 2.34
gmp 6.0.0 6.2.1
gnupg?2 2.0.22
gnupg2-minimal 2.3.7
gpgme 1.3.2 1.15.1
grep 2.20 3.8
info 5.1
json-c 0.14
keyutils-libs 1.5.8 1.6.3
krb5-libs 1.15.1 1.21
libacl 2.2.51 2.3.1
libarchive 353
libassuan 2.1.0 2.55
libattr 2.4.46 2.5.1
libblkid 2.30.2 2.37.4
libcap 2.54 2.48
libcap-ng 0.8.2
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Package AL2 Container AL2023 Container
libcom_err 1.42.9 1.46.5
libcomps 0.1.20
libcrypt 2.26
libcurl 8.3.0
libcurl-minimal 8.5.0
libdb 5.3.21
libdb-utils 5.3.21
libdnf 0.69.0
libffi 3.0.13 344
libgcc 7.3.1 11.4.1
libgcrypt 1.5.3 1.10.2
libgomp 11.4.1
libgpg-error 1.12 1.42
libidn2 2.3.0 2.3.2
libmetalink 0.1.3
libmodulemd 2.13.0
libmount 2.30.2 2.37.4
libnghttp2 1.41.0 1.57.0
libpsl 0.21.5 0.21.1
librepo 1.14.5
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Package AL2 Container AL2023 Container
libreport-filesystem 2.15.2
libselinux 2.5 3.4
libsepol 2.5 34
libsigsegv 2.13
libsmartcols 2.37.4
libsolv 0.7.22
libssh2 1.4.3

libstdc++ 7.3.1 11.4.1
libtasn1 4.10 4.19.0
libunistring 0.9.3 0.9.10
libuuid 2.30.2 2.37.4
libverto 0.2.5 0.3.2
libxcrypt 4.4.33
libxml2 2.9.1 2.10.4
libyaml 0.2.5
libzstd 1.5.5
lua 5.1.4

lua-Llibs 5.4.4
lz4-libs 1.9.4
mpfr 4.1.0
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Package AL2 Container AL2023 Container
ncurses 6.0

ncurses-base 6.0 6.2
ncurses-libs 6.0 6.2
npth 1.6
nspr 4.35.0

nss 3.90.0

nss-pem 1.0.3

nss-softokn 3.90.0

nss-softokn-freebl 3.90.0

nss-sysinit 3.90.0

nss-tools 3.90.0

nss-util 3.90.0

openldap 2.4.44

openssl-libs 1.0.2k 3.0.8
p11-kit 0.23.22 0.24.1
p11-kit-trust 0.23.22 0.24.1
pcre 8.32

pcre2 10.40
pcre2-syntax 10.40
pinentry 0.8.1
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Package

popt

pth
publicsuffix-list-dafsa
Pygpgme
pyliblzma

python
python-iniparse
python-libs
python-pycurl
python-urlgrabber
python2-rpm
python3
python3-dnf
python3-gpg
python3-hawkey
python3-libcomps
python3-libdnf
python3-libs
python3-pip-wheel

python3-rpm

AL2 Container

1.13

2.0.7

20240208

0.3

0.5.3

2.7.18

0.4

2.7.18

7.19.0

3.10

411.3

AL2023 Container

1.18

20240212

3.9.16

4.14.0

1.15.1

0.69.0

0.1.20

0.69.0

3.9.16

21.3.1

4.16.1.3
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Package AL2 Container AL2023 Container
python3-setuptools-wheel 59.6.0
pyxattr 0.5.1

readline 6.2 8.1

rpm 4.11.3 4.16.1.3
rpm-build-libs 4.11.3 4.16.1.3
rpm-libs 4.11.3 4.16.1.3
rpm-sign-libs 4.16.1.3
sed 4.2.2 4.8
setup 2.8.71 2.13.7
shared-mime-info 1.8

sqlite 3.7.17

sqlite-libs 3.40.0
system-release 2 2023.4.20240319
tzdata 2024a 2024a
vim-data 9.0.2153

vim-minimal 9.0.2153

xz-libs 5.2.2 5.2.5
yum 3.4.3 4.14.0
yum-metadata-parser 1.1.4

yum-plugin-ovl 1.1.31
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Package AL2 Container AL2023 Container
yum-plugin-priorities 1.1.31
zlib 1.2.7 1.2.11
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Comparing AL1 and AL2023

The following topics describe key differences between AL1 and AL2023 that aren't already covered
by the comparison with AL2.

® Note

AL1 reached its end-of-life (EOL) on December 31, 2023 and will not receive any security
updates or bug fixes starting January 1, 2024. For more information about AL1 EOL and
maintenance support, see the blog post Update on Amazon Linux AMI end-of-life. We
recommend that you upgrade applications to AL2023, which includes long-term support
until 2028.

Topics

» Support for each release

» systemd replaces upstart as init system

« Python 2.6 and 2.7 has been replaced with Python 3

» OpenJDK 8 as oldest JDK

o AL2023 kernel changes from Amazon Linux 1 (AL1)

« Comparing packages installed on Amazon Linux 1 (AL1) and Amazon Linux 2023 AMls

(
« Comparing packages installed on Amazon Linux 1 (AL1) and Amazon Linux 2023 Minimal AMIs
(

« Comparing packages installed on Amazon Linux 1 (AL1) and Amazon Linux 2023 base container

Images

Support for each release

For AL2023, we offer five years of support from the release date. AL1 ended standard support as of
December 31, 2020 and ended maintenance support as of December 31, 2023.

For more information, see Release cadence.
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systemd replaces upstart as init system

In AL2 upstart was replaced by systemd as the init system. AL2023 also uses systemd as its
init system, further adopting new features and functionality of systemd.

Python 2.6 and 2.7 has been replaced with Python 3

Although AL1 marked Python 2.6 as EOL with the 2018.03 release, the packages were still
available in the repositories to install. AL2 shipped with Python 2.7 as the earliest supported
Python version, and AL2023 completes the transition to Python 3. No Python 2.x versions are
included in the AL2023 repositories.

For more information on Python on Amazon Linux, see Python in AL2023.

OpenlJDK 8 as oldest JDK

AL2023 ships with Amazon Corretto as the default (and only) Java Development Kit (JDK). All Java
based packages in AL2023 are built with Amazon Corretto 17.

In AL1, OpenJDK 1.6.0 (java-1.6.0-openjdk) went EOL with the first 2018.03 release, and
OpenJDK 1.7.0 (java-1.7.0-openjdk) went EOL in mid-2020, although both versions were
available in the AL1 repositories. The earliest OpenJDK version available in AL2023 is OpenJDK 8,
provided by Amazon Corretto 8.

AL2023 kernel changes from Amazon Linux 1 (AL1)

Kernel Live Patching

Both AL2023 and AL2 add support for kernel live-patching functionality. This allows you to patch
critical and important security vulnerabilities in the Linux kernel without reboot or downtime. For
more information, see Kernel Live Patching on AL2023.

Kernel file system support

There have been several changes in the file systems that the kernel in AL1 will support mounting,
along with changes in the partitioning schemes that the kernel will parse.
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CONFIG option

CONFIG_AFS_FS

CONFIG_AF_RXRPC

CONFIG_BS
D_DISKLABEL

CONFIG_CRAMFS

CONFIG_CR
AMFS_BLOCKDEV

CONFIG_DM_CLONE

CONFIG_DM_ERA

CONFIG_DM
_INTEGRITY

CONFIG_DM
_LOG_WRITES

CONFIG_DM
_SWITCH

CONFIG_DM
_VERITY

CONFIG_EC
RYPT_FS

CONFIG_EXFAT_FS

CONFIG_EXT2_FS

CONFIG_EXT3_FS

CONFIG_GFS2_FS

AL1/4.14/x86_64
m

m

N/A

N/A

N/A

AL2023/6.1/aarch64

N/A

AL2023/6.1/x86_64

N/A

Kernel file system support
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CONFIG option

CONFIG_HF
SPLUS_FS

CONFIG_HFS_FS

CONFIG_JFS_FS

CONFIG_LD
M_PARTITION

CONFIG_MA
C_PARTITION

CONFIG_NFS_V2

CONFIG_NTFS_FS

CONFIG_ROMFS_FS

CONFIG_SO
LARIS_X86
_PARTITION

CONFIG_SQ
UASHFS_ZSTD

CONFIG_SU
N_PARTITION

AL1/4.14/x86_64

m

AL2023/6.1/aarch64

Security focused kernel config changes

CONFIG option

CONFIG_BU
G_ON_DATA
_CORRUPTION

AL1/4.14/x86_64

y

AL2023/6.1/aarch64

y

AL2023/6.1/x86_64

AL2023/6.1/x86_64

y

Security focused kernel config changes
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CONFIG option

CONFIG_DE
FAULT_MMA
P_MIN_ADDR

CONFIG_DEVMEM

CONFIG_DEVPORT

CONFIG_FO
RTIFY_SOURCE

CONFIG_HA
RDENED_US
ERCOPY_FA
LLBACK

CONFIG_IN
IT_ON_ALL
OC_DEFAULT_ON

CONFIG_IN
IT_ON_FRE
E_DEFAULT_ON

CONFIG_IO
MMU_DEFAU
LT_DMA_STRICT

CONFIG_LD
ISC_AUTOLOAD

CONFIG_SC
HED_CORE

CONFIG_SC
HED_STACK
_END_CHECK

AL1/4.14/x86_64

4096

N/A

N/A

N/A

N/A

N/A

AL2023/6.1/aarch64

65536

N/A

N/A

AL2023/6.1/x86_64

65536

N/A
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CONFIG option

CONFIG_SE
CURITY_DM
ESG_RESTRICT

CONFIG_SE
CURITY_SE
LINUX_DISABLE

CONFIG_SH
UFFLE_PAG
E_ALLOCATOR

CONFIG_SL
AB_FREELI
ST_HARDENED

CONFIG_SL
AB_FREELI
ST_RANDOM

Other kernel configuration changes

CONFIG option
CONFIG_HZ

CONFIG_NR_CPUS

CONFIG_PA
NIC_ON_OOPS

CONFIG_PA
NIC_ON_O0O
PS_VALUE

AL1/4.14/x86_64

N/A

AL1/4.14/x86_64
250

8192

AL2023/6.1/aarch64

y

AL2023/6.1/aarch64
100

512

AL2023/6.1/x86_64

y

AL2023/6.1/x86_64
100

512

Other kernel configuration changes
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CONFIG option

CONFIG_PPP

CONFIG_SLIP

CONFIG_XEN_PV

AL1/4.14/x86_64
m

m

y

AL2023/6.1/aarch64 AL2023/6.1/x86_64

Comparing packages installed on Amazon Linux 1 (AL1) and
Amazon Linux 2023 AMis

A comparison of the RPMs present on the AL1 and AL2023 standard AMls.

Package

acl

acpid

alsa-lib

alternatives
amazon-chrony-config
amazon-ec2-net-utils
amazon-linux-repo-s3
amazon-linux-sbh-keys
amazon-rpm-config
amazon-ssm-agent

at

attr

AL1 AMI

2.2.49

2.0.19

1.0.22

3.2.1705.0

3.1.10

2.4.46

AL2023 AMI

2.3.1

2.0.32

1.15

4.3

2.4.1

2023.3.20240219

2023.1

228

3.2.2222.0

3.1.23

2.5.1
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Package

audit

audit-libs
authconfig
aws-amitools-ec2
aws-cfn-bootstrap
aws-cli

awscli-2
basesystem

bash
bash-completion
bc

bind-libs
bind-license
bind-utils

binutils
boost-filesystem
boost-system
boost-thread
bzip2

bzip2-libs

AL1 AMI

2.6.5

2.6.5

6.2.8

1.5.13

1.4

1.18.107

10.0

4.2.46

1.06.95

9.8.2

9.8.2

2.27

1.0.6

1.0.6

AL2023 AMI

3.0.6

3.0.6

2.0

2.14.5

11

5.2.15

2.11

1.07.1

9.16.42

9.16.42

9.16.42

2.39

1.75.0

1.75.0

1.75.0

1.0.8

1.0.8
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Package

c-ares
ca-certificates
checkpolicy
chkconfig

chrony
cloud-disk-utils
cloud-init
cloud-init-cfg-ec2
cloud-utils-growpart
copy-jdk-configs
coreutils
coreutils-common
cpio

cracklib
cracklib-dicts
cronie
cronie-anacron
crontabs
crypto-policies

crypto-policies-scripts

AL1 AMI

2023.2.62

2.1.10

1.3.49.3

0.27

0.7.6

3.3

8.22

2.10

2.8.16

2.8.16

1.4.4

1.4.4

1.10

AL2023 AMI

1.19.0

2023.2.64

3.4

1.15

4.3

22.2.2

22.2.2

0.31

8.32

8.32

2.13

2.9.6

2.9.6

1.11

20220428

20220428
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Package

cryptsetup
cryptsetup-libs

curl

curl-minimal
cyrus-sasl
cyrus-sasl-lib
cyrus-sasl-plain

dash

db4

db4-utils

dbus

dbus-broker
dbus-common
dbus-libs
dejavu-fonts-common
dejavu-sans-fonts
dejavu-serif-fonts
device-mapper
device-mapper-event

device-mapper-event-libs

AL1 AMI

1.6.7

1.6.7

7.61.1

2.1.23

2.1.23

2.1.23

0.5.5.1

4.7.25

4.7.25

1.6.12

1.6.12

2.33

2.33

2.33

1.02.135

1.02.135

1.02.135

AL2023 AMI

2.6.1

2.6.1

8.5.0

2.1.27

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185
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Package

device-mapper-libs

device-mapper-persistent-da

ta

dhclient
dhcp-common
diffutils
dmraid
dmraid-events
dnf

dnf-data

dnf-plugin-release-notifica
tion

dnf-plugin-support-info
dnf-plugins-core

dnf-utils

dosfstools

dracut

dracut-config-ec2
dracut-config-generic
dracut-modules-growroot

dump

AL1 AMI

1.02.135

0.6.3

4.1.1

4.1.1

3.3

1.0.0.rc16

1.0.0.rc16

004

0.20

0.4

AL2023 AMI

1.02.185

3.8

4.12.0

4.12.0

1.2

1.2

4.1.0

4.1.0

4.2

055

3.0

055
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Package AL1 AMI AL2023 AMI
dwz 0.14
dyninst 10.2.1
e2fsprogs 1.43.5 1.46.5
e2fsprogs-libs 1.43.5 1.46.5
ec2-hibinit-agent 1.0.0 1.0.8
ec2-instance-connect 1.1
ec2-instance-connect-selinux 1.1
ec2-net-utils 0.7

ec2-utils 0.7 2.1.0
ed 1.1 1.14.2
efi-filesystem 5
efi-srpm-macros 5
efivar 38
efivar-libs 38
elfutils-debuginfod-client 0.188
elfutils-default-yama-scope 0.188
elfutils-libelf 0.168 0.188
elfutils-libs 0.188
epel-release 6

ethtool 3.15 5.15
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Package
expat

file

file-libs
filesystem
findutils
fipscheck
fipscheck-lib

fontconfig

fontpackages-filesystem

fonts-srpm-macros
freetype

fstrm

fuse-libs

gawk

gdbm

gdbm-libs

gdisk

generic-logos
get_reference_source

gettext

AL1 AMI

2.1.0

5.37

5.37

2.4.30

4.4.2

1.3.1

1.3.1

2.8.0

1.41

2.3.11

2.9.4

3.1.7

1.8.0

0.8.10

17.0.0

1.2

AL2023 AMI

2.5.0

5.39

5.39

3.14

4.8.0

2.0.5

0.6.1

2.9.9

5.1.0

1.19

1.0.8

0.21
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Package
gettext-libs
ghc-srpm-macros
giflib

glib2

glibc
glibc-all-langpacks
glibc-common
glibc-gconv-extra
glibc-locale-source
gmp

gnupg?2
gnupg2-minimal
gnutls
go-Srpm-macros
gpgme

gpm-libs

grep

groff

groff-base

grub

AL1 AMI

4.1.6

2.36.3

2.17

2.17

6.0.0

2.0.28

1.4.3

1.20.6

2.20

1.22.2

1.22.2

0.97

AL2023 AMI

0.21

1.5.0

2.74.7

2.34

2.34

2.34

2.34

2.34

6.2.1

2.3.7

3.8.0

3.2.0

1.15.1

1.20.7

3.8

1.22.4
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Package AL1 AMI AL2023 AMI
grub2-common 2.06
grub2-efi-x64-ec2 2.06
grub2-pc-modules 2.06
grub2-tools 2.06
grub2-tools-minimal 2.06

grubby 7.0.15 8.40
gssproxy 0.8.4

gzip 1.5 1.12

hesiod 3.1.0

hibagent 1.0.0

hmaccalc 0.9.12

hostname 3.23

hunspell 1.7.0
hunspell-en 0.20140811.1
hunspell-en-GB 0.20140811.1
hunspell-en-US 0.20140811.1
hunspell-filesystem 1.7.0

hwdata 0.233 0.353

info 5.1 6.7

inih 49
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Package

initscripts

iproute

iptables

iputils

irgbalance

jansson
java-1.7.0-openjdk
javapackages-tools
jitterentropy
jpackage-utils

iq

json-c

kbd

kbd-misc

kernel
kernel-livepatch-repo-s3
kernel-srpm-macros
kernel-tools

keyutils

keyutils-libs

AL1 AMI

9.03.58

4.4.0

1.4.21

20121221

1.5.0

1.7.0.321

0.9.1

1.7.5

1.15

1.15

4.14.336

4.14.336

1.5.8

1.5.8

AL2023 AMI

10.09

5.10.0

20210202

1.9.0

2.14

3.4.1

1.6

0.14

2.4.0

2.4.0

6.1.77

2023.3.20240219

1.0

6.1.77

1.6.3

1.6.3
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Package AL1 AMI AL2023 AMI
kmod 14 29
kmod-libs 14 29
kpartx 0.4.9

kpatch-runtime 0.9.7
krb5-libs 1.15.1 1.21
lcms2 2.6

less 436 608
libICE 1.0.6

libSM 1.2.1

libX11 1.6.0

libX11-common 1.6.0

libXau 1.0.6

libXcomposite 0.4.3

libXext 1.3.2

libXfont 1.4.5

libXi 1.7.2

libXrender 0.9.8

libXtst 1.2.2

libacl 2.2.49 2.3.1
libaio 0.3.109 0.3.111
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Package AL1 AMI AL2023 AMI
libarchive 3.53
libargon2 20171227
libassuan 2.0.3 255
libattr 2.4.46 2.5.1
libbasicobjects 0.1.1
libblkid 2.23.2 2.37.4
libcap 2.16 2.48
libcap-ng 0.7.5 0.8.2
libcap54 2.54
libcbor 0.7.0
libcgroup 0.40.rc1
libcollection 0.7.0
libcom_err 1.43.5 1.46.5
libcomps 0.1.18
libconfig 1.7.2
libcurl 7.61.1
libcurl-minimal 8.5.0
libdb 5.3.28
libdhash 0.5.0
libdnf 0.67.0
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Package
libeconf
libedit

libev
libevent
libfdisk
libffi
libfido2
libfontenc
libgcc
libgcc72
libgcrypt
libgomp
libgpg-error
libgssglue
libibverbs
libicu

libidn
libidn2
libini_config

libjpeg-turbo

AL1 AMI

2.11

2.0.21

3.0.13

1.0.5

7.2.1

1.5.3

1.11

0.1

50.2

1.18

2.3.0

1.2.90

AL2023 AMI

0.4.0

3.1

4.33

2.1.12

2.37.4

344

1.10.0

11.41

1.10.2

11.4.1

1.42

37.0

2.3.2

1.3.1
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Package AL1 AMI AL2023 AMI
libkcapi 1.4.0
libkcapi-hmaccalc 1.4.0
libldb 2.6.2
libmaxminddb 1.5.2
libmetalink 0.1.3
libmnl 1.0.3 1.0.4
libmodulemd 2.13.0
libmount 2.23.2 2.37.4
libnetfilter_conntrack 1.0.4
libnfnetlink 1.0.1
libnfsidmap 0.25 2.5.4
libnghttp2 1.33.0 1.57.0
libnih 1.0.1
libnl 1.1.4
libnl3 3.5.0
libpath_utils 0.2.1
libpcap 1.10.1
libpipeline 1.2.3 1.5.3
libpkgconf 1.8.0
libpng 1.2.49

AL1 and AL2023 AMI comparison 125



Amazon Linux 2023 User Guide

Package AL1 AMI AL2023 AMI
libpsl 0.6.2 0.21.1
libpwquality 1.2.3 14.4
libref_array 0.1.5
librepo 1.14.2
libreport-filesystem 2.15.2
libseccomp 2.5.3
libselinux 2.1.10 34
libselinux-utils 2.1.10 34
libsemanage 2.1.6 3.4
libsepol 2.1.7 3.4
libsigsegv 2.13
libsmartcols 2.23.2 2.37.4
libsolv 0.7.22
libss 1.43.5 1.46.5
libssh2 1.4.2

libsss_certmap 2.5.0
libsss_idmap 2.5.0
libsss_nss_idmap 2.5.0
libstdc++ 11.4.1
libstdc++72 7.2.1
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Package AL1 AMI AL2023 AMI
libstoragemgmt 1.9.4
libsysfs 2.1.0
libtalloc 2.3.4
libtasn1 2.3 4.19.0
libtdb 1.4.7
libtevent 0.13.0
libtextstyle 0.21
libtirpc 0.24 1.3.3
libudev 173
libunistring 0.9.3 0.9.10
libuser 0.60 0.63
libutempter 1.1.5 1.2.1
libuuid 2.23.2 2.37.4
libuv 1.47.0
libverto 0.2.5 0.3.2
libverto-libev 0.3.2
libxcb 1.11
libxcrypt 4.4.33
libxml2 2.9.1 2.10.4
libxml2-python27 2.9.1
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Package
libxslt

libyaml

libzstd
lm_sensors-libs
Imdb-Llibs

log4j-cve-2021-44228-hotpat
ch

logrotate
lsof

lua

lua-Llibs
lua-srpm-macros
lvm2
lvm2-libs
[z4-libs
mailcap
make
man-db
man-pages
mdadm

microcode_ctl

AL1 AMI

1.1.28

0.1.6

1.3

3.7.8

4.82

5.1.4

2.02.166

2.02.166

2.1.31

3.82

2.6.3

4.10

3.2.6

2.1

AL2023 AMI

0.2.5

1.5.5

3.6.0

0.9.29

3.20.1

4.94.0

544

1.9.4

2.9.3

5.10

2.1
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Package AL1 AMI AL2023 AMI
mingetty 1.08

mpfr 4.1.0
nano 253 5.8

nc 1.84

ncurses 5.7 6.2
ncurses-base 5.7 6.2
ncurses-libs 5.7 6.2
net-tools 1.60 2.0
nettle 3.8
newt 0.52.11 0.52.21
newt-python27 0.52.11

nfs-utils 1.3.0 2.5.4
npth 1.6
nspr 4.25.0 4.35.0
nss 3.53.1 3.90.0
nss-pem 1.0.3

nss-softokn 3.53.1 3.90.0
nss-softokn-freebl 3.53.1 3.90.0
nss-sysinit 3.53.1 3.90.0
nss-tools 3.53.1
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Package

nss-util

ntp

ntpdate

ntsysv

numactl
numactl-libs
ocaml-srpm-macros
oniguruma
openblas-srpm-macros
openldap

openssh
openssh-clients
openssh-server
openssl

openssl-libs
openssl-pkcs11
os-prober

p11-kit
p11-kit-trust

package-notes-srpm-macros

AL1 AMI
3.53.1

4.2.8p15
4.2.8p15
1.3.49.3

2.0.7

2.4.40
7.4p1
7.4p1
7.4p1

1.0.2k

0.18.5

0.18.5

AL2023 AMI

3.90.0

1.15

2.0.14

6.9.7.1

2.4.57
8.7p1
8.7p1
8.7p1
3.0.8
3.0.8
0.4.12
1.77
0.24.1
0.24.1

0.4
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Package

pam
pam_ccreds
pam_krb5
pam_passwdqc
parted

passwd

pciutils
pciutils-libs

pcre

pcre2
pcre2-syntax
perl

perl-Carp
perl-Class-Struct
perl-Digest
perl-Digest-HMAC
perl-Digest-MD5
perl-Digest-SHA
perl-DynalLoader

perl-Encode

AL1 AMI

1.1.8

10

2.3.11

1.0.5

2.1

0.79

3.1.10

3.1.10

8.21

5.16.3

1.26

1.17

1.03

2.52

5.85

2.51

AL2023 AMI

1.5.1

3.4

0.80

3.7.0

3.7.0

10.40

10.40

1.50

0.66

1.47

3.15
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Package AL1 AMI AL2023 AMI
perl-Errno 1.30
perl-Exporter 5.68 5.74
perl-Fcntl 1.13
perl-File-Basename 2.85
perl-File-Path 2.09 2.18
perl-File-Temp 0.23.01 0.231.100
perl-File-stat 1.09
perl-Filter 1.49

perl-Getopt-Long 2.40 2.52
perl-Getopt-Std 1.12
perl-HTTP-Tiny 0.033 0.078
perl-10 1.43
perl-IPC-Open3 1.21
perl-MIME-Base64 3.16
perl-POSIX 1.94
perl-PathTools 3.40 3.78
perl-Pod-Escapes 1.04 1.07
perl-Pod-Perldoc 3.20 3.28.01
perl-Pod-Simple 3.28 3.42
perl-Pod-Usage 1.63 2.01
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Package
perl-Scalar-List-Utils
perl-SelectSaver
perl-Socket
perl-Storable
perl-Symbol
perl-Term-ANSIColor
perl-Term-Cap
perl-Text-ParseWords
perl-Text-Tabs+Wrap
perl-Time-HiRes
perl-Time-Local
perl-constant

perl-if
perl-interpreter
perl-libs

perl-macros
perl-mro
perl-overload
perl-overloading

perl-parent

AL1 AMI

1.27

2.010

2.45

3.29

1.9725

1.2300

1.27

5.16.3

5.16.3

0.225

AL2023 AMI

1.56

1.02

2.032

3.21

1.08

5.01

1.17

3.30

2021.0726

1.300

1.33

0.60.800

5.32.1

5.32.1

1.23

1.31

0.02

0.238
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Package AL1 AMI AL2023 AMI
perl-podlators 2.5.1 4.14
perl-srpm-macros 1
perl-subs 1.03
perl-threads 1.87
perl-threads-shared 1.43
perl-vars 1.05
pinentry 0.7.6
pkgconf 1.8.0
pkgconf-m4 1.8.0
pkgconf-pkg-config 1.8.0
pkgconfig 0.27.1
pm-utils 1.4.1
policycoreutils 2.1.12 3.4
policycoreutils-python-utils 3.4
popt 1.13 1.18
procmail 3.22
procps 3.2.8
procps-ng 3.3.17
protobuf-c 1.4.1
psacct 6.3.2 6.6.4
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Package AL1 AMI AL2023 AMI
psmisc 22.20 23.4

pth 2.0.7

publicsuffix-list-dafsa 20221208
python-chevron 0.13.1
python-srpm-macros 3.9
python27 2.7.18

python27-PyYAML 3.10

python27-babel 094

python27-backports 1.0

python27-backports-ssl_matc 3.4.0.2

h_hostname

python27-boto 2.48.0
python27-botocore 1.17.31
python27-chardet 2.0.1
python27-colorama 0.4.1
python27-configobj 4.7.2
python27-crypto 2.6.1
python27-daemon 1.5.2
python27-dateutil 2.1
python27-devel 2.7.18
python27-docutils 0.11
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Package
python27-ecdsa
python27-futures
python27-imaging
python27-iniparse
python27-jinja2
python27-jmespath
python27-jsonpatch
python27-jsonpointer
python27-kitchen
python27-libs
python27-lockfile
python27-markupsafe
python27-paramiko
python27-pip
python27-ply
python27-pyasn1
python27-pycurl
python27-pygpgme
python27-pyliblzma

python27-pystache

AL1 AMI

0.11

3.0.3

1.1.6

0.3.1

2.7.2

0.9.2

1.2

1.0

1.1.1

2.7.18

0.8

0.11

1.15.1

9.0.3

3.4

0.1.7

7.19.0

0.3

053

0.5.3

AL2023 AMI
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python27-pyxattr
python27-requests
python27-rsa
python27-setuptools
python27-simplejson
python27-six
python27-urlgrabber
python27-urllib3
python27-virtualenv
python3
python3-attrs
python3-audit
python3-awscrt
python3-babel
python3-cffi
python3-chardet
python3-colorama

python3-configobj

python3-cryptography

python3-daemon

AL1 AMI

0.5.0

1.2.3

3.4.1

36.2.7

3.6.5

1.8.0

3.10

1.24.3

15.1.0

AL2023 AMI

3.9.16

20.3.0

3.0.6

0.19.19

2.9.1

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.3.0
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Package AL1 AMI AL2023 AMI
python3-dateutil 2.8.1
python3-dbus 1.2.18
python3-distro 1.5.0
python3-dnf 4.12.0
python3-dnf-plugins-core 4.1.0
python3-docutils 0.16
python3-gpg 1.15.1
python3-hawkey 0.67.0
python3-idna 2.10
python3-jinja2 2.11.3
python3-jmespath 0.10.0
python3-jsonpatch 1.21
python3-jsonpointer 2.0
python3-jsonschema 3.2.0
python3-libcomps 0.1.18
python3-libdnf 0.67.0
python3-libs 3.9.16
python3-libselinux 3.4
python3-libsemanage 3.4
python3-libstoragemgmt 1.9.4
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python3-lockfile
python3-markupsafe
python3-netifaces
python3-oauthlib
python3-pip-wheel
python3-ply
python3-policycoreutils
python3-prettytable
python3-prompt-toolkit
python3-pycparser
python3-pyrsistent
python3-pyserial
python3-pysocks
python3-pytz
python3-pyyaml
python3-requests
python3-rpm
python3-ruamel-yaml
python3-ruamel-yaml-clib

python3-setools

AL2023 AMI

0.12.2

1.1.1

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

34

1.7.1

2022.7.1

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

4.4.1
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Package
python3-setuptools
python3-setuptools-wheel
python3-six
python3-urllib3
python3-wcwidth

quota

quota-nls

readline

rmt

rng-tools

rootfiles

rpcbind

rpm

rpm-build-libs

rpm-libs
rpm-plugin-selinux
rpm-plugin-systemd-inhibit
rpm-python27
rpm-sign-libs

rsync

AL1 AMI

4.00

4.00

6.2

0.4

8.1

0.2.0

4.11.3

411.3

411.3

411.3

3.0.6

AL2023 AMI

59.6.0

59.6.0

1.15.0

1.25.10

0.25

4.06

4.06

8.1

6.14

8.1

1.2.6

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

3.2.6
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Package AL1 AMI AL2023 AMI
rsyslog 5.8.10

ruby 2.0

ruby20 2.0.0.648

ruby20-irb 2.0.0.648

ruby20-Llibs 2.0.0.648

rubygem20-bigdecimal 1.2.0

rubygem20-json 1.8.3

rubygem20-psych 2.0.0

rubygem20-rdoc 4.2.2

rubygems20 2.0.14.1

rust-srpm-macros 21
sbsigntools 094
screen 4.0.3 4.8.0
sed 4.2.1 4.8
selinux-policy 37.22
selinux-policy-targeted 37.22
sendmail 8.14.4

setserial 2.17

setup 2.8.14 2.13.7
sgpio 1.2.0.10
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Package AL1 AMI AL2023 AMI
shadow-utils 4.1.4.2 4.9
shared-mime-info 1.1

slang 2.2.1 2.3.2
sqlite 3.7.17

sqlite-libs 3.40.0
sssd-client 2.5.0
sssd-common 2.5.0
sssd-kecm 2.5.0
strace 5.16
sudo 1.8.23 1.9.14
sysctl-defaults 1.0 1.0
sysfsutils 2.1.0

sysstat 12.5.6
system-release 2018.03 2023.3.20240219
systemd 252.16
systemd-libs 252.16
systemd-networkd 252.16
systemd-pam 252.16
systemd-resolved 252.16
systemd-udev 252.16
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Package
systemtap-runtime
sysvinit

tar

tbb

tcp_wrappers
tcp_wrappers-libs
tcpdump

tcsh

time

tmpwatch
traceroute
ttmkfdir

tzdata
tzdata-java

udev

unzip
update-motd
upstart
userspace-rcu

ustr

AL1 AMI

2.87

1.26

7.6

7.6

1.7

2.9.16

2.0.14

3.0.9

2023c

2023c

173

6.0

1.0.1

0.6.5

1.0.4

AL2023 AMI

4.8

1.34

2020.3

4.99.1

6.24.07

1.9

2.1.3

2024a

6.0

2.1

0.12.1

ALT and AL2023 AMI comparison
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util-linux
util-linux-core
vim-common
vim-data
vim-enhanced
vim-filesystem
vim-minimal

wget

which

words

xfsdump

xfsprogs
xorg-x11-font-utils
xorg-x11-fonts-Type1
xxd

xxhash-libs

Xz

xz-libs

yum

yum-metadata-parser

AL1 AMI

2.23.2

9.0.2120

9.0.2120

9.0.2120

9.0.2120

9.0.2120

1.18

2.19

3.0

7.2

7.2

9.0.2120

5.2.2

5.2.2

3.4.3

1.1.4

AL2023 AMI

2.37.4

2.37.4

9.0.2153

9.0.2153

9.0.2153

9.0.2153

9.0.2153

1.21.3

2.21

3.0

3.1.11

5.18.0

9.0.2153

0.8.0

5.25

5.2.5

4.12.0

ALT and AL2023 AMI comparison

144



Amazon Linux 2023 User Guide

Package AL1 AMI AL2023 AMI
yum-plugin-priorities 1.1.31

yum-plugin-upgrade-helper 1.1.31

yum-utils 1.1.31

zip 3.0 3.0
zlib 1.2.8 1.2.11
zram-generator 1.1.2
zram-generator-defaults 1.1.2
zstd 1.5.5

Comparing packages installed on Amazon Linux 1 (AL1) and
Amazon Linux 2023 Minimal AMIs

A comparison of the RPMs present on the AL1 and AL2023 Minimal AMls.

Package AL1 Minimal AL2023 Minimal
acpid 2.0.19

alternatives 1.15
amazon-chrony-config 4.3
amazon-ec2-net-utils 2.4.1
amazon-linux-repo-s3 2023.3.20240219
amazon-linux-sb-keys 2023.1

audit 2.6.5 3.0.6
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Package
audit-libs
authconfig
awscli-2
basesystem

bash

binutils

bzip2

bzip2-libs
ca-certificates
checkpolicy
chkconfig

chrony
cloud-disk-utils
cloud-init
cloud-init-cfg-ec2
cloud-utils-growpart
coreutils
coreutils-common
cpio

cracklib

AL1 Minimal

2.6.5

6.2.8

10.0

4.2.46

2.27

1.0.6

1.0.6

2023.2.62

2.1.10

1.3.49.3

0.27

0.7.6

8.22

2.10

2.8.16

AL2023 Minimal

3.0.6

2.14.5

11

5.2.15

1.0.8

2023.2.64

34

4.3

22.2.2

22.2.2

0.31

8.32

8.32

2.13

2.9.6

AL1T and AL2023 Minimal AMI comparison

146



Amazon Linux 2023 User Guide

Package AL1 Minimal AL2023 Minimal
cracklib-dicts 2.8.16 2.9.6
cronie 144

cronie-anacron 1.4.4

crontabs 1.10

crypto-policies 20220428
cryptsetup-libs 2.6.1
curl 7.61.1

curl-minimal 8.5.0
cyrus-sasl 2.1.23

cyrus-sasl-lib 2.1.23 2.1.27
dash 0.5.5.1

db4 4.7.25

db4-utils 4.7.25

dbus 1.12.28
dbus-broker 32
dbus-common 1.12.28
dbus-libs 1.6.12 1.12.28
device-mapper 1.02.185
device-mapper-libs 1.02.185
dhclient 4.1.1
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Package AL1 Minimal AL2023 Minimal
dhcp-common 4.1.1
diffutils 33 3.8
dnf 4.12.0
dnf-data 4.12.0
dnf-plugin-release-notifica 1.2
tion
dnf-plugin-support-info 1.2
dnf-plugins-core 4.1.0
dracut 004 055
dracut-config-ec2 3.0
dracut-config-generic 055
dracut-modules-growroot 0.20
e2fsprogs 1.43.5 1.46.5
e2fsprogs-libs 1.43.5 1.46.5
ec2-utils 0.7 2.1.0
ed 1.1
efi-filesystem 5
efivar 38
efivar-libs 38
elfutils-default-yama-scope 0.188
elfutils-libelf 0.168 0.188
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elfutils-libs
ethtool

expat

file

file-libs
filesystem
findutils
fipscheck
fipscheck-lib
fuse-libs
gawk

gdbm
gdbme-libs
gdisk
generic-logos
get_reference_source
gettext
gettext-libs
glib2

glibc

AL1 Minimal

3.15

2.1.0

5.37

5.37

2.4.30

4.4.2

1.3.1

1.3.1

2.9.4

3.1.7

1.8.0

0.8.10

17.0.0

1.2

2.36.3

217

AL2023 Minimal

0.188

2.5.0

5.39

5.39

3.14

4.8.0

2.9.9

5.1.0

1.19

1.0.8

0.21

0.21

2.74.7

2.34
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Package AL1 Minimal
glibc-all-langpacks

glibc-common 2.17
glibc-locale-source

gmp 6.0.0
gnupg?2 2.0.28

gnupg2-minimal

gnutls

gpgme 1.4.3
grep 2.20
groff 1.22.2
groff-base 1.22.2
grub 0.97

grub2-common
grub2-efi-x64-ec2
grub2-pc-modules
grub2-tools

grub2-tools-minimal

grubby 7.0.15
gzip 1.5
hesiod 3.1.0

AL2023 Minimal

2.34

2.34

2.34

6.2.1

2.3.7

3.8.0

1.15.1

3.8

1.22.4

2.06

2.06

2.06

2.06

2.06

8.40

1.12

AL1T and AL2023 Minimal AMI comparison
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hmaccalc
hostname
hwdata
info

inih
initscripts
iproute
iptables
iputils
irgbalance
jansson
jitterentropy
iq

json-c

kbd
kbd-misc

kernel

kernel-livepatch-repo-s3

keyutils-libs

kmod

AL1 Minimal

0.9.12

0.233

5.1

9.03.58

4.4.0

1.4.21

20121221

1.15

1.15

4.14.336

1.5.8

14

AL2023 Minimal

3.23

0.353

49

10.09

5.10.0

20210202

1.9.0

2.14

3.4.1

1.6

0.14

2.4.0

2.4.0

6.1.77

2023.3.20240219

1.6.3

29
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Package
kmod-libs
krb5-libs
less

libacl
libarchive
libargon2
libassuan
libattr
libblkid
libcap
libcap-ng
libcap54
libcbor
libcgroup
libcom_err
libcomps

libcurl

libcurl-minimal

libdb

libdnf

AL1 Minimal

14

1.15.1

436

2.2.49

2.0.3

2.4.46

2.23.2

2.16

0.7.5

2.54

0.40.rc1

1.43.5

7.61.1

AL2023 Minimal

29

1.21

608

2.3.1

3.5.3

20171227

2.5.5

2.5.1

2.37.4

2.48

0.8.2

0.7.0

1.46.5

0.1.18

8.5.0

5.3.28

0.67.0
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Package AL1 Minimal AL2023 Minimal
libeconf 0.4.0
libedit 2.11 3.1
libfdisk 2.37.4
libffi 3.0.13 344
libfido2 1.10.0
libgcc 11.4.1
libgcc72 7.2.1
libgcrypt 1.5.3 1.10.2
libgomp 11.4.1
libgpg-error 1.11 1.42
libicu 50.2
libidn 1.18
libidn2 2.3.0 2.3.2
libkcapi 1.4.0
libkcapi-hmaccalc 1.4.0
libmnl 1.0.3 1.0.4
libmodulemd 2.13.0
libmount 2.23.2 2.37.4
libnetfilter_conntrack 1.0.4
libnfnetlink 1.0.1
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Package
libnghttp2
libnih
libpipeline
libpsl
libpwquality

librepo

libreport-filesystem

libseccomp

libselinux

libselinux-utils

libsemanage
libsepol
libsigsegv
libsmartcols
libsolv

libss

libssh2
libstdc++
libstdc++72

libsysfs

AL1 Minimal

1.33.0

1.0.1

0.6.2

1.2.3

2.1.10

2.1.10

2.1.6

2.1.7

2.23.2

1.43.5

1.4.2

7.2.1

2.1.0

AL2023 Minimal

1.57.0

1.5.3

1.4.4

1.14.2

2.15.2

2.5.3

34

34

34

34

2.13

2.37.4

0.7.22

1.46.5

11.4.1
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Package AL1 Minimal AL2023 Minimal
libtasn1 2.3 4.19.0
libtextstyle 0.21
libudev 173
libunistring 0.9.3 0.9.10
libuser 0.60 0.63
libutempter 1.1.5 1.2.1
libuuid 2.23.2 2.37.4
libverto 0.2.5 0.3.2
libxcrypt 4.4.33
libxml2 2.9.1 2.10.4
libyaml 0.1.6 0.2.5
libzstd 1.5.5
logrotate 3.7.8 3.20.1
lua 514
lua-libs 544
lz4-libs 1.9.4
make 3.82
man-db 29.3
microcode_ctl 2.1 2.1
mingetty 1.08
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Package AL1 Minimal AL2023 Minimal
mpfr 4.1.0
ncurses 5.7 6.2
ncurses-base 5.7 6.2
ncurses-libs 5.7 6.2
net-tools 1.60 2.0
nettle 3.8
newt 0.52.11

newt-python27 0.52.11

npth 1.6
nspr 4.25.0

nss 3.53.1

nss-pem 1.0.3

nss-softokn 3.53.1

nss-softokn-freebl 3.53.1

nss-sysinit 3.53.1

nss-tools 3.53.1

nss-util 3.53.1

ntp 4.2.8p15

ntpdate 4.2.8p15

numactl-libs 2.0.14
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Package AL1 Minimal AL2023 Minimal
oniguruma 6.9.7.1
openldap 2.4.40 2.4.57
openssh 7.4p1 8.7p1
openssh-clients 8.7p1
openssh-server 7.4p1 8.7p1
openssl 1.0.2k 3.0.8
openssl-libs 3.0.8
openssl-pkcs11 0.4.12
os-prober 1.77
p11-kit 0.18.5 0.24.1
p11-kit-trust 0.18.5 0.24.1
pam 1.1.8 1.5.1
passwd 0.79 0.80
pciutils 3.1.10 3.7.0
pciutils-libs 3.1.10 3.7.0
pcre 8.21

pcre2 10.40
pcre2-syntax 10.40
pinentry 0.7.6

pkgconfig 0.27.1
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Package
policycoreutils
popt

procmail

procps

procps-ng

psmisc

pth

python27
python27-PyYAML
python27-babel
python27-backports

python27-backports-ssl_matc
h_hostname

python27-chardet
python27-configobj
python27-iniparse
python27-jinja2
python27-jsonpatch
python27-jsonpointer
python27-libs

python27-markupsafe

AL1 Minimal

2.1.12

1.13

3.22

3.2.8

22.20

2.0.7

2.7.18

3.10

094

1.0

3.4.0.2

2.0.1

4.7.2

0.3.1

2.7.2

1.2

1.0

2.7.18

0.11

AL2023 Minimal

34

1.18

3.3.17

23.4
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python27-pycurl
python27-pygpgme
python27-pyliblzma
python27-pyxattr
python27-requests
python27-setuptools
python27-six
python27-urlgrabber
python27-urllib3
python3
python3-attrs
python3-audit
python3-awscrt
python3-babel
python3-cffi
python3-chardet
python3-colorama

python3-configobj

python3-cryptography

python3-dateutil

AL1 Minimal

7.19.0

0.3

0.5.3

0.5.0

1.2.3

36.2.7

1.8.0

3.10

1.24.3

AL2023 Minimal

3.9.16

20.3.0

3.0.6

0.19.19

2.9.1

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.8.1
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Package AL1 Minimal
python3-dbus
python3-distro
python3-dnf
python3-dnf-plugins-core
python3-docutils
python3-gpg
python3-hawkey
python3-idna
python3-jinja2
python3-jmespath
python3-jsonpatch
python3-jsonpointer
python3-jsonschema
python3-libcomps
python3-libdnf
python3-libs
python3-libselinux
python3-libsemanage
python3-markupsafe

python3-netifaces

AL2023 Minimal

1.2.18

1.5.0

4.12.0

4.1.0

0.16

1.15.1

0.67.0

2.10

2.11.3

0.10.0

1.21

2.0

3.2.0

0.1.18

0.67.0

3.9.16

3.4

3.4

1.1.1

0.10.6
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Package AL1 Minimal
python3-oauthlib
python3-pip-wheel
python3-ply
python3-policycoreutils
python3-prettytable
python3-prompt-toolkit
python3-pycparser
python3-pyrsistent
python3-pyserial
python3-pysocks
python3-pytz
python3-pyyaml
python3-requests
python3-rpm
python3-ruamel-yaml
python3-ruamel-yaml-clib
python3-setools
python3-setuptools
python3-setuptools-wheel

python3-six

AL2023 Minimal

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

34

1.7.1

2022.7.1

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

4.4.1

59.6.0

59.6.0

1.15.0
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python3-urllib3
python3-wcwidth
readline

rng-tools

rootfiles

rpm

rpm-build-libs
rpm-libs
rpm-plugin-selinux
rpm-plugin-systemd-inhibit
rpm-python27
rpm-sign-libs

rsyslog

sbsigntools

sed

selinux-policy
selinux-policy-targeted
sendmail

setserial

setup

AL1 Minimal

6.2

8.1

411.3

411.3

411.3

4.11.3

5.8.10

4.2.1

8.14.4

2.17

2.8.14

AL2023 Minimal

1.25.10

0.2.5

8.1

6.14

8.1

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

0.9.4

4.8

37.22

37.22

2.13.7
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shadow-utils
shared-mime-info
slang

sqlite
sqlite-libs
sudo
sysctl-defaults
sysfsutils
system-release
systemd

systemd-libs

systemd-networkd

systemd-pam
systemd-resolved
systemd-udev
sysvinit

tar
tcp_wrappers-libs
tzdata

udev

AL1 Minimal

4.1.4.2

1.1

2.2.1

3.7.17

1.8.23

1.0

2.1.0

2018.03

2.87

1.26

7.6

2023c

173

AL2023 Minimal

4.9

3.40.0

1.9.14

1.0

2023.3.20240219

252.16

252.16

252.16

252.16

252.16

252.16

1.34

2024a
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Package AL1 Minimal AL2023 Minimal
update-motd 1.0.1 2.1
upstart 0.6.5
userspace-rcu 0.12.1
ustr 1.0.4
util-linux 2.23.2 2.37.4
util-linux-core 2.37.4
vim-data 9.0.2120 9.0.2153
vim-minimal 9.0.2120 9.0.2153
which 2.19 2.21
xfsprogs 5.18.0
Xz 5.2.2 5.25
xz-libs 5.2.2 5.25
yum 3.4.3 4.12.0
yum-metadata-parser 1.1.4
yum-plugin-priorities 1.1.31
yum-plugin-upgrade-helper 1.1.31
zlib 1.2.8 1.2.11
zram-generator 1.1.2
zram-generator-defaults 1.1.2
zstd 1.5.5
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Comparing packages installed on Amazon Linux 1 (AL1) and

Amazon Linux 2023 base container images

A comparison of the RPMs present on the AL1 and AL2023 base container images.

Package

alternatives

amazon-linux-repo-cdn

audit-libs
basesystem
bash
bzip2-libs
ca-certificates
chkconfig
coreutils
coreutils-single
crypto-policies
curl
curl-minimal
cyrus-sasl-lib
db4

db4-utils

dnf

AL1 Container

10.0

4.2.46

1.0.6

2023.2.62

1.3.49.3

8.22

7.61.1

2.1.23

4.7.25

4.7.25

AL2023 Container

1.15

2023.3.20240219

3.0.6

11

5.2.15

1.0.8

2023.2.64

8.32

20220428

8.5.0

412.0

ALT and AL2023 Container comparison
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Package

dnf-data

elfutils-default-yama-scope

elfutils-libelf
elfutils-libs
expat
file-libs
filesystem
gawk

gdbm
gdbme-libs
glib2

glibc

glibc-common

glibc-minimal-langpack

gmp

gnupg2

gnupg2-minimal

gpgme
grep

gzip

AL1 Container

0.168

2.1.0

5.37

2.4.30

3.1.7

1.8.0

2.36.3

2.17

2.17

6.0.0

2.0.28

1.4.3

2.20

1.5

AL2023 Container

4.12.0

0.188

0.188

0.188

2.5.0

5.39

3.14

5.1.0

1.19

2.74.7

2.34

2.34

2.34

6.2.1

2.3.7

1.15.1

3.8

ALT and AL2023 Container comparison
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Package AL1 Container AL2023 Container
info 5.1

json-c 0.14
keyutils-libs 1.5.8 1.6.3
krb5-libs 1.15.1 1.21
libacl 2.2.49 2.3.1
libarchive 3.53
libassuan 2.0.3 255
libattr 2.4.46 2.5.1
libblkid 2.37.4
libcap 2.16 2.48
libcap-ng 0.8.2
libcom_err 1.43.5 1.46.5
libcomps 0.1.18
libcurl 7.61.1

libcurl-minimal 8.5.0
libdnf 0.67.0
libffi 3.0.13 344
libgcc 11.4.1
libgcc72 7.2.1

libgcrypt 1.5.3 1.10.2
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Package
libgomp
libgpg-error
libicu

libidn2
libmodulemd
libmount
libnghttp2
libpsl

librepo

libreport-filesystem

libselinux
libsepol
libsigsegv
libsmartcols
libsolv
libssh2
libstdc++
libstdc++72
libtasn1

libunistring

AL1 Container

1.11

50.2

2.3.0

1.33.0

0.6.2

2.1.10

2.1.7

1.4.2

7.2.1

2.3

0.9.3

AL2023 Container

11.4.1

1.42

2.3.2

2.13.0

2.37.4

1.57.0

1.14.2

2.15.2

34

34

2.13

2.37.4

0.7.22

11.4.1

4.19.0

0.9.10
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Package
libuuid
libverto
libxcrypt

libxml2

libxml2-python27

libyaml
libzstd
lua
lua-Llibs
[z4-libs
make
mpfr

ncurses

ncurses-base

ncurses-libs
npth

nspr

nss
nss-pem

nss-softokn

AL1 Container

0.2.5

2.9.1

2.9.1

5.1.4

3.82

5.7

5.7

5.7

4.25.0

3.53.1

1.0.3

3.53.1

AL2023 Container

2.37.4

0.3.2

4.4.33

2.10.4

0.25

1.5.5

544

1.9.4

4.1.0

6.2

6.2

1.6
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Package AL1 Container AL2023 Container
nss-softokn-freebl 3.53.1
nss-sysinit 3.53.1
nss-tools 3.53.1
nss-util 3.53.1
openldap 2.4.40
openssl 1.0.2k
openssl-libs 3.0.8
p11-kit 0.18.5 0.24.1
p11-kit-trust 0.18.5 0.24.1
pcre 8.21
pcre2 10.40
pcre2-syntax 10.40
pinentry 0.7.6
pkgconfig 0.27.1
popt 1.13 1.18
pth 2.0.7
python27 2.7.18
python27-chardet 2.0.1
python27-iniparse 0.3.1
python27-kitchen 1.1.1
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Package
python27-libs
python27-pycurl
python27-pygpgme
python27-pyliblzma
python27-pyxattr
python27-urlgrabber
python3
python3-dnf
python3-gpg
python3-hawkey
python3-libcomps
python3-libdnf
python3-libs
python3-pip-wheel
python3-rpm
python3-setuptools-wheel
readline

rpm

rpm-build-libs

rpm-libs

AL1 Container

2.7.18

7.19.0

0.3

0.5.3

0.5.0

3.10

6.2

411.3

411.3

411.3

AL2023 Container

3.9.16

4.12.0

1.15.1

0.67.0

0.1.18

0.67.0

3.9.16

21.3.1

4.16.1.3

59.6.0

8.1

4.16.1.3

4.16.1.3

4.16.1.3
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Package
rpm-python27
rpm-sign-libs

sed

setup
shared-mime-info
sqlite

sqlite-libs
sysctl-defaults
system-release

tar

tzdata

xz-libs

yum
yum-metadata-parser
yum-plugin-ovl
yum-plugin-priorities
yum-utils

zlib

AL1 Container

4.11.3

4.2.1

2.8.14

1.1

3.7.17

1.0

2018.03

1.26

2023c

522

3.4.3

1.1.4

1.1.31

1.1.31

1.1.31

1.2.8

AL2023 Container

4.16.1.3

4.8

2.13.7

3.40.0

2023.3.20240219

2024a

5.25

4.12.0

1.2.11
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AL2023 system requirements

This section describes the system requirements for using AL2023.

Topics

» CPU requirements for running AL2023

» Memory (RAM) requirements for running AL2023

CPU requirements for running AL2023

To run any AL2023 code, the processor used needs to meet certain minimum requirements.
Attempts to run AL2023 on CPUs that do not meet these requirements might result in illegal
instruction errors very early in code execution.

The minimum requirements apply to AL2023 on Amazon EC2, AL2023 in containers, and AL2023
outside Amazon EC2.

ARM CPU Requirements for AL2023

All AL2023 aarch64 (ARM) binaries are built for 64-bit. No 32-bit ARM binaries are available, so a
64-bit ARM CPU is required.

(® Note

For Arm-based instances, AL2023 only supports instance types that use Graviton2 or later
processors. AL2023 doesn't support A1 instances.

AL2023 requires an ARMv8.2 compliant processor with the Cryptography Extension
(ARMv8.2+crypto). All AL2023 packages for aarch64 are built with the -march=armv8.2-a
+crypto compiler flag. Although we attempt to print graceful error messages when AL2023 code
is attempted to be run on older ARM processors, it is possible that the first error message may be
an illegal instruction error.
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® Note

Because of the AL2023 aarch64 base CPU requirements, all Raspberry Pi systems prior to
the Raspberry Pi 5 do not meet the minimum CPU requirements.

x86-64 CPU Requirements for AL2023

All AL2023 x86-64 binaries are built for the x86-64v2 revision of the x86-64 architecture by
passing -march=x86-64-v2 to the compiler.

The x86-64v2 revision of the architecture adds the following CPU features on top of the baseline
x86-64 architecture:

« CMPXCHG16B
o LAHF-SAHF
o POPCNT

« SSE3

e SSE4_1

e SSE4_2

« SSSE3

This roughly maps to x86-64 processors released in 2009 or later. Examples include the Intel
Nehalem, AMD Jaguar, Atom Silvermont, along with the VIA Nano and Eden C microarchitectures.

In Amazon EC2, all x86-64 instance types support x86-64v2, including M1, C1, and M2 instance
families.

No 32-bit x86 (i686) AL2023 binaries are built. Although AL2023 retains support for running 32-bit
userspace binaries, this functionality is deprecated and might be removed in a future major version
of Amazon Linux. For more information, see 32bit x86 (i686) Packages.

Memory (RAM) requirements for running AL2023

The Amazon EC2 . nano family of instance types (t2.nano, t3.nano, t3a.nano, and t4g.nano)
have 512 MB RAM which is the minimum requirement for AL2023.
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® Note

Although 512 MB is the miminum requirement, these instance types are memory
constrained and functionality and performance may be limited.

AL2023 images have not been tested on systems with less than 512 MB RAM. Running AL2023
based container images in less than 512 MB RAM will be dependent on the containerized workload.

Some workloads, such as dnf update between some AL2023 releases can require more than 512
MB RAM. For this reason, the AL2023.3 release introduced enabling zram by default for instances
with less than 800 MB of RAM. For containerized workloads, this means that some workloads
might run fine on AL2023 instances with this amount of memory, but fail when run in a container
restricted to this amount of memory usage.

For instance types with less than 800 MB of RAM, AL2023 (as of AL2023.3 or newer) will enable
zram based swap by default. Examples of Amazon EC2 instance types with less than 800 MB
memory include t4g.nano, t3a.nano, t3.nano, t2.nano, and t1.micro. This means fewer
out of memory scenarios for these instance types, because AL2023 will on-demand compress and
decompress memory pages. This enables workloads that would otherwise require an instance type
with more memory, at the expense of CPU usage needed to do the compression.
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Using AL2023 on Amazon

You can set up AL2023 for use with other Amazon Web Services. For example, you can choose an
AL2023 AMI when you launch an Amazon Elastic Compute Cloud (Amazon EC2) instance.

For these setup procedures, you use the Amazon Identity and Access Management (IAM) service.
For complete information about IAM, see the following reference materials:

« Amazon ldentity and Access Management (IAM)

¢ |AM User Guide

Topics

o Getting started with Amazon

e AL2023 on Amazon EC2

» Using AL2023 in containers

e« AL2023 on Amazon Elastic Beanstalk

e Using AL2023 in Amazon CloudShell

» Using AL2023 based Amazon ECS AMIs to host containerized workloads

» Using Amazon Elastic File System on AL2023

» Using Amazon EMR built on AL2023

» Using AL2023 in Amazon Lambda

Getting started with Amazon

Sign up for an Amazon Web Services account

If you do not have an Amazon Web Services account, use the following procedure to create one.
To sign up for Amazon Web Services

1. Open http://www.amazonaws.cn/ and choose Sign Up.

2. Follow the on-screen instructions.
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Amazon sends you a confirmation email after the sign-up process is complete. At any time,
you can view your current account activity and manage your account by going to http://
www.amazonaws.cn/ and choosing My Account.

Secure IAM users

After you sign up for an Amazon Web Services account, safeguard your administrative user by
turning on multi-factor authentication (MFA). For instructions, see Enable a virtual MFA device for
an IAM user (console) in the IAM User Guide.

To give other users access to your Amazon Web Services account resources, create IAM users. To
secure your |IAM users, turn on MFA and only give the IAM users the permissions needed to perform
their tasks.

For more information about creating and securing IAM users, see the following topics in the IAM
User Guide:

« Creating an IAM user in your Amazon Web Services account

« Access management for Amazon resources

« Example IAM identity-based policies

Granting programmatic access

Users need programmatic access if they want to interact with Amazon outside of the Amazon Web
Services Management Console. The Amazon APIs and the Amazon Command Line Interface require
access keys. Whenever possible, create temporary credentials that consist of an access key ID, a
secret access key, and a security token that indicates when the credentials expire.

To grant users programmatic access, choose one of the following options.
Which user needs To By
programmatic access?

IAM Use short-term credentials to  Following the instructions in
sign programmatic requests Using temporary credentials

to the Amazon CLI or Amazon  with Amazon resources in the
APIs (directly or by using the IAM User Guide.
Amazon SDKs).
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Which user needs To By
programmatic access?

IAM (Not recommended) Following the instructions in
Use long-term credentials to Managing access keys for IAM
sign programmatic requests users in the JAM User Guide.

to the Amazon CLI or Amazon
APIs (directly or by using the
Amazon SDKs).

AL2023 on Amazon EC2

Use one of the following procedures to launch an Amazon EC2 instance with an AL2023 AMI.

You can choose either the standard AMI, or the minimal AMI. For more information about the
differences between the standard AMI and the minimal AMI, see Comparing AL2023 standard
(default) and minimal AMls.

Topics

Launching AL2023 using the Amazon EC2 console

Launching AL2023 using the SSM parameter and Amazon CLI

Launching the latest AL2023 AMI using Amazon CloudFormation
Launching AL2023 using a specific AMI ID
AL2023 AMI deprecation and life cycle

Connecting to AL2023 instances

Comparing AL2023 standard and minimal AMIs

Launching AL2023 using the Amazon EC2 console

Use the Amazon EC2 console to launch an AL2023 AMI.

(® Note

For Arm-based instances, AL2023 only supports instance types that use Graviton2 or later
processors. AL2023 doesn't support A1 instances.
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Use the following steps to launch an Amazon EC2 instance with an AL2023 AMI from the Amazon
EC2 console.

To launch an EC2 instance with an AL2023 AMI

Open the Amazon EC2 console at https://console.amazonaws.cn/ec2/.

1
2. In the navigation pane, choose AMIls.

3. From the filter drop-down, choose Public images.
4

In the search field, enter al2023-ami.

(@ Note

Make sure that amazon appears in the Owner alias column.

5. Select an image from the list. Under Source, you can determine whether the AMI is standard or
minimal. An AL2023 AMI name can be interpreted by using this format:

'al2023-[ami || ami-minimal]-2023.0.[release build date].[build
number]-kernel-[version number]-[arm64 || x86_64]"

6. The following image shows a partial list of AL2023 AMls.

Capacity Reservations

Amazon Machine Images (AMIs) (4) info ‘TH [ Recycle Bin | [ [# EC2Image Builder || Actions ¥
v Images Public images ¥ Q Search 1 (O]
AMIs a02sami | X| [ Clearfilters |
AMI Catalog
Name | AMIID | AMI name v | Source | Owner | Owneralias |
Vv Elastic Block Store - ami-000a4d9¢6067d5d0d  al2023-ami-2023.0.20230222.1...  amazon/al2023-ami-2023.0.20230222.1-kernel-6.1-arm64 137112412989 amazon
Volumes - ami-0a4093927bd2662f al2023-ami-2023.0.20230222.1...  amazon/al2023-ami-2023.0.20230222.1-kernel-6.1-x86_64 137112412989 amazon
Snapshots - ami-043¢11d11db3d437e  al2023-ami-minimal-2023.0.20...  amazon/al2023-ami-minimal-2023.0.20230222.1-kernel-6.1-ar... 137112412989 amazon
Hfecycle Manager - ami-0d19aa82c9a6Tef2c  al2023-ami-minimal-2023.0.20...  amazon/al2023-ami-minimal-2023.0.20230222.1 kernel-6.1-x8... 137112412083 amazon

For more information about launching Amazon EC2 instances, see Get started with Amazon EC2
Linux instances in the Amazon EC2 User Guide for Linux Instances.

Launching AL2023 using the SSM parameter and Amazon CLI

In the Amazon CLI, you can use an AMI's SSM parameter value to launch a new instance of AL2023.
More specifically, use one of the dynamic SSM parameter values from the following list, and add /
aws/service/ami-amazon-linux-latest/ before the SSM parameter value/. You use this to
launch the instance in the Amazon CLI.

e al2023-ami-kernel-default-armé64 for arm64 architecture
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e al2023-ami-minimal-kernel-default-arm64 for arm64 architecture (minimal AMI)
e al2023-ami-kernel-default-x86_64 for x86_64 architecture
e 3al2023-ami-minimal-kernel-default-x86_64 for x86_64 architecture (minimal AMI)

(® Note

Each of the italic items is an example parameter. Replace them with your own
information.

$ aws ec2 run-instances \
--image-id \
resolve:ssm:/aws/service/ami-amazon-linux-latest/al2023-ami-kernel-default-x86_64 \
--instance-type m5.xlarge \
--region us-east-1 \
--key-name aws-key-us-east-1 \
--security-group-ids sg-004a7650

The --image-1id flag specifies the SSM parameter value.

The --instance-type flag specifies the type and size of the instance. This flag must be
compatible with the AMI type that you selected.

The --region flag specifies the Amazon Web Services Region where you create your instance.

The --key-name flag specifies the Amazon Web Services Region's key that's used to connect to
the instance. If you don't provide a key that exists in the Region where you create the instance, you
can't connect to the instance using SSH.

The --security-group-ids flag specifies the security group that determines the access
permissions for inbound and outbound network traffic.

/A Important

The Amazon CLI requires that you specify an existing security group that allows access

to the instance from your remote machine over port TCP:22. Without a specified security
group, your new instance are placed in a default security group. In a default security group,
your instance can only connect with the other instances within your VPC.
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For more information, see Launching, listing, and terminating Amazon EC2 instances in the Amazon
Command Line Interface User Guide.

Launching the latest AL2023 AMI using Amazon CloudFormation

To launch an AL2023 AMI using Amazon CloudFormation, use one of the following templates.

(® Note

The x86_64 and Arm64 AMIs each require different instance types. For more information,
see Amazon EC2 Instance Types

JSON template:

"Parameters": {
"LatestAmiId": {
"Type": "AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>",

"Default": "/aws/service/ami-amazon-linux-latest/al2023-ami-minimal-kernel-
default-x86_64"

}
.
"Resources": {
"MyEC2Instance": {
"Type": "AWS::EC2::Instance",
"Properties": {
"InstanceType": "t2.large",
"Imageld": {
"Ref": "LatestAmiId"

YAML template:

Parameters:
LatestAmiId:

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"
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Default: '/aws/service/ami-amazon-linux-latest/al2023-ami-minimal-kernel-default-
x86_64"

Resources:
Instance:
Type: 'AWS::EC2::Instance'
Properties:
InstanceType: 't2.large'
ImageId: !Ref LatestAmiId

Make sure to replace the AMI parameter at the end of the "Default" section, if needed. The
following parameter values are available:

« al2023-ami-kernel-6.1-arm64 for arm64 architecture

e al2023-ami-minimal-kernel-6.1-arm64 for arm64 architecture (minimal AMI)

e al2023-ami-kernel-6.1-x86_64 for x86_64 architecture

e al2023-ami-minimal-kernel-6.1-x86_64 for x86_64 architecture (minimal AMI)

The following are dynamic kernel specifications. The default kernel version automatically changes
with each major kernel version update.

« al2023-ami-kernel-default-arm64 for arm64 architecture

e al2023-ami-minimal-kernel-default-arm64 for arm64 architecture (minimal AMI)

« al2023-ami-kernel-default-x86_64 for x86_64 architecture

e al2023-ami-minimal-kernel-default-x86_64 for x86_64 architecture (minimal AMI)

Launching AL2023 using a specific AMI ID

You can launch a specific AL2023 AMI using the AMI ID. You can determine which AL2023 AMI ID

is needed by looking at the AMI list in the Amazon EC2 console. Or, you can use Amazon Systems
Manager. If you're using Systems Manager, make sure to select the AMI alias from those that are
listed in the previous section. For more information, see Query for the latest Amazon Linux AMI IDs
using Amazon Systems Manager Parameter Store.
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AL2023 AMI deprecation and life cycle

Each new AL2023 release includes a new AMI. When the AMI is registered, it's marked with a
deprecation date. The deprecation date for each AL2023 AMI is 90 days from the time it was
released to match the time period that Kernel Live Patching on AL2023 is offered for each

individual kernel release.

(® Note

The 90 day deprecation date refers to an individual AMI and doesn't refer to the AL2023
Release cadence or product support period.

For more information about AMI deprecation, see Deprecate an AMI in the Amazon EC2 User Guide

for Linux Instances.

Regularly using an updated AMI to launch an instance ensures that the instance starts with the
latest security updates, including an updated kernel. If you launch a previous version of an AMI and
apply updates, there is a period of time that the instance doesn't have the latest security updates.
To ensure you're using the latest AMI, we recommend that you use SSM parameters.

For more information about using SSM parameters to launch an instance, see:

e Launching AL2023 using the SSM parameter and Amazon CLI

« Launching the latest AL2023 AMI using Amazon CloudFormation

Connecting to AL2023 instances
Use SSH or Amazon Systems Manager to connect to your AL2023 instance.
Connect to your instance using SSH

For instructions on how to use SSH to connect to an instance, see Connect to your Linux instance

using SSH in the Amazon EC2 User Guide for Linux Instances.
Connect to your instance using Amazon Systems Manager

For instructions on how to use Amazon Systems Manager to connect to an AL2023 instance, see
Connect to your Linux instance using Session Manager in the Amazon EC2 User Guide for Linux

Instances.
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Using Amazon EC2 Instance Connect

The AL2023 AMI, excluding the minimal AMI, comes with the EC2 Instance Connect agent installed
by default. To use EC2 Instance Connect with an AL2023 instance launched from the minimal AMI,
you must install the ec2-instance-connect package. For instructions on using EC2 Instance
Connect, see Connect to your Linux instance with EC2 Instance Connect in the Amazon EC2 User

Guide for Linux Instances.

Comparing AL2023 standard and minimal AMIs

You can launch an Amazon EC2 instance with either a standard (default) or minimal AL2023 AMI.
For instructions on how to launch an Amazon EC2 instance with the standard or minimal AMI type,
see AL2023 on Amazon EC2.

The standard AL2023 AMI comes with all of the most commonly used applications and tools
installed. We recommend the standard AMI if you want to get started quickly and aren't interested
in customizing the AMI.

The minimal AL2023 AMl is the basic, streamlined version that contains only the most basic tools
and utilities necessary to run the operating system (OS). We recommend the minimal AMI if you
want to have the smallest OS footprint possible. The minimal AMI offers slightly reduced disk space
utilization and better long-term cost efficiency. The minimal AMI is suitable if you want a smaller
OS and don't mind manually installing tools and applications.

The Container image is closer to the AL2023 minimal AMI in package set.
Comparing packages installed on Amazon Linux 2023 Images

A comparison of the RPMs present on the AL2023 AMI, Minimal AMI, and Container images.

Package AMI Minimal AMI Container
acl 2.3.1

acpid 2.0.32

alternatives 1.15 1.15 1.15
amazon-chrony-conf 4.3 4.3

ig
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Package
amazon-ec2-net-utils

amazon-linux-repo-
cdn

amazon-linux-repo-
s3

amazon-linux-sb-keys
amazon-rpm-config
amazon-ssm-agent
at

attr

audit

audit-libs
aws-cfn-bootstrap
awscli-2
basesystem

bash
bash-completion

bc

bind-libs
bind-license

bind-utils

AMI

2.4.1

2023.4.20240319

20231

228

3.2.2303.0

3.1.23

2.5.1

3.0.6

3.0.6

2.0

2.14.5

11

5.2.15

2.11

1.07.1

9.16.48

9.16.48

9.16.48

Minimal AMI Container
2.4.1
2023.4.20240319
2023.4.20240319
2023.1
3.0.6
3.0.6 3.0.6
2.14.5
11 11
5.2.15 5.2.15
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Package

binutils
boost-filesystem
boost-system
boost-thread
bzip2

bzip2-libs

c-ares
ca-certificates
checkpolicy
chkconfig

chrony

cloud-init
cloud-init-cfg-ec2
cloud-utils-growpart
coreutils
coreutils-common
coreutils-single
cpio

cracklib

cracklib-dicts

AMI

2.39

1.75.0

1.75.0

1.75.0

1.0.8

1.0.8

1.19.0

2023.2.64

3.4

1.15

4.3

22.2.2

22.2.2

0.31

8.32

8.32

2.13

2.9.6

2.9.6

Minimal AMI

1.0.8

2023.2.64

34

4.3

22.2.2

22.2.2

0.31

8.32

8.32

2.13

2.9.6

2.9.6

Container

1.0.8

2023.2.64

8.32

Comparing AL2023 standard (default) and minimal AMls
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crontabs

crypto-policies

crypto-policies-sc

ripts
cryptsetup
cryptsetup-libs
curl-minimal

cyrus-sasl-lib

cyrus-sasl-plain

dbus
dbus-broker
dbus-common
dbus-libs

device-mapper

device-mapper-libs

diffutils

dnf

dnf-data

dnf-plugin-release-

notification

dnf-plugin-support-

info

AMI

1.11

20220428

20220428

2.6.1

2.6.1

8.5.0

2.1.27

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185

3.8

4.14.0

4.14.0

1.2

Minimal AMI

20220428

2.6.1

8.5.0

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185

3.8

4.14.0

4.14.0

1.2

1.2

Container

20220428

8.5.0

4.14.0

4.14.0

Comparing AL2023 standard (default) and minimal AMls
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Package AMI Minimal AMI Container
dnf-plugins-core 4.3.0 4.3.0
dnf-utils 4.3.0
dosfstools 4.2
dracut 055 055
dracut-config-ec2 3.0 3.0
dracut-config-generic 055 055
dwz 0.14
dyninst 10.2.1
e2fsprogs 1.46.5 1.46.5
e2fsprogs-libs 1.46.5 1.46.5
ec2-hibinit-agent 1.0.8
ec2-instance-connect 1.1
ec2-instance-conne 1.1
ct-selinux
ec2-utils 2.2.0 2.2.0
ed 1.14.2
efi-filesystem 5 5
efi-srpm-macros 5
efivar 38 38
efivar-libs 38 38
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Package AMI Minimal AMI Container

elfutils-debuginfod- 0.188

client

elfutils-default-y 0.188 0.188 0.188
ama-scope

elfutils-libelf 0.188 0.188 0.188
elfutils-libs 0.188 0.188 0.188
ethtool 5.15

expat 2.5.0 2.5.0 2.5.0
file 5.39 5.39

file-libs 5.39 5.39 5.39
filesystem 3.14 3.14 3.14
findutils 4.8.0 4.8.0

fonts-srpm-macros 2.0.5

fstrm 0.6.1

fuse-libs 2.9.9 2.9.9

gawk 5.1.0 5.1.0 5.1.0
gdbm-libs 1.19 1.19 1.19
gdisk 1.0.8 1.0.8

gettext 0.21 0.21

gettext-libs 0.21 0.21

ghc-srpm-macros 1.5.0
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Package

glib2

glibc
glibc-all-langpacks
glibc-common
glibc-gconv-extra
glibc-locale-source

glibc-minimal-lang
pack

gmp
gnupg2-minimal
gnutls
go-Srpm-macros
gpgme

gpm-libs

grep

groff-base
grub2-common
grub2-efi-aab4-ec2
grub2-efi-x64-ec2
grub2-pc-modules

grub2-tools

AMI
2.74.7
2.34
2.34
2.34
2.34

2.34

6.2.1

2.3.7

3.8.0

3.2.0

1.15.1

1.20.7

3.8

1.22.4

2.06

2.06 (aarch64)
2.06 (x86_64)
2.06

2.06

Minimal AMI
2.74.7

2.34

2.34

2.34

2.34

6.2.1
2.3.7

3.8.0

1.15.1

3.8

1.22.4

2.06

2.06 (aarch64)
2.06 (x86_64)
2.06

2.06

Container

2.74.7

2.34

2.34

2.34

6.2.1

2.3.7

1.15.1

3.8

Comparing AL2023 standard (default) and minimal AMls

190



Amazon Linux 2023 User Guide

Package AMI Minimal AMI Container
grub2-tools-minimal  2.06 2.06
grubby 8.40 8.40
gssproxy 0.84

gzip 1.12 1.12
hostname 3.23 3.23
hunspell 1.7.0

hunspell-en 0.20140811.1

hunspell-en-GB 0.20140811.1

hunspell-en-US 0.20140811.1
hunspell-filesystem 1.7.0

hwdata 0.353 0.353
info 6.7

inih 49 49
initscripts 10.09 10.09
iproute 5.10.0 5.10.0
iputils 20210202 20210202
irgbalance 1.9.0 1.9.0
jansson 2.14 2.14
jitterentropy 3.4.1 3.4.1
iq 1.7.1 1.7.1

Comparing AL2023 standard (default) and minimal AMls
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json-c
kbd
kbd-misc

kernel

kernel-livepatch-r

epo-s3

kernel-srpm-macros

kernel-tools
keyutils
keyutils-libs
kmod
kmod-libs
kpatch-runtime
krb5-libs
less

libacl

libaio
libarchive
libargon2
libassuan

libattr

AMI

0.14

2.4.0

2.4.0

6.1.79

2023.4.20240319

1.0

6.1.79

1.6.3

1.6.3

29

29

0.9.7

1.21

608

2.3.1

0.3.111

3.5.3

20171227

2.5.5

2.5.1

Minimal AMI Container
0.14 0.14
24.0

2.4.0

6.1.79

2023.4.20240319

1.6.3 1.6.3
29

29

1.21 1.21
608

2.3.1 2.3.1
3.5.3 353
20171227

255 255
2.5.1 2.5.1

Comparing AL2023 standard (default) and minimal AMls
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libbasicobjects
libblkid

libcap
libcap-ng
libcbor
libcollection
libcom_err
libcomps
libconfig
libcurl-minimal
libdb

libdhash
libdnf
libeconf
libedit

libev

libevent
libfdisk

libffi

libfido2

AMI

0.1.1

2.37.4

2.48

0.8.2

0.7.0

0.7.0

1.46.5

0.1.20

1.7.2

8.5.0

5.3.28

0.5.0

0.69.0

0.4.0

3.1

4.33

2.1.12

2.37.4

3.4.4

1.10.0

Minimal AMI

2.37.4

2.48

0.8.2

0.7.0

1.46.5

0.1.20

8.5.0

5.3.28

0.69.0

0.4.0

3.1

2.37.4

344

1.10.0

Container

2.37.4

2.48

0.8.2

1.46.5

0.1.20

8.5.0

0.69.0

3.4.4

Comparing AL2023 standard (default) and minimal AMls
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Package AMI Minimal AMI Container
libgcc 11.4.1 11.4.1 11.4.1
libgcrypt 1.10.2 1.10.2 1.10.2
libgomp 11.4.1 11.4.1 11.4.1
libgpg-error 1.42 1.42 1.42
libibverbs 48.0

libidn2 2.3.2 2.3.2 2.3.2
libini_config 1.3.1

libkcapi 1.4.0 1.4.0

libkcapi-hmaccalc 1.4.0 1.4.0

libldb 26.2

libmaxminddb 1.5.2

libmetalink 0.1.3

libmnl 1.0.4 1.0.4

libmodulemd 2.13.0 2.13.0 2.13.0
libmount 2.37.4 2.37.4 2.37.4
libnfsidmap 254

libnghttp2 1.57.0 1.57.0 1.57.0
libnl3 3.5.0

libpath_utils 0.2.1

libpcap 1.10.1
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libpipeline
libpkgconf

libpsl
libpwquality
libref_array
librepo
libreport-filesystem
libseccomp
libselinux
libselinux-utils
libsemanage
libsepol
libsigsegv
libsmartcols
libsolv

libss
libsss_certmap
libsss_idmap
libsss_nss_idmap

libsss_sudo

AMI

1.5.3

1.8.0

0.21.1

1.4.4

0.1.5

1.14.5

2.15.2

2.5.3

3.4

3.4

3.4

3.4

2.13

2.37.4

0.7.22

1.46.5

294

294

294

294

Minimal AMI

1.5.3

0.21.1

1.4.4

1.14.5

2.15.2

2.5.3

34

34

34

34

2.13

2.37.4

0.7.22

1.46.5

Container

0.21.1

1.14.5

2.15.2

3.4

3.4

2.13

2.37.4

0.7.22

Comparing AL2023 standard (default) and minimal AMls

195



Amazon Linux 2023

User Guide

Package

libstdc++

libstoragemgmt

libtalloc
libtasn1
libtdb
libtevent
libtextstyle
libtirpc
libunistring
libuser
libutempter
libuuid
libuv
libverto
libverto-libev
libxcrypt
libxml2
libyaml

libzstd

Im_sensors-libs

AMI

11.4.1

1.9.4

23.4

4.19.0

1.4.7

0.13.0

0.21

1.3.3

0.9.10

0.63

1.2.1

2.37.4

1.47.0

0.3.2

0.3.2

4.4.33

2.104

0.2.5

1.5.5

3.6.0

Minimal AMI Container
11.4.1 11.4.1
4.19.0 4.19.0
0.21

0.9.10 0.9.10
0.63

1.2.1

2.37.4 2.37.4
0.3.2 0.3.2
4.4.33 4.4.33
2.10.4 2.10.4
0.2.5 0.2.5
1.5.5 1.5.5

Comparing AL2023 standard (default) and minimal AMls
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Package AMI Minimal AMI Container
Imdb-libs 0.9.29
logrotate 3.20.1 3.20.1
lsof 494.0
lua-Llibs 544 5.4.4 544
lua-srpm-macros 1
lz4-libs 1.9.4 1.9.4 1.9.4
man-db 2.9.3 29.3
man-pages 5.10
microcode_ctl 2.1 (x86_64) 2.1 (x86_64)
mpfr 4.1.0 4.1.0 4.1.0
nano 5.8
ncurses 6.2 6.2
ncurses-base 6.2 6.2 6.2
ncurses-libs 6.2 6.2 6.2
net-tools 2.0 2.0
nettle 3.8 3.8
newt 0.52.21
nfs-utils 254
npth 1.6 1.6 1.6
nspr 4.35.0
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Package

nss

nss-softokn
nss-softokn-freebl
nss-sysinit

nss-util

ntsysv

numactl-libs
ocaml-srpm-macros
oniguruma

openblas-srpm-macr
0s

openldap
openssh
openssh-clients
openssh-server
openssl
openssl-libs
openssl-pkcs11
os-prober
p11-kit

p11-kit-trust

AMI

3.90.0
3.90.0
3.90.0
3.90.0
3.90.0
1.15

2.0.14

6.9.7.1

2.4.57
8.7p1
8.7p1
8.7p1
3.0.8
3.0.8
0.4.12
1.77
0.24.1

0.24.1

Minimal AMI

2.0.14

6.9.7.1

2.4.57
8.7p1
8.7p1
8.7p1
3.0.8
3.0.8
0.4.12
1.77
0.24.1

0.241

Container

3.0.8

0.24.1

0.24.1

Comparing AL2023 standard (default) and minimal AMls
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Package AMI Minimal AMI Container
package-notes-srpm- 0.4
macros
pam 1.5.1 1.5.1
parted 3.4
passwd 0.80 0.80
pciutils 3.7.0 3.7.0
pciutils-libs 3.7.0 3.7.0
pcre2 10.40 10.40 10.40
pcre2-syntax 10.40 10.40 10.40
perl-Carp 1.50
perl-Class-Struct 0.66
perl-DynalLoader 1.47
perl-Encode 3.15
perl-Errno 1.30
perl-Exporter 5.74
perl-Fcntl 1.13
perl-File-Basename 2.85
perl-File-Path 2.18
perl-File-Temp 0.231.100
perl-File-stat 1.09
perl-Getopt-Long 2.52
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Package AMI Minimal AMI Container
perl-Getopt-Std 1.12
perl-HTTP-Tiny 0.078
perl-10 1.43
perl-IPC-Open3 1.21
perl-MIME-Base64 3.16
perl-POSIX 1.94
perl-PathTools 3.78
perl-Pod-Escapes 1.07
perl-Pod-Perldoc 3.28.01
perl-Pod-Simple 3.42
perl-Pod-Usage 2.01

perl-Scalar-List-Utils 1.56

perl-SelectSaver 1.02
perl-Socket 2.032
perl-Storable 3.21
perl-Symbol 1.08

perl-Term-ANSIColor  5.01
perl-Term-Cap 1.17
perl-Text-ParseWords  3.30

perl-Text-Tabs+Wrap  2021.0726
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perl-Time-Local
perl-constant
perl-if
perl-interpreter
perl-libs
perl-mro
perl-overload
perl-overloading
perl-parent
perl-podlators
perl-srpm-macros
perl-subs
perl-vars
pkgconf

pkgconf-m4

pkgconf-pkg-config

policycoreutils

policycoreutils-py
thon-utils

popt

procps-ng

AMI

1.300

1.33

0.60.800

5.32.1

5.32.1

1.23

1.31

0.02

0.238

414

1.03

1.05

1.8.0

1.8.0

1.8.0

3.4

1.18

3.3.17

Minimal AMI

3.4

1.18

3.3.17

Container

1.18

Comparing AL2023 standard (default) and minimal AMls
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Package

protobuf-c

psacct

psmisc
publicsuffix-list-dafsa
python-chevron
python-srpm-macros
python3
python3-attrs
python3-audit
python3-awscrt
python3-babel
python3-cffi
python3-chardet
python3-colorama
python3-configobj

python3-cryptograp
hy

python3-daemon
python3-dateutil
python3-dbus

python3-distro

AMI

1.4.1

6.6.4

23.4

20240212

0.13.1

3.9

3.9.16

20.3.0

3.0.6

0.19.19

2.9.1

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.3.0

2.8.1

1.2.18

1.5.0

Minimal AMI

23.4

20240212

3.9.16

20.3.0

3.0.6

0.19.19

2.9.1

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.8.1

1.2.18

1.5.0

Container

20240212

3.9.16

Comparing AL2023 standard (default) and minimal AMls
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Package AMI Minimal AMI Container
python3-dnf 4.14.0 4.14.0 4.14.0
python3-dnf-plugins- 4.3.0 4.3.0

core

python3-docutils 0.16 0.16

python3-gpg 1.15.1 1.151 1.15.1
python3-hawkey 0.69.0 0.69.0 0.69.0
python3-idna 2.10 2.10

python3-jinja2 211.3 2.11.3

python3-jmespath 0.10.0 0.10.0

python3-jsonpatch 1.21 1.21

python3-jsonpointer 2.0 2.0

python3-jsonschema  3.2.0 3.2.0

python3-libcomps 0.1.20 0.1.20 0.1.20
python3-libdnf 0.69.0 0.69.0 0.69.0
python3-libs 3.9.16 3.9.16 3.9.16
python3-libselinux 3.4 3.4

python3-libsemanag 3.4 34

e

python3-libstorage 1.9.4

mgmt
python3-lockfile 0.12.2
python3-markupsafe  1.1.1 1.1.1
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Package
python3-netifaces
python3-oauthlib
python3-pip-wheel
python3-ply

python3-policycore
utils

python3-prettytable

python3-prompt-too
Lkit

python3-pycparser
python3-pyrsistent
python3-pyserial
python3-pysocks
python3-pytz
python3-pyyaml
python3-requests
python3-rpm

python3-ruamel-yam
|

python3-ruamel-yam
l-clib

python3-setools

AMI

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

3.4

1.7.1

2022.7.1

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

4.4.1

Minimal AMI

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

34

1.7.1

2022.7.1

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

4.4.1

Container

21.3.1

4.16.1.3

Comparing AL2023 standard (default) and minimal AMls
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Package AMI Minimal AMI Container
python3-setuptools 59.6.0 59.6.0

python3-setuptools- 59.6.0 59.6.0 59.6.0
wheel

python3-six 1.15.0 1.15.0

python3-systemd 235 235

python3-urllib3 1.25.10 1.25.10

python3-wcwidth 0.2.5 0.2.5

quota 4.06

quota-nls 4.06

readline 8.1 8.1 8.1
rng-tools 6.14 6.14

rootfiles 8.1 8.1

rpcbind 1.2.6

rpm 4.16.1.3 4.16.1.3 4.16.1.3
rpm-build-libs 4.16.1.3 4.16.1.3 4.16.1.3
rpm-libs 4.16.1.3 4.16.1.3 4.16.1.3
rpm-plugin-selinux 4.16.1.3 4.16.1.3

rpm-plugin-systemd-  4.16.1.3 4.16.1.3

inhibit

rpm-sign-libs 4.16.1.3 4.16.1.3 4.16.1.3
rsync 3.2.6

Comparing AL2023 standard (default) and minimal AMls
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Package
rust-srpm-macros
sbsigntools
screen

sed

selinux-policy

selinux-policy-tar
geted

setup
shadow-utils
slang
sqlite-libs
sssd-client
sssd-common
sssd-kcm
sssd-nfs-idmap
strace

sudo
sysctl-defaults
sysstat
system-release

systemd

AMI

21

0.9.4

4.8.0

4.8

37.22

37.22

2.13.7

4.9

2.3.2

3.40.0

29.4

29.4

29.4

29.4

5.16

1.9.14

1.0

12.5.6

2023.4.20240319

252.16

Minimal AMI

0.9.4

4.8

37.22

37.22

2.13.7

4.9

3.40.0

1.9.14

1.0

2023.4.20240319

252.16

Container

4.8

2.13.7

3.40.0

2023.4.20240319

Comparing AL2023 standard (default) and minimal AMls
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systemd-libs

systemd-networkd

systemd-pam

systemd-resolved

systemd-udev

systemtap-runtime

tar

tbb

tcpdump

tcsh

time
traceroute
tzdata

unzip
update-motd
userspace-rcu
util-linux
util-linux-core
vim-common

vim-data

AMI

252.16

252.16

252.16

252.16

252.16

4.8

1.34

2020.3

4.99.1

6.24.07

1.9

213

2024a

6.0

2.2

0.12.1

2.37.4

2.37.4

9.0.2153

9.0.2153

Minimal AMI

252.16

252.16

252.16

252.16

252.16

1.34

2024a

2.2

0.12.1

2.37.4

2.37.4

9.0.2153

Container

2024a

Comparing AL2023 standard (default) and minimal AMls
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vim-enhanced 9.0.2153
vim-filesystem 9.0.2153
vim-minimal 9.0.2153 9.0.2153
wget 1.21.3
which 2.21 2.21
words 3.0
xfsdump 3.1.11
xfsprogs 5.18.0 5.18.0
xxd 9.0.2153
xxhash-libs 0.8.0
Xz 5.25 5.25
xz-libs 5.25 5.2.5 5.25
yum 4.14.0 4.14.0 4.14.0
zip 3.0
zlib 1.2.11 1.2.11 1.2.11
zram-generator 1.1.2 1.1.2
zram-generator-def 1.1.2 1.1.2
aults
zstd 1.5.5 1.5.5
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Using AL2023 in containers

(® Note

For more information about how to use AL2023 to host containerized workloads on
Amazon ECS, see AL2023 for Amazon ECS container hosts.

There are several ways that AL2023 can be used inside containers depending on the use case.
The AL2023 Base Container Image is most similar to an Amazon Linux 2 container image and the
AL2023 minimal AMI.

For advanced users, we offer a minimal container image, introduced in the AL2023.2 release, along
with documentation that describes how to build bare-bones containers.

AL2023 can also be used to host containerized workloads, either of AL2023 based container
images, or containers based on other Linux distributions. You can use AL2023 for Amazon

ECS container hosts, or use the provided container runtime packages directly. The docker,
containerd, and nerdctl packages are available to be installed and used on AL2023.

Topics

Using the AL2023 base container image

AL2023 Minimal container image

Building bare-bones AL2023 container images

Comparing packages installed on Amazon Linux 2023 Container Images

Comparing packages installed on Amazon Linux 2023 Minimal AMI and Container Images

Using the AL2023 base container image

The AL2023 container image is built from the same software components that are included in the
AL2023 AMIL. It's available for use in any environment as a base image for Docker workloads. If
you're using the Amazon Linux AMI for applications in Amazon Elastic Compute Cloud (Amazon

EC2), you can containerize your applications with the Amazon Linux container image.

Use the Amazon Linux container image in your local development environment and then push
your application to Amazon using Amazon Elastic Container Service (Amazon ECS). For more
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information, see Using Amazon ECR images with Amazon ECS in the Amazon Elastic Container
Registry User Guide.

The Amazon Linux container image is available . You can provide feedback for AL2023 through
your designated Amazon representative or by filing an issue in the amazon-linux-2023 repo on
GitHub.

To pull the AL2023 container image from Docker Hub

1. Pull the AL2023 container image using the docker pull command.

$ docker pull amazonlinux:2023

2. (Optional) Run the container locally.

$ docker run -it amazonlinux:2023 /bin/bash

(® Note

The container image of AL2023 uses only the dnf package manager to install software
packages. This means that there's no amazon-linux-extras or equivalent command
to use for additional software.

AL2023 Minimal container image

(® Note

The standard AL2023 container images are suitable for most use cases, and adapting to
the minimal container image is likely to be more work than adapting to the AL2023 base
container image.

The AL2023 minimal container image, introduced in AL2023.2, differs from the base container
image because it contains only the bare minimum packages needed to install other packages.
The minimal container image is designed to be a minimal set of packages, not a convenient set of
packages .
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The AL2023 minimal container image is built from software components already available in
AL2023. The key difference in the minimal container image is using microdnf to provide the
dnf package manager rather than the fully featured Python based dnf. This enables the minimal
container image to be smaller with the trade-off of not having the full feature set of the dnf
package manager which is included in the AL2023 AMIs and base container image.

The AL2023 minimal container image forms the base of the provided.al2023 Amazon Lambda
runtime environment.

For a detailed list of packages included in the minimal container image, see Comparing packages
installed on Amazon Linux 2023 Container Images.

Minimal Container image size

Because the AL2023 minimal container image contains fewer packages than the AL2023 base
container image, it is also significantly smaller. The following table compares the container image
options of current and past releases of Amazon Linux.

® Note

Image Size is as-shown on Amazon Linux on Amazon ECR Public Gallery.

Image Version Image Size Note
Amazon Linux 1 (AL1) 2018.03.0.20230918 62.3MB x86-64 only
.0
Amazon Linux 2 2.0.20230926.0 64.2MB aarch64 is 1.6MB

larger than x86-64

Amazon Linux 2023 2023.2.20231002.0 52.4MB
base container image

Amazon Linux 2023 2023.2.20231002.0- 35.2MB
minimal container minimal
image
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Using the AL2023 Minimal Container image

The AL2023 minimal container image is available on ECR and the 2023-minimal tag will always
point to the latest AL2023 based minimal container image, while the minimal tag may be updated
to a newer version of Amazon Linux than AL2023.

You can pull these tags using docker with the following example:

$ docker pull public.ecr.aws/amazonlinux/amazonlinux:minimal

$ docker pull public.ecr.aws/amazonlinux/amazonlinux:2023-minimal

The following example shows a Dockerfile that takes the minimal container image and installs
GCCon top ofit:

FROM public.ecr.aws/amazonlinux/amazonlinux:2023-minimal
RUN dnf install -y gcc && dnf clean all

Building bare-bones AL2023 container images

The AL2023 container image is built from the same software components that are included in the
AL2023 AMIL. It includes a software that enables the base container layer to behave similarly to
running on an Amazon EC2 instance, such as the package manager dnf. This section explains how
you can construct a container from scratch that includes only the bare minimum dependencies
needed for an application.

(@ Note

The standard AL2023 container images are suitable for most use cases. Using the standard
container image makes it easy to build on top of your image. A bare-bones container image
makes it more difficult to build on top of your image.

To create a container with bare minimum dependencies for an application

1. Determine your runtime dependencies. This will vary based on your application.
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2. Construct aDockerfile / Containerfile that builds FROM scratch. The following
example of a Dockerfile can be used to build a container that contains only the bash shell
and its dependencies.

FROM public.ecr.aws/amazonlinux/amazonlinux:2023 as build
RUN mkdir /sysroot
RUN dnf --releasever=$(rpm -q system-release --qf '%{VERSION}') \
--installroot /sysroot \
-y \
--setopt=install_weak_deps=False \
install bash

FROM scratch
COPY --from=build /sysroot /

WORKDIR /
ENTRYPOINT ["/bin/bash"]

This Dockerfile works by:

1. Starting a AL2023 container named build. This container will be used to bootstrap the

barebones container, this container is not deployed itself, but generates the container
to be deployed.

. Creating the /sysroot directory. This directory will be where the build container will

install the dependencies needed for the barebones container. In a subsequent step, the
/sysroot path will be packaged up to be the root directory of our barebones image.

Using the --installroot option to dnf in this manner is how we create the other
AL2023 images. It's a feature of dnf that allows installers and image creation tooling to
work.

. Invoking dnf to install packages into /sysroot.

The rpm -q system-release --qf '%{VERSION}' command queries (-q) the
system-release package, setting the query format (- -qf) to print out the version of
the package being queried (the %${VERSION} variable is the rpm variable for the version
of the RPM).
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By setting the --releasever argument of dnf to the version of system-release in
the build container, this Dockerfile can be used to rebuild the barebones container
whenever an updated container base image of Amazon Linux is released.

It is possible to set the --releasever to any Amazon Linux 2023 version, such as
2023.3.20240219. Doing this would mean that the build container would run as
the latest AL2023 version, but build the barebones container from 2023.3.20240219
regardless of what was the current AL2023 release.

The --setopt=install_weak_deps=False configuration option tells dnf to only
install dependencies that are required rather than recommended or suggested.

4. Copying the installed system into the root of a blank (FROM scratch) container.
5. Setting the ENTRYPOINT to be the desired binary, in this case /bin/bash.

3. Create an empty directory and add the content of the example in Step 2 to a file named
Dockerfile.

$ mkdir al2023-barebones-bash-example
$ cd al2023-barebones-bash-example
$ cat > Dockexfile <<EOF
FROM public.ecr.aws/amazonlinux/amazonlinux:2023 as build
RUN mkdir /sysroot
RUN dnf --releasever=$(xpm -q system-release --qf '${VERSION}') \
--installroot /sysroot \
-y \
--setopt=install_weak_deps=False \
install bash && dnf --installroot /sysroot clean all

FROM scratch
COPY --from=build /sysroot /
WORKDIR /

ENTRYPOINT ["/bin/bash"]
EOF

4. Build the container by running the following command.

$ docker build -t al2023-barebones-bash-example

5. Run the container using the following command to see how minimal a bash-only container is.
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$ docker run -it --rm al2@23-barebones-bash-example

bash-5.2# xpm

bash: rpm: command not found

bash-5.2# du -sh /usx/

bash: du: command not found

bash-5.2# 1s

bash: 1s: command not found

bash-5.2# echo /bin/*

/bin/alias /bin/bash /bin/bashbug /bin/bashbug-64 /bin/bg /bin/catchsegv /bin/cd /
bin/command /bin/fc /bin/fg /bin/gencat /bin/getconf /bin/getent /bin/getopts /
bin/hash /bin/iconv /bin/jobs /bin/ld.so /bin/ldd /bin/locale /bin/localedef /
bin/pldd /bin/read /bin/sh /bin/sotruss /bin/sprof /bin/type /bin/tzselect /bin/
ulimit /bin/umask /bin/unalias /bin/wait /bin/zdump

For a more practical example, the following procedure builds a container for a C application that
displays Hello World!.

1. Create an empty directory and add the C source code and Dockerfile.

$ mkdir al2023-barebones-c-hello-world-example
$ cd al2023-barebones-c-hello-world-example

$ cat > hello-world.c <<EOF

#include <stdio.h>

int main(void)

{
printf("Hello World!\n");
return 0;

}

EOF

$ cat > Dockerfile <<EOF
FROM public.ecr.aws/amazonlinux/amazonlinux:2023 as build
COPY hello-world.c /
RUN dnf -y install gcc
RUN gcc -o hello-world hello-world.c
RUN mkdir /sysroot
RUN mv hello-world /sysroot/
RUN dnf --releasever=$(xpm -q system-release --qf '${VERSION}') \
--installroot /sysroot \
-y \
--setopt=install_weak_deps=False \

Building bare-bones AL2023 container images 215



Amazon Linux 2023

User Guide

install glibc && dnf --installroot /sysroot clean all

FROM scratch

COPY --from=build /sysroot /
WORKDIR /

ENTRYPOINT ["/hello-world"]
EOF

2. Build the container using the following command.

$ docker build -t al2023-barebones-c-hello-world-example .

3. Run the container using the following command.

$ docker run -it --rm al2023-barebones-c-hello-world-example

Hello World!

Comparing packages installed on Amazon Linux 2023 Container Images

A comparison of the RPMs present on the AL2023 base container image compared with the RPMs

present on the AL2023 minimal container image.

Package Container
alternatives 1.15
amazon-linux-repo-cdn 2023.4.20240319
audit-libs 3.0.6

basesystem 11

bash 5.2.15

bzip2-libs 1.0.8
ca-certificates 2023.2.64

Minimal Container

1.15

2023.4.20240319

3.0.6

11

5.2.15

1.0.8

2023.2.64
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Package
coreutils-single
crypto-policies
curl-minimal

dnf

dnf-data
elfutils-default-yama-scope
elfutils-libelf
elfutils-libs

expat

file-libs

filesystem

gawk

gdbme-libs

glib2

glibc

glibc-common
glibc-minimal-langpack
gmp

gnupg2-minimal

gobject-introspection

Container

8.32

20220428

8.5.0

4.14.0

4.14.0

0.188

0.188

0.188

2.5.0

5.39

3.14

5.1.0

1.19

2.74.7

2.34

2.34

2.34

6.2.1

2.3.7

Minimal Container

8.32

20220428

8.5.0

4.14.0

5.39

3.14

5.1.0

2.74.7

2.34

2.34

2.34

6.2.1

2.3.7

1.73.0
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Package Container Minimal Container
gpgme 1.151 1.151
grep 3.8 3.8
json-c 0.14 0.14
keyutils-libs 1.6.3 1.6.3
krb5-libs 1.21 1.21
libacl 2.3.1 2.3.1
libarchive 3.5.3 3.5.3
libassuan 255 255
libattr 2.5.1 2.5.1
libblkid 2.37.4 2.37.4
libcap 2.48 2.48
libcap-ng 0.8.2 0.8.2
libcom_err 1.46.5 1.46.5
libcomps 0.1.20

libcurl-minimal 8.5.0 8.5.0
libdnf 0.69.0 0.69.0
libffi 344 344
libgcc 11.4.1 11.4.1
libgcrypt 1.10.2 1.10.2
libgomp 11.4.1
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Package
libgpg-error
libidn2
libmodulemd
libmount
libnghttp2
libpeas
libpsl

librepo
libreport-filesystem
libselinux
libsepol
libsigsegv
libsmartcols
libsolv
libstdc++
libtasn1
libunistring
libuuid
libverto

libxcrypt

Container

1.42

2.3.2

2.13.0

2.37.4

1.57.0

0.21.1

1.14.5

2.15.2

34

34

2.13

2.37.4

0.7.22

11.4.1

4.19.0

0.9.10

2.37.4

0.3.2

4.4.33

Minimal Container

1.42

2.3.2

2.13.0

2.37.4

1.57.0

1.32.0

0.21.1

1.14.5

2.15.2

34

34

2.13

2.37.4

0.7.22

11.4.1

4.19.0

0.9.10

2.37.4

0.3.2
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Package
libxml2
libyaml
libzstd
lua-Llibs
z4-libs
microdnf
microdnf-dnf
mpfr
ncurses-base
ncurses-libs
npth
openssl-libs
p11-kit
p11-kit-trust
pcre2

pcre2-syntax

popt

publicsuffix-list-dafsa

python3

python3-dnf

Container

2.10.4

0.2.5

1.5.5

54.4

1.9.4

4.1.0

6.2

6.2

1.6

3.0.8

0.241

0.24.1

10.40

10.40

1.18

20240212

3.9.16

4.14.0

Minimal Container

2.10.4

0.2.5

1.5.5

54.4

1.9.4

3.8.1

3.8.1

4.1.0

6.2

6.2

1.6

3.0.8

0.241

0.24.1

10.40

10.40

1.18

20240212
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Package
python3-gpg
python3-hawkey
python3-libcomps
python3-libdnf
python3-libs
python3-pip-wheel

python3-rpm

python3-setuptools-wheel

readline

rpm
rpm-build-libs
rpm-libs
rpm-sign-libs
sed

setup
sqlite-libs
system-release
tzdata

xz-libs

yum

Container

1.15.1

0.69.0

0.1.20

0.69.0

3.9.16

21.3.1

4.16.1.3

59.6.0

8.1

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.8

2.13.7

3.40.0

2023.4.20240319

2024a

5.2.5

4.14.0

Minimal Container

8.1

4.16.1.3

4.16.1.3

4.8

2.13.7

3.40.0

2023.4.20240319

5.25
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Package Container Minimal Container

zlib 1.2.11 1.2.11

Comparing packages installed on Amazon Linux 2023 Minimal AMI and
Container Images

A comparison of the RPMs present on the AL2023 Minimial AMI to the RPMs present on the
AL2023 base and minimal container images.

Package Minimal AMI Container Minimal Container
alternatives 1.15 1.15 1.15

amazon-chrony-conf 4.3
ig
amazon-ec2-net-utils  2.4.1

amazon-linux-repo- 2023.4.20240319 2023.4.20240319
cdn

amazon-linux-repo- 2023.4.20240319
s3

amazon-linux-sb-keys  2023.1

audit 3.0.6

audit-libs 3.0.6 3.0.6 3.0.6
awscli-2 2.14.5

basesystem 11 11 11
bash 5.2.15 5.2.15 5.2.15
bzip2-libs 1.0.8 1.0.8 1.0.8
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Package Minimal AMI Container Minimal Container
ca-certificates 2023.2.64 2023.2.64 2023.2.64
checkpolicy 3.4

chrony 4.3

cloud-init 22.2.2

cloud-init-cfg-ec2 22.2.2

cloud-utils-growpart  0.31

coreutils 8.32

coreutils-common 8.32

coreutils-single 8.32 8.32
cpio 213

cracklib 2.9.6

cracklib-dicts 2.9.6

crypto-policies 20220428 20220428 20220428
cryptsetup-libs 2.6.1

curl-minimal 8.5.0 8.5.0 8.5.0
cyrus-sasl-lib 2.1.27

dbus 1.12.28

dbus-broker 32

dbus-common 1.12.28

dbus-libs 1.12.28
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Package Minimal AMI Container Minimal Container
device-mapper 1.02.185

device-mapper-libs 1.02.185

diffutils 3.8

dnf 4.14.0 4.14.0

dnf-data 4.14.0 4.14.0 4.14.0
dnf-plugin-release- 1.2

notification

dnf-plugin-support- 1.2

info

dnf-plugins-core 4.3.0
dracut 055
dracut-config-ec2 3.0

dracut-config-generic 055

e2fsprogs 1.46.5

e2fsprogs-libs 1.46.5

ec2-utils 2.2.0

efi-filesystem 5

efivar 38

efivar-libs 38

elfutils-default-y 0.188 0.188
ama-scope

elfutils-libelf 0.188 0.188
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Package
elfutils-libs
expat

file
file-libs
filesystem
findutils
fuse-libs
gawk
gdbme-libs
gdisk
gettext
gettext-libs
glib2

glibc

glibc-all-langpacks
glibc-common
glibc-locale-source

glibc-minimal-lang

pack

gmp

gnupg2-minimal

Minimal AMI

0.188

2.5.0

5.39

5.39

3.14

4.8.0

2.9.9

1.19

1.0.8

0.21

0.21

2.74.7

2.34

2.34

2.34

2.34

6.2.1

2.3.7

Container

0.188

2.5.0

5.39

3.14

5.1.0

1.19

2.74.7

2.34

2.34

2.34

6.2.1

2.3.7

Minimal Container

5.39

3.14

2.74.7

2.34

2.34

2.34

6.2.1

2.3.7
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Package

gnutls
gobject-introspection
gpgme

grep

groff-base
grub2-common
grub2-efi-aab4-ec2
grub2-efi-x64-ec2
grub2-pc-modules
grub2-tools
grub2-tools-minimal
grubby

gzip

hostname

hwdata

inih

initscripts

iproute

iputils

irgbalance

Minimal AMI Container
3.8.0

1.15.1 1.151

3.8 3.8
1.224

2.06

2.06 (aarch64)
2.06 (x86_64)
2.06

2.06

2.06

8.40

1.12

3.23

0.353

49

10.09

5.10.0
20210202

1.9.0

Minimal Container

1.73.0

1.15.1

3.8
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Package
jansson
jitterentropy
iq

json-c

kbd
kbd-misc
kernel

kernel-livepatch-r
epo-s3

keyutils-libs
kmod
kmod-libs
krb5-libs
less

libacl
libarchive
libargon2
libassuan
libattr
libblkid

libcap

Minimal AMI

2.14

3.4.1

1.7.1

0.14

24.0

2.4.0

6.1.79

2023.4.20240319

1.6.3

29

29

1.21

608

2.3.1

3.5.3

20171227

2.5.5

2.5.1

2.37.4

2.48

Container

0.14

1.6.3

1.21

2.3.1

353

2.5.5

2.5.1

2.37.4

2.48

Minimal Container

0.14

1.6.3

1.21

2.3.1

3.5.3

2.5.5

2.5.1

2.37.4

2.48
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Package
libcap-ng
libcbor
libcom_err
libcomps
libcurl-minimal
libdb

libdnf
libeconf
libedit
libfdisk
libffi
libfido2
libgcc
libgcrypt
libgomp
libgpg-error
libidn2

libkcapi

libkcapi-hmaccalc

libmnl

Minimal AMI

0.8.2

0.7.0

1.46.5

0.1.20

8.5.0

5.3.28

0.69.0

0.4.0

3.1

2.37.4

344

1.10.0

11.4.1

1.10.2

11.4.1

1.42

2.3.2

1.4.0

1.4.0

1.0.4

Container

0.8.2

1.46.5

0.1.20

8.5.0

0.69.0

34.4

11.4.1

1.10.2

11.4.1

1.42

2.3.2

Minimal Container

0.8.2

1.46.5

8.5.0

0.69.0

344

11.4.1

1.10.2

1.42

2.3.2
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Package
libmodulemd
libmount
libnghttp2
libpeas
libpipeline
libpsl
libpwquality
librepo
libreport-filesystem
libseccomp
libselinux
libselinux-utils
libsemanage
libsepol
libsigsegv
libsmartcols
libsolv

libss

libstdc++

libtasn1

Minimal AMI

2.13.0

2.37.4

1.57.0

1.5.3

0.21.1

1.4.4

1.14.5

2.15.2

253

3.4

3.4

3.4

3.4

2.13

2.37.4

0.7.22

1.46.5

11.4.1

4.19.0

Container

2.13.0

2.37.4

1.57.0

0.21.1

1.14.5

2.15.2

34

3.4

2.13

2.37.4

0.7.22

11.4.1

4.19.0

Minimal Container

2.13.0

2.37.4

1.57.0

1.32.0

0.21.1

1.14.5

2.15.2

3.4

3.4

2.13

2.37.4

0.7.22

11.4.1

4.19.0
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Package Minimal AMI Container Minimal Container
libtextstyle 0.21

libunistring 0.9.10 0.9.10 0.9.10
libuser 0.63

libutempter 1.2.1

libuuid 2.37.4 2.37.4 2374
libverto 0.3.2 0.3.2 0.3.2
libxcrypt 4.4.33 4.4.33

libxml2 2.10.4 2.10.4 2.10.4
libyaml 0.2.5 0.2.5 0.2.5
libzstd 1.5.5 1.5.5 1.5.5
logrotate 3.20.1

lua-Llibs 544 5.4.4 544
lz4-libs 1.9.4 1.9.4 1.9.4
man-db 293

microcode_ctl 2.1 (x86_64)

microdnf 3.8.1
microdnf-dnf 3.8.1
mpfr 4.1.0 4.1.0 4.1.0
ncurses 6.2

ncurses-base 6.2 6.2 6.2
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Package Minimal AMI Container Minimal Container
ncurses-libs 6.2 6.2 6.2
net-tools 2.0

nettle 3.8

npth 1.6 1.6 1.6
numactl-libs 2.0.14

oniguruma 6.9.7.1

openldap 2.4.57

openssh 8.7p1

openssh-clients 8.7p1

openssh-server 8.7p1

openssl 3.0.8

openssl-libs 3.0.8 3.0.8 3.0.8
openssl-pkcs11 0.4.12

os-prober 1.77

p11-kit 0.24.1 0.24.1 0.24.1
p11-kit-trust 0.24.1 0.24.1 0.24.1
pam 1.5.1

passwd 0.80

pciutils 3.7.0

pciutils-libs 3.7.0
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Package

pcre2
pcre2-syntax
policycoreutils
popt

procps-ng

psmisc
publicsuffix-list-dafsa
python3
python3-attrs
python3-audit
python3-awscrt
python3-babel
python3-cffi
python3-chardet
python3-colorama
python3-configobj

python3-cryptograp
hy

python3-dateutil
python3-dbus

python3-distro

Minimal AMI

10.40

10.40

3.4

1.18

3.3.17
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20240212

3.9.16

20.3.0

3.0.6

0.19.19

2.9.1

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.8.1

1.2.18

1.5.0

Container

10.40

10.40

1.18

20240212

3.9.16

Minimal Container

10.40

10.40

1.18

20240212
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Package Minimal AMI Container Minimal Container
python3-dnf 4.14.0 4.14.0

python3-dnf-plugins- 4.3.0

core

python3-docutils 0.16

python3-gpg 1.15.1 1.15.1
python3-hawkey 0.69.0 0.69.0
python3-idna 2.10

python3-jinja2 2.11.3

python3-jmespath 0.10.0

python3-jsonpatch 1.21
python3-jsonpointer 2.0

python3-jsonschema  3.2.0

python3-libcomps 0.1.20 0.1.20
python3-libdnf 0.69.0 0.69.0
python3-libs 3.9.16 3.9.16

python3-libselinux 3.4

python3-libsemanag 3.4
e

python3-markupsafe  1.1.1
python3-netifaces 0.10.6

python3-oauthlib 3.0.2
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Package Minimal AMI Container Minimal Container
python3-pip-wheel 21.3.1 21.3.1
python3-ply 3.11

python3-policycore 3.4
utils

python3-prettytable 0.7.2

python3-prompt-too  3.0.24
lkit

python3-pycparser 2.20

python3-pyrsistent 0.17.3

python3-pyserial 3.4

python3-pysocks 1.7.1

python3-pytz 2022.7.1

python3-pyyaml 5.4.1

python3-requests 2.25.1

python3-rpm 4.16.1.3 4.16.1.3

python3-ruamel-yam 0.16.6
L

python3-ruamel-yam 0.1.2
l-clib

python3-setools 4.4.1

python3-setuptools 59.6.0
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Package

python3-setuptools-
wheel

python3-six
python3-systemd
python3-urllib3
python3-wcwidth
readline

rng-tools
rootfiles

rpm
rpm-build-libs
rpm-libs
rpm-plugin-selinux

rpm-plugin-systemd-
inhibit

rpm-sign-libs
sbsigntools
sed
selinux-policy

selinux-policy-tar
geted

setup

Minimal AMI

59.6.0

1.15.0
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1.25.10

0.2.5

8.1

6.14

8.1

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

0.9.4

4.8

37.22

37.22

2.13.7

Container

59.6.0

8.1

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.8

2.13.7

Minimal Container

8.1

4.16.1.3

4.16.1.3

4.8

2.13.7
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Package
shadow-utils
sqlite-libs

sudo
sysctl-defaults
system-release
systemd
systemd-libs
systemd-networkd
systemd-pam
systemd-resolved
systemd-udev
tar

tzdata
update-motd
userspace-rcu
util-linux
util-linux-core
vim-data
vim-minimal

which

Minimal AMI

4.9

3.40.0

1.9.14

1.0

2023.4.20240319

252.16

252.16

252.16

252.16

252.16

252.16

1.34

2024a

2.2

0.12.1

2.37.4

2.37.4

9.0.2153

9.0.2153

2.21

Container

3.40.0

2023.4.20240319

2024a

Minimal Container

3.40.0

2023.4.20240319
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Package Minimal AMI Container Minimal Container
xfsprogs 5.18.0

Xz 5.25

xz-libs 5.25 5.25 5.25

yum 4.14.0 4.14.0

zlib 1.2.11 1.2.11 1.2.11
zram-generator 1.1.2

zram-generator-def 1.1.2

aults

zstd 1.5.5

AL2023 on Amazon Elastic Beanstalk

Amazon Elastic Beanstalk is a service for deploying and scaling web applications and services.
Upload your code and Elastic Beanstalk automatically handles the deployment — from capacity
provisioning, load balancing, and auto scaling to application health monitoring. For more
information, see Amazon Elastic Beanstalk.

To use Elastic Beanstalk, you create an application, upload an application version in the form of
an application source bundle (for example, a Java .war file) to Elastic Beanstalk, and then provide
some information about the application. Elastic Beanstalk automatically launches an environment
and creates and configures the Amazon resources needed to run your code. For more information,
see the Amazon Elastic Beanstalk Developer Guide.

Elastic Beanstalk Linux platforms use Amazon EC2 instances, and these instances run Amazon
Linux. As of August 4, 2023, Elastic Beanstalk offers the following platform branches based on
Amazon Linux 2023: Docker, Tomcat, Java SE, Node.js, PHP, and Python. Elastic Beanstalk is
working on releasing support for AL2023 to more Elastic Beanstalk platforms.

The full list of Elastic Beanstalk platform support and current platforms built on top of AL2023 can
be found in the Elastic Beanstalk Linux platforms section of the Elastic Beanstalk Developer Guide.
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You can find the Release Notes for new Elastic Beanstalk platforms and versions of existing
platforms in the Elastic Beanstalk Release Notes.

Using AL2023 in Amazon CloudShell

Amazon CloudShell is a browser-based, pre-authenticated shell that you can launch directly from
the Amazon Web Services Management Console. You can navigate to CloudShell from the Amazon
Web Services Management Console a few different ways. For more information, see How to get
started with Amazon CloudShell?

Amazon CloudShell, which is currently based on Amazon Linux 2, will migrate to AL2023. The
migration to AL2023 will begin to roll out in all Amazon Web Services Regions starting on
December 4, 2023. For more information about CloudShell migrating to AL2023, see Amazon
CloudShell migrating from Amazon Linux 2 to Amazon Linux 2023.

Using AL2023 based Amazon ECS AMIs to host containerized
workloads

(® Note

For more information on how to use AL2023 inside a container, see AL2023 in containers.

Amazon Elastic Container Service (Amazon ECS) is a fully managed container orchestration service
that helps you easily deploy, manage, and scale containerized applications. As a fully managed
service, Amazon ECS comes with Amazon configuration and operational best practices built-in.

It's integrated with both Amazon and third-party tools, such as Amazon Elastic Container Registry
(Amazon ECR) and Docker. This integration makes it easier for teams to focus on building the
applications, not the environment. You can run and scale your container workloads across Amazon
Regions in the cloud, without the complexity of managing a control plane.

You can host containerized workloads on AL2023 using the AL2023 based Amazon ECS-optimized
AMI. For more information, see the Amazon ECS-optimized AMI
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Changes in AL2023 for Amazon ECS compared to AL2

As with AL2, AL2023 provides the base packages required to run as an Amazon ECS Linux instance.
In AL2 the containerd, docker, and ecs-init packages were available through amazon-
linux-extras, whereas AL2023 includes these packages in the core repositories.

With the deterministic upgrades through versioned repositories feature, every AL2023 AMI by
default is locked to a specific repository version. This is also true for the AL2023 Amazon ECS
optimized AMI. All updates to your environment can be carefully managed and tested prior to
deployment, as well as providing an easy way to revert to the content of a prior AMI in the event of
an issue. For more information on this AL2023 feature, see Using Deterministic upgrades through

versioned repository on AL2023.

AL2023 switches to cgroup v2 over the cgroup v1 interface supported in AL2. For more
information, see Unified Control Group hierarchy (cgroup v2).

(@ Note

AL2023 versions prior to 2023.2.20230920 (the first AL2023.2 release) contained a bug in
systemd for Out-of-Memory (OOM) handling inside a cgroup. All processes in the cgroup
were always killed instead of the OOM-Killer choosing one process at a time, which is the

intended behavior.

This was a regression when compared to AL2 behavior, and is fixed as of the
2023.2.20230920 release of AL2023.

The code to build the Amazon ECS-optimized AMI is available on the amazon-ecs-ami GitHub
project. The release notes describe which AL2023 version maps to which Amazon ECS AMI version.

Customizing the AL2023 based Amazon ECS-optimized AMI

/A Important

We recommend that you use the Amazon ECS optimized AL2023 AMI. For more
information, see Amazon ECS-optimized AMI in the Amazon Elastic Container Service

Developer Guide.
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You can use the same build scripts that Amazon ECS uses to create custom AMiIs. For more
information, see Amazon ECS-optimized Linux AMI build script.

Using Amazon Elastic File System on AL2023

Amazon Elastic File System (Amazon EFS) provides serverless, fully elastic file storage so that
you can share file data without provisioning or managing storage capacity and performance.
Amazon EFS is built to scale on demand to petabytes without disrupting applications, growing
and shrinking automatically as you add and remove files. Because Amazon EFS has a simple

web services interface, you can create and configure file systems quickly and easily. The service
manages all the file storage infrastructure for you, meaning that you can avoid the complexity of
deploying, patching, and maintaining complex file system configurations.

Amazon EFS supports the Network File System version 4 (NFSv4.1 and NFSv4.0) protocol, so the
applications and tools that you use today work seamlessly with Amazon EFS. Multiple compute
instances, including Amazon EC2, Amazon ECS, and Amazon Lambda, can access an Amazon EFS
file system at the same time. Therefore, an EFS file system can provide a common data source for
workloads and applications that are running on more than one compute instance or server.

Installing amazon-efs-utils on AL2023

The amazon-efs-utils package is available in the AL2023 repositories to be installed and used
to access Amazon EFS file systems.

Install the amazon-efs-utils package on AL2023

« Install amazon-efs-utils using the following command.

$ dnf -y install amazon-efs-utils

Mounting an Amazon EFS file system on AL2023

After amazon-efs-utils is installed, you can mount an Amazon EFS file system on your AL2023
instance.

Mount an Amazon EFS file system on AL2023

«  To mount using the file system id, use the following command.
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sudo mount -t efs file-system-id efs-mount-point/

You can also mount the file system so that data in transit is encrypted using TLS, or by using the
DNS name or mount target IP instead of the file system id. For more information, see Mounting on
Amazon Linux instances using the EFS mount helper.

Using Amazon EMR built on AL2023

Amazon EMR is a web service that makes it easy to process vast amounts of data efficiently using
Apache Hadoop and services offered by Amazon.

AL2023 based Amazon EMR releases

Amazon EMR release 7.0.0 was the first release built on AL2023. With this release, AL2023 is the
base operating system for Amazon EMR, bringing all the advantages of AL2023 to Amazon EMR.
For more information, see the Amazon EMR 7.0.0 release notes.

AL2023 based Amazon EMR on EKS

Amazon EMR on EKS 6.13 was the first release introducing AL2023 as an option. With this release,
you can launch Spark with AL2023 as the operating system, together with Java 17 runtime. For
more information, see the Amazon EMR on EKS 6.13 release notes, and all Amazon EMR on EKS
release notes.

Using AL2023 in Amazon Lambda

With Amazon Lambda, you can run code without provisioning or managing servers. You pay only
for the compute time that you consume-there's no charge when your code isn't running. You can
run code for virtually any type of application or backend service-all with zero administration. Just
upload your code and Lambda takes care of everything required to run and scale your code with
high availability.

AL2023 provided.al2023 managed runtime and container image

The provided.al2023 base runtime is based on the AL2023 minimal container image, and

provides an AL2023 based Lambda managed runtime and container base image. Because the
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provided.al2@23 runtime is based on the AL2023 minimal container image, it is substantially
smaller at less than 40 MB than the provided.al2 runtime at around 109 MB.

For more information, see Lambda runtimes and Working with Lambda container images.

AL2023 based Lambda runtimes

Future releases of managed language runtimes, such as Node.js 20, Python 3.12, Java 21, and .NET
8, are based on AL2023 and will use provided.al2023 as the base image as described in the
announcement of AL2023 based runtimes .

AL2023 based Lambda functions

« AL2023 Lambda functions written in Go

o« AL2023 Lambda functions written in Rust

For more information, see Lambda runtimes in the Amazon Lambda Developer Guide<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>