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What is Amazon OpenSearch Service?

Amazon OpenSearch Service is a managed service that makes it easy to deploy, operate, and scale
OpenSearch clusters in the Amazon Cloud. Amazon OpenSearch Service supports OpenSearch
and legacy Elasticsearch OSS (up to 7.10, the final open source version of the software). When you
create a cluster, you have the option of which search engine to use.

OpenSearch is a fully open-source search and analytics engine for use cases such as log analytics,
real-time application monitoring, and clickstream analysis. For more information, see the
OpenSearch documentation.

Amazon OpenSearch Service provisions all the resources for your OpenSearch cluster and launches
it. It also automatically detects and replaces failed OpenSearch Service nodes, reducing the
overhead associated with self-managed infrastructures. You can scale your cluster with a single API
call or a few clicks in the console.

Log files
-
Application &
Messages ’ ‘ ‘ infra;trqcture
monitoring
((
) ’ Security info & event
Metrics L management (SIEM)
Amazon OpenSearch
Service
Config info Search
) Includes built-in OpenSearch Output
Documents and lists Dashboards and Kibana Search, analyze, and visualize
(1.5 to 7.10 versions) logs to get real-time insights
Input

Capture, process, and load data
into Amazon OpenSearch Service

To get started using OpenSearch Service, you create an OpenSearch Service domain, which is
equivalent to an OpenSearch cluster. Each EC2 instance in the cluster acts as one OpenSearch
Service node.

You can use the OpenSearch Service console to set up and configure a domain in minutes. If you
prefer programmatic access, you can use the Amazon CLI or the Amazon SDKs.



https://opensearch.org/docs/
https://docs.amazonaws.cn/cli/latest/userguide/
http://www.amazonaws.cn/code
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Features of Amazon OpenSearch Service

OpenSearch Service includes the following features:

Scale

« Numerous configurations of CPU, memory, and storage capacity known as instance types,
including cost-effective Graviton instances

« Up to 3 PB of attached storage

» Cost-effective UltraWarm and cold storage for read-only data

Security

« Amazon ldentity and Access Management (IAM) access control

 Easy integration with Amazon VPC and VPC security groups

« Encryption of data at rest and node-to-node encryption

« Amazon Cognito, HTTP basic, or SAML authentication for OpenSearch Dashboards
 Index-level, document-level, and field-level security

o Audit logs

« Dashboards multi-tenancy

Stability

Numerous geographical locations for your resources, known as Regions and Availability Zones

Node allocation across two or three Availability Zones in the same Amazon Region, known as
Multi-AZ

Dedicated master nodes to offload cluster management tasks

Automated snapshots to back up and restore OpenSearch Service domains

Flexibility

» SQL support for integration with business intelligence (BI) applications

» Custom packages to improve search results

Integration with popular services

Features of Amazon OpenSearch Service 2
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» Data visualization using OpenSearch Dashboards

« Integration with Amazon CloudWatch for monitoring OpenSearch Service domain metrics and
setting alarms

« Integration with Amazon CloudTrail for auditing configuration API calls to OpenSearch Service
domains

« Integration with Amazon S3, Amazon Kinesis, and Amazon DynamoDB for loading streaming
data into OpenSearch Service

« Alerts from Amazon SNS when your data exceeds certain thresholds

Amazon OpenSearch Serverless

Amazon OpenSearch Serverless is an on-demand, auto scaling, serverless configuration for
Amazon OpenSearch Service. Serverless removes the operational complexities of provisioning,
configuring, and tuning your OpenSearch clusters. For more information, see Amazon OpenSearch

Serverless.

Amazon OpenSearch Ingestion

Amazon OpenSearch Ingestion is a fully managed data collector, powered by Data Prepper, that
delivers real-time log and trace data to Amazon OpenSearch Service domains and OpenSearch
Serverless collections. It enables you to filter, enrich, transform, normalize, and aggregate data for
downstream analysis and visualization. For more information, see Amazon OpenSearch Ingestion.

Supported versions of OpenSearch and Elasticsearch

OpenSearch Service currently supports the following OpenSearch versions:

« 2.11,29,27,25,23,13,1.2,1.1,1.0

OpenSearch Service also supports the following legacy Elasticsearch OSS versions:

« 7.10,7.9,78,7.7,7.4,7.1

« 6.8,6.7,65,6.4,6.3,6.2,6.0
« 56,55,53,5.1

e 2.3

Amazon OpenSearch Serverless 3
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For more information, see the section called “Supported operations”, the section called “Features

by engine version”, and the section called “Plugins by engine version”.

If you start a new OpenSearch Service project, we strongly recommend that you choose the latest
supported OpenSearch version. If you have an existing domain that uses an older Elasticsearch
version, you can choose to keep the domain or migrate your data. For more information, see the
section called "Upgrading domains”.

Pricing for Amazon OpenSearch Service

For OpenSearch Service, you pay for each hour of use of an EC2 instance and for the cumulative
size of any EBS storage volumes attached to your instances. Standard Amazon data transfer

charges also apply.

However, some notable data transfer exceptions exist. If a domain uses multiple Availability

Zones, OpenSearch Service does not bill for traffic between the Availability Zones. Significant

data transfer occurs within a domain during shard allocation and rebalancing. OpenSearch Service
neither meters nor bills for this traffic. Similarly, OpenSearch Service does not bill for data transfer
between UltraWarm/cold nodes and Amazon S3.

For full pricing details, see Amazon OpenSearch Service pricing. For information about charges

incurred during configuration changes, see the section called “Charges for configuration changes”.

Getting started with Amazon OpenSearch Service

To get started, sign up for an Amazon Web Services account if you don't already have one. After

you are set up with an account, complete the getting started tutorial for Amazon OpenSearch

Service. Consult the following introductory topics if you need more information while learning
about the service:

Create a domain

Size the domain appropriately for your workload

Control access to your domain using a domain access policy or fine-grained access control

Index data manually or from other Amazon services

Pricing for Amazon OpenSearch Service 4
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» Use OpenSearch Dashboards to search your data and create visualizations

For information on migrating to OpenSearch Service from a self-managed OpenSearch cluster, see
the section called “Migrating to OpenSearch Service”.

Related services

OpenSearch Service commonly is used with the following services:

Amazon CloudWatch

OpenSearch Service domains automatically send metrics to CloudWatch so that you can
monitor domain health and performance. For more information, see Monitoring OpenSearch

cluster metrics with Amazon CloudWatch.

CloudWatch Logs can also go the other direction. You might configure CloudWatch Logs to
stream data to OpenSearch Service for analysis. To learn more, see the section called “Loading

streaming data from Amazon CloudWatch".

Amazon CloudTrail

Use Amazon CloudTrail to get a history of the OpenSearch Service configuration API calls and
related events for your account. For more information, see Monitoring Amazon OpenSearch
Service API calls with Amazon CloudTrail.

Amazon Kinesis

Kinesis is a managed service for real-time processing of streaming data at a massive scale. For
more information, see the section called “Loading streaming data from Amazon Kinesis Data

Streams” and the section called “Loading streaming data from Amazon Data Firehose".

Amazon S3

Amazon Simple Storage Service (Amazon S3) provides storage for the internet. This guide
provides Lambda sample code for integration with Amazon S3. For more information, see the
section called “Loading streaming data from Amazon S3".

Amazon |IAM

Amazon ldentity and Access Management (IAM) is a web service that you can use to manage
access to your OpenSearch Service domains. For more information, see the section called

“Identity and Access Management”.

Related services 5
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Amazon Lambda

Amazon Lambda is a compute service that lets you run code without provisioning or managing
servers. This guide provides Lambda sample code to stream data from DynamoDB, Amazon
S3, and Kinesis. For more information, see the section called “Loading streaming data into

OpenSearch Service”.

Amazon DynamoDB

Amazon DynamoDB is a fully managed NoSQL database service that provides fast and
predictable performance with seamless scalability. To learn more about streaming data to
OpenSearch Service, see the section called “Loading streaming data from Amazon DynamoDB".

Amazon QuickSight

You can visualize data from OpenSearch Service using Amazon QuickSight dashboards. For
more information, see Using Amazon OpenSearch Service with Amazon QuickSight in the
Amazon QuickSight User Guide.

® Note

OpenSearch includes certain Apache-licensed Elasticsearch code from Elasticsearch B.V.
and other source code. Elasticsearch B.V. is not the source of that other source code.
ELASTICSEARCH is a registered trademark of Elasticsearch B.V.

Related services 6
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Amazon OpenSearch Serverless

Amazon OpenSearch Serverless is an on-demand, auto-scaling configuration for Amazon
OpenSearch Service. An OpenSearch Serverless collection is an OpenSearch cluster that scales
compute capacity based on your application's needs. This contrasts with OpenSearch Service
provisioned OpenSearch domains, which you manually manage capacity for.

OpenSearch Serverless provides a simple, cost-effective option for infrequent, intermittent, or
unpredictable workloads. It's cost-effective because it automatically scales compute capacity to
match your application's usage.

OpenSearch Serverless collections have the same kind of high-capacity, distributed, and highly
available storage volume that is used by provisioned OpenSearch Service domains.

OpenSearch Serverless collections are always encrypted. You can choose the encryption key, but
you can't disable encryption. For more information, see the section called "Encryption”.

Topics
o Benefits

o What is Amazon OpenSearch Serverless?

» Getting started with Amazon OpenSearch Serverless

» Creating and managing Amazon OpenSearch Serverless collections

« Managing capacity limits for Amazon OpenSearch Serverless

» Ingesting data into Amazon OpenSearch Serverless collections

» Overview of security in Amazon OpenSearch Serverless

« Tagging Amazon OpenSearch Serverless collections

» Supported operations and plugins in Amazon OpenSearch Serverless

» Monitoring Amazon OpenSearch Serverless

Benefits

OpenSearch Serverless has the following benefits:

« Simpler than provisioned — OpenSearch Serverless removes much of the complexity of
managing OpenSearch clusters and capacity. It automatically sizes and tunes your clusters, and

Benefits 7
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takes care of shard and index lifecycle management. It also manages service software updates
and OpenSearch version upgrades. All updates and upgrades are non-disruptive.

» Cost-effective — When you use OpenSearch Serverless, you only pay for the resources that
you consume. This removes the need for upfront provisioning and overprovisioning for peak
workloads.

« Highly available — OpenSearch Serverless supports production workloads with redundancy to
protect against Availability Zone outages and infrastructure failures.

» Scalable - OpenSearch Serverless automatically scales resources to maintain consistently fast
data ingestion rates and query response times.

What is Amazon OpenSearch Serverless?

Amazon OpenSearch Serverless is an on-demand serverless configuration for Amazon OpenSearch
Service. Serverless removes the operational complexities of provisioning, configuring, and

tuning your OpenSearch clusters. It's a good option for organizations that don't want to self-
manage their OpenSearch clusters, or organizations that don't have the dedicated resources or
expertise to operate large clusters. With OpenSearch Serverless, you can easily search and analyze
a large volume of data without having to worry about the underlying infrastructure and data
management.

An OpenSearch Serverless collection is a group of OpenSearch indexes that work together
to support a specific workload or use case. Collections are easier to use than self-managed
OpenSearch clusters, which require manual provisioning.

Collections have the same kind of high-capacity, distributed, and highly available storage volume
that's used by provisioned OpenSearch Service domains, but they remove more complexity
because they don't require manual configuration and tuning. Data is encrypted in transit within

a collection. OpenSearch Serverless also supports OpenSearch Dashboards, which provides an
intuitive interface for analyzing data.

Serverless collections currently run OpenSearch version 2.0.x. As new versions are released,
OpenSearch Serverless will automatically upgrade your collections to consume new features, bug
fixes, and performance improvements.

Topics

» Use cases for OpenSearch Serverless

» Getting started

What is Amazon OpenSearch Serverless? 8
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« How it works

« Choosing a collection type

 Pricing for OpenSearch Serverless

» Supported Amazon Web Services Regions

« Limitations

« Comparing OpenSearch Service and OpenSearch Serverless

Use cases for OpenSearch Serverless

OpenSearch Serverless supports two primary use cases:

« Log analytics - The log analytics segment focuses on analyzing large volumes of semi-
structured, machine-generated time series data for operational and user behavior insights.

 Full-text search - The full-text search segment powers applications in your internal networks
(content management systems, legal documents) and internet-facing applications, such as
ecommerce website content search.

When you create a collection, you choose one of these use cases. For more information, see the
section called “Choosing a collection type”.

Getting started

To get started with OpenSearch Serverless, create one or more collections using the OpenSearch
Service console, the Amazon CLI, or one of the Amazon SDKs. For a tutorial that helps you get
a collection up and running quickly, see the section called “Getting started with OpenSearch

Serverless”.

OpenSearch Serverless supports the same ingest and query APl operations as the OpenSearch
open source suite, so you can continue to use your existing clients and applications. Your clients
must be compatible with OpenSearch 2.x in order to work with OpenSearch Serverless. For more
information, see the section called “Ingesting data into collections”.

How it works

Traditional OpenSearch clusters have a single set of instances that perform both indexing and
search operations, and index storage is tightly coupled with compute capacity. In contrast,

Use cases for OpenSearch Serverless 9
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OpenSearch Serverless uses a cloud-native architecture that separates the indexing (ingest)
components from the search (query) components, with Amazon S3 as the primary data storage for
indexes.

This decoupled architecture lets you scale search and indexing functions independently of each
other, and independently of the indexed data in S3. The architecture also provides isolation for
ingest and query operations so that they can run concurrently without resource contention.

When you write data to a collection, OpenSearch Serverless distributes it to the indexing compute
units. The indexing compute units ingest the incoming data and move the indexes to S3. When
you perform a search on the collection data, OpenSearch Serverless routes requests to the search
compute units that hold the data being queried. The search compute units download the indexed
data directly from S3 (if it's not already cached locally), run search operations, and perform
aggregations.

The following image illustrates this decoupled architecture:

How it works 10
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OpenSearch Serverless compute capacity for data ingestion, searching, and querying are measured
in OpenSearch Compute Units (OCUs). Each OCU is a combination of 6 GiB of memory and
corresponding virtual CPU (vCPU), as well as data transfer to Amazon S3. Each OCU includes
enough hot ephemeral storage for 120 GiB of index data.

When you create your first collection, OpenSearch Serverless instantiates two OCUs—one for
indexing and one for search. To ensure high availability, it also launches a standby set of nodes
in another Availability Zone. You can opt to disable the two standby replicas when you create the
collection if you're working in a development or testing environment. By default, the redundant
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active replicas are enabled, which means that a total of four OCUs are instantiated for the first
collection in an account.

These OCUs exist even when there's no activity on any collection endpoints. All subsequent
collections share these OCUs. When you create additional collections in the same account,
OpenSearch Serverless only adds additional OCUs for search and ingest as needed to support the
collections, according to the capacity limits that you specify. Capacity does scale back down as your

compute usage decreases.

For information about how you're billed for these OCUs, see the section called “Pricing for

OpenSearch Serverless”.

Choosing a collection type

OpenSearch Serverless supports three primary collection types:

Time series — The log analytics segment that focuses on analyzing large volumes of semi-
structured, machine-generated data in real-time for operational, security, user behavior, and
business insights.

Search - Full-text search that powers applications in your internal networks (content management
systems, legal documents) and internet-facing applications, such as ecommerce website search and
content search.

Vector search — Semantic search on vector embeddings that simplifies vector data management
and powers machine learning (ML) augmented search experiences and generative Al applications,
such as chatbots, personal assistants, and fraud detection.

You choose a collection type when you first create a collection:

Collection type
Select your use case

O Time series Search Vector search - new
Use for analyzing large volumes of Use for full-text searches that Use for storing vector embeddings
semi-structured, machine- power applications within your and performing semantic and
generated data in real time. network. similarity search. Learn more [

The collection type that you choose depends on the kind of data that you plan to ingest into the
collection, and how you plan to query it. You can't change the collection type after you create it.

The collection types have the following notable differences:

Choosing a collection type 12
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» For search and vector search collections, all data is stored in hot storage to ensure fast query
response times. Time series collections use a combination of hot and warm storage, where the
most recent data is kept in hot storage to optimize query response times for more frequently
accessed data.

» For time series and vector search collections, you can't index by custom document ID or update by
upsert requests. This operation is reserved for search use cases. You can update by document ID
instead. For more information, see the section called “"Supported OpenSearch API operations and

permissions”.

» For search and time series collections, you can't use k-NN type indexes.

Pricing for OpenSearch Serverless

In OpenSearch Serverless, you're charged for the following components:

» Data ingestion compute
« Search and query compute

» Storage retained in Amazon S3

OCUs are billed on an hourly basis, with per-second granularity. In your account statement, you
see an entry for compute in OCU-hours with a label for data ingestion and a label for search.
You're also billed on a monthly basis for data stored in Amazon S3. You aren't charged for using
OpenSearch Dashboards.

You're billed for a minimum of four OCUs that are allocated for your workloads when you create a
collection and enable redundant active replicas. You're billed for a minimum of two OCUs for the

first collection in your account if you disable redundant active replicas. All subsequent collections

can share those OCUs.

OpenSearch Serverless adds additional OCUs based on the compute needed to support your
collections. If your workload uses a fractional OCU, the pricing is proportionate. You can configure
a maximum number of OCUs for your account in order to control costs.

® Note

Collections with unique Amazon KMS keys can't share OCUs with other collections.

Pricing for OpenSearch Serverless 13
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For full pricing details, see Amazon OpenSearch Service pricing.

Supported Amazon Web Services Regions

OpenSearch Serverless is available in a subset of Amazon Web Services Regions that OpenSearch
Service is available in. For a list of supported Regions, see Amazon OpenSearch Service endpoints

and quotas in the Amazon Web Services General Reference.

Limitations

OpenSearch Serverless has the following limitations:

« Some OpenSearch API operations aren't supported. See the section called “Supported

OpenSearch API operations and permissions”.

« Some OpenSearch plugins aren't supported. See the section called “Supported OpenSearch
plugins”.

» There's currently no way to automatically migrate your data from a managed OpenSearch

Service domain to a serverless collection. You must reindex your data from a domain to a
collection.

» Cross-account access to collections isn't supported. You can't include collections from other
accounts in your encryption or data access policies.

» Custom OpenSearch plugins aren't supported.
» You can't take or restore snapshots of OpenSearch Serverless collections.
» Cross-Region search and replication aren't supported.

« There are limits on the number of serverless resources that you can have in a single account and
Region. See OpenSearch Serverless quotas.

» The refresh interval for indexes might be between 10 and 60 seconds depending on the size of
your requests.

o The number of shards, number of intervals, and refresh interval are not modifiable and are
handled by OpenSearch Serverless. The sharding strategy is based off the collection type
and traffic. For example, a time series collection scales primary shards based on write traffic
bottlenecks.

» Geospatial features available on OpenSearch versions up to 2.1 are supported.

Supported Amazon Web Services Regions 14
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Comparing OpenSearch Service and OpenSearch Serverless

In OpenSearch Serverless, some concepts and features are different than their corresponding

feature for a provisioned OpenSearch Service domain. For example, one important difference is

that OpenSearch Serverless doesn't have the concept of a cluster or node.

The following table describes how important features and concepts in OpenSearch Serverless differ
from the equivalent feature in a provisioned OpenSearch Service domain.

Feature OpenSearch Service
Domains Indexes are held in domains,
versus which are pre-provisioned

collections OpenSearch clusters.

For more information, see
Creating and managing

domains.

Node types You build a cluster with node
and capacity
managemen

t You must calculate your own

types that meet your cost and
performance specifications.

storage requirements and
choose an instance type for
your domain.

For more information, see
the section called "Sizing

domains”.
Billing You pay for each hour of use
of an EC2 instance and for the
cumulative size of any EBS
storage volumes attached to
your instances.

OpenSearch Serverless

Indexes are held in collections, which are
logical groupings of indexes that represent a
specific workload or use case.

For more information, see the section called

“Creating, listing, and deleting collections”.

OpenSearch Serverless automatically scales
and provisions additional compute units for
your account based on your capacity usage.

For more information, see the section called

“Managing capacity limits".

You're charged in OCU-hours for compute for
data ingestion, compute for search and query,
and storage retained in S3.

For more information, see the section called

“Pricing for OpenSearch Serverless".

Comparing OpenSearch Service and OpenSearch Serverless
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Feature OpenSearch Service
For more information, see
the section called "Pricing for
Amazon OpenSearch Service”.
Encryption Encryption at rest is optional

for domains.

For more information, see the
section called "Encryption at

rest”.

Data access Access to the data within

OpenSearch Serverless

Encryption at rest is required for collections.

For more information, see the section called

‘Encryption”.

Access to data within collections is determine

control domains is determined by d by data access policies.
IAM policies and fine-grained
access control.
Supported OpenSearch Service supports OpenSearch Serverless supports a different
OpenSearch  asubset of all of the subset of OpenSearch API operations.
operations OpenSearch API operations.
For more information, see the section called
For more information, see “Supported operations and plugins”.
the section called “Supported
operations”.
Dashboards Sign in with a username and If you're logged into the Amazon console
sign-in password. and navigate to your Dashboard URL, you'll
automatically log in.
For more information, see
the section called “Accessin For more information, see the section called
g OpenSearch Dashboards as “Accessing OpenSearch Dashboards”.
the master user”.
APIs Interact programmatically Interact programmatically with OpenSearch

with OpenSearch Service
using the OpenSearch Service

Serverless using the OpenSearch Serverless

APl operations.

APl operations.

Comparing OpenSearch Service and OpenSearch Serverless
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Feature

Network
access

Signing
requests

OpenSearc
h version
upgrades

Service
software
updates

OpenSearch Service

Network settings for a domain
apply to the domain endpoint
as well as the OpenSearc

h Dashboards endpoint.
Network access for both is
tightly coupled.

Use the OpenSearch high and
low-level REST clients to sign
requests. Specify the service
name as es.

You manually upgrade your
domains as new versions

of OpenSearch become
available. You're responsible
for ensuring that your domain
meets the upgrade requireme
nts, and that you've addressed
any breaking changes.

You manually apply service
software updates to your
domain as they become
available.

OpenSearch Serverless

Network settings for the domain endpoint
and the OpenSearch Dashboards endpoint are
decoupled. You can choose to not configure
network access for OpenSearch Dashboards.

For more information, see the section called

“Network access"”.

At this time, OpenSearch Serverless supports
a subset of clients that OpenSearch Service
supports.

When you sign requests, specify the service
name as aoss. The x-amz-content-sha2
56 header is required. For more information,
see the section called “Signing HTTP requests

with other clients”.

OpenSearch Serverless automatically
upgrades your collections to new OpenSearc
h versions. Upgrades don't necessarily happen
as soon as a new version is available.

OpenSearch Serverless automatically updates
your collections to consume the latest bug
fixes, features, and performance improveme
nts.

Comparing OpenSearch Service and OpenSearch Serverless
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Feature OpenSearch Service
VPC access You can provision your
domain within a VPC.
You can also create additional
OpenSearch Service-managed
VPC endpoints to access the
domain.
SAML You enable SAML authentic
authentic ation on a per-domain basis.
ation
For more information, see
the section called “SAML
authentication for OpenSearc
h Dashboards”.
Transport OpenSearch Service supports
Security TLS 1.2 but it is recommend
Layer (TSL) you use TLS 1.3.

OpenSearch Serverless

You create one or more OpenSearch Serverles

s-managed VPC endpoints for your account.

Then, you include these endpoints within
network policies.

You configure one or more SAML providers
at the account level, then you include the
associated user and group IDs within data
access policies.

For more information, see the section called
“SAML authentication”.

OpenSearch Serverless supports TLS 1.2 but it
is recommended you use TLS 1.3.

Getting started with Amazon OpenSearch Serverless

This tutorial walks you through the basic steps to get an Amazon OpenSearch Serverless search
collection up and running quickly. A search collection allows you to power applications in your
internal networks and internet-facing applications, such as ecommerce website search and content

search.

To learn how to use a vector search collection, see the section called “Working with vector

search collections”. For more detailed information about using collections, see the section called

“Creating, listing, and deleting collections” and the other topics within this guide.

You'll complete the following steps in this tutorial:

1. Configure permissions

2. Create a collection

3. Upload and search data

Getting started with OpenSearch Serverless
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4. Delete the collection

Step 1: Configure permissions

In order to complete this tutorial, and to use OpenSearch Serverless in general, you must have the
correct IAM permissions. In this tutorial, you will create a collection, upload and search data, and
then delete the collection.

Your user or role must have an attached identity-based policy with the following minimum
permissions:

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"aoss:CreateCollection",
"aoss:ListCollections",
"aoss:BatchGetCollection",
"aoss:DeleteCollection",
"aoss:CreateAccessPolicy",
"aoss:ListAccessPolicies",
"aoss:UpdateAccessPolicy",
"aoss:CreateSecurityPolicy",
"aoss:GetSecurityPolicy",
"aoss:UpdateSecurityPolicy",
"iam:ListUsers",
"iam:ListRoles"

1,

"Effect": "Allow",

"Resource": "*"

For more information about OpenSearch Serverless IAM permissions, see the section called

“Identity and Access Management”.
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Step 2: Create a collection

A collection is a group of OpenSearch indexes that work together to support a specific workload or
use case.

To create an OpenSearch Serverless collection

1
2
3.
4
5

10.
11.
12.

13.
14.

Open the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/home.

Choose Collections in the left navigation pane and choose Create collection.
Name the collection movies.

For collection type, choose Search. For more information, see Choosing a collection type.

Under Encryption, select Use Amazon owned key. This is the Amazon KMS key that
OpenSearch Serverless will use to encrypt your data.

Under Network, configure network settings for the collection.

» For the access type, select Public.

« For the resource type, enable access to both OpenSearch endpoints and OpenSearch
Dashboards. Since you'll upload and search data using OpenSearch Dashboards, you need to
enable both.

Choose Next.

For Configure data access, set up access settings for the collection. Data access policies allow

users and roles to access the data within a collection. In this tutorial, we'll provide a single user
the permissions required to index and search data in the movies collection.

Create a single rule that provides access to the movies collection. Name the rule Movies
collection access.

Choose Add principals, IAM users and roles and select the user or role that you'll use to sign
in to OpenSearch Dashboards and index data. Choose Save.

Under Index permissions, select all of the permissions.
Choose Next.

For the access policy settings, choose Create a new data access policy and name the policy
movies.

Choose Next.

Review your collection settings and choose Submit. Wait several minutes for the collection
status to become Active.
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Step 3: Upload and search data

You can upload data to an OpenSearch Serverless collection using Postman or curl. For brevity,
these examples use Dev Tools within the OpenSearch Dashboards console.

To index and search data in the movies collection

1. Choose Collections in the left navigation pane and choose the movies collection to open its
details page.

2. Choose the OpenSearch Dashboards URL for the collection. The URL takes the format
https://collection-id.us-east-1.aoss.amazonaws.com/_dashboards.

3. Within OpenSearch Dashboards, open the left navigation pane and choose Dev Tools.

4. To create a single index called movies-index, send the following request:

PUT movies-index

S Search Dashboards @

= movies Dev Tools

Console
History Settings Help 200-0K  1331ms
1 PUT movies-index [ 1- 4
2 "acknowledged" : true,
3 "shards_acknowledged" : true,
4 "index" : "movies-index"
5+ 1

5. Toindex a single document into movies-index, send the following request:

PUT movies-index/_doc/1

{
"title": "Shawshank Redemption",
"genre": "Drama",
"year": 1994

}

6. To search data in OpenSearch Dashboards, you need to configure at least one index pattern.
OpenSearch uses these patterns to identify which indexes you want to analyze. Open the left
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navigation pane, choose Stack Management, choose Index Patterns, and then choose Create
index pattern. For this tutorial, enter movies.

7. Choose Next step and then choose Create index pattern. After the pattern is created, you can
view the various document fields such as title and genre.

8. To begin searching your data, open the left navigation pane again and choose Discover, or use
the search APl within Dev Tools.

Step 4: Delete the collection

Because the movies collection is for test purposes, make sure to delete it when you're done
experimenting.

To delete an OpenSearch Serverless collection

1. Go back to the Amazon OpenSearch Service console.
2. Choose Collections in the left navigation pane and select the movies collection.

3. Choose Delete and confirm deletion.

Next steps

Now that you know how to create a collection and index data, you might want to try some of the
following exercises:

» See more advanced options for creating a collection. For more information, see the section called

“Creating, listing, and deleting collections”.

» Learn how to configure security policies to manage collection security at scale. For more
information, see the section called “Security in OpenSearch Serverless”.

» Discover other ways to index data into collections. For more information, see the section called

“Ingesting data into collections”.

Creating and managing Amazon OpenSearch Serverless
collections

You can create Amazon OpenSearch Serverless collections using the console, the Amazon CLI and
API, the Amazon SDKs, and Amazon CloudFormation.
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Topics

Creating, listing, and deleting Amazon OpenSearch Serverless collections

Working with vector search collections

Using data lifecycle policies with Amazon OpenSearch Serverless

Using the Amazon SDKs to interact with Amazon OpenSearch Serverless

Using Amazon CloudFormation to create Amazon OpenSearch Serverless collections

Creating, listing, and deleting Amazon OpenSearch Serverless
collections

A collection in Amazon OpenSearch Serverless is a logical grouping of one or more indexes that
represent an analytics workload. OpenSearch Service automatically manages and tunes the
collection, requiring minimal manual input.

Topics

» Permissions required

Creating collections

Accessing OpenSearch Dashboards

Viewing collections

Deleting collections

Permissions required

OpenSearch Serverless uses the following Amazon Identity and Access Management (IAM)
permissions for creating and managing collections. You can specify IAM conditions to restrict users
to specific collections.

e aoss:CreateCollection — Create a collection.

e aoss:ListCollections - List collections in the current account.

e aoss:BatchGetCollection — Get details about one or more collections.

« aoss:UpdateCollection - Modify a collection.

e aoss:DeleteCollection — Delete a collection.
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The following sample identity-based access policy provides the minimum permissions necessary for
a user to manage a single collection named Logs:

"Sid":"Allows managing logs collections",

"Effect":"Allow",

"Action":[
"aoss:CreateCollection",
"aoss:ListCollections",
"aoss:BatchGetCollection",
"aoss:UpdateCollection",
"aoss:DeleteCollection",
"aoss:CreateAccessPolicy",
"aoss:CreateSecurityPolicy"

1)

"Resource":"*",

"Condition":{

"StringEquals":{
"aoss:collection":"Logs"

aoss:CreateAccessPolicy and aoss:CreateSecurityPolicy are included because
encryption, network, and data access policies are required in order for a collection to function
properly. For more information, see the section called “Identity and Access Management”.

(@ Note

If you're creating the first collection in your account, you also need the
iam:CreateServicelinkedRole permission. For more information, see the section
called “Collection creation role”.

Creating collections

You can use the console or the Amazon CLI to create a serverless collection. These steps cover
how to create a search or time series collection. To create a vector search collection, see the section
called “Working with vector search collections”.

Creating, listing, and deleting collections 24



Amazon OpenSearch Service Developer Guide

Create a collection (console)

To create a collection using the console

1.

Navigate to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/

home/.
Expand Serverless in the left navigation pane and choose Collections.
Choose Create collection.

Provide a name and description for the collection. The name must meet the following criteria:

« Is unique to your account and Amazon Web Services Region

« Starts with a lowercase letter

« Contains between 3 and 32 characters

» Contains only lowercase letters a-z, the numbers 0-9, and the hyphen (-)

Choose a collection type:

« Search - Full-text search that powers applications in your internal networks and internet-

facing applications. All search data is stored in hot storage to ensure fast query response
times.

« Time series — Log analytics segment that focuses on analyzing large volumes of semi-
structured, machine-generated data. At least 24 hours of data is stored on hot indexes, and
the rest remains in warm storage.

« Vector search — Semantic search on vector embeddings that simplifies vector data
management. Powers machine learning (ML) augmented search experiences and generative
Al applications such as chatbots, personal assistants, and fraud detection.

For more information, see the section called “Choosing a collection type".

Under Deployment type, clear Enable redundancy (active replicas). This creates a collection
in development or testing mode, and reduces the number of OpenSearch Compute Units
(OCUs) in your collection to two. If you want to create a production environment in this
tutorial, leave the check box selected.

Under Encryption, choose an Amazon KMS key to encrypt your data with. OpenSearch
Serverless notifies you if the collection name that you entered matches a pattern defined in
an encryption policy. You can choose to keep this match or override it with unique encryption
settings. For more information, see the section called “"Encryption”.
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8.

10.
11.

12.
13.

14.

Under Network access settings, configure network access for the collection.

» For Access type, select public or VPC access. If you choose to enable access through a virtual
private cloud (VPC), select one or more VPC endpoints to allow access through. To create a
VPC endpoint, see the section called “VPC endpoints”.

« For Resource type, select whether the collection will be accessible through its OpenSearch
endpoint (to make API calls through curl, Postman, and so on), through the OpenSearch
Dashboards endpoint (to work with visualizations and make API calls through the console),
or through both.

OpenSearch Serverless notifies you if the collection name that you entered matches a pattern
defined in a network policy. You can choose to keep this match or override it with custom
network settings. For more information, see the section called “Network access”.

(Optional) Add one or more tags to the collection. For more information, see the section called
“Tagging collections”.

Choose Next.
Configure data access rules for the collection, which define who can access the data within the

collection. For each rule that you create, perform the following steps:

o Choose Add principals and select one or more IAM roles or SAML users and groups to
provide data access to.

« Under Grant permissions, select the alias, template, and index permissions to grant the
associated principals. For a full list of permissions and the access they allow, see the section
called “Supported OpenSearch API operations and permissions”.

OpenSearch Serverless notifies you if the collection name that you entered matches a pattern
defined in a data access policy. You can choose to keep this match or override it with unique
data access settings. For more information, see the section called “Data access control”.

Choose Next.

Under Data access policy settings, choose what to do with the rules you just created. You can
either use them to create a new data access policy, or add them to an existing policy.

Review your collection configuration and choose Submit.

The collection status changes to Creating as OpenSearch Serverless creates the collection.
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Create a collection (CLI)

Before you create a collection using the Amazon CLI, you must have an encryption policy with a
resource pattern that matches the intended name of the collection. For example, if you plan to
name your collection logs-application, you might create an encryption policy like this:

aws opensearchserverless create-security-policy \

--name logs-policy \

--type encryption --policy "{\"Rules\":[{\"ResourceType\":\"collection\",\"Resource
\":[\"collection\/logs-application\"]13}],\"AWSOwnedKey\" :true}"

If you plan to use the policy for additional collections, you can make the rule more broad, such as
collection/logs* or collection/*.

You also need to configure network settings for the collection in the form of a network policy.
Using the previous logs-application example, you might create the following network policy:

aws opensearchserverless create-security-policy \

--name logs-policy \

--type network --policy "[{\"Description\":\"Public access for logs collection
\",\"Rules\":[{\"ResourceType\":\"dashboard\",\"Resource\":[\"collection\/logs-
application\"1}, {\"ResourceType\":\"collection\",\"Resource\":[\"collection\/logs-
application\"]}]1,\"AllowFromPublic\":true}]"

(® Note

You can create network policies after you create a collection, but we recommend doing it
beforehand.

To create a collection, send a CreateCollection request:

aws opensearchserverless create-collection --name "logs-application" --type SEARCH --
description "A collection for storing log data"

For type, specify either SEARCH or TIMESERIES. For more information, see the section called
“Choosing a collection type".

Sample response
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{
"createCollectionDetail": {
"id": "@7tjusf2h9lcunochc",
"name": "books",
"description":"A collection for storing log data",
"status": "CREATING",
"type": "SEARCH",
"kmsKeyArn": "auto",
"arn": "arn:aws:aoss:us-east-1:123456789012:collection/@7tjusf2h91lcunochc”,
"createdDate": 1665952577473
}
}

If you don't specify a collection type in the request, it defaults to TIMESERIES. If your collection is
encrypted with an Amazon owned key, the kmsKeyArn is auto rather than an ARN.

/A Important

After you create a collection, you won't be able to access it unless it matches a data access
policy. For instructions to create data access policies, see the section called “Data access
control”.

Accessing OpenSearch Dashboards

After you create a collection with the Amazon Web Services Management Console, you can
navigate to the collection's OpenSearch Dashboards URL. You can find the Dashboards URL by
choosing Collections in the left navigation pane and selecting the collection to open its details
page. The URL takes the format https://dashboards.us-east-1.aoss.amazonaws.com/
_login/?collectionId=07tjusf2h91cunochc. Once you navigate to the URL, you'll
automatically log into Dashboards.

If you already have the OpenSearch Dashboards URL available but aren't on the Amazon Web
Services Management Console, calling the Dashboards URL from the browser will redirect to the
console. Once you enter your Amazon credentials, you'll automatically log in to Dashboards. For
information about accessing collections for SAML, see Accessing OpenSearch Dashboards with
SAML.

The OpenSearch Dashboards console timeout is one hour and isn't configurable.
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® Note

On May 10, 2023, OpenSearch introduced a common global endpoint for OpenSearch
Dashboards. You can now navigate to OpenSearch Dashboards in the browser with a URL
that takes the format https://dashboards.us-east-1.aoss.amazonaws.com/
_login/?collectionId=07tjusf2h91cunochc. To ensure backward compatibility,
we'll continue to support the existing collection specific OpenSearch Dashboards endpoints
with the format https://07tjusf2h91cunochc.us-east-1.aoss.amazonaws.com/
_dashboards.

Viewing collections

You can view the existing collections in your Amazon Web Services account on the Collections tab
of the Amazon OpenSearch Service console.

To list collections along with their IDs, send a ListCollections request.

aws opensearchserverless list-collections

Sample response

{
"collectionSummaries": [
{
"arn":"arn:aws:aoss:us-east-1:123456789012:collection/07tjusf2h91lcunochc",
"id":"@7tjusf2h91lcunochc",
"name":"my-collection",
"status":"CREATING"
}
]
}

To limit the search results, use collection filters. This request filters the response to collections in
the ACTIVE state:

aws opensearchserverless list-collections --collection-filters '{ "status": "ACTIVE" }'

To get more detailed information about one or more collections, including the OpenSearch
endpoint and the OpenSearch Dashboards endpoint, send a BatchGetCollection request:
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aws opensearchserverless batch-get-collection --ids ["@7tjusf2h91cunochc",
"liuSusc4rame"]

(® Note

You can include --names or --ids in the request, but not both.

Sample response

"collectionDetails": [
{
"id": "@7tjusf2h9lcunochc",
"name": "my-collection",
"status": "ACTIVE",
"type": "SEARCH",

"description": ""
"arn": "arn:aws:aoss:us-east-1:123456789012:collection/@7tjusf2h91lcunochc",
"kmsKeyArn": "arn:aws:kms:us-

east-1:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"createdDate": 1667446262828,
"lastModifiedDate": 1667446300769,
"collectionEndpoint": "https://07tjusf2h9lcunochc.us-
east-1.aoss.amazonaws.com",

"dashboardEndpoint": "https://07tjusf2h9lcunochc.us-east-1.aoss.amazonaws.com/
_dashboards"
I
{

"id": "178ukvtg3i82dvopdid",
"name": "another-collection",
"status": "ACTIVE",

"type": "TIMESERIES",

"description": "",
"arn": "arn:aws:aoss:us-east-1:123456789012:collection/178ukvtg3i82dvopdid",
"kmsKeyArn": "arn:aws:kms:us-

east-1:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"createdDate": 1667446262828,
"lastModifiedDate": 1667446300769,
"collectionEndpoint": "https://178ukvtg3i82dvopdid.us-
east-1.aoss.amazonaws.com",
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"dashboardEndpoint": "https://178ukvtg3i82dvopdid.us-
east-1.ao0ss.amazonaws.com/_dashboards"

}
1,

"collectionErrorDetails":[]

Deleting collections

Deleting a collection deletes all data and indexes in the collection. You can't recover collections
after you delete them.

To delete a collection using the console

1. From the Collections panel of the Amazon OpenSearch Service console, select the collection
you want to delete.

2. Choose Delete and confirm deletion.

To delete a collection using the Amazon CLI, send a DeleteCollection request:

aws opensearchserverless delete-collection --id @7tjusf2h91cunochc

Sample response

{

"deleteCollectionDetail":{
"id":"@7tjusf2h91lcunochc”,
"name":"my-collection",
"status":"DELETING"

}

}

Working with vector search collections

The vector search collection type in OpenSearch Serverless provides a similarity search capability
that is scalable and high performing. It makes it easy for you to build modern machine learning
(ML) augmented search experiences and generative artificial intelligence (Al) applications without
having to manage the underlying vector database infrastructure.
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Use cases for vector search collections include image searches, document searches, music retrieval,
product recommendations, video searches, location-based searches, fraud detection, and anomaly
detection.

Because the vector engine for OpenSearch Serverless is powered by the k-nearest neighbor (k-NN)

search feature in OpenSearch, you get the same functionality with the simplicity of a serverless

environment. The engine supports the k-NN OpenSearch API operations. With these operations,

you can take advantage of full-text search, advanced filtering, aggregations, geospatial queries,
nested queries for faster retrieval of data, and enhanced search results.

The vector engine provides distance metrics such as Euclidean distance, cosine similarity, and dot
product similarity, and can accommodate 16,000 dimensions. You can store fields with various
data types for metadata, such as numbers, Booleans, dates, keywords, and geopoints. You can also
store fields with text for descriptive information to add more context to stored vectors. Colocating
the data types reduces complexity, increases maintainability, and avoids data duplication, version
compatibility challenges, and licensing issues.

Getting started with vector search collections

In this tutorial, you complete the following steps to store, search, and retrieve vector embeddings
in real time:

1. Configure permissions

2. Create a collection

3. Upload and search data

4. Delete the collection

Step 1: Configure permissions

To complete this tutorial (and to use OpenSearch Serverless in general), you must have the correct
Amazon Identity and Access Management (IAM) permissions. In this tutorial, you create a collection,
upload and search data, and then delete the collection.

Your user or role must have an attached identity-based policy with the following minimum

permissions:

"Version": "2012-10-17",
"Statement": [
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{

"Action": [
"aoss:CreateCollection",
"aoss:ListCollections",
"aoss:BatchGetCollection",
"aoss:DeleteCollection",
"aoss:CreateAccessPolicy",
"aoss:ListAccessPolicies",
"aoss:UpdateAccessPolicy",
"aoss:CreateSecurityPolicy",
"iam:ListUsers",
"iam:ListRoles"

1,

"Effect": "Allow",

"Resource": "*"

For more information about OpenSearch Serverless IAM permissions, see the section called

“Identity and Access Management”.

Step 2: Create a collection

A collection is a group of OpenSearch indexes that work together to support a specific workload or
use case.

To create an OpenSearch Serverless collection

1

2
3.
4

Open the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/home.

Choose Collections in the left navigation pane and choose Create collection.
Name the collection housing.

For collection type, choose Vector search. For more information, see the section called
“Choosing a collection type”.

Under Deployment type, clear Enable redundancy (active replicas). This creates a collection
in development or testing mode, and reduces the number of OpenSearch Compute Units
(OCUs) in your collection to two. If you want to create a production environment in this
tutorial, leave the check box selected.

Under Security, select Easy create to streamline your security configuration. All the data in
the vector engine is encrypted in transit and at rest by default. The vector engine supports
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fine-grained IAM permissions so that you can define who can create, update, and delete
encryptions, networks, collections, and indexes.

7. Choose Next.

8. Review your collection settings and choose Submit. Wait several minutes for the collection
status to become Active.

Step 3: Upload and search data

An index is a collection of documents with a common data schema that provides a way for you to
store, search, and retrieve your vector embeddings and other fields. You can create and upload
data to indexes in an OpenSearch Serverless collection by using an HTTP tool such as Postman or
awscurl.

To index and search data in the movies collection

1. To create a single index for your new collection, send the following request with Postman. By
default, this creates an index with an nms1ib engine and Euclidean distance.

PUT housing-index

{
"settings": {
"index.knn": true
1,
"mappings": {
"properties": {
"housing-vector": {
"type": "knn_vector",
"dimension": 3
1,
"title": {
"type": "text"
},
"price": {
"type": "long"
1,
"location": {
"type": "geo_point"
}
}
}
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}

2. Toindex a single document into housing-index, send the following request:

POST housing-index/_doc

{
"housing-vector": [
10,
20,
30
1,
"title": "2 bedroom in downtown Seattle",
"price": "2800",
"location": "47.71, 122.00"
}

3. To search for properties that are similar to the ones in your index, send the following query:

GET housing-index/_search

{
"size": 5,
"query": {
"knn": {
"housing-vector": {
"vector": [
10,
20,
30
1,
"k": 5
}
}
}
}

Step 4: Delete the collection

Because the housing collection is for test purposes, make sure to delete it when you're done
experimenting.
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To delete an OpenSearch Serverless collection

1. Go back to the Amazon OpenSearch Service console.
2. Choose Collections in the left navigation pane and select the properties collection.

3. Choose Delete and confirm the deletion.

Filtered search

You can use filters to refine your semantic search results. To create an index and perform a filtered
search on your documents, substitute Upload and search data in the previous tutorial with the
following instructions. The other steps remain the same. For more information about filters, see k-
NN search with filters.

To index and search data in the movies collection

1. To create a single index for your collection, send the following request with Postman:

PUT housing-index-filtered
{
"settings": {
"index.knn": true
I
"mappings": {
"properties": {
"housing-vector": {
"type": "knn_vector",
"dimension": 3,
"method": {
"engine": "faiss",
"name": "hnsw"
}
I
"title": {
"type": "text"
},
"price": {
"type": "long"
I
"location": {
"type": "geo_point"
}
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}

2. Toindex a single document into housing-index-filtered, send the following request:

POST housing-index-filtered/_doc

{
"housing-vector": [
10,
20,
30
1,
"title": "2 bedroom in downtown Seattle",
"price": "2800",
"location": "47.71, 122.00"
}

3. To search your data for an apartment in Seattle under a given price and within a given distance
of a geographical point, send the following request:

GET housing-index-filtered/_search

{
"size": 5,
"query": {
"knn": {

"housing-vector": {
"vector": [
0.1,
0.2,
0.3
1,
"k": 5,
"filter": {
"bool": {
"must": [
{
"query_string": {
"query": "Find me 2 bedroom apartment in Seattle under $3000 ",
"fields": [
"title"
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},
{
"range": {
"price": {
"lte": 3000
}
}
.
{

"geo_distance": {
"distance": "100miles",
"location": {

"lat": 48,
"lon": 121
}
}
}

Billion scale workloads

Vector search collections support workloads with billions of vectors. You don't need to reindex for
scaling purposes because auto scaling does this for you. If you have millions of vectors (or more)
with a high number of dimensions and need more than 200 OCUs, contact Amazon Support to

raise your the maximum OpenSearch Compute Units (OCUs) for your account.

Limitations

Vector search collections have the following limitations:

» Vector search collections don't support the Apache Lucene ANN engine.

» Vector search collections only support the HNSW algorithm with Faiss and do not support IVF

and IVFQ.

» Vector search collections don't support the warmup, stats, and model training APl operations.
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» Vector search collections don't support inline or stored scripts.

 Index count information isn't available in the Amazon Web Services Management Console for
vector search collections.

« The refresh interval for indexes on vector search collections is 60 seconds.

Next steps

Now that you know how to create a vector search collection and index data, you might want to try
some of the following exercises:

» Use the OpenSearch Python client to work with vector search collections. See this tutorial on
GitHub.

» Use the OpenSearch Java client to work with vector search collections. See this tutorial on
GitHub.

» Set up LangChain to use OpenSearch as a vector store. LangChain is an open source framework
for developing applications powered by language models. For more information, see the
LangChain documentation.

Using data lifecycle policies with Amazon OpenSearch Serverless

A data lifecycle policy for an Amazon OpenSearch Serverless time series collection determines the
lifespan of the data in that collection. OpenSearch Serverless retains the data for the period of
time that you configure.

You can configure a separate data lifecycle policy for each index of each time series collection in
your Amazon Web Services account. OpenSearch Serverless retains documents in indexes for, at
minimum, the retention period you configure in the policy. It then automatically deletes them on a
best-effort basis, typically within 48 hours or 10% of the retention period, whichever is longer.

Only time series collections support data lifecycle policies. They are not supported by search or
vector search collections.

Topics

» Data lifecycle policies

» Permissions required

 Policy precedence
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Policy syntax
Creating data lifecycle policies (Amazon CLI)

Viewing data lifecycle policies

Updating data lifecycle policies

Deleting data lifecycle policies

Data lifecycle policies

In a data lifecycle policy, you specify a series of rules. The data lifecycle policy lets you manage the
retention period of data associated to indexes or collections that match these rules. These rules
define the retention period for data in an index or group of indexes. Each rule consists of a resource
type (index), a retention period, and a list of resources (indexes) that the retention period applies
to.

You define the retention period with one of the following formats:

« "MinIndexRetention": "24h" - OpenSearch Serverless retains index data for the specified
period in hours or days. You can set this period to be from 24h to 3650d.

« "NoMinIndexRetention": true - OpenSearch Serverless retains index data indefinitely.

In the following sample policy, the first rule specifies a retention period of 15 days for all indexes
within the collection marketing. The second rule specifies that all index names that begin with
login the finance collection have no retention period set and will be retained indefinitely.

"lifeCyclePolicyDetail": {
"type": "retention",
"name": "my-policy",
"policyVersion": "MTY40DIONTM20TkIN18x",
"policy": {
"Rules": [
{
"ResourceType":"index",
"Resource": [
"index/marketing/*"
1,
"MinIndexRetention": "15d"

}I
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{
"ResourceType":"index",
"Resource": [
"index/finance/log*"
1,
"NoMinIndexRetention": true
}
]

+
"createdDate": 1688245369957,

"lastModifiedDate": 1688245369957

In the following sample policy rule, OpenSearch Serverless indefinitely retains the data in all
indexes for all collections within the account.

{
"Rules": [
{
"ResourceType": "index",
"Resource": [
"index/*/*"
]
}
1,
"NoMinIndexRetention": true
}

Permissions required

Lifecycle policies for OpenSearch Serverless use the following Amazon Identity and Access
Management (IAM) permissions. You can specify IAM conditions to restrict users to data lifecycle
policies associated with specific collections and indexes.

e aoss:(CreatelLifecyclePolicy - Create a data lifecycle policy.
e aoss:ListLifecyclePolicies - List all data lifecycle policies in the current account.

« aoss:BatchGetLifecyclePolicy - View a data lifecycle policy associated with an account or
policy name.

« aoss:BatchGetEffectivelifecyclePolicy - View a data lifecycle policy for a given
resource (index is the only supported resource).
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» aoss:UpdatelLifecyclePolicy - Modify a given data lifecycle policy, and change its retention
setting or resource.

« aoss:DeletelLifecyclePolicy - Delete a data lifecycle policy.

The following identity-based access policy allows a user to view all data lifecycle policies, and
update policies with the resource pattern collection/application-logs:

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aoss:UpdateLifecyclePolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aoss:collection": "application-logs"
}
}
3,
{

"Effect": "Allow",

"Action": [
"aoss:ListLifecyclePolicies",
"aoss:BatchGetLifecyclePolicy"

1,

"Resource": "*"

}
]
}

Policy precedence

There can be situations where data lifecycle policy rules overlap, within or across policies. When
this happens, a rule with a more specific resource name or pattern for an index overrides a rule
with a more general resource name or pattern for any indexes that are common to both rules.

For example, in the following policy, two rules apply to an index index/sales/logstash. In this
situation, the second rule takes precedence because index/sales/log* is the longest match
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to index/sales/logstash. Therefore, OpenSearch Serverless sets no retention period for the
index.

"Rules":[
{
"ResourceType":"index",
"Resource": [
"index/sales/*",

1,

"MinIndexRetention": "15d"
},
{

"ResourceType":"index",

"Resource":[

"index/sales/log*",

1,

"NoMinIndexRetention": true
}

Policy syntax

Provide one or more rules. These rules define data lifecycle settings for your OpenSearch Serverless
indexes.

Each rule contains the following elements. You can either provide MinIndexRetention or
NoMinIndexRetention in each rule, but not both.

Element Description

Resource type The type of resource that the rule applies to.
The only supported option for data lifecycle
policies is index.

Resource A list of resource names and/or patterns.
Patterns consist of a prefixe and a wildcard
(*), which allow the associated permissio
ns to apply to multiple resources. For
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Element

MinindexRetention

NoMinIndexRetention

The following are some examples:

{
"Rules": [
{
"ResourceType": "index",
"Resource": [
"index/autoparts-inventory/*"
1))
"MinIndexRetention": "20@d"
by
{
"ResourceType": "index",
"Resource": [
"index/auto*/gear"
1,
"MinIndexRetention": "24h"
.
{
"ResourceType": "index",
"Resource": [
"index/autoparts-inventory/tires"
1))
"NoMinIndexRetention": true
}
]
}

Description

example, index/<collection-name|[p
attern> /<index-name|[pattern>

The minimum period, in days (d) or hours (h),
to retain the document in the index. The lower
bound is 24h and the upper bound is 3650d.

If true, OpenSearch Serverless retains
documents indefinitely.
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Creating data lifecycle policies (Amazon CLI)

To create a data lifecycle policy using the OpenSearch Serverless APl operations, use the
CreateLifecyclePolicy command. This command accepts both inline policies and .json files. Inline
policies must be encoded as a JSON escaped string.

The following request creates a data lifecycle policy:

aws opensearchserverless create-lifecycle-policy \
--name my-policy \
--type retention \

--policy "{\"Rules\":[{\"ResourceType\":\"index\",\"Resource\":[\"index/autoparts-
inventory/*\"]1,\"MinIndexRetention\": \"81d\"}, {\"ResourceType\":\"index\",\"Resource
\":[\"index/sales/orders*\"],\"NoMinIndexRetention\":truel}]}"

To provide the policy in a JSON file, use the format --policy file://my-policy.json
Viewing data lifecycle policies

Before you create a collection, you might want to preview the existing data lifecycle policies in
your account to see which one has a resource pattern that matches your collection's name. The
following ListLifecyclePolicies request lists all data lifecycle policies in your account:

aws opensearchserverless list-lifecycle-policies --type retention

The request returns information about all configured data lifecycle policies. To view the pattern
rules defined in the one specific policy, find the policy information in the contents of the
lifecyclePolicySummaries element in the response. Note the name and type of this policy
and use these properties in a BatchGetLifecyclePolicy request to receive a response with the
following policy details:

{
"lifecyclePolicySummaries": [

{
"type": "retention",
"name": "my-policy",
"policyVersion": "MTY2MzY5MTY1MDA3ZM18x",
"createdDate": 1663691650072,
"lastModifiedDate": 1663691650072

}
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}

To limit the results to policies that contain specific collections or indexes, you can include resource
filters:

aws opensearchserverless list-lifecycle-policies --type retention --resources
"index/autoparts-inventory/*"

To view detailed information about a specific policy, use the BatchGetLifecyclePolicy command.

Updating data lifecycle policies

When you modify a data lifecycle policy, all associated collections are impacted. To update a data
lifecycle policy in the OpenSearch Serverless console, expand Data lifecycle policies, select the
policy to modify, and choose Edit. Make your changes and choose Save.

To update a data lifecycle policy using the OpenSearch Serverless API, use the
UpdateLifecyclePolicy command. You must include a policy version in the request. You can retrieve
the policy version by using the ListLifecyclePolicies or BatchGetLifecyclePolicy
commands. Including the most recent policy version ensures that you don't inadvertently override
a change made by someone else.

The following request updates a data lifecycle policy with a new policy JSON document:

aws opensearchserverless update-lifecycle-policy \
--name my-policy \
--type retention \
--policy-version MTY2MzY5MTY1MDA3ML8x \
--policy file://my-new-policy. json

There might be a few minutes of lag time between when you update the policy and when the new
retention periods are enforced.

Deleting data lifecycle policies

When you delete a data lifecycle policy, it no longer applies to any matching indexes. To delete a
policy in the OpenSearch Serverless console, select the policy and choose Delete.

You can also use the DeleteLifecyclePolicy command:

aws opensearchserverless delete-lifecycle-policy --name my-policy --type retention
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Using the Amazon SDKs to interact with Amazon OpenSearch
Serverless
This section includes examples of how to use the Amazon SDKs to interact with Amazon

OpenSearch Serverless. These code samples show how to create security policies and collections,
and how to query collections.

(@ Note

We're currently building out these code samples. If you want to contribute a code sample
(Java, Go, etc.), please open a pull request directly within the GitHub repository.

Topics

« Python
 JavaScript
Python

The following sample script uses the Amazon SDK for Python (Boto3), as well as the opensearch-

py client for Python, to create encryption, network, and data access policies, create a matching
collection, and index some sample data.

To install the required dependencies, run the following commands:

pip install opensearch-py

pip install boto3

pip install botocore

pip install requests-aws4auth

Within the script, replace the Principal element with the Amazon Resource Name (ARN) of the
user or role that's signing the request. You can also optionally modify the region.

from opensearchpy import OpenSearch, RequestsHttpConnection
from requests_aws4auth import AWS4Auth

import boto3

import botocore

import time
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# Build the client using the default credential configuration.
# You can use the CLI and run 'aws configure' to set access key, secret
# key, and default region.

client = boto3.client('opensearchserverless')

service = 'aoss'

region = 'us-east-1'

credentials = boto3.Session().get_credentials()

awsauth = AWS4Auth(credentials.access_key, credentials.secret_key,
region, service, session_token=credentials.token)

def createEncryptionPolicy(client):
"""Creates an encryption policy that matches all collections beginning with tv-"""
try:
response = client.create_security_policy(
description="'Encryption policy for TV collections',
name="'tv-policy',

policy="""
{
\"Rules\":[
{
\"ResourceType\":\"collection\",
\"Resource\": [
\"collection\/tv-*\"
]
}
1,
\"AWSOwnedKey\" : true
}
type="encryption'
)
print('\nEncryption policy created:')
print(response)
except botocore.exceptions.ClientError as error:
if error.response['Error']['Code'] == 'ConflictException':
print(
'[ConflictException] The policy name or rules conflict with an existing
policy."')
else:

raise error
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def createNetworkPolicy(client):
"""Creates a network policy that matches all collections beginning with tv-"""
try:
response = client.create_security_policy(
description="'Network policy for TV collections’,
name="'tv-policy',
policy="""
[{
\"Description\":\"Public access for TV collection\",
\"Rules\":[
{
\"ResourceType\":\"dashboard\",
\"Resource\":[\"collection\/tv-*\"]

\"ResourceType\":\"collection\",
\"Resource\":[\"collection\/tv-*\"]

iF
\"AllowFromPublic\":true

]

mmn
’

type="'network'
)
print('\nNetwork policy created:')
print(response)

except botocore.exceptions.ClientError as error:

if error.response['Error']['Code'] == 'ConflictException':

print(

'[ConflictException] A network policy with this name already exists.')

else:

raise error

def createAccessPolicy(client):
"""Creates a data access policy that matches all collections beginning with tv-"""
try:
response = client.create_access_policy(
description='Data access policy for TV collections',
name="'tv-policy',
policy="""
[{
\"Rules\":[
{
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\"Resource\": [
\"index\/tv-*\/*\"

1,

\"Permission\":[
\"aoss:CreateIndex\",
\"aoss:DeleteIndex\",
\"aoss:UpdateIndex\",
\"aoss:DescribeIndex\",
\"aoss:ReadDocument\",
\"aoss:WriteDocument\"

1,
\"ResourceType\": \"index\"
},
{
\"Resource\": [
\"collection\/tv-*\"
1,
\"Permission\":[
\"aoss:CreateCollectionItems\"
1,
\"ResourceType\": \"collection\"
}

iF
\"Principal\":[
\"arn:aws:iam: :123456789012:role\/Admin\"

]
]
type="'data'’
)
print('\nAccess policy created:')
print(response)
except botocore.exceptions.ClientError as error:
if error.response['Error']['Code'] == 'ConflictException':
print(
'[ConflictException] An access policy with this name already exists.')
else:

raise error

def createCollection(client):
"""Creates a collection"""
try:
response = client.create_collection(

Managing collections with the Amazon SDKs 50



Amazon OpenSearch Service

Developer Guide

name="'tv-sitcoms',
type="'SEARCH'

)
return(response)
except botocore.exceptions.ClientError as error:
if error.response['Error']['Code'] == 'ConflictException':

print(

'[ConflictException] A collection with this name already exists.

another name."')

else:
raise error

def waitForCollectionCreation(client):

def

"""Waits for the collection to become active"""
response = client.batch_get_collection(
names=["'tv-sitcoms'])
# Periodically check collection status
while (response['collectionDetails']J[@]['status']) == 'CREATING':
print('Creating collection..."')
time.sleep(30)
response = client.batch_get_collection(
names=["'tv-sitcoms'])
print('\nCollection successfully created:')
print(response["collectionDetails"])
# Extract the collection endpoint from the response
host = (response['collectionDetails'][@]['collectionEndpoint'])
final_host = host.replace("https://", "")
indexData(final_host)

indexData(host):
"""Create an index and add some sample data"""
# Build the OpenSearch client
client = OpenSearch(
hosts=[{'host': host, 'port': 443}],
http_auth=awsauth,
use_ssl=True,
verify_certs=True,
connection_class=RequestsHttpConnection,
timeout=300
)
# It can take up to a minute for data access rules to be enforced
time.sleep(45)

Try
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# Create index

response = client.indices.create('sitcoms-eighties"')
print('\nCreating index:"')

print(response)

# Add a document to the index.
response = client.index(
index='sitcoms-eighties"',

body={
'title': 'Seinfeld',
'creator': 'Larry David',
'year': 1989
I
id="'1",
)
print('\nDocument added:')
print(response)
def main():

createEncryptionPolicy(client)
createNetworkPolicy(client)
createAccessPolicy(client)
createCollection(client)
waitForCollectionCreation(client)

if __name__ == "__main__":
main()
JavaScript

The following sample script uses the SDK for JavaScript in Node.js, as well as the opensearch-js
client for JavaScript, to create encryption, network, and data access policies, create a matching
collection, create an index, and index some sample data.

To install the required dependencies, run the following commands:

npm i aws-sdk
npm i aws4
npm i @opensearch-project/opensearch
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Within the script, replace the Principal element with the Amazon Resource Name (ARN) of the
user or role that's signing the request. You can also optionally modify the region.

var
var
var

var

var

AWS = require('aws-sdk');

aws4 = require('aws4');

{

Client,

Connection
require("@opensearch-project/opensearch");
{

OpenSearchServerlessClient,
CreateSecurityPolicyCommand,
CreateAccessPolicyCommand,
CreateCollectionCommand,
BatchGetCollectionCommand
require("@aws-sdk/client-opensearchserverless");
client = new OpenSearchServerlessClient();

async function execute() {

await createEncryptionPolicy(client)
await createNetworkPolicy(client)

await createAccessPolicy(client)

await createCollection(client)

await waitForCollectionCreation(client)

async function createEncryptionPolicy(client) {
// Creates an encryption policy that matches all collections beginning with 'tv-'

try {
var command = new CreateSecurityPolicyCommand({
description: 'Encryption policy for TV collections',
name: 'tv-policy',
type: 'encryption',

policy: " \
{\
\"Rules\":[ \
{\

\"ResourceType\":\"collection\", \
\"Resource\":[ \
\"collection\/tv-*\" \
I\
P\
I, \
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\"AWSOwnedKey\" :true \
}Il
1);
const response = await client.send(command);
console.log("Encryption policy created:");
console.log(response['securityPolicyDetail']);
} catch (error) {
if (error.name === 'ConflictException') {
console.log('[ConflictException] The policy name or rules conflict with an
existing policy.');
} else
console.error(error);

i

async function createNetworkPolicy(client) {
// Creates a network policy that matches all collections beginning with 'tv-'
try {
var command = new CreateSecurityPolicyCommand({
description: 'Network policy for TV collections',
name: 'tv-policy',
type: 'network',

policy: " \
[{\
\"Description\":\"Public access for television collection\", \
\"Rules\":[ \
{\

\"ResourceType\":\"dashboard\", \
\"Resource\":[\"collection\/tv-*\"] \
1\
{\
\"ResourceType\":\"collection\", \
\"Resource\":[\"collection\/tv-*\"] \
I\
1, \
\"AllowFromPublic\":true \
"
18
const response = await client.send(command);
console.log("Network policy created:");
console.log(response['securityPolicyDetail']);
} catch (error) {
if (error.name === 'ConflictException') {
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console.log('[ConflictException] A network policy with that name already
exists.');
} else
console.error(error);

i

async function createAccessPolicy(client) {
// Creates a data access policy that matches all collections beginning with 'tv-'
try {
var command = new CreateAccessPolicyCommand({
description: 'Data access policy for TV collections',
name: 'tv-policy',
type: 'data’',

policy: " \
[{\
\"Rules\":[ \
{\

\"Resource\":[ \
\"index\/tv-*\/*\" \

1, \

\"Permission\":[ \
\"aoss:CreateIndex\", \
\"aoss:DeleteIndex\", \
\"aoss:UpdateIndex\", \
\"aoss:DescribeIndex\", \
\"aoss:ReadDocument\", \
\"aoss:WriteDocument\" \

1, \

\"ResourceType\": \"index\" \

3\
{\

\"Resource\":[ \
\"collection\/tv-*\" \

1, \

\"Permission\":[ \
\"aoss:CreateCollectionItems\" \

I, \

\"ResourceType\": \"collection\" \

I\
1, \
\"Principal\":[ \

\"arn:aws:iam: :123456789012:role\/Admin\" \
I\
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3"
1)

const response = await client.send(command);

console.log("Access policy created:");

console.log(response['accessPolicyDetail']);
} catch (error) {

if (error.name === 'ConflictException') {

console.log('[ConflictException] An access policy with that name already

exists.');
} else
console.error(error);

};

async function createCollection(client) {
// Creates a collection to hold TV sitcoms indexes
try {
var command = new CreateCollectionCommand({
name: 'tv-sitcoms',
type: 'SEARCH'
1);
const response = await client.send(command);
return (response)
} catch (error) {
if (error.name === 'ConflictException') {
console.log('[ConflictException] A collection with this name already
exists. Try another name.');
} else
console.error(error);

};

async function waitForCollectionCreation(client) {
// Waits for the collection to become active
try {
var command = new BatchGetCollectionCommand({
names: ['tv-sitcoms']

1)
var response = await client.send(command);
while (response.collectionDetails[@]['status'] == 'CREATING') {

console.log('Creating collection..."')
await sleep(30000) // Wait for 30 seconds, then check the status again
function sleep(ms) {

return new Promise((resolve) => {
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setTimeout(resolve, ms);
18

}

var response = await client.send(command);
}
console.log('Collection successfully created:');
console.log(response['collectionDetails']);
// Extract the collection endpoint from the response
var host = (response.collectionDetails[@]['collectionEndpoint'])
// Pass collection endpoint to index document request
indexDocument(host)

} catch (error) {

console.error(error);

};

async function indexDocument(host) {

var client = new Client({
node: host,
Connection: class extends Connection {
buildRequestObject(params) {

var request = super.buildRequestObject(params)
request.service = 'aoss';
request.region = 'us-east-1'; // e.g. us-east-1
var body = request.body;
request.body = undefined;
delete request.headers['content-length'];
request.headers['x-amz-content-sha256'] = 'UNSIGNED-PAYLOAD';
request = aws4.sign(request, AWS.config.credentials);
request.body = body;

return request

}
}
18
// Create an index
try {
var index_name = "sitcoms-eighties";

var response = await client.indices.create({
index: index_name

1)
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console.log("Creating index:");
console.log(response.body);

// Add a document to the index
var document = "{ \"title\": \"Seinfeld\", \"creator\": \"Larry David\", \"year

\": \"1989\" }\n";

var response = await client.index({
index: index_name,
body: document

1)

console.log("Adding document:");
console.log(response.body);

} catch (error) {
console.error(error);

13
execute()

Using Amazon CloudFormation to create Amazon OpenSearch
Serverless collections

You can use Amazon CloudFormation to create Amazon OpenSearch Serverless resources such as
collections, security policies, and VPC endpoints. For the comprehensive OpenSearch Serverless
CloudFormation reference, see Amazon OpenSearch Serverless in the Amazon CloudFormation User
Guide.

The following sample CloudFormation template creates a simple data access policy, network policy,
and security policy, as well as a matching collection. It's a good way to get up and running quickly
with Amazon OpenSearch Serverless and provision the necessary elements to create and use a
collection.

/A Important

This example uses public network access, which isn't recommended for production
workloads. We recommend using VPC access to protect your collections. For more

Creating collections with CloudFormation 58


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_OpenSearchServerless.html

Amazon OpenSearch Service Developer Guide

information, see AWS::OpenSearchServerless::\VpcEndpoint and the section called “VPC
endpoints”.

AWSTemplateFormatVersion: 2010-09-09
Description: 'Amazon OpenSearch Serverless template to create an IAM user, encryption
policy, data access policy and collection'

Resources:
IAMUSer:
Type: 'AWS::IAM::User'
Properties:
UserName: aossadmin
DataAccessPolicy:
Type: 'AWS::OpenSearchServerless::AccessPolicy'
Properties:

Name: quickstart-access-policy
Type: data
Description: Access policy for quickstart collection
Policy: !Sub >-
[{"Description":"Access for cfn user","Rules":
[{"ResourceType":"index", "Resource":["index/*/*"], "Permission":["aoss:*"]},
{"ResourceType":"collection", "Resource":["collection/quickstart"], "Permission":
["aoss:*"]1}],
"Principal":["arn:aws:iam: :${AWS: :AccountId}:user/aossadmin"]}]
NetworkPolicy:
Type: 'AWS::OpenSearchServerless::SecurityPolicy'
Properties:
Name: quickstart-network-policy
Type: network
Description: Network policy for quickstart collection
Policy: >-
[{"Rules":[{"ResourceType":"collection", "Resource":["collection/
quickstart"]}, {"ResourceType":"dashboard", "Resource":["collection/
quickstart"]}], "AllowFromPublic":true}]

EncryptionPolicy:
Type: 'AWS::OpenSearchServerless::SecurityPolicy'
Properties:

Name: quickstart-security-policy
Type: encryption
Description: Encryption policy for quickstart collection
Policy: >-
{"Rules":[{"ResourceType":"collection", "Resource":["collection/
quickstart"]}], "AWSOwnedKey" :true}
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Collection:
Type: 'AWS::OpenSearchServerless::Collection'
Properties:
Name: quickstart
Type: TIMESERIES
Description: Collection to holds timeseries data
DependsOn: EncryptionPolicy

Outputs:
IAMUser:
Value: !Ref IAMUSer
DashboardURL:
Value: !GetAtt Collection.DashboardEndpoint
CollectionARN:

Value: !GetAtt Collection.Arn

Managing capacity limits for Amazon OpenSearch Serverless

With Amazon OpenSearch Serverless, you don't have to manage capacity yourself. OpenSearch
Serverless automatically scales compute capacity for your account based on the current workload.
Serverless compute capacity is measured in OpenSearch Compute Units (OCUs). Each OCU is a
combination of 6 GiB of memory and corresponding virtual CPU (vCPU), as well as data transfer to
Amazon S3. For more information about the decoupled architecture in OpenSearch Serverless, see
the section called “How it works".

When you create your first collection, OpenSearch Serverless instantiates a total of four OCUs

(two for indexing and two for search). These OCUs always exist, even when there's no indexing or
search activity. All subsequent collections can share these OCUs (except for collections with unique
Amazon KMS keys, which instantiate their own set of four OCUs). If needed, OpenSearch Serverless
automatically scales out and adds additional OCUs as your indexing and search usage grows. When
traffic on your collection endpoint decreases, capacity scales back down to the minimum number
of OCUs required for your data size. At most, it will scale down to 2 OCUs for indexing and 2 OCUs
for search.

For search and vector search collections, all data is stored on hot indexes to ensure fast query
response times. Time series collections use a combination of hot and warm storage, keeping the
most recent data in hot storage to optimize query response times for more frequently accessed
data. For more information, see the section called “Choosing a collection type".
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To manage capacity for your collections and to control costs, you can specify the overall maximum
indexing and search capacity for the current account and Region, and OpenSearch Serverless scales
out your collection resources automatically based on these specifications.

Because indexing and search capacity scale separately, you specify account-level limits for each:

« Maximum indexing capacity — OpenSearch Serverless can increase indexing capacity up to this
number of OCUs.

« Maximum search capacity — OpenSearch Serverless can increase search capacity up to this
number of OCUs.

® Note

At this time, capacity settings only apply at the account level. You can't configure per-
collection capacity limits.

Your goal should be to ensure that the maximum capacity is high enough to handle spikes in
workload. Based on your settings, OpenSearch Serverless automatically scales out the number of
OCUs for your collections to process the indexing and search workload.

Topics

» Configuring capacity settings

o Maximum capacity limits

« Monitoring capacity usage

Configuring capacity settings

To configure capacity settings in the OpenSearch Serverless console, expand Serverless in the left
navigation pane and select Dashboard. Specify the maximum indexing and search capacity under
Capacity management:
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Capaaty management Configure
OpenSearch Serverless automatically scales your collection capacity based on the current workload. You can configure search and indexing capacity limits for all

collections, measured in OpenSearch Capacity Units (OCUs), to control costs and accommodate your use case. Billing estimate is based on published prices.
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To configure capacity using the Amazon CLI, send an UpdateAccountSettings request:

aws opensearchserverless update-account-settings \
--capacity-limits '{ "maxIndexingCapacityInOCU": 8, "maxSearchCapacityInOCU": 9 }'

Maximum capacity limits

For all three types of collections, the default maximum capacity is 10 OCUs for indexing and 10
OCUs for search. The minimum allowed capacity for an account is 2 OCUs for indexing and 2 OCUs
for search. For all collections, the maximum allowed capacity is 200 OCUs for indexing and 200
OCUs for search. You can configure the OCU count to be any number from 2 to the maximum
allowed capacity, in multiples of 2.

Each OCU includes enough hot ephemeral storage for 120 GiB of index data. OpenSearch
Serverless supports up to 1 TiB of data per index in search and vector search collections, and 10 TiB
of hot data per index in a time series collection. For time series collections, you can still ingest more
data, which can be stored as warm data in S3.

For a list of all quotas, see OpenSearch Serverless quotas.

Monitoring capacity usage

You can monitor the SearchOCU and IndexingOCU account-level CloudWatch metrics to
understand how your collections are scaling. We recommend that you configure alarms to notify
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you if your account is approaching a threshold for metrics related to capacity, so you can adjust
your capacity settings accordingly.

You can also use these metrics to determine if your maximum capacity settings are appropriate, or
if you need to adjust them. Analyze these metrics to focus your efforts for optimizing the efficiency
of your collections. For more information about the metrics that OpenSearch Serverless sends to
CloudWatch, see the section called “Monitoring OpenSearch Serverless”.

Ingesting data into Amazon OpenSearch Serverless collections

These sections provide details about the supported ingest pipelines for data ingestion into Amazon
OpenSearch Serverless collections. They also cover some of the clients that you can use to interact
with the OpenSearch API operations. Your clients should be compatible with OpenSearch 2.x in
order to integrate with OpenSearch Serverless.

Topics

o Minimum required permissions

» OpenSearch Ingestion

¢ Fluent Bit

« Amazon Data Firehose

e Fluentd

+ Go

e Java

 JavaScript
« Logstash
« Python

« Ruby
» Signing HTTP requests with other clients

Minimum required permissions

In order to ingest data into an OpenSearch Serverless collection, the principal that is writing the
data must have the following minimum permissions assigned in a data access policy:
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{

"Rules":[
{

"ResourceType":"index",

"Resource": [
"index/target-collection/logs"

1,

"Permission": [
"aoss:CreateIndex",
"aoss:WriteDocument",
"aoss:UpdateIndex"

1,
"Principal":[
"arn:aws:iam::123456789012:usexr/my-user"

The permissions can be more broad if you plan to write to additional indexes. For example, rather
than specifying a single target index, you can allow permission to all indexes (index/target-
collection/*), or a subset of indexes (index/target-collection/logs¥*).

For a reference of all available OpenSearch API operations and their associated permissions, see
the section called “Supported operations and plugins”.

OpenSearch Ingestion

Rather than using a third-party client to send data directly to an OpenSearch Serverless collection,
you can use Amazon OpenSearch Ingestion. You configure your data producers to send data to
OpenSearch Ingestion, and it automatically delivers the data to the collection that you specify.
You can also configure OpenSearch Ingestion to transform your data before delivering it. For more
information, see Amazon OpenSearch Ingestion.

An OpenSearch Ingestion pipeline needs permission to write to an OpenSearch Serverless
collection that is configured as its sink. These permissions include the ability to describe the
collection and send HTTP requests to it.

First, create an IAM role that has the aoss:BatchGetCollection and aoss:APIAccessAll
permissions against all resources (*). Then, include this role in a data access policy and provide it
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permissions to create indexes, update indexes, describe indexes, and write documents within the
collection. Finally, specify the role ARN as the value of the sts_role_arn option within the pipeline
configuration.

For instructions to complete each of these steps, see the section called “Allowing pipelines to write
to serverless collections”.

To get started with OpenSearch Ingestion, see the section called “Tutorial: Ingest data into a
collection”.

Fluent Bit

You can use Amazon for Fluent Bit image and the OpenSearch output plugin to ingest data into
OpenSearch Serverless collections.

(® Note

You must have version 2.30.0 or later of the Amazon for Fluent Bit image in order to
integrate with OpenSearch Serverless.

Example configuration:

This sample output section of the configuration file shows how to use an OpenSearch Serverless
collection as a destination. The important addition is the AWS_Service_Name parameter, which is
aoss. Host is the collection endpoint.

[OUTPUT]
Name opensearch
Match *
Host collection-endpoint.us-west-2.a0Ss.amazonaws.com
Port 443
Index my_index
Trace_Error On
Trace_Output On
AWS_Auth On
AWS_Region <region>
AWS_Service_Name aoss
tls On
Suppress_Type_Name On
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Amazon Data Firehose

Firehose supports OpenSearch Serverless as a delivery destination. For instructions to send data

into OpenSearch Serverless, see Creating a Kinesis Data Firehose Delivery Stream and Choose
OpenSearch Serverless for Your Destination in the Amazon Data Firehose Developer Guide.

The IAM role that you provide to Firehose for delivery must be specified within a data access policy

with the aoss:WriteDocument minimum permission for the target collection, and you must

have a preexisting index to send data to. For more information, see the section called “Minimum

required permissions”.

Before you send data to OpenSearch Serverless, you might need to perform transforms on the
data. To learn more about using Lambda functions to perform this task, see Amazon Kinesis Data

Firehose Data Transformation in the same guide.

Fluentd

You can use the Fluentd OpenSearch plugin to collect data from your infrastructure, containers,

and network devices and send them to OpenSearch Serverless collections. Calyptia maintains a

distribution of Fluentd that contains all of the downstream dependencies of Ruby and SSL.

To use Fluentd to send data to OpenSearch Serverless

1. Download version 1.4.2 or later of Calyptia Fluentd from https://www.fluentd.org/download.

This version includes the OpenSearch plugin by default, which supports OpenSearch
Serverless.

2. Install the package. Follow the instructions in the Fluentd documentation based on your
operating system:
» Red Hat Enterprise Linux / CentOS / Amazon Linux
« Debian / Ubuntu

« Windows

e MacOSX

3. Add a configuration that sends data to OpenSearch Serverless. This sample configuration
sends the message "test" to a single collection. Make sure to do the following:

« For host, specify the endpoint of your OpenSearch Serverless collection.
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« For aws_service_name, specify aoss.

<source>

@type sample

tag test

test {"hello":"world"}
</source>

<match test>

@type opensearch

host https://collection-endpoint.us-east-1.a0ss.amazonaws.com
port 443

index_name fluentd

aws_service_name aoss

</match>

4. Run Calyptia Fluentd to start sending data to the collection. For example, on Mac you can run
the following command:

sudo launchctl load /Library/LaunchDaemons/calyptia-fluentd.plist

Go

The following sample code uses the opensearch-go client for Go to establish a secure connection to
the specified OpenSearch Serverless collection and create a single index. You must provide values
for region and host.

package main

import (
"context"
"log"
"strings"
"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
opensearch "github.com/opensearch-project/opensearch-go/v2"
opensearchapi "github.com/opensearch-project/opensearch-go/v2/opensearchapi"
requestsigner "github.com/opensearch-project/opensearch-go/v2/signer/awsv2"
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const endpoint = "" // serverless collection endpoint

func main() {
ctx := context.Background()

awsCfg, err := config.LoadDefaultConfig(ctx,
config.WithRegion("<AWS_REGION>"),

config.WithCredentialsProvider(
getCredentialProvider("<AWS_ACCESS_KEY>", "<AWS_SECRET_ACCESS_KEY>",

"<AWS_SESSION_TOKEN>"),

),

)
if err !'= nil {

log.Fatal(err) // don't log.fatal in a production-ready app
}

// create an AWS request Signer and load AWS configuration using default config folder
Or env vars.

signer, err := requestsigner.NewSignerWithService(awsCfg, "aoss") // "aoss" for Amazon
OpenSearch Serverless
if err !'= nil {
log.Fatal(err) // don't log.fatal in a production-ready app
}
// create an opensearch client and use the request-signer
client, err := opensearch.NewClient(opensearch.Config{
Addresses: []string{endpoint},
Signer: signer,
b
if err != nil {
log.Fatal("client creation err", err)
}
indexName := "go-test-index"

// define index mapping

mapping := strings.NewReader( {
"settings": {
"index": {
"number_of_shards": 4
}
}
)
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// create an index
createIndex := opensearchapi.IndicesCreateRequest{
Index: indexName,
Body: mapping,

}
createIndexResponse, err := createIndex.Do(context.Background(), client)
if err !'= nil {

log.Println("Error ", err.Erroxr())
log.Println("failed to create index ", err)
log.Fatal("create response body read err", err)

}

log.Println(createIndexResponse)

// delete the index
deleteIndex := opensearchapi.IndicesDeleteRequest{
Index: []string{indexName},

}

deleteIndexResponse, err := deleteIndex.Do(context.Background(), client)
if err !'= nil {

log.Println("failed to delete index ", err)

log.Fatal("delete index response body read err", err)

}

log.Println("deleting index", deleteIndexResponse)

}

func getCredentialProvider(accessKey, secretAccessKey, token string)
aws.CredentialsProviderFunc {
return func(ctx context.Context) (aws.Credentials, error) {

c := &aws.Credentials{
AccessKeyID: accessKey,
SecretAccessKey: secretAccessKey,
SessionToken: token,

}

return *c, nil

}
}
Java

The following sample code uses the opensearch-java client for Java to establish a secure

connection to the specified OpenSearch Serverless collection and create a single index. You must

provide values for region and host.

Java
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The important difference compared to OpenSearch Service domains is the service name (aoss
instead of es).

// import OpenSearchClient to establish connection to OpenSearch Serverless collection
import org.opensearch.client.opensearch.OpenSearchClient;

SdkHttpClient httpClient = ApacheHttpClient.buildexr().build();

// create an opensearch client and use the request-signer
OpenSearchClient client = new OpenSearchClient(
new AwsSdk2Transport(
httpClient,
"...us-west-2.a0ss.amazonaws.com", // serverless collection endpoint
"aoss" // signing service name
Region.US_WEST_2, // signing service region
AwsSdk2TransportOptions.builder().build()

);
String index = "sample-index";

// create an index

CreateIndexRequest createIndexRequest = new
CreateIndexRequest.Builder().index(index).build();

CreateIndexResponse createIndexResponse = client.indices().create(createIndexRequest);

System.out.println("Create index reponse: " + createIndexResponse);

// delete the index

DeleteIndexRequest deleteIndexRequest = new
DeleteIndexRequest.Builder().index(index).build();

DeleteIndexResponse deleteIndexResponse = client.indices().delete(deleteIndexRequest);
System.out.println("Delete index reponse: " + deleteIndexResponse);

httpClient.close();

JavaScript

The following sample code uses the opensearch-js client for JavaScript to establish a secure
connection to the specified OpenSearch Serverless collection, create a single index, add a
document, and delete the index. You must provide values for node and region.
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The important difference compared to OpenSearch Service domains is the service name (aoss

instead of es).

Version 3

This example uses version 3 of the SDK for JavaScript in Node.js.

const { defaultProvider } = require('@aws-sdk/credential-provider-node');

const { Client } = require('eopensearch-project/opensearch');

const { AwsSigv4Signer } = require('eopensearch-project/opensearch/aws’');

async function main() {
// create an opensearch client and use the request-signer
const client = new Client({
...AwsSigv4Signer({
region: 'us-west-2',
service: 'aoss',
getCredentials: () => {
const credentialsProvider = defaultProvider();
return credentialsProvider();

},
1},
node: '' # // serverless collection endpoint
1)
const index = 'movies';

// create index if it doesn't already exist
if (!(await client.indices.exists({ index })).body) {
console.log((await client.indices.create({ index })).body);

// add a document to the index
const document = { foo: 'bar' };
const response = await client.index({
id: '1',
index: index,
body: document,

1)

console.log(response.body);

// delete the index
console.log((await client.indices.delete({ index })).body);
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main();

Version 2

This example uses version 2 of the SDK for JavaScript in Node.js.

const AWS = require('aws-sdk');
const { Client } = require('eopensearch-project/opensearch');
const { AwsSigv4Signer } = require('eopensearch-project/opensearch/aws’');

async function main() {
// create an opensearch client and use the request-signer
const client = new Client({
...AwsSigv4Signer({
region: 'us-west-2',
service: 'aoss',
getCredentials: () =>
new Promise((resolve, reject) => {
AWS.config.getCredentials((err, credentials) => {

if (err) {
reject(err);
} else {
resolve(credentials);
}
1});
1),
1},
node: '' # // serverless collection endpoint
1});
const index = 'movies';

// create index if it doesn't already exist
if (!(await client.indices.exists({ index })).body) {
console.log((await client.indices.create({
index
})).body);

// add a document to the index
const document = {
foo: 'bar'

%

JavaScript 72


https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/

Amazon OpenSearch Service Developer Guide

const response = await client.index({
id: '1°',
index: index,
body: document,

1);
console.log(response.body);
// delete the index

console.log((await client.indices.delete({ index })).body);

main();

Logstash

You can use the Logstash OpenSearch plugin to publish logs to OpenSearch Serverless collections.

To use Logstash to send data to OpenSearch Serverless

1. Install version 2.0.0 or later of the logstash-output-opensearch plugin using Docker or Linux.

Docker

Docker hosts the Logstash OSS software with the OpenSearch output plugin preinstalled:
opensearchproject/logstash-oss-with-opensearch-output-plugin. You can pull the image
just like any other image:

docker pull opensearchproject/logstash-oss-with-opensearch-output-plugin:latest

Linux

First, install the latest version of Logstash if you haven't already. Then, install version 2.0.0
of the output plugin:

cd logstash-8.5.0/
bin/logstash-plugin install --version 2.0.0 logstash-output-opensearch

If the plugin is already installed, update it to the latest version:

bin/logstash-plugin update logstash-output-opensearch
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Starting with version 2.0.0 of the plugin, the Amazon SDK uses version 3. If you're using a
Logstash version earlier than 8.4.0, you must remove any pre-installed Amazon plugins and
install the logstash-integration-aws plugin:

/usr/share/logstash/bin/logstash-plugin remove logstash-input-s3
/usr/share/logstash/bin/logstash-plugin remove logstash-input-sqgs
/usr/share/logstash/bin/logstash-plugin remove logstash-output-s3
/usr/share/logstash/bin/logstash-plugin remove logstash-output-sns
/usr/share/logstash/bin/logstash-plugin remove logstash-output-sqgs
/usr/share/logstash/bin/logstash-plugin remove logstash-output-cloudwatch

/usr/share/logstash/bin/logstash-plugin install --version 0.1.0.pre logstash-
integration-aws

2. In order for the OpenSearch output plugin to work with OpenSearch Serverless, you must
make the following modifications to the opensearch output section of logstash.conf:

» Specify aoss as the service_name under auth_type.
» Specify your collection endpoint for hosts.

« Add the parameters default_server_major_versionand legacy_template. These
parameters are required for the plugin to work with OpenSearch Serverless.

output {
opensearch {
hosts => "collection-endpoint:443"
auth_type => {

service_name => 'aoss'

}
default_server_major_version => 2
legacy_template => false

This example configuration file takes its input from files in an S3 bucket and sends them to an
OpenSearch Serverless collection:

input {
s3 {
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bucket => "my-s3-bucket"
region => "us-east-1"

output {
opensearch {

ecs_compatibility => disabled

hosts => "https://my-collection-endpoint.us-east-1.a0ss.amazonaws.com:443"

index => my-index

auth_type => {
type => 'aws_iam'
aws_access_key_id => 'your-access-key'
aws_secret_access_key => 'your-secret-key'
region => 'us-east-1'
service_name => 'aoss'

}

default_server_major_version => 2

legacy_template => false

3. Then, run Logstash with the new configuration to test the plugin:

bin/logstash -f config/test-plugin.conf

Python

The following sample code uses the opensearch-py client for Python to establish a secure

connection to the specified OpenSearch Serverless collection, create a single index, and search that
index. You must provide values for region and host.

The important difference compared to OpenSearch Service domains is the service name (aoss
instead of es).

from opensearchpy import OpenSearch, RequestsHttpConnection, AWSV4SignerAuth
import boto3

host = '' # serverless collection endpoint, without https://

region = # e.g. us-east-1
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service = 'aoss'
credentials = boto3.Session().get_credentials()
auth = AWSV4SignerAuth(credentials, region, service)

# create an opensearch client and use the request-signer
client = OpenSearch(
hosts=[{'host': host, 'port': 443}],
http_auth=auth,
use_ssl=True,
verify_certs=True,
connection_class=RequestsHttpConnection,
pool_maxsize=20,

# create an index

index_name = "books-index"

create_response = client.indices.create(
index_name

print('\nCreating index:"')
print(create_response)

# index a document
document = {
'title': 'The Green Mile,

'director': 'Stephen King',
'year': '1996'
}
response = client.index(
index = 'books-index',
body = document,
id = '1"

# delete the index
delete_response = client.indices.delete(
index_name

print('\nDeleting index:"')
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print(delete_response)

Ruby

The opensearch-aws-sigv4 gem provides access to OpenSearch Serverless, along with
OpenSearch Service, out of the box. It has all features of the opensearch-ruby client because it's a

dependency of this gem.

When instantiating the Sigv4 signer, specify aoss as the service name:

require 'opensearch-aws-sigv4'
require 'aws-sigvé'

signer = Aws::Sigvé4::Signer.new(service: 'aoss',
region: 'us-west-2',
access_key_id: 'key_id',
secret_access_key: 'secret')

# create an opensearch client and use the request-signer
client = OpenSearch::Aws::Sigv4Client.new(
{ host: 'https://your.amz-opensearch-serverless.endpoint’,
log: true },
signer)

# create an index
index = 'prime'
client.indices.create(index: index)

# insert data

client.index(index: index, id: 'l', body: { name: 'Amazon Echo’,
msrp: '5999',
year: 2011 })

# query the index
client.search(body: { query: { match: { name: 'Echo' } } })

# delete index entry
client.delete(index: index, id: '1')

# delete the index
client.indices.delete(index: index)
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Signing HTTP requests with other clients

The following requirements apply when signing requests to OpenSearch Serverless collections
when you construct HTTP requests with another clients.

» You must specify the service name as aoss.

« The x-amz-content-sha256 header is required for all Amazon Signature Version 4 requests.
It provides a hash of the request payload. If there's a request payload, set the value to its Secure
Hash Algorithm (SHA) cryptographic hash (SHA256). If there's no request payload, set the value
to e3b0c44298fclcl49atbf4c89961Tb92427ae41e4649b934ca495991b7852b855, which is
the hash of an empty string.

Overview of security in Amazon OpenSearch Serverless

Security in Amazon OpenSearch Serverless differs fundamentally from security in Amazon
OpenSearch Service in the following ways:

Feature OpenSearch Service OpenSearch Serverless

Data access Data access is determined by IAM policies  Data access is determined by
control and fine-grained access control. data access policies.

Encryption at Encryption at rest is optional for domains.  Encryption at rest is required for
rest collections.

Security setup You must configure network, encryptio You can use security policies to
and administr n, and data access individually for each manage security settings for
ation domain. multiple collections at scale.

The following diagram illustrates the security components that make up a functional collection.
A collection must have an assigned encryption key, network access settings, and a matching data
access policy that grants permission to its resources.
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Encryption policies

Encryption policies define whether your collections are encrypted with an Amazon owned key or a
customer managed key. Encryption policies consist of two components: a resource pattern and an
encryption key. The resource pattern defines which collection or collections the policy applies to.

The encryption key determines how the associated collections will be secured.

To apply a policy to multiple collections, you include a wildcard (*) in the policy rule. For example,
the following policy applies to all collections with names that begin with "logs".

Resources

To configure encryption for your collections, you must identify the target collection name or a prefix. If a new or existing collection's name
matches the name or prefix defined here, Serverless automatically applies the encryption settings from this policy to the collecion.

Specify a prefix term or collection name

logs* Remove

Add another

Encryption policies streamline the process of creating and managing collections, especially when
you do so programmatically. You can create a collection by simply specifying a name, and an
encryption key is automatically assigned to it upon creation.

Network policies

Network policies define whether your collections are accessible over the internet from public

networks, or whether they must be accessed through OpenSearch Serverless—-managed VPC
endpoints. Just like encryption policies, network policies can apply to multiple collections, which
allows you to manage network access for many collections at scale.

Network policies consist of two components: an access type and a resource type. The access type
can either be public or VPC access. The resource type determines whether the access you choose
applies to the collection endpoint, the OpenSearch Dashboards endpoint, or both.
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Access type

Access collections from
© Public
(O VPC (recommended)

Resource type

Enable access to OpenSearch endpoints

Search collection(s), or input specific prefix term(s)
You can search and select existing collections from the list, or identify a prefix term or collection name for upcoming collections. To identify
a prefix, add * behind the prefix term. Eg: Term*

Q. Select collections or input prefix or collection name

Collection Name = my-collection | X Clear filters

If you plan to configure VPC access within a network policy, you must first create one or more
OpenSearch Serverless-managed VPC endpoints. These endpoints let you access OpenSearch
Serverless as if it were in your VPC, without the use of an internet gateway, NAT device, VPN
connection, or Amazon Direct Connect connection.

Data access policies

Data access policies define how your users access the data within your collections. Data access

policies help you manage collections at scale by automatically assigning access permissions
to collections and indexes that match a specific pattern. Multiple policies can apply to a single
resource.

Data access policies consist of a set of rules, each with three components: a resource type, granted
resources, and a set of permissions. The resource type can be a collection or index. The granted
resources can be collection/index names or patterns with a wildcard (*). The list of permissions
specifies which OpenSearch API operations the policy grants access to. In addition, the policy
contains a list of principals, which specify the IAM roles, users, and SAML identities to grant access

to.
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Selected principals

Principals
arn:aws:iam::478253424788:user/Administrator
saml/478253424788/myprovider/user/Annie

Granted resources and permissions (2)

Granted resources Resource type Permissions

aoss:CreateCollectionltems

collection/autopartsinventory collection
aoss:UpdateCollectionltems

aoss:ReadDocument

index/test-collection/* index X
aoss:Describelndex

For more information about the format of a data access policy, see the policy syntax.

Before you create a data access policy, you must have one or more IAM roles or users, or SAML
identities, to provide access to in the policy. For details, see the next section.

IAM and SAML authentication

IAM principals and SAML identities are one of the building blocks of a data access policy. Within the
principal statement of an access policy, you can include IAM roles, users, and SAML identities.
These principals are then granted the permissions that you specify in the associated policy rules.

"Rules":[
{

"ResourceType":"index",
"Resource":[
"index/marketing/orders*"
1,
"Permission": [
"aoss:*"

1,

"Principal":[
"arn:aws:iam: :123456789012:user/Dale",
"arn:aws:iam::123456789012:role/RegulatoryCompliance",
"saml/123456789012/myprovidexr/user/Annie"
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You configure SAML authentication directly within OpenSearch Serverless. For more information,
see the section called “SAML authentication”.

Infrastructure security

Amazon OpenSearch Serverless is protected by Amazon global network security. For information
about Amazon security services and how Amazon protects infrastructure, see Amazon Cloud

Security. To design your Amazon environment using the best practices for infrastructure security,
see Infrastructure Protection in Security Pillar Amazon Well-Architected Framework.

You use Amazon published API calls to access Amazon OpenSearch Serverless through the
network. Clients must support Transport Layer Security (TLS). We require TLS 1.2 and recommend
TLS 1.3. For a list of supported ciphers for TLS 1.3, see TLS protocols and ciphers in the Elastic Load

Balancing documentation.

Additionally, you must sign requests using an access key ID and a secret access key that is
associated with an IAM principal. Or you can use the Amazon Security Token Service (Amazon STS)

to generate temporary security credentials to sign requests.

Getting started with security in Amazon OpenSearch Serverless

The following tutorials help you get started using Amazon OpenSearch Serverless. Both tutorials
accomplish the same basic steps, but one uses the console while the other uses the Amazon CLI.

Note that the use cases in these tutorials are simplified. The network and security policies are fairly
open. In production workloads, we recommend that you configure more robust security features
such as SAML authentication, VPC access, and restrictive data access policies.

Topics

» Tutorial: Getting started with security in Amazon OpenSearch Serverless (console)

« Tutorial: Getting started with security in Amazon OpenSearch Serverless (CLI)

Tutorial: Getting started with security in Amazon OpenSearch Serverless
(console)

This tutorial walks you through the basic steps to create and manage security policies using the
Amazon OpenSearch Serverless console.

You will complete the following steps in this tutorial:
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1. Configure permissions

Create an encryption policy

Create a network policy

Configure a data access policy

Create a collection

A

Upload and search data

This tutorial walks you through setting up a collection using the Amazon Web Services
Management Console. For the same steps using the Amazon CLI, see the section called “Tutorial:
Getting started with security (CLI)".

Step 1: Configure permissions

® Note

You can skip this step if you're already using a more broad identity-based policy, such
asAction":"aoss:*" or Action":"*". In production environments, however, we
recommend that you follow the principal of least privilege and only assign the minimum
permissions necessary to complete a task.

In order to complete this tutorial, you must have the correct IAM permissions. Your user or role
must have an attached identity-based policy with the following minimum permissions:

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"aoss:ListCollections",
"aoss:BatchGetCollection",
"aoss:CreateCollection",
"aoss:CreateSecurityPolicy",
"aoss:GetSecurityPolicy",
"aoss:ListSecurityPolicies",
"aoss:CreateAccessPolicy",
"aoss:GetAccessPolicy",
"aoss:ListAccessPolicies"
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1,
"Effect": "Allow",
"Resource": "*"

For a full list of OpenSearch Serverless permissions, see the section called “Identity and Access

Management”.

Step 2: Create an encryption policy

Encryption policies specify the Amazon KMS key that OpenSearch Serverless will use to encrypt

the collection. You can encrypt collections with an Amazon managed key or a different key. For
simplicity in this tutorial, we'll encrypt our collection with an Amazon managed key.

To create an encryption policy

1. Open the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/home.

2. Expand Serverless in the left navigation pane and choose Encryption policies.
3. Choose Create encryption policy.
4

Name the policy books-policy. For the description, enter Encryption policy for books
collection.

5. Under Resources, enter books, which is what you'll name your collection. If you wanted to be
more broad, you could include an asterisk (books*) to make the policy apply to all collections
beginning with the word "books".

6. For Encryption, keep Use Amazon Web Services owned key selected.
7. Choose Create.

Step 3: Create a network policy

Network policies determine whether your collection is accessible over the internet from public

networks, or whether it must be accessed through OpenSearch Serverless-managed VPC
endpoints. In this tutorial, we'll configure public access.

To create a network policy

1. Choose Network policies in the left navigation pane and choose Create network policy.
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2. Name the policy books-policy. For the description, enter Network policy for books
collection.

3. Under Rule 1, name the rule Public access for books collection.

4. For simplicity in this tutorial, we'll configure public access for the books collection. For the
access type, select Public.

5.  We're going to access the collection from OpenSearch Dashboards. In order to do this, you
need to configure network access for Dashboards and the OpenSearch endpoint, otherwise
Dashboards won't function.

For the resource type, enable both Access to OpenSearch endpoints and Access to
OpenSearch Dashboards.

6. In both input boxes, enter Collection Name = books. This setting scopes the policy down so
that it only applies to a single collection (books). Your rule should look like this:

Access to OpenSearch endpoints

Search collection(s), or input specific prefix term(s)
You can search and select existing collections from the list, or identify a prefix term or collection name for upcoming collections. To identify
a prefix, add * behind the prefix term. Eg: Term*

Q, Select collections or input prefix or collection name

Collection Name = books | X Clear filters

Access to OpenSearch Dashboards

Search collection(s), or input specific prefix term(s)

You can search and select existing collections from the list, or identify a prefix term or collection name for upcoming collections. To identify
a prefix, add * behind the prefix term. Eg: Term*

Q, Select collections or input prefix or collection name

Collection Name = books | X Clear filters

7. Choose Create.

Step 4: Create a data access policy

Your collection data won't be accessible until you configure data access. Data access policies are
separate from the IAM identity-based policy that you configured in step 1. They allow users to
access the actual data within a collection.
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In this tutorial, we'll provide a single user the permissions required to index data into the books
collection.

To create a data access policy

1. Choose Data access policies in the left navigation pane and choose Create access policy.

2. Name the policy books-policy. For the description, enter Data access policy for books
collection.

3. Select JSON for the policy definition method and paste the following policy in the JSON
editor.

Replace the principal ARN with the ARN of the account that you'll use to log in to OpenSearch
Dashboards and index data.

"Rules":[
{

"ResourceType":"index",

"Resource": [
"index/books/*"

1,

"Permission":[
"aoss:Createlndex",
"aoss:DescribeIndex",
"aoss:ReadDocument",
"aoss:WriteDocument",
"aoss:UpdateIndex",

"aoss:DeleteIndex"

1,
"Principal":[
"arn:aws:iam::123456789012:user/my-user"

This policy provides a single user the minimum permissions required to create an index in the
books collection, index some data, and search for it.

4. Choose Create.

Getting started with security 87



Amazon OpenSearch Service Developer Guide

Step 5: Create a collection

Now that you configured encryption and network policies, you can create a matching collection
and the security settings will be automatically applied to it.

To create an OpenSearch Serverless collection

1. Choose Collections in the left navigation pane and choose Create collection.
2. Name the collection books.

3. For collection type, choose Search.

4

Under Encryption, OpenSearch Serverless informs you that the collection name matches the
books-policy encryption policy.

5. Under Network access settings, OpenSearch Serverless informs you that the collection name
matches the books-policy network policy.

6. Choose Next.

7. Under Data access policy options, OpenSearch Serverless informs you that the collection
name matches the books-policy data access policy.

8. Choose Next.

9. Review the collection configuration and choose Submit. Collections typically take less than a
minute to initialize.

Step 6: Upload and search data

You can upload data to an OpenSearch Serverless collection using Postman or curl. For brevity,
these examples use Dev Tools within the OpenSearch Dashboards console.

To index and search data in a collection

1. Choose Collections in the left navigation pane and choose the books collection to open its
details page.

2. Choose the OpenSearch Dashboards URL for the collection. The URL takes the format
https://collection-id.us-east-1.a0ss.amazonaws.com/_dashboards.

3. Signin to OpenSearch Dashboards using the Amazon access and secret keys for the principal

that you specified in your data access policy.
4. Within OpenSearch Dashboards, open the left navigation menu and choose Dev Tools.

To create a single index called books-index, run the following command:
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PUT books-index

S Search Dashboards

=  books Dev Tools

Console

History Settings Help

1 PUT books-index| D> %, 1~ {
2 "acknowledged"” : true,
3 "shards_acknowledged" : true,
4 "index" : "books-index"
5+%

6. To index a single document into books-index, run the following command:

PUT books-index/_doc/1

{
"title": "The Shining",
"author": "Stephen King",
"year": 1977

}

7. To search data in OpenSearch Dashboards, you need to configure at least one index pattern.
OpenSearch uses these patterns to identify which indexes you want to analyze. Open the
Dashboards main menu, choose Stack Management, choose Index Patterns, and then choose
Create index pattern. For this tutorial, enter books-index.

8. Choose Next step and then choose Create index pattern. After the pattern is created, you can
view the various document fields such as author and title.

9. To begin searching your data, open the main menu again and choose Discover, or use the
search API.

Tutorial: Getting started with security in Amazon OpenSearch Serverless (CLI)

This tutorial walks you through the steps described in the console getting started tutorial for
security, but uses the Amazon CLI rather than the OpenSearch Service console.
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You'll complete the following steps in this tutorial:

. Create an IAM permissions policy

. Attatch the IAM policy to an IAM role
. Create an encryption policy

. Create a network policy

. Create a collection

. Configure a data access policy

. Retrieve the collection endpoint

. Upload data to your connection

O 00 N O U1 b W N =2

. Search data in your collection

The goal of this tutorial is to set up a single OpenSearch Serverless collection with fairly simple
encryption, network, and data access settings. For example, we'll configure public network access,
an Amazon managed key for encryption, and a simplified data access policy that grants minimal
permissions to a single user.

In a production scenario, consider implementing a more robust configuration, including SAML
authentication, a custom encryption key, and VPC access.

To get started with security policies in OpenSearch Serverless

1.
(® Note
You can skip this step if you're already using a more broad identity-based policy, such
asAction":"aoss:*" or Action":"*".In production environments, however,
we recommend that you follow the principal of least privilege and only assign the
minimum permissions necessary to complete a task.

To start, create an Amazon Identity and Access Management policy with the minimum required
permissions to perform the steps in this tutorial. We'll name the policy TutorialPolicy:

aws iam create-policy \
--policy-name TutorialPolicy \
--policy-document "{\"Version\": \"2012-10-17\",\"Statement\":
[{\"Action\": [\"aoss:ListCollections\",\"aoss:BatchGetCollection\",
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\"aoss:CreateCollection\",\"aoss:CreateSecurityPolicy\",\"aoss:GetSecurityPolicy\",
\"aoss:ListSecurityPolicies\",\"aoss:CreateAccessPolicy\",\"aoss:GetAccessPolicy\",
\"aoss:ListAccessPolicies\"],\"Effect\": \"Allow\",\"Resource\": \"*\"}]}"

Sample response

"Policy": {
"PolicyName": "TutorialPolicy",
"PolicyId": "ANPAWGWRAECKG6QJIWUV7U",
"Arn": "arn:aws:iam::123456789012:policy/TutorialPolicy",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2022-10-16T20:57:18+00:00",
"UpdateDate": "2022-10-16T20:57:18+00:00"

2. Attach TutorialPolicy to the IAM role who will index and search data in the collection.
We'll name the user TutorialRole:

aws iam attach-role-policy \
--role-name TutorialRole \
--policy-arn arn:aws:iam::123456789012:policy/TutorialPolicy

3. Before you create a collection, you need to create an encryption policy that assigns an Amazon

owned key to the books collection that you'll create in a later step.

Send the following request to create an encryption policy for the books collection:

aws opensearchserverless create-security-policy \

--name books-policy \

--type encryption --policy "{\"Rules\":[{\"ResourceType\":\"collection\",
\"Resource\":[\"collection\/books\"1}]1,\"AWSOwnedKey\" :true}"

Sample response
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"securityPolicyDetail": {
"type": "encryption",

"name": "books-policy",
"policyVersion": "MTY20TIOMDAwNTKSMF8x",
"policy": {
"Rules": [
{
"Resource": [
"collection/books"
1,
"ResourceType": "collection"

1,
"AWSOwnedKey": true

+
"createdDate": 1669240005990,

"lastModifiedDate": 1669240005990

4. Create a network policy that provides public access to the books collection:

aws opensearchserverless create-security-policy --name books-policy --type network

\

--policy "[{\"Description\":\"Public access for books collection\",\"Rules
\":[{\"ResourceType\":\"dashboard\",\"Resource\":[\"collection\/books\"]1},
{\"ResourceType\":\"collection\",\"Resource\":[\"collection\/books\"]1}],
\"AllowFromPublic\":true}]"

Sample response

"securityPolicyDetail": {
"type": "network",

"name": "books-policy",
"policyVersion": "MTY20TIOMDI1Njk1NV8x",
"policy": [
{
"Rules": [
{

"Resource": [
"collection/books"

1,

Getting started with security

92



Amazon OpenSearch Service Developer Guide

"ResourceType": "dashboard"
I
{
"Resource": [
"collection/books"
1,
"ResourceType": "collection"
}
1,
"AllowFromPublic": true,
"Description": "Public access for books collection"

1,
"createdDate": 1669240256955,
"lastModifiedDate": 1669240256955

5. Create the books collection:

aws opensearchserverless create-collection --name books --type SEARCH

Sample response

"createCollectionDetail": {

"id": "8kw362bpwg4gx9b2f6ed",

"name": "books",

"status": "CREATING",

"type": "SEARCH",

"arn": "arn:aws:aoss:us-
east-1:123456789012:collection/8kw362bpwg4gx9b2f6e0",

"kmsKeyArn": "auto",

"createdDate": 1669240325037,

"lastModifiedDate": 1669240325037

6. Create a data access policy that provides the minimum permissions to index and search data in

the books collection. Replace the principal ARN with the ARN of TutorialRole from step 1:

aws opensearchserverless create-access-policy \
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--name books-policy \

--type data \

--policy "[{\"Rules\":[{\"ResourceType\":\"index\",\"Resource\":
[\"index\/books\/books-index\"],\"Permission\":[\"aoss:CreateIndex
\",\"aoss:DescribeIndex\",\"aoss:ReadDocument\",\"aoss:WriteDocument
\",\"aoss:UpdateIndex\",\"aoss:DeleteIndex\"1}],\"Principal\":
[\"arn:aws:iam: :123456789012:role\/TutorialRole\"]}]"

Sample response

{
"accessPolicyDetail": {
"type": "data",
"name": "books-policy",
"policyVersion": "MTY20TI@MDM5SNDY1M18x",
"policy": [
{
"Rules": [
{
"Resource": [
"index/books/books-index"
1,
"Permission": [
"aoss:Createlndex",
"aoss:DescribeIndex",
"aoss:ReadDocument",
"aoss:WriteDocument",
"aoss:UpdateDocument",
"aoss:DeleteDocument"
1,
"ResourceType": "index"
}
1,
"Principal": [
"arn:aws:iam::123456789012:role/TutorialRole"
]
}
1,
"createdDate": 1669240394653,
"lastModifiedDate": 1669240394653
}
}
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TutorialRole should now be able to index and search documents in the books collection.

7. To make calls to the OpenSearch API, you need the collection endpoint. Send the following
request to retrieve the collectionEndpoint parameter:

aws opensearchserverless batch-get-collection --names books

Sample response

"collectionDetails": [
{
"id": "8kw362bpwg4gx9b2f6ed",
"name": "books",
"status": "ACTIVE",
"type": "SEARCH",
"description": ""
"arn": "arn:aws:aoss:us-
east-1:123456789012:collection/8kw362bpwg4gx9b2f6e0",
"createdDate": 1665765327107,
"collectionEndpoint": "https://8kw362bpwgsgx9b2f6e0d.us-
east-1.aoss.amazonaws.com",
"dashboardEndpoint": "https://8kw362bpwgsgx9b2f6ed.us-
east-1.aoss.amazonaws.com/_dashboards"

}
15
"collectionErrorDetails": []
}
(® Note

You won't be able to see the collection endpoint until the collection status changes to
ACTIVE. You might have to make multiple calls to check the status until the collection
is successfully created.

8. Use an HTTP tool such as Postman or curl to index data into the books collection. We'll create
an index called books-index and add a single document.

Send the following request to the collection endpoint that you retrieved in the previous step,
using the credentials for TutorialRole.
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PUT https://8kw362bpwgdgx9b2f6ed.us-east-1.aoss.amazonaws.com/books-index/_doc/1

{
"title": "The Shining",
"author": "Stephen King",
"year": 1977

}

Sample response

{
"_index" : "books-index",
"_id" . o"1iv,
" _version" : 1,
"result" : "created",
" _shards" : {
"total" : O,
"successful" : 0O,
"failed" : 0
b
"_seq_no" : 0O,
"_primary_term" : 0
}

9. To begin searching data in your collection, use the search API. The following query performs a
basic search:

GET https://8kw362bpwg4gx9b2f6ed.us-east-1.aoss.amazonaws.com/books-index/_search

Sample response

"took": 405,

"timed_out": false,

" shards": {
"total": 6,
"successful": 6,
"skipped": O,
"failed": 0

.

"hits": {
"total": {
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"value": 2,
"relation": "eq"
},
"max_score": 1.0,
"hits": [
{
"_index": "books-index:0::3xJql4MBUa0OS@QwL26UUS:0Q",
"_id": "F_bt4oMBLle5pYmm5q4T",
" score": 1.0,
" source": {
"title": "The Shining",
"author": "Stephen King",
"year": 1977
}
}
]

Identity and Access Management for Amazon OpenSearch Serverless

Amazon ldentity and Access Management (IAM) is an Amazon Web Service that helps an
administrator securely control access to Amazon resources. IAM administrators control who can

be authenticated (signed in) and authorized (have permissions) to use OpenSearch Serverless

resources. IAM is an Amazon Web Service that you can use with no additional charge.

Topics

Identity-based policies for OpenSearch Serverless

Policy actions for OpenSearch Serverless

Policy resources for OpenSearch Serverless

Policy condition keys for Amazon OpenSearch Serverless

ABAC with OpenSearch Serverless

Using temporary credentials with OpenSearch Serverless

Service-linked roles for OpenSearch Serverless

Identity-based policy examples for OpenSearch Serverless
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Identity-based policies for OpenSearch Serverless

Supports identity-based policies Yes

Identity-based policies are JSON permissions policy documents that you can attach to an identity,
such as an IAM user, group of users, or role. These policies control what actions users and roles can
perform, on which resources, and under what conditions. To learn how to create an identity-based
policy, see Creating IAM policies in the IAM User Guide.

With 1AM identity-based policies, you can specify allowed or denied actions and resources as well
as the conditions under which actions are allowed or denied. You can't specify the principal in an
identity-based policy because it applies to the user or role to which it is attached. To learn about all
of the elements that you can use in a JSON policy, see IAM JSON policy elements reference in the
IAM User Guide.

Identity-based policy examples for OpenSearch Serverless

To view examples of OpenSearch Serverless identity-based policies, see the section called

“Identity-based policy examples".

Policy actions for OpenSearch Serverless

Supports policy actions Yes

The Action element of a JSON policy describes the actions that you can use to allow or deny
access in a policy. Policy actions usually have the same name as the associated Amazon API
operation. There are some exceptions, such as permission-only actions that don't have a matching
API operation. There are also some operations that require multiple actions in a policy. These
additional actions are called dependent actions.

Include actions in a policy to grant permissions to perform the associated operation.

Policy actions in OpenSearch Serverless use the following prefix before the action:

a0ss

To specify multiple actions in a single statement, separate them with commas.
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"Action": [
"aoss:actionl",
"aoss:action2"

]

You can specify multiple actions using wildcard characters (*). For example, to specify all actions
that begin with the word Describe, include the following action:

"Action": "aoss:List*"

To view examples of OpenSearch Serverless identity-based policies, see Identity-based policy

examples for OpenSearch Serverless.

Policy resources for OpenSearch Serverless

Supports policy resources Yes

Administrators can use Amazon JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.

The Resource JSON policy element specifies the object or objects to which the action applies.
Statements must include either a Resource or a NotResource element. As a best practice,
specify a resource using its Amazon Resource Name (ARN). You can do this for actions that support
a specific resource type, known as resource-level permissions.

For actions that don't support resource-level permissions, such as listing operations, use a wildcard
(*) to indicate that the statement applies to all resources.

"Resource": "*"

Policy condition keys for Amazon OpenSearch Serverless

Supports service-specific policy condition keys  Yes

Administrators can use Amazon JSON policies to specify who has access to what. That is, which
principal can perform actions on what resources, and under what conditions.
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The Condition element (or Condition block) lets you specify conditions in which a statement

is in effect. The Condition element is optional. You can create conditional expressions that use
condition operators, such as equals or less than, to match the condition in the policy with values in
the request.

If you specify multiple Condition elements in a statement, or multiple keys in a single
Condition element, Amazon evaluates them using a logical AND operation. If you specify multiple
values for a single condition key, Amazon evaluates the condition using a logical OR operation. All
of the conditions must be met before the statement's permissions are granted.

You can also use placeholder variables when you specify conditions. For example, you can grant
an IAM user permission to access a resource only if it is tagged with their IAM user name. For more
information, see IAM policy elements: variables and tags in the IAM User Guide.

Amazon supports global condition keys and service-specific condition keys. To see all Amazon
global condition keys, see Amazon global condition context keys in the IAM User Guide.

In addition to attribute-based access control (ABAC), OpenSearch Serverless supports the following
condition keys:

e goss:collection
e aoss:CollectionId

e 30ss:index

You can use these condition keys even when providing permissions for access policies and security
policies. For example:

"Effect":"Allow",

"Action": [
"aoss:CreateAccessPolicy",
"aoss:CreateSecurityPolicy"

1,

"Resource":"*",

"Condition":{

"StringlLike":{
"aoss:collection":"log"
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}

In this example, the condition applies to policies that contain rules that match a collection name or
pattern. The conditions have the following behavior:

« StringEquals - Applies to policies with rules that contain the exact resource string "log" (i.e.
collection/log).

« StringlLike - Applies to policies with rules that contain a resource string that includes the string
"log" (i.e. collection/log but also collection/logs-applicationor collection/
applogs123).

(® Note

Collection condition keys don't apply at the index level. For example, in the policy above,
the condition wouldn't apply to an access or security policy containing the resource string
index/logs-application/*.

To see a list of OpenSearch Serverless condition keys, see Condition keys for Amazon OpenSearch
Serverless in the Service Authorization Reference. To learn with which actions and resources you can

use a condition key, see Actions defined by Amazon OpenSearch Serverless.

ABAC with OpenSearch Serverless

Supports ABAC (tags in policies) Yes

Attribute-based access control (ABAC) is an authorization strategy that defines permissions based
on attributes. In Amazon, these attributes are called tags. You can attach tags to IAM entities (users
or roles) and to many Amazon resources. Tagging entities and resources is the first step of ABAC.
Then you design ABAC policies to allow operations when the principal's tag matches the tag on the
resource that they are trying to access.

ABAC is helpful in environments that are growing rapidly and helps with situations where policy
management becomes cumbersome.
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To control access based on tags, you provide tag information in the condition element of a policy
using the aws :ResourceTag/key-name, aws :RequestTag/key-name, or aws : TagKeys
condition keys.

If a service supports all three condition keys for every resource type, then the value is Yes for the
service. If a service supports all three condition keys for only some resource types, then the value is
Partial.

For more information about ABAC, see What is ABAC? in the IAM User Guide. To view a tutorial with
steps for setting up ABAC, see Use attribute-based access control (ABAC) in the IAM User Guide.

For more information about tagging OpenSearch Serverless resources, see the section called
“Tagging collections”.

Using temporary credentials with OpenSearch Serverless

Supports temporary credentials Yes

Some Amazon Web Services don't work when you sign in using temporary credentials. For
additional information, including which Amazon Web Services work with temporary credentials,
see Amazon Web Services that work with IAM in the IAM User Guide.

You are using temporary credentials if you sign in to the Amazon Web Services Management
Console using any method except a user name and password. For example, when you access
Amazon using your company's single sign-on (SSO) link, that process automatically creates
temporary credentials. You also automatically create temporary credentials when you sign in to the
console as a user and then switch roles. For more information about switching roles, see Switching
to a role (console) in the IAM User Guide.

You can manually create temporary credentials using the Amazon CLI or Amazon API. You can then
use those temporary credentials to access Amazon. Amazon recommends that you dynamically
generate temporary credentials instead of using long-term access keys. For more information, see
Temporary security credentials in IAM.

Service-linked roles for OpenSearch Serverless

Supports service-linked roles Yes
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A service-linked role is a type of service role that is linked to an Amazon Web Service. The service
can assume the role to perform an action on your behalf. Service-linked roles appear in your
Amazon Web Services account and are owned by the service. An IAM administrator can view, but
not edit the permissions for service-linked roles.

For details about creating and managing OpenSearch Serverless service-linked roles, see the
section called “Collection creation role".

Identity-based policy examples for OpenSearch Serverless

By default, users and roles don't have permission to create or modify OpenSearch Serverless
resources. They also can't perform tasks by using the Amazon Web Services Management Console,
Amazon Command Line Interface (Amazon CLI), or Amazon API. To grant users permission to
perform actions on the resources that they need, an IAM administrator can create IAM policies. The
administrator can then add the IAM policies to roles, and users can assume the roles.

To learn how to create an IAM identity-based policy by using these example JSON policy
documents, see Creating IAM policies in the IAM User Guide.

For details about actions and resource types defined by Amazon OpenSearch Serverless, including
the format of the ARNs for each of the resource types, see Actions, resources, and condition keys

for Amazon OpenSearch Serverless in the Service Authorization Reference.

Topics

» Policy best practices

Using OpenSearch Serverless in the console

Administering OpenSearch Serverless collections

Viewing OpenSearch Serverless collections

Using OpenSearch APl operations

Policy best practices

Identity-based policies are very powerful. They determine whether someone can create, access,
or delete OpenSearch Serverless resources in your account. These actions can incur costs for your
Amazon Web Services account. When you create or edit identity-based policies, follow these
guidelines and recommendations:

Identity-based policies determine whether someone can create, access, or delete OpenSearch
Serverless resources in your account. These actions can incur costs for your Amazon Web
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Services account. When you create or edit identity-based policies, follow these guidelines and
recommendations:

» Get started with Amazon managed policies and move toward least-privilege permissions
- To get started granting permissions to your users and workloads, use the Amazon managed
policies that grant permissions for many common use cases. They are available in your Amazon
Web Services account. We recommend that you reduce permissions further by defining Amazon
customer managed policies that are specific to your use cases. For more information, see Amazon
managed policies or Amazon managed policies for job functions in the IAM User Guide.

« Apply least-privilege permissions — When you set permissions with IAM policies, grant only the
permissions required to perform a task. You do this by defining the actions that can be taken on
specific resources under specific conditions, also known as least-privilege permissions. For more
information about using IAM to apply permissions, see Policies and permissions in IAM in the
IAM User Guide.

« Use conditions in IAM policies to further restrict access — You can add a condition to your
policies to limit access to actions and resources. For example, you can write a policy condition
to specify that all requests must be sent using SSL. You can also use conditions to grant access
to service actions if they are used through a specific Amazon Web Service, such as Amazon
CloudFormation. For more information, see IAM JSON policy elements: Condition in the IAM
User Guide.

« Use IAM Access Analyzer to validate your IAM policies to ensure secure and functional
permissions — IAM Access Analyzer validates new and existing policies so that the policies
adhere to the IAM policy language (JSON) and IAM best practices. IAM Access Analyzer provides
more than 100 policy checks and actionable recommendations to help you author secure and
functional policies. For more information, see IAM Access Analyzer policy validation in the IAM
User Guide.

« Require multi-factor authentication (MFA) - If you have a scenario that requires IAM users or a
root user in your Amazon Web Services account, turn on MFA for additional security. To require
MFA when API operations are called, add MFA conditions to your policies. For more information,
see Configuring MFA-protected APl access in the IAM User Guide.

For more information about best practices in IAM, see Security best practices in IAM in the IAM User
Guide.
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Using OpenSearch Serverless in the console

To access OpenSearch Serverless within the OpenSearch Service console, you must have a
minimum set of permissions. These permissions must allow you to list and view details about the
OpenSearch Serverless resources in your Amazon account. If you create an identity-based policy
that is more restrictive than the minimum required permissions, the console won't function as
intended for entities (such as IAM roles) with that policy.

You don't need to allow minimum console permissions for users that are making calls only to
the Amazon CLI or the Amazon API. Instead, allow access to only the actions that match the API
operation that you're trying to perform.

The following policy allows a user to access OpenSearch Serverless within the OpenSearch Service
console:

"Version": "2012-10-17",
"Statement": [
{

"Resource": "*",

"Effect": "Allow",

"Action": [
"aoss:ListCollections",
"aoss:BatchGetCollection",
"aoss:ListAccessPolicies",
"aoss:ListSecurityConfigs",
"aoss:ListSecurityPolicies",
"aoss:ListTagsForResource",
"aoss:ListVpcEndpoints",
"aoss:GetAccessPolicy",
"aoss:GetAccountSettings",
"aoss:GetSecurityConfig",
"aoss:GetSecurityPolicy"
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Administering OpenSearch Serverless collections

This policy is an example of a "collection admin" policy that allows a user to manage and
administer Amazon OpenSearch Serverless collections. The user can create, view, and delete
collections.

{
"Version": "2012-10-17",
"Statement": [
{

"Resource": "arn:aws:aoss:region:123456789012:collection/*",

"Action": [
"aoss:CreateCollection",
"aoss:DeleteCollection",
"aoss:UpdateCollection"

1,

"Effect": "Allow"

.
{

"Resource": "*",

"Action": [
"aoss:BatchGetCollection",
"aoss:ListCollections",
"aoss:CreateAccessPolicy",
"aoss:CreateSecurityPolicy"

1,

"Effect": "Allow"

}
]
}

Viewing OpenSearch Serverless collections

This example policy allows a user to view details for all Amazon OpenSearch Serverless collections
in their account. The user can't modify the collections or any associated security policies.

"Version": "2012-10-17",
"Statement": [
{
"Resource": "*",
"Action": [
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"aoss:ListAccessPolicies",
"aoss:ListCollections",
"aoss:ListSecurityPolicies",
"aoss:ListTagsForResource",
"aoss:BatchGetCollection"

1,
"Effect": "Allow"

Using OpenSearch API operations

Data plane API operations consist of the functions you use in OpenSearch Serverless to derive
realtime value from the service. Control plane API operations consist of the functions you use to
set up the environment.

To access Amazon OpenSearch Serverless data plane APIs and OpenSearch Dashboards from the
browser, you need to add two IAM permissions for collection resources. These permissions are
aoss:APIAccessAll and aoss:DashboardsAccessAll.

® Note

Starting May 10, 2023, OpenSearch Serverless requires these two new IAM permissions for
collection resources. The aoss:APIAccessAll permission allows data plane access, and
the aoss:DashboardsAccessAll permission allows OpenSearch Dashboards from the
browser. Failure to add the two new IAM permissions results in a 403 error.

This example policy allows a user to access data plane APIs for a specified collection in their
account, and to access OpenSearch Dashboards for all collections in their account.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "aoss:APIAccessAll",
"Resource": "arn:aws:aoss:region:account-id:collection/collection-id"
I
{
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"Effect": "Allow",
"Action": "aoss:DashboardsAccessAll",
"Resource": "arn:aws:aoss:region:account-id:dashboards/default"

Both aoss:APIAccessAll and aoss:DashboardsAccessAll give full IAM permission to the
collection resources, while the Dashboards permission also provides OpenSearch Dashboards
access. Each permission works independently, so an explicit deny on aoss:APIAccessAll doesn't
block aoss:DashboardsAccessAll access to the resources, including Dev Tools. The same is true
for a deny on aoss:DashboardsAccessAll.

OpenSearch Serverless only supports the source IP address in the condition setting in the
principal's IAM policy for data plane calls:

"Condition": {
"IpAddress": {
"aws:SourceIp": "52.95.4.14"

}

Encryption in Amazon OpenSearch Serverless

Encryption at rest

Each Amazon OpenSearch Serverless collection that you create is protected with encryption of
data at rest, a security feature that helps prevent unauthorized access to your data. Encryption at
rest uses Amazon Key Management Service (Amazon KMS) to store and manage your encryption
keys. It uses the Advanced Encryption Standard algorithm with 256-bit keys (AES-256) to perform
the encryption.

Topics

Encryption policies

Considerations

Permissions required

Key policy for a customer managed key

How OpenSearch Serverless uses grants in Amazon KMS
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Creating encryption policies (console)

Creating encryption policies (Amazon CLI)

Viewing encryption policies

Updating encryption policies

Deleting encryption policies

Encryption policies

With encryption policies, you can manage many collections at scale by automatically assigning an
encryption key to newly created collections that match a specific name or pattern.

When you create an encryption policy, you can either specify a prefix, which is a wildcard-based
matching rule such as MyCollection*, or enter a single collection name. Then, when you create
a collection that matches that name or prefix pattern, the policy and corresponding KMS key are
automatically assigned to it.

Step 1: Create encryption policy

Logs Encryption Policy

Rules: my_kms_key

Logs* @ﬂ Collection matched with KMS key
MyLogs*

ApplicationLogs . my_kms_key
MyLogsCollection @g

Step 2: Create collection

Collection
Name: MyLogsCollection — 1

Encryption policies contain the following elements:

e Rules - one or more collection matching rules, each with the following sub-elements:

» ResourceType - Currently the only option is "collection". Encryption policies apply to
collection resources only.

« Resource - One or more collection names or patterns that the policy will apply to, in the
format collection/<collection name[pattern>.
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« AWSOwnedKey — Whether to use an Amazon owned key.

« KmsARN - If you set AWSOwnedKey to false, specify the Amazon Resource Name (ARN) of the
KMS key to encrypt the associated collections with. If you include this parameter, OpenSearch
Serverless ignores the AWSOwnedKey parameter.

The following sample policy will assign a customer managed key to any future collection named
autopartsinventory, as well as collections that begin with the term "sales":

"Rules":[
{

"ResourceType":"collection",

"Resource": [
"collection/autopartsinventory",
"collection/sales*"

1,

"AWSOwnedKey":false,

"KmsARN" :"arn:aws:encryption:us-east-1:123456789012:key/93fd6da4-a317-4c17-
bfe9-382b5d988b36"

}

Even if a policy matches a collection name, you can choose to override this automatic assignment
during collection creation if the resource pattern contains a wildcard (*). If you choose to override
automatic key assignment, OpenSearch Serverless creates an encryption policy for you named
auto-<collection-name> and attaches it to the collection. The policy initially only applies to a
single collection, but you can modify it to include additional collections.

If you modify policy rules to no longer match a collection, the associated KMS key won't be
unassigned from that collection. The collection always remains encrypted with its initial encryption
key. If you want to change the encryption key for a collection, you must recreate the collection.

If rules from multiple policies match a collection, the more specific rule is used. For example, if one
policy contains a rule for collection/log*, and another for collection/logSpecial, the
encryption key for the second policy is used because it's more specific.

You can't use a name or a prefix in a policy if it already exists in another policy. OpenSearch
Serverless displays an error if you try to configure identical resource patterns in different
encryption policies.
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Considerations

Consider the following when you configure encryption for your collections:

« Encryption at rest is required for all serverless collections.

» You have the option to use a customer managed key or an Amazon owned key. If you choose a
customer managed key, we recommend that you enable automatic key rotation.

« You can't change the encryption key for a collection after the collection is created. Carefully
choose which Amazon KMS to use the first time you set up a collection.

» A collection can only match a single encryption policy.

 Collections with unique KMS keys can't share OpenSearch Compute Units (OCUs) with other
collections. Each collection with a unique key requires its own 4 OCUs.

« If you update the KMS key in an encryption policy, the change doesn't affect existing matching
collections with KMS keys already assigned.

« OpenSearch Serverless doesn't explicitly check user permissions on customer managed keys. If
a user has permissions to access a collection through a data access policy, they will be able to
ingest and query the data that is encrypted with the associated key.

Permissions required

Encryption at rest for OpenSearch Serverless uses the following Amazon Identity and Access
Management (IAM) permissions. You can specify IAM conditions to restrict users to specific
collections.

» aoss:(CreateSecurityPolicy - Create an encryption policy.

e aoss:ListSecurityPolicies - List all encryption policies and collections that they are
attached to.

e a0ss:GetSecurityPolicy - See details of a specific encryption policy.
« aoss:UpdateSecurityPolicy - Modify an encryption policy.

e aoss:DeleteSecurityPolicy - Delete an encryption policy.

The following sample identity-based access policy provides the minimum permissions necessary
for a user to manage encryption policies with the resource pattern collection/application-
logs.
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"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"aoss:CreateSecurityPolicy",
"aoss:UpdateSecurityPolicy",
"aoss:DeleteSecurityPolicy",
"aoss:GetSecurityPolicy"

1,

"Resource":"*",

"Condition":{

"StringEquals":{
"aoss:collection":"application-1logs"

"Effect":"Allow",
"Action":[
"aoss:ListSecurityPolicies"

1,

"Resource":"*"

Key policy for a customer managed key

If you select a customer managed key to protect a collection, OpenSearch Serverless gets
permission to use the KMS key on behalf of the principal who makes the selection. That principal,
a user or role, must have the permissions on the KMS key that OpenSearch Serverless requires. You
can provide these permissions in a key policy or an IAM policy.

At a minimum, OpenSearch Serverless requires the following permissions on a customer managed
key:

o kms:DescribeKey

¢ kms:CreateGrant

« kms:ListKeys
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For example:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:ListKeys"
1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource": "{kms-key-arn}"
}
]
}

OpenSearch Serverless create a grant with the kms:GenerateDataKey and kms:Decrypt permissions.

If you want to keep your key exclusive to OpenSearch Serverless, you can add the kms:ViaService

condition to that key policy:

"Condition": {
"StringEquals": {

"kms:ViaService": "aoss.us-east-1.amazonaws.com"
.
"Bool": {

"kms:GrantIsForAWSResource": "true"
}

For more information, see Using key policies in Amazon KMS in the Amazon Key Management

Service Developer Guide.
How OpenSearch Serverless uses grants in Amazon KMS

OpenSearch Serverless requires a grant in order to use a customer managed key.
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When you create an encryption policy in your account with a new key, OpenSearch Serverless
creates a grant on your behalf by sending a CreateGrant request to Amazon KMS. Grants in
Amazon KMS are used to give OpenSearch Serverless access to a KMS key in a customer account.

OpenSearch Serverless requires the grant to use your customer managed key for the following
internal operations:

« Send DescribeKey requests to Amazon KMS to verify that the symmetric customer managed key
ID provided is valid.

« Send GenerateDataKey requests to KMS key to create data keys with which to encrypt objects.

« Send Decrypt requests to Amazon KMS to decrypt the encrypted data keys so that they can be
used to encrypt your data.

You can revoke access to the grant, or remove the service's access to the customer managed key
at any time. If you do, OpenSearch Serverless won't be able to access any of the data encrypted
by the customer managed key, which affects all the operations that are dependent on that data,
leading to AccessDeniedException errors and failures in the asynchronous workflows.

OpenSearch Serverless retires grants in an asynchronous workflow when a given customer
managed key isn't associated with any security policies or collections.

Creating encryption policies (console)

In an encryption policy, you specify an KMS key and a series of collection patterns that the policy
will apply to. Any new collections that match one of the patterns defined in the policy will be
assigned the corresponding KMS key when you create the collection. We recommend that you
create encryption policies before you start creating collections.

To create an OpenSearch Serverless encryption policy

1. Open the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/home.

On the left navigation panel, expand Serverless and choose Encryption policies.
Choose Create encryption policy.

Provide a name and description for the policy.

ok W

Under Resources, enter one or more resource patterns for this encryption policy. Any newly
created collections in the current Amazon Web Services account and Region that match
one of the patterns are automatically assigned to this policy. For example, if you enter
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ApplicationlLogs (with no wildcard), and later create a collection with that name, the policy
and corresponding KMS key are assigned to that collection.

You can also provide a prefix such as Logs*, which assigns the policy to any new collections
with names beginning with Logs. By using wildcards, you can manage encryption settings for
multiple collections at scale.

6. Under Encryption, choose an KMS key to use.

7. Choose Create.

Next step: Create collections

After you configure one or more encryption policies, you can start creating collections that match
the rules defined in those policies. For instructions, see the section called “Creating collections”.

In the Encryptions step of collection creation, OpenSearch Serverless informs you that the name
that you entered matches the pattern defined in an encryption policy, and automatically assigns
the corresponding KMS key to the collection. If the resource pattern contains a wildcard (*), you can
choose to override the match and select your own key.

Creating encryption policies (Amazon CLI)

To create an encryption policy using the OpenSearch Serverless APl operations, you specify
resource patterns and an encryption key in JSON format. The CreateSecurityPolicy request accepts

both inline policies and .json files.

Encryption policies take the following format. This sample my-policy. json file matches any
future collection named autopartsinventory, as well as any collections with names beginning

with sales.
{
"Rules": [
{

"ResourceType":"collection",

"Resource":[
"collection/autopartsinventory",
"collection/sales*"

1,
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"AWSOwnedKey":false,

"KmsARN" :"arn:aws:encryption:us-east-1:123456789012:key/93fd6dad4-a317-4c17-

bfe9-382b5d988b36"
}

To use a service-owned key, set AWSOwnedKey to true:

{
"Rules":[
{
"ResourceType":"collection",
"Resource":[
"collection/autopartsinventory",
"collection/sales*"
]
}
1,
"AWSOwnedKey" :true
}

The following request creates the encryption policy:

aws opensearchserverless create-security-policy \
--name sales-inventory \
--type encryption \
--policy file://my-policy. json

Then, use the CreateCollection APl operation to create one or more collections that match one of

the resource patterns.

Viewing encryption policies

Before you create a collection, you might want to preview the existing encryption policies in
your account to see which one has a resource pattern that matches your collection's name. The

following ListSecurityPolicies request lists all encryption policies in your account:

aws opensearchserverless list-security-policies --type encryption

The request returns information about all configured encryption policies. Use the contents of the

policy element to view the pattern rules that are defined in the policy:
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{
"securityPolicyDetails": [
{
"createdDate": 1663693217826,
"description": "Sample encryption policy",
"lastModifiedDate": 1663693217826,
"name": "my-policy",

"policy": "{\"Rules\":[{\"ResourceType\":\"collection\",\"Resource\":
[\"collection/autopartsinventory\",\"collection/sales*\"]}]1,\"AWSOwnedKey\":truel}",

"policyVersion": "MTY2MzY5MzIxNzgyN18x",

"type": "encryption"

To view detailed information about a specific policy, including the KMS key, use the
GetSecurityPolicy command.

Updating encryption policies

If you update the KMS key in an encryption policy, the change only applies to the newly created
collections that match the configured name or pattern. It doesn't affect existing collections that
have KMS keys already assigned.

The same applies to policy matching rules. If you add, modify, or delete a rule, the change only
applies to newly created collections. Existing collections don't lose their assigned KMS key if you
modify a policy's rules so that it no longer matches a collection's name.

To update an encryption policy in the OpenSearch Serverless console, choose Encryption policies,
select the policy to modify, and choose Edit. Make your changes and choose Save.

To update an encryption policy using the OpenSearch Serverless API, use the UpdateSecurityPolicy

operation. The following request updates an encryption policy with a new policy JSON document:

aws opensearchserverless update-security-policy \
--name sales-inventory \
--type encryption \
--policy-version 2 \
--policy file://my-new-policy.json

Encryption 117


https://docs.amazonaws.cn/opensearch-service/latest/ServerlessAPIReference/API_GetSecurityPolicy.html
https://docs.amazonaws.cn/opensearch-service/latest/ServerlessAPIReference/API_UpdateSecurityPolicy.html

Amazon OpenSearch Service Developer Guide

Deleting encryption policies

When you delete an encryption policy, any collections that are currently using the KMS key defined
in the policy are not affected. To delete a policy in the OpenSearch Serverless console, select the
policy and choose Delete.

You can also use the DeleteSecurityPolicy operation:

aws opensearchserverless delete-security-policy --name my-policy --type encryption

Encryption in transit

Within OpenSearch Serverless, all paths in a collection are encrypted in transit using Transport
Layer Security 1.2 (TLS) with an industry-standard AES-256 cipher. Access to all APIs and
Dashboards for Opensearch is also through TLS 1.2 . TLS is a set of industry-standard
cryptographic protocols used for encrypting information that is exchanged over the network.

Network access for Amazon OpenSearch Serverless

The network settings for an Amazon OpenSearch Serverless collection determine whether the
collection is accessible over the internet from public networks, or whether it must be accessed
through OpenSearch Serverless—-managed VPC endpoints. You can configure network access
separately for a collection's OpenSearch endpoint and its corresponding OpenSearch Dashboards
endpoint.

Network access is the isolation mechanism for allowing access from different source networks.
For example, if a collection's OpenSearch Dashboards endpoint is publically accessible but the
OpenSearch APl endpoint isn't, a user can access the collection data only through Dashboards
when connecting from a public network. If they try to call the OpenSearch APIs directly from a
public network, they'll be blocked. Network settings can be used for such permutations of source
to resource type.

Topics

Network policies

Considerations

Permissions required

Policy precedence

Creating network policies (console)
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Creating network policies (Amazon CLI)

Viewing network policies

Updating network policies

Deleting network policies

Network policies

Network policies let you manage many collections at scale by automatically assigning network
access settings to collections that match the rules defined in the policy.

In a network policy, you specify a series of rules. These rule define access permissions to collection
endpoints and OpenSearch Dashboards endpoints. Each rule consists of an access type (public or
VPC) and a resource type (collection and/or OpenSearch Dashboards endpoint). For each resource
type (collection and dashboaxrd), you specify a series of rules that define which collection(s)
the policy will apply to.

In this sample policy, the first rule specifies VPC access to both the collection endpoint and
the Dashboards endpoint for all collections beginning with the term marketing*. The second
rule specifies public access to the finance collection, but only for the collection endpoint (no
Dashboards access).

[
{
"Description":"Marketing access",
"Rules":[
{
"ResourceType":"collection",
"Resource": [
"collection/marketing*"
]
I
{
"ResourceType":"dashboard",
"Resource": [
"collection/marketing*"
]
}
1,

"AllowFromPublic":false,
"SourceVPCEs": [
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"vpce-050f79086ee71lacd5"

]

},

{
"Description":"Sales access",
"Rules":[

{
"ResourceType":"collection",
"Resource": [

"collection/finance"
]
}
1,
"AllowFromPublic":true
}

This policy provides public access only to OpenSearch Dashboards for collections beginning with
"finance". Any attempts to directly access the OpenSearch API will fail.

[
{
"Description": "Dashboards access",
"Rules": [
{
"ResourceType": "dashboard",
"Resource": [
"collection/finance*"
]
}
1,
"AllowFromPublic": true
}
]

Network policies can apply to existing collections as well as future collections. For example, you
can create a collection and then create a network policy with a rule that matches the collection
name. You don't need to create network policies before you create collections.

Considerations

Consider the following when you configure network access for your collections:
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If you plan to configure VPC access for a collection, you must first create at least one OpenSearch
Serverless-managed VPC endpoint.

If a collection is accessible from public networks, it's also accessible from all OpenSearch
Serverless-managed VPCs.

Multiple network policies can apply to a single collection. For more information, see the section
called “Policy precedence”.

Permissions required

Network access for OpenSearch Serverless uses the following Amazon Identity and Access

Management (IAM) permissions. You can specify IAM conditions to restrict users to network policies

associated with specific collections.

aoss:CreateSecurityPolicy - Create a network access policy.
aoss:ListSecurityPolicies - List all network policies in the current account.
aoss:GetSecurityPolicy - View a network access policy specification.

aoss:UpdateSecurityPolicy - Modify a given network access policy, and change the VPC ID
or public access designation.

aoss:DeleteSecurityPolicy - Delete a network access policy (after it's detached from all
collections).

The following identity-based access policy allows a user to view all network policies, and update
policies with the resource pattern collection/application-1logs:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aoss:UpdateSecurityPolicy"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aoss:collection": "application-logs"

}
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},
{

"Effect": "Allow",

"Action": [
"aoss:ListSecurityPolicies",
"aoss:GetSecurityPolicy"

1,

"Resource": "*"

}

Policy precedence

There can be situations where network policy rules overlap, within or across policies. When this
happens, a rule that specifies public access overrides a rule that specifies VPC access for any

collections that are common to both rules.

For example, in the following policy, both rules assign network access to the finance collection,
but one rule specifies VPC access while the other specifies public access. In this situation, public
access overrides VPC access only for the finance collection (because it exists in both rules), so the
finance collection will be accessible from public networks. The sales collection will have VPC access

from the specified endpoint.

"Description":"Rule 1",
"Rules":[
{

"ResourceType":"collection",

"Resource":[
"collection/sales",
"collection/finance"

1,
"AllowFromPublic":false,

"SourceVPCEs": [
"vpce-050f79086ee71acd5"
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"Description":"Rule 2",
"Rules":[
{

"ResourceType":"collection",
"Resource": [
"collection/finance"

]I

"AllowFromPublic":true

If multiple VPC endpoints from different rules apply to a collection, the rules are additive and the
collection will be accessible from all specified endpoints. If you set AllowFromPublic to true
but also provide one or more SourceVPCEs, the VPC endpoints are ignored and the associated
collections will have public access.

Creating network policies (console)

Network policies can apply to existing policies as well as future policies. We recommend that you
create network policies before you start creating collections.

To create an OpenSearch Serverless network policy

Open the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/home.

On the left navigation panel, expand Serverless and choose Network policies.
Choose Create network policy.

Provide a name and description for the policy.

ik W=

Provide one or more rules. These rules define access permissions for your OpenSearch
Serverless collections and their OpenSearch Dashboards endpoints.

Each rule contains the following elements:

Element Description

Rule name A name that describes the contents of the
rule. For example, "VPC access for marketing
team".
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Element Description

Access type Choose either public or VPC access. If you
choose VPC access, select one or more
OpenSearch Serverless-managed VPC

endpoints to provide access to.

Resource type Select whether to provide access to
OpenSearch endpoints (which allows
making calls to the OpenSearch API), to
OpenSearch Dashboards (which allows
access to visualizations and the user
interface for OpenSearch plugins), or both.

For each resource type that you select, you can choose existing collections to apply the policy
settings to, and/or create one or more resource patterns. Resource patterns consist of a prefix
and a wildcard (*), and define which collections the policy settings will apply to.

For example, if you include a pattern called Marketing*, any new or existing collections
whose names start with "Marketing" will have the network settings in this policy automatically
applied to them. A single wildcard (*) applies the policy to all current and future collections.

In addition, you can specify the name of a future collection without a wildcard, such as
Finance. OpenSearch Serverless will apply the policy settings to any newly created collection
with that exact name.

6. When you're satisfied with your policy configuration, choose Create.

Creating network policies (Amazon CLI)

To create a network policy using the OpenSearch Serverless APl operations, you specify rules
in JSON format. The CreateSecurityPolicy request accepts both inline policies and .json files. All
collections and patterns must take the form collection/<collection name|pattern>.
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® Note

The resource type dashboards only allows permission to OpenSearch Dashboards, but in
order for OpenSearch Dashboards to function, you must also allow collection access from
the same sources. See the second policy below for an example.

The following sample network policy provides VPC access to collection endpoints only for
collections beginning with the prefix 1og*. Authenticated users can't sign in to OpenSearch
Dashboards; they can only access the collection endpoint programmatically.

"Description":"VPC access for log collections",
"Rules":[
{
"ResourceType":"collection",
"Resource": [
"collection/log*"

1,
"AllowFromPublic":false,

"SourceVPCEs": [
"vpce-050f79086ee71ac05"

The following policy provides public access to the OpenSearch endpoint and OpenSearch
Dashboards for a single collection named finance. If the collection doesn't exist, the network
settings will be applied to the collection if and when it's created.

[
{
"Description":"Public access for finance collection",
"Rules":[
{

"ResourceType":"dashboard",
"Resource": [
"collection/finance"
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]
.
{
"ResourceType":"collection",
"Resource": [
"collection/finance"
]
}

]I

"AllowFromPublic":true

The following request creates the above network policy:

aws opensearchserverless create-security-policy \

--name sales-inventory \

--type network \

--policy "[{\"Description\":\"Public access for finance collection\",\"Rules
\":[{\"ResourceType\":\"dashboard\",\"Resource\":[\"collection\/finance\"]},
{\"ResourceType\":\"collection\",\"Resource\":[\"collection\/finance\"]1}],
\"AllowFromPublic\":truel}]"

To provide the policy in a JSON file, use the format --policy file://my-policy.json
Viewing network policies

Before you create a collection, you might want to preview the existing network policies in your
account to see which one has a resource pattern that matches your collection's name. The
following ListSecurityPolicies request lists all network policies in your account:

aws opensearchserverless list-security-policies --type network

The request returns information about all configured network policies. To view the pattern

rules defined in the one specific policy, find the policy information in the contents of the
securityPolicySummaries element in the response. Note the name and type of this policy and
use these properties in a GetSecurityPolicy request to receive a response with the following policy
details:
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"securityPolicyDetail": [
{

"type": "network",

"name": "my-policy",

"policyVersion": "MTY2MzY5MTY1MDA3ZM18x",

"policy": "[{\"Description\":\"My network policy rule\",\"Rules\":
[{\"ResourceType\":\"dashboard\",\"Resource\":[\"collection/*\"]}]1,\"AllowFromPublic
\":truel}]",

"createdDate": 1663691650072,

"lastModifiedDate": 1663691650072

To view detailed information about a specific policy, use the GetSecurityPolicy command.

Updating network policies

When you modify the VPC endpoints or public access designation for a network, all associated
collections are impacted. To update a network policy in the OpenSearch Serverless console, expand
Network policies, select the policy to modify, and choose Edit. Make your changes and choose
Save.

To update a network policy using the OpenSearch Serverless API, use the UpdateSecurityPolicy
command. You must include a policy version in the request. You can retrieve the policy version
by using the ListSecurityPolicies or GetSecurityPolicy commands. Including the most

recent policy version ensures that you don't inadvertently override a change made by someone
else.

The following request updates a network policy with a new policy JSON document:

aws opensearchserverless update-security-policy \
--name sales-inventory \
--type network \
--policy-version MTY2MzY5MTYIMDA3ML8x \
--policy file://my-new-policy. json

Deleting network policies

Before you can delete a network policy, you must detach it from all collections. To delete a policy in
the OpenSearch Serverless console, select the policy and choose Delete.
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You can also use the DeleteSecurityPolicy command:

aws opensearchserverless delete-security-policy --name my-policy --type network

Data access control for Amazon OpenSearch Serverless

With data access control in Amazon OpenSearch Serverless, you can allow users to access
collections and indexes, regardless of their access mechanism or network source. You can provide
access to IAM roles and SAML identities.

You manage access permissions through data access policies, which apply to collections and index
resources. Data access policies help you manage collections at scale by automatically assigning
access permissions to collections and indexes that match a specific pattern. Multiple data access
policies can apply to a single resource. Note that you must have a data access policy for your
collection in order to access your OpenSearch Dashboards URL.

Topics

» Data access policies versus IAM policies

« IAM permissions required

« Policy syntax
» Supported policy permissions

« Sample datasets on OpenSearch Dashboards

» Creating data access policies (console)

» Creating data access policies (Amazon CLI)

» Viewing data access policies

« Updating data access policies

» Deleting data access policies

Data access policies versus IAM policies

Data access policies are logically separate from Amazon Identity and Access Management
(IAM) policies. IAM permissions control access to the serverless APl operations, such as

CreateCollectionand ListAccessPolicies. Data access policies control access to the
OpenSearch operations that OpenSearch Serverless supports, such as PUT <index> or GET
_cat/indices.
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The IAM permissions that control access to data access policy APl operations, such as
aoss:CreateAccessPolicy and aoss:GetAccessPolicy (described in the next section), don't
affect the permission specified in a data access policy.

For example, suppose an IAM policy denies a user from creating data access policies for
collection-a, but allows them to create data access policies for all collections (*):

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"aoss:CreateAccessPolicy"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aoss:collection": "collection-a"
}
}
},
{
"Effect": "Allow",
"Action": [
"aoss:CreateAccessPolicy"
1,
"Resource": "*"
}
]
}

If the user creates a data access policy that allows certain permission to all collections
(collection/* or index/*/*) the policy will apply to all collections, including collection A.

/A Important

Being granted permissions within a data access policy is not sufficient to access data in
your OpenSearch Serverless collection. An associated principal must also be granted access
to the IAM permissions aoss:APIAccessAll and aoss:DashboardAccessAll. Both
permissions grant full access to collection resources, while the Dashboards permission

also provides access to OpenSearch Dashboards. If a principal doesn't have both of these
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IAM permissions, they will receive 403 errors when attempting to send requests to the
collection. For more information, see the section called “Using OpenSearch API operations”.

IAM permissions required

Data access control for OpenSearch Serverless uses the following IAM permissions. You can specify
IAM conditions to restrict users to specific access policy names.

aoss:CreateAccessPolicy - Create an access policy.

e a0ss:ListAccessPolicies - List all access policies.

e ao0ss:GetAccessPolicy - See details about a specific access policy.
« aoss:UpdateAccessPolicy — Modify an access policy.

» aoss:DeleteAccessPolicy - Delete an access policy.

The following identity-based access policy allows a user to view all access policies, and update
policies that contain the resource pattern collection/logs.

"Version": "2012-10-17",
"Statement": [

{

"Action": [
"aoss:ListAccessPolicies",
"aoss:GetAccessPolicy"

1,

"Effect": "Allow",

"Resource": "*"

},
{

"Action": [
"aoss:UpdateAccessPolicy"

1,
"Effect": "Allow",
"Resource": "*",

"Condition": {
"StringEquals": {
"aoss:collection": [
"logs™"

Data access control 130



Amazon OpenSearch Service Developer Guide

Policy syntax

A data access policy includes a set of rules, each with the following elements:

Element Description

ResourceType The type of resource (collection or index) that the permissions apply to.
Alias and template permissions are at the collection level, while permissions
for creating, modifying, and searching data are at the index level. For more
information, see Supported policy permissions.

Resource A list of resource names and/or patterns. Patterns are prefixes followed by
a wildcard (*), which allow the associated permissions to apply to multiple
resources.

 Collections take the format collection/ <name|[pattern> .

 Indexes take the format index/<collection-name[p
attern> /<index-name|[pattern/>

Permission A list of permissions to grant for the specified resources. For a complete
list of permissions and the APl operations they allow, see the section called
“Supported OpenSearch API operations and permissions”.

Principal A list of one or more principals to grant access to. Principals can be IAM
role ARNs or SAML identities. These principals must be within the current
Amazon Web Services account. Cross-account access isn't supported.

The following example policy grants alias and template permissions to the collection called
autopartsinventory, as well as any collections that begin with the prefix sales*. It also grants
read and write permissions to all indexes within the autopartsinventory collection, and any
indexes in the salesorders collection that begin with the prefix orders*.
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"Description": "Rule 1",
"Rules":[
{
"ResourceType":"collection",
"Resource": [
"collection/autopartsinventory",
"collection/sales*"
1,
"Permission":[
"aoss:CreateCollectionItems",
"aoss:UpdateCollectionItems",

"aoss:DescribeCollectionItems"

"ResourceType":"index",
"Resource": [
"index/autopartsinventory/*",
"index/salesorders/orders*"
1,
"Permission":[
"aoss:*"

1,

"Principal":[
"arn:aws:iam::123456789012:usexr/Dale",
"arn:aws:iam::123456789012:role/RegulatoryCompliance",
"saml/123456789012/myprovider/usex/Annie",
"saml/123456789012/anotherprovider/group/Accounting"

You can't explicitly deny access within a policy. Therefore, all policy permissions are additive.

For example, if one policy grants a user aoss :ReadDocument, and another policy grants
aoss:WriteDocument, the user will have both permissions. If a third policy grants the same user
aoss: *, then the user can perform all actions on the associated index; more restrictive permissions
don't override less restrictive ones.
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Supported policy permissions

The following permissions are supported in data access policies. For the OpenSearch API
operations that each permission allows, see the section called “Supported OpenSearch API
operations and permissions”.

Collection permissions

e aoss:CreateCollectionItems
e aoss:DeleteCollectionItems
e aoss:UpdateCollectionItems
» aoss:DescribeCollectionItems

e 30SS:*

Index permissions

e ao0ss:ReadDocument
e aoss:WriteDocument
» aoss:CreateIndex

« aoss:DeleteIndex

e aoss:UpdateIndex

« aoss:DescribeIndex

e 30SS:*

Sample datasets on OpenSearch Dashboards

OpenSearch Dashboards provides sample datasets that come with visualizations, dashboards, and
other tools to help you explore Dashboards before you add your own data. To create indexes from

this sample data, you need a data access policy that provides permissions to the dataset that you
want to work with. The following policy uses a wildcard (*) to provide permissions to all three
sample datasets.

"Rules": [

Data access control 133


https://opensearch.org/docs/latest/dashboards/quickstart-dashboards/#adding-sample-data

Amazon OpenSearch Service Developer Guide

{

"Resource": [

"index/<collection-name>/opensearch_dashboards_sample_data_*"
1,
"Permission": [

"aoss:CreateIndex",

"aoss:DescribeIndex",

"aoss:ReadDocument"

1,
"ResourceType": "index"
}
1,
"Principal": [
"arn:aws:iam::<account-id>:user/<user>"

Creating data access policies (console)

You can create a data access policy using the visual editor, or in JSON format. Any new collections
that match one of the patterns defined in the policy will be assigned the corresponding
permissions when you create the collection.

To create an OpenSearch Serverless data access policy

Open the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/home.

In the left navigation pane, expand Serverless and choose Data access control.
Choose Create access policy.
Provide a name and description for the policy.

Provide a name for the first rule in your policy. For example, "Logs collection access".

o vk W=

Choose Add principals and select one or more IAM roles or SAML users and groups to provide
data access to.

(® Note

In order to select principals from the dropdown menus, you must have the
iam:ListUsers and iam:ListRoles permissions (for IAM principals) and
aoss:ListSecurityConfigs permission (for SAML identities).
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7. Choose Grant and select the alias, template, and index permissions to grant the associated
principals. For a full list of permissions and the access they allow, see the section called

“Supported OpenSearch API operations and permissions”.

8. (Optional) Configure additional rules for the policy.

Choose Create. There might be about a minute of lag time between when you create the
policy and when the permissions are enforced. If it takes more than 5 minutes, contact
Amazon Web Services Support.

/A Important

If your policy only includes index permissions (and no collection permissions), you might
still see a message for matching collections stating Collection cannot be accessed
yet. Configure data access policies so that users can access the data
within this collection. You can ignore this warning. Allowed principals can still
perform their assigned index-related operations on the collection.

Creating data access policies (Amazon CLI)

To create a data access policy using the OpenSearch Serverless API, use the CreateAccessPolicy
command. The command accepts both inline policies and .json files. Inline policies must be
encoded as a JSON escaped string.

The following request creates a data access policy:

aws opensearchserverless create-access-policy \

--name marketing \

--type data \

--policy "[{\"Rules\":[{\"ResourceType\":\"collection\",\"Resource\":
[\"collection/autopartsinventory\",\"collection/sales*\"],\"Permission\":
[\"aoss:UpdateCollectionItems\"]}, {\"ResourceType\":\"index\",\"Resource\":
[\"index/autopartsinventory/*\",\"index/salesorders/orders*\"],\"Permission
\":[\"aoss:ReadDocument\",\"aoss:DescribeIndex\"1}],\"Principal\":
[\"arn:aws:iam::123456789012:user/Shaheen\"]}]"

To provide the policy within a .json file, use the format --policy file://my-policy.json.

The principals included in the policy can now use the OpenSearch operations that they were

granted access to.
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Viewing data access policies

Before you create a collection, you might want to preview the existing data access policies in
your account to see which one has a resource pattern that matches your collection's name. The
following ListAccessPolicies request lists all data access policies in your account:

aws opensearchserverless list-access-policies --type data

The request returns information about all configured data access policies. To view the pattern
rules defined in the one specific policy, find the policy information in the contents of the
accessPolicySummaries element in the response. Note the name and type of this policy and
use these properties in a GetAccessPolicy request to receive a response with the following policy
details:

{
"accessPolicyDetails": [
{
"type": "data",
"name": "my-policy",
"policyVersion": "MTY2NDA1NDE4MDglOF8x",
"description": "My policy",

"policy": "[{\"Rules\":[{\"ResourceType\":\"collection\",
\"Resource\":[\"collection/autopartsinventory\",\"collection/sales*\"],
\"Permission\":[\"aoss:UpdateCollectionItems\"1}, {\"ResourceType\":\"index\",
\"Resource\":[\"index/autopartsinventory/*\",\"index/salesorders/orders*\"],
\"Permission\":[\"aoss:ReadDocument\",\"aoss:DescribeIndex\"1}],\"Principal\":
[\"arn:aws:iam::123456789012:user/Shaheen\"]}1",

"createdDate": 1664054180858,

"lastModifiedDate": 1664054180858

You can include resource filters to limit the results to policies that contain specific collections or
indexes:

aws opensearchserverless list-access-policies --type data --resource
"index/autopartsinventory/*"

To view details about a specific policy, use the GetAccessPolicy command.
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Updating data access policies

When you update a data access policy, all associated collections are impacted. To update a data
access policy in the OpenSearch Serverless console, choose Data access control, select the policy
to modify, and choose Edit. Make your changes and choose Save.

To update a data access policy using the OpenSearch Serverless API, send an
UpdateAccessPolicy request. You must include a policy version, which you can retrieve using
the ListAccessPolicies or GetAccessPolicy commands. Including the most recent policy
version ensures that you don't inadvertently override a change made by someone else.

The following UpdateAccessPolicy request updates a data access policy with a new policy JSON
document:

aws opensearchserverless update-access-policy \
--name sales-inventory \
--type data \
--policy-version MTY2NDAINDE4MDg10F8x \
--policy file://my-new-policy.json

There might be a few minutes of lag time between when you update the policy and when the new
permissions are enforced.

Deleting data access policies

When you delete a data access policy, all associated collections lose the access that is defined in
the policy. Make sure that your IAM and SAML users have the appropriate access to the collection
before you delete a policy. To delete a policy in the OpenSearch Serverless console, select the
policy and choose Delete.

You can also use the DeleteAccessPolicy command:

aws opensearchserverless delete-access-policy --name my-policy --type data

Access Amazon OpenSearch Serverless using an interface endpoint
(Amazon PrivateLink)

You can use Amazon PrivateLink to create a private connection between your VPC and Amazon
OpenSearch Serverless. You can access OpenSearch Serverless as if it were in your VPC, without the
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use of an internet gateway, NAT device, VPN connection, or Amazon Direct Connect connection.
Instances in your VPC don't need public IP addresses to access OpenSearch Serverless.

You establish this private connection by creating an interface endpoint, powered by Amazon
PrivateLink. We create an endpoint network interface in each subnet that you specify for the
interface endpoint. These are requester-managed network interfaces that serve as the entry point
for traffic destined for OpenSearch Serverless.

For more information, see Access Amazon Web Services through Amazon PrivateLink in the

Amazon PrivatelLink Guide.

Topics

» DNS resolution of collection endpoints

» VPCs and network access policies

« VPCs and endpoint policies

« Considerations

» Permissions required

» Create an interface endpoint for OpenSearch Serverless

» Next step: Grant the endpoint access to a collection

DNS resolution of collection endpoints

When you create a VPC endpoint, the service creates a new Amazon Route 53 private hosted zone
and attaches it to the VPC. This private hosted zone consists of a record to resolve the wildcard
DNS record for OpenSearch Serverless collections (*.aoss.us-east-1.amazonaws.com) to the

interface addresses used for the endpoint. You only need one OpenSearch Serverless VPC endpoint
in a VPC to access any and all collections and Dashboards in each Amazon Web Services Region.
Every VPC with an endpoint for OpenSearch Serverless has its own private hosted zone attached.

OpenSearch Serverless also creates a public Route 53 wildcard DNS record for all collections in the
Region. The DNS name resolves to the OpenSearch Serverless public IP addresses. Clients in VPCs
that don't have an OpenSearch Serverless VPC endpoint or clients in public networks can use the
public Route 53 resolver and access the collections and Dashboards with those IP addresses.

The DNS resolver address for a given VPC is the second IP address of the VPC CIDR. Any client in
the VPC needs to use that resolver to get the VPC endpoint address for any collection. The resolver
uses private hosted zone created by OpenSearch Serverless. It's sufficient to use that resolver
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for all collections in any account. It's also possible to use the VPC resolver for some collection
endpoints and the public resolver for others, although it's not typically necessary.

VPCs and network access policies

To grant network permission to OpenSearch APIs and Dashboards for your collections, you can
use OpenSearch Serverless network access policies. You can control this network access either

from your VPC endpoint(s) or the public internet. Since your network policy only controls traffic
permissions, you must also set up a data access policy that specifies permission to operate on the
data in a collection and its indices. Think of an OpenSearch Serverless VPC endpoint as an access
point to the service, a network access policy as the network-level access point to collections and

Dashboards, and a data access policy as the access point for fine-grained access control for any
operation on data in the collection.

Since you can specify multiple VPC endpoint IDs in a network policy, we recommend that you
create a VPC endpoint for every VPC that needs to access a collection. These VPCs can belong to
different Amazon accounts than the account that owns the OpenSearch Serverless collection and
network policy. We don't recommend that you create a VPC-to-VPC peering or other proxying
solution between two accounts so that one account's VPC can use another account's VPC endpoint.
This is less secure and cost effective than each VPC having its own endpoint. The first VPC will

not be easily visible to the other VPC's admin, who has set up access to that VPC's endpoint in the
network policy.

VPCs and endpoint policies

Amazon OpenSearch Serverless supports endpoint policies for VPCs. An endpoint policy is an IAM
resource-based policy that you attach to a VPC endpoint to control which Amazon principals can
use the endpoint to access your Amazon service. For more information, see Control access to VPC
endpoints using endpoint policies.

To use an endpoint policy, you must first create an interface endpoint. You can create an interface
endpoint using either the OpenSearch Serverless console or the OpenSearch Serverless API. After
you create your interface endpoint, you will need to add the endpoint policy to the endpoint. For
more information, see Access Amazon OpenSearch Serverless using an interface endpoint (Amazon
PrivateLink).

(® Note

You can't define an endpoint policy directly in the OpenSearch Service console.
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An endpoint policy does not override or replace other identity-based policies, resource-based
policies, network policies, or data access policies you may have configured. For more information
on updating endpoint policies, see Control access to VPC endpoints using endpoint policies.

By default, an endpoint policy grants full access to your VPC endpoint.

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
}
]
}

Although the default VPC endpoint policy grants full endpoint access, you can configure a VPC
endpoint policy to allow access to specific roles and users. To do this, see the following example:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"123456789012",
""987654321098"
]
},
"Action": "*",
"Resource": "*"
}
]
}

You can specify an OpenSearch Serverless collection to be included as a conditional element in
your VPC endpoint policy. To do this, see the following example:

VPC endpoints 140


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

Amazon OpenSearch Service Developer Guide

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CollectionName": [
"coll-abc"

You can use SAML identities in your VPC endpoint policy to determine VPC endpoint access. You
must use a wildcard (*) in the principal section of your VPC endpoint policy. To do this, see the
following example:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {

"aws:SamlGroups": [
"saml/123456789012/idp123/group/football",
"saml/123456789012/idp123/group/soccer",
"saml/123456789012/idp123/group/cricket"

]

}
}
}
]
}
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Additionally, you can configure your endpoint policy to include a specific SAML principal policy. To
do this, see the following:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SamlPrincipal": [
"saml/123456789012/idp123/user/user1234"]
}
}
}
]

For more information on using SAML authentication with Amazon OpenSearch Serverless, see
SAML authentication for Amazon OpenSearch Serverless.

You can also include IAM and SAML users in the same VPC endpoint policy. To do this, see the
following example:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:SamlGroups": [
"saml/123456789012/idp123/group/football",
"saml/123456789012/idp123/group/soccer",
"saml/123456789012/idp123/group/cricket"
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}
}
},
{
"Effect": "Allow",
"Principal": {
"AWS": [
"123456789012"
]
iy
"Action": "*",
"Resource": "*"
}
]
}
Considerations

Before you set up an interface endpoint for OpenSearch Serverless, consider the following:

« OpenSearch Serverless supports making calls to all supported OpenSearch API operations (not

configuration APl operations) through the interface endpoint.

» After you create an interface endpoint for OpenSearch Serverless, you still need to include it in
network access policies in order for it to access serverless collections.

» By default, full access to OpenSearch Serverless is allowed through the interface endpoint.
You can associate a security group with the endpoint network interfaces to control traffic to
OpenSearch Serverless through the interface endpoint.

« Asingle Amazon Web Services account can have a maximum of 50 OpenSearch Serverless VPC
endpoints.

« If you enable public internet access to your collection’s APl or Dashboards in a network policy,
your collection is accessible by any VPC and by the public internet.

« If you're on-premises and outside of the VPC, you can't use a DNS resolver for the OpenSearch
Serverless VPC endpoint resolution directly. If you need VPN access, the VPC needs a DNS proxy
resolver for external clients to use. Route 53 provides an inbound endpoint option that you can
use to resolve DNS queries to your VPC from your on-premises network or another VPC.

« For other considerations, see Considerations in the Amazon PrivatelLink Guide.
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Permissions required

VPC access for OpenSearch Serverless uses the following Amazon Identity and Access Management
(IAM) permissions. You can specify IAM conditions to restrict users to specific collections.

» aoss:CreateVpcEndpoint - Create a VPC endpoint.

e ao0ss:ListVpcEndpoints - List all VPC endpoints.

» aoss:BatchGetVpcEndpoint - See details about a subset of VPC endpoints.

« aoss:UpdateVpcEndpoint — Modify a VPC endpoint.

e aoss:DeleteVpcEndpoint - Delete a VPC endpoint.

In addition, you need the following Amazon EC2 and Route 53 permissions in order to create a VPC
endpoint.

» ec2:CreateTags

e ec2:CreateVpcEndpoint

« ec2:DeleteVpcEndPoints

e ec2:DescribeSecurityGroups

e ec2:DescribeSubnets

e ec2:DescribeVpcEndpoints

e ec2:DescribeVpcs

e ec2:ModifyVpcEndPoint

« Toute53:AssociateVPCWithHostedZone
« route53:ChangeResourceRecordSets

« route53:CreateHostedZone

« route53:DeleteHostedZone

« route53:GetChange

e route53:GetHostedZone

o route53:ListHostedZonesByName

« Toute53:ListHostedZonesByVPC

e Toute53:ListResourceRecordSets
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Create an interface endpoint for OpenSearch Serverless

You can create an interface endpoint for OpenSearch Serverless using either the console or the
OpenSearch Serverless API.

To create an interface endpoint for an OpenSearch Serverless collection

1. Open the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/home.

In the left navigation pane, expand Serverless and choose VPC endpoints.
Choose Create VPC endpoint.

Provide a name for the endpoint.

For VPC, select the VPC that you'll access OpenSearch Serverless from.

For Subnets, select one subnet that you'll access OpenSearch Serverless from.

N o u B~ W N

For Security groups, select the security groups to associate with the endpoint network
interfaces. This is a critical step where you limit the ports, protocols, and sources for inbound
traffic that you're authorizing into your endpoint. Make sure that the security group rules allow
the resources that will use the VPC endpoint to communicate with OpenSearch Serverless to
communicate with the endpoint network interface.

8. Choose Create endpoint.

To create a VPC endpoint using the OpenSearch Serverless API, use the CreateVpcEndpoint
command.

(® Note

After you create an endpoint, note its ID (for example, vpce-050f79086ee71ac05. In
order to provide the endpoint access to your collections, you must include this ID in one or
more network access policies.

Next step: Grant the endpoint access to a collection

After you create an interface endpoint, you must provide it access to collections through network
access policies. For more information, see the section called “Network access".
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SAML authentication for Amazon OpenSearch Serverless

With SAML authentication for Amazon OpenSearch Serverless, you can use your existing identity
provider to offer single sign-on (SSO) for the OpenSearch Dashboards endpoints of serverless
collections.

SAML authentication lets you use third-party identity providers to sign in to OpenSearch
Dashboards to index and search data. OpenSearch Serverless supports providers that use the SAML
2.0 standard, such as IAM ldentity Center, Okta, Keycloak, Active Directory Federation Services (AD
FS), and AuthO. You can configure IAM Identity Center to synchronize users and groups from other
identity sources like Okta, OnelLogin, and Microsoft Entra ID. For a list of identity sources supported
by IAM Identity Center and steps to configure them, see Getting started tutorials in the /AM Identity
Center User Guide.

(® Note

SAML authentication is only for accessing OpenSearch Dashboards through a web browser.
Authenticated users can only make requests to the OpenSearch API operations through
Dev Tools in OpenSearch Dashboards. Your SAML credentials do not let you make direct
HTTP requests to the OpenSearch API operations.

To set up SAML authentication, you first configure a SAML identity provider (IdP). You then include
one or more users from that IdP in a data access policy. This policy grants it certain permissions

to collections and/or indexes. A user can then sign in to OpenSearch Dashboards and perform the
actions that are allowed in the data access policy.

Data access policy

i Consol
SAML provider fotesst o ==
Rules":[
L Histoy Settin gs Help
"ResourceType":"index", 1 POST finance/_doc [N
; Resourcer: <Yy OpenSearch
saml|/123456789012/OneLogin "index/internal/finance*" J j - "Employee”: "Danielle MacBeth"
1, Please select a SAMI_ Identitv Provide
—> "Permission":[ e 1AM
& "aoss :WriteDocument" [ K2
neLogin
] Keycloak
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» Creating SAML providers (console)

» Accessing OpenSearch Dashboards

» Granting SAML identities access to collection data

o Creating SAML providers (Amazon CLI)

« Viewing SAML providers

» Updating SAML providers

» Deleting SAML providers

Considerations
Consider the following when configuring SAML authentication:

» Signed and encrypted requests are not supported.
« Encrypted assertions are not supported.

« IdP-initiated authentication and sign-out are not supported.

Permissions required

SAML authentication for OpenSearch Serverless uses the following Amazon Identity and Access
Management (IAM) permissions:

e aoss:CreateSecurityConfig - Create a SAML provider.
e aoss:ListSecurityConfig - List all SAML providers in the current account.
e a0ss:GetSecurityConfig - View SAML provider information.

e aoss:UpdateSecurityConfig - Modify a given SAML provider configuration, including the
XML metadata.

« aoss:DeleteSecurityConfig - Delete a SAML provider.

The following identity-based access policy allows a user to manage all IdP configurations:

"Version": "2012-10-17",
"Statement": [
{

"Action": [
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"aoss:CreateSecurityConfig",
"aoss:DeleteSecurityConfig",
"aoss:GetSecurityConfig",
"aoss:UpdateSecurityConfig",
"aoss:ListSecurityConfigs"

1,
"Effect": "Allow",

"Resource": "*"

Note that the Resource element must be a wildcard.
Creating SAML providers (console)

These steps explain how to create SAML providers. This enables SAML authentication with service
provider (SP)-initiated authentication for OpenSearch Dashboards. IdP-initiated authentication is
not supported.

To enable SAML authentication for OpenSearch Dashboards

1. Signin to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/

home.

2. On the left navigation panel, expand Serverless and choose SAML authentication.
3. Choose Add SAML provider.

4. Provide a name and description for the provider.

(® Note

The name that you specify is publicly accessible and will appear in a dropdown menu
when users sign in to OpenSearch Dashboards. Make sure that the name is easily
recognizable and doesn't reveal sensitive information about your identity provider.

5. Under Configure your IdP, copy the assertion consumer service (ACS) URL.

6. Use the ACS URL that you just copied to configure your identity provider. Terminology and
steps vary by provider. Consult your provider's documentation.
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In Okta, for example, you create a "SAML 2.0 web application" and specify the ACS URL as the
Single Sign On URL, Recipient URL, and Destination URL. For AuthO, you specify it in Allowed
Callback URLs.

Provide the audience restriction if your IdP has a field for it. The audience restriction is
a value within the SAML assertion that specifies who the assertion is intended for. For
OpenSearch Serverless, specify aws : opensearch:<aws account id>. For example,
aws:opensearch:123456789012.

The name of the audience restriction field varies by provider. For Okta it's Audience URI (SP
Entity ID). For IAM Identity Center it's Application SAML audience.

If you're using IAM Identity Center, you also need to specify the following attribute mapping:
Subject=${user:name}, with a format of unspecified.

After you configure your identity provider, it generates an IdP metadata file. This XML file
contains information about the provider, such as a TLS certificate, single sign-on endpoints,
and the identity provider's entity ID.

Copy the text in the IdP metadata file and paste it under Provide metadata from your IdP
field. Alternately, choose Import from XML file and upload the file. The metadata file should
look something like this:

<?xml version="1.0" encoding="UTF-8"7?>
<md:EntityDescriptor entityID="entity-id"
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
<md: IDPSSODescriptor WantAuthnRequestsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>tls-certificate</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>s
</md:KeyDescriptor>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</
md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</
md:NameIDFormat>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
POST" Location="idp-sso-url"/>
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11.

12.

13.

<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Redirect" Location="idp-sso-url"/>
</md:IDPSSODescriptor>
</md:EntityDescriptor>

Keep the Custom user ID attribute field empty to use the NameID element of the SAML
assertion for the username. If your assertion doesn't use this standard element and instead
includes the username as a custom attribute, specify that attribute here. Attributes are case-
sensitive. Only a single user attribute is supported.

The following example shows an override attribute for NameID in the SAML assertion:

<saml2:Attribute Name="UserId" NameFormat="urn:oasis:names:tc:SAML:2.0Q:attrname-

format:basic">
<saml2:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">annie</saml2:AttributeValue>

</saml2:Attribute>

(Optional) Specify a custom attribute in the Group attribute field, such as role or group.
Only a single group attribute is supported. There's no default group attribute. If you don't
specify one, your data access policies can only contain user principals.

The following example shows a group attribute in the SAML assertion:

<saml2:Attribute Name="department"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">finance</saml2:AttributeValue>
</saml2:Attribute>

By default, OpenSearch Dashboards signs users out after 24 hours. You can configure this
value to any number between 1 and 12 hours (15 and 720 minutes) by specifying the
OpenSearch Dashboards timeout. If you try to set the timeout equal to or less than 15
minutes, your session will be reset to one hour.

Choose Create SAML provider.
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Accessing OpenSearch Dashboards

After you configure a SAML provider, all users and groups associated with that provider can
navigate to the OpenSearch Dashboards endpoint. The Dashboards URL has the format
collection-endpoint/_dashboards/ for all collections.

If you have SAML enabled, selecting the link in the Amazon Web Services Management Console
directs you to the IdP selection page, where you can sign in using your SAML credentials. First, use
the dropdown to select an identity provider:

<Y OpenSearch

Ple

OnelLogin
Keycloak
AuthO

Then sign in using your IdP credentials.

If you don't have SAML enabled, selecting the link in the Amazon Web Services Management
Console directs you to log in as an IAM user or role, with no option for SAML.
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Granting SAML identities access to collection data

After you create a SAML provider, you still need to grant the underlying users and groups access to
the data within your collections. You grant access through data access policies. Until you provide
users access, they won't be able to read, write, or delete any data within your collections.

To grant access, create a data access policy and specify your SAML user and/or group IDs in the
Principal statement:

[
{

"Rules":[

1,

"Principal":[
"saml/987654321098/myprovider/usexr/Shaheen",
"saml/987654321098/myprovider/group/finance"

]

}
]

You can grant access to collections, indexes, or both. If you want different users to have different
permissions, create multiple rules. For a list of available permissions, see Supported policy
permissions. For information about how to format an access policy, see Policy syntax.

Creating SAML providers (Amazon CLI)

To create a SAML provider using the OpenSearch Serverless API, send a CreateSecurityConfig
request:

aws opensearchserverless create-security-config \
--name myprovider \
--type saml \
--saml-options file://saml-auth@.json

Specify saml-options, including the metadata XML, as a key-value map within a .json file. The
metadata XML must be encoded as a JSON escaped string.

"sessionTimeout": 70,
"groupAttribute": "department",
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"userAttribute": "userid",
"metadata": "<EntityDescriptor xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata
\" ... ... ... IDPSSODescriptor>\r\n<\/EntityDescriptor>"

}

Viewing SAML providers

The following ListSecurityConfigs request lists all SAML providers in your account:

aws opensearchserverless list-security-configs --type saml

The request returns information about all existing SAML providers, including the full IdP metadata
that your identity provider generates:

"securityConfigDetails": [

{
"configVersion": "MTY2NDA1MjY4NDQ5M18x",
"createdDate": 1664054180858,
"description": "Example SAML provider",
"id": "saml/123456789012/myprovider",
"lastModifiedDate": 1664054180858,
"samlOptions": {
"groupAttribute": "department",
"metadata": "<EntityDescriptor xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata
\" ... ... ... IDPSSODescriptor>\r\n<\/EntityDescriptor>",
"sessionTimeout": 120,
"userAttribute": "userid"

To view details about a specific provider, including the configVersion for future updates, send a
GetSecurityConfig request.

Updating SAML providers

To update a SAML provider using the OpenSearch Serverless console, choose SAML
authentication, select your identity provider, and choose Edit. You can modify all fields, including
the metadata and custom attributes.
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To update a provider through the OpenSearch Serverless API, send an UpdateSecurityConfig
request and include the identifier of the policy to be updated. You must also include

a configuration version, which you can retrieve using the ListSecurityConfigs or
GetSecurityConfig commands. Including the most recent version ensures that you don't
inadvertently override a change made by someone else.

The following request updates the SAML options for a provider:

aws opensearchserverless update-security-config \
--id saml/123456789012/myprovider \
--type saml \
--saml-options file://saml-auth@.json \
--config-version MTY2NDAIMjY4ANDQ5M18x

Specify your SAML configuration options as a key-value map within a .json file.

/A Important

Updates to SAML options are not incremental. If you don't specify a value for a parameter
in the SAMLOptions object when you make an update, the existing values will be
overridden with empty values. For example, if the current configuration contains a value for
userAttribute, and then you make an update and don't include this value, the value is
removed from the configuration. Make sure you know what the existing values are before
you make an update by calling the GetSecurityConfig operation.

Deleting SAML providers

When you delete a SAML provider, any references to associated users and groups in your data
access policies are no longer functional. To avoid confusion, we suggest that you remove all
references to the endpoint in your access policies before you delete the endpoint.

To delete a SAML provider using the OpenSearch Serverless console, choose Authentication, select
the provider, and choose Delete.

To delete a provider through the OpenSearch Serverless API, send a DeleteSecurityConfig request:

aws opensearchserverless delete-security-config --id saml/123456789012/myprovider

SAML authentication 154


https://docs.amazonaws.cn/opensearch-service/latest/ServerlessAPIReference/API_UpdateSecurityConfig.html
https://docs.amazonaws.cn/opensearch-service/latest/ServerlessAPIReference/API_DeleteSecurityConfig.html

Amazon OpenSearch Service Developer Guide

Compliance validation for Amazon OpenSearch Serverless

Third-party auditors assess the security and compliance of Amazon OpenSearch Serverless as part
of multiple Amazon compliance programs. These programs include SOC, PCl, and HIPAA.

To learn whether an Amazon Web Service is within the scope of specific compliance programs, see
Amazon Web Services in Scope by Compliance Program and choose the compliance program that

you are interested in. For general information, see Amazon Web Services Compliance Programs.

You can download third-party audit reports using Amazon Artifact. For more information, see
Downloading Reports in Amazon Artifact.

Your compliance responsibility when using Amazon Web Services is determined by the sensitivity
of your data, your company's compliance objectives, and applicable laws and regulations. Amazon
provides the following resources to help with compliance:

« Security and Compliance Quick Start Guides — These deployment guides discuss architectural

considerations and provide steps for deploying baseline environments on Amazon that are
security and compliance focused.

« Amazon Compliance Resources — This collection of workbooks and guides might apply to your
industry and location.

« Evaluating Resources with Rules in the Amazon Config Developer Guide — The Amazon Config

service assesses how well your resource configurations comply with internal practices, industry
guidelines, and regulations.

« Amazon Security Hub — This Amazon Web Service provides a comprehensive view of your security

state within Amazon. Security Hub uses security controls to evaluate your Amazon resources
and to check your compliance against security industry standards and best practices. For a list of
supported services and controls, see Security Hub controls reference.

Tagging Amazon OpenSearch Serverless collections

Tags let you assign arbitrary information to an Amazon OpenSearch Serverless collection so you
can categorize and filter on that information. A tag is a metadata label that you assign or that
Amazon assigns to an Amazon resource.

Each tag consists of a key and a value. For tags that you assign, you define the key and value. For
example, you might define the key as stage and the value for one resource as test.
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With tags, you can do the following:

« Identify and organize your Amazon resources. Many Amazon services support tagging, so you
can assign the same tag to resources from different services to indicate that the resources are
related. For example, you could assign the same tag to an OpenSearch Serverless collection that
you assign to an Amazon OpenSearch Service domain.

» Track your Amazon costs. You activate these tags on the Amazon Billing and Cost Management
dashboard. Amazon uses the tags to categorize your costs and deliver a monthly cost allocation
report to you. For more information, see Use Cost Allocation Tags in the Amazon Billing User
Guide.

In OpenSearch Serverless, the primary resource is a collection. You can use the OpenSearch Service
console, the Amazon CLI, the OpenSearch Serverless APl operations, or the Amazon SDKs to add,
manage, and remove tags from a collection.

Permissions required

OpenSearch Serverless uses the following Amazon Identity and Access Management Access
Analyzer (IAM) permissions for tagging collections:

e aoss:TagResource
» aoss:ListTagsForResource

e aoss:UntagResource

Working with tags (console)

The console is the simplest way to tag a collection.
To create a tag (console)

1. Signin to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/

home.

Expand Serverless in the left navigation pane and choose Collections.
Select the collection that you want to add tags to, and go to the Tags tab.
Choose Manage and Add new tag.

i A WN

Enter a tag key and an optional value.
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6. Choose Save.

To delete a tag, follow the same steps and choose Remove on the Manage tags page.

For more information about using the console to work with tags, see Tag Editor in the Amazon
Management Console Getting Started Guide.

Working with tags (Amazon CLI)

To tag a collection using the Amazon CLI, send a TagResource request:

aws opensearchserverless tag-resource
--Iesource-arn arn:aws:aoss:us-east-1:123456789012:collection/my-collection
--tags Key=service,Value=aoss Key=source,Value=1logs

View the existing tags for a collection with the ListTagsForResource command:

aws opensearchserverless list-tags-for-resource
--Iresource-arn arn:aws:aoss:us-east-1:123456789012:collection/my-collection

Remove tags from a collection using the UntagResource command:

aws opensearchserverless untag-resource
--resource-arn arn:aws:aoss:us-east-1:123456789012:collection/my-collection
--tag-keys service

Supported operations and plugins in Amazon OpenSearch
Serverless

Amazon OpenSearch Serverless supports a variety of OpenSearch plugins, as well as a subset of
the indexing, search, and metadata API operations available in OpenSearch. You can include the

permissions in the left column of the table within data access policies in order to limit access to

certain operations.

Topics

» Supported OpenSearch APl operations and permissions

» Supported OpenSearch plugins
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Supported OpenSearch APl operations and permissions

The following table lists the APl operations that OpenSearch Serverless supports, along with their

corresponding IAM permissions:

Data access policy
permission

aoss:CreatelIndex

aoss:DescribeIndex

aoss:WriteDocument

OpenSearch API operations

PUT <index>

GET <index>

GET <index>/_mapping

GET <index>/_mappings

GET <index>/_setting

GET <index>/_setting/<setting>
GET <index>/_settings

GET <index>/_settings/<setting>
GET _cat/indices

GET _mapping

GET _mappings

GET _resolve/index/<index>

DELETE <index>/_doc/<id>
POST <index>/_bulk

Description and caveats

Create indexes. For more
information, see Create

index.

(@ Note

This permission
also applies to
creating indexes
with the sample
data on OpenSearc
h Dashboards.

Describe indexes. For
more information, see the
following resources:

o Getindex
« Get a mapping

» Get settings
o CAT indices (Response

does not include
health or status
fields.)

Write and update
documents. For more
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Data access policy OpenSearch API operations Description and caveats
permission
o POST <index>/_create/<id> (for information, see the
search collection types only) following resources:

e POST <index>/_doc
o POST <index>/_update/<id>

e Bulk

e Index data

o POST _bulk

e PUT <index>/_create/<id> (for
search collection types only) (® Note

« PUT <index>/_doc/<id> (for Some operations
search collection types only) are only allowed

for collections of
type SEARCH. For
more informati
on, see the section
called “"Choosing a

collection type".
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Data access policy
permission

aoss:ReadDocument

OpenSearch API operations

GET <index>/_analyze

GET <index>/_doc/<id>
GET <index>/_explain/<id>
GET <index>/_mget

GET <index>/_source/<id>
GET <index>/_count

GET <index>/_field_caps
GET <index>/_msearch

GET <index>/_rank_eval
GET <index>/_search

GET <index>/_validate/<query>
GET _analyze

GET _field_caps

GET _mget

GET _search

HEAD <index>/_doc/<id>
HEAD <index>/_source/<id>
POST <index>/_analyze
POST <index>/_explain/<id>
POST <index>/_count

POST <index>/_field_caps
POST <index>/_rank_eval
POST <index>/_search
POST _analyze

POST _field_caps

POST _search

Description and caveats

Read documents. For
more information, see the
following resources:

Perform text analysis

e Get document

e Count

e Query DSL

« Ranking evaluation
« Analyze API

+ Explain
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Data access policy OpenSearch API operations Description and caveats
permission
aoss:DeleteIndex DELETE <target> Delete indexes. For more
information, see Delete
index.
aoss:UpdateIndex o POST _mapping Update index settings. For
« POST <index>/_mapping/ more information, see the

« POST <index>/.mappings/ following resources:

» POST <index>/_setting « Mappin

« POST <index>/_settings  Update settings
« POST _setting

o POST _settings

« PUT _mapping

» PUT <index>/_mapping

« PUT <index>/_mappings/
« PUT <index>/_setting

« PUT <index>/_settings

» PUT _setting

« PUT _settings

aoss:CreateCollect POST _aliases Create index aliases. For
ionItems more information, see
Create aliases.
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Data access policy
permission

aoss:DescribeColle
ctionItems

OpenSearch API operations

o GET <index>/_alias/<alias>
o GET _alias

o GET _alias/<alias>

o GET _cat/aliases

o GET _cat/templates

o GET _cat/templates/<te
mplate_name>

o GET _component_template

o GET _component_template/
<component-template>

o GET _index_template

o GET _index_template/<index-
template>

« HEAD _alias/<alias>

o HEAD _component_template/
<component-template>

o HEAD _index_template/<name>

 HEAD <index>/_alias/<alias>

Description and caveats

Describe aliases and index
templates. For more
information, see the
following resources:

« Manage aliases

« Index templates
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Data access policy
permission

aoss:UpdateCollect
ionItems

aoss:DeleteCollect
ionItems

OpenSearch API operations

o POST <index>/_alias/<alias>
o POST <index>/_aliases/<alias>

o POST _component_template/
<component-template>

o POST _index_template/<index-
template>

o PUT <index>/_alias/<alias>
e PUT <index>/_aliases/<alias>

o PUT _component_template/
<component-template>

o PUT _index_template/<index-
template>

o DELETE <index>/_alias/<alias>

o DELETE _component_template/
<component-template>

o DELETE _index_template/<index-
template>

o DELETE <index>/_aliases/<alias>

Supported OpenSearch plugins

Description and caveats

Update aliases and index
templates. For more
information, see the
following resources:

« Index aliases

« Index templates

Delete aliases and index
templates. For more
information, see the
following resources:

e Delete aliases

o Delete a template

OpenSearch Serverless collections come prepackaged with the following plugins from the

OpenSearch community. Serverless automatically deploys and manages plugins for you.

Analysis plugins

ICU Analysis

Japanese (kuromoji) Analysis

Korean (Nori) Analysis

Phonetic Analysis

Supported OpenSearch plugins
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o Smart Chinese Analysis

» Stempel Polish Analysis

o Ukrainian Analysis

Mapper plugins

« Mapper Size
o Mapper Murmur3

« Mapper Annotated Text

Scripting plugins

« Painless

« Expression
e Mustache

In addition, OpenSearch Serverless includes all plugins that ship as modules.

Monitoring Amazon OpenSearch Serverless

Monitoring is an important part of maintaining the reliability, availability, and performance of
Amazon OpenSearch Serverless and your other Amazon solutions. Amazon provides the following

monitoring tools to watch OpenSearch Serverless, report when something is wrong, and take

automatic actions when appropriate:

» Amazon CloudWatch monitors your Amazon resources and the applications that you run on
Amazon in real time. You can collect and track metrics, create customized dashboards, and set
alarms that notify you or take actions when a specified metric reaches a threshold that you

specify.

For example, you can have CloudWatch track CPU usage or other metrics of your Amazon EC2

instances and automatically launch new instances when needed. For more information, see the

Amazon CloudWatch User Guide.

» Amazon CloudTrail captures API calls and related events made by or on behalf of your Amazon

Web Services account. It delivers the log files to an Amazon S3 bucket that you specify. You can

Monitoring OpenSearch Serverless
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identify which users and accounts called Amazon, the source IP address from which the calls
were made, and when the calls occurred. For more information, see the Amazon CloudTrail User
Guide.

« Amazon EventBridge delivers a near real-time stream of system events that describe changes
in your OpenSearch Service domains. You can create rules that watch for certain events, and
trigger automated actions in other Amazon Web Services when these events occur. For more
information, see the Amazon EventBridge User Guide.

Monitoring OpenSearch Serverless with Amazon CloudWatch

You can monitor Amazon OpenSearch Serverless using CloudWatch, which collects raw data and
processes it into readable, near real-time metrics. These statistics are kept for 15 months, so that
you can access historical information and gain a better perspective on how your web application or
service is performing.

You can also set alarms that watch for certain thresholds, and send notifications or take actions
when those thresholds are met. For more information, see the Amazon CloudWatch User Guide.

OpenSearch Serverless reports the following metrics in the AWS/A0SS namespace.

Metric Description

ActiveCollection Indicates whether a collection is active. A value of 1
means that the collection is in an ACTIVE state. This
value is emitted upon successful creation of a collection
and remains 1 until you delete the collection. The metric
can't have a value of 0.

Relevant statistics: Max

Dimensions: ClientId, CollectionId , Collectio
nName

Frequency: 60 seconds
DeletedDocuments The total number of deleted documents.

Relevant statistics: Average, Sum
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Metric

IndexingOCU

IngestionDataRate

IngestionDocumentErrors

Description

Dimensions: ClientId, CollectionId , Collectio
nName , IndexId, IndexName

Frequency: 60 seconds

The number of OpenSearch Compute Units (OCUs)
used to ingest collection data. This metric applies at the
account level.

Relevant statistics: Sum
Dimensions: ClientId
Frequency: 60 seconds

The indexing rate in GiB per second to a collection or
index. This metric only applies to bulk indexing requests.

Relevant statistics: Sum

Dimensions: ClientId, CollectionId , Collectio
nName , IndexId, IndexName

Frequency: 60 seconds

The total number of document errors during ingestion
for a collection or index. After a successful bulk indexing
request, writers process the request and emit errors for
all failed documents within the request.

Relevant statistics: Sum

Dimensions: ClientId, CollectionId , Collectio
nName , IndexId, IndexName

Frequency: 60 seconds
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Metric

IngestionDocumentRate

IngestionRequestErrors

IngestionRequestLatency

Description

The rate per second at which documents are being
ingested to a collection or index. This metric only applies
to bulk indexing requests.

Relevant statistics: Sum

Dimensions: ClientId, CollectionId , Collectio
nName , IndexId, IndexName

Frequency: 60 seconds

The total number of bulk indexing request errors to a
collection. OpenSearch Serverless emits this metric when
a bulk indexing request fails for any reason, such as an
authentication or availability issue.

Relevant statistics: Sum

Dimensions: ClientId, CollectionId , Collectio
nName

Frequency: 60 seconds

The latency, in seconds, for bulk write operations to a
collection.

Relevant statistics: Minimum, Maximum, Average

Dimensions: ClientId, CollectionId , Collectio
nName

Frequency: 60 seconds
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Metric Description
IngestionRequestRate The total number of bulk write operations received by a
collection.

Relevant statistics: Minimum, Maximum, Average

Dimensions: ClientId, CollectionId , Collectio
nName

Frequency: 60 seconds

IngestionRequestSuccess The total number of successful indexing operations to a
collection.

Relevant statistics: Sum

Dimensions: ClientId, CollectionId , Collectio
nName

Frequency: 60 seconds

SearchableDocuments The total number of searchable documents in a collection
or index.

Relevant statistics: Sum

Dimensions: ClientId, CollectionId , Collectio
nName , IndexId, IndexName

Frequency: 60 seconds

SearchRequestErrors The total number of query errors per minute for a
collection.

Relevant statistics: Sum

Dimensions: ClientId, CollectionId , Collectio
nName

Frequency: 60 seconds
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Metric

SearchRequestLatency

SearchOCU

SearchRequestRate

Description

The average time, in milliseconds, that it takes to
complete a search operation against a collection.

Relevant statistics: Minimum, Maximum, Average

Dimensions: ClientId, CollectionId , Collectio
nName

Frequency: 60 seconds

The number of OpenSearch Compute Units (OCUs) used
to search collection data. This metric applies at the
account level.

Relevant statistics: Sum
Dimensions: ClientId
Frequency: 60 seconds

The total number of search requests per minute to a
collection.

Relevant statistics: Average, Maximum, Sum

Dimensions: ClientId, CollectionId , Collectio
nName

Frequency: 60 seconds
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Metric Description

StorageUsedInS3 The amount, in bytes, of Amazon S3 storage used.
OpenSearch Serverless stores indexed data in Amazon
S3. You must select the period at one minute to get an
accurate value.

Relevant statistics: Sum

Dimensions: ClientId, CollectionId , Collectio
nName , IndexId, IndexName

Frequency: 60 seconds

2XX, 3xx, 4xx, 5xx The number of requests to the collection that resulted in
the given HTTP response code (2xx, 3xx, 4xx, 5xx).

Relevant statistics: Sum

Dimensions: ClientId, CollectionId , Collectio
nName

Frequency: 60 seconds

Logging OpenSearch Serverless API calls using Amazon CloudTrail

Amazon OpenSearch Serverless is integrated with Amazon CloudTrail, a service that provides a
record of actions taken by a user, role, or an Amazon service in Serverless.

CloudTrail captures all API calls for OpenSearch Serverless as events. The calls captured include
calls from the Serverless section of the OpenSearch Service console and code calls to the
OpenSearch Serverless APl operations.

If you create a trail, you can enable continuous delivery of CloudTrail events to an Amazon S3
bucket, including events for OpenSearch Serverless. If you don't configure a trail, you can still view
the most recent events in the CloudTrail console in Event history.

Using the information collected by CloudTrail, you can determine the request that was made to
OpenSearch Serverless, the IP address from which the request was made, who made the request,
when it was made, and additional details.
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To learn more about CloudTrail, see the Amazon CloudTrail User Guide.

OpenSearch Serverless information in CloudTrail

CloudTrail is enabled on your Amazon Web Services account when you create the account. When
activity occurs in OpenSearch Serverless, that activity is recorded in a CloudTrail event along with
other Amazon service events in Event history. You can view, search, and download recent events
in your Amazon Web Services account. For more information, see Viewing events with CloudTrail

Event history.

For an ongoing record of events in your Amazon Web Services account, including events for
OpenSearch Serverless, create a trail. A trail enables CloudTrail to deliver log files to an Amazon
S3 bucket. By default, when you create a trail in the console, the trail applies to all Amazon Web
Services Regions.

The trail logs events from all Regions in the Amazon partition and delivers the log files to the
Amazon S3 bucket that you specify. Additionally, you can configure other Amazon services to
further analyze and act upon the event data collected in CloudTrail logs. For more information, see
the following:

« Overview for creating a trail

o CloudTrail supported services and integrations

» Configuring Amazon SNS notifications for CloudTrail

» Receiving CloudTrail log files from multiple regions and Receiving CloudTrail log files from

multiple accounts

All OpenSearch Serverless actions are logged by CloudTrail and are documented in the OpenSearch
Serverless API reference. For example, calls to the CreateCollection, ListCollections, and

DeleteCollection actions generate entries in the CloudTrail log files.

Every event or log entry contains information about who generated the request. The identity
information helps you determine:

o Whether the request was made with root or Amazon Identity and Access Management (IAM) user
credentials.
« Whether the request was made with temporary security credentials for a role or federated user.

o Whether the request was made by another Amazon service.

Monitoring with CloudTrail 171


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/opensearch-service/latest/ServerlessAPIReference/Welcome.html
https://docs.amazonaws.cn/opensearch-service/latest/ServerlessAPIReference/Welcome.html

Amazon OpenSearch Service Developer Guide

For more information, see the CloudTrail userldentity element.

Understanding OpenSearch Serverless log file entries

A trail is a configuration that enables delivery of events as log files to an Amazon S3 bucket that
you specify. CloudTrail log files contain one or more log entries.

An event represents a single request from any source. It includes information about the requested
action, the date and time of the action, request parameters, and so on. CloudTrail log files aren't an
ordered stack trace of the public API calls, so they don't appear in any specific order.

The following example shows a CloudTrail log entry that demonstrates the CreateCollection
action.

"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/test-user",
"accountId":"123456789012",
"accessKeyId":"access-key",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"

iy
"webIdFederationData":{

I,

"attributes":{
"creationDate":"2022-04-08T14:11:342",
"mfaAuthenticated":"false"

},
"eventTime":"2022-04-08T14:11:492",
"eventSource":"aoss.amazonaws.com",
"eventName":"CreateCollection",
"awsRegion":"us-east-1",
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"sourceIPAddress":"AWS Internal",

"userAgent":"aws-cli/2.1.30 Python/3.8.8 Linux/5.4.176-103.347.amzn2int.x86_64 exe/

x86_64.amzn.2 prompt/off command/aoss.create-collection",
"errorCode":"HttpFailureException",
"errorMessage":"An unknown error occurred",
"requestParameters":{
"accountId":"123456789012",
"name":"test-collection",
"description":"A sample collection",
"clientToken":"d3a227d2-a2a7-49a6-8fb2-e5c8303c0718"
},
"responseElements": null,
"requestID":"12345678-1234-1234-1234-987654321098",
"eventID":"12345678-1234-1234-1234-987654321098",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management",
"tlsDetails":{

"clientProvidedHostHeader":"user.aoss-sample.us-east-1.amazonaws.com"

Monitoring OpenSearch Serverless events using Amazon EventBridge

Amazon OpenSearch Service integrates with Amazon EventBridge to notify you of certain events

that affect your domains. Events from Amazon services are delivered to EventBridge in near

real time. The same events are also sent to Amazon CloudWatch Events, the predecessor of

Amazon EventBridge. You can write rules to indicate which events are of interest to you, and

what automated actions to take when an event matches a rule. Examples of actions that you can

automatically activate include the following:

Invoking an Amazon Lambda function

Invoking an Amazon EC2 Run Command

Relaying the event to Amazon Kinesis Data Streams

Activating an Amazon Step Functions state machine

Notifying an Amazon SNS topic or an Amazon SQS queue
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For more information, see Get started with Amazon EventBridge in the Amazon EventBridge User
Guide.

Setting up notifications

You can use Amazon User Notifications to receive notifications when an OpenSearch Serverless

event occurs. An event is an indicator of a change in OpenSearch Serverless environment, such as
when you reach the maximum limit of your OCU usage. Amazon EventBridge receives the event
and routes a notification to the Amazon Web Services Management Console Notifications Center
and your chosen delivery channels. You receive a notification when an event matches a rule that
you specify.

OpenSearch Compute Units (OCU) events

OpenSearch Serverless sends events to EventBridge when one of the following OCU-related events
occur.

OCU usage approaching maximum limit

OpenSearch Serverless sends this event when your search or index OCU usage reaches 75% of
your capacity limit. Your OCU usage is calculated based on your configured capacity limit and your
current OCU consumption.

Example

The following is an example event of this type (search OCU):

"version": "Q",

"id": "01234567-0123-0123-0123-012345678901",
"detail-type": "OCU Utilization Approaching Max Limit",
"source": "aws.aoss",

"account": "123456789012",

"time": "2016-11-01T13:12:227",

"region": "us-east-1",
"resources": ["arn:aws:es:us-east-1:123456789012:domain/test-domain"],
"detail": {
"eventTime" : 1678943345789,
"description": "Your search OCU usage is at 75% and is approaching the configured

maximum limit."

}
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}

The following is an example event of this type (index OCU):

"version": "Q",

"id": "01234567-0123-0123-0123-012345678901",
"detail-type": "OCU Utilization Approaching Max Limit",
"source": "aws.aoss",

"account": "123456789012",

"time": "2016-11-01T13:12:227",

"region": "us-east-1",
"resources": ["arn:aws:es:us-east-1:123456789012:domain/test-domain"],
"detail": {

"eventTime" : 1678943345789,

"description": "Your indexing OCU usage is at 75% and is approaching the configured

maximum limit."

}

OCU usage reached maximum limit

OpenSearch Serverless sends this event when your search or index OCU usage reaches 100% of
your capacity limit. Your OCU usage is calculated based on your configured capacity limit and your
current OCU consumption.

Example

The following is an example event of this type (search OCU):

"version": "Q",

"id": "01234567-0123-0123-0123-012345678901",
"detail-type": "OCU Utilization Reached Max Limit",
"source": "aws.aoss",

"account": "123456789012",

"time": "2016-11-01T13:12:227",

"region": "us-east-1",
"resources": ["arn:aws:es:us-east-1:123456789012:domain/test-domain"],
"detail": {

"eventTime" : 1678943345789,

"description": "Your search OCU usage has reached the configured maximum limit."
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}

The following is an example event of this type (index OCU):

"version": "Q",
"id": "@1234567-0123-0123-0123-012345678901",
"detail-type": "OCU Utilization Reached Max Limit",
"source": "aws.aoss",
"account": "123456789012",
"time": "2016-11-01T13:12:227",
"region": "us-east-1",
"resources": ["arn:aws:es:us-east-1:123456789012:domain/test-domain"],
"detail": {
"eventTime" : 1678943345789,
"description": "Your indexing OCU usage has reached the configured maximum limit."
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Amazon OpenSearch Ingestion

Amazon OpenSearch Ingestion is a fully managed, serverless data collector that delivers real-time
log, metric, and trace data to Amazon OpenSearch Service domains and OpenSearch Serverless
collections.

With OpenSearch Ingestion, you no longer need to use third-party solutions like Logstash or Jaeger
to ingest data into your OpenSearch Service domains and OpenSearch Serverless collections.

You configure your data producers to send data to OpenSearch Ingestion. Then, it automatically
delivers the data to the domain or collection that you specify. You can also configure OpenSearch
Ingestion to transform your data before delivering it.

Also, with OpenSearch Ingestion, you don't need to worry about provisioning servers, managing
and patching software, or scaling your cluster of servers. You provision ingestion pipelines directly
within the Amazon Web Services Management Console, and OpenSearch Ingestion takes care of
managing and scaling them.

OpenSearch Ingestion is a subset of Amazon OpenSearch Service. It's powered by Data Prepper,
which is an open source data collector that can filter, enrich, transform, normalize, and aggregate
data for downstream analysis and visualization.

OpenSearch Ingestion pipelines
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» Supported Data Prepper versions

» Scaling pipelines

« OpenSearch Ingestion pricing

» Supported Amazon Web Services Regions

« OpenSearch Ingestion quotas

» Setting up roles and users in Amazon OpenSearch Ingestion

« Getting started with Amazon OpenSearch Ingestion

« Overview of pipeline features in Amazon OpenSearch Ingestion

» Creating Amazon OpenSearch Ingestion pipelines

» Viewing Amazon OpenSearch Ingestion pipelines

« Updating Amazon OpenSearch Ingestion pipelines

» Stopping and starting Amazon OpenSearch Ingestion pipelines

» Deleting Amazon OpenSearch Ingestion pipelines

» Supported plugins and options for Amazon OpenSearch Ingestion pipelines

« Working with Amazon OpenSearch Ingestion pipeline integrations

» Using the Amazon SDKs to interact with Amazon OpenSearch Ingestion

» Use cases for Amazon OpenSearch Ingestion

« Security in Amazon OpenSearch Ingestion

» Tagging Amazon OpenSearch Ingestion pipelines

» Logging and monitoring Amazon OpenSearch Ingestion with Amazon CloudWatch

» Best practices for Amazon OpenSearch Ingestion

Key concepts

As you get started with OpenSearch Ingestion, you can benefit from understanding the following
concepts:

Pipeline

From an OpenSearch Ingestion perspective, a pipeline refers to a single provisioned data
collector that you create within OpenSearch Service. You can think of it as the entire YAML
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configuration file, which includes one or more sub-pipelines. For steps to create an ingestion
pipeline, see the section called “Creating pipelines”.

Sub-pipeline

You define sub-pipelines within a YAML configuration file. Each sub-pipeline is a combination
of a source, a buffer, zero or more processors, and one or more sinks. You can define multiple
sub-pipelines in a single YAML file, each with unique sources, processors, and sinks. To aid in
monitoring with CloudWatch and other services, we recommend that you specify a pipeline
name that's distinct from all of its sub-pipelines.

You can string multiple sub-pipelines together within a single YAML file, so that the source for
one sub-pipeline is another sub-pipeline, and its sink is a third sub-pipeline. For an example, see
the section called "OpenTelemetry Collector”.

Source

The input component of a sub-pipeline. It defines the mechanism through which a pipeline
consumes records. The source can consume events either by receiving them over HTTPS, or by
reading from external endpoints such as Amazon S3. There are two types of sources: push-based
and pull-based. Push-based sources, such as HTTP and OTel logs, stream records to ingestion

endpoints. Pull-based sources, such as OTel trace and S3, pull data from the source.

Processors

Intermediate processing units that can filter, transform, and enrich records into a desired format
before publishing them to the sink. The processor is an optional component of a pipeline. If you
don't define a processor, records are published in the format defined in the source. You can have
more than one processor. A pipeline runs processors in the order that you define them.

Sink

The output component of a sub-pipeline. It defines one or more destinations that a sub-pipeline
publishes records to. OpenSearch Ingestion supports OpenSearch Service domains as sinks.

It also supports sub-pipelines as sinks. This means that you can string together multiple sub-
pipelines within a single OpenSearch Ingestion pipeline (YAML file). Self-managed OpenSearch
clusters aren't supported as sinks.

Buffer

The part of a processor that acts as the layer between the source and the sink. You can't
manually configure a buffer within your pipeline. OpenSearch Ingestion uses a default buffer
configuration.
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Route
The part of a processor that allows pipeline authors to only send events that match certain

conditions to different sinks.

A valid sub-pipeline definition must contain a source and a sink. For more information about each
of these pipeline elements, see the configuration reference.

Benefits of OpenSearch Ingestion

OpenSearch Ingestion has the following main benefits:

« Eliminates the need for you to manually manage a self-provisioned pipeline.
« Automatically scales your pipelines based on capacity limits that you define.
» Keeps your pipeline up to date with security and bug patches.

» Provides the option to connect pipelines to your virtual private cloud (VPC) for an added layer of
security.

« Allows you to stop and start pipelines in order to control costs.

» Provides pipeline configuration blueprints for popular use cases to help you get up and running
faster.

« Allows you to interact programmatically with your pipelines through the various Amazon SDKs
and the OpenSearch Ingestion API.

« Supports performance monitoring in Amazon CloudWatch and error logging in CloudWatch
Logs.

Limitations

OpenSearch Ingestion has the following limitations:

« You can only ingest data into domains running OpenSearch 1.0 or later, or Elasticsearch 6.8 or
later. If you're using the OTel trace source, we recommend using Elasticsearch 7.9 or later so that
you can use the OpenSearch Dashboards plugin.

« If a pipeline is writing to an OpenSearch Service domain that's within a VPC, the pipeline must be
created in the same Amazon Web Services Region as the domain.

» You can only configure a single data source within a pipeline definition.
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» You can't specify self-managed OpenSearch clusters as sinks.

» You can't specify a custom endpoint as a sink. You can still write to a domain that has custom
endpoints enabled, but you must specify its standard endpoint.

» You can't specify resources within opt-in Regions as sources or sinks.

» There are some constraints on the parameters that you can include in a pipeline configuration.
For more information, see the section called “"Configuration requirements and constraints”.

Supported Data Prepper versions

OpenSearch Ingestion currently supports the following major versions of Data Prepper:

e 2.X

When you create a pipeline, use the required version option to specify the major version of
Data Prepper to use. For example, version: "2". OpenSearch Ingestion retrieves the latest
supported minor version of that major version and provisions the pipeline with that version. For
more information, see the section called "Specifying the pipeline version”.

For information about the latest version that OpenSearch Ingestion supports, see 2.5 release notes.

For information about the features and bug fixes that are in each version of Data Prepper, see the
Releases page. Not every minor version of a particular major version is supported by OpenSearch
Ingestion.

Scaling pipelines

You don't need to provision and manage pipeline capacity yourself. OpenSearch Ingestion
automatically scales your pipeline capacity according to your estimated workload, based on the
minimum and maximum /ngestion OpenSearch Compute Units (Ingestion OCUs) that you specify.

Each Ingestion OCU is a combination of approximately 8 GiB of memory and 2 vCPUs. You
can specify the minimum and maximum OCU values for a pipeline, and OpenSearch Ingestion
automatically scales your pipeline capacity based on these limits.

You can specify the following values:

o Minimum capacity — The pipeline can reduce capacity down to this number of Ingestion OCUs.
The specified minimum capacity is also the starting capacity for a pipeline.
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« Maximum capacity — The pipeline can increase capacity up to this number of Ingestion OCUs.

Edit capacity X

Pipeline capacity

A single Ingestion OpenSearch Compute Unit (OCU) represents billable compute and memory units. You are charged an
hourly rate based on the number of OCUs used to run your data pipelines.

Min capacity Max capacity
1 4 Reset to default
Ingestion-OCU Ingestion-OCU

Min and Max capacity must be positive numbers between 1 and 96.

Make sure that the maximum capacity for a pipeline is high enough to handle spikes in workload,
and the minimum capacity is low enough to minimize costs when the pipeline isn't busy. Based on
your settings, OpenSearch Ingestion automatically scales the number of Ingestion OCUs for your
pipeline to process the ingest workload. At any specific time, you're charged only for the Ingestion
OCUs that are being actively used by your pipeline.

The capacity allocated to your OpenSearch Ingestion pipeline scales up and down based on the
processing requirements of your pipeline and the load generated by your client application. When
capacity is constrained, OpenSearch Ingestion scales up by allocating more compute units (GiB of
memory). When your pipeline is processing smaller workloads, or not processing data at all, it can
scale down to the minimum configured Ingestion OCUs.

You can specify a minimum of 1 Ingestion OCU, a maximum of 96 Ingestion OCUs for stateless
pipelines, and a maximum of 48 Ingestion OCUs for stateful pipelines. We recommend a minimum
of at least 2 Ingestion OCUs for push-based sources. When persistent buffering is enabled, you can
specify a minimum of 2 and maximum of 384 Ingestion OCUs.

Given a standard log pipeline with a single source, a simple grok pattern, and a sink, each compute
unit can support up to 2 MiB per second. For more complex log pipelines with multiple processors,
each compute unit might support less ingest load. Based on pipeline capacity and resource
utilization, the OpenSearch Ingestion scaling process kicks in.

To ensure high availability, Ingestion OCUs are distributed across Availability Zones (AZs). The
number of AZs depends on the minimum capacity that you specify.
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For example, if you specify a minimum of 2 compute units, the Ingestion OCUs that are in use at
any given time are evenly distributed across 2 AZs. If you specify a minimum of 3 or more compute
units, the Ingestion OCUs are evenly distributed across 3 AZs. We recommend that you provision at
least two Ingestion OCUs to ensure 99.9% availability for your ingest pipelines.

You're not billed for Ingestion OCUs when a pipeline is in the Create failed, Creating,
Deleting, and Stopped states.

For instructions to configure and retrieve capacity settings for a pipeline, see the section called

“Creating pipelines”.

OpenSearch Ingestion pricing

At any specific time, you only pay for the number of Ingestion OCUs that are allocated to a
pipeline, regardless of whether there's data flowing through the pipeline. OpenSearch Ingestion
immediately accommodates your workloads by scaling pipeline capacity up or down based on
usage.

For full pricing details, see Amazon OpenSearch Service pricing.

Supported Amazon Web Services Regions

OpenSearch Ingestion is available in a subset of Amazon Web Services Regions that OpenSearch
Service is available in. For a list of supported Regions, see Amazon OpenSearch Service endpoints

and quotas in the Amazon Web Services General Reference.

OpenSearch Ingestion quotas

For a list of default quotas for OpenSearch Ingestion resources, see Amazon OpenSearch Service

quotas.

Setting up roles and users in Amazon OpenSearch Ingestion

Amazon OpenSearch Ingestion uses a variety of permissions models and IAM roles in order to allow
source applications to write to pipelines, and to allow pipelines to write to sinks. Before you can
start ingesting data, you need to create one or more IAM roles with specific permissions based on
your use case.

At minimum, the following roles are required to set up a successful pipeline.
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Name Description
Management Any principal that's managing pipelines (generally a "pipeline admin")
role needs management access, which includes permissions like osis:Crea

tePipeline andosis:UpdatePipeline . These permissions allow a
user to administer pipelines but not necessarily write data to them.

Pipeline role The pipeline role, which you specify within the pipeline's YAML configura
tion, provides the required permissions for a pipeline to write to the domain
or collection sink and read from pull-based sources. For more information,
see the following topics:

 the section called "Allowing pipelines to write to domains”

« the section called "Allowing pipelines to write to serverless collections”

Ingestion role The ingestion role contains the osis:Ingest permission for the pipeline
resource. This permission allows push-based sources to ingest data into a
pipeline.

The following image demonstrates a typical pipeline setup, where a data source such as Amazon S3
or Fluent Bit is writing to a pipeline in a different account. In this case, the client needs to assume
the ingestion role in order to access the pipeline. For more information, see the section called

“Cross-account ingestion”.

AWS Cloud e il |
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i Management role
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Client application like
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| Ingestion pipeline OpenSearch sink

For a simple setup guide, see the section called “Tutorial: Ingest data into a domain”.
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» the section called “Management role”

» the section called “Ingestion role”

» the section called “Pipeline role”

» the section called “Cross-account ingestion”

Management role

In addition to the basic osis: * permissions needed to create and modify a pipeline, you also

need the iam:PassRole permission for the pipeline role resource. Any Amazon Web Service that
accepts a role must use this permission. OpenSearch Ingestion assumes the role every time it needs
to write data to a sink. This helps administrators ensure that only approved users can configure
OpenSearch Ingestion with a role that grants permissions. For more information, see Granting a
user permissions to pass a role to an Amazon Web Service.

If you're using the Amazon Web Services Management Console (using blueprints and later checking
on your pipeline), you need the following permissions to create and update a pipeline:

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Resource":"*",
"Action": [
"osis:CreatePipeline",
"osis:GetPipelineBlueprint",
"osis:ListPipelineBlueprints",
"osis:GetPipeline",
"osis:ListPipelines",
"osis:GetPipelineChangeProgress",
"osis:ValidatePipeline",
"osis:UpdatePipeline"

"Resource": [
"arn:aws:iam::{your-account-id}:role/pipeline-role"

1,

"Effect":"Allow",

"Action": [
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"iam:PassRole"

If you're using the Amazon CLI (not prevalidating your pipeline or using blueprints), you need the
following permissions to create and update a pipeline:

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Resource":"*",
"Action":[
"osis:CreatePipeline",
"osis:UpdatePipeline"
]
I
{
"Resource":[
"arn:aws:iam::{your-account-id}:role/pipeline-role"
1,
"Effect":"Allow",
"Action":[
"iam:PassRole"
]
}
]
}

Pipeline role

A pipeline needs certain permissions to write to its sink. These permissions depend on whether the
sink is an OpenSearch Service domain or an OpenSearch Serverless collection.

In addition, a pipeline might need permissions to pull from the source application (if the source is a
pull-based plugin), and permissions to write to an S3 dead letter queue, if configured.

Topics

« Writing to a domain sink
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» Writing to a collection sink

« Writing to a dead-letter queue

Writing to a domain sink

An OpenSearch Ingestion pipeline needs permission to write to an OpenSearch Service domain
that is configured as its sink. These permissions include the ability to describe the domain and send
HTTP requests to it.

In order to provide your pipeline with the required permissions to write to a sink, first create
an Amazon ldentity and Access Management (IAM) role with the required permissions. These

permissions are the same for public and VPC pipelines. Then, specify the pipeline role in the
domain access policy so that the domain can accept write requests from the pipeline.

Finally, specify the role ARN as the value of the sts_role_arn option within the pipeline
configuration:

version: "2"
source:
http:

processor:

sink:
- opensearch:

aws:
sts_role_arn: arn:aws:iam::{your-account-id}:role/pipeline-role

For instructions to complete each of these steps, see Allowing pipelines to access domains.

Writing to a collection sink

An OpenSearch Ingestion pipeline needs permission to write to an OpenSearch Serverless
collection that is configured as its sink. These permissions include the ability to describe the
collection and send HTTP requests to it.

First, create an IAM role that has the aoss:BatchGetCollection permission against all
resources (*). Then, include this role in a data access policy and provide it permissions to create
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indexes, update indexes, describe indexes, and write documents within the collection. Finally,
specify the role ARN as the value of the sts_role_arn option within the pipeline configuration.

For instructions to complete each of these steps, see Allowing pipelines to access collections.

Writing to a dead-letter queue

If you configure your pipeline to write to a dead-letter queue (DLQ), you must include the

sts_role_axrn option within the DLQ configuration. The permissions included in this role allow
the pipeline to access the S3 bucket that you specify as the destination for DLQ events.

You must use the same sts_role_arn in all pipeline components. Therefore, you must attach a
separate permissions policy to your pipeline role that provides DLQ access. At minimum, the role
must be allowed the S3:PutObject action on the bucket resource:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "WriteToS3DLQ",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-dlg-bucket/*"
}
]
}

You can then specify the role within the pipeline's DLQ configuration:

sink:
opensearch:
dlq:
s3:

bucket: "my-dlg-bucket"
key_path_prefix: "dlg-files"
region: "us-west-2"
sts_role_arn: "arn:aws:iam::123456789012:role/pipeline-role"
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Ingestion role

All source plugins that OpenSearch Ingestion currently supports, with the exception of S3, use a
push-based architecture. This means that the source application pushes the data to the pipeline,
rather than the pipeline pulling the data from the source.

Therefore, you must grant your source applications the required permissions to ingest data into
an OpenSearch Ingestion pipeline. At minimum, the role that signs the request must be granted
permission for the osis:Ingest action, which allows it to send data to a pipeline. The same
permissions are required for public and VPC pipeline endpoints.

The following example policy allows the associated principal to ingest data into a single pipeline
called my-pipeline:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PermitsWriteAccessToPipeline",
"Effect": "Allow",
"Action": "osis:Ingest",
"Resource": "arn:aws:osis:us-west-2:{your-account-id}:pipeline/my-pipeline"

For more information, see the section called “Working with pipeline integrations”.

Cross-account ingestion

You might need to ingest data into a pipeline from a different Amazon Web Services account, such
as an application account. To configure cross-account ingestion, define an ingestion role within the
same account as the pipeline and establish a trust relationship between the ingestion role and the
application account:

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{external-account-id}:root"
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}I

"Action": "sts:AssumeRole"

]
}

Then, configure your application to assume the ingestion role. The application account must grant
the application role AssumeRole permissions for the ingestion role in the pipeline account.

For detailed steps and example IAM policies, see the section called “Providing cross-account

ingestion access”.

Allowing Amazon OpenSearch Ingestion pipelines to write to domains

An Amazon OpenSearch Ingestion pipeline needs permission to write to the OpenSearch Service
domain that is configured as its sink. To provide access, you configure an Amazon Identity and
Access Management (IAM) role with a restrictive permissions policy that limits access to the domain
that a pipeline is sending data to. For example, you might want to limit an ingestion pipeline to
only the domain and indexes that are required to support its use case.

Before you specify the role in your pipeline configuration, you must configure it with an
appropriate trust relationship, and then grant it access to the domain within the domain access
policy.

Topics

Step 1: Create a pipeline role

Step 2: Include the pipeline role in the domain access policy

Step 3: Map the pipeline role (only for domains that use fine-grained access control)

Step 4: Specify the role in the pipeline configuration

Step 1: Create a pipeline role

The role that you specify in the sts_role_arn parameter of a pipeline configuration must have an
attached permissions policy that allows it to send data to the domain sink. It must also have a
trust relationship that allows OpenSearch Ingestion to assume the role. For instructions on how to
attach a policy to a role, see Adding IAM identity permissions in the IAM User Guide.

The following sample policy demonstrates the least privilege that you can provide in a pipeline

configuration's sts_role_arn role for it to write to a single domain:
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "es:DescribeDomain",
"Resource": "arn:aws:es:*:{your-account-id}:domain/*"
},
{
"Effect": "Allow",
"Action": "es:ESHttp*",
"Resource": "arn:aws:es:*:{your-account-id}:domain/ingestion-domain/*"
}
]
}

If you plan to reuse the role to write to multiple domains, you can make the policy more broad by
replacing the domain name with a wildcard character (*).

The role must have the following trust relationship, which allows OpenSearch Ingestion to assume

le:

:"2012-10-17",
t": [

"Effect":"Allow",
"Principal”:{

"Service":"osis-pipelines.amazonaws.com"

"Action":"sts:AssumeRole"

the pipeline ro
{
"Version"
"Statemen
{
1,
}
]
}

In addition, we recommend that you add the aws: SourceAccount and aws:SourceArn

condition keys
account is the

to the policy to protect yourself against the confused deputy problem. The source

owner of the pipeline.

For example, you could add the following condition block to the policy:

"Condition":

{
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"StringEquals": {

"aws:SourceAccount": "{your-account-id}"
},
"ArnLike": {

"aws:SourceArn": "arn:aws-cn:osis:{region}:{your-account-id}:pipeline/*"
}

Step 2: Include the pipeline role in the domain access policy

In order for a pipeline to write data to a domain, the domain must have a domain-level access
policy that allows the sts_role_arn pipeline role to access it.

The following sample domain access policy allows the pipeline role named pipeline-role, which
you created in the previous step, to write data to the domain named ingestion-domain:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{your-account-id}:role/pipeline-role"
1,
"Action": ["es:DescribeDomain", "es:ESHttp*"],
"Resource'": "arn:aws:es:us-east-1:{your-account-id}:domain/ingestion-domain/*"
}
]
}

Step 3: Map the pipeline role (only for domains that use fine-grained access
control)

If your domain uses fine-grained access control for authentication, there are extra steps you need
to take to provide your pipeline access to a domain. The steps differ depending on your domain

configuration:

Scenario 1: Different master role and pipeline role - If you're using an IAM Amazon Resource
Name (ARN) as the master user and it's different than the pipeline role (sts_role_arn), you need
to map the pipeline role to the OpenSearch all_access backend role. This essentially adds the
pipeline role as an additional master user. For more information, see Additional master users.
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Scenario 2: Master user in the internal user database - If your domain uses a master user in the
internal user database and HTTP basic authentication for OpenSearch Dashboards, you can't pass
the master username and password directly into the pipeline configuration. Instead, you need

to map the pipeline role (sts_role_arn) to the OpenSearch all_access backend role. This
essentially adds the pipeline role as an additional master user. For more information, see Additional
master users.

Scenario 3: Same master role and pipeline role (uncommon) - If you're using an IAM ARN as the
master user, and it's the same ARN that you're using as the pipeline role (sts_role_arn), you
don't need to take any further action. The pipeline has the required permissions to write to the
domain. This scenario is uncommon because most environments use an admin role or some other
role as the master role.

The following image shows how to map the pipeline role to a backend role:

Backend roles

Use a backend role to directly map to roles through an external authentication system. Learn more (4

Backend roles

arn:aws:iam::123456789012:role/pipeline-role ‘ Remove ]

Add another backend role

Step 4: Specify the role in the pipeline configuration

In order to successfully create a pipeline, you must specify the pipeline role that you created in step
1 as the sts_role_arn parameter in your pipeline configuration. The pipeline assumes this role in
order to sign requests to the OpenSearch Service domain sink.

In the sts_role_arn field, specify the ARN of the IAM pipeline role:

version: "2"
log-pipeline:
source:
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http:
path: "/${pipelineName}/logs"

processor:

- grok:

match:
log: [ "%{COMMONAPACHELOG}" ]

sink:

- opensearch:

hosts: [ "https://search-ingestion-domain.us-east-1.es.amazonaws.com" ]
index: "my-index"
aws:

region: "us-east-1"

sts_role_arn: "arn:aws:iam::{your-account-id}:xole/pipeline-role"

For a full reference of required and unsupported parameters, see the section called “Supported
plugins and options”.

Allowing Amazon OpenSearch Ingestion pipelines to write to
collections

An Amazon OpenSearch Ingestion pipeline needs permission to write to the OpenSearch Serverless
collection that is configured as its sink. To provide access, you configure an Amazon Identity

and Access Management (IAM) role with a restrictive permissions policy that limits access to the
collection that a pipeline is sending data to. OpenSearch Ingestion can ingest data to both a public
collection and a VPC collection.

Before you specify the role in your pipeline configuration, you must configure it with an
appropriate trust relationship, and then grant it data access permissions to the collection indexes.

Topics

Limitations

Step 1: Create a pipeline role

Step 2: Create a collection

Step 3: Create a pipeline

Limitations

The following limitations apply for pipelines that write to OpenSearch Serverless collections:
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» The OTel trace group processor doesn't currently work with OpenSearch Serverless collection
sinks.

« Currently, OpenSearch Ingestion only supports the legacy _template operation,
while OpenSearch Serverless supports the composable _index_template operation.
Therefore, if your pipeline configuration includes the index_type option, it must be set to
management_disabled.

Step 1: Create a pipeline role

The role that you specify in the sts_role_arn parameter of a pipeline configuration must have an
attached permissions policy that allows it to send data to the collection sink. It must also have a
trust relationship that allows OpenSearch Ingestion to assume the role. For instructions on how to
attach a policy to a role, see Adding IAM identity permissions in the IAM User Guide.

The following sample policy demonstrates the least privilege that you can provide in a pipeline
configuration's sts_role_arn role for it to write to collections:

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"aoss:BatchGetCollection"

1,

"Effect": "Allow",

"Resource": "arn:aws:aoss:{region}:{your-account-

id}:collection/{collection-id}"
I
{

"Action": [
"aoss:CreateSecurityPolicy",
"aoss:GetSecurityPolicy",
"aoss:UpdateSecurityPolicy",
"aoss:APIAccessAll"

1,

"Effect": "Allow",

"Resource": "*",

"Condition": {

"StringEquals": {
"aoss:collection": "{collection-name}"
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}

The role must have the following trust relationship, which allows OpenSearch Ingestion to assume
it:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "osis-pipelines.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

In addition, we recommend that you add the aws : SourceAccount and aws: SourceArn
condition keys to the policy to protect yourself against the confused deputy problem. The source
account is the owner of the pipeline.

For example, you could add the following condition block to the policy:

"Condition": {
"StringEquals": {

"aws:SourceAccount": "{your-account-id}"
.
"ArnLike": {

"aws:SourceArn": "arn:aws-cn:osis:{region}:{your-account-id}:pipeline/*"
}

Step 2: Create a collection

Create an OpenSearch Serverless collection with the following settings:
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» You can use a Public or a VPC collection to ingest data from OpenSearch Ingestion. If you use
a VPC collection, you need to create a network access policy and configure that in the pipeline
configuration.

» The following data access policy, which grants the required permissions to the pipeline role:

"Rules": [
{

"Resource": [
"index/{collection-namel}/*"

1,

"Permission": [
"aoss:CreateIndex",
"aoss:UpdateIndex",
"aoss:DescribeIndex",
"aoss:WriteDocument",

1,

"ResourceType": "index"

}
1,
"Principal": [
"arn:aws:iam::{account-id}:role/{pipeline-role}"
1,

"Description": "Pipeline role access"

(® Note

In the Principal element, specify the Amazon Resource Name (ARN) of the pipeline
role that you created in the previous step.

For instructions to create a collection, see Creating collections.

Step 3: Create a pipeline

Finally, create a pipeline in which you specify the pipeline role. The pipeline assumes this role in
order to sign requests to the OpenSearch Serverless collection sink.
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Make sure to do the following:

« For the hosts option, specify the endpoint of the collection that you created in step 2.

« Forthe sts_role_arn option, specify the Amazon Resource Name (ARN) of the pipeline role
that you created in step 1.

» Set the serverless option to true.

version: "2"
log-pipeline:
source:
http:
path: "/log/ingest"
processor:
- date:
from_time_received: true
destination: "@timestamp"
sink:
- opensearch:
hosts: [ "https://{collection-id}.{region}.aoss.amazonaws.com" ]
index: "my-index"
aws:
serverless: true
#If the policy doesn't exist, a new policy will be created.
serverless_options:
network_policy_name: "serverless-network-policy"
region: "us-east-1"
sts_role_arn: "arn:aws:iam::{account-id}:role/{pipeline-role}"

For a full reference of required and unsupported parameters, see the section called “Supported

plugins and options".

Getting started with Amazon OpenSearch Ingestion

Amazon OpenSearch Ingestion supports ingesting data into managed OpenSearch Service domains
and OpenSearch Serverless collections. The following tutorials walk you through the basic steps to
get a pipeline up and running for each of these use cases.
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® Note

Pipeline creation will fail if you don't set up the correct permissions. See the section called

“Setting up roles and users"” for a better understanding of the required roles before you
create a pipeline.

Topics

 Tutorial: Ingesting data into a domain using Amazon OpenSearch Ingestion

« Tutorial: Ingesting data into a collection using Amazon OpenSearch Ingestion

Tutorial: Ingesting data into a domain using Amazon OpenSearch
Ingestion

This tutorial shows you how to use Amazon OpenSearch Ingestion to configure a simple pipeline
and ingest data into an Amazon OpenSearch Service domain. A pipeline is a resource that
OpenSearch Ingestion provisions and manages. You can use a pipeline to filter, enrich, transform,
normalize, and aggregate data for downstream analytics and visualization in OpenSearch Service.

This tutorial walks you through the basic steps to get a pipeline up and running quickly. For more
detailed information, see the section called “Creating pipelines”.

You'll complete the following steps in this tutorial:

1. Create the pipeline role.

2. Create a domain.

3. Create a pipeline.

4. Ingest some sample data.

Within the tutorial, you'll create the following resources:

« A pipeline named ingestion-pipeline
* A domain named ingestion-domain that the pipeline will write to

« An IAM role named PipelineRole that the pipeline will assume in order to write to the domain
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Required permissions

To complete this tutorial, you must have the correct IAM permissions. Your user or role must have
an attached identity-based policy with the following minimum permissions. These permissions
allow you to create a pipeline role (iam:Create), create or modify a domain (es: *), and work with
pipelines (osis: *).

In addition, the iam:PassRole permission is required on the pipeline role resource. This
permission allows you to pass the pipeline role to OpenSearch Ingestion so that it can write data to
the domain.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Resource":"*",
"Action":[
"osis:*",
"iam:Create*",
"es:*"
]
},
{
"Resource": [
"arn:aws:iam::{your-account-id}:role/PipelineRole"
1,
"Effect":"Allow",
"Action": [
"iam:PassRole"
]
}
]
}

Step 1: Create the pipeline role

First, create a role that the pipeline will assume in order to access the OpenSearch Service domain
sink. You'll include this role within the pipeline configuration later in this tutorial.
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To create the pipeline role

1.

Open the Amazon Identity and Access Management console at https://
console.aws.amazon.com/iamv2/.

Choose Policies, and then choose Create policy.

In this tutorial, you'll ingest data into a domain called ingestion-domain, which you'll create
in the next step. Select JSON and paste the following policy into the editor. Replace {your-
account-id} with your account ID, and modify the Region if necessary.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "es:DescribeDomain",
"Resource": "arn:aws:es:us-east-1:{your-account-id}:domain/ingestion-
domain"
},
{
"Effect": "Allow",
"Action": "es:ESHttp*",
"Resource": "arn:aws:es:us-east-1:{your-account-id}:domain/ingestion-
domain/*"
}
]
}

If you want to write data to an existing domain, replace ingestion-domain with the name of
your domain.

(@ Note

For simplicity in this tutorial, we use a fairly broad access policy. In production
environments, however, we recommend that you apply a more restrictive access policy
to your pipeline role. For an example policy that provides the minimum required
permissions, see the section called “Allowing pipelines to write to domains”.

Choose Next, choose Next, and name your policy pipeline-policy.

Choose Create policy.
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6. Next, create a role and attach the policy to it. Choose Roles, and then choose Create role.

7. Choose Custom trust policy and paste the following policy into the editor:

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":"osis-pipelines.amazonaws.com"
1,
"Action":"sts:AssumeRole"
}
]
}

8. Choose Next. Then search for and select pipeline-policy (which you just created).
9. Choose Next and name the role PipelineRole.

10. Choose Create role.

Remember the Amazon Resource Name (ARN) of the role (for example, arn:aws:iam: : {your-
account-id}:role/PipelineRole). You'll need it when you create your pipeline.

Step 2: Create a domain

Next, create a domain named ingestion-domain to ingest data into.

Navigate to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/
home and create a domain that meets the following requirements:

 Is running OpenSearch 1.0 or later, or Elasticsearch 7.4 or later
» Uses public access

» Does not use fine-grained access control
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® Note

These requirements are meant to ensure simplicity in this tutorial. In production
environments, you can configure a domain with VPC access and/or use fine-grained access
control. For instructions, see the rest of the topics in this chapter.

The domain must have an access policy that grants permission to PipelineRole, which you
created in the previous step. The pipeline will assume this role (named sts_role_arn in the pipeline
configuration) in order to send data to the OpenSearch Service domain sink.

Make sure that the domain has the following domain-level access policy, which grants
PipelineRole access to the domain. Replace the Region and account ID with your own:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{your-account-id}:role/PipelineRole"
1,
"Action": "es:*",
"Resource": "arn:aws:es:us-east-1:{your-account-id}:domain/ingestion-domain/*"
}
]
}

For more information about creating domain-level access policies, see Resource-based access
policies.

If you already have a domain created, modify its existing access policy to provide the above
permissions to PipelineRole.

(® Note

Remember the domain endpoint (for example, https://search-ingestion-
domain.us-east-1.es.amazonaws.com). You'll use it in the next step to configure your
pipeline.
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Step 3: Create a pipeline

Now that you have a domain and a role with the appropriate access rights, you can create a
pipeline.

To create a pipeline

1. Within the Amazon OpenSearch Service console, choose Pipelines from the left navigation
pane.

2. Choose Create pipeline.
3. Name the pipeline ingestion-pipeline and keep the capacity settings as their defaults.

4. In this tutorial, you'll create a simple sub-pipeline called 1og-pipeline that uses the Http
source plugin. This plugin accepts log data in a JSON array format. You'll specify a single
OpenSearch Service domain as the sink, and ingest all data into the application_logs
index.

Under Pipeline configuration, paste the following YAML configuration into the editor:

version: "2"
log-pipeline:
source:
http:
path: "/${pipelineName}/test_ingestion_path"
processor:
- date:
from_time_received: true
destination: "@timestamp"
sink:
- opensearch:
hosts: [ "https://search-ingestion-domain.us-east-1.es.amazonaws.com" ]
index: "application_logs"
aws:
sts_role_arn: "arn:aws:iam::{your-account-id}:role/PipelineRole"
region: "us-east-1"
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® Note

The path option specifies the URI path for ingestion. This option is required for pull-
based sources. For more information, see the section called “Specifying the ingestion

path”.

5. Replace the hosts URL with the endpoint of the domain that you created (or modified) in the
previous section. Replace the sts_role_arn parameter with the ARN of PipelineRole.

6. Choose Validate pipeline and make sure that the validation succeeds.

7. For simplicity in this tutorial, configure public access for the pipeline. Under Network, choose
Public access.

For information about configuring VPC access, see the section called “Securing pipelines within
a VPC".

8. Keep log publishing enabled in case you encounter any issues while completing this tutorial.
For more information, see the section called “Monitoring pipeline logs".

Specify the following log group name: /aws/vendedlogs/OpenSearchIngestion/
ingestion-pipeline/audit-logs

9. Choose Next. Review your pipeline configuration and choose Create pipeline. The pipeline
takes 5-10 minutes to become active.

Step 4: Ingest some sample data

When the pipeline status is Active, you can start ingesting data into it. You must sign all HTTP
requests to the pipeline using Signature Version 4. Use an HTTP tool such as Postman or awscurl
to send some data to the pipeline. As with indexing data directly to a domain, ingesting data into a
pipeline always requires either an IAM role or an IAM access key and secret key.

(@ Note

The principal signing the request must have the osis:Ingest IAM permission.

First, get the ingestion URL from the Pipeline settings page:
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Pipeline settings Delete pipeline ‘ | Edit capacity ‘ ‘ Edit log publishing options
Pipeline name Status Publish to CloudWatch logs

ingestion-pipeline © Active False

Created on CloudWatch log group

Pipeline capacity Info
March 28, 2023, 10:16 am

1-4 Ingestion-OCU

Last updated on Pipeline ARN
March 28, 2023, 10:16 am arn:aws:osis:us-west-2: :pipeline/ingestion-

pipeline

Ingestion URL
ingestion-pipeline-s6uaxs7gpzddessxrczhnnhcb4.us-west-
2.0sis.amazonaws.com

Then, ingest some sample data. The following request uses awscurl to send a single log file to the
application_logs index:

awscurl --service osis --region us-east-1 \

-X POST \
-H "Content-Type: application/json" \
-d

'"[{"time":"2014-08-11T11:40:13+00:00", "remote_addr":"122.226.223.69", "status":"404", "request":
http://www.k2proxy.com//hello.html HTTP/1.1","http_user_agent":"Mozilla/4.0
(compatible; WOwe64; SLCC2;)"3}]1' \
https://{pipeline-endpoint}.us-east-1.0sis.amazonaws.com/log-pipeline/
test_ingestion_path

You should see a 200 OK response. If you get an authentication error, it might be because you're
ingesting data from a separate account than the pipeline is in. See the section called “Fixing
permissions issues”.

Now, query the application_logs index to ensure that your log entry was successfully ingested:

awscurl --service es --region us-east-1 \
-X GET \
https://search-{ingestion-domain}.us-east-1.es.amazonaws.com/application_logs/
_search | json_pp

Sample response:

"took" :984,
"timed_out":false,
" shards":{
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"total":1,
"successful":5,
"skipped":0,
"failed":0

},

"hits":{

"total":{
"value":1,
"relation":"eq"

.

"max_score":1.0,

"hits":[

{

"_index":"application_logs",

"_type":"_doc",

"_id":"z6VY_IMBRpceX-DU6V40",

" score":1.0,

"_source":{

"time":"2014-08-11T11:40:13+00:00",
"remote_addr":"122.226.223.69",
"status":"404",
"request":"GET http://www.k2proxy.com//hello.html HTTP/1.1",
"http_user_agent":"Mozilla/4.0 (compatible; WOw64; SLCC2;)",
"@timestamp":"2022-10-21T21:00:25.502Z2"

}

}
]
}

Fixing permissions issues

If you followed the steps in the tutorial and you still see authentication errors when you try to
ingest data, it might be because the role that is writing to a pipeline is in a different Amazon Web
Services account than the pipeline itself. In this case, you need to create and assume a role that
specifically enables you to ingest data. For instructions, see the section called "Providing cross-

account ingestion access”.

Related resources

This tutorial presented a simple use case of ingesting a single document over HTTP. In production
scenarios, you'll configure your client applications (such as Fluent Bit, Kubernetes, or the
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OpenTelemetry Collector) to send data to one or more pipelines. Your pipelines will likely be more
complex than the simple example in this tutorial.

To get started configuring your clients and ingesting data, see the following resources:

« Creating and managing pipelines

» Configuring your clients to send data to OpenSearch Ingestion

« Data Prepper documentation

Tutorial: Ingesting data into a collection using Amazon OpenSearch
Ingestion

This tutorial shows you how to use Amazon OpenSearch Ingestion to configure a simple pipeline
and ingest data into an Amazon OpenSearch Serverless collection. A pipeline is a resource that
OpenSearch Ingestion provisions and manages. You can use a pipeline to filter, enrich, transform,
normalize, and aggregate data for downstream analytics and visualization in OpenSearch Service.

For a tutorial that demonstrates how to ingest data into a provisioned OpenSearch Service domain,
see the section called “Tutorial: Ingest data into a domain”.

You'll complete the following steps in this tutorial:

1. Create the pipeline role.

2. Create a collection.

3. Create a pipeline.

4. Ingest some sample data.

Within the tutorial, you'll create the following resources:

» A pipeline named ingestion-pipeline-serverless
» A collection named ingestion-collection that the pipeline will write to

« An IAM role named PipelineRole that the pipeline will assume in order to write to the
collection
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Required permissions

To complete this tutorial, you must have the correct IAM permissions. Your user or role must have
an attached identity-based policy with the following minimum permissions. These permissions
allow you to create a pipeline role (iam:Create¥*), create or modify a collection (aoss: *), and
work with pipelines (osis: *).

In addition, the iam:PassRole permission is required on the pipeline role resource. This
permission allows you to pass the pipeline role to OpenSearch Ingestion so that it can write data to
the collection.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Resource":"*",
"Action":[
"osis:*",
"iam:Create*",
"aoss:*"
]
},
{
"Resource": [
"arn:aws:iam::{your-account-id}:role/PipelineRole"
1,
"Effect":"Allow",
"Action": [
"iam:PassRole"
]
}
]
}

Step 1: Create the pipeline role

First, create a role that the pipeline will assume in order to access the OpenSearch Serverless
collection sink. You'll include this role within the pipeline configuration later in this tutorial.
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To create the pipeline role

1. Open the Amazon Identity and Access Management console at https://
console.aws.amazon.com/iamv2/.

2. Choose Policies, and then choose Create policy.

3. Select JSON and paste the following policy into the editor.

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"aoss:BatchGetCollection",
"aoss:APIAccessAll"
1,
"Effect": "Allow",
"Resource": "arn:aws:aoss:{region}:{your-account-id}:collection/{collection-
id}"

"Action": [
"aoss:CreateSecurityPolicy",
"aoss:GetSecurityPolicy",
"aoss:UpdateSecurityPolicy"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"aoss:collection": "{collection-namel}"

Choose Next, choose Next, and name your policy collection-pipeline-policy.
Choose Create policy.

Next, create a role and attach the policy to it. Choose Roles, and then choose Create role.

N o v &

Choose Custom trust policy and paste the following policy into the editor:
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":"osis-pipelines.amazonaws.com"
1,
"Action":"sts:AssumeRole"
}
]
}

8. Choose Next. Then search for and select collection-pipeline-policy (which you just created).
9. Choose Next and name the role PipelineRole.

10. Choose Create role.

Remember the Amazon Resource Name (ARN) of the role (for example, arn:aws:iam: : {your-
account-id}:role/PipelineRole). You'll need it when you create your pipeline.

Step 2: Create a collection

Next, create a collection to ingest data into. We'll name the collection ingestion-collection.

1. Navigate to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/

home.

Choose Collections from the left navigation and choose Create collection.
Name the collection ingestion-collection.
Under Network access settings, change the access type to Public.

Keep all other settings as their defaults and choose Next.

o uv kA W N

For Definition method, choose JSON and paste the following policy into the editor. This policy
does two things:

» Allows the pipeline role to write to the collection.

« Allows you to read from the collection. Later, after you ingest some sample data into the
pipeline, you'll query the collection to ensure that the data was successfully ingested and
written to the index.
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"Rules": [
{

"Resource": [
"index/ingestion-collection/*"

1,

"Permission": [
"aoss:Createlndex",
"aoss:UpdateIndex",
"aoss:DescribeIndex",
"aoss:ReadDocument",
"aoss:WriteDocument"

1,
"ResourceType": "index"
}
1,
"Principal": [
"arn:aws:iam: :{your-account-id}:role/PipelineRole",
"arn:aws:iam::{your-account-id}:role/Admin"
1,

"Description": "Rule 1"

7. Replace the Principal elements. The first principal should specify the pipeline role that you
created. The second should specify a user or role that you can use to query the collection later.

8. Choose Next. Name the access policy pipeline-domain-access and choose Next again.

9. Review your collection configuration and choose Submit.

When the collection is active, note the OpenSearch endpoint under Endpoint (for example,
https://{collection-id}.us-east-1.aoss.amazonaws.com). You'll need it when you
create your pipeline.

Step 3: Create a pipeline

Now that you have a collection and a role with the appropriate access rights, you can create a
pipeline.
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To create a pipeline

1.

Within the Amazon OpenSearch Service console, choose Pipelines from the left navigation
pane.

Choose Create pipeline.
Name the pipeline serverless-ingestion and keep the capacity settings as their defaults.

In this tutorial, we'll create a simple sub-pipeline called 1og-pipeline that uses the HTTP
source plugin. The plugin accepts log data in a JSON array format. We'll specify a single
OpenSearch Serverless collection as the sink, and ingest all data into the my_logs index.

Under Pipeline configuration, paste the following YAML configuration into the editor:

version: "2"
log-pipeline:
source:
http:
path: "/${pipelineName}/test_ingestion_path"
processor:
- date:
from_time_received: true
destination: "@timestamp"
sink:
- opensearch:
hosts: [ "https://{collection-id}.us-east-1.aoss.amazonaws.com" ]
index: "my_logs"
aws:
sts_role_arn: "arn:aws:iam::{your-account-id}:role/PipelineRole"
region: "us-east-1"
serverless: true

Replace the hosts URL with the endpoint of the collection that you created in the previous
section. Replace the sts_role_arn parameter with the ARN of PipelineRole. Optionally,
modify the region.

Choose Validate pipeline and make sure that the validation succeeds.

For simplicity in this tutorial, we'll configure public access for the pipeline. Under Network,
choose Public access.

For information about configuring VPC access, see the section called “Securing pipelines within
a VPC".
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8. Keep log publishing enabled in case you encounter any issues while completing this tutorial.
For more information, see the section called “Monitoring pipeline logs".

Specify the following log group name: /aws/vendedlogs/OpenSearchIngestion/
serverless-ingestion/audit-logs

9. Choose Next. Review your pipeline configuration and choose Create pipeline. The pipeline
takes 5-10 minutes to become active.

Step 4: Ingest some sample data

When the pipeline status is Active, you can start ingesting data into it. You must sign all HTTP
requests to the pipeline using Signature Version 4. Use an HTTP tool such as Postman or awscurl to

send some data to the pipeline. As with indexing data directly to a collection, ingesting data into a
pipeline always requires either an IAM role or an IAM access key and secret key.

(@ Note

The principal signing the request must have the osis:Ingest IAM permission.

First, get the ingestion URL from the Pipeline settings page:

Pipeline settings I Delete pipeline ‘ { Edit capacity \ ‘ Edit log publishing options
Pipeline name Status Publish to CloudWatch logs
ingestion-pipeline @© Active False
Created on CloudWatch log group
Pipeline capacity Info
March 28, 2023, 10:16 am
1-4 Ingestion-OCU
Last updated on Pipeline ARN
March 28, 2023, 10:16 am arn:aws.osis:us-west-2: :pipeline/ingestion-

pipeline

Ingestion URL
ingestion-pipeline-s6uaxs7gpzddessxrczhnnhcb4.us-west-
2.0sis.amazonaws.com

Then, ingest some sample data. The following sample request uses awscurl to send a single log file
to the my_logs index:

awscurl --service osis --region us-east-1 \
-X POST \
-H "Content-Type: application/json" \
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-d
"[{"time":"2014-08-11T11:40:13+00:00", "remote_addr":"122.226.223.69", "status":"404", "request":
http://www.k2proxy.com//hello.html HTTP/1.1","http_user_agent":"Mozilla/4.0
(compatible; WOw64; SLCC2;)"}]1' \

https://{pipeline-endpoint}.us-east-1.0sis.amazonaws.com/log-pipeline/

test_ingestion_path

You should see a 200 OK response.

Now, query the my_logs index to ensure that the log entry was successfully ingested:

awscurl --service aoss --region us-east-1 \
-X GET \
https://{collection-id}.us-east-1.aoss.amazonaws.com/my_logs/_search | json_pp

Sample response:

"took":348,
"timed_out":false,
" shards":{

"total":0,

"successful":0,

"skipped":0,

"failed":0

I
"hits":{

"total":{
"value":1,
"relation":"eq"

},

"max_score":1.0,

"hits":[

{

_index":"my_logs",

"_id":"1%3A0%3ARIgDvIcBTy5ml12xrKE-y",

" score":1.0,

_source":{
"time":"2014-08-11T11:40:13+00:00",
"remote_addr":"122.226.223.69",
"status":"404",
"request":"GET http://www.k2proxy.com//hello.html HTTP/1.1",
"http_user_agent":"Mozilla/4.0 (compatible; WOw64; SLCC2;)",
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"@timestamp":"2023-04-26T05:22:16.204Z2"

Related resources

This tutorial presented a simple use case of ingesting a single document over HTTP. In production
scenarios, you'll configure your client applications (such as Fluent Bit, Kubernetes, or the
OpenTelemetry Collector) to send data to one or more pipelines. Your pipelines will likely be more
complex than the simple example in this tutorial.

To get started configuring your clients and ingesting data, see the following resources:

» Creating and managing pipelines

» Configuring your clients to send data to OpenSearch Ingestion

« Data Prepper documentation

Overview of pipeline features in Amazon OpenSearch Ingestion

Amazon OpenSearch Ingestion provisions pipelines, which consist of a source, a buffer, zero or
more processors, and one or more sinks. Ingestion pipelines are powered by Data Prepper as the
data engine. For an overview of the various components of a pipeline, see the section called “Key

concepts”.

The following sections provide an overview of some of the most commonly used features in
Amazon OpenSearch Ingestion.

(® Note

This is not an exhaustive list of features that are available for pipelines. For comprehensive
documentation of all available pipeline functionality, see the Data Prepper documentation.
Note that OpenSearch Ingestion places some constraints on the plugins and options that

you can use. For more information, see the section called “Supported plugins and options”.

Topics
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 Persistent buffering
« Splitting
« Chaining

o Dead-letter queues

« Index management

» End-to-end acknowledgement

» Source back pressure

Persistent buffering

Persistent buffering protects the durability of data entering a pipeline. With persistent buffering,
you don't need need to set up and manage a standalone buffer.

OpenSearch Ingestion automatically determines the required buffering capacity from your pipeline
configuration. It allocates the appropriate amount of compute and buffering capacity from the
pool of minimum and maximum capacity units that are configured for the pipeline.

To tune your persistent buffer, you specify both minimum and maximum capacity units for a
pipeline. OpenSearch Ingestion internally allocates the necessary compute and buffering capacity
based on the Ingestion OpenSearch Compute Units (Ingestion OCUs) that you specify. For more
information about specifying minimum and maximum capacity units for a pipeline, see Scaling

pipelines.

By default, pipelines use an Amazon managed key to encrypt buffer data. Pipelines with persistent
buffering and Amazon managed keys don't need any additional permissions for the pipeline role.
For more information about Amazon managed keys, see Amazon KMS keys.

Alternately, you can specify a customer managed key and add the following IAM permissions to the
pipeline role. For more information, see Key policies in Amazon Key Management Service.

Specify the following IAM permissions policy and attach it to your pipeline role:

"Version": "2012-10-17",
"Statement": [
{

"Sid": "KeyAccess",
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"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext"

1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

}

(@ Note

You can enable persistent buffering when you're creating or updating a pipeline. You can
also disable persistent buffering when you're updating a pipeline. If you disable persistent
buffering, your pipeline will be updated to run entirely on in-memory buffering.

Splitting

You can configure an OpenSearch Ingestion pipeline to split incoming events into a sub-pipeline,
allowing you to perform different types of processing on the same incoming event.

The following example pipeline splits incoming events into two sub-pipelines. Each sub-pipeline
uses its own processor to enrich and manipulate the data, and then sends the data to different
OpenSearch indexes.

version: "2"

log-pipeline:
source:
http:

sink:
- pipeline:
name: "logs_enriched_one_pipeline"
- pipeline:

name: "logs_enriched_two_pipeline

logs_enriched_one_pipeline:
source:
log-pipeline
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processor:

sink:
- opensearch:
# Provide a domain or collection endpoint
# Enable the 'serverless' flag if the sink is an OpenSearch Serverless
collection
aws:

index: "enriched_one_logs"

logs_enriched_two_pipeline:
source:
log-pipeline
processor:

sink:
- opensearch:
# Provide a domain or collection endpoint
# Enable the 'serverless' flag if the sink is an OpenSearch Serverless
collection
aws:

index: "enriched_two_logs"

Chaining

You can chain multiple sub-pipelines together in order to perform data processing and enrichment
in chunks. In other words, you can enrich an incoming event with certain processing capabilities in
one sub-pipeline, then send it to another sub-pipeline for additional enrichment with a different
processor, and finally send it to its OpenSearch sink.

In the following example, the 1og_pipeline sub-pipeline enriches an incoming log event with

a set of processors, then sends the event to an OpenSearch index named enriched_logs. The
pipeline sends the same event to the 1log_advanced_pipeline sub-pipeline, which processes it
and sends it to a different OpenSearch index named enriched_advanced_logs.

version: "2"

log-pipeline:
source:
http:
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processor:

sink:
- opensearch:
# Provide a domain or collection endpoint
# Enable the 'serverless' flag if the sink is an OpenSearch Serverless
collection
aws:

index: "enriched_logs"
- pipeline:
name: "log_advanced_pipeline"

log_advanced_pipeline:
source:
log-pipeline
processor:

sink:
- opensearch:
# Provide a domain or collection endpoint
# Enable the 'serverless' flag if the sink is an OpenSearch Serverless
collection
aws:

index: "enriched_advanced_logs"

Dead-letter queues

Dead-letter queues (DLQs) are destinations for events that a pipeline fails to write to a sink. In
OpenSearch Ingestion, you must specify a Amazon S3 bucket with appropriate write permissions
to be used as the DLQ. You can add a DLQ configuration to every sink within a pipeline. When a
pipeline encounters write errors, it creates DLQ objects in the configured S3 bucket. DLQ objects
exist within a JSON file as an array of failed events.

A pipeline writes events to the DLQ when either of the following conditions are met:

« Themax_retries for the OpenSearch sink have been exhausted. OpenSearch Ingestion requires
a minimum of 16 for this option.

« Events are rejected by the sink due to an error condition.

Dead-letter queues 220



Amazon OpenSearch Service Developer Guide

Configuration

To configure a dead-letter queue for a sub-pipeline, specify the d1q option within the
opensearch sink configuration:

apache-log-pipeline:

sink:
opensearch:
dlq:
s3:

bucket: "my-dlg-bucket"
key_path_prefix: "dlg-files"
region: "us-west-2"
sts_role_arn: "arn:aws:iam::123456789012:role/dlg-role"

Files written to this S3 DLQ will have the following naming pattern:

dlg-v${version}-${pipelineName}-${pluginId}-${timestampIso8601}-${uniqueId}

For more information, see Dead-Letter Queues (DLQ).

For instructions to configure the sts_role_axrn role, see the section called “Writing to a dead-
letter queue”.

Example

Consider the following example DLQ file:

dlg-v2-apache-log-pipeline-opensearch-2023-04-05T15:26:19.152938Z-e7eb675a-
f558-4048-8566-dacl5a4f8343

Here's an example of data that failed to be written to the sink, and is sent to the DLQ S3 bucket for
further analysis:

Record_0

pluginId "opensearch"
pluginName "opensearch"
pipelineName "apache-log-pipeline"
failedData

index "logs"

indexId null
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status 0
message '"Number of retries reached the limit of max retries (configured value 15)"
document

log "sample log"

timestamp "2023-04-14T10:36:01.0702"
Record_1

pluginId "opensearch"

pluginName "opensearch"

pipelineName "apache-log-pipeline"
failedData

index "logs"

indexId null

status 0

message "Number of retries reached the limit of max retries (configured value 15)"
document

log "another sample log"
timestamp "2023-04-14T10:36:01.0712"

Index management
Amazon OpenSearch Ingestion has many index management capabilities, including the following.

Creating indexes

You can specify an index name in a pipeline sink and OpenSearch Ingestion creates the index when
it provisions the pipeline. If an index already exists, the pipeline uses it to index incoming events.

If you stop and restart a pipeline, or if you update its YAML configuration, the pipeline attempts to
create new indexes if they don't already exist. A pipeline can never delete an index.

The following example sinks create two indexes when the pipeline is provisioned:

sink:
- opensearch:
index: apache_logs
- opensearch:
index: nginx_logs

Generating index names and patterns

You can generate dynamic index names by using variables from the fields of incoming events.
In the sink configuration, use the format string${} to signal string interpolation, and use
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a JSON pointer to extract fields from events. The options for index_type are custom or
management_disabled. Because index_type defaults to custom for OpenSearch domains and
management_disabled for OpenSearch Serverless collections, it can be left unset.

For example, the following pipeline selects the metadataType field from incoming events to
generate index names.

pipeline:

sink:
opensearch:
index: "metadata-${metadataTypel}"

The following configuration continues to generate a new index every day or every hour.
pipeline:

sink:
opensearch:
index: "metadata-${metadataTypel}-%{yyyy.MM.dd}"

pipeline:

sink:
opensearch:
index: "metadata-${metadataTypel}-%{yyyy.MM.dd.HH}"

The index name can also be a plain string with a date-time pattern as a suffix, such as my-index-
%{yyyy.MM.dd}. When the sink sends data to OpenSearch, it replaces the date-time pattern
with UTC time and creates a new index for each day, such as my-index-2022.01.25. For more
information, see the DateTimeFormatter class.

This index name can also be a formatted string (with or without a date-time pattern suffix), such
as my-${index}-name. When the sink sends data to OpenSearch, it replaces the "${index}"
portion with the value in the event being processed. If the format is "${index1/index2/
index3}", it replaces the field index1/index2/index3 with its value in the event.

Generating document IDs

A pipeline can generate a document ID while indexing documents to OpenSearch. It can infer these
document IDs from the fields within incoming events.
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This example uses the uuid field from an incoming event to generate a document ID.

pipeline:

sink:
opensearch:
index_type: custom
index: "metadata-${metadataTypel}-%{yyyy.MM.dd}"
document_id_field: "uuid"

In the following example, the Add entries processor merges the fields uuid and other_field
from the incoming event to generate a document ID.

The create action ensures that documents with identical IDs aren't overwritten. The pipeline
drops duplicate documents without any retry or DLQ event. This is a reasonable expectation for
pipeline authors who use this action, because the goals is to avoid updating existing documents.

pipeline:

processor:
- add_entries:
entries:
- key: "my_doc_id_field"
format: "${uuid}-${other_field}"
sink:
- opensearch:

action: "create"
document_id_field: "my_doc_id_field"

You might want to set an event's document ID to a field from a sub-object. In the following
example, the OpenSearch sink plugin uses the sub-object info/id to generate a document ID.

sink:
- opensearch:

document_id_field: info/id

Given the following event, the pipeline will generate a document with the _id field set to
json001:
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{
"fieldA":"arbitrary value",
"info":{
"id":"json00Q1",
"fieldA":"xyz",
"fieldB":"def"
}
}

Generating routing IDs

You can use the routing_field option within the OpenSearch sink plugin to set the value of a
document routing property (_routing) to a value from an incoming event.

Routing supports JSON pointer syntax, so nested fields also are available, not just top-level fields.

sink:
- opensearch:

routing_field: metadata/id
document_id_field: id

Given the following event, the plugin generates a document with the _routing field set to abcd:

{
"id":"123",
"metadata":{
"id":"abcd",
"fieldA":"valueA"
},
"fieldB":"valueB"
}

For instructions to create index templates that pipelines can use during index creation, see Index
templates.

End-to-end acknowledgement

OpenSearch Ingestion ensures the durability and reliability of data by tracking its delivery from
source to sinks in stateless pipelines using end-to-end acknowledgement. Currently, only the S3
source plugin supports end-to-end acknowledgement.
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With end-to-end acknowledgement, the pipeline source plugin creates an acknowledgement

set to monitor a batch of events. It receives a positive acknowledgement when those events are
successfully sent to their sinks, or a negative acknowledgement when any of the events could not
be sent to their sinks.

In the event of a failure or crash of a pipeline component, or if a source fails to receive an
acknowledgement, the source times out and takes necessary actions such as retrying or logging
the failure. If the pipeline has multiple sinks or multiple sub-pipelines configured, event-level
acknowledgements are sent only after the event is sent to all sinks in all sub-pipelines. If a sink has
a DLQ configured, end-to-end acknowledgements also tracks events written to the DLQ.

To enable end-to-end acknowledgement, include the acknowledgments option within the source
configuration:

s3-pipeline:
source:
s3:
acknowledgments: true

Source back pressure

A pipeline can experience back pressure when it's busy processing data, or if its sinks are
temporarily down or slow to ingest data. OpenSearch Ingestion has different ways of handling
back pressure depending on the source plugin that a pipeline is using.

HTTP source

Pipelines that use the HTTP source plugin handle back pressure differently depending on which
pipeline component is congested:

« Buffers — When buffers are full, the pipeline starts returning HTTP status REQUEST_TIMEOUT
with error code 408 back to the source endpoint. As buffers are freed up, the pipeline starts
processing HTTP events again.

» Source threads — When all HTTP source threads are busy executing requests and the
unprocessed request queue size has exceeded the maximum allowed number of requests, the
pipeline starts to return HTTP status TOO_MANY_REQUESTS with error code 429 back to the
source endpoint. When the request queue drops below the maximum allowed queue size, the
pipeline starts processing requests again.
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OTel source

When buffers are full for pipelines that use OpenTelemetry sources (OTel logs, OTel metrics, and
OTel trace), the pipeline starts to return HTTP status REQUEST_TIMEOUT with error code 408 to
the source endpoint. As buffers are freed up, the pipeline starts processing events again.

S3 source

When buffers are full for pipelines with an S3 source, the pipelines stop processing SQS
notifications. As the buffers are freed up, the pipelines start processing notifications again.

If a sink is down or unable to ingest data and end-to-end acknowledgement is enabled
for the source, the pipeline stops processing SQS notifications until it receives a successful
acknowledgement from all sinks.

Creating Amazon OpenSearch Ingestion pipelines

A pipeline is the mechanism that Amazon OpenSearch Ingestion uses to move data from its source
(where the data comes from) to its sink (where the data goes). In OpenSearch Ingestion, the sink
will always be a single Amazon OpenSearch Service domain, while the source of your data could be
clients like Amazon S3, Fluent Bit, or the OpenTelemetry Collector.

For more information, see Pipelines in the OpenSearch documentation.

Topics

» Prerequisites and required roles

» Permissions required

» Specifying the pipeline version

» Specifying the ingestion path

» Creating pipelines

» Tracking the status of pipeline creation

» Using blueprints to create a pipeline

Prerequisites and required roles

In order to create an OpenSearch Ingestion pipeline, you must have the following resources:
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« An IAM role that OpenSearch Ingestion will assume in order to write to the sink. You will include
this role ARN in your pipeline configuration.

« An OpenSearch Service domain or OpenSearch Serverless collection to act as the sink. If you're
writing to a domain, it must be running OpenSearch 1.0 or later, or Elasticsearch 7.4 or later. The
sink must have an access policy that grants the appropriate permissions to your IAM pipeline
role.

For instructions to create these resources, see the following topics:

 the section called “Allowing pipelines to write to domains”

« the section called “Allowing pipelines to write to serverless collections”

(® Note

If you're writing to a domain that uses fine-grained access control, there are extra steps you
need to complete. See the section called “Step 3: Map the pipeline role (only for domains

that use fine-grained access control)"”.

Permissions required

OpenSearch Ingestion uses the following IAM permissions for creating pipelines:

e 0sis:CreatePipeline - Create a pipeline.
« osis:ValidatePipeline - Check whether a pipeline configuration is valid.

« iam:PassRole - Pass the pipeline role to OpenSearch Ingestion so that it can write data to the
domain. This permission must be on the pipeline role resource (the ARN that you specify for the

sts_role_axrn option in the pipeline configuration), or simply * if you plan to use different
roles in each pipeline.

For example, the following policy grants permission to create a pipeline:

"Version":"2012-10-17",
"Statement": [
{
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"Effect":"Allow",

"Resource":"*",

"Action": [
"osis:CreatePipeline",
"osis:ListPipelineBlueprints",
"osis:ValidatePipeline"

"Resource": [
"arn:aws:iam::{your-account-id}:role/{pipeline-role}"

1,
"Effect":"Allow",
"Action":[

"iam:PassRole"
]

OpenSearch Ingestion also includes a permission called osis:Ingest, which is required in order
to send signed requests to the pipeline using Signature Version 4. For more information, see the

section called “Creating an ingestion role".

(® Note

In addition, the first user to create a pipeline in an account must have permissions for
the iam:CreateServicelinkedRole action. For more information, see pipeline role
resource.

For more information about each permission, see Actions, resources, and condition keys for
OpenSearch Ingestion in the Service Authorization Reference.

Specifying the pipeline version

When you configure a pipeline, you must specify the major version of Data Prepper that the
pipeline will run. To specify the version, include the version option in your pipeline configuration:

version:

112 "

log-pipeline:
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source:

When you choose Create, OpenSearch Ingestion determines the latest available minor version of
the major version that you specify, and provisions the pipeline with that version. For example, if
you specify version: "2", and the latest supported version of Data Prepper is 2.1.1, OpenSearch
Ingestion provisions your pipeline with version 2.1.7. We don't publicly display the minor version
that your pipeline is running.

In order to upgrade your pipeline when a new major version of Data Prepper is available, edit the
pipeline configuration and specify the new version. You can't downgrade a pipeline to an earlier
version.

® Note

OpenSearch Ingestion doesn't immediately support new versions of Data Prepper as soon
as they're released. There will be some lag between when a new version is publicly available
and when it's supported in OpenSearch Ingestion. In addition, OpenSearch Ingestion might
explicitly not support certain major or minor versions altogether. For a comprehensive list,
see the section called “Supported Data Prepper versions”.

Any time you make a change to your pipeline that initiates a blue/green deployment, OpenSearch
Ingestion can upgrade it to the latest minor version of the major version that's currently configured
in the pipeline YAML file. For more information, see the section called “Blue/green deployments for
pipeline updates”. OpenSearch Ingestion can't change the major version of your pipeline unless you
explicitly update the version option within the pipeline configuration.

Specifying the ingestion path

For pull-based sources like OTel trace and OTel metrics, OpenSearch Ingestion requires the
additional path option in your source configuration. The path is a string such as /1log/ingest,
which represents the URI path for ingestion. This path defines the URI that you use to send data to
the pipeline.

For example, say you specify the following entry sub-pipeline for an ingestion pipeline named
logs:

entry-pipeline:
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source:
http:
path: "/my/test_path"

When you ingest data into the pipeline, you must specify the following endpoint in your client
configuration: https://logs-abcdefgh.us-west-2.0sis.amazonaws.com/my/test_path.

The path must start with a slash (/) and can contain the special characters '-','_', ',
and'/', as well as the ${pipelineName} placeholder. If you use ${pipelineName}
(such as path: "/${pipelineName}/test_path"), the variable is replaced with the
name of the associated sub-pipeline. In this example, it would be https://logs.us-
west-2.0sis.amazonaws.com/entry-pipeline/test_path.

Creating pipelines

This section describes how to create OpenSearch Ingestion pipelines using the OpenSearch Service
console and the Amazon CLI.

Console
To create a pipeline

1. Signin to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/

home.

2. Choose Pipelines in the left navigation pane and choose Create pipeline.
3. Enter a name for the pipeline.

4. (Optional) Choose Enable persistent buffer. A persistent buffer stores your data in a disk-
based buffer across multiple AZs. For more information, see Persistent buffering. If you enable

persistent buffer, select the Amazon Key Management Service key to encrypt the buffer data.

5. Configure the minimum and maximum pipeline capacity in Ingestion OpenSearch Compute
Units (OCUs). For more information, see the section called “Scaling pipelines”.

6. Under Pipeline configuration, provide your pipeline configuration in YAML format. A single
pipeline configuration file can contain 1-10 sub-pipelines. Each sub-pipeline is a combination
of a single source, zero or more processors, and a single sink. For OpenSearch Ingestion, the
sink must always be an OpenSearch Service domain. For a list of supported options, see the
section called “Supported plugins and options".
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® Note

You must include the sts_role_arn and sigv4 options in each sub-pipeline. The
pipeline assumes the rule defined in sts_role_arn to sign requests to the domain.
For more information, see the section called “Allowing pipelines to write to domains”.

The following sample configuration file uses the HTTP source and Grok plugins to process
unstructured log data and send it to an OpenSearch Service domain. The sub-pipeline is
named log-pipeline.

version: "2"
log-pipeline:
source:
http:
path: "/log/ingest"
processor:
- grok:
match:
log: '%{COMMONAPACHELOG} "' ]
- date:
from_time_received: true
destination: "@timestamp"

sink:
- opensearch:

hosts: [ "https://search-my-domain.us-east-1.es.amazonaws.com" ]

index: "apache_logs"

aws:
sts_role_arn: "arn:aws:iam::123456789012:role/{pipeline-role}"
region: "us-east-1"

(@ Note

If you specify multiple sinks within a YAML pipeline definition, they must all be the
same OpenSearch Service domain. An OpenSearch Ingestion pipeline can't write to
multiple different domains.
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You can build your own pipeline configuration, or choose Upload file and import an existing
configuration for a self-managed Data Prepper pipeline. Alternatively, you can use a
configuration blueprint.

7. After you configure your pipeline, choose Validate pipeline to confirm that your configuration
is correct. If the validation fails, fix the errors and re-run the validation.

8. Under Network, choose either VPC access or Public access. If you choose Public access, skip
to the next step. If you choose VPC access, configure the following settings:

Setting Description

VPC Choose the ID of the virtual private cloud (VPC) that you want to
use. The VPC and pipeline must be in the same Amazon Web Services
Region.

Subnets Choose one or more subnets. OpenSearch Service will place a VPC

endpoint and elastic network interfaces in the subnets.

Security groups  Choose one or more VPC security groups that allow your required
application to reach the OpenSearch Ingestion pipeline on the ports (80
or 443) and protocols (HTTP or HTTPs) exposed by the pipeline.

For more information, see the section called “Securing pipelines within a VPC".

9. (Optional) Under Tags, add one or more tags (key-value pairs) to your pipeline. For more
information, see the section called “Tagging pipelines”.

10. (Optional) Under Log publishing options, turn on pipeline log publishing to Amazon
CloudWatch Logs. We recommend that you enable log publishing so that you can more easily
troubleshoot pipeline issues. For more information, see the section called “Monitoring pipeline
logs”.

11. Choose Next.

12. Review your pipeline configuration and choose Create.

OpenSearch Ingestion runs an asynchronous process to build the pipeline. Once the pipeline status
is Active, you can start ingesting data.
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Amazon CLI

The create-pipeline command accepts the pipeline configuration as a string or within a .yaml file.

If you provide the configuration as a string, each new line must be escaped with \n. For example,
"log-pipeline:\n source:\n http:\n processor:\n - grok:\n

The following sample command creates a pipeline with the following configuration:

e Minimum of 4 Ingestion OCUs, maximum of 10 Ingestion OCUs
» Provisioned within a virtual private cloud (VPC)

« Log publishing enabled

aws 0sis create-pipeline \
--pipeline-name my-pipeline \
--min-units 4 \
--max-units 10 \
--log-publishing-options
IsLoggingEnabled=true,CloudWatchLogDestination={LogGroup="MyLogGroup"} \
--vpc-options
SecurityGroupIds={sg-12345678,sg-9012345},SubnetIds=subnet-1212234567834asdf \
--pipeline-configuration-body "file://pipeline-config.yaml"

OpenSearch Ingestion runs an asynchronous process to build the pipeline. Once the pipeline status
is Active, you can start ingesting data. To check the status of the pipeline, use the GetPipeline
command.

OpenSearch Ingestion API

To create an OpenSearch Ingestion pipeline using the OpenSearch Ingestion API, call the
CreatePipeline operation.

After your pipeline is successfully created, you can configure your client and start ingesting data
into your OpenSearch Service domain. For more information, see the section called “Working with

pipeline integrations”.

Tracking the status of pipeline creation

You can track the status of a pipeline as OpenSearch Ingestion provisions it and prepares it to
ingest data.
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Console

After you initially create a pipeline, it goes through multiple stages as OpenSearch Ingestion
prepares it to ingest data. To view the various stages of pipeline creation, choose the pipeline name
to see its Pipeline settings page. Under Status, choose View details.

A pipeline goes through the following stages before it's available to ingest data:

 Validation - Validating pipeline configuration. When this stage is complete, all validations have
succeeded.

» Create environment - Preparing and provisioning resources. When this stage is complete, the
new pipeline environment has been created.

» Deploy pipeline — Deploying the pipeline. When this stage is complete, the pipeline has been
successfully deployed.

« Check pipeline health — Checking the health of the pipeline. When this stage is complete, all
health checks have passed.

« Enable traffic - Enabling the pipeline to ingest data. When this stage is complete, you can start
ingesting data into the pipeline.

CLI

Use the get-pipeline-change-progress command to check the status of a pipeline. The following
Amazon CLI request checks the status of a pipeline named my-pipeline:

aws osis get-pipeline-change-progress \
--pipeline-name my-pipeline

Response:

"ChangeProgressStatuses": {
"ChangeProgressStages": [

{
"Description": "Validating pipeline configuration",
"LastUpdated": 1.671055851E9,
"Name": "VALIDATION",
"Status": "PENDING"
}

]I
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"StartTime": 1.671055851E9,
"Status": "PROCESSING",
"TotalNumberOfStages": 5

OpenSearch Ingestion API

To track the status of pipeline creation using the OpenSearch Ingestion API, call the
GetPipelineChangeProgress operation.

Using blueprints to create a pipeline

Rather than creating a pipeline definition from scratch, you can use configuration blueprints, which
are preconfigured YAML templates for common ingestion scenarios such as Trace Analytics or
Apache logs. Configuration blueprints help you easily provision pipelines without having to author
a configuration from scratch.

OpenSearch Ingestion includes the following blueprints:

» ALB access log pipeline — Extracts data from ALB access logs.

» Apache log pipeline - Extracts data from Apache using grok patterns.

» Apache log sampling — Extracts data from Apache logs and routes them to various indexes.
» CloudTrail log S3 pipeline — Enriches Amazon CloudTrail logs by pulling from an SQS queue.
» ELB access log S3 pipeline — Extracts data from ELB access logs using grok patterns.

» Generic log pipeline — Converts unstructured data to structured data using grok patterns and
index mapping templates.

» Log aggregation with conditional routing — Aggregates various logs received in a time window
and conditionally routes them to different indexes.

» Log to metric anomaly pipeline — Derives metrics from incoming logs and identifies anomalies.
» Log to metric pipeline — Derives metrics from incoming logs.

« Security Lake S3 parquet OCSF pipeline — Parses Open Cybersecurity Schema Framework
(OCSF) parquet files from Security Lake.

» S3 log pipeline - Listens to S3 Amazon SQS notifications and pulls data from S3 buckets.
« S3 select pipeline — Performs selective download from an S3 bucket.

» Trace Analytics pipeline — Enriches spans and generates a service-map (dependency graph of
services).
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» Trace to metric anomaly pipeline — Derives RED (rate, error, and duration) metrics from traces
and finds anomalies.

» VPC flow log pipeline — Extracts data from VPC flow logs using grok patterns.

« WAF access log pipeline — Parses Web Application Firewall (WAF) access logs and extracts data
using grok.

Console

To use a pipeline blueprint

1. Signin to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/
home.

2. Choose Pipelines in the left navigation pane and choose Create pipeline.
3. Under Pipeline configuration, choose Configuration blueprints.

4. Select a blueprint. The pipeline configuration populates with a sub-pipeline for the use case
you selected.

5. Review the commented-out text which guides you through configuring the blueprint.

/A Important

The pipeline blueprint isn't valid as-is. You need to make some modifications, such as
providing the Amazon Web Services Region and the role ARN to use for authentication,
otherwise pipeline validation will fail.

CLI

To get a list of all available blueprints using the Amazon CLI, send a list-pipeline-blueprints

request.

aws osis list-pipeline-blueprints

The request returns a list of all available blueprints.

To get more detailed information about a specific blueprint, use the get-pipeline-blueprint
command:
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aws osis get-pipeline-blueprint --blueprint-name AWS-ApachelogPipeline

This request returns the contents of the Apache log pipeline blueprint:

"Blueprint":{
"PipelineConfigurationBody":"###\n # Limitations: https://docs.aws.amazon.com/
opensearch-service/latest/ingestion/ingestion.html#ingestion-limitations\n###\n###\n
# apache-log-pipeline:\n # This pipeline receives logs via http (e.g. FluentBit),
extracts important values from the logs by matching\n # the value in the 'log' key
against the grok common Apache log pattern. The grokked logs are then sent\n # to
OpenSearch to an index named 'logs'\n###\n\nversion: \"2\"\napache-log-pipeline:\n
source:\n http:\n # Provide the path for ingestion. ${pipelineName} will be
replaced with pipeline name configured for this pipeline.\n # In this case it
would be \'"/apache-log-pipeline/logs\". This will be the FluentBit output URI value.
\n path: \"/${pipelineName}/logs\"\n processor:\n - grok:\n match:\n
log: [ \"%{COMMONAPACHELOG_DATATYPED}\" J\n sink:\n - opensearch:\n
# Provide an AWS OpenSearch Service domain endpoint\n # hosts: [ \"https://
search-mydomain-1la2a3a4a5a6a7a8a9aa9a8a7a.us-east-1.es.amazonaws.com\" J\n
aws:\n # Provide a Role ARN with access to the domain. This role should have
a trust relationship with osis-pipelines.amazonaws.com\n # sts_role_arn:
\"arn:aws:iam::123456789012:role/Example-Role\"\n # Provide the region of the
domain.\n # region: \"us-east-1\"\n # Enable the 'serverless' flag
if the sink is an Amazon OpenSearch Serverless collection\n # serverless:
true\n index: \"logs\"\n # Enable the S3 DLQ to capture any failed
requests in an S3 bucket\n # dlg:\n # s3:\n # Provide an
S3 bucket\n # bucket: \"your-dlg-bucket-name\"\n # Provide a key
path prefix for the failed requests\n # key_path_prefix: \"${pipelineName}/
logs/dlg\"\n # Provide the region of the bucket.\n # region:
\"us-east-1\"\n # Provide a Role ARN with access to the bucket. This role
should have a trust relationship with osis-pipelines.amazonaws.com\n #
sts_role_arn: \"arn:aws:iam::123456789012:role/Example-Role\"\n",
"BlueprintName" :"AWS-ApachelLogPipeline"

OpenSearch Ingestion API

To get information about pipeline blueprints using the OpenSearch Ingestion API, use the the
ListPipelineBlueprints and GetPipelineBlueprint operations.
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Viewing Amazon OpenSearch Ingestion pipelines

You can view the details about an Amazon OpenSearch Ingestion pipeline using the Amazon Web
Services Management Console, the Amazon CLI, or the OpenSearch Ingestion API.

Console
To view a pipeline

1. Signin to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/

home.

2. Choose Pipelines in the left navigation pane.

3. (Optional) To view pipelines with a particular status, choose Any status and select a status to
filter by.

A pipeline can have the following statuses:

» Creating - The pipeline is being created.

« Active - The pipeline is active and ready to ingest data.

« Updating - The pipeline is being updated.

» Deleting - The pipeline is being deleted.

e Create failed - The pipeline could not be created.

« Update failed - The pipeline could not be updated.

« Starting - The pipeline is starting.

o Start failed - The pipeline could not be started.

« Stopping - The pipeline is being stopped.

« Stopped - The pipeline is stopped and can be restarted at any time.

You're not billed for Ingestion OCUs when a pipeline is in the Create failed, Creating,
Deleting, and Stopped states.

CLI

To view pipelines using the Amazon CLI, send a list-pipelines request:

aws osis list-pipelines
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The request returns a list of all existing pipelines:

"NextToken": null,
"Pipelines": [

1y
"CreatedAt": 1.671055851E9,
"LastUpdatedAt": 1.671055851E9,
"MaxUnits": 4,
"MinUnits": 2,
"PipelineArn": "arn:aws:osis:us-west-2:123456789012:pipeline/log-pipeline",
"PipelineName": "log-pipeline",
"Status": "ACTIVE",
"StatusReason": {
"Description": "The pipeline is ready to ingest data."
}
},

"CreatedAt": 1.671055851E9,

"LastUpdatedAt": 1.671055851E9,

"MaxUnits": 2,

"MinUnits": 8,

"PipelineArn": "arn:aws:osis:us-west-2:123456789012:pipeline/another-
pipeline",

"PipelineName": "another-pipeline",

"Status": "CREATING",

"StatusReason": {

"Description": "The pipeline is being created. It is not able to ingest

data."

To get information about a single pipeline, use the get-pipeline command:
aws osis get-pipeline --pipeline-name "my-pipeline"

The request returns configuration information for the specified pipeline:

"Pipeline": {
"PipelineName": "my-pipeline",
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"PipelineArn": "arn:aws:osis:us-east-1:123456789012:pipeline/my-pipeline",
"MinUnits": 9,

"MaxUnits": 10,

"Status": "ACTIVE",

"StatusReason": {

"Description": "The pipeline is ready to ingest data."
},
"PipelineConfigurationBody": "log-pipeline:\n source:\n http:\n processor:\n
- grok:\n match:\nlog: '%{COMMONAPACHELOG}"' J\n - date:\n from_time_received: true

\n destination: \"@timestamp\"\n sink:\n - opensearch:\n hosts: [ \"https://search-
mdp-performance-test-duxkb4qnycd63rpybsvmvyvfpi.us-east-1.es.amazonaws.com\" J\n index:
\'"apache_logs\"\n aws_sts_role_arn: \"arn:aws:iam::123456789012:role/my-domain-role
\"\n aws_region: \"us-east-1\"\n aws_sigv4: true",,

"CreatedAt": "2022-10-01T15:28:05+00:00",

"LastUpdatedAt": "2022-10-21T21:41:08+00:00",

"IngestEndpointUrls": [

"my-pipeline-123456789012.us-east-1.0sis.amazonaws.com"

OpenSearch Ingestion API

To view OpenSearch Ingestion pipelines using the OpenSearch Ingestion API, call the ListPipelines
and GetPipeline operations.

Updating Amazon OpenSearch Ingestion pipelines

You can update Amazon OpenSearch Ingestion pipelines using the Amazon Web Services
Management Console, the Amazon CLI, or the OpenSearch Ingestion API. OpenSearch Ingestion
initiates a blue/green deployment when you update a pipeline's YAML configuration. For more
information, see the section called “Blue/green deployments for pipeline updates”.

Topics

+ Considerations

o Permissions required

» Updating pipelines

» Blue/green deployments for pipeline updates
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Considerations

Consider the following when you update a pipeline:

» You can edit a pipeline's capacity limits, log publishing options, and YAML configuration. You
can't edit its name or network settings.

« If your pipeline writes to a VPC domain sink, you can't go back and change the sink to a different
VPC domain after the pipeline is created. You must delete and recreate the pipeline with the new
sink. You can still switch the sink from a VPC domain to a public domain, from a public domain to
a VPC domain, or from a public domain to another public domain.

» You can switch the pipeline sink at any time between a public OpenSearch Service domain and
an OpenSearch Serverless collection.

« When you update a pipeline's YAML configuration, OpenSearch Ingestion initiates a blue/green
deployment. For more information, see the section called “Blue/green deployments for pipeline

updates”.
« When you update a pipeline's YAML configuration, OpenSearch Ingestion can automatically

upgrade your pipeline to the latest supported minor version of the major version of Data Prepper
that's specified in the pipeline configuration. This process keeps your pipeline up to date with the
latest bug fixes and performance improvements.

» You can still make updates to your pipeline when it's stopped.

Permissions required

OpenSearch Ingestion uses the following IAM permissions for updating pipelines:

e osis:UpdatePipeline - Update a pipeline.
« osis:ValidatePipeline - Check whether a pipeline configuration is valid.

« iam:PassRole - Pass the pipeline role to OpenSearch Ingestion so that it can write data to the
domain. This permission is only required if you're updating the pipeline YAML configuration, not
if you're modifying other settings such as log publishing or capacity limits.

For example, the following policy grants permission to update a pipeline:

"Version":"2012-10-17",
"Statement": [
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{

"Effect":"Allow",

"Resource":"*",

"Action":[
"osis:UpdatePipeline",
"osis:ValidatePipeline"

]

.
{

"Resource":[
"arn:aws:iam::{your-account-id}:role/{pipeline-role}"

1,

"Effect":"Allow",

"Action":[

"iam:PassRole"

]

}

Updating pipelines

You can update Amazon OpenSearch Ingestion pipelines using the Amazon Web Services
Management Console, the Amazon CLI, or the OpenSearch Ingestion API.

Console
To update a pipeline

1. Sign in to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/
home.

2. Choose Pipelines in the left navigation pane.

3. Choose a pipeline to open its settings. You can edit a pipeline's capacity limits, log publishing
options, and YAML configuration. You can't edit its name or network settings.

4. When you're done making changes, choose Save.

CLI

To update a pipeline using the Amazon CLI, send an update-pipeline request. The following sample
request uploads a new configuration file and updates the minimum and maximum capacity values:
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aws osis update-pipeline \
--pipeline-name "my-pipeline" \
--pipline-configuration-body "file://new-pipeline-config.yaml" \
--min-units 11 \
--max-units 18

OpenSearch Ingestion API

To update an OpenSearch Ingestion pipeline using the OpenSearch Ingestion API, call the
UpdatePipeline operation.

Blue/green deployments for pipeline updates

OpenSearch Ingestion initiates a blue/green deployment process when you update a pipeline's
YAML configuration.

Blue/green refers to the practice of creating a new environment for pipeline updates and routing
traffic to the new environment after those updates are complete. The practice minimizes downtime
and maintains the original environment in the event that deployment to the new environment

is unsuccessful. Blue/green deployments themselves don't have any performance impact, but
performance might change if your pipeline configuration changes in a way that alters performance.

OpenSearch Ingestion blocks auto-scaling during blue/green deployments. You continue to be
charged only for traffic to the old pipeline until it's redirected to the new pipeline. Once traffic has
been redirected, you're only charged for the new pipeline. You're never charged for two pipelines
simultaneously.

When you update a pipeline's YAML configuration file, OpenSearch Ingestion can automatically
upgrade your pipeline to the latest supported minor version of the major version of Data Prepper
that's specified in the pipeline configuration. For example, you might have version: "2" in
your pipeline configuration, and OpenSearch Ingestion initially provisioned the pipeline with
version 2.1.0. When support for version 2.1.1 is added, and you make a change to your pipeline
configuration, OpenSearch Ingestion upgrades your pipeline to version 2.1.1.

This process keeps your pipeline up to date with the latest bug fixes and performance
improvements. OpenSearch Ingestion can't update the major version of your pipeline unless you
manually change the version option within the pipeline configuration.
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Stopping and starting Amazon OpenSearch Ingestion pipelines

Stopping and starting Amazon OpenSearch Ingestion pipelines helps you manage costs for
development and test environments. You can temporarily stop a pipeline instead of setting it up
and tearing it down each time that you use the pipeline.

Topics

« Overview of stopping and starting an OpenSearch Ingestion pipeline

» Stopping an OpenSearch Ingestion pipeline

« Starting an OpenSearch Ingestion pipeline

Overview of stopping and starting an OpenSearch Ingestion pipeline

You can stop a pipeline during periods where you don't need to ingest data into it. You can start
the pipeline again anytime you need to use it. Starting and stopping simplifies the setup and
teardown processes for pipelines used for development, testing, or similar activities that don't
require continuous availability.

While your pipeline is stopped, you aren't charged for any Ingestion OCU hours. You can still
update stopped pipelines, and they receive automatic minor version updates and security patches.

Don't use starting and stopping if you need to keep your pipeline running but it has more capacity
than you need. If your pipeline is too costly or not very busy, consider reducing its maximum
capacity limits. For more information, see the section called “Scaling pipelines”.

Stopping an OpenSearch Ingestion pipeline

To use an OpenSearch Ingestion pipeline or perform administration, you always begin with an
active pipeline, then stop the pipeline, and then start the pipeline again. While your pipeline is
stopped, you're not charged for Ingestion OCU hours.

Console
To stop a pipeline

1. Signin to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/

home.
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2. In the navigation pane, choose Pipelines, and then choose a pipeline. You can perform the
stop operation from this page, or navigate to the details page for the pipeline that you want to
stop.

3. For Actions, choose Stop pipeline.

If a pipeline can't be stopped and started, the Stop pipeline action isn't available.

Amazon CLI

To stop a pipeline using the Amazon CLI, call the stop-pipeline command with the following

parameters:

e --pipeline-name - the name of the pipeline.

Example
aws osis stop-pipeline --pipeline-name my-pipeline

OpenSearch Ingestion API

To stop a pipeline using the OpenSearch Ingestion API, call the StopPipeline operation with the
following parameter:

o PipelineName - the name of the pipeline.

Starting an OpenSearch Ingestion pipeline

You always start an OpenSearch Ingestion pipeline beginning with a pipeline that's already in
the stopped state. The pipeline keeps its configuration settings such as capacity limits, network
settings, and log publishing options.

Restarting a pipeline usually takes several minutes.
Console
To start a pipeline

1. Signin to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/

home.
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2. In the navigation pane, choose Pipelines, and then choose a pipeline. You can perform the
start operation from this page, or navigate to the details page for the pipeline that you want
to start.

3. For Actions, choose Start pipeline.

Amazon CLI

To start a pipeline by using the Amazon CLI, call the start-pipeline command with the following

parameters:

e --pipeline-name - the name of the pipeline.

Example
aws osis start-pipeline --pipeline-name my-pipeline

OpenSearch Ingestion API

To start an OpenSearch Ingestion pipeline using the OpenSearch Ingestion API, call the
StartPipeline operation with the following parameter:

« PipelineName - the name of the pipeline.

Deleting Amazon OpenSearch Ingestion pipelines

You can delete an Amazon OpenSearch Ingestion pipeline using the Amazon Web Services
Management Console, the Amazon CLI, or the OpenSearch Ingestion API. You can't delete a
pipeline when has a status of Creating or Updating.

Console
To delete a pipeline

1. Signin to the Amazon OpenSearch Service console at https://console.aws.amazon.com/aos/

home.

2. Choose Pipelines in the left navigation pane.

3. Select the pipeline that you want to delete and choose Delete.
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4. Confirm deletion and choose Delete.

CLI

To delete a pipeline using the Amazon CLI, send a delete-pipeline request:

aws osis delete-pipeline --pipeline-name "my-pipeline"

OpenSearch Ingestion API

To delete an OpenSearch Ingestion pipeline using the OpenSearch Ingestion API, call the
DeletePipeline operation with the following parameter:

e PipelineName - the name of the pipeline.

Supported plugins and options for Amazon OpenSearch
Ingestion pipelines

Amazon OpenSearch Ingestion supports a subset of sources, processors, and sinks compared to
open source Data Prepper. In addition, there are some constraints that OpenSearch Ingestion
places on the available options for each supported plugin. The following sections describe the
plugins and associated options that OpenSearch Ingestion supports.

® Note

OpenSearch Ingestion doesn't support any buffer plugins because it automatically
configures a default buffer. You receive a validation error if you include a buffer in your
pipeline configuration.

Topics

» Supported plugins

» Stateless versus stateful processors

» Configuration requirements and constraints
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Supported plugins

OpenSearch Ingestion supports the following Data Prepper plugins:

Sources:

Dynamodb
» OpenSearch

e« HTTP
« Kafka

» OTel logs
e OTel metrics

e QOTel trace
- 53

Processors:

» Aggregate
« Anomaly detector

. Csv

e Date
e Dissect

» Drop events
« Grok

» Key value
« Mutate event (series of processors)

» Mutate string (series of processors)

o Obfuscate
¢ OTel metrics

o OTel trace group

¢ QOTel trace
e Parse JSON
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» Service-map
» Trace peer forwarder

» User agent

Sinks:

« OpenSearch (supports OpenSearch Service, OpenSearch Serverless, and Elasticsearch 6.8 or
later)

. 53

Sink codecs:

e Avro

NDJSON
« JSON

Parquet

Stateless versus stateful processors

Stateless processors perform operations like transformations and filtering, while stateful processors
perform operations like aggregations, which remember the result of the previous run. OpenSearch
Ingestion supports the stateful processors Aggregate and Service-map. All other supported
processors are stateless.

For pipelines that contain only stateless processors, the maximum capacity limit is 96 Ingestion
OCUs. If a pipeline contains any stateful processors, the maximum capacity limit is 48 Ingestion
OCUs. However, if a pipeline has persistent buffering enabled, it can have a maximum of 384
Ingestion OCUs with only stateless processors, or 192 Ingestion OCUs if it contains any stateful
processors. For more information, see the section called “Scaling pipelines”.

End-to-end acknowledgment is only supported for stateless processors. For more information, see
the section called "End-to-end acknowledgement”.

Configuration requirements and constraints

Unless otherwise specified below, all options described in the Data Prepper configuration reference
for the supported plugins listed above are allowed in OpenSearch Ingestion pipelines. The
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following sections explain the constraints that OpenSearch Ingestion places on certain plugin
options.

(® Note

OpenSearch Ingestion doesn't support any buffer plugins because it automatically
configures a default buffer. You receive a validation error if you include a buffer in your
pipeline configuration.

Many options are configured and managed internally by OpenSearch Ingestion, such as
authenticationand acm_certificate_axrn. Other options, such as thread_count and
request_timeout, have performance impacts if changed manually. Therefore, these values are
set internally to ensure optimal performance of your pipelines.

Lastly, some options can't be passed to OpenSearch Ingestion, such as ism_policy_file and
sink_template, because they're local files when run in open source Data Prepper. These values
aren't supported.

Topics

» General pipeline options

o Grok processor

e HTTP source

» OpenSearch sink

o OTel metrics source, OTel trace source, and OTel logs source

» OTel trace group processor

o OTel trace processor

« Service-map processor

e S3 source

General pipeline options

The following general pipeline options are set by OpenSearch Ingestion and aren't supported in

pipeline configurations:

e« workers
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« delay

Grok processor

The following Grok processor options aren't supported:

e patterns_directories

« patterns_files_glob

HTTP source

The HTTP source plugin has the following requirements and constraints:

« The path option is required. The path is a string such as /1og/ingest, which represents the URI

path for log ingestion. This path defines the URI that you use to send data to the pipeline. For
example, https://log-pipeline.us-west-2.0sis.amazonaws.com/log/ingest. The
path must start with a slash (/), and can contain the special characters

the ${pipelineName} placeholder.

» The following HTTP source options are set by OpenSearch Ingestion and aren't supported in

pipeline configurations:

port

ssl

ssl_key_file
ssl_certificate_file
aws_region

authentication
unauthenticated_health_check
use_acm_certificate_for_ssl
thread_count
request_timeout
max_connection_count
max_pending_requests
health_check_service

acm_private_key_password

and '/', as well as

Configuration requirements and constraints
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e acm_certificate_timeout_millis

e acm_certificate_arn

OpenSearch sink

The OpenSearch sink plugin has the following requirements and limitations.

« The aws option is required, and must contain the following options:
e sts_role_arn
e region
« hosts
» serverless (if the sink is an OpenSearch Serverless collection)

« The sts_role_arn option must point to the same role for each sink within a YAML definition
file.

« The hosts option must specify an OpenSearch Service domain endpoint or an OpenSearch
Serverless collection endpoint. All hosts within a YAML definition file must point to the same
endpoint. You can't specify a custom endpoint for a domain; it must be the standard endpoint.

« If the hosts option is a serverless collection endpoint, you must set the serverless option to
true. In addition, if your YAML definition file contains the index_type option, it must be set to
management_disabled, otherwise validation fails.

» The following options aren't supported:
e username
e password
o cert
e proxy

« dlg_file - If you want to offload failed events to a dead letter queue (DLQ), you must use
the d1q option and specify an S3 bucket.

o ism_policy_file
e socket_timeout
« template_file

e insecure

b1 1 4
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OTel metrics source, OTel trace source, and OTel logs source

The OTel metrics source, OTel trace source, and OTel logs source plugins have the following

requirements and limitations:

« The path option is required. The path is a string such as /1log/ingest, which represents the URI

path for log ingestion. This path defines the URI that you use to send data to the pipeline. For
example, https://log-pipeline.us-west-2.0sis.amazonaws.com/log/ingest. The
path must start with a slash (/), and can contain the special characters
the ${pipelineName} placeholder.

» The following options are set by OpenSearch Ingestion and aren't supported in pipeline

configurations:

port

ssl

sslKeyFile
sslKeyCertChainFile

authentication

unauthenticated_health_check

useAcmCertForSSL
unframed_requests
proto_reflection_service
thread_count
request_timeout
max_connection_count
acmPrivateKeyPassword
acmCertIssueTimeOutMillis
health_check_service
acmCertificateArn

awsRegion

OTel trace group processor

and '/', as well as

fi i i t d traint . . . . .
TREBTE! (A 560D Y6 ¢cesor has the following requirements and limitations:
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« The aws option is required, and must contain the following options:
« sts_role_arn
e Tregion
« hosts

« The sts_role_arn option specify the same role as the pipeline role that you specify in the
OpenSearch sink configuration.

« The username, password, cert, and insecure options aren't supported.
» The aws_sigv4 option is required and must be set to true.

» The serverless option within the OpenSearch sink plugin isn't supported. The Otel trace
group processor doesn't currently work with OpenSearch Serverless collections.

« The number of otel_trace_group processors within the pipeline configuration body can't
exceed 8.

OTel trace processor

The OTel trace processor has the following requirements and limitations:

e The value of the trace_flush_interval option can't exceed 300 seconds.

Service-map processor

The Service-map processor has the following requirements and limitations:

o The value of the window_duration option can't exceed 300 seconds.

S3 source

The S3 source plugin has the following requirements and limitations:

The aws option is required, and must contain region and sts_role_arn options.

The value of the records_to_accumulate option can't exceed 200.

The value of the maximum_messages option can't exceed 10.

If specified, the disable_bucket_ownership_validation option must be set to false.

If specified, the input_serialization option must be set to parquet.
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Working with Amazon OpenSearch Ingestion pipeline
integrations

In order to successfully ingest data into an Amazon OpenSearch Ingestion pipeline, you must
configure your client application (the source) to send data to the pipeline endpoint. Your source
might be clients like Fluent Bit logs, the OpenTelemetry Collector, or a simple S3 bucket. The exact
configuration differs for each client.

The important differences during source configuration (compared to sending data directly to an
OpenSearch Service domain or OpenSearch Serverless collection) are the Amazon service name
(osis) and the host endpoint, which must be the pipeline endpoint.

Topics

» Constructing the ingestion endpoint

» Creating an ingestion role

» Using an OpenSearch Ingestion pipeline with Amazon DynamoDB

« Using an OpenSearch Ingestion pipeline with Amazon Managed Streaming for Apache Kafka

« Using an OpenSearch Ingestion pipeline with Amazon OpenSearch Service

« Using an OpenSearch Ingestion pipeline with Amazon S3

« Using an OpenSearch Ingestion pipeline with Amazon Security Lake

» Using an OpenSearch Ingestion pipeline with Fluent Bit

« Using an OpenSearch Ingestion pipeline with OpenTelemetry Collector

» Next steps

Constructing the ingestion endpoint

In order to ingest data into a pipeline, send it to the ingestion endpoint. To locate the ingestion
URL, navigate to the Pipeline settings page and copy the Ingestion URL:
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Pipeline settings Delete pipeline ‘ ’ Edit capacity ‘ ‘ Edit log publishing options
Pipeline name Status Publish to CloudWatch logs

ingestion-pipeline © Active False

Created on CloudWatch log group

Pipeline capacity Info
March 28, 2023, 10:16 am
1-4 Ingestion-OCU
Last updated on Pipeline ARN
March 28, 2023, 10:16 am arn:aws:osis:us-west-2: :pipeline/ingestion-
pipeline

Ingestion URL
ingestion-pipeline-s6uaxs7gpzddessxrczhnnhcb4.us-west-
2.0sis.amazonaws.com

To construct the full ingestion endpoint for pull-based sources like OTel trace and OTel metrics,
add the ingestion path from your pipeline configuration to the ingestion URL.

For example, say that your pipeline configuration has the following ingestion path:

entry-pipeline:
source:
http:
path: "/my/test_path"

The full ingestion endpoint, which you specify in your client configuration, will take the following
format: https://ingestion-pipeline-abcdefg.us-west-2.0sis.amazonaws.com/my/
test_path.

For more information, see the section called “Specifying the ingestion path”.

Creating an ingestion role

All requests to OpenSearch Ingestion must be signed with Signature Version 4. At minimum, the
role that signs the request must be granted permission for the osis:Ingest action, which allows

it to send data to an OpenSearch Ingestion pipeline.

For example, the following Amazon Identity and Access Management (IAM) policy allows the
corresponding role to send data to a single pipeline:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "osis:Ingest",
"Resource": "arn:aws:osis:us-east-1:{account-id}:pipeline/pipeline-name"
}
]
}
(® Note

To use the role for all pipelines, replace the ARN in the Resource element with a wildcard

(*).

Providing cross-account ingestion access

® Note

You can only provide cross-account ingestion access for public pipelines, not VPC pipelines.

You might need to ingest data into a pipeline from a different Amazon Web Services account, such
as an account that houses your source application. If the principal that is writing to a pipeline is in
a different account than the pipeline itself, you need to configure the principal to trust another IAM
role to ingest data into the pipeline.

To configure cross-account ingestion permissions

1. Create the ingestion role with osis:Ingest permission (described in the previous section)
within the same Amazon Web Services account as the pipeline. For instructions, see Creating
IAM roles.

2. Attach a trust policy to the ingestion role that allows a principal in another account to assume
it:

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{external-account-id}:root"
1,

"Action": "sts:AssumeRole"
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]
}

3. In the other account, configure your client application (for example, Fluent Bit) to assume the
ingestion role. In order for this to work, the application account must grant permissions to the
application user or role to assume the ingestion role.

The following example identity-based policy allows the attached principal to assume
ingestion-role from the pipeline account:

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::{account-id}:role/ingestion-role"
}
]

The client application can then use the AssumeRole operation to assume ingestion-role and
ingest data into the associated pipeline.

Using an OpenSearch Ingestion pipeline with Amazon DynamoDB

You can use an OpenSearch Ingestion pipeline with DynamoDB to stream DynamoDB table events
(such as create, update, and delete) to Amazon OpenSearch Service domains and collections. The
OpenSearch Ingestion pipeline incorporates change data capture (CDC) infrastructure to provide a
high-scale, low-latency way to continuously stream data from a DynamoDB table.

There are two ways that you can use DynamoDB as a source to process data—with and without a
full initial snapshot.

A full initial snapshot is a backup of a table that DynamoDB takes with the point-in-time recovery
(PITR) feature. DynamoDB uploads this snapshot to Amazon S3. From there, an OpenSearch
Ingestion pipeline sends it to one index in a domain, or partitions it to multiple indexes in a
domain. To keep the data in DynamoDB and OpenSearch consistent, the pipeline syncs all of

the create, update, and delete events in the DynamoDB table with the documents saved in the
OpenSearch index or indexes.
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When you use a full initial snapshot, your OpenSearch Ingestion pipeline first ingests the snapshot
and then starts reading data from DynamoDB Streams. It eventually catches up and maintains near
real-time data consistency between DynamoDB and OpenSearch. When you choose this option,
you must enable both PITR and a DynamoDB stream on your table.

You can also use the OpenSearch Ingestion integration with DynamoDB to stream events without

a snapshot. Choose this option if you already have a full snapshot from some other mechanism, or
if you just want to stream current events from a DynamoDB table with DynamoDB Streams. When
you choose this option, you only need to enable a DynamoDB stream on your table.

For more information about this integration, see DynamoDB zero-ETL integration with Amazon
OpenSea