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SAP NetWeaver Environment Setup for Linux on Amazon

SAP specialists, Amazon Web Services
Last updated: August 2022

This guide describes the prerequisites and procedures for setting up an environment on Amazon
Web Services prior to installing and running SAP NetWeaver for Linux in the Amazon Cloud.

This guide is intended for SAP architects, SAP engineers, IT architects, and IT administrators who
want to deploy SAP NetWeaver on Amazon.

About this Guide

This guide is part of a content series that provides detailed information about hosting, configuring,
and using SAP technologies in the Amazon Cloud. For the other guides in the series, ranging from
overviews to advanced topics, see the SAP on Amazon Technical Documentation home page.

Overview

Amazon Web Services provides various services and tools for deploying SAP products on the
Amazon Cloud platform. This guide discusses the steps required to use the Amazon Command Line
Interface (Amazon CLI) and Linux commands to set up and configure Amazon resources such as
Amazon Elastic Compute Cloud (Amazon EC2) instances, Amazon Elastic File System (Amazon EFS),
and Amazon Elastic Block Store (Amazon EBS) volumes to install a new SAP instance.

The guide also explains how to configure the SLES or RHEL operating systems for new SAP
NetWeaver installations. By the end of this document, you will have the Amazon infrastructure
ready to install an SAP NetWeaver instance.

Costs and Licenses

You are responsible for all costs related to your use of any Amazon services while following this
guide. Prices are subject to change. For full details, see the pricing pages for the Amazon services
that you intend to use.

You must already own a license for the SAP software and have access to download the SAP
software from the SAP Software Download Center (requires access to SAP Support).
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Prerequisites

Specialized Knowledge

Creating Amazon resources for SAP NetWeaver installation is an advanced topic. This guide
assumes familiarity with Amazon services and resources such as Amazon Virtual Private Cloud
(Amazon VPC), Amazon EC2, Amazon EBS, and security groups. The guide does not cover the setup
of Amazon VPC, subnets, and security groups, or the installation of SAP NetWeaver. If you are new
to Amazon, see the following content to get familiar with Amazon technologies:

o Getting started with Amazon

» Amazon EC2
« Amazon EBS
» Amazon VPC
» Amazon CLI

« Amazon EFS

Amazon also provides a Quick Start reference deployment to fast-track your SAP NetWeaver
deployment in the Amazon Cloud. The Quick Start leverages the Amazon programmable
infrastructure to provision resources quickly and deploy SAP NetWeaver—usually in less than an

hour, with minimal manual intervention.

Technical Requirements

Before you get started, complete the following preparatory tasks:

1. Make sure that you have the following information for your existing Amazon resources. You
will need this information when you run Amazon CLI commands to create your Amazon EC2
and Amazon EBS resources.

Information Description

Region ID Region where you want to deploy your
Amazon resources.

Prerequisites 3


https://www.amazonaws.cn/getting-started/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/concepts.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/efs/latest/ug/whatisefs.html
https://www.amazonaws.cn/quickstart/architecture/sap-netweaver-abap/

SAP NetWeaver on Amazon SAP NetWeaver Guides

Information Description

Availability Zone Availability Zone within your target region

where you want to deploy your resources
. (For a High Availability installation, you
would need two Availability Zones.)

Placement group Placement group you want to use to
logically group your Amazon EC2 instances
within an Availability Zone (recommended
for scale out SAP implementations).

Amazon VPCID Amazon VPC where you want to deploy your
Amazon EC2 instance for SAP installation.

Subnet ID Subnet where you want to deploy your
Amazon EC2 instance.

Linux AMI ID Amazon Machine Image (AMI) that will be
used to launch your Amazon EC2 instance.
You can find the latest Linux AMls in
Amazon Marketplace.

Key pair Make sure that you have generated the key
pair in your target region, and that you have
access to the private key.

Security group ID Name of the security group that you want to
assign to your Amazon EC2 instance.

Access key ID Access key for your Amazon account that
will be used with Amazon CLI tools.

Secret access key Secret key for your Amazon account that
will be used with Amazon CLI tools.

Technical Requirements 4
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® Note

If you are using SLES, we recommend installing SLES for SAP, which comes with a
bundle of software that meets the specific needs for running SAP workloads on SLES.
The SLES for SAP AMIs are available in Amazon Marketplace.

2. Install the Amazon CLI on the desktop, laptop, or server from which you plan to run the
commands to deploy Amazon resources. We recommend that you use the bundled installer.
For instructions, see the Amazon CLI User Guide.

® Note

Configure your Amazon CLI profile with the target region where you want to deploy
your Amazon resources for SAP installation.

Disk Layout

For SAP standard installation, we recommend the following file systems layout.

Disk layout 5
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File system

sapmnt

trans

interfaces

media

(® Note

Supported Amazon storage

service

Amazon Elastic File System
(Amazon EFS), Amazon FSx
for NetApp ONTAP

Amazon Elastic File System
(Amazon EFS), Amazon FSx
for NetApp ONTAP

Amazon Elastic File System
(Amazon EFS), Amazon FSx
for NetApp ONTAP

Amazon Elastic File System
(Amazon EFS), Amazon FSx
for NetApp ONTAP

Comments

Single Availability Zone or
Multi-Availability Zone

Single Availability Zone or
Multi-Availability Zone

Single Availability Zone or
Multi-Availability Zone

Single Availability Zone or
Multi-Availability Zone

In a standard installation, /usr/sap can also be mounted on Amazon EFS. Directories for

interfaces and media are optional.

Creating Amazon Resources and Configuring the Operating
System for SAP NetWeaver Installation

In this scenario, we will provision an Amazon EC2 instance for installing SAP as a standard system;

i.e., ABAP System Central Services (ASCS) and Primary Application Server (PAS) will run on one

host.

Creating resources and configuration
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® Note

In this section, the syntax shown for the Amazon CLI and Linux commands is specific to
the scope of this document. Each command supports many additional options. For more
information, use the Amazon CLI aws help command or refer to the documentation.

Step 1. Check the Region Where You Want to Deploy Your Amazon
Resources

Display the Amazon CLI configuration data.

$ aws configure list

In the command output, make sure that the default region that's listed is the same as the target
region where you want to deploy your Amazon resources and install SAP NetWeaver.

Step 2. Create a JSON File for the Amazon EBS Storage

Create a JSON file that contains the storage requirements for SAP Install volumes; for example:

[
{
"DeviceName": "/dev/sdh",
"Ebs": {
"VolumeSize";: 50,
"VolumeType";: "gp2";,
"DeleteOnTermination": true
}
1,
{
"DeviceName": "/dev/sdg",
"Ebs": {
"VolumeSize": 50,
"VolumeType": '"gp2",
"DeleteOnTermination": true
}
}
]

Step 1. Check the Region 8
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Step 3. Launch the Amazon EC2 Instance

Launch the Amazon EC2 instance for the SAP installation in your target region by using the
information that you gathered in the preparation phase. You will also be creating the required
storage volumes and attaching them to the Amazon EC2 instance for the SAP installation, based on
the JSON file that you created in the previous step.

Use the following syntax:

$ aws ec2 run-instances

--image-id AMI-ID

--count number-of-EC2-instances

--instance-type instance-type
--key-name=name-of-key-pair

--security-group-ids security-group-ID
--subnet-id subnet-ID

--block-device-mappings file://C:\Users\file.json
--region region-ID

The JSON file is the storage file that you created in step 2.

When using the command, make sure to place the command and its parameters on a single line;
for example:

$ aws ec2 run-instances --image-id ami-123456789abcdefgh --count 1 --instance-type
m5.large --key-name=my_key --security-group-ids sg-123456789abcdefgh --subnet-id
subnet-1234abcd --block-device-mappings file://C:\Users\storage.json

Step 4. Update the Hostname

Log in to your SAP Instance with Secure Shell (SSH) using the private key pair, and switch to root
user to update the hostname along with the domain name according to your requirements. For
detailed steps, see the Amazon Knowledge Center article for your operating system:

« Amazon EC2 instance running on SLES

« Amazon EC2 instance running on RHEL

Alternatively, you can edit the /etc/hosts file and manually add this entry. For SAP systems, the
hostname should not exceed 13 characters and should comply with SAP standards. See SAP OSS
Note 611361 for details (requires access to SAP ONE Support Launchpad).

Step 3. Launch the Amazon EC2 instance 9
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Step 5. Install Prerequisite Packages

(® Note

Your Amazon EC2 instance should have access to the internet to read and download
required packages from the SUSE or Red Hat repository.

As root user, use the following commands to install the Linux packages that are required for SAP
installation.

SLES syntax:

To install a package: zypper install package-name
To remove a package: zypper remove package-name
RHEL syntax:

To install a package: yum install package-name

To remove a package: yum remove package-name

1. Install nfs-utils, which is required for mounting the Amazon EFS mounts onto the Linux
host.

2. Install the nvme-cli package to view the NVMe device mapping of Amazon EBS volumes.

Install SSM Agent by following the instructions in the Amazon Systems Manager user guide.

4. Install SAP data provider.

cd /tmp

wget https://s3.amazonaws.com/aws-data-provider/bin/aws-agent_install.sh
chmod ugo+x aws-agent_install.sh

sudo ./aws-agent_install.sh

H O H H H

Step 6. Identify the Amazon EBS Device from NVMe Block Devices

On Nitro-based instances, device names that are specified in the block device mapping (step 2) are
renamed as /dev/nvme[0-26]n. Before you proceed with the next step, ensure that you are using

Step 5. Prerequisite packages 10
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the appropriate device name to create a file system. Refer to the Amazon documentation to learn
how to find the Amazon EBS device on Nitro-based instances.

Step 7. Format Block Devices for Mounting SAP File Systems

To view the list of volumes attached to your instance and their device names, run the 1sblk
command as root user. The command displays the list of devices that are attached to your instance.

# 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
nvmelnl 259:0 @ 506G 0 disk

nvmednl 259:1 @ 10G 0 disk

#nvme@nlpl 259:2 @ 10G O part /

nvme2nl 259:3 @ 50G 0 disk

#

Format the block device for /ust/sap, swap, and other file systems that are needed to install
SAP. As root user, format the Amazon EBS volumes attached to your instance to store local SAP
files. You need to create a label for the file system as well. This label will be used to mount the file
system.

# mkfs.xfs -f /dev/nvmelnl -L USR_SAP

® Tip
NVMe device IDs associated with the volume could change during reboots. To avoid mount
errors during instance reboots, you need to create a label for your file systems and mount
them by label rather than by the actual NVMe IDs. This will also help in the situation
where you need to change your instance type between Nitro-based and non Nitro-based
instances.

Step 8. Create Directories and Mount the File System

As root user, create the directories to mount the file systems required for SAP installation. Start
with the /usr/sap mount, using the syntax mkdir <directory-path>.

# mkdir /usr/sap

Step 7. Format block devices 11
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As root user, add entries to the /etc/fstab file and mount the file systems. Adding entries to
/etc/fstab ensures that your file systems are mounted automatically when your Amazon EC2
instance is restarted.

Add the entries for local SAP file systems to the /etc/fstab file by using the following
commands:

# echo "/dev/disk/by-label/USR_SAP /usr/sap xfs noatime,nodiratime,logbsize=256k @ 0"
>> /Jetc/fstab

To mount the file system that has been added to /etc/fstab, use the syntax mount -a.

# mount -a

# df -h

Filesystem Size Used Avail Use% Mounted on
devtmpfs 3.86 8.0K 3.8G 1% /dev

tmpfs 3.8G ®@ 3.8G 0% /dev/shm

tmpfs 3.86¢ 9.5M 3.8G 1% /run
/dev/nvme@nlpl 9.8G 1.4G 7.9G 15% /

tmpfs 3.8G 0@ 3.86 0% /sys/fs/cgroup
tmpfs 769M @ 769M 0% /run/user/1000
/dev/nvmelnl 50 33M  50G 1% /usr/sap

#

Here you can see that /usx/sap is mounted on device /dev/nvmelnl.

Step 9. Create Swap for SAP Installation

Linux swap functionality can improve the overall performance of the system and is a mandatory
prerequisite for SAP installation. To determine the value for swap, follow the recommendations in
the SAP Note 1597355.

To allocate swap on device /dev/nvme2nl, use the following commands:

# lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
nvmelnl 259:0 @ 506G 0 disk /usr/sap
nvme®nl 259:1 @ 10G 0 disk

#nvme@nlpl 259:2 @ 10G @ part /

nvme2nl 259:3 @ 50G 0 disk

#

# mkswap -f /dev/nvme2nl -L SWAP

Step 9. Create swap
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Setting up swapspace version 1, size = 50 GiB (53687087104 bytes)
LABEL=SWAP, UUID=07291579-afb6-4e5f-8828-4c1441841f9b

# swapon -L SWAP

# swapon -s

Filename Type Size Used Priority
/dev/nvme2nl partition 52428796 0 -1
#

Device /dev/nvme2nl is now allocated to be used as swap by the SAP application that will be
installed on this host.

Step 10. Creating the Amazon EFS Mount for /usr/sap/trans and /
sapmnt

To create an Amazon EFS file system and mount it on the Amazon EC2 instance, do the following:

1. Create a security group for Amazon EFS.

$ aws ec2 create-security-group --group-name efs-sap-sg --description "Amazon EFS
for SAP, SG for EFS " --vpc-id vpc-123456789abcdefgh

Make a note of the security group ID that is displayed in the output.

"GroupId": "sg-abcl2def "

In the example, the security group ID is sg-abcl2def.

2. Create an inbound rule for the security group.

$ aws ec2 authorize-security-group-ingress --group-id sg-abcl2def --protocol tcp
--port 2049 --cidr 0.0.0.0/0

3. Create an Amazon EFS file system.

$ aws efs create-file-system --creation-token efsforsap

The command should display the following output:

Step 10. Creating the Amazon EFS mounts 13
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"SizeInBytes": {

"Value": 0
1,
"CreationToken": "efsforsap",
"Encrypted": false,
"CreationTime": 1523374253.0,
"PerformanceMode": "generalPurpose",
"FileSystemId": "fs-abcl2def",
"NumberOfMountTargets": 0,
"LifeCycleState": "creating",
"OwnerId": "XXXXXXXXXXXX"

Make a note of the FileSystemId value. In this example, FileSystemId is fs-abcl2def.

4. Create the tag for FileSystemId.

$ aws efs create-tags --file-system-id FileSystemId
Key=Name,Value=SomeExampleNameValue

In this example, the key is usrsap and the value is ECC.

$ aws efs create-tags --file-system-id fs-abcl2def --tags Key=usrsap,Value=ECC

5. Create the mount target.

$ aws efs create-mount-target --file-system-id fs-abcl2def --subnet- id subnet-
a98c8386 --security-group sg-abcl2def

The command should display the following output:

"MountTargetId": "fsmt-123abc45",
"NetworkInterfaceId": "XXXXXXXXXX'",
"FileSystemId";: "fs-abcl2def ",
"LifeCycleState": "creating",

"SubnetId": "XXXXXXXXXXX'",
"OwnerId": "XXXXXXXXXXXX'",
"IpAddress": "x.x.x.x"

Step 10. Creating the Amazon EFS mounts 14
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}

Make a note of the LifeCycleState value, which is creating in the example.

6. Wait for a few minutes, and then check the status of creation by using the following command:

$ aws efs describe-mount-targets --file-system-id fs-abcl2def

The mount target fsmt-061ab24e is now available.

"MountTargets": [
{

"MountTargetId": "fsmt-06lab24e",
"NetworkInterfaceId": " XXXXXXXXXX ",
"FileSystemId": "fs-abcl2def",
";LifeCycleState": "available",
"SubnetId": " XXXXXXXXXXX ",
"OwnerId": " XXXXXXXXXXX'",
"IpAddress": "x.x.x.x"

7. The DNS name for your file system on Amazon EFS should use the following naming
convention:

file-system-id.efs.aws-region.amazonaws.com

In this example, us-east-1 is the Amazon Region.

fs-abcl2def.efs.us-east-1.amazonaws.com

8. Use SSH to connect to your Amazon EC2 instance and create the mount point.

# mkdir /usr/sap/trans

9. Mount the Amazon EFS file system. Mounting Amazon EFS using a DNS name is by default
deactivated on a VPC. Instead, you can use an IP address to the corresponding file system.

Step 10. Creating the Amazon EFS mounts 15
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# sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2 ip-address:/trans
</usr/sap/trans>

This IP address can be found in step 7; for example:

# sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2 fs-
abcl2def.efs.us-east-1.amazonaws.com:/trans /usr/sap/trans

Repeat steps 8-9 to create other Amazon EFS mount points for /sapmnt and any other SAP
software that needs to be shared between the Amazon EC2 instances.

Step 11. Installing SAP on Amazon EC2

Amazon EC2 is ready for SAP NetWeaver installation. Download the software from the SAP
Support Portal and proceed with the installation.

(@ Note

SAP Software Provisioning Manager (SWPM) Prerequisites Checker validates your
installation host for compliance with most of the prerequisites defined in the installation
guide. We recommend using this feature for your installations.

Additional Resources

Amazon for SAP

The SAP NetWeaver Quick Start deployment guide provides detailed instructions for deploying SAP
NetWeaver on the Amazon Cloud by using Amazon CloudFormation templates.

Refer to the Amazon for SAP blog for architecture recommendations and best practices.

Security group for SAP application

The security group of the Amazon EC2 instance will need to be updated to allow the instance
to communicate with databases and other SAP applications in the ecosystem. For information
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about managing security groups, refer to the Amazon EC2 Security Groups for Linux Instances
documentation.

SAP documentation

Full list of SAP services and ports

SAP notes that are relevant to Amazon:

» SAPS Ratings of Amazon Instance types supported for SAP Note 1656099
» 1588667 - SAP on Amazon: Overview of related SAP Notes and Web-Links
» 1588896 - Linux: Support Statement for SLES on Amazon Web Services

» 1618572 - Linux: Support Statement for RHEL on Amazon Web Services

e 2369910 - SAP Software on Linux: General information

« NetWeaver Installation Guides

» 1827960 - Adjusting operating system limits for SAP instances

Document Revisions
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SAP NetWeaver on Amazon Deployment and Operations
Guide for Windows

SAP specialists, Amazon Web Services
Last updated: November 2022

This guide provides guidance on how to set up Amazon resources and the Microsoft Windows
Server operating system to deploy SAP NetWeaver on Amazon EC2 instances.

This guide is intended for SAP architects, SAP engineers, IT architects, and IT administrators who
want to deploy SAP NetWeaver on Amazon.

About this Guide

This guide is part of a content series that provides detailed information about hosting, configuring,
and using SAP technologies in the Amazon Cloud. For the other guides in the series, ranging from
overviews to advanced topics, see the SAP on Amazon Technical Documentation home page.

This guide is for users who are responsible for planning, architecting, and deploying SAP
NetWeaver on Amazon. You should have a good understanding of Amazon services, general
networking concepts, Windows Server operating systems, and SAP NetWeaver administration. This
document guides you through the steps required to successfully launch and configure the resources
required for SAP NetWeaver on Windows.

Instructions in this document are based on the recommendations provided by SAP and Microsoft
for SAP NetWeaver on Windows as described in the following OSS notes:

SAP NetWeaver on Windows OSS Notes
SAP OSS Note Description

1656099 SAP Applications on Amazon: Supported DB/
OS and Amazon EC2 products

1409608 Virtualization on Windows

1732161 SAP Systems on Windows Server 2012 (R2)

About this guide 18


https://www.amazonaws.cn/sap/docs/

SAP NetWeaver on Amazon SAP NetWeaver Guides

SAP OSS Note Description

2384179 SAP Systems on Windows Server 2016

2751450 SAP Systems on Windows Server 2019

1564275 Install SAP Systems Using Virtual Host Names
on Windows

3143497 SAP Systems on Windows Server 2022

In addition, this document also follows best practices from Amazon, Microsoft, and SAP for SAP
NetWeaver deployments on Windows. See the recommended reading section for more details.

This document doesn’t provide guidance on how to set up network and security constructs, such as
Amazon Virtual Private Cloud (Amazon VPC), subnets, route tables, ACLs, NAT Gateway, Amazon
Identity and Access Management (IAM) roles, and Amazon Security Groups. Instead, it focuses on
how to configure and maintain the compute, storage, and operating system constructs for SAP
NetWeaver deployment and operation on Windows on Amazon.

SAP NetWeaver is also available to deploy on Linux. If you're considering using Linux, see the SAP
NetWeaver Quick Start for Linux.

Prerequisites

Specialized Knowledge

Before you follow the configuration instructions in this guide, we recommend that you become
familiar with the following Amazon services. (If you are new to Amazon, start with the Getting
Started Resource Center.)

« Amazon Elastic Compute Cloud (Amazon EC2)

o Amazon Virtual Private Cloud (Amazon VPCQC)

« Amazon ldentity and Access Management (IAM)

« Amazon Elastic Block Store (Amazon EBS)

e Amazon FSx

« Amazon Simple Storage Service (Amazon S3)
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» Amazon Systems Manager

+« Amazon CloudFormation

« Amazon CloudTrail

« Amazon Control Tower

Recommended Reading

We also recommend reading these overview and best practice guides:

« SAP on Amazon Overview and Planning

» Getting Started with Architecting SAP on the Amazon Cloud

« Best Practices for Windows on Amazon EC2

Technical Requirements

1. Ensure that any service limits are high enough and the current usage low enough to be able to
launch the resources that you need. If necessary, request a service limit increase for the Amazon
resource that you're planning to use. In particular:

a. Ensure that your EC2 service limits are sufficient to launch the instances that you need for

your SAP NetWeaver system.

b. Ensure that your VPC service limits are sufficient to launch a new VPC (if necessary) or
individual network resources within your VPC, such as Elastic IP addresses.

2. Gather the following information about your existing Amazon resources. You will need this
information to create your Amazon EC2 and Amazon EBS resources using the Amazon Command
Line Interface (Amazon CLI) commands:

Amazon Resource Information Required

Information Needed Description

Region ID Region where you want to deploy your
Amazon resources

Availability Zone Availability Zone within your target Region
where you want to deploy your resources
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Information Needed

Amazon VPCID

Subnet ID

AMI'ID

Key Pair

Security Group ID

Access Key ID

Secret Access Key

Description

Amazon VPC where you want to deploy your
Amazon EC2 instance for SAP installation

Subnet where you want to deploy your
Amazon EC2 instance

Amazon Machine Image (AMI) that will be
used to launch your Amazon EC2 instance.
You can find the latest Linux AMIs in Amazon
Web Services Marketplace

Make sure that you have generated the key
pair in your target Region, and that you have
access to the private key

Name of the security group that you want to
assign to your Amazon EC2 instance. See the
appendix for detailed information about the
security group for SAP instances

Access key for your Amazon account that will
be used with Amazon CLI tools

Secret key for your Amazon account that will
be used with Amazon CLI tools

a. Ensure that you have a key pair that you can use to launch your Amazon EC2 instances. To

import or create a new key pair, see Amazon EC2 Key Pairs and Windows Instances.

b. Ensure that you know the network details, such as VPC-ID and Subnet-ID, of the VPC where
you plan to launch your Amazon EC2 instances to host your SAP NetWeaver application.

¢. Ensure that you have the required ports open on the security group attached to your Amazon

EC2 instance hosting your database, to allow communication between your database and

your SAP NetWeaver application. If needed, create new security groups that allow network

traffic over both the database ports and the SAP NetWeaver application ports. For a list of
SAP ports, see TCP/IP Ports of All SAP Products.
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3. If you plan to use the Amazon Command Line Interface (Amazon CLI) to launch your instances,
ensure that you have installed and configured the Amazon CLI with the appropriate credentials.
See Configuring the Amazon CLI for more details.

4. If you plan to use the Amazon Web Services Management Console to launch your instances,
ensure that your IAM user has permission to launch and configure Amazon EC2, Amazon EBS,
etc. See the IAM User Guide for more details.

5. Ensure that you have the required SAP software available either via an S3 bucket or on a file
share accessible from Windows, such as Amazon FSx. For the fastest installation experience,
we recommend copying the required software to an EBS volume attached to the relevant EC2
instance before running the install. This is best set up as a separate volume (mapped to a new
drive in Windows) that, after completion of the installation, can then be detached and either
deleted or re-attached to other EC2 instances for further installations. We recommend using the
Amazon CLI for this. Be sure to assign the appropriate IAM role permissions to the EC2 instance
to allow S3 access.

6. If the installation type is distributed or high availability (HA), it will need to be a domain-based
installation and a domain controller is required. If desired, you can use Amazon Directory Service
for this purpose. Amazon Directory Service for Microsoft Active Directory, also known as Amazon
Managed Microsoft AD, enables your directory-aware workloads and Amazon resources to use
managed Active Directory in Amazon. For details, see Amazon Directory Service and Create Your

Amazon Managed Microsoft AD directory.

When doing a domain-based installation, sapinst.exe should be run by a user with domain
administration privileges (but not the <SID>adm user) or a domain administrator must complete
the appropriate preparatory steps. For more details, consult the SAP NetWeaver installation
guide for your version of SAP NetWeaver.

7. To create an Amazon FSx file system, you need the following prerequisites:

a. An Amazon account with the permissions necessary to create an Amazon FSx file system and
an Amazon EC2 instance. For more information, see Setting Up.

b. An Amazon EC2 instance running Microsoft Windows Server in the VPC based on the Amazon
VPC service that you want to associate with your Amazon FSx file system. For information on
creating an EC2 Windows instance, see Getting Started with Amazon EC2 Windows Instances.

¢. Amazon FSx works with Microsoft Active Directory to perform user authentication. You join
your Amazon FSx file system to an Amazon Directory Service for Microsoft Active Directory.
For more information, see Create Your File System.
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d. This guide assumes that you haven't changed the rules on the default security group for your
VPC. If you have changed them, you need to ensure that you add the necessary rules to allow
network traffic from your Amazon EC2 instance to your Amazon FSx file system. For more
details, see Security.

e. Install and configure the Amazon Command Line Interface (Amazon CLI).

For additional details on these prerequisites, see Prerequisites for Getting Started.

Planning the Deployment

Plan your SAP system landscape according to the SAP Master Guide for your version of SAP
NetWeaver and your combination of operating system and database.

Topics

Select the Region

Architecture Options

Security and Compliance
Sizing

Operating System
Compute

Storage
Network

Select the Region

In choosing the Region for deployment, you'll need to consider some key factors. For more details,

see our Overview and Planning guide.

Service availability

» Not all Amazon services or features are available in all Regions. Verify that all services and
features that you want to use in your deployment are available in the Region you choose. You
can check availability on our website. If certain services or features are not available in your

desired Region, there are alternatives that we mention in the guide.

« For SAP workloads discussed in this guide, this is particularly true for:
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« EC2 instance types
« Amazon FSx for Windows File Server
« Amazon Backup

» Proximity and connectivity options

» Data residency

» You retain complete control and ownership over your data in the Region in which it
is physically located, making it easy to meet regional compliance and data residency
requirements.

Architecture Options

When installing SAP NetWeaver, you have three deployment options:

« Standard System Deployment

 Distributed System Deployment

« High Availability System Deployment

Standard System Deployment

Standard system or single host installation: all main instances of SAP NetWeaver (ASCS/SCS,
database, and PAS) run on one Amazon EC2 instance. This option is best suited for non-production
workloads.
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Distributed System Deployment

Distributed system: every instance of SAP NetWeaver (ASCS/SCS, database, PAS, and optionally
AAS) can run on a separate Amazon EC2 instance. This option is suited for both production and

non-production workloads.
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High Availability System Deployment

High availability (HA) system: used for business-critical applications. With this option, all the
services that are single points of failure are deployed across multiple Availability Zones for fault
tolerance.

For SAP NetWeaver, the key single points of failure are:

» the central services (ASCS/SCS)

 the global and transport filesystems
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To protect against hardware failure of Amazon EC2 within an Availability Zone, you can enable EC2
instance recovery. See Recover Your Instance for more details on this feature. You can use scripts

to start the SAP NetWeaver application automatically after instance recovery. You can further
configure SAP application work processes to reconnect to your database after recovery. Consult the
documentation for further restrictions. This option is not application aware and does not protect
the application against Availability Zone failure, which makes it a good option for non-production
systems. It also can be used for production systems but you might want to consider a Multi-AZ
solution for this situation as well.

For HA solutions, it's important to be aware of two concepts within a VPC: shared storage and the
Overlay IP address.

Shared Storage

EBS volumes are specific to a single Availability Zone and can only be attached to a single EC2
instance at a time. However, in distributed or HA deployments, shared storage is required for the
global and transport filesystems. On Amazon, this storage can be provided by building an NFS
server or by using Amazon FSx. Amazon FSx provides shared file storage with full support for the
SMB protocol, Windows NTFS, Active Directory integration, and Distributed File System (DFS).

If using such a solution in the context of a high availability installation, the shared storage solution
you choose could introduce a single point of failure without appropriate protection. This can be
protected against by:

» Clustering the NFS server providing the shared filesystem
« Clustering the host that is sharing the filesystems

« Using Amazon FSx. For workloads that require Multi-AZ redundancy to tolerate temporary
AZ unavailability, you can create multiple file systems in separate AZs. Amazon FSx supports
Microsoft's Distributed File System (DFS) Replication and Namespaces. DFS Replication allows
you to automatically replicate data between two file systems, and DFS Namespaces allows you to
configure automatic failover.

High availability

You can use a high availability (HA) clustering solution for autonomous failover of the central
services across Availability Zones. There are multiple SAP-certified options for this clustering
software on Windows listed on the SAP website, and it's also possible to build and automate your

own solution. HA solutions that have been tested and are known to work on Amazon include;
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« Veritas InfoScale:

« Veritas InfoScale for SAP on Amazon

 Veritas InfoScale for Windows compatibility list

« SIOS:
« SIOS DataKeeper with Windows Server Failover Cluster (WSFC)

« SIOS DataKeeper Cluster Edition on Amazon Quick Start

o SAP on Amazon Blog: Implementing HA and DR for Microsoft SQL Server

o NEC ExpressCluster

« Windows Server Failover Cluster (WSFC) with native Windows and Amazon services

« SAP on Amazon Blog: How to setup SAP NetWeaver on Windows MSCS for SAP ASCS/ERS on
Amazon

Support and certification

SAP clustering software is supported by the cluster software vendors themselves, not by SAP. SAP
only certifies the solution. Any custom-built solution is not certified and will need to be supported
by the solution builder.

In this guide, we focus on the distributed installation type on Windows in Amazon. More details
on how to deploy and operate SIOS, Veritas, and WSFC clusters are available on their respective
websites linked above. For effective use of WSFC, Windows Server 2016, or later, is required.

The key features to be aware of with the WSFC solution are:

« ASCS and a separate ERS instance set up within Windows Cluster Manager

» Scale-Out File Server is a feature that is designed to provide scale-out file shares that are
continuously available for file-based server application storage

« Storage Spaces Direct uses standard servers with local-attached drives to create highly available,
highly scalable software-defined storage. This requires a minimum of Windows Server 2016
and NVMe storage (so nitro-generation EC2 instances are required).

« Amazon FSx for Windows File Server

Also read the High Availability with Microsoft Failover Clustering section of the SAP NetWeaver
installation guide.
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Security and Compliance

These additional Amazon security resources can help you achieve the level of security that you
require for your SAP NetWeaver environment on Amazon:

o Amazon Cloud Security Center

« CIS Amazon Web Services Foundations whitepaper

 Introduction to Amazon Security

« Amazon Security Best Practices whitepaper

« Amazon Well-Architected Framework Security Pillar whitepaper

» Network and Security topic from the Amazon EC2 User Guide for Windows Instances

OS Hardening

You may want to lock down the OS configuration further, for example, to avoid providing a
NetWeaver administrator with root credentials when logging into an instance.

We provide guidance on how to best secure your Windows EC2 instances:

» Read our best practices guide for securing Windows on EC2.

» Read our general best practices guide for securing EC2 instances.

« Use Amazon Inspector, an automated security assessment service that helps you test the
network accessibility of your EC2 instances and the security state of your applications running on
the instances.

You can also refer to the following SAP note:

» 1837765: Security policies for <SID>adm and SapService<SID> on Windows

Encryption

Cloud security at Amazon is the highest priority. A core aspect of securing your workloads is
encrypting your data—both at rest and in transit.

When you create an encrypted EBS volume and attach it to a supported instance type, the

following types of data are encrypted:
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Data at rest inside the volume

All data moving between the volume and the instance

All snapshots created from the volume

All volumes created from those snapshots

Encryption operations occur on the servers that host EC2 instances, ensuring the security of both
data at rest, and data in transit between an instance and its attached EBS storage. You can expect
the same IOPS performance on encrypted volumes as on unencrypted volumes, with a minimal
effect on latency. Encryption and decryption are handled transparently and require no additional
action from you or your applications.

Similarly, all Amazon FSx file systems are encrypted at rest with keys that are managed using
Amazon Key Management Service (Amazon KMS). Data is automatically encrypted before being
written to the file system, and automatically decrypted as it is read. These processes are handled
transparently by Amazon FSx, so that you don’t have to modify your applications.

For Amazon S3, you can protect data in transit by using SSL/TLS or client-side encryption, and
protect data at rest by using either server-side or client-side encryption.

You can find more information about encryption from the specific service documentation:

« Encrypting Amazon FSx Data at Rest and Data in Transit

» Protecting Amazon S3 Data Using Encryption

« Amazon EBS Encryption

Security Groups / NACLs

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic.

Security groups act at the instance level, not the subnet level.

Customers often separate the SAP system into multiple subnets, with the database in a subnet
separate from the application servers, and other components, such as a Web Dispatcher, in another
subnet—possibly with external access.

If workloads are scaled horizontally, or high availability is necessary, you might consider including
multiple, functionally similar, EC2 instances in the same security group. In this case, you'll need to
add a rule to your security groups.
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If Microsoft Windows Server is used, some configuration changes may be necessary in the security
groups, route tables, and network access control lists (ACLs). You can refer to the operating system
product documentation or other sources, such as the Security Group Rules Reference in the
Amazon EC2 documentation, for more information.

A network access control list (ACL) is an optional layer of security for your VPC that acts as a
firewall for controlling traffic in and out of one or more subnets (they're stateless firewalls at the

subnet level). You might set up network ACLs with rules similar to your security groups in order to
add an additional layer of security to your VPC.

For further information on network considerations for SAP workloads, see our SAP on Amazon
network documentation.

API Call Logging

Amazon CloudTrail is a web service that records Amazon API calls for your account and delivers

log files to you. The information recorded includes the identity of the API caller, the time of the
API call, the source IP address of the API caller, the request parameters, and the response elements
returned by the Amazon service.

With CloudTrail, you can get a history of Amazon API calls for your account, including API calls
made via the Amazon Web Services Management Console, Amazon SDKs, command line tools,
and higher-level Amazon services, such as Amazon CloudFormation. The Amazon API call history
provided by CloudTrailenables security analysis, resource change tracking, and compliance
auditing.

Notifications on Access

You can use Amazon Simple Notification Service (Amazon SNS) or third-party applications to send
notifications about SSH logins to your email address or mobile phone number.

Sizing

One of the first points to consider is whether this deployment is a completely new project
(greenfield) or a migration. Sizing then applies across three key areas: compute, storage, and
network.

Compute

Understanding the compute requirement helps you select the best matching EC2 instance type
from the available list of SAP-certified instances.
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If this is a greenfield deployment, use the SAP Quick Sizer tool to calculate the SAP Application
Performance Standard (SAPS) compute requirement and use that value to select the EC2 instance
that is the closest match with the best cost. Also check that the EC2 instance you select provides
sufficient EBS and overall network throughput to satisfy your application requirements.

For migrations, you can use a number of data sources to help choose the best instance size:

« Source system utilization and workload patterns (EarlyWatch alert reports, etc.)
« Source system specification: CPU, memory, storage size, throughput, IOPS, network

« Source system SAPS rating

Selecting EC2 Instance Type

It's important to consider storage and network performance as well as compute, to ensure the
selection of the best EC2 instance type.

After the workload is running on Amazon, you can use a process called right sizing to refine the size
that you actually need. Right sizing is best thought of as an on-going process.

Storage

Deploying SAP NetWeaver on Windows on Amazon requires a minimum amount of storage and
storage layout as per the SAP NetWeaver documentation for Windows. See the SAP documentation
for further details on minimum and recommended storage sizes and storage layout. The EBS
volumes should be created to match these requirements.

Verify that the amount of storage is adequate to provide sufficient I/O performance, as the
performance of a General Purpose SSD (gp2) volume is related to the overall volume size. To
achieve higher throughput and I0PS performance, the striping of volumes is often considered but
this is usually not necessary for the NetWeaver application layer.

Network

Network performance is often not explicitly stated as a requirement in SAP sizing, but you can
check the network performance of each EC2 instance type to ensure that you are delivering the
required performance.
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Operating System

If you plan on using Windows other than via Amazon EC2 for Windows Server, then ensure that you
have the appropriate licenses and tenancy type selected. For more details, refer to your licensing
terms and conditions, and see our Windows on Amazon webpage.

A base AMl is required to launch an Amazon EC2 instance. For SAP NetWeaver workloads on
Windows, you need to run Windows Server 2012 R2, or later, because older versions are no longer
supported by SAP. If you are using bring your own license (BYOL) instead of license-included for
Windows Server, you will need to create your own AMI. See Microsoft Licensing on Amazon.

Ensure that you have access to the appropriate Windows Server AMIs before proceeding.

As with any operating system, we recommend that you keep the OS up-to-date with the latest
patches. You can also refer to the following SAP Notes:

e 2325651: Required Windows Patches for SAP Operations

Compute

Amazon has certified multiple instance families of various sizes for running SAP NetWeaver
workloads. For a complete list of the certified EC2 instance types, see Amazon EC2 Instance Types
for SAP.

Select the appropriate EC2 instance type based on your CPU, memory, and SAPS requirements.
Amazon recommends that, when possible, you use the latest generation of your selected instance
family that is SAP certified.

Storage

Refer to the sizing section for resources on SAP's standard recommendations. If no storage
performance requirements are available, Amazon recommends General Purpose SSD (gp2) as the
default EBS volume type for SAP workloads.

In practice, application servers will have a minimum of two volumes, mapped to the C: and D:
drives. The C: drive is the boot volume containing the OS, and the D: drive is used to host the SAP
software. We recommend using an additional, temporary volume for SAP software downloads
(typically mapped as the E: drive).
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If the installation type is distributed or HA, fileshares for the global filesystem and transport
directories will need to be used across all relevant EC2 instances. In this guide, we use the standard
Windows file sharing features to share these directories from the EC2 instance hosting the central
services. The sapinst.exe installer creates these shares automatically if it is run as a user with
appropriate permissions.

Customers can also use NFS-based solutions, such as Amazon FSx, third-party solutions available
from the Amazon Web Services Marketplace, or custom-built solutions. Choosing the correct NFS

solution is beyond the scope of this guide. If you use such a solution as part of a high availability
deployment, consider that the NFS solution could itself be a single point of failure without
appropriate protection.

Network

Ensure that you have your network constructs set up to deploy resources related to SAP
NetWeaver. If you haven't already set up network components, such as Amazon VPC, subnets, and
route tables, you can use the Amazon Quick Start for Modular and Scalable VPC Architecture to
easily deploy scalable VPC architecture in minutes. See the deployment guide for more details,
then set up your EC2 instances for the NetWeaver application server within this VPC.

You also will need to set up a secured network connection between the corporate data center
and the VPC, along with the appropriate route table configuration, if this has not already been
configured.

Deployment Steps

Topics

Step 1: Prepare your Amazon Account

Step 2: Prepare Each EC2 Instance for SAP Installation

Step 3: Create Amazon FSx Volumes

Step 4: Prepare and Run the SAP Installation Prerequisites Check
Step 5: Install SAP NetWeaver on Amazon EC2

Step 1: Prepare your Amazon Account

In this example, we step through setting up a sample environment for the installation, which
includes a public subnet for RDP and SSH access via the internet. In this scenario, we are using
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the Amazon Quick Start for Modular and Scalable VPC Architecture in a Single-AZ deployment
to create the VPC, subnets, security groups, and IAM roles. This setup is just an example and you
should follow your own network layout and ensure that you comply with your security standards.
This could include:

Using an Amazon Quick Start that suits their requirements such as a Multi-AZ deployment of the
Amazon Quick Start for SAP HANA

Using a landing zone solution, like Amazon Control Tower

Working with your cloud team (for example, a Cloud Center of Excellence or CCoE) to ensure
adherence to existing standards

1. Check the Region where you want to deploy your Amazon resources:

a. You'll have picked the Region you want to deploy in during your planning phase.

b. Display the Amazon CLI configuration data:

$ aws configure list

In the command output, make sure that the default Region that's listed is the same as
the target Region where you want to deploy your Amazon resources and install SAP
NetWeaver.

2. If this is a distributed or HA installation type:

a. Create a new security group specifically for the EC2 instances running the NetWeaver
application servers that allows traffic over the required ports for remote access from the
public subnet, for example, RDP.

b. Edit that security group to allow traffic over ports required for SAP NetWeaver based on
your specific use-case. Specify the source as being the security group itself and ensure that
this security group is attached to all EC2 instances that will run application servers.

c. Fordistributed or HA installations, ensure that the security group attached to each
application and central services server allows communication between them over the
required ports. You can create a rule that references a security group as its own source,
and allow traffic on the required ports for that rule.

3. Create a JSON file for the Amazon EBS storage volumes (the volume sizes used are indicative
only and should be customized based on your sizing requirements):
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[
{
"DeviceName": "xvdb",
"Ebs": {
"VolumeSize": 50,
"VolumeType": "gp2",
"DeleteOnTermination": true
}
.
{
"DeviceName": '"xvdc",
"Ebs": {
"VolumeSize": 50,
"VolumeType": "gp2",
"DeleteOnTermination": true
}
}
]

Amazon Windows AMIs provide additional software that prepares an instance when it first
boots up. This is either the EC2Config service (Windows AMIs prior to Windows Server 2016)
or EC2Launch (Windows Server 2016, or later). After the devices have been mapped to drives,
they are initialized and mounted. The root drive is initialized and mounted as C:\. By default,
when an EBS volume is attached to a Windows instance, it can show up as any drive letter

on the instance. You can change the settings to set the drive letters of the volumes per your
specifications. For more information, see the device naming section for storage on Windows.

Install your selected database product. If this is a distributed or high availability deployment,
install your selected database product in a separate EC2 instance dedicated to that purpose.
Otherwise, install your database in the existing EC2 instance. For more details, see the Amazon
Documentation for your database.

Launch EC2 instances for the SAP installation in your target Region by using the information
you gathered in the preparation phase. You will also be creating the storage volumes
required for the SAP installation and attaching them to the Amazon EC2 instance for the SAP
installation.

Ensure that you enable detailed monitoring on each instance as this is required for SAP
support. (The sample commands provided below enable this.)
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Make sure that you choose one of the Amazon EC2 Instance Types for SAP. Sample Amazon
CLI syntax is given below.

$ aws ec2 run-instances \

--image-id AMI-ID \

--monitoring Enabled=true \

--count number-of-EC2-instances \

--instance-type instance-type \

--key-name=name-of-key-pair \

--security-group-ids security-group-ID \

--subnet-id subnet-ID \

--block-device-mappings https://<bucket>.s3.amazonaws.com/<file>.json

Example

This example enables detailed monitoring (data is available in 1-minute periods for an
additional cost) which is a support prerequisite for SAP workloads on Amazon EC2.

$ aws ec2 run-instances \

--image-id ami-012345678901234ab \

--monitoring Enabled=true \

--count 1 \

--instance-type m5.2xlarge \

--key-name=my_key \

--security-group-ids sg-01234567890@abcdef \

--subnet-id subnet-0123456789abcdefg \

--block-device-mappings https://example.s3.amazonaws.com/file.json

Step 2: Prepare Each EC2 Instance for SAP Installation

1. Log into the newly created RDP host in the public subnet. We will call this jumpbox for easy
reference. Do this by either using Amazon Systems Manager Session Manager (for command

line tasks), or by doing the following:
a. Go to the Amazon Web Services Management Console, select the EC2 instance jumpbox,
and choose Connect. Download the RDP file from the pop-up that appears.

b. Click Get Password and provide your private key to decrypt the password. This is the
password for the local administrator on jumpbox.
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c. Open the RDP file in your preferred RDP program, and connect to jumpbox. Log in with
user Administrator and the password that you just retrieved in step 1b.

d. After you are logged in, go back to the Amazon Web Services Management Console and
repeat step 1a and step 1b, but specify the EC2 instance where you will install NetWeaver.
We'll call this nw-ascs for reference. Copy the downloaded RDP file to jumpbox.

e. While logged into jumpbox, open the RDP file for nw-ascs in your preferred RDP program.

2. Login as a user with administrator privileges but not an existing <SID>adm user (as per SAP's
requirements).

3. Install the Amazon CLI tools or use the Amazon Tools for PowerShell provided with the
Windows AML.

4. Install the Java Runtime Environment (JRE) version that is compatible with your SAP
installation software.

5. Install the Amazon Data Provider, following the instructions for Windows in the Installation
and Operations Guide.

6. Install and configure Amazon Systems Management Agent (SSM Agent).

Step 3: Create Amazon FSx Volumes

1. The global fileshare and transport directories need to be available across all your SAP system's
EC2 instances. In this guide, we assume that you are using Amazon FSx for this purpose.

2. Be sure that you've satisfied the prerequisites in the Technical Requirements section of
this document. You will need to have already deployed your EC2 instances in each of the
Availability Zones where you will create Amazon FSx filesystems.

3. Follow the step-by-step instructions in the Getting Started with Amazon FSx documentation

4. For high availability deployments that require Multi-AZ redundancy to tolerate temporary AZ
unavailability, follow the instructions to create multiple file systems in separate AZs.

Step 4: Prepare and Run the SAP Installation Prerequisites Check

1. Download the SAP installation media for SWPM (the latest appropriate version for your
desired NetWeaver installation), your desired NetWeaver software version for Windows,
the latest compatible SAP kernel, and any other required files (such as: the host agent, IGS,
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database client tools, SAP GUI, the SAPCAR archiving tool, and the SAP download manager) to
an attached EBS volume as described in the prerequisites (usually from Amazon S3 using the
Amazon CLI tools).

2.  Run the SAP prerequisite checker via SWPM on the desired host servers to ensure that you
have met SAP’s technical prerequisites. When you first run SWPM, you may have to enter the
sign-in credentials of the Windows user that you're currently logged in as.

3. Launch SWPM by running the sapinst.exe executable. Specify
SAPINST_USE_HOSTNAME=<FQDN> when launching to override the default DNS name if
necessary, for example, with <hostname>.local.

4. Complete the recommended prerequisite steps as identified by the SAP prerequisite checker
as per your specific requirements. Some common prerequisites for Windows Server operating
systems are:

a. Ensure that the hostname is <= 13 characters in an alphanumeric string (hyphens can
also be included). This can be done at the command line using Windows PowerShell by
executing the following command:

Rename-Computer new-hostname

b. Optionally add the server to your Active Directory domain (this can be done with Amazon
Systems Manager).

c. Pagefile size will have a minimum recommended value based on services selected.

d. Continuous Availability feature on Windows Server 2012 R2 can result in long wait times.
See SAP note 1823833 for a fix.

Step 5: Install SAP NetWeaver on Amazon EC2

You are now ready to install SAP NetWeaver on this EC2 instance using the downloaded software.
Proceed with the instructions in the SAP installation guide for your version of SAP NetWeaver.

You will need to do this for a minimum of:

« the ASCS instance
« the DB instance (on the installed database server)

« the PAS instance
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and optionally for:

« other AAS instances

« ERS instance on the second ASCS node (in different AZ)

Operations

Topics
» Tagging Amazon Resources

e Monitoring

« Backup and Restore

« Storage

« Operating System Maintenance

« High Availability

» Disaster Recovery

» Compute
» Cost Optimization

« Automation

e Support

Tagging Amazon Resources

A tag is a label that you assign to an Amazon resource. Each tag consists of a key and an

optional value, both of which you define. Adding tags to the various Amazon resources will not
only make managing your SAP environment much easier but can also be used to quickly search
for resources. Many Amazon EC2 API calls can be used with a special tag filter. Refer to Amazon
Tagging Strategies and use it as a starting point to define the tags you need for your resources.

Some examples on how you can use tags for operational needs are:
» You can tag your EBS Volumes to identify their environment (for example Environment= DEV/
QAS/PRD etc.) and use these tags to create backup policies for EBS Volumes

» You can use similar tags as in above example with EC2 instances and use them for patching your
operating systems or running scripts to stop/start application or EC2 instances.
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Monitoring

Amazon provides multiple native services to monitor and manage your SAP environment. Services
like CloudWatch and CloudTrail can be leveraged to monitor your underlying infrastructure and
APIs respectively. CloudWatch provides ready-to-use KPIs for CPU, disk utilization and also allows
you to create custom metrics if your specific KPIs that you would like to monitor. CloudTrail allows
you to log the API calls made to your Amazon infrastructure components.

Backup and Restore

Snapshots and AMls

A common approach for backing up your SAP NetWeaver application servers is using snapshots and
AMls.

All your data is stored on Amazon EBS volumes attached to the SAP NetWeaver application servers.
You can back up the data on these volumes to Amazon S3 by taking point-in-time snapshots.
Snapshots are incremental backups of Amazon EBS volumes, which means that only the blocks on
the device that have changed after your most recent snapshot are saved. For more details on this,
see Creating an Amazon EBS Snapshot.

An Amazon Machine Image (AMI) provides the information required to launch an instance along
with a block device mapping of all EBS volumes attached to it.

Amazon EC2 powers down the instance before creating the AMI to ensure that everything on the
instance is stopped and in a consistent state during the creation process. If you're confident that
your instance is in a consistent state appropriate for AMI creation, you can check the No Reboot
option.

To take application-consistent snapshots of all EBS volumes attached to your instance using
Windows Volume Shadow Copy Service (VSS), see Creating a VSS Application-Consistent Snapshot.

This allows you to create a copy of the image without rebooting the instance.

You can use Amazon Backup to centrally configure backup policies and monitor backup activity for

these snapshots.

After you have completed the SAP installation and post installation steps, you should create an
image of the instance. Amazon provides a very simple and quick way to copy an SAP system. You
can use the Amazon Web Services Management Console or the Amazon CLI to create a new AMI
of an existing SAP system. The new AMI contains a complete copy of the operating system and its
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configuration, software configurations, and all EBS volumes that are attached to the instance. From
the new AMI, you can launch exact copies of the original system. For details on how to create an
AMI of an existing EC2 instance, see Creating a Custom Windows AMI.

Example:

$ aws ec2 create-image --instance-id i-123456789@abcdef®
--name "My server" --description "An AMI for my server"

(@ Note

When you build an instance using an AMI, make sure that you update the hostname and the
C:\Windows\System32\Drivers\etc\hosts file with the new metadata. These details
usually get copied from the source.

File Backup to Amazon S3

You can perform traditional file-based backups from your EBS volumes to Amazon S3. One way to
do this is by using the Amazon CLI and trigger this using Amazon Systems Manager Run Command
so that you can centrally manage these.

Third-party Options

There are many third-party backup products for Amazon services, including many solutions that
have been certified by SAP. For more information, see Amazon SAP Partner Solutions.

Amazon FSx Backup

With Amazon FSx, backups are file-system-consistent, highly durable, and incremental. To ensure
file system consistency, Amazon FSx uses the Volume Shadow Copy Service (VSS) in Microsoft
Windows. To ensure high durability, Amazon FSx stores backups in Amazon S3. Amazon FSx
backups are incremental, which means that only the changes made after your most recent backup
are saved.

Amazon FSx automatically takes backups of your file systems once a day. These daily backups are
taken during the daily backup window that you established when you created the file system.

If you want to set up a custom backup schedule, you can deploy our reference solution.
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Storage

The storage services we use across this guide are:

« Amazon EBS

» Provides persistent storage for SAP application and database. The EBS volumes can be resized
and even the EBS volume type can be changed without disrupting the applications. For more
information, see Requesting Modifications to Your EBS Volumes. You will need to extend the

filesystem to match the extended volume size using the Windows operating system tools.
« Amazon FSx for Windows File Server
« Does not need you to explicitly provision storage at all - you simply pay for what you use.

« Does need regular maintenance, but you can define your own maintenance window as per
Amazon FSx Maintenance Windows.

« The Amazon FSx Service Level Agreement provides for a service credit if your monthly uptime
percentage is below our service commitment in any billing cycle.

« Amazon S3
» Does not need you to explicitly provision storage at all — you simply pay for what you use.

» You can use Object Lifecycle Management to set rules that define when objects are
transitioned or archived to colder storage, such as S3 Standard-1A, S3 Glacier, or S3 Glacier
Deep Archive, and when they expire. These actions happen automatically after being set.

Operating System Maintenance

In general, operating system maintenance across large numbers of EC2 instances can be managed
by:

» Tools specific to each operating system, such as Microsoft System Center

« Third-party products, such as those available in Amazon Web Services Marketplace

» Using Amazon Systems Manager

Some common operating system maintenance tasks include:

 Patching
+ Maintenance Window

« Administrator Access
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Patching

You can follow SAP recommended patching processes to update your landscape on Amazon. For
operating system patching, with Amazon Systems Manager Patch Manager you can roll out OS

patches as per your corporate policies. There are multiple key features like:

» Scheduling based on tags
» Auto-approving patches with lists of approved and rejected patches

« Defining patch baselines

Amazon Systems Manager Patch Manager integrates with IAM, Amazon CloudTrail, and Amazon
CloudWatch Events to provide a secure patching experience that includes event notifications and
the ability to audit usage. For details about the process, see How Patch Manager Operations Work.

If Amazon Systems Manager Patch Manager does not satisfy your requirements, there are third-
party products available as well. Some of these products are available in the Amazon Web Services

Marketplace.

Maintenance Window

Amazon Systems Manager Maintenance Windows lets you define a schedule for when to perform

potentially disruptive actions on your instances, such as patching an operating system, updating
drivers, installing software, or applying patches.

Administrator Access

You can access the backend SAP systems for administration purposes using:

« Amazon Systems Manager Session Manager

« Remote Desktop Protocol (RDP)
« Secure Shell (SSH)

High Availability

After your HA cluster is deployed and configured successfully on Amazon, the operation of the HA
software still follows the third-party software interface. This can be best understood by following
the operational guides from the respective vendors.
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It's also important to have a test environment available (often called a staging or pre-production
environment) that has an identical cluster configuration to your production environment. This
environment can be used to test any configuration changes to the cluster before deploying the
changes to production.

Two key Amazon features that support the cluster software are:

« Amazon FSx for shared storage: See the storage section for maintenance considerations for
Amazon FSx. For Multi-AZ deployments, DFS replication is required across multiple filesystems so
ensure that you monitor the replication.

« Overlay IP for IP failover

« Ensure that IAM authorizations are in place to minimize update access to the route table so
that only the cluster agent can edit it.

« Ensure that the route table configuration is coupled with your change management process
so that any wider environment updates that might affect this feature are captured and can
therefore be tested.

Disaster Recovery

Network Fileshare Copy Out-of-Region

To ensure that you have an independent backup of your data in the secondary Region, you should
back up your shared filesystem, as this won't be included in any AMIs or individual EBS snapshots.

To back up your Amazon FSx filesystem, you can rely on the included backup feature. However, this
backs up to Amazon S3 in-region. To support out-of-region disaster recovery (DR), you will need

to perform a file-level backup of your Amazon FSx filesystem in your secondary Region. You can
do this by accessing the filesystem via cross-region VPC peering and then running a file-level copy
from an Amazon EC2 instance running in the secondary Region to Amazon S3. This action can be
automated and scheduled using Amazon Systems Manager Run Command in combination with
Amazon CloudWatch Events.

Fail-back Plan

When your primary Region returns to normal operations, you may consider failing back to it. In
the event of a disaster that triggered a recovery to another Region, you copy the AMIs and shared
filesystems from the secondary Region back to the primary. In other words, you'll reverse what
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was the regular process before the disaster. It's important to update your change management or
change control processes to reflect this.

AMI Copy

When your primary Amazon Region is affected by an availability event, AMIs allow you to quickly
recover your SAP NetWeaver application servers in your DR Region. For recovery across Regions,
ensure that the latest AMIs are copied to the disaster recovery Region using the AMI copy feature.
New AMIs should be created when there are filesystem level changes to the SAP NetWeaver
application servers. This can be caused by:

« SAP kernel changes

« Database client software updates

« Operating system patches

To ensure that you reliably create a new AMI when these events happen, add the AMI creation as
a step in your change management process. It's important that if using a mechanism like this that
you integrate the out-of-region AMI copy with this process.

If having the lowest possible recovery time objective (RTO) is a priority, consider keeping at least
one application server running in the secondary Region to minimize the recovery time.

Amazon Elastic Disaster Recovery

Amazon Elastic Disaster Recovery (Elastic Disaster Recovery) minimizes downtime and data loss
with fast, reliable recovery of on-premises and cloud-based applications using affordable storage,
minimal compute, and point-in-time recovery.

You can increase IT resilience when you use Amazon Elastic Disaster Recovery to replicate on-
premises or cloud-based applications running on supported operating systems. Use the Amazon
Web Services Management Console to configure replication and launch settings, monitor data
replication, and launch instances for drills or recovery.

For more information, see the following resources.

o What is Elastic Disaster Recovery?

» Disaster recovery for SAP workloads on Amazon using Amazon Elastic Disaster Recovery
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Compute

EBS volumes are exposed as NVMe block devices on Nitro-based instances. When changing EC2

instance types from a previous generation to a Nitro generation, and if using a Windows Server
2008 R2, or later, Windows AMI, the Amazon NVMe driver is already included as described in the
Amazon EBS and NVMe documentation. If you are not using the latest Windows AMIs provided by
Amazon, see Installing or Upgrading Amazon NVMe Drivers.

Besides operating system maintenance, there is also maintenance that you can consider for the EC2
instances themselves. This maintenance can be driven by Amazon Systems Manager Automation
documents. Some examples are:

» Use the Amazon-StopEC2InstanceWithApproval document to request that one or more 1AM users
approve the instance stop action. After the approval is received, automation stops the instance.

» Use the Amazon-StopEC2Instance document to automatically stop instances based on a
schedule by using Amazon CloudWatch Events or a Maintenance Window task. For example, you
can configure an automation workflow to stop instances every Friday evening, and then restart
them every Monday morning.

» Use the Amazon-UpdateCloudFormationStackWithApproval document to update resources that
were deployed using an Amazon CloudFormation template. The update applies a new template.
You can configure the automation to request approval by one or more IAM users before the
update begins.

We also provide an Amazon Solution called Amazon Instance Scheduler that enables you to easily
configure custom start and stop schedules for their Amazon EC2 and Amazon Relational Database
Service (Amazon RDS) instances.

Cost Optimization

We recommend that you make cost optimization an on-going process. This is an extensive topic
with many Amazon services that help with budgeting, cost control, and proactive cost optimization
recommendations.

For more details, see SAP on Amazon Pricing and Optimization guide.
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Automation

Automation using Infrastructure as Code with Amazon CloudFormation

We recommend following the infrastructure as code principle in automating and maintaining your
workloads on Amazon. Amazon CloudFormation provides a common language to describe and

provision all the infrastructure resources in your cloud environment in a repeatable and automated
manner.

Automation using Documents

Amazon Systems Manager Automation simplifies common maintenance and deployment tasks

associated with Amazon EC2 instances and other Amazon resources. Automation enables you to do
the following:

« Build Automation workflows to configure and manage instances and Amazon resources.
» Create custom workflows or use pre-defined workflows maintained by Amazon.

» Receive notifications about Automation tasks and workflows by using Amazon CloudWatch
Events.

« Monitor Automation progress and execution details by using the Amazon EC2 or the Amazon
Systems Manager console.

There are many Amazon-provided documents specific to Windows already available.

Support

To get help from SAP, SAP requires, at the minimum, a business support agreement with Amazon.
Amazon Business Support provides resources and technical support for customers running SAP

workloads on Amazon. If you have any Amazon-related technical issues, you can open a case with
either SAP or Amazon, and it will be routed to the appropriate teams. Amazon also offers Amazon
Enterprise Support for customers running mission critical production workloads on Amazon.

Additional Reading

SAP on Amazon Technical Documentation

+ SAP on Amazon Technical Documentation
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« SAP on Amazon Whitepapers

e SAP NetWeaver on Amazon Quick Start

This is for SAP NetWeaver deployments on Linux, but is a useful point of comparison if you are
looking to automate a Windows-based deployment, or implement a standard Multi-AZ network
layout.

« Amazon for SAP Blog

« Making Application Failover Seamless by Failing Over Your Private Virtual IP Across Availability

Zones

SAP Documentation

» SAPS Ratings of Amazon Instance types supported for SAP Note 1656099
» 1588667 - SAP on Amazon: Overview of related SAP Notes and Web-Links

e 1656250 - SAP on Amazon: Support prerequisites
e 2539944 - Windows Server / Microsoft SQL Server on AMI

» 1409604 - Virtualization on Windows: Enhanced monitoring

» 2198693 - Key Monitoring Metrics for SAP on Amazon Web Services

Document Revisions

Date Change

November 2022 Added SAP Note 3143497 to SAP NetWeaver on Windows OSS
Notes list

July 2019 Initial publication
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Microsoft SQL Server for SAP NetWeaver on Amazon
Deployment and Operations Guide

SAP specialists, Amazon Web Services
Last updated: December 2020

This guide provides guidance on how to set up Amazon resources and the Microsoft Windows
Server operating system to deploy Microsoft SQL Server for SAP NetWeaver on Amazon EC2
instances.

This guide is for users who are responsible for planning, architecting, and deploying SQL Server

on Amazon for SAP NetWeaver based applications. You should have a good understanding of
Amazon services, general networking concepts, Windows Server operating systems, and SQL Server
administration.

Overview

This guide is part of a content series that provides detailed information about hosting, configuring,
and using SAP technologies in the Amazon Web Services Cloud. For the other guides in the series,
ranging from overviews to advanced topics, see SAP on Amazon Technical Documentation home

page.

This guide provides guidance on how to set up Amazon resources and the Microsoft Windows
Server operating system to deploy Microsoft SQL Server for SAP NetWeaver on Amazon EC2
instances.

Instructions in this document are based on recommendations provided by SAP and Microsoft for
SQL Server deployment on Windows via the below SAP notes or KB articles:

Table 1 - SAP NetWeaver on Windows OSS Notes
SAP OSS Note Description

1656099 SAP Applications on Amazon: Supported DB/
OS and Amazon EC2 products

1409608 Virtualization on Windows
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SAP OSS Note Description

1732161 SAP Systems on Windows Server 2012 (R2)

2384179 SAP Systems on Windows Server 2016

2751450 SAP Systems on Windows Server 2019

1564275 Install SAP Systems Using Virtual Host Names
on Windows

1772688 SQL Server AlwaysOn and SAP applications

In addition, this document also follows best practices from Amazon, Microsoft, and SAP for SAP
NetWeaver deployments on Windows.

This guide is for users who are responsible for planning, architecting, and deploying SQL Server

on Amazon for SAP NetWeaver based applications. You should have a good understanding of
Amazon services, general networking concepts, Windows Server operating systems, and SQL Server
administration.

This document doesn’t provide guidance on how to set up network and security constructs like
Amazon Virtual Private Cloud (Amazon VPC), subnets, route tables, ACLs, NAT Gateway, IAM
Roles, Amazon Security Groups, and so on. This document focuses on configuring and maintaining
compute, storage, and operating system for Microsoft SQL Server for SAP NetWeaver based
applications.

Prerequisites

Specialized Knowledge

Before you follow the instructions in this guide, we recommend that you become familiar with the
following Amazon services. (If you are new to Amazon, see Getting Started with Amazon.)

e Amazon EC2
« Amazon EBS

e Amazon FSx
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Amazon VPC

Amazon CloudFormation

Amazon Systems Manager

Amazon Simple Storage Service (Amazon S3)

Amazon Identity and Access Management (IAM)

Technical Requirements

Before you start to deploy Microsoft SQL Server database for SAP applications on Amazon, ensure
that you meet the following requirements:

Windows Server 2008 R2, 2012 R2, or 2016 operating system
Microsoft SQL Server 2008 R2 or higher database

Install Amazon SAP Data provider on Amazon EC2 instances after installing SQL Server database

If you plan to deploy domain installation, you should have a user ID that is a member of domain
admins. Otherwise, the domain admin should create groups and user IDs (such as <sapsid>adm,
SAPService<SAPSID>, and so on) as required for SAP in advance. See SAP installation guide for

more details.
Amazon Account with permission to create resources.
Access to SAP installation media for database and application

Amazon Business Support or Amazon Enterprise Support plan

Planning

Topics

Architecture Options

Deployment Options

Security
Sizing
Operating System

Compute
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« Storage

¢ Network

« Business Continuity

Architecture Options

SAP NetWeaver applications based on SQL Server can be installed in three different ways:

« Standard system or single host installation: ABAP System Central Services (ASCS)/System
Central Services (SCS), Database, and Primary Application Server (PAS) of SAP NetWeaver run in
single Amazon EC2 instance. This option is suited for non-critical and non-production workloads.

 Distributed system: ASCS/SCS, Database, and PAS of SAP NetWeaver run on separate Amazon
EC2 instances. For example, you can choose to run ASCS and PAS on one Amazon EC2 instance
and database on another Amazon EC2 instance or other possible combinations. This option is
suited for production and non-production workloads.

« High Availability (HA) system: For your SAP application to be highly available, you need to
protect the single point of failures. Database is one single point of failure in SAP applications.
There are two methods you can use to protect SQL Server and make it highly available.

« Database native solution: SQL Server Always On availability group.

» Third-party solutions: For example, SIOS Data Keeper, NEC ExpressCluster, Veritas InfoScale.

Regardless of which option you choose to make your SQL Server database highly available,
Amazon recommends that you deploy a primary and secondary SQL Server in different Amazon
Availability Zones within an Amazon Region. The following diagram provides a high-level
architecture for SQL Server high availability on Amazon. This option is suited for business-critical
applications.
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Deployment Options

Microsoft SQL Server 2008 R2 or later is supported for SAP applications on Amazon. See SAP
Note 1656099 - SAP Applications on Amazon: Supported DB/OS and Amazon EC2 products for
supported SAP applications and databases on Amazon.

Security

Amazon provides several security capabilities and services to securely run your SAP applications on

Amazon platform. In the context of SQL Server for SAP applications, you can use network services
and features such as Amazon VPC, Amazon Virtual Private Network, Amazon Direct Connect, and
Amazon EC2 security groups, network access controls, route tables, and so on, to restrict the access

to your database.
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Network Security

Generally, databases for SAP applications do not require direct user access. We recommend that
you only allow network traffic to the Amazon EC2 instance running SQL Server from Amazon EC2
instances running SAP application servers (PAS/AAS) and ASCS/SCS.

By default, SQL Server receives communication on TCP port 1433. Depending on your VPC design,
you should configure Amazon EC2 security groups, NACLs, and route tables to allow traffic to TCP
Port 1433 from SAP application servers (PAS/AAS) and ASCS/SCS.

Encryption

We recommend that you encrypt your data stored in Amazon storage services. See the following
documentation for more details:

» Encrypting Data at Rest and in Transit for Amazon FSx

» Protecting S3 objects using encryption

» Amazon EBS Encryption

Sizing

SAP Quick Sizer is generally used to size the SAP environment for new implementations. However,

if you are migrating your existing SAP applications based on SQL Server to Amazon, consider using
the following additional tools to right-size your SAP environment based on current use.

o SAP Early Watch Alerts (EWA): SAP EWA reports are provided by SAP regularly. These reports
provide an overview of historical system use. Analyze these reports to see if your existing SAP
system is overused or underused. You can use this information to right size your environment.

« Windows native tools: Gather and analyze historical use data for CPU/Memory with
Performance Monitor/Windows System Resource Manager to right size your environment.

« Amazon Application Discovery Service: Amazon Application Discovery Service helps with

collecting usage and configuration data about your on-premises servers. You can use this
information to analyze and right-size your environment.

Since it is easy to scale up or scale down your Amazon EC2 instances on Amazon, we recommend
that you consider the following guidelines when sizing your SAP environment on Amazon.

» Do not add too much capacity to meet future demand.
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« Account for the SAP Quick Sizer buffer. SAP Quick Sizer tools provide sizing guidance based on
assumptions that for 100% load (as per your inputs to tool) system use will not exceed 65%.
Therefore, there is a fair amount of buffer already built into SAP Quick Sizer recommendation.
See SAP's Quick Sizer guidance for details.

Operating System

SAP applications based on SQL Server are supported only on Windows operating system. For
supported Windows version, see the SAP product availability matrix (PAM) for the SAP application

that you plan to deploy on Amazon.

Compute

Amazon provides multiple SAP certified Amazon EC2 instances. See SAP Note 1656099 - SAP
Applications on Amazon: Supported DB/OS and Amazon EC2 products for details. Based on results
of your sizing exercise, you can deploy your SQL Server on any of the SAP certified Amazon EC2
instances that meets your requirement.

Storage

The following table lists the main directories for SQL Server database.

Table 2 - Main directories for SQL Server database

Usage Directory Description
Database data files <drive>:\<SAPSID>D Directory for SAP database
ATAQ data files

<drive>:\<SAPSID>D
ATAl

<drive>:\<SAPSID>D

ATA<N>
Database transaction log files  <drive>:\<SAPSID>1 Directory for SAP database
og<N> transaction Log
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Usage Directory Description

Tempdb data files <drive>:\Tempdb Directory for temporary
database data files

SQL binaries and other data <drive>:\Program Directory for SQL Server
files Files\Microsoft SQL program files and master,
Server msdb, and model data files

Amazon Elastic Block Store (Amazon EBS) volumes are designed to be highly available and reliable.
Amazon EBS volume data is replicated across multiple servers in an Availability Zone to prevent
the loss of data from the failure of any single component. Due to this built-in protection, you don't
have to configure RAID 1 for volumes containing database transaction log files, tempdb data files,
SQL binaries, and other data files.

We also do not recommend RAID 5 for database data files on Amazon due to following reasons.

« Volumes are replicated within Availability Zone by default.

 Parity write operations of RAID 5 consume some of the IOPS available to your volume and will
reduce the overall IO available for database operations by 20-30% over RAID 0 configuration.

Network

Ensure that your network constructs are set up to deploy resources related to SAP NetWeaver. If
you haven't already set up network components like Amazon VPC, subnets, route tables, and so on,
you can use Amazon Quick Start for VPC to easily deploy scalable VPC architecture.

Business Continuity

We recommend that you architect your business-critical applications to be fault tolerant.
Depending on your availability requirements, there are different ways in which you can achieve this.
This section discusses how you can set up highly available SQL Server for SAP applications.

High Availability

You can configure high availability for SQL Server database on Amazon using Always On
availability groups or third-party tools.
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SQL Server Always On Availability Groups

A prerequisite for deploying a SQL Server Always On availability group is Windows Server Failover
Clustering (WSFC). SQL Server Always On uses WSFC to increase application availability. WSFC
provides infrastructure features that complement the high availability and disaster recovery
scenarios supported in the Amazon Cloud. Implementing WSFC cluster on Amazon is very similar to
deploying it on-premises provided you meet two key requirements:

» Deploy the cluster nodes inside an Amazon VPC.

» Deploy the cluster nodes in separate subnets that are in different Availability Zones.

See Overview of Always On Availability Groups (SQL Server) for details.

The following figure provides an overview of architecture for SQL Server Always On availability
groups on Amazon. This architecture includes following components

» A VPC configured with private subnets across two Availability Zones. This provides the network
infrastructure for your SQL Server deployment.

« Amazon Directory Service for Microsoft Active Directory deployed in private subnet.
Alternatively, you can also manage your own AD DS deployed on Amazon EC2 instance.

« In a private subnet, Windows Servers configured with WSFC for SQL Server Enterprise edition
with SQL Server Always On availability groups.
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Third-Party Solutions

You can also use third-party tools like SIOS Data Protection Suite, NEC ExpressCluster, or Veritas
InfoScale to provide high-availability for SQL Server. These solutions use WSFC and replicate data
from primary to secondary with block level replication of the Amazon EBS volume.

Disaster Recovery

Disaster recovery is about preparing for and recovering from a disaster. Any event that has a
negative impact on your business continuity or finances could be termed a disaster. To implement
a cost effective Disaster recovery strategy for your SAP applications and databases that meets your
business objective you need to consider the following requirements.
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Separate DR Strategy from HA Design

First you must evaluate whether a separate DR strategy is required in addition to the HA design
offered by Amazon protection.

On Amazon, we recommend that you deploy business critical application in high availability
architecture across two Availability Zones in an Amazon Region. Each Availability Zone is designed
as an independent failure zone. This means that Availability Zones are physically separated within
a typical metropolitan region and are located in lower risk flood plains. Availability Zones include a
discrete uninterruptable power supply (UPS) and onsite backup generation facilities, and are each
fed via different grids from independent utilities to further reduce single points of failure. The level
of protection provided by Availability Zone design is sufficient for most customers and is able to
meet their business objectives.

DR in Amazon Regions

If you determine that you need a separate DR strategy, next you must decide if you need a DR
plan in a different Amazon Region than your primary Amazon Region or in same Amazon Region
as you primary (for example, using third Availability Zone of your primary Amazon Region as DR).
Data sovereignty is the primary reason that influences this decision. However, there may be other
reasons, such as proximity to users, cost, ease of management, and so on.

DR Architecture

Finally, you must decide on the DR architecture and understand the infrastructure required to
implement it. The Recovery Time Objective (RTO) and Recovery Point Objective (RPO) are the
primary factors that influence DR architecture. We recommend any of the following three DR
architectures:

« Cold: This architecture essentially relies on backups. Backups are taken (database — data and log,
AMI, Snapshots) on a regular basis and used to rebuild the systems in the target Amazon Region
to recover for any disaster. Because this architecture completely depends on backups, the RPO
depends on how frequently you take backups, and RTO depends on how large the database is to
be recovered.

« Pilot Light: This option provides better RTO/RPO over cold option because the SQL server
database is synchronously or asynchronously getting replicated to a smaller EC2 instance. If you
choose this architecture, you mus resize SQL Server EC2 instances, create application server from
AMIs before starting production operations. You can use Amazon CloudFormation to automate
these tasks.
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» Hot DR: SQL Server database for DR EC2 instances are sized the same as production instances
which helps to reduce recovery time over Pilot light because you do not need to resize the
instances before starting production operations. For application servers, you can choose to
replicate the volumes with CloudEndure or other third-party tools, like SIOS, ATAMotion, and so
on.

Depending on your specific RTO/RPO, you can implement cold, pilot light, or hot DR architecture.
The following table below provides a comparison between cold and pilot light DR for achievable
RTO/RPO.

Table 3 - Cold versus Pilot light DR

DR Architecture Strategy RTO/RPO
Cold SQL Server backup/restore High/High*
Cold Amazon AMI Low/High
Cold Amazon AMI with frequent Low/Low?*
DB volumes (Data & Log)
snapshots
Pilot Light Sync Replication (with-in Low/Near-Zero

primary region)

Pilot Light Async Replication (in different  Low/Few Minutes
region)

Hot Async Replication (in different  Few Minutes/Few Minutes
region)

* The exact time it will take to recover database in DR scenario depends on how much you need to
catch up to achieve point in time required for Cold architecture. High — couple of hours to a day or
more. Low —less than an hour to couple of hours.

Deployment

Topics
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» Windows EC2 Instance Deployment

o SQL Server Deployment

» SQL Server Deployment for High Availability

Windows EC2 Instance Deployment

Deciding the right storage layout is important to ensure you are able to meet required 10. Amazon
EBS general purpose volume (gp2) provides 3 IOPS per GB whereas provisioned IOPS (io1) provide
a max of 50 IOPS per GB. See EBS features for details. If you decide to separate SQL data, log, and
tempdb to different volumes, consider these aspects.

For gp2, with one volume for all (data, log, and tempdb). Create storage config file as below.
Replace placeholder <size> as per your requirement.

[
{
"DeviceName": "xvdb",
"Ebs": {
"VolumeSize": <size>,
"VolumeType": "gp2",
"DeleteOnTermination": true
}
}
]

For separate volumes, gp2 (data), io1 (log) and io1 (tempdb) create storage configuration file as
below. Replace placeholders <size> and <IOPS Required> with size of the disk and IOPS you
need.

[
{
"DeviceName": "xvdb",
"Ebs": {
"VolumeSize": <size>,
"VolumeType": '"gp2",
"DeleteOnTermination": true
}
.
{
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"DeviceName": "xvdc",

"Ebs": {
"VolumeSize": <size>,
"VolumeType": “iol",
"Iops": <IOPS Required>,
"DeleteOnTermination": true

}
.
{
"DeviceName": "xvdd",
"Ebs": {
"VolumeSize": <size>,
"VolumeType": “iol",
"Iops": <IOPS Required>,
"DeleteOnTermination": true
}
}

SQL Server Deployment

Follow the instructions in the appropriate SAP installation guide for your version of SAP NetWeaver
and your combination of operating system and database. See SAP installation guides.

SQL Server Deployment for High Availability

1. Deploy the SAP NetWeaver ASCS instance. For instructions, see the SAP NetWeaver on Amazon
Deployment and Operations Guide for Windows .

2. Create two EC2 instances for Microsoft SQL server, one in each Availability Zone. See the
Windows EC2 instances deployment section for steps.

3. Assign two secondary IP addresses to each instance from the same subnet CIDR in which they
are installed:
a. Use one address for Windows Server Failover Cluster (WSFC).
b. Use the second address for the Availability Group listener.
You can assign IP addresses through the Amazon Web Services Management Console,

Amazon Command Line Interface (Amazon CLI), or Amazon Tools for Windows
PowerShell. For detailed working instructions, see Multiple IP Addresses.
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For example, in the screenshot that follows, 10.100.4.53 is the primary private IP address
of the EC2 instance. It has been allocated two secondary private addresses: 10.100.4.54
and 10.100.4.55.

Instance:l P se——— (SQLServer-Secondary) Private IP: 10.100.4.53 Nl ]

Description Status Checks Monitoring Tags

Instance ID Public DNS (IPv4) -
Instance state  running IPv4 PublicIP -
Instance type  r4.2xlarge IPv6 IPs -
Elastic IPs Private DNS  ip-10-100-4-53 .=
Availability zone Private IPs  10.100.4.53
Security groups Secondary private IPs  10.100.4.54, 10.100.4.55

4. Domain join EC2 instances created in Step 1. If you are using Amazon Managed Microsoft AD,
see Amazon Directory Service documentation for detailed steps.

5. Loginto the EC2 instance as admin, open PowerShell, and execute the following command to
install the Windows Failover Clustering feature.

Install-WindowsFeature -Name Failover-Clustering -restart -IncludeAllSubFeature

(@ Note

This command may force your EC2 instance to restart. Make sure you execute the
command on both EC2 instances.

6. Login as domain admin into one of the EC2 instance and execute the following command
to create the Windows Server Failover Cluster. Make sure to replace the placeholders before
executing the command.

New-Cluster -Name <ClusterName> -Node <Nodel>,<Node2> -NoStorage

For example:

New-Cluster -Name SAPSQLCluster -Node primarysql,secondarysql -NoStorage

7. Install SQL Server on both EC2 instances. For instructions, see the SAP installation guide.
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Install the database instance on the primary node. Follow SAP installation guide to install
Database instance on primary node. Make sure you perform domain installations and choose
Domain of Current User or Different Domain as appropriate during parameter selection.

Software Provisioning w

) =37 [57] 5] e [z

' L] L2] L3 L4] L8] “
Choose Option Define Parameters Summary Execute Completed

Choose the Windows domain in which you want to create the SAP system accounts.

SAP System User Domain
SAP System ID (SAPSID)

Domain Madel (O Local Domain

O Difierent Domain

Windows Domain™
Additional Information

@ Ifyou want the SAP system to run on one host, you can choose Local Domain (local installation).
@ Ifyou want the system to be distributed on several hosts, we strongly recommend that you perform a domain installation to avoid

authorization problems.
@ If you want to install a high-availability system with MSCS, you must perform a domain installation.

To perform a domain installation and have the operating system users created during the installation, you must be a domain administrator.
Otherwise, you have to create all operating system users before the installation.
For more information about Windows domains, see the Windows documentation.

8. Create operating system users on secondary instance.

a. Start sapinst, and in the Available Options pane, navigate to Generic Options > MS SQL
Server > Preparations > Operating System Users and Groups.

(® Note

The navigation path can vary depending on the version of SWPM you are using.

b. Create users and groups for this instance, as appropriate.
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10.

11.

12.

® Note

You do not need to create users on the primary instance because the database
instance was installed on the primary node operating system.

Software Provisioning w

N [ 51 5] Fal e

v L] 2] 3] (4] 5] 0
Choose Option Define Parameters Summary Execute Completed

Go to the option you want to execute.

Available Options

7 I SAF NetiWeaver AS ABAF ¢ 4, UEM version T.U
P [J Dual-Stack Split
Lﬁmm Damarng

~ i i Creates all operating system accounts for your SAP
? ([z_slnlgrhlrlc[?g.i’;?:rsi system or standalone engine

[
D
P
=

Description

[D]

(3 1EM DB2 for Linwx, UNEC and Windows In most cases this is optional. However, you have to
(3 1M DB2 for Z0S execute this option if you want to use global
(1 MaxDB accounts that are configured on a separate host or if
&Y MS SAL Server you want to install an SAP system instance on
~ &3 Preparations HP-UX.
P [ Datahase Migration Option
P [ LDAP Registration
SAP Host Agent
Operating System Users and Groups

VL Uatapase Tools
B M ninetall

Install SAP Host agent on secondary instance with SWPM.

Create a SQL Server Always On availability group. See the Microsoft documentation for SQL
Always On availability group installation instructions.

Adjust the SAP profile files for parameters per the following example. Make sure to replace the
<availabilitygroup listener> placeholder with appropriate the value for your setup.
For details, refer to SAP Note 1772688 - SQL Server Always On and SAP applications.

dbs/mss/server = <availabilitygroup listener>;MultiSubnetFailover=yes

SAPDBHOST = <availabilitygroup listener>

Perform failover and failback of SQL Server to validate it is working correctly.
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13. Continue with installation of primary application server (PAS) and additional application server
(AAS) following the instructions in SAP installation guides.

Operations

This section provides information on Amazon services that help you with day-to-day operations of
your SQL Server database for SAP applications.

Topics

« Monitoring

» Backup and Recovery

» Storage

« Operating System Maintenance

» Business Continuity

» Support

o Cost Optimization

Monitoring

Amazon provides multiple services to monitor and manage your infrastructure and applications
on Amazon. You can use services like Amazon CloudWatch and Amazon CloudTrail to monitor your
underlying infrastructure and APIs, respectively.

CloudWatch provides ready-to-use key performance indicators (KPIs) that you can use to monitor
both CPU and disk utilization.

You can also create custom metrics for monitoring SQL server.

With CloudTrail, you can log, continuously monitor, and retain account activity related to actions
across your Amazon infrastructure. Amazon CloudTrail is enabled on all Amazon accounts and
records your account activity upon account creation. You can view and download the last 90 days
of your account activity for create, modify, and delete operations of supported services without the
need to manually set up CloudTrail.
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Backup and Recovery

You need to regularly back up your operating system and database to recover them in case of any
failure. Amazon provides various services and tools that you can use to back up your SQL Server
database of SAP applications.

Amazon Machine Images (AMis)

You can use the Amazon Web Services Management Console or the Amazon CLI to create a new
AMI of your existing SAP system. This AMI can be used to recover your existing SAP system or to
create a clone.

The Amazon CLI create image command creates a new AMI based on an existing Amazon EC2
instance. The new AMI contains a complete copy of the operating system and its configuration,
software configurations, and optionally all Amazon EBS volumes that are attached to the instance.
For details on how to create an AMI of an existing Amazon EC2 instance, see Creating an Amazon

EBS Backed Windows AMI. AMI creation and lifecycle can be centrally managed in Amazon

BackupAmazon Backup.

Amazon EBS Snapshots

You can back up your Amazon EBS volumes to Amazon Simple Storage Service by taking point-
in-time snapshots. Snapshots are incremental backups, which means that only the blocks on the
device that have changed after your most recent snapshot are saved.

Snapshots are suited to back up SAP file systems like /ust/sap/*, /sapmnt/*. If you decide
to take snapshots of your EBS volumes containing data and log files, make sure to use Volume
Shadow Copy Service or shut down your database before a snapshot is triggered for consistency.
You can use Amazon Backup to create backups using VSS functionalities.

The following command creates a snapshot of volume (with example volume id
vol-1234567890abcdef®). You can use this command in Amazon CLI to create your own volume
snapshot.

aws ec2 create-snapshot --volume-id vol-1234567890abcdef® --description "This is my
volume snapshot."

Database Backups

For SQL Server database backup, you can use one of the following methods:
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« SQL native tools to take backup on disk: Backup requires high throughput compared to IOPS.
We recommend using Throughput Optimized HDD (st1) which provides maximum throughput of
500 MB/s per volume. Once the backup completes on disk, you can use scripts to move it to an
Amazon S3 bucket.

« Amazon Backup for application-consistent backups via Microsoft's Volume Shadow Copy
Services (VSS). Ensure that the flag in the advanced backup settings is enabled:

v Advanced backup settings

Application-aware backup Info
Enable application-aware snapshots for the selected third-party software running on EC2.

Windows VSS

« Third-party backint tools: Partners like Commvault, Veritas, and so on use SAP backint interface
and store backups directly in Amazon S3 buckets.

Storage
The following list includes Amazon storage services included in this guide.
Amazon EBS

Amazon EBS provides persistent storage for SAP application and database. You can increase EBS
volume size or change the type of volume (for example, gp2 to io1) without requiring downtime.
For more information, see Modifying Amazon EBS volume.

Amazon FSx for Windows File Server

Amazon FSx does not require you to explicitly provision storage at all — you simply pay for what
you use.

Amazon FSx requires regular maintenance for patching, but you can define the maintenance
windows as per your business requirements. For details, see FSx Maintenance Windows.

Amazon S3

Amazon S3 does not require you to explicitly provision storage at all — you simply pay for what you
use.
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Operating System Maintenance

In general, operating system maintenance across large estates of EC2 instances can be managed
by:

» Tools specific to each operating system, such as Microsoft System Center 2019
» Third-party products, such as those available on Amazon Web Services Marketplace

« Amazon Systems Manager

Amazon Systems Manager can help with the following key operating system maintenance tasks.

Patching

You can follow SAP recommended patching processes to update your landscape on Amazon. For
operating system patching, use Amazon Systems Manager Patch Manager to roll out OS patches as

per your corporate policies. Patch manager includes features like:

» Scheduling based on tags
« Auto-approving patches with lists of approved and rejected patches

 Defining patch baselines

Amazon Systems Manager Patch Manager integrates with Amazon Identity and Access
Management (IAM), Amazon CloudTrail, and Amazon CloudWatch Events to provide a secure
patching experience that includes event notifications and the ability to audit usage. For details
about the process, see How Patch Manager Operations Work. If Amazon Systems Manager Patch

Manager does not fulfil your requirements, there are third-party products available on the Amazon
Web Services Marketplace.

Maintenance Window

Amazon Systems Manager Maintenance Windows let you define a schedule for when to perform

potentially disruptive actions on your instances, such as patching an operating system, updating
drivers, or installing software or patches.

Automation using Documents

Amazon Systems Manager Automation simplifies common maintenance and deployment tasks of

Amazon EC2 instances and other Amazon resources. Automation enables you to do the following:
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 Build Automation workflows to configure and manage instances and Amazon resources.
» Create custom workflows or use pre-defined workflows maintained by Amazon.

» Receive notifications about Automation tasks and workflows by using Amazon CloudWatch
Events.

« Monitor Automation progress and execution details by using the Amazon EC2 or the Amazon
Systems Manager console.

There are many Amazon provided documents specific to Windows already available.

Business Continuity

Amazon recommends that you periodically schedule business continuity process validations by
executing disaster recovery (DR) tests. This planned activity will help to flush out any potential
unknowns and help the organization to deal with any real disaster in a streamlined manner.
Depending on your disaster recovery architecture, business continuity may include:

Backup/recovery of database from AmazonS3

Creation of systems from AMI and point-in-time recovery via snapshots

Changing the EC2 instance size of pilot light system

Validation of integration (AD/DNS, email, third party, and so on.)

Support

SAP requires customers to have a minimum of an Amazon Business Support plan with Amazon.
This ensures that any critical issues raised with SAP are also handled by Amazon on priority.
Amazon Business Support provides less than one hour response time for production down
scenarios. For a response time of less than 15 minute for business critical systems along with other
benefits, you can choose Amazon Enterprise Support.

For any SAP application issues, Amazon suggests that you raise an incident with SAP via the SAP
Support portal. After the first level of investigation, SAP can redirect the incident to Amazon
Support if the issue is infrastructure-related. However, if you choose to raise support issues for SAP
applications with Amazon Support, we cannot redirect the tickets to SAP. For any infrastructure-
related issues, you can raise the issue directly with Amazon Support.
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Cost Optimization

Resources (CPU, Memory, additional application servers, system copies for different tests/
validations, and so on) require SAP landscape changes over time. Amazon recommends that you
monitor system utilization and the need for existing systems on a regular basis and take actions to
reduce cost. In case of a database like SQL Server, the only opportunity to right-size the database
server is by scaling up/down or shutting it down, if not required. Here are few suggestions that you
can consider for cost optimization:

» Consider Reserved instances over On-Demand instances if the requirement is to run your
instances 24x7 365 days per year. Reserved instances provide up to a 75% discount over On-
Demand instances. See EC2 pricing for details.

« Consider running occasionally required systems like training, sandbox, and so on, on-demand for
the duration required.

» Monitor CPU and memory utilization over time for other non-production systems like Dev/QA
and right-size them when possible.

FAQ

Q. Can | use Amazon RDS for SQL Server as a database to deploy SAP NetWeaver based
applications?

A. No, Amazon RDS for SQL Server is not certified by SAP for SAP NetWeaver based applications.
However, it is certified to be used as database for SAP Business Objects Bl (BObj BI)

Q. Can | purchase and use a Microsoft SQL Server license from Amazon, such as Microsoft SQL
Server 2019 Enterprise on Windows Server 2022, Amazon Machine Image (AMI), to host my SAP
NetWeaver based workloads, and other SAP workloads?

A. Yes, Amazon provides a variety of options for Microsoft SQL Server license-included AMiIls, as a
pre-installed package with different combinations of Microsoft Windows Server and Microsoft SQL
Server versions and editions available. For more information, see Licensing options and Find a SQL

Server license-included AMI.

There are some differences in how SAP manages technical support, when the support ticket is
raised with SAP support, and if the issue raised is found to be with Microsoft SQL Server, when
those licenses are from Amazon. In that situation, you need to raise a separate ticket with Amazon
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Web Services Support for SQL Server technical support, following the terms of your Amazon Web
Services Support plan.

Document Revisions

Date Change

December 2020 Minor updates to text in Backup & Recovery
section

July 2019 Initial publication
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SAP NetWeaver on Amazon: high availability
configuration for SUSE Linux Enterprise Server (SLES) for
SAP applications

This topic applies to SUSE Linux Enterprise Server (SLES) operating system for SAP NetWeaver
applications on Amazon cloud. It covers the instructions for configuration of a pacemaker cluster
for the ABAP SAP Central Service (ASCS) and the Enqueue Replication Server (ERS) when deployed
on Amazon EC2 instances in two different Availability Zones within an Amazon Web Services
Region.

This topic covers instructions for the following configuration options.

Topics

 Planning

» Architecture diagrams
» Deployment

« Operations

Planning

This section covers the following topics.

Topics

« Prerequisites

« Reliability

« SAP and SUSE references

» Concepts
« Automation and Amazon Launch Wizard for SAP

« Switching architecture to simple-mount

Prerequisites

You must meet the following prerequisites before commencing setup.
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Topics

» Deployed cluster infrastructure

» Supported operating system

 Required access for setup

Deployed cluster infrastructure

Ensure that your Amazon networking requirements and Amazon EC2 instances where SAP
workloads are installed, are correctly configured for SAP. For more information, see SAP NetWeaver

Environment Setup for Linux on Amazon.

See the following ASCS cluster specific requirements.

« Two cluster nodes created in private subnets in separate Availability Zones within the same
Amazon VPC and Amazon Web Services Region

« Access to the route table(s) that are associated with the chosen subnets

For more information, see the section called “Amazon — Overlay IP".

« Targeted Amazon EC2 instances must have connectivity to the Amazon EC2 endpoint via internet
or a Amazon VPC endpoint.

Supported operating system

Protecting ASCS with a pacemaker cluster requires packages from SUSE, including targeted cluster
resource agents for SAP and Amazon that may not be available in standard repositories.

For deploying SAP applications on SUSE, SAP and SUSE recommend using SUSE Linux Enterprise
Server for SAP applications (SLES for SAP). SLES for SAP provides additional benefits, including
Extended Service Pack Overlap Support (ESPOS), configuration and tuning packages for SAP
applications, and High Availability Extensions (HAE). For more details, see SUSE website at SUSE
Linux Enterprise Server for SAP Applications.

SLES for SAP is available at Amazon Web Services Marketplace with an hourly or annual

subscription. You can also use the bring your own subscription (BYOS) model.
Required access for setup

The following access is required for setting up the cluster.
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« An IAM user with the following privileges.
« modify Amazon VPC route tables
« modify Amazon EC2 instance properties
« create IAM policies and roles
» create Amazon EFS file systems
» Root access to the operating system of both cluster nodes

o SAP administrative user access — <sid>adm

In case of a new install, this user is created by the install process.

Reliability

The SAP Lens of the Well-Architected framework, in particular the Reliability pillar, can be used to
understand the reliability requirements for your SAP workload.

ASCS is a single point of failure in a highly available SAP architecture. The impact of an outage

of this component must be evaluated against factors, such as, recovery point objective (RPO),
recovery time objective (RTO), cost and operation complexity. For more information, see Reliability
in SAP Lens - Amazon Well-Architected Framework.

SAP and SUSE references

In addition to this guide, see the following references for more details.

» SUSE documentation — SAP S/4 HANA - Enqueue Replication 2 High Availability Cluster With
Simple Mount

» SUSE documentation — SAP S/4 HANA - Enqueue Replication 2 High Availability Cluster

« SAP Note: 1656099 - SAP Applications on Amazon: Supported DB/OS and Amazon EC2 products

o SAP Note: 1984787 - SUSE Linux Enterprise Server 12: Installation Notes

o SAP Note: 2578899 - SUSE Linux Enterprise Server 15: Installation Notes

« SAP Note: 1275776 - Linux: Preparing SLES for SAP environments

You must have SAP portal access for reading all SAP Notes.
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Concepts

This section covers Amazon, SAP, and SUSE concepts.

Concepts

SAP — ABAP SAP Central Services (ASCS)

SAP - Enqueue Replication Server (ERS)

Amazon - Availability Zones

Amazon - Overlay IP

Amazon - Shared VPC

Pacemaker - STONITH fencing agent

Pacemaker - simple-mount and classic architecture

SAP - ABAP SAP Central Services (ASCS)

The ABAP SAP Central Services (ASCS) is an SAP instance consisting of the following two services. It
is considered a single point of failure (SPOF) in a resilient SAP system.

Message server — Responsible for application load distribution (GUI and RFC), communication
between application servers, and centralised configuration information for web dispatchers and
application servers.

Enqueue server (standalone) — Maintains a lock table in main memory (shared memory). Unlike
a database lock, an enqueue lock can exist across multiple logical units of work (LUW), and is set
by a SAP Dialog work process. The lock mechanism prevents two transactions from changing the
same data in the database simultaneously.

(® Note

With ABAP Release 7.53 (ABAP Platform 1809), the new Standalone Enqueue Server
2 (ENSAZ2) is installed by default. It replaces the previous version (ENSA1) but can be
configured for the previous versions. See SAP Note 2630416 - Support for Standalone

Enqueue Server 2 (SAP portal access required) for more information.

This document includes modifications to align with the correct ENSA version.
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SAP - Enqueue Replication Server (ERS)

The Enqueue Replication Server (ERS) is an SAP instance containing a replica of the lock table
(replication table).

In a resilient setup, if the standalone enqueue server (EN/ENQ) fails, it can be restarted either
by restart parameters or by high availability software, such as Pacemaker. The enqueue server
retrieves the replication table remotely or by failing over to the host where the ERS is running.

Amazon - Availability Zones

Availability Zone is one or more discreet data centers with redundant power, networking, and
connectivity in an Amazon Web Services Region. For more information, see Regions and Availability

Zones.

For mission critical deployments of SAP on Amazon where the goal is to minimise the recovery
time objective (RTO), we suggest distributing single points of failure across Availability Zones.
Compared with single instance or single Availability Zone deployments, this increases resilience and
isolation against a broad range of failure scenarios and issues, including natural disasters.

Each Availability Zone is physically separated by a meaningful distance (many kilometers)

from another Availability Zone. All Availability Zones in an Amazon Web Services Region re
interconnected with high-bandwidth, low-latency network, over fully redundant, dedicated metro
fiber. This enables synchronous replication. All traffic between Availability Zones is encrypted.

Amazon - Overlay IP

Overlay IP enables a connection to the application, regardless of which Availability Zone (and
subnet) contains the active primary node.

When deploying an Amazon EC2 instance in Amazon, IP addresses are allocated from the CIDR
range of the allocated subnet. The subnet cannot span across multiple Availability Zones, and
therefore the subnet IP addresses may be unavailable after faults, including network connectivity
or hardware issues which require a failover to the replication target in a different Availability Zone.

To address this, we suggest that you configure an overlay IP, and use this in the connection
parameters for the application. This IP address is a non-overlapping RFC1918 private IP address
from outside of VPC CIDR block and is configured as an entry in the route table or tables. The route
directs the connection to the active node and is updated during a failover by the cluster software.

You can select any one of the following RFC1918 private IP addresses for your overlay IP address.
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« 10.0.0.0 - 10.255.255.255 (10/8 prefix)
e 172.16.0.0-172.31.255.255 (172.16/12 prefix)
e 192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

If, for example, you use the 10/8 prefix in your SAP VPC, selecting a 172 or a 192 IP address may
help to differentiate the overlay IP. Consider the use of an IP Address Management (IPAM) tool
such as Amazon VPC IP Address Manager to plan, track, and monitor IP addresses for your Amazon
workloads. For more information, see What is IPAM?

The overlay IP agent in the cluster can also be configured to update multiple route tables which
contain the Overlay IP entry if your subnet association or connectivity requires it.

Access to overlay IP

The overlay IP is outside of the range of the VPC, and therefore cannot be reached from locations
that are not associated with the route table, including on-premises and other VPCs.

Use Amazon Transit Gateway as a central hub to facilitate the network connection to an overlay IP

address from multiple locations, including Amazon VPCs, other Amazon Web Services Regions, and
on-premises using Amazon Direct Connect or Amazon Client VPN.

If you do not have Amazon Transit Gateway set up as a network transit hub or if it is not available
in your preferred Amazon Web Services Region, you can use a Network Load Balancer to enable

network access to an overlay IP.

For more information, see SAP on Amazon High Availability with Overlay IP Address Routing.

Amazon - Shared VPC

An enterprise landing zone setup or security requirements may require the use of a separate cluster
account to restrict the route table access required for the Overlay IP to an isolated account. For
more information, see Share your VPC with other accounts .

Evaluate the operational impact against your security posture before setting up shared VPC. To set
up, see Shared VPC - optional.

Pacemaker - STONITH fencing agent

In a two-node cluster setup for a primary resource and its replication pair, it is important that there
is only one node in the primary role with the ability to modify your data. In the event of a failure
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scenario where a node is unresponsive or incommunicable, ensuring data consistency requires that
the faulty node is isolated by powering it down before the cluster commences other actions, such
as promoting a new primary. This arbitration is the role of the fencing agent.

Since a two-node cluster introduces the possibility of a fence race in which a dual shoot out
can occur with communication failures resulting in both nodes simultaneously claiming, “l can't
see you, so | am going to power you off”. The fencing agent is designed to minimise this risk by
providing an external witness.

SLES supports several fencing agents, including the one recommended for use with Amazon EC2
Instances (external/ec?2). This resource uses APl commands to check its own instance status - “Is my
instance state anything other than running?” before proceeding to power off its pair. If it is already
in a stopping or stopped state it will admit defeat and leave the surviving node untouched.

Pacemaker - simple-mount and classic architecture

This guide covers two architectures for SAP cluster solutions on SLES for SAP — simple-mount
and classic (previous standard). Simple-mount was certified as the SLES for SAP Applications
cluster solution in late 2021. It is now the recommended architecture for both ENSA1 and ENSA2
deployments running on SLES for SAP 15 and above. For more details, see SUSE blog Simple
Mount Structure for SAP Application Platform.

If you are configuring a new SAP installation, we recommend the simple-mount architecture. If you
already have the classic architecture, and wish to migrate to the simple-mount architecture, see the
section called “Switching architecture to simple-mount”.

The following are the differences between the classic and simple-mount architectures.

« Removing file system resources from cluster - a file system is required but it is not mounted and
unmounted by the cluster. The executable directory for the ASCS and ERS can be permanently
mounted on both nodes.

« Addition of SAPStartSrv — SAPStartSrv controls the matching SAPStartSrv framework
process.

« Sapping and sappong services — these services manage the start of SAPStartSrv services with
sapinit.

See the Architecture diagrams for more details.
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Automation and Amazon Launch Wizard for SAP

You can set up a cluster manually using the instructions provided here. You can also automate
parts of this process to ensure consistency and repeatability.

Use Amazon Launch Wizard for SAP for automated deployments of SAP NetWeaver, SAP S/4
HANA, SAP B/4HANA, and Solution Manager. Launch Wizard uses Amazon CloudFormation
scripts to quickly provision the resources needed to deploy SAP NetWeaver and S/4 HANA. The
automation performs SAP enqueue replication and pacemaker setup so that only validation and
testing are required. For more information, see Amazon Launch Wizard for SAP.

To ensure that the behavior and operation of your cluster is well understood regardless of how
your system is set up, we recommend a thorough test cycle. See Testing for more details.

Switching architecture to simple-mount

Follow along these steps if you want to switch an existing cluster with classic architecture to use
the recommended configuration of simple-mount architecture.

These steps must be performed in an outage window, allowing stop/start of services and basic
testing.

1. Put the cluster in maintenance mode. See Maintenance mode.

2. Stop SAP services, including application servers connected to the cluster as well as ASCS and
ERS.

3. Install any missing operating system packages. See Package.
It might be necessary to install sapstartsrv-resource-agents. However, all operating

system prerequisites must be checked and updated to ensure that versions are compatible. See
Operating system prerequisites.

4. Add entries for ASCS and ERS mount point on both nodes (if not already added). See Update /
etc/fstab.

5. Enable sapping/sappong services. See Enable sapping/sappongsystemd services (simple-

mount only).
6. Disable systemd services. See Align and disable SAP auto start services for systemd.

7. Backup the configuration with the following command.

crm config show >> /tmp/classic_ha_setup.txt

Launch Wizard for SAP 81


https://docs.amazonaws.cn/launchwizard/latest/userguide/launch-wizard-sap.html
https://docs.amazonaws.cn/sap/latest/sap-netweaver/testing.html
https://docs.amazonaws.cn/sap/latest/sap-netweaver/sles-operations.html#maintenance-mode
https://docs.amazonaws.cn/sap/latest/sap-netweaver/sles-setup.html#os-packages
https://docs.amazonaws.cn/sap/latest/sap-netweaver/sles-setup.html#os-prerequisites
https://docs.amazonaws.cn/sap/latest/sap-netweaver/sles-setup.html#update-file
https://docs.amazonaws.cn/sap/latest/sap-netweaver/sles-setup.html#update-file
https://docs.amazonaws.cn/sap/latest/sap-netweaver/sap-cluster.html#enable-services
https://docs.amazonaws.cn/sap/latest/sap-netweaver/sap-cluster.html#enable-services
https://docs.amazonaws.cn/sap/latest/sap-netweaver/sap-cluster.html#auto-disable

SAP NetWeaver on Amazon SAP NetWeaver Guides

See Prepare for resource creation.

8. Optional - delete the configuration. You can edit in place but we recommend starting with a
blank configuration. This ensures that latest timeout and priority parameters are in place.

crm config erase
crm config show

9. Configure cluster resources again. See Create cluster resources. Ignore the sections pertaining
to the classic architecture.

10. Check the cluster and perform some tests. See Testing.

11. Resume standard operations by starting any additional services, including application servers.

Architecture diagrams

This guide covers two architectures for SAP cluster solutions on SLES for SAP — simple-mount and
classic (previous standard). See the following images to learn more.

Topics

» Pacemaker - simple-mount architecture

« Pacemaker - classic architecture

Pacemaker - simple-mount architecture

See the following image for more details.
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Deployment

This section covers the following topics.

Topics

Settings and prerequisites

SAP and cluster setup

Cluster configuration

Settings and prerequisites

The cluster setup uses parameters, including SID and System Number that are unique to your

setup. It is useful to predetermine the values with the following examples and guidance.

Topics

Define reference parameters for setup

Amazon EC2 instance settings

Operating system prerequisites

IP and hostname resolution prerequisites

File system prerequisites

Shared VPC - optional

Define reference parameters for setup

The cluster setup relies on the following parameters.

Topics

Global Amazon parameters

Amazon EC2 instance parameters

SAP and Pacemaker resource parameters

SLES cluster parameters

Deployment
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Global Amazon parameters

Name Parameter Example
Amazon Web Services <account_id> 123456789100
account ID

Amazon Web Services Region  <region_id> us-east-1

« Amazon Web Services account — For more details, see Your Amazon Web Services account ID and

its alias.

« Amazon Web Services Region — For more details, see Describe your Regions.

Amazon EC2 instance parameters

Name Parameter Primary example
Amazon EC2 instance  <instance_id> i-xxxxins

ID tidforhostl
Hostname <hostname> slxhost01l

Host IP <host_ip> 10.1.10.1

Host additional IP <host_add 10.1.10.2

itional_ip>

Configured subnet <subnet_id> subnet-xx
XXXXXXXXS
ubnetl

Secondary example

i- xxxxinsti
dforhost2

slxhost®2
10.1.20.1

10.1.20.2

subnet-xx
XXXXXXXXS
ubnet?2

» Hostname - Hostnames must comply with SAP requirements outlined in SAP Note 611361 -

Hostnames of SAP ABAP Platform servers (requires SAP portal access).

Run the following command on your instances to retrieve the hostname.
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hostname

« Amazon EC2 instance ID - run the following command (IMDSv2 compatible) on your instances to
retrieve instance metadata.

/usr/bin/curl --noproxy '*' -w "\n" -s -H "X-aws-ec2-metadata-token: $(curl --noproxy
'*' -5 -X PUT "http://169.254.169.254/1latest/api/token" -H "X-aws-ec2-metadata-

token-ttl-seconds: 21600")" http://169.254.169.254/latest/meta-data/instance-id

For more details, see Retrieve instance metadata and Instance identity documents.

SAP and Pacemaker resource parameters

Name Parameter Example

SID <SID> or <sid> SLX

ASCS Alias <ascs_virt_hostname> slxascs
ASCS System Number <ascs_sys_nr> 00

ASCS Overlay IP <ascs_oip> 172.16.30.5

ASCS NFS Mount Point

<ascs_nfs_mount_po
int>

/SLX_ASCS00

ERS Alias <ers_virt_hostname> slxers

ERS System Number <ers_sys_nr> 10

ERS Overlay IP <ers_oip> 172.16.30.6

ERS NFS Mount Point <ers_nfs_mount_poi /SLX_ERS10
nt>

ENSA Type <ensa_type> ENSA2

VPC Route Tables

<rtb_id>

rtb-xxxxxroutetablel
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Name

Sapmnt NFS ID or CNAME

Parameter

<sapmnt_nfs_id>

Example

fs-xxxxxxxxxxxxxefsl

« SAP details — SAP parameters, including SID and instance number must follow the guidance and
limitations of SAP and Software Provisioning Manager. Refer to SAP Note 1979280 - Reserved
SAP System ldentifiers (SAPSID) with Software Provisioning Manager for more details.

Post-installation, use the following command to find the details of the instances running on a

host.

sudo /usr/sap/hostctrl/exe/saphostctrl -function ListInstances

« Overlay IP — This value is defined by you. For more information, see Overlay IP.

« NFS mount points — This value is defined by you. Consider which systems are going to share an

NFS file system (Amazon EFS or Amazon FSx), and ensure that your naming standards allow it.

SLES cluster parameters

Name

Cluster user
Cluster password
Cluster tag

Amazon CLI cluster profile

Cluster connector

Parameter
cluster_user
cluster_password
cluster_tag

aws_cli_cluster_pr
ofile

cluster_connector

Example

hacluster

pacemaker

cluster

sap-suse-cluster-c
onnector

Settings and prerequisites
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Amazon EC2 instance settings

Amazon EC2 instance settings can be applied using Infrastructure as Code or manually using
Amazon Command Line Interface or Amazon Web Services Management Console. We recommend
Infrastructure as Code automation to reduce manual steps, and ensure consistency.

Topics

» Create IAM roles and policies

« Amazon Overlay IP policy

« Assign IAM role

» Modify security groups for cluster communication

o Disable source/destination check

« Review automatic recovery and stop protection

» Create Amazon EC2 resource tags used by Amazon EC2 STONITH agent

Create IAM roles and policies

In addition to the permissions required for standard SAP operations, two IAM policies are required
for the cluster to control Amazon resources on ASCS. These policies must be assigned to your
Amazon EC2 instance using an IAM role. This enables Amazon EC2 instance, and therefore the
cluster to call Amazon Web Services.

Create these policies with least-privilege permissions, granting access to only the specific resources
that are required within the cluster. For multiple clusters, you need to create multiple policies.

For more information, see IAM roles for Amazon EC2.

STONITH policy

The SLES STONITH resource agent (external/ec2) requires permission to start and stop both the
nodes of the cluster. Create a policy as shown in the following example. Attach this policy to the
IAM role assigned to both Amazon EC2 instances in the cluster.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"ec2:DescribeInstances",
"ec2:DescribeTags"
1,
"Resource": "*"
},

{
"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Resource": [
"arn:aws:ec2:<region>:<account_id>:instance/<instance_id_1>",
"arn:aws:ec2:<region>:<account_id>:instance/<instance_id_2>"

Amazon Overlay IP policy

The SLES Overlay IP resource agent (aws-vpc-move-ip) requires permission to modify a routing
entry in route tables. Create a policy as shown in the following example. Attach this policy to the
IAM role assigned to both Amazon EC2 instances in the cluster.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "ec2:ReplaceRoute",

"Resource": [
"arn:aws:ec2:<region>:<account_id>:route-table/<rtb_id_1>",
"arn:aws:ec2:<region>:<account_id>:route-table/<rtb_id_2>"

]
1,
{

"Effect": "Allow",

"Action": "ec2:DescribeRouteTables",

"Resource": "*"

}
]
}
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® Note
If you are using a Shared VPC, see the section called “Shared VPC - optional".

Assign IAM role

The two cluster resource IAM policies must be assigned to an IAM role associated with your Amazon
EC2 instance. If an IAM role is not associated to your instance, create a new IAM role for cluster
operations. To assign the role, go to https://console.amazonaws.cn/ec2/, select your instance(s),
and then choose Actions > Security > Modify IAM role.

Modify security groups for cluster communication

A security group controls the traffic that is allowed to reach and leave the resources that it is
associated with. For more information, see Control traffic to your Amazon resources using security

groups.

In addition to the standard ports required to access SAP and administrative functions, the
following rules must be applied to the security groups assigned to both Amazon EC2 instances in
the cluster.

Inbound

Source Protocol Port range Description

The security group ID  UDP 5405 Allows UDP traffic

(its own resource ID) between cluster
resources for
corosync communica
tion

Bastion host security  TCP 7630 optional Used for

group or CIDR range SLES Hawk?2 Interface

for administration for monitoring and

administration using
a Web Interface

For more informati
on, see Configuri
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Source Protocol Port range Description

ng and Managing

Cluster Resources
with Hawk?2 in the
SUSE documentation.

® Note
Note the use of the UDP protocol.

If you are running a local firewall, such as iptables, ensure that communication on the preceding
ports is allowed between two Amazon EC2 instances.

Disable source/destination check

Amazon EC2 instances perform source/destination checks by default, requiring that an instance is
either the source or the destination of any traffic it sends or receives.

In the pacemaker cluster, source/destination check must be disabled on both instances receiving
traffic from the Overlay IP. You can disable check using Amazon CLI or Amazon Web Services
Management Console.

Amazon CLI

Use the modify-instance-attribute command to disable source/destination check.

Run the following commands for both instances in the cluster.

aws ec2 modify-instance-attribute --instance-id i-xxxxinstidforhostl --no-source-
dest-check

aws ec2 modify-instance-attribute --instance-id i-xxxxinstidforhost2 --no-source-
dest-check

Amazon Web Services Management Console

Ensure that the Stop option is checked in https://console.amazonaws.cn/ec2/.
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Change Source / destination check X

The source / destination check ensures that the instance is the source or destination of
all the traffic it sends and receives. Each EC2 instance performs source and destination
checks by default. Learn more [

Instance ID
:S:slxhost01)

Network interface

Source / destination checking
allow your instance to send and receive traffic when the source or destination is not itself.

Review automatic recovery and stop protection

After a failure, cluster-controlled operations must be resumed in a coordinated way. This helps
ensure that the cause of failure is known and addressed, and the status of the cluster is as
expected. For example, verifying that there are no pending fencing actions.

This can be achieved by not enabling pacemaker to run as a service at the operating system level or
by avoiding auto restarts for hardware failure.

If you want to control the restarts resulting from hardware failure, disable simplified automatic
recovery and do not configure Amazon CloudWatch action-based recovery for Amazon EC2
instances that are part of a pacemaker cluster. Use the following commands on both Amazon
EC2 instances in the pacemaker cluster, to disable simplified automatic recovery via Amazon CLI.
If making the change via Amazon CLI, run the command for both Amazon EC2 instances in the
cluster.

(® Note

Modifying instance maintenance options will require admin privileges not covered by the
IAM instance roles defined for operations of the cluster.
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aws ec2 modify-instance-maintenance-options --instance-id i-xxxxinstidforhostl --auto-

recovery disabled

aws ec2 modify-instance-maintenance-options --instance-id i-xxxxinstidforhost2 --auto-
recovery disabled

To ensure that STONITH actions can be executed, you must ensure that stop protection is disabled

for Amazon EC2 instances that are part of a pacemaker cluster. If the default settings have been
modified, use the following commands for both instances to disable stop protection via Amazon
CLI.

(@ Note

Modifying instance attributes will require admin privileges not covered by the IAM instance
roles defined for operations of the cluster.

aws ec2 modify-instance-attribute --instance-id i-xxxxinstidforhostl --no-disable-api-
stop

aws ec2 modify-instance-attribute --instance-id i-xxxxinstidforhost2 --no-disable-api-
stop

Create Amazon EC2 resource tags used by Amazon EC2 STONITH agent

Amazon EC2 STONITH agent uses Amazon resource tags to identify Amazon EC2 instances. Create

tag for the primary and secondary Amazon EC2 instances via Amazon Web Services Management

Console or Amazon CLI. For more information, see Tagging your Amazon resources.

Use the same tag key and the local hostname returned using the command hostname across
instances. For example, a configuration with the values defined in Global Amazon parameters
would require the tags shown in the following table.

Amazon EC2 Key example Value example
Instance 1 pacemaker slxhost1
Instance 2 pacemaker slxhost2

Settings and prerequisites
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You can run the following command locally to validate the tag values and IAM permissions to
describe the tags.

aws ec2 describe-tags --filters "Name=resource-id,Values=<instance_id>"
"Name=key,Values=<pacemaker_tag>" --region=<region> --output=text | cut -f5

Operating system prerequisites
This section covers the following topics.

Topics
o Root access

« Install missing operating system packages

« Update and check operating system versions

« System logging

« Time synchronization services

o Amazon CLI profile

« Pacemaker proxy settings

Root access

Verify root access on both cluster nodes. The majority of the setup commands in this document
are performed with the root user. Assume that commands should be run as root unless there is an
explicit call out to choose otherwise.

Install missing operating system packages
This is applicable to both cluster nodes. You must install any missing operating system packages.

The following packages and their dependencies are required for the pacemaker setup. Depending
on your baseline image, for example, SLES for SAP, these packages may already be installed.

aws-cli
chrony
cluster-glue
corosync
crmsh

dstat
fence-agents
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ha-cluster-bootstrap

iotop

pacemaker

patterns-ha-ha_sles

resource-agents

rsyslog

sap-suse-cluster-connector
sapstartsrv-resource-agents (simple-mount only)

We highly recommend installing the following additional packages for troubleshooting.

zypper-lifecycle-plugin

supportutils

yast2-support
supportutils-plugin-suse-public-cloud
supportutils-plugin-ha-sap

/A Important

Ensure that you have installed the newer version sap-suse-cluster-connector
(dashes), and not the older version sap_suse_cluster_connector that uses
underscores.

Use the following command to check packages and versions.

for package in aws-cli chrony cluster-glue corosync crmsh dstat fence-agents ha-
cluster-bootstrap iotop pacemaker patterns-ha-ha_sles resource-agents rsyslog sap-suse-
cluster-connector sapstartsrv-resource-agents zypper-lifecycle-plugin supportutils
yast2-support supportutils-plugin-suse-public-cloud supportutils-plugin-ha-sap; do
echo "Checking if ${package} is installed..."

RPM_RC=$(rpm -q ${package} --quiet; echo $?)

if [ ${RPM_RC} -ne @ ];then

echo " ${package} is missing and needs to be installed"

fi

done

If a package is not installed, and you are unable to install it using zypper, it may be because SUSE
Linux Enterprise High Availability extension is not available as a repository in your chosen image.
You can verify the availability of the extension using the following command.
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Zypper repos

To install or update a package or packages with confirmation, use the following command.

zypper install <package_name(s)>

Update and check operating system versions

You must update and confirm versions across nodes. Apply all the latest patches to your operating
system versions. This ensures that bugs are addresses and new features are available.

You can update the patches individually or use the zypper update. A clean reboot is recommended
prior to setting up a cluster.

zypper update
reboot

Compare the operating system package versions on the two cluster nodes and ensure that the
versions match on both nodes.

System logging

This is applicable to both cluster nodes. We recommend using the rsyslogd daemon for logging.
It is the default configuration in the cluster. Verify that the rsyslog package is installed on both
cluster nodes.

logd is a subsystem to log additional information coming from the STONITH agent.

systemctl enable --now logd
systemctl status logd

Time synchronization services

This is applicable to both cluster nodes. Time synchronization is important for cluster operation.
Ensure that chrony rpm is installed, and configure appropriate time servers in the configuration
file.

You can use Amazon Time Sync Service that is available on any instance running in a VPC. It does
not require internet access. To ensure consistency in the handling of leap seconds, don't mix
Amazon Time Sync Service with any other ntp time sync servers or pools.
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Create or check the /etc/chrony.d/ec2. conf file to define the server.

# Amazon EC2 time source config
server 169.254.169.123 prefer iburst minpoll 4 maxpoll 4

Start the chronyd. service, using the following command.

systemctl enable --now chronyd.service
systemctl status chronyd

For more information, see Set the time for your Linux instance.

Amazon CLI profile

This is applicable to both cluster nodes. The cluster resource agents use Amazon Command Line
Interface (Amazon CLI). You need to create an Amazon CLI profile for the root account on both
instances.

You can either edit the config file at /root/.aws manually or by using aws configure Amazon

CLI command.

You can skip providing the information for the access and secret access keys. The permissions are
provided through IAM roles attached to Amazon EC2 instances.

# aws configure

AWS Access Key ID [None]:

AWS Secret Access Key [None]:

Default region name [None]: <region_id>
Default output format [None]:

The profile name is configurable. The name chosen in this example is cluster — it is used in Create
Amazon EC2 resource tags used by Amazon EC2 STONITH agent. The Amazon Web Services Region

must be the default Amazon Web Services Region of the instance.

# aws configure --profile cluster

AWS Access Key ID [None]:

AWS Secret Access Key [None]:

Default region name [None]: <region_id>
Default output format [None]:
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Pacemaker proxy settings

This is applicable to both cluster nodes. If your Amazon EC2 instance has been configured to access
the internet and/or Amazon Web Services Cloud through proxy servers, then you need to replicate
the settings in the pacemaker configuration. For more information, see Use an HTTP proxy.

Add the following lines to /etc/sysconfig/pacemaker.

http_proxy=http://<proxyhost>:<proxyport>
https_proxy= http://<proxyhost>:<proxyport>
no_proxy=127.0.0.1,localhost, 169.254.169.254,fd00:ec2::254

Modify proxyhost and proxyport to match your settings. Ensure that you exempt the address
used to access the instance metadata. Configure no_proxy to include the IP address of the
instance metadata service - 169.254.169.254 (IPV4) and fd00:ec2: : 254 (IPV6). This address
does not vary.

IP and hostname resolution prerequisites

This section covers the following topics.

Topics

Primary and secondary IP addresses

Add initial VPC route table entries for overlay IPs

Add overlay IPs to host IP configuration

Hostname resolution

Primary and secondary IP addresses

This is applicable to both cluster nodes. We recommend defining a redundant communication
channel (a second ring) in corosync for SUSE clusters. The cluster nodes can use the second ring
to communicate in case of underlying network disruptions.

Create a redundant communication channel by adding a secondary IP address on both nodes.

Add a secondary IP address on both nodes. These IPs are only used in cluster configurations.
They provide the same fault tolerance as a secondary Elastic Network Interface (ENI). For more
information, see Assign a secondary private IPv4 address.
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On correct configuration, the following command returns two IPs from the same subnet on both,
the primary and secondary node.

ip -o -f inet addr show eth® | awk -F " |/" '{print $7}'

These IP addresses are required for ring®@_addr and ringl_addr in corosync.conf.
Add initial VPC route table entries for overlay IPs

You need to add initial route table entries for overlay IPs. For more information on overlay IP, see
Overlay IP.

Add entries to the VPC route table or tables associated with the subnets of your Amazon EC2
instance for the cluster. The entries for destination (overlay IP CIDR) and target (Amazon EC2
instance or ENI) must be added manually for ASCS and ERS. This ensures that the cluster resource
has a route to modify. It also supports the install of SAP using the virtual names associated with
the overlay IP before the configuration of the cluster.

Modify or add a route to a route table using Amazon Web Services Management Console

1. Open the Amazon VPC console at https://console.amazonaws.cn/vpc/.

2. In the navigation pane, choose Route Tables, and select the route table associated with the
subnets where your instances have been deployed.

Choose Actions, Edit routes.

4. To add a route, choose Add route. You must choose Add route twice to add two routes, one
for ASCS and another for ERS.

a. Add your chosen overlay IP address CIDR and the instance ID of your primary instance for
ASCS. See the following table for an example.

Destination 172.16.30.5/32

Target i-xxxxinstidforhost1

b. Add your chosen overlay IP address CIDR and the instance ID of your secondary instance
for ERS. See the following table for an example.

Destination 172.16.30.6/32
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Target i-xxxxinstidforhost2

5. Choose Save changes.

You route table now has two entries, each for ASCS and ERS, in addition to the standard
routes. The selected instances IDs resolve to the corresponding primary Elastic Network
Interface (ENI).

The preceding steps can also be performed programmatically. We suggest performing the steps
using administrative privileges, instead of instance-based privileges to preserve least privilege.
CreateRoute API isn't necessary for ongoing operations.

Run the following command as a dry run on both nodes to confirm that the instances have the
necessary permissions.

aws ec2 replace-route --route-table-id rtb-xxxxxroutetablel --destination-
cidr-block 172.16.30.5/32 --instance-id i-xxxxinstidforhostl --dry-run --
profile <aws_cli_cluster_profile>

Add overlay IPs to host IP configuration

You must configure the overlay IP as an additional IP address on the standard interface to enable
SAP install. This action is managed by the cluster IP resource. However, to install SAP using the
correct IP addresses prior to having the cluster configuration in place, you need to add these
entries manually.

If you need to reboot the instance during setup, the assignment is lost, and must be re-added.
See the following examples. You must update the commands with your chosen IP addresses.

On EC2 instance 1, where you are installing ASCS, add the overlay IP allocated for ASCS.

ip addr add 172.16.30.5/32 dev eth@

On EC2 instance 2, where you are installing ERS, add the overlay IP allocated for ERS.

ip addr add 172.16.30.6/32 dev eth0
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Hostname resolution

This is applicable to both cluster nodes. You must ensure that both instances can resolve all
hostnames in use. Add the hostnames for cluster nodes to /etc/hosts file on both cluster nodes.
This ensures that hostnames for cluster nodes can be resolved even in case of DNS issues. See the
following example.

# cat /etc/hosts

10.1.10.1 slxhost0l.example.com slxhostol
10.1.20.1 slxhost@2.example.com slxhost02
172.16.30.5 slxascs.example.com slxascs
172.16.30.6 slxers.example.com slxers

In this example, the secondary IPs used for the second cluster ring are not mentioned. They are
only used in the cluster configuration. You can allocate virtual hostnames for administration and
identification purposes.

/A Important

The overlay IP is out of VPC range, and cannot be reached from locations not associated
with the route table, including on-premises.

File system prerequisites

This section covers the following topics.

Topics

Shared file systems

Create file systems

Update /etc/fstab

Temporarily mount ASCS and ERS directories for installation (classic only)

Shared file systems

Amazon Elastic File System and Amazon FSx for NetApp ONTAP both support SAP NetWeaver file
systems on Linux. For more information, see Getting started with Amazon Elastic File System and
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Getting started with Amazon FSx for NetApp ONTAP. You can evaluate both of these options, and
select one based on resilience, performance, and cost.

We recommend sharing a single Amazon EFS or FSx for ONTAP file system across multiple SIDs
within an account.

The file system's DNS name is the simplest mounting option. The DNS automatically resolves to the
mount target's IP address in the Availability Zone of the connecting Amazon EC2 instance. You can
also create an alias to help with identifying the purpose of the shared file system. We have used
<nfs.fqdn> in this document. The following are some examples.

o file-system-id.efs.aws-region.amazonaws.com

o svm-id.fs-id.fsx.aws-region.amazonaws.com

» gas_sapmnt_share.example.com

(@ Note

Review the enableDnsHostnames and enableDnsSupport DNS attributes for your VPC.
For more information, see View and update DNS attributes for your VPC.

Create file systems

The following shared file systems are covered in this document.

Unique NFS Location (example) File system location
SLX_sapmnt /sapmnt/SLX
SLX_ASCS00 /usr/sap/SLX/ASCS00
SLX_ERS10 Jusr/sap/SLX/ERS10

For more information, see SAP Documentation — SAP System Directories on UNIX.

The following options can differ depending on how you architect and operate your systems.
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« When using the simple mount architecture, you can share at the /usr/sap/<SID> level. There
is no requirement to manage these file systems with the cluster. In this document, these file
systems are separate. This is to simplify the migration, and to ensure that the recommendation
to run app server executables from a local copy is followed in case you are co-hosting the ASCS/
ERS with an application server.

« /usr/sap/trans is not listed as a required file system for ASCS. You can add this to your setup.

« A shared home directory has not been included. This enables you to log on locally as the
<sid>adm user, in the event of NFS issues. A shared home directory can be the suitable option if
your administrators have root access.

Using the NFS ID created in the previous step, temporarily mount the root directory of the NFS
with the following command. /mnt is available by default; it can also be substituted with another
temporary location.

mount <nfs.fqgdn>.amazonaws.com:/ /mnt

Create the directories using the following command.

mkdir -p /mnt/SLX_sapmnt
mkdir -p /mnt/SLX_ASCS00
mkdir -p /mnt/SLX_ERS10

Change the ownership or permissions to ensure that the install as <sid>adm can write to the
directories. If <sid>adm is going to be created by the installer, temporarily change the permissions
to 777, as seen in the following command.

chmod 777 /mnt/SLX_sapmnt /mnt/SLX_ASCS00 /mnt/SLX_ERS10

Unmount the temporary mount using the following command.

umount /mnt

Update /etc/fstab

This is applicable to both cluster nodes. /etc/fstab is a configuration table containing the details
required for mounting and unmounting file systems to a host.
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Create the directories for the required mount points (permanent or cluster controlled), using the
following commands.

mkdir /sapmnt
mkdir /usr/sap/SLX/ASCS00
mkdir /usr/sap/SLX/ERS10

Add the file systems not managed by the cluster to /etc/fstab.

For both simple-mount and classic architectures, prepare and append an entry for the sapmnt file
system to /etc/fstab.

<nfs.fqdn>/SLX_sapmnt /sapmnt nfs
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport @ 0

Simple-mount only - prepare and append entries for the ASCS and ERS file systems to /etc/
fstab.

<nfs.fqdn>:/SLX_ASCS00 /ust/sap/SLX/ASCS00 nfs
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport @ 0

<nfs.fqdn>:/SLX_ERS10 /usr/sap/SLX/ERS1@ nfs
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport @ 0

/A Important

Review the mount options to ensure that they match with your operating system, NFS file
system type, and latest recommendations from SAP.

Use the following command to mount the file systems defined in /etc/fstab.

mount -a

Use the following command to check that the required file systems are available.

df -h
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Temporarily mount ASCS and ERS directories for installation (classic only)

This is only applicable to the classic architecture. Simple-mount architecture has these directories
permanently available in /etc/fstab.

You must temporarily mount ASCS and ERS directories for installation.

Use the following command on the instance where you to plan to install ASCS.

mount <nfs.fqdn>:/SLX_ASCS00 /ust/sap/SLX/ASCS00

Use the following command on the instance where you to plan to install ERS.

mount <nfs.fqdn>:/SLX_ERS10 /usr/sap/SLX/ERS10

Shared VPC - optional

Amazon VPC sharing enables you to share subnets with other Amazon Web Services accounts
within the same Amazon Organizations. Amazon EC2 instances can be deployed using the subnets
of the shared Amazon VPC.

In the pacemaker cluster, the aws-vpc-move-1ip resource agent has been enhanced to support a
shared VPC setup while maintaining backward compatibility with previous existing features.

The following checks and changes are required. We refer to the Amazon Web Services account that
owns Amazon VPC as the sharing VPC account, and to the consumer account where the cluster
nodes are going to be deployed as the cluster account.

This section covers the following topics.

Topics

e Minimum version requirements

« IAM roles and policies

e Shared VPC cluster resources

Minimum version requirements

The latest version of the aws-vpc-move-ip agent shipped with SLES15 SP3 supports the shared
VPC setup by default. The following are the minimum version required to support a shared VPC
Setup:
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o SLES 12 SP5 - resource-agents-4.3.018.a7fb5035-3.79.1.x86_64
e SLES 15 SP2 - resource-agents-4.4.0+git57.70549516-3.30.1.x86_64
o SLES 15 SP3 - resource-agents-4.8.0+git30.d0077df0-8.5.1

IAM roles and policies

Using the overlay IP agent with a shared Amazon VPC requires a different set of IAM permissions to
be granted on both Amazon Web Services accounts (sharing VPC account and cluster account).

Sharing VPC account

In sharing VPC account, create an IAM role to delegate permissions to the EC2 instances that will be
part of the cluster. During the IAM Role creation, select “Another Amazon Web Services account” as
the type of trusted entity, and enter the Amazon Web Services account ID where the EC2 instances

will be deployed/running from.

After the IAM role has been created, create the following IAM policy on the sharing VPC account,
and attach it to an IAM role. Add or remove route table entries as needed.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": "ec2:ReplaceRoute",

"Resource": [
"arn:aws:ec2:<region>:<sharing_vpc_account_id>:route_table/<rtb_id_1>",
"arn:aws:ec2:<region>:<sharing_vpc_account_id>:route_table/<rtb_id_2>"

]

},
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": "ec2:DescribeRouteTables",

"Resource": "*"

}
]
}
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Next, edit move to the “Trust relationships” tab in the IAM role, and ensure that the Amazon Web
Services account you entered while creating the role has been correctly added.

Cluster account

In cluster acco