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"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:CreateKeyPair",
"iam:AddRoleToInstanceProfile",

iam:AddUsexrToGroup",

iam:AttachGroupPolicy",

iam:CreateAccessKey",

iam:CreateGroup",
"iam:CreateInstanceProfile",
"iam:CreatelLoginProfile",

jam:CreateRole",
"iam:CreateUser",
"iam:Get*",

"iam:List*",
"iam:PutRolePolicy",

iam:UpdateAssumeRolePolicy"

]I

"Resource": [

"y
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RNAE, EUTIESD , BRI AWSServiceCatalogEndUserFullAccess K&K INE] IAM A F

4,
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1. £ https://console.aws.amazon.com/iam/ ITFF IAM 2 & &
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5. EERMMAR , REHITUTERE

a. NTRAFE, NAFRBA—1NEW.

b. EEZE- Amazon B R & & 15 E R,

c. B®EET—-F: MR,

d. i%3# Add user to groups

e. I1&H Endusers AMNEIRIE , RBET—F 5L, ARRET—F : F&,
f. EFERIEL, EFREAF, THHEHEILE , AEEFEXA.

REFNEE Terraform T E 5|2

ERIhE A Terraform 7= & Amazon Service Catalog , #ESMIEEE Terraform 7= m kY E — NIk =
ZREMEE Terraform BLES|Z, BE , BUUFERARMEHN Terraform BLE 5|12 Amazon , %5 BRE
MELE Terraform BB SIZBFFEMNARBMEMZEM, Amazon Service Cataloght — X MIREBEAANEE
30 24, Amazon Service Catalog £ 7 —1 GitHub i E , HHhE8EFXRLTEMNEE Terraform
&SI ZHREA,

A5 E

LI BAAERRIER , Amazon Service Catalog & —FBRABHREURIZFIERZ I BRI
5, 77 HEAFIHE ARN , Amazon Service Catalog 23 1T TRIR :

- MBESIZBNUT~mMBEENK,H
- BESIZMT#TIHAKN Amazon Service Catalog & — X135
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fitn , a0 EE A~ 0000000000000 BIEH ™= mus-east-1IMKF~ 1111111111 @A, W
fRE SQS ARN ProvisionProduct 2 IE##, Amazon Service Catalog arn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue
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FHRERBERNMNBEH Terraform il & 5|2

mR EHNRERE LETXZEAHATRES lambda: Invoke #ERTHEIRIR

Amazon Service CatalogE 12 EH 5| Z 02N S BN EE Lambda BB E BN @ RS E 4R
Flambda:InvokeBE K~ X FREV A E 2K : Amazon Service Catalog

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource'": "arn:aws:lambda:us-
east-1:111122223333:function:SexrviceCatalogTerraform0SParameterParser"
}
]
}

XRiZRSWERIEEZE T4 Amazon Service Catalog EHE—INPR, B2 , B LAEH
aws:SourceAccount KIEEE F TN ZRH — SN HRH, MiXLBA%I Amazon Service Catalog
RFEEER | EAEEKSH ID Amazon Service Catalog B4, YBTEESFREASHRES X
FRAFEHRRERERFERALNSIZHN , X—K/BRXA.

fFlan | &7 LABE R 30 T PR Y SRS S8 B9 I 2B BRI R R AR B 000000000000 #1 111111111111 B9
B3R :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

FRIRBEFINENER Terraform kL& 5| ZE A 12
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"Principal": {

"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Resource'": "arn:aws:lambda:us-

east-1:111122223333:function:ServiceCatalogTerraformOSParametexParser",
"Condition": {
"StringlLike": {
"aws :SourceAccount": [
"000000000000",
"111111111111"

mRENREEELTXEAA TR sqs:SendMessage EEH 7RI R

B Amazon Service CatalogiRtHy 5| ZIZNV B EHRES|I A Amazon SQS BAFIRY 1A [B] SR ER{R @ RS E
HRFEMKF sqs: SendMessage ( FIKERE KMS ) XPR : Amazon Service Catalog

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexrvice": "servicecatalog.amazonaws.com"
},
"Action": "sqgs:SendMessage",
"Resouxce": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]
},
{

FRIRBEFINENER Terraform kL& 5| ZE A 13
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"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

X R iZ R SR ERK IEFETAT4 Amazon Service Catalog B M —NR, B2 , LA LUERA
aws :SourceAccount RIEEE E TXEAM — SN EHRF, miXLRA%SI Amazon Service Catalog
RIEEER , FAGEKFH ID Amazon Serwce Catalog ERZH, HETEEIFmEAEa]ET X
FRAFEHRRAEBERFEALZNSIZN , X—RBXH.

Blgn | &0l LAEE A A0 PR B9 SRS S8 9 51 2B BR &1 9 X A2 IR B 000000000000 1 111111111111 BY
B3R :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"

}I
"Action": "sqs:SendMessage",
"Resource": [

FRIRBEFINENER Terraform kL& 5| ZE A 14
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"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringlLike": {
"aws:SourceAccount": [
"000000000000",
"111111111111"

}I
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

FRIRBEFINENER Terraform kL& 5| ZE A 15
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Al]

BRI LAME R AT E"R — N B mEMRTT 1R A Amazon Service Catalog , tB AT LURER AT
HREDPNSRHITERE,

EXRHREH  BHUEZREBANRLAFRPNEORTEL, EFREREER , B SEFREAS
REBVE~R. FANRLKAF  RERITIBCRSVWHRNRLAFPBHAEHBI =R, “@RIUURUT
F£—1n :

« —H7E Amazon Linux LETH=FRXHE , HEMEE LR ITLERAS Amazon FIRH
Amazon CloudFormation #&4X,

o —H7E Terraform BLESIZ LETHHRHE  EF targz BEXH , ZXHEXN T=RULERDN
Amazon &R

® Note
Figeal , FRREE T IRE Amazon Service Catalog FHI S,

"
> B

i1 FE
« Amazon CloudFormation =@ A

o FFEAER Terraform =G

AIIE

Amazon Service Catalog 2t 7 —1MNB SR WERHFN ™ RERMBATTE , RETLUIREAT, &7
BN ANEFREESPNEA~REFZZBECSHKS, , RAERELNERFTEE L.

B

. RREH

- THREZ

Al'E 16
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FRFAF
EEAAVEFWERZ S FRREEEUTARE :

« f£A Amazon CloudFormation #RiRFIEHNNIR, BXEZER , ESHAFEAEFIHRINE Amazon
Identity and Access Management,

- B Amazon Service CatalogFTEHNEEANR. BXEZEE , S H the section called “5 13
R EE,

THEZ

EXEMTENELRNESZER |, 53 Amazon BHRE,

Amazon CloudFormation =@ Al’]

BAILAE R AT R — N R I B9 7= m AR AR 18 £ Amazon Service Catalog , 2 AT LAIRER AT
BRI S RIITIRE,

EARHED , ENUBREEANRELAFRPNSAHMITEL, ENEREER K SFECEB-m4A
& REVEF M, FARAAF , RERITIBCRESTHRRKAAFPBEHAHBEY =M. %~ m
= —MNE Amazon Linux LETHEFAHE , ETENL @A UERAN Amazon BIFEH Amazon
CloudFormation g,

(® Note
Fraz el , BHBREEEEK ’E Amazon Service Catalog FHI SRR,

|.|.|/
i
Q‘Fl'

. & Amazon CloudFormation 1 x
 DIEBRAX

 BE mAE
 EmAEFOIER M@

. AN DB AR £ 3R A BR #2451 K/
AMBEFHARASE IAM AT
MRLAPETFERA SN EXE

¢ |
% [=

Nil
S

\‘\\'Fl'
;‘ﬁ

\‘\\'Fl'
;‘ﬁ

NG
B
~ o o | fw v
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- SR8 NHAFZLAF KR

£ 1 4 : T# Amazon CloudFormation & 4%

& E] LAE A Amazon CloudFormation 4Rk >REL & FELE = m4A S ™R, HEikZE JSON = YAML
BREXHWXAEXHE R TEFEMEENRR. EXEZER , 3 https://docs.amazonaws.cn/
AWSCloudFormation/latest/UserGuide/template-formats.html i F#§8 A #YAmazon CloudFormation
BARE R, BOLUER B CEER Amazon CloudFormation %5855 X A %1825 R B B MR ZE AR
EAHESD , RINBHT —NMEEEMRKRBBEA T, WERSFZ3IH SSH HE Ml EAE A/ Linux
=6,

(® Note

5/ Amazon CloudFormation #iREEFHINR, EEF B 2E , BREHEE EBHNR,
BXREZEE , BSE AI'E FHERSH,

B T8

R AR IR K RHIENR T4 development https://awsdocs.s3.amazonaws.com/servicecatalog/-envir
development-environment.template onmenttemplate %%,

ERIT RN
RPUEARE IR M T PR :

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "Amazon Service Catalog sample template. Creates an Amazon EC2
instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security

group for the instance to give you SSH access. **WARNING** This

template creates an Amazon EC2 instance. You will be billed for the
Amazon resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {

SRR TEIER 18
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"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

I
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",

"m3.large",
"m3.xlarge", "m3.2xlarge" ]

}I

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

1,

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

1A
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
}I

"Mappings" : {
"AWSRegionArch2AMI" : {

SRR TEIER 19
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"us-east-1" { "HVM64" : "ami-08842d60" 1},
"us-west-2" { "HvVM64" : "ami-8786c6b7" },
"us-west-1" { "HVM64" : "ami-cfa8al8a" },
"eu-west-1" { "HVM64" : "ami-748e2903" },
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" },
"ap-southeast-2" { "HVM64" : "ami-fd4724c7" },
"sa-east-1" { "HvVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
},
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
},
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
},

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

SRR TEIER 20
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},

"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }

}

}
}
AR IR

BIRFRERD =R CENRR. 88U TS :

« AWSTemplateFormatVersion ( AliE ) -F T el ttAmazon BERVIEREXVRE. HITWERE
HARAZ 2010-09-09 , HEE R BRI —HNERE.

o IR (WIE ) - BARMER.

- BR (W) - AFZAEENATREI=RHNSH. T8I S, BREIE—PRE , EFEA
HELITHEREHNAR, BRARNEZER , 55 £H Amazon Service Catalog £J 3R,

ZKeyNameZ B A F B8 EHRL AP EMEMA Amazon Service Catalog /5 31 %89 7= fa B 247U 1R ALY IZ
DMt E R (Amazon EC2) BEAXN B h. LREETRNLSRP OIBZEHX,

o THIE (WiE) - BHAXREBERHEMERNITIR, Amazon::CloudFormation: Interfac e BE X T
BARAFPEHA0RNME RS, ParameterGroups B M E X MAIF S8 5 4A LA K X e 48 FIFR
Bl, ParameterLabels BHENBZILENSHENR. SAFPEESHREHE T HERN™R
i, RERAFPEHAMBEBERE Server size: TETRFREHN Instance configuration 5
B, HEFRE Key pair: FERHREHN CIDR range: # Security configuration S,

« BRES (k) - AAKREERMSHENBZHANIBENMRSE , SERKREL. SRLUER &R
N sl o HE Fn:: FindinMap AEBEENBEMEMNER TR, tEANERSEXESIRA
EE8 Amazon XXt R Amazon R (AMIl). Amazon Service Catalog 1 i bt BRET R &
R P EFEEN Amazon XigREEZEFE A AMI Amazon Web Services BB &

- BB (LF) - #ERBRREEM. S| ABERNERENRETsPHRIR. ZLEERS &
fHEE 7 —1N=1T Amazon Linux B EC2 SRR — ¥ SSH i RIZSEFIMN T £4EH., EC2 KfIH#
B B o ERAAFBANEEREESSHIRE SSH 7RI ZLA B .

Amazon CloudFormation £ 281 Amazon XM L8 E XL HWIRET LR AMI ID HOoHEo B Z £
H, ZLEEBEENATFIKAO 22 LREBAFIEERN CIDR IP #iBE A A TEHE,

c W (TE) -EHRAFTFRBYITRNNBENXA, RENERREBEEIHIZFINLE DNS B
HHEEREAEBAF, AFPEEL DNS E# k£ H SSH iE B2 4,
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EXRERIAFTENEZEES , 25 (Amazon CloudFormation AAFIEmM) FHEHRSZE,

HIR 2 IEBRPEX

EfENRAAFREB B ETARETRHERN R , BLI6IE— Amazon EC2 key pair. %A
Rﬂ%ﬁﬁ?ﬂﬂ%"ﬁ?&ﬁﬂ’\]’&ﬁ%’?‘fﬂﬁﬁﬁ?ﬁﬂ@?&ﬁﬁ’\]ﬂxﬁ?ﬁ‘fﬂﬂ’]éﬂ.:.o BEREZPEXNNESZER , BHRKEE
&% Amazon B4lA , AREF T Si# EC2 AFEEP I L% EC2 Z4AX,

REFEHR Amazon CloudFormation #1x ‘@& L TKeyNameZS# : development-
environment.template

"Parameters" : {

"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"
3,

R4 AP EME A Amazon Service Catalog Z4AX 3 30 B THE AR MY 7= GBS A IE E B A BV & 7o

MRIENKFHFER - NEFLEEANBAX , MALBE $]R3 : 612 ~mda. BN, FHMN
hEZ

REZAX

1. ITFLSE EC2 ##lA , Mk A https://console.aws.amazon.com/ec2/o
ESMBE KT H Network & Security T , i%# Key Pairs,

2
3. 1E Key Pairs W L , i£#% Create Key Pair,

4. YT Key pairname , B AZ TiEMEH , RFERE Create,

5 HERFIAREBESAREFEAEBAXHN , BRZNARFIRE2VE

/A Important
XRERELEBANMHNE—N L

B2 QIERAN 22


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/template-reference.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://console.amazonaws.cn/ec2/
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SI|3: 0IE FmASs

ENAFRHTR , ARBENREFREUEFREAS.
tEFmAS

1. $TFF Service Catalog ##|& , ik https://console.aws.amazon.com/servicecatalog/o
2. EEMNSMERT , EFF-mEE  RARERCIE~RAS.
3. BALUTHE:

- FRHAEEH - Engineering Tools
- FRAEHEIR —Sample portfolio that contains a single product.
- #1EH%& - IT (iteexample.com)

4. EEHE,

B4 EFEmAESHEERFT R

REFREASRE , ERUTNETRAGHOETR T . EAKESD | BFIESE R Linux Desktop BI7=
M, ZFmET Amazon Linux EEITHZHFEARE N TFIBIEFRAEN.

ErmAShelErm

1. WMREBEERL—FR , WFE TR Portfolios WH. &N , iEITFF https:/
console.aws.amazon.com/servicecatalog/,

BEANAEESR 2 POIBNIRIE~RAS.
3. &EEL&EHF~R.
4. HEFREAGESINCESmAEL  WANUTRE

N

@A - Linux Desktop

FmiEiX - Cloud development environment configured for engineering
staff. Runs Amazon Linux.

- PEE-IT
- DHEHE- (ZF
5. EMRAFMAEER
WMALTHEA :

S]3:HEFRAE 23

H)
THE L |, %&F A CloudFormation i, RFIEFEIEE Amazon S3 #4x URL



https://console.amazonaws.cn/servicecatalog/
https://console.amazonaws.cn/servicecatalog/
https://console.amazonaws.cn/servicecatalog/
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- %£$Z1EIR - https://awsdocs.s3.amazonaws.com/servicecatalog/development-
environment.template

o RAFRE -v1.0
« ¥R — Base Version

6. EXBFHEAEEID  WAUTRR

o BXXRE TP — ITSupport@eexample.com
o Z 8 - https://wiki.example.com/IT/support

- X#FHiR - Contact the IT department for issues deploying or connecting
to this product.

7. EEGIE M.

BT 5 AN IIAEAREY SR A PR I S5 K/

AREFREASEINRMN RS — B2, ARTURHFRNEHI LT (BFHAR) , B7
LA N7 b0 E) Amazon CloudFormation 4R ( BRAR ) . BXEZEE , S £H Amazon
Service Catalog 4R,

FERLFANIE Linux Desktop =R AIRIEAFERB S AHER KB KLFIXRE, MAFEAEER , B
FEEBM 6 NRFIEBAHITIER | YRS FEERWEHILBERENFNR/PER : t2.micro
M t2.small, BXREZEELR , HSH Amazon EC2 AF¥gmEF M T2 =4,

FHEARL RN IE Linux Desktop 7= i

1. EFRAEFHAEENEL , ERAR , ARERUBAR,

2. HFERIBARTEP , ¥TF=mil , &#F Linux Desktop, RJg , N TLARKEID | EFER,
3. HEERARIBD , mBEXERERS.

4. FUATABTHEIXARRESRT

"Rules": {
"Rulel": {
"Assertions": [
{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":
"InstanceType"}1},
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"AssertDescription": "Instance type should be t2.micro or t2.small"

5. HEHERMEAT | @A Small instance sizes.,
6. EERBIE,

FSIR6 . RINBHARUDE IAM AE
B REEERL AP B3 mA Amazon Service Catalog #ER IAM A6,

FHSTRE | B/ @ Linux KE~maNEs1BRE , LAE Amazon Service Catalog A LA F ¥3 B
Amazon CloudFormation R IAM &R,

BE=maENERNBHLRE IAM BELMEFL TR

1. Amazon CloudFormation
2. B Amazon CloudFormation & #x & 9 BR &%
3. EIREHER Amazon S3 i F1EHL Amazon CloudFormation #& 4R Y 175 18] % BR .

EHARLESEAAFAUES =0 , AERZEHEENTRESRHETERE. BXESZER | #F
2% Amazon Service Catalog BE14I %,

RERBHARN , BFREELEFTINAN IAM RBFENRKLAF , A41F8EE A Linux Desktop 7=
fmo. 5l , %ServiceCatalogEndUserAccessE B F 47 Amazon Service Catalog &4& P12
# A& E A ENRE IAM R,

BEERBHAR , BAILUEME IAM RIEREK , HHRLRAF IAM RRBERERE. BXESE
B, S AM AFERE PR TRIERR,

=R EAES

1. EBRIAM BFEEHE JSON ST~ o 25 KA 5 A,
2. 7£ JSON REEM#HH , ML TR

« cloudformation— fFGIE, BEEL, FH. MBR. FIHFFRiE Amazon CloudFormation 3
# K Amazon Service Catalog T2 X PR,
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https://docs.amazonaws.cn/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
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EERES

ec2— AW, KB, BA, BENFRCEN~R—HoHWLE#H#EMETET (Amazon
EC2) #JRH Amazon Service Catalog 28X R, Amazon Service Catalog RiZEEZEN
Amazon iR , LR AIBES K ETL,

NIEH Amazon K QI 2TV IEE R | JHRHEENRERBMMIIEEN 1AM A&,
s3— AFIHRIAAER Amazon S3 F#H#. Amazon Service CatalogEZ &= , Amazon
Service Catalog FZ i/ 8] Bl E X Ko

servicecatalog— i Amazon Service Catalog R ERHFLAFHH. EE, EA, #ridH
B &R,

sns— RIFRIEBIIBEFIZIE. EE. BEAFFRIE Amazon SNS £BH Amazon Service
Catalog B R,

ec?

® Note
BRESHBHEMER , LTLESBEYRR JSON H.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack"”,
"ec2:*",
"servicecatalog:*",
"sps:*"

1,

"Resource": "*"

},

SR 6 IMMBFHAR
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{
"Effect":"Allow",
"Action":[

"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":"true"

BEET—F , 7%,

BET—F , %8,

EEERKAMEL , WA linuxDesktopPolicy R E .
RO R,

ESMERT , ERAG, ARERCUEABHMITUTERE

N o g bk~ w

a. T “EFEAESRA F , &F “‘Amazon RS, ARE “Hftt Amazon BRFHIAHFI” TEE S
ervice Catalog. %% Service Catalog Afl , RFEET —%,

b. # ZKlinuxDesktopPolicy Kl , REEPZEIEE,
c. BEET—F,

d XFAEEZF , #A linuxDesktopLaunchRole,
e. EERUBRAG,

8. ¥ https://console.aws.amazon.com/servic e Amazon Service Catalog catalog £ FF#2&1&

9. %4% Engineering Tools &= R4AS

10. EFRESFAFEEREL , ERARLETM+ , ARERLIELIR,

1. SIF~= M , % Linux Desktop , X FARKR | ®EZH,

12. FEFER IAM A6, ETRER “linuxDesktopLaunch& & | RFER “BIE”,

TR7: OREAAFERTFTREASHIHRINER

E , Rt mASHRMITm , TUAKRARFRETFHRNR,
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TR

MREEZERNRLAFCE IAM B4 |, i5Z [0 Amazon Service Catalog A AP EFINE,

REN = mA ST RIRR

1. EFeRdaFgEERmEL , ERIHRNRIER R,
2. EERBRTFHFANR,
3. HEEAEWFL , EFRAHAFH IAM BHASRE,
4. BRI RIAPR

SR 8 MIAZLH 4K

ERUE

RARAFRERYHRRLRAFREHAUBARHEN>m , BUAKLAF Amazon HH&x
FHITIXLE

5.
RIIRLAF AL RRLAF 2 A

1. ER (AM AFERE) T IAM BF B9 &F0i5 A 1TERE,

2. HEXBEES | EBRESEEngineering ToolsHAAEH Amazon XiF, EARKEAH |, HEF
us-east-1 X1,

3. ITF Amazon Service Catalog ##l%& , https://console.aws.amazon.com/servicecatalog/&EE :

- Fm- AP AEAN M@
- B~ - AP ERNMEE™ M.

ERIFRAL AP LR 3 Linux Desktop 7= f

BEEE , ERHED |, %#F us-east-1 X,

1. EERHENFmES , %#F Linux Desktop,

2. EBRRZHFH, BHEREF@mNES.

3. /B3 : Linux Desktop WHA L , % A Linux-Desktop FEFIE &= m%& Mo
4., ESBREL K WMAUTAHE , REERT—% .

o REI]IA/D -EEF t2.micro,
o BEAN - RBTBRIBRE SB] 2 QBB helBINBRAN,

HPR 8 WKL AR 28
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- CIDR3BE - @A IP a9 E 3 CIDR SEE SUEZRISEH], BAILAEAERIAE (0.0.0.0/0 ) A
YFME IP b BT, B A LAREIR /32 B9 IP bt BUR SR IP bt iR |, siE R =
EZENENME,

5. GEEBEIHTRUBIIHK., #4514 ER Linux-Desktop LM X FAEEREH. ~RONBRES

REUYH, BHZTFREE/LDH. Amazon Service Catalog EEF Y ENIRA |, B RIFTEHIR K

B, FmBEYMzE , RSEATA,
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provider "aws" {

}

resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name

}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name

}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0Q",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":
"true"
}
}
}I
{

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
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d.

"s3:Get*",
"s3:List*",
"s3:PutBucketTagging"

]I

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

},
{

"Action": [
"resource-groups:CreateGroup"”,
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

]I

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [

"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"

}
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PrivateLink , iZ3 R34 M &3O SKI Amazon RS 2 BINFAEER , VPC RIIRAE IP,

|dentity and Access Management Amazon Service Catalog

1A Amazon Service Catalog EEFEIF, XEUFPAMEF R Amazon BIR ( Hl#07= & Amazon
Service Catalog A& == m ) B BR. Amazon Service Catalog 5 Amazon Identity and Access
Management (IAM) £/ , fE#&AE% [ Amazon Service Catalog B2 R B F 18I B MNEE ™ RATE
FIXPR , H =T Amazon Service Catalog R AP Bai- MM EEME &/~ RATENINIR, XLERRE
AJLAH Amazon EERAMKARAFAENEE AL HEBANRARAF 2 BENER, B4
HRAPR |, EEENIX L RBEH IE A F Amazon Service Catalogfd /=, ARMAE,

2

#3833 Amazon Identity and Access Management ( IAM ) i KA BR AT e BUR F &7 Amazon
Service CatalogF FT#EM A,

#3833 Amazon Identity and Access Management ( IAM ) 78 KX BR AT g BUR F &7 Amazon
Service CatalogF P EMN A,

‘EIE R -¥E7 Amazon Service Catalog B R , REEHEEE ARSI ENTLHEIXER IAM 1
X

R, ZIHESRENITENENEERASN™m, EERBUKREORLAFRFIHRENRZENE
%o

BRLAP-EENSARPAINEALZNTRZE , BFEE[M1ERF5R Amazon Service Catalog &
LAFEFEHNR, AETARE R~ RNEEMEE™mHANR,

IAM EER - iNRER 1AM EER |, BARFLE T HRNAHSREIEEX Amazon Service Catalog
AR R EAER. EEFEALIE IAM R EAB Amazon Service Catalog B F & 17 #9 B R
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R4 R PR & TR AR

AWSServiceCatalogEndUserFullAccess #l AWSServiceCatalogEndUserReadOnlyAccess
REEIR F X Amazon Service Catalog R AP EH S UEMIGRINE, HREEPE—KRBEHAF
Amazon Service Catalog £ 1t {Ti%£# 8 Amazon Web Services BEZ4|A , KK AP BH AMEF
E R BRE 0™ .

ERLRAFPRNBHERFIHRNRNT R , B4R @i REE A IAM PR |, S A6 A
7= & Amazon CloudFormation #ER PV ENEE Amazon &R, Amazon Service Catalog %0 , 0
B miEREE Amazon Relational Database Service ( Amazon RDS ) , N4 AEBFEZFRTRE
7= @AY Amazon RDS R,

ETHRNAATRAAFB™m , RNEGHITI Amazon BIRNREIAFENR , ESH. the
section called “fE Fi 4 5R”

MR R AWSServiceCatalogEndUserReadOnlyAccess XBE , NN AP SFEARLRAF G
AWNIERNER , BB R =R NEEMEE ™ RFTENNR. SN EA IAM BEEORLARF
BFIXLENPR , B2 MR EERHFLHF N Amazon BREIFRIRR |, N SR ZREEH N2 E 50 A
B, AR5, BYLUER Amazon Service Catalog HEACGNATFRNEIANIR. BXNABHA
&, BHACRINRIIBEIACNEZEER , HS@Amazon Service Catalog & 314 &,

® Note

MR &6 B % F Amazon Service Catalog BEXE G/ IAM R , MEHHNEREEREEHA
NE. RICHEEFRAAFEEEEREHNASURNGRNE , BUFAERFMIXLENRE,

R P i R R

ERALRAPUUERSRFHRNRNT R , B4 EAailREE4qa IAM PR , A6 A
7= & Amazon CloudFormation ik ENEE Amazon BiR. i , MR~ ZERTE Amazon

Relational Database Service ( Amazon RDS ) , N& 2451 A~ & F AT B 317~ @i Amazon RDS
PR o

ME R AWSServiceCatalogEndUserReadOnlyAccess XBE , NN AR SESRLRAFEE
EUENFENRE , BT ER - mNERMEE ™ mATRNNR, BALE IAM AEZR L
APEFXENR  BRUIREERFZLALX Amazon EIRATFRER | N R i% 5w NSNS
HER, RE , BILAER Amazon Service Catalog FEFARKNAT=RNBIIAR. BXNAR
HAE., BACRENRFISHABHNESZER , IHSFAmazon Service Catalog /8314 Fo
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EIETREC & ™ mm AY R B R B

BALBEEENKBERBHZHALANELZEER, UTRAINFBUNABEELEMNRIENTHRILS
L)Jm{,\FﬁF'\ BENKFEXE, EANOAFRRTES. Ef. KLENEELATMEE ™ @m0 15 R R

1) BZAFCBRNTEESR ; 2) AEtMAFRFERAZARNACAENTEE~m ; = 3) BiZA
F’*%E’JWKF@UEE’J%@EE?‘ZE&O XMERERNEDEWN - RFEKFRIHENRNXENRTFAGEMN
RAPRIAFENRER , ANBERLRNRN2BRTFRAPRIGRNR , EF2RFKFPRGRNER, BT
TEZKBE JSON H{EfH Condition 3R¥EAN accountLevel, rolelLevel = userLevel RIEE LR
R

X L R4 t3&E F§ F Amazon Service Catalog APl B ARVERY 5 A &

3l : UpdateProvisionedProductfTerminateProvisionedProduct ,
AR 52BN 4E : DescribeRecordScanProvisionedProducts,
FMListRecordHistory. ScanProvisionedProducts fl ListRecordHistory APl #&
YEEM AccessLevelFilterKey fER#IA |, ZBHIEX BT A T12H Condition R4 5!
( accountLevel &[&F“Account’® AccessLevelFilterKey {E., “Role’f roleLevel &
FM“User'® userlLevel B ), BXEZEE , 55 (Service Catalog FF XA RIERE)

i

- BB~ RNEERSTSHRNER
« End-user 5 [A M EE K= @

« MBLE-mNEERR TS HENR

MEE~mNEERTEHRNR
THAXEATEREEKSREB FRHPNAEE™ mAMICF,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"

1,

"Resource":"*",
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EERES

"Condition": {
"StringEquals": {

"servicecatalog:accountLevel":

}

ZREENNRESE T THAKE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
]I
"Resource":"*"
}
]
}

R ZEEE S Amazon Service Catalog J§EConditionXR#EM K s
E"servicecatalog:accountLevel"iFRIXPR, JEXE , accountLevel HEINREEE

roleLevel M userLevel iHEIFPR,

End-user 7 A FABL & A9 7=

THAYRER A /R ERRRERG N R 8EiRE A C ol 2 TRE & ™ m M KBS &

JSON

"Version":"2012-10-17",
"Statement": [

"self"
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"Effect": "Allow",

"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:DescribeRecord",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistory",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"

T B m ey EIE R E00 U7 H AR

MR TEHHRNRENARE—NEF , AFERMEEER B BRI HIGRRE - BRETS
VRIZEBRIMBRHEALR. XEREAFEEEERSRE ZHNEAMEERFXEKIEE, B
FoEN AT %A P AR AR A TRES &7 f S iE RMATERE.

E-NMRBATRAFNECUENTMEESmPITEARE , EFATNEMLRAF A ZNTEES Mt
TEARE, FE-NMRBAVRAPNAEAS. ASZKS, IZNTEE mIITREURE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SeaxrchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"
}
}
}
]
}
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeRecord"”,
"servicecatalog:ListRecordHistorxy",
"sexrvicecatalog:ScanProvisionedProducts"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:accountLevel": "self"
}
}
}
]
}
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Catalog

« cloudformation— fAFF|H. EH., EAFHRiE Amazon CloudFormation 4% # Amazon
Service Catalog SE£ MR,

« config— AFET Amazon Configif R~ @mAS. = mMFEE™mA Amazon Service Catalog
BRI R,
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R,
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ZERBEBEU TR,

« servicecatalog — AW EAHFEEEE ARFAMENRENR,
« cloudformation— ftif %l HFMiEEL Amazon CloudFormation #4%# Amazon Service Catalog &
BRI PR

« config— AFEN Amazon Configif B~ @A S, 7 mMMEE~mA Amazon Service Catalog
BRNR,

c lam— AT EHEFVNBRNEE RN~ RAESMENRSAF. AHEHNERNR,

+ ssm— Amazon Service Catalog Amazon Systems Manager Jt i/ % H #E%E 24 57 Amazon JiK F
M Amazon X1 ## Systems Manager (44,

EEF KB : AWSServiceCatalogAdminReadOnlyAccess,

Amazon £ E XK : AWSServiceCatalogEndUsexFullAccess

& AT LAMf iiAWSServiceCatalogEndUserFullAccessE&H IAM KK, AppRegistry 3&R~f It SR BE
Ff 0 AppRegistry Bl R FRRERITRIENRSAE,

IREEFATELFRKLAFPZEHENENcontributorR R , AR FRI RN ERMEE -
mm YA PR

NRIFEHER
ZERBEITEUTNR,
« servicecatalog- AT FANGAAFBHANENZEENRARB I~ RNEEMEE™ RN

R,

« cloudformation— AFHIH., HEH., EAFMFRIE Amazon CloudFormation #42#Y Amazon
Service Catalog 5T £ R,

« config— A1 Amazon Service Catalog BRI FRET Amazon Configh| i MFERBEXR=RAS.
FmAmiE~miiFEAER.

 ssm— Amazon Service Catalog St i1 Amazon Systems Manager BR8] Amazon i = #1
Amazon X HH Systems Manager X4,

BEEH KB : AWSServiceCatalogEndUserFullAccess.
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Amazon £ E XK . AWSServiceCatalogEndUsexrReadOnlyAccess

&EAT LAB tnAWSServiceCatalogEndUserReadOnlyAccessE| &MY IAM 3548, AppRegistry &4
LR BB AN AppRegistry Bl R I F R KRERITIRENRS A E,

HRBERFHread-onl yRR AN HRLAFEHEMERTRARGR. LRBEFRTFEI-RBAE
B S~ mRR,

RRFHRER
ZERBEEE A TRR,

« servicecatalog— AW EHAEHRHKLAFZEH S TR RN,

 cloudformation— %I FiEH Amazon CloudFormation #£4#%# Amazon Service Catalog &
BRAX BR

« config— f1F Amazon Service Catalog B R PRET Amazon Configll i MFERBEXR=mMAS.
FmAMEE~ RN TEEER.

« ssm— Amazon Service Catalog St i1 Amazon Systems Manager EXZ4 &1 Amazon i F #1
Amazon XigH# Systems Manager X4,

EE XM . AWSServiceCatalogEndUserReadOnlyAccess,

Amazon £ E XK : AWSServiceCatalogSyncServiceRolePolicy

Amazon Service Catalog fFtt 5K & ff i1 ZAWSServiceRoleForServiceCatalogSynclRE XA
& (SLR) , /t¥F Amazon Service Catalog 7\ &8 77 f& B o 4R 4Rk [E] 25 2| Amazon Service Catalog 7=

]
AR o

Lt SR BE R F BV BR /2 XY Amazon Service Catalog ##4E ( #1420 , AP A ) ME M Amazon Service
Catalog fk¥ifY Amazon BRFBREFH 1TE RV IA R,

KR FHE R
ZREBEEE A TR,

« servicecatalog— 7¥F Amazon Service Catalog T#E % A &G MR 15 R Amazon Service
Catalog 223t AP,

+ codeconnections— ¥ Amazon Service Catalog I #[E % & & &R #1578l CodeConnections
nH AP,
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CloudFormation 22 API,

EEH KB : AWSServiceCatalogSyncServiceRolePolicy,
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Amazon Service Catalog ff LR X R IFME S A TFEAF OIESEMHMEAH Amazon Service Catalog
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LAfEF Amazon CLI, Amazon API &Y Amazon Service Catalog &A1&ttt K /&, BT
B2, FEMNRBRRSEXAECNESZEER , HSRA Amazon Service CatalogEARFZHE<AE

(SLR) »

AwSServiceRoleForServiceCatalogSynclRFHXxAEF B EMWR Amazon Service Catalog
ATFRREFIITUT RS,

« servicecatalog:ListProvisioningArtifacts— f2iFf Amazon Service Catalog TH#E% £
B3 HE L B 174 E P BRI E Amazon Service Catalog 7= m BV EL & T4,

« servicecatalog:DescribeProductAsAdmin— f i Amazon Service Catalog TR AR
£/ DescribeProductAsAdmin API 3REX Amazon Service Catalog 7= & H R BRI T B B T 4
WFEAEE , XETHERDS B FEEPNER . WHEEDAGER L ERAN R H R U™ mXt
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- servicecatalog:DeleteProvisioningArtifact— St Amazon Service Catalog TH#E%

AERREERNNR,

« servicecatalog:ListServiceActionsForProvisioningArtifact— foi¥ Amazon
Service Catalog W RES ABHERFRERBTSERXNRMEXEK , ABREXBKEREFSRENTL
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Terraform == 267 Mo

o WRAFRE - FRRA B (B, v17. “v2beta”) . FRAFFEAZEKE,
o R (AR ) - FRRANER , SERAEEBRRAE X5,
5. EFBIEM BMRA,

#&3& A LAE A CodePipeline I ZFMEEEE |, 7= miERIE R FEFMEH Amazon Service
Catalog , HEREHEPFRNER. BXEZEE , BSRHE | 01EHEZE Amazon Service
Cataloghy Ei&

e mESL E GitHub, GitHub 1l AR =} Bitbucket = B AR 324

Amazon Service Catalog A&~ mRALS FBEINIBFEEFERAEREENERMHE. Amazon
Service Catalog i B8 I K EARIEZ M Git-syncedE MM AT M. FHEILRINEBIE GitHub “ GitHub
ik kR” 2 “Bitbucket”s Amazon Web Services Mk~ RN E#EEK P RINGE |, B0
Amazon Service Catalog = mHEHMMNE = mUAR LS B FEEPIER M, SIXNERXHHITER
FHIRZ B FEESS (B, A git-push ) , Amazon Service Catalog & B 4 5 2 3 0 2 #7HY
FEmARA (9% ) .

F&

- Fr-RESZENPERHFFTENE

- BIEKFIERE

- &F Git-synced = miEE

« B3 Git-synced 7= miEE

« MIBR Git-synced 7= miEE

 JF Terraform = mEZ FK B GitHub, Enterpr GitHub ise = Bitbucket H91& 3 4+

« Amazon Web Services Xi3 3} Git-synced 7= @i i
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R’ mE L EAEERHFENR

& T LAME A LA Amazon Identity and Access Management (IAM) SRB&#E R #E 4R , £ Amazon Service
Catalog B A st~ MBS BN BEMEEPNEIRH. LR TIE CodeConnections FH %45
PR Amazon Service Catalog, Amazon Service Catalog BiUEE | TEHERFKEE | HER BEMH
R 7= miEt £ Amazon Service Catalog AWSServiceCatalogAdminFullAccessEE KR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [
"codestar-connections:UseConnection",
"codestar-connections:PassConnection"”,
"codestar-connections:CreateConnection",
"codestar-connections:DeleteConnection”,
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:ListInstallationTargets",
"codestar-connections:GetInstallationUrl",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation",
"codestar-connections:GetIndividualAccessToken"
]I
"Resource": "arn:aws:codestar-connections:*:*:connection/*"

}I

{

"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

sync.servicecatalog.amazonaws.com/AWSServiceRoleForSexviceCatalogArtifactSync",

"Condition": {

"StringLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"

}
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1

IR MK E

EFFENR S E] 25 2] Amazon Service Catalog F= 2 B , SRR 2 H RN — X8 IK 7 2k
FiE#E, BalEALEEREETEMEERXENFHENFHAGE. LALUEER Amazon
Service Catalog ##l& . % CodeConnections &. Amazon Command Line Interface (CLI) %
CodeConnections AP| SI1Z2E#,

BIEERE , SR LMER Amazon Service Catalog ##l&. Amazon Service Catalog APl 5 CLI 3k
82 [ 2% Amazon Service Catalog 7 f. Amazon Service Catalog B & 0] MR IE1Z6& E M 2 X &
HIRE AR ST I Z FT Amazon Service Catalog = mBEFH UG~ m. MREEEEFRERITER , N
Amazon Service Catalog & B a1 E X H QI IV ™= MR, K BIF= RARA AT ol 8 33 # X B ki
KBR& , HEIEENEFARS

o | E 62 ERE S Amazon Service Catalog B3I Bl RFHXAE (SLR), LIt SLR /¥F Amazon
Service Catalog % M#E R 217 EREMERXHE R, £ RHEHLIE Amazon Service Catalog /1T H
HHEST=RAUBFHH T @RE, Bx SLR XRFMIIENESFER , i5S MM Service-linked A,

Amazon Service Catalog

B #T Git-synced 7=

1. BEEMNSHERP  EFEFRIIR , ARERNE™ @,

2. BWMAFRIFEAERS.

3. TEMRAFMER B, % “FH AWS CodeStar IRHIEFIEERNRBEHE" , REEE 4
EF AWS CodeStar E1%” 88,

4. GIEEER  RFNEEIR , ARERNEE., BEEFREFHAGE , SREREE. 2 XFAERX
g2,

BXxEH Terraform B X HNEZEE. , i8S [ Terraform = mEZ EI5K B GitHub, Enterpr
GitHub ise B} Bitbucket FI &R T4

a. ( BIE% Amazon Service Catalog ™ m A RET AI1% ) £ Suppor t Det ails F % , AN~ mHAY
THE,
b. ( 8/2%F Amazon Service Catalog ™ m &R A% ) £ “brE” 885 , & “RIFRZL" , R
EWA “EHA A E
5. EERBIEH~m.
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EBEZ Git-synced

1. 1 Amazon Service Catalog #ZH A LM SMERT , EFE~RIIK , RAEERAUEZS N gt BE
= Bo

2. WABAFmEAER.
. EABEREEFAFED , EFE - AWS CodeStar iE#: , AREEFREEMD X
4. FERNFEERD , WABRRAREN=mBR. EEPMNFHE , R REFERER[IN~

AR o

5. NIFFEFESmE Rt ECE~ MR,

E I A Amazon Service Catalog 7= f Bl S\ 2B 124 &

1. 12 Amazon Service Catalog ZHIl A EZM SMERF , EE mIIK" , RFEERE Nr-RmEER
HNEIFEE

2. EREFRAAL , REBEEIARFEENTS  RAEEET 5.

3. EUSEREMAES WEL , %ERNE AWS CodeStar 1% , RIEIEEFME. 2 X MEBRH
BE.

4. HET—5,

5. EEEFEINEL , MEBEZFAES  AREETFREENBERE,

B F Git-synced 7= miEE

IBAILAE A Amazon Service Catalog %A . APl 2 Amazon CLI REF FM#EEENIFAFEE, X
FHEET AR HY Amazon Service Catalog 7= @ , BH UM “LXREASRE” dR BB XEMEEE
R ER RS REIS R RINE R,

® Note
BRI EF BN EEREEGEN LB RE. AP HLHIAE CodeConnections API H
B IAM IXRFREEBFRENFHEE. BEXXE IAMNRAMERERNESER , BZHF
Amazon Service Catalog 7= R & R R X4 P R,

EEFEENEEENIEMAEES |, B6H Amazon Web Services B2 H A

1. NEMSMERF , ZFE=mH&R,
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2. MIIRFBIEET @,
3. ErFmAEL, SMEFRRFAGEID.

4. EBERFRRAVRRBMET ID , FEFELXOBOMAERE, RAFAEEREHD ERRRBE
iT 1D,

EREEENE®ENFAEFE , BEA Amazon CLI
MH Amazon CLI , BT TH T :
$ aws servicecatalog describe-product-as-admin
$ aws servicecatalog describe-provisioning-artifact
$ aws servicecatalog search-product-as-admin
$ aws servicecatalog list-provisioning-artifacts
E#H Git-synced 7= friE #

B ALAE A Amazon Service Catalog ###]&. Amazon Service Catalog API 2 , SETI A KK F < Bk
M Git-synced ™ m Amazon CLl,

ETHBUMFIMA Amazon Service Catalog 7= fRIERZEMR X4 , BS R AGIEF Git-synced 7= @iE
.

FUE=REH A Git-synced = m
1. EEMHSHERT , EBFRIIK  REERBUTEDZ— :

- EEHENT R, BERZTm , SMESFmREAEEED  REEREEFAER.

- EEHZNT @, BRARRTmEZINRERE  ARES TN T, REEET -5,
2. HFmEREAEEED AT TER

- BEEE,

- IEEF#E.

« BED X

« BRI
3. BEERFREFER.
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® Note

X TF i REEBINDFEENTm , B AEER mEER R
B 12 B S\ ER 17 EE AL T

ERETNEAYIRES E R

ol

YRt BT LLfE A Amazon Service Catalog ###|%& Amazon CLI 5

A Amazon Service Catalog 7= fiE 2 B S\ E0 1768 FE P BV R AR T4
- EFRABE , BFEFREN. BHRAFE,
- EEE ( ENRPSUAEAEMEFMEERR ) £BIEE Amazon Service Catalog 7= R VIEEE,

EFEMEENFEHEENIFAER , i5EA Amazon Service Catalog 12§l &

1. 1 Amazon Service Catalog &I A ZM SMERT , EFEFmIIFK , RAEEFLINEESINIDEF
fé& PERY ™= o

2. EFRRFAGEHS  EBRERETRR.

3. EFmMREFEAGELY , EEHMNAREFMHE.

4, ERRTFER.

EEMERNEFEEENFMAEE |, B H Amazon CLI

M= Amazon CLI i21T$ aws servicecatalog update-product®$ aws servicecatalog
update-provisioning-artifact@®,

BB Git-synced 7= miEE

A LAE A Amazon Service Catalog ###|&. CodeConnections API Sl Bk Amazon Service
Catalog 7= i &R 4 2 B B E$E Amazon CLI, YEWF >~ REERXENEREN 2S5
Amazon Service Catalog = matIREIENEEN™ R, MFA~REZR , NRERGERHR
REEIEENTFREED , MIXEEFRFaRBER. EF Amazon Service Catalog 7= fa E#TiEEE|
NEB1FEEFRERIH |, BSREINEZEFE L Amazon Service CatalogF= fo

EWFF Git-synced 7=V EREE , EFEF Amazon Service Catalog &l &

1. 1E7 Amazon Web Services BIE#Z &4 , NEN S ERFIER™ mIIEK,
2. MIIRAFIEE= @
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3. #EFmREL, SMEFRFEFAEERD.

4. IEFRMTEE.

5. WINRME  REERMTEE,

EWIT Git-synced 7= miViERE: , BEFEA Amazon CLI

M Amazon CLI , &1T$ aws servicecatalog update-product@. 7
ConnectionParameters MW A , BERIEEMNIEE,

E# A CodeConnections AP il B&iE 3=k Amazon CLI

1£ CodeConnections API 2 Amazon CLI| , i21T$ aws codestar-connections delete-
connection®$o

Rt Terraform ™ mEZ E|5R B GitHub. Enterpr GitHub ise 5 Bitbucket BV &R R #F

£ H Terraform ELiE X #4812 Git-synced 7= @AY , XHBEBR{NIEF tar.gz KR, EXHBEEHRTEE
3 Terraform XHRER,

Amazon Web Services X1 3% Git-synced 7= R X #&

Amazon Service Catalog X #FH# Git-synced 7= f& , Amazon Web Services X15 21T &R

Amazon Web Services Xif & F Amazon Web Support 3 Git-
Services X3 &3 synced = mi X
EEREI (HFFRLMILE ) us-east-1 =
XERIP (HE3BEBM ) us-east-2 3
XEFEE (LmRERIL ) us-west-1 =
ZEEI (HBXM ) us-west-2 =
IEM (FER) af-south-1 =
TABX (F#E) ap-east-1 =
U ARH X ( HEDDE ) ap-southeast-3 =
WA#X (FfE=) ap-southeast-6 B
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Amazon Web Services XiF &= Amazon Web Support 3 Git-
Services X1 &1 synced = mB X
TA#BX (&X) ap-south-1 =
AR X (KR ) ap-northeast-3 B
TA#X (BER) ap-northeast-2 =
0 A X (03 ) ap-southeast-1 =
TA#X (EE ) ap-southeast-2 =
TWA#X (FRE) ap-northeast-1 =
MEX (HE) ca-central-1 2
MEXEI (F/RME ) ca-west-1 =
RoMih X ( EZRE) eu-central-1 =
RRMih X ( B/R=) eu-west-1 =
MM iE X (123K ) eu-west-2 =
RRM X (K= ) eu-south-1 =
Rt X (B2 ) eu-west-3 =
RRMith X ( HTEERE ) eu-north-1 =
FR ( BH) me-south-1 e
EEM (E2RF) sa-east-1 Jt
Amazon GovCloud (US-East) us-gov-east-1 =
Amazon GovCloud (US-West) us-gov-west-1 =
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— |
bl BR 7= am

fhl %™ Bt , Amazon Service Catalog 2@ N BE1Z™ RN EN ™ mA S PR ERAFTE = R,

Amazon Service Catalog St iF#& £ Amazon Service Catalog 3 &l & il Bk ™ &= Amazon CLlI,
ERYMER @, BSAEBUERBRZ MW AIERIR. ~mBARXEKN RO BE~mAEKEK
TagOptions, TEMRFEE,

/A Important
MR~ mE B EFHIRE,

{# 8 Amazon Service Catalog 2% & Bl K7™ &

1. SMEFRESTH , AGERELSENBRN~mN~RE S,
2. EREMRRNSm , RAEEEFRESA LANMER.
3. WTRAXBKARNSm , BEXFEDEAMER , BWIAERBRN>=m , RFEZHRER.

NFREFRNZ M, BHRERTER 4,
4. EBER=R EOF  BF ‘KB XE , ZRERTZEmWAAEXEKEIR. Amazon Service
Catalog Z&MIBR™= MAET , 28 fFIRIX L7 IRV <X,

5. EXAHESREAMBR , WINEEM BRZ™ m ot BRE A R B ER.
6. IEFEEUEREHMER,

Amazon Service Catalog 1 R T EMBBRFTEF RERNXEK , MF2MBRZ&~ M. BBRF-REOSE
REUERBRAKBORBAR BN KM ER, BXREM R @ ##RERBUERBR AR AIBNEZE
B, BZSET 70 BR7= & B #7575 R BUE < B R MY (R #L,

E3-
- {EFAMIBR™ & Amazon CLI
o FRRMIBRFE G0 A5 R BUHE o< Bk ok I Y (8] 73

{55 FA 1 BR 7 i@ Amazon CLI

Amazon Service Catalog St iF#& B Amazon Command Line Interface(Amazon CLI) MI&EI 7= @4
EFMEB~ M. Amazon CLI E—RFRIE K TJUHLFEAGSTATTN®GSE Amazon RE#H 1T
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-welcome.html
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R EH, Amazon Service Catalog 5& ##fil BRZhBEEE Amazon CLI 5B , X2EB A EFRCIZNHRES
3, Amazon CLI A\ BEXREFERN BB,

FRFA

- RENEE Amazon CLl, BXEZEE , BERLEIFEHSEIMAR Amazon CLI FEE B E a7t Al
i . EEARKIEK Amazon CLI ARZ 1.11.24 = 2.0.0,

- MIER™ M@ CLI BB EES bash REMNLIHM JQ 1T JSON L EES, BXZREMHIT JSON &
BENEZER , BRI TH g
« B)% Amazon CLI B LA#tAL 3B Disassociation API A , B EE N TS PMER™ R

ERIIMIBRT M, BUREBUERRIZTROMERR. FRBRXRKN TG SIE~RAEGRKEK, M
. RXIETMAMRSRE, 5/ CLI MBR™=MmE , CLI force-delete-product 3& AT &ERAA
Disassociate API REUEXBX{EMAFHLE DeleteProduct API BYBIR, X4 B LR & 28 ) i BR
RERHITIRI A

(@ Note
UTSRAPE RN XHBETERLEMTE , EEBRRTEARKITXERENRERS.

£12 Amazon CLI 3% LA Bk Amazon Service Catalog 7= i

5 FA I BR Amazon Service Catalog F=f i , CLI force-delete-product I8 L&A
Disassociate API REUHE<BX{E{I <P EiZDeleteProduct AR, Amazon CLI

E&H Amazon CLI BLE XA tlEalias X #4

1. 7£ Amazon CLI ### &% , SMBEIEEXH R, BRIAMBERT , BEEXHRERN ~/.aws/ ( Linux
2 macOS ) 5 SUSERPROFILE%\.aws\ ( Windows ) .

2. FEAXHASMBEEELEPHANTHEETREERN c1i BHF3XXHX

$ mkdir -p ~/.aws/cli

ERE cli XHRBRIANEERN ~/.aws/cli/ ( Linux B macOS ) = SUSERPROFILE%\.aws
\cli ( Windows ) o
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https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-quickstart.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-quickstart.html
https://stedolan.github.io/jq/download/
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3. EWEM cli X#HXTP , SIBTHY BRBNAN alias WNAXH, BAIUERANXHSMBES
Limhaw AT TROE alias XM :

$ touch ~/.aws/cli/alias

4. EE—1THA [toplevell,
5 REZEXH,

J%T;E &7 BUBE F354F force-delete-product 3 & I AKX B alias X , REELRKREQFE
R & R Bl B AN N E ST AR

F 4§ force-delete-product & RN E R alias XHH

1. 1€ Amazon CLI &A% , B FI&EM Amazon CLI BEE X 4R H T FiZalias X,
2. EXHH [toplevel] T FHHAULTREBEIEA

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"

exit 1
fi
if [[ "$1" !'= prod-* ]]; then
echo "Please provide a valid product id."
exit 1
fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id"')
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budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id"')
provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"
for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
echo "\t${association}"

0
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done
read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then
exit
fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactld --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

}; f

0
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3. ®REFEIEXMH.

{8 & iR & O fF force-delete-productBl & AR 1 EI &K alias X &+
1. HFLKHREQ , HETUTHD

$ cat >> ~/.aws/cli/alias

2. MABMARBILIRED , AFEK CTRL+D B cat @85,

44 force-delete-productl| % ¥T 1%

1. FEER LWKRIRE O PETUT o5 L0E AR M5 A
$ aws servicecatalog force-delete-product {product-id}

THEHHRFERT force-delete-product Bl a5 & EH 4 KA IE N

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. WAy UENEERR™ @,
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RIMIBR~RE , KIREOFE RN TS

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

H bR
A2 Amazon CLI{EF 3% FMl Bk Amazon Service Catalog =N EZELR , BEFBUTER :

- 7£ Amazon Command Line Interface (CLI) AFERHP@@ #IZEFFEH Amazon CLI 5l1H,
« Amazon CLI| 3 & F & FE git 76 .

- MIBR Amazon Service Catalog 7= G

« Amazon re: Invent 2016 : (B A F) FFE Amazon CLI ., YouTube

R R BR 7= m A 5 R DU X Bk K T A [
MRHTFRRBBABFEMS BEZMBRPER~REK , FEE TANREIRRABRE R

® Note

MR BEWR R RBEBRRIKABCEE 2 IR A THBRF=ME O , W 7] LUK BB 5 2 M BR ™= R 2
FRPTBR—ZF=FXITHZEOD,

2R FG R AR BRI BR Sk MY [R]
ERERFmEAF , EEXRBRRARES, BERAMN R RERIRFEMNRIERSTE

REFERE RER fRIR T 2
Product prod-**** Amazon Service Catalog BRZHB R~ @
L,ﬁ"_:\ﬂﬂ'] BRF&
nE@hE %E*E’Ji‘ﬁ

HHIBR ™= & 104


https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-alias.html
https://github.com/awslabs/awscli-aliases
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/productmgmt-delete.html
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REFHERE R & BRRTT R

& TagOptions , &
P»E—/Provision
ingArtifact BZzx
BRIVIRVE , FmINDES
FRes , FmREAF,

RETRBAREML
AP : username RIKRBBEIAIT : = BR = R A Amazon Service Catalog
FIEBBUHERER™ BB REH K EE
R A EABR, A, THREXBUEXE
B H TN EUH < BRRY
FRARNESZEER.

BERA

R AR QI MY o B maRAs |, F B & SARE AT E R AR AN,
fR4E2& Amazon CloudFormation #4R, #r&, #iR, KREMIERE.
AR AR

—MRETUAF=FREZ—

« JED - EBRAHMEMRATIERS , FAFRAF B ZRA,
« IEED - FETEIMAMBRAETIRD R, MILRAEHNAEHEE~RF2ZRRME,
o THIER - B EREY FE A ARASRE MR A B R A BRI BRAR ARV IRAETT A IBOH

AR AN 35
LU LR EMRAERE , MEAKLAFRHEXTRIRENER. RAEEREEEII B mRA,

IRAEEAR AR

« T-BRUBRT , FRRFEEEAES. RAAFUMERZRAERNEB I TEE™ M.

« BAR-APEEEREBANTRRAEFINTAEE~m. NRZAEINTEE~RERANR
MEAAMRA , WA REERIARARFRAEFHZAEE™ mo
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BT ARA

B AEGE 2B mARAE , LA SRR EFRAE. AXREUBTmNESFEE , BSALIES

[ ]
AA o

B AR

1. 7E£ Amazon Service Catalog Z#|&H | %EF™~ @o

2. MFEmIIERF , EREENEHREAN™ @,

3. HEFMmEAGENEL , EERAFETF , RGEREEMVRE,
4, ERAFAEENEL , BESWERE  AEERREENR.

{#/ Amazon Service Catalog £J 3

BAURNAAR , UERHESRLAAPBH R EAETN~RNANANAN, YHELAFBH~R,
AT EREEERARMANAN, BUUEFRBRATREAESENARMAT=R. AR—Z6&
EVEEN , AREMNENATEARBIHN~ROTE ZHERAE,

SES

« Amazon Service Catalog B3 £

« Amazon Service Catalog i &1PR %
« Amazon Service Catalog ¥~ % 5 # PR %l
« Amazon Service Catalog % 549 R

« Amazon Service Catalog #E#R£) R

Amazon Service Catalog B34 R

BHAREBERALAF B, EMHLK L REFTIIER Amazon Identity and Access Management
(IAM) &, Amazon Service Catalog IAM A2 Fl =X Amazon BRS AT BAiE At &R EFH Amazon
BREVNRES. BXRNAEMETH , FSH -

 Amazon CloudFormation 7= mZEE: SR 6 . FMEHARULE IAM BE

o Terraform FFJRZX Terraform ZF=MEH . TR 5 AIEEHAE
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BHAREATFRASFN =M (F@-FREAEXK ). BHIIRTERTREERE , tFE
RTEmMAEFRASHNENTR. BEREINREFRASTHMAETmEXE , BL4ARBHIRSD
B NATEAN=mo

MEEERHAR  BARFPXAERBECH IAM ELEEFNEE~ R, At , iIXFIBE~ R
FA# Amazon BREHIMBR , LA Amazon Service Catalogo Amazon CloudFormationi&id £ /B 3h &
&, BAANFRLAFNNRRENMIIN Z=mAENR MR, BXRAAFPNRBRNESZEER ,

®Z [ Identity and Access Management Amazon Service Catalog.

EQENSE IAM A8 | BXAFRELT 1AM EENR :

« iam:CreateRole
« iam:PutRolePolicy
« iam:PassRole

e iam:Get*

iam:List*

BEESAR
BOERoBENERNBHIYOERN IAM BaXFBEEFERAUTIANEE :
%fF Cloudformation 7= F

e arn:aws:iam::aws:policy/AWSCloudFormationFullAccess Amazon CloudFormation £

EREE
« i Amazon CloudFormation ¥4k & #Y BRSS
- EREHEM Amazon S3 F# 4 iEL Amazon CloudFormation AR Y14 8] X FR .

¥ F Terraform 7= &

s @K Amazon S3 iR E AN RS
- BIRSEIHEM Amazon S3 FiE i@ 1EE Amazon S3 EARAY 5 BRI FR,

- resource-groups:Tag A T7 Amazon EC2 SEf|F# 1T¥r12 ( Terraform MELE S| BERITE E
BR{ERTELE )

« resource-groups:CreateGroup AT HRAFRIE ( fRi& Amazon Service Catalog A F&IE2 &R
HFDEFRZ )
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IAM £ &S E R4 Amazon Service Catalog R FRAZAE, EU TSRS | YEEREAEE
Bt Amazon Service Catalog |, Bz REBEEERE. NMREFTEAEHE , BSRNAE IAM 56
RERAESERKBHNRABEHN Amazon RS AR EETER—T,

® Note
TEERFHEPIE
servicecatalog:ProvisionProduct. servicecatalog:TerminateProvisionedProduct
M servicecatalog:UpdateProvisionedProduct #X PR, EATEH IAM A€ , NFF
Amazon Service Catalog F& 4% F P X PR ER 5 # B N BX SR BE 5 TR PR 7o

(® Note

E 7 Amazon Service Catalog ##l &P EEFMEEH Cloudformation =mMER , RELAF
2= E Amazon CloudFormation IEEUN R, EREHAFEEMRE~RMNERTERAZHA
B,

tIREAR

1. fEH https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,

Terraform = BEEFNNEIACHE. BXEZESR , BEF Terraform TR~ m AR L
R5:tEEHAG,

2. 1%E A,

3. EERtIE#MAL,

4, WABBEMHIERE Next Stepo

5. 1 Amazon Service Catalog EZiZfAmazon RFAET , EF%ER,
6. 7t Attach Policy WE L , i%# Next Step.

7. EQIEA® , EiEF Create Role,

TR MEFAS

1. EREHENAGUEEAGFAEERE.,
2. 1% Permissions &I+ , BT Inline Policies 2%, AREi%#F click here,
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https://www.amazonaws.cn/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://www.amazonaws.cn/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-iamenduser.html
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-iamenduser.html
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
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3. i&# Custom Policy , ARFi%#E Select,
4. WMARBNER , AENUTREREME Policy Document 4r%E28 :

"Statement": [

"Effect":"Allow",
"Action":[

"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

}

(® Note
NEHARBESH BB , BUAERNUATFRE : "s3:Existing0bjectTag/

servicecatalog:provisioning":"true",

5. NFrmEANESINIARSHRERIIN—1T. A0 , 3 Amazon Relational Database
Service ( Amazon RDS ) JRIIMXPR , B Action BIRFHRE—THREBRAES , REHM
BLF1T -

"rds:*"

6. EFENAXRMK,

VNN =R SRS

LERERACGE  NZACEINBIARSEELET R, SRKLAFPBH =, KEELER
Amazon Service Catalog &R A ZAE,
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Sy =Rl Tl

1. $TFF Service Catalog ##l& , Pt R https://console.aws.amazon.com/servicecatalog/o

2. EREEFmANTRAS.

3. ERARETFHERCGEIR,

4, BFERPERFGD, AREAREKETEER. EFHE,

5. ERFAR Hy , BAUMNBECHIKF,HIERE IAM BE, BHA IAM B€ ARN HRABBEN,

MREEEACEN , SRKFEABTARS , FERAKSHFEFZENHN IAM B8, ILHEER
HEASKFEXNEIAGAR , ALEATUNENMNHEEKF REDH R IR,

® Note
ERRBHARNIKS D , URFEALEHNAREH=mNAFRKEF , BUAFELE
A EE M.

6. EEIAMBeRF, &&F tIE,

£ 15 3 BR | i iR B R

Amazon Service Catalog XiIFHEARKABBERETH API RIEEEFRIFRYF. RNMSHAR,
BOLERABSAEEEEKTM sourceAccount Ml sourceArn &4 RBE&IE 3 A& RINR,
cHBEREIACHTERRBR,

LT RHIF , Amazon Service Catalog ZEAFETFK/ 111111111111,  Amazon Service
Catalog EE A N~ mEIR LaunchConstraint i , REAFIUERHACEERBPEEUTR
#, HEEACRERHIKS, 111111111111,

"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

iy
"StringEquals":{

"aws:SourceAccount":"111111111111"
}
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https://console.amazonaws.cn/servicecatalog/
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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£ LaunchConstraint Ml B~ @A F XM EBHERN AccountId (111111111111 ) o &
N, "AFILEABRAR  BENEM AccessDenied iR H KM

LN Amazon Service Catalog API BB 2R , AIRFBIALHEIF :

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct
 TerminateProvisionedProduct

* ExecuteProvisionedProductServiceAction
* CreateProvisionedProductPlan

* ExecuteProvisionedProductPlan

* UpdateProvisionedProductProperties

sourceArn {&# Amazon Service Catalog X Z##E k1L ARN , ffl#0 “arn: <aws-
partition>:servicecatalog:<region>:<accountId>:"s, EFRXFIFEMNEIR ARN,

BIER3LIR

ERiF Amazon Service Catalog R A® B ™ mHIAKNEE™m , i5M Amazon Service Catalog
BHlEBETm. EENYRAMEAFPUNERTUR , BRI EMHREFRHUNR~=RASE , HE
Rz mAaaNitya R,

B3 m

1. 7£ Amazon Service Catalog #Hl A& EH | 1E$F S ervice Catalog , A A,

2. ERFRUTAFREFEAEENH, ERNEWMERP , BIAEE T"ABH Amazon BRERBAM
(ARN) ,

3. EEEI™m.
4. BREFTRISR , BEAEAREFEER.
5. WIAFmERME.
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Amazon Service Catalog & HIpR &l

® Note
Amazon Service Catalog % #F Terraform FFiJR=, Terraform Cloud 7= & &9 38 HIBR &,

WAL RIEE Amazon SNS EB AN A R HERBHRBEH,
ERUTIRERRE SNS TEHITHE.
B2 SNS AT

1. 1 v3/home EFTFF IS #h SNS £l &, https://console.aws.amazon.com/sns/
2. EEIEEH,

3. BAXEEN , AFER QIEXE,

4. EBRBIEITH,

5 XNFWMY , HEBBEFEBH. T Endpoint , BB AZH FEBUBAME FoR4itut, ERIE
T,

BN E —HEEETIT AWS Notification - Subscription Confirmation RVHHIAERF
BB, FTIFEBFHRM , AR BHRMENTHITHE,

o

BEATIERERGE L —SEP I SNS BN ABHL R,
[6) 7 fm B P 38 A9 3R

1. 3TFF Service Catalog # %% , ik https://console.aws.amazon.com/servicecatalog/o
“EREETFmNTRAS.

BRI RHEZERINLI R,

MNFERHPEREFRAFARRBERENBH, ERRE,

%% Choose a topic from your account , R/F%EFREREE Topic Name BIEH SNS £,
EERR,

I
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https://console.amazonaws.cn/sns/v3/home
https://console.amazonaws.cn/servicecatalog/
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Amazon Service Catalog ¥r%& B 37 FR #l

(@ Note

Amazon Service Catalog X # Terraform FF iR 7= B F7 X 5 #7 PR #l o

BEREEHBRE , Amazon Service Catalog B R AJ LA A FREILHRA AR EHSME B~ M<K
WRRELNRE, MRATEHRE , M5~ R RA e XBRNHRNETE &~ mE#HH R A
FInEL & W E R

J5 7= m A PR SR

1.

S L R R

$TFF Service Catalog &% , P4k https://console.aws.amazon.com/servicecatalog/o
EROEEEHN~mBndas,

R R ETF HIEFRRINLY R,

HARRET , BERZER

MFEmp R m , AR R%eE,

EREEFRNEL , EEEAREERN,

TR,

Amazon Service Catalog H#k £ R

(® Note

« Amazon Service Catalog £ X Terraform JF R AV EL R,
 AutoTags B 81X #F Amazon CloudFormation StackSets.

WREAR AT EMERAEE> REPEIZI Amazon CloudFormation StackSets, A LA RN~ RB3NIE
EZANKFHXE, REAAFPIUEBXEKS,  HBEE”mOBBLENDBEINF.

[6] 7= R B A EAR SR £T 3R

1.

$TFF Service Catalog #2#|& , Mk A https://console.aws.amazon.com/servicecatalog/s
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https://console.amazonaws.cn/servicecatalog/
https://console.amazonaws.cn/servicecatalog/

Amazon Service Catalog EERER

2. EREEMESFmNTmAS,

3. EBRARETFHIEFVEIR,
4. FEFmH , EETR. BOREEF | EFHEKRE,
5 NEWHREAREEKS,., XEHMNER,
- ERFRED  BEEEHPUEBEFRAKS,
 EXFHIRED  BRERBS RHIEXEUREXEXBHEZENT RETBIRF.
o TERPRAH , EE—/ IAM StackSet EERABREBELNERKS, MEETEREAR , N
StackSetsfEFAERIA ARN, THEXEEHERENENESEE.,
6. EFOIE,

Amazon Service Catalog x4 R

(® Note
Amazon Service Catalog &% 1F Terraform FFiR5X Terraform Cloud 7= g K t&EHx BR %l

ERFISFAAFESH R ATANED , FNABRIRAOR, NABKRARTAREELAFAIETRER
HAOANEMMERWBERTERATR. B SUFERYRBA F 7= Amazon Service Catalog A& H
W=, FmASMAETE—NESZAN =M, RAETEELERAR,

BRARBE—PNEHRZNNARL |, XL/ DT E~ mEM Amazon CloudFormation kR E X
NS LB, Amazon CloudFormation RS HEN AP ECIEHRINIEENENES, 4
wm, SHRUUENAFRERSEEXFIMMER AT SUERN BT EC2 24K H,

MREEBHRPWSHEERNTFERASHERIAKREAZ , MTEXERAFRKBHHEFER
=M AR E. Fl0, MRERSKITEN EC2 EHIZEEX FNRER/NEHIFEE (4
mMt2.micromt2.small ) BWAFREAK , WA BURMERLD R IR B 84 A 7] BUE R By S22
&, B3 Amazon CloudFormation #RiRZ BN EZER , EZH (Amazon CloudFormation A $§
M) PSS,

BRARBET=MAESHN, IRFEBARMAT - RASHENTR , AREFLkFnasxE
S—AFmAEH , WXEYRFFRLNATE AN~ mASHILL™ m.

MRHERARNATEERAFAZENm , WARS VBN AREERINAE~mM™~mA S
BRAHT™ mo
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
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& T LAE AL 4R 3B B S E Amazon Service Catalog B R #2414 N B K JSON AR E L E
AR, BEXANNEZEE (BREBENTE ) , BSRERITAN,

EEFARRBEAFMNERTNS , FORIEEEF BN A~RAES , HERAZ™RESN L
4R,

FHEMRLY RN A T ™ m

1. $TFF Service Catalog #2#I& , Pt R https://console.aws.amazon.com/servicecatalog/o

2. EFREETH, EROEENERARNATHEN=RN=REAS,

3. BIAARIHHEFERMAR,

4., FEERBFGMXRBEEOS , WFFm , EREEEVERIRNTm. RE , I TFHREH , &
BEMR, ®ERE,

5 HEEMRARERRTME , FH JSON HESFDAN 4 KT RERBELIRAN,

- EREANG JSON RE , FRBHRIARRERET R, WIATF LRE T SRR B
BT R R AE

EEAANERRREEEAN | FERFEAVEKFETF, FHEDF L, B SUEE MK
BRPIEENEASH , HALNZSHEEATE. RESHNRE  TEATEEFRRNTM
B. FEEREREEES T RIIRFH—HAEREEAE,

EMESERANG , ERRMAN, ANSEREANERRFENF LEORF, EEENEE
JSON #iy | T FA RN AKRIREIFIEIF,

6. HERBZARNOANG , ERER. BEEFIR , FRIFBAGFAGER , RERTYIR,

AR LY AL

£ Amazon Service Catalog 7= fR4A & P E X ERARAFAN IR T H L& P A6t o LAE A ZER
AR AT AT BAR B F el 22 1= A 87 M #Y Amazon CloudFormation 14 A 75 BF B9 S 3138 & 1R
LE, ANTATHLEREAAFREEPEEHRRNE. flW0 , BUURM—FANKRBIEZFLAF 2
BEAEVPCHEETEMNFN , RERBENAIFEREH Tml. smallKPIEE, Amazon
CloudFormation £ A= mEIEFR 28l , FAMNKRKIESHE.

BN BTERNEY : ANKHE (L ) NS (XF) . ANKHEBERAN M ERTE, HSHER
AP ABESEIEENE, MREREXANZYE , WANBKSHBEER. EE ST
S, UFEABSETHANMNAZBEE , REEERIRW Rules IO P EHXLERE, BUURERE , B
HN KW E W RALLE RYUMA true I falses
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Bl | RIRIETE Parameters SO REET VPC MFMSH, B0 —MHNIKEIFLS
EFR2EMTHEN VPC 1, Akt , HAFEE VPC it , RESIRNFEHHEMR Z 8 Amazon
CloudFormation iFtHiE AR EF RS HERESEZ VPC F, MRSHBETH , Il Amazon
CloudFormation M BIFC A IR BTk, MRAFKRIEE VPC , M Amazon CloudFormation F#
EFRSHIE.

Bk

B Rules BfH HGIRE S BB Rules Ak, FAAMNIFARBREERESE, REFHS
AR, MATAESF/EelNsRBEF. XTFE8MU , EXRFH- A SEERNEEEN , GRS
= BARCRFAL I S T S FE R RV IES

HMN AT LAEE RuleCondition B , EMAMEE Assertions Bit. FENHN |, BRI LUNE N
— NN ZEM ; BATLATE Assertions BEREN —NHZ NS . TLUBEFERASETHN A RE
BEBUENANZERNETE , AT AERFIR :

"Rules":{
"Rule@1":{
"RuleCondition":{
"Rule-specific intrinsic function"

1,
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
1,
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
}
]
1,
"Rule@2":{
"Assertions":[
{

"Assert":{
"Rule-specific intrinsic function"

}I
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"AssertDescription":"Information about this assert"

WHERE REEFH N2 3B R Rules # Ruledl BIMNE Ruled2 ZB2 - Ruledl BE—MHNIE
HRRIE . MEANZGHOEBWITELERA true , MFIHEFNRAS NS PR, MRM
MR false , MEAMMETLER, BT Ruled2 ZREMNMNZH (XERBHRKITENNAKS ) |
Rt EHREER,

BRATEMHNZHGMBESHNEETHANNAERBEESR |, EZS R Amazon CloudFormation (A
™) FMAmazon MNIEE,

R BEHRIESHIE

UTHRAMNNKE InstanceType SHNE. BTEHFESH ( test & prod ) WE , AFHBHARN
ml.small SHIEE ml.large & InstanceType, MR —#EIRMW InstanceType o =8
Environment ] Parameters S,

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]
3,

"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}

]
}
}
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-rules.html
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Amazon Service Catalog BRSSRE

(® Note
Amazon Service Catalog &A% Terraform FFiREX Terraform Cloud 7= @ HI BRE R 1,

Amazon Service Catalog fFZ s MO EBEF MELAAFEZY| , AREFEAUENZLEK. FIA
RESIRE , EREBER , BUUAGTFRLHFE Amazon Service CatalogHF U TIREES. HEER
T, ETHENSSFERNE, /8 Amazon Systems Manager X4 E YRS BE, XEAmazon
Systems Manager X 14 o 15 [A]3E 8 Amazon &{ESRERHITUE IRE , H140 Amazon EC2 {Z1EFE
B, BHALUE LB E X RE,

EAXRHREF , BNRLAFRMER Amazon EC2 S5HIRVTIEE, FIMBEMNIR , EXRSFRE , &
BSRIESTRmRE , FRERTMEE” @R INKL A &R,

FRF M

AHBBREHETEH Amazon BEERANR , BELHE T Amazon Service Catalog , # BEEZ
HE—HEXNTR, FmAEaFAF. MREFTHE Amazon Service Catalog , BEFEALRHREZ
BIERIZREMAIES

£

- IR BESRLAFRRR

- SR 2: BIERSRIE

- R 3 BRSBREST mRAXEK

- ] 4: NHAFLAFEE

- S5 HAEERSEYE Amazon CloudFormation
- ST 6: RITHE

S BEKLARHF R

BARAPXIRELENNRT REEFNHITRERSRE. ZUROIF  KRLAFRPEERSEHE
Amazon Service Catalog fRF & EThREM A 1T Amazon EC2 BB IR,
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https://docs.amazonaws.cn/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/sysman-ssm-docs.html
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BEHR

1. $TF Amazon Identity and Access Management (IAM) #2414& , Mt Hhttps://
console.aws.amazon.com/iam/,

2. MWEXREHRIAFEA,

3. EEHLKLAFFATIHE Amazon Service Catalog BRI EFA, EARGIGD | RITERKLAF
H, ZEECHEIUSP , EBRERELAFREANSA,

4. EANFAGFEENHEMNNREDNFL , AETERIEEBIERE. ZLHRAF , BIMNBEIERER
BAM BER M LI NREIBHBEENEE , Amazon Service Catalog 318 5K BE 7 IR o

5. EXMIEL , EBREERBIUANAXENNR, BAUERATRILEESRZH JSON iR KR

BERME, ARG , RIER JSON RERMMNR. EAXAHEF , ERERINEL TR :

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "Stmt1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductSexviceAction",
"ssm:DescribeDocument"”,

"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResouxces",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

1,
"Effect": "Allow",
"Resource": "*"

}

]

}

SR BEZLRFNR 119


https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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6. REEXERZE, FEHMENKBNESR, REAFPATRHAFIEHRETE Amazon Service
Catalog®#11T Amazon EC2 E R 2 EFFER R,

SR 2 QIBRRSIRIE
BTk SEOR—MRSRIERER Amazon EC2 6.

1. ¥TFF Amazon Service Catalog &l & , Mt A https://console.aws.amazon.com/sc/.
2. MXEd  EERFSEE

3. ERFBRETEL , EFRUIEMRE,

4

EOIEBEREL , %F— Amazon Systems Manager SRR E LRSS E#%E, Amazon EC2
SHIEF R EH Amazon Systems Manager XAE X , R BATRE T FE L FRERIAIEIN
Amazon X4,

5. EFEHIER ‘Amazon-EFEC23:4)” #4E,

6. BENRERHE-AXNENHENAAEELNBEMRANELR, FEARAFFEIHER | NEFHEE
o] 7 BRREERBNE

7. EZHBANEHFRET , ERFENREBRR SSM XS (il , 261D ) , RAEERSHN
B#R. EERNSHUFMEMS I,

8. EMRT , BB IAG. BMNEROIFEARARIR, & AEIRTE T HE L E bR
B &,

9. HEEEZRE 6 ERUIREF,
10. ETF—L , BFQETKEETAN , FHIAEIA.

SR 3 . HIRSFSBREST mMRAERER
EMRIER | AT REE L RIEXEK,

1. ERFBEREL , %E#B Amazon-EF B3 EC2instance , ARG & TR EIRE,

2. HEXBBRETEL K EBREFELNRARAFPEE LRITRSBENT R, EARGG | BAE
ELinux £M .

3. EEFmIRA. BER , BRI LUERTRER N EIEEEREFT AR
4. EFBRERE.
5, #TF—It, FER-FKBIAES.
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BI1E 2L 7E Amazon Service CatalogHF 8|2 7 RFSIRE, AHENT LR , UELKAFPSHEA
BRS51R1E,

SR 4 NAKLEH 4R

RARF A AEREE™ m ENTRSERE. £2H8ED  REAFELOSFEFT M NEES R, T
BB mNMEE £ — S ERSBRERBN™mRAE 3.

LB R 51015 R RS 1R

1. LRLHAF &1 %% Amazon Service Catalog #2#1 A&,

2. 7 Amazon Service Catalog I HIHRNSMERR , EFEMEE~ mIIFK. KIRFERNFRE
ARIKFMEEN™ .

3. EWEE~MIIE NHEL , RFECTHEENRKA,

4., EMEEFRIFAGSEREL , EBELELANERE | RE%EE Amazon-E#H /3 31EC2instancei®
£,

5. WIASENITEERME, BRIIRESRIENHEIA,

2al

F$ 5. FEHEEIRSEE Amazon CloudFormation

Ba LB B RSIBERHE S Amazon CloudFormation BRI XK, BEXEZELR |, {55 (Amazon
CloudFormation AF1E®E) PHUTREA :

» AWS::ServiceCatalog::CloudFormationProduct ProvisioningArtifactProperties
« AWS::ServiceCatalog::ServiceActionth£

(® Note

MREBEERSIEIEES Amazon CloudFormation BRI <EL | & E &8 =07 10 = i B BR 55
14 Amazon Web Services E¥E#24|A. Amazon Command Line Interface & THRE
et , £ Amazon CloudFormation 2 Z\Xt AR 55 18 VE P i 9 12 {r] 58 &R 40 B e

HIR 6 : MBHE

ﬁﬂi‘“ﬂﬁﬂﬁxﬁfﬂhﬁ%ﬂ& , W AT BUETRES B 7 fn U E RS RENITEHN A EE 2 PRIERE
B BULETHEHEIERERESHNHA,

SR 4 WKL RAFER 121


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-properties-servicecatalog-cloudformationproduct-provisioningartifactproperties.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-servicecatalog-serviceactionassociation.html
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® Note

ERH BRI A TS R B, BB SR AE T H (0 B 30 SAAT O SRR o 48 P
XA,

P ERE R

Amazon Service Catalog iB%] 7T AEi&E 1R, BHREER. REBRNEE , BE5ELXFRR,
@A StartAutomationExecution #4ERT 48 (ThrottlingException)

RS BEENITZ RIS (Hla1 SSM ) R,

KAABIHEL 7[R

Amazon Service Catalog TEBERFFEENHIEENACR, FHREATZACHNETREPHY
servicecatalog.amazonaws.com F s X5 E & ( 40 servicecatalog.us-east-1.amazonaws.com ) %l
ARFII&R,

@A StartAutomationExecution #/ERT 48 (AccessDeniedException) : Fi F TRER R
StartAutomationExecution E#1T:ssm:,

BREIBEENTIEENAERTITNIAA ssm: StartAutomationExecution, HRAEEFE LM SSM )
PR

TargetTypeETNEL &/~ m PR A EEMRE NN R IR

MBEmASEEME SSM X AFIEEN BIRR BB AR |, 40 EC2 Amazon::
Instance, REZNTEREE=REAEXLERR , IBIANHERIER,

Document with that name does not exist (B8 1% & i X T1ZE)
ERSBREE L PIEENXBFFE,

Failed to describe SSM Automation document (Fo3£ 3R SSM Automation 3 1%)
Amazon Service Catalog = 1= iR {5 E X HITEFIRK B SSM W ARAFH,

Failed to retrieve credentials for role (734 3R & @1 i)
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Amazon Service Catalog E1EE A & i1 E | R AR,

EPERFBSHHNE InvalidValue “” {ValidValuel}, {ValidValue2}
&4 SSM NS HEFEXHN AFESIRD. BARENSHBEN , RAREHR,
SPRBEIR, NREMEParameterName TR E RN FRH,

&% 45 SSM IS BEX MY ERB T,

Parameter is not defined in service action definition (RERSIREE L P ENSE)

21245 S8 Amazon Service Catalog RERFREENLRENL, BRBEERAERSREELHEL
HSH.

HBATF executing/canceling IRERSIT kM, Error message. BEXEZUHWIFMAER , HSH
Automation BRSF F B HEEIER.

SSM Automation X HFTRAW . FSFHEE HH IR — SHERFIE,
FATERAUTSHE , ANENTEREE~ MY : InvalidResourceId
AP EE RN T EE B m R FRIATERE,

TargetType K73 SSM Bal{L.X#E X

RSSIREEE SSM Bt RS 1T TargetType EX ., BELEH SSM Automation X4,

£ Amazon CloudFormation StackSets

(@ Note
AutoTags B Bl %# Amazon CloudFormation StackSets.

& A LA A Amazon CloudFormation StackSets £ %4 Amazon Web Services X1 F10K = &
Amazon Service Catalog = f. &R LAIEEF BRI Amazon Web Services X EBBMINF, FEMK
ZH , FmeRHITEHEN. EEHN , AR TUEEREREIURHITHRENRAKS . BEXEZE
B, #Z/EH Amazon CloudFormation StackSetso

f£ /) Amazon CloudFormation StackSets 123


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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HEAR SR HEA K

K E RS E A E D Amazon CloudFormation # 4R 785 Amazon XK Amazon MK /= & 61 2 3
%o

HEt K AIFE R R Amazon XEIARY BARIKF PRyt |, HF BRE — MR EMEKRE,

BXREZEER |, ES R StackSets #=,
HHRELNR

f£# Amazon Service Catalog , #& 0] LA A HEAR R4 SRR B & 7= m S B E I,

Amazon Service Catalog 3 15 T ™= @ H #4R S2 PR 5 Amazon GovCloud (US) Regions : Amazon
GovCloud ( E®EB ) #1 Amazon GovCloud ( ZEFRER ) o

HXREZER , 55 Amazon Service Catalog % EL E,

EEME

BRI LAE A Amazon Tl & R BR BR 809 AR 55 X A F £ A 150X Amazon Service Catalog. &R LUE S
Amazon Service Catalog 7= & #7= @ 4H & X< Bk,

@ Note
Amazon Service Catalog 7% Terraform R~ REVTIE,

Amazon MEEEEBREBENTNE , MEELENKAHEAEET (HMITEL ) ME TR

E2I%, BX Amazon MEKEE , EiFRlhttps://www.amazonaws.cn/aws-cost-management/aws-
budgets,

5
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« BUBXEFE

FRF M

A Amazon FiE 28l , BFERE Amazon IKEERAERE BH S FHERADEFRLE, BXES
8,55 HR (Amazon IKE EXAERE AFiERE) RSN EXERA D EIRE,

@ Note
HERSEE 24 P TREBUE,

BEFEAVTREERATEDENEMA T REA TR Amazon IKEERAER 2515, ERLEY
7R PRI R RINAT LR AF

ERT AFPQEME  BEXTIATHAFEEKRKEEFERE. MEERFA Amazon SNS BH , MAT AR A
F1RHEIZE Amazon SNS EHAYTHEE | 0T EHY KRB ROIFTRo

BIRTAE KB

1. fER https://console.aws.amazon.com/iam/ TFF 1AM 2 &1 & .

2. HESMERF , EEXRK,

3. ERBERTP , EEOIEK,

4, & JSON ETIF , AEEHILLT JSON REE P HI AR, HiZX AR JSON XAHEH,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Stmtl1435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/activating-tags.html
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"budgets:ModifyBudget"
1,

"Resource": [
Mg

]
}I
{
"Sid": "Stmt1435216552000",
"Effect": "Allow",
"Action": [
"sns:*"
]I
"Resource": [
"arn:aws:sns:us-east-1:123456789012:*"
]
}

5. ZHfE , BRERXRE, KERIIEFFREEMEEHER,
6. EFEK AEL K NENKHHE, EERBPFEUETENRBERTHONR , AEEECIEK
& LR R H T

FTRBEETRERERKIIRT , FECERHFHMNBEHNAFRNL., BEXEZEER , S
¥ {Amazon Identity and Access Management FiFP38RT) =89 822 [ fn % 7 & 18 A 5K Ko

BIEME

#£ Amazon Service Catalog BEE A#EHI AR , mmIIKM=mAENEIIE TEXAE~mM~m4A
ENER , AATEXNERTRE, ZUEBTE K BABEEFMESHAN ™R~ RAEHEXEK,

SIEME

1. T Service Catalog ##|& , Bk https://console.aws.amazon.com/servicecatalog/s
2. EEF@IKRIFmASE

3. EBREMMENFTRITMAS.

4. FIFHREXR  AREFRCUEME.

5. EWMENE mNEL , §—nEREEENMEHETEK,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_managed-policies.html#step2-attach-policy
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FREERMAER ;. AutoTags M TagOptions, AutoTags BEHHZ RN~ RAS. “RNA
Fs Amazon Service Catalog BalFiX RSN AT EBREN TR, A TagOption EEERAE X
WREX , EHHHTEE, Amazon Service Catalog

RNTEFRAEGETm NI HEB RREXTE  SNXMEGHENRS., HEE  BREH
HRLRTEEEE 24 I FBERE. BXEZER |, 551 the section called “StRFM",

6. & “FEFAIE” Amazon Budgets, BB EQEREMENH., RBLUEMERN S RULEH 1T
MEIRE,

(@ Note
BEMEE , B4MFEEF R~ mASHEXEK,

RERFRE
SNFRAARTRTUA - P ELARNTAE, SIMAHTUSSN = RAATTRAXHK,

HENMEESF R mASHEXEKEN |, SN ZT R RE N FAEERNHEHERFXNEN
FR. NTEFRIFREAS LWXHESRREMES , BLTNTAEN I~ mEASREKAR
R,

® Note

RIS M ERTIE Amazon Budgets , |5 Amazon Service Catalog = m#~=mASHINE
KREKBARTEE, Amazon Service Catalog HE % E REXEMBRFRENTMEE.

KETE

$TFF Service Catalog #2#|& , Mk A https://console.aws.amazon.com/servicecatalog/s
EREFRIIRImAS.

ERERESMEXBEN =R~ m4As.

HABERSE , RAEEFEXEKME,

EMEXRBKIELE , ERNEME , ARERRE,
FRIFRAERAETITEENNRMNTENBE.

o 0k~ w0 N~
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ERME

MRMEEFmAXE , Sl EFREFACGEN~RIRNALEFAXTMENEE. NRMES
MAESHEXEK Bl EFRde - REdeRAEENE LETERXMENEESR.

FRAEGNFRIKRTEHE RAERFENMESE. SUUEIE RS EMENTNEMEN S,

HEEFRETRASH  S2REAEFRAGEREH. “mASFACEN~REASERNEYES

LD, BERTAXRXREMENFAGEE. EAUEEMESHT. SpXHMTNZH, &iE 7%
REEMERAGEARBENE,

HUERBATE

BRHME 57 mE 3™ mBUEXEK,

® Note

R IEMTAE 1l BR Amazon Fi&E |, |5 Amazon Service Catalog 7= m# ™= RAESHIE X
BX{IRTELE. Amazon Service Catalog F & E REXEMBRTAE W EMER.

ERUHXBTE

1. $TFF Service Catalog $##%#|& , Mk https://console.aws.amazon.com/servicecatalog/o
2. BEEF@IKRIFmRASE

3. EBRERUHMEXBEN~=mI=m4Aes.

4, EERBRME, NTHIIRPERBUEXBKME, KNSE REIARE,

5. EEWAERUEXBTRI-mASNTMER , EEBHIA,
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EEMEE™ m

Amazon Service Catalog £t 7 A T EEME B F D, BAUETHFRIEHNESE. EMNMLL
EHERHPNRENEE™ M. BXTOIRE , BZHTE/LY,

£

s UEEANSHEEMEE™ @
- FUHRE-mNAEE

- EATEE ™ @A

- BE  BERAFRRRDE

« B Terraform JFRE™ mRTEIR
« B Terraform JFRE™ mRS X4

LEEANSHEEMEE™ m

EEKFNFETMEE” R , BEEEL AWSServiceCatalogAdminFullAccess REMEE ™~
mEAFRNRNEZE IAM R, EXEZEER , FSH Identity and Access Management Amazon
Service Catalog,

® Tip
NFBRASTMEE " mEE  CREEMEE M2 , BANE~ G ERFB S AMEE ™M
W, BXEZEERRA , BSENULNTHEA :

« AWS::ServiceCatalog:: CloudFormationProvisionedProduct £ {Amazon CloudFormation

RAFiEE) H.

 DescribeProvisioningParameters (ProvisioningArtifactOutputKeys) £ {Amazon Service

Catalog F X &) Fo

EENEEMEMEE

1. $TF Amazon Service Catalog %A , P4k https://console.aws.amazon.com/servicecatalog/s

MRE 2L FXE Amazon Service Catalog & , 1% S ervice Catalog , REEERRL R
Fo

NEEANSHEETERE ™R 129
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2. WMEXE, O FRHEFAEE™mEBD.

3. EMBEEFmIoF , EREF X, AREBREEEFNHHLS - AR, S3KF, WRE
S2E REZRHPHMETEEF Mo

4, R ATEEFGBHITES. EFRKILL, XL EAEENELEL  ESHEEHMEES R

1:1 /CN O

EWE & mEVFT R &
CALENERRRE- RS, LREMEBRENFAEENASAAEH ARN.

ZRINERT , WLIhBe Al A AWSServiceCatalogAdminFullAccess HERBEHE
BRFMH, BALE Amazon Identity and Access Management (IAM) &4 A F &%
Fservicecatalog:UpdateProvisionedProductPropertiesiXfR , M #4113 AHiZIhEE,

EXMEESmOTEE

1. £ Amazon Service Catalog ##|AH , EEBEFEEF MoK,

2. RIEEFHNHEES R, ARERHEZINZARAEEEYITRES mAEE, SEAUER
BB~ mBFEERENREREPRIERAEELT,

3. EXEES K WMABREAFAEENAFPIAGEHN ARN, ARN B arn: ALAHITEEMER ,
XEEECEFASEHFMIOMR , 0 arn:aws:iam: :123456789012:user/NewOwner.,

4. EERX, EHMEER  LREI-RAMHE.
HESH

» UpdateProvisionedProductProperties

B AT B 1 7 am YRR AR

B LU TR & 7 m Y AR AR E SO H bR AR, Bl | R E Service Catalog #E—1 EC2 7=
m, WA E#NZEC2 P=m , REMBEMNMEE ™M ID , ERFERENRN S3 F#E.
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® Note

EFE B M Terraform FFRE Terraform Cloud = RAXIFEFHER, WMBEERME
Terraform = mERA TR ENR , WATMBRZ>=m , ReERAFEERANERET ™R

SERTTIEL B AR AR AR

1. MNEMHSEEPERENEE ™
fn

2. EFEESmYT , BEMEESm  ARRERE. EHf,

FAEE , BEUUENEET mFAEEREPERFRE. Eff.
3. (W) EFmEAGEESF , AEEI~m.

HER=mP , FESUATES
ERFmaMFUTEE” mEMNTRN>mER. XARERL LR IFFSIEZH R R,

BRI LLHME B mENEE -~ MmN E MR
4. (W) EFET  RREEMEEMAERNT R, REERER.

EEmiEAEES , BERUTES

[Product name] ¥ M [current template name] E#1 9 [new template name], B2 , BRI TAHL E =
@B B F5 [Provisioned Product name] A& E K,

BRI LCHME B mENEE - MmN E MR

5. HEFmIRATF , EEAENS mRA.

6. EZHH , EREINSH.

7. EEREHF
ERBEE~mFAEEP , EUNRIEFNEARGE, MEEN"mENFT2ER , BEEFHEM
BB~ mER T ENENR,

HE  BERFRARIE

A LAE A Amazon Service Catalog ZHI R RAIEE T mME %= mxBNERNAF . ~HEF
BEERZRRRNEECHN S ENEE™ M.
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EEEKSFNAEMEET R , BEEE® AWSServiceCatalogAdminFullAccess SxI i i & 7=
BHBEZEEAFRNE, BXESZEE , H2H (Amazon Service Catalog AFEr) M S5
B REE,

HETRE B 7™ m A A P MXERAY R R

1. #TFF https://console.amazonaws.cn/servicecatalogo
2. MEMHSMERLDERTEE™ .
3. HEIFRMERMGTHRESD | EEKS,

Service Catalog Provisioned products
Provisioned products (0) info | C || Actions ¥ |
Q Access Filter | Account a 1 {
User
Product Versi
Name v Created V¥ ID v roduc er5|o Status
name name
Role
4. ERFUEF  ERATAMEESmUAERHEFHARE.
Provisioned products (1/6) info
Q Access Filter | Account ¥
Name v Created v Product name Version name Status v

Thu, Mar 25, 2021, .
(o s3bucket-03252118 g s3bucket 2 © Available

BUEEMEE” miFfE .
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https://docs.amazonaws.cn/servicecatalog/latest/adminguide/controlling_access.html
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Provisioned product details

Product description

Provisioned product ID

pp-

Product name

test

Created
Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID
prod-

Version ID

3 pa- ahirpy gl

Support description

5. MTRIESHED.
=88

Events (4) nfo

Q

¥ UPDATE_PROVISIONED_PRODUCT
Date created
Thu, May 27, 2021, 5:06:38 PM EDT

Record ID

rec-

Provisioning artifact ID

pa-
Output key

CloudformationStackARN

= Provisioned

User name

User ARN

arn:aws:iam:: $058:user/SCAdminAllow

Type
CFN_STACK

Product owner

14

CloudFormationStackARN
Copy to clipboard

Product name

ssmimport

Qutput value

arn:aws:cloudformation:us-east- stack/SC-
-11eb-b851-
0a8a0480d74d [4

Status
@ Available

Version name

Support email contact

Support link

product ID # CloudformationStackARN HJ

Sort by | Newest v 1 &

Status
@ Succeeded

Product version
1

Output description

The ARN of the launched Cloudformation Stack

6. FRAMBEN™m ID KRIRBIEARREHHEINMNE Amazon CloudTrail iIERHIRFERAF (&
T BERSSORIIHE S A S FERE ) . ARG , BRAFS R steve”s

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",
"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],
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"accessKeyId":[access key],
"sessionContext":

{

"attributes":

{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]

.

"sessionIssuer":

{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]

}

}

I
"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
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"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. {#MiZCloudformationStackARN{E3RIRB| Amazon CloudFormation B4 , LEHREXE B
BRIFRER, Bt A#ER Amazon CloudFormation APl RXEVLEE., BEXxEZEER |, H5H
Amazon CloudFormation APl &%,

] LAE A Amazon Service Catalog API 1T 1 &l 4, BXEZEL , 5 H Amazon Service
Catalog {FRARIEFE -

EE Terraform R~ RIASE IR

Terraform Open Source ProvisionProduct #fESKHE TAINTED R , #mMATFENE B/
KL 1T UpdateProvisionedProduct, KAEXFERAT :

« UpdateProvisionedProduct F 2R HEMHEEFHFL , HF2ZH I BETIE R R IREL,

« UpdateProvisionedProduct FEREREMIFFEE T~ miRE N AVAILABLE = TAINTED
B, FAaZRAHEBREN KM,

Amazon Service Catalog X £ It HA 8] B A ¥R & ProvisionProduct, BT ProvisionProduct &
ERM TS BV EARIE K MEBT 2 B R,

RSB IR
5 1 : 7EHAA Amazon Service Catalog T2 &R4A ProvisionProduct

EUTHEF , MEREXFRRE , AN ERMNAEARE , SNEMEE™ LT
AVAILABLE k7.

EIE Terraform iR~ RIRSEIR 135
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1. BHIBR4ERZ) ProvisionProduct.

2. Terraform B ESIEBAUTHEREREX ProvisionProduct i | B FRHE
Resourceldentifier,

ProvisionProduct TEREFRLCIEERA , HEFSTEEN ™ BIRASIRE N ERROR,
ARG , BUB3h UpdateProvisionedproduct #4E,
Terraform M ES|ZSMERRKINHEE,

Kt , UpdateprovisionedProduct T/EREFNTE B mAVIRASIZE N AVAILABLE , BEF
LHBRRE , T2 RNAEARE,

2 e

a5 2 . L H#AE] Amazon Service Catalog |2 #7 %R UpdateProvisionedProduct
EUATHES , BIEHERANAEMRE , ZNEMAEE™ ML T AVAILABLE R3S

1. &R ERB3N ProvisionProduct,

Terraform FAELE S| B MERR R WEIE |, HiRft Resourceldentifier,
ProvisionProduct T/ERECEFRAHNHRENATAE SRV TR
&3z UpdateProvisionedProduct — /NI &R FTHE4,

Terraform Bl E S| EMEHR R KIHNEE.,

UpdateProvisionedProduct T4 RBRIMA & mIRASIREN AVAILABLE , BEF =B
A HARE AT HER.

o o K W N

IRSHIRBRET R

Amazon Service Catalog R AFFEIZE N from WFE B~ melBEREA, TAINTED
ProvisionProduct#& Terraform ﬁEEEliiki’i@ResourceIdentifier RECRFRA
Amazon Service Catalog kM , MIFfL &= % E N ERRORIRA , IBERL L

&1 Terraform R~ RIRS 4

B Terraform FFRFME &~ mEE —MNERD X, MRE~RSERDIXHZBFE——FR*x
Ro MHFMHIERN sc-terraform-engine-state-${AWS: : AccountId}-${AWS: :Region}
B Amazon S3 TR, RAXHERIEE AccountID = ProvisionedProductID WRET.,

R R E PRI FE FGetStateFile Amazon Lambda  Amazon EC2 B##&#R. Amazon
Service Catalog B R oA BE #1718 Amazon S3 REVIRAS X . BEE R XM Amazon EC2 8]

B Terraform FFIR™= MRS X4 136
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XL H, BIAMERT , Amazon Service Catalog B & AT A B EIRSXHFIER , BREEWMHEA
XHHNB. RE Terraform MELE S| ZBAI LUERHZBEAXXHFRNE.

B Terraform FFIR™= MRS X4 137
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EHEEFRZL Amazon Service Catalog

Amazon Service Catalog 2 T #5% , R @B A AN RIRH#HIT 0 R, HMEERMEE © AutoTags M
TagOptions.

AutoTags RFRRAFEEZRRRKFEEENFRZL , Amazon Service Catalog #BZINAFEER
Amazon Service Catalog B9 % R o

TagOptions 2 HFE K #EX Amazon Service Catalog , FI{ERIZE Amazon & HIER

£}

» Amazon Service Catalog AutoTags

« Amazon Service Catalog TagOption B 1E

Amazon Service Catalog AutoTags

(® Note
Amazon Service Catalog 7% #f Terra AutoTags form FFiR™ fm.

AutoTags —iRRAFEEZRRFRKFREENFRZ , Amazon Service Catalog ¥ BN ATEER
Amazon Service Catalog F &R

AutoTags BEFRASE. &m. AP, FRERANTEE ROE —FRRAFHORS, XEM®T 45
L XERERRTEFEEZFEEH Amazon Service Catalog £#3, AutoTags FEiT AERE
50 MrE LR,

(® Note
Amazon Service Catalog 7% % Terra AutoTags form FF iR fm.

Amazon Service Catalog AutoTags Al SAE B A IR BRIBE —BHMRE , XER=REAS. &R
RAFIRBEMERIEEER, BETLER AutoTags KiRFI AT B3 EIRE ( HlINi%E Amazon
Config MM ) W IR, AutoTags N TFENTEERR , TAEATEEN RS ( Hl20 Amazon
M Amazon EC2 S3 ) Wy “#5%" &80 &EH. Amazon CloudFormation
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® Note

Amazon Service Catalog AutoTags £ iE AutoTags EEERBETSEH. WRENM
BE-RERAIHMTR, MEENRIFHEHEE , WIAE~m AutoTags R E TR
=

AutoTag #1&

- aws:servicecatalog:portfolioArn - \H S Tl El B~ M~ mASH ARN,

- aws:servicecatalog:productArn - \H 3 ) Tl Bl B 7= mEY 7= MY ARN,

- aws: servicecatalog:-provisioningPrincipalArn | 2B E-mHEEZEFEA ( AP ) 9 ARN,
« aws: servicecatalog:-Fii B¢ i& provisionedProductAr&y ™= & AR N,

- aws: servicecatalog: provisioningArtifactidentifier- R ELE T4 ( = RIS ) B9 1D,

Amazon Service Catalog TagOption B$H1E

RNTUEBRESRWEBEEEE~MAFRZ , Amazon Service Catalog 1 T —4 TagOption
FE. A TagOption EEFEEHEEX . Amazon Service CatalogE®F = Amazon #5% , M2 AER
LI Amazon FFERIHER TagOption,

Amazon Service Catalog F % TagOptions Terraform FFJR=; Terraform Cloud 7= Ao
% TagOption FEFEREFIMITUTHNELEBEMNES :

- —HWoR
- IEWFRIEEIR Amazon Service Catalog
o NAWNHEE AP &R LD

‘B A AT LA TagOptions 5= mA M= mxl., E=mA&® (EE ) #[E , Amazon Service Catalog
SCERBRI = mA S M= TagOptions , AFENAFHEBN~ R , W TEF R

TagOption B 18 139
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EERESE

TapOptions
; for porfolio |,
y A
TagOption library /f/ _ AN

\K Product 1

Product 2

\\ \'\
., TagOptions 4
far products
e
—

[ Product 3

Portfolic

Haunch—7

Provisioned product 3
(with tags from the
portfolio and product 3)

Service Catalog administrator

)

Service Catalog user >

£ 1% TagOption & , #&AILUE A TagOptions MRBEMNES~mASH~mHNKEK , AEFTENERN

AR, XIMITETNNAMTHFFENTEMYE , ERTEE

BRI T ERBVE,

¥ TagOptions T Ag & &R 14 8 A AN 45

&) LA F #2%) TagOptions Amazon Service Catalog &8 TagOption fE APl #{TEE, BXEZE

B , 2 Service Catalog AP| 3%,

ES
- FAUTHE KX KM= m TagOptions
- E TagOptions

+ TagOptions 5—#2 £ H Amazon Organizations ¥r 5K B

FERALLT AR K7 m TagOptions

AP B3 MmEt TagOptions , Amazon Service Catalog &8 RIEMITLA TIRE :

- WEFEMAEM=mEAESHWFTE TagOptions & &

- WREMEE™ mBOREFMNER TagOptions EA M —HHARRE,
K, EAFEE-—MERE , ©HRNTAEES m LN —MRE,

« VPR P TR E HR [ 7 A A SRR

A PFIRE—MERY ZIEE S

FEAUT AR KM m TagOptions

140
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LN RABIERT B3 HAA TagOptions MY TERE,

50 1 : HE— TagOption %4

S R 8|2 TagOption[Group=Finance] #}{FH 5 Portfolio1 Xk X , Product1 #8 Product1 M+
=, TagOptionsH¥AF B MEE™mAt , £/ @I TagOption T H#RZ [Group=Finance] , T

iR

Product 1 Product 1

X

Group, Finance

4 >

Portfolio 1

TERMINATE!

The tag becomes part of the
provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perform any action

Rl 2 ;. BEAE E TagOptions EEHERIANES

EERAESmASHHRE T M TagOptions EFMERANTm , MAE X~ mAS HAVEM™m L&
%A TagOptions HENER. EEFIHA , AFLIERSZRAXBKNFMEz—. R, MEE
FmRHE R Z RN A SRR ERTRIC.

ERANT AR KM= m TagOptions 121
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Product 1 Product 1

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

T~ 3 —HEFRESIZTRESPIF R LA TagOptions EFHEREZEAH

EERRAEFMESFHRET £/ TagOptions EEHEIZBANE —NER , ERFRAESHERF/LD
TagOptions EAHERIZAM~=m L, Amazon Service Catalog IRIEHIR S (B AND 125 ) 8lE—
‘H{H TagOptions, HAFBF=mE , RSB IXABHNPERF., MEE” N ERZENA
FPIEFENERITIRIC,
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CostCenter, 65

CostCenter, 70 Product 1
CostCenter, 72
( CostCenter, 73

Portfolio 2 AN D

CostCenter, 70
CostCenter, 72

4

Product 1 AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

The user is given a choice of two
cost centers and can pick one

Rl 4 . TagOptions EFHEZEA BEMHEHRHZD

EERREFMESTHRET £/ TagOptions EFHEIRBANR , BER=m4A &+ , &5/ 11
TagOptions EEHBEZRAK~m L. Amazon Service Catalog RIEHRE (BB AND =H ) 6

B —4{E TagOptions, MRREHKRFEZARIE , W Amazon Service Catalog 2 8IE—NEHFM
EREMNIREsc-tagconflict-portfolioid-productid , EER , EdportfolioidfM %
Alproductid@F=mAEM™=mM ARN, XAHREARMEE~mEAEBNEUREEATUKINE
EREI TR,

CostCenter, 65

A CostCenter, 70
CostCenter, 72

( CostCenter, 73

Portfolio 2 AN D
A CostCenter, 327

( CostCenter, 115
CostCenter is not set on the

Product 1 instance, but the conflict is flagged
in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.

Product 1
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B2 TagOptions

EREER , /A LLTE TagOptions & TagOptions FITA FIREBITEE -

- B EMIBR

- BESEH

o REREEUHRER
© R

f£#2 %A TagOptions A A2

$TFF Service Catalog ###|& , Mk Fhttps://console.aws.amazon.com/servicecatalog/s
EEMSMEEA | EFETagOptions &R E
£ “$HE” b TagOption , M ARFE , REEEFE RN,

BIZ%T TagOption ARG , HEENNEATOE , AEIIRPRFIBIFFHF. TagOptions

E TagOption £ Amazon Service Catalog API |2 , 2 #CreateTagOption.

fE#2 4] A TagOptions FIBR

1.
2.
3.

$TFF Service Catalog &% , P4k https://console.aws.amazon.com/servicecatalog/o
EEMSMEER | 1EF “TagOptions FIRE" , AFIEE “BRIE"
I PR BR 3 B A M BR

FEf2 ) & BB SR — 45, TagOptions %4

1.
2.
3.

$TFF Service Catalog ###|& , Mk A https://console.aws.amazon.com/servicecatalog/s
EEMSHEES | &R “TagOptions BIRE" , REERE “RIE"

ERUE | 15148F TagOption BB ERIEFHNIRS . REERREANTHRERREZEYE , R
HINERIER

EFR , 1F1L8R TagOption FTRAVEUET, REEFREANTHREDEEREER , AEHIAE
YRR

& TagOptions 124
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EEFE PR/ —NHZN=mASE TagOptions HIRAHEXRBKIEUEREK

1. §TF Service Catalog ##|& , Mt Fhttps://console.aws.amazon.com/servicecatalog/o
2. EEMNSMEED  EFFREAES , ARTHAEXRERIBUEXBRN=RASE.

3. %&#ETagOptionsit M+ , REEEFE—NHZA TagOptions EE R R H S REKHEUE XK,
4. EFRE. REEFRXERSEUEXBKABIAERNIERE,

EIRE A — K S m TagOptions 57= fa 5% Bk S EUH < Bk

1. 3TFF Amazon Service Catalog #&l& , Mk 9 :https://console.aws.amazon.com/
servicecatalog/o

2. EENSMERNEBRIT , EEF R, REHFEFERRIBUEXBRN™ M.
3. 1&#FETagOptionsiEW+ , RFEFE —NHZ /> TagOptions EEH R H SRR EUEREK,
4. EBRIBEE, RABERREKRBBUEREHFEIABIIEE,

(® Note

E A Amazon Service Catalog AP| TagOptions 57~ mA S~ m><Ek , EZ
%] Associate TagOptionWithResource,

E TagOptions f# /8 Amazon Service Catalog AP| B ( BUEXEK ) , H5

¥ DisassociateTagOptionFromResource,

o

£ %A TagOptions 4RI E

1. §TFF Service Catalog #£#|& , Mt 7 https://console.aws.amazon.com/servicecatalog/o
EEMSMEEH | %ETagOptionsBIRE,

1%4% a TagOption H$TFFZ{EH. (LETSEEE. ) RAEEREREE.
EEFRPRBLUEAERREENR,

w0 N

TagOptions 5—#2{#H Amazon Organizations ¥ 5% B

AREBEEBIR T TagOptions 1%t Amazon Organizations FEIFRZE K EE Amazon Service Catalogo
& X /4040 72 [B] B 5 X P AN T BE B B LEAR IS SRR H T 1
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https://docs.amazonaws.cn/servicecatalog/latest/dg/API_DisassociateTagOptionFromResource.html
https://console.amazonaws.cn/servicecatalog/
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TagOptions Amazon Service Catalog &M T B &= fm ( CloudFormation3ttk ) , MARZ KA
Amazon Organizations & F Amazon I FE LR HE 7 (OU) A LR E Fo Hla0 , MBEHGHREER
BEMIINE] OU , NIAHBEIMARERMNNA TZ OU FMEK, . MRERENERIXFHMIRICTIEE , 1
R EHTEE , B#RERETRE,

PR R

FRE KB R VFRIE Amazon OrganizationsH & X AIAIXE 1K 7~ A BY Amazon BRIRFERRZHMN, &7
DA VRS SR BE SR BI R M43 72 0K 7= 4 BI#R 12 Amazon BRI — 3 .

MERBRET —MEESE , TRRAFPNA —BWEE, FIHERCHERALF EBNERES
K, BETUUEMZRNAELRRANATNE. flan , BUUERKSHHETE EC2 L4 HURFR
LHIEEN CostCenter HIFZIRZMEREN Data Insights = Marketing,

EBARE R |, BT LUEEREA TR FIRITIRICH N A EDT | BFIERNIREH TR EANIRE , UIREEE
RiFREFIE A RRER, MEETEZRBHHTED , WRERBATEUNERERXTEANRE ,
BERHEPFERENFTEMN. Amazon Organizations

AXRIWMMANEEKFRBFRIZEFHITHEZEE | 551 Amazon Organizations F IR E R,
TagOptions

TagOptions & —H¥RIZIIAE , Amazon Service Catalog 5@ F CloudFormation 4% 4% 5l B9 TR L & 7=
m( MRXE=RMATFRE™Mm ). Amazon Service Catalog 2 7 —/ TagOptions & , & LA
EHDPENEESEM Amazon Service Catalog 7= xR #{EX. /331 Amazon Service Catalog 7=
B, BAH EZ RA SR RRBERMIIA TagOption Z4f%4% TagOption EF AEB 3%~ M. H
TFHREFRASHT MR FFHITIRE TagOptions , K bt AT LARE I F — B 20 3L RAR IS B K = # it
XWB=mAe s,

AR IA1E P TIR B MY 215 B TagOptions Amazon Service Catalog , &2 8 Amazon Service
Catalog TagOption &R

i 52 & 2 B H 38 Amazon Organizations ¥r12 2B F] Amazon Service Catalog
TagOptions

MEBE N HA Y IK B B Amazon Organizations FrE R | RINBWEREUATIEHE :

- EE#TEE Amazon Service Catalog & m4AE M~ MmN EE R L EZX EMFRZ TagOptionsHIE K,

- ER[gEE R A7 m Amazon Service Catalog HEFm A AP M ENZLAFRHRENRLRAF
RENRLAFAZENEMARENER,
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Amazon Service Catalog

EERES

RIREBEERZ 3 EA Amazon Service Catalog % TagOption A= mcity , F EEBE — MR
LEEE  ERFZFHERCcityU.S HHHIRZ{EAtlanta , flf1San Francisco. SAustin,
Amazon Service Catalog A &TE% B N 7= mFTE TagOption Z4[1%#F TagOption EMNER T B3

o

EXERT , R TagOption Z4AKY TagOption HEcity@EREWH™ , HliIRio de
JaneirozBuenos Aires , NIl Amazon Service Catalog T2 Bz1%Z = m. KR , BAHEL M EE
EE—NEE U.S. HHH TagOption B , AFERZBUR,

TREHRT —ER | XEGRER T MAERREEER RS R ] g2 18 R MR P R A&,

TagOptions

78

FEAR R B R AL 7 PR 58
W7, ATHREFRER , = m
TER.

mFRERANETEM ,
RIER.

Reason

TagOptions & F #& & R R 0 2|
HRERBESATFHNERRZS
RPN BANEHRITIEE,

W T TS SRS KRG A
%k B E AR

£ TagOptions Z4AHIEEES
HRERBABEBRFIMUF—K
WRNE,

S

MREENRSRERIZHA KR
ERGIPRETRENAESR
¥, ERRIEH TagOptions
REZAMIEN BELIRZE
R ELRENRERBERIEEN
NE—H,

BEE , MRERSERETE
HEFRIRSZAXNERFIE
%HE |, MFTE NERERAE
AM , HBREH TagOptions
REZAMAEN B ENIRE
RASHLEREREPHER
—H (BHWMEHFRNE ),

IEE B KRR, MRER
EERSRANEEHAMY
MEINNIRZ R K NEGH
E,

A INRIBRIEIRS KR
PIEERIZHARNNEEN
%, ERRFE TagOptions

TagOptions 5 —2 A Amazon Organizations 5 5B
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e Reason fRR T R

RZE 4[4 EB Amazon Service
Catalog R/NBELUESFHEN
n,

WMRIEAE AR PRE R RS A
KNEEHME |, NIZIRER
XS FE N ERERUNE

Mo
HTHREETRE , "mELE HAFmAHEETE KBk TagOptions &K 7= m
B3, TagOptions HrEXMIRLEES FmAE , XEFmA~nd
MRS RFIIREES BHEEEIIRIRERIEHH
ERRZESAEANIRE

Ho
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S\EB51Z A F Amazon Service Catalog

f£#F Amazon Service Catalog , #\Z8 5| 2B EXTERNALF MEFE KRR, ZEXTERNALF= mEE /L iF
EME=FHESIZE , a0 Terraform, &AILAEAIEB5IZHF Service Catalog FIIHEET BEIR4
Amazon CloudFormation iz 4k , M\ o £ A H b E A% B (laC) TE,

ZEXTERNALF R A 8 A ZEM Service Catalog AEEEMIB AR , ERAATE aC T
B4 EIhRERIE &,

E7£ Service Catalog F/5 FHEXTERNALF R R | EMAMIEMK P P E N —AFRERE, XERRER
7 51%, Service Catalog E THEMMERIRENBENZFESERASIZE,

Fii& T 1S5k Service Catalog F7~=mWBFERAE , AT EEBENEE B ER.

HIENEXTERNALF mREHEEX RYA Amazon Service
CatalogDescribeProvisioningArtifacts}DescribeProvisioningParametersi##ERt , Service Catalog &1
FABIZHE— Amazon Lambda B¥. XREMNRMNER THHRIRSHIIRIHFHIRERFRLE
# Amazon Service Catalog, XXESHHEEHENRESIEN -2 EH,

L4881 B FAEXTERNALEL B % KR &F ProvisionProduct , Service Catalog & & 5t 1E N EF

T—LRE , ABEEIZHH Amazon SQS RAFIRIEHEER. ETX , 5| B ERMNED
Bl (BEABHARIEAT RN IAM A6 ) , REEMNEEMERERR , HEA
NotifyProvisionProductEngineWorkflowResultAP| 33k & & Zh =k & o

FtUpdateProvisionedProduct 1 89 FE AL L 2 75 2L 8L |, BN TerminateProvisionedProduct# & F
[ &I BA B H Notify APIs :

 NotifyProvisionProductEngineWorkflowResult

 NotifyUpdateProvisionedProductEngineWorkflowResult

» NotifyTerminateProvisionedProductEngineWorkflowResult.

£

- EEEW
- SR
- ME

 Updating
o IFTE4IE
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Amazon Service Catalog EERER

- IR

SEEEIN
SA OIS DA — B3|

S Service Catalog F/0\Ik P ReEfE A —NEXTERNALELE 512, Service Catalog hub-and-spoket&
BAFHOKFOBEEFRHARAEFREAS , MOXKF TS A=REASHFA> @,

LEFRFIR R NEXTERNALR BERR B — MK PR — 15|, MREEABRBRBSNIIINEEEIZE , NE
ERAMSREFRWHOKSPIRENFSIZE (UARFRASH™Mm ) -

A EMNZHREIRINEIAG

EXTERNALEEEXN RN X IEFEABRFEENSHACHITER. BHYRIEE Service Catalog
ERLAFEY. EFSRLKLFRENMEN IAM A€, EXBHRENEZEE | 55 @Amazon
Service Catalog Bz BR %,

SN

EXTERNALEEBEXN RAILLREMER, XEKRE , ECIZEXTERNALF REHE | 5IZFENREHNE
ZTHHPENSHIIRH N HIREZ Service Catalog. X 2B EEHIKF A A1 — Lambda B
RTERM , ZEBRTLIEZUTERER, LEBEEEWNB HRELTHAER,

/A Important

MR Lambda BB & B, ServiceCatalogExternalParameterParser

BEREE -

"artifact": {
"path": "string",
"type": "string"
1,

"launchRoleArn": "string"
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https://docs.amazonaws.cn/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.amazonaws.cn/servicecatalog/latest/adminguide/constraints-launch.html

Amazon Service Catalog EERER

FE Type I8 iR

I H PUE = ERENT TR iEL
e

TH/EER FRH = B THRIH

MiLE, flm, 3
TAWS_S3 , X2 L
# S3 B URI,

TH/RE FRE = HERRE, RIFRIE
: AWS_S3,
LaunchRole FRESB & THINE N EREN
B AEHN Amazon
BIRBF (ARN), 0
RAREEHBFAE
NI#EFA Lambda FIA
TR,
0 RIiE 5%
{
"parameters": [
{
"key": "string"
"defaultValue": "string",
"type": "string",
"description": "string",
"isNoEcho": boolean
3,
]
}
FE Type WAIE iR
S8 LIES = Service Catalog E3R
RARFHEERS m

SR 151
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FE Type W18 iR

= AT A B 7 am B
RENSHIIR, W
REMHRREE
S8, MiRE—»
ZEHIR,

e FRIEH

fim

SR,

defaultValue FRFE MRRLAFPREMH
B , WASEHERIA

=8

7|

ok
H

# FRES = SIZBSHENTER
., flin , FRKFE,
MRERBRE, RV
WERSNEIZMmR
- Service Catalog ¥
BNMNSBEENFR
ERiRELL B E,

iz FHRH & SHNEE. BIE
iR P R PR

[o]

isNoEcho mIR{E

7|

BESHERERE
BEFREE., RIAE
7 false ( SHELH
EE ).

il

X4 Fi&ProvisionProducti®4F , Service Catalog &% RAVKERE EE A5, L5 ERATELGEE
B 1aC R FAZR ( Hl40 Terraform ) #0 , UEHEIHPENHNRER, 5IBEATTNE RBA Service
Catalog.

& 152
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Amazon Service Catalog EERER

Service Catalog &P B Bl & 1E R ZIXEERIK - & HH Amazon SQS BA
5|, ServiceCatalogExternalProvisionOperationQueue

BRIBE :

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

},
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
.
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
FE Type WAE iR
token FRE = FRIRMIRERFRIC

TR IR =]
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EERES

FE

operation

provisionedProductld

provisionedProduct
Name

RS
provisioningArtifactld

recordld

launchRoleArn

mH

THERE

TH/RHE

4

Type

PUE

fim

fim

fim

fon  AD

fim

i

i

fim

fim

7|

iR
Service Catalog = #E

BHMITE R

It B
ZWPROVISION
PRODUCT ATt

~mi 1D,
E& T4 ID,

LR VERY Service
Catalog i23%H ID,

ATEE®RIRN IAM
AN ZEHERE
# (ARN),

E MR IREE A
THHEFEAEER.

SIZBTEH I
uE, flam, xt
FAWS_S3 , XBIE
# S3 B URI,

Rk, RITFHE
: AWS_S3,

27 B B BIREA

o
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TR Type DA PN

2 5l %k = A F % AR Service
Catalog EJ9 b1 1E
BWANSBREX S
e

R 5l & = ERFRZ 5 AE key-

value-pairs Service
Catalog WA F %% |
DNATFEEREN T

3
Do

THEREEREM

£/ NotifyProvisionProductEngineWorkflowResult AP i# 415 2 TUH L5 EH WX KiAA AP,

Updating

¥ FiZUpdateProvisionedProducti® 4 , Service Catalog &R SR EHEILASIZE, 5|18 HE
BEFEW 1aC FBRAR ( HlW Terraform ) #O , UEHFIHHPENNRIR. 5|BEATELERBEA
Service Catalog,

Service Catalog B EFMERKIXENEE NPKF PRI S# SQS BA
5|, ServiceCatalogExternalUpdateOperationQueue

BRIBE

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

Updating 155
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Iltypell: Ilstringll

I
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
},
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
FEB Type MHIE PN
token FrFE = FRIR IR ERFRIC
AITURE S IR B
Service Catalog = &
BAHRITE R
operation FRE = = B4
ZUPDATE_PR
OVISION_P
RODUCT ATt
(=
provisionedProductld ~ F#&F& = B E = me ID.
provisionedProduct TR = FREL & ™= m i B o
Name
Fmims FRE®B = Fmr D,
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FE Type W18 iR
provisioningArtifactld ~ Ff&F & = E&THH ID,
recordld FRFE = IR ERY Service

Catalog 1239 ID,

launchRoleArn FRIP = ATEERRHN IAM
ACNLIHERA
5 (ARN)o

I B TR = EMEREERXHN
ITHHNIFHAREER

THRRRE FRIB = SIZTHRIMH/
&, Bl , 33
FAWS_S3 , X2IL
# S3 B9 URI,

T /2R TR = KA, ATFWE
. AWS_S3,

54 FrFE B ZF BB el R A

S8 LIES = FA 51 A% Service
Catalog EH b1 14E
BANSBREX S
e

R Hll & = ERIRE R AZ key-
value-pairs Service
Catalog WA F 5% |
UNATERENR

IERELERBEM
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& A NotifyUpdateProvisionedProductEngineWorkflowResultAPI 1¥ 4015 B T E L 38 & #9 e 57 33 R i B
API,

IERELIE

3 FiZTerminateProvisionedProducti®4E , Service Catalog N '&RIEBRL I F XA EIZE, 5IERE
B#8%EEN 1aC fRF R ( Sl Terraform ) #O , ME LT HHPENNRIR, SIBEAFTHEREA
Service Catalog,

Service Catalog FAIBELX L ERRETEHKS A RNLDSF SQS A
5ll, ServiceCatalogExternalTerminateOperationQueue

BERIEEL -
{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
FE Type OS] iR
token FRER = FRR LR ERIFRIC
RIS IR E E
Service Catalog = &
BARITE R
operation FRE = = B4
MTERMINATE
_PROVISIO

EEAL =


https://docs.amazonaws.cn/servicecatalog/latest/dg/API_NotifyUpdateProvisionedProductEngineWorkflowResult.html
https://docs.amazonaws.cn/servicecatalog/latest/dg/API_TerminateProvisionedProduct.html

Amazon Service Catalog EERER

FE Type W18 iR
N_PRODUCT HTik
B®19E,
provisionedProductld ~ Ff&F & = B Er~mM ID.
provisionedProduct FrFE = Tl & 7= m i & Fro
Name
recordld FRH = LR VER Service
Catalog i23%H ID,
launchRoleArn FRE = ATERE®RIRN IAM
AN TEHERE
5 (ARN),
S TR = ZFE BRI R ER
THEREBLEREA :

/8 Notify TerminateProvisionedProductEngineWorkflowResultAP| #4115 2 T HE £ 15 E /Y 1 B34 R
A AP,

&

E&ET Resource Groups BEEHRX , FNEHABEELTHMNREERA :

{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"”

1,

"Resource": "*"

I
{

"Effect": "Allow",
"Action": [

k;
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"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

15

"Resource": "*"
}
(@ Note

BaACKREENE4PHERROFRICNIR , flilec2:CreateTags,
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¥ M= Amazon Service Catalog

BT LAE A Amazon %4819 Amazon Service Catalog &R CloudWatch , Amazon £ W& R A HIE
FHIFHALLE Amazon Service Catalog A AIiEE R, XEFITHRBLICEFHA , XEZMAILAFRF L
SEHEHM THRIENRS S M. Amazon Service Catalog ##58#E 4 CloudWatch £ 1 24N B 3)
KiEB|, BXRMEZELR CloudWatch , 2% Amazon CloudWatch FF#5R.

X RERMEENSIXR , B2 Amazon Service Catalog CloudWatch %%,

BER4F Amazon SRA RN T REM, TAMEMMENEZEMRIS. Amazon Service Catalog &
BiiZM Amazon R A RFIE IS WEKIZEEIE , LMEE HN S SRR A UE R M 3 TR
TEFF $R ¥ #2251 Amazon Service Catalog , BN iZBIE— NI ELATRBNERPLEZITR

- BEAMRMAL?

o SRS R RIR ?

o WEPRIXLE TR RAY IR A ?

N ERAWLSIETE ?

- EARMITHRES?

o HIEIRET OB AE ?

KT EH

Amazon 24t 7 & #ha F F U532/ T B Amazon Service Catalog, BB BHBPW — LT ERRKE
PITHEREES , BELETESEFHTH. BUERWENKEIZEESEIL,

BRI E
&R AR Amazon CloudWatch 23k % Amazon Service Catalog F#R & R RT1ER o

CloudWatch BiREZEEMN R EERNERENMER , HRBZERES N NRBAMEN TELEERE
WERIT IR ZSTURIE, ZBRERRETLDHE£EEH KRS (Amazon SNS) Simple Notification
Scaling AL S A EC2 uto Scaling BIERMEH], CloudWatch A 2XE A ML T
BERSHBRAARE  ZREXNEEXHREGE TEENRER, ETHRNACIEER , 55
#1% Amazon CloudWatch Bk, B%fF Amazon CloudWatch s 5B & EANEZEE Amazon
Service Catalog , 2@ Amazon Service Catalog CloudWatch E#x.
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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Amazon Service Catalog CloudWatch $§#x

A LA E R S S R I8 M9 Amazon Service Catalog &R CloudWatch , T &b & & 3K B &2 AR
SEFNRBBIEE , ANHEHLENENER. XERTHRESRERE , LERFRAEEEHEH
T RS WIZITIE R . Amazon Service Catalog E#R#i#E4 CloudWatch £ 1 78 B3 KIXE,
BXMWEZEE CloudWatch , &% Amazon CloudWatch A F#§F,

FT
« B A CloudWatch E+r
- TJHIERM%EE

- && Amazon Service Catalog 1E#xr

J& A CloudWatch 45

HIABERT , LE# CloudWatch 1E/R4L T B AR,

AIREIR M4 E

THEE TILS# Service Catalog KX Si# CloudWatchBIIEFRF4 £,
Amazon Service Catalog $E%7

Amazon/ServiceCatalog @& Z=HBIELL T B4R,
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",
"userName": "dev-haw"

}I
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"eventTime": "2020-09-23T21:07:58Z2",

"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
},
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pv64ya78e22f",
"applicationId": "app-02ocuqg2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {3}

I

"requestID": "1b6ad353-3b06-421b-bcb4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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