I D m i

APl Reference

IAM Identity Center



IAM Identity Center API Reference

IAM Identity Center: APl Reference




IAM Identity Center API Reference

Table of Contents

WELCOIME ..oiiiiiiiiisnnssssssssssssssnnssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnne 1
ACTIONS aeveevrrnreneennnnennnneennnennnentteetteetttettteseessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 2
AGAREGION ...ttt ettt te et e e e e e e e et e s et e st et e st e s seeseeseesaesaensassansasassassassaessansensansansansansansans 5
REGQUEST SYNTAX ittt sttt et s st e ae s sae e st e s s e e s st e s sae e st e sssesssaesssaesssesssessssesssesssaesssennns 5
REQUEST PAramMELersS ... ittt ettt st st e s sst e s s ae e s ssneesssesssssassssnessssnesssssesssssassssnessssaessnns 5
RESPONSE SYNTAX eiuiiiiiieiiieteeeerteese st st st e s sress e e s sae e st e s se s st e ssaeessaesssesssaesssaesssasssessssesssessssesssesssaessees 6
RESPONSE ELEIMENTS ...ttt et st e st e s te s te s s re e e e e e e et et et esbassassassesssensensaneans 6
EFTOTS ettt ettt ettt st st et b e st e s s e st e et e b e et e e st s b e et e at e be et e st s sae et eeatenans 6
SEE ALSO ittt ettt sttt st a et s e h et et e ae e et e e e s et e e eseebe s e st eae st enaesaesans 8
AttachCustomerManagedPolicyReferenceToPermissionSet ........coeoeeeeieceeceeceeceneceeeeeseeee e 9
REQUEST SYNTAX ittt sttt s st e ae s sae e s e e s sae s st e s sae e st e ssaesssaessaesssesssessssesssessssesssesnns 9
REQUEST PAramMELErS .....eeiiieeieetectctec ettt ettt st s te s sre e s sae s sa e s ae s st e s sae s saeeaessnaasssasssesssessnaens 9
RESPONSE ELEIMENTS ...ttt re et et e st e sae st e e e e e e e e e e e b et e sessesseesesnnennanes 10
EFTOTS ettt ettt s b e st et s b e et s b e st et s b e et e st st e et e st e b e et e e ne s b e et e neeane 10
SEE ALSO .ttt sttt et sttt et e st e e e s b et et e R et et e e se st et e e e se e e e eaessentenans 11
AttachManagedPolicyTOPErMISSIONSEL ........ccueciieeeeececrcteeete et saesaesae st e se e e e e aenenens 13
REQUEST SYNTAX ittt ettt et st e st e s sae e st e s sae s e e s sae e st e s saa e saessseassaesssaesssassseesssesseennees 13
REQUEST PAramMELrS ...ttt sttt e s st e s e et e s sne s s sssessssnassssnesssssassssaasssssasssseessnsaenns 13
RESPONSE ELEIMENTS ...ttt ettt et esae s e et e e e e e sa et e b e basbessessaesesnnesnanes 14

= o] SO TOS TR SOROTRPRPTRPRTROR 14
SEE ALSO .ttt ettt sttt s sttt ettt s b et et e R et et e e se st et e s e ste e eseeaestentenaes 16
CreateACCOUNTASSIGNIMENT .....oiiiiiteeieeeteecte ettt s st e st e s sae e st e s aeessaesssessssesssaesssesssaasssesssaesssesssassssennns 17
REQUEST SYNTAX ittt sttt te s st st e e sae e st e s sae st e s ae s st e s saa e sbessseassaesssaesssasssaasssessseennees 17
REQUEST PAramMIELErsS .....eeiiiieeeteeecteetectcsre st et e sae s se e s e e s s st e s sae s sa e s sae s saessaesnaesssasssnesssesssaennnes 18
RESPONSE SYNTAX weiiiiiiieiiiirieetcrtcese ettt este s sre e s te s st e s tessaaessaeesseessaesssaesssassssasssesssaesssessssesssesssaesssens 19
RESPONSE ELEIMENTS ...ttt ettt st e sae s e et s e e e e s e e b e bassessesseeseennesaanes 20
EFTOTS ettt ettt st b e st b e s e bt s b e et et s b e e b e st st e et e st e b e et e ene s b e et e neeane 20
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 21

@ =T 1 =AY o] o] LTar=) 4 o] [OOSR U TR SRSSR R R 23
REQUEST SYNTAX ittt sttt s st st e e sae e st e s sae s s e e s ae s st e s saaessbessseassaesssaesssessseesssessseesnees 23
REQUEST PAramMELErsS .....eeiieieieeteecteste ettt see et e sae s e e s see s s st e s saesssa e s sae s saessae s saesssassnnesssesssaennnes 24
RESPONSE SYNTAX weiuiiiiiiiiiiieetcrteest ettt es e s sre s te s st e ssaessaeessaeesseesstesssaesssassssasssesssaesssessssesssessssenssens 26
RESPONSE ELEIMENTS ...ttt re et et st esae s e et s e e e e st et et e bessesseesasnnesnanes 26

BT OIS aeeeeeeeeeeeetttttteeeteaeeaaesesesssssssesesesesssssssssssssssssessssssssssssssssssssssssssssssssasssasessssrarsrerseatererararerererarenes 26




IAM Identity Center API Reference

SEE ALSO .ttt sttt sttt ettt et e s b et et e R et et e e s et et e s e sse s e e eaessentenaes 28
Create ApplicatioNASSIGNMENT ..ottt e e e et saesaestestesae s s e e e e aesaeaesaaneans 29
REQUEST SYNTAX ceiiiiiiiiiiiiieecterte sttt este st st e s st e st e s ssesssaessaeesseasssasssaessseesssasssessssesssessseesssessseessees 29
REQUEST PAramMELELS ..coueiiieeeetecrtceteettcetesrtt e e st s te s st e s te s sa e s s e s saaessbesssaesssesssaesssessssesssessseasssanane 29
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 30
EFTOIS ettt ettt et et b et et a e st e e st e bt et et s b e e b e e a e e b e et e e st e se et e e at e be e besneee 30
SEE ALSO .ttt sttt sttt ettt et e s b et et e R et et e e s et et e s e sse s e e eaessentenaes 31
CrEateINSTANCE ...ttt ettt e a e st st a et e st e be st e s st s b e et e e ne e b e s aeeneesbaas 33
REQUEST SYNTAX ceiiiiiiiiiiiieieecterte sttt este s e st e s st e st e s saesssaeessessseasssassssesssaesssasssessssesssessseesssessseessees 33
REQUEST PAramEters .....cocviiiciiieiieeteccteccrtceene et eesne e s seesesseesesseesessaeseseassnsesssssesssssasssssasssseessnsaenns 33
RESPONSE SYNTAX ceeiruiiiiiiiiieieriercterte et este st este st estessaesssaessaeessaesssasssaesssessssesssessssessseesseesssessssesssens 34
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 34
= g o SRRSO 35
SEE ALSO .ttt ettt sttt et e st et s b et et e R et et e se st et e s e s se e et eaessentenans 36
CreatelnstanceAccessControlAttributeConfiguration ... 38
REQUEST SYNTAX ceiiiiiiiiiiieieecterte sttt cste s e s st e s sae e st e s saesssaessseesseasssesssaesssessssasssessssesssesssaesssesssaensees 38
REQUEST PAramMELELS ..cceiiiieeetectcrtestt ettt es e s sve s te st e s te s se e s b e s saaessbesssaesssesssaasssessssesssessssasssanane 38
RESPONSE ELEMENTS ...ttt et e st e st e s e e e e e et e ae st e ste s e aeeseesnennannans 39
EFTOIS ettt ettt st et sb e st s bt st e et e b e et e et s b e s b e e Rt e s b e et e e st e se st e e at e beebesseees 39
SEE ALSO .ttt ettt sttt s sttt ettt s b et et e R et et e e se st et e s e ste e eseeaestentenaes 40
CreatePermiSSIONSET .......o ettt ettt st et s st st s ae st e st eeae s b e s st e saesnnes 42
REQUEST SYNTAX ceiiiiiiiiitirieecterte st cstes st este s sre st e s sae e st e s saesssaeesaeesseesssasssaesssaesssasssessssesssessseesssesssaesnees 42
REQUEST PAramMELELS ..cceiiiieeetectcrtestt ettt es e s sve s te st e s te s se e s b e s saaessbesssaesssesssaasssessssesssessssasssanane 42
RESPONSE SYNTAX c.eiiiiiiiiiiieiieeiecctcste et este st estessaeestessaesssaessseesstesssessssesssaesssesssessssessseesseesssessssesssens 44
RESPONSE ELEMENTS ...ttt ettt st e st e s s e e e et e b et e ste s e seesaesnennannans 44
= g o SRRSO SRRPRPRTO 45
SEE ALSO .ttt ettt et sttt ettt et e s b et et e R et et e se st et e s e s se s eseeaestentenaes 46
CreateTrUSTEATOKENISSUET .....coveiieirietetresteste ettt ettt se s s e st e st e st e st e e be st e e s e se st e e ssassesaesansensans 47
REQUEST SYNTAX ceiiiiiiiiiiiiieecterte e cste st ste s saessae e s st e st e s saesssaeesaessseesssessssesssaesssasssessssesssessssesssesssaessees 47
REQUEST PAramELersS ...ccociiiiciiieeeecteecteccrtceenecesteeesre e s seesssseesesanessssaesssseessssesssssesssssasssssasssseesssnaenns 47
RESPONSE SYNTAX cetiiiiiiiiiiiicieeteectcste st este st esae st e stessaesssaessseessaessesssaesssaesssesssessssessseesseesssesssaessens 49
RESPONSE ELEMENTS ...ttt te st e st st e s e s e e e et e s et e sae s e s seesaesnennannans 49
EFTOIS ettt ettt st e sb e st st s st st e et e bt et et s b e e b e e a e e s e et e e st e se st e e at e sa e beeneees 50
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 51
Delete ACCOUNTASSIGNIMENT .....cooiiieeeecee ettt ettt et estesse s e e e e e e aestesbesaassassesseesaenaensansans 52
REQUEST SYNTAX ceiiiiiiiiiiiiieecteetersecste st este s e s st e s st e st e e saesssaeesae e saasssesssaesssassssasssessssesssesssaesssesssaessees 52




IAM Identity Center API Reference

REQUEST PAramMELELS ..coueiiieeeetecrtceteettcetesrtt e e st s te s st e s te s sa e s s e s saaessbesssaesssesssaesssessssesssessseasssanane 52
RESPONSE SYNTAX cetiiiiiiiiiiiicieeiecstcste et este st e s te st e stessaesssaessseessaesssesssaesssaesssesssessssessseesssesssessssessens 54
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 54
= g o SRRSO RSP SRRTRRRRO 55
SEE ALSO .ttt sttt sttt ettt et e s b et et e R et et e e s et et e s e sse s e e eaessentenaes 56
DElETEAPPLICALION ettt sttt et e s s e e e e et et a e b e s e reeneenaenaenean 57
REQUEST SYNTAX ceiiiiiiiiiiiieieecterte sttt este s e st e s st e st e s saesssaeessessseasssassssesssaesssasssessssesssessseesssessseessees 57
REQUEST PArammELersS ....ccoceiiiciiieieeeteccteccrtceene et e esne e s eesssseesssanesessaessseessnsesssssesssssasssssasssseessssaenes 57
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 57
= g o SRS RRT S RRPRRRT 57
SEE ALSO .ttt ettt sttt et e st et s b et et e R et et e se st et e s e s se e et eaessentenans 59
DeleteAPPliCAtiONACCESSSTOPE ...cuevuieeeeeeietetetetee ettt s testestessesse e e e e e e et e aesaessessassesseesaesnanes 60
REQUEST SYNTAX .eiiiiiiiiiieieectertecse sttt cste s sae st e s st e st e s saesssaessaeessaasssasssaesssessssasssassssesssesssaesssessseennees 60
REQUEST PAraMELELS ..coueiiieeeeeteerttcctestt ettt es e s sae s te st e s sae s sa e s s e s ssaessaesssaessessssesssessssesssesssnasssanane 60
RESPONSE ELEMENTS ...ttt ettt et e st e s e s e e e et e s et e sae s e s sesseennennannans 61
EFTOIS ettt ettt sttt et e s b e et s s a e st et e b e et et s b e e b e e a e e e b e e b e e st e se et e e at e seebesneees 61
SEE ALSO .ttt sttt et sttt et e st e e e s b et et e R et et e e se st et e e e se e e e eaessentenans 62
Delete ApplicatioNASSIGNMENT ........oeiceeeee ettt stesaestesse s e s e e e e s e s e aesaansans 63
REQUEST SYNTAX ceiiiiiiiiiiieieecterte sttt cste s e s st e s sae e st e s saesssaessseesseasssesssaesssessssasssessssesssesssaesssesssaensees 63
REQUEST PAramMELELS ..cceiiiieeetectcrtestt ettt es e s sve s te st e s te s se e s b e s saaessbesssaesssesssaasssessssesssessssasssanane 63
RESPONSE ELEMENTS ...ttt et e st e st e s e e e e e et e ae st e ste s e aeeseesnennannans 64
EFTOIS ettt ettt st et sb e st s bt st e et e b e et e et s b e s b e e Rt e s b e et e e st e se st e e at e beebesseees 64
SEE ALSO .ttt ettt sttt s sttt ettt s b et et e R et et e e se st et e s e ste e eseeaestentenaes 65
DeleteApplicationAuthenticatioNMethod ... 67
REQUEST SYNTAX ceiiiiiiiiiiieieecterte sttt st e st st e s st e st e e saesssaeessessseesssasssaasssaesssasssessssesssesssaesssessseesnees 67
REQUEST PAramMELELS ..cceiiiieeetectcrtestt ettt es e s sve s te st e s te s se e s b e s saaessbesssaesssesssaasssessssesssessssasssanane 67
RESPONSE ELEMENTS ...ttt ettt st e st e s s e e e et e b et e ste s e seesaesnennannans 67
EFTOIS ettt ettt et et sb et s s bt st e et e b e et et s be s b e e a e e e b e et e st s se st e e at e b e e besneees 68
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 69
DeleteAPPLICAtIONGIANT .......ce ettt et e st esteete s e e e e e e aesaestesaa b e seeseesaennansansans 70
REQUEST SYNTAX ceiiiiiiiiiieeieectertecse sttt este s e st e s st e s e e s saesssaessaeesseasssesssaessseesssasssessssessseessaesssessseessees 70
REQUEST PAramMELELS ..coueiieeeeeteetcctestt ettt e e s sae s te st e s sae s sa e s s e s saaesstesssaessesssaasssessssesssesssnasssasane 70
RESPONSE ELEMENTS ...ttt te st e st st e s e s e e e et e s et e sae s e s seesaesnennannans 71
= g o SRRSO TRTSRRPRPRT 71
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 72
DeletelnlinePolicyFromPermiSSIONSEL ........ocvciiiecieeecececeee ettt ste e se e e e e e s e saeste st e sessessassaennennans 73




IAM Identity Center API Reference

REQUEST SYNTAX ceiiiiiiiiiiiiieecterte sttt st e s sre st e ssae e st e s sseessaeesae e saesssesssaesssesssaasssessssesssesssaesssessssennees 73
REQUEST PArammELersS ...ccociiiiiiieeeeeteecteccnt et e ettt eesre e s nesesaeesesanesessaesssseessnsesssssesssssasssssasssseessnsaenns 73
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 74
= g o SRRSO RSP SRRTRRRRO 74
SEE ALSO .ttt sttt sttt ettt et e s b et et e R et et e e s et et e s e sse s e e eaessentenaes 75
DELELEINSLANCE ...ttt ettt ettt sttt s s et et e s b et e e s b et e st s sasbensesassassensesansensans 76
REQUEST SYNTAX ceiiiiiiiiiiiieieecterte sttt este s e st e s st e st e s saesssaeessessseasssassssesssaesssasssessssesssessseesssessseessees 76
REQUEST PAramMELELS ..coueiiieeeetecrtceteettcetesrtt e e st s te s st e s te s sa e s s e s saaessbesssaesssesssaesssessssesssessseasssanane 76
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 76
EFTOIS ettt ettt st et b et s s a e st e et e bt et et s be e b e e a e e s b e et e e st e se et e e at e beebesneaes 76
SEE ALSO .ttt ettt sttt et e st et s b et et e R et et e se st et e s e s se e et eaessentenans 77
DeletelnstanceAccessControlAttributeConfiguration ... 79
REQUEST SYNTAX .eiiiiiiiiiieieectertecse sttt cste s sae st e s st e st e s saesssaessaeessaasssasssaesssessssasssassssesssesssaesssessseennees 79
REQUEST PAraMELELS ..coueiiieeeeeteerttcctestt ettt es e s sae s te st e s sae s sa e s s e s ssaessaesssaessessssesssessssesssesssnasssanane 79
RESPONSE ELEMENTS ...ttt ettt et e st e s e s e e e et e s et e sae s e s sesseennennannans 79
EFTOIS ettt ettt sttt et e s b e et s s a e st et e b e et et s b e e b e e a e e e b e e b e e st e se et e e at e seebesneees 79
SEE ALSO .ttt sttt et sttt et e st e e e s b et et e R et et e e se st et e e e se e e e eaessentenans 81
DeletePermissionsBoundaryFromPermisSioNSet ........coeoeeieieiiecieceeceeceeee ettt 82
REQUEST SYNTAX ceiiiiiiiiiiieieecterte sttt cste s e s st e s sae e st e s saesssaessseesseasssesssaesssessssasssessssesssesssaesssesssaensees 82
REQUEST PAramMELELS ..cceiiiieeetectcrtestt ettt es e s sve s te st e s te s se e s b e s saaessbesssaesssesssaasssessssesssessssasssanane 82
RESPONSE ELEMENTS ...ttt et e st e st e s e e e e e et e ae st e ste s e aeeseesnennannans 83
EFTOIS ettt ettt st et sb e st s bt st e et e b e et e et s b e s b e e Rt e s b e et e e st e se st e e at e beebesseees 83
SEE ALSO .ttt ettt sttt s sttt ettt s b et et e R et et e e se st et e s e ste e eseeaestentenaes 84
DElEtEPEIMMISSIONSEL ...ttt sttt et e st st s b et e e s b et e e sse st et esessassessssasensesarsan 85
REQUEST SYNTAX ceiiiiiiiiiiieieecterte sttt st e st st e s st e st e e saesssaeessessseesssasssaasssaesssasssessssesssesssaesssessseesnees 85
REQUEST PAramMELELS ..cceiiiieeetectcrtestt ettt es e s sve s te st e s te s se e s b e s saaessbesssaesssesssaasssessssesssessssasssanane 85
RESPONSE ELEMENTS ...ttt ettt st e st e s s e e e et e b et e ste s e seesaesnennannans 86
EFTOIS ettt ettt et et sb et s s bt st e et e b e et et s be s b e e a e e e b e et e st s se st e e at e b e e besneees 86
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 87
DeleteTrUSTEATOKENISSUET ....ceiiieeeirietetrererte ettt sttt sttt e st e sbe st et ssessa st e e ssassenaesassan 88
REQUEST SYNTAX ceiiiiiiiiiieeieectertecse sttt este s e st e s st e s e e s saesssaessaeesseasssesssaessseesssasssessssessseessaesssessseessees 88
REQUEST PAramMELELS ..coueiieeeeeteetcctestt ettt e e s sae s te st e s sae s sa e s s e s saaesstesssaessesssaasssessssesssesssnasssasane 88
RESPONSE ELEMENTS ...ttt te st e st st e s e s e e e et e s et e sae s e s seesaesnennannans 88
EFTOIS ettt ettt st e sb e st st s st st e et e bt et et s b e e b e e a e e s e et e e st e se st e e at e sa e beeneees 89
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 90
DescribeAccountAssignmentCreatioNStatUs .......cccceeiecieeieceeecec et sa e saeaas 91

Vi



IAM Identity Center API Reference

REQUEST SYNTAX ceiiiiiiiiiiiiieecterte sttt st e s sre st e ssae e st e s sseessaeesae e saesssesssaesssesssaasssessssesssesssaesssessssennees 91
REQUEST PAramMELELS ..coueiiieeeetecrtceteettcetesrtt e e st s te s st e s te s sa e s s e s saaessbesssaesssesssaesssessssesssessseasssanane 91
RESPONSE SYNTAX ceeiiiiiiiiiiiiiieeteccteste st te st sae s st e s tessaesssaessseessaesssesssaessseesssessseesssessseesssesssessssessens 92
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 92
EFTOTS ettt ettt sttt b e et st s st st e et e bt et et s b e e b e e a e e b e et e e st e se st e e at e ba e besneees 92
SEE ALSO .ttt sttt sttt ettt et e s b et et e R et et e e s et et e s e sse s e e eaessentenaes 93
DescribeAccountAssignmentDeletioNSTatUus ...t 95
REQUEST SYNTAX ceiiiiiiiiiiiieieecterte sttt este s e st e s st e st e s saesssaeessessseasssassssesssaesssasssessssesssessseesssessseessees 95
REQUEST PAramMELELS ..coueiiieeeetecrtceteettcetesrtt e e st s te s st e s te s sa e s s e s saaessbesssaesssesssaesssessssesssessseasssanane 95
RESPONSE SYNTAX cetiiiiiiiiiiiiiieeieesteste et este st este st e s tessaesssaessseesstesssesssaesssaesssassseasssessseesseesssessssessens 96
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 96
EFTOIS ettt ettt st et b et s s a e st e et e bt et et s be e b e e a e e s b e et e e st e se et e e at e beebesneaes 96
SEE ALSO .ttt ettt sttt et e st et s b et et e R et et e se st et e s e s se e et eaessentenans 97
DESCHDEAPPLICALION ...t ettt et e st e s te st e s e e e e e e e s et e b e bessesseeseeseennenean 99
REQUEST SYNTAX .eiiiiiiiiiiiieecterte sttt este s sressat e s st e s e e s sae s saeesae e seesssessssesssesssaasssessssesssessseesssessseesnees 99
REQUEST PAramMELELS ..cceiiiieeetectcrtestt ettt es e s sve s te st e s te s se e s b e s saaessbesssaesssesssaasssessssesssessssasssanane 99
RESPONSE SYNTAX ceeiiiiiiiiiiieiieeieecteste st este st s te st e stessaessaessaeessaesssessssesssaesssessseesssessssesseesssesssaesssens 99
RESPONSE ELEMENTS ...ttt ettt te e s te e e e e sa e st e st et e b e sse s e e snesaenaannaneans 100
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 102
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 103
DescribeApplicatioNASSIGNMENT ........cviiieeecceee ettt te e se e e e a e e e e aa s nes 104
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 104
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 104
RESPONSE SYNTAX .etiriiiiiiiiiieiieisitisteeseesrte st estessatesaessseesstesssaesseessssesssessssesssessssesssessseesssessssesssesssaanns 105
RESPONSE ELEMENTS ...ttt te e st e e e e e e a e st e st e te b e s se e e e e esnenaansansans 105
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 106
SEE ALSO .ttt sttt ettt a e e e b et e e b et et e st et e et et et ereste e enaene 107
DesCribeAPPLICAtIONPIOVIAEN ......ooeeeeeeeeeeee ettt st a e st e st e aesse s e e e ennens 109
REQUEST SYNTAX ceiiiiiiiiieieeieecteesieestesste st e e se e e st eseessae s s e e s sae s s st e sssaesssessseasssasssassssessseesssessssesssessseans 109
REQUEST PAramMELEIS ..ottt ettt et sae s st e s sae s st e s saesssa e s besssaesssesssaesssassseasssessssessnens 109
RESPONSE SYNTAX .etiiiiiiiiiiiieiieeitistesreeste s st esee s st esseessseesstesssaasssesssaesssessssasssessssssssessstesssessssesssesssaanns 109
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 110
= g o OO RR R RTSRRPRO 111
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 112
DESCIIDEINSTANCE ..ttt ettt et ettt s e st et s s b et et s sasae st esassassensesessessesssansanass 113
REQUEST SYNTAX weiiuiiiiiicieeieecteesteesteete st s e ss e e e sae e s e e s sae s s s e s sae s s st essas e saesssaasssassassssesssessssessssenssessseans 113

vii



IAM Identity Center API Reference

REQUEST PArammELErsS ...ccouiiiiierciteecitecctteectt e essseesssaresssseesssseesssseassssaessssesssssssssssesssssesssssesssssessnns 113
RESPONSE SYNTAX .eeiviiiiiiieiiiiieeiticteeieeste e st estessaeesaessseesstesssaesssesssaesssessssasssessssssssessstesssessssesssesssaanss 113
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 114
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 116
SEE ALSO .ttt ettt ettt et s e e e e bt e b et et e s et et e se et et et ese b e e eneene 117
DescribelnstanceAccessControlAttributeConfiguration ... 118
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 118
REQUEST PAramMELEIS ...ttt ettt sttt s sae s st e s sae s st e s sae s s e e s aesssaessbesssaesssassseesssessaesnsens 118
RESPONSE SYNTAX .eeiriiiiiiiiiiiiieiitinteereeste s st este s st esaessseesstesssaesssesssaesssessssasssessssesssessstesssessssesssesssaanns 118
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 119
EFTOIS ettt ettt st st e e e s a e st e st s b st e st b e et e e st s be st e a b e s ae et et s ene et e et e sseeane 119
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 120
DESCrIDEPEIMISSIONSEL ..ottt sttt st ettt s e be st e e sbe s e e ssasae st esassasseneesansan 122
REQUEST SYNTAX weiiiiiiiiieiieitecteesiesstee it estesstess e e st e s e e s saessaaessae e s st e sssaessaesssaesssasssassssessseesssessssenssensseans 122
REQUEST PAramMELEIS ..ottt ettt st s saessae e s sae s st e s saesssa e s besssaesbesssaesssassseasssessseennsens 122
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 123
RESPONSE ELEMENTS ...ttt ettt s te e st e e e e s e sa e st e st et e b e s se s e e e esnenaannaneans 123
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 123
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 124
DescribePermissionSetProvisioningStatus ... 126
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 126
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 126
RESPONSE SYNTAX .etiiriiiiiiiiiiieeitirteereeste e st este s st esseeesaeesstesssaesssesssaesssessssesssessssesssessssesssessseesssesssaanns 127
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 127
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 127
SEE ALSO .ttt ettt ettt et e e e et et b et et s et et e et et et era st et eneene 128
DESCIHDEREGION ...ttt ettt s b e st e st e e e e e e e et e s et et e s tasseesaesaesaensansansansensanes 130
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 130
REQUEST PAramMELEIS ..ottt ettt sttt e s see s st e s sae s st e s sae s s e e s ae s saesssesssaesssassseasssessssessnens 130
RESPONSE SYNTAX .etirriiiiiiiiirieeiitirteereeste s st esee s st estessseestesssaesssesssaesssessssesssessssesssessstesssessssesssesssaanns 131
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 131
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 132
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 133
DeSCribETIUSLEATOKENISSUET ......ooveiiieiitetrerertetseste ettt st e sae st e ste st e e s e ssesaesassassessssasssssesassens 135
REQUEST SYNTAX weiiuiiiiiicieeieecteesteesteete st s e ss e e e sae e s e e s sae s s s e s sae s s st essas e saesssaasssassassssesssessssessssenssessseans 135
REQUEST PArammELErsS ...cco ittt esssee s ssanesssseesssseesssseassssaesssseessssesssssesssssesssssesssnsessnns 135

viii



IAM Identity Center API Reference

RESPONSE SYNTAX .etiriiiiiiiiiiiiieiitirtesseeste st eseessatesaessaeestesssaesssesssaesssessseasssessssesssassstesssessssasssesssaanns 135
RESPONSE ELEMENTS ...ttt ettt te e s e et e e e e e st et et e b e s sessn e e ssnennansaneans 136
= g o £SO USROS RRTSPRPRO 137
SEE ALSO .ttt ettt sttt et e e e bt e b et et e s et et e e be st e e erete e eaeene 138
DetachCustomerManagedPolicyReferenceFromPermissionSet ..........cocceveeeveneeveeveeceeceeceeseesnenns 139
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 139
REQUEST PAramMELEIS ..ottt ettt st s e s sae e s sae e st e s sae s s e e s ae e saessbesssaesssassseasssessseesssens 139
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 140
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 140
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 141
DetachManagedPolicyFromPermiSSIONSEL ........c.coeeiiieiiecieececeeee ettt n e e sresreaas 143
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 143
REQUEST PArammELErsS ... ittt eeseesssaeesssseesssseesssaeassssaessssesssssesssssesssssesssssesssssassnns 143
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 144
] g o SRRSO SRRRTRRRPRO 144
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 145
GEtAPPLICAtIONACCESSSTCOPE ...cviretereetecte et te e rte e e e e et etestesse st e s se e e e e e s et esaasbassassassaessassensensanes 147
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 147
REQUEST PArammELErsS ... ittt eesreesssaresssseesssseesssseassssaessssesssssssssssesssssesssssesssssassnns 147
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 148
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 148
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 148
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 149
GetApplicationAssignmentConfiguration ... aeas 151
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 151
REQUEST PArammELErsS ... ittt cesreesssaresssseesssseesssseassssaessssesssssesssssesssssesssssesssssessnns 151
RESPONSE SYNTAX .etirriiiiiiiiirieeitirteereeste st estessatesstessseesstessseesssesssaessessssasssessssesssessssesssessssasssesssaanns 151
RESPONSE ELEMENTS ...ttt et s s s s e sa e st e st e s e s b e s se s e e saesnennansansans 151
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 152
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 153
GetApplicationAuthenticatioNMethod ... aens 154
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 154
REQUEST PArammETErsS ...ccoiiiiciiirciteeciteecrteeert e eesseesssanesssseesssseesssseessssaessssesssssesssssasssssesssssesssssessnns 154
RESPONSE SYNTAX .etiriiieiiiiiiirieiritisteereeste s st este s st esstessseestesssaesssesssaesssessssasssessssesssessstesssessssesssesssnanns 154
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 155
= g o OO RR R RTSRRPRO 155




IAM Identity Center API Reference

SEE ALSO .ttt ettt sttt et e e e bt e b et et e s et et e e be st e e erete e eaeene 156
GEtAPPLICALIONGIANT ...ttt sttt e st e s e e e e e e e e e st e st e st e sae s s e s seese e st enaessatansansanes 157
REQUEST SYNTAX ittt sttt s e ss e e e sae e s e e s saessaeessae s s st e ssseessaesssaesssassassssessseesssessssesseensseans 157
REQUEST PArammELErsS ...ccocuiiiciereieecitereetecett e eeseesssasesssseesssseesssseassssaessssesssssesssssesssssesssssesssssessnns 157
RESPONSE SYNTAX .etiiiiiiiiiiiiiiieitictesreeste s st essee st estessseesstesssaesseesssaesssessssasssessssesssessssesssessssesssesssaanns 158
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 158
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 158
SEE ALSO ettt sttt st ettt a e e et e e b et et e s et et e st e st e e erate e eneene 159
GetApplicationSessioNCoNfIGUIAtioN ...t st 161
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 161
REQUEST PAramMELEIS ..ottt ettt e s e s s e e s sae s st e s saesssa e s aesssaessaesssaesssassseesssesssaessnens 161
RESPONSE SYNTAX .etiiriiiiiiiiiiiieiritistesreesstessesstessaeeseessaeesstessseesssesssaesssessssasssessssssssessstesssessssesssesssaanns 161
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 162
EFTOIS ettt ettt et et et b e st e bt s b st e et e b e et e e st s b st e a e e ae et et s ene et e et e eneeane 162
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 163
GetInlinePolicyFOrPermMiSSIONSEL ......cciiieieieeeeeeee ettt ettt et e st esbessasse e e snnennan 164
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 164
REQUEST PAramMELEIS ..ottt ettt sttt s e st e s sae st e s sae s s e e s aesssaesssesssaessasseasssessaesssens 164
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 165
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 165
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 165
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 166
GetPermissionsBoundaryFOrPermisSiONSEeL .......c.ocviiiieeienenececeeeeeete et cte e sre e e e e ss et sae e s 168
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 168
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 168
RESPONSE SYNTAX .etirriiiiiiiiirieeitirteereeste st estessatesstessseesstessseesssesssaessessssasssessssesssessssesssessssasssesssaanns 169
RESPONSE ELEMENTS ...ttt et s s s s e sa e st e st e s e s b e s se s e e saesnennansansans 169
EFTOIS ettt ettt st s e et b e st e st s b st st e b et e st s b et e a e s s e et e st s ene e b e e atenseeane 169
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 170
ListAccountAssignmentCreatioNSTAtUS ...ttt e e s e e s sre s sa e s aeesanes 172
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 172
REQUEST PAramMELEIS ..ottt sttt st s sae s st e s sae s st e s sae s s e e s besssaessaesssaesssassseasssessssesnsens 172
RESPONSE SYNTAX .etiiiiieiiiiiiiiieeitieteereeste s st estessatestessseesstesssaesssesssaesssessssesssessssesssessstesssessssesssesssaanns 173
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 173
= g o OO RR R RTSRRPRO 174
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 175




IAM Identity Center API Reference

ListAccountAssignmentDeletioNStAtUsS ..ottt n e nens 176
REQUEST SYNTAX ittt sttt s e ss e e e sae e s e e s saessaeessae s s st e ssseessaesssaesssassassssessseesssessssesseensseans 176
REQUEST PAramMELEIS ..ottt ettt sttt e s sae s st e s sae s st e s sae s s e e s besssaessbesssaesssassseasssesssaesnsens 176
RESPONSE SYNTAX .etiriiiiiiiiiiiieeitisteereeste s st este st ssaessseestesssaesssesssaesssessssasssessssesssessssesssessssesssesssaanns 177
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 177
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 178
SEE ALSO ettt sttt st ettt a e e et e e b et et e s et et e st e st e e erate e eneene 179

LiSEACCOUNTASSIGNIMENTS ....oiiiiieeiecrteecitcete e este st sseessae e st e s saesssaessseessaassseasssesssaesssesssessssessssesseesssnans 180
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 180
REQUEST PAramMELEIS ..ottt ettt e s e s s e e s sae s st e s saesssa e s aesssaessaesssaesssassseesssesssaessnens 180
RESPONSE SYNTAX .etiiriiiiiiiiirieiiticteeseesrtesseeste s st estessaeestesssaesssesssaesssessssasssessssssssassstesssessssesssesssaanns 181
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 182
EFTOIS ettt ettt st st e e e s a e st e st s b st e st b e et e e st s be st e a b e s ae et et s ene et e et e sseeane 182
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 183

ListAccountAssignmMeENtSFOrPriNCIPAL ....ccviieieeeceeeceeete ettt ste st e e e e a e saenan 185
REQUEST SYNTAX .eiiuiiiiiicieeieecteetesstee sttt esstess e e s sae e s e e s sae e s e e s sae s st e sssaessaessseesssasssassssessseesssessssesssessseens 185
REQUEST PAramMELEIS ..ottt ettt sttt s e st e s sae st e s sae s s e e s aesssaesssesssaessasseasssessaesssens 185
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 187
RESPONSE ELEMENLS ...ttt ettt te e s e e e e sa e st e st e b e b e sae e e e e e saennansaneans 187
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 188
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 189

ListAccountsFOrProvisionedPermiSSIONSEL ........ccvcvivirineniiineneteesestee ettt sae st sae e ne 190
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 190
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 190
RESPONSE SYNTAX .eeiriiiiiiiiienieeitistesireeste s st eseeesaeesstessaeesstesssaesssesssaesssessssasssessssesssassseesssessssesssesssaanns 191
RESPONSE ELEMENTS ...ttt et s s s s e sa e st e st e s e s b e s se s e e saesnennansansans 192
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 192
SEE ALSO .ttt ettt b et et a e et et et e b et s et et e et et e e esente e eneene 193

LiStAPPLICAtIONACCESSSCOPES ...oovevereereetieteeieitectestesteses e eeeaestestessessassesseesaessesessessassassassassaessassessansanes 195
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 195
REQUEST PAramMELEIS ..ottt ettt s e ssse e s sae s st e s saesssa e s aesssaesssesssaesssessseasssesssaesnsens 195
RESPONSE SYNTAX .etirriiiiiiiiiiieeiiticteereestesseesee s st esstessseestesssaesssesssaesssessssasssessssesssessssesssessseesssesssaanns 196
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 196
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 197
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 198

ListAPPLICAtIONASSIGNIMENTS ....ooeiieieeeceetetetetetee ettt e s teste s e s se s e e s e s esaestasaesaassessnessensansansans 199

Xi



IAM Identity Center API Reference

REQUEST SYNTAX ittt sttt s e ss e e e sae e s e e s saessaeessae s s st e ssseessaesssaesssassassssessseesssessssesseensseans 199
REQUEST PAramMELEIS ..ottt ettt ssae s st e s sae s st e s saessaa e s aesssaesssesssaesssessseasssessaesssens 199
RESPONSE SYNTAX .etiiriiiiiiiieiieeitisteereeste s st este s st esaessseesstesssaesseesssaesssessssasssessssesssessssesssessssesssesssnanns 200
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 200
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 201
SEE ALSO .ttt ettt ettt et s e e e e bt e b et et e s et et e se et et et ese b e e eneene 202
ListApplicationAssignmentSFOrPriNCIPal ...c.coeeieiiciecieeeceeee ettt sr e s v e ns 203
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 203
REQUEST PAramMELEIS ...ttt ettt sttt s sae s st e s sae s st e s sae s s e e s aesssaessbesssaesssassseesssessaesnsens 203
RESPONSE SYNTAX .etiiriiiiiiiiirieiiticteeseesrtesseeste s st estessaeestesssaesssesssaesssessssasssessssssssassstesssessssesssesssaanns 205
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 205
EFTOIS ettt ettt st st e e e s a e st e st s b st e st b e et e e st s be st e a b e s ae et et s ene et e et e sseeane 206
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 207
ListApplicationAuthenticationMethods ...t 208
REQUEST SYNTAX ceiiiiiiiiicieeieecteetesetes st st s e s st e st eseessaessaaessae e s st e sssaesssesssaesssasssassssessseesssessssesssessseens 208
REQUEST PAramMELEIS ..ottt ettt sttt s e st e s sae st e s sae s s e e s aesssaesssesssaessasseasssessaesssens 208
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 209
RESPONSE ELEMENTS ...ttt ettt te e s te e e e e sa e st e st et e b e sse s e e snesaenaannaneans 209
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 209
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 211
LiStAPPLICAIONGIANTS ..ottt ee st sa e st e st e s ae s seese e e e e et et e saessasassnesasnaans 212
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 212
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 212
RESPONSE SYNTAX .etiriiiiiiiiiieiieisitisteeseesrte st estessatesaessseesstesssaesseessssesssessssesssessssesssessseesssessssesssesssaanns 213
RESPONSE ELEMENTS ...ttt te e st e e e e e e a e st e st e te b e s se e e e e esnenaansansans 213
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 213
SEE ALSO .ttt sttt ettt a e e e b et e e b et et e st et e et et et ereste e enaene 215
LiStAPPLICAIONPIOVIAEIS ...ttt ettt e et e et et st e st e st e st s s se e s e a e e e b e naasaneas 216
REQUEST SYNTAX ceiiiiiiiiieieeieecteesieestesste st e e se e e st eseessae s s e e s sae s s st e sssaesssessseasssasssassssessseesssessssesssessseans 216
REQUEST PAramMELEIS ..ottt ettt et sae s st e s sae s st e s saesssa e s besssaesssesssaesssassseasssessssessnens 216
RESPONSE SYNTAX .etiiiiiiiiiiiieiieeitistesreeste s st esee s st esseessseesstesssaasssesssaesssessssasssessssssssessstesssessssesssesssaanns 217
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 217
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 218
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 219
LISEAPPLICATIONS ..ttt e et et et e st et e s se e e e e e e e s et et e sbasaassaesessaenaensensensansansans 220
REQUEST SYNTAX weiiuiiiiiicieeieecteesteesteete st s e ss e e e sae e s e e s sae s s s e s sae s s st essas e saesssaasssassassssesssessssessssenssessseans 220

xii



IAM Identity Center API Reference

REQUEST PAramMELEIS ..ottt ettt ssae s st e s sae s st e s saessaa e s aesssaesssesssaesssessseasssessaesssens 220
RESPONSE SYNTAX .eeiviiiiiiieiiiiieeiticteeieeste e st estessaeesaessseesstesssaesssesssaesssessssasssessssssssessstesssessssesssesssaanss 221
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 222
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 223
SEE ALSO .ttt ettt ettt et s e e e e bt e b et et e s et et e se et et et ese b e e eneene 224
ListCustomerManagedPolicyReferencesinPermissionSet ..........ooovevevieeecieceneneneeeeeeeeee e 225
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 225
REQUEST PAramMELEIS ...ttt ettt sttt s sae s st e s sae s st e s sae s s e e s aesssaessbesssaesssassseesssessaesnsens 225
RESPONSE SYNTAX .eeiriiiiiiiiiiiiieiitinteereeste s st este s st esaessseesstesssaesssesssaesssessssasssessssesssessstesssessssesssesssaanns 226
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 226
EFTOIS ettt ettt st st e e e s a e st e st s b st e st b e et e e st s be st e a b e s ae et et s ene et e et e sseeane 227
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 228
LISTINSTANCES ...ttt ettt sttt s a e st sts b st et s be s b e s st s b e st e st e snesnsesnesn 230
REQUEST SYNTAX weiiiiiiiiieiieitecteesiesstee it estesstess e e st e s e e s saessaaessae e s st e sssaessaesssaesssasssassssessseesssessssenssensseans 230
REQUEST PAramMELEIS ..ottt ettt st s saessae e s sae s st e s saesssa e s besssaesbesssaesssassseasssessseennsens 230
RESPONSE SYNTAX .eeiiriiiiiiiiiiieiitirteereeste s st estessatesseessseestesssaesssesssaesssessssesssessssesssassssesssessssesssessseanns 231
RESPONSE ELEMENTS ...ttt ettt s te e st e e e e s e sa e st e st et e b e s se s e e e esnenaannaneans 231
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 232
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 232
ListManagedPolicieSINPermiSSIONSEL ..ottt sresse e e e e saesaesaesaasaaseens 234
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 234
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 234
RESPONSE SYNTAX .etiiriiiiiiiiiiieeitirteereeste e st este s st esseeesaeesstesssaesssesssaesssessssesssessssesssessssesssessseesssesssaanns 235
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 235
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 236
SEE ALSO .ttt ettt ettt et e e e et et b et et s et et e et et et era st et eneene 237
ListPermissionSetProviSioNiNGSTAtUS ...ttt see e eessre s e e s sreessaessaesssnessnas 238
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 238
REQUEST PAramMELEIS ..ottt ettt sttt e s see s st e s sae s st e s sae s s e e s ae s saesssesssaesssassseasssessssessnens 238
RESPONSE SYNTAX .etirriiiiiiiiirieeiitirteereeste s st esee s st estessseestesssaesssesssaesssessssesssessssesssessstesssessssesssesssaanns 239
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 239
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 240
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 241
LISTPEIrMISSIONSELS ..ottt ettt e st st st e st e s st et sese s b e satessesssasneans 242
REQUEST SYNTAX weiiuiiiiiicieeieecteesteesteete st s e ss e e e sae e s e e s sae s s s e s sae s s st essas e saesssaasssassassssesssessssessssenssessseans 242
REQUEST PAramMELEIS ..coeeeeeiieececteetester ettt et s sae s st e s sae et e s saesssa e s ae e saesssesssaesssessseasssesssaesnsens 242

xiii



IAM Identity Center API Reference

RESPONSE SYNTAX .etiriiiiiiiiiiiiieiitirtesseeste st eseessatesaessaeestesssaesssesssaesssessseasssessssesssassstesssessssasssesssaanns 243
RESPONSE ELEMENTS ...ttt ettt te e s e et e e e e e st et et e b e s sessn e e ssnennansaneans 243
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 244
SEE ALSO .ttt ettt sttt et e e e bt e b et et e s et et e e be st e e erete e eaeene 245
ListPermissionSetsProvisioN@ATOACCOUNT ........coueirerieririnenteerenteteeseste sttt e saesse e saesse e e e ssesaenes 246
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 246
REQUEST PAramMELEIS ..ottt ettt st s e s sae e s sae e st e s sae s s e e s ae e saessbesssaesssassseasssessseesssens 246
RESPONSE SYNTAX .etiriiiiiiiiiiiiieiitisteereesste st esee s st estessaeestesssaesssesssaesssessssasssessssesssessstesssessssesssesssnanns 247
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 248
EFTOIS ettt ettt st e e st b e st e st s b st e et e b e et e e bt s be et e a b e s ae et e st s ene et e et e sseeane 248
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 249
LISEREGIONS ...ttt ettt e e ste e st e s st e st e s s e e st e s sae e s st e s saaessae s sa e ssassseesssesssaesssessseesssessseesssens 251
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 251
REQUEST PAraMELEIS ..coeeeeeiieeeceetecctcter ettt s sae s st e s sae s st e s saesssa e s sesssaasssesssaesssassseasssesssessnens 251
RESPONSE SYNTAX .etivriiiiiiiieiiieitisteereesrte st este st esstessaeestesssaesssesssaesssessssasssessssesssessstesssessssesssessseanns 252
RESPONSE ELEMENTS ...ttt ettt s te e st e e e e s e sa e st e st et e b e s se s e e e esnenaannaneans 252
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 253
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 254
LiStTAGSFOIRESOUICE ..cceeieieeeieeceeetecetee ettt e s rte st este s sreesaessaa s s saesssaessaesssessssesssaesssasssessssessssanneens 255
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 255
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 255
RESPONSE SYNTAX .etiiriiiiiiiiiiieeitirteereeste e st este s st esseeesaeesstesssaesssesssaesssessssesssessssesssessssesssessseesssesssaanns 256
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 256
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 257
SEE ALSO ettt ettt ettt et e e e s e b et e e b et et e a et et e et et e e erasbe e eaeene 258
LiStTrUSTEATOKENISSUETS ....coveieieiirietetresieteestent ettt sae st s s ae st s e s e st e e s e sa et e e sbastesassassessessssessesaes 259
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 259
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 259
RESPONSE SYNTAX .etiviiiiiiiiieiieeiitirtesreeste st este st estessseestessssesssesssaesssessssasssessssesssessstesssessssesssesssnanns 260
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 260
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 261
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 262
ProviSiONPermiSSIONSEL .......oo ittt sttt st st s b st s sae st e s s nessneais 263
REQUEST SYNTAX weiiuiiiiiicieeieecteesteesteete st s e ss e e e sae e s e e s sae s s s e s sae s s st essas e saesssaasssassassssesssessssessssenssessseans 263
REQUEST PAramMELEIS ..ottt sttt et s seessae e s sae e st e s saesssa e s bessseesssesssaesssassseasssesssesnsens 263
RESPONSE SYNTAX .etiriiieiiiiiiirieiritisteereeste s st este s st esstessseestesssaesssesssaesssessssasssessssesssessstesssessssesssesssnanns 264

Xiv



IAM Identity Center API Reference

RESPONSE ELEMENTS ...ttt ettt te e s e et e e e e e st et et e b e s sessn e e ssnennansaneans 264
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 265
SEE ALSO .ttt ettt sttt et e e e bt e b et et e s et et e e be st e e erete e eaeene 266
PUtAPPLICAtIONACCESSSCOPE ...ttt cte st e et e st et e st esae s e e se e s e e e s e saestestassassessessnenaannans 267
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 267
REQUEST PAraMELEIS ..ottt ettt et s sae s sse e s sae e st e s saesssa e s besssaesbesssaesssassseasssessseesnnens 267
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 268
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 268
SEE ALSO ettt sttt st ettt a e e et e e b et et e s et et e st e st e e erate e eneene 269
PutApplicationAssignmentConfiguration ...t 271
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 271
REQUEST PAramMELEIS ..ottt ettt e s e s s e e s sae s st e s saesssa e s aesssaessaesssaesssassseesssesssaessnens 271
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 272
EFTOIS ettt ettt et et et b e st e bt s b st e et e b e et e e st s b st e a e e ae et et s ene et e et e eneeane 272
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 273
PutApplicationAuthenticatioNMethod ... 274
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 274
REQUEST PAramMELEIS ..ottt ettt sttt s e st e s sae st e s sae s s e e s aesssaesssesssaessasseasssessaesssens 274
RESPONSE ELEMENLS ...ttt ettt te e s e e e e sa e st e st e b e b e sae e e e e e saennansaneans 275
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 275
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 276
PULAPPLICAtIONGIANT ...ttt ettt et e s te st e s e s e e s e e et e aasbesaassesseeseensensensansansans 278
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 279
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 279
RESPONSE ELEMENTS ...ttt te e st e e e e e e a e st e st e te b e s se e e e e esnenaansansans 280
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 280
SEE ALSO .ttt sttt ettt a e e e b et e e b et et e st et e et et et ereste e enaene 281
PutApplicationSessionConfiQUIation ..........cccciiiieicieiicieretesece et ae e ae s e e s s e saesaeeens 283
REQUEST SYNTAX ceiiiiiiiiieieeieecteesieestesste st e e se e e st eseessae s s e e s sae s s st e sssaesssessseasssasssassssessseesssessssesssessseans 283
REQUEST PAramMELEIS ..ottt ettt et sae s st e s sae s st e s saesssa e s besssaesssesssaesssassseasssessssessnens 283
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 284
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 284
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 285
PutIinlinePolicyTOPErmMISSIONSEL ........ocuiieeeeee ettt steste s e s s e e e e s e aeaenaans 286
REQUEST SYNTAX weiiuiiiiiicieeieecteesteesteete st s e ss e e e sae e s e e s sae s s s e s sae s s st essas e saesssaasssassassssesssessssessssenssessseans 286
REQUEST PAramMELEIS ..coeeeeeiieececteetester ettt et s sae s st e s sae et e s saesssa e s ae e saesssesssaesssessseasssesssaesnsens 286

XV



IAM Identity Center API Reference

RESPONSE ELEMENTS ...ttt ettt te e s e et e e e e e st et et e b e s sessn e e ssnennansaneans 287
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 287
SEE ALSO .ttt ettt sttt et e e e bt e b et et e s et et e e be st e e erete e eaeene 288
PutPermissionsBoundaryTOPErmiSSIONSEL ........cccveeeeerieieecteeetetecee ettt st ns 290
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 290
REQUEST PAraMELEIS ..ottt ettt et s sae s sse e s sae e st e s saesssa e s besssaesbesssaesssassseasssessseesnnens 290
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 291
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 291
SEE ALSO ettt sttt st ettt a e e et e e b et et e s et et e st e st e e erate e eneene 292
REMOVEREGION ...ttt ettt s e st s et e st e s sae e st e e sae e s st e s saa e s st e s st essaasssaesssasssessssessseennaens 294
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 294
REQUEST PAramMELEIS ..ottt ettt e s e s s e e s sae s st e s saesssa e s aesssaessaesssaesssassseesssesssaessnens 294
RESPONSE SYNTAX .etiiiiiiiiiiiiiiieisitirteereesrte s st sste s st esaessaeesstesssaesssesssaesssessssasssessssesssessstesssessssesssesssaanns 295
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 295
EFTOIS ettt ettt sttt e e s b e st e st s b st st e b e et e e bt s ae st e e a e e s e et e e Rt e ene et e et e sseeane 295
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 297
TAGRESOUICE ..ottt sttt s et s e e s st e s ae e s sa e s sae s sa e et e e s st e s sesssaesse e saasssessssessseesssessssensaesseennees 298
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 298
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 298
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 299
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 299
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 300
UNTQGRESOUICE ...ttt ettt et e st e s ste s st e e sae s sat e s aesssaessaaessaesssa e ssessseesssessssesssessseesssesssaesssens 302
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 302
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 302
RESPONSE ELEMENTS ...ttt et s s s s e sa e st e st e s e s b e s se s e e saesnennansansans 303
EFTOIS ettt ettt s a e st b e s e e st s b st e st e b et e st s b et e a e e s s e et e st e ene e b e et e nseeane 303
SEE ALSO .ttt ettt b et et a e et et et e b et s et et e et et e e esente e eneene 304
(§ToTa =1 0=TAY o] 0] L Tr=} 4 (o] [ SU OO TR 306
REQUEST SYNTAX ceiiiiiiiiicieeitecteete sttt s rtesstessae e s e e s saessaaessaessstesssaessaessseesssasssassssassseesssessssesssesssnans 306
REQUEST PAramMELEIS ..ottt ettt s e ssse e s sae s st e s saesssa e s aesssaesssesssaesssessseasssesssaesnsens 306
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 307
EFTOIS ettt ettt st e e et b e s e st s b st e et b e st a e s ae st e e a e e s ae et e s st s ene et e et enseeane 307
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 309
UPATEINSTANCE ...ttt ettt te st e st e e e e et st e s ae st e st e s seesesse e e e s ensetansassassassassnans 310
REQUEST SYNTAX weiiuiiiiiicieeieecteesteesteete st s e ss e e e sae e s e e s sae s s s e s sae s s st essas e saesssaasssassassssesssessssessssenssessseans 310

XVi



IAM Identity Center API Reference

REQUEST PAramMELEIS ..ottt ettt ssae s st e s sae s st e s saessaa e s aesssaesssesssaesssessseasssessaesssens 310
RESPONSE ELEMENTS ...ttt ettt te e s e et e e e e e st et et e b e s sessn e e ssnennansaneans 311

= g o £SO USROS RRTSPRPRO 311
SEE ALSO .ttt ettt sttt et e e e bt e b et et e s et et e e be st e e erete e eaeene 312
UpdatelnstanceAccessControlAttributeConfiguration ..., 314
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 314
REQUEST PArammETErsS ...ttt sesreesssanesssseesssseesssseassssaesssseessssesssssesssssesssssesssssassnns 314
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 315

= g o £SO SRRSO 315
SEE ALSO .ttt sttt ettt et a e e e bt e b et et e s et et e et et et erate s enaene 316
UpPdatePermiSSIONSEL .......ceoiieeeececeeeetetete ettt sa et et e s te s seese e e e e et et e stestesbassessesneeseensensanes 318
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 318
REQUEST PAraMELEIS ...ttt ettt et sae s st e s sae s st e s sae s s e e s besssaesssesssaesssessseasssesssesssens 318
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 319
EFTOIS ettt ettt sttt e e s b e st e st s b st st e b e et e e bt s ae st e e a e e s e et e e Rt e ene et e et e sseeane 320
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 321
UpdateTruStEATOKENISSUET ......ocveeeieieeteeeeeetetete et s e saesae st e stesse s e e e e e e s e e e s e saessassessessaensansanes 322
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 322
REQUEST PAramMELEIS ..coeeeeeiieeceetect ettt st s e ss st e s sae e st e s saesssa e s bessaaessbesssaesssassseasssessseesssens 322
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 323
EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 323
SEE ALSO ettt sttt ettt e b e e e e bt b et e e s et et et et et erate e eaeene 324
DAta TYPES cieveecirrnnciinnesirneesierseserssessesssssessssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssnnesss 326
ACCESSCONTIOLATIIIDULE ...ttt sttt ettt e st s e s sasae e esans 328
CONEENTES .ttt ettt e a et et s b st e et e s st e et sbe st e st e sbe et e st ssesanannis 328
SEE ALSO .ttt ettt ettt et e e e et et b et et s et et e et et et era st et eneene 328
ACCeSSCONTIOLALENDULEVALUE ..ottt ettt sb e st ae s 329
CONEENTES .ttt ettt e a et et s b st e et e s st e et sbe st e st e sbe et e st ssesanannis 329
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 329
ACCOUNTASSIGNIMENT ...ttt ettt ettt e st e s sae e s e e e sseessaesssaesssessssesssesssaesssassseesssessssesssessseesssenses 330
CONEENTES .ttt sttt e a et et s b st e e st e b e et e e st s be st e s neesseenbe st ssesananns 330
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 331
AccountAsSigNMENtFOrPIINCIPAL ....eouieeieieeee ettt et n s 332
CONEENTES .ttt sttt e a et et s b st e e st e b e et e e st s be st e s neesseenbe st ssesananns 332
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 333
AccountAssignMentOPeratioNSTATUS ..o se s sre e e e s aesssaessseesanens 334

XVii



IAM Identity Center API Reference

CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 334
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 336
AccountAssignmentOperationStatusMetadata ... 337
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 337
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 337
APPLICALION ettt ettt e st e st e st e st e e e e e s e e et et e beetaeseeseereereenaentententan 339
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 339
SEE ALSO .eeieieiieietetecteee et et et et e st et e st e e et et e et e e e et et et et e be b e eseeaeer e e e et et e b e sestaeteeseeraesaensenaentantans 341
ApPPLICAtiONASSIGNIMENT ...ttt sa e st et e e e e e e e e e s e s et e saassasseesaenaennannan 342
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 342
SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 343
ApplicationAssignmentFOrPriNCIPal ....ocue ettt st a e aesae s 344
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 344
SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 345
APPLICALIONPIOVIAEL ..ttt e e e e et e s te st e e re e e s e e s et et et asbessassaesnensensansansans 346
CONTENTS .ttt ee st e st e s s ae e st e s st e s st e s s ae e s st e s be s saeeaeessaasssessssesssessssesssesssaennses 346
SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 347
AttachedManageAPOLICY ...ttt te e s e e e e e e e et e st esaesaesse e e enaennennan 348
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 348
SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 348
AUthenticCatiONMELNOA ..ottt ettt e s te s b e s s e e e et e e e st e sessanas 349
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 349
SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 349
AuthenticatioNMEtROAILEM ....c.eoeeeeeeee ettt re e e e ettt esaesae s e e e seenenean 350
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 350
SEE ALSO .eveeieieieieteeteete ettt et et e st et e st e s et e et e et e e e et et et et e be et e eseeReeree e eat et et e testaeteeseeraenaentenaentantans 350
AUthOriZatioNCOAEGIANT ...ttt e e e e e et et ete st e saesbesseese e e e s esaesensansansans 351
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 351
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 351
AULNOMZEATOKENISSUET ...ttt ettt et e testestessesse e e e e e s essessassassessassassessaesesnsensensansans 352
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 352
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 352
CustomerManagedPOlICYREFEIENCE ...ttt et st s tesae e s sae e nnens 354
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 354
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 354
D110 =)V - | - [OOSR TSRS 356

xviii



IAM Identity Center API Reference

CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 356
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 356
ENCryptioNConfigUIration ...ttt ettt sae s ae s b s e e e a e e e aanaans 358
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 358
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 358
EncryptionConfiguratioNDELails ...ttt aenaens 360
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 360
SEE ALSO .eeieieiieietetecteee et et et et e st et e st e e et et e et e e e et et et et e be b e eseeaeer e e e et et e b e sestaeteeseeraesaensenaentantans 361
GFANT ettt ettt es e e sae e st e st e e st e s s e e s s b e e et e et e e et e e s e e e b e e et e e b e e et e e st e ae e s e e tee st e e teesraeesraesntans 362
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 362
SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 363
GRANTIEEIM ettt et e st e st e s sae s e e e be e s b e s sbe e saesssaessbasssaassseessaesssasssaessaessseesseesssaenn 364
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 364
SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 364
[amMAUthenticatioNMELNOd ...ttt e s e s e aaan 365
CONTENTS .ttt ee st e st e s s ae e st e s st e s st e s s ae e s st e s be s saeeaeessaasssessssesssessssesssesssaennses 365
SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 365
InstanceAccessControlAttributeConfiguration ... 366
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 366
SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 366
INSTANCEMETAAATA ..ottt e s e s e et b et et e se e e s sa e e e e e aasansanes 367
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 367
SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 369
JWEBEAIEIGIANT ...ttt ettt st et e st e e re s re e s st e e s e e s besssaessaeessaesssesssaessseessaesssessseesssenssaenns 370
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 370
SEE ALSO .eveeieieieieteeteete ettt et et e st et e st e s et e et e et e e e et et et et e be et e eseeReeree e eat et et e testaeteeseeraenaentenaentantans 370
LiStACCOUNTASSIGNMENTSFILLEN ..ottt st e st s s e et sae s aa s 371
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 371
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 371
ListApplicatioNASSIGNMENTSFILLEN ...cveeeeeeeeeeeeee ettt s e et eenesaenens 372
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 372
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 372
LiSTAPPLICATIONSFILLET ..ttt et e e e et st e st e ae s e ssasse e e e s e s ensansansansans 373
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 373
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 373
OidCIWECONTIGUIALION ettt a ettt e s e s a e e e e e e e s e aeaanean 374

Xix



IAM Identity Center API Reference

CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 374
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 375
OidcIWtUpdateConfigUIation ...ttt sae st e ae s e e s e e et e aanan 376
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 376
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 377
OPEratiONSEALUSFILEEN ..ottt sa et s a e s b e st se e e e e e sa e s e e e eanaanes 378
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 378
SEE ALSO .eeieieiieietetecteee et et et et e st et e st e e et et e et e e e et et et et e be b e eseeaeer e e e et et e b e sestaeteeseeraesaensenaentantans 378
PermiSSIONSBOUNAAIY ....ccueouieiiieeieieteeseeeee ettt ste e teste s e s e e e et e saesae st essessassesssessensensansansansassassessaans 379
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 379
SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 380
PEIMUSSIONSET ...ttt et e s e st e s st e st e s st e s ae s s e e s aa e saessae s saesssaesssassseesssessseennsens 381
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 381
SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 382
PermissionSetProviSiONINGSTAtUS ...ttt e e sae s e e sr e s sa e s saaesnn s 383
CONTENTS .ttt ee st e st e s s ae e st e s st e s st e s s ae e s st e s be s saeeaeessaasssessssesssessssesssesssaennses 383
SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 384
PermissionSetProvisioningStatusMetadata ... 385
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 385
SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 385
POITAlOPLIONS .ottt e e e e e e et e st e st e st e st e e sesse e e esaesse s estessansassassasseessensensansans 387
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 387
SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 387
REFrESNTOKENGIANT ...ttt et te s e s e e e e e e e st et e s te b e s s e e sessaeseenaensanean 388
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 388
SEE ALSO .eveeieieieieteeteete ettt et et e st et e st e s et e et e et e e e et et et et e be et e eseeReeree e eat et et e testaeteeseeraenaentenaentantans 388
REGIONMETAAATA ...ttt e te et e ettt e st e st e s b e s s e e s e s e e s e teste st antessassaesasnnenean 389
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 389
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 390
RESOUICESEIVEICONTIG ettt e e st e s testesse s b e e se s e e s e saesbe st asbessessaesasnnanean 391
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 391
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 391
ReSOUrceServerSCOPEDETAILS ...ttt te s e e e e st e saesaanaans 392
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 392
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 392
SCOPEDELAILS .ottt e e e e s e et e e et et e s be st e et e et e e s e e e e e e e et et e teeseereeseenaeraeneentanes 393

XX



IAM Identity Center API Reference

CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 393

SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 393
SIGNINOPTIONS ..ttt ettt e e st e st e s s e e s ste s sae e s s e s saaesssessaassaessseesssesssassssessseesssesssesnns 395
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 395

SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 395

TG ettt ettt ettt e e e b e a e e s a e e s e e et e e e e e e bt e a e e et e et e e ae e s b e e b e e et e e st e et e e see s taeaeensaanares 397
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 397

SEE ALSO .eeieieiieietetecteee et et et et e st et e st e e et et e et e e e et et et et e be b e eseeaeer e e e et et e b e sestaeteeseeraesaensenaentantans 397
TOKENEXCHANGEGIANT ...ttt sa et et e st e et e s se e e e e e e et e aa st e sassesseesnesaensansanes 398
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 398

SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 398
TrustedTokenlssuerConNfIQUIAtioN ..ottt e a e sae b s s 399
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 399

SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 399
TrustedToKenISSUEIMEtadata .......cce ettt et st e s saennans 400
CONTENTS .ttt ee st e st e s s ae e st e s st e s st e s s ae e s st e s be s saeeaeessaasssessssesssessssesssesssaennses 400

SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 401
TrustedTokenlssuerUpdateConfiguration ...ttt sae s 402
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 402

SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 402
UpdateApplicationPortalOptions ...ttt saestesae s e s e e e s s e saesaenaans 403
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 403

SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 403
COMMON ParameEters ....cccecccirmecirneniessesiensescsssessessessesssessesssssssssssssssssssssssssssssssssssssssssssssssssssssesss 404
COMIMON EFFOFS cuuiiiiiuiiitnnniinnnccinsecsirssessessescsssessessssscssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 407
(0T oYal 1Ty 1 L= 31 o 1T o oV UPTR 409

XXi



IAM Identity Center API Reference

Welcome to the IAM Identity Center APl Reference

Amazon IAM ldentity Center is the Amazon solution for connecting your workforce users to
Amazon managed applications and other Amazon resources. You can connect your existing identity
provider and synchronize users and groups from your directory, or create and manage your users
directly in 1AM Identity Center. You can then use IAM Identity Center for either or both of the
following:

» User access to applications

o User access to Amazon accounts

This guide provides information about single sign-on operations that you can use for access to
applications and Amazon Web Services accounts. For information about IAM Identity Center
features, see the IAM Identity Center User Guide.

(® Note

IAM Identity Center uses the sso and identitystore API namespaces.

Many API operations for IAM Identity Center rely on identifiers for users and groups, known
as principals. For more information about how to work with principals and principal IDs in IAM
Identity Center, see the Identity Store API Reference.

(® Note

Amazon provides SDKs that consist of libraries and sample code for various programming
languages and platforms (Java, Ruby, .Net, iOS, Android, and more). The SDKs provide a
convenient way to programmatically access IAM Identity Center and other Amazon services.
For more information about the Amazon SDKs, including how to download and install
them, see Tools for Amazon Web Services.



https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://www.amazonaws.cn/tools/
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Actions
The following actions are supported:

» AddRegion
» AttachCustomerManagedPolicyReferenceToPermissionSet

» AttachManagedPolicyToPermissionSet

o CreateAccountAssignment

» CreateApplication

o CreateApplicationAssignment

e Createlnstance

» CreatelnstanceAccessControlAttributeConfiguration

e CreatePermissionSet

e CreateTrustedTokenlssuer

o DeleteAccountAssignment

o DeleteApplication

o DeleteApplicationAccessScope

» DeleteApplicationAssignment

» DeleteApplicationAuthenticationMethod

o DeleteApplicationGrant

» DeletelnlinePolicyFromPermissionSet

+ Deletelnstance

» DeletelnstanceAccessControlAttributeConfiguration

» DeletePermissionsBoundaryFromPermissionSet

+ DeletePermissionSet

e DeleteTrustedTokenlssuer

» DescribeAccountAssignmentCreationStatus

o DescribeAccountAssignmentDeletionStatus

» DescribeApplication

» DescribeApplicationAssignment

» DescribeApplicationProvider
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e Describelnstance

» DescribelnstanceAccessControlAttributeConfiguration

« DescribePermissionSet

» DescribePermissionSetProvisioningStatus

» DescribeRegion

« DescribeTrustedTokenlssuer

» DetachCustomerManagedPolicyReferenceFromPermissionSet

» DetachManagedPolicyFromPermissionSet

» GetApplicationAccessScope

o GetApplicationAssignmentConfiguration

» GetApplicationAuthenticationMethod

» GetApplicationGrant

» GetApplicationSessionConfiguration

» GetInlinePolicyForPermissionSet

o GetPermissionsBoundaryForPermissionSet

» ListAccountAssignmentCreationStatus

o ListAccountAssignmentDeletionStatus

o ListAccountAssignments

 ListAccountAssignmentsForPrincipal

¢ ListAccountsForProvisionedPermissionSet

 ListApplicationAccessScopes

 ListApplicationAssignments

 ListApplicationAssignmentsForPrincipal

 ListApplicationAuthenticationMethods

 ListApplicationGrants

 ListApplicationProviders

 ListApplications

 ListCustomerManagedPolicyReferencesInPermissionSet

o Listlnstances

» ListManagedPoliciesinPermissionSet
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ListPermissionSetProvisioningStatus

ListPermissionSets

ListPermissionSetsProvisionedToAccount

ListRegions
ListTagsForResource

ListTrustedTokenlssuers

ProvisionPermissionSet

PutApplicationAccessScope

PutApplicationAssignmentConfiguration

PutApplicationAuthenticationMethod

PutApplicationGrant

PutApplicationSessionConfiguration

PutInlinePolicyToPermissionSet

PutPermissionsBoundaryToPermissionSet

RemoveRegion

TagResource
UntagResource

UpdateApplication

Updatelnstance

UpdatelnstanceAccessControlAttributeConfiguration

UpdatePermissionSet

UpdateTrustedTokenlssuer
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AddRegion

Adds a Region to an IAM Identity Center instance. This operation initiates an asynchronous
workflow to replicate the IAM Identity Center instance to the target Region. The Region status is
set to ADDING at first and changes to ACTIVE when the workflow completes.

To use this operation, your IAM Identity Center instance and the target Region must meet the
requirements described in the IAM Identity Center User Guide.

The following actions are related to AddRegion:

« RemoveRegion

» DescribeRegion

« ListRegions

Request Syntax

{
"InstanceAzn": "string",
"RegionName": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

The Amazon Resource Name (ARN) of the IAM Identity Center instance to replicate to the target
Region.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

AddRegion 5


https://docs.amazonaws.cn/singlesignon/latest/userguide/multi-region-iam-identity-center.html#multi-region-prerequisites
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_RemoveRegion.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeRegion.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListRegions.html
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Required: Yes

RegionName

The name of the Amazon Region to add to the IAM Identity Center instance. The Region name
must be 1-32 characters long and follow the pattern of Amazon Region names (for example,
us-east-1).

Type: String
Length Constraints: Minimum length of 1. Maximum length of 32.
Pattern: ([a-z]+-){2,3}\d

Required: Yes

Response Syntax

"Status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Status

The status of the Region after the Add operation. The status is ADDING when the asynchronous
workflow is in progress and changes to ACTIVE when complete.

Type: String

Valid Values: ACTIVE | ADDING | REMOVING

Errors

For information about the errors that are common to all actions, see Common Errors.

Response Syntax 6
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AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason

The reason for the validation exception.

Errors 7
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also 8


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/AddRegion
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/AddRegion
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/AddRegion
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/AddRegion
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/AddRegion
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/AddRegion
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/AddRegion
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/AddRegion
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/AddRegion
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/AddRegion
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AttachCustomerManagedPolicyReferenceToPermissionSet

Attaches the specified customer managed policy to the specified PermissionSet.

Request Syntax

{
"CustomerManagedPolicyReference": {
"Name": "string",
"Path": "string"
1,
"InstanceArn": "string",
"PermissionSetArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

CustomerManagedPolicyReference

Specifies the name and path of a customer managed policy. You must have an IAM policy that
matches the name and path in each Amazon Web Services account where you want to deploy
your permission set.

Type: CustomerManagedPolicyReference object

Required: Yes

InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

AttachCustomerManagedPolicyReferenceToPermissionSet 9
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PermissionSetArn

The ARN of the PermissionSet.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.]1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

Response Elements 10
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HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2
« Amazon SDK for .NET V4

 Amazon SDK for C++

See Also 11


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/AttachCustomerManagedPolicyReferenceToPermissionSet
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/AttachCustomerManagedPolicyReferenceToPermissionSet
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Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also

12


https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/AttachCustomerManagedPolicyReferenceToPermissionSet
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/AttachCustomerManagedPolicyReferenceToPermissionSet
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/AttachCustomerManagedPolicyReferenceToPermissionSet
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/AttachCustomerManagedPolicyReferenceToPermissionSet
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/AttachCustomerManagedPolicyReferenceToPermissionSet
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/AttachCustomerManagedPolicyReferenceToPermissionSet
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/AttachCustomerManagedPolicyReferenceToPermissionSet
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AttachManagedPolicyToPermissionSet

Attaches an Amazon managed policy ARN to a permission set.

(® Note

If the permission set is already referenced by one or more account assignments,

you will need to call ProvisionPermissionSet after this operation. Calling
ProvisionPermissionSet applies the corresponding IAM policy updates to all assigned
accounts.

Request Syntax

{
"InstanceArn": "string",
"ManagedPolicyArn": "string",
"PermissionSetArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service

Namespaces in the Amazon General Reference.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

AttachManagedPolicyToPermissionSet 13



IAM Identity Center API Reference

ManagedPolicyArn

The Amazon managed policy ARN to be attached to a permission set.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:iam: :aws:policy((/[A-Za-z0@-9\.,\
+@=_-]+)*)/([A-Za-z0-9\. ,\+=@_-]+)

Required: Yes

PermissionSetArn

The ARN of the PermissionSet that the managed policy should be attached to.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
20-9-.]1{16}/ps-[a-zA-20-9-./]1{16}

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

Response Elements 14
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ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason

The reason for the validation exception.

Errors 15
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also 16


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/AttachManagedPolicyToPermissionSet
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CreateAccountAssignment

Assigns access to a principal for a specified Amazon Web Services account using a specified
permission set.

(® Note

The term principal here refers to a user or group that is defined in IAM Identity Center.

(® Note

As part of a successful CreateAccountAssignment call, the specified permission

set will automatically be provisioned to the account in the form of an IAM policy. That
policy is attached to the IAM role created in IAM Identity Center. If the permission set is
subsequently updated, the corresponding IAM policies attached to roles in your accounts
will not be updated automatically. In this case, you must call ProvisionPermissionSet

to make these updates.

(® Note

After a successful response, call DescribeAccountAssignmentCreationStatus to
describe the status of an assignment creation request.

Request Syntax

{
"InstanceArn": "string",
"PermissionSetArn": "string",
"Principalld": "string",
"PrincipalType": "string",
"TargetId": "string",
"TargetType": "string"

}

CreateAccountAssignment

17
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Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the permission set that the admin wants to grant the principal access to.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}
Required: Yes
Principalld
An identifier for an object in IAM Identity Center, such as a user or group. Principallds are

GUIDs (For example, f81d4fae-7dec-11d0-a765-00a0c91e6bf6). For more information about
Principallds in IAM Identity Center, see the IAM Identity Center Identity Store API Reference.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 47.

Request Parameters 18
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Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]{8}-[A-Fa-f0-9]1{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]{4}-[A-Fa-f0-9]1{12}

Required: Yes
PrincipalType

The entity type for which the assignment will be created.
Type: String
Valid Values: USER | GROUP

Required: Yes
Targetld

TargetlID is an Amazon Web Services account identifier, (For example, 123456789012).
Type: String

Length Constraints: Fixed length of 12.

Pattern: \d{12}

Required: Yes
TargetType

The entity type for which the assignment will be created.
Type: String
Valid Values: AWS_ACCOUNT

Required: Yes

Response Syntax

"AccountAssignmentCreationStatus": {
"CreatedDate": number,
"FailureReason": "string",

Response Syntax 19
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"PermissionSetArn": "string",
"Principalld": "string",
"PrincipalType": "string",
"RequestId": "string",

"Status": "string",

"TargetId": "string",
n Ilstringll

"TargetType":

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AccountAssignmentCreationStatus

The status object for the account assignment creation operation.

Type: AccountAssignmentOperationStatus object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

Response Elements 20
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InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

See Also 21
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Amazon Command Line Interface V2

Amazon SDK for .NET V4

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also

22


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/CreateAccountAssignment
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/CreateAccountAssignment
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/CreateAccountAssignment
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/CreateAccountAssignment
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/CreateAccountAssignment
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/CreateAccountAssignment
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/CreateAccountAssignment
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/CreateAccountAssignment
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/CreateAccountAssignment
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/CreateAccountAssignment
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CreateApplication

Creates an OAuth 2.0 customer managed application in IAM Identity Center for the given
application provider.

(® Note

This APl does not support creating SAML 2.0 customer managed applications or Amazon
managed applications. To learn how to create an Amazon managed application, see the
application user guide. You can create a SAML 2.0 customer managed application in the
Amazon Web Services Management Console only. See Setting up customer managed SAML
2.0 applications. For more information on these application types, see Amazon managed

applications.

Request Syntax

{
"ApplicationProviderArn": "string",
"ClientToken": "string",
"Description": "string",
"InstanceArn": "string",
"Name": "string",
"PortalOptions": {
"SignInOptions": {
"ApplicationUrl": "string",
"Origin": "string"
},
"Visibility": "string"
},
"Status": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}
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Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationProviderArn

The ARN of the application provider under which the operation will run.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::aws:applicationProvider/[a-zA-
20-9-/1+

Required: Yes
ClientToken

Specifies a unique, case-sensitive ID that you provide to ensure the idempotency of the request.
This lets you safely retry the request without accidentally performing the same operation a
second time. Passing the same value to a later call to an operation requires that you also pass
the same value for all other parameters. We recommend that you use a UUID type of value.

If you don't provide this value, then Amazon generates a random one for you.

If you retry the operation with the same ClientToken, but with different parameters, the retry
fails with an IdempotentParameterMismatch error.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: [!-~]+

Required: No
Description

The description of the Application.

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 128.

Required: No

InstanceArn

The ARN of the instance of IAM Identity Center under which the operation will run. For more
information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service Namespaces
in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Name

The name of the Application.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 100.
Pattern: [\S\s]*

Required: Yes
PortalOptions

A structure that describes the options for the portal associated with an application.

Type: PortalOptions object

Required: No

Status
Specifies whether the application is enabled or disabled.
Type: String

Valid Values: ENABLED | DISABLED
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Required: No
Tags

Specifies tags to be attached to the application.
Type: Array of Tag objects
Array Members: Minimum number of 0 items. Maximum number of 75 items.

Required: No

Response Syntax

"ApplicationArn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

ApplicationArn

Specifies the ARN of the application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400
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ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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CreateApplicationAssignment

Grant application access to a user or group.

Request Syntax

{
"ApplicationArn": "string",
"Principalld": "string",
"PrincipalType": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

The ARN of the application for which the assignment is created.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}
Required: Yes

Principalld

An identifier for an object in IAM Identity Center, such as a user or group. Principallds are
GUIDs (For example, f81d4fae-7dec-11d0-a765-00a0c91e6bf6). For more information about
Principallds in 1AM Identity Center, see the IAM Identity Center Identity Store API Reference.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]1{12}
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Required: Yes
PrincipalType

The entity type for which the assignment will be created.
Type: String
Valid Values: USER | GROUP

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
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ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

Amazon Command Line Interface V2
Amazon SDK for .NET V4

Amazon SDK for C++

Amazon SDK for Go v2
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Amazon SDK for Java V2

Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also

32


https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/CreateApplicationAssignment
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/CreateApplicationAssignment
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/CreateApplicationAssignment
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/CreateApplicationAssignment
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/CreateApplicationAssignment
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/CreateApplicationAssignment

IAM Identity Center API Reference

Createlnstance

Creates an instance of IAM Identity Center for a standalone Amazon Web Services account that
is not managed by Amazon Organizations or a member Amazon Web Services account in an
organization. You can create only one instance per account and across all Amazon Web Services
Regions.

The Createlnstance request is rejected if the following apply:

« The instance is created within the organization management account.

« An instance already exists in the same account.

Request Syntax

{
"ClientToken": "string",
"Name": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
ClientToken

Specifies a unique, case-sensitive ID that you provide to ensure the idempotency of the request.
This lets you safely retry the request without accidentally performing the same operation a
second time. Passing the same value to a later call to an operation requires that you also pass
the same value for all other parameters. We recommend that you use a UUID type of value.

If you don't provide this value, then Amazon generates a random one for you.
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If you retry the operation with the same ClientToken, but with different parameters, the retry

fails with an IdempotentParameterMismatch error.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: [!-~]+

Required: No

Name

The name of the instance of IAM Identity Center.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 255.
Pattern: [\w+=, .@-]+

Required: No
Tags

Specifies tags to be attached to the instance of IAM Identity Center.
Type: Array of Tag objects
Array Members: Minimum number of 0 items. Maximum number of 75 items.

Required: No

Response Syntax

"InstanceArn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

Response Syntax
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The following data is returned in JSON format by the service.
InstanceArn
The ARN of the instance of IAM Identity Center under which the operation will run.

For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service

Namespaces in the Amazon General Reference.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
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ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

« Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3
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CreatelnstanceAccessControlAttributeConfiguration

Enables the attributes-based access control (ABAC) feature for the specified IAM Identity Center
instance. You can also specify new attributes to add to your ABAC configuration during the
enabling process. For more information about ABAC, see Attribute-Based Access Control in the IAM

Identity Center User Guide.

(® Note

After a successful response, call
DescribeInstanceAccessControlAttributeConfiguration to validate that
InstanceAccessControlAttributeConfiguration was created.

Request Syntax

{
"InstanceAccessControlAttributeConfiguration": {
"AccessControlAttributes": [
{
"Key": "string",
"Value": {
"Source": [ "string" ]
}
}
]
3,
"InstanceAzn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceAccessControlAttributeConfiguration

Specifies the IAM Identity Center identity store attributes to add to your ABAC configuration.
When using an external identity provider as an identity source, you can pass attributes through
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the SAML assertion. Doing so provides an alternative to configuring attributes from the IAM
Identity Center identity store. If a SAML assertion passes any of these attributes, IAM Identity
Center will replace the attribute value with the value from the IAM Identity Center identity
store.

Type: InstanceAccessControlAttributeConfiguration object

Required: Yes

InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.
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HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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CreatePermissionSet

Creates a permission set within a specified IAM Identity Center instance.

(@ Note

To grant users and groups access to Amazon Web Services account resources, use
CreateAccountAssignment .

Request Syntax

{
"Description": "string",
"InstanceArn": "string",
"Name": "string",
"RelayState": "string",
"SessionDuration": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Description

The description of the PermissionSet.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 700.

Pattern: [\u0009\u@00A\ud0@D\u0020-\ud@7E\UQQAL-\UQOFF]*
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Required: No

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Name

The name of the PermissionSet.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 32.
Pattern: [\w+=, .@-]+

Required: Yes
RelayState

Used to redirect users within the application during the federation authentication process.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 240.

Pattern: [a-zA-Z0-98$@#\\\/%?=~\-_""|"!:, .; *+\[\I\ \OLO\{\}I1+

Required: No

SessionDuration

The length of time that the application user sessions are valid in the ISO-8601 standard.

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 100.

Pattern: (-?)P(?=\d|T\d) (?: (\d+)Y)?(?:(\d+)M)?(?: (\d+)([DW]))?(?:T(?:(\d
+)H)?(?: (\d+)M)?(?: (\d+(?:\.\d+)?)S)?)?

Required: No
Tags

The tags to attach to the new PermissionSet.

Type: Array of Tag objects
Array Members: Minimum number of 0 items. Maximum number of 75 items.

Required: No

Response Syntax

{

"PermissionSet": {
"CreatedDate": number,
"Description": "string",
"Name": "string",
"PermissionSetArn": "string",
"RelayState": "string",
"SessionDuration": "string"

}

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

PermissionSet

Defines the level of access on an Amazon Web Services account.

Type: PermissionSet object

Response Syntax
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

ServiceQuotaExceededException

Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.
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Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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CreateTrustedTokenlssuer

Creates a connection to a trusted token issuer in an instance of IAM Identity Center. A trusted token
issuer enables trusted identity propagation to be used with applications that authenticate outside
of Amazon.

This trusted token issuer describes an external identity provider (IdP) that can generate claims or
assertions in the form of access tokens for a user. Applications enabled for IAM Identity Center can
use these tokens for authentication.

Request Syntax

{
"ClientToken": "string",
"InstanceAzn": "string",
"Name": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,
"TrustedTokenIssuerConfiguration": { ... },
"TrustedTokenIssuerType": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
ClientToken

Specifies a unique, case-sensitive ID that you provide to ensure the idempotency of the request.
This lets you safely retry the request without accidentally performing the same operation a
second time. Passing the same value to a later call to an operation requires that you also pass
the same value for all other parameters. We recommend that you use a UUID type of value..

If you don't provide this value, then Amazon generates a random one for you.
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If you retry the operation with the same ClientToken, but with different parameters, the retry
fails with an IdempotentParameterMismatch error.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: [ ! -~]+

Required: No

InstanceArn

Specifies the ARN of the instance of IAM Identity Center to contain the new trusted token issuer
configuration.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Name

Specifies the name of the new trusted token issuer configuration.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [\w+=, .@-]+

Required: Yes
Tags

Specifies tags to be attached to the new trusted token issuer configuration.
Type: Array of Tag objects

Array Members: Minimum number of 0 items. Maximum number of 75 items.
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Required: No

TrustedTokenlssuerConfiguration

Specifies settings that apply to the new trusted token issuer configuration. The settings that are
available depend on what TrustedTokenIssuerType you specify.

Type: TrustedTokenlssuerConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes
TrustedTokenlssuerType

Specifies the type of the new trusted token issuer.
Type: String
Valid Values: OIDC_JWT

Required: Yes

Response Syntax

"TrustedTokenIssuerArn": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

TrustedTokenlssuerArn

The ARN of the new trusted token issuer configuration.
Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.
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Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0::\d{12}:trustedTokenIssuer/(sso)?
ins-[a-zA-Z0-9-.]{16}/tti-[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{4}-[a-Tf0-9]{12}

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason

The reason for the throttling exception.
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HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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DeleteAccountAssignment

Deletes a principal's access from a specified Amazon Web Services account using a specified
permission set.

(@ Note

After a successful response, call DescribeAccountAssignmentDeletionStatus to
describe the status of an assignment deletion request.

Request Syntax

{
"InstanceArn": "string",
"PermissionSetArn": "string",
"Principalld": "string",
"PrincipalType": "string",
"TargetId": "string",
"TargetType": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}
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Required: Yes

PermissionSetArn

The ARN of the permission set that will be used to remove access.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}
Required: Yes
Principalld
An identifier for an object in IAM Identity Center, such as a user or group. Principallds are

GUIDs (For example, f81d4fae-7dec-11d0-a765-00a0c91e6bf6). For more information about
Principallds in IAM Identity Center, see the IAM Identity Center Identity Store API Reference.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]1{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]{12}

Required: Yes
PrincipalType

The entity type for which the assignment will be deleted.
Type: String
Valid Values: USER | GROUP

Required: Yes
Targetld

TargetlID is an Amazon Web Services account identifier, (For example, 123456789012).

Type: String
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Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: Yes
TargetType

The entity type for which the assignment will be deleted.
Type: String
Valid Values: AWS_ACCOUNT

Required: Yes

Response Syntax

{
"AccountAssignmentDeletionStatus": {
"CreatedDate": number,
"FailureReason": "string",
"PermissionSetArn": "string",
"Principalld": "string",
"PrincipalType": "string",
"RequestId": "string",
"Status": "string",
"TargetId": "string",
"TargetType": "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

AccountAssignmentDeletionStatus

The status object for the account assignment deletion operation.

Type: AccountAssignmentOperationStatus object

Response Syntax
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason

The reason for the throttling exception.
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HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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DeleteApplication

Deletes the association with the application. The connected service resource still exists.

Request Syntax

"ApplicationAzn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application. For more information about ARNs, see Amazon Resource
Names (ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason

The reason for the validation exception.
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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DeleteApplicationAccessScope

Deletes an IAM Identity Center access scope from an application.

Request Syntax

{
"ApplicationArn": "string",
"Scope": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application with the access scope to delete.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes
Scope

Specifies the name of the access scope to remove from the application.
Type: String

Pattern: ([A-Za-z0-9_1{1,50})(:[A-Za-z0-9_]1{1,50}){0,1}(:[A-Za-z0-9_]
{1,50}){0,1}

Required: Yes
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.
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Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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DeleteApplicationAssignment

Revoke application access to an application by deleting application assignments for a user or
group.

Request Syntax

{
"ApplicationAzn": "string",
"Principalld": "string",
"PrincipalType": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}
Required: Yes
Principalld
An identifier for an object in IAM Identity Center, such as a user or group. Principallds are

GUIDs (For example, f81d4fae-7dec-11d0-a765-00a0c91e6bf6). For more information about
Principallds in IAM Identity Center, see the IAM Identity Center Identity Store API Reference.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 47.
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Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]{8}-[A-Fa-f0-9]1{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]{4}-[A-Fa-f0-9]1{12}

Required: Yes
PrincipalType

The entity type for which the assignment will be deleted.
Type: String
Valid Values: USER | GROUP

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.
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HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

 Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
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« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also
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DeleteApplicationAuthenticationMethod
Deletes an authentication method from an application.

Request Syntax

"ApplicationArn": "string",
"AuthenticationMethodType": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application with the authentication method to delete.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes
AuthenticationMethodType

Specifies the authentication method type to delete from the application.
Type: String
Valid Values: IAM

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason

The reason for the throttling exception.
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HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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DeleteApplicationGrant
Deletes a grant from an application.

Request Syntax

{
"ApplicationArn": "string",
"GrantType": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application with the grant to delete.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes
GrantType

Specifies the type of grant to delete from the application.
Type: String

Valid Values: authorization_code | refresh_token |
urn:ietf:params:oauth:grant-type:jwt-bearer |
urn:ietf:params:oauth:grant-type:token-exchange

Required: Yes
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.
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Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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DeletelnlinePolicyFromPermissionSet

Deletes the inline policy from a specified permission set.

Request Syntax

"InstanceArn": "string",
"PermissionSetArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the permission set that will be used to remove access.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.]1{16}/ps-[a-zA-Z0-9-./]1{16}
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Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
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ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 75


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/DeleteInlinePolicyFromPermissionSet

IAM Identity Center API Reference

Deletelnstance

Deletes the instance of IAM Identity Center. Only the account that owns the instance can call this
API. Neither the delegated administrator nor member account can delete the organization instance,
but those roles can delete their own instance.

Request Syntax

"InstanceArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The ARN of the instance of IAM Identity Center under which the operation will run.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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Amazon Command Line Interface V2

Amazon SDK for .NET V4

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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DeletelnstanceAccessControlAttributeConfiguration

Disables the attributes-based access control (ABAC) feature for the specified IAM Identity Center
instance and deletes all of the attribute mappings that have been configured. Once deleted, any
attributes that are received from an identity source and any custom attributes you have previously
configured will not be passed. For more information about ABAC, see Attribute-Based Access
Control in the IAM Identity Center User Guide.

Request Syntax

"InstanceArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

DeletelnstanceAccessControlAttributeConfiguration 79



IAM Identity Center API Reference

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.
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Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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DeletePermissionsBoundaryFromPermissionSet

Deletes the permissions boundary from a specified PermissionSet.

Request Syntax

"InstanceArn": "string",
"PermissionSetArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the PermissionSet.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.
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Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 84
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DeletePermissionSet

Deletes the specified permission set.

Request Syntax

"InstanceArn": "string",
"PermissionSetArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the permission set that should be deleted.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.]1{16}/ps-[a-zA-Z0-9-./]1{16}
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Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
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ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 87
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DeleteTrustedTokenlssuer

Deletes a trusted token issuer configuration from an instance of IAM Identity Center.

(@ Note

Deleting this trusted token issuer configuration will cause users to lose access to any
applications that are configured to use the trusted token issuer.

Request Syntax

"TrustedTokenIssuerArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

TrustedTokenlssuerArn

Specifies the ARN of the trusted token issuer configuration to delete.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0::\d{12}:trustedTokenIssuer/(sso)?
ins-[a-zA-Z0-9-.]{16}/tti-[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-T0-9]
{4}-[a-f0-9]{12}

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason

The reason for the throttling exception.
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HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also 90
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DescribeAccountAssignmentCreationStatus

Describes the status of the assignment creation request.

Request Syntax

"AccountAssignmentCreationRequestId": "string",
"InstanceArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

AccountAssignmentCreationRequestid

The identifier that is used to track the request operation progress.
Type: String
Length Constraints: Fixed length of 36.

Pattern: \b[0-9a-f]1{8}\b-[0-9a-f]{4}-[0-9a-f1{4}-[0-9a-f]{4}-\b[0-9a-f]
{12}\b

Required: Yes

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}
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Required: Yes

Response Syntax

{
"AccountAssignmentCreationStatus": {
"CreatedDate": number,
"FailureReason": "string",
"PermissionSetArn": "string",
"Principalld": "string",
"PrincipalType": "string",
"RequestId": "string",
"Status": "string",
"TargetId": "string",
"TargetType": "string"
}
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AccountAssignmentCreationStatus

The status object for the account assignment creation operation.

Type: AccountAssignmentOperationStatus object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason

The reason for the access denied exception.

Response Syntax
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HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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DescribeAccountAssignmentDeletionStatus

Describes the status of the assignment deletion request.

Request Syntax

"AccountAssignmentDeletionRequestId": "string",
"InstanceArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

AccountAssignmentDeletionRequestid

The identifier that is used to track the request operation progress.
Type: String
Length Constraints: Fixed length of 36.

Pattern: \b[0-9a-f]1{8}\b-[0-9a-f]{4}-[0-9a-f1{4}-[0-9a-f]{4}-\b[0-9a-f]
{12}\b

Required: Yes

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}
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Required: Yes

Response Syntax

{
"AccountAssignmentDeletionStatus": {
"CreatedDate": number,
"FailureReason": "string",
"PermissionSetArn": "string",
"Principalld": "string",
"PrincipalType": "string",
"RequestId": "string",
"Status": "string",
"TargetId": "string",
"TargetType": "string"
}
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AccountAssignmentDeletionStatus

The status object for the account assignment deletion operation.

Type: AccountAssignmentOperationStatus object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason

The reason for the access denied exception.

Response Syntax
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HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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DescribeApplication

Retrieves the details of an application associated with an instance of IAM Identity Center.

Request Syntax

"ApplicationArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application. For more information about ARNs, see Amazon Resource

Names (ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes

Response Syntax

{
"ApplicationAccount": "string",
"ApplicationArn": "string",
"ApplicationProviderArn": "string",
"CreatedDate": number,
"CreatedFrom": "string",
"Description": "string",
"InstanceArn": "string",
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"Name": "string",
"PortalOptions": {
"SignInOptions": {
"ApplicationUrl": "string",
"Origin": "string"

},
"Visibility": "string"
},

"Status": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ApplicationAccount

The account ID.
Type: String
Length Constraints: Fixed length of 12.

Pattern: \d{12}
ApplicationArn

Specifies the ARN of the application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

ApplicationProviderArn

The ARN of the application provider under which the operation will run.
Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.
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Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::aws:applicationProvider/[a-zA-
Z0-9-/]1+

CreatedDate
The date the application was created.

Type: Timestamp

CreatedFrom

The Amazon Region where the application was created in IAM Identity Center.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 32.

Pattern: ([a-z]+-){2,3}\d
Description

The description of the Application.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

InstanceArn

The ARN of the IAM Identity Center application under which the operation will run. For more
information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service Namespaces
in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Name

The application name.

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 100.

Pattern: [\S\s]*
PortalOptions

A structure that describes the options for the portal associated with an application.

Type: PortalOptions object

Status
Specifies whether the application is enabled or disabled.
Type: String

Valid Values: ENABLED | DISABLED

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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DescribeApplicationAssignment

Retrieves a direct assignment of a user or group to an application. If the user doesn't have a
direct assignment to the application, the user may still have access to the application through
a group. Therefore, don't use this API to test access to an application for a user. Instead use
ListApplicationAssignmentsForPrincipal.

Request Syntax

{
"ApplicationArn": "string",
"PrincipalId": "string",
"PrincipalType": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application. For more information about ARNs, see Amazon Resource

Names (ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes
Principalld

An identifier for an object in IAM Identity Center, such as a user or group. Principallds are
GUIDs (For example, f81d4fae-7dec-11d0-a765-00a0c91e6bf6). For more information about
Principallds in 1AM Identity Center, see the IAM Identity Center Identity Store API Reference.

Type: String

DescribeApplicationAssignment 104


https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/welcome.html

IAM Identity Center API Reference

Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]1{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]{12}

Required: Yes
PrincipalType

The entity type for which the assignment will be created.
Type: String
Valid Values: USER | GROUP

Required: Yes

Response Syntax

{
"ApplicationArn": "string",
"Principalld": "string",
"PrincipalType": "string"

}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ApplicationArn

Specifies the ARN of the application. For more information about ARNs, see Amazon Resource
Names (ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}
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Principalld

An identifier for an object in IAM Identity Center, such as a user or group. Principallds are
GUIDs (For example, f81d4fae-7dec-11d0-a765-00a0c91e6bf6). For more information about
Principallds in 1AM Identity Center, see the IAM Identity Center Identity Store API Reference.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]1{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]{12}

PrincipalType

The entity type for which the assignment will be created.
Type: String

Valid Values: USER | GROUP

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Errors 106


https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/welcome.html

IAM ldentity Center API Reference

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

« Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3
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DescribeApplicationProvider

Retrieves details about a provider that can be used to connect an Amazon managed application or
customer managed application to IAM Identity Center.

Request Syntax

"ApplicationProviderArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationProviderArn

Specifies the ARN of the application provider for which you want details.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::aws:applicationProvider/[a-zA-
Z0-9-/]1+

Required: Yes

Response Syntax

"ApplicationProviderArn": "string",

"DisplayData": {
"Description": "string",

DisplayName": "string",
"IconUrl": "string"

iy

"FederationProtocol": "string",
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"ResourceServerConfig": {

"Scopes": {
"string" : {
"DetailedTitle": "string",
"LongDescription": "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ApplicationProviderArn

The ARN of the application provider.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::aws:applicationProvider/[a-zA-
Z0-9-/1+

DisplayData

A structure with details about the display data for the application provider.

Type: DisplayData object
FederationProtocol

The protocol used to federate to the application provider.
Type: String

Valid Values: SAML | OAUTH

ResourceServerConfig

A structure with details about the receiving application.
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Type: ResourceServerConfig object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.
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Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also 112


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/DescribeApplicationProvider
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/DescribeApplicationProvider
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/DescribeApplicationProvider
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/DescribeApplicationProvider
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/DescribeApplicationProvider
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/DescribeApplicationProvider
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/DescribeApplicationProvider
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/DescribeApplicationProvider
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/DescribeApplicationProvider
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/DescribeApplicationProvider

IAM Identity Center API Reference

Describelnstance

Returns the details of an instance of IAM Identity Center. The status can be one of the following:

o CREATE_IN_PROGRESS - The instance is in the process of being created. When the instance
is ready for use, Describelnstance returns the status of ACTIVE. While the instance is in the
CREATE_IN_PROGRESS state, you can call only Describelnstance and Deletelnstance operations.

o DELETE_IN_PROGRESS - The instance is being deleted. Returns AccessDeniedException
after the delete operation completes.

e ACTIVE - The instance is active.

Request Syntax

"InstanceArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The ARN of the instance of IAM Identity Center under which the operation will run.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Response Syntax
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"CreatedDate": number,
"EncryptionConfigurationDetails": {

"EncryptionStatus": "string",
"EncryptionStatusReason": "string",

"KeyType": "string",
KmsKeyArn": "string"

},

"IdentityStorelId": "string",
"InstanceArn": "string",
"Name": "string",
"OwnerAccountId": "string",
"Status": "string",
"StatusReason": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

CreatedDate
The date the instance was created.

Type: Timestamp

EncryptionConfigurationDetails

Contains the encryption configuration for your IAM Identity Center instance, including the
encryption status, KMS key type, and KMS key ARN.

Type: EncryptionConfigurationDetails object

IdentityStoreld

The identifier of the identity store that is connected to the instance of IAM Identity Center.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.

Pattern: [a-zA-Z0-9-]*
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InstanceArn

The ARN of the instance of IAM Identity Center under which the operation will run. For more
information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service Namespaces
in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Name

Specifies the instance name.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 255.

Pattern: [\w+=, .@-]+

OwnerAccountid

The identifier of the Amazon Web Services account for which the instance was created.
Type: String
Length Constraints: Fixed length of 12.

Pattern: \d{12}

Status
The status of the instance.
Type: String

Valid Values: CREATE_IN_PROGRESS | CREATE_FAILED | DELETE_IN_PROGRESS |
ACTIVE

StatusReason

Provides additional context about the current status of the IAM Identity Center instance. This
field is particularly useful when an instance is in a non-ACTIVE state, such as CREATE_FAILED.
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When an instance fails to create or update, this field contains information about the cause,
which may include issues with KMS key configuration, permission problems with the specified
KMS key, or service-related errors.

Type: String

Pattern: [\p{LI\p{MI\p{ZI\p{SI\p{NI\p{P}]1*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason

The reason for the validation exception.
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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DescribelnstanceAccessControlAttributeConfiguration

Returns the list of IAM Identity Center identity store attributes that have been configured to work
with attributes-based access control (ABAC) for the specified IAM Identity Center instance. This will
not return attributes configured and sent by an external identity provider. For more information
about ABAC, see Attribute-Based Access Control in the IAM Identity Center User Guide.

Request Syntax
{
"InstanceArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Response Syntax

"InstanceAccessControlAttributeConfiguration": {
"AccessControlAttributes": [

{

K_exll: Ilstringll’
"Value": {
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"Source": [ "string" ]

}
}
]
3,
"Status": "string",
"StatusReason": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

InstanceAccessControlAttributeConfiguration

Gets the list of IAM Identity Center identity store attributes that have been added to your ABAC
configuration.

Type: InstanceAccessControlAttributeConfiguration object

Status
The status of the attribute configuration process.
Type: String

Valid Values: ENABLED | CREATION_IN_PROGRESS | CREATION_FAILED

StatusReason

Provides more details about the current status of the specified attribute.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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Amazon Command Line Interface V2

Amazon SDK for .NET V4

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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DescribePermissionSet

Gets the details of the permission set.

Request Syntax

"InstanceArn": "string",
"PermissionSetArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the permission set.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.]1{16}/ps-[a-zA-Z0-9-./]1{16}
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Required: Yes

Response Syntax

"PermissionSet": {
"CreatedDate": number,
"Description": "string",

"Name": "string",

"PermissionSetArn": "string",

"RelayState": "string",
"SessionDuration": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

PermissionSet

Describes the level of access on an Amazon Web Services account.

Type: PermissionSet object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400
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InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2
 Amazon SDK for .NET V4

 Amazon SDK for C++
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Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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DescribePermissionSetProvisioningStatus

Describes the status for the given permission set provisioning request.

Request Syntax

"InstanceArn": "string",
"ProvisionPermissionSetRequestId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

ProvisionPermissionSetRequestid

The identifier that is provided by the ProvisionPermissionSet call to retrieve the current status
of the provisioning workflow.

Type: String

Length Constraints: Fixed length of 36.
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Pattern: \b[0-9a-f]{8}\b-[0-9a-f]{4}-[0-9a-T]{4}-[0-9a-T]{4}-\b[0-9a-]
{123\b

Required: Yes

Response Syntax

"PermissionSetProvisioningStatus": {
"AccountId": "string",
"CreatedDate": number,
"FailureReason": "string",
"PermissionSetArn": "string",

"RequestId": "string",
"Status": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

PermissionSetProvisioningStatus

The status object for the permission set provisioning operation.

Type: PermissionSetProvisioningStatus object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason

The reason for the access denied exception.
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HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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DescribeRegion

Retrieves details about a specific Region enabled in an IAM Identity Center instance. Details include
the Region name, current status (ACTIVE, ADDING, or REMOVING), the date when the Region was
added, and whether it is the primary Region. The request must be made from one of the enabled
Regions of the IAM Identity Center instance.

The following actions are related to DescribeRegion:

» AddRegion
» RemoveRegion

« ListRegions

Request Syntax

{
"InstanceAzn": "string",
"RegionName": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The Amazon Resource Name (ARN) of the IAM Identity Center instance.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes
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RegionName

The name of the Amazon Region to retrieve information about. The Region name must be 1-32
characters long and follow the pattern of Amazon Region names (for example, us-east-1).

Type: String
Length Constraints: Minimum length of 1. Maximum length of 32.
Pattern: ([a-z]+-){2,3}\d

Required: Yes

Response Syntax

{
"AddedDate": number,
"IsPrimaryRegion": boolean,
"RegionName": "string",
"Status": "string"

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
AddedDate

The timestamp when the Region was added to the IAM Identity Center instance. For the primary
Region, this is the IAM Identity Center instance creation time.

Type: Timestamp

IsPrimaryRegion

Indicates whether this is the primary Region where the IAM Identity Center instance was
originally enabled. For more information on the difference between the primary Region and
additional Regions, see IAM Identity Center User Guide

Type: Boolean
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RegionName

The Amazon Region name.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 32.

Pattern: ([a-z]+-){2,3}\d
Status

The current status of the Region. Valid values are ACTIVE (Region is operational), ADDING
(Region replication workflow is in progress), or REMOVING (Region removal workflow is in
progress).

Type: String

Valid Values: ACTIVE | ADDING | REMOVING

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.
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Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

« Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3
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DescribeTrustedTokenlssuer
Retrieves details about a trusted token issuer configuration stored in an instance of IAM Identity
Center. Details include the name of the trusted token issuer, the issuer URL, and the path of the

source attribute and the destination attribute for a trusted token issuer configuration.

Request Syntax

"TrustedTokenIssuerArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

TrustedTokenlssuerArn

Specifies the ARN of the trusted token issuer configuration that you want details about.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0::\d{12}:trustedTokenIssuer/(sso)?
ins-[a-zA-Z0-9-.]{16}/tti-[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{4}-[a-f0-9]{12}

Required: Yes

Response Syntax

{
"Name": "string",
"TrustedTokenIssuerArn": "string",
"TrustedTokenIssuerConfiguration": { ... },
"TrustedTokenIssuerType": "string"
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}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Name

The name of the trusted token issuer configuration.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.

Pattern: [\w+=, .@-]+

TrustedTokenlssuerArn

The ARN of the trusted token issuer configuration.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:ss0::\d{12}:trustedTokenIssuer/(sso)?
ins-[a-zA-Z0-9-.]{16}/tti-[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-T0-9]
{4}-[a-f0-9]{12}

TrustedTokenlssuerConfiguration

A structure the describes the settings that apply of this trusted token issuer.

Type: TrustedTokenlssuerConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

TrustedTokenlssuerType

The type of the trusted token issuer.
Type: String

Valid Values: OIDC_JIWT
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason

The reason for the validation exception.
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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DetachCustomerManagedPolicyReferenceFromPermissionSet

Detaches the specified customer managed policy from the specified PermissionSet.

Request Syntax

{
"CustomerManagedPolicyReference": {
"Name": "string",
"Path": "string"
1,
"InstanceArn": "string",
"PermissionSetArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

CustomerManagedPolicyReference

Specifies the name and path of a customer managed policy. You must have an IAM policy that
matches the name and path in each Amazon Web Services account where you want to deploy
your permission set.

Type: CustomerManagedPolicyReference object

Required: Yes

InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes
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PermissionSetArn

The ARN of the PermissionSet.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.]1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.
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HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

 Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

See Also 121


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/DetachCustomerManagedPolicyReferenceFromPermissionSet
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/DetachCustomerManagedPolicyReferenceFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/DetachCustomerManagedPolicyReferenceFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/DetachCustomerManagedPolicyReferenceFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/DetachCustomerManagedPolicyReferenceFromPermissionSet
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/DetachCustomerManagedPolicyReferenceFromPermissionSet

IAM ldentity Center API Reference

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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DetachManagedPolicyFromPermissionSet

Detaches the attached Amazon managed policy ARN from the specified permission set.

Request Syntax

{
"InstanceArn": "string",
"ManagedPolicyArn": "string",
"PermissionSetArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes
ManagedPolicyArn

The Amazon managed policy ARN to be detached from a permission set.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:iam: :aws:policy((/[A-Za-z0-5\.,\
+@=_-]1+)*)/([A-Za-z0-9\.,\+=@_-]+)
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Required: Yes

PermissionSetArn

The ARN of the PermissionSet from which the policy should be detached.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z20-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.
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HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

 Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
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« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 146
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GetApplicationAccessScope

Retrieves the authorized targets for an IAM Identity Center access scope for an application.

Request Syntax

{
"ApplicationArn": "string",
"Scope": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application with the access scope that you want to retrieve.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes
Scope

Specifies the name of the access scope for which you want the authorized targets.
Type: String

Pattern: ([A-Za-z0-9_1{1,50})(:[A-Za-z0-9_]1{1,50}){0,1}(:[A-Za-z0-9_]
{1,50}){0,1}

Required: Yes
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Response Syntax

{
"AuthorizedTargets": [ "string" ],
"Scope": "string"

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

AuthorizedTargets

An array of authorized targets associated with this access scope.

Type: Array of strings

Array Members: Minimum number of 1 item. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 100.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::(\d{12}:application/(sso)?ins-[a-
zA-Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16} ]| :instance/(sso)?ins-[a-zA-Z0-9-.]
{16})

Scope

The name of the access scope that can be used with the authorized targets.
Type: String

Pattern: ([A-Za-z0-9_1{1,50})(:[A-Za-z0-9_]1{1,50}){0,1}(:[A-Za-z0-9_]
{1,50}){0,1}

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.
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Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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Amazon Command Line Interface V2

Amazon SDK for .NET V4

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/GetApplicationAccessScope
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/GetApplicationAccessScope
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/GetApplicationAccessScope
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/GetApplicationAccessScope
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/GetApplicationAccessScope
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/GetApplicationAccessScope
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/GetApplicationAccessScope
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/GetApplicationAccessScope
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/GetApplicationAccessScope
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/GetApplicationAccessScope
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GetApplicationAssignmentConfiguration

Retrieves the configuration of PutApplicationAssignmentConfiguration.

Request Syntax

"ApplicationArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application. For more information about ARNs, see Amazon Resource

Names (ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes

Response Syntax

"AssignmentRequired": boolean

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

AssignmentRequired

If AssignmentsRequired is true (default value), users don't have access to the application
unless an assignment is created using the CreateApplicationAssignment API. If false, all users
have access to the application.

Type: Boolean

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.
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Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 153


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/GetApplicationAssignmentConfiguration
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GetApplicationAuthenticationMethod

Retrieves details about an authentication method used by an application.

Request Syntax

"ApplicationArn": "string",

"AuthenticationMethodType": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes
AuthenticationMethodType

Specifies the type of authentication method for which you want details.
Type: String
Valid Values: IAM

Required: Yes

Response Syntax
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"AuthenticationMethod": { ... }

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AuthenticationMethod

A structure that contains details about the requested authentication method.

Type: AuthenticationMethod object

Note: This object is a Union. Only one member of this object can be specified or returned.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 156
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https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/GetApplicationAuthenticationMethod
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https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/GetApplicationAuthenticationMethod
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/GetApplicationAuthenticationMethod
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GetApplicationGrant

Retrieves details about an application grant.

Request Syntax

"ApplicationArn": "string",
"GrantType": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application that contains the grant.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes
GrantType

Specifies the type of grant.
Type: String

Valid Values: authorization_code | refresh_token |
urn:ietf:params:oauth:grant-type:jwt-bearer |
urn:ietf:params:oauth:grant-type:token-exchange

Required: Yes
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Response Syntax

"Grant": { ... }

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Grant

A structure that describes the requested grant.
Type: Grant object

Note: This object is a Union. Only one member of this object can be specified or returned.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.
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Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

« Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3

See Also 159
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GetApplicationSessionConfiguration

Retrieves the session configuration for an application in IAM Identity Center.

The session configuration determines how users can access an application. This includes whether
user background sessions are enabled. User background sessions allow users to start a job on a
supported Amazon managed application without having to remain signed in to an active session
while the job runs.

Request Syntax

"ApplicationArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

The Amazon Resource Name (ARN) of the application for which to retrieve the session
configuration.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes

Response Syntax

"UserBackgroundSessionApplicationStatus": "string"
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}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

UserBackgroundSessionApplicationStatus

The status of user background sessions for the application.
Type: String

Valid Values: ENABLED | DISABLED

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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GetInlinePolicyForPermissionSet
Obtains the inline policy assigned to the permission set.

Request Syntax

"InstanceArn": "string",
"PermissionSetArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the permission set.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.]1{16}/ps-[a-zA-Z0-9-./]1{16}
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Required: Yes

Response Syntax

"InlinePolicy": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

InlinePolicy

The inline policy that is attached to the permission set.

(@ Note

For Length Constraints, if a valid ARN is provided for a permission set, it is possible
for an empty inline policy to be returned.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 32768.

Pattern: [\u@0@9\u@00A\ud00D\u0020-\udOFF]+

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason

The reason for the access denied exception.
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HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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GetPermissionsBoundaryForPermissionSet

Obtains the permissions boundary for a specified PermissionSet.

Request Syntax

"InstanceArn": "string",
"PermissionSetArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the PermissionSet.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes
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Response Syntax

{
"PermissionsBoundary": {
"CustomerManagedPolicyReference": {
"Name": "string",
"Path": "string"
1,
"ManagedPolicyArn": "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

PermissionsBoundary

The permissions boundary attached to the specified permission set.

Type: PermissionsBoundary object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.
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HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

 Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
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« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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ListAccountAssignmentCreationStatus

Lists the status of the Amazon Web Services account assignment creation requests for a specified
IAM Identity Center instance.

Request Syntax

{
"Filter": {
"Status": "string"
3,
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Filter

Filters results based on the passed attribute value.

Type: OperationStatusFilter object

Required: No

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}
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Required: Yes

MaxResults
The maximum number of results to display for the assignment.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No

Response Syntax

{
"AccountAssignmentsCreationStatus": [
{
"CreatedDate": number,
"RequestId": "string",
"Status": "string"
}
1,
"NextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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AccountAssignmentsCreationStatus

The status object for the account assignment creation operation.

Type: Array of AccountAssignmentOperationStatusMetadata objects

NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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ListAccountAssignmentDeletionStatus

Lists the status of the Amazon Web Services account assignment deletion requests for a specified
IAM Identity Center instance.

Request Syntax

{
"Filter": {
"Status": "string"
3,
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Filter

Filters results based on the passed attribute value.

Type: OperationStatusFilter object

Required: No

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}
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Required: Yes

MaxResults
The maximum number of results to display for the assignment.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No

Response Syntax

{
"AccountAssignmentsDeletionStatus": [
{
"CreatedDate": number,
"RequestId": "string",
"Status": "string"
}
1,
"NextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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AccountAssignmentsDeletionStatus

The status object for the account assignment deletion operation.

Type: Array of AccountAssignmentOperationStatusMetadata objects

NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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ListAccountAssignments
Lists the assignee of the specified Amazon Web Services account with the specified permission set.

Request Syntax

{
"AccountId": "string",
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string",
"PermissionSetArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Accountld
The identifier of the Amazon Web Services account from which to list the assignments.
Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: Yes

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.
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Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults
The maximum number of results to display for the assignment.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z20-9+=/_]*

Required: No

PermissionSetArn

The ARN of the permission set from which to list assignments.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z20-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}
Required: Yes

Response Syntax

"AccountAssignments": [
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{
"AccountId": "string",
"PermissionSetArn": "string",
"Principalld": "string",
"PrincipalType": "string"
}
1,
"NextToken": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AccountAssignments

The list of assignments that match the input Amazon Web Services account and permission set.

Type: Array of AccountAssignment objects

NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason

The reason for the access denied exception.
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HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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ListAccountAssignmentsForPrincipal

Retrieves a list of the IAM Identity Center associated Amazon Web Services accounts that the
principal has access to. This action must be called from the management account containing your
organization instance of IAM Identity Center. This action is not valid for account instances of IAM
Identity Center.

Request Syntax

{
"Filter": {
"AccountId": "string"
3,
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string",
"Principalld": "string",
"PrincipalType": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Filter

Specifies an Amazon Web Services account ID number. Results are filtered to only those that
match this ID number.

Type: ListAccountAssignmentsFilter object

Required: No

InstanceArn
Specifies the ARN of the instance of IAM Identity Center that contains the principal.
Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.
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Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults

Specifies the total number of results that you want included in each response. If additional
items exist beyond the number you specify, the NextToken response element is returned
with a value (not null). Include the specified value as the NextToken request parameter in

the next call to the operation to get the next set of results. Note that the service might return
fewer results than the maximum even when there are more results available. You should check
NextToken after every operation to ensure that you receive all of the results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

Specifies that you want to receive the next page of results. Valid only if you received a
NextToken response in the previous request. If you did, it indicates that more output is
available. Set this parameter to the value provided by the previous call's NextToken response
to request the next page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No
Principalld

Specifies the principal for which you want to retrieve the list of account assignments.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]1{12}
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Required: Yes
PrincipalType

Specifies the type of the principal.
Type: String
Valid Values: USER | GROUP

Required: Yes

Response Syntax

{
"AccountAssignments": [
{
"AccountId": "string",
"PermissionSetArn": "string",
"Principalld": "string",
"PrincipalType": "string"
}
1,
"NextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

AccountAssignments

An array list of the account assignments for the principal.

Type: Array of AccountAssignmentForPrincipal objects

NextToken

If present, this value indicates that more output is available than is included in the current
response. Use this value in the NextToken request parameter in a subsequent call to the
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operation to get the next part of the output. You should repeat this until the NextToken
response element comes back as null. This indicates that this is the last page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason

The reason for the throttling exception.
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HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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ListAccountsForProvisionedPermissionSet

Lists all the Amazon accounts where the specified permission set is provisioned.

Request Syntax

{
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string",
"PermissionSetArn": "string",
"ProvisioningStatus": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults

The maximum number of results to display for the PermissionSet.

Type: Integer

Valid Range: Minimum value of 1. Maximum value of 100.
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Required: No
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z20-9+=/_]*

Required: No

PermissionSetArn

The ARN of the PermissionSet from which the associated Amazon accounts will be listed.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.]1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes

ProvisioningStatus

The permission set provisioning status for an Amazon account.
Type: String

Valid Values: LATEST_PERMISSION_SET_PROVISIONED |
LATEST_PERMISSION_SET_NOT_PROVISIONED

Required: No

Response Syntax

"AccountIds": [ "string" ],
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"NextToken": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Accountlds

The list of Amazon AccountIds.

Type: Array of strings

Length Constraints: Fixed length of 12.

Pattern: \d{12}
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400
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InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2
 Amazon SDK for .NET V4

 Amazon SDK for C++
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Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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ListApplicationAccessScopes

Lists the access scopes and authorized targets associated with an application.

Request Syntax

{
"ApplicationArn": "string",
"MaxResults": number,
"NextToken": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes

MaxResults

Specifies the total number of results that you want included in each response. If additional
items exist beyond the number you specify, the NextToken response element is returned

with a value (not null). Include the specified value as the NextToken request parameter in

the next call to the operation to get the next set of results. Note that the service might return
fewer results than the maximum even when there are more results available. You should check
NextToken after every operation to ensure that you receive all of the results.

Type: Integer
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Valid Range: Minimum value of 1. Maximum value of 10.

Required: No
NextToken

Specifies that you want to receive the next page of results. Valid only if you received a
NextToken response in the previous request. If you did, it indicates that more output is
available. Set this parameter to the value provided by the previous call's NextToken response
to request the next page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No

Response Syntax

{
"NextToken": "string",
"Scopes": [
{
"AuthorizedTargets": [ "string" ],
"Scope": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
NextToken

If present, this value indicates that more output is available than is included in the current
response. Use this value in the NextToken request parameter in a subsequent call to the
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operation to get the next part of the output. You should repeat this until the NextToken
response element comes back as null. This indicates that this is the last page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Scopes

An array list of access scopes and their authorized targets that are associated with the
application.

Type: Array of ScopeDetails objects

Array Members: Minimum number of 0 items. Maximum number of 10 items.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 198


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/ListApplicationAccessScopes
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/ListApplicationAccessScopes
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/ListApplicationAccessScopes
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/ListApplicationAccessScopes
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/ListApplicationAccessScopes
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/ListApplicationAccessScopes
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/ListApplicationAccessScopes
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/ListApplicationAccessScopes
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/ListApplicationAccessScopes
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/ListApplicationAccessScopes

IAM Identity Center API Reference

ListApplicationAssignments
Lists Amazon Web Services account users that are assigned to an application.

Request Syntax

{
"ApplicationArn": "string",
"MaxResults": number,
"NextToken": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes

MaxResults

Specifies the total number of results that you want included in each response. If additional
items exist beyond the number you specify, the NextToken response element is returned

with a value (not null). Include the specified value as the NextToken request parameter in

the next call to the operation to get the next set of results. Note that the service might return
fewer results than the maximum even when there are more results available. You should check
NextToken after every operation to ensure that you receive all of the results.

Type: Integer
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Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

Specifies that you want to receive the next page of results. Valid only if you received a
NextToken response in the previous request. If you did, it indicates that more output is
available. Set this parameter to the value provided by the previous call's NextToken response

to request the next page of results.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Required: No

Response Syntax

{
"ApplicationAssignments": [
{
"ApplicationArn": "string",
"Principalld": "string",
"PrincipalType": "string"
}
1,
"NextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

ApplicationAssignments

The list of users assigned to an application.

Response Syntax

200



IAM Identity Center API Reference

Type: Array of ApplicationAssignment objects

NextToken

If present, this value indicates that more output is available than is included in the current
response. Use this value in the NextToken request parameter in a subsequent call to the
operation to get the next part of the output. You should repeat this until the NextToken
response element comes back as null. This indicates that this is the last page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
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ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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ListApplicationAssignmentsForPrincipal

Lists the applications to which a specified principal is assigned. You must provide a filter when
calling this action from a member account against your organization instance of IAM Identity
Center. A filter is not required when called from the management account against an organization
instance of IAM Identity Center, or from a member account against an account instance of IAM
Identity Center in the same account.

Request Syntax

{

"Filter": {
"ApplicationArn": "string"

3,
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string",
"Principalld": "string",
"PrincipalType": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Filter

Filters the output to include only assignments associated with the application that has the
specified ARN.

Type: ListApplicationAssignmentsFilter object

Required: No

InstanceArn
Specifies the instance of IAM Identity Center that contains principal and applications.

Type: String
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Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults

Specifies the total number of results that you want included in each response. If additional
items exist beyond the number you specify, the NextToken response element is returned

with a value (not null). Include the specified value as the NextToken request parameter in

the next call to the operation to get the next set of results. Note that the service might return
fewer results than the maximum even when there are more results available. You should check
NextToken after every operation to ensure that you receive all of the results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No

NextToken

Specifies that you want to receive the next page of results. Valid only if you received a
NextToken response in the previous request. If you did, it indicates that more output is
available. Set this parameter to the value provided by the previous call's NextToken response
to request the next page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No
Principalld

Specifies the unique identifier of the principal for which you want to retrieve its assignments.

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]{12}

Required: Yes
PrincipalType

Specifies the type of the principal for which you want to retrieve its assignments.
Type: String
Valid Values: USER | GROUP

Required: Yes

Response Syntax

{
"ApplicationAssignments": [
{
"ApplicationArn": "string",
"Principalld": "string",
"PrincipalType": "string"
}
1,
"NextToken": "string"
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ApplicationAssignments

An array list of the application assignments for the specified principal.

Type: Array of ApplicationAssignmentForPrincipal objects

Response Syntax 205



IAM Identity Center API Reference

NextToken

If present, this value indicates that more output is available than is included in the current
response. Use this value in the NextToken request parameter in a subsequent call to the
operation to get the next part of the output. You should repeat this until the NextToken
response element comes back as null. This indicates that this is the last page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

Errors
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ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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ListApplicationAuthenticationMethods
Lists all of the authentication methods supported by the specified application.

Request Syntax

"ApplicationArn": "string",
"NextToken": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application with the authentication methods you want to list.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes
NextToken

Specifies that you want to receive the next page of results. Valid only if you received a
NextToken response in the previous request. If you did, it indicates that more output is
available. Set this parameter to the value provided by the previous call's NextToken response
to request the next page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*
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Required: No

Response Syntax

{
"AuthenticationMethods": [
{
"AuthenticationMethod": {
"AuthenticationMethodType":
}
1,
"NextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

N

"string"

The following data is returned in JSON format by the service.

AuthenticationMethods

An array list of authentication methods for the specified application.

Type: Array of AuthenticationMethodltem objects

NextToken

If present, this value indicates that more output is available than is included in the current
response. Use this value in the NextToken request parameter in a subsequent call to the
operation to get the next part of the output. You should repeat this until the NextToken
response element comes back as null. This indicates that this is the last page of results.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.
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AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

Errors 210



IAM ldentity Center API Reference

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also 211


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/ListApplicationAuthenticationMethods
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/ListApplicationAuthenticationMethods
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/ListApplicationAuthenticationMethods
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/ListApplicationAuthenticationMethods
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/ListApplicationAuthenticationMethods
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/ListApplicationAuthenticationMethods
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/ListApplicationAuthenticationMethods
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/ListApplicationAuthenticationMethods
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/ListApplicationAuthenticationMethods
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/ListApplicationAuthenticationMethods

IAM ldentity Center

API Reference

ListApplicationGrants

List the grants associated with an application.

Request Syntax

"ApplicationArn": "string",
"NextToken": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application whose grants you want to list.

Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-

Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes
NextToken

Specifies that you want to receive the next page of results. Valid only if you received a

NextToken response in the previous request. If you did, it indicates that more output is

available. Set this parameter to the value provided by the previous call's NextToken response

to request the next page of results.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*
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Required: No

Response Syntax

{
"Grants": [
{
"Grant": { ... },
"GrantType": "string"
}
1,
"NextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Grants

An array list of structures that describe the requested grants.

Type: Array of Grantltem objects

NextToken

If present, this value indicates that more output is available than is included in the current
response. Use this value in the NextToken request parameter in a subsequent call to the

operation to get the next part of the output. You should repeat this until the NextToken

response element comes back as null. This indicates that this is the last page of results.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

Response Syntax
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AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

Errors 214
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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ListApplicationProviders

Lists the application providers configured in the IAM Identity Center identity store.

Request Syntax

"MaxResults": number,
"NextToken": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
MaxResults

Specifies the total number of results that you want included in each response. If additional
items exist beyond the number you specify, the NextToken response element is returned

with a value (not null). Include the specified value as the Next Token request parameter in

the next call to the operation to get the next set of results. Note that the service might return
fewer results than the maximum even when there are more results available. You should check
NextToken after every operation to ensure that you receive all of the results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No

NextToken
Specifies that you want to receive the next page of results. Valid only if you received a
NextToken response in the previous request. If you did, it indicates that more output is

available. Set this parameter to the value provided by the previous call's NextToken response
to request the next page of results.

Type: String
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Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [ -a-zA-Z0-9+=/_]*

Required: No

Response Syntax

"ApplicationProviders": [
{
"ApplicationProviderArn": "string",
"DisplayData": {
"Description": "string",

"DisplayName": "string",
"IconUrl": "string"

}I

"FederationProtocol": "string",
"ResourceServerConfig": {
"Scopes": {
"string" : {
"DetailedTitle": "string",
"LongDescription": "string

1,

"NextToken": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ApplicationProviders

An array list of structures that describe application providers.

Type: Array of ApplicationProvider objects

Response Syntax
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NextToken

If present, this value indicates that more output is available than is included in the current
response. Use this value in the NextToken request parameter in a subsequent call to the
operation to get the next part of the output. You should repeat this until the NextToken
response element comes back as null. This indicates that this is the last page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

Errors
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ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also 219


https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/ListApplicationProviders
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/ListApplicationProviders
https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/ListApplicationProviders
https://docs.amazonaws.cn/goto/SdkForGoV2/sso-admin-2020-07-20/ListApplicationProviders
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/ListApplicationProviders
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/sso-admin-2020-07-20/ListApplicationProviders
https://docs.amazonaws.cn/goto/SdkForKotlin/sso-admin-2020-07-20/ListApplicationProviders
https://docs.amazonaws.cn/goto/SdkForPHPV3/sso-admin-2020-07-20/ListApplicationProviders
https://docs.amazonaws.cn/goto/boto3/sso-admin-2020-07-20/ListApplicationProviders
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/ListApplicationProviders

IAM ldentity Center API Reference

ListApplications

Lists all applications associated with the instance of IAM Identity Center. When listing applications
for an organization instance in the management account, member accounts must use the
applicationAccount parameter to filter the list to only applications created from that account.
When listing applications for an account instance in the same member account, a filter is not
required.

Request Syntax

{
"Filter": {
"ApplicationAccount": "string",
"ApplicationProvider": "string"
1,
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Filter

Filters response results.

Type: ListApplicationsFilter object

Required: No
InstanceArn
The ARN of the IAM Identity Center application under which the operation will run. For more

information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service Namespaces
in the Amazon General Reference.

Type: String
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Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults

Specifies the total number of results that you want included in each response. If additional
items exist beyond the number you specify, the NextToken response element is returned

with a value (not null). Include the specified value as the NextToken request parameter in

the next call to the operation to get the next set of results. Note that the service might return
fewer results than the maximum even when there are more results available. You should check
NextToken after every operation to ensure that you receive all of the results.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

Specifies that you want to receive the next page of results. Valid only if you received a
NextToken response in the previous request. If you did, it indicates that more output is
available. Set this parameter to the value provided by the previous call's NextToken response
to request the next page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No

Response Syntax

"Applications": [
{
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"ApplicationAccount": "string",
"ApplicationArn": "string",
"ApplicationProviderArn": "string",
"CreatedDate": number,
"CreatedFrom": "string",
"Description": "string",
"InstanceArn": "string",

"Name": "string",

"PortalOptions": {
"SignInOptions": {
"ApplicationUrl": "string",
"Origin": "string"

3,
"Visibility": "string"
3,
"Status": "string"
}
1,
"NextToken": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Applications

Retrieves all applications associated with the instance.

Type: Array of Application objects

Array Members: Minimum number of 0 items. Maximum number of 50 items.

NextToken

If present, this value indicates that more output is available than is included in the current
response. Use this value in the NextToken request parameter in a subsequent call to the
operation to get the next part of the output. You should repeat this until the NextToken
response element comes back as null. This indicates that this is the last page of results.

Type: String
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Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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ListCustomerManagedPolicyReferencesinPermissionSet

Lists all customer managed policies attached to a specified PermissionSet.

Request Syntax

{
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string",
"PermissionSetArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults
The maximum number of results to display for the list call.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
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NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No

PermissionSetArn

The ARN of the PermissionSet.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes

Response Syntax

{
"CustomerManagedPolicyReferences": [
{
"Name": "string",
"Path": "string"
}
1,
"NextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

CustomerManagedPolicyReferences

Specifies the names and paths of the customer managed policies that you have attached to
your permission set.

Type: Array of CustomerManagedPolicyReference objects

NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.
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Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

« Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3
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Listinstances

Lists the details of the organization and account instances of IAM Identity Center that were created
in or visible to the account calling this API.

Request Syntax

"MaxResults": number,
"NextToken": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

MaxResults
The maximum number of results to display for the instance.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No

NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No
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Response Syntax

{
"Instances": [
{
"CreatedDate": number,
"IdentityStorelId": "string",
"InstanceArn": "string",
"Name": "string",
"OwnerAccountId": "string",
"Status": "string",
"StatusReason": "string"
}
1,
"NextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Instances
Lists the IAM Identity Center instances that the caller has access to.

Type: Array of InstanceMetadata objects

Array Members: Minimum number of 0 items. Maximum number of 10 items.

NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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Amazon Command Line Interface V2

Amazon SDK for .NET V4

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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ListManagedPoliciesinPermissionSet

Lists the Amazon managed policy that is attached to a specified permission set.

Request Syntax

{
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string",
"PermissionSetArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults

The maximum number of results to display for the PermissionSet.

Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
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NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z20-9+=/_]*

Required: No

PermissionSetArn

The ARN of the PermissionSet whose managed policies will be listed.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z20-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes

Response Syntax

{
"AttachedManagedPolicies": [
{
"Arn": "string",
"Name": "string"
}
1,
"NextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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AttachedManagedPolicies

An array of the AttachedManagedPolicy data type object.

Type: Array of AttachedManagedPolicy objects

NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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ListPermissionSetProvisioningStatus

Lists the status of the permission set provisioning requests for a specified IAM Identity Center
instance.

Request Syntax

{
"Filter": {
"Status": "string"
3,
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Filter

Filters results based on the passed attribute value.

Type: OperationStatusFilter object

Required: No

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}
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Required: Yes

MaxResults
The maximum number of results to display for the assignment.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No

Response Syntax

{
"NextToken": "string",
"PermissionSetsProvisioningStatus": [
{
"CreatedDate": number,
"RequestId": "string",
"Status": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

PermissionSetsProvisioningStatus

The status object for the permission set provisioning operation.

Type: Array of PermissionSetProvisioningStatusMetadata objects

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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ListPermissionSets

Lists the PermissionSets in an 1AM Identity Center instance.

Request Syntax

{
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service

Namespaces in the Amazon General Reference.

Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::instance/(sso)?ins-[a-zA-Z0-9-.]

{16}

Required: Yes

MaxResults

The maximum number of results to display for the assignment.

Type: Integer

Valid Range: Minimum value of 1. Maximum value of 100.

Required: No

ListPermissionSets
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NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No

Response Syntax

"NextToken": "string",
"PermissionSets": [ "string" ]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

PermissionSets

Defines the level of access on an Amazon account.

Type: Array of strings
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Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400
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ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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ListPermissionSetsProvisionedToAccount
Lists all the permission sets that are provisioned to a specified Amazon account.

Request Syntax

{
"AccountId": "string",
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string",
"ProvisioningStatus": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Accountld
The identifier of the Amazon account from which to list the assignments.
Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: Yes

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.

ListPermissionSetsProvisionedToAccount 246



IAM Identity Center API Reference

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults
The maximum number of results to display for the assignment.
Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z20-9+=/_]*

Required: No

ProvisioningStatus

The status object for the permission set provisioning operation.
Type: String

Valid Values: LATEST_PERMISSION_SET_PROVISIONED |
LATEST_PERMISSION_SET_NOT_PROVISIONED

Required: No

Response Syntax

"NextToken": "string",
"PermissionSets": [ "string" ]
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

PermissionSets

Defines the level of access that an Amazon account has.

Type: Array of strings

Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-

Z0-9-.]1{16}/ps-[a-zA-Z0-9-./]1{16}

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400
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InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2
 Amazon SDK for .NET V4

 Amazon SDK for C++
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Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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ListRegions

Lists all enabled Regions of an IAM Identity Center instance, including those that are being added
or removed. This operation returns Regions with ACTIVE, ADDING, or REMOVING status.

The following actions are related to ListRegions:

« AddRegion
« RemoveRegion

» DescribeRegion

Request Syntax

{
"InstanceArn": "string",
"MaxResults": number,
"NextToken": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The Amazon Resource Name (ARN) of the IAM Identity Center instance.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults

The maximum number of results to return in a single call. Default is 100.
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Type: Integer
Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z0-9+=/_]*

Required: No

Response Syntax

{
"NextToken": "string",
"Regions": [
{
"AddedDate": number,
"IsPrimaryRegion": boolean,
"RegionName": "string",
"Status": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
NextToken

The pagination token to be used in subsequent calls. If the value is null, then there are no more
entries.
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Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*
Regions

The list of Regions enabled in the IAM Identity Center instance, including Regions with ACTIVE,
ADDING, or REMOVING status.

Type: Array of RegionMetadata objects

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.
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Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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ListTagsForResource

Lists the tags that are attached to a specified resource.

Request Syntax

{
"InstanceAzn": "string",
"NextToken": "string",
"ResourceArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service

Namespaces in the Amazon General Reference.

Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]

{16}

Required: No
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API

calls to make subsequent calls.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 2048.

ListTagsForResource
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Pattern: [-a-zA-Z0-9+=/_]*

Required: No

ResourceArn
The ARN of the resource with the tags to be listed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 2048.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0::((:instance/(sso)?ins-[a-zA-Z0-9-.]
{16}) | (:permissionSet/(sso)?ins-[a-zA-Z0-9-.]{16}/ps-[a-zA-Z0-9-./]
{16}) | (\d{12}:application/(sso)?ins-[a-zA-Z0-9-.]1{16}/apl-[a-zA-Z0-9]
{16})| (\d{12}:trustedTokenIssuer/(sso)?ins-[a-zA-Z0-9-.]{16}/tti-[a-
f0-91{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{12}))

Required: Yes

Response Syntax

{
"NextToken": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
NextToken

The pagination token for the list API. Initially the value is null. Use the output of previous API
calls to make subsequent calls.
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Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*
Tags

A set of key-value pairs that are used to manage the resource.
Type: Array of Tag objects

Array Members: Minimum number of 0 items. Maximum number of 75 items.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

Errors

257



IAM ldentity Center API Reference

ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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ListTrustedTokenlssuers

Lists all the trusted token issuers configured in an instance of IAM Identity Center.

Request Syntax

{
"InstanceAzn": "string",
"MaxResults": number,
"NextToken": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

Specifies the ARN of the instance of IAM Identity Center with the trusted token issuer
configurations that you want to list.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

MaxResults

Specifies the total number of results that you want included in each response. If additional
items exist beyond the number you specify, the NextToken response element is returned

with a value (not null). Include the specified value as the Next Token request parameter in

the next call to the operation to get the next set of results. Note that the service might return
fewer results than the maximum even when there are more results available. You should check
NextToken after every operation to ensure that you receive all of the results.

Type: Integer
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Valid Range: Minimum value of 1. Maximum value of 100.

Required: No
NextToken

Specifies that you want to receive the next page of results. Valid only if you received a
NextToken response in the previous request. If you did, it indicates that more output is
available. Set this parameter to the value provided by the previous call's NextToken response
to request the next page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.
Pattern: [-a-zA-Z20-9+=/_]*

Required: No

Response Syntax

{
"NextToken": "string",
"TrustedTokenIssuers": [
{
"Name": "string",
"TrustedTokenIssuerArn": "string",
"TrustedTokenIssuerType": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
NextToken

If present, this value indicates that more output is available than is included in the current
response. Use this value in the NextToken request parameter in a subsequent call to the
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operation to get the next part of the output. You should repeat this until the NextToken
response element comes back as null. This indicates that this is the last page of results.

Type: String
Length Constraints: Minimum length of 0. Maximum length of 2048.

Pattern: [-a-zA-Z0-9+=/_]*

TrustedTokenlssuers

An array list of the trusted token issuer configurations.

Type: Array of TrustedTokenlssuerMetadata objects

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason

The reason for the access denied exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400
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ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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ProvisionPermissionSet
The process by which a specified permission set is provisioned to the specified target.

Request Syntax

{
"InstanceArn": "string",
"PermissionSetArn": "string",
"TargetId": "string",
"TargetType": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the permission set.
Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.
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Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes
Targetld

TargetID is an Amazon Web Services account identifier, (For example, 123456789012).
Type: String

Length Constraints: Fixed length of 12.

Pattern: \d{12}

Required: No
TargetType

The entity type for which the assignment will be created.
Type: String
Valid Values: AWS_ACCOUNT | ALL_PROVISIONED_ACCOUNTS

Required: Yes

Response Syntax

"PermissionSetProvisioningStatus": {
"AccountId": "string",
"CreatedDate": number,

"FailureReason": "string",
"PermissionSetArn": "string",

"RequestId": "string",

"Status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

PermissionSetProvisioningStatus

The status object for the permission set provisioning operation.

Type: PermissionSetProvisioningStatus object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
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ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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PutApplicationAccessScope

Adds or updates the list of authorized targets for an IAM Identity Center access scope for an
application.

Request Syntax

{
"ApplicationArn": "string",
"AuthorizedTargets": [ "string" 1],
"Scope": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application with the access scope with the targets to add or update.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes
AuthorizedTargets

Specifies an array list of ARNs that represent the authorized targets for this access scope.
Type: Array of strings
Array Members: Minimum number of 1 item. Maximum number of 10 items.

Length Constraints: Minimum length of 1. Maximum length of 100.
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Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::(\d{12}:application/(sso)?ins-[a-
zA-Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16} ]| :instance/(sso)?ins-[a-zA-Z0-9-.]
{16})

Required: No

Scope
Specifies the name of the access scope to be associated with the specified targets.
Type: String

Pattern: ([A-Za-z0-9_1{1,50})(:[A-Za-z0-9_]1{1,50}){0,1}(:[A-Za-z0-9_]
{1,50}){0,1}

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400
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InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2
 Amazon SDK for .NET V4

 Amazon SDK for C++
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Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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PutApplicationAssignmentConfiguration

Configure how users gain access to an application. If AssignmentsRequired is true (default
value), users don't have access to the application unless an assignment is created using
the CreateApplicationAssignment API. If false, all users have access to the application.

If an assignment is created using CreateApplicationAssignment., the user retains access if

AssignmentsRequired is set to true.

Request Syntax

"ApplicationArn": "string",
"AssignmentRequired": boolean

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application. For more information about ARNs, see Amazon Resource

Names (ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes

AssignmentRequired

If AssignmentsRequired is true (default value), users don't have access to the application
unless an assignment is created using the CreateApplicationAssignment API. If false, all users

have access to the application.
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Type: Boolean

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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https://docs.amazonaws.cn/goto/cli2/sso-admin-2020-07-20/PutApplicationAssignmentConfiguration
https://docs.amazonaws.cn/goto/DotNetSDKV4/sso-admin-2020-07-20/PutApplicationAssignmentConfiguration
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PutApplicationAuthenticationMethod

Adds or updates an authentication method for an application.

Request Syntax

{
"ApplicationArn": "string",
"AuthenticationMethod": { ... },
"AuthenticationMethodType": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application with the authentication method to add or update.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: Yes
AuthenticationMethod

Specifies a structure that describes the authentication method to add or update. The structure
type you provide is determined by the AuthenticationMethodType parameter.

Type: AuthenticationMethod object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes
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AuthenticationMethodType

Specifies the type of the authentication method that you want to add or update.
Type: String
Valid Values: IAM

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500
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ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

 Amazon SDK for C++
 Amazon SDK for Go v2
« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin
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« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 277
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PutApplicationGrant

Creates a configuration for an application to use grants. Conceptually grants are authorization to
request actions related to tokens. This configuration will be used when parties are requesting and
receiving tokens during the trusted identity propagation process. For more information on the IAM
Identity Center supported grant workflows, see SAML 2.0 and OAuth 2.0.

A grant is created between your applications and Identity Center instance which enables an
application to use specified mechanisms to obtain tokens. These tokens are used by your
applications to gain access to Amazon resources on behalf of users. The following elements are
within these exchanges:

» Requester - The application requesting access to Amazon resources.

» Subject - Typically the user that is requesting access to Amazon resources.

« Grant - Conceptually, a grant is authorization to access Amazon resources. These grants
authorize token generation for authenticating access to the requester and for the request to
make requests on behalf of the subjects. There are four types of grants:

« AuthorizationCode - Allows an application to request authorization through a series of user-
agent redirects.

o JWT bearer - Authorizes an application to exchange a JSON Web Token that came from an
external identity provider. To learn more, see RFC 6479.

» Refresh token - Enables application to request new access tokens to replace expiring or
expired access tokens.

« Exchange token - A grant that requests tokens from the authorization server by providing a
‘subject’ token with access scope authorizing trusted identity propagation to this application.
To learn more, see RFC 8693.

« Authorization server - IAM Identity Center requests tokens.

User credentials are never shared directly within these exchanges. Instead, applications use grants
to request access tokens from IAM Identity Center. For more information, see RFC 6479.

Use cases

« Connecting to custom applications.

» Configuring an Amazon service to make calls to another Amazon services using JWT tokens.
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Request Syntax

{
"ApplicationArn": "string",
"Grant": { ... },
"GrantType": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application to update.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes
Grant

Specifies a structure that describes the grant to update.
Type: Grant object
Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes
GrantType

Specifies the type of grant to update.

Type: String
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Valid Values: authorization_code | refresh_token |
urn:ietf:params:oauth:grant-type:jwt-bearer |
urn:ietf:params:oauth:grant-type:token-exchange

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.
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Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

« Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3
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PutApplicationSessionConfiguration

Updates the session configuration for an application in IAM Identity Center.

The session configuration determines how users can access an application. This includes whether
user background sessions are enabled. User background sessions allow users to start a job on a
supported Amazon managed application without having to remain signed in to an active session
while the job runs.

Request Syntax

"ApplicationArn": "string",

"UserBackgroundSessionApplicationStatus": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

The Amazon Resource Name (ARN) of the application for which to update the session
configuration.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z20-9]1{16}

Required: Yes

UserBackgroundSessionApplicationStatus

The status of user background sessions for the application.

Type: String
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Valid Values: ENABLED | DISABLED

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.
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HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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PutinlinePolicyToPermissionSet

Attaches an inline policy to a permission set.

(® Note
If the permission set is already referenced by one or more account assignments, you will
need to call ProvisionPermissionSet after this action to apply the corresponding
IAM policy updates to all assigned accounts.

Request Syntax

{
"InlinePolicy": "string",
"InstanceArn": "string",
"PermissionSetArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InlinePolicy

The inline policy to attach to a PermissionSet.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 32768.

Pattern: [\u0009\u@00A\u@@0D\ud020-\udoFF]+

Required: Yes

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service

Namespaces in the Amazon General Reference.
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Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the permission set.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z20-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400
ConflictException
Occurs when a conflict with a previous successful write is detected. This generally occurs when

the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

Response Elements 287



IAM Identity Center API Reference

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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Amazon Command Line Interface V2

Amazon SDK for .NET V4

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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PutPermissionsBoundaryToPermissionSet

Attaches an Amazon managed or customer managed policy to the specified PermissionSet as a

permissions boundary.

Request Syntax

"InstanceArn": "string",
"PermissionsBoundary": {

"CustomerManagedPolicyReference": {

"Name": "string",
"Path": "string"
1,
"ManagedPolicyArn": "string"

}I

"PermissionSetArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionsBoundary

The permissions boundary that you want to attach to a PermissionSet.

Type: PermissionsBoundary object
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Required: Yes

PermissionSetArn

The ARN of the PermissionSet.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.
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HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

 Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
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« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 293
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RemoveRegion

Removes an additional Region from an IAM Identity Center instance. This operation initiates an
asynchronous workflow to clean up IAM Identity Center resources in the specified additional
Region. The Region status is set to REMOVING and the Region record is deleted when the workflow
completes. The request must be made from the primary Region. The target Region cannot be the
primary Region, and no other add or remove Region workflows can be in progress.

The following actions are related to RemoveRegion:

» AddRegion
» DescribeRegion

« ListRegions

Request Syntax

{
"InstanceArn": "string",
"RegionName": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn
The Amazon Resource Name (ARN) of the IAM Identity Center instance.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes
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RegionName

The name of the Amazon Region to remove from the IAM Identity Center instance. The Region
name must be 1-32 characters long and follow the pattern of Amazon Region names (for
example, us-east-1). The primary Region cannot be removed.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 32.
Pattern: ([a-z]+-){2,3}\d

Required: Yes

Response Syntax

"Status": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Status

The status of the Region after the remove operation. The status is REMOVING when the
asynchronous workflow is in progress. The Region record is deleted when the workflow
completes.

Type: String

Valid Values: ACTIVE | ADDING | REMOVING

Errors

For information about the errors that are common to all actions, see Common Errors.
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AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.
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Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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TagResource

Associates a set of tags with a specified resource.

Request Syntax

{
"InstanceArn": "string",
"ResourceArn": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service
Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: No

ResourceArn
The ARN of the resource with the tags to be listed.

Type: String
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Length Constraints: Minimum length of 10. Maximum length of 2048.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0::((:instance/(sso)?ins-[a-zA-Z0-9-.]
{16}) | (:permissionSet/(sso)?ins-[a-zA-Z0-9-.]1{16}/ps-[a-zA-20-9-./]
{16})| (\d{12}:application/(sso)?ins-[a-zA-Z0-9-.]1{16}/apl-[a-zA-Z0-9]
{16} )| (\d{12}:trustedTokenIssuer/(sso)?ins-[a-zA-Z0-9-.]{16}/tti-[a-
f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}))

Required: Yes
Tags

A set of key-value pairs that are used to manage the resource.
Type: Array of Tag objects
Array Members: Minimum number of 0 items. Maximum number of 75 items.

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.
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HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400

ServiceQuotaExceededException
Indicates that the principal has crossed the permitted number of resources that can be created.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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Amazon Command Line Interface V2

Amazon SDK for .NET V4

Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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UntagResource

Disassociates a set of tags from a specified resource.

Request Syntax
{
"InstanceArn": "string",
"ResourceArn": "string",

"TagKeys": [ "string" 1]

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service

Namespaces in the Amazon General Reference.

Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]

{16}

Required: No

ResourceArn

The ARN of the resource with the tags to be listed.

Type: String

Length Constraints: Minimum length of 10. Maximum length of 2048.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::((:instance/(sso)?ins-[a-zA-Z0-9-.]
{16})| (:permissionSet/(sso)?ins-[a-zA-Z0-9-.]{16}/ps-[a-zA-Z0-9-./]
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{16}) | (\d{12}:application/(sso)?ins-[a-zA-Z0-9-.]1{16}/apl-[a-zA-Z0-9]
{16}) | (\d{12}:trustedTokenIssuer/(sso)?ins-[a-zA-Z0-9-.]{16}/tti-[a-
f0-9]{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}))

Required: Yes
TagKeys

The keys of tags that are attached to the resource.
Type: Array of strings
Array Members: Minimum number of 1 item. Maximum number of 75 items.

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: ([\p{L}\p{Z}\p{N}_.:/=+\-@]1*)

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.
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HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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UpdateApplication
Updates application properties.

Request Syntax

{
"ApplicationArn": "string",
"Description”: "string",
"Name": "string",
"PortalOptions": {
"SignInOptions": {
"ApplicationUrl": "string",
"Origin": "string"
}
},
"Status": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationArn

Specifies the ARN of the application. For more information about ARNs, see Amazon Resource
Names (ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes
Description

The description of the Application.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.

Required: No

Name

Specifies the updated name for the application.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 100.
Pattern: [\S\s]*

Required: No
PortalOptions

A structure that describes the options for the portal associated with an application.

Type: UpdateApplicationPortalOptions object

Required: No
Status

Specifies whether the application is enabled or disabled.
Type: String
Valid Values: ENABLED | DISABLED

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.
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AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Errors 308



IAM ldentity Center API Reference

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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Updatelnstance

Update the details for the instance of IAM Identity Center that is owned by the Amazon Web
Services account.

Request Syntax

{

"EncryptionConfiguration": {
"KeyType": "string",
"KmsKeyArn": "string"

3,

"InstanceAzn": "string",

"Name": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

EncryptionConfiguration

Specifies the encryption configuration for your IAM Identity Center instance. You can use this
to configure customer managed KMS keys or Amazon owned KMS keys for encrypting your
instance data.

Type: EncryptionConfiguration object

Required: No

InstanceArn

The ARN of the instance of IAM Identity Center under which the operation will run. For more
information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service Namespaces
in the Amazon General Reference.

Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.
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Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Name

Updates the instance name.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 255.
Pattern: [\w+=, .@-]+

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

Response Elements 311



IAM Identity Center API Reference

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2
 Amazon SDK for .NET V4

 Amazon SDK for C++
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Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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UpdatelnstanceAccessControlAttributeConfiguration

Updates the IAM Identity Center identity store attributes that you can use with the IAM Identity
Center instance for attributes-based access control (ABAC). When using an external identity
provider as an identity source, you can pass attributes through the SAML assertion as an alternative
to configuring attributes from the IAM Identity Center identity store. If a SAML assertion passes
any of these attributes, IAM Identity Center replaces the attribute value with the value from the
IAM Identity Center identity store. For more information about ABAC, see Attribute-Based Access
Control in the IAM Identity Center User Guide.

Request Syntax

{
"InstanceAccessControlAttributeConfiguration": {
"AccessControlAttributes": [
{
"Key": "string",
"Value": {
"Source": [ "string" ]
}
}
]
1,
"InstanceAzn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

InstanceAccessControlAttributeConfiguration

Updates the attributes for your ABAC configuration.

Type: InstanceAccessControlAttributeConfiguration object

Required: Yes
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InstanceArn
The ARN of the IAM Identity Center instance under which the operation will be executed.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.
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HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

 Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
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« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3
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UpdatePermissionSet

Updates an existing permission set.

Request Syntax

{
"Description": "string",
"InstanceArn": "string",
"PermissionSetArn": "string",
"RelayState": "string",
"SessionDuration": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Description

The description of the PermissionSet.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 700.
Pattern: [\u0009\u@00A\ud0@D\u0020-\ud@7E\UOQAL-\UQOFF]*

Required: No

InstanceArn

The ARN of the IAM Identity Center instance under which the operation will be executed.
For more information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service

Namespaces in the Amazon General Reference.
Type: String

Length Constraints: Minimum length of 10. Maximum length of 1224.
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Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: Yes

PermissionSetArn

The ARN of the permission set.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: Yes
RelayState
Used to redirect users within the application during the federation authentication process.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 240.
Pattern: [a-zA-Z0-9&$@#\\\/%?=~\-_""[!:, .; *\[\I\ \O\\{\}1+

Required: No

SessionDuration

The length of time that the application user sessions are valid for in the ISO-8601 standard.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.

Pattern: (-?)P(?=\d|T\d) (?: (\d+)Y)?(?:(\d+)M)?(?:(\d+)([DW]))?(?:T(?:(\d
+)H)?(?: (\d+)M)?(?: (\d+(?:\.\d+)?)S)?)?

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.

HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason

The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason

The reason for the throttling exception.
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HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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UpdateTrustedTokenlssuer

Updates the name of the trusted token issuer, or the path of a source attribute or destination
attribute for a trusted token issuer configuration.

(® Note

Updating this trusted token issuer configuration might cause users to lose access to any
applications that are configured to use the trusted token issuer.

Request Syntax

{
"Name": "string",
"TrustedTokenIssuerArn": "string",
"TrustedTokenIssuerConfiguration": { ... }
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Name

Specifies the updated name to be applied to the trusted token issuer configuration.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 255.

Pattern: [\w+=, .@-]+

Required: No

TrustedTokenlssuerArn

Specifies the ARN of the trusted token issuer configuration that you want to update.

Type: String
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Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0::\d{12}:trustedTokenIssuer/(sso)?
ins-[a-zA-Z0-9-.]{16}/tti-[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{4}-[a-f0-9]{12}

Required: Yes

TrustedTokenlssuerConfiguration

Specifies a structure with settings to apply to the specified trusted token issuer. The settings
that you can provide are determined by the type of the trusted token issuer that you are
updating.

Type: TrustedTokenlssuerUpdateConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

You do not have sufficient access to perform this action.

Reason
The reason for the access denied exception.

HTTP Status Code: 400

ConflictException

Occurs when a conflict with a previous successful write is detected. This generally occurs when
the previous write did not have time to propagate to the host serving the current request. A
retry (with appropriate backoff logic) is the recommended response to this exception.
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HTTP Status Code: 400

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

HTTP Status Code: 500

ResourceNotFoundException

Indicates that a requested resource is not found.

Reason
The reason for the resource not found exception.

HTTP Status Code: 400
ThrottlingException

Indicates that the principal has crossed the throttling limits of the API operations.

Reason
The reason for the throttling exception.

HTTP Status Code: 400

ValidationException

The request failed because it contains a syntax error.

Reason
The reason for the validation exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface V2

« Amazon SDK for .NET V4
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Amazon SDK for C++

Amazon SDK for Go v2
Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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Data Types

The IAM Identity Center API contains several data types that various actions use. This section
describes each data type in detail.

(@ Note

The order of each element in a data type structure is not guaranteed. Applications should
not assume a particular order.

The following data types are supported:

o AccessControlAttribute

o AccessControlAttributeValue

o AccountAssignment

» AccountAssignmentForPrincipal

o AccountAssignmentOperationStatus

« AccountAssignmentOperationStatusMetadata

« Application
» ApplicationAssignment

» ApplicationAssignmentForPrincipal

» ApplicationProvider

« AttachedManagedPolicy

+ AuthenticationMethod

« AuthenticationMethodltem

+ AuthorizationCodeGrant

+ AuthorizedTokenlssuer

« CustomerManagedPolicyReference

» DisplayData
» EncryptionConfiguration

» EncryptionConfigurationDetails

e Grant
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Grantltem

lamAuthenticationMethod

InstanceAccessControlAttributeConfiguration

InstanceMetadata

JwtBearerGrant

ListAccountAssignmentsFilter

ListApplicationAssignmentsFilter

ListApplicationsFilter

OidcJwtConfiguration

OidcJwtUpdateConfiguration

OperationStatusFilter

PermissionsBoundary

PermissionSet

PermissionSetProvisioningStatus

PermissionSetProvisioningStatusMetadata

PortalOptions

RefreshTokenGrant

RegionMetadata

ResourceServerConfig

ResourceServerScopeDetails

ScopeDetails
SignIinOptions

Tag
TokenExchangeGrant

TrustedTokenlssuerConfiguration

TrustedTokenlssuerMetadata

TrustedTokenlssuerUpdateConfiguration

UpdateApplicationPortalOptions
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AccessControlAttribute

These are IAM Identity Center identity store attributes that you can configure for use in attributes-
based access control (ABAC). You can create permissions policies that determine who can access
your Amazon resources based upon the configured attribute values. When you enable ABAC and
specify AccessControlAttributes, IAM Identity Center passes the attribute values of the
authenticated user into 1AM for use in policy evaluation.

Contents
Key

The name of the attribute associated with your identities in your identity source. This is used to
map a specified attribute in your identity source with an attribute in IAM Identity Center.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\p{LI\p{Z\p{N}_.:\/=+\-el+

Required: Yes

Value
The value used for mapping a specified attribute to an identity source.

Type: AccessControlAttributeValue object

Required: Yes

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AccessControlAttributeValue

The value used for mapping a specified attribute to an identity source. For more information, see
Attribute mappings in the IAM Identity Center User Guide.

Contents

Source
The identity source to use when mapping a specified attribute to IAM Identity Center.
Type: Array of strings
Array Members: Fixed number of 1 item.
Length Constraints: Minimum length of 0. Maximum length of 256.

Pattern: [\p{LI\p{ZI\p{NI_. :\/=+\-\[\I\{\F\$\\"]*

Required: Yes

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AccountAssignment

The assignment that indicates a principal's limited access to a specified Amazon account with a
specified permission set.

(® Note

The term principal here refers to a user or group that is defined in IAM Identity Center.

Contents

Accountld
The identifier of the Amazon account.
Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: No

PermissionSetArn

The ARN of the permission set. For more information about ARNs, see Amazon Resource Names

(ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.]1{16}/ps-[a-zA-20-9-./]1{16}

Required: No
Principalld

An identifier for an object in IAM Identity Center, such as a user or group. Principallds are
GUIDs (For example, f81d4fae-7dec-11d0-a765-00a0c91e6bf6). For more information about
Principallds in IAM Identity Center, see the IAM Identity Center Identity Store API Reference.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]1{8}-[A-Fa-f0-9]1{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]{12}

Required: No
PrincipalType

The entity type for which the assignment will be created.
Type: String
Valid Values: USER | GROUP

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
e« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AccountAssignmentForPrincipal

A structure that describes an assignment of an Amazon Web Services account to a principal and the
permissions that principal has in the account.

Contents
Accountld
The account ID number of the Amazon Web Services account.
Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: No

PermissionSetArn

The ARN of the IAM Identity Center permission set assigned to this principal for this Amazon
Web Services account.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: No
Principalld

The ID of the principal.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]{8}-[A-Fa-f0-9]1{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]1{12}
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Required: No
PrincipalType

The type of the principal.
Type: String
Valid Values: USER | GROUP

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 333
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AccountAssignmentOperationStatus

The status of the creation or deletion operation of an assignment that a principal needs to access
an account.

Contents

CreatedDate
The date that the permission set was created.
Type: Timestamp

Required: No

FailureReason
The message that contains an error or exception in case of an operation failure.
Type: String
Pattern: [\p{LI\p{MIN\p{ZN\p{SH\p{N\p{P}]*

Required: No

PermissionSetArn

The ARN of the permission set. For more information about ARNs, see Amazon Resource Names
(ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: No
Principalld

An identifier for an object in IAM Identity Center, such as a user or group. Principallds are
GUIDs (For example, f81d4fae-7dec-11d0-a765-00a0c91e6bf6). For more information about
Principallds in IAM Identity Center, see the IAM Identity Center Identity Store API Reference.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]1{10}-|)[A-Fa-f0-9]{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]{4}-[A-Fa-f0-9]{12}

Required: No
PrincipalType

The entity type for which the assignment will be created.
Type: String
Valid Values: USER | GROUP

Required: No
Requestid

The identifier for tracking the request operation that is generated by the universally unique
identifier (UUID) workflow.

Type: String
Length Constraints: Fixed length of 36.

Pattern: \b[0-9a-f]{8}\b-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-T]{4}-\b[0-9a-]
{123\b

Required: No
Status

The status of the permission set provisioning process.
Type: String
Valid Values: IN_PROGRESS | FAILED | SUCCEEDED

Required: No
Targetid

TargetID is an Amazon Web Services account identifier, (For example, 123456789012).
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Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: No
TargetType

The entity type for which the assignment will be created.
Type: String
Valid Values: AWS_ACCOUNT

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 336
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AccountAssignmentOperationStatusMetadata

Provides information about the AccountAssignment creation request.

Contents

CreatedDate
The date that the permission set was created.
Type: Timestamp

Required: No
Requestid

The identifier for tracking the request operation that is generated by the universally unique
identifier (UUID) workflow.

Type: String
Length Constraints: Fixed length of 36.

Pattern: \b[0-9a-f]1{8}\b-[0-9a-f]{4}-[0-9a-f1{4}-[0-9a-f]1{4}-\b[0-9a-f]
{12}\b

Required: No
Status

The status of the permission set provisioning process.
Type: String
Valid Values: IN_PROGRESS | FAILED | SUCCEEDED

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 338
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Application
A structure that describes an application that uses IAM Identity Center for access management.

Contents
ApplicationAccount
The Amazon Web Services account ID number of the application.
Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: No
ApplicationArn

The ARN of the application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: No

ApplicationProviderArn
The ARN of the application provider for this application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::aws:applicationProvider/[a-zA-
Z0-9-/]1+

Required: No
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CreatedDate
The date and time when the application was originally created.
Type: Timestamp

Required: No

CreatedFrom
The Amazon Region where the application was created in IAM Identity Center.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 32.
Pattern: ([a-z]+-){2,3}\d

Required: No

Description
The description of the application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.

Required: No

InstanceArn

The ARN of the instance of IAM Identity Center that is configured with this application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: No

Name

The name of the application.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.
Pattern: [\S\s]*

Required: No
PortalOptions

A structure that describes the options for the access portal associated with this application.

Type: PortalOptions object

Required: No
Status

The current status of the application in this instance of IAM Identity Center.
Type: String
Valid Values: ENABLED | DISABLED

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 341
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ApplicationAssignment
A structure that describes an assignment of a principal to an application.

Contents
ApplicationArn
The ARN of the application that has principals assigned.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: Yes
Principalld

The unique identifier of the principal assigned to the application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]{10}-|)[A-Fa-f0-9]{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]1{12}

Required: Yes
PrincipalType

The type of the principal assigned to the application.
Type: String
Valid Values: USER | GROUP

Required: Yes
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 343
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ApplicationAssignmentForPrincipal
A structure that describes an application to which a principal is assigned.

Contents

ApplicationArn
The ARN of the application to which the specified principal is assigned.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.1{16}/apl-[a-zA-Z0-9]1{16}

Required: No
Principalld

The unique identifier of the principal assigned to the application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 47.

Pattern: ([0-9a-f]{10}-|)[A-Fa-f0-9]{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-
Fa-f0-9]1{4}-[A-Fa-f0-9]1{12}

Required: No
PrincipalType

The type of the principal assigned to the application.
Type: String
Valid Values: USER | GROUP

Required: No
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 345
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ApplicationProvider

A structure that describes a provider that can be used to connect an Amazon managed application
or customer managed application to IAM Identity Center.

Contents

ApplicationProviderArn
The ARN of the application provider.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::aws:applicationProvider/[a-zA-
20-9-/1+

Required: Yes
DisplayData

A structure that describes how IAM Identity Center represents the application provider in the
portal.

Type: DisplayData object

Required: No

FederationProtocol
The protocol that the application provider uses to perform federation.
Type: String
Valid Values: SAML | OAUTH

Required: No

ResourceServerConfig
A structure that describes the application provider's resource server.

Type: ResourceServerConfig object
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Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 347
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AttachedManagedPolicy

A structure that stores a list of managed policy ARNs that describe the associated Amazon
managed policy.

Contents

Arn

The ARN of the Amazon managed policy. For more information about ARNs, see Amazon
Resource Names (ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:iam: :aws:policy((/[A-Za-z0@-9\.,\
+@=_-]1+)*)/([A-Za-z0-9\. ,\+=@_-]+)

Required: No

Name
The name of the Amazon managed policy.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AuthenticationMethod

A structure that describes an authentication method that can be used by an application.

Contents

/A Important

This data type is a UNION, so only one of the following members can be specified when
used or returned.

lam
A structure that describes details for IAM authentication.

Type: lamAuthenticationMethod object

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AuthenticationMethodIltem

A structure that describes an authentication method and its type.

Contents

AuthenticationMethod

A structure that describes an authentication method. The contents of this structure is
determined by the AuthenticationMethodType.

Type: AuthenticationMethod object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: No
AuthenticationMethodType

The type of authentication that is used by this method.
Type: String
Valid Values: TAM

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AuthorizationCodeGrant

A structure that defines configuration settings for an application that supports the OAuth 2.0
Authorization Code Grant.

Contents

RedirectUris

A list of URIs that are valid locations to redirect a user's browser after the user is authorized.

(® Note

RedirectUris is required when the grant type is authorization_code.

Type: Array of strings
Array Members: Minimum number of 1 item. Maximum number of 10 items.

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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AuthorizedTokenlssuer

A structure that describes a trusted token issuer and associates it with a set of authorized
audiences.

Contents

AuthorizedAudiences

An array list of authorized audiences, or applications, that can consume the tokens generated by
the associated trusted token issuer.

Type: Array of strings
Array Members: Minimum number of 1 item. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 512.

Required: No

TrustedTokenlssuerArn
The ARN of the trusted token issuer.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:ss0::\d{12}:trustedTokenIssuer/(sso)?
ins-[a-zA-Z0-9-.]{16}/tti-[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-T0-9]
{4}-[a-f0-9]{12}

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++

« Amazon SDK for Java V2

AuthorizedTokenlssuer 352


https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/AuthorizedTokenIssuer
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/AuthorizedTokenIssuer

IAM ldentity Center API Reference

« Amazon SDK for Ruby V3

See Also 353
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CustomerManagedPolicyReference

Specifies the name and path of a customer managed policy. You must have an IAM policy that
matches the name and path in each Amazon Web Services account where you want to deploy your
permission set.

Contents
Name

The name of the IAM policy that you have configured in each account where you want to deploy
your permission set.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, .@-]+

Required: Yes
Path

The path to the IAM policy that you have configured in each account where you want to deploy
your permission set. The default is /. For more information, see Friendly names and paths in the
IAM User Guide.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 512.
Pattern: ((/[A-Za-z0-9\.,\+@=_-1+)*)/

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon SDK for C++
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« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 355
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DisplayData
A structure that describes how the portal represents an application provider.

Contents

Description
The description of the application provider that appears in the portal.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.

Required: No
DisplayName

The name of the application provider that appears in the portal.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.

Required: No

IconUrl
A URL that points to an icon that represents the application provider.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 768.
Pattern: (http|https):\/\/.*

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 357
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EncryptionConfiguration

A structure that specifies the KMS key type and KMS key ARN used to encrypt data in your IAM
Identity Center instance.

Contents
KeyType
The type of KMS key used for encryption.
Type: String
Valid Values: AWS_OWNED_KMS_KEY | CUSTOMER_MANAGED_KEY

Required: Yes
KmsKeyArn

The ARN of the KMS key used to encrypt data. Required when KeyType is
CUSTOMER_MANAGED_KEY. Cannot be specified when KeyType is AWS_OWNED_KMS_KEY.

Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:kms:([a-z]{2,}(-[a-z0-9]+)+){1}:[0-9]
{12} :key/(mrk-[a-f0-9]1{32}|[0-9a-f]1{8}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-f]
{4}-[0-9a-f]1{123})

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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EncryptionConfigurationDetails

The encryption configuration of your IAM Identity Center instance, including the key type, KMS key
ARN, and current encryption status.

Contents
EncryptionStatus
The current status of encryption configuration.
Type: String
Valid Values: UPDATING | ENABLED | UPDATE_FAILED

Required: No

EncryptionStatusReason

Provides additional context about the current encryption status. This field is particularly useful
when the encryption status is UPDATE_FAILED. When encryption configuration update fails, this
field contains information about the cause, which may include KMS key access issues, key not
found errors, invalid key configuration, key in an invalid state, or a disabled key.

Type: String
Pattern: [\p{LI\p{MIN\p{ZN\p{SI\p{N}\p{P}]1*

Required: No
KeyType

The type of KMS key used for encryption.
Type: String
Valid Values: AWS_OWNED_KMS_KEY | CUSTOMER_MANAGED_KEY

Required: No
KmsKeyArn

The ARN of the KMS key currently used to encrypt data in your IAM Identity Center instance.
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Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:kms:([a-z]{2,}(-[a-z0-9]+)+){1}:[0-9]
{12} :key/(mrk-[a-f0-9]1{32}|[0-9a-f]1{8}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-f]
{4}-[0-9a-f]1{123})

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++

« Amazon SDK for Java V2
o Amazon SDK for Ruby V3

See Also 361
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Grant

The Grant union represents the set of possible configuration options for the selected grant type.
Exactly one member of the union must be specified, and must match the grant type selected.

Contents

/A Important

This data type is a UNION, so only one of the following members can be specified when
used or returned.

AuthorizationCode
Configuration options for the authorization_code grant type.

Type: AuthorizationCodeGrant object

Required: No

JwtBearer

Configuration options for the urn:ietf:params:oauth:grant-type:jwt-bearer grant
type.

Type: JwtBearerGrant object

Required: No
RefreshToken

Configuration options for the refresh_token grant type.

Type: RefreshTokenGrant object

Required: No

TokenExchange

Configuration options for the urn:ietf:params:oauth:grant-type:token-exchange
grant type.
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Type: TokenExchangeGrant object

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 363


https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/Grant
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/Grant
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/Grant

IAM Identity Center API Reference

Grantitem

A structure that defines a single grant and its configuration.

Contents

Grant
The configuration structure for the selected grant.
Type: Grant object
Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes
GrantType

The type of the selected grant.
Type: String

Valid Values: authorization_code | refresh_token |
urn:ietf:params:oauth:grant-type:jwt-bearer |
urn:ietf:params:oauth:grant-type:token-exchange

Required: Yes

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
» Amazon SDK for Ruby V3
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lamAuthenticationMethod

A structure that describes details for authentication that uses IAM.

Contents

ActorPolicy
An 1AM policy document in JSON.
Type: JSON value

Required: Yes

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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InstanceAccessControlAttributeConfiguration
Specifies the attributes to add to your attribute-based access control (ABAC) configuration.

Contents

AccessControlAttributes
Lists the attributes that are configured for ABAC in the specified IAM Identity Center instance.

Type: Array of AccessControlAttribute objects

Array Members: Minimum number of 0 items. Maximum number of 50 items.

Required: Yes

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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InstanceMetadata

Provides information about the IAM Identity Center instance.

Contents

CreatedDate
The date and time that the Identity Center instance was created.
Type: Timestamp

Required: No
IdentityStoreld

The identifier of the identity store that is connected to the Identity Center instance.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.

Pattern: [a-zA-Z0-9-]*

Required: No

InstanceArn

The ARN of the Identity Center instance under which the operation will be executed. For more
information about ARNs, see Amazon Resource Names (ARNs) and Amazon Service Namespaces
in the Amazon General Reference.

Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0:::instance/(sso)?ins-[a-zA-Z0-9-.]
{16}

Required: No

Name

The name of the Identity Center instance.
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Type: String
Length Constraints: Minimum length of 0. Maximum length of 255.
Pattern: [\w+=, .@-]+

Required: No

OwnerAccountid
The Amazon Web Services account ID number of the owner of the Identity Center instance.
Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: No
Status

The current status of this Identity Center instance.
Type: String

Valid Values: CREATE_IN_PROGRESS | CREATE_FAILED | DELETE_IN_PROGRESS |
ACTIVE

Required: No

StatusReason

Provides additional context about the current status of the IAM Identity Center instance. This
field is particularly useful when an instance is in a non-ACTIVE state, such as CREATE_FAILED.
When an instance creation fails, this field contains information about the cause, which may
include issues with KMS key configuration or insufficient permissions.

Type: String
Pattern: [\p{LI\p{MI\p{ZI\p{SI\p{NI\p{P}]1*

Required: No
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 369
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JwtBearerGrant

A structure that defines configuration settings for an application that supports the JWT
Bearer Token Authorization Grant. The AuthorizedAudience field is the aud claim. For more
information, see RFC 7523.

Contents

AuthorizedTokenlssuers

A list of allowed token issuers trusted by the Identity Center instances for this application.

(® Note

AuthorizedTokenIssuers is required when the grant type is JwtBearerGrant.

Type: Array of AuthorizedTokenlssuer objects

Array Members: Minimum number of 1 item. Maximum number of 10 items.

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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ListAccountAssignmentsFilter

A structure that describes a filter for account assignments.

Contents

Accountid
The ID number of an Amazon Web Services account that filters the results in the response.
Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

o Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3

ListAccountAssignmentsFilter 371


https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/ListAccountAssignmentsFilter
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/ListAccountAssignmentsFilter
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/ListAccountAssignmentsFilter

IAM Identity Center API Reference

ListApplicationAssignmentsFilter

A structure that describes a filter for application assignments.

Contents

ApplicationArn
The ARN of an application.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::\d{12}:application/(sso)?ins-[a-zA-
Z0-9-.]1{16}/apl-[a-zA-Z0-9]{16}

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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ListApplicationsFilter

A structure that describes a filter for applications.

Contents

ApplicationAccount
An Amazon Web Services account ID number that filters the results in the response.
Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: No

ApplicationProvider
The ARN of an application provider that can filter the results in the response.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso::aws:applicationProvider/[a-zA-
20-9-/1+

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
» Amazon SDK for Ruby V3
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OidcJwtConfiguration

A structure that describes configuration settings for a trusted token issuer that supports OpenlD
Connect (OIDC) and JSON Web Tokens (JWTs).

Contents

ClaimAttributePath

The path of the source attribute in the JWT from the trusted token issuer. The attribute
mapped by this JMESPath expression is compared against the attribute mapped by
IdentityStoreAttributePath when a trusted token issuer token is exchanged for an IAM
Identity Center token.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: \p{L}+(?: (\. [\L)\p{L}+){0, 2}

Required: Yes
IdentityStoreAttributePath

The path of the destination attribute in a JWT from IAM Identity Center. The attribute
mapped by this JMESPath expression is compared against the attribute mapped by
ClaimAttributePath when a trusted token issuer token is exchanged for an IAM Identity
Center token.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: \p{L}+(?:\.\p{L}+){0, 2}

Required: Yes

IssuerUrl

The URL that IAM Identity Center uses for OpenID Discovery. OpenlID Discovery is used to obtain
the information required to verify the tokens that the trusted token issuer generates.

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 512.
Pattern: https?:\/\/[-a-zA-Z0-9+&@\/%=~_|!:, .;1*[-a-zA-Z0-9+&@\/%=~_|]

Required: Yes
JwksRetrievalOption

The method that the trusted token issuer can use to retrieve the JSON Web Key Set used to
verify a JWT.

Type: String
Valid Values: OPEN_ID_DISCOVERY

Required: Yes

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3
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OidcJwtUpdateConfiguration

A structure that describes updated configuration settings for a trusted token issuer that supports
OpenlID Connect (OIDC) and JSON Web Tokens (JWTs).

Contents

ClaimAttributePath

The path of the source attribute in the JWT from the trusted token issuer. The attribute
mapped by this JMESPath expression is compared against the attribute mapped by
IdentityStoreAttributePath when a trusted token issuer token is exchanged for an IAM
Identity Center token.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: \p{L}+(?: (\. [\L)\p{L}+){0, 2}

Required: No
IdentityStoreAttributePath

The path of the destination attribute in a JWT from IAM Identity Center. The attribute
mapped by this JMESPath expression is compared against the attribute mapped by
ClaimAttributePath when a trusted token issuer token is exchanged for an IAM Identity
Center token.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: \p{L}+(?:\.\p{L}+){0, 2}

Required: No
JwksRetrievalOption

The method that the trusted token issuer can use to retrieve the JSON Web Key Set used to
verify a JWT.

Type: String

OidcJwtUpdateConfiguration 376



IAM ldentity Center API Reference

Valid Values: OPEN_ID_DISCOVERY

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 377
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OperationStatusFilter
Filters the operation status list based on the passed attribute value.

Contents

Status
Filters the list operations result based on the status attribute.
Type: String
Valid Values: IN_PROGRESS | FAILED | SUCCEEDED

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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PermissionsBoundary

Specifies the configuration of the Amazon managed or customer managed policy that you want

to set as a permissions boundary. Specify either CustomerManagedPolicyReference to use

the name and path of a customer managed policy, or ManagedPolicyArn to use the ARN of an
Amazon managed policy. A permissions boundary represents the maximum permissions that any
policy can grant your role. For more information, see Permissions boundaries for IAM entities in the
IAM User Guide.

/A Important

Policies used as permissions boundaries don't provide permissions. You must also attach an
IAM policy to the role. To learn how the effective permissions for a role are evaluated, see
IAM JSON policy evaluation logic in the IAM User Guide.

Contents

CustomerManagedPolicyReference

Specifies the name and path of a customer managed policy. You must have an IAM policy that
matches the name and path in each Amazon Web Services account where you want to deploy
your permission set.

Type: CustomerManagedPolicyReference object

Required: No
ManagedPolicyArn

The Amazon managed policy ARN that you want to attach to a permission set as a permissions
boundary.

Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:iam: :aws:policy((/[A-Za-z0@-9\.,\
+@=_-]1+)*)/([A-Za-z0-9\.,\+=@_-]+)

Required: No
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 380
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PermissionSet

An entity that contains 1AM policies.

Contents

CreatedDate
The date that the permission set was created.
Type: Timestamp

Required: No

Description

The description of the PermissionSet.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 700.
Pattern: [\u0009\u@00A\ud0@D\u0020-\ud@7E\UQQAL-\UQOFF]*

Required: No

Name
The name of the permission set.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 32.
Pattern: [\w+=, .@-]+

Required: No

PermissionSetArn

The ARN of the permission set. For more information about ARNs, see Amazon Resource Names

(ARNs) and Amazon Service Namespaces in the Amazon General Reference.

Type: String
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Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: No
RelayState

Used to redirect users within the application during the federation authentication process.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 240.

Pattern: [a-zA-Z0-9&$@\\\/%?=~\-_""|!:, .; **\[\I\ \CO\{\}]1+

Required: No

SessionDuration
The length of time that the application user sessions are valid for in the ISO-8601 standard.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 100.

Pattern: (-?)P(?=\d|T\d) (?: (\d+)Y)?(?: (\d+)M)?(?: (\d+)([DW]))?(?:T(?:(\d
+)H)?(?: (\d+)M)?(?: (\d+(?:\.\d+)?)S)?)?

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3

See Also 382
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PermissionSetProvisioningStatus

A structure that is used to provide the status of the provisioning operation for a specified
permission set.

Contents

Accountid
The identifier of the Amazon account from which to list the assignments.
Type: String
Length Constraints: Fixed length of 12.
Pattern: \d{12}

Required: No
CreatedDate

The date that the permission set was created.
Type: Timestamp

Required: No

FailureReason
The message that contains an error or exception in case of an operation failure.
Type: String
Pattern: [\p{LI\p{MIN\p{ZN\p{SH\p{NN\p{P}]*

Required: No

PermissionSetArn

The ARN of the permission set that is being provisioned. For more information about ARNS,
see Amazon Resource Names (ARNs) and Amazon Service Namespaces in the Amazon General

Reference.

Type: String
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Length Constraints: Minimum length of 10. Maximum length of 1224.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso:::permissionSet/(sso)?ins-[a-zA-
Z0-9-.1{16}/ps-[a-zA-Z0-9-./]1{16}

Required: No
Requestid

The identifier for tracking the request operation that is generated by the universally unique
identifier (UUID) workflow.

Type: String
Length Constraints: Fixed length of 36.

Pattern: \b[0-9a-f]1{8}\b-[0-9a-f]{4}-[0-9a-f1{4}-[0-9a-f]1{4}-\b[0-9a-f]
{12}\b

Required: No
Status

The status of the permission set provisioning process.
Type: String
Valid Values: IN_PROGRESS | FAILED | SUCCEEDED

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3

See Also 384
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PermissionSetProvisioningStatusMetadata

Provides information about the permission set provisioning status.

Contents

CreatedDate
The date that the permission set was created.
Type: Timestamp

Required: No
Requestid

The identifier for tracking the request operation that is generated by the universally unique
identifier (UUID) workflow.

Type: String
Length Constraints: Fixed length of 36.

Pattern: \b[0-9a-f]1{8}\b-[0-9a-f]{4}-[0-9a-f1{4}-[0-9a-f]1{4}-\b[0-9a-f]
{12}\b

Required: No
Status

The status of the permission set provisioning process.
Type: String
Valid Values: IN_PROGRESS | FAILED | SUCCEEDED

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:
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« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 386
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PortalOptions
A structure that describes the options for the access portal associated with an application.
Contents
SigninOptions
A structure that describes the sign-in options for the access portal.

Type: SigninOptions object

Required: No
Visibility
Indicates whether this application is visible in the access portal.
Type: String
Valid Values: ENABLED | DISABLED

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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RefreshTokenGrant

A structure that defines configuration settings for an application that supports the OAuth 2.0
Refresh Token Grant. For more, see RFC 6749.

Contents

The members of this exception structure are context-dependent.

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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RegionMetadata

Contains information about an enabled Region of an IAM Identity Center instance, including the
Region name, status, date added, and whether it is the primary Region.

Contents

AddedDate

The timestamp when the Region was added to the IAM Identity Center instance. For the primary
Region, this is the instance creation time.

Type: Timestamp

Required: No

IsPrimaryRegion

Indicates whether this is the primary Region where the IAM Identity Center instance was
originally enabled. The primary Region cannot be removed.

Type: Boolean

Required: No

RegionName
The Amazon Region name.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 32.
Pattern: ([a-z]+-){2,3}\d

Required: No
Status

The current status of the Region. Valid values are ACTIVE (Region is operational), ADDING
(Region extension workflow is in progress), or REMOVING (Region removal workflow is in
progress).

Type: String
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Valid Values: ACTIVE | ADDING | REMOVING

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 390
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ResourceServerConfig
A structure that describes the configuration of a resource server.

Contents

Scopes
A list of the IAM Identity Center access scopes that are associated with this resource server.

Type: String to ResourceServerScopeDetails object map

Key Length Constraints: Minimum length of 1. Maximum length of 80.
Key Pattern: [*:=\-\.\s][0-9a-zA-Z_:\-\.]+

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

o Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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ResourceServerScopeDetails

A structure that describes details for an IAM Identity Center access scope that is associated with a
resource server.

Contents

DetailedTitle
The title of an access scope for a resource server.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.

Required: No

LongDescription
The description of an access scope for a resource server.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3

ResourceServerScopeDetails 392


https://docs.amazonaws.cn/goto/SdkForCpp/sso-admin-2020-07-20/ResourceServerScopeDetails
https://docs.amazonaws.cn/goto/SdkForJavaV2/sso-admin-2020-07-20/ResourceServerScopeDetails
https://docs.amazonaws.cn/goto/SdkForRubyV3/sso-admin-2020-07-20/ResourceServerScopeDetails

IAM Identity Center API Reference

ScopeDetails
A structure that describes an 1AM Identity Center access scope and its authorized targets.
Contents

Scope
The name of the access scope.
Type: String

Pattern: ([A-Za-z0-9_1{1,50})(:[A-Za-z0-9_1{1,50}){0,1}(:[A-Za-z0-9_]
{1,50}){0,1}

Required: Yes
AuthorizedTargets

An array list of ARNs of applications.

Type: Array of strings

Array Members: Minimum number of 1 item. Maximum number of 10 items.
Length Constraints: Minimum length of 1. Maximum length of 100.

Pattern: arn:aws(-[a-z]1{1,5}){0,3}:sso::(\d{12}:application/(sso)?ins-[a-
zA-Z0-9-.]1{16}/apl-[a-zA-Z0-9]1{16}]|:instance/(sso)?ins-[a-zA-Z0-9-.]
{16})

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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See Also 394
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SigninOptions

A structure that describes the sign-in options for an application portal.
Contents

Origin

This determines how IAM Identity Center navigates the user to the target application. It can be
one of the following values:

« APPLICATION: IAM Identity Center redirects the customer to the configured
ApplicationUrl.

o IDENTITY_CENTER: IAM Identity Center uses SAML identity-provider initiated authentication
to sign the customer directly into a SAML-based application.

Type: String
Valid Values: IDENTITY_CENTER | APPLICATION

Required: Yes
ApplicationUrl

The URL that accepts authentication requests for an application. This is a required parameter if
the Origin parameter is APPLICATION.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 512.

Pattern: http(s)?:\/\/[-a-zA-Z0-9+&@#\/%?=~_|!:,.;1*[-a-zA-Z0-9+&bbe#\/%?
:~_|]

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon SDK for C++
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« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 396
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Tag

A set of key-value pairs that are used to manage the resource. Tags can only be applied to
permission sets and cannot be applied to corresponding roles that IAM Identity Center creates in
Amazon accounts.

Contents
Key
The key for the tag.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: ([\p{L}\p{Z}\p{N}_.:/=+\-e]*)

Required: Yes

Value
The value of the tag.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 256.

Pattern: ([\p{LN\p{ZI\p{N}_.:/=+\-e]*)

Required: Yes

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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TokenExchangeGrant

A structure that defines configuration settings for an application that supports the OAuth 2.0
Token Exchange Grant. For more information, see RFC 8693.

Contents

The members of this exception structure are context-dependent.

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
« Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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TrustedTokenlssuerConfiguration

A structure that describes the configuration of a trusted token issuer. The structure and available
settings are determined by the type of the trusted token issuer.

Contents

/A Important

This data type is a UNION, so only one of the following members can be specified when
used or returned.

OidcJwtConfiguration

A structure that describes the settings for a trusted token issuer that works with OpenID
Connect (OIDC) by using JSON Web Tokens (JWT).

Type: OidcJwtConfiguration object

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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TrustedTokenlssuerMetadata

A structure that describes a trusted token issuer.

Contents
Name
The name of the trusted token issuer configuration in the instance of IAM Identity Center.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: [\w+=, .@-]+

Required: No

TrustedTokenlssuerArn
The ARN of the trusted token issuer configuration in the instance of IAM Identity Center.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 1224.
Pattern: arn:aws(-[a-z]{1,5}){0,3}:sso0::\d{12}:trustedTokenIssuer/(sso)?
ins-[a-zA-Z0-9-.]{16}/tti-[a-f0-9]{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]

{4}-[a-f0-9]{12}

Required: No

TrustedTokenlssuerType
The type of trusted token issuer.
Type: String
Valid Values: OIDC_JWT

Required: No
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon SDK for C++
« Amazon SDK for Java V2
« Amazon SDK for Ruby V3

See Also 401
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TrustedTokenlssuerUpdateConfiguration

A structure that contains details to be updated for a trusted token issuer configuration. The
structure and settings that you can include depend on the type of the trusted token issuer being
updated.

Contents

/A Important

This data type is a UNION, so only one of the following members can be specified when
used or returned.

OidcJwtConfiguration

A structure that describes an updated configuration for a trusted token issuer that uses OpenlD
Connect (OIDC) with JSON web tokens (JWT).

Type: OidcJwtUpdateConfiguration object

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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UpdateApplicationPortalOptions

A structure that describes the options for the access portal associated with an application that can
be updated.

Contents
SigninOptions
A structure that describes the sign-in options for an application portal.

Type: SigninOptions object

Required: No

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

 Amazon SDK for C++
 Amazon SDK for Java V2
o Amazon SDK for Ruby V3
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Common Parameters

The following list contains the parameters that all actions use for signing Signature Version 4
requests with a query string. Any action-specific parameters are listed in the topic for that action.
For more information about Signature Version 4, see Signing Amazon API requests in the IAM User
Guide.

Action
The action to be performed.
Type: string

Required: Yes

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.
Type: string

Required: Yes
X-Amz-Algorithm

The hash algorithm that you used to create the request signature.

Condition: Specify this parameter when you include authentication information in a query
string instead of in the HTTP authorization header.

Type: string
Valid Values: AWS4-HMAC-SHA256

Required: Conditional

X-Amz-Credential

The credential scope value, which is a string that includes your access key, the date, the region
you are targeting, the service you are requesting, and a termination string ("aws4_request").
The value is expressed in the following format: access_key/YYYYMMDD/region/service/
aws4_request.
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For more information, see Create a signed Amazon API request in the IAM User Guide.

Condition: Specify this parameter when you include authentication information in a query
string instead of in the HTTP authorization header.

Type: string

Required: Conditional

X-Amz-Date

The date that is used to create the signature. The format must be ISO 8601 basic format
(YYYYMMDD'T'HHMMSS'Z'). For example, the following date time is a valid X-Amz-Date value:
20120325T120000Z.

Condition: X-Amz-Date is optional for all requests; it can be used to override the date used for
signing requests. If the Date header is specified in the ISO 8601 basic format, X-Amz-Date is not
required. When X-Amz-Date is used, it always overrides the value of the Date header. For more
information, see Elements of an Amazon API request signature in the /AM User Guide.

Type: string

Required: Conditional

X-Amz-Security-Token

The temporary security token that was obtained through a call to Amazon Security Token
Service (Amazon STS). For a list of services that support temporary security credentials from
Amazon STS, see Amazon Web Services services that work with IAM in the IAM User Guide.

Condition: If you're using temporary security credentials from Amazon STS, you must include
the security token.

Type: string

Required: Conditional

X-Amz-Signature

Specifies the hex-encoded signature that was calculated from the string to sign and the derived
signing key.

Condition: Specify this parameter when you include authentication information in a query
string instead of in the HTTP authorization header.
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Type: string

Required: Conditional

X-Amz-SignedHeaders

Specifies all the HTTP headers that were included as part of the canonical request. For more
information about specifying signed headers, see Create a signed Amazon API request in the
IAM User Guide.

Condition: Specify this parameter when you include authentication information in a query
string instead of in the HTTP authorization header.

Type: string

Required: Conditional
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Common Errors

This section lists the errors common to the API actions of all Amazon services. For errors specific to
an API action for this service, see the topic for that API action.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 400

IncompleteSignature
The request signature does not conform to Amazon standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400
InvalidClientTokenld

The X.509 certificate or Amazon access key ID provided does not exist in our records.

HTTP Status Code: 403
NotAuthorized

You do not have permission to perform this action.

HTTP Status Code: 400
OptinRequired

The Amazon access key ID needs a subscription for the service.

HTTP Status Code: 403
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RequestExpired

The request reached the service more than 15 minutes after the date stamp on the request or
more than 15 minutes after the request expiration date (such as for pre-signed URLSs), or the
date stamp on the request is more than 15 minutes in the future.

HTTP Status Code: 400

ServiceUnavailable
The request has failed due to a temporary failure of the server.

HTTP Status Code: 503
ThrottlingException

The request was denied due to request throttling.

HTTP Status Code: 400

ValidationError
The input fails to satisfy the constraints specified by an Amazon service.

HTTP Status Code: 400
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Document History

The following table describes the important changes to the documentation in this release of the
IAM Identity Center APl Reference Guide.

« Latest documentation update: July 26, 2022

Change Description Date Changed
Amazon Single Amazon introduces Amazon IAM Identity Center. July 26th, 2022
Sign-On (Amazon IAM ldentity Center expands the capabilities of

SSO) renamed Amazon Identity and Access Management (IAM) to

to Amazon IAM help you centrally manage account and access to

Identity Center cloud applications for your workforce users. For more

information, see IAM Identity Center rename.

Permission Added new APIs to support permission boundaries July 14, 2022
boundaries and customer managed policies in permission sets.
For more information, see Permission sets.

ABAC Added new APIs to support attribute-based access November 4,
control (ABAC). For more information, see Attribute- 2020
based access control.

New guide This is the first release of the IAM Identity Center APl  September 10,
Reference Guide. 2020
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