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What is IAM Identity Center?

Amazon IAM ldentity Center is the Amazon solution for connecting your workforce users to
Amazon managed applications such as Amazon Q Developer and Amazon QuickSight, and other
Amazon resources. You can connect your existing identity provider and synchronize users and
groups from your directory, or create and manage your users directly in IAM Identity Center. You
can then use 1AM Identity Center for either or both of the following:

» User access to applications

» User access to Amazon Web Services accounts

Already using IAM for access to Amazon Web Services accounts?

You don't need to make any changes to your current Amazon Web Services account workflows

to use IAM Identity Center for access to Amazon managed applications. If you're using federation
with 1AM or IAM users for Amazon Web Services account access, your users can continue to access
Amazon Web Services accounts in the same way they always have, and you can continue to use
your existing workflows to manage that access.

Why use IAM Identity Center?

IAM Identity Center streamlines and simplifies workforce user access to applications or Amazon
Web Services accounts, or both, through the following key capabilities.

Integration with Amazon managed applications

Amazon managed applications such as Amazon Q Developer and Amazon Redshift integrate
with IAM Identity Center. IAM Identity Center provides Amazon managed applications with a
common view of users and groups.

Trusted identity propagation across applications

With trusted identity propagation, Amazon managed applications such as Amazon QuickSight
can securely share a user’s identity with other Amazon managed applications such as Amazon
Redshift and authorize access to Amazon resources based on the user’s identity. You can more
easily audit user activity because CloudTrail events are logged based on the user and the actions
the user initiated. This makes it easier to understand who accessed what. For information
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about supported use cases, including end-to-end configuration guidance, see Trusted identity
propagation use cases.

One place to assign permissions to multiple Amazon Web Services accounts

With multi-account permissions, IAM Identity Center provides a single place for you to assign
permissions to groups of users in multiple Amazon Web Services accounts. You can create
permissions based on common job functions or define custom permissions that meet your
security needs. You can then assign those permissions to workforce users to control their access
to specific Amazon Web Services accounts.

This optional feature is available only for organization instances of IAM Identity Center.

One point of federation to simplify user access to Amazon

By providing one point of federation, IAM Identity Center reduces the administrative effort
required to use multiple Amazon managed applications and Amazon Web Services accounts.
With IAM Identity Center, you only federate once, and you have only one certificate to manage
when using a SAML 2.0 identity provider. IAM Identity Center provides Amazon managed
applications with a common view of users and groups for trusted identity propagation use
cases, or when users share access to Amazon resources with other people.

For information about how to configure commonly used identity providers to work with IAM
Identity Center, see IAM Identity Center identity source tutorials. If you don't have an existing
identity provider, you can create and manage users directly in IAM Identity Center.

Two modes of deployment

IAM Identity Center supports two types of instances: organization instances and account
instances. An organization instance is the best practice. It's the only instance that enables you
to manage access to Amazon Web Services accounts and it's recommended for all production
use of applications. An organization instance is deployed in the Amazon Organizations
management account and gives you a single point from which to manage user access across
Amazon.

Account instances are bound to the Amazon Web Services account in which they are enabled.
Use account instances of IAM Identity Center only to support isolated deployments of select
Amazon managed applications. For more information, see Organization and account instances
of IAM Identity Center.

Why use IAM Identity Center? 2
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User-friendly web portal access for your users

The Amazon Web Services access portal is a user-friendly web portal that provides your users
with seamless access to all their assigned applications, Amazon Web Services accounts, or both.

Why use IAM Identity Center? 3
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Getting started with IAM Identity Center

The following outlines how you can get started with IAM Identity Center.

1. Enable IAM Identity Center

When you enable IAM Identity Center, you choose between two types of IAM Identity Center
instances. These types are: organization instances (recommended) and account instances. To
learn more about the different capabilities of these instance types, see organization and account
instances of IAM Identity Center.

® Note

After IAM Identity Center is enabled, you can sign in and open the IAM Identity Center
console by doing either of the following:

« Organization instance - Sign in to Amazon using credentials with administrative
permissions in the management account.

« Account instance - Sign in to Amazon using credentials with administrative
permissions in the Amazon Web Services account where IAM Identity Center is
enabled.

2. Connect your identity source to IAM Identity Center

In IAM Identity Center console, confirm the identity source that you want to use. See the
following for identity sources:

« External identity provider - If you have an existing identity provider to manage your
workforce users, you can connect it to IAM Identity Center. For more information about how to
configure commonly used identity providers to work with IAM Identity Center, see IAM Identity
Center identity source tutorials.

« Active Directory - If you're using Active Directory to manage your workforce users, you can
connect it to IAM Identity Center. For more information, see Using Active Directory as an
identity source.

« IAM Identity Center - Alternatively, you can create and manage users and groups directly in
IAM Identity Center.

3. Set up user access to Amazon Web Services accounts (organization instance only)
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If you're using an organization instance of IAM Identity Center, you can assign user or group
access to Amazon Web Services accounts, using permission sets to grant your users access to
Amazon Web Services accounts and resources.

4. Set up user access to applications

With IAM Identity Center, you can grant users access to two types of applications:

a. Amazon managed applications

» You can use IAM Identity Center with Amazon managed applications like Amazon Q
Business, Amazon CLI, and Amazon Redshift. For more information, see Amazon managed
applications and Integrating Amazon CLI with IAM Identity Center.

b. Customer managed applications

» You can integrate either of the following types of customer managed applications with IAM
Identity Center:

» Applications listed in IAM Identity Center catalog

« Your custom applications

« After configuring your application, you can assign your users access to the application.

5. Provide your users with sign-in instructions for the Amazon Web Services access portal

The Amazon Web Services access portal is a web portal that provides your users with seamless
access to all their assigned applications, Amazon Web Services accounts, or both. New users in
IAM Identity Center must activate their user credentials before they can sign in to the Amazon
Web Services access portal.

For information about how to sign in to the Amazon Web Services access portal, see Sign in to
the Amazon Web Services access portal in the Amazon Sign-In User Guide. To learn about the
sign-in process for the Amazon Web Services access portal, see Signing in to the Amazon Web

Services access portal.

IAM Identity Center prerequisites and considerations

You can use IAM Identity Center for access to Amazon managed applications only, Amazon Web
Services accounts only, or both. If you are using IAM federation to manage access to Amazon Web
Services accounts, you can continue to do so while using IAM Identity Center for application access.

Before enabling IAM Identity Center, consider the following:

IAM Identity Center prerequisites and considerations 5
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« Amazon Region

You can enable IAM Identity Center in a single, supported Region for each instance of IAM
Identity Center. If you want to use IAM Identity Center for single-sign on access to Amazon
accounts, the Region must be accessible by all of the users in your organization. If you plan

to use IAM Identity Center for application access, be aware that some Amazon managed
applications, such as Amazon SageMaker Al, can operate only in the Regions they support.

Make sure that you enable IAM Identity Center in a Region supported by the Amazon managed
application(s) you want to use with it. Additionally, many Amazon managed applications can
operate only in the same Region where you enabled IAM Identity Center. For these reasons, make
sure to choose the appropriate Region when enabling IAM Identity Center. For more information,
see Considerations for choosing an Amazon Web Services Region.

« Application access only

You can use IAM Identity Center only for user access to applications such as Amazon Q
Developer, using your existing identity provider. For more information, see Using IAM Identity

Center for user access to applications only.

(® Note

Access to application resources is managed independently by the application owner.

e Quota for IAM roles

IAM Identity Center creates IAM roles to give users permissions to account resources. For more
information, see IAM roles created by IAM Identity Center.

« |IAM Identity Center and Amazon Organizations

Amazon Organizations is recommended, but not required, for use with IAM Identity Center. If you
haven't set up an organization, you don't have to. If you've already set up Amazon Organizations
and are going to add IAM Identity Center to your organization, make sure that all Amazon
Organizations features are enabled. For more information, see IAM Identity Center and Amazon

Organizations.

Considerations for choosing an Amazon Web Services Region

You can enable IAM Identity Center in a single, supported Amazon Web Services Region of
your choice and it's available to users globally. This global availability makes it easier for you to

Choosing an Amazon Web Services Region 6
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configure user access to multiple Amazon Web Services accounts and applications. Following are
key considerations for choosing an Amazon Web Services Region.

» Geographical location of your users — When you select a Region that's geographically closest to
the majority of your end users, they'll have lower latency of access to the Amazon Web Services
access portal and Amazon managed applications, such as Amazon SageMaker Al.

 Availability of Amazon managed applications - Amazon managed applications can operate
only in the Amazon Web Services Regions in which they're available. Enable IAM Identity Center
in a Region supported by the Amazon managed application(s) you want to use with it. Many
Amazon managed applications can also operate only in the same Region where you enabled IAM
Identity Center.

- Digital sovereignty — Digital sovereignty regulations or company policies may mandate the use
of a particular Amazon Web Services Region. Consult with your company'’s legal department.

« Identity source - If you're using Amazon Managed Microsoft AD or your self-managed directory

in Active Directory (AD) as the identity source, its home Region must match the Amazon Web
Services Region in which you enabled IAM Identity Center.

« Opt-in Regions (Regions that are disabled by default) — An opt-in Region is an Amazon Web
Services Region that is disabled by default. To use an opt-in Region, you must enable it. For more
information, see Managing IAM Identity Center in an opt-in Region.

« Cross-Region emails with Amazon Simple Email Service — In some Regions, IAM Identity Center
may call Amazon Simple Email Service (Amazon SES) in a different Region to send email. In these

cross-Region calls, IAM Identity Center sends certain user attributes to the other Region. For
more information, see Cross-Region emails with Amazon SES.

Topics

« |AM Identity Center Region data storage and operations

» Switching Amazon Web Services Regions

» Disabling an Amazon Web Services Region where IAM Identity Center is enabled

IAM Identity Center Region data storage and operations

Learn how IAM Identity Center handles data storage and operations across Amazon Web Services
Regions.

Choosing an Amazon Web Services Region 7
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Understand how IAM Identity Center stores data

When you enable IAM Identity Center, all the data that you configure in IAM Identity Center

is stored in the Region where you configured it. This data includes directory configurations,
permission sets, application instances, and user assignments to Amazon Web Services account
applications. If you are using the IAM Identity Center identity store, all users and groups that you
create in IAM ldentity Center are also stored in the same Region.

Cross-Region emails with Amazon SES

When attempting to sign-in with one-time password (OTP) as a second authentication factor and
for certain identity and credential management events, such as when the user is invited to set up
an initial password, verify an email address, and reset their password, IAM Identity Center in China
(Beijing) Region makes cross-Region API calls to China (Ningxia) Region to send emails. In these
cross-Region calls, user attributes include:

o Email address

« First name

e Last name

« Amazon Web Services account in Amazon Organizations
« Amazon Web Services access portal URL

« Username

« Directory ID

e User ID

Managing IAM Identity Center in an opt-in Region (Region that is disabled by default)

Most Amazon Web Services Regions are enabled for operations in all Amazon services by default,
but you must enable the following opt-in Regions if you want to use IAM Identity Center:

Africa (Cape Town)

Asia Pacific (Hong Kong)

Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)

Asia Pacific (Melbourne)

Choosing an Amazon Web Services Region 8
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« Asia Pacific (Malaysia)
» Canada West (Calgary)
o Europe (Milan)

» Europe (Spain)

» Europe (Zurich)

« lIsrael (Tel Aviv)

« Middle East (Bahrain)
» Middle East (UAE)

If you deploy IAM Identity Center in an opt-in Region, then you must enable this Region in all
the accounts for which you want to manage access to IAM Identity Center. All accounts need this
configuration, whether or not you'll create resources in that Region. You can enable a Region for
the current accounts in your organization and you must repeat this action when you add new
accounts. For instructions, see Enable or disable a Region in your organization in the Amazon

Organizations User Guide. To avoid repeating these additional steps, you can choose to deploy your
IAM Identity Center in a Region enabled by default.

® Note

Your Amazon member account must be opted into the same Region as the opt-in Region
where your IAM Identity Center instance is located, so you can access the Amazon member
account from the Amazon Web Services access portal.

Metadata stored in opt-in Regions

When you enable IAM Identity Center for a management account in an opt-in Amazon Web
Services Region, the following IAM Identity Center metadata for any member accounts is stored in
the Region.

Account ID

Account name

Account email

Amazon Resource Names (ARNs) of the IAM roles that IAM Identity Center creates in the member
account

Choosing an Amazon Web Services Region 9
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Amazon Web Services Regions that are enabled by default

The following Regions are enabled by default and you can enable IAM Identity Center in these
Regions.

« US East (Ohio)

« US East (N. Virginia)

« US West (Oregon)

« US West (N. California)
» Europe (Paris)

e South America (Sdo Paulo)
« Asia Pacific (Mumbai)

o Europe (Stockholm)

« Asia Pacific (Seoul)

« Asia Pacific (Tokyo)

o Europe (Ireland)

o Europe (Frankfurt)

» Europe (London)

« Asia Pacific (Singapore)
« Asia Pacific (Sydney)

« Canada (Central)

« Asia Pacific (Osaka)

Switching Amazon Web Services Regions

We recommend that you install IAM Identity Center in a Region that you intend to keep available
for users, not a Region that you might need to disable. For more information, see Considerations

for choosing an Amazon Web Services Region.

You can switch your IAM Identity Center Region only by deleting your current IAM Identity Center

instance and creating an instance in another Region. If you already enabled an Amazon managed
application with your existing IAM Identity Center instance, disable the application before deleting
IAM Identity Center. For instructions on disabling Amazon managed applications, see Disabling an
Amazon managed application.

Choosing an Amazon Web Services Region 10
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Configuration considerations in the new Region

You must recreate users, groups, permission sets, applications, and assignments in the new

IAM Identity Center instance. You can use the IAM Identity Center account and application
assignment APIs to get a snapshot of your configuration and then use that snapshot to rebuild
your configuration in a new Region. Switching to a different Region also changes the URL for
the Amazon Web Services access portal, which provides your users with single sign-on access to

their Amazon Web Services accounts and applications. You might also need to recreate some IAM
Identity Center configuration through the Management Console of your new instance.

Disabling an Amazon Web Services Region where IAM Identity Center is enabled

If you disable an Amazon Web Services Region in which IAM Identity Center is installed, IAM
Identity Center is also disabled. After IAM Identity Center is disabled in a Region, users in that
Region won't have single sign-on access to Amazon Web Services accounts and applications.

To re-enable IAM Identity Center in opt-in Amazon Web Services Regions, you must re-enable the

Region. Because IAM Identity Center must reprocess all paused events, re-enabling IAM Identity
Center might take some time.

® Note

IAM Identity Center can manage access only to the Amazon Web Services accounts that are
enabled for use in an Amazon Web Services Region. To manage access across all accounts
in your organization, enable IAM Identity Center in the management account in an Amazon
Web Services Region that's automatically activated for use with IAM Identity Center.

For more information about enabling and disabling Amazon Web Services Regions, see Managing
Amazon Web Services Regions in the Amazon General Reference.

Using IAM Identity Center for user access to applications only

You can use IAM Identity Center for user access to applications such as Amazon Q Developer,
Amazon Web Services accounts, or both. You can connect your existing identity provider and
synchronize users and groups from your directory, or create and manage users directly in IAM

Identity Center. For information about how to connect your existing identity provider to IAM
Identity Center, see the IAM Identity Center identity source tutorials.

Using IAM Identity Center for applications only 11
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Already using IAM for access to Amazon Web Services accounts?

You don't need to make any changes to your current Amazon Web Services account workflows

to use IAM ldentity Center for access to Amazon managed applications. If you're using federation
with 1AM or 1AM users for Amazon Web Services account access, your users can continue to access
Amazon Web Services accounts in the same way they always have, and you can continue to use
your existing workflows to manage that access.

IAM roles created by IAM Identity Center

When you assign a user to an Amazon account IAM Identity Center creates IAM roles to give users
permissions to resources.

When you assign a permission set, IAM Identity Center creates corresponding IAM Identity Center-
controlled IAM roles in each account, and attaches the policies specified in the permission set to
those roles. IAM Identity Center manages the role, and allows the authorized users you've defined
to assume the role, by using the Amazon Web Services access portal or Amazon CLI. As you modify
the permission set, IAM Identity Center ensures that the corresponding IAM policies and roles are
updated accordingly.

(@ Note

Permissions sets are not used to grant permissions to applications.

If you've already configured IAM roles in your Amazon Web Services account, we recommend that
you check whether your account is approaching the quota for IAM roles. The default quota for IAM
roles per account is 1000 roles. For more information, see IAM object quotas.

If you're nearing the quota, consider requesting a quota increase. Otherwise, you might experience
problems with IAM Identity Center when you provision permission sets to accounts that have
exceeded the IAM role quota. For information about how to request a quota increase, see
Requesting a quota increase in the Service Quotas User Guide.

(® Note

If you are reviewing IAM roles in an account that's already using IAM Identity Center, you
might notice role names beginning with “AWSReservedSSO_". These are the roles which

IAM roles created by IAM Identity Center 12
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the IAM Identity Center service has created in the account, and they came from assigning a
permission set to the account.

IAM Identity Center and Amazon Organizations

Amazon Organizations is recommended, but not required, for use with IAM Identity Center. If

you haven't set up an organization, you don't have to. When you enable IAM Identity Center,

you will choose whether to enable the service with Amazon Organizations. When you set up

an organization, the Amazon Web Services account that sets up the organization becomes the
management account of the organization. The root user of the Amazon Web Services account is
now the owner of the organizational management account. Any additional Amazon Web Services
accounts you invite to your organization are member accounts. The management account creates
the organizations resources, organizational units, and policies that manage the member accounts.
Permissions are delegated to member accounts by the management account.

® Note

We recommend that you enable IAM Identity Center with Amazon Organizations, which
creates an organization instance of IAM Identity Center. An organization instance is

our recommended best practice because it supports all features of IAM Identity Center

and provides central management capabilities. For more information, see Organization
instances of IAM Identity Center.

If you've already set up Amazon Organizations and are going to add IAM Identity Center to your
organization, make sure that all Amazon Organizations features are enabled. When you create an
organization, enabling all features is the default. For more information, see Enabling all features in

your organization in the Amazon Organizations User Guide.

To enable an organization instance of IAM Identity Center, you must sign in to the Amazon Web
Services Management Console by signing in to your Amazon Organizations management account
as a user that has administrative credentials or as the root user (not recommended unless no
other administrative users exist). For more information, see Creating and managing an Amazon

Organization in the Amazon Organizations User Guide.
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When signed in with administrative credentials from an Amazon Organizations member account,
you can enable an account instance of IAM Identity Center. Account instances have limited
capabilities and are bound to a single Amazon account.

Organization and account instances of IAM Identity Center

An instance is a single deployment of IAM Identity Center. There are two types of instances
available for IAM Identity Center: organization instances and account instances.

» Organization instance (recommended)

An instance of IAM Identity Center that you enable in the Amazon Organizations management
account. Organization instances support all features of IAM Identity Center. We recommend that
you deploy an organization instance rather than account instances to minimize the number of
management points.

« Account instance

An instance of IAM Identity Center that's bound to a single Amazon Web Services account,
and that's visible only within the Amazon Web Services account and Amazon Region in which
it's enabled. Use an account instance for simpler, single-account scenarios. You can enable an
account instance from either of the following:

« An Amazon Web Services account that isn't managed by Amazon Organizations

« A member account in Amazon Organizations

Amazon Web Services account types that can enable IAM Identity
Center

To enable IAM Identity Center, sign in to the Amazon Web Services Management Console by using
one of the following credentials, depending on the instance type you want to create:

« Your Amazon Organizations management account (recommended) — Required to create an
organization instance of IAM Identity Center. Use an organization instance for multi-account

permissions and application assignments across the organization.

« Your Amazon Organizations member account — Use to create an account instance of IAM

Identity Center to enable application assignments within that member account. One or more
accounts with a member level instance can exist in an organization.

IAM Identity Center instances 14
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« A standalone Amazon Web Services account — Use to create an organization instance or account
instance of IAM Identity Center. The standalone Amazon Web Services account isn't managed
by Amazon Organizations. You can associate only one instance of IAM Identity Center with a
standalone Amazon Web Services account and use that instance for application assignments
within that standalone Amazon Web Services account.

Use the following table to compare the capabilities provided by the instance type:

Capability Instance in the Instance in a Instance in a
Amazon Organizat member account standalone Amazon
ions management Web Services
account (recommen account

Manage users

Y Y Yes

Amazon Web Services
access portal for

single-sign on access

Y Y Yes

to your Amazon
managed applicati
ons

OAuth 2.0 (OIDC)
customer managed

applications

Y Yes

Multi-account
permissions

No

Amazon Web Services
access portal for

PP O
PO OO
PO OO

single-sign on access No

Amazon Web Services account types that can enable IAM Identity Center 15
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Capability Instance in the Instance in a Instance in a
Amazon Organizat member account standalone Amazon
ions management Web Services
account (recommen account
ded)

to your Amazon Web
Services accounts

SAML 2.0 customer
managed applicati

e (@)
©

Yi ®
Delegated administr
ator can manage
instance Y
For more information about Amazon managed applications and IAM Identity Center, see Amazon
managed applications that you can use with IAM Identity Center.

Topics

» Organization instances of IAM Identity Center

» Account instances of IAM Identity Center

» Delete your IAM Identity Center instance

Organization instances of IAM Identity Center

When you enable IAM Identity Center in conjunction with Amazon Organizations, you're creating
an organization instance of IAM Identity Center. Your organization instance must be enabled in
your management account and you can centrally manage the access of users and groups with a
single organization instance. You can have only one organization instance for each management
account in Amazon Organizations.

If you enabled IAM Identity Center before November 15, 2023, you have an organization instance
of IAM Identity Center.

No

No

Organization instances of IAM Identity Center
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To enable an organization instance of IAM Identity Center, see To enable an instance of IAM
Identity Center.

When to use an organization instance

An organization instance is the primary method of enabling IAM Identity Center and usually, an
organization instance is recommended. Organization instances offer the following benefits:

« Support for all features of IAM Identity Center - Including managing permissions for multiple
Amazon Web Services accounts in your organization and assigning access to customer managed
applications.

» Reduction of the number of management points — An organization instance has a single
management point, the management account. We recommend that you enable an organization
instance, rather than an account instance, to reduce the number of management points.

« Central control of the creation of account instances - You can control whether account
instances can be created by member accounts in your organization as long as you haven't
deployed an instance of IAM Identity Center to your organization in an opt-in Region (Amazon
Web Services Region that's disabled by default).

For instructions on enabling an organization instance of IAM Identity Center, see To enable an
instance of IAM Identity Center.

Account instances of IAM Identity Center

With an account instance of IAM Identity Center, you can deploy supported Amazon managed
applications and OIDC-based customer managed applications. Account instances support isolated
deployments of applications in a single Amazon Web Services account, leveraging IAM Identity
Center workforce identity and access portal features.

Account instances are bound to a single Amazon Web Services account and are used only to
manage user and group access for supported applications in the same account and Amazon Web
Services Region. You are limited to one account instance per Amazon Web Services account.

You can create an account instance from either of the following: a member account in Amazon
Organizations or a standalone Amazon Web Services account that isn't managed by Amazon
Organizations.

For instructions on enabling an account instance of 1AM Identity Center, see To enable an instance
of IAM Identity Center and choose the Account tab.
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When to use an account instance

In most cases, an organization instance is recommended. Use account instances only if one of the
following scenarios applies:

» You want to run a temporary trial of a supported Amazon managed application to determine if
the application suits your business needs.

« You don't have plans to adopt IAM Identity Center across your organization, but you want to
support one or more Amazon managed applications.

» You have an organization instance of IAM Identity Center, but you want to deploy a supported
Amazon managed application to an isolated set of users that are distinct from users in your
organization instance.

» You don't control the Amazon organization in which you operate. For example, a third-party
controls the Amazon organization that manages your Amazon Web Services accounts.

/A Important

If you plan to use IAM Identity Center to support applications in multiple accounts, use an
organization instance. Account instances don't support this use case.

Amazon managed applications that support account instances

See Amazon managed applications that you can use with IAM Identity Center to learn which
Amazon managed applications support account instances of IAM Identity Center. Verify the
availability of account instance creation with your Amazon managed application.

Availability constraints for member accounts

To deploy account instances of IAM Identity Center in Amazon Organizations member accounts,
one of the following conditions must be true:

 There is no organization instance of 1AM Identity Center in your organization.

« There is an organization instance of IAM Identity Center in your organization and the instance
administrator permits creation of account instances of IAM Identity Center (for organization
instances created after November 15, 2023).
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« There is an organization instance of IAM Identity Center in your organization and the instance
administrator manually enabled creation of account instances by member accounts in the
organization (for organization instances created before November 15, 2023). For instructions, see
Permit account instance creation in member accounts.

After one of the preceding conditions is met, all of the following conditions must be true:

« Your administrator hasn't created a Service Control Policy that prevents member accounts from

creating account instances.

» You don't already have an instance of IAM Identity Center in this same account, regardless of
Amazon Web Services Region.

« You're working in an Amazon Web Services Region where 1AM Identity Center is available. For
information about Regions, see IAM Identity Center Region data storage and operations.

Account instance considerations

An account instance is designed for specialized use cases, and offers a subset of features available
to an organization instance. Consider the following before creating an account instance:

» Account instances don't support permission sets and therefore don't support access to Amazon
Web Services accounts.
» You can't convert or merge an account instance into an organization instance.

« Only select Amazon managed applications support account instances.

« Use account instances for isolated users that will use applications in a single account only and for
the lifetime of the applications used.

» Applications that are attached to an account instance must remain attached to the account
instance until you delete the application and its resources.

« An account instance must remain in the Amazon Web Services account where it's created.

Permit account instance creation in member accounts

If you enabled IAM Identity Center before November 15, 2023, you have an organization instance

of IAM Identity Center with the ability for member accounts to create account instances disabled by
default. You can choose whether your member accounts can create account instances by enabling
the account instance feature in the IAM Identity Center console.
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To enable creation of account instances by member accounts in your organization

/A Important

Enabling account instances of IAM Identity Center for member accounts is a one-time
operation. This means that this operation can't be reversed. Once enabled, you can limit the
creation of account instances by creating a service control policy (SCP). For instructions, see
Control account instance creation with Services Control Policies.

1. Open the IAM Identity Center console.

2. Choose Settings, and then choose the Management tab.

3. Inthe Account instances of IAM Identity Center section, choose Enable account instances of
IAM Identity Center.

4. In the Enable account instances of IAM Identity Center dialog box, confirm that you want to
allow member accounts in your organization to create account instances by choosing Enable.

Use Service Control Policies to control account instance creation

The ability for member accounts to create account instances depends on when you enabled IAM
Identity Center:

» Before November 2023 - You must permit account instance creation in member accounts, which

is an action that can't be reversed.

« After November 15, 2023 — Member accounts can create account instances by default.

In either case, you can use Service Control Policies (SCPs) to:

« Prevent all member accounts from creating account instances.

« Allow only specific member accounts to create account instances.

Prevent account instances

Use the following procedure to generate an SCP that prevents member accounts from creating
account instances of IAM Identity Center.

1. Open the IAM Identity Center console.
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2. On the Dashboard, in the Central management section, choose the Prevent account
instances button.

3. Inthe Attach SCP to prevent creation of new account instances dialog box, an SCP is
provided for you. Copy the SCP and choose the Go to SCP dashboard button. You'll be
directed to the Amazon Organizations console to create the SCP or attach it as a statement
to an existing SCP. SCPs are a feature of Amazon Organizations. For instructions on attaching
an SCP, see Attaching and detaching service control policies in the Amazon Organizations User
Guide.

Limit account instances

Instead of preventing all account instance creation, this policy denies any attempt to create
an account instance of IAM Identity Center for all Amazon Web Services accounts except those
explicitly listed in the "<ALLOWED-ACCOUNT-ID>" placeholder.

Example : Deny policy to limit account instance creation

{
"Version": "2012-10-17",
"Statement" : [
{
"Sid": "DenyMemberAccountInstances",
"Effect": "Deny",
"Action": "sso:CreateInstance",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": ["<ALLOWED-ACCOUNT-ID>"]
}
}
}
]
}

» Replace [""<ALLOWED-ACCOUNT-ID>"] with the actual Amazon Web Services account ID(s) that
you want to allow to create an account instance of IAM Identity Center.

» You can list multiple allowed account IDs in the array format: ["111122223333",
444455556666 "].
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« Attach this policy to your organization SCP to enforce centralized control over IAM Identity
Center account instance creation.

For instructions on attaching an SCP, see Attaching and detaching service control policies in the

Amazon Organizations User Guide.

Delete your IAM Identity Center instance

When an IAM Identity Center instance is deleted, all the data in that instance is deleted and can't
be recovered. The following table describes what data is deleted based on the directory type that's
configured in IAM ldentity Center.

What data gets Connected directory 1AM Identity Center
deleted - Amazon Managed identity store
Microsoft AD, AD

Connector, or
external identity
provider

All permission sets
you have configure
d for Amazon Web Yi Yes
Services accounts

All applications you

have configured in

IAM Identity Center Y. Yes
All user assignments

you have configure

d for Amazon Web Y. Yes
Services accounts and
applications

All users and groups N/A
in the directory or

O ONONO

store Yes
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Use the following procedure to delete your IAM Identity Center instance.
To delete your IAM Identity Center instance

Open the IAM Identity Center console.

In the left navigation pane, choose Settings.
On the Settings page, choose the Management tab.

In the Delete IAM Identity Center configuration section, choose Delete.

ik W=

In the Delete IAM Identity Center configuration dialog, select each checkbox to acknowledge
you understand that your data will be deleted. Type your IAM Identity Center instance in the
text box, and then choose Confirm.
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Enable IAM Identity Center

When you enable IAM Identity Center you choose an Amazon IAM Identity Center instance

type to enable. An instance of a service is a single deployment of a service within your Amazon
environment. There are two types of instances available for IAM Identity Center: organization
instances and account instances. The instance types available for you to enable depend upon the
account type you are signed into.

The following list identifies the type of IAM Identity Center instances you can enable for each type
of Amazon Web Services account:

« Your Amazon Organizations management account (recommended) — Required to create an
organization instance of IAM Identity Center. Use an organization instance for multi-account
permissions and application assignments across the organization.

« Your Amazon Organizations member account — Use to create an account instance of IAM

Identity Center to enable application assignments within that member account. One or more
accounts with a member level instance can exist in an organization.

« A standalone Amazon Web Services account — Use to create an organization instance or account

instance of IAM Identity Center. The standalone Amazon Web Services account isn't managed
by Amazon Organizations. You can associate only one instance of IAM Identity Center with a

standalone Amazon Web Services account and use that instance for application assignments
within that standalone Amazon Web Services account.

/A Important

The organization management account can control whether organization member accounts

can create account instances of IAM Identity Center by using a Service Control Policy.

For a comparison of the different capabilities provided by the different instance types, see
Organization and account instances of IAM Identity Center.

Before enabling IAM Identity Center, we recommend you review the IAM Identity Center

prerequisites and considerations.
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To enable an instance of IAM Identity Center

Choose the tab for the type of IAM Identity Center instance you want to enable, either an
organization or account instance:

Organization (recommended)
1. Do one of the following to sign in to the Amazon Web Services Management Console.

« New to Amazon (root user) — Sign in as the account owner by choosing Root user and
entering your Amazon Web Services account email address. On the next page, enter your
password.

 Already using Amazon with a standalone Amazon Web Services account (IAM
credentials) — Sign in using your 1AM credentials with administrative permissions.

« Already using Amazon Organizations (IAM credentials) — Sign in using your
management account credentials.

2. Open the IAM Identity Center console.

Under Enable IAM Identity Center, choose Enable.

4. On the Enable IAM Identity Center with Amazon Organizations page, review the
information and then select Enable to complete the process.

(® Note

Amazon Organizations can have IAM Identity Center enabled only in a single
Amazon Region. After enabling IAM Identity Center, if you need to change the
Region that IAM ldentity Center is enabled in, you must delete the current instance
and create an instance in the other Region.

After enabling your organization instance we recommend that you do the following steps to
finish setting up your environment:

« Confirm that you're using the identity source of your choice. If you already have an assigned
identity source, you can continue to use it. For more information, see Confirm your identity
sources in IAM ldentity Center.

» Register a member account as a delegated administrator. For more information, see
Delegated administration.
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« IAM Identity Center provides you an access portal to Amazon resources. If you filter access to
specific Amazon domains or URL endpoints by using a web content filtering solution such as
next-generation firewalls (NGFW) or Secure Web Gateways (SWG), see Update firewalls and
gateways to allow access to the Amazon Web Services access portal.

Account
1. Do one of the following to sign in to the Amazon Web Services Management Console.

« New to Amazon (root user) — Sign in as the account owner by choosing Root user and
entering your Amazon Web Services account email address. On the next page, enter your
password.

« Already using Amazon (IAM credentials) — Sign in using your IAM credentials with
administrative permissions.

« Already using Amazon Organizations (IAM credentials) — Sign in using your member
account administrative credentials.

2. Open the IAM Identity Center console.

3. If you are new to Amazon or have a standalone Amazon Web Services account, under
Enable IAM Identity Center, choose Enable.

You see the Enable IAM Identity Center with Amazon Organizations page. We
recommend this option, but it is not required.

Select the link enable an account instance of IAM Identity Center.

4. If you are an administrator of an Amazon Organizations member account, under Enable an
account instance of IAM Identity Center, select Enable an account instance.

5. On the Enable an account instance of IAM Identity Center page, review the information
and optionally add tags that you want to associate with this account instance. Then select
Enable to complete the process.

® Note

If your Amazon account is a member of an organization, there might be restrictions
on your ability to enable an account instance of IAM Identity Center.
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« If your organization enabled IAM Identity Center before November 15, 2023 the
ability for member accounts to create account instances is disabled by default
and must be enabled by the management account of the organization.

« If your organization enabled IAM Identity Center after November 15, 2023 the
ability for member account to create account instances is enabled by default.
However, service control policies can be used to prevent the creation of account
instances of IAM Identity Center within an organization.

For more information, see the section called “Permit account instance creation in

member accounts” and the section called “SCPs for account instance creation”.

Confirm your identity sources in IAM Identity Center

Your identity source in IAM Identity Center defines where your users and groups are managed.
After you enable IAM Identity Center, confirm that you're using the identity source of your choice. If
you already have an assigned identity source, you can continue to use it.

If you're already managing users and groups in Active Directory or an external IdP, we recommend
that you consider connecting this identity source when you enable IAM Identity Center and choose
your identity source. This should be done before you create any users and groups in the default
Identity Center directory and make any assignments.

If you're already managing users and groups in one identity source in IAM Identity Center, changing
to a different identity source might remove all user and group assignments that you configured in
IAM Identity Center. If this occurs, all users, including the administrative user in IAM Identity Center,
will lose single sign-on access to their Amazon Web Services accounts and applications. For more
information, see Considerations for changing your identity source.

To confirm your identity source

1. Open the IAM Identity Center console.

2. Onthe Dashboard page, below the Recommended setup steps section, choose Confirm
your identity source. You can also access this page by choosing Settings and choosing the
Identity source tab.
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3. Thereis no action if you want to keep your assigned identity source. If you prefer to change
it, choose Actions, and then choose Change identity source.

You can choose one of the following as your identity source:
Identity Center directory

When you enable IAM Identity Center for the first time, it's automatically configured with an
Identity Center directory as your default identity source. If you aren't already using another
external identity provider, you can get started creating your users and groups, and assign
their level of access to your Amazon Web Services accounts and applications. For a tutorial
on using this identity source, see Configure user access with the default IAM Identity Center

directory.
Active Directory

If you're already managing users and groups in either your Amazon Managed Microsoft AD
directory using Amazon Directory Service or your self-managed directory in Active Directory
(AD), we recommend that you connect that directory when you enable IAM Identity Center.
Don't create any users and groups in the default Identity Center directory. IAM Identity
Center uses the connection provided by the Amazon Directory Service to synchronize user,
group, and membership information from your source directory in Active Directory to the
IAM Identity Center identity store. For more information, see Connect to a Microsoft AD

directory.

® Note
IAM Identity Center doesn't support SAMBA4-based Simple AD as an identity source.

External identity provider

For external identity providers (IdPs) such as Okta or Microsoft Entra ID, you can use |IAM
Identity Center to authenticate identities from the IdPs through the Security Assertion
Markup Language (SAML) 2.0 standard. The SAML protocol doesn't provide a way to query
the IdP to learn about users and groups. You make IAM Identity Center aware of those users
and groups by provisioning them into IAM Identity Center. You can perform automatic
provisioning (synchronization) of user and group information from your IdP into IAM Identity
Center using the System for Cross-domain Identity Management (SCIM) v2.0 protocol if

Confirm your identity sources 28



Amazon IAM Identity Center User Guide

your IdP supports SCIM. Otherwise, you can manually provision your users and groups by
manually entering the user names, email address, and groups into IAM Identity Center.

For detailed instructions on setting up your identity source, see IAM Identity Center identity

source tutorials.

(@ Note

If you plan to use an external identity provider, note that the external IdP, not IAM
Identity Center, manages multi-factor authentication (MFA) settings. MFA in IAM
Identity Center isn't supported for use by external identity providers. For more
information, see Prompt users for MFA.

Update firewalls and gateways to allow access to the Amazon
Web Services access portal

The Amazon Web Services access portal provides users with single sign-on access to all your
Amazon Web Services accounts and most commonly used cloud applications such as Office
365, Concur, Salesforce, and many more. You can quickly launch multiple applications simply by
choosing the Amazon Web Services account or application icon in the portal.

® Note

Amazon managed applications integrate with IAM Identity Center and use it for
authentication and directory services, but might not use the Amazon Web Services access
portal for application access.

If you filter access to specific Amazon domains or URL endpoints by using a web content filtering
solution such as next-generation firewalls (NGFW) or Secure Web Gateways (SWG), you must
allowlist the domains and URL endpoints associated with the Amazon Web Services access portal.

The following list provides the domains and URL endpoints to add to your web-content filtering
solution allowlists.

e [Directory ID or alias].awsapps.com

e *_ aws.dev
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* ,awsstatic.com

* . console.aws.a2z.com
oidc.[Region].amazonaws.com
*.SS0.amazonaws.com
*.sso0.[Region].amazonaws.com
*.sso-portal.[Region].amazonaws.com
[Region].prod.pr.panorama.console.api.aws/panoramaroute
[Region].signin.aws
[Region].signin.aws.amazon.com
signin.aws.amazon.com
*.cloudfront.net

opfcaptcha-prod.s3.amazonaws.com

Considerations for allowlisting domains and URL endpoints

In addition to the allowlist requirements for the Amazon Web Services access portal, the other
services and applications you use might require allowlisting of domains.

To access Amazon Web Services accounts, the Amazon Web Services Management Console,

and the IAM Identity Center console from your Amazon Web Services access portal, you must
allowlist additional domains. Refer to Troubleshooting in the Amazon Web Services Management
Console Getting Started Guide for a list of Amazon Web Services Management Console domains.

To access Amazon managed applications from your Amazon Web Services access portal, you
must allowlist their respective domains. Refer to the respective service documentation for
guidance.

If you use external software, such as external IdPs (for example, Okta and Microsoft Entra ID),
you'll need to include their domains in your allowlists.
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IAM Identity Center identity source tutorials

You can connect your existing identity source in your Amazon Organizations management account
to an organization instance of IAM Identity Center. If you don't have an existing identity provider,

you can create and manage users directly in the default IAM Identity Center directory. You can have
one identity source per organization.

The tutorials in this section describe how to set up an organization instance of IAM Identity
Center with a commonly used identity source, create an administrative user, and if you're using
IAM Identity Center to manage access to Amazon Web Services accounts, create and configure
permission sets. If you're using IAM Identity Center for application access only, you do not need to
use permission sets.

These tutorials do not describe how to set up account instances of IAM Identity Center. You can
use account instances to assign users and groups to applications, but you cannot use this instance
type to manage user access to Amazon Web Services accounts. For more information, see Account
instances of IAM ldentity Center.

(@ Note

Before starting any of these tutorials, enable IAM Identity Center. For more information,
see Enable IAM Identity Center.

Topics

» Using Active Directory as an identity source

» Setting up SCIM provisioning between CyberArk and 1AM Identity Center

» Using IAM Identity Center to connect with your JumpCloud Directory Platform

» Configure SAML and SCIM with Microsoft Entra ID and 1AM Identity Center

« Configure SAML and SCIM with Okta and IAM Identity Center

« Setting up SCIM provisioning between OnelLogin and IAM Identity Center

» Using Ping Identity products with IAM Identity Center

» Configure user access with the default IAM Identity Center directory

« Video tutorials
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Using Active Directory as an identity source

If you are managing users in either your Amazon Managed Microsoft AD directory using Amazon
Directory Service or your self-managed directory in Active Directory (AD), you can change your
IAM Identity Center identity source to work with those users. We recommend that you consider
connecting this identity source when you enable IAM Identity Center and choose your identity
source. Doing this before you create any users and groups in the default Identity Center directory
will help you avoid the additional configuration that's required if you change your identity source
later.

To use Active Directory as your identity source, your configuration must meet the following
prerequisites:

« If you're using Amazon Managed Microsoft AD, you must enable IAM Identity Center in the same
Amazon Web Services Region where your Amazon Managed Microsoft AD directory is set up. IAM
Identity Center stores the assignment data in the same Region as the directory. To administer
IAM Identity Center, you might need to switch to the Region where 1AM Identity Center is
configured. Also, note that the Amazon Web Services access portal uses the same access URL as
your directory.

« Use an Active Directory residing in the management account:

You must have an existing AD Connector or Amazon Managed Microsoft AD directory set up in
Amazon Directory Service, and it must reside within your Amazon Organizations management
account. You can connect only one AD Connector directory or one directory in Amazon Managed
Microsoft AD at a time. If you need to support multiple domains or forests, use Amazon Managed
Microsoft AD. For more information, see:

» Connect a directory in Amazon Managed Microsoft AD to IAM Identity Center

« Connect a self-managed directory in Active Directory to IAM Identity Center

« Use an Active Directory residing in the delegated administrator account:

If you plan to enable an IAM Identity Center delegated administrator and use Active Directory
as your IAM Identity Center identity source, you can use an existing AD Connector or Amazon
Managed Microsoft AD directory set up in Amazon Directory residing in the delegated admin
account.

If you decide to change the IAM Identity Center identity source from any other source to Active
Directory, or change it from Active Directory to any other source, the directory must reside in
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(be owned by) the IAM Identity Center delegated administrator member account if one exists;
otherwise, it must be in the management account.

This tutorial guides you through the basic set up for using Active Directory as an 1AM Identity
Center identity source.

Step 1: Connect Active Directory and specify a user

If you're already using Active Directory , the following topics will help you prepare to connect your
directory to IAM Identity Center.

(® Note

If you plan to connect an Amazon Managed Microsoft AD directory or a self-managed
directory in Active Directory and you're not using RADIUS MFA with Amazon Directory
Service, enable MFA in IAM Identity Center.

Amazon Managed Microsoft AD

1. Review the guidance in Connect to a Microsoft AD directory.

2. Follow the steps in Connect a directory in Amazon Managed Microsoft AD to IAM Identity

Center.

3. Configure Active Directory to synchronize the user to whom you want to grant administrative
permissions into IAM Identity Center. For more information, see Synchronize an administrative

user into 1AM Identity Center.

Self-managed directory in Active Directory

1. Review the guidance in Connect to a Microsoft AD directory.

2. Follow the steps in Connect a self-managed directory in Active Directory to IAM Identity Center.

3. Configure Active Directory to synchronize the user to whom you want to grant administrative
permissions into IAM Identity Center. For more information, see Synchronize an administrative

user into 1AM Identity Center.
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Step 2: Synchronize an administrative user into IAM Identity Center

After you connect your directory to IAM Identity Center, you can specify a user to whom you want
to grant administrative permissions, and then synchronize that user from your directory into IAM
Identity Center.

1. Open the IAM Identity Center console.

2. Choose Settings.

3. On the Settings page, choose the Identity source tab, choose Actions, and then choose
Manage Sync.

4. On the Manage Sync page, choose the Users tab, and then choose Add users and groups.
5. On the Users tab, under User, enter the exact username and choose Add.

6. Under Added Users and Groups, do the following:

a. Confirm that the user to whom you want to grant administrative permissions is specified.
b. Select the check box to the left of the username.
c. Choose Submit.
7. In the Manage sync page, the user that you specified appears in the Users in sync scope list.
8. In the navigation pane, choose Users.

9. On the Users page, it might take some time for the user that you specified to appear in the list.
Choose the refresh icon to update the list of users.

At this point, your user doesn't have access to the management account. You will set up
administrative access to this account by creating an administrative permission set and assigning the
user to that permission set. For more information, see Create a permission set.

Setting up SCIM provisioning between CyberArk and IAM
Identity Center

IAM Identity Center supports automatic provisioning (synchronization) of user information from
CyberArk Directory Platform into 1AM Identity Center. This provisioning uses the System for Cross-
domain Identity Management (SCIM) v2.0 protocol. For more information, see Using SAML and
SCIM identity federation with external identity providers.
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You configure this connection in CyberArk using your IAM Identity Center SCIM endpoint and access
token. When you configure SCIM synchronization, you create a mapping of your user attributes in
CyberArk to the named attributes in IAM Identity Center. This causes the expected attributes to
match between IAM Identity Center and CyberArk.

This guide is based on CyberArk as of August 2021. Steps for newer versions may vary. This guide
contains a few notes regarding configuration of user authentication through SAML.

(@ Note

Before you begin deploying SCIM, we recommend that you first review the Considerations

for using automatic provisioning. Then continue reviewing additional considerations in the
next section.

Topics

« Prerequisites

« SCIM considerations

« Step 1: Enable provisioning in IAM Identity Center

» Step 2: Configure provisioning in CyberArk

» (Optional) Step 3: Configure user attributes in CyberArk for access control (ABAC) in IAM Identity
Center

» (Optional) Passing attributes for access control

Prerequisites

You will need the following before you can get started:

» CyberArk subscription or free trial. To sign up for a free trial visit CyberArk.

« An IAM Identity Center enabled account (free). For more information, see Enable IAM Identity
Center.

« A SAML connection from your CyberArk account to IAM Identity Center, as described in CyberArk
documentation for IAM Identity Center.

« Associate the IAM Identity Center connector with the roles, users and organizations you want to
allow access to Amazon Web Services accounts.
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SCIM considerations

The following are considerations when using CyberArk federation for IAM Identity Center:
« Only roles mapped in the application Provisioning section will be synchronized to IAM Identity
Center.

« The provisioning script is supported only in its default state, once changed the SCIM provisioning
might fail.

« Only one phone number attribute can be synchronized and the default is “work phone”.

o If the role mapping in CyberArk IAM Identity Center application is changed, the below behavior is
expected:

« If the role names are changed - no changes to the group names in IAM Identity Center.

o If the group names are changed - new groups will be created in IAM Identity Center, old groups
will remain but will have no members.

« User synchronization and de-provisioning behavior can be set up from the CyberArk IAM Identity
Center application, make sure you set up the right behavior for your organization. These are the
options you have:

« Overwrite (or not) users in Identity Center directory with the same principal name.
» De-provision users from IAM Identity Center when the user is removed from the CyberArk role.

» De-provision user behavior - disable or delete.

Step 1: Enable provisioning in IAM Identity Center

In this first step, you use the IAM Identity Center console to enable automatic provisioning.
To enable automatic provisioning in IAM Identity Center

1. After you have completed the prerequisites, open the IAM Identity Center console.

2. Choose Settings in the left navigation pane.

3. On the Settings page, locate the Automatic provisioning information box, and then choose
Enable. This immediately enables automatic provisioning in IAM Identity Center and displays
the necessary SCIM endpoint and access token information.

4. In the Inbound automatic provisioning dialog box, copy the SCIM endpoint and access token.
You'll need to paste these in later when you configure provisioning in your IdP.
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a. SCIM endpoint - For example, https://scim.us -
east-2.amazonaws.com/11111111111-2222-3333-4444-555555555555/scim/v2

b. Access token - Choose Show token to copy the value.

/A Warning

This is the only time where you can obtain the SCIM endpoint and access token. Ensure
you copy these values before moving forward. You will enter these values to configure
automatic provisioning in your IdP later in this tutorial.

5. Choose Close.

Now that you have set up provisioning in the IAM Identity Center console, you need to complete
the remaining tasks using the CyberArk IAM Identity Center application. These steps are described
in the following procedure.

Step 2: Configure provisioning in CyberArk

Use the following procedure in the CyberArk IAM Identity Center application to enable provisioning
with IAM Identity Center. This procedure assumes that you have already added the CyberArk

IAM Identity Center application to your CyberArk admin console under Web Apps. If you have

not yet done so, refer to the Prerequisites, and then complete this procedure to configure SCIM
provisioning.

To configure provisioning in CyberArk

1. Open the CyberArk IAM Identity Center application that you added as part of configuring
SAML for CyberArk (Apps > Web App). See Prerequisites.

2. Choose the IAM Identity Center application and go to the Provisioning section.

3. Check the box for Enable provisioning for this application and choose Live Mode.

4. In the previous procedure, you copied the SCIM endpoint value from IAM Identity Center.
Paste that value into the SCIM Service URL field, in the CyberArk IAM Identity Center
application set the Authorization Type to be Authorization Header.

5. Set the Header Type to Bearer Token.
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6. From the previous procedure you copied the Access token value in IAM Identity Center. Paste
that value into the Bearer Token field in the CyberArk IAM Identity Center application.

7. Click Verify to test and apply the configuration.

8. Under the Sync Options, choose the right behavior for which you want the outbound
provisioning from CyberArk to work. You can choose to overwrite (or not) existing IAM Identity
Center users with similar principal name, and the de-provisioning behavior.

9. Under Role Mapping set up the mapping from CyberArk roles, under the Name field to the
IAM Identity Center group, under the Destination Group.

10. Click Save at the bottom once you are done.

11. To verify that users have been successfully synchronized to IAM Identity Center, return to the
IAM Identity Center console and choose Users. Synchronized users from CyberArk will appear
on the Users page. These users can now be assigned to accounts and can connect within IAM
Identity Center.

(Optional) Step 3: Configure user attributes in CyberArk for access
control (ABAC) in IAM Identity Center

This is an optional procedure for CyberArk should you choose to configure attributes for IAM
Identity Center to manage access to your Amazon resources. The attributes that you define in
CyberArk are passed in a SAML assertion to IAM Identity Center. You then create a permission set in
IAM Identity Center to manage access based on the attributes you passed from CyberArk.

Before you begin this procedure, you must first enable the Attributes for access control feature. For

more information about how to do this, see Enable and configure attributes for access control.

To configure user attributes in CyberArk for access control in IAM Identity Center

1. Open the CyberArk IAM Identity Center application that you installed as part of configuring
SAML for CyberArk (Apps > Web Apps).

2. Go to the SAML Response option.

3. Under Attributes, add the relevant attributes to the table following the below logic:

a. Attribute Name is the original attribute name from CyberArk.
b. Attribute Value is the attribute name sent in the SAML assertion to IAM Identity Center.

4. Choose Save.
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(Optional) Passing attributes for access control

You can optionally use the Attributes for access control feature in IAM Identity Center to pass

an Attribute element with the Name attribute set to https://aws.amazon.com/SAML/
Attributes/AccessControl:{TagKey}. This element allows you to pass attributes as session
tags in the SAML assertion. For more information about session tags, see Passing session tags in
Amazon STS in the IAM User Guide.

To pass attributes as session tags, include the AttributeValue element that specifies the value
of the tag. For example, to pass the tag key-value pair CostCenter = blue, use the following
attribute.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

If you need to add multiple attributes, include a separate Attribute element for each tag.

Using IAM Identity Center to connect with your JumpCloud
Directory Platform

IAM Identity Center supports automatic provisioning (synchronization) of user information from
JumpCloud Directory Platform into IAM Identity Center. This provisioning uses the Security
Assertion Markup Language (SAML) 2.0 protocol. For more information, see Using SAML and SCIM
identity federation with external identity providers.

You configure this connection in JumpCloud using your IAM Identity Center SCIM endpoint and
access token. When you configure SCIM synchronization, you create a mapping of your user
attributes in JumpCloud to the named attributes in IAM Identity Center. This causes the expected
attributes to match between IAM Identity Center and JumpCloud.

This guide is based on JumpCloud as of June 2021. Steps for newer versions may vary. This guide
contains a few notes regarding configuration of user authentication through SAML.

The following steps walk you through how to enable automatic provisioning of users and groups
from JumpCloud to IAM Identity Center using the SCIM protocol.
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® Note

Before you begin deploying SCIM, we recommend that you first review the Considerations

for using automatic provisioning. Then continue reviewing additional considerations in the
next section.

Topics

Prerequisites
SCIM considerations

Step 1: Enable provisioning in IAM Identity Center

Step 2: Configure provisioning in JumpCloud

(Optional) Step 3: Configure user attributes in JumpCloud for access control in IAM ldentity
Center

(Optional) Passing attributes for access control

Prerequisites

You will need the following before you can get started:

JumpCloud subscription or free trial. To sign up for a free trial visit JumpCloud.

An IAM ldentity Center enabled account (free). For more information, see Enable IAM Identity
Center.

A SAML connection from your JumpCloud account to IAM Identity Center, as described in
JumpCloud documentation for IAM Identity Center .

Associate the 1AM Identity Center connector with the groups you want to allow access to Amazon
accounts.

SCIM considerations

The following are considerations when using JumpCloud federation for IAM Identity Center.

Only groups associated with the Amazon Single Sign-On connector in JumpCloud will be
synchronized with SCIM.

Only one phone number attribute can be synchronized and the default is "work phone."

Prerequisites 40


https://console.jumpcloud.com/signup
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/setup-enable-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/setup-enable-idc.html
https://support.jumpcloud.com/support/s/article/Single-Sign-On-SSO-With-AWS-SSO

Amazon IAM Identity Center User Guide

« Users in JumpCloud directory must have first and last names configured to be synchronized to
IAM Identity Center with SCIM.

« Attributes are still synchronized if the user is disabled in IAM Identity Center but still activate in
JumpCloud.

» You can choose to enable SCIM sync for only user information by unchecking the "Enable
management of User Groups and Group membership" in the connector.

Step 1: Enable provisioning in IAM Identity Center
In this first step, you use the IAM Identity Center console to enable automatic provisioning.
To enable automatic provisioning in IAM Identity Center

1. After you have completed the prerequisites, open the IAM Identity Center console.

2. Choose Settings in the left navigation pane.

3. On the Settings page, locate the Automatic provisioning information box, and then choose
Enable. This immediately enables automatic provisioning in IAM Identity Center and displays
the necessary SCIM endpoint and access token information.

4. In the Inbound automatic provisioning dialog box, copy the SCIM endpoint and access token.
You'll need to paste these in later when you configure provisioning in your IdP.

a. SCIM endpoint - For example, https://scim.us-
east-2.amazonaws.com/11111111111-2222-3333-4444-555555555555/scim/v2

b. Access token - Choose Show token to copy the value.

/A Warning

This is the only time where you can obtain the SCIM endpoint and access token. Ensure
you copy these values before moving forward. You will enter these values to configure
automatic provisioning in your IdP later in this tutorial.

5. Choose Close.

Now that you have set up provisioning in the IAM Identity Center console, you need to complete
the remaining tasks using the JumpCloud IAM Identity Center connector. These steps are described
in the following procedure.
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Step 2: Configure provisioning in JumpCloud

Use the following procedure in the JumpCloud IAM Identity Center connector to enable
provisioning with IAM Identity Center. This procedure assumes that you have already added the
JumpCloud IAM Identity Center connector to your JumpCloud admin portal and groups. If you
have not yet done so, refer to Prerequisites, and then complete this procedure to configure SCIM
provisioning.

To configure provisioning in JumpCloud

1. Open the JumpCloud IAM Identity Center connector that you installed as part of configuring
SAML for JumpCloud (User Authentication > IAM Identity Center). See Prerequisites.

2. Choose the IAM Identity Center connector, and then choose the third tab Identity
Management.

3. Check the box for Enable management of User Groups and Group membership in this
application if you want groups to SCIM sync.

4. Click on Configure.

In the previous procedure, you copied the SCIM endpoint value in IAM Identity Center. Paste
that value into the Base URL field in the JumpCloud IAM Identity Center connector.

6. From the previous procedure you copied the Access token value in IAM Identity Center. Paste
that value into the Token Key field in the JumpCloud IAM Identity Center connector.

Click Activate to apply the configuration.
8. Make sure you have a green indicator next to Single Sign-On activated.

Move to the fourth tab User Groups and check the groups you want to be provisioned with
SCIM.

10. Click Save at the bottom once you are done.

11. To verify that users have been successfully synchronized to IAM Identity Center, return to the
IAM Identity Center console and choose Users. Synchronized users from JumpCloud appear on
the Users page. These users can now be assigned to accounts within IAM Identity Center.

(Optional) Step 3: Configure user attributes in JumpCloud for access
control in IAM Identity Center

This is an optional procedure for JumpCloud should you choose to configure attributes for IAM
Identity Center to manage access to your Amazon resources. The attributes that you define in
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JumpCloud are passed in a SAML assertion to IAM Identity Center. You then create a permission set
in IAM Identity Center to manage access based on the attributes you passed from JumpCloud.

Before you begin this procedure, you must first enable the Attributes for access control feature. For

more information about how to do this, see Enable and configure attributes for access control.

To configure user attributes in JumpCloud for access control in IAM Identity Center

1. Open the JumpCloud IAM Identity Center connector that you installed as part of configuring
SAML for JumpCloud (User Authentication > IAM Identity Center).

2. Choose the IAM Identity Center connector. Then, choose the second tab IAM Identity Center.

3. At the bottom of this tab you have User Attribute Mapping, choose Add new attribute, and
then do the following: You must perform these steps for each attribute you will add for use in
IAM Identity Center for access control.

a. Inthe Service Provide Attribute Name field, enter https://aws.amazon.com/SAML/
Attributes/AccessControl:AttributeName. Replace AttributeName with the
name of the attribute you are expecting in IAM Identity Center. For example, https://
aws.amazon.com/SAML/Attributes/AccessControl:Email.

b. Inthe JumpCloud Attribute Name field, choose user attributes from your JumpCloud
directory. For example, Email (Work).

4. Choose Save.

(Optional) Passing attributes for access control

You can optionally use the Attributes for access control feature in IAM Identity Center to pass
an Attribute element with the Name attribute set to https://aws.amazon.com/SAML/
Attributes/AccessControl: {TagKey}. This element allows you to pass attributes as session

tags in the SAML assertion. For more information about session tags, see Passing session tags in
Amazon STS in the IAM User Guide.

To pass attributes as session tags, include the AttributeValue element that specifies the value
of the tag. For example, to pass the tag key-value pair CostCenter = blue, use the following
attribute.

<saml:AttributeStatement>
<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue
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</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>

If you need to add multiple attributes, include a separate Attribute element for each tag.

Configure SAML and SCIM with Microsoft Entra ID and IAM
Identity Center

Amazon IAM Identity Center supports integration with Security Assertion Markup Language

(SAML) 2.0 as well as automatic provisioning (synchronization) of user and group information

from Microsoft Entra ID (formerly known as Azure Active Directory or Azure AD) into IAM Identity
Center using the System for Cross-domain Identity Management (SCIM) 2.0 protocol. For more

information, see Using SAML and SCIM identity federation with external identity providers.

Objective

In this tutorial, you will set up a test lab and configure a SAML connection and SCIM provisioning
between Microsoft Entra ID and IAM Identity Center. During the initial preparation steps, you'll
create a test user (Nikki Wolf) in both Microsoft Entra ID and IAM Identity Center which you'll
use to test the SAML connection in both directions. Later, as part of the SCIM steps, you'll

create a different test user (Richard Roe) to verify that new attributes in Microsoft Entra ID are
synchronizing to IAM Identity Center as expected.

Prerequisites
Before you can get started with this tutorial, you'll first need to set up the following:

« A Microsoft Entra ID tenant. For more information, see Quickstart: Set up a tenant in Microsoft

documentation.

« An Amazon IAM Identity Center-enabled account. For more information, see Enable IAM Identity

Center in the Amazon IAM Identity Center User Guide.

Considerations

The following are important considerations about Microsoft Entra ID that can affect how you plan
to implement automatic provisioning with 1AM Identity Center in your production environment

using the SCIM v2 protocol.
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Automatic Provisioning

Before you begin deploying SCIM, we recommend that you first review Considerations for using
automatic provisioning.

Attributes for access control

Attributes for access control is used in permission policies that determine who in your identity
source can access your Amazon resources. If an attribute is removed from a user in Microsoft Entra
ID, that attribute will not be removed from the corresponding user in IAM Identity Center. This is a
known limitation in Microsoft Entra ID. If an attribute is changed to a different (non-empty) value
on a user, that change will be synchronized to IAM Identity Center.

Nested Groups

The Microsoft Entra ID user provisioning service can't read or provision users in nested groups. Only
users that are immediate members of an explicitly assigned group can be read and provisioned.
Microsoft Entra ID doesn't recursively unpack the group memberships of indirectly assigned

users or groups (users or groups that are members of a group that is directly assigned). For more
information, see Assignment-based scoping in the Microsoft documentation. Alternatively, you can
use |IAM Identity Center configurable AD sync to integrate Active Directory groups with IAM Identity
Center.

Dynamic Groups

The Microsoft Entra ID user provisioning service can read and provision users in dynamic groups.
See below for an example showing the users and groups structure while using dynamic groups
and how they are displayed in IAM Identity Center. These users and groups were provisioned from
Microsoft Entra ID into IAM Identity Center via SCIM

For example, if Microsoft Entra ID structure for dynamic groups is as follows:

1. Group A with members ual, ua2

2. Group B with members ub1

3. Group C with members uc1

4. Group K with a rule to include members of Group A, B, C

5. Group L with a rule to include members Group B and C
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After the user and group information is provisioned from Microsoft Entra ID into IAM Identity
Center through SCIM, the structure will be as follows:

1. Group A with members ual, ua2

2. Group B with members ub1

3. Group C with members uc1

4. Group K with members ual, ua2, ub1, uci

5. Group L with members ub1, uc1

When you configure automatic provisioning using dynamic groups, keep the following
considerations in mind.

« A dynamic group can include a nested group. However, Microsoft Entra ID provisioning service
doesn't flatten the nested group. For example, if you have the following Microsoft Entra ID
structure for dynamic groups:

» Group A is a parent of group B.
o Group A has ual as a member.

o Group B has ub1 as a member.

The dynamic group that includes Group A will only include the direct members of group A (that is,
ual). It won't recursively include members of group B.

« Dynamic groups can't contain other dynamic groups. For more information, see Preview
limitations in the Microsoft documentation.

Step 1: Prepare your Microsoft tenant

In this step, you will walk through how to install and configure your Amazon IAM Identity Center
enterprise application and assign access to a newly created Microsoft Entra ID test user.

Step 1.1 >
Step 1.1: Set up the Amazon IAM Identity Center enterprise application in Microsoft Entra ID

In this procedure, you install the Amazon IAM Identity Center enterprise application in Microsoft
Entra ID. You will need this application later to configure your SAML connection with Amazon.
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1. Signin to the Microsoft Entra admin center as at least a Cloud Application Administrator.

2. Navigate to Identity > Applications > Enterprise applications, and then choose New
application.

3. On the Browse Microsoft Entra Gallery page, enter Amazon IAM Identity Centerin
the search box.

4. Select Amazon IAM Identity Center from the results.
Choose Create.

Step 1.2 >

Step 1.2: Create a test user in Microsoft Entra ID

Nikki Wolf is the name of your Microsoft Entra ID test user that you will create in this procedure.

1. Inthe Microsoft Entra admin center console, navigate to Identity > Users > All users.

2. Select New user, and then choose Create new user at the top of the screen.

3. In User principal name, enter NikkiWolf, and then select your preferred domain and
extension. For example, NikkiWolf@example.org.

4. In Display name, enter NikkiWolf.
In Password, enter a strong password or select the eye icon to show the password that was
auto-generated, and either copy or write down the value that's displayed.

6. Choose Properties, in First name, enter Nikki. In Last name, enter Wolf.

7. Choose Review + create, and then choose Create.

Step 1.3

Step 1.3: Test Nikki's experience prior to assigning her permissions to Amazon IAM Identity
Center

In this procedure, you will verify what Nikki can successfully sign into her Microsoft My Account
portal.

1.

In the same browser, open a new tab, go to the My Account portal sign-in page, and enter

Nikki's full email address. For example, NikkiWolf@example. org.

When prompted, enter Nikki's password, and then choose Sign in. If this was an auto-
generated password, you will be prompted to change the password.
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3. On the Action Required page, choose Ask later to bypass the prompt for additional
security methods.

4. On the My account page, in the left navigation pane, choose My Apps. Notice that besides
Add-ins, no apps are displayed at this time. You'll add an Amazon IAM Identity Center app
that will appear here in a later step.

Step 1.4

Step 1.4: Assign permissions to Nikki in Microsoft Entra ID

Now that you have verified that Nikki can successfully access the My account portal, use this
procedure to assign her user to the Amazon IAM Identity Center app.

1.

In the Microsoft Entra admin center console, navigate to Identity > Applications >
Enterprise applications and then choose Amazon IAM Identity Center from the list.

On the left, choose Users and groups.

Choose Add user/group. You can ignore the message stating that groups are not available
for assignment. This tutorial does not use groups for assignments.

On the Add Assignment page, under Users, choose None Selected.
Select NikkiWolf, and then choose Select.

On the Add Assignment page, choose Assign. NikkiWolf now appears in the list of users
who are assigned to the Amazon IAM Identity Center app.

Step 2: Prepare your Amazon account

In this step, you'll walk through how to use IAM Identity Center to configure access permissions

(via permission set), manually create a corresponding Nikki Wolf user, and assign her the necessary

permissions to administer resources in Amazon.

Step 2.1 >

Step 2.1: Create a RegionalAdmin permission set in IAM Identity Center

This permission set will be used to grant Nikki the necessary Amazon account permissions

required to manage Regions from the Account page within the Amazon Web Services

Management Console. All other permissions to view or manage any other information for

Nikki's account is denied by default.
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1.

2
3.
4

Open the IAM Identity Center console.

Under Multi-account permissions, choose Permission sets.
Choose Create permission set.

On the Select permission set type page, select Custom permission set, and then choose
Next.

Select Inline policy to expand it, and then create a policy for the permission set using the
following steps:
a. Choose Add new statement to create a policy statement.

b. Under Edit statement, select Account from the list, and then choose the following
checkboxes.

ListRegions

GetRegionOptStatus

DisableRegion

EnableRegion
c. Next to Add a resource, choose Add.

d. On the Add resource page, under Resource type, select All Resources, and then
choose Add resource. Verify that your policy looks like the following:

"Statement": [
{

"Sid": "Statementl",

"Effect": "Allow",

"Action": [
"account:ListRegions",
"account:DisableRegion",
"account:EnableRegion",
"account:GetRegionOptStatus"

1,

"Resource": [

"

Step 2: Prepare your Amazon account

49


https://console.aws.amazon.com/singlesignon

Amazon IAM Identity Center User Guide

6. Choose Next.

7. On the Specify permission set details page, under Permission set name, enter
RegionalAdmin, and then choose Next.

8. On the Review and create page, choose Create. You should see RegionalAdmin displayed
in the list of permission sets.

Step 2.2 >

Step 2.2: Create a corresponding NikkiWolf user in IAM Identity Center

Since the SAML protocol does not provide a mechanism to query the IdP (Microsoft Entra ID)
and automatically create users here in IAM Identity Center, use the following procedure to
manually create a user in IAM Identity Center that mirrors the core attributes from Nikki Wolfs
user in Microsoft Entra ID.

1. Open the IAM Identity Center console.

2. Choose Users, choose Add user, and then provide the following information:

a.

b.
C.
d.

e.

For both Username and Email address — Enter the same
NikkiWolf@yourcompanydomain.extension that you used when creating your
Microsoft Entra ID user. For example, NikkiWolf@example.org.

Confirm email address — Re-enter the email address from the previous step
First name - Enter Nikki
Last name - Enter Wolf

Display name - Enter Nikki Wolf

Choose Next twice, then choose Add user.

4. Select Close.

Step 2.3

Step 2.3: Assign Nikki to the RegionalAdmin permission set in IAM Identity Center

Here you locate the Amazon Web Services account in which Nikki will administer Regions, and

then assign the necessary permissions required for her to successfully access the Amazon Web

Services access portal.

1. Open the IAM Identity Center console.
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Under Multi-account permissions, choose Amazon Web Services accounts.

Select the checkbox next to the account name (for example, Sandbox) where you want to
grant Nikki access to manage Regions, and then choose Assign users and groups.

On the Assign users and groups page, choose the Users tab, find and check the box next to
Nikki, and then choose Next.

Example

<caption>0n the Select permission sets page, choose the RegionalAdmin permission set
created in Step 2.1, and then choose Next.</caption>

On the Review and submit page, review your selections and then choose Submit.

Step 3: Configure and test your SAML connection

In this step, you configure your SAML connection using the Amazon IAM Identity Center enterprise

application in Microsoft Entra ID together with the external IdP settings in IAM Identity Center.

Step 3.1 >

Step 3.1: Collect required service provider metadata from IAM Identity Center

In this step, you will launch the Change identity source wizard from within the IAM Identity

Center console and retrieve the metadata file and the Amazon specific sign-in URL you'll need

to enter when configuring the connection with Microsoft Entra ID in the next step.

1.
2.

In the IAM Identity Center console, choose Settings.

On the Settings page, choose the Identity source tab, and then choose Actions > Change
identity source.

On the Choose identity source page, select External identity provider, and then choose
Next.

On the Configure external identity provider page, under Service provider metadata,
choose Download metadata file to download the XML file.

In the same section, locate the Amazon Web Services access portal sign-in URL value and
copy it. You will need to enter this value when prompted in the next step.

Leave this page open, and move to the next step (Step 3.2) to configure the Amazon IAM
Identity Center enterprise application in Microsoft Entra ID. Later, you'll return to this page
to complete the process.
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Step 3.2 >

Step 3.2: Configure the Amazon IAM Identity Center enterprise application in Microsoft
Entra ID

This procedure establishes one-half of the SAML connection on the Microsoft side using the
values from the metadata file and Sign-On URL you obtained in the last step.

1. Inthe Microsoft Entra admin center console, navigate to Identity > Applications >
Enterprise applications and then choose Amazon IAM Identity Center.

2. On the left, choose 2. Set up Single sign-on.

3. On the Set up Single Sign-On with SAML page, choose SAML. Then choose Upload
metadata file, choose the folder icon, select the service provider metadata file that you
downloaded in the previous step, and then choose Add.

4. On the Basic SAML Configuration page, verify that both the Identifier
and Reply URL values now point to endpoints in Amazon that start with
https://<REGION>.signin.aws.amazon.com/platform/saml/.

5. Under Sign on URL (Optional), paste in the Amazon Web Services access portal sign-in
URL value you copied in the previous step (Step 3.1), choose Save, and then choose X to
close the window.

6. If prompted to test single sign-on with Amazon IAM Identity Center, choose No I'll test
later. You will do this verification in a later step.

7. On the Set up Single Sign-On with SAML page, in the SAML Certificates section, next to
Federation Metadata XML, choose Download to save the metadata file to your system. You
will need to upload this file when prompted in the next step.

Step 3.3 >

Step 3.3: Configure the Microsoft Entra ID external IdP in Amazon IAM Identity Center

Here you will return to the Change identity source wizard in the IAM Identity Center console to

complete the second-half of the SAML connection in Amazon.

1.

Return to the browser session you left open from Step 3.1 in the IAM Identity Center
console.
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2. On the Configure external identity provider page, in the Identity provider metadata
section, under IdP SAML metadata, choose the Choose file button, and select the identity
provider metadata file that you downloaded from Microsoft Entra ID in the previous step,
and then choose Open.

3. Choose Next.

4. After you read the disclaimer and are ready to proceed, enter ACCEPT.

5. Choose Change identity source to apply your changes.

Step 3.4 >

Step 3.4: Test that Nikki is redirected to the Amazon Web Services access portal

In this procedure, you will test the SAML connection by signing in to Microsoft's My Account
portal with Nikki's credentials. Once authenticated, you'll select the Amazon IAM Identity
Center application which will redirect Nikki to the Amazon Web Services access portal.

1.

6.

Go to the My Account portal sign in page, and enter Nikki's full email address. For example,
NikkiWolf@example.org.

When prompted, enter Nikki's password, and then choose Sign in.
On the My account page, in the left navigation pane, choose My Apps.

On the My Apps page, select the app named Amazon IAM Identity Center. This should
prompt you for additional authentication.

On Microsoft's sign in page, choose your NikkiWolf credentials. If prompted a second time
for authentication, choose your NikkiWolf credentials again. This should automatically
redirect you to the Amazon Web Services access portal.

® Tip
If you are not redirected successfully, check to make sure the Amazon Web Services
access portal sign-in URL value you entered in Step 3.2 matches the value you
copied from Step 3.1.

Verify that your Amazon Web Services accounts display.
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® Tip
If the page is empty and no Amazon Web Services accounts display, confirm that
Nikki was successfully assigned to the RegionalAdmin permission set (see Step
2.3).

Step 3.5

Step 3.5: Test Nikki's level of access to manage her Amazon Web Services account

In this step, you will check to determine Nikki's level of access to manage the Region settings
for her Amazon Web Services account. Nikki should only have sufficient administrator privileges
to manage Regions from the Accounts page.

1.

In the Amazon Web Services access portal, choose the Accounts tab to display the list
of accounts. The account names, account IDs, and email addresses associated with any
accounts where you've defined permission sets appear.

Choose the account name (for example, Sandbox) where you applied the permission set
(see Step 2.3). This will expand the list of permission sets that Nikki can choose from to
manage her account.

Next to RegionalAdmin choose Management console to assume the role you defined in
the RegionalAdmin permission set. This will redirect you to the Amazon Web Services
Management Console home page.

In the upper-right corner of the console, choose your account name, and then choose
Account. This will take you to the Account page. Notice that all other sections on this page
display a message that you don't have the necessary permissions to view or modify those
settings.

On the Account page, scroll down to the section Amazon Regions. Select a checkbox for
any available Region in the table. Notice that Nikki does have the necessary permissions to
Enable or Disable the list of Regions for her account as was intended.
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@ Nicely done!
Steps 1 through 3 helped you to successfully implement and test your SAML

connection. Now, to complete the tutorial, we encourage you to move on to Step 4 to
implement automatic provisioning.

Step 4: Configure and test your SCIM synchronization

In this step, you will set up automatic provisioning (synchronization) of user information from
Microsoft Entra ID into IAM Identity Center using the SCIM v2.0 protocol. You configure this
connection in Microsoft Entra ID using your SCIM endpoint for IAM Identity Center and a bearer
token that is created automatically by IAM Identity Center.

When you configure SCIM synchronization, you create a mapping of your user attributes in
Microsoft Entra ID to the named attributes in IAM Identity Center. This causes the expected
attributes to match between IAM Identity Center and Microsoft Entra ID.

The following steps walk you through how to enable automatic provisioning of users that primarily
reside in Microsoft Entra ID to IAM Identity Center using the IAM Identity Center app in Microsoft
Entra ID.

Step 4.1 >
Step 4.1: Create a second test user in Microsoft Entra ID

For testing purposes, you will create a new user (Richard Roe) in Microsoft Entra ID. Later, after
you set up SCIM synchronization, you will test that this user and all relevant attributes were
synced successfully to IAM Identity Center.

1. Inthe Microsoft Entra admin center console, navigate to Identity > Users > All users.

2. Select New user, and then choose Create new user at the top of the screen.

3. In User principal name, enter RichRoe, and then select your preferred domain and
extension. For example, RichRoe@example.org.

4. In Display name, enter RichRoe.

In Password, enter a strong password or select the eye icon to show the password that was
auto-generated, and either copy or write down the value that's displayed.

6. Choose Properties, and then provide the following values:
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e First name - Enter Richard

o Last name - Enter Roe

Job title - Enter Marketing Lead

Department - Enter Sales
« Employee ID - Enter 12345

Choose Review + create, and then choose Create.

Step 4.2 >

Step 4.2: Enable automatic provisioning in IAM Identity Center

In this procedure, you will use the IAM Identity Center console to enable automatic provisioning

of users and groups coming from Microsoft Entra ID into IAM Identity Center.

1.
2.

5.
6.

Open the IAM Identity Center console, and choose Settings in the left navigation pane.

On the Settings page, under the Identity source tab, notice that Provisioning method is
set to Manual.

Locate the Automatic provisioning information box, and then choose Enable. This
immediately enables automatic provisioning in IAM Identity Center and displays the
necessary SCIM endpoint and access token information.

In the Inbound automatic provisioning dialog box, copy each of the values for the
following options. You will need to paste these in the next step when you configure
provisioning in Microsoft Entra ID.

a. SCIM endpoint - For example, https://scim.us -
east-2.amazonaws.com/11111111111-2222-3333-4444-555555555555/scim/v2

b. Access token - Choose Show token to copy the value.

/A Warning

This is the only time where you can obtain the SCIM endpoint and access token.
Ensure you copy these values before moving forward.

Choose Close.

Under the Identity source tab, notice that Provisioning method is now set to SCIM.
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Step 4.3 >

Step 4.3: Configure automatic provisioning in Microsoft Entra ID

Now that you have your RichRoe test user in place and have enabled SCIM in IAM Identity
Center, you can proceed with configuring the SCIM synchronization settings in Microsoft Entra

ID.

1. Inthe Microsoft Entra admin center console, navigate to Identity > Applications >
Enterprise applications and then choose Amazon IAM Identity Center.

2. Choose Provisioning, under Manage, choose Provisioning again.
In Provisioning Mode select Automatic.

4. Under Admin Credentials, in Tenant URL paste in the SCIM endpoint URL value you copied
earlier in Step 4.2.In Secret Token, paste in the Access token value.

5. Choose Test Connection. You should see a message indicating that the tested credentials
were successfully authorized to enable provisioning.

6. Choose Save.

7. Under Manage, choose Users and groups, and then choose Add user/group.

8. On the Add Assignment page, under Users, choose None Selected.

9. Select RichRoe, and then choose Select.

10. On the Add Assignment page, choose Assign.

11. Choose Overview, and then choose Start provisioning.

Step 4.4

Step 4.4: Verify that synchronization occurred

In this section, you will verify that Richard's user was successfully provisioned and that all
attributes are displayed in IAM Identity Center.

1.
2.

In the IAM Identity Center console, choose Users.

On the Users page, you should see your RichRoe user displayed. Notice that in the Created
by column the value is set to SCIM.

Choose RichRoe, under Profile, verify that the following attributes were copied from
Microsoft Entra ID.

e First name - Richard
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 Last name - Roe

« Department - Sales

Title - Marketing Lead

Employee number - 12345

Now that Richard's user has been created in IAM Identity Center, you can assign it to any
permission set so you can control the level of access he has to your Amazon resources. For
example, you could assign RichRoe to the RegionalAdmin permission set you used earlier
to grant Nikki the permissions to manage Regions (see Step 2.3) and then test his level of
access using Step 3.5.

(@ Congratulations!

You have successfully set up a SAML connection between Microsoft and Amazon
and have verified that automatic provisioning is working to keep everything in sync.
Now you can apply what you've learned to more smoothly set up your production
environment.

Step 5: Configure ABAC - Optional

Now that you have successfully configured SAML and SCIM, you can optionally choose to configure
attribute-based access control (ABAC). ABAC is an authorization strategy that defines permissions
based on attributes.

With Microsoft Entra ID, you can use either of the following two methods to configure ABAC for use
with IAM Identity Center.

Configure user attributes in Microsoft Entra ID for access control in IAM Identity Center
Configure user attributes in Microsoft Entra ID for access control in IAM Identity Center

In the following procedure, you will determine which attributes in Microsoft Entra ID should

be used by IAM Identity Center to manage access to your Amazon resources. Once defined,
Microsoft Entra ID sends these attributes to IAM Identity Center through SAML assertions. You
will then need to Create a permission set in IAM Identity Center to manage access based on the

attributes you passed from Microsoft Entra ID.
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Before you begin this procedure, you first need to enable the Attributes for access control

feature. For more information about how to do this, see Enable and configure attributes for

access control.

1. Inthe Microsoft Entra admin center console, navigate to Identity > Applications >
Enterprise applications and then choose Amazon IAM Identity Center.

2. Choose Single sign-on.
In the Attributes & Claims section, choose Edit.

4. On the Attributes & Claims page, do the following:

a. Choose Add new claim

b. For Name, enter AccessControl:AttributeName. Replace AttributeName with
the name of the attribute you are expecting in IAM Identity Center. For example,
AccessControl:Department.

c. For Namespace, enter https://aws.amazon.com/SAML/Attributes.
d. For Source, choose Attribute.

e. For Source attribute, use the drop-down list to choose the Microsoft Entra ID user
attributes. For example, user.department.

5. Repeat the previous step for each attribute you need to send to IAM Identity Center in the
SAML assertion.

6. Choose Save.

Configure ABAC using IAM Identity Center
Configure ABAC using IAM Identity Center

With this method, you use the Attributes for access control feature in IAM Identity Center to
pass an Attribute element with the Name attribute set to https://aws.amazon.com/
SAML/Attributes/AccessControl: {TagKey}. You can use this element to pass attributes
as session tags in the SAML assertion. For more information about session tags, see Passing
session tags in Amazon STS in the IAM User Guide.

To pass attributes as session tags, include the AttributeValue element that specifies the
value of the tag. For example, to pass the tag key-value pair Department=billing, use the
following attribute:

<saml:AttributeStatement>

Step 5: Configure ABAC - Optional 59


https://entra.microsoft.com/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_session-tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_session-tags.html

Amazon IAM Identity Center User Guide

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/
AccessControl:Department">

<saml:AttributeValue>billing

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

If you need to add multiple attributes, include a separate Attribute element for each tag.

Assign access to Amazon Web Services accounts

The following steps are only required to grant access to Amazon Web Services accounts only. These

steps are not required to grant access to Amazon applications.

(® Note

To complete this step, you'll need an Organization instance of IAM Identity Center. For
more information, see Organization and account instances of IAM Identity Center.

Step 1: IAM Identity Center: Grant Microsoft Entra ID users access to accounts

1. Return to the IAM Identity Center console. In the IAM Identity Center navigation pane, under
Multi-account permissions, choose Amazon Web Services accounts.

2. Onthe Amazon Web Services accounts page the Organizational structure displays your
organizational root with your accounts underneath it in the hierarchy. Select the checkbox for
your management account, then select Assign users or groups.

3. The Assign users and groups workflow displays. It consists of three steps:

a. For Step 1: Select users and groups choose the user that will be performing the
administrator job function. Then choose Next.

b. For Step 2: Select permission sets choose Create permission set to open a new tab that
steps you through the three sub-steps involved in creating a permission set.

i. For Step 1: Select permission set type complete the following:

« In Permission set type, choose Predefined permission set.

« In Policy for predefined permission set, choose AdministratorAccess.
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Choose Next.

ii. For Step 2: Specify permission set details, keep the default settings, and choose
Next.

The default settings create a permission set named AdministratorAccess with
session duration set to one hour.

iii. For Step 3: Review and create, verify that the Permission set type uses the Amazon
managed policy AdministratorAccess. Choose Create. On the Permission sets page a
notification appears informing you that the permission set was created. You can close
this tab in your web browser now.

iv. On the Assign users and groups browser tab, you are still on Step 2: Select
permission sets from which you started the create permission set workflow.

v. In the Permissions sets area, choose the Refresh button. The
AdministratorAccess permission set you created appears in the list. Select the
checkbox for that permission set and then choose Next.

c. For Step 3: Review and submit review the selected user and permission set, then choose
Submit.

The page updates with a message that your Amazon Web Services account is being
configured. Wait until the process completes.

You are returned to the Amazon Web Services accounts page. A notification message
informs you that your Amazon Web Services account has been reprovisioned and the
updated permission set applied. When the user sign in they will have the option of
choosing the AdministratorAccess role.

Step 2: Microsoft Entra ID: Confirm Microsoft Entra ID users access to Amazon
resources

1. Return to the Microsoft Entra ID console and navigate to your IAM Identity Center SAML-
based Sign-on application.

2. Select Users and groups and select Add users or groups. You'll add the user you created in
this tutorial in Step 4 to the Microsoft Entra ID application. By adding the user, you'll allow
them to sign-in to Amazon. Search for the user you created at Step 4. If you followed this step,
it would be RichardRoe.
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o For ademo, see Federate your existing IAM Identity Center instance with Microsoft Entra
ID

Troubleshooting

For general SCIM and SAML troubleshooting with Microsoft Entra ID, see the following sections:

Synchronization issues with Microsoft Entra ID and IAM Identity Center

Specific users fail to synchronize into IAM Identity Center from an external SCIM provider

Issues regarding contents of SAML assertions created by IAM Identity Center

Duplicate user or group error when provisioning users or groups with an external identity

provider
Additional resources

Synchronization issues with Microsoft Entra ID and IAM Identity Center

If you are experiencing issues with Microsoft Entra ID users not synchronizing to IAM Identity
Center, it might be due to a syntax issue that IAM Identity Center has flagged when a new user is
being added to IAM Identity Center. You can confirm this by checking the Microsoft Entra ID audit
logs for failed events, such as an 'Export'. The Status Reason for this event will state:

{"schema":["urn:ietf:params:scim:api:messages:2.0:Error"], "detail":"Request is
unparsable, syntactically incorrect, or violates schema.","status":"400"}

You can also check Amazon CloudTrail for the failed event. This can be done by searching in the
Event History console of CloudTrail using the following filter:

"eventName":"CreateUser"

The error in the CloudTrail event will state the following:

"errorCode": "ValidationException",
"errorMessage": "Currently list attributes only allow single item”

Ultimately, this exception means that one of the values passed from Microsoft Entra ID contained
more values than anticipated. The solution is to review the attributes of the user in Microsoft
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Entra ID, ensuring that none contain duplicate values. One common example of duplicate values
is having multiple values present for contact numbers such as mobile, work, and fax. Although
separate values, they are all passed to IAM Identity Center under the single parent attribute
phoneNumbers.

For general SCIM troubleshooting tips, see Troubleshooting.

Microsoft Entra ID Guest Account Synchronization

If you would like to sync your Microsoft Entra ID guest users to IAM Identity Center, see the
following procedure.

Microsoft Entra ID guest users' email is different than Microsoft Entra ID users. This difference
causes issues when attempting to synchronize Microsoft Entra ID guest users with IAM Identity
Center. For example, see the following email address for a guest user:

exampleuser_domain.com#EXT@domain.onmicrosoft.com.

IAM Identity Center expects the email address of a user to not contain the EXT@domain format.

1. Signin to the Microsoft Entra admin center and navigate to Identity > Applications >
Enterprise applications and then choose Amazon IAM Identity Center

Navigate to the Single Sign On tab in the left pane.
Select Edit which appears next to User Attributes & Claims.

Select Unique User Identifier (Name ID) following Required Claims.

ik W

You will create two claim conditions for your Microsoft Entra ID users and guest users:

a. For Microsoft Entra ID users, create a user type for members with source attribute set to
user.userprincipalname.

b. For Microsoft Entra ID guest users, create a user type for external guests with the source
attribute set to user.mail.

c. Select Save and retry signing in as a Microsoft Entra ID guest user.

Additional resources

« For general SCIM troubleshooting tips, see Troubleshooting IAM Identity Center issues.

» For Microsoft Entra ID troubleshooting, see Microsoft documentation.
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+ To learn more about federation across multiple Amazon Web Services accounts, see Securing
Amazon Web Services accounts with Azure Active Directory Federation.

The following resources can help you troubleshoot as you work with Amazon:

« Amazon Web Services re:Post - Find FAQs and links to other resources to help you troubleshoot

issues.

« Amazon Web Services Support - Get technical support

Configure SAML and SCIM with Okta and IAM Identity Center

You can automatically provision or synchronize user and group information from Okta into IAM
Identity Center using the System for Cross-domain Identity Management (SCIM) 2.0 protocol. For

more information, see Using SAML and SCIM identity federation with external identity providers.

To configure this connection in Okta, you use your SCIM endpoint for IAM Identity Center and

a bearer token that is created automatically by IAM Identity Center. When you configure SCIM
synchronization, you create a mapping of your user attributes in Okta to the named attributes
in IAM Identity Center. This mapping matches the expected user attributes between IAM Identity
Center and your Okta account.

Okta supports the following provisioning features when connected to IAM Identity Center through
SCIM:

» Create users — Users assigned to the IAM Identity Center application in Okta are provisioned in
IAM Identity Center.

« Update user attributes — Attribute changes for users who are assigned to the IAM Identity Center
application in Okta are updated in IAM Identity Center.

» Deactivate users — Users who are unassigned from the IAM Identity Center application in Okta
are disabled in IAM Identity Center.

» Group push - Groups (and their members) in Okta are synchronized to IAM Identity Center.

® Note

To minimize administrative overhead in both Okta and IAM Identity Center, we
recommend that you assign and push groups instead of individual users.
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Objective

In this tutorial, you will walk through setting up a SAML connection with Okta IAM Identity Center.
Later, you will synchronize users from Okta, using SCIM. In this scenario, you manage all users and
groups in Okta. Users sign in through the Okta portal. To verify everything is configured correctly,
after completing the configuration steps you will sign in as an Okta user and verify access to
Amazon resources.

(® Note

You can sign up for an Okta account (free trial) that has Okta's IAM Identity Center
application installed. For paid Okta products, you might need to confirm that your Okta

license supports lifecycle management or similar capabilities that enable outbound
provisioning. These features might be necessary to configure SCIM from Okta to IAM
Identity Center.

If you haven't enabled IAM Identity Center yet, see Enable IAM Identity Center.

Considerations

» Before you configure SCIM provisioning between Okta and IAM Identity Center, we recommend
that you first review Considerations for using automatic provisioning.

» Every Okta user must have a First name, Last name, Username and Display name value
specified.

» Each Okta user has only a single value per data attribute, such as email address or phone
number. Any users that have multiple values will fail to synchronize. If there are users that
have multiple values in their attributes, remove the duplicate attributes before attempting to
provision the user in IAM Identity Center. For example, only one phone number attribute can be
synchronized, since the default phone number attribute is "work phone", use the "work phone"
attribute to store the user's phone number, even if the phone number for the user is a home
phone or a mobile phone.

« When using Okta with IAM Identity Center, IAM Identity Center is generally configured as an
Application in Okta. This allows you to configure multiple instances of IAM Identity Center as
multiple applications, supporting access to multiple Amazon Organizations, within a single
instance of the Okta.

« Entitlements and role attributes aren't supported and can't be synchronized with 1AM Identity
Center.
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» Using the same Okta group for both assignments and group push isn't currently supported.
To maintain consistent group memberships between Okta and IAM Identity Center, create a
separate group and configure it to push groups to IAM Identity Center.

Step 1: Okta: Obtain the SAML metadata from your Okta account

1. Sign in to the Okta admin dashboard, expand Applications, then select Applications.
2. On the Applications page, choose Browse App Catalog.

3. Inthe search box, type Amazon IAM Identity Center, select the app to add the IAM Identity
Center app.

4. Select the Sign On tab.

Under SAML Signing Certificates, select Actions, and then select View IdP Metadata. A new
browser tab opens showing the document tree of an XML file. Select all of the XML from
<md:EntityDescriptor>to </md:EntityDescriptor> and copy it to a text file.

6. Save the text file as metadata. xml.

Leave the Okta admin dashboard open, you will continue using this console in the later steps.

Step 2: IAM Identity Center: Configure Okta as the identity source for
IAM Identity Center

Open the IAM Identity Center console as a user with administrative privileges.

Choose Settings in the left navigation pane.
On the Settings page, choose Actions, and then choose Change identity source.

Under Choose identity source, select External identity provider, and then choose Next.

i A W DN =

Under Configure external identity provider, do the following:

a. Under Service provider metadata, choose Download metadata file to download the IAM
Identity Center metadata file and save it on your system. You will provide the IAM Identity
Center SAML metadata file to Okta later in this tutorial.

Copy the following items to a text file for easy access:

« IAM Identity Center Assertion Consumer Service (ACS) URL
« IAM Identity Center issuer URL
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You'll need these values later in this tutorial.

b. Under Identity provider metadata, under IdP SAML metadata, select Choose file and
then select the metadata. xml file you created in the previous step.

c. Choose Next.
6. After you read the disclaimer and are ready to proceed, enter ACCEPT.

7. Choose Change identity source.

Leave the Amazon console open, you will continue using this console in the next step.

8. Return to the Okta admin dashboard and select the Sign On tab of the Amazon IAM Identity
Center app, then select Edit.

9. Under Advanced Sign-on Settings enter the following:
» For ACS URL, enter the value you copied for IAM Identity Center Assertion Consumer
Service (ACS) URL
» For Issuer URL, enter the value you copied for IAM Identity Center issuer URL

« For Application username format, select one of the options from the menu.

Ensure the value you choose is unique for each user. For this tutorial, select Okta username

10. Choose Save.

You are now ready to provision users from Okta to IAM Identity Center. Leave the Okta admin
dashboard open, and return to the IAM Identity Center console for the next step.

Step 3: IAM Identity Center and Okta: Provision Okta users

1. Inthe IAM Identity Center console on the Settings page, locate the Automatic provisioning
information box, and then choose Enable. This enables automatic provisioning in IAM Identity
Center and displays the necessary SCIM endpoint and access token information.

2. Inthe Inbound automatic provisioning dialog box, copy each of the values for the following
options:
a. SCIM endpoint - For example, https://scim.us -
east-2.amazonaws.com/11111111111-2222-3333-4444-555555555555/scim/v2

b. Access token - Choose Show token to copy the value.
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/A Warning

This is the only time where you can obtain the SCIM endpoint and access token. Ensure
you copy these values before moving forward. You will enter these values to configure
automatic provisioning in Okta later in this tutorial.

Choose Close.
4. Return to the Okta admin dashboard and navigate to the IAM Identity Center app.

On the IAM Identity Center app page, choose the Provisioning tab, and then in the left
navigation under Settings, choose Integration.

6. Choose Edit, and then select the checkbox next to Enable API integration to enable automatic
provisioning.

7. Configure Okta with the SCIM provisioning values from Amazon IAM ldentity Center that you
copied earlier in this step:

a. Inthe Base URL field, enter the SCIM endpoint value.
b. In the API Token field, enter the Access token value.

8. Choose Test API Credentials to verify the credentials entered are valid.

The message Amazon IAM Identity Center was verified successfully! displays.
9. Choose Save. You're moved to the Settings section, with Integration selected.

10. Under Settings, choose To App, and then select the Enable checkbox for each of the
Provisioning to App features you want to enable. For this tutorial, select all the options.

11. Choose Save.

You are now ready to synchronize your users from Okta with IAM Identity Center.

Step 4: Okta: Synchronize users from Okta with IAM Identity Center

By default, no groups or users are assigned to your Okta IAM Identity Center app. Provisioning
groups provisions the users that are members of the group. Complete the following steps to
synchronize groups and users with Amazon IAM Identity Center.

1. In the Okta IAM Identity Center app page, choose the Assignments tab. You can assign both
people and groups to the IAM Identity Center app.
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a. To assign people:

 In the Assignments page, choose Assign, and then choose Assign to people.

» Choose the Okta users that you want to have access to the IAM Identity Center app.
Choose Assign, choose Save and Go Back, and then choose Done.

This starts the process of provisioning the users into IAM Identity Center.

b. To assign groups:

 In the Assignments page, choose Assign, and then choose Assign to groups.

» Choose the Okta groups that you want to have access to the IAM Identity Center app.
Choose Assign, choose Save and Go Back, and then choose Done.

This starts the process of provisioning the users in the group into IAM Identity Center.

® Note

You might be required to specify additional attributes for the group if they aren't
present in all of the user records. The attributes specified for the group will
override any individual attribute values.

2. Choose the Push Groups tab. Choose the Okta group you want to synchronize with IAM
Identity Center. Choose Save.

The group status changes to Active after the group and its members have been pushed to IAM
Identity Center.

3. Return to the Assignments tab.

4. To add individual Okta users to IAM Identity Center, use the following steps:

a. Inthe Assignments page, choose Assign, and then choose Assign to People.

b. Choose the Okta users that you want to have access to the IAM Identity Center app.
Choose Assign, choose Save and Go Back, and then choose Done.

This starts the process of provisioning the individual users into IAM Identity Center.
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® Note

You can also assign users and groups to the Amazon IAM Identity Center app,
from the Applications page of the Okta admin dashboard. To do this select the
Settings icon and then choose Assign to Users or Assign to Groups and then
specify the user or group.

5. Return to the IAM Identity Center console. In the left navigation, select Users, you should see
the user list populated by your Okta users.

@ Congratulations!

You have successfully set up a SAML connection between Okta and Amazon and have
verified that automatic provisioning is working. You can now assign these users to accounts
and applications in IAM Identity Center. For this tutorial, in the next step let's designate
one of the users as the IAM Identity Center administrator by granting them administrative
permissions to the management account.

Passing attributes for access control - Optional

You can optionally use the Attributes for access control feature in IAM Identity Center to pass
an Attribute element with the Name attribute set to https://aws.amazon.com/SAML/
Attributes/AccessControl:{TagKey}. This element allows you to pass attributes as session

tags in the SAML assertion. For more information about session tags, see Passing session tags in
Amazon STS in the IAM User Guide.

To pass attributes as session tags, include the AttributeValue element that specifies the value
of the tag. For example, to pass the tag key-value pair CostCenter = blue, use the following
attribute.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>
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If you need to add multiple attributes, include a separate Attribute element for each tag.

Assign access to Amazon Web Services accounts

The following steps are only required to grant access to Amazon Web Services accounts only. These
steps are not required to grant access to Amazon applications.

(® Note

To complete this step, you'll need an Organization instance of IAM Identity Center. For
more information, see Organization and account instances of IAM Identity Center.

Step 1: IAM Identity Center: Grant Okta users access to accounts

1. Inthe IAM Identity Center navigation pane, under Multi-account permissions, choose Amazon
Web Services accounts.

2. Onthe Amazon Web Services accounts page the Organizational structure displays your
organizational root with your accounts underneath it in the hierarchy. Select the checkbox for
your management account, then select Assign users or groups.

3. The Assign users and groups workflow displays. It consists of three steps:

a. For Step 1: Select users and groups, choose the user that will be performing the
administrator job function. Then choose Next.

b. For Step 2: Select permission sets, choose Create permission set to open a new tab that
walks you through the three sub-steps involved in creating a permission set.

i. For Step 1: Select permission set type complete the following:

« In Permission set type, choose Predefined permission set.

« In Policy for predefined permission set, choose AdministratorAccess.

Choose Next.

ii. For Step 2: Specify permission set details, keep the default settings, and choose
Next.

The default settings create a permission set named AdministratorAccess with
session duration set to one hour.
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iii. For Step 3: Review and create, verify that the Permission set type uses the Amazon
managed policy AdministratorAccess. Choose Create. On the Permission sets page, a
notification appears informing you that the permission set was created. You can close
this tab in your web browser now.

On the Assign users and groups browser tab, you are still on Step 2: Select permission
sets from which you started the create permission set workflow.

In the Permissions sets area, choose the Refresh button. The AdministratorAccess
permission set you created appears in the list. Select the checkbox for that permission set
and then choose Next.

c. For Step 3: Review and submit, review the selected user and permission set, then choose
Submit.

The page updates with a message that your Amazon Web Services account is being
configured. Wait until the process completes.

You are returned to the Amazon Web Services accounts page. A notification message
informs you that your Amazon Web Services account has been reprovisioned and the
updated permission set applied. When the user signs-in they will have the option of
choosing the AdministratorAccess role.

Step 2: Okta: Confirm Okta users access to Amazon resources

1. Signin using a test account to the Okta dashboard.
2. Under My Apps, select the Amazon IAM Identity Center icon.

3. You should see the Amazon Web Services account icon. Expand that icon to see the list of
Amazon Web Services accounts that the user can access. In this tutorial you only worked with a
single account, so expanding the icon only shows one account.

4. Select the account to display the permission sets available to the user. In this tutorial you
created the AdministratorAccess permission set.

5. Next to the permission set are links for the type of access available for that permission set.
When you created the permission set, you specified access to both the Amazon Web Services
Management Console and programmatic access. Select Management console to open the
Amazon Web Services Management Console.

6. The user is signed in to the Amazon Web Services Management Console.

Assign access to Amazon Web Services accounts 72



Amazon IAM |dentity Center User Guide

Next steps

Now that you've configured Okta as an identity provider and provisioned users in IAM Identity
Center, you can:

» Grant access to Amazon Web Services accounts, see Assign user or group access to Amazon Web

Services accounts.

» Grant access to cloud applications, see Assign user access to applications in the IAM Identity
Center console.

» Configure permissions based on job functions, see Create a permission set.

Troubleshooting

For general SCIM and SAML troubleshooting with Okta, see the following sections:

» Reprovisioning users and groups deleted from IAM Identity Center

» Automatic Provisioning Error in Okta

 Specific users fail to synchronize into IAM Identity Center from an external SCIM provider

« Issues regarding contents of SAML assertions created by IAM Identity Center

» Duplicate user or group error when provisioning users or groups with an external identity

provider
+ Additional resources

Reprovisioning users and groups deleted from IAM Identity Center

« You could receive the following error message in the Okta Console, if you're attempting to
change either a user or group in Okta that was once synchronized and then deleted from IAM
Identity Center:

» Automatic profile push of user Jane Doe to app Amazon IAM ldentity Center failed: Error
while trying to push profile update for jane_doe@example.com: No user returned for user

XXXXX=XXXXXX=XXXXX=XXXXXXX

« Linked group is missing in Amazon IAM Identity Center. Change the linked group to resume
pushing group memberships.

» You could also receive the following error message in the Okta's Systems Logs for either
synchronized and deleted IAM Identity Center users or groups:
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« Okta Error: Eventfailed application.provision.user.push_profile : No user returned for user
XXXXX=XXXXXX=XXXXX=XXXXXXX

o Okta Error: application.provision.group_push.mapping.update.or.delete.failed.with.error :
Linked group is missing in Amazon IAM Identity Center. Change the linked group to resume
pushing group memberships.

/A Warning

Users and groups should be deleted from Okta rather than IAM Identity Center if you have
synchronized Okta and IAM Identity Center using SCIM.

Troubleshooting deleted IAM Identity Center Users

To address this issue with deleted IAM Identity Center users, the users must be deleted from Okta.
If necessary, these users would also need to be recreated in Okta. When the user is recreated in
Okta, it will also be reprovisioned into the IAM Identity Center through SCIM. For more information
on deleting a user, see Okta documentation.

(@ Note

If you need to remove a Okta user’s access to IAM Identity Center, you should first remove
them from their Group Push and then their Assignment Group in Okta. This ensures the
user is removed from their associated group membership in IAM Identity Center. For more
information on troubleshooting Group Push, see Okta documentation.

Troubleshooting deleted IAM Identity Center Groups

To address this issue with deleted IAM Identity Center groups, the group must be deleted from
Okta. If necessary, these groups would also need to be recreated in Okta using Group Push. When
the user is recreated in Okta, it will also be reprovisioned into the 1AM Identity Center through
SCIM. For more information on deleting a group, see Okta documentation.

Automatic Provisioning Error in Okta

If you receive the following error message in Okta:
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Automatic provisioning of user Jane Doe to app Amazon IAM Identity Center failed: Matching user
not found

See Okta documentation for more information.

Additional resources

» For general SCIM troubleshooting tips, see Troubleshooting IAM Identity Center issues.

The following resources can help you troubleshoot as you work with Amazon:

« Amazon Web Services re:Post - Find FAQs and links to other resources to help you troubleshoot

issues.

« Amazon Web Services Support - Get technical support

Setting up SCIM provisioning between OneLogin and IAM
Identity Center
IAM Identity Center supports automatic provisioning (synchronization) of user and group

information from OneLogin into IAM Identity Center using the System for Cross-domain Identity
Management (SCIM) v2.0 protocol. For more information, see Using SAML and SCIM identity

federation with external identity providers.

You configure this connection in OneLogin, using your SCIM endpoint for IAM Identity Center and
a bearer token that is created automatically by IAM Identity Center. When you configure SCIM
synchronization, you create a mapping of your user attributes in OneLogin to the named attributes
in IAM Identity Center. This causes the expected attributes to match between IAM Identity Center
and OneLogin.

The following steps walk you through how to enable automatic provisioning of users and groups
from OneLogin to IAM Identity Center using the SCIM protocol.

(® Note

Before you begin deploying SCIM, we recommend that you first review the Considerations

for using automatic provisioning.
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Topics

Prerequisites
Step 1: Enable provisioning in IAM Identity Center

Step 2: Configure provisioning in OnelLogin

(Optional) Step 3: Configure user attributes in OnelLogin for access control in IAM Identity Center

(Optional) Passing attributes for access control

Troubleshooting

Prerequisites

You will need the following before you can get started:

« A Onelogin account. If you do not have an existing account, you may be able to obtain a free
trial or developer account from the OnelLogin website.

« An IAM Identity Center-enabled account (free). For more information, see Enable IAM Identity
Center.

« A SAML connection from your OneLogin account to IAM Identity Center. For more information,
see Enabling Single Sign-On Between OnelLogin and Amazon on the Amazon Partner Network
Blog.

Step 1: Enable provisioning in IAM Identity Center

In this first step, you use the IAM Identity Center console to enable automatic provisioning.
To enable automatic provisioning in IAM Identity Center

1. After you have completed the prerequisites, open the IAM Identity Center console.

2. Choose Settings in the left navigation pane.

3. On the Settings page, locate the Automatic provisioning information box, and then choose
Enable. This immediately enables automatic provisioning in IAM Identity Center and displays
the necessary SCIM endpoint and access token information.

4. In the Inbound automatic provisioning dialog box, copy the SCIM endpoint and access token.
You'll need to paste these in later when you configure provisioning in your IdP.
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a. SCIM endpoint - For example, https://scim.us -
east-2.amazonaws.com/11111111111-2222-3333-4444-555555555555/scim/v2

b. Access token - Choose Show token to copy the value.

/A Warning

This is the only time where you can obtain the SCIM endpoint and access token. Ensure
you copy these values before moving forward. You will enter these values to configure
automatic provisioning in your IdP later in this tutorial.

5. Choose Close.

You have now set up provisioning in the IAM Identity Center console. Now you need to do the
remaining tasks using the OneLogin admin console as described in the following procedure.

Step 2: Configure provisioning in OnelLogin

Use the following procedure in the OneLogin admin console to enable integration between

IAM ldentity Center and the IAM Identity Center app. This procedure assumes you have already
configured the Amazon Single Sign-On application in OneLogin for SAML authentication. If you
have not yet created this SAML connection, please do so before proceeding and then return here
to complete the SCIM provisioning process. For more information about configuring SAML with
Onelogin, see Enabling Single Sign-On Between OneLogin and Amazon on the Amazon Partner

Network Blog.
To configure provisioning in OneLogin

1. Signin to OnelLogin, and then navigate to Applications > Applications.

2. Onthe Applications page, search for the application you created previously to form your
SAML connection with 1AM Identity Center. Choose it and then choose Configuration from the
navigation pane.

3. Inthe previous procedure, you copied the SCIM endpoint value in IAM Identity Center. Paste
that value into the SCIM Base URL field in OneLogin. Also, in the previous procedure you
copied the Access token value in IAM Identity Center. Paste that value into the SCIM Bearer
Token field in OneLogin.

4. Next to API Connection, click Enable, and then click Save to complete the configuration.
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5. In the navigation pane, choose Provisioning.

6. Select the check boxes for Enable provisioning, Create user, Delete user, and Update user,
and then choose Save.

7. In the navigation pane, choose Users.

8. Click More Actions and choose Sync logins. You should receive the message Synchronizing
users with Amazon Single Sign-On.

9. Click More Actions again, and then choose Reapply entitlement mappings. You should
receive the message Mappings are being reapplied.

10. At this point, the provisioning process should begin. To confirm this, navigate to Activity >
Events, and monitor the progress. Successful provisioning events, as well as errors, should
appear in the event stream.

11. To verify that your users and groups have all been successfully synchronized to IAM Identity
Center, return to the 1AM Identity Center console and choose Users. Your synchronized users
from OnelLogin appear on the Users page. You can also view your synchronized groups on the
Groups page.

12. To synchronize user changes automatically to IAM Identity Center, navigate to the
Provisioning page, locate the Require admin approval before this action is performed
section, de-select Create User, Delete User, and/or Update User, and click Save.

(Optional) Step 3: Configure user attributes in OneLogin for access
control in IAM Identity Center

This is an optional procedure for OneLogin if you choose to configure attributes you will use in
IAM Identity Center to manage access to your Amazon resources. The attributes that you define in
Onelogin are passed in a SAML assertion to IAM Identity Center. You will then create a permission
set in IAM Identity Center to manage access based on the attributes you passed from OneLogin.

Before you begin this procedure, you must first enable the Attributes for access control feature. For

more information about how to do this, see Enable and configure attributes for access control.

To configure user attributes in OneLogin for access control in IAM Identity Center

1. Signin to OnelLogin, and then navigate to Applications > Applications.
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2. On the Applications page, search for the application you created previously to form your
SAML connection with IAM Identity Center. Choose it and then choose Parameters from the
navigation pane.

3. In the Required Parameters section, do the following for each attribute you want to use in
IAM ldentity Center:

a. Choose +.

b. InField name, enter https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName, and replace AttxributeName with the name
of the attribute you are expecting in IAM Identity Center. For example, https://
aws.amazon.com/SAML/Attributes/AccessControl:Department.

¢. Under Flags, check the box next to Include in SAML assertion, and choose Save.

d. Inthe Value field, use the drop-down list to choose the OneLogin user attributes. For
example, Department.

4. Choose Save.

(Optional) Passing attributes for access control

You can optionally use the Attributes for access control feature in IAM Identity Center to pass

an Attribute element with the Name attribute set to https://aws.amazon.com/SAML/
Attributes/AccessControl:{TagKey}. This element allows you to pass attributes as session
tags in the SAML assertion. For more information about session tags, see Passing session tags in
Amazon STS in the IAM User Guide.

To pass attributes as session tags, include the AttributeValue element that specifies the value
of the tag. For example, to pass the tag key-value pair CostCenter = blue, use the following
attribute.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

If you need to add multiple attributes, include a separate Attribute element for each tag.
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Troubleshooting

The following can help you troubleshoot some common issues you might encounter while setting
up automatic provisioning with OneLogin.

Groups are not provisioned to IAM Identity Center

By default, groups may not be provisioned from OneLogin to IAM Identity Center. Ensure that
you've enabled group provisioning for your IAM Identity Center application in OneLogin. To do
this, sign in to the OneLogin admin console, and check to make sure that the Include in User
Provisioning option is selected under the properties of the IAM Identity Center application (IAM
Identity Center application > Parameters > Groups). For more details on how to create groups
in OneLogin, including how to synchronize OnelLogin roles as groups in SCIM, please see the
OnelLogin website.

Nothing is synchronized from OnelLogin to IAM Identity Center, despite all settings being
correct

In addition to the note above regarding admin approval, you will need to Reapply entitlement
mappings for many configuration changes to take effect. This can be found in Applications >
Applications > IAM Identity Center application > More Actions. You can see details and logs for
most actions in OneLogin, including synchronization events, under Activity > Events.

I've deleted or disabled a group in OnelLogin, but it still appears in IAM Identity Center

OnelLogin currently does not support the SCIM DELETE operation for groups, which means that the
group continues to exist in IAM Identity Center. You must therefore remove the group from IAM
Identity Center directly to ensure that any corresponding permissions in IAM Identity Center for
that group are removed.

| deleted a group in IAM Identity Center without first deleting it from OneLogin and now I'm
having user/group sync issues

To remedy this situation, first ensure that you do not have any redundant group provisioning rules
or configurations in OneLogin. For example, a group directly assigned to an application along
with a rule that publishes to the same group. Next, delete any undesirable groups in IAM Identity
Center. Finally, in OnelLogin, Refresh the entitlements (IAM Identity Center App > Provisioning

> Entitlements), and then Reapply entitlement mappings (IAM Identity Center App > More
Actions). To avoid this issue in the future, first make the change to stop provisioning the group in
Onelogin, then delete the group from IAM Identity Center.
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Using Ping Identity products with IAM Identity Center

The following Ping Identity products have been tested with IAM Identity Center.

Topics
« PingFederate
e PingOne

PingFederate

IAM Identity Center supports automatic provisioning (synchronization) of user and group
information from the PingFederate product by Ping Identity (hereafter “Ping”) into IAM Identity
Center. This provisioning uses the System for Cross-domain Identity Management (SCIM) v2.0
protocol. For more information, see Using SAML and SCIM identity federation with external identity

providers.

You configure this connection in PingFederate using your IAM Identity Center SCIM endpoint

and access token. When you configure SCIM synchronization, you create a mapping of your user
attributes in PingFederate to the named attributes in IAM Identity Center. This causes the expected
attributes to match between IAM Identity Center and PingFederate.

This guide is based on PingFederate version 10.2. Steps for other versions may vary. Contact Ping
for more information about how to configure provisioning to IAM Identity Center for other versions
of PingFederate.

The following steps walk you through how to enable automatic provisioning of users and groups
from PingFederate to IAM Identity Center using the SCIM protocol.

(® Note

Before you begin deploying SCIM, we recommend that you first review the Considerations

for using automatic provisioning. Then continue reviewing additional considerations in the

next section.

Topics

« Prerequisites
+ Considerations
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Step 1: Enable provisioning in IAM Identity Center

Step 2: Configure provisioning in PingFederate

(Optional) Step 3: Configure user attributes in PingFederate for access control in IAM Identity
Center

(Optional) Passing attributes for access control

Troubleshooting

Prerequisites

You'll need the following before you can get started:

A working PingFederate server. If you do not have an existing PingFederate server, you might be
able to obtain a free trial or developer account from the Ping Identity website. The trial includes
licenses and software downloads and associated documentation.

A copy of the PingFederate IAM Identity Center Connector software installed on your
PingFederate server. For more information about how to obtain this software, see IAM Identity
Center Connector on the Ping Identity website.

An IAM Identity Center-enabled account (free). For more information, see Enable IAM Identity
Center.

A SAML connection from your PingFederate instance to IAM Identity Center. For instructions
on how to configure this connection, see the PingFederate documentation. In summary, the
recommended path is to use the IAM Identity Center Connector to configure "Browser SSO" in
PingFederate, using the “download" and "import" metadata features on both ends to exchange
SAML metadata between PingFederate and IAM ldentity Center.

Considerations

The following are important considerations about PingFederate that can affect how you implement
provisioning with IAM Identity Center.

If an attribute (such as a phone number) is removed from a user in the data store configured in
PingFederate, that attribute will not be removed from the corresponding user in IAM Identity
Center. This is a known limitation in PingFederate’s provisioner implementation. If an attribute
is changed to a different (nhon-empty) value on a user, that change will be synchronized to IAM
Identity Center.
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Step 1: Enable provisioning in IAM Identity Center

In this first step, you use the IAM Identity Center console to enable automatic provisioning.
To enable automatic provisioning in IAM Identity Center

1. After you have completed the prerequisites, open the IAM Identity Center console.

2. Choose Settings in the left navigation pane.

3. On the Settings page, locate the Automatic provisioning information box, and then choose
Enable. This immediately enables automatic provisioning in IAM Identity Center and displays
the necessary SCIM endpoint and access token information.

4. In the Inbound automatic provisioning dialog box, copy the SCIM endpoint and access token.
You'll need to paste these in later when you configure provisioning in your IdP.

a. SCIM endpoint - For example, https://scim.us-
east-2.amazonaws.com/11111111111-2222-3333-4444-555555555555/scim/v2

b. Access token - Choose Show token to copy the value.

/A Warning

This is the only time where you can obtain the SCIM endpoint and access token. Ensure
you copy these values before moving forward. You will enter these values to configure
automatic provisioning in your IdP later in this tutorial.

5. Choose Close.

Now that you have set up provisioning in the IAM Identity Center console, you must complete the
remaining tasks using the PingFederate administrative console., The steps are described in the
following procedure.

Step 2: Configure provisioning in PingFederate

Use the following procedure in the PingFederate administrative console to enable integration
between IAM Identity Center and the IAM Identity Center Connector. This procedure assumes that
you have already installed the IAM Identity Center Connector software. If you have not yet done so,
refer to Prerequisites, and then complete this procedure to configure SCIM provisioning.
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/A Important

If your PingFederate server has not been previously configured for outbound SCIM
provisioning, you may need to make a configuration file change to enable provisioning.

For more information, see Ping documentation. In summary, you must modify the
pf.provisioner.mode setting in the pingfederate-<version>/pingfederate/bin/
run.properties file to a value other than OFF (which is the default), and restart the server if
currently running. For example, you may choose to use STANDALONE if you don't currently
have a high-availability configuration with PingFederate.

To configure provisioning in PingFederate

10.

Sign on to the PingFederate administrative console.
Select Applications from the top of the page, then click SP Connections.

Locate the application you created previously to form your SAML connection with IAM Identity
Center, and click on the connection name.

Select Connection Type from the dark navigation headings near the top of the page. You
should see Browser SSO already selected from your previous configuration of SAML. If not,
you must complete those steps first before you can continue.

Select the Outbound Provisioning check box, choose IAM Identity Center Cloud Connector
as the type, and click Save. If IAM Identity Center Cloud Connector does not appear as an
option, ensure that you have installed the IAM Identity Center Connector and have restarted
your PingFederate server.

Click Next repeatedly until you arrive on the Outbound Provisioning page, and then click the
Configure Provisioning button.

In the previous procedure, you copied the SCIM endpoint value in IAM Identity Center. Paste
that value into the SCIM URL field in the PingFederate console. Also, in the previous procedure
you copied the Access token value in IAM Identity Center. Paste that value into the Access
Token field in the PingFederate console. Click Save.

On the Channel Configuration (Configure Channels) page, click Create.

Enter a Channel Name for this new provisioning channel (such as
AWSIAMIdentityCenterchannel), and click Next.

On the Source page, choose the Active Data Store you want to use for your connection to IAM
Identity Center, and click Next.
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11.

12.

13.

14.

15.
16.
17.

® Note

If you have not yet configured a data source, you must do so now. See the Ping product
documentation for information on how to choose and configure a data source in
PingFederate.

On the Source Settings page, confirm all values are correct for your installation, then click
Next.

On the Source Location page, enter settings appropriate to your data source, and then click

Next. For example, if using Active Directory as an LDAP directory:

a.
b.

Enter the Base DN of your AD forest (such as DC=myforest, DC=mydomain, DC=com).

In Users > Group DN, specify a single group that contains all of the users that you want
to provision to IAM Identity Center. If no such single group exists, create that group in AD,
return to this setting, and then enter the corresponding DN.

Specify whether to search subgroups (Nested Search), and any required LDAP Filter.

In Groups > Group DN, specify a single group that contains all of the groups that you
want to provision to IAM Identity Center. In many cases, this may be the same DN as you
specified in the Users section. Enter Nested Search and Filter values as required.

On the Attribute Mapping page, ensure the following, and then click Next:

a.

The userName field must be mapped to an Attribute that is formatted as an email
(user@domain.com). It must also match the value that the user will use to log in to Ping.
This value in turn is populated in the SAML nameId claim during federated authentication
and used for matching to the user in IAM Identity Center. For example, when using Active
Directory, you may choose to specify the UserPrincipalName as the userName.

Other fields suffixed with a * must be mapped to attributes that are non-null for your
users.

On the Activation & Summary page, set the Channel Status to Active to cause the
synchronization to start immediately after the configuration is saved.

Confirm that all configuration values on the page are correct, and click Done.

On the Manage Channels page, click Save.

At this point, provisioning starts. To confirm activity, you can view the provisioner.log file,
located by default in the pingfederate-<version>/pingfederate/log directory on your
PingFederate server.
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18. To verify that users and groups have been successfully synchronized to IAM Identity Center,
return to the IAM Identity Center Console and choose Users. Synchronized users from
PingFederate appear on the Users page. You can also view synchronized groups on the Groups

page.

(Optional) Step 3: Configure user attributes in PingFederate for access control in
IAM Identity Center

This is an optional procedure for PingFederate if you choose to configure attributes you will use
in IAM Identity Center to manage access to your Amazon resources. The attributes that you define
in PingFederate are passed in a SAML assertion to IAM Identity Center. You will then create a
permission set in IAM Identity Center to manage access based on the attributes you passed from
PingFederate.

Before you begin this procedure, you must first enable the Attributes for access control feature. For

more information about how to do this, see Enable and configure attributes for access control.

To configure user attributes in PingFederate for access control in IAM Identity Center

1. Sign on to the PingFederate administrative console.
2. Choose Applications from the top of the page, then click SP Connections.

3. Locate the application you created previously to form your SAML connection with IAM Identity
Center, and click on the connection name.

4. Choose Browser SSO from the dark navigation headings near the top of the page. Then click
on Configure Browser SSO.

5. On the Configure Browser SSO page, choose Assertion Creation, and then click on Configure
Assertion Creation.

6. On the Configure Assertion Creation page, choose Attribute Contract.

7. On the Attribute Contract page, under Extend the Contract section, add a new attribute by
performing the following steps:

a. Inthe text box, enter https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName, replace AttributeName with the name of
the attribute you are expecting in IAM Identity Center. For example, https://
aws.amazon.com/SAML/Attributes/AccessControl:Department.

b. For Attribute Name Format, choose urn:oasis:names:tc:SAML:2.0:attrname-format:uri.
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c. Choose Add, and then choose Next.

8. On the Authentication Source Mapping page, choose the Adapter Instance configured with
your application.

9. On the Attribute Contract Fulfillment page, choose the Source (data store) and Value (data
store attribute) for the Attribute Contract https://aws.amazon.com/SAML/Attributes/
AccessControl:Department.

(® Note

If you have not yet configured a data source, you will need to do so now. See the Ping
product documentation for information on how to choose and configure a data source
in PingFederate.

10. Click Next repeatedly until you arrive on the Activation & Summary page, and then click Save.

(Optional) Passing attributes for access control

You can optionally use the Attributes for access control feature in 1AM Identity Center to pass

an Attribute element with the Name attribute set to https://aws.amazon.com/SAML/
Attributes/AccessControl:{TagKey}. This element allows you to pass attributes as session
tags in the SAML assertion. For more information about session tags, see Passing session tags in
Amazon STS in the IAM User Guide.

To pass attributes as session tags, include the AttributeValue element that specifies the value
of the tag. For example, to pass the tag key-value pair CostCenter = blue, use the following
attribute.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

If you need to add multiple attributes, include a separate Attribute element for each tag.

Troubleshooting

For general SCIM and SAML troubleshooting with PingFederate, see the following sections:
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Specific users fail to synchronize into IAM Identity Center from an external SCIM provider

Issues regarding contents of SAML assertions created by IAM Identity Center

Duplicate user or group error when provisioning users or groups with an external identity

provider
For more information on PingFederate, see PingFederate documentation.

The following resources can help you troubleshoot as you work with Amazon:

« Amazon Web Services re:Post - Find FAQs and links to other resources to help you troubleshoot

issues.

« Amazon Web Services Support - Get technical support

PingOne

IAM Identity Center supports automatic provisioning (synchronization) of user information from
the PingOne product by Ping Identity (hereafter “Ping”) into IAM Identity Center. This provisioning
uses the System for Cross-domain Identity Management (SCIM) v2.0 protocol. You configure this
connection in PingOne using your IAM Identity Center SCIM endpoint and access token. When you
configure SCIM synchronization, you create a mapping of your user attributes in PingOne to the
named attributes in IAM Identity Center. This causes the expected attributes to match between IAM
Identity Center and PingOne.

The following steps walk you through how to enable automatic provisioning of users from PingOne

to 1AM ldentity Center using the SCIM protocol.

(® Note

Before you begin deploying SCIM, we recommend that you first review the Considerations

for using automatic provisioning. Then continue reviewing additional considerations in the

next section.

Topics

« Prerequisites
+ Considerations

« Step 1: Enable provisioning in IAM Identity Center
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» Step 2: Configure provisioning in PingOne

» (Optional) Step 3: Configure user attributes in PingOne for access control in IAM Identity Center

» (Optional) Passing attributes for access control

« Troubleshooting

Prerequisites

You'll need the following before you can get started:

A PingOne subscription or free trial, with both federated authentication and provisioning
capabilities. For more information about how to obtain a free trial, see the Ping Identity website.

« An IAM Identity Center-enabled account (free). For more information, see Enable IAM Identity
Center.

« The PingOne IAM Identity Center application added to your PingOne admin portal. You can
obtain the PingOne IAM Identity Center application from the PingOne Application Catalog. For
general information, see Add an application from the Application Catalog on the Ping Identity
website.

« A SAML connection from your PingOne instance to IAM Identity Center. After the PingOne
IAM Identity Center application has been added to your PingOne admin portal, you must use
it to configure a SAML connection from your PingOne instance to IAM Identity Center. Use the
“download” and “import" metadata feature on both ends to exchange SAML metadata between
PingOne and IAM Identity Center. For instructions on how to configure this connection, see the
PingOne documentation.

Considerations

The following are important considerations about PingOne that can affect how you implement
provisioning with IAM Identity Center.

« PingOne does not support provisioning of groups through SCIM. Contact Ping for the latest
information on group support in SCIM for PingOne.

« Users may continue to be provisioned from PingOne after disabling provisioning in the PingOne
admin portal. If you need to terminate provisioning immediately, delete the relevant SCIM bearer
token, and/or disable Provisioning an external identity provider into IAM Identity Center using
SCIM in IAM lIdentity Center.
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« If an attribute for a user is removed from the data store configured in PingOne, that attribute

will not be removed from the corresponding user in IAM Identity Center. This is a known
limitation in PingOne's provisioner implementation. If an attribute is modified, the change will
be synchronized to IAM Identity Center.

» The following are important notes regarding your SAML configuration in PingOne:

« IAM Identity Center supports only emailaddress as a NameId format. This means you

need to choose a user attribute that is unique within your directory in PingOne, non-null,
and formatted as an email/UPN (for example, user@domain.com) for your SAML_SUBJECT
mapping in PingOne. Email (Work) is a reasonable value to use for test configurations with
the PingOne built-in directory.

Users in PingOne with an email address containing a + character may be unable to sign in

to IAM Identity Center, with errors such as 'SAML_215" or 'Invalid input'. To fix this,

in PingOne, choose the Advanced option for the SAML_SUBJECT mapping in Attribute
Mappings. Then set Name ID Format to send to SP: to urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress in the drop-down menu.

Step 1: Enable provisioning in IAM Identity Center

In this first step, you use the IAM Identity Center console to enable automatic provisioning.

To enable automatic provisioning in IAM Identity Center

1.
2.

After you have completed the prerequisites, open the IAM Identity Center console.

Choose Settings in the left navigation pane.

On the Settings page, locate the Automatic provisioning information box, and then choose
Enable. This immediately enables automatic provisioning in IAM Identity Center and displays
the necessary SCIM endpoint and access token information.

In the Inbound automatic provisioning dialog box, copy the SCIM endpoint and access token.

You'll need to paste these in later when you configure provisioning in your IdP.

a. SCIM endpoint - For example, https://scim.us -
east-2.amazonaws.com/11111111111-2222-3333-4444-555555555555/scim/v2

b. Access token - Choose Show token to copy the value.

PingOne 90


https://console.aws.amazon.com/singlesignon

Amazon IAM Identity Center User Guide

/A Warning

This is the only time where you can obtain the SCIM endpoint and access token. Ensure
you copy these values before moving forward. You will enter these values to configure
automatic provisioning in your IdP later in this tutorial.

5. Choose Close.

Now that you have set up provisioning in the IAM Identity Center console, you need to complete
the remaining tasks using the PingOne IAM Identity Center application. These steps are described
in the following procedure.

Step 2: Configure provisioning in PingOne

Use the following procedure in the PingOne IAM Identity Center application to enable provisioning
with IAM Identity Center. This procedure assumes that you have already added the PingOne IAM
Identity Center application to your PingOne admin portal. If you have not yet done so, refer to
Prerequisites, and then complete this procedure to configure SCIM provisioning.

To configure provisioning in PingOne

1. Open the PingOne IAM Identity Center application that you installed as part of configuring
SAML for PingOne (Applications > My Applications). See Prerequisites.

2. Scroll to the bottom of the page. Under User Provisioning, choose the complete link to
navigate to the user provisioning configuration of your connection.

3. On the Provisioning Instructions page, choose Continue to Next Step.

4. In the previous procedure, you copied the SCIM endpoint value in IAM Identity Center. Paste
that value into the SCIM URL field in the PingOne IAM Identity Center application. Also, in the
previous procedure you copied the Access token value in IAM Identity Center. Paste that value
into the ACCESS_TOKEN field in the PingOne IAM Identity Center application.

5. For REMOVE_ACTION, choose either Disabled or Deleted (see the description text on the page
for more details).

6. On the Attribute Mapping page, choose a value to use for the SAML_SUBJECT (NameId)
assertion, following guidance from Considerations earlier on this page. Then choose Continue
to Next Step.
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7. On the PingOne App Customization - IAM Identity Center page, make any desired
customization changes (optional), and click Continue to Next Step.

8. On the Group Access page, choose the groups containing the users you would like to enable
for provisioning and single sign-on to IAM Identity Center. Choose Continue to Next Step.

9. Scroll to the bottom of the page, and choose Finish to start provisioning.

10. To verify that users have been successfully synchronized to IAM Identity Center, return to the
IAM Identity Center console and choose Users. Synchronized users from PingOne will appear
on the Users page. These users can now be assigned to accounts and applications within IAM
Identity Center.

Remember that PingOne does not support provisioning of groups or group memberships
through SCIM. Contact Ping for more information.

(Optional) Step 3: Configure user attributes in PingOne for access control in IAM
Identity Center

This is an optional procedure for PingOne if you choose to configure attributes for IAM Identity
Center to manage access to your Amazon resources. The attributes that you define in PingOne is
passed in a SAML assertion to IAM Identity Center. You then create a permission set in IAM Identity
Center to manage access based on the attributes you passed from PingOne.

Before you begin this procedure, you must first enable the Attributes for access control feature. For

more information about how to do this, see Enable and configure attributes for access control.

To configure user attributes in PingOne for access control in IAM Identity Center

1. Open the PingOne IAM Identity Center application that you installed as part of configuring
SAML for PingOne (Applications > My Applications).

2. Choose Edit, and then choose Continue to Next Step until you get to the Attribute Mappings
page.
3. On the Attribute Mappings page, choose Add new attribute, and then do the following. You

must perform these steps for each attribute you will add for use in IAM Identity Center for
access control.

a. Inthe Application Attribute field, enter https://aws.amazon.com/SAML/
Attributes/AccessControl:AttributeName. Replace AttributeName with the

PingOne 92



Amazon IAM |dentity Center User Guide

name of the attribute you are expecting in IAM Identity Center. For example, https://
aws.amazon.com/SAML/Attributes/AccessControl:Email.

b. In the Identity Bridge Attribute or Literal Value field, choose user attributes from your
PingOne directory. For example, Email (Work).

4. Choose Next a few times, and then choose Finish.

(Optional) Passing attributes for access control

You can optionally use the Attributes for access control feature in IAM Identity Center to pass
an Attribute element with the Name attribute set to https://aws.amazon.com/SAML/
Attributes/AccessControl: {TagKey}. This element allows you to pass attributes as session

tags in the SAML assertion. For more information about session tags, see Passing session tags in
Amazon STS in the IAM User Guide.

To pass attributes as session tags, include the AttributeValue element that specifies the value
of the tag. For example, to pass the tag key-value pair CostCenter = blue, use the following
attribute.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

If you need to add multiple attributes, include a separate Attribute element for each tag.
Troubleshooting

For general SCIM and SAML troubleshooting with PingOne, see the following sections:

Specific users fail to synchronize into IAM Identity Center from an external SCIM provider

Issues regarding contents of SAML assertions created by IAM Identity Center

Duplicate user or group error when provisioning users or groups with an external identity

provider
For more information on PingOne, see PingOne documentation.

The following resources can help you troubleshoot as you work with Amazon:
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« Amazon Web Services re:Post - Find FAQs and links to other resources to help you troubleshoot

issues.

« Amazon Web Services Support - Get technical support

Configure user access with the default IAM Identity Center
directory

When you enable IAM Identity Center for the first time, it's automatically configured with an
Identity Center directory as your default identity source, so you don't need to choose an identity
source. If your organization uses another identity provider such as Microsoft Active Directory,
Microsoft Entra ID, or Okta consider integrating that identity source with IAM Identity Center
instead of using the default configuration.

Objective

In this tutorial, you'll use the default directory as your identity source and an IAM Identity Center
organization instance to set up and test an administrative user. This administrative user creates and
manages users and groups and grants Amazon access with permission sets. In the next steps, you'll
create the following:

o An administrative user named Nikki Wolf
e A group named Admin team

» A permission set named AdminAccess

To verify everything was created correctly, you'll sign in and set the administrative user's password.
After completing this tutorial, you can use the administrative user to add more users in IAM
Identity Center, create additional permission sets, and set up organizational access to applications.
Alternatively, if you want to grant users access to application, you can follow step 1 of this
procedure and configure application access.

Prerequisites
The following prerequisites are needed to complete this tutorial:

» Enable IAM Identity Center and have an organization instance of IAM Identity Center.

« If you have an account instance of IAM Identity Center, you can create users and groups as well

as grant them access to applications. For more information, see Application access.
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« Sign in to the Amazon Web Services Management Console and access the IAM Identity Center
console either as a:

« New to Amazon (root user) — Sign in as the account owner by choosing Amazon Web Services
account root user and entering your Amazon Web Services account email address. On the next
page, enter your password.

« Already using Amazon (IAM credentials) — Sign in using your IAM credentials with
administrative permissions.

« For more help signing in to the Amazon Web Services Management Console, see Amazon
Sign-In Guide.

» You can configure multi-factor authentication for your IAM Identity Center users. For more
information, see Configure MFA in IAM Identity Center.

Step 1: Add a user

1. Open the IAM Identity Center console.

2. Inthe IAM Identity Center navigation pane, choose Users, then select Add user.

3. On the Specify user details page, complete the following information:

« Username - For this tutorial, enter nikkiw.

When creating users, choose usernames that are easy to remember. Your users must
remember the username to sign in to the Amazon Web Services access portal and you can't
change it later.

« Password - Choose Send an email to this user with password setup instructions
(Recommended).

This option sends the user an email addressed from Amazon Web Services, with the
subject line Invitation to join IAM Identity Center. The email comes from either no-
reply@esignin.aws or no-reply@login.awsapps.com. Add these email addresses to
your approved senders list.

« Email address - Enter an email address for the user where you can receive the email. Then,
enter it again to confirm it. Each user must have a unique email address.

« First name - Enter the first name for the user. For this tutorial, enter Nikki.

« Last name - Enter the last name for the user. For this tutorial, enter Wolf.
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« Display name - The default value is the first and last name of the user. If you want to
change the display name, you can enter something different. The display name is visible in
the sign-in portal and users list.

o Complete the optional information if desired. It isn't used during this tutorial and you can
change it later.

4. Choose Next. The Add user to groups page appears. We're going to create a group to assign
administrative permissions to instead of giving them directly to Nikki.

Choose Create group

A new browser tab opens to display the Create group page.

a. Under Group details, in Group name enter a name for the group. We recommend a group
name that identifies the role of the group. For this tutorial, enter Admin team.

b. Choose Create group
c. Close the Groups browser tab to return to the Add user browser tab

5. In the Groups area, select the Refresh button. The Admin team group appears in the list.

Select the checkbox next to Admin team, and then choose Next.

6. On the Review and add user page, confirm the following:

» Primary information appears as you intended
» Groups shows the user added to the group you created
If you want to make changes, choose Edit. When all details are correct choose Add user.

A notification message informs you that the user was added.

Next, you'll add administrative permissions for the Admin team group so that Nikki has access to
resources.

Step 2: Add administrative permissions

/A Important

Follow these steps only if you enabled an organization instance of IAM Identity Center.
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1.

In the IAM Identity Center navigation pane, under Multi-account permissions, choose Amazon
Web Services accounts.

On the Amazon Web Services accounts page the Organizational structure displays your

organization with your accounts underneath it in the hierarchy. Select the checkbox for your
management account, then select Assign users or groups.

The Assign users and groups workflow displays. It consists of three steps:

a. For Step 1: Select users and groups choose the Admin team group you created. Then
choose Next.

b. For Step 2: Select permission sets choose Create permission set to open a new tab that

steps you through the three sub-steps involved in creating a permission set.

1.

For Step 1: Select permission set type complete the following:

« In Permission set type, choose Predefined permission set.

 In Policy for predefined permission set, choose AdministratorAccess.

Choose Next.

For Step 2: Specify permission set details, keep the default settings, and choose
Next.

The default settings create a permission set named AdministratorAccess with
session duration set to one hour. You can change the name of the permission set by
entering a new name in the Permission set name field.

For Step 3: Review and create, verify that the Permission set type uses the Amazon
managed policy AdministratorAccess. Choose Create. On the Permission sets page a
notification appears informing you that the permission set was created. You can close
this tab in your web browser now.

On the Assign users and groups browser tab, you are still on Step 2: Select permission

sets from which you started the create permission set workflow.

In the Permissions sets area, choose the Refresh button. The AdministratorAccess
permission set you created appears in the list. Select the check box for that permission set
and then choose Next.

Identity Center directory 97



Amazon IAM Identity Center User Guide

c. On the Step 3: Review and submit assignments page, confirm that the Admin team
group is selected and that the AdministratorAccess permission set is selected, then
choose Submit.

The page updates with a message that your Amazon Web Services account is being
configured. Wait until the process completes.

You are returned to the Amazon Web Services accounts page. A notification message
informs you that your Amazon Web Services account has been reprovisioned and the
updated permission set applied.

(@ Congratulations!

You have successfully set up your first user, group, and permission set.

In the next portion of this tutorial you'll test Nikki 's access by signing in to the Amazon Web
Services access portal with their administrative credentials and set their password. Sign out of the
console now.

Step 3: Test user access

Now that Nikki Wolf is a user in your organization, they can sign in and access the resources
to which they're granted permission according to their permission set. To verify that the user is
correctly configured, in this next step you'll use Nikki's credentials to sign in and set up their
password. When you added the user Nikki Wolf in Step 1 you chose to have Nikki receive an
email with password setup instructions. It's time to open that email and do the following:

1. In the email, select the Accept invitation link to accept the invitation.

(® Note

The email also includes Nikki 's user name and the Amazon Web Services access
portal URL that they'll use to sign in to the organization. Record this information for
future use.
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You are taken to the New user sign up page where you can set Nikki 's password and register
their MFA device.

2. After setting Nikki's password, you are navigated to the Sign in page. Enter nikkiw and
choose Next, then enter Nikki 's password and choose Sign in.

3. The Amazon Web Services access portal opens displaying the organization and applications
you can access.

Select the organization to expand it into a list of Amazon Web Services accounts then select
the account to display the roles that you can use to access resources in the account.

Each permission set has two management methods you can use, either Role or Access keys.

» Role, for example AdministratorAccess - Opens the Amazon Web Services Console
Home.

» Access keys - Provides credentials that you can use with the Amazon CLI or and Amazon
SDK. Includes the information for using either short-term credentials that automatically
refresh or short-term access keys. For more information, see Getting IAM Identity Center

user credentials for the Amazon CLI or Amazon SDKs.

4. Choose the Role link to sign in to the Amazon Web Services Console Home.

You are signed in and navigated to the Amazon Web Services Console Home page. Explore the
console and confirm that you have the access you expected.

Next steps

Now that you've created an administrative user in IAM Identity Center, you can:

Assign applications

Add other users

Assign users to accounts

Configure additional permission sets

(® Note

You can assign multiple permission sets to the same user. To follow the best practice of
applying least-privilege permissions, after you create your administrative user, create a
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more restrictive permission set and assign it to the same user. That way, you can access
your Amazon Web Services account with only the permissions that you require, rather
than administrative permissions.

After your users accept their invitation to activate their account and they sign into the Amazon

Web Services access portal, the only items that appear in the portal are for the Amazon Web
Services accounts, roles, and applications to which they're assigned.

Video tutorials

As an additional resource, you can use these video tutorials to learn more about setting up external
identity providers:

« Migrating between external identity providers in Amazon IAM Identity Center

» Federating your existing Amazon IAM ldentity Center instance with Microsoft Entra ID
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Authentication in IAM Identity Center

A user signs in to the Amazon Web Services access portal using their user name. When they do, IAM
Identity Center redirects the request to the IAM Identity Center authentication service based on
the directory associated with the user email address. Once authenticated, users have single sign-
on access to any of the Amazon accounts and third-party software-as-a-service (SaaS) applications
that show up in the portal without additional sign-in prompts. This means that users no longer
need to keep track of multiple account credentials for the various assigned Amazon applications
that they use on a daily basis.

Authentication sessions

There are two types of authentication sessions maintained by IAM Identity Center: one to represent
the users' sign in to IAM Identity Center, and another to represent the users’ access to Amazon
managed applications, such as Amazon SageMaker Al Studio or Amazon Managed Grafana. Each
time a user signs in to IAM Identity Center, a sign in session is created for the duration configured
in IAM Identity Center, which can be up to 90 days. For more information, see Configure the
session duration of the Amazon Web Services access portal and 1AM Identity Center integrated

applications. Each time the user accesses an application, the IAM Identity Center sign in session is
used to create an IAM Identity Center application session for that application. IAM Identity Center
application sessions have a refreshable 1-hour lifetime — that is, IAM Identity Center application
sessions are automatically refreshed every hour as long as the IAM Identity Center sign in session
from which they were obtained is still valid. If the user signs out using the Amazon Web Services
access portal, the user's sign in session ends. The next time application refreshes its session, the
application session will end.

When the user uses IAM Identity Center to access the Amazon Web Services Management Console
or Amazon CLI, the IAM Identity Center sign in session is used to obtain an IAM session, as specified
in the corresponding IAM Identity Center permission set (more specifically, IAM Identity Center
assumes an |IAM role, which IAM Identity Center manages, in the target account). IAM sessions
persist for the time specified for the permission set, unconditionally.
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® Note

IAM Identity Center does not support SAML Single Logout initiated by an identity provider
that acts as your identity source, and it does not send SAML Single Logout to SAML
applications that use IAM Identity Center as an identity provider.

When an IAM Identity Center administrator deletes or disables a user, the user will immediately

lose access to the Amazon Web Services access portal and be prevented from signing back in to
start a new application or IAM role session. The user will lose access to existing application sessions
within 30 minutes. Any existing IAM role sessions will continue based on the session duration
configured in the IAM Identity Center permission set. The maximum session duration can be 12
hours.

When an IAM Identity Center administrator revokes a user's session or when a user signs out, the

user will immediately lose access to the Amazon Web Services access portal and be required to
sign back in to start a new application or IAM role session. The user will lose access to existing
application sessions within 30 minutes. Any existing IAM role sessions will continue based on
the session duration configured in the IAM Identity Center permission set. The maximum session
duration can be 12 hours.

The following table summarizes the previously described IAM Identity Center behaviors:

Action User loses IAM User can't User can't User loses
Identity Center create new access existing access to
access application application existing

sessions sessions Amazon Web
Services
account
sessions

User disabled Effective Effective Within 30 Within 12
immediately immediately minutes hours or lower.

Duration
depends on

IAM role session
expiry duration
configured for
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Action User loses IAM User can't User can't User loses
Identity Center  create new access existing access to
access application application existing

sessions sessions Amazon Web
Services
account
sessions

the permission

set.
User deleted Effective Effective Within 30 Within 12
immediately immediately minutes hours or lower.
Duration
depends on

IAM role session
expiry duration
configured for
the permission

set.
User session User must sign Effective Within 30 Within 12
revoked in again to immediately minutes hours or lower.
regain access Duration
depends on

IAM role session
expiry duration
configured for
the permission
set.
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Action

User signs out

User loses IAM
Identity Center
access

User must sign
in again to
regain access

User can't
create new
application
sessions

Effective
immediately

User can't
access existing
application
sessions

Within 30
minutes

User loses
access to
existing
Amazon Web
Services
account
sessions

Within 12
hours or lower.
Duration
depends on

IAM role session
expiry duration
configured for
the permission
set.

When an 1AM Identity Center administrator removes application access, the user will lose access

to existing applications. The user's access to existing applications is lost within an hour following

application access removal. Any existing IAM role sessions will continue based on the session

duration configured in the IAM Identity Center permission set. The maximum session duration can

be 12 hours.

The following table summarizes the previously described IAM Identity Center behaviors:

Action

Application or
Amazon Web

User loses IAM

Identity Center

access

No - User
can continue

User can't
create new
application
sessions

Effective
immediately

User can't
access existing
application
sessions

Within 1 hour

User loses
access to
existing
Amazon Web
Services
account
sessions

Within 12
hours or lower.
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Action

Services account
access removed
from user

User removed
from group that
had an assigned
application or
Amazon Web
Services account

Application or
Amazon Web
Services account
access removed
from group

User loses IAM
Identity Center
access

accessing 1AM
Identity Center

No - User

can continue
accessing IAM
Identity Center

No - User

can continue
accessing IAM
Identity Center

User can't
create new
application
sessions

Within 1 hour

Effective

immediately

User can't
access existing
application
sessions

Within 2 hours

Within 1 hour

User loses
access to
existing
Amazon Web
Services
account
sessions

Duration
depends on

IAM role session
expiry duration
configured for
the permission
set.

Within 12
hours or lower.
Duration
depends on

IAM role session
expiry duration
configured for
the permission
set.

Within 12
hours or lower.
Duration
depends on

IAM role session
expiry duration
configured for
the permission
set.
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Revoke access for deleted users

To immediately revoke access to make authorized API calls when an IAM Identity Center user is
either disabled or deleted, you can:

1. Add or update the inline policy of the permission set(s) assigned to the user by adding an explicit
Deny effect for all actions on all resources.

2. Specify the aws:userid or identitystore:userid condition key.

Alternatively, you can use a Service Control Policy to revoke the user's access across all member
accounts in your organization.

Example SCPs to revoke access

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:UserId": "*:deleteduser@domain.com"
}
}
}
]
}
{

"Version": "2012-10-17",
"Statement" : [

{
"Effect": "Deny",
IIActionll: Il*ll’
"Resource": "*",

"Condition": {
"StringEquals": {
"identitystore:UserId": "DELETEDUSER_ID"
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}
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Connect workforce users

IAM Identity Center is the Amazon solution for connecting your workforce users to Amazon
managed applications such as Amazon Q Developer and Amazon QuickSight, and other Amazon
resources. You can connect your existing identity provider and synchronize users and groups from
your directory, or create and manage your users directly in IAM Identity Center.

Already using IAM for access to Amazon Web Services accounts?

You don't need to make any changes to your current Amazon Web Services account workflows

to use IAM Identity Center for access to Amazon managed applications. If you're using federation
with IAM or IAM users for Amazon Web Services account access, your users can continue to access
Amazon Web Services accounts in the same way they always have, and you can continue to use
your existing workflows to manage that access.

Topics

Users, groups, and provisioning in IAM Identity Center

Manage your identity source

Using the Amazon Web Services access portal

Multi-factor authentication for Identity Center users

Users, groups, and provisioning in IAM Identity Center

IAM Identity Center enables you to control who can sign in and what resources they can access. A
user must be provisioned to sign in. You can then assign access only to provisioned users or groups.

Learn about provisioning users and groups, whether sourced from an external identity provider or
created directly in IAM Identity Center.

Username and email address uniqueness

IAM ldentity Center requires each user have a unique username. The username is the user’s primary
identifier. The username does not have to match the user’'s email address. IAM Identity Center
requires that all usernames and email addresses for your users are non-NULL and unique.
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Groups

Groups are a logical combination of users that you define. You can create groups and add users to
the groups. IAM Identity Center doesn't support nested groups (A group within a group). Groups
are useful when assigning access to Amazon Web Services accounts and applications. Rather than
assign each user individually, you give permissions to a group. Later, as you add or remove users
from a group, the user dynamically gets or loses access to accounts and applications that you
assigned to the group.

User and group provisioning

Provisioning is the process of making user and group information available for use by IAM Identity
Center and Amazon managed applications or customer managed applications. You can create users
and groups directly in IAM Identity Center or connect your identity source to IAM Identity Center.
With IAM Identity Center, you're able to assign users and groups access to connected applications
and Amazon Web Services accounts.

Provisioning in IAM Identity Center varies based on the identity source that you use. For more
information, see Manage your identity source.

User and group deprovisioning

Deprovisioning is the process of removing users and group information from IAM Identity Center.

If you're using Active Directory or an external identity provider with IAM Identity Center, you should
remove users and groups from these identity sources rather than IAM Identity Center. Deleting IAM
Identity Center users and groups will not completely remove them if your identity source is Active
Directory or an external identity provider. If you've configured automatic provisioning of the users
in your IdP to IAM Identity Center, these previously deleted users and groups will be reprovisioned
in IAM Identity Center.

If you need to deprovision IAM Identity Center users or groups, you should first remove any
assignments of permission sets or applications to the users or groups you want to deprovision.
Otherwise, you'll have unassigned permission sets and application assignments in your IAM
Identity Center.
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Manage your identity source

Your identity source in IAM Identity Center defines where your users and groups are managed.
After you configure your identity source, you can look up users or groups to grant them single sign-
on access to Amazon Web Services accounts, applications, or both.

You can have only one identity source per organization in Amazon Organizations. You can choose
one of the following as your identity source:

» External identity provider — Choose this option if you want to manage users in an external
identity provider (IdP) such as Okta or Microsoft Entra ID.

 Active Directory — Choose this option if you want to continue managing users in either your
Amazon Managed Microsoft AD directory using Amazon Directory Service or your self-managed
directory in Active Directory (AD).

« Identity Center directory — When you enable IAM Identity Center for the first time, it's
automatically configured with an Identity Center directory as your default identity source
unless you choose a different identity source. With the Identity Center directory, you create your
users and groups, and assign their level of access to your Amazon Web Services accounts and
applications.

(® Note
IAM Identity Center does not support SAMBA4-based Simple AD as an identity source.

Topics

« Considerations for changing your identity source

« Change your identity source

« Manage sign-in and attribute use for all identity source types

« Manage identities in IAM Identity Center

» Connect to a Microsoft AD directory

« Manage an external identity provider
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Considerations for changing your identity source

Although you can change your identity source at any time, we recommend that you consider how
this change might affect your current deployment.

If you're already managing users and groups in one identity source, changing to a different identity
source might remove all user and group assignments that you configured in IAM Identity Center. If
this occurs, all users, including the administrative user in 1AM Identity Center, will lose single sign-
on access to their Amazon Web Services accounts and applications.

Before you change the identity source for IAM Identity Center, review the following considerations
before you proceed. If you want to proceed with changing your identity source, see Change your
identity source for more information.

Changing between IAM Identity Center directory and Active Directory

If you're already managing users and groups in Active Directory, we recommend that you consider
connecting your directory when you enable IAM Identity Center and choose your identity source.
Do this before you create any users and groups in the default Identity Center directory and make
any assignments.

If you're already managing users and groups in the default Identity Center directory, consider the
following:

« Assignments removed and users and groups deleted — Changing your identity source to
Active Directory deletes your users and groups from the Identity Center directory. This change
also removes your assignments. In this case, after you change to Active Directory, you must
synchronize your users and groups from Active Directory into the Identity Center directory, and
then reapply their assignments.

If you choose to not use Active Directory, you must create your users and groups in the Identity
Center directory, and then make assignments.

« Assignments aren't deleted when identities are deleted — When identities are deleted in the
Identity Center directory, corresponding assignments also get deleted in IAM Identity Center.
However in Active Directory, when identities are deleted (either in Active Directory or the synced
identities), corresponding assignments aren't deleted.

« No outbound synchronization for APIs - If you use Active Directory as your identity source, we
recommend that you use the Create, Update, and Delete APIs with caution. IAM Identity Center
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doesn't support outbound synchronization, so your identity source doesn't automatically update
with the changes that you make to users or groups using these APIs.

» Access portal URL will change - Changing your identity source between 1AM Identity Center and
Active Directory also changes the URL for the Amazon Web Services access portal.

o If users are deleted or disabled in the IAM Identity Center console using Identity Store APIs, users
with active sessions can continue to access integrated applications and accounts. For information
about authentication session duration and user behavior, see Authentication in IAM Identity
Center.

For information about how IAM Identity Center provisions users and groups, see Connect to a
Microsoft AD directory.

Changing from IAM Identity Center to an external IdP

If you change your identity source from IAM Identity Center to an external identity provider (IdP),
consider the following:

« Assignments and memberships work with correct assertions — your user assignments, group
assignments, and group memberships continue to work as long as the new IdP sends the correct
assertions (for example, SAML namelDs). These assertions must match the user names and
groups in IAM Identity Center.

» No outbound synchronization - IAM Identity Center doesn't support outbound synchronization,
so your external IdP won't automatically update with changes to users and groups that you make
in IAM Identity Center.

» SCIM provisioning - if you are using SCIM provisioning, changes to users and groups in your
identity provider reflect only in IAM Identity Center after your identity provider sends those
changes to IAM Identity Center. See Considerations for using automatic provisioning.

» Rollback - you can revert your identity source back to using IAM Identity Center at any time. See
Changing from an external IdP to IAM Identity Center.

« Existing user sessions are revoked on session duration expiry — Once you change your identity
source to an external identity provider, active user sessions persist for the remainder of the
maximum session duration configured in the console. For example, if the Amazon Web Services
access portal session duration is set to eight hours, and you changed the identity source in the
fourth hour, active user sessions persist for an additional four hours. To revoke user sessions, see
Delete active user sessions for the Amazon Web Services access portal and Amazon integrated

applications.
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o If users are deleted or disabled in the IAM Identity Center console using Identity Store APIs,
users with active sessions can continue to access integrated applications and accounts. For
information about authentication session duration and user behavior, see Authentication in
IAM Identity Center.

® Note

You won't be able to revoke user sessions from the IAM Identity Center console after
you've deleted the user.

For information about how IAM Identity Center provisions users and groups, see Manage an
external identity provider.

Changing from an external IdP to IAM Identity Center

If you change your identity source from an external identity provider (IdP) to IAM Identity Center,
consider the following:

« IAM Identity Center preserves all your assignments.

» Force password reset — Users who had passwords in IAM Identity Center can continue signing
in with their old passwords. For users who were in the external IdP and weren't in IAM Identity
Center, an administrator must force a password reset.

 Existing user sessions are revoked on session duration expiry — Once you change your identity
source to IAM Identity Center, active user sessions persist for the remaining duration of the
maximum session duration configured in the console. For example, if the Amazon Web Services
access portal session duration is eight hours, and you changed the identity source at fourth hour,
active user sessions continue to run for an additional four hours. To revoke user sessions, see
Delete active user sessions for the Amazon Web Services access portal and Amazon integrated

applications.

o If users are deleted or disabled in the IAM Identity Center console using Identity Store APIs,
users with active sessions can continue to access integrated applications and accounts. For
information about authentication session duration and user behavior, see Authentication in
IAM ldentity Center.
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® Note

You won't be able to revoke user sessions from the IAM Identity Center console after
you've deleted the user.

For information about how IAM Identity Center provisions users and groups, see Manage identities
in IAM Identity Center.

Changing from one external IdP to another external IdP

If you're already using an external IdP as your identity source for IAM Identity Center and you
change to a different external IdP, consider the following:

« Assignments and memberships work with correct assertions — IAM Identity Center preserves
all of your assignments. The user assignments, group assignments, and group memberships
continue to work as long as the new IdP sends the correct assertions (for example, SAML
namelDs).

These assertions must match the user names in IAM Identity Center when your users
authenticate through the new external IdP.

« SCIM provisioning - If you are using SCIM for provisioning into IAM Identity Center, we
recommend that you review the IdP-specific information in this guide and the documentation
provided by the IdP to ensure that the new provider matches users and groups correctly when
SCIM is enabled.

« Existing user sessions are revoked on session duration expiry — Once you change your identity
source to different external identity provider, active user sessions persist for the remaining
duration of the maximum session duration configured in the console. For example, if the
Amazon Web Services access portal session duration is eight hours, and you changed the identity
source at fourth hour, active user sessions persist for an additional four hours. To revoke user
sessions, see Delete active user sessions for the Amazon Web Services access portal and Amazon

integrated applications.

o If users are deleted or disabled in the IAM Identity Center console using Identity Store APIs,
users with active sessions can continue to access integrated applications and accounts. For
information about authentication session duration and user behavior, see Authentication in
IAM ldentity Center.
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® Note

You won't be able to revoke user sessions from the IAM Identity Center console after
you've deleted the user.

For information about how IAM Identity Center provisions users and groups, see Manage an
external identity provider.

Changing between Active Directory and an external IdP

If you change your identity source from an external IdP to Active Directory, or from Active Directory
to an external IdP, consider the following:

« Users, groups, and assignments are deleted - All users, groups, and assignments are deleted
from IAM Identity Center. No user or group information is affected in either the external IdP or
Active Directory.

« Provisioning users - If you change to an external IdP, you must configure 1AM Identity Center
to provision your users. Alternatively, you must manually provision the users and groups for the
external IdP before you can configure assignments.

« Create assignments and groups - If you change to Active Directory, you must create
assignments with the users and groups that are in your directory in Active Directory.

« If users are deleted or disabled in the IAM Identity Center console using Identity Store APIs, users
with active sessions can continue to access integrated applications and accounts. For information
about authentication session duration and user behavior, see Authentication in IAM Identity

Center.

For information about how IAM Identity Center provisions users and groups, see Connect to a
Microsoft AD directory.

Change your identity source

The following procedure describes how to change from a directory that IAM Identity Center
provides (the default Identity Center directory) to Active Directory or an external identity provider,
or the other way around. Before you proceed, review the information in Considerations for

changing your identity source. To complete this procedure, you'll need an Organization instance of
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IAM Identity Center. For more information, see Organization and account instances of IAM Identity
Center.

/A Warning

Depending on your current deployment, this change removes any user and group
assignments that you configured in IAM Identity Center. This change will also remove
permission set IAM roles from your Amazon Web Services accounts. As a result, you may
need to update your resource policies, and should ensure this will not disrupt your access
to Amazon KMS keys and Amazon EKS clusters. To learn more, see Referencing permission

sets in resource policies, Amazon EKS Cluster config maps, and Amazon KMS key policies.

When this occurs, all users and groups, including the administrative user in IAM Identity
Center, will lose single sign-on access to their Amazon Web Services accounts and
applications.

To change your identity source

1. Open the IAM Identity Center console.

2. Choose Settings.

3. On the Settings page, choose the Identity source tab. Choose Actions, and then choose
Change identity source.

4. Under Choose identity source, select the source that you want to change to, and then choose
Next.

If you are changing to Active Directory, choose the available directory from the menu on the
next page.

/A Important

Changing your identity source to or from Active Directory deletes users and groups
from the Identity Center directory. This change also removes any assignments that you
configured in IAM Identity Center.

If you are switching to an external identity provider, we recommend that you follow the steps
in How to connect to an external identity provider.
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5. After you read the disclaimer and are ready to proceed, type ACCEPT.

6. Choose Change identity source. If you are changing your identity source to Active Directory,
proceed to the next step.

7. Changing your identity source to Active Directory takes you to the Settings page. On the
Settings page, do either of the following:

» Choose Start guided setup. For information about how to complete the guided setup
process, see Guided setup.

« In the Identity source section, choose Actions, and then choose Manage sync to configure
your sync scope, the list of users and groups to sync.

Manage sign-in and attribute use for all identity source types

IAM Identity Center enables administrators to control Amazon Web Services access portal use, to
set session durations for users in the Amazon Web Services access portal and your applications,
and to use attributes for access control. These capabilities work with an Identity Center directory or
external identity provider as your identity source.

Supported user and group attributes in IAM Identity Center

Attributes are pieces of information that help you define and identify individual user or group
objects, such as name, email, or members. IAM Identity Center supports most commonly used
attributes regardless if they're entered manually during user creation or when automatically
provisioned using a synchronization engine such as defined in the System for Cross-Domain
Identity Management (SCIM) specification.

« For more information about the System for Cross-Domain Identity Management (SCIM)
specification, see https://tools.ietf.org/html/rfc7642.

» For more information about manual and automatic provisioning, see Provisioning when users

come from an external IdP.

« For more information about attribute mapping, see Attribute mappings between IAM Identity

Center and External Identity Providers directory.

Because IAM ldentity Center supports SCIM for automatic provisioning use cases, the Identity
Center directory supports all of the same user and group attributes that are listed in the SCIM
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specification, with a few exceptions. The following sections describe which attributes aren't
supported by IAM Identity Center.

User objects

All attributes from the SCIM user schema (https://tools.ietf.org/html/rfc76434#section-8.3) are
supported in the IAM Identity Center identity store, except for the following:

e password

e ims

« photos

« entitlements

e X509Certificates

All sub-attributes for users are supported, except for the following:

o 'display' sub-attribute of any multi-valued attribute (For example, emails or
phoneNumbers)

e 'version' sub-attribute of 'meta’' attribute

Group objects

All attributes from the SCIM group schema (https://tools.ietf.org/html/rfc7643#section-8.4) are
supported.

All sub-attributes for groups are supported, except for the following:

e 'display' sub-attribute of any multi-valued attribute (For example, members).

Topics

» Configure the session duration of the Amazon Web Services access portal and IAM Identity

Center integrated applications

» Delete active user sessions for the Amazon Web Services access portal and Amazon integrated
applications
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Configure the session duration of the Amazon Web Services access portal and IAM
Identity Center integrated applications

The IAM Identity Center administrator can configure the session duration for both applications
integrated with IAM Identity Center and the Amazon Web Services access portal. The session
duration of authentication into the Amazon Web Services access portal and IAM Identity Center
integrated applications is the maximum length of time that a user can be signed in without re-
authenticating. The IAM Identity Center administrator can end an active Amazon Web Services
access portal session and by doing so also end the sessions of integrated applications.

The default session duration is 8 hours. The IAM Identity Center administrator can specify a
different duration, from a minimum of 15 minutes to a maximum of 90 days. Custom duration
value must be entered in minutes and be between 15 and 10080 minutes (7 days). For more
information about authentication session duration and user behavior, see Authentication in IAM
Identity Center.

(@ Note

Modifying the Amazon Web Services access portal session duration and ending the
Amazon Web Services access portal sessions have no effect on the Amazon Web Services
Management Console session duration that you define in your permission sets.

The following topics provide information about configuring the session duration of the Amazon
Web Services access portal and IAM Identity Center integrated applications.

Prerequisites and considerations

The following are the prerequisites and considerations for configuring the session duration for the
Amazon Web Services access portal and IAM Identity Center integrated applications.

External identity providers

IAM Identity Center uses SessionNotOnOrAfter attribute from SAML assertions to help
determine how long the session can be valid for.

o If SessionNotOnOrAfter is not passed in a SAML assertion, the duration of an Amazon Web
Services access portal session is not impacted by the duration of your external IdP session. For
example, if your IdP session duration is 24 hours and you set an 18-hour session duration in IAM
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Identity Center, your users must re-authenticate in the Amazon Web Services access portal after
18 hours.

o If SessionNotOnOrAfter is passed in a SAML assertion, the session duration value is set to the
shorter of the Amazon Web Services access portal session duration and your SAML IdP session
duration. If you set a 72-hour session duration in IAM Identity Center and your IdP has a session
duration of 18 hours, your users will have access to Amazon resources for the 18 hours defined in
your IdP.

« If the session duration of your IdP is longer than the one set in IAM Identity Center, your users
will be able to start a new IAM Identity Center session without re-entering their credentials,
based on their still-valid login session with your IdP.

Amazon CLI and SDK sessions

If you're using the Amazon Command Line Interface, Amazon Software Development Kits (SDKs),
or other Amazon development tools to access Amazon services programmatically, the following
prerequisites must be met to set session duration for the Amazon Web Services access portal and
the IAM Identity Center integrated applications.

» You must configure the Amazon Web Services access portal session duration in the IAM Identity

Center console.

« You must define a profile for single sign-on settings in your shared Amazon config file. This
profile is used to connect to the Amazon Web Services access portal. We recommend that you
use the SSO token provider configuration. With this configuration, your Amazon SDK or tool can
automatically retrieve refreshed authentication tokens. For more information, see SSO token
provider configuration in the Amazon SDK and Tools Reference Guide.

» Users must run a version of the Amazon CLI or an SDK that supports session management.

Minimum versions of the Amazon CLI that support session management
Following are the minimum versions of the Amazon CLI that support session management.

« Amazon CLI V2 2.9 or later
« Amazon CLI V1 1.27.10 or later

For information about how to install or update the latest Amazon CLI version, see Installing or
updating the latest version of the Amazon CLI.
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If your users are running the Amazon CLI, if you refresh your permission set just before the IAM
Identity Center session is set to expire and the session duration is set to 20 hours while the
permission set duration is set to 12 hours, the Amazon CLI session runs for the maximum of 20
hours plus 12 hours for a total of 32 hours. For more information about the IAM Identity Center
CLI, see Amazon CLI Command Reference.

Minimum versions of SDKs that support IAM Identity Center session management

Following are the minimum versions of the SDKs that support IAM Identity Center session
management.

SDK Minimum version

Python 1.26.10

PHP 3.245.0

Ruby aws-sdk-core 3.167.0

Java V2 Amazon SDK for Java v2 (2.18.13)

Go V2 Whole SDK: release-2022-11-11 and specific
Go modules: credentials/v1.13.0, config/v1
.18.0

JSV2 2.1253.0

JSV3 v3.210.0

C++ 1.9.372

.NET v3.7.400.0

Topics

» How to configure application session duration

» How to extend the session duration for Amazon Q Developer
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How to configure application session duration

IAM Identity Center administrators can extend session duration based on specific business needs,
such as accommodating long-running tasks and minimizing the need for users to re-authenticate.

Use the following procedure to configure the session duration of the Amazon Web Services access
portal and IAM Identity Center integrated applications.

Open the IAM Identity Center console.

1
2. Choose Settings.

3. On the Settings page, choose the Authentication tab.
4

Under Authentication, next to Session settings, choose Configure. A Configure session
settings dialog box appears.

5. In the Configure session settings dialog box, choose the maximum session duration in
minutes, hours, and days for your users by selecting the drop down arrow. Choose a the length
for the session, and then choose Save. You return to the Settings page.

How to extend the session duration for Amazon Q Developer

If your developers use Amazon Q Developer as part of an integrated development environment
(IDE), you can set the session duration for Amazon Q Developer to 90 days. Depending on when
you enabled IAM Identity Center, extended session duration for Amazon Q Developer might be
enabled by default. This extended session doesn’t affect the session duration of the Amazon Web
Services access portal or other IAM Identity Center integrated applications.

® Note

Amazon Q Developer is accessible from consoles set to commercial Amazon Web Services
Regions that are enabled by default. If your IAM Identity Center instance is located in a
Region where Amazon Q Developer isn't currently accessible, enabling 90 day extended
session duration won't override the default setting. This means that your session duration
remains unchanged, regardless of whether you enable 90 day extended session duration or
not. For information, see Supported Regions for Amazon Q Developer.

Enable or disable 90 day extended session duration for Amazon Q Developer.

1. Open the IAM Identity Center console.
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2. Choose Settings.
3. On the Settings page, choose the Authentication tab.

4. Under Authentication, next to Session settings, choose Configure. A Configure session
settings dialog box appears.

5. In the Configure session settings dialog box, select the checkbox for Enable extended
sessions for Amazon Q Developer. Deselect the checkbox to disable extended session
duration.

6. Choose Save to return to the Settings page.

Delete active user sessions for the Amazon Web Services access portal and
Amazon integrated applications

IAM Identity Center administrators can delete active user sessions. Deleting user sessions enables
administrators to revoke access and remove stale sessions when users no longer require or
shouldn’t maintain their current authentication state, such as when an employee leaves the
organization or their permissions change.

Use the following procedure to view and delete active sessions for an IAM Identity Center user.

® Note

Deleting an active session for an IAM Identity Center user doesn't delete any active IAM
Role sessions in the Amazon Web Services Management Console or Amazon CLI.

To delete an active session of the Amazon Web Services access portal and IAM Identity Center
integrated applications

1. Open the IAM Identity Center console.

2. Choose Users.

3. On the Users page, choose the username of the user whose sessions you want to manage. This
takes you to a page with the user’s information.

4. On the user's page, choose the Active sessions tab. The number in parentheses next to Active
sessions indicates the number of current active sessions for this user.
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5. Select the check boxes beside the sessions that you want to delete, and then choose Delete
session. A dialog box appears that confirms you're deleting active sessions for this user. Read
the information in the dialog box, and if you want to continue, choose Delete session.

6. You are returned to the user's page. A green flash bar appears to indicate that the selected
sessions were successfully deleted.

For more information on the behavior of revoked authentication sessions, see Authentication

sessions.

Manage identities in IAM Identity Center

IAM Identity Center provides the following capabilities for your users and groups:

» Create your users and groups.
« Add your users as members to the groups.

« Assign the groups with the desired level of access to your Amazon Web Services accounts and
applications.

To manage users and groups in the IAM Identity Center store, Amazon supports the API operations
listed in Identity Center Actions.

Provisioning when users are in 1AM Identity Center

When you create users and groups directly in IAM Identity Center, provisioning is automatic. These
identities are immediately available for use in making assignments and for use by applications. For
more information, see User and group provisioning.

Changing your identity source

If you prefer to manage users in Amazon Managed Microsoft AD, you can stop using your Identity
Center directory at any time and instead connect 1AM Identity Center to your directory in Microsoft
AD by using Amazon Directory Service. For more information, see considerations for Changing
between IAM Identity Center directory and Active Directory.

If you prefer to manage users in an external identity provider (IdP), you can connect IAM Identity
Center to your IdP and enable automatic provisioning. For more information, see considerations for
Changing from IAM Identity Center to an external IdP.
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Topics

» Add users to your Identity Center directory

« Add groups to your Identity Center directory

» Add users to groups

» Delete groups in IAM Identity Center

o Delete users in IAM Identity Center

« Remove users from groups

» Disable user access to Amazon Web Services accounts and applications in IAM Identity Center

« Edit Identity Center directory user properties

» Reset the IAM Identity Center user password for an end user

« Email one-time password to users created with API or CLI

« Password requirements when managing identities in IAM Identity Center

Add users to your Identity Center directory

Users and groups that you create in your Identity Center directory are available in IAM Identity
Center only. Use the following procedure to add users to your Identity Center directory.
Alternatively, you can call the Amazon API operation CreateUser to add users.

Console
To add a user

1. Open the IAM Identity Center console.

2. Choose Users.

3. Choose Add user and provide the following required information:

a. Username - This user name is required to sign in to the Amazon Web Services access
portal and can't be changed later. It must be between 1 and 100 characters.

b. Password - You can either send an email with the password setup instructions
(this is the default option) or generate a one-time password. If you are creating an
administrative user and you choose to send an email, make sure that you specify an
email address that you can access.
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Send an email to this user with password setup instructions — This option
automatically sends the user an email addressed from Amazon Web Services, with
the subject line Invitation to join Amazon IAM Identity Center. The email invites
the user on behalf of your company to access the IAM Identity Center Amazon
Web Services access portal, and registers a password. The email invitation will
expire in seven days. If this happens, you can resend the email by choosing Reset
password, and then choosing Send an email to the user with instructions for
resetting the password. Before the user accepts the invitation, you will see Send
email verification link, which is meant to verify their email address. However,
this step is optional and will disappear after the user accepts the invitation and
registers a password.

® Note

In some cases, IAM Identity Center makes cross-Region API calls to send
emails to users. For information about how emails are sent, see Cross-
Region emails with Amazon SES .

All emails sent by the IAM Identity Center service will come

from either the address no-reply@signin.aws.comor no-

reply@login.awsapps.com. We recommend that you configure your
email system so that it accepts emails from these sender email addresses
and does not handle them as junk or spam.

Generate a one-time password that you can share with this user - This option
provides you with the Amazon Web Services access portal URL and password
details that you can manually send to the user from your email address. The user
will need to verify their email address. You can initiate the process by choosing
Send email verification link. The email verification link will expire in seven days.
If this happens, you can resend the email verification link by choosing Reset
password, and then choosing Generate a one-time password and share the
password with the user.

c. Email address — The email address must be unique.

d. Confirm email address

e. First name - You must enter a name here for automatic provisioning to work. For more

information, see Provisioning an external identity provider into IAM Identity Center
using SCIM.
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f.  Last name - You must enter a name here for automatic provisioning to work.

g. Display name

® Note

(Optional) If applicable, you can specify values for additional attributes such
as the user's Microsoft 365 immutable ID to help provide the user with single
sign-on access to certain business applications.

4. Choose Next.

5. If applicable, select one or more groups to which you want to add the user, and choose
Next.

6. Review the information that you specified for Step 1: Specify user details and Step 2:
Add user to groups - optional. Choose Edit by either step to make any changes. After you
confirm that the correct information is specified for both steps, choose Add user.

Amazon CLI
To add a user

The following create-user command creates a new user in your ldentity Center directory.

aws identitystore create-user \
--identity-store-id d-1234567890 \
--user-name johndoe \
--name "GivenName=John, FamilyName=Doe" \
--display-name "John Doe" \
--emails "Type=work,Value=johndoeeexample.com"

Output:

"UserId": "1234567890-abcdef",
"IdentityStoreId": "d-1234567890"
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® Note

When you create users with the create-user CLI command or the CreateUser API
operation, the users don't have passwords. You can update the settings in IAM Identity
Center to send these users a verification email after their first attempt to sign on so
they can set up a password. If you don't enable this setting, you must generate a one-
time password and share it with the user. For more information, see Email one-time
password to users created with API or CLI.

Add groups to your Identity Center directory

Use the following procedure to add groups to your Identity Center directory. Alternatively, you can
call the Amazon API operation CreateGroup to add groups.

Console

To add a group

1
2
3.
4

Open the IAM Identity Center console.

Choose Groups.
Choose Create group.

Enter a Group name and Description - optional. The description should provide details on
what permissions have been or will be assigned to the group. Under Add users to group -
optional, locate the users you want to add as members. Then select the check box next to
each of them.

Choose Create group.

Amazon CLI

To add a group

The following create-group command creates a new group in your Identity Center directory.

aws identitystore create-group \

--identity-store-id d-1234567890 \
--display-name "Developers" \
--description "Group that contains all developers"
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Output:

"GroupId": "la2b3c4d-5e6f-7g8h-9i0j-1k213m4n506p",
"IdentityStoreId": "d-1234567890"

After you add this group to your Identity Center directory, you can assign single sign-on access
to the group. For more information, see Assign user or group access to Amazon Web Services
accounts.

Add users to groups

Use the following procedure to add users as members of a group that you previously created
in your Identity Center directory. Alternatively, you can call the Amazon API operation
CreateGroupMembership to add a user as a member of a group.

Console
To add a user as a member of a group

Open the IAM Identity Center console.

Choose Groups.
Choose the group name that you want to update.

On the group details page, under Users in this group, choose Add users to group.

i o=

On the Add users to group page, under Other users, locate the users you want to add as
members. Then, select the check box next to each of them.

6. Choose Add users.

Amazon CLI
To add a user as a member of a group

The following create-group-membership command adds a user to a group in your Identity
Center directory.

aws identitystore create-group-membership \
--identity-store-id d-1234567890 \
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--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--member-id UserId=alb2c3d4-5678-90ab-cdef-EXAMPLE11111

Output:

"MembershipId": "alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"IdentityStorelId": "d-1234567890"

Delete groups in 1AM Identity Center

When you delete a group in your IAM Identity Center directory, it removes access to Amazon Web
Services accounts and applications for all users who are members of this group. After a group is
deleted it cannot be undone. Use the following procedure to delete a group in your Identity Center
directory.

/A Important

The instructions on this page apply to Amazon IAM Identity Center. They do not apply to
Amazon Identity and Access Management (IAM). IAM Identity Center users, groups, and
user credentials are different from IAM users, groups, and IAM user credentials. If you are
looking for instructions on deleting groups in 1AM, see Deleting an IAM user group in the
Amazon Identity and Access Management User Guide.

Console
To delete a group

1. Open the IAM Identity Center console.

2. Choose Groups.

3. There are two ways you can delete a group:

« On the Groups page, you can select multiple groups for deletion. Select the group name
that you want to delete and choose Delete group.

» Choose the group name that you want to delete. On the group details page, choose
Delete group .
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4. You might be asked to confirm your intent to delete the group.

« If you delete multiple groups at once, confirm your intent by typing Delete in the
Delete group dialog box.

« If you delete a single group that contains users, confirm your intent by typing the name
of the group you want to delete in the Delete group dialog box.

5. Choose Delete group. If you selected multiple groups for deletion, choose Delete # groups.

Amazon CLI
To delete a group

The following delete-group command deletes the specified group from your Identity Center
directory.

aws identitystore delete-group \
--identity-store-id d-1234567890 \
--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222

Delete users in IAM Identity Center

When you delete a user in your IAM Identity Center directory, it removes their access to Amazon
Web Services accounts and applications. After you delete a user, you cannot undo this action. Use
the following procedure to delete a user in your Identity Center directory.

(® Note

When you disable user access or delete a user in IAM Identity Center, that user will
immediately be prevented from signing in to the Amazon Web Services access portal and
will not be able to create new sign in sessions. For more information, see Authentication

sessions.

/A Important
The instructions on this page apply to Amazon IAM Identity Center. They do not apply to

Amazon Identity and Access Management (IAM). IAM Identity Center users, groups, and
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user credentials are different from IAM users, groups, and IAM user credentials. If you are
looking for instructions on deleting users in IAM, see Deleting an IAM user in the Amazon
Identity and Access Management User Guide.

Console

To delete a user

—

Open the IAM Identity Center console.

2. Choose Users.
3. There are two ways you can delete a user:
« On the Users page, you can select multiple users for deletion. Select the username that
you want to delete and choose Delete users.

« Choose the username that you want to delete. On the user details page, choose Delete
user.

4. If you delete multiple users at once, confirm your intent by typing Delete in the Delete
user dialog box.

5. Choose Delete user. If you selected multiple users for deletion, choose Delete # users.
Amazon CLI
To delete a user

The following delete-user command deletes a user from your Identity Center directory.

aws identitystore delete-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

Remove users from groups

Use the following procedure to remove members from a group. Alternatively, you can call the
Amazon API operation DeleteGroupMembership to remove a user from a group.
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Console
To remove a user from a group

Open the IAM Identity Center console.

Choose Groups.
Choose the group you want to update.
On the group details page, under the Users in this group, choose the users to remove.

Choose Remove users from group.

A o

On the Remove users dialog box, choose Remove users from group to verify you want to
remove the users access to the account and applications that are assigned to the group.

Amazon CLI
To remove a user from a group

The following delete-group-membership command removes a membership from a group.

aws identitystore delete-group-membership
--identity-store-id d-1234567890 \
--membership-id alb2c3d4-5678-90ab-cdef-EXAMPLE33333

Disable user access to Amazon Web Services accounts and applications in IAM
Identity Center

When you disable user access in your IAM Identity Center directory, you can't edit their user details,
reset their password, add the user to a group, or view their group membership. Disabling user
access prevents them from signing in to the Amazon Web Services access portal and they will no
longer have access to their assigned Amazon Web Services accounts and applications.

Use the following procedure to disable user access in your Identity Center directory using the IAM
Identity Center console.

(@ Note

When you disable user access or delete a user in IAM Identity Center, that user will
immediately be prevented from signing in to the Amazon Web Services access portal and
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won't be able to create new sign in sessions. For more information, see Authentication
sessions.

To disable user access in 1AM Identity Center

1. Open the IAM Identity Center console.

/A Important

The instructions on this page apply to Amazon IAM Identity Center. They don't apply to
Amazon Identity and Access Management (IAM). IAM Identity Center users, groups, and
user credentials are different from IAM users, groups, and IAM user credentials. If you
are looking for instructions on deactivating users in IAM, see Managing IAM users in the
Amazon Identity and Access Management User Guide.

2. Choose Users.
Select the username of the user whose access you want to disable.

4. Below the username of the user whose access you want to disable, in the General information
section, choose Disable user access.

5. In the Disable user access dialog box, choose Disable user access.

Edit Identity Center directory user properties

Use the following procedure to edit the properties of a user in your Identity Center directory.
Alternatively, you can call the Amazon APl operation UpdateUser to update user properties.

Console
To edit user properties in IAM Identity Center

Open the IAM Identity Center console.

Choose Users.
Choose the user that you want to edit.

On the user Profile page, next to Profile details, choose Edit.

ik wn o=

On the Edit profile details page, update the properties as needed. Then, choose Save
changes .
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® Note

(Optional) You can modify additional attributes such as Employee number and
Office 365 Immutable ID to help map the user's identity in IAM Identity Center
with certain business applications that users need to use.

(® Note

The Email address attribute is an editable field and the value you provide must be
unique.

Amazon CLI
To edit user properties in IAM Identity Center

The following update-user command updates the user's nickname.

aws identitystore update-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111 \
--operations '{"AttributePath":"nickName", "AttributeValue":"Johnny"}'

Reset the IAM Identity Center user password for an end user

This procedure is for administrators who need to reset the password for a user in the IAM Identity
Center directory. You'll use the IAM Identity Center console to reset passwords.

Considerations for identity providers and user types

» Microsoft Active Directory or external provider - If you're connecting IAM Identity Center to
Microsoft Active Directory or an external provider, user password resets must be done from
within Active Directory or the external provider. This means that passwords for those users can't
be reset from the IAM Identity Center console.

« Users in the IAM Identity Center directory - If you're an IAM Identity Center user, you can reset
your own |AM Identity Center password, see Resetting your Amazon Web Services access portal

user password.
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To reset a password for an IAM Identity Center end user

/A Important

The instructions on this page apply to Amazon IAM Identity Center. They do not apply to
Amazon Identity and Access Management (IAM). IAM Identity Center users, groups, and
user credentials are different from IAM users, groups, and IAM user credentials. If you are

looking for instructions on changing passwords for IAM users, see Managing passwords for
IAM users in the Amazon Identity and Access Management User Guide.

Open the IAM Identity Center console.

Choose Users.
Select the username of the user whose password you want to reset.

On the user details page, choose Reset password.

ik W=

In the Reset password dialog box, select one of the following choices, and then choose Reset
password:

a. Send an email to the user with instructions to reset the password — This option
automatically sends the user an email addressed from Amazon Web Services that walks
them through how to reset their password.

/A Warning

As a security best practice, verify that the email address for this user is correct
prior to selecting this option. If this password reset email were to be sent to an
incorrect or misconfigured email address, a malicious recipient could use it to gain
unauthorized access to your Amazon environment.

b. Generate a one-time password and share the password with the user — This option
provides you with the password details that you can manually send to the user from your
email address.

Email one-time password to users created with API or CLI

When you create users with the CreateUser APl operation or the create-user CLI command, the
users don't have passwords. You can update the settings in IAM Identity Center to send these users
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a verification email after their first attempt to sign in, if you've specified an email for the user when
they were created. After receiving the verification email, the user must set a password to sign in.

If you don’t enable this setting, you must generate a one-time password and share it with users
that you create using the CreateUser APl or create-user CLI command.

To send an email address verification email to users created with the CreateUser API or
create-user CLI command

1. Open the IAM Identity Center console.

2. Choose Settings.

3. On the Settings page, choose the Authentication tab.

4. In the Standard authentication section, choose Configure.

5. In the Configure standard authentication dialog box, select the Send email OTP check box.

Then, choose Save. The status updates from Disabled to Enabled.

Password requirements when managing identities in IAM Identity Center

(® Note

These requirements apply only to users created in the Identity Center directory. If you have
configured an identity source other than IAM Identity Center for authentication, such as
Active Directory or an external identity provider, the password policies for your users are
defined and enforced in those systems, not in IAM Identity Center. If your identity source

is Amazon Managed Microsoft AD, see Manage password policies for Amazon Managed
Microsoft AD for more information.

When you use IAM Identity Center as your identity source, users must adhere to the following
password requirements to set or change their password:

» Passwords are case-sensitive.
« Passwords must be between 8 and 64 characters in length.
» Passwords must contain at least one character from each of the following four categories:

» Lowercase letters (a-2)

» Uppercase letters (A-2)
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e Numbers (0-9)
« Non-alphanumeric characters (~!@#$%"&*_-+="|\(0{}[1:;;"'<>,.2/)
» The last three passwords cannot be reused.

» Passwords that are publicly known through a data set leaked from a third party cannot be used.

Connect to a Microsoft AD directory

With Amazon IAM ldentity Center, you can connect a self-managed directory in Active Directory
(AD) or a directory in Amazon Managed Microsoft AD by using Amazon Directory Service. This
Microsoft AD directory defines the pool of identities that administrators can pull from when using
the IAM Identity Center console to assign single sign-on access. After connecting your corporate
directory to IAM Identity Center, you can then grant your AD users or groups access to Amazon
Web Services accounts, applications, or both.

Amazon Directory Service helps you to set up and run a standalone Amazon Managed Microsoft AD
directory hosted in the Amazon Web Services Cloud. You can also use Amazon Directory Service to
connect your Amazon resources with an existing self-managed AD. To configure Amazon Directory
Service to work with your self-managed AD, you must first set up trust relationships to extend
authentication to the cloud.

IAM Identity Center uses the connection provided by Amazon Directory Service to perform pass-
through authentication to the source AD instance. When you use Amazon Managed Microsoft AD
as your identity source, IAM Identity Center can work with users from Amazon Managed Microsoft
AD or from any domain connected through an AD trust. If you want to locate your users in four or
more domains, users must use the DOMAIN\user syntax as their user name when performing sign-
ins to IAM Identity Center.

(@ Notes

« As a prerequisite step, make sure your AD Connector or directory in Amazon Managed
Microsoft AD in Amazon Directory Service resides within your Amazon Organizations
management account.

« IAM Identity Center does not support SAMBA 4-based Simple AD as a connected
directory.
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For a demonstration on the process of using Active Directory as an identity source for IAM Identity
Center, see the following YouTube video:

Using Active Directory as an identity source for Amazon IAM Identity Center | Amazon Web Services

Considerations for using Active Directory

If you want to use Active Directory as your identity source, your configuration must meet the
following prerequisites:

« If you're using Amazon Managed Microsoft AD, you must enable IAM Identity Center in the same
Amazon Web Services Region where your Amazon Managed Microsoft AD directory is set up. IAM
Identity Center stores the assignment data in the same Region as the directory. To administer
IAM Identity Center, you might need to switch to the Region where 1AM Identity Center is
configured. Also, note that the Amazon Web Services access portal uses the same access URL as
your directory.

« Use an Active Directory residing in the management account:

You must have an existing AD Connector or Amazon Managed Microsoft AD directory set up in
Amazon Directory Service, and it must reside within your Amazon Organizations management
account. You can connect only one AD Connector directory or one directory in Amazon Managed
Microsoft AD at a time. If you need to support multiple domains or forests, use Amazon Managed
Microsoft AD. For more information, see:

» Connect a directory in Amazon Managed Microsoft AD to IAM Identity Center

« Connect a self-managed directory in Active Directory to IAM Identity Center

» Use an Active Directory residing in the delegated admin account:

If you plan to enable IAM Identity Center delegated admin and use Active Directory as your
IAM Identity Center identity source, you can use an existing AD Connector or Amazon Managed
Microsoft AD directory set up in Amazon Directory residing in the delegated admin account.

If you decide to change IAM Identity Center identity source from any other source to Active
Directory, or change it from Active Directory to any other source, the directory must reside in
(be owned by) the IAM Identity Center delegated administrator member account if one exists;
otherwise, it must be in the management account.
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Connect Active Directory and specify a user

If you're already using Active Directory, the following topics will help you prepare to connect your
directory to IAM Identity Center.

You can connect an Amazon Managed Microsoft AD directory or a self-managed directory in Active
Directory with 1AM Identity Center.

® Note
IAM Identity Center doesn't support SAMBA4-based Simple AD as an identity source.

Amazon Managed Microsoft AD

1. Review the guidance in Connect to a Microsoft AD directory.

2. Follow the steps in Connect a directory in Amazon Managed Microsoft AD to IAM Identity

Center.

3. Configure Active Directory to synchronize the user to whom you want to grant administrative
permissions into IAM Identity Center. For more information, see Synchronize an administrative

user into 1AM Identity Center.

Self-managed directory in Active Directory

1. Review the guidance in Connect to a Microsoft AD directory.

2. Follow the steps in Connect a self-managed directory in Active Directory to IAM Identity Center.

3. Configure Active Directory to synchronize the user to whom you want to grant administrative
permissions into IAM Identity Center. For more information, see Synchronize an administrative

user into 1AM Identity Center.

External IdP

1. Review the guidance in Manage an external identity provider.

2. Follow the steps in How to connect to an external identity provider.

3.
Configure your IdP to provision users into IAM Identity Center.
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® Note

Before you set up automatic, group-based provisioning of all your workforce identities
from your IdP into IAM Identity Center, we recommend that you sync the one user to
whom you want to grant administrative permissions into 1AM Identity Center.

Synchronize an administrative user into IAM Identity Center

After you connect your Active Directory to IAM Identity Center, you can specify a user to whom you
want to grant administrative permissions, and then synchronize that user from your directory into
IAM Identity Center.

1.
2.

Open the IAM Identity Center console.

Choose Settings.

On the Settings page, choose the Identity source tab, choose Actions, and then choose
Manage Sync.

On the Manage Sync page, choose the Users tab, and then choose Add users and groups.
On the Users tab, under User, enter the exact user name and choose Add.

Under Added Users and Groups, do the following:

a. Confirm that the user to whom you want to grant administrative permissions is specified.
b. Select the check box to the left of the user name.

c. Choose Submit.

In the Manage sync page, the user that you specified appears in the Users in sync scope list.
In the navigation pane, choose Users.

On the Users page, it might take some time for the user that you specified to appear in the list.
Choose the refresh icon to update the list of users.

At this point, your user doesn't have access to the management account. You will set up
administrative access to this account by creating an administrative permission set and assigning the
user to that permission set. For more information, see Create a permission set.
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Provisioning when users come from Active Directory

IAM Identity Center uses the connection provided by the Amazon Directory Service to synchronize
user, group, and membership information from your source directory in Active Directory to the IAM
Identity Center identity store. No password information is synchronized to IAM Identity Center,
because user authentication takes place directly from the source directory in Active Directory. This
identity data is used by applications to facilitate in-app lookup, authorization, and collaboration
scenarios without passing LDAP activity back to the source directory in Active Directory.

For more information above provisioning, see User and group provisioning.

Topics

Connect a directory in Amazon Managed Microsoft AD to IAM Identity Center

Connect a self-managed directory in Active Directory to IAM Identity Center

Attribute mappings between IAM Identity Center and External Identity Providers directory

IAM ldentity Center configurable AD sync

Connect a directory in Amazon Managed Microsoft AD to IAM Identity Center

Use the following procedure to connect a directory in Amazon Managed Microsoft AD that is
managed by Amazon Directory Service to IAM Identity Center.

To connect Amazon Managed Microsoft AD to IAM Identity Center

1. Open the IAM Identity Center console.

® Note

Make sure that the IAM Identity Center console is using one of the Regions where your
Amazon Managed Microsoft AD directory is located before you move to the next step.

2. Choose Settings.

3. On the Settings page, choose the Identity source tab, and then choose Actions > Change
identity source.

4. Under Choose identity source, select Active Directory, and then choose Next.

Under Connect active directory, choose a directory in Amazon Managed Microsoft AD from
the list, and then choose Next.
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6. Under Confirm change, review the information and when ready type ACCEPT, and then
choose Change identity source.

/A Important

To specify a user in Active Directory as an administrative user in IAM Identity Center,
you must first synchronize the user to whom you want to grant administrative
permissions from Active Directory into IAM Identity Center. To do so, follow the steps
in Synchronize an administrative user into IAM Identity Center.

Connect a self-managed directory in Active Directory to IAM Identity Center

Users in your self-managed directory in Active Directory (AD) can also have single sign-on access
to Amazon Web Services accounts and applications in the Amazon Web Services access portal. To
configure single sign-on access for these users, you can do either of the following:

» Create a two-way trust relationship - When two-way trust relationships are created between
Amazon Managed Microsoft AD and a self-managed directory in AD, users in your self-managed
directory in AD can sign in with their corporate credentials to various Amazon services and
business applications. One-way trusts do not work with IAM Identity Center.

Amazon IAM Identity Center requires a two-way trust so that it has permissions to read user

and group information from your domain to synchronize user and group metadata. IAM Identity
Center uses this metadata when assigning access to permission sets or applications. User and
group metadata is also used by applications for collaboration, like when you share a dashboard
with another user or group. The trust from Amazon Directory Service for Microsoft Active
Directory to your domain permits IAM Identity Center to trust your domain for authentication.
The trust in the opposite direction grants Amazon permissions to read user and group metadata.

For more information about setting up a two-way trust, see When to Create a Trust Relationship

in the Amazon Directory Service Administration Guide.

(® Note

In order to use Amazon applications, like IAM Identity Center to read Amazon Directory
Service directory users from trusted domains, the Amazon Directory Service accounts
require permissions to the userAccountControl attribute on the trusted users. Without
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read permissions to this attribute, Amazon applications are unable to determine if the
account is enabled or disabled.

Read access to this attribute is provided by default when a trust is created. If you deny
access to this attribute (not recommended), you will break applications like Identity
Center from being able to read trusted users. The solution is to specifically allow Read
access to the userAccountControl attribute on the Amazon service accounts under
the Amazon Reserved OU (prefixed with Amazon_).

« Create an AD Connector — AD Connector is a directory gateway that can redirect directory
requests to your self-managed AD without caching any information in the cloud. For more
information, see Connect to a Directory in the Amazon Directory Service Administration Guide.

The following are considerations when using AD Connector:

« If you are connecting IAM Identity Center to an AD Connector directory, any future user
password resets must be done from within AD. This means that users won't be able to reset
their passwords from the Amazon Web Services access portal.

« If you use AD Connector to connect your Active Directory Domain Service to IAM Identity
Center, IAM Identity Center only has access to the users and groups of the single domain to
which AD Connector attaches. If you need to support multiple domains or forests, use Amazon
Directory Service for Microsoft Active Directory.

(@ Note
IAM Identity Center does not work with SAMBA4-based Simple AD directories.

Attribute mappings between IAM Identity Center and External Identity Providers
directory

Attribute mappings are used to map attribute types that exist in IAM Identity Center with like
attributes in your external identity source such as Google Workspace, Microsoft Active Directory
(AD), and Okta. IAM Identity Center retrieves user attributes from your identity source and maps
them to IAM Identity Center user attributes.

If your IAM Identity Center is synchronized to use an external identity provider (IdP), like Google
Workspace, Okta, or Ping as the identity source, you'll need to map your attributes in your IdP.

IAM Identity Center prefills a set of attributes for you under the Attribute mappings tab found on
its configuration page. IAM Identity Center uses these user attributes to populate SAML assertions
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(as SAML attributes) that are sent to the application. These user attributes are in turn retrieved
from your identity source. Each application determines the list of SAML 2.0 attributes it needs
for successful single sign-on. For more information, see Map attributes in your application to IAM
Identity Center attributes.

IAM Identity Center also manages a set of attributes for you under the Attribute mappings section
of your Active Directory configuration page if you're using Active Directory as an identity source.
For more information, see Mapping user attributes between IAM Identity Center and Microsoft AD

directory.

Supported external identity provider attributes

The following table lists all external identity provider (IdP) attributes supported and can be
mapped to attributes you can use when configuring Attributes for access control in IAM Identity

Center. When using SAML assertions, you can use whichever attributes your IdP supports.

Supported attributes in your IdP

${path:userName}

${path:name.familyName}
${path:name.givenName}

${path:displayName}

${path:nickName}

${path:emails[primary eq true].value}
${path:addresses[type eq "work"].streetAddress}
${path:addresses[type eq "work"].locality}
${path:addresses[type eq "work"].region}
${path:addresses[type eq "work"].postalCode}
${path:addresses[type eq "work"].country}

${path:addresses[type eq "work"].formatted}
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Supported attributes in your IdP

${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:

${path:

phoneNumbers[type eq "work"].value}

userType}
title}
locale}

timezone}

enterprise.
enterprise.
enterprise.
enterprise.
enterprise.

enterprise.

employeeNumber}
costCenter}
organization}
division}
department}

manager.value}

Default mappings between IAM Identity Center and Microsoft AD

The following table lists the default mappings for user attributes in IAM Identity Center to the user

attributes in your Microsoft AD directory. IAM Identity Center only supports the list of attributes in
the User attribute in IAM Identity Center column.

User attribute in IAM Identity Center Maps to this attribute in your Active
Directory

displayname ${displayname}

emails[?primary].value * ${mail}

externalid ${objectguid}

name.givenname

${givenname}
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User attribute in IAM Identity Center Maps to this attribute in your Active
Directory

name.familyname ${sn}

name.middlename ${initials}

username ${userprincipalname}

* The email attribute in 1AM Identity Center must be unique within the directory.

Group attribute in IAM Identity Center Maps to this attribute in your Active
Directory

externalid ${objectguid}

description ${description}

displayname ${samaccountname}@{associat
eddomain}

Considerations

« If you don't have any assignments for your users and groups in IAM Identity Center when
you enable configurable AD sync, the default mappings in the previous tables are used. For
information about how to customize these mappings, see Configure attribute mappings for your

sync.

« Certain IAM Identity Center attributes can't be modified because they are immutable and
mapped by default to specific Microsoft AD directory attributes.

For example, "username" is a mandatory attribute in IAM Identity Center. If you map "username"
to an AD directory attribute with an empty value, IAM Identity Center will consider the
windowsUpn value as the default value for "username”. If you want to change the attribute
mapping for "username" from your current mapping, confirm IAM Identity Center flows with
dependency on "username" will continue to work as expected, before making the change.
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Supported Microsoft AD attributes for IAM Identity Center

The following table lists all Microsoft AD directory attributes that are supported and that can be
mapped to user attributes in IAM Identity Center.

Supported attributes in your Microsoft AD directory
${samaccountname}

${description}

${objectguid}

${givenname}

${sn}

${initials}

${mail}

${userprincipalname}

${displayname}

${distinguishedname}
${proxyaddresses[?type == "SMTP"].value}
${proxyaddresses[?type == "smpt"].value}

${useraccountcontrol}

${associateddomain}

Considerations

» You can specify any combination of supported Microsoft AD directory attributes to map to a
single mutable attribute in 1AM Identity Center.
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Supported IAM Identity Center attributes for Microsoft AD

The following table lists all IAM Identity Center attributes that are supported and that can be
mapped to user attributes in your Microsoft AD directory. After you set up your application
attribute mappings, you can use these same IAM Identity Center attributes to map to actual
attributes used by that application.

Supported attributes in IAM Identity Center for Active Directory
${user:AD_GUID}

${user:email}

${user:familyName}

${user:givenName}

${user:middleName}

${user:name}

${user:preferredUsername}

${user:subject}

Mapping user attributes between IAM Identity Center and Microsoft AD directory

You can use the following procedure to specify how your user attributes in IAM Identity Center
should map to corresponding attributes in your Microsoft AD directory.

To map attributes in IAM Identity Center to attributes in your directory

1. Open the IAM Identity Center console.

2. Choose Settings.

3. On the Settings page, choose the Attributes for access control tab, and then choose Manage
Attributes.

4. On the Manage attribute for access control page, find the attribute in IAM Identity Center
that you want to map and then type a value in the text box. For example, you might want
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to map the IAM Identity Center user attribute email to the Microsoft AD directory attribute
${mail}.

5. Choose Save changes.

IAM Identity Center configurable AD sync

IAM Identity Center configurable Active Directory (AD) sync enables you to explicitly configure the
identities in Microsoft Active Directory that are automatically synchronized into IAM Identity Center
and control the synchronization process.

« With this sync method, you can do the following:

« Control data boundaries by explicitly defining the users and groups in Microsoft Active
Directory that are automatically synchronized into IAM Identity Center. You can add users and

groups or remove users and groups to change the scope of the sync at any time.

« Assign synchronized users and groups single sign-on access to Amazon Web Services accounts

or access to applications. The applications can be Amazon managed applications or customer

managed applications.

« Control the synchronization process by pausing and resuming the sync as needed. This helps

you regulate the load on production systems.

Prerequisites and considerations

Before you use configurable AD sync, be aware of the following prerequisites and considerations:

« Specifying users and groups in Active Directory to sync

Before you can use IAM Identity Center to assign new users and groups access to Amazon Web
Services accounts and to Amazon managed applications or customer managed applications,
you must specify the users and groups in Active Directory to sync, and then sync them into IAM
Identity Center.

« Configurable AD sync - IAM Identity Center doesn't search your domain controller directly for
users and groups. Instead, you must first specify the list of users and groups to sync. You can
configure this list, also known as the sync scope, in one of the following ways, depending on
whether you have users and groups that are already synced into IAM Identity Center, or you
have new users and groups that you are syncing for the first time by using configurable AD
sync.

Connect to a Microsoft AD directory 150



Amazon IAM Identity Center User Guide

« Existing users and groups: If you have users and groups that are already synced into IAM
Identity Center, the sync scope in configurable AD sync is prepopulated with a list of those
users and groups. To assign new users or groups, you must specifically add them to the sync
scope. For more information, see Add users and groups to your sync scope.

« New users and groups: If you want to assign new users and groups access to Amazon Web
Services accounts and to applications, you must specify which users and groups to add to
the sync scope in configurable AD sync before you can use IAM Identity Center to make the
assignment. For more information, see Add users and groups to your sync scope.

Making assignments to nested groups in Active Directory

Groups that are members of other groups are called nested groups (or child groups).

« Configurable AD sync - Using configurable AD sync to make assignments to a group in Active
Directory that contains nested groups might increase the scope of users who have access to
Amazon Web Services accounts or to applications. In this case, the assignment applies to all
users, including those in nested groups. For example, if you assign access to Group A, and
Group B is a member of Group A, members of Group B also inherit this access.

« Updating automated workflows

If you have automated workflows that use the IAM Identity Center identity store API actions and
IAM Identity Center assignment API actions to assign new users and groups access to accounts
and to applications, and to sync them into IAM Identity Center, you must adjust those workflows
by April 15, 2022 so that they function as expected with configurable AD sync. Configurable AD
sync changes the order in which user and group assignment and provisioning occur, and the way
in which queries are performed.

« Configurable AD sync - Provisioning occurs first, and it is not automatically performed.
Instead, you must first explicitly add users and groups to the identity store by adding them
to your sync scope. For information about the recommended steps for automating your sync
configuration for configurable AD sync, see Automate your sync configuration for configurable

AD sync.

Topics

» How configurable AD sync works

« First-time Active Directory to IAM Identity Center sync setup
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Add users and groups to your sync scope

Remove users and groups from your sync scope

Pause and resume your sync

Configure attribute mappings for your sync

Automate your sync configuration for configurable AD sync

How configurable AD sync works

IAM Identity Center refreshes the AD-based identity data in the identity store by using the
following process. To learn more about the prerequisites, see Prerequisites and considerations.

Creation

After you connect your self-managed directory in Active Directory or your Amazon Managed
Microsoft AD directory that is managed by Amazon Directory Service to IAM Identity Center, you
can explicitly configure the Active Directory users and groups that you want to sync into the IAM
Identity Center identity store. The identities that you choose will be synchronized every three hours
or so into the IAM Identity Center identity store. Depending on the size of your directory, the sync
process might take longer.

Groups that are members of other groups (called nested groups or child groups) are also written to
the identity store.

You can only assign access to new users or groups after they are synchronized into the 1AM Identity
Center identity store.

Update

The identity data in the IAM Identity Center identity store stays fresh by periodically reading data
from the source directory in Active Directory. IAM Identity Center syncs data from your Active
Directory every hour in a sync cycle by default. It may take 30 minutes to 2 hours for the data to
sync into IAM Identity Center, based on the size of your Active Directory.

User and group objects that are in the sync scope and their memberships are created or updated in
IAM Identity Center to map to the corresponding objects in the source directory in Active Directory.
For user attributes, only the subset of attributes listed in the Attributes for access control section
of the IAM Identity Center console are updated in IAM Identity Center. It may take one sync cycle
for any attribute updates you make in Active Directory to reflect in IAM Identity Center.
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You can also update the subset of users and groups that you synchronize into the IAM Identity
Center identity store. You can choose to add new users or groups to this subset, or remove them.
Any identities that you add are synchronized at the next scheduled sync. Identities that you remove
from the subset will stop being updated in the IAM Identity Center identity store. Any user who
isn't synchronized for more than 28 days will be disabled in the IAM Identity Center identity store.
The corresponding user objects will be automatically disabled in the IAM Identity Center identity
store during the next sync cycle, unless they are part of another group that is still part of the sync
scope.

Deletion

Users and groups are deleted from the IAM Identity Center identity store when the corresponding
user or group objects are deleted from the source directory in Active Directory. Alternatively, you
can explicitly delete user objects from the IAM Identity Center identity store by using the IAM
Identity Center console. If you use the IAM Identity Center console, you must also remove the users
from the sync scope to ensure that they aren't re-synced back into 1AM Identity Center during the
next sync cycle.

You can also pause and restart synchronization at any time. If you pause synchronization for more
than 28 days, all your users will be disabled.

First-time Active Directory to IAM Identity Center sync setup

If you're synchronizing your users and groups from Active Directory into IAM Identity Center for the
first time, follow these steps. Alternatively, you can follow steps outlined in Change your identity

source to change your identity source from IAM Identity Center to Active Directory.
Guided setup

1. Open the IAM Identity Center console.

® Note

Make sure that the IAM Identity Center console is using one of the Amazon Web
Services Regions where your Amazon Managed Microsoft AD directory is located
before you move to the next step.

2. Choose Settings.

3. At the top of the page, in the notification message, choose Start guided setup.
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4.

In Step 1 - optional: Configure attribute mappings, review the default user and group
attribute mappings. If no changes are required, choose Next. If changes are required, make the
changes, and then choose Save changes.

In Step 2 - optional: Configure sync scope, choose the Users tab. Then, enter the exact
username of the user that you want to add to your sync scope and choose Add. Next, choose
the Groups tab. Enter the exact group name of the group that you want to add to your sync
scope and choose Add. Then, choose Next. If you want to add users and groups to your sync
scope later, make no changes and choose Next.

In Step 3: Review and save configuration, confirm your Attribute mappings in Step
1: Attribute mappings and your Users and groups in Step 2: Sync scope. Choose Save
configuration. This takes you to the Manage Sync page.

Add users and groups to your sync scope

Add your Active Directory users and groups to IAM Identity Center by following these steps.

To add users

W

© N o un A

Open the IAM Identity Center console.

Choose Settings.

On the Settings page, choose the Identity source tab, choose Actions, and then choose
Manage Sync.

On the Manage Sync page, choose the Users tab, and then choose Add users and groups.
On the Users tab, under User, enter the exact user name and choose Add.

Under Added Users and Groups, review the user that you want to add.

Choose Submit.

In the navigation pane, choose Users. If the user that you specified doesn't display in the list,
choose the refresh icon to update the list of users.

To add groups

Open the IAM Identity Center console.

Choose Settings.

On the Settings page, choose the Identity source tab, choose Actions, and then choose
Manage Sync.
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4.

5
6.
7
8

On the Manage Sync page, choose the Groups tab, and then choose Add users and groups.
Choose the Groups tab. Under Group, enter the exact group name and choose Add.

Under Added Users and Groups, review the group that you want to add.

Choose Submit.

In the navigation pane, choose Groups. If the group that you specified doesn't display in the
list, choose the refresh icon to update the list of groups.

Remove users and groups from your sync scope

For more information about what happens when you remove users and groups from your sync
scope, see How configurable AD sync works.

To remove users

Open the IAM Identity Center console.

Choose Settings.

On the Settings page, choose the Identity source tab, choose Actions, and then choose
Manage Sync.

Choose the Users tab.

Under Users in sync scope, select the check box beside the user that you want to delete. To
delete all users, select the check box beside Username.

Choose Remove.

To remove groups

Open the IAM Identity Center console.

Choose Settings.

On the Settings page, choose the Identity source tab, choose Actions, and then choose
Manage Sync.

Choose the Groups tab.

Under Groups in sync scope, select the check box beside the user that you want to delete. To
delete all groups, select the check box beside Group name.

Choose Remove.

Connect to a Microsoft AD directory 155


https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon

Amazon IAM Identity Center User Guide

Pause and resume your sync

Pausing your sync pauses all future sync cycles and prevents any changes that you make to users
and groups in Active Directory from being reflected in IAM Identity Center. After you resume the
sync, the sync cycle picks up these changes from the next scheduled sync.

To pause your sync

1. Open the IAM Identity Center console.

2. Choose Settings.

3. On the Settings page, choose the Identity source tab, choose Actions, and then choose
Manage Sync.

4. Under Manage Sync, choose Pause sync.

To resume your sync

1. Open the IAM Identity Center console.

2. Choose Settings.

3. On the Settings page, choose the Identity source tab, choose Actions, and then choose
Manage Sync.

4. Under Manage Sync, choose Resume sync.

® Note

If you see Pause sync instead of Resume sync, the sync from Active Directory to IAM
Identity Center has already resumed.

Configure attribute mappings for your sync

For more information about available attributes, see Attribute mappings between IAM Identity
Center and External Identity Providers directory.

To configure attribute mappings in IAM Identity Center to your directory

1. Open the IAM Identity Center console.

2. Choose Settings.
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3. On the Settings page, choose the Identity source tab, choose Actions, and then choose
Manage Sync.

4. Under Manage Sync, choose View attribute mapping.

5. Under Active Directory user attributes, configure IAM Identity Center identity store
attributes and Active Directory user attributes. For example, you might want to map the IAM
Identity Center identity store attribute email to the Active Directory user directory attribute
${objectguid}.

(@ Note

Under Group attributes, IAM Identity Center identity store attributes and Active
Directory group attributes can't be changed.

6. Choose Save changes. This returns you to the Manage Sync page.

Automate your sync configuration for configurable AD sync

To ensure that your automated workflow works as expected with configurable AD sync, we
recommend that you perform the following steps to automate your sync configuration.

To automate your sync configuration for configurable AD sync

1. In Active Directory, create a parent sync group to contain all users and groups that
you want to sync into IAM Identity Center. For example, you can name the group
IAMIdentityCenterAllUsersAndGroups.

2. InlAM Identity Center, add the parent sync group to your configurable sync list. IAM Identity
Center will synchronize all users, groups, sub-groups, and members of all groups contained
within the parent sync group.

3. Use the Active Directory user and group management API actions provided by Microsoft to add
or remove users and groups from the parent sync group.

Manage an external identity provider

With 1AM Identity Center, you can connect your existing workforce identities from external identity
providers (IdPs) through the Security Assertion Markup Language (SAML) 2.0 and System for
Cross-Domain Identity Management (SCIM) protocols. This enables your users to sign in to the
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Amazon Web Services access portal with their corporate credentials. They can then navigate to
their assigned accounts, roles, and applications hosted in external IdPs.

For example, you can connect an external IdP such as Okta or Microsoft Entra ID, to IAM Identity
Center. Your users can then sign in to the Amazon Web Services access portal with their existing
Okta or Microsoft Entra ID credentials. To control what your users can do once they've signed in,
you can assign them access permissions centrally across all the accounts and applications in your
Amazon organization. In addition, developers can simply sign in to the Amazon Command Line
Interface (Amazon CLI) using their existing credentials, and benefit from automatic short-term
credential generation and rotation.

If you're using a self-managed directory in Active Directory or an Amazon Managed Microsoft AD,
see Connect to a Microsoft AD directory.

(® Note

The SAML protocol does not provide a way to query the IdP to learn about users and
groups. Therefore, you must make IAM Identity Center aware of those users and groups by
provisioning them into IAM Identity Center.

Provisioning when users come from an external IdP

When using an external IdP, you must provision all applicable users and groups into IAM Identity
Center before you can make any assignments to Amazon Web Services accounts or applications.
To do this, you can configure Provisioning an external identity provider into IAM Identity Center
using SCIM for your users and groups, or use Manual provisioning. Regardless of how you provision
users, IAM Identity Center redirects the Amazon Web Services Management Console, command
line interface, and application authentication to your external IdP. IAM Identity Center then grants

access to those resources based on policies you create in IAM Identity Center. For more information
about provisioning, see User and group provisioning.

Topics

How to connect to an external identity provider

How to change an external identity provider's metadata in IAM Identity Center

Using SAML and SCIM identity federation with external identity providers

SCIM profile and SAML 2.0 implementation
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How to connect to an external identity provider

There are different prerequisites, considerations, and provisioning procedures for the supported
external IdPs. There are step-by-step tutorials available for several IdPs:

» CyberArk

» JumpCloud
e Microsoft Entra ID

« Okta

» Onelogin
« Ping Identity

For more information on the considerations for external IdPs that IAM Identity Center supports, see
Using SAML and SCIM identity federation with external identity providers.

The following procedure provides a general overview of the procedure that's used with all external
identity providers.

To connect to an external identity provider

1. Open the IAM Identity Center console.

2. Choose Settings.

3. On the Settings page, choose the Identity source tab, and then choose Actions > Change
identity source.

4. Under Choose identity source, select External identity provider, and then choose Next.
5. Under Configure external identity provider, do the following:
a. Under Service provider metadata, choose Download metadata file to download the

metadata file and save it on your system. The IAM Identity Center SAML metadata file is
required by your external identity provider.

b. Under Identity provider metadata, choose Choose file, and locate the metadata file that
you downloaded from your external identity provider. Then upload the file. This metadata
file contains the necessary public x509 certificate used to trust messages that are sent
from the IdP.

c. Choose Next.

Manage an external identity provider 159


https://console.aws.amazon.com/singlesignon

Amazon IAM Identity Center User Guide

/A Important

Changing your source to or from Active Directory removes all existing user and group
assignments. You must manually reapply assignments after you have successfully
changed your source.

6. After you read the disclaimer and are ready to proceed, enter ACCEPT.

7. Choose Change identity source. A status message informs you that you successfully changed
the identity source.

How to change an external identity provider's metadata in IAM Identity Center

You can change your external identity provider's metadata which you previously supplied to the
IAM Identity Center. These changes affect your users' ability to sign in and access Amazon resources
through IAM Identity Center. The following procedure describes how to update your external

IdP's metadata that's stored in IAM Identity Center. To complete this procedure, you'll need an
Organization instance of IAM Identity Center. For more information, see Organization and account
instances of IAM Identity Center.

To change an external identity provider's metadata

1. Open the IAM Identity Center console.

2. Choose Settings.

3. On the Settings page, choose the Identity source tab. Choose Actions and then choose
Manage Authentication.

4. Inthe Identity provider metadata section, choose Edit IdP metadata. You can make the
changes to the IdP sign-in URL and or IdP issuer URL for your external IdP on this page. Choose
Save changes when you've made all the necessary changes.

Using SAML and SCIM identity federation with external identity providers

IAM Identity Center implements the following standards-based protocols for identity federation:

o SAML 2.0 for user authentication

« SCIM for provisioning
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Any identity provider (IdP) that implements these standard protocols is expected to interoperate
successfully with 1AM Identity Center, with the following special considerations:

« SAML

« |IAM Identity Center requires a SAML namelD format of email address (that is,
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress).

» The value of the namelD field in assertions must be an RFC 2822 (https://tools.ietf.org/html/
rfc2822) addr-spec compliant (“name@domain. com”) string (https://tools.ietf.org/html/
rfc2822#section-3.4.1).

« The metadata file cannot be over 75000 characters.

« The metadata must contain an entityld, X509 certificate, and SingleSignOnService as part of
the sign-in URL.

« An encryption key is not supported.

« SCIM

» The IAM Identity Center SCIM implementation is based on SCIM RFCs 7642 (https://
tools.ietf.org/html/rfc7642), 7643 (https://tools.ietf.org/html/rfc7643), and 7644 (https://
tools.ietf.org/html/rfc7644), and the interoperability requirements laid out in the March
2020 draft of the FastFed Basic SCIM Profile 1.0 (https://openid.net/specs/fastfed-
scim-1_0-02.html#rfc.section.4). Any differences between these documents and the current
implementation in IAM Identity Center are described in the Supported API operations section
of the IAM Identity Center SCIM Implementation Developer Guide.

IdPs that do not conform to the standards and considerations mentioned above are not supported.
Please contact your IdP for questions or clarifications regarding the conformance of their products
to these standards and considerations.

If you have any issues connecting your IdP to IAM Identity Center, we recommend that you check:

« Amazon CloudTrail logs by filtering on the event name ExternalldPDirectoryLogin
« IdP-specific logs and/or debug logs

» Troubleshooting IAM Identity Center issues
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® Note

Some IdPs, such as the ones in the IAM Identity Center identity source tutorials, offer a
simplified configuration experience for IAM Identity Center in the form of an “application”
or “connector” built specifically for IAM Identity Center. If your IdP provides this option,
we recommend that you use it, being careful to choose the item that's built specifically for

IAM Identity Center. Other items called “Amazon”, “Amazon federation”, or similar generic
"Amazon" names may use other federation approaches and/or endpoints, and may not
work as expected with 1AM Identity Center.

SCIM profile and SAML 2.0 implementation
Both SCIM and SAML are important considerations for configuring IAM Identity Center.
SAML 2.0 implementation

IAM Identity Center supports identity federation with SAML (Security Assertion Markup Language)
2.0. This allows IAM Identity Center to authenticate identities from external identity providers
(IdPs). SAML 2.0 is an open standard used for securely exchanging SAML assertions. SAML 2.0
passes information about a user between a SAML authority (called an identity provider or IdP),

and a SAML consumer (called a service provider or SP). The IAM Identity Center service uses this
information to provide federated single sign-on. Single sign-on allows users to access Amazon Web

Services accounts and configured applications based on their existing identity provider credentials.

IAM Identity Center adds SAML IdP capabilities to your IAM Identity Center store, Amazon Managed
Microsoft AD, or to an external identity provider. Users can then single sign-on into services

that support SAML, including the Amazon Web Services Management Console and third-party
applications such as Microsoft 365, Concur, and Salesforce.

The SAML protocol however doesn't provide a way to query the IdP to learn about users and
groups. Therefore, you must make IAM Identity Center aware of those users and groups by
provisioning them into IAM Identity Center.

SCIM profile

IAM Identity Center provides support for the System for Cross-domain Identity Management (SCIM)
v2.0 standard. SCIM keeps your IAM Identity Center identities in sync with identities from your IdP.
This includes any provisioning, updates, and deprovisioning of users between your IdP and IAM
Identity Center.
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For more information about how to implement SCIM, see Provisioning an external identity provider
into IAM Identity Center using SCIM. For additional details about IAM Identity Center’'s SCIM
implementation, see the IAM Identity Center SCIM Implementation Developer Guide.

Topics
» Provisioning an external identity provider into IAM Identity Center using SCIM

+ Rotate SAML 2.0 certificates

Provisioning an external identity provider into IAM Identity Center using SCIM

IAM Identity Center supports automatic provisioning (synchronization) of user and group
information from your identity provider (IdP) into IAM Identity Center using the System for Cross-
domain Identity Management (SCIM) v2.0 protocol. When you configure SCIM synchronization,
you create a mapping of your identity provider (IdP) user attributes to the named attributes in
IAM ldentity Center. This causes the expected attributes to match between IAM Identity Center
and your IdP. You configure this connection in your IdP using your SCIM endpoint for IAM Identity
Center and a bearer token that you create in IAM Identity Center.

Topics

» Considerations for using automatic provisioning

« How to monitor access token expiry

« Enable automatic provisioning

» Disable automatic provisioning

« Generate an access token

e Delete an access token

» Rotate an access token

« Manual provisioning

Considerations for using automatic provisioning

Before you begin deploying SCIM, we recommend that you first review the following important
considerations about how it works with IAM Identity Center. For additional provisioning
considerations, see the IAM Identity Center identity source tutorials applicable to your IdP.

« If you are provisioning a primary email address, this attribute value must be unique for each
user. In some IdPs, the primary email address might not be a real email address. For example,
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it might be a Universal Principal Name (UPN) that only looks like an email. These IdPs may

have a secondary or “other” email address that contains the user’s real email address. You must
configure SCIM in your IdP to map the non-Null unique email address to the IAM Identity Center
primary email address attribute. And you must map the users non-Null unique sign-in identifier
to the IAM Identity Center user name attribute. Check to see whether your IdP has a single value
that is both the sign-in identifier and the user’s email name. If so, you can map that IdP field to
both the IAM Identity Center primary email and the 1AM Identity Center user name.

« For SCIM synchronization to work, every user must have a First name, Last name, Username and
Display name value specified. If any of these values are missing from a user, that user will not be
provisioned.

« If you need to use third-party applications, you will first need to map the outbound SAML
subject attribute to the user name attribute. If the third-party application needs a routable email
address, you must provide the email attribute to your IdP.

« SCIM provisioning and update intervals are controlled by your identity provider. Changes to
users and groups in your identity provider are only reflected in IAM Identity Center after your
identity provider sends those changes to IAM Identity Center. Check with your identity provider
for details on the frequency of user and group updates.

o Currently, multivalue attributes (such as multiple emails or phone numbers for a given user)
are not provisioned with SCIM. Attempts to synchronize multivalue attributes into IAM Identity
Center with SCIM will fail. To avoid failures, ensure that only a single value is passed for each
attribute. If you have users with multivalue attributes, remove or modify the duplicate attribute
mappings in SCIM at your IdP for the connection to IAM Identity Center.

» Verify that the externalId SCIM mapping at your IdP corresponds to a value that is unique,
always present, and least likely to change for your users. For example, your IdP might provide a
guaranteed objectId or other identifier that's not affected by changes to user attributes like
name and email. If so, you can map that value to the SCIM externalld field. This ensures that
your users won't lose Amazon entitlements, assignments, or permissions if you need to change
their name or email.

« Users who have not yet been assigned to an application or Amazon Web Services account cannot
be provisioned into IAM Identity Center. To synchronize users and groups, make sure that they
are assigned to the application or other setup that represents your IdP’s connection to IAM
Identity Center.

» User deprovisioning behavior is managed by the identity provider and may vary by their
implementation. Check with your identity provider for details on user deprovisioning.
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« After setting up automatic provisioning with SCIM for your IdP, you can no longer add or edit
users in the IAM Identity Center console. If you need to add or modify a user, you must do so
from your external IdP or identity source.

For more information about IAM Identity Center’'s SCIM implementation, see the IAM Identity
Center SCIM Implementation Developer Guide.

How to monitor access token expiry

SCIM access tokens are generated with a validity of one year. When your SCIM access token is set

to expire in 90 days or less, Amazon sends you reminders in the IAM Identity Center console and
over the Amazon Health Dashboard to help you rotate the token. By rotating the SCIM access token
before it expires, you continually secure automatic provisioning of user and group information.

If the SCIM access token expires, the synchronization of user and group information from your
identity provider into IAM Identity Center stops, so automatic provisioning can no longer make
updates or create and delete information. Disruption to automatic provisioning may impose
increased security risks and impact access to your services.

The Identity Center console reminders persist until you rotate the SCIM access token and delete

any unused or expired access tokens. The Amazon Health Dashboard events are renewed weekly
between 90 to 60 days, twice per week from 60 to 30 days, three times per week from 30 to 15

days, and daily from 15 days until the SCIM access tokens expires.

Enable automatic provisioning

Use the following procedure to enable automatic provisioning of users and groups from your IdP to
IAM Identity Center using the SCIM protocol.

® Note

Before you begin this procedure, we recommend that you first review provisioning
considerations that are applicable to your IdP. For more information, see the IAM Identity
Center identity source tutorials for your IdP.

To enable automatic provisioning in IAM Identity Center

1. After you have completed the prerequisites, open the IAM Identity Center console.

2. Choose Settings in the left navigation pane.
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3. On the Settings page, locate the Automatic provisioning information box, and then choose
Enable. This immediately enables automatic provisioning in IAM Identity Center and displays
the necessary SCIM endpoint and access token information.

4. In the Inbound automatic provisioning dialog box, copy the SCIM endpoint and access token.
You'll need to paste these in later when you configure provisioning in your IdP.

a. SCIM endpoint - For example, https://scim.us -
east-2.amazonaws.com/11111111111-2222-3333-4444-555555555555/scim/v2

b. Access token - Choose Show token to copy the value.

/A Warning

This is the only time where you can obtain the SCIM endpoint and access token. Ensure
you copy these values before moving forward. You will enter these values to configure
automatic provisioning in your IdP later in this tutorial.

5. Choose Close.

After you complete this procedure, you must configure automatic provisioning in your IdP. For
more information, see the IAM Identity Center identity source tutorials for your IdP.

Disable automatic provisioning

Use the following procedure to disable automatic provisioning in the IAM Identity Center console.

/A Important

You must delete the access token before you start this procedure. For more information,
see Delete an access token.

To disable automatic provisioning in the IAM Identity Center console

1. Inthe IAM Identity Center console, choose Settings in the left navigation pane.

2. On the Settings page, choose the Identity source tab, and then choose Actions > Manage
provisioning.

3. On the Automatic provisioning page, choose Disable.
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4. Inthe Disable automatic provisioning dialog box, review the information, type DISABLE, and
then choose Disable automatic provisioning.

Generate an access token

Use the following procedure to generate a new access token in the IAM Identity Center console.

(® Note

This procedure requires that you have previously enabled automatic provisioning. For more
information, see Enable automatic provisioning.

To generate a new access token

1. Inthe IAM Identity Center console, choose Settings in the left navigation pane.

2. On the Settings page, choose the Identity source tab, and then choose Actions > Manage
provisioning.

3. On the Automatic provisioning page, under Access tokens, choose Generate token.

4. Inthe Generate new access token dialog box, copy the new access token and save it in a safe
place.

5. Choose Close.

Delete an access token

Use the following procedure to delete an existing access token in the IAM Identity Center console.
To to delete an existing access token

1. Inthe IAM Identity Center console, choose Settings in the left navigation pane.

2. On the Settings page, choose the Identity source tab, and then choose Actions > Manage
provisioning.

3. On the Automatic provisioning page, under Access tokens, select the access token you want
to delete, and then choose Delete.

4. Inthe Delete access token dialog box, review the information, type DELETE, and then choose
Delete access token.
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Rotate an access token

An IAM Identity Center directory supports up to two access tokens at a time. To generate an
additional access token prior to any rotation, delete any expired or unused access tokens.

If your SCIM access token is close to expiring, you can use the following procedure to rotate an
existing access token in the 1AM Identity Center console.

To rotate an access token

1. Inthe IAM Identity Center console, choose Settings in the left navigation pane.

2. On the Settings page, choose the Identity source tab, and then choose Actions > Manage
provisioning.

3. Onthe Automatic provisioning page, under Access tokens, make a note of the token ID of the
token you want to rotate.

4. Follow the steps in Generate an access token to create a new token. If you have already created

the maximum number of SCIM access tokens, you will first need to delete one of the existing
tokens.

5. Go to your identity provider's website and configure the new access token for SCIM
provisioning, and then test connectivity to IAM Identity Center using the new SCIM access
token. Once you've confirmed that provisioning is working successfully using the new token,
continue to the next step in this procedure.

6. Follow the steps in Delete an access token to delete the old access token you noted earlier. You

can also use the token's creation date as a hint for which token to remove.

Manual provisioning

Some IdPs don't have System for Cross-domain Identity Management (SCIM) support or have an
incompatible SCIM implementation. In those cases, you can manually provision users through the
IAM Identity Center console. When you add users to IAM Identity Center, ensure that you set the
user name to be identical to the user name that you have in your IdP. At a minimum, you must have
a unique email address and user name. For more information, see Username and email address

unigueness.

You must also manage all groups manually in IAM Identity Center. To do this, you create the groups
and add them using the IAM Identity Center console. These groups do not need to match what
exists in your IdP. For more information, see Groups.
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Rotate SAML 2.0 certificates

IAM Identity Center uses certificates to set up a SAML trust relationship between IAM Identity
Center and your external identity provider (IdP). When you add an external IdP in IAM Identity
Center, you must also obtain at least one public SAML 2.0 X.509 certificate from the external IdP.
That certificate is usually installed automatically during the IdP SAML metadata exchange during
trust creation.

As an IAM ldentity Center administrator, you'll occasionally need to replace older IdP certificates
with newer ones. For example, you might need to replace an IdP certificate when the expiration
date on the certificate approaches. The process of replacing an older certificate with a newer one is
referred to as certificate rotation.

Topics

e Rotate a SAML 2.0 certificate

 Certificate expiration status indicators

Rotate a SAML 2.0 certificate

You may need to import certificates periodically in order to rotate invalid or expired certificates
issued by your identity provider. This helps to prevent authentication disruption or downtime. All
imported certificates are automatically active. Certificates should only be deleted after ensuring
that they are no longer in use with the associated identity provider.

You should also consider that some IdPs might not support multiple certificates. In this case, the
act of rotating certificates with these IdPs might mean a temporary service disruption for your
users. Service is restored when the trust with that IdP has been successfully reestablished. Plan this
operation carefully during off peak hours if possible.

® Note

As a security best practice, upon any signs of compromise or mishandling of an existing
SAML certificate, you should immediately remove and rotate the certificate.

Rotating an IAM Identity Center certificate is a multistep process that involves the following:

« Obtaining a new certificate from the IdP
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« Importing the new certificate into IAM Identity Center
 Activating the new certificate in the IdP

o Deleting the older certificate

Use all of the following procedures to complete the certificate rotation process while avoiding any
authentication downtime.

Step 1: Obtain a new certificate from the IdP

Go to the IdP website and download their SAML 2.0 certificate. Make sure that the certificate file
is downloaded in PEM encoded format. Most providers allow you to create multiple SAML 2.0
certificates in the IdP. It is likely that these will be marked as disabled or inactive.

Step 2: Import the new certificate into IAM Identity Center

Use the following procedure to import the new certificate using the IAM Identity Center console.

1. Inthe IAM Identity Center console, choose Settings.

2. On the Settings page, choose the Identity source tab, and then choose Actions > Manage
authentication.

3. Onthe Manage SAML 2.0 certificates page, choose Import certificate.

4. On the Import SAML 2.0 certificate dialog, choose Choose file, navigate to your certificate file
and select it, and then choose Import certificate.

At this point, IAM Identity Center will trust all incoming SAML messages signed from both of the
certificates that you have imported.

Step 3: Activate the new certificate in the IdP

Go back to the IdP website and mark the new certificate that you created earlier as primary or
active. At this point all SAML messages signed by the IdP should be using the new certificate.

Step 4: Delete the old certificate

Use the following procedure to complete the certificate rotation process for your IdP. There must
always be at least one valid certificate listed, and it cannot be removed.
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® Note

Make sure that your identity provider is no longer signing SAML responses with this
certificate before deleting it.

1. Onthe Manage SAML 2.0 certificates page, choose the certificate that you want to delete.
Choose Delete.

2. Inthe Delete SAML 2.0 certificate dialog box, type DELETE to confirm, and then choose
Delete.

3. Return to the IdP’s website and perform the necessary steps to remove the older inactive
certificate.
Certificate expiration status indicators

The Manage SAML 2.0 certificates page displays colored status indicator icons in the Expires on
column next to each certificate in the list. The following describes the criteria that IAM Identity
Center uses to determine which icon is displayed for each certificate.

« Red - Indicates that a certificate is expired.
» Yellow - Indicates that a certificate expires in 90 days or less.

» Green - Indicates that a certificate is valid and remains valid for at least 90 more days.

To check the current status of a certificate

1. Inthe IAM Identity Center console, choose Settings.

2. On the Settings page, choose the Identity source tab, and then choose Actions > Manage
authentication.

3. On the Manage SAML 2.0 authentication page, under Manage SAML 2.0 certificates, review
the status of the certificates in the list as indicated in the Expires on column.

Using the Amazon Web Services access portal

The Amazon Web Services access portal provides users with single sign-on access to all your
Amazon Web Services accounts and most commonly used cloud applications such as Office
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365, Concur, Salesforce, and many more. You can quickly launch multiple applications simply by
choosing the Amazon Web Services account or application icon in the portal. The presence of
application icons in your Amazon Web Services access portal means that an administrator from
your company has granted you access to those Amazon Web Services accounts or applications. It
also means that you can access all these accounts or applications from the Amazon Web Services
access portal without additional sign-in prompts.

Contact your administrator to request additional access in the following situations:

» You don't see an Amazon Web Services account or application that you need to access.

» The access that you have to a given account or application isn't what you expected.

Topics

» Activating the Amazon Web Services access portal for first-time IAM Identity Center users

 Signing in to the Amazon Web Services access portal

» Resetting your Amazon Web Services access portal user password

» Getting IAM Identity Center user credentials for the Amazon CLI or Amazon SDKs

» Creating shortcut links to Amazon Web Services Management Console destinations

» Registering your device for MFA

» Customizing the Amazon Web Services access portal URL

Activating the Amazon Web Services access portal for first-time 1AM
Identity Center users

If this is your first time attempting to sign in to the Amazon Web Services access portal, check your
email for instructions on how to activate your user credentials.

To activate your user credentials

1. Depending on the email you received from your company, choose one of the following
methods to activate your user credentials so that you can start using the Amazon Web Services
access portal.

a. If you received an email with the subject Invitation to join Amazon IAM Identity Center,
open it and choose Accept invitation. On the New user sign up page, enter and confirm
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a password, and then choose Set new password. You'll use that password each time you
sign in to the portal.

b. If you were sent an email from your company's IT support or IT administrator, follow the
instructions they provided to activate your user credentials.

2. After you activate your user credentials by providing a new password, the Amazon Web
Services access portal signs you in automatically. If this doesn't occur, you can manually sign
in to the Amazon Web Services access portal by using the instructions provided in the next
section.

Signing in to the Amazon Web Services access portal

The Amazon Web Services access portal provides IAM Identity Center users with single sign-on
access to all their assigned Amazon Web Services accounts and applications through a web portal.
The following outlines how you can sign in to the Amazon Web Services access portal, tips for
signing in, and how to sign out of the Amazon Web Services access portal. To learn how to sign in
the Amazon Web Services access portal as an IAM Identity Center user, see Sign in to the Amazon

Web Services access portal in the Amazon Sign-in Guide.

Prerequisites

IAM Identity Center needs to be enabled to use the Amazon Web Services access portal. For more
information, see Enable IAM Identity Center

(® Note

After you sign in, the default duration for your Amazon Web Services access portal session
is 8 hours. Be aware that an administrator can change the duration of this session.

Sign in to the Amazon Web Services access portal

The following steps are for IAM Identity Center administrator to confirm that the IAM Identity
Center user can sign in to the Amazon Web Services access portal and access the Amazon Web
Services account.

Sign in to the Amazon Web Services access portal

1. Do either of the following to sign in to the Amazon Web Services Management Console.
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+ New to Amazon (root user) — Sign in as the account owner by choosing Root user and
entering your Amazon Web Services account email address. On the next page, enter your
password.

» Already using Amazon (IAM credentials) — Sign in with your IAM credentials and select an
admin role.

2. Open the IAM Identity Center console.

In the navigation pane, choose Dashboard.

4. On the Dashboard page, under Settings summary, choose the Amazon Web Services access
portal URL.

5. Signin by using either of the following:

« If you're using Active Directory or an external identity provider (IdP) as your identity source,
sign in by using the credentials of the Active Directory or IdP user.

« If you're using the default Identity Center directory as your identity source, sign in by using
the username that you specified when you created the user and the new password that you
specified for the user.

6. In the Accounts tab, locate your Amazon Web Services account and expand it.

7. Theroles available to you are displayed. For example, if you're assigned both the
AdministratorAccess permission set and Billing permissions sets, those roles are displayed
in the Amazon Web Services access portal. Choose the IAM role name you want to use for the
session.

8. If you're redirected to the Amazon Management Console you successfully finished setting up
access to the Amazon Web Services account.

(@ Note

If you don't see any Amazon Web Services accounts listed, it's likely that the user
hasn't yet been assigned to a permission set for that account. For instructions on
assigning users to a permission set, see Assign user or group access to Amazon Web

Services accounts.

Now that you've confirmed that you can sign in using IAM Identity Center credentials, switch to the
browser that you used to sign into the Amazon Web Services Management Console and sign out
from your root user or IAM user credentials.
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/A Important

We strongly recommend that you use the credentials of the IAM Identity Center
administrative user when you sign in to the Amazon Web Services access portal to perform
administrative tasks instead of using IAM user or root user credentials. Safeguard your root
user credentials and use them to perform the tasks that only the root user can perform. To
enable other users to access your accounts and applications, and to administer IAM Identity
Center, create and assign permission sets only through IAM Identity Center.

Trusted devices

When you choose the option This is a trusted device from the sign-in page, IAM Identity Center
considers all future sign-ins from that device as authorized. This means that IAM Identity Center
won't present an option to enter in an MFA code as long as you're using that trusted device.
However, there are some exceptions, including signing in from a new browser or when your device
has been issued an unknown IP address.

Sign in tips for the Amazon Web Services access portal

Here are some tips to help you manage your Amazon Web Services access portal experience.

» Occasionally, you might need to sign out and sign back in to the Amazon Web Services access
portal. This might be necessary to access new applications that your administrator recently
assigned to you. This is not required, however, because all new applications are refreshed every
hour.

« When you sign in to the Amazon Web Services access portal, you can open any of the
applications listed in the portal by choosing the application’s icon. After you are done using the
application, you can either close the application or sign out of the Amazon Web Services access
portal. Closing the application signs you out of that application only. Any other applications that
you have opened from the Amazon Web Services access portal remain open and running.

» Before you can sign in as a different user, you must first sign out of the Amazon Web Services
access portal. Signing out from the portal completely removes your credentials from the browser
session.

« Once you sign in to the Amazon Web Services access portal, you can switch to a role. Switching
roles temporarily sets aside your original user permissions and instead gives you the permissions
assigned to the role. For more information, see Switching to a role (console).
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Signing out of the Amazon Web Services access portal

When you sign out from the portal, your credentials are completely removed from the browser
session. For more information, see Sign out of the Amazon Web Services access portal in the
Amazon Sign-In guide.

To sign out of the Amazon Web Services access portal

« Inthe Amazon Web Services access portal, choose Sign out from the navigation bar.

(@ Note

If you want to sign in as a different user, you must first sign out of the Amazon Web
Services access portal.

Resetting your Amazon Web Services access portal user password

The Amazon Web Services access portal provides IAM Identity Center users with single sign-on

access to all their assigned Amazon accounts and cloud applications through a web portal. The
Amazon Web Services access portal is different from the Amazon Web Services Management

Console, which is a collection of service consoles for managing Amazon resources.

Use this procedure to reset your IAM Identity Center user password for the Amazon Web Services
access portal. Learn more about User types in the Amazon Sign-In User Guide.

Considerations

The reset your password functionality for your Amazon Web Services access portal is only available
for users of Identity Center instances that are using Identity Center directory or Amazon Managed
Microsoft AD as their identity source. If your user is connected to an external identity provider or
AD Connector, user password resets must be done from the external identity provider or connected
Active Directory.

« If your identity source is an IAM Identity Center directory, see Password requirements when

managing identities in IAM Identity Center.

« If your identity source is an Amazon Managed Microsoft AD, see Password requirements when

resetting a password in Amazon Managed Microsoft AD.
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To reset your password to the Amazon Web Services access portal

1.

Open a web browser and go to the sign-in page for your Amazon Web Services access portal.

If you don't have your Amazon Web Services access portal URL, check your email. You should
have been emailed an invitation to join Amazon IAM Identity Center that includes a specific
sign-in URL to the Amazon Web Services access portal. Alternatively, your administrator might
have directly provided you with a one-time password and the Amazon Web Services access
portal URL. If you can't locate this information, ask your administrator to send it to you.

For more information about signing into the Amazon Web Services access portal, see Sign in to
the Amazon Web Services access portal in the Amazon Sign-In User Guide.

Enter your Username, and then choose Next.

Under Password, choose Forgot password.

Verify your Username and enter the characters for the provided image to confirm that you're
not a robot. Then choose Next. You might need to disable ad blocker software if you can't
enter characters.

A message appears to confirm that a reset password email was sent. Choose Continue.

You'll receive an email from no-reply@signin.aws with the subject Password reset
requested. In your email, choose Reset password.

On the Reset password page, verify your Username, specify a new password for the Amazon
Web Services access portal, and then choose Set new password.

You'll receive an email from no-reply@signin. aws with the subject line Password updated.

(@ Note

An administrator can reset your password by either sending an email to you with
instructions for resetting your password or generating a one-time password and sharing it
with you. If you're an administrator, see Reset the IAM Identity Center user password for an

end user.
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Getting IAM Identity Center user credentials for the Amazon CLI or
Amazon SDKs

You can access Amazon services programmatically by using the Amazon Command Line Interface
or Amazon Software Development Kits (SDKs) with user credentials from IAM Identity Center. This
topic describes how to get temporary credentials for a user in IAM Identity Center.

The Amazon Web Services access portal provides IAM Identity Center users with single-sign

on access to their Amazon Web Services accounts and cloud applications. After you sign in to
the Amazon Web Services access portal as an IAM Identity Center user, you can get temporary
credentials. You can then use the credentials, also referred to as IAM Identity Center user
credentials, in the Amazon CLI or Amazon SDKs to access resources in an Amazon Web Services
account.

If you're using the Amazon CLI to access Amazon services programmatically, you can use the
procedures in this topic to initiate access to the Amazon CLI. For information about the Amazon
CLI, see the Amazon Command Line Interface User Guide.

If you're using the Amazon SDKs to access Amazon services programmatically, following the
procedures in this topic also directly establishes authentication for the Amazon SDKs. For
information about the Amazon SDKs, see the Amazon SDKs and Tools Reference Guide.

(® Note

Users in IAM Identity Center are different than IAM users. IAM users are granted long-
term credentials to Amazon resources. Users in IAM Identity Center are granted temporary
credentials. We recommend that you use temporary credentials as a security best practice
for accessing your Amazon Web Services accounts because these credentials are generated
every time you sign in.

Prerequisites
To get temporary credentials for your IAM Identity Center user, you'll need the following:

« An IAM Identity Center user — You'll sign in to the Amazon Web Services access portal as this
user. You or your administrator might create this user. For information about how to enable IAM
Identity Center and create an IAM Identity Center user, see Getting started with IAM Identity
Center.
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» User access to an Amazon Web Services account — To grant an IAM Identity Center user
permission to retrieve their temporary credentials, you or an administrator must assign the
IAM Identity Center user to a permission set. Permission sets are stored in IAM Identity Center
and define the level of access that an IAM Identity Center user has to an Amazon Web Services
account. If your administrator created the IAM Identity Center user for you, ask them to add this
access for you. For more information, see Assign user or group access to Amazon Web Services

accounts.

« Amazon CLI installed — To use the temporary credentials, you must install the Amazon CLI. For
instructions, see Installing or updating the latest version of the Amazon CLI in the Amazon CLI
User Guide.

Considerations

Before you complete the steps to get temporary credentials for your IAM Identity Center user, keep
the following considerations in mind:

« IAM Identity Center creates IAM roles — When you assign a user in IAM Identity Center to a
permission set, IAM Identity Center creates a corresponding IAM role from the permission set.
IAM roles created by permission sets differ from IAM roles created in Amazon Identity and Access
Management in the following ways:

« IAM Identity Center owns and secures the roles that are created by permission sets. Only IAM
Identity Center can modify these roles.

« Only users in 1AM Identity Center can assume the roles that correspond to their assigned
permission sets. You can't assign permission set access to IAM users, IAM federated users, or
service accounts.

« You can't modify a role trust policy on these roles to allow access to principals outside of IAM
Identity Center.

For information about how to get temporary credentials for a role that you create in IAM, see
Using temporary security credentials with the Amazon CLI in the Amazon Identity and Access

Management User Guide.

« You can set the session duration for permission sets — After you sign in to the Amazon Web
Services access portal, the permission set to which your IAM Identity Center user is assigned
appears as an available role. IAM Identity Center creates a separate session for this role. This
session can be from one to 12 hours, depending the session duration configured for the

Amazon CLI and Amazon SDK access 179


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/intro-structure.html#intro-structure-principal
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html#using-temp-creds-sdk-cli

Amazon IAM Identity Center User Guide

permission set. The default session duration is one hour. For more information, see Set session
duration for Amazon Web Services accounts.

Getting and refreshing temporary credentials

You can get and refresh temporary credentials for your IAM Identity Center user automatically or
manually.

Topics

o Automatic credential refresh (recommended)

o Manual credential refresh

Automatic credential refresh (recommended)

Automatic credential refresh uses the Open ID Connect (OIDC) Device Code Authorization standard.
With this method, you initiate access directly by using the aws configure sso command in the
Amazon CLI. You can use this command to automatically access any role that's associated with any
permission set that you're assigned to for any Amazon Web Services account.

To access the role created for your IAM Identity Center user, run the aws configure sso
command, and then authorize the Amazon CLI from a browser window. As long as you have
an active Amazon Web Services access portal session, the Amazon CLI automatically retrieves
temporary credentials and refreshes the credentials automatically.

For more information, see Configure your profile with the aws configure sso wizardinthe

Amazon Command Line Interface User Guide.
To get temporary credentials that automatically refresh

1. Signin to the Amazon Web Services access portal by using the specific sign-in URL provided
by your administrator. If you created the IAM Identity Center user, Amazon sent an email
invitation that includes your sign-in URL. For more information, see Sign in to the Amazon

Web Services access portal in the Amazon Sign-In User Guide.

2. Inthe Accounts tab, locate the Amazon Web Services account from which you want to retrieve
credentials. When you choose the account, the account name, account ID, and email address
associated with the account appear.
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® Note

If you don't see any Amazon Web Services accounts listed, it's likely that you've not
yet been assigned to a permission set for that account. In this case, contact your
administrator and ask them to add this access for you. For more information, see
Assign user or group access to Amazon Web Services accounts.

3. Below the name of the account, the permission set to which your IAM Identity Center user is
assigned appears as an available role. For example, if your IAM Identity Center user is assigned
to the PowerUserAccess permission set for the account, the role appears in the Amazon Web
Services access portal as PowerUserAccess.

4. Depending on your option next to the role name, either choose Access keys or choose
Command line or programmatic access.

5. In the Get credentials dialog box, choose either macOS and Linux, Windows, or PowerShell,
depending on the operating system on which you installed the Amazon CLI.

6. Under Amazon IAM ldentity Center credentials (Recommended), your SSO Start URL
and SSO Region are displayed. These values are required to configure both an IAM Identity
Center enabled profile and sso-session to your Amazon CLI. To complete this configuration,
follow the instructions in Configure your profile with the aws configure sso wizardin

the Amazon Command Line Interface User Guide.
Continue using the Amazon CLI as necessary for your Amazon Web Services account until the
credentials have expired.
Manual credential refresh

You can use the manual credential refresh method to get temporary credentials for a role that's
associated with a specific permission set in a specific Amazon Web Services account. To do so, you
copy and paste the required commands for the temporary credentials. With this method, you must
refresh the temporary credentials manually.

You can run Amazon CLI commands until your temporary credentials expire.
To get credentials that you manually refresh

1. Signin to the Amazon Web Services access portal by using the specific sign-in URL provided
by your administrator. If you created the IAM Identity Center user, Amazon sent an email
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invitation that includes your sign-in URL. For more information, see Sign in to the Amazon
Web Services access portal in the Amazon Sign-In User Guide.

2. Inthe Accounts tab, locate the Amazon Web Services account from which you want to retrieve
access credentials and expand it to show the IAM role name (for example Administrator).
Depending on your option next to the IAM role name, either choose Access keys or choose
Command line or programmatic access.

® Note

If you don't see any Amazon Web Services accounts listed, it's likely that you've not
yet been assigned to a permission set for that account. In this case, contact your
administrator and ask them to add this access for you. For more information, see
Assign user or group access to Amazon Web Services accounts.

3. In the Get credentials dialog box, choose MacOS and Linux, Windows, or PowerShell,
depending on the operating system on which you installed the Amazon CLI.

4. Choose any of the following options:

« Option 1: Set Amazon environment variables

Choose this option to override all credential settings, including any settings in the
credentials files and config files. For more information, see Environment variables to
configure the Amazon CLI in the Amazon CLI User Guide.

To use this option, copy the commands to your clipboard, paste the commands into your
Amazon CLI terminal window, and then press Enter to set the required environment
variables.

« Option 2: Add a profile to your Amazon credentials file
Choose this option to run commands with different sets of credentials.

To use this option, copy the commands to your clipboard, and then paste the commands
into your shared Amazon credentials file to set up a new named profile. For more
information, see Shared config and credentials files in the Amazon SDKs and Tools Reference
Guide. To use this credential, specify the --profile option in your Amazon CLI command.
This affects all environments that use the same credential file.

« Option 3: Use individual values in your Amazon service client
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Choose this option to access Amazon resources from an Amazon service client. For more
information, see Tools to Build on Amazon.

To use this option, copy the values to your clipboard, paste the values into your code,
and assign them to the appropriate variables for your SDK. For more information, see the
documentation for your specific SDK API.

Creating shortcut links to Amazon Web Services Management Console
destinations

Shortcut links created in the Amazon Web Services access portal take IAM Identity Center users to
a specific destination in the Amazon Web Services Management Console, with a specific permission
set, and in a specific Amazon Web Services account.

Shortcut links save time for you and your collaborators. Instead of navigating to a desired
destination URL in the Amazon Web Services Management Console (for example, an Amazon S3
bucket instance page) through multiple pages, including Amazon Web Services access portal, you
can use a shortcut link to get to the same destination automatically.

Shortcut link destination options
Shortcut links have three destination options, listed here by priority:

» (Optional) Any destination URL in the Amazon Web Services Management Console specified in
the shortcut link. For example, the Amazon S3 bucket instance page.

» (Optional) Administrator-configured relay state URL for the permission set in question. For more
information about setting the relay state, see Set relay state for quick access to the Amazon Web
Services Management Console.

« Amazon Web Services Management Console home. The default destination if you don't specify
one.

(® Note

Automatic navigation to a destination is successful only when you're authenticated with
IAM Identity Center and have the necessary permission set assigned for the Amazon
account and destination URL.
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The Amazon Web Services access portal includes a Create shortcut button that helps you create
a shareable shortcut link. If you plan to specify a destination URL (the first option in the previous
list), you can copy the URL to a clipboard to share it.

Create a shortcut link in the Amazon Web Services access portal

1.  While signed into the Amazon Web Services access portal, choose the Accounts tab and then
choose the Create shortcut button.

2. In the dialog box:

a. Choose an Amazon Web Services account using the account ID or account name. As you
type, a drop-down menu displays matching account IDs and names that you can access.
You can choose only an account to which you have access.

b. Optionally choose an IAM role from the drop-down list. These are the permission
sets assigned to you for the selected account. If you omit choosing the role, users are

prompted to select one assigned to them for the chosen account when using the shortcut
link.

(® Note

You can't grant new access with shortcut links. Shortcut links work only with the
permission sets already assigned to the user. If the user doesn't have the necessary
permission sets assigned for the account and destination URL, they're denied
access.

c. Optionally enter the Amazon Web Services access portal destination URL. If you omit
entering a URL, the destination is automatically determined when using the shortcut link,
based on the previously-mentioned shortcut link destination options.

d. Your shortcut link generates at the bottom of the dialog box, based on your input. Choose
the Copy URL button. You can now create a bookmark with the copied shortcut link or
share it with your collaborators who have access to the same account with the same
permission set or another sufficient permission set.
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Constructing secure Amazon Web Services Management Console shortcut links
with URL encoding

All parameter values of the URL, including the account ID, permission set name, and destination
URL, must be URL-encoded.

Shortcut links extend the Amazon Web Services access portal URL with the following path:

/#/console?
account_id=[account_ID]&role_name=[permission_set_name]&destination=[destination

The full URL in the China Regions follows this pattern:

https://start.[region].home.awsapps.cn/directory/[directory id or_alias]/
#/console?
account_id=[account_ID]&role_name=[permission_set_name]&destination=[destination

Here's an example shortcut link that signs a user into account 123456789012 with the
S3FullAccess permission set, and takes them to the S3 console home page:

« https://start.cn-north-1.home.awsapps.cn/directory/example/#/console?
account_id=123456789012&role_name=S3FullAccess&destination=https%3A%2F
%2Fconsole.amazonaws.cn%2Fs3%2Fhome

Registering your device for MFA

Use the following procedure within the Amazon Web Services access portal to register your new
device for multi-factor authentication (MFA).

(® Note

We recommend that you first download the appropriate Authenticator app onto your
device before starting the steps in this procedure. For a list of apps that you can use for
MFA devices, see Virtual authenticator apps.

To register your device for use with MFA

1. Sign in to your Amazon Web Services access portal. For more information, see Signing in to the
Amazon Web Services access portal.
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2. Near the top-right of the page, choose MFA devices.

3. On the Multi-factor authentication (MFA) devices page, choose Register device.

® Note

If the Register MFA device option is grayed out, contact your administrator for
assistance with registering your device.

4. On the Register MFA device page, select one of the following MFA device types, and follow
the instructions:

o Authenticator app

1. On the Set up the authenticator app page, you might notice configuration information
for the new MFA device, including a QR code graphic. The graphic is a representation of
the secret key that's available for manual entry on devices that don't support QR codes.

2. Using the physical MFA device, do the following:

a. Open a compatible MFA authenticator app. For a list of tested apps that you can use
with MFA devices, see Virtual authenticator apps. If the MFA app supports multiple
accounts (multiple MFA devices), choose the option to create a new account (a new MFA
device).

b. Determine whether the MFA app supports QR codes, and then do one of the following
on the Set up the authenticator app page:

i. Choose Show QR code, and then use the app to scan the QR code. For example, you
might choose the camera icon or choose an option similar to Scan code. Then use
the device's camera to scan the code.

ii. Choose show secret key, and then enter that secret key into your MFA app.

/A Important

When you configure an MFA device for IAM Identity Center, we recommend
that you save a copy of the QR code or secret key in a secure place. This can
help if you lose the phone or have to reinstall the MFA authenticator app. If
either of those things happen, you can quickly reconfigure the app to use the
same MFA configuration.
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3. On the Set up the authenticator app page, under Authenticator code, enter the one-
time password that currently appears on the physical MFA device.

/A Important

Submit your request immediately after generating the code. If you generate the
code and then wait too long to submit the request, the MFA device is successfully
associated with your user, but the MFA device is out of sync. This happens because
time-based one-time passwords (TOTP) expire after a short period of time. If this
happens, you can sync the device again.

4. Choose Assign MFA. The MFA device can now start generating one-time passwords and is
now ready for use with Amazon.

« Security key or Built-in authenticator

1. On the Register your user's security key page, follow the instructions provided by your
browser or platform.

® Note

The experience varies based on the browser or platform. After your device is
successfully registered, you can associate a friendly display name with your newly
enrolled device. To to change the name, choose Rename, enter the new name,
and then choose Save.

Customizing the Amazon Web Services access portal URL

By default, you can access the Amazon Web Services access portal by using a URL that follows this
format: start.home.awsapps.cn/directory/d-xxxxxxxxxx. You can customize the URL as
follows: start.home.awsapps.com.cn/directory/your_subdomain.

/A Important

If you change the Amazon Web Services access portal URL, you can't edit it later.
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To customize your URL

1. Open the Amazon IAM Ildentity Center console at https://console.amazonaws.cn/
singlesignon/.

2. Inthe IAM Identity Center console, choose Dashboard in the navigation pane and locate the
Settings summary section.

3. Choose the Customize button below your Amazon Web Services access portal URL.

® Note

If the Customize button doesn't display, it means that the Amazon Web Services access
portal has already been customized. Customizing the Amazon Web Services access
portal URL is a one-time operation that can't be reversed.

4. Enter your desired subdomain name and choose Save.

You can now sign in to the Amazon Console through your Amazon Web Services access portal with
your customized URL.

Multi-factor authentication for Identity Center users

IAM Identity Center comes preconfigured with multi-factor authentication (MFA) turned on by
default so that all users must sign in with MFA in addition to their user name and password. This
ensures that users must sign in to the Amazon Web Services access portal using the following two
factors:

« Their user name and password. This is the first factor and is something users know.

« Either a code, security key, or biometrics. This is the second factor and is something users
have (possession) or are (biometric). The second factor might be either an authentication
code generated from their mobile device, a security key connected to their computer, or user’s
biometric scan.

Together, these multiple factors provide increased security by preventing unauthorized access to
your Amazon resources unless a valid MFA challenge has been successfully completed.

Each user can register up to two virtual authenticator apps, which are one-time password
authenticator applications installed on your mobile device or tablet, and six FIDO authenticators,
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which include built-in authenticators and security keys, for a total of eight MFA devices. Learn
more about Available MFA types for IAM Identity Center.

Topics

Available MFA types for IAM Identity Center

Configure MFA in IAM Identity Center

Register an MFA device for users

Renaming and deleting MFA devices in IAM Identity Center

Available MFA types for IAM Identity Center

Multi-factor authentication (MFA) is a simple and effective mechanism to enhance the security of
your users. A user’s first factor — their password — is a secret that they memorize, also known as a
knowledge factor. Other factors can be possession factors (something you have, such as a security
key) or inherence factors (something you are, such as a biometric scan). We strongly recommend
that you configure MFA to add an additional layer of security to your account.

IAM Identity Center MFA supports the following device types. All MFA types are supported for both
browser-based console access as well as using the Amazon CLI v2 with IAM Identity Center.

« FIDO2 authenticators, including built-in authenticators and security keys

 Virtual authenticator apps

» Your own RADIUS MFA implementation connected through Amazon Managed Microsoft AD

A user can have up to eight MFA devices, which include up to two virtual authenticator apps and
six FIDO authenticators, registered to one Amazon Web Services account. You can also configure
MFA settings to require MFA whenever they attempt to sign-in from a new device or browser, or
when signing in from an unknown IP address. For more information about how to configure MFA
settings for your users, see Choose MFA types for user authentication and Configure MFA device
enforcement.

FIDO2 authenticators

FIDO?2 is a standard that includes CTAP2 and WebAuthn and is based on public key cryptography.
FIDO credentials are phishing-resistant because they are unique to the website that the credentials
were created such as Amazon.
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Amazon supports the two most common form factors for FIDO authenticators: built-in
authenticators and security keys. See below for more information about the most common types
of FIDO authenticators.

Topics
¢ Built-in authenticators

 Security keys
« Password managers, passkey providers, and other FIDO authenticators

Built-in authenticators

Many modern computers and mobile phones have built-in authenticators, such as TouchID on
Macbook or a Windows Hello-compatible camera. If your device has a FIDO-compatible built-in
authenticator, you can use your fingerprint, face, or device pin as a second factor.

Security keys

Security keys are FIDO-compatible external hardware authenticators that you can purchase and
connect to your device through USB, BLE, or NFC. When you're prompted for MFA, you simply
complete a gesture with the key's sensor. Some examples of security keys include YubiKeys and
Feitian keys, and the most common security keys create device-bound FIDO credentials. For a list of
all FIDO-certified security keys, see FIDO Certified Products.

Password managers, passkey providers, and other FIDO authenticators

Multiple third party providers support FIDO authentication in mobile applications, as features
in password managers, smart cards with a FIDO mode, and other form factors. These FIDO-
compatible devices can work with 1AM Identity Center, but we recommend that you test a FIDO
authenticator yourself before enabling this option for MFA.

(® Note

Some FIDO authenticators can create discoverable FIDO credentials known as passkeys.
Passkeys may be bound to the device that creates them, or they may be syncable and
backed up to a cloud. For example, you can register a passkey using Apple Touch ID on
a supported Macbook, and then log in to a site from a Windows laptop using Google
Chrome with your passkey in iCloud by following the on-screen prompts at sign-in.

For more information about which devices support syncable passkeys and current
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passkey interoperability between operating systems and browsers, see Device Support at

passkeys.dev, a resource maintained by the FIDO Alliance And World Wide Web Consortium
(W3Q).

Virtual authenticator apps

Authenticator apps are essentially one-time password (OTP)-based third party-authenticators. You
can use an authenticator application installed on your mobile device or tablet as an authorized
MFA device. The third-party authenticator application must be compliant with RFC 6238, which is a
standards-based time-based one-time password (TOTP) algorithm capable of generating six-digit
authentication codes.

When prompted for MFA, users must enter a valid code from their authenticator app within the
input box presented. Each MFA device assigned to a user must be unique. Two authenticator apps
can be registered for any given user.

Tested authenticator apps
Any TOTP-compliant application will work with IAM Identity Center MFA. The following table lists

well-known third-party authenticator apps to choose from.

Operating system Tested authenticator app

Android Authy, Duo Mobile, Microsoft Authenticator,
Google Authenticator

i0S Authy, Duo Mobile, Microsoft Authenticator,
Google Authenticator

RADIUS MFA

Remote Authentication Dial-In User Service (RADIUS) is an industry-standard client-server protocol

that provides authentication, authorization, and accounting management so users can connect to
network services. Amazon Directory Service includes a RADIUS client that connects to the RADIUS
server upon which you have implemented your MFA solution. For more information, see Enable
Multi-Factor Authentication for Amazon Managed Microsoft AD.
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You can use either RADIUS MFA or MFA in IAM Identity Center for user sign-ins to the user portal,
but not both. MFA in IAM Identity Center is an alternative to RADIUS MFA in cases where you want
Amazon native two-factor authentication for access to the portal.

When you enable MFA in IAM Identity Center, your users need an MFA device to sign in to the
Amazon Web Services access portal. If you had previously used RADIUS MFA, enabling MFA in IAM
Identity Center effectively overrides RADIUS MFA for users who sign in to the Amazon Web Services
access portal. However, RADIUS MFA continues to challenge users when they sign in to all other
applications that work with Amazon Directory Service, such as Amazon RDS for SQL Server.

If your MFA is Disabled on the IAM Identity Center console and you have configured RADIUS MFA
with Amazon Directory Service, RADIUS MFA governs Amazon Web Services access portal sign-in.
This means that IAM Identity Center falls back to RADIUS MFA configuration if MFA is disabled.

Configure MFA in IAM Identity Center

You can configure MFA capabilities in IAM Identity Center when your identity source is configured
with IAM Identity Center's identity store, Amazon Managed Microsoft AD, or AD Connector. MFA in
IAM Identity Center is currently not supported for external identity providers.

The following are general MFA recommendations, depending on your IAM Identity Center settings
and organizational preferences.

» Users are encouraged to register multiple backup authenticators for all enabled MFA types. This
practice can prevent loss of access in case of a broken or misplaced MFA device.

» Don't choose the Require Them to Provide a One-Time Password Sent by Email option if your
users must sign in to the Amazon Web Services access portal to access their email. For example,
your users might use Microsoft 365 in the Amazon Web Services access portal to read their email.
In this case, users won't be able to retrieve the verification code and would be unable to sign
in to the Amazon Web Services access portal. For more information, see Configure MFA device

enforcement.

« If you're already using RADIUS MFA that you configured with Amazon Directory Service, you
don't need to enable MFA within IAM Identity Center. MFA in IAM Identity Center is an alternative
to RADIUS MFA for Microsoft Active Directory users of IAM Identity Center. For more information,
see RADIUS MFA.

» The following YouTube video provides an overview of MFA and IAM Identity Center:

|IAM Identity Center: Multi-factor authentication defaults for new instances
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Topics

o Prompt users for MFA

» Choose MFA types for user authentication

« Configure MFA device enforcement

« Allow users to register their own MFA devices

Prompt users for MFA

You can use the following steps to determine how often workforce users are prompted for multi-
factor authentication (MFA) whenever they attempt to sign-in to the Amazon Web Services access
portal. Before you begin, we recommend that you understand the Available MFA types for IAM
Identity Center.

/A Important

The instructions in this section apply to Amazon IAM Identity Center. They do not apply

to Amazon Identity and Access Management (IAM). IAM Identity Center users, groups, and
user credentials are different from IAM users, groups, and IAM user credentials. If you are
looking for instructions on deactivating MFA for IAM users, see Deactivating MFA devices in
the Amazon Identity and Access Management User Guide.

® Note

If you're using an external IdP, the Multi-factor authentication section won't be available.
Your external IdP manages MFA settings, rather than IAM Identity Center managing them.

To configure MFA

Open the IAM Identity Center console.

In the left navigation pane, choose Settings.
On the Settings page, choose the Authentication tab.

In the Multi-factor authentication section, choose Configure.

i A W=

On the Configure multi-factor authentication page, under Prompt users for MFA, choose one
of the following authentication modes based on the level of security that your business needs:
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« Every time they sign in (always-on)

In this mode (the default setting), IAM Identity Center requires that users with a registered
MFA device will be prompted every time they sign in. This is the most secure setting and
ensures that your organizational or compliance policies are enforced by requiring that MFA
be used every time they sign in to the Amazon Web Services access portal. For example,
PCI DSS strongly recommends MFA during every sign-in to access applications that support
high-risk payment transactions.

o Only when their sign-in context changes (context-aware)

In this mode, IAM Identity Center provides users the option to trust their device during sign-
in. After a user indicates that they want to trust a device, IAM Identity Center prompts the
user for MFA once and analyzes the sign-in context (such as device, browser, and location)
for the user's subsequent sign-ins. For subsequent sign-ins, IAM Identity Center determines
if the user is signing in with a previously trusted context. If the user’s sign-in context
changes, IAM Identity Center prompts the user for MFA in addition to their email address
and password credentials.

This mode provides ease of use for users who frequently sign in from their workplace but
is less secure then the always-on option. Users are only prompted for MFA if their sign-in
context changes.

+ Never (disabled)

While in this mode, all users will sign in with their standard user name and password only.
Choosing this option disables IAM Identity Center MFA and is not recommended.

While MFA is disabled for your Identity Center directory for users, you can't manage MFA
devices in their user details, and Identity Center directory users can't manage MFA devices
from the Amazon Web Services access portal.

® Note

If you are already using RADIUS MFA with Amazon Directory Service, and want to
continue using it as your default MFA type, then you can leave the authentication
mode as disabled to bypass MFA capabilities in IAM Identity Center. Changing from
Disabled mode to Context-aware or Always-on mode will override the existing
RADIUS MFA settings. For more information, see RADIUS MFA.
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6. Choose Save changes.

Related Topics

« Choose MFA types for user authentication

» Configure MFA device enforcement

» Allow users to register their own MFA devices

Choose MFA types for user authentication

Use the following procedure to choose the device types your users can authenticate with when
prompted for MFA in the Amazon Web Services access portal.

To configure MFA types for your users

1. Open the IAM Identity Center console.

In the left navigation pane, choose Settings.
On the Settings page, choose the Authentication tab.

In the Multi-factor authentication section, choose Configure.

ok W

On the Configure multi-factor authentication page, under Users can authenticate with these
MFA types choose one of the following MFA types based on your business needs. For more
information, see Available MFA types for IAM Identity Center.

» Security keys and built-in authenticators
o Authenticator apps

6. Choose Save changes.

Configure MFA device enforcement

Use the following procedure to determine whether your users must have a registered MFA device
when signing in to the Amazon Web Services access portal.

For more information about MFA in IAM, see Amazon Multi-factor authentication in IAM.

To configure MFA device enforcement for your users

1. Open the IAM Identity Center console.
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2.

3
4.
5

In the left navigation pane, choose Settings.
On the Settings page, choose the Authentication tab.
In the Multi-factor authentication section, choose Configure.

On the Configure multi-factor authentication page, under If a user does not yet have a
registered MFA device choose one of the following choices based on your business needs:

« Require them to register an MFA device at sign in

This is the default setting when you first configure MFA for IAM Identity Center. Use this
option when you want to require users who do not yet have a registered MFA device, to
self-enroll a device during sign-in following a successful password authentication. This
allows you to secure your organization’s Amazon environments with MFA without having
to individually enroll and distribute authentication devices to your users. During self-
enrollment, your users can register any device from the available Available MFA types for
IAM Identity Center you've previously enabled. After completing registration, users have the
option to give their newly enrolled MFA device a friendly name, after which IAM Identity
Center redirects the user to their original destination. If the user’s device is lost or stolen,
you can simply remove that device from their account, and IAM Identity Center will require
them to self-enroll a new device during their next sign-in.

» Require them to provide a one-time password sent by email to sign in

Use this option when you want to have verification codes sent to users by email. Because
email is not bound to a specific device, this option does not meet the bar for industry-
standard multi-factor authentication. But it does improve security over having a password
alone. Email verification will only be requested if a user has not registered an MFA device.
If the Context-aware authentication method has been enabled, the user will have the
opportunity to mark the device on which they receive the email as trusted. Afterward they
will not be required to verify an email code on future logins from that device, browser, and
IP address combination.

® Note

If you are using Active Directory as your IAM Identity Center enabled identity source,
the email address will always be based on the Active Directory email attribute.
Custom Active Directory attribute mappings will not override this behavior.

» Block their sign-in
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Use the Block Their Sign-In option when you want to enforce MFA use by every user before
they can sign in to Amazon.

/A Important

If your authentication method is set to Context-aware a user might select the This

is a trusted device check box on the sign-in page. In that case, that user will not be
prompted for MFA even if you have the Block their sign in setting enabled. If you
want these users to be prompted, change your authentication method to Always On.

o Allow them to sign in

Use this option to indicate that MFA devices are not required in order for your users to sign
in to the Amazon Web Services access portal. Users who chose to register MFA devices will
still be prompted for MFA.

6. Choose Save changes.

Allow users to register their own MFA devices

IAM Identity Center administrators can allow users to self-register their own MFA devices.
To allow users to register their own MFA devices

1. Open the IAM Identity Center console.

In the left navigation pane, choose Settings.
On the Settings page, choose the Authentication tab.

In the Multi-factor authentication section, choose Configure.

i A W

On the Configure multi-factor authentication page, under Who can manage MFA devices,
choose Users can add and manage their own MFA devices.

6. Choose Save changes.
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® Note

After you set up self-registration for your users, you might want to send them a link to the
procedure Registering your device for MFA. This topic provides instructions on how to set

up their own MFA devices.

Register an MFA device for users

IAM Identity Center administrators can set up a new MFA device for access by a specific user in the
IAM Identity Center console. Administrators must have physical access to the user's MFA device

to register it. For example, if you configure MFA for a user who will use an MFA device running

on a smartphone, you'll need physical access to the smartphone to complete the registration
process. Alternatively, you can allow users to configure and manage their own MFA devices. For
more information, see Allow users to register their own MFA devices.

To register an MFA device

1. Open the IAM Identity Center console.

2. Inthe left navigation pane, choose Users. Choose a user in the list. Don't select the checkbox
next to the user for this step.

3. On the user details page, choose the MFA devices tab, and then choose Register MFA device.

4. On the Register MFA device page, select one of the following MFA device types, and follow
the instructions:

o Authenticator app

1. On the Set up the authenticator app page, IAM Identity Center displays configuration
information for the new MFA device, including a QR code graphic. The graphicis a
representation of the secret key that is available for manual entry on devices that do not
support QR codes.

2. Using the physical MFA device, do the following:

a. Open a compatible MFA authenticator app. For a list of tested apps that you can use
with MFA devices, see Virtual authenticator apps. If the MFA app supports multiple
accounts (multiple MFA devices), choose the option to create a new account (a new MFA
device).
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b. Determine whether the MFA app supports QR codes, and then do one of the following
on the Set up the authenticator app page:

i. Choose Show QR code, and then use the app to scan the QR code. For example, you
might choose the camera icon or choose an option similar to Scan code. Then use
the device's camera to scan the code.

ii. Choose show secret key, and then type that secret key into your MFA app.

/A Important
When you configure an MFA device for IAM Identity Center, we recommend
that you save a copy of the QR code or secret key in a secure place. This
can help if the assigned user loses the phone or has to reinstall the MFA
authenticator app. If either of those things happen, you can quickly
reconfigure the app to use the same MFA configuration. This avoids the need
to create a new MFA device in IAM Identity Center for the user.

3. On the Set up the authenticator app page, under Authenticator code, type the one-time
password that currently appears on the physical MFA device.

/A Important

Submit your request immediately after generating the code. If you generate the
code and then wait too long to submit the request, the MFA device is successfully
associated with the user. But the MFA device is out of sync. This happens because
time-based one-time passwords (TOTP) expire after a short period of time. If this
happens, you can resync the device.

4. Choose Assign MFA. The MFA device can now start generating one-time passwords and is
now ready for use with Amazon.

» Security key

1. On the Register your user's security key page, follow the instructions given to you by
your browser or platform.
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® Note

The experience here varies based on the different operating systems and
browsers, so please follow the instructions displayed by your browser or platform.
After your user's device has been successfully registered, you will be given the
option to associate a friendly display name to your user's newly enrolled device. If
you want to change this, choose Rename, enter the new name, and then choose
Save. If you have enabled the option to allow users to manage their own devices,
the user will see this friendly name in the Amazon Web Services access portal.

Renaming and deleting MFA devices in IAM Identity Center

IAM Identity Center administrators can use the following procedures to rename or delete a user's
MFA device.

To rename an MFA device

1. Open the IAM Identity Center console.

2. Inthe left navigation pane, choose Users. Choose the user in the list. Don't select the checkbox
next to the user for this step.

3. On the user details page, choose the MFA devices tab, select the device, and then choose
Rename.

4. When prompted, enter the new name and then choose Rename.

To delete an MFA device

1. Open the IAM Identity Center console.

2. Inthe left navigation pane, choose Users. Choose the user in the list.

3. On the user details page, choose the MFA devices tab, select the device, and then choose
Delete.

4. To confirm, type DELETE, and then choose Delete.
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Application access

With Amazon IAM Identity Center, you can control who can have single sign-on access to your
applications. Users get seamless access to these applications after they use their directory
credentials to sign in.

IAM Identity Center securely communicates with these applications through a trusted relationship
between IAM Identity Center and the application's service provider. This trust can be created in
different ways, depending on the application type.

IAM Identity Center supports two application types: Amazon managed applications and customer

managed applications. Amazon managed applications are configured directly from within the

relevant application consoles or through the application APIs. Customer managed applications
must be added to the IAM Identity Center console and configured with the appropriate metadata
for both IAM Identity Center and the service provider.

After you configure applications to work with IAM Identity Center, you can manage which users or
groups access the applications. By default, no users are assigned to applications.

You can also grant your employees access to the Amazon Web Services Management Console for
a specific Amazon Web Services account in your organization. For more information, see Amazon
Web Services account access.

Topics

« Amazon managed applications

» Customer managed applications

» Trusted identity propagation overview

» Rotate IAM Identity Center certificates

« Understand application properties in the IAM Identity Center console

» Assign user access to applications in the IAM Identity Center console

« Remove user access to SAML 2.0 applications

« Map attributes in your application to IAM Identity Center attributes
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Amazon managed applications

Amazon IAM ldentity Center streamlines and simplifies the task of connecting your workforce users
to Amazon managed applications such as Amazon Q Developer and Amazon QuickSight. With IAM
Identity Center, you can connect your existing identity provider once and synchronize users and
groups from your directory, or create and manage your users directly in IAM Identity Center. By
providing one point of federation, IAM Identity Center eliminates the need to set up federation or
user and group synchronization for each application and reduces your administrative effort. You
also get a common view of user and group assignments.

For a table of Amazon applications that work with IAM Identity Center, see Amazon managed

applications that you can use with 1AM Identity Center.

Controlling access to Amazon managed applications
Access to Amazon managed applications is controlled in two ways:

« Initial entry to the application

IAM Identity Center manages this through assignments to the application. By default,
assignments are required for Amazon managed applications. If you're an application
administrator, you can choose whether to require assignments to an application.

If assignments are required, when users sign in to the Amazon Web Services access portal, only
users who are assigned to the application directly or through a group assignment can view the
application tile.

If assignments aren't required, you can allow all IAM Identity Center users to enter the
application. In this case, the application manages access to resources and the application tile is
visible to all users who visit the Amazon Web Services access portal.

/A Important

If you're an IAM Identity Center administrator, you can use the IAM Identity Center
console to remove assignments to Amazon managed applications. Before you remove
assignments, we recommend that you coordinate with the application administrator.
You should also coordinate with the application administrator if you plan to modify
the setting that determines whether assignments required, or automate application
assignments.
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» Access to application resources

The application manages this through independent resource assignments that it controls.

Amazon managed applications provide an administrative user interface that you can use to
manage access to application resources. For example, QuickSight administrators can assign users
to access dashboards based on their group membership. Most Amazon managed applications also
provide an Amazon Web Services Management Console experience that enables you to assign users
to the application. The console experience for these applications might integrate both functions, to
combine user assignment capabilities with the ability to manage access to application resources.

Sharing identity information

Considerations for sharing identity information in Amazon Web Services accounts

IAM ldentity Center supports most commonly used attributes across applications. These attributes
include first and last name, phone number, email address, address, and preferred language.
Carefully consider which applications and which accounts can use this personally identifiable
information.

You can control access to this information in either of the following ways:

« You can choose to enable access in only the Amazon Organizations management account or in
all accounts in Amazon Organizations.

« Alternatively, you can use service control policies (SCPs) to control which applications can access
the information in which accounts in Amazon Organizations.

For example, if you enable access in the Amazon Organizations management account only, then
applications in member accounts have no access to the information. However, if you enable access
in all accounts, you can use SCPs to disallow access by all applications except those you want to
permit.

Service control policies are a feature of Amazon Organizations. For instructions on attaching an
SCP, see Attaching and detaching service control policies in the Amazon Organizations User Guide.
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Configuring IAM Identity Center to share identity information

IAM Identity Center provides an identity store that contains user and group attributes, excluding
sign-in credentials. You can use either of the following methods to keep the users and groups in
you