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Welcome

Amazon Verified Permissions is a permissions management service from Amazon. You can use
Verified Permissions to manage permissions for your application, and authorize user access based
on those permissions. Using Verified Permissions, application developers can grant access based
on information about the users, resources, and requested actions. You can also evaluate additional
information like group membership, attributes of the resources, and session context, such as time
of request and IP addresses. Verified Permissions manages these permissions by letting you create
and store authorization policies for your applications, such as consumer-facing web sites and
enterprise business systems.

Verified Permissions uses Cedar as the policy language to express your permission requirements.
Cedar supports both role-based access control (RBAC) and attribute-based access control (ABAC)
authorization models.

For more information about configuring, administering, and using Amazon Verified Permissions in
your applications, see the Amazon Verified Permissions User Guide.

For more information about the Cedar policy language, see the Cedar Policy Language Guide.

/A Important

When you write Cedar policies that reference principals, resources and actions, you can
define the unique identifiers used for each of those elements. We strongly recommend that
you follow these best practices:

« Use values like universally unique identifiers (UUIDs) for all principal and resource
identifiers.

For example, if user jane leaves the company, and you later let someone else use the
name jane, then that new user automatically gets access to everything granted by
policies that still reference User: :"jane". Cedar can't distinguish between the new user
and the old. This applies to both principal and resource identifiers. Always use identifiers
that are guaranteed unique and never reused to ensure that you don't unintentionally
grant access because of the presence of an old identifier in a policy.

Where you use a UUID for an entity, we recommend that you follow it with the //
comment specifier and the ‘friendly’ name of your entity. This helps to make your policies
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easier to understand. For example: principal == User::"alb2c3d4-e5f6-a1b2-c3d4-
EXAMPLE11111", // alice

» Do not include personally identifying, confidential, or sensitive information as part of
the unique identifier for your principals or resources. These identifiers are included in
log entries shared in Amazon CloudTrail trails.

Several operations return structures that appear similar, but have different purposes. As new
functionality is added to the product, the structure used in a parameter of one operation might
need to change in a way that wouldn't make sense for the same parameter in a different operation.
To help you understand the purpose of each, the following naming convention is used for the
structures:

« Parameter type structures that end in Detail are used in Get operations.
« Parameter type structures that end in Item are used in List operations.

« Parameter type structures that use neither suffix are used in the mutating (create and update)
operations.

(@ Note

The example HTTP query requests and responses in this guide are displayed with the
JSON formatted across multiple lines for readability. The actual query responses from the
Amazon Verified Permissions service do not include this extra whitespace.

We want your feedback about this documentation

Our goal is to help you get everything you can from Amazon Verified Permissions. If this guide
helps you to do that, then let us know. If the guide isn't helping you, then we want to hear from
you so we can address the issue. Use the Feedback link that's in the upper-right corner of every
page. That sends your comments directly to the writers of this guide. We review every submission,
looking for opportunities to improve the documentation. Thank you in advance for your help!

This document was last published on October 2, 2025.
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Actions

The following actions are supported:

» BatchGetPolicy
« BatchlsAuthorized
o BatchlsAuthorizedWithToken

» CreateldentitySource

» CreatePolicy
o CreatePolicyStore

o CreatePolicyTemplate

» DeleteldentitySource

« DeletePolicy
o DeletePolicyStore

o DeletePolicyTemplate

» GetldentitySource

» GetPolicy
» GetPolicyStore

o GetPolicyTemplate

¢ GetSchema
e IsAuthorized
¢ IsAuthorizedWithToken

o ListldentitySources

« ListPolicies

 ListPolicyStores

» ListPolicyTemplates

» ListTagsForResource

e PutSchema

» TagResource
« UntagResource

» UpdateldentitySource
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« UpdatePolicy
« UpdatePolicyStore

« UpdatePolicyTemplate
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BatchGetPolicy

Retrieves information about a group (batch) of policies.

(@ Note

The BatchGetPolicy operation doesn't have its own IAM permission.
To authorize this operation for Amazon principals, include the permission
verifiedpermissions:GetPolicy in their IAM policies.

Request Syntax
{
"requests": [
{

"policyId": "string",
"policyStoreld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

(® Note

In the following list, the required parameters are described first.

reguests

An array of up to 100 policies you want information about.

Type: Array of BatchGetPolicylnputltem objects

Array Members: Minimum number of 1 item. Maximum number of 100 items.

BatchGetPolicy >
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Required: Yes

Response Syntax

{
"errors": [
{
"code": "string",
"message": "string",
"policyId": "string",
"policyStoreld": "string"
}
1,
"results": [
{
"createdDate": "string",
"definition": { ... },
"lastUpdatedDate": "string",
"policyId": "string",
"policyStoreId": "string",
"policyType": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
errors

Information about the policies from the request that resulted in an error. These results are
returned in the order they were requested.

Type: Array of BatchGetPolicyErrorltem objects

results

Information about the policies listed in the request that were successfully returned. These
results are returned in the order they were requested.

Response Syntax 6
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Type: Array of BatchGetPolicyOutputltem objects

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:

« UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

« UnrecognizedActionld

The policy includes an action id that isn't found in the schema.

Errors 7
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InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more

information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList

The list of fields that aren't valid.

Errors
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HTTP Status Code: 400

Examples

Example

The following example retrieves information about the specified policies contained in the specified
policy stores. .

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.BatchGetPolicy

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

{
{
"requests": [
{
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
{
"policyId": "SPEXAMPLEabcdefg222222",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
{
"policyId": "SPEXAMPLEabcdefg333333",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
]
}
}

Examples 9
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Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

Xx-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

"results": [
{
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"definition": {

"static": {
"description": "Users can manage account resources in any account
they own.",
"statement": "permit (principal, action in PhotoFlash::Action::
\"ManageAccount\",resource) when { resource in principal.Account };"
}

+
"createdDate": "2024-10-18T18:53:39.25815372",

"lastUpdatedDate": "2024-10-18T18:53:39.2581532"

"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefg222222",
"policyType": "STATIC",
"definition": {
"static": {
"description": "User alice can't delete any photos.",
"statement": "forbid (principal == PhotoFlash::User::\"alice\",
action in [PhotoFlash::Action::\"DeletePhoto\"], resource);"
}

+
"createdDate": "2024-10-18T18:57:03.3050272",

"lastUpdatedDate": "2024-10-18T18:57:03.3050272"
I
{

Examples 10
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefg333333",
"policyType": "STATIC",
"definition": {
"static": {
"description": "User alice can view and delete photos.",
"statement": "permit (principal == PhotoFlash::User::\"alice\",
action in [PhotoFlash::Action::\"DeletePhoto\", PhotoFlash::Action::\"ViewPhoto\"],
resource);"

1,
"createdDate": "2024-10-18T18:57:48.0053437",
"lastUpdatedDate": "2024-10-18T18:57:48.0053432"

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3

» Amazon SDK for Python

o Amazon SDK for Ruby V3

See Also 11
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BatchlsAuthorized

Makes a series of decisions about multiple authorization requests for one principal or resource.
Each request contains the equivalent content of an IsAuthorized request: principal, action,
resource, and context. Either the principal or the resource parameter must be identical across
all requests. For example, Verified Permissions won't evaluate a pair of requests where bob views
photol and alice views photo2. Authorization of bob to view photol and photo2, or bob and
alice to view photol, are valid batches.

The request is evaluated against all policies in the specified policy store that match the entities
that you declare. The result of the decisions is a series of A11ow or Deny responses, along with the
IDs of the policies that produced each decision.

The entities of aBatchIsAuthorized API request can contain up to 100 principals and up
to 100 resources. The requests of a BatchIsAuthorized API request can contain up to 30
requests.

(® Note

The BatchIsAuthorized operation doesn't have its own IAM permission.
To authorize this operation for Amazon principals, include the permission
verifiedpermissions:IsAuthorized in their IAM policies.

Request Syntax

{
"entities": { ... },
"policyStoreId": "string",
"requests": [
{

"action": {
"actionId": "string",
"actionType": "string"
},
"context": { ... },
"principal": {
"entityId": "string",
"entityType": "string

BatchlsAuthorized
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I
"resource": {

"entityId": "string",
": "string

"entityType":

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

(@ Note

In the following list, the required parameters are described first.

policyStoreld

Specifies the ID of the policy store. Policies in this policy store will be used to make the
authorization decisions for the input.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-/_]*

Required: Yes
requests

An array of up to 30 requests that you want Verified Permissions to evaluate.

Type: Array of BatchlsAuthorizedInputltem objects

Array Members: Minimum number of 1 item.

Required: Yes

Request Parameters 13
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entities

(Optional) Specifies the list of resources and principals and their associated attributes that
Verified Permissions can examine when evaluating the policies. These additional entities and
their attributes can be referenced and checked by conditional elements in the policies in the
specified policy store.

(® Note

You can include only principal and resource entities in this parameter; you can't include
actions. You must specify actions in the schema.

Type: EntitiesDefinition object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: No

Response Syntax

{
"results": [
{
"decision": "string",
"determiningPolicies": [
{
"policyId": "string"
}
1,
"errors": [
{
"errorDescription": "string"
}
1,
"request": {
"action": {
"actionId": "string",
"actionType": "string"
},
"context": { ... },

Response Syntax 14
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"principal": {
"entityId": "string",
"entityType": "string"

1,

"resource": {

"entityId": "string",
"entityType": "string

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

results

A series of Allow or Deny decisions for each request, and the policies that produced them.
These results are returned in the order they were requested.

Type: Array of BatchlsAuthorizedOutputltem objects

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

InternalServerException

The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

Response Elements 15
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ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400
ValidationException
The request failed because one or more input parameters don't satisfy their constraint

requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:

« UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

« UnrecognizedActionld

The policy includes an action id that isn't found in the schema.

 InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

Errors
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UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more
information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList

The list of fields that aren't valid.

HTTP Status Code: 400

Errors
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Examples

Example requests for multiple principals and actions with one resource

The following example requests two authorization decisions for two principals of type User named
Alice and Annalisa. Alice wants to perform the ViewPhoto operation on a resource of type
Photo named VacationPhoto94. jpg. The photo is in Alice's account. Annalisa wants to delete
VacationPhoto94. jpg.

The response shows that Alice's request was allowed by one policy and Annalisa's request was
denied because the photo is in someone else's account.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.BatchIsAuthorized

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

{
"requests": [
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "Alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
I
{

"principal": {
"entityType": "PhotoFlash::User",

Examples 18
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"entityId": "Annalisa"

1,

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

1,
"entities": {
"entityList": [
{
"identifier": {
"entityType": "PhotoFlash::User",
"entityId": "Alice"
1,
"attributes": {
"Account": {
"entityIdentifier": {
"entityType": "PhotoFlash::Account",
"entityId": "1234"

iy
"Email": {
"String": mnmn

iy

"parents": []

"identifier": {
"entityType": "PhotoFlash::User",
"entityId": "Annalisa"
1,
"attributes": {
"Account": {
"entityIdentifier": {
"entityType": "PhotoFlash::Account",
"entityId": "5678"

iy
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"Email": {
"String": mnmn

iy

"parents": []

"identifier": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
},
"attributes": {
"IsPrivate": {
"boolean": false
},
"Name": {
"string": ""

1,
"parents": [
{
"entityType": "PhotoFlash::Account",
"entityId": "1234"

"identifier": {
"entityType": "PhotoFlash::Account",
"entityId": "1234"
1,
"attributes": {
"Name": {
"string": ""

iy

"parents": []

},
"policyStoreId": "PSEXAMPLEabcdefgl11111"

Examples
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Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

Xx-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{
"results": [
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
.
"decision": "ALLOW",
"determiningPolicies": [
{
"policyId": "SPEXAMPLEabcdefgl11111"
}
1,
"errors": []
.
{

"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"

iy

"action": {
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"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
iy

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

iy

"decision": "DENY",
"determiningPolicies": [],
"errors": []

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

« Amazon SDK for PHP V3
« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 22
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BatchlsAuthorizedWithToken

Makes a series of decisions about multiple authorization requests for one token. The principal in
this request comes from an external identity source in the form of an identity or access token,
formatted as a JSON web token (JWT). The information in the parameters can also define
additional context that Verified Permissions can include in the evaluations.

The request is evaluated against all policies in the specified policy store that match the entities
that you provide in the entities declaration and in the token. The result of the decisions is a series
of Allow or Deny responses, along with the IDs of the policies that produced each decision.

The entities of aBatchIsAuthorizedWithToken API request can contain up to 100 resources
and up to 99 user groups. The requests of a BatchIsAuthorizedWithToken API request can
contain up to 30 requests.

(® Note

The BatchIsAuthorizedWithToken operation doesn't have its own IAM
permission. To authorize this operation for Amazon principals, include the permission
verifiedpermissions:IsAuthorizedWithToken in their IAM policies.

Request Syntax

{
"accessToken": "string",
"entities": { ... },
"identityToken": "string",
"policyStoreId": "string",
"requests": [
{
"action": {
"actionId": "string",
"actionType": "string"
},
"context": { ... },

"resource": {

"entityId": "string",

"entityType": "string"

BatchlsAuthorizedWithToken 23
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]

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

® Note

In the following list, the required parameters are described first.

policyStoreld

Specifies the ID of the policy store. Policies in this policy store will be used to make an
authorization decision for the input.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z20-9-/_1*

Required: Yes
requests

An array of up to 30 requests that you want Verified Permissions to evaluate.

Type: Array of BatchlsAuthorizedWithTokenlnputltem objects

Array Members: Minimum number of 1 item.

Required: Yes

accessToken

Specifies an access token for the principal that you want to authorize in each request. This
token is provided to you by the identity provider (IdP) associated with the specified identity
source. You must specify either an accessToken, an identityToken, or both.

Must be an access token. Verified Permissions returns an error if the token_use claim in the
submitted token isn't access.

Request Parameters
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 131072.
Pattern: [A-Za-z0-9-_=]+.[A-Za-z0-9-_=]+.[A-Za-z0-9-_=]+

Required: No

entities
(Optional) Specifies the list of resources and their associated attributes that Verified
Permissions can examine when evaluating the policies. These additional entities and their

attributes can be referenced and checked by conditional elements in the policies in the specified
policy store.

/A Important

You can't include principals in this parameter, only resource and action entities. This
parameter can't include any entities of a type that matches the user or group entity
types that you defined in your identity source.

« The BatchIsAuthorizedWithToken operation takes principal attributes from only
the identityToken or accessToken passed to the operation.

« For action entities, you can include only their Identifier and EntityType.

Type: EntitiesDefinition object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: No
identityToken

Specifies an identity (ID) token for the principal that you want to authorize in each request. This
token is provided to you by the identity provider (IdP) associated with the specified identity
source. You must specify either an accessToken, an identityToken, or both.

Must be an ID token. Verified Permissions returns an error if the token_use claim in the
submitted token isn't id.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 131072.

Request Parameters 25
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Pattern: [A-Za-z0-9-_=]+.[A-Za-z0-9-_=]+.[A-Za-z0-9-_=]+

Required: No

Response Syntax

"principal": {
"entityId": "string",
"entityType": "string"
.
"results": [
{
"decision": "string",
"determiningPolicies": [

{

"policyId": "string"

1,

"errors": [

{

"errorDescription": "string"

1,
"request": {
"action": {
"actionId": "string",
"string"

"actionType":
.
"context": { ... },
"resource": {

"entityId": "string",

"entityType": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

Response Syntax
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The following data is returned in JSON format by the service.
results

A series of Allow or Deny decisions for each request, and the policies that produced them.
These results are returned in the order they were requested.

Type: Array of BatchlsAuthorizedWithTokenOutputltem objects
principal

The identifier of the principal in the ID or access token.

Type: Entityldentifier object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

Errors 27
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quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode

The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint

requirements. The output is provided as a list of fields and a reason for each field that isn't

valid.

The possible reasons include the following:

UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

UnrecognizedActionld

The policy includes an action id that isn't found in the schema.

InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.

Test for the existence of the attribute first before attempting to access its value. For more
information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

Errors
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« UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

» ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

« WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

« FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList
The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example requests for multiple actions and resource

The following example requests two authorization decisions for a principal from a user pool token.
This variation on the PhotoFlash sample policy store has the following policy:

e principal in PhotoFlash::FriendGroup::"us-east-1_EXAMPLE |MyExampleGroup"

The user's token contains a cognito:groups claim that includes MyExampleGroup.

e« action in [PhotoFlash::Action::"FullPhotoAccess"]

The actions ViewPhoto and SharePhoto have FullPhotoAccess as a parent in the policy
store schema.

« resource in PhotoFlash::Album::"MyExampleAlbuml"
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The album membership of the photos is declared in entities.

The result of this batch of requests is that the user can view and share a photo in an album that is
authorized for their friend group, but not a photo in a different album.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.BatchIsAuthorizedWithToken

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"identityToken": "eyJral2345EXAMPLE",
"requests": [

{
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
{
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "SharePhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
{

"action": {
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"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

},

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "OfficePhoto94.jpg"

iF
"entities": {
"entityList": [

{
"identifier": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
},
"parents": [
{
"entityType": "PhotoFlash::Album",
"entityId": "MyExampleAlbuml"
}
]
1,
{
"identifier": {
"entityType": "PhotoFlash::Photo",
"entityId": "OfficePhoto94.jpg"
},
"parents": [
{
"entityType": "PhotoFlash::Album",
"entityId": "MyExampleAlbum2"
}
]
}

+
"policyStoreId": "PSEXAMPLEabcdefgl111111"

Sample Response

HTTP/1.1 200 OK

Examples
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Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

Xx-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

"principal": {
"entityType": "PhotoFlash::User",
"entityId": "us-east-1_EXAMPLE|alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

I
"results": [
{
"request": {
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
I
"decision": "ALLOW",
"determiningPolicies": [
{
"policyId": "SPEXAMPLEabcdefgl11111"
}
1,
"errors": []
I
{

"request": {

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "SharePhoto"

I

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
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iy
"decision": "ALLOW",
"determiningPolicies": [

{
"policyId": "SPEXAMPLEabcdefgll11111"
}
1,
"errors": []
},
{
"request": {
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "OfficePhoto94.jpg"
}
I
"decision": "DENY",
"determiningPolicies": [],
"errors": []
}
]
}
See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

« Amazon SDK for C++
« Amazon SDK for Go v2
« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin
 Amazon SDK for PHP V3
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« Amazon SDK for Python
« Amazon SDK for Ruby V3

See Also 34


https://docs.amazonaws.cn/goto/boto3/verifiedpermissions-2021-12-01/BatchIsAuthorizedWithToken
https://docs.amazonaws.cn/goto/SdkForRubyV3/verifiedpermissions-2021-12-01/BatchIsAuthorizedWithToken

Amazon Verified Permissions API Reference Guide

CreateldentitySource

Adds an identity source to a policy store-an Amazon Cognito user pool or OpenID Connect (OIDC)
identity provider (IdP).

After you create an identity source, you can use the identities provided by the IdP as

proxies for the principal in authorization queries that use the IsAuthorizedWithToken or
BatchlsAuthorizedWithToken API operations. These identities take the form of tokens that contain
claims about the user, such as IDs, attributes and group memberships. Identity sources provide

identity (ID) tokens and access tokens. Verified Permissions derives information about your user
and session from token claims. Access tokens provide action context to your policies, and ID
tokens provide principal Attributes.

/A Important

Tokens from an identity source user continue to be usable until they expire. Token
revocation and resource deletion have no effect on the validity of a token in your policy
store

(® Note

To reference a user from this identity source in your Cedar policies, refer to the following
syntax examples.

« Amazon Cognito user pool: Namespace: :[Entity type]::[User pool ID]|[user
principal attribute], for example MyCorp: :User: :us-east-1_EXAMPLE |
alb2c3d4-5678-90ab-cdef-EXAMPLE11111.

« OpenlD Connect (OIDC) provider: Namespace: : [Entity type]::
[entityIdPrefix]|[user principal attribute], for example
MyCorp: :User: :MyOIDCProvider|alb2c3d4-5678-90ab-cdef-EXAMPLE22222.
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® Note

Verified Permissions is eventually consistent . It can take a few seconds for a new or
changed element to propagate through the service and be visible in the results of other
Verified Permissions operations.

Request Syntax
{
"clientToken": "string",
"configuration": { ... 3},

"policyStoreId": "string",
"principalEntityType": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

(® Note

In the following list, the required parameters are described first.

configuration

Specifies the details required to communicate with the identity provider (IdP) associated with
this identity source.

Type: Configuration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes
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policyStoreld

Specifies the ID of the policy store in which you want to store this identity source. Only policies
and requests made using this policy store can reference identities from the identity provider
configured in the new identity source.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-/_]*

Required: Yes

clientToken

Specifies a unique, case-sensitive ID that you provide to ensure the idempotency of the request.
This lets you safely retry the request without accidentally performing the same operation a
second time. Passing the same value to a later call to an operation requires that you also pass
the same value for all other parameters. We recommend that you use a UUID type of value..

If you don't provide this value, then Amazon generates a random one for you.

If you retry the operation with the same ClientToken, but with different parameters, the retry
fails with an ConflictException error.

Verified Permissions recognizes a ClientToken for eight hours. After eight hours, the next
request with the same parameters performs the operation again regardless of the value of
ClientToken.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: [a-zA-Z0-9-]*

Required: No
principalEntityType

Specifies the namespace and data type of the principals generated for identities authenticated
by the new identity source.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: . *

Required: No

Response Syntax

{
"createdDate": "string",
"identitySourceld": "string",
"lastUpdatedDate": "string",
"policyStoreId": "string"

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
createdDate
The date and time the identity source was originally created.

Type: Timestamp
identitySourceld

The unique ID of the new identity source.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-]*
lastUpdatedDate

The date and time the identity source was most recently updated.

Response Syntax
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Type: Timestamp
policyStoreld

The ID of the policy store that contains the identity source.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

ConflictException

The request failed because another request to modify a resource occurred at the same.

resources
The list of resources referenced with this failed request.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.
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resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400

ServiceQuotaExceededException

The request failed because it would cause a service quota to be exceeded.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType

The resource type of the resource referenced in the failed request.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint

requirements. The output is provided as a list of fields and a reason for each field that isn't

valid.

Errors
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The possible reasons include the following:

UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

UnrecognizedActionid

The policy includes an action id that isn't found in the schema.

InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more
information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar

Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

Errors
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« FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList
The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example

The following example request creates an identity source that Verified Permissions can use to
retrieve authenticated identities for authorization requests. The specified identity provider (IdP) is a
Amazon Cognito user pool.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T2000597

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.CreateIdentitySource

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"configuration": {
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-east-1:123456789012:userpool/us-
east-1_l1a2b3c4d5",
"clientIds": ["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"

iy
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "MyCorp::User",
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

x-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{
"createdDate":"2023-05-19T20:30:28.2148292",
"identitySourceId":"ISEXAMPLEabcdefgl11111",
"lastUpdatedDate":"2023-05-19T20:30:28.2148292",
"policyStoreId":"PSEXAMPLEabcdefgl111111"
}
Example

The following example request creates an identity source that Verified Permissions can use to
retrieve authenticated identities for authorization requests. The specified identity provider (IdP) is
OpenlID Connect (OIDC).

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.CreateIdentitySource

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

Examples
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{
"configuration": {
"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"accessTokenOnly": {
"audiences": [
"lexample23456789",
"2examplel@111213"
1,
"principalIdClaim": "sub"
}
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
I
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "MyCorp::User",
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

x-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{
"createdDate":"2023-05-19T20:30:28.2148292",
"identitySourcelId":"ISEXAMPLEabcdefgl11111",
"lastUpdatedDate":"2023-05-19T20:30:28.21482972",
"policyStoreId":"PSEXAMPLEabcdefgl111111"

}

Examples
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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CreatePolicy

Creates a Cedar policy and saves it in the specified policy store. You can create either a static policy
or a policy linked to a policy template.

« To create a static policy, provide the Cedar policy text in the StaticPolicy section of the
PolicyDefinition.

« To create a policy that is dynamically linked to a policy template, specify the policy template ID
and the principal and resource to associate with this policy in the templatelLinked section of
the PolicyDefinition. If the policy template is ever updated, any policies linked to the policy
template automatically use the updated template.

(@ Note

Creating a policy causes it to be validated against the schema in the policy store. If the
policy doesn't pass validation, the operation fails and the policy isn't stored.

(® Note

Verified Permissions is eventually consistent . It can take a few seconds for a new or
changed element to propagate through the service and be visible in the results of other
Verified Permissions operations.

Request Syntax

{
"clientToken": "string",
"definition": { ... },
"policyStoreId": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
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® Note

In the following list, the required parameters are described first.

definition

A structure that specifies the policy type and content to use for the new policy. You must
include either a static or a templateLinked element. The policy content must be written in the
Cedar policy language.

Type: PolicyDefinition object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes
policyStoreld

Specifies the PolicyStoreId of the policy store you want to store the policy in.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z20-9-/_1*

Required: Yes

clientToken

Specifies a unique, case-sensitive ID that you provide to ensure the idempotency of the request.

This lets you safely retry the request without accidentally performing the same operation a
second time. Passing the same value to a later call to an operation requires that you also pass
the same value for all other parameters. We recommend that you use a UUID type of value..

If you don't provide this value, then Amazon generates a random one for you.

If you retry the operation with the same ClientToken, but with different parameters, the retry

fails with an ConflictException error.

Verified Permissions recognizes a ClientToken for eight hours. After eight hours, the next
request with the same parameters performs the operation again regardless of the value of
ClientToken.

Request Parameters
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: [a-zA-Z20-9-]*

Required: No

Response Syntax

{
"actions": [
{
"actionId": "string",
"actionType": "string"
}
1,
"createdDate": "string",
"effect": "string",
"lastUpdatedDate": "string",
"policyId": "string",
"policyStoreld": "string",
"policyType": "string",
"principal": {
"entityId": "string",
"entityType": "string"
3,
"resource": {
"entityId": "string",
"entityType": "string"
}
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
createdDate

The date and time the policy was originally created.
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Type: Timestamp
lastUpdatedDate

The date and time the policy was last updated.

Type: Timestamp
policyld

The unique ID of the new policy.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-]*
policyStoreld

The ID of the policy store that contains the new policy.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-/_]*
policyType

The policy type of the new policy.
Type: String

Valid Values: STATIC | TEMPLATE_LINKED

actions

The action that a policy permits or forbids. For example, {"actions": [{"actionId":
"ViewPhoto", "actionType": "PhotoFlash::Action"}, {"entityID":
"SharePhoto", "entityType": "PhotoFlash::Action"}]}.

Type: Array of Actionldentifier objects

effect

The effect of the decision that a policy returns to an authorization request. For example,
"effect": "Permit".
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Type: String

Valid Values: Permit | Forbid
principal

The principal specified in the new policy's scope. This response element isn't present when
principal isn't specified in the policy content.

Type: Entityldentifier object

resource

The resource specified in the new policy's scope. This response element isn't present when the
resource isn't specified in the policy content.

Type: Entityldentifier object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

ConflictException

The request failed because another request to modify a resource occurred at the same.

resources
The list of resources referenced with this failed request.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500
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ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400

ServiceQuotaExceededException

The request failed because it would cause a service quota to be exceeded.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType

The resource type of the resource referenced in the failed request.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode

The code for the Amazon Web Services service that owns the quota.
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HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't

valid.

The possible reasons include the following:

UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

UnrecognizedActionid

The policy includes an action id that isn't found in the schema.

InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more

information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar

Policy Language Guide.

ImpossiblePolicy

Errors
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Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

« WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

« FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList
The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example 1

The following example request creates a static policy with a policy scope that specifies both a
principal and a resource. The response includes both the Principal and Resource elements
because both were specified in the request policy scope.

(® Note

The JSON in the parameters of this operation are strings that can contain embedded
quotation marks (") within the outermost quotation mark pair. When you are calling the
API directly, using a tool like the Amazon CLI or Postman, you have to stringify the JSON
object by preceding all embedded quotation marks with a backslash character (\" ) and
combining all lines into a single text line with no line breaks.

Example strings are displayed wrapped across multiple lines here for readability, but the
operation requires the parameters be submitted as single line strings.

Sample Request

POST HTTP/1.1
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Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.CreatePolicy

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

{
"definition": {
"static": {
"description": "Grant members of janeFriends UserGroup view and share
access to the vacationFolder Album",
"statement": "permit( principal in PhotoFlash: :UserGroup::\"janeFriends\",

action in [PhotoFlash::Action::\"ViewPhoto\", PhotoFlash::Action::\"SharePhoto\"],
resource in PhotoFlash: :Album::\"vacationFolder\" );"
}

I
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

x-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{
"actions": [
{
"actionId": "ViewPhoto",
"actionType": "PhotoFlash::Action"
b
{

"actionId": "SharePhoto",
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"actionType": "PhotoFlash::Action"

}
iF
"createdDate":"2023-05-16T20:33:01.730817Z2",
"effect": "Permit",

"lastUpdatedDate":"2023-05-16T20:33:01.7308172",
"policyId":"SPEXAMPLEabcdefgl11111",
"policyStoreId":"PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {

"entityId": "janeFriends",

"entityType": "PhotoFlash::UsexrGroup"

},
"resource": {
"entityId": "vacationFolder",
"entityType": "PhotoFlash::Album"
}
}
Example 2

The following example creates a static policy with a policy scope that identifies a specific resource
but does not specify a principal. Therefore, the response does not include a Principal element.

(@ Note

The JSON in the parameters of this operation are strings that can contain embedded
quotation marks (") within the outermost quotation mark pair. When you are calling the
API directly, using a tool like the Amazon CLI or Postman, you have to stringify the JSON
object by preceding all embedded quotation marks with a backslash character (\" ) and
combining all lines into a single text line with no line breaks.

Example strings are displayed wrapped across multiple lines here for readability, but the
operation requires the parameters be submitted as single line strings.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com
X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity
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X-Amz-Target: VerifiedPermissions.CreatePolicy

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

{
"definition": {
"static": {
"description": "Grant everyone full access to the publicFolder Album",
"statement": "permit(principal, action, resource in PhotoFlash::Album::
\"publicFolder\");"
}
.
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111"
}

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

Xx-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{
"createdDate": "2023-05-16T21:19:44.528576+00:00",
"effect": "Permit",
"lastUpdatedDate": "2023-05-16T21:19:44.528576+00:00",
"policyId": "SPEXAMPLEabcdefg222222",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"resource": {
"entityId": "publicFolder",
"entityType": "PhotoFlash::Album"
}
}
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Example 3

The following example creates a template-linked policy using the following policy template and
associates the specified principal to use with the new template-linked policy.

permit (

principal in ?principal,

action == PhotoFlash::Action::"ViewPhoto",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.CreatePolicy

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"definition": {
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgl11111",
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111"

Sample Response

HTTP/1.1 200 OK
Date: Tue, 13 Jun 2023 20:00:59 GMT
Content-Type: application/x-amz-json-1.0
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Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

Xx-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{
"actions": [
{
"actionId": "FullPhotoAccess",
"actionType": "PhotoFlash::Action"
}
1,
"createdDate":"2023-05-22T18:57:53.2982787",
"effect": "Permit",
"lastUpdatedDate":"2023-05-22T18:57:53.2982782",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATE_LINKED",
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}
See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
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Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also 59


https://docs.amazonaws.cn/goto/SdkForKotlin/verifiedpermissions-2021-12-01/CreatePolicy
https://docs.amazonaws.cn/goto/SdkForPHPV3/verifiedpermissions-2021-12-01/CreatePolicy
https://docs.amazonaws.cn/goto/boto3/verifiedpermissions-2021-12-01/CreatePolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/verifiedpermissions-2021-12-01/CreatePolicy

Amazon Verified Permissions API Reference Guide

CreatePolicyStore

Creates a policy store. A policy store is a container for policy resources.

(® Note

Although Cedar supports multiple namespaces, Verified Permissions currently supports

only one namespace per policy store.

(® Note

Verified Permissions is eventually consistent . It can take a few seconds for a new or
changed element to propagate through the service and be visible in the results of other
Verified Permissions operations.

Request Syntax
{
"clientToken": "string",
"deletionProtection": "string",
"description": "string",
"tags": {
"string" : "string"
},
"validationSettings": {
"mode": "string"
}
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

CreatePolicyStore 60


https://docs.cedarpolicy.com/schema/schema.html#namespace
https://wikipedia.org/wiki/Eventual_consistency

Amazon Verified Permissions API Reference Guide

® Note

In the following list, the required parameters are described first.

validationSettings

Specifies the validation setting for this policy store.

Currently, the only valid and required value is Mode.

/A Important

We recommend that you turn on STRICT mode only after you define a schema.

If a schema doesn't exist, then STRICT mode causes any policy to fail validation,
and Verified Permissions rejects the policy. You can turn off validation by using the
UpdatePolicyStore. Then, when you have a schema defined, use UpdatePolicyStore
again to turn validation back on.

Type: ValidationSettings object

Required: Yes

clientToken

Specifies a unique, case-sensitive ID that you provide to ensure the idempotency of the request.
This lets you safely retry the request without accidentally performing the same operation a
second time. Passing the same value to a later call to an operation requires that you also pass
the same value for all other parameters. We recommend that you use a UUID type of value..

If you don't provide this value, then Amazon generates a random one for you.

If you retry the operation with the same ClientToken, but with different parameters, the retry
fails with an ConflictException error.

Verified Permissions recognizes a ClientToken for eight hours. After eight hours, the next
request with the same parameters performs the operation again regardless of the value of
ClientToken.

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: [a-zA-Z0-9-]*

Required: No

deletionProtection

Specifies whether the policy store can be deleted. If enabled, the policy store can't be deleted.
The default state is DISABLED.

Type: String

Valid Values: ENABLED | DISABLED

Required: No
description

Descriptive text that you can provide to help with identification of the current policy store.
Type: String

Length Constraints: Minimum length of 0. Maximum length of 150.

Required: No
tags

The list of key-value pairs to associate with the policy store.

Type: String to string map

Map Entries: Minimum number of 0 items. Maximum number of 200 items.
Key Length Constraints: Minimum length of 1. Maximum length of 128.

Value Length Constraints: Minimum length of 0. Maximum length of 256.

Required: No

Response Syntax
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arn": "string",
"createdDate": "string",
"lastUpdatedDate": "string",
"policyStoreld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
arn
The Amazon Resource Name (ARN) of the new policy store.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2500.

Pattern: arn:[A:]*:[A:]*: [~ ]*: [N ]*: . *

createdDate
The date and time the policy store was originally created.

Type: Timestamp
lastUpdatedDate

The date and time the policy store was last updated.

Type: Timestamp
policyStoreld

The unique ID of the new policy store.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-/_]*

Response Elements
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

ConflictException

The request failed because another request to modify a resource occurred at the same.

resources

The list of resources referenced with this failed request.

HTTP Status Code: 400

InternalServerException

The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

ServiceQuotaExceededException

The request failed because it would cause a service quota to be exceeded.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType

The resource type of the resource referenced in the failed request.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400
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ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:

« UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

« UnrecognizedActionld

The policy includes an action id that isn't found in the schema.

 InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

« UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.
» IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

» MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more
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information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

« UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

« ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

« WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

« FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList
The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example
The following example creates a new policy store with strict validation turned on.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com
X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.CreatePolicyStore
User-Agent: <UserAgentString>
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Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>
Content-Length: <PayloadSizeBytes>

"validationSettings": {"mode": "STRICT"},
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

x-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

"policyStoreId":"PSEXAMPLEabcdefgl111111",
"arn":"arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate":"2023-05-16T17:41:29.1034597",
"lastUpdatedDate":"2023-05-16T17:41:29.103459Z"

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

+« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

o Amazon SDK for JavaScript V3
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Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3
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CreatePolicyTemplate

Creates a policy template. A template can use placeholders for the principal and resource. A
template must be instantiated into a policy by associating it with specific principals and resources
to use for the placeholders. That instantiated policy can then be considered in authorization
decisions. The instantiated policy works identically to any other policy, except that it is dynamically
linked to the template. If the template changes, then any policies that are linked to that template
are immediately updated as well.

(® Note

Verified Permissions is eventually consistent . It can take a few seconds for a new or

changed element to propagate through the service and be visible in the results of other
Verified Permissions operations.

Request Syntax

{
"clientToken": "string",
"description": "string",
"policyStoreId": "string",
"statement": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

(® Note

In the following list, the required parameters are described first.

policyStoreld

The ID of the policy store in which to create the policy template.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-/_1*

Required: Yes

statement

Specifies the content that you want to use for the new policy template, written in the Cedar
policy language.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 10000.

Required: Yes

clientToken

Specifies a unique, case-sensitive ID that you provide to ensure the idempotency of the request.
This lets you safely retry the request without accidentally performing the same operation a
second time. Passing the same value to a later call to an operation requires that you also pass
the same value for all other parameters. We recommend that you use a UUID type of value..

If you don't provide this value, then Amazon generates a random one for you.

If you retry the operation with the same ClientToken, but with different parameters, the retry
fails with an ConflictException error.

Verified Permissions recognizes a ClientToken for eight hours. After eight hours, the next
request with the same parameters performs the operation again regardless of the value of
ClientToken.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: [a-zA-Z0-9-]*

Required: No
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description

Specifies a description for the policy template.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 150.

Required: No

Response Syntax

{
"createdDate": "string",
"lastUpdatedDate": "string",
"policyStoreId": "string",
"policyTemplateId": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
createdDate
The date and time the policy template was originally created.

Type: Timestamp
lastUpdatedDate

The date and time the policy template was most recently updated.

Type: Timestamp
policyStoreld

The ID of the policy store that contains the policy template.

Type: String

Response Syntax
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Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-/_]1*
policyTemplateld

The unique ID of the new policy template.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-/_]*

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

ConflictException

The request failed because another request to modify a resource occurred at the same.

resources
The list of resources referenced with this failed request.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.
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resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400

ServiceQuotaExceededException

The request failed because it would cause a service quota to be exceeded.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType

The resource type of the resource referenced in the failed request.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:

Errors
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UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

UnrecognizedActionid

The policy includes an action id that isn't found in the schema.

InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more

information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

FunctionArgumentValidationError

Errors
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Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList
The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example

The following example creates a policy template that has a placeholder for the principal.

(@ Note

The JSON in the parameters of this operation are strings that can contain embedded
quotation marks (") within the outermost quotation mark pair. When you are calling the
API directly, using a tool like the Amazon CLI or Postman, you have to stringify the JSON
object by preceding all embedded quotation marks with a backslash character (\" ) and
combining all lines into a single text line with no line breaks.

Example strings are displayed wrapped across multiple lines here for readability, but the
operation requires the parameters be submitted as single line strings.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.CreatePolicyTemplate

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"description": "Template for research dept",

Examples 75



Amazon Verified Permissions API| Reference Guide

"policyStorelId": "PSEXAMPLEabcdefgl11111",

"statement": "\"AccessVacation\"\npermit(\n principal in ?principal,\n action
== Action::\"view\",\n resource == Photo::\"VacationPhoto94.jpg\"\n)\nwhen {\n
principal has department && principal.department == \"research\'"\n};",

"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111"}

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

x-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{
"policyStoreId":"PSEXAMPLEabcdefgl111111",
"policyTemplateId":"PTEXAMPLEabcdefgl11111",
"createdDate":"2023-05-17T18:58:48.7954117",
"lastUpdatedDate":"2023-05-17T18:58:48.795411Z2"
}
See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin
 Amazon SDK for PHP V3
« Amazon SDK for Python
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« Amazon SDK for Ruby V3
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DeleteldentitySource

Deletes an identity source that references an identity provider (IdP) such as Amazon Cognito. After
you delete the identity source, you can no longer use tokens for identities from that identity source
to represent principals in authorization queries made using IsAuthorizedWithToken. operations.

Request Syntax

"identitySourceld": "string",
"policyStoreld": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

(® Note

In the following list, the required parameters are described first.

identitySourceld

Specifies the ID of the identity source that you want to delete.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-]*

Required: Yes
policyStoreld

Specifies the ID of the policy store that contains the identity source that you want to delete.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
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Pattern: [a-zA-Z0-9-/_]*

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

ConflictException

The request failed because another request to modify a resource occurred at the same.

resources
The list of resources referenced with this failed request.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400
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ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:

« UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

« UnrecognizedActionld

The policy includes an action id that isn't found in the schema.

 InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

« UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.
» IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

» MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more
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information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

« UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

« ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

« WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

« FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList
The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example
The following example request deletes the specified identity source.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com
X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.DeleteIdentitySource
User-Agent: <UserAgentString>
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Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>
Content-Length: <PayloadSizeBytes>

"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

x-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{3

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

+« Amazon SDK for .NET

« Amazon SDK for C++
 Amazon SDK for Go v2
« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin
« Amazon SDK for PHP V3

« Amazon SDK for Python
o Amazon SDK for Ruby V3
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DeletePolicy

Deletes the specified policy from the policy store.

This operation is idempotent; if you specify a policy that doesn't exist, the request response returns
a successful HTTP 200 status code.

Request Syntax

{
"policyId": "string",
"policyStoreld": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

(® Note

In the following list, the required parameters are described first.

policyld

Specifies the ID of the policy that you want to delete.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-]*

Required: Yes
policyStoreld

Specifies the ID of the policy store that contains the policy that you want to delete.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-/_]1*

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

ConflictException

The request failed because another request to modify a resource occurred at the same.

resources
The list of resources referenced with this failed request.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.

Response Elements 85



Amazon Verified Permissions API Reference Guide

resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:

« UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

« UnrecognizedActionld

The policy includes an action id that isn't found in the schema.

 InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

« UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

« IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

Errors
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MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more
information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList

The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example

The following example deletes the specified policy from its policy store.

Sample Request

POST HTTP/1.1
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Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.DeletePolicy

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

x-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{3

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin
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« Amazon SDK for PHP V3

« Amazon SDK for Python
« Amazon SDK for Ruby V3
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DeletePolicyStore

Deletes the specified policy store.

This operation is idempotent. If you specify a policy store that does not exist, the request response
will still return a successful HTTP 200 status code.

Request Syntax

"policyStoreId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

(® Note

In the following list, the required parameters are described first.

policyStoreld

Specifies the ID of the policy store that you want to delete.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-/_]*

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

InvalidStateException

The policy store can't be deleted because deletion protection is enabled. To delete this policy
store, disable deletion protection.

HTTP Status Code: 400

ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:
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UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

UnrecognizedActionid

The policy includes an action id that isn't found in the schema.

InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more

information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

FunctionArgumentValidationError

Errors
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Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList
The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example
The following example deletes the specified policy store.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.DeletePolicyStore

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"policyStoreId": "PSEXAMPLEabcdefgl111111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

Xx-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111

Examples
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Connection: keep-alive

{3

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin
« Amazon SDK for PHP V3

« Amazon SDK for Python
« Amazon SDK for Ruby V3
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DeletePolicyTemplate

Deletes the specified policy template from the policy store.

/A Important

This operation also deletes any policies that were created from the specified policy
template. Those policies are immediately removed from all future API responses, and are
asynchronously deleted from the policy store.

Request Syntax

"policyStoreld": "string",
"policyTemplateId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

® Note

In the following list, the required parameters are described first.

policyStoreld

Specifies the ID of the policy store that contains the policy template that you want to delete.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-/_]*
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Required: Yes
policyTemplateld

Specifies the ID of the policy template that you want to delete.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-/_1*

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

ConflictException

The request failed because another request to modify a resource occurred at the same.

resources
The list of resources referenced with this failed request.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500
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ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400
ValidationException
The request failed because one or more input parameters don't satisfy their constraint

requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:

« UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

« UnrecognizedActionld

The policy includes an action id that isn't found in the schema.

 InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

Errors
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UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more
information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList

The list of fields that aren't valid.

HTTP Status Code: 400

Errors
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Examples

Example

The following example deletes a policy template. Before you can perform this operation, you must
first delete any template-linked policies that were instantiated from this policy template. To delete

them, use DeletePolicy.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.DeletePolicyTemplate

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll1111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

Xx-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{3
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin

o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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GetldentitySource

Retrieves the details about the specified identity source.

Request Syntax

"identitySourceld": "string",
"policyStoreId": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

® Note

In the following list, the required parameters are described first.

identitySourceld

Specifies the ID of the identity source you want information about.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-]*

Required: Yes
policyStoreld

Specifies the ID of the policy store that contains the identity source you want information
about.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
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Pattern: [a-zA-Z0-9-/_]*

Required: Yes

Response Syntax

{
"configuration": { ... },
"createdDate": "string",
"details": {
"clientIds": [ "string" ],
"discoveryUrl": "string",
"openldIssuer": "string",
"userPoolArn": "string"
},
"identitySourceld": "string",
"lastUpdatedDate": "string",
"policyStoreld": "string",
"principalEntityType": "string"
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
createdDate

The date and time that the identity source was originally created.

Type: Timestamp
identitySourceld

The ID of the identity source.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-]*
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lastUpdatedDate

The date and time that the identity source was most recently updated.

Type: Timestamp
policyStoreld

The ID of the policy store that contains the identity source.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-/_]*
principalEntityType

The data type of principals generated for identities authenticated by this identity source.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: . *

configuration

Contains configuration information about an identity source.

Type: ConfigurationDetail object

Note: This object is a Union. Only one member of this object can be specified or returned.

details
This parameter has been deprecated.
A structure that describes the configuration of the identity source.

Type: IdentitySourceDetails object

Errors

For information about the errors that are common to all actions, see Common Errors.
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AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.

resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:
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UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

UnrecognizedActionid

The policy includes an action id that isn't found in the schema.

InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more

information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

FunctionArgumentValidationError

Errors
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Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList
The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example
The following example retrieves the details for the specified identity source.

Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.GetIdentitySource

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT
Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method
vary: access-control-request-headers
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Xx-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

"createdDate": "2023-05-19T20:30:28.1739267",
"details": {
"clientIds": [ "alb2c3d4e5f6g7h8i9j0kalbmc" 1],
"userPoolArn":"arn:aws:cognito-idp:us-east-1:123456789012:userpool/us-
east-1_1la2b3c4d5",
"discoveryUrl":"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_1la2b3c4d5",
"openIdIssuer":"COGNITO"
},
"identitySourcelId":"ISEXAMPLEabcdefgl11111",
"lastUpdatedDate":"2023-05-22T20:45:59.962216Z",
"policyStoreId":"PSEXAMPLEabcdefgl11111",
"principalEntityType":"MyCorp: :User",
"configuration": {
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-east-1:123456789012:userpool/us-
east-1_l1a2b3c4d5",
"clientIds": [],
"issuer": "https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_1a2b3c4d5",
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

Amazon Command Line Interface
Amazon SDK for .NET
Amazon SDK for C++

Amazon SDK for Go v2

Amazon SDK for Java V2
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Amazon SDK for JavaScript V3
Amazon SDK for Kotlin
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3
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GetPolicy

Retrieves information about the specified policy.

Request Syntax

{
"policyId": "string",
"policyStoreId": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

(® Note

In the following list, the required parameters are described first.

policyld

Specifies the ID of the policy you want information about.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-]*

Required: Yes
policyStoreld

Specifies the ID of the policy store that contains the policy that you want information about.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-/_]*
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Required: Yes

Response Syntax

{
"actions": [
{
"actionId": "string",
"actionType": "string"
}
1,
"createdDate": "string",
"definition": { ... },
"effect": "string",
"lastUpdatedDate": "string",
"policyId": "string",
"policyStoreId": "string",
"policyType": "string",
"principal": {
"entityId": "string",
"entityType": "string"
1,
"resource": {
"entityId": "string",
"entityType": "string"
}
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
createdDate

The date and time that the policy was originally created.

Type: Timestamp

definition

The definition of the requested policy.
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Type: PolicyDefinitionDetail object

Note: This object is a Union. Only one member of this object can be specified or returned.
lastUpdatedDate

The date and time that the policy was last updated.

Type: Timestamp
policyld

The unique ID of the policy that you want information about.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-]*
policyStoreld

The ID of the policy store that contains the policy that you want information about.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-/_1*
policyType

The type of the policy.

Type: String

Valid Values: STATIC | TEMPLATE_LINKED
actions

The action that a policy permits or forbids. For example, {"actions": [{"actionId":
"ViewPhoto", "actionType": "PhotoFlash::Action"}, {"entityID":
"SharePhoto", "entityType": "PhotoFlash::Action"}]1}.

Type: Array of Actionldentifier objects

Response Elements
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effect

The effect of the decision that a policy returns to an authorization request. For example,
"effect": "Permit".

Type: String

Valid Values: Permit | Forbid
principal

The principal specified in the policy's scope. This element isn't included in the response when
Principal isn't present in the policy content.

Type: Entityldentifier object

resource

The resource specified in the policy's scope. This element isn't included in the response when
Resource isn't present in the policy content.

Type: Entityldentifier object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.
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resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:

« UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

« UnrecognizedActionld

The policy includes an action id that isn't found in the schema.

 InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

« UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

« IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

Errors
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MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more
information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar
Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList

The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example

The following example retrieves information about the specified policy contained in the specified
policy store. In this example, the requested policy is a template-linked policy, so it returns the ID of
the policy template, and the specific principal and resource used by this policy.
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Sample Request

POST HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com

X-Amz-Date: 20230613T7200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.GetPolicy

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

x-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

{
"actions": [
{
"actionId": "SharePhoto",
"actionType": "PhotoFlash::Action"
}

1,
"createdDate":"2023-05-16T20:33:01.730817Z2",
"definition": {
"static": {
"description": "Grant everyone of janeFriends UserGroup permission to share
photos in the vacationFolder Album",
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"statement": "permit(principal in PhotoFlash: :UserGroup::\"janeFriends
\", action in PhotoFlash::Action::\"SharePhoto\", resource in PhotoFlash::Album::
\"vacationFolder\");"
}
},
"effect": "Permit",
"lastUpdatedDate":"2023-05-16T20:33:01.730817Z2",
"policyId":"SPEXAMPLEabcdefgl11111",
"policyStoreId":"PSEXAMPLEabcdefgl111111",
"policyType":"STATIC",
"principal": {
"entityId": "PhotoFlash::UserGroup",
"entityType": "janeFriends"

.
"resource": {
"entityId": "vacationFolder",
"entityType": "PhotoFlash::Album"
}
}
See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

» Amazon SDK for Go v2

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for Kotlin
« Amazon SDK for PHP V3

« Amazon SDK for Python
« Amazon SDK for Ruby V3
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GetPolicyStore

Retrieves details about a policy store.

Request Syntax

{
"policyStoreId": "string",
"tags": boolean

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

(® Note

In the following list, the required parameters are described first.

policyStoreld

Specifies the ID of the policy store that you want information about.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 200.
Pattern: [a-zA-Z0-9-/_]*

Required: Yes
tags

Specifies whether to return the tags that are attached to the policy store. If this parameter is
included in the API call, the tags are returned, otherwise they are not returned.
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® Note

If this parameter is included in the API call but there are no tags attached to the policy
store, the tags response parameter is omitted from the response.

Type: Boolean

Required: No

Response Syntax

arn": "string",
"cedarVersion": "string",
"createdDate": "string",
"deletionProtection": "string",
"description": "string",
"lastUpdatedDate": "string",
"policyStoreId": "string",
"string" : "string"

iy
"validationSettings": {
"mode": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
arn
The Amazon Resource Name (ARN) of the policy store.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 2500.

Response Syntax
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Pattern: arn:[A:]*:[A:]*: [~ ]*: [~ ]*: %

createdDate

The date and time that the policy store was originally created.

Type: Timestamp
lastUpdatedDate

The date and time that the policy store was last updated.

Type: Timestamp
policyStoreld

The ID of the policy store;
Type: String
Length Constraints: Minimum length of 1. Maximum length of 200.

Pattern: [a-zA-Z0-9-/_]*

validationSettings

The current validation settings for the policy store.

Type: ValidationSettings object

cedarVersion

The version of the Cedar language used with policies, policy templates, and schemas in this
policy store. For more information, see Amazon Verified Permissions upgrade to Cedar v4 FAQ.

Type: String

Valid Values: CEDAR_2 | CEDAR_4

deletionProtection

Specifies whether the policy store can be deleted. If enabled, the policy store can't be deleted.
The default state is DISABLED.

Type: String
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Valid Values: ENABLED | DISABLED
description

Descriptive text that you can provide to help with identification of the current policy store.
Type: String

Length Constraints: Minimum length of 0. Maximum length of 150.
tags

The list of tags associated with the policy store.

Type: String to string map

Map Entries: Minimum number of 0 items. Maximum number of 200 items.
Key Length Constraints: Minimum length of 1. Maximum length of 128.

Value Length Constraints: Minimum length of 0. Maximum length of 256.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
You don't have sufficient access to perform this action.

HTTP Status Code: 400

InternalServerException
The request failed because of an internal error. Try your request again later

HTTP Status Code: 500

ResourceNotFoundException

The request failed because it references a resource that doesn't exist.

resourceld

The unique ID of the resource referenced in the failed request.
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resourceType
The resource type of the resource referenced in the failed request.

HTTP Status Code: 400
ThrottlingException

The request failed because it exceeded a throttling quota.

quotaCode

The quota code recognized by the Amazon Service Quotas service.

serviceCode
The code for the Amazon Web Services service that owns the quota.

HTTP Status Code: 400

ValidationException

The request failed because one or more input parameters don't satisfy their constraint
requirements. The output is provided as a list of fields and a reason for each field that isn't
valid.

The possible reasons include the following:

« UnrecognizedEntityType

The policy includes an entity type that isn't found in the schema.

« UnrecognizedActionld

The policy includes an action id that isn't found in the schema.

 InvalidActionApplication

The policy includes an action that, according to the schema, doesn't support the specified
principal and resource.

« UnexpectedType

The policy included an operand that isn't a valid type for the specified operation.

« IncompatibleTypes

The types of elements included in a set, or the types of expressions used in an
if...then...else clause aren't compatible in this context.

Errors
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MissingAttribute

The policy attempts to access a record or entity attribute that isn't specified in the schema.
Test for the existence of the attribute first before attempting to access its value. For more

information, see the has (presence of attribute test) operator in the Cedar Policy Language
Guide.

UnsafeOptionalAttributeAccess

The policy attempts to access a record or entity attribute that is optional and isn't guaranteed
to be present. Test for the existence of the attribute first before attempting to access its
value. For more information, see the has (presence of attribute test) operator in the Cedar

Policy Language Guide.

ImpossiblePolicy

Cedar has determined that a policy condition always evaluates to false. If the policy is always
false, it can never apply to any query, and so it can never affect an authorization decision.

WrongNumberArguments

The policy references an extension type with the wrong number of arguments.

FunctionArgumentValidationError

Cedar couldn't parse the argument passed to an extension type. For example, a string that is
to be parsed as an IPv4 address can contain only digits and the period character.

fieldList

The list of fields that aren't valid.

HTTP Status Code: 400

Examples

Example

The following example retrieves details about the specified policy store.

Sample Request

POST HTTP/1.1
Host: verifiedpermissions.us-east-1.amazonaws.com
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X-Amz-Date: 20230613T200059Z

Accept-Encoding: identity

X-Amz-Target: VerifiedPermissions.GetPolicyStore

User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"policyStoreId": "PSEXAMPLEabcdefgl111111"

Sample Response

HTTP/1.1 200 OK

Date: Tue, 13 Jun 2023 20:00:59 GMT

Content-Type: application/x-amz-json-1.0
Content-Length: <PayloadSizeBytes>

vary: origin

vary: access-control-request-method

vary: access-control-request-headers

x-amzn-requestid: alb2c3d4-e5f6-alb2-c3d4-EXAMPLE11111
Connection: keep-alive

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl111111",

"validationSettings": {"mode":"STRICT"},

"createdDate": "2023-05-17T16:20:22.75472Z",

"lastUpdatedDate": "2023-05-17T16:20:22.75472Z"

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++
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