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=X:op: EE(BHR) IRER BRHRH &R

10.0.0, 0/16 tgw-attach-123|  VPC BAEE 1
vpc-1234

192.168.0, 0/16 tgw-attach-789 | VPN B 2
vpn-5678

172.31.0, 0/16  tgw-attach-456|  Amazon Direct iR 3
dxgw_id Connect M3

172.31.0, 0/16  tgw-attach-789 Connect 2% 4
| tgw-connect-
peer-123

172.31.0, 0/16  tgw-attach-789| VPN 2% 5
vpn-5678

W BER

P & ThRE B 4 = — TP RF M & 2 2 Thag ( 5130 Amazon Network Firewall B ) BEHEE B R IR Z <
WER. XERTEFICNENEERE VPC,

3 P48 ThREIE % -

« Amazon B SIEMNE B KZEEMEEN
« YREBRAZEBHPENKER | IANERTRE
- REFEBELNEBINNEHREE—HNA

o IBTTLAE A REAAN RS SREBES P N
ZEENESANATHAXZEET , AR gTHA%

XA E LB TR KB EEE RSP RN , MALERERNRAREENED 248 VPC XE
HEMpimR , AL T NELLEE,

P 45 T RS 10
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Amazon Network Firewall 5

Amazon Network Firewall 25 A T ERERS EEHNE A X VPC F Ll —4H Gateway Load Balancer 4%
W RPERIEEAE , ENTHAX—1, Network Firewall EEZR2E BB R RZFEXNERT A
B, XEREFELXNEERE VPC,

BiEERK Network Firewall , B FRBEZE R Network Firewall S B0/ ZMNEERE VPC, IR A1
i, BEEREZE VPC MFM , REEEER Transit Gateway , Amazon ELEFAHIEBEEHEE
FIEXERE, BEEIFNDERMCMEINEEERE , MA 22N IR R

3 FEEM - %= | Transit Gateway A LA RAM-shared M Transit Gateway P & IR & BH K IEFFE &
W, N AEFE KBRS AEN . PIABNEEERRER | BREE N Transit Gateway %
Mk , T RELEFEZEHITRE,

@ Note

- Transit Gateway £ Network Firewall 3% F{X ZFBAKH.
« Third-party RN #p5 X,

BB AENEZENESFEL | 182 Transit Gateway MBI EEIEE,

PR X T SRR
AT RFHMXG I GERR, B R% TR T XA R,
T~ SRS

BT LURHE S P < BL B W IEEFTA VPC # VP Site-to-Site N W EF X B HES. Amazon Direct
ConnectiEiZ A R , FMIEEESEFERKRIABBARMRE , HEBIDHEMKRIABHREK. At ,
FRIEEES T ACNBESIRBEIFE , MEPHEMNMxAERLRE 3= IP EKHES.

A

. Bk

)

- HiR

Amazon Network Firewall £ 11



Amazon VPC

Amazon I EM XK

Bk

TRERTUHZERBENETEARILD . EXHERT |, EEMNx<E=/ VPC EZEH — Site-to-Site
VPN iE#, kB VPCA, VPCB #1 VPC C H# G E i VPC FH MW=L VPN EZER B 19t BB IE

|, BT RRRKEEH,

VPC A
10.1.0.0M16

VPC B
10.2.0.0M16
. VPN gateway
Transit 10 99 99 0,24
gateway
VPC C
10.3.0.0M16
=R

AZFRBIRUTHIR

« =Z/NVPC, BEXEZELR , 2@ Amazon VPC AFEREF M BIE VPC,
s HERX, BXEZEER , 5 H the section called “BIE M x",

« FENX EFE=/ VPC &, BXEZELR , FS 1 the section called “872 VPC iE#",

. £ X LB Site-to-Site VPN Hi#, 4 VPC B9 CIDR HRHMER S P MK AR, VPN EZEFF
BfS , BGP 215N E , Site-to-Site VPN CIDR %2t mMK<EEHZEK , VPC CIDR HARMEIEF
W% BGP R, BXEZELR , iHS M the section called “8l7E 5 VPN By M ERE",

% B F Amazon Site-to-Site VPN AP IEEHTMEF MR EZHER,

B FR
#1 VPC EF— AR , FEPENXE/F-IMBEHRK,

FREM K5 =R
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Amazon VPC

Amazon &3 M

VPC BHE

BN VPC EE—1NEE 21 REMNBEHR, F—15%ER VPC HAM IPv4 BEHAVERINRE ; LE%E
AV VPC HRBIMERERE. F-NRBNAAEEM IPv4 FRREBHEBEIPEMRX, TRERT

VPC A E&H,

B8t

10.1.0, 0/16

0.0.0, 0/0

RE MR R &

THR—MEPERNEZNRINRBERTO (ERATRAELRE)

=]:op:

10.1.0, 0/16

10.2.0, 0/16

10.3.0. 0/16

10.99.99, 0/24

FEFMX BGP &

B#R

Attachment

Attachment

Attachment

Attachment
connection

EFMX BGP XE&E LT VPC IP CIDR.

* 10.1.0, 0/16
+ 10.2.0, 0/16
+ 10.3.0, 0/16

Target

b

tgw-id

for

for

for

for

VPC A

VPC B

VPC C

VPN

PR ESRE

3]

&1

&

&%
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0l BRE VPC

BACRPENREENZ M BENEAR. SRUTEASDIREMX , BERBMEZTRERN
BRTARKERNRENE. EEARTD , B RENRHIBERE N REAR. ASRERNRHZEX
BROVERBEBHEARFSXEBBHRIK, 55— MR HFRERAELE USSR B RIK
It , BT EFHESEBEE S - RERH R EEIN P EERES.

AN

= o}

TRERTHZSHRENTEARIS, KE VPCA, VPCB M VPC C WEHIESRBIIhEM X,
kB VPC A, VPCB # VPC C FLLEEM N BN FRHNHESE ABSAmMNX , RAEKRHET
Site-to-Site VPN E# ( MR B TZMNEN ) . RKE—1 VPC HFE—1 VPC FHFRERFBEH
HEYEIED (HI0M 10.1.0.0 F 10.2.0.0 ) BEHPHMXHTIHRE , NEHFHEEXEHES , BR
EHREMXBHRKRPEEEINEH.

VPCA
10.1.0.0M186

VPC B O
10.2.0.0/16 —

VPC C C\'\ VPN gateway
10.3.0.0/16 10.99.95.0/24

=R
AZFRBBUTHIR

« =N VPC, BXEZEER , 5 Amazon VPC AFERT M BEIE VPC,
s FEMX, BXEZEEL , iS5 the section called “BIEFHM K",

FREM K5 =R 14
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Amazon VPC Amazon 33 &M %<
« FEMXEATF=1 VPC W=NiEE, BXEZEEL , S the section called “812 VPC &

- EHMX R Site-to-Site VPN Kif#r, BXEZEER |, {55 the section called “Bl1E2 5 VPN #
BN CIER, W{RIEEE T Amazon Site-to-Site VPN AP IEERFHES MXiZZHER,

£ VPN E#EF G , &I BGP £ , VPN CIDR &R EMXIKE R , 3 VPC CIDR
EFPMX BGP &9,

3% FH
1 VPC #iE—1NEBHEX , MAERXERNEKHEX : —MNTF VPC , Z—1HTF VPN E#,
VPC A, VPC B #1 VPC C f&H &

B84 VPC EF—1NE2 2 M KENBEAR. F—1MKER VPC FAM IPv4 BRHAMNMIARE ., LFE
1% VPC R SEPIRBHERE. E-IMFENMAERM IPv4 FTRRERAIIFEMR, TRETR
7 VPC A B&H,

B &Yt Target
10.1.0, 0/16 7K it
0.0.0, 0/0
tgw-id
H R Y 5 2R F R

LSRN VPC ERA—MEEEEK , N VPN EEER —MEER.
VPC E#ELTHRBERMEXRE , ZIRARES VPN EXMEZERE,

BH9 817 B
10.99.99, 0/24 Attachment for VPN
connection e i

VPN E#ZELTRARMEXE , ZBHREFEN VPC EEMNABEH.

SIS P S E SR 15
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Amazon VPC Amazon I ER %

H#ith B4R gz Egid
10.1.0, 0/16 Attachment for VPC A i
10.2.0, 0/16 Attachment for VPC B & 1%
10.3.0, 0/16 Attachment for VPC C i

BREFENREHRHRFEBEHANESELR | BHSEE Transit Gateway F /3 F 220 32 P 5% B8 H 3R AV
Amazon & H &%,

FEFMX BGP &

ZFMx BGP REE LT VPC IP CIDR,

* 10.1.0, 0/16
* 10.2.0, 0/16
* 10.3.0o 0/16

T~ EERERSHREE VPC

BANFHPEMIEEN S MARERSHBEERHR. XRLUTEAS/NFENX , BERBIE
BEUREANRR TIRMEANRES. EARF , B RENRARBELENIBHR. TE5R
ERERHRRRAERSEEERARASIERBRKEK, 51 RENEHIRRKAEZETLUNEK
FEaRBIRLE  ERERBEIRAT S —MNEERHFNEESINFERBES, EETUFRE
BEHAIRAERS , INAEZRSHEUBESD. NIRECEEFERENE  EXEHFEARERS
({ﬁﬂﬂﬂif*?ra,») , MBI LAERAZA R

P
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Bk

TRERTHZREENETEARES . KHE VPCA, VPC B M VPC C HLULEEM A B /Y HY 7
M HELE LBTERMXHEITIRE , ASEEE Site-to-Site VPN HIZF Mk, MRHKIEFEEKRE
VPC A, VPCB & VPC C Iy FM 3L VPC A, VPC B 5 VPC C FRIEANFM N B #yith , PR
BEAREMXETIRE , BRTHERNRBHRPXAEXEFMAKRE , HWFHEELE, X8 VPC
A. VPC B # VPC C 71 VPC D fEN B it N iz BB R MX 21T M , AFHMEE VPC D,

VPCD
10.4.0.016

VPCA
10.1.0.0/16

VFCEB
10.2.0.0M16

Transit gateway

VPCC
10.3.0.0M16
VPN gateway
10.99.89.0/24

RIR
ALHFRBIBUTHIR

« MANVPC, EXEZEER , {555 Amazon VPC AP EEHF M4 VPC,

« REMK, BRXEZER , BSEMEFENX,

s FERNX EENMNMERE , 81N VPC —1, BXEZEE |, S the section called “f% VPC &
¥,

« £ X E# Site-to-Site VPN i, BXxEZEE |, i5SH the section called “8l2 5 VPN B/
HEMRER,

WREEE T Amazon Site-to-Site VPN AP IEETRHNEFNXIEZENER,

£ VPN E# B35 , HEM BGP 1% , VPN CIDR &2 P MXEMEK , 34 VPC CIDR #inE
FEFMXx BGP &kH,

- MEER VPC HERERBERXEK , AABIAERER,
- SMENRS VPC BIERHERARXE , AL BIR M RHAR.

FREM K5 =R 17
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Amazon VPC Amazon I ER %

B FR

81 VPC A —NMEHK , PEMXAMNEHEEK . —MNAT VPC, Z—1AT VPN EENHAZR
% VPC.

VPC A. VPCB. VPCC M VPC D A%

B84 VPC HEF-—IMLEFNMKENBERK, F—NRER VPC FAMRANMRKIAZKE ; XW%E
A% VPC RRRAIER I 2 B#TEE. F-MRENMAEEM IPv4 FRRERB T PEMX,

B Yt Target

10.1.0, 0/16 IR ith

0.0.0, 0/0 transit gateway ID
AP X < B B 3R

b EA VPC ERA—MEREEK , A VPN EEEH —MEH K,

VPCA, B Ml C EEEUTHEERMEXE , ZRARER VPN EENEBIRHEUK VPC D BVEEHN
fRIBER

B By B #r BREER

10.99.99, 0/24 Attachment for VPN 115
connection

10.4.0, 0/16 Attachment for VPC D &%

VPN E#EFEZRS VPC (VPC D ) EEELUTHRARMEXE , ZBHKREFERSA VPC EEZEHN
%B., XHETLEN VPN EEMEZRS VPC 5 VPC #ITEE,

B /Y ity B#r LR
10.1.0, 0/16 Attachment for VPC A iR
10.2.0. 0/16 Attachment for VPC B &%
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B 4t A5 APl

10.3.0, 0/16 Attachment for VPC C &%

BXEZER , HSH £ Transit Gateway F /8 AR/ A XM < EH KN Amazon BH&E.

EFF R BGP &
EFMX BGP RAEPAIXMA VPC # CIDR,
R XS F R

LA NESNRERK ZECIRPEMINEERE, RE , BIUESN R KA EREZF B BR
B, ®ZF=F , VPC M VPN EZHEHRERRMKXIRIABBERMAXE , HEBIPENXRINEEAR. 8
NRERFREBEREE — MO PRI FEZENBSEA,

A

i |EE o

N
Sm

=
B

Bk

TRERTHZEEENETEARID. EHRMNX 1 EFEAD VPC M4 |, £HIMNX< 2 5 — Site-to-
Site VPN iE#%, X8 VPC A #1 VPC B Ay FM H1E [ Internet WHIEEET FEMX 1 8l , AR
BEH#ERX 2, REEHE VPN EE,

10.0.0.0/16

VPCB
10.2.0.0/16

Transit gateway 1 Transit gateway 2

RIR
AMZROBUTRIR

« WM VPC, BXEZER , 5 Amazon VPC AP EEH I AIE VPC,

FREM K5 =R 19
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Amazon VPC Amazon I ER %

s MMHERMXK, BTN THRENXEHFTRENXEF, EXEZEL , S the section called
“BlEPEMNX",

« B—NHPERKXEMNHEN VPC EE, BXEZEER |, 5 the section called “B1E VPC #E$#",

o B AMMEmMMR LB Site-to-Site VPN £, BXEZEE |, 1S the section called “B1E 5 VPN
R ST IiE RS, S4B E Amazon Site-to-Site VPN AP IEEHRNEZ Mg ZHNER,

s MNFERMXZANPHENXINFEE, BXESZEE , iB5H Amazon Transit Gateway H ) 3%
EESSESE:S

£ 812 VPC E#ER , 81 VPC 19 CIDR F&BRIFHEMX 1 WEEHAXR, VPNEEBIIN , 2KEN
TRE -

« B3 T BGP &1iF
« Site-to-Site VPN CIDR % EZEMMK 2 WEHER
« VPC CIDR ARMEIEFMN>x BGP &XH

&

B8/ VPC 8B — N EBHEK , 8NP HERMIHBE - BEAR.

VPC A # VPC B B H &

B8/ VPC EE—1NER 2/MKEMNKAR, F—1MRKER VPC B IPv4 BBHANMINFZE. AN

& Bz VPC M RIFEEBHEBRE., F-NREFMAEHM IPv4 TRREBBHEIFEMNK, TX
E£7RT VPCA BH,

B &Yt Target

10.0.0, 0/16 S

0.0.0, 0/0 tgw-1-id
R AR R 5% B B 3R

LT RPEMX 1 NRIABBERTA , ERERATRAEE.

FREM K5 =R 20
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Amazon VPC

Amazon &3 M

=]:op:

10.0.0, 0/16

10.2.0, 0/16

0.0.0, 0/0

B R

Attachment ID for VPC
A

Attachment ID for VPC
B

Attachment ID for
peering connection

LR R EMX 2 NARIABBERRO , HHERA TIRAEE.

Sq:op:

172.31.0, 0/24

10.0.0, 0/16

10.2.0, 0/16

BEFMXx BGP &

B R

Attachment ID for VPN
connection

Attachment ID for
peering connection

Attachment ID for
peering connection

EFPMX BGP XREELUT VPC IP CIDR.

+ 10.0.0, 0/16
+ 10.2.0, 0/16

R BB BRI R SR R A R

BB EPERMX , FHGEERMNRE

XMW VPC,

BREASRE

& 1%

& 1%

G
o

RBEBRMMKH VPC BEHEIEE NAT WK B Bk X

FREM K5 =R
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oES
. Bk
. BR

- BXH

Bk

TRERTUGERENETEARIBS . EHNARFNT VPCAFVPCB #F , XERNARFR
FEEHIEEBEMIGR, BAILLA VPC C BEXLNE NAT MAxMEBMMx , 7 VPC EZEENLE
FM. B VPC EERFHMNX, BERME , MEXE VPC A 1 VPC B WHHM BT EL S
VPC C Bysh#M %, VPC C iy NAT MR ER B I BEBRMM K,

i :3+ @

@ Private subnet Private subnet

o o

IR

N R THIR

« = IP #ubEE BT HE B R ERM VPC. BXEZEE , 155 M Amazon VPC R EREHH 4]
2 VPC,

« VPC A Ml VPC B &#E AT EC2 RHINALEFM,

- VPCC EBUTHE :

« MiinE VPC WEBMMXx, BXEZEL , HS @ Amazon VPC A F IS RY 62 H K B Bk
LLES

FREM K5 =R 22
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Amazon VPC Amazon I ER %

- BEENAT MW EBETN, BXEZEE , i5H Amazon VPC BFIER I EIZE NAT WX,
s BTHERMXEENALEFN, REFRNSLAEFRETRER—NMNTAK,

o —IMNHRERMRK, BEXEZEE , 5 fthe section called “BIZEHFHEM X",

. AEMXEE=/ VPC iE#E, 81 VPCH CIDR G BIDHMABHR,. BXESZER
2% the section called “#ll2 VPC i&##”, 3 F VPC C , BAREAFILBFMOIEiERE, MREER
NEFEERERE  NKFRELKBIERMMX , EERKMNMXSERFRE , RAXRMEELE
P #rtit, B FEZERERE FRNP , RENEHE NAT W< , NAT R ERAEME IP thik /R IR
IP #h it R E KL BBEBMM X,

B R
81 VPC MERKHERK , FRFHRMXREFT—MBEX.

BB &

- VPC A WEEH &
- VPC B BRI«
- VPC C HBRH*
- PEMXEBAE

VPC A g

LTR—ANROIEHEK. E—NKEME VPC FRIKBIEBHERE. E-NMKBENMAEM IPv4 F
b4z J: E Lk 2P

=R:0p: B #%

VPC A CIDR it

0.0.0, 0/0 transit-gateway-id
VPC B BRIk

LXTE PNROIBEK. B—MREMEZ VPC PRSP HEERRE. -1 5KBENMAEEM IPv4
PR RS 2 PR MK,

FREM K5 =R 23
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Amazon VPC Amazon I ER %

B #ith B4R

VPC B CIDR R

0.0.0, 0/0 transit-gateway-id
VPC C KB

B 6 BB R < AN IS R 2R NAT MBI FREEN LB TN, 5N FRRENBEFM,

UTRAB TR RAIRER. F—1MREME VPC PHIRFIERBHERE. F-IMVE=AKEF
VPC A M VPC B RUREIRHAEIhEMK, RRFEFMAAEEM IPv6 FRRERAIERMMX,

B Ayt B #R
VPC C CIDR it
VPC A CIDR transit-gateway-id
VPC B CIDR transit-gateway-id
0.0.0, 0/0 internet-gateway-id

LTRAEFMHNREEER. F—1FKEME VPC FHRPIEBHEERBRE. E-1%BFMEHEAM
IPv4 F M & 8% H 2 NAT M,

B /Y it B 5

VPC C CIDR S, i

0.0.0, 0/0 nat-gateway-id
FP 3% X < B FH 3R

LTRAPEMXEBEHRRNTRE. 81 VPC K CIDR RFEEBFEMXIRHER, HARAFHEER
MREKIEE VPC C, ZAILUEZREE 8 VPC CIDR 7 0 B8 2§ B 5k FE LE 88 VPC B1E.
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CIDR Bt 44 PR HRE
VPC A CIDR Attachment for VPC A & 1%
VPC B CIDR Attachment for VPC B £ 1%
VPC C CIDR Attachment for VPC C i
0.0.0. 0/0 B

Attachment for VPC C

R HEPRS VPC HHYRE

BRI VEHRZRS VPC FEEIRE ( HIEEIER ) . 1 Transit Gateway EEZ BEHNWAERE
BXBAHAERS VPC FRRBHITRE, BAREERNG , PEMXERARRFELERIEE VPC
FIEANANEED  UEERNEGTARRNTRELEEI, PHEMXARERESAHERNMEE
O, XABENEREANMAREH , TRENEGAHR , ©RES VPC EEZEHME— 7 A X
H, MRENEMDESNHREMNMX , MSNMNPERXFRFECHXIERERMY , HEES N PEMXT
PURBRAREIMMEED,

BT — NP EMREESNRE VPC , RIDRM S, HSMPEMREESEMRE VPC HT8E
ﬁ'LIEIJIL*E'EE .jj EF'EgH*Téfﬁﬁt/\?-l)lb'{ﬁ/j&{nzmso

/A Important

FEREMBINRER PR ERE— Transit Gateway EZEMESF VPC (REVPC) , I
1x%$E‘ETEﬁ;;|L§'fJL%IEEﬁE%EE ZZD%;J?%HEH\&H:THE’J'?EW%JEEL N5FRE A 6E
£k, MMREHK VPC EHPKB S —AIMX (WEMEBHX ) WRE , ARERERE
FiXLEREBREBPHEMKERE , WREFAELEXK,

- ERNAEELRARBEXTRSPIZERNLRRE , RN ZERTESEMTTHAXR
. REARBFEXN , RESFRFIRETAX,

SIS P S E SR 25



Amazon VPC

Amazon I3 #E R/ x

- BREREMNREEK
- B

Bhig

TRERTHZREENETEARED. PEMXBE=1 VPC E#. VPC C BH1=MRS VPC, VPC

A VPC B 2 HIRVREREHE PEMX , RAEHEET VPC C PFHRZLRBFATRE , EEKMHET
LB, RER—NMERSHRE , RLFRNREBERNBARE. N TRASTHYE , VPC

C BN AARXFEHE —MRE,

VPCB
10.1.0.0/16

_______ Request traffic

_______ Response traffic

AL ROBUTRIR

« =N VPC, BXRESFEER,

Availability zone 1

Availability zone 2

VPC C (shared services)
192.168.0.0/16

B ] o ]E Appliance }
Subnet A Subnet B

] }[ Appliance }
Subnet € Subnet D

H5 i Amazon VPC AFEEEH K €IZE VPC,

FREM K5 =R
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Amazon VPC Amazon T E W<
« FENK, BXEZEE , i5SH the section called “BIZE IR X",
« =ANVPC i - BN VPC —4, BXEZEELR |, i3 the section called “Bl & VPC E#7,

XFEA VPC &8 , BFEENATAKXFIE —/\?I_Jo NTFHERS VPC , REFREZ R REMNF
BMXIRHAE VPC WM, ERIE RGP , XERFR A M C,

F VPC C #9 VPC i#3Z , BAREZFERNLTE , UENMARERHE VPC C R ERFAEMEH T
AX.

Amazon VPC 2|8 X FiRZF KN, B A LIEA Amazon VPC API,  Amazon B#FF %
ITESQ, BRAEZERXHE Amazon CloudFormation, Amazon CLI 0 , fF --options
ApplianceModeSupport=enable & NZ create-transit-gateway-vpc-attachment 2 modify-
transit-gateway-vpc-attachment %

® Note
BEERX THREENHRBRLE VPC IR B FRRERRIL,

BRBRBMRZER

WMRER VPC EEBHZSANTRAKX , A BEFTEBEZRE —RBBEHRENN B RENZERY R E LA
ITIRARE , BHREMEN VPC EEERARZEA X,

EXEZEER , 55 Amazon BEFMWEFKRELN,
RERIEEEANNITRH

MRFFEAKRBA , PEMXSZHERTARXAN VPC i ARFRERH  EXRETXE
B, AAETARENHERZAAXFRES VPC EEXEKNFME , REX2EERECRER
ATHX,

TEHERKARBEAREERXERMNZE, JRBE VPCB AKX 2 WA HEERPHENAXEKEE VPCC
FHR—TAHAX, Atk , AFTAKX 2 FRIERFHERE VPC A FRNEBER , REBEH.
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Amazon VPC Amazon I E R %

Awvailability zone 1

= }E Appliance }
Subnet A Subnet B

Availability zone 2

] ]{x Appliance }
Subnet € Subnet D

VPC C (shared services)
192.168.0.0/16

VPCE
10.1.0.0/16

——————— Request traffic

_______ Response traffic

B

B8/ VPC BB —NMHZNEHK , PEMXEHRMEEAR.
VPC B H&

VPC A #1 VPC B

VPC A B WEEHAREE 2 M%B. F—1%B R VPC At IPv4 BRHMMIASZE. WBIAZKEBE
% VPC FHVRAREBHEERF. B-MFENMBEEM IPv4 FTRRERBTPEMNX, LTR VPC
A BIBE R

B Ky ith Target
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Amazon VPC Amazon I ER %

B iy it Target
10.0.0, 0/16 b
0.0.0, 0/0 tgw-id
VPC C

#ZPRS VPC (VPC C) R T BN FRMATRMB AR, FM A BAEMAEA (SEIR VPC &
FHEEL TR ) . TR A 0B ERSFAERRBHETR B HHEE.

B it Target
192.168.0, 0/16 7 i
0.0.0, 0/0 appliance-eni-id

FM B (BE8RE ) NIRARMNRER B D HHEMK,

B /Y Target

192.168.0, 0/16 7R b

0.0.0, 0/0 tgw-id
H % P 5% B8 F 2k

MK VPC A M VPC B A —/NEEHE , HIHEZERS VPC (VPC C) FRA—MEHE.

VPC A #l1 VPC B iE#EZESLUTERHARKKEK, BAXRNAERERHE VPC C,

B 4t A5 APl

Attachment ID for VPC

0.0.0, 0/0 c BS
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Amazon VPC Amazon I ER %

VPC C EEESUTHRBERMEXEK, ©RRERHAS VPC A M VPC B,

=X:0p:1] B #r LR
10.0.0, 0/16 Attachment ID for VPC 1215

A
10.1.0, 0/16 Attachment ID for VPC 1%

B
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Amazon VPC Amazon I ER %

#FE : Amazon Transit Gateway A’

LT R A # B2 2% Amazon Transit Gateways RHI PR, A THEFRNESHTERLIE—
NRERK | REFERLPERCEREF N VPC, B LA Amazon VPC #4145 Amazon CLI 3k
BB REMK,

£%
« ##E : Amazon VPC & XAl Amazon Transit Gateway
« 3iE . £/ Amazon 51781 T Amazon ransit Gateway

¥ 7= : Amazon VPC 2% & K 4]2 Amazon Transit Gateway

HEAHES , L2 MAER Amazon VPC #2H &R 62— NRARX , FRHEN VPC EEFZ
Mo, ZRFEIZREMK , FFHD VPC MIMEZMX , AGERELENKE , URIAHEMXEEN
VPC Z HHEE.

FRF M

s EERFEAPEMXNELERG , HER - MNXEHAEEHEN VPC, XL VPC B CIDR BEFEETT
2HE , B TEFEEES8, E81 VPC 33— Amazon EC2 £fil, BEXxEZEE , 53
{Amazon VPC A ¥gm)Y FM6IZE VPC M (Amazon EC2HFIERE) T/ B 315=4H4,

s BREENTLHEBNBEEERENTEN VPC, MRBFEMXBHRTEEHENSEE , PHEMNX
TLEBEIEEDN VPC 9 CIDR,

s WITRMEFEAPERNKMENNE, BXEZER , 85H B KGR EE Amazon Transit
Gateway,

o MBEEARABNEVZEARM ICMP AN | MTEEEVLZEHNIT ping #B1E, EXEZEER
2R (Amazon VPC AF1ER) FMEEZ =AM,

&1

%

Nil
B

: BIEPERN X

: fF VPC EEF R EM X
 EHREMXS VPC Z 87N H
L i P AR 5

I B e R 5%

Nil
B

C |\
AN '\‘%na! '\‘%na! AN AN
S S R [

Nil
B
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https://docs.amazonaws.cn/vpc/latest/userguide/create-vpc.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-security-group-rules.html

Amazon VPC Amazon I ER %

HR A RIEPEMX

HICOERRRMKE , RINGE-PRINNPEMREHSE |, FRFEAERINGREKREE BRI IANE
7 R

P EM K

1.

2
3
4,
5

o

8.

9.

BN LA T Mt 3T Amazon VPC #%|#& : hitps://console.aws.amazon.com/vpc/e
X EESEP |, EEREELIE VPC B EAN X,

ESMBERET |, % Transit Gateways (FFMK),

%% Create Transit Gateway ( SIEHEMNX ) .

( A& ) T Name tag (BHRE) , MAPERMKINER. XLIBRF B ENRIURFEE
EHBMERNENIRZL,

( °3% ) X4 F Description (#i&) , % A FEMHEIR,
EREPEMARI D PIRITUTERE

1. X¥F Amazon side Autonomous System Number (ASN) ( Amazon % B8R4 RE (ASN) )
BMAPEMIHFAE ASN, XN IZZ2HFRMX ML (BGP) £iEH Amazon i%HY ASN,

XF 16 1 ASN , SEE N 64512 % 65534,
XTF 321z ASN , SEE N 4200000000 E| 4294967294,

MREBEZXETE , RNBWEN BN FEMXERME—R ASN,
2. (k) RBERBERAUTERREZ—
« NEEIFHEMKH VPC 24 DNS X#F,
o MEEFIAPEMXH VPN EERMS VPN ECMP X#,
« MIABH RIS B3R PR ERES I 53 W < B RIS B R AR ER.
- MNBHAREBESBIFREAREEE BT P EMRHRIABEBR,
« AB/IIFRVE L PN 62 A EE,

(k) EREBEKSAZEIRS+ , AREEHIEIATERE. NRERA , WaazmER
T, BN, SIS EHIELERE R,
(A& ) TR EMx CIDR 3REF5 , A IPv4 i3t iR K /N24 CIDR 3R |, 04 IPv6 #hik A0 /64

R E AR CIDR R, EAIUXRKREMABEHFLE IP #thbiSBHE , 1B 169.254.0.0/16 SEE AR 5&
H) VPC E 3 A ith X 4% it 31t BB B RYSE B P RV b ik BR Ao
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https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

® Note

MRBIEEEE Connect (GRE) iE# PrivatelP VPN , NEAKE M >< CIDR R,
MK MILSEE M PEE R S (GRE/PrivatelP VPN) 2Bt 1P,

10. ( Wlik ) EEEFREMRNBERS , E—-FSRE,

1. IEFRFIRZ,
2. MABBEHNKREKE,
3. BEREARMIIRLLURMESHRE , KU T—F,
11. 1% Create Transit Gateway ( SIEZFHEMX ) . SIEMKE , PEMXNAHRESN

pending.
S 2N VPC EEBPEMX
FILEL-BoPUENPENKE TN ATRRE , 0B ERE, N8 VPC 2IEESE,
BINEERIETHA VPC , HESAN VPC HE3 7 —4N EC2 K4l , tnH Rk e R &4

B2 VPC B Transit Gateway & #

—

BN AT Mt TH Amazon VPC #&l& : https://console.aws.amazon.com/vpc/o
ESHMBEES |, %$F Transit Gateway Attachments ( FEMRERE ) .

1%£$% Create Transit Gateway Attachment ( BI2 P EMKERE ) .

( @& ) X¥F Name tag ( BMHIRE ) , WAEEN B,

X F Transit Gateway ID ( FEMK ID) |, ERERA T EENFPERN X,

X F Attachment type (E$ZEERH) | & VPC,

%% 2755 A DNS support (DNS X#). X T4k |, iE20/8 A IPv6 support (IPv6 X ¥5).
XF VPCID , iR EKf iNEI P EFMXH VPC,

¥F Subnet IDs (M ID) , AHENXEATHEARENENTAXFERE—NFN, BHTE
DPEE—NFM, BRENSNTHXBERE —NFN,

10. #%# Create Transit Gateway Attachment ( S22 FEMNXIERE ) .

© © N o g M 0 b
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https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

BMEEMBRAESEF - MBERKRK, BERTUSEINSNEERE, EREERENIXAH , &
REPEMIWEARS  REEERBH, BRESEE , IS H the section called “HH MK 5 ETR
EO

HBR 3 EREMKXE VPC Z R INER B

BREARTESHSWAMBAEKRE , EMNBRELEIHNE M P i REXE VPC BT —NRR. B
BEAIFEAMEH BN MPEMNXIESRE ID BAEH. AXESER , F5H Amazon VPC AF
EREPR R KRR H.

[6) VPC % B 3k *P 78 t0 8% B

1. BELATMutiTH Amazon VPC ###1& : https://console.aws.amazon.com/vpc/e
ESMERT , EFEHAK.

EE S VPC XERRY B R &R,

1% Routes (B§H) W+ , AF1%EFE Edit routes (SmEREH).

% Add route (RN ).

£ Destination ( B#YitE ) Flieh | S A B KM IP #it5B@E. X TF Target ( B#5 ) , #%4F Transit
Gateway ( F#HMx ) , RFEFEHREMX ID,

7. ERFREFEER.

2 T

SRR 4 AP X

BRI EINRERMXERIIOE |, FER | BIEEFSA VPC H1—4 Amazon EC2 K| , RfE
EelzBREHE , W ping v t. BXEZEELR , H2H (Amazon EC2 AF1EmM) FHEEIE
# EC2 354,

S5 MERPEMK
LR EREREMAA | A UM .

BT REMBREARRERNPHEMK, NREZHBRFEERNFRMX , WRE SR RETH RIX
LiEE ARSI EMBRFHRMR, —BEPERRMXEMER , EREFELNE~ERA,

i B A% P 5%

1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
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https://docs.amazonaws.cn/vpc/latest/userguide/route-table-options.html#route-tables-tgw
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon 3% M3k
2. TESMBEED , & Transit Gateways ( FEMK ) o

3. EBEHREMNX , REMIKIER Actions ( #1E ) . Delete transit gateway ( HilBRPFHMX ) .

4. WA delete , R/SIEZMIBR,

Transit gateways ( F#M3< ) WHE L P M<K State ( IR7S ) 79 Deleting ( EETEMIBR ) o HIER
&, M TTE A BR A R

#iE . £ A Amazon i =1TRIE T Amazon ransit Gateway

EAYED , BREIUAFEAVNELARMR IR VPCs MRE#EEF]Z Amazon CLI Mk, &
FoIBERMK |, EERINMRK VPCs , RAEREXLENH , UBREHNXSEN 2 BNEES
VPCs,

FoR A

FazEl , BHRECEZUTRE :

« Amazon CLI BERZEHEE T ELHHNR, BEEKREZE Amazon CLI , i5Z @ Amazon iR 1THR
[P =

« B VPCs T aEMREIt TREE R CIDRs, BXEZEE , HZ M Amazon VPC A sy B
VPC,

- 8MNVPCHRE—/EC2 k4|, X1 VPC /531 EC2 EXHINLSRE , 5@ (Amazon EC2 A
F1Em) FHE3IEH,

s ZEAFBEAN AT RFIZEN ICMP RE, BXZLHNESZER |, ESH (Amazon VPC AF g
M) PHFEAZEAXREHEE Amazon BRHRE.

« AEAPEMXERTFEIN IAM R, EEFELRXMXK IAM R , i5ZFHAmazon Transit Gateway
}SEEH Amazon Mk BHMHREE,

- IR SIEPRERX

- HER 2 BIFREMx A RS

- FR 3 FEM VPCs EEIEH AT MK

c P4 BRIEPENKEEERAHR

« FR5 HENRKMKRM 2 B ARNEEL VPCs
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https://docs.amazonaws.cn/vpc/latest/userguide/create-vpc.html
https://docs.amazonaws.cn/vpc/latest/userguide/create-vpc.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-security-groups.html
https://docs.amazonaws.cn/vpc/latest/tgw/transit-gateway-authentication-access-control.html

Amazon VPC Amazon 3% M3k
« ZE 6 MiAiERMK
- SBR7 BIRPEMIEZNPEMX,

o 25t

HR A RIEPEMX

BIEERMKRE , Amazon 2EIE—NERIANARMXEEHE , A FHEAERIARKEEHRMIRIAE

BRABK, UTR—ME us-west-2 X HH create-transit-gateway iHRRHl, ZFERPE
f£i% 7 Hftb options, BXi%create-transit-gateway@mSHESZELE | SE A LUEBERB1EE
LIS |, ES @ create-transit-gateway,

aws ec2 create-transit-gateway \
--description "My Transit Gateway" \
--region us-west-2

W RO R RP M BRI, TR HIREIR Options HHEINME,

"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "pending",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway

Amazon VPC Amazon I ER %

® Note

W SRHREAXEHAUNENDPENNELE , 2FEH ID. Bl THHEMX ID
(tgw-1234567890abcdef0) , FESBAIGEEFAHZ ID.

HUR 2 WU EE M5 A B RS

BIBRPEMXE , ZMXFLTF pending RS MAFEIMN S8 Fhh “TAH , BERS

B VPCs 28l , BRZEMMEMRES. ERIPRES , BEAFAUBAPENX ID , BEiER

HIETRIZEIT describe-transit-gatweways &%, iZ filters AT A Name=state

Values=available MR, Z T RHBELHREHARIEENPENMXEEL T AAMRS. IR

% , Mimp &8 R "State": "available", BATFTHEMRES , MRTEZMXERTHER, FF
pa ik ,gﬁfzfﬁ‘ TEZmT.

BX describe-transit-gateways M TMEZFEL , HZFdescribe-transit-gateways,

aws ec2 describe-transit-gateways \
--transit-gateway-ids tgw-1234567890@abcdef@ \
--filters Name=state,Values=available

BEFPHEMTIRSM pending R available FEYLEEREME, ELLTHEMNS |, State EXER

available,

"TransitGateways": [
{
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "available",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2022-04-20T19:58:25+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdefl1234567890a",
"DefaultRouteTablePropagation": "enable",
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https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-transit-gateways

Amazon VPC Amazon I ER %

"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

.
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]

HIR 3 FHERY VPCs EE BB 2 3TM <

LhEEX A ARt , H create-transit-gateway-vpc-attachment RAEA VPC SIEE
o BMEEFDE transit-gateway-id, vpc-id # subnet-ids,

BXRiZcreate-transit-vpc attachment@®wTHEZEER , FS N create-transit-gateway-vpc-
attactach,

HEUTREIF , Z@wTEITHR , 8RN —1 VPC,

WFE—NVPC, BEEAE— vpc_id M subnet-ids RESTUTHS :

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-1234567890@abcdefd \
--subnet-ids subnet-1234567890abcdef®

UG R E RGEBER NI, FRRlZREREL T pending R3E&. TEEIULRS , BEAEL2E8ER
available A&, XAIRERETL/LD HAYEIE]

"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-1234567890@abcdef@",
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-vpc-attachment
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-vpc-attachment

Amazon VPC

Amazon &3 M

"VpcOwnerId": "123456789012",

"State": "pending",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

WFE=ANVPC , BHFERAE = vpc_id M subnet-ids Riz{TE LA HEREMNGS :

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-abcdef1234567890 \
--subnet-ids subnet-abcdef01234567890

LA H RNt B R EER MR, BiZEELHALALT pending RS

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef@",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "pending",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcha"

1,
"CreationTime": "2025-06-23T18:42:56+00:00",
"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",

"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

HUR 3 FER VPCs EZEEEM AR MK
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Amazon VPC Amazon I ER %

R4 REPEMNXEEREAH

REREZEQEMLET pending IR, ERSZEER available 281 , BLEZERHPE
AixteiERE, WIRERNBZHTT, #FH describe-transit-gateways &% , B4 transit-

gateway-id R# & State, HX describe-transit-gateways W SHWEZEL , HS

%] describe-transit-gateways.,

BITUTHSURERS. EHRGIFR | FRPEE T O[IER Name F Values MiERHFFER -

aws ec2 describe-transit-gateway-vpc-attachments \
--filters Name=transit-gateway-id,Values=tgw-1234567890abcdef0

AT R & RFAAMNERELF available IRA -

"TransitGatewayVpcAttachments": [
{

"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",

"TransitGatewayId": "tgw-1234567890abcdef0",

"VpcId": "vpc-1234567890abcdef@",

"VpcOwnerId": "123456789012",

"State": "available",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

},

"Tags": []

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef0",

SR A BIEPEMIERRZEAA

40


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-route

Amazon VPC Amazon I ER %

"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "available",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedchba"

1,

"CreationTime": "2025-06-23T18:42:56+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

I

"Tags": []

SR 5 BN LDRZMK M EF kL VPCs

EH VPC WEHAKRTEBRME , A create-route BB AEN VPC BHARMW transit-
gateway-id , WREBESHHEMKXSEEM VPC, ELUTREIF | ZHTBITAR , RN —
MEHK, ZEFRTEBEECRNEAN VPC BHM route-table-id. destination-cidr-
block #l transit-gateway-id,

BX create-route MM EZEER |, BES A create-route,

NFE—NVPC HEEHEK , EBTUTHT :

aws ec2 create-route \
--route-table-id rtb-1234567890@abcdefd \
--destination-cidr-block 10.2.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

MNFEZANVPC HEEHEK , BITUTHT. WEEEFERAM route-table-id # destination-

cidr-block 5% —1 VPC FE, BHRFEMNEAENRERK , REtEAHERN transit-
gateway-id,

aws ec2 create-route \
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-route

Amazon VPC Amazon I ER %

--route-table-id rtb-abcdef1234567890 \
--destination-cidr-block 10.1.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

g R E AN EHE true B , RABHECIE,

{

"Return": true
}
(® Note

B4R CIDR $RE#2 )y BRYSERR CIDR R, VPCs

SR 6 N E MK

BRI BE U T A ABIARERNKRE RN EIE | E#F— VPC ## EC2 £l , Ping 5—4 VPC H
KSRl , RIFIE1T ping 885,

1. {#H SSH = EC2 Instance Connect i##Z|% — 4 VPC ##y EC2 3E4i,
2. Ping = VPC ® EC2 SEBIFAE IP th3 :

ping 10.2.0.50

(® Note
B 10.2.0.50 BEAFE =4 VPC FI& EC2 LHINEFRFE IP tbiit,

MR ping KY , WRTFENERFMXEBER ¥ BELZHBERE VPCs,
SR BIBRFFERRERENPEMK,

HETBEEREMRER , AJLUTHEMRR. B , EXTMRFTEERE. 117 delete-transit-
gateway-vpc-attachment % , B MEEMEA transit-gateway-attachment-id, iE4T
WHE , £/ delete-transit-gateway RMIBRFHEMx, TR , BIRELHTRFLIBHHAD
VPC E#EMBENRER K,
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Amazon VPC Amazon I ER %

/A Important
BIBRFRE R EMXERER , BFFT2BFERA,

1. fEF delete-transit-gateway-vpc-attachment &% XRMER VPC &E#, BHXdelete-
transit-gateway-vpc-attachment@THEZER , iHS N delete-transit-gateway-vpc-
attactach,

NTFE-—NEE, ETUTHT

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-1234567890abcdef0

BE—N VPC EZAMIBRE A RHEE L TAEA

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef@",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"
}
}

FFEZANER |, 21T delete-transit-gateway-vpc-attachment &% :

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-abcdef1234567890

=N VPC EZEAMIBRIE A RHE B TAEA

The response returns:
{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890Qabcdef0",
"VpcId": "vpc-abcdef1234567890",

FWT : BBRPEMEERMPEMX,
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https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway-vpc-attachment
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway-vpc-attachment

Amazon VPC Amazon I ER %

"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"

2. EEEHEMRE—ELT deleting RES. MBRE , BEATUMERFHEMK, EA delete-
transit-gateway R H4E S transit-gateway-id, Hxdelete-transit-gatewaydn

THWEZER , S Hdelete-transit-gateway.

AR R BR B FE £ — S RPBIERA My Transit Gateway :

aws ec2 delete-transit-gateway \
--transit-gateway-id tgw-1234567890@abcdef0

LTRERNIEA , BRI EWMIBRA P HMX ID MEH , SR EIEIZMK R ERN RBED,

"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "deleting",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"
1,
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"

FWT : BBRPEMEERMPEMX, 44
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g1t

IBBEARIMBIET — MERMX |, EETHAN VPCs Mx , ez EE THRA , AR TES
M, XNMEENREIERT Amazon AR MKW EARINEE, N TEERNZ R |, HIANEZ T A i R L&
BEEESRNBHEE , 58 (Amazon Transit Gateway #6E) o



https://docs.amazonaws.cn/vpc/latest/tgw/what-is-transit-gateway.html
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Amazon Transit Gateway 1% it &x{E£ 3<%
BT R AR 5 3518 1 Y B SRES

« AFNHEMX VPC MAEAEBN TN, X FT8ANFM , BEMHNE CIDR (0 /28) , E
BREZMIAT EC2 BiR, HEERAEMNFRES , BAUUREENATAR

« FFEREMIXF KRR AWM H M ACL REFHT IR,
- BEFERE , EALLREMEG ACL AT THEREFM.

« BB ACL FFESKEREPEMKAIFE FMEXE, BARMS ACL E AN AT [T
o

« FRE—/ VPC BEAXRSXKKEFHEMXWATE FMEXE , RIEBHMERITEES VPC BKH
& (Hlwn , BIZAN NAT M<BHRRENFEZ VPC) .

- R RMKRIBIL (BGP) Site-to-Site VPN E#E, MIRATEENBTFRRERBH AN BZFLHK
%, BB RZMEE.

« 3 Amazon Direct Connect MXiE$ZF] BGP Site-to-Site VPN 3% /3 F B & 1%,

« MVPCHEEZTIBEXR , BEMEAPENK, MR VPC XIFiEREH Transit Gateway 2 [B] Y
MTU KAPAFEE , WA FHENMREMSH—LEES, BNEHRHEN VPC , LBEETF XK NF
CEmSHNERKESTED.

« BERZFEGANPERXITSASTAY , RARE R, PEFXESSTHM.

- BREIFENKBEHRNOEE | BRIFESHRITEESNPERKEHRK

- FERAR , FESMNERFEAENPEMXHTRERE,

s WTFHFZNMNPEMNENDE , RIMNBUERNB NP EMXEABE—BABERESRS (ASN), EERL
FRAXERXN S, BXEZER , BFSREEA Amazon Transit Gateway X 13 [8] 37 & #3922 4 Bk
&%,

46
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£ T Amazon ransit Gateway

B A& T Amazon VPC #2F| A3 Amazon CLIER MK, BXNEAHMXEANEERNE X
W{E R , i3 Fthe section called “f1% Support’s

 Transit Gateway R # Amazon A%

- PN S# VPC Mi#F Amazon Transit Gateway

+ Amazon Transit Gateway P 4% IhREIE 2

« Amazon Site-to-Site VPN 7£ T Amazon ransit Gateway

+ Tr Amazon ansit Gateway F#y VPN S+ 251 1%

» T Amazon ransit Gateway I Fim VPN Hi4F

+ %E#3 Direct Connect WX & %M X Amazon Transit Gateway
» Amazon Transit Gateway 5 ) 53 W X X HiEE

o EEZMHA Connect FHIXIZE T Amazon Transit Gateway
+ Transit Gateway F1#J Amazon A XX WX H K

« FRER M KREER Amazon Transit Gateway

» Amazon Transit Gateway & K 4H &

s RIBEWARAE DB

HERERMX

& ] LAM#E A Res Amazon ource Access Manager (RAM) fE sk P s BAMNALHE VPC A&
M 3>< Amazon Organizations. &4ZJ/5 A RAM , HEHAHKZRR, BEXELZEE , HZH (Amazon
RAM BAF#ERE) B8 RS Amazon Organizations Z & R

p=3_ =8I

MRBHEFEFMK  FERUATRERE,

o BMERBERMKAIE - Amazon K~ 812 Amazon Site-to-Site VPN B4+,

+ Direct Connect M <Y E 3 A& < XEBt , TTLA5 Direct Connect W< F & —4 Amazon i
e WA BLS Direct Connect R TR EIHI K H,

HEREMK 47
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RUNBERT , AR AN GIZFHIE R Amazon RAM BR. EAFAFIZTERRFENRNITES , &
MY BRTERABERFEM AP REARREY IAM KB, A5 , FHXLERBEHINEFEXLENRE
IAM A P34

RBFRBERBHITUATERE

- BIRRRAE
- EHAIR
- BEERRAZR,

- ERENKFERBERR

HE
- EMMERREEHEFHSHHE
BN RELZNRIR,

° ﬂﬂuﬁ%ﬁ)ﬁ/\;o
« BITFIBEHREHEMRK, Transit Gateway EERM P HEMXEHEK AP,

u} +Iﬂ} ~N

a2

Eﬂgﬁlﬁo

=T
CTRBHERLA, BUBECSHATARNERLA  ETURER

B X EEAZHFFRHRITUATRE

- BEZYELARLZEIE

- EERRHAE,

- BERESUUGENEZEER,

- BEEAHAERENMEZRANIIR, EAUEFMNSEHAEZNRRANTRRLE,
« A LLZ1T DescribeTransitGateways APl

« 11T API BATE VPC HRIZBMERESR , a0 , CreateTransitGatewayVpcAttachment #
DescribeTransitGatewaprcAttachments°

Hjﬁlﬁ/\?—o

BEEAEREMXE , BT EE, ST ERE R R RIHE P HE MK B REBNKEIK,

EQIEPERKE | HERSEENIKFHIRY FEMAKFNATAXPREAERR, MRFPERK
MEELAENVTFAENK,AS |, HFEATHAX ID —B —tsiR AKX, #li | usel-az1 £ us-
east-1 XMW AWAKX ID , cBREFESNKFAHMEEME, Amazon

ﬁ/\%ﬁqq$§ﬁﬂ9é

HEREERHHAEFEMXE , LATHAMNER :

BUBHZ RN 48
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- Transit Gateway EZRFIEE TE,
- HEKFSTEBRPFHEMK,
- PEMXAEENLZHEE TLUBIBR Transit Gateway E#,

HORXRMKXES — Amazon IKFECEHRERN , SiB MRS HZNRMKE Amazon kP EMNALR
PR, AR EKEFSZ IR,

HEFW

R VPC FREE A LA ER KM MEILE VPC ¥, S5ET . KASEERFRARE T UER
i, BEMHURT VPC FREEHREHRE VPC FR LIREREKRH.

BEXEZER , 25 (Amazon VPC B #EE) i SEMKSHE VPC,

Transit Gateway F#Y Amazon A%

R MR A EERE VPCs fl VPN EEZHECIIZREBARE. AXMXEF AI1E1T Amazon Web
Services K , AT LAERA Amazon RAM AR M SHMKF X ZENARMK, EERSHMARE
NRMK G Amazon Web Services Ik , Ik PREE AT LUEHE VPCs EZFZHARXM X, F—KF~
(9 FA 7= B T LA B B A BR b 3E R

BAEREMX EERZE AR IPENXZEE , ATPELSEXEKN VPC #8 , §2
BRENSERREDNZEBAKR

B/ VPC & VPN EEEEENAKRXR,. ZEHERRAERBZEREZNREN T —NEKRR. &
HWMXAEH AR AITFEER IPv4 5 IPv6 CIDRs M B R, BFR2 VPCsH VPN iE#E, YHEhi
W< E#EE VPC Si6IE VPN EZEN |, EH 5D HEM RN BRIAR B RKEK,

FBAIEREMXANEREMEHAR , HE®R VPC 5k VPN X LA RMKRER, XS A ME
BT, Bl , WA LURFF R VPCs E—MNRHARMXRE , L™ VPCsE R —MEHRMAXEK, X
EEREBERAMMRNCZREME , RUTEEMNE PR ELIEBNMER (VRFs),

BRI ZIFEREEN VPN EZZ BN VPCs MESEH, SulHNENEREARZERR
&, VPN EFREZENXIF BGP (318 ) BBl PEMINFEZERNIFHSKA, ETN)
HRERMXEHRPHBHEON ST QEE , MEEX S [ MXZE B BHRE,

BRI LUE R — PN Z A IPv4 5 IPv6 CIDR SREERE MM KX ERER. N FHEMX Connect #
HEMHFEMX Connect HFET REY , LA LM CIDR RFIEE IP sk, BASIKBKREMLABTRAE

HEFH 49


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
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IP #3tSEME |, 1B 169.254.0.0/16 SEEA KR EEH VPC M4SN 4% it 1t 5 8 #1955 B A 9 b 1k B
o BX IPv4 1 IPv6 CIDR R E Z{EE |, 5SS Amazon VPC RIFIEEHH IP ik,

%

* £ Transit Gateway F 8% Amazon AR MK

« 7£ Amazon Transit Gateway FEEHEMXEE
+ £ Amazon Transit Gateway 7 & I8 P P <R
* 7£ Transit Gateway F{&2X Amazon AR Mk

 {£H Amazon Resource Access Manager # %8 #3% T Amazon ransit Gateway BRHE
» 1£ Amazon Transit Gateway F#EF L ZiE#E

* f£ Transit Gateway F ik Amazon AR M X

» T Amazon ransit Gateway FII# X i+

£ Transit Gateway HF8IE Amazon 23X M5k

HIEOERRRMKE , RINGE—PRINNPEMREHRSE |, FFEAERIANGREKREE BRI IANE
BIRER, NREEAFETOERIANPEFMKEAR  WITABEEIR-—1I . BREANBHRNES

B2, B2 2727

(® Note
MREEZENX LELEAMERR , WEEEVEMXREAMNEZEXEF. IEEHMNXER
RHFARARSE , EAUNEHTEIAEANERZR, BXESEER , 2 H the section
called “il% Support”s

EREH A IR P ERMX

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , & Transit Gateways ( FEMK ) o

3. 1%4® Create Transit Gateway ( BIZEAREMX ) .
4

FF Name tag ( BIHRE ) , ( Wik ) WMAPEMXPEN. BHRHSALLEERZEEERX
SIRFHBEMR, HEZRM Name tag ( BFHRE ) 81, FEA Name ( B ) BRNSEH AR
BEHESENENR ML,

5. XIF Description ( #i& ) , ( T ) W APEMNHHEIR,

el PR 50


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-ip-addressing.html
https://console.amazonaws.cn/vpc/
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6.

10.

11.

12.
13.

14.

3FF Amazon side Autonomous System Number (ASN) ( Amazon BSAREE (ASN) ) , ELR
BEIAEUEARIAN ASN , ELMABREMHIAE ASN, XNZ2ERAMXIPI (BGP) &
% — Amazon fll#9 ASN,

T 16 £z ASN , SEE N 64512 % 65534,
X F 32 iz ASN , SEEIH 4200000000 % 4294967294,

MRERZXERE , RMNBWENBNPEMK LR ME—H ASN,

X4 F DNS support ( DNS X#f ) , SMNEEIPERFMKRHEN VPC REVKAIFHTERES , IRE
FES—1 VPC Rt IPv4 DNS WA BT HFE IPv4 ik |, Mk enable (BA ) -

FRELZLASIAXE  EEAMIEEEZEIPEMKNTE VPC 2RI H—1&Z2dH, Bx
ZeA5|FANEZELR |, ES W the section called “5| & £4",

tF VPN ECMP support ( VPN ECMP %3 ) , MR &E VPN RREZ B EESEN SRR
(ECMP ) BHZ#EF 6 NEEREm, MREZEAHHEBN CIDR , MFREECIIZRBEESE.

IR EEIETAT |, BERY BGP ASN LUK M2 k1 BGP B 444 [E AS-path,

® Note
EFA ECMP , X2 FEAZASBHN VPN EE, FRABSKEEN VPN EETXRE
ECMP,

¥} F Default route table association ( BRIABGEHFRKER ) , EBHETA B FHRERXEESSH
SR BRIABE B R KBRS

¥} F Default route table propagation ( BRIABEHFRERE ) |, EFRIET B2 P ERREZERE
B BRIAR B R,

( Ak ) BEEAPEMXENSBRENIEHES , H%ER Multicast support ( 21X ) .

( ATi% ) FEConfigure-cross-account £ ZxIME 7 , LR EEEHIESIHEMH4, WREEH ,
N&BEIEZEE, BN , HEZHRELEREER,

¥t F Auto accept shared attachments ( BZ1#ESHEMIERE ) | RRMETL EESEKFE
.

( @i ) X F Transit Gateway CIDR blocks ( ¥ M3< CIDR #t ) , BN EHNPEMKIEE—N
HZ/ IPv4 5 IPv6 CIDR 3,

BIER R X 51
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BT AR IPv4 F8EKR/INR /24 SE K (Fl40 /23 = /22 ) B9 CIDR |, 5 IPv6 I§E KX/ /64
HEK (Hl40 /63 = /62 ) B CIDR 3, B LAREBKFALNERFAE IP it SEE , 169.254.0 FAHY
HHtBRIN. 0/16 SBE , AR SER VPC M4 F1 2 B 48 Bt 1k B B RSB E .

(® Note

MR EEB B Connect (GRE) MffF., PrivatelP VPN = Client VPN M |, NIEFA &%
M3 CIDR R, Transit Gateway 7 1%5BE N RZE K (GRE/PrivatelP VPN) f1& i
VPN {2 B 1P,

15. %% Create Transit Gateway(8IZF M X),

EFEABIE R M* Amazon CLI

R create-transit-gateway T,

£ Amazon Transit Gateway R EEHHEMKEL
BEEE—PEMX.

EREFEEFPRMX

1. B AT MuLITFF Amazon VPC ##& : https://console.aws.amazon.com/vpc/e

2. ESMBEHKR , %&#F Transit Gateways ( PHEMX ) , PFEMXHNFMAEFEEE R ERE LMK
HRTH,

£ A Amazon CLIZE & iR x

£ H describe-transit-gateways

£ Amazon Transit Gateway H & 2 1 5 PR

[ B R A PR E AR BB AABRR , Sl , AR, AEERHE, EUAEENPERNXRNZS
ML, BIPEMINTRERBLTEE—N, MRENMNFEFNRELERERMRKEK , BHE
MZprENE, BXEZER , BZHRIC Amazon EC2 #R,

158 P #2215 & 0] 7 3% ) 5% 78 AR 25

1. B TMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e

BERPEMX 52


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/Using_Tags.html
https://console.amazonaws.cn/vpc/
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ESMBEEF , %$F Transit Gateways ( FEMNX ) o
ERERNEINSRETENPEMXK,

ETEMN THEEBD %R Tags (#7535 ) I,

%% Manage tags ( EEB#HZ ) o

%2 Add new tag ( RINFHRE )
BMANRSHBNE,

EERF

© N o o bk~ 0w D

£ Transit Gateway &tk Amazon 23X M >

BB R MR EERT, HEMERPEMXE , EARAHNPERCEEBT S HIEMRS
o

BT EBRMAEELZTHPRERK,
IR IP ik X BT AT Connect WET R , LR EMBRFFHMKH CIDR 3R,

@ Note
JB AT Encryption Support B2 Mk B] LUEIEE] VPCs 4 F e 2=l FlE XA 424 | th
A LUEREZEIR S AMZERSIN AR VPCs MK, VPCs £ FraflE = i sl ReEE RS
AT EXFHERMX,
BXEZIFMAEER , S the section called “I1% Support’s

B PEMX

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##|&
ESHBEES |, %4F Transit Gateways ( HEMNX ) o
ERES R PERMX,

% Actions ( #4E ) . Modify Transit Gateways ( SR EMNX ) o
BEZEEZLULET , RE1EF Modify Transit Gateway ( ISP EMK ) o

o ~ 0 bh =

EEREHHEMx |, FFEH Amazon CLI

{# A modify-transit-gateway # %o

& R X 53


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-transit-gateway.html

Amazon VPC Amazon I ER %

| Amazon Resource Access Manager ##|&#% T Amazon ransit
Gateway HRHE

MRE[FERMBERHRE |, BFREMARRLEZNEE, BL58E Amazon Resource Access
Manager (Amazon RAM) £l 8EZRRLE , AT eEHEIH ;E’Jﬁﬁo

BERRAE

$TFF Amazon RAM ##l& , Mtk https://console.aws.amazon.com/ram/e
ESMERD , fOREFE SR ALZH Resource shares (RIREE),
ﬁ?*ﬁlj?\/\?—o

%% Accept resource share ( EZHREE ).

EEFEHZNHPEMX , EE Amazon VPC ZHI & HITFF Transit Gateways ( FFHMX ) WH,

o > o bh =

£ Amazon Transit Gateway HR#ZS L ZiE#E

MREHEBIBPHEMKXET ARG A BN EIHAZERENE , WLBER Amazon VPC #2H| 85 Amazon
CLI %EZJJEX UIKF ( /\? ) EEO

FHEIAFER

1. BELATMuLFTFF Amazon VPC % #& : https://console.aws.amazon.com/vpc/e

2. TESMBEKD | %F Transit Gateway Attachments ( RFEMRERE )

3. LERFHFESINPEMIERE,

4. %# Actions ( #1E ) . Accept Transit Gateway attachment ( EZ hE#EMKER ) ,

£/ Amazon CLI S H =k

{5 accept-transit-gateway-vpc-attachment T

£ Transit Gateway F il Bk Amazon 223 M <

BT REMBRFRIAERENPERMX. BEBLMBRAMAESE , AR ERRPEMX,
158 F 422 %1 & 1 B v 2 P 5%

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 12414,

EXRRHAE 54


https://console.amazonaws.cn/ram/
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/accept-transit-gateway-vpc-attachment.html
https://console.amazonaws.cn/vpc/
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2. IEREMBREYPEMXK,

3. 1&3% Actions ( #4E ) . Delete Transit Gateway ( filBRFPEHMx ) . HA delete RFEF
Delete ( filER ) LAESIAMIBR.

= (5 FA I BR 2 R M >< Amazon CLI

£ H delete-transit-gateway

T Amazon ransit Gateway B I & & 3

MR H AFEFIT VPC ARENMBRE , ABEX VPC ANMERERFRMTERAPME, H
VPC m#EZEHL FaGERA |, % VPC RHMEBEMEMERED (ENI) R EEEZEEI X Amazon
Nitro INZKSEH] ; LEMBEHPHIEN Amazon RS F AP EZTIINZE4HISSHER VPC, BX
VPC MERFINEZEE |, BS R,

Transit Gateway 1%z #H VPC fnz 2 &l

Transit Gateway B IN%R X1 A YFEITEEZ] Transit Gateway B VPC Z B R ESS & N2,
IBEEF A m odify-transit-gateway @5 1E Transit Gateway EFBUENZR S , LU V PC 28
HRE. BARE , MEREEEN Transit Gateway E4 Fra & ( THEBRIL ) B9 VPC ZEEN
100% MNZHEER . EETLUEN SR 7 NZEZFN Transit Gateway E BRI /3 N3 H 4k T 512
B VPC, EXFERT , Transit Gateway AJ BMRIEF KRERFER Ti21TH VPC HEZE Transit
Gateway EZWREHITME, BRItz , ERBURTERUEFIERIZITH VPC PIERELEEIN
SR

‘SR%‘E?JMHE’J"“H?E)%WMH&S‘ZT—*: MAREERBR AR MXEIRININZE S, 4 Transit Gateway
TEER “BRAMZEXE RASE |, Transit Gateway E :WT#HT%H:‘JF‘FMH‘IIEL EBRETEFBHB |
FEERMEMRE, BHRIESEH M EURI Encryption Support BIE 8 | BSRE P EM K,

B3R
EXfERMMXERMBF 8 , HAER

NRMFK%HA Connect Bt
o DNRMRZE I EEEN 4
. fEEMI%E Network Firewall Fff ¢
- RRMEE VPN ERPESHF
- RHMRXIZAE Client VPN Mt

n% Support 55


https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-encryption-controls.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-transit-gateway.html
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- ERMXRERREASIA
- ERMXARERZENEE

h0% Support K7
HRMXAULERFUATMERSZ— :

- BR-FAMXEEEAMERF, EEIREZTEEE 14 RTETK.

- ERA-RAMXERBMERF. ERUEBRBIMTINEZSNERL TR VPC M.
- BR-ERMXEEZEAMERE.

- EER-ERMXLEEAMEXR.

Transit Gateway HJ
HEMMXBRATMBEXEN , UTEZEANEA
o HERMXMBRDN B ARERN , &0 SUIE R T 0wz H58 H 5 58 FI#E XA Direct Connect

Mi#F. VPN BiEH VPC B4,

- BRERMNXINZRSG , BT AEEANEZEZEGERX T 62 VPC, Direct Connect Fff#F, VPN
## VPC Kt

o SERMNXMEBRSNERN , BT EERHMBRFEER T CIZHH VPC M,

« MBI ZH Connect Mt #F, XY EEEMF. Network Firewall Bif#F. VPN SEFRERM4F, &R
VPN K, ZEAs5IAMSEIEE,

ZHGIBTREVMR AR , FHI AP Hixo

REE S# VPC i Amazon Transit Gateway

3R SXH Amazon Virtual Private Cloud (VPC) iE# A T EHREHR H — N2 VPC +W, F
VPC E#ZF|PHEMXE , XTMNENTAXFEE—NFR , f#hERIATERHERE. EENFH
ERHRERARENAONEOR, AEYPEREEFRNNEHKRTEE TEQ B R FRIYE S8
ME , REFREEIRE - THAXAEMFRPHER.

BR 1
« Ff VPC EHFIFHEMXE , ATAXFRAEREMXERNEARREEZEPEMK,
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® Note
HEREEFEMEENTAXA , RERANEGZEERBNISE FNEXERERMX,
MRFMEEHRPFEROPEMNKAEEH , WNHEHFRUATRENRES 2R REPHEN
X ZHPEMXER—ATAXAFEEFMXE , BEXBEFMOKREBREEEME VPC KB
B/ EFEERE,

« X FEA Amazon Route 53 HRIABEREXFHIZBERIERE VPC WBEEX DNS H# , FEMXT X
DNS #fr. ENEEIMERMNRINATE VPC BEEERERE XIEMNBMEN , B FHEA Amazon
Route 53 #l Amazon Transit Gateway ¥1E& =i 1T+t DNS B,

« FERMXTFXEEEAMR CIDR# VPC ZR#HTHEH , B FAXFETERNNEA CIDR 5EEEHE
VPC 1y CIDR KR B8t #TIRH. MREF VPC EZEEHREMXE , H CIDR SEEEEZMX
By Efh VPC 8 CIDR iR FHEESE , NFTEZEN VPC NEATXEBEPEMBEAR.

« BTRNEHERBXEFE VPC FREIEER, B BURMEE BN R 7FA i XE PR £ Mg
RAAKEZIPERMK, BXEZER , HSF0R Local Zone FMEEE|RERM K,

« IBTTEMEM IPv6-only FRIBIRE R fF, AR MCER T M AHE R 5F IPv4 ik,
« EFPERMXFMEEKBARZE , FRRXSBAEDH - VPC HEH,

VPC EERNERARER

REMXE VPC EEFERENRBREETRIERE TF
o EETMIRAR  ERERXKEN FRAHN VPC AFEREBT R HEMX AN BrMuERE
BHRFE. XEFEEOHEMEFM, BERRMMK, NAT MXHM VPC ik <HYEEH

- BRRTHEEE  S2FEBELHEMXBENGRN TN , KFURAEDZHHMXNDEZRS |
LUMEREISAED B PRy ERVREREBIRRLEE,

« i VPC RE : PEMNXEZT2BZBEAR— VPC RFMZHERERE. ¥ VPC BEMNIE
A, BAERH (VPC CIDR) 497 T B AR FREXI VPC REE(S.

® Note

ER—TAXAREZETFNIEERHTCBEARELRH. RESHEMXERZXBRNEBET
M BEAEREMTRERN entry/exit Ko

VPC E#ERBBRER 57
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Amazon VPC Amazon I ER %
VPC 4 an EH

MEREBIFH , VPC EHLZFENTEM R, B8NS |, SEAI AT —LigE  EE£0H
B R G , VPC E# {147 Amazon Virtual Private Cloud Console 1 API S5 178 H P44 8 R
_EQE{“\E—JO

TEERTHERERNKFEERITT 7T A EIAZTERATNEKSEERXLARS,

Available

-.__‘

‘ Modifying }—

Rolling back

Failing ‘ Deleting ‘

. _

. e
- b

No longer
visible

4

s BB BRET VPC HEER , EEHITHE, FEUME , EEUESAK , bOJgEaTH
available,

o BFAM : VPC HEHBERNESAMK, EIME , VPC ERALET RN failed,

o KW : VPC BEFIERAM. FELHRAT , TEMER VPC EH., XMH VPC ERPESBRERE TR 2 /D
B, 2ZETFBET.

- AA : VPC EHTH , RETUE VPC MMz Bz, LM , EHRALER
modifying , 8 ATLAZE R deleting,

o IETEMIBR : IEEFEMIBR VPC ER., UM , BERTLUER deleted,
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« EHIBR : ©MBR available VPC &, % VPC HEHL FIHRASH , TERE#TIER, VPC &
HMAEBEER 2 DM, 2BFBET.

o [EEEN : EERBRVPC BEHHNEM. LM ER , BEEALIE RN available , HAIAZE R
rolling back.

« EHEBER : BETK VPC ERERER , REEEREFTMAVEMER. HLUER  EHTUALNR

available,

TERHERTESEEIEIHAZTERETEXANBEKSEEF2LARES.

Pending e A

acceptance

‘ Modifying }—‘Holling back

v - > - -

Rejecting ‘ ‘ Failing ‘ ‘ Deleting ‘
- L y - 4

o

No longer
visible

« Pending-acceptance : VPC E#ZBEREEZFFES., TR , BRAUTR
pending, rejecting =% deleting,

- ETE$E4 : [EHIES VPC HERl. HIHE , HEHTUERN rejecteds

« B3E4 : pending acceptance VPC EH2HIEL, X VPC EHRA T HIRSH |, TEXNHBHIT
Eh, VPC EBPAEBREE R 2 Mot , ZEFBET

« FAE  BEZ VPC EHHF EERTEE. HUMER , ERTURSKM , BTN

available,
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o BIARM : VPC EHRFERFLEM. ELHME , VPC EHALETNR failed,

o R VPC BEHBERAM, EWRAT , TEMIBR VPC EH. XMH VPC EHMABRER R 2 /»
i, 2EFRBET.

- I : VPC EHTH , REWLTE VPC MHEMKZB Rz, ELME , EHAUER
modifying , 8 ATLAZE A deleting,

- IETEMIBR : IEEFEMIRR VPC EH., UM , BEHRITLUENR deleted,

- BBk : SMIER available = pending acceptance VPC %, 2 VPC A FrLRASH |
TENEBITER, VPC EBRMEBREE R 2 Mt , 2ETFHET.

o EHEBN : SEREBHVPC BEBNEM. FUME , BEHAUER available , AT R
rolling back.

« [EHEBELR : TETK VPC HERIERFER , REEEREFIMMMNEMER. FLHER , EHAUER

available,

IREEN

MERITRE VPC FEEFRBHWMEIRZ , MR ERRIEZMNZIZEEFIEN VPC EZB AL
ZFEAX T, XAFEHR Amazon Transit Gateway 7R B #r 2 B BR 2R £ BAHEAR 1% VPC K
HEAERNTAX, EEATFPERCERELIZE VPC FREMATARX , RBZXHBFEEFMX
Bk, BRRZFEANXE VPCERE , EMNERETRBEMEMPEMEREER I3 VPC, VPN
M Connect E#Z, &R EXEHEA TR U R B ARt B FE Amazon Web Services XI5 #4851
B, ERREVBNEBEASRER , EEEREEERENBATZER , RERETEHKXETRT
AXzREHTEE, BBEIEHAE. 51T API REARZERREFER,

/A Important

BEEXNGEAT VPC EE,

AZ-aware BEEHR EREH AR EIRZER VPC EZ RN FEMXEHRS AKHE
B, MEFHTEE , PEMXCEEEARERMNBEGTARX. MMERE (2FEAR 1 BERH
#[EAvailability-Zone RE ) BFEREFNETRERFN TAXER, XEKER—THAXK
WRETRESEHAENESE VPC PWFRITARX , AMmITH T AXBEE.

T Amazon ransit Gateway FRIEZREREHEBE T IRZERX VPC RN , BIZEFEMB R H
XERECHREEH, XA EZETRERNEHREER, E4ATHIREENREERNT R,
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LTHERIENEREEN VPCEEXRBRNFERRXBHRBH THRBEE. RTFTHTEE , 71
MAFEEHERMENMTAX , HAMEZSHRIANETRERENTHRXIER (75 2 hiFk
B1TH ) o

e 1 BEIRE VPC 31T Intra-Availability X137 £ & H

YMHREBMNRATAKX us-east-1a 7 Bl AKX us-east-1a B , & us-east-1a  us-east-1b HFE &R
ZH&X VPC iE$E | Transit Gateway FFMi&HE VPC MY us-east-1a EFE—MNMEED, ZATAXE
EREERZENEBENRERIBERRETFE,

s 2 BEIRE VPC 31T Inter-Availability X137 £ & H

STFMBRATAKX us-east-1a #i@ BrA X us-east-1b R E , ¥ us-east-1a M us-east-1b IH1ZE
®EZEX VPC EER |, Transit Gateway 2FERARERFE L , Fig% VPC Fik#E us-east-1a = us-
east-1b, FIEAAXFEEREE R ABHANRE —3.

75 3 B EUAXKEENIZE VPC #HITRERH

EREMNERAAKX us-east-1a KIS ETAXEENE N (Hlmn , EEXFRE ) i, RIFFER
VPC it REBH F us-east-1a # us-east-1b # , Transit Gateway 2 7E1& % VPC AM us-east-1a #
EE—-IMHEED,

78 4 BEERIBFHFRTRINATAXHNIER VPC #HITRERH

LMHREBMWRA AKX us-east-1a 7iE BRI A X us-east-1b B , HiRZERXH VPC EENMN T A E 1A
X ( %30 |, us-east-1c # us-east-1d ) , Transit Gateway FFEAFRERHEE , £ik% VPC Hik#E
us-east-1c = us-east-1d, FTET A XNERELEGABHARET — B,

5IAEE4A

B LAER L ThRER L R £ AE BN HEEIIE — L RMXH VPC ZRNXAEIERE, ERREE
AUERNARREIAT2E, HUEZE2ANATIXIIFLZLESIH. BAREAZ2AESI AT~ EHNE
Ao

Z2ES|AXFHAENEETHEMXMPEMX VPC EE , BXIEPEMXREMA VPC E#T
EEFHI?(IjJ E-J-H—.I-QEX\&O

BR 75

ERL245AE VPC EEESEAR , ERAMUTRE.,
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« BRERMXINEEETFTZFTZLAS A, m VPC SIUEZERIE—PMHEMN X,
« AKX usel-az3 AH VPC EERXIFSI AL LA,
 PrivateLink KA XL AL A, BRI1EBIEA IP CIDR-based ZEMN{ERNBR A E,

REZEVPCHRFEFS EHEORE T ATFHAEHLRENZLAMNN , ZL£45|AHLHEIXT Elastic File
System (EFS) BE# & X,
« Amazon BIMH., Amazon FEXIHMEL Amazon b XA KiFLeEH5|H, NERRS FH,
NFEXENEEEFNY VPC , £ VPC EERNERAZELASIA,

® A X#F Amazon Local Zones

LR Amazon A X R Z#FBLIEE - us-east-1-bos-1a, .« . . . . . us-east-1-
bue-la, us-east-1-1lim-1la, us-east-1-mci-la. . us-east-1-msp-la, us-
east-1-phl-1la, us-east-1-scl-1la., . us-west-2-den-1la, us-west-2-
hnl-1la, us-west-2-las-la. . us-west-2-sea-1la, ap-south-1-ccu-1la, ap-
south-1-del-1la. . ap-southeast-1-mnl-1a, ap-southeast-2-per-1la. eu-
north-1-cph-1la, . eu-north-1-hel-1a, eu-central-1-ham-1la, eu-
central-1-waw-1la, . af-south-1-los-1la. me-south-1-mct-1a,

- MREEFERE VPC , NIETEHMXEANELLETERA TN Amazon xf1 k5% 28 Amazon M
RPN,

IPv6 ¥

BN VPC MR | ST LUS AREA IPv6 %1%, BIAEN disable,

R IPV6 R AMITU TR -

. NEE TR REREMEED ST IPv6 bk, 455 36 b i 4 B 53 M 4F 5% IR 1PV6

BE
ALER o

- BERMBERERE , ’ IPv6 VPC CIDR & & 2| MK H &K,

HIEERA IPve XFFat , UTITAMARER :

. AT N BRSBTS IPv6 B,

- MR VPC BHAKREBEOHPHEMKRH IPv6 B&H , HERK ACL MIZ£4EAATFRE , N IPv6 RE
HARAT UM VPC # AtEH R,
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R E RGN GO S UMRBERE | TEIERES.

%
« FEHBIE VPC M4 Amazon Transit Gateway
« £ T Amazon ransit Gateway &tk VPC K4
+ £ Amazon Transit Gateway F1& K VPC EEFRZ
+ £ Amazon Transit Gateway F&& VPC E#
+ 7£ Amazon Transit Gateway FMiEx VPC & #
¥ ¥ Amazon Transit Gateway Z£4H A VAN
« ¥ Amazon Transit Gateway 5| il Z 24
 MIBRIZBFHY Amazon Transit Gateway Z 2 4B 1N
+ & Amazon Transit Gateway VPC 36 5] &

EH el VPC K Amazon Transit Gateway
FERESE 0 VPC EE

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC Z#| &,
ESMBE®KT | % Transit Gateway Attachments ( RFEERRERE ) ,
%1% Create Transit Gateway Attachment ( BIZ2 P EMRKERE ) .

X F Name tag ( BHFIRE ) |, AERR S WA PERMOEZN B .

o K~ w0 Dnhd =

REMAHEELZNPEMNK,
¥} F Attachment type ( ZE#EXH ) | iE#F VPC,
7. %EIABSH DNS X, IPv6 ZFMREERN LI,

o

X F Transit Gateway ID ( P MK ID) , EEEATEENDPERNX, SZLULEBECHEN

MRERWRRRZES , BB ENRENEZROEGARN , 7 VPC EEFERMERN T

AXo,

8. ERRBERAR:ASIAXE. BERAMIIEREERITEMINTRE VPC 25 A—1M&24H,

BRLZLESIAMNESZEER |, 5 H the section called “5l| %&£ 47,
9. EERBRA IPw6 X, BRARE , FAMXMEEOGEW IPv6 tiit, BERBEERE ,

VPC CIDR &£ BB #EMXEHK. ZRAE , MEEOT W IPV6 it , IPv6 CIDR tiF &

t£3&, BXEZEER , 3 the section called “IPv6 £,
10. X¥F VPCID , AR EM IMBEIFEMXH VPC,

B2 VPC EH


https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %
It VPC REDEH —NFREHXEK,

11. XF SubnetIDs ( M ID) , AFEMXERTERARENESNTAXBERE - NTFM, BHM
ELER N, BRENBNINTAXEHEE—NFM,
12. %32 Create Transit Gateway Attachment ( SRR xIERE ) .

FERABIZ VPC Mt Amazon CLI

5 create-transit-gateway-vpc-attachment &%

£ T Amazon ransit Gateway F{&X VPC Hi#

EREH A8 VPC E#

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBEKS , % Transit Gateway Attachments ( FEEMRIERE )

3. %R VPC EHR , RFMOIRIER Actions ( #4E ) 1 Modify Transit Gateway attachment ( &gl
HRRIERE) .

4. BRAREAUTEEDR :

- DNS %
- IPv6 X
- REEAXE
5. EFRMBIMEBREZRHFH , BiEFRECHIEFEERMBM RGN FR ID Zh M EEAE,

@ Note
HEZEL T EEBSRSH , AMBE SR VPC EEF R AR LRMEERE,

6. EHREWS|IH VPCs EEIEMNANL A  BFhBLEHSI ALZE. BXxLZ2As5ANEZE
B , i3 the section called “5| & 4£4A",

(® Note
MRERUBFENIERALLASIA , MRS VPC EREREALEASIA,

7. #%$% Modify Transit Gateway attachment ( & FEMXER ) .

&3 VPC £ 64


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-vpc-attachment.html
https://console.amazonaws.cn/vpc/

Amazon VPC

Amazon &3 M

E&XER VPC Mi# , B A Amazon CLI

{# A modify-transit-gateway-vpc-attachment f5

£ Amazon Transit Gateway &K VPC E#HiRE

EREH AW VPC EERZE

1

2
3.
4

B3 AT R4t 3TFF Amazon VPC ##l4& : https://console.aws.amazon.com/vpc/o
HESMBEHKT | %R Transit Gateway Attachments ( REERRERE ) ,

1%$E VPC E# |, A/F1%EHE Actions ( ##1E ) . Manage tags ( BB ) o
DRIRLEERRMIIRE |, RERITUTRE

« XMF Key (8) , MIARE

« XF Value () , WARE,

[ BRAR N TEAR 55 |, 1%£3F Remove ( MiIBR ) -
EERTF

XA EAEH 18 VPC EZEIRE,

£ Amazon Transit Gateway R & & VPC E#

FEREFHAEESE VPC EH

1. BELLT®utiTH Amazon VPC ###l& : https://console.aws.amazon.com/vpc/e
2. HESMBEHKS , & Transit Gateway Attachments ( REEM<IEE ) .

3. 7& Resource type ( BiRZER ) £ , & VPC, XL E VPC HH.

4. EBRESUEFHEMAEE.

£/ Amazon CLI && VPC &%

{#H describe-transit-gateway-vpc-attachments &5

£ Amazon Transit Gateway F Bk VPC i#E3E

AR H A MIBR VPC 2

1.

BN LA T Mt 3TF Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e

&3 VPC E AR

65


https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-transit-gateway-vpc-attachment.html
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-transit-gateway-vpc-attachments.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

2. HESMBEHKT , &F Transit Gateway Attachments ( REEM<IEE ) .

1%$F VPC HEH.

1%£3% Actions ( #4E ) . Delete Transit Gateway attachment ( il BRAPEMRIER ) .
URGEIRRE , A delete , RFIEE Delete ( MR ) -

o &> »

£/ Amazon CLI Hilfr VPC i&E$#

A delete-transit-gateway-vpc-attachment i

E ¥ Amazon Transit Gateway Z£ 4 A WG N

BRI U EFHEE RN XBRNEMALLTSHRN, ErLLER Amazon VPC 24| A SER ST
APl EFZEEHN, BEXZ2A5|IANEZEELR |, S H the section called “5|AZ 24",

EREHEEHRREERN

1. BELATMuITH Amazon VPC #2&1& : hitps://console.aws.amazon.com/vpc/e
2. TESMBEEH , E£$F Security groups ( T2 )

3. EELRLA , ERBRE. BEAWAN , ERALHRN,
4

ERMMN |, FEBARMAN , AEEERE, HPUFAEAEE. TR ( AWEAN )  @mAEHR
HEMRXEER VPC HREAM ID,

(® Note
Ehi#ERKEEN VPC FNEZEHFT 2B E R,

5. ERBEIAWAN , BEXHE (HW, FRHER ) .
6. EMERAN | FEEEZHN 55 A9 ER

7. EBRFREAN,

ERARNTTERAWLAN

« authorize-security-group-ingress (Amazon CLI)

+ Grant-EC2SecurityGrouplngress (Amazon Tools for Windows PowerShell)

» Revoke-EC2SecurityGrouplngress (Amazon Tools for Windows PowerShell)

 revoke-security-group-ingress (Amazon CLI)
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https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway-vpc-attachment.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Revoke-EC2SecurityGroupIngress.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/revoke-security-group-ingress.html

Amazon VPC Amazon I ER %

¥E Amazon Transit Gateway 5| A Z 4

EREEEZIEEPEMIN VPC PHNRZAMNHDREEESIAENZSE  FERAUTHTZ

o

+ describe-security-group-references (Amazon CLI)

» Get-EC2SecurityGroupReference (Amazon Tools for Windows PowerShell)

T BR3S BH B9 Amazon Transit Gateway Z £ 4A#1N

BB EREARNRIEER— VPC SUEERIFE —FHEMNXH VPC F 5| AEMBRNZEENAN, R
SANENZLEREI BRIV EZEANN , BLAFHREREA.

&R LAER Amazon VPC £ HI 8E & MMIERE A VPC B et 22 AMN,
EENMRI LA

1. B AT MuLITFF Amazon VPC # %5 : https://console.aws.amazon.com/vpc/e

ESMBE®KT | %F Security Groups ( Z24 ) -

1%£$E Actions (#4E). Manage stale rules (B2 A HN),

XTF VPC , BiaREFTRMNAE VPC,

ERRE

IR EMBRAFNISEZ LY Delete ( MIBR ) &M, %$F Preview changes (MR EX) , RFEF
Save rules (R FHN),

o g~ w DN

ERBTITRHRENTENREHRN

 describe-stale-security-groups (Amazon CLI)

+ Get-EC2StaleSecurityGroup (Amazon Tools for Windows PowerShell)

KEISHN L EEAHNGE |, BRI LMER revoke-security-group-ingress B revoke-security-group-
egress & E i BR.

HEE Amazon Transit Gateway VPC E #2617 [ &

LT EEAHBEHEECE VPC HERr W 2B BRI RE,

WESIANZEA 67
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https://docs.amazonaws.cn/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html
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https://docs.amazonaws.cn/cli/latest/reference/ec2/revoke-security-group-egress.html
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Amazon VPC Amazon I ER %

[A] &

VPC HEEF A M,
RE&H
RETRERUTZ— :

1. BB VPC ERMAF R RRSHAXABHNELINR,

2. BT IAM ERAZMEERFIEE |, Flan | BIEFEFER Amazon CloudFormation SN R A
&,

3. ZKFEERSHXA® , HARZSHEXAREHIER,
4. REER XKL TF available K7

RRF R

BERR , SR TRE -

1. RIIAFREEEACIEZBRZERACHELNR, EXEZEE , H2H IAM AFRERSRHRSHE
XACBNIE, EAFPREBNRELE VPC EE,

2. FHEIE VPC £, BXEZEER , 1551 the section called “BlE VPC E$#",

3. RWIIRFZHEXACREEFELANE, BXEZEE , iSH the section called “Be# K",

4. WIFHPEMKXZBLL T available RS, BXEZER |, 5SS the section called “E & W

Amazon Transit Gateway P 4& Ih 8% $2

O LRI K IhBEERE | BN EREMKREEEEZE Amazon Network Firewall, X#EFTERIEM
EEKE VPC,

B KIEERE , Amazon 2EFABIRENEEMALFTRR. SFEFIMOPEMXERE K MF
RENMHAIBRR . XELTREEFAMERELENTE.

EEAPNIEEE 2R, B4 EE Amazon Network Firewall eI ZiERE, BX0BEZENSE ,
BZH (Amazon Network Firewall FF & A G 1§F) HHY Amazon Network Firewall E¥E A7, BIEF
KIBEREE , B LE Transit Gateway 2 A REEE D TEEERE, ZEEFUMEEERES
Ho
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.amazonaws.cn/network-firewall/latest/developerguide/getting-started.html

Amazon VPC Amazon I ER %

£

« EZHIES Tr Amazon ansit Gateway 4% IhAEF 4+

- BF Amazon AR Gateway M4 Ih BE i 4

@3 Transi Amazon t Gateway W& IhEEMI RS R E

EZHIEY Tr Amazon ansit Gateway 4% Zh ekt 4

BRI LAE A Amazon VPC 324l & 3% Amazon Network Firewall CLI 2% API 12 3% =} B 48 1% i N < PR 4§
IhEEMI#F , ‘©FE Network Firewall fitk, MMRERAPEMKNFIESE , HEBAMNS —NKF @&
BRI T AREERE  NEEERITHIELIEZFR,

Z# M Network Firewall CLI 2 RIE4 WX IhREMI 4 , S0 Amazon Network
Firewall APl ZZRejectNetworkFirewallTransitGatewayAttachment APls F
HAcceptNetworkFirewallTransitGatewayAttachment@,

SEREG A REZT IS MK I EeERE
5 Amazon VPC 12§ & K832 i 4E h #%  5< M & ThEEE 1%,
EfFAEHAREZHNIELMEINEEIEE

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBE®KT | % Transit Gateways ( FEMNX ) .

EAF W RE

RSN FESE BRI MR ER,

EFRE  ARERESERSEFELERE,

EWIAXHERES |, EREIHIEL,

© a0 »~ w b

MREERER , CRAZTNENRES , FEABXBEITURERE, MRGIELER , N ZEERH
AN BIRERE | RLTHEMBIBR.

EFE Amazon 22X Gateway M 4% IhBER 4

O] LAEF Amazon VPC 2 H| A ME BRI 4 A EF B ML IHEE Amazon Network Firewall Bff
%, BIFREKHYE | AEX 2B KA,

BRSPS EEER 69


https://docs.amazonaws.cn/network-firewall/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/network-firewall/latest/APIReference/Welcome.html
https://console.amazonaws.cn/vpc/
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£ F Network Manager 2% & R & & W & Th BEIE 2

I&TLAE A Network Manager 3241 & R &8 M K& I REEEE,

1£ Network Manager F & &y X & iE#E

ERFITFREEEEFEH B hitps://console.aws.amazon.com/networkmanager/o
MBEEEBELRME |, BT Network Manager F 81—,

{# A Network Manager SRSEMHEHY 3R,

E2RBMET , EREZMENESBEMSE,

ESMBEEF |, %% Transit gateways ( FEMNX ) o
EREEEFEENPEMK,

ERAIMEME . Network Firewall 4 & RME AL R R,

EERRAXRBERABEENFAGE , FEAINVURPEREFRFMXK" , RREEMEIEE
B+

©® N o g~ w N~

Network Manager #2#| S RHEAXEH A BEZNFARES , SREERSE, <EKRPEMXMNTARX,
£/ Amazon VPC 2% &8 REE M E R

£/ VPC 25| A REF LN P ERMREEREN IR

B VPC BHAREFTHEMREZERE

SHEE VPC E#.

B Transi Amazon t Gateway P& IhREM HFEE IR E

BIEMEIREERS  BKEBEMENPEMKEHEK , MEMEA Amazon VPC #H|A5 CLI , B
Fﬁkiikﬁﬁiﬁ?i—*éﬁo BREHPEMIBHRRENIR , SR BEPEMXBEHRE,

£ AR A BN Py A EER R ERE
A1 Amazon VPC ##l& , B3 o3 X R4 T AEE R 3% BT .

EFEAE A BIMNE N EEREHRE

™~

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

B PR MK AR E SRR R E 70


https://console.amazonaws.cn/networkmanager/home
https://console.amazonaws.cn/vpc/

Amazon VPC

Amazon &3 M

ESMERET |, %# Transit Gateways ( BFERX ) .
EFEPEMXERE R,

ERESRARE R,

ERRE  ARERAERSKEH,

XTF CIDR , w5 AZE&HAY B 47 CIDR #iER,

©® N o o bk~ w Db

%% Create static route ( BRI EESKAH ) -

® Note
MEFHBDEHE,

NTFER | FhBEMEINEEER, Fli , XAEEE Amazon Network Firewall {4,

BRHARFCEZ CIDR BERWARE , REFRRETHNEERRITRE , AEBRREKABIRN

B,

£/ CLI =k API B M E R EEREHRE
fEARHSITR API SR B iP5 W 4% Th AL 12,
EFAGSTR AP ES ME D ASEERB bR E

« {#M create-transit-gateway-route,

BN, ZE SR AT RE R B H P 45 B K SR

aws ec2 create-transit-gateway-route \
--transit-gateway-route-table-id tgw-rtb-0123456789abcdef® \
--destination-cidr-block 0.0.0.0/0 \
--transit-gateway-attachment-id tgw-attach-0123456789abcdef0

B HREEIRE

{
"Route": {
"DestinationCidrBlock": "0.0.0.0/0",
"TransitGatewayAttachments": [

{

"ResourcelId": "network-firewall",

B R R P R £ T REIE R BE R E
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https://docs.amazonaws.cn/cli/latest/reference/create-transit-gateway-route/create-transit-gateway-route.html
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"TransitGatewayAttachmentId": "tgw-attach-0123456789abcdef0",

"ResourceType": "network-function"
}
1,
"Type": "static",
"State": "active"

}
}

BREARFCEZ CIDR HERWARE , REFBRREI P NEERRITRE , AEBRRAERABRN
B

Amazon Site-to-Site VPN £ T Amazon ransit Gateway

& A LATE Transit Gateway ¥ Site-to-Site VPN i #FiZ 3% %] Transit Gateway F#) Amazon & i [
x , NMEELN VPC MA#ME, XIS SMESER , UKR IPv4 H IPv6,

R

« fF VPN EEEETPHENREEZEE VPN BEFRRX , XTEEEERHEIREERN VPN EFH
Ko HEBIZE Site-to-Site VPN E#EZ B , BEEEF MXERUBRENMKXRELER, BRXLEE
RKNWEZEE ( BREMKRBEEXH A ) , FSHE (Amazon Site-to-Site VPN AF#g®) Y Site-
to-Site VPN WX IRZHNER,

- JWFES VPN, REELNHSEHIMEPEMBEHRRKD, VPN FaTEEARMNXEHKHA
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5 A accept-transit-gateway-peering-attachment H reject-transit-gateway-peering-attachment 5%

£/ Amazon Transit Gateway [6] /23 3 W < 3§ H R 7 10 &

BEENSHEMXZARERE , S0 MR B RRI— M0 PR FEEE N BRSHK
BHo #XZHIHEMXBEEELIEE R MK ERMINESEE,

o

ERZEH S RS E

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. HESMBEKD , % Transit Gateway Route Tables ( FEMKEHREK ) -
3. EBRENHOIERHMNEAR,

4. % Actions (B4E). Create static route (BIZREAIEH).

5

£ Create static route (BIZ2E#ASEH) RHL , MANHLZRKBAMN CIDR R, flm , IEEEEE
FEFREMKXH VPC B CIDR 3R,

6. EFEHNNEEZER,
7. %4% Create static route (812 EAKH).
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Amazon VPC Amazon I ER %

EFACIZFESER Amazon CLI

£ create-transit-gateway-route &5

/A Important

BIEREE , PERMANEEZELTNEESHEMXBHARXEK. BXEZEE , H35M the
section called “REx P M REEH K"

£ Amazon Transit Gateway =l BRI 5% 2
& 0] LA BR AP 3R R EHE R . EA— NP EMRHIEE & &8 0] DA BRES .
55 1R 60 & M BRXY S et R

BN LA T Mt 3TFH Amazon VPC #%|#& : hitps://console.aws.amazon.com/vpc/e
ESMBE®KF |, % Transit Gateway Attachments (PR <EE).

TR PRI FHER,

1% Actions (#84E). Delete transit gateway attachment (il Bk 5 %% < £ 5% ) o

B A delete , RF1%#F Delete (HIER).

o ~ 0 bh =

£/ Amazon CLI il BR3T ZiE 1=

£ delete-transit-gateway-peering-attachment &5,

EZHMIFF] Connect REYXTE S Amazon Transit Gateway

&R LARIZE T ransit Gateway Connect Mif#f , ABIEZ M X FIE VPC HizTHE=HEHL SD-
WANiI& % ( Flini% & ) ZREILERE, Connect EH X IFEAKBAEE (GRE) RBREMNAENSH
g, XD RMKRIPIN (BGP) AR S H. B2 Connect EH /5 , B A LATE Connect 3 L 82
— MR Z GRE BRE ( t#i A MK Connect WET R ) BUEEHENKME=H1RE., B
Bid GRE RBEE MY/ BGP 2EURMEAHER,

/A Important

Transit Gateway Connect X &4 HT /N BGP WELFARK , XESFEREEMRREL
Amazon# ik, A BGP NELQFRMUEBARTR , MBREX—1 BGP NELXFEFAF
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o R E BR R IRVE. M BGP £ FEEKREINEHREERNRNESLEN Connect NETTR. A
AN BGP X & &i5% 0] LAPH LE1E{T Amazon EREZHEIR/E , HlanGliT4Edr, €40, BHFAEKM
B, TSNP H. WRER Connect WEAEZE NN REBE AN BGP FNEXF
BRTET , WEREMIREZTHE Amazon , EARELE IR EERE, RINBZENEE
Connect ET R LEEMRIBGP &4, REEHEZ Connect WET RUAZFR
Z2HNSATAY , RINBWELES Connect WET R LEEFRN BGP WELE,

Connect E£ERIM BB VPC = Direct Connect EF/EN EffE M4, ZEREH N ZHE
#Ho Transit GatewayfFRBE = HiR MW ICHE GRE HIFEHRIR AR E Connect EHHNARE. ©FE
MEHAKES (BREETEHRRLEIREEN GRE RS ) MAEmERINRE,

(® Note

E#H Direct Connect Mt -{ER & HALH , RE £ FEEH Direct Connect 5 T Amazon
ransit Gateway £/, BXBIZBLEERNLSER , S FF SD-WAN £% 5 T Amazon ransit
Gateway £ X # Amazon Direct Connect,

Connect W& 1

Connect W& R ( GRE B8E ) LA T HAHBHK -

CIDR $tAE8 ( BGP it )

AT BGP XEEZMNMAEE IP sk, BAIN IPv4 1EE 169.254.0.0/16 SEE MM /29 CIDR
R, LATLAN IPv6 AIiEHEIEE dOO: : /8 SEEMAY /125 CIDR $R, LA CIDR RERSERE , ©

ﬁb

bﬁﬁﬁ .

169.254.0, 0/29

+ 169.254.1, 0/29
+ 169.254.2, 0/29

169.254.3, 0/29

+ 169.254.4, 0/29

169.254.5, 0/29
169.254.169, 248/29
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ERFiRE L IPvA SEE RS — M utECE S BGP IP ik, A IPve B, MRERRER
CIDR R 2 fd00::/125 , E4MERZHREERED EEEHSEE MY E — ikt (fd00:1),

T Transit Gateway I FTEBZEH , BGP it A2 HE—H o
XZFE P Myt

Connect W& RIFZMAXTE IP itk ( GRE A IP thit ) o Ztut TSR AFA IP sk, IP i
1k ATEAZ IPv4 B IPV6 it , {BE %55 Transit Gatewayits it GE — 1 IP ik R 5,

Transit Gatewayith it

Connect WET R HEMAMAXTE IP #hik ( GRE 820 IP ek ) » MM K CIDR RAPIEE
Leibtt, ZiputFERENMEBMMRP AT -, PHEMX CIDR REEEEum , B IP 2
S\B9 Private-IP VPN B&i&. Client VPN ¥R # Connect &K ER, —XREE—NRRER
B, BXFHAEER , BSECELARXMXNE LA “AX Mk CIDR R, MREKRIEEH
it , Amazon VPC ER&#MK CIDR $RAARE —Na] Att,

& 7] LATE B 2 R & K Transit Gateway R 7 il Transit Gateway CIDR 3R,

IP 3t AT LAR IPv4 2 IPv6 it , (EEXAIEITZF IP bt EE —1 IP it R 3,

X IP #thuk M Transit Gatewayit it F T 1 — i 451R GRE 2@, SR ES N BERESE AT it
it , BEFReEER —PBREFESFERR N,

EAT BGP X% ® Transit Gateway Connect X X5 Z i BGP (MP-BGP) , EHEEE IPv4 5%
S Ut FBEE L IPv6 $IEH BGP £1F, EHLUF IPv4 M I1Pv6 it AT GRE 0B IP thiit,

AR RIS R T Transit Gateway# VPC R #91% % Z B #Y Connect

ER] VPC C

/
VEC A 172.31.0.0M6
10.0.0.0/16 4

Appliance
_____________ -_———- Peer IP: 172131.1.11
Peer BGP IP]169.254.6.1
F VPC B

10.1.0.0M16 172.31.1.0/24
* Transit gateway address: pe /

192.0.2.1
* Transit gateway BGP 1Ps:
169.254.6.2, 169.254.6.3
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B A4 5 BA

VPC ##

S Connect & 1%

GRE B&3& ( Connect & = )

<o BGP X 41E

ERIEM RO , EIE VPC HF (f£HER ) L8IE T — Connect #5, 1 Connect #EH LA
# Connect MET R , MBI 5 VPC FIRRHIEREE, Transit Gatewaytbiit}y 192.0.2.1 , BGP
HtHSEE N 169.254.6.0/29, SEEFHIE— IP itk (169.254.6.1) HIRE LB E NN E
BGP IP ik,

VPC C BT+ RE —1NEH , ZEHFF X ETransit Gateway CIDR 3R & 15 [ Transit
Gateway,

B Yt Target
172.31.0, 0/16 b
192.0.2, 0/24 tgw-id

ERFFEEM
LA 2 Connect EFHNERFEZE,

o BXMLEXFH T Connect HEHMNER , HS I Amazon Transit Gateway % IR B &
- UIUHE=FRLBEENFER Connect HEH BT GRE FZEE Transit Gateway 2 [8] &% M WUR
o
- WIFE=FIEEEBENER BGP #THAKHEMMZTRRARE,
- ZELUTXEMN BGP :
« 5\EF BGP (eBGP) : A FiE#E RV F R E FTransit Gatewayt BARSH B HES. MEMEH
eBGP , N AR fE AL 728318 (TTL) {E 2 Bt & ebgp-multihop,

ERMEEZEW
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- W BGP (iBGP) : B TiE#3{I T 5 Transit Gateway HEMWEARENKHE, BIERBRH
eBGP X&Ha , HACKREE T next-hop-self , BNHHEMKXFTALERE BGP WET & (£
ZHRE ) WBHA, F=ZHREZET BGP WHEELAMNBHEMLIMER ASN,

« MP-BGP (BGP T E ) : ATXEZ MR | 4l IPv4 F IPve it R %,
« BRI\ BGP RIZFEEBENN 10 ¥, IAWRIFITEEHR 30 #.

« A% IPv6 BGP & HiE ; X% ¥ IPv4-based BGP X & Hi%, IPv6 BIREMAES IPv4 BGP Xt
FHERTRH. MP-BGP

. REEIME LN (BFD).
. T%# BGP FRER.

Bl Transit GatewayX E ¥ RA , MIRLEEHEEXNET R ASN &5, B EFE Transit
Gateway ASN /5, XEWKEEHILE MTransit Gateway L F 1T iBGP HEI—MNBAREF,

« BB Connect X ZHEAT |, fEFH BGP AS-PATH EMH Connect NEAFAR EHIEK A,

BEESZMERZEFEASNZER (ECMP) BBl , KT REEENEEEHERE BGP B HEM1EHN
XBEMERMNEIZR. AS-PATH EfERMXEZRTE AN ECMP BB , AS-PATH MBARE
%5 (ASN) APCHEL, FE:R < a] LR — Connect EH M Connect ET R ZBIfEH ECMP |, th
AT LATER —H # M < LB Connect ##H 2 [ ECMP, Transit Gateway T aeFE £ NI EHEILH
ANTTR BGP M EFiEZE ZEEA ECMP,

« BIABRT , A Connect ¥ , B &% B2 Transit Gatewayi& H &Ko
s TXEFHSEH

« BRI ZE GRE #r3k (4 F37 ) FHAEB IP #53k (20 =% ) 744 , & GRE BgE MTU BLE 7 /N FHEB
B0 MTU, flfn , BEMAEED MTU 3 1500 3% , #49 GRE & MTU EE X 1476 =%
( 1500-4-20 = 1476 ) , LB L BRIES 9 &

%

« 7£ Amazon Transit Gateway F 812 Connect 1%

« 7£ Amazon Transit Gateway F 813 Connect X & &

- 7£ T Amazon ransit Gateway F&%& Connect i tF HIEZEX E1&
 7£ T Amazon ransit Gateway F{&2X Connect i RIEZEXN EHRE
« 7£ Amazon Transit Gateway F Bk Connect X &7 =

« 7£ Amazon Transit Gateway F#ilBk Connect 1%

ERMIEZEW 90



Amazon VPC Amazon I ER %

f£ Amazon Transit Gateway F €% Connect E$#

EH|2 Connect iE#E |, BTN EZEENERIERE, B LU VPC E#ZD Direct Connect &
EREENERIERE,

fEFA & A B2 Connect E$#

B A TR ITH Amazon VPC #2#|4& : https://console.aws.amazon.com/vpc/e
ESMERT , EEHhEMXERE,

%1% Create Transit Gateway Attachment ( BI2 P EMRERE ) .

( AIi%E ) 3T Name tag ( BHRE ) | NEREBEEBHIRZ,

Xt FTransit Gateway ID ( F#Mx ID ) , EFEA FEZHNFERX,

Xt F Attachment type ( E#ZEER ) |, %$F Connect ( E# )

Xt F Transport Attachment ID ( f£5IE$E ID ) |, ERIEERE (fEHWIEE ) B ID,
%% Create Transit Gateway Attachment ( Bl EMKERE ) .

© N o o bk~ w0 D=

f£ A Amazon CLI 12 Connect &£

£ create-transit-gateway-connect &%,

£ Amazon Transit Gateway A 8% Connect &1 R

B AR IER Connect iE#ZBIZE Connect WET R (GRER2E ) . EFFRZH , FHREEEDH
M3% CIDR R, A AE QI SRS AP MK E B Mx CIDR K,

B2 Connect S &ET s bt , AE Connect WET AR R iKIEE GRE 4\3f IP it
EFAEZH A 01Z Connect WET =

1. BH https://console.aws.amazon.com/vpc/ T FF Amazon VPC 2| &

2. ESMERT , BRPEMIER,

3. 1%&#F Connect iE#E , R/F1%EHF Actions ( #1E ) . Create Connect peer ( |2 Connect X &7
K)o

4. (k) T BHIRZ", 7 Connect WET RIBE R MR,

( A& ) XF Transit Gateway GRE Address ( ¥ M GRE #itit ) , AHEMXIEE GRE 44
IR ik, BINBERT , EAFHMX CIDR RAPKE - Aitbit.

6. FNFWEHT R GRE i3k’ , 7 Connect WET SV R B iwmIEE GRE #\30 IP i,
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-connect.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

7. 31F BGP Inside CIDR blocks IPv4 ( CIDR 3t IPv4 K BGP ) , {8 EF T BGP X &k EH Ik
IPv4 31t 38E. M 169.254.0.0/16 SEE HIEE /29 CIDR .,

8. ( ®i% ) ¥ F BGP Inside CIDR blocks IPv6 ( CIDR % IPv6 W) BGP ) , #8EM T BGP X%
BRI RER IPv6 #3tSEE. M fd0oo: : /8 SEEHIEE /125 CIDR 3R,

9. ( A% ) 3 F Peer ASN ( HZHH A ASN ) |, FHiREIEE B RMAMN (BGP ) HARLL
5 (ASN) , BOULAFEREELENMENINE ASN, IREEE ASN |, EAILAEA 64512-
65534 ( 16 1 ASN ) Bk 4200000000-4294967294 ( 32 1 ASN ) SEE RHFLE ASN,

ZRIAE S Transit Gatewayfy ASN *Eﬁ IR Peer ASN ( X¥ET R ASN ) Bt &4 S Transit
Gateway ASN ( eBGP ) R , BXIEREFHE ( TTL) & 2 BLi& ebgp-multihop.

10. #%4% Create Connect peer ( 8|2 Connect W& R )

EEH Amazon CLI 812 Connect W&ET R

£/ create-transit-gateway-connect-peer 55

£ T Amazon ransit Gateway & & Connect Hff # FiE X F &

EFEH Connect EHZF Connect W EFTT Ko
EFEAEE A EEF Connect EEM Connect WET =

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

2. ESMERF  ERPENIXE

3. #%$F Connect iE$E,

4. EEF Connect EEXNET R , H1%£#R Connect Peers ( Connect W& R ) W+,

EEEFEM Connect MH4EF Connect X% , i5EH Amazon CLI

{8 Fdescribe-transit-gateway-connects# describe-transit-gateway-connect-peers

£ T Amazon ransit Gateway H {2k Connect Bt FiE X FirE
IET LUME K Connect EEIRE,
EfAEH A1EH® Connect IEEIRE

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

& F Connect E#F Connect & R 92


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-connect-peer.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-transit-gateway-connects.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-transit-gateway-connect-peers.html
https://console.amazonaws.cn/vpc/
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2. ESMBEKD | %8 Transit Gateway Attachments ( REMRERE ) o

%R Connect E# |, RFEFRE Actions (324 ) . Manage tags ( BEE#HRZ ) .
ERMRE |, iHER Add new tag ( RINFHRE ) HIEEREBMANBE,
ERBRIRE |, EERBEBR.

ERRITFo

o 0o kW

A LS Connect X &1 AR,
EEMEH 518K Connect W FT JIRE

ITFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESHMBEES |, %$F Transit Gateway Attachments ( FEMRERE ) .
%% Connect E# , R/F1%E$F Connect peers ( Connect ET R )
1%# Connect NET R , RAEEFRE", “EERZX",

ERIRE | EEFE Add new tag ( RINFHRZ ) HIEERBHANEE,
EMBRIRE |, BERBRBR,

ERRE

N o o s~ o Dhd -

EEHIEH Connect Kf4FF1 Connect W& H#5% , & {#EH Amazon CLI

£ H create-tags M delete-tags

£ Amazon Transit Gateway F ik Connect X &1 |

MBEBEABEER Connect MET s, AT LU EMIER,
EFAZHE A MBR Connect WET =

1. @XM https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC &l &,

2. ESMERP , ERhEMXERE,

3. 1%&#F Connect E#,

4. 7FE“Connect W& kW £ | i Connect HEF R, REEZERME". “BIBR Connect

= ”

TR,

E{FFH Amazon CLI Bk Connect & =

Bk Connect X¥ &5 = 93


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-tags.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-tags.html
https://console.amazonaws.cn/vpc/
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/A delete-transit-gateway-connect-peer i

£ Amazon Transit Gateway # il Bk Connect E 1%

MRBFIBEER/ Connect E# , N ATLURFEMIBR, B4 E SEMIBRIEEENFTE Connect W&
5

/AN O

EFERES A M BR Connect E$#E

1. BELLT®utiTH Amazon VPC ##1& : https://console.aws.amazon.com/vpc/e
2. ESMBERKT , EFPEMXERE

3. &R Connect E$E , ARF%ERR Actions ( #1E ) . Delete Transit Gateway attachment ( il Bx
Transit GatewayiE# ) .

4. %A delete , AA/Fi%ER Delete ( MIBR ) o

E 4 Amazon CLI BB Connect iE3

5 delete-transit-gateway-connect %o

Transit Gateway H#J Amazon 723X M < & &

ERAPHEMREARNPEMNIEZRGEERH, BHRE—KEK , HFEEES VPC M VPN ZE 1
IR EMERENAN., KRFNVENMEHFTSEFEFRERIEFTN B WL IP iSEHE.

AR R RILB AR EHHEMRERERE, #XEF VPC, VPN, VPN £/, EF i
VPN, Direct Connect %, XEEEFM Connect M, XKEE , XEEZNEHRAMNEZEZERE
AP EMXEHEKR, —MEETTLUEBE S EHRE.

ok, BETUEARBHRUENEERSEH, fln, It — MBSBHEXIAR0RE , Uit
A7 /Y 2 I

%

« £ Amazon Transit Gateway 8 22 /35 W o< B& 3

 fH Transit Gateway && Amazon AR MK EHFE

« 7£ Amazon Transit Gateway < Bk M < EH &

* 7£ Transit Gateway BRI <B& HFkHY Amazon Bk

* 7£ Transit Gateway F /8 A ZI A R M X HRM Amazon BEHEHE
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https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway-connect-peer.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway-connect.html
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+ 7£ Amazon Transit Gateway # 2 F i% % 1%

» 7£ Amazon Transit Gateway F 8|2 &K H

+ 7£ Amazon Transit Gateway = il Bk #5725 2% i

+ £ Amazon Transit Gateway &K H

+ 7E£ Amazon Transit Gateway F & &S H 2 Amazon S3
+ 7E£ Amazon Transit Gateway = il BR A % X o< 3% 1 &

» £ Amazon Transit Gateway A 8228 H & 51 & 51l &

« £ Amazon Transit Gateway F1& a1 & 5K 5| B

« £ Amazon Transit Gateway IR 878 5K 5| B

#£ Amazon Transit Gateway F 812 KEHE
FREHANBRPEMIERR

1.

2
3.
4

o

BN LA T MUt 3TH Amazon VPC #&l& : https://console.aws.amazon.com/vpc/o
ESMMBEES |, %$F Transit Gateway Route Tables ( F#MXEHE ) o
1% Create Transit Gateway Route Table ( B1ZHHMXEHE ) -

(A& ) T Name tag ( BIMRE ) , BARFEMXRBEHRNEN. XSUERRSREAN BN
g, HY , EEREEENEMT.

Xt F Transit Gateway ID ( FEM3< ID ) , EFHRAKRNPEMK,
%32 Create Transit Gateway Route Table ( B|ZZHH#MKXEHEK ) -

£/ Amazon CLI BlEH MK EHE

/A create-transit-gateway-route-table

£/ Transit Gateway & Amazon A X MxEHE
FEREFEEFEFEMXBHAK

1.
2.
3.

ITF AL TF https://console.aws.amazon.com/vpc/ BJ Amazon VPC #2415,
ESMBEKH , %R Transit Gateway Route Tables ( FFHMKXEHEEK ) .

(Tik ) EERBENBHER—ABHE , BEREFETRIHALBRBS G, XRAR
B,
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-route-table.html
https://console.amazonaws.cn/vpc/
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4, EREMNEHRNNNWEEESEZREHR ID, LERBEXHEXE, A& BHMRZINEER,

EEEFLNORMKRIEHBETE , BFEH Amazon CLI

& H describe-transit-gateway-route-tables %

EEFLRMKREHRKWIEH , EEA Amazon CLI

5 search-transit-gateway-routes #5%

BERFNRXMKRIBARBEEERE , BEM Amazon CLI

{#H get-transit-gateway-route-table-propagations &5 o

EEEFELARMREBERMNKRE , B H Amazon CLI

5/ get-transit-gateway-route-table-associations %o

£ Amazon Transit Gateway H X Bx R X &R &

S8 T] LR P 3 P 5K B EH R B R R R OB SR AR R BR

158 F 22 %51l & S Bk Fp 4 P S B El R

1. BELLTMutiTH Amazon VPC ###1& : https://console.aws.amazon.com/vpc/e
ESMBE®KS | %R Transit Gateway Route Tables ( HEMKEHK ) -
R E R

EREMNTEES , i%F Associations ( KBk ) T+,

%% Create association ( #1ZX<Ek ) .

R EXRBHIESRE | ARAF%ERR Create association ( BIEXEX ) .

o 0o &~ w b

£/ Amazon CLI xEBtH#NxEHE

{# F associate-transit-gateway-route-table &4

£ Transit Gateway il BR 23 32 W >< B% B = BY Amazon S<Bx

18 T] LARWH h # P 5K 3] R = 5 R B R SR I 2 Y R Bk
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158 P 22 15 & HYUH AP 3% R 5 B FR 2R SR Bk

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ES MBS | %R Transit Gateway Route Tables ( HEMKEHK ) -
EREAR,

EREMNTED , % Associations ( KBk ) &I+,

R ERERXIRIERE | RF1EE Delete association ( IBR<EX )
YRSIRRIBHIAR | iE£$F Delete association ( MIER<Ex ) o

2

15 F BUH 523 32 B 5X % B R B9 < Bk Amazon CLI

f#H disassociate-transit-gateway-route-table &

£ Transit Gateway H/5 A E|/A R M < Bk H KA Amazon BB & E
£ AR BABEEPHRBRNNEEAR.

TG A R R MR R R

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &,
ESHMBEES |, %$F Transit Gateway Route Tables ( FEMKXEHE ) o
ERENHOBREEBNEHRK,

fiRR%E$R Actions ( #1E ) H Create propagation ( BIZ2/E#E ) -

7t Create propagation ( 8|2/ #& ) WE L , EFEE,

1%£$% Create propagation ( BIZE/E# ) .

o o A~ v bh =

EFRABMHERE  BER Amazon CLI

{5 enable-transit-gateway-route-table-propagation T %

£ Amazon Transit Gateway F1 2 iR &%

MABE FR 2R A PR A% TR BV BR ER
EREG & LA BEE

1. BELATMutiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
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Amazon VPC Amazon 3% M3k
2. HESMBEKD | % Transit Gateway Route Tables ( FEMKEHEK ) -

1132 Z P I BRAZ FE Y B8 B R

EREMNTESS , 1% Propagations ( &1 ) ‘W,

ERERE | ARF%$E Delete propagation ( Ml BR4E1E ) o

URGIRTEHIAR | 1% Delete propagation ( HIBREIE ) o

o g M w

£/ Amazon CLI ZREHREE

R disable-transit-gateway-route-table-propagation 5o

£ Amazon Transit Gateway H 8|2 S H

71 VPC, VPN SHEMAINEEZERCEBHSKA , Ba e —MIREZRATENRENE
iz g==

Site-to-Site VPN T & TF i P MK A RBP4 VPN EZNBAKH. YEFAET BGP #Y VPN
B, XATREA A BN EILRE.,

ERZGH 5 25K E

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e
2. TESMBE®KD | % Transit Gateway Route Tables ( REMKXEHAEK ) -

3. ERENHOUBRRAMBRAR.

4. 1E$F Actions (#24E ) . Create static route ( BIZEESHKH ) .

5

£ Create static route ( BIEFBSEE ) WHL , MANEAZEEHEMN CIDR R , RFEE
Active ( BUE ) -

NI RERE,
7. %% Create static route ( BIEESKAH ) -

o

EFZF & 62 REREH

1. B AT MuEITFF Amazon VPC #%#& : https://console.aws.amazon.com/vpc/e
2. ESMBEHKS , % Transit Gateway Route Tables ( FEMKEHEK ) -
3. ERENHABREAMKAR.

BIERSH A 98


https://docs.amazonaws.cn/cli/latest/reference/ec2/disable-transit-gateway-route-table-propagation.html
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon 3% M3k
4. E$E Actions (324E ) . Create static route ( BIZEESKH ) .

5. 7 Create static route ( SIEHB#SEE ) NEL , MARNHLREHN CIDR R , RFERF
Blackhole ( 7@ ) o

6. i%#E Create static route ( BIEEASKA ) -

£ Amazon CLI €2 #7255 B 5 R R 3% B

£/ create-transit-gateway-route 5%

£ Amazon Transit Gateway il BR#%: A& B

) B % P 5K B FR 2R P BV B S BR HRL
158 F 422 1 & I BR 3% 25 B ER

1. B AT MuEITFF Amazon VPC # %A : https://console.aws.amazon.com/vpc/e
ESMMBEES |, %$F Transit Gateway Route Tables ( F#MXEHEK ) o
ERERBRERBNEERK , AFIERE Routes ( BH ) -

EREMIBRAVERH,

%% Delete static route ( MIBREESERA ) -

EWIMES | iR Delete static route ( HIEREESEKH ) -

o o A~ w DN

£/ Amazon CLI BiRRESKEH

{8 delete-transit-gateway-route 3%

#£ Amazon Transit Gateway F & & SKH

R ERFMXEERPHBRSKEEE RN EGHRSEH.
EREH 5 BRBSHE

-_—

B AT Mt 3TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
2. HESMBEHKD , % Transit Gateway Route Tables ( FEMKEHK ) .

3. HEBHRPEREZHRMNEM,

4. HEHMEESNTH , ERBRBETF,

MIBR S VPN &2 99


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-route.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway-route.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I3EM %
5. IERRME. BRBSEH.

6. XTRE K EHEEFHHRBIE,

7. MEERHMETHSIRS | ERFRARERP S INEENFERNX,

8. EREMRBSEH.

5/ Amazon CLI &S KH

% H replace-transit-gateway-route a5 %

#£ Amazon Transit Gateway FfF#&H &S tHE| Amazon S3

BT LU R R X R R PR MBS HE Amazon S3 F4#E. BERFEL JSON X4 KRR FEIIEEM
Amazon S3 1ZE .

EFEF A S HPEMXEBER

1. BELATMuLFTFF Amazon VPC 2% #& : https://console.aws.amazon.com/vpc/e
2. ESMBEKS , % Transit Gateway Route Tables ( FEMKEHEK ) -

3. ERTGEESHNBHNEAR.

4. fKRiEE Actions ( #4E ) M Export routes ( S HEEH ) o

5

£ Export routes ( SHBH ) WL , XF S3 bucket name ( S3 EEREF ) , B A S3 654
Y& #Fo

Bk S HNKE  BEREM Filters ( FFiER4 ) BIEERFIESH,
7. i%&3$% Exportroutes ( S HIEH ) .

o

EifE S HIEA , M https://console.aws.amazon.com/s3/ 7 Amazon S3 ###|& , AESME
IBIEENTZEE. XK 2 Amazon Web Services K7 ID, Amazon Xi5, BEE ID MatEZH,
IR H %R Download ( T8 ) » AT 2 JSON XHHIRHI , EFEE VPC MHHHMEERRH
HHXER.

{
"filter": [
{
"name": "route-search.subnet-of-match",
"values": [

"0.0.0.0/0",

fF& & S HE Amazon S3 100


https://docs.amazonaws.cn/cli/latest/reference/ec2/replace-transit-gateway-route.html
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/s3/

Amazon VPC Amazon I ER %

}
1,

Il: :/0"
]

"routes": [

{

"destinationCidrBlock": "10.0.0.0/16",
"transitGatewayAttachments": [
{
"resourceId": "vpc-0123456abcd123456",
"transitGatewayAttachmentId": "tgw-attach-1122334455aabbccl”,
"resourceType": "vpc"
}
1,
"type": "propagated",
"state": "active"

"destinationCidrBlock": "10.2.0.0/16",
"transitGatewayAttachments": [
{
"resourceId": "vpc-abcabcl23123abca",
"transitGatewayAttachmentId": "tgw-attach-6677889900aabbcc7",
"resourceType": "vpc"
}
1,
"type": "propagated",
"state": "active"

£ Amazon Transit Gateway A il Bk Fr ¥ R < B& R 3k
fE RS S BRPEMREHR R

1.

2
3
4,
5

BN LA T Mt 3T Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESHMBEES |, %$F Transit Gateway Route Tables ( F#MXEHE ) -

R M ERAY B R R

1%3% Actions ( #4E ) . Delete %M x route table ( MIBRPHMXEEHEK ) o
A delete RIGIESF Delete ( MIBR ) LATHIAMIER,

BRI B8 A1 o


https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

£/ Amazon CLI MIBRHPEEMK<EHE

£/ delete-transit-gateway-route-table %

£ Amazon Transit Gateway F 8122 B HRIIRIIER

B AEREMXEHRPEIARIRIIR, ARIREETELEXNEEN—IPHZ CIDR R%&E
MES, BALERRRSIRRECNFRPSI A P Ut EE | DBEEMERE, flw , MRE
ZBESNMNPEMXBEHKXRTPIEEHERBNESR CIDR , WAIRELNARS|IRPEERXLE CIDR, F
REBMEERPRESIAMEERN CIDR, MRFEMEREFR CIDR R , WA LAMBIER 53R+ M BRE &
B, MARMNENZHIEAIEE R R MR,

EREMXBEERPLIBZNRIIKREIAN , IRIRFHENREHRFEFERMNXBEARFRI N
B&H

BXBRIIRNESZFEE , HZH Amazon VPC AFEEH N BIRSI&R.

EREH A eIZuR5IR5| A

BN LA T MUt 3TH Amazon VPC #&l& : https://console.aws.amazon.com/vpc/o

ESMBE®KS | %R Transit Gateway Route Tables ( HEMKEHEK ) -

EREPEMAEER,

flORIERIRE, IERNRIIRSIA,

N TFaIRIIFR D, EFERYIFRH ID,

XTF Type (KE ) |, ZEREBRAYF (Active ( BUE ) ) EFH ( Blackhole ( 2E ) ) LLEIERS
RERE,

7. ¥F Transit Gateway attachment ID ( Transit Gateway #E# ID ) , EBRENRERHTINIEE
8 1D,

8. EEGIEBRIKRSIA,

o a0 b~ w b =

E#H Amazon CLI BIZ &5 &R A

& create-transit-gateway-prefix-list-reference %

#£ Amazon Transit Gateway & HI k5K 5| F

BALBES A TR A ERERIIRSIA  EdRERBAIINERE , B REEEFSRATEN

~

)

if

=
ILE o
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BIEFRII RS A 102


https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway-route-table.html
https://docs.amazonaws.cn/vpc/latest/userguide/managed-prefix-lists.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-prefix-list-reference.html

Amazon VPC Amazon I ER %

TEERARTF P ERNRIKRTNENRH, ZEARIIRFHZE , EEARENRIIRRT
H, BXEZEE , 2 Amazon VPC AR B P M IS a1 &5 &,

15 P2 5l & & BT R 51K 51 A

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e

ESMMBEES |, %$F Transit Gateway Route Tables ( F#MXEHE ) o

P EMRERE R,

ETHEERSD , EEFEZKIIKRSIA.

EBRHBIIREIA , ARBEIEE Modify references ( #EHEIH ) o

FF Type (KH ) , EBREMAY (Active (BUE ) ) EFH ( Blackhole ( 2JE ) ) LLEIZR%

RIRE,

7. ¥F Transit Gateway attachment ID ( Transit Gateway #E#2 ID ) , R BN RERHATINIERE
# ID,

8. EEREWEIRIIKRSIA,

2 T

EFEH Amazon CLI {&BI& 5 &K 5| A

{# A modify-transit-gateway-prefix-list-reference

o

£ Amazon Transit Gateway il BR B 225K 5| A

MREFBFENRIIKREIA , TUREMFRMXEEERFRBR. BIER5|IAT M ERITRIR.
152 F 22 %1 & Il BR B 4R 51 2R 51 A

1. B AT MuEITFF Amazon VPC # %A : https://console.aws.amazon.com/vpc/e
2. HESMBEHKS , % Transit Gateway Route Tables ( FEMKEHARK ) .

3. EERPHMXEAR.

4. EBRBIRIIKRSIH , ARFIERE Delete references ( MIBREI A ) -

5. i%&3#% Delete references ( MIBR3IA ) -

E#H Amazon CLI & aI &5 &K 5| A

{# A delete-transit-gateway-prefix-list-reference 5

M BRBISR 5= 5| A 103
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https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-transit-gateway-prefix-list-reference.html
https://console.amazonaws.cn/vpc/
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Amazon VPC Amazon I ER %

Hr 4% 5 o< SR B & Amazon Transit Gateway

Policy-Based T Amazon ransit Gateway B H (PBR) /4 &1 57 S B2 T 1 N #h 33 ) an @ g 22
XMKRERRE, £/ PBR, HARKAUETHREIERHNAS , BREFEMEAR IP bk, JRA B4R
ORI, MAUNZE R IP i, XEEREBNTEANRENATENELITH , BIMEXLR
EHZHEENEB Wi,

£/ PBR, &AM :

« BERR, WAHBIL , BEAFEBFRESISIRZERBIARERS.
- BETENMNEEERBARBTRNARFIASFHFHRE,
- FRERERE AIMNBHREPUARTRES R,

PBR B RERHTEE , REREZZINFIHIINANGIER , ATNRE#TORAFTEHBES
EMEEENFRRMIEHAR, SFRERSPEMIMAFEREK. REERI T HE LRI ERS
Ko M ATUESRERIIEHRERE , ETERNSHE XK.

PBREA TAAERAIIRMX Amazon MitX | BR T HRELRMXTAN | FREMEAENZA,

%

« FHRIERES Amazon Transit Gateway

o PEMXEBE RN S REZH Amazon Transit Gateway

o FEPBIEPEMKXEE R Amazon Transit Gateway

s EREFHHEMRER K Amazon Transit Gateway

- ERAIERERSEZE Amazon Transit Gateway

« SR IEREERS B Amazon Transit Gateway

- MIBRFH KBRS B Amazon Transit Gateway

o TEFRRBX AR < SR BE R Amazon Transit Gateway

« BUBHF M X KRG KA XEK Amazon Transit Gateway

o HBR A M XK RE TR Amazon Transit Gateway

o Rl : R ESI S B hH L 2i’RE Amazon Transit Gateway
o IR ER KRS RS Amazon Transit Gateway

o X3 AR AR B S SR B R 3 1T R PE HEBR Amazon Transit Gateway
o BDRMKREHRNEXER

R R SRR R 104



Amazon VPC Amazon I ER %

H Y SR BE TR B2 Amazon Transit Gateway

AEBHER T E MK KM RN Policy-Basedi B (PBR) KX @
BRI 2R AN SR B AL
EHRES—ABFNAN., SFANBRAE

o EEFRHE — ATHREHFITOENEKEZEM (JR IP CIDR, B#: IP CIDR, RixA, BFrisOAF
) o

- BfRlEHR — ATHERFEANZANREN LM XEHR,
HAREBIASRERIKAMER , ARMX2ZIRFITESRAN , HRAE - NTEANE B FREE
H&, MRXBETEAAN  NEFHRES (RBNEL ).

REMXEZTUSRERIBARMARER , ETRRMNEREXIK. MIABRT , A4S
B H RAB R ER

B B PR IR

RERPHOANMANES 1 T8 , BRAFBFIRFET G NASEARELTER S —FAN,
EREREFHEEMEEAN, BT IHESES —FEEMNMFL , REANRFRER

- ERENANES THREEEANAN (4 IPEE. HEKD ).
- EEENANES LIREE ZHETE TR,

ERMNBUAEANGES (HIM 100, 110, 120 ) 2AZHER , ITREAELE , IREUEEE
E ¥ 45 B AT A S,
REMEF RBREXE

RBEERZFAMERBENEZE BERrEENZBNREEENSRE., 7HXARPEEXS TN a0 1F 4 A0
REREIFEE,

Customer-managed %k B

Customer-managed % B 2@ N BEHEIEMERBREMELHAN, BALIER
CreateTransitGatewayPolicyTableEntry APl B Amazon EI224|A I X LR E

B AT EENZBEERE

ETET R T



Amazon VPC Amazon 3% M3k
- ANES — \BETMGIRFE, ANRAFHTITEG. NARSRENEEMR,

- CE %Y — R CIDR, B#r CIDR, MY, FRisOMERmOMNEAS. MEFRHBRAEFTER, &
BE B9 FERERIA N Any (*)o

- BFRERHR — CEREBZRAINARXMXEAR,

WMERRBCENFESEEAN , XACENREEEAN  WREBFHEF (BRIEL ),

Rl — AR VPC EREIURMMK : —MEF VPC M- R VPC, £%210.0.0.0/168T
RERBERBRBEREIN HTTP RE , MABHMREBERRAEER,

EREENSE R

Mg IR CIDR B#x CIDR 7 R H B R BB R

= H

10 0.0.0.0/0 10.0.0.0/ TCP 1024-655. 80 tgw-rtb-i
16 5 nspection

20 0.0.0.0/0 0.0.0.0/0 =% =414 =414 tgw-rtb-d

efault

EHEES , N HTTP RE10.0.0.0/165# N 10 tACE , HESKERAHXKH. FAIEEMR
EERFEHN 20 HAEABRINBHERK,

System-managed % H

System-managed % B B3I 1B R4 Amazon |, LA #F Amazon R ZBE A ZhAEE |, 520 Amazon
Cloud WAN Zi7SBHANMERREE. ST E0E. BRIMBRREEEMNZB. System-managed &
FRAR ERNEFEERNEHMXE Amazon =W BRNEMA# TS BREREREHINEEN , & H
SETRERBERF,

REEENZB NI ENRE
« AR — REEENFZEERETEFEENZERITHME, MRREEENKEERAAREMT

B, WEREERE T AMEFEEAN , BFNHZEE

- Y —REEEMNRBE GetTransitGatewayPolicyTableEntries API la R F#Z &l & &
AR, ERNESERA*
- BTERTEMRE —XEXATLALEE Amazon , FTEELHITEE.

ETET R T



Amazon VPC Amazon I ER %

T~ — B Amazon =S T ENERNEHEDE (£7-MF L ) —EFEHA. Amazon B ERKER L

BB EENEAEMREE BN EEEREXBENREEERRXE , MARRERFEHIEN S B

W, REEFEAEENANRMEIE —NRERP , WREEENIBEANFEEER. BHEF
EEANCEATERAEEZETEENRE.

SHRRENLER
ek M m = E1¥E A BME R
Amazon ( flf , ERMNXER  * B, EARBEESMAZE =)
Y WAN X3 S 2E =B )
You 1—50,000 #EREFRBZE K BANESH R

35l

MinZERBRERERG A —RiIREGetTransitGatewayPolicyTableEntriesH — R ERE
Amazon EEZHIEF,

REERITMAH TR
HREH A S REERRBRHN PEMKHAFAT , (HERROT I RHET

1. System-managed B AN SRERBITIIME, NRREETENZBESREMTE  NNAZEE H
= 1L 14,

2. Customer-managed T REZAN GRS HFXS & B #H TG, MAFE—FKTEAN , FIE1FH,

3. BRNIEL — WREEERNEKE , UREFHEER.

ERERE

- EHRNRSZEBHRERK, /A 10 = 100 #9€E ( Hl , 10, 20, 30 = 100, 200, 300 ) , X#¥
DELEENNEZEEHESEAAAFTANL,

- EHREFAHHANKEEMN. URENANFESEERENLCERZG , IHEEE ZHEFZ HARAIAN
Z AN E#TIIME. REFENTZANSEZRSHFZREEANAN,

- SHBFBFFROAN, RRAONREEEHEAAN , RERSEF , At , NIREFETCTEHEHR
EIREHEER , MTARRREE , BERSNANGE SR MNER AT,

- EiROBEZAEEML. MMUERRER EEFERELTENRS. RE TCP (6) f UDP ()
XEFHEOBE. 17X F ICMPv4 (1), GRE (47) REE (*) , IwWOBEBEHREREE (), *

ETETE —



Amazon VPC Amazon I ER %

- BARSEENEKB. IRENEBRISRAEENSKE (Hw, kB Amazon Cloud
WAN) , NN EFEEANMNERATEREEERXBTEENRE. FREEMER
BGetTransitGatewayPolicyTableEntries ABiAEEYFRHAIF(E1T &,

- 5 API RIFEHEE, #HTENRE , fEAGetTransitGatewayPolicyTableEntries&EEW
MEBERENMESRE , HEBHAZREZTEIAN NSRS R TE ZE4ER,

3% W O 3R B 3R Y S5 R Amazon Transit Gateway

EHEMXIERE EBE Policy-Based ¥ H (PBR) 281 , HHIALLTEM :

- BEBLRXMX, BMIABERT , iE&EwMXx EHE R PBR. THEF/NEEE AT BURZIEE,
- BB EA PBRAPI FTEHN 1AM R, ED MK AVFRN MR R REUA TR
* ec2:CreateTransitGatewayPolicyTable
* ec2:DescribeTransitGatewayPolicyTables
* ec2:DeleteTransitGatewayPolicyTable
* ec2:AssociateTransitGatewayPolicyTable
* ec2:DisassociateTransitGatewayPolicyTable
* ec2:GetTransitGatewayPolicyTableAssociations
* ec2:GetTransitGatewayPolicyTableEntries
* ec2:CreateTransitGatewayPolicyTableEntry
* ec2:ModifyTransitGatewayPolicyTableEntry
* ec2:DeleteTransitGatewayPolicyTableEntry
- BITEENBIRSIANARXMRBHREELFE.
- MRMHHAIERARKE , NAREBOEHEXE , RARFBEXRBKRER,

BX PBR IBERE IAM &H4MEER , BRI RAIKREE, <BPEMIERE
£ Bl 2 R R R X R BE R Amazon Transit Gateway

B R B R H R H 5819 3308 M X KBk,

fE R A el R PR K RIER

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
R 108



https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %
2. ESMEBERFHARMKT , ERARXMXERER,

%% Create Transit Gateway policy table ( BIE P MK KR ) -

HNFARKMX ID , N TRIIRPIEREHLIRZMK,

(AE ) & 4R T, AIARZ LA BRI KM &,

%% Create Transit Gateway policy table ( BIEZHHEMKX KK ) -

o o kW

RKERHASERS. SERIEXN “OF” , RAEBHE,
(5 F B 2 4% far P < SR BE R Amazon CLI

fFH create-transit-gateway-policy-table @89, tgw-0bc994abffEXAMPLE&# 7 &/ M >< 1D,

aws ec2 create-transit-gateway-policy-table \
--transit-gateway-id tgw-@bc994abffEXAMPLE

B R

"TransitGatewayPolicyTable": {
"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",
"TransitGatewayId": "tgw-0bc994abffEXAMPLE",
"State": "pending"

AR ERPEMKEKEER Amazon Transit Gateway
B EEENPEMXRERRELKXE,
BEERKE

EREHAEFTERMNREREER

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 2% 5,
ESMBERE “RRMNX" T |, &EF DMK KIER",
ERNMRBITIE , BEABREHZLARXMX ID #ITTHE,
ZIRERT BN RBROATMKRERR ID, AKMX ID FRES.

0D

BERENRMREMBER 109


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-policy-table.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

5.

ERRBRUEFACGENHLEFHFAER. XEKNKE,

ERFESMEBMXNREREENARERBER  FEARSEFZHEHE, BXEAREE , FEHE

;o

EEEEMMRKIEE , B H Amazon CLI

EHHEKFPHFIEREER , B# A describe-trans it-gateway-policy-tables 5%

aws ec2 describe-transit-gateway-policy-tables \

--filters "Name=transit-gateway-id,Values=tgw-0bc994abffEXAMPLE"

I R
{
"TransitGatewayPolicyTables": [
{
"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",
"TransitGatewayId": "tgw-0bc994abffEXAMPLE",
"State": "available",
"CreationTime": "2026-01-01T00:00:00.000Z",
"Tags": []
}
]
}
ERERMKRFE
EREHAEERKER%E
1. £ Transit Gateway REEXRH | ERRER,
2. 1EERB BRI,
3. REZRUFETIEUTIMMESRE  MES. RE. Birlgdxk, JRCIDRR, FiwO, B
¥r CIDR $R, B#rimOFMIPiL, System-managed B ER*NEMANERE,
4. EFiEFE  FEAERE, EUEANSS, BirEEK, IR CIDR, B4 CIDR, FiwH,

B #rim O S IUH 17 05 1%

ERBEENMAMXNRILELFEHE  AEARSESZHFH . BXEAER , ESHEH.

BERN
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https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-transit-gateway-policy-tables.html

Amazon VPC

Amazon &3 M

EEERERSLE , B H Amazon CLI

£/ get-transit-gateway-policy-table-entries %

aws ec2 get-transit-gateway-policy-table-entries \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE

B0 R
{
"TransitGatewayPolicyTableEntries": [
{
"PolicyRuleNumber": "100",
"PolicyRule": {
"SourceCidrBlock": "10.100.0.0/16",
"SourcePortRange": "*",
"DestinationCidrBlock": "*",
"DestinationPortRange": "443",
"Protocol": "6"
3,
"TargetRouteTableId": "tgw-rtb-0ca78a549EXAMPLE",
"State": "active"
b
{
"PolicyRuleNumber": "=*",
"PolicyRule": {
"SourceCidrBlock": "*",
"SourcePortRange": "*",
"DestinationCidrBlock": "*",
"DestinationPortRange": "*",
"Protocol": "*",
"MetaData": {
"MetaDataKey": "TgwRouteTable",
"MetaDataValue": "tgw-rtb-0ca62a892EXAMPLE"
}
3,
"TargetRouteTableId": "tgw-rtb-0ca62a892EXAMPLE",
"State": "active"
}
]
}
XEFNIRIESRY

BERENRXMREBR
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https://docs.amazonaws.cn/cli/latest/reference/ec2/get-transit-gateway-policy-table-entries.html

Amazon VPC

Amazon &3 M

SELUTHE8EGetTransitGatewayPolicyTableEntries,

X IR S A

Tk SR

policy-rule-

number

target-route-table-id

policy-rule.

policy-rule.

ation-ip

policy-rule.

policy-rule.

ation-port

policy-rule.

policy-rule.

ata.key

policy-rule.

ata.value

source-ip

destin

source-port

destin

protocol

meta-d

meta-d

6

HEA 455 3

% BB I 1D A
5% CIDR K318

# B #5 CIDR X3RifiE

BR i 036 El i it
% B #rim M 36 Bl i ik

B ULIR

BEaBEZALIE ( AEKRE MetaData-enabled% B R & )

BEaBEERIE ( BFEKM MetaData-enabled% B A )

R BIZERKRMEERS B Amazon Transit Gateway

[6) 5% B 2% A AN N

—FHSFEAN,
BRE—NEESRFEIINA Any (*).

EREH AR RIERSTE

1. FFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

BERANEEE

£ Transit Gateway KEgRH , EFELCEN KRB R,

2
3. &ERBGRIF , RRGEE QEKE
4. EFBFAER

"N, BEAME

X ER,

PEL SR B ARBR SR, PR PLECR M 2R 2 ATERY ;

PR RZHE
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https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

a. MNHwS —@MATT 1% 50,000 zEAVEH. ANEITEIRFENRENRFTHRN. &£
WF 2 EIEHER (Hl, 100, 110, 120 ) , IHEUELTEEH RS BIAMHE AN,

b. BERAXMAREHEX —AFERATEERENLXMKIEHERK,

5. HEANZH T , BERLERCESRMF, FEAFREZUTEMBE. AEEENSFAHBLM
PeEe F BERL A IZ AN o

a. JRCIDR3R —IPv4 = IPv6 CIDR (#lfn, ). 10.0.0.0/16 AFFIBEABZ,
b. B#%s CIDR3 — IPv4 5 IPv6 CIDR, NFIE A& ZE,

c. WM — E&BEXFHHN. ZEFWE : 1(ICMPV4), 6 (TCP). (UDP), 17 47 (GRE) SH{E
E  MEEFMAEM (). *XAHHR TCP (6) 5 UDP () &t |, i ASEREFERFI TH, 1781 F
FRIEEM Y (ICMPv4, GRE SEE ) , WOSBEBEFRERNEE (*) , TEEE.

d. ERiwOEE — w0 (443) HSEE (1024-65535), NFTBEABZE., XHPHHA TCP (6) =
UDP (17) Bt eJ A,

e. BiHwOEBE — 2i%0O (443) REE (1024-65535), AFIBEABZE, XEHNH TCP (6)
= UDP (17) B AT Ao

6. EEBIEZRHE,
EFEAGIERMKR%ZE Amazon CLI

£ H create-t ransit-gateway-policy-table-entry i 5. fFEBEFR ID, AN ES. KEANBEMBEHEK
ID BN EHE,

aws ec2 create-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-0@ca78a549EXAMPLE \
--policy-rule-number 100 \
--policy-rule '{"SourceCidrBlock": "10.100.0.0/16", "Protocol": "6",
"DestinationPortRange": "443"}' \
--target-route-table-id tgw-rtb-0a823edbdeEXAMPLE

SREE AL B R 1

TRER T REEHN TE R %,
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Amazon VPC

Amazon &3 M

SREEHL PCEL S 1%

B

SourceCid
rBlock

SourcePor
tRange

Destinati
onCidrBlo
ck

Destinati
onPortRan

ge

Protocol

58

R IP #h3k5Y CIDR 3R

Rim OSSEE . RIEMILH
TCP (6) 5 UDP (17) B 3# 1T i¥
fio *XNTFRAEHEMIDNL , B3
BEN.

B#x IP b3t CIDR 3

Bfrim ASSEE . NEPLH
TCP (6) 5 UDP (17) BBt 1T i¥
fho *XTFrAEHEMIMY , B3
BERN,

IANA i 5., BE_RE I G
ASBE FER.

X% IPv4 1 IPv6 CIDR &3,

BRE

IPv4 = IPv6 CIDR ( 4l
i, 10.0.0.0/16 ) , HEHE
FE

BN (443) REE
(1024-65535 ) ; HHEE 0—
65535 , FFth < 4%

IPv4 = IPv6 CIDR , =& B&{E4T
P

B mOSEE ; ARCEE 0—
65535 , FF#h < 453

1(ICMPv4), 6 (TCP), (UD
P). 17 47 (GRE) S{E A
&, *RAE TCP #l UDP X #i%
OsEE,

&P YR BE R %2 B Amazon Transit Gateway

ARIA

ModifyTransitGatewayPolicyTableEntryRPATCH-styleE# ., REZEBERDAHIENFE
BFamiE,. BEBNFREFETE. BIITFRXEENRN Any (%),

/A Important
EFREMEANCEEME (R )  LTABREE*ZFR. EHZFENHE

MEEREEE, Hln , MRMANAE"SourceCidrBlock": "10.0.0.0/16"H

B RRE
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Amazon VPC Amazon I ER %

BHELECSEAR IP HHTE |, MA5EE "SourceCidrBlock": "*", &R
4SourceCidrBlockff10.0.0.0/16R&IRIFRE,

BXRAP--policy-ruleSbMBEELDP—/--target-route-table-idsHE—1,
ERAEH AN R REE

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMER “FRMX" T, &R “NORXMRRBER

£ Transit Gateway RE&EFKRH , EF KK R,

pvi 2 = RV A1l SN

EREBUANRE. REFKE (ANERS* ) BRRIEWN , TEERHITHRE,

ERIEWREE.

MNESERNRE—FCRIRRKE , TEER. EEIMANES , ERRZZEBAEAFHESE
ez,

8. MNEMEEFUNFTR, MEHMFRMBMALERT H5E. CIDR FREHRTHEF RN B3E
WTHHI&,

N o o bk~ W Db

ENFREEN ‘AR (CREEFR) , HFERZFR , BHARE REMNZEFR, RE
E#REHEE,

9. EBRREENR.
BHARBTLEHNERE , RMEFNRENFZERE,
E{SREERS%E , B#FEH Amazon CLI

£/ modify-transit-gateway-policy-table-entry @55

aws ec2 modify-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \
--policy-rule-number 100 \
--policy-rule '{"SourceCidrBlock":"11.0.0.0/16","Protocol":"17"}"' \
--target-route-table-id tgw-rtb-0a823edbdeEXAMPLE
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-transit-gateway-policy-table-entry.html

Amazon VPC Amazon I ER %

MALRE TS A HNEE, RAESourceCidrBlockProtocol, HMTargetRouteTableIdEE#H —

SourcePortRange DestinationCidrBlock, , ¥}DestinationPortRangefRIFHERIHET
I

{
"TransitGatewayPolicyTableEntry": {
"PolicyRuleNumber": "100",
"PolicyRule": {
"SourceCidrBlock": "11.0.0.0/16",
"SourcePortRange": "1024-65535",
"DestinationCidrBlock": "192.168.0.0/16",
"DestinationPortRange": "443",
"Protocol": "17"
1,
"TargetRouteTableId": "tgw-rtb-0a823edbdeEXAMPLE",
"State": "active"
}
}

M RFREENER (EEEEFR)

EMkR EERAIPIREN B FRim ORI ATEMEREOD |, BHEE
#*DestinationPortRange. BEEIZF R B 4431ERL,

aws ec2 modify-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-0@ca78a549EXAMPLE \
--policy-rule-number 100 \
--policy-rule '{"DestinationPortRange":"*"}'

"TransitGatewayPolicyTableEntry": {

"PolicyRuleNumber": "100",

"PolicyRule": {
"SourceCidrBlock": "11.0.0.0/16",
"SourcePortRange": "1024-65535",
"DestinationCidrBlock": "192.168.0.0/16",
"DestinationPortRange": "*",
"Protocol": "17"

I

"TargetRouteTableId": "tgw-rtb-0a823edbdeEXAMPLE",

"State": "active"
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}

Tl B R B SR BE R 5 B Amazon Transit Gateway

MAKMXRERPBBREFEENSZE., System-managed FoiEMIBR%Z B o

/A Important
MREMBRFBEREFEENFZEABRAERANREEERERE  NEHNXSEFELSZR

KXERHI A ZIEBREE. PNED —FANRHFERBERETREARERER
ﬁo

ERAEE A RBRRKREE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2414,

2. ESMBERFHARMKT , EEARXMXERER,

3. 71 Transit Gateway REEFRF , EIFRE R,

4. &FRB&ETF,

5. ERERBRANZTFEELXE, TEBBRRESLE,

6. IEFEMIER.

7. EWHAEES  EEFRAFHAEE (HAUES. BREAK, IR CIDR#KR, RiwO, B#s CIDR

W, BHwO, ) . WIVEERIRE , EEECR— 1M EEMHEEMNFRELLERRE , &
JEIEEMIBR

B IIEIE - MRS H {ruleNumber} B KBE RSB © B IR

EMIBRIREE RSB , B #EH Amazon CLI

£/ delete-transit-gateway-policy-table-entry 55, MIEREIZBFEMAFIRE""State" :
"deleted",

aws ec2 delete-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \
--policy-rule-number 100

{
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway-policy-table-entry.html

Amazon VPC Amazon I ER %

"TransitGatewayPolicyTableEntry": {
"PolicyRuleNumber": "100",
"PolicyRule": {

"SourceCidrBlock": "10.100.0.0/16",
"SourcePortRange": "*",
"DestinationCidrBlock™": "*",
"DestinationPortRange": "443",
"Protocol": "6"

},
"TargetRouteTableId": "tgw-rtb-0a823edbdeEXAMPLE",

"State": "deleted"

® Note

BT LM BREA R RZB S| AN BN P EMARIEHRK, Starget-route-table-idid
JE8SGetTransitGatewayPolicyTableEntries—EFEATIRAIEIALKE , REEEIZH
MRERRZETENSMEREN. SHEHAKE (BRERHERSTREBR ) TR , RBREZE
T4 BaER. STBAHEBEREA.

FERXE PR X KB R Amazon Transit Gateway

HERERE ARSI PEMKM AR, B TUERERIEHEARAKREK , EFERNEREX
BRo MR ZMMFSmIRER TR E |, MABEEUEE XK,

Customer-managed E T RN BB SMEABMMXIEZEXEFRE : VPC, Amazon Direct
Connect, VPN (Site-to-Site), Z /i VPN, VPN £H25, WEIAE, AHWMXERENINSE, HE—H
BIARBRMPXE I HMN (CWAN) N EEEMG. BXEZEE , 250 Rl

BRLLFE - MR RS S DM AXE, FrE BT X LM 4 2R 2 2R R 1548 [ R L S23 17 17
fo

HUHREBRII BB &
MR ZMH LRI G ERKREK | B AREBUEXRE.
158 F 22 %1l & % BRB% B RS BR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
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https://console.amazonaws.cn/vpc/

Amazon VPC Amazon 3% M3k
2. TESMBE®RD | EFE Transit Gateway BHEX , AEEEEHAR,

3. 1%&$® Associations (3<BX) I+,

4. EFEMAT  REEE BIBRKER .

5. TEHEIAEES , EERERKEK.

ERUHXEKEHBEZEK , B A Amazon CLI

8 disassociate-transit-gateway-route-table &

# Disassociate existing route table (if applicable)

aws ec2 disassociate-transit-gateway-route-table \
--transit-gateway-attachment-id tgw-attach-@def6EXAMPLE \
--transit-gateway-route-table-id tgw-rtb-CURRENTEXAMPLE

ROIMER, ZihadESdisassociatingIR7 :

{
"Association": {
"TransitGatewayRouteTableId": "tgw-rtb-CURRENTEXAMPLE",
"TransitGatewayAttachmentId": "tgw-attach-0def6EXAMPLE",
"ResourceId": "vpc-Qabcdl234EXAMPLE",
"ResourceType": "vpc",
"State": "disassociating"
}
}
FERR IR
£ 2 H A RERER MR

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
ESMEBRN “RRMNX" T, &F AXMKXRBR" , ARERENRBR,
1E£$E Associations (3<Bk) &I+,

%% Create association ( 82 X<E ) .

ERIEXBKERP , EMEEELRIMAIARBERAANZMK ID FER.

XNF Transit WX , EMTRIIRPERK G, THIIRIE T RE—ZHMAX
(VPC. . VPN, Amazon Direct ConnectP#MXxiZEE, W& ) LHNMERSZHNM4.

o gk~ w N
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https://docs.amazonaws.cn/cli/latest/reference/ec2/disassociate-transit-gateway-route-table.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

7. EEBIE,

RECIRAM “RB TEER “XB, BULEEXESRE | NEMMEFSE—DRERBREK,
EXERBEKR , R Amazon CLI
FRAXBKAMMN X FERRD D,

# Associate the policy table

aws ec2 associate-transit-gateway-policy-table \
--transit-gateway-policy-table-id tgw-ptb-@ca78a549EXAMPLE \
--transit-gateway-attachment-id tgw-attach-0def6EXAMPLE

ROIME, ZXBMassociatingRASF A H 3 ERlassociated :

{
"Association": {
"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",
"TransitGatewayAttachmentId": "tgw-attach-0def6EXAMPLE",
"ResourceType": "vpc",
"State": "associating"
}
}
IAM S 4+ 7RI

&) LASE B OR R S 44 SR BR I &= 5 A BT SAT WP LE B 4 S SR BE Rt 1THRAE. Hla0 |, AT RER X A FA PN
REERSFRICH M HEXBtnetwork: Prod Network :

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["ec2:AssociateTransitGatewayPolicyTable"],
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "Prod Network"

]
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Amazon VPC Amazon I ER %

}

BUHE AP 3 P o< SR B R AV < Bk Amazon Transit Gateway

HYUH SR g 3k 5 o 5 M o< fi R B R BX

/A Important

BERXEE , ZMPRAS 2 XBRNEBARIRE R, EONMESERBRITRERREK
Bl , FTE AREEREEF.

158 P 122 5 2 YUK SR B R AV < BR

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2414,
ESMERN “ERRMX" T , &F RRMXRER , REEERRKR,
%1% Associations (3<BX) &I+,

EREBRIIKE,

R BIBRKER” .

EWIATERES , EHERKK ID MK 1D, WIABES  BIREXBRSEAETRBHNKAREZ
M RE. FENEERBRIFTRBERIBZH , REZMFOAEAERERFRESR. &
FMIBRo

o g A~ w Db

HI R IhENE : ERIIM {tgw-attach-id} H il BR<Bx.
EEUCHERRRIXE , EHEAUTHSBUEXB Amazon CLI

£/ disassociate-transit-gateway-policy-table

aws ec2 disassociate-transit-gateway-policy-table \
--transit-gateway-policy-table-id tgw-ptb-0@ca78a549EXAMPLE \
--transit-gateway-attachment-id tgw-attach-0def6EXAMPLE

APIER, ZihadEEldisassociatingRFS :

{

"Association": {

BUBRBR P3P R BE &R 121


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/disassociate-transit-gateway-policy-table.html

Amazon VPC Amazon I ER %

"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",
"TransitGatewayAttachmentId": "tgw-attach-0@def6EXAMPLE",
"State": "disassociating"

I BR A B9 A % ) < SR BE 3Rk Amazon Transit Gateway

MERPE MR R IR, MERRIG | &R T AYFTH KBS #B R4 BR

/A Important

ERRRREER 2B , FEUEFIE M SZROXEK, FAERSERERENRKNBR TRE
REERXBRNMF T EFAEAWRE,

55 F 422 151 & DU BR 26 P 5K SR R

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 2% 5,
ESMERTHARTMIT , EEATMKXKER,

R E I BRAY AP W SR IR R

i%# Actions ( #1E) , AAF%$F Delete policy table ( MIBREFREEER ) o
FEEIAXEES |, BIAERRZR.

o ~ w0

EIRRE PR KGR |, iE6EA Amazon CLI

{# A delete-transit-gateway-policy-table %

aws ec2 delete-transit-gateway-policy-table \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE

RBIERL, ZRIESA TdeletingtR7 :

"TransitGatewayPolicyTable": {
"TransitGatewayPolicyTableId": "tgw-ptb-0ca78a549EXAMPLE",
"TransitGatewayId": "tgw-0bc994abffEXAMPLE",
"State": "deleting",
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https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-transit-gateway-policy-table.html

Amazon VPC Amazon I ER %

"CreationTime": "2026-01-01T00:00:00.000Z"

T~ SR ESI S RPN E£18%E Amazon Transit Gateway

DT RASREMNFENAIBFM SIS EIPFAE VPC #1ITRE , ANEZERAMEHMRE,
Y=

EERUTER,

« KE10.1.10.0/24 (BRIEREFN ) HREBEERR ZBISTET VPC HHIFLKE.
- FFEHMREEAINERBERITER,

REERAELE
FEAUTHBERERKR,
REEREE
M #  SFEERE JRCIDREX  B# CIDR  thil RisO Birw BREER
R X R SBE O3EE
100 EFEEXE 10.1.10.0 Any Any Any Any tgw-rtb-f
b:Fic) /24 irewall
200 EFBEEXEE Any Any Any Any Any tgw-rtb-d
ki) efault

TERE
RETEWOT,

« RKEWRELD.1.10.0/24F)3k 55K rE T K] B Y AP 35 P 5 BT 44

o FREERELIFEMEMM 100, JR CIDR CE10.1.10.0/24 , HtEAKEBEKtgw-rtb-
firewall#XRE.

- BHXRtgw-rtb-firewall@E@PH A VPC M RKIERENIEH.
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Amazon VPC Amazon 3% M3k
- BPABREREHFNHEEZEREEBMK,
« REIR , FEMXEAETENNER , 50 AE VPC MHXER AR - EHMTE @G HE

=1
Elg;ﬁ:io

FERMRE (FTRXKEH10.1.10.0/24 ) HBSMN 100 AEE , EFHN 200 , M 200 £ HERIA
HEARBITHE L TERE,

Amazon CLI BIZ It BB T

EANAT o TRRRRR, AMAN , FFZRER VPC MHFXEK,

# Create the policy table
aws ec2 create-transit-gateway-policy-table \
--transit-gateway-id tgw-0bc994abffEXAMPLE

# Add rule 100: steer sensitive traffic to firewall route table
aws ec2 create-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-0@ca78a549EXAMPLE \
--policy-rule-number 100 \
--policy-rule '{"SourceCidrBlock": "10.1.10.0/24"3}' \
--target-route-table-id tgw-rtb-firewall

# Add rule 200: catch-all for remaining traffic

aws ec2 create-transit-gateway-policy-table-entry \
--transit-gateway-policy-table-id tgw-ptb-0ca78a549EXAMPLE \
--policy-rule-number 200 \
--policy-rule '{}' \
--target-route-table-id tgw-rtb-default

# Associate policy table with the source VPC attachment

aws ec2 associate-transit-gateway-policy-table \
--transit-gateway-policy-table-id tgw-ptb-0@ca78a549EXAMPLE \
--transit-gateway-attachment-id tgw-attach-0def6EXAMPLE

R Y AR R ) 5K SR BE 2R PR | Amazon Transit Gateway
LAR BR#13E F T /3 oh BT B9 & R oS SR B 3R o

« TGW-to-Cloud WAN (CWAN) X EE M — X4 LNEFEESKEB X PBR, CWAN i
EMHLNRETEHRASEENFERS  XEXEEAESNRAERHERREN. LALUEE
FRERMEIE—MNRERTD , UESHBMFRE—BER,
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Amazon VPC Amazon I ER %

- BGP §HiE% — T Amazon ransit Gateway 7T [6 55K B &KX BXH) BGP-speaking Ff#F ( Site-to-Site
VPN # Connect &% ) BEEMEH, FEEREED—MHXBRELEANES XHTE BGP
BHES,

Amazon Direct Connect ITARE : EEFMREATHVIBRZMRREPAFHIRIKRERE , Bt
TIeRBE TR WA |, X EHSMEE, Amazon Direct Connect

MRIEHRITEB T TGW-advertised BGP B&H , MWL 7 X BR AN AT , TEFHM
KEMFRERER,

o« MiFERMEE — BTSRRI ERMAXE , ETRRMEREXREK. IREZHAFRERE
EXEE A RNMHFERE , NERSKM, BLBUESKRARNXE,

- BURERKE —BEFBULESAIRRREEENRE, XLELXHETLH Amazon
GetTransitGatewayPolicyTableEntries APl N FZHAEE , RSN *,

X FR Y 4% P o SR BE Rt 1T R FE BERR Amazon Transit Gateway
FERAUTER MR R P MR R R,
REENTRE

¥ & PacketDropCountNoPolicy CloudWatch fE#5. MIRBEEM , MR EE T SRIEFRKEE
FEE ARG HFEE, MREFEFRCENREETRINERRR , BEFLONN TEIRAE
HARIFAKAN (FAIEEHREN “FE) BANRS RS,

AN EREFE , RELETHRELTE

AP N TG F, MURAFRITIIML , -7 ETRRE, BRIERFRETTZAAN T84 TE SR
RE , AEBLREGBRENEEANAN, EFENANESHBREFEZEENRHF.

GetTransitGatewayPolicyTableEntriesAITEEMESRAE , BIERAEEMN%KHB., System-
managed ZHREREFTFEENSHRERZAHTIRG , JEESENREMNE T,

i (3B B A& A T RN

XL TCP (6) = UDP () B , 21w OBE. 17MRENMNIEE ICMPv4 (1), GRE (47)
=; Any (*) R , MEAHOEEESFEESNEERNEE (), HET2#H TG, EFERAETIR
O TE | BRFHURER TCP = UDP,

WMREBT API 23X IETCP/non-UDP thiliVis ASERE , MiERSEWIEFHIRMBIEL, WINERPH
i,
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BT EMEREE R

TR BE R E 5| AR B HRr P Mg B R E TR
BR. GetTransitGatewayPolicyTableEntriesfffifitsitarget-route-table-idR¥EE R
LHMEIATiZER , REEE MR Z 50 E £ R LM,

BT BRI R KRB B R AV M

BWIANZMHEREE 2 XBENEAR. URE , BAIESRARNXEK. BXYHE , BSAXEKP
EMARER  RERAXEMRERE — WEEE TGW-to-CWAN MM T X BHETEF EE RIS
M. EZHERH.

BHRBRRZH , REEE TR

BEEXRBERXBRONGXEAMBEANBES. XEZEHRVITAER. FIED—FAN , K
Mt SR A RENKE , LRERER K

3R oK SR 2k BY FE < B IR
BXESEL , BEANTHR

« the section called “F MK H K"

« VPC E#

« Amazon & 5 MK Y M B Bh A&

+ CloudWatch FHJ3E¥s Amazon Transit Gateway

Amazon Transit Gateway # Y4 #%

HER—MBEMY , ATENDZABKITENARENKTER. Transit Gateway X FHEFTIEE
VPC N FM B EHEAERE , HRYSFINWABRHS | SUFREL XD M EREEH B iR,

FH

- HEBE

- EAEEW

- HERH

« Amazon Transit Gateways §#J40 #&i5

« T Amazon ransit Gateway ) HZH #F15

« £ T Amazon ransit Gateway & BV 4H 1B H I E MR
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Amazon VPC Amazon I ER %
« £ T Amazon ransit Gateway 5 B4R B EFH X M AX A

+ £ Amazon Transit Gateway 1 EUE T fAft4H #&4H b HY R

« £ Transit Gateway FEUE A IBEEH KX 5 B9 Amazon JEff

« 7£ T Amazon ransit Gateway P& FHIEA

+ 1£ Amazon Transit Gateway 8 Windows Server i% & A%

« =l : 6 Tr Amazon ansit Gateway B2 IGMP B &

« 45l : £ Tr Amazon ansit Gateway R EBESKIREE

« 7~ : £ T Amazon ransit Gateway F EEHAEA R A EE

CERT S A

UTRABNEERS

- ABE — AP - NMEBENK S BRRTENE , AP RRNXAELAREHE. STUE RS
TESCEBE AR R B A%

o AIBA — R —AFAENBRAREREREN TN, ABARSA IP hit$ril, ABARRZRE
FH B N2 EC2 KAy B/ o8 R 48 42 O 8 o

* Internet AEEMY (IGMP) — AT ENFNEHBZNIDEEHIBEARARENEBRMINIL, IGMP 4
BEEESER IGMP HBUMA, BRAMALEEENEN. Amazon XF IGMPv2 UK IGMP
8BS (ET API) AR RAESE,

« HIFR — BABENSXIFMN EC2 LHIRBRMHMMEED , ATR*EABRE. ABFRIGER
?ﬁ% 7R Iﬁﬁﬂlﬁo

BSRABEIETEA IGMP IHUMA, BEFMEIEEENEN. BASIER Amazon CLI RN
FRAMARR . BSRMRLZABRE  RABKAERE,

o PEARRA — EXFHN EC2 RHIRBAEMEMEKZED , ATERAERE. ABAEEZMNEA/K
Ro BEFRSFRARAREEES , ABEAR G REEZBORE, £ IGMP AEEH , KA AIE
RE , B EBRE,

FEE

- Transit Gateway AEATRETERA TEMR S I BB NARER. BRIENEBNEEFAER
FHRE, BRREHEFSMRA REMEAR , SUEMRTHENEREER,

N4/
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- BXEXEFXEMER , 1S H Amazon Transit Gateway 7 L [F] 73,

o BAMBIE— NI PERN KT REZIFHE,

o HIBARK G RREH Amazon Virtual Private Cloud Console. Amazon CLI % IGMP #{T& &,

« —NFRREEMNT—NABEH,

- WMREMEHIE Nitro 56 |, NAMEEFH Source/Dest (R/BE#F) RE, BXREZEARENER , TSR
Amazon EC2 AFERP M ERE B I &E,

« 3E Nitro 26| FRERAB/EIES

« Amazon Direct Connect, Site-to-Site VPN ZiXt &iE e P M REET T IFABK A,

- REMXATHABRIBEEIR, 7RABBREZLBER. EXEZEE , B2l EAERET
(MTU),

- BEIE, IGMP EH4KIEZ% IGMP JOIN SEELUMAAREA (BEER 23K ). WRRET
FTE IGMP JOIN EEHE RN ARAUEMNER , EVNFTLRNPEMKABAN —Br, EiXF
BRAT , BEEFEARBETNARFN A EZNEVEFHALL IGMP JOIN SHE,

o ARABRKUKBIHPEMKEZER IGMPV2 JOIN SEEFHE , F KT IGMPv2 LEAVE EHE 4
R, PEMRLSBEEAIIMALBAN TN, EANSABEHS , PENXERIHRFAEKRA X
H—%% IGMPv2 QUERY JEE., fEREIRN , BMNRAKIE—5 IGMPV2 JOINJEE | XRRALEITH
RAREHW AR, MBRKRKREREEL = XER , NPENHMNEMANFTE A MR KRR
o B2 , ERERMIZKAKEEN 12 M, AR ZEANFERIIRP KAMBER,. —5H
8 IGMPv2 LEAVE 8B £ 37 Bk A tth MAE AT 3 — 25 B9 40 #8540 2 o il BR otk = 41

o RHERXSRERINMAABANEN. EREMXPHABERT , PEMXELXREIIA L IGMP
JOIN HERHEMENLEHBRIBL 8 (4208 ), PHMXLSHKERFHNRAELAREE
B, JFEEL 124Nt , REZCWEIRE ENE IGMP LEAVE SHE N Lk,

o MEMER R ARERBIBEBLRELE IGMP K& , UET A LRRAREAR R AR, X
IGMP EH¥EZMIE IP 7 0.0.0.0/32, B¥: IP 8 224.0.0.1/32 , thilA 2, IGMP E4l ( SE 451 )
WL ERBUAREVFMWN EM{EA ACL B BEH LM L FIXLE IGMP HUHE,

o HABWRMERMTRE— VPC AEt , BReEERLZ A FNBREZSARENESRKEREZSAH
HRE.

o WFEBSABAMIE , Amazon Transit Gateway « B BREFTFERN ENI WERASANER, X228
o EBBE P R < iR S5 o< B A A RIEIAR K A ENI RSETAY,

- DAEBRAAEXE PG, SIAABETIXE,
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Amazon VPC Amazon I ER %

AR IR H

EREMX EERAEREN SRS ABIKAR. LT FRRMNBEMEEDR , RINS/AEHEE
MEBREF S ZABERKE PERMK,

MI4& ACL

M ACL MNEFRRHZT. ENHNATARBRE , RADPERXNUTF NN, BXEZER
S5 Amazon VPC FAF$EREAHIMLE ACL,

WNTFEBRMAERDI (IGMP ) AERE , B4

\\\

ELEEUTAEMRN, ZRENBREAERE

BEH.
FH I3V R R
B E XY IGMP(2) 0.0.0.0/32 IGMP Zif)
HENX UDP Y UDP miEEA IP bt AVAERE

XF IGMP |, AR ZEDBEFLLT HGMN,

¥t 1738 B §its ik

B E XY IGMP(2) 224.0.0.2/32 IGMP B

B E MY IGMP(2) HIBA P it IGMP fnA

B E X UDP MY UDP HIBA P it HIbABRE
Z44h

THAERBREME. XTHAA

ZEARNEEHIRBIRE, SMNATUANATFAUMBEABRE,
#H2Z [ Amazon VPC AAFEEHHNZ S

RAEH, BARAEREGABOALRE. BXESEL
4@,

XNF IGMP A ARE , BUAMELEFUTARAN, ZEFVNEREAZABRENEN. BTFESL
£4EIETERN UDP A NIAIR,
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-security-groups.html

Amazon VPC

Amazon &3 M

il
B E XY
BHENX UDP i

[/

N

NF IGMP AFRE , BHXNELEFLT HEMN,

3l

B E XY 2
B E S 2
B X UDP i

[

UDP

i iR
0.0.0.0/32 IGMP &if]
IEREEN IP bt AWAERE
=R:0p: iR
224.0.0.2/32 IGMP EFF
(HIEAA IP bk IGMP fnA
LHFEAH IP bk H YA ERBRE

Amazon Transit Gateways ' #J48 #& 15

ABFARPR - NMEABNE DB RTEE. BEFERSBEDEREMXEEER , FolESBE , A

FFMEEXK.
ZEPEM

TREANA T ZHBEAREME. BF

B

Igmpv2Support (Amazon
CLI)

IGMPv2 X% ( 2%I8 )

fEE Y XA E M.

EEPU
SO MR TE LA B 5 AR AN A SRR HH S4B
SR ML TERARSE , BLTRFER R FHHRMBENZRF,

EEDHE-MHAAMEA IGMP thiet S AttEM. BABIHUT
FRZ—MASIEA

« X IGMP WX R EH JOIN # LEAVE JEE.,

o XfEA Amazon VPC #§| & = Amazon CLI TE4 A7 N =k il

BAXE IGMP B & .

HIEE
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Amazon VPC Amazon I ER %

J& DU

MREEMZIBAR T , N ATFEEUHEM . iR 2ZR
FIRNMOAR R XER IGMP LEAVE JEE.,

StaticSourcesSupport HEMREZAREETRSZER.

(Amazon CLI)
kS AE MR |, BEEMFE A register-transit-gateway-mu

Static sources support ( 74 lticast-group-sources N ZBERINE, RESBERETERIEZZHE
BRXE) (#HE) HE.

ZEHLEMN , MEERENSBR. N TSZEBEREKNFH
REASFEHAURIASERE , AN FERSERE.
£ Transit Gateway ' Amazon €12 IGMP Z &g

MRBEHARRITHRE , BEETANABEEML. BEXEZEER , B3H the section called “4H1%
bR

EfAEH S 02 IGMP Af%HE

1. FTFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMERD , EEPEMIAE,

1%£$% Create transit gateway multicast domain ( IR HESE ) .
¥IF Name tag ( BMHIRE ) |, WA E R,

¥} F Transit Gateway ID ( FEMX ID ) , EBRLHBAHBRENFPEMRK,
ERBIGMPV2 X |, Bk HIZEIELE,

NTFBSRZE , BERZERE,

EQNEZHABFENBEIK, FMXE , iH%E# Auto accept shared associations ( BahiEZHE
KEK) o

9. i%4® Create transit gateway multicast domain ( S22 AR M <A ET ) o

©® N o o ~ w0 b

FERABIZE IGMP %#&18 Amazon CLI

£ create-transit-gateway-multicast-domain @
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https://docs.amazonaws.cn/cli/latest/reference/ec2/register-transit-gateway-multicast-group-sources.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-multicast-domain.html

Amazon VPC Amazon I ER %

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0Oxexampleidl2345 --options StaticSourcesSupport=disable, Igmpv2Support=enable

£ Amazon Transit Gateway # 8|2 # AR A 1T
ﬂﬂ%ffﬁﬁimﬁﬁtﬁwﬁ BEFEUTANABEESE. BEXEZER , BZH the section called “A¥E

B AR A RS S E

BN LA T ML 3TF Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESMERD , ERPEMERE,

i%£3$% Create transit gateway multicast domain ( BIZFHEM X ZEE ) .

3 F Name tag ( B ) , WA TGN BT

¥t F Transit Gateway ID ( F¥Mx ID ) , RN EZBRENPEMR,

NF IGMPv2 % , EERZEEE.

¥t F Static sources support ( BARZE ) |, BRBZE®RE,

©® N o o bk~ w0 D=

XKER) o
9. %$® Create transit gateway multicast domain ( S22 M x ZEi ) .

EfH Amazon CLI SIS Z &

£ create-transit-gateway-multicast-domain i

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0Oxexampleidl2345 --options StaticSourcesSupport=enable,Igmpv2Support=disable

£ Transit Gateway FfF VPC M+ M 5 Z#E < Bk Amazon
FEAUTIRER VPC EEESHEBEXREK, IEXKRN , BUUERERECREREHBEPH 7M.
Frtazl , BERMEEREMKX LCIE VPC &, EXEZER , H5H P S% VPC M4

Amazon Transit Gateway,

EEAEFER VPC EESABE XK

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

EEPEZWHAEGNEK, FMXE |, i§i%# Auto accept shared associations ( BzhESHE

AR
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-transit-gateway-multicast-domain.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %
2. ESMERP , EFRHEMKAERE,

RSB, REMORIERE Actions ( #4E ) . Create association ( BIZEXE ) .

31 F Choose attachment to associate ( EFERERIIERE ) , EFEPEMXEE,

¥¥F Choose subnets to associate ( EFEXBKNFN ) , ERECEEABEHPINFM,

1%£$% Create association ( 8IZ<EX ) .

o o kW

B VPC M5 2 1#&ig><Bk |, & A Amazon CLI

f# A associate-transit-gateway-multicast-domain 5%

[o]

£ Amazon Transit Gateway FEUH ¥ W 54 313 #9 < Bk

£ AU T I REUE F M5 Z BRI <,

A& & BUH T WA < Bk

1. BELATRutTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/o
2. ESMBERR , EERPEMHE,

3. EEZEHE,

4. %$E Associations (<Ex) T+,

5 &FEFW , RFIEF Actions ( #84E ) . Delete association ( il ER<EX ) -

5/ Amazon CLI BUH F M < Bk

£ R disassociate-transit-gateway-multicast-domain 5%

o

£ T Amazon ransit Gateway H 2 & 4 1&g < Bk
EEEBEURIEXEFETA , HAIE THNHN FRIAEE,
EFARGAEFAREE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERF  ERPEMXAE,

3. ERZEE,

4. % Associations (KBk) T,
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https://docs.amazonaws.cn/cli/latest/reference/ec2/disassociate-transit-gateway-multicast-domain.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

EFEHAEE Z#E1E Amazon CLI

5 describe-transit-gateway-multicast-domains .

£ Amazon Transit Gateway 5 [6] 4 113 7 INFR

O RRERNIAR S LA BB IBANR B ER |, Bl | A&, HEEINE, B e 2BER»NE
BE, SN SBENRSRAIE—, MREFNNFZETHNRELESBEXEK , ©NEHRIZITEN
B, BXEZEL , HS PRI Amazon EC2 #IR,

EE AR A 0SB INRE

1. BELLT®utiTH Amazon VPC #2#1& : https://console.aws.amazon.com/vpc/e

ESEMERD , EREPEMHRE,

RS

flRRIESE Actions ( #4E ) . Manage tags ( BEHRZ ) o

N FEMRL | %#F Add new tag ( RINFIHRE ) , RAEMAREH Key (8 ) M Value (H) »
ERRT

o o bk~ W DN

£/ Amazon CLI R#rERINE 21855

£/ create-tags o

#£ Amazon Transit Gateway = il Br4A #% 15
£ A LT S R2 M BR  H 15
EFEAES AR BRARESE

1. BELATMutITH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e

2. ESMERF  ERPEMKAE,

3. EBEZEE  REMKER Actions ( 324E ) . Delete multicast domain ( HiBrREEE ) -
4. RRBBTHEINE  #A delete , RFEIEER Delete ( MR ) -

5/ Amazon CLI Ji BR4A %15

{EH delete-transit-gateway-multicast-domain
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Amazon VPC Amazon I ER %

T Amazon ransit Gateway A # H = 4H 1&g

BABEAE  AEEMEETUEREALAR Amazon Organizations HYLH L1 8] B9 E 1 Amazon
KFEHRZZE, EANSBEREE  BUUEFRENEESEE, £Z5 , FAETUEREZNZE
3 EHATA TR E -

o ESEEFEMMBUEEMARK R RATR

« FFREZHEEXEK , HEUE NS SEEM B

SHRARFEIUSUTACHESESE

« Amazon AL NZPRAL PRI HLAIK~ Amazon Organizations
- HAMARNEHLLE M Amazon Organizations
. CHEANHLETE Amazon Organizations
« Amazon Z /A Amazon Organizations,

EEALNNEH Amazon tk P HEZ S |, LPUEA Amazon Resource Access Manager il 2 3R
#HZ ?*FEJ&?;EEZ IZLRENERANER ‘AFEEMUARE, BXUERRAZNES
§8 , EZ R Amazon RAM AFEEAME Amazon RAMAFBIEZ R FRLEE,

>3
%

SR K REH

5 >|¢
|
)
R

- HENZHENR

- UBRNiITE

- EE
+ 1£ T Amazon ransit Gateway ¥ o] fl X g X Z &R
« 7£ T Amazon ransit Gateway 1 & = Z &5

« £ Transit Gateway 1 Amazon BEUE X E H = 2%
« 7£ T Amazon ransit Gateway iR 5| £ Z /) &5

HEZBEN LR
ERZSEGE , AL HTH Amazon kP HREZEE. ALERZESERZNSE,
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Amazon VPC Amazon I ER %

- EEFRNARARPHAL SN HEZZIEE Amazon Organizations , %413 A5 Amazon
Organizations£t2, BXEZELR , H5H (Amazon RAM AF#ER) FH LTS Amazon
Organizations %%,

xRS

ZIEEHZ 5 Amazon Resource Access Manager (Amazon RAM) £/, Amazon RAM 2 —1i ik
%, AL SR Amazon IK 2@ E A~ 2 = Amazon B R Amazon Organizations. FI
Amazon RAM , BB AIB R RAERAZTLREN TR, ARAZTEEERENERUAREZH
ERFRAF. HEETURNA Amazon 1k, HLABVHENAL Amazon Organizations.

BXHNEZEE Amazon RAM |, i3 (Amazon RAM FAF#ERM) .

REENNR

HEENRERESBEURMIMDEM S S ZEXKAORAFES . HEETUENERXRBELZHR
PR, 1A LAE A Amazon Organizations R&EE, EHMMEREA BFERLEZZEBE L AIERN TR,

15 F & B PR

HEABIHNAFTUESEEMNBZNZBEEH ERXRANRELR , WHENSBEHIITUTRE
« EZSBEAFEMMBCHEME KR NER

« FFREZBEXREK , FEOHF NS ZBEE

ERENRERMNERAZESBE LB,
ERTEERREAEAEAENZSERERFERENER , B TREXSHNAZNZEE.
TRMITE

NTHREEIEAENHESBE , T2WEIFNZA.

[0

HENSBATARZAFNRAEENSBEAEH.
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Amazon VPC Amazon I ER %

#£ T Amazon ransit Gateway R E T X HERR

NERFRDFEENM XN AARXF |, T Amazon ransit Gateway 79 37 #th 45 7] F X B 53 B 54Nk 2
HEM. XTRESSBKFZENATARGEER. Hli , & Amazon IKF A A Xus-east-1a™
BESH At Amazon P RTARX TR, us-east-1a

EWRELNSBEEEN TRFANVE , BXAERATAKX ID (AZ ID), ATAKX ID 2FrE Amazon ik
PHRaAXHE—H—MWFRRF, Bl , usel-azlRiZus-east-1XKEMWATAKX ID , eESHSN
Amazon K RV EZHEE

EEFEIKF IDs FAT X ATAX

1. ERHH Fhttps://console.aws.amazon.com/ram/E Amazon RAM#L.
2. HEIXF IDs WAAXERERFENHN “ECHAAKX ID” BiRH.

#£ T Amazon ransit Gateway 1 E 2 &1
LU ESEATHBEN , B ARITUATIRE

o SEMABUEEMA K R BAIR
o RERMBUHXBKFM

@ Note

HEZB/E , DPFGEHFIME B RLEZEF, BRLZR— Amazon RAM RFEE
Amazon KEHERRNER, ARAZEEERENERURSEZHAZERRNEAE. &
# A L = Z#EHE AT Amazon Virtual Private Cloud Console , B LU ERMBIME T RAZH,
ERSBIARMBFORFERLZD | KA KEA Amazon RAM #ZH| 5 1B R RHL=E,
MRERHAL B —R , Amazon Organizations FEBA THLRNBHRE K NLBHEFA
AFRERFERRARESEENNE. &N, FAENQKREMARRLZNEBE , HEES
BB FIREX H = S B 1 RN R

& Al LAfE F Amazon Virtual Private Cloud ##|&. Amazon RAM ##| A S E&RHE N Z1EE,
Amazon CLI

HEAE 137


https://console.amazonaws.cn/ram/home
https://console.amazonaws.cn/ram

Amazon VPC Amazon I ER %

E @ *Amazon Virtual Private Cloud Console t Z&E K Z %15

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. TESMBE®EH , E£$F Multicast Domains ( Z#&EE )

3. EBRBNZHESE , RE1ERF Actions ( 84E ) . Share multicast domain ( £ZZ#EHE ) .
4. EBRIEHNERAZ | RFIEE Share multicast domain ( £ EZEHE ) .

FREH AR ZERBEN ST Amazon RAM
EZH (Amazon RAM AAF#EM) PHEIETREE,
ERSEIAENZEE |, A Amazon CLI

£/ create-resource-share 8

o

£ Transit Gateway F Amazon BEUEH ZEHZ Z &
HHENZSHREEEUEREN , FAESERRRAREUTER :

- EREFRNESSEENRBKBERR. FRORBECAEKS .
- FRAEEARNARAFESBEBUEXE , REMNEREKS FHBER

EFCERZ 2B | XTMFENRBERXEZPMER, ErTLUE Amazon RAM #24|& 5 Amazon CLI.

ERCHREZESHENEREZZEE  MOANEREZHEEMBR, &0 LAEEH Amazon Virtual Private
Cloud. Amazon RAM #Z#|& = Amazon CLI,

EFH *Amazon Virtual Private Cloud ConsoleBUE £ ZESR AN L EZ 2K

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2414,
2. TESMEKF , % Multicast Domains ( 2 ) .
3. RBEHNZIESE , REMRERR Actions (384 ) . Stop sharing (BLEHE ),

FREFHAEBEEEZLBANREEZZEE Amazon RAM
BZH (Amazon RAM AF{ER) PR EFHRREE,

EEUEHESRBEEN R EZZEE |, EFEA Amazon CLI
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.amazonaws.cn/cli/latest/reference/ram/create-resource-share.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update

Amazon VPC Amazon I ER %

5 disassociate-resource-share

#£ T Amazon ransit Gateway FiR 3| £ Z 1 2 &1

FEENMERAE T UUERMFIRBIZLER Amazon Virtual Private Cloud Z3#%18 Amazon CLI
EF A *Amazon Virtual Private Cloud ConsoleiR 5l £ Z /) Z 1815

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,

2. HESMBEHKD , %E# Multicast Domains ( &1 ) -

3. EREBMNZIBIT,

4. HEERABISFAGERNEL , EFHAEE ID NRFIAREEA Amazon K/ ID.

BRI HEM Z1%1E Amazon CLI

£/ describe-transit-gateway-multicast-domains . ZBTREZHENZSBENEEXLEZNZE
o, OwnerIdE RZHEEAMEER Amazon tk~ ID,

£ T Amazon ransit Gateway A Y 4H 34 FIE AR

(® Note
REBFBDSRIEEHRENBRAN , FFERTHRIE,

EAATIERFEIMEZEL, RRERESERENMEED,
BEBEUTEESBERIR :

. ZIEE/ ID
« KB IDs WM EED
o ZIR4A P iyt

{5 F 422 31 & S AR

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. ESMBERF , EFEPHRMKIAE,
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https://docs.amazonaws.cn/cli/latest/reference/ram/disassociate-resource-share.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-transit-gateway-multicast-domains.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon 3% M3k
3. ERZIEE , REMHIRIERE Actions ( #4E ) . Add group sources ( RINAIR ) »

4. wEAIP I B, MARDE LS ZEEM IPv6 CID IPv4 R 3Rk CIDR 3R,

5. 1£ Choose network interfaces ((EEMEEO) T , RSB\ RIEHFHMLZEO,

6. %4 Add sources (FINIR)o

EEHEMKIR Amazon CLI

{# A register-transit-gateway-multicast-group-sources %o

£ T Amazon ransit Gateway = [ 4R BB SE M A &
FERAUTHEEFAR R EMEZBAH,
BEEUTEETRRMER -

. ZIEEM ID
« /NH IDs RAKIMEIED
o ZIRAE IP Mk

EREG A EMKR

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2414,
ESMERD , EREPEMXHE,

RSB, REARIESRE Actions ( #4E ) . Add group members ( RIMARK R ) »
A IP bt B MAE DL ZREER IPv6 CID IPv4 R 35, CIDR %,

£ Choose network interfaces (EFEM&#EO) T , EFSHBBWFHIMNEEO,
i%3E Add members (RN K)o

o 0o &~ w b

EEAEMS A Amazon CLI

{# A register-transit-gateway-multicast-group-members %o

£ Amazon Transit Gateway H BUE F it 4 3 4H B R

BRECEHFOFNELSIEA , BUEEEB/UL LR,
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https://docs.amazonaws.cn/cli/latest/reference/ec2/register-transit-gateway-multicast-group-sources.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/register-transit-gateway-multicast-group-members.html

Amazon VPC Amazon I ER %

152 F 22 11 &5 T BRI

B AT Mt 3TH Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/s
ESEMERD , EREPEMHRE,

RS

i%#E Groups (4) ‘T +,

TRIR | AREIEE Remove source (HIERIR).

o ~ w0 bh =

85/ Amazon CLI il B&iR

A deregister-transit-gateway-multicast-group-sources %

£ Transit Gateway FEUHAEEFA X 572 B Amazon SEAf
MRIFEBFHF/RARMNEZHEL , SNEFERETE,

o

158 F 22 %1 & BUHSE AT B R

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMERP , ERPERKXERE,

3. ERZBH,

4. EBRAETF,

5.

EEM A, AFEEFE Remove member (HiIBRELR)o

EECHEMES A |, BFEA Amazon CLI

£/ deregister-transit-gateway-multicast-group-members &%

£ T Amazon ransit Gateway F&EFHIEA

FBAINEEEXENAREANER , MRIEREERAZ IGMPv2 tMUAIM T A, & Amazon XIUfE
Az @@ KA , KiAEXEMemberType ( FE#ZHI A Amazon CLI ) 2 ( ) &7 IGMP,

o

EREHEEEZRE

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMBERP , EEPEMIHE,
3. ®kEZESE.
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/deregister-transit-gateway-multicast-group-sources.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/deregister-transit-gateway-multicast-group-members.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

4. EFHET,

EEFHEEA | BER Amazon CLI

£ search-transit-gateway-multicast-groups

UTREIER IGMP i ZKIN T SIBARK R .

aws ec2 search-transit-gateway-multicast-groups --transit-gateway-multicast-domain tgw-
mcast-domain-000fb24d04EXAMPLE

{
"MulticastGroups": [
{
"GroupIpAddress": "224.0.1.0",
"TransitGatewayAttachmentId": "tgw-attach-0372e72386EXAMPLE",
"SubnetId": "subnet-0187aff814EXAMPLE",
"Resourceld": "vpc-0065acced4EXAMPLE",
"ResourceType": "vpc",
"NetworkInterfaceId": "eni-03847706f6EXAMPLE",
"MemberType": "igmp"
}
]
}

£ Amazon Transit Gateway F5 Windows Server i% &4 1%

1£ Windows Server 2019 =% 2022 iR EZBUFEAPERKER |, BFERTHMOI R, ERTIHIE
B, IREEF A PowerShell , RESITUAT&HS :

/8 PowerShell 3 Windows Server & & 40 1%
1. 4% TCP/IP #4% , 4§ Windows Server EeX N {E A IGMPv2 M+ 2 IGMPV3 :
PS C:\> New-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Services

\Tcpip\Parameters -Name IGMPVersion -PropertyType DWord -Value 3

® Note
New-ItemProperty RIEE IGMP RAEWEMZESl. BT IGMP v2 BAEIGFHIMR
A, B ZEM Value BN 3. BAETHUTESR IGMP lRARENR 2, MILHERE
Windows SEff ko

A Windows RS E51% B A% 142
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Amazon VPC Amazon I ER %

Set-NetIPv4Protocol -IGMPVersion Version2

2. BIABIRT , Windows BAXIB2EFASH UDP RE, LCELAFZTEREBPMNEERREXHATS
% :

PS C:\> Get-NetConnectionProfile | Select-Object NetworkCategory

NetworkCategory

Public
3. EML—SHMEEEREXHUATIFRAERN UDP ik

PS C:\> Set-NetFirewallProfile -Profile Public -Enabled False
4. EF EC2 %£44l,
5. MALWZENMARRF , BRARERMER.

R~ : 6 Tr Amazon ansit Gateway B2 IGMP & &

KRBIERED AV IGMP BT ZEHRER , Amazon 2EWZEIR BSLHIK IGMP JOIN
EHENBHESEA  RABNZEARNAZEATHORR, BT LUERTIE IGMP EHENRRA
BAPMEHEA, Amazon CLUL FEZ BT XREMN F R P WEMSEHIEAI ALIERE |, AR A FFER
%ﬁl)lhio

ERUTSRTEREE

1. 8I# VPC, BXEZELR , H2H Amazon VPC AFIEEH M BIE VPC,

2. EVPCHEIEFM, BEXEZER , 5 Amazon VPC AIFEEHPHAIE F W,

3. BIENZEBREREBENPENMRX, BXEZELR , HSH the section called “BIEFHE M X",
4. BIE VPC E#, BXEZER , S H the section called “BI2 VPC EH",
5

BN IGMP X ERMEBEMNZIBE ., BXFEZEL |, 1§31 the section called “BlZE IGMP A%
.

ERAUTRE

- BHRIGMPV2 i,
« ZF Static sources support ( BRI ) .
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6.

EFENK VPC EZEHRN FRMAFHE 2 B 62Xk, BXEZEER |, 55 the section called
“Bf VPC E#HF W5 A #Fig < B,
EC2 HERIA IGMP fRAH IGMPV3, BREEFE XA IGMP AKX A RAE, B LETU TS

A
™ .

sudo sysctl net.ipv4.conf.eth@.force_igmp_version=2

FARERA IGMP X R A RINE Z1EEL, BEXRXEZEE , HSH the section called “fF 5 7 5F
B ZiBA,

7~ : £ Tr Amazon ansit Gateway P E R &S KRE &

LRBINT AR A ERBSANEEFA, ENFER IGMP IHIUMASIEHAEL, EFEHSH
IERARRERERR

FEAUTIREREE :
1. Bl VPC, BEXEZEER , 2 Amazon VPC AAFEEHT K42 VPC,
2. EVPCHAEBFIN, BEXEZEE , 1555 Amazon VPC AFEEHMGIE FM,
3. BIBENZBRERENDTENK, BXEZEER , i5H the section called “BIEHEHEMNx",
4. BIE VPCEH, BXEZEE , 55 the section called “Bl2 VPC E#2",
5. SIEBEENTXE IGMP 2B , HAXEFHSHNR. BXEZELR | BSH the section
called “BIE2 &S RAEE,
FERALTIRE :
® %Fﬁ'GMPVZ iﬁo
« EFIHHMIR , 58 A Static sources support ( BSRXE )
LEABEMN , RRE—AIREZBERENETR. BN , T SHBEEXKH T M8 FT3E 45
HALULEABRE AR FERABRE,
6. TEFHEMX VPC EZEFHW FRMAEE 2B EIEXEK, BXEZEE , SR the section called
“if VPC EZEMN F M5 H Eig < B,
7. MRS A Static sources support ( BARXRE ) , BRHRAMEAELH, BEXESEER , BS
1% the section called “SHREMENZIBAH”,
8. FHAARNMBZB/A, BEXEZEE , BFH the section called “FF 5L i FMEIZEA",
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5 - 7 T Amazon ransit Gateway R ERBAFAK A BB

LRBIE RS RS BRARNBAS, EVFREER IGMP IHMIUMARBRHSEA, L TEZE
HREH FRAEASAESMALRESERE , AR FRERSERE

ERUTSRTEAEE :

1. BI# VPC, BXEZER , H2H Amazon VPC AAFEEHNEIE VPC,

2. EVPCHEIETN., BXEZEEL , S Amazon VPC AiFEEHRHEIE T M.,

3. DIENZRWRERENTEMI, BXESEE , iHZH the section called “BIE R HEM X",
4. BIR VPC E#, BXEZELR , S the section called “BI2 VPC iEH,
5

BIBEENT X IGMP WEElE | HXEFBIHFINERE. EXESZEE |, HSH the section
called “BIE S RAEE,

FRAUTIRE :
° %FﬁlGMPVZ i%o
« £ Static sources support ( BARXEF ) o

6. TEFHMX VPC EEFHN FRMAEE B EIEXEK, BXEZER |, i5SH the section called
“fF VPC EZEMN 7 M S A 1Big < Br,

7. MRARNNBIZHEA, BXREZEER , B5SH the section called “RF R 52 JE M 2| ZE4H 7,

RIER AT B

ZRINBEIRT |, Transit Gateway FFRAE T A ANKASEEE | HhHELERA S GAAERM 4
WIKF., BUUAEEENITERE , BREREREME ( HIMM4RE, SFEMH ID IHMEHE ) KE
SR 5] R L i e Uk %%

TERBAEFHANAR  SEANZNREIKSHANESHTIHE, HRESHAN TER |, &
BEANNEEOEEKS KRR, EAUMNATETRFEERTOERXANKSREE

- REMGFIEE-ZASREREBRMENK, ( BIATH)
- BVRMEFRE E- AN D ESIRE B ARk
- Transit Gateway Fi B &-F A2 BELIHE LMK K-
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RENBEADEAINEREFAMERWNARREHEFHIRAEE , TIEMBHIMERIMMA | #HATS
FEASBRAEMENLSEHISINARFREE.

® Note
RENBEAEADBEAFEZEW EITECERE  HMERASBEARERNKFMESE, B
=, Amazon IKF B KM ERBENE, FARANECREMERAER. £E5H
WINREZ Bl , BEE SR Amazon HARIKFHIKSE, HRKNRAEEE W, & . 42 B

Amazon illing and Cost Management ?

it B S

TERBATEANRBEMKEERANDEAN |, BURTETREE M2 ) o B LE K P W B R fE 4L 22 M 4% fa 2%
Ao IR AEAEFANZRENARRHEFNRAEENRFEBTEEMITTRIEE,

TERBEHUTRABTARK
« TERK-22ITERBANNRAEERS. tIRE , e8I MUANITERKRE , ZFER

B ER e BRI AERE. B MERMXRERE —MTEXRE,

- TERBFE-ITERBFHEMMU , ATEXSENEEMENRTITBERBRANKS, 84
FEHRIFETEIF, RELESFZMA (FIURMBIRERERE, M4 D, CIDRIR, wAMPIL ) B
NS , AR EBNKFEAEERNEERERH. — M RBESTUESE 50 M5B , XE&
B EMREE &SN YGRS IR PTG,

BRIt EEREDELSA AT EA—IN :

- RIRMHEE  HitEERESEARAERENEMENIKS ( BRIATH )
- BARMMEFREE RITEERAES S HAREBA LANKANKS |, UK
« DXMREE  FIEERESIEARBELIMIBIKS .

 Middlebox Bf#f- ( A& ) EEEMZBMMXHYE , ATESINKRZEARE , UXNLLRE,
NHEFEHIHMNEIEE, BIFREMENREFHAERITERBTEENKFMEEITE,
BHRZALIEE 10 N EEMGF. ZENPEEMHHRBETIEMLINEE ( Network Fire Amazon
wall ) , VPC # VPN Ki#,
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TTERER TERE

ZRINERT |, Transit Gateway FRE T A ANRASEER | HEhHiEa 2 5% EEE R4 Ik
Fit&, BEiTEXKe , ZUUGIEREEXAN , REATREEMR EFHITEFEAER

- JRFBFREREERE (VPC, VPN, Client VPN, Direct Connect W<, X EiERE, MKLINEER VPN
R )

« JRF BRI ID

« SRAMB R IP bk, % 038 E MY

TERBAEFOANAR  SEANZNREIZEHRANHSHTIIE, SRESANECER ,
FRFZANNITRKSREDEEKRS KT, TERBERT INELNEALRGR

- BEWHERADE : 8 Direct Connect Gateway Amazon MZRith i A BIEH A 2 BL 44 B #7
VPC IKFFIEE K MARTHRITERRKFAEE,

- EFXKRELEY  FELRKRE VPC ZFHRENAERTELEENNARFE VPC KFEE |, M3k
Rz HB,

- Application-based IZFEBEFAIT T - FTEABNMEREEAKERSES VPC FIEE |, Tt
RER [,

s BERFBRADE : SEFKF NENLD XM OIEM R |, HBIERADES MBI,

o (18] 78 Fff 4

Transit Gateway it 2K B X Middlebox i , AFERRF RN E I PRIEIREZ (50K A% H
NEEESR ) RENNERETEHEFELERHA. PEREMAFH RHEIE Network Fire Amazon wall §9
M EREM A REMEE VPC FHNE=AZ2IREMN VPC i, N THENZEREAM , R
ME B EMNXR Gz BN RER T X LR RIEMAERTER. BUUEITEKE , REHFHE
EMGNBRELEFHES RS RBREMG. KRKXBRMERLIXNXKFMEE. X TMEIHEEH
# , Network Fire Amazon wall ZiiE BB At D EA R REITRAKS,,

RIBNRADB-ITEBERARE
B i BRI AT RENRA D BER T U THRIEEARE

« VPC. VPN, Client VPN, VPN £5128 ] Direct Connect Mfi#F LBy {& M X HIELEFERAER
- EPFim VPN BIEEZRER i VPN 4 L ERER
« Site-to-site VPN ## L/ VPN ¥ HERER

TR e



Amazon VPC

Amazon &3 M

- 1£ Direct Connect M+ £/ Direct Connect ¥#E4% H

- TGW Xt EEEZM AN BTBEEmERER

- Transit gateway M ZhEEM RV B iEAL BB ERAER

- Amazon W& Thaekt 4 LM &EL X 3E (NFW) BUBLEFERE R

RIEORADBEFERTHAHENNEAENSEBEHIELERE, 3T Transit Gateway Connect ff

# , AL IKREE 8 VPC = Direct Connect i E X ITEXKEE, X TFHE IP VPN i , aIA N IER

&% Direct Connect Fff#FE X it 25K M,

TR BT R
HERANXMAE I BREE , EERUTILR.
Permissions

- RAERAMXIAETRE., ERIMERITEREK,
« REASEREZEATLXMERER.
- MAMBEEREBERELRXMNAMAEERENKADEIRE.

Transit Gateway X¥

HREBFT NP I FEEZRT

o« NN KREIRINABSHITEREE,

- BIEFAHSNPEMARIBEE AU BER LMD E,

- REAUEERRMNILNR  NEEENREENNEE BIREZENIXNSE,
=T EMERK

FHE MR EREE Cloud WAN BRI EERT

 WNEEHENWPEMABBEAAZARBEARAMNXITEREETOE,
* Cloud WAN B OMEF ZHFITERE,

M RER I

« ITERBR S5 ARSI BIERELR

TERK
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s TERBNSMNEENRE AT SEEM,
s NRMXBRALZINEEZEEA,

UK 5 55 X

« RADEREHESITTERBESHER , ATRLSIMITARRA,
« TERBENLT WEKS R ERAR , MRS BEARENA BT XX LK A#H 1T 0%,
« WITEBERMNESCHE T —/MT R B SR ER

IPv6 1%
IPv4 1 IPv6 REHFZIFITEREE, KIEKEB P CIDR RIEEER THE /Nt R 5,
YRS

- Middlebox it 2R EERIZREIRA B ARM4 2z B R EEIIEERN T REMMSE (FlHRADRER
) #HITAKREE, VPC-to-VPC Hit , SRARGE F EAEME4RIMNLS 5 JTH ( source/destination
IP. source/destination ix O I ) AITHE, FEEMHF ( HlaE VPC FEY NAT % ) £F
5 TATEERAFREMRAERANR-BIREER (MARPREEER ) -

- PESEZLLWAENREONRE (Hlw , FRE VPC FEY IGW BIERRMHNEILRE ) #H
AN EANERE-BERR (MARPEEEEZER ) -

o TR X IFEFHIETNN Amazon MEIheEMH , TITTERBEE A , FIERIELERF
AEMFBEL RIEZEK,

22 Tr Amazon ansit Gateway 1T 2K B

ESATERE , BATARXMKRUBITERE  AREELNASEITEEAEBNRKERE. T8
REVERNMRINRE , MEMFENIERFEREBFMEBEENS WLK ST R FEAD,

TERBFEZIFFHNAN , XEANZMNZEIZSNINFEZATRELH LXMW RE, 1
FBMENLT EEAOE | FIAUEN B iRERRE, CIDR &R, thiMim el , ARICCERENITE/
KE. H—PMRECESANZEN , ANESHRINFZFEMLL. WRXEERERBTENSZE |, Wik
REERIEEARIATT RK S WS,

BIBREEE , EFEMNMRBREURIRATEREE, AXUBUTERBRENIR , FSHALIELT
BRMEE.
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Amazon VPC Amazon I ER %

EREF A 2T &R

BIRRBEIAE L AR KR BIEERAN RERATERN, MIANERT , FERELZRREM4AEELT
%o RIEFEUATRIKSITESEMEREKE.

IR 8RS

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC %14,
2. HESMERP , EERITERE,

3. ERMRITERE,

4, WFAXMXID, EREEHHABITERBHATMK,

5

( A& ) X¥F Middlebox Ki#F IDs , HERE—NHSANFPREMMF. RIABRT , BFEEHEET
EEFFEEITE. Middlebox Mt XFAVFRITERBEN A TEIFEEMFRRE, s LUR
hnE Ao

6. (HE) EAREERS , RINFRE AR BY AR B MBI T B R RE

a. IEFRRIFIRZE,

b. WMAMRSHAMIREME (A& ) o

c. EBPMMFAIRZIMMESIREL | BT —F. RS ELRM 50 MRZ,
7. ERGIEFBRMKITERE,

(® Note

MANEREBUTRNKS RRMEFREE  QIBITERKRE , EUURIZERELRERER
MHEWANKSEWRE , FEE  MARBRE (XREF—1%RE ) TeEBHEMRIEZE —H1E
R B BR

EA AT ER R Amazon CLI

!

TERBEXLARMAWERIAREDBITHMELRBIRE, FA create-transit-gateway-metering-
policy,

&
0
%

)
« --transit-gateway-id-ERHOIEREMNEZHMMXH ID
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RS -

« --middle-box-attachment-ids-Z#FF R M<K ID 47 S EIAE 7 N K #E
« --tag-specifications-itEXRBEHIRZ

EFEAHGIZEITEXREK Amazon CLI

1= T create-transit-gateway-metering-policy s 7 SA 81 27 A 7 1% A 8] 4 ff A B # it 2 2R BE

—

aws ec2 create-transit-gateway-metering-policy \
--transit-gateway-id tgw-07a5946195a67dc47 \
--middle-box-attachment-ids \
tgw-attach-0123456789abcdef0 \
tgw-attach-0abcl23def456789a \
--tag-specifications \
'"[{ "ResourceType": "transit-gateway-metering-policy", \
"Tags": [ { "Key": "Env", "Value": "Prod" } ] }1'

Lan 5 LA R ALHY P B AR B A AR N R E Y 2 R K B i B SRR
2. MIGIERKE , ZH TR TR

2

{

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef0",
"tgw-attach-0abcl23def456789a"],

"State": "pending",
"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z",
"Tags": [{"Key": "Env","Value": "Prod"}]
}
}

B TMAFIREMNITEFEE ID, UMEEREWTHEMA. describe-transit-gateway-metering-
policies@r Al A ?ﬁﬁﬂy‘%%iﬁiﬂ%*ﬁfﬂ’ﬂﬁgﬁﬁﬁo
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&1 Amazon AXMXITERE

PIBUBERE  AULEIEEYIRE, EARELARETEEENIBR RN L T8
B, SEBEATEENEERECIFMRMGFEER . CRMERINBREREE. NREE
EEUNEAN , TUBBREREHEREAENRELR—NFAN, FEEEREBEEATM:
FREEIUR | FERMT RN EEK.

EEMERUNAR , ARNITERBREEN TREFEABANRAITEEXER, HUFHIIREEL.
B ARFRELME ARG |, Organizations BEFEZFEEHERM, fl, HPHAERLENEL
AZCREREBREPEIAFBRERSH , PAKTEIFREATREEEHN.

HRBAXFEMNEEIR  SRETERBERAL(L, AWEDUAREABZREH, EEERBERN ,
BFEENABURLZNTE , AEXE A EZZBHRBEEXEECEILTERE

EHBRFEEYTHRARASESLSERMELEHRE B, RESRIFLERBEREZE , R
BEEIFFEFHRREANRNBNR , AREMFSHABNDBEL T @Bt HT&E, i, FERBEETEMNRA , X
RARE# DX EA T REARNYSREREN TR,

F

« Y%%8 Tr Amazon ansit Gateway it &K

« MIBR Tr Amazon ansit Gateway it 231

Y% %8 Tr Amazon ansit Gateway it &K

RERIATERBUMENRPREMGFEE, BEREEHET —MIRAELER , FERTRKELEH
NRMIBFRRE.

EREE A RmE T EREE
EREHAERARNNIAFTITERKEIRE,
EREH A REBIAITERE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMBERT  ERITERMK,

3. BUEEREMUMITERIEAIRE ID KEFZRE

4, BRRETHATARBRE, 25 &XAVERINAE R EAEM 4,
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+  Middlebox Bff#F- R MNELMIBR A XK M4 | X LM N AT IR HEFE,

EAYmETTEX M Amazon CLI
{# A modify-transit-gateway-metering-policy @i & & & fS Uit 2K K,
BUIREFENSH

« --transit-gateway-metering-policy-id-BEXHitEFRKMN ID

« --add-middle-box-attachment-ids= --remove-middle-box-attachment-ids-X%iF#E
A = B)HE AE 3R BE A A D0 = M BR Y 2 3R R < B4 1D

£/ Amazon CLI ZEFMREITERE

1. ("I ) A describe-transit-gateway-metering-policiest S EE M A I ERBEUEF Y f B ik
B :

aws ec2 describe-transit-gateway-metering-policies

R TREEKSPNAEITEER , ERENIRE , AFMEENSMTERBNPREES
Mo

2. fERAmodify-transit-gateway-metering-policy s = & e it 2 5K & LA & #fic E LI -

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da7 \
--add-middle-box-attachment-ids tgw-attach-0123456789abcdefl \
--remove-middle-box-attachment-ids tgw-attach-0abcl23def456789a

e85 B A0 and/or B BR AP RIAE B 44 SRAS Sl it B SRRE
3. MIBHEME , 2T REEN TR

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef0",
"tgw-attach-0123456789abcdef1"],

"State": "modifying",

EEITERMK 153



Amazon VPC Amazon I ER %

"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z"

}

ERXZARBER MR/ T REER.

fHBR Tr Amazon ansit Gateway it 2K

HENARXMAEA D ERETBREITERKEN , BHEMER. BREBESFEREAIERENETR
HFARRARS , EZEEGD , JELENBFEEAZAFIRSRERMENKS . SERERNITE
SR BE R ERAY AT SR B 5% B R4 BRo

{5 A2 5 & M BR 1T B SR g
EREH AR BRT B R EM TR R,
{5 FA 2 5 & M BR T 8 SR g

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. HESMESP | ERITTERE,
3. BEEFHKR ID RIEF ZHBRAY SRR,
4. 1%&$F Actions (81E ) , AFiER Delete (MR ) o
5. EBRIANiEEdelete P EARNB LA IAMIBR,
6. IEZEMIBR,
/A Important

BRIt ERERTAIEN. AERKSZE NREREEFRBKAMER , KA 5 ERIRE RN
HE TR ARRR,

52 M BR it & 3K ¥ Amazon CLI

{# A delete-transit-gateway-metering-policy &5 55 SA4R 12 75 M BR 1T B 3R K
BEX:

« NRMXFBEERR
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Amazon VPC Amazon I ER %

NESH -

« --transit-gateway-metering-policy-id-EMiBREVit 2RI ID

{5 Amazon CLI Z&& FMI kit 2 5K

1. ( "% ) £ A describe-transit-gateway-metering-policiesfi T EEN AT EFHUEET YA E R
B

aws ec2 describe-transit-gateway-metering-policies

LHSRESEKFFHOMEITERE , SRESTRASTESE
2. f#Fdelete-transit-gateway-metering-policy a4 il BR it 2 5% & LA K K M BRiZ SR B -

aws ec2 delete-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da?

Lan TR AMBREENITERBMAAXRBKEZE . N TAERKRE , KA DBERHIRE N ERIAGE
?kﬁikﬁ’ﬂi*“ HEREEE 2 MIRNFREENR

3. HMUMKRERSE 6 ZHSHERNATHE

{

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef0",
"tgw-attach-0123456789abcdefl"],

"State": "deleting",
"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z"
}
}
Z00 R HR A IE 1R 8N 2 R W ok At R et M BR R BE MY del et ing RS HE 1T BR o

22 — Amazon Transit Gateway 1T £ K B

RABRT , IERELEEMAGEMEEITR. ZEHERATEKSHREERE , FOERINMNRKESR
B , RERERMEE S B K W5
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TERBZRETIAFZAAN , SRERELENLIMKRET | XEHN ARSE N 4 S RI0RF 31T
W, BMKEMAY if-then” FH : MBREBMSIEEINE ( HIIFERERE, BHR CIDR RHH
W), MEEEKF KSR, REEMNREIZGSHAN RSN RBERTIIME , F-—NEENKBBEZ
MERKEKS

S EXEFSHTERE | SFEREER (VPC, VPN, Client VPN, Direct Connect

Gateway, Peering, M#&IhEER VPN &£7H188 ) . S EMERE ID. JRMB#5 CIDR R, IR iR
OBE. ZAUEENKEPHAESSNMOE , UOIZBEENEMAN, fiwm , B2 —1%&E , §
M VPC Kt #2145 E B #x CIDR SEEMIFTE HTTPS RE (im0 443 ) BHTE , HEXEREITAR
2HRANIKF, MRSEFESRHENRELE , MZERXAITERBEPIEENBRIATRKS KSR |, BERFT
EREHFEWHITHE, IRRXEFE 2 MIR/DPRFEER,

/A Important

« FAMKIANRS—FEHZT (HIE0 10, 20, 30) , BAEFRATLEA
« EAMEFRANE , ENAFZETBLAEANSFRIER
o fE R4 TE R PUED SR A LR R BT 3]

EAREHECRITERERE
it RRME LA RRXNRAR A D BT H ML B RE.
fEAZEH ARt RERRE

1. FTFF{LTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMERT , EFITEXRK,

EFRITEREE D #EUEFHIFAER,

ERITERKEK BRI,

ERABITERKEKE,

REEH N 45 -1X B %2 R TE WG IR RY ME— BF (1-32,766). BF#/ , RERMS.
BREUTRKF-EREUATKFAREZ — |, ATEREWSE :

N o o bk~ DN

KIRMEFTE &
BRI &
c. Transit Gateway Ff#

T o
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Amazon VPC Amazon I ER %

8. (Mk)EHRMNFH-XEMMEFHENT EEFEREBNIRE

- REEXBS ID-ZEZEELRE (VPC, VPN, Client VPN, Direct Connect Gateway, Peering.

P& IhEER VPN &85 ) =X ID ik,
- BFRMFEES ID-1% B AR SR B ID fFik
* JR CIDR R-EERBHE IP SEEHRE
- B¥r CIDR R-HRESHE IP SLEMTE
o Rim B SE - TR E AR iR B
- Brim OSEE-TESEN B iRm0
o PM-RIMUGEESA (1. 6, 17 F)
9. ERMBITEREEXBUREERE.

FEAGIZEITERESEEB Amazon CLI
REZERBREREFITEEN EANRARDEHAN, MNIENRED &SN HESINF#HITIEG,

e --transit-gateway-metering-policy-id-ERM%EKITEREEH ID
« --policy-rule-number-RE FhIRFFHMHE —EF (1-32,766)
« --metered-account-tRAXE ( RKRMHFFFEE/ BROHHMEE/ AXMKRFTEE )

RXEMESHENL T TESERBHOIRE

« --source-transit-gateway-attachment-id-jJR4& %M <k 1D,

« --source-transit-gateway-attachment-type-R&#HMKIEREHER,

« --source-cidr-block-#NAIJR CIDR #,

+ --source-port-range-HNIKFREYE OB,

« --destination-transit-gateway-attachment-id-B#R2RXMKXHER 1D,

« --destination-transit-gateway-attachment-type-B¥rAEMTERZER,
« --destination-cidr-block-#NI# B 4% CIDR 3R,

« --destination-port-range-#N# B Frix OB HE,

PIBITERKSKE
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* --protocol-AMEKHIE

EFEHAVBRITERESE Amazon CLI

1. fEMcreate-transit-gateway-metering-policy-entry@n S 812 F BV RBESR B |, ¥ VPC RERHB I
ENRREITRAKS,

aws ec2 create-transit-gateway-metering-policy-entry \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da7 \
--policy-rule-number 100 \
--destination-transit-gateway-attachment-type vpc \
--metered-account destination-attachment-owner

LanmRIEMNGSJ 100 URIESRRE |, %% B TEAE VPC MARE , H @ BiRMA4EE
l‘l&ﬂy xﬂ_b;ﬁliﬁﬁﬁo

2. RMIMEIEFEE 2R TR

{

"TransitGatewayMeteringPolicyEntry": {
"MeteredAccount": "destination-attachment-owner",
"MeteringPolicyRule": {

"DestinationTransitGatewayAttachmentType": "vpc"
b
"PolicyRuleNumber": 100,
"State": "available",
"UpdateEffectiveAt": "2025-11-06T02:00:00.000Z"
}
}

W R IA 1SR B REA XM X EM R T BUER L AT A7 RS EEN.

fRIBR Tr Amazon ansit Gateway it B K% H

HENNERETBRERENKESEAN Y | EMERITERKZE . WBRSKE BB TE MR &t
FAMENMUKECREER |, ARREGBERBEN, MERFZER , £ E5EMERAN TENRE
FEAN RS IRFRERRZ BTG, MBXEEMKE TE , NERIFRIAKBEITA.

EMIBRSF B 28] , BERN LB T RLHMRENTE, BRE K EXSSEE 2 MIRPNTEE
B, ARTERE , AU EEZERNKSIEENUSERDMBER. EEEREZE , BRHREH
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Amazon VPC

Amazon &3 M

REBEBSTEMKESEER. HRFENANTEIRFRETE , NI NFERNREREE T TN

A BTN

/A Important

« HIBRZAF AP
- ERIEZ&E ERNRENBRER RSB HTERTME
- ERHRFZBEUBREINREBSTE

AR E e MRt BRERXE
AR A BT ENNREBRRKKE | %R ER I EAE L LB,
i PR & I BR SR B 5% B

1. $TFLTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#14&,
ESMERT , EFITEXRK,

ERISEMRNFZBENITERE,

ERERBRIZE |, REER B

EEINEES , EERBFHAEEH B Adelete U IAMER.

TR CHIBR” SAK AMIBRIZSZE .

o g bk~ w0 b

£ AMIBRIT 2RISR B Amazon CLI
{# A delete-transit-gateway-metering-policy-entry i 5 LA 4R T2 5 M BR KBS S B o
ER:
NP XA E R
- BMHITERE ID NEXBEMNEHS

o

5
« --transit-gateway-metering-policy-id-ItEREEHY ID
« --policy-rule-number-EfEREI% B HHN &S

Dl Sag=t:: 3=
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https://console.amazonaws.cn/vpc/
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£/ Amazon CLI Z2& MK

1. ( Wl ) B get-transit-gateway-metering-policy-entriestn S E BN A KRB LB LU EF YAEER
B :

aws ec2 get-transit-gateway-metering-policy-entries \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg

LW TREREERENFIERE , EREANERS, TEIXGEFMITEKS,
2. {#Mdelete-transit-gateway-metering-policy-entry @i 5 il B 5 B 5% B LUK A MIBRiZ % B

aws ec2 delete-transit-gateway-metering-policy-entry \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--policy-rule-number 100

e RHEERN R E MR FKAMBR. KR5S E CEARENERERRZBHITERT
iy, REEERBIBMIARBETN.

3. HIMRFER , 2 TREETHE

"TransitGatewayMeteringPolicyEntry": [
{

"PolicyRuleNumber": 100,

"MeteredAccount": "destination-attachment-owner",
"UpdateEffectiveAt": "2024-01-01T01:00:00+00:00",
"state": "deleted",

"MeteringPolicyRule": {

"DestinationTransitGatewayAttachmentType": "vpc"

}

BWMMIAZSEE EEMNG , BT EHB RS BN EEBEARMX MR BT
BRo
B2 Amazon Transit Gateway it 2 5% & & 8] 4E 44

£ X1 2R EE 3 Middlebox MifF |, A B R EM N BEN FEEIZE (520 LRy X 3% F 5
BfEs ) BENNSRES)EBBELERA. FREEMAFH TRHAIE Network Fire Amazon wall #9 X
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EIREM A ST RERBE VPC FNE=FZ2IREMN VPC i#., W THENZRERAM , R
ME R EMNX Gz BN RER T X LR RIHEMNAERTER. SUUEITEKE , RIEHFHE
EMHNBELEFEHAEIBRARBRMAE. RELBFMERLORMAKFMEE. X T MEIEEH
# , Network Fire Amazon wall ZiiE BB At D EA R REITTRAOKS,,

EENPEMKHE K ATESMERZRHARE , UL 2RE, ARTFEHREMNEINEE, B
FREMHNRESAERITEREPIEENKFFAEEITE, BHRZALEE 10 N EEMSF, X
B B EMAR B IIEMLINEE ( Network Fire Amazon wall ) . VPC # VPN Bt 4,

A

« N0 Amazon Transit Gateway 11+2 5 B m (8] 4E B 4

- BB Amazon Transit Gateway 112 5 B H 8] 4E B 4

0 Amazon Transit Gateway 112 5 B& 5 8] 4& ffi 44

BT LA B R | R EIR R ER BB Transit Gateway iTBEREH, XEETTUBE L 21R
%, NEOEHSRIHONEIERBHFERE , ANREBHAN KRS BIEH,

/A Important

- BRARSRZEEEBE TR

« ENATES TEAB N RERE
o SRR AP RELUE 5 5| AZER

- REELHHRERITHASKSIS A

55 i 422 %1l & 775 b 7 [ A Ff 4
AN B AR AF SR B

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
2. HESMERTF , EERITERE,

3. ERITERM D #HEUEFHIEAGE.

4. %$F Middlebox B #ETT -+ o

5. &EERM,
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https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

6. HIRREY , EERFMWN P EFE IDs LFITEMIT R D EEM . BHRSTLUERE 10 NHE
HE Fff 4

7. EFR R EEMAE AREFEE.

£ A [E & M4 Amazon CLI
{# A modify-transit-gateway-metering-policy a5 4 78 il Fif 4 o
EFHEZH , BFRREEGUTSLENSE

« --transit-gateway-metering-policy-id-BIBItEXREEMN ID
« --add-middle-box-attachment-ids-IDs ERINEIREE P —NHZ AN ( B TR )

£/ CLI IR KB 7 o0 B A2 M4 Amazon

1. TELLTFRHIF | modify-transit-gateway-metering-policy F8 T [ 21 8 11 2 5% B& 75 0 19 4™ H 8] 4E B
., ZETHREENMA IDs RMBIIMAEFIFRS , MM ER =804 -

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--add-middle-box-attachment-ids tgw-attach-0bdc681c211bf71f3 tgw-

attach-0987654321fedcba® tgw-attach-0456789012345abcd tgw-attach-0fedcba®987654321

2. HEUTTRAEIEAIA , JSSONHEHERT EFMHRKEE , HPISFENE/N P EEM A

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-0123456789abcdefg",
"TransitGatewayId": "tgw-Qecec6433f4bfeb55a",
"MiddleBoxAttachmentIds": [
"tgw-attach-0bdc681c211bf71f3",
"tgw-attach-0987654321fedcbal",
"tgw-attach-0456789012345abcd",
"tgw-attach-0fedcba®987654321"

1,

"State": "available",

"UpdateEffectiveAt": "2024-09-05T16:00:00.000Z2"
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# K Amazon Transit Gateway 112 5 B A (8] 4E Ffi 4

RANBRT  HERABRTHRAEMNGFIEE. B2, EUTNMERXESE , UBREHNEAERSE
LREBRERRIFRE A, BN ITEREFIMABERRS 10 NP EEM 4.

158 F 22 51l & B8 BR P A1 AE B 4
£ Amazon VPC #2H| & MK 1T B SR M EC & 8 BR P R AZ B 4 o

B BR AP B HE B 4

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. ESMERP , ERLAMX, iTEXRK,

3. EREBSUNITERK,

4. %$F Middlebox B £+ o

5. mZIEFE 10 NEMITTERE P BERN P EAEM 4.

6. EEREBK.

7. HIRRE, SR AEHRERBREGEE P EEM 4. BYEBRMGNRERITE4 P EAEMGPT

5%,
8. &R “BERBEIEMM4,

£ F % B [RI4E B 44 Amazon CLI
{# A modify-transit-gateway-metering-policy &5 % B BR i 4 o
EFB2E , BRREEEUTHENSH

- --transit-gateway-metering-policy-id-BiEitEFHEHN ID
« --remove-middle-box-attachment-ids- IDs EMNEEF BRI — DRSS N4 (B T BERE

)
£/ CLI MILA K BE % B B AZ B 4F Amazon

1. LT RHIG | modify-transit-gateway-metering-policy A T M\IL & it £ 5 B o M R 8 N 45 E §Y o
EAEFI . ZanHUMBRIEEM MY , IDs ERHREHRMH -

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
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--remove-middle-box-attachment-ids tgw-attach-0456789012345abcd tgw-
attach-0fedcba®987654321

2. EUTRAIMWAIF , JSSON BHERTEMNWRBEE , HPIEENRAEEBE , HRIFDLT
EERE

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-0123456789abcdefg",
"TransitGatewayId": "tgw-Qecec6433f4bfeb55a",
"MiddleBoxAttachmentIds": [
"tgw-attach-0bdc681c211bf71f3",
"tgw-attach-0987654321fedcba"

1,

"State": "available",

"UpdateEffectiveAt": "2024-09-05T16:00:00.000Z"
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Amazon Transit Gateway i

Transit Gateway Flow Logs £ Tr Amazon ansit Gateway B —INIhAE , ©EEEEBHIRE X H P
MKW IP REMNEE. R ASHBIUEHFLS# CloudWatch BE, TD# S3 = Firehose,
ERIBRAZXG , BUMEFMENBERTIRENEFTHEEE. RAFHERENERERRZ AR
0, A FLFMMEFHERER, BUMUCIESBRRBEE , MAEF MEMEEE K ET

M, Transit Gateway i B &N HIRESHERMKERNEL |, ¥ Wthe section called “FE M7 HE 1
EHTR, ERREXEEN VPC FEANMEGENZEON IP RENER , £A VPC RBE.
BEZ# (Amazon VPC AF1EM) FMEA VPC i BEIEE IP RiE.

® Note
BUMBHEMINAEE , TEPEMIRAET. MREFRPEMXAEE , x4
BRI E &SR T ENR,

FEMXNRASTHEFEARBSICS , BESENH S MERREFENFTREAKR. BXEZE
B, BZH PEMNXR A RIE R,

EOBRBE , BEE

- ERHEHMIERBSHER
- BEESENRASBBER MM BT

IR ARG  FE/LDHRTBRERFEARFRBERMIIEEE IR, RASTENERRHEMRIRE

KAt B &R

BULRFRENRATRES. SMEBIELELN —MEN—NDLEE. HFEAURBERERA
&, Bl ESAEE.

MRSFBEERMNRAE , ATHEMBR, BRRBEELZERAZEBRNRAERS , HETFTLQIEHH
FABIBFHGFEH K Z CloudWatch BEZR Amazon S3. MIERHR B ET LM BRE RN RWERIAE
FAFIBZRHRBEER ( FTF CloudWatch B ) AEXHNR ( FF Amazon S3) . ERIRMER
BER , B CloudWatch BEZEHIA. EMBRIE BEXHXNR , FFEH Amazon S3 #2#l5, &
RBRRAZZE , TEEER S B ERELRERE. BXESER , 55 M Tr Amazon ansit
Gateway 7 H&i2 %,
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WO L AEmPXEERBEE , MEFHETAME B CloudWatch &%, Amazon S3 2 Amazon Data
Firehose, BXEZELR , ylﬁlTE‘JWE :

- B %M 3 HERR CloudWatch B
« BIEX%ZE Amazon S3 Wi AE
« BIE X% 2 Firechose M7 A&

B 7

EF'??M* i B S T?—T:T:L;{—FBE%J .

s FXEFABRE,

« T%¥F Connect #E#E, FiE Connect M B E&E REEARERETH , Rt AMFEFFE NS
Connect fEEEZE LEHE.

« Transit Gateway Flow Logs X#&HENMNKFHENRREZ 250 MTH, MRENTRERNITRBED
SR EE LR, WEZ M BRIVE 1T 5 = B J9 e B RR N E 41T 9

REM KRR A RIC R

RAFLEZRRREPVPERKXPPINE R, BRICRBE—NFRFE , FERATZES2R. EXETENE
R AENEWER , SR, BRI

LR AR, KRN RASTEFEARIASR | HALUEE B E BN,

ok
. BUARR
. BENHER
+ HIRFE

AMINER

EARAER  RATCKBERERE 2 BIRAE 6 F& , MFMARFERRPAR. BREEENL
FEARAER, EFREMFEITAFTRTE , FEEAEEN,
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HE Y&

ERAEENER , BALUEERASEZTESWEFERARRABRIAF, XEETAREEAEFR
EREE  ABZBEXRNFR, FAAENER BB MNRBRIR B SRS ERF SR 2
iR, EUNEEEEHRENTRARAEFE , BEAAELEE—1.

RAFE

TRERT FHERFMKRR AT EEXNARETRAZR. BRAFRRIEBRAEPSIATIZFER.

i B EHIERHE Amazon S3 B, FERIVEIEREFEUR TR B EHERN. MREXNAA , WA
BFERIEEGH STRING, MRERAN Parquet , HSHFERBFERER,

MRENZRFAEATHEETERERS , WiERNZFEER-—NM"HE, TEEKRBBEERX
MTHEFREEAZ HNELE , EMNNETRRAITHEA,

FE DU JIES
version REAEBMREPEIATZFER, MARXNELERBRE2FR , & 2

CAEREDR HIEYIRFERE.
Parquet #(#E3 8 : INT_32

resource-type EHEGRBITHNRRNEE, THREMRIRAERR , X222 6
TransitGateway,
Parquet Z{#E3K 8 : STRING

account-id BAE BN X FTE &/ Amazon Web Services I 1D, 2
Parquet Z{#E3£ 8 : STRING
tgw-id FHEREZFERENHPEMKH ID, 6

Parquet Z{#E3K 8 : STRING

tgw-attachment-  EFEIEFRERENPEMICEEDN ID, 6
id

Parquet Z{#E3£ 8 : STRING
tgw-src-vpc- R VPC HRE/ Amazon Web Services I 1D, 6
account-id
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FER 1N KR
Parquet #{#E3£ 8 : STRING

tgw-dst-vpc- B#r VPC FiE# Amazon Web Services Ik F 1D, 6

account-id
Parquet Z{#E3K 8 : STRING

tgw-src-vpc-id R CRYR VPC #Y 1D, 6
Parquet Z{#E3£ 8 : STRING

tgw-dst-vpc-id REMXH B VPC 19 ID, 6
Parquet Z{1#E3K 8 : STRING

tgw-src-subnet-id HFEMXFEREN FM ID, 6
Parquet Zi#E3E 8 : STRING

tgw-dst-subnet-id I EMX BIRREN FM ID, 6
Parquet Z{#E3£ 8 : STRING

tgw-src-eni TREVR P M IERE ENI#Y ID, 6
Parquet Zi1#E3K 8 : STRING

tgw-dst-eni TR B AR EE R SCERE ENIRY 1D, 6
Parquet Zi1#E3£ 8 : STRING

tgw-src-az-id DERERHERENFEFEMNTAXH ID, MRREXRE FUL 6
B, MiEREeNEFERER/FS,

Parquet #1#&3K 8 : STRING
tgw-dst-az-id DERERERENBIRPEMIHAAXH ID, 6

Parquet #1#&3K 8 : STRING
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FE 1N R 7
tgw-pair- BRERCANVTE K XEBELARREMVEOEREID, ELARAOERE 6
attachment-id IDo
Parquet #{#E3£ 8 : STRING

srcaddr & AREBR IR, 2
Parquet Z{#E3K 8 : STRING

dstaddr £ HRER B frith it 2
Parquet Z{#E3£ 8 : STRING

srcport RERRKO, 2
Parquet Z{#E3 8 | INT_32

dstport TREWBEREO, 2
Parquet Zx#E3E A : INT_32

protocol REMN IANA HURES. BXEZEER , BSRSEN Internet THIL 2
HTo
Parquet Z{#E3E 8 . INT_32

packets ERPEHABEINEE, 2
Parquet Z{#E3EH : INT_64

bytes ERPEROFT 2
Parquet {133 H . INT_64

start EREERRA , FRORHNE - MESHEE (UL Unix BRE 2

). EREMXEARBIIHELTZE &S 60 ¥

Parquet #(#&3<H : INT_64

AT
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http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

Amazon VPC Amazon I ER %

FER R N
end EREEERR , BRCRN&RRE — N EIEEZ0EE (2L Unix BR 2

BA) ., EREMXEZRIBNEBTESZE HZ 60 %,
Parquet #(#E3EH : INT_64
log-status A ERIRA - 2

« OK — BIRIEE 1 REEE B 5.

- NODATA — & [H (B FE & B 12 A Sk R 4548 O 4550
o

« SKIPDATA — ER A& REIRBABE 7T —LHRBAEFIER. XATHE
EHTAIPAE2RHEIHABEIR.

Parquet Z{#E3K 8 : STRING

type REMER, TEEMESHE IPv4, IPv6 Ml EFA BXEZEER | &
¥ {Amazon EC2 FIF1ER) HRIzEM IP EEI S,

o
w

Parquet Z{#E3£ 8 : STRING

packets-lost-no- HTRIEERBEMEXNEES, 6

route L
Parquet Zi#EEE : INT_64

packets-lost- BIFLHTEEMEX 6

blackhole o
Parquet Zi#EEH : INT_64

packets-lost-mtu- HFARK/DEE MTU mEXBNHIES. 6

exceeded o
Parquet Z{#E3EH : INT_64

packets-lost-ttl-e B FAtEIS I E R BTED. 6

xpired ] )
Parquet Z{#E3EH : INT_64
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FE HiR S
tcp-flags LA TCP HREW L EHBE : 3

* FIN—1

+ SYN—2

+ RST—4

+ PSH-8

« ACK-16

*+ SYN-ACK — 18
+ URG-32

/A Important

HMBAERBERETE ACK BIFEIR , #ri2EN 0, MARE
16,

BX TCP #rEM —RREE ( Hla0 FIN, SYN #l ACK E#rEMNE
X)) , #2301 Wikipedia L# TCP 2 R4,

TCP iREAI LA ER S B OR-ed Mo N TREERE , AANERBFILE
FE—T LIRERRE , HlE0, 19 K& SYN-ACK M FIN , 3 &M
SYN # FIN,

Parquet Zi#EKE A : INT_32

region CELRFERENPHEM X, 4
Parquet Z{#E3K 8 : STRING

flow-direction MR FARXMKIHNRES @, AIBEMNEDIE : ingress | egress. 5

Parquet Z{#E3£ 8 : STRING
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FEB iR [ES
pkt-src-aws- srcaddril SRR IP it i F Amazon BRS |, N IP st SEE F 5
service WL, THEMESIE - AMAZON | AMAZON_APPFLOW |

AMAZON_CONNECT | API_GATEWAY | CHIME_MEETINGS
| CHIME_VOICECONNECTOR | CLOUD9 | CLOUDFRON

T | CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTA
NCE_CONNECT | GLOBALACCELERATOR | KINESIS_V
IDEO_STREAMS | ROUTES3 | ROUTES3_HEALTHCHECKS
| ROUTES53_HEALTHCHECKS_PUBLISHING | ROUTES3_R
ESOLVER | S3 | WORKSPACES_GATEWAYS,

Parquet Z{#E3£ 8 : STRING

pkt-dst-aws- MR BFrR IP et AF Amazon BRS , M9 ixdstaddrFERRY IP #esit 5
service SBEFENEN. BXTENERNSIZK , iHZH pkt-src-aws-service
FEB,

Parquet Z{#E3K 8 : STRING

2T/ B A RY 6

RIABRT , FEF'?:WEFEJ}EHUO A LUBIE—NAFERE | ZRERAFPRFE., WIRFMIERR
BENNR, BXxEZELR , 55 Amazon EC2 APl £ iy[E IAM A F 254X Amazon EC2
J\/J?‘E’JMFE*XIZEO

THR—NROIKE  ZRBEAAFRTEE, FHRNMBERR B SHTENR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowLogs"
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https://docs.amazonaws.cn/AWSEC2/latest/APIReference/ec2-api-permissions.html
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1,
"Resource": "*"
}
]
}

REE-LEHAN IAM AENNREE , EABRTERAHE CloudWatch B&EEZ Amazon
S3, AXEZELR , S HAmazon Transit Gateway 7212 F I ¥ CloudWatch BEFHHIIZ
FMAmazon Transit Gateway RE12F I Si# S3 FHIER.

FREER R B EEM

EWMHPEMXRAEN , FUREHEBENHERRNFEHER, BXAmHERENENNE
Z{ER , i§3TFF Amazon P CloudWatch ricing , RETE “IRELE" T , &R “BE H&KEF Vended
Logs.

7 Transit Gateway 7 H H I 2 FE#T IAM A€ Amazon

& LAE A Amazon Identity and Access Management B A EFH A EACEFERAUTIEAERT
REBENHFAR,

NRETCIR IAM A

1. £ https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,
2. ESMBERKD , %F Roles (A ) M Create role ( BIEAE ),

3. X¥TFSelect type of trusted entity ( EFRZEESZAEMNRE ) | EF Amazon service ( IR ) o Ft
F Use case ( RSB ) , EF EC2, EEBET—F,

4. 7E Add permissions ( RHIAXPR ) TWHE , % Next: Tags ( F—F: #5 ) , B AT LUEFR MR
*’T‘%o ii?%-lt_ﬁo

5. A, EEVCEREL , ASHNASENATERERERER, EREAG,

6. EFABKHEN. XT Add permissions ( ARINIR ) , 1%3#F Create inline policy ( BIZAHEREK
B ) , ARFIEHEE JSON &I+,

7. MATEHRBEELXHE CloudWatch BEM IAM &6 hEHIE—NER , AFEEBEIEO S,
i%$EReview policy ( EEXRHE ) o

8. RNIBMIREEMABI , RE1ESRE Create policy ( BIZERKEE ) .
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9. EERAGWEF. XT Trust relationships ( SFX%K ) , % Edit trust relationship ( 4%
BEEAXR ). ENEREXED , FFRSM ec2.amazonaws . com B vpc-flow-
logs.amazonaws.com, i%£#¥ Update Trust Policy ( EF{S LR ) -

10. 7£ Summary ( B4 ) RE L , BZRENAEHN ARN, BIERBERNFEEL ARN,

Amazon Transit Gateway Fi &1 &I &# CloudWatch B EH Y1
3K

7 B EA LS R B EBIEEE A F Amazon CloudWatch,
=

#4735 CloudWatch BRE , i B SHIRRARE B A4 | A MEMMRIE B SAFHEM—1 B
ER. BEREERAFILR. LTURBRMELFINRBSANSIREE. NREA—FHM%
FETA-BEATH— A RSIREES , WEBE—MAA BER. DREEET — % B EEK
HREELHE , ME— RSN EHREEDRE , WAL B EREBRF TR,

HERRBETRME Logs B , 2 EE B SHHBERIMAMEFRTEA, CloudWatch BXEZEER
%S % Amazon CloudWatch EHo

£ CloudWatch B&EA , A FEXN N TR AFERPHIRNITHBTE, Ingesti onTime FERIEA A
FUWE)R A ISR B EAETE. CloudWatch LA A1 B B T 157 B 10 F A IR 09 & R A A,

£ % CloudWatch BENEZEE |, 25 Amazon CloudWatch B ERFIEETH XD
CloudWatch BEM BE,

AR
« AT RHEBEELXHE CloudWatch HER IAM &
- IAM P13 A B R

BIE & 2 T Amazon ransit Gateway it H #1235 Amazon CloudWatch Logs
#EI ¥ F&EE Amazon Transit Gateway i & HE&i2 5% CloudWatch
422 Amazon BEHH Amazon Transit Gateway Fi& CloudWatch H &1

BAFERBELXFE CloudWatch BER IAM A&

BEZMRBEEXBKN IAM BEXMEEEBHNNRFENREEAXME BEFMWIEE CloudWatch H
S, IAM A4 TE T8 Amazon Web Services K,

Ft DN IREY 1AM B &R IAM policy 4 E D EIE LT RBR,
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https://www.amazonaws.cn/cloudwatch/pricing/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelLogStreams"
1,

"Resource": "*"

SEBRRENAGEEFEXRR , UATRATRSKAZAE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

BIEEH aws:SourceAccount Fl aws:SourceArn &R IE HIUEENRIE A B E, fi
o, A LT RERRINBI A BTN EEREE, R R2ABENIEE , HER ARN 2HRAE

AT NHRBELME CloudWatch BER IAM & 175


https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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ARN, MIREFHAERBZE D, WAL ABERF (*) B ARN BWiZZs , RAEELERALEEEN
RE&,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
+
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"
}

IAM A F {&i% A 2 IR

APEARERNT SR BERKN IAM £&fEA iam: PassRole #84E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "arn:aws:iam::111122223333:xole/flow-log-role-name"
}
]
}

#8122 &% % F T Amazon ransit Gateway i B & 123 Amazon CloudWatch
Logs

BAIURNPEMXSERAER. B IAM AFRSHRITXESE  HFRELESEH
iam:PassRole BEMINR, BEXEZEER , 8S5H IAM AP &EABHINER,

Al LAE A Amazon VPC #241& 3% Amazon CLI 82 &% CloudWatch i B &,

IAM i F1%&i% A e KR 176
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e A EF B el PEMXR B &

1. &% Amazon Web Services EEZHI A HITFF Amazon VPC ###l& , Witk R https:/
console.aws.amazon.com/vpc/e

ESMBEKT |, % Transit gateways ( FENX ) .

MNF BF, %EE “RiEEF CloudWatchBE”,
%t F Destination log group ( BEfb HEAE ) |, EFRHEH B B EHN BT

o M w0 b

(® Note
WMREB Y ASAETFE  WELFERDAAFTRF IR E iR EE,

6. 5(‘15': 1AM ﬂ@/ ) i%?ﬁ'fﬁﬁ*Xﬁ CloudWatch H/u\kﬁ H/uxﬂ’]ﬂ@:m%ﬁo
7. XFLog record format ( BEIEREX ) , BERBAERIEFHEN,

- EFABRIAMER |, HiEEAmazon default format ( L S#EH =R ERIAER ) o

- EFABENHER , HikECustom format ( BEXER ) REMLog format ( BEER ) i&

FER,
( /% ) EFEAdd new tag ( RINFHRE ) LUFHRENATRA R,
9. %% Createflowlog ( BIZFRAE ) -

®

ERBTTERRAE
FERART@®REZ—

+ create-flow-logs (Amazon CLI)

* New-EC2FlowLog (Amazon Tools for Windows PowerShell)

BLF Amazon CLI RHIBIEZ T —/NATHRERMNXEENRAE, RAEEA IAM AL iE

123456789101 A& A “ CloudWatch my-flow-logs HE” B H&LH, publishFlowlLogs

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-1a2b3c4d --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:role/publishFlowlLogs

BE—ARBANPEMKRPEIRE , AE1EZE Actions (#8214 ). Creatflowlog (BIERAE ) o

#

2K

B2 % E B EHHR CloudWatch BE&
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https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-flow-logs.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2FlowLog.html
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F 5 E&EFH Amazon Transit Gateway iRZ H & 1id 3k CloudWatch

AT LA E A B &4 A 3 Amazon S3 4|8 EF LM T CloudWatch BE1EHE , E4ABURTFATIEN B
ERE, EREERBEZE , UEE/ LB SRS RELEHEH,

BEXHE BENRK CloudWatch BEidx

1. 3TFF CloudWatch #&l& , Bt H https://console.aws.amazon.com/cloudwatch/o

2. ESMBERP , BikE Logs (AE) , RARERITELEERNBEA, K FERENFEN
KW AERB TR,

3. KRTUESHFLEEFHEHRALZLBRNPEMX IDHEER. BXREZER , B8SH PEMXIRA
FiL Ko

232 Amazon BEA B Amazon Transit Gateway #i & CloudWatch B &1L
3K

S5 T BURALIE SISO E TR AL B S 4 — RAL B CloudWatch B AI2%. A% UH B SR IEAE
FRFLRAEMESER , W5 H Amazon CloudWatch i P8 RIFR Y (0 3% 5 P AR 42 B 25 S 44 04

T~ RAFEBERIE CloudWatch IEFRIFIEEE FER

TR | BE—NEAT tgw-123abcs56bca R AR, BEGE—ER , R 1 PERE
10 RN 10 XEN TCP %M 22 ( SSH ) EEFEHNEFN=IRERIEL |, ZBRTFOELHE
BB, 5% 6 BOTOE—NMENRBERYG , ZENRBFERGSHEUBZBRNRENENETEE, R
&, BRI AR ZIERIFIE R4 IR BR,

NEELH SSH RE G ZIEIRIFEFZ M H N LIMEFM4 IR ER

1. 3TFF CloudWatch ##l& , Pt 7 https://console.aws.amazon.com/cloudwatch/o
2. ESMBE®KD , fONERBEMNBEAA,

3. AP ETAXNNHEIRE , REERE Actions (324 ) . Create metric filter ( R IEIRIF LR
%),
4. X TFFilter Pattern ( fF:ER ) , MAUTAR :

[version, resource_type, account_id,tgw_id="tgw-123abc456bca”, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,

EERBERIER 178


https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://console.amazonaws.cn/cloudwatch/
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tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= "10.0.0.1", dstaddr,
srcport="80”, dstport, protocol="6”, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

5. XITF Select log data to test ( EFREN XM BERIE ) , EREENPEMTNBAER. (7
%) BEEEEMERHENCEN BERET , H1%EF Test pattern ( MiXER ) . HEERMES ,
% Next (F—2F ) o

6. WAMERGEN. BIEWAZRNEREN. FERERERN 1. THE , %EF Next ( T—
%) , ARFEFF Create metric filter ( BIBRIEFRIFESRHY ) o

7. ESMBHED , FKOXER Alarms ( B3R ) 1 All alarms ( FIEER ) -
8. ik#ZECreate alarm ( BIREIR ) .
9. RNEEBIEMIENIFIESRHERGAEZE,

VMEGAREE/ LT 2EEHEPET.
10. EFRZQENEREBEN , REIEF Select metric ( EFIERF ) -
M. BOTFAREEER , RAEEE Next ( T—F )

« XF Statistic ( SiTEIE ) , 1%E# Sum ( Bit ) o XATAARERHIRIEE R B BN EHIESW
=k 8
« XyF Period ( AHI ) , & 1 hour (1 /MAt)
« 3¥F Whenever ( 8 ) , i&# Greater/Equal ( KF/EFTF , >=) , REHA 10 ENRE,
« X F Additional configuration ( EtElE ) , Datapoints to alarm ( Bk KELL ) |, HEIA
BH’RA 1.
12. X F Notification (EH1 ) , EBRIMAER SNS £F , HikE Create new topic ( FIEEXH ) SlE—
NEED, EE Next ( T—F ) o
13. WMABRNEHRNER  RAFEE Next ( T—F ) o
14. BEEIR/G , %£4F Create alarm ( BIEER )

Amazon Transit Gateway FRE1Ex I S# S3 FRYIER
T BEA LU R A & #E & E Amazon S3,

FRME| Amazon S3 &Y , i B EMBEF R A EEIEENIAE Amazon S3 7. MEXEENTHK
xR B S IERRR B EFERPEREN — R A EXHFT R

Amazon S3 it B & 179
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MR B ELZ M E Amazon S3 B |, i Amazon CloudWatch 3 HH &/ B S WEE B ZE 1/ 5
H. Bx8#EH®E CloudWatch EMEZEELR , i3TF Amazon Pric CloudWatch ing , ## A& |
RERIEEEE,

EREB A TR BEMN Amazon S3 FiEH# , 155 (Amazon S3 AAFIER) R BIER,
BAXRZKFHERICEKNESZELR |, BSH Amazon BRAREHRHNEH HEHEIDH,

£ X CloudWatch BENEZEE. , 5 Amazon BEAFIEEP N A3%Z] A mazon S3 B
CloudWatch HE.

AE

- MEEXH

s R BEELEME Amazon S3 # IAM Z3EAH IAM policy

« #X7F BEM Amazon S3 FHFENRE

« 5 SSE-KMS £ & A L FEH AR

« Amazon S3 HEHXR

« 4 Amazon S3 7 Amazon Transit Gateway Flow Logs JEIKF &
« BIE & Z| Amazon S3 B T Amazon ransit Gateway i H &1 3%

+ &% Amazon S3 Y T Amazon ransit Gateway i & H&1d &

« Y5 S3 Amazon HF E4AE R Transit Gateway iRE H & 12k

i B &

VPC RAEHRERKERBEIER , FENSHEBEXS , RESR 5 7 EEXHRFE
Amazon S3 FfER. BMNEEXMHEEEL -5 THHAERIEEN IP REMNRBFILFR,

A AR A KRNR 75 MB, MR AEXHE 5 7 HE AR X4 RDRE , mAS2FLE
EERMNRATIERK, REFEXHE Amazon S3 FiEE , H 82— BEXH.

l

£ Amazon S3 & | i B A Last modified ( EXISRETE ) FERR R L£E Amazon S3 17
&MY B EARIET |, LEAY B ER T4 Pt RE |, HBEARE TR X L& E Amazon S3 FEfEEAT
TR BT AL,

A&
BARN S EETIBRNz— BIXHEBHEES R Gzip X

pil=Ee s 180


https://www.amazonaws.cn/cloudwatch/pricing/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/create-bucket-overview.html
https://www.amazonaws.cn/solutions/implementations/centralized-logging/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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o Text- XA, X2ERIAER.

- Parquet — Apache Pparquet 2 — M5 X HTFEERN. SNAEAXRBFEAERMEL , XI Passic &K
BIEHTEREER 10 B 100 5. FH Gzip EFH Parquet &N BIE L Gzip FE48 ) 4 SX A%
XNHBESANTFEZRLD 20%.

B &AL
et A DU TE LA T &,

« Hive 32K S AR - B A Hive RAWBIE , MARNS XS A Hive REIEF, BExRFEH
MSCK REPAIR TABLE &8y , AEBE{TEIM,

« BONSX - MREEXREATHABERERNEMIEE N , WAILUEL /)X B ERITD
XHKREGERNERATEERRS

BEXH S3 RS

AERXHRREREERN Amazon S3 FMM , FEMABARASH ID. XE, €2 AR BRETURE
BSR4

BIABRT , XHEREEIATE,
bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/
R Z A Hive 31 S3 818, NI EE XTI TAE,

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/

MREAFPINDX |, WXHFEER A TE,
bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/
MRE A Hive REN S XHBDIRNRBAEHRITSX , MXEFEEBATNE,

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/hour=hour/

SRS E=E

F A o
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BEXHFNXHBETRES ID, XEUKkeI2BHAME, XHEBEALTHER.

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

TEHERT —NMNHEEBENEEXERRE |, %5 BEHB Amazon Web Services I 123456789012 6
2, AT us-east-1 KB AR , 22t E 7 June 20, 2018 16:20 UTC., XA ELRATEN T
16:20:00 F 16:24:59 2 [BH 7 B HiEF,

123456789012_vpcflowlogs_us-east-1_fl-1234abcd_20180620T1620Z_fel23456.1log.gz

57 B £ &M El Amazon S3 B9 IAM Z3E A B IAM policy

BIER BERN IAM ZRAMSTEFUATNR , 82 B SR M E B HR Amazon S3 176,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery"”,
"logs:DeleteLogDelivery"
1,

"Resource": "*"
}
]
}

£t 3157 B E# Amazon S3 FE R

BMIABERT , Amazon S3 FREBUREPIENNRBRLEN. ABFFEBREES TR FERE
MHEHFPEFEONR. T, FRBAEETUBRRE B KM KO H A7 RNAF R FIHRNR.

MRBBRAENAFAEE#EEHAEXEESA PutBucketPolicy M GetBucketPolicy R ,
MEMNBEMFUATREHNEFEE. ZBaERNFTRBGHINERR RSP,

fF37 A &M E Amazon S3 19 IAM ZF A 1AM policy 182
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BN, EHEBIEEE XTI RSB FHEMAT , LUEER B EIEEH Amazon Web Services Ik
FID, BURAEMNERK, BEXEZEEL , H5H (Amazon Simple Storage Service AF1ERE) H
Y 7 A SR R

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"
}
}
}I
{

"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",
"Principal": {

"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": [

"s3:GetBucketAcl"”
1,
"Resource": "arn:aws:s3:::bucket_name",
"Condition": {

"StringEquals": {

"aws :SourceAccount": "123456789012"

},
"ArnLike": {

3357 B AHB Amazon S3 FEFNR 183


https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucket-policies.html
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"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"

BISTER ARN my-s3-arn BURTEREEA S Hive REK S3 #14.
- BIABTAR
arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*

« Hive &M S3 BIR

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*

ERNRERER , RINBVWSREXENRRFBEEHRRSZEEATMAZN A Amazon Web Services i
7 ARNs, lt4h , RFREH aws:SourceAccount fl aws:SourceArn 48X I HIE B IE
A, REKFRERABENFFEE , #EF ARN EEERSHEER (*) ARN,

5 SSE-KMS £& A A ERZA K
B LAEE B A Amazon S3 EE R FHA MRS B[R INZE (SSE-S3) = KMS 4R 1Y AR 55 85 i 1N 22

(SSE-KMS) K{R#* Amazon S3 FREMEFRIEIE. BX1FE , HZ M (Amazon S3 A iER) HRIE
F AR 35 25 vim DN 22 4R 3P B3R

£/ SSE-KMS , Ba LAEA Amazon REZARETFRER. £A Amazon REEH , BRELE
FABKF XY, RAERMNAEERKSAEN  AEEXARTFERKFEHOGRNE. ERT
X S3 FHBHEKR,IGRNE , FESAEHENBNERAErFREXBAXAEEEAEEXEA
M Amazon Resource Name ( ARN ) . BX#15 , i5Z [ (Amazon S3 AAF#E®) HWEA Amazon
KMS#E EfR 5 28 i M2

LB SSE-KMS ERFREABALSEAN , XTRUTARTNIZANZARE (TR S3 7
M IFERBERE ) P, BUE VPC MBEALUEA S3 FE,

5 SSE-KMS &4 At S ER BAER 184


https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/specifying-kms-encryption.html
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® Note

£/ S3 FEEEATBEIEAERBRBA/ERBLE Amazon KMS &
GenerateDataKey, F#ZEAE , MM E Amazon Key Management Service (Amazon
KMS) ERE A, BIFERIT , RALFEBRZANFEBERT LS Amazon KMS APl iF3R
FRFBARBBIEL RINR. Amazon KMS

"Sid": "Allow Transit Gateway Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
1,
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,

"Resource": "*"

Amazon S3 HEX R

BRTFREMFHEMEREEI | Amazon S3 XEEA A RIEFISIFKR (ACLs) REENARAZ RN AE
HRIERINR, BRIABRT , ERBIEEEXNSNAEXHES FULL_CONTROL PR, MR BEEHR
REESERBAEETE , WRENR. BEEHKSES READ M WRITE R, BXEZEER
%2 (Amazon Simple Storage Service AFIER) FHIHEEF SIFE (ACL ) Bk,

79 Amazon S3 €12 Amazon Transit Gateway Flow Logs JRIK - &

MRk & | £ Amazon Identity and Access Management $2#| AR EIEREA G,

Amazon S3 HEX 4R 185


https://docs.amazonaws.cn/AmazonS3/latest/userguide/acl-overview.html
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HEFEKS AR

1. &% Amazon Web Services EEZFI A HITHF IAM #2H & , Wik R https://
console.aws.amazon.com/iam/.

2. HESMBERKT , EEEREK,
3. EERBRXM,
4. HERIRRBUEL 6 WITHUTERE:

1. %&£ JSON,
2. LB O ARERN LS T KRR R,
3. %&$F Next: Tags ( T—2F : #53% ) M Next: Review ( F—% : &% )
4. MABKBEN BT ERR | RFER Create policy ( IR ) o
5. ESMERT , EEAE,
6. Z“ERCIEAG,

7. 3TF Trusted entity type ( RAIE3R4A3EE ) |, #%&# Custom trust policy ( BEXEEREE ) o XN T
Custom trust policy ( BEXEEEKEE ) , 4 "Principal": {3, E®AUTHE , WEEBE
4§$ﬁjﬂﬁ%o iij:¥-|:_$o

"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I

8. 1 Add permissions ( AIXPR ) TWHE L , EFBEIEF LT QIENRIEEIRE  REER
Next ( -F_i ) o

9. WMAZMAGHNEN , FETLUERRERMAHRIR,
10. #%&$FCreaterole ( RIEAE ),

22 % /1 F Amazon S3 B9 T Amazon ransit Gateway i B &id 5

FIERIZMEE Amazon S3 7S , BAIUANPEMKER AT, B SEM Amazon VPC 2
#l& = Amazon CLI ]2 Amazon S3 it B &

FARSITIEMEAHE Amazon S3 HFEMHE AL

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

B2 % ZE Amazon S3 IR A& 186


https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/vpc/
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2

ESMBEESP |, %$F Transit gateways ( FEMx ) = Transit gateway attachments ( PR XIE
).

EHR—NRZANPER KSR XOEZESIEE,
%% Actions ( #4E ) . Create flow log ( BIBFRHZE ) -
BERBERE, BXEZELE , BSHEERAEZEE,

EREHAEERASRE

7

33 F Destination ( B #9# ) , 4% Send to an S3 bucket ( £3:F| S3 174 ) -

¥F S3 bucket ARN ( S3 7Zi## ARN ) , IEEENIEAE Amazon S3 F#MEH Amazon
Resource Name ( ARN ) , BRI LUAERBE FXHR, Flan , BEIREER N my-logs BFMEETF
AN my-bucket BFIXHFR , EEALT ARN :

arn:aws::s3:::my-bucket/my-logs/
FEMTEEMER AWSLogs tEN FXXHRER , RAXBRED.

MREBHEZEHE , RN RRERBHECH N ZEEE. BXEZER , H5H
3457 B &R Amazon S3 F#EBR.

XIF Log record format ( BFZIEFERX ) , EERARICKIER,

- EFARIARBAREFEER , HikE Amazon default format ( LS BHERHZBRIAER ) o

- ERIEBAENER , HikECustom format ( BEMNER ) o X TFLog format ( BEITHER )
EREGEERAFTLERTHFTR,

3 F Log file format ( BEXHER ) |, EEBEXHFHEX,

® TeXt—é@IzFo izIEE:i!i\ﬁi}\*%Eto

« Parquet — Apache Pparquet 2 — 5 X HFEENX, SHEXABENEBMEL , X Passic 1%
NWEIERTERERER 10 F 100 %, FH Gzip E4H Parquet X BIELL Gzip EHRH
SRR BIESANTFEZELD 20%.

( Wik ) EEA Hive A1 S3 B4R |, 151%4F Hive-compatible S3 prefix ( Hive & S3 &

). Enable (BHA ),

(it ) ER/DRNFALTHITOKX |, iHi%EF Every 1 hour (60 mins ) ( & 1 /M6 (60 2

),

( A& ) E@R B FRIRE | 1EEE Add new tag ( RIIETIRE ) AEERSENE,

2% H %) Amazon S3HWFHEBEE 187
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8. i&#E Createflowlog (RIEHRB®E ) o

fEF @ TEHE L% ZE Amazon S3 WK AE
Eﬁﬁ J’;{-Fﬁi%z_o

 create-flow-logs (Amazon CLI)

» New-EC2FlowLog (Amazon Tools for Windows PowerShell)

LA™ Amazon CLI REIBIEZ T —NRBE , A TR VPC FTEHREMKRR
E , tgw-00112233344556677 195 B £ &IXEIHE N Amazon S3 F##ETlow-1log-
bucket, --log-format ZHIEER AF RN BEENER,

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-00112233344556677 --log-destination-type s3 --log-destination arn:aws:s3:::flow-
log-bucket/my-custom-flow-logs/"

& & Amazon S3 Y T Amazon ransit Gateway i & B FHid %k
BEXHE Amazon S3 KR HEIiZH

1. 3TF Amazon S3 ##l& , Mut A https://console.aws.amazon.com/s3/.
2. XF Bucket name ( BEEEH ) , ERREELHINEEE,

3. XF Name (B ) , EFAEXHZINEIXRE, EXNREAREMR L , %#F Download ( T
;).

I 5% S3 Amazon R 24 Transit Gateway i & A &Hidx

BEXHRESE . MREMEA Amazon S3 2#FIATFXEREXH , NNERTHESR , FH
‘{QE NI E /L/\-LE':%O pu%/u\-rﬁ X ‘H‘Kﬁ: )I-IIJ/Z\ XTEJ&‘??%}_? Egg;ﬁ, E /LI\-LE:%O

Amazon Transit Gateway , I S #Z#E Firehose FRIRE HEHR1E%
£

- RTBEXKSERE IAM A6

« 79 Amazon Data Firehose €13 Tr Amazon ansit Gateway Flow Logs JRIlKF &

EERAKIER 188


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-flow-logs.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2FlowLog.html
https://console.amazonaws.cn/s3/
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« 3 Amazon Data Firehose €12 T Amazon ransit Gateway Flow Logs B Ik &
- B2 %% F| Amazon Data Firehose B T Amazon ransit Gateway i A &ig %

BB LR BEBIEEEZAME Firehose, BAILUAERR B E A 2 57 R %S M 2348 [E) #Y ik 7
NG 0L

FTRFM

Tt B EBE XM E Firehose i , 2UA X ARE R X H E Firehose 2. BAMERIE Firehose 1%
. BXxBIBERGNSE | 53 Amazon Data Firehose 7 X A R IgF T 612E Amazon Data
Firehose & i o

EM

FUWESMEREMEmTRA, ETHESEL |, BITHF Amazon P CloudWatch ricing , & HE , &
ERIHERRE,

RTEKFERM IAM A6

LB Z A F) Kinesis Data Firehose i , BAILUIAREZEREN TRV TR —KF, (RKF ) FREK
F( BW#IkF ) RRERR. BREABEKS SR B EEHE Firehose , WA RK - 812 1AM
At , HEENHIKFFLIE IAM A&,

y=:h=:)
- BT AE
- BRIKFAE

RIKF A

EREFS , QBZRTFUTNENAR, ZHRF+ , SEBWEFHF mySourceRole , BE
AN ZAREBREMEN., RE—REAATENMKFFNAGRAZAR, RHET
BRZACUEZES BEERRS , A BREEEEERRNZRE, CIEREN  BEAZYE
#iam:AssociatedResourceARNIEEEMIEMNMEZIZEORFMN, VPCs

JSON

"Version":"2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::111122223333:role/mySouxrceRole”,
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "delivery.logs.amazonaws.com"
},
"StringlLike": {
"jam:AssociatedResourceARN": [
"arn:aws:ec2:us-east-1:source-account:transit-gateway/
tgw-0fb8421e2da853bf"

]
}
}
},
{

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::111122223333:role/
AWSLogDeliveryFirehoseCrossAccountRole"

}

BRZAGEAUTEERRE  AFASEARSAAZAR,

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"

3,

"Action": "sts:AssumeRole"

BWikFAE
EBHRKF T |, 88— NBFRLUTFLH B BAWSLogDeliveryFirehoseCrossAccountRole, 1% A & 240
BFUTIR.

JSON

{
"Version":"2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole",
"firehose:TagDeliveryStream"

]I

"Resource": "*"

}
]

BRZACEEUTEERE , AFSERKFHEENAGRANZAR,

JSON

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/mySourceRole"
},
"Action": "sts:AssumeRole"
}

3 Amazon Data Firehose £/ Tr Amazon ansit Gateway Flow Logs J& K F
At

MIRIK P & | £ Amazon Identity and Access Management 2 &| A eI ERA G,

IERKFAE
1. &3 Amazon Web Services B H A HITIF IAM 2&|& , Mk Ahttps://
console.aws.amazon.com/iam/,
2. ESMERF , EEXRK,
3. EEROIEEE,
4. TERIERMUEL  MITUTERE:
1. 1%&# JSON,
2. FILE O ARERN LS T KRR R,
3. &$F Next: Tags ( T—2F : #3% ) Ml Next: Review ( T —% : &% )
4. MABKBEN B ERR | R/FER Create policy ( IR ) o
5. BESMERT , EEAE,
6. Z“FRCIEAE,
7. 3TF Trusted entity type ( AIE3R4A3EEL ) |, #%&# Custom trust policy ( BEXEEREE ) o X T

Custom trust policy ( BEXEEEREE ) , 4 "Principal": {3, E®ALUTHE , WEEBX
4§$ﬁjﬂﬁ%o iij:¥-|:_$o

"Principal": {
"Service": "delivery.logs.amazonaws.com"

Iy
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Amazon VPC Amazon I ER %

8.

9.

10.

£ Add permissions ( IR ) RE L , kP EELRESEF LI ENFEREIRE RS EE
Next ( -F_Z/F ) o

BMAZNACGHNEN , FETLUERRERMARIR,
1% Create role ( SI2A® ),

A Amazon Data Firehose €12 T Amazon ransit Gateway Flow Logs B #rlk
FAE

EEFRIKF & , £ Amazon Identity and Access Management 2| A 8l BfrA R,

SIEENHKFAE

1.

9.

& F Amazon Web Services BEEIEH & HITH IAM #2#H & , Wik Hhttps:/
console.aws.amazon.com/iam/.

ESMERT , ERRE,
it gnlke o
EOIRRMAEL , AT TRE

1. 1%3# JSON,

2. B ONREERA LIS T KRR R,

3. &$F Next: Tags ( T—2F : 3% ) # Next: Review ( T —% : & )

4. % A BAFF L9 SR BE B # AWSLogDeliveryFirehoseCrossAccountRole , AEIEF G2 REE,
ESMERSD , EERAE,

ERCEAG,

X F Trusted entity type ( AIESR4KE ) |, #E#F Custom trust policy ( BENEEEKE ) . W TF
Custom trust policy ( BEEXEEEM ) , F "Principal": {}, BEMALUTHE , UEERXE
4%%5&%0 ii?%—lt_io

"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

Iy

£ Add permissions ( IR ) REL , &P EELUSEDACIBNEFREILE  REER
Next ( F—% ),

MAZNARNAEN , FETBUERREHRER,
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10. i%&#ECreaterole (SIERE® ),

£1% & 7 F] Amazon Data Firehose B T Amazon ransit Gateway i B &i2
3K

B2 % %5 F) Amazon Data Firehose #J Transit Gateway i H &2k, BREZLNEKFEHRE
JRA B B IAM K | 3 B 2812 Firehose &5 , ARFECIERBE, BESHEAmazon Data
Firechose MBE THREZEE, BALUAFERT D% VPC #4|A 5 CLI Amazon €12 Firehose i B

=+=
5o

ERAEFIA2E KR E Firehose B FH MK B E

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,

2. HESMBEHKP , % Transit gateways ( P M 3< ) = Transit gateway attachments ( P ¥ M <iE
#).

3. BEF—NHEZANPEMXRPEMKEESIEE,
4. 1%3$F Actions (#4E ). Createflowlog ( BI2HRAE ) -

5. £ Destination ( B &Yt ) 1 |, %32 Send to a Firehose Delivery System ( &% %/ Firehose 1£ % &
).

6. XITF Firehose Delivery Stream ARN ( Firehose 25t ARN ) , &R EZENEEHEPEHARA
EREREIRA ARN,

7. ¥F Log record format ( BEIZFEER ) , ERBAFICZHER,

- EFARIARAFRIERER , BiEE Amazon default format ( L E#=RHTBRIAE ) »

- EREAENERIN |, EiEEFECustom format ( BE XN ) o X TFLog format ( BEITHER )
EREOEERBEEEZPNFR,

( Wik ) EEFK B ERIRE |, %R Add new tag ( RINFHRZ ) HIEERSEBINE,
9. %$® Create flow log ( BIZFHEABE ) -

o

FRGTITIESELZHE Firehose i A&
FRAUTHGSZ—

+ create-flow-logs (CLI)Amazon

* New-EC2FlowLog (Amazon Tools for Windows PowerShell)
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-flow-logs.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2FlowLog.html

Amazon VPC Amazon I ER %

BAT™ Amazon CLI REIBIEZT —NRBE , BTFHREAFXEEH R BEELZEEIEEN Firehose
BT

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids tgw-1la2b3cad \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream

LAN Amazon CLI REIBIET —NREE , BTHRAXFMXREE , HERASEEZRK - E 4
Firehose & #iii.

aws ec2 create-flow-logs \

--resource-type TransitGateway \

--resource-ids gw-1a2b3c4d \

--log-destination-type kinesis-data-firehose \

--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole

£/ APIs 5 CLI BIZMEEE Amazon Transit Gateway i B &
BRI ERATSITITILRIIE LENENES.

{# F Zcreate-flow-logsan S BT 1ZIE LA T BR &

« --resource-ids ZZ W EH 25 TransitGateway = TransitGatewayAttachment &R
KE,

« --traffic-type RINBER T FARYIEFER., NREBEPEMABTFRELE LFERARFE , 2IRELHE
®o WRRFIMERFHEMXERER,

- --max-aggregation-interval EEBRIAE 60 , XRFPHEMXRRXAENME—TTHE, MRE
SHEREAEME , WREEIR. WEGMERTHEMIERER,

« --resource-type XFA M RIFEERE , TransitGateway
TransitGatewayAttachment,

- MRBREBEIENFE , M| --log-format RBEPHEMX B RLEMNAMEHEFTR. XME
RATHREMXRREER,
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BIBR AR

« create-flow-logs (Amazon CLI)

* New-EC2FlowLog (Amazon Tools for Windows PowerShell)

IR EHREE

 describe-flow-logs (Amazon CLI)

» Get-EC2FlowLog (Amazon Tools for Windows PowerShell)

EE!&R\EIJ AL H ll.l\lai ( H lu\$1q: )

» get-log-events (Amazon CLI)
« 3REI-CWLLog =% (Amazon Tools for Windows PowerShell)

BRI B &

 delete-flow-logs (Amazon CLI)

* Remove-EC2FlowLog (Amazon Tools for Windows PowerShell)

&EE Amazon Transit Gateway i B &id %

BE Amazon VPC BEE X THENHPENKRBENERE, HBEBZERN | HIHZEBROFIER
HE, ERANEESEREEN ID., REEEHEUREXR B EWREWEE,

EEPEMXRESHEAXES

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #4I&
2. HESMBEHKP , % Transit gateways ( P M 3< ) = Transit gateway attachments ( ¥ M <iE
#)o

3. EEFHEMXBAEMIERE , RE%EE Flow Logs ( FAE ) . WRAEXRAENEENERE
I+ £, Destination type ( B#rRE ) Fli5 "EM R B &KW EH B #ro

B Amazon Transit Gateway it H EFRE

#0] LATE Amazon EC2 1 Amazon VPC 244 iR insi il R 7 B ERARZE
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https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2FlowLog.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-flow-logs.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-EC2FlowLog.html
https://docs.amazonaws.cn/cli/latest/reference/logs/get-log-events.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Get-CWLLogEvent.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-flow-logs.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2FlowLog.html
https://console.amazonaws.cn/vpc/

Amazon VPC Amazon I ER %

R IR B BRI M BRER

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. HESMBERKP , %F Transit gateways ( P MK ) = Transit gateway attachments ( R EMRIE
%),

IR PR R B R R R SR E

X FATERR B E%ER Manage tags ( EBHE )

ERMFIRE , iHEF Create Tag ( BIEFE ) . EMIRIFE |, HEFERIBRIZE (x) o
ERRT

o g &~

# 3 Amazon Transit Gateway i & H &gk

B ER B4 A5 R A E CloudWatch BERF CloudWatch BEidS. BaFERAEETF L
%Jﬁﬁ;}lf: H lu\lE%O e H /Ll\laiﬁﬁ = )J Bﬁ'-io

£/ BEZH A # ER CloudWatch HERiZ%

1. $TF CloudWatch #2&l& , it R https://console.aws.amazon.com/cloudwatch/o
2. ESMBHKTP, % Logs ( BE ) , AF%ER Log groups ( BEA )

3. “REELNHRBEENAEL, WENERENMNFENMXHBERNIIX,
4

MREBHEEBRNPERNK , NERENAER. HE , ﬁ?# Search Log Group ( #&RHE
H) UBRENAEH, MRAFHEHPEFZSHEMR , MIXATEFE—LatE , FrFEaTE 1R
RTF IR R T ESEE

5. XTF Filter events ( JFEEH ) , BRAUTFERE, XBRERBAFIEREAR AN,

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport,
protocol, packets, bytes,start,end, log_status, type,packets_lost_no_route,
packets_lost_blackhole, packets_lost_mtu_exceeded, packets_lost_ttl_expired,
tcp_flags,region, flow_direction, pkt_src_aws_service, pkt_dst_aws_service]

6. BUYNFREEE , BEFEBURFER, AT RORSERNR IP it #1TiHik.

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,

BRRAKIER o7


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://console.amazonaws.cn/cloudwatch/

Amazon VPC Amazon I ER %

tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.0.1, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.2.*, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

AR RBI R RS ID tgw-123abc456bea, B ¥rim A M 75 Bodt 1755 %k .

[version, resource_type, account_id,tgw_id=tgw-123abc456bca, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport =

80 || dstport = 8080, protocol, packets, bytes >= 500,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

fBIBX Tr Amazon ansit Gateway i B &1 3%

AILAfEF Amazon VPC 2 &1 & BRI X7 B &

Eﬁﬁ u:bﬂ*EE—.“‘/L Fﬁ ﬁlﬁﬁ’] JIL H /U\HE%O ﬂﬂIJ F% JIL H /U\Téﬂﬂ“ F? H /L:\I:F Eﬁfﬂﬁ H /l.:\l)ll, y ﬂlTéﬂﬂ“ F?
CloudWatch Amazon S3 18y B&E I . S A RARSS Y126 & Sk BRINE 7 B S8IE. Lo,
ﬂﬂIJ F?Zi*ﬁﬂ Amazon S3 E’JIJIL /U\TéﬂﬂU@'ﬁ-ﬁ%ﬁ%ﬂlﬁﬁ H /U\j{'ftl:lﬁl'ﬂ?ﬁﬁ?']ﬂi (ACLS)O

ﬂﬂ“ﬁ%m?gﬂ* |LH/L1\

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
2. TESMBE®RD | EF Transit gateways ( FEMK ) o

3. & — Transit gateway ID ( F3EMX< ID )

4, ERBERDH , EFERBRRBE.
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Amazon VPC Amazon I ER %

5. 1%#F Actions ( #1E ) , RA/G1%E$F Delete flow logs ( HIBRFRARE ) -
6. 1%3%F Delete ( MIBR ) FINZEMIBRTE B EFo
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BV IEPR A ZEH Amazon Transit Gateway

B LAERAUT g SEERERMKX, 2T RERRXUREER KM KA R,
CloudWatch ¥g#5

BRI AE AL S CloudWatch SA—4A B FHEEI FSIEE ( MAER ) NEXRRBEXREN AR
MABIELSNEITHIE, SAFERAXEERRRIIENRAZERERTHET. BXEZELR , S
¥ CloudWatch FEY§4= Amazon Transit Gateway,

REMXR A&

R LMER R HEMRR B ERRMPEMR LNNERENFHAEE. BXRESER , BEH 1 #&
R <3 B o

VPC 3 B
WO LAER VPC RBERBIRERARTEETHPEMKH VPC WRENFMAEER, BXESE
B , 15 Amazon VPC FAF1E™E ##H VPC i B &,

CloudTrail B&

& 0] LAE 3R B < Amazon CloudTrail X&M< API (ViAW FMEE , HEEHMEN BEXHF
17 7E Amazon S3 #, BALAMEAIXLE CloudTrail BERWEEIRIT 7 WL e, MRS IP iy
HE, WRITTEIE, ARRITTEEESE, AXEZEE |, 155 CloudTrail HE,

CloudWatch i F P 48 B IR BR3¢ B BN

B LAE A Amazon Network Manager 5543 & £ B #RE B R CloudWatch , REfRFXLEH4
HBAEBRERER. MEEESRCERAIER,. REEFNRSERNSG , MEXEEHH
THTFRELIZEPEMANTIL. BXEZELR , H2H (ERARXMXANEAFERE) FH6E
F CloudWatch E #5128 Amazon £EKM 4,

CloudWatch F#Y$E¥r Amazon Transit Gateway

Amazon VPC @l 5i# CloudWatch & i 8933 35 W < FiT 35 W< B B3 o CloudWatch{E &8¢
BUEFHNBEFIBIEE (HMAER ) WEARREXXERESNZITER. IEEFRANEKE
VEE  MEBESMANZEEMNBZLNE, S0 HESEBE KRB AENNESL N,

BAERERRRIERERBEFIEZT, Sl , EAILEIE CloudWatch BIR KRG RIEERIE R , HE
ZIEPRE H NN R SEE R B E R E (Hlam R F b it REBA ) .
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5 VPC & 60 MEH B ELXEIR. CloudWatch

BXREZEE , ®ZAILS# CloudWatch A7 E.

AE

« PERNXIER

- Attachment-level 7] F Xg%5
- PEMXEREE

HR 5% N < FE R
AWS/TransitGateway @& ZE R BFEL TR,

WMAREFIEER. SNNERRTEIHEMXNRE, FSH DEMXEREE THIGNE
E.

EHR R

BytesDropCountBlac MT5 blackhole BHALEM#EERFNFTHE,
hote G W —EEYNEHRER Sum,
BytesDropCountNoRo  HTSBHAFTEEMEERZNFIHRE,

ute

ST IR H—BEXHNEITHIER Sum,

BytesDropCountNoPo AT SEEEMNRBIANMERTNFTH, EMBytesDrop
licy CountNoRoute THrERBHAR. FHENEZTERTIANRAREE

2iRo

SUHIE  E—BEXHNEITTHIER Sum.
BytesIn HR i ) S Y F T 3

SRR E—BEXHNEITHIER Sum.
BytesOut MR EE R 5 R K B Y B

ST IR H—BEXHNEITHIER Sum,
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B¥R iRk
PacketsIn AR R S I B iR 2 8.

SUTEE  E—EAENHNRITHIER Sum.
PacketsOut AR 50 R OE Y BUIE B 8.
SUTEE  E—EBEXHNSITHIER Sum.

PacketDropCountBla HT5E blackhole HHEIEM#EEFNHRTFESHWHRE.

ckhole . .
SIHHE E—AEUNSRITEERE Sum,.

PacketDropCountNoR HTERATLEEMEEFNBEIHNRE.

oute

ST IR H—BEXHNEITHIER Sum.

PacketDropCountNoP HTSETRNRBRANMEFNRIETHHE, FMPacketDro
olicy pCountNoRoute TFirAERERK, FENIETERTIANRKNE

BiR.
ST BIE  E—AEXHRITHER Sum,
PacketDropCountTTL TTL B MEFNBEIHRE.

Expired . .
SRR - E—AENWRITERER Sum.

Attachment-level 17 A X155

UTERERTHEMXER, MIEERENRSETITEMXATENKS . ENERERELRSE
IEEMBENKS, . EEMAERAREFEACEENER. AXXBNHAERENESER , FS5

%] the section called “&JRiERE",

TARERERTTEEANPEMXERZ ENATARX (AZ), X VPC ERXZFERATAKX (AZ) X5 H
1BiR. FIE AZ-level MR BRI RXMARFIEENKS ., EEZENENTAHAK (AZ) Bt 2R HEE
BEFAEENKS, EEMEENEEREEFERENRITAKX (AZ) X5 EH.

BB EPTEIEIR. EATNEBRRTMH and/ior EFXHHERANRE. SR PENXEREE 7
BXIENEE.
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Amazon VPC

Amazon &3 M

1R

BytesDropCountBlac
khole

BytesDropCountNoRo

ute

BytesIn

BytesOut

PacketsIn

PacketsOut

PacketDropCountBla
ckhole

PacketDropCountNoR
oute

PacketDropCountTTL
Expired

DU

HTFEREMXEEZ LN blackhole HBHTEMEERFNFTH

B,

ST IR H—BEXHNEITHIER Sum,
HTEhHEMXER LNERATTREMEEFNFTHRE,
ST IR - H—BEXHNEITHIER Sum,
REMAMNEZZRNFZTH

ST HE - H—BEXHEIUTHER Sum.
MR 5 ROE BE R 7T 8
SGUTHE - - BEXHEITHER Sum.
MR NEZEZRHBEZH

ST IR - H—BEXHNEITHIER Sum,
R MK [EE R R BE 2B

ST HE - H—BEXHSEITHER Sum.

HTEPEMXEE LN blackhole HBHTEMEEFHHES
o

ST IR HE—BEXHNEITHIER Sum,
HTSERATTEMEEFNBESHRE.
ST HE - H—BEXHSEITHER Sum.
B TTL B MEFHBESHRE,

ST IR HE—BEXHNEITHIER Sum.

Attachment-level #17] F X§45
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REMRIEFR4EE

158 F LA TS 4 B2 SR O 22 FR e R SR 48 AR 24

HE Hir
TransitGateway B WX IR ISR IR

TransitGa B R CE TR BRI,
tewayAtta
chment

TransitGa B A XMW A X iR R SR
teway , Availabil
ityZone

TransitGa R R R E AN A A X T E SRR R
tewayAtta

chment ,

Availabil

ityZone

£ Amazon Transit Gateway API 8 A Amazon CloudTrail

Amazon Transit Gateway; 5Amazon CloudTrail—RFEK , ZRFEHAF., ACRAGAHEE
HYIR/ERY 1B Amazon Web Services IR%. CloudTrail ¥ Transit Gateway BIFTE API ¥ AH#IR A
=4, BIRNIFARA3IEXRE Transit Gateways 12 #|& B A I Transit Gateways API B ERN KB
B, ERAWENESE CloudTrail , ] LA E [ Transit Gateway X HHIER, K HERM IP ok,
A BRI BSE AR E M EARE S,

BNEARAEREHTEEXRERBERNWAREGEE. SHEEEWTEBREUTHES :
- BREFARAFESIIERAFPEITEAHN,

- BHEREBNE IAM Identity Center HF & H,

- BREFAACERKEAFNIGNZEEM L HN,

« ERREHEM Amazon Web Services RS % H.
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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CloudTrail ZE& 8|2 MK~ Amazon Web Services Ik~ BHEZRIK P P FESNRES , HEEB3 AT
A8 CloudTrail SEz1 iR i2%. CloudTrail E4ARIERREMTHE 90 KA ERNEESHNITE
g, R, WTIHAEFTENIERE. Amazon Web Services XIBEXEZEL |, i55H (Amazon
CloudTrail AF#E®) F# “£A CloudTrall EHHELIER", EFEZHEIEFET CloudTraillBVET]
A,

EF4E 1% Amazon Web Services I 3% 90 RN EH |, B RIE RIS CloudTrailLake B4R
F#.

CloudTrail &

IRER AL CloudTrail Ff B E £ E] Amazon S3 FE i@, FAGIERNFTERE Amazon Web
Services EEZH A MRZXIEMW, BATLUESFERA Amazon CLISIE R XiF 2 XIiF R R, B
BRIEZXIRE , RRNETLUHIRIKF Amazon Web Services X1 RHIFTEES . MRECIESE
XigRER , M REEEF RERH Amazon Web Services XIBHFiERNEH. BEXBRENESZEE
2 (Amazon CloudTrail HF1ER) HFHI N EE Amazon Web Services ik P €1 722 iR BR F 5 LA 42
B IR BR

BNGIRRE , BulRRFEERTHNEESEHN — M EISMEIEREM Amazon S3 1F4E |
B2 UEHY Amazon S3 Z# %A, CloudTrail HX CloudTrail EMMEZELE. |, EZS R Amazon
CloudTrail E#to B Amazon S3 EMMHWEE , ESH Amazon S3 Eto

CloudTrail A EHHIEF#

CloudTrail LQ@ ak e AFEXNEHZTET SQL HEi, CloudTrail Lake FETF1TH JSON
BN NEEHFEIRN Apache ORC #X . ORC & —fhé Xt iR REIEH TR LM 5 X 1764
B, BHTEREAIEHHEEREY  CRETEEINASHSHEESEBRNRGNTH
THEHES, NATEHREEHENERSA TR BEEHSEEFEHTHREER, BX
CloudTrail Lake WEZ{E S, , #EZ @ Amazon CloudTrail A ERH A {E A Amazon CloudTrail
Lakeo

CloudTrail AU HFEE#HNERANSTERA, CBREHEEEMN , BUERERTEHHK
BEEOENIET, EMETURE T BIFAEESHNEER , URE4BEFHENRIANZEKRSE
i, B3x CloudTrail EMMEZEER , i§ZHAmazon CloudTrail EHTs

Transit Gateway EEE4

EEEAHREAERAN PN ERIITHEER/EMNE S Amazon Web Services I, XLt 4@
WIRE. BIAMERT , CloudTrail iIBREEEH,
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Amazon Transit Gateway FF& Transit Gateway 2 H| FHEIREICKAEBEH. BX Transit
Gateway i2 &K T Amazon ransit Gateway 1% & E#4E5IZR CloudTrail , §Z L 5# EC2 APl &
ZHH T Amazon ransit Gateway 1k,

Transiat Gateway E4 R4l

EHARREBEMARRIEMNER , BEBAXMERG AP R4E, RIENBHATE, ERSHBEN
{58, CloudTrail BEX#HFARLH APl HANE FH#ERRE , RtEHAT2RBREMFEIRF LM,

BIRE—MEE , APNEHENBEXGEHWEIEIEEN Amazon S3 F##, CloudTrail B &4
BENEENMNEEFZE. BHRKRKRBEMRENEMER , BEEXFERWIRE,. BEN BB
B, BRSHBENFER, CloudTrail BEXHTRAH API BANEFHRRE , HEEIITRE
A4 EIRF HI .

HEXHBIER Amazon IKFIIFTE API ARAZEH , MAXRXELARMK API AR, BUBEIRER
BEESEE eventSource B ec2.amazonaws.com TEREXRITFEM*X API AR, EEEF
EIRME (W0 CreateTransitGateway ) HidR , BRERESBEEEREBMM eventName T,

DTREREHAANENARMHAF,NARMK API CloudTrail BEIEFRRHl, e AR
userAgent JTEIMREHI A, A eventName TEIRMRIERMN APIBA. BXAF (Alice)
WEE W userIdentity TEHKE,

Examplefl4l : CreateTransitGateway

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2018-11-15T05:25:50Z2",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateTransitGateway",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.ec2.amazonaws.com",

"requestParameters": {
"CreateTransitGatewayRequest": {
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"Options": {
"DefaultRouteTablePropagation": "enable",
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"VpnEcmpSupport": "enable",
"DnsSupport": "enable"

1,
"TagSpecification": {
"ResourceType": "transit-gateway",
"tag": 1,
"Tag": {
"Value": "my-tgw",
"tag": 1,
"Key": "Name"
}
}

.
"responseElements": {
"CreateTransitGatewayResponse": {
"xmlns": "http://ec2.amazonaws.com/doc/2016-11-15/",
"requestId": "a@7cledf-c20l1-4e44-bffb-3ce9QEXAMPLE",
"transitGateway": {

"tagSet": {
"item": {
"value": "my-tgw",
"key": "Name"
}
1,

"creationTime": "2018-11-15T05:25:50.000Z",
"transitGatewayId": "tgw-0al3743bd6clf5fch",
"options": {
"propagationDefaultRouteTableId": "tgw-rtb-0123cd602bel@boda",
"amazonSideAsn": 64512,
"defaultRouteTablePropagation": "enable",
"vpnEcmpSupport": "enable",
"autoAcceptSharedAttachments": "disable",
"defaultRouteTableAssociation": "enable",
"dnsSupport": "enable",
"associationDefaultRouteTableId": "tgw-rtb-0123cd602bel@b0da"
},
"state": "pending",
"ownerId": 123456789012

EHRH
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I

"requestID": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"eventID": "e8fa575f-4964-4ab9-8ca4-6b5b4EXAMPLE",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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) B3 M5 [E EE Amazon Transit Gateway

Amazon AR LIEBKIRFEH F 5 H R FEIFR Amazon BRHNER. EAI LA Amazon
Identity and Access Management (IAM) I ZIEER A TFHMAF . REFEMNABRFRIHUERH AR
FEREN Amazon BiR , MEFREZLN L LIS,

BRINBERT , IAM AP EREIE, EFHENR Amazon Bif. EATEMNAFIHRIER ( 0P HEN

X ) MIITIES |, B EIE — IAM policy ( ZREEMIZAF R T ERAEMENFERRN AP £
ERVIER ) |, RIEFHZRBEHIMNEZAFFIENE, ERRERME - MEFH—ARFE , ERENX
HIEL A P EREERRRITEERES.

EFEAEZBMX , LT Amazon HERKZ—TRIIBEENFR

» AmazonEC2FullAccess

 AmazonEC2ReadOnlyAccess

 PowerUserAccess

* ReadOnlyAccess

B R X 5k HY SR B TR A5
ST R TR HMAR T IAM H,
tlE BB AR ICH R %

LRRBIAFRAFCIEPEMX, aws:RequestTag FRHBERAF FEAIREL stack=prod ¥rizH
HMK, aws:TagKeys ZHEFEA ForAllValues BMHFERRAAFEERDERRE stack ( F8E
EEFEMEMFE ), MRAFENERPHENXNREZRBERS , AETEERE , BREFEK.

FZ/MEAMERM ec2:CreateAction FHEEAF RBEHE CreateTransitGateway £ X H I
¥,

JSON

"Version":"2012-10-17",
"Statement": [
{
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonEC2FullAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonEC2ReadOnlyAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/PowerUserAccess.html
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"Sid": "AllowCreateTaggedTGlWs",
"Effect": "Allow",
"Action": "ec2:CreateTransitGateway",
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stack": "prod"
}I
"ForAllValues:StringEquals": {
"aws:TagKeys": [

"stack"
]
}
}
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateTransitGateway"
}
}
}
]
}
£ R MR BRI &R

LURREGIAFR PR EEDHEMNR (tgw-11223344556677889) BIEMMIBRPHEMKKEAER, AF
AU EE AP HERMXBRRPOEMBRES , BN EEHRE network=new-york-office
HEEE,

JSON

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"ec2:DeleteTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTable"

]I

"Resource": [
"arn:aws:ec2:us-east-1:123456789012:transit-gateway/

tgw-11223344556677889",

"arn:aws:ec2:*:*:transit-gateway-route-table/*"

}I
{
"Effect": "Allow",
"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"
]I
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "new-york-office"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

1,

"Resource": "arn:aws:ec2:*:*:transit-gateway-route-table/*"

£ 5 W o< AR 5 A BR 548 < A 8 Amazon Transit Gateway

Amazon VPC A RSE X A IRENRREEREM Amazon REFIENNR. BEXEZER , 5

5 IAM A P 38R B Service-linked B &,

Service-linked A&
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create-service-linked-role.html

Amazon VPC Amazon I ER %

FERXRSHEAAE
Amazon VPC ARG ZACRESEFEAPEMARNRREEAEHM Amazon FRFZATEH R,
RS HEx AR F IR

HIBFERELRMMXE , Amazon VPC £ F & HAWSServiceRoleForVPCTransitGateway#y iR 5548 x< &
BREREBAUTERE

» ec2:CreateNetworkInterface

* ec2:DescribeNetworkInterfaces

* ec2:ModifyNetworkInterfaceAttribute
* ec2:DeleteNetworkInterface

* ec2:CreateNetworkInterfacePermission
* ec2:AssignIpv6Addresses

* ec2:UnAssignIpv6Addresses

ZAWSServiceRoleForVPCTransitGateway A BEE UL TRERRANZAE

* transitgateway.amazonaws.com

AWSServiceRoleForVPCTransitGateway i Fi ¥ & R B§AWSVPCTransitGatewayServiceRolePolicy,

BATEENR , £1F IAM R4 (AR, AAE ) IR, REIBRESKEKAR. BXESE
B, B2 |AM AP iR F 8 Service-linked A& R,

RRSHXAR

BEEF 612 AWSServiceRoleForVPCTransitGateway £, YK F FH VPC EZER XN
X , Amazon VPC 2R &8I B It B,

RERSHEXAR

BALABEF 1AM %% AWSServiceRoleForVPCTransitGateway B iR, BXREZEE |, 55 (IAM
AFERE) PHRERSHEXAEHRIR,

MERARSS A X AR

MREFABEEFAFEMRK , BUUER BRAWSServiceRoleForVPCTransitGateway.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
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REEMER Amazon K FHIFRFEREMX VPC it , BF seMRERSHAXAE, XATHRRER
ST E R EER VPC MBI RUR,

BALAER IAM #2#|A. IAM CLI 5 IAM AP BIBRIRSHEX AR, BXEZEER , 558 (AM AF
R FHMIBRIRSHEx B E,

MIBRE AwSServiceRoleForVPCTransitGateway , 2R &K # VPC < Bk Bl 4% 5 W
X , Amazon VPC 2B X8IB1ZAE,

Amazon H ik Mk EE KB Amazon Transit Gateway

Amazon EEEXMEHRVNENESEM I K Amazon,. Amazon EERKEENFZE N AHIIEMH
R, MEZROUFBIAF., BANS6E9ENR,

HigfE , Amazon EERB AT NENEFEAPRFRENRNR , BN EMNTHEAE Amazon
ERER, RNBVWVESEEE TEARMNE S EEERBERE -SRI NR,

BT EE R Amazon FEEFRBEHENHNER, R Amazon E#H Amazon IEE R E LHIER |, N
FHAEMZRBAIXBENMEETEES (AP, AMAE® )., Amazon HFHH Amazon FEEFKS
I F Amazon Web Services RS B9 AP RETTA TR E RS , RE A EEHMITE KK,

BREZEER , F5H (AM BFERE) M Amazon EEX K.

EEAERMX , LT Amazon EERKZ —AIRELBEENER !

* AmazonEC2FullAccess

 AmazonEC2ReadOnlyAccess

 PowerUserAccess

» ReadOnlyAccess

Amazon BB K EE : AWSVPCTransitGatewayServiceRolePolicy

BRI Ei% A& ®AWSServiceRoleForVPCTransitGateway, X f2¥F Amazon VPC & M %
EEMENERERR,

EEEWREHONE , E5H (Amazon RERXKESZE) HH
AWSVPCTransitGatewayServiceRolePolicy,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonEC2FullAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonEC2ReadOnlyAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/PowerUserAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/ReadOnlyAccess.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSVPCTransitGatewayServiceRolePolicy.html
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NREWMAXEIFZE Amazon FEE K

& E B Amazon VPC F 2021 £ 3 AFHRBERXET(LUREH MK Amazon BEBEREFRNFHAE
=

/N0

B iRk H HA
Amazon VPC AR EE X 5% VPC FFIRERERE 2021 £ 3 A1 H
Amazon FEE RN E X,

R XM 4 ACL Amazon Transit Gateway
R RIEFI TR (NACL) Rt T — B AN R 2,

BiEZR , NAMKIHEES SR (NACL) AN FRN2BRFE :

- the section called “J3 EC2 L5l 1 A % W < < Bx {8 A [& — F M”
- the section called “J3 EC2 SE45IF %% M < X BX S5 A T R 8y F M

7 EC2 KA P x K EXEAR—F M

ZRER—FMFHE EC2 EHIMPHEMIXEKNEE, FHE—MLE ACL ATM EC2 EplEm A
MXHHRE , AERMNPERIEEEFNRE,

NFMEBIEE RHEMRHRE |, FHATHNMA NACL AN

o AN B R IP k#1794,
o AWANERIR IP k#1794,

NFMRERKEOKFRRE |, FATHNMA NACL AN

o FIHEH AN,
« FUFEAEAN,
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7 EC2 LA M R EATER F M

ZRTHNEE : HEN EC2 XHIERA—NFM , NhEMRXBKEAS—NM TR , ErSNFHE
EXEKNME ACL XEBk,

X4 EC2 SKBIFRER FM , AT HXNNAME ACL AN :

« HUABIGER B FR 1P 3 ik SRITE M KA B R KRR E.
o AVAFLIERR IP it ik SRAFAE M AR R 548 [0 SRR R &

X T HREMXAENTFM , BUATHEAMAME ACL BN

« HUABINGER B F IP ik SRITEM P ER IS @ Kb R R E.
o« HUAFR ARG RGIIE R P EM KRB R E.
o AVAFLERR IP ik SRAIFAE MK AIHE 0] R R B RE

o AVAFLIUR R SRUEAE M R # R X HE [ SR AR R B

R{EXE

NENREMX VPC HEARIMBN TN, XTEMNFH , EEMANE CIDR ( fla /28 ) , BMERS
EZut AT EC2 BiR, SEMEAEMHNTME , BUUEELTRAE

o FFEFRERKF MY AR L NACL REFF IR
- BIERE , BRI NACL NAFIENEFWN,

BX VPC EEIEREMNEZEELR , i35 the section called “&RIEEE",

A EC2 KAIANhH MR KRB E A TR 7 M 215
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Amazon 3% M < BLEn

# Amazon Web Services Ik BT SEHBMRAEXHER ( ATHARS ) . BRIESZEHHA , BN
FMEER Region-specifico

RS IREFZEH S REFXRENKSRIANES . EALEARSRFZFHSEFTMIARE , AN TRR
HYRREEREMRE . BXREZER , S H Service Quotas A 18 m A 15 R IE M1 ARSS FRFM .

R Service Quotas A I RIBHATFTTHEE , WA LAFTH X FRH,

General
Name RiAE EIRE R
FNK PR R 5 £
BNPEMKH CIDR $#R 5 &

CIDR 3R7E the section called “Connect ¥ 1 Connect X7 =" ThEe R EA,

3%

Name HRIAE CIREE:

BN ERKH P ERXEEH R 20 2

BNMNARMK LR M KL TR 20 B

BMNARMKAMKRBEREZE (BEFRFEENZKB, 200 2

BMEENANKRMx FHNFIEREER )

BARERXEFMERBAXRTHNASER (315 10000 MEH"—SHB) , B

MBS ) BB BRRIBAERTRE
I (SA) REHARE
P2 (TAM),

General 216


https://console.amazonaws.cn/servicequotas/home?
https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html
https://console.amazonaws.cn/servicequotas/home/services/ec2/quotas/L-A2478D36
https://console.amazonaws.cn/servicequotas/home/services/ec2/quotas/L-43872EB7
https://console.amazonaws.cn/servicequotas/home/services/ec2/quotas/L-7111C5B1
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Name HKIAE CIREE:

MEE L B& 2518 & A i B Connect &1 =AY 1000 MEH#—SHB , B

ASEH BRRICIARER SR
W (SA) REHARE
FRE (TAM).

MR EH Connect X & T & & 1 Bl B2 #4 5000 B

FRHERB WA

BANERZN AR B B 1 B

RWHERHR B S Connect IEEXERMVER MR,

R SR 32

—MNREMXTEEEE— VPC NZ4 VPC E#,

Name BRikfE ERGES
SO N PP 5000 £
G4 VPC MR % 5 &
1R T R B i 1 50 £
G R B BT S 10 £

AANPERNXZE , RE-PPERNXA -1 1
WAN #%/OM 444 (CNE) Z BRI &1 R

7|

1 Connect E#EM Connect &R (GRE 4

7|

BRE ) HhE
BMERMKAY VPN £ 27 5 &)
B VPN £ R1 VPN E# 100 B
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https://console.amazonaws.cn/servicequotas/home/services/ec2/quotas/L-E0233F82
https://console.amazonaws.cn/servicequotas/home/services/ec2/quotas/L-A1B5A36F
https://console.amazonaws.cn/servicequotas/home/services/ec2/quotas/L-62499967
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i e
M DL

B ZRRLMET Site-to-Site VPN EEXIWHR , S/WETRT : HFEI KD, RELSE
(TCP/UDP), HEIMEMBEFHREIKE, EERMRXSNBENNAEFER. XTF VPC E# ,
Amazon Direct Connect X B FHRHMKRERE , HITHFZREHEHRNENFTATR,

Name

BNATAXEA VPC EENTR

BANATAXESNPEMX VPC EENSHEIE
=2

% Amazon Direct Connect #: X SN 7 A X5 /Y
P o< B X S 4% 5 P S E A T T

Zith X AT A X R &M% 5 o< B4 (
Amazon Direct Connect F3J ZiE M4 ) NE
MEEIH

1 Connect EZEHEFA Connect HEFET R
( GRE P&i& ) W K 3L

8 Connect N EEEBVHNEABIESHE

AMINE

BANF@EEZE 100
Gbps ( Bl 100 Gbps
A O 100 Gbps B
H0)

& & 7,500,000

BANA@EEZE 100
Gbps ( Bl 100 Gbps
(9 A O 100 Gbps K
HO)

& & 7,500,000

i

&= 5 Gbps

30 7

|
i

CIR/:E:

mEH -SSR , B
RRBHBRR S RS
W (SA) EBARE
FRZE (TAM),

mEH -S|, B
RRBIBRR S RS
UM (SA) HEEARE
FRZE (TAM),

mEH—-SHEE , B
RRBIBRR S RS
UM (SA) HEHEARE
FZE (TAM),

MFEH—SHE |, 1B

BRRENBRATRE
W (SA) HEBHEARE
F &1 (TAM).

B

B

BH LAERAEN 2B EKE (ECMP) , BIRE%/ VPN BEXRREESH VPN v, EFEH
ECMP , %4JRELE VPN EZELUR TSR A, EFEHBESKABAN VPN EE EFREHEF ECMP,

REREZM (VPC H ) EEIFAAFENHR ,

R AT LA R 8 Connect EZERIEFZ 4 4 Connect

FEK ( B4 Connect M E T &% 20 Gbps Amazon Direct Connect ) o A LAEH ECMP |

3
st
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BI £ [E — Connect E# 2 Connect &1 S Z A= B — £ 5 < B 24 Connect iEIZ Z [BIKFE
FRUREBESNH R, PEMIXTEEIER— Connect WET 21 BGP W ZiE#Z 8 #EH ECMP,

BX VPN BREMH R MBEEIRE , 55 VPN T RmAMEHE,

Amazon Direct Connect M >x

Name 2R 0B EIRGE:A
Amazon Direct Connect &M% i X 5% B9 X 5% 20 B
& Amazon Direct Connect 5% #91% i X % 6 Fi

R AXZH#mE T (MTU)

- MEEEZN MTU REBBT ZEZEZENRATATRBEINHRDN (URFTREN ) . EEN
MTU 8K , IEENBIESPRENRTERS, RRMXXZEE VPC, Transit Gateway Connect
X ZFE M ( XA Amazon Direct Connect, XBRIM =S H M FEZMG ) 2EHREN
MTU J3 8500 &7, VPN iE#E ELHRETUERH MTU 1 1500 F7,

* N\ VPC NEERTIBUMER hEMK Y, MR VPC NFEEM PERMXK ZEH MTU KNFET
B, WSS —LIXNHREES. BNEFRAD VPC , BEHAT AN EEMSHHNER
BEEEZ,

- FERXSNMEHRBEIRERITRRDBEAN (MSS) BE. BXEZELR , 5/ RFC879,
- BHX MTU # Site-to-Site VPN ELE ¥ HEE. , HZH (Amazon Site-to-Site VPN FIF$E/) +
BB AREREBA (MTU),

- Transit Gateway 3z # Path MTU Discovery (PMTUD) , Fi F4:E# A VPC # Connect iE#H7R
E, Transit Gateway A ICMPv4 3EE24 K FRAG_NEEDED , 7 ICMPv6 BiE B4 K Packet Too
Big (PTB). &Z#MMXxT X VP Site-to-site N, EEEZMNEEZM 4 L PMTUD, Bx
Path MTU Discovery WE Z{E 8 , {525 A Amazon VPC B P& Path MTU Discovery,

Amazon Direct Connect M%< 219


https://docs.amazonaws.cn/vpn/latest/s2svpn/vpn-limits.html#vpn-quotas-bandwidth
https://tools.ietf.org/html/rfc879
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