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RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 172
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EFTOIS ettt ettt s a e st sa e st e bt s b st et e b e et e bt s ae st e a b e e s e et e st e ene et e e atenseeane 179
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Welcome to the Amazon WorkSpaces APl Reference

Amazon WorkSpaces enables you to provision virtual, cloud-based Microsoft Windows or Amazon
Linux desktops for your users, known as WorkSpaces. WorkSpaces eliminates the need to procure
and deploy hardware or install complex software. You can quickly add or remove users as your
needs change. Users can access their virtual desktops from multiple devices or web browsers.

This API Reference provides detailed information about the actions, data types, parameters, and
errors of the WorkSpaces service. For more information about the supported Amazon Regions,
endpoints, and service quotas of the WorkSpaces service, see WorkSpaces endpoints and quotas in

the Amazon General Reference.

You can also manage your WorkSpaces resources using the WorkSpaces console, Amazon
Command Line Interface (Amazon CLI), and SDKs. For more information about administering
WorkSpaces, see the Amazon WorkSpaces Administration Guide. For more information about using

the Amazon WorkSpaces client application or web browser to access provisioned WorkSpaces, see
the Amazon WorkSpaces User Guide. For more information about using the Amazon CLI to manage

your WorkSpaces resources, see the WorkSpaces section of the Amazon CLI Reference.
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Actions

The following actions are supported:

e AssociateConnectionAlias

« AssociatelpGroups

» AssociateWorkspaceApplication

o AuthorizelpRules

» CopyWorkspacelmage

¢ CreateConnectClientAddIn

+ CreateConnectionAlias

o CreatelpGroup

» CreateStandbyWorkspaces

» CreateTags
» CreateUpdatedWorkspacelmage

» CreateWorkspaceBundle

» CreateWorkspacelmage

o CreateWorkspaces

» DeleteClientBranding

+ DeleteConnectClientAddIn

e DeleteConnectionAlias

« DeletelpGroup

» DeleteTags
o DeleteWorkspaceBundle

» DeleteWorkspacelmage

» DeployWorkspaceApplications

» DeregisterWorkspaceDirectory

e DescribeAccount

o DescribeAccountModifications

» DescribeApplicationAssociations

» DescribeApplications
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DescribeBundleAssociations

DescribeClientBranding

DescribeClientProperties

DescribeConnectClientAddIns

DescribeConnectionAliases

DescribeConnectionAliasPermissions

DescribelmageAssociations

DescribelpGroups

DescribeTags
DescribeWorkspaceAssociations

DescribeWorkspaceBundles

DescribeWorkspaceDirectories

DescribeWorkspacelmagePermissions

DescribeWorkspacelmages

DescribeWorkspaces

DescribeWorkspacesConnectionStatus

DescribeWorkspaceSnapshots

DisassociateConnectionAlias

DisassociatelpGroups

DisassociateWorkspaceApplication

ImportClientBranding

ImportWorkspacelmage

ListAvailableManagementCidrRanges

MigrateWorkspace

ModifyAccount

ModifyCertificateBasedAuthProperties

ModifyClientProperties

ModifySamlProperties

ModifySelfservicePermissions

ModifyWorkspaceAccessProperties
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ModifyWorkspaceCreationProperties

ModifyWorkspaceProperties
ModifyWorkspaceState

RebootWorkspaces

RebuildWorkspaces

RegisterWorkspaceDirectory

RestoreWorkspace

RevokelpRules

StartWorkspaces

StopWorkspaces

TerminateWorkspaces

UpdateConnectClientAddIn

UpdateConnectionAliasPermission

UpdateRulesOflpGroup

UpdateWorkspaceBundle

UpdateWorkspacelmagePermission
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AssociateConnectionAlias

Associates the specified connection alias with the specified directory to enable cross-Region
redirection. For more information, see Cross-Region Redirection for Amazon WorkSpaces.

(® Note

Before performing this operation, call DescribeConnectionAliases to make sure that the

current state of the connection alias is CREATED.

Request Syntax

"AliasId": "string",
"ResourceId": "string"

Request Parameters
The request accepts the following data in JSON format.
Aliasld
The identifier of the connection alias.
Type: String
Length Constraints: Minimum length of 13. Maximum length of 68.
Pattern: ‘wsca-[0-9a-z]{8,63}%

Required: Yes

Resourceld

The identifier of the directory to associate the connection alias with.

Type: String

Length Constraints: Minimum length of 1.

AssociateConnectionAlias

API Version 2015-04-08 5
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Required: Yes

Response Syntax

"ConnectionIdentifier": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Connectionldentifier

The identifier of the connection alias association. You use the connection identifier in the DNS
TXT record when you're configuring your DNS routing policies.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 20.

Pattern: A[a-zA-Z0-9]+$%

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

Response Syntax API Version 2015-04-08 6
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InvalidResourceStateException
The state of the resource is not valid for this operation.

HTTP Status Code: 400
OperationNotSupportedException

This operation is not supported.

HTTP Status Code: 400

ResourceAssociatedException
The resource is associated with a directory.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2015-04-08 7
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AssociatelpGroups

Associates the specified IP access control group with the specified directory.

Request Syntax

{
"DirectoryId": "string",
"GroupIds": [ "string" 1]
}

Request Parameters
The request accepts the following data in JSON format.

Directoryid

The identifier of the directory.

Type: String

Length Constraints: Minimum length of 10. Maximum length of 65.
Pattern: Ad-[0-9a-f]1{8,63}$%

Required: Yes
Grouplds

The identifiers of one or more IP access control groups.
Type: Array of strings
Pattern: wsipg-[0-9a-z]{8,63}$

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

AssociatelpGroups API Version 2015-04-08 8
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Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

InvalidResourceStateException
The state of the resource is not valid for this operation.

HTTP Status Code: 400
OperationNotSupportedException

This operation is not supported.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

+« Amazon Command Line Interface

Errors API Version 2015-04-08 9
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Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go

Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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AssociateWorkspaceApplication

Associates the specified application to the specified WorkSpace.

Request Syntax

{
"ApplicationId": "string",
"Workspaceld": "string"

}

Request Parameters
The request accepts the following data in JSON format.

Applicationid

The identifier of the application.
Type: String
Pattern: "wsa-[0-9a-z]{8,63}$%

Required: Yes
Workspaceld

The identifier of the WorkSpace.
Type: String
Pattern: *ws-[0-9a-z]1{8,63}$%

Required: Yes

Response Syntax

{
"Association": {
"AssociatedResourceld": "string",
"AssociatedResourceType": "string",

"Created": number,

AssociateWorkspaceApplication API Version 2015-04-08 11
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"LastUpdatedTime": number,
"State": "string",
"StateReason": {
"ErrorCode": "string",
": "string

"ErrorMessage":

},
"Workspaceld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Association

Information about the association between the specified WorkSpace and the specified
application.

Type: WorkspaceResourceAssociation object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400
ApplicationNotSupportedException

The specified application is not supported.

HTTP Status Code: 400
ComputeNotCompatibleException

The compute type of the WorkSpace is not compatible with the application.

HTTP Status Code: 400

Response Elements API Version 2015-04-08 12
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IncompatibleApplicationsException

The specified application is not compatible with the resource.

HTTP Status Code: 400

InvalidParameterValuesException

One or more parameter values are not valid.

HTTP Status Code: 400
OperatingSystemNotCompatibleException

The operating system of the WorkSpace is not compatible with the application.

HTTP Status Code: 400
OperationNotSupportedException

This operation is not supported.

HTTP Status Code: 400

ResourceAlreadyExistsException
The specified resource already exists.

HTTP Status Code: 400

ResourcelnUseException

The specified resource is currently in use.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the

following:

See Also

API Version 2015-04-08 13
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Amazon Command Line Interface

Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go

Amazon SDK for Java V2
Amazon SDK for JavaScript V3
Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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AuthorizelpRules

Adds one or more rules to the specified IP access control group.

This action gives users permission to access their WorkSpaces from the CIDR address ranges
specified in the rules.

Request Syntax

"GroupId": "string",
"UserRules": [

{
"ipRule": "string",
"ruleDesc": "string"
}

Request Parameters

The request accepts the following data in JSON format.

Groupld

The identifier of the group.
Type: String
Pattern: wsipg-[0-9a-z]{8,63}%

Required: Yes

UserRules
The rules to add to the group.
Type: Array of IpRuleltem objects

Required: Yes
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

InvalidResourceStateException
The state of the resource is not valid for this operation.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

Response Elements API Version 2015-04-08 16
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Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go

Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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CopyWorkspacelmage

Copies the specified image from the specified Region to the current Region. For more information
about copying images, see Copy a Custom WorkSpaces Image.

In the China (Ningxia) Region, you can copy images only within the same Region.

In Amazon GovCloud (US), to copy images to and from other Regions, contact Amazon Web
Services Support.

/A Important

Before copying a shared image, be sure to verify that it has been shared from the
correct Amazon Web Services account. To determine if an image has been shared
and to see the ID of the Amazon Web Services account that owns an image, use the
DescribeWorkSpacelmages and DescribeWorkspacelmagePermissions APl operations.

Request Syntax

{
"Description": "string",
"Name": "string",
"SourcelmageId": "string",
"SourceRegion": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

Request Parameters

The request accepts the following data in JSON format.

Description

A description of the image.

CopyWorkspacelmage API Version 2015-04-08 18
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: A[a-zA-Z0-9_./() -1+$

Required: No

Name

The name of the image.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: A[a-zA-Z0-9_./()\\-1+$

Required: Yes

Sourcelmageld

The identifier of the source image.
Type: String
Pattern: wsi-[0-9a-z]{9,63}%

Required: Yes

SourceRegion

The identifier of the source Region.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 31.
Pattern: A[-0-9a-z]1{1,31}%

Required: Yes
Tags

The tags for the image.

Type: Array of Tag objects

Request Parameters API Version 2015-04-08 19
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Required: No

Response Syntax

ImageId": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Imageld

The identifier of the image.
Type: String

Pattern: wsi-[0-9a-z]{9,63}%

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400
OperationNotSupportedException

This operation is not supported.

Response Syntax API Version 2015-04-08 20
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HTTP Status Code: 400

ResourceAlreadyExistsException
The specified resource already exists.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

ResourceUnavailableException
The specified resource is not available.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3

See Also API Version 2015-04-08 21
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CreateConnectClientAddin

Creates a client-add-in for Amazon Connect within a directory. You can create only one Amazon
Connect client add-in within a directory.

This client add-in allows WorkSpaces users to seamlessly connect to Amazon Connect.

Request Syntax

{
"Name": "string",
"ResourceId": "string",
"URL": "string"

}

Request Parameters

The request accepts the following data in JSON format.

Name

The name of the client add-in.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: ~. *$

Required: Yes

Resourceld
The directory identifier for which to configure the client add-in.
Type: String
Length Constraints: Minimum length of 10. Maximum length of 65.
Pattern: Ad-[0-9a-f]1{8,63}%

Required: Yes
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URL
The endpoint URL of the Amazon Connect client add-in.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.
Pattern: A(http|https)\://\S+

Required: Yes

Response Syntax

"AddInId": “string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Addinid
The client add-in identifier.
Type: String
Length Constraints: Fixed length of 36.

Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException

The user is not authorized to access a resource.
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HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

ResourceAlreadyExistsException
The specified resource already exists.

HTTP Status Code: 400

ResourceCreationFailedException
The resource could not be created.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3

See Also API Version 2015-04-08 24


https://docs.amazonaws.cn/goto/aws-cli/workspaces-2015-04-08/CreateConnectClientAddIn
https://docs.amazonaws.cn/goto/DotNetSDKV3/workspaces-2015-04-08/CreateConnectClientAddIn
https://docs.amazonaws.cn/goto/SdkForCpp/workspaces-2015-04-08/CreateConnectClientAddIn
https://docs.amazonaws.cn/goto/SdkForGoV1/workspaces-2015-04-08/CreateConnectClientAddIn
https://docs.amazonaws.cn/goto/SdkForJavaV2/workspaces-2015-04-08/CreateConnectClientAddIn
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/workspaces-2015-04-08/CreateConnectClientAddIn
https://docs.amazonaws.cn/goto/SdkForPHPV3/workspaces-2015-04-08/CreateConnectClientAddIn
https://docs.amazonaws.cn/goto/boto3/workspaces-2015-04-08/CreateConnectClientAddIn
https://docs.amazonaws.cn/goto/SdkForRubyV3/workspaces-2015-04-08/CreateConnectClientAddIn

Amazon WorkSpaces Service API Reference

CreateConnectionAlias

Creates the specified connection alias for use with cross-Region redirection. For more information,
see Cross-Region Redirection for Amazon WorkSpaces.

Request Syntax

{
"ConnectionString": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

Request Parameters

The request accepts the following data in JSON format.

ConnectionString

A connection string in the form of a fully qualified domain name (FQDN), such as
www.example.com.

/A Important

After you create a connection string, it is always associated to your Amazon Web
Services account. You cannot recreate the same connection string with a different
account, even if you delete all instances of it from the original account. The connection
string is globally reserved for your account.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.

Pattern: A[.0-9a-zA-Z\-1{1,255}%
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Required: Yes
Tags

The tags to associate with the connection alias.
Type: Array of Tag objects

Required: No

Response Syntax

"AliasId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
Aliasid
The identifier of the connection alias.
Type: String
Length Constraints: Minimum length of 13. Maximum length of 68.

Pattern: *wsca-[0-9a-z]{8,63}$

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

Response Syntax
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InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

InvalidResourceStateException
The state of the resource is not valid for this operation.

HTTP Status Code: 400
OperationNotSupportedException

This operation is not supported.

HTTP Status Code: 400

ResourceAlreadyExistsException
The specified resource already exists.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for PHP V3

See Also API Version 2015-04-08 27
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« Amazon SDK for Python
« Amazon SDK for Ruby V3
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CreatelpGroup

Creates an IP access control group.

An IP access control group provides you with the ability to control the IP addresses from which
users are allowed to access their WorkSpaces. To specify the CIDR address ranges, add rules to your
IP access control group and then associate the group with your directory. You can add rules when
you create the group or at any time using AuthorizelpRules.

There is a default IP access control group associated with your directory. If you don't associate an
IP access control group with your directory, the default group is used. The default group includes
a default rule that allows users to access their WorkSpaces from anywhere. You cannot modify the
default IP access control group for your directory.

Request Syntax

GroupDesc": "string",
GroupName": "string",

"Tags": [
{
"Key": "string",
"Value": "string"
}
1,
"UserRules": [
{
"ipRule": "string",
"ruleDesc": "string"
}
]

Request Parameters
The request accepts the following data in JSON format.

GroupDesc

The description of the group.
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Type: String

Required: No
GroupName

The name of the group.
Type: String

Required: Yes
Tags

The tags. Each WorkSpaces resource can have a maximum of 50 tags.
Type: Array of Tag objects

Required: No

UserRules
The rules to add to the group.
Type: Array of IpRuleltem objects

Required: No

Response Syntax

"GroupId": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Groupld

The identifier of the group.
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Type: String

Pattern: wsipg-[0-9a-z]{8,63}$

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

ResourceAlreadyExistsException
The specified resource already exists.

HTTP Status Code: 400

ResourceCreationFailedException
The resource could not be created.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
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Amazon SDK for .NET

Amazon SDK for C++

Amazon SDK for Go

Amazon SDK for Java V2
Amazon SDK for JavaScript V3

Amazon SDK for PHP V3
Amazon SDK for Python
Amazon SDK for Ruby V3

See Also
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CreateStandbyWorkspaces

Creates a standby WorkSpace in a secondary Region.

Request Syntax

{
"PrimaryRegion": "string",
"StandbyWorkspaces": [
{
"DataReplication": "string",
"DirectoryId": "string",
"PrimaryWorkspaceIld": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,
"VolumeEncryptionKey": "string"
}
]
}

Request Parameters

The request accepts the following data in JSON format.

PrimaryRegion

The Region of the primary WorkSpace.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 31.
Pattern: A[-0-9a-z]1{1,31}$

Required: Yes
StandbyWorkspaces

Information about the standby WorkSpace to be created.
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Type: Array of StandbyWorkspace objects

Required: Yes

Response Syntax

"FailedStandbyRequests": [
{

"ExrrorCode": "string",
"ErrorMessage": "string",
"StandbyWorkspaceRequest": {
"DataReplication": "string",
"DirectoryId": "string",
"PrimaryWorkspaceld": "string",
"Tags": [
{

"Key": "string",
"Value": "string"

1,

"VolumeEncryptionKey": "string

1,
"PendingStandbyRequests": [

{

"DirectoryId": "string",

"State": "string",
"UserName": "string",

"Workspaceld": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Response Syntax API Version 2015-04-08 34



Amazon WorkSpaces Service API Reference

FailedStandbyRequests

Information about the standby WorkSpace that could not be created.

Type: Array of FailedCreateStandbyWorkspacesRequest objects

PendingStandbyRequests

Information about the standby WorkSpace that was created.

Type: Array of PendingCreateStandbyWorkspacesRequest objects

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400
OperationNotSupportedException

This operation is not supported.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2015-04-08 36
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CreateTags

Creates the specified tags for the specified WorkSpaces resource.

Request Syntax
{
"ResourceId": "string",
"Tags": [
{

Key": "string",
"Value": "string"

Request Parameters

The request accepts the following data in JSON format.

Resourceld

The identifier of the WorkSpaces resource. The supported resource types are WorkSpaces,
registered directories, images, custom bundles, IP access control groups, and connection aliases.

Type: String
Length Constraints: Minimum length of 1.

Required: Yes
Tags

The tags. Each WorkSpaces resource can have a maximum of 50 tags.
Type: Array of Tag objects

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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CreateUpdatedWorkspacelmage

Creates a new updated WorkSpace image based on the specified source image. The new updated
WorkSpace image has the latest drivers and other updates required by the Amazon WorkSpaces
components.

To determine which WorkSpace images need to be updated with the latest Amazon WorkSpaces
requirements, use DescribeWorkspacelmages.

(® Note
« Only Windows 10, Windows Server 2016, and Windows Server 2019 WorkSpace images
can be programmatically updated at this time.

» Microsoft Windows updates and other application updates are not included in the update
process.

» The source WorkSpace image is not deleted. You can delete the source image after you've
verified your new updated image and created a new bundle.

Request Syntax

{
"Description": "string",
"Name": "string",
"SourcelmagelId": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

Request Parameters

The request accepts the following data in JSON format.
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Description

A description of whether updates for the WorkSpace image are available.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: A[a-zA-Z0-9_./() -1+%

Required: Yes

Name
The name of the new updated WorkSpace image.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: A[a-zA-Z0-9_./()\\-1+$

Required: Yes

Sourcelmageld

The identifier of the source WorkSpace image.
Type: String
Pattern: wsi-[0-9a-z1{9,63}$%

Required: Yes
Tags

The tags that you want to add to the new updated WorkSpace image.

® Note

To add tags at the same time when you're creating the updated image, you must create
an IAM policy that grants your IAM user permissions to use workspaces:CreateTags.

Type: Array of Tag objects
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Required: No

Response Syntax

ImageId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Imageld

The identifier of the new updated WorkSpace image.

Type: String

Pattern: wsi-[0-9a-z]{9,63}%

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

InvalidResourceStateException

The state of the resource is not valid for this operation.
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HTTP Status Code: 400
OperationNotSupportedException

This operation is not supported.

HTTP Status Code: 400

ResourceAlreadyExistsException
The specified resource already exists.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface
« Amazon SDK for .NET

« Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3

« Amazon SDK for PHP V3

« Amazon SDK for Python

o Amazon SDK for Ruby V3

See Also API Version 2015-04-08 42
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CreateWorkspaceBundle

Creates the specified WorkSpace bundle. For more information about creating WorkSpace bundles,
see Create a Custom WorkSpaces Image and Bundle.

Request Syntax

{

"BundleDescription": "string",

"BundleName": "string",

"ComputeType": {
"Name": "string"

},

"Imageld": "string",

"RootStorage": {
"Capacity": "string"

},

"Tags": [
{

"Key": "string",
"Value": "string"

}

1,

"UserStorage": {
"Capacity": "string"

}

}

Request Parameters
The request accepts the following data in JSON format.

BundleDescription

The description of the bundle.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 255.
Pattern: A[a-zA-Z0-9_./() -1+$

Required: Yes
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BundleName

The name of the bundle.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: A[a-zA-Z0-9_./()\\-1+$

Required: Yes
ComputeType

Describes the compute type of the bundle.

Type: ComputeType object

Required: Yes
Imageld
The identifier of the image that is used to create the bundle.
Type: String
Pattern: wsi-[0-9a-z1{9,63}$
Required: Yes
RootStorage

Describes the root volume for a WorkSpace bundle.

Type: RootStorage object
Required: No
Tags

The tags associated with the bundle.

(@ Note

To add tags at the same time when you're creating the bundle, you must create an IAM
policy that grants your IAM user permissions to use workspaces:CreateTags.
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Type: Array of Tag objects

Required: No
UserStorage

Describes the user volume for a WorkSpace bundle.

Type: UserStorage object

Required: Yes

Response Syntax

"WorkspaceBundle": {

"BundleId": "string",
"string",

BundleType":

ComputeType": {
"Name": "string"

Iy

"CreationTime": number,

Description": "string",
Imageld": "string",
"LastUpdatedTime": number,

"Name": "string",
"Owner": "string",

"RootStorage": {

1,
"State": "string",
"UserStorage": {

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Capacity": "string"

Capacity": "string"

Response Syntax
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WorkspaceBundle

Describes a WorkSpace bundle.

Type: WorkspaceBundle object

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

ResourceAlreadyExistsException
The specified resource already exists.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

ResourceUnavailableException
The specified resource is not available.

HTTP Status Code: 400
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See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3

See Also API Version 2015-04-08 47
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CreateWorkspacelmage

Creates a new WorkSpace image from an existing WorkSpace.

Request Syntax

{
"Description": "string",
"Name": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,
"Workspaceld": "string"
}

Request Parameters
The request accepts the following data in JSON format.

Description

The description of the new WorkSpace image.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 256.

Pattern: "[a-zA-Z0-9_./() -]1+$%

Required: Yes

Name
The name of the new WorkSpace image.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.

Pattern: "[a-zA-Z0-9_./()\\-1+$%

CreateWorkspacelmage
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Required: Yes
Tags

The tags that you want to add to the new WorkSpace image. To add tags when you're creating
the image, you must create an IAM policy that grants your IAM user permission to use
workspaces:CreateTags.

Type: Array of Tag objects

Required: No
Workspaceld

The identifier of the source WorkSpace
Type: String
Pattern: *ws-[0-9a-z]{8,63}$%

Required: Yes

Response Syntax

"Created": number,

"Description": "string",
"ImagelId": "string",
"Name": "string",
"OperatingSystem": {

"Type": "string"
},

"OwnerAccountId": "string",
"RequiredTenancy": "string",
"State": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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Created
The date when the image was created.

Type: Timestamp
Description

The description of the image.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 256.

Pattern: A[a-zA-20-9_./() -]1+$%
Imageld

The identifier of the new WorkSpace image.
Type: String

Pattern: wsi-[0-9a-z1{9,63}$%

Name

The name of the image.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.

Pattern: A[a-zA-Z0-9_./(O\\-]1+$
OperatingSystem

The operating system that the image is running.

Type: OperatingSystem object

OwnerAccountid

The identifier of the Amazon account that owns the image.
Type: String

Pattern: A\d{12}$

Response Elements
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RequiredTenancy

Specifies whether the image is running on dedicated hardware. When Bring Your Own License
(BYOL) is enabled, this value is set to DEDICATED. For more information, see Bring Your Own
Windows Desktop Images..

Type: String

Valid Values: DEFAULT | DEDICATED
State

The availability status of the image.
Type: String

Valid Values: AVAILABLE | PENDING | ERROR

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
The user is not authorized to access a resource.

HTTP Status Code: 400

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

InvalidResourceStateException
The state of the resource is not valid for this operation.

HTTP Status Code: 400
OperationNotSupportedException

This operation is not supported.

HTTP Status Code: 400

Errors API Version 2015-04-08 51


https://docs.aws.amazon.com/workspaces/latest/adminguide/byol-windows-images.htm
https://docs.aws.amazon.com/workspaces/latest/adminguide/byol-windows-images.htm

Amazon WorkSpaces Service API| Reference

ResourceAlreadyExistsException
The specified resource already exists.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

ResourceNotFoundException
The resource could not be found.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
o Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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CreateWorkspaces

Creates one or more WorkSpaces.

This operation is asynchronous and returns before the WorkSpaces are created.

(® Note

« The MANUAL running mode value is only supported by Amazon WorkSpaces Core. Contact
your account team to be allow-listed to use this value. For more information, see Amazon
WorkSpaces Core.

« You don't need to specify the PCOIP protocol for Linux bundles because WSP is the
default protocol for those bundles.

» User-decoupled WorkSpaces are only supported by Amazon WorkSpaces Core.

Request Syntax

Workspaces": [

{
"BundleId": "string",

"DirectoryId": "string",
"RootVolumeEncryptionEnabled": boolean,
"Tags": [

{

Key": "string",
"Value": "string"

1,

"UserName": "string",
"UserVolumeEncryptionEnabled": boolean,
"VolumeEncryptionKey": "string",
"WorkspaceName": "string",
"WorkspaceProperties": {

"ComputeTypeName": "string",
"OperatingSystemName": "string",
"Protocols": [ "string" 1],
"RootVolumeSizeGib": number,

"RunningMode": "string",
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"RunningModeAutoStopTimeoutInMinutes": number,
"UserVolumeSizeGib": number

Request Parameters

The request accepts the following data in JSON format.

Workspaces

The WorkSpaces to create. You can specify up to 25 WorkSpaces.

Type: Array of WorkspaceRequest objects

Array Members: Minimum number of 1 item. Maximum number of 25 items.

Required: Yes

Response Syntax

"FailedRequests": [
{

"ExrrorCode": "string",

ErrorMessage":
"WorkspaceRequest": {

"BundleId": "string",
"DirectoryId": "string",
"RootVolumeEncryptionEnabled": boolean,
"Tags": [

{

"string",

Key": "string",
"Value": "string"

1,

"UserName": "string",
"UserVolumeEncryptionEnabled": boolean,
"VolumeEncryptionKey": "string",
"WorkspaceName": "string",
"WorkspaceProperties": {

Request Parameters
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]I

"ComputeTypeName": "string",
"OperatingSystemName": "string",

"Protocols": [ "string" ],
"RootVolumeSizeGib": number,

"RunningMode": "string",
"RunningModeAutoStopTimeoutInMinutes": number,
"UserVolumeSizeGib": number

"PendingRequests": [

{

"BundleId": "string",

"ComputerName": "string",
"DataReplicationSettings": {

"DataReplication": "string",
"RecoverySnapshotTime": number
},
"DirectoryId": "string",
"ErrorCode": "string",

ErrorMessage": "string",

IpAddress": "string",
"ModificationStates": [

{
"Resource": "string",
"State": "string"
}
1,
"RelatedWorkspaces": [
{
"Region": "string",
"State": "string",
"Type": "string",
"Workspaceld": "string"
}
1,

"RootVolumeEncryptionEnabled": boolean,
"StandbyWorkspacesProperties": [

{
"DataReplication": "string",
"RecoverySnapshotTime": number,
"StandbyWorkspaceId": "string"
}

Response Syntax
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1,

"State": "string",

"SubnetId": "string",

"UserName": "string",

"UserVolumeEncryptionEnabled": boolean,

"VolumeEncryptionKey": "string",

"Workspaceld": "string",

"WorkspaceName": "string",

"WorkspaceProperties": {
"ComputeTypeName": "string",
"OperatingSystemName": "string",

"Protocols": [ "string" ],
"RootVolumeSizeGib": number,

"RunningMode": "string",
"RunningModeAutoStopTimeoutInMinutes": number,
"UserVolumeSizeGib": number

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

FailedRequests

Information about the WorkSpaces that could not be created.

Type: Array of FailedCreateWorkspaceRequest objects

PendingRequests

Information about the WorkSpaces that were created.

Because this operation is asynchronous, the identifier returned is not immediately available for
use with other operations. For example, if you call DescribeWorkspaces before the WorkSpace is

created, the information returned can be incomplete.

Type: Array of Workspace objects
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Errors

For information about the errors that are common to all actions, see Common Errors.

InvalidParameterValuesException
One or more parameter values are not valid.

HTTP Status Code: 400

ResourceLimitExceededException
Your resource limits have been exceeded.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific Amazon SDKs, see the
following:

« Amazon Command Line Interface

« Amazon SDK for .NET

o Amazon SDK for C++

« Amazon SDK for Go

« Amazon SDK for Java V2

« Amazon SDK for JavaScript V3
« Amazon SDK for PHP V3

« Amazon SDK for Python

« Amazon SDK for Ruby V3
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DeleteClientBranding

Deletes customized client branding. Client branding allows you to customize your WorkSpace's
client login portal. You can tailor your login portal company logo, the support email address,
support link, link to reset password, and a custom message for users trying to sign in.

After you delete your customized client branding, your login portal reverts to the default client
branding.

Request Syntax

"Platforms": [ "string" ],
"Resourceld": "string"

Request Parameters

The request accepts the following data in JSON format.
P