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B, R, B LUMEA Firehose MEEM Amazon MSK SEEMEBRERMIEEEIE , A FEMEZE
R S3 BHyith,

EATTHNRRES S , WA TEZRIEHRE,

Amazon MSK & & iE i
BRESWERERE 6 RBELESISRE (#H#E ) ALASISREBLEI, 51FKER Apache Kafka
ERmAREEERNES, NHSISKREEEMNNT LAFIHBAmazon , MAESISRENAT

BERRE 9
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MAERIHGR, AmazonEx Amazon MSK WEZ{EE. , 5 Amazon Managed Streaming for
Apache Kafka,

EENFES|ISREEEIMBERLTRSEE Amazon MSK 8 |, ZERLTHERUATHEER,

o EBMTLTIEIRS

o EBMITUR IAM EREBRIEEFEZ —o

« AN IAM RS T ER A% VPC B ERE,

o B E W ER RN INE T RIRAY SRR |, XK MEA Firehose BRSSEHE T WA Amazon MSK
CreateVpcConnection API #REMR,

EES NG5 SREEZEETE Amazon MSK 8 | ZEHLTHEZUTHHEER,

o ERMITIEIRE.

o ERQIUR IAM EREIBRIEHEG EZ—.

o ERQIENTTIHE,

MSK S8 1K /=

B LR Amazon MSK EEFIERNIKF, XAEERU TR Z —,

o SEHAIKF — AFEMNEBIIKF N MSK £8P IEEEIE. Amazon itk |, BAMIETE Firehose i
M PIEEERIER Amazon MSK £8 ARN,

« BIKF-AFERES—NKFHPMN MSK EEFRIBIE, AmazonEXEZEE |, SR
Amazon MSK B E K F & 5l .

N

A

EEBREE Firehose M P EIERIEN Apache Kafka £, Firehose RAIETRE , BRELEE
it EB,

(® Note
Firehose Bz f##E48 Apache Kafka JHE.

Bti& Amazon Kinesis Data Streams HRiZ &

BtiE Amazon Kinesis Data Streams BRI B LURFE B T AR &L E Firehose o

fit B Amazon Kinesis Data Streams BJRi% B 10
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/A Important

MR E A Kinesis Producer Library ( KPL ) fFEIEE A Kinesis 2R , WA AEAREXE
HE AiZ Kinesis BB RV ICF. WMRBEEFIZEIERAE Firehose FHIKIR , Amazon Data
Firehose JS1EICRMEIXZI B Wit 2 AR, MREEE Firehose FRFEIREIE , Ml Amazon
Data Firehose 12 &% %) Amazon Lambda 28 , A&k BERICRK, BEXEZELR | B
4 Kinesis B2 & FEFF & Amazon Kinesis Data Streams S22 & MRS,

ERIZET , £ Kinesis BERINKRPEFENER , AEBWMARRXN arn:aws:kinesis:
[Region]:[AccountId]:stream/[StreamName] BYE#EHR ARN,

MRELSENENHER , WEEEAE , AN Amazon Kinesis 1"'“%']"‘@']33 NEOBIER. BAIEE
FE X Kinesis REBLENRN IAM A€, BXEZER , BSH 227, tl@FRE , EF R
FEAR , LUEH Kinesis M5k, MREBEXKENR , ?JFEA Filter by name i % &,

® Note

¥ Kinesis #3E 7B &N Firehose FiRYJRAET , Amazon Data Firehose PutRecord
PutRecordBatch BEF#HER., EXMERAT , EXHIEHRINE Firehose i , BEFEA
Kinesis Data Streams PutRecord # PutRecords #E.

Amazon Data Firehose FF#8 M Kinesis 7Y LATEST {Zi&@i2ENZk#E. BX Kinesis Data Streams {Z &
NEZ{EL , GetShardlteratorifE 2,

Amazon Data Firehose #1819 K A Kinesis Data Streams GetRecordsi&#E—X. B2 , BH
TEEZHME F|rehose 28BN KA Kinesis Data Streams GetRecords ##EMX , —XH
TEEHENH , Z—XATEERZL,

A M\E— Kinesis R IEENZ A Firehose o HAh Kinesis NARRF (£AE ) WAl AME—NR
FiEEL, >k BEM Firehose B HME RN ARFNMBE ARSIt AiZ2 X EAERE., AT
BRIZR , HPMOITRIEHNEARRF. B Kinesis Data Streams FREINEZE L |, 2S5 Amazon
Kinesis Streams BR i,

BEHTT—F |, DEEICRERAE R,
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fti& Amazon Data Firehose LA #RIZRZIIE,

W RIEIEFE Amazon MSK 4E Firehose 7B KR

# “fEF Amazon Lambda #%#RICHK” o F , AU T FZEREHRE,

IR
BB HIRE ABIER Firehose it , FAEIEH B ABIERRERE,

E R Firehose $§E Lambda B ¥ , SMBEEEE AR 2818 A H E R ZRBERE ALK
B, BEPEABERREEE, BUUFEAHE P —/ Lambda EEEE#HH Lambda BE%K ,
A LRI B Lambda BN¥i. Lambda EEAM B E Firehose FTEMNRSER, BXES
{E8 , {55 1€ Amazon Data Firehose H iR IIE,

2. 1£ Convert record format (## 12 Z#EX) o , AU T FREME :

Record format conversion (id &&= 5 #k)

BT RIRE ABIEICFKAEE Firehose i , HEFEEER,

ERE ANICERAER | E$R Enabled (BF) , ABEERMENHHER,. BEEEE—
Amazon Gluex®X , EHE3EERHE Firechose ARERIERKIEXNNEN, BXEZER , 55H
i ABEER,

BRUAE AR E IS FE N ELEN RPBIAmazon CloudFormation , 2
%] Amazon::KinesisFirehose:: DeliveryStream,

TN R 1% 3% Amazon Kinesis Data Streams =% Direct PUT Y€l Firehose #iHI KR

ERRERDF , BREATFEE,
1. EHRRERT  BERUTETZ— :

a. MWREMNERR Amazon S3 5 Splunk , B “BESEIR1EFK Amazon CloudWatch BE” §
o, %R FRBESR.
b. £ “fFF Amazon Lambda HiRRIZR" o+ , AU TFERIBMHE !
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IR

E OB HIRE ABIER Firehose it , BF B+ B RABIEHIREIRE,

E ;1 Amazon Data Firehose 1§ Lambda BRI , MEEEHEARE 2R AHERZ
HBERREARE  BEPEAREERERE, EUUFERES - Lambda EREE
¥ Lambda B3 , LAl LLUERIM AR Lambda B, Lambda EE481EE Amazon
Data Firehose FTERIRSER, BXEZER , 15 £ Amazon Data Firehose H %%
BRREBE.

2. £ Convert record format (3%#Ri2FZEXN) 2 , AU TFERIZME !

Record format conversion (i &&= ##k)
EEBETERIRE ABEICFEXM Firehose 7 , BIEFEEA,

ERE ANICERAIER | %E$R Enabled (BH) , ABEERENHHER, BEEEE—
Amazon Gluez , HP S EH %L Amazon Data Firehose BR#ERIZZERANEN, BXE
ZER | BSR Hinm ABEES,

B % B id F 48 X R Y R flAmazon CloudFormation , {52
¥ Amazon::KinesisFirehose:: DeliveryStream,

BLiE B RYMIRE

AW NB T EBLTIRIERTIE B K HIZE R Firehose BB IRE .

« 71 Amazon S3 Bt EB MH#hiRE

» L& Apache Iceberg & B #1% B
23 Amazon Redshift Eti& B fy#i% &
3 OpenSearch R ELE B #ri% E

1 OpenSearch RSB E B #ri%iE
& HTTP in s i B fyihiRE

7 Datadog Bt & B My thiRE

9 Honeycomb Bt & B FYihiR B

9 Coralogix Bti& B fithig &

BEBNIRE 13
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» A Dynatrace B & B fI#bi% B

& B #81RE LogicMonitor

A Logz.io BLiE B W i#iZE

7 MongoDB Atlas i & B it i% &

A New Relic Biti& B #y b1k &

A Snowflake B & B #I ithi%k &

73 Splunk BiiE B Wbk B

A Splunk Observability Cloud Eti& B itk &
A Sumo Logic BliE B fI ik E

A Elastic Bl & B A8 &

A Amazon S3 B & B i itk &

BRI ELLTIRE , T8 H Amazon S3 £ Firehose iHY B Mttt

« RANUTFERHE,

S3 17 fE 1R
W358 — N A FRUCREIRR S3 MM, ZALIGIR— A S3 ZRAREENE
1 S3 T

#1753 WG

& a] LAEL & Firehose 7 , £ Z] Amazon S3 WX R iIERZBIRMFIToREF. ik |, &
EEBH. BTFELWE Amazon S3 XN RPN ICERZ BRI ITORE |, HiEEEA, W
BRI RIEEH Athena REHWTERSICEKMN S3 XK , NERB AL,

HRDX
EREAUERANEESIS T K,

ZIDFKMAR
ZICRER 2N Firehose RHMIESR , HIBEEMH JSON HIEEMNHRITR 2 fRic RS
=

MBEFZANELH, AERIEEZRETEA PutRecord 1 PutRecordBatch API A= |, NI{A
AL RANEENSTX. WTFREHE , BAIA D XE , Amazon Data Firehose & f#
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Amazon Data Firehose
Widxk , HESX APl HRABPERZSNEMRH JSON YR, fF Firehose FRELE N A Kinesis
Data Stream ERIRES , & AT LAE A Kinesis Producer Library ( KPL ) FHIREBR S, HiE
PXINBEEBERRENIT. Et , X AP BATRNERIEFEBAULMEHEI TR Amazon
S3 B, BRI LARIA Lambda BNEEERL , EHIE D XIhEE 2 Bl TEA H AR R R,

/A Important
MRBFERREN , WRBERTHEERRETERNADISIX, Hit , MIRENRE
BREEAIARDIKX , NXTUEREBATERAZIERER.

Firehose FIZA T IRFHITAE S E - KPL ( protobuf ) 2%, JSON =2 FEAF##5R . Lambda
R, BIES X, BIEERNERM Amazon S3 &,

ZioRERER
MRIBBRATZIEEMR |, NMAMIEE Firehose BRIIBBN H %, FEHTHEEHEIER JSON
=0k,

P Bk R AT

MEREAT R — M2 IGHIE , ATB R E Amazon S3 EBIE#H THS T XK. BEFEANIKE
MXRBREHRTHISSX , WATIEEBZRAES XBNBFEERSH , ANSIMEEN T XEERE
H—ME, ERERERMEE R,

/A Important
MR HE LRSEAPIETE T Amazon Lambda B SRERIRIZS |, W A LA{E A B3k
NHER S3MBEHRHITHIDSX , HEMATWULESNEEMIED XZFH, BEF
AOX |, Ba LUME A NBERATER Lambd Amazon a ERBIE S X 4R, HE , &
LARE)BtHf5E Fl R Bk & AT A1 Lamb Amazon da BIER Bl 2 o X %4A .

BRLMERRNEZREERFIS S XENBIBICRSH , HEM j ERERISTXE
{8, Firehose {XX#F jq 1.6, BHEZSALIEE 50 M ahA0 X, BXTAHS D XEERA
BRW jg REX , FREMINN Firehose REEZH DD X,

7 Amazon S3 Bt & B fYihiZ &
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S3 FHERRIR

BERENEEDIARDXE , BIIEE S3 F#MEEIZR , Amazon Data Firehose Z [a1Z 174 18 1% il
2 XEHE,

NTEHEBEEFSSTKX , S3 FEBIRNHBELNSEED XBNHBEMRE.

$& 0] LAGE B N BR BRAT RIS E MY Lambd Amazon a ERETRBEEH#H 1T XK. MBEERIEET
Amazon Lambda BER N RBFE QR D XEH , MATER U TRXNFHEA S3 FHEEE
B : “Lambda: keyID” partitionKeyFrom, NR&EFEHNEENT N REBERESXZH , I
AR TR FIRA S3 FHEFETUE : “partitionKeyFromquery: keylD” , 8] L%
BNRAHA S XBARAFERASDAD X key/value 3T BB S3 M BEIR. 1 HNBKE
#=k Lambda Amazon X EIE#H 1T0 XAt , BE AT LAE R S3 EREBREPFERAUTRIE
KRR : | {namespace: value} , HA#E Z2 B AJ L2 Query partitionKeyFrom =, Lambdas,
partitionKeyFrom

S3 1FiEMaM S3 Hirm AR X
1£ Amazon S3 WRW B E L EI B IEREREB Mt E MR X, BRIAERT |, Firehose &

ANINEL UTC R R BRI R, WMREBEATERSX , WATSAE R S3 514 £ AYAY
X,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2RI TEF, BIMUENEBNUEFX K
NERRSIREE TR

S3 K4

1%3$% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£59 B it
¥ Firehose o

S3 XMy BEBK (AL )

HfemE Amazon S3 BARFRBHINRIBEEXHT BREHBR. WREBRALIIE , NEEN
Nt RBRNEERER KR S3 E4HINEE ( HIA0 parquet 5 .gz ) BEMBIRIAHT R
Bo ERUNEERFERAKRY S3 ERESEMAN , FRRERE T EBRHX4HT BE.
MU REBSFUAR () T, ARAUGEARRNFR 1 0-9a-z-_*(). XHhT BETHRE
it 128 NFFF,

7 Amazon S3 Bt & B fYihiZ & 16
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S3 &

Firehose X# £ Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w h0
%, BT BT EE S3 ARFHEIE. S LLERFER BFr S3 FHEPEENBRIAMEZSE
B A SUEREREEEWAmazon KMSEASIR PR ZAJITING, MREFEHARAME
AR, WA LAE A B IAAmazonFE B Amazon KMSZ4A (aws/s3) REFHEE R4, BEXREZE
B, BZHEA Amazon KMS EEZBM RS R ImINE (SSE-KMS) RF BHIE.

Bl & Apache Iceberg kY H By ithiR &

BRAmazon Web Services X g # E it X FL A#h[X ( BRFEIL ) 4\ , Firehose ZEFTE #t X # X #F
Apache Iceberg Tables ¥ H#9#th, Amazon GovCloud (US) Regions

B X Apache Iceberg RIEN BN EZER |, S H A Amazon Data Firehose fFE3E /& i 2
Apache Iceberg &,

A Amazon Redshift Bt & B i1k &
AT NAEEH Amazon Redshift ¥E9 Firehose 7 B IR E

BB REPEAE Amazon Redshift fliE &£ 8¥ 5, Amazon Redshift Serverless T4 | &R TE—
=,

« Amazon Redshift i B £ &

« 3 Amazon Redshift Serverless T4 E B H iR E

® Note
Firehose 2B AE AR A VPC BB HEM Amazon Redshift 528,

Amazon Redshift 71 & & &

AT B A Amazon Redshift TREE B YEN Firehose it B BV Y% iE o

- RMALUTZEERNE:

Bt i Apache Iceberg &Y B # #1i% B 17
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S

Amazon Redshift ££8 | S3 FMEWHBIENEHIRZER, ¥ Amazon Redshift E&EE N A
NFFIFE , FEUHPE LE Amazon Data Firehose IP ik, BEXEZELR |, 5 =F Firechose
% Amazon Redshift B B9 B9 i5 A R

/Wit

B A LU R username/password BRI A |, A AR R E4HAmazon Secrets Manager2A
1518 Amazon Redshift $£&,

- AF%&

8 E B IAE Amazon Redshift ££85#9 Amazon Redshift A, iZA P %MEHF Amazon
Redshift INSERT #XBRF REF B M S3 Ff i@ E H1F Amazon Redshift £,

. B

EEENLREHENAFNEE,
MAAmazon Secrets Manageri£1# —18& Amazon Redshift £EBZIENZH. MRET
NHIRFPREREMNEZR4 |, WEE Amazon Secrets Manager &8 Amazon Redshift &
ERIE—1, BXEZEER , H5¥ Amazon Secrets Managerft Amazon Data Firehose
PHAT BRI,

BIEREE

Amazon Redshift IEE , BIBFEH B ZHEE,
=

Amazon Redshift & , BENE I Z&k.

5l
(k) RVEBES , BB HEFTZEBES . R Amazon S3 WRHPE LM FIHDTF
Amazon Redshift &k AEFIZK |, & ItbE I,

Fa S3 B R

Firehose & 7 EiE& M El S3 17651 , ARG & H Amazon Redshift COPY & & S dE & 2l
Amazon Redshift £, BEE—MNERENHA TEEOREIEN S3 B, RIEFN S3 FM#
BRERELFTRENE#E,
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FEIEINELE] Amazon Redshift 528f5 |, Firehose &G IEM S3 F# BT MR, EALUE
REmAPEREERE S3 ERATHHIE. BXEZER , 52 (Amazon Simple Storage
Service AAF M) PN REGEAEE,

FiE S3 FEMATR

( ATk ) X Amazon S3 W REFABRINBTER |, BFLEIE Z, Firehose & Bz X &Y
Amazon S3 I REA“YYYY/MM/dd/HH’UTC B AN BIZRo 48 AT URF L BT RN N B FF 3K
EXEZEE , H25 B & Amazon S3 W RBMHERN.

COPY options

& LATE Amazon Redshift COPY i S HRIEEN S, LA REECSHEERRIBIREERAX
S, Hlw , WRBHAT Amazon S3 BIEES , MATER GZIP . WMREH S3 774
W E5#EK Amazon Redshift £ R ER —1MNAmazonX1g , N AFEE “REGION”, BXREZ(E
B , 2 (Amazon Redshift BiIEETF XA RIEFE) FH COPY,

COPY command

Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A R g
) HH COPY,

Retry duration

MR FFEIE COPY E| Amazon Redshift SEEF LM , Firehose Ei{ WY RF4LRT[E ( 0-7200
# ). Firehose 8 5 7 ERH—X , EFERBFENELE R, IRFEHFLENERERN
0(%)#®, Firehose £ COPY i AMBFLEIR,

ZEHRR

Data Firehose TEfHE ABIEEABEIEEN EN 2RI &FTEH, BIMUENENUEHRX K
NERSIREE TR

S3 E48

1%£3$% GZIP. Snappy. Zip 5 Hadoop &M Snappy BIEES , HETERK
&, Snappy. Zip #l Hadoop &R Snappy E48 , Fi&F T L Amazon Redshift 57 B By ith
¥ Firehose Fo

S3 XM BEBE (AL )

SINHT REBN (Aik ) : NEFE Amazon S3 B FERAXNRIEEXHT BEB R
WMRERALIEE , NEENXHT RBRNBSHIERA KRS S3 EFHThEE ( HIA parquet
% .9z ) MIIBAERINXHT BR. EFLIEEHESERS S3 EHESERAN , FBRE

A Amazon Redshift Bt & B Fy b 1% B 19
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LRETERNNHT RS, XHETREBLTUUAR () X, ARTREEAWNFR
0-9a-zl-_*()o XHH BETEEET 128 MNF R,

S3 &

Firehose X#fF  Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w i0

2, ATmEL D% S3 pRANEIE. BALLERMER B S3 FRABPIEENRIAMESE

B A SUEREREEEWAmazon KMSEASIR PR ZAJITINZG, MMREFEHARAME

?&E )rl'J_Il«MﬁFﬁ ZRiAAmazonIE B Amazon KMSZE4A (aws/s3) iBFHEZH. BEXEZE
ZHEA Amazon KMS HEBANRS R ImINE (SSE-KMS) fRiF#iE.

A Amazon Redshift Serverless T{E4AFLE B MY #hiRE

YN EEH Amazon Redshift Serverless TYE4HYEN Firehose 7 B Rt E

 WAUTFERMNE :
Workgroup name (L4 & #r)

Amazon Redshift Serverless T4 , S3 FERMBIBFEH X ITIEH, & Amazon Redshift
Serverless TYEABELE N AIAFFiH R , HEUEBELE Firehose IP thiit, EXEZER , 5

%) E # %] Amazon Redshift Serverless Y “EZZ AT AFF 5 RIBY Amazon Redshift Serverless
SEHI"ER S, AR “EF Firehose X Amazon Redshift B 9 #tb #9175 [0 B R 7

BRI

A LA SR username/password B A |, AT BN K FEE 4 Amazon Secrets Manager A
1518 Amazon Redshift Serverless THE4H,

- AFA&

¥EEBWAH R Amazon Redshift Serverless TYE4H B Amazon Redshift A, ZBAF &%
MEH Amazon Redshift INSERT X PR F BEf T M S3 F & #lF] Amazon Redshift
Serverless TH#E4 .,

- B

¥ EB AR Amazon Redshift Serverless TEA K AN ZEE,

A Amazon Redshift Bt & B Fy b 1% B 20
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MHAmazon Secrets Manageri%£1E — N8 & Amazon Redshift ToAR$ 88 TEA KR
%, MREETHIRPREINENEL , MIEE Amazon Secrets Manager H 7 &1
Amazon Redshift ZiE 8| —1, BXREZELR |, ES [ Amazon Secrets Managerft
Amazon Data Firehose 17 5 /R,

HiEE

Amazon Redshift B E , BIESEHI 2 ZBEE.
=

Amazon Redshift & , iENE #12iZ &k,
1l

(i ) RWEBES , BIETEFTZBES . R Amazon S3 WRPENNFIBDTF
Amazon Redshift &AEIFIZK |, & FE L&D,

HiE S3 Bir

Amazon Data Firehose & 508 iE& M E| S3 E# @ , AE A H Amazon Redshift COPY
S, NEIEMNE R Amazon Redshift Serverless T4, FigE —NEREN A TEVOREEE
B S3 FhEM., RIEFM S3 FHMIERELHENFMHME,

S EIE INEL E Amazon Redshift Serverless T4 G |, Firehose M S3 1F4E 48 P I BR %k
B, BUUFEALEGTRANREERE S3 FEEPNHE. BXESZEE |, H5H (Amazon
Simple Storage Service AP g/ PN REWEAHEE,

FE] S3 FEMATR

( ATk ) X Amazon S3 M REFABRINBTER |, BFIEIE Z, Firehose & Bz X &Y
Amazon S3 I REA“YYYY/MM/dd/HH’UTC B A& XA BI8Ro 48 AT URF L BT 4R N B FF 3k 6
EXEZEE , B2 B & Amazon S3 W REBHER.

COPY options

& LATE Amazon Redshift COPY i S HRIEEN S, LA BREECSHEERRIBIREERAX
LS, Hila , MRFHAT Amazon S3 BIEESE , MATER GZIP ", WMREH S3 7w
5128 Amazon Redshift Serverless TEHFER — NAmazonX i , M XFIEE “REGION”,
BEXEZELR , E5H (Amazon Redshift IEFEFF X A RIER) F# COPY,

A Amazon Redshift Bt & B Fy b 1% B 21
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COPY command

Amazon Redshift COPY &%, BEXEZEE , 2 (Amazon Redshift BIEEF &% A R 1E
) $# COPY,

Retry duration

R HAE COPY & Amazon Redshift Serverless TH#E4H kK , Firehose E i HY 3 4L A [A]
(0-7200 # ) , Firehose & 5 7 EIRH—X , BEEIERBFENBLE R, NRNEiAIFLELNTE
REBHNO(F ), Firehose f£ COPY B kMBI FLEiR,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2B TEF, BIRUENENEFX K
NERSIREE TR

S3 E48

1%£3$% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£59 B it
¥ Firehose o

S3 XMy BEBK (AL )

SI XM BEKN (AL ) : FEME Amazon S3 BHRFHBHIXNRIEEX 4T BEE.
MRBRALIhEE , NEEN XY RENESBIRR IR S3 EFH20EE ( HIH0 parquet
% gz ) MIINMERINXHT BE. ERLDEEHESXERS S3 ERESERAN , FBKE
BRETERNNHT RS, XHTREBLTUUAR () X, ARTREEAWNFR
0-9a-zI-_*()o XHF BETRERET 128 MFEH.

S3 m#E

Firehose X# £ Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w h0
2, ATmELS% S3 pFRANEIE. BALLERMER B S3 FRABPIEENRIAMESE
B A SUEREREEEWAmazon KMSEASIR PR ZAJITING, MREFEHARAME
AR, WA LAE A ERIAAmazonFE B Amazon KMSZ4A (aws/s3) EFHEE R, BEXREZE
B, BZ LA Amazon KMS EEZAM RS SRR INE (SSE-KMS) RF BHIE.

A OpenSearch RFEE BrZE

Firehose %3 Elasticsearch iR4~ 1.5, 2.3, 5.1, 5.3, 5.5, 5.6 AKRFIEM 6.*. 7.* F 8.* kR
7K, Firehose X#FEIA 2.11 WL S# OpenSearch RS 2.x.

9 OpenSearch RS ELE B #FikE

22
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AN EE B ER OpenSearch FRE KL,

MALTZERIE :
OpenSearch fR% 1

B BIEL M EIA OpenSearch fRS 1.
%5

¥ IEZR 5| E| OpenSearch BRSS E BT K OpenSearch BRS E 5| & o

Index rotation

EE 2B OpenSearch RFRSIUARKEME, MRBH T RS2 , Amazon Data
Firechose &R BT BB MNBIIEEMN RSB , AHRHTRR, BXEZER , BEZHA N
OpenSearch Service Bt B & 5| 5##,

Type

FIEESIZ] OpenSearch BRFEER AR OpenSearch FRFEEEH, W T
Elasticsearch 7. OpenSearch x # 1.x , MRS REEE—1KE, MRLZH NS EGHM
RANIMARSIIBEFHER | Firehose 2TEZTHHIREE IR,

3¢ F Elasticsearch 7.x , EF L FERE =,

Retry duration

Firehose £ R 5[ 1ER XM EiXAVIFLEATE, OpenSearch X T EiRIFLENE , BAILLZE
F 0-7200 Wz B EME. BRIAFiLIFLATER 300 #. Firehose FRABHEREIRS
R, BEIERFER B FHE N AL,

EiXFEEEH/E |, Firehose 2N HEZAMBIIEERS] (DLQ) , XREEMN S3 HixF
M. X TExE DLQ MEE , BXIEREMNEEN S3 HixFREEMEZEE Wi,
OpenSearch

MR EEE OpenSearch EFFHEN 44 MBA L Firehose stream [a DLQ & 5#E3E , WAL
HEHAFENERENESHNE (U REN ) . BUBERER Amazon ZIFAR , FLARER
Bt REE IE 7200 ¥

9 OpenSearch RS ELE B #FikE 23
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DocumentID &

FERRE R ID A%, XM EE Firehose £ HI XY ID #1 OpenSearch RS 4 R HY
X4 ID, KRIZEXHY ID ERT , Firehose £ XY ID 2ERINET, OpenSearch #ESE A
RFERMNIE ID, ENEXHEARERRE , SBEBES MM AIMEM | 7£ OpenSearch
BRESEFEHEELHN CPU RIR , NTMIEE AL,

B4 VPC i
IR IR OpenSearch BREE M FRE VPC |, EEA LS IEEZ VPC, RERELHR
£ Amazon Data Firehose £ B8 RS 8 KX BB A FMF F4H, OpenSearch &
A LAE A S OpenSearch RS EMHEMNZ A, MRBIEERRNZEA , FREACIAT
OpenSearch [RE B Z A HIE HTTPS RE. A | iR OpenSearch RE B Z£4A
ARFRBIEEBE Firehose BEMNIEENZ AN HTTPS HE, WREFT Firehose EEH

OpenSearch [RFEFEAR —1MNZ24 , FEARZLLEEPN AL REF HTTPS RE. BXRE
SEAHNNEZEE |, i5SH Amazon VPC XA Z AN,

/A Important

EFE VPC HEENHELHI BN FNE |, FRRFIEFNFERBHENR
2P thut, MRIEEFHHRKE R ANGESE IP it | Firehose I EEFE VPC A
BIZ AN ENIs $iEiE 5 , H B & MR R A MK,

ZMXERR
Amazon Data Firehose S E ABTEELARMIIEEN BN ZISH#TE P, BHRUENENE
HXKPHERSREE TR
79 OpenSearch TG EFEE B iFiRE

AN ETE BB ER OpenSearch TERRS EFHYIE TN,

BMAUTZERNE :
OpenSearch TIRFB[ES

IR BIEL R H) —4H OpenSearch LTRSS RSIMALHT

5 OpenSearch LRSS ESELE B iRig B 24
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]

I IEFE 51 E OpenSearch LIRS EFE ST EAM OpenSearch TR 22 E 5B o
B #r VPC E#E

MREH OpenSearch THRFF|/ESNTIE VPC # , EEAKIBPIEEZ VPC, HE
EEEFHE Amazon Data Firehose ZE BB LIRS EFE S LIEBIEHFE AN TR F4A.
OpenSearch

/A Important

EFE VPC HEENHELHI BN FNE |, FRRFIEFNFERBHENR
P thut, MRIEEFHHKE R ANGESE IP it | Firehose I EEFAE VPC A
BIZ AN ENIs $iEiE 5 , H B & MR R A MK,

Retry duration

MR @ Serverless X HHIERBIEREKM |, Firehose EiRHIIFLERTE, OpenSearch X FEiz
FrEatE , WA LUREN T 0-7200 W2 RINEIE. BIAEHFEIEZ 300 ¥, Firehose
MXAEHERERZR , BEREiXSENRASIEN L,

B ERBIEHE |, Firehose 2 fFBEEREIZEFEBAS (DLQ ) , XREEMN S3 fHixTFHE
Mo NTEmE DLQ BEE , B4 FHRFEMEER S3 iR & EEFWS)E OpenSearch
F RS 8% B #Ro

R AT OpenSearch THRFEFEFMN SV N4 MABEH LE Firehose stream [@ DLQ 1% #i
BIE, WAL ERSENBEEREENESHNE (U RENM ) . BALERR Amazon ZHFA
A, §LERE Lt EEEME 7200 B,

ZHXER

Amazon Data Firehose TEE ABEEZREEEN BN 2B 2R TEH, BIUBENEINE
X AR/DNE RS REE TR

BLE HTTP v [EY B B iR

ATMATERA HTTP im /4R B #RAVED,

& HTTP i i B itk & 25
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/A Important
MREIERE HTTP inRIERN Br , BERHIRR 7 HTTP it S 2B R A @SS FRYHR
AR 1T IRAE

- RETIFERNE:
HTTP iR R&E M ( Wik )

A HTTP IwmREE—MNAFRFHNER. Hl My HTTP Endpoint Destination,
HTTP %< URL
BRUTHRAIEE HTTP i =K URL : https://xyz.httpendpoint.com, URL 212
HTTPS URL,
SHRIiE

BRI LR FEER AT RIZE |, o] AN R ZRFE Amazon Secrets Manager A B HTTP
o

/AN O

C (Wit ) BAES

MRS EEIREN B Z4A |, BAEM Firehose MEIGSEREE , BERRIESMES.
MHi%EER —/NEBAmazon Secrets Managers HTTP s R iF R Z4AMNER4E, MR EETHY

KA ELRBEHNER4E |, BEPAmazon Secrets Manager A i RIZ4ARIE— N B4H. BXRE
Z{E B , %2 Amazon Secrets Managerft Amazon Data Firehose i 1T 5B K1,

N BRI

Amazon Data Firehose R A RRBRERZIBFERNWENX , RAEBFNBERLET BN, FiEFR
By enable/disable IR mILEFE GZIP = “BH”,

Retry duration
$8§E Amazon Data Firehose Ei FHIIE LA ZIFTIE HTTP % 2R,
KRIEBIEE , Amazon Data Firehose %£%4 HTTP is M #EiA. MR BIME R AREFEIAE
RTHABR IR EITE 1A , Amazon Data Firehose B3 Eid T4 at A IT RS, SHAMER , ER

& HTTP i i B itk & 26
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EiFErtEBIE N It EiRFLETREBIEAS , Amazon Data Firehose X &R 11 h #dE1&
WA , HEHEER D E Amazon S3 FiEiE,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIE R IAB
HiRR, MIRMIAFEET , Amazon Data Firehose 2T EE X ITHEBERELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFHELE Amazon Data Firehose Ei K% , FIFUHEIRERN 0.

S (W)
Amazon Data Firehose £8X HTTP A HH T2 X LREX . XESH A LA BEIR I
A0 M,

ZEMiRR

Amazon Data Firehose e ABEEZREEEN BN 2B SR TEH, BIFUENEINE
X AR/DNE RS REE TR

/A Important

XNF HTTP KiwT LB #5 , MREE “ CloudWatch BE” HEEIKR B B frim <K 413
NI RIAED |, EFEME Firehose M EMEHRRKND , REEHR,

A Datadog Bt & B /Y3 1R &

ARFINB T £ Datadog ¥E9 B #rEVET, &< Datadog WEZEE |, 55 hitps:/
docs.datadoghqg.com/integrations/ amazon_web_services/,

RETIFERHE,
HTTP i< URL
MTHRERHU TR - AR EMNRREBENLE,

« Datadog H&- US1
« Datadog H&- US3

A Datadog Bt & B 9 ithi% & 27
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 Datadog H&- US5
- Datadog H - AP1
« Datadog A& -
 Datadog A& - GOV
- Datadog $E#% - US

- Datadog }§#5- US5
- Datadog $§#5- AP1

- Datadog $E#x - EU

+ Datadog EtiE- US1

- Datadog E¢i&- US3

- Datadog Eti&- US5
- Datadog EtiE- AP1
- Datadog BLi& - EU
« Datadog Eti& - US GOV
HHKIE
RATBUERERR A APl 240 , B AT LUK R Amazon Secrets Manager3K 1 [d]
Datadog.
- AP B4

BX R Datadog BAZREUEM Firehose [a] b ik S & S EIEFTEH API 247,
MAIEE —ANBAmazon Secrets Manager® Datadog APl 4R %40, MRETHFIKRF

KREZNEHBR4A |, MIEFE Amazon Secrets Manager FRl2—1, BEXEZER |, 51
Amazon Secrets ManagerfE Amazon Data Firehose F 31T 5 4 RKIiE,

AESP IS

Amazon Data Firehose R AR RBRERIBFERNWEX , AEBEERLEZZT BN, HiFXKR
#Y enable/disable IR mILERE GZIP = “B A",

Retry duration

$8§E Amazon Data Firehose Ei# ¥R XX RIFMIE HTTP in /B BT+,
79 Datadog Bt & B Y #thi% & 28
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KIEBIEE , Amazon Data Firehose £%1F HTTP is R A1A, MR BB RBREBIAE
FTEABR U EI#IA , Amazon Data Firehose F /8 3 EiRXF 4T [E it e, ENTHER , BEF
ERXFENERENIE, EidFEtRZIHE , Amazon Data Firehose X &5 41 78 ¥ iz 1%
BMAM , HEHIERZ D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR B IAB
HiRR, MIRMEIAEET , Amazon Data Firehose 2T EE X ITHEBERELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFH L Amazon Data Firehose Ei K% , HFIFUEIZRER 0.

S (W)
Amazon Data Firehose E&X HTTP A HE X LR EN . XLSH T LIH B 218 5 A
A0 M,

SRR

Amazon Data Firehose TE & ABEEZREEEN BN ZH SR TEH, BIFUENEILE
X AR/DNE RS REE TR

N Honeycomb BELiE B By i1z &

KT NE T A Honeycomb 17 BFRIIEI, B Honeycomb WEZER |, S A htips:/
docs.honeycomb. io/getting-data-in/metrics/aws-cloudwatch-metrics/,

RMUETIFERNE :
Honeycomb Kinesis i &

FERAUTHEXIEE HTTP LinT S BIMiL : https://api.honeycomb.io/1/kinesis_events/
{{dataset}}

/Wit

BRI LLEREER A APl 247 , AT UM ZEE A Amazon Secrets Manager A1/ [\
Honeycomb,

A Honeycomb L& B #Y ii% B 29
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- AP B4

Bt % Honeycomb BAIREUEM Firehose [a] b s 2 A& S BB FTEH APl 247,
- B
MR —A8E Hon Amazon Secrets Manager eycomb AP| Z4AM %340, TR ETHSI

RPREBREMNZ4A , BT Amazon Secrets Manager B8l —1, BEXEZER , 5
] Amazon Secrets ManagerfE Amazon Data Firehose A 1T & 1331 o

AT

Amazon Data Firehose R AREBRERZIFERNWEN , RAEBMBERLZT BN, &R
GZIP LB AERMNABRHmIB, X2 Honeycomb B FREIHEEILT,

Retry duration
}§E Amazon Data Firehose Ei# I HIEAIERIFMIE HTTP in R VRT K,

KEBIEE , Amazon Data Firehose £ %1% HTTP is 1A, MR BB RBREBIAE
FTEABR U EI#IA , Amazon Data Firehose 48 3 EiRiF 4 at[E it e, ENTHER , BEF
ERXFENERENIE, EilFEtRZIHE , Amazon Data Firehose X &R 41 8 ¥z 1%
BMAM , HEHIER D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR S BIA,

ENEE {4 atE 233 , Amazon Data Firehose &% EHIA , BRI B IASIE R IAB
HiRR, MIRMEIAFEET , Amazon Data Firehose 2T EE X IT BB RELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFH L Amazon Data Firehose Eid K% , FIFUHEIRE RN 0.

S (Wit )
Amazon Data Firehose £8X HTTP A H BT X LREX . XESH A LA BEIR I
A0 M,

ZEMiRR

Amazon Data Firehose TE & ABEEZREEEN BN 2RISR TEH, BIUBENEINE
X AR/DNE RS REE TR

A Honeycomb L& B #Y ii% B 30
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9 Coralogix & B Y ithi% &

AFNET A Coralogix ¥EH B FRMYEI, X Coralogix WEZE R , 28 Get Started with
Coralogixo

- RETIFERHNE:
HTTP i< URL

MTHEEH L TEBRIERE HTTP %< URL :
» Coralogix - US
» Coralogix - SINGAPORE
» Coralogix - IRELAND
» Coralogix - INDIA
» Coralogix - STOCKHOLM
SR

B LUEREER AT , BRI BUANPR RFZEHAmazon Secrets ManagerBLif[A] Coralogix.
- MEZA

Bt % Coralogix LAIREUEM Firehose [b bt in & MBIEFTEN A E A,
MAEE — N EBAmazon Secrets Manager® Coralogix FAfAHI %40, WMIRE TR HIFRF

KREZNEHRR4A |, MIEFE Amazon Secrets Manager FRl2—1, BEXEZER |, 51
Amazon Secrets ManagerfE Amazon Data Firehose F 31T 5 % RKIiE,

AESP IS

Amazon Data Firehose R AREBRERZIFRNWEN , RAEBMBERLZT BN, &R
GZIP LB BRI ABERwB. X2 Coralogix BRI HEXIN,

Retry duration
8 Amazon Data Firehose B ¥ IE L IXFIFTIE HTTP m KAV R o
KIEBIESS , Amazon Data Firehose &% HTTP I VBN, MR HI4EEIRSBREBRINE
RTHABR IR EITE 1A , Amazon Data Firehose B3I Eid T4 n A 1T 8RR . ERTMER , ER

7 Coralogix Bii& B W ithi% & 31
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EiFErtEBIE N It EiRFLETREBIEAS , Amazon Data Firehose X &R 11 h #dE1&
WA , HEHEER D E Amazon S3 FiEiE,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENfEE iR Lt E B3 , Amazon Data Firehose & EFHEIA |, BEEINEIHEIASIE ST IAER
iR, MR#IAEAET , Amazon Data Firehose 2 EE X IT B[/ EBEERIRITE, WREE
REtE , ENBAEHAEEZEE , EEWEWIASBER A E D,
MR AR %Y Amazon Data Firehose Eif X A HIE , BFUEERER 0,

S8 (W)
Amazon Data Firehose E8)X HTTP A H TS X LR ER . X LS KA LA B &R 51 F
HAOAB Kb,
- applicationName : 1247 Data Firehose KYIR3E
« subsystemName : Data Firehose SR &
- computerName : IETEEAH Firehose RV E R

SRR

Amazon Data Firehose TEE ABEEZRIEEN BN 2 2#HTE ), B EINEF
X K/NERSIRERE TR

N Dynatrace Bi & B BV #hi% &

AIWNE T #E A Dynatrace fE7 BHirMEDl, BXEZEE , S H hitps://www.dynatrace.com/
support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-
metric-streams/,

o EFEIN , LU Dynatrace ¥R Firehose il B By itb,
REER

RIRIBELE Dynatrace FIREEIRERZBEE (BRI ) |, SE#H — S 2L E,
HTTP %= URL

MTH % Gi%E HTTP ¥% & URL ( Dynatrace US, Dynatrace EU = Dynatrace Global )
79 Dynatrace Bii& B B ithi% & 32



https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
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/Wi

BAILEREER A APl TR | AT M ZEE £ Amazon Secrets Manager A1/ 8]
Dynatrace.

- APl K&

4 B IBM Firehose [t iR [IEHIEIBEFTER Dynatrace APl ©h8, BXEZEE | 55H
Dynatrace API - Tokens and authentication,

. B4

MAAmazon Secrets Manageri£# —1N8& Dynatrace AP S ZFH., MRETHYIX
R EZEHIB4R |, MIIEE Amazon Secrets Manager FRl2—1, BEXEZER |, 51
Amazon Secrets ManagerfE Amazon Data Firehose F 31T 5 %Ki,

APl URL

214 Dynatrace ¥FEH APl URL,

NAYwB
HBRERERARNRRBRESRIERWIES, Amazon Data Firehose £ N A RIBRELREE R
WIEX , RAEBEERKEBEN, BAE , UL GZIP BXEHZNB.

Retry duration

87 Firehose EifFHIE LEBIFMIE HTTP iw R BB,

KIEBIESE |, Firehose £F#F HTTP i KAvi8iA, MR HIMEIRJERIAENSBRAIZERE
¥k , Firehose HMEFERFLHITHEE. SHAMER , ERERSFENEIBL, B
TSR EIH)E |, Firehose X MBERM N BBFEEL BRI , A FHIEZ D E Amazon S3 77
8o

)R Firehose [0 HTTP i QA EHIE (A= HHRARNERF ) i , BLEH S @IAEN
THER A FSF HTTP in SAVHEIA,

BIEERFEREES | Firehose MAFFHIA , ERTHIBIARIEHINENHAR, MR
WIAERS |, Firehose 2BEERITBRPREEERRIYE, WRERRAHE , ©FBRER
AEEZEZE , ERWIBIASBEE AN RS,

MR FHE Firehose ERHREHIE , HRILEREN 0,

79 Dynatrace Bii& B B ithi% & 33
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S (Hik)

Amazon Data Firehose &)X HTTP AR &EE X LB EX . X LS B A LA BY &R 51 1
HLAOB R,

ZMiRR
Amazon Data Firehose FEfHE ABTEEREIEEN BN SHTEH, EHXERTIER
B E P X K/DFEtEEE. BN EBRNEPX K/ PNERSREETR.
B = B #ri%iE LogicMonitor

ARE D T 4B4F LogicMonitor A F &8 B iRk, BXEZER , S H https:/
www.logicmonitor.com.

- RETIFZEMNE:
HTTP %= URL

BRUAT I E HTTP w28 URL,
https://ACCOUNT.logicmonitor.com

S HKIUE
B LLUEREER A AP 4] |, A AP ZRZFAAmazon Secrets Manager#t 17 14 8]
LogicMonitor,

- API 4R

EBR LogicMonitor BAIREX /L ¥F M Firehose % ik RIZMEIEFIER AP B4R,
MAIEE —NBAmazon Secrets Managera APl 24789 % 4A LogicMonitor, 1R 7E T HI%|

RPAREINEMNZL |, WIBEE Amazon Secrets Manager F8lEZ—1, BEXEZEL | B2
] Amazon Secrets ManagerfE Amazon Data Firehose A #1T & 1331 o

N B YD

Amazon Data Firehose R AR RBRERIBFERNWEX , AEBEERLEZF BN, NiFXR
B enable/disable A B RILIEIE GZIP = “ZF”,

B & B #7i& & LogicMonitor 34
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https://www.logicmonitor.com
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Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP s R B BT+,

KIEBIER , Amazon Data Firehose £% 1% HTTP is 1A, MR BB RBREBIAE
FTEABR U EI#IA , Amazon Data Firehose 48 3l EiRF 4t [H it HER. ENTHER , BEF
ERXFENERENIE, EidFEtRZIEE , Amazon Data Firehose X f &) 41 78 ¥z 1%
BMAM , HEHIERMDE Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S EIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRATE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

MR FFH L Amazon Data Firehose i K% , FIFUHEIRE RN 0.
S (W)

Amazon Data Firehose E& )X HTTP A AT H#IEXLREX, XLS T LAFBIEIR B
HLAOB R,

ZHRT

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIUBENEINE
X AR/DE RS REE TR

A Logz.io BLE H MR E

KINE T ERA Logz.io fEN BIRMIET. MTMEZEE , BS M https://logz.iol,

® Note
ERMX (K= ) X, FX ¥ Logz.io 8 Amazon Data Firehose B #9ith,

RETIFERNE :

7 Logz.io Bii& B Withi% B 35
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HTTP i< URL

BUTHRIAIEE HTTP A/ URL, URL 2412 HTTPS URL.

https://listener-aws-metrics-stream-<region>.logz.io/

i zn
https://listener-aws-metrics-stream-us.logz.io/

SHIIE

B LLUERBEREEARE S , UMK RFZEEHAmazon Secrets ManagerA i 8]
Logz.ioe

- BETHE
BX R Logz.io SAIREUEM Firehose [8] bt i 2 4% M BIRFT BV IA IR T 1,

MAHAmazon Secrets Manageri£ 2 — N8 & Logz.io XKk TN FH, MRETHIIKRF
REDEHZ4A , NEE Amazon Secrets Manager B8l —1, BEXEZELR , BSH
Amazon Secrets ManagerfE Amazon Data Firehose A3 1T & B RiE

Retry duration
87 Amazon Data Firehose Ei#[a Logz.io & & BIEH K,

REBIEE , Amazon Data Firehose £% & HTTP is 1A, MR BB RBREBIAE
FTEAPR YR EHTA , Amazon Data Firehose fF /B z) Eid F4 At E 1T 8kEe. ©RNTHER , BEE
ERXFENERENIE, EdFEtRZIHE , Amazon Data Firehose X f &) 41 78 #i iz 1%
MM , HEHIERZ D E Amazon S3 F#H.

)X Amazon Data Firehose 6 HTTP is R R A EIE (MIHBE=ERER ) it , BLEFHZHH
INEBRITBEEHER HTTP I BEiA,

ENEE iR iF4EatE 233 , Amazon Data Firehose IS 1IN , BERIWREIHIASIE R ¥ IA B
HAPR, IR HIAHERS , Amazon Data Firehose 2B EERXITHREREBTLEEFRITE. WRER
REtE , SNBAERHEEZZE , BERWEBIARBEE A ESEH,

7 Logz.io Bii& B Withi% B 36
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MR FFH L Amazon Data Firehose i K% , HIFUHEIRE RN 0.
S8 (k)

Amazon Data Firehose &)X HTTP AR F &8 X LB EX . X LS B A LA BY &R B 0
HLAOB R,

SRR
Amazon Data Firehose S E ABTEELARMIIEEN BN ZISH#TE P, BHRUENENE
X AR/DNE RS REE TR
9 MongoDB Atlas Bt & B Byt i% &

AIT AT A MongoDB Atlas fE8 B Wit FViET, BXREZER |, S Amazon Web Services
& MongoDB Atlas,

- RHTIFERNE:
APl Gateway URL

BRUTRIIEE HTTP w89 URL,

https://xxxxx.execute-api.region.amazonaws.com/stage

URL #4412 HTTPS URL.

HHRIUE
PRATLUE R EER A API 247, B AP R ZEE £ Amazon Secrets Manager3k i ]
MongoDB Atlas,
- AP B4

B Amazon Web Services £ MongoDB Atlas ##Y 3 BAZREVIEM Firehose 6] ki =&
MBIEFTEMN APIKeyValue,

. B4

MAHAmazon Secrets Manageri£E —Na8 & API Gateway B9 AP| ZEA 4 |, ZZFHH
Lambda 5 MongoDB Atlas R ER#tX#F. RETRIKRPARBEIENEZR , WEE

3 MongoDB Atlas B & B ##ik B 37
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Amazon Secrets Manager 8l —1, BXEZEE , 152 H Amazon Secrets Manager
#£ Amazon Data Firehose F# 1T & 5Kl

SES IS

Amazon Data Firehose R AR REBRERIBFERNWEX , AEBEERLEZZT BN, HiFKR
#Y enable/disable IR mILERE GZIP = “B A",

Retry duration
$&E Amazon Data Firehose B FHIEL A ZIFMEE = HIREEH N K,

KIEBIER , Amazon Data Firehose £% 1% HTTP is 1A, MR BB RBREBIAR
FTEABR AU EI#IA , Amazon Data Firehose 48 3l EiRF 4t [H it HER. ENTHER , BEF
ERXFENERHNIE, EidFEtRZIHE , Amazon Data Firehose X f &R 41 78 ¥z 1%
BMARM , HEHIER D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 atE 233 , Amazon Data Firehose &% EH1IA , BERIWBIEIAS AR IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBIREEERRITE., WREF
REtE , BEBRERAEE Z2E , ERWEBIARBEE R E SR,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.
ZhiRR

Amazon Data Firehose e E ABEEZREEEN BN 2SR TEH, BIUBENEINE
X AR/DNE RS REE TR

S% (Wit )

Amazon Data Firehose E&)X HTTP A AT #IEXLREX, XLES T LAEBIEIR B
HAOB R,

A New Relic Bt & B iR &

KW NAE T EA New Relic R BRI, BXEZER , iHSH https://newrelic.com,

RETIFERWE :

A New Relic & B #yithi% & 38
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Amazon Data Firehose FEANGIER

HTTP i< URL

MTHRSIRUA TR FEF HTTP i< URL,
« New Relic B& - US
 New Relic $§#r - US
 New Relic $§#x - EU

HH®IE
PRATSLUE R E#R A APl 247 , BRI AN PR ZEE4HAmazon Secrets Manager3k i [7] New
Relic,
- AP B4

£ New Relic One K/ iR B P #H AV AIERH (40 MNERFNTAEFFHH ) . BFEL
API| Z4AM Firehose [ tbim /A& REIE,

MeiEE—AEE N Amazon Secrets Manager ew Relic B AP| 248 %48, IR ETHSI

RPREBREMNZ4A , BT Amazon Secrets Manager B8l —1, BEXEZER , 5
] Amazon Secrets ManagerfE Amazon Data Firehose A #1T & 1331 o

SES IS

Amazon Data Firehose R AR REBRERIBFERNWEX , AEBEERLEZZT BN, NiFKR
By enable/disable IR mILERE GZIP = “B A",

Retry duration
$§E Amazon Data Firehose Eif 8 #E &2 2| New Relic HTTP % R I BT &,

KIEBIER , Amazon Data Firehose £% & HTTP is 1A, MR BB RBREBIAE
FTEABR AU EI#IA , Amazon Data Firehose fF /8 3l EiRF 4t [E it e, ENTHER , BEF
ERXFENERENIE, EidFEtRZIHE , Amazon Data Firehose X fi &R 41 8 ¥z 1%
BMAM , HEHIER D E Amazon S3 .

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITEESHER HTTP IR 2 BIA,

A New Relic & B #yithi% & 39



Amazon Data Firehose FEANGIER

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIAE R IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2 EERXITHBIREEEERRTE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.

S (Wit )
Amazon Data Firehose FTE &)X HTTP AR F & X LB EX . X LS B A LAESBY &R B 1
HLAOB R,

ZhiRR

Amazon Data Firehose e ABEEZREEEN BN ZH SR TEH, BIFUBENEINE
X AR/DNE RS REE TR

A Snowflake Bt & B B iR E

AN B Snowflake AT &K B BRI LI,

® Note

Firehose & Snowflake WEREEXERED ( FFELILEP ) . XEEEP (HEBX ) . KM
(ZBRZ), ZERZ (HBXEMN ), IAX (FRKRE). M (EZZmE)., TAHKX (#H
g ), UAR#MKX (HR) MLA#HX (FE )., TABX (ZX )., M (£K). EEM
(ZRF ). MEX (FEB) . BM(PE) . BN (FBE )., AKX (ZX ). BN (£
). EEM(ZRF ), MEK (PZ) . BM (HZ). M (P ) BER ), TA#HKX
( KBR ). BOM ( BrEFRE )., YA#KX ( #EIE ) o Amazon Web Services X1

ERIEE
RHUETIZRNE :
Snowflake ik~ URL

g€ Snowflake I~ URL, 30 : xy12345.us-
east-1.aws.snowflakecomputing.com, BEXUMAEELRNKS, URL WER , ESH
Snowflake 1%, EEE , BREEERAS , MiHY ( https:// ) BAEN,

7 Snowflake BLi& B #Y3#11R E 40


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region

Amazon Data Firehose FEANGIER

/Wi

BALEEFHIRMARFZRE., RPANEE , LA LAMAmazon Secrets Managerd 4 &%
£A LA B Snowflake,

- APEX

BEEZER T MELEIEN Snowflake AP, BFHEEAAFPERCFHIER AE| Snowflake &XH,
- AEZ
EEMER4A , LLEMEA Snowflake LA PKCS8 RFTHHRIE, A , TEN PEM TE

MTEMEN LB ZRAN -0 . MRBAWDAZIT , WEBBRRITH. ATHLBEAL
MEIB R R

FPBR KEY_CONTENT HEI =& R EREHIR ML Firehose, TEEH#ITHRF header/footer T ikt
CRESH

+ Passphrase (%1#3)
EERBEXBRECMENLERH. MRLEZHARNE , WALHLFREZ., BXE
B, 2" Using Key Pair Authentication & Key Rotation,

%A

%)

MHAmazon Secrets Managerii# — /N2 & Snowflake R ZEH. WRETHY|FKH
KEBIEHZEA | MIETE Amazon Secrets Manager 8l —1, BEXEZER | ESH
Amazon Secrets ManagerfE Amazon Data Firehose 31T & BRI

AEEE

FEAERIAM Snowflake B : INRIEFIIEI , N Firehose T &FHEA A RIZIE S
Snowflake, BRiIZFBRIAB AT MHELE, FRERIALSCEEFHERAZE Snowflake FRH
HY PR,

FHABEN Snowflake B : i AFHIEINE F Snowflake FRATH Firehose IB{ERIIEZRIA
Snowflake B,

7 Snowflake & B /Y it 1% B 41


https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation

Amazon Data Firehose FEANGIER

Snowflake &%

ETMARERLE,
#./ VPCE ID ( 3% )

Firehose 5 Snowflake FAHE K VPCE ID, B HEMHR AN com.amazonaws.vpce, [X
] .vpce-svc-, [id]BREZEER , BZH AmazonPrivateLink & Snowflake,

(® Note

MREH Snowflake ER S AFEHERE  NEFHAET AwsVpcelds MK FREEK
foiF Amazon Data Firehose #i#&. Firehose TEE&TE Snowflake K FEEE T
IP IMEREE. BAET IP INEXMATEES T Firehose E#, WRELBIFE
BET IPHRBEHIALERS , NFEBITRRZFIE S Firehose HIRABR R, BXET L
fERAK VPCE IDs %%k , B2 R, 1h[R VPC FE Snowflake

BiEEFEERE
«  BUMBEUTIRE , FEEMEA Snowflake #E Firehose R B B it

« Snowflake BHEE : Snowflake R FF B BIREREEBIEEH,

* Snowflake 2£#) : EMRBEEH IS NRUAK , IERHWRHRFEENR (HlMERNUNE )
KR DA

» Snowflake 3 : Snowflake FHVFIEWIE R FRERFEERF , EBEWNIINITHES,

& Snowflake =Y hn &k %I

- {5/ JSON EERFIR
- {#£f VARIANT %|
- RRHE  EXRPIEESE , HPXIMEKRHBEBSE.
« TEENG (k)  ERDEENE  HRAANEABEEE. BAKFERE , ENEETR
EKAHHK Snowflake FTRHPFEFILA T,

Direct PUT AEXRIE

{

7 Snowflake & B /Y it 1% B 42



https://docs.snowflake.com/en/user-guide/admin-security-privatelink
https://support.console.aws.amazon.com/support/home?region=us-east-1#/case/create

Amazon Data Firehose FEANGIER

"firehoseDeliveryStreamName" : "streamname",
"IngestionTime" : "timestamp"

}
Kinesis Data Stream F{ERIER

{

"kinesisStreamName" : "streamname",
"kinesisShardid" : "Id",
"kinesisPartitionKey" : "key",
"kinesisSequenceNumber" : "1234",
"subsequenceNumber" : "2334",
"IngestionTime" : "timestamp"

}

Retry duration

Snowflake IRE BB S BFTFF @B B Snowflake £ B RMET | Firehose EifHYIF4EaTA ( 0-
7200 #' ) . Firehose SMEBEIRAFRNER , BEFEHXFEMNBELE R, IRFEAFLNERENRN
0(%)#®, N Firehose 7 Snowflake XKMETF2ER , M2 HFHFTEIHZE Amazon S3 HiRTFHEE.

ZHXETR

Amazon Data Firehose TEE ABEZRIEENENZ SR TE R, BEMNVNENEBNEFRX K
PARSEMEEMR. BEXEZEE , TSR BEZHIRET.

A Splunk BLiE B Byt E

AFE N EERNF Splunk AT B 89 A% IR,

(® Note
Firehose MIELE T R HAHKIGE R I AEF NEHIGE A Splunk EFEZRBIE.

- REATIIFERHNE:

7 Splunk BLE& B #Y3iRE 43
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Splunk cluster endpoint

EWTERS , HS R Splunk XAFKELE Amazon Data Firehose U E#E %1% Z Splunk

N
=

Splunk endpoint type

ERZHIERT , Bk Raw endpoint, #E#FEvent endpointREFEAREHLRET
BIE KiEAmazon LambdaZ| R RN E I KL EBEHIE, EXECANKINER , B
Splunk X B ELE Amazon Data Firehose LU EIE %% 2 Splunk &

B RIE

BRI LLEREERASARIETHE | B UMPRZEZEAmazon Secrets Manager LA 1 (8]
Splunk,

- BORIESHE

Ei%E W M Amazon Data Firehose EWHIER Splunk ik , FZH Splunk XEHRHER
T Amazon Data Firehose B Splunk #i#H ZEMAEBIR, RFEN1Z Firehose FRiRE
U ST M Splunk SREXEY T A8 , LR INZ T,

. B4

MR —ANEAmazon Secrets Managers Splunk & KIEH H‘“H’J{n’fﬂ MRETHRIE
R E BB Z4R |, MIETE Amazon Secrets Manager 8l —14, BEXEZER |, E5H
Amazon Secrets ManagerfE Amazon Data Firehose H3 ﬁ%ﬁhu‘t

HEC acknowledgement timeout

$&E Amazon Data Firehose &4k B Splunk FZESIHIAR BT, R Splunk EB AT 2 B
REIEHIA , Amazon Data Firehose £ X ER M A BIBEE M AN, A5 , Amazon Data
Firehose 2 F iR S HIER 19 E Amazon S3 FiE#E , EAEURFEREN EXFLEMEE,

Retry duration
87 Amazon Data Firehose Eix[a Splunk &IEZIE Y AT+,

KEBIEE , Amazon Data Firehose £ 1F Splunk B9HiA. 1R KIS IR RTINS H
BRAUKZEITIA , Amazon Data Firehose ¥ /B3 EiRIFE T EITHEE. SRHTHER , EFER
FaatE B 1t EidiFsatE2IHAS , Amazon Data Firehose 355X fhi )5 91 7 #k3E 4% 5 ok
W, HRFHIEZ D E Amazon S3 F .
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http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview

Amazon Data Firehose FEANGIER

)X Amazon Data Firehose [ Splunk KIAEE ( T RVIXRZHERER ) it , HLEFHS
IR T EEE , HF4F Splunk BIHIA,

ENEE {4t 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
HiRR, MIRMIAEET , Amazon Data Firehose 2T EE X ITHEBERE L ERRITE., NREF
RETE , eEBAERAEEZZE , BEFWIBIASRBESIATE SR,
MR FFHELE Amazon Data Firehose i K% , FIFUEIRER 0.

SRR

Amazon Data Firehose TEfE ABEEZRIEEN BN 2 2#HTE ., BN EINEF
X K/NE RS IR ERE TR

7 Splunk Observability Cloud B¢ B Kyt i% &

EF N T A Splunk Observability Cloud ¥E5 B#Rr#iETl. BXEZELR , HSH https:/
docs.splunk.com/observability/en/gdi/get-data-in/connect/aws/aws-apiconfig.html#--ap connect-to-
aws-using i. the-splunk-observability-cloud

RETIIFERE :
=HEREUHS URL
& A LATE Splunk Observability & & W Bl E 34> A LA">" KR BIERER KL , RE
Splunk Observability Cloud #9354 i #E#EL URL,
HHRIUE
BAEREERAFRSE | A NP RZEFEHAmMazon Secrets Manager ik A Splunk
Observability Cloud,
- HETHE
M Splunk Observability #ZHlEHWIRE FTHIHRITES , EFES INGEST RLCEER
Splunk Observability 1 &) 5 k&

3 Splunk Observability Cloud & B #Y3ti% B 45


https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api

Amazon Data Firehose FEANGIER

MR —AEBAmazon Secrets Manager® Splunk AJ M4 =157 %Hi'i’-ﬂ’ﬂ?‘ﬁ’f'ﬁo mMRRET
FHIRFREFEMHZ4 |, WETE Amazon Secrets Manager FEIE—1, BEXEZER
#EZ i Amazon Secrets ManagerfE Amazon Data Firehose Hi# ﬁ%fﬁLlIEo

AT

Amazon Data Firehose R AR REBRERIBFERNWEX , AEBEERLEZZT BN, HiFKR
#Y enable/disable IR mILERE GZIP = “B A",

Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP in /R B BT+,

KEBHES , Amazon Data Firehose £&%F HTTP im R AIA, MR EIERBAREBHIAE
FTEAFR UL E#TA , Amazon Data Firehose fF /82 Eid F4 T E 1T 2kEe. ©RNTHER , BEF
ERXFENERE AL, EilFEtRZIHE , Amazon Data Firehose X &) 41 8 ¥ iz 1%
BMARM , HEHIER D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZHH
B ITHESHER HTTP IR 2 BIA,

ENEEF iR iF4EntE 233 , Amazon Data Firehose I 1IN |, BERIUKEIHIASIE R ¥ IA B
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBIREEERRITE., WREF
REfE , SNBRAERHEEZZE , BEIWEBIASBEEE LR S 2,

MR FFH L Amazon Data Firehose i K% , FIFHEIRER 0.
S (W)

Amazon Data Firehose E&X HTTP A HE X LR EN . X LS H T LIE B 218 5
A0 M,

ZHRT

Amazon Data Firehose TEE ABEEZREEEN BN 2SR TEH, BIUBENEINE
X AR/DNE RS REE TR

79 Sumo Logic Bt & B #Y it 1% B

AW NE T EA Sumo Logic 1N BFRHVIET. BXEZELE , B3 M https://www.sumologic.como

9 Sumo Logic Bt & B By it 1% B 46
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RETIFERWNE :
HTTP i< URL

BUTHRRIEE HTTP im S8 URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. URL #4%i@ HTTPS URL,

WEAYTE]
Amazon Data Firehose FRIANBRERERBERNVIENX , AEBRERLEB BN, XNiEK
By enable/disable IR mILEFE GZIP = “B A,

Retry duration

8% Amazon Data Firehose Eix# [ Sumo Logic &% BIEH R,

FEBIEE , Amazon Data Firehose %% 1 HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3l EiX F4 Tt [E it 585, ©RTHER , BEF
ERFERBEBRIE, ERlFERBEZEHE , Amazon Data Firehose X 185 M 7 $iiE 1&
wMAM , HEBIEZHDE Amazon S3 FiER.

)X Amazon Data Firehose 8 HTTP s R KIEEE ( MIBERHER ) it , BELEHZIHH
B ITEESHER HTTP ik 2B BiA,

ENEE{IFLErtE 233 , Amazon Data Firehose &% EHIA , BERIW B IASIE R HEIAB A
HAPR, WERFEIAEEES , Amazon Data Firehose 2 EEIR TSR EEFRATE., NMEEE
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,
WRAFFHE Amazon Data Firehose Eid £ X HIE |, HFIEIRERN 0.

S8 (Wit )
Amazon Data Firehose £&8)X HTTP A HE X LR EN . X LS H T LLIE B 218 5 A
(40 E M,

EiRR
Amazon Data Firehose TE & ABEEZRIIEEN BN 2 2#H1TE W, Elastic BFrHVE
WEARX K PRERRSRES TR,

5 Sumo Logic Bt & B By ithi% & 47
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A Elastic BLi& B #Y#hi1RIE

AN BT A Elastic YEN B FRAVIZIA,

- RETIFEMNE :
Elastic # = URL

BLUAT#IEE HTTP I8 URL : https://<cluster-
id>.es.<region>.aws.elastic-cloud.com, URL #4412 HTTPS URL,

SR

BRI LR FEER A API 241 |, BRI AN EE4HAmazon Secrets Manager A5 [d]
Elastic,

- API %48

EX R Elastic LAZREXM Firehose M H RS ZBWBIEFTER APl 247,
MHAmazon Secrets Managerit® — /N3 & Elastic AP| Z4AME4H, MRETHIIKRA

KREDIEHWEZL , WETE Amazon Secrets Manager Fe|E—1, BEXEZELR , 5
Amazon Secrets ManagerfE Amazon Data Firehose 31T & BRI

NESE IS

Amazon Data Firehose FRIABRERERBERVEX , ARBNBERLZELT BN, ®F
GZIP ( XRBRINERNAS ) REAZKERM enable/disable AR 4B

Retry duration
}§E Amazon Data Firehose E i3 6 Elastic &3 HIER BT,

FEBIEE , Amazon Data Firehose %% 1 HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3l EiX T4t [E it HER. ©RTHER , BEF
ERFERBEBRIE, ERXFERBEZEHE , Amazon Data Firehose X 185 M 7 $i#E 1%
wAM , HEHBIEZHDE Amazon S3 FiEM.

)X Amazon Data Firehose 6 HTTP is R KA EIE (HIBEERER ) it , BELEFHZHH
INEBRITBEEHERS HTTP SR BEiA,

A Elastic BL& B #y#iRE 48



Amazon Data Firehose FEANGIER

ENEEF iR iF4EntE 233 , Amazon Data Firehose I 1IN |, BERIUWREIHIASIE R ¥ IA B
HAPR., MBEHIAFERT , Amazon Data Firehose 2B EERXIT B R EEEFIREH, MREEE
REfE , SNBRAERHEEZZE , BEIWEBIASBEE LR S 2,

MR A FE Amazon Data Firehose Eid KA HIE , B LHEIRERN 0.

S (L)
Amazon Data Firehose 8K HTTP AT HISXLEREX, XLESHT LA B EIRIH
HL B,

ZPIRT

Amazon Data Firehose 7B ABEEZRIEENEN 2SR TEH, B BIFNENE
XK/ H 1 MiB,

MERDIRE

Amazon Data Firehose £/ Amazon S3 2 FIEHEINZHEAMOERE | HEAGEELH T &L
BB,

/A Important

« HEY Firehose 7R E Direct PUT 3 Kinesis Data Streams B} , F X & PiRE,
« BEEMIHEEMCEATNARFENM , FEHT Amazon S3 &4 B i,

MREMHLLTIEERZ— , WA LA Firehose FiiSE S3 & 1RE.

o WMRETE Amazon S3 iIZE N Firehose FiEY B BVt |, HiEFIEE Lamb Amazon da BRECRZIREIE
B , RELIER BRI Firehose BB IZZE R,

- MREF Amazon Redshift iR E N Firehose 7y B Hih , HiEBRIEE — Lambda BECSRERETE
Amazonit F.

« MBRFMUTEMRSEIZRE R Firehose EIER B It : T 5% OpenSearch AR
%, Datadog, Dynatrace, HTTP Endpoint, LogicMonitor MongoDB Cloud, New Relic, Splunk
=%, Sumo Logic, Snowflake, Apache Iceberg Tables,

LA 2 Firehose & i%iE.,

BEEZRHIRE 49
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« Amazon S3 FHRIZRKZ M : MRFBEEFEHN BEFR2 S3 5 Amazon Redshift , Mg B RIEZ
BRARBEZOERNEZA, URFEMAEMIIFNIRS ( S3 3 Amazon Redshift Bt ) RE RN
FEBRHNEBER , M RBIERERERMAMEREIEE2XE 0 KM EIE,

- S3 B 1EMEM ; ZEMEMHN Amazon Data Firehose & 19 IE/ S3 1FiE @,
. S3ZMFMEBEILE : X2 Amazon Data Firehose &1 #3851 &
« SAEFDEFMEBERMEIR : MEAMHKEHRMEL S3 FHEMEIRM HATRF,

- ZHNEPERR, EHMIME : Amazon Data Firehose 5 Amazon S3 & DA BIEHNE M4 %
WHEE  HEANEEZHTEIEERNE N, Amazon Data Firehose TERE A EE@ ( BH)
#| Amazon S3 Z BIXT H#1TE P, BAILUEE 1—128 BHEHX K/ MiBs H 60—900 # Y& (A
fB. ERHEMNFZHAARM Amazon S3 HITHIELMNEE, IREEABEER  EFAXKERRE
&M Amazon Data Firehose 32 #1050 3E A i i8] B BB 4% #1 2] Amazon S3 IRt A, R EIE/L I
FEMNIREE T THIEE AR Firehose IR E , Amazon Data Firehose 2138 & X K
NUABR FIRE, WIRER B THEAME KIEEME M E B 5.

« S3E4R : &#¥ GZIP, Snappy. Zip & Hadoop & H# Snappy BIEESR , REFERK
#&. Snappy. Zip 1 Hadoop #ZA#) Snappy E4E , T5&M F LA Amazon Redshift #E55 B #91t #9
Firehose .

« S3INHYT BEBEN (W) : IEWE Amazon S3 B EFEHBHNNREEXHT BEER. IR
BRI  MIEEN XS BEHEERERNERE S3 E4EThEE ( la0 .parquet = .gz ) Fi N
WEIAX T BE. EFLINGEERIERXFRDS S3 ERESFEAN , FRREERE T EWAXH
VFREB. XUV RBLFBAR (.) FFk , HEAUEEARAFNFESR : 0-9a-zI-_*()e XHTRET
BEBIT 128 NER

« Firehose X33 Amazon Key Management Service (SSE-KMS) B Amazon S3 fRE 855k 1153 |
ATmELS#H S3 PRANEKE. BULUERFEA B S3 ERATPIEEMNMRIAMBEE | thA
PLUEERE RSB NAmazon KMSERSIRPIBAMITINE . REEAZHAMELRE , WA
LA A BRIAAmazonfE B Amazon KMSE 4R (aws/s3) RBEFREEZEP. BXEZER , BSHEAR
Amazon KMS EEZ AN IRS B im % (SSE-KMS) RIF#IE.

BEZFRT

Amazon Data Firehose & AWRBIBER A E —FE XD ( BH KD ) |, EAHA—ENE ( RAETEE
B EENEZHIEENE N, MRELERE Amazon S3 EH A NRENXHHIBESEIELENA
BEFMHEE , EEFE Firehose WARNIERLALE BirRE , NEEFEAZPRET.

&R ATE B2 T RY Firehose MAYEL B &P K/NFE P Xt EIFEIFE , HEEFHIMA Firehose RAITEF K
NAE T EIREIFE, FAKRNDUWRNEMNE , ZF MBs AR AENVNE, BR , MREHNHSP

BEEZHRT 50


https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html

Amazon Data Firehose

FRARER

Z—HEEE , BELANE —MREAE. BENE -PNEPFRAMA Firehose R EfE. MRRE
EZPE , WERRIANE,

& A LB Amazon Web Services B2 #|A. Amazon Command Line Interface =i ELiE Firehose
SRR, Amazon SDKsX FIER , B AFEREE AP EBETSER APl EE
BEMRR , FHEEGEAERAMINE. UpdateDestination¥ FHEE |, Bl LAEREE A

=% CreateDeliveryStreamAP| & PR TEE N IBHEEN —Hr. EREZEHPX KD |, &

f£CreateDeliveryStream§, UpdateDestinationAPI B B 454§ EDestinationConfiguration®

MIntervalInSecondsHiXESizeInMBsHl,

® Note

EFXRTINATS RIS XER , MaiSs XEPXERUNA TR EBL 5.

AT HREERNENEARS , B UERZR P RIERIRTR. Z&F & atE E i
BENEWE , Firehose T2ZHHIE  MERE/IWHAERRAKE. ENEARTIEXNRE
WEZR , BERMHENE , THEXHBNE Firehose BB AR T
SERAIRICERTRARF BN , REA T Amazon S3 &1 B Hyit,
EEAIETERATIRD X,

LN XatE RIREEE R /DT 60 B EUIRMEEMIERR , Firehose &3 S3 B Ky fiE
Ao tE&k. BT S3 Bt PR L& | MREEBRNEFXFEERNF60R , N&F
F) S3 PUT API B\ A2 BP0,

BRENEHEZTRTEENMINE , BSRT X

BirfLE ZHRARN (LAMBREL , FESHAMRINE) ZpetiEERE (2L
MWREM , FESF
AERINE )
Amazon S3 1-128 (5) 0-900 (300)
Apache Iceberg &  1-128 (5) 0-900 (300)
Amazon Redshift 1-128 (5) 0-900 (300)
OpenSearch Ak 1-100 (5) 0-900 (300)

E2p -t

BEEZHRT
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
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FRARER

B PR iE

OpenSearch
Splunk
Datadog
Coralogix
Dynatrace
R
Honeycomb
HTTP %=
LogicMonitor
Logzio
mongoDB
newRelic

sumoLogic

Splunk Observabi

lity Cloud

Snowflake

-

ZHRN (AMBRAEN , FESHARMINE )

1-100 (5)
1-5 (5)
1-4 (4)
1-64 (6)
1-64 (5)
1

1-64 (15)
1-64 (5)
1-64 (5)
1-64 (5)
1-16 (5)
1-64 (5)
1-64 (1)

1-64 (1)

1-128 (1)

—1 ‘@& Firehose B R RENEHAEE.

gZastal |l fE (A
PREN, FEEF

NERIAE )
0-900 (300)
0-60 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)

0-900 (60)

0 - 900 (0)
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+ R EFimNZE——Amazon Data Firehose X #AmazonfE A %A EE RS Amazon (KMS) By
Amazon S3 RSB ME , AT MHBLS# S3 PRANEE. BEXEZEL , FSHEEH KMS
Amazon £ EZ AR RS ERIR N (SSE-KMS) RIFEIE.

- fHIRBEIEF : Amazon Data Firehose Fid R B ME MK E IR, I, BARERRE ,
T A LB Lambda A F FHFEEREIRLET AR, CloudWatch BXEZER , HE5H £H
CloudWatch Logs ¥#8 Amazon Data Firehose,

/A Important

BAREALER |, 1BEZIZEINIERIZ Firehose 73 2+ /5 A Amazon Data Firehose &% H &
BFK, XMEEATRRECERLEBIEZMAMNBERLT , BA RS RFAESE.

« PR : Amazon Data Firehose £/ IAM B &&3RE Firehose FRATHENAIBENIR, B LUEFE 62
B2 EMENRRBHNF AR , taJLli%E RN Amazon Data Firehose SIEZWME AR, ZACHETH
Firehose BFX EMIRF G RINIR , DIEEH S3 1768, Amazon KMS 40 (MRBA T EHE
iz ) M Lambda E¥ ( MRBRATHERR ) . BHAETAETLSUANAEG, BXEZER,
BSETALR IAM?,

(@ Note

IAM B ( B3 5T ) BIEEIE R Firehose RAHEENE B BIE, MREX Firehose
TR B Wit TEMER , MARFHEH IAM BE,

o RZE-BALURINARE R A LR Amazon B IR, BRERFK AN A2 &l U5 @] AR o

WMREE CreateDeliveryStream BEFHIT THRZ , M Amazon Data Firehose &%
firehose:TagDeliveryStream BEHITFANENR , URIEAFRREEZLUBRIRZMNN
Ro MREFRMUNR , MABTE IAM BRFENF Firehose TREVERFGEAM , HER
AccessDeniedException , M1 N F7Ro

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/
x with an explicit deny in an identity-based policy.

BT RBIERT A VF R P 812 Firehose 7 N FFRE A SR BE

EEZONSRRES , EFLMERE , RREFEEIE Firehose o
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
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#HY Firehose RELEESIBRS TEE— LN BETRER. HEH Firehose L TENREE , B AT
LAM A= % [0 R IR

BEESRRE 54
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5 A 7R B EN i Firehose it

"‘—IJ«XEFE Amazon Web Services BB #| A REELHRERBEHIE, ZBHAEEHXERPE
ITHIAS | U RAIEFZB AR Firehose fiA . XBELEEMH Firehose SRIVELE , ™ FE 4 BN IR
Eo

THRENHEN - RO

{"TICKER_SYMBOL":"QXZ", "SECTOR":"HEALTHCARE" , "CHANGE" :-0.05, "PRICE":84.51}

BHEE |, HIEMW Firehose R MBIER , 27 £¥5F Amazon Data Firehose 2 , {BIE 4 K I IERT
TEFEEMBER,. EELEFAEXERA | S LFER RS A F L RABEER.

TR

EEFF Rz al |, ExBIEZE Firehose o BXEZER , B55H #iE : \2H A BIE Firehose o

£ Amazon S3 #H 1Tz

BATUA TS B, , & Amazon Simple Storage Service ( Amazon S3 ) #E3 B Byt Uiz Firehose o
E A Amazon S3 li# Firehose 7

1. 1E https://console.aws.amazon.com/firehose/ F3#TFF Firehose #2#|&

2. EBSEERM Firehose M. EFHARIELKIEZH , Firehose AL FIENIRS.
3. EFERAERBEHTNET , EEFEIF IR KR EREIER AT 4 5 ROl RRBHE,
4

RERSLNHARIIEIRE EENHEERME S3 F#E, IR, REFHEBNETEE , 78
FE/L7MEtE , INRIEE R ELENFHEED.

5. ENHTKE , BREFIELXERBENAEEF~EERTER,

£ Amazon Redshift 3170z

WITUT R | & Amazon Redshift YE B B9 #h LA Firehose o
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https://console.amazonaws.cn/firehose/
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ZE{# A Amazon Redshift J|i® Firehose

1. Firehose iE>R Amazon Redshift £EBHFEE—1 kK., BT SQL #0OiE#EEE Amazon Redshift |
HZTUTBAUAE - NMEZREBEH R,

create table firehose_test_table

(
TICKER_SYMBOL varchar(4),

SECTOR varchar(16),
CHANGE float,
PRICE float

);

f£ https://console.aws.amazon.com/firehose/ F$TFF Firehose &l &
EFSEERHY Firehose o EFFIRAIEBIEZ A |, Firehose TATLL FIENIRES.
4%1%8 Firehose Ay B AV ¥ AE S ISR EIEM firehose_test_table X.
EEARERRBE#HTNET |, BRI R REERBAER £ R IRERBIHE,

RERSLNEARIIRE EENEREEAIENR, FI8  BREEVEE  JREFE/LD 8
B, T EE RELHNRF,

EMRTRSG , EREFLERFERBEN T ELE~EEATA,
8. Y% Firehose M B M IFMERLIER R —1MN &K,
( /i ) MIBR firehose_test_table %,

o o kw0 N

~

©

& OpenSearch Service 317zt

HITELT S8 |, & Amazon OpenSearch Service £ B 893 LUNUiR Firehose o
E A OpenSearch Service Mk Firehose i

1. £ https://console.aws.amazon.com/firehose/ AT FF Firehose 12 #| &

2. EFRSHERM Firehose M. EFHRRIELIEZA , Firehose AL FIENIRAS.
3. EFERERBEHTNERT , EFEIF IR AR EREIER AT 4 5 Bl RARBHE.
4

RERELNEARIIHRIERER CAERHIIERN OpenSearch Service Hl, AXEZELR |, HS1H
{Amazon OpenSearch Service FF & A R 3E58) T OpenSearch Service HHEZE 1,

5. ENHTKE , BREFIELOXERBENAMEIE~EERTEA,

{§ A OpenSearch Service # 1Tz, 56


https://docs.amazonaws.cn/redshift/latest/mgmt/connecting-to-cluster.html
https://console.amazonaws.cn/firehose/
https://console.amazonaws.cn/firehose/
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-gsg-search.html
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{#F Splunk 317

BATUAT 8 |, LUMESF Splunk /B8 B 891k AN Firehose o

E# A Splunk iz Firehose 7

1. 1£ https://console.aws.amazon.com/firehose/ A ¥TFF Firehose 12 #| &

2. EFETEERRY Firehose M. EFFRARIETIEZAI , Firehose AT4LL FIENIRAS.
3. EERERBEHTURT , EFFF AR KEREHIER AT 4 5 R PR R HAE,
4. RERBEEFBIEZME Splunk &5l. Splunk F Y REIERF R

sourcetype="aws:firehose:json" fl index="name-of-your-splunk-index", B>

W1AFE Splunk FEREBHMEZEER , 1S H Splunk PRI ZF M.

MENHEERHIEER Splunk R5|H , FREMEK AmazonS3 FEETPREBAMEH,
FESRABEREEE Splunk.

5. ESERMIEA , i Stop sending demo data LM IEF=4E AR A,

5 F Apache lceberg it 17t
HWITULT SR |, ¥ Apache Iceberg RAEHN B #9it LAMIi Firehose i
E{F A Apache Iceberg &M i# Firehose i

1. 1E https://console.aws.amazon.com/firehose/ A ¥TFF Firehose 2 #|&

2. IERIFJEERKY Firehose fi. EFFHRAIEBIEZHI , Firehose TRAT4L FIEIRES,
3. EFERERKREHITIET , EEFHAEETRKIEE LR RIRERBEHIE,
4

ERRELWRARIERE EENEIEEE IR Apache Iceberg &k, HEE , RIEEEENE
HEE  WREESE/LoNE  FINRFEERELNEEBED,

5 MEMHABIEREIELER Apache Iceberg RH , NEFERELRH AmazonS3 FHEBFREE XK
=4,

6. TESEAMIEAT |, iHi%$#F Stop sending demo data LAE L= A ERHTEA.

& A Splunk 3173zt 57


https://console.amazonaws.cn/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.amazonaws.cn/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
https://console.amazonaws.cn/firehose/
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b Firehose & IETIE

ARFT A B a5 A A [ 49 BRI RIS R &R B IR Y Firehose o MR BT T ## Amazon Data
Firehose , &1 S B B 2T 1+ 4 2 Amazon Data Firehose ? MBS FIARIE,

(® Note

R Amazon fR$ R E EMEH RIERIE — X P Firehose Fit. MRTEHN Amazon
CloudWatch Logs, CloudWatch Events 2 Amazon loT EZi& B #x:8¢ , &H Firehose AR E R
NIEM |, BRIEEH Firehose RESHMERSVLTE—XiE. BXx8MNXENERESRINE
B , %28 Amazon Data Firehose i 5.,

& 7] DU BHE ML T B3 SR & 3% 2| Firehose o
FH

 ECi& Kinesis RIBAKIEEIE

« fEF Amazon SDK & iAEE

- [@ Firehose &% CloudWatch Logs

- [0 Firehose &% CloudWatch Events

- EtE Amazon loT B[ Firehose KiAEHE

Bl & Kinesis {CEE LA KX IE

Amazon Kinesis K2R K Java RENAERF , TRAESEXE , AE ROAKRERBEHFHEL
I% % Firehose, ARG E—ANH , FRMBIERIEREN Firehose fit. NEE REMTLLIE
MR, REJBREAETAMNER, EOEERMMATUAE, RAMENT EERENHE. ©
B2 @EERMMAAR H CloudWatch 1848 , UEHFH SRR EAFERB, ETHRESZEER , H1HMA
awslabs/amazon-kinesis-agent,

RAERT , REFRAH ('\n') SRSIXHFHER, B, CTUSREREN 2 ST1ER
(BBH EERERERE ).

R R T Linux WARSSERIME ( 0 Web BRS 87, BERSBH/NBIEERS R ) L2RUAE, &
ZERER , BIIEEEREN XA RMBIEN Firehose RREENRE, EREFREZE , RENE
25 X L8 344 R R SR B4 H BATT SE Y 75 O R R 3% F Firehose o

BLE Kinesis I AR IZEIR 58


https://docs.amazonaws.cn/general/latest/gr/fh.html#fh_region
https://github.com/awslabs/amazon-kinesis-agent
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FRF M

HEITIRER Kinesis 28T , FRAREBEUT TREM

- BHRERZ SR Amazon Linux % Red Hat Enterprise Linux 7 & & R4
- R¥E 2.0.0 RESHRAFER JRE 1.8 KEEMREEZ1T. KB 1.1.x A JRE 1.7 LESREEZTT,
- WMREFEH Amazon EC2 iz1TRE |, iE/53) EC2 =4,

- BIEEH IAM A Amazon FIEAMEHIT Amazon Data Firehose PutRecordBatch ##E#I R
IR, REBF R HIERER Firehose . MRENNRIEF A CloudWatch Y4512 | NIEEEFRIT
CloudWatch PutMetricData #{EMI PR, BXEZER , 5S4 £/ Amazon Data Firehose 2l
HE PR, Y4512 Kinesis REBIZ{TIRR A Amazon CloudWatch B & 938 U #17 [8) 32 %l o

EIE Amazon Eif
FEAUTAEz —BEBEH Amazon Eiff :
- QIBREENEIIRERERF. BXEZEELR , 15 the section called “812 B E W EIFREREF,

- HIBETEN EC2 RHIRTIEEZ IAM BB,

- EEENRER , $§E Amazon EiE ( S Hthe section called “IEEREBEERE THAMNEERFH
awsAccessKeyId #l awsSecretAccessKey %&H ),

- Y5%E /etc/sysconfig/aws-kinesis-agent BUEEZEH Amazon X1ZF Amazon 1R Z4A.
- MREM EC2 EHIMLTFHAM Amazon IKF A |, FAIZE— IAM AELRMHIT Amazon
Data Firehose lREHIA R, ERENRERN |, BEZAE® (S assumeRoleARN F
assumeRoleExternalld ) » A LERFEZ— , REEH MK PENRETZAEENAF,H

Amazon ZEiif,

tlZEENEIERHEER

BHCIREENEIERMER , HEUTEEREFF Kinesis KERMHHE

ELZH jar B : userDefinedCredentialsProvider.classname #l
userDefinedCredentialsProvider.location. BXXANEERENHEA , HSHthe
section called “EEERERERE",

EHBEAENEIIEMER , HEN —1ET AmazonCredentialsProvider #OM3E , T HIFT
o
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html

Amazon Data Firehose FEANGIER

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {
}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");

}

public void refresh() {
}

BRI RVTE — PN TS B ER R

Amazon 2ER ARG ELRMEMNEILE. MRFEFUERHEBEFEHBENEGAPARETE
MEILE  FRELGFEFESATRFETIENNE, HE  MREFERHUBS (FER ) FUENFIER
HERF , M BUR T R E 2=,

THARENRE

B EEIENEG, BXEMEER , 550 (Amazon EC2 AFIER) FEEEIIEHNEF,
RisEiEEER RA |, 55 (Amazon EC2 AF1ERE) HHI#HEE Amazon EC2 Linux SEIRYE 2

ETkR, §EAUTHZE —RERE,
« EM Amazon Linux FEEIZERE
A EGE AT Amazon Linux 3261, SEAUTHS :

sudo yum install -y aws-kinesis-agent

RE 2.0.0 REBMALZEERERS RN Amazon Linux 2 (AL2 ) BitEN L. RBRAZTER
% Java 1.8 RESMA, MRMAKRREFREN Java A , RBZEEFNAEZRE, BX Amazon
Linux 2 WEZEE , S https://aws.amazon.com/amazon-linux-2/.
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://www.amazonaws.cn/amazon-linux-2/
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« M Amazon S3 FEEIRENRIE

WHENLT RN E#EELZRNRE , BbiERA T Red Hat Enterprise Linux A& Amazon Linux 2
KBl, ERAATHS TERALESIMAEANKE 2.x.x :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

ERRBERAHRE , FEDTTEERES, flH , AT HEEAE 2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

MREFERANR Java 1.7 , BFREHE , N ATEHE Java 1.7 REHVKE 1.xx. Hlan , ETHRK
B116, AIERAUTHS :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

BUERANAT oS THEHRE

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.xrpm

« EM GitHub FEEFRENE

1. BHE , ARECLZEMEN Java A , E4AFURTRIEBIRA,
2. M awslabs/amazon-kinesis-agent GitHub 1#fi& & T A,
3. SMEITHEFRHSITUTHRTRZENRE .

sudo ./setup --install

TRARERE 61


https://github.com/awslabs/amazon-kinesis-agent
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« 1£ Docker AR ERE

Kinesis KRB A LUEBREHEIT , LA LUE amazonlinux B8 & 11T, EHALUT Dockerfile , &G
1Z1T docker build,.

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]

EiEHEHNNE
WE B RE
1. FRERESH (DREARAABERR , NBRAS 0 HHRRNIT ) : /etc/aws-

kinesis/agent. json

EHEEXHD  BERBMNPIREBENXH ( "filePattern" ) AR KREBFHIELET W
Firehose I E#: ( "deliveryStream" ), XHER—fER , HAREREB IR 5 XHRIR,
BYALRIRFERAXGFSLBIH XHRRBTEEY —IR, A2 A B & ki E ZIRER
HIE A Firehose AKX, MRS AUIEFT M4 RERFEAXHFNRBEEBL—R , REFEE
EBX 25X L4,

{
"flows": [
{
"filePattexrn": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

ZRIA Amazon XiF2 us-east-1. MRFEANWRHEMXIE , iFfF firehose.endpoint RER
MEEREXH , AIREBEELARTR. BXEZER , #5R EERBERERE,

2. FHEHIRE:

BEFRHNRE 62


https://docs.amazonaws.cn/AmazonECR/latest/userguide/amazon_linux_container_image.html
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sudo service aws-kinesis-agent start
3. (M) RRERENERSGEINES :

sudo chkconfig aws-kinesis-agent on

Nz, RBENRERFERFREZET. EBFEBEREENXXHY , ARBEREIIEEN Firehose
o REEBNIERE /var/log/aws-kinesis-agent/aws-kinesis-agent.log H,

BEERERERE

REXEFERMNENEEIRE , Bl filePattern Ml deliveryStream , AR A A F HALThAERY AT %
BBIRIE, B LAME /etc/aws-kinesis/agent.json FIEEAEEREBEREM LR BIRE.

RELEUEBENH  MYSAEANTHSELBRHRE

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

HE , BHUALERANATGS

sudo service aws-kinesis-agent restart

— AR ER BN T,
BERE HiR
assumeRoleARN AP RNABNAEKH Amazon BREM (ARN), BXEZEER , BSH
(AM AFERY FREER IAM A% Amazon Ik ERiE R AR

assumeRol BWEE AT UEAZACHERRAF, BXEZER , H2H (AM AR

eExternalld Er) PR MAIEASNES ID,

awsAccessKeyId BEEIAZEUR Amazon GRIZ4A ID. IRERETAEHMEIERMS
2R

awsSecret BERIANEIULR Amazon 4, IRBRLETAREHMETIRAREF.

AccessKey

EERERERE 63


https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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FRARE

M

EEIRIE

cloudwatc
h.emitMetrics

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

REERENT,

BREIRE

aggregate
dRecordSi
zeBytes

iR

MRZENRN true , W AFKE D CloudWatch & H1EFR,.
2RIA : True

CloudWatch H X i&im <o

ZRIAE : monitoring.us-east-1.amazonaws.com
Amazon Data Firehose B X il 5 o

BRIAME : firehose.us-east-1.amazonaws.com
Amazon Security Token Service B X g% = o

ERIA{E : https://sts.amazonaws.com

MRENBENEITIRERER ,
EEXBRXRBREE .class,

FEAKRERRETERERS, T8

MRENBEXFZIERERERF , BEARREEETS BENLEIRME
FH jar WL R, REBEEUTNEERK jar X : /usr/share/

aws-kinesis-agent/lib/

iR
EFERERSIER , RARE—MREPFXLIZRKMA Firehose 7t , 58

EHRE, FUHIEBEAMEN KD , BHFERSGIEFKERZANG , K€
RIS A Firehose o

HIME : 0 (TRE)

EERERERE
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FRARER

EEIRIE

dataProce
ssingOptions

deliveryStream

filePattern

initialPosition

maxBuffer
AgeMillis

maxBuffer
SizeBytes

iR

ERE MO THIEFARIE T Firehose T B M A Fix L5128 kA9 4L 2B 1 T
H5IR, XELBETURIEENIRFHRT. BRXEZER , SR £AK
BEXHEETRALE,

[#%ZE] Firehose & #ro

[(AE]) EERRBSZENXHN Glob, SIHERXCENEMX4HLE
AR EHE HRHHTEE, N TEREEEXWAEXH |, M aws-
kinesis-agent-user ®FEEMNR, N TISXEXHHNER, &
M aws-kinesis-agent-user IZFIEEFIHMITR,

/A Important

RIEBFERSHEACENEAH. hNTHRRREFTSERS
AWiEF , BAEERERTN,

TR XAV ¥D LB, BMEN START_OF_FILE H END_OF_FI
LE

2RIAME : END_OF_FILE

REBEFHIERIES Firehose M2 AR BFENFKETE ( LEZRIT) .
{E5B M : 1,000-900,000 ( 1 B¥E 15 54 )

2RIAME : 60,000 (1 2% )

REBERBIERIEER Firehose R AT E AP NBBHRAKND (AFTIT
) o

BB : 1-4,194,304 ( 4MB )

BRIAE : 4194304 (4 MB)

EERERERE
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FRARER

EEIRIE

maxBuffer
SizeRecords

minTimeBe
tweenFile
PollsMillis

multilLine
StartPattern

skipHeaderlLines

truncated
RecordTer
minator

ik
REEF IR KEF Firehose MZ A EAH BTN HERIZFEEK.
E38E : 1-500
ERIAE : 500

RER WS BRRI R RBEHREQH DR (UEDI) .

EEE 1 REAE
ERIAE 1

RATHRIRIERITHNEREN, ERHSENTENITAREREX T TEE
AIATITERK. BRENENRER, RINMBERT , BEXGFHNE—
AT EBH AT — KB FR.

RIE I 2 UG 325 ST FF K BT 0 AT B9 1T B
EBE : 0 HEKE
HKIAME:0(F)

FEiEeF A/MB3E Amazon Data Firehose iB & A/NR&IaT |, (S B REB H
BRI KINFRFE, (1000 KB)

BUIAE : '\n' (R1THF)

B Z 3B FAR

BEEESMRERERE , B UREREUEZES N 4B FHRBBEBREINZ MR EATER

ERfle  RBYEEFRNXHE R , HEBIED 3 XE 2R Kinesis IR Firehose o &
Kinesis Data Streams 1 Amazon Data Firehose & E 7 [2 #Y i &

TEBRUNTE-XHE.

AT LA R
, X BB BAR R Firehose R

"cloudwatch.emitMetrics": true,

"kinesis.endpoint":
"firehose.endpoint":

"https://your/kinesis/endpoint",
"https://your/firehose/endpoint",

BEZA X B FAR
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"flows": [

{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"

},

{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"

}

B X1 Amazon Kinesis Data Streams FEAREBENEZFMEER |, 5SHFEH Kinesis REE A
Amazon Kinesis Data Streams,

e HAEN BRER T E

REUUFGENZ B4 2TNIER , AEBNXEIERKIEE Firehose o B F
dataProcessingOptions Bt EiRBERMEIEH R AT E ALkIhee. ATLURM— NS MEEIE
I, X LR TUFRIE E IR FHAT .

REXFEUATAEED, B TRERIRN , Bl —SH AT BHAE®RD, &7 LM Kinesis
RETHRE,

AL FR IR TN
SINGLELINE

BREBRRITHNERNZR , NSTERERNETIESR.

{
"optionName": "SINGLELINE"
3
CSVTOJSON

FCEM D FRfF 2 BRI HHR A JSON 1o

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"

2 A AT XS S dim st T AL 22 67


https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
https://github.com/awslabs/amazon-kinesis-agent
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}

customFieldNames
[ 7] EEA JSON BEX FRERNFEREW. flm , mREEE ["f1", "f2"], Wid
i“v1, V2”4§$§ﬁ?‘] {n.f:ln : "V1" , n.f:zn : "V2"}o
delimiter
HiExFREIREFNZFHE. MNMENES (,) .
LOGTOJSON

FEFM B ERXFEERF JSON X, XM HERR S Apache Common Log. Apache
Combined Log. Apache Error Log #1 RFC3164 Syslog.

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

(#FE) BEZERN, UTEUEENE

« COMMONAPACHELOG - Apache BRABERER . BMIAMBER TEBNMNBERBEBAUTE
R : “%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}’,

« COMBINEDAPACHELOG - Apache A& &K, BRIANBR TEBNAEFZEHBAIUT
B : “%{host} %{ident} %{authuser} [%{datetimel}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}’

« APACHEERRORLOG - Apache #5ix BEE R, MIANBR TEBNMNAEFEHBAUTE
RN “[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{message}’s

« SYSLOG - RFC3164 R AERKRN. MIAMBRTEBNAERKBBMBALUTE
N : “%{timestamp} %{hostname} %{program}[%{processid}]: %{message}’s

matchPattern

BEERENMEHERANBRIANER, REEXZXEFEABENHER , NAAFERZRERNEE
BEHME. NMRIETE matchPattern , BAIIEE customFieldNames,
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customFieldNames

E& JSON BEXNTRERNEELZREN. LAUMERALIREE XM matchPattern
REWENFTREN  IBEMEX ASERNIRINFERE R

Example : LOGTOJSON Ei &

THER—1N#H)RHA JSON #%XH Apache BH HESKEH LOGTOISON B E&ERHI

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
HIRED
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

g

{"host":"64.242.88.10","ident" :null, "authuser":null, "datetime":"07/
Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : @& BEXFEHN LOGTOJSON EE&E

THER LOGTOISON BLEM B —NRHAl :

{

"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

I'CUStomFieldNameS": [Ilflll' II.FZII' II.F3II' II.F4II' II.F5II' II.F6II' II.F7II]
}

EAtRERERN , E—NREIPHE—1 Apache BA B E&Z B FM TN JSON & :

{"f1":"64.242.88.10","f2":null,"f3":null, "f4":"07/Mar/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}
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Example : ## Apache B BE%B

AR RECIE R — 1 Apache BA HE% B ## ) JSON XMW EITIER !

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}
]
}

Example : ##Z{TicH

LTREESDHE 1T [SEQUENCE="TF XM ZTiEFK, BMEFAEEBRN —NRITIERK. AR, &
ETHRIBHAMNCEKFRIUE, RENERFEIEEN customFieldNames {8 , M\ JSON
B EITIER,

"flows": [

"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multiLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [

{
"optionName": "SINGLELINE"
},
{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", "field3" 1,
"delimiter": "\\t"
}
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}

Example : EHEFEENA LOGTOJSON B E

THR— MR JSON KK Apache BA A ESEH LOGTOISON BB RGl , EFEETRE—
NFE (bytes) :

"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"matchPattern™: "A([\\d.J+) (\\S+) (\\S+) \\LC[\\w:/T\\s[+\\-1\\d{43})\\1 \"(.
+2)\" (\\d{3})",
"customFieldNames": ["host", "ident", "authuser", "datetime", "request",
"response"]

}
BRI

123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

L3 9=

{"host":"123.45.67.89","ident" :null, "authuser":null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

FEHAEANKRE CLI &%

TREMRT —HFERA Amazon Kinesis REME R FEHAEZFFENNG D,

Rt = Gk
RERYNBENED . -
. sudo chkconfig aws-kinesis-agent on
RE
REREAPRES . N
sudo service aws-kinesis-agent status
FIERE

sudo service aws-kinesis-agent stop

ERERABRE CL &% -
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FRARER

R F3% = Gkl
MIEf BB

B &34

HERE

/var/log/aws-kinesis-agent/aws-kinesis-agent.log

sudo yum remove aws-kinesis-agent

HEEM Kinesis B % 3% i I 4 7] 55

WREME T FEH Amazon Kinesis R FHEEIE LB REHEESEMNBE RS E,

[] &

A4 Kinesis XE T %7 Windows

LiE1T?

R4 Kinesis (R EEEEZ 18 H/S
RecordSendErrors 3Igin?

W{AERR java.lang.OutOfMem
oryError ®R&?

W{afER I1legalStateExcept
ion : connection pool
shut down ®%¥ ?

BRIRTT

&R T Windows B Kinesis X 55&AF Linux &K

Kinesis RE R TR 4,

XBEEEHBT Kinesis WiREKN . &F Kinesis Data
Streams #J WriteProvisionedThroughputE
xceeded #E#5Z Firehose Jii# ThrottledRecords
iR, XEEHM 0 FHENEME MR REZEINGR
#Hl, BXEZEER , 551 Kinesis Data Stream limits
Firehose streams.,

BEBRTTRE , &EF Kinesis VERABERENRERERE /N
#, Kinesis XEREH AT BHER |, It Kinesis 1%
BNRELERAXMYE, ZHFENAEHEHIAX
#,

¥ Kinesis RIE&E BB AR E L 510 TEREK
NegERER, =38 /usr/bin/start-aws
-kinesis-agent F#Y JAVA_START_HEAP #l
JAVA_MAX_HEAP , HEHEINRE,

Kinesis K& B R B HEZERLEL N TEAR. =
RTE /etc/aws-kinesis/agent.json HERK
B EIREF I8 maxConnections Hl maxSendin
gThreads . XEFENWRINMERTHETHRELE

BEEM Kinesis RERIEAT HILHY A7
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https://docs.amazonaws.cn/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.amazonaws.cn/streams/latest/dev/service-sizes-and-limits.html
https://docs.amazonaws.cn/firehose/latest/dev/limits.html
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FRARER

[R] &R

AR Kinesis {CEE Y E At 7] 72 ?

N Z A E E Kinesis KIE ?

R A Kinesis RELEAXESEIEH

?

RRTR

B 12 %, BXREARNEEERENESEER , BSH
AgentConfiguration.java o

A[#E /etc/aws-kinesis/log4j.xml A3 A DEBUG
KB AE

maxBufferSizeBytes #i/, Kinesis fRIE R IEEIERY
MEHES. XAUREREE , ARNXED T iERHN &Rt
B , {BH8MNTHHX Kinesis BiER.

XEHRTXHREPHEREEERN. BRED
fileFlow’s filePattern REIEE—XH, R
IETEF AR logrotate X4 TF copytruncate &
X, BAREREXMER. ZRFEXNEXNRIAERSR
PEEXUBREE, EXRUBESCENESZER | F
SN EEEICR,

£/ Amazon SDK &% iz

B LAE A Amazon Data Firehose API i@ @A F Java, .NET. Node.js. Python = Ruby K9

Amazon SDK R ##E &% F Firehose i, MRETR T ## Amazon Data Firehose , FH78 KB RIZAZE 1+
472 Amazon Data Firehose ? R AN SN RIE, BXEZELR , BT HEA Amazon Web

Services FF X

XERGFFAERATEFHRE , BACTNT2REMBITRNRE , REFTEREAME TRER

L2 ERERIE,

Amazon Data Firehose API 124t 7 H #8038 & X 2| Firehose FRBVIRVE £ : PutRecord
PutRecordBatch, PutRecord() AIE—RFAP KA —ZEKIEIER , PutRecordBatch() AIE—

R AR RIE S FBIRIE R,

£ A PutRecord 1T —E ABRE

BEAHERN , RAFEE Firehose RBEMMFTEPEX ( <=1000 KB ) » H-F Amazon Data Firehose 7£

XX E 2 Amazon S3 ZHI AR BB ZLIZRE , A EEERMCRZD BHF. BUL—X—%id
XM AR @ Firehose REALRE , BHEAUTRES :

£ Amazon SDK &% iz
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https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
https://docs.amazonaws.cn/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.amazonaws.cn/firehose/latest/APIReference/
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sdk-for-net/
https://www.amazonaws.cn/sdk-for-javascript/
https://www.amazonaws.cn/sdk-for-python/
https://www.amazonaws.cn/sdk-for-ruby/
https://www.amazonaws.cn/developers/getting-started/
https://www.amazonaws.cn/developers/getting-started/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
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PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

BXEZRBLTX, 28 Amazon SDK #BEH REINRBE., BXERMNMMELINESR , F5H
Firehose AP| Operations F1 AR EH,

£ A PutRecordBatch {1 {THEE AB1E

EAHFER , REE Firehose BB FMIEKFIT, BT Amazon Data Firehose TE45 304 Nz
Amazon S3 ZHI AR EANEZRICHK , A FREZEERNIERKDRT. ELUMEIF R @ Firehose RE
ABEIER , BEAUTRE :

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

BREZRB LT, 2 Amazon SDK FEBEMNREIRE, BXBERVNMBEFEELZNER , FSH
Firehose API Operations FRIAEX E B,

[@) Firehose &% CloudWatch Logs

AT LAE A CloudWatch 1T B &£ S #4F CloudWatch Logs E# %)% F| Firehose, BEXEZELR |, S
%4 Amazon Data Firehose 1T [ 5% Sk 4 o

AEE gzip #34§ CloudWatch Logs E# &A% Firehose, MNREANGMHEELREFH A EEHERE
Firehose BHIith , M AT LA Firehose IR ESR ThEE B ah R E 4R CloudWatch Logs,

£ PutRecordBatch #{THHEE AR 1E 74


https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
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/A Important

Firehose B 81T X #F4F CloudWatch Logs 1% % %] Amazon OpenSearch Service B #it: , B
Amazon CloudWatch & BEEHE H E— Firehose i2FH , M Amazon OpenSearch
Service TEEZ —FRIEFHPESNEESH., IHE , BRI LLFRIE CloudWatch Logs 5
Amazon OpenSearch Service 1T 5 iF ik &4

fEE48 CloudWatch Logs

WM REAEF Firehose &%l CloudWatch Logs , % 2R R E 4R 5 M B IE& B8 H Firehose RE K
# , MEEA Firehose HUIEE R ## ( Parquet, ORC ) SiEIA D X, B4MA Firehose Fi/g AEE
Ihee.

& A LAEF Amazon Web Services BIB124I|&. Amazon Command Line Interface 2 Amazon SDKK
BHBRES.

® Note
MREERLEEABRERINGE , MiENZREITAT CloudwWatch Logs T FFEESHE , MA=
ATFEHERE, MREEATFRERRI CloudWatch Logs ME HE A EH R LS AREES I
fe , I B HE AERBREE Firehose KW, Ut#EEYSE hEE{EA T CloudWatch Logs.

£ CloudWatch Logs f#E/FIREUE S

BRBESRN  EULUEEER G AESRN. EAESRINA | Firehose 2 MEELEHY CloudWatch
Logs 1I2xH G HFIE T #dE , flanFrEE,. BE4A. BERMAMTEE , AMNEREEFZERAN

NE. MREEFBFEERHE Splunk B A | NATTT B EEIREGNREE |, Splunk = 8EfETEIE. AT
ERERENE R , TRREERFHERRERN.

1 RBEE R B E 48 5 69 i R B

"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111 CloudTrail/logs_us-east-1",
"subscriptionFilters": [

f2E4% CloudWatch Logs 75


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/firehose/latest/dev/data-transformation.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
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"Destination”

1,

"messageType": "DATA_MESSAGE",

"logEvents": [

{

"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root1\"}"
},

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
1,

{
"id": "31953106606966983378809025079804211143289615424298221570",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"

}
]
}

2 B HERDWBEREN AL RE

{"eventVersion":"1.03", "userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

Bt & & X R Firehose B AR ESEThAE
E#FH Amazon Web Services B 4] A X #HH Firehose /3 F £ K 45 ThAE

1. &%E| Amazon Web Services EE12F|A , REBEI L TMILITFF Kinesis #2FI& : https:/
console.aws.amazon.com/kinesisvideo/home,

2. HESMBEHKTPIEE Amazon Data Firehose,
1% B2 Firehose o
4. EERBREMEMNMT

R

&M Firehose MR, BHEBTIERE2— :

B R H AXI TR Firehose RIS R ESRThEE 76


https://console.amazonaws.cn/kinesis
https://console.amazonaws.cn/kinesis

Amazon Data Firehose FEANGIER
« Direct PUT : &t iZIM 7] 82 Firehose it , fEFENAREFE EE}AO B X5 Firehose
By Direct PUT £ M Amazon RS, KEURF RSN , ESHA LD

+ Kinesis it : &#F kI | ABLEF A Kinesis i&ﬁuud’ﬁﬁ?&ﬁ%ﬁﬂ’] Firehose o RfF ,
"‘—IJ«XEFE Firehose \IE Kinesis BB RBEREEHE , HEENEFENL, EXES

&8 , 2[R Writing to Firehose Using Kinesis Data Streams
B 5

Firehose iRy B M, BB TFEDZ— :
« Amazon S3
* Splunk

5. 7 Firehose MEMT , B ALBHRE Mo

6. (ML) ERHRRIERT :

« BEHEMEL Amazon CloudWatch Logs BURIZEIR 0 |, BT B HESR.
- MREEMERSFERAESRER , NEEEFEEERIG

£ A Firehose i LB AR E48ThEE

ATRHEETXTFEINE Firechose A BRABERNEE, ©RETHPEE—2F Lambda 4B
ARAMELKLXZH Lambda L EBHR. ATETERT BRGNS IE , BFECIESRIEH Lambda B
B, EH Firehose iREBLAK % #2 CloudWatch IEFR AR IISEEA B Firehose R E 48 8L,

2 H Lambda 425 /5 F #7 K48

EHRZH Lambda A EBHER TXEE Firehose RS ARESR , YMEBA Lambda 432, 541X
FWNEREAR. UTSRIHBIMMAI RS A Lambda L BHIERSARES.

1. Bl — Lambda BE#. B ASIEELIZFEE , b AR NIERGIZEHH Lambda B
2. EFEHBIM Firehose FiAB A Lambda A3 H £ F &R A2 H Lambda BEU#H T4,

3. A Lambda BREEFRE , 1EIRE Firehose & & ¥ /5 AR ESR N,

4. BRABESE 1 B A Lambda LB, IE , EAURMBREELSR 1 PAIBIEE.

B B Lambda 42 5 /5 B #7 48

MRBELEHH Lambda EHEH Firehose i , BEHITHIES , TR E BN Firehose % k48
IheE, EHLRIRECH , BEER LM Lambda BRHRE , LBINSMITHRERSEEIRI, 1

1E¥ A Firehose it L /3 A I 48 Th &% 7


https://docs.amazonaws.cn/firehose/latest/dev/writing-with-kinesis-streams.html
https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
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Lambda REHAHENESE 1 S8 2 FE R ROIZEE, mRmEFERMEL , NETUERLTS
RE# Lambda B,

1. FEHAH Lambda MEERNLER., FHER Lambda B4 BEKNE AN EBIERKES
ERBES. EREERMABBERERN T 2MITHES.

2. fERANEM Firehose M B EEMINAE , LLH1THEESR,

3. WREH Firehose Fi4AKJ3 A CloudWatch ¥g4r , NFEHEB A, KitiEr
CloudWatchProcessorLambda_IncomingCompressedData HEFEZIBFRERE., XF
BIALZEBERH Lambda BT B ABIBHYEHRESR , H ETBEE Lambda BEEL,

4. BPBR Lambda #iE#HR , RN ETBEZ TR E SRR

1£ Firehose i 2 AR E 48

EfEH Amazon Web Services B 12§ A2 AN BIE RN R ES

1. B3%XE Amazon Web Services BEE#ZH A , REESL LA TMuLFTFF Kinesis #£#1& : https:/
console.aws.amazon.com/kinesisvideo/home,

£ S M B & Hi%E Amazon Data Firehose,

R A ERE/ Firehose Mo

£ Firehose MIFMAEENE L , BEHE BRI+,

EHRBRICEED , ERERE.

£ E 48 Amazon CloudWatch Logs BIRIERT , BRABHRES , RAEERREENR,

o g A~ W DN

Xt Firehose RV FEE gt 170 BHEE

THREMRT Firehose MALEREREER/MLEBEER S FCRERE S3 HiRFHESE. B
FIEFERMR HER. HPE#ERT REBRNNBERERFERDAEIREE.

&) &3 RIRF R

MBEHBERIEDHIER , B R Amazon Data Firehose ToABEMR DS , NiExKF

BAaREMFA? BREE ( UESHER ) RHEIEBIE Firehose FROIZEHIBE 18
EW S HBIREFEMEM. BRTIERA , FRANNRE TS
TRBEMERER , XEXNREREIE N decompres

£ Firehose it 2 F ## I 48 78


https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://console.amazonaws.cn/kinesis
https://console.amazonaws.cn/kinesis
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FRARER

[R] &R

RIRERRE , WRLEEE HI4E
®, REEQREML?

MRENBRIFE , BUMEA

&7

¥ put BIEHIEXR B CloudWatch
Logs RIS REFA ?

Firehose N R E4AThEE & H T HRLE S
¥R ?

RRTR

sion-failed ® S3 FEH@AIZR, ICFKMEELE KW
J& , Firehose 94440 3B H 112 &,

N8 Amazon Data Firehose £ EGHIALIES TR (60 |
IR XMBFERRFER ) PHE , MEFFUERER
£ BB B2 Firehose Tt EM S3 HiREM#AE. B
TIRFN RN RESEERRBAERHEE

EMEEIBRPLEINERIARERN , MREFRET
CloudWatch Logs , M Firehose 445 iR 8 210 % Z|
CloudWatch Logs #, L4\ , Firehose it 4@ CloudWatc
h EERRIEE AT UEIENIENR, B LUEERRTE
Firehose X tHHVIEIR R OI R E R,

WMREF puts FRKH CloudWatch Logs , M &iRE L
THIRER

Put to Firehose failed for AccountId: <accountI
D>, FirehoseName: <firehosename> because the
request is not originating from allowed source
types.

Firehose X HB&KRICKNFESRIER. BN IZERE

H (1 2%). Sir8dE (58 ). BESEE , BUIRE
DecompressedRecords kM= IhE Decompres
sedBytes AXMIAHINKAE. BEXEZER , BZH
CloudWatch Logs ##E 41845

@ Firehose &% CloudWatch Events

&EiZ | CloudWatch Events MR B #5 |, &7 LABLE Amazon CloudWatch &4 %% F| Firehose

o

~

[ Firehose &% CloudWatch Events

79



Amazon Data Firehose FEANGIER

R EHKIEZIIMA Firehose Tl CloudWatch Events #0612 B 45

1. &3k Amazon Web Services &2 & & H4TFF CloudWatch #£%I|& ( https://
console.aws.amazon.com/cloudwatch/ )

2. EFECIEHN,
ELR1: CIEMNTE L , TR, EBFINBIR , RFIEE Firehose o
4. EBIABH Firehose o

B <02 CloudWatch Events N EZE L |, 55 Amazon CloudWatch Events Al 7o

Bl & Amazon loT BA[E Firehose &=z

B — TR | ST LU Amazon loT BB H [ Firehose &R E S,

ORI Firchose kX BHIIRMAE

# Amazon loT 4 & R RIRMNE | EHRMAT L HRE—ARSMRET | BEFIRIAE,

B H B &% Amazon Kinesis Firehose o

1%£$# Configure action,

WNFREWH , EFIEW Firehose o

X F Separator , IR EEICFRZ BB AN D BRFER
NFIAM A | ERAEN IAM AE | SUERUEFAG,
TR NRE,

N o o bk~ w0 Dd =

BXRBIE Amazon loT MNP EZEE |, S H Amazon loT FLNZFE,

fii  Amazon loT BA[ Firehose & 3% 5z 80


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-rules-tutorial.html
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£ Amazon Data Firehose F 53R #1E

Amazon Data Firehose AI LA Lambda BEUCRE#RE AWREE , HEEREHNHEEREIEN
i, HERIE Firehose BT , ATLAS A Amazon Data Firehose #iiE# i,

T BEERIRR

L 423 A Firehose I #AT , Firehose &R P& AMEE. AP KDMRRIEBEEE 0.2 MB

E| 3 MB Z[E. BR Splunk 1 Snowflake B4 , Fit B B Wit KY BRIA Lambda &P KM RRIEH 1

MB. X}F Splunk 1 Snowflake , BRIAEH XA 256 KB, Lambda EFEIRIRTRN 0 ¥

900 #®2El. Bk Snowflake LA , FiE B MY ERIA Lambda &4 EFEIR ~I9H 60 B, XTF
Snowflake , BRIAWE PR TEIRHN 30 ¥, BRBRFP K/ , EEAEB R BufferSizeInMBs
IntervalInSeconds Y ProcessorParameter i% & CreateDeliveryStream 3% UpdateDestination AP
# ProcessingConfiguration £, AJg , Firechose £/ Amazon Lambda R # BRI SN &+
#ta B E S FAEEN Lambda BE, HiREHEIENM Lambda &% F| Firehose. HAEIEER B
fYtth B K/NREB P EFRAT ( AEREENE ) |, Firehose 2FHRKIAZH Wit

/A Important

Lambda [525 18 AR TUXS 5 SR 7 0a B2 89 S 3 K/ R &G 6MB. HRA T ERBUAIZERNE
WARNNFRET 6 MB, H B EBURE /Y IE 5t T 6 MB.

Lambda 8 A 548 /5 (8]

Amazon Data Firehose X 31F+iA 5 4489 Lambda AR E, MMRER Lambda BT ERE 5 9
I EETER , BRI LA T 451 ; Firehose £ Amazon Lambda BHEZIBA iR, XIFHNHEAHK
BB N 5 28,

BXRTEXREMELIRET Amazon Data Firehose #UITHVIRIERVE R |, S Wthe section called “4L 2%
BEHREMK 7,

BRBIRFTENS

X8 Lambda WATEEIRIEZ AT E LTS , TN Amazon Data Firehose J$& 354 IG5 EH 0 7 &
B KM,

T RBEREUR 81


https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessorParameter.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessingConfiguration.html
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For Kinesis Data Streams and Direct PUT

Lambda FAIEHRENICEKBEEZUTSH

« recordId: EiEAHEIE , idF ID M Amazon Data Firehose 5% Z| Lambda., #*#/GRi0F %
MBEMEICE ID, FRIBICHEMN ID FEZRICEKW ID 2B MREEFEE | HHEA N EREERX
Mo

« result : IERMNBIFEBHIRIVIRS. TEEMNENRN : Ok (IR ) . Dropped (4LE
BHEMEERICRK ) M ProcessingFailed (1IBRLZEEER ) . NMRIBRKAIRAN Ok =
Dropped , Amazon Data Firehose 2 AL TN, &N , Amazon Data Firehose ¥ N 4L E
KM

- data : BRIREHBIENE ( £ base6d w/BZFE ) -

LA & Lambda & R % H Rl :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

For Amazon MSK

Lambda FFAE R EMNIEZEBEELU TSI,
« recordId: EAMAHEIE , i25 ID M Firehose £i% % Lambda. ##EMNiIcFZFAMETEHEE L
% ID. FRIAIEHEKM ID MEHRICEH ID 2B MBERITE | FHM N BRI AW,

« result : IBERMBIBHLAVIRS. TAIBEMER : Ok (18R IN%# ) . Dropped ( A B HE M
EEFIEFK ) M ProcessingFailed (1IERFTEH#ER ) o WMRIZFKAVIRE N 0k = Dropped ,
M| Firehose 2IAAEEHII4AE, BN , Firehose 2 N E XK,

« KafkaRecordValue : %% EMEITEMNE ( £/ base6d wB2/F )

LT & Lambda & R H Rl

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": "<Base64 encoded Transformed data>"
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}

T 3EM Lambda EE

XLERERT WA BIZFMAEEHA Amazon Lambda BRER##: Amazon Data Firehose i 7 HY 2R
o

& & Amazon Lambda Z£#| & RENER

1. &% Z| Amazon Web Services B2 &I& , AFEI L TMuEITFF Amazon Lambda 2l
A& : https://console.aws.amazon.com/lambda/,

2. EERCIERH K ARERERER,
3. EEETFTERT , BERXETF firehose LLEH Amazon Data Firehose Lambda EEHE,

ERIx :

« ¥ &A% Amazon Data Firehose i #Y12% ( Node.js. Python)
HERER T A EMA Amazon Lambda K432 Firehose #3#E 7% A Y Bdz N B4R B
R¥MAITHE : 2016 £ 11 A,

RATHEA : To
- ¥ %% % Firehose B CloudWatch Logs

CHEALER, BOEAKER, HFEELM CloudWatch Logs #iE#E 1T 6MB ( Lambda BR#I )
i, TEERFEBRIRH. BXAEKREE Firehose B9 CloudWatch BEMER |, S H Writing to
Firehose Using CloudWatch Logs,

- fFRE HEHERK Amazon Data Firehose FidFK##:H JSON ( Node.js )

HEEEER T WA RFC3164 R4 BRI AVI A ISR MR A JSON,
B ATHE : 2016 F 11 A,

RATHH : Fo
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https://console.amazonaws.cn/lambda/
https://docs.amazonaws.cn/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://docs.amazonaws.cn/firehose/latest/dev/writing-with-cloudwatch-logs.html
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# & Amazon Serverless Application Repository F 12 K& H
1.  ¥:F Amazon Serverless Application Repositorys

2. EERMNREMENARRF,

3. ENRAER FERY , BRXEF firehose,

LA UERERAERNER T2 Lambda E%, %2 Amazon Lambda Al 7.

S B IIEFL IR R W

WRIER Lambda B #E A R M E BT EE| Lambda ARSI & , Amazon Data Firehose ZR1A
2ER1FA 3 X, WRIFALM , Amazon Data Firehose BT iZ#t iR, BT FEBIN R KT
IR BT, BAILAER CreateDeliveryStream 5 UpdateDestination APl I8 ER B & E iR
I, XN FXFLM , BAILOF A SIR1E%Z] Amazon CloudWatch Logs, BEXEZER |, E5H
{FF CloudWatch Logs ¥ 3% Amazon Data Firehoses

MRIZFHOBIEEIRAIRAS RN ProcessingFailed , M| Amazon Data Firehose & id XM 4B
KMo XNFXMEM , BAILAM Lambda BBURF 1R A & &K 1%E Amazon CloudWatch Logs. Bk
BZER |, BSH (Amazon Lambda FF & A R IER)Y FHIHEEA T Amazon Lambda B Amazon
CloudWatch Logs.

MRBHFEFHIREW , WAREHIIG B IZF2MEREIBIE processing-failed XKy S3 7%
Mo XLERBFEFMTHR :

"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": "code",

"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",

"lambdaArn": "arn"

attemptsMade

=BV R EREG
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https://www.amazonaws.cn/serverless/serverlessrepo
https://docs.amazonaws.cn/lambda/latest/dg/getting-started.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions-logs.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions-logs.html
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arrivalTimestamp

Amazon Data Firehose W Zid FZ YAt E .

errorCode

Lambda IREIfY HTTP iS58,

errorMessage

Lambda iR [E Y £51%E B o
attemptEndingTimestamp

Amazon Data Firehose & 1t =1 Lambda & F #yatEl,

rawData

23 base64 wRIBHYICFIEE,
lambdaArn

Lambda BEH Amazon BREZ# (ARN)

RIS

Amazon Data Firehose AN B R #ERAICKERN R P E S3 F#E , AN ERENICKERMEIB
Hith, B LATEBIEREF Firehose bt , BRARICEKZHR. ERARICRBNZE , ETREE

To
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£ Amazon Data Firehose A X7 #iE#H 179 X

WA XEREEBFERBIEPNE (HI customer_id 5 transaction_id ) ¥ Firehose
FHRBEHITEE DX , RAENRXER I HNBTFEELZMEMERAL Amazon Simple Storage
Service ( Amazon S3 ) B, XA A AEZ ¥\ E A Amazon Athena, Amazon EMR, Amazon
Redshift Spectrum 1 Amazon QuickSight F& MRS X Amazon S3 R RBIEH TEME. &5 8
WD, WA, EEEFIHLENAHIS , Amazon Glue ATEAESI A2 X EIEE M E Amazon

S3 RHITEEZRREL. H#, N (ETL) Rk,

FEEH T XA R AREMBEDRBHNEIEE |, A{LHERE , HFBRETE Amazon S3 E#H THER
HRAS, BB EN HRIBENBAG B, E5KL |, Firehose A THIREIEH M E NEE Amazon S3

P, EXNRBIFEBE D XL#HITET Amazon S3 4T , BEE KT Amazon S3 FREBZEEITHX
MARRE  AETREBERTIN , XA BERIHR,.

BEHASX |, Firehose AR HBSE XN BFEEEENEZRPHNBEHRITOAH  HEREBSHE
B EIEA Amazon S3 A1, XEERILAMEE L0 ek 1L/ B f9 R 5RE 8] |, i AT DARSAR B A= H A L 38
¥,

£ |

- £ Amazon Data Firehose /8 AsIA 5 X

- THROXE

- £/ Amazon S3 F& I B L IR

- MREBENAGED X

- NIASXERFTHAHEE

- BTaA 0 XWEFXHIE

£ Amazon Data Firehose F 8 HZIA 9 X

O LLETS Amazon Data Firehose B2 &l& . CLI =% API 3 Firehose RELE IS 2 Ko

/A Important

REECIEHM Firehose ikt , FREBRAIARD XK. NFARBAHS D XWIMA Firehose
A, BEBAIAD X,
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BRUOMAERIEFH Firehose FETET Firehose EEEFIABANERENSY XNFALR , FSH
Creating an Amazon Firehose stream., ZH#EIFIRHITH Firehose RIEE B WIS , EHRIE
BEBEENHIEE PoPNSRIEE , BENB T RE®EMA Amazon S3 R B MM Firehose it %
BFaas X,

#3553 Firehose EBRAMED X , BULEL RN D XE , M BRHEFHIAA D XM S3
BBRRAANREFEE. EF/G , Firehose FFIREAMHNBMFH S3 BIRREN,

/A Important
£ Firehose R EB AT D XE , I EEL Firehose i EZ A,

TS XH#

BEHASSX , SRURES XENHREHTSX , M S3 RBIELIZEFRBRESE. 7 XBELEBE
BEREEREREE, fl, MREEFERERS ID MER/MXFHEERSE , WAL customer_id
MBEFRIEEN — 1N 2 XE , & country WBBEFREENS — 1M oXE. RE , BEREN (&£
AXENEN ) REGED XBIRICRKEELMEIN S3 FRBEIR,

&R BAER AT 3R R G2 7 X8

« MEREEMT | W3EMEM Firehose REXIFHH (o TR ) , M JSON BAMBIFCEPRIAT
DXV, BEl, BAMNZHE jq 1.6 A

« Amazon Lambda BE# : kA5 EEAIEER Amazon Lambda BEIREVAIR B 45 X FrEN RIEFER

/A Important

BRDESXE , #AELBEEP —FAERNHEH#TOX, ERIUEERES —FHEK
BEESXE AR NEEXMM TG A,

f£ F N EBR g AT 132 0 X 48

BERABRENEENRBENDIDSIELE , LAERERFS XENREILRSH , ANENMEEN
a2 XBREM—ME

TR XE 87


https://stedolan.github.io/jq/
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UTROIBECRERNAESNBRENAEEL DX, HES , ML Base6d AN BIEEITH
B, &t lS#E CLI R=Hl,

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
},

"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"

fFlan | BATLLERRYE customer_id S8E event_timestamp SR HREHR 1T X, XEWREZFE
FEFRAERIEEKTH customer_id S8 E event_timestamp %?&E’JE%%EEWE%W%&E
XM S3 BIR, BHEALUEERBRESH , HlKRAKXHN .type.device By device, BHHT D XE
BUREERT SIS

Ny XBERRBESHE , RSN SHRHEIEHN jg ZREX. TRETR TSI jg RENAVRST :

S ja /IER

customer_id .customer_id

device type.device

year .event_timestamp]| strftime("%Y")
month .event_timestamp| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

HIZ{TRI RS | Firehose £ L EM A FIRFE R ICKHBBEBRITMHES I

£ Amazon Lambda B 8|22 5 X

N T ERLMBNBIEILF , HER JSON Z AR E RNV | BT LR LR Amazon
Lambda B#MEEHCHBEXABRBESR, BEHERICTE , LERDNERD S XAFENKET

£ Amazon Lambda B8l 2 2 X% 88


https://docs.amazonaws.cn/cli/latest/reference/firehose/put-record.html#examples
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BRo XRXUAHKE Lambda BT B , LB CE Firehose —i R, SRR, BTNE
E#HFEFER , REAMEEBN Lambda BRBHEITHED X,

LU 2 —/NA Python 4R EH Firehose 7L E Lambda BRBURS |, ZEREM @ A Bl H ERE —%&is
g% , HMNIERHPERS X#,

from _ future__ import print_function
import baseb4

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):
print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.
# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('SsY"'),
"month": event_timestamp.strftime('%m'),
"day": event_timestamp.strftime('S%d"'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}
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# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LT R—1F Go ‘REM Firehose AL Lambda BRBURSI , ZBE BN A Bl H ERE —SiEEIC
x , ANIEFEHRID XE,

package main

import (
"fmt"
"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

{

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse
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for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

response.Records = append(response.Records, transformedRecord)

}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}

£ Amazon S3 TZ4#& # Bl BA% i T E

ERIZREH Amazon S3 £ B HI#bHY Firehose 7Bt |, BAMIEE Amazon S3 F4E |, Firehose
FEZE#EBPERKIE, S ER Amazon S3 FE @RI BRALFMEE S3 FEBPHNK
. Amazon S3 FHBIRELUTE R , BN ELUHN RS HE -,

/A Amazon S3 FHERETRERMEKE 91
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BEZASKX , B89 XBEFEHEIEEN Amazon S3 5idk. MERBAFSSX , ALk
%7 Firehose MIETE S3 FEMEEAI R, B2 , MRERBAIDDX , NMAMIEE S3 F I
& , Firehose E M%7 W& o XEIE,

ERBRAHA D XEE Firehose FiH , S3 FEMIIREHE T 1Z Firehose RIS E D X B RIER
B, BXMEALENKRBICERA , BaUMEEUT S3HAE , 2ERETIEENN I XENR
BRARK :

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:devicel}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuexry:hour}/"

Firehose REBTRREME LRKREK, HEEARITEN S3 IRREAN IR AR — N IESE
1, AR5, Firehose FEBMNHRIEEEAMEITER S3 AR, [ S3 AZRBIFEEMNIMEKH Firehose HE
HXIRERE. Ht , ARHIFAIERFHERELT S3 WRE -

s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

NFHIED X |, BAME S3 FHBIRFFERAUTRERER : | {namespace:value} , &
ar & ZE B AT A2 partitionKeyFromQuery = partitionKeyFromLambda , 2 AI A2
EH, MREANBKRBHANFREEVUNES X, WATIEE— S FHMIRE , ZEHUTH
RIEEWRERAR : "partitionKeyFromQuery:keyID", #R A Amazon Lambda B
BHNBEBELURDXE  NAMIBE— S3 FHBIRE , ZEHRHATERIEENREXA
B : "partitionKeyFromLambda:keyID",

/A Amazon S3 FHERETRERMEKE 92
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® Note
B A LUEA Hive BB RNIEE S3 @ @AT&RE |, Hl20 customer_id=!

{partitionKeyFromQuery:customer_id,

BXEZEE , S/ Creating an Amazon Firehose stream F1 Custom Prefixes for Amazon S3
Objects HFHI“Choose Amazon S3 for Your Destination”,

[8] Amazon S3 & 5 BIREET RN INFH V1T 2 PR AT

B L B AFITORA , EEHE Amazon S3 BIXTRIVICFK 2 BN MEFITORE. XX Amazon
S3HHXNREBERE, EXNREBENADAS X , XtiEHIEH , EAENEREIREN —ED ,
ZIEEBR (M NENATREHE  ARTENEHTHEIX ) SMNICFKHPHBIBRITIT.

ERESHIEN AT X

BRI XNATREHE (Hlwn , REE|I%EA PutRecord # PutRecordBatch API A
WEANEH, AERIER) , EAAENXERFEHTHER, EUUESEAZIEZERRKIVERES
¥= , B4 Firehose MM IERHRHEH»BNTRE.

ZICKMERTLIR ISON RE | XEREFICEKN T BER2ETESMN JSON HRMITH, BRUALUR
Delimited K& A XEKBILEXNIRRETEENBEL T BANTH. ZEENLD RFLMAZ
base-64 FIBWFRF&F. Hl , MRBERUT ZRBENEEL DB #### , WHBHEL base-64 4w
BEAEEZFHEH , FEERN IyMjIv==, & JSON 5 RN IZFHITHERN LRNTRIZH
500,

(® Note

fEER JSON ig%AT , FHRALSHNmMANUZIEFN JSON BXE R, JSON HRAME—ITL ,
REDBERAIAGRTHSR (JSONL ) » JSON XNRIATE2E R A
LUTREEWEMANSRE : {"a":1}3{"a":2} and {"a":1}\n{"a":2}

LT RERMANTAE - [{"a":1}, {"a":2}]

NTFREWE , BRZIBSSXE , Firehose 2BMICE , ARBEENZIERBRREESIR API
AFRERBRE JSON HRF ST MREIEF.
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/A Important
MRBIFERREN , WRBEE RN BEHTHERN S ENADED X,

/A Important

£ Firehose FR{E A IE IR THRERT | NERIEH R AR AER, #H A Firehose FEIEG %
LLTFIRFANE : R - BiY Lambda BTEIERR > 2 X8,

XA D XERETHEEE

R Amazon Data Firehose Fo 4 f## 47 Firehose AR IRR , RELEZRIUSEN T X , R
BTEZITE SI AR EREIENRER , BAXLEHBICRKHEMWE S3HREHBIER , EOE
Firehose by , BMATIEEZIER , UBAIT P X, S3 HIREFEMRAIRIE Firehose ToiE/L i E|
EXE S3 BT B IR R, XLEIEREBBHIRELEALN, RTIEFN , RN RESEEXE
RIVEE |, AR BB MR FNAERES IR,

WRERN Firehose B AZAS DX |, MSAF A M Firehose FRIETE S3 ERTFHEBEIIR. MREBTER
Firehose B AZIAS DX , MATLLUEERIEE S3 BiRFME BRI,

AT aA D X&)+ X EE

Amazon Data Firehose & ABARBIBEEH I —E XD , HEA—ENEEBNEEZHII BN, &
A LATE B Firehose RN ELEE A X X/NFEHXetE EFE , HEFEFHIMA Firehose R EH X
KAFMEHRXESEERE. BFXAKNIENE MB , BFXEBHEMER,

(® Note
FERIEFTERTHED X,

BRMADXE , Firehose 2R FFRENZE P XS ( KMHEHE ) ERFEFE THLHED XAYIC
%, AEBRXEEREME Amazon S3 7. N THEBMERAKRPHINR , Firehose EREBEMZ
REH, Rt , —HIEFMRIIHERTRERRENZHRTENEMN 1.5 5. X2 Firehose A
BE#EE,

MNEA 5 XE IR (TR EGEE 94
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FEHP XU HREMEARIESIPXNWER, fltl , IRFAIPXERNEVHIE 3PNDEX , AR
E—1MEHAXREREE , 860 WiE — X f&m , BBLFHEFHE 180 NEFI P X, WK Firehose
TEFSXHNBFELAHBIENM | NiZy XEAMEAXPFITREZIRS , BRI LUERF LE,

HRFPICFKBIEFERM S3 sIRKRARNN S3 FIRITENHMEN , FEIB-IHIX. AENMEFHDTK
tR-MREFX, EEMEEITTE S3 iANENMNLICEBHERIZEPX,

—BEH KRB P X KN REISEEZ ) XETHEEFE Firehose AR - NEERAXBEHNR |,
RHEALMEIEEN Amazon S3 BIR. FRAXNRE , Z0 XKONEFXMD XA SRHEMER , HFMNEHD
Xit B BER,

— B2 3HREAN D XWE P K/INRERE , Firehose AN ENEFRXBFEENEITREH, —
BiEs 5 KB EIEEIEA Firehose 7 500 NI EPR |, N Firehose AN ERIERFERIIEEN
S3 HiRTFMMMAILR ( activePartitionExceeded ) » A LAERA Amazon Data Firehose PR #3821 K
T EEIE INEFNEE Firehose Ex % 5000 NEH P X, REBEFEEELZHX , MAUGEES
Firehose it , F EX LRz B 2 EES 2 X,

ATad0 XNEHXHE 95


https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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£ Amazon Data Firehose ®#:#h5 A ZiEH

IR F M E Amazon S3 Z B , Amazon Data Firehose A LU % A ZiIERI K M JSON
Apache Parquet 2 Apache ORC, Parquet #l ORC 2FIRXEIE LR , 5 JSON EITAEAME , &
ATEZRHAERGEAERN, MREBEHIR JSON BUAHNR AR , ESHEE ( CSV) =&
LA | A LA %A Amazon Lambda G E ) JSON XK. BXEZER , HSH BRR
BiE.

ENE R I8 F &% E| Amazon Data Firehose 2 BIR & 7Ticxk , B A AR BIENKR.

Amazon Data Firehose EELU T =N TEFTREHRICKBENER -

Deserializer

Amazon Data Firehose EEx B1T{La5F RESREUA A ZIER JSON, EaJLUER LA T ARfhE B Iz &
171LEs,

WERFZA JSON XHEEHBIE —12FKF , BRAREHNEATUZEFN JSON BXE R, JSON X1
BATRBRAA.

flgn , XREBHBA - {"a": 13{"b": 1} ; XRERMBA : [{"a":1}, {"a":2}1.

» Apache Hive JSON SerDe
* OpenX JSON SerDe

i%£# JSON K &R 1T1LER

MRENBA JSON BERALUTHEAARSREEZ , Hi%E OpenX JSON SerDe :

 yyyy-MM-dd'T'HH:mm:ss[.S]'Z' , e/ FZZH 9 v , i
W 2017-02-07T15:13:01.39256Z,

* yyyy-[M]M-[d]d HH:mm:ss[.S] , HA/NE&EZHE 9 L, il : 2017-02-07 15:13:01.14,
« ¥, Ll Epoch =X &R7R , I : 1518033528,

Z# , ML Epoch #X%k 7~ , #l#0 : 1518033528123,
« FR¥ , Bl Epoch X &RR , Hlm : 1518033528.123,
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https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://github.com/rcongiu/Hive-JSON-Serde
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OpenX JSON SerDe Al AR (.) AT XL (). ©IEFLAEX JSON & 1T BITLEET
Hi#tp N/ PIE, XKk BEIT{LEEET Amazon Data Firehose I2EHETINEZER |, 55
OpenXJsonSerDe,

NRETHEEIRZWNERE , BFEMA OpenX JSON SerDe , BRIFELEETZHR A EE.

MREF a5 HOER U ETEE |, EEA Apache Hive JSON SerDe., EFIFEREEE , B
BEEFEANMEEBER. Hik , FEfE Joda-Time DateTimeFormat A FHFEMERIEEX, Ax
BEZ{EE , 1§23 Class DateTimeFormat,

BRI AERASHRE millis RFEMEIE (ZR , M Epoch BXRT ) o WREFIEEK
3\ , Amazon Data Firehose ¥ ERIAfEA java.sql.Timestamp: :valueOf,

Hive JSON SerDe ARAFATHEA :

« FIBRMPHNIR (L)
« RHN uniontype WFER,

- RYPEERFREBERET JSON FNFRENFR, Sl , WREHH (anint) , TH JSON K
{"a":"123"} , M| Hive SerDe < HIMEE IR,

Hive SerDe TFH#RE JSON Bt h F#& 5, Hltn , REH {"a":{"innex":1}} , EFELF
{"inner":1} MAEFFHE,

¥

Amazon Data Firehose & & —MNEXKHAE MM RZEKIE. A Amazon Glue £ Amazon Glue
Data Catalog #1248 #), A5 , Amazon Data Firehose £ 5| FiZ 283 3 fif Fl SR S8 A R
& A LAfE A B — 2R #93K Bl i@ Amazon Data Firehose M2 M EiE, BXEZEE , iH5H (Amazon
Glue FF R AG1EME) FHIEF Amazon Glue #IE H .

(® Note
£ Amazon Glue Data Catalog FRIZ MR Z S ABIEEWHETE. &0 , BREHHK

BEETAALRNTRIEENEE, MBLMEAHRE JSON , FELMHERTHS JSON
LM STRUCT % H, B3 MAEMA STRUCT XEAEHE JSON HEL | B2 HAH.
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://docs.amazonaws.cn/glue/latest/dg/what-is-glue.html
https://docs.amazonaws.cn/glue/latest/dg/populate-data-catalog.html
https://docs.amazonaws.cn/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
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/A Important
NFREEEANRFOBIERE |, BTHNAAERIERNSSERRSIN 32 MB.
WMREH CHAR T VARCHAR $EEKE , Nl Firehose 2RI ABENIZEEKEBNFRF
B, MREERHEFFHRRK , WRREFE,

Serializer

Firehose EERTILE BB RIL N BIRIXFZMEE X ( Parquet 3 ORC ) : WA LUEFR AT R
BMERTILEZ

« ORC SerDe
» Parquet SerDe

R RITLER

RN BITEERBRTENLFZER. ETHEXRANBRITLRETNEZER , 55 ORC SerDe
F Parquet SerDe,

BRI R ER

MBEFRICFEERERR | NFERF Amazon Data Firehose B I #11& B Amazon
OpenSearch Service., Amazon Redshift 2§ Splunk. /& A&/ , Amazon S3 B2
BT Firehose TREVKE— B, T — TN BMmMESEF Firehose API #1658 A
WWRERX R, BXUMMAER Amazon CloudFormation & B id &N B RE| , ESH

Amazon::DataFirehose::DeliveryStream.,

MEEF & Bl HI A I FAE R

B AE BB R EH Firehose M ERFIA LS ABERN#R, BABERNERE , Amazon
S3 MR A Firehose B TEENME — B Mth, BEs , BRAKINERE | REFEH Amazon
S3 E4. 1B , Snappy ER2EN B RRIEN —Br BaI#HT. EXFERT , Amazon
Data Firehose A # Snappy BIf3iEHE 5 Hadoop # B, XEMKE , BALUEH Snappy E4
W& RHTE Athena FXTXEHIFZTER. BX Hadoop FTk#HY Snappy HEKR , S
BlockCompressorStream.java.
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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EX AR Firehose /3 FABIEE S # iR

1. 148 https://console.aws.amazon.com/firehose/ , & FF) Amazon Web Services BEIE#Z#| & H1T
F Amazon Data Firehose 24| &

2. EEEFHM Firehose i , IZE HiE . WZH| & 6172 Firehose it FHLERAIZEFH Firehose

o

3. EHBIEEEXT , FERBEIAKBRRENCEA,
4. EBRFAENREER, BXXAMETMNESEER , 53 Apache Parquet # Apache ORC,
5. #%$% Amazon Glue RRIEERICFKNEN, RBEXE, BEE. RIRKRE,

&I Firehose API Byid & ik

MRIBFEE Amazon Data Firehose 4 AZIEH KM JSON ¥ H Parquet 5 ORC ,

BT ExtendedS3DestinationConfiguration 2 ExtendedS3DestinationUpdate A 18 7E Al 1£#Y
DataFormatConversionConfiguration Jt3%&, #1R1EE DataFormatConversionConfiguration , M AT
PR &I E A

« 1£ BufferingHints  , IR AIERE X FHIR , WFEER SizeInMBs RE NN T 64 WEH. LA,
MEREBAEINER , WBIAER 5. EEABINERE , ZEBENER 128,

o IR ExtendedS3DestinationConfiguration 2 ExtendedS3DestinationUpdate A &Y
CompressionFormat i&&J UNCOMPRESSED, CompressionFormat HIERIAER
UNCOMPRESSED, Rt , #£3& A BLFE ExtendedS3DestinationConfiguration A ER#HITIEE. 2
INERT , BIEEER Snappy EHERERNBITELRN —BHBEESR. EXFERT , Amazon
Data Firehose £ #9 Snappy BIf3E# 5 Hadoop B, XEWRE , LA LAEH Snappy E4
45 R H1E Athena P IXEHEZE1TEB, BX Hadoop FTEHIAY Snappy HERR |, S
BlockCompressorStream.java, HEEHITILERE , BRI LUERHMERNESR,

B HPER R EIR

% Amazon Data Firehose FTo AT AR R IC AT ( Hlan , SBTBESRUFTTEN ) , 2FIEFREA
Amazon S3 , B AR, MREE A KM , Amazon Data Firehose £—EBEix , [EAtPE L3 —
SEH, WTFEBREAMMIZTE , Amazon Data Firehose AL TZEME A JSON 374 :

{
"attemptsMade": long,
"arrivalTimestamp": long,
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https://console.amazonaws.cn/firehose/
https://parquet.apache.org/
https://orc.apache.org/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_BufferingHints.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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FRARER

"ErrorCode": string,
"ErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,
"region": string,
"versionId": string,
"catalogArn": string

AL TR BRI AR R R
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T #8 Amazon Data Firehose FRIZIB(E 5

L& M@ Firehose MAEHIEN , BFELAFEHIBERENEM., TREATITEBNBNER
i,

B #r FAER

Amazon S3 33 F B Amazon S3 HIEkIE L % , Firehose 1R#E Firehose FiHI &+
BEEZEZMEALRR. AT, FiERIEN Amazon S3 X REH
B| Amazon S3., BRINER T |, Firehose HEZEIEN TR I 2 MR
o MREBEERRZFZEEANITORA , MALIEN T Firehose 2
HlEEEDS API S8 5 AL ThRER A MF T2 FERF. Firehose
Amazon S3 B i Z B EIEE B ER TLS ( HTTPS ) 1%,

Amazon Redshift 79 1E Amazon Redshift #1T##E& % , Firehose B & &¥& ABIFEE
EiRENtEmE S3 FEN. A , Firehose 2% Amazon Redshift
COPY % , HEIEM S3 F i@ 2 Amazon Redshift FiiE &
5 Amazon Redshift Serverless T4, #{RIE Amazon Data
Firehose ¥ % /M& A 1B FKiE#E S| Amazon S3 FWRJG , AT LASF Amazon
S3 W REFHFEH Amazon Redshift E £ & H Amazon Redshift
Serverless T4, BXEZELR , 152 Amazon Redshift COPY
WEHEERSE

OpenSearch Service J9 @ OpenSearch Service Hl OpenSearch ToARSS 833t 1T B dE1£

OpenSearch ToARS 85 #i , Amazon Data Firehose £1R#& Firehose i #Y & H B & 8 15 A i
. RE , 2% K OpenSearch Service 5 OpenSearch TTARS 854t
EiER |, HH%i12%%E5/% OpenSearch Service & 8 OpenSearc
h TBRSEES. ERNIEFAIEZE Amazon Data Firehose Z 81 ,
HFRICFREXA UTF-8 BB HEFE N HEIT JSON XK. LIk, SR
OpenSearch Service 8 # rest.action.multi.allow_exp
licit_index EIIRENR true (BRINE ) , FEEBEI N EXIE
FREMNEXNRS|FEWMEER, BXEZEL , 52 (Amazon
OpenSearch Service JF X AR $E®) H# OpenSearch Service Fii&
S RIEI,

Splunk @ Splunk B 1TEIEL M , Amazon Data Firehose SIEIZR K EH
F. MRERECNBRFEFERASIBT (WRTH) , B4TBTHE
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https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Processor.html
https://docs.amazonaws.cn/redshift/latest/dg/copy-parameters-data-format.html
https://docs.amazonaws.cn/redshift/latest/dg/copy-parameters-data-format.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
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FRARER

B #R

HTTP W% =

Snowflake

HAREE

ARXESRAF. BRR Splunk BLE N BITEMILLR D RAF. ERHE
WEl S3 HHIRFMNE (S3 B ) WBIEEFNESIE Splunk , HER
Splunk X E MY S RFIITIRF,

EOZXZFNE=FRFEAEAEN HTTP b [ 1T HIEE et

, WA LA E R ER K Amazon Lambda BRE 8122 — N &, FE AR
FERNERFEMFEXTHNERNCEABN, FRACERH
HTTP im R ERN BN E= A RFSREEE , THREXMINEZIHNIERE
XHNEZEER,

N T FBIEE B E] Snowflake , Amazon Data Firehose & 7E 2B
ZrBIE—e , HEA Snowflake RN L 5 AP RERBUERR A
E| Snowflake, BRIANBER T , B HRFEB/ANICIIHFHE

R F| Snowflake &, EEHTIHEARASRE |, Firehose 2 &K H—1
CloudWatch #E%r , A TE 2/ HIERZE| Snowflake PTTE T HY AT
|8, Firehose HEIMXXFF LN JSON MEBERNIERERAH , HE
X JSON Hdh., FHARENHABTRAAREERL JSON WK ,
HERKXER  ZEETMAIMANNEIT, 5|5HELFH.

8| Firehose BRI BB BCHBBEERIE, BXEZER A KEZTIET.

ERiEXR

Amazon Data Firehose E & A — B UHITHEA R, EELEERLT ( bBIEEEERN ) |
MR EHBBIFEEMBRFLIET , Amazon Data Firehose iR EIRFJRELSHEE ., XEH
F Amazon Data Firehose X #5HIFTE B M3 E | 1B Amazon S3 B #tth, Apache Iceberg &

Snowflake B K93 BRL .

£}

« THEE Amazon MK F X5 HY % i

o TR HTTP i 4% i K f 0w R SE

- REBIRERAR

« Fi& Amazon S3 W REZHIER,

« ;4 OpenSearch Service Bii& % 5|5 #t

- HENREHREE R
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https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
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T &% Amazon K f X i3y 1% i

Amazon Data Firehose X #F#% Amazon I P HHIEEHE HTTP iIn R B ik, Firehose JRF LR
ERN B HTTP =T L8 FARE/ Amazon K/,

Amazon Data Firehose i X 5% Amazon XENHIEEAHE HTTP i 2 B Wi, B LUFHEMN—
Amazon X H# Firehose £ El 5 — Amazon XigH#) HTTP im . &1& ] LUFEHIEM Firehose
A E Amazon XEZ AW HTTP im S B fib , Hla0fF HTTP i = URL IRENFTEMN B /It | fF
BIEEHRIEECHARBRS S, Eii‘”"%}RT , BRERRAEMEANLETA, BXEZE
B, BEAREEN NHEHPHNHEECRHES

T HTTP 3 4% 5 18 SR A e S ALSE

Eff Amazon Data Firehose B INFHRBEERBBENL HTTP IR , XERKIMTIEZER , HERAE
£ Amazon Data Firehose &R MR #& N ZIEMB . AT 5+48 Amazon Data Firehose fRS5 &£ 2B
FEN HTTP iR M HTTP &R HE |, LA% Amazon Data Firehose BRE TR HTTP W 57 A9 4%
XM, £ Amazon Data Firehose fEEREIT 28 , HTTP if 2 A 3 £ #AV T E MM ER, Amazon
Data Firehose A& IE¥#& =AY M B2 40 9 1% 5 5 W o

BREK

BZEF URL 3%
B EERENED URL BRI —24% ., Amazon Data Firehose @B E X% , TEMB K. NX
¥ https B 45, URL BR&ITE/E 7B B HAE R A o

® Note
Bal, HTTP in QBB WX im0 443,

HTTP #rk - X-Amz-Firehose-Protocol-Version

LAk A F IR ER/MBEXWRAER, BaitE—RAEARZ 1.0,
HTTP #53k - X-Amz-Firehose-Request-Id

AR ER —NTERR GUID , TR TRARMESHREMR, WRATEERNE , KRISINISHK
XAMRAWE , SERDMRMBER, EZR2RE—FERE , HX ID REFE,

T &% Amazon K X i3 #9 1% 103


https://www.amazonaws.cn/ec2/pricing/on-demand/#Data_Transfer
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HTTP #53k - Content-Type

Content-Type ¥rkBV{ERL N application/json.
HTTP #53k - Content-Encoding

AILAEL & Firehose it , ERIZBERMEH GZIP E4EEX. BRALESRE , RBIREM
% , Content-Encoding ¥Rk ERFRE N gzip. MRAKBAESE , Ml Content-Encoding #53kH 58
£ FE,

HTTP %53k - Content-Length

REBRERXFEA,
HTTP #rk - X-Amz-Firehose-Source-Arn :

BLASCII RN R TM Firehose 7 ARN, ARN Xf[Xi#, Amazon K/ ID R & M 1T4R
B, I arn:aws:firehose:us-east-1:123456789:deliverystream/testStream,

HTTP #r3k - X-Amz-Firehose-Access-Key

ARk T E APl ZHRREAMEU, EOIERERERRE , B UEREH API 4] ( X
BN T ) o Amazon Data Firehose f5 15 R Z2 A9 K/NBR# 8 4096 77, Amazon Data
Firehose T2Z R AL XNFERILER. RENZAFNEZFEFNTHARLNEF, B2, R
&£ A Secrets Manager RELEZ4A , N HALTIERIFERN JSON I RER : {"api_key":
"o "}

NATUREEN , THERR JWT S5 ACCESS_KEY, MRRREELZFREIL (WAFBN
%E) , MR EMmEFBRNENESTERNEN (JSON X CSV ) —RBIFHELNHRIZEHF,
MRFHARRZZFHFIE , AT I FE# 1T base-64 488, Amazon Data Firehose T8
M/SmBRENE , MEREEEARNE,

HTTP #5k - X-Amz-Firehose-Common-Attributes

ARk BE EBMERN/LERFABILFAXRNIHLBEY ( THE ) . £ Firehose RATE
ERE, WEMNERFRDNERU TR JSON XK :

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object
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FRARER

minProperties: 0
maxProperties: 50
patternProperties:
"A {1,2563}%$":
type: string
minLength: @
maxLength: 1024

AT

"commonAttributes": {
"deployment -context": "pre-prod-gamma",
"device-types": ""

IEX - RRK/ND

RAEXKNHEEE , EHEEI&AAE 64MiB.
IEX - 4

EXas—/ JSON X4 | EXHEHLT JSON 213 ( A YAML HE ) :

"$schema": http://json-schema.org/draft-07/schema#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.

ERERX
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type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1
maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

AT

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
b
{
"data": "aGVsbG8gd29ybGQ="
}
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I 7 4% =X,
AR ERIAITRH

RN RFARFELLTER | Firehose FRE 25 EM A T IEXH 500 RS,
KSR

HTTP RSB LIMIE 2XX, 4XX 2 5XX SEE A,

Amazon Data Firehose RSB ER/EEM ( XX RARTE ) » REMWMATE 200 F 4 A K I

FioR&WE HTTP/EP, MR 413 (BEXD ) BMAKAELK , HHIBZRHRXFTLEIEZDE
XFEEE (NREEE ). MEEMINABEOEANTERNER , AZIBENENERER

BRI R,

Rk - ARRE

ME— A EZHAREEZ application/json,
HTTP #53k - Content-Encoding

T8 A Content-Encoding. 1IEXMAMRKRERIRS,
HTTP #53k - Content-Length

MRMBEEX , MH4MAE Content-Length #5k,
EX - &RAKND

M B 1F SXHY KN AN FEF 1MiB,

"$schema": http://json-schema.org/draft-07/schema#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string
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timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer

errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: @
maxLength: 8192
required:
- requestId
- timestamp

AT

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": "1578090903599",
"errorMessage": "Unable to deliver records due to unknown error."

}

Success case (HTTP Response Code 200)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090903599

}

HERIF RIAL B

ERBEH#IRERT , Amazon Data Firehose RS SREF2EAIEREREEZERNZ HARME —H#t12
Fo FAEEHIET (15% ) WAIBELERE (18 ) RERER , HEAEEHRMBASINAR
[initial-backoff-time * (multiplier(2) A retry_count)] RENRBIX G ER . EIIRATE K & K8 Fz R #
N2 58, Bl EE n RERE , EEREN = M MAX(120, 2°n) * random(0.85, 1.15).

e B4 =0 108



Amazon Data Firehose FEANGIER

EXFIEENSHURELEETI, BXREHRLRELHEANEADBERRE, FAEIRKN
B, RBMEIELD L , ESH Amazon Firehose X#4,

EHENERERY , HRFAN/HAEMICTKN B Wi T sESRIE Firehose RN EF R E M KL
Z{t.. Amazon Data Firehose RFSR I EERPEAERMNIER ID. JE—TEERATF HTTP
mRRSERHITEEHERR. IREATHRERBEFNRERER (AT Firehose REE )
N AT R IE R B B IR B izt ie R AR EE IR TFE A

]

kB CWLog BYiE KRB,

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599,
"records": [
{
"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"
1,
"logEvents": [
{
"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208016,
"message": "log message 1"

"id": "@123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"
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R0 3B BAEAR Ton 5k W
1 Amazon Data Firehose B #itb#HE B © B9 B IB 1% i 2k AL BB FRAE

Y IRIRE Firehose Fibf , 3 F OpenSearch, Splunk Ml HTTP if R EFZ HH# , BEALUEE — 4
S FMN , ERTFMETROLEERMNEIE, BX Firehose EERMAMNUNAZHBENESZE
B BESRLTHEXENiEs, BXARFI S3 FHBWIHRINRAZ L L ERNBIENE
ZER , BHSRE T Firehose 18] Amazon S3 B # PR, ¥ Firehose ( a ) o & HIEE B ER
BEi , HEH (b)) TEBBEEAERAMNEZN S3 FMMEN , ERLAEEREH , BEEIKET
DfEmE BNt EAZS S LE,

Amazon S3

E S3 FEmHNBEAM AR TREERRAMAR, N, FEBAESFREFE. Amazon Data
Firehose &BH IAM BEAIRETNIA M FHEME. MERERELUSEH, EHEBERT , Amazon Data
Firehose &7 24 PITRNFLER , BEEEHI K. Amazon Data Firehose B & KEIEFMEATE 7 24
NEY. BNREBIES W ABEL 24 /MET , BIEFEX,

RRMBIEE S3 FHRBARSHTEHPRERRMAN , flu

- FRBTBEE.

« Amazon Data Firehose #8{E# IAM A& T ETH R FM# .
- RLEE,

 S3 4R , fln HTTP 500s sk Hfth API &,

EiXEERT , Amazon Data Firehose S E = it& 4 :

+ DirectPut KR : EiXHZRZ J#F4EE 24 DA,
« Kinesis Data Streams 5 Amazon MSK kR : EiR4TRPFETE , EAEFARATRPFENHNRE
REE,

HEE Lambda &4 E 5 parquet ##2 LM AT , Amazon Data Firehose F &R kMK idF& T S3 48

REER. HtAMBEANSBEFEENZREHE S3, BEERFREHNIE, 3 Firehose B IIFid
FERE SN, BB SSNRXH ; EWMAIEFAMVBERT , e8I EH=HLE ,

FERARIIGENICREHE— S3 N RXHF.
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-s3
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Amazon Redshift

¥tF Amazon Redshift B Bith , AT LATEBIE Firehose FRATIEE EiRIFLERTH ( 0-7200 # ) o

FHIEE B E] Amazon Redshift B &£ & 5 Amazon Redshift Serverless T/E4ART |, ATRES R AT
NNRREAMmAM, B0, Firehose MERBRETERH, SHRNTHFAEELEFIMNERE, ELEX
5% T , Amazon Data Firehose REEENFLMNBIAER , HHTFERIRH Amazon S3 X R,
BEHNROEELQLBTRE NN EREEN S3 MMM errors/ XHRA |, BAILAFIAHZ
BREXHHITFEE, BXRIMAERAEEXHF COPY BIENEE , BSREABEEERIEX
.

Amazon OpenSearch Service #ll OpenSearch TR S5 2%

¥ F OpenSearch Service #1 OpenSearch Lg% 88 B Kyith , LA LATE R8I Firehose MRATIEEERiF
SRTE (0-7200 B ) .

T IEE#ZE] OpenSearch Service £8# 5, OpenSearch TRFSB[/ESHK , TEESER AU TN
EmkM, %l | Firehose FK OpenSearch Service £8 5, OpenSearch TIREF/ESEEARLE

¥, OpenSearch Service 585 OpenSearch TRRFBF|ESEELET . WEBERLLCEH, ELL3E
18R T , Amazon Data Firehose 2 EEEMNF LM BIAER , HRSHENRSER. SIS
B IEH S3 @A AmazonOpenSearchService_failed/ X#RK |, BRI U A ECHITE
N EE,

% F OpenSearch Service , M XHHEEAFLLT JSON % :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(base64-encoded document data)"

}

¥tF OpenSearch THREEF , B EEMEF LT JSON X
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https://docs.amazonaws.cn/redshift/latest/dg/loading-data-files-using-manifest.html
https://docs.amazonaws.cn/redshift/latest/dg/loading-data-files-using-manifest.html

Amazon Data Firehose FEANGIER

{

"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index
request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"
}
Splunk

% Amazon Data Firehose 8 Splunk &ZJEZIER , 2%4F Splunk AN, MREINHB R AKREHEHIAE
FTEAFR UL EHIA , Amazon Data Firehose B s B F4 A H 1T HER. ©SRETHER , BEFEHAEF
gafE B E NI, FiXFErtRZEHE , Amazon Data Firehose fHX fER I A BIBE R AW |, HF
BIEZ 9 F Amazon S3 .

)X Amazon Data Firehose [ Splunk ZIAZEN , TR EXRZRERER , BoLEFHBHHEIAE
T #ER. RS , F1F Splunk BHAIA, BIEERIFEREI2Y , Amazon Data Firehose {115
A, ERIWEEIAREIAER, WRBEIAER , Amazon Data Firehose 2SR EBEIXITHEEREEE R
REtiE, MRERRNE , CHBAEAHEEZEE , BEEWIBIASBEE R EEEH,

ABEEIAFATR U HIAVME— —RBFEARE R, AXREMRENBEERERNES , F5H
Splunk HiEERE IR, MRERFENEAT 0, HAKFEERERFLMREREE,

THER - MEIRIEFETRO,

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in Amazon
S3 data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIx0C45Mi4x0DguMjE@IDE3Mi4xNisxLjE2NyAyNTIzMyAXNDMzIDYgN

"EventId": "49577193928114147339600778471082492393164139877200035842.0"
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}

HTTP ¥% < B 5

2 Amazon Data Firehose 8 HTTP i & B it R IABIER , 2SEFREBZE WL, MR EINE
IR ER AR TE NG B AR A HAFR UL BN B2 , Amazon Data Firehose f% /8 3 Eif {54018 11 3188, ©NTHE

R, BEEERSEEEER I, FEidiFEtEEIEE , Amazon Data Firehose X 15 #1 1 8 #E

fERRM , FHHBIEZ D E Amazon S3 FiEM,

)X Amazon Data Firehose [ HTTP s R B it ZIEHIEN , TR RBXRZHERER , HLEWHS
SRR ITEER. A , EEKRB HTTP R Bisi R, BIEEiIRFL R 23 , Amazon Data
Firchose &5 , B2 EI MR, MERMEAER , Amazon Data Firehose 2K EE
RITHBEBREEFRRTE, MREERE , cBXERAEEZRE , BEWIWNRBEERNAD
pug-ie

RKBERIH T RME—ATRRAENBFEEEERRE, AXAEMRENBELAERNEES | E5H
HTTP i SEFEL B SR,

THR-MERIEFERA

"attemptsMade":5,

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHJhdyBkYXRh",

"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"

Snowflake

*F Snowflake B #9it: , £ 8% Firehose bt , RO LAIEE Al kM B i IS 4ERTIE] ( 0-7200 % ) . E
RIFLERT R ERIAER 60 ¥,

[0 Snowflake REMBIFETEES LN , FERERZ |, Hl Snowflake B VELE R IEH, Snowflake
i, WERES, ERFEBTERATAUTERNEIR, Fl0 , MR Snowflake B R XA ERDEFIE
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—BITE4E T I8/ JSON BRIAE , N Firehose T2 HBRAETEH. R , E2NFEREN
S3 fRix PR JSON B AR EEM S BN HARBLIEZ 1D,

Ef , IRBTAE, RIBFEFHRMSBELREY , N Firehose T EHHFFBITEE AL S3
PR, ERFENBEMGER TR Snowflake BRFF IR, I MEAHESS B AN, HLURER
T, Firehose 2EEENFEMNBAER , RAEHEFEIERE S3, KMNICFEFFEAAE snowflake-
failed/ X #F3k A | & LAME A & XHFRFITF B EIE,

BT REEmE S3 MEFKIEEMN JSON R,

"attemptsMade": 3,

"arrivalTimestamp": 1594265943615,

"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type AUTOINCREMENT,
IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,

"rawData": "c2FtcGx1lIHJhdyBkYXRh"

fi @ Amazon S3 R EZHER

% Firehose @ Amazon S3 fZRIBIERt , S3 N RBAFMEBEIU TR <evaluated prefix><suffix> ,
HAPERMWER A <Firehose stream name>-<Firehose stream version>-<year>-<month>-<day>-
<hour>-<minute>-<second>-<uuid><file extension> <Firehose stream version> , LA 1 7k , #1T
— R Firehose VAL B E AF BN 1, BALLE XK Firehose FRELE ( #ila0 , S3 FHBEAE. EHIR
™ EFURINE ) . BELAER Firehose 3 & 3 UpdateDestination API #ER T S SL R 1E,

3t F <evaluated prefix> , Firehose A&, YYYY/MM/dd/HH B30 7 BRIABI BT B BT 4R ML BTBRIETE
RPN E—NBEBEREN , HA , 8MNERML (/) BEZEREWFRIE—NER. BAEY
EEOSEETHHENREINBEE SR REULLEE, BXINAEEBENIENER , HSH

Custom Prefixes for Amazon Simple Storage Service Objects,

FKIANBERT , RBEBEMERONXRN UTC , BEAMLLEEERNRHFHNRX, Flm , BEEE

A EAFRERBTMAR UTC , BELLTE Amazon Web Services EEZ# A = API SHigE

( CustomTimeZone ) A XBELE RN LM/ ER. ML TR EBE Firehose 71 S3 IR BB X IFHY AT
X,
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FRARER

T EFHRX
LLTF 2 Firehose 71 S3 IR El B X iFH AT X 5 &,

Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi

Bt & Amazon S3 W R B FHE

115



Amazon Data Firehose FEANGIER

Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
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America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule
America/Tijuana
America/Tortola
America/Vancouver
America/Winnipeg
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Antarctica

Antarctica/Casey
Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqtau
Asia/Aqtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
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Asia/Kuwait
Asia/Macao
Asia/Magadan
Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
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Atlantic/Stanley

Australia

Australia/Adelaide
Australia/Brisbane
Australia/Broken_Hill

Australia/Darwin
Australia/Hobart

Australia/Lord_Howe

Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul

Europe/Kaliningrad

Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga

Bt & Amazon S3 W R B FHE
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Europe/Rome
Europe/Samara
Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
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Pacific/Kiritimati
Pacific/Kosrae
Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

BR <file extension> 24\ , BREENERFER., BRABEEXNKRGESRN |, Firehose [FiRIEH & M
sy B&. T&RIHEA T Firehose MMM ERIASXHT B S :

BE XU RA
BIER IR - Parquet .parquet

BIEHER . ORC .orc
E4 : Gzip 9z
E4 : Zip .Zip
E48 : Snappy .snappy

E48 : Hadoop-Snappy -hsnappy
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&R T BME Firehose £ HI A= API REERFHXHT BE. XHTBRBELFAUGR () Tk, #AB
AUEEATNFR : 0-9a-z-_*(). XHT RETEEET 128 MNFFF,

® Note
EEXH#Y BER , ©REE Firehose ZE ARER N ERIER/TRMABRINXHT BB,

T & Amazon S3 XRMBEE M HIER

&5 %E) Amazon S3 KX RIEFE <evaluated prefix><suffix> B Z N, BUEEEEEBITRBT
HENREIANWBEENTR. BEENVEELNRGEEZNRIATE yyyy/MM/dd/HH,

WAL EBENHRPFERAUTERANRIER : | {(namespace:value} , E# namespace ATELR LA
TERXRzZ— , A TEBH AR,

« firehose

* timestamp

* partitionKeyFromQuery

* partitionKeyFromLambda

MRABUARMLLER |, ME Amazon S3 FREBTPFERAXHR, BXEZELR , HZH Amazon
Data FirehoseDeveloper Guide H#J Amazon S3 Object Name Format,

timestamp & ZE[H]

RN A RERENEMR Java DateTimeFormatter ZF BN ZFE, Hlmn , IF 2018 £, &R
B ' {timestamp:yyyy} WITEL RN 2018,

EitEatEZEE |, Firehose FEAFTEA Amazon S3 WHR P B EMNHREICFEMN ABREAT EER.

FIABRT |, NEBE UTC iE, B2 , BAMUEEREFNNX, Hln, nREEFERA B AiRER
MA2 UTC , WA LLFE Amazon Web Services BB #| A = APl SB&E ( CustomTimeZone ) A
FRNXEENTMNER. EEEXFHNNEXSIEK , 2 H Amazon S3 Object Name Format,

MREBER —FRREXNPZIRMER timestamp B ZEE , MENEFWITELERNE -,
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FRARER

firehose fn & Z= 4|

B LS MER TR ZEE : error-output-type M random-string, FRNETHERA

Eo

firehose & ZE{E

i

error-out
put-type

random-st
ring

iR

B3 Firehose
A EL B A R M
RRA , t8ER
AT5FRFERZ
— : {processing-
failed, Ama
zonOpenSe
archService-
failed. splunk-
failed, format-
conversion-
failed, http-
endpoint-
failed}.

MREER—F
B ZIRAER
E, NENKHE
MITESERAE
— IR F R R,

HTESRN 114
FRNBENFRF
o MREER
—REXPZR
AT , e
KAINITES
N—NFHEIBEAL
FRH

YL DN

myPrefix/
result=!{
firehose:
error-out
put-type}
/! {timest
amp:yyyy/
MM/dd}

myPrefix/
I {firehos
e:random-
string}/

ol

myPrefix/
result=pr
ocessing-
failed/20
18/08/03

myPrefix/
046b6c7f -
ob/

&x

error-output-
type ER&E

£ ErrorOutp
utPrefix FE&
A

AR ERT
8,

BRI LN RF
BRERRFR
ER Y FF 3K AR ER
FEALBIZR , 28
£/ Amazon S3
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i iR kTN Ak T £F
RERSHEL
E , kiREAR
ToHE,

partitionKeyFromLambda ] partitionKeyFromQuery @5 %= g

NFHSDX |, BAMTE S3 FHBIIBRPFERAUTRIAERNEN : | {namespace:value} , H
WwHRZEE LR partitionKeyFromQuery = partitionKeyFromLambda , R aJLARH

E, MREANBKRBHNBREEVWNES X , WATIEE— S3 FHMARE , ZEHRHUTH

RIEEMWRERAR : "partitionKeyFromQuery:keyID", #NER A Amazon Lambda B

BHNBRBELRSXE  NAMIEE— S3 FHBIRE , ZEHRHATEREENREAXA

FX : "partitionKeyFromLambda:keyID", BXEZ{EER , i Creating an Amazon Firehose

stream F#Y“Choose Amazon S3 for Your Destination”

N

LLTFHMERTF Prefix M ErrorOutputPrefix Rix=R,

« XIF timestamp A ZEW , FiItERTEELSISANEMFR. RAFH , FRFAEZLEE
FERBPFERARESSHITEXNEAZRFE,

- MRBENIRZTEEFABBEMERKRIZEN , U Firehose 2FFiZFKER ! {timestamp:yyyy/
MM/dd/HH/3} JEDNE) Prefix FERFHIE,

o F5 1 { REEHIME | {namespace:value} REXH,

e X¥ ErrorOutputPrefix RBEFEMKRIERN , Prefix FBERNZE, EXTERT , Prefix
WitELER RN <specified-prefix>yyyy/MM/DDD/HH/ , ExrrorOutputPrefix itEE RN
<specified-prefix><error-output-type>yyyy/MM/DDD/HH/, DDD RR—EHFHERXK,

o WMRMEHN ExrrorOutputPrefix BE—NKRER , MEMSMEIEEDL—A | {firehose:error-
output-type} £4i,

« Prefix o8& !{firehose:error-output-typel,

« Prefix # ErrorOutputPrefix EitEEH BT 512 MNER,

- MR BFER Amazon Redshift , Il Prefix FeEBERENH B ErrorOutputPrefix H4A

- HBMMHE Amazon OpenSearch Service = Splunk , # BEKR$EE ErrorOutputPrefix
Bt , Firehose X XMW IEFKFEHA Prefix F&,
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- HBR#RZER Amazon S3 B , Amazon S3 BFrELEH M Prefix M ErrorOutputPrefix
FosAFHIIERMAKIER, WREA Amazon CLI = API, Il
ExtendedS3DestinationConfiguration IEEEBHCEM Prefix M ErrorOutputPrefix
#9 Amazon S3 &R EE.

S48 E A Amazon Web Services EE12H| & & B I#hIRIE N Amazon S3 B , Firehose B H
WEERH Prefix M ErrorOutputPrefix ZBIAFTHINERMANIZRK, MERFAKERNIEE
B, MATIEEHEIRTILR , B8 | {firehose:error-output-typels

%333 Amazon CLI, API 5 Amazon CloudFormation &
ExtendedS3DestinationConfiguration Bt , MR EIEE S3BackupConfiguration, N
Firehose AR HERIA ErrorOutputPrefix,

FE B2 ErrorOutputPrefix RIAXAET , TREFE A partitionKeyFromLambda
partitionKeyFromQuery &% Z= (€,

TS

Prefix 1 ExrorOutputPrefix R4l

al A TTEMFIZ [2018 £8 A 27 HEHF
10:30 ( UTC )]

Prefix : KRIEE Prefix: 2018/08/27/10

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos

eFailures/!{firehose:error- eFailures/processing-failed/

output-typel}/

Prefix: !{timestamp:yyyy/MM/dd} BMATH . Y Prefix @8RER

] o B , ErrorOutputPrefix TRERNZE
ErrorOutputPrefix : FRIEE

Prefix: myFirehose/DeliveredYear=! Prefix: myFirehose/Deliver
{timestamp:yyyy}/anyMonth/ra edYear=2018/anyMonth/rand=5
nd=!{firehose:random-string} abf82daaab

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos
eFailures/!{firehose:error- eFailures/processing-failed
output-typel}/!{timestamp:yyyy}/ /2018/anyMonth/10

anyMonth/!{timestamp:dd}
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FRARER

A

Prefix: myPrefix/year=!{ti
mestamp:yyyyl}/month=!{times
tamp:MM}/day=!{timestamp:dd}/
hour=!{timestamp:HH}/

ErrorOutputPrefix :myErrorPrefix/
year=!{timestamp:yyyy}/month=!
{timestamp:MM}/day=!{timesta
mp:dd}/hour=!{timestamp:HH}/!
{firehose:error-output-type}

Prefix: myFirehosePrefix/

ErrorOutputPrefix : KR¥EE

TERETE 2018 £8 B 27 BLEAF
10:30 (UTC) ]

Prefix: myPrefix/year=2018/
month=07/day=06/hour=23/

ErrorOutputPrefix :myErrorPrefix/
year=2018/month=07/day=06/hour=
23/processing-failed

Prefix: myFirehosePrefix/2
018/08/27/

ErrorOutputPrefix :myFirehos
ePrefix/processing-failed/2
018/08/27/

4 OpenSearch Service Bt & & 5| #r

X F OpenSearch Service B#5 , BAUMUTEMETN Z2 —HIEEE TRIANZES| RiRE
I1 : NoRotation, OneHour, OneDay, OneWeek = OneMonth,

BIFEIERVERHIEIN | Amazon Data Firehose 4% UTC ZIiA a8 25 #Y — 84 B i B 1848 E /Y R 5
B. HMEM LRI ARt RIZ . AT RHIERT OpenSearch Service B BN RS R HRIET 4 X
MWRSIEH , EPIEENRSI BN myindex , EIEETAEIE N 2016-02-25T13:00:00Z,

RotationPeriod IndexName
NoRotation myindex
OneHour

OneDay

myindex-2016-02-25-13

myindex-2016-02-25

3 OpenSearch Service Bt &R 5|
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RotationPeriod IndexName

OneWeek myindex-2016-w08
OneMonth myindex-2016-02
(® Note

5/ OneWeek &I AY |, Data Firehose X <YEAR>-w<WEEK NUMBER> #&3X, ( 0
2020-w33 ) BahRIERE , HPEAHREFER UTC EHBFEUATEZERFIITERD -

- —ENEHBTFH

- — FENE-BAREX—SFHEEEHANE—H

FEMIRE BPEL

RIE Firehose /G , MKRFH I AHFERFEAMEENE. NREZRERLHAATHNER
(Bl FEitREFRERR )  SURFEENEFHREER , AEERVERRTANRE.,

/A Important
SEERTRE ZEENRERS , E#MERZE , ERXFIRIBFIEFRHERHE] Amazon S3
PHREIRTFERE  MERREKEEMIBENE, XRZFENEHNRRYE , 2 AUREXTE
o, REREARLERRESRERELAERMEI BN , HRERN KM,

%7 {Z Firehose i

E¥{Z Firehose REY R , B EMIBR Firehose E&MAMME A S3 ZHMENNR, Hlan , 40
REBIEE1F OpenSearch B H#H Firehose it , AIBI EMNERIM, BEXELZEE , BZHAET
Firehose 17/8]/3 # OpenSearch BRZ B #rHIER .

IBR s3:PutObject B/EM "Effect": "Allow" PR , HEXRM—FKIEL , ZBAXNATFE
0 R MR EY S3 FEMAY s3:PutObject #{ER A Effect”: "Deny" fXBR. #ETXK , <R
BHytth (Bl40 , <P B4R OpenSearch 15 ) , SR Firehose EA Bt EIRIR, EEFHEMB W
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WYX PR , IBEE £ H Amazon Data Firehose 2§15 RN R AR B Vi3 0. THRIXAMRE
J& , Firehose FE 1L , BAILAER Firehose Y CloudWatch f8FrBtITIETZ,

/A Important

£ Firehose REERE MY , FEWHRRMFKIR ( HlW0 , Kinesis Data Streams H =% Kafka
RERSH ) RENREHE  BEFRERERANHECATIIEN L, NRFERE
DirectPut , Firehose fHR B IE 24 /I it, MR EERBEEFHIB 2o RIREFRHE B
E, e X EREEX,

% & Firehose 7

ERELH , BEAITTENM , HHER Firehose BRI REMEBI BN , LERZBIXNRE N
AT ER, TR, RRZBXNNAT S3 FHEMON RN ER , UEFHRXMHNEH, W
R , M s3:PutObject 4 "Effect": "Allow" EKIAXBR , HMIER s3:PutObject #4E

B "Effect": "Deny" fXR , F&M S3 EHWA TR H LM &M, &5 , A Firehose Y
CloudWatch fE/R# TR , BIARRETEAME BN, EEFHRANERTHEHE  BEAE
AT Firehose B9 Amazon CloudWatch Logs 1%,
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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1 Amazon Data Firehose [} ##E1& 2| Apache Iceberg
+*®

Apache Iceberg A THITAREKIE D T SHEEFRZRE K. Apache Iceberg 1 Amazon S3 ##E
HHRT SQL RO FEMME B M | H# Spark, Flink, Trino, Hive # Impala ZF R 451 Z /A
B EAERNEIE. BXEZEL |, 51 Apache Iceberg M JF EEINA PR $o

A LAE A Firehose SR #iE/% 2] Amazon S3 H#Y Apache Iceberg . i Apache Iceberg &

ATLA7E Amazon S3 T BITEE |, th A LA EE Amazon S3 R, EBITEEMN Iceberg X |, &1

DEBRAERMKY , SIMEHRMREIH . Amazon S3 RERFEFE RS BEHN KB 2 TEAR

HITRILNERE U E LIRS ERMEHBRERBRENFME KA, HX Amazon S3 REH
REHEBESNESEER , 51 Amazon S3 REBIEFMEES.

HIHEE A IEZMN BN R B BT EH Apache Iceberg R, EBAILLEZI I IXER PR IEFKAH
A, EHAMBIEREE, ©EXEX Amazon S3 H#Y Apache Iceberg Rt 1T MM BIE T |25,
Amazon Lake Formation®& RI SAfFE R EFIEE L E42 %] , Amazon Lake Formation 35 Firehose 12
FEREANREFIIRINER,

ARSI R

(® Note

BRAmazon Web Services XigiH El#th XML A#h X ( BRI ) 4k , Firehose TP tth X #f
X # Apache Iceberg Tables Y63 B #9#i, Amazon GovCloud (US) Regions

Firehose X Apache Iceberg R X IGFE B LU T EEETMREH,

- RitE — WREMEM Dire ct PUT fER B3EIRM Apache Iceberg RAEEEIE , MEXERES ( 7
HRRIALER ) . ZEAES (HRBK ) MEN (BRZ ) X8, BN EERNZAFLEN 5 MiB/
second , EfttFrE XMW HEAFHENRN 1 MiB/second » Amazon Web Services X 13 21 R #4F 5k
TR AZ Iceberg RIEFHITEFHMMPIBR , HERERSHROWELE , WATBAEA Firehose BRFIFE
EERESELERS,

MRS BIFEABEMABHRITERMMBIER , B ATLUF AppendOnly FFEREN True. ¥
AppendOnly #¥rEIRE N True , Firehose 2 B M LERENEHE, Bal , ZREBET
CreateDeliveryStreamAP| 2Ei% B lbFrE
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https://iceberg.apache.org
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables.html
https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://support.console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=kinesis-firehose-limits
https://support.console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=kinesis-firehose-limits
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
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MRATERESHNHRIERINEET Firehose AV FMLEE N TS 3K Direct PUT REZEITIHR , WY
Firehose 2B RERNELERS , EFTREIES, BEFLEAEMAMIR , Firehose A
REEERNAESRHRERNELERSIFAEN K, Eit , FHEEHARHBRFERIIC
Fo MRETMITHEESRAXNEEN , HEECNHFUERAFTENFULELRANFLERFIES , I
FRESTEHERS,

- B¥ S3EFH (TPS) — A Tk S3 MEE , MNREFE A Kinesis Data Streams =, Amazon MSK 1E
AKR , BRINBNEERAERN S XENRIZFHITOX, X , BABIE— Iceberg REVEIEIZ R
REME B - MEHN D RS X, MRAEE , & TFE B Iceberg RAVHIFIZ T2 #K
F|R [E WY partitions/shards, so that you can use all the aggregate throughput available across all the
partitions/shards of the source topic/stream B #5 5%k #,

« B NFHBEFFE , Firehose KA ZHHE JSON FME—RTI =, Fla0 , Firehose 1£IR
—RHPAANTR , BREVETR. REENIENBERENSBERRNIIZENBTFERETLT
BL , Firehose F e &%, EXFERT , Firehose FLEM Iceberg RHH L=t B IR
BRI E L EFER, Firehose X# 16 MRBINEBRE. U TEHHE JSON BWRH,

"version":"2016-04-01",
"deviceld":"<solution_unique_device_id>",
"sensorId":"<device_sensor_id>",
"timestamp":"2024-01-11T20:42:45.000Z",
"value":"<actual_value>",
"position":{

"x":143.595901,

"y":476.399628,

"z":0.24234876

MRHBZRBIELRBFIEHE , W Firehose it 51X H FHIEE W E S3 HFiRFMA. MR Apache
Iceberg RPN FIE S A FBIERBEHITE , BRICZFPEEEMFE , Il Firehose 2HI#H =
'8

o HRIEF— JSON WR : BLRBEE —% Firehose 1BXF K E— JSON R, MREEIZFEH
REHKIEZA JSON R , Nl Firehose & 5 IR - FHTEE I E S3 HiRFMME. MRERE
A KPL R&1E% , F I BIEHEE Firehose #F , ¥ Amazon Kinesis Data Streams fER R , N
Firechose 2 BZ1 R , A ABRIEFREA—/ JSON MR,

- EHEMEFEMLEI : EXER Firehose B A Iceberg REF , ©EHAEIMAERRER, BIE ST M
BRI, PETZSHBEXHLEMABBEFEHE MR, N TRESRNEAMEE , B

EEEIAPRH 131


https://docs.amazonaws.cn/streams/latest/dev/kpl-with-firehose.html
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FEER—MHBRER , IEHRVINNBBEXHEHEENRDPHBRABE . XMNIEMIE
X, Amazon Glue Data Catalog ¥ B3I E4E Apache KUK, BXEZEE , H2H (Amazon
Glue FAF$ER) A Compaction management, BXEZE L , 12 Automatic compaction of
Apache lceberg Tables, B& , A LUZE 1T Athena Optimize i SR FHMITESR ., BXMRILHH
HEZELR | ESH Athena Optimize,

BT ERBIESUHS |, BIETLAERAI Apache Iceberg RIITRLET K VACUUM B AR D 174
SHEE | BRI HAR IS X4 BR. #FE Amazon Glue Data Catalog , &7 LA © 3k B 3 il BR
FTEEEMNHEX M. ML XHRTHRE , MZ#F Apache Iceberg RIEER ML, BRES
E8 , S IXBEXxT Storage optimization of Apache Iceberg Tables WEHEXE,

« RA1TX#F Apache Iceberg &HY Amazon MSK ToARSS25IRIE B B9tk

« XXTEHRIE , Firehose 2 ME —MIBRX 4 , ARBRITHRARE, HEMBRXHL=E
Amazon S3 ME % A,

« Firehose B R EMAZ/ Firehose FHFEIEE AR — Apache Iceberg F&H., X=2HJ Apache
lceberg KT =M H & 3% (OCC)e WRZA Firehose REIRETEAEA Iceberg &k , MIE
LENBRE-—NRERDERBE, HMLTERIERHNR  ARERRERERE , EFRENER
BEnEZE, ERFENEATE  BIEFMERXHZR ( Amazon S3 R ) FRIEEIEEHN
Amazon S3 £5ix BT8R,

« Firehose X#FH 248 Iceberg FERRA R 1.5.2 Ko

- ENMEHRFEEATLDE S3 X , BRIZE Amazon S3 RHELE Amazon Key Management
Service ¥ , MR Firehose BEEFEES . MREF Firehose FEEA TR MELEZIE
B 5%k S3 &MY Amazon Key Management Service 231 , M| Firehose o3& X L5 8t 170
R, BXREZEER , HS X Amazon KMS 247 F RS 25w 1133

- Firehose EE{NZ#FmEIET Iceberg Ky API BIZEMWBIBFEMRHITE M. GlueCatalog T iF&
ZE3d Glue SDK BIEMBHIBEMR, BEE | lceberg EHNHBBEENREFIIFEEZRF (-). B
REZFMEER , BSH Iceberg EXIFH Glue BUIEEENREXHM Glue RIEN KKK,

* Firehose EAMFIEXHEHREAECRPFEN I XITEN, XtUEATHRNXHE. TZHFLB
R , BlanR 2 XRE AR XA BR 4

£ Apache Iceberg FR¥EJN B By B9 o R &4
A FRETUR AT | DA AT B R SRSt

&
« £ Amazon S3 H /& Hi El Iceberg TREY £ IRFM
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https://docs.amazonaws.cn/glue/latest/dg/compaction-management.html
https://www.amazonaws.cn/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://www.amazonaws.cn/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://docs.amazonaws.cn/athena/latest/ug/optimize-statement.html
https://docs.amazonaws.cn/athena/latest/ug/vacuum-statement.html
https://www.amazonaws.cn/blogs/big-data/the-aws-glue-data-catalog-now-supports-storage-optimization-of-apache-iceberg-tables/
https://iceberg.apache.org/docs/1.6.0/reliability/#concurrent-write-operations
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-kms-encryption.html
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L62
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L63]
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- %% Amazon S3 REFEFMERFZH X REMH

FRARER

£ Amazon S3 F{£#iE| Iceberg R FLRFAHF
Fazal , BHBATEREZML.

* B2 Amazon S3 FME | BXMOIE Amazon S3 TF# W , SAEE 02 = HAIBI7 hn o 80438 ST 8%
B, BREZREE , FSHEIE S3 FiEM,

- BIBREEMENERN IAM &6 : Firehose EEEBRFENRE IAM & F 821718 Amazon Glue &
HEHIEE A Amazon S3, HEINW A A FEF Amazon Glue X Amazon S3 T8V 5 BRI AR,

£ 87 Iceberg XM Firehose il , BEEW IAM A€, BEXEZELR , BSH BT Firehose if
i8] Amazon S3 KRR,

- B2 Apache Iceberg & : IR IZIE Firehose R ELE A FEFH FMMIBRAIE—4 | N Firehose &7
BIERNRIERANE —RBESEE. EXMBERT , BYUMERE Firehose R BB E KR, BT
£/ Amazon Glue B2 Apache kL&, BXEZER , i5SH Creating Apache Iceberg tables,
MR EZETE Firehose AT EM— , N ILTFELIZE Firehose T2 BI B2 Iceberg Ko

® Note
Firehose X # Apache Iceberg FREV A T FRIEMRAFE X

« RIEKIAIRA : Firehose NHF V2 RIEHER. H20E VI BANK , BN HIE
R, BESSEREE S3 HIREMM.

- BIEGFEMER : Firehose BL Parquet XN EIEE A Apache Iceberg o

1T43% % — Firehose % #% [ Apache Iceberg Tables B AEIEM Merge-on-Read (MOR)
B,

5% Amazon S3 REHIEFMERZ N ERSZH

BRBIELRBE Amazon S3 RERMFEFMIRS FHE , BRRRIUT EREMH
- Bl S3 RFMME, MBEZER. REMBEPHRUK Amazon S3 REBEFRBES AR E
feER LT IR, BT S3 RBFEKMMAYRS (20 S3 RE FEXRFIFATR ) |, FIBLHANNE,

- BIRBEBFAENRN IAM B — Firehose FE—NMEBHRBENRHN IAM BB 885 F Amazon
Glue RIFFHIEE A Amazon S3 REFHBHPNEKR. EEA S3 REF#FEPHNR , BELAE
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/creating-bucket.html
https://docs.amazonaws.cn/glue/latest/dg/populate-otf.html#creating-iceberg-tables
https://iceberg.apache.org/spec/#version-2
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-getting-started.html
https://docs.amazonaws.cn/lake-formation/latest/dg/notes-s3-catalog.html
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Amazon Lake Formation® 2y IAM B 2R HEFFENMNPR, £812 Firehose il , BEE L IAM A
B, BXEZER , BZHM Firehose &FX Amazon S3 REIEF MRS KI5 R NER,

- Bi@ Amazon Lake Formation fXBR- Amazon Lake Formation &3} K& R R IFEIMPR, Lake
Formation FFE BN RER | ZER T LANHIER Z A RHTRAN G RIZES,

B X step-by-stepfERK , {ES R EEMEH Amazon S3 & A Amazon Data Firehose ¥ f Fiii A& 5
BENBESR. BXELZELR , BESMEAmazon 2 RFE HEH Amazon S3 &,

% & Firehose %

E I Apache Iceberg k1R B it Firehose i , BAAEEA T AR,

(® Note
AT &HE S3 REMMPAIRM Firehose TR E S Amazon S3 K Apache Iceberg
Tables *H |E.|o

B &R E A B #Yith

Z @ Apache Iceberg REBEBIE , BHEHRIEFR,

ENREER , FEREERRE,

BT K , 1% Apache Iceberg FR¥EH B Kyt H 12 Firehose 7% o

B B IR R

EXNBEHTEE KR (HIW, EEARPHIMBERIZR ) , LT Lambda BEBUR IIE| &

#) Firehose #i# . BX7E Firehose FiH#EA Lambda HITHIEHENEZEE |, S5 Amazon
Data Firehose F ¥ # R,

3F Apache Iceberg & , AR E NG E AN EFKEHETEAN BRRUARERITHIRE, @
Firehose RMUAMERHBEEENHEP —FHGEZREMA Lambda B,

BXEZEE , ESRNICEEBHEREM Iceberg o
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-s3-tablesusing-iam-iceberg
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-aws.html#grant-permissions-tables
https://www.amazonaws.cn/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://www.amazonaws.cn/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-aws.html
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EERFEE R

Apache Iceberg EEHIEEB FFEEE A Apache Iceberg &k, Firehose & Apache Iceber Amazon
Glue Data Catalog g Tables £,

YRATLAE B Firehose E#EHHEIRYIK S Amazon Glue Data Catalog R , th Al LAEEIK SR |
A LLfE 5 Firehose EEMARA X1 ( BAIA ) F6EH , LT ETRRNXIGFFER,

MRELELHE Amazon S3 REMIEF@RS , H B EEFERAESAIRE Firehose

W, EEFRSEN Amazon S3 REBIEFMHIRS B FMEXN N B F. WREFEA CLI

Ski% & Firehose it , BBATE CatalogConfiguration AR , BIRUTHEXFEH

CatalogARN : arn:aws:glue:<region>:<account-id>:catalog/s3tablescatalog/<s3
table bucket name>, BXEZEER , BZHIXE Firehose %l Amazon S3 REIFEFM RS,

® Note

Firehose X#3Y Iceberg RIIT=FIR/E : A, EFMMBR, WMREBEISERIE |, Firehose
BRIARBEA , FEZEANLERAMAFTFT , AREEENIER. ERHNEXINEBILLR , BFE
EEHRE  ZREEAERREVNMEXIET.

Bl

« MIA(FBA)  ZMERNEFIERRUEEENT,.
- BEEH  MINESHHL2ERNAIER,.

BLiE JQ RIXN

XtF Apache Iceberg ¥k , BATIEENAFEABZRBHRETRANBRRARERITHEA. EFH

MIBRERE, NIk , BAILLA Firehose BLE JQ RIER, , BT HRETEELE.,. EXEZEL | 1§
1 2272,

[l

FERAZNRETERNMER : E—BRFRIERPHN—IPRZNFE , ATHE—#5R Apache Iceberg &
H—1T. MREBETESNIRAMNEAZSR , WFHSEEHE -, MREENRELRHFTEHR M
B, MMSARXERENREER—RB, 5IE 6 URRDPBRIT , WEFRFEFBEBAZT. NIRER
K, WO LEBH—8., W TEFIRIE , Firehose 2B —MIBRXH , AEBRITRAAR
£,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-firehose.html#firehose-stream-tables
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B LAE Firehose B SIES BRI NBINREER — 4 , U E QBRI ERKRIZIEHREE
Iceberg F#t1Tidentifier-field-idsZA i E, ERIRRHRABIREEE — B2 TET. NREER
BIBBEE A NENKREEM —% , N Firehose 2K E identifier-field-ids BTLFTENXRIT
HAEHE—R8, MERERHREE , NEDEH AR RIRERBEES AW,

ERBELBS  FHNEERIMBRBENRREEABEEEN. KREVNE R, EEE+ , S KRAE
B—1%&B. XTRRMMNZR , EXFRELT D, RE , MRRPVBIE MU T ROIFRRTEE
o, NS UERREERFEBIIR,

[
{
"DestinationDatabaseName": "MySampleDatabase",
"DestinationTableName": "MySampleTable",
"UniqueKeys": [
"COLUMN_PLACEHOLDER"
1,
"S3ErrorOutputPrefix'": "OPTIONAL_PREFIX_PLACEHOLDER"
}
]

MREHNOIEZERENRFPEE—H , Firehose XFEEME—H#, B , EAXFHZ2RENIE
ERME—, Bl , mRIL _id BHIAETRE , WEHA top. _id WETEANE -, MR _id
EENRPREME—H , FATREERBEWFTNLENF , MERAT, TeRMRSIERREH
R, EUTRAIR , _id REWHBERHE -8 , AN EREH 2/,

[
"schema": {
"type": "struct",

"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [
{ "name": "_id", "type": "string" 3},
{ "name": "name", "type": "string" }
]
}
.
{ "name": "user", "type": "string" }
]

}
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https://iceberg.apache.org/docs/1.5.1/spark-ddl/#create-table
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
https://iceberg.apache.org/spec/#identifier-field-ids
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
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]

HUTREIG , _id TREMNERME—R K RATCEATRRS , tATRESEW.

[
"schema": {
"type": "struct",

"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [
{ "name": "_id", "type": "string" 3},
{ "name": "name", "type": "string" }
]
}
1,
{ "name": "_id", "type": "string" }

]

EEE RS
& 0] LAfE A L B B SR #8 %€ Firehose FE B A Amazon S3 HHY Apache Iceberg 3k A B Bl ok B B2 52 i,

EiXPEEEntE (U REN ), BELLZE 0 2 7200 W2 BWEME , URITEIR. BRIAER
T, Firehose W E i #t[E N 300 ¥,

SLEE R IR BV T SR AL EE
S Firehose BENFIZFAEHE S3 RRFME , UHCEEXBENANMFBIIL BN

ABBERAWAZE, At , BEEHFHENFMRETEE S3 FHFMEBN S3 FNFMBEIRB L
Ko

A IR R IR
Firehose T B &% 4 1% £ 1% F| CloudWatch BEM Amazon S3 iR 17648,

BHiRYIE :
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HIRER R

Iceberg.NoSuchTable Firehose EEBEA—NFFEMNEK , HEZKRT
= V2 8, Firehose 7xx# V1 B XK.

Iceberg.InvalidTableName BIBHRAN null HZE , FERVEXTZ
V2, Firehose 7% # V1 BRI,

S3.AccessDenied BRELRZHESEHCIEN IAM ACESFT
ENNRINETKE,

Glue.AccessDenied BREERZHESESTCIEN IAM BEESFT
EHNRMEEREE

MEZFXER

Firehose R FHEANRBBEEAE —EXD (KD ) , ZEAH—ERE (FRPEER) B
BN HEABE Apache Iceberg ko A LLER 1—128 FIE X K/ MiBs 1 0—900 ##9 &+ €] &,
SEPXRERYEE , SSEARKHEY , EREAFAEE (BATHARNKEXH ) , ERSTHEEER ,
BIERES. RIENEPXIERMEUARBEHIERZMBIE.

BEESHRRE

&AL Apache Iceberg RELERSRImME, HixAFILK, NRNGL, BXESELR , B5H
BESHRE, BBTRNNERN 227 —E2 MEIEN IAM €, Firehose 1B E Amazon Glue
KHMEA Amazon S3 FHERENAE,

ATRER B L0 $PRYET R BE5TAX Firehose MBIE. R ZIBIE Firehose W5 , &R LAFF A @ H A R ENEK
& , # A LLEE Apache Iceberg &R EIE,

HEARCKEBEE Iceberg &

MRIEBE Firehose FHIEBBAZEI R Iceberg Tk , WRFEEREEFHELMNREFEENRK , AT R
5] JSON FiRe XFEANRK , BAEE JQ RIZRX M Lambda BBk M Firehose IRIEEHAEE, MR
ERNXEFERES JQ 5 Lambda —i#E2124#t , Il Firehose M JQ = Lambda 3REX#i A o

L
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{

"DestinationDatabaseName": "UserEvents",
"DestinationTableName": "customer_id",
"UniqueKeys": [

"COLUMN_PLACEHOLDER"

1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"

ZERPIF | Firehose FFrER AICEEAZ| UserEvents HIBEFM customer_id R, WREN
BARPITEF M BRIEE | W A5E 555 Lambda JSONQuery 5 3% Firehose RIEFRME AL
EWRE.

FHEANERKEHRE TR Iceberg &

Amazon Data Firehose A ARFIEFH N BRI RPN E AN REHEREHY Iceberg ko M Amazon
Data Firehose f£#iid XAt , iIEZRARIAFREF, BSEUT REH AIZF,.

"deviceld": "Devicel234",
"timestamp": "2024-11-28T11:30:00Z",
"data": {
"temperature": 21.5,
"location": {
"latitude": 37.3324,
"longitude": -122.0311
}
},

"powerlevel": 84,
"status": "online"

"devicelId": "Device4567",
"timestamp": "2023-11-28T10:40:00Z",
"data": {
"pressure": 1012.4,
"location": {
"zipcode": 24567

FEANEFEEHE TR Iceberg & 139
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I
"powerlevel": 82,
"status": "online"

}

EHTRHIF |, deviceld FEREF N HHEME — Devicel234 M Devices567, HiE A ICFEM
deviceld FE N Devicel234 i , RANEFIERKBE AR N Devicel234 B Iceberg & , M H1EA
1EXH deviceld FE& N Devices567 , MIMNBENIEZFE AR N Devices567 BIFRA,

HEE |, W8 Devicel234 M Device4567 WiZRKAIGER — AT BN FER |, iX L7 BRIR G EIHE R HY
Iceberg RAFMFTREF], FANIERKATEEEFIRER JSON £ , HA deviceld AJLARETE JSON
BRAP, EETROLTH , BIMPFIHLEXTER T MA@ [ Firehose R 4H:E XM B E 2 Fi2
FEHITEN X,

fEA&RA @ Firehose RRMEEHE R JSONQuery

@] Firehose I ICRBHEENZFE L, FRERAIMEN S ER JSONQuery BEHFRIERN, FHIX
5%, AL = /NS IR M JSONQuery RIAER — Database Name Table Name, # ( A
1% ) Operation, Firehose £ AZREMNTERNME AN RIZFKPRIESUAEKHIER,

Database Name S¥ISE B BIEENZ . Table Name SHUIEEBHIRKM B, Operation
E—ANAESH , ATETIREEANREREANFIERBABEREK , E2BXBHREFRPHBINE
8%, “BIEFBYUMEBLUTEZ— - insert, update = delete,

NTFRX=ASHINE -, EALURHABSEIDESRER , EEFMEANERFRRE, F
W, MREFAEAANRIEREAZREIEN IoTevents HENKEE , NBEESHTNBRSESR
“IoTevents”, MRMLFMNEARRKANFERPRMEREZR , URBER—NIEREX , ATEE
BRALCEKTEENFRRBIMREN TR

HUT RO  BNANBEEENERBRSE , N REEAIDE , WEECABSE, I8, BE
BRERTIET. WRRIEETMEME , M Firehose £EIANFHE AW IZRAERFIZFBA R BirkH,

Database Name : "IoTevents"
Table Name : .deviceld
Operation : "insert"

R deviceld ZFREREE JSON BRH , WRIMNFEAREZREENRBEEN

.event.devicelId,

fFEAKARX M Firehose R AL A{E S JSONQuery 140
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® Note

o YIEBRERENupdatesHftdelete , BMMIEIRE Firehose FibtH B irK s EME—
B, NETL Iceberg FIE1TOIE RN E A FTEMETidentifier-field-idsTE Iceberg iR & M —HY
B, MREREELI , N Firehose & 1R H N HRTEALHE S3 HiRFHE.

« Database Name #l Table Name EX4MSHIRBBEENRBETEEE ., MRBIITETE
Bt , M| Firehose & K& R H M EIEEZ AW E S3 HiRFMEME,

{5/ Amazon Lambda BZIEMHIRAER

EREBERT , BB ERNANKRENAIEAIRZEHREIBREK. W, BasEE — AN
RENFEREIEEBA. BEF, ZHANNEKBEERN TableX WEHRK , REETEES B RN
HttEMRBIEANRICT. fln, MRE—RIEREENFER device_id A 1, WATEEFEERMS
— device_type A‘modem”"HIFE , HIFZMMFEREAB#HRKS . EXMERT , B LAFEHA
Firehose F#Y Amazon Lambda BB #RIRR , H7E Lambda HREHW A EFRHKAGR. ET
fE{AI £ A Firehose FKY Amazon Lambda B4EERIRIRGR , S M1 Amazon Data Firehose 3k
BEIE.

HIRMEA Lambda £ Firehose R #RERA | M HAMEE recordId, result M data =
KafkaRecordValue ¥, ¥ recordld @ EMARICE , result BREBLESKI , data &
& Lambda EI#{H) Base64 mBHIEBRHL. BXEZER , BSH 277

{
"recordId": "49655962066601463032522589543535113056108699331451682818000000",

"result": "Ok",
"data": "1IiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1"

}

=M Firehose IEEMARFRICREHE BRRWEBAEL |, R Lambda BEKI —&B4% , Lambda B
Wy %M E metadata BWHMEB D . U TROIER T AF T EIEE 5 R N2 Firehose Y
Lambda # i , %R A Kinesis Data Streams {ER E#ERIR , 1§~ Firehose 40U iZid RIEN#
WRBEAZBIEE IoTevents BB 7 Devicel234s HIFKRAH,

{
"recordId": "49655962066601463032522589543535113056108699331451682818000000",

"result": "Ok",
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"data":
"1TiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1",

"metadata": {

"otfMetadata":{
"destinationTableName":"Devicel234",
"destinationDatabaseName" :"IoTevents",
"operation":"insert"

B8 , LT ROIERT IR T 4@ 38 22 % N2l Firehose M Lambda Hii 4 , €A Amazon
Managed Streaming for Apache Kafka fE A E#ERIR , #§ 7R Firehose A ZicFRENFIERIEAE
BIERE IoTevents FE N Devicel234 HERF,

{
"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",
"kafkaRecordValue":
"1TiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1",

"metadata":{
"otfMetadata":{
"destinationTableName" :"Devicel234",
"destinationDatabaseName":"IoTevents",

"operation":"insert"

}
}
}
X FXARB

« destinationDatabaseName MR BFHRBIBEENEBN , EHIEFE,
« destinationTableName EMIRBRKRMNEHN , RMVEFE,

« operation 2—MNUEFE , ATREMNERN insert, update Ml delete, MREBKRIEEFME ,
MBRIAERMER insert,
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® Note

o YIEBRERENupdatesHftdelete , BMMIEIRE Firehose FibtH B irK s EME—
B, NETL Iceberg FIE1TOIE RN E A FTEMETidentifier-field-idsTE Iceberg iR & M —HY
B, MREREELI , N Firehose & 1R H N HRTEALHE S3 HiRFHE.

« Database Name #l Table Name EX4MSHIRBBEENRBETEEE ., MRBIITETE
Bt , M| Firehose & K& R H M EIEEZ AW E S3 HiRFMEME,

- HIEW Firehose AR EH Lambda FHRE M KX JSONQuery , Firehose 28 5%
KE Lambda PN THEFEFE , AEENAFICRBEBREENNBIRK , RAREERE
ANBEPREERANFE. JSONQuery

IR Lambda = JSONQuery RIARNKRIBMATFENEBEER , N Firehose 2FHMA N E R
R, HAEE—ZHEEPERERES,

EXEZEE , BSRMMEANCEEHAEIEA Iceberg o MR Firehose TZBERHER
HERXEEENWBERJHETTE , NSHHEAHITIEEN S3 HixFMHE.

5l Lambda B#Kk

It Lambda BR#R R Python X738 , A TEEMTE ARVRIERARMMSAETFTER , UEENNAREEE
ARER, &0 SUE A L R BRI A T B& R S SR T IR 2 -

import json
import base64

def lambda_handler(firehose_records_input, context):
print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn'])

firehose_records_output = {3}
firehose_records_output['records'] = []
for firehose_record_input in firehose_records_input['records']:

# Get payload from Lambda input, it could be different with different sources
if 'kafkaRecordValue' in firehose_record_input:
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payload_bytes =
baseb4.bb4decode(firehose_record_input['kafkaRecordValue']).decode('utf-8")
else
payload_bytes =
base64.b64decode(firehose_record_input['data']).decode('utf-8"')

# perform data processing on customer payload bytes here

# Create output with proper record ID, output data (may be different with
different sources), result, and metadata
firehose_record_output = {}

if 'kafkaRecordValue' in firehose_record_input:
firehose_record_output['kafkaRecordValue'] =
base64.b64encode(payload_bytes.encode('utf-8'))
else
firehose_record_output['data'] =
baseb4.bb4encode(payload_bytes.encode('utf-8'))

firehose_record_output['recordId'] = firehose_record_input['recordId']
firehose_record_output['result'] = 'Ok'
firehose_record_output['metadata'] = {

'otfMetadata': {

'destinationDatabaseName': 'your_destination_database'’,
'destinationTableName': 'your_destination_table',
'operation': 'insert'

}
}
firehose_records_output['records'].append(firehose_record_output)
return firehose_records_output

B

79 7 18 Apache Iceberg Tables &5 #k#& , Firehose 2EEBR I A LT CloudWatch $8#x.

B iR
DeliveryToIceberg.Bytes EIBER B AL E Apache Iceberg R F T,
By FH

W ERR. 144
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B iR
DeliveryTolceberg. Firehose %13 6 Apache Iceberg KL R IE KK E,
IncomingRowCount .
BAT TR
DeliveryTolceberg. R Ihf£ % B Apache Iceberg FAI1TH,
SuccessfulRowCount e
BAT TR
DeliveryTolceberg. 3 S3 F M FEEAMANITH.
FailedRowCount .
BT ITER
DeliveryTolceberg. Firehose H & 12 ZAVHARR ( MBE A Firehose BT ) »
DataFreshness FI K F L HABR AV iE X E 12 5 F Apache Iceberg ko
BB
DeliveryTolceberg.Success R I03R R E Apache Iceberg ZREIE
JQProcessing.Duration 1217 JQ RIEXFrE A ATl

By ER

TERXFNRERE

Firehose ¥ Apache Iceberg FTXFNFTERB N E X BIEXRE, EXEZEL , B3 Schemas
and Data Types. AFRFEF R KiE it HIEIE , XTEA Firehose XIFHRIBERE - X
Base64, MIME Base64, URL f3#& %% Base64 AN Hexo X F Timestamp HIERER | HAMh
KUUBWB N BN KIA,

HAER B R

T— BN BTEEIREE N A,

MapType

"destination_column_0":
{"WP50030kuIQcDPcsvpllygF1lxza0Sq@wUlgTwuleCEzgVneGxA" : "PO3ReF3auyDgbfonx9Cd8NTmcQngnw7JuZ0CWw]
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"destination_column_1": "{\"{\\\"destination_nested_column_0O\\\": \
\\"18:56:14.974\\\", \\\'"destination_nested_column_1\\\": 241.862463}\":
\"MO7kAvYdHVBh61F7RzfxtEd39YQI33LNM2NbGS67DOFFsRUyUUujKT5VNK7Wtfz1lmHNeIix6FAY9cYpwTdedgrOXnFwGe
\",\"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 562.56384}\":
\"9G1xhDCt95LxBo51HybBZihq0qf6EU8jrDu7NMpxtGB2dY6q6kXpvXxIrFuMdqHCIKIZIcDikwgglniUm8kgE4d
\",\"{\\\"destination_nested_column_0O\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 496.03268}\":
\"keTJZYLNvLRB5@DMKZzEI6MOAM4mueyNnAIm2YVnYdDwyxUpPqkb72Q6LiX0B9s8gCjZ6trW6C1IPFKkOKNBIpxYsj5Tc5Xs
\",\"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\\\", \\
\"destination_nested_column_1\\\": 559.0878}\":
\"mGOZET84BUF28E312UCIWgmypyQFSUODHONAMANF3LJEutbooZWcBt97PP5AHaopNvC8pQZ4mGXB9hmVmjUNmuj5Qanyx
\",\"{\\\"destination_nested_column_0O\\\": \\\"18:56:14.974\
\\", \\\'"destination_nested_column_1\\\": 106.845245}\":
\"aidoVYrzu8gcLRkVVUyTKCN9gqTUFYi8uJQsrXEFEY11f90017JhAtg9QKG5BBU67Ngb95ENSNKQYyCHNImSu5x4hMnmHL
\"2}"

}
DecimalType
{
"destination_column_@": 9455262425851.1342772,
"destination_column_1": "9455262425851.1342772",
"destination_column_2": 9455262425852
}

BinaryType ( base64 BRik. base64 mime, base64 url-safe, +753t#] )

"destination_column_0": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UCYi4K19b80wD4I\/93x5tyh+0y
+k5cM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrqOGzIMoA
+CBAWXfIuiG420ISQP5iAxX5xFG\/
mOfkM5zYothje80GX1tdthcCLEWYBiPOS1wXcEQuMeRfwclAc9fTOBz6RzdJ1HhUDjoAXg
+4cv1y27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9Zr jDOeGVg0ZP8Ky7Za40E\/0K8]
+qABF6XV712iA6pVtTNIFVX6Ey3ssNYvno+LYF5ZsySs2rB5AbVM73RTOPqdS\/c\/
r3MEqoEqt+nPx6eGam4WSA+Qswztt7aldr1X6yK7xJeIJ@rT1IDBo@ZUaw@11lykyY
\/8Bvy+4byoP1lmr4Z5yhN1z372T0Okx7eDR6xMv+vDVsDBtItVazDwHgDy4lr
\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b9ydjR9z+fCSdG
+VRv35nz5kdqdKy8YIrynYs4e0cjh8jH3UwVYrYQcnWkBAFF7Xk9CoPVNL3ciHZtyiZ0aTGIj9r00xX\/
W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF\/Tv2DUub465hzgpal Pur3+MB
+kfdN2YXUfqgb
+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7IYAoUrJUkx5Hf16PekPDhqt7+yJwCB8gxhTTryxo
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+bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1qqAY8+EYmcUIVBIXcNdke4zoUfhVQoruwi
\/kFafoulo5DEoMOyaHIN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUqR0a2tGK5\/
pQY24v+IqOU\/jQ99GSh1U283nZ850t20chtMAgD\/WsrSEh61Nt9RaIZHTA7\/HcH\/
fgr9jsTtxDgZhabTBwwDwX0z jWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLer5T5UKKT742zn9Eq3HYH1Q5IpyDUX
+im7mtelsprfl+A24kksVU\/MD9aPON8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL
+gGNHFKDRL6WGIfhuYcx9LucolZ1yNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhd9MNRUC73EAEmM
+NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1ni89+Rw=="",
"destination_column_1": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UcYi4K19b80@wD4I\/93x5tyh+@y+k5c\r
\NM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA+CBAWXTI\T
\NnuiG4203SQP5iAx5xFG\/mOfkM5zYothje80GX1tdthcCLE6WYBiPOS1wXcEQuMeRfwclAc9fTOBz6R\
\nzdJ1HhUDjoAXg+4cv1y27F82XpuGMNwpUj98A0Trgbh2MoU9yvsM9IZ T jDOeGVg0ZP8Ky7Za4oE\/oK\
\Nn8j+qABF6XV712iA6pVtTNIFVX6EYy3ssNYvno+LYF5ZsySs2rB5AbVM73RTfOPqdS\/c\/r3MEqoEqt+
\r\nnPx6eGam4WSA+@swztt7aLdr1X6yK7xJeIJ@rT1IDBo@ZUaw@1l1lykY\/8Bvy+4byoPlmr4Z5yhN1z
\r\n3ZT0Okx7eDR6xMv+vDVsDBtItVazDwHgDy41r\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b
\r\n9ydjR9z+fCSdG+VRv35nz5kdqdKy8YIrynYs4eOcjh8H3UwVYTYQcnWkBAFF7Xk9COPVNL3ciHZ
\r\ntyiZ0aTGIjor00xX\/W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF
\/\r\nTv2DUub465hzgpal Pur3+MB+kfdN2YXUfgb+xJAgxThWfUel51nrHOEPow91gS1p21xrUBGznJAVP
\r\nNR11ExGIAuc7JYAoUrJUkx5Hf16PekPDhqt7+yJwCB8gxhTTryxo+bjtai4ndRCGcuCaxT8KkOcXs\r
\NnS37urd3YGSDMinZdMNVc646s25415qK6nBR1gqAY8+EYmcUIVBOXcNdke4zoUfhVQoruwidzDU\/k\x
\nFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUqR0a2tGK5\r
\n\/pQY24v+1qOU\/jQ99GSh1U283nZ850t20chtMAgD\/WsTrSEh61NtO9RaI3HTA7\/HcH\/fgr9jsTtxDg
\r\nZhabTBwwDwX0@z jWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLexr5T5UkKf74zn9Eq3HYH1Q5]pyDUx+\1
\nim7mtelsprfl+A24kksVU\/MD9aPIN8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL+gGNHFKDRLEWGIfhuYc
\r\nx9LucolZ1yNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM+NO\T
\n5wxPzBRSjhCHZpf8SrYITWI17K3XzGOFPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1lni89+Rw=="",
"destination_column_2": "AsYhnHD_Ra54hIT11daNV9gl0jtWPEfopH-
PjgUKHYB6K7UcYi4K19b8@wD4]_93x5tyh-0y-k5cM1jVRImfIkIuLx19ERBiPPLhf4-
y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrqOGzIMoA-
CBAWXfIuiG420JSQP5iAx5xFG_mOfkM5zYothje80GX1tdthcCLA6WYBiPOS1wXcEQuMeRfwclAc9fTOBz6RzdI1HhUDjOAX
qABF6XV712iA6pVtTNIFVX6EYy3ssNYvno-LYF5ZsySs2rB5AbVM73RfOPqdS_c_r3MEqoEqt-
NPx6eGam4WSA-0Oswztt7aLdrlX6yK7xJeIJOrT1IDBo@ZUaw@1l1lykY_8Bvy-4byoP1lmr4Z5yhN1z3ZTOkx7eDR6xMv -
vDVsDBtItVazDwHgDy41lr_hQNeNedPKrozc8TY9k7wZre_6V21Ca3BmT8Uu9b9ydjR9z-fCSdG-
VRv35nz5kdqdKy8YIrynYs4e0cjh8 jH3UwVYrYQcnWkBAfF7Xk9CoPVNL3ciHZtyiZ0aTGIjor00xX_W5dGe9_4YChs6LbL
MB-kfdN2YXUfqb-
xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7JYAoUrJUkx5Hf16PekPDhqt7 -
yJwCB8qxhTTryxo-bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1gqAY8-
EYmcUIVB9XcNdke4zoUfhVQoruwidzDU_kFafoulo5DEoMOyaHIN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDS
Jg0U_jQ99GSh1U283nZ850t20chtMAgD_WsrSEh61Nt9RaI3ZHTA7_HcH_fgr9jsTtxDgZhabTBwwDwX@zjWGx1bCuTLKBN7
im7mtelsprfl-A24kksVU_MD9aPIN8_QDsQ13gkhOn5KwFMz3BC2Vw5gL -
gGNHFKDRL6WGIfhuYcx9LucolZlyNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM-
NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMPOcvSX06yyICcep2HBYGbFf1lni89-Rw==",
"destination_column_3":
"02c6219c70ff45ae788484e5d5d68d57d8253a3b563c47e8a47f8f8e050a1d807a2bb51c622e@ad7d6fcd30018271
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}

TimeType ( A# R LB , LocalTime Java SR )

"destination_column_@": 68175096000,
"destination_column_1": "18:56:15.096"

TimestampType.withZone ( AP R EMMWL T, Java IR, OffsetDateTime Java J R )
LocalDateTime

{
"destination_column_@": 1725476175099000,
"destination_column_1": "2024-09-04T18:56:15.099Z7",
"destination_column_2": "2024-09-04T18:56:15.099"

}

DoubleType

{
"destination_column_0": 9.18477568715142,
"destination_column_1": "9.18477568715142"

}

BooleanType

{
"destination_column_@": true,
"destination_column_1": "false",
"destination_column_2": 1,
"destination_column_3": 0

}

FloatType

{
"destination_column_0": 0.6242226,
"destination_column_1": "0.6242226"

}
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IntegerType

"destination_column_0":
"destination_column_1":

||7||

TimestampType.withoutZone ( A N BN WL T, Java WK, LocalDateTime Java K, J
OffsetDateTime ava S¥&R ) ZonedDateTime

{
"destination_column_0":
"destination_column_1":
"destination_column_2":
"destination_column_3":
}
DateType
{
"destination_column_0":
"destination_column_1":
}
LongType
{
"destination_column_0":
"destination_column_1":
}

UUIDType ( UUID Java 3% )

{
"destination_column_0":
}
ListType
{

1725476175114000,
"2024-09-04T18:56:15.114",
"2024-09-04T18:56:15.11472",
"2024-09-04T18:56:15.114-07:00"

19970,
"2024-09-04"

8,
Il8|l

"21c5521c-a6d4-48d4-b2c8-7f6d842f72c3"
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"destination_column_0":
["s1FSrgb@lGDxfn2iYTOEt1P47aHSjwmLZgrdrlIqRs@dmbeCcQoalr4Xhi2KIVvmus9ppFdpWIcOHnJ@omhAPhXHQynNs

"destination_column_1": "[{\"destination_nested_column_0\":\"bb00f8e6-
db82-4241-a5c5-0d9c0d2f71a4\",\"destination_nested_column_1\":907.35345},
{\"destination_nested_column_0@\":\"2c77b702-d405-4fel-beee-fb541d7ab833\",
\"destination_nested_column_1\":544.0026}, {\"destination_nested_column_0\":
\"68389200-d6b1-413d-bcd9-fdb931708395\",\"destination_nested_column_1\":153.683},
{\"destination_nested_column_@\":\"bc31cbhaa-39cd-4e2f-b357-9ea9ce75532b\",
\"destination_nested_column_1\":977.5165}, {\"destination_nested_column_0O\":
\"b7d627f9-0d5b-41b7-903a-525488259fba\",\"destination_nested_column_1\":434.17215},
{\"destination_nested_column_0O\":\"@6b6ecle-1952-4582-b285-46aaf40064b8\",
\"destination_nested_column_1\":580.33124}, {\"destination_nested_column_0\":
\"f0@4b3bbf-61ad-4c5c-8740-6f666f57c431\",\"destination_nested_column_1\":550.75793}]1"
}

Resources ( BIR )

ERAUATRRTRESER

 {#/ Amazon Data Firehose ¥ 358 ##E R =42 8 £l Amazon S3 1KY Apache Iceberg FH
- {£H Apache Iceber Amazon WAF g 1 Amazon Data Firehose f&1t, B &% 47
» {#H Amazon S3 XEHKIEFM RS A Amazon Data Firehose Y% F T 7 2\ 4% b BUE 09 BUE 4
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¥ri2 Firehose #

B LU B O TR USRS TR 9 Bl 45 187 Amazon Data Firehose 812 H Firehose #o. &
BIERNFRENNBREX. FAMZE—THEEAmazonTRMNBERE (BEKEKRE ) WEETREK

K75 3%

IEA LATE R 2 T Fire CreateDeliveryStreamhose BB I§ENRZ . X FIMAEH Firehose i , &

A BAER T = MRERM, 5 HMBERIRE

» TagDeliveryStream

» ListTagsForDeliveryStream

» UntagDeliveryStream

T RS E AR

# A LAE A Amazon Data Firehose APl I ETT R TES :

« [@ Firehose FRNMNRZ,
54 Firehose RHRZ,
« M Firehose P B BRIFZ,

B O] LAEFAFREXT Firehose M 1T0K, Hlin | BAILURRAE, FrEESRMIEX Firehose R#ITH
¥, HTEENE/MIENENE , At auelZ— A8 ENEIRKFZENIEEEER, Hlin , &
LATE U —APRERE B ISR E EMKRBK R AR FRER Firehose o

LT RIRENZNRHA

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

* Environment: Production

WMREIE CreateDeliveryStream BREFHIT THRZE , W Amazon Data Firehose &%t
firehose:TagDeliveryStream BEHMITHANENR , URIEAFREEZLUBRIRZMN

T

THREEATR =


https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UntagDeliveryStream.html
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R, MREFRMUNR , MABTE IAM BRFEMHF Firehose TREVERFGEAW , HER
AccessDeniedException , M1 FFfRo

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/x
with an explicit deny in an identity-based policy.

AT RBERT AFBA P22 Firehose 7 N AREHI K,

B AR IC IR ER AR

B LAE AR Amazon B A 1T 9 K MR IR, HBFIRER A T Amazon® IR (‘23 Firehose i )
i, BEAmazon KA D B IR SN BERRZCENER KA. ,U\—IJEJIP'HW&:E%L’*?Q%U ( ZORK
KL, NABRFENSEESE ) WIS REESHRZHNRE, BXESZELR , 528 (Amazon
Biling A F1E/) P HX BEMIKE IR EFEHRAED BFEE,

T BRPR PR

LA T BR4:E B F Amazon Data Firehose FHIHRZ,

EARRH|

- BMNER (R ) NERABFZEHR 50,
- RERNEX D KNE,
° 9EEEE§EY§Rﬁﬁ$EE3MU&%Hﬁumﬁﬁ*ﬁ;Lo

RERR

BIERUTEM—N, WREFMPIFZERFEHANE  NENFTRIRESZNTREN,

REETEELL aws: Frsk , BA L BIERASG TS LA Amazon /. Amazon AR EBIZE LA B 4%
FFLBRE | BIET SR M BRIX LE AR

HERWEEXTNT 1 M 128 4 Unicode EHF 2 [H,
ERMMIEUTFR  Unicode F&, BF, ZRMUTHRFHF (_ . / =+ - @

B RIS IRERR A 152


https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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IREERE

. FREENEKEXLDNT 0 F 255 4 Unicode ERFZ ],
« MEEAURZE, B4, ENSBREELTER : Unicode &, HF., ERMUTEESKRT
T ./ =+ - @
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Amazon Data Firehose F L4

SZEAMazon—EF 2 E, ENAmazonEF , BEZRTERAFREAZ L EHBEALWERM
BN OMMEEN,

ZERMAHEEBAmazonITE. TEHBEEXREHBEINTH Z2UENEH HREMN

« T&X%E — Amazon AERIF EAmazonE=HE{TAMazon BEHWEMZEY, Amazonit F G A] LL
ZEFERANERS. R Amazon @M HITRIN—32 , RN Z2EROEREEPRHE=FFit
BTN, BT M ERT Data Firehose WEMITX , HSHZEENHITHEHNTTE R

Amazon R .

s TIRZE-ENREREERANAMazon RS RE, EEFENHMBRENR , SHRERBITER U
., SALNERUNERREREN,

R4 AT RSB IR T R IN{AI £ E A Data Firehose RN ASREREER, UTEBRE R T H{AE & Data
Firehose LRI IR Z 2 MM S MM B bR, BB Z ] a5 A H bt Amazon AR 55 5K 85 BY 18 1% 15 MR 37
&K Data Firehose &iR.

FB

« Amazon Data Firehose & B Z3E R

« £ Amazon Data Firehose 124l 8] fX fR

» Amazon Secrets Managerft Amazon Data Firehose F13# 1T & 13 3 1F
- J&X Amazon Data Firehose £ #H|AEE IAM A

« T # Amazon Data Firehose BI&# 1%

« Amazon Data Firehose A #Y5% M4

+ T #% Amazon Data Firehose PV EMIEEEZ S M

+ 3EHE Amazon Data Firehose M Z & R{EKE

Amazon Data Firehose A R #iE{R I

Amazon Data Firehose £/ TLS MK FIE &P EIEHTMNE, A , X TAEREFEEIRNT
&R EIE | Amazon Data Firehose £ Amazon Key Management Service SRINZ#IE , HEAKR
I MU SR U BB TR A
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
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MREHBHIE |, B LLIEFE A Amazon Data Firehose B /5 FAIRS 2 imBIENER ., HMITHIRENF R
HURF & BAER .

(@ Note
MR EEAMazonBE v S THRE R API HITHRINEEZLT FIPS 140-2 BiFAY MNZAER |
BEEA FIPS iR, BX<UHAN FIPS maMNESZEER | H5H (ZEEBKFEBLERE
( FIPS ) % 140-2 iR) o

£ F Kinesis Data Streams K9 BR35 25 i iN %%

LI BIBNBIEE RS XA B BT |, Kinesis Data Streams £E MBS IE 28I H Amazon
Key Management Service Amazon KMS () Z4ANEIE# 1T INZE . & Firehose FRMEIE R 3R ENEK
#E8T |, Kinesis Data Streams 2 £ ZHIE , RS HHEH KIXZE| Amazon Data Firehose, Amazon Data
Firehose RIBZEENEAHARTIENFFEAKE. ASREERRINER , MAUBSHERXEFHERM
BHIE,

BXRMAA Kinesis Data Streams B RARZsRmMFRNEE |, 5SH (Amazon Kinesis Data Streams
FERARIER) PHE RS EEmINE,
£ A Direct PUT =k H b Z3E K IR AV BR 5585 i 1N 27

MRS ARG Firehose & X BIHE PutRecordBatch , PutRecords & £/ Amazon loT
Amazon L CloudWatch ogs 5 CloudWatch Events &A %37 , W AT LA B iZ IR 4EFF /5 IR S5 85 i AN
&, StartDeliveryStreamEncryption

E{Z Lk server-side-encryption , & A StopDeliveryStreamEncryption#& 4.

$8IE O] LATE B2 Firehose 7ift/8 A SSE. Ak , &8
ZEDeliveryStreamEncryptionConfigurationInput{f] i 8 F CreateDeliveryStream,

% CMK 387 CUSTOMER_MANAGED_CMK , B} , #18 Amazon Data Firehose RS H
KMSNotFoundException, KMSInvalidStateException, KMSDisabledException =%
KMSAccessDeniedException MEEMRBRILR , RERZLEF 24 /Mot (REH ) , UELRE
REE, IRREBEE , ENAEE , RS2 EdREBPELERENIEE , AREFH
#&. Amazon Data Firehose £t 7 A T4 CloudWatch 38¥r , & 0] LA A iX LE 35 ¥R 3R IR BRixX M4
Amazon KMSRE :

* KMSKeyAccessDenied

f£F Kinesis Data Streams B iR %585 % i1 2% 155


https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/streams/latest/dev/server-side-encryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DeliveryStreamEncryptionConfigurationInput.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
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+ KMSKeyDisabled
+ KMSKeyInvalidState
+ KMSKeyNotFound

BXIX 4 MEFRNEZEER. |, 1§25 Mthe section called “f# 8 CloudWatch ¥E#rit 1T,

/A Important

EXEH Firehose ERE#TINE |, BEAXN#. CMKsAmazon Data Firehose F XX #&FIEXt
o CMKsEXFHMIERNHHER CMKs , HSRF X EIEFE CMKsF Y% T3 FFMIERT

. Amazon Key Management Service

(@ Note

M g5 B 5 P FEE 3340 ( CUSTOMER_MANAGED _CMK ) 3 Firehose i/ B BR & 28 85 in 53
( SSE) B}, Firehose REAEMFEAEHNZANZEMR E T, ATFUHMNELETXRRE
AEAmazonlk FHENZHANER , Bt e2EREAmazonllk ~ Amazon CloudTrailZE 4

HEH —EB0 3178 H. tbinE L TXRH Firehose BREERWRSE, EH N BAREFT RN
Firehose BREZi& BRI MNZ £ T XWERN AR M EHEMRIK,

£l Amazon Data Firehose 32 &l 5] fX PR

LARJLF N B T tnfari#)3d Amazon Data Firehose &iREV A B AR R B IXERFEN G E. BWENE
EEENARFENNARFIHRX LR FNNE , SMERTLAEER Firehose MAEEIE. BI11E
IR T AR F I S B3EFirehose 1 B B L 5 #h &) 2. 2 6% BR S5 ( Amazon S3 ) 776 #8. Amazon
Redshift E B X I T OpenSearch FRFEFHHWNR , LK HADatadog. Dynatrace, LogicMonitor
MongoDB, New Relic, SplunkZSumo LogictE B Mt AT FrEM HEINR. &fF , BREAREEF
K EB X M{AEE Amazon Data Firehose Mg , LAE A LU EiE & f 28 TR Amazon K # B
Wit, BEEMAXERERNIHEAFEARRE Amazon Identity and Access Management (IAM), B3 |IAM
MEZER , BSHTLE IAM?,

AR
« BFITER Firehose &R B PR
« % Firehose XIFAH Amazon MSK EE##Y 15 8l A fR

P E AR 156


https://docs.amazonaws.cn/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.amazonaws.cn/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.amazonaws.cn/IAM/latest/UserGuide/IAM_Introduction.html
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« Ao Firehose 1E IAM &

« ¥ Firehose 5 [AIfXBRAAmazon Glueif ITEIEE X iR

« F Firehose (7] Amazon S3 H #Yith Y £ BR

« }&F Firehose i/ [8] Amazon S3 RN R

« [ Firehose $##F Apache Iceberg & B 19 B9 i 7] £ FR

+ ¥ Firehose 3 Amazon Redshift B &9 ith #9177 (5] £ R

+ & F Firehose 1823 OpenSearch BRSs B #rEI R

+ [a] Firehose &FX VPC A OpenSearch BRZS B FrEY 15 7] X BR
» &F Firehose 178/ # OpenSearch7 RE 25 B FrEV R

+ [ Firehose #F X OpenSearch VPC H T iR%S 28 B AR #9178 #X BR
+ #&F Firehose 1518 Splunk B #Y3th B FR

« £ VPC Hif1a Splunk

 {£H Amazon Data Firehose f¥ VPC i H Z5EE Splunk

+ 58 Snowflake B} HTTP i &

« ¥ Firehose %17 Snowflake B #Yith iy X R

« iAE VPC AH Snowflake

« $F Firehose X} HTTP i B &Y #9713 X BR

« Amazon MSK B0k /= % %

- BIKF &5 E Amazon S3 HE i

« PBEIK P EL% 2] OpenSearch BRE B #ib

- ARSI

BT X &K Firehose &R B R

ERFENNAREFIGE Firehose AR , BEAERLUT AR, BB IER Action Ty
NEFFENEN AP R/EHTIHE |, @ "firehose: *" BIFAERER TR,

JSON

"Version":"2012-10-17",

B F 388 Firehose &R K17 B X R 157
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"Statement": [
{

"Effect": "Allow",

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

1,

"Resource": [

"arn:aws:firehose:us-east-1:123456789012:deliverystream/delivery-
stream-name"

1
}

2% Firehose X¥FAHB Amazon MSK £ & #Y i5 [F] 1 FR
W R Firehose R EFAE Amazon MSK £8 | N A LI FIRY KRS,

BUXREEBENETRRNRBPRINXHENER , 2@ Firehose lRF E4FF1HA Amazon MSK
CreateVpcConnection API #REMER,

A1 Firehose #1F IAM &

AFNE T EF Amazon Data Firehose THRIFR , SAREL, AEBEIEHFHBEBMNREZ BT B B9 AR
PR AR BE o

® Note

MR EERIES A B Firehose BB H LR LB ACKHIET , NS FAMENETRE
AmazonMi iEiZA®, MREFL Amazon Data Firehose fERIA IAM AR EEZEC A
BAG  BNUTETRRMMEIZAE , BE Amazon Data Firehose AISUEBZ AR, 4
BBENABRaccount-idNENAmazonlk P ID, BXIABHRACHEEXRRNESE
B, BEERERAE,

Amazon Data Firehose £/ IAM & & 3KE Firehose AL EBFEMMBEARMENNR.,. BEREUATE
FEBEKIMEIZAE , LAE Amazon Data Firehose A LAEIBIZ A&,

2% Firehose 3 #H Amazon MSK &£ &8 1/ 8] R 158


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage_modify.html
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R IRIESR Amazon MSK 17 Firehose SREVE , MAMIEES —1N IAM A | ZAEIKR T Amazon
Data Firehose MIEER Amazon MSK EEHBREUREIENNR, BRGEUTEERBHEMNIIZAR® ,
LL{& Amazon Data Firehose AILAEIBiZ A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Principal": {
"Sexvice": [
"firehose.amazonaws.com"
]
},
"Effect": "Allow",
"Action": "sts:AssumeRole"

Z A EFEF Amazon Data Firehose MIEER Amazon MSK EEBEURKIENNE , ERFRiZABE
FLLTRIER :

£ 5 Firehose 17 B R LLAmazon Glued 1T HIEE R it

WRIEH Firehose HINITERIEHR R R , Amazon Data Firehose £ 5| F1Z1E Amazon Glue IR
E Mo E[ Amazon Data Firehose 12t X E /YA RN PRAmMazon Glue , BEZBHWEEFRRMUTE
B, BXxNAEHREXMN ARN WEER |, BSRIETE Glue ®JRAmazon, ARNSs

"Sid": "",

"Effect": "Allow",

"Action": [
"glue:GetTable",
"glue:GetTableVersion",
"glue:GetTableVersions"

]I

#F Firehose 17 [E X BREAAmazon Gluedt {TEIEE N ik 159


https://docs.amazonaws.cn/glue/latest/dg/glue-specifying-resource-arns.html
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"Resource": [
"arn:aws:glue:us-east-1:123456789012:catalog",
"arn:aws:glue:us-east-1:123456789012:database/b",
"arn:aws:glue:us-east-1:123456789012:table/b/easd"

]
.
{
actions: ['glue:GetSchemaVersion'],
grantee: options.role,
resourceArns: ['*'],
}

MEMEMRIIMEHNN BRI EERRRH, BXEFEZER , BSRARARERPHNRFIIEE
7 IAM 7~%l, Amazon Glue

£ F Firehose 1518 Amazon S3 B # ik B £ fR

LR Amazon S3 B #rEY , Amazon Data Firehose &5 8iEf£ M B EM S3 246548 , H AT
R EAEZABE N Amazon KMSERITHIEME, WMRF A 7 HIR1EF , Amazon Data Firehose
EE&EHRFEAEEIREZETEMN CloudWatch BELA R, Bl Firehose bt , BEEHE IAM £
. Amazon Data Firehose {Ei% IAM BE€HRENIEEFHER. FHH. CloudWatch AEH TG
TR PR

EALL TR KRS , LAE Amazon Data Firehose BER 15 R #&HY S3 Z M AFH Amazon KMS %48, M
RIZEHE S3 EMEME , Bf s3:PutObjectAcl A 11E| Amazon S3 BIEFIRF, XFRFEMERT
B &%t Amazon Data Firehose &5 B3 R H T4 5 B PR o

JSON

"Version":"2012-10-17",
"Statement":

[

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload",
"s3:GetBucketLocation"”,
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
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https://docs.amazonaws.cn/glue/latest/dg/schema-registry-gs.html#schema-registry-gs1b
https://docs.amazonaws.cn/glue/latest/dg/schema-registry-gs.html#schema-registry-gs1b
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name"

"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {

demo-bucket/prefix*"

"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
}
}
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,

"Resource": [

2 Firehose 158 Amazon S3 B Ky AR
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"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stxeam:log-stream-name"
]
}I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
]I
"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-
name: function-version"

1

FERNERES — AR Amazon Kinesis Data Streams BiE A, R B A Kinesis Data
Streams fEREBTERIR , ATAMIBRIZIEG ., MREFEH Amazon MSK /ERIR , A LBAULTRAERE
ZiBA

"Sid".mt,
"Effect":"Allow",
"Action":[
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/
{{mskClusterName}}/{{clusterUUID}}"

1,

{
"Sid":"",
"Effect":"Allow",
"Action":[

"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,
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"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:topic/
{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

},
{
"Sid":"",
"Effect":"Allow",
"Action": [
"kafka-cluster:DescribeGroup"
1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"
}

BRATFHMAMazon RS A RIEHNAMazon B RN ESZEE | HSR IAM AFEREHRNEIEA G LG
Amazon R ZE IR

ZE 7 WfE#RF Amazon Data Firehose X E 1K = H £y Amazon S3 B Wity 15 B PR , 1S Hthe
section called “B K F° 1% % &) Amazon S3 B Byith”,

£ F Firehose 78] Amazon S3 RHEE

B3 Firehose 28l , BATFE IAM A€, FAUTTRAYBREEF IAM B€, Firehose &It
IAM £ & H I ITFTE IR %,

& FAmazon Web Services BIZ#Z#| & HITF IAM #2414 |, Wik Fhttps://console.aws.amazon.com/
iam/o

BIRREEHERERmESPIERE JSON, AL THERRE |, iZKBERZ T Amazon S3 read/write X
BR , HlaniXPR, EFHER KPP RPINRE,

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "S3TableAccessViaGlueFederation"”,

"Effect": "Allow",

"Action": [
"glue:GetTable",
"glue:GetDatabase",
"glue:UpdateTable"

2% Firehose 158 Amazon S3 &R R 163


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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Y,
{

"RequiredWhenDoingMetadataReadsANDDataAndMetadataWriteVialLakeformation",

1,

"Resource": [
"arn:aws:glue:us-east-1:123456789012:catalog/s3tablescatalog/*",
"arn:aws:glue:us-east-1:123456789012:catalog/s3tablescatalog"”,
"arn:aws:glue:us-east-1:123456789012:catalog",
"arn:aws:glue:us-east-1:123456789012:database/*",
"arn:aws:glue:us-east-1:123456789012:table/*/*"

"Sid": "S3DeliveryExrrorBucketPermission",
"Effect": "Allow",
"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::<erroxr delivery bucket>",
"arn:aws:s3:::<error delivery bucket>/*"

"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/<stream-name>"

"Sid":

"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"

1,

"Resource": "*"

2% Firehose 158 Amazon S3 &R R
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},
{
"Sid": "RequiredWhenUsingKMSEncxyptionForS3ErroxBucketDelivery",
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/<KMS-key-id>"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axn": "arn:aws:s3:::<erroxr delivery
bucket>/prefix*"
}
}
},
{

"Sid": "LoggingInCloudWatch",

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:log-group-name>:log-

stream:<log-stream-name>"
]
}I

{

"Sid": "RequiredWhenAttachinglLambdaToFirehose",

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function:<function-

name>:<function-version>"

1

2% Firehose 158 Amazon S3 &R R
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1
}

ZEBEE AR S® Kinesis Data Streams, A Lambda EEH 15 B 240958, Amazon
KMSIIRERERAX LR RPEM—A , WA SABBREMNNIEY, IREBEA THIRIER , Amazon
Data Firehose ‘A & HIEE MtE 1%&1.;@]"‘!3’] CloudWatch BEHA MR, BB E BEANBER
EMTREFEALED, W TFEEAMBEREN , HSHFEA CloudWatch Logs ¥ #2 Amazon Data
Firehose,

HEREEREH | <error delivery bucket>M#H Amazon S3 FMEEBHERR | aws-account-
i dRF X 4 B 9 R IR BY B % Amazon Web Services P 4R 5 F X 15,

RIS , £ LITH IAM #2&|4& |, https://console.aws.amazon.com/iam/H 8| —14 IAM &
Amazon Web Services BRFEN AIERAKE,

NFIRESHEARS |, £ Kinesiso N FERAEHI , %£#F Kinesis Firehose,

ETF—LE , EBEE-SHOUENERMNEZAC, EEFENEL , ZoRIEERESH MBI A
& , AR F Firehose RS AELABHNIRE, EEEEAEA , Amazon Data Firehose AT A RIZiZA
&34 Amazon Glue# S3 FHEBPITATENRIE. N Firehose RFEHFMEIFTCIE A BN ETEREE
F, BXREZER , BSH AT Firehose H1E IAM A&,

[ Firehose &F Apache Iceberg 3k B B9 3t #Y 175 [ 1 BR

£ £ Amazon Glue £/% Firehose ## Apache Iceberg R2 8l , BAFMEH IAM A, FRAUTS
RAIBKEER IAM B8, Firehose &IBLt IAM A& HINITATENRIE,

1. E3FKAmazon Web Services EEZFI A HITH 1AM 251& |, Wik A https://
console.aws.amazon.com/iam/.

2. BIERREHIEFRIERESSPIER JSON,
3. HRIUTARBEER , #2F Amazon S3 read/write 1R , HIIR. EFHHIEE TR RONEE,

WEKAE—TER , ZiEQ R E Amazon Kinesis Data Streams. 8/ Lambda &% F15 [7]
KMS %48, MNREFEFIXLEFRFIER— , NaT A BRAE R Y5,

MRFATHEIRIERK , Firehose E4MEH CloudWatch B&4A R LﬁkLﬁE%’ﬁ‘éa Re A
I, EATNEERELEAMBEREN. X THEAMBERER , HSHFER CloudWatch Logs
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4., TERBRZEBER | amzn-s3-demo-bucket BIEH Amazon S3 M EE#E# , aws-account-id
5 X 15 4 B Y B R Amazon Web Services K P 45 F1 X 15,

® Note
LABRTIERERZTFHNAERBEEMRAONR, MRFE , WETLRESFEN RN
BHEER TR,

5. BIEXREG , ITH IAM =48 HEIZ— IAM B | & Amazon Web Services RS £ A[{E3E
RIER,
6. XNFRSHRMFEAEH , %&#F Kinesiso N FHEHARHI , #%3F Kinesis Firehose,

7. EF—WTL,EBE—SHAUENRBEHMNEZAR, EEENHL , ZoRIEEERBESHME
WAE , LR F Firehose RFEEBLHABHNIE, FEECIZEAEGE , Amazon Data Firehose AJ LA
FABZA® LI Amazon Glue 1 S3 @I ITFT B IRE,
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A Amazon Redshift B B #3482 F X+ Amazon Data Firehose B 5 BIfRRES |, HFSEAUTHE,
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« IAM AR KA
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WMREF AT 4IRIE% , Amazon Data Firehose & 2 HE& IR ZIE B EH CloudWatch A&
A F5%. Amazon Data Firehose £ A $8E/ Amazon Redshift Fi & M5 i R 8K Tl B £ 8
= Amazon Redshift TIRGSE|T/EH , HER IAM A€ FRIEENFHE. ZH,. BEAFR,
CloudWatch 8% Firehose it , BEEHRHE IAM A,

FEALT 7R %K , SAE Amazon Data Firehose 6% 15 [R1 188 S3 &M H Amazon KMS %47, 0
RIE%HE S3 M , B s3:PutObjectAcl FMNE| Amazon S3 ##1E5Ixk , XFRFFEBAE
#X¥ Amazon Data Firehose &N R ELIH RN, LREEER —ARIF1HE Amazon Kinesis
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JSON

{
"Version'":"2012-10-17",
"Statement":

[

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

},

{
"Effect": "Allow",
"Action": [
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"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/stream-
name"'
}I
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stxream:log-stream-name"

]
}I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
]I

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function: function-
name: function-version"

1

BRATFHMAMazon RS A RIEHNAMazon B RN ESZEE |, HSH IAM AFEEHRNEIEA G LG
Amazon g5 ZE IR

3 Amazon Redshift & ££8¥ =% Amazon Redshift Serverless T4E Y VPC 54l

WMREH Amazon Redshift 7l B &£ &5 Amazon Redshift Serverless T/EAMN FEINFE = ( VPC)
o, AR AERAE IP it X HB T A AR sk , B3 BUEE I Amazon Data Firehose IP
st , $}F Amazon Data Firehose X Amazon Redshift fiE £ & = Amazon Redshift Serverless T
YELARY 1 B AXBR, B BT , Amazon Data Firehose A&7 A X — 4 CIDR #k,
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FRARER

Region
EERE (BHEM )

XERS (HEFRIMI
&)

LEES (LMAER
)

SEREER (HBRM )

AmazonGovCloud ( £E
RER)

AmazonGovCloud ( £E
FEB )

EX ( FE)
MEXELR (FRME)
TAMX (FE)
Asia Pacific (Mumbai)
TA#X (BEAUE )
TAMX (BR)
WA# X (FHTIIE )
TAHX (&E)
AH# X (FEDE )
TA#X (ZFRH)
AKX ((KER )
TA#X (Z=E )

CIDR #R

13

52.

13.

52.

18

52.

35.
40.
18.
13.
18.
13.
13.
13.
108.136.221.64/27
13.113.196.224/27
13.208.177.192/27

43.

.58.135.96/27

70.63.192/27

57.135.192/27

89.255.224/27

.253.138.96/27

61.204.160/27

183.92.128/27
176.98.192/27
162.221.32/27
232.67.32/27
60.192.128/27
209.1.64/27
228.64.192/27

210.67.224/27

208.112.96/27
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FRARER

Region

TAMX (AdL)
PE (dtx)

HE (TE)

RN (7R ERH )
RAMMEX (SE=%14E )
UMb X ( ZBR= )
KR X (1238 )
KR X ( B3R )
KRt (X ( EF RS REE )
R ( EBEST )

BRZR (B

SHE (PEB)
EEMN (ERF )
BRI X (K= )
FEM (FFER)

7R ( FERE )
Bedl (fhidex )
TAMX (|RAE)
TAMX ((SRAL )

CIDR 3#
43.212.53.160/27
52.81.151.32/27
161.189.23.64/27
16.62.183.32/27
35.158.127.160/27
52.19.239.192/27
18.130.1.96/27
35.180.1.96/27
13.53.63.224/27
18.100.71.96/27
15.185.91.0/27
78.12.207.32/27
18.228.1.128/27
15.161.135.128/27
13.244.121.224/27
3.28.159.32/27
51.16.102.0/27
16.50.161.128/27

43.216.58.0/27
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A MARGERL P it ESSE | %25 (Amazon Redshift ATISRE) HiEF i £REI
RS,

& F Firehose 15182 # OpenSearch RS B FRHIR

L& (FEH OpenSearch RS B #REF , Amazon Data Firehose &5 8iE 1% #i Z1#&H OpenSearch fRS
& | ARFAMP XA XEZ 0 EERN S3 7. MRS HATHIRIER , Amazon Data
Firehose & & HIR & 8 1R XX B &K CloudWatch B E4A R, Amazon Data Firehose £ 1AM
A’IEFIEER OpenSearchfRSF . S3 . Amazon KMSZE4R LK CloudWatch BELA MR
#1722 Firehose 7l , BEEHWE IAM B,

5 A LA T 15 17] 5K B A iF Amazon Data Firehose 15 RI#&HY S3 4. OpenSearchfR5 13 M Amazon
KMSZ4H, tNRIEKHE S3 7@ , IB1F s3:PutObjectAcl FHiNE Amazon S3 BEFIR | iXfF

R F 7 EFTEEX Amazon Data Firehose £ I RN T2 H B R. WWRERIEE — N AFTHE
Amazon Kinesis Data Streams Ky A, MREREA Kinesis Data Streams £ BIERIRE , 71 LA ER
ZiEA,

BXRATFHMAMazonRFHRIEHNAMazonBRNEZEER |, BHSR IAM AFEREHPHNCEA GG
AmazonfRS ZE R

E T H AR F Amazon Data Firehose 15 B E Ik = & OpenSearch BRFEFRINR , HZSH. the
section called “BEK F Btix F) OpenSearch AR5 B Yt

[ Firehose & FXf VPC & OpenSearch RS B #R#Y 175 9] 1 BR

MR IEK OpenSearch FRF AT VPC A , #5542 [E Amazon Data Firehose & F £ — 7 Rl #Y 1
PR, L4\ , BFEZE [ Amazon Data Firehose B FLUATINIR |, FEHEER 7R #&HY OpenSearch BREZ1EHY
VPC,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface
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/A Important

Bl Firehose /5 , BAWMHIX LR, WREBHXLENR , BHBRISERERNREHR
B, 8 Firehose Rt &R = L[ OpenSearch &M RS E&Z X B IE, ENIs

/A Important

EFA VPC RiEEERBFEAME B AEHN FME |, TREAMEFNHEEBHEN R IP
bk, WRIEEFMAZEAANGES IP #uk , Firehose FFEEEFE VPC oI 2ZHN
ENIs ¥t , 3t BB HRERTAM,

BIBRREFIEM Firehose EIER , BALEE—NLLE4 |, ik Firehose 1E MM AR S5 15 & 3% B aE ot
£, OpenSearch A LAfEH OpenSearch lRFSEFERANMEEZLZEE , BRI AERTRNEZ A,
MBBIEEHMZ A | BTHARE A OpenSearch RE B L A H G HTTPS RE. LA |, BHFR
OpenSearch [RE BN Z £ A AR B IEEEE Firehose BERRNIEENZ AN HTTPS K&, R
&3} Firehose E#E# OpenSearch RESEFEAHERNZ A , FRAZTEZAALAN A EF HTTPS 7t
B, BXZ2AHMNNESZER , ESH Amazon VPC XHEFHZLHAN,

% F Firehose 171072 OpenSearch7 fR % 25 B FrEVINER

L I&{FF OpenSearch RS 858 B #58F , Amazon Data Firehose 398 #E/& # 2] OpenSearch &M T

RBEBES , HEMNNFRMH XIS IE XEZ D EEN S3 Fifm. MRBATHIRIEHE , Amazon

Data Firehose & & H#E/& MR IR RIE T EH CIoudWatch HEA M. Amazon Data Firehose f&

Fﬁ IAM A& 15R3#EER OpenSearch TTARSSEFES. S3 7M. Amazon KMS#4H, CloudWatch
BEAMR. B2 Firehose Hibt , BEEHE IAM ﬁ@,

£ A LU T 15 8] 5K 8§ S8 F Amazon Data Firehose G [RI#RRY S3 7M. OpenSearchZC RS 2518 F %
%A, Amazon KMSHTNRIE&HE S3 7@ , ¥ s3:PutObjectAcl HiNE Amazon S3 EFIEK |
X R FFM#EFTE EX Amazon Data Firehose &3 R T LG ENR. RIEEE —MNAEFH
[@ Amazon Kinesis Data Streams FJiEa, MREREMA Kinesis Data Streams {ERBIERIER , AT
i BRIZABE A

JSON

"Version":"2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

},
{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/stream-name"

$2F Firehose 15 R22 # OpenSearchT AR5 88 B FRAVIN R 174



Amazon Data Firehose FRARIER

},
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-

stream:log-stream-name"

]
},
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function: function-
name: function-version"
]
}I

{

"Effect": "Allow",

"Action": "aoss:APIAccessAll",

"Resource": "arn:aws:aoss:us-east-1:123456789012:collection/collection-

idll

MR EIRFES, | BB MATBEE Amazon Data Firehose , LAEEIRIE G R SRS 20 Bl LA T SRR -

"Rules":[
{
"ResourceType":"index",
"Resource":[
"index/target-collection/target-index"

1,
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"Permission": [
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

}

1,

"Principal":[
"arn:aws:sts::123456789012:assumed-role/firehose-delivery-role-name/*"

]

BRATHMAMazonREZ A BIEBAMazonBRNEZEE |, BSHE IAM AFEEHRHNEIEA GG
Amazon R ZE IR

6] Firehose ¥ X} OpenSearch VPC H o AR S5 25 B R Y 15 8] X BR

MRIRE OpenSearch TRFE/ESNTF VPC #F |, 1§55 44ME Amazon Data Firehose & F £ —F
REBR. tbs , BFEE [ Amazon Data Firehose R FLLTIPR , EEAEH 15 R EH OpenSearch &
RSSERERH VPCo

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

» ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

B3 Firehose MG , B AWEIX LR, MREHEXLENIR , MESLYRS=RAEHAREH
Bt , 88 Firehose it &R 1E LB OpenSearch S/ RS EE X EIE. ENIs
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/A Important

EFA VPC RiEEERBFEAME B AN FME |, TREAPMEFNIEZBHEN R IP
bk, WRIEEFMAZEATANGES IP #uk , Firehose FFEEFE VPC OIS0
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NWEELH, IREGEEHMZ LA , FRRIZZLELH ALY OpenSearch TIRE[/ESN R EHN HIL
HTTPS J&. I , iIB#{R OpenSearchEfRFHBE SN LRLH AT KRB BIEBE Firehose EIBTIE
ENRELAN HTTPS RE. WREXS Firehose EIEF OpenSearch Serverless S & AR —1MN&£
B, FRERZESAAUEAN AT HTTPS RE. BXLZL2EANNESZEEL |, S H Amazon VPC X
RRm L @A,
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R BRI ZBUIER P REIEEN Amazon S3 F# @ , BT LLUERER B S AR Amazon
KMSZ4£A# 1T Amazon S3 fRF2|iwNE ., MRF A THIRIER , Firehose 2 HEA WA IR RKILE
W CloudWatch B&E . &t A BLAmazon Lambda T #iE R,

R EFEHAmazon B 5 E 2R | FHRRE R Classic %23 Application A EE ST, LI |
FERANLAMFIIEEZAN Cookie BERHAEAETHRERBNNZESTE , NABRFAFSEHSNE
MHRBENRAE (7K ) . BXIARTHBENEES , FSRLHANTITESINARFAEITHE
RETIHER BN S EET,

BIZ Firehose BT , BAUAE IAM B, Firehose BEiZ IAM BE&HAFKEINIEEFER. 47,
CloudWatch B &4 M7 5 B4 PR .

FERALLT B 5K , LME Amazon Data Firehose BEB 17 RIIRHY S3 FE i@, WMRELHE S3 FM##E ,
Bf¥ s3:PutObjectAcl AMNE| Amazon S3 ##ES|xR , XFRFEMEBAAEEX Amazon Data
Firehose &N KAWL G RINPR, ZBEEHEF Amazon Data Firehose 7B #XBREL CloudWatch
HITHEIRICRMBIEFHAmazon Lambdaif, LhREEEE —NARFAE Amazon Kinesis Data Streams
WiER. MREFEA Kinesis Data Streams EREITEXRIR , JUAMIERZiED. Amazon Data
Firehose M IAM 158 Splunk. EiF[E Splunk , EEAEH HEC T,
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JSON

"Version":"2012-10-17",
"Statement":

[

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

},

{
"Effect": "Allow",
"Action": [
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"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/stream-
name"'
}I
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stream:*"
]
}I
{

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I
"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-
name: function-version"

1

BRATFHMAMazon RS A RIEHNAMazon B RN ESZEE |, HSH IAM AFEEHRNEIEA G LG
Amazon g5 ZE IR
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MR Splunk FANTF VPC H , E4AMEERLE IP thiut LAFF#H1TIHR, b\ |, EEBUEPELE
Amazon Data Firehose IP ##it , BA{E}y Amazon Data Firehose #F X Splunk S & #9177 /8] 4X
BR. Amazon Data Firehose B ifEH LT CIDR 3R,
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Region CIDR #t
XERIP (HE3EBM ) 18.216.68.160/27, 18.216.170.64/27, 18.216.17
0.96/27 \

XERI (FEFRILMIE 34.238.188.128/26, 34.238.188.192/26, 34.238.19
B ) 5.0/26

EZER/I (JmAERE 13.57.180.0/26
)

XEAEI (HERM ) 34.216.24.32/27, 34.216.24.192/27, 34.216.24
.224/27

AmazonGovCloud ( 32E 18.253.138.192/26

FREP )

AmazonGovCloud ( 32E 52.61.204.192/26
7D )

TA#X (&) 18.162.221.64/26
TA#X (&R ) 13.232.67.64/26
TA#X (EHR) 13.209.71.0/26
A H# X (57038 ) 13.229.187.128/26
WA#X (FEE ) 13.211.12.0/26
WAHX (2RE ) 43.208.112.128/26
TWAHX (FRRE) 13.230.21.0/27, 13.230.21.32/27
MEX (HER) 35.183.92.64/26

MEXAEE (FRME ) 40.176.98.128/26

M X (EX%RE) 18.194.95.192/27, 18.194.95.224/27, 18.195.48
.0/27
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Region CIDR #t

RN X (TR ) 34.241.197.32/27, 34.241.197.64/27, 34.241.19
7.96/27

KR X (163 ) 18.130.91.0/26

PR X (B3R ) 35.180.112.0/26

RKM ( FEREST ) 18.100.194.0/26

Rt (X ( EFFEEFREE ) 13.53.191.0/26

7R ( BAK) 15.185.91.64/26
S (PEB) 78.12.207.64/26
BMEMN(ZRT ) 18.228.1.192/26
KR X (K= ) 15.161.135.192/26
FEM (FFER) 13.244.165.128/26
WA H# X (KPR ) 13.208.217.0/26
PE (JER) 52.81.151.64/26
HE (TE) 161.189.23.128/26
WA H# X ( HEANE ) 108.136.221.128/26
7R ( FIBRES ) 3.28.159.64/26
Redl (Sh4EX ) 51.16.102.64/26
R (7 2Rt ) 16.62.183.64/26
WAH# X (BEAE ) 18.60.192.192/26
TAMX (BRAE) 16.50.161.192/26

TA#X ( BRAEL ) 43.216.44.192/26
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1518 Snowflake B HTTP % &

LMERME HTTP w5 Snowflake A B EE T , 8B4 E T Amazon Data Firehose B9 Amazon IP
buips el Rk - S

¥ Firehose A INZE|/AHF Snowflake B RIFFIRBEHN/AE HTTP =H HTTPS In = , IBFAME S
Bl Amazon P i 3ESE BN B @y A QFH N,

(® Note
BAHTEEREXRBEEXBKETHEAmazon X IP ik, AR EIFEFTE XiBAmazonky
IP #bitSEE .

£ F Firehose 718 Snowflake B K9 ithHI X BR

LR E A Snowflake #E7 B By ithit |, Firehose £ A &K Snowflake Ik~ URL fFEiE& 5 £l
Snowflake Ik, EXESFHRBBERCETEENLDHELFERSEHERS , BEUUEERERAR
2B W Amazon Key Management ServiceZ4A# 1T Amazon S3 fRF&B|imNE. MRFH 7HIRIE
3% , Firehose & HIE& MR RIEF &M CloudWatch HER.

B2 Firehose 281 , WA E IAM B, Firehose #HEiZ IAM BEHREBNIEEFMHE. &
%8, CloudWatch BEAMARAFRINPR, HE Firehose REB 5 RIRHY S3 FMEME , BHERUTH

B RBE, MMRIZRHE S3 F#EM , BN s3:PutObjectAcl A INE Amazon Simple Storage Service
BEIR , XERFEFHEBATEEX Firehose RN KW T LIHRINE, LLBEER T Firehose
A4S IR 123K CloudWatch I PR, tLREEIER — N R ¥F1AE Amazon Kinesis Data Streams K15
A, MRETEHA Kinesis Data Streams fEREIERIR , ATLAMIERIZ1E A, Firehose KREMH IAM i8]
Snowflake, Ei5[E Snowflake , B©&FEAIREY Snowflake Ik 7 Url F PrivateLink Vpce ID ( 21 2 %A
BE#).

JSON

{

##2 . £ Amazon Data Firehose ¥ VPC i A £ #EE Splunk 182


https://www.splunk.com/en_us/blog/partners/streamline-your-amazon-vpc-flow-logs-ingestion-to-splunk.html
https://docs.amazonaws.cn/vpc/latest/userguide/aws-ip-ranges.html
https://docs.amazonaws.cn/vpc/latest/userguide/aws-ip-ranges.html
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FRARER

"Version":"2012-10-17",
"Statement":
[

{
"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

},
{
"Effect": "Allow",

"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:s3:axn": "arn:aws:s3:::amzn-s3-demo-bucket/prefix*"

}

},
{
"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

$2F Firehose 157 Snowflake B Yt A1 R
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"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxream/stream-
name"
},
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:log-group-name:log-
stream:*"

BRATFHMAMazon RS A RIEHNAMazon B RN ESEE |, HSH IAM AFEEHRNEIER G LG
Amazon g5 ZE IR

HE VPC /Y Snowflake

MREH Snowflake EEFB A T FAEHERE | N Firehose FFERIZABHEZERFERALUT VPC IR Z
—REAHECNILAEER K MEFTELSLAHERMN, At , FEIE Snowflake FEHN , L f
¥FAmazon Web Services XiZi B EBFTEAwsVpceIdsHUATRE# A, BXEZER |, HSH
Snowflake User Guide R #Y Creating network rule,

BEENEFMEXEERN VPC iR ID
Amazon Web Services X1 VPCE IDs
XERIP (HE3EBM ) vpce-0d96cafcd96a50aeb
vpce-0cec34343d48f537b
EERE (FHEFRILMILED ) vpce-0b4d7e8478e141ba8
vpce-0b75cd681fb507352
vpce-01c03e63820ec00d8

vpce-0c2cfc51dc2882422

18 VPC ## Snowflake 184


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.snowflake.com/en/sql-reference/sql/create-network-rule
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Amazon Web Services X 1T VPCE IDs
vpce-06ca862f019e4e056

vpce-020cdalcfa63f8d1c
vpce-0b80504a1a783cd70
vpce-0289b9ff0b5259a96
vpce-0d7add8628bd69a12
vpce-02bfb5966cc59b2af
vpce-09e707674af878bf2
vpce-049b52e96¢cc1a2165
vpce-0bb6¢c7b7a8a86¢cdbb
vpce-03b22d599f51e80f3
vpce-01d60dc60fc106fe1
vpce-0186d20a4b24ecbef
vpce-0533906401a36e416
vpce-05111fb13d396710e
vpce-0694613f4fbd6f514
vpce-09b21cb25fe4ccaf4
vpce-06029¢3550e4d2399
vpce-00961862a21b033da
vpce-01620b9ae33273587
vpce-078cf4ec226880ac9

vpce-0d711bf076ce56381

18 VPC ##Y Snowflake 185
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FRARER

Amazon Web Services X5

XEBES (HBHM )

ROt X (EZ=54E )

VPCE IDs
vpce-066b7e13cbfcabfe

vpce-0674541252d9ccc26
vpce-03540b88dedb4b000
vpce-0b1828e79ad394b95
vpce-0dc0e6f001fb1a60d
vpce-0d8f82e71a244098a
vpce-00e374d9e3f1af5ce
vpce-0c1e3d6631ddb442f
vpce-0f60f72dadcd1ede?
vpce-0c60d21eb8b1669fd
vpce-01c4e3e29afdafbef
vpce-0cc6bf2a88da139de
vpce-0797e08e169e50662
vpce-033cbe480381b5c0e
vpce-00debbdd8f9eb10a5
vpce-08ec2f386c809e889
vpce-0856d14310857b545
vpce-068dbb7d71c9460fb

vpce-0a7a7f095942d4ec9

T8 VPC H#Y Snowflake
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Amazon Web Services X1 VPCE IDs
Rt X ( BR=E ) vpce-06857e59¢005a6276

vpce-04390f4f8778b75f2
vpce-011fd2b1f0aa172fd
TA#X (FRE) vpce-06369e5258144e68a
vpce-0f2363cdb8926fbe8
0 A X (703 ) vpce-049cd46cce7al2d52
vpce-0e8965a1a4bdb8941
WA#X (BR) vpce-0aa444d9001e1faal
vpce-04a49d4dcfd02b884
TWA#X (ZEE ) vpce-048a60a182¢52be63
vpce-03¢19949787fd1859
TAHX (FX) vpce-0d68cb822f6f0db68
vpce-0517d32692ffcbde2
RUMt X (22 ) vpce-0fd1874a0ba3b9374
vpce-08091b1a85e206029
rEEM (ZRT ) vpce-065169b8144e4f12e
vpce-0493699f0e5762d63
EKX ( RE) vpce-07e6ed81689d527 1f

vpce-0f53239730541394¢c
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Amazon Web Services X1 VPCE IDs

oMt X (B2 ) vpce-09419680077e6488a
vpce-0ea81ba2c08140c14

A X (KPR ) vpce-0a9f003e6a7e38c05
vpce-02886510b897b1cha

FRM it X ( HE SRR EE ) vpce-0d96410833219025a
vpce-060a32f9a75ba969f

0 A X ( FEDDE ) vpce-00add4b9a25e5c649

vpce-004ae2de34338a856

£ F Firehose Xt HTTP % & B /Y i B9 15 (8] f R

&R LAE A Amazon Data Firehose fF##E& i E4E HTTP in 2 B #Yitb, Amazon Data Firehose i&
L[ ZBER M EEBIEEN Amazon S3 FMEH |, BALLEREREHEEN Amazon KMS Z4R3 1T
Amazon S3 FREEImMER, MRBFBA THIRIZHE , Amazon Data Firehose &N EUIR/E HitE iR KA BB
B CloudWatch B&ER. &t Amazon Lambdaf FEIE .

B2 Firehose Fibt , BMEEHE IAM B, Amazon Data Firehose 1B{FiZ IAM A& HIFKEBIIEER
8. 43, CloudWatch BEAHFFR 5B FR,

AL TR , LAE Amazon Data Firehose BEB T RIZRIEE A THIER 1 S3 7M. MRE
5% S3 174 , BfF s3:PutObjectAcl FiNZE| Amazon S3 {EFIR , XFRFEHEBAAIEEX
Amazon Data Firehose 2 RN T LG RINR. ZBEZEEF Amazon Data Firehose 1 8] 1 R
LA CloudWatch #1748 1R 12 R MK IEHAmazon Lambdaift, IttRBEEE — R U5 E Amazon Kinesis
Data Streams W14, MREFRFEA Kinesis Data Streams RN EIERIR , T LAMIBRiZiE A

/A Important

Amazon Data Firehose A IAM FRIZ X HNE=FRFREFHEEN HTTP KixTH R
B#¥r , ‘@1 Datadog. Dynatrace., MongoDB. New Relic LogicMonitor, Splunk 2 Sumo

$2F Firehose Xf HTTP i s B B9 #5 B 15 R4 BR 188
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Logico BHRIZXFNE=FRSEHFRHRENEE HTTP mRBIF , BEHRRIZRFZ RN
B , 3REWM Amazon Data Firehose [a11Z RS wmBIEFTER API Z4A 15 R %40,

BXRATFHMAMazonRFHRIEHAMazonBRHNEZER |, BHSR IAM AFEREHPNCEA GG
AmazonfRSE ZE R

/A Important
B #] , Amazon Data Firehose 7% #[a VPC 1 HTTP % =2 4% i B,

Amazon MSK R Bk P 4% %

LB M Firehose Ik~ ( BlE00K~ B ) €12 Firehose B H BIEHKFER S —MNKF ( Amazonlk
A) FH) MSK & , BHRTHITUTERE.

kP A :

1. %&£ Amazon MSK #Z#lAH , ETMENER K AFEREMN.,
2. ENFZIRET , kB RE\EHITHZ VPC EE,
3. HEZRLIRET , kR REEFHEKK,

a. WMRERLABRBERE , it E Firehose BRE XM E A Firehose MK~ S3 1%
. Amazon Web Services BB 12 %5 B 3h &£ K B A B PR Y K BE .

b. MREHCEEETRE , FRANARBEMNATNR :

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"
I
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1,

Amazon MSK Ky Bk F= 4% i 189


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Data Firehose FEANGIER

"Resource": "arn:aws:kafka:us-east-1:123456789012:clustexr/DO-NOT-TOUCH-
mskaas-provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20" // ARN
of the cluster

.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws::iam::us-east-1:role/mskaasTestDeliveryRole"
},
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*"//topic of the
cluster
.
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"
},
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of
the cluster

iy

4. £ Amazon E4&T |, B AKS B WEH ID,

5. EFXHET , EEZLEE Firehose MR ERIBIER Apache Kafka £/, €|E Firehose fifg , &
FREEFH I ER,

6. %% Save changes ( REEX )

KF B :

1. 7E Firehose ZHl&F | IEIFEFEAIKF B €2 Firehose i
2. TERT , 1%£# Amazon Managed Streaming for Apache Kafka.

3. H®ERIRET , XF Amazon Managed Streaming for Apache Kafka &8 , K, A A
Amazon MSK £## ARN,

Amazon MSK Ky Bk F= 4% i 190
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4. HEEXBT , EEEEE Firehose MNP EBEEIEDN Apache Kafka £/, @3 Firehose fit/g , &
P EEFHLER

5. HELRWRBIAP , FE Firehose FHY A o

K B R 6IE Firehose BB , BATRE —N 1AM A€ ( AR IARIZAmazon Web
Services EEEH R ) , ZABRT Firehose X E2EE EFHEK T Amazon MSK S FRY “=E
R

AT EH Amazon Web Services BEE#E4A BENAS :

"Sid": "",
"Effect": "Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1:arn:aws::cluster/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the
cluster

.

{

"sid":. "",

"Effect": "Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource": "arn:aws:kafka:us-east-1:arn:aws::topic/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/mskaas_test_topic" //
topic of the cluster

I

{

"Sid": "",

"Effect": "Allow",

"Action": [
"kafka-cluster:DescribeGroup"

1,

Amazon MSK Ky Bk F= 4% i 191
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"Resource": "arn:aws:kafka:us-east-1:arn:aws::group/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the
cluster

iy
}

ETR, BUNAEREECRERMNCEZEARRNIESR, BXESEE , BHSMA (Tik ) BE
ICFR IR R,

K P £ % 2] Amazon S3 B Hith

&8 LA - Amazon CLIZX Amazon Data Firehos APls e £ — Nk~ 67 Firehose B3 , £ % —4
Amazonlk F FA1% Amazon S3 B#r. U TEEBER TR T —4RAl , Z-HIEEK, A BB/ Firehose
i, Mk B AM Amazon S3 17 A& B KIE,

1. fEA&ET Firehose Xt Amazon S3 B #I 8V 15 RN E R ARV S TR |, LUK A B4 612 IAM &
&,

® Note

FEAPIG | FRIEEPIEERN Amazon S3 F#EHK, B A, S4M
s3:PutObjectAcl FiNZN5RIFREHH Amazon S3 BIEFIK | iZ 15 R KL 7 K 2
B & FXf Amazon Data Firehose &I RV T L HRIMNR. Bk 1% 5 E E R
PR, Amazon Data Firehose J$i& K £ # x-amz-acl “” ¥rKi%E R “° bucket-owner-full-
control,

2. BERWMZEIGIEN IAM SERTHR , HAKS B 5462 S3 FEFERE, UTRBRFMH
RERBN TG, BXESER  BSRERFHEBREAA T KK,

JSON

"Version":"2012-10-17",
"Id": "PolicyID",
"Statement": [
{
"Sid": "StmtID",
"Effect": "Allow",
"Principal": {

B0k P £ %% Amazon S3 B #ith 192


https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-s3
https://docs.amazonaws.cn/AmazonS3/latest/userguide/using-iam-policies.html
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"Amazon": "arn:aws:iam::123456789012:role/iam-role-name"

}I

"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

3. ERALEDSER1 PR IAM AE , UKS A 54612 Firehose o

& P B 3% 2| OpenSearch ARSS B Ry ity

#& 8] LA FH Amazon CLIZ, Amazon Data Firehose APIs £ —/NAmazonllk F F 812 Firehose E#% |
OpenSearch [RF BT B — KPP, UATIBERT —4RHA| , WEAMMAEKRS A ToIE
Firehose R HEE N @K, B i BH OpenSearch IRS B #r&Z A B IR,

1. f#H the section called “#%F Firehose 1873 # OpenSearch BRS B #rAIAER” A AT Y 25 Bk LA K
P ASREE IAM BE,

2. BEAYNEEL—SPHAEN IAM A€H#TIHAR , HEKS B T2 OpenSearch fRF KB, A
T JSON R i,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

0K P it i% 2| OpenSearch BRSS B Byt 193
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"Amazon": "arn:aws:iam::123456789012:role/firehose_delivery_role "
}I
"Action": "es:ESHttpGet",
"Resource": [
"arn:aws:es:us-east-1:123456789012:domain/cross-account-clustex/_all/
_settings",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
_clustexr/stats",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
roletest*/_mapping/roletest"”,
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
_nodes",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
_nodes/stats",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
_nodes/*/stats",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
_stats",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
roletest*/_stats",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/"

}

3. HFALBESE 1 FEENIAM AR  LUKF A B4 8/2 Firehose . 812 Firehose bt , B E
FAmazon CLIZ, Amazon Data Firehose , APIls H#{EEiZClusterEndpointFEMmMF = ‘RS
FE, DomainARN OpenSearch

® Note

E7E —MAmazonltk R 12 Firehose IB3#% , T OpenSearch lRFBHRMU TS — MNP HF , T
ATE FlAmazon CLIZX, Amazon Data Firehose., APIsI&AEE{EFHAmazon Web Services &
EEEARNBZNEEKFEE,

£ PR 2 1 [F]

AR 1AM KBS AL Condition JT&E ( 5k Condition R ) , REFEREMEHIAX
Amazon Data Firehose #4ERT5IR]. LA TR/NT T4 T WA 5 X R [E#Y Amazon Data Firehose #4E#f

fE AR IR S E 194
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TERBE, BXEH Condition tEURBAEENFEANZERFNESZER |, ESHE IAM JSON
KHTE %4,

CreateDeliveryStream

FF CreateDeliveryStream g4 , 5 aws:RequestTag FHE. LT RHIH | MyKey F
MyValue RRFENEIXNNNE. BXEZER , 20 THRFEEXRAR,

JSON

"Version":"2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"firehose:CreateDeliveryStream",
"firehose:TagDeliveryStream"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws :RequestTag/MyKey": "MyValue"
}

1]

TagDeliveryStream

3F TagDeliveryStream &4 , i5FEH aws:TagKeys &8, ELUTRAIG | MyKey FRABIFR
TH,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

Edekaees e | 195


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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"Action": "firehose:TagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"

UntagDeliveryStream

XF UntagDeliveryStream #&4E , {5 aws:TagKeys &8, ELUTREIF , MyKey FRHl
RER,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}
]
}

ListDeliveryStreams

BN ETHRENHRZEFIAT ListDeliveryStreams,

Edekaees e | 196
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HRE

X F CreateDeliveryStream, TagDeliveryStream, UntagDeliveryStream I
ListDeliveryStreams Z AP E Firehose &4 , FE A aws:RequestTag &H#E. T T RA
B, MyKey Ml MyValue RRIREMENIT RHE,

ListDeliveryStreams , £ firehose:ResourceTag &4 BB #E1Z Firehose i LHIFRZ R IE
Hli7E,

FEUTRBIH |, MyKey Ml MyValue RGN BN NNE, ZREOCEATEE RN MyKey BF5
Z , {7 MyValue B Data Firehose . BXxETRBFEHRZEFIFRNRHNEZFER , 556 IAM A
PR PR E ARSI X Amazon &R E 15 B AR

Amazon Secrets Managerft Amazon Data Firehose H3# 1T & 51
i

Amazon Data Firehose 5Amazon Secrets ManagerZ £/ , AJiL &% & #h i R EH Z4A H Bah i
iE$H, BYIXFER , Firehose AIEZE{THIM Secrets Manager R RZ4 |, SUEERFTEIRFM RN
i BN HEREZHNEER. X&#  TRREEXLRE AP 28+ , ZEZECEIEREYD , £HNEH

#TR 4 LLAmazon Web Services EEBEHAANATRE TR, CRMET LN ERSEZREER
MNP, HELRETEZXRNEEEEES (Hl  REBE N Lambda RECREBZBRMKR ) .

BEXEZEE , B2 Amazon Secrets Manager {FF ) .

ES}

- THREH
- SIEEH
- ERAEH
- REH

T B

RAAUREE, —HUH (HINMAFENEB ). OAuth THEIEUMEFR N FM#1E Secrets
Manager Y HHlZ#E =

NFEBNEIR , BAMLAEREE JSON BNIEERFAREXN , T —TR. MREBNRFAIEIRE
B IEH JSON #¥= , M| Amazon Data Firehose 7o EEEEHN B Bt

£ Amazon Secrets Manager ¥ 17 & {311 197


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_tags.html#access_tags_control-resources
https://docs.amazonaws.cn/secretsmanager/latest/userguide
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MySQL #1 PostgreSQL FHIEENZAER

"username": "<username>",
"password": '"<password>"

Amazon Redshift & ££8 F Amazon Redshift Serverless T4 B BRI =

{
"username": '"<username>",
"password": '"<password>"

}

Splunk HYZ4A1& =

{
"hec_token": ‘'"<hec token>"

}

Snowflake FYZ4A1E

"user": "<snowflake-username>",

"private_key": ‘"<snowflake-private-key>", // without the beginning and ending
private key, remove all spaces and newlines

"key_passphrase": ‘"<snowflake-private-key-passphrase>" // optional

HTTP i =. Coralogix, Datadog. Dynatrace. Elastic., Honeycomb, Logz.io., Mon LogicMonitor
goDB Cloud 1 New Relic FI#Z1&

"api_key": ‘"<apikey>"

IR

E6IZZA , BIEB (Amazon Secrets Manager A F#Er/) H6lEAmazon Secrets ManagerZ 41 #
0 BRI ITIRAE,

BIE®A 198


https://docs.amazonaws.cn/secretsmanager/latest/userguide/create_secret.html
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{52 F %3 4H

FAVE AR GE B 24 I s % 48 Amazon Secrets ManagerSKEZEE B 19ty | 4030 & zh

Redshift, HTTP & w11

K. Snowflake, Splunk, Coralogix, Datadog. Dynatrace. Elastic. Honeycomb, Logz.io, MongoDB
Cloud 1 New Relic, LogicMonitor

£ BIE Firehose AT , BRI LAUEE Amazon EE &I & EH Secrets Manager 7iX L B 1 ibfil &
SR, BXEZER , BZH EENIRE. HF , B A LUERACreateDeliveryStream#l
UpdateDestinationAPI #/EREL & Secrets Manager B & 331 .

Firehose ERAMBE T ZEFENR , AEBRNEET BN ERXERA, ©F 10 2HRIH—
7, AR ER&HNEILE.

ERNEGASS | S LLERRERT XM Secrets Manager 1 R Z4AMThEE, MR ERAEMEH
Secrets Manager X+ & %47 , W AT LAk A username/password =% APl Z 4R,

® Note

RETE Firehose R IHEER BT NEFNRA , BLFEN LR MLEH Secrets Manager 13
., BXEZEER | {25 Amazon Secrets Manager EMN Ao

& T Firehose 1% ZHHY 15 R X FR

Eit Firehose MH# &% Amazon Secrets Manager , &4 [6 Firehose 12415 R Z4AFT BRI R
PAR N2 S8 W AR B 4R

£ I Amazon Secrets ManagerfZf& Mt ZZ4A , B/LMTRMNEEEDT , EABURTRANFMEL
EMmEAR,

- MRFFSEN IAM ABFHER—Mmazonlk P & , 3 B A B IAAmazont
E#4 (aws/secretsmanager) #{TH% , N Firehose HER IAM BER
Esecretsmanager:GetSecretValuedRBiZF4ARNPREIT

// secret role policy

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"

}

AX IAM FHHNEZER |, 5359 Amazon Secrets Manager FJ 3 R 5 B R 41,

- IRFEPEACERER —NKFT® , EFAZFEETEEREHA (CMK) ZE |, NIiZABENE
= secretsmanager:GetSecretValue # kms:Decrypt PR, CMK KEEEEEAR T IAM A€
AT kms : Decrypt,

- MRFRERESENACTRNAmazonKFH , HBERARKIAAmazonEEZAHITNE , WFE
EHRTHEE , IAEEAREZAMNERAR |, Secrets Manager S AFEIKF15R. Amazon

- MRFRPEMETRNKS RHER CMK % , U IAM BEEEXRN ZFHN
secretsmanager:GetSecretValue NEFX CMK B kms:Decrypt IR, AN TIRFR
MEMKSPH CMK REEEFERT IAM ACEGXENNR. BEXEZEE , FSRBEK, T
],

RZIEEHEFR R, B LA EAmazon Secrets Manager i IZBRIBIE ER BT AR B3 R H
., X, BUURKBZRASHRNIERZA, ZEBTREBEAXK. BXEZELE , BZ5H
{Amazon Secrets Manager i F#E/) H WY Amazon Secrets ManagerZ A,

JBid Amazon Data Firehose 4|58 EHE IAM A&

Amazon Data Firehose @ —H £ ENRS , A TEMERBIEZEEI B, BETUEE
Firehose , MBETE M B BIBER N, EFEHIXLINGE B4 GTRE IAM € | LUEECIERSN
YR8 Firehose #iBT[E Firehose % T PR, Firehose ALt IAM & &3KIRE Firehose RFTEMNFIE
PR

flgn | BRIRIERIE— N[ Amazon S3 £ HIEIER Firehose 7 , Mtk Firehose HR1ER AEEM B R T
BH7T “®#RiE%E". Amazon LambdaEXfER T , B4R E IAM &€ |, LA[M Firehose &#F 14
8] S3 1ZE @AM Lambda BEERHIINBR |, T TNFTRo

JSON
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"Version":"2012-10-17",
"Statement": [{

"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": ["lambda:InvokeFunction", "lambda:GetFunctionConfiguration"],

"Resource": "arn:aws:lambda:us-east-1:123456789012:function:<lambda
function name>:<lambda function version>"

3, {

"Sid": "s3Permissions",

"Effect": "Allow",

"Action": ["s3:AbortMultipartUpload", "s3:GetBucketLocation",
"s3:GetObject", "s3:ListBucket", "s3:ListBucketMultipartUploads",
"s3:PutObject"],

"Resource": ["arn:aws:s3:::<bucket name>", "arn:aws:s3:::<bucket name>/

*"]
H
}

&R LUET Firehose #£Hl 8RR MAREXEA G, BRUMNATEIZ —#ITEE,

- BEIE IAM BB
- NEZHE TR IAM BE

EEME IAM A2

WA LN ER IAM AR TIRE, FEALIEN | FREASEEN IAM B2 EE5EYNEERREIA
FRMEBE T ENNE. BXEZEE , 85 #£H Amazon Data Firehose 2|17 B 1R o

M & P el IAM AR
RE , BRALER Firehose RHARKREDRFN AR,

Y Firehose X FRELIE IAM BEF |, ZAB2S B3I EZEET Firehose RELE R FFTENR B FIE R
BRFEEREE,

Flan |, MBREEEFBAMER Amazon Lambda 3RS RKIIEE |, MEH S SENRBERBEHERUTIE
f,

{

"Sid": "lambdaProcessing",
"Effect": "Allow",
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"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:us-east-1123456789012:function:
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS"

}

(® Note

A LA b 2 B8 ‘28 SFIREHOSE _POLICY_TEMPLATE_PLACEHOLDER% WYSKREFER K ERE
MR F X EATZRAER

BH A RIEMGEREE Firehose RI/ERE , Lt 2RIBEERBEINHMME IAM A€, LEEREAT
Firehose &8 IAM A&, LLTREEREN TG,

JSON
{
"Version":"2012-10-17",
"Statement": [{
"Sid": "firehoseAssume",
"Effect": "Allow",
"Principal": {
"Sexvice": "firehose.amazonaws.com"
},
"Action": "sts:AssumeRole"
H
}
/A Important

o BN N ZA Firehose REEAMHBINEFHIAIEE IAM AR, BN | IAM & UELEE
PRE FRARS BEEIR.

- ERERHEEEN IAM AN REBFEATRNEIEER  SultZ2ECHN IAM &
& AR EREHIFACHMMNNRERE S, ENARKMMNE Firehose 7 , B AR
S H RN RFIERERNE IAM A GIET,
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. ZE|5EEH ARN REEFHE service-role B 1AM B, EFINE IAM A EIETAT
S REFR— ARN 3% H service-role R IAM A€ | XEZEFES ﬁTéﬂEa&ﬁ&
HEE&O

MEFIE P IAM BB PR

1. $TFF Firehose ##|& , MutH, https://console.aws.amazon.com/firehose/
% BI 2 Firehose o

EFRRMBNM, BXRXESEER , HSH ZE | N2H S 612 Firehose Jito
EFRENHIRE, AXEZER , FE3H EEBMNHIRE,

ESRRET , SXNRFHRNER , BFEQEZHET IAM A,

o ~ b

(® Note

XRERIANED, EFRINEAE , FERERNE IAM A61EI, Firehose #EH AT &I
HREOHAEHITEAER.

6. 1E#FEBIE Firehose 7o

FREHERE IAM A
IR m1E Firehose AT , Firehose 2R 1E15)5% 5 HTHE B #Y 1Y PR 5% B& LA = AR B & X PR BV & X

Flan | Y& Firehose RH TR EARAH Lambda B # A4 exampleLambdaFunction XEAE
A Amazon Lambda #¥RRiZRINEER , 2ENRERBEPIREBUT R F A,

"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:us-east-1:123456789012:function:exampleLambdaFunction:
$LATEST"

}
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/A Important
MEFEEEN IAM ARRITABEAG, BUSEERS B ZIME BN R R NEERE.

MEEFI & P iRE IAM BB SR

1. 4TFF Firehose & , Mk, https://console.aws.amazon.com/firehose/
%1% Firehose M EFEEEHKY Firehose FAIE #Ro

HEE BRI FRY RS 2SR FRNRE D |, EERRE

B IAM B8R,

w0 D

(® Note

RINBRT , BHAKRAFERAE ARN AR service-role B IAM B, E&RIE
IAM AL | BEFHIER— ARN & E service-role FRFEMN IAM A6 | XHE
HEAEMFASNE#TEMER,

5. ERFREFEER.

T 2 Amazon Data Firehose B9 & # M

ERZMEMITRIN —EF2 , F=FFitML 1L Amazon Data Firehose &2 5Amazon& M4,
HAE#E SOC, PCl, FedRAMP, HIPAA X Hth,

BXBEESAITYEEABIAmazonRE 5% |, ESREZEEMITRIXI 2 B E MK AmazoniRSS. BX
—REL , B2 H AmazonE M.

O LA TEE =5 FitkEAmazon Artifact, BXEZEER |, IBSRTE Artifac t FAmazon T IR

o

|of

£ Data Firehose B , B ENTEERBENBEBRME. NN ENBIRARERWEEENR
Eo. MRHEF Data Firehose HW{ERA X MEFE HIPAA, PCl = FedRAMP Z#5/E | iFIR ML ERKH
Bh : Amazon

- ZEE5EMMREATEE — XEFBEFMIMCTRIESEM , ARUTELHEUNRZLMHNE
MENERNEERENLS IR, Amazon
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« HPAA Z£ 58 EMBEE D — AR BHER T AT N EARAmazon IS HIPAA FRER
RARERF.

« Amazong M AR — W ITHEENIEEET AR TEMENTLFATE .,

« Amazon Config— ZAmazonfRF T EEN R REEEZ ARE LFEHIRE, TUESHHNZE
Mo

« Amazon Security Hub CSPM— ttAmazonfR55 A £ H T IS R 2 RSAmazon , BHERKRERR

FTERETUFRHEMRERR,

Amazon Data Firehose I RY3E 4

AmazonZ IRE M iZ i 2 B EAmazon XFF AT AXHEN . AmazonXiFRE SN ERENEEH
AR , XETAXBEIRIERE. SAHENSEARNNERE, MATAHAX , BELURITTHBREE
AAXZELHEE RN EBNNARFNSERE. SEENENRZSMNEEHOERZERIHE
kb, TRHXEEESHNTRAYL, FEMENTT BE,

BXRAmazonXIFMOARXHWEZELR |, FS@AmazonE ERERZ

BR T Amazon® Bk E R ZR# 5 |, Data Firehose B2 {H Z M I BER A B X F BN BIRE MR R HER,
R AT

Amazon Data Firehose I E LIRS EER Ti21T , HESRTEFNIBRAEBEEYVES, THXAH
ML R EMERMIREERXAE, NRAXEXFER , Amazon Data Firehose AJH{R Firehose i
BHRFRSERFMAHRE.

T 2 Amazon Data Firehose P EMIRERZ £ M

ER —TEE RS , Amazon Data Firehose 2 E|Amazon£ Bk EZ MR, HXAmazonZ£ R
Z AR M AmazonR P BARENER , B2 HAmazon=Z £, EFAEMIRELZSNWRESZERER
®itE#Amazonikig | 558 S Amazonecurity Pillar Well-Architected Fram ework ##9 E 1% i {7
#o

Ba L MEHAAmazonB X H K API B AET MEiHE Firehose, B BUAXIEFLTHER :

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLAERE (PFS) WHRBEH , N DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 [ b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,
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® Note

X F4& HHB HTTPS &3k , Amazon Data Firehose HEfR HTTP E |, ZE£BaEBR BirRX
BENHRE TLS iR,

$F Amazon Data Firehose & Amazon PrivateLink

B LAEREEO VPC LT & (AmazonPrivateLink) M#&# VPC 518 Amazon Data Firehose , M7
FEHEMMXE NAT WX, #0 VPC KinTTRAFEEBRMMX, NAT iR&. VPN ZEH#HAmazon
Direct ConnectiE$E, #£0 VPC KixT R H —IWAmazoni RIZBH X 3F AmazonPrivateLink , iZE AR R
VR 3% M 483 O £ Amazon RS 2 R TR RIB(E |, HEAEM Amazon VPC IPs FHIAAE#EO,
BXEZER , i3 Amazon Virtual Private Cloud,

#FEA T Firehose B30 VPC &ix¥ = (Amazon PrivateLink)

B, BlE—NEO VPC R , LUEXRE Amazon VPC #RIRH Amazon Data Firehose i AR Z
0O VPC iR, BIEBIRSR , AT H M nim SRR | SAURHIXS Amazon Data Firehose BYi5 Rl B
KR {EFAREEIEE VPC ¥% =X Amazon Data Firehose HiARINEZEE | S RER VPC im S i2#1%
RS HY IR,

LT RBIBRT W{AE VPC Hi%EAmazon LambdaB#h 10l VPC KixT = , UATZEKE
Amazon Data Firehose RF#HTLZ 2 BE, EABH |, BEAKE AT Lambda BRES H 81X 15
Y Firehose i , 1B FER1EA Firehose o

Bl VPC im R

1. &3FAmazon Web Services &2 H| & H$TFF Amazon VPC #2%1& , Mt N https:/
console.aws.amazon.com/vpc/e

£ VPC B HIEMRH , %42 Endpoints (K IHT K)o

EFRRER R,

EREZEBMIIRAF |, %$F com.amazonaws . your_region.kinesis-firehose,
EREEHPUBRLKRT RN VPC LR —NHZNFH,
ERE—ANESNESLRRTRARBKNETL4A,

3FF Policy (3RB§) , £ Custom (BEN) HHUA T HEE

N o g~ w DN
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"Statement": [

{
"Sid": "Allow-only-specific-PrivateAPIs",
"Principal": "*",
"Action": [
"firehose:ListDeliveryStreams"

1,
"Effect": "Allow",

"Resource": [

i n

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:DescribeDeliveryStream"

1,
"Effect": "Deny",
"Resource": [

"y

}

8. EFEUBWmR.

#1Z2 AT Lambda K IAM A&

1. M https://console.aws.amazon.com/iam/ ITF |IAM 2 H| &,
EEMSERSD , EREAE  RASERUEAR,
HIERAEREARET | REMIAEE Amazon RS
EEFFEALAECNRST |, %HF Lambda,

%32 Next: Permissions ( T—%: &R ) o

EFERLIFSD |, ERHRMB R AmazonLambdaVPCAccessExecutionRole
AmazonDataFirehoseReadOnlyAccess KN K EE,

2
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/A Important
THESHET MR BNEFTETREEEE KA R,

7. EET—F: HF, BEXREIHP , ELFERMGL, EET-F &,
8. WAABNEN , AEEFGEAR,

£ VPC #4812 Lambda B

-_—

$TFFAmazon Lambdaiz &l & , Bk A https://console.aws.amazon.com/lambdals
RO BB,

TN LTI 04E,

WARBNER , AFMETEHREN Python 3.9 ESMRA.

ERERT , BIFERSNERNITAE,

£ Execution role (}1TA®) FIFRFP , %&#F Use an existing role (FEAIAEAE),
£ Existing role EAR®) JlxR+P , ERELETCUENAR,

RO BB,

# Function code (BH¥REB) T , ML TR,

© © N oo g kA W DN

import json

import boto3

import os

from botocore.exceptions import ClientError

def lambda_handler(event, context):
REGION = os.environ['AWS_REGION']
client = boto3.client(

'firehose',
REGION
)
print("Calling list_delivery_streams with ListDeliveryStreams allowed
policy.")

delivery_stream_request = client.list_delivery_streams()
print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request

)
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describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
denied policy.")
delivery_stream_info =
client.describe_delivery_stream(DeliveryStreamName="'test-describe-denied')
except ClientError as e:
error_code = e.response['Error']['Code']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")

10. 7£ Basic settings (EZRE) T , @B ENREN 1 54,

11. 1E Network (M%) 1 , BRE A ERHFURLRT K/ VPC , ARERELCIBLRT RN E
HXBWNFRNZ£4,

12. EREIREMIE , EFERETF

13. EEM,

14. MABHEN , REEEFEQE,

15. BRI Test (i), WREUEMEST, FATLRETLE , BIF Details (FAER) , 3
HERHSHBERBHTHER. BTHIINERFE RXEHH Firehose R FIFRAKR AT 5
el
Calling describe_delivery_stream.

AccessDeniedException

Access denied test succeeded.

% 3F Amazon Web Services X1

B0 VPC KT QBRI E A T XE 2 X8,

« RERE (HE=EM )
« RERH (FHEFRLMILE )
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- EXEEI (LMFEEL )

- XEES (HBBRM )

« TAMKX (&ZX)

- WA#X (BER)

« WAHX (FIEK )

- TAMKX (&E)

- TA#X (RE)

- TA#X (FKR)

- TA#X (FHE)

- INEKX ()

- MEXREE (FRME )

- FE (dR)

. E (FH)

« BMuX (EZRE)

- BMiX (FZERZ)

- BMuX ()

- BMtX (B3R )

- EFF (PH)

- EENM(ERF)

« AmazonGovCloud ( EEHXZP)
« AmazonGovCloud ( EEEZP )
o BN ( EIEST )

o PR (B ) :

« WAH#X (HEIE )

« WAMKX (KR )

- D&% (fh4Exk )

- WA#X ( GKAL )
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X Amazon Data Firehose & £ & {35

Amazon Data Firehose 2t TI¥ 2L £t , B EFANEHECH L REITEE, UTHES
BE—MESEN K HFARRZEZELMARER, AFXEHKEIRUTETESENHRERTHZE LR
HREER , I SHU N EANZEREMA 2R A,

3K e Bz AR AR BR 173 7]

BFRER |, B LUREEFIREX WLE Amazon Data Firehose & RAYBFLEFR PR, 48 0] AR iX L& R
BHEFEATFNEERE. BHilt , BNNRFIITESHENNR, XHHRENRH R FRENEZEX
UK AREERE RS EEERERNENEXEE,

FH IAM A&

Y -ENERHENARRFSAMEEEREIES 8L Firehose it , F BEH Firehose RAMEBF BN
EUEF BETR A B ¥ro BN FAmazoniE P EZEFEMEZT P mMAERFH Amazon S3 FiEMEH, XL
ERSBRRNKEIL  MRENIIRE , TN ILISF=EERF M,

MRNMZER IAM AEREELEFENE S KN AREFIGEZUE , BLGFR Firehose . EEABE
B, EFMEAKBEL (MAFBNZRBHTEEZS ) KinREAR R

BXEZEERE , F5H IAM BFEEHFHUTER

. 1AM B
- HNACHNENLSE B, NAERMERS

SR IE B P #Y BR 55 2R vim 0 25

AJ7£ Amazon Data Firehose R IR B SHIBEMEZMAPHIE, BXxEZEE |, 2SR Amazon Data
Firehose I BIERT

CloudTrail AT %= APl 1§ A

Amazon Data Firehose 5Amazon CloudTrail—RFZERK , Ai2xZAF. AEFHAmazonfREE
Amazon Data Firehose 1 ZENHI &4k,

BT W ER{E B CloudTrail , A LABE @ Amazon Data Firehose & HBIiER. & HiERW IP #b
Hh, ERHTIER, AREHEERUAREMBIFEAEE,
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BXEZEER |, B3 the section called “H & 123 Firehose APl A",
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¥ Amazon Data Firehose

B E] LAE A LA R ThRES 3 Amazon Data Firehose :

£

+ 3EHE CloudWatch BiR&EEE

« f£/ CloudWatch }5#51¥ 12 Amazon Data Firehose

« I8 Amazon Data Firehose B CloudWatch $§#x

+ {8 CloudWatch Logs ¥#E Amazon Data Firehose

« 1518 Amazon Data Firehose B CloudWatch B &

« ¥ Kinesis KEEZETIRR

- {£/A Amazon CloudTrail H#&123% Amazon Data Firehose API &

e CloudWatch BiR&R{ESSEE

AWMU TR E PRSI (&K 15 78 ) BHALARY CloudWatch B,

* DeliveryToS3.DataFreshness

* DeliveryTolceberg.DataFreshness

* DeliveryToSplunk.DataFreshness

* DeliveryToAmazonOpenSearchService.DataFreshness

* DeliveryToAmazonOpenSearchServerless.DataFreshness

* DeliveryToHttpEndpoint.DataFreshness

A REETUTERBZFREA CRER,

« IncomingBytes (Sum per 5 Minutes) / 300 ##if B%tk, BytesPerSecondLimit
« IncomingRecords (Sum per 5 Minutes) / 300 ##f B%tt, RecordsPerSecondLimit

« IncomingPutRequests (Sum per 5 Minutes) / 300 #Zif B %
Eeo PutRequestsPerSecondLimit

BNBUEARBERALERNS —1NEFRR ThrottledRecords,

5L CloudWatch Bk H{E R 213
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BREBEHA ALARM RENHTHEHFENER , FSREEHR,

£ CloudWatch 18#¥r1¥453#2 Amazon Data Firehose

/A Important
BSYNETEBHHFTAE CloudWatch Ei7 /8 AER , WERER XIHIR,

Amazon Data Firehose & Amazon CloudWatch 1§FrEERK , MBI LANE., EF MO Firehose K
B9 CloudWatch $§#r. i , BAT LA #E IncomingBytes 1 IncomingRecords 845 , AIRERMEK
E4 7= FEEZE| Amazon Data Firehose BI#E.

Amazon Data Firehose &% &P Wt £ 3 & % — )X CloudWatch ¥E¥5., B2 , MNRE ABIBERANIFLEL)L
e WAL A E— 2 HEERP BRI AN, XEEN CloudWatch iR — 2 #HHEIRBM
Amazon Data Firehose #{1TR 4.

A Firehose RWEMNIEIR AW T, B Kinesis VBN EZELR |, 5 %12 Kinesis KEBZ1T

hY

ER

« 3% X CloudWatch 1E¥r

- BUEEHE CloudWatch B4R

- BEREEUSHR

 API %5l CloudWatch ¥g#x

o BB CloudWatch $§#x5

+ CloudWatch Logs f#E 48 {545

« X EH# CloudWatch FE#F

« R ESIm MR ( SSE ) CloudWatch 4%
» Amazon Data Firehose H 4 E

» Amazon Data Firehose FAEIE#r

A% X CloudWatch 15%5

MEBRATHASKX |, Nl Amazon/Firehose 5% ZE B E LU T 1B,

fEF CloudWatch $g#Ri 1T 214
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1ER iRk

ActivePartitionsLimit Firehose SRTE [ BB & X B4R IR EMEME 2 oI BV &R AR
0 X,
SLITHIE - Minimum, Maximum, Average, Sum, Sam
ples
B4 iR

PartitionCount EEAEBNS X, tEES 2 X, kBFE 1 oKX

THERER ) 500 ( BRIN ) 2B,

ST BAE - Minimum, Maximum, Average. Sum, Sam
ples

B it

Y/

PartitionCountExceeded WEREREZEEEH T2 XiTHEH, RIERESERE

FEH 10,
JQProcessing.Duration IR[E7E JQ Lambda EEHFHIT JQ RERXFTIEETE,
B4 EW

PerPartitionThroughput RREN X ERAENELE, HIEREREB LIRS
M XBNELE,

#{y : StandardUnit.BytesSecond
DeliveryToS3.0bjectCount EREEERRE S3 FHEBHXNRE.

St EIE © Minimum, Maximum, Average, Sum, Sam
ples

LRV )
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FRARER

AL CloudWatch 3845

Amazon/Firehose & ZEHBIEUA T RS RIEIR, MEEEZR

BackupToS3.Success., DeliveryToS3.Success., DeliveryToSplunk.Success, DeliveryToAma

% DeliveryToRedshift.Success WFIIE/NMETRE , XHATFTRREFEERIEEKX. Amazon Data
Firechose 2 Eid & MR , HEEILERRAWERIIGEEN B iR Z 0 S3 FREMZ AT ME T,

FH

« t&£%i % OpenSearch Service
&5 8| OpenSearch LIRS 25
f£ %1% Amazon Redshift
&4 %] Amazon S3

&5 2 Snowflake

&5l Splunk

BHE HTTP ih R

f£ % %] OpenSearch Service

1R

DeliveryToAmazonOp
enSearchService.Bytes

DeliveryToAmazonOp
enSearchService.Da
taFreshness

EiR
EIEER B RN 5| F OpenSearch Service B F 8,

S iTEIE - Minimum, Maximum, Average, Sum, Sam
ples

By 2P

Amazon Data Firehose F & R idFAVHIRR ( Mt A
Amazon Data Firehose Z|F7E ) . FA R FULHERMIZR
¥ E4£ %2 OpenSearch Service,

St EIE © Minimum, Maximum, Average, Sum, Sam
ples

BB

BIR&HEY CloudWatch 3845

216



Amazon Data Firehose FEANGIER

ER iR
DeliveryToAmazonOp EIBER R RN &K S| E| OpenSearch Service BI18 F#,

enSearchService.Records L o .
ST EFE  Minimum, Maximum, Average., Sum, Sam

ples
B4 iR
DeliveryToAmazonOp 2R 4m IR 5| /i R S,
enSearchService.Success
DeliveryToS3.Bytes I ERNEERRNEME Amazon S3 HNFET ., NYER
A XREAZHE , Amazon Data Firehose &k Hiit
BHR.

Z TR - Minimum, Maximum, Average, Sum, Sam

ples

BT iR
DeliveryToS3.DataF Amazon Data Firehose & 12 FHVHAR ( MEEA
reshness Amazon Data Firehose EIT7E ) » ERAAF LU FRHIE

FOMEEED S3 FiER. NYUBANMEXRBERAERE ,
Amazon Data Firehose = £ & H b 1545,

BB

DeliveryToS3.Records I ER B RN E A E Amazon S3 BIEEE. NYER
FrE RS A& %5 , Amazon Data Firehose &% Hilt
fE¥Ro

St 83E : Minimum, Maximum, Average, Sum, Sam

ples
BT iR

DeliveryToS3.Success FX 21 Amazon S3 put T R, TR RN & WA 3T+
RN FTE XS A& , Amazon Data Firehose 54 £
£ H LR,
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FRARER

1R

DeliveryToAmazonOp
enSearchService.Au
thFailure

DeliveryToAmazonOp
enSearchService.De
liveryRejected

f£ % %] OpenSearch TohR% 25

1R

DeliveryToAmazonOp
enSearchServerless

DeliveryToAmazonOp
enSearchServerless
.DataFreshness

DeliveryToAmazonOp
enSearchServerless
.Records

DeliveryToAmazonOp
enSearchServerless
.Success

.Bytes

EEPUN
HHRIUE/RNEE R, BIF OS/ES £FH KRB A ENR,
0 RTXBMB, 1 RRFHRIUERK.

RRWELEIR, RiF OS/ES £FHRBANA SN R,
0 RFRARE, 1 RFEHRY,

EiR
EIEER B ERRNZE S| F OpenSearch TIRS 22 F T 8,

SR - Minimum, Maximum, Average, Sum, Sam
ples

By 2P

Amazon Data Firehose & R i2FHHAR ( Mt A
Amazon Data Firehose FII7E ) . EAREFLERAIZR
¥ et %2 OpenSearch TTARSS 88,

BB
EIEER B RN ZE S| OpenSearch LIRS 22HY1E R

St 83E - Minimum, Maximum, Average, Sum, Sam
ples

RV b
BRI RFEIRSIH B R B,

BIR&HEY CloudWatch 3845
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B HiR

DeliveryToS3.Bytes EIBERBEERNEHE Amazon S3 HFET . NHER
FIE X #4/3 A& )5 , Amazon Data Firehose &% Hitt
E¥Ro

SITBIE - Minimum, Maximum, Average, Sum, Sam

ples

By it
DeliveryToS3.DataF Amazon Data Firehose F & R icKAVHARR ( M A
reshness Amazon Data Firehose FIITE ) » EAKXFUFREILE

FOMEIED S3 FiER. NYUBNMEXRERAERE ,
Amazon Data Firehose & £ % H k3645,

BB
DeliveryToS3.Records I ER E RN E M E Amazon S3 BB, NHER
FRIEX#B A& S , Amazon Data Firehose F &% it
B,
B ITER
DeliveryToS3.Success FX X1 Amazon S3 put i T E R, FTiL RN 5K WA 3T
ERNFAEXEA%E , Amazon Data Firehose I84&
A HIER,
DeliveryToAmazonOp B HRRIE/ARNEEIR, BIF OS/ES £H KRB A BNR,
enSearchServerless e n _ P
AuthFailure 0 RTXBEE, 1 RRFHEIERK,
DeliveryToAmazonOp fERIE 4 ERIR, WIE OS/ES SEHERAABNR,
enSearchServerless e n _ .
. DeliverRejeCted O ﬁﬂ'\/ﬁﬁl'ﬂfﬂo 1 2\%/?’%@9&)&0

BIR&HEY CloudWatch 3845 219
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&% % Amazon Redshift

B iR
DeliveryToRedshift.Bytes I8 E AT B ER N & %) Amazon Redshift By F 15 8,

St 83E - Minimum, Maximum, Average, Sum, Sam

ples
BT TR
DeliveryToRedshift 5 E T B ER N & /%) Amazon Redshift #9128 .
.Records .
St 83E © Minimum, Maximum, Average, Sum, Sam
ples
By it
DeliveryToRedshift FX 21 Amazon Redshift COPY @ H E#,
.Success
DeliveryToS3.Bytes EIBER R BN & E Amazon S3 FFTT H.
STHIE - Minimum, Maximum, Average, Sum, Sam
ples
B FH
DeliveryToS3.DataF Amazon Data Firehose F & R icKAVHARR ( M A
reshness Amazon Data Firehose E|I7E ) . FA K FLLHABRAYIE R
12X R S3 FERS
By R
DeliveryToS3.Records EiEENEERRNERE Amazon S3 BYidFH.

STHIE - Minimum, Maximum, Average, Sum, Sam
ples

B itEK
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ER HiR

DeliveryToS3.Success FXIh Amazon S3 put TSI E
DeliveryToRedshift Amazon Data Firehose A& R i2FH IR ( MEEA
.DataFreshness Amazon Data Firehose Z|IE ) . FA K FTULHEIRAYIZR

#4£3%E) Amazon Redshift ££8%,

BackupToS3.Bytes EIBERRERRNEHEZE Amazon S3 #HITE BN FETH.
B A& %% Amazon S3 f§ , Amazon Data Firehose &%
i L FEFR o
SSITEIE - Minimum, Maximum, Average, Sum, Sam
ples
BT TR

BackupToS3.DataFreshness Amazon Data Firehose F & FidFEVHIRR ( Mt A

Amazon Data Firehose E|I1E ) . FAFEFULEIRAYIE
G EEmE Amazon S3 FREHTE L. BRAEHE
Amazon S3 j& , Amazon Data Firehose & X H It 1845,

SSUTBIE - Minimum, Maximum, Average. Samples

BB

BackupToS3.Records EIBER R ERRNEHE Amazon S3 #H TR MDHIERKE.
BR%&% % Amazon S3 f§ , Amazon Data Firehose X
it FEFR o
SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples
By it

BackupToS3.Success I Amazon S3 &3 put n RN E R, BAZEHE

Amazon S3 j§ , Amazon Data Firehose & % H It 18%5.
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FRARER

25 E| Amazon S3

THRPWIERS Amazon S3 £ Firehose 7B EE B W it B 1E 5 AH %o

1R

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

BackupToS3.Bytes

BackupToS3.DataFreshness

DU
R ER EERAERE Amazon S3 F T #,

S iTBIE - Minimum, Maximum, Average, Sum, Sam
ples

By 2P

Amazon Data Firehose & R i2FHHAR ( Mt A
Amazon Data Firehose 1T ) » FERAAFUHFRHIERE
EAEIAE S3 7MW,

ST E3E - Minimum, Maximum, Average., Samples
BB
FEIEERRBRN&HEZE Amazon S3 BB R,

Z it 83E © Minimum, Maximum, Average, Sum, Sam
ples

By it
Zh Amazon S3 put S SIS,

EEERRBRRNERHE Amazon S3 #ITEONETH.
BHA&®E , Amazon Data Firehose 2k HIltiEH: ( RE
ERNBRABEHENBER T )

S iTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B HER

Amazon Data Firehose F& R i FHHAR ( Mt A
Amazon Data Firehose Z|Z7E ) . FA R T ULHIBRAYIZ

BIR&HEY CloudWatch 3845
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EiR DU
FIIELME Amazon S3 FERHTEN. BRAZH

J& , Amazon Data Firehose 2% Hitbig#r ( REERNF
RABREERANBERTIA ),

ST EAE - Minimum, Maximum, Average, Samples

By ®
BackupToS3.Records EIBER R ERRNEHZE Amazon S3 # TR MDHIERKE.

B A% JE , Amazon Data Firehose &% Hitbigts ( R
EREERABEHHRENBER TN )

ST BAE - Minimum, Maximum, Average. Sum, Sam

ples
BT it
BackupToS3.Success FIIH Amazon S3 &3 put m T ER. BERARH

J& , Amazon Data Firehose 2% Hlb#6+r ( REERE
BBEHRNER T ),

15 E| Snowflake

EiR iR
DeliveryToSnowflake.Bytes i ERN B AL 2l Snowflake B F T8,

SSITEIE - Minimum, Maximum, Average, Sum, Sam

ples

By 2H
DeliveryToSnowflak Firehose P& R 12KV HABR ( M# A Firehose EJH1E ) .
e.DataFreshness FMRARFIE R ISR E/E M E Snowflake, HFEE ,

£ Firehose A RRAKINGE , ATEEE/ LW M TN EK
BIRR 4 Snowflake, B30 Snowflake IR IEFTE

BIR&HEY CloudWatch 3845 223
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FRARER

1R

DeliveryToSnowflak
e.DataCommitLatency

DeliveryToSnowflak
e.Records

DeliveryToSnowflak
e.Success

DeliveryToS3.Bytes

iR
#YBSE , S DeliveryToSnowflake.DataCom
mitLatency #8#%.

S TR - Minimum, Maximum, Average., Samples
BB

Firehose B Ihim AIEKE |, HEIER R E| Snowflake FTE
LN

S TR - Minimum, Maximum, Average., Samples
BB
IR ERT B ER N 1& 51 2 Snowflake BY1EF %

SITEIE : Minimum, Maximum, Average. Sum, Sam
ples

B it
*+ Snowflake B1THI R IhiE A8 B EF,

EEEMEBRNERHZE Amazon S3 WET ., XYM
Snowflake £ %i % B Firehose = i# 1% & KA EIER 12 2
S3 B, BLIEFRF A Ao

SSITEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 FH

BIR&HEY CloudWatch 3845
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ER iR
DeliveryToS3.Records EIBER R ERNEHE Amazon S3 HiBRE. N

Snowflake % kM B Firehose =145k M B IEZ 19 F
S3 B, teiEFRF A A,

SITBIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

DeliveryToS3.Success B2 Amazon S3 put @ H E M. 1R [E Snowflake 1& %
KM B Firehose =1 KMV BIEZ 02 S3 87 , LLIEHR
A Ao

BackupToS3.DataFreshness Firehose F & P i RAHAPR ( Mt A Firehose EITFE ) -
FARETFHHRNIZEEEZ B E Amazon S3 F M.
% Firehose MRELE N ZF P EEIER |, BRI A,

SR - Minimum, Maximum, Average., Samples

By B
BackupToS3.Records EiEENEERRNEHE Amazon S3 #ITE MBI IR,

¥ Firehose RELE N RO FIEHIER |, LIBFHRTT A,

S TEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT ITER
BackupToS3.Bytes I ERE RN EME Amazon S3 HITZ MM FET .

3 Firehose RELENZ DA EHIER |, LR A,

S TR - Minimum, Maximum, Average, Sum, Sam
ples

BT ITH
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EAR iR

BackupToS3.Success I Amazon S3 &2 put S HEIE M. 2 Firehose i
FlE RN & DA EEIERT |, Firehose & HlLiE+F,

& 5% Splunk

EiR iR
DeliveryToSplunk.Bytes EIEEN B AMEZEE Splunk BT 8.

Z2 i3 : Minimum, Maximum, Average, Sum, Sam
ples

By FH

DeliveryToSplunk.D Amazon Data Firehose [6 Splunk ZA$#EE , M Splunk

ataAckLatency B IAFT BRI ABAT R, LLIEFRRYIE ISR A sh Hh 4k
WMIEEEER, BKESH AR Splunk 5|28 %]
MPIAEERE,

SSUTEIE - Minimum, Maximum, Average. Samples

By ®
DeliveryToSplunk.D Amazon Data Firehose A& R i2FHEIR ( MEEA
ataFreshness Amazon Data Firehose E|IE ) . A ATUHFRAIZF

21&IAF Splunko
SSUTEIE - Minimum, Maximum, Average. Samples
BB

DeliveryToSplunk.Records FEIEERBRMEZEE Splunk BYiERE

SSUTHIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR
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B iR
DeliveryToSplunk.Success 2R 4m IR 5| /i KM S,
DeliveryToS3.Success FX 2 Amazon S3 put s S H E M. B A& E Amazon

S3 &Y , K& HLbIE R,

BackupToS3.Bytes EIBERRBRRNEHEZE Amazon S3 #HITE LB FETH.
¥ Firehose HELE N & 0 Fi B X#4EF , Amazon Data
Firehose & & H it E¥x,

SSITEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT TR
BackupToS3.DataFreshness Amazon Data Firehose F & FidFEVHARR ( Mt A

Amazon Data Firehose ZII7E ) . FAFEFLERIZR
HeE&mE Amazon S3 FERI TR M. = Firehose it
it B 7 & 0 Fr B 3X#48T , Amazon Data Firehose £ & H1it
B

SSUTBIE - Minimum, Maximum, Average. Samples

By ®
BackupToS3.Records EIBER R ERRNEHE Amazon S3 #H TR MDHIERKE.

¥ Firehose TRELE N & 0 FiE X 48t , Amazon Data
Firehose &% Hlb1E#R,

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

BackupToS3.Success I Amazon S3 &2 put S HHIE R, 2 Firehose i
BB R & 2P AR , Amazon Data Firehose &% Hilt
B o

BIR&HEY CloudWatch 3845 227
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RRE HTTP Iw R

E¥R HR

DeliveryToHttpEndp RINEHE HTTP % =B F 17 8

oint.Bytes .
St 83E - Minimum, Maximum, Average, Sum, Sam
ples
B F

DeliveryToHttpEndp RINEHE HTTP % R A1 X

oint.Records .
St 83E © Minimum, Maximum, Average, Sum, Sam

ples
By it
DeliveryToHttpEndp Amazon Data Firehose F & R 12X IR,

oint.DataFreshness .
ST EIE - Minimum, Maximum, Average, Samples

By ®
DeliveryToHttpEndp [ HTTP im S B B & BB iR AT E E R S,

oint.Success . o .
ST EFE : Minimum, Maximum, Average. Sum, Sam

ples

BT
DeliveryToHttpEndp SIHAENFTE , SEERAE.
oint.ProcessedBytes
DeliveryToHttpEndp RN IEFEE , SHEHRE.

oint.ProcessedRecords

B REUER

£}

BIEREUER 228



Amazon Data Firehose

FRARER

« @XI Kinesis Data Streams 3# 1T B 2 3E E EL

« B3 Direct PUT 3 1THI ZIE R EL

« M MSK # 4T BY $IE SR L

B1Z Kinesis Data Streams #{TH i IEHE

1R

DataReadFromKinesi
sStream.Bytes

DataReadFromKinesi
sStream.Records

ThrottledDescribeStream

ThrottledGetRecords

DU

HBHERIFR Kinesis BAERAT , HIBIRERMZBER
BRENFTH. ERF AR THRERS M ERREAH

=
o

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 FH

HBIEFRIRZ Kinesis BB RAT |, HIBFriE R~MIZ Kinesis
BEREEMNICRE, kHFEREATHEERMENE
HHBE,

ST BAE - Minimum, Maximum, Average. Sum, Sam
ples

B it

HBIEXRIRZ Kinesis ZIERAT , DescribeStream #
1E 32 3 BR I B9 EOR B

SITEIE - Minimum, Maximum, Average, Sum, Sam
ples

BT

LUBIERREE Kinesis ZIE7RET , GetRecords EEZEZ
PR &I HY BOR B,

ST EFE : Minimum, Maximum, Average, Sum, Sam
ples

BiR RIS
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FRARER

1R

ThrottledGetShardIterator

KinesisMillisBehindLatest

Eid Direct PUT 3 1THI ZIE TR

1R

BackupToS3.Bytes

BackupToS3.DataFreshness

iR

B4 iR

HBIEXRIRZ Kinesis BB ARAT , GetShardIterator
BRAIESZ BIPRHIH EOR ¥

Z2 it : Minimum, Maximum, Average, Sum, Sam
ples

BT

HHERIFR Kinesis BAERAT , EEIRERRRE
—&IERIEFKEE T Kinesis BIERAPNFZMIZENED
o

SR - Minimum, Maximum, Average. Samples

By ER

DU

EIEER B ERNE R E Amazon S3 HITR O FT .
4% Amazon S3 = Amazon Redshift B #ith /3 B #kiE i
#a8t , Amazon Data Firehose &% H th38%5.

ST EFE : Minimum, Maximum, Average, Sum, Sam
ples

B F

Amazon Data Firehose F & R 12X IR ( M A
Amazon Data Firehose Z|IE )  FA R FUHLEIRAYIZR
BHE&HE Amazon S3 FEBHTEZS. ZH Amazon
S3 = Amazon Redshift B By ith /3 A IERIRET , Amazon
Data Firehose &% L3647,

IR REUER
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1R DU

Z 1T BAE - Minimum, Maximum, Average, Samples

By ®
BackupToS3.Records EIBER R ERRNEHZE Amazon S3 # TR MDHIERKE.

4% Amazon S3 = Amazon Redshift B b3 B #kiE 4
#a8t , Amazon Data Firehose £ % H it 38%5.

ST BAE - Minimum, Maximum, Average. Sum, Sam

ples
BT it
BackupToS3.Success I Amazon S3 &2 put s SR E R, 7 Amazon

S3 = Amazon Redshift B Byt /3 A EIEE e | Amazon
Data Firehose & % H Lt #84F,

BytesPerSecondLimit TEBR %I 2 Bl Firehose MBI EY Al AUBEM & K F T 8,
EFERES RS , E% = Amazon Support F1/0 3 %
BOBRA , REEFRERSERSE,

DeliveryToAmazonOp 1 H5 E R 8] R W 2R 51 B OpenSearch Service B F T,

enSearchService.Bytes .
ST BIE - Minimum, Maximum, Average, Sum, Sam

ples

B F
DeliveryToAmazonOp Amazon Data Firehose RE&x R IEFHHIR ( M A
enSearchService.Da Amazon Data Firehose I E ) . FAE FIHAIRMIZF
taFreshness ¥ B &% ZEl OpenSearch Service,

ST EFE : Minimum, Maximum, Average, Samples

BB

BIEREUER 231
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FRARER

1R

DeliveryToAmazonOp
enSearchService.Records

DeliveryToAmazonOp
enSearchService.Success

DeliveryToRedshift.Bytes

DeliveryToRedshift
.Records

DeliveryToRedshift
.Success

DeliveryToS3.Bytes

iR
EIEER B RN 3K 5| F) OpenSearch Service B8 x& .

ST BFE - Minimum, Maximum, Average. Sum, Sam
ples

B it
BRI mFIR S A iC R B,

EIEEnTE R K E $2 Amazon Redshift B 2T ¥,

SITEIE : Minimum, Maximum, Average. Sum, Sam
ples

By P
I E R B M E #Z] Amazon Redshift #912 & .

Z it 8IE - Minimum, Maximum, Average, Sum, Sam
ples

BT T

BXZh Amazon Redshift COPY #5455 .,

EiEERBERNERE Amazon S3 BIFET K,

SLITEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 FH

IR REUER
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ER HiR

DeliveryToS3.DataF Amazon Data Firehose F & R icKAVHARR ( M A

reshness Amazon Data Firehose E|I7E ) . FA K F L FRAVIEFRK
EARIAE S3 FHEM.

ST EAE - Minimum, Maximum, Average, Samples

By ®
DeliveryToS3.Records EEENRBERNEHE Amazon S3 HidFkH,

ST BAE - Minimum, Maximum, Average. Sum, Sam

ples

BT iR
DeliveryToS3.Success FXZh Amazon S3 put T HHY S,
DeliveryToSplunk.Bytes T ER BRMEZEE Splunk BYFT

SLUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4R

DeliveryToSplunk.D Amazon Data Firehose [8 Splunk ZE#EE , M Splunk

ataAckLatency BEWHIAFTEN AT E, BV B MSE DB St
MIECEEE R, BKESHAIERP Splunk K52 ZEREI
MEFARERE,

SLUTHIE - Minimum, Maximum, Average., Samples

By P
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ER HiR
DeliveryToSplunk.D Amazon Data Firehose F & R icKAVHARR ( M A
ataFreshness Amazon Data Firehose 1T ) » FERIAFUFRHIEFK

E4%3% % Splunk.
SR - Minimum, Maximum, Average., Samples
By R

DeliveryToSplunk.Records FEIBERN B A{ZE R Splunk BYiE R,

ST BAE : Minimum, Maximum, Average. Sum, Sam

ples

B iR
DeliveryToSplunk.Success B A T4 I %R 5| B9 18 /Y S A,
IncomingBytes EIEERN BRI #ELE Firehose ikl

HNFTH. SHER
T Firehose HIRHI 2 —Y , TRELZ RIRH. ZFRHI

HEIEFARITH IncomingBytes o

ST BIE © Minimum, Maximum, Average, Sum, Sam

ples
B 2

IncomingPutRequests I ERT B EX M A Zh Y PutRecord 1 PutRecordBatch &
K.
SITEIE : Minimum, Maximum, Average., Sum, Sam
ples
BT iR
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FRARER

1R

IncomingRecords

RecordsPerSecondLimit

ThrottledRecords

M MSK 3 1TH BIEHRE

1R

DataReadFromSource
.Records

DataReadFromSource.Bytes

DU

IS ER RN R I ERENE] Firehose RHVIE R, YHFER
U Firehose FiPBR#IZ —Bt , AJREZ RIRSl. ZFRE
HEEFFiTH IncomingRecords o

Z it 3E - Minimum, Maximum, Average, Sum, Sam
ples

B itk
1EPR# 2 BT Firehose i X 81 =¥ 0] LB EVAY & K12 X,

Z2 it : Minimum, Maximum, Average, Sum, Sam
ples

BT

T HFEREET E R — Firehose it FR i M 32 2 R A9
B F M.

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B it

iR
MIR Kafka £ BIEEHY iE R,

ST EFE : Minimum, Maximum, Average, Sum, Sam
ples

LRV b

MIR Kafka £ BIEEM FT .

IR REUER
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FRARER

1R

SourceThrottled.Delay

BytesPerSecondLimit

KafkaOffsetLag

FailedValidation.Records

FailedValidation.Bytes

iR
ST BFE - Minimum, Maximum, Average. Sum, Sam
ples

B FH

R Kafka SEBEMIR Kafka &R 18 &Y EER BT E)
ST BAE - Minimum, Maximum, Average, Samples
By ZW

Firehose MR Katka TEHE N2 KiZWBEN L EH
EPRH,

S TEHIE - Minimum, Maximum, Average, Sum, Sam
ples

By FH/Y

Firehose MJR Kafka TEIEMWiCEHNBEARBESR
Kafka EB 0] Hic KW R ARBEC BN ESR,

S iTIE - Minimum, Maximum, Average, Sum, Sam
ples

LR VA
IEFIUE R MATIE R

ST BIE - Minimum, Maximum, Average, Sum, Sam
ples

B
IERBUE R H ZF T8,

SITEIE : Minimum, Maximum, Average. Sum, Sam
ples

B2

IR REUER
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ER HiR

DataReadFromSource R Firehose MR XIREIEFHIMEER , FR AR

.Backpressured BH T 812 XK BytesPerSecondLimit , 5% IE E1&
REBREEL

B WRE

API 425l CloudWatch 15%r

Amazon/Firehose W& ZHZIEIT APl KI5Hr.

B iR
DescribeDeliverySt EEENBANEN S DescribeDeliveryStream
ream.Latency BRAEFT AR ETE,

S8R - Minimum, Maximum, Average., Samples
B ER

DescribeDeliverySt DescribeDeliveryStream iFXRHEE,

ream.Requests .
Z 1T BAE : Minimum, Maximum, Average. Sum, Sam

ples

BT it
ListDeliveryStream EREEMBERNNENEA ListDeliveryStream #BfE
s.Latency Fir B9 Bt 1E] o

SSITEIE - Minimum, Maximum, Average. Samples
B ER

ListDeliveryStream ListFirehose WERHEE,

s.Requests .
ST EIE © Minimum, Maximum, Average, Sum, Sam

ples

API 45| CloudWatch ¥g+% PET
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B iR
By it

PutRecord.Bytes EIBEREAFER PutRecord M A Firehose i FET
.
STEEE - Minimum, Maximum, Average, Sum, Sam
ples
By FH

PutRecord.Latency EIRENBRANEN S PutRecord BRIEFTARAEE,

ZiTEIE - Minimum, Maximum, Average. Samples

B ER

PutRecord.Requests PutRecord iEXRMEH , kBB ZETKE PutRecord
BRENIEFHEE
ST BFE : Minimum, Maximum, Average. Sum, Sam
ples
By it

PutRecordBatch.Bytes EIEEN B AR PutRecordBatch H A Firehose i
B F T8

SSUTEIE - Minimum, Maximum, Average, Sum, Sam

ples
B FH

PutRecordBatch.Latency EEEMEBEANENED PutRecordBatch REFFAR
B iAo

ST EFE : Minimum, Maximum, Average, Samples

By ER

API 45| CloudWatch ¥g+% %
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EAR iR
PutRecordBatch.Records 3% B PutRecordBatch BEMNIZEHNEZK,

Z it 3E - Minimum, Maximum, Average, Sum, Sam

ples
By It
PutRecordBatch.Requests PutRecordBatch iEXRHEH,

S TEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT iR
PutRequestsPerSecondLimit TEPR 2 B Firehose 3t A AL B B & K A8 R B

¥ Fa3E PuttRecord 1 PutRecordBatch &R %,

SITEIE : Minimum, Maximum, Average. Sum, Sam

ples
B4 iR
ThrottledDescribeStream LMEIERIRE Kinesis BIE7RAT , DescribeStream #

1 32 B BRI B9 EOR B

ST BAE - Minimum, Maximum, Average. Sum, Sam

ples
BAT TR

ThrottledGetRecords LHIFEFRIRR Kinesis BIERAT , GetRecords BRIEZEH
BR #5119 SR B
SSITEIE - Minimum, Maximum, Average, Sum, Sam
ples
BT IR

API 45| CloudWatch ¥g+% 239



Amazon Data Firehose FEANGIER

FEPR iR
ThrottledGetShardIterator LHBIERIRZ Kinesis BB AT , GetShardIterator

BRAEZ BIRSIH EIRB

Z2 it 3E - Minimum, Maximum, Average, Sum, Sam

ples

B TR
UpdateDeliveryStre EIEENBEANEN SN UpdateDeliveryStream
am.Latency R AEFT AR BT E

S TR - Minimum, Maximum, Average. Samples
B BB
UpdateDeliveryStre UpdateDeliveryStream iHFXRHEE,

am.Requests -
ST EFE  Minimum, Maximum, Average., Sum, Sam

ples

B4 iR

HIEEHR CloudWatch 18%r

R B A Lambda #iEH#R , AWS/Firehose & ZHFE S LA TR,

B¥R iR

ExecutePr Firehose #1178 % Lambda B%kiE A AT TSRV BtaEl

ocessing. S

Duration B BY

ExecutePr R ZhEY Lambda BEE A S FMAALL S 89 Lambda B EE X E.
ocessing.

Success

IR CloudWatch 1845 240
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B¥R iR

SucceedPr TEIE E A 8] BR A B Dh A BR Y 18 e B
ocessing. i

Records By it

SucceedPr EEER A BN R IIL BN F T8,

ocessing.Bytes oy
V. FT

CloudWatch Logs f&E 48 E#x

WA CloudWatch Logs &i/B A 7T #ESE , Ml AWS/Firehose & ZEEFEE U TR

EFR HiR
OutputDecompressed REBRIHRVEEE ( LF T RERM )

Bytes.Success .
Z2 i3 - Minimum, Maximum, Average, Sum, Sam

ples
B FH
OutputDecompressed BERRMNEE (UAFT RN )

Bytes.Failed .
ST EFE : Minimum, Maximum, Average. Sum, Sam

ples
B FH
OutputDecompressed R R TV 1B SR B2

Records.Success . .
ST EFE : Minimum, Maximum, Average. Sum, Sam

ples
BT TR
OutputDecompressed RES AW IE KB E

Records.Failed
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FRARER

1R

iR
ST BFE - Minimum, Maximum, Average. Sum, Sam
ples

B it

¥ CloudWatch 1EFr

MEBEEATHERRERR , AWS/Firehose & ZHAAFU TR,

1R

SucceedCo
nversion.
Records

SucceedCo

nversion.Bytes

FailedCon
version.R
ecords

FailedCon
version.Bytes

iR

R IR ITENBE,
BT

FTh R AV AT T M KN
By 2
KREEHIMNITENIE,
BT
RAEHIRAIT T KN,

B Y

AR 23w % ( SSE ) CloudWatch %5

Amazon/Firehose & ZHSIELL T 5 SSE #HXHIEF.

1R

KMSKeyAccessDenied

R
BR%5 8% Firehose 7l KMSAccessDeniedExc

eption HKYIREK,

¥R E#R CloudWatch 3R
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FRARER

1R

KMSKeyDisabled

KMSKeyInvalidState

KMSKeyNotFound

Amazon Data Firehose V4 E

HiR
SITHIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

BR%5i8%! Firehose kY KMSDisabledException #9
R

STEIE - Minimum, Maximum, Average, Sum, Sam
ples

B iHEK

RSB % Firehose iy KMSInvalidStateExc
eption KYRE.

SITEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

Bk %518 %! Firehose kY KMSNotFoundException H9
R

Z2 i3 - Minimum, Maximum, Average, Sum, Sam
ples

B it

=i Firehose RIFIEIESR , i5FE A DeliveryStreamName 4 E,

Amazon Data Firehose FIE¥E#r

B LAEA CloudWatch BB RIEIRKIBEKF ERERA B RN NS, XLIEFRAE CloudWatch
RERMEHER EENEM YRS ERER.

Amazon Data Firehose K4 &
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RS B & A ESPRLTF Amazon/Usage R ZEEH , HEE=2HKRE— X,

B #i , CloudWatch £l a5 & ZE (A P X A B MHE—154R B #h = ResourceCount, LLIEHRE
Service, Class. Type # Resource £E—[RX %,

EFR iR
ResourceCount BIKFHREITHIEERRNHEE, RRHSIERCE%
EE N,

HIEMRRE ANSITEIERE MAXIMUM |, iIX&RR 3 248
18] R f5E Y B KR TR B

AT 4 E B T 181t Amazon Data Firehose & % i A 215%%.

“HE iR
Service SEIZRIRH Amazon IRFWEFr. X TF Amazon Data

Firehose FAE3E#r , LLEEREN Firehose,

Class FTIRERBY AIJREVZE, Amazon Data Firehose APl FA & 55
EAERN None W4EE,

Type FRERERAY BRAVE R, Hal , HIRFLE N Firehose
B, RE K —BRENRN Resource,

Resource Amazon BRNEF. BEl , HREZHEE RN Firehose
B, BRIRAME—BRER DeliveryStreams o

58 Amazon Data Firehose B9 CloudWatch 15#%

LA LA CloudWatch #2414 . #5173 CloudWatch APl ¥ 1 Amazon Data Firehose B31E#5. LA
TEEBNENAERXERER ARG REFR.

/8 CloudWatch 124l & i A1 1545

1. B3 https://console.aws.amazon.com/cloudwatch/ 37 CloudWatch #Z#lA&

158 Amazon Data Firehose #J CloudWatch 845 244
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Amazon Data Firehose FEANGIER

2. ESMES, EFE-NXE,
ESMERD , EFEER.

1%$% Firehose & ZE[H),

1%#% Firehose f1E#R 3K Firehose f&#x.
ERENNEERNER.

2

£/ Amazon CLI 5B 345

£ list-metrics  get-metric-statistics T

aws cloudwatch list-metrics --namespace "Amazon/Firehose"

aws cloudwatch get-metric-statistics --namespace "Amazon/Firehose" \
--metric-name DescribeDeliveryStream.Latency --statistics Average --period 3600 \
--start-time 2017-06-01T00:00:00Z --end-time 2017-06-30T00:00:00Z

£/ CloudWatch Logs %2 Amazon Data Firehose

Amazon Data Firehose 5 Amazon CloudWatch Logs 55 , SAME & 0] AR BRIR S SR BUR L fr Y
Lambda A AMNEERERIRAE. YHEGIZE Firehose Aift , ATEAUE B Amazon Data Firehose
HEix B Eid o

£ Amazon Data Firehose 12 & # /5 F| Amazon Data Firehose 1% B &2 %6 |, &

SR REN Firehose RAIEBSAMENN BER. BEHBHHERNR /aws/
kinesisfirehose/delivery-stream-name , 9 delivery-stream-name 2R Firehose
TR BE M. DestinationDelivery RRIEMWBER , AT R CRERHEEEBHNMEX
WATEHR. REENBEHRBAT S3RME , T 28BS — 187 BackupDelivery WHEE

7o BackupDelivery AERATIERE&ME S3 M HERNEMEIR,

flan | RERE L Amazon Redshift ¥E59 B Bt # Firehose 5 “MyStream” , /5 i Amazon

Data Firehose f8ix B&ig% , MRELXRKREVEIUTHE | —1E R aws/kinesisfirehose/
MyStream #9 A A MFHNE 7 DestinationDelivery H BackupDelivery #9 B &ifto E2<4l

# , DestinationDelivery AFieFz54& 2| Amazon Redshift B ¥r AR H 8 S3 B #rAE<
iz, MRFAT S3 &7, BackupDelivery AARIERE£HE S3 ZF B FMEMEXNEMHE IR,

&I LUEE Amazon CLI, API 2 Amazon CloudFormation , £/ CloudWatchLoggingOptions
FLiE K J3 A Amazon Data Firehose f8ix HE1IERK, Hit , FRACIEZBAEFAMBER. BIURE X

f# A CloudWatch Logs #1742 245
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Amazon Data Firehose FRARIER

HEA R BEFRATF Amazon Data Firehose 4&1% HE DS, A, EEHERRXEH IAM policy A
"logs:putLogEvents" KR, BXEZER , S H £H Amazon Data Firehose 2 FI15 R R,

XX , Amazon Data Firehose FRIUEFTA & fii 8% H £ EB K% 2 CloudWatch Logs. 1%k MEEK
SHERT , FEFEEEIR B EEEE CloudWatch Logs Z BT , Amazon Data Firehose &34 B &E# 1T
KB,

X F1&#E CloudWatch Logs FI4EIRBE , 2B —EMN A, EXEZER , S H Amazon
CloudWatch E#Vs

B %
- BEARER

B mEIR

LT 28 Amazon Data Firehose B BVt BIEABHEIRABIEENIIR, SNMEREEEHRT
1& & (51 & AT B K ER 938 Z R 1E

iR

« Amazon S3 B B EIR

+ Apache Iceberg REEZ SR

« Amazon Redshift $i#E& fi4E1R

+ Snowflake EiE/& i 1R

* Splunk FIEE R IR

- ElasticSearch $iE/% fi 81

« HTTPS In R B fEtk ItE iR

» Amazon OpenSearch Service B IE% ftE 1%
+ Lambda AR iR

« Kinesis A1

« Kinesis DirectPut 1 %

» Amazon Glue T H4Ei%

« DataFormatConversion A 5%
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Amazon Data Firehose

FRARER

Amazon S3 BiEf& MR IR

Amazon Data Firehose AT LU LT Amazon S3 X 451R &% E CloudWatch Logs.

HERD

S3.KMS.No
tFoundExc
eption

S3.KMS.Re
questLimi
tExceeded

S3.AccessDenied

S3.Accoun
tProblem

S3.Al1Acc
essDisabled

S3.InvalidPayer

S3.NotSignedUp

S3.NoSuchBucket

S3.Method
NotAllowed

BRHEHEMER

"The provided Amazon KMS key was not found, If you are using what
you believe to be a valid Amazon KMS key with the correct role, check
if there is a problem with the account to which the Amazon KMS key is
attached."

"The KMS request per second limit was exceeded while attempting to
encrypt S3 objects, Increase the request per second limit."

BXEZER , B39 (Amazon Key Management Service FF X A fi ¥
Y FHIPRH,

"Access was denied., Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role, and the access
policy allows access to the S3 bucket."

"There is a problem with your Amazon account that prevents the
operation from completing successfully. Contact Amazon Support."

"Access to the account provided has been disabled, Contact Amazon
Support.”

"Access to the account provided has been disabled, Contact Amazon
Support."

"The account is not signed up for Amazon S3. Sign the account up or
use a different account.”

"The specified bucket does not exist, Create the bucket or use a
different bucket that does exist."

"The specified method is not allowed against this resource., Modify the
bucket’s policy to allow the correct Amazon S3 operation permissions."

HiELmER
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Amazon Data Firehose

FRARER

IR

InternalError

S3.KMS.Ke
yDisabled

S3.KMS.In
validStat
eException

KMS.Inval
idStateEx
ception

KMS.Disab
ledException

S3.S1lowDown

S3.Subscr
iptionRequired

S3.InvalidToken

S3.KMS.Ke
yNotConfigured

S3.KMS.As
ymmetricC
MKNotSupported

HIRHENER

"An internal error occurred while attempting to deliver data. Delivery
will be retried; if the error persists, then it will be reported to Amazon for
resolution."

"The provided KMS key is disabled. Enable the key or use a different
key."

"The provided KMS key is in an invalid state. Please use a different key.'

"The provided KMS key is in an invalid state. Please use a different key."'

"The provided KMS key is disabled. Please fix the key or use a different
key."

"The rate of put request to the specified bucket was too high. Increase
Firehose stream buffer size or reduce put requests from other applicati

ons.

"Access was denied when calling S3. Ensure that the IAM role and the
KMS Key (if provided) passed in has Amazon S3 subscription."

"The provided token is malformed or otherwise invalid. Please check the
credentials provided."

"KMS key not configured. Configure your KMSMasterKeyID, or disable
encryption for your S3 bucket."

"Amazon S3 supports only symmetric CMKs. You cannot use an
asymmetric CMK to encrypt your data in Amazon S3. To get the type of
your CMK, use the KMS DescribeKey operation."

HiELmER
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FRARER

IR

S3.I1lega
lLocation
Constrain
tException

S3.Invali
dPrefixCo
nfigurati
onException

DataForma
tConversi
on.Malfor
medData

HIRHENER

"Firehose currently uses s3 global endpoint for data delivery to the
configured s3 bucket. The region of the configured s3 bucket doesn't
support s3 global endpoint. Please create a Firehose stream in the same
region as the s3 bucket or use s3 bucket in the region that supports
global endpoint."

"The custom s3 prefix used for the timestamp evaluation is invalid. Check
your s3 prefix contains valid expressions for the current date and time of
the year."

"lllegal character found between tokens."

Apache Iceberg R IEL MR 1R

B X Apache Iceberg REFTFEZ B IR , SN EITEZHE Apache Iceberg o

Amazon Redshift #hIE1& B iR

Amazon Data Firehose FJEUREAT Amazon Redshift #85x481% &% 2| CloudWatch Logs,

IR

Redshift.
TableNotFound

Redshift.
SyntaxError

HIRHBEMER

"The table to which to load data was not found, Ensure that the
specified table exists."

The destination table in Amazon Redshift to which data should be copied
from S3 was not found. Note that Amazon Data Firehose does not create
the Amazon Redshift table if it does not exist.

"The COPY command contains a syntax error, Retry the command."

HiELmER
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FRARER

IR

Redshift.
Authentic
ationFailed

Redshift.
AccessDenied

Redshift.
S3BucketA
ccessDenied

Redshift.
DatalLoadFailed

Redshift.
ColumnNotFound

Redshift.
DatabaseN
otFound

Redshift.
Incorrect
CopyOptions

Redshift.
MissingColumn

HIRHENER

"The provided user name and password failed authentication, Provide a
valid user name and password."

"Access was denied., Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role."

"The COPY command was unable to access the S3 bucket, Ensure
that the access policy for the provided IAM role allows access to the S3
bucket."

"Loading data into the table failed. Check STL_LOAD_ERRORS system
table for details."

"A column in the COPY command does not exist in the table, Specify a
valid column name."

"The database specified in the Amazon Redshift destination configuration
or JDBC URL was not found. Specify a valid database name."

"Conflicting or redundant COPY options were provided, Some options
are not compatible in certain combinations, Check the COPY command
reference for more info."

BXEZEE , 55 (Amazon Redshift BIBEF XA RIEE) £/
Amazon Redshift COPY %,

"There is a column defined in the table schema as NOT NULL without
a DEFAULT value and not included in the column listo Exclude this
column, ensure that the loaded data always provides a value for this
column, or add a default value to the Amazon Redshift schema for this
table."

HiELmER
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Amazon Data Firehose

FRARER

IR

Redshift.
Connectio
nFailed

Redshift.
ColumnMismatch

Redshift.
Incorrect
OrMissing
Region

Redshift.
Incorrect
JsonPathsFile

Redshift.
MissingS3File

Redshift.
Insuffici
entPrivilege

Redshift.
ReadOnlyC
luster

Redshift.
DiskFull

InternalError

HIRHENER

"The connection to the specified Amazon Redshift cluster failed. Ensure
that security settings allow Amazon Data Firehose connections, that
the cluster or database specified in the Amazon Redshift destination
configuration or JDBC URL is correct, and that the cluster is available."

"The number of jsonpaths in the COPY command and the number of
columns in the destination table should match, Retry the command."

"Amazon Redshift attempted to use the wrong region endpoint for
accessing the S3 bucket. Either specify a correct region value in the
COPY command options or ensure that the S3 bucket is in the same
region as the Amazon Redshift database."

"The provided jsonpaths file is not in a supported JSON format, Retry
the command."

"One or more S3 files required by Amazon Redshift have been removed
from the S3 bucket. Check the S3 bucket policies to remove any
automatic deletion of S3 files."

"The user does not have permissions to load data into the table, Check
the Amazon Redshift user permissions for the INSERT privilege."

"The query cannot be executed because the system is in resize
mode. Try the query again later."

"Data could not be loaded because the disk is full, Increase the capacity
of the Amazon Redshift cluster or delete unused data to free disk space."

"An internal error occurred while attempting to deliver data, Delivery
will be retried; if the error persists, then it will be reported to Amazon for
resolution."

HiELmER
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FRARER

IR

Redshift.
ArgumentN
otSupported

Redshift.
AnalyzeTa
bleAccess
Denied

Redshift.
SchemaNotFound

Redshift.
ColumnSpe
cifiedMor
eThanOnce

Redshift.
ColumnNot
Nullwitho
utDefault

Redshift.
Incorrect
BucketRegion

Redshift.
S3SlowDown

Redshift.
InvalidCo
pyOptionF
orJson

HIRHENER

"The COPY command contains unsupported options."

"Access denied. Copy from S3 to Redshift is failing because analyze
table can only be done by table or database owner."

"The schema specified in the DataTableName of Amazon Redshift
destination configuration was not found. Specify a valid schema name."

"There is a column specified more than once in the column list. Ensure
that duplicate columns are removed."

"There is a non-null column without DEFAULT that is not included in the
column list. Ensure that such columns are included in the column list."

"Redshift attempted to use a bucket in a different region from the cluster.
Please specify a bucket within the same region as the cluster."

"High request rate to S3. Reduce the rate to avoid getting throttled."

"Please use either auto or a valid S3 path for json copyOption."

HiELmER
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FRARER

IR

Redshift.
InvalidCo
pyOptionl]
SONPathFormat

Redshift.
InvalidCo
pyOptionR
BACAclNot
Allowed

Redshift.
DiskSpace
QuotaExceeded

Redshift.
Connectio
nsLimitEx
ceeded

Redshift.
Ss1NotSup
ported

Redshift.
HoseNotFound

Redshift.
Delimiter

Redshift.

QueryCancelled

Redshift.
Compressi
onMismatch

HIRHENER

"COPY failed with error \"Invalid JSONPath format. Array index is out of
range\". Please rectify the JSONPath expression."

"COPY failed with error \"Cannot use RBAC acl framework while
permission propagation is not enabled.\"

"Transaction aborted due to disk space quota exceed. Free up disk
space or request increased quota for the schema(s)."

"Connection limit exceeded for user."

"The connection to the specified Amazon Redshift cluster failed because
the server does not support SSL. Please check your cluster settings."

"The hose has been deleted. Please check the status of your hose."

"The copyOptions delimiter in the copyCommand is invalid. Ensure that it

is a single character."

"The user has canceled the COPY operation."

"Hose is configured with UNCOMPRESSED, but copyOption includes a
compression format."

HiELmER
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FRARER

IR

Redshift.
Encryptio
nCredentials

Redshift.
InvalidCo
pyOptions

Redshift.
InvalidMe
ssageFormat

Redshift.
Transacti
onIdLimit
Reached

Redshift.
Destinati
onRemoved

Redshift.
OutOfMemory

Redshift.
CannotFor
kProcess

Redshift.
SslFailure

Redshift.Resize

Redshift.
ImproperQ
ualifiedName

HIRHENER

"The ENCRYPTED option requires credentials in the format: 'aws_iam_
role=...;master_symmetric_key=..."' or 'aws_access_key_id=...;aws_
secret_access_key=...[;token=...];master_symmetric_key=..."

"Invalid COPY configuration options."

"Copy command contains an invalid character."

"Transaction ID limit reached.’

"Please verify that the redshift destination exists and is configured
correctly in the Firehose configuration."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The SSL connection closed during the handshake."

"The Redshift cluster is resizing. Firehose will not be able to deliver data

while the cluster is resizing."

"The qualified name is improper (too many dotted names)."
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FRARER

IR

Redshift.
Invalidls
onPathFormat

Redshift.
TooManyCo
nnections
Exception

Redshift.
PSQLException

Redshift.
Duplicate
SecondsSp
ecification

Redshift.
RelationC
ouldNotBe
Opened

Redshift.

TooManyClients

HIRHENER

"Invalid JSONPath Format."

"Too many connections to Redshift."

"PSQIException observed from Redshift."

"Duplicate seconds specification in date/time format."

"Encountered Redshift error, relation could not be opened. Check
Redshift logs for the specified DB."

"Encountered too many clients exception from Redshift. Revisit max
connections to the database if there are multiple producers writing to it
simultaneously."

Snowflake B iE/E i dE 1=

Firehose Data Firehose AIEAFELT Snowflake A% 451% %% E| CloudWatch Logs.

HIRAHE

Snowflake
.InvalidUrl

BIRHENER

"Firehose is unable to connect to Snowflake. Please make sure that
Account url is specified correctly in Snowflake destination configuration.'

HiELmER
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FRARER

IR

Snowflake
.InvalidUser

Snowflake
.InvalidRole

Snowflake
.InvalidTable

Snowflake
.InvalidSchema

Snowflake
.InvalidD
atabase

Snowflake
.InvalidP
rivateKey
OrPassphrase

Snowflake
.MissingC
olumns

Snowflake
.ExtraColumns

Snowflake
.InvalidInput

Snowflake
.Incorrec
tValue

HIRHENER

"Firehose is unable to connect to Snowflake. Please make sure that User

is specified correctly in Snowflake destination configuration."

"The specified snowflake role does not exist or is not authorized. Please
make sure that the role is granted to the user specified"

"The supplied table does not exist or is not authorized"

"The supplied schema does not exist or is not authorized"

"The supplied database does not exist or is not authorized"

"The specified private key or passphrase is not valid. Note that the
private key provided should be a valid PEM RSA private key"

"The insert request is rejected due to missing columns in input payload.
Make sure that values are specified for all non-nullable columns"

"The insert request is rejected due to extra columns. Columns not
present in table shouldn't be specified"

"Delivery failed due to invalid input format. Make sure that the input
payload provided is in the JSON format acceptable"

"Delivery failed due to incorrect data type in the input payload. Make sure

that the JSON values specified in input payload adhere to the datatype
declared in Snowflake table definition"
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Splunk BIEE iR

Amazon Data Firehose AT EUR AT Splunk 8% £51% &% 2 CloudWatch Logs.

IR HIREENER
Splunk.Pr "If you have a proxy (ELB or other) between Amazon Data Firehose and
oxyWithou the HEC node, you must enable sticky sessions to support HEC ACKs."
tStickySe
ssions
Splunk.Di "The HEC token is disabled. Enable the token to allow data delivery to
sabledToken Splunk."
Splunk.In "The HEC token is invalid, Update Amazon Data Firehose with a valid
validToken HEC token."
Splunk.In "The data is not formatted correctly, To see how to properly format data
validData for Raw or Event HEC endpoints, see Splunk Event Data."
Format
Splunk.In "The HEC token or input is configured with an invalid index., Check your
validIndex index configuration and try again."
Splunk.Se "Data delivery to Splunk failed due to a server error from the HEC node.
rverkError Amazon Data Firehose will retry sending the data if the retry duration
in your Amazon Data Firehose is greater than 0. If all the retries falil,
Amazon Data Firehose backs up the data to Amazon S3."
Splunk.Di "Indexer acknowledgement is disabled for the HEC token, Enable
sabledAck indexer acknowledgement and try again. For more info, see Enable
indexer acknowledgement."
Splunk.Ac "Did not receive an acknowledgement from HEC before the HEC
kTimeout acknowledgement timeout expired, Despite the acknowledgement

timeout, it's possible the data was indexed successfully in Splunk.
Amazon Data Firehose backs up in Amazon S3 data for which the
acknowledgement timeout expired."
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Amazon Data Firehose

FRARER

IR

Splunk.Ma
xRetriesFailed

Splunk.Co
nnectionT
imeout

Splunk.In
validEndpoint

Splunk.Co
nnectionClosed

Splunk.SS
LUnverified

Splunk.SS
LHandshake

Splunk.UR
LNotFound

Splunk.Se
rverkError
.ContentT
oolLarge

Splunk.In
dexerBusy

Splunk.Co
nnectionR
ecycled

HIRHENER

"Failed to deliver data to Splunk or to receive acknowledgment, Check
your HEC health and try again."

"The connection to Splunk timed out, This might be a transient error and
the request will be retried. Amazon Data Firehose backs up the data to
Amazon S3 if all retries fail."

"Could not connect to the HEC endpoint, Make sure that the HEC
endpoint URL is valid and reachable from Amazon Data Firehose."

"Unable to send data to Splunk due to a connection failure, This might
be a transient error, Increasing the retry duration in your Amazon Data
Firehose configuration might guard against such transient failures."

"Could not connect to the HEC endpoint, EH 53 Z IR EAYIE BRI
B, BHARIEBMEVNRERN.

"Could not connect to the HEC endpoint, BERARIEBMENEE RN,

"The requested URL was not found on the Splunk server. Please check
the Splunk cluster and make sure it is configured correctly."

"Data delivery to Splunk failed due to a server error with a statusCode:
413, message: the request your client sent was too large. See splunk
docs to configure max_content_length."

"Data delivery to Splunk failed due to a server error from the HEC node.
Make sure HEC endpoint or the Elastic Load Balancer is reachable and
is healthy."

"The connection from Firehose to Splunk has been recycled. Delivery will
be retried."
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BRI BREEMER

Splunk.Ac "Could not get acknowledgements on POST. Make sure that acknowled
knowledge gements are enabled on HEC endpoint."

mentsDisabled

Splunk.In "Invalid characters found in HEC response, make sure to check to the
validHecR service and HEC configuration."

esponseCh

aracter

ElasticSearch ZIE{& HitE i

Amazon Data Firehose AJ LU LT ElasticSearch &% %1% E| CloudWatch Logs.

HIR1CES BiREEMER
ES.AccessDenied "Access was denied., Ensure that the provided IAM role associated with

firehose is not deleted."

ES.Resour "The specified Amazon Elasticsearch domain does not exist."
ceNotFound

HTTPS i SEIE/L Wi 5 1R

Amazon Data Firehose ATV AT HTTP s KX 4B IR RIAF CloudWatch Logs, MIRXLEHEIREE
BRI RIBRE , NERIALEIRIT : "An internal error occurred while attempting to deliver data.
Delivery will be retried; if the error persists, then it will be reported to Amazon for resolution."

HIRICES HIREENER

HttpEndpo The delivery timed out before a response was received and will be
int.Reque retried. If this error persists, contact the Amazon Firehose service team.
stTimeout
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HttpEndpo
int.Respo

nseToolLarge

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Conne

ctionFailed

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Respo
nseReason
PhraseExc
eededLimit

HIRHENER

"The response received from the endpoint is too large. Contact the owner
of the endpoint to resolve this issue."

"The response received from the specified endpoint is invalid. Contact
the owner of the endpoint to resolve the issue."

"The following response was received from the endpoint destination."

"Unable to connect to the destination endpoint. Contact the owner of the
endpoint to resolve this issue."

"Unable to maintain connection with the endpoint. Contact the owner of
the endpoint to resolve this issue."

"Trouble maintaining connection with the endpoint. Please reach out to
the owner of the endpoint.”

"The response reason phrase received from the endpoint exceed the
configured limit of 64 characters."
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HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Inval
idStatusCode

HttpEndpo
int.SSLHa
ndshakeFailure

HttpEndpo
int.SSLHa
ndshakeFailure

HttpEndpo
int.SSLFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathFailure

HIRHENER

"The response received from the endpoint is invalid. See Troublesh

ooting HTTP Endpoints in the Firehose documentation for more informati

on. Reason: "

"Delivery to the endpoint was unsuccessful. See Troubleshooting HTTP

Endpoints in the Firehose documentation for more information. Response

received with status code "

"Received an invalid response status code."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete TLS handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint due to invalid
certification path. Contact the owner of the endpoint to resolve this
issue."
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HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathValid

ationFailure

HttpEndpo
int.MakeR
equestFai
lure.Ille
galUriExc
eption

HttpEndpo
int.MakeR
equestFai
lure.Ille
galCharac
terInHead
erValue

HttpEndpo
int.Illeg
alRespons
eFailure

HttpEndpo
int.Illeg

alMessageStart

HIRHENER

"Unable to complete an SSL Handshake with the endpoint due to
certification path validation failure. Contact the owner of the endpoint to
resolve this issue."

"HttpEndpoint request failed due to invalid input in URI. Please make
sure all the characters in the input URI are valid."

"HttpEndpoint request failed due to illegal response error. lllegal
character '\n' in header value."

"HttpEndpoint request failed due to illegal response error. HTTP
message must not contain more than one Content-Type header."

"HttpEndpoint request failed due to illegal response error. lllegal HTTP
message start. See Troubleshooting HTTP Endpoints in the Firehose
documentation for more information."

Amazon OpenSearch Service FiE & iR

% F OpenSearch Service B , Amazon Data Firehose £ OpenSearch Service IR Bl45i%AT |, &
IR &% %) CloudWatch Logs.
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 Authentication/authorization error occurs during attempt to deliver data to destination OpenSearch
Service cluster. This can happen due to any permission issues and/or intermittently when your
Amazon Data Firehose target OpenSearch Service domain configuration is modified. Please check
the cluster policy and role permissions.

« Data couldn’t be delivered to destination OpenSearch Service cluster due to authentication/
authorization failures. This can happen due to any permission issues and/or intermittently when
your Amazon Data Firehose target OpenSearch Service domain configuration is modified. Please
check the cluster policy and role permissions.

IR

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.Resour
ceNotFound

0S.Resour
ceNotFound

0S.AccessDenied

I'EE- .i;'_: /ﬁ CN *u 1|:| BN

"Access was denied., Ensure that the trust policy for the provided IAM
role allows Firehose to assume the role, and the access policy allows
access to the Amazon OpenSearch Service APL."

"Access was denied, Ensure that the trust policy for the provided IAM
role allows Firehose to assume the role, and the access policy allows
access to the Amazon OpenSearch Service APL."

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted.”

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted."

"The specified Amazon OpenSearch Service domain does not exist."

"The specified Amazon OpenSearch Service domain does not exist."

"Access was denied., Ensure that the trust policy for the provided IAM
role allows Firehose to assume the role, and the access policy allows
access to the Amazon OpenSearch Service APL."

BEAmEIR

263



Amazon Data Firehose

FRARER

IR

0S.Reques
tTimeout

0S.ClusterError

0S.Reques
tTimeout

0S.Connec
tionFailed

0S.Connec
tionReset

0S.Connec
tionReset

0S.Connec
tionReset

0S.AccessDenied

0S.Valida
tionException

0S.Valida
tionException

HIRHENER

"Request to the Amazon OpenSearch Service cluster or OpenSearch
Serverless collection timed out. Ensure that the cluster or collection has
sufficient capacity for the current workload."

"The Amazon OpenSearch Service cluster returned an unspecified
error."

"Request to the Amazon OpenSearch Service cluster timed out. Ensure
that the cluster has sufficient capacity for the current workload."

"Trouble connecting to the Amazon OpenSearch Service cluster or
OpenSearch Serverless collection. Ensure that the cluster or collection is
healthy and reachable."

"Unable to maintain connection with the Amazon OpenSearch Service
cluster or OpenSearch Serverless collection. Contact the owner of the
cluster or collection to resolve this issue."

"Trouble maintaining connection with the Amazon OpenSearch Service
cluster or OpenSearch Serverless collection. Ensure that the cluster or
collection is healthy and has sufficient capacity for the current workload."

"Trouble maintaining connection with the Amazon OpenSearch Service
cluster or OpenSearch Serverless collection. Ensure that the cluster or
collection is healthy and has sufficient capacity for the current workload."

"Access was denied., Ensure that the access policy on the Amazon
OpenSearch Service cluster grants access to the configured IAM role."

"The OpenSearch cluster returned a ESServiceException. One of the
reasons is that the cluster has been upgraded to OS 2.x or higher, but
the hose still has the TypeName parameter configured. Update the hose
configuration by setting the TypeName to an empty string, or change the
endpoint to the cluster, that supports the Type parameter."

"Member must satisfy regular expression pattern: [a-z][a-z0-9\\-]+

HiELmER

264



Amazon Data Firehose

FRARER

IR

0S.JsonPa
rseException

0S.Amazon
OpenSearc
hServiceP
arseException

0S.Explic
itIndexIn
BulkNotAllowed

0S.ClusterError

0S.Cluste
rBlockExc
eption

0S.InvalidARN

0S.Malfor
medData

0S.Intern
alError

0S.Aliasw
ithMultip
leIndices
NotAllowed

0S.Unsupp
ortedVersion

HIRHENER

"The Amazon OpenSearch Service cluster returned a JsonParse
Exception. Ensure that the data being put is valid."

"The Amazon OpenSearch Service cluster returned an AmazonOpe
nSearchServiceParseException. Ensure that the data being put is valid."

"Ensure rest.action.multi.allow_explicit_index is set to true on the
Amazon OpenSearch Service cluster."

"The Amazon OpenSearch Service cluster or OpenSearch Serverless
collection returned an unspecified error."

"The cluster returned a ClusterBlockException. It may be overloaded."

"The Amazon OpenSearch Service ARN provided is invalid. Please
check your DeliveryStream configuration."

"One or more records are malformed. Please ensure that each record is
single valid JSON object and that it does not contain newlines."

"An internal error occurred when attempting to deliver data. Delivery will
be retried; if the error persists, it will be reported to Amazon for resolutio
n.ll

"Alias has more than one indices associated with it. Ensure that the alias
has only one index associated with it."

"Amazon OpenSearch Service 6.0 is not currently supported by Amazon
Data Firehose. Contact Amazon Support for more information."
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0S.CharCo
nversionE
xception

0S.Invali
dDomainNa
meLength

0S.VPCDom
ainNotSup
ported

0S.Connec
tionError

0S.LargeF
ieldData

0S.BadGateway

0S.Servic
eException

0S.Gatewa
yTimeout

0S.Malfor
medData

0S.Respon
seEntryCo
untMismatch

HIRHENER

"One or more records contained an invalid character."

"The domain name length is not within valid OS limits."

"Amazon OpenSearch Service domains within VPCs are currently not
supported."

"The http server closed the connection unexpectedly, please verify
the health of the Amazon OpenSearch Service cluster or OpenSearch
Serverless collection."

"The Amazon OpenSearch Service cluster aborted the request as it
contained a field data larger than allowed."

"The Amazon OpenSearch Service cluster or OpenSearch Serverless
collection aborted the request with a response: 502 Bad Gateway."

"Error received from the Amazon OpenSearch Service cluster or
OpenSearch Serverless collection. If the cluster or collection is behind a
VPC, ensure network configuration allows connectivity."

"Firehose encountered timeout errors when connecting to the Amazon
OpenSearch Service cluster or OpenSearch Serverless collection."

"Amazon Data Firehose does not support Amazon OpenSearch Service
Bulk APl commands inside the Firehose record."

"The response from the Bulk API contained more entries than the
number of records sent. Ensure that each record contains only one
JSON object and that there are no newlines."
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Amazon Data Firehose AJLUFEL T Lambda 8 A 451% &% 2| CloudWatch Logs.

HERD

Lambda.As
sumeRoleA
ccessDenied

Lambda.In
vokeAcces
sDenied

Lambda.Js
onProcess
ingException

Lambda.In
vokeLimit
Exceeded

Lambda.Du
plicatedR
ecordId

Lambda.Mi
ssingRecordId

Lambda.Re
sourceNotFound

BRHEHEMER

"Access was denied, Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role."

"Access was denied, Ensure that the access policy allows access to the
Lambda function."

"There was an error parsing returned records from the Lambda function.
Ensure that the returned records follow the status model required by
Amazon Data Firehose."

BREZRER  BSR BERRAENS .

"The Lambda concurrent execution limit is exceeded. Increase the
concurrent execution limit."

BXEZEER , %55 (Amazon Lambda FF X AR IEFE)Y M Amazon
Lambda FE%'JO

"Multiple records were returned with the same record ID, Ensure that the
Lambda function returns unique record IDs for each record."

BRESZRER  BSH BERRAENS .

"One or more record |IDs were not returned., Ensure that the Lambda
function returns all received record IDs."

BRESZRER  BSH BERRAENS .

"The specified Lambda function does not exist. Use a different function
that does exist."
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Lambda.In
validSubn
etIDException

Lambda.In
validSecu
rityGroup
IDException

Lambda.Su
bnetIPAdd
ressLimit
ReachedEx
ception

Lambda.EN
ILimitRea
chedException

Lambda.Fu
nctionTimedOut

HIRHEMER

"The specified subnet ID in the Lambda function VPC configuration is
invalid. Ensure that the subnet ID is valid."

"The specified security group ID in the Lambda function VPC configura
tion is invalid. Ensure that the security group ID is valid."

"Amazon Lambda was not able to set up the VPC access for the Lambda
function because one or more configured subnets have no available IP
addresses. Increase the IP address limit."

BXEZEER , 555 (Amazon VPC BAFERE) B Amazon VPC R
# : VPC FFM,

"Amazon Lambda was not able to create an Elastic Network Interface
(ENI) in the VPC, specified as part of the Lambda function configuration,
because the limit for network interfaces has been reached. Increase the
network interface limit."

BXEZEER , 525 (Amazon VPC BAFIERE) B/ Amazon VPC R
& MKEO,

The Lambda function invocation timed out. Increase the Timeout setting
in the Lambda function. EXEZEE. , HZ AL EBEEEN,
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Lambda.Fu
nctionError

Lambda.Fu
nctionReq
uestTimedOut

Lambda.Ta
rgetServe
rFailedTo
Respond

Lambda.In
validZipF
ileException

Lambda.In
ternalSer
verError

HIREENER
This can be due to any of the following errors:

* Invalid output structure. Check your function and make sure the
output is in the required format. Also, make sure the processed
records contain a valid result status of Dropped, Ok, or Processin
gFailed .

* The Lambda function was successfully invoked but it returned an error
result.

« Lambda BEBREZRIRTE , IAX KMS BRI 245E4%, Check
the function's KMS key settings as well as the key policy. BXxE %15
B, B2 RABHA R HEDEER.

Amazon Data Firehose encountered Request did not complete before the
request timeout configuration error when invoking Lambda. Revisit the
Lambda code to check if the Lambda code is meant to run beyond the
configured timeout. If so, consider tuning Lambda configuration settings,
including memory, timeout. EXEZEE. , EZHEE Lambda B ¥k
W,

Amazon Data Firehose encountered an error. Target server failed to
respond error when calling the Amazon Lambda service.

Amazon Data Firehose encountered InvalidZipFileException when
invoking the Lambda function. Check your Lambda function configuration
settings and the Lambda code zip file.

"Amazon Data Firehose encountered InternalServerError when

calling the Amazon Lambda service. Amazon Data Firehose will retry
sending data a fixed number of times. You can specify or override the
retry options using the CreateDeliveryStream orUpdateDes
tination APIs. If the error persists, contact Amazon Lambda support
team.
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Lambda.Se Amazon Data Firehose encountered ServiceUnavailableException when
rviceUnav calling the Amazon Lambda service. Amazon Data Firehose will retry
ailable sending data a fixed number of times. You can specify or override the

retry options using the CreateDeliveryStream orUpdateDes
tination APIs. If the error persists, contact Amazon Lambda support.

Lambda.In Cannot invoke Lambda function due to invalid security token. Cross
validSecu partition Lambda invocation is not supported.

rityToken

Lambda.In This can be due to any of the following errors:

vocationF

ailure * Amazon Data Firehose encountered errors when calling Amazon

Lambda. The operation will be retried; if the error persists, it will be
reported to Amazon for resolution."

* Amazon Data Firehose encountered a KMSInvalidStateException from
Lambda. Lambda TR BNREEE | RAPTAKN KMS 24 T
B EEZIRZS. Check the lambda function's KMS key.

* Amazon Data Firehose encountered an AmazonLambdaException
from Lambda. Lambda was unable to initialize the provided container
image. Verify the image.

* Amazon Data Firehose encountered timeout errors when calling

Amazon Lambda. XEN B RXHIER R 5 048, EXEZER , 5

B8 Z AR F R AT B H]
Lambda.Js There was an error parsing returned records from the Lambda function.
onMapping Ensure that data field is base-64 encoded.

Exception

Kinesis 18 F £51%

Amazon Data Firehose AT LURFEA T Kinesis 8 A 5i=x &% % CloudWatch Logs.
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Kinesis.A
ccessDenied

Kinesis.R
esourceNo
tFound

Kinesis.S
ubscripti
onRequired

Kinesis.T
hrottling

Kinesis.T
hrottling

Kinesis.A
ccessDenied

Kinesis.A
ccessDenied

Kinesis.K
MS.Access
DeniedExc
eption

Kinesis.K

MS.KeyDisabled

HIRHENER

"Access was denied when calling Kinesis. Ensure the access policy on
the IAM role used allows access to the appropriate Kinesis APIs."

"Firehose failed to read from the stream. If the Firehose is attached with
Kinesis Stream, the stream may not exist, or the shard may have been
merged or split. If the Firehose is of DirectPut type, the Firehose may not
exist any more."

"Access was denied when calling Kinesis. Ensure that the IAM role
passed for Kinesis stream access has Amazon Kinesis subscription."

"Throttling error encountered when calling Kinesis. This can be due
to other applications calling the same APlIs as the Firehose stream, or
because you have created too many Firehose streams with the same
Kinesis stream as the source."

"Throttling error encountered when calling Kinesis. This can be due
to other applications calling the same APlIs as the Firehose stream, or
because you have created too many Firehose streams with the same
Kinesis stream as the source."

"Access was denied when calling Kinesis. Ensure the access policy on
the IAM role used allows access to the appropriate Kinesis APIs."

"Access was denied while trying to call APl operations on the underlying
Kinesis Stream. Ensure that the IAM role is propagated and valid."

"Firehose does not have access to the KMS Key used to encrypt/decrypt
the Kinesis Stream. Please grant the Firehose delivery role access to the

key.

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt/decrypt it is disabled. Enable the key so that
reads can proceed."
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Kinesis.K
MS.Invali
dStateExc
eption

Kinesis.K
MS.NotFou
ndException

HIRHENER

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it is in an invalid state."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it was not found."

Kinesis DirectPut 8 &=

Amazon Data Firehose ATLUR LT Kinesis DirectPut ¥ B 8% &% | CloudWatch Logs.

tHIRR

Firehose.
KMS.Acces
sDeniedEx
ception

Firehose.
KMS.Inval
idStateEx
ception

Firehose.
KMS.NotFo
undException

Firehose.
KMS .KeyDi
sabled

HIRHENER

"Firehose does not have access to the KMS Key. Please check the key
policy."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it is in an invalid state."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it was not found."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt the data is disabled. Enable the key so that data delivery can
proceed."
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Amazon Data Firehose AJLURF AT Amazon Glue i 45i1% &%= % CloudWatch Logs.

HIRMCED HIREENMER

DataForma "The schema is invalid."

tConversi

on.Invali

dSchema

DataForma "The specified table/database could not be found. Please ensure that

tConversi the table/database exists and that the values provided in the schema

on.Entity configuration are correct, especially with regards to casing."

NotFound

DataForma "Could not find a matching schema from glue. Please make sure the

tConversi specified database with the supplied catalog ID exists."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the

tConversi passed ARN is in the correct format."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the

tConversi catalogld provided is valid."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the

tConversi specified version of the table exists."

on.Invali

dVersionlId

DataForma "Could not find a matching schema from glue. Please make sure the

tConversi table is configured with a non-null storage descriptor containing the target
columns."
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on.NonExi

stentColumns

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Thrott
ledByGlue

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

HIRHENER

"Access was denied when assuming role. Please ensure that the role
specified in the data format conversion configuration has granted the
Firehose service permission to assume it."

"Throttling error encountered when calling Glue. Either increase the
request rate limit or reduce the current rate of calling glue through other
applications."

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

"The security token included in the request is invalid. Ensure that the
provided IAM role associated with firehose is not deleted."

"Amazon Glue is not yet available in the region you have specified;
please specify a different region."
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DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.GlueEn
cryptionE
xception

HIRHENER

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

"Timed out while retrieving table from Glue. If you have a large number
of Glue table versions, please add 'glue:GetTableVersion' permission
(recommended) or delete unused table versions. If you do not have a
large number of tables in Glue, please contact Amazon Support.”

"Timed out while retrieving table from Glue. If you have a large number
of Glue table versions, please add 'glue:GetTableVersion' permission
(recommended) or delete unused table versions. If you do not have a
large number of tables in Glue, please contact Amazon Support."

"There was an error retrieving the master key. Ensure that the key exists
and state is correct."

DataFormatConversion i B {5 i%

Amazon Data Firehose ] LURfEAT DataFormatConversion ¥ 45i% %% % CloudWatch Logs.

R

DataForma
tConversi
on.Invali
dSchema

HIRHENER

"The schema is invalid."
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DataForma
tConversi
on.Valida
tionException

DataForma
tConversi
on.ParseError

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Invali
dTypeFormat

HIRHENER

"Column names and types must be non-empty strings."

"Encountered malformed JSON."

"Data does not match the schema."

"Length of json key must not be greater than 262144"

"The data cannot be decoded as UTF-8."

"lllegal character found between tokens."

"The type format is invalid. Check the type syntax."

HiELmER

276



Amazon Data Firehose

FRARER

IR

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Invali
dRecord

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

HIRHENER

"Invalid Schema. Please ensure that there are no special characters or
white spaces in column names."

"Record is not as per schema. One or more map keys were invalid for
map<string,string>."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The record was empty or contained only whitespace."

"Encountered invalid characters."

"Encountered invalid or unsupported timestamp format. Please see the
Firehose developer guide for supported timestamp formats."
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DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Conver
sionFailu

reException

DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

HIRHENER

"A scalar type was found in the data but a complex type was specified on

the schema."

"Data does not match the schema."

"A scalar type was found in the data but a complex type was specified on

the schema."

"ConversionFailureException”

"DataFormatConversionCustomerErrorException”
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DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Entity
NotFound

HIRHENER

"DataFormatConversionCustomerErrorException"

"Data does not match the schema."

"The schema is invalid."

"Data does not match the schema. Invalid format for one or more dates."

"Data contains a highly nested JSON structure that is not supported.”

"The specified table/database could not be found. Please ensure that
the table/database exists and that the values provided in the schema
configuration are correct, especially with regards to casing."

HiELmER

279



Amazon Data Firehose FEANGIER

HIRICES BiREEMER

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified database with the supplied catalog ID exists."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi passed ARN is in the correct format."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi catalogld provided is valid."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified version of the table exists."

on.Invali

dVersionlId

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi table is configured with a non-null storage descriptor containing the target
on.NonExi columns."

stentColumns

DataForma "Access was denied when assuming role. Please ensure that the role
tConversi specified in the data format conversion configuration has granted the
on.Access Firehose service permission to assume it."

Denied

DataForma "Throttling error encountered when calling Glue. Either increase the
tConversi request rate limit or reduce the current rate of calling glue through other
on.Thrott applications."

ledByGlue
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DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

HIRHENER

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

"Amazon Glue is not yet available in the region you have specified;
please specify a different region."

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions.”

"Timed out while retrieving table from Glue. If you have a large number
of Glue table versions, please add 'glue:GetTableVersion' permission
(recommended) or delete unused table versions. If you do not have a
large number of tables in Glue, please contact Amazon Support."

"Timed out while retrieving table from Glue. If you have a large number
of Glue table versions, please add 'glue:GetTableVersion' permission
(recommended) or delete unused table versions. If you do not have a
large number of tables in Glue, please contact Amazon Support."
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DataForma "One or more fields have incorrect format."
tConversi

on.Malfor

medData
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MNEBAENEERNENERNRADH. &E , ABERLEXERSFSRE , URBRAERERZ,

REEFREREBEEIRE cloudwatch.endpoint BENXFEHIRE. BEXEZELE , BSHR EE
REEBIZE.

MZA Kinesis B X Y Cloudwatch IEIFEREHEH M.
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CloudWatch Eft
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Data Firehose FIFTE APl . #3RMEMA3IERE Amazon Data Firehose #HIAMEA , AKX
Amazon Data Firehose API RENRKBER. MRAIETRE , B LU CloudTrail 4 FE£ARE
Amazon S3 171 , ©¥EF Amazon Data Firehose WS4, MREFTEERER , WH A CloudTrail
BEHAEFNEHTLIERHETEREHEH. FHBES CloudTrail WEMNER , BAILIFAE B Amazon
Data Firehose Kt} T AER., KHBERMFEAWN IP thit, A AKXEHER, BRI A HEEAKR
HiiFME S,

ET7#HAX CloudTrail WEZEL ( SIEMANEHTEEMBHA ) , iS5 Amazon CloudTrail A
FIE®.

CloudTrail F# Firehose E &

EIE B2 Amazon IKF R |, A ZKF £EB A CloudTrail 2§ Amazon Data Firehose A £ XM
EHESR | ZEDFEEHITRIEFZPHNEM Amazon REEH —IZRE CloudTrail B4+, &
AILATE Amazon IKFH&EE, BRNTEHEHEH. EXEZELE , BSHEA CloudTraill E4HE
BRERFEH

E#F412% Amazon K REIEH ( ‘2#E Amazon Data Firehose WEH# ) |, HEIBRBER, BN BER
123 , CloudTrail Alf¥ B & X 1RIEZE Amazon S3 Ff#EE. TIREBR T , EEH AP AIZERERN , It
IREEN A TFTE Amazon XiE, MIREIZFEAE Amazon XA IEEZAEXEFTNES , HFESEXH
fRIEEIBIEEM Amazon S3 7M. ko , BE LB EHEM Amazon fRS |, # — 247 CloudTrail
BEPKWENSHBBEHXETH. EXEZELE , BFSRTIANS :

B2 IR BR LR

CloudTrail Z#HIBRSS MK

5 CloudTrail EEi& Amazon SNS &4l

MZEA X g CloudTrail B EX4MMZANIK 34K CloudTrail BEXH

Amazon Data Firehose XU TRELEHNFER B EIERTE CloudTrail BEX 4 -

* CreateDeliveryStream

» DeleteDeliveryStream

* DescribeDeliveryStream

» ListDeliveryStreams

» ListTagsForDeliveryStream

» TagDeliveryStream

+ StartDeliveryStreamEncryption
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» StopDeliveryStreamEncryption

» UntagDeliveryStream

» UpdateDestination

BONEHRATSREBEEERERBFRNVARAGE. SOERUTHEDEHEUTRE

- EREEARAFEIEE R Amazon Identity and Access Management ( IAM ) AAF&IEA HEY.
- BREEAACERKEAFNIGN ZEEU R HN,
- EREESHEM Amazon RF K H.

BXEZER |, iS5 CloudTrail userldentity T3,
R~ : Firehose BEX# % H

BRERS—MEE , TATEHE4EN BEXHEEREIEEN Amazon S3 F#E . CloudTrail B
HEE—NBZNARKEKE. —IMNEBEHRTREBEMRAN—MER , LEEXFTEROBRE, BREN
BHAFIETE, BHRSBEFEMNE S, CloudTrail BEXHTENA AP AN EFH#HKREER Bk
NFSBREMBFEIRFE R

THHREIERT — CloudTrail BERE , ZRBERT
CreateDeliveryStream, DescribeDeliveryStream, ListDeliveryStreams, UpdateDestinat
H DeleteDeliveryStream &1,

{
"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:22Z2",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",
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"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{
"s3Configuration":{

"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN" :"arn:aws:s3:::amzn-s3-demo-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
I
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"

I
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"copyCommand" : {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

1,
"password":"",
"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

1,
"responseElements":{
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

1,

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",
"userIdentity":{
"type":"IAMUser",
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"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"
.
"eventTime":"2016-02-24T18:08:547",
"eventSource":"firehose.amazonaws.com",
"eventName":"DescribeDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
},
"responseElements":null,
"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",
"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
.
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

I
{
"eventVersion":"1.02",
"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:10:09Z2",

"eventSource":"firehose.amazonaws.com",

"eventName":"UpdateDestination",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate":{

"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-

west-2.redshift.amazonaws.com:5439/dev",

"password":"",

"username":"",

"copyCommand" : {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

I

"s3Update": {

"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket-update",

"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",
"bufferingHints":{

"sizeInMBs":3,

"intervalInSeconds":900
I
"encryptionConfiguration":{

"kMSEncryptionConfig":{

"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"
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"prefix":"arn:aws:s3:::amzn-s3-demo-bucket"

},

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1lcb2le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T718:10:127",
"eventSource":"firehose.amazonaws.com",
"eventName":"DeleteDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
I
"responseElements":null,
"requestID":"d85968c1l-db21-11e5-bb88-91ae9617edf5",
"eventID":"dd46bb98-b4e9-42ff-abaf-32d57e636adl",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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£ Firehose BV ~| Amazon SDKs

LU RBBRHIER T I Firehose EAmazonB-F X E# (SDK) BL& M.

RERKEEFNRBER , YAELTXHET. BALNBEIRET BOMERAENRSEE , &7
LB HBEXZ RN ETXERRE,

ZERRER R TESE —NMRSHEAZSNPNRBEEEM Amazon Web Services IR REES
TEREEESHRB R,

BX S Amazon DK FF X EIEE MR REINZEFIEK , S HWN Firehose 5 Amazon SDK Bl &
Ao AEBREBFEEARATTNEEUARERLRN SDK iAW EFHER.

SRR
 f£/ Firehose HEZ R4 Amazon SDKs
« £/ Firehose H#1E Amazon SDKs
+ PutRecord5 Amazon SDK = CLI Bt &£/
+ PutRecordBatch5 Amazon SDK = CLI B2 & &£
+ £/ Firehose M7 3 Amazon SDKs
« ffF Amazon Data Firehose 4B 8 MEF AL B F

£ Firehose FIE AR Amazon SDKs

LLTRERGRERT WA EH Amazon Data Firehose B EAL&1i2, Amazon SDKs

Rl
« fH Firehose H1&4F Amazon SDKs
+ PutRecord5 Amazon SDK = CLI &
- PutRecordBatch5 Amazon SDK =, CLI Bt & A

£ Firehose By 4E Amazon SDKs

LRI RONER T A EAHRITEA Firehose #4E, Amazon SDKsBNREIEEE —Mam Ay g
GitHub , BRI EE PRI B RREMSITRBH YA,
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XERBITEEA T Firehose APl , RUME L TN ETHARERFHRBTE, BANEFER
Firehose 89372 Amazon SDKs R4S F TXEEHERE.

LT RN BEREANRE, BXZTEYIXR , iS5 Amazon Data Firehose APl &,

5l
« PutRecord5 Amazon SDK = CLI Bt &M
« PutRecordBatch& Amazon SDK = CLI Ft& A

PutRecord5 Amazon SDK = CLI Bt & {E H
LT RBREERIN{AER PutRecord,

BERIRAEEFNREER , XA L TXHFIET. EUTRERFG | BUUEFLHRENLET
X

o JHE2FEIA Firehose

CLI

Amazon CLI
EFIEREBEAR

AN put-record RAIFHBEBEA RS, BIELL Base64 w3,

aws firehose put-record \
--delivery-stxeam-name my-stream \
--record '{"Data'":"SGVsbG8gd29ybGQR="}"

7l

{
"RecordId": "RjB5K/nnoGFHqwTsZ1Nd/
TTqvjE8V5dsyXZTQn2IXrdpMTOwssyEb6nfC8fwflwhhwnItt4mvrn+gsqeK5jB7QjulLg283+Ps4Sz/

j1Xujv31liDhnPdalLw4BOyMOAmv7PcCuB2079RuMONhoakbyUymlwY8yt20G8X2420wuljlFathciserAt7QhDEvpw

"Encrypted": false
}
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BEXEZEER |, B2 (Amazon Kinesis Data Firehose FF & A RIEFEE) R FHIELEE
Amazon Kinesis Data Firehose & i o
« BX API NiFAE LR , FZMAmazon CLIGE S5 ZPutRecord #Y,

Java

ERAT Java B9 SDK 2.x

® Note
RBEEZHEREL GitHub, % Amazon XIS RGIfFMEEFERTERH , T MMM
TIREMETT.
/**

* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.
*
* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.
* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.
* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.
* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}
try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();

BE 292


https://docs.amazonaws.cn/firehose/latest/dev/basic-write.html
https://docs.amazonaws.cn/firehose/latest/dev/basic-write.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/firehose/put-record.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/firehose#code-examples

Amazon Data Firehose FEANGIER

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}

« Bx APl NiF4ER , 3% Amazon SDK for Java 2.xAP| ZPutRecord Y,

Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.

B’¥%E 293


https://docs.amazonaws.cn/goto/SdkForJavaV2/firehose-2015-08-04/PutRecord
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/firehose#code-examples

Amazon Data Firehose FEANGIER

Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

« BX API HiFELR | S 195&EBAPutRecordF Python B9 Amazon SDK (Boto3) APl %,

BX S Amazon DK Fr x &5 MRB RO TEIIXR |, 5SS Firehose 5 Amazon SDK Bt & &
Ao AEBREBFEERAITNEEUARE XL SDK iAW EFMER.
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PutRecordBatch& Amazon SDK = CLI Bt &£ A

LT RIB REERIIER PutRecordBatch,

BERFIRAEEFNRBRER , XAELTXHZET, EUTREBREG | B UEFHRENLET
X

o FHEF A Firehose

CLI
Amazon CLI
HERIEZBEARTF
LR put-record-batch REIF=ZHRIEFRBEARF . HIELL Base64 K imE,

aws firehose put-record-batch \
--delivery-stream-name my-stream \
--recoxrds file://records.json

myfile.json AR :

[
{"Data": "Rmlyc3QgdGhpbmc="},
{"Data": "U2Vjb25kIHRoaW5n"},
{"Data": "VGhpcmQgdGhpbmc="}
]
i
{

"FailedPutCount": 0,

"Encrypted": false,

"RequestResponses": [
{

"RecordId": "9D20J6t2EqCTZTXwGzeSv/EVHXxRORCw89xd+03+sXg8DhY0aWKPSmzZy/
CG1RVEyslulxbekKh6VofEYKkoeiDrcjrxhQp9iF7sUW7pujiMEQ5Lz1rzCkGosxQn
+3boDNURDEaD42V7Giixp0OyLJkYZcaeli7Hz1CEoy9LJhMI8EjDSi40m/9Vc2uhwwuAtGE@XKpxJ2WD7ZRWtANY 1k

I
{
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"RecordId": "jFirejqxCL1K5xjH/UNmIMVcjktEN7617916X9PaZ
+PVa0SXDfULIWGOqEZhxq2js7xcZ552e0eDxsuTULMSqInZTbVfb6cQTIXnm/
GsuF37Uhg67GKmR5z9016XKJ+/
+pDloFv7Hh9a30US6wYm3DcNRLTHHAimANp1PhkQvWpvLRfzbuCUkBphR2QVzhP90iHLbzGwy8/
DfH8sqWEUYASNIKS8GXP5s"
},
{
"RecordId":
"oy@amQ4005Y2YV4vxzufdcMOOW6N3EPr3tpPJGOoYVNKHAAPPVgNcbUgefolstEFRg4hTLrf2k6eliHu/9+YJ5R?
DTBt3qB1lmTj7Xq8SKVb01S7YvMTpWkMKA86F8]fmT8BMKoMb4XZS/s0kQLe+gh@sYKXW1"

}

BXEZEER |, H25 (Amazon Kinesis Data Firehose FF & A RIEFEE) I EFHIELAEE
Amazon Kinesis Data Firehose & i3

. BAx API NFMELR |, 3 Amazon CLITF S S EPutRecordBatch® #Y .

Java

ERAT Java B9 SDK 2.x

(@ Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHEERERTERE , T EOAH
TRENZT,

/**

* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.

*

* @param records a list of maps representing the records to be
sent

* @param batchSize the maximum number of records to include in each
batch

* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream

* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
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* @throws RuntimeException if there is an error putting the record
batch

*/

public static void putRecordBatch(List<Map<String, Object>> records, int
batchSize, String deliveryStreamName) {
if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: records or

delivery stream name cannot be null/empty");

}
ObjectMapper objectMapper = new ObjectMapper();

try {
for (int i = @; i < records.size(); i += batchSize) {
List<Map<String, Object>> batch = records.sublList(i, Math.min(i +
batchSize, records.size()));

List<Record> batchRecords

try {
String jsonRecord
objectMapper.writeValueAsString(record);
return Record.builder()

batch.stream().map(record -> {

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.tolList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()
.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
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}
System.out.println("Batch sent with size: " +
batchRecords.size());
}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);

}

« Bx API NF4ELR |, 2 Amazon SDK for Java 2.xAPI &ZPutRecordBatch® Y,

Python

iEA T Python #9 SDK ( Boto3 )

(@ Note

BEBEZHXEER GitHub, 7 Amazon R REIFEEFEKRTERE , 7 EMMH
TIREMIZIT.

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init__ (self, config):

Initialize the FirehoseClient.

Args:
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config (object): Configuration object with delivery stream name and
region.
self.config = config
self.delivery_stream_name = config.delivery_stream_name
self.region = config.region
self.firehose = boto3.client("firehose", region_name=self.region)
self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):

Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.
It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts

)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.
Error: {el}")

- BX API iF4EE , 13 :&EAPutRecordBatchF Python # Amazon SDK (Boto3) API
B,

BReE
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Rust

FEAT Rust B SDK

® Note
REEZHEXREER GitHub, £ Amazon KB RAIFHEPERTERG , T FMMAH
TREMNIZETT.

async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

« BX APl NiFHEER | F3HEAPutRecordBatchF Rust B Amazon SDK APl %,

BX S Amazon DK FF R e MRB RAIBNTEIIK | i5S R Firehose 5 Amazon SDK B & &
Ao ZEBRBFEERAITNEEUARERLRN SDK iAW FHER.

£ Firehose #9117 & Amazon SDKs

UTRBREEERETRT WA ERTE Firehose PEMENIZ R, Amazon SDKsIXLEZEEERTR T M
@I A Firehose FRZ/MNEE S S H it Amazon Web Services RS EE4RERBEEES. 8
ZEHEETERAEBMNERE  ZUUEEPRIBEXRMTEENZTRIBHREA,

GRUPEKFNERN BIR , IRBBEESEAHET BRSREF,

5l
« {#M Amazon Data Firehose & ¥ 8 MEF Mt 2D F
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£ Amazon Data Firehose & EE N2 F Mt EidH

LT RBREETRNAMER Firehose A BEMEFZMHtEIZH,
Java

ERAT Java B9 SDK 2.x

® Note

EBEZMXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T8 M

TRENZT,

M RBIF RN FAALEITE A Firehose,

/**
* Amazon Firehose Scenario example using Java V2 SDK.
*
* Demonstrates individual and batch record processing,
* and monitoring Firehose delivery stream metrics.
*/

public class FirehoseScenario {

private static FirehoseClient firehoseClient;
private static CloudWatchClient cloudWatchClient;

public static void main(String[] args) {
final String usage = """
Usage:
<deliveryStreamName>
Where:

deliveryStreamName - The Firehose delivery stream name.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
retuzrn;

String deliveryStreamName = args[0];
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try {
// Read and parse sample data.
String jsonContent = readJsonFile("sample_records.json");
ObjectMapper objectMapper = new ObjectMapper();
List<Map<String, Object>> sampleData =
objectMapper.readValue(jsonContent, new TypeReference<>() {});

// Process individual records.

System.out.println("Processing individual records...");
sampleData.subList(@, 100).forEach(record -> {
try {

putRecord(record, deliveryStreamName);
} catch (Exception e) {
System.err.println("Error processing record: " +
e.getMessage());
}
1);

// Monitor metrics.
monitorMetrics(deliveryStreamName);

// Process batch records.
System.out.println("Processing batch records...");

putRecordBatch(sampleData.sublList (100, sampleData.size()), 500,

deliveryStreamName);
monitorMetrics(deliveryStreamName);

} catch (Exception e) {

System.err.println("Scenario failed: " + e.getMessage());
} finally {

closeClients();

private static FirehoseClient getFirehoseClient() {
if (firehoseClient == null) {
firehoseClient = FirehoseClient.buildexr()
.region(Region.US_EAST_1)
.build();
}

return firehoseClient;

private static CloudWatchClient getCloudWatchClient() {
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if (cloudWatchClient == null) {
cloudwWatchClient = CloudWatchClient.builder()
.region(Region.US_EAST_1)

.build();
}
return cloudWatchClient;
}
/**
* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.

*

* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.
* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.
* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.
* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}
try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);
System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
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throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}
/**
* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.
*
* @param records a list of maps representing the records to be
sent
* @param batchSize the maximum number of records to include in each
batch
* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream
* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
* @throws RuntimeException if there is an error putting the record
batch

*/
public static void putRecordBatch(List<Map<String, Object>> records, int
batchSize, String deliveryStreamName) {
if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: records or
delivery stream name cannot be null/empty");

}
ObjectMapper objectMapper = new ObjectMapper();

try {
for (int i = @; i < records.size(); i += batchSize) {
List<Map<String, Object>> batch = records.subList(i, Math.min(i +
batchSize, records.size()));

List<Record> batchRecords

try {
String jsonRecord
objectMapper.writeValueAsString(record);
return Record.builder()

batch.stream().map(record -> {

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
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throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.tolList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()

.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
}
System.out.println("Batch sent with size: " +
batchRecords.size());
}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);

}

public static void monitorMetrics(String deliveryStreamName) {
Instant endTime = Instant.now();
Instant startTime = endTime.minusSeconds(600);

List<String> metrics = List.of("IncomingBytes", "IncomingRecords",
"FailedPutCount");

metrics.forEach(metric -> monitorMetric(metric, startTime, endTime,
deliveryStreamName));

}

private static void monitorMetric(String metricName, Instant startTime,
Instant endTime, String deliveryStreamName) {
try {
GetMetricStatisticsRequest request =
GetMetricStatisticsRequest.builder()
.namespace("AWS/Firehose")
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.metricName(metricName)

.dimensions(Dimension.builder().name("DeliveryStreamName").value(deliveryStreamName).bui
.startTime(startTime)
.endTime(endTime)
.period(60)
.statistics(Statistic.SUM)
.build();

GetMetricStatisticsResponse response =
getCloudWatchClient().getMetricStatistics(request);

double totalSum =
response.datapoints().stream().mapToDouble(Datapoint: :sum).sum();

System.out.println(metricName + ": " + totalSum);
} catch (Exception e) {
System.err.println("Failed to monitor metric " + metricName + ": " +
e.getMessage());

}

public static String readJsonFile(String fileName) throws IOException {
try (InputStream inputStream =
FirehoseScenario.class.getResourceAsStream("/" + fileName);
Scanner scanner = new Scanner(inputStream, StandardCharsets.UTF_8))

{
return scanner.useDelimiter("\\\\A").next();
} catch (Exception e) {
throw new RuntimeException("Error reading file: " + fileName, e);
}
}
private static void closeClients() {
try {
if (firehoseClient != null) firehoseClient.close();
if (cloudWatchClient != null) cloudWatchClient.close();
} catch (Exception e) {
System.err.println("Error closing clients: " + e.getMessage());
}
}
}

« Bx API F4EE |, i55E (Amazon SDK for Java 2.x APl Reference) LA T EH,
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» PutRecord
» PutRecordBatch

Python

&R T Python B SDK ( Boto3)

(® Note
EHEZHEXEER GitHub, £ Amazon RIZRGIFMEERERTE RG] |, 7 # o
TREMZETT,

LE IR AN K AL B IT KA Firehose,

import json

import logging

import random

from datetime import datetime, timedelta

import backoff
import boto3

from config import get_config

def load_sample_data(path: str) -> dict:

Load sample data from a JSON file.

Args:
path (str): The file path to the JSON file containing sample data.

Returns:
dict: The loaded sample data as a dictionary.

with open(path, "r") as f:
return json.load(f)

# Configure logging
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logging.
logger =

class Fi

AWS

basicConfig(level=1logging.INFO)
logging.getLogger(__name__ )

rehoseClient:

Firehose client to send records and monitor metrics.

Attributes:

region.

def

region.

config (object): Configuration object with delivery stream name and

delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.

cloudwatch (boto3.client): Boto3 CloudWatch client.

_init_ (self, config):

Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)
self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(

)
def

backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter
put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose

delivery stream.
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It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

@backoff.on_exception(

backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter
)
def put_record_batch(self, data: list, batch_size: int = 500):

Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.
It retries with exponential backoff in case of exceptions.
for i in range(@, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts
)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.
Error: {el}")

def get_metric_statistics(
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self,

metric_name: str,

start_time: datetime,

end_time: datetime,

period: int,

statistics: list = ["Sum"],
) -> list:

Retrieve metric statistics from CloudWatch.

Args:

points.

['Sum'].

metric_name (str): The name of the metric.

start_time (datetime): The start time for the metric statistics.
end_time (datetime): The end time for the metric statistics.
period (int): The granularity, in seconds, of the returned data

statistics (list): A list of statistics to retrieve. Default is

Returns:

list: List of datapoints containing the metric statistics.

response = self.cloudwatch.get_metric_statistics(

Namespace="AWS/Firehose",
MetricName=metric_name,
Dimensions=[

{"Name": "DeliveryStreamName", "Value":

self.delivery_stream_name},

)

]I

StartTime=start_time,
EndTime=end_time,
Period=period,
Statistics=statistics,

return response["Datapoints"]

def monitor_metrics(self):

Monitor Firehose metrics for the last 5 minutes.

This method retrieves and logs the 'IncomingBytes',

and 'FailedPutCount' metrics
from CloudWatch for the last 5 minutes.

'IncomingRecords'
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end_time = datetime.utcnow()
start_time = end_time - timedelta(minutes=10)
period = int((end_time - start_time).total_seconds())

metrics = {

"IncomingBytes": self.get_metric_statistics(
"IncomingBytes", start_time, end_time, period

),

"IncomingRecords": self.get_metric_statistics(
"IncomingRecords", start_time, end_time, period

),

"FailedPutCount": self.get_metric_statistics(
"FailedPutCount", start_time, end_time, period

),

for metric, datapoints in metrics.items():
if datapoints:
total_sum = sum(datapoint["Sum"] for datapoint in datapoints)
if metric == "IncomingBytes":
logger.info(
f"{metric}: {round(total_sum)} ({total_sum / (1024 *

1024):.2f} MB)"
)
else:
logger.info(f"{metric}: {round(total_sum)}")
else:
logger.info(f"No data found for {metric} over the last 5
minutes")

def _create_record_entry(self, record: dict) -> dict:

Create a record entry for Firehose.

Args:
record (dict): The data record to be sent.

Returns:
dict: The record entry formatted for Firehose.

Raises:
Exception: If a simulated network error occurs.
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if random.random() < 0.2:

raise Exception("Simulated network error")
elif random.random() < 0.1:

return {"Data": '{"malformed": "data"'}
else:

return {"Data": json.dumps(record)}

def _log_response(self, response: dict, entry: dict):

Log the response from Firehose.

Args:
response (dict): The response from the Firehose put_record API call.
entry (dict): The record entry that was sent.

if response["ResponseMetadata"]["HTTPStatusCode"] == 200:
logger.info(f"Sent record: {entryl}")

else:
logger.info(f"Fail record: {entryl}")

def _log_batch_response(self, response: dict, batch_size: int):

call.

Log the batch response from Firehose.

Args:
response (dict): The response from the Firehose put_record_batch API

batch_size (int): The number of records in the batch.
if response.get("FailedPutCount", @) > 0:
logger.info(
f'Failed to send {response["FailedPutCount"]} records in batch of

{batch_size}"'

if __name__ == "__main__":

)

else:
logger.info(f"Successfully sent batch of {batch_size} records")

config = get_config()

data

= load_sample_data(config.sample_data_file)

client = FirehoseClient(config)

# Process the first 100 sample network records
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for record in data[:100]:
try:
client.put_record(record)
except Exception as e:
logger.info(f"Put record failed after retries and backoff: {e}")
client.monitor_metrics()

# Process remaining records using the batch method
try:
client.put_record_batch(data[100:])
except Exception as e:
logger.info(f"Put record batch failed after retries and backoff: {el}")
client.monitor_metrics()

X HIE EREANEE.

class Config:
def __init___(self):
self.delivery_stream_name = "ENTER YOUR DELIVERY STREAM NAME HERE"
self.region = "us-east-1"
self.sample_data_file = (
“../../../../../scenarios/features/firehose/resources/
sample_records. json"

)

def get_config():
return Config()

- BX API#4ER , 5 H (Amazon SDK for Python (Boto3) API Reference) HHILLT E
o
» PutRecord

» PutRecordBatch

BX S Amazon DK FF x EiEmMRB RN TEIIXK |, 5SS Firehose 5 Amazon SDK Bt & &
Ao AEBREBFEERAITNEEUARERLHN SDK iAW EFMER.
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%} Amazon Data Firehose PRI 4E iR 1T R A HEE

MR EEBMBIIEIIER Firehose BRI IR , NE4—EER , EEBIEENEiRE4satE, R
ERXFEREERINERIEZISEER , N Firehose 2 HFELHIEEMN S3 ZFN1FEE. WRE
i 2 Amazon S3 , F BBk M BEHEIR 1D S3 @AM |, Firechose 2FMER , EEREH
Z£xR,

BXREABEREEHIRNE L CloudWatch , &2 Hthe section called “f£ i CloudWatch Logs # 17

",

Direct PUT

X F DirectPut Firehose i , Firehose £ /12 FRE 24 Mt X TFEHEIEFRIBRE RN Kinesis HiE
iy Firehose it , A AR ENHEZFHAN KB ERREH, EXHBERT , Firehose &
TR E i LA N #84E : DescribeStream, GetRecords # GetShardIterator,

R Firehose #ffMA DirectPut , i E IncomingBytes # IncomingRecords E#5F ,
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Bid, BNBWEATEHRENEIHRE  FERMNGMZIXEDIEE, kA, REFEH
PutRecordBatch API , ERREHABRERNFailedPutCount BI{E , BIfE API ARt 2
mit,

Kinesis Data Stream

R Firehose MM Kinesis BIEBRENR , BRERBTFERDN
IncomingBytes # IncomingRecords #§#r. W4 , BHHMR A Firehose A& H
DataReadFromKinesisStream.Bytes # DataReadFromKinesisStream.Records 1E¥r.
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UTR-ERBEERT , AIHBEHRER Firehose MATIBZIRYFE R E&,

Firehose A A
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B /Y 5% B R

MERBHEREUAA , BN Firehose R LWIERBRRTE , BEEEBNMPERIRE , &
KEEMREE. WRIENIZEERERETRERE,
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BIEHEEE R TEHELNEBIEE Firehose RPN RIRE, X218 Firehose AP R FEHIEIC KA H
BR , M Firehose BEVZIERI MM BT AT E, Firehose It 7T A TR EHIEHEENIER. ERTE
1B E BN BIRF S E ISR , 1§35 fthe section called “f£ A CloudWatch ¥g¥rit 1Tia ",

MRENFIESHIMBEXEE AN , FEEA N EMNBEREERER . —MATEER , 51
AT &A1

MRARR HBFEFGEERE , MEWKE Firehose FUXBBERAIME R, ST ELEBRERIVKBEM
RABEN , 2 REXHER.

MRBEF G EERETHIEM , NERKEREERAES, XARRATUATRERZ—.

- BMETERLLERER, WRATSHREMSH Firehose IGIHERIEHEIR , MEARAESER, X1
RERAEET S# S3 LASNK B it ( OpenSearchfR%. Amazon Redshift 3% Splunk 5 B] 88K 41X
MER ) . BRENBENEEBNEAERLERARE,

- BFR3EEE. MR Firehose BEISER , NHFEERMAEREE, K% RNIEREN.

« Lambda EHBUIZTEE., XAESHBFEELAHERERT Firehose MWBIFEBREUER, MRAE ,
EIRE Lambda EEEIKNER, Hln , MBEERBLEMSE IO , BEASIMNEERRS 10 RBMHT
E. sk, ZRE I Lambda MBI F A/ , MEMER#IE I CPU 2 Fl. XAIBER MR Lambda
HWEREE, BXBEE Lambda RBWEE , 5SS HAEE Lam bda Amazon B,

- EREABMEEPHIHE, EXUNMAEEHA Amazon Logs ¥#24Ei% CloudWatch BIEE. |, 55
[Fthe section called “f#£ A CloudWatch Logs #1TH1E",

« MR Firehose AP EBTERIRERZ Kinesis BIER , N e FERFIER. ©E
ThrottledGetRecords, ThrottledGetShardIterator Al ThrottledDescribeStream
Bfr, MREZMEAEM INE Kinesis BIEFR , BEERLUTEM :

« MR ThrottledGetRecords M ThrottledGetShardIterator {E#r¥EE S , RINBIEE
MABFERMEERN 2D H .

- MRThrottledDescribeStreamAE , BMNBIUENFEEN B/ LR
fikinesis:listshardsiXPRKinesisStreamSourceConfigurations

- BRREFRTIRIE, X828 Firehose &5 E| B Wit PR FE N EIRIXE , N AT sES L s
5. ZEREREHPRETNE. BXEZEER , 55 BufferingHints,
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- HERMBRERN  RENEHBLENEATRRSBEHNEG. ZREB/DERGFEME, A, EE
HRAZ R DX LEHEIR, BXOMAHERA Amazon Logs ¥1241R CloudWatch SR , ESFlthe

section called “f# A CloudWatch Logs #1712,

- MEBEFA Splunk # H DeliveryToSplunk.DataFreshness k&% , {8
DeliveryToSplunk.Success EEEXA4E , Ml Splunk EFFATRERIC, R ATEE , B Splunk
£, WE , BE R Amazon Support , 53R Firehose AR E Splunk £EFBEHNEERE.

B FKAE NN Apache Parquet kI

MREIREBESetiZE AR DynamoDB ##E , BT Lambda HHERN /L5 E Fire Amazon Glue
Data Catalog hose it , AEE AN ZE KRN Apache Parquet , i X EXTE IR

% Amazon Glue Crawler 3 DynamoDB &E#E£K & StringSet ( NumberSet. BinarySet#l)
wmERSIE , E2FEN]D I FEERIE B FFSET<STRING> , BEISET<BIGINT>,

M, SET<BINARY>{EX}F Firehose , EfFEIEICFK RN Apache Parquet 13 , FE Apache Hive
BIEXRHE, ATHEEBEHIEBUMN Apache Hive BUEZRE | FREBRA XK, EH#HTHINFER |, BF
H Apache Hive BUER B EHHBIEE R, At , BULUEHIEE ZHH set EH N array,

EBIER FKarrayHset fF— M ST HBERBMNE RN Amazon Glue

1. &FRAmazon Web Services EE 12 #| & H T Amazon Glue#ZHl& , Mt A https:/
console.aws.amazon.com/glue/,

2. EEMBERFHREERIRET |, EFEXR,

3. ERIKRYP , ERLFEBA IS HBERENKRNER, XLFEEISEZRNFHAGFER
Ho

4, ERFAEENEHA LANRERERA,

5. TEBIEEKBIP , EEE— set BIEREL,

6. HEIRBTHRIKD , FiZEKBM set EHXN array,

7. WRIFEHArraySchemaiz SN EIER B array<binary> , BZF BT

Warray<string>A, =, array<int>
8. BEEFEFEH.
9. EEZHINSER , FHA set REEIRN array £H,
10. EFERF,
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Lambda Y EH BRI KRR FER

MIRMEF Lambda BT JSON BIEE N Parquet X RET , REFERAIAEAERIRGERE, W
RIEW JSON WREAEZ/HAX D K/NEIRER false , MEXEXTER , XA ESSHEE
HIREH JSON ZR4EARIE , NS S3 FEEHPERK Parquet X R PR D HIRE,

EfRIEEE | BFHRRN hose BLESFF deserializationOption: case.insensitive i%E&R
true , A& JSON BHAEHREEH,

Amazon S3 W EHERR

mRBHIEREBE Amazon Simple Storage Service ( Amazon S3 ) ZEHE , FREUT &M,

- ¥ & Firehose IncomingBytes # IncomingRecords 845 , FREIER I KX EIRE Firehose
o BXEZEER , B3 £ CloudWatch fE#5% % Amazon Data Firehose,

- WMRBEATHEA Lambda #ITHEIEHR , K E Firehose ExecuteProcessingSuccess g
¥r , #{R Firehose EX1A @A Lambda ¥, BXEZEE , SR £ CloudWatch fEHr a2
Amazon Data Firehose,

« B & Firehose DeliveryToS3.Success E#r , R Firehose EZ i FHIEMA Amazon S3 F#
W, BXxEZER , 528 £ CloudWatch 81432 Amazon Data Firehoses

- MRMARBEABRALTIERIIEE , MIGHAECHRERBFERBAMBRAE. BXEZER , S
¥ £ A CloudWatch Logs ¥ 32 Amazon Data Firehose,

- MRAFREEBZRPEIN—RKBIRHEE , LEEE “E1AH Amazon S3 RS InternaIServerError PR
T Firehos e, ZIB/ENHEIS ; Zlﬂi'éalae?iﬁﬁﬁ , BEBCR S3 LI TR, 7, XTWRERH T S3
FEADXPBFEREREEE N, EALEIL S3 SIEIRTTE R LAE R ILh F] &, E*E%Em , BS
R B {ESREIRITER . £t Amazon S3 HEE, MRIXFEEMREIR , EBRR Supp Amazon ort —E'rik
H— S HB,

- ¥8{RTE Firehose FHIEEM Amazon S3 FEBMAEE.

- MRFHTHEA Lambda # TR EIERMR |, BBIRTE Firehose R IEER Lambda RE{NAFEE,
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¥r , #84R Firehose E= A Lambda BE#l. BXEZELE , 51 £ CloudWatch 1EriE 12

Amazon Data Firehose,

+ ¥ & Firehose DeliveryToAmazonOpenSearchService.Success #6#r , R Firehose BE=1iz
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local/ To XF Windows FAF , 1L F %SPLUNK_HOME%\etc\apps\splunk_httpinput
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« H{RTE Firehose MAIEEN IAM AT LLA R S3 R FMAFUAR A FHIEHRA Lambda BEX

(MRBATHEHR ). ki, EBERKR IAM BEE84A CloudWatch AFZAN B ERURELR
RAEX. BXEZER |, 550 Splunk B #RFEM FirehoseAccess

- EREWE S HIRTFHEM (S3 &1 ) WEBIEENISNE Splunk , FIRER Splunk XIEFREIND
R TI®RE,
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AFNAT EA Snowflake ¥EN B Byt & WA B BHEE S TR

Firehose i 87 & W

R HIEEEE PrivateLinkF'FH 7 Snowflake BRI F B2 Firehose &M , MR R Firehose &
35158 VPCE-ID, XAIRERHUTERERZ —SEHH -
« VPCE-ID A IE#, BINEEERIEIR.

* Firehose FEf S AR P A X IF T XK Snowflake. URLs £ Snowflake Ik E 2R URL, &
2 Snowflake X4 T EZEFMELE,

« 1A Firehose B2 EEE £ Amazon X8 E R XiZF 622/,
o MRRBHAREFEE , FHRRAmazonXHF AR

R R

MR BB AREBMEIEH Snowflake X |, FRELL T &I, Snowflake 1& % KM BIBFER 58 %E
AR NERRBAEREE—E£HT S3SERE#E. UTR—LEEILNE RIS, BXERNKE
NZEBHIR , FSH Snowflake 2B/ HI4E 1R

- HiRfH : Snowflake, DefaultRoleMissing: &k R1E B3 Firehose BRI REEZ AR, MRK
ELi& Snowflake At , NIEBRNFRINBRIZENIEEMN Snowflake A,

« (21X : Snowflake, ExtraColumns: RIRH TR AR P E LI MIELIAEA Snowflake, TR 15
EXRPREENTY, FEE , Snowflake FIBMEX D K/ NEN, MRREXRFEEY |, BEHENOE
BERMAR , NEBRAAEREFTFIEHAXNEERE P FHB SIS METE,
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- IR : Snowflake, MissingColumns: R RAH TR ABREKTHRERD S , XF Snowflake HIIE A
B4, BRAMBIEZIIEEE.

- EIR{RED : Snowflake, Invalidinput : 2 Firehose FoiE 1R 695 A B A B BT A RH JSON
BAR , TRESZAEXTER. BHER json BEREFEXER , REZRUNEE, 5|5, HEUF
A&, Firehose B MY X FNF £ JSON I BENIEFERER , HEF X JSON B4,

- IR : Snowflake, InvalidValue : R RHTHRABRETHWRERBERTER , FEXK. B
REBABRZRATHIEER JSON ERFE Snowflake RE XL HFEBHHEIEXRR,

« IR : Snowflake, InvalidTableType : RRF X T Firehose EEFEEMNRER, XX
Mk, FIMBIERE | i§S5 snowpipe TR PR H AP 3L A BR

® Note
FTieHFARER , MRERE Firehose REE
PR , M Firehose AJREBE 17 Fh = e N Fix L&
1l B 3 E €12 Firehose o

7 Snowflake B Byt E IR E XS A B

G
B, MRELHEMEBEIERER  WERH

BEE Firehose i & B9 A 3K 14 (7] &

MR Firehose APl BT , MIEFEHMITAT S ER KN i% S HY aA 1

- BREAPI FEREEBNRE VPC FMEH., KB VPC WATEREHEZEEIRE Firehose VPC g5,
ETHREZER , HSH5 Firehose 5t &# H. Amazon PrivateLink

s MBEHREBRBALMEREREFMWFIRE T Firehose VPC =M VPC , MEMNENIETUTH
SR BEMKIERE, T LUE Firehose % = M El 27 h #% F| Firehose % &,

- fH traceroute = tcping ZEM TERKRENKZBERRIER. WREAW , NBERELZHMEZIR
E

fian

traceroute firehose.us-east-2.amazonaws.com

qE

tcping firehose.us-east-2.amazonaws.com 443
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s MEETHEZZEEBBEUTHSEK , MEKE Amazon CA (IEBM AN ) RBEEEEE
H,

Hlan -

curl firehose.us-east-2.amazonaws.com

MR ERBSRI , MFEBEREIR API LLEE AP FRE T [,

HTTP im K BB HEE

RYT N ETELEE Amazon Data Firehose BB HTTP AT K BRMESHENEEBE N ( 2HE
Datadog, Dynatrace, MongoDB, New Relic, Splunk 2 Sumo Logic ) B IEN Y WS EHERR
$B, LogicMonitorfiATImE , FTEEAN BFREHA HTTP I K. W{RTE Firehose R IEER
IAM AT L E S3 R FEMEUARA THRBHIRN Lambda B ( WRBRA THBHER ) . 1A,
EFHRR IAM AEENIHF CloudWatch BEAMBERURERRAE. BXELSER , BSHAET
Firehose 17 F] 84w 17 < B #REY HTTP X R

(® Note
AFRPEEFTERATFLUTERM : Splunk, S OpenSearch ervice, S3 # Redshift,

CloudWatch B&

RBZNEWE ) S ACloudWatch HIEF, RAEAHE BREHIE RN T 2RMES,

BifrRr%E

ErrorCode: HitpEndpoint.DestinationException

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
"destination": "custom.firehose.endpoint.com...",
"deliveryStreamVersionId": 1,

HTTP m R E Bk E -


https://docs.amazonaws.cn//acm/latest/userguide/acm-overview.html
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-http
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-http
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"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

BirRE KRR Firehose REB R Bix SAEZH A H HTTP Bk |, BRKE 200 MR K8, F=2 200
B 2xx MRt &S BFRRE. Amazon Data Firehose 5 MEL B K& Ui s UL B /Y 1 37 4% 75 F &5 T #Y
MR g icZEBEF. CloudWatch BHF Amazon Data Firehose @R #H TIERIBEBRHE R T B
FEFRMERBNERAT , At R EEREIEL Amazon Data Firehose B HTTP 1£ 55 R 1) B4k
RE. ATRENXEFENZEALNRBHEEEIN

* 400 : &R7RHET Amazon Data Firehose Bl E4ix , BAIEZNERFTERH, BEREGVEEGERN
url, BAEMY. NBESE. TRBANEHRET. BXMEERE , BZHBET B/,

« 401 : RRIEN Firehose RELEM FRIZAF EFDE K,

* 403 : &RRIEN Firehose FRELEMN 5 R B A TR HEELR BB EEN KR,

* 413 : &7~ Amazon Data Firehose KZE|m /R ERABAK |, mR L ELE, ZRHBEEE TR
R, BEBARHEILK D,

* 429 : k7R Amazon Data Firehose KX ERWER ST BRI AL ERNIER, Bid 1§ NE 4t ek
MIAZEPER , andlor BMEF KD (ENLTFEHRHRFSEERN ) o

« 5xx : RRNBIREFEEEBE, Amazon Data Firehose RS HE EEIZTT,

/A Important

EEZRT  BARLEENNNEHERY , B ER/RBHBNABHRRTETE , N8
FEREFERR RN,

Fo RN R

ErrorCode: HitpEndpoint.InvalidResponseFromDestination

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-CommonAttributes
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-ContentEncoding
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-AccessKey
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointDestinationConfiguration.html#Firehose-Type-HttpEndpointDestinationConfiguration-BufferingHints
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"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The response received from the specified endpoint is invalid.
Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

7o 30 BI 57 & F2 /R Amazon Data Firehose Mk R B #riZREI T RIMBL, 1R AREFE I SASE , B
Amazon Data Firehose fFIANERZIH AW , HNEFEFHHEBNEKE  EIBYEENEiRFLER
B, Amazon Data Firehose éJﬁTﬂA"ﬂfﬂjaﬂﬁ"ﬂfXLﬁ%M BNfEM R AIRZAS 7 200, INRIRIE
£ FF & 3B Amazon Data Firehose fyim = , 1HE B NAE , AEERKIBERINME R

LT R — L WM Toikme R 38 B DA R SRR 77 3%

« T JSON EBAFE : RATENEIN EBWMAESRF JSON RTEEAFHR. BROMNKRETAE
R0,

. Rk Requestld : ®RRMBFREBE requestiD,

 Requestld FIEHE : RRMAN A requestld 54 KK requestld FPCEL,

- RONEB  KRRPEFITENRAHEFR. HRABFRLARKT , MARFHH,

. 74> Content-Type #53k : FRRIAR T EE“content-type: application/json"¥rsk. T3 HAth
content-type.

/A Important

EERR : Amazon Data Firehose REESFEIE/L i ZI3EFE Firehose 5 3R e R A1 55 A9 i Ko
ﬂﬂ%fi"dvj‘ﬁ Wi ENE=FRS , BHAREHARZE Amazon Data Firehose W IEHAR R |, Z

WwRARSAERIERTE. #li , Datadog B9 Amazon Data Firehose s R =2 https://
aws- k1ne51s http-intake.logs.datadoghq.com/ , MELAB®RRRZ https://
api.datadoghq.com/,

HiH LR iR

THEFIH T EaERABNE L,
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- fHIRE: HttpEndpoint. RequestTimeout -FT R & ix MR B [EEE 3 2%, MRERBNHNAEE ,
BFREBFHSNMRAE,. MREFRERNAEE , BHRAMEE , ARRE TUARBEMETE
kEZEMNEE (RO EHPRT , MRS BRERGCENEE ) .

o £8i%{8HB: HttpEndpoint. ResponseToolarge -&R AR A K, ‘BIEFRKTE A B9 R 457N F 1MiB,

. IR HitpEndpoint. ConnectionFailed - R AT ESEREN KRB EE, XAstEHRTERHEN
url FEEHELEIR , Amazon Data Firehose o3& TG RIR A |, 3 & ik =8 R E #8215 SR AV BB 3T <

« £5IRAAHE: HitpEndpoint. ConnectionReset -RNEEE R , EEHmREERT FXxM.

« £IRAH: HitpEndpoint. SSLHandshake X M-k R EEABE EN w KK TEK SSL #EF,

MSK As Source [BBiHEE

EFNE T EH MSK As Source BRI E LK [ BEESER

(® Note
BRAE, #ifs S3 XMNABNHE , BSHRMEN IS

hose 8% KW

WS fE A MSK As Source B hose I AN , FREU TR :

- RER MSK £BRBLTENIRS
- MREEANELEEE  FBAEH LN BEES T,

MREEANRLBEE  FBAREF LN AT IR EH .

- MBREBEANRILEERE  FHAMMETRRENER | 2K 1T Firehose SIEFAEHEE, Bi5
S5 : MSK Bk 1R,

- BRFEEFNAGENRMNERN EFT P EIHIE,
- BREWN VPC Z2ARAWERARBEYERS|ISHRSHERANKD.

hose £
WRIEM hose A FEFERS , BREL T

- RER MSK £8#RBL TEIRS
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https://docs.amazonaws.cn/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.amazonaws.cn/msk/latest/developerguide/public-access.html
https://docs.amazonaws.cn/msk/latest/developerguide/mvpc-cross-account-permissions.html
https://docs.amazonaws.cn/msk/latest/developerguide/port-info.html
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- RERTBERESHFE. NRETBEMBRAZHOIE , NELBMERHEFH IR Firehose o

hose &

% H13 BytesPerSecondLimit /N7 X3 & [EEMNZIEREEZEIE LA,
DataReadFromSource.Backpressured BIERH 1,

- MRRKET , BytesPerSecondLimit i§# & DataReadFromSource .Bytes 3845 HiERIZ S BRF,
- ®EH CloudWatch &, B#riEHR. BUIRHRRIEFRNE X HIRIERIAERI.

HIE A E A ET
BRI 6 E TR E

* Firehose BIEFEACKNNBERITESREFHE, N TEAREFES~ELZRE
# Kafka WAE BE BT EFIZ R ES |, HF Kafka TENEBREEERERN
message.timestamp.type=LogAppendTime,

MSK £ &% # [ &

DT ERREA T MARIES MSK S8 RIERE, BXIRE Amazon MSK BF iR FHAES , S
Amazon Managed Streaming for Apache Kafka Developer Guide F#Y Getting started using Amazon
MSKo,

ERITS MSK & RERE

1. BIB—1NET UNIXH ( JRIFR ) AL2Amazon =6l EC2 , IREHERH LNBHAT VPC &
# , FHRAREHN EC2 XHIER— VPC FiE1T. —BXHIAHA , SSH EZERZRHl, BEXEZE
2 , 2% Amazon EC2 AF i8R A HIE,

2. BEZETUTHS, £H Yun RGBEERZE Java, BXEZER | 52 (Amazon
Corretto 8 AAF#8R) FH L1 EA,

sudo yum install java-1.8.0

3. BEZETUTHSZEE Amazon &FF .

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
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https://docs.amazonaws.cn/msk/latest/developerguide/getting-started.html
https://docs.amazonaws.cn/msk/latest/developerguide/getting-started.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://www.amazonaws.cn/cli/
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unzip awscliv2.zip
sudo ./aws/install

4. ZEITU T @5 T Apache Katka B i 2.6* MRS,

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

5. %% kafka_2.12-2.6.2/1ibs B , ARETU TS LT EH Amazon MSK IAM JAR X
#,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar

6. 7E Kafka bin X#®& 6l client.properties X,

7. ¥ awsRoleArn Eift W #&E Firehose SourceConfiguration FEAKAE ARN , RFRIE
EBNE,. RIFEMNAmazonEF AP R AA®awsRoleArn, AmazonZE ik AP 2R AR
ELAEEENAE,

[ec2-user@ip-xx-xx-xx-xx bin]$ cat client.properties

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required

awsRoleArn="<role arn>" awsStsRegion="<region name>";
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true

ssl.truststore.location=/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. ZEITUT Kafka ap 5 LABIH £, ﬂﬂ%@E’JLE%AAE’J )& F 22 2 3% = Bootstrap AR5 85.
MEEHEZRILEW , NEFERAFAE RS Bootstrap fRE 25

bin/kafka-topics.sh --list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties

WMREREY , WEMZSBRRUTUT RO H,

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.2]1$%$ bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties
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[xxxx-xx-xx 05:49:50,877] WARN The configuration 'awsDebugCreds' was supplied but
isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.location' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'sasl.jaas.config' was supplied
but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration
'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.password' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to
node. ..

__amazon_msk_canary

__consumer_offsets

9. MREEZITZRIRIMARNBEMEMRIE , NFERIEEPIREN S| SRSHREEWUBEZREERA
HiEl. AMITIIERE , BULTEFER telnet ELWZARRF , WU TH TR,

sudo yum install telnet
telnet <bootstrap servers><port>

WMRERKY , BFREUTHE. XEREEATLUEER A4 VPC FHY MSK &5 |, H5|SR
SHREEERALSITER

Connected to ..

10. MRERFEY , MBERESLRN VPC Z24H EMAMN, Hltn , BRI AEALHRM EERANUT
B,

Type: All traffic
Port: Port used by the bootstrap server (e.g. 14001)
Source: 0.0.0.0/0

ME—FR, Eif telnet iEE, MREMATEEZED Firehose EZPARKM |, NFBKRER
Amazon Support,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/security-group-rules.html
https://www.amazonaws.cn/contact-us/
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Amazon Data Firehose B i

AF5/r48 Amazon Data Firehose FHY HBIELHE ( ABIHNRSE ) o BRIFEZITHEE , BN MHIFE
TXHEMNA.

Service Quotas B HI AR —IMNHFUMIE , B AEHPEFEMNEE Amazon IRFEE , HiERE NG
FRANTFSERNET. EARIMNEHNESTESREEEN Amazon EMiEN, HREESEFRA
T RIAERIZRS RH

BXEZER , S Amazon Web Services —fi#5#& H#y Amazon Data Firehose endpoints and
quotas,

T —% & 7~ Amazon Data Firehose EB LA T E &,

« £/ Amazon MSK £ Firehose JiEIKIR , B Firehose A BRIABLE I B/ % X MB/sec 10 &Y
EWAHE  FKRIZEKNH 10MB,

« WERF Amazon MSK YE Firehose IR , MR F A Amazon Lambda , M& K2R K
/N7 6 MB ; tIREMA Lambda , MHFAEFRA/NH 10 MB. Amazon Lambda fFH & Aidk
EPFRJ} 6 MB , Amazon Data Firehose F#id 6Mb BVid X % Fl4Eix S3 Fi g, MEEH
Lambda , Firehose £/ HE & Ai2%EHIN 10 MB. #13R Amazon Data Firehose M Amazon MSK
WEHET 10 MB B9i2Fk K/ , Ml Amazon Data Firehose &fFiZid Z&#E S3 HBiIRFZ#EE , HEE
Ik 7 & H Cloudwatch $E#5. B3< Lambda [RHEINEZEE , Amazon iEZ 5 Lambda Fl#i,

« 7£ Firehose REB RS D XE , WLLRZ Firehose 7812 500 MNEZh 2 X ERIAE . B3P
it B EEHEPRRFIORXWER, 6l MRHADXEAEVHEINAPX , HEEE—
NEHAXRTEE , ¥ 60 WALk —X&m , BLAFHEGHE 180 MNEI P X, FE2XPELmEKE
B, Zo XETBELATENRS. IREFEEFLHX , NALGEES Firehose it , HEIX LR
Z RS EED D X,

« £ Firehose REBRAIS D XE , BNEIPTXIBFNHEAFTHLENER 1 GB,

. BNKFPXNEMNXIEM Firehose RBEEB U TEH :
o XER (HAFRLMILE ) . BRI (HBXEBEMN ). XEAESP (HBBHRIMN ) . BNX ( ZR
=), IA#HBRX (ZXRE) : 5,000 Firehose i

o BRM (EZmE). KM (), IAMX (FHmE ), AKX (FBE), XX (&
R), TA#X (HFX). (XEFEEB). MWEKX Amazon GovCloud ( BEB ) . IIEK (A
B ) : 2,000 1 Firehose E3%
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https://docs.amazonaws.cn/general/latest/gr/fh.html
https://docs.amazonaws.cn/general/latest/gr/fh.html
https://docs.amazonaws.cn/lambda/latest/dg/gettingstarted-limits.html
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o RUM(BE), BUM(XK=Z), BN (HEFRE), ITA#X (FE), DA#X (KR)., M
EN(ZERT ), FE(TE)., FE (=), KR (B )., (ZEFRIZ). FEMN (FZERH)
Amazon GovCloud : 500 4 Firehose E1&

o RUM (77ERAH ) . RN (BEIESF ). WA#MKX (BEHE )., IAMKX (HnE ), TA#HX (£
RAE), BR (MY ), UBS (BFHEXR )., MEKRES (FRME ), MEXK (HEH )., L
A#X (BXREL ), TA#X (RE ). SAEFF (FE ) : 100 4 Firehose 7

- MRBHIEF , WA CreateDeliveryStream 253 LimitExceededException &, &
RFALEE , JLAEA Service Quotas ( IR ZBFELHNXETA ) . BXFERARSRIANE
B BZHEEREMEEH,

« fF Direct PUT BB R BIBIRET , 8/ Firehose i FPutRecordfPutRecordBatchig K12 LA R4

S

- XEFRL (HFERLILE ) . EEFEIP (HBX ) MRKM ( Z/R=) : 500,000 records/second,
2,000 requests/second, and 5 MiB/second.

« XtFEHAM Amazon Web Services X1 : 100,000 records/second, 1,000 requests/second, and 1
MiB/second,

MEHRTRSHBIEHRIERS Firehose RWAFHEENMSHERE PUT RZETHR , N

Amazon Data Firehose 2 Bz iRE RN ELERS , EEITREEES ., REFLEMNEMNFT

7% , Firehose AR B EE KM E F BB RNELERSEFMENKE. Bt , FHEFiX K
MR BEHREIER, MRETIUBFEELRAKBEEN , FEENFHREREFENTLHELRIAGTT
ERHFES , MFRESELERS,

XEANEFRLHIT B, flon, MREFEERI (FFRLILE ) . EEFEIP (HBHX ) SEM
( BRE ) WEHEEEIEINZE 10 MiB/second, the other two quota increase to 4,000 requests/
second and 1,000,000 records/second,

(® Note
o B IRR B PR i F B &Sk 15 5 183 R S5 09 f5E A o
« 2 Kinesis Data Streams Bti& H BIERIER |, LLEFFER , Amazon Data Firehose A

TR B4R
- IRENMNVEFZES TEITHRE  X2SBERE BEFNEERRD ., NMERKEEK
T, ASHERRSHNEEAS S, FRRNNAZINESTRREMEMER , A ERE

1 met it — SRS B,

- BFIERBD |, RAMS, Firehose BIMENE T EREFRSHBIE ISR , ’RUAE
FIEFHARN , BERAARFZEER 5KB (5120 F1 ) . EHit , EWABEE (F1)
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://console.amazonaws.cn/servicequotas/
https://docs.amazonaws.cn/servicequotas/latest/userguide/request-increase.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://www.amazonaws.cn/kinesis/data-firehose/pricing/
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HENERT , MRRARCENRESRS  “ENRABRAESE, 0, MBEEANER
EERNSMIB , MIE/EA 1,000 {iEZAEHRBRENHTFEHEL | ZEBE 5,000 F&Kidk
B 5MiB IR AE S, BEXEZEELR , 5% Amazon Calculator B##) Amazon Data
Firehose,

« 8 Firehose MERZ O FM 24 PIRBIEICR , UEAEBE W T TRABERF A, DirectPutil
RIER Kinesis Data Streams ( KDS ) , BEMFNUERATA , MHRFEFBFEEHN KDS BLERE.

« 1E3#1T baseb4 w2 B , KX ZF Amazon Data Firehose BB FZHHF AKX/ 1,000 KiB,
« PutRecordBatch #4E& )X A rJALFE 500 Ridxks 4 MB , U/ NE R HE, T EEULE .
s UTEITRESVRZTURHE S XAR , X2EMRS,

* CreateDeliveryStream

* DeleteDeliveryStream

* DescribeDeliveryStream

 ListDeliveryStreams

» UpdateDestination

 TagDeliveryStream

* UntagDeliveryStream

 ListTagsForDeliveryStream

 StartDeliveryStreamEncryption

* StopDeliveryStreamEncryption

- ZHEFERREE 60 ® -900 ¥,

« ¥¥F M Amazon Data Firehose E] Amazon Redshift B94& % , XX A LAFF 5 [E K Amazon Redshift
g5,

« Amazon Red OpenSearch shift f1fRF R FHVERIFLERESEEM 0 ¥ F 7,200 1 EF,

- YEFRNLE# S3, TS Redshift B OpenSearch fRE AT , Amazon Data Firehose RFEN %
F&% 5 RKERM Lambda @H. XF Splunk , BBEIREND H 10 X AKRFERH Lambda B A,
o BELAERZE CUSTOMER_MANAGED_CMK #9 CMK B % % 500 4 Firehose o
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https://calculator.aws/#/createCalculator
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UntagDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
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NEBBRENRROBIEE (DHTK ) .

X &1t T Firehose 5 Amazon S3 RHVER , ML
EEBRIABIER M S3TablesCatalog ZEREIL
BRREEE, BFS &R EZR Amazon S3 & Firehose

o

Mz , BULUFGHTEEE RE HE Amazon S3 FHY
Apache Iceberg &,

& A AR % Firehose it , ¥ Apache Iceberg R{EN B
Hih, ESFENEEEL M E Apache Iceberg &Ko

WINT Apache Iceberg XIFHHIEX BN R, FS
T RSN BIERE,

Amazon Data Firehose 1B A X ( BRI )
#eH . BSR®Amazon Data Firehose B8l

&R AR 2 Firehose it , ¥ Apache Iceberg R{EF B
Wi, ESFEFHIEEBE Apache Iceberg &Ko

Snowflake MEXZFEH R R, BESHthe section
called “4 Snowflake Bt & B B iiZE ",

Snowflake MEEL A#X (#FME ), TA#HKX (&
R MTABE (FX ) HTABK (B ) X EH

EXHMH

2025 9 A 24 H

20255 H 14 B

2024 11 A 15
H

2024 59 A 30 H

2024 8 A 22H

2024 8 A 22 H

2024 7 H 258

2024 7 H 258

2024 7 H 258
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EK

EMTAFERET
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Amazon Data
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Manager £ X

0T 3 BRE
Dynatrace HE&H

X
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b E X &%
( GA ) hRAS
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Data Firehose I
EWFH Amazon

Data Firehose

24 Snowflake 7
il BHi ( ANFF

s )

7hlT CloudWatc
h Logs MY B3I f# &
IhEE

®IT Splunk

Observability Cloud

R B R

15, BA
&, ESHthe section called “J Snowflake Bt &
B iRE

LT APPSR SM. S @ Firehose
RAEIEBFEMNFEEE R

MIE , BWAILABER Secrets Manager &4 it 5 [A] I8 Y
4, HEFRKREIE, HSHthe section called “fF
A Amazon Secrets Manager # 17 & R,

WME |, B LU BEMEH XIZT Dynatrace , At
— %94, ESMthe section called “} Dynatrace
BB HigE",

Snowflake LA B ML IER K4, FSFlthe
section called “4 Snowflake Eti& B Ry #hi& &,

Amazon Kinesis Data Firehose 2 ¥ & N Amazon
Data Firehose., &2 142 Amazon Data
Firehose,

IR A] LA B 25 Snowflake ¥E7 B B9#bH9 Firehose o
{52 #the section called “ Snowflake Bti&E B # i 1%

o

[

BO LN ENREARBRESR , SRBRERBEH
CloudWatch Logs ¥(#& &% %l Firehose B Kyith, &
2 #the section called “[8] Firehose %% CloudWatch

Logs”s

&7 AR 2 — N EL Splunk Observability Cloud 8 B
Wi EY Firehose . 1EZ Hthe section called “Jy
Splunk Observability Cloud Bti& B By #hik &”,

EXEH

20247 H5H

2024 6 A6 H

2024 4 A 18 B

2024 4 A 17 B

2024 2 A9 H

2024 1 A 198

2023 £ 12 A 15
H

2023 £ 10 A3 H
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IE |, BAILAELE Amazon MSK RS B KX |
Firehose . &2 [the section called “53 Amazon
MSK Bt ERiZE",

&R OpenSearch Service & Firehose FikY B Byith |
M| DocumentID EHIERIZFEXR ID 5%, X
#7535 7£ 2 Firehose £ R HI 34 ID M OpenSearch
Service £ X ID, &S #the section called “Fi
EEHWHiRE",

40 T X Amazon Data Firehose FiR#IBRIIE LA
TN EF. TSR REREHRI1TD X,

BT —1MNEZ , NBENEHE Amazon S3 B
EREEEABNATAERANRER, HSHthe
section called “T f## Amazon S3 R B E XL HIR .

/T —MNEIE |, ERUAEIST Amazon Data
Firehose ¥ Amazon VPC 7 H&E %X Z Splunk, &
21 A Amazon Data Firehose ¥ VPC i B HEE

| Splunk,

EBNTERE, =X, ZRTZNLH. BEXEZEE 1B
2% Amazon Data Firehose Bt #i,

BT ERNREFR, BXRXEZEER
Amazon Data Firehose B,

ESH

2% Kinesis Streams #E7 Firehose 7M1 FHETE
BARM. BXEZEER |, S 7 Firehose iiikFE kK
JRAN B B,

EXHMH

20239 A 26 H

20235 A 10 H

2021 £8 A 31 H

2018 £ 12 A 20
H

2018 &£ 10 A 30

H

2018 £ 6 A 27 H

2018 513 A6 H

2017 8 A 18 H
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T8 Amazon
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