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 Logic Monitor
* Logz.io
* MongoDB Cloud
* New Relic
* Splunk
» Splunk Observability Cloud
« Sumo Logic
+ Snowflake
5. XtF Firehose B , BAEARGEHENBERN B , LATDURINEIERER Firehose o

BlERIRE

WO AR ESIERPREERIZRE , MEMEFA [ Firehose RAEZE R, BA[ LU Amazon MSK
F1 Amazon Kinesis Data Streams BRIR BEBLE N KR, &8 7 H T Direct PUT HIRIREE N IR,

A Amazon MSK Bl ERiXE

WMRIEFR Amazon MSK FHE B &KX 2 Firehose Fibt , ATLAIE MSK FiE Fl MSK TCRRSS 2R &£ 8 2 [A] 1%
B, R, B LUMEA Firehose MEEM Amazon MSK SEEMEBRERMIEEEIE , A FEMEZE
R S3 BHyith,

EATTHNRRES S , WA TEZRIEHRE,

Amazon MSK & & iE i
BRESWERERE 6 RBELESISRE (#H#E ) ALASISREBLEI, 51FKER Apache Kafka
ERmAREEZEEFRNES, NHSISKREEENNATLFIAE Amazon , MAEISRENAT

BERRE 9
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MAERIHGIR, AmazonF Xk Amazon MSK EZER , i§ZH Amazon Managed Streaming for
Apache Kafka,

EENFES|ISREEEIMBERLTRSEE Amazon MSK 8 |, ZERLTHERUATHEER,

o EBMTLTIEIRS

o EBMITUR IAM EREBRIEEFEZ —o

« AN IAM RS T ER A% VPC B ERE,

o B E W ER RN INE T RIRAY SRR |, XK MEA Firehose BRSSEHE T WA Amazon MSK
CreateVpcConnection API #REMR,

EES NG5 SREEZEETE Amazon MSK 8 | ZEHLTHEZUTHHEER,

o ERMITIEIRE.

o ERQIUR IAM EREIBRIEHEG EZ—.

o ERQIENTTIHE,

MSK S8 1K /=

B LR Amazon MSK EEFIERNIKF, XAEERU TR Z —,

o SEHAIKF — AFEMNEEIIK/ N MSK £8P IEIREIE. Amazon At , BAIIEE Firehose
TG M IEEEIER Amazon MSK £ ARN,

s BKF-ATFEES —MNKFPMN MSK EERIEIE, Amazon BXEZEER |, HSH Amazon
MSK R EE MK P 45 il o

A

EEBREE Firehose M P EIERIEN Apache Kafka £, Firehose RAIETRE , BRELEE
it EB,

(® Note
Firehose Bz f##E48 Apache Kafka JHE.

Bti& Amazon Kinesis Data Streams HRiZ &

BtiE Amazon Kinesis Data Streams BRI B LURFE B T AR &L E Firehose o

fit B Amazon Kinesis Data Streams BJRi% B 10
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/A Important

MR E A Kinesis Producer Library ( KPL ) fFEIEE A Kinesis 2R , WA AEAREXE
HE AiZ Kinesis BB RV ICF. WMRBEEFIZEIERAE Firehose FHIKIR , Amazon Data
Firehose JS1EICRMEIXZI B Wit 2 AR, MREEE Firehose FRFEIREIE , Ml Amazon
Data Firehose T 12 & #HZ) Amazon LambdaZ B , 2%k MBRIEFE., AXEZER , F5
4 Kinesis B2 & FEFF & Amazon Kinesis Data Streams S22 & MRS,

ERIZET , £ Kinesis BERINKRPEFENER , AEBWMARRXN arn:aws:kinesis:
[Region]:[AccountId]:stream/[StreamName] BYE#EHR ARN,

MRELSENENHER , WEEEAE , AN Amazon Kinesis 1"'“%']"‘@']33 NEOBIER. BAIEE
FE X Kinesis REBLENRN IAM A€, BXEZER , BSH 227, tl@FRE , EF R
FEAR , LUEH Kinesis M5k, MREBEXKENR , ?JFEA Filter by name i % &,

® Note

¥ Kinesis #3E 7B &N Firehose FiRYJRAET , Amazon Data Firehose PutRecord
PutRecordBatch BEF#HER., EXMERAT , EXHIEHRINE Firehose i , BEFEA
Kinesis Data Streams PutRecord # PutRecords #E.

Amazon Data Firehose FF#8 M Kinesis 7Y LATEST {Zi&@i2ENZk#E. BX Kinesis Data Streams {Z &
NEZ{EL , GetShardlteratorifE 2,

Amazon Data Firehose #1819 K A Kinesis Data Streams GetRecordsi&#E—X. B2 , BH
TEEZHME F|rehose 28BN KA Kinesis Data Streams GetRecords ##EMX , —XH
TEEHENH , Z—XATEERZL,

A M\E— Kinesis R IEENZ A Firehose o HAh Kinesis NARRF (£AE ) WAl AME—NR
FiEEL, >k BEM Firehose B HME RN ARFNMBE ARSIt AiZ2 X EAERE., AT
BRIZR , HPMOITRIEHNEARRF. B Kinesis Data Streams FREINEZE L |, 2S5 Amazon
Kinesis Streams BR i,

BEHTT—F |, DEEICRERAE R,
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fti& Amazon Data Firehose LA #RIZRZIIE,

W RIEIEFE Amazon MSK 4E Firehose 7B KR

# “fEF Amazon Lambda #%#RICHK” o F , AU T FZEREHRE,

IR
BB HIRE ABIER Firehose it , FAEIEH B ABIERRERE,

E R Firehose $§E Lambda B ¥ , SMBEEEE AR 2818 A H E R ZRBERE ALK
B, BEPEABERREEE, BUUFEAHE P —/ Lambda EEEE#HH Lambda BE%K ,
A LRI B Lambda BN¥i. Lambda EEAM B E Firehose FTEMNRSER, BXES
{E8 , {55 1€ Amazon Data Firehose H iR IIE,

2. 1£ Convert record format (## 12 Z#EX) o , AU T FREME :

Record format conversion (id &&= 5 #k)
EQ BT EIRE ABIEICFKEIA Firehose i , BEEEA,

ERE ANICERAER | E$R Enabled (BF) , ABEERMENHHER,. BEEEE—
Amazon Glue & , EHF 3 EE%H L Firehose AXRZRICEKEANENY, EXEZEER , TS
1) i ABIER .

BRI AR EILFE R ELRI R Amazon CloudFormation , 152
%] Amazon::KinesisFirehose:: DeliveryStream,

mREIEFRFERT Apache Flink BIFE & BRS5= Direct PUT 47 Firehose 7 HI KR

ERRERDF , BREATFEE,
1. EHRRERT  BERUTETZ— :

a. MWREMNERR Amazon S3 5 Splunk , B “BESEIR1EFK Amazon CloudWatch BE” §
o, %R FRBESR.
b. £ “fFF Amazon Lambda HiRRIZR" o+ , AU TFERIBMHE !

(A% ) BEIRRERMERER 12



https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples

Amazon Data Firehose FRARIER

IR

E OB HIRE ABIER Firehose it , BF B+ B RABIEHIREIRE,

E ;1 Amazon Data Firehose 1§ Lambda BRI , MEEEHEARE 2R AHERZ
HBERREARE  BEPEAREERERE, EUUFERES - Lambda EREE
¥ Lambda B3 , LAl LLUERIM AR Lambda B, Lambda EE481EE Amazon
Data Firehose FTERIRSER, BXEZER , 15 £ Amazon Data Firehose H %%
BRREBE.

2. £ Convert record format (3%#Ri2FZEXN) 2 , AU TFERIZME !

Record format conversion (i &&= ##k)
EEBETERIRE ABEICFEXM Firehose 7 , BIEFEEA,

ERBEANCEKHEN |, £ Enabled (BR) , RAREBEMENAEER. BFEEEE—
Amazon Glue & , EF A E# %2 Amazon Data Firehose AR #RiIDFZRNNLEN, BXE
ZEE , BSR B ABERR.

B A ik B ic FAE X F M =l Amazon CloudFormation , 1%
¥ Amazon::KinesisFirehose:: DeliveryStream,

BLiE B RYMIRE

AW NB T EBLTIRIERTIE B K HIZE R Firehose BB IRE .

« 71 Amazon S3 Bt EB MH#hiRE

» L& Apache Iceberg & B #1% B
23 Amazon Redshift Eti& B fy#i% &
fi & OpenSearch JREHY B ARiRiE

1 OpenSearch RSB E B #ri%iE
& HTTP in s i B fyihiRE

7 Datadog Bt & B My thiRE

9 Honeycomb Bt & B FYihiR B

9 Coralogix Bti& B fithig &

BEBNIRE 13
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» A Dynatrace B & B fI#bi% B

& B #81RE LogicMonitor

A Logz.io BLiE B W i#iZE

3 MongoDB Cloud Ei& B fy b1k B

A New Relic Biti& B #y b1k &

A Snowflake B & B #I ithi%k &

73 Splunk BiiE B Wbk B

A Splunk Observability Cloud Eti& B itk &
A Sumo Logic BliE B fI ik E

A Elastic Bl & B A8 &

A Amazon S3 B & B i itk &

BRI ELLTIRE , T8 H Amazon S3 £ Firehose iHY B Mttt

« RANUTFERHE,

S3 bucket
Wik —MERE N AT RIRRRIES S3 M8, BULE— M S3 EHERLERE
By S3 FhEE,

MITH R

& a] LAEL & Firehose 7 , £ Z] Amazon S3 WX R iIERZBIRMFIToREF. ik |, &
EEBH. BTFELWE Amazon S3 XN RPN ICERZ BRI ITORE |, HiEEEA, W
BRI RIEEH Athena REHWTERSICEKMN S3 XK , NERB AL,

HRDX
EREAUERANEESIS T K,

ZIDFKMAR
ZICRER 2N Firehose RHMIESR , HIBEEMH JSON HIEEMNHRITR 2 fRic RS
=

MBEFZANELH, AERIEEZRETEA PutRecord 1 PutRecordBatch API A= |, NI{A
AL RANEENSTX. WTFREHE , BAIA D XE , Amazon Data Firehose & f#
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Amazon Data Firehose
Widxk , HESX APl HRABPERZSNEMRH JSON YR, fF Firehose FRELE N A Kinesis
Data Stream ERIRES , & AT LAE A Kinesis Producer Library ( KPL ) FHIREBR S, HiE
PXINBEEBERRENIT. Et , X AP BATRNERIEFEBAULMEHEI TR Amazon
S3 B, BRI LARIA Lambda BNEEERL , EHIE D XIhEE 2 Bl TEA H AR R R,

/A Important
MRBFERREN , WRBERTHEERRETERNADISIX, Hit , MIRENRE
BREEAIARDIKX , NXTUEREBATERAZIERER.

Firehose FIZA T IRFHITAE S E - KPL ( protobuf ) 2%, JSON =2 FEAF##5R . Lambda
R, BIES X, BIEERNERM Amazon S3 &,

ZioRERER
MRIBBRATZIEEMR |, NMAMIEE Firehose BRIIBBN H %, FEHTHEEHEIER JSON
=0k,

P Bk R AT

MEREAT R — M2 IGHIE , ATB R E Amazon S3 EBIE#H THS T XK. BEFEANIKE
MXRBREHRTHISSX , WATIEEBZRAES XBNBFEERSH , ANSIMEEN T XEERE
H—ME, ERERERMEE R,

/A Important
MR HE LRSEAPIETE T Amazon Lambda B SRERIRIZS |, W A LA{E A B3k
NHER S3MBEHRHITHIDSX , HEMATWULESNEEMIED XZFH, BEF
AOX |, Ba LUME A NBERATER Lambd Amazon a ERBIE S X 4R, HE , &
LARE)BtHf5E Fl R Bk & AT A1 Lamb Amazon da BIER Bl 2 o X %4A .

BRLMERRNEZREERFIS S XENBIBICRSH , HEM j ERERISTXE
{8, Firehose {XX#F jq 1.6, BHEZSALIEE 50 M ahA0 X, BXTAHS D XEERA
BRW jg REX , FREMINN Firehose REEZH DD X,

7 Amazon S3 Bt & B fYihiZ &



Amazon Data Firehose FEANGIER

S3 FHERRIR

BERENEEDIARDXE , BIIEE S3 F#MEEIZR , Amazon Data Firehose Z [a1Z 174 18 1% il
2 XEHE,

NTEHEBEEFSSTKX , S3 FEBIRNHBELNSEED XBNHBEMRE.

$& 0] LAGE B N BR BRAT RIS E MY Lambd Amazon a ERETRBEEH#H 1T XK. MBEERIEET
Amazon Lambda BB RN RBFELIE S XER , WARFERAUTHEIXFHEAN S3 FHE
A4} {E : “Lambda: keyID” partitionKeyFrom, #RZE A ANBKBTARBEEES XZEH ,
MAIAERALTEXFIRA S3 EHEBETKE  “partitionKeyFromquery: keyID” , tA] 5L
ERNMADS S XZEARMERADIS, XB/EXN BNEK S3 FHEMEIR. EEANEBKEN
= Lambda Amazon X EIE# 170 Xit , BE A AEEH S3 FHEBHBPERAUTRIER
F3 ;! {namespace: value} , EEH a5 & Z2 [ A L2 Query partitionKeyFrom % Lambda,
partitionKeyFrom

S3 1FiEMaM S3 Hirm AR X
1£ Amazon S3 WRW B E L EI B IEREREB Mt E MR X, BRIAERT |, Firehose &

ANINEL UTC R R BRI R, WMREBEATERSX , WATSAE R S3 514 £ AYAY
X,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2RI TEF, BIMUENEBNUEFX K
NERRSIREE TR

S3 K4

1%3$% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£59 B it
¥ Firehose o

S3 XMy BEBK (AL )

HfemE Amazon S3 BARFRBHINRIBEEXHT BREHBR. WREBRALIIE , NEEN
Nt RBRNEERER KR S3 E4HINEE ( HIA0 parquet 5 .gz ) BEMBIRIAHT R
Bo ERUNEERFERAKRY S3 ERESEMAN , FRRERE T EBRHX4HT BE.
MU REBSFUAR () T, ARAUGEARRNFR 1 0-9a-z-_*(). XHhT BETHRE
it 128 NFFF,

7 Amazon S3 Bt & B fYihiZ & 16
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S3 &

Firehose X# £ Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w h0
%, BT BT EE S3 ARFHEIE. S LLERFER BFr S3 FHEPEENBRIAMEZSE
B A EEREREHEEN Amazon KMS Z4R5| RPN ZAHRITNE, MREEAZEAM
BREAE |, WA LAEABRIA Amazon FEE Amazon KMS 48 (aws/s3) REFEEZH, BXE
ZER , HZRAMEA Amazon KMS EE RN RS 2RImMNE (SSE-KMS) R iR,

Bl & Apache Iceberg kY H By ithiR &

BRAmazon Web Services X g # E it X FL A#h[X ( BRFEIL ) 4\ , Firehose ZEFTE #t X # X #F
Apache Iceberg Tables #£9 H#J#th, Amazon GovCloud (US) Regions

B X Apache Iceberg RIEN BN EZER |, S H A Amazon Data Firehose fFE3E /& i 2
Apache Iceberg &,

A Amazon Redshift Bt & B i1k &
KN EMEH Amazon Redshift #£9 Firehose i B B IRE .

BIEEEBPE Amazon Redshift g £ 855, Amazon Redshift Serverless T4E4 |, &FLATE—T

=
« Amazon Redshift 7 & &8
« 7 Amazon Redshift Serverless T/E4AE & B I #hi% &

® Note
Firehose 2B AE AR A VPC BB HEM Amazon Redshift 528,

Amazon Redshift 71 & & &

AT NEEH Amazon Redshift fiE £ &8 1E N Firehose i B B YiIR &,

- RMALUTZEERNE:

Bt i Apache Iceberg &Y B # #1i% B 17
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S

Amazon Redshift ££8 | S3 FMEWHBIENEHIRZER, ¥ Amazon Redshift E&EE N A
NFFIFE , FEUHPE LE Amazon Data Firehose IP ik, BEXEZELR |, 5 =F Firechose
% Amazon Redshift B B9 B9 i5 A R

/Wit

B LR ERG AR B/ZE |, UMK ERZE Amazon Secrets Manager LA/ (7]
Amazon Redshift ££8%,

- AF%&

8 E B IAE Amazon Redshift ££85#9 Amazon Redshift A, iZA P %MEHF Amazon
Redshift INSERT #XBRF REF B M S3 Ff i@ E H1F Amazon Redshift £,

. B

EEENLREHENAFNEE,
MH Amazon Secrets Manager %1% —/N@ & Amazon Redshift £E#E N ZH. WRET
NHIRFPREREMNEZR4 |, WEE Amazon Secrets Manager &8 Amazon Redshift &
ERIE—1, BXEZEER , H3 Amazon Secrets Manager 7 Amazon Data Firehose
i 1T S BRI,

BiEE

Amazon Redshift IEE , BIBFEH B ZHEE,
=

Amazon Redshift & , BENE I Z&k.

5l
(k) RVEBES , BB HEFTZEBES . R Amazon S3 WRHPE LM FIHDTF
Amazon Redshift &k AEFIZK |, & ItbE I,

Fa S3 B R

Firehose & 7 EiE& M El S3 17651 , ARG & H Amazon Redshift COPY & & S dE & 2l
Amazon Redshift £, BEE—MNERENHA TEEOREIEN S3 B, RIEFN S3 FM#
BRERELFTRENE#E,

A Amazon Redshift Bt & B Fy b 1% B 18
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FEIEINELE] Amazon Redshift 528f5 |, Firehose &G IEM S3 F# BT MR, EALUE
REmAPEREERE S3 ERATHHIE. BXEZER , 52 (Amazon Simple Storage
Service AAF M) PN REGEAEE,

FiE S3 FEMATR

( ATk ) X Amazon S3 W REFABRINBTER |, BFLEIE Z, Firehose & Bz X &Y
Amazon S3 I REA“YYYY/MM/dd/HH’UTC B AN BIZRo 48 AT URF L BT RN N B FF 3K
EXEZEE , H25 B & Amazon S3 W RBMHERN.

COPY options

& LATE Amazon Redshift COPY i S HRIEEN S, LA REECSHEERRIBIREERAX
LS, Hila , MRFHAT Amazon S3 BIEESE , MATER GZIP ., WMREH S3 7w
588 Amazon Redshift EEBt 7 — Amazon X135 , M 4HIEE “REGION”, HXESZE
B , 2 (Amazon Redshift BiIEETF XA RIEFE) FH COPY,

COPY command

Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A R g
) HH COPY,

Retry duration

MR FFEIE COPY E| Amazon Redshift SEEF LM , Firehose Ei{ WY RF4LRT[E ( 0-7200
# ). Firehose 8 5 7 ERH—X , EFERBFENELE R, IRFEHFLENERERN
0(%)#®, Firehose £ COPY i AMBFLEIR,

ZEHRR

Data Firehose TEfHE ABIEEABEIEEN EN 2RI &FTEH, BIMUENENUEHRX K
NERSIREE TR

S3 E48

1%£3$% GZIP. Snappy. Zip 5 Hadoop &M Snappy BIEES , HETERK
&, Snappy. Zip #l Hadoop &R Snappy E48 , Fi&F T L Amazon Redshift 57 B By ith
¥ Firehose Fo

S3 XM BEBE (AL )

SINHT REBN (Aik ) : NEFE Amazon S3 B FERAXNRIEEXHT BEB R
WMRERALIEE , NEENXHT RBRNBSHIERA KRS S3 EFHThEE ( HIA parquet
% .9z ) MIIBAERINXHT BR. EFLIEEHESERS S3 EHESERAN , FBRE

A Amazon Redshift Bt & B Fy b 1% B 19
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LHETEBHONHT BE. XHTRELANGR () X, HETUEEATNER :
0-9a-zI-_*()o XHF BETRERET 128 MFEH.

S3 &

Firehose X#fF  Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w i0
%, BT BT EE S3 ARFHEIE. B LLERFER BFr S3 FHEPEENBRIAMEZSE
B A EEREREHEEN Amazon KMS Z4R5| RPN ZAHRITNE, MREEAZEAM
BREAE , WA LAE A BRIA Amazon FEE Amazon KMS 48 (aws/s3) REFHEEZH, BXE
ZiER , HZRAMEA Amazon KMS EE RN RS 2RI MNE (SSE-KMS) R iR,

A Amazon Redshift Serverless T{E4AFLE B MY #hiRE

Y5 B EH Amazon Redshift Serverless TYE4EYERN Firehose #i BRI E,

 WAUTFERMNE :
Workgroup name (L4 & #r)

Amazon Redshift Serverless T4 , S3 FERMBIBFEH X ITIEH, & Amazon Redshift
Serverless TEABE R AINFFIAE , HEUHELE Firehose IP #isit, HEXEZELR |, S

%) E # %] Amazon Redshift Serverless Y “EZZ AT AFF 5 RIBY Amazon Redshift Serverless
SEHI"ER S, AR “EF Firehose X Amazon Redshift B 9 #tb #9175 [0 B R 7

BRI

BULLEREER AR B/EB , A MUMNFREREEALLGE Amazon Redshift Ser Amazon
Secrets Manager verless T4,

- AFA&

¥EEBWAH R Amazon Redshift Serverless TYE4H B Amazon Redshift A, ZBAF &%
MEH Amazon Redshift INSERT X PR F BEf T M S3 F & #lF] Amazon Redshift
Serverless TH#E4 .,

- B

¥ EB AR Amazon Redshift Serverless TEA K AN ZEE,

A Amazon Redshift Bt & B Fy b 1% B 20
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MH Amazon Secrets Manager #%&£3## — N2 & Amazon Redshift ToARSS 88 TEH FUERY
%, MREETHIRPREINENEL , MIEE Amazon Secrets Manager H 7 &1
Amazon Redshift ZiEg|E —1, BXREZEE , S ® Amazon Secrets Manager 7£
Amazon Data Firehose 17 5 /R,

HiEE

Amazon Redshift B E , BIESEHI 2 ZBEE.
=

Amazon Redshift & , iENE #12iZ &k,
1l

(i ) RWEBES , BIETEFTZBES . R Amazon S3 WRPENNFIBDTF
Amazon Redshift &AEIFIZK |, & FE L&D,

HiE S3 Bir

Amazon Data Firehose & 508 iE& M E| S3 E# @ , AE A H Amazon Redshift COPY
S, NEIEMNE R Amazon Redshift Serverless T4, FigE —NEREN A TEVOREEE
B S3 FhEM., RIEFM S3 FHMIERELHENFMHME,

S EIE INEL E Amazon Redshift Serverless T4 G |, Firehose M S3 1F4E 48 P I BR %k
B, BUUFEALEGTRANREERE S3 FEEPNHE. BXESZEE |, H5H (Amazon
Simple Storage Service AP g/ PN REWEAHEE,

FE] S3 FEMATR

( ATk ) X Amazon S3 M REFABRINBTER |, BFIEIE Z, Firehose & Bz X &Y
Amazon S3 I REA“YYYY/MM/dd/HH’UTC B A& XA BI8Ro 48 AT URF L BT 4R N B FF 3k 6
EXEZEE , B2 B & Amazon S3 W REBHER.

COPY options

& LATE Amazon Redshift COPY e S HIEENS#. LAUBREECHEER RBIEME
RAXES, flm, MRFAT Amazon S3 BIEES , WML EH GZIP ", WMRMEH S3
@58 Amazon Redshift Serverless TYEAFRER— Amazon X5 , NI HFRIEE
“REGION’, AXEZEE , B2 (Amazon Redshift BiEEFF X A R IERE) HH COPY,

A Amazon Redshift Bt & B Fy b 1% B 21
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COPY command

Amazon Redshift COPY &%, BEXEZEE , 2 (Amazon Redshift BIEEF &% A R 1E
) $# COPY,

Retry duration

R HAE COPY & Amazon Redshift Serverless TH#E4H kK , Firehose E i HY 3 4L A [A]
(0-7200 # ) , Firehose & 5 7 EIRH—X , BEEIERBFENBLE R, NRNEiAIFLELNTE
REBHNO(F ), Firehose f£ COPY B kMBI FLEiR,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2B TEF, BIRUENENEFX K
NERSIREE TR

S3 E48

1%£3$% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£59 B it
¥ Firehose o

S3 XMy BEBK (AL )

SI XM BEKN (AL ) : FEME Amazon S3 BHRFHBHIXNRIEEX 4T BEE.
MRBRALIhEE , NEEN XY RENESBIRR IR S3 EFH20EE ( HIH0 parquet
% gz ) MIINMERINXHT BE. ERLDEEHESXERS S3 ERESERAN , FBKE
BRETERNNHT RS, XHTREBLTUUAR () X, ARTREEAWNFR
0-9a-zI-_*()o XHF BETRERET 128 MFEH.

S3 m#E

Firehose X# £ Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w h0
%, BT BT EE S3 ARFHEIE. B LLERFER BFr S3 FHEPEENBRIAMEZSE
B A EREEREHEEN Amazon KMS Z4R5|RHPNZAHRITNE, MREEAZLEAM
BREAE , W LAE A BRIA Amazon & Amazon KMS Z4H (aws/s3) REFEEZH, BXE
ZiER , HZRAMEA Amazon KMS EE RN RS 2RmMNE (SSE-KMS) R iR,

Bt & OpenSearch fREH B iriRiE

AN EE B ER OpenSearch FRE KL,

fii B OpenSearch fRSHI BFREE 22
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MALTZERIE :
OpenSearch fR% 1

EHBEAME A OpenSearch BRSE,
%5l

¥ IEZR 5|2l OpenSearch BRSS E BT K OpenSearch BRS E 5| & o

Index rotation

EE 2B OpenSearch RFRSIUARKENE, MRBH TR , Amazon Data
Firechose &R BT E B MBIIEEMN RSB , HARHTRR, BXEZELR , EZHA N
OpenSearch [RFHE R 5 ¥R,

B IEESIE OpenSearch FRFEER AR OpenSearch FRFEEEH, WTF
Elasticsearch 7. OpenSearch x # 1.x , 8MN&E5|IREEE—1KE, MRLZH NS EGHM
RAWIMARSIIBEFHER | Firehose 2TEZTHHIREE IR,

3¢ F Elasticsearch 7.x , EF L FERE =,
Retry duration
Firehose ER 5| ER A MBS EiX A IFLERT B, OpenSearch X FTEiRIFLLATE , BATA

REBNT 0-7200 Bz @WEMRIE. BRIAERIFLEMER 300 %, EERFENBEIHZ
Bl , Firehose WX EiR , HXAEBKRIIESR.,

EiXFEEEH/E |, Firehose 2 BEAMBIIEERS] (DLQ) , XREEMN S3 HixfF
M. X TExE DLQ MEE , BXIEREMNEEN S3 HixFREEMEZEE Wi,
OpenSearch

MR EEE OpenSearch EFFHEN 44 MBA L Firehose stream [a DLQ &5 EE , WAL
HEHAFENERENESHNE (U REN ) . BUBERER Amazon ZIFAR , FLARER
Bt REE IE 7200 ¥

DocumentID &

BRREXH ID 5L, XS EE Firehose £ I ID F OpenSearch BRSS 4 Y
X4 1D, RIREIXH ID ERT , Firehose £ I ID 2ERINIED, OpenSearch #EME A

fii B OpenSearch fRSHI BFREE 23
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BRESERNXE ID, RAEXBFEAZRRERE , 2B AT MATMEME |, 7 OpenSearch
RSEHEEEDH CPU BIR , ANMRRS AL,

B4R VPC E#

WMRIEK OpenSearch [RFEMNTFAE VPC & |, BEFEALIB P IEEZ VPC, RBIEELRSE
£ Amazon Data Firehose £ [ ARS8 KA BRI E A FMF F4H, OpenSearch &
A LAE A S OpenSearch RS EMHENZ A, MRBIEEFRANZEA , FREACIAT
OpenSearch FRFEZ AR HIE HTTPS RE, Bt |, ¥R OpenSearch RSB Z 4
ARIFRBIBERE Firehose BERIEENZEAMN HTTPS RE. WMREX Firehose EIEH
OpenSearch [RFEHFEAHEBNLZEAH , FEARZLSAM AWM AT HTTPS RE, BXEL
SEAHNNEZEE |, i5SH Amazon VPC XA Z A HN,

/A Important

EFE VPC HEENHELHI BN FNE |, FRRFIEFNFERBHEN R
2P thut, MRIEEFHHKE R ANGESE IP it | Firehose L EEFE VPC A
BIZ AN ENIs $iEiE 5 , H B & MR R A,

ZrXIETR
Amazon Data Firehose T E ABTEELARMEEEN BN ZISH#TE P, BHRUENENE
X AR/DNE RS REE TR
79 OpenSearch TG EFEE B iRiRE

AN ETE BB ER OpenSearch TERRS 25 HYIE IR,

BMALTFERMNE :
OpenSearch TIRFB[ES

BIEEmEIM —4H OpenSearch LIRS B3R5I MK IHTT
%5

I IEFE 51 E OpenSearch LIRS EFE ST EAR OpenSearch TR 22 E 5B o

5 OpenSearch LRSS ESELE B iRig B 24


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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B4R VPC E#

MREH OpenSearch THRFF|/ESNTHE VPC # , EEALIBPIEEZ VPC, HE
EEEFHE Amazon Data Firehose E BB LIRS B E S L IEBIENE AN 7R F4.
OpenSearch

/A Important

EFE VPC HEENHELAHI BN FNE |, FRRFIEFNFERBHENR
P thut, MRIEEFHHKE R AHNGESE IP it | Firehose I EEFE VPC A
BIZ AN ENIs $iEiE 5 |, H B & MR R A,

Retry duration

W[ Serverless & HEIERFI1ER KM |, Firehose EifHI#FLERTAl, OpenSearch 34 F Eisk
BFE&rtE , BULUEEN T 0-7200 ¥ 2 BN EAE, RIAELFLEER 300 ¥, EERE
St B2 80 |, Firehose %X ER , HXHEHRI RS,

B ERBIEHE |, Firehose 2 fFBEEREIZEFBAS (DLQ ) , XREEMN S3 fHixTFHE
M. XTE@E DLQ WEE |, B4FCRBEMNEER S3 HiRFHBENEIE OpenSearch
F RS 2R B FRo

R AT OpenSearch THRFEFEFMNEV N4 MABEH LE Firehose stream [ DLQ 1% #i
BIE, WA ERSENBEEREENESHNE (U RENM ) . BAULERR Amazon ZHFA
A, §LERE Lt EEEME 7200 B,

ZHXER

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIFUBENEINE
X AR/DNE RS REE TR

BLE HTTP SRV B RV IR E

RENATER HTTP iR EH B ARH LT,

& HTTP i i B itk & 25
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/A Important
MREIERE HTTP inRIERN Br , BERHIRR 7 HTTP it S 2B R A @SS FRYHR
AR 1T IRAE

- RETIFERNE:
HTTP iR R&E M ( Wik )

RN HTTP mRIEE—1MNAFPREFNEM. Hla , My HTTP Endpoint Destination.
HTTP #wm < URL
BRUTHRAIEE HTTP i =K URL : https://xyz.httpendpoint.com, URL 212
HTTPS URL.
SHRIE

BRI LR FEER AT RIZE |, ] AN PR ZRF4E Amazon Secrets Manager LA [R] HTTP
o

/AN O

C (Wit ) BAES

MBBEEIRENS B B4A |, LAEM Firehose M HIR SEMEIE | BHRRABSMEE,
MR —AE Amazon Secrets Manager & HTTP iR 158 Z4AM B4, R EE TR

RAPELRBZHE4 |, B Amazon Secrets Manager R Z4ABIE—1NF4H, BXE
% B , %2/ Amazon Secrets Manager 7 Amazon Data Firehose 31T BB K1,

N BRI

Amazon Data Firehose R ARREBRERZIBFERNWEN , RAEBNBERLET BN, &R
GZIP 2A , LB R/ZERBERNAERESB,

Retry duration
$8§E Amazon Data Firehose Ei FHIIE LA ZIFTIE HTTP % 2R,
KRIEBIEE , Amazon Data Firehose %£%4 HTTP is M #EiA. MR BIME R AREFEIAE
RTHABR IR EITE 1A , Amazon Data Firehose B3 Eid T4 at A IT RS, SHAMER , ER

& HTTP i i B itk & 26
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EifFaatE B, EifiFgEatERIEE , Amazon Data Firehose $5iX fhi&)5% 11 9 $3E 4% i 5
W, FHNEIEZHDE Amazon S3 @,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIE R IAB
HiRR, MIRMIAFEET , Amazon Data Firehose 2T EE X ITHEBERELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFHELE Amazon Data Firehose Ei K% , FIFUHEIRERN 0.

S (W)
Amazon Data Firehose £8X HTTP A HH T2 X LREX . XESH A LA BEIR I
¢8 40 B #x,

ZEMiRR

Amazon Data Firehose e ABEEZREEEN BN 2B SR TEH, BIFUENEINE
X AR/DNE RS REE TR

/A Important

XNF HTTP KiwT LB #5 , MREE “ CloudWatch BE” HEEIKR B B frim <K 413
NI RIAED |, EFEME Firehose M EMEHRRKND , REEHR,

A Datadog Bt & B /Y3 1R &

ARFINB T £ Datadog ¥E9 B #rEVET, &< Datadog WEZEE |, 55 hitps:/
docs.datadoghqg.com/integrations/ amazon_web_services/,

RETIFERHE,
HTTP i< URL
MTHRERHU TR - AR EMNRREBENLE,

« Datadog H&- US1
« Datadog H&- US3

A Datadog Bt & B 9 ithi% & 27
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 Datadog H&- US5
- Datadog H - AP1
« Datadog A& -
 Datadog A& - GOV
- Datadog $E#% - US

- Datadog }§#5- US5
- Datadog $§#5- AP1

- Datadog $E#x - EU

+ Datadog EtiE- US1

- Datadog E¢i&- US3

- Datadog Eti&- US5
- Datadog EtiE- AP1
- Datadog BLi& - EU
« Datadog Eti& - US GOV
HHKIE
RATBUER ERER A AP 24, B AT LA K 2 E 40 Amazon Secrets Manager K17
Datadog.
- AP B4

BX R Datadog BAZREUEM Firehose [a] b ik S & S EIEFTEH API 247,
MHEE —E Amazon Secrets Manager & Datadog API Z4AM 4, MRETHFIE

AR E ISR |, MIEE Amazon Secrets Managerh 8|2 —4, BXEZELR |, H51H
Amazon Secrets Manager £ Amazon Data Firehose F# 1T & 4RIl

AESP IS

Amazon Data Firehose A BRERERBERVEX , AEBNBERLZELB BN, ®F
GZIP REZEHR , LS A/ZABERNNBRE,

Retry duration

$8§E Amazon Data Firehose Ei# ¥R XX RIFMIE HTTP in /B BT+,
79 Datadog Bt & B Y #thi% & 28
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KIEBAEE , Amazon Data Firehose £ HTTP in VA, MR HIERFARERINE
B HAFR A EITEIA , Amazon Data Firehose /8 s) BEidiF &t H it R, ERAMER , B
EidFErEEH, EXFLEEEHEE , Amazon Data Firehose 53X fiEn 41 0 B 3E 1% i 5k
W, FHRBIER D E Amazon S3 FHER.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR B IAB
HiRR, MIRMEIAEET , Amazon Data Firehose 2T EE X ITHEBERELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFH L Amazon Data Firehose Ei K% , HFIFUEIZRER 0.

S (W)
Amazon Data Firehose E&X HTTP A HE X LR EN . XLSH T LIH B 218 5 A
¢8 40 B xR,

SRR

Amazon Data Firehose TE & ABEEZREEEN BN ZH SR TEH, BIFUENEILE
X AR/DNE RS REE TR

N Honeycomb BELiE B By i1z &

KT NE T A Honeycomb 17 BFRIIEI, B Honeycomb WEZER |, S A htips:/
docs.honeycomb. io/getting-data-in/metrics/aws-cloudwatch-metrics/,

RMUETIFERNE :
Honeycomb Kinesis i &

FERAUTHEXIEE HTTP LinT S BIMiL : https://api.honeycomb.io/1/kinesis_events/
{{dataset}}

/Wit

BAILLEREER A API 247 , WA AN ZEE4A Amazon Secrets Manager B[R]
Honeycomb,

A Honeycomb L& B #Y ii% B 29
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- AP B4

Bt % Honeycomb BAIREUEM Firehose [a] b s 2 A& S BB FTEH APl 247,
- B
MR —A8E Hon Amazon Secrets Manager eycomb AP| Z4AM %340, TR ETHSI

RPAREINEMNZHL |, NBEE Amazon Secrets Managerf g2 —1, AXEZELR |, 5
] Amazon Secrets Manager £ Amazon Data Firehose Hi# 1T & 4 RKiE .

AT

Amazon Data Firehose R AREBRERZIFERNWEN , RAEBMBERLZT BN, &R
GZIP LB AERMNABRHmIB, X2 Honeycomb B FREIHEEILT,

Retry duration
}§E Amazon Data Firehose Ei# I HIEAIERIFMIE HTTP in R VRT K,

KIEBAREE , Amazon Data Firehose £ HTTP iRV IA, MR HIERFRERINE
B HAFR A EITEIA , Amazon Data Firehose /8 3) BEidiF &t H it R, ERAMER , B
EiXFEREE, EidiFEEEHE , Amazon Data Firehose f53X f 55 91 9 BhdiE 1% i 2k
W, FHRBIER D E Amazon S3 FHER.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR S BIA,

ENEE {4 atE 233 , Amazon Data Firehose &% EHIA , BRI B IASIE R IAB
HiRR, MIRMEIAFEET , Amazon Data Firehose 2T EE X IT BB RELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFH L Amazon Data Firehose Eid K% , FIFUHEIRE RN 0.

S (Wit )
Amazon Data Firehose E&X HTTP A HE X LR EN . XLSH T LIE B 210 5
¢8 40 B xR,

SRR

Amazon Data Firehose TE & ABEEZREEEN BN 2RISR TEH, BIUBENEINE
X AR/DNE RS REE TR

A Honeycomb L& B #Y ii% B 30
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9 Coralogix & B Y ithi% &

AFNET A Coralogix ¥EH B FRMYEI, X Coralogix WEZE R , 28 Get Started with
Coralogixo

- RETIFERHNE:
HTTP i< URL

MTHEEH L TEBRIERE HTTP %< URL :
» Coralogix - US

» Coralogix - SINGAPORE

» Coralogix - IRELAND

» Coralogix - INDIA

» Coralogix - STOCKHOLM

HHRIUE
BRI LLEREER AT , LA BINP R ZEEA Amazon Secrets Manager BAi4 [H]
Coralogix,
- HEEH

Bt % Coralogix LAIREUEM Firehose [b bt in & MBIEFTEN A E A,
MHEE —NE Amazon Secrets Manager & Coralogix FAfAMVZ4H. MRETHIF|RS

KREZNEH B4R |, MIEFE Amazon Secrets Managerhf|Z—4, BXEZELR |, H51H
Amazon Secrets Manager £ Amazon Data Firehose F# 1T & 4RIl

AESP IS

Amazon Data Firehose R AREBRERZIFRNWEN , RAEBMBERLZT BN, &R
GZIP LB BRI ABERwB. X2 Coralogix BRI HEXIN,

Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP in R B BT+,

KIEBIER , Amazon Data Firehose £% & HTTP is 1A, MR BB RBREBHIAE
7 Coralogh gl BEFR IR 2 H5 1A , Amazon Data Firehose /B3 EiR G4 atHit ks, ©HFMER , =



https://coralogix.com/docs/guide-first-steps-coralogix/
https://coralogix.com/docs/guide-first-steps-coralogix/
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EifFaatE B, EifiFgEatERIEE , Amazon Data Firehose $5iX fhi&)5% 11 9 $3E 4% i 5
W, FHNEIEZHDE Amazon S3 @,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENfEE iR Lt E B3 , Amazon Data Firehose & EFHEIA |, BEEINEIHEIASIE ST IAER
iR, MR#IAEAET , Amazon Data Firehose 2 EE X IT B[/ EBEERIRITE, WREE
REtE , ENBAEHAEEZEE , EEWEWIASBER A E D,
MR AR %Y Amazon Data Firehose Eif X A HIE , BFUEERER 0,

S8 (W)
Amazon Data Firehose E8)X HTTP A H TS X LR ER . X LS KA LA B &R 51 F
AR B HR,
- applicationName : 1247 Data Firehose KYIR3E
« subsystemName : Data Firehose SR &
- computerName : IETEEAH Firehose RV E R

SRR

Amazon Data Firehose TEE ABEEZRIEEN BN 2 2#HTE ), B EINEF
X K/NERSIRERE TR

N Dynatrace Bi & B BV #hi% &

AIWNE T #E A Dynatrace fE7 BHirMEDl, BXEZEE , S H hitps://www.dynatrace.com/
support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-
metric-streams/,

o EFEIN , LU Dynatrace ¥R Firehose il B By itb,
REER

RIRIBELE Dynatrace FIREEIRERZBEE (BRI ) |, SE#H — S 2L E,
HTTP %= URL

MTH % Gi%E HTTP ¥% & URL ( Dynatrace US, Dynatrace EU = Dynatrace Global )
79 Dynatrace Bii& B B ithi% & 32
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/Wi

BALEREER A APl TR | AT UM ZEE4A Amazon Secrets Manager B[R]
Dynatrace.

- APl K&

4 B IBM Firehose [t iR [IEHIEIBEFTER Dynatrace APl ©h8, BXEZEE | 55H
Dynatrace API - Tokens and authentication,

. B4

MH Amazon Secrets Manager i%£1F — /M@ & Dynatrace APl TN, MRETRIIFK
AR E ISR |, MIEE Amazon Secrets Managerh 82—, BXEZELR |, H51H
Amazon Secrets Manager 7 Amazon Data Firehose F# 1T & BRIl

APl URL

214 Dynatrace ¥FEH APl URL,

NAYwB
HBRERERARNRRBRESRIERWIES, Amazon Data Firehose £ N A RIBRELREE R
WIEX , RAEBEERKEBEN, BAE , UL GZIP BXEHZNB.

Retry duration

87 Firehose EifFHIE LEBIFMIE HTTP iw R BB,

KIEBIESE |, Firehose £F#F HTTP i SAVHEIA. MR BB IRJEBIAENBRAIZER
2#1A |, Firehose B ERIFEMN AR, EFFTMHER , BEEAXFENEIY, Eid
FantEE|H /G |, Firehose FXMFRAN BFEEMAN , FARBIER D E Amazon S3 174#
o

)R Firehose [0 HTTP i QA EHIE (A= HHRARNERF ) i , BLEH S @IAEN
THER A FSF HTTP in SAVHEIA,

BIEERFEREES | Firehose MAFFHIA , ERTHIBIARIEHINENHAR, MR
WIAERS |, Firehose 2BEERITBRPREEERRIYE, WRERRAHE , ©FBRER
AEEZEZE , ERWIBIASBEE AN RS,

MR FHE Firehose ERHREHIE , HRILEREN 0,

79 Dynatrace Bii& B B ithi% & 33
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S (Hik)

Amazon Data Firehose &)X HTTP AR &EE X LB EX . X LS B A LA BY &R 51 1
¢ 40 B #Fo

ZMiRR
Amazon Data Firehose FEfHE ABTEEREIEEN BN SHTEH, EHXERTIER
B E P X K/DFEtEEE. BN EBRNEPX K/ PNERSREETR.
B = B #ri%iE LogicMonitor

ARE D T 4B4F LogicMonitor A F &8 B iRk, BXEZER , S H https:/
www.logicmonitor.com.

- RETIFZEMNE:
HTTP %= URL

BRUAT I E HTTP w28 URL,
https://ACCOUNT.logicmonitor.com

S HKIUE
B LLUEREER A APl 240 |, BT AP ZEZ4A Amazon Secrets Manager #4717 (8]
LogicMonitor,

- API 4R

EBR LogicMonitor BAIREX /L ¥F M Firehose % ik RIZMEIEFIER AP B4R,
MHIEE —E Amazon Secrets Manager & AP| 243/ %4 LogicMonitor, #R7E THI5

RPAREINEHNZHL |, NIBEE Amazon Secrets Managerf gl —1, AXEZELR | HS
] Amazon Secrets Manager £ Amazon Data Firehose F 3 1T & 4 RKiE .

N B YD

Amazon Data Firehose A BRRERERBERVEX , AEBNBERLZEZB BN, ®F
GZIP REZEHR , LS A/ZABERNNBRE,

B & B #7i& & LogicMonitor 34
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Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP s R B BT+,

KEBHEE , Amazon Data Firehose %45 HTTP RN, MR HIE RSB AREBIAE
BfHAFR A EITEIA , Amazon Data Firehose /8 3) EidiF &t H it R, ©RAMER , B
EiXFEREE, EiXFEBEEHE , Amazon Data Firehose $53X f 55 91 9 BhdE 1% a2k
W, FHRBIER D E Amazon S3 FHER.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S EIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRATE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

MR FFH L Amazon Data Firehose i K% , FIFUHEIRE RN 0.
S (W)

Amazon Data Firehose E& )X HTTP A AT H#IEXLREX, XLS T LAFBIEIR B
¢ 40 B #Fro

ZHRT

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIUBENEINE
X AR/DE RS REE TR

A Logz.io BLE H MR E

KINE T ERA Logz.io fEN BIRMIET. MTMEZEE , BS M https://logz.iol,

® Note
ERMX (K= ) X, FX ¥ Logz.io 8 Amazon Data Firehose B #9ith,

RETIFERNE :

7 Logz.io Bii& B Withi% B 35


https://logz.io/
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HTTP i< URL

BUTHRIAIEE HTTP A/ URL, URL 2412 HTTPS URL.

https://listener-aws-metrics-stream-<region>.logz.io/

i zn
https://listener-aws-metrics-stream-us.logz.io/

SHIIE

B LR EREARE T , O UMNFR FEFE Amazon Secrets Manager LA (7]
Logz.ioe

- BETHE
BX R Logz.io SAIREUEM Firehose [8] bt i 2 4% M BIRFT BV IA IR T 1,

M Amazon Secrets Manager £ — N2 & Logz.io KB THENZH, MERETRIIR
R E BRI 4R , WETE Amazon Secrets Managerd 8|2 —4, BEXEZER , BSH
Amazon Secrets Manager £ Amazon Data Firehose ##t 1T & 3 31iE,

Retry duration
87 Amazon Data Firehose Ei#[a Logz.io & & BIEH K,

REBIEE , Amazon Data Firehose £% & HTTP is 1A, MR BB RBREBIAE
FTEAPR YR EHTA , Amazon Data Firehose fF /B z) Eid F4 At E 1T 8kEe. ©RNTHER , BEE
EidFEr R, EiXFLEFEEEE , Amazon Data Firehose 53X fiEm 41 0 3@ 1% i 5k
W, HRBIERZ D E Amazon S3 F# .

)X Amazon Data Firehose 6 HTTP is R R A EIE (MIHBE=ERER ) it , BLEFHZHH
INEBRITBEEHER HTTP I BEiA,

ENEE iR iF4EatE 233 , Amazon Data Firehose IS 1IN , BERIWREIHIASIE R ¥ IA B
HAPR, IR HIAHERS , Amazon Data Firehose 2B EERXITHREREBTLEEFRITE. WRER
REtE , SNBAERHEEZZE , BERWEBIARBEE A ESEH,

7 Logz.io Bii& B Withi% B 36
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MR FFH L Amazon Data Firehose i K% , HIFUHEIRE RN 0.
S8 (k)

Amazon Data Firehose &)X HTTP AR F &8 X LB EX . X LS B A LA BY &R B 0
48 40 B #7ro

ZHRT

Amazon Data Firehose TEE ABEEZREEEN BN ZH SR TEH, BIUENEINE
X AR/DNE RS REE TR

3 MongoDB Cloud Bt & B Y& &

I E T A MongoDB Cloud £ BARIIET, BXEZEE , HSH hitps:/
www.mongodb.com,

- RHTIFERNE:
MongoDB Realm webhook URL

BRUTHEINIEE HTTP WS/ URL.
https://webhooks.mongodb-realm.com

URL #J2 HTTPS URL,
HHRIUE
B LLUEREER A AP 4] |, I U\ ZZ4A Amazon Secrets Manager LA [H]
MongoDB Cloud.
- API B4

EX % MongoDB Cloud LAZREUEM Firehose [6] th i s & S BB FTE MY APl 3347,

MH Amazon Secrets Manager %£#F — /M@ & MongoDB =i APl B4 4R, MR T
HIRFPRE RGN |, WETE Amazon Secrets Managerd gl E—4, BXEZEE | &
2% Amazon Secrets Manager £ Amazon Data Firehose #1317 & 2Rl o

3 MongoDB Cloud &t & B #yithi% & 37
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SES IS

Amazon Data Firehose A BRERERBERVIENX , AEEBRERLELB BN, %#F
GZIP REZEHR , LS A/ZABERNNBRE,

Retry duration
$&E Amazon Data Firehose B FHIEL A ZIFMEE = HIREEH N K,

KEBHES , Amazon Data Firehose £&%F HTTP im R AIA, MR EIERBAREBHIAE
FTEAFR UL E#TA , Amazon Data Firehose 4 /B8 2 Eid F4atE 1T 2kE. ©RNTHER , BEF
EidFErEFH, EXFLEEEEE , Amazon Data Firehose 53X fiEmn 41 0 B 3E 4% i 5k
W, HEFBIERZ D2 Amazon S3 FiER.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S BIA,

ENEEF iR iF4EntE 233 , Amazon Data Firehose IS 1IN , BERIUWREIHIASIE R ¥ IABR
HiBR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRITE., REF
REfE , SNBRERHEEZZE , BEIWEBIASBEEE LR S 2,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.
ZhiRR

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIUBENEINE
X AR/DE RS REE TR

S% (Wit )

Amazon Data Firehose E&X HTTP A HE X LR EN . X LS H T LIH B 218 5 F
¢8 40 B xR,

A New Relic L& B iR &

AFNBT A New Relic fER BFrEET, BXEZEER , 5SS hitps:/newrelic.com,

RETIFERWE :

A New Relic & B #yithi% & 38


https://newrelic.com

Amazon Data Firehose FEANGIER

HTTP i< URL

MTHRSIRUA TR FEF HTTP i< URL,
« New Relic B& - US
 New Relic $§#r - US
 New Relic $§#x - EU

HH®IE
PRATSLUE R E#EH A APl 247 | BRI AR ZEE4A Amazon Secrets Manager ¥ i% A New
Relic,
- API B4

£ New Relic One K/ iR B P #H AV AIERH (40 MNERFNTAEFFHH ) . BFEL
API| Z4AM Firehose [ tbim /A& REIE,

MeiEE—AEE N Amazon Secrets Manager ew Relic B AP| 248 %48, IR ETHSI

KPAREIEHZHL |, NBEE Amazon Secrets Managerf g2 —1, AXEZELR |, HS
] Amazon Secrets Manager £ Amazon Data Firehose F i 1T & 4 RKiE .

N B YRS

Amazon Data Firehose A BRRERERBERVENX , AEBNBERLZELB BN, ®F
GZIP REZEHR , LS A/ZABERNNBRE,

Retry duration
$§E Amazon Data Firehose Eif 8 #E &2 2| New Relic HTTP % R I BT &,

KEBIEE , Amazon Data Firehose %45 HTTP R #IN. MR HIE RSB AREBIAE
BT HIBR AU EI#SIA , Amazon Data Firehose /831 iR G H it HER, ©RFHMEL , B
EidFErEF ., EXFLEEEEE , Amazon Data Firehose 53X fiEn 41 0 B iE 4% i 5k
W, HHBIER 0 ZE Amazon S3 7.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITEESHER HTTP IR 2 BIA,

A New Relic & B #yithi% & 39



Amazon Data Firehose FEANGIER

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIAE R IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2 EERXITHBIREEEERRTE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.

S (Wit )
Amazon Data Firehose FTE &)X HTTP AR F & X LB EX . X LS B A LAESBY &R B 1
¢ 40 B #Fro

ZhiRR

Amazon Data Firehose e ABEEZREEEN BN ZH SR TEH, BIFUBENEINE
X AR/DNE RS REE TR

A Snowflake Bt & B B iR E

AN B Snowflake AT &K B BRI LI,

® Note

Firehose & Snowflake WEREEXERED ( FFELILEP ) . XEEEP (HEBX ) . KM
(ZBRZ), ZERZ (HBXEMN ), IAX (FRKRE). M (EZZmE)., TAHKX (#H
g ), UAR#MKX (HR) MLA#HX (FE )., TABX (ZX )., M (£K). EEM
(ZRF ). MEX (FEB) . BM(PE) . BN (FBE )., AKX (ZX ). BN (£
). EEM(ZRF ), MEK (PZ) . BM (HZ). M (P ) BER ), TA#HKX
( RBR ). BN ( BrEFRE ), A#KX ( #EIE ) . Amazon Web Services X5

ERIEE
RHUETIZRNE :
Snowflake ik~ URL

g€ Snowflake I~ URL, 30 : xy12345.us-
east-1.aws.snowflakecomputing.com, BEXUMAEELRNKS, URL WER , ESH
Snowflake 1%, EEE , BREEERAS , MiHY ( https:// ) BAEN,

7 Snowflake BLi& B #Y3#11R E 40


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region

Amazon Data Firehose FEANGIER

/Wi

BRI LERFHMARAFRERSE, FANRE , BB Amazon Secrets Manager 16 3R %
£A LA B Snowflake,

- AFREX
BEEZER T MELEIEN Snowflake AP, BFHEEAAFPERCFHIER AE| Snowflake &XH,
- AEZ

EEMER4A , LLEMEA Snowflake LA PKCS8 RFTHHRIE, A , TEN PEM TE
MABMERFERZHN —H 0. MRBHWBDKZIT , WEMBRRITRF. U TRLERHAS
MEMV N RG],

FBR KEY_CONTENT FMZE R ARG HIRML Firechose, TEN B/ HISRIRITHR -

+ Passphrase (%1#3)

EERBEXBRECMENLERH. MRLEZHARNE , WALHLFREZ., BXE
B, 2" Using Key Pair Authentication & Key Rotation,

B4
i

M Amazon Secrets Manager % — N2 & Snowflake EIEH 4, MRETHHIFRF
KEBIEHZEA |, MIETE Amazon Secrets Managerh gl —4, BXEZELR |, HSH
Amazon Secrets Manager 7 Amazon Data Firehose #1317 & 3 K1

AEEE

FERAERIAM Snowflake B : INRIEFIIEIT , N Firehose R &FHEA A RIZIE S
Snowflake, BRiIZFBRIAB AT MHELE, FRERIALSCEEFHERAZE Snowflake FRH
HY PR,

FHABEN Snowflake B : i AFHIEINE F Snowflake FKATH Firehose IB{EAIIEZRIA
Snowflake B,

Snowflake &3

RIMAMERNE,

7 Snowflake & B /Y it 1% B 41



https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation

Amazon Data Firehose FEANGIER

#./5 VPCE ID ( A% )

Firehose 5 Snowflake FAHE#H VPCE ID, B HEMHR AN com.amazonaws.vpce, [X
] .vpce-svc-, [id]BREZEER , S Amazon PrivateLink & Snowflake.

(® Note

MREH Snowflake EF S AFEHERE  NEFHAET AwsVpcelds MK FREEK
foiF Amazon Data Firehose ##&. Firehose ~EE&ETE Snowflake K FEEE T
IP KR, BAET IP INEXMEATEES T Firehose E#, WRELBIFE
BET IPHRBEHIAERS , NFEBITRRZFIE S Firehose HIRABR R, BXET L
EA® VPCE IDs %%k , 2R, 1h[R VPC FE Snowflake

BiEEFEERE
«  BUMBEUTIRE , FEEMEA Snowflake #E Firehose R B Bt

« Snowflake BIEE : Snowflake R FFE BIREREEBIEEH,

* Snowflake 2£#) : EMRBEEH — I NSNRUAK , IERHRHRFEENR (FlMERNUNE )
HZiE DA

» Snowflake 3 : Snowflake FHVFIEWE R FRERFEERT , BBEWNIINITHES,

& Snowflake Y hn &k %10

- {5/ JSON EERFIR
- {#£f VARIANT %|
- WRHE  ERPIEESE , HPSIMEKRHBEBSE.
« THEHG (k)  ERDEENER  HRAANEABEEE. BAKFERE , ENEETR
EKAHHK Snowflake TP FEFILA T,

AT E# PUT KR

{

"firehoseDeliveryStreamName" : "streamname",
"IngestionTime" : "timestamp"

}

7 Snowflake & B /Y it 1% B 42


https://docs.snowflake.com/en/user-guide/admin-security-privatelink
https://support.console.aws.amazon.com/support/home?region=us-east-1#/case/create
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X F Kinesis ##EHRIERN IR

{

"kinesisStreamName" : "streamname',
"kinesisShardId" : "Id",
"kinesisPartitionKey" : "key",
"kinesisSequenceNumber" : "1234",
"subsequenceNumber" : "2334",
"IngestionTime" : "timestamp"

}

Retry duration

Snowflake RS RIS BITH@EE S [E Snowflake &N B KMET , Firehose Eifd FIIF£ERTE ( 0-
7200 #' ) . Firehose SMEBEIRAFRNER , BEFEHXFEMNBELE R, IRFEHAFLENERENRN

0 (%)%, Nl Firehose £ Snowflake XM F2EH , MEFHIEHEHZE Amazon S3 HixFEME.
SEHXET

Amazon Data Firehose TEE ABEZREEENEN 2B SR TE R, BEVENENEFRXK
NERSREREENR. BXEZELR , F5H BEZE TR T,

A Splunk Bt & B B9ibiR E
A5 B 4E R Splunk BT B B9 b AL TR,
(® Note

Firehose BIELE T LB A HKIDEES RN AEF AT HIE M Splunk EFEMEBIE.

- RETIFERNE:

Splunk cluster endpoint

i

HWEKS , 55 Splunk R MEE Amazon Data Firehose BURFEIE &% % Splunk

o

a

7 Splunk BLE& B #Y3iRE 43


http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose

Amazon Data Firehose FEANGIER

Splunk endpoint type

ERZHIERT , Hik#E Raw endpoint., #E#FEvent endpointREFEAREHLEF
BIE K= Amazon Lambda EIREH &SI RMALEHEE. EXECANKIRNEES , B2H
Splunk X4+ HYELE Amazon Data Firehose LA ¥k #E & 3% F| Splunk F &,

S HRIE

BRI LUEREERASMRIETHE | B UK ZEZ4 Amazon Secrets Manager LA [d]
Splunk,

- BRRIETHE
Ei% B W M Amazon Data Firehose EWHIERN Splunk ik , FZH Splunk XEHRHER

T Amazon Data Firehose B Splunk #i#H ZEMAEBIR, RFEN1Z Firehose FRiRE
i AT Splunk SREREI S H8 , HELARINZ S,

. B4

MAHIEEFE —NE Amazon Secrets Manager & Splunk &4 RIETENEH. MRE TR
RPREIEHZHL |, NIBEE Amazon Secrets Managerf gl —1, AXEZER , HS
¥ Amazon Secrets Manager £ Amazon Data Firehose it 1T & 3%,

HEC acknowledgement timeout

$&E Amazon Data Firehose %4k B Splunk & SIHIAR BT, R Splunk EB AT 2 B
REIEHIA , Amazon Data Firehose £ X M ER M A BIBEE M AN, A5 , Amazon Data
Firehose 2 F iR S HIER 19 E Amazon S3 FiE1E , EAEURFEREN EXFLEMEE,

Retry duration
87 Amazon Data Firehose Eix[a Splunk &IEZIERY AT+

RIEBIER , Amazon Data Firehose %% 4% Splunk B9, IR HIN4E %Ziikﬁﬁﬁlkiﬂﬂ'fﬁﬂ
BRAUEIHEIA , Amazon Data Firehose /83 Eid F4&nT AT EE. THAMER , BEFER
BFaErtREH, EidFEntE2HE , Amazon Data Firehose f#iX W%lﬂﬁﬁi&ﬁ%ﬁi?&ﬂi
HEFBIER 42 Amazon S3 EER,

)X Amazon Data Firehose [ Splunk KIE¥HE ( TIERVIXZHRERER ) Bt , HLXEME
SEIAERTTHEES | HEFF Splunk BIHIA,

A Splunk ELE B #ti% & 44


http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview

Amazon Data Firehose FEANGIER

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIAE R IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2 EERXITHBIREEEERRTE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.
ZhiRR

Amazon Data Firehose TE/E ABEEZRIEEN BN 2 2#HTEH, B EINEF
X K/NERSIRERE TR

7 Splunk Observability Cloud B¢ B Kyt i% &

RN T A Splunk Observability Cloud 43 BArHIET, BXEZER , BSH htips://
docs.splunk.com/observability/en/gdi/get-data-in/connect/aws/aws-apiconfig.html#--ap connect-to-
aws-using io the-splunk-observability-cloud

- RHUTIFERMNE:
=HEREUHS URL
& A LATE Splunk Observability & & W Bl E 34> A LA>" KN BIERER KL , KE
Splunk Observability Cloud #9354 i #E#EL URL,
HHRIUE
BAIEREERAGRSHE , LA SUAPR R Amazon Secrets Manager BAi4[E] Splunk
Observability Cloud,
- HETHE
M Splunk Observability #ZHlEHWIRE FTHIHFRITES , EFES INGEST RLCEER
Splunk Observability 758 53 k&,
MHEE —E Amazon Secrets Manager & Splunk M EM R E FHEN R, WRE

THHRBDAREIENZRE , NIBETE Amazon Secrets Managerh gl —4, BXEZE
B , &2 Amazon Secrets Manager 7 Amazon Data Firehose 31T & #3311 o

3 Splunk Observability Cloud & B #Y3ti% B 45


https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api

Amazon Data Firehose FEANGIER

SES IS

Amazon Data Firehose A BRERERBERVIENX , AEEBRERLELB BN, %#F
GZIP REZEHR , LS A/ZABERNNBRE,

Retry duration
}§E Amazon Data Firehose Ei# I HIEAIERIFMIE HTTP in R AVRT K,

KEBHES , Amazon Data Firehose £&%F HTTP im R AIA, MR EIERBAREBHIAE
FTEAFR UL E#TA , Amazon Data Firehose 4 /B8 2 Eid F4atE 1T 2kE. ©RNTHER , BEF
EidFErEFH, EXFLEEEEE , Amazon Data Firehose 53X fiEmn 41 0 B 3E 4% i 5k
W, HEFBIERZ D2 Amazon S3 FiER.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S BIA,

ENEEF iR iF4EntE 233 , Amazon Data Firehose IS 1IN , BERIUWREIHIASIE R ¥ IABR
HiBR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRITE., REF
REfE , SNBRERHEEZZE , BEIWEBIASBEEE LR S 2,

MR FFH L Amazon Data Firehose i K% , FIFUHEIRE R 0.
S (W)

Amazon Data Firehose E&X HTTP A HE X LR EN . X LS H T LIE B 210 5 A
¢8 40 B #x,

ZHRT

Amazon Data Firehose e & ABEEZREEEN BN 2RISR TEH, BIFUBENEINE
X AR/DNE RS REE TR

79 Sumo Logic Bt & B #Y it 1% B

AIT AT A Sumo Logic fEN BFrEVIET, BXEZER |, 1S hitps://www.sumologic.com.

RETIFERWE :

9 Sumo Logic Bt & B By it 1% B 46


https://www.sumologic.com

Amazon Data Firehose FEANGIER

HTTP i< URL

BUTHRRIEE HTTP im S8 URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. URL #4%i@ HTTPS URL,

AE D
Amazon Data Firehose R A RREBRERZIBFERNWENX , RAEBNBERLET BN, &R
GZIP 2A , B R/ZERBERNAERESB,

Retry duration

8% Amazon Data Firehose Eix# [ Sumo Logic &% BIEH R,

FEBIEE , Amazon Data Firehose %% 1 HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3 EiX T4t [E it 8. ©RTHER , BEF
Eidenrtm . EitiFatASIEE , Amazon Data Firehose J§ix 5% 81 1 $E & 5 ok
W, HHBIER D E Amazon S3 M.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITEESHER HTTP ik 2B BiA,

EMEE X548 232 , Amazon Data Firehose 4 E&5HIA , ERIWEHEIASIE B IA BT
HAPR, WERFEIAEEES , Amazon Data Firehose 2 EEIR T RSB EEFIRATE., NMEEE
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,

WRAFFHE Amazon Data Firehose Eid KX HIE |, HFLEIRERN 0.
S8 (A )

Amazon Data Firehose E&)X HTTP AR #IEXLREX, XLES T LAEBIEIR B
48 40 B xR,

ZHRT

Amazon Data Firehose TE & ABEEZRIIEEN BN 2 2#H1TE W, Elastic BFrHVE
WEARX K PRERBRSREE TR,

A Elastic Bt & B Ay E

AT NE T A Elastic 57 B FREVEIN,

7 Elastic Bt & B M #hiR & 47
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RETIFERNE :
Elastic %% < URL
BLUAT#NIEE HTTP I8 URL : https://<cluster-
id>.es.<region>.aws.elastic-cloud.com, URL #4412 HTTPS URL,
SHRIiE
BRI LR FEER A API 24 |, LAl AP B4 Amazon Secrets Manager SA1/ 8]

Elastic,

- APl %48

EX R Elastic LAZREXM Firehose M HRFZBMBIEBFTFER APl 247,
MH Amazon Secrets Manager %32 — N8 & Elastic API A #F4H, WRE TR HIERH

KEDIEHZL , WETE Amazon Secrets Managerh gl —1, BXEZEE |, H5H
Amazon Secrets Manager £ Amazon Data Firehose it 1T & 3%,

NESE IS

Amazon Data Firehose R AR REBRERZIBFERNWEN , RAEBNBERLEZT BN, &R
GZIP ( BiAik#R ) RER , UBER/ZABERNABTRE,

Retry duration
$8§E Amazon Data Firehose E i3 6 Elastic &3 HIER BT,

FEBIEE , Amazon Data Firehose %% 1% HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3 EiX F 4t [E it 588, ERTHER , BEF
Eidenrtm . EitiFatASIEE , Amazon Data Firehose J§iX 55 41 7 $E 4% 5 ok
W, HHBIER D E Amazon S3 M.

)X Amazon Data Firehose 8 HTTP s R KIEEE ( MIBERHER ) it , BEEHZIH
B ITEESHER HTTP ik S BIA,

ENEE X548 232 , Amazon Data Firehose P4 S5HIA , ERIWEIHEIASIE S HEIA BT
HAPR, WERFEIAEEES , Amazon Data Firehose 2 EEIR TR R EEFReTE.,. NMEEE
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,

A Elastic BL& B #y#iRE 48



Amazon Data Firehose FEARIERE

WMRFTFHE Amazon Data Firehose Eid £ A HiE |, HFLEIRERN 0.

S (A )
Amazon Data Firehose E&8X HTTP A ET X LEEX, XLSIAT LA B IR BIF
A 40 B #Ro

ZEHER
Amazon Data Firehose TE & ABIEEZREEEN BN 2 2#1TEH, Elastic BFrHVEE
-LXrE/;Fl:j(/J\jg 1M|Bo

LERDIRE

Amazon Data Firehose £/ Amazon S3 2 FIEHEINZHAMOEE , HEHGHEA W T &L
BB,

/A Important

« HEY Firehose 7R R Direct PUT = Kinesis Data Streams B} , F X F& PiRE,
s EEAHYRNEATNAREFENM , FEHT Amazon S3 &1 B #ih,

MREMELAT®EEFEZ— , WA LA Firehose MRIEE S3 FHHIRE

- WMREF Amazon S3 RIE N Firehose JRHY B Bt , HiEFIEE Lamb Amazon da BEIECKRERIREIE
8%, RELEBREIREN Firehose RV BIEICFZER,

o« WREFF Amazon Redshift iXEH Firehose FifY B Btth , Hi%FIEE —/ Lambda EERFIREIE
Amazon it %o

o MRRFUTEMIRSZE R Firehose BEIER B K : T Si# OpenSearch AR
% . Datadog. Dynatrace, HTTP Endpoint, LogicMonitor MongoDB Cloud, New Relic, Splunk
X Sumo Logic, Snowflake, Apache Iceberg Tables,

LA & Firehose i &R DR E

« Amazon S3 FHRIZRZ M : MREBEFEH BFR2E S3 & Amazon Redshift , Mt 1R B RERE
BRARBEZEOE2NEZA, URFEMAEMIIFNIRS ( S3 3 Amazon Redshift Bt ) RE N
BRFENBE R, N ERR REREZ O ATERHIEERNR G XM EIEE,

BEE&MDRE 49



Amazon Data Firehose TR AR ISR
- S3 ZFP1FEM : Z1EM A Amazon Data Firehose &0 8iEH S3 M1,

- S3 ZFMFEMAILR : X2 Amazon Data Firehose % 170 8z #9 51 4%

- S3EMEFMBERBEINR  AMBEAMNBERLHEL S3 FHBHEREMEIRP,

- ZHNEPERR, EHEMIME : Amazon Data Firehose {5 Amazon S3 & FTEBIEHNE M5 %
MHERE A FELRTEERNBE W, Amazon Data Firehose £/ & A B IE£ M ( B9 )
2| Amazon S3 Z BIX E#1TEF, BAILUEE 1—128 BHEHX K/ MiBs M 60—900 ¥ Y& (A
fB. EFHEMNFRH AT Amazon S3 HITHIEELMNEE, IRESABEER  EFAXERRE
$E M Amazon Data Firehose $2U # #5232 1Y B (B B 3 3E % 5 2 Amazon S3 BIRTE], MR EIE/L
FEMiNIREE T THIEE AR Firehose RHIEE , Amazon Data Firehose 21358 & X K
NEABR FIRE ., WIRER B THERME KIEEME M2 B 5.

« S3E4R : % GZIP, Snappy. Zip = Hadoop 3#Z&H Snappy BIEESR , REFERK
. Snappy. Zip Ml Hadoop F&RZEH Snappy E4E , F&A T LA Amazon Redshift ¥E73 B #9119
Firehose o

- S3XHTRERN (AL ) : AERHE Amazon S3 B FREBHINRIEEXHT BEHER. MR
BRLLIIEE , MIEEN M REFBESBIER AR S3 A6 ( HlW parquet T .gz ) KiAN
MBI BE. ERURSHERNERY S3 ERESHEAN , FRAGEE T EBMMN X4
FRE, XMV EBELTUUAR () Tk, ARTUIEANNFR : 0-9a-z-_*(). XHTRET
REHEE 128 NFRF.

« Firehose 3% Amazon Key Management Service (SSE-KMS) B Amazon S3 fRE 85K 1% |
RATFMELS# S3 ARFWEHIE. SRILUEREA B S3 FREBTIEENRIAMBERE | bl
EREREHEN Amazon KMS Z4R5IRP N BABITNEG ., WREFERAZHAMBELYEE , WA
£ BRIA Amazon £ Amazon KMS Z4A (aws/s3) REFREZH. EXELZELE , BSHAEH
Amazon KMS HEZ AR BFim 1% (SSE-KMS) f&RIF #IE.

BLEZFRT

Amazon Data Firehose & AMRBFER AR —EXRD (ZBHKD ) |, FEA—EE ( LFEtEE
) EENEZHIEEN BN, MRELER Amazon S3 EH X NBENXHHESEIELENA
EFNMERE , HEEZAE Firehose WEARIERACE BrRE , WEEFEAZHPRET.

& AT B2 AV Firehose RATEL B &P R/MME P Xt REIEIRE , SLEEHIMA Firehose RAEH K
NRE RS EIAIRE. ZAARNUAMNEMNE , ZF MBs AR NENNE, BR , MREHNHAF
Z—HEEE , BELANE—MRAE. BENE -PNEPFRAMA Firehose RHEfE. MRRE
EZPE , WERRIANME.

BEEZHRT 50


https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html

Amazon Data Firehose FEANGIER

& LLET Amazon Web Services Management Console, Amazon Command Line Interfaces§
BLi& Firehose EM#R 1. Amazon SDKsX TIAER , B AFERAEGE S PHEBEDTSER API
EFRESART , FHEFESEAMINE, UpdateDestinationXt FHEE , Bl LAFERES
A CreateDeliveryStreamAP| R EF R TEE N CIBEHERN -0, BEREEZEHPX K/, F
£ CreateDeliveryStream= UpdateDestinationAPI B B #r45EDestinationConfiguration®
¥IntervalInSecondsHi&&ESizeInMBsHl,

® Note

« ERXRREATSFEDXRF , MaIdSs KEFXERUEATRIEBERH,

s AT HBBRIEBRWETEHARS , B LAERAZE et E B FERR. =055 HastE [ fEid
BENEZWE | Firehose T2ZHPHE , MERE/LIVHANERERE. EEEPREIEXIRE
WEZE , FEREHNEDE , THREXEBENHHA Firehose BIWWE AR TR,

- BENINEEMCERATRARR BNt | FEAT Amazon S3 %15 B #9ith,
- EENRPETERATFIDD X,

- HENEAXEEREEN /DT 60 WAIREERANIEERR |, Firehose £ S3 BB fE
AoBLfE, BT S3 BN BRLEE , IREEFENETXeFEIEIRDNTF 60H , I&F
F S3 PUT API sl{A~&EFTi8 N,

BARENBBEZFRNEENMRINE , FSRATX

B#R ZHRN (LAMB AR, FSHHARMIAE ) ZpetiEEE (2L
MWREM , FESHF
AEINE )

Amazon S3 1-128 (5) 0-900 (300)

Apache Iceberg &  1-128 (5) 0-900 (300)

Amazon Redshift 1-128 (5) 0-900 (300)

OpenSearch Ak 1-100 (5) 0-900 (300)

Ses

OpenSearch 1-100 (5) 0-900 (300)

REZTRT =


https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
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FRARER

B #R

Splunk
Datadog
Coralogix
Dynatrace
R
Honeycomb
HTTP %=
LogicMonitor
Logzio
mongoDB
newRelic

sumol.ogic

Splunk Observabi

lity Cloud

Snowflake

HESHRERE
T—FEE Firehose i S RREMIEFAE

« AR5 ERUmINE

ZHRN (AMBRAEN , FESHARMINE )

1-5 (5)
1-4 (4)
1-64 (6)
1-64 (5)
1

1-64 (15)
1-64 (5)
1-64 (5)
1-64 (5)
1-16 (5)
1-64 (5)
1-64 (1)

1-64 (1)

1-128 (1)

Amazon Data Firehose X Amazon &£ f %40 E 2 R Amazon (KMS) Y
Amazon S3 [RFERmME , AT MBRLS#H S3 ARFNHE. BXEZER , BSHEMEA KMS
Amazon EEZHNRFEFIHMNE (SSE-KMS) RF HIE-

/%\ o

gZastal |l fE (A
PREN, FEEF

NERIAE )
0-60 (60)

0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)

0-900 (60)

0-900 (0)
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
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« fBix BEXi2% : Amazon Data Firehose fFig XA BME RV IR. A, BABUERRE ,
T A LB Lambda B A HF FHFEEAEEIRZEE AL, CloudWatch BXESEE , BSHAER

CloudWatch H &Y% Amazon Data Firehose,

/A Important

BARRTLER |, 1B58ZIZEINIERIZE Firehose 732+ /3 A Kinesis Data Firehose 4&ix B &
1BFK, XMEEARREICRLEBEREZEMAMNBERT , BALHEERFAESE.

- tXPR : Amazon Data Firehose £ IAM & 3RKIRE Firehose FRATERNATENIR. BAJLUEFE 6
B2 EAERRBRHHFAE® , A Lli%#E N Amazon Data Firehose RIEZMWIMEA®, ZACHATH
Firehose BF X & MRS HRIRE , BIFEEH S3 Z#E#E. Amazon KMS %48 (MR B A 7THE
iz ) M Lambda E¥ ( MRBERATHERR ) . BEHAETHETLSUANAEE, BXEZEFER,
BSEMATAR IAM?,

® Note

IAM &6 (81 5M6F ) RIFEELIE Firehose RATERNE B SIE, MREEF Firehose
IR B M T ER , MATAFHERH IAM AR,

o FRZ-EBALURIIPRERE LR Amazon BiR. IRERAAS RN &35 @ A PR,

WMRIEIE CreateDeliveryStream BAEFHIT TR , W Amazon Data Firehose &%t
firehose:TagDeliveryStream #BEHRITHFANERN , UKRIEAFREEZUEFZHN
R, tIREFRMLRIR , MEIEHFHE IAM BIRFIFZRF Firehose MWIERFEMK , FER
AccessDeniedException , M1 TN Fi7R,

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1:x:deliverystream/
x with an explicit deny in an identity-based policy.

UTRBERT AP 02 Firehose FiA N AL ER,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

BESRRE 53


https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
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"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
.
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}

ERZBONERRER , EEENER , RF%EEZEAE Firehose 7o

¥THY Firehose REEECIBRS TEE—LEfRIFTREMFEH. HEH Firehose LT EINREE , BT
BANEF= & o B L X BIE,

BEESRRE 54
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5 A 7R B EN i Firehose it

& T LAE A Amazon Web Services Management Console SRIZEUERI R ETEIE, ZiEH A EEH
FEEBFPEITHA , DUFRAIERB AR Firehose FiH . XaElE&EMiH Firehose RWELE , MTTE
A RO BE

THRENHEN - RO

{"TICKER_SYMBOL":"QXZ", "SECTOR":"HEALTHCARE" , "CHANGE" :-0.05, "PRICE":84.51}

BHEE |, HIEMW Firehose R MBIER , 27 £¥5F Amazon Data Firehose 2 , {BIE 4 K I IERT
TEFEEMBER,. EELEFAEXERA | S LFER RS A F L RABEER.

TR

EEFF Rz al |, ExBIEZE Firehose o BXEZER , B55H #iE : \2H A BIE Firehose o

£ Amazon S3 #H 1Tz

BATUA TS B, , & Amazon Simple Storage Service ( Amazon S3 ) #E3 B Byt Uiz Firehose o
E A Amazon S3 li# Firehose 7

1. $TFF Firehose ##l& , Wit H, https://console.aws.amazon.com/firehose/

2. EBSEERM Firehose M. EFHARIELKIEZH , Firehose AL FIENIRS.
3. EFERAERBEHTNET , EEFEIF IR KR EREIER AT 4 5 ROl RRBHE,
4

RERSLNHARIIEIRE EENHEERME S3 F#E, IR, REFHEBNETEE , 78
FE/L7MEtE , INRIEE R ELENFHEED.

5. ENHTKE , BREFIELXERBENAEEF~EERTER,

£ Amazon Redshift 3170z

WITUT R | & Amazon Redshift YE B B9 #h LA Firehose o

TR 55


https://console.amazonaws.cn/firehose/
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ZE{# A Amazon Redshift J|i® Firehose

1. Firehose iE>R Amazon Redshift £EBHFEE—1 kK., BT SQL #0OiE#EEE Amazon Redshift |
HZTUTBAUAE - NMEZREBEH R,

create table firehose_test_table

(
TICKER_SYMBOL varchar(4),

SECTOR varchar(16),
CHANGE float,
PRICE float

);
$TFF Firehose ##l& , Mt A, https://console.aws.amazon.com/firehose/
EFSEERHY Firehose o EFFIRAIEBIEZ A |, Firehose TATLL FIENIRES.
4%1%8 Firehose Ay B AV ¥ AE S ISR EIEM firehose_test_table X.
EEARERRBE#HTNET |, BRI R REERBAER £ R IRERBIHE,

RERFLVHARIERS EEFREAAMIENR, FI8 , BEEFEE , TeFE/LD e
B , 7T REREENRF,

EMRTRSG , EREFLERFERBEN T ELE~EEATA,
8. Y% Firehose M B M IFMERLIER R —1MN &K,
( /i ) MIBR firehose_test_table %,

o o kw0 N

~

©

£ OpenSearch BR%3# 1701

FERUTEZ BRI S# OpenSearch BRE 7 B KN IX B Firehose E#%,
F A RSN Firehose iE1#& OpenSearch

1. 4TFF Firehose ##|& , Mk}, https://console.aws.amazon.com/firehose/

2. EFRSHERM Firehose M. EFHRRIELIEZA , Firehose AL FIENIRAS.
3. EFERERBEHTNERT , EFEIF IR AR EREIER AT 4 5 Bl RARBHE.
4

RERRELNHBARIIBIERRCAEREEEN OpenSearch R H., EXEZELR , H5H (I
5# OpenSearch [RFFF X EIERM) FHITE OpenSearch RS 1E R X,

5. ENHTKE , BREFIELOXERBENAMEIE~EERTEA,

£ OpenSearch BRSH Ti% 56


https://docs.amazonaws.cn/redshift/latest/mgmt/connecting-to-cluster.html
https://console.amazonaws.cn/firehose/
https://console.amazonaws.cn/firehose/
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-gsg-search.html
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{#F Splunk 317

BATUAT 8 |, LUMESF Splunk /B8 B 891k AN Firehose o

E# A Splunk iz Firehose 7

1. 3T Firehose ##|& , Mk, https://console.aws.amazon.com/firehose/

2. EFETEERRY Firehose M. EFFRARIETIEZAI , Firehose AT4LL FIENIRAS.
3. EERERBEHTURT , EFFF AR KEREHIER AT 4 5 R PR R HAE,
4. REIRBEEFHBIEELBEE Splunk 5|, Splunk # R FI#E Zi7H

sourcetype="aws:firehose:json" fl index="name-of-your-splunk-index", B>

W1AFE Splunk FEREBHMEZEER , 1S H Splunk PRI ZF M.

MENHEERHIEER Splunk R5|H , FREMEK AmazonS3 FEETPREBAMEH,
FESRABEREEE Splunk.

5. ESERMIEA , i Stop sending demo data LM IEF=4E AR A,

5 F Apache lceberg it 17t
HWITULT SR |, ¥ Apache Iceberg RAEHN B #9it LAMIi Firehose i
E{F A Apache Iceberg &M i# Firehose i

1. 3T7FF Firehose ##|& , Mt 7, https://console.aws.amazon.com/firehose/

2. IERIFJEERKY Firehose fi. EFFHRAIEBIEZHI , Firehose TRAT4L FIEIRES,
3. EFERERKREHITIET , EEFHAEETRKIEE LR RIRERBEHIE,
4

ERRELWRARIERE EENEIEEE IR Apache Iceberg &k, HEE , RIEEEENE
HEE  WREESE/LoNE  FINRFEERELNEEBED,

5 MEMHABIEREIELER Apache Iceberg RH , NEFERELRH AmazonS3 FHEBFREE XK
=4,

6. TESEAMIEAT |, iHi%$#F Stop sending demo data LAE L= A ERHTEA.

& A Splunk 3173zt =


https://console.amazonaws.cn/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.amazonaws.cn/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
https://console.amazonaws.cn/firehose/
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b Firehose & IETIE

ARFT A B a5 A A [ 49 BRI RIS R &R B IR Y Firehose o MR BT T ## Amazon Data
Firehose , &1 S B B 2T 1+ 4 2 Amazon Data Firehose ? MBS FIARIE,

(® Note
H 16 Amazon BRS REE@{L T B — X E Firehose B REHENEY, NREENT T
CloudWatch B&, CloudWatch EFFZREEE B#RET |, 88 Firehose BB AR/ERIZIN HIM

Amazon loT , 1ﬁ§u1E"é‘E’J Firehose & BEEEMBRS N TE—XiE, 8x8MNKENRS
wWRHNEER |, 2% Amazon Data Flrehose Ui R o

& 7] DU BHE ML T B3 SR & 3% 2| Firehose o
£

 ECi& Kinesis RIBAKIEEIE

« fEF Amazon SDK & iAEE

- [d Firehose &% CloudWatch H&

- [A Fire CloudWatch hose KEEH

- ELE Amazon loT @ Firehose KX E#E

Bl & Kinesis {CEE LA KX IE

Amazon Kinesis fRIERIMI K Java MU ARERF , TRESESXRE , UERNAWEREHNELR
A% Firehose, MWREBIFEEIE—ANXH , HEHBTERIEFIEMN Firehose . RIEEREMATLE

Iﬁ:%?ﬁé\ RELBREHEIAMNER, EMBETRNANTE, RENEEENSGEEZRENEE. ©

BERT UMK CloudWatchiEFr A E it M5 I RIS R H N EHTHIEHRR, ETHRESER

1814 8] awslabs/ amazon-kinesis-agent,

MANBRT , RETHRITF ('\n') DM EBNXHFHIEFRK, BR , BAURREREN M ZITIER
(FZH BEERERERE ).

R R T Linux WARSSERIME ( 0 Web BRS 87, BERSBH/NBIEERS R ) L2RUAE, &
ZERER , BIIEEEREN XA RMBIEN Firehose RREENRE, EREFREZE , RENE
25 X L8 344 R R SR B4 H BATT SE Y 75 O R R 3% F Firehose o

BLE Kinesis I AR IZEIR 58


https://docs.amazonaws.cn/general/latest/gr/fh.html#fh_region
https://github.com/awslabs/amazon-kinesis-agent
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FRF M

HEITIREER Kinesis A28 , FWREBEUT TREM

- BHRERGSIZ Amazon Linux 3 Red Hat Enterprise Linux 7 28 SRR,
- K 2.0.0 AESHRAER JRE 1.8 HESRAFE1T. KE 1.1.x A JRE 1.7 HESERAIEZEIT,
- MREFEM Amazon EC2 E1TRE , BB IEH EC2 £,

- BIBEEH IAM A Amazon iE B 2401 EF 1T Amazon Data Firehose PutRecordBatchi fE#Y X
IR, REFENBIEAEREM Firehose . MREHNREF A CloudWatch 532 , NEEEHIT
% CloudWatch PutMetricDatai2fERIN R, BEXREZEE , BSHEE A Amazon Data Firehose 2
H 15 7] AR 5 42 Kinesis AVEBIZ1TIROR. M Amazon B9 &4 M5 R H] CloudWatch,

&I Amazon Eif
FERUTAE2 —EBEH Amazon iE$ :

- SIEEENEITIREER. BXFMAEER , ESMthe section called “B12 B E WEIFRMEERF",
- £33 EC2 RHintfsE IAM B,

- ERENRENIEE Amazon £E (ZA T HBEERawsSecretAccessKeyH
fawsAccessKeyIdHfZ Hthe section called “IEEREREIRE" ) o

« Y48 /etc/sysconfig/aws-kinesis-agentAEEEH Amazon X H Amazon 178 Z4A,
o WMREH EC2 P FEAM Amazon Ik A | HEIE— IAM A EIRMIY Amazon
Data Firehose BRFHHRINR. EEERENIEEZAE (SN Assume Learn

|dassumeRoleExternal ) » FEABIEINAZZ —REEZ — NEKFPENEFTLACHNAFREN
Amazon iE$,

SIEBEENERIEREERF

FAEEENEILIRERER , AEUATEERED N Kinesis REBRAH

FELZH jar B : userDefinedCredentialsProvider.classname #
userDefinedCredentialsProvider.location. BXEXFNEBREMNHA , HSHthe
section called “IEENREERERE",

ECEBENEILRMEERF , BEN—1XIM Amazon CredentialsProvider #EOME T4
T 7Ro

TR 59


https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {
}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");

}

public void refresh() {
}

BHRBIE — N TS B ER K,

Amazon E A AR 5 R REVE# AV RIE. MRFLEFIERM &F’EAEAE?T:HHH RRHEEEY
, BELAZPEEATRIMEIENNREG, HE  NREFZREABS (FTER ) RIINFEILRM
Ef? , AT BURF L 5 R AR EE Sy 22

THARENRE

B, EEINENIH, BXESZER , HSH Amazon EC2 AP B Connect ZEAISEH], 0
BamEEMATE A | 55 Amazon EC2 B IS B SEHiE S EMAE,

TR, BEAUT AR —ZRAE,

« EM Amazon Linux FEEIZERE
A EMGEATF Amazon Linux £46], AL THS

sudo yum install -y aws-kinesis-agent

Agentv 2.0.0 ESRAZEIELEAE Amazon Linux 2 () AL2 BEREHITEN L, WREBRAZEE
Z4 Java 1.8 RESRAR. WRMAZEFNEN Java A , REZEEFFLTR, EXxLE#H

Linux 2 WEZEE |, S Hhttps://aws.amazon.com/amazon-linux-2/o

« M Amazon S3 F#ERENRE

TRARERE 60


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://www.amazonaws.cn/amazon-linux-2/
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WHENLTF RN E#ELZRNRE , BkiERA T Red Hat Enterprise Linux 2L & Amazon Linux 2
KBl, ERAATHS TERALESIMAEANKE 2.x.x :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

ERRBERAHRE , FEDTHEERES, flH, AT HEEAE 2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

MREFERANR Java1.7 , BFREHE , N ATEHE Java 1.7 REHVKE 1.xx, Hlan , ETHR
B116, AIERAUTHS :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

BAERANA TS THEHRE

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.xrpm

+ M GitHub repo FiZERE

1. BHE , ARECLEREN Java A , E4AFURTRIEBIRA,
2. M awslabs amazon-kinesis-agent GitHub /17 E T &KX E,
3. SMEITHEFRHSITUTHETRZENRE .

sudo ./setup --install

« 1£ Docker R iR ETE

TRARERE 61



https://github.com/awslabs/amazon-kinesis-agent
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Kinesis KRB A LUEREHZEIT , LA LUEE amazonlinux B8 & 11T, EHALT Dockerfile , &G
1Z1T docker build.

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]

BiEHEHNE
WE B RE
1. FRERESH (DREARAABERR , NBRAS 0 HHRRIT ) : /etc/aws-

kinesis/agent.json

EHEEXHD  EERBMNPIREBENXH ( "filePattern" ) AR KREBFHIELET W
Firehose I E#: ( "deliveryStream" ), XHEBER—fER , H A REREB IR 5 XHRIR,
BYALRIRFERAXGFSLBIHT XHRRBTEEY —IR. A2 A B & ki E ZIRER
HIE A Firehose AKX, MRS AIEFT M4 RERFEAXHFNRBEBL—R , REFEE
EBX 25X L4,

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

ZRIA Amazon KigiHus-east-1, MRFEANREMXIE , #HfF firehose.endpoint RER
MEEENH , ANKEEELRTR. BXESZER , oA EERERERE,

2. FHEHIAE:

sudo service aws-kinesis-agent start

BEFRHNRE 62


https://docs.amazonaws.cn/AmazonECR/latest/userguide/amazon_linux_container_image.html
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3. (k) HREEENERSSHEE

sudo chkconfig aws-kinesis-agent on

NE , RBENRERSZSERRZT. ELBFEBEREEN XY , ABERERIEEN Firehose
T RIEEZICRE /var/log/aws-kinesis-agent/aws-kinesis-agent.log H,

BEEAERERE

REXERMNDENEEIRE , Bl filePattern M deliveryStream , AR A A F HAThAERY AT %
BEIRE, BULTE /etc/aws-kinesis/agent.json FIEESLEREREMTEREIRE.

RELENEBENH K MSAERANATHSEFLERHNRE

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

gE , BHUALERANTSS

sudo service aws-kinesis-agent restart

—fRHIRER BN T,

BERE iR

assumeRoleARN AP NABNAGH Amazon BREAM (ARN), BXEZEER |, H5H
IAM AFEEEFHER IAM AEZEIRE Amazon K- 177 B X BR.

assumeRol WEE TUAEEZAEN TERRRF. BXESZER , BZ5H (IAM AF

eExternalld B PR {AEASAEB ID,

awsAccessKeyId Amazon BERIAZIEMNTHEZ4A ID. WRERETAEHMEIERMERE
Fo

awsSecret Amazon BERINZIENZH. WREXETREHMZIIRMEER,

AccessKey

cloudwatc CloudWatch IR EBi&E , N AFKREREKIEIERR (true).

h.emitMetrics

EERERERE 63


https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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FRARE

M

EEIRIE

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

REERENT,

BREIRE

aggregate
dRecordSi
zeBytes

dataProce
ssingOptions

B

RN : True

My X158 3% 17 | CloudWatch,

ZRIAE : monitoring.us-east-1.amazonaws.com
Amazon Data Firehose B X igii% =

ERIAE : firehose.us-east-1.amazonaws.com
Amazon £ FHERSHXBL T Ko

ERIA{E : https://sts.amazonaws.com

MRENBENEIIRHER  BEFEAMRERHETS2REXG. TE
EEXBRXRBREE .class,

MRENBEXFZIERERERF , BEARREEETS BENLEIRME
FH jar WL R, REBETEUTNEERK jar X : /usr/share/

aws-kinesis-agent/lib/

iR

EFREBERA|ILE , ARE —NMREDRIXELIZREMA Firehose 7 , 518
EHRE, FUIREANMEN KD , BHFEERGIERKERZANGE , K
IBRHE FK A Firehose 7o

HIME : 0 (TRE)

EFF M D FTIE R &% Z Firehose 72 B B Tix L2 i0 F A AL I 14 I
HFIR, XELABEETIZEENIRFHNIT. BXEZER , 55 FHK
X Bt T AL

EERERERE

64



Amazon Data Firehose

FRARER

FlEiRE
deliveryStream

filePattern

initialPosition

maxBuffer
AgeMillis

maxBuffer
SizeBytes

maxBuffer
SizeRecords

s

iR

St

[#%ZE] Firehose & #ro

[MHE] EERREBYRZEN X Glob, SERTENEAXHHEE
EAREIEHRHAHITEE, N TEREEEXNAEXH |, M aws-
kinesis-agent-user ®BFEEMNR, N TFTISXEXHHNER, &
B aws-kinesis-agent-user ®EFIEEFIHITNR,

/A Important

RIEBFERSHEACENEAH. N THRRAEFTSERS
AWIEE , BAAEREN,

FFORBEMT SR B, BMMER START_OF_FILE # END_OF_FI
LE

ZRIAE : END_OF_FILE

REIEFBIE X # 2 Firehose T2 ISP BIBRN KK A ( UZBRIT)
{E3E R : 1,000-900,000 (1 BF] 15 244 )

BRIAE : 60,000 (1 24H)

REEFHIERIEE Firehose R BTEZAFRIBIRNFE AR ( AFIT
) o

B2 : 1-4,194,304 (4MB )

ZRIA{E : 4194304 (4 MB)

RIEBENBIE XA E Firehose Fi 2 Bl B HHFEH &R AKICRE
EEE : 1-500

RRINE : 500

EERERERE
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BERE iR
minTimeBe REXANSMZUREXFR RS EFRENREIER (LAZR1) .
tweenFile -
PollsMillis Bl 1 REAE

ARINE : 100
multilLine RATHRRIEEFHRNER, ERASEACRNTUAREEA T TENE
StartPattern AUTTAR. BRENENRERX. RNERT , BEXHHHZ—1

TR N —RiEFo
skipHeaderLines — REMNRWEIRAIT KB 5 HHITE

EEE : 0 REKAE

RIAME:0(F)

truncated FEiEFEAK/NEBE Amazon Data Firehose i & A/NR&IRT |, {KIE A RE M
RecordTer EFIZ KN FRE, (1000 KB)
minator

ZRIAE : '\n' (BRTH)

BLE 2B MR

BIEESNMNREERERE  SUNREREUERSNMN G ERHFIRERERTZNMNR. EATE
BRI, REBHEERANXHEF , FEBES 7 KX F Kinesis i&ﬁumﬂl Firehose . A LAN
Kinesis Data Streams #1 Amazon Data Firehose I8 E TR RS , XHEEH IR Firehose FiF

FEENTE—XFH,

"cloudwatch.emitMetrics": true,
"kinesis.endpoint": "https://your/kinesis/endpoint",
"firehose.endpoint": "https://your/firehose/endpoint",

"flows": [
{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"
1,
{

& AN B F MR 66
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"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"

B X7 Amazon Kinesis Data Streams FEARENEZFHAEER |, HSHFH Kinesis REE A
Amazon Kinesis Data Streams.

e XS B Rt 1T T AL 2B

REAUMAENZ G R G TER , ARENXLIERAIEE Firehose fit. B
dataProcessingOptions Bt B iR BERMEIEH AR AT E ALLIhee. ABURM—NH ML EIE
T, X EETURRE ENIRFRIT.

REXEUTHRSET, BTFRELTRYN , ETNE —SF XN BEABRT, SALM Kinesis
RETHRE,

AL IR T
SINGLELINE

BEBRRTANEENES  HSTIERERNBTIER.

{
"optionName": "SINGLELINE"
}
CSVTOJSON

FEFEM D AT 2 BRI B F#R N JSON o

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"
}
customFieldNames

[ 7] EE JSON REX FRFERINFEREW. flw , MREEE ["f1, "f2"], Wid
i“V1, V2”4g}$§ﬁﬂ‘] {n.f_'ln : ||V1|| , ||.f_'2|| : ||V2||}°
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https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
https://github.com/awslabs/amazon-kinesis-agent
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delimiter

EERPAESBENFREHR. MAMERES ().
LOGTOJSON

RN BERN RN JSON X, X B EERI N Apache Common Log, Apache
Combined Log, Apache Error Log 1 RFC3164 Syslog,

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

[4F] BEFBEER. UAT2AENE :

« COMMONAPACHELOG — Apache BA B ER R, BRRINMBERTENBEZB#HRLUATE
RN : “%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}’

« COMBINEDAPACHELOG — Apache A& HEK N, RINBERTEBNAEREHBAINUT
B : “%S{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}’

« APACHEERRORLOG — Apache iR HEE R, RINBER TENAEXEBALUTE
N “[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{messagel}’s

 SYSLOG— RFC31 64 /%é)zb H /u\%_to gk-LA F/RT%A H /u\% E %Bj] J’/{T*i
N : “%{timestamp} %{hostname} %{program}[%{processid}]: %{message}’s

matchPattern

E%}EEE&J H n.»*ﬁ_tﬁﬁgﬁl}\*i_to ZZU% H ll.A% E Eﬁﬁ ﬁ EM%T I)_“J —.I-J’/LEFE 1,4111_?EH¥ H oA
BEHWE, MRIEE matchPattern , EHIIEE customFieldNames,

customFieldNames

EEN JSON BENHAERNBENFZREM. BAFERAIIREE XM matchPattern &
RENENFERENR , IBETMEN BERANBRINAZERE R
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Example : LOGTOJSON Ei &

THER—/1NE#N JSON XK Apache BHA HESREHK LOGTOISON E & RHI :

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
HIRE
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

HHE

{"host":"64.242.88.10","ident" :null, "authuser" :null, "datetime":"07/
Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : @& BEXFERH LOGTOJSON EE

THER LOGTOJISON Bt ERY 5 — R

{

"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

"CUStOITIFieldNaITIeS": [Il.Flll’ II.F2II’ II.F3II’ II.F4II’ II.FSII’ II.F6II’ II.F7II:]
}

EALEERER , E—NREIPEIE— Apache BA BER B HIMTHE#HRH JSON &K :

{"f1":"64.242.88.10","f2":null,"f3":null,"f4":"07/Mar/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}

Example : ## Apache BA B &% B

BT REE R — Apache B H S B ##) JSON XM EITIER !

"flows": [
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{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}

Example : ¥%#Z1Tid%

LT REE D 3%E — 1T [SEQUENCE="FF kI ZITiEF, BMEREEBRN - ETIER. RE ,
ETHERDRBANCKPRIE, RRWERFZEEN customFieldNames 8 , NTFZAK JSON
BAWETIER.

"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multilLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [
{
"optionName": "SINGLELINE"
.
{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", "field3" 1],

"delimiter": "\\t"

Example : EEEKXH LOGTOJSON EE

THR— M JSON XK Apache BA A ESEH LOGTOISON BB RHl , HPEETHRE—
NEFE (bytes) :
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"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

"matchPattern”: "A(C[\\d.I+) (\\S+) (A\\S+) \\LC[D\\w:/TI+\\s[+\\-1\\d{43)\\1 \"(.
+2)\" (\\d{3})",

"customFieldNames": ["host", "ident", "authuser", "datetime", "request",

"response"]

}

L2 T

123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

BWE

{"host":"123.45.67.89","ident" :null, "authuser":null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

ERAEANKECL 5

TRIEMT —HFEA Amazon Kinesis B E N B HIFERBH T

N R = W
ZEEIN B EE
%’J"Eﬂﬁazﬁﬁdj sudo chkconfig aws-kinesis-agent on
K
B AR A
BERBLHRS sudo service aws-kinesis-agent status
FIER . C
sudo service aws-kinesis-agent stop
_L%\ N q
M B BRER A A /var/log/aws-kinesis-agent/aws-kinesis-agent.log
B &4
HEAAE

sudo yum remove aws-kinesis-agent

ERERABRE CL &% -



Amazon Data Firehose FEANGIER

HEZ M Kinesis 1S I2 % 3% B H 1 44 (7] 55

WREST EH Amazon Kinesis KB FHEEIFE L REH R EHEESEMB R R,

e BRTR

HA Kinesis RETFETE Windows  EA T Windows H Kinesis X S5EH T Linux F&H
E=E1T2 Kinesis KE 2 TR,

R A Kinesis REBEE X H/5 XBEEHBT Kinesis WiiRiEKN . &F Kinesis Data

RecordSendErrors 810 ? Streams BY WriteProvisionedThroughputE
xceeded IE#RZL Firehose i ThrottledRecords
Efr. XLEERM 0 FRNEME NIRRT ZENRE
#l, BXEZEE , 21 Kinesis Data Stream limits Fl
Firehose streams.

BERTRE , &F Kinesis RERBHRENRERAE/NX
#, Kinesis AR EH AR BIER |, @t Kinesis 1%
BNREVERXH, ZIRFENBEHEH I AN
#%,

WMfAIEER java.lang.OutOfMem 4 Kinesis A& BB N FRLA B L RIH TR

oryError ®&? NegEE R, =8 /usr/bin/start-aws
-kinesis-agent H®#J JAVA_START_HEAP #
JAVA_MAX_HEAP , HEFBIHKE,

W{AfER I1legalStateExcept Kinesis fREZ B EBANEERL BN TENR. =

ion : connection pool iR7E /etc/aws-kinesis/agent.json R EMRL

shut down % ? B Ei%EPIEI maxConnections Hl maxSendin
gThreads . XEFENRINMERTHETHRELE
B 1215, BXEERERBERENESERS , BN
AgentConfiguration.java.

WA Kinesis IR H =) & ? AJfE /etc/aws-kinesis/log4j.xml =3 A DEBUG
%51 B,

HEEM Kinesis KB & 3%t I 64 8] & 72


https://docs.amazonaws.cn/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.amazonaws.cn/streams/latest/dev/service-sizes-and-limits.html
https://docs.amazonaws.cn/firehose/latest/dev/limits.html
https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java

Amazon Data Firehose FEANGIER

L BRI R
KN ZMAE E Kinesis X3 ? maxBufferSizeBytes #i/, Kinesis R R IEHIER

MEMBE, XAEEFE , RAXELD 710 K& et
B , B8 in T S¥X Kinesis BIiF K,

N4 Kinesis REBLAZEEEIER XRHATXHREPHEREEERN. BREN

? fileFlow’s filePattern RIEH -4, MR
FEMFEAM logrotate WXL T copytruncate
X, BARRERXMER. ZRFEXERIRIAERXS
BIBEXNUBRES, AXRUEBEEERXRNESER , #F
SR EEEIDH,

£ Amazon SDK &% %hiE

B LAE A Amazon Data Firehose API @3 &F F Java, .NET. Node.js. Python = Ruby kY
Amazon SDK fF##& &% 3% | Firehose Jit. #RET T ## Amazon Data Firehose , iH76 /B HIZE 1
Z & Amazon Data Firehose ? FNMANBLSMNARIE, BXREZEL , FSHEFHBEA Amazon Web
Services FF K.

RERPIFAFATERATESNRE , BRNENT2REMBARNEE , AETXE R EIA TR
ZEHMERERE,

Amazon Data Firehose API 12 7 W A T @ ¥REY Firehose B XX BB IRE -
o PutRecordPutRecordBatch PutRecord( ) — MM KX —&HIEILHE , H#
BPutRecordBatch() AT BATE — NFEIY AR K 3X 24 BERIE o

£ A %8 X E A& 1E PutRecord

BABEN , REE Firehose REMMFTERAX (<=1000 KB ) » BT Amazon Data Firehose 1
X NE Rl Amazon S3 ZRIAMENEZRKIER , AR TEZEEFMERSREF. BUL—X—%id
XMW AR [ Firehose REALIE , BEANUTRES :

PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

£ Amazon SDK &% iz 73


https://docs.amazonaws.cn/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.amazonaws.cn/firehose/latest/APIReference/
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sdk-for-net/
https://www.amazonaws.cn/sdk-for-javascript/
https://www.amazonaws.cn/sdk-for-python/
https://www.amazonaws.cn/sdk-for-ruby/
https://www.amazonaws.cn/developers/getting-started/
https://www.amazonaws.cn/developers/getting-started/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
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Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

BXEZRBLTX, HZH Amazon SDK 2 REIREB, BXRERNBEENER , BSH
Firehose API Operations B A< £,

£ A Batch B A&4E PutRecordBatch

BEALER , REE Firehose BB FMIZKFITK, HTF Amazon Data Firehose £ 3044 Nk
Amazon S3 ZEISHENEZRICK , R AEEEERMMICRKSBR. ELU#E S KM Firehose RE
ABIEIER , BFEAUTRE

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

BXEZRBLTX, H2H Amazon SDK FBEH REINRBE. BXERNMMEELINESR , F5H
Firehose AP| Operations F1HYAEX EH,

[ Firehose &% CloudWatch B &

CloudWatch ATEAfE A CloudWatch iT B3R 85 H £E 4 K% 2| Firehose. BEXEZEE , BSHE
A Amazon Data Firehose BY1T [ 7% 1%k 544

CloudWatch BEEHLUESM gzip X &IXF Firehose, MRBAENMEEREGH B SEHEET
Firehose B#5 , AJLA# M Firehose FIVREMRTHEE B BEE4 B, CloudWatch

/A Important

B8l , Firehose T CloudWatch B &4&iAZ| I Zi# OpenSearch RS B ¥r , B 7LD
CloudWatch M Z /B EEHE H B — Firehose i2xF , ML D% OpenSearch BRSE TTEE

£ Batch E A€ PutRecordBatch 74


https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
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—REFPEZIZNAEEL, ERBRAR , BRLIZERE CloudWatch A& AL D #
OpenSearch BRS BV T B 6 & o

iR E48 CloudWatch B&E

WRIEFE A Firehose 1£3% CloudWatch B & |, H % LB K48 /5 W BB 2 Firehose BB ¥R |
£ H Firehose BiE#& N ( Parquet, ORC ) a5 X, BMAHA Firehose FiJE AEEINEE,

B LAE A Amazon Web Services Management Console, Amazon Command Line Interface =%
Amazon SDKs/3 A f#EIhge,

@ Note

MREEEB LSAMERINGE , B ZREITAT Cloudwatch BEITRNIEE , MA=2
Fﬁa:vended LOgSo ﬂl]% EFH?HH*% H/l_,\*u E% ClOwaatCh H/L,\EIJIJILLEFﬁﬂEgEIjJ
fE , M@Firehosef®2EVended LogsfF kM, Lt#EESEThRE{NE A T CloudWatch A&,

ﬁgf_'EH/L»f=1§EHY5‘IE§~(3k)LKiVVQah3h

BRBESRN  EWLUEREEREAESRN. EAESRIMA |, Firehose 2 M\EE4EHY CloudWatch

BEIERPIFEHETHIE , fIWFEE,. AFE, AERNEATHE  HIURGEEEFEANA
R, MREEFBIFEABWE Splunk Bt , NATTT B HSRIINEE |, Splunk FBEBETEIE. LUT R
BEARNELRG , TRREEFHERN.

B 1R BERIRENAYER E 48 = A9 =Bl

"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"Destination”

1,

"messageType": "DATA_MESSAGE",

"logEvents": [

{

"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,

#RE4E CloudWatch B & 75


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
https://docs.amazonaws.cn/firehose/latest/dev/data-transformation.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
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FRARER

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Rootl1\"}"

iy

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
iy

{
"id": "31953106606966983378809025079804211143289615424298221570",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"
}

]
}

2 BiHBRER B 48 a9 e R

{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

4] & XM Firehose /S F #f I 48 Th BE

EXHH Firehose BE1&/3 FAfEIIEE , A Amazon Web Services Management Console

1.

&3 Amazon Web Services Management Console #7E /kinesis £ 3TF Kinesis ##| &

o https://

console.aws.amazon.com

S M BE K P EE Amazon Data Firehose.
1%$Z B8I% Firehose o

FEIEFIRA B /Yt T

TR

&M Firehose HRBIIR. BREBETIIRZ— :

« Direct PUT : &R IR0 7] 872 Firehose 7 , tEFENARFEEEA, x5
F ) Direct PUT £5H Amazon iR, REURFRRSHNSIXK , S HA LD

« Kinesis 7 : &R |, LB E A Kinesis BIEREN BIEFRIBEM Firehose Fio

Firehose

R,

O LAE A Firehose MILE Kinesis BB R B MEEEE  HEENZFINENL, BXES

f§ 8 , IS Writing to Firehose Using Kinesis Data Streams

BT H A X Firehose 7S AR E4R ThaE

76


https://console.amazonaws.cn/kinesis
https://console.amazonaws.cn/kinesis
https://docs.amazonaws.cn/firehose/latest/dev/writing-with-kinesis-streams.html
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BFRrMVE

Firehose i B M, BB THED 2 — :
« Amazon S3
* Splunk

5. 7 Firehose MEMT , B ALBHRE Mo

6. (™AL ) ERHRRIERT :

* 7£ “M Amazon CloudWatch Logs fEERIER" FoH , EFETFEHESR.
- MREEMERSFERAESRER , NEEEFEEERIG

£ A Firehose i LB AR E48ThEE

ATRMEBXEIE Firehose B L ERBERIIENRA, SRETHNES A Lambda &
BRRMELZFE A Lambda LB R. AT ETHER T EMERY step-by-stepf2F , BFEBIBRIE K
Lambda B#. E# Firehose 8 B UK 14532 CloudWatch $E#5 , AR K ISR B Firehose i E 48
IjJ BEo

2 H Lambda 425 /5 F #7 K48

EHRZH Lambda A EBHER TXEE Firehose RS ABESR , YMEBA Lambda 432, 541X
FNNEEREN. U TLTBRIEBMMANKRZ A Lambda L BN ERE BBRESR.

1. Bl —> Lambda B, SR LAGIEEIICFEE , ] LAEA L EESIZFH Lambda B,
2. EFE LTI Firehose JREAES A Lambda 43 H 6 A EAI2H Lambda B ¥ TR E,

3. FEAFM Lambda BRBEFEIEE |, BIRE Firehose 12§14} 5 AR EIRE.

4. BRBESHE 1 B AN Lambda &2, E , BAUMBRESR 1 PAIBAEE.

B B Lambda 42 5 /5 B #7 48

MRBEZXEHHE Lambda EEE Firehose it , MEHITHRES , JURH BRI Firehose R E 4R
Ihee. EMRERIEZH , BFEFEMN Lambda HHARE , UHIASMNMTHRESRSE SR, £
Lambda BB MmN SE 1 B 2 PR REGIZEL, MRHEEFERMEE , WETUERUTS
BE# Lambda B,

1. FEHAH Lambda MEERNLER, FHER Lambda B4 BEKNE ANBIERKES
ERBER. CREERMARERERN T SHITHES,

1E¥ A Firehose it L /3 A I 48 Th &% 7


https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
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2. EANEMN Firehose I B fEEFIhEE , UHITRES,

3. MWMRMEM Firehose EFERBA , i5/E AiZ CloudWatch 545, WiEiE
¥rCloudWatchProcessorLambda_IncomingCompressedDataH & FZIBNRERNT., XA
IAKIZFEH Lambda B FIEM AR CHESR , HEFTBEFEE Lambda BHE,

4. FPBR Lambda ¥iEH#E , RAEBTBEERTRBRERENR.

£ Firehose i Z B ESR

EXANBIBEBRNBEESR , EFEH Amazon Web Services Management Console

1. &3 Amazon Web Services Management Console 3} 7£ /kinesis L $TF Kinesis %] &, https://
console.aws.amazon.com

S B # LR Amazon Data Firehose.

R BB LRI/ Firehose o

£ Firehose MIFHAEERE L , EFEEEDT~,

ERRICKED , ERRE.

£ “M Amazon CloudWatch Logs fREIRIZR" T , R “FEMESE" , RAEEFE “‘REEN .

o o kw0 N

Xt Firehose H BV & & 48 3t 17 Rl B BE &

TRETRT Firehose A BHIEHRELF ML BEHEAVEIR , SEFICFA@ME S3 HRFER. B
HIEFERMEHER. HPE#ERT RERNNBERERFEREEIREE.

5 BRI R

MREREFIEPHEIEIR , B WR Amazon Data Firehose T & EEMRICTE , MiZF M
BaxEda? BEE ( UESER ) RHEIEBIE Firehose R OIZEHIBE 18
EM S HBIRTFMHM. BRTIEFRI , AN RESIES
TRBMEREE  XEXNSFEHmMEIE N decompres
sion-failed ® S3 F#EMWEIR. ICRBERKXW
J& , Firehose 4t £e4b 3B H Athid .

RMWBERE , MRLBEEELNE W3R Amazon Data Firehose fEf#EGHAES TR ( Hlan
%, REEREFAL? B XMBIER IR ) P, MERFUERER

£ Firehose it 2 F ## I 48 78


https://console.amazonaws.cn/kinesis
https://console.amazonaws.cn/kinesis
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FRARER

e

MRBNBRIFE , BUAEA

IR 9

0N o

Lputig YETEEEE CloudWatch H
SR EMAL

Firehose N fEE4AThRE & H T HFLL S

R ?

RRTR

% % B 42 B2 Firehose METIEER S3 HIRFME. BR
TIEFEI , RANNRESFEERABNERES.

NMEEBMEFELEPHABERIRE , WREHRE
CloudWatch B , Firehose £fF481%E 2. CloudWatch i2
FE|BEF, I, Firehose ELEE A LA CloudWatch
IR IR RIE BN, B A LLERRIE Firehose X HHY
BRI ZER.

MREF T 2ZputsXE CloudWatch Logs , M <R [E AT
BREER

Put to Firehose failed for AccountId: <accountI
D>, FirehoseName: <firehosename> because the
request is not originating from allowed source
types.

Firehose X HBRICRWBESRIETR. BN IZERE
H(1948), SUsdE (B8 ). BESERE , BURE
DecompressedRecords KM E K IR Decompres
sedBytes XMBAHINKAE. BEXREZER , BZH
CloudWatch B & E 4R E 4R,

[6 Fire CloudWatch hose & ix%E 44

R

Il_'\

o

AEEE Firehose

1.

AI L& CloudWatch BIZEH4MNIGARIN B #5 |, FIE S EE N [ Firehose Fi&i%E CloudWatch &

EREREEHEAMN I B HR CloudWatch

&3 Amazon Web Services Management Console 3 $TFF CloudWatch #2%|& , Wit A https:/

console.aws.amazon.com/cloudwatch/,

priz=gnlbe bR

EFEIMAM Firehose Fio

HEHZE| A QIEMANTE L, XTER, EEFMBEIR , Ri5iE#E Firehose o

@] Fire CloudWatch hose &%= 4

79


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/
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BxtlE CloudWatch B4HMNMWEZEL |, 1§55 Amazon CloudWatch =4 A7,

Bl & Amazon loT A @ Firehose KiAEHE

& 0] LUE T A g E Amazon loT fHEEBE N [E Firehose BB XKIZER
ENEZ @A Firehose A EEHMIRE

#£ Amazon loT ZHIEFRIEMNE , ZOEANTENIRE— MRS MNMRET , EFFMRE
%R H B &% Amazon Kinesis Firehose o

1%£$# Configure action,

WNFREWH , EFIEW Firehose o

X F Separator , IR EE LR ZEEAN D BRFER

NFIAM A | ERAEN IAM AE | SUERUEFAG,

TR NRE,

N o o bk~ w0 D=

BXRBIE Amazon loT MNP EZEE |, iESH Amazon loT FLNZFE,

fit Amazon loT F @ Firehose Ki%#HiE 80


https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-rules-tutorial.html
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£ Amazon Data Firehose F ¥R #3E

Amazon Data Firehose RI LA Lambda BRECRE#RE ANREE | HEERENHEEREIEN
i, LHERIE Firehose BT , ATLAS A Amazon Data Firehose #iiE#i.

T BRBIR R

L& 3 A Firehose BiE R8T , Firehose & P&E ANHKE. EAXK/NRETRHSEETE 0.2 MB

F| 3 MB 28, B} Splunk #1 Snowflake LA%\ , Fir G B By BRIA Lambda & K/DMERIGH 1

MB. X} F Splunk 1 Snowflake , BRIAR M XIETR N 256 KB, Lambda &P [EIFERTHF 0 FH

900 2B, Bk Snowflake LA\ , FiE B MM BRIA Lambda &4 iEFEIR "9 HN 60 B, XTF
Snowflake , BRIAWE HIRREIRA 30 ¥, BRFBEHPX K/ |, M ProcessorParameterif A
MBufferSizeInMBsMIntervalInSecondsifECreateDeliveryStream} UpdateDestinationAPI
#9ProcessingConfigurationZ#, RS , Firehose FRARLSAABRRNSENEHARLSRAEEN
Lambda B¥¥{. Amazon Lambda ¥#t 5 EIEIFM Lambda K% E| Firehose, HiAF|IEER B Wit
SrHRPIEAREFEE (AEREENE ) |, Firehose 2FHZIXEI B,

/A Important

Lambda [E£5 18 A& =X i SR F e B2 89 S8k KN R &1 6MB. HRERA T B ERBRAEERNE
HARNNFEHRETF 6 MB , H HEBORE#Y I 83T 6 MB,

Lambda & F #5426 (]

Amazon Data Firehose X 3#Fik 5 44089 Lambda @A E, MR ER Lambda MHFERT 5 9
WIEETRK , MSWRILLT481% : Firehose £ Lambda BB EEATEE1%. Amazon XIFHERAK
BB 5 28,

BRE XK EMELEIRET Amazon Data Firehose #{THIIRERE S |, B S [[the section called “4LE %]
AW 7,

BRFBIRFTENS ]

X8 Lambda WATEHIRIEZ AT E LTS , TN Amazon Data Firehose J§& 154 IG5 EH 0 7 &
B KM,

T RBEREUR 81


https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessorParameter.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessingConfiguration.html

Amazon Data Firehose FEANGIER

For Kinesis Data Streams and Direct PUT

Lambda FAIEHRENICEKBEEZUTSH

« recordId: EiEAHEIE , idF ID M Amazon Data Firehose 5% Z| Lambda., #*#/GRi0F %
MBEMEICE ID, FRIBICHEMN ID FEZRICEKW ID 2B MREEFEE | HHEA N EREERX
Mo

« result : IERMNBIFEBHIRIVIRS. TEEMNENRN : Ok (IR ) . Dropped (4LE
BHEMEERICRK ) M ProcessingFailed (1IBRLZEEER ) . NMRIBRKAIRAN Ok =
Dropped , Amazon Data Firehose 2 AL TN, &N , Amazon Data Firehose ¥ N 4L E
KM

- data : BRIREHBIENE ( £ base6d w/BZFE ) -

LA & Lambda & R % H Rl :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

For Amazon MSK

Lambda FFAE R EMNIEZEBEELU TSI,
« recordId: EAMAHEIE , i25 ID M Firehose £i% % Lambda. ##EMNiIcFZFAMETEHEE L
% ID. FRIAIEHEKM ID MEHRICEH ID 2B MBERITE | FHM N BRI AW,

« result : IBERMBIBHLAVIRS. TAIBEMER : Ok (18R IN%# ) . Dropped ( A B HE M
EEFIEFK ) M ProcessingFailed (1IERFTEH#ER ) o WMRIZFKAVIRE N 0k = Dropped ,
M| Firehose 2IAAEEHII4AE, BN , Firehose 2 N E XK,

« KafkaRecordValue : %% EMEITEMNE ( £/ base6d wB2/F )

LT & Lambda & R H Rl

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": "<Base64 encoded Transformed data>"
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FRARER

}

T 3EM Lambda EE

XEEEER T A ZFMEA Lamb Amazon da BRI ER Amazon Data Firehose #iE#H &
BRI

EEEFH AP TAMNER Amazon Lambda

1.

& Amazon Web Services Management Console 337 Amazon Lambda #2#& , Mt
A https://console.aws.amazon.com/lambda/,

2. EERCIERH K ARERERER,
3. EEETFTERT , BERXETF firehose LLEH Amazon Data Firehose Lambda EEHE,
EEIE -

« 4 %3i%5%| Amazon Data Firehose #9125 ( Node.js. Python)

HERRERT AR Lambda Amazon 4B IRHY Firehose 203E 7% P ERIE N E AR B,
BHATHE : 2016 F£ 11 A,

KATWHER : T,
%% % Firehose B94FE CloudWatch B &

CHEALER, BOERALKER, YHBESHEH CloudWatch B EEIEBE 6MB ( Lambda PR )
B, AfREST A ST A, BXAE X1%EE Firehose Y CloudWatch BENEER. , 52 HEEHAB
FHE A Firehose, CloudWatch

X% B EK X H Amazon Data Firehose Fiic & ##t N JSON ( Node.js )

WERERT WA RFC3164 Syslog #& AV HI A 1Sk # N JSON,
B ATHE : 2016 F 11 A,

RATHH : Fo

F#H Lambda ER

83


https://console.amazonaws.cn/lambda/
https://docs.amazonaws.cn/firehose/latest/dev/writing-with-cloudwatch-logs.html
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EEFFAEBE Amazon Serverless Application Repository
1.  ¥:F Amazon Serverless Application Repositorys

2. EBRMNKEMEBENARRF,

3. ENRAER FERY , BRXEF firehose,

BH AL ERERAEEMNER T 0IZE Lambda B3, &2 Amazon Lambda A7,

SRR KR

WMREH Lambda EEE A X M &R 25 F) Lambda BRI M A& M , Amazon Data Firehose
RINSEIR AR 3 X, MBFHMAKLMW , Amazon Data Firehose Bk Z#itic . BIHiDH
A*&uﬁ**&ﬁk%ﬂﬁﬁﬁﬂ%o B LAE A UpdateDestination APl I8 E B E Eidik

I, CreateDeliveryStreamXy Tt PE , &7 LAURFR A 451R12% 2] Amazon Lo CloudWatch gs #,
BXEZER , HZR FAREEET S#EIE Firehose CloudWatch o

MRIZFABIEEHIRAIRAD RN ProcessingFailed , M| Amazon Data Firehose &1 XM N E &
Mo FFUEWE | EALUES Lambda B ¥ [@ Amazon CloudWatch BEXZ4$E1xBE&E. BXES
{£8 , {52 Amazon Lambda Ff % & #E® Amazon Lambda® #Y1/5 7] Amazon CloudWatch H &,

MRBFEIRRW , WARKIAERNIEFFZIEEZprocessing-failed X #HRFH S3 FiEfE. X
LiiRERFMTER :

{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": "code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

B ERAE R

arrivalTimestamp

Amazon Data Firehose W Zlic & A AtEl,

ABBIEFEIR A 84


https://www.amazonaws.cn/serverless/serverlessrepo
https://docs.amazonaws.cn/lambda/latest/dg/getting-started.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions-logs.html
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errorCode

Lambda JREIRY HTTP ££iR1Xi8,

errorMessage

attemptEndingTimestamp

Amazon Data Firehose % 1t 21 Lambda & A 8Bt A,

rawData

234 base64 YwIBHYICFKENIE,
lambdaAxrn

Lambda B %K Amazon BEREB# (ARN ),

#1R1IC %

Amazon Data Firehose AR FFE R ERAICEKB IR DR S3 FiiE , A RERENIEEREMEIE
A, BAILATEBIZEREH Firehose Hift , BARICRZR. ERARICEREZN2E , ETEEE

To
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£ Amazon Data Firehose A X7 #iE#H 179 X

WA XEREEBFERBIEPNE (HI customer_id 5 transaction_id ) ¥ Firehose
FHRBEHITEE DX , RAENRXER I HNBTFEELZMEMERAL Amazon Simple Storage
Service ( Amazon S3 ) B, XFEHEAZMRS ( Hl0L Sz HEEH, TEFHEMR, Amazon
Redshift Spectrum FL S ) AJAE R T S#SIH RN RMBH TSR, EEREARRND
#o QuickSightttsh , EEEFHNEER Amazon AHIF | AR D XEHEIEE M E Amazon S3
ZJa , Glue AIABITEERMRE. FHIRFMME (ETL) F£5.

FEEH T XA R AREMBEDRBHNEIEE |, A{LHERE , HFBRETE Amazon S3 E#H THER
HRAS, BB EN HRIBENBAG B, E5KL |, Firehose A THIREIEH M E NEE Amazon S3

P, EXNRBIFEBE D XL#HITET Amazon S3 4T , BEE KT Amazon S3 FREBZEEITHX
MARRE  AETREBERTIN , XA BERIHR,.

BEHASX |, Firehose AR HBSE XN BFEEEENEZRPHNBEHRITOAH  HEREBSHE
£ BB Amazon S3 BTk, XTI time-to-insightiBl D JL 28R JL/N BT, 3E °] LARRR AR S H &1L
3RH,

£ |

- £ Amazon Data Firehose /8 AsIA 5 X

- THROXE

- £/ Amazon S3 F& I B L IR

- MREBENAGED X

- NIASXERFTHAHEE

- BTaA 0 XWEFXHIE

£ Amazon Data Firehose F 8 HZIA 9 X

O L@ Amazon Data Firehose B2 &l&. CLI 5 , § Firehose EBEEND DX, APIs

/A Important

REECIEHM Firehose ikt , FREBRAIARD XK. NFARBAHS D XWIMA Firehose
A, BEBAIAD X,
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BXMAIERIZEFN Firehose JATIEN Firehose BEEHIABANEEN S XN EHALR , FSH
Creating an Amazon Firehose stream., ZH#EIFIRHITH Firehose RIEE B WIS , EHRIE

B8 Choose Amazon S3 for Your Destination # F S REE , BN B eI REEH Amazon S3 X
BRI H#H Firehose iF X#ZFFA D K,

1£5E3) Firehose REBRAISOXE , BULLEIAMFH 2 X5 , MR EFHNE 2 XEM S3
BBREIXNREFHFEE, EFHG , Firechose FFIAERAFHRMNITH S3 siBRRER.

/A Important
£ Firehose R LB RSO XE , ML ETE L Firehose i L2,

TS X

BEHSTX , ERSMRES XENBEETSX , M S3 RBELRZEFRBESR. 7 XBELEBIR
BREEREREE, 60, WREFEREERTS ID MER/MXHEEHHE , WAL customer_id
MBEFREEN -2 XE , & country WBBEFREEN S — 1M 2K, RE , BEREN (&£
AXEFENER ) REXIED XBREICRKEELMEIN S3 FRBEIR,

&R BAER AT 73R R G2 7 X8

« MEREEMT : W3 EMEM Firehose REXIFHH (o TR ) , M JSON BAMBIECKPRIAT
DXV, BEl, BAMNZHE jq 1.6 A

« Amazon Lambda BE# — A EFEAIEERM Amazon Lambda EEIEE IR [E 9 XA EMEIEF
B,

/A Important

BRHSHXE , BAEDBHEED M ERNBEHTIX, EUTUREHP—MHERK
EEDXE , W IENEEXWM S E.

{£ F N EBRBE AT 122 0 X 48

ERABRBIEENRBENISIEEE  KAERERES XBHNBFECRSH , ANENMEEN
7 XRREHE—ME,

TR XE 87


https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://stedolan.github.io/jq/
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UTROIBECRERNAESNBRENAEEL DX, HES , ML Base6d AN BIEEITH
B, &t lS#E CLI R=Hl,

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
},
"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"
}

fFlan | BATLLERRYE customer_id S8E event_timestamp SR HREHR 1T X, XEWREZFE
FEFAERIERKTH customer_id S E event_timestamp SHHWERBEE @ H AL RMEEID
RKH S3 B, BHAILUEERBRESH , SIMNKRAEXN . type.device B device, BHFHRHXE
BARIRRT NS,

Ny XBERRBESHE , RSN SHRHEIEHN jg ZREX. TRETR TSI jg RENAVRST :

S ja /IER

customer_id .customer_id

device type.device

year .event_timestamp]| strftime("%Y")
month .event_timestamp| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

HIZ{TRI RS | Firehose £ L EM A FIRFE R ICKHBBEBRITMHES I

£ Amazon Lambda #6225 X5

N T ERLMBNBIEILF , HER JSON BAWAEA XA EXEIE , BT AERERK Amazon
Lambda HMECSHBENLRBREE, BERHRICK , UERIMERE 2 XFAFENBEFR, X

£ Amazon Lambda B8l 2 2 X% 88


https://docs.amazonaws.cn/cli/latest/reference/firehose/put-record.html#examples
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EXNMAEMR Lambda BT B |, ZEHHKI S BE Firehose —#2124t, EA Lk, MBATAIREHIE
FER , REERAMERB/ Lambda BE#H1TEIAD X,

LU 2 —/NA Python 4R EH Firehose 7L E Lambda BRBURS |, ZEREM @ A Bl H ERE —%&is
g% , HMNIERHPERS X#,

from _ future__ import print_function
import baseb4

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.
# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('SsY"'),
"month": event_timestamp.strftime('%m'),
"day": event_timestamp.strftime('S%d"'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}

£ Amazon Lambda B8l 2 2 X% 89
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# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LT R—1F Go ‘REM Firehose AL Lambda BRBURSI , ZBE BN A Bl H ERE —SiEEIC
x , ANIEFEHRID XE,

package main

import (
"fmt"
"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

{

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse

£ Amazon Lambda B8l 2 2 X% 90
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for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

response.Records = append(response.Records, transformedRecord)

}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}

£ Amazon S3 TZ4#& # Bl BA% i T E

ERIZREH Amazon S3 £ B HI#bHY Firehose 7Bt |, BAMIEE Amazon S3 F4E |, Firehose
FEZE#EBPERKIE, S ER Amazon S3 FE @RI BRALFMEE S3 FEBPHNK
. Amazon S3 FHBIRELUTE R , BN ELUHN RS HE -,

/A Amazon S3 FHERETRERMEKE 91
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BEZASKX , B89 XBEFEHEIEEN Amazon S3 5idk. MERBAFSSX , ALk
%7 Firehose MIETE S3 FEMEEAI R, B2 , MRERBAIDDX , NMAMIEE S3 F I
& , Firehose E M%7 W& o XEIE,

ERBRAHA D XEE Firehose FiH , S3 FEMIIREHE T 1Z Firehose RIS E D X B RIER
B, BXMEALENKRBICERA , BaUMEEUT S3HAE , 2ERETIEENN I XENR
BRARK :

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:devicel}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuexry:hour}/"

Firehose REBTRREME LRKREK, HEEARITEN S3 IRREAN IR AR — N IESE
1, AR5, Firehose FEBMNHRIEEEAMEITER S3 AR, [ S3 AZRBIFEEMNIMEKH Firehose HE
HXIRERE. Ht , ARHIFAIERFHERELT S3 WRE -

s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

NFHIED X |, BAME S3 FHBIRFFERAUTRERER : | {namespace:value} , &
ar & ZE B AT A2 partitionKeyFromQuery = partitionKeyFromLambda , 2 AI A2
EH, MREANBKRBHANFREEVUNES X, WATIEE— S FHMIRE , ZEHUTH
RIEEWRERAR : "partitionKeyFromQuery:keyID", #R A Amazon Lambda B
BHNBEBELURDXE  NAMIBE— S3 FHBIRE , ZEHRHATERIEENREXA
B : "partitionKeyFromLambda:keyID",

/A Amazon S3 FHERETRERMEKE 92
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® Note

B A LAE R Hive #ERNENIEE S3 FRMBIZRE , 170 customer_id=! {partitionKeyFrom=&
#: & _ID}o

BXEZEE , S/ Creating an Amazon Firehose stream F1 Custom Prefixes for Amazon S3
Objects HFHI“Choose Amazon S3 for Your Destination”,

[8] Amazon S3 & 5 BIREET RN INFH V1T 2 PR AT

B L B AFITORA , EEHE Amazon S3 BIXTRIVICFK 2 BN MEFITORE. XX Amazon
S3HHXNREBERE, EXNREBENADAS X , XtiEHIEH , EAENEREIREN —ED ,
ZIEEBR (M NENATREHE  ARTENEHTHEIX ) SMNICFKHPHBIBRITIT.

ERESHIEN AT X

BRI XNATREHE (Hlwn , REE|I%EA PutRecord # PutRecordBatch API A
WEANEH, AERIER) , EAAENXERFEHTHER, EUUESEAZIEZERRKIVERES
¥= , B4 Firehose MM IERHRHEH»BNTRE.

ZICKMERTLIR ISON RE | XEREFICEKN T BER2ETESMN JSON HRMITH, BRUALUR
Delimited K& A XEKBILEXNIRRETEENBEL T BANTH. ZEENLD RFLMAZ
base-64 FIBWFRF&F. Hl , MRBERUT ZRBENEEL DB #### , WHBHEL base-64 4w
BEAEEZFHEH , FEERN IyMjIv==, & JSON 5 RN IZFHITHERN LRNTRIZH
500,

(® Note

fEER JSON ig%AT , FHRALSHNmMANUZIEFN JSON BXE R, JSON HRAME—ITL ,
REDBERAIAGRTHSR (JSONL ) » JSON XNRIATE2E R A
LUTREEWEMANSRE : {"a":1}3{"a":2} and {"a":1}\n{"a":2}

LT RERMANTAE - [{"a":1}, {"a":2}]

NTFREWE , BRZIBSSXE , Firehose 2BMICE , ARBEENZIERBRREESIR API
AFRERBRE JSON HRF ST MREIEF.

18 Amazon S3 & ¥ ¥E B AR INHT A9 1T 20 PR AT 93


https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
https://docs.amazonaws.cn/firehose/latest/dev/s3-prefixes.html
https://docs.amazonaws.cn/firehose/latest/dev/s3-prefixes.html
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/A Important
MRBIFERREN , WRBEE RN BEHTHERN S ENADED X,

/A Important

£ Firehose FR{E A IE IR THRERT | NERIEH R AR AER, #H A Firehose FEIEG %
LLTFIRFANE : R - BiY Lambda BTEIERR > 2 X8,

XA D XERETHEEE

R Amazon Data Firehose Fo 4 f## 47 Firehose AR IRR , RELEZRIUSEN T X , R
BTEZITE SI AR EREIENRER , BAXLEHBICRKHEMWE S3HREHBIER , EOE
Firehose by , BMATIEEZIER , UBAIT P X, S3 HIREFEMRAIRIE Firehose ToiE/L i E|
EXE S3 BT B IR R, XLEIEREBBHIRELEALN, RTIEFN , RN RESEEXE
RIVEE |, AR BB MR FNAERES IR,

WRERN Firehose B AZAS DX |, MSAF A M Firehose FRIETE S3 ERTFHEBEIIR. MREBTER
Firehose B AZIAS DX , MATLLUEERIEE S3 BiRFME BRI,

AT aA D X&)+ X EE

Amazon Data Firehose & ABARBIBEEH I —E XD , HEA—ENEEBNEEZHII BN, &
A LATE B Firehose RN ELEE A X X/NFEHXetE EFE , HEFEFHIMA Firehose R EH X
KAAFME R XETE EF. UM AEMNESHX KD, U RBECNEEHXEFE. MBs

(® Note
FERIEFTERTHED X,

BR#HAS2XfG , Firehose 2BRBERENEFXRETR ( K/NHEtE ) ERHEHFETELEES XML
*, RAEBNXLIERERE Amazon S3 F#EH. N THRABKAK/NPHINR , Firehose EHAEPFEAZ
REF, Hik , —#i2FKH end-to-endiER A RE R L B K FRF R RATEIM 1.5 %, XL FME Firehose
T BIEFEEE,

MNEA 5 XE IR (TR EGEE 94
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FEHP XU HREMEARIESIPXNWER, fltl , IRFAIPXERNEVHIE 3PNDEX , AR
E—1MEHAXREREE , 860 WiE — X f&m , BBLFHEFHE 180 NEFI P X, WK Firehose
TEFSXHNBFELAHBIENM | NiZy XEAMEAXPFITREZIRS , BRI LUERF LE,

HRFPICFKBIEFERM S3 sIRKRARNN S3 FIRITENHMEN , FEIB-IHIX. AENMEFHDTK
tR-MREFX, EEMEEITTE S3 iANENMNLICEBHERIZEPX,

—BEH KRB P X KN REISEEZ ) XETHEEFE Firehose AR - NEERAXBEHNR |,
RHEALMEIEEN Amazon S3 BIR. FRAXNRE , Z0 XKONEFXMD XA SRHEMER , HFMNEHD
Xit B BER,

— B2 3HREAN D XWE P K/INRERE , Firehose AN ENEFRXBFEENEITREH, —
B & Firehose i ES 0 XEEXF LR 500 4, Firehose AN HRIERBRABPEZIEIIEEN
S3 HIRTFMMAIL ()o activePartitionExceeded & AJ LAER Amazon Data Firehose FR %l 3% & 18 SR
L ECEIE N2 /NA E Firehose fi& % 5000 NEF DX, MREBFEEZHX , MAMUBIEES
Firehose it , F EX LRz B 2 EES 2 X,

ATad0 XNEHXHE 95


https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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£ Amazon Data Firehose F &t A KIERR

S BIEF M E Amazon S3 Z &1 , Amazon Data Firehose A UG # A SIERIE M JSON iy
Apache Parquet 5} Apache ORC, Parquet #1 ORC 2R HEFEHE X , 5 JSON HTX XL | E
AT EERAFEREE AT, MREEHREK JSON 2B ARKS | FIIES DFEE (CSV) R4
E32A , MATBA %A Amazon Lambda f$E #%# JSON, BEXEZEER |, ESH $§§§&ﬁ§ﬂ§o

ENE R8T &% E| Amazon Data Firehose 2 BIR & 7Ticxk , B A AR BIENKR.

Amazon Data Firehose EELU R =AM T EFTREERICZEBITENIES

Deserializer

Amazon Data Firehose EZE g B21T1LE5 T REIREVA A BIEHY JSON, B LLUEIF LA T AR fhE R A fx &8
171t 38,

WEFZA JSON XHEEHFRE —IEFRKF , BFEREAE A UAZIFN JSON X E R, JSON 4
BATRBRBA

Flan | XREBWMmEA - {("a":1}{"a":2}
XEEIRNEMA : [{"a":1}, {"a":2}]

» Apache Hive Json SerDe

* OpenX JSON SerDe

1%#E JSON R & 1T{LaER

SerDe IR EHH A JSON B TFEAAETEE |, i§%E OpenX JSON :

* yyyy-MM-dd'thh: mm: ss [.S]'Z' , HF DK ZAEUE 9 L EF , 6
w, . 2017-02-07T15:13:01.39256Z

* yyyy-[M]M-[d]d HH:mm:ss[.S] , HFA/NE&KZE 9 L, M0 : 2017-02-07 15:13:01.14,
- ¥, UL xRk, FlW: 1518033528,

ZEY , LExHEAKRT , fla0 : 1518033528123,
- FRAY , UL RT, W0 1518033528.123,
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https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://github.com/rcongiu/Hive-JSON-Serde
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OpenX JSON SerDe AJLUHAIR () BRATHE (). ©RALATER JSON @i 1Tk BIT{LENN

HE®RANPE, xR FES{LEEEN Amazon Data Firehose I2EHEITMNE ZE R |, ESHIT
Fr. XJson SerDe

MREAHEEEERMWNMNRFHIEE , FEMA OpenX JSON SerDe , BRIERBEEARA XM AR,

MRS EBERNESZ Y HEHEERTRE , EEH Apache Hiv e JSON, SerDeiiZIt#EHER/T |
A EEEFEANEREIEN. At , 15EE Joda-Time DateTimeFormat XN FERFEMWIR KB
E. BREZEER |, 53 DateTimeFormat,

BRI AERASHRE millis XENMNEE (ZR , ME2ABXRT ) . IREFEERKR , Amazon
Data Firehose fFERIAEA java.sql.Timestamp: :valueOf,

Hive JSON SerDe A FHITUA T IRE -
s FIBFHAFNTR (L)

« RHN uniontype WFER,

- BB EARFREBEET JSON FNFRFENFER, Flm , MREHE (B ) , ™ JSON
={"a":"123"} , M| Hive SerDe &4 K%

Hive SerDe T4 [H#ER JSON BN FHFHE, Fla , MBEEE {"a": {"inner":1}} , EFELF
{"inner":1} MAEFFHE,

¥

Amazon Data Firehose & & —MNEXKHAE MM RZEKIE. A Amazon Glue £ Amazon Glue
Data Catalog® 8122 22%3, #RJ5 , Amazon Data Firehose & 3| %28 f9 3{F A H B R IEH 0 A TR,
& EI LASE A B — 2R #93K Bl i@ Amazon Data Firehose M2 M #iE, BXEZEE |, H5H (Amazon
Glue FF X E#E/) FH “EFR Amazon Glue ¥ B X"

(® Note

1£ Amazon Glue #iE B ZH I BN ENNSm ARBELEWHELTE ., &N , BRENEREET
L2AERMPRIEENEYE. WREFEHHRE JSON |, HFEEHPFEATES JSON HRiEEH
B STRUCT £&, Fxi{A#EA STRUCT X ELEH#E JSON WER |, ESRAM,



https://docs.amazonaws.cn/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://docs.amazonaws.cn/glue/latest/dg/what-is-glue.html
https://docs.amazonaws.cn/glue/latest/dg/populate-data-catalog.html
https://docs.amazonaws.cn/glue/latest/dg/populate-data-catalog.html
https://docs.amazonaws.cn/athena/latest/ug/openx-json-serde.html#nested-json-serde-example

Amazon Data Firehose FEANGIER

/A Important

NFAREEADRBOBIERE | BTHAEHENSIERREIS 32 MBs.
WREH CHAR B VARCHAR IEEKE , Ml Firehose £ REM ABENIZIEE KEBMFH
B, MRREHEFFREK , WRRETE,

Serializer

Firehose BEEHRTLERHHRIBEBRIR N BRIXEFEER ( Parquet I ORC ) : BAILUEFR A TAMZE
B ETLEEZ —o

« 2 A SerDe
o BtLHiAR SerDe

L RITILR

RN RTSRIBRTENLEZER, ETHBERXFNFINLRETNESER |, 55H ORC
SerDe #l P arquet, SerDe

B g Fg iR

MBEFRICEERERR |, T ERT D EIE Firehose BFRRE N L E# OpenSearch fi%. IS
# Redshift 5 Splunk. /5 AKX G , Amazon S3 MEE A T Firehose FilIE— B B, T—
TN B2 F & F Firehose APl BEB Aid X &N, BXMAFERREICRKENEZRN R

51 Amazon CloudFormation , iEZ[#Amazon::DataFirehose:: DeliveryStream,
MiEH & e i A id F g i

B LAE B E R EH Firehose MM ERFIA LS ABERXER, BEABERXRNERE , Amazon
S3 BB H A Firehose M TELEMME— B Mth, AL, BRAKRNEREN , REFEM Amazon
S3 E4E. B2 , Snappy EESEN B HRTEN —H 9 Bahi#T. EXTERT , Amazon
Data Firehose £ #9 Snappy HIf3E 5 Hadoop B, XEWKE , LA LAEH Snappy E
WHERHTE Athena P X ERIEIZITENR. B Hadoop FIAKHIHY Snappy BLERE |, S

% .java, BlockCompressorStream
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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EX AR Firehose /3 FABIEE S # iR

1. BFZHFTFF Amazon Data Firehose ##=%|& , Wik, Amazon Web Services Management
Consolehttps://console.aws.amazon.com/firehose/

2. EEEFHM Firehose it , WIZR HIE - W2 &I A 6172 Firehose it FHLSIRAIEF W Firehose

Mo
3. EHBRREFZEAT , FiEeRKAERIEENCEA,
4. EEFMENHEEN. BXXFMNETMNESFEE , 155 H Apache Parquet f Apache ORC,
5. 1&FE— Amazon Glue k& , A RWRICRIEERW, REXE., HEE. RIRMRA,

&I Firehose APl BYiIEFZIE R Fi

R YR8 1E Amazon Data Firehose SRV i ABIEHE M JSON ¥ 5 Parquet 5% ORC , 57
extendedS3 = Extended DestinationConfiguration S DataFormatConversionConfiguration3 A 5§ 7]
1% t#E, DestinationUpdate R EHEE DataFormatConversionConfiguration , NI&ER LA TBRH,

« 127 BufferingHints , 21R /8 AIEFE RN , MFEESizeInMBSHERE N /N T 64, I, IR
REAKRNER , WEIAMEN 5. ERARNERE , ZEFER 128,

+ {R&4FCompressionFormatE extendedS3 DestinationConfiguration 5 extendes3 HFi%k &
. DestinationUpdate UNCOMPRESSEDCompressionFormat HYERIA{E Y UNCOMPRESSED,
H it , B AT LAE ext en DestinationConfiguration dedS3 A EREB RN RIEE. RINVERT ,
BIENAEA Snappy EERENBTILEIRN —BoBEESH. FEXFERT , Amazon Data
Firehose EF /Y Snappy W& X5 Hadoop #B. XEWE , B LAEA Snappy E4
M4 RHTE Athena P XEHIFIZITER. B< Hadoop FIKHEIHY Snappy BXEER |, 155
%] .java. BlockCompressorStreamZEii& #1T{LER0T , WA AR R HEMERNES,

SEEHERARERE IR

% Amazon Data Firehose T/ B R IC KA ( Fl , HHFESEHTCTEN ) , 2FIEREA
Amazon S3 , B BEHEIRIIR. WRILEA KM , Amazon Data Firehose € — B E13 , [E81PE LIE#H —
SEH, WTFBREAMMIZSE , KAmazon Data Firehose £FFAUTREE A JSON X4 :

{
"attemptsMade": long,
"arrivalTimestamp": long,
"lastErrorCode": string,
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https://console.amazonaws.cn/firehose/
https://parquet.apache.org/
https://orc.apache.org/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_BufferingHints.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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"lastErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,
"region": string,
"versionId": string,
"catalogArn": string
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FRARER

T #8 Amazon Data Firehose FRIZIB(E 5

L& M@ Firehose MAEHIEN , BFELAFEHIBERENEM., TREATITEBNBNER

%&EO

B #r

Amazon S3

Amazon Redshift

OpenSearch R
OpenSearch LIRS &5

Splunk

HAREE

33 F B Amazon S3 HIEkIE L % , Firehose 1R#E Firehose FiHI &+
BEEZEZMEALRR. AT, FiERIEN Amazon S3 X REH

B| Amazon S3., BRINER T |, Firehose HEZEIEN TR I 2 MR
o MREBEERRZFZEEANITORA , MALIEN T Firehose 2
HlEEEDS API S8 5 AL ThRER A MF T2 FERF. Firehose
Amazon S3 B i Z B EIEE B ER TLS ( HTTPS ) 1%,

7916 Amazon Redshift # {T¥#E(& i , Firehose B St &% ABIER
EiRENtEmE S3 FEN. A , Firehose 2% Amazon Redshift
COPY % , HEIEM S3 F i@ 2 Amazon Redshift FiiE &
5 Amazon Redshift Serverless T4, #{RIE Amazon Data
Firehose ¥ % /M& A 1B FKiE#E S| Amazon S3 FWRJG , AT LASF Amazon
S3 W REFHFEH Amazon Redshift E £ & H Amazon Redshift
Serverless T4, BXEZELR , 152 Amazon Redshift COPY
WEHEERSE

A T 18] OpenSearch &S5 # OpenSearch TIRS 254& M3k iR |
Amazon Data Firehose £1RIEEH Firehose Tk & M Bl &K & 1%
AWiIER, ABE , ELEK—/ OpenSearch fk%5 = OpenSearchc
RSB EIER , FZHRIEFES|FEH OpenSearch FRFEE
OpenSearch TTHRFEEE S, [ idxKA&IEZE| Amazon Data Firehose
280, BRIEREXA UTF-8 miBHEFE W E1T JSON XK, LAk, &4
JRF OpenSearch fRSE & M rest.action.multi.allow_exp
licit_index EBU&REN true (BRIN) , FTREFEANBRIEHE
RENEXRSIREZHEER, BXEZEE , ZH (Amazon
OpenSearch fRFF XK E1EME) T OpenSearch FRFELE & 1%
o

F 18 Splunk B 1TEHIEFEH , Amazon Data Firehose £IEZER L IEMN
Fh. MREEEHNBERFERI B (WIRTH) , BXNBETE
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https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Processor.html
https://docs.amazonaws.cn/redshift/latest/dg/copy-parameters-data-format.html
https://docs.amazonaws.cn/redshift/latest/dg/copy-parameters-data-format.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
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FRARER

B #R

HTTP W% =

Snowflake

HAREE

ARXESRAF. BRR Splunk BLE N BITEMILLR D RAF. ERHE
WEl S3 HHIRFMNE (S3 B ) WBIEEFNESIE Splunk , HER
Splunk X E MY S RFIITIRF,

EOZXZFNE=FRFEAEAEN HTTP b [ 1T HIEE et

, WA LA E R ER K Amazon Lambda BRE 8122 — N &, FE AR
FERNERFEMFEXTHNERNCEABN, FRACERH
HTTP im R ERN BN E= A RFSREEE , THREXMINEZIHNIERE
XHNEZEER,

N T FBIEE B E] Snowflake , Amazon Data Firehose & 7E 2B
ZrBIE—e , HEA Snowflake RN L 5 AP RERBUERR A
E| Snowflake, BRIANBER T , B HRFEB/ANICIIHFHE

R F| Snowflake &, EEHTIHEARASRE |, Firehose 2 &K H—1
CloudWatch #E%r , A TE 2/ HIERZE| Snowflake PTTE T HY AT
|8, Firehose HEIMXXFF LN JSON MEBERNIERERAH , HE
X JSON Hdh., FHARENHABTRAAREERL JSON WK ,
HERKXER  ZEETMAIMANNEIT, 5|5HELFH.

8| Firehose BRI BB BCHBBEERIE, BXEZER A KEZTIET.

ESiER

Amazon Data Firehose ] at-least-oncei® X # T E£E . EELEERT ( bEEELHAER ) |
MR FRAHIFEERIERFAET , Amazon Data Firehose W{ERIE X AR SHEE, XEARAT
Amazon Data Firehose X##HIFTE B 93 F | Apache Iceberg & Snowflake B BIH#EBRIN,

&

o THRE Amazon K i X Y EBLIE B R

o TR HTTP i R4 i K F 0w R SE

- REHFEEEAK

o & Amazon S3 WREBHKR

« 7 OpenSearch R BB R 5| #

- HENREHREE R
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https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
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T &% Amazon K fl i X Y BLE B R

Amazon Data Firehose 3% Amazon K/ [m HTTP KipT S BirERHIE. SERZBERNERHN
Firehose Sifl HTTP iw R o] LAE F A~ B/ Amazon IKF,

Amazon Data Firehose & X #F#5 Amazon X [@ HTTP £&inT K B iR mEiE. S SUREIEM
—MNXEH Firehose Ff& 5 El %S — 4 Amazon Amazon I:i;‘zEI’J HTTP KifT = #85& Al LURFERIEM
Firehose & % %] Amazon I:i;UA%EI’J HTTP KT R BFr , HlE@ESE HTTP in S Mg E N TSR
EL:op: Hi&ﬁ%iﬁ A E ARG RS, EIXLE %/RT , B AEmMEAN LA, B
XEZER , BZHAREENM NEHPHBIEELRED

T HTTP 3 4% 5 18 SR A e S ALSE

Eff Amazon Data Firehose B INFHRBEERBBENL HTTP IR , XERKIMTIEZER , HERAE
£ Amazon Data Firehose &R MR #& N ZIEMB . AT 5+48 Amazon Data Firehose fRS5 &£ 2B
FEN HTTP iR M HTTP &R HE |, LA% Amazon Data Firehose BRE TR HTTP W 57 A9 4%
XM, £ Amazon Data Firehose fEEREIT 28 , HTTP if 2 A 3 £ #AV T E MM ER, Amazon
Data Firehose A& IE¥#& =AY M B2 40 9 1% 5 5 W o

BREK

BZEF URL 3%
B EERENED URL BRI —24% ., Amazon Data Firehose @B E X% , TEMB K. NX
¥ https B 45, URL BR&ITE/E 7B B HAE R A o

® Note
Bal, HTTP in QBB WX im0 443,

HTTP #r3k X-Amz-Firehose-Protocol-iR 4<

LAk A F IR ER/MBEXWRAER, BaitE—RAEARZ 1.0,
HTTP #53k- X-Amz-Firehose-Request-ID

AR ER —NTERR GUID , TR TRARMESHREMR, WRATEERNE , KRISINISHK
XAMRAWE , SERDMRMBER, EZR2RE—FERE , HX ID REFE,

T R Amazon Ik /7 A X B9 B E R 103


https://www.amazonaws.cn/ec2/pricing/on-demand/#Data_Transfer
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HTTP #53k - Content-Type

Content-Type ¥rkRI{EIRL N application/json,
HTTP #53k - Content-Encoding

A LAEL B Firehose it , EAIZXERIIER GZIP EHRIEX. BRALKESRG , REBREM
% , Content-Encoding ¥Rk ERIRE N gzip. MRKRBAESE , Ml Content-Encoding #R3kH 5E
2R FHE,

HTTP %53k - Content-Length

REBRERXFER,
HTTP #rk- X-Amz-Firehose-Source-Arn:

LA ASCIl F&F R KRR Firehose 7l ARN., ARN X X1, Amazon Ik ID MEER
M ITYRES, Bl , arn:aws:firehose:us-east-1:123456789:deliverystream/
testStream,

HTTP #5:3k- X-Amz-Firehose-Access-Key

WARk B E APl ZEAHEMEIU, ERIBREMEHRET , BRI CIBRRNEH API 40 ( XFFREN
+h ) - Amazon Data Firehose {57 247 B K/DBR#I9 4096 F17, Amazon Data Firehose
S2ZRUEMAFXHER N RS, HENBHANZFZEHBIIRLNER,

NATLUREEZN , TTRERTR JWT S5 ACCESS_KEY, MR RREESFREL (WMAFBM
=), WNEmMEFENEL R TERNER (JSON = CSV) —i’f?fﬁ’fii/\lﬁllﬂ{n%ﬁqﬂo
MRFHEARZZFHEIE , WAL L FE# 1T base-64 458, Amazon Data Firehose T 218K
M/FmBEENE K MBREEEANS.

HTTP #73k- X-Amz-Firehose-Common-& M

HARA B EBNMERN/BERPABILRERNLIHLBEYE ( THE ) . HIE Firehose RATE
ERE, WEMNERFBNERUTRYE JSON XK :

"$schema": http://json-schema.org/draft-07/schemai#

properties:
commonAttributes:
type: object
minProperties: 0
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FRARER

maxProperties: 50
patternProperties:
"AL{1,2563%":
type: string
minLength: @
maxLength: 1024

IR

"commonAttributes": {
"deployment -context": "pre-prod-gamma",

"device-types":

IEX - &RAKRD

BRAREXK/PHEERE , EFHEIHRKTIE 64MiB,
IEX - 2849

EX®E—1 JSON X# , ZXHEFLLT JSON £43 ( A YAML RE ) :

"$schema": http://json-schema.org/draft-07/schemai#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.
type: integer

ERERX
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records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1
maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

AT

"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
},
{
"data": "aGVsbG8gd29ybGQ="
}
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I 7 4% =X,
AR ERIAITRH

RN RFARFELLTER | Firehose FRE 25 EM A T IEXH 500 RS,
KSR

HTTP RSB LIMIE 2XX, 4XX 2 5XX SEE A,

Amazon Data Firehose RSB ER/EEM ( XX RARTE ) » REMWMATE 200 F 4 A K I

FioR&WE HTTP/EP, MR 413 (BEXD ) BMAKAELK , HHIBZRHRXFTLEIEZDE
XFEEE (NREEE ). MEEMINABEOEANTERNER , AZIBENENERER

BRI R,

Rk - ARRE

ME— A EZHAREEZ application/json,
HTTP #53k - Content-Encoding

T8 A Content-Encoding. 1IEXMAMRKRERIRS,
HTTP #53k - Content-Length

MRMBEEX , MH4MAE Content-Length #5k,
EX - &RAKND

M B 1F SXHY KN AN FEF 1MiB,

"$schema": http://json-schema.org/draft-07/schema#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string

0 37 45 =X 107
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timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer

errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: @
maxLength: 8192
required:
- requestId
- timestamp

AT

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": "1578090903599",
"errorMessage": "Unable to deliver records due to unknown error."

}

Success case (HTTP Response Code 200)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090903599

}

HERIF RIAL B

ERBEHEIRERT , Amazon Data Firehose fRF2E 2 ERIEHERE LEH = A ME —#tid
Fo ERMFEABBIREN (15%) WAIHBEHERE (18 ) #TRE , MENEXEXHBEATER
A3 (initial-backoff-time * ( &K (2) A retry_count ) ) HITIRE . EIEATIE A& K8 FEFR &5
2 o8, Bl EE n RER , EIRAEN = M MAX(120, 22n) * random(0.85, 1.15),
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EXFIEENS UL EETI, BXREFERRBRELHEANBYIMNBE®RTE, HFARE
B, RBMEIELD L , BESHE Fi Amazon rehose X4,

EHENERERY , HRFAN/HAEMICTKN B Wi T sESRIE Firehose RN EF R E M KL
Z{t.. Amazon Data Firehose RFSR I EERPEAERMNIER ID. JE—TEERATF HTTP
mRRSERHITEEHERR. IREATHRERBEFNRERER (AT Firehose REE )
N AT R IE R B B IR B izt ie R AR EE IR TFE A

]

CWLog KR &R =l

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599,
"records": [
{
"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"
1,
"logEvents": [
{
"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208016,
"message": "log message 1"

"id": "@123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"
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R0 3B BAEAR Ton 5k W
1 Amazon Data Firehose B #itb#HE B © B9 B IB 1% i 2k AL BB FRAE

1£i& & Firehose 7t , X FiFZ B M ( Hla OpenSearch Splunk #l HTTP KixT & ) , BEAE
BE— S3FMNE , ATEORERFHEIE. B Firehose /&M KM IAR B HRIENEZE

B BESRLTHEXENiEs, BXARFI S3 FHBWIHRINRAZ L L ERNBIENE
ZER , BHSRE T Firehose 18] Amazon S3 B # PR, ¥ Firehose ( a ) o & HIEE B ER
BEi , HEH (b)) TEBBEEAERAMNEZN S3 FMMEN , ERLAEEREH , BEEIKET
DfEmE BNt EAZS S LE,

Amazon S3

E S3 FEmHNBEAM AR TREERRAMAR, N, FEBAESFREFE. Amazon Data
Firehose &BH IAM BEAIRETNIA M FHEME. MERERELUSEH, EHEBERT , Amazon Data
Firehose &7 24 PITRNFLER , BEEEHI K. Amazon Data Firehose B & KEIEFMEATE 7 24
NEY. BNREBIES W ABEL 24 /MET , BIEFEX,

HTEMER , [ S3 FREBEAABEIESKRK , fiuw

- ZIFREBETTFE.

« Amazon Data Firehose #8{E# IAM A& T ETH R FM# .
- RLEE,

« S3 4R , il HTTP 500 SHE A API B,

EiX R T , Amazon Data Firehose S Ei{Elix :

+ DirectPut KR : EidHREKAIFEE 24 DA,
« Kinesis Data Streams 2 Amazon MSK KJE : EiX&4TRBIFET X , EABRTEEHFE LR
BERRE,

HAEE Lambda 4B 5 parquet ##2 LM AT , Amazon Data Firehose F &/ kMK idF&E R S3 48
RFEER. HtAMBERANSBIHFEER S3, EEIREREBH NI, = Firehose FIhfFid R&IEXE

S3IE, ERBE—NSIHWNERXH ; EHPTEIREMHNERT , T8 EiREIE , HEARDLE
WICREHE — S3 MR,
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-s3

Amazon Data Firehose FEANGIER

Amazon Redshift

¥F Amazon Redshift B #9ith , A AFE |2 Firehose FRATIEE EidFLLatA ( 0-7200 # )

FHIEE B E] Amazon Redshift B &£ & 5 Amazon Redshift Serverless T/E4ART |, ATRES R AT
NNRREAMmAM, B0, Firehose MERBRETERH, SHRNTHFAEELEFIMNERE, ELEX
5% T , Amazon Data Firehose REEENFLMNBIAER , HHTFERIRH Amazon S3 X R,
BEHNROEELQLBTRE NN EREEN S3 MMM errors/ XHRA |, BAILAFIAHZ
BREXHHITFEE, BXRIMAERAEEXHF COPY BIENEE , BSREABEEERIEX
.

Amazon OpenSearch RS # OpenSearchTCARSS 8%

X F OpenSearch B H OpenSearch ToARSS 28 B4R , A LATE Firehose E#EBIZHIRIIEEE XL
B (0—7200 # ) o

HTZER , @& OpenSearch IR E B 5 OpenSearch TIRE[/ESEZMBIETREL KK,
a0 | &K Firehose i AT RE1ZIE 45 1% MY OpenSearch IREE B S OpenSearch TIREFESBE.
OpenSearch IEFE 4 B RS E 8 OpenSearch RERFBES. MEHRERRLUEH, FLHEBER
T , Amazon Data Firehose 2B ENFEM BN ER , HRIHFENRSIER, I XE1EH
BB S3 1FfE @MY AmazonOpenSearchService_failed/ X#XRA , o URAEHTFHE
15,

X F OpenSearch RS , BN XEEEELLT JSON K3 :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(base64-encoded document data)"

}

¥tF OpenSearch THREEF , BN EEEALLT JSON X
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https://docs.amazonaws.cn/redshift/latest/dg/loading-data-files-using-manifest.html
https://docs.amazonaws.cn/redshift/latest/dg/loading-data-files-using-manifest.html
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{

"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index
request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"
}
Splunk

% Amazon Data Firehose 8 Splunk &ZJEZIER , 2%4F Splunk AN, MREINHB R AKREHEHIAE
FTEAFR UL EHIA , Amazon Data Firehose B s B F4 A H 1T HER. ©SRETHER , BEFEHAEF
srtE B, FidiFeatASIE/E , Amazon Data Firehose $FiX fiE R L A BIEE W AW |, H TR
%12 %) Amazon S3 Ff& &,

)X Amazon Data Firehose [ Splunk ZIAZEN , TR EXRZRERER , BoLEFHBHHEIAE
T #ER. RS , F1F Splunk BHAIA, BIEERIFEREI2Y , Amazon Data Firehose {115
A, ERIWEEIAREIAER, WRBEIAER , Amazon Data Firehose 2SR EBEIXITHEEREEE R
REtiE, MRERRNE , CHBAEAHEEZEE , BEEWIBIASBEE R EEEH,

ABEEIAFATR U HIAVME— —RBFEARE R, AXREMRENBEERERNES , F5H
Splunk HiEERE IR, MRERFENEAT 0, HAKFEERERFLMREREE,

THER - MEIRIEFETRO,

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in Amazon
S3 data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIx0C45Mi4x0DguMjE@IDE3Mi4xNisxLjE2NyAyNTIzMyAXNDMzIDYgN

"EventId": "49577193928114147339600778471082492393164139877200035842.0"
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https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-splunk-errors
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}

HTTP ¥% < B 5

2 Amazon Data Firehose 8 HTTP i & B it R IABIER , 2SEFREBZE WL, MR EINE
IR ER AR TE NG B AR A HAFR UL BN B2 , Amazon Data Firehose f% /8 3 Eif {54018 11 3188, ©NTHE

iR, BRERBENEZES, EREErEEHE , Amazon Data Firehose FiX #1&)5% M 7 B & 1% i

KW, HRBIER D E Amazon S3 FEH.

)X Amazon Data Firehose [ HTTP s R B it ZIEHIEN , TR RBXRZHERER , HLEWHS
SRR ITEER. A , EEKRB HTTP R Bisi R, BIEEiIRFL R 23 , Amazon Data
Firchose &5 , B2 EI MR, MERMEAER , Amazon Data Firehose 2K EE
RITHBEBREEFRRTE, MREERE , cBXERAEEZRE , BEWIWNRBEERNAD
pug-ie

RKBERIH T RME—ATRRAENBFEEEERRE, AXAEMRENBELAERNEES | E5H
HTTP i SEFEL B SR,

THR-MERIEFERA

"attemptsMade":5,

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHJhdyBkYXRh",

"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"

Snowflake

*F Snowflake B #9it: , £ 8% Firehose bt , RO LAIEE Al kM B i IS 4ERTIE] ( 0-7200 % ) . E
RIFLERT R ERIAER 60 ¥,

[0 Snowflake REMBIFETEES LN , FERERZ |, Hl Snowflake B VELE R IEH, Snowflake
i, WERES, ERFEBTERATAUTERNEIR, Fl0 , MR Snowflake B R XA ERDEFIE
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https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-http-errors
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—BITE4E T I8/ JSON BRIAE , N Firehose T2 HBRAETEH. R , E2NFEREN
S3 fRix PR JSON B AR EEM S BN HARBLIEZ 1D,

B  MRATACR, XRIBFEEEZMSFEHAY , U Firehose TRERFFHIEBE ALK S3
iR, ERFEEMUER TR Snowflake BREZHEIE, G MEREES BN AMK, FEHEER

T , Firehose 2 EEENFENBNER , AEENEIMEHE S3. XM IEFFELHEE snowflake-
failed/ XX | A LUERZXHXBITF I EIE,

LT Ri&EmE S3 MERIZER JSON Kbl

"attemptsMade": 3,

"arrivalTimestamp": 1594265943615,

"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type AUTOINCREMENT,
IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,

"rawData": "c2FtcGx1IHJhdyBkYXRh"

Fti& Amazon S3 X R EZBHIER

% Firehose @ Amazon S3 fZRIBIERt , S3 N RBHAMEBREIU TR <evaluated prefix><suffix> ,
HAPERMWER N <Firehose stream name>-<Firehose stream version>-<year>-<month>-<day>-
<hour>-<minute>-<second>-<uuid><file extension> <Firehose stream version> , JA 1 7k |, H# 1T
—)R Firehose 7B B E X FIEHN 1, EALLE K Firehose FRELE ( Hl70 , S3 FHEBEEH, iR
R EBURME ) . BALEA Firehose # %I &8 UpdateDestinationAP| #24ERKI L B HY.

¥t F <evaluated prefix> , Firehose FE4& =, YYYY/MM/dd/HH #7307 BRIABI BT B BT8R ML BTRIETE
RPN E—NBEBEREN , HF , 8MNERML (/) BEZEREWFRE—NER, BAEY
EEOEEETHHENRAIINBEE SR REULLEE, BXINAEEBENIENER , HSH

Custom Prefixes for Amazon Simple Storage Service Objects,

RIABERT , REENERNRXR UTC , BRI EHERANRENNX, Fl , ZFEH B A5G
HERERE UTC , IJBER API SE0ZE () F Amazon Web Services Management Console fF8¢ X
EEEALM/ZRR. CustomTimeZone A T5I&REE Firehose 7 S3 BIREL B X #FHIBT X,

TEFHRX
LA 2 Firehose 1 S3 Bl & EL & X iFHI AT X 5K,
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/dev/s3-prefixes.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
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Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
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Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
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America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule
America/Tijuana
America/Tortola
America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
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Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqgtau
Asia/Agtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan
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Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley
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Australia

Australia/Adelaide
Australia/Brisbane

Australia/Broken_Hill

Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara

Bt & Amazon S3 W R B FHE
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Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
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Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

BR <file extension> 24\ , BREENERFE, BRABEEXNKRGESRN |, Firehose [FiRIEE & K
sy B&. T&RIHEA T Firehose MMM ERIASHT B S :

BE XU RA
BIER IR - Parquet .parquet

BIEHER . ORC .orc
E4 : Gzip 9z
E4 : Zip .Zip
E4 : Snappy .shappy

E48 : Hadoop-Snappy -hsnappy

&R T LAE Firehose #£HI 85 API REEERFNXHT BE. XA BRBELFAUGR (.) Tk, #AE
AEEATHNFR : 0-9a-z-_*(). XHT REFEEY 128 MR,
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® Note
EEXH#Y BEE , ©REE Firehose ZEARERXNERIER/RMARINXHT BE.

T % Amazon S3 X RMEHE M EIER

&5 %] Amazon S3 HIXI BTG <evaluated prefix><suffix> W E RN, BALIEE T EEEITHIHLT
RENREAXVWEENIR,. BEENEENIRNEBEENRIATR yyyy/MM/dd/HH,

B LEBEN I RPEAUTERNRER : | {namespace:value} , H namespace AT LR LA
TERz— , BT D R,

« firehose

* timestamp

* partitionKeyFromQuery

* partitionKeyFromLambda

MRBTBRAFMLLER , MFE Amazon S3 FRBHFERIXHER, BEXEZELR , B5H (LS #HEH
¥& FirehoseDevelopertg ) F# Amazon S3 N REBHE X,

timestamp W& Z=[H

Wi RN AERERERE Java DateTimeFormatter ZF RN FHE, Hl0 , XTF 2018 & |, Kk
RN ! {timestamp:yyyy} WiTELERH 2018,

EITErtEZ AT |, Firehose [ {EAMB A Amazon S3 R AL EN T R I2FHN ABEETEE.

FKIAMBERT , RtESIZ UTC itE, B2 , BUUEEREFVNX, Hla0 , tnREEFEH B AR
AHRBEITAZ UTC , I ATLATE Amazon Web Services Management Console = AP 3% &
(CustomTimeZone) FFINXEEN LN ER. EEFZFNNEXIIEK , i5Z 5 Amazon S3 Object
Name Format,

MBEBER—FIRREIXNPZXRER timestamp TR ZEE , MEBNRFVITELERNE —Z,
firehose W& %= H]

A LA MNMER Tt B ZE : error-output-type M random-stringe FRNETHMERS
Eo
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https://docs.amazonaws.cn/firehose/latest/dev/record-format-conversion.html
https://docs.amazonaws.cn/firehose/latest/dev/basic-deliver.html#s3-object-namekey
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FRARER

firehose R ZE

L2

error-out
put-type

random-st
ring

E[AE

DU

RIEEH
Firehose E1%
Y B 1 0 2K IR
H, &SR
NUTEFEZ
— {(REXN,
KM, splunk-
failed, splunk
-failed
AmazonOpe
nSearchSe
rvice. . }o
format-co

nversion-failed
http-endpoint-fail
ed

MEFRER—F
RRPZREAR
© , MENE6
NITEERNE
—8BIRFHHR,

HEERA 114
FRNRENFRF
o MREER
—REAPZR
£/ , g
KBIMITELER
A= HREEAL
FRH,

s A

myPrefix/
result=!{
firehose:
error-out
put-type}
/1 {timest
amp:yyyy/
MM/dd}

myPrefix/
I {firehos
e:random-
string}/

%

myPrefix/
result=pr
ocessing-
failed/20
18/08/03

myPrefix/
046b6c7f -
ob/

#x

Z error-out
put-typefE R &
£ ErrorOutp
utPrefix F B F
Ao

BERLLRERT
AL ES

il

&0 LURE = 1F
BRERR TR
R A9 FF 3L BAZRER
BEMLETESR , B48
£ Amazon S3
RERSHEL

T f# Amazon S3 W RK B E L HIR

124



Amazon Data Firehose FEANGIER

i iR T~ lE A ANkl £x
E , kiREAR
+5 2T

partitionKeyFromLambda ] partitionKeyFromQuery @5 %= g

WFHISDX , BURE S3 FHEBIBRPFEAUTRIAXER : | {namespace:value} , H

Fan & Z2 (8] —IJ«XE partitionKeyFromQuery = partitionKeyFromLambda , tB AT LARH

EH, MREANBKRBHANFREEUNES X, WATIEE— S FHMIRE , ZEHUTH
RIEEWRERAR : "partitionKeyFromQuery:keyID", #NR A Amazon Lambda B
BHNBEBELRIXE  NAMIEE— S3 FHBRE , ZEHRHATEREENREXA

FX : "partitionKeyFromLambda:keyID", BXEZ{EER , i Creating an Amazon Firehose
stream I #Y“Choose Amazon S3 for Your Destination”

B AN
LLTFHNSERTF Prefix M ErrorOutputPrefix RiER,

o WF timestamp WRZEME , FiIHERBEELESIFTANTAER, BAENR  FRFEAZELEE
FERPFERA S| SHITEXNEAERE,

- MREENIETFESERABAEMEZEKRIEN , I Firehose 2fFZRIER ! {timestamp:yyyy/
MM/dd/HH/} BiNZE Prefix FERHPHE,

« F5 1 { REEHIMTE | {namespace:value} RiXEXH,

« XY Prefix RBEMEMERIERXA , ErrorOutputPrefix FRERZE, HEXMIERT , Prefix
WItELE RN <specified-prefix>yyyy/MM/DDD/HH/ , ExrorOutputPrefix itELERNR
<specified-prefix><error-output-type>yyyy/MM/DDD/HH/, DDD RI—FHMHERXK,

« WREN ErrorOutputPrefix BE—NRERX , WEXRMTEELD —A | {firehose:error-
output-typel} £,

« Prefix It£8%& ! {firehose:error-output-typel,

« Prefix # ErrorOutputPrefix HitEEH TR 512 MER,

- MR BRMER Amazon Redshift , Il Prefix FaEBEXREXH A ErrorOutputPrefix #4MA

go

T o

- IR B #R= Amazon S OpenSearch ervice = Splunk , {BRErrorOutputPrefixigEE(A
{8 , Firehose 2 APrefixZFERIZFRMHidF,

T f# Amazon S3 W RK B E L HIR 125


https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
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- HBR#RZER Amazon S3 B , Amazon S3 BFrELEH M Prefix M ErrorOutputPrefix
HoaATRIEEFMEKIZFEK, MRER Amazon CLI 5 API, M AT A
ExtendedS3DestinationConfiguration IEEEBHCEM Prefix M ErrorOutputPrefix
#9 Amazon S3 &R EE.

- YEFEH Amazon Web Services Management Console 3/ B #5i% &8 Amazon S3 B , Firehose
TP ERBFREEErrorOutputPrefixMHIPrefix MKIEFRINIEFMAMIZ R, MRFEHX
BREER , NMSIIEEHIRIR , BIF | {firehose:error-output-typelo

- Z{RExtendedS3DestinationConfiguration& Amazon CLI, APl =% Amazon
CloudFormation ( 1R EIEET ) —EFEHRIS3BackupConfiguration , Firehose TR A ERIA
&, ErrorOutputPrefix

« 817 ErrorOutputPrefix &iApartitionKeyFromQuery =it REEE
FpartitionKeyFromLambdaFf @& ZEiE,

TS

Prefix Al ExrrorOutputPrefix R4l

al A TTEMFIZ [2018 £8 A 27 HEHF
10:30 ( UTC )]

Prefix : KRIEE Prefix: 2018/08/27/10

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos

eFailures/!{firehose:error- eFailures/processing-failed/

output-typel}/

Prefix: !{timestamp:yyyy/MM/dd} BMATH . Y Prefix @8RER

] o B , ErrorOutputPrefix TRERNZE
ErrorOutputPrefix : FRIEE

Prefix: myFirehose/DeliveredYear=! Prefix: myFirehose/Deliver
{timestamp:yyyy}/anyMonth/ra edYear=2018/anyMonth/rand=5
nd=!{firehose:random-string} abf82daaab

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos
eFailures/!{firehose:error- eFailures/processing-failed
output-typel}/!{timestamp:yyyy}/ /2018/anyMonth/10

anyMonth/!{timestamp:dd}
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FRARER

A

Prefix: myPrefix/year=!{ti
mestamp:yyyyl}/month=!{times
tamp:MM}/day=!{timestamp:dd}/
hour=!{timestamp:HH}/

ErrorOutputPrefix :myErrorPrefix/
year=!{timestamp:yyyy}/month=!
{timestamp:MM}/day=!{timesta
mp:dd}/hour=!{timestamp:HH}/!
{firehose:error-output-type}

Prefix: myFirehosePrefix/

ErrorOutputPrefix : KR¥EE

A OpenSearch RSB E R 5| %R

TERETE 2018 £8 B 27 BLEAF
10:30 (UTC) ]

Prefix: myPrefix/year=2018/
month=07/day=06/hour=23/

ErrorOutputPrefix :myErrorPrefix/
year=2018/month=07/day=06/hour=
23/processing-failed

Prefix: myFirehosePrefix/2
018/08/27/

ErrorOutputPrefix :myFirehos
ePrefix/processing-failed/2
018/08/27/

¥} F OpenSearch fRE B#r , B LMU T ENEI 2 — R IEEE TREIMN RS iRiE
I : NoRotation, OneHour, OneDayOneWeek, zOneMonth,

RIFLIERIZFVEHIRIEDT , Amazon Data Firehose £ UTC ZIiART BB H — 202 M B B8 ER R 5|
B HMEMNMFRM A ETEIE. AT RHEIERT S OpenSearch ervice FEANER 5| 3R IET 4 B
MWRS|IBH , EPEENRSIBFAmyindex , BEREE N 2016-02-25T13:00:00Z,

RotationPeriod IndexName
NoRotation myindex
OneHour

OneDay

myindex-2016-02-25-13

myindex-2016-02-25

9 OpenSearch BRELE 3 5| 5
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RotationPeriod IndexName

OneWeek myindex-2016-w08
OneMonth myindex-2016-02
(® Note

5/ OneWeek &I AY |, Data Firehose X <YEAR>-w<WEEK NUMBER> #&3X, ( 0
2020-w33 ) BahRIERE , HPEAHREFER UTC EHBFEUATEZERFIITERD -

- —ENEHBTFH

- — FENE-BAREX—SFHEEEHANE—H

FEMIRE BPEL

RIE Firehose /G , MKRFH I AHFERFEAMEENE. NREZRERLHAATHNER
(Bl FEitREFRERR )  SURFEENEFHREER , AEERVERRTANRE.,

/A Important
SEERTRE ZEENRERS , E#MERZE , ERXFIRIBFIEFRHERHE] Amazon S3
PHREIRTFERE  MERREKEEMIBENE, XRZFENEHNRRYE , 2 AUREXTE
o, REREARLERRESRERELAERMEI BN , HRERN KM,

%7 {Z Firehose i

E ¥ {Z Firehose YR , 1B EMIBR Firehose Rf&AMIAMMEA S3 FMENNIE. Hla , R
A8 E = H OpenSearch B¥rH) Firehose B#E , M AT UBI EFHNEREN, EXEZER , ES
B #ZF Firehose 51822 OpenSearch RS B FREI IR,

IBR s3:PutObject B/EM "Effect": "Allow" PR , HEXRM—FKIEL , ZBAXNATFE
B AWML HREY S3 FEMAY s3:PutObject IRENMA Effect”: "Deny" PR, ETX , XFEHE
B¥r (flan , < B¥r OpenSearch M1 ) , XEBER Firehose EABRHINIR. EEFHEMB W

FEMRELELE 128


https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-es
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WYX PR , IBEE £ H Amazon Data Firehose 2§15 RN R AR B Vi3 0. THRIXAMRE
J& , Firehose IEILZWERE |, RAILAMERA Firehose BYCloudWatch fEFr# 1T TR,

/A Important

£ Firehose REERE MY , FEWHRRMFKIR ( HlW0 , Kinesis Data Streams H =% Kafka
RERSH ) RENREHE  BEFRERERANHECATIIEN L, NRFERE
DirectPut , Firehose fHR B IE 24 /I it, MR EERBEEFHIB 2o RIREFRHE B
E, e X EREEX,

% & Firehose 7

EMEEH , BAITFEN , HR Firehose BRI RABEIE MM , LUERZHIX R E #
AT E R, TR, RREZAXNMAT S3 FHEHNRFTMMER , UZ2HEAMNEH, B
R , M s3:PutObject 4 "Effect": "Allow" EKIAXBR , HMIER s3:PutObject #4E

B "Effect": "Deny" fXR , F&M S3 EHWA TR H LM &M, &5 , A Firehose Y
CloudWatch fE/R# TSR , UBIAERCAEZBMNH, EEFHRHANEHRTHRESR , BEAE
T Firehose B9 Bi# CloudWatch HEKEE,
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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£ 1 Amazon Data Firehose f5%#&4% £ Apache Iceberg
*®

Apache Iceberg 2 A THITABKIE D M SHEEF RREEN. Apache Iceberg F SQL RV 4
MEAMEHS TSP S3 $HIEH , H#E Spark, Flink, Trino, Hive M Impala ZFF RO 4751 Z AT LLE
FHALEEME R EHE. B X Apache Iceberg WEZ{E R , S https://iceberg.apache.org/s

YRATLAE A Firehose fREIEE MBI Z#h S3 Y Apache Iceberg Tables., fERALLINEE , &1
LU iE RN EANREE B EITRHB Apache Iceberg %k , H B3aIXS Apache Iceberg FRHHViCZ B A
A, EFFMBREEME, Firehose Rkl SRM—IREHK RS . LIEEFEEMEMA Amazon Glue Data
Catalog.

Firehose i& Al AR BB M B D% S3 R, Amazon S3 RGN AME 0T THEAFHHITT
R FHE , HIsE T BLRSEAMEHBREREBIENEME KR, EBIX Apache Iceberg I
BEXE , B LR SFET D% Athena, Amazon Redshift #1 Apache Spark £ AEI A1 &E 51 Z 1
Amazon S3 FEEXREEHIE. BHX Amazon S3 RIENEZEL , HSRIL ¥ S3 X, Firehose &
Amazon S3 KRN EKEEEERI (BXBEBM ). ZEERI (FHHFRELILE ) MEEEI (HEN )
WXHETIE. FOFEATE~ITEAR.

X TSk S3 &k |, Firehose A F BBl K, H2E Firehose Eff 28l , BH4HEIE S3 &Ko

AR S TAR

@ Note
ERAmazon Web Services X i3 A E i X FL A #h X ( BRFEI ) 4\ , Firehose FEFT A #[X
#B2#F Apache Iceberg Tables ¥EJ5 HBV#tb, Amazon GovCloud (US) Regions Firehose &
Amazon S3 RIER EEFTE ATA Amazon S3 R XHTNE, BFONEAFE~IER
o

Firehose X} Apache Iceberg RN ZFHEFUT EESIMAMERH,

- AHE — MREAFE Direct PUT fER R M Apache lceberg REXEIE , MG HMRHWHF K
A E7 5 MiB/second in US East (N. Virginia), US West (Oregon), and Europe (Ireland) Regions
and 1 MiB/second, Amazon Web Services XiZi il REAB 2% B E#MMPIBRAV B R T @ Iceberg &
RIHEARE , ABRERERNELE , MALAEA Firehose Limits REBERRESFELERH .
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https://iceberg.apache.org/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables.html
https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://support.console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=kinesis-firehose-limits

Amazon Data Firehose FERARER
TruefIRERB\ABEM AR TERNMMBR , AT LU ZAppendOnlyiRERE N
ZAppendOnly#rEiIRE N True , Firehose 2 B BHRALE SN ELE, BEl , BREEL
CreateDeliveryStreamAP| 2Ei% B L irE.

MR Direct PUT R E S HIEREERE Firehose RN EFLEMZEIRE , AL Firehose 28
HEMZHENELERS , EXIRGIESEESE, REFCENEMAMES , Firehose AIREFEEK
WETE T BN ERNEHERSEMENKE, Hit , FAELEHAMHNBEXREICRK. WREMIT
BEELCRAKBEN , RELNFTHERFELRNGHERFIESNELE , FERRESEHE
BR %l

- §% S3ESH (TPS) — A Ti1L S3 MAE , MREE A Kinesis Data Streams = Amazon MSK 1E
FERIR , BNBUEERAEHN S XENRIEFHITIX, X# , BHAEIE— Iceberg RV EIFID
KRR B —DNH LA D RS X, WRATEE , KB T AR B4R Iceberg RMBIEIZ TR T &K
BRG] #Ypartitions/shards, so that you can use all the aggregate throughput available across all the
partitions/shards of the source topic/stream B #5:5& .

« B . NFHBEFFE , Firehose NRAZHHRE JSON FIE—RTT =, Hla0 , Firehose Ri%EF
EFE—RPITANTR , SRENEFR, REENIBNBIEXRENSBHRRNSIENMBIEREFT
fi , Firehose FBEMIh3XMF, EXFIER T , Firehose FEEM Iceberg &ALt BEIESR
BTIREEF . Firehose X#F 16 MIINWBRE, U TE2H]|E JSON HRHl,

"version":"2016-04-01",
"deviceld":"<solution_unique_device_id>",
"sensorId":'"<device_sensor_id>",
"timestamp":"2024-01-11T20:42:45.000Z",
"value":"<actual_value>",
"position":{

"x":143.595901,

"y":476.399628,

"z":0.24234876

MRH|ZRBIELBFEH |, Firehose il HR IR FHIELIE T S3 HiRTFMM. WR Apache
lceberg RPN FIESIBFMBUIERBEICE  BRICZPEEEMFE , Il Firehose I FH=F
B

« BRIEF— JSON XK : BRBEE—% Firehose IBZKHKIE— JSON W R, MREEIEFFR
BHRIEZA JSON R |, Firehose 2t KRR A FHIEA @M S3 HiRfFMEM. MREMER KPL
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/streams/latest/dev/kpl-with-firehose.html

Amazon Data Firehose FEANGIER

REICFE , HFHHIEZEZ Firehose # |, i Amazon Kinesis Data Streams ¥ERJR , Nl Firehose £
BoMR K HASRIEFERFEH— JSON IR,

- EHEMEFEMRIL — FXEH Firehose EA Iceberg Tables B , ©#ABRMAERRE, BIE X H
MBIBR M. BIENXHEZLEBMABBEFEHAZMEEERE. I TRESRNERERE , B
FEER—MHRERE  IEHRVNEBBEXHEHATEEEN RSN ABE 4. XMNIEMIE
X, Amazon Glue Data Catalog ¥ B3I E4E Apache KUK, BXEZEE , H2H (Amazon
Glue FAF1ER) A Compaction management, BXEZE LR , 15 Automatic compaction of
Apache lceberg Tables, B#& , LA LAE1T Athena Optimize s SR FHMITES. Bx “B1L” o
THEZEER , 5 # Athena O ptimize,

BR T EARBIE SRS | S83E o] LAE B XY Apache Iceberg TR (5] 205 B8 33 HA AN BR AT 32 XX
) B VACUUM B AR {b 124 3, 5% Amazon Glue Data Catalog , &0 LA © X B 31l
BRTABEENRE ., M4 MIHARR | M Z#F Apache Iceberg REVIEERMLIL, BXE
ZER |, BB RIXEXT Storage optimization of Apache Iceberg Tables WEBEXE,

« AT X¥F Apache Iceberg Tables #9 Amazon MSK T RS 23 R1E R B #ro

- BT Amazon S3 REMBHPHIEK | Firehose XEZHBIAE %, Amazon Glue

o XTEHRIE , Firehose 2EBM— BRI , RAEBRITREARE, REMBRXHS~4%
Amazon S3 A%,

{8/ Apache Iceberg R1EN B Wb Y B IR R4
MU TR R 1TIR B LLSE B FR BB R R &

e}

« £ Amazon S3 A EiA R Iceberg Tables B o R4

« [@ Amazon S3 RER T L REH

£ Amazon S3 HELIX E| Iceberg Tables B &R &4
Faz el , ERBAT EREML,

« B2 Amazon S3 TZfEHE : BAMEIE Amazon S3 F#E , LUEESIZE RN BRI TR ST
&£, BXEZER | BHSHAE S3 768,
- RIBREEMENRN IAM B : Firehose EEEBHSENRE IAM & F 82151 Amazon Glue &

HFHIFEE A Amazon S3. HENA®AFTIZEF Amazon Glue 5 Amazon S3 124 Y 15 81 R .
H{REIZ Iceberg Table # Firehose E#&Rf , {(REERX IAM A, BXESER , F5H 227
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https://docs.amazonaws.cn/glue/latest/dg/compaction-management.html
https://www.amazonaws.cn/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://www.amazonaws.cn/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://docs.amazonaws.cn/athena/latest/ug/optimize-statement.html
https://docs.amazonaws.cn/athena/latest/ug/vacuum-statement.html
https://docs.amazonaws.cn/athena/latest/ug/vacuum-statement.html
https://www.amazonaws.cn/blogs/big-data/the-aws-glue-data-catalog-now-supports-storage-optimization-of-apache-iceberg-tables/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/creating-bucket.html
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- B2 Apache Iceberg 5 : R ETE Firehose RHELE A TEFH MMIBRAVE— , N Firehose &7
BIERNBRIERNE—REEEE. EXMERT , BUIIEAE Firehose 2Bl BlEEK, EAL
£/ Amazon Glue Bl Apache kILF&k., BXEZER , IS Creating Apache Iceberg tables,
R EZETE Firehose AT EM— , N ILTFELIZE Firehose T2 BIBIE Iceberg Ko

® Note
Firehose X Apache Iceberg FREV A T FRIEMRAFE X

« RIEHAIRA : Firehose NXHF V2 RIEHEH. H20E VI BRANK , NS HIE
®, BIESBEIEET S3 HiRTFMA.

- BIEFEMER : Firehose LA Parquet X IEE A Apache Iceberg o

1T43% % —Firehose X3 Apache Iceberg Tables B A$IEH Merge-on-Read (MOR)
B,

[l Amazon S3 RIERATHY LRFMHF

BERHIEEME Amazon S3 RIFM@M , TR T EREH

- BIEEBFAENRE IAM B — Firehose EE—MNEBRFENRHN IAM A€ 8E17 R Amazon
Glue RHFEHIEE A Amazon S3 kEMBHHR, EEA S3RFHEMPNEK , BEMLTIEDH
IAM £ &R EFTEMNPR Amazon Lake Formation, & LATESI% Firehose BB E L IAM A&
B, BXRESZER , BSRET Firehose 1R Si# S3 RAVER,

- BlE S3 RIFMEM., MEZEHE., REFEB/HIR , UK Amazon S3 R5 Amazon 2 47 AR S5 S K H
BELR Y E SRR TR

® Note
ELRFERS  mEBZtIEN IAM &831%F Amazon Lake Formation DESCRIBE R,

&Rt HEFirehoseREL B ERERN TRFM — B2 IRV BIEEN RN A REELSMENBEEMER
By B PR TER ZZD%"‘EE%EH;@JEﬁAEE : )"'JJ_IL)\EFirehoseiﬁﬁﬂlﬁE’Jﬂﬁ—*’ﬁ%ﬂﬁ:‘ﬁﬁﬁ Tl , HEFH
CAMER i ABIER — 8 D RixLLFirehose , BAMEEA JSON Bl RA N H I EHHR,

BXOUBRFRHENES S E |, 1S5 H La ke Formation AFEREFH I ZENRERIER FRNE
REEEN G BEOHERE R ZBIEENRREE.
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https://docs.amazonaws.cn/glue/latest/dg/populate-otf.html#creating-iceberg-tables
https://iceberg.apache.org/spec/#version-2
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-s3-tables
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-aws.html#database-link-tables
https://docs.amazonaws.cn/lake-formation/latest/dg/create-resource-link-table.html
https://docs.amazonaws.cn/lake-formation/latest/dg/create-resource-link-database.html
https://docs.amazonaws.cn/lake-formation/latest/dg/create-resource-link-database.html
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% & Firehose ¥

E 0|2 LA Apache Iceberg Tables 9 B #5#Y Firehose B3 , {RUTBEL THE.

(® Note
AT &A% S3 REMMPAIRM Firehose TiMYZE S Amazon S3 K Apache Iceberg
Tables *E |E.|o

B &R E A B #Yith

Z @ Apache Iceberg REBEBIE , BHEHRIEFR,

ENREER , FEREERRE,

BT K , 1% Apache Iceberg FR¥EH B Kyt H 12 Firehose 7% o
B B IR R

EXNHIBRITEENELR (W, FEARDPRINSBERIETE ) |, B LU Lambda BB INE &
#) Firehose #i# . BX7E Firehose FiH#EA Lambda HITHIEHENEZEE |, S5 Amazon
Data Firehose F ¥ # R,

tF Apache Iceberg Tables , & A4HIEE WMAFFE AL REBRE TR BFRRARERITHRE. @
Firehose RMUAMERHEEENHEP —FHGEZ2EMA Lambda B,

BXREZEL , BSRMICEEREITEM Ilceberg &,

BRI R %

Apache lceberg EE#IE B FFHEE A Apache Iceberg &, Firehose 5 Apache Iceber Amazon
Glue Data Catalog g Tables £,

YRATLAE S Firehose E &Rk S Amazon Glue Data Catalog i , th AT LAEEK S R A |
A LAFE 5 Firehose EIBMHREIMN X1 ( BiA ) FER , I EREHNXEHER.

i% & Firehose i 134
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BLiE JQ RIXN

X F Apache Iceberg & , BB E WMAFHE A EREHE TRV BRRUARERITHEA, EFHM
MiBREERE, Hik , BAILLA Firehose BLE JQ ®iIA , BN HRKREAEER. BXEZELE &
B 222,

Ao B M —

FEASNKRBETERNMER : E—RBR2RIERPHN—IRZNFE , ATHE—#5R Apache Iceberg &
RN —1T. IREBETESNINRNNBEAGR  WFTXEEH -8, MREEXNELRHTEHRNH

BR, MATAXEXRFEHNRIER -8, HIEE , IRRPEHDIEZT , update FEHBAZIT. BR
BRE—AK, WAILIBEK —ZH. XN TEHIRIE , Firehose 2EHR— MR Y , REEHR—
BA

B LAE Firehose B CIES BRI NEBINREER —4 , U E QBRI ERKIZIEREE
Iceberg F#t1Tidentifier-field-idsA i E, EOIRRHRABIREEE — B2 TET., NREER
BIEPERENENREEBM -8 , U Firechose 28 E identifier-field-ids BLFENR I
HAEHE—8, NRHERHREE , NEDEH AR RIRERHEES AW,

ERBELIMS  FHEERIMBRBEORREEABEERN. KREVNE—#, £EE+T , S KRRE
B—1%B, ®& , MIRRPWBBUUT RO R EER , NGB TUERRAERFEBIR,

[
{
"DestinationDatabaseName": "MySampleDatabase",
"DestinationTableName": "MySampleTable",
"UniqueKeys": [
"COLUMN_PLACEHOLDER"
1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"
}
]

BB EEATE

& 0] LAAE A Itk B B SR 38 XE Firehose £ E A Amazon S3 #1#J Apache Iceberg & B E % A B 217,
XMLt (AR REN ) . BALUZE 0 F 7200 ¥ Z RAIMNEMAE , LIRTEIR. BRiAMER
T , Firehose WY E =AY E 7 300 ¥,

RE JQ RER 5


https://iceberg.apache.org/docs/1.5.1/spark-ddl/#create-table
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
https://iceberg.apache.org/spec/#identifier-field-ids
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields

Amazon Data Firehose FEANGIER

RLEE R Y fR B SR AL B

18 04F Firehose ELE N RICFRAWE S3 2R MM , U eEERFENEZHEERLEHE
RMBERAWAE, Mt , FERFHENZFMREFEE S3 ZHFEBMN S3 BN FEBEIRA LA
Ko

REZPXER

Firehose MR FHREANRBBEAE —FERD (ZHKRD) , REF—ENE (ZPEIER) B
B EAHE Apache Iceberg &, EATLUERE 1—128 HE X K/ MiBs #1 0—900 ¥ V& H B FE.
EFXRETHEE , SSEARKHEY  BTEXHEAX , ERERABK , THESTHEBR , BIER#E
. BEMEHXRTEURIENIER ERHBE,

BESHRIRE

B EJ AR Apache Iceberg Tables BLE RS ERmMNE. HixBE., NEMNKRL, BXEZER , BS
7] BEESRIRE, BAFURMERCIEN IAM BE2?7, Firehose FB{E1HE Amazon Glue R E
A Amazon S3 FRHN A,

AJRER E /L0 8P HIBT [E F BEST AL Firehose MBIE. B{ZhEIE Firehose MfE , &7 LA 1A [ H A S EUEK
& , A LLEE Apache Iceberg &R EIE,

&AL RS HE|E A Iceberg &

WMRZE Firehose FHIIBAAZIEA Iceberg &k , WRAFEREEFEELMNEEMR , MET R
{5l JSON FilRe MFBEANEK , BAFEE JQ REXH Lambda BEEK M) Firehose IRIEEHER., MR
BREXEFES JQ 5 Lambda —#212# , M| Firehose MM JQ = Lambda FREVE A .

[
{
"DestinationDatabaseName": "UserEvents",
"DestinationTableName": "customer_id",
"UniqueKeys": [
"COLUMN_PLACEHOLDER"
1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"
}
]

AbTR R MEY A B A BB 136
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EMHRBIF | Firehose B AICZBHEl UserEvents BIBEFM customer_id R, WREX
BARRITEISMIBREAE | M ABEE RS A Lambda JSONQuery /7 3%[6 Firehose REE&E AR
KV IRE,

R AL FZE AT TREH Iceberg &

Firehose Al ARHFIC R AR RR AP RIE A IS KB BB TR Iceberg &, HlEN , ZRET REIH A
1B %,

"devicelId": "Devicel234",
"timestamp": "2024-11-28T11:30:00Z",
"data": {
"temperature": 21.5,
"location": {
"latitude": 37.3324,
"longitude": -122.0311

}
},
"powerlevel": 84,
"status": "online"
}
{

"devicelId": "Device4567",
"timestamp": "2023-11-28T10:40:00Z",
"data": {
"pressure": 1012.4,
"location": {
"zipcode": 24567

}
},
"powerlevel": 82,
"status": "online"

W REIF | deviceld FEREFW N AIHEMI{E — Devicel234 M Devices567, HEAIDR
WdeviceIdF BN AtDevicel234 , MITEFIZZRE AR AM Iceberg FkDevicel234 , MH & Aid
KM deviceIdFE A as AtDevices567 , A EFIEEE AR ADevices567M%K,

FEANEFEEHE TR Iceberg & 137
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BEEE , %8 Devicel234 F Device4567 MIBRAREE —HARMNFE , XEFRMEBMEMEN
Iceberg RFEMIFTREH, EANIERAEEFTRERN JSON 41 , HH deviceld AILAHRETE JSON
BxKH, EETRWLTH , BIFHEEXIER T &S [ Firehose 1REHE Y M HE S FIE
FEHITRNRE,

fEA &A@ Firehose IRMEEHE R JSONQuery
@ Firehose IR ICKBHEENRE L, ZREREARZNF ER JSONQuery REFRER, FAX

FEE , BRI =S HIRMH JSONQuery &®IAX — Database Name Table Name, H ( &
1% ) Operation. Firehose £ AZRMNTERNME AN RIZSFKPRIESUAEHIER,

ZDatabase NameZBUEE BFRBIEFEMN B, ZTable NameSEIgE BHIR&R M A Mo
Operation@—MNHESH , ATERREEANRIEFEANFIERBABREK , E2EXIMERE
RERPHIANFIER, ‘“BEFERLTEFUTEZ— - insert, update o delete,

MNFX=ASHFANE -, BUURHBSEIISRER , EHPMNEANCEZHPRRE, B
W, MREFAEEANRIZRABEIEN IoTevents HENKIERE , NBEESHNBESERH
“IoTevents”, MRLIMEALRKFNFTERPRMENREKSE , UIRBR—IPISKRERX , ATEE
BARKFZFENPRRERKREN TR,

HUTRES , BINANBEESNEARSE , A RBEADIDE , WEEERABRSE. FEE8  BE
BRERTIET. WRKRIEETMEREME , U Firehose £EIANFHE AW IZRERFIZFBA R BirkH,

Database Name : "IoTevents"
Table Name : .deviceld
Operation : "insert"

WMRiZdeviceIdFBRIXETE JSON iBxkH , MEMNFRBEEENREFRE

B .event.deviceld,

(@ Note

o YR ERENupdateTitdelete , BHMIEIRE Firehose FibtH B ¥Rk is E M —HY
B, NETL Iceberg FIE1TOIE RN E A FTEMERTidentifier-field-idsTE Iceberg HiR & M —HY
ZE, MRERIBELD , N Firehose &t H R FHIEZME S3 FHiRTFHEM.

« Database Name #l Table Name EX4MSHIHRBBEENRETELEE ., MRBIITE
Bt , M| Firehose 2 K& = H R EIEZ AW E S3 HiRFMEMR.

fFEAKARX M Firehose R AL A{E S JSONQuery 138


https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#create-table
https://iceberg.apache.org/spec/#identifier-field-ids
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A Amazon Lambda IR HEHEER

ERLEBRT , BB ERMAMNKRE NARE AL ZEHREI Bk, flm , BAgeE —MHNIkK
ENFTBRRAEIEMEA. BEF, ZANMNEHEERN TableX WERK , AEFELIEFEELRMHE
8 MR I hiE ABRIER. il , MR —KRIEFRBENFEBdevice_idh 1, MHEFEERMS —
MNEdevice_typeh “BHIFARE WFE , HHZMNFEEABRRKRS, EXMERT , BAIBUE
F Firehose F#Y Amazon Lambda BIE3RIRIFR , H7E Lambda BV M EHPRERAKEBERS. E
TR {AE A Firehose HHY Amazon Lambda BEFIRIRER , 12 Amazon Data Firehose %%
RRBIE.

HI&REH Lambda £ Firehose Ri#RERA | B S EErecordIdresult, M=HSH, data
KafkaRecordValueiZZ#recordId@EWM ARICTE , resultiB RERERT KT , HdataE@E
Lambda ES##Y Baseb4 BV EIRBIH, BXEZER , B3H 227

{
"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",
"data": "1IiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1"
}

= Firehose IEE M RICRIEHEI B IRV EHEFEER , R Lambda EHEH —F % , Lambda &
B AN EE metadata WM D . AT REIE R T i{a S EIE LB 2 A 1N E Firehose TRV
Lambda & , ZHRAEMA Kinesis Data Streams fEREIERIR , 8R Firehose S4AVFZI1CZERNF
ERBAZIBIEE IoTevents BB A Devicel234s HIFKRA,

{
"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",
"data":
"1TiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1",

"metadata":{
"otfMetadata":{
"destinationTableName" :"Devicel234",
"destinationDatabaseName":"IoTevents",

"operation":"insert"
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B, LT ROIERT A 3B 282 7w 102 Firehose B9 Lambda #i & , iZ%Firehoseff AL &%

& R kfor Apache Kafka fERBIER , 87K Firehose AT ZICHENFIERKBASBEES B
HHIERF, Devicel234 IoTevents

{
"recordId": "49655962066601463032522589543535113056108699331451682818000000",

"result": "Ok",
"kafkaRecordValue":
"1TiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICJzZW1",

"metadata":{
"otfMetadata":{
"destinationTableName" :"Devicel234",
"destinationDatabaseName":"IoTevents",

"operation":"insert"

}
}
}
X FXARB

« destinationDatabaseName SR BBIBENET , BHRIEFE,
« destinationTableName MR BIRERMNEBH , RHIEFE,

« operation 2—NMAEFE , WREMNERN insert, update #l delete, MRERIEEEME ,
MBRIARIER insert,

(® Note

o YIBRERENupdateTBidelete , BMMIEIRE Firehose RN BirRIEEM —H
B , HEE Iceberg FIE1T 022 Kok E kB ERTidentifier-field-ids7E Iceberg Hi% &M —HY
%4, MRERIBEWIN , N Firehose £ H R FHTFEZHE S3 HiXFHEN.

« Database Name # Table Name E4MSENBEENKRETEEE,. IREIMFT
Bt , W Firehose it 45 iR F FBIEL W E S3 HiRTFHEM,

« HIBW Firehose MR EH Lambda FIRE M KX JSONQuery , Firehose 28 &

KZE Lambda HEHPH THBEFER , LAENMFICREAIENNBERR , AREERE
ABEPFRERRRNFE. JSONQuery
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IR Lambda = JSONQuery RIAX RBEMFTFEREABER , Il Firehose 2FHU N ER
2, e —ZHREPERERER.

=

/0N

BXEZEE , BSHMEAICEKEHEIEA Iceberg 2o MR Firehose iAW ER B
HERERXEEENBERJITLEE , NSGHRFEREZERIEEN S3 HixFHME.

jilll

4 Lambda Bk

It Lambda E#=2 — 7Rl Python X1 , B T #4715 A BYRIC T 78 b4 18 7 BR BAE TE BT 40 B8
BEARER. SR ERLLRARBRNATEHEENTHERD .

import json
import baseb4

def lambda_handler(firehose_records_input, context):
print("Received records for processing from DeliveryStream:
firehose_records_input['deliveryStreamArn'])

n +

firehose_records_output = {3}
firehose_records_output['records'] = []

for firehose_record_input in firehose_records_input['records']:

# Get payload from Lambda input, it could be different with different sources
if 'kafkaRecordValue' in firehose_record_input:
payload_bytes =
baseb4.bb4decode(firehose_record_input['kafkaRecordValue']).decode('utf-8")
else
payload_bytes =
base64.b64decode(firehose_record_input['data']).decode('utf-8")

# perform data processing on customer payload bytes here
# Create output with proper record ID, output data (may be different with
different sources), result, and metadata

firehose_record_output = {}

if 'kafkaRecordValue' in firehose_record_input:
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firehose_record_output['kafkaRecordValue'] =
baseb4.bb4encode(payload_bytes.encode('utf-8'))
else
firehose_record_output['data'] =
base64.b64encode(payload_bytes.encode('utf-8'))

firehose_record_output['recordId'] = firehose_record_input['recordId']
firehose_record_output['result'] = 'Ok'

firehose_record_output['metadata'] = {
'otfMetadata': {
'destinationDatabaseName': 'your_destination_database’,
'destinationTableName': 'your_destination_table',
'operation': 'insert'
}

}
firehose_records_output['records'].append(firehose_record_output)
return firehose_records_output

BIRER.

79 7 18 Apache Iceberg Tables & i ¥k#& , Firehose 2EBEBR B £ M ELT CloudWatch $8#x5.

B iR
DeliveryTolceberg.Bytes I ER BRAE 2l Apache Iceberg RHI F T8,
B FH
DeliveryTolceberg. Firehose =% @ Apache Iceberg XL MM D KK E.
IncomingRowCount .
BT iR
DeliveryTolceberg. M Ih£ % B Apache Iceberg FREI1TH
SuccessfulRowCount .
BT iR
DeliveryTolceberg. % S3 B F B AMNITH.
FailedRowCount .
B4 IR

WIRIER.
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EFR HiR
DeliveryTolceberg. Firehose & FIE A RYBTR ( MBEA Firehose EIHE ) o
DataFreshness EA R FXAEHHYIE 8 2 &% ) Apache Iceberg
Tables.
BB
DeliveryToIceberg.Success M IhR 3 Apache Iceberg T HY E.F,
JQProcessing.Duration 1217 JQ RIEX e TRAVRT[E],

By ER

TERXFNRERE

Firehose & Apache Iceberg FTXIFMATERBEMERLBIEXRRE, BXEZEL , S Schemas
and Data Types, AFRAFBEFRNKIEZHBIIERT , XIEH Firehose XIFWHIBERE . EXR
Base64, MIME Base64, URL 1304 & %% Base64 ALK Hex. X F Timestamp BIEEH | Sk
KUBWR N BN KRIL,

HAER B R

T—T N ATEBEREN R

MapType

"destination_column_0":
{"WP50030kuIQcDPcsvpllygF1lxza0Sq@wUlgTwuleCEzgVneGxA" : "PO3ReF3auyDgbfonx9Cd8NTmcQngnw7JuZ0CWw]
"destination_column_1": "{\"{\\\"destination_nested_column_0\\\": \
\\"18:56:14.974\\\", \\\"destination_nested_column_1\\\": 241.86246}\":
\"MO7kAvYdHVBh61F7RzfxtEd39YQI33LnM2NbGS67DOFFsRUyUUUjKT5VnK7Wtfz1mHNeIix6FAY9cYpwTdedgr9XnFwGe
\", \"{\\\"destination_nested_column_@\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 562.56384}\":
\"9G1xhDCt95LxBo51HybBZihq0qf6EU8jrDu7NMpxtGB2dY6q6kXpvxIrFuMdqHCIKIZIcDikwgglLniUm8kgEa4d
\",\"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 496.03268}\":
\"keTJZYLNVLRB5@DMKzEI6MOAM4mueyNnAIm2YVnYdDwy xUpPgkb72Q6L1iX0B9s8gCjZ6trW6C1PFkOKNBIpxYsj5Tc5Xs
\",\"{\\\"destination_nested_column_0@\\\": \\\"18:56:14.974\\\", \\
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\"destination_nested_column_1\\\": 559.0878}\":
\"mGOZET84BUF28E312UCIWgmypyQFSUODHONAMANF3LJEutbooZWcBt97PP5AHaopNvC8pQZ4mGXB9hmVmjUNmuj5Qanyx
\",\"{\\\"destination_nested_column_0O\\\": \\\"18:56:14.974\

\\", \\\'"destination_nested_column_1\\\": 106.845245}\":
\"aidoVYrzu8gcLRkVVUyTKCN9gqTUFYi8uJQsrXEFEY11f90017JhAtg9QKG5BBU67Ngb95ENSNKQYyCHNImSu5x4hMnmHL

\"}"

}
DecimalType
{
"destination_column_@": 9455262425851.1342772,
"destination_column_1": "9455262425851.1342772",
"destination_column_2": 9455262425852
}

BinaryType ( base64 BRIk, base64 mime, base64 url Z&, +Xi#tH )

"destination_column_0": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UCYi4K19b80wD4I\/93x5tyh+0y
+k5cM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrqOGzIMoA
+CBAWXfIuiG420ISQP5iAX5xFG\/
mOfkM5zYothje80GX1tdthcCLEWYBiPOS1wXcEQuMeRfwclAc9fTOBz6RzdJ1HhUDjoAXg
+4cv1y27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9Zr jD0eGVg0ZP8Ky7Za40E\/0K8]
+qABF6XV712iA6pVtTNIFVX6Ey3ssNYvno+LYF5ZsySs2rB5AbVM73RTOPqdS\/c\/
r3MEqoEqt+nPx6eGam4WSA+Qswztt7aldr1X6yK7xJeIJ@rT1IDBo@ZUaw@11lykyY
\/8Bvy+4byoP1lmr4Z5yhN1z372T0Okx7eDR6xMv+vDVsDBtItVazDwHgDy4lr
\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b9ydjR9z+fCSdG
+VRv35nz5kdqdKy8YIrynYs4e0cjh8jH3UwVYrYQcnWkBAFF7Xk9CoPVNL3ciHZtyiZ0aTGIj9r00xX\/
W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF\/Tv2DUub465hzgpal Pur3+MB
+kfdN2YXUfqgb
+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7IYAoUrJUkx5Hf16PekPDhqt7+yJwCB8gxhTTryxo
+bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1qqAY8+EYmcUIVBIXcNdke4zoUfhVQoruwi
\/kFafoulo5DEoMOyaH1N2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUgR0a2tGK5\/
pQY24v+JqOU\/jQ99GSh1U283nZ850t20cbtMAgD\ /WsTSEh61NtORaIZHTA7\/HcH\/
fgr9jsTtxDgZhabTBwwDwX@zjWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLer5T5UkKT74zn9Eq3HYH1Q5]pyDUX
+im7mtelsprfl+A24kksVU\/MD9aP9N8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL
+gGNHFKDRL6WGIThuYcx9LucolZ1lyNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLINA9MNRUC73EAEm
+NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1ni89+Rw=="",

"destination_column_1": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UCYi4K19b80wD4I\/93x5tyh+Qy+k5c\r
\NM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA+CBAWXFI\r
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\NuiG4203SQP5iAx5xFG\/mOfkM5zYothje80GX1tdthcCLE6WYBiPOS1wXcEQuMeRfwclAc9fTOBz6R\ 1
\nzdJ1HhUDjoAXg+4cv1y27F82XpuGMNwpUj98A0Trgbh2MoU9yvsM9IZ T jDOeGVg0ZP8Ky7Za4oE\/oK\r
\Nn8j+qABF6XV712iA6pVtTNIFVX6EYy3ssNYvno+LYF5ZsySs2rB5AbVM73RTfOPqdS\/c\/r3MEqoEqt+
\r\nnPx6eGam4WSA+@swztt7aLdr1X6yK7xJeIJ@rT1IDBo@ZUaw@1l1lykY\/8Bvy+4byoPlmr4Z5yhN1z
\r\n3ZT0Okx7eDR6xMv+vDVsDBtItVazDwHgDy41r\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b
\r\n9ydjR9z+fCSdG+VRv35nz5kdqdKy8YIrynYs4eOcjh8jH3UwVYTYQcnWkBAFF7Xk9COPVNL3ciHZ
\r\ntyiZ0aTGIjor00xX\/W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF
\/\r\nTv2DUub465hzgpal Pur3+MB+kfdN2YXUfgb+xJAgxThWfUel51nrHOEPow91gS1p21xrUBGznJAVP
\r\nNR11ExGIAuc7JYAoUrJUkx5Hf16PekPDhqt7+yJwCB8gxhTTryxo+bjtai4ndRCGcuCaxT8KkOcXs\r
\NS37urd3YGSDMinZdMNVc646s25415qK6nBR1gqAY8+EYmcUIVBOXcNdke4zoUfhVQoruwidzDU\/k\x
\nFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUqR0a2tGK5\r
\n\/pQY24v+1qOU\/jQ99GSh1U283nZ850t20chtMAgD\/WsTSEh61NtO9RaI3ZHTA7\/HcH\/fgr9jsTtxDg
\r\nZhabTBwwDwX0@z jWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLexr5T5UkKf74zn9Eq3HYH1Q5]pyDUx+\1
\nim7mtelsprfl+A24kksVU\/MD9aPIN8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL+gGNHFKDRLEWGIfhuYc
\r\nx9LucolZ1yNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM+NO\T
\n5wxPzBRSjhCHZpf8SrYITWI17K3XzGOFPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1lni89+Rw=="",
"destination_column_2": "AsYhnHD_Ra54hIT11daNV9gl0jtWPEfopH-
PjgUKHYB6K7UcYi4K19b8@wD4]_93x5tyh-0y-k5cM1jVRImfIkIuLx19ERBiPPLhf4-
y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA-
CBAWXfIuiG420JSQP5iAx5xFG_mOfkM5zYothje80GX1tdthcCLA6WYBiPOS1wXcEQuMeRfwclAc9fTOBz6RzdI1HhUDjOAX
gABF6XV712iA6pVtTNIFVX6EYy3ssNYvno-LYF5ZsySs2rB5AbVM73RfOPqdS_c_r3MEqoEqt-
NPx6eGam4WSA-0Oswztt7aLdrlX6yK7xJeIJOrT1IDBo@ZUaw@1l1lykY_8Bvy-4byoP1lmr4Z5yhN1z3ZTOkx7eDR6xMv -
vDVsDBtItVazDwHgDy4lr_hQNeNedPKrozc8TY9k7wZre_6V21Ca3BmT8Uu9b9ydjR9z-fCSdG-
VRv35nz5kdqdKy8YIrynYs4e0cjh8 jH3UwVYrYQcnWkBAfF7Xk9CoPVNL3ciHZtyiZ0aTGIjor00xX_W5dGe9_4YChs6LbL
MB-kfdN2YXUfqb-
xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7JYAoUrJUkx5Hf16PekPDhqt7 -
yJwCB8qxhTTryxo-bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1gqAY8-
EYmcUIVB9XcNdke4zoUfhVQoruwidzDU_kFafoulo5DEoMOyaHIN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDS
Jg0U_jQ99GSh1U283nZ850t20chtMAgD_WsrSEh61Nt9RaI3ZHTfA7_HcH_fgr9jsTtxDgZhabTBwwDwX@zjWGx1bCuTLKBN7
im7mtelsprfl-A24kksVU_MD9aPIN8_QDsQ13gkhOn5KwFMz3BC2Vw5gL -
gGNHFKDRL6WGIfhuYcx9LucolZlyNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM-
NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMPOcvSX06yyICcep2HBYGbFf1lni89-Rw==",
"destination_column_3":
"02c6219c70ff45ae788484e5d5d68d57d8253a3b563c47e8a47f8f8e050a1d807a2bb51c622e@ad7d6fcd300f8271
}

TimeType ( ABS# N BAAETR , LocalTime Java W& )

"destination_column_@": 68175096000,
"destination_column_1": "18:56:15.096"
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TimestampType.withZone ( AP R EMMWL T, Java IR, OffsetDateTime Java FIR )

LocalDateTime

{
"destination_column_0":
"destination_column_1":
"destination_column_2":

}

DoubleType

{
"destination_column_0":
"destination_column_1":

}

BooleanType

{
"destination_column_0":
"destination_column_1":
"destination_column_2":
"destination_column_3":
}
FloatType
{
"destination_column_0":
"destination_column_1":
}
IntegerType
{
"destination_column_0":
"destination_column_1":
}

TimestampType.withoutZone ( A R RN AL T, Java R,

1725476175099000,
"2024-09-04T18:56:15.0992",
"2024-09-04T18:56:15.099"

9.18477568715142,
"9.18477568715142"

true,
"false",

0.6242226,
"0.6242226"

||7||

OffsetDateTime ava 3 &R ) ZonedDateTime

LocalDateTime Java X &K. J

BRI ARG
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{
"destination_column_@": 1725476175114000),
"destination_column_1": "2024-09-04T18:56:15.114",
"destination_column_2": "2024-09-04T18:56:15.1147",
"destination_column_3": "2024-09-04T18:56:15.114-07:00"
}
DateType
{
"destination_column_0@": 19970,
"destination_column_1": "2024-09-04"
}
LongType
{
"destination_column_0": 8,
"destination_column_1": "8"
}

UUIDType ( UUID Java 3% )

{
"destination_column_@": "21c5521c-ab6d4-48d4-b2c8-7f6d842f72c3"
}
ListType
{

"destination_column_0":
["s1FSrgb@lGDxfn2iYTOEt1P47aHSjwmLZgrdrlIqRs@dmbeCcQoalr4Xhi2KIVvmus9ppFdpWIcOHnJ@omhAPhXHQynNs

"destination_column_1": "[{\"destination_nested_column_0\":\"bb00f8e6-
db82-4241-a5c5-0d9c0d2f71a4\",\"destination_nested_column_1\":907.35345},
{\"destination_nested_column_0@\":\"2c77b702-d405-4fel-beee-fb541d7ab833\",
\"destination_nested_column_1\":544.0026}, {\"destination_nested_column_0\":
\"68389200-d6b1-413d-bcd9-fdb931708395\",\"destination_nested_column_1\":153.683},
{\"destination_nested_column_0@\":\"bc31cbhbaa-39cd-4e2f-b357-9ea9ce75532b\",
\"destination_nested_column_1\":977.5165}, {\"destination_nested_column_0O\":
\"b7d627f9-0d5b-41b7-903a-525488259fba\",\"destination_nested_column_1\":434.17215},
{\"destination_nested_column_0O\":\"@6b6ecle-1952-4582-b285-46aaf40064b8\",
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\"destination_nested_column_1\":580.33124}, {\"destination_nested_column_0\":
\"f04b3bbf-61lad-4c5c-8740-6f666f57c431\",\"destination_nested_column_1\":550.75793}]"
}
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£ Amazon Data Firehose {54 FE 5 & &l 2| Apache 7k
IS

(@ Note
BRAmazon Web Services XiZiH Ei#th XML A #h X ( BRI ) 4k , Firehose £ th X #f
S EFHEEAEN KR, Amazon GovCloud (US) Regionsitt ThEER TR AR , ATRES X 4E 1L,
BOFHEATESIERE.

Organizations FRAXRZBEEREFHENRCERSHIE , XEBIELI MR , TLEEEREM BN S5 —
TRJLTHEEHITRE, ENIRENEBRARBERESHIIEEH1TILL. Organizations ¥R FHEMXR
BIEEEBE S THEES , SlOBENH. BECEUREGA TS MANSEZIRAFNIE, ATHE
PHBREREHESXABEERFRS , FRAT BN TEHIERHIRK (CDC) WRITHER |, ZEX T
SR BIEENFIEEN, HERBIEEHEST INSERT, UPDATE = DELETE EIER , 4M
BERAERIXLE CDC Bk , MRS EIEENHEE

Firehose 12 7 — & 82 # easy-to-use end-to-endfERF R , AJLUFE XM MySQL 1 PostgreSQL
BIEEE HIF Apache Iceberg Tables 1, fEBILLIIEE , Firehose /1T &% #E %2 Firehose £ CDC
EHPHRNSERERE. [R5, WRIRERE Iceberg Tables , #RAI LAIEFE Firehose K&
Iceberg Tables, Firehose FASXKRAMIFEERERNEHVNBRBIEEFENK. SIER/S , Firehose 23K
IR D HIBENABEEA , SRIEE A Apache Iceberg Tables, FIERIATERK G , Firehose FFiELE IR
BIEEDHRBT R H RO SER Bk , HIFHEE B /E Apache Iceberg Tables H, MMREEFREE
H# | Firehose 2 IRBEEEXRRBIEE PR E SR Iceberg REM,

Firehose i& A] LASF & S MySQL F1 PostgreSQL ##EE £ HIFIT Z# S3 . Amazon S3 FRigIR{H
HIWAMED T THEAEHMIT TRICNER |, HIESE RS T AN BRERBBIENFM#E BT,
f&Bh3T Apache Iceberg WHE X , B AEA BIEL S #h Athena, Amazon Redshift F1 Apache
Spark ERHRITEH 5| ZE Amazon S3 FERRIEHKIE. HX Amazon S3 RIEMWEZER | B
[FIL 5# S3 3k, Firehose 5 Amazon S3 RNEREHEEXERE (BMBM ). ZEERH (HFFREL
JeEB ) MEEAZ (BN ) wXHTHE. FOFEATES=ITEAR.

X FILS# S3 & |, Firehose AXFEHFBIER, £0I2 Firehose BB 27l , BMLIMEBIE S3 &K,
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EEE A R

(® Note
BRAmazon Web Services XigiH E#th X FL A #b[X ( BRI ) 4f , Firehose TEFTA th X #
SEHBEEENFKER. Amazon GovCloud (US) Regionsltt ThEE R TR K AR , ATRES X 4E 1L,
BORHEBATESITERAE.

Firehose X HEIEE/ERN Apache KILRHFREU T EESMAMES :

+ Firehose X #F RDS # Aurora HIEE LR ET Sk EC23L6l LE1THHIRE,
« Firehose X# MySQL k7 8.0.x #1 8.2 LAK PostgreSQL M7 12, 13, 14, 15 Hl 16,

« X¥F MySQL # PostgreSQL , Firehose X #FM i i, EHIMMEIRG, STRAEFNZEH
Mo Firehose & T RS &5 o

* Firehose XFNTFELFE R (VPC) RHIBIERE,

- EREWETMW—IPD , Firehose ZFFHHFIFMER,

- EFKHIE , Firehose B Firehose EE& % X #F 20 MBPS,

* Firehose X#FHEHE AT KN 10 MB,

« Firehose X#FEFRIZINF432E CDC B4,

« Firehose R — KRB FESH P OBHEHE Apache KiILFTRH,

« WFILEE S3 & , Firehose TXFEHBNBIER., TEBIE Firehose BEEZ B , BAMBIE S3 &K,

{58 P B3 R AE R TR BY o IR SR A

(® Note
BRAmazon Web Services Xigi A E#th X FL A #b[X ( BRI ) 4f , Firehose TEFTA th X #
TEBEEENRR. Amazon GovCloud (US) Regionstt ThEER TR KR , ATRES K £ 1L,
BOREATEITERR.

gz el , HHE LT ERE M
- BREFEE — SFRELRRTUTRBEEFEERE , AR5 2 88ZBIEREFE A E Firehose fRAYIR,

AR BT R
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- FRQ@ EBWHRREIBREKNER — XN TRAPBIBENDEEIZE (RIR ) | Firehose ERAHH
KEMEBEE R T ERRERE, IMBEEHFZRBTMEREFEENUVERERS , REHE
HIET P iTEt ERTHHIR K. Firehose A MIEE TRV KENRRKRF#EAAFENKED, Firehose &4
Firehose BEEZEE—/NKEHI&R, MR Firehose ERECIE A ROIEZ K , U Firehose &1
BIEZEREN R R, BYUIMHN Firehose R EEH RS BEQIR &K,

- BIEBIEERF — Firehose EEEEMHNNRNBREER K. FTREAERNABREIAR, NE
£ AEAELE CDC B4, HRKEEK , URSIEKENEK (MRERQIEKDNRK ), HFEEIZEH
B, SN ERLBIEER P& MBZEER Firehose EIRM — 30 KIEBEBIRE,

- BAESEER-ESAERRERIBEENINFIZRAEHREREER , a1 INSERT. UPDATE A
DELETE, Firehose i£HVES BEH N ERE HIF Apache KILFEK, MREFSHERBR , WA
FEHE A

o WIMAVERBIEAN-ZAFREERIBEE  EXAEREEF VPC NRLAF N HTTPS RE

ARIIASEA A B e M , FRBIEE (MySQL 5 PostgreSQL ) FRERMAEMN, X FKIR
5, EFERAEN VPC # IPv4 CIDR SEE

EoRKNR, BIEERFHBRAEFAEE  FREBPNSREE2?,

- BREBIEENIAEIERE — Firehose X% # A Amazon PrivateLink FRIERE VPC ANEIEE.
ESASHEENIAEIERE , 5 VPCs EHE 1517 Amazon RDS Amazon PrivateLink
Network Load Balancer, LA REEREENEEFTEN —EIFEEI,

- XESRUERTELESTHRIERE EC2.
« BAFRARBIFERR Lambda BIERAYERTES I MRRIA 3 BB INE 5 544,

« E1E1T Lambda BB ESLHI IP it BRI MB AR IIER 28 , BLTERBTEE VPC
com.amazonaws.us-east-1.elasticloadbalancing ## Amazon RE B FHEIE—N
VPC &% & , IX#¥ Lambda = 885 Elastic Load Balancing R 553 1Ti81E.

o IBAIIFE Amazon PrivateLink 8228 VPC B Firehose BR
% firehose.amazonaws.comEHINAFABE, BXEZEE , BSHEENE, BZRM

RS A®K ARN, Xfirehose.amazonaws.comBME| A FMEIEAR,

o IBATARIBE Amazon VPC 2 “SEEZ AW , NI ATFENLKIET RS BoEZEEE
Ro XA Firehose THREEMF THEAN GRS EN IR IEE, BXNAZAEEERNES
ER , BSREZHIELEREER,

« [FEIEFMHE Amazon Secrets Manager — Firehose Amazon Secrets Manager A TR RH FiE
BREENER. FEEENEREH D AIZENBIERE R - EIER NN 25 Amazon Secrets
Manager. BXxEZ{E 8 , S HAmazon Secrets Manager ¥ Amazon Data Firehose £/ & 1%

¥if,

R =
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- BIREBENRN IAM B8 — Firehose EE—NEERENRE IAM AR FEELR] Amazon
Secrets Manager. Amazon Glue & 1[E Amazon S3 EAHIE. HENARHATF®F Amazon
Glue ¥ Amazon S3 F& V15 R PR, TERIZ Apache Iceberg Tables #l Firehose B , {REEIX
NAM B, BEXEZEER , BESH BF Firehose 1/ 8 BR LA B iE FE & 2 & #F Apache k1L
Ko

- B2 Apache 7KLk — WMRFRTE Firehose B bIZEHE /S FAZIRE , Firehose A LA B 3 1 &K
Ik, WREFTFE Firehose B2 Iceberg &k , M AT IR S RBIEFEREFHRE B HFELRY
lceberg &, BXxE A Glue Bl Iceberg RNEZER |, HSHIEKLER,

® Note
DE R AT MRS 812 Apache K IL R,

« XF MySQL , /& Amazon Glue BiEEB MRS B HRFEES , BRABMREE Amazon
Glue %% o

« XF PostgreSQL , JREIEE S RS Amazon Glue BIBIEE | REMBHAMRBEER
&t Amazon Glue 2I&R %, <SchemaName>_ <TableName>#IREB S IZEZR , NIJREE
WA B R E N2 T,

% & Firehose ¥

@ Note
ERAmazon Web Services XigiH E it X FL A#h[X ( BRFEI ) 4\ , Firehose FEFTH i X &
S EFHEEAERNKIE. Amazon GovCloud (US) Regionsitt ThEER TR AR , ATRES K 4E 1L,
BONEATE=ITEAR,

= 02 SUKIR R )RR Firehose % , AAMBU FHE :
BB R ALE N B /it

ENBIEESRIEEE | SR BIERWKR, Firehose X3 MyS QL #1 PostgreSQL IBEE N I
BER., H¥TX , & Apache Iceberg RAEN B Yt H 1Rt Firehose F& Fro

i% & Firehose i 152
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Pe & B E i

7 T ik Firehose BEEFHIBERS , CEBHEFLEFET K, VPC BRFHR, wmOUKERERIE
MERBEEFEAS.

- BEFEARTR-BEEERIRSS[NBBEELRTR, fln, ARTREALR
Bxyz.amazonaws.comZHIEE , EL =R RDS #H#EFEmydb.123456789012 . us-
east-1.rds.amazonaws.com,

« VPC fR%5im R & ¥ — Firehose XI5 HIIBEBEMFAEIEE., BL4TURM VPC KinT SRS B fl
m, BRI SA AT AR com. amazonaws . vpce.us-east-1.vpce-sve-XXXXXXXXXXXXXXo

« WWH — X FiwO , BHA MySQL BIEEELE 3306 , 79 Post greSQL HIFEFHE 54 32,

- SSLER-ZBAIEREARER SSLEX., MREA , Firehose AT verify_identity
MySQL , X F Postgre SQ L £/ verify-full SSL =X, i PSMHZEEN CAZE, Bx
BZEE , BSEEA SSUTLS MEZESHEESJIREFNERE, HEE , X¥TF RDS PostgreSQL
#1 Aurora PostgreSQLforce_ssl , ZSHIREN 1, LB LMTE Firehose Bl & HF SSL &3
BEANBH , & force_ss1EREESHEAPFSHERR 0,

- HHREIE Amazon Secrets Manager-MHi%F — 4 Amazon Secrets Manager @& EERIEFENE
FENZA, MREKENEZR , BEPLIE— Amazon Secrets Manager, BEXEZEE , S
K Amazon Secrets Manager 7 Amazon Data Firehose F £ f & 1331 o

BLERIERE

WMRIBFHE Firehose HIRKBIFERIEE., RAMIWER , N LU HEE R 62 Firehose TR — 3B
P WULEEFMENEIERE. XY , FZERREA#SSIHFREMNVENRIESR | REHBRHELUE
SoRNEERERE. RMYBE,

(® Note

BT 7 PostgreSQL # , SMNBEEFHNENHISXNUBELREENR , AT LRER
MR IEN FRIA T AIE LR,

3F MySQL , £ BREBZFZ<Sampledatabase>.<SampleTable> , X F Postgre

SQL , E2REBME. <SampleSchema>.<SampleTable>

LT RERRE—LRE,
iR

BB IR EEE 153
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Example of sample regular expression (for including databases): .*
Example of explicit naming of tables: <SampleDatabase>

&

Example of sample regular expression for excluding tables: <SampleDatabase>.*
Example of explicit naming of tables for MySQL : <SampleDatabase>.<SampleTablel>
Example of explicit naming of tables for PostgreSQL : <SampleSchema>.<SampleTable>

3

Example of sample regular expression (for excluding columns): <SampleDatabase>.*.*
Example of explicit naming of columns for

MySQL : <SampleDatabase>.<SampleTable>.<SampleColumn>

Example of explicit naming of columns for

PostgreSQL : <SampleSchema>.<SampleTable>.<SampleColumn>

L iE IR & A

Firehose EECEERNE —ZHTERMBENVBREILR, IRENBEEDELSEERHR , N
PR ABERBHERER, WREWFIERBEETR , WLEREBLID. R Firehose KIEE
FRARBORER , WHEHRR (PHBES ) IBFEAK, EXFERT , Firehose [ B &H H 4
i®o CloudWatch X FREZ , XNEAZTLREBMEXREZRR , MU T ROIFTT.

*F MySQL

SampleDatabase.SampleTable:SampleColumn

3 F PostgreSQL

SampleSchema.SampleTable:SampleColumn

R RIBKEIR

Firehose fEXY R TIBERRAST AR H . BUAIR BN IR —EB 0 G2 /YL R BRK ED
Ko BRUTROIFIAEEIN A ARBKEIR,

For MySQL: DatabaseName.TableName
For PostgreSQL: SchemaName.TableName

REREZEH =
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® Note

EAMBRAKENER , B AREFIHEKNRFHBAIMERICR, I, EFBHOEN Firehose B2
Y8R A P A K EN R A 4 A SR BR 2 KAV BR .

T—%:77?
BLE B RYHIRE
@ Note

BRAmazon Web Services XigiH E#th XML A #b[X ( BRI ) 4h , Firehose TEFTFA th X #
TEBIEEERNFRIR. Amazon GovCloud (US) Regionsitb HRE RN TR YRR , ATREAS X £ 1L,
BORERATE=IEAR.

Firehose X HUIEEE &£ 2] Apache kKiLFz, BEU T BEIRZE , UERABEEERNRRKZE
Firehose E#%,

EEHEE R

Apache Iceberg EEHIE B FFEEE A Apache Iceberg &k, Firehose & Apache Iceber Amazon
Glue Data Catalog g Tables £/%. A LAE 5 Firehose FHHERIIK A Amazon Glue Data
Catalog , EMKFFERALUKRIES Firehose BN XE ( B ) PER , KIETENXEBFFEA,

BERBEEIERE

WMRBRAIET |, Firehose 2 BZIE BArPRIRFIENRIERE. RN , ERHMNEN 5REIEREFE
B, MREZALED , 3B Firehose xRN —LELFEEEHREMARENER , WeFHAXL
nAEXR , RAEIBROOBIEE. RN,

WMREKRB AL , Firehose 22 R ERMENKIEE. RMH|, MR Firehose HAEIEA] , M4
Sl &R IRFFEIBIEIZE S3 HBiRTFMME,

(® Note

7 T ik Firehose BTGB IEE M El Iceberg & , BIEE., RMINBUREMNTETE, MR
BIEENRMEENBFHTTE | Firehose £ B4R H G HIE£ XD S3 HBiRTEMIE,

RERGERE 5
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XF MySQL H3EE |, IR Amazon Glue BRI BIBIERE |, RRMH F Amazon Glue &,

Xt F PostgreSQL , REIEEBET Amazon Glue EIZIEE |, IRKRMET Amazon Glue B|ZFR A
&, SchemaName_TableName

(® Note

XTI E# S3 5k |, Firehose AXFEBNBIER, TE6I2 Firehose B8l , BA4MAIE S3
o

=R DY

MR EFAED , N HREMEET{LE |, Firehose & B3t Apache Iceberg RIIZEM, 1R
REPEHA M —F |, Firehose B BIZIFRIMFRIF, Flan , MRERBIBERNRPRNT —NF
%l , Firehose 2 B EZX LT N , H IR INEIAEH Apache Iceberg &,

EEERIFENFE

& 0] LAAE A Itk B B SR 38 XE Firehose £ A Amazon S3 ##J Apache Iceberg & B EI % AT B 217,
XML (AR REN ) . BALUZE 0 E 7200 B2 BINEMAE , LIRTEIR. BRiAMER
T , Firehose W E =AY B 7 300 ¥,

AL R TR Y AR R SR AL B

&R Firehose BLE N FIZFAZIAE S3 B FMHE , U ZFHBEERNAIHETELER
ZRi. Nt , FEE S3 ZFMR MMM S3 F2HFMBE RN LK.

BLEZPXRETR

Firehose R FHEANRBBEEAE —EXD (ZHKD) , REA—ERE (FRPEER) B
BN EAHE Apache Iceberg T, A LLER 1—128 BIE X K/ MiBs 1 0—900 # #9284 8] FE .
SEPXRERIYEE , SSEARKHEY , EREAASAEE (A THEROBEXH ) , EARTEEER , B8
ERER. BRENEAPXREREURENIER & BEHIE.

BESHRIRE

NFERIEE , BN Apache Iceberg Tables Bl ERFRmME, HixEE, XBRMFL, Hx
BZEE , S the section called ‘“TLESRIRE". EFE A Apache Iceberg Tables 9 B ¥xthe
section called “#%F Firehose T RIXFR" , AR MERBIEDN IAM A€, Firehose FHEE TR
Amazon Glue RME AT S# S3 FHEHNAE,

RERGERE 5
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RA158ZUEWIE S A CloudWatch B, 1R Firehose & ZHIE FE S {0 R R B et H I (E{al 8]
B , Firehose £t HERHICRI ERHEN BE, X2BHEE IR —YLH,

AIEEEE )LD ARSI F BEE X Firehose I, K IIEIE Firehose /G , &0 LATF A @ H R ENEK
& , # T LLEFE Apache Iceberg R EIE,

(® Note

XA =N BIEFEEE — 1 Firehose o —MNEIEEFERZ Firehose A tIE SN RIEFERE
2, MR ERE Rt BE

B2 Firehose fJ5 , WA R MIRF A RE IN_PROGRESS, HMRBIRBIREN IN_
PROGRESS i} , FZE dURKRAVEN ., MREECIEREIER T RAVEN | Firehose 2Bk Z &K
HVRER., REEETHE , ERSFERR “BEK

BRIER.

@ Note
ERAmazon Web Services X g H E i X FL A#h[X ( BRFEI ) 4\ , Firehose FEFTH i X &
S EFHAEEAEN KR, Amazon GovCloud (US) Regionsitt ThEER TR K AR , ATRES X £ 1L,
BOFERA T~ TERB.

ANTMNEBIEFEHIREL CDC & F |, Firehose £ XIE R F| CloudWatch &4 A T 147

B HR
DataReadFromDataba MRBIEE RN [RB] F 8.
seSource.Bytes

B4 FH
DataReadFromDataba MR ERHE SR ENAY 12 R B
seSource.Records L

BT IR
BytesPerSecondLimit Firehose MIREIEFEIRENN E L2/ ZHHIBRH,

W ERR. 157
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FRARER

1R

FailedValidation.Bytes

DU
By FT/R

AREFIERBIUER [RE] FFH

By FH
FailedValidation.Records IGEEoANE L IARE 3
LR
Dropped.Bytes EFNFTEG
By FH
Dropped.Records U BR BV 18 R B

BT IH

T Firehose 1 [A] X PR LA 38 FF 58 S & H 2l Apache 7KILFR

@ Note
ERAmazon Web Services XigH E i X FL A #h X ( BRFEI ) 4\ , Firehose FEFTH i X &
S EFHEEAENKIE. Amazon GovCloud (US) Regionsitt ThEER TR K AR , ATRES X 4E 1L,
BOFNEATE=ITEAR,

£ £/ Amazon Gluet|Z Firehose #i# Apache Iceberg R 28l , BH4MEHF IAM A, EAUTS
ROEREN IAM B, Firehose &It IAM & &HHMITATENERAE,

1. B3 Amazon Web Services Management Console #}$TF IAM #2&|& |, Rt A https://
console.aws.amazon.com/iam/,

2. B3R RBE R IE R PILFE JSON,
3. AINLAT RERRREE , LA Amazon S3 RFiR/BENR, EFHHIER ZHHROANES.

{
"Version": "2012-10-17",

$2F Firehose 5 RIXFR 158
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"Statement":

L

"Effect": "Allow",

"Action

Il: [

"glue:GetTable",
"glue:GetDatabase",
"glue:UpdateTable",
"glue:CreateTable",
"glue:CreateDatabase"

]I

"Resource": [
"arn:aws:glue:<region>:<aws-account-id>

"arn:aws:glue:<region>:<aws-account-id>:database/*",
"arn:aws:glue:<region>:<aws-account-id>:table/*/*"

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

1,

AbortMultipartUpload",
GetBucketLocation",
GetObject",

ListBucket",
ListBucketMultipartUploads",
PutObject",

DeleteObject"

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect":
"Action":

"kms
"kms

]I

"Allow",

[

:Decrypt",
:GenerateDataKey"

"Resource": [

"arn:aws:kms:<region>:<aws-account-id>:key/<key-id>"

1,

"Condition": {
"StringEquals": {

:catalog",

#F Firehose 17 | X R
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"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-
bucket/prefix*"
}
}
},
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:<region>:<aws-account-id>:log-group:<log-group-
name>:log-stream:<log-stream-name>"

]
I
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": '"<Secret ARN>"
},
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpointServices"
1,
"Resource": [
nxn
]
}

$2F Firehose 5 RIXFR 160
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FRARER

TERXFNRERE

(® Note

BRAmazon Web Services XiZi# E i XTI A#th X ( B3R ) ) , Firehose TEFTH ith X &R

TEHBEFEENRR. Amazon GovCloud (US) Regionsitb THEER TR MR , ATRES K £ 1L,

FARERATES THERB.

Firehose X% Apache Iceberg FT X IFNFTE RN ERBIEXRE, EXESZELR , 55 Schemas

and Data Types.

MySQL F| Iceberg 9 $HE 35 B AR &

MySQL £
/R{E , BOOL
BIT (1)

BIT (>1)
TINYINT

SMALLINT [(M)]

MEDIUMINT [(M)]

B, BH (M)
BIGINT [(M)]
B3 (M, D)]
#3) [(P)]
MR [(M, D)]
CHAR (M)]

VARCHAR (M)]

KRR E
mIR{E
mIR{E
binary
B
BH
B
B
B
float
float

float

TSN BIRERE
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MySQL £ #

—i &l (M)]

VARBINARY (M)]

TINYBLOB
TINYTEXT
BLOB

TEXT
MEDIUMBLOB
MEDIUMTEXT
LONGBLOB
LONGTEXT
JSON

ENUM

SET

F 1(214)]

B iE &L [(M)]
DATE

BtiEl [(M)]

HEHEARTE]), HEHEARTE (0), HEHARTE (1), HHARY
& (2). BEIETE (3)

HEHARTE) (4), BHARTE (5). HHARIE (6)

GEOMETRY

KL SR A
—HFRFS
—HHRNFS
—HHRFS
ERSES
—HHRFAS
ERSES
—HHRFH
ERSES
—HHRFH
FRIER
FRIER
FRIER
ERSES
B
ERSES
B
B
BEH

B
R AR

TSN BIRERE
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MySQL 3 # KL SR A
LINESTRING g AR
POLYGON g AR
MULTIPOINT g AR
MULTILINESTRING g AR
MULTIPOLYGON g AR
GEOMETRYCOLLECTION g VAL

PostgreSQL %/ Iceberg K E3E 25 B MR 5T

MySQL £ H lceberg FiiERE
BOOLEAN mRE
BIT (1) w/R{E
BIT (> 1) binary
BRAE [(M)] binary
SMALLINT, SMALL B
B, BT B
BIGINT. BIGSERIAL, OID B
REAL float
DOUBLE PRECISION float
FAF [(M)] FRE
VARCHAR [(M)] SR

TSN BIRERE 163
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MySQL £ #

FR (M)

FRETHEE [(M)]
TIMESTAMPTZ , #5 B (X 9 Bt 1) 2

TIMETZ , 8 XAYETE]

B F [P]
5] F [P]

BYTEA

JSON, JSONB

XML

uUuID

POINT
LTREE
CITEXT
INET
INT45¥7%
INT85Y#%
NUMRANGE

TRANGE

TSTZRANGE

SEPErss

lceberg iR E
ERSES
ERSES
ERSES
ERSES
B
ERSES
—HHRFH
ERSES
FRIER
FRIER
FRIER
FRIER
ERSES
ERSES
ERSES
ERSES
ERSES
FRIER
FRIER
FRIER

TSN BIRERE

164



Amazon Data Firehose FEANGIER

MySQL FH lceberg iR E
ENUM FHE

DATE B

BtEl (1), BFE (2), BYE (3) B

BtiE (4), BIE (5). BYiE (6) BY

BEE (1), NEE (2). BEE (3) B

BHEE (4), BEZ (5), BRI (6). B EE B

F [(M [, D])] binary
T3t &l [(M [, D)) binary
& [(M[, D])] binary
INET FRFS
CIDR FRFE
MACADDR FRH
MACADDRS FRS
JUA () strut
I (K ) strut
R EHIEEERE
@® Note

BRAmazon Web Services XigiH E#th XML A#h X ( BRI ) 4k , Firehose TP tth X #f
S EHBEEAEN KR, Amazon GovCloud (US) Regionsitt ThEER TR AR , ATRES K 4E 1L,
BOFRHEATESIERAE.

REHIEEERE 165
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AT FEMURA T WA E S Firehose BL & EAMNEKIERE, ©EE T H MySQL M PostgreSQL FiEE
( ‘2$E RDS, Aurora Ml EMWBEEESRA ) SIBXENR, ABFNER, EC2ZXA4EF T SIZRKED
. BT XFirehosefV & H RN RABRITHEEFH IR EAUREESESAENEEM,

FEIENER

» Firehose fE AR P RIKENRKIFEFTFRKED, Firehose EENBNEBRM—NKEIXK,
« A MySQL F PostgreSQL 1=## T BaNRENERF.

- RDS/Aurora 5EH EBHREESZTEFTRNRE.,

- BHWNRFA GBI T Firehose WINEEEXEE,

FH

« MySQL-EI B FiE1T7H) RDS, Aurora #l B B IEE EC2

« PostgreSQL-RDS #1 Aurora ¥ 3EE

- PostgreSQL-7EII Si# FiZ1TH BB EIERE EC2

« PostgreSQL-AEET 5% LiZ1TH RDS B EBHEENRAEN EC2
- BERAESHEE

MySQL-#EF B EiZ4THY RDS, Aurora B EHIEE EC2

(@ Note
BRAmazon Web Services Xigi# E it X FL A #h[X ( BRFEI ) 4\ , Firehose FEFTH i X B
S EFHAEEAEN KR, Amazon GovCloud (US) Regionsitt ThEE R TR K AR , ATRES X 4E 1L,
BOFNEATE=ITEAR,

EERNWBEESCIZELUT SQL 38 , AR RAZIEREKEDER , BIEERF T Firehose 75 B 54E
E , #7 Firehose BIEERAFIREAFMENNIR, SLUF LSRR T BEE MySQL, RDS # Aurora
MySQL i&ﬁﬂ?—o

@ Note

RUERIBNBIFEERA TR X3F C REATE PROCEDURE 1TIF NOT EXISTSHHZERSE,
EXFERT , IHIF NOT EXISTSM C REATE SR BBRHERIZIBNERIED
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DELIMITER //
CREATE PROCEDURE IF NOT EXISTS setupFirehose(IN databaseName TEXT, IN
watermarkTableName TEXT, IN firehoseUserName TEXT, IN firehosePassword TEXT)

BEGIN

-- Create watermark table

SET @create_watermark_text := CONCAT('CREATE TABLE IF NOT EXISTS ', databaseName,
'.', watermarkTableName, '(id varchar(64) PRIMARY KEY, type varchar(32), data
varchar(2048))"');

PREPARE createWatermarkTable from @create_watermark_text;

EXECUTE createWatermarkTable;

DEALLOCATE PREPARE createWatermarkTable;

SELECT CONCAT('Created watermark table with name ', databaseName, '.',
watermarkTableName) as log;

-- Create firehose user
SET @create_user_text := CONCAT('CREATE USER IF NOT EXISTS ''', firehoseUserName,
''' IDENTIFIED BY ''', firehosePassword, '''');
PREPARE createUser from @create_user_text;
EXECUTE createUser;
DEALLOCATE PREPARE createUser;

SELECT CONCAT('Created user with name ', firehoseUserName) as log;

-- Grant privileges to firehose user

-- Edit *.* to database/tables you want to grant Firehose access to

SET @grant_user_text := CONCAT('GRANT SELECT, RELOAD, SHOW DATABASES, REPLICATION
SLAVE, REPLICATION CLIENT, LOCK TABLES
ON *.* TO ''', firehoseUserName, '''');

PREPARE grantUser from @grant_user_text;

EXECUTE grantUser;

DEALLOCATE PREPARE grantUser;

SET @grant_user_watermark_text := CONCAT('GRANT CREATE, INSERT, DELETE ON ',
watermarkTableName, ' to ', firehoseUserName);

PREPARE grantUserWatermark from @grant_user_watermark_text;

EXECUTE grantUserWatermark;

DEALLOCATE PREPARE grantUserWatermark;

SELECT CONCAT('Granted necessary permissions to user ', firehoseUserName) AS log;

FLUSH PRIVILEGES;
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-- Show if binlog enabled/disabled
SELECT variable_value as "BINARY LOGGING STATUS (log-bin) ::" FROM
performance_schema.global_variables WHERE variable_name='log_bin"';

END //
DELIMITER ;

A&
£/ sQL FrimiE At E.

CALL setupFirehose('database', 'watermark_test', 'new_user', 'Testl23');

PostgreSQL-RDS # Aurora #{iEE

(® Note
BRAmazon Web Services XiZi B #th XML A #h X ( BRI ) 4k , Firehose TP tth X #f
S EFHIEEAEN KR, Amazon GovCloud (US) Regionsitt THEER TR AR , ATRES K 4E 1L,
BORHEATESIERAE.

EHEEROEUT SQL IR0 KEIEK, Firehose HRIZKIEENHBE. 7 Firechose ABIZHAT
ENNR. QIERBAFRENACIR Firechose BN MEIEA, ET LU A F RDS # Aurora
PostgreSQL $IERE,

@ Note

HUR |\ B ERIEEMR A AT 85 F %3 C REATE PROCEDURE 4TIF NOT EXISTSHHZF &,
EXFMERT , HIF NOT EXISTSM C REATE SR HBERHAFEAZIENERES,

CREATE OR REPLACE PROCEDURE setupFirehose(
p_schema_name TEXT,
p_database_name TEXT,
p_watermark_name TEXT,
p_role_name TEXT,
p_role_password TEXT,
p_group_owner_name TEXT
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)
LANGUAGE plpgsql
AS $%
BEGIN
-- Create watermark table
EXECUTE 'CREATE TABLE IF NOT EXISTS ' || quote_ident(p_database_name) || '.' ||
quote_ident(p_schema_name) || '.' || quote_ident(p_watermark_name) || '(id varchar(64)

PRIMARY KEY, type varchar(32), data varchar(2048))';
RAISE NOTICE 'Created watermark table: %', p_watermark_name;

-- Create the role with the given password
IF EXISTS (
SELECT FROM pg_catalog.pg_roles
WHERE rolname = p_role_name)
THEN
RAISE NOTICE 'Role % already exists. Skipping creation', p_role_name;

ELSE
EXECUTE 'CREATE ROLE ' || p_role_name || ' WITH LOGIN INHERIT PASSWORD ' ||

quote_literal(p_role_password);
RAISE NOTICE 'Created role: %', p_role_name;
END IF;

-- Grant required privileges to the role

EXECUTE 'GRANT CREATE ON SCHEMA ' || quote_ident(p_schema_name) || ' TO ' ||
quote_ident(p_role_name);

EXECUTE 'GRANT CREATE ON DATABASE ' || quote_ident(p_database_name) || ' TO ' ||
quote_ident(p_role_name);

EXECUTE 'GRANT rds_replication TO ' || quote_ident(p_role_name);

EXECUTE 'ALTER TABLE ' || quote_ident(p_schema_name) || '."' ||
quote_ident(p_watermark_name) || ' OWNER TO ' || quote_ident(p_role_name);

-- Create shared ownership role
IF EXISTS (
SELECT FROM pg_catalog.pg_roles
WHERE rolname = p_group_owner_name)
THEN
RAISE NOTICE 'Role % already exists. Skipping creation', p_group_owner_name;
ELSE
EXECUTE 'CREATE ROLE ' || quote_ident(p_group_owner_name);
RAISE NOTICE 'Created role: %', p_group_owner_name;
END IF;
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EXECUTE 'GRANT ' || quote_ident(p_group_owner_name) || ' TO ' ||
quote_ident(p_role_name);

END;
$$;

A&
£/ sQL FrimiE At E.

CALL
setupFirehose( 'public', 'test_db', 'watermark', 'new_role', 'Testl123', 'group_role');

PostgreSQL-1EYI B i# iz 1T BB EIERE EC2

@ Note
ERAmazon Web Services Xig A E i X L A#h X ( BRFEEI ) 4\ , Firehose FEFTH i X &
T EBIEEERNFRIR. Amazon GovCloud (US) Regionsitb SHEE N TR YT AR , ATREA X £ 1L,
BONEATE=ITEAR,

EBREFCIELUT SQL IBLABIEKEIEK, Firehose HRIBIEEN AR, H Firehose AEBIRMFT
FHNR., NBALNERAFTENAEH Firehose A6, EAILUFIL IR T LiZ17H PostgreSQL
BiEE., EC2

(® Note

H R B BIEER A AT 85 X 1F C REATE PROCEDURE 1TIF NOT EXISTSHHIF&EE,
EiXFERT , IHIF NOT EXISTSM C REATE R BEBRAFAZERENERES .

CREATE OR REPLACE PROCEDURE setupFirehose(
p_schema_name TEXT,
p_database_name TEXT,
p_watermark_name TEXT,
p_role_name TEXT,
p_role_password TEXT,
p_group_owner_name TEXT
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LANGUAGE plpgsql

AS $$
BEGIN

-- Use logical decoding
EXECUTE 'ALTER SYSTEM SET wal_level = logical’;

-- Create watermark table

EXECUTE 'CREATE TABLE IF NOT EXISTS ' || quote_ident(p_database_name) || '.' ||
quote_ident(p_schema_name) || '.' || quote_ident(p_watermark_name) || '(id varchar(64)
PRIMARY KEY, type varchar(32), data varchar(2048))';

RAISE NOTICE 'Created watermark table: %', p_watermark_name;

-- Create the role with the given password
IF EXISTS (

SELECT FROM pg_catalog.pg_roles

WHERE rolname = p_role_name)

THEN
RAISE NOTICE 'Role % already exists. Skipping creation', p_role_name;
ELSE
EXECUTE 'CREATE ROLE ' || p_role_name || ' WITH LOGIN INHERIT REPLICATION
PASSWORD ' || quote_literal(p_role_password);
RAISE NOTICE 'Created role: %', p_role_name;
END IF;

-- Grant required privileges to the role

EXECUTE 'GRANT CREATE ON SCHEMA ' || quote_ident(p_schema_name) || ' TO ' ||
quote_ident(p_role_name);

EXECUTE 'GRANT CREATE ON DATABASE ' || quote_ident(p_database_name) || ' TO ' ||
quote_ident(p_role_name);

EXECUTE 'ALTER TABLE ' || quote_ident(p_schema_name) || '."' ||
quote_ident(p_watermark_name) || ' OWNER TO ' || quote_ident(p_role_name);

-- Create shared ownership role
IF EXISTS (
SELECT FROM pg_catalog.pg_roles
WHERE rolname = p_group_owner_name)
THEN
RAISE NOTICE 'Role % already exists. Skipping creation', p_group_owner_name;
ELSE
EXECUTE 'CREATE ROLE ' || quote_ident(p_group_owner_name);
RAISE NOTICE 'Created role: %', p_group_owner_name;
END IF;
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EXECUTE 'GRANT ' || quote_ident(p_group_owner_name) |[| ' TO ' ||
quote_ident(p_role_name);

END;
$$;

A&
£/ sQL FFuwiE Atk d =,

CALL
setupFirehose( 'public', 'test_db', 'watermark', 'new_role', 'Testl23', 'group_role');

PostgreSQL-EZ= I & Fiz1TH RDS B EEHIBEMNRFTAEN EC2

® Note
BRAmazon Web Services Xig# E it X FL A #h[X ( BRFEI ) 4\ , Firehose FEFTH i X B
S EFHAEEAEN KR, Amazon GovCloud (US) Regionsitt ThEER TR AR , ATRES X 4E 1L,
BOFMEATE=ITEAR,

WERBREFHEEE Firehose REAMNEK | MERBFIEE S Firehose FRANABHREFREN,. RNTE
£ Firehose RERANENEK , BEZFALEE, IEFRASEIENSIEFCENEAAE,

(® Note

R HEHIEFERATRET X C REATE PROCEDURE 1TIF NOT EXISTSHEIZFE,
EXFERT , IEIF NOT EXISTSM C REATE B BERAFTHAZIENERES,

CREATE OR REPLACE PROCEDURE grant_shared_ownership(
p_schema_name TEXT,
p_table_name TEXT,
p_group_owner_name TEXT

)

LANGUAGE plpgsql

AS $%
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DECLARE
1_table_owner TEXT;
BEGIN

-- Get the owner of the specified table
SELECT pg_catalog.pg_get_userbyid(c.relowner)
INTO 1_table_owner

FROM pg_catalog.pg_class c

WHERE c.relname = p_table_name;

IF 1_table_owner IS NOT NULL THEN
-- Add table owner to the group
EXECUTE 'GRANT ' || quote_ident(p_group_owner_name) |[| ' TO ' ||

quote_ident(1_table_owner);

-- Change ownership of table to group

EXECUTE 'ALTER TABLE ' || quote_ident(p_schema_name) || '."' ||
quote_ident(p_table_name) || ' OWNER TO ' || quote_ident(p_group_owner_name);
ELSE
RAISE EXCEPTION 'Table % not found',6 p_table_name;
END IF;
END;
$$;
A&

£/ sQL FriwmiE AL E.

CALL grant_shared_ownership('public', 'cx_table', 'group_role');

BRESEE

(® Note
BRAmazon Web Services XiZiH Eli#th XML A#h X ( SKEL ) 5k , Firehose TP tth X &
TEHBIEEENRR. Amazon GovCloud (US) Regionsitb ThRER TR MR , ATRES KX £ 1L,
BORBHATESITHEAR.
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ESHERERIBEENINFICXFMEREEEN , 120 INSERT, UPDATE #
DELETE, Firehose iEERES HEHNEREFIF Apache kLK, MRERBABESAE , NATF
BAELZAE, UTEFNBUNMEAET MySQL M PostgreSQL HIEEBAES BE.

MySQL
Self-managed MySQL running on EC2

« BE log-bin RMEEERH :

mysql> SELECT variable_value as "BINARY LOGGING STATUS (log-bin) ::"
FROM performance_schema.global_variables WHERE variable_name='log_bin"';

s WFELETHHRIEE EC2 , MR-HFBERERKA , BN FTRHPHVEERFNE MySQL RS
WEEXHD, BXUMARESHBNESZEE , S binlog £ MySQL X 1%,

server-id = 223344 # Querying variable is called server_id, e.g.
SELECT variable_value FROM information_schema.global_variables WHERE
variable_name='server_id';

log_bin = mysql-bin
binlog_format = ROW
binlog_row_image = FULL
binlog_expire_logs_seconds = 864000

RDS MySQL

- MRREASHAIBAFIZR , MEAEE RDS for MySQL =3t &l B &P BLR K SERFFH S A
« F MySQL —# &l HERHRNIRERN ROW KK,

- FoHFBEREHEDREN 72 pad, BEKZ#HH BENREY , FSH RDS X4, Bk
BRT , REHANULL , Rt HIURHR B HRE N IFEE,

Aurora MySQL

- MRRBASHSIBERIEHE , NIRBEE Aurora for MySQL —# 4l B Hi2FH LS E R Aurora
MySQL EA=# %l B &,

« ¥ MySQL —#t#l BEEKIREN ROW B,
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« FoHFBAEREHEDREN 72 Mod, BERKZ#HGE BESHREY  FSHARENI R -8
FIHEERE. MAMBRT , REHANULL , At SRR EHIRENEFE,

PostgreSQL
Self-managed PostgreSQL running on EC2

- FENBREE PostgreSQL B wal_level iI8E ., logical
- EPEEHM WAL REIZE postgresql.conf
* PostgreSQL 12 — wal_keep_segments = <int>

» PostgreSQL 13+ — wal_keep_size = <int>

RDS and Aurora PostgreSQL

- BXHBE RDS BAZEEH (MERL ) Uk WAL REBRE. BXESEE , FEHIEE
A ERNZEED,
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¥ri2 Firehose #

B LU B O TR USRS TR 9 Bl 45 187 Amazon Data Firehose 812 H Firehose #o. &
BIERNFRENNBEX . FRAMZERE—THEE Amazon RRMNBEHNE (SEKERE ) WEATmE
KW 5%,

&AL A B R # MY Fire CreateDeliveryStreamhose BB IEERE, W FIAEH Firehose i , &
AR T =MRERN, JHMNBRIFE :

» TagDeliveryStream

» ListTagsForDeliveryStream

» UntagDeliveryStream

T RS E AR

# A LAE A Amazon Data Firehose APl I ETT R TES :

« [@ Firehose FRNMNRZ,
54 Firehose RHRZ,
« M Firehose P B BRIFZ,

B O] LAEFAFREXT Firehose M 1T0K, Hlin | BAILURRAE, FrEESRMIEX Firehose R#ITH
£, HTFERENSMIZENENE , AEBLeZ—A8ENLFRKBRENBESR, Film , &0
LATE U —APRERE B ISR E EMKRBK R AR FRER Firehose o

LT RIRENZNRHA

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

* Environment: Production

WMREIE CreateDeliveryStream BREFHIT THRZE , W Amazon Data Firehose &%t
firehose:TagDeliveryStream BEHMITHANENR , URIEAFREEZLUBRIRZMN
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R, MREFRMUNR , MABTE IAM BRFEMHF Firehose TREVERFGEAW , HER
AccessDeniedException , M1 FFfRo

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/x
with an explicit deny in an identity-based policy.

AT RBERT AFBA P22 Firehose 7 N AREHI K,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
},
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}
]
}

B AR IC IR ER B AR

B LAMEAREXY Amazon R 1T 7 K MIRER. SEFRZNAT Amazon &R (‘23 Firehose
) B, B Amazon A S ERENSERFRSLENFEAENRE, BABINARKRILSFE
B (WEAFLD, BARFENRFESE ) WRERBEESHBESHEE,. BEXEZER , BSH
Amazon Billing AP IERP X B E XKL IREFEARA D BRE,

T BRPR PR

LA T PR &I5& A F Amazon Data Firehose FHIRE
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ERRE

- BOARR (R ) WERAFEHE 50,
- RERNEX D KNE,
« TEERTRE D REIRIRZL,

IRERRE

- BIMEERMTRE . MREBFNNGZEEEFEANE , WENFRITEZANEREX,

o FREBAEEL aws: FFL , AN ETRGTE LM AmazonfEH. Amazon FRKREIE L EIR
FFAMBRE | BETEERE M BRIX LHRZ,

- RZROKEXLTNT 1 M 128 4 Unicode FHFZ (8.

o ERLMETELUTESR : Unicode FB, BF, ZEAUTERFRF:_ . / = + - @
PREER

. FREENEKEXSDNTF 0 F 255 4 Unicode ZRFZ I,
« MRZEAURNZE, BH, ENBREELLTZESR : Unicode &, BZF, ERHNUTEERKTE
ﬁ:_ . / =+ - @

T RPR R
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Amazon Data Firehose F L4

&% Amazon REF2E, BN Amazon BF , BSZRTEANREASHLLHBBALNER
MAEERNBES ORI ELEN,

ZERN A HEEE Amazon HNFTRE. TEHBENREHRANZH Z2UENEF N2

« TEE — Amazon ATRFE Amazon ZHIETT Amazon FRFEVEMZEN, Amazon & R4
AUZEFEANERS. N Amazon EAETTRIN -2 , BINZLEBENEREERHRE=RH
Wit RBTNRFMBIE, BT HEERT Data Firehose WEMITE |, ESRZAM TR HASEE
W Amazon R

« TIRRE-ENREBREEM Amazon RESRE. BEFENHMEARMAT , SHEEN BRI
., SALNERUNERREREN,

R4 AT RSB IR T R IN{AI £ E A Data Firehose RN ASREREER, UTEBRE R T H{AE & Data
Firehose LRI R Z 2 MM EH M B 5. BB {4 A Eftt Amazon BRS RS BY R S 2 MR
8K Data Firehose &R,

FB

« Amazon Data Firehose & B Z3E R

« £ Amazon Data Firehose 124l 8] fX fR

« Amazon Secrets Manager £ Amazon Data Firehose 3t 17 & 3% iF
- J&X Amazon Data Firehose £ #H|AEE IAM A

« T # Amazon Data Firehose BI&# 1%

« Amazon Data Firehose A #Y5% M4

+ T #% Amazon Data Firehose PV EMIEEEZ S M

+ 3EHE Amazon Data Firehose M Z & R{EKE

Amazon Data Firehose A R #iE{R I

Amazon Data Firehose £/ TLS MK FIE &P EIEHTMNE, A , X TAEREFEEIRNT
&R EIE | Amazon Data Firehose £ Amazon Key Management Service SRINZ#IE , HEAKR
I MU SR U BB TR A
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MREHBHIE |, B LLIEFE A Amazon Data Firehose B /5 FAIRS 2 imBIENER ., HMITHIRENF R
HURF & BAER .

(@ Note
WMRIEE Amazon BE G SITRES APl # T RINFBEELRT FIPS 140-2 BiFA INZ34E
R, EFERFIPS inR. BEXTAMN FIPS IniMNEZER |, 551 (ZFEKFEELLNERE
( FIPS ) % 140-2 iR) o

£ F Kinesis Data Streams K9 BR35 25 i iN %%

LI BIBNBIEE RS XA B BT |, Kinesis Data Streams £E MBS IE 28I H Amazon
Key Management Service Amazon KMS() ZAX BE# 1T INE . 2 Firehose FRMEIE R HiRENEIE
B} , Kinesis Data Streams 2 £ Z¥IE , RABFHE XX E Amazon Data Firehose, Amazon Data
Firehose RIBEZEENEARERENFFEAKE, AEREECRIBER , MAUBSHEREFHERM
BHIE,

BXRMAA Kinesis Data Streams B RARZsRmMFRNEE |, 5SH (Amazon Kinesis Data Streams
FERARIER) PHE RS EEmINE,
£ A Direct PUT =k H b Z3E K IR AV BR 5585 i 1N 27

MRS ARG Firehose & X BIHE PutRecordBatch , PutRecords & £/ Amazon loT
Amazon L CloudWatch ogs 5 CloudWatch Events &A %37 , W AT LA B iZ IR 4EFF /5 IR S5 85 i AN
&, StartDeliveryStreamEncryption

E{Z Lk server-side-encryption , & A StopDeliveryStreamEncryption#& 4.

$8IE O] LATE B2 Firehose 7ift/8 A SSE. Ak , &8
ZEDeliveryStreamEncryptionConfigurationInput{f] i 8 F CreateDeliveryStream,

% CMK 387 CUSTOMER_MANAGED_CMK , B} , #18 Amazon Data Firehose RS H
KMSNotFoundException, KMSInvalidStateException, KMSDisabledException =%
KMSAccessDeniedException MEEMRBRILR , RERZLEF 24 /Mot (REH ) , UELRE
REE, IRREBEE , ENAEE , RS2 EdREBPELERENIEE , AREFH
#&. Amazon Data Firehose £t 7 A T4 CloudWatch 38¥r , & 0] LA A iX LE 35 ¥R 3R IR BRixX M4
Amazon KMS R & :

* KMSKeyAccessDenied
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+ KMSKeyDisabled
+ KMSKeyInvalidState
+ KMSKeyNotFound

BXIX 4 MEFRNEZEER. |, 1§25 Mthe section called “f# 8 CloudWatch ¥E#rit 1T,

/A Important

EXEH Firehose ERE#TINE |, BEAXN#. CMKsAmazon Data Firehose F XX #&FIEXt
o CMKsEXFHMIERNHHER CMKs , HSRF X EIEFE CMKsF Y% T3 FFMIERT

#o Amazon Key Management Service

(@ Note

4545 Fl % P S 40 ( CUSTOMER_MANAGED_CMK ) 3 Firehose 57t/3 B R £ 85 it %3
( SSE ) B , Firehose RS ALEFEABNZRAINEEMRE LT, ATFNELETXRRER
& Amazon Ik FRBERNZHNER , Bk 2ERE Amazon ik~ Amazon CloudTrail &4
BEN—Eo#HITieFRK. inE ETXEH Firehose BEERMN R, BRI ARRFE TR
Firehose BREZi& BRI MNZ £ T XWERN AR M EHEMRIK,

£l Amazon Data Firehose 32 &l 5] fX PR

LRIV NB T iR %1% Amazon Data Firehose &IREY 78 LA SR BiX LR REMNH R, EWEME
EEENARFENNARFIHRX LR FNNE , SMERTLAEER Firehose MAEEIE. BI11E
IR T an{a$% F Amazon Data Firehose 7 [8] & #9 I & #h 8] 8. 72 4i& R 5 (Amazon S3) F &, L E#
Redshift &£ 51l & OpenSearch IRFEFFRINIR , AR £ Datadog. Dynatrace. LogicMonitor
MongoDB, New Relic. Splunk 2 Sumo Logic 8 B B FrEM AR R. &5 , BFEAREE
IR EIE X WMAEE Amazon Data Firehose H1EFE , LAME A BUREEZ i 218 T A E Amazon K~
B R, BEREXEFRAMIFRNIARR Amazon Identity and Access Management (IAM), B3
IAMWEZEE , BSHTLE IAM?,

AR
« BFITER Firehose &R B PR
« % Firehose XIFAH Amazon MSK EE##Y 15 8l A fR

FE T PR Y


https://docs.amazonaws.cn/kms/latest/developerguide/symm-asymm-concepts.html
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FRARER

SL¥F Firehose 1 IAM B &

& F Firehose 1 8] BR LA Amazon Glue B {THES R iR

& F Firehose i8] Amazon S3 H Kt Y X R

& F Firehose 18] B# S3 REHXR

1] Firehose ¥ Apache Iceberg & B Y #b #9177 [8) 1 fR

& F Firehose ¥ Amazon Redshift B # s #9 15 7] X BR

& ¥ Firehose 1717123 # OpenSearch RSs B #REYIX R

[4] Firehose &% F %t VPC & OpenSearch IRZ B #5917 18] X BR
¥ Firehose /7122 3 OpenSearch o Bk %85 B FrAY AR

1] Firehose % %t OpenSearch VPC & 7 IR %28 B AV i 8] AL FR

¥ Firehose 1518 Splunk B #9ith FI R R

£ VPC #if1E Splunk

£ Amazon Data Firehose ¥ VPC it B & Z| Splunk
1717 Snowflake B HTTP i &

& F Firehose i/ i8] Snowflake B #ith B X R
A VPC HHY Snowflake

& F Firehose X HTTP i & B # #b B9 i/ 9] AR
Amazon MSK #9 B F~ 1% i

Bk P £ 5 2 Amazon S3 B #iits

&Mk F #il 12 2] OpenSearch RS B By it

{55 A PR 42 il 5 ()

BT X &K Firehose &RV B AR

BERTFENNMARRFF Firehose MR , BEMRCTHIRRE, ETBEIER Action o

FNERFENEN AP REHTIHE , @B "firehose: *" BIFAERER TR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

B F 388 Firehose &R K17 B X R
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"firehose:DeleteDeliveryStream",

"firehose:PutRecord",
"firehose:PutRecordBatch",

"firehose:UpdateDestination"

]I

"Resource": [

"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-

name"

£2F Firehose X¥FAH Amazon MSK &1 1/ 8] X BR
R Firehose KR EFAHE Amazon MSK £28F | N A LLABIRY KK,

{
"Version": "2012-10-17",
"Statement": [

{
"Principal": {
"Service": [
"firehose.amazonaws.com"
]
.

"Effect": "Allow",
"Action": [
"kafka:CreateVpcConnection"

1,

"Resource": "cluster-arn"

}

BRAMEEHNE T RRVRE PR INXFENRRE | LAM Firehose BRF E 4R FH A Amazon MSK

CreateVpcConnection API #REMER,

1F Firehose #£1F IAM &

AT 4B T ’RF Amazon Data Firehose T RIIXFR |, AREL, LBHIEHGHEFEMNRE @ B A A

PR KB

2% Firehose 3 #H Amazon MSK &£ &8 1/ 8] R
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® Note

MR EERIES B B Firehose EIFH LR LB ACKHIET , NS FAMENEERE

Amazon MiNEZAE, MREFHE Amazon Data Firehose FEHIE IAM B2HEEZEC A

BAG  BNUTEEXRRMMEIZAE , BIE Amazon Data Firehose AISUEBZ AR, 4

Eﬁlﬂl%l«;{%ﬁaccount id R Amazon IKF ID, BXIABRACHEEX<RNEZE
, BZRBRAE,

Amazon Data Firehose £/ IAM & & 3KE Firehose AL EBFEMMIBEAMENNR.,. BESEUATE
FEBEKMEZAE , AME Amazon Data Firehose A LAEIBIZ A&,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalIld": "account-id"

AEEKFEHAsts :External Id& 4 L T XRAKBRIREFRKBE Amazon Ik # Amazon Data
Firehose J&ZI T REB{ELL IAM B, BXMHLERZLENER IAM BENEZELR |, E5H (IAM AR
/) RHEERE R,

IR IEESE Amazon MSK #E5 Firehose VIR , N AEES —1 IAM A& , ZABRTF Amazon
Data Firehose MIEER Amazon MSK EEBREUREIENNR, BREUTEERBHEMNIIZAR® ,
LL{& Amazon Data Firehose AILAEIBZ A,

"Version": "2012-10-17",
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"Statement": [

{
"Principal": {
"Service": [
"firehose.amazonaws.com"
]
},
"Effect": "Allow",
"Action": "sts:AssumeRole"
}

Z A EFEF Amazon Data Firehose MIEER Amazon MSK EEBEURKIENNE , ERFRiZABGE
FLLTRIER :

"Version": "2012-10-17",
"Statement": [{

"Effect":"Allow",

"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"

1,
"Resource": "CLUSTER-ARN"
1,

{
"Effect":"Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,
"Resource": "TOPIC-ARN"

]
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£ F Firehose 1 [B1f PR LA Amazon Glue #H{TEIE N iR

IR B Firehose FIHITEHIEH RN | Amazon Data Firehose 25| BE#1E Amazon GlueF &
E Y. EMmE Amazon Data Firehose 12X ERTHRINEE Amazon Glue , BELHNBEFRRMUTE
B, BXNAEHREXMN ARN WEER , HSRIETE Glue ®JR Amazon . ARNs

[{
"Effect": "Allow",

"Action": [
"glue:GetTable",
"glue:GetTableVersion",
"glue:GetTableVersions"

1,

"Resource": "table-arn"

"Sid": "GetSchemaVersion",

"Effect": "Allow",

"Action": [
"glue:GetSchemaVersion"

:]I

"Resource": ["*"]

]

MNEEMRIIEENN BRI EERRRH, BXEZER | BFSRARXARERPHNRFIEE
7 IAM 7~¥l, Amazon Glue

£ F Firehose 1718 Amazon S3 B i itk 9 £ fR

L {&4F FH Amazon S3 B#RAET , Amazon Data Firehose £ 8iR &M EIE/ S3 FE#E , HETLL
EREAEZAAER Amazon KMS ZABTHIENE ., MRF A 7 HIR1E% , Amazon Data Firehose
T ENHREEREIRZETEMN CloudWatch BEA M. BIZ Firehose At , BEEHE IAM A
. Amazon Data Firehose EiZ IAM A€ HREXNIEEF#EME. 4. CloudWatch BEARMRH
i B AR PR

FRALTIHR KR , LME Amazon Data Firehose 8E# 15 B #& /Y S3 126 #@F Amazon KMS %48, 0
RIBZE S3 F#EM , B s3:PutObjectAcl AR NE| Amazon S3 BIEFIRP ., XFRFFMEMEAT
E#EX Amazon Data Firehose &5 KRN T LA BRI R,

"Version": "2012-10-17",
"Statement":
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:stream/stream-name"

[
{

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

1,
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id
1,
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-
bucket/prefix*"

}

#F Firehose 148 Amazon S3 B B YR
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}I
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function:function-name:function-
version"
]
}
]
}

FERNERES — AR Amazon Kinesis Data Streams BiE A, TR B A Kinesis Data
Streams fERETBRIR , ATAMBRIZIEG ., MEEFEH Amazon MSK /ERIR , N LAULTRAERE
ZiBA

"sSid":"",

"Effect":"Allow",

"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv22",
"kafka-cluster:Connect"

1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/

{{mskClusterName}}/{{clusterUUID}}"
},

{
HSid":"",
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"Effect":"Allow",

"Action":[
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:topic/

{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

},
{
"Sid":"",
"Effect":"Allow",
"Action": [
"kafka-cluster:DescribeGroup"
1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"
}

BXRAFEM Amazon BREZFEEH Amazon BIENEZEER |, H5H IAM AFREEHCEAELL
B Amazon PR ZEIMINER o

E T H#I{A$RF Amazon Data Firehose X H Ik~ # Amazon S3 B AR |, FZHthe
section called “B5 1K /= #& #i £| Amazon S3 B Kyt

5 Firehose 17811 5% S3 RIEHIE

212 Firehose M2 8l , BATHE IAM B, FHAUTSRAUEBREFN IAM B8, Firechose &It
IAM A& H 1T RE.

%3 Amazon Web Services Management Console 3 3#T7F IAM ##l& |, Wit A https:/
console.aws.amazon.com/iam/,

BIR R ERM R AT PILE JSON, MMM T AERE , RF Amazon S3 R , FlaNi/ERR,
ERTHIE B RPRONREF,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3TableAccessViaGlueFederation",
"Effect": "Allow",
"Action": [
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"glue:GetTable",
"glue:GetDatabase",
"glue:UpdateTable"

1,

"Resource": [

"arn:aws:glue:<region>:

"arn:aws:glue:<region>:

"arn:aws:glue:<region>:

"Sid":
"Effect":
"Action": [

arn:aws:glue:<region>:

arn:aws:glue:<region>:

<account-id>:
<account-id>:
<account-id>:
<account-id>:
<account-id>:

"s3:AbortMultipartUpload",

"s3:GetBucketLocation",

"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3
"arn:aws:s3

catalog/s3tablescatalog/*",
catalog/s3tablescatalog",
catalog",

database/*",

table/*/*"

"S3DeliveryErrorBucketPermission",
"Allow",

:::<error delivery bucket>",
:::<error delivery bucket>/*"

"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",

"Effect":
"Action": [

"Allow",

"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

]I

"Resource":

"arn:aws:kinesis:<region>:<account-id>:stream/<stream-name>"

"Sid": "RequiredWhenDoingMetadataReadsANDDataAndMetadataWriteVialLakeformation",

"Effect":
"Action": [

"Allow",

"lakeformation:GetDataAccess"

% F Firehose TR Si# S3 RIZHIINR
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]I

"Resource": "*"

}I

{
"Sid": "RequiredWhenUsingKMSEncryptionForS3ErrorBucketDelivery",

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:<region>:<account-id>:key/<KMS-key-id>"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.<region>.amazonaws.com"
1,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::<error delivery bucket>/
prefix*"

"Sid": "LoggingInCloudwatch",

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:<region>:<account-id>:log-group:<log-group-name>:log-stream:<log-

stream-name>"
]
},

{

"Sid": "RequiredWhenAttachingLambdaToFirehose",

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:<region>:<account-id>:function:<function-name>:<function-

version>"
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]
}
]
}

ZEBIE AT IHRIS# Kinesis Data Streams, A Lambda BEREH 5B Z4HEVFH, Amazon
KMS MR ERFERAXLERRFNEM— , WALMBRENNED. WREATHIRIZHE , Amazon
Data Firehose ‘& & N EIEZ R iR KX M CloudWatch B EA MR, M AEE R SHEMBER
EMTRERALED., BXATHEANMBEREN , S0 ( £ CloudWatch HE¥#2 Amazon Data
Firehose., ) (EEH##E ).

FERBEMSE | <error delivery bucket>B#H Amazon S3 FEBEMEM | aws-account-
idF X EE RN RIREH AR Amazon Web Services Ik 45 F X1,

BIEFRIEE , ELITFF IAM #2844 | https://console.aws.amazon.com/iam/FH 8 —1 IAM £
. Amazon Web Services BRSSERN AT KA KE,

FNFIRSHEARG |, £ Kinesis. X TFAHI , Fik#R Kinesis Firehose.

ETF—L , EBELF—SHUENERIMEZAC, EFEZAHEL , BLXINZARBLMMT EE
KEE , ZRIEIRT 7 Firehose RFEFHABEHNNIRE, EECIRAER , Amazon Data Firehose A JA
RiZZABEX Amazon Glue M S3 FEBHITAIERIIRIE, ¥ Firehose BRF EMFMEIFTQIESEH
BEXEP, BXEZEL , TSR AT Firehose #HE IAM A€,

[ Firehose $##F Apache Iceberg Ik B Y 1t #9175 8] X R

£ £ Amazon Gluet|2 Firehose 7 Apache Iceberg R2 8l , BH4MEHF IAM A, FAUTS
ROERIEN IAM A€, Firehose &It IAM B&HFHITATENERE,

1. &% Amazon Web Services Management Console F$TFF 1AM #2#|& , Mtk R https:/
console.aws.amazon.com/iam/,

2. BIEREEHERMERERRTIERE JSON,
3. AT AEEREE , LAl Amazon S3 R Fi/BENIR. EMBHEEZRPHRINRSE,

{
"Version": "2012-10-17",

"Statement":
L

{
"Effect": "Allow",

"Action": [

6] Firehose #%F Apache lceberg 3k E #9ith 9 i 8] £ R 192


https://console.amazonaws.cn/iam/
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"glue:GetTable",
"glue:GetDatabase",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:<region>:<aws-account-id>:catalog",
"arn:aws:glue:<region>:<aws-account-id>:database/*",
"arn:aws:glue:<region>:<aws-account-id>:table/*/*"

]
I
{

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

I
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:<region>:<aws-account-id>:stream/<stream-
name>"
},
{

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

]I

"Resource": [

6] Firehose ¥ Apache Iceberg % B #9 b B 15 [RI 4% BR 193
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"arn:aws:kms:<region>:<aws-account-id>:key/<key-id>"
1,
"Condition": {

"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-
bucket/prefix*"
}
}
},
{

"Effect": "Allow",
"Action": [

"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:<region>:<aws-account-id>:log-group:<log-group-
name>:log-stream:<log-stream-name>"

]
},
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,

"Resource": [

"arn:aws:lambda:<region>:<aws-account-id>:function:<function-
name>:<function-version>"

]

LEAE—IIEQ , ZiBA 2158 Amazon Kinesis Data Streams. i Lambda B £ F117 4]
KMS %40, MRETERIXLERFEHEA—A , AT LA BRAE R # 5 D.

MRBEATEHEIRIESE , Firehose B4 B EH CloudWatch AEAMEBEB A EZHBEBEBER. B
L, BAFAREREEANBEREN. NTHEEANMBERER , FSHEEH B E WL D EE
Firehose CloudWatch ,
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4., TERBRZEBER | amzn-s3-demo-bucket BIEH Amazon S3 M EE#E# , aws-account-id
5 X 15 &4 B A BB Amazon Web Services I 475 X 15,

® Note
LABRTIERERZTFHNAERBEEMRAONR, MRFE , WETLRESFEN RN
BHEER TR,

5. BIEXREG , ITH IAM =48 HEIZ— IAM B | & Amazon Web Services RS £ A[{E3E
RIER,
6. XNFRSHRMFEAEH , %&#F Kinesiso N FHEHARHI , #%3F Kinesis Firehose,

7. EF—WTL,EBE—SHAUENRBEHMNEZAR, EEENHL , ZoRIEEERBESHME
WAE , LR F Firehose RFEEBLHABHNIE, FEECIZEAEGE , Amazon Data Firehose AJ LA
FABZA® LI Amazon Glue 1 S3 @I ITFT B IRE,

£ F Firehose X} Amazon Redshift B Y ith B 17 [8) £ fR
A Amazon Redshift B B #3482 F X+ Amazon Data Firehose B 5 BIfRRES |, HFSEAUTHE,

=i
« IAM AR KA
« X Amazon Redshift B £ 3 Amazon Redshift Serverless T{EA R VPC ifH]

IAM A & F15 7] K B

£ £ Amazon Redshift B #93#:8F , Amazon Data Firehose &5 iE& %2 S3 1FM& @1EN B E L
B, ©ALUERFEREEEN Amazon KMS B4 THIEMNE. S , Amazon Data Firehose ¥
BIEM S3 F N E A Amazon Redshift FliE &£ &5 Amazon Redshift Serverless TE4H
WMREF AT 4IRIE% , Amazon Data Firehose & 2 HE& IR ZIE B EH CloudWatch A&
A F5%. Amazon Data Firehose £ A $8E/ Amazon Redshift Fi & M5 i R 8K Tl B £ 8
= Amazon Redshift TIRGSE|T/EH , HER IAM A€ FRIEENFHE. ZH,. BEAFR,
CloudWatch 8% Firehose it , BEEHRHE IAM A,

FEALT 7R %K , SAE Amazon Data Firehose 6% 15 [R1 188 S3 &M H Amazon KMS %47, 0
RIE%HE S3 M , B s3:PutObjectAcl FMNE| Amazon S3 ##1E5Ixk , XFRFFEBAE
#X¥ Amazon Data Firehose &N R ELIH RN, LREEER —ARIF1HE Amazon Kinesis
Data Streams Wi A, MRETEA Kinesis Data Streams fER EIEFRIR , AT UM IZIE A,
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{
"Version": "2012-10-17",
"Statement":

L

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-
bucket/prefix*"
}

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
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"kinesis:GetRecords",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
]
}

BRAVEAM Amazon BRSTHRIER Amazon BRNEZER | F5H IAM AP EETRNEAEN
[ Amazon R3S ZEiRX R

% Amazon Redshift il @ ££8f 5 Amazon Redshift Serverless TYE4H /Y VPC i H]

WMREH Amazon Redshift 7l B &£ &5 Amazon Redshift Serverless T/EAMN FEINFE = ( VPC)
o, NARAIERRE IP ik E# T AFFR. ik , BIBUEM LE Amazon Data Firehose IP
iyt , $}F Amazon Data Firehose X Amazon Redshift i E £ & = Amazon Redshift Serverless T
YELARY 1 B X PR, B BT , Amazon Data Firehose A&7 A X g — 4 CIDR #k,

X 15 CIDR 3t

EEFRE (BEHEM) 13.58.135.96/27
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FRARER

X

XERS (HFRILMI
&)

EEFEH ( MREEILIL
&)

XERALR (HBRM )

Amazon GovCloud ( 3%
EZRE )

Amazon GovCloud ( 3
EFEE )

&R ()
MEATELE (ERME )
TAMK (S )
TAHK (EK )
TAK (BEHE )
TAHK (E7R )
AR (03 )
TAMK (EE )
WAHK ( HEE )
TAHK (R )
TAMX (AR )
TAK (FE )
E (%)

CIDR #

52.70.63.192/27

13.57.135.192/27

52.89.255.224/27

18.253.138.96/27

52.61.204.160/27

35.183.92.128/27
40.176.98.192/27
18.162.221.32/27
13.232.67.32/27
18.60.192.128/27
13.209.1.64/27
13.228.64.192/27
13.210.67.224/27
108.136.221.64/27
13.113.196.224/27
13.208.177.192/27
43.208.112.96/27

52.81.151.32/27
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FRARER

X i}

HE (TE)

M (R )

B X (H25E )
MM X (BR )
MK (%)
WM X (D )
MM X ( HFEEREE )
7R (B )

EHET (FH)
mEN (ZRD)
MM X (K )
M (FEH)

7R (B )
@3] (R )
TAMK (BRA )
T AR ( DRET )

CIDR 3#
161.189.23.64/27
16.62.183.32/27
35.158.127.160/27
52.19.239.192/27
18.130.1.96/27
35.180.1.96/27
13.53.63.224/27
15.185.91.0/27
78.12.207.32/27
18.228.1.128/27
15.161.135.128/27
13.244.121.224/27
3.28.159.32/27
51.16.102.0/27
16.50.161.128/27

43.216.58.0/27

A MARGERL P #itESSE | %25 (Amazon Redshift ATISRE) HiEF i £REI
RESRE,

% F Firehose 171822 3 OpenSearch AR B #rEIRUER

L& {FH OpenSearch RS B 458t , Amazon Data Firehose £¥53E 4% #i ZI1 /& OpenSearch fR%
£8  HEREAMHPSHBIE X EZ 0 REH S3 F#E, MRBAT4HHIR1E% , Amazon Data
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Amazon Data Firehose FEANGIER

Firehose &£ ¥IE£ MmiE iR XX 2 EH CloudWatch B &4 M. Amazon Data Firehose £ IAM
ABIGMIEER OpenSearchfR51E. S3 F#M. Amazon KMS Z4A A% CloudWatch H &4 F
7o BIE Firehose #ibt , BEEHE IAM B,

5 F AT 15 18] 5K 8% S Amazon Data Firehose G [RI #28Y S3 Z&45. OpenSearchfk 15 Amazon
KMS %48, MNREZHE S3 M , BN s3:PutObjectAcl FINE Amazon S3 BEFIXR | XF

R FF&MEFTE&EX Amazon Data Firehose £ I RN T2 H B R. WWREIEE — N AFTHE
Amazon Kinesis Data Streams Hi& ., MREFREMA Kinesis Data Streams £ BIERKIRE , o7 LA ER
ZiEA,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"

I,
"StringLike": {
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"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-
bucket/prefix*"

"Effect": "Allow",
"Action": [
"es:DescribeDomain",
"es:DescribeDomains",
"es:DescribeDomainConfig",
"es:ESHttpPost",
"es:ESHttpPut"
1,
"Resource": [
"arn:aws:es:region:account-id:domain/domain-name",

"arn:aws:es:region:account-id:domain/domain-name/*"

]
},
{
"Effect": "Allow",
"Action": [
"es:ESHttpGet"
1,

"Resource": [
"arn:aws:es:region:account-id:domain/domain-name/_all/_settings",
"arn:aws:es:region:account-id:domain/domain-name/_cluster/stats",
"arn:aws:es:region:account-id:domain/domain-name/index-name*/

_mapping/type-name",
"arn:aws:es:region:account-id:domain/domain-name/_nodes",
"arn:aws:es:region:account-id:domain/domain-name/_nodes/stats",
"arn:aws:es:region:account-id:domain/domain-name/_nodes/*/stats",
"arn:aws:es:region:account-id:domain/domain-name/_stats",
"arn:aws:es:region:account-id:domain/domain-name/index-name*/_stats",
"arn:aws:es:region:account-id:domain/domain-name/"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
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1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
},
{

"Effect": "Allow",

"Action": [

"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function:function-name:function-
version"
]
}

BXATHM Amazon BRFZIHRIER Amazon BRNEZEE , 56 IAM AFEETRHEIEZAEN)
[ Amazon fRSZE AR,

E 7 ## a1 F Amazon Data Firehose 15 RI E Ik 7 # OpenSearch lRFGEHEHHINIR , §Z . the
section called “BEK F fid i F) OpenSearch ARS B By ith”

[ Firehose &#FXJ VPC & OpenSearch RS B ¥R#Y 17 7] 1 R

MR A OpenSearch BRE M F VPC # |, 52 M@ Amazon Data Firehose 2 F £ — ¥ R IR
BRo BbAh , BEE [ Amazon Data Firehose R F UL TXBR , SEHEEER 178 2 HY OpenSearch AR 1HHY
VPC,

* ec2:DescribeVpcs
* ec2:DescribeVpcAttribute

 ec2:DescribeSubnets
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

B2 Firehose /G , B AWM X LENR, MREBHXLNR , NEYRSZRERNRER
Bt , #&8 Firehose R 2R {Z L[ OpenSearch BH RE HifEEHIE. ENIs

/A Important

EFA VPC R ERBFEAME B AN FME |, ETREAMEFNHEZBHEN R IP
ik, MRIEEFMFXEAANSESE IP it , Firehose FFTTEEFE VPC IR N
ENIs #dE&H , F EERHERTEK.

B HEFHER Firehose EIER , BAILUEE —NMNL L4 |, ik Firehose 7E [@ 8/ AR 55180 & 35 BB Bt
M. OpenSearch A LAfEH OpenSearch RESEFEANMEREZ A , b UERATRNZEH,
MREIEEHMEL LA | BFHRE ALY OpenSearch RS HL AR H L HTTPS FRE. A, FHR
OpenSearch [RE BN Z £ A R FRBEEE B Firehose BEIEIEENLTEHMN HTTPS RE, IR
&3S Firehose B1% M OpenSearch [RFEFEAHEBENLZ A , BEHEAZTEEHAWEMRN LEF HTTPS 7t
B, BXREZ2EHANNEZER , iHSE Amazon VPC R Z £ AMN,

£ F Firehose 1718/ 3 OpenSearch o RS 85 B FRAVINER

L& E A OpenSearch ToARS 28 H#RET , Amazon Data Firehose &8 #E & i Z] OpenSearch & T

REBFRES , HEMNGAMM XS FTE XHZ A EEN S3 Fif. WRBHATHIRIEF , Amazon

Data Firehose i & EIE£ M5 IR XX B &K CloudWatch BEAFF. Amazon Data Firehose i

A 1AM A&i5R{EER OpenSearch THRGEES. S3 F#M. Amazon KMS 4. CloudWatch
BEAMMR. B2 Firehose fibt , BEERHE IAM A,

£ A LA T 177 (R 5K & /o 1F Amazon Data Firehose 5 [RI# ) S3 &4, OpenSearchZ RS 2218 %
%8, Amazon KMS MR #&%H S3 Z#@ , 15 s3:PutObjectAcl #i1%) Amazon S3 B4EFIX |
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules

Amazon Data Firehose FEANGIER

X R T F WP FE X Amazon Data Firehose 2SI RNT LG REINR, LLREEFT —MNAFA
@] Amazon Kinesis Data Streams BVi& A, MRIEFEH Kinesis Data Streams #E R EIEFRIR , AT
il BRiZiE A

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
3,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-
bucket/prefix*"
}

},
{
"Effect": "Allow",
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"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
},
{
"Effect": "Allow",
"Action": "aoss:APIAccessAll",
"Resource": "arn:aws:aoss:region:account-id:collection/collection-id"
}
]
}

MR EIRFES, | BB MATBELE Amazon Data Firehose , LAEEIRIE G R RS 20 Bl LA T RAKAR -

"Rules":[
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{

"ResourceType":"index",
"Resource": [
"index/target-collection/target-index"
1,
"Permission":[
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

}

1,

"Principal":[
"arn:aws:sts::account-id:assumed-role/firehose-delivery-role-name/*"

]

BRATHM Amazon BRSF1FRIER Amazon BIENEZEER | ESR IAM AFREREFARNCIEA G
[ Amazon RS E RN R,

[ Firehose & ¥ X OpenSearch VPC 1 TiR%-25 B #RHY 175 8] 1 BR

MR K OpenSearch TIRFEFE ST VPC & |, 52 [M Amazon Data Firehose % £ —T i
RPPR. BEs , BFEZE [ Amazon Data Firehose B F UL TIXR , FEHEER 5 [EEH OpenSearch &
RS EREEEHY VPC,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

» ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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/A Important

B3 Firehose /5 , BB X LR, MREHEXLNR , IEHERSEZREAREN
B, #&H Firehose R 2R (= 1E @ OpenSearch EHI RS ITAEIESIE. ENls

/A Important

EFE VPC RiEEERBFEAME B AN T, TREAPMEFNIEEBHEN R IP
bk, WRIEEFMAZETANGES IP #uk , Firehose FFEEEFE VPC oI 2Z RN
ENIs #dEf& 5w , FBEERRERIKRW.

BIBEREFEM Firehose BEIER , BEIEE—NLL4 , ik Firehose EMEMNERSH/E S KIEZHK
TEEEA. OpenSearch A LA & OpenSearch Serverless £E8HEMNZ €4 |, tJLAERTRE
NEZELH, MREBEEEMZSA , FRRZZEA ALY OpenSearch TIRS[/ESN R LA HIL
HTTPS &, Wt , R OpenSearchEIRFSBH/ESN LR LA A TR BBERE Firehose BT
ERZLAH HTTPS RE. WREX Firehose BEEH OpenSearch Serverless £S5 FEAR—1N& £
H, FARRLSEAALFANATF HTTPS RE, BXLXEAMNNEZFEELE , 25 Amazon VPC X
B RZEEHN,

& F Firehose 1510 Splunk B #9ith B9 X BR

£ Splunk B #I#ET | Amazon Data Firehose &8 E& #E Splunk HTTP B4 K85 ( HEC)
. TRANZEEZMIEIEEN Amazon S3 F#ME |, BHEATLLERMER B SHAER Amazon
KMS Z4A3# 1T Amazon S3 RS ERmINE ., WRBA T4 IRIER , Firehose 2FHFEARBIRKIEEF
& CloudWatch B &R, &AL Amazon Lambda B T #iEi#k,

MR EFEH Amazon A HE R , FHRE R Classic A E S5 Application f1E9#iss, M,
FRARNZBEMEIIERZRAN Cookie BEXHEAETHEMAINIEZEAE  NABFARSESNE
BHRENRAE (7X) . BXRINARITHRENER , FSRLANSEESINARF AT
EETHEMNBEINSIERME,

tl% Firehose 7Bt , BS%HE IAM A€, Firehose I{Fi% IAM A HIREXNIEEE#EE. 4.
CloudWatch B ELEH R 75 R FR.

EALT R EE , SAME Amazon Data Firehose 858 15 R 2H S3 FiEfE. WMREEHE S3 Fi#EH ,
BH¥ s3:PutObjectAcl A MNE| Amazon S3 ##ESIFR , XFRFEMEBAAEEX Amazon Data
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/sticky-sessions.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/sticky-sessions.html
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FRARER

Firehose ‘B X R TLHRINR, ZBEKIEEF Amazon Data Firehose 171X BREL CloudWatch
HITEHIRICFMBIEF: Amazon Lambda #, LERBEIEE — A 1F1HE Amazon Kinesis Data Streams
HiEa, MREBFEA Kinesis Data Streams YERNBIERIR , ATLAMIBRiZiE S, Amazon Data

Firehose 7~/ |IAM 58 Splunk. E158] Splunk , EERAEH HEC T,

{
"Version": "2012-10-17",
"Statement":
[
{

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

.
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3
bucket/prefix*"
}
}
1,

:::amzn-s3-demo-
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version"

{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-

BXRAFEM Amazon BRFTFEZH Amazon BRI EZER | HSR IAM AFEREHRNCEAGLL
B Amazon BREZEIRINER o

£ VPC AR iE[E Splunk

MR Splunk FAMTF VPC & , EXATEELE IP it ANF#TIHE. A, BERCHEELE
Amazon Data Firehose IP #it , LA Amazon Data Firehose #F X4 Splunk & B 17 8] £
BR. Amazon Data Firehose B &ifEF LA T CIDR %,
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XI5 CIDR #R
XERIP (HE3EBM ) 18.216.68.160/27, 18.216.170.64/27, 18.216.17
0.96/27 \

XERI (FEFRILMIE 34.238.188.128/26, 34.238.188.192/26, 34.238.19
B ) 5.0/26

ZEAES (mAEELIL 13.57.180.0/26
1)

XEAEI (HERM ) 34.216.24.32/27, 34.216.24.192/27, 34.216.24
.224/27

Amazon GovCloud ( 3 18.253.138.192/26
EZRIP )

Amazon GovCloud ( 3% 52.61.204.192/26

EFEE )

TA#X (&) 18.162.221.64/26

TA#X (&R ) 13.232.67.64/26

TA#X (EHR) 13.209.71.0/26

A H# X (57038 ) 13.229.187.128/26

WA#X (FEE ) 13.211.12.0/26

WAHX (2RE ) 43.208.112.128/26

TWAHX (FRRE) 13.230.21.0/27, 13.230.21.32/27
MEX (HER) 35.183.92.64/26

MEXAEE (FRME ) 40.176.98.128/26

M X (EX%RE) 18.194.95.192/27, 18.194.95.224/27, 18.195.48
.0/27
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X 15 CIDR 3
Rt X ( BRZ ) 34.241.197.32/27, 34.241.197.64/27, 34.241.19
7.96/27
R X (23 ) 18.130.91.0/26
KRt X (B3R ) 35.180.112.0/26
R i (X ( FGHESE ) 18.100.194.0/26
R ( HREBRE ) 13.53.191.0/26
7R ( BAK) 15.185.91.64/26
S (PEB) 78.12.207.64/26
BMEMN(ZRT ) 18.228.1.192/26
KR X (K= ) 15.161.135.192/26
FEM (FFER) 13.244.165.128/26
WA H# X (KPR ) 13.208.217.0/26
BE (JER) 52.81.151.64/26
HE (TE) 161.189.23.128/26
WA H# X ( HEANE ) 108.136.221.128/26
7R ( FIBRES ) 3.28.159.64/26
Redl (Sh4EX ) 51.16.102.64/26
R (7 2Rt ) 16.62.183.64/26
WAH# X (BEAE ) 18.60.192.192/26
TAMX (BRAE) 16.50.161.192/26

TA#X ( BRAEL ) 43.216.44.192/26
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£ Amazon Data Firehose ¥ VPC i B E8EUZ Splunk

BT HENAE VPC RAEITH. X% 2 Firehose AR VPC AR EFZEFMBENH | F
Z#EH Amazon Data Firehose ¥ VPC it H £ EZE Splunk A,

518 Snowflake 3§ HTTP s &=

LMERME HTTP w5 Snowflake ABEE R |, &% B4 E T Amazon Data Firehose B9 Amazon IP
ko B 5.

E X Firehose WINEI/AH Snowflake EE M R IFFIRHEHW/AE HTTP H HTTPS w2 , BFAMEY
Bl Amazon P #31ESEER MBS A OH N,

(® Note

BAHATERRBEHXRKETMEE Amazon XIEH IP ik, B4 MEBIEFTE XIH Amazon
B IP #hutSEE

£ F Firehose 718 Snowflake B Y ith IR

LR EA Snowflake #E7 B By tthit |, Firehose £ A& Snowflake Ik~ URL fFEE& £
Snowflake Ik, EXESFHRBBER I CEEN LI HELFERSEERS , BEUTUEERERAR
o #EK Amazon Key Management Service 2473 1T Amazon S3 fRE&8iHMNE. MREHA THIRIE
3% , Firehose & B#E& MW IR KA T &M CloudWatch HER.

B2 Firehose 281 , AT E IAM B, Firehose BEZ IAM BE2HARENIBEEEB. &
48, CloudWatch B A MFRH G EMFR, HE Firehose BE 50K S3 2451 , BERUTIH

B SRBE . MREEHE S3 F#EM , BN s3:PutObjectAcl FINE Amazon Simple Storage Service
BEJR , XFERFEFHEBAIEEX Firehose BRI N RN T LG RINE, LLBEER T Firehose
A E1R 123K CloudWatch BIfRBR. LLIRBEER — 1A B Amazon Kinesis Data Streams H1&
A, MRETEA Kinesis Data Streams fEREIERIR , ATLAMIERZ1ED, Firehose REMA IAM 17 H]
Snowflake, Ei5[E Snowflake , B© 2 AYREY Snowflake Ik 7 Url F PrivateLink Vpce ID ( 21 2 FA
B&E#).

{
"Version": "2012-10-17",
"Statement":

L
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FRARER

{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]
},
{
"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-bucket/prefix*"
}
}
},
{
"Effect": "Allow",
"Action": [

"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

}I
{
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"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

BXATFEM Amazon BRFZIFRIER Amazon RIRNEZEER |, 52HE IAM AFEEHANEIEAE L
B Amazon BREZEIMINER o

HE VPC /Y Snowflake

WMRIEK Snowflake EEBB A 7R EHEE , N Firehose [FERIERFABEEFERFERLT VPC IR Z
—REAHECNIAEER K MEAETELIAHERN, At , FAIE Snowflake FEHRN , U A
¥ Amazon Web Services X3 I EEFTEAwsVpceIdsHIULTRBH# A, BEXREZELR , BSH
Snowflake User Guide #1#Y Creating network rule,

BIEFEENEFHMEXEERRN VPC wK ID

Amazon Web Services [Xi3 VPCE IDs

EERE ( HEM) vpce-0d96cafcd96a50aeb
vpce-0cec34343d48f537b

EERZ (FFRILMILE ) vpce-0b4d7e8478e141ba8
vpce-0b75cd681fb507352
vpce-01c03e63820ec00d8
vpce-0c2cfc51dc2882422
vpce-06ca862f019e4e056
vpce-020cdalcfa63f8d1c

vpce-0b80504a1a783cd70
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.snowflake.com/en/sql-reference/sql/create-network-rule
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Amazon Web Services X1 VPCE IDs
vpce-0289b9ff0b5259a96

vpce-0d7add8628bd69a12
vpce-02bfb5966cc59b2af
vpce-09e707674af878bf2
vpce-049b52e96¢cc1a2165
vpce-0bb6¢c7b7a8a86¢cdbb
vpce-03b22d599f51e80f3
vpce-01d60dc60fc106fe1
vpce-0186d20a4b24ecbef
vpce-0533906401a36e416
vpce-05111fb13d396710e
vpce-0694613f4fbd6f514
vpce-09b21cb25fe4ccaf4
vpce-06029¢3550e4d2399
vpce-00961862a21b033da
vpce-01620b9ae33273587
vpce-078cf4ec226880ac9
vpce-0d711bf076ce56381
vpce-066b7e13cbfcabfe
vpce-0674541252d9ccc26

vpce-03540b88dedb4b000
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FRARER

Amazon Web Services X5

XEBES (HBHM )

Mt X (Z=54E )

KRN X ( FR=)

TA#K (FE)

VPCE IDs
vpce-0b1828e79ad394b95

vpce-0dc0e6f001fb1a60d
vpce-0d8f82e71a244098a
vpce-00e374d9e3f1af5ce
vpce-0c1e3d6631ddb442f
vpce-0f60f72dadcd1ede?
vpce-0c60d21eb8b1669fd
vpce-01c4e3e29afdafbef
vpce-0cc6bf2a88da139de
vpce-0797e08e169e50662
vpce-033cbe480381b5c0e
vpce-00debbdd8f9eb10a5
vpce-08ec2f386c809e889
vpce-0856d14310857b545
vpce-068dbb7d71c9460fb
vpce-0a7a7f095942d4ec9
vpce-06857e59c005a6276
vpce-04390f4f8778b75f2
vpce-011fd2b1f0aa172fd
vpce-06369e5258144e68a

vpce-0f2363cdb8926fbe8

T8 VPC H#Y Snowflake
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FRARER

Amazon Web Services X5

WA#X (FHTINE )

TAME (ER )

LA (ER )

TA#X (FX)

RN X (23)

EEMN (ERF )

MEX (HER)

KK X (B2 )

TA#K (KR )

ROt X ( HTEEEFRE )

VPCE IDs
vpce-049cd46cce7a12d52
vpce-0e8965a1a4bdb8941
vpce-0aad444d9001e1faal
vpce-04a49d4dcfd02b884
vpce-048a60a182¢c52be63
vpce-03¢19949787fd1859
vpce-0d68cb822f6f0db68
vpce-0517d32692ffcbde?2
vpce-0fd1874a0ba3b9374
vpce-08091b1a85e206029
vpce-065169b8144e4f12e
vpce-0493699f0e5762d63
vpce-07e6ed81689d5271f
vpce-0f53239730541394¢c
vpce-09419680077e6488a
vpce-0ea81ba2c08140c14
vpce-0a9f003e6a7e38c05
vpce-02886510b897b1c5a
vpce-0d96410833219025a

vpce-060a32f9a75ba969f

T8 VPC H#Y Snowflake
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Amazon Web Services XiT; VPCE IDs
0 A X ( FEDDE ) vpce-00add4b9a25e5c649

vpce-004ae2de34338a856

£ F Firehose Xt HTTP i s B B9 i B9 75 [a A BR

& A LA A Amazon Data Firehose FEIE& M EEM HTTP i < B B, Amazon Data Firehose ik
L ZBIERZ O INEEERN Amazon S3 258 , BRI LLEREREIBAR Amazon KMS Z4A# 1T
Amazon S3 R E5UE N, MREFE A T4HEIRIES , Amazon Data Firehose &R IFEZHE IR LA &
B CloudWatch B&EFR. &t A LL Amazon Lambda B T #igitiR,

B2 Firehose bt , BEEIRE IAM A€, Amazon Data Firehose B{FiZ IAM B HIREBRIEER
R, B4A. CloudWatch BELA R RIER,

FERAL TR KB , LME Amazon Data Firehose REB 7RI & s E A THIER A1 S3 648, MR
183%8 S3 7 , B s3:PutObjectAcl AINE Amazon S3 BEYIR , XFRFEMEEATES
¥¥ Amazon Data Firehose {2 BIEIXI R TT L H IR, ZBUKRER T Amazon Data Firehose i [H]
B PREA CloudWatch B {T4EIR 1B XM EIEF: Amazon Lambda #, MR EEEE —N A THE Amazon
Kinesis Data Streams Hi& 8, MREARFEA Kinesis Data Streams #ERAEIERR , 0] LU BR1ZIE
G

/A Important

Amazon Data Firehose AR IAM FRIZ X HNE=FRFREFHEEN HTTP KixT R
B#¥r , ‘@1 Datadog. Dynatrace., MongoDB. New Relic LogicMonitor, Splunk 2 Sumo
Logice EHMZXHME=ARFREMUBPEENEE HTTP ImK BHF , BHRRZRS MG

7 , 3REXM Amazon Data Firehose [R5 12 B IEFT TN API ZE4A 15 B H4A,

"Version": "2012-10-17",
"Statement":
[
{
"Effect": "Allow",
"Action": [
"s3:AbortMultipartUpload",

$2F Firehose Xf HTTP i s B B9 #5 B 15 R4 BR 218
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"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-
bucket/prefix*"
}

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"

% F Firehose Xf HTTP % B B #th B9 T3 A1 X BR 219
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1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
]
}

BXRAFEM Amazon BREZFEEH Amazon BIENESZEER |, H5H IAM AFREEHRCEAELL
B Amazon BRFZEIMINER o

/A Important
B 81 , Amazon Data Firehose A3z #5 @ VPC ) HTTP w2 & m iz,

Amazon MSK B Bk P 4% %

L AZM Firehose K ( BlanNK = B ) 812 Firehose E#EH BIEHRKIFER S —NKF ( Amazon Tk
A) BB MSK E& it |, BATHITUTEE,

KFA:
1. 7£ Amazon MSK B #l&F , EBRMENER K REEREM.

2. EMBZRET , BREEHTITZ VPC &,
3. HZRE2RET , ERREERHRE,

a. MREBRMKREBEERE Bk EE Firehose IR E/EF /S A Firehose B S3 &5,
Amazon Web Services Management Console fF B 37 & X 28 # A PR K K #E o

b. MREHCEKETXRE , FEIAREERNIMA TR

Amazon MSK Ky Bk F= 4% i 220


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
.
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-l:arn:cluster/DO-NOT-TOUCH-mskaas-
provisioned-privatelink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20" // ARN of the
cluster
.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
1,
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*"//topic of the
cluster
.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::233450236687:r0le/mskaasTestDeliveryRole"
1,
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of
the cluster

iy

4. 1 Amazon /4T |, WAIKF B B9E4K 1D,

Amazon MSK Ky Bk F= 4% i 221
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5. BEXET , EEZLFEE Firehose MM A BREUENIER Apache Kafka £/, B2 Firehose fit/5 , &
FREEFH I EB

6. i%4% Save changes ( R1FEX )

KF B :

1. 1E Firehose EHl&H , EEEAKS B 612 Firehose o
2. TERT , &% Amazon Managed Streaming for Apache Kafkao

3. ®ERI®RET , &F Amazon Managed Streaming for Apache Kafka &8 , IEEKF A A
Amazon MSK ££&#) ARN,

4. HEEXTT , BELRFEE Firehose MNP EENEIER Apache Kafka =&, #]% Firehose fijg , &
FRAEEHEED

5. ERWRABMH , I8XE Firehose FEI B o

K B FEIE Firehose EiERY , BXTPE —1 1AM A€ ( A BRIAEIE Amazon Web
Services Management Console ) 12@@?&?' Firehose X 2 ELiE BRI E MK~ Amazon MSK &3
Y “BRER” PR,

LR 2H Amazon Web Services Management Consolefit BN A :

"Sid":. "",
"Effect": "Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:cluster/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of the cluster
.
{
"Sid":. "",
"Effect": "Allow",
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

Amazon MSK Ky Bk F= 4% i 222
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1,

"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/mskaas_test_topic" //topic of the
cluster

},

{

"Sidv: ",

"Effect": "Allow",

"Action": [

"kafka-cluster:DescribeGroup"

iF

"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the cluster

iy

}

ETR, BUNEREECRERNERBAERNATES R, AXESZER , H2H (7ik ) KE
ICFRFEHR A AR,

BNk P 1& 5 E] Amazon S3 B Wit

& A LA Amazon CLI 2 Amazon Data Firehos APls e £ — N /= 1617 Firehose B3 , £ 3
— Amazon IKF 6|2 Amazon S3 B#r. UTHEBERT —NR4l , ZRGIBEEKS, A HERN
Firehose i , LABIKF B i858 Amazon S3 FE#E £ =,

1. {#ERZF Firehose ¥ Amazon S3 B WY 5[] IR FFTIRM SR | UKF A BHEIE IAM A
&,

(® Note

EARGIG | FRIEESDIEEN Amazon S3 FEEHEIKS; B A, S4F
s3:PutObjectAcl A HNEI R K EE HH Amazon S3 BIEFIK |, 1% 17 8] K EE 9 K
B #&#FXt Amazon Data Firehose &I RN T L FRINIR. BIKFEHFZIN
PR, Amazon Data Firehose J$i#&3K L # x-amz-acl “” ¥rKi&E R “° bucket-owner-full-
control,

2. EAWMZEICIEN IAM S&#THE , BUKS B 4012 S3 #REMEK, UTRBEFME
BEBHR. RXEZER , BSREMAFHEBRENA SR,
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-s3
https://docs.amazonaws.cn/AmazonS3/latest/dev/using-iam-policies.html
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"Version": "2012-10-17",
"Id": "PolicyID",
"Statement": [

{

"Sid": "StmtID",

"Effect": "Allow",

"Principal": {

"Amazon": "arn:aws:iam::accountA-id:role/iam-role-name"

},

"Action": [

"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}

3. HRESESHR 1 HEIEN IAM A€ | LUKF A B4 812 Firehose o

EE K 7 Bl X Bl OpenSearch ARSS B # it

& A LA Amazon CLI 5 Amazon Data Firehose APIs £ —“ Amazon kP 8|2 Firehose E
¥ , OpenSearch RFBEIRU TS —NKFPH, ATHBREERT —NRA, WHAMMAEKS A Tl
Firehose i M EEE N @IKF B #iEH OpenSearch IRS B #rfE A BIE,

1. M the section called “#%F Firehose /822 & OpenSearch RS B ¥RV R ATk B9 25 3% LAMK
FABGEE IAM A,

2. BERWNEEL-SHEERN IAM A8HFTIER , FEKS B T2 OpenSearch RS HK M, B
T JSON A4,

0K P it i% 2| OpenSearch BRSS B Byt 224
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Amazon": "arn:aws:iam::Account-A-ID:role/firehose_delivery_role "
},

"Action": "es:ESHttpGet",
"Resource": [
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_all/
_settings",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_cluster/
stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/
_mapping/roletest",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/

arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/*/

arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/

"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/"

3. HFALESRER 1 FEIEN IAM AE , LUKF A 5482 Firehose Fi. 812 Firehose it , EE
A Amazon CLI 5 Amazon Data Firehose , APIs }i#§%E1ZClusterEndpointZFE&mA 2 “HR
%" FE&, DomainARN OpenSearch

(® Note

=& — Amazon ik H 8|2 Firehose [E#E , M OpenSearch lRF BT S —NKFH
| 2476 Amazon CLI 8 Amazon Data Firehose, APIsEAEEFE A Amazon Web Services
Management Console SR8l 2 1t Bk F Bl iE .

0K P it i% 2| OpenSearch BRSS B Byt 225
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5 AR 12 &1 (7]

B LAMER IAM REEHF R A% Condition 7t&E ( 2 Condition 3R ) |, RBBHFRSBRAMEIEX
Amazon Data Firehose ##{EM A, TN HAE T A5 X FEA Amazon Data Firehose REH
T ERBE, BXEA Condition tRUREAIEEHAFEANZERNEZER , 525 IAM JSON
REETTE | .

CreateDeliveryStream

FF CreateDeliveryStream g4 , 5 aws:RequestTag FHE. LT RHIH | MyKey F
MyValue RREFENENNNNE. BXELZELR , 520 THFZELRAR

{
"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"firehose:CreateDeliveryStream",
"firehose:TagDeliveryStream"

1)

"Resource": "*",

"Condition": {

"StringEquals": {
"aws :RequestTag/MyKey": "MyValue"
}
}
}]
}

TagDeliveryStream
3¥F TagDeliveryStream &4 , B aws:TagKeys &M@, LT RAIF |, MyKey FRHIFR

X,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",

fE AR HI T 1A 226


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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FRARER

"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}

UntagDeliveryStream

3 F UntagDeliveryStream i&4E , i M aws: TagKeys &8, ELUTRHIF , MyKey FRHI

RER,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys'": "MyKey"

}
}
}

ListDeliveryStreams
BARENETHRENHEESIAT ListDeliveryStreams,

HiigRE

¥tF CreateDeliveryStream, TagDeliveryStream. UntagDeliveryStream #l

ListDeliveryStreams 2 NP E Firehose #&4F , HE A aws:RequestTag &HH#E. T T RA

B, MyKey 1 MyValue &RRFREMENITRHE.

ListDeliveryStreams , £ firehose:ResourceTag &4 BB #EZ Firehose i EHIFRZ iz

#1518

Edekaees e |
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HELLTFRBIF | MyKey M MyValue RRIRENRMN MAE, ZRBELCEART E’E%ﬁ] MyKey HI#R
% , {7 MyValue B Data Firehose o AXETHEHRZEHFRANBNESFEE , 5560 IAM A
F‘?aﬁqﬂ B9 £ AR L2 HIX Amazon B IRHY G R R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "firehose:DescribeDeliveryStream",
"Resource": "*",
"Condition": {
"StringEquals": {
"firehose:ResourceTag/MyKey": "MyValue"
}
}
}
]
}

Amazon Secrets Manager £ Amazon Data Firehose ## 1T & 1718
iE

Amazon Data Firehose & Amazon Secrets Manager &/ , AL B R £ M5 RIRHNZ4A H B iR
E$H, BEXFER , Firehose AIfEZE{THTM Secrets Manager R ZR %47 |, UEER T EIREINFHN
e B b HERENBER. X&# , TiCRELR API S8+ , EERCEBRIERED , £HEH

#AR 2L, Amazon Web Services Management Console X AR E R, BRRET —ZLHNXES
EREBENES  HELETEXNEUEEES (HlW0 , REBE N Lambda HEBCKEERBLR

),

BXEZEER , BHSHR HAF$ERE. Amazon Secrets Manager

&
. pREE

£ Amazon Secrets Manageri#t 1T & 3 11 228


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_tags.html#access_tags_control-resources
https://docs.amazonaws.cn/secretsmanager/latest/userguide
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T R 4R

RHATUREE, —AIER (HIUWAFRBNEB ), OAuth TRIELUMEZEFKZFMAE Secrets
Manager EFH’\J,HJMIL%EEO

FNFENEHR , BAMLAIEHK JSON BXIEEFAREXN , T —TR. MREBNHFATEIRR
B Ry Y IE# JSON &= , M Amazon Data Firehose 75 £ iE 2R/ B 1,

MySQL #1 PostgreSQL EHIEENZAKR

"username'": "<username>",
"password": '"<password>"

Amazon Redshift Tli& ££8£ 8] Amazon Redshift Serverless TE4H I ZR4AIR R

{
"username": '"<username>",
"password": '"<password>"

}

Splunk By Z A&

{
"hec_token": ‘'"<hec token>"

}

Snowflake HYZ4A1E

"user": '"<user>",
"private_key": ‘'<private_key>", // without the begin and end private key, remove

all spaces and newlines
"key_passphrase": '"<passphrase>" // optional

HTTP ¥R, Coralogix, Datadog. Dynatrace, Elastic., Honeycomb, Logz.io, Mon LogicMonitor
goDB Cloud # New Relic B9 Z#£ 3

T R4 229
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{

"api_key": ‘"<apikey>"
}
BIE &4

E0ERL , FRE (Amazon Secrets Manager A #ER) FAIZ Amazon Secrets Manager Z 40 #
(Y 5 BRI TIR1E,

52 F 2 4

FANE AR 176 SIS %48 Amazon Secrets Manager SKEEEE B #t: | 45010 5z
Redshift, HTTP & ixTs
K. Snowflake, Splunk, Coralogix, Datadog. Dynatrace. Elastic. Honeycomb, Logz.io, MongoDB

Cloud #1 New Relic, LogicMonitor

£ 8I% Firehose Fift , BAILAUEBE Amazon B H A A Secrets Manager 71X L B A i fig iE
BHRRIE, BXELEL , BZH BREBNRE, & , B A LLE A CreateDeliveryStreamH
UpdateDestinationAPI #4EREL & Secrets Manager Y & 173 1iE .

Firehose fEAMB L EZRFZH , AESNEET BN REARXERH, ©F 10 28 pIFH —RXE
Tz, BABS{R AT 68 A ST R SRk

ERNEGEARF | B LULERRE XM Secrets Manager £ RZ 4 IIEE, MRETEHEH
Secrets Manager &= %4\ , M A AKA R B/ZED APl 4,

(@ Note

RETE Firehose R IHEER BT X NFNRA , BELFEN LR MR Secrets Manager 13
., BXESEER | 25 Amazon Secrets Manager EM Ao

& F Firehose 1 RZ A TH R PR

Eit Firehose M H# & %48 Amazon Secrets Manager , $&£70 6 Firehose 12115 7] 248 Fr BRI IR
AR N2 S8 9 22 A B 2240

£/ Amazon Secrets Manager MK RFEHAN , B/LMTRMNEEED , E4ABURTZHANFHE
ZEMMBZEA R,
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/create_secret.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://www.amazonaws.cn/secrets-manager/pricing/
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- MRBFAEEN IAM BEFHER —1 Amazon Ik~ , 3 BEHERIA Amazon
FEE®4A (aws/secretsmanager) #1TH% , Nl Firehose BEH IAM AR E
Esecretsmanager:GetSecretValuedRBiZF4AKNNPREIT

// secret role policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
}
]
}

X IAM KBHWEZEELR |, 1558 Amazon Secrets Managerfy £ BR 5% B& =4

- IREPEACERER —INKF® , EFAZ-FEETEEIEH (CMK) NE |, NIZAGENS
= secretsmanager:GetSecretValue # kms:Decrypt PR, CMK KL EEATF IAM A€
$4T kms :Decrypto

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"
}
]
}

- MRFZAFRESENARTEM Amazon IKFH , FEEAERIA Amazon TERHITME |, N
TEHRTHEE L IAEEAREZHAMZRHAR |, Secrets Manager R AFEIKF 4B, Amazon

- MRFPEMETROKSFHER CMK INZ , Il IAM BEEEXNZZHHAW
secretsmanager:GetSecretValue XRFX CMK B kms :Decrypt X R, Z4ARY IR KIS
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FEAIK S HH CMK ERIEZE R IAM SCEALENNE. BXESEL , BSEEKS D

RIREHA

RMRIEEHERZA. BOLIEE Amazon Secrets Manager 7 1%Z BRIE s E M BT R B 3 B
. X8 BUNNKEBASRNERER, XEBTREEENAXNK, BXESZER , ESH
{Amazon Secrets Manager A {EmE) R Amazon Secrets Manager Z4A,

J@id Amazon Data Firehose 4|58 EHE IAM A€

Amazon Data Firehose @ —H £ RENRS , A TEMEREIEZEEI B, BETUEE
Firehose , METE A B BIER RN, EFHIXLINGE , SO GLRE IAM & | LUEECIERSN
YR8 Firehose FiBT[E Firehose ¥ T PR, Firehose ALt IAM & &3KIRE Firehose RFTENFIE N
BR o

Hlan | RIgEBIZE— 1 Amazon S3 EHIIIER Firehose i , Mt Firehose RS AEEMNIE IR T
BA7T “B#Ric®E’. Amazon Lambda FEXFER T , EHMIRME IAM A€ |, LL[A Firehose & F1F
8] S3 1ZE @AM Lambda IR |, T TNFTRo

"Version": "2012-10-17",
"Statement": [{
"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": ["lambda:InvokeFunction", "lambda:GetFunctionConfiguration"],
"Resource": "arn:aws:lambda:us-east-1:<account id>:function:<lambda function
name>:<lambda function version>"
Yo it
"Sid": "s3Permissions",
"Effect": "Allow",
"Action": ["s3:AbortMultipartUpload", "s3:GetBucketLocation", "s3:GetObject",
"s3:ListBucket", "s3:ListBucketMultipartUploads", "s3:PutObject"],
"Resource": ["arn:aws:s3:::<bucket name>", "arn:aws:s3:::<bucket name>/*"]

]

B LUE T Firehose &l & FN{AIREX LA, BAILUMAT®RIZ —#1T%k$EF,
« EBRIME IAM AR
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- NEZEHEREME IAM BE

RERIMAE IAM AR

B LNIER IAM e TiER, FRLEEDT , FRALZIERN IAM ACEEELNESEREL
MEMEBEMNBMENNIRE, BXxEZEE |, B55H #/H Amazon Data Firehose #2 #1781 R,

MEEH & RN IAM B

HE , BHEALAEA Firehose #2#lARRARECNEFNAE,

¥ Firehose R FRIERE IAM BEE , ZABLBIIEBEET Firehose RELE X FAIENX R FT AR
BRANE TR,

Flan |, MBREEERBAMER Amazon Lambda®kfRickIhee , NEHASENRREBEHER LU TIE
f,

{
"Sid": "lambdaProcessing",
"Effect": "Allow",

"Action": [

"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:us-east-1l:<account id>:function:
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS"
}

(@ Note

A AR b Z B8 ‘88 SFIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS WIREEFEER , B E
MNARFIHEAEIREVIR

BH A SEMERE Firehose RIERE , 2B EERBHAGEM MR IAM B, HWETKBEAYF
Firehose &8 IAM &, LT 2EEREEN R,

"Version": "2012-10-17",
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"Statement": [{
"Sid": "firehoseAssume",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"

iy

"Action": "sts:AssumeRole"

]

/A Important
« BRI % NS Firehose REAHBENES AFEE IAM A&, BN , IAM BB FAELEF
PR F A S B IR

- EEEHAEEN IAM AEfNREEDERATENRESFR KRN CZECH IAM £
&, FH R RIS AE H2H A R AR KR . A G INE Firehose it , HEMR
Sin RN RPIEFEFEIE IAM ABIET,

. BEASEEHE ARN A EFHE service-role B IAM &, ERIE IAM A& | iF
FEFE— ARN & F service-role ZRFERN IAM A6 | XFEEFHAERTENEHRITHE
MEH,

MEFIE PO IAM BB PR

1. $TFF Firehose #Z&l& , Mt A, https://console.aws.amazon.com/firehose/
#2812 Firehose o

BFERMBEN, BXESER , F5H g - N2FI15 612 Firehose o
ERENIRE, BXESEE , B2 LEENHRE,

ESRRET , SXNRFHRNER , RFQEHET IAM A,

o & b

® Note

XRRINED, EEANAEAE , BRFERIEA IAM AR, Firehose £#| 8T &%
LRCHABHRTEMER,

6. EFEBIE Firehose 7o

MEEFI A R RIZEFHN IAM A6 234
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EREF A RE IAM B

HIRIREE Firehose BT |, Firehose £ R #2187 5 #7148 57 8 A BR 58 BE LA I BR B & AN X PR BV BB oL

BN | LHI&4EE Firehose R H IFHZFTMAK Lambda EE A exampleLambdaFunction X/E A
F Amazon Lambda##/RI1CZINGERT , RTENPRKEEPRBUT KB FH,

{

"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:us-east-1:<account id>:function:examplelLambdaFunction:

$LATEST"
}
/A Important

FEHAEEN IAM ARRITAEEAC, BUSEERH A ZIMESNRR MRS ERE,

MEEFI & PR IAM BB SR

1. ¥TFF Firehose ###1& , Wik}, https://console.aws.amazon.com/firehose/
1%4% Firehose M EFEE K Firehose K & #ro
EERERTFRRS SR FRINRED |, ERRE.

B IAM B 8IETL

w0 D

(@ Note

KRINBRT , BHIAKRAFEHE ARN ARER service-role E#F IAM A€, ERIE
IAM A &R | EHEHIER— ARN & F service-role ZRFEMN IAM B | X#EFE
HEAEMFNE#ITEMER,

5. %4% Save changes ( RFZEH ) -
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T 2 Amazon Data Firehose B9 & # M

ERZMERITRIN—EF2 , F=HFFitM2 14 Amazon Data Firehose &% 5 Amazon &§#L 1%,
Hoa$E SOC, PCl. FedRAMP., HIPAA R E 4,

BEXBEESHITRBEENM Amazon BREZFIEK |, BSRZEEAITIIX 28 EE N Amazon k. B
X—MRER , {5 Amazon @Mt

O LA TEE =S FitikE Amazon Artifacte BEXEZEE |, iI5S R Artifac t F Amazon T

EiLE=g

f£f Data Firehose B , AN TERBENIBERE. ATINEN BIRARERNEEENR
Eo MRMAEI Data Firehose HIE A LM EZFE HIPAA. PCl 2 FedRAMP 47t | B2 A& RSk 55
BY : Amazon

s ZEEEHMPIEANTERE — XEPBEEIHETRETIESN  ARFETELFEBEULREHNE
HMERNESWEEKRENS TR, Amazon

« HPAA Z2E8MENARY — AARBHERT 2B WAEAR Amazon BIERFE HIPAA FRAER
R HRERF .

« Amazon EMHER — W ITEBNIEMETREER TEMENIT LA EH,

« Amazon Config— % Amazon lRFTHEN R REEEZ AEE LAESRNIRE, TLESHHHM
EMo

« Amazon Security Hub— Bt Amazon RS A2 H T REN T LR Amazon , BHEREREBFE
2T & ESRE,

Amazon Data Firehose A Ry28 14

Amazon £ IKRE AR M2 E S Amazon XM AT AXMERN, Amazon KRS M ERENRE
WATAX , XETAXBESEERE, SRHENSETRNMERE, MATAKX , BE ORI FRE
EUAXZ BT EIZNAMEBRONABRFNEEE, S&ENENIS M EEROER N
MEt , TAXEEESH TR, BEENTT BY,

BX Amazon XM AXWEZELR |, 55 Amazon £ EREMIZ 5,

BT Amazon £ EKERZEM S | Data Firehose LR BT ThAER BB T B BIER M MEBZ B ER,
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https://docs.amazonaws.cn/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
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RIS

Amazon Data Firehose I TE LIRS EFER Ti21T , HESWTEFTIBRAEBEEYVESR, THXATH
MU REMEMIZEERXEZE, MRAEXAER , Amazon Data Firehose AI#{R Firehose TR
BRI EEXRTAHIEE,

T 2 Amazon Data Firehose P EMIZTER M

ER —BEE RS , Amazon Data Firehose 2 %] Amazon £ M ELZ LRI, BHX Amazon Z£ R
SR A Amazon RFEMIREHEER , §ZHAmazon %%, EFAEM LTSN RESEK
KiZ iR Amazon B | iS58 S Amazon ecurity Pillar Well-Architected Fram ework 5B & 4t1%
HARF

A LAE A Amazon B & APl BB M5 Firehose, BF S AXIHEUTAHR

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHEWEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 [ b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

A, RIERFREZES ID N5 IAM EERBRHUBZFRIBARITBERFITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IGEt Z & FIERNBFERFITER,

(® Note

3T F £ HH HTTPS 3K , Amazon Data Firehose S {EH HTTP & |, ZE4HZER BiRiEX
BEHES TLS thikRZs,

¥ Amazon Data Firehose 5 Amazon PrivateLink

B LAE RO VPC LT & (Amazon PrivateLink) M#&EY VPC i8] Amazon Data Firehose , 1%
FEHEBRMMI NAT Mk, #0 VPC AT RAFEERMM>x, NAT ®R%E. VPN E#EZ Amazon
Direct Connect 3%, #0 VPC L% = H—I1 Amazon R # ¥ Amazon PrivateLink , iZ#E AR
R AR MM KE DL Amazon RS 2 B# TRAZBE , HEREHN Amazon VPC IPs RIVFAEE
O, BXEZER , i3/ Amazon Virtual Private Cloud,
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https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/welcome.html
https://docs.amazonaws.cn/AmazonVPC/latest/UserGuide/VPC_Introduction.html
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£ & AT Firehose B30 VPC £ i T R (Amazon PrivateLink)

B, BI2—/NE0O VPC iwR , BMEXRE Amazon VPC &R Amazon Data Firehose REFF A FREL
O VPC ims. BIEumSET , AT E M nim <R BE |, ARSI Amazon Data Firehose KYi5[E, B
K {EFARREIRE] VPC ¥k =X Amazon Data Firehose A RINEZE L | S HEH VPC i =2 Hlxd
BRSEH A,

UTREIERT WA VPC Hi&E Amazon Lambda EE 012 VPC KixT & , LA ZEHES
Amazon Data Firehose RF#HITEZ L BE. EALH | BEHAKE LT Lambda BRES H 281X 15
F#) Firehose 7t , B AR ET Firehose o

Bl VPC %A

1. %% Amazon Web Services Management Console }3TF Amazon VPC ###1& , it R https://
console.aws.amazon.com/vpc/o

2. 7 VPC #Z#IHEARAH , % Endpoints (K iwT K)o
3. i&# Create Endpoint ( BIEH R ) -
4. TERSEHIIERD | % com.amazonaws. your_region.kinesis-firehose,
5. EREEHPUELIRT RN VPC UK —IMHZNFM,
6. ER—IMHSNEELRTIXERNEZLA,
7. XF Policy (5RBE) , 1%£4% Custom (BENX) H AL T REE
{
"Statement": [
{
"Sid": "Allow-only-specific-PrivateAPIs",
"Principal": "*",
"Action": [
"firehose:ListDeliveryStreams"
1,
"Effect": "Allow",
"Resource": [
]
},
{
"Sid": "Allow-only-specific-PrivateAPIs",
"Principal": "*",
"Action": [

"firehose:DescribeDeliveryStream"
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html
https://console.amazonaws.cn/vpc/
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1,
"Effect": "Deny",

"Resource": [
nmin

]

}

8. EFEBIRS.

Bl HTF Lambda BREH IAM B2

1. {8 https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,
EEMBERD , ERACE  ARERUBRAR,
EEFRAERENRET | RERIAERE Amazon B,
EEFNEALAEHNERST |, 1%F Lambda,

%32 Next: Permissions ( T—%: &R ) o

EEBIFRD | EHRIHFRIMMEB N Amazon LambdaVPCAccessExecutionRole
AmazonDataFirehoseReadOnlyAccess BB N K&,

o o bk~ w D

/A Important
THSEHT —NRA  BNEF IR RE R EE KA R,

7. EET—F X, EXREIHP , ELFERIRL, &R T—% 7.
8. WMAABNEN , AEERGEAR,

£ VPC #4812 Lambda B3}

1. $TF Amazon Lambda #H|& , Bk H https://console.aws.amazon.com/lambda/,
1%£$% Create function (BIZ &),

M KTT 1R 0I4E,

RMAEBNEN , REFHZE1THIREN Python 3.9 HE SR,

ERRT , BIEESNERITAE,

£ Execution role (A fTA ) 7|k , 1£3F Use an existing role (EAIE A E),

2
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7. 1E Existingrole MIEAR) kD , EBEZRERCIRNAC,
8. 1&#%E Create function (BI1ZZEK %),
9. 7 Function code (BHEREB) T , MM TR,

import json

import boto3

import os

from botocore.exceptions import ClientError

def

policy.

denied

client

lambda_handler(event, context):
REGION os.environ['AWS_REGION']
client boto3.client(
'firehose’,
REGION

)

print("Calling list_delivery_streams with ListDeliveryStreams allowed

")

delivery_stream_request = client.list_delivery_streams()

print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request

))
describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
policy.")

delivery_stream_info =

.describe_delivery_stream(DeliveryStreamName="'test-describe-denied')

except ClientError as e:
error_code = e.response['Error']['Code"']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")

10. 7£ Basic settings (BEA&RE) T , NERNERERN 1 74,

11. & Network (M%) B, EEAEHEPEIBLHT RE VPC , RAEERELGBLGT RNE
HXEBNFRMMEE4H,
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12. ERETEHIE , ERRF

13. EEFEMN,

14. MASBHEN , RAEERCE,

15. BIRIER Test (M) XHFEZEHBET. EWNITERETRZE , BRI Details (FHEER) ,
BEREHSERERBHITHER, BITRINERFERXEHH Firehose A FIRUK A T 5
e

Calling describe_delivery_stream.
AccessDeniedException

Access denied test succeeded.

T H Amazon Web Services X 15
¥OVPCARTRYEATXEZ I,

- ZERI (BZEBEN)

« XERE (FERLMILE )
- EEAES ( MAERLIE )
- XEEAEL (BRBRM )

« IA#KX (&HXK)

- WAMK (EHR)

« WAH#X (FHIHE )

- WAHK (ER)

- TABK (£EH)

- WAHK (RR)

- AWK (BE)

o MNEKX (FE)

- MEXAE (FARME)

« HE (4R)

- FE (TE)

s BMtX (EZRE)

- RUMX ( ZBRZ)
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- B X (£3)

- BOMitX (BR)

- 2FF (PI)

- EENM(ERF)

« Amazon GovCloud ( EEHREE)
« Amazon GovCloud ( EEHEZR )
- BUMX ( FmIESF )

o 7R ( PaIBREE )

« WAMKX (HIE )

- WAMK ( KR )

- D&% (4R )

- TA#X (ERAL )

SCHE Amazon Data Firehose HI & € Ex{E30i%

Amazon KData Firehose IRt T F 2L £ het , B EFAMNEHEECHNLZELERTHBEZE, UTHRE
FTERE-REBSEN K HATIRXRTEZLMBRIR, HTXLEREXSRAUETESEZNTAERTHERE
MEREER RN FHEOAERANEZEEREZEMF 2R,

3K e Bz AR AR BR 173 7]

BFNRE |, B LURE HRIR B BLE Amazon Data Firehose B REYTBLEAN PR, & AT LANT X L8 %3 R
BERFLEAVWEERE. Bt , EERNEFRITESHENNR. XEKERXRBRANTRNEER
AR TRAEREEERERNEREXREE,

A IAM A

A ENEFPRENARERFSMEEEMEILESBET R Firehose it , 7 BB Firehose RMAHMEBF BN
EUEFEETH R B Ao BRRYF Amazon iIE B EEFHEEFIwMAREFH Amazon S3 FiER P, XL
ERSBRRNKBEIL  MBRCMNZIRE , e ULISF=EERE M,

MRNMZER IAM AERERLEFENE S KN AREFIGEZUE , BLGFR Firehose . EEABE
B, EFMEAKBEL (MAFBNZRBH TR EZS ) KinREMAR R

BXEZER , B2H IAM AFEEPHNUTER .
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- IAM B8
c HNBENELER B, NARFMES

KRIME B 1 B9 BR 55 2R im0 22

AJ £ Amazon Data Firehose FINZEBSHBEMNERM AT, BEXEZEL |, ES M Data Protection in
Amazon Data Firehose,

CloudTrail AT %= API 1§ A

Amazon Data Firehose 5—ITRFZEK , Al F Amazon CloudTrail, &5 Amazon IRE1E
Amazon Data Firehose F#t1THY 8 1E,

BT W ER{E B CloudTrail , BRI LA E [ Amazon Data Firehose X HHIER., K HIERW IP #b
e, #RE TER, AREEERUAREMFEAEE,

EXEZELR , 5 the section called “H&12 5 Firehose API A7,

SSHLNR 7 TR B AR S BRI _


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.amazonaws.cn/firehose/latest/dev/encryption.html
https://docs.amazonaws.cn/firehose/latest/dev/encryption.html
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372 Amazon Data Firehose

BRI LAME R LA T ThAEls 32 Amazon Data Firehose

F&

« £/ CloudWatch BiRERESNE

- ERAEREERTD#HEYE Firehose CloudWatch

+ W 53h Data Firehose #1518 CloudWatch 1§47

- R AZEERTDS#HEBIE Firehose CloudWatch

« Amazon Data Firehose #1517 CloudWatch H#&

« ¥ Kinesis KEEZETRR

 {£/H Amazon CloudTrail H & 1ig3% Amazon Data Firehose API i M

£ CloudWatch 1R & (iR

70 CloudWatch B#R , &R THERARBEITZFRE (&K 15 08 ) o

* DeliveryToS3.DataFreshness

* DeliveryTolceberg.DataFreshness

* DeliveryToSplunk.DataFreshness

* DeliveryToAmazonOpenSearchService.DataFreshness

* DeliveryToAmazonOpenSearchServerless.DataFreshness

* DeliveryToHttpEndpoint.DataFreshness

A REETUTERBFEREA R ER,

« IncomingBytes (Sum per 5 Minutes) / 300 ¥ BytesPerSecondLimit B# L.

« IncomingRecords (Sum per 5 Minutes) / 300 ##if RecordsPerSecondLimit B %
ke,

« IncomingPutRequests (Sum per 5 Minutes) / 300 #if
PutRequestsPerSecondLimit BZ L.

RINBVUERNBELHBERN S —1MEFRR ThrottledRecords,

f§ A CloudWatch BIRSEME R R 244
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BREBEHA ALARM RENHTHEHFENER , FSREEHR,

FERAIEFRIA 2T T w3 FE Firehose CloudWatch

/A Important
BES LSBT B N FIA CloudWatch fe4r /8 AR , UERERIEIR,

Amazon Data Firehose 51 5 CloudWatch 18#r&ERK , RULBAI LAY E, EF M DI Firehose EE
B9 CloudWatch $§#r. i , BAT LA #E IncomingBytes 1 IncomingRecords 845 , AIRERMEK
E4 7= FEEZE| Amazon Data Firehose BI#E.

Amazon Data Firehose &% b I EE 1 & # — X CloudWatch ¥E#5. B2 , MR E AT R L IF4L
N MR EE —oERPTLBRB TN, XEREA CloudWatch IER2E—2HAM

Amazon Data Firehose JC & H,

A Firehose RWEMNIEIR AW T, B Kinesis VBN EZELR |, 5 %12 Kinesis KEBZ1T

F&

« CloudWatch 31359 X EHR

+ CloudWatch & B R

- BEREEUSHR

+ API %5l CloudWatch HJ$E4R

o BB CloudWatch $§#x5

+ CloudWatch HEMERISHR

« #X1LEAL CloudWatch 1E#F

« PRZERUR % (SSE) $E#R CloudWatch
» Amazon Data Firehose H 4 E

» Amazon Data Firehose FAEIE#r

CloudWatch #1544 X FEHR

MEBRATHASKX |, Nl Amazon/Firehose 5% ZE B E LU T 1B,

fEF CloudWatch $g#Ri 1T 245
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B iR

ActivePartitionsLimit Firehose MM HE L LI E RE#H B2 AL BN H KR
0 X8,
BT iR

PartitionCount EELENS XE , HEES 2 X, hHFE 1 MoK
T ERBR & 500 ( BRIA ) ZBZE1t,
B itk

PartitionCountExceeded WERERERAELE T P X1tHREH, BERAERE
H&H 150,

JQProcessing.Duration IRE7E JQ Lambda BEE 1T JQ RXXFTTERIATE,
By ER

PerPartitionThroughput RABINXERELNENELE, SR EREB KGR

N EHNELE,
#{y : StandardUnit, BytesSecond
DeliveryToS3.0bjectCount FERIEEERAT S3 FHEBHIXRE.

B it

CloudWatch ¥iB1& g4

Amazon/Firehose W& ZHBFE AT RS RIEIR. MREFE

BackupToS3.Success., DeliveryToS3.Success, DeliveryToSplunk.Success, DeliveryToAma
% DeliveryToRedshift.Success WFIE/NME TR , XHAFTRREEHIEE XK. Amazon Data
Firechose 2EAE IR , A HEICEAUIERIEERN BB EZD S3 FREMZ AT YRER I,

F
« %%t %l OpenSearch k%
« 3X14%) OpenSearch T R 25

« f&£# %] Amazon Redshift

CloudWatch #iE& s Hr 246
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FRARER

- {25 % Amazon S3
- {251 %] Snowflake
« &% Splunk

- BRI HTTP WA

1% % 2| OpenSearch IR

R
DeliveryToAmazonOp

enSearchService.Bytes

DeliveryToAmazonOp
enSearchService.Da
taFreshness

DeliveryToAmazonOp
enSearchService.Records

DeliveryToAmazonOp
enSearchService.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

iR
EREERNBEEBRAZES|Z S OpenSearch ervice H1F T 8,
By P

Amazon Data Firehose F & R 12X HIFR ( M A
Amazon Data Firehose Z|IE ) . FTEI L FIRAVICF
#E 32444 OpenSearch BREERI T

By ¥

EIEER BN A OpenSearch RS E 5|18 KB
B H

E I YmH R EIMIEFAE M.

EIEER B ERNERE Amazon S3 HF T, NHEN
EXHBEAZ®E , Amazon Data Firehose T4 X H 1t
F&¥Ro

B itk

Amazon Data Firehose F & R i RHHIR ( Mt A
Amazon Data Firehose EIT7E ) o ERAIAF U FRHIE
FKEMEEET S3 FHWFE., NABIMEXHBEAZRE |
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CloudWatch H&,

KIEZF CloudWatch Logs 4R IR A EQMMRIEMN TR, BXEZEEL |, iH5H Amazon
CloudWatch E4Y.
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FRARER

B R

LU 28 A Amazon Data Firehose B BVt I BIEEHERABIEENIIR. BMNEREELERT
1& & 5] B P B K EUAY & 2 3R 1ES

%

Amazon S3 ¥E& MEIR
Apache Iceberg REIEE R IR
Amazon Redshift $i#E{E Hia 1R
Snowflake BiE4% i 58 1%

Splunk B Mt ix
ElasticSearch g% Hi 5 1x
HTTPS s R BEZ IR
Amazon OpenSearch R EIE/EEHIR
Lambda & A $51R

Kinesis 8 f 1=

Kinesis i DirectPut 8%

Amazon Glue B4R

DataFormatConversion i B {&i%

Amazon S3 B iE& MR IR

Amazon Data Firehose AISU LA T 5T S S3 XM IRAIXE A CloudWatch
HIRAE BIRHENEER
S3.KMS.No “RAERMEH Amazon KMS 4. MRREANRIRIAABTRN
tFoundExc Amazon KMS Z4AFEFMN A E , FREXEK Amazon KMS ZHK K-
eption =R MEE,
S3.KMS.Re "The KMS request per second limit was exceeded while attempting to
questLimi encrypt S3 objects, Increase the request per second limit."
tExceeded

BXEZER , B3 (Amazon Key Management Service FF X A fi 38

ma) hHIRE.
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FRARER

IR

S3.AccessDenied

S3.Accoun
tProblem

S3.Al1Acc
essDisabled

S3.InvalidPayer

S3.NotSignedUp

S3.NoSuchBucket

S3.Method
NotAllowed

InternalError

S3.KMS.Ke
yDisabled

S3.KMS.In
validStat
eException

KMS.Inval
idStateEx
ception

HIRHENER

"Access was denied., Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role, and the access
policy allows access to the S3 bucket."

“S8HY Amazon IKFFERE , SBURIETEKIIEK. Contact Amazon
Support.”

"Access to the account provided has been disabled, iEBK& S Amazon
upport, ”

"Access to the account provided has been disabled, iEEBx% S Amazon
upport, ”

"The account is not signed up for Amazon S3. Sign the account up or
use a different account."

"The specified bucket does not exist, Create the bucket or use a
different bucket that does exist."

"The specified method is not allowed against this resource. Modify the
bucket’s policy to allow the correct Amazon S3 operation permissions."

"An internal error occurred while attempting to deliver data. HFEXR
1 ; MRBRMAFE , WFEREFLH L Amazon FREFR, "

"The provided KMS key is disabled. Enable the key or use a different
key."

"The provided KMS key is in an invalid state. Please use a different key.'

"The provided KMS key is in an invalid state. Please use a different key.'
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IR

KMS.Disab
ledException

S3.SlowDown

S3.Subscr
iptionRequired

S3.InvalidToken

S3.KMS.Ke
yNotConfigured

S3.KMS.As
ymmetricC
MKNotSupported

S3.I1llega
lLocation
Constrain
tException

S3.Invali
dPrefixCo
nfigurati
onException

DataForma
tConversi
on.Malfor
medData

HIRHENER

"The provided KMS key is disabled. Please fix the key or use a different

key."
"The rate of put request to the specified bucket was too high. Increase
Firehose stream buffer size or reduce put requests from other applicati

ons.

"Access was denied when calling S3. Ensure that the IAM role and the
KMS Key (if provided) passed in has Amazon S3 subscription."

"The provided token is malformed or otherwise invalid. Please check the
credentials provided."

"KMS key not configured. Bt B & #Y KMSMaster KeyID , =& 2 A &K
S3 IFEmM M, "

“Amazon S3 XXX ##E R CMKs, You cannot use an asymmetric
CMK to encrypt your data in Amazon S3. B3REl CMK KR HE | EFEH
KMS DescribeKey ##4E, ”

"Firehose currently uses s3 global endpoint for data delivery to the
configured s3 bucket. The region of the configured s3 bucket doesn't
support s3 global endpoint. Please create a Firehose stream in the same
region as the s3 bucket or use s3 bucket in the region that supports
global endpoint."

"The custom s3 prefix used for the timestamp evaluation is invalid. Check
your s3 prefix contains valid expressions for the current date and time of
the year."

"lllegal character found between tokens."
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Apache Iceberg R E& M E iR
B 3x Apache Iceberg REIEEHE IR , BSFNEIEEZ R E Apache kLR,

Amazon Redshift i3 1% i 55 iR

Amazon Data Firehose AILURF LA T 51 5% Redshift XM 4R &% 2| HE, CloudWatch

HIRMCED HERHEHENMEER
Redshift. "The table to which to load data was not found, Ensure that the
TableNotFound specified table exists."
The destination table in Amazon Redshift to which data should be copied
from S3 was not found. Note that Amazon Data Firehose does not create
the Amazon Redshift table if it does not exist.
Redshift. "The COPY command contains a syntax error. Retry the command."
SyntaxError
Redshift. "The provided user name and password failed authentication, Provide a
Authentic valid user name and password."
ationFailed
Redshift. "Access was denied., Ensure that the trust policy for the provided IAM
AccessDenied role allows Amazon Data Firehose to assume the role."
Redshift. "The COPY command was unable to access the S3 bucket, Ensure
S3BucketA that the access policy for the provided IAM role allows access to the S3
ccessDenied bucket."
Redshift. "Loading data into the table failed. Check STL_LOAD_ERRORS system
DataloadFailed table for details."
Redshift. "A column in the COPY command does not exist in the table. Specify a
ColumnNotFound valid column name."
Redshift. "The database specified in the Amazon Redshift destination configuration
DatabaseN or JDBC URL was not found. Specify a valid database name."

otFound
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FRARER

IR

Redshift.
Incorrect
CopyOptions

Redshift.
MissingColumn

Redshift.
Connectio
nFailed

Redshift.

ColumnMismatch

Redshift.
Incorrect
OrMissing
Region

Redshift.
Incorrect
JsonPathsFile

Redshift.
MissingS3File

HIRHENER

"Conflicting or redundant COPY options were provided, Some options
are not compatible in certain combinations., Check the COPY command
reference for more info."

BEXEZER , 153 (Amazon Redshift iEEF XA REE) T
Amazon Redshift COPY #5$,

"There is a column defined in the table schema as NOT NULL without
a DEFAULT value and not included in the column listo Exclude this
column, ensure that the loaded data always provides a value for this
column, or add a default value to the Amazon Redshift schema for this
table."

"The connection to the specified Amazon Redshift cluster failed. Ensure
that security settings allow Amazon Data Firehose connections, that
the cluster or database specified in the Amazon Redshift destination
configuration or JODBC URL is correct, and that the cluster is available."

"The number of jsonpaths in the COPY command and the number of
columns in the destination table should match., Retry the command."

"Amazon Redshift attempted to use the wrong region endpoint for
accessing the S3 bucket. Either specify a correct region value in the
COPY command options or ensure that the S3 bucket is in the same
region as the Amazon Redshift database."

"The provided jsonpaths file is not in a supported JSON format, Retry
the command."

"One or more S3 files required by Amazon Redshift have been removed
from the S3 bucket. Check the S3 bucket policies to remove any
automatic deletion of S3 files."

HiELmER

273


https://docs.amazonaws.cn/redshift/latest/dg/r_COPY.html

Amazon Data Firehose FEANGIER

HIRICES BiREEMER

Redshift. "The user does not have permissions to load data into the table, Check
Insuffici the Amazon Redshift user permissions for the INSERT privilege."
entPrivilege

Redshift. "The query cannot be executed because the system is in resize
ReadOnlyC mode., Try the query again later."

luster

Redshift. "Data could not be loaded because the disk is full, Increase the capacity
DiskFull of the Amazon Redshift cluster or delete unused data to free disk space."
InternalError "An internal error occurred while attempting to deliver data. HFEiXR

1 ; MRBRDAFE , WSFEBRELL Amazon FRER,

Redshift. "The COPY command contains unsupported options."

ArgumentN

otSupported

Redshift. "Access denied. Copy from S3 to Redshift is failing because analyze
AnalyzeTa table can only be done by table or database owner."

bleAccess

Denied

Redshift. “ 2% Amazon Redshift B #rElE P IEENZE I, DataTableName
SchemaNotFound Specify a valid schema name."

Redshift. "There is a column specified more than once in the column list. Ensure
ColumnSpe that duplicate columns are removed."

cifiedMor

eThanOnce

Redshift. "There is a non-null column without DEFAULT that is not included in the
ColumnNot column list. Ensure that such columns are included in the column list."
Nullwitho

utDefault
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FRARY

=[]

IR

Redshift.
Incorrect

BucketRegion

Redshift.
S3S1owDown

Redshift.
InvalidCo
pyOptionF
orJson

Redshift.
InvalidCo
pyOptionl]

SONPathFormat

Redshift.
InvalidCo
pyOptionR
BACAc1Not
Allowed

Redshift.
DiskSpace

QuotaExceeded

Redshift.
Connectio
nsLimitEx
ceeded

Redshift.
Ss1NotSup
ported

HIREENER
"Redshift attempted to use a bucket in a different region from the cluster.
Please specify a bucket within the same region as the cluster."

"High request rate to S3. Reduce the rate to avoid getting throttled."

"Please use either auto or a valid S3 path for json copyOption."

‘BRI, HIEIR JSONPath X3, Array index is out of range
\". iF4 [EiX 4 JSONPath &Kik, ”

"COPY failed with error \"Cannot use RBAC acl framework while
permission propagation is not enabled.\"

"Transaction aborted due to disk space quota exceed. Free up disk
space or request increased quota for the schema(s)."

"Connection limit exceeded for user."

"The connection to the specified Amazon Redshift cluster failed because
the server does not support SSL. Please check your cluster settings."
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FRARER

IR

Redshift.
HoseNotFound

Redshift.
Delimiter

Redshift.
QueryCancelled

Redshift.
Compressi
onMismatch

Redshift.
Encryptio
nCredentials

Redshift.
InvalidCo
pyOptions

Redshift.
InvalidMe
ssageFormat

Redshift.
Transacti
onIdLimit
Reached

Redshift.
Destinati
onRemoved

Redshift.
OutOfMemory

HIRHENER

"The hose has been deleted. Please check the status of your hose."

"The copyOptions delimiter in the copyCommand is invalid. Ensure that it
is a single character."

"The user has canceled the COPY operation."

"Hose is configured with UNCOMPRESSED, but copyOption includes a
compression format."

"The ENCRYPTED option requires credentials in the format: 'aws_iam_
role=...;master_symmetric_key=..."' or 'aws_access_key_id=...;aws_
secret_access_key=...[;token=...];master_symmetric_key=..."

"Invalid COPY configuration options."

"Copy command contains an invalid character.”

"Transaction ID limit reached.'

"Please verify that the redshift destination exists and is configured
correctly in the Firehose configuration."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."
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IR

Redshift.
CannotFor
kProcess

Redshift.
SslFailure

Redshift.Resize

Redshift.
ImproperQ
ualifiedName

Redshift.
Invalidls
onPathFormat

Redshift.
TooManyCo
nnections
Exception

Redshift.
PSQLException

Redshift.
Duplicate
SecondsSp
ecification

Redshift.
RelationC
ouldNotBe
Opened

HIREENER

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The SSL connection closed during the handshake."

"The Redshift cluster is resizing. Firehose will not be able to deliver data

while the cluster is resizing."

"The qualified name is improper (too many dotted names)."

“ JSONPath X T,

"Too many connections to Redshift."

“M Redshift #FIESPSQIRFE, ”

"Duplicate seconds specification in date/time format."

"Encountered Redshift error, relation could not be opened. Check
Redshift logs for the specified DB."
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IR

Redshift.
TooManyClients

HIRHENER

"Encountered too many clients exception from Redshift. Revisit max
connections to the database if there are multiple producers writing to it
simultaneously.’

Snowflake FIE/E fifE iR

Firehose A[LURF LA T & Snowflake # XM IR X BB &, CloudWatch

HIRHG

Snowflake
.InvalidUrl

Snowflake
.InvalidUser

Snowflake
.InvalidRole

Snowflake
.InvalidTable

Snowflake
.InvalidSchema

Snowflake
.InvalidD
atabase

Snowflake
.InvalidP
rivateKey
OrPassphrase

HIRHEBENER

"Firehose is unable to connect to Snowflake. Please make sure that
Account url is specified correctly in Snowflake destination configuration."

"Firehose is unable to connect to Snowflake. Please make sure that User
is specified correctly in Snowflake destination configuration.”

"The specified snowflake role does not exist or is not authorized. Please
make sure that the role is granted to the user specified"
"The supplied table does not exist or is not authorized"

"The supplied schema does not exist or is not authorized"

"The supplied database does not exist or is not authorized"

"The specified private key or passphrase is not valid. Note that the
private key provided should be a valid PEM RSA private key"
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HIRE BiREEMER
Snowflake "The insert request is rejected due to missing columns in input payload.
.MissingC Make sure that values are specified for all non-nullable columns"
olumns
Snowflake "The insert request is rejected due to extra columns. Columns not
.ExtraColumns present in table shouldn't be specified"
Snowflake "Delivery failed due to invalid input format. Make sure that the input
.InvalidInput payload provided is in the JSON format acceptable"
Snowflake "Delivery failed due to incorrect data type in the input payload. Make sure
.Incorrec that the JSON values specified in input payload adhere to the datatype
tValue declared in Snowflake table definition"

Splunk ¥iE/% Mt ix

Amazon Data Firehose AJLUR LT 5 Splunk #x<M4EIR ZIZFIHE, CloudWatch

HIRICES BiREEMER

Splunk.Pr “Un R Amazon Data Firehose fl HEC T RS2 BIERE ( ELB HE
oxyWithou fib ) , MIABEARESESBEREF HEC, " ACKs

tStickySe

ssions

Splunk.Di "The HEC token is disabled, Enable the token to allow data delivery to
sabledToken Splunk."

Splunk.In "The HEC token is invalido Update Amazon Data Firehose with a valid
validToken HEC token."

Splunk.In "The data is not formatted correctly, To see how to properly format data
validData for Raw or Event HEC endpoints, see Splunk Event Data."

Format
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HIRE BREEMER

Splunk.In "The HEC token or input is configured with an invalid index, Check your
validIndex index configuration and try again."

Splunk.Se "Data delivery to Splunk failed due to a server error from the HEC node.
rverError Amazon Data Firehose will retry sending the data if the retry duration

in your Amazon Data Firehose is greater than 0. If all the retries fail,
Amazon Data Firehose backs up the data to Amazon S3."

Splunk.Di "Indexer acknowledgement is disabled for the HEC token, Enable
sabledAck indexer acknowledgement and try again., For more info, see Enable

indexer acknowledgement.”

Splunk.Ac "Did not receive an acknowledgement from HEC before the HEC

kTimeout acknowledgement timeout expired, Despite the acknowledgement
timeout, it's possible the data was indexed successfully in Splunk.
Amazon Data Firehose backs up in Amazon S3 data for which the
acknowledgement timeout expired."

Splunk.Ma "Failed to deliver data to Splunk or to receive acknowledgment, Check
xRetriesFailed your HEC health and try again."

Splunk.Co "The connection to Splunk timed out, This might be a transient error and
nnectionT the request will be retried. Amazon Data Firehose backs up the data to
imeout Amazon S3 if all retries fail."

Splunk.In "Could not connect to the HEC endpoint, Make sure that the HEC
validEndpoint endpoint URL is valid and reachable from Amazon Data Firehose."
Splunk.Co "Unable to send data to Splunk due to a connection failure, This might
nnectionClosed be a transient error, Increasing the retry duration in your Amazon Data

Firehose configuration might guard against such transient failures."

Splunk.SS "Could not connect to the HEC endpoint, EH 53X SR HAVIEHFIT
LUnverified EEO i%ﬁﬁ1%ij.—t;|’3*ui$ﬂ%ﬁ§&ﬂ'go

Splunk.SS "Could not connect to the HEC endpoint, ERFRIEBFMENEE R,
LHandshake
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IR

Splunk.UR
LNotFound

Splunk.Se
rverkError
.ContentT
oolLarge

Splunk.In
dexerBusy

Splunk.Co
nnectionR
ecycled

Splunk.Ac
knowledge

mentsDisabled

Splunk.In
validHecR
esponseCh
aracter

HIRHENER

"The requested URL was not found on the Splunk server. Please check
the Splunk cluster and make sure it is configured correctly."

"Data delivery to Splunk failed due to a server error with a statusCode:
413, message: the request your client sent was too large. See splunk
docs to configure max_content_length."

"Data delivery to Splunk failed due to a server error from the HEC node.
Make sure HEC endpoint or the Elastic Load Balancer is reachable and
is healthy."

"The connection from Firehose to Splunk has been recycled. Delivery will
be retried."

"Could not get acknowledgements on POST. Make sure that acknowled
gements are enabled on HEC endpoint."

"Invalid characters found in HEC response, make sure to check to the
service and HEC configuration."

ElasticSearch Z#E4/% 5 £5 1%

Amazon Data Firehose AIBEL LA T ElasticSearch 45ix &£ 1% % CloudWatch B &,

IR

ES.AccessDenied

ES.Resour
ceNotFound

HIRHENER

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted."

“}EEE B Amazon Elasticsearch HFEZE., ”
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FRARER

HTTPS in REBIE/L R iR

Amazon Data Firehose AILAfF A TS HTTP W RMEXHEIRAZIEE B &,

CloudWatch R ix te4s

R SLBERBEFEE , MERIAEIRAT : "An internal error occurred while attempting to deliver
data. MEEHRN ; WRERDAFE , WS FHKREL L Amazon FRER, ”

IR HIREENER

HttpEndpo The delivery timed out before a response was received and will be
int.Reque retried. If this error persists, contact the Amazon Firehose service team.
stTimeout

HttpEndpo "The response received from the endpoint is too large. Contact the owner
int.Respo of the endpoint to resolve this issue."

nseToolLarge

HttpEndpo "The response received from the specified endpoint is invalid. Contact
int.Inval the owner of the endpoint to resolve the issue."

idRespons

eFromDest

ination

HttpEndpo "The following response was received from the endpoint destination."
int.Desti

nationExc

eption

HttpEndpo "Unable to connect to the destination endpoint. Contact the owner of the
int.Conne endpoint to resolve this issue."

ctionFailed

HttpEndpo "Unable to maintain connection with the endpoint. Contact the owner of
int.Conne the endpoint to resolve this issue."

ctionReset

HttpEndpo "Trouble maintaining connection with the endpoint. Please reach out to
int.Conne the owner of the endpoint.”

ctionReset
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FRARER

IR

HttpEndpo
int.Respo
nseReason
PhraseExc

eededLimit

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Inval

idStatusCode

HttpEndpo
int.SSLHa

ndshakeFailure

HttpEndpo
int.SSLHa

ndshakeFailure

HttpEndpo

int.SSLFailure

HIRHENER

"The response reason phrase received from the endpoint exceed the
configured limit of 64 characters."

"The response received from the endpoint is invalid. See Troublesh
ooting HTTP Endpoints in the Firehose documentation for more informati
on. Reason: "

"Delivery to the endpoint was unsuccessful. See Troubleshooting HTTP
Endpoints in the Firehose documentation for more information. Response
received with status code "

"Received an invalid response status code."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete TLS handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."
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FRARER

IR

HttpEndpo
int.SSLHa
ndshakeCe
rtificate

PathFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathValid

ationFailure

HttpEndpo
int.MakeR
equestFai
lure.Ille
galUriExc
eption

HttpEndpo
int.MakeR
equestFai
lure.Ille
galCharac
terInHead
erValue

HttpEndpo
int.Illeg
alRespons
eFailure

HIRHENER

"Unable to complete an SSL Handshake with the endpoint due to invalid
certification path. Contact the owner of the endpoint to resolve this
issue."

"Unable to complete an SSL Handshake with the endpoint due to
certification path validation failure. Contact the owner of the endpoint to
resolve this issue."

“BTF URI B89 AT , HttpEndpoint iR %k, Please make sure all
the characters in the input URI are valid."

“BFIEEM B£8R , HitpEndpoint iR &M, lllegal character '\n' in
header value."

“BFIEEMBIEEiR , HitpEndpoint &R &M, HTTP message must not
contain more than one Content-Type header."
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%i%{‘%ﬁg %%i;&/ﬁzux*[]tﬂ BN

HttpEndpo “BFIEEMBIESIR |, HitpEndpoint 53R kM. lllegal HTTP message
int.Illeg start. See Troubleshooting HTTP Endpoints in the Firehose documenta
alMessageStart tion for more information."

Amazon OpenSearch RS BiEEX IR

3 F OpenSearch B B #5 , Amazon Data Firehose £ IR IR E 45 1% AF[E CloudWatch B &K%
%, OpenSearch

BR 7 ATBEM OpenSearch S£EIREIM4E IR , BIETTREIBRIA TR MNMEIR -

 Authentication/authorization error occurs during attempt to deliver data to destination OpenSearch
Service cluster. This can happen due to any permission issues and/or={R#J Amazon Data
Firehose B#r OpenSearch lRFHEEMH IS KT , RE B K 4, Please check the cluster policy
and role permissions.

« BT HER Amazon Data Firehose B #5 OpenSearch RS 1E 8L & At & H Flauthentication/
authorization failures. This can happen due to any permission issues and/or[BI &R BE , B TT3E
FF B #E4L X E B #% OpenSearch RS E B, Please check the cluster policy and role permissions.

R HIREENMER

0S.AccessDenied "Access was denied. HRFTIRMHEA IAM AN EEREE 1F Firehose
BEZAG , HEIHFE KA TR DE OpenSearch B AP,

0S.AccessDenied "Access was denied. HRFTIRHEA IAM AN EEREE 1F Firehose
BEZAE , FBEIFRIEXKEAFIHELS# OpenSearch fz% APl ”

0S.AccessDenied "Access was denied., Ensure that the provided IAM role associated with
firehose is not deleted."

0S.AccessDenied "Access was denied, Ensure that the provided IAM role associated with
firehose is not deleted."

0S.Resour “I5EM I 7 OpenSearch FRFEH R 1FIE,
ceNotFound
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FRARER

IR

0S.Resour
ceNotFound

0S.AccessDenied

0S.Reques
tTimeout

0S.ClusterError

0S.Reques
tTimeout

0S.Connec
tionFailed

0S.Connec
tionReset

0S.Connec
tionReset

0S.Connec
tionReset

0S.AccessDenied

0S.Valida
tionException

HIRHENER

“IEER I S# OpenSearch REBAETE,

"Access was denied. HRFTIRMEMN IAM £ BHEERIE LT Firehose
BHEZAE , HBEHRIEKEAFHFRILS# OpenSearch RS AP, ”

“¥t Amazon Serv OpenSearch ice 85, OpenSearch LIRS ERESH
ER#EAET, Ensure that the cluster or collection has sufficient capacity for
the current workload."

“Amazon S OpenSearch ervice £8IRE T — M RIEHMEIR,

“X¥ Amazon OpenSearch RS E&FHYEKBRT. Ensure that the cluster
has sufficient capacity for the current workload."

“¥3$#%%) Amazon OpenSearch fRS &85 OpenSearch TRF &S0
H I @&, Ensure that the cluster or collection is healthy and reachable."

“ToEEL 5i# OpenSearch fRS&EE S OpenSearch TRFB|/E SRR
%3, Contact the owner of the cluster or collection to resolve this issue.

“Foi£5 Amazon OpenSearch fRE &8 =X OpenSearch TIREFEB|/ES
& $Z, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

“Jo3£5 Amazon OpenSearch fRFZE# 5 OpenSearch TRFZFRES R
& $Z, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

"Access was denied, 1R Amazon S OpenSearch ervice £ L #Yi5(d]
REBEFNEEEN IAM &€ EINR,

“6€ OpenSearch #iREl T —1 ESService®F., FRZ——EHEHRE
BERZR 2x FESRAE , EREMNEE T TypeName 8. B FRE
NEZHE TypeName REFHRELE , XETFHK[RERXAZE Type &
BES,
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BRI BREEMER

0S.Valida "Member must satisfy regular expression pattern: [a-z][a-z0-9\\-]+
tionException

0S.JsonPa “Y &% OpenSearch AR5 EEFIRE T JsonParseException. Ensure that
rseException the data being put is valid."

0S.Amazon “Y &% OpenSearch AR5 EEFIRE T AmazonOpenSearchServicePars
OpenSearc eException. Ensure that the data being put is valid."

hServiceP

arseException

0S.Explic “HaRI Db R SS SE B MY rest.action.multi.allow_explicit_index i% & 7y
itIndexIn true, ” OpenSearch

BulkNotAllowed

0S.ClusterError “Amazon Serv OpenSearch ice 585 OpenSearch TRFJ|/ESIRE T

—PNREHEIR. "
0S.Cluste “6EB¥IR[E T ClusterBlockException. It may be overloaded."
rBlockExc
eption
0S.InvalidARN “JRIAYITE 7 OpenSearch BR$S ARN £, BERERM DeliveryStream
BE, ~
0S.Malfor "One or more records are malformed. Please ensure that each record is
medData single valid JSON object and that it does not contain newlines."
0S.Intern "An internal error occurred when attempting to deliver data. FFEiX R Y ;
alError MRBIRPAEE , MSFTHREL L Amazon T RFR,
0S.Aliasw "Alias has more than one indices associated with it. Ensure that the alias
ithMultip has only one index associated with it."
leIndices
NotAllowed
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0S.Unsupp

ortedVersion

0S.ChazxCo
nversionE
xception

0S.Invali
dDomainNa
meLength

0S.VPCDom
ainNotSup
ported

0S.Connec
tionError

0S.LargeF
ieldData

0S.BadGateway

0S.Servic
eException

0S.Gatewa
yTimeout

0S.Malforx
medData

0S.Respon
seEntryCo
untMismatch

HIRHENER

“W % Data Firehose B 81 A~ & ¥ OpenSearch RS 6.0, MIEE
{5 , BBLR Amazon Support, ”

"One or more records contained an invalid character."

"The domain name length is not within valid OS limits."

“BEIF X VPCs EF I Zi# OpenSearch RS 1H, ~

“hitp IRZBF =SSR 7iE$E | HRIET D% OpenSearch IRE EF
OpenSearch ARG B/ESWE TR, ”

“Amazon S OpenSearch ervice £EB#HIE THER , EAECBENFEREE
RFAREE,

“Amazon Serv OpenSearch ice £ OpenSearch TTHRSGEIESFIET
BEXR , 8RR : 502 Bad Gateway, ”

“M Amazon OpenSearch fRE E &5 OpenSearch LIRS EE S W T4
%o If the cluster or collection is behind a VPC, ensure network configura
tion allows connectivity."

“Firehose #EE1Z 2|1 3% OpenSearch FR% &5 OpenSearch LTRSS
BRESMER THNEIR, "

‘W D3 HE Firehose %3 Firehose 12X HI I % OpenSearch fRE

#tE APl BT, "

"The response from the Bulk API contained more entries than the
number of records sent. Ensure that each record contains only one
JSON object and that there are no newlines."
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Lambda ifl F 5 %

Amazon Data Firehose AJ LAfF LA T Lambda AR KIXZEIHE. CloudWatch

IR HIREENER

Lambda.As "Access was denied, Ensure that the trust policy for the provided IAM
sumeRoleA role allows Amazon Data Firehose to assume the role."

ccessDenied

Lambda.In "Access was denied, Ensure that the access policy allows access to the
vokeAcces Lambda function."

sDenied

Lambda.Js "There was an error parsing returned records from the Lambda function.
onProcess Ensure that the returned records follow the status model required by
ingException Amazon Data Firehose."

BREZRER  BSR BERRAENS .

Lambda.In "The Lambda concurrent execution limit is exceeded. Increase the
vokeLimit concurrent execution limit."
Exceeded

BXEZEER , %55 (Amazon Lambda FF X AR IEFE)Y M Amazon
Lambda FE%'JO

Lambda.Du "Multiple records were returned with the same record ID, ¥&{® Lambda
plicatedR B IDs W EFIEFIREIH—IZR, "
ecordId

BXELZER , 520 HERRAENSH.
Lambda.Mi “—RHFFKIEE IDs ZEIRE, FR Lambda B¥UR EFTA W /Y18
ssingRecordId IDs. ”

BRESZRER  BSH BERRAENS .

Lambda.Re "The specified Lambda function does not exist. Use a different function
sourceNotFound that does exist."
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FRARER

IR

Lambda.In
validSubn
etIDException

Lambda.In
validSecu
rityGroup
IDException

Lambda.Su
bnetIPAdd
ressLimit
ReachedEx
ception

Lambda.EN
ILimitRea
chedException

Lambda.Fu
nctionTimedOut

Lambda.Fu
nctionError

HIRHEMER

"The specified subnet ID in the Lambda function VPC configuration is
invalid. Ensure that the subnet ID is valid."

"The specified security group ID in the Lambda function VPC configura
tion is invalid. Ensure that the security group ID is valid."

“FoiEAmazon Lambda 3 Lambda BEEIRE VPC iGRIARE , B —1 =
ZACHMENFMEERAMN IP #bit, Increase the IP address limit."

BXEZEER , 525 (Amazon VPC BAFERE) B/ Amazon VPC R
# : VPC FFM,

“Amazon Lambda H T EXR BN EEOMPRE , Fo7ETE Lambda BE%K
FERIEEMN VPC ol MEMLEDO (ENl). Increase the network
interface limit."

BXEZEER , 555 (Amazon VPC BAFIERE)Y B Amazon VPC R
& MKEO,

The Lambda function invocation timed out. Increase the Timeout setting
in the Lambda function. EXEZEE. , HZHALEBEEEN,

This can be due to any of the following errors:

* Invalid output structure. Check your function and make sure the
output is in the required format. Also, make sure the processed
records contain a valid result status of Dropped, Ok, or Processin
gFailed .

» The Lambda function was successfully invoked but it returned an error
result.

« Lambda TTEMRBERIMETE | BAX KMS B4 IG[E 24KIEL. Check
the function's KMS key settings as well as the key policy. B XEZE
B, BZREBHA T RBEIR.
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FRARER

IR

Lambda.Fu
nctionReq

uestTimedOut

Lambda.Ta
rgetServe
rFailedTo
Respond

Lambda.In
validZipF

ileException

Lambda.In
ternalSer
verError

Lambda.Se
rviceUnav
ailable

Lambda.In
validSecu
rityToken

HIRHENER

Amazon Data Firehose encountered Request did not complete before the
request timeout configuration error when invoking Lambda. Revisit the
Lambda code to check if the Lambda code is meant to run beyond the
configured timeout. If so, consider tuning Lambda configuration settings,
including memory, timeout. EXEZELE , BZHBELE Lambda EHUE
I,

Amazon Data Firehose encountered an error. B #riRS-881E 8 Amazon
Lambda BRE B R BEMA BRI 5B iR o

Amazon Data Firehose InvalidZipFileException #£i8H Lambda BZaT
JBF T A&, Check your Lambda function configuration settings and the
Lambda code zip file.

“Firehose £ Lambda Bg%5 InternalServerErrorft i@ 2| 7 I &k D
Amazon ata Firehose, Amazon Data Firehose will retry sending data a
fixed number of times. A AEAHIEERBEEIHXET, CreateDel
iveryStream UpdateDestination APIsHIR4IRMAEE |, BE
% Amazon Lambda X #HBA.

Amazon Data Firehose ServiceUnavailableException £ Lambda
Amazon RS ETIEZI T B, Amazon Data Firehose will retry sending
data a fixed number of times. A LA EARIEERBEEFiXE

Il, CreateDeliveryStream UpdateDestination APIsilR%E
RBHAREE |, BBER Amazon Lambda XFA R,

Cannot invoke Lambda function due to invalid security token. Cross
partition Lambda invocation is not supported.
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Amazon Data Firehose FEANGIER

HIRE BIREEFER
Lambda.In This can be due to any of the following errors:
vocationF
ailure + Amazon Data Firehose £ Lambda Amazon &% T iR, Th
e operation will be retried; if the error persists, it will be reported to
Amazon for resolution."
+ Amazon Data Firehose %] 7 3k B KMSInvalid StateException
Lambda By, Lambda TTEZMRBHNETE , AAFTAN KMS ZH4TF
TR R ZIRZS . Check the lambda function's KMS key.
+ Amazon Data Firehose % 7 3k B Amazon LambdaException
Lambda #Y, Lambda was unable to initialize the provided container
image. Verify the image.
« Amazon Data Firehose £/ Lambda Amazon BYi&Z] 7 BE iR
XEFENRAHBENN 5 28, BXEZSER , BSHABIERRIITH
i,
Lambda.Js There was an error parsing returned records from the Lambda function.
onMapping Ensure that data field is base-64 encoded.
Exception

Kinesis 18 f 51%

Amazon Data Firehose A LUSFLAT Kinesis AR &% 2| B&. CloudWatch

HIRAE HIRHEMEER

Kinesis.A "Access was denied when calling Kinesis. B{RFT R IAM A& 5R

ccessDenied KB ALV R AHRIRY Kinesis APls, ”

Kinesis.R "Firehose failed to read from the stream. If the Firehose is attached with

esourceNo Kinesis Stream, the stream may not exist, or the shard may have been

tFound merged or split. ZZEI% Firehose 5& DirectPut Xf3 & | B8A Firehose A
EE%:TT?E T [
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Amazon Data Firehose FEANGIER

HIRE BiREEMER

Kinesis.S "Access was denied when calling Kinesis. R 115 18] Kinesis E &M1&

ubscripti %[ 1AM A& 21T Kinesis Amazon .

onRequired

Kinesis.T "Throttling error encountered when calling Kinesis. iX A] 8¢ 2 1 T H ftb 51

hrottling FfFiEM T 5 Firehose B APIs HREINAE , REZERARAIRT K
% Firehose B SRHEEH Kinesis fito ”

Kinesis.T "Throttling error encountered when calling Kinesis. iX A 8£.2 1 T H ftb 51

hrottling AR FEA T 5 Firehose [E3#& APIs HREINANE , RE=RENREIRT K
% Firehose EESRHMEREMN Kinesis fio "

Kinesis.A "Access was denied when calling Kinesis. B{RFF £ B IAM & 2817 R

ccessDenied REE ST R AERIRY Kinesis APls, ”

Kinesis.A "Access was denied while trying to call API operations on the underlying

ccessDenied Kinesis Stream. Ensure that the IAM role is propagated and valid."

Kinesis.K "Firehose does not have access to the KMS Key used to encrypt/decrypt

MS.Access the Kinesis Stream. Please grant the Firehose delivery role access to the

DeniedExc key."

eption

Kinesis.K "Firehose is unable to read from the source Kinesis Stream because the

MS.KeyDisabled KMS key used to encrypt/decrypt it is disabled. Enable the key so that
reads can proceed."

Kinesis.K "Firehose is unable to read from the source Kinesis Stream because the

MS.Invali KMS key used to encrypt it is in an invalid state."

dStateExc

eption

Kinesis.K "Firehose is unable to read from the source Kinesis Stream because the

MS.NotFou KMS key used to encrypt it was not found."

ndException
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FRARER

Kinesis 8 DirectPut FEi=

Amazon Data Firehose A LUF LA T Kinesis DirectPut A IR XIEEIHE, CloudWatch

IR

Firehose.
KMS.Acces
sDeniedEx
ception

Firehose.
KMS.Inval
idStateEx
ception

Firehose.
KMS.NotFo

undException

Firehose.
KMS . KeyDi
sabled

HIRHEMNER

"Firehose does not have access to the KMS Key. Please check the key
policy."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it is in an invalid state."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it was not found."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt the data is disabled. Enable the key so that data delivery can
proceed."

Amazon Glue A B ix

Amazon Data Firehose A] LAfF LA Amazon Glue iR &X%E|HE, CloudWatch

iR

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi

HIRHENER

"The schema is invalid."

“}5 E WY {Etable/database could not be found. Please ensure that the
table/databasefFE , HEEMWEEFRENERERBN , LHEEEXRND
EXH, ”
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FRARER

BixKB
on.Entity
NotFound

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali

dVersionId

DataForma
tConversi
on.NonExi

stentColumns

DataForma
tConversi
on.Access
Denied

HIRHENER

"Could not find a matching schema from glue. Please make sure the
specified database with the supplied catalog ID exists."

"Could not find a matching schema from glue. Please make sure the
passed ARN is in the correct format."

"Could not find a matching schema from glue. Please make sure the
catalogld provided is valid."

"Could not find a matching schema from glue. Please make sure the
specified version of the table exists."

"Could not find a matching schema from glue. Please make sure the
table is configured with a non-null storage descriptor containing the target
columns."

"Access was denied when assuming role. Please ensure that the role
specified in the data format conversion configuration has granted the
Firehose service permission to assume it."
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FRARER

IR

DataForma
tConversi
on.Thrott
ledByGlue

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

HIRHENER

"Throttling error encountered when calling Glue. Either increase the
request rate limit or reduce the current rate of calling glue through other
applications."

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

"The security token included in the request is invalid. Ensure that the
provided IAM role associated with firehose is not deleted."

“Amazon Glue EEREENXFEEAATA ; FEEHEMXE, ~

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."
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DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.GlueEn
cryptionE
xception

I'EE- .i;'_: /ﬁ CN *u 1|:| BN

"Timed out while retrieving table from Glue. Z1R&H K& Glue R |
BN “glue:GetTableVersion” IX PR ( #7%E ) Sl BR & 65 89 RAE MR A,
MRIEIE Glue FIFERERKE , iR Su Amazon pport, ”

"Timed out while retrieving table from Glue. MR &H K& Glue RMA |
BRI “glue:GetTableVersion” X BR ( #E%E ) S BR R 5 F B9 RAG AR A,
MRIETE Glue FIXBRERHME , EBLR Su Amazon pport, ”

"There was an error retrieving the master key. Ensure that the key exists
and state is correct."

DataFormatConversion i f 1%

Amazon Data Firehose A LAfF LA T DataFormatConversion B4R &XXE R BE, CloudWatch

iR

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Valida
tionException

DataForma
tConversi
on.ParseError

BIREERNER

"The schema is invalid."

"Column names and types must be non-empty strings."

"Encountered malformed JSON."
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IR HIRHENER

DataForma "Data does not match the schema."
tConversi

on.Malfor

medData

DataForma "Length of json key must not be greater than 262144"
tConversi

on.Malfor

medData

DataForma "The data cannot be decoded as UTF-8."
tConversi

on.Malfor

medData

DataForma "lllegal character found between tokens."
tConversi

on.Malfor

medData

DataForma "The type format is invalid. Check the type syntax."
tConversi

on.Invali

dTypeFormat

DataForma "Invalid Schema. Please ensure that there are no special characters or
tConversi white spaces in column names."

on.Invali

dSchema

DataForma "Record is not as per schema. One or more map keys were invalid for
tConversi map<string,string>."

on.Invali

dRecord
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DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

HIRHENER

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The record was empty or contained only whitespace."

"Encountered invalid characters."

"Encountered invalid or unsupported timestamp format. Please see the
Firehose developer guide for supported timestamp formats."

"A scalar type was found in the data but a complex type was specified on
the schema."

"Data does not match the schema."
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FRARER

IR

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Conver
sionFailu

reException

DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.Malfor
medData

HIRHENER

"A scalar type was found in the data but a complex type was specified on

the schema."

"ConversionFailureException”

"DataFormatConversionCustomerErrorException”

"DataFormatConversionCustomerErrorException”

"Data does not match the schema."
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HIRE BiREEMER

DataForma "The schema is invalid."

tConversi

on.Invali

dSchema

DataForma "Data does not match the schema. Invalid format for one or more dates."
tConversi

on.Malfor

medData

DataForma "Data contains a highly nested JSON structure that is not supported.”
tConversi

on.Malfor

medData

DataForma “}& £ Y {Etable/database could not be found. Please ensure that the
tConversi table/databasefF1E , ¥ ERMEEFRREVERERN , AHREKXD
on.Entity EXNH, ”

NotFound

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified database with the supplied catalog ID exists."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi passed ARN is in the correct format."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi catalogld provided is valid."

on.Invali

dInput
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DataForma
tConversi
on.Invali
dVersionld

DataForma
tConversi
on.NonExi

stentColumns

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Thrott
ledByGlue

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

HIRHENER

"Could not find a matching schema from glue. Please make sure the
specified version of the table exists."

"Could not find a matching schema from glue. Please make sure the

table is configured with a non-null storage descriptor containing the target

columns."

"Access was denied when assuming role. Please ensure that the role
specified in the data format conversion configuration has granted the
Firehose service permission to assume it."

"Throttling error encountered when calling Glue. Either increase the
request rate limit or reduce the current rate of calling glue through other
applications."

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

“Amazon Glue EREENXFEEAATA ; FEEHEMXE, ~
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FRARER
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DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.Malfor
medData

HIRHENER

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

"Timed out while retrieving table from Glue. MR &H K& Glue RMA |
BRI “glue:GetTableVersion” X BR ( #E%E ) S BR R 5 F B9 RAG AR A,
MRIETE Glue FIXBRERHME , EBLR Su Amazon pport, ”

"Timed out while retrieving table from Glue. MR &H K& Glue RMA |
BRI “glue:GetTableVersion” IR ( ##% ) S BR AR 2 A Y RAG AR,
MR EBE Glue FIRBERERIE , BEHR Su Amazon pport,

"One or more fields have incorrect format."

Amazon Data Firehose BY1f7 18] CloudWatch B &

R

Il_'\

A LAE AL B i Bh 38 Firehose 12 #| A2 H A BB 5T S Data Firehose FHEL a5 MU < 19 &5

®HB&E, CloudWatch THHN RN BUAERXHRNAEHREREE,

ZE#H Amazon Data Firehose 4| & AR SR B &

1.

&3 Amazon Web Services Management Console }# 7 /firehose _L3TF Firehose %1 & https:/

console.aws.amazon.com

EShEL | EF— Amazon X,
1£$# Firehose B ML E| Firehose RIFMEE R Ho
1%£$F Error Log EE SHEARBEEXNEIRH

BB

Amazon Data Firehose #9178 CloudWatch B#& 303
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£/ CloudWatch #2515 R 45 B &

1. 3TF CloudWatch #2#|& , Rt A https://console.aws.amazon.com/cloudwatch/,
ESmER |, EE -,

ESmERSD , EEBE,

ERBTFHEHMBER , EESRFEERUEFENERBENIIX,

WD

1512 Kinesis fXEE1TIRR

Kinesis {YIB & & ZE B A B B E X CloudWatch $§#8. Amazon KinesisAgentiZ X I 1] #5 B #& 1E0
REZTRBLEE. REREEANFHIERRE Amazon Data Firehose , AR EHFELRFZLRER
FREYHEN CPU MINEFERR,

ERBARENZTRERRN T THAERBIERRXE Firehose RHNERIFEFMA, HXLEEHRE

THHRE-ENEDERERBENER , TRRAFEEERE, MEFRIRBETRREZ, B
WEHN LW CPU MR ERAURABHRITBHFSFERTATERRECRS[RRERABER , FARM
NEBRENBEERLENHRRATN. &5 , REELXREFRBSRE , UEBFERERE,

REBEREREERERE cloudwatch.endpoint EENXBHHE, BXESFEE , BZH &
REEERIE.

i}

MZ Kinesis X X B Cloudwatch IBFRE2REHE HM,

S FEINS AW Kinesis REBE X HHIENR , 2EN—ENERA, BXEZEER , 1555 Amazon
CloudWatch Eft»

FERLEMES CloudWatch

Kinesis Agent A F#g#r &35 %], CloudWatch

EiR EPU
BytesSent EEENBAKZEE Firehose FRHYF T8,
By . FH
RecordSen IS ER R EBEE MY PutRecordBatch M — XA ZIRMICFEE
dAttempts (E—R, REBEERER )
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EAR EEpUN
LR
RecordSen B ERESEE AR PutRecordBatch B — XA FIREHERASH
dErrors B, 8FEER.
B it
ServiceErrors EEENEEEASERSHEIR (REMFIRZANEMBER ) B

PutRecordBatch X,

BT it

£ Amazon CloudTrail H & 123 Amazon Data Firehose API &

Amazon Data Firehose 5—IRF &R , AIiExAF Amazon CloudTrail, &5 Amazon fRF1E
Amazon Data Firehose F#1THI#4E, CloudTrail & Amazon Data Firehose BYFTE API i B3R
NEH, HIRNAABEXRE Amazon Data Firehose H|I &8 AR , LAKX Amazon Data Firehose
APl IBEMRIBIAR, WREQNETRE , WAL RN CloudTrail EHHFE & HE| Amazon S3 7
figid , DIEEX Amazon Data Firehose B4, MREKREERER , LA LAE CloudTrail #l
B ‘BHAFER PEERHNES. BIWENER CloudTrail , A LA E [ Amazon Data
Firehose K HIVER., AHERM IP bk, #IRE TIER, AREHBERAREMIFAEE,

BT EZEELR CloudTrail , SIEWMAEEMBAE , 55 (Amazon CloudTrail AFER) .

Firehose {1 B 7 CloudTrail

CloudTrail TE& €12 Amazon Ik P it EE B S LB . 2 Amazon Data Firehose A HH I X & #Y
EHFEDR | ZEHESS5EM Amazon BRS CloudTrailE#—RiERESHAFIEEFP, BAUE
Amazon lkFHEE, BRI TEEHEH. EXEZEEL , BZHEA CloudTrail EH AL ILFEE
BEH,

EREICRKEM Amazon IKF R EH |, B Amazon Data Firehose FIE# | B RIRIRER, REARY
CloudTrail ¥ BEX #H2 % El Amazon S3 7M. BRINBRT , SEBEES &P LIZERERE |, ZBEER
R AT ATE Amazon XiF, BRERIEFE Amazon 2 KHFEXENEY , B EEXHEEREEE
#9 Amazon S3 R, LEA |, BRI LAEEE M Amazon BRS , LAt — L 2 M4 E CloudTrail HE
PIRENSEHEIE. BXESERE , BZHATINES .

H &18 3% Firehose API B 305


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Data Firehose & ARG
- BIEREER

« CloudTrail X ¥ RS &AL

 BlE Amazon SNS B4 CloudTrail

- BUCRAZAMXEH CloudTrail BAX 4 MEERR B Z MK 89 CloudTrail B3

Amazon Data Firehose X5 A N REEN EHIERTE CloudTrail B EIHFH -

* CreateDeliveryStream

* DeleteDeliveryStream

» DescribeDeliveryStream

+ ListDeliveryStreams

» ListTagsForDeliveryStream

» TagDeliveryStream

» StartDeliveryStreamEncryption

» StopDeliveryStreamEncryption

» UntagDeliveryStream

» UpdateDestination
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"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:22Z2",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{
"s3Configuration":{

"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" : "arn:aws:kms:us-east-1:key"

}I

"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",

"copyCommand": {
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"copyOptions":"copyOptions",
"dataTableName":"dataTable"

iy
"password":"",
"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

I
"responseElements": {
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

I

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:547",

"eventSource":"firehose.amazonaws.com",

"eventName":"DescribeDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"

I

"responseElements":null,

"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",

"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",
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"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"
I
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
},
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:10:092",

"eventSource":"firehose.amazonaws.com",

"eventName":"UpdateDestination",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate": {

¥l : Firehose &% E

309



Amazon Data Firehose FEANGIER

"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"password":"",
"username":"",
"copyCommand": {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

},

"s3Update": {
"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",

"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"
}
I
"prefix":"arn:aws:s3:::amzn-s3-demo-bucket"
}

I

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1cbhb21le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:10:127",

"eventSource":"firehose.amazonaws.com",
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"eventName":"DeleteDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
},
"responseElements":null,
"requestID":"d85968c1-db21-11e5-bb88-91ae9617edf5",
"eventID":"dd46bb98-b4e9-42ff-a6af-32d57e636adl",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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£ Firehose BV ~| Amazon SDKs

LUTREROIBRT WA Firehose 5 Amazon BT X EH (SDK) BB& M.

RERAEEFNRBES  XTELTXHIET. EULESRET BN RARAENMRSEE , &7
LB HBEXZ RN ETXERRE,

7= RO EERIMAESE — MRS F AR Z NEESH S E L Amazon Web Services RS 45 S KT
ﬁm&%%ﬁﬂmﬁo

EX S Amazon DK FF Xk &EIEEMRB REINTEIIEXR , 5SS Firehose 5 SDK Bi&#EH
Amazon., AEBREFEXAITNEEUREX LN SDK IRAENiFMEE.,

SRR
 f£/ Firehose HEZ R4 Amazon SDKs
« £/ Firehose H#1E Amazon SDKs
+ PutRecord5 Amazon SDK = CLI Bt &£/
+ PutRecordBatch5 Amazon SDK = CLI B2 & &£
+ £/ Firehose M7 3 Amazon SDKs
« ffF Amazon Data Firehose 4B 8 MEF AL B F

£ Firehose FIE AR Amazon SDKs

LUTREREERT W{EHA Amazon Data Firehose FEM AR, Amazon SDKs

Rl
« fH Firehose H1&4F Amazon SDKs
+ PutRecord5 Amazon SDK = CLI &
- PutRecordBatch5 Amazon SDK =, CLI Bt & A

£ Firehose By 4E Amazon SDKs

LT REBREER T AERRITEN Firehose B4, Amazon SDKsBNRHEIESZE — N8 M AV 4E
¥ GitHub , B EEF KRB ERREMNETRBH A,
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XERBITEEA T Firehose APl , RUME L TN ETHARERFHRBTE, BANEFER
Firehose 89372 Amazon SDKs R4S F TXEEHERE.

LT RN BEZEANIRE. BX7TEY|XK , 55 Amazon Data Firehose API Reference,

5l
« PutRecord5 Amazon SDK = CLI Bt &M
« PutRecordBatch& Amazon SDK = CLI Ft& A

PutRecord5 Amazon SDK = CLI Bt & {E H
LT RBREERIN{AER PutRecord,

BERIRAEEFNREER , XA L TXHFIET. EUTRERFG | BUUEFLHRENLET
X

o JHE2FEIA Firehose

CLI

Amazon CLI
EFIEREBEAR

AN put-record RAIFHBEBEA RS, BIELL Base64 w3,

aws firehose put-record \
--delivery-stxeam-name my-stream \
--record '{"Data'":"SGVsbG8gd29ybGQR="}"

7l

{
"RecordId": "RjB5K/nnoGFHqwTsZ1Nd/
TTqvjE8V5dsyXZTQn2IXrdpMTOwssyEb6nfC8fwflwhhwnItt4mvrn+gsqeK5jB7QjulLg283+Ps4Sz/

j1Xujv31liDhnPdalLw4BOyMOAmv7PcCuB2079RuMONhoakbyUymlwY8yt20G8X2420wuljlFathciserAt7QhDEvpw

"Encrypted": false
}
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BEXEZEER |, B2 (Amazon Kinesis Data Firehose FF & A RIEFEE) R FHIELEE
Amazon Kinesis Data Firehose & i o
« X API NiFAE LR |, FZMAmazon CLI S SEPutRecord 1Y,

Java

ERAT Java B9 SDK 2.x

® Note
EBEZHXER GitHubo BEREERG , 3 WA Amazon H5 7~ 617 APt
TIREMETT.
/**

* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.
*
* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.
* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.
* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.
* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}
try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
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PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}

« Bx APl NiFHEER |, F3 ¥ Amazon SDK for Java 2.x APl £ PutRecord®#,

Python

& AT Python #9 SDK ( Boto3 )

® Note
EBEZHXER GitHubo BERZERG , F X MM Amazon H5 7 617 APt
TIREMETT.

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.
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Args:

config (object): Configuration object with delivery stream name and

region.
self.config = config
self.delivery_stream_name = config.delivery_stream_name
self.region = config.region
self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

- BXx APl BiFMER , S FEMAPutRecordF Python #9Amazon SDK (Boto3) APl &%,

BX S Amazon DK FF kR &5 MRB RHINTEIIXR |, 5SS Firehose 5 SDK Bi & H
Amazon., AEBEEFEXAITNEEUREXLHIN SDK RN iFMAEER,
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PutRecordBatch& Amazon SDK = CLI Bt &£ A

LT RIB REERIIER PutRecordBatch,

BERFIRAEEFNRBRER , XAELTXHZET, EUTREBREG | B UEFHRENLET
X

o FHEF A Firehose

CLI
Amazon CLI
HERIEZBEARTF
LR put-record-batch REIF=ZHRIEFRBEARF . HIELL Base64 K imE,

aws firehose put-record-batch \
--delivery-stream-name my-stream \
--recoxrds file://records.json

myfile.json AR :

[
{"Data": "Rmlyc3QgdGhpbmc="},
{"Data": "U2Vjb25kIHRoaW5n"},
{"Data": "VGhpcmQgdGhpbmc="}
]
i
{

"FailedPutCount": 0,

"Encrypted": false,

"RequestResponses": [
{

"RecordId": "9D20J6t2EqCTZTXwGzeSv/EVHXxRORCw89xd+03+sXg8DhY0aWKPSmzZy/
CG1RVEyslulxbekKh6VofEYKkoeiDrcjrxhQp9iF7sUW7pujiMEQ5Lz1rzCkGosxQn
+3boDNURDEaD42V7Giixp0OyLJkYZcaeli7Hz1CEoy9LJhMI8EjDSi40m/9Vc2uhwwuAtGE@XKpxJ2WD7ZRWtANY 1k

I
{
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"RecordId": "jFirejqxCL1K5xjH/UNmIMVcjktEN7617916X9PaZ
+PVa0SXDfULIWGOqEZhxq2js7xcZ552e0eDxsuTULMSqInZTbVfb6cQTIXnm/
GsuF37Uhg67GKmR5z9016XKJ+/
+pDloFv7Hh9a30US6wYm3DcNRLTHHAimANp1PhkQvWpvLRfzbuCUkBphR2QVzhP90iHLbzGwy8/
DfH8sqWEUYASNIKS8GXP5s"
},
{
"RecordId":
"oy@amQ4005Y2YV4vxzufdcMOOW6N3EPr3tpPJGOoYVNKHAAPPVgNcbUgefolstEFRg4hTLrf2k6eliHu/9+YJ5R?
DTBt3qB1lmTj7Xq8SKVb01S7YvMTpWkMKA86F8]fmT8BMKoMb4XZS/s0kQLe+gh@sYKXW1"

}

BXEZEER |, H25 (Amazon Kinesis Data Firehose FF & A RIEFEE) I EFHIELAEE
Amazon Kinesis Data Firehose & i3

« Bx API NFHELR |, F3HAmazon CLI 855 ZPutRecordBatch® /Y,

Java

ERAT Java B9 SDK 2.x

(@ Note

BEEZHEXEE GitHub, EHRTE R , Z 3 WMMAI1E Amazon X3 =6 17 = 3t
TIREMNETT,

/**

* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.

*

* @param records a list of maps representing the records to be
sent

* @param batchSize the maximum number of records to include in each
batch

* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream

* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
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* @throws RuntimeException if there is an error putting the record
batch

*/

public static void putRecordBatch(List<Map<String, Object>> records, int
batchSize, String deliveryStreamName) {
if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: records or

delivery stream name cannot be null/empty");

}
ObjectMapper objectMapper = new ObjectMapper();

try {
for (int i = @; i < records.size(); i += batchSize) {
List<Map<String, Object>> batch = records.sublList(i, Math.min(i +
batchSize, records.size()));

List<Record> batchRecords

try {
String jsonRecord
objectMapper.writeValueAsString(record);
return Record.builder()

batch.stream().map(record -> {

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.tolList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()
.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
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}
System.out.println("Batch sent with size: " +
batchRecords.size());
}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);

}

« Bx API WiF4ELR |, 53 Amazon SDK for Java 2.x APl £#PutRecordBatch® .,

Python

iEA T Python #9 SDK ( Boto3 )

(@ Note

EREZHKEE GitHub, ERZERAE| , F ) WAE Amazon K8 =PI 17 # & it
TIREMIZIT.

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init__ (self, config):

Initialize the FirehoseClient.

Args:
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config (object): Configuration object with delivery stream name and
region.
self.config = config
self.delivery_stream_name = config.delivery_stream_name
self.region = config.region
self.firehose = boto3.client("firehose", region_name=self.region)
self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):

Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.
It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts
)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.
Error: {el}")

- BX API iF4EE , 5 i&EAPutRecordBatchF Python #JAmazon SDK (Boto3) APl &
£,

BReE
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Rust

FEAT Rust B SDK

® Note
RBEEZHXEE GitHub, ERFTERHA| , ZF3 W@7E Amazon K5 7R B 74 FE it
TREMNIZETT.

async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

« BXx APl WiFHEER | F5 & APutRecordBatchF Rust BIAmazon SDK APl %,

BX S Amazon DK FF R &5 MRB RHINTEIIK , i5S R Firehose 5 SDK Bi&# A
Amazon, AEBEBIFEEXAIINEBRUAREXERH SDK iAKW IFHAEER,

£ Firehose #9117 & Amazon SDKs

LUTRBREEERERT WAERE Firehose FXIMENH ST, Amazon SDKsIXLEIZEMEBRERT
WA &@E 8 A Firehose I ZMNE B 5 H At Amazon Web Services REEERERBEES. &
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/**
* Amazon Firehose Scenario example using Java V2 SDK.
*
* Demonstrates individual and batch record processing,
* and monitoring Firehose delivery stream metrics.
*/

public class FirehoseScenario {

private static FirehoseClient firehoseClient;
private static CloudWatchClient cloudWatchClient;

public static void main(String[] args) {
final String usage = """
Usage:
<deliveryStreamName>
Where:
deliveryStreamName - The Firehose delivery stream name.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
retuzrn;

}

String deliveryStreamName = args[Q];

try {
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// Read and parse sample data.

String jsonContent = readJsonFile("sample_records.json");

ObjectMapper objectMapper = new ObjectMapper();

List<Map<String, Object>> sampleData =
objectMapper.readValue(jsonContent, new TypeReference<>() {});

// Process individual records.

System.out.println("Processing individual records...");
sampleData.subList(@, 100).forEach(record -> {
try {

putRecord(record, deliveryStreamName);
} catch (Exception e) {
System.err.println("Error processing record: " +
e.getMessage());
}
1)

// Monitor metrics.
monitorMetrics(deliveryStreamName);

// Process batch records.

System.out.println("Processing batch records...");

putRecordBatch(sampleData.subList (100, sampleData.size()), 500,
deliveryStreamName);

monitorMetrics(deliveryStreamName);

} catch (Exception e) {

System.err.println("Scenario failed: " + e.getMessage());
} finally {

closeClients();

private static FirehoseClient getFirehoseClient() {
if (firehoseClient == null) {
firehoseClient = FirehoseClient.create();

}

return firehoseClient;

private static CloudWatchClient getCloudWatchClient() {
if (cloudWatchClient == null) {
cloudWatchClient = CloudWatchClient.create();
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return cloudwWatchClient;

/**

* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.

*

* @param record The record to be put to the delivery stream. The record must
be a {e@link Map} of String keys and Object values.

* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.

* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.

* @throws RuntimeException if there is an error putting the record to the
delivery stream.

*/

public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {

if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}

try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);

Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}
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/**

* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.

*

* @param records a list of maps representing the records to be
sent

* @param batchSize the maximum number of records to include in each
batch

* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream

* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)

* @throws RuntimeException if there is an error putting the record
batch

*/

public static void putRecordBatch(List<Map<String, Object>> records, int
batchSize, String deliveryStreamName) {
if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: records or
delivery stream name cannot be null/empty");

}
ObjectMapper objectMapper = new ObjectMapper();

try {
for (int i = @; i < records.size(); i += batchSize) {
List<Map<String, Object>> batch = records.sublList(i, Math.min(i +
batchSize, records.size()));

List<Record> batchRecords

try {
String jsonRecord
objectMapper.writeValueAsString(record);
return Record.builder()

batch.stream().map(record -> {

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.tolList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
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.deliveryStreamName(deliveryStreamName)
.records(batchRecords)
.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()

.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
}
System.out.println("Batch sent with size: " +
batchRecords.size());
}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);

}

public static void monitorMetrics(String deliveryStreamName) {
Instant endTime = Instant.now();
Instant startTime = endTime.minusSeconds(600);

List<String> metrics = List.of("IncomingBytes", "IncomingRecords",
"FailedPutCount");

metrics.forEach(metric -> monitorMetric(metric, startTime, endTime,
deliveryStreamName));

}

private static void monitorMetric(String metricName, Instant startTime,
Instant endTime, String deliveryStreamName) {
try {
GetMetricStatisticsRequest request =
GetMetricStatisticsRequest.builder()
.namespace("AWS/Firehose")
.metricName(metricName)

.dimensions(Dimension.builder().name("DeliveryStreamName").value(deliveryStreamName).bui
.startTime(startTime)
.endTime(endTime)
.period(60)
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.statistics(Statistic.SUM)
.build();

GetMetricStatisticsResponse response =
getCloudWatchClient().getMetricStatistics(request);

double totalSum =
response.datapoints().stream().mapToDouble(Datapoint: :sum).sum();

System.out.println(metricName + ": " + totalSum);
} catch (Exception e) {
System.err.println("Failed to monitor metric " + metricName + ": " +
e.getMessage());

}

public static String readJsonFile(String fileName) throws IOException {
try (InputStream inputStream =
FirehoseScenario.class.getResourceAsStream("/" + fileName);
Scanner scanner = new Scanner(inputStream, StandardCharsets.UTF_8))

{
return scanner.useDelimiter("\\\\A").next();
} catch (Exception e) {
throw new RuntimeException("Error reading file: " + fileName, e);
}
}
private static void closeClients() {
try {
if (firehoseClient != null) firehoseClient.close();
if (cloudWatchClient != null) cloudWatchClient.close();
} catch (Exception e) {
System.err.println("Error closing clients: " + e.getMessage());
}
}
}

« BX APl FHEER , 5 (Amazon SDK for Java 2.x AP| &) U TEE,
e PutRecord
» PutRecordBatch
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Python

& AT Python #9 SDK ( Boto3 )

@ Note

EREZHKEER GitHub, ERZERAE| , F ) WAE Amazon 8 =PI 17 & it
TIREMIZIT.
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import json

import logging

import random

from datetime import datetime, timedelta

import backoff
import boto3

from config import get_config

def load_sample_data(path: str) -> dict:

Load sample data from a JSON file.

Args:
path (str): The file path to the JSON file containing sample data.

Returns:

dict: The loaded sample data as a dictionary.
with open(path, "r") as f:

return json.load(f)

# Configure logging
logging.basicConfig(level=1logging.INFO)
logger = logging.getlLogger(__name_ )

class FirehoseClient:
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AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
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DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):

Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.
It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts
)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.

Error: {el}")

def get_metric_statistics(
self,
metric_name: str,
start_time: datetime,
end_time: datetime,
period: int,
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statistics: list = ["Sum"],
) -> list:

Retrieve metric statistics from CloudWatch.

Args:

metric_name (str): The name of the metric.

start_time (datetime): The start time for the metric statistics.

end_time (datetime): The end time for the metric statistics.

period (int): The granularity, in seconds, of the returned data
points.

statistics (list): A list of statistics to retrieve. Default is
['Sum'].

Returns:
list: List of datapoints containing the metric statistics.
response = self.cloudwatch.get_metric_statistics(
Namespace="AWS/Firehose",
MetricName=metric_name,
Dimensions=[
{"Name": "DeliveryStreamName", "Value":
self.delivery_stream_name},
1,
StartTime=start_time,
EndTime=end_time,
Period=period,
Statistics=statistics,
)

return response["Datapoints"]

def monitor_metrics(self):

Monitor Firehose metrics for the last 5 minutes.

This method retrieves and logs the 'IncomingBytes', 'IncomingRecords',
and 'FailedPutCount' metrics

from CloudWatch for the last 5 minutes.

end_time = datetime.utcnow()

start_time = end_time - timedelta(minutes=10)

period = int((end_time - start_time).total_seconds())

metrics = {
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"IncomingBytes": self.get_metric_statistics(
"IncomingBytes", start_time, end_time, period

),

"IncomingRecords": self.get_metric_statistics(
"IncomingRecords", start_time, end_time, period

),

"FailedPutCount": self.get_metric_statistics(
"FailedPutCount", start_time, end_time, period

)I

for metric, datapoints in metrics.items():
if datapoints:
total_sum = sum(datapoint["Sum"] for datapoint in datapoints)
if metric == "IncomingBytes":
logger.info(
f'"{metric}: {round(total_sum)} ({total_sum / (1024 *

1024):.2f} MB)"
)
else:
logger.info(f"{metric}: {round(total_sum)}")
else:
logger.info(f"No data found for {metric} over the last 5
minutes")

def _create_record_entry(self, record: dict) -> dict:

Create a record entry for Firehose.

Args:
record (dict): The data record to be sent.

Returns:
dict: The record entry formatted for Firehose.

Raises:

Exception: If a simulated network error occurs.
if random.random() < 0.2:

raise Exception("Simulated network error")
elif random.random() < 0.1:

return {"Data": '{"malformed": "data"'}
else:

FIZFZ A Firehose

333



Amazon Data Firehose FEANGIER

return {"Data": json.dumps(record)}

def _log_response(self, response: dict, entry: dict):

Log the response from Firehose.

Args:
response (dict): The response from the Firehose put_record API call.
entry (dict): The record entry that was sent.

if response["ResponseMetadata"]["HTTPStatusCode"] == 200:
logger.info(f"Sent record: {entryl}")

else:
logger.info(f"Fail record: {entryl}")

def _log_batch_response(self, response: dict, batch_size: int):

Log the batch response from Firehose.

Args:
response (dict): The response from the Firehose put_record_batch API
call.
batch_size (int): The number of records in the batch.
if response.get("FailedPutCount", @) > 0:
logger.info(
f'Failed to send {response["FailedPutCount"]} records in batch of
{batch_size}'
)
else:
logger.info(f"Successfully sent batch of {batch_size} records")

if __name__ == "__main__":
config = get_config()
data = load_sample_data(config.sample_data_file)
client = FirehoseClient(config)

# Process the first 100 sample network records
for record in datal[:100]:
try:
client.put_record(record)
except Exception as e:
logger.info(f"Put record failed after retries and backoff: {e}")
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client.monitor_metrics()

# Process remaining records using the batch method
try:
client.put_record_batch(data[100:])
except Exception as e:
logger.info(f"Put record batch failed after retries and backoff: {el}")
client.monitor_metrics()

X as ERHANEE,

class Config:
def __init_ (self):
self.delivery_stream_name = "ENTER YOUR DELIVERY STREAM NAME HERE"
self.region = "us-east-1"
self.sample_data_file = (
“../../../../../scenarios/features/firehose/resources/
sample_records. json"

)

def get_config():
return Config()

- BX APIFAEER , H5H (Amazon SDK for Python (Boto3) API Reference) HRILLT £
i
» PutRecord
» PutRecordBatch

BX S Amazon DK FF R EIEmMRB RHINTEIIK , i5S R Firehose 5 SDK BL&#
Amazon, AEBEEIFEEXAIINEBRUREXERHH SDK iAKW IFHAEE,
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i), AL, BBER IAM BEERIFRE CloudWatch BREAFMBERUREEIRA S, BXES
E8 , S &F Firehose 518 Amazon S3 B W # BII R,

. ZID%EFH%HE%}% HRIEH Lambda BB TR 2REBERAR K NET 6MB R, BXESZE
B, B2 Amazon iE FirehoseData 1,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/optimizing-performance.html
https://docs.amazonaws.cn/firehose/latest/dev/data-transformation.html
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Amazon Redshift B @ HE &

R EIE R B ZH Amazon Redshift 7l B 5285 Amazon Redshift Serverless T4 |, HRELL
T&I,

BAERTE INE 2| Amazon Redshift Z B4 k& E] S3 7, MBEHIBEREHE S3 7658 , 55
Bl Amazon S3 #HIEEHEER.

« ¥& Firehose DeliveryToRedshift.Success f&#x , #{R Firehose EZHRHIEM S3 764
£ #I%) Amazon Redshift 7 & 5£8¥ 5} Amazon Redshift Serverless T#4H, BEXEZELR , ESH
{5 A fepr i 12 U I3 Bk & Firehose CloudWatch o

- MBREKRBZAEIRETCEKIE , WISHACHRERSEEERMABMEREE, BXEZER , BS
¥ 5 B AW OB E Firehose CloudWatch o

« && Amazon Redshift STL_CONNECTION_LOG %k , && Firechose BB AR INE T ERE, FiZX
P, NZEBRBEAFPZERTERERERS, EXESZEE |, H2H (Amazon Redshift IEEHF &
AR¥ERM) A STL_CONNECTION_LOG,

- MRFENREEREEETIERE , HK8E Amazon Redshift STL_LOAD_ERRORS 3R LA iF
COPY KMWER, BEXEZEE , 52 (Amazon Redshift HIBEF XA RTEE) 9K
STL_LOAD_ERRORS.,

« 1R Firehose #HHY Amazon Redshift &t & 1E# H A XK.

« ¥H{RTE Firehose R IEEM IAM BT LG R S3 Z##@ ( Amazon Redshift MiZ1F 1 2 HI K
), URATHREKIRN Lambda BRI ( MMRBHATHERKR ) . 1A, BEHRKR IAM AEENHE
@] CloudWatch HEEAMBERURERIRAE. BXEZEER , SR &£ F Firehose ¥ Amazon
Redshift B #9 it B i B R o

« WMRER Amazon Redshift il & E£ & 5%, Amazon Redshift Serverless TEAN FERVFAE =
(VPC) ¥, B{RZEFE L FM Firehose IP b3t ifRl, BEXEZER , 5 W &£ F Firehose X
Amazon Redshift B B9t [ X FR o

« #{R Amazon Redshift 7@ ££8t 5, Amazon Redshift Serverless T#EAAF AT H,

- MRFERAHIFEHLR , BREHN Lambda BEALREARAH K/NEIT 6MB WIER, EXEZE
B | 2 Amazon IE FirehoseData i,

0 &b OpenSearchR%S 3 17 EEHERR

WM RHIERMEIXZER OpenSearch RS , FREUT RS,
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https://docs.amazonaws.cn/redshift/latest/dg/r_STL_CONNECTION_LOG.html
https://docs.amazonaws.cn/redshift/latest/dg/r_STL_LOAD_ERRORS.html
https://docs.amazonaws.cn/firehose/latest/dev/data-transformation.html
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IR O] AR B2 10 B Amazon S3 FiE. MRBBAREMELZMN S3 FHM , BSHAmazon S3 HfE

¥ & Firehose IncomingBytes # IncomingRecords fE#r , BRKIER I KIZEEH Firehose
T BREZEE , BSH FHERKETI#EHE Firehose CloudWatch o

MRFA T EA Lambda #THEIE IR , iBRE Firehose ExecuteProcessingSuccess 1§
¥R , 1R Firehose E= 18 Lambda B, BXEZEL , BSH FREREETDHHEE
Firehose CloudWatch ,

# & Firehose DeliveryToAmazonOpenSearchService.Success ¥E¥r , R Firehose %
HEHIERSIFRSERE. OpenSearch BXEZEER , BSH FAEREET S#EIE Firehose
CloudWatch ,

MREKRBEABREFRLERDE  NESHACHREREEEERAMEREE, BXEZER , F5
% fiE A B &S 5% 3k 3E Firehose CloudWatch o

HRIZH Firehose BB H Y OpenSearch FRFHt EEHE K.

WMRF AT FER Lambda #THEIEH R | R Firehose REIEER Lambda RE{NAEE, It
A, BBRR IAM BEERI5E CloudWatch BREAM BERUREERAE, BXESZER , S
¥ FirehoseAccess 0723 OpenSearch BRSs B BV R,

HWRELED Firehose RHPIEER IAM BRI LLFEZRH OpenSearch IRGERE. S3 FHBFMEFEM
Lambda B% ( MRB A THIFERR ) . 1A, FHER IAM BEERIER CloudWatch AEHAF A
ERUREBHEIRAET, BEXESZER |, B5 M FirehoseAccess 67223 OpenSearch iRZ B B ith 72

o

MREABFEELE , BREN Lambda BT LREEMAREA/NEN 6MB WK, BXEZE
B | B2 Amazon $3E FirehoseData i,

Amazon Data Firehosecurtly 73 #F4% H & 4&1% CloudWatch EIIL & # OpenSearch R B #F ,
R G5 CloudWatch HZ B EEHE HE|— Firehose id%E ™+ , H# B OpenSearch I & RS
TAEE—FERPEZSNINEESH. ENERFER , BUUERE CloudWatch HER A S #
OpenSearch BRSRYIT B IE R A

Splunk )&

MBEBFEARZHINEHN Splunk Kir TR , BREUT &I,

MRIEH Splunk FATE VPC # |, EHR Firehose AILLIFRIE, BEXEZELR , HSE VPC
718 Splunko
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.amazonaws.cn/firehose/latest/dev/data-transformation.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-splunk-vpc
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-splunk-vpc
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- MREFEH Amazon AF IS | HHEMRE 2 Classic %235 Application 5%, It
S, ERAREHRARITEREAM Cookie ERHEAETRARNBNMIESTE , NABEFARIOE
ENERHRENZAE (7X) . BEXNARTHBRENER  BSRLANTIIHSEINAER
MRS EHRETEFENENSFE/E.

« ¥ Splunk FAEXR, FAT Firehose B9 Splunk FEHEE 6.6.X HE SMAH Splunk £&., &
KREZELR , 52 HER T Amazon Kinesis Firehose B Splunk i #.

« WRIETE Firehose FM HTTP E4UkEERS (HEC) F mz @A RE ( Elastic Load Balancing = & bt
B) , EEAMESENZE HEC #iA () . ACKs

- BREEAERH HEC TR,

° ﬁﬁﬁﬁﬁ? HEC ‘% i-i'o

- RERBNKIEE Splunk WEBERRERN, BXEZER , BSHN HTTP SHRESENEH
REKR.

- WRHA HEC THEMBASHEE TEXES,

- MRBATF HEC TRHEIRFIF/EIRMIE L& E Splunk , FLBHERZER. WRMBEERA X
W, BIEFME D E Amazon S3, REZHNHFER S HIMTE Amazon S3 F , XThE R KA HIBLSE
KM,

- BRELHN HEC T LB T ESIFHIA,

« 7£ Firehose 7i#Y Splunk B By B & #1840 HECAcknowledgmentTimeoutInSeconds B,

« £ Firehose 7K Splunk B B9t El B A RetryOptions TN DurationInSeconds &,

- ¥&E HEC HiE1TRR.

- MRFEABFERKGE  BREY Lambda BEFSREIERAHEK/NEN 6MB HWIER . BEXEZE
B, B2 Amazon iE FirehoseData i,

- WRE N ackIdleCleanup B Splunk ZEIREN true., BRINBERT , BIREN false. EEFNIL
SHREN true , FHITUTRE
o XWFHEE Splunk =EE , BEA Splunk ZEFMNFREREH, FHBERT , MiFR Splunk ZEFA

ABH HTTP B4 UKESS , 7£ inputs.conf #F ackIdleCleanup iR &N true , HEIEHE
RER T B4 REEES.

« XT3 Splunk Enterprise 2f& , ¥ inputs.conf X H# ackIdleCleanup ik
B true. XWTF *nix AF , XL F $SPLUNK_HOME /etc/apps/splunk_httpinput/
local/ To XF Windows AAF , 1L F %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,

« X F £ Splunk Enterprise & |, 1™ inputs.conf X#H K ackIdleCleanup SR
BA true. XF *nix AF , XH{F $SPLUNK_HOME/etc/apps/splunk_httpinput/

Splunk [EEHEE 342


https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/sticky-sessions.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/sticky-sessions.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Hardwareandsoftwarerequirements
http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector
http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector
https://docs.amazonaws.cn/firehose/latest/dev/data-transformation.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/RequestFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureHECdistributed
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureHECsingle
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local/ To XF Windows FAF , 1L F %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,
« H{RTE Firehose MAIEEN IAM AT LLA R S3 R FMAFUAR A FHIEHRA Lambda BEX

(MRBATHEHR ). ki, EBERKR IAM BEE84A CloudWatch AFZAN B ERURELR
RAEX. BXEZER |, 550 Splunk B #RFEM FirehoseAccess

- EREWE S HIRTFHEM (S3 &1 ) WEBIEENISNE Splunk , FIRER Splunk XIEFREIND
R TI®RE,
« 2% Amazon Kinesis Firehose B Splunk &4 FEHERR

HEZE Snowflake [A)&
AFNAT EA Snowflake ¥EN B Byt & WA B BHEE S TR

Firehose i 87 & W

R HIEEEE PrivateLinkF'FH 7 Snowflake BRI F B2 Firehose &M , MR R Firehose &
35158 VPCE-ID, XAIRERHUTERERZ —SEHH -
« VPCE-ID A IE#, BINEEERIEIR.

* Firehose FEf S AR P A X IF T XK Snowflake. URLs £ Snowflake Ik E 2R URL, &
2 Snowflake X4 T EZEFMELE,

« i\ Firehose EEREEZE T Amazon XEHEHN X+ 612N,
o MRRBHAREFEE , BFHKR Amazon XEAR,

R R

MR BB AREBMEIEH Snowflake X |, FRELL T &I, Snowflake 1& % KM BIBFER 58 %E
AR NERRBAEREE—E£HT S3SERE#E. UTR—LEEILNE RIS, BXERNKE
NZEBHIR , FSH Snowflake 2B/ HI4E 1R

- HiRfH : Snowflake, DefaultRoleMissing: &k R1E B3 Firehose BRI REEZ AR, MRK
ELi& Snowflake At , NIEBRNFRINBRIZENIEEMN Snowflake A,

« (21X : Snowflake, ExtraColumns: RIRH TR AR P E LI MIELIAEA Snowflake, TR 15
EXRPREENTY, FEE , Snowflake FIBMEX D K/ NEN, MRREXRFEEY |, BEHENOE
BERMAR , NEBRAAEREFTFIEHAXNEERE P FHB SIS METE,
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-splunk
https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Troubleshoot
https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region
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- IR : Snowflake, MissingColumns: R RAH TR ABREKTHRERD S , XF Snowflake HIIE A
B4, BRAMBIEZIIEEE.

- EIR{RED : Snowflake, Invalidinput : 2 Firehose FoiE 1R 695 A B A B BT A RH JSON
BAR , TRESZAEXTER. BHER json BEREFEXER , REZRUNEE, 5|5, HEUF
A&, Firehose B MY X FNF £ JSON I BENIEFERER , HEF X JSON B4,

- IR : Snowflake, InvalidValue : R RHTHRABRETHWRERBERTER , FEXK. B
REBABRZRATHIEER JSON ERFE Snowflake RE XL HFEBHHEIEXRR,

« IR : Snowflake, InvalidTableType : RRF X T Firehose EEFEEMNRER, XX
Mk, FIMBIERE | i§S5 snowpipe TR PR H AP 3L A BR

® Note
FTieHFARER , MRERE Firehose REE
PR , M Firehose AJREBE 17 Fh = e N Fix L&
1l B 3 E €12 Firehose o

7 Snowflake B Byt E IR E XS A B

G
B, MRELHEMEBEIERER  WERH

BEE Firehose i & B9 A 3K 14 (7] &

MR Firehose APl BT , MIEFEHMITAT S ER KN i% S HY aA 1

- BREAPI FEREEBNRE VPC FMEH., KB VPC WATEREHEZEEIRE Firehose VPC g5,
ETHMEZELR , HSHY Firehose 5ft&#H. Amazon PrivateLink

s MBEHREBRBALMEREREFMWFIRE T Firehose VPC =M VPC , MEMNENIETUTH
SR BEMKIERE, T LUE Firehose % = M El 27 h #% F| Firehose % &,

- fH traceroute = tcping ZEM TERKRENKZBERRIER. WREAW , NBERELZHMEZIR
E

fian

traceroute firehose.us-east-2.amazonaws.com

/)

tcping firehose.us-east-2.amazonaws.com 443
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https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-overview#limitations
https://docs.amazonaws.cn/firehose/latest/dev/vpc.html
https://docs.amazonaws.cn/general/latest/gr/fh.html
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s MEETHEZZEEBBEUTHSEK , MEKE Amazon CA (IEBM AN ) RBEEEEE
H,

Hlan -

curl firehose.us-east-2.amazonaws.com

MR ERBSRI , MFEBEREIR API LLEE AP FRE T [,

HTTP im K BB HEE

RYT N ETELEE Amazon Data Firehose BB HTTP AT K BRMESHENEEBE N ( 2HE
Datadog, Dynatrace, MongoDB, New Relic, Splunk 2 Sumo Logic ) B IEN Y WS EHERR
$B, LogicMonitorfiATImE , FTEEAN BFREHA HTTP I K. W{RTE Firehose R IEER
IAM AT L E S3 R FEMEUARA THRBHIRN Lambda B ( WRBRA THBHER ) . 1A,
EFHRR IAM AEENIHF CloudWatch BEAMBERURERRAE. BXELSER , BSHAET
Firehose 17 F] 84w 17 < B #REY HTTP X R

(® Note
AFRPEEFTERATFLUTERM : Splunk, S OpenSearch ervice, S3 # Redshift,

CloudWatch B&

5B ZUEB IR A Firehose 5 FiCloudWatch HEIIEE, REEEAmE BHISE RN T 2EMBEE,

BifrRr%E

ErrorCode: HitpEndpoint.DestinationException

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
"destination": "custom.firehose.endpoint.com...",
"deliveryStreamVersionId": 1,

HTTP m R E Bk E .


https://docs.amazonaws.cn/acm/latest/userguide/acm-overview.html
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-http
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-http
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

BirRE KRR Firehose REB R Bix SAEZH A H HTTP Bk |, BRKE 200 MR K8, F=2 200
B 2xx MRt &S BFRRE. Amazon Data Firehose 5 MEL B K& Ui s UL B /Y 1 37 4% 75 F &5 T #Y
MR g icZEBEF. CloudWatch BHF Amazon Data Firehose @R #H TIERIBEBRHE R T B
FEFRMERBNERAT , At R EEREIEL Amazon Data Firehose B HTTP 1£ 55 R 1) B4k
RE. ATRENXEFENZEALNRBHEEEIN

* 400 : &R7RHET Amazon Data Firehose Bl E4ix , BAIEZNERFTERH, BEREGVEEGERN
url, BAEMY. NBESE. TRBANEHRET. BXMEERE , BZHBET B/,

« 401 : RRIEN Firehose RELEM FRIZAF EFDE K,

* 403 : &RRIEN Firehose FRELEMN 5 R B A TR HEELR BB EEN KR,

* 413 : &7~ Amazon Data Firehose KZE|m /R ERABAK |, mR L ELE, ZRHBEEE TR
R, BEBARHEILK D,

* 429 : 7R Amazon Data Firehose KX ERNER ST BRI AL IBRIESR, Bid 18 hn S 4 et Rl F/
I MEFP KD (ENEEFRRHEEERN ) REBEPRTR.

« 5xx : RRNBIREFEEEBE, Amazon Data Firehose RS HE EEIZTT,

N

/A Important

EEZRT  BARLEENNNEHERY , B ER/RBHBNABHRRTETE , N8
FEREFERR RN,

Fo RN R

ErrorCode: HitpEndpoint.InvalidResponseFromDestination

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-Url
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-CommonAttributes
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-ContentEncoding
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-AccessKey
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointDestinationConfiguration.html#Firehose-Type-HttpEndpointDestinationConfiguration-BufferingHints
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
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"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The response received from the specified endpoint is invalid.
Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

7o 30 BI 57 & F2 /R Amazon Data Firehose Mk R B #riZREI T RIMBL, 1R AREFE I SASE , B
Amazon Data Firehose fFIANERZIH AW , HNEFEFHHEBNEKE  EIBYEENEiRFLER
B, Amazon Data Firehose éJﬁTﬂA"ﬂfﬂjaﬂﬁ"ﬂfXLﬁ%M BNfEM R AIRZAS 7 200, INRIRIE
£ FF & 3B Amazon Data Firehose fyim = , 1HE B NAE , AEERKIBERINME R

LT R — L WM Toikme R 38 B DA R SRR 77 3%

« T JSON EBAFE : RATENEIN EBWMAESRF JSON RTEEAFHR. BROMNKRETAE
R0,

. Rk Requestld : ®RRMBFREBE requestiD,

 Requestld FIEHE : RRMAN A requestld 54 KK requestld FPCEL,

- RONEB  KRRPEFITENRAHEFR. HRABFRLARKT , MARFHH,

. 74> Content-Type #53k : FRRIAR T EE“content-type: application/json"¥rsk. T3 HAth
content-type.

/A Important

EERR : Amazon Data Firehose REESFEIE/L i ZI3EFE Firehose 5 3R e R A1 55 A9 i Ko
ﬂﬂ%fi"dvj‘ﬁ Wi ENE=FRS , BHAREHARZE Amazon Data Firehose W IEHAR R |, Z

WwRARSAERIERTE. #li , Datadog B9 Amazon Data Firehose s R =2 https://
aws- k1ne51s http-intake.logs.datadoghq.com/ , MELAB®RRRZ https://
api.datadoghq.com/,

HiH LR iR

THEFIH T EaERABNE L,
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https://docs.amazonaws.cn/firehose/latest/dev/httpdeliveryrequestresponse.html
https://docs.amazonaws.cn/firehose/latest/dev/httpdeliveryrequestresponse.html
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- fHIRE: HttpEndpoint. RequestTimeout -FT R & ix MR B [EEE 3 2%, MRERBNHNAEE ,
BFREBFHSNMRAE,. MREFRERNAEE , BHRAMEE , ARRE TUARBEMETE
kEZEMNEE (RO EHPRT , MRS BRERGCENEE ) .

o £8i%{8HB: HttpEndpoint. ResponseToolarge -&R AR A K, ‘BIEFRKTE A B9 R 457N F 1MiB,

. IR HitpEndpoint. ConnectionFailed - R AT ESEREN KRB EE, XAstEHRTERHEN
url FEEHELEIR , Amazon Data Firehose o3& TG RIR A |, 3 & ik =8 R E #8215 SR AV BB 3T <

« £5IRAAHE: HitpEndpoint. ConnectionReset -RNEEE R , EEHmREERT FXxM.

« £IRAH: HitpEndpoint. SSLHandshake X M-k R EEABE EN w KK TEK SSL #EF,

MSK As Source [BBiHEE

EFNE T EH MSK As Source BRI E LK [ BEESER

(® Note
BRAE, #ifs S3 XMNABNHE , BSHRMEN IS

hose 8% KW

WREA MSK As Source B hose 8|2 & , HERELLT &M

- RER MSK £BRBLTENIRS
- MREFEANRLEEE , FRRESF LA GEECTH

MBREBERANRAEERE , FRREH LN L FIHREITHT
- MBREBEANRILEERE  FHAMMETRRENER | 2K 1T Firehose SIEFAEHEE, Bi5
25 . MSK Bk F R

- BRFEEFHNAGENRNERNEE P EIHSE
- BREMN VPC Z2ERWERARBEIYER 5| SRSHFEAR KO

hose £
WRIEM hose A FEFERS , BREL T

- RER MSK £8#RBL TEIRS
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https://docs.amazonaws.cn/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.amazonaws.cn/msk/latest/developerguide/public-access.html
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#access-to-msk
https://docs.amazonaws.cn/msk/latest/developerguide/mvpc-cross-account-permissions.html
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#firehose-assume-role
https://docs.amazonaws.cn/msk/latest/developerguide/port-info.html
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- RERTBERESHFE. NRETBEMBRAZHOIE , NELBMERHEFH IR Firehose o

hose &

% H13 BytesPerSecondLimit /N7 X3 & [EEMNZIEREEZEIE LA,
DataReadFromSource.Backpressured BIERH 1,

- MRRKET , BytesPerSecondLimit i§# & DataReadFromSource .Bytes 3845 HiERIZ S BRF,
- ®EH CloudWatch &, B#riEHR. BUIRHRRIEFRNE X HIRIERIAERI.

HIE A E A ET
BRI 6 E TR E

* Firehose BIEFEACKNNBERITESREFHE, N TEAREFES~ELZRE
# Kafka WAE BE BT EFIZ R ES |, HF Kafka TENEBREEERERN
message.timestamp.type=LogAppendTime,

MSK £ &% # [ &

DT ERREA T MARIES MSK S8 RIERE, BXIRE Amazon MSK BF iR FHAES , S
Amazon Managed Streaming for Apache Kafka Developer Guide F#Y Getting started using Amazon
MSKo,

ERITS MSK & RERE

1. BIB—1NET UNIXH ( JRIFR ) AL2Amazon =6l EC2 , IREHERH LNBHAT VPC &
# , FHRAREHN EC2 XHIER— VPC FiE1T. —BXHIAHA , SSH EZERZRHl, BEXEZE
2 , 521 (Amazon EC2 AF#8m) FHAHIE,

2. BEZETUTHS, £H Yun RGBEERZE Java, BXEZER | 52 (Amazon
Corretto 8 AAF#8R) FH L1 EA,

sudo yum install java-1.8.0

3. BEZETUTHSZEE Amazon &FF .

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
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https://docs.amazonaws.cn/msk/latest/developerguide/getting-started.html
https://docs.amazonaws.cn/msk/latest/developerguide/getting-started.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://www.amazonaws.cn/cli/
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unzip awscliv2.zip
sudo ./aws/install

4. ZEITU T @5 T Apache Katka B i 2.6* MRS,

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

5. %% kafka_2.12-2.6.2/1ibs B , ARETU TS LT EH Amazon MSK IAM JAR X
#,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar

6. 7E Kafka bin X#®& 6l client.properties X,

7. ¥ awsRoleArn &i#tJ#&7E Firehose SourceConfiguration FEANA® ARN , RERIE
EPRNE, RFEN Amazon EFAFKAA®awsRoleArn, Amazon ZFiwA P HZHAA
BERLEENAE,

[ec2-user@ip-xx-xx-xx-xx bin]$ cat client.properties

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required

awsRoleArn="<role arn>" awsStsRegion="<region name>";
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true

ssl.truststore.location=/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. ZEITUT Kafka ap 5 LABIH £, ﬂﬂ%@E’JLE%AAE’J )& F 22 2 3% = Bootstrap AR5 85.
MEEHEZRILEW , NEFERAFAE RS Bootstrap fRE 25

bin/kafka-topics.sh --list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties

WMREREY , WEMZSBRRUTUT RO H,

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.2]1$%$ bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties
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[xxxx-xx-xx 05:49:50,877] WARN The configuration 'awsDebugCreds' was supplied but
isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.location' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'sasl.jaas.config' was supplied
but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration
'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.password' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to
node. ..

__amazon_msk_canary

__consumer_offsets

9. MREEZITZRIRIMARNBEMEMRIE , NFERIEEPIREN S| SRSHREEWUBEZREERA
HiEl. AMITIIERE , BULTEFER telnet ELWZARRF , WU TH TR,

sudo yum install telnet
telnet <bootstrap servers><port>

WMRERKY , BFREUTHE. XEREEATLUEER A4 VPC FHY MSK &5 |, H5|SR
SHREEERALSITER

Connected to ..

10. MRERFEY , MBERESLRN VPC Z24H EMAMN, Hltn , BRI AEALHRM EERANUT
B,

Type: All traffic
Port: Port used by the bootstrap server (e.g. 14001)
Source: 0.0.0.0/0

ME—FR, Eif telnet iEE, MREMATEEZED Firehose EZPARKM |, NFBKRER
Amazon Support,
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Amazon Data Firehose B i

AF5/r48 Amazon Data Firehose FHY HBIELHE ( ABIHNRSE ) o BRIFEZITHEE , BN MHIFE
TXHEMNA.

Service Quotas B HI AR —IMNHFUMIE , B AEHPEFEMNEE Amazon IRFEE , HiERE NG
FRANTFSERNET. EARIMNEHNESTESREEEN Amazon EMiEN, HREESEFRA
T RIAERIZRS RH

BXEZER , S Amazon Web Services —fi#5#& H#y Amazon Data Firehose endpoints and
quotas,

T —% & 7~ Amazon Data Firehose EB LA T E &,

« ¥ Amazon MSK € Firehose IR , 81 Firehose I BIABLE N B/ 2 XIZEEHE 10 MB/
¥, BRKIEFK/N 10 MB, &0] LASE A R SS ELEN 38 IRE R INEBAN 2 X 10 MB/iEEEH 2/ 3K
AL,

« WRF Amazon MSK YE Firehose IR , MR F A Amazon Lambda , M& K2R K
/N7 6 MB ; tIREMA Lambda , MHFAEFRA/NH 10 MB. Amazon Lambda fFH & Aidk
EPFRJ} 6 MB , Amazon Data Firehose F#id 6Mb BVid X % Fl4Eix S3 Fi g, MEEH
Lambda , Firehose £/ HE & Ai2%EHIN 10 MB. #13R Amazon Data Firehose M Amazon MSK
WEIFES 10 MB B9id% K/ , Il Amazon Data Firehose £fF1Z 12 FiE M El S3 45I1R1ZMEH |
H B EH K % H Cloudwatch $8#5. B> Amazon Lambda [REINE Z{EE | {55 : https://
docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html,

« 7£ Firehose REB RS D XE , WELRZ Firehose 7812 500 MNEZ 2 X ERIANE . EZ D
it B EEHEPRRFIORXWER, 6l MRHADXERAEVHE INAPX , HEEE—
NEHAXRTEE , ¥ 60 WALk — K& , BLAFEHEGHE 180 MNEI P X, FEDXPELamEKE
B, Zo XEARBATEIRS. BAILAER Amazon Data Firehose BR #5% % 18 SR I itk B 118 1 2
B NATE Firehose &% 5000 NMEZI DX, MRBEEEZHX , M LABIEE S Firehose it ,

HEXLERZBADEED DX,
« £ Firehose REBRAIS D XE , BNEIPTXIBFNHEAFTHLENER 1 GB,

« BNKPWRENXIEM Firehose RBEEBLUTHEH :

o XER (HAFRLMILE ) . BRI (BXEBEMN ). XEAESP (HBBHRMN ) . BNX ( ZR
=), IA#HBRX (ZXRE) : 5000 Firehose i
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https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.amazonaws.cn/lambda/latest/dg/gettingstarted-limits.html
https://docs.amazonaws.cn/lambda/latest/dg/gettingstarted-limits.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
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o BRM (EZmE). KM (), IAMX (FHmE ), AKX (FE), IX#X (&
R), TA#X (HFX). (XEFEEB). MWEKX Amazon GovCloud ( BEB ) . IIEK (A
B ) : 2,000 1 Firehose E3%

o RN (BE), BUM(XK=Z), BN (HEFRE), ITA#X (FE), DA#X (KR)., M
EN(ZERT ), FE(TE)., FE (=), KR (B )., (ZEFRIZ). FEMN (FZERH)
Amazon GovCloud : 500 4™ Firehose E1&

o RN (FFERM ), BON (BT )., AKX (BEHNE ), TA®RX (HnE ), TA#X (£
RAE), BR (MEKE ), UBS (BFHEXR )., MEKRES (FRME ), MEXK (HEH )., L
AibX ( BRAEWL ), TAMKX (FRE ). EFEF ( FE ) : 100 Firehose E#%

- MRBHIEF , WA CreateDeliveryStream £5# LimitExceededException &, E
RAEE , LA Service Quotas ( MR ZBFZTELNXEFAA ) . BXFEARSRIANE
B BZHEERENET . MRERMENXEZERSESH , JLAEA Amazon Data Firehose R
il FR £ SR INEC A

« J¥ Direct PUT Bl B N EIBRET , 81 Firehose i PutRecord MlPutRecordBatchiE R LA T A

S

- XZERI (HFERLILE ) . EEFEIP (HBX ) MRKM ( Z/R=) : 500,000 records/second,
2,000 requests/second, and 5 MiB/second.

« XtFEHAM Amazon Web Services X1 : 100,000 records/second, 1,000 requests/second, and 1
MiB/second,

MERTRSHBIEREERT Firehose RN AFHBEMSHERE PUT RZEIRH , N

Amazon Data Firehose 2 Bz i@ RN EHERS , ERIRBIESEES ., REFTEHEINFE

#l , Firehose ATREEEE KNI E T EFEBNEFLERSIMEN KT, Hlt , FHEFiHAK
WHBERELRK, NIRETITHEESRAKREEN , FELCNFEEREELRINFHERHES
WELE , FERESELERH,

EiESRIEINELE |, iBEEH Amazon Data Firehose FBRHIFRE, X=/NEFRKLEHIT B, Hlan | mRE
FEERI (FHFRLIE )., ZEEZ (HEX ) HRMN (BRE ) WERLEEFIEMNE 10 MiB/

second, the other two quota increase to 4,000 requests/second and 1,000,000 records/second,

(® Note
B 205 P 9 R 4% ) BRR #6140 e B SR 422 ) S R SS Y B A o
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https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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/A Important
MRBHNEFZES TEZTHRE , X2SFRERI ERHRARD, NERREERT ,
ASHERBRSHRAS S, FHRRNABELISTHREMEINER , FHEREE AT
#—HREEH,

/A Important
BEE , BBIEREL |, RAME, Firehose ZREVENEFEBEKIZZI RS HBTFICRE ,
RUBRIEFHARD , BEEATRKFEEN 5KB (5120 F1 ) . Elt , ERAKIEE (F
T)MENERT , IRAAREKNHEBRS  FENRARQBS, flW, MREZANL
BIEEN 5MIB , NEEEA 1,000 FiZFREMEEHREHTERL , KIXET 5,000 FKidx
# 5MiB BB A ES. BEXEZEE , 5 Amazon Calculator ) Amazon Data
Firehose,

® Note

¥ Kinesis Data Streams Bt & A #IERKIReT |, IWEE &R , Amazon Data Firehose A] ¢
BRY R AR

« 8 Firehose R\ Z W17 24 N EHIEICR , UBEEBENFTH BRAATA, DirectPutil
RIF R Kinesis Data Streams ( KDS ) , BEfRUERTA , NHEFBEELN KDS B EREH,

« EHIT base64 w28l , X% Z| Amazon Data Firehose i FHI & A K/ 1,000 KiB,
« PutRecordBatch S X E A A4 E 500 kiR 4 MB , LR/NE R, T EESULEE,
s UTEIRESYRZSUIUREH S XAR , X2EMRS,

* CreateDeliveryStream

* DeleteDeliveryStream

* DescribeDeliveryStream

 ListDeliveryStreams

* UpdateDestination

 TagDeliveryStream
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DeleteDeliveryStream.html
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_TagDeliveryStream.html
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* UntagDeliveryStream

 ListTagsForDeliveryStream

« StartDeliveryStreamEncryption

 StopDeliveryStreamEncryption

- ZFEIRBREREE : 60 % - 900 ¥,

« XF M Amazon Data Firehose Z| Amazon Redshift B4& %1 , R EZFHF AT LT 1518 Amazon Redshift
g5,

« Amazon Red OpenSearch shift F1IRF R E iR IFLERTESEEM 0 ¥ F 7,200 BT E,

« Firehose X #¥ Elasticsearch HxZ4x 1.5, 2.3, 5.1, 5.3, 5.5, 5.6 LARFIEM 6., 7.* # 8.* ik
7K, Firehose X#F&EiA 2.11 I 5# OpenSearch BRS 2.xo

- YEFRALE? S3, T I# Redshift ) OpenSearch fRS AT , Amazon Data Firehose RFEN 2
F&% 5 XKREMRE Lambda A, ¥ F Splunk , BLEIRE N2 H 10 XKRZRE Lambda @,
« BATLAEAZEAE CUSTOMER_MANAGED_CMK B9 CMK &% tn% 500 4 Firehose o
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