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EREREANIDRNER |, %R Enabled (BA) , AREEMENREER, BFEEEE—
Amazon Glueié HAAa g &% 2 Amazon Data Firehose ARE#RICEERNEN, BX
EZER | B5H EEZEA KGR,

BRI AR E IS FE N ELEN RPBIAmazon CloudFormation , 2

%] Amazon::KinesisFirehose:: DeliveryStream,

BfriRE

AEBNETERANBEFUERE, BXRXEFRTINESEFER , BZRETET.
£}

« % Amazon S3 ¥ENEH B R

« % Amazon Redshift £ &1 B #5

o NIEK B M Hbi%E OpenSearch fRS

+ RIEK OpenSearch B WYk R LRSS 25

« EE HTTP Iwm S EN BRI B An

« 1%£3% Datadog ER 2K B #5

+ %3# Honeycomb 1E R #&#Y B ¥R

« %&3$% Coralogix 41 B #%

+ % Dynatrace 1 &K B 5

« IEFEH LogicMonitor B HY s

+ %$F Logz.io ¥E RN EHY B ¥R

+ %# MongoDB Cloud ¥} & B #5

- &% New Relic #6738 B 45

- EREWENLEN B

+ %# Splunk ¥EN B #%

+ 3%3$% Splunk Observability Cloud Y #&#Y B #%
+ %$% Sumo Logic fE 7 #&H B 4%

« 1%$% Elastic fER EW B #5

BARE 10


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples

I 5%k Data Firehose FEANGIER

1%3#% Amazon S3 ERERY B #5

E A Amazon S3 ¥E FirehoseDelivery BE#EH i , BWATIEELUTIRE -

WAL T FERIVE :

S3 bucket

FRFE-—NMEABEN A TEIORBIEN S3 FMM. S LIeIE -5 S3 FREBNIERINR
HY S3 Ffk .

AT RA
SR LURHR R EC B N AR X R Amazon S3 (X RHAMIZRZERMF BT R/ A,

BEBRBER. ETEERE Amazon S3 W RAMIEFK 2 BIRNMFIT OB , BEBRER.
MRBITRIER Athena EWETERSICEMN SI IR |, FE A LLIER,

S3 EAEMEEIER ( Ak )
MRBABAISOX , ZFEBAUNEFER, MRBEEBERIADKX |, MAIIEE S3 iR
FHAEAISR , LAME Firehose EIRER T HEEEL A E Amazon S3 BEA. R Firehose

TEN B EABBEBHTHERD X, MXLERIF DK EIED S3 BIRFEBIR. BXE
%S5 , 25 Amazon S3 W REBHHER M BENX Amazon S3 B

EEEAUERANREDS D X,
ZICFKMR

ZICKEREBEMERRPHICS , AREERHN JSON EENRITRH I BIERNTRE,

MBEFZANEYH, AERIEEZRETEA PutRecord 1 PutRecordBatch API A= |, NI{A
RULERANEREEDIST X, NTREHE , SEBRBAPIT P XA, Firehose 20 EIEZRHE
BN AP HRAFERZMNE M JSON R, HEHREENEA Kinesis Data Stream {E 7
SRET | SRR AT LAEE A Kinesis Producer Library ( KPL ) RHIRNBR G, HiED XIhee e HIERE
REHT. Bt , X AP HAFHNESRIEFZBIUEHETRA Amazon S3 BIR. FiE T
BAFIFA Lambda BB , FEHIE S X ThEE 2 BIITEA H AR iR,

%3 Amazon S3 fERN IR B #R 11



I 5%k Data Firehose FEANGIER

/A Important
MRBFERREN , WRBERTHERRETERNADISIX, Hit , MIRENRE
BREERAIARSKX , NXTERBATERAZIERER.

FirehoseDelivery FiZLA FIRFIRITU TAESE - KPL ( protobuf ) f#28R4&. JSON H 4 FEAF
fRRE. Lambda &3, BFESX, BFEXEXEIRR Amazon S3 X1,

ZioRERER
WMREEAT ZICRMBRINEE | MSMIEE Firehose BBRBUIENH . FRATHEHIER
JSON =2 f®.

P Bk R AT
NEARAT R —Fh 2 XM AL4 |, IT AN & 3E Amazon S3 BB HTHIA D X, EfFHNEAE

MXRBREHRTHISSX , WATIEEBZRAEST XBNBFEERSH , ANSIMEEN T XEERE
H—ME, ERERERMEE R

/A Important
MREELRSBBIEE T Amazon Lambda BI#SkEERIRICS |, N A LAE B LB
NHER S3MBEHRHITHIDSX , HEMATWLLESNEEMBIED XZFH, BEF
AKX | o LUME A NBERTE, Amazon Lambda BIERBIE D X, HE , B
BBt 55 A N BX 24T F1 Amazon Lambda BZkR 62 9 X &,

BRLMERRNEZREERFIS S XENBIBICRSH , HEM j ERERISTXE
B, FirehosefX%#Fjq 1.6, BRZALIEE 50 MIFT KB, BXANDSTXBERAT
MEY jg JRIEX , FERDIAERREEDI ST X

S3 FHERRIR
FERAMBEENSD XY , BHIETE Firehoseis B H A 7 XEIEN S3 FHEAI.

NTEHEBEEFSSTKX , S3 FEBIKNHBELNSEED XBNHBEMRE.

%3 Amazon S3 fERN IR B #R



I 5%k Data Firehose FEANGIER

& BT LAAE A N Bk B AT S0 F8 E MY Amazon Lambda BB REIEHR T/ X, MREEET
Amazon Lambda BB RN RHBFECIE S XER , WARFERAUTHEIXFHEAN S3 FHE
BI4%{E : “Lambda: keylID” partitionKeyFrom, #0R &% ABK BT RRBIEEES X4 |
MAIAERALTEXFIRA S3 EHEBETKE  “partitionKeyFromquery: keyID” , t A 5L
ERNMADS S XZEARMERADIS Y, XB/EXN B EK S3 FHEMEIR. EEHNEBREN
% Lambda Amazon X #E# 170 Xt |, BIE T AERH S3 FHEMAIBHPFEAUTRIER
F3 ;! {namespace: value} , EEH a5 & 22 B AT L2 Query partitionKeyFrom % Lambda,
partitionKeyFrom

ZHRT

Firehosebuffer 2 £ & EZ ANEIE , AEBREAEIEERNL. BHFUENBNERX
ROEBRSREE T

S3 EFM M

1%£$# GZIP, Snappy. Zip = Hadoop &AM Snappy BIEESR , RETFEHI
&, Snappy. Zip 1 Hadoop #ZAH Snappy E4E , 75&A T LA Amazon Redshift 45 B #R{Z
B B & 5o

Firehose X#fF  Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w i0
%, BT NBLEE S3 ARFHEIE. SuLUERFER BFr S3 FHEPEENERRIAMEZSE
B A SUER £ RSB WAmazon KMSEASIR PR ZAJITING, MMREFEHARAME
BAE |, WA LAE A B IAAmazonFE B Amazon KMSZ4A (aws/s3) REFHEEZRH, BEXREZE
B, BZHEAESR Amazon KMS EE MRS SRImMNE ( SSE-KMS ) RIFEIE.

1%3# Amazon Redshift YfE R &80 B 5

P

48 7 £ Amazon Redshift fER & #HiHR B rNIRE .,

BIEEEEBPE Amazon Redshift Tl ££8¥ 5% Amazon Redshift Serverless T4 | R TE—

o

« Amazon Redshift 7 B £ &
« Amazon Redshift Serverless T4

Amazon Redshift i & £ &%

N

N B 7 EH Amazon Redshift i BB ENEZRR B IFHIRE,

3% Amazon Redshift 7 89 B #R 13


https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html

I 5%k Data Firehose FEANGIER

AT FERIVE :
S

Amazon Redshift ££8 | S3 FMEMHBIENEHIRZER, ¥ Amazon Redshift E&EE N A
NTFEG R HERBRE B Firehose IP ik, BXxEZER | HSH & T Data Firehose 17
B 1L &5 Redshift B B9 AR

AP

B iF A Amazon Redshift £8 8 Amazon Redshift /. iZA 7 %91.EH Amazon Redshift
INSERT PR F 8B HUIEM S3 F A E H1F) Amazon Redshift £,

R

BERGRIEFNAFHNEB,
BIEE

Amazon Redshift IEE , BIEFEH B ZHEE,
=

Amazon Redshift & , ZENE I Z &k,
5l
(A ) RVEBES , BIBHEFTZEBES . R Amazon S3 WRHPE LM FIHDTF
Amazon Redshift &kAEFIZK |, & ItbE I,
Fa S3 B R
Firehose & SN BURZ M EIERH S3 FM#M , A X EH Amazon Redshift a5 & 2 3E &L

&L Si# COPY Redshift SEFH, BHEE—MUAAENATREBRHIEN S3 7M. 6
EHE S3 FRMIARELIABNFERE,

FHIEINE RSN T D# Redshift 528%/5 |, Firehose A& EHMNER S3 IEEEHMER, &
AUEALETANREERE S3 FHEPNEIE. EXEZEE , H2H (Amazon Simple
Storage Service AFEE) PN REWEAHEE,

HE] S3 FEM AR

( /% ) EX Amazon S3 N REAERINTIER , BFLLIEIMEZE, Firehose 2 BF ERTH
Amazon S3 X REA YYYY/MM/dd/HH " UTC BY[RIA& NI BI 4. &8 AT SURF L B 07 hn 20 FF
%% AmazofRedsE Ok B e, , 182 W Amazon S3 XJ 5k 7 Fhg Teo 14



https://docs.amazonaws.cn/AmazonS3/latest/dev/object-lifecycle-mgmt.html

I 5%k Data Firehose FEANGIER

COPY options

&R LA#E Amazon Redshift COPY i T HIEEN S . SR AREACHEERZREER
XLESE, a0, MRBSAT Amazon S3 BIEESR , WEEGZIP', MREH S3 FiHE
5 Amazon Redshift £ A7 — Amazon X5 , MIEE“REGION’, BEXEZEEL , 51
{Amazon Redshift Z#EETF X A G 1EmE) HH COPY,

COPY command

Amazon Redshift COPY 5. BXxEZEE , 1521 (Amazon Redshift ZIEET XA RIS
) HH COPY,

Retry duration

IR EE COPY Amazon Redshift SRR I ZNIE HINEFE |, Firehose Eid K FFLLAtE ( 0—7200
# ). Firehose B 5 2 EIR—X , BEEEXFEMNBELER, MREFERFLEMNEIREN
0(% )%, Firehose F2EBTEAMECOPYEIR,

ZHRR
Firehosebuffer 2 R &M E ANHE , REBHEEEIEER NG, BFUENBEUEFKX
KPR RSREE TR,

S3 EAMNE

& GZIP T EH IR

Firehose X## £ Amazon Key Management Service (SSE-KMS) B Amazon S3 AR5 853w N
2, BTmMBRLDE S3 ARAHEHIE, EALUEERER Br S3 FRBPIEENRINMERE
B A UEREREZEENAMmazon KMSEHRSIRFNFERABTNE, NREFERAZHAMNE
BAE , WA LAGE R BRiIAAmazoniE B Amazon KMSZ4H (aws/s3) REFIEE R, AXESE
B, BZHAERAESR Amazon KMS HEZAN RS BR|imMNZE ( SSE-KMS ) R #IE.

Amazon Redshift Serverless T4

KINE T £ H Amazon Redshift Serverless ¥R &7 BRI E .

WMALTFZERNE :

3% Amazon Redshift 7 89 B #R 15


https://docs.amazonaws.cn/redshift/latest/dg/r_COPY.html
https://docs.amazonaws.cn/redshift/latest/dg/r_COPY.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html

I 5%k Data Firehose FEANGIER

Workgroup name (IZ{E4 & )

Amazon Redshift Serverless T4 |, S3 FHEHIENEF B ZIT/HEH,  Amazon Redshift
Serverless TAEABLE AT /A FF 17 7 HARRE S FireHoselP #iit, BEXEZELR , B5HE
%] Amazon Redshift Serverless FRRY“E#ZEEI A 2 FF 15 RIF Amazon Redshift Serverless 3£
BIER 4y, AR F IG5 Data Firehose 1518 &% Redshift B #I IR 7

AP

A iF 8 Amazon Redshift Serverless T4 R Amazon Redshift B/, ZHAFPSIMER
Amazon Redshift INSERT X PR F BEFEkIEM S3 1741 & 12 Amazon Redshift Serverless
T1ELH,

=5

B iF A Amazon Redshift Serverless TYEARERN AR ERE,
BiRE

Amazon Redshift ZU3EE |, BIENE H 2 ZBIERE,
=

Amazon Redshift & , ZiENE #12iZ &k,
5
(AIE ) RVEBES , BIEFEFEZISEES ., MR Amazon S3 FWRHPE LI DT
Amazon Redshift &I FI%R | E6E A L xIN,
B S3 B ¥R
Firehose B SIS B EIEL M EHY S3 7648 , A/F A H Amazon COPY Redshift @5 fF %k

FENHEIENT D E Redshift TRF B THA, BTREE - NMERENATEVREIEN S3 7
8, SIZFH S3 FHBMINARELAENFHM.

FFEAE 2R 248K Amazon Redshift TRS 88 THEH ST | Firehose TG EHME S3 1711
kR, EANEALEGEANREERE S FHEPNEIE. EXEZEE , H2H (Amazon
Simple Storage Service AFEmM) PN REFEAHREE,

3% Amazon Redshift 7 89 B #R 16


https://docs.amazonaws.cn/redshift/latest/mgmt/serverless-connecting.html
https://docs.amazonaws.cn/redshift/latest/mgmt/serverless-connecting.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/object-lifecycle-mgmt.html

I 5%k Data Firehose FEANGIER

FE] S3 FEMATR

( Wik ) EXF Amazon S3 W REFAERINGTR |, B ULEINE Z, Firehose 2 BZIX ERMAFH
Amazon S3 STRAEM YYYY/MM/dd/HH “” UTC BB AT BI &R, 7] LURF It 51 805 hn B FF
sk, BXEZER , 5 Amazon S3 W REFHIER.

COPY options

& LATE Amazon Redshift COPY s S HIEENS#. LA UBREECSHEER RBIEERA
XS, il , MREBEAT Amazon S3 BIEESR , WEEGZIP', MREW S3 FHEE
Amazon Redshift Serverless T/E4H TR — Amazon X1 , NIZEEREGION", BXEZ(E
B , 2 (Amazon Redshift BIEETF XA RIEFE) FH COPY,

COPY command

Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A A g
) HH COPY,

Retry duration

TR EH COPY Amazon Redshift Serverless T4E4H I #3E HINEKEE | Firehose EifyiF4eat
|8 (0—7200 ¥ ) . Firehose & 5 /B ERX—X , EFERBFENALR, MREFHERFE
BHERERN 0 (F ) ¥, Firehose T&EM T AKECOPYER,

ZEHER
Firehosebuffer £ %t & FEANKIE , AEBNEKZIEEENE, BMRUNENBNEHRX
KPMHERFREE R

S3 E4a M %z

1&# GZIP T EH/EHSE.

Firehose X H Amazon Key Management Service (SSE-KMS) 9 Amazon S3 BR%%-85im N
%, BT HRLEE S3 ARFHEIE. B LLERFER BFr S3 FHFEPIEENERRIAMEZRSE
B | A SUEEREREEENWAmazon KMSEASIR PR ZABITING, MREFEHABHAME
BUE , A LAGE B BRIAAmazoniE B Amazon KMSZ4A (aws/s3) REFEE R, BEXESZE
B, BZHEAES Amazon KMS HEZHRMNRESF|IHMNE ( SSE-KMS ) RIFEIE.

NIRM B By #bi%E$E OpenSearch RS

AN HBTEB B OpenSearch BREAYIEDN,
RER B By ihi%$F OpenSearch RS 17



https://docs.amazonaws.cn/redshift/latest/dg/r_COPY.html
https://docs.amazonaws.cn/redshift/latest/dg/r_COPY.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html

I 5%k Data Firehose FEANGIER

MALTZERIE :
OpenSearch fR% 1

EHBEAME A OpenSearch BRSE,
%5l

¥ IEZR 5|2l OpenSearch BRSS E BT K OpenSearch BRS E 5| & o

Index rotation

R R B OpenSearch RFFRSIUAREEINE, WMRBHT KRG | Firehose M8 N
R R A B R INBIIE BN RS BMH BT, BXEZELR |, HSH OpenSearch fRS B -8
REI R,

FF##EZR 512 OpenSearch BRZER AT AR OpenSearch REEEHEMH. N T
Elasticsearch 7. OpenSearch x # 1.x , MR ReeE— 1 KE, MRLZHNEBEHME
HWMERSIIEEHMERE | Firehose FFEZETHIHRE IR,

3¢ F Elasticsearch 7.x , EF L FERE =,

Retry duration

ME BN IRS EEHNREIERKMY |, Firehose EIRXHIIFELRTE (0—7200 % )
OpenSearch Firehose # 5 7H#EiR—X , EXEHFLENELE R, NREFEHISFLMNER
BN O0(F)#, Firehose T2ERS|FEREIMINER,

DocumentID &

BRREXH ID 5%, XM EE Firehose £ YA ID H OpenSearch BRSS 4 BT
X4 1D, RIREXH ID {ERT , Firehose £ I ID 2ERINIED, OpenSearch #EME A
RESERNXIE ID, AACXBHEAZSERE , SEAESMAAMEM | /£ OpenSearch
RSP EHEELHN CPU BRE , NTNIRE AL

B#s VPC iE$#Z

IR IEHK OpenSearch FRE B TFFAE VPC & | BFEA LD IEEZ VPCo EERER
7 £ Firehose ERZENRFZEH LEBFENEAN FRMFH, OpenSearchE A LAEAE
OpenSearch [RFFHERNZ LA, MREBEETENRELA , FEREMAHF OpenSearch
RFFELAHNHIE HTTPS &2, AL, ¥R OpenSearch RFEHNZ £ H A FRERE

ME. HRIAXNTZ LA OpensSearch Ay a3 H5ks




I 5%k Data Firehose FEANGIER

NELLE , FRELZLENALEIAN AT HTTPS R, BEXLZLAMNNEZESR |, E5H
Amazon VPC M #f i Z £ EHH N,

/A Important

EFE VPC HiEER BMEMBUIBEN Mt , FREMEFNPERBHEN R IP
Hht, MBEEFNAESETHANEE IP it | Firehose FTLERNFAE VPC HHIEK
BAMGIZESRNM ENI , HBERSFERR KK,

FEHXER
Firehosebuffer & & E & ANEE , RAEENEAZZEEENE, BNMNVENBNEPX
KPMHERSREEE TR
NIEH OpenSearch B KY#i% R TR 85

AN EE B ER OpenSearch TERRS EFHYIE TN,

BMAUNTZERNE :
OpenSearch TIRFBES

BHBREA T A —4AH OpenSearch TIRE 2 FESINAKIHT
%5

I IEFE 51 E OpenSearch LIRS EFE ST EAM OpenSearch TRE 22 E 5B o
B #r VPC E##

MR IEK OpenSearch TIRZEBBESNTHE VPC & | HFEALIH P IEEZ VPCo RETE
8% E Firehose LA RN TTRFB|ES RIEBEFEBNEAN FMIF4H, OpenSearch

/A Important
EFE VPC HiEEm BiMEMMBIBEN FMET |, FHEMEFNEEEBRENRST IP
Hht, MBEEFNAESETHANRE IP it , Firehose FTLERNFAE VPC HHIHK
FEEBANESRM ENI , 3 BEHNERR KM,

FIEH OpenSearch B B3t % 2 T AR S 85 19


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules

I 5%k Data Firehose FEANGIER

Retry duration

WRNENTRSB/ESNREIERKM , Firehose BRI FFEATE (0—7200% ) .
OpenSearch Firehose # 5 7H#EiR—X , EXEHFLENELSE R, NREFEHISFLMNER
BN O0(F)#, Firehose FT2ERS|FEREIMNER,

ZHXER

Firehosebuffer 2 % & FEANKIE , AEBNEGEIEEENE, BMRVNENBNEHRX
KPMHERBRSREE TR

% HTTP i RERNIEHY B #R

RENATERA HTTP im R EH B ARH LT,

/A Important
MREERE HTTP in[RUEN BAR , BEEHRR F - HTTP I S &2 S iE RS AE HH 3
AR 1TIR1E

- RETIFERNE:
HTTP iR Q& ( Wik )

N HTTP mRIEE—1MNAFPREFNEM. Hla , My HTTP Endpoint Destination.
HTTP iw =< URL
BRUTHRIEE HTTP i URL : https://xyz.httpendpoint.com, URL 212
HTTPS URL,
HRIZA (A )

BRARKMBEERIARZHE (NRFE ) , MERBM Firehose [ Him [EBEIE,
NESE IS

ERFERREFBHR2A , FirehosefE AR RIBRELRIERNIEN, &EF GZIP HEA , R
BRIZRABERNNBRRE.,

% HTTP W REREH B AR 20



I 5%k Data Firehose FEANGIER

Retry duration
JE5E Firehose Eif FEM HTTP i M & M BUR M H K

RIEBIESS , Firehose BASEFRE HTTP w2 IA, MR LXEERREIAKRERIAES R
BN 23k |, Firehose £ Ba1 EiXFLELnTRITTHEE, SHAWER , EERSENBERHS, 2
Ja , Firehose I\NXZHIEZRBAN , HHHEZ D FEH Amazon S3 FERT,

B Firehose [ HTTP is RRIZHEN ( TRRVRZHERER ) , eWMLEFBIHIN
BE T BERHEE HTTP IR HIA,

BIEE R KEIR |, Firehose MAEFFHEIA , EFWREIATETBINEatE, MRBINE
H'J‘ Firehose FHBEERX T HBFERELEARRNH, MEERRNE , SRBRERAEE
2, BEFWRmIAREEERA RS EH,
WMRERFHE Firehose B RIEHIE , HFILEREN 0,
S (Hik)

Firehose EE/1  HTTP A AHEEEX LR EXN ., XLESHAT AT BEIRFIFA L B IR,
SRR

Firehosebuffer 2% & HFEANKIE , AEBNEGZEIEEENE, BMRVENBNEHRX
KPMHERBRSREE TR

/A Important

XF HTTP LT KRB#R , MREE CloudWatch B EHF EI5R B B iRim<[H 413 N
BRI , FREARR ENEFRRIADHER.

1%£4% Datadog 1EN #2RY B #7

KIT B T A Datadog 1EH BIRRIED, B>k Datadog WEZEE. , S H https://
docs.datadoghqg.com/integrations/amazon_web_services/,

RETIFERWE :

1%$#% Datadog R &K B #R 21


https://docs.datadoghq.com/integrations/amazon_web_services/
https://docs.datadoghq.com/integrations/amazon_web_services/

I 5%k Data Firehose FEANGIER

HTTP i< URL

MTHRREU TR A ERE HTTP 5= URL :
« Datadog A& - US1
« Datadog A& - US5
 Datadog A& - EU
 Datadog A& - GOV
- Datadog $E#% - US
- Datadog $E#x - EU
API Z4

BX R Datadog JREX /2 F M Firehose [iZis & MBI ERN APl 41,
NAwB

EREREKEBIBIR28] , Firehoseff AN BRI RERBEROIE, EFE GZIP HER , A
BRIZBERONBTED.

Retry duration
$57E Firehose ERXEEEMN HTTP i M A X BRIBH N A KE.

REMIEG , Firehose BEZERE HTTP oL, MR REEZHEIARERIABA AT
Bl R 23X |, Firehose Fﬁ]iﬁtﬁﬁﬂ'ﬂﬂi‘l‘%&%ﬁo CEAMER  EFEHXFERRESH, 2
J& , Firehose IN\AX REIEEA R AN , HHBIER B A Amazon S3 FHEMEH,

B Firehose [ HTTP is R RIEHEN ( TRRVRZHERER ) , eWMLEFBIHIN
BRI BERHEE HTTP iR HIA,

EMEERAR KM | Firchose PAZHRIA , BRUIBURSHBABNENE, NRBUAE
7, Firehose FREER U HUEFRBEANKNE, NREHREE , CHBREAHEE
Z2E , ENNIBARAEERNEDIN,

WMRERFHE Firehose B RIEHIE , HFILEREN 0,
S (Wik)

Firehose T8/  HTTP A AHEEEX LR EXN ., XLESHATLAFBEIRFIFA L B IR,

1%$#% Datadog R &K B #R 22



I 5%k Data Firehose FEANGIER

ZHRT

Firehosebuffer 2 % EHFEANKIE , AEBNEGEIEEENE, BMRVENBNEHRX
KPMHERSREE o

i%£3# Honeycomb Y #& 1Y B ¥R

I B T A Honeycomb ¥ B #RHIETT, HX Honeycomb WEZ{EE. , S5 https:/
docs.honeycomb.io/ getting-data-in /metrics//aws-cloudwatch-metrics,

RUETIFERNE :
Honeycomb Kinesis i &

BT RIBEE HTTP i H8 URL : https://api.honeycomb.io/1/kinesis_events/{{dataset}}
AP| #48

Bt % Honeycomb JREL/iFM Firehose [8iZis 2 & MEIEFTEM APl 247,
NAwB

EFBEREET BFR 2, Firehoseff AN BRIBRERBIBERNWIEL, EEF GZIP LG AER
HNAEB, X2 Honeycomb B FREVHEE LN,

Retry duration
$57E Firehose ERXEEEMN HTTP i M A X BRIBH N KE.,

KIEBIEG , Firehose BASEEFRAE HTTP iInf BN, MR LK EEIRRBEIAKRERINBR A
BIRZIX | Firehose 2Bz ERXFEM A ITHEE. SRHAMER | BEREHXFENEEH, 2
J& , Firehose IN\AX REIEEZ R AN , HHBIER KB Amazon S3 FHEMEH,

B Firehose [ HTTP is RRIEHEN ( TRRVRZHERER ) , eWMLEFBIHIN
BRI BERHEE HTTP iR HEIA,

EVEE IR | Firchose MAZHWI , BRRHBUDS TR NN, DRBIAB
7, Firshose SHEE R BBHRELEHRNE, NREHRNE , CHBRELAES
7, ERREBUSREE A,

WMRERFHE Firehose B RIEHIE , HFILEREN 0,

%% Honeycomb E5 & B #5 23



https://docs.honeycomb.io/getting-data-in/metrics/aws-cloudwatch-metrics/
https://docs.honeycomb.io/getting-data-in/metrics/aws-cloudwatch-metrics/
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S (Hik)

Firehose &8/ HTTP HAHHT X LR EN . XLESH AR BIFALL B Fr,
ZPRR

Firehosebuffer 2% & HFEANKIE , AEBNEGEIEEENE, BMRVENBNEHRX
KPMHERSREE R
1%3% Coralogix fER &89 B #x

ARITSTB T A Coralogix 67 BFrMiETl, Hx Coralogix WEZEE , i§Z# https:/

coralogix.com/integrations/aws-firehose,

- RHETIIFERNE :
HTTP #% R URL

MTHEERH L TEBRIERE HTTP i< URL :
» Coralogix - US
» Coralogix - SINGAPORE
» Coralogix - IRELAND
» Coralogix - INDIA
» Coralogix - STOCKHOLM
HEEH

BX & Coralogix 3REL /1 M Firehose [6]1Z%im 2 A& BB EH 4R

B 4w
EFBERRERBFR2HE , Firehoseff AN BRRIERERIBERNVIEN, EF GZIP LA AER
HNAEB. X2 Coralogix BRI HEELIN,

Retry duration

}8§E Firehose EiR[MIEEM HTTP i R KIEFIEN N EKE,

RIEBIESS , Firehose BASEFRE HTTP Iw 2 IA, MRLXEERREIAKRERIAES R
BN 23k |, Firehose 2Bz EiXIFLTHITTHEE, SHAWER , EERSENBERIHS, 2
Ja , Firehose I\ N X ZHIERBAN , HHHEZ D FEH Amazon S3 FERE,

1%4% Coralogix £ &89 B 45 >a


https://coralogix.com/integrations/aws-firehose
https://coralogix.com/integrations/aws-firehose

U 5% Data Firehose FERARER
B3 Firehose [@ HTTP In R A EHIEN ( TIERAIARZHRERER ) , cHXEFBHIHIA
BT HES HTTP IR I,

EMEE R EH |, Firehose MAEFFHIA , EEIWEITEIASEZBIAEREE. MRAEIAE
Y , Firehose HHEERXITHEFEPEREELERI RN E., MREFRRNE , eNEBRERHES
ZZ2E , BEEIWEIAIASEE =6t E 22,
MRIBFFHE Firehose EIRRKELKIE , BFHLHERENRN 0.

S (k)

Firechose &8 HTTP AAFTHISXLEREN, XLESEH AR BRI AL B 7,
- applicationName : 21T Data Firehose HJ¥f 35
« subsystemName : Data Firehose £ & i
- computerName : IEFEERAMZ BRI B
ZHRR

Firehosebuffer 2% & FEANKIE , AEBNEGEIEEEN, BRVENBNEHRX
KPMERFREE TR

i£$# Dynatrace fE &Y B #R

AT NAT A Dynatrace fER BRIk, M THREZER |, S https://www.dynatrace.com/
support/help/technology-support/cloud-platforms/ amazon-web-services /integrations//cloudwatch-

metric-streams.

- RHETIIFERNE :
HTTP #% R URL

MTH & Gi%E HTTP ¥% & URL ( Dynatrace US, Dynatrace EU = Dynatrace Global )
API T &
£ XM Firehose 1 i iEFTE M Dynatrace APl i, MTHESER , B2 https:/
www.dynatrace.com/support/help/dynatrace-api/basics/dynatrace-api-authentication/,
API URL

214 Dynatrace ¥FEH APl URL,

138 Dynatrace fE 289 B #x 25


https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
https://www.dynatrace.com/support/help/dynatrace-api/basics/dynatrace-api-authentication/
https://www.dynatrace.com/support/help/dynatrace-api/basics/dynatrace-api-authentication/

I 5%k Data Firehose FEANGIER

SES IS

HERFERREFBFRZA , Firehoseff AR RIBRELRFE RN IEN, &EEFE GZIP HEA , R
BRIZRAERNANRRE,

Retry duration
$57E Firehose ERXEEEMN HTTP i M A X BRIBH N A KE.

KIEBIEG | Firehose BASEFRA HTTP iIn BN, MR LK EE RSB IAKRERINBR A
BIRZIX | Firehose 2Bz ERXFEMN A ITHEE. SRHFAMER | BEEHXFENEEH, 2
J& , Firehose IN\AX REIEEZ R AN , HHBIER B A Amazon S3 FHEMEH,

B Firehose [ HTTP is RRIZHERN ( TRRVRZHERER ) , eWMLEFBIHIN
BRI BERHEE HTTP IR,

BIEE RN KEIR |, Firehose MAEFFHEIA , EFWREIASETBINEatE, MRBINE
BY , Firehose HHEERXITHFZPRELARRIE. NRERREE , CRBRAEAHEE
%2, ERRIBIASBEE R E SR8,

WMRERFHE Firehose B RIEHIE , HFILEREN 0,
S (Wik)

Firehose TS/  HTTP A AHEEEXLRBEXN ., XLESHATLAFBEIRFIFA L B IR,
SRR

Firehosebuffer 2 £ & & ANBIE  AGENEAZEEEEN, BRUENBUEHX
KOERFRMEE TR,
IEE IR LogicMonitor B By its

RE D N BHF LogicMonitor A TEE BFrEET, RTHREZER |, ESH hitps:/
www.logicmonitor.com,

RETIFERNE :
HTTP i< URL

BT HERIEE HTTP S A URL : https://ACCOUNT.logicmonitor.com,

%R LogicMonitor B 8t 26



https://www.logicmonitor.com
https://www.logicmonitor.com

I 5%k Data Firehose FEANGIER

AP| 4R

BB FR LogicMonitor SAZREL S iF M Firehose [)i% i =& M IEFTER APl 2248,
MRS

ERFERREFBFRZA , Firehoseff A RRIBRELRFE RN IEN, &EEFE GZIP HEA , R
BRIZRAERNANBRRE.,

Retry duration
$57E Firehose ERXEEEMN HTTP i M A X BRIBH N A KE.

RIEBIESS , Firehose BASEFRE HTTP w2 IA, MRLXEERREIAKRERIAES R
BN 23k |, Firehose 2Bz EiXIFLRTHITTHEE, SHAWER , EERSENBERIHS, 2
Ja , Firehose I\ NXZHIERBAMN , HHHEZ D FEH Amazon S3 FERE,

#3 Firehose [ HTTP in R RIEEIER ( TRRVIRZRHERER ) , eHLEMBEIHIA
BRI RERASFE HTTP *”‘,QE’JTIEL}\O

EMEERAR RIS | Firchose PAZHRIA , BRUIBURGHBABNENE. NRBUAE
. Frohose FRE B HHH R EEENAR, NRARATH , CHEXEANEE
Z2E , ENRIBARAEERNEDIN,

WMRERFHE Firehose B RIEHIE , HFILEREN 0,
S (Wik)

Firehose T8/  HTTP AAHEEEX LR EX ., XLESHATLAFBEIRFIFA L B 7,
SRR

Firehosebuffer 2 % & HFEANKIE , AEBNEGZEIEEENE, BRVENBNEHRX
KPMHERSREE TR

1%£3F Logz.io tENEH B ¥R

RINETERA Logz.io EN BIRMIET. MTMEZEE , BS M https://logz.iol,

® Note
BOM (K= ) #X |, % Logz.io FER L S#EHE FirehoseDestination,

1%$% Logz.io fEN &K B 5 27



https://logz.io/

I 5%k Data Firehose FEANGIER

RETIFERWNE :
HTTP i< URL

BUTHRRIEE HTTP IS URL : https://listener-aws-metrics-stream-
<region>.logz.io/, N , https://listener-aws-metrics-stream-
us.logz.io/. URL #%i@ HTTPS URL,

ARSI
HERFERREFIBFRZA , Firehoseff A ARRIBRELRIFE RN IEN, &EEFE GZIP HEA , R
ERIZRBERNABRD,

Retry duration

}§7E Firehose Eif [ Logz.io X EBEH A KE,

KEBHESS |, Firehose BEEEFRKE HTTP IR BEIA. WRXEHRITHIAREBIAER T
BN E)3% |, Firehose £ B EiRIFLENAITHER. SHAWER , EERSENEEH, 2
J& , Firehose I\AXRHIEE R AN , HHBIER K REN Amazon S3 FEEH,

8 Firehose [@ HTTP i R RIEEHIER ( TRRYVIRZRHERER ) , eH2EMBEIHIA
BRI BERHEE HTTP IR,

BVEE I KEIM |, Firehose MAZHWIA , BERIBUDS IR INENIE, NRHINE
5 , Firehose HHEE R BB REEEHRNE, NPEHRNE , CHBRELHES
BB | BRI EE AR D,

MBLTHE Firehose EiXZEKE , HHUERES 0,

S8 (Tik )

Firehose & HTTP AR HMISXLEREN . XESHATUFEB SRR MALKB .
ZHRR

Firehosebuffer £ %t & FEANKIE , AEBNEKRZIEEENE, BMRUNENBNEHRX
KPMHERFREE R

1% Logz.io ER B B4R 28



I 5%k Data Firehose FEANGIER

i%£3% MongoDB Cloud 1 &8 B #5

I B T A MongoDB Cloud fE8 BARIVIET. M TMEZEE |, S hitps://
www.mongodb.com,

RUTIFEMNE :
MongoDB Realm webhook URL
B THRIEE HTTP IS K URL : https://webhooks.mongodb-realm.com., URL #

= HTTPS URL,
API| 4R

BX % MongoDB Cloud 3REUS FIM Firehose [6Z % & W EIEFTEMN APl 48,

A YmiE
SR AIEZBHRZ 8 , Firehose AN ARIBRERIFRNVIEN, %F GZIP REAR , MU
BERIZERBERNNEHRB,

Retry duration
}EE Firehose ZZKINAANERMEENE = FREBRERE,

RIEBIESS , Firehose BAEZEEFRE HTTP AN, NMRXEERREIARERIABTET
BIA ZEIX |, Firehose 2Bz ERXFLEM B ITHEE. SHAMER B EHXFENBEIH, 2
J& , Firehose INAX REIEE M AN , HIHHBIER B RER Amazon S3 FEEH,

8 Firehose [@ HTTP i R RIEEHIER ( TRRVIRZRERER ) , eH2EMBIHIA
BE I HER HEFSF HTTP Im KA,

ENEE A rt K , Firehose MAFEFHIA , ERWRIASE R HEIAER TR, WREBIAE
B} , Firehose MR EEZEIRITHEEFRAEERRNE, MRERRE , eEBXERAHEES
ZiZE , BERWRBmIASEEE S E SR,
WMRIEFRHEE Firehose B KIEE |, B FHEEIRERN 0,

EHRR
Firehosebuffer 2 £ EHEANERE K ARBGHEEAZIEEENM, BMRUENBNEAHNKX
KPMHERFSEREE R

%42 MongoDB Cloud /£ #&#9 B #5 29



https://www.mongodb.com
https://www.mongodb.com

U 5% Data Firehose FRARIER
B (Wi )
Firehose &8/ HTTP HAHHT S X LR EX . XLESH AR BIFALL B Fr,

£ New Relic E N &K B #R
AFNBT A New Relic fER BFrEVIET, RMTHEZFE L |, S H https://newrelic.com,

RETIFERWE :
HTTP i< URL

MTH BT ETHERE HTTP 35 R URL
« New Relic H& - US
 New Relic §#r - US
 New Relic $§#x - EU
API| Z4A
£ New Relic One Account IR B A TJIER4R (40 NERWHAHFZR/E ) . EFEAM
Firehose Mizin /I REIE , FELL APl &4,
NAE G
EFERKIAZB#R2A0 , FirehoseE AN B RmIDKESRERNIEN, %EF GZIP HER , U
ERIZERBERNNERB,

Retry duration
}§7E Firehose Eif [ New Relic HTTP s 2 A X BB BT B KE,

KIEBIESS , Firehose BAEEXRE HTTP I HIA, MR AXEERITBIAKREBIAES B
BN E)3% |, Firehose 2B ERIFLIN AT, SHAWER , EERBFENEEH, 2
J& , Firehose I\ A IX REITFEEA R AW , HEHIER 0 FEH Amazon S3 FHAEF,

#3 Firehose [ HTTP in R RIEEIER ( TRRVIRZRHERER ) , eHLEMBEIHHIA
BRI RERASFE HTTP *”‘,QE’JTIEL}\O

BIEE R <EIH |, Firehose MEFFHIN | EFWIBINSOR R EINER TR, MRBIAE
B} , Firehose MAEERX TP REEERRTE., MRERRNE , eHBEREHAHAEES
ZEE , BN EIASEE SR EE M,

1% New Relic fE 7 &8 B #x 30


https://newrelic.com

I 5%k Data Firehose FEANGIER
MRIBFHLE Firehose BEiIR KIEHIE , HFHERERN 0.
S8 (k)

Firehose EE/1  HTTP A AHEHEEX LB EXN ., XLESHATLAFBEIRFIFA L B IR,
SRR

Firehosebuffer 2 % & HFEANKIE , AEBNEGEIEEENE, BMRVNENBNEHRX
KPMHERBRSREE TR

IEEEWENENE NI

RN EFF Snowflake AT B Yt B9,
EERE

RETIIFRNE :

ETIKS Mk

& E Snowflake A XK Mk, BxaiEEKF RutELS | i5S 5 Snowflake XX
4o g : xy12345.us-east-1.aws.snowflakecomputing.com, EEE , FEBIEER
A% , MY (https://) R EEH .

AFEZx

BER T MEHIESN Snowflake AF . BHRA P ERFEIERAZ Snowflake &H,
EFH
EBEHATES Snowflake #ITEHRBIFNZFANNAF . BERFLFXA PKCS8 &K, &
7% PEM M EMTTBEMER RSN — 3 9. MRERBHE D HZ1T , B BRIRITR,
Passphrase (%3)
ZEATELRANZNEEIGE. WRBARNE  WFRFREZ, BXEER , BSHEEA
RN F I M ZR4A R,
ACEE

EFAERIA Snowflake A — WMRIER LI |, Firehose FALFHEMABRIERERLSA
Snowflake, BRIZFBRIABEEMBEIE, FREAMRINALCEICHEER A Z Snowflake FRH,

ERERAENENE R 31


https://docs.snowflake.com/en/user-guide/admin-account-identifier
https://docs.snowflake.com/en/user-guide/admin-account-identifier
https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation
https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation

I 53# Data Firehose

& A RIS
5 BE X Snowflake A — i AR EIE INE E Snowflake FAETH Firehose EFHIEERINE
T’E’ﬁ @'O

Snowflake £ 3%

‘WA ‘BB DI,
#./ VPCE ID ( 3% )

Firehose 5 Snowflake A N iE1Z# VPCE ID, HiE#&3 8 com.amazonaws.vpce, [#
#] .vpce-svc-[id]#BXEZEE , SR Amazon PrivateLink & Snow flake

BEEERE

E{FF Snowflake ¥EN FirehoseDelivery EEH BBt | IRATIEEU TRE :

« Snowflake ##EE — Snowflake FHIFTE B EREEHRES,

* Snowflake £t — BNMYEEH — MRS NRUAK , IERHWRBFEENR ( HlmxM0N
) B SA

« Snowflake & — Snowflake FIVFTEBRRBEHFHERRBERT , E2 B LEW N HIFMITHE
A
I&HY Snowflake ZkBYERIE DN ELIE TN

- £/ JSON 8#1EH3I&
- EAZEZ
- ARSR-ERPEEIR , REBELSTMEEZRP,
- TREFIR (TR ) -ERPEESR , HPLAMBTHEE S

£ Splunk 1 B ¥

RE DI BEER Splunk 5 B AREVIED,

® Note

Firehose [EELE T Classic AN AEF AEHIGEZH Splunk EFRHHKIE,

1%$E Splunk B B #x 32


https://docs.snowflake.com/en/user-guide/admin-security-privatelink

I 5%k Data Firehose FEANGIER

RHT5FRAVE :
Splunk cluster endpoint

ERELXHTR , SR Splunk X RBELE Amazon Kinesis Firehose LA E3E &% El
Splunk &,
Splunk endpoint type

ERZBHBERT , i5i%E Raw endpoint., MREMEA Amazon Lambda Lt B IRHIBIE |
DEREHREFHEELZZTREMNEKE |, HiEE Event endpoint, BXREFEANLIRT
RMEER | HS Splunk X HFRELE Amazon Kinesis Firehose LA E3E %% 2 Splunk F
L

Eo

Ve ANy

EiRE T LAM Firehose ZWEIEH Splunk KiwT R , 521 Splunk X4 E A T 5 #
Kinesis Firehose # Splunk IEHHN ZEMNEEMIR, REEN ZEZRRIZEL T KM
Splunk SRERFI G 18 , HELARMZ S,

HEC acknowledgement timeout

fEXE Firehose &k B Splunk WESIBWINFEEZKATE, R Splunk E3A EI AT AY 8] 2 8
SRBRIEWIA , Firehose 2 HMN N BEE M AW, RS , Firehose EAFHKE , ELAFHK
FEZ B EEN Amazon S3 FiER , EABUR TR BN EiX St E1E,

Retry duration
$§ 7 Firehose Eif [ Splunk KIEBIBHIASEKE,

REBIRG |, Firehose B &% 1 Splunk B8N, MR XA IRRIE IR IR AT BT E K
B3k | Firehose 2 B EiRIFLET AT, SHTAHMER , EFERELETREEH, 2
J& , Firehose INAX REIEEA M AN , HHBIER K REH Amazon S3 FHEMEH,

B % Firehose @ Splunk XZEHIE ( TR RVRZHRERER ) it , CESEFH B HEIAER
1T 8BS H %45 Splunk BYEEIA,

BIEE R EIH |, Firehose MEFFHIN | EFWRIBINSOE R INERBTE. MRBIAE
BY , Firehose MAEE R ITHBRPREEERRIE. MRERRENE , eHERERAAEES
ZZ% , EFWIBEIASEEEREEEH,

MRIELHE Firehose BEiIRKEIE , B HEEIRERN 0.

&3 Splunk 4B B4R 33



http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview

I 5%k Data Firehose FEANGIER

i%£3% Splunk Observability Cloud YE3 {&#Y B #%

AFN AT A Splunk Observability Cloud 4E7 BAR#IET, M TMESELR |, S H https:/
docs.splunk.com/observability/en/gdi/ get-data-in /connect/aws/aws-apiconfig.html # connect-to-aws-
using the-splunk-observability-cloud-api.

RETIIFERE :

RS URL
& A LATE Splunk Observability &1 & W Bl E 34> A LA>" KN BIERER KL , RE
Splunk Observability Cloud #9354 ##E#EL URL,

ey
M Splunk Observability #ZHl & “RE">“HRITE"F , EFEE INGEST EFCEE R Splunk
Observability 757 5 h&

NEHRmEB
EFBERRETBIRZH , Firehosef AN B RIBRERIERNVIEN, EF GZIP HEH , M
B RIZRERHNERE.

Retry duration

§XE Firehose B MEEMN HTTP s R IEBIBEBHN N RIKE,

RIEBIESS , Firehose BASEFRE HTTP Iw 2SN, MRLXEERREIAKRERIAES R
BN 23k |, Firehose 2 Ba1 EiXIFLEnTRITTHEE, SHAWER , EERFENBERHS, 2
Ja , Firehose I\NXZHIEZRBAN , HHHEZ D EEH Amazon S3 FERE,

# Firehose [ HTTP in R RIEEIER ( TRRVIRZRHERER ) , eHLEMBEIHHIA
BRI RERHASFEF HTTP *”‘,QE’JEQL}\O

BENEE XK H |, Firehose NEFEFHIA , BERRBITIASRAZFHIAER TR, WRBIAE
B} , Firehose B EEIRITHEFPREEERRIE, MREFRME , eNBAEAHES
ZZ2E , BEEIWEBIASREEEiR AR S 2,
MRIBFHLE Firehose BEiIR KIEHIE , HFHERERN 0.

S (W)

132 SplunkfObSerVesitty @


https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api

I 5%k Data Firehose FEANGIER

ZHRT

Firehosebuffer 2 % EHFEANKIE , AEBNEGEIEEENE, BMRVENBNEHRX
KPMHERSREE o

i%$¥ Sumo Logic EREH B #R

KITNE T HEA Sumo Logic 1EN BIRMIED. M THEZEER |, BSH hitps://

www.sumologic.com,

RETIFERNE :
HTTP i< URL

BUTHRRIEE HTTP im S8 URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. URL #4%i@ HTTPS URL,

AR
EFERRERBARZE , FirehoseF AN A RIBRERZIFERNVIEN, EF GZIP HEH , A
ERIZERBRNONERB,

Retry duration

$&%E Firehose Ei# [ Sumo Logic KX HIFEH atEKE,

KIEBIEG , Firehose BAEEEFRKE HTTP iIn BN, MR LK EE RSB IAKRERINBR A
BIRZEIX | Firehose 2B ERXFEM B ITHEE. SRHAMER | BEIEHXFENEEH, 2
J& , Firehose INAX REIEEA W AN , HIHBIER K REH Amazon S3 FHEMEH,

B Firehose @ HTTP is R RIEHEN ( FERIRZHERER ) , eWMLEFBIHIA
BT AFE HTTP I ]I,

BIEE R EH |, Firehose MEFFHIN | EFWRIBINSOE R INERBTE. MRBIAE
BY , Firehose MAEE R ITHBRPREEERRIE. MRERRENE , eHERERAAEES
ZZ% , EFWIBEIASEEERNEEEH,

MRIELRHE Firehose BEiIRKEIE , B HEEIRERN 0.

i%3% Sumo Logic 1ER & B #R 35


https://www.sumologic.com
https://www.sumologic.com

I 5%k Data Firehose FEANGIER

S (Hik)

Firehose EE/1  HTTP A AHEHEEX LB EXN ., XLESHATLAFBEIRFIFA L B IR,
SRR

Firehosebuffer £ 5%t & EANKIE , ARBNEEZZEIIEEB WM, Elastic B MR ILE F
X KX/DRARSREE TR
1%#% Elastic fE R &K B R

AN BT A Elastic YERN B FRAVIZIN,

RETIFZENE :
Elastic # = URL

BLUAT#IEE HTTP Iw =8 URL : https://<cluster-
id>.es.<region>.aws.elastic-cloud.com, URL #4412 HTTPS URL,

API| 4R

BEX R Elastic BRSSZBITIRELLFM Firehose M H RS A MEBIBFIERN APl 248,
WA R

ERBERREBIBFRZHA |, Firehoseff AN B RIGKELRERNIEN, 1EF GZIP ( BRIAERE )
HEA , LER/ERBERNABTRD,

Retry duration
}8 7 Firehose Ei[@ Elastic ZEEIBENTEIKE,

KIEBIEG , Firehose BAEEEFRKE HTTP iIn BN, MR X EE RSB IAKRERINBR
BIRZEIX | Firehose 2Bz ERXFEM B ITHEE. SRHAMER | BEIEHXFENEEH, 2
J& , Firehose INAX REIEEA M AN , HHBIER K REH Amazon S3 FHEMEH,

B Firehose [ HTTP is R REHEN ( FERVRZHERER ) , eWMLEFBIHIA
BT AFE HTTP I ]I,

1%3% Elastic 9 &8 B4R 36



I 5%k Data Firehose FEANGIER

EMEERAR RIS | Firchose PAZHRIA , BRUIBURSHBABNENE. NRBAE
7, Firehose FBEER U UEFRBEARKNE, NREHREE , CHBREAHEE
Z2E , ENNIBARAEERNEDIN,

WMRERFHE Firehose B RIEHIE , HFILEREN 0,
S (Wik)

Firehose TS/  HTTP A AHEEEX LR EX ., XLESHATLAFBEIRFIFA L B IR,
SRR

Firehosebuffer £ 5% & FE ANKIE , ARBNEEKZERIEEB WM, Elastic B ILE F
XK/ H 1MiB,

2 NELRIRE
REBANEBWMAA Firehose EFEERZR P NESRIRE.,
ZMRE

Amazon Data Firehose £ Amazon S3 k&% Eid BEEREFTE B M EBESINZ 40 RN
R EE,

/A Important

REYYRM Firehose EEM FIEE Direct PUT = Kinesis Data Streams B , X & & %1%
B,

MREEEFETLUTEDZ— , MTEELA Firehose EBIEE S3 R10RE :

- MRIEFF Amazon S3 RE RN LFEIE Firehose A B Mtth | FHiXZFIEE Lam Amazon bda BIEK
RERBIFILR , RBERRRERRABIEICFIER,

« WMRERF Amazon Redshift i% & I L B dE Firehose il B B ith , HiERIEE Lambda BE
Amazonk IR BIEILF,

o MBRFUTEMIRSFIZRE R Firehose BRI B s : IS OpenSearch ik
% . Datadog. Dynatrace, HTTP Endpoint, MongoDB Cloud, New Relic, Splunk 2 Sumo
Logic. LogicMonitor

EORNERRE 37



I 5%k Data Firehose FEANGIER

LA 248 Amazon Data Firehose £ 5N 4 iRE :

« Amazon S3 FHRIZRKZM : MRBEEFEHN BEFR2 S3 5 Amazon Redshift , Mg B RIEZ
BRARBEZOERNEZA, URFEMAEMIIFNIRS ( S3 3 Amazon Redshift Bt ) RE RN
FBIEBEWER , W REETEREZMNITERBELERNE A RMNEKE,

« S3 ZFPE#EHE-1X 2 Amazon Data Firehose & 17 &M BB/ S3 176518,

« S3 R EMFEETLR-X 2 Amazon Data Firehose % 13 12K BB # 51 4%,

- SIRMDEFHEBERBEINE : AERAMNBERZHEL S3 FRMBERHEHITERT.

- ATRANEHRXIER, EHRMIMEZE—Amazon Data Firehose £ Amazon S3 RZ R E=itE
EEEFTIE B B PR B BB RN Z 10 K M A Bk e, Amazon Data Firehose 1E34& ARV BITER 1
(Z17) BLE# S3 2N EBITE R, BULUEER 1—128 HE X K/ MiBs #1 60—900 'Y
ZHERE, THEHRGSMAER Amazon S3 HITHIEEARMMVIRE, MREBBRAKERGR , MEF
[E] FE 4% M Amazon Data Firehose W IR /5 R B3E 2@ Amazon S3 EZiEREtE —E&EA. W
R @ BN EBIEEE T B A Firehose fHIZIE , Amazon Data Firehose £z 2538 & X K /)
DL, WRERBTHREMERIEEREZEE B R

« S3 E4——%# GZIP, Snappy. Zip 3 %A Hadoop #9 Snappy BIEESR , REFTHITHEE
48, Snappy. Zip Ml Hadoop F&RZ&EH Snappy E4E , F&A T L Amazon Redshift ¥E5 B #rfZ B #Y
&R

o S3INHY BEBHEN (T ) -N%LIEE Amazon S3 BEREFHBHINREEXHT BEERN. IREF
RUtThEE  MEEEN XS RENEEHRERNEIRD S3 EHIEE ( fili.parquet .9z ) MK
BIANXHT BB, ERALIEHTHERNERIRE S3 EHN , BHRREE 7T EBRHN GBS,
XU RBEXMUAR () FFk , FETUEEATWESR : 0-9a-z! -_* (). XHT BETREED
128 NFHFo

« Firehose 3% Amazon Key Management Service (SSE-KMS) B Amazon S3 fRE 85K 1% |
AT MELS# S3 ARFWEHIE. SRILUEREA B S3 FREBTIEENRIAMBERE | bl
R ERAEZHEENAMazon KMSEAFI RPN HAB TN, WREFEAZHAMBLEE , WATSLE
FAEIAAmazoniEEAmazon KMSE4H (aws/s3) RBFREZ. BEXEZEL , BSHAMKAESR
Amazon KMS £ EZ AR IRFE5im N2 ( SSE-KMS ) RiFEIE.

ERLE
LT 2448 Amazon Data Firehose £ % RN B RIZE :

- BR% 85U i ——Amazon Data Firehose Amazon &3 240 B Bk S Amazon (KMS) X #F Amazon
S3 fRFE/imNE , ATMELD® S3 FRNNEIE. EXEZEER , HSHAEAES Amazon
KMS fEEZ PR RS IR INE ( SSE-KMS ) RIFBIE.
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
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« fiRi12F-Amazon Data Firehose ie {5 B M FHXNE IR, N, BRKIERRSE , ©7
Lg% Lambda WA FFBEEMERKXFBE, CloudWatch BXEZER , BSHAEA
CloudWatch H&E %1% Amazon Data Firehoseo

/A Important

BARTR | BREZIEIIE LI Firehose E#EHAE /3 A Amazon Data Firehose f8i%18%. X
MECETBRELERLEBSARMAIABNERT , B R IRIFAE S,

o NXBRE—IE#EIE Firehose £ IAM A E3REX Firehose BIEFIENFTENIR, SRR LUEEGIE
—NEBIPEMENRBRNFAE® , i LL%ER R Amazon Data Firehose SIZ2HWINBE AR, ZAGH
F @ Firehose B FX & MRS IARINE | SIEEH S3 7M. Amazon KMS 48 ( MRBAT
BIEMZ ) Ml Lambda ¥ ( MRBRATHERR ) . BHATAMETLSUFNAR, BXESZE
B, BSRMT4LEIAM?,

o FRE WA LURIIRZERALR Amazon R, BRERA(AS FI42 & 17 8],

ERZONSRRES , BFEEENIER , RAFIER LR Firehos e B,

MY Firehose BEREEE R Z4TF “BI2” RASF WA, 7£ Firehose EBLT &3 REF , B FF
MM H FIEE [ B ZEBIE.

ZHRT

Amazon Data Firehose 2 AFHE AN RBBEBEAE —EXR/D ( BH KRN ) M—EEtE ( E7F0E
) AEBNEERXIEEEN, MREMEEG Amazon S3 RN K/ NREN X4 HIESHIELERN
AR , EEFE Firehose WAMIRRLUTH BFRERE  NEEFERASEFRET.

BRI ECIBFOERRAEER P AP NERER , HEEFABINRNEF X NNEHER, &
AP MB REMANE , BHhERUBDNEN, BR , MRENEDz—EEEH , BELAN S —
MRHME, BRENE—NEHFH 2K Firehose RNTHIE, MRERBEEZHE , NEARIAE.

& 7] LU Amazon Web Services Management Console, Amazon Command Line Interface=t 3%
#F % T ETEE Firehose ZHIRTR. AmazonX FIER , BOAFEREE A P REETISE
AP EFRESEARTE , FHEFESEAHINE, UpdateDestinationX FHEE , B UEH
#Hl B CreateDeliveryStreamAPI R AR TEHEN IR EEN —Hr. EREZHPX K,
& 1£CreateDeliveryStreamsl, UpdateDestinationAPI #J B #r4$EDestinationConfiguration®
#IntervalInSecondsHi&ESizeInMBsHl,

SRR 39


https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
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FRARER

® Note

RNTRERAGINER |, BRI AEASEHERIRR. YERNHEHEREE NSV
B} , Firehose F2EHHIE K MEE/LRHRNEZEBE, ENEFARTEXNRENEZH ,
BERENE , THEXHEBFRMW Firehose #HEZE HIR T,

® Note

HEERENZPatEERNT 60 BUIRHEERNILRN |, Firehose 23 S3 BIvERA TR L
2. BT S3 BV B LML , MREEENE et EBERNT 60 % , M&EFF S3 PUT AP

A SBFTE M,

BREMBENEHFRTEENMINE , TSR T

B PR iE

S3
Redshift

OpenSearch Tchk
Fen

OpenSearch
Splunk
Datadog
Coralogix
Dynatrace

Elastic

ZHXKN (LAMBARN ) (FESFARMIAE)

1-128 (5)
1-128 (5)

1-100 (5)

1-100 (5)
1-5 (5)
1-4 (4)
1-64 (6)
1-64 (5)

1

SR 28 45119 )
HFE (S AR
i)

0-900 (300)
0-900 (300)

0-900 (300)

0-900 (300)
0-60 (60)
0-900 (60)
0-900 (60)
0-900 (60)

0-900 (60)

ZHIRET
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BFRrMVIE ZHRXKN (LAMBAREN ) (FESHHARMIAE) IR E R A: -y
HE (FESPRIR
i)

Honeycomb 1-64 (15) 0-900 (60)

HTTP %= 1-64 (5) 0-900 (60)

LogicMonitor 1-64 (5) 0-900 (60)

BER 1-64 (5) 0-900 (60)

MongoDB 1-16 (5) 0-900 (60)

NewRelic 1-64 (5) 0-900 (60)

Sumolog 1-64 (1) 0-900 (60)

Splunk Observabi 1-64 (1) 0-900 (60)

lity Cloud
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& A RAIEHEN R 28 Firehose E1&

&AL E A Amazon Web Services Management Console 2EUE IR ZERBEIE, BH A EEN
NBEFBEITHA | FRGIHEZBAERK Firehose BEH, XERTEER B C BN HHEEN 7N
Firehose EEMNELE

THRELBTELN —NRE)
{"TICKER_SYMBOL":"QXZ","SECTOR" : "HEALTHCARE", "CHANGE": -@.05, "PRICE":84.51}

BAEE , H&W Firehose RABMEBIERN , 2WEWRER Amazon Data Firehose 2 A , {BE &£ KR
N RWEERZER, EFIEFAEXERR | B0 LIBER MZFH & & I REIBER.

AE

- HEREH

¥ Amazon S3 £ BAR#E AT

« ¥ Amazon Redshift #E3 B #rit 17015,

- f£/ OpenSearch BRFEN B Fait 1T
¥ Splunk E9 B #5891,

TR

EFHm2Bl , ERIZE— Firehose B, BXEZEER , 551 62 Firehose E%,

¥ Amazon S3 1E B #rt 1703
FRAUTSRERT DB E2EZ#RS (Amazon S3) 7 BFrKNR &K Firehose B,
AL S# S3 Wik Firehose Ei%

1. 148 https://console.aws.amazon.com/firehose/ , ¥]FF Kinesis Data Firehose 2| & .
2. i%&#E Firehose B,

3. EFERERBEHTUET , EEF R AIEERKRIER O] 4 R RO EREEIE,

4

RERFTLVHARIIRSEEFBEAME S3 F#F, FIE , REFEENETERE ,
FE/L7MEtE , INRIEERELNFHEED.

el
anp
(aTny
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https://console.amazonaws.cn/firehose/
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5. ENHTKE , BREFILELOXERBENAMEIE~EERTER,

¥ Amazon Redshift Y€ B #r3 170 iz
(B LT 5 AT D% Redshift #30 B 5K 4RE Firchose EiE.
£ AL T # Redshift JIli® Firehose E %

1. {RHY Firehose E#%%H LRI &% Redshift EEFH —NKR, B SQL #EOEEEE| Amazon
Redshift , HE{TU T EAUBIE—MEZ REABEH X,

create table firehose_test_table
(

TICKER_SYMBOL varchar(4),
SECTOR varchar(16),

CHANGE float,

PRICE float

)
2. A8 https://console.aws.amazon.com/firehose/ , ¥TFF Kinesis Data Firehose &l &
3. %32 Firehose E#%,
4. YR%E Firehose EREMN B FHAE S AEM#FIE firehose_test_tablefizk,
5. EFERAERBEHTMNRAT , ERFFHRFERBENTE K ROIRERBIHE,
6. RERELNHARIEFEENKECAIEHNEK, FEE , BEEAEE , JEEE/ L2
B, MITTREERELNRDP,
7. ENREAE , EREFLAOSERBENIFELE~EEAER,

8. Ym%E Firehose E#EM B FAERUIEM S — K&k,
( Wik ) MIBR firehose_test_table %,

©

£ OpenSearch BRS4EH B Fridt 170
FERUTSBR U 5% OpenSearch BRS 7 B FRKNZEH Firehose B,
FABRSNR Firehose IE1#% OpenSearch

1. 1518 https://console.aws.amazon.com/firehose/ , ¥ FF Kinesis Data Firehose 2§ &
2. %42 Firehose Ei%&,

J¥ Amazon Redshift #£5 B #rit 171z 43


https://docs.amazonaws.cn/redshift/latest/mgmt/connecting-to-cluster.html
https://docs.amazonaws.cn/redshift/latest/mgmt/connecting-to-cluster.html
https://console.amazonaws.cn/firehose/
https://console.amazonaws.cn/firehose/
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3. HEMERMETREERTNRAT , BRI R LEEREEN TERROIRERDHSE.

4. BRBRRELWHBARIIHREREEEETEN OpenSearch R EH. BXEZELR | 55H (I
i OpenSearch fRFF X&) FHITE OpenSearch BRFE 18 R X,

5. ENHTKE , BREFILELXERBENAMFIE~EERTEA,

£ Splunk E77 B FrEVN I
FERAUTESBRER Splunk £ B FRKNREH Firehose B,
£/ Splunk iz Firehose E#%

1. 151 https://console.aws.amazon.com/firehose/ , T FF Kinesis Data Firehose #2#|&
2. %% Firehose Ei%,

3. HEFERERBEHTURT , EFF AR KEREIER AT 4 5 R PR R AR,

4. RERBEEFHIEEAE Splunk &5|, Splunk FEREIERRA R

sourcetype="aws:firehose:json" fl index="name-of-your-splunk-index", B>

W1AFE Splunk FIERBHMEZEER , 1S Splunk XREHPRIEZF M.

MR R EIE R EHIELRD Splunk B5|H , HREEK AmazonS3 FHBFRE B XAKEH.
FESRABEREEE Splunk.

5. ESERMIEA , FiE#E Stop sending demo data LM IEF=4EERA A,

FF Splunk #E7 B FrEY i 44


https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-gsg-search.html
https://console.amazonaws.cn/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.amazonaws.cn/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
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[0 Firehose B #% & 1= 3R

BRI L EATEEENREHEIEXIZT Firehose 7t : BAIUERBRETF % T ESERA Kinesis #iE
7. Kinesis f$XE =R 5 ¥ 3E Firehose APl, Amazonf& 8] LA Amazon CloudWatch B &,

CloudWatch E# s Amazon loTEREREIR. WMREFEHFE Amazon Data Firehose , iETE R AR #E

FNEHBSMARIE, TLETLD#EHIE Firehose ?

(® Note

H 5 AmazonRSE Reem L T B — XK Firehose BB XRIEEEMNEH, WREERNTSE
CloudWatch BH#&. CloudWatch E4ELE B #5871 , B8 Firehose B1& R/ 1E T H I
Amazon loT , iHFRIEEH Firehose B R B SHEMRS TR — X8,

FH

« {#H Kinesis Data Streams B Al 5 Data Firehose

- AT I MSK EALS# Data Firehose

- £ Kinesis KEE AL Gk Data Firehose

- FRRHEFAIESE ALLD# Data Firehose Amazon
- A BEBEAN D Data Firehose CloudWatch

- FRHEHEALS# Data Firehose CloudWatch
 {£H Firehose E A Gk Data Firehose Amazon loT

£ Kinesis Data Streams B Al 5% Data Firehose

B LURF Amazon Kinesis Data Streams Bti& 7 [@ Firehose EfEXIEE R,

/A Important

MR Kinesis Producer Library ( KPL ) fFEIEE A Kinesis ZIER , WA AFERAREXRE
HEAiZ Kinesis BIERAV ISR, WMRERESEAIZBIERIERN Firehose ule’J*/ﬁ Amazon
Data Firehose £EFIEFAEE B iR oI EH#THRRAE, MREGERREE N HFIREK
=, Amazon Data Firehose S7EFIEFALIE Bz oI H#t TR E ., Amazon LambdaB 3k
EZER , HSRMEA Kinesis Bl & EF & Amazon Kinesis Data Streams SlEZ & MRS,

f£F Kinesis Data Streams B A

45


https://docs.amazonaws.cn/streams/latest/dev/developing-producers-with-kpl.html
https://docs.amazonaws.cn/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
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1. & FAmazon Web Services Management Console 3T FF Il & i# Data Firehose #2#1& , MitH
https://console.aws.amazon.com/firehose/,

2. 1EEBIE Firehose B, EEMARKERE L , AUTFEREME -

Firehose E#&& i

YREY Firehose EEH & #ro
R

&8 Kinesis JiKRELE £ A Kinesis BIERENBIERD Firehose fo AfE , BOJLAEH
Amazon Data Firehose B\ttt NEI B BIE R P IEEBIEH S E NS TN EH W ib,

EFEA Kinesis R RERNR , IBE Kinesis RIIKRAEFE—PINER , HIEBRFEUCIER
EI’J Kinesis ;&E/)Ibo ﬁUE%ﬁ'uw}: , lij:*m%ﬁ , J’)\Eﬁ' Kinesis /J|L§|J13§o ﬂuiz{@ﬁkiﬂlg‘;ﬁ ) ﬂ
£/ Filter by name &£ 5K,

® Note

WIRET Kinesis ZIERELE N Firehose 7AVRET |, T S#EHE Firehose MIg/ERFHEE
Ao PutRecord PutRecordBatchfZEXfER T , EFEHIIBARINBIVREY Firehose i
/| 5 EA Kinesis Data Streams #l##4E, PutRecord PutRecords

Amazon Data Firehose FF#8 MRV Kinesis LATEST EEM B iEEkIE, B X Kinesis Data
Streams VB E Z{E L. , GetShardlteratorif2 . Amazon Data Firehose ¥ 8N 5
A Kinesis Data Streams GetRecordsig#E— X,

AT LAME — Kinesis E#EHiEENZ A Firehose B, HAt Kinesis AR ( FHE ) LA
ME—NRHIEEL, X B1EM Firehose ERSHEMERENAREFNERBABIT A FHE
ERREIBRE, A THEZR , BNOITREHRARERF. BX Kinesis Data Streams FR#IHE
Z{ER , F2 5 Amazon Kinesis Streams R4,

3. 1%#F Next AUt EiZFHRAK IR TE,

FERT Z# MSK B AT 5% Data Firehose

O LU Amazon MSK BLiE A [a) Firehose EEXIEE R

f#H Amazon MSK B A 46


https://console.amazonaws.cn/firehose/
https://console.amazonaws.cn/firehose/
https://docs.amazonaws.cn/kinesis/latest/APIReference/API_GetShardIterator.html
https://docs.amazonaws.cn/kinesis/latest/APIReference/API_GetRecords.html
https://docs.amazonaws.cn/streams/latest/dev/service-sizes-and-limits.html
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1. & FAmazon Web Services Management Console 3T FF Il & i# Data Firehose #2#1& , MitH
https://console.aws.amazon.com/firehose/,

2. %&FBIE Firehose E#%,

EARHERERFRNBIRE2 , AATFRERE :
)

1%£# Amazon MSK kB E A 5 MSK 1E R BIRIRE Firehose o &0 LATE MSK &
EHM MSK TS EH B 1TIER, ARE , B LAMEA Amazon Data Firehose B ¥\ it )
SEM Amazon MSK EEMEBHIEEIIE , RABRTEMNFREEN S3 BirH,

BFrMVE

%R % S3 ¥ER Firehose EIEH B K,

EATTHNRRES S , AUATFRIZEHE

Amazon MSK & & iE i
BRIESWEHREE  EBRALESISRE (#HE ) ALELISRELET, 5|5 KERE Apache
Kafka BFim AREZEERNE S, 2855 EBRATM Amazon AZBLF AR , MFAESIS

REHFM Amazon RERAE ., H* Amazon MSK WEZ{E R , 55 Amazon Managed
Streaming for Apache Kafka,

EBIIESISREEEIMERTRS 2T Amazon MSK 8 | ZEFMLITHEREATHEE

Ko

o SRS TIEIRD.

o SRMIUR IAM ERHIBREH T EZ .

- AN IAM TS AR A% VPC B ERE,

o BHMEZERNNE T HRNRE , ZRBRTILDEBHHIE Firehose RS EHFALL
CreateVpcConnection # MSK API B9 BR,

EEN N B SREEZEITE Amazon MSK 8 , ZERMLTEZUTAHEER,

o SRS TIEIIRD.

o SRMIUR IAM ERHIBREH T EZ .

o SERMIARNTTEE,

f# A Amazon MSK EA 47


https://console.amazonaws.cn/firehose/
https://console.amazonaws.cn/firehose/
https://docs.amazonaws.cn/msk/latest/developerguide/what-is-msk.html
https://docs.amazonaws.cn/msk/latest/developerguide/what-is-msk.html
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Amazon MSK & &
NTFHENKFZS |, BFHEE Amazon MSK £&H ARN , #&# Firehose M A IEEV TR,

BREKFZR , E5H XREL D MSK BYEIK - B,

ES ]

EELEEEHTMNPIRIBIEN Apache Kafka B, €2 Firehose BE#EfG , N EEH
WEZ,

ETUEM Firehose ERRZHE D , AUTZRIBMHE -
Firehose E#E& i

FYREY Firehose E &S E & o

3. ETXR, BAUEREECEKERNCEBARRNTELSR. AXREZER , H5H CxER
Mg R,

£ Kinesis X E A 5 Data Firehose

Amazon Kinesis RIEZ— MUK Java HENARRF , AIMEASESI , BRI ANEREHFH
KIZE| Firehose, RESFEEIE—AXH , HEHBIELRIEXEEN Firehose BHIR. ZREERT
IMALE X kR, RESBENAMNER, eBRTHANTRE, RNMEEHNAXNISHE. E
RERTWMAIRA CloudWatch AR A E it IE R RIFA S B H N HH#THENKR. ETHRESZEER
#1518 awslabs/ amazon-kinesis-agent.

BRABRT , 2ETHRITH('\n'") DI X4FHIER. B2, BATNRRKEEEN DT ZTIER
(ESH KERBERE ).

SERBAEET Linux WARSSBREME (20 Web BRS58E5. BAESRSBHBNBEEFERS SR ) L2RBAE, %
ERER , BIEEERENXHMBIEN Firehose RERNEH#TRHE. BERER , E2FAMM
MU EREE , H AR HERIEET Firehose HHER,

E&
5

R

~

U

- BEMFURERERF

o

F

£ Amazon Data Firehose {RE# 1T B4 48


https://github.com/awslabs/amazon-kinesis-agent
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THARRRE
BEHEHNE

RERERE
BERZIMXHEEFERABASIR
155 A R FRAL IR 23R

RECLI &H

B R B R

FRF M

BHIRERSZ A2 Amazon Linux 2 Red Hat Enterprise Linux 7 =& & R4S,
RIE 2.0.0 FESKRAFEA JRE 1.8 FESRAEET. KE 1.1.x £ JRE 1.7 LESREIZIT,
WREMER Amazon EC2 iZ1TRE |, B3N EC2 £,

BIEERN IAM BB AmazoniE $ 45 E B 1T Amazon Data Firehose PutRecordBatchig #E#Y
PR, EEF BB IR KX BB/ Firehose Jio MRENRIEZ A CloudWatch 512 |, NEFEENIT
1 CloudWatch PutMetricDatai@EI R, BXEZEE |, ESHFEH Amazon Data Firehose
H 15 1R A PR M543 Kinesis RIBIZITIRR. F Amazon BY 5 1338 1F #1175 (A1 #5 & CloudWatch,

L

FERUTAE2 —EBEH Amazon Eilf :

BB ENEIREREF, BXEZEL , 55 the section called “BE L EIFREREF,
HIZBIFIEH EC2 £HIRIEEZ IAM B,

EHEENRER |, I8E Amazon FiE ( {55 ®the section called “REBE EiXE" T HHNEE R
awsAccessKeyId #l awsSecretAccessKey %&H ),

Y% /etc/sysconfig/aws-kinesis-agent LAUEELEH Amazon XiZH Amazon 18 Z4A,

MRER EC2 HBIL T FREHAmazonik FH |, iHEIE— IAM A& LRMEX Amazon
Data Firehose BRFHHRINR. FEEERENIEEZAE (SN Assume Learn
ldassumeRoleExternal ) » EA EIRFZZ— , REEHMK AP ENRET ZACKHAF

Amazon &Eif,

TR 49


https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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HE VKL RERERF

BHCIREENEIERMER , HEUTEREREFF Kinesis KERMHHE

KAM jar BRE - userDeflnedCredentlalsProv1der classname A
userDefinedCredentialsProvider.location, BXEXMNEEREN IR , FESHthe
section called “RIEFREIZE"

EQEEENETFRHER , FEX —EH AmazonCredentialsProvider O/ , T~ HIFT
To

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {
}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");
}

public void refresh() {
}

RYPE - M THESHVEEERE

Amazon SEHRARF A EARMEHMNZTIE, IRFEFUERUBFEAENEGEAPRRMT
MEL  BELAFEZFESATRFEENAE, SE  NMREFERUBRS (FER ) FUENE 1st
f# EV MBI BURF L 5 R R E R 22

THARERE

BT, EEIENNM, AXESER 'Lﬁ%lﬂlﬁﬁﬁﬂ: Linux S5I#Y Amazon EC2 A F {8 ERE
FEH RS, MREEEEMNER R , F5H GERT Linux EHIH Amazon EC2 A #EE) #F
BV R BIEERBHEE,

BTIX, BEAANTEE —ZERE,
« EM Amazon Linux FEEIRERE

BESMEIERERES 50


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
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5 3EMGE AT Amazon Linux 3561, AT HS :

sudo yum install -y aws-kinesis-agent

RIE 2.0.0 RESHRALZEERERS N Amazon Linux 2 (AL2 ) WiTEH L, KREBRAZEZR
% Java 1.8 RE SR, MREKRLEFTEMN Java ik , REZEEFNEZE, X Amazon
Linux 2 WEZEE , B2 https://aws.amazon.com/amazon-linux-2/,

* M Amazon S3 i FiR BN E

WHZENMNLTF AN FE#ELZENRE , RIbiER T Red Hat Enterprise Linux JA % Amazon Linux 2
Ehl, FRAUTHS TEARERFTRAHNRE 2.x.x :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

ERRBERFIHRE , FEFTHEERES, flH , ATHHHEEAE 2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

MRBFERANR Java 1.7 , BEREAHLE , WAL TEE Java 1.7 RBEMKE 1.xx, Hlal , ETHR
B116, aMEALTHES

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

AILAERU TGS FTHREMOAE 1.xx :

TEARERE o1


https://www.amazonaws.cn/amazon-linux-2/
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sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amznl.noarch.rpm

M GitHub repo i ERE

1. BHX , BRIECREFEN Java lRAEK , EAEURTFRERA,
2. M awslabs amazon-kinesis-agent GitHub /fZf&E T 8K HE,
3. SMETHEFHESITUTHRRZENRE .

sudo ./setup --install

« 1£ Docker AR BRI

Kinesis KRB A LUEBRSEHIEIT , LA LUEE amazonlinux B2 &EI1E1T. EHALT Dockerfile , &G
1z1T docker build.

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]

EEHEHNNE
WE B RE
1. I REREH (WREARAABERER , NBRAS 0 HHRRIT ) : /etc/aws-

kinesis/agent. json

EUHBEEXHS , EERBMNRRERBEN XY ("filePattern") URAREBERELZEABEN
Firehose fRFI B ("deliveryStream"), XHBER—fER , HEAREEB IR X HRR, B
MR ERIRE A 4R BH XA — R, REFA X402 BB R EZRER
WP LE 3T 4 R HIB BRFIR Y Firehose EEH ., MREW 62 4 S A S/ R BB E —
R, RENTEEBRX XL,
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https://github.com/awslabs/amazon-kinesis-agent
https://docs.amazonaws.cn/AmazonECR/latest/userguide/amazon_linux_container_image.html
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{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

ERIA Amazon X2 us-east-1, WMRFEANWRHMXE , K firehose.endpoint RER
MEEEXH , NXBEELRTR,. BXESZER , B2 RERERE.

2. FHEHAE:

sudo service aws-kinesis-agent start

3. (W) FREBEEENERSREHNED :

sudo chkconfig aws-kinesis-agent on
NE , REENRERSEREEEZT. CLFEBENEENXHHFEIERERIEER Firehose o
RIBSEZNIERKIE /var/log/aws-kinesis-agent/aws-kinesis-agent.log H,
RERERE

REZERNMNSDENEEIRE |, Bl filePattern M deliveryStream , AR A i F H AL ThAERY ATk
BBIRE, B LAME /etc/aws-kinesis/agent.json RIEEAERBREM LR BIRE,

RELEUBENH K MYOAEANTHTELBEINE

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

REF , BUAUERANATHS
sudo service aws-kinesis-agent restart

—RNVIREERBEN T,
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FRARER

EEIRIE

assumeRoleARN

assumeRol
eExternalld

awsAccessKeyId

awsSecret
AccessKey

cloudwatc
h.emitMetrics

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

iR

AP NABRNAEE Amazon BIRER (ARN), BXESEE , HEH
{IAM B $Em) HREA IAM B &8 Amazon K~ Z k15 B X R,

BWEEAUEBEZAGHTENRAN. BEXESER , #
) PR WMMAERSME ID.

25 (IAM B

BERRIAEIER Amazon FE 248 ID, WREBMRETAAEHME RN

B

BERINFTIULA Amazon ZHl. WWIREML L TARAERMEIREREF,

CloudWatch R 2% & , M A FRIE @ H KIEIEFR (true).
ERIAE : true

X im T R CloudWatch,

ZRIAE : monitoring.us-east-1.amazonaws.com
I & Data Firehose B9 X 1348355 =

ZRIAE : firehose.us-east-1.amazonaws.com
Amazon Security Token Service B9 X135 /.

ERIAE : https://sts.amazonaws.com

MRELHELTIRHUERF , BEAKRERHETERERE, I8

EEXEBERRBEE .class.

MRENBENEZIERERERF , BEAREEREETE BENEITRMURE
FHY jar WEXT R R, REXEUTNEERK jar X : /usr/share/
aws-kinesis-agent/lib/

RERERE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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FRARE

M

REEREWT,

EEIRIE

aggregate
dRecordSi
zeBytes

dataProce
ssingOptions

deliveryStream

filePattern

initialPosition

maxBuffer
AgeMillis

iR

EFEAER|IER , RABEET —REREKA Firehose it , IBEE LR
B, FERENRFERSIEFEREFERA Firehose B BIHI K

o
BIME : 0 (TRE)

EBREBMTIVICFKRILZE Firehose iz Bl , MATZIEFHLE LTS
®, XELABRIMEBEEENINFRIT. BREZELR , F5H EANER
AR

[#41E] Firehose E#&H & 5.

[AE]) EERRBSZNXHN Glob, SHERXCENEMX4HLE
EHREE H R HTEE, N TEREEEXWAEXH |, EM aws-
kinesis-agent-user ®BFEEMNR, N TISXEXHHNER, BF
M aws-kinesis-agent-user RZFIEEFIHMITINR,

/A Important

REFERSHEACRENEAXH. A TERERAEFTQERES
AWIEF , BAEEFETN,

TR R AT AV IR L B, BMMEN START_OF_FILE #H END_OF_FI
LE
2RiA{E : END_OF_FILE

REENHIEXRIZE Firehose M2 AT E BN RN E , UEWHE

17,
{E5EE : 1,000-900,000 ( 1 BEF 15 240 )

BRIAME : 60,000 ( 1 244 )

RERERE

55



I 53# Data Firehose

FRARER

EEIRIE

maxBuffer
SizeBytes

maxBuffer
SizeRecords

minTimeBe
tweenFile
PollsMillis

multilLine
StartPattern

skipHeaderlLines

truncated
RecordTer
minator

iR

REBEFBIERIEE Firehose MZBIX HBITEPNRAKRND , LFFH
LR

{ESEE : 1-4,194,304 ( 4MB )

ERIAME : 4194304 (4 MB)

RIBIEFBIERIET Firehose 2 BIX Hit 17 E MR K IZFHK.
E38E : 1-500

BRIAE : 500

RERAND T ZERENGPEEEFHENSEBER (AW )
EEE 1 REXE

BRIAE : 100

RATHRIRIERITHNER, EFRHSENTERNITAREREX T TERE
I TITERK. BRENENRER, BRINMERT , BEXHFNE—
AT EBH AT — 1B FR.

I Z UG 2 AT KBS 2 A B 1T 2
EEE : 0 HEAE
BUAE:0(F)

g F AN Amazon Data Firehose ie & A/NR&IRT |, {RIB A RE M
EEMIC RN FERFE, (1000 KB)

BUIAE : '\n' (R1THF)

BESNMFERABASMNR

BEIEEZMRERERE ,

BANEEREUSEZES M4 E FHRBIERERZ MR EATE

BRflrh  RBYZEFANXHE R, FEBIES 51 £E T Kinesis IR M Firehose o &R LR

BESINXHEERABASMR
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Kinesis Data Streams #1 Amazon Data Firehose {8 E T RN LinT R , XEFEBHBIERM Firehose
RSN TR — N,

{
"cloudwatch.emitMetrics": true,
"kinesis.endpoint": "https://your/kinesis/endpoint",
"firehose.endpoint": "https://your/firehose/endpoint",
"flows": [
{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"
b
{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"
}
]
}

B X1 Amazon Kinesis Data Streams FEARENEZEMEESR |, HSHFEH Kinesis REE A
Amazon Kinesis Data Streams,

£ AT B HIE

REA UG ENZ B4 RBETNIER , RAREBNHEKEREN Firehose BEEH., BIF
dataProcessingOptions Bt EiRERMEEHN XHR IS ALIhEE, ATBURM— MRS ML E%
I, X LR TUFHRIE E IR FHAT .

REXZFUTOELE, A TRERFRY , BuUH —PH AN BEHLEIET, &M Kinesis
RETEHNRE,

AL E T
SINGLELINE

BEBRRITANERNZR , FSTERERRNETIESR.

"optionName": "SINGLELINE"

ERREMLERE 57


https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
https://github.com/awslabs/amazon-kinesis-agent
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CSVTOJSON

FICEM D FRAF 2 BRI B FH N JSON o

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"
}
customFieldNames

(4] EE JSON BEX FRERNFEREW. flw , mREEE ["f1, "f2"], Wid
inv»]’ V2u:{g}$§ﬁﬁg {n.l:ln : ||V1|| , ||.|:2|| : ”V2"}o

delimiter

EERPRAESRBENFEHR. MIAMERES ().
LOGTOJSON

FEFMBERN IR JSON #&3. ZFHAFEEIHF Apache Common Log. Apache
Combined Log., Apache Error Log #1 RFC3164 Syslog,

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

[HFE] BEZBE®RR. LT 28EME

« COMMONAPACHELOG - Apache BRI BE®RR. MIABATENAEZEHAUTE
RN : “%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}’,

« COMBINEDAPACHELOG — Apache & AEKR . RINBER TENABEREBAUT
B : “%S{host} %{ident} %{authuser} [%{datetimel}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}’
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« APACHEERRORLOG — Apache iR HEE R, RINBER TENMNAEXEBAUTE
RN “[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{messagel}’s

« SYSLOG-RFC3164 REBERN. MABRATENAEZBEHAUTE
N : “%{timestamp} %{hostname} %{program}[%{processid}]: %{message}’s

matchPattern

FEEENHERIANRIAERX, RBEXZEFEABENHEN , WFEAIZIRERRAE
BEHWE, MRIEE matchPattern , BHIIEE customFieldNames,

customFieldNames

EZ JSON BENTAFERNEELFEREN. LR EMLIREE XM matchPattern H
REMNENTFREN , RBETEX AEBANRINFERB .

Example : LOGTOJSON Ei &

THR M JSON KKK Apache BA A ESEH LOGTOISON EERHI :

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
L2308 T
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

®iRfg

{"host":"64.242.88.10","ident" :null, "authuser" :null, "datetime":"07/
Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : @& BEXFERH LOGTOJSON EE

THER LOGTOISON B ERY 5 — N Rf
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"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"CUStomFieldNameS": [Ilflll’ Illel’ Ilf3ll’ Ilf4ll’ II.FSII’ II.F6II’ II.F7II]

EAtRERERN , E—NREIPHE—1 Apache BA B EK B FM TN JSON &K= :

{"f1":"64.242.88.10","f2":null,"f3":null,"f4":"07/Mar/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}

Example : ## Apache B BE%B

BT REE R — Apache B B &% B H#) JSON AW EITIER !

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}
]
}

Example : ¥#%{TiE%

LUTRBE D —1TLA“[SEQUENCE="FF K Z1TiEFK, BMEREELN—NETIER. RE , F
ETFHRDPBREMNCERFIRIVE, BRI ERSFEER customFieldNames B , MK JSON
BAWETIESR,

"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multiLineStartPattern": "\\[SEQUENCE=",
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"dataProcessingOptions": [

{
"optionName": "SINGLELINE"
.
{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", "field3" 1],
"delimiter": "\\t"
}

Example : EAEEENA LOGTOJSON EE

THER -1 JSON XK Apache BA BESREBH LOGTOISON BB R , HHhEBETHRE—
NEE (bytes) :

"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"matchPattern™”: "A([\\d.]+) (\\S+) (\\S+) \\LC[\\w:/T+\\s[+\\-1\\d{4})\\1 \"(.
+2\" (\\d{3})",
"customFieldNames": ["host", "ident", "authuser", "datetime", "request",
"response"]

}

HIRED

123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

BiRfE

{"host":"123.45.67.89","ident" :null, "authuser":null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

R CLI a8
REBHHEHEHRE :

RE CLI 5 61
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sudo chkconfig aws-kinesis-agent on
BREREHRS :
sudo service aws-kinesis-agent status
FLIEAE
sudo service aws-kinesis-agent stop
MU B SREVRERY B &3
/var/log/aws-kinesis-agent/aws-kinesis-agent.log
HEARE

sudo yum remove aws-kinesis-agent

T O (6] i AR 2
B3% 8 EATF Windows B Kinesis {XE ?

ER T Windows B Kinesis R E&ER T Linux SFAM Kinesis X E T EH 4.

HHA Kinesis REEE 18 B/ RecordSendExrors g ?

XBEERHBT Kinesis WiRERKN. &% Kinesis Data Streams
MWriteProvisionedThroughputExceededig#rs Firehose E#ThrottledRecordsHE4R.
XLIEFRM 0 FRNEAEMBRIBEZEMRRS. EXEZEE | B5ZH Kinesis ZE 7 IR Hl 1
Firehose FIE -

HEBRTRE , EF Kinesis VEREHRENRERE/ N XY, Kinesis RVEBREFEFXHHASBER
It Kinesis REMBRERDVEARAX M4, 2R FEN BEXHEH KX,

N AELWE java.lang.0utOfMemoryExror F& ?

Kinesis KBS B 2B HWHNERLE LN TERTE, =8 /usr/bin/start-aws-kinesis-
agent F#Y JAVA_START_HEAP F1 JAVA_MAX_HEAP , HEH B RE,
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https://docs.amazonaws.cn/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.amazonaws.cn/streams/latest/dev/service-sizes-and-limits.html
https://docs.amazonaws.cn/firehose/latest/dev/limits.html
https://docs.amazonaws.cn/streams/latest/dev/service-sizes-and-limits.html
https://docs.amazonaws.cn/firehose/latest/dev/limits.html
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N LFELWE IllegalStateException : connection pool shut down &
7

Kinesis )& B R B HNIEERLE LGN THENE, =187 /etc/aws-kinesis/agent.json Ky
ERREEEREFE M maxConnections M maxSendingThreads, XEFERHNRINBER Az
TRRGAEEN 12 5. EXEIRERBRENESZEER , B2 AgentConfiguration.java.

WA Kinesis IR H At B & 2
A[{E /etc/aws-kinesis/log4j.xml F /8 A DEBUG K5I HEo
N Z AR E Kinesis G ?

maxBufferSizeBytes i/ , Kinesis REBRIABFENMERBS. XARERHFE , RRAXED TiE
SRR E | BWRENT BWX Kinesis BiER.

H 4 Kinesis REAAZEEEIZR?

XEHTXHREPWERIEEERN. BREA fileFlow’s filePattern RITE—/NXX . U0
RIEEMFAK logrotate B4 F copytruncate B , HAIBE R EXHER. A FEXERR
BINERSBEIUNBREE, EXULEBESERNESEL , BSRALEEEILR,

FERFHF AT ESE AL L% Data Firehose Amazon

YRATLAE B Amazon Data Firehose API £ FlAmazoni& i F Java, .NET, Node.js. Pyth on 8% Ruby
By SDK [@] Firehose BB &XIEHIE, MREFEE Amazon Data Firehose , 5716 S0 2B F N E/
BESMARIE, TARTLLBEIE Firehose ? BXREZELR , BSEFHEH Amazon Web Services FF
Ko

XERGFFAERATEFHRE , BACNT2REMBTRNRE , REFTEREME TR
R WM RE

Amazon Data Firehose API 12 7 W A F @ ¥REY Firehose B XX BB IRE -
#. PutRecordPutRecordBatch PutRecord( )£ — NI KX —SLHIFICFE , 3
BPutRecordBatch() A LAfE —/NREAY A & 3K 2 R BUEIE o

FB
o BRXRE A#ZR{EFEH PutRecord

f£F Amazon SDK E A 63


https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
https://docs.amazonaws.cn/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.amazonaws.cn/firehose/latest/APIReference/
https://www.amazonaws.cn/sdk-for-net/
https://www.amazonaws.cn/sdk-for-python/
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sdk-for-ruby/
https://www.amazonaws.cn/sdk-for-javascript/
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sdk-for-ruby/
https://www.amazonaws.cn/sdk-for-javascript/
https://www.amazonaws.cn/developers/getting-started/
https://www.amazonaws.cn/developers/getting-started/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
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- tEE AR/EMEA PutRecordBatch

BRXREANZEMSE A PutRecord

HEHIERAEE Firehose RBHAMFFE X (<=1000 KB), H1F Amazon Data Firehose 1E1¥ 32 #
NEE Amazon S3 ZHIEX SHRICFHTHALE , ALETREFEZAMMCRKI BT, ERBIEZFRN
A Firehose A , BEAR TR :

PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

BXEZRB LT, FZ Amazon SDK FZEW REIRTEB, BXERMWMIEENER , SR
Firehose API 2 {ERRIEX B,

HtEE A2 /e A PutRecordBatch

MEHIERIFERM Firehose BIFEBFMICFEYK. HT Amazon Data Firehose TE55F XX 4 in# Z|
Amazon S3 ZHI AN L RICFHITHAE K REEATREEERNMNCEZIBEET. EFHEECEHERA
Firehose i , iEfEFA LA TS :

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

BXEZRBLETX, #ES Amazon SDK FEZEW RHIRTEB, BXERNWMNIEELINER , BSH
Firehose AP| B {ERRRIHEX B,

BRBEABREMEM PutRecord 64


https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
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A BEE AN S % Data Firehose CloudWatch

CloudWatch B[ fE A CloudWatch iT B33 888 B £ EH X% % Firechose, BEXEZELR , BSHE
A Amazon Data Firehose BY1T 5 1k 544

CloudWatch BEEHLAES I gzip &N XIEXE Firehose, MR GHEESR M B ESHEIEE
Firehose B#% , AJLAE A Firehose RIVREZETIBE BB R E4E H &, CloudWatch

/A Important

Amazon Firehose B 81X/ CloudWatch B &4&iEEI &% OpenSearch fRF B it , &
AW E# CloudWatch fFZ N BEEHEH N — Firehose id% , ML # OpenSearch Ak
FEEE—RIEFHPEZIZSNAESH. ERBRER , BRI LIZFRE CloudWatch HEHfE
A 5i# OpenSearch ARSI T H ik &4

fi# £ B & CloudWatch

UL B BB ELCESBES BH CloudWatch B EEIEAIZF Firehose Bfith | S & H BB EXH
HEIEE A BIER IR ( Parquet, ORC ) 3173549 XAt, CloudWatch

#& 7] LA -l Amazon Web Services Management Console, Amazon Command Line Interfaces}
Amazon SDK J3 Fff E 4

(® Note
MRBEEE LEERBESRINGE NN ZEZEZITHAT CloudWatch B EITHSIERS,

WMREEHEMER Lambda EEFAFLEYREBESR , MFEECIE R,

FERANFBIERE A#EES Amazon Web Services Management Console

1. & %% Amazon Web Services Management Console , fAEEE A T Mt FTF Kinesis 5 #l
A : https://console.aws.amazon.com/kinesisvideo/home,

2. HESMBEEPIEZELIE Firehose,
3. EENEBERRER.

f# A CloudWatch B EE4E 65


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/firehose/latest/dev/data-transformation.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
https://console.amazonaws.cn/kinesis
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4. EEBERKFEMBERM T

RIERIR

YRV Firehose EBHIFRIR, ERUT KRz — :

o B PUT — &R ORIBREEENAREFEEEAMN Firehose e BAl , L TRE
Fire Amazon hose FH Direct PUT R RS . REMFFRRS :

« Kinesis i : &R IIEITN ] BB H Kinesis BIERENBIERH Firehose fio AJg , &1
LAE A Firehose B¥\ B M\ILE Kinesis B RHPEBBFEHGEH MBI BN, EXEZE
B |, 2 A Kinesis Data Streams B A Firehose

BFrMVE

YREY Firehose EEMN B With, EFEUATHREZ— !
* Amazon S3
* Splunk

5. HEBEWNT , MAERKE.

6. T “HBRIER TH-1& .

£ “M Amazon CloudWatch Logs fEEJRICR” B0 H , EERFBREELSE.

LAT R 48 Fa B9 % H R )

## £ B & CloudWatch 56


https://docs.amazonaws.cn/firehose/latest/dev/writing-with-kinesis-streams.html
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{
"owner”: "111111111111",
"logGroup”: "CloudTrail/logs",
"logStream™: "111111111111_CloudTrail/logs_us-east-1",
“subscriptionFilters™”: [
"Destination”
I,
"messageType"”: "DATA_MESSAGE",
“logEvents™: [
{
"id": "31953106606966983378809025079804211143289615424298221568",
“"timestamp"”: 1432826855000,
"message”: “{\"eventVersion\":\"1.@3\",\"userIdentity\":{\"type\":\"Root1\"}"
}J
{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message”: "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
}s
{
"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp"”: 1432826855000,
"message”: “{\“"eventVersion\":\"1.83\",\"userIdentity\":{\"type\":\"Root3\"}"
}
1
}

FERZRAHEES Amazon Web Services Management Console

EFAUTHSEANKERNEES | Amazon Web Services Management Console

1. &% Amazon Web Services Management Console , RGBT MutFTF Kinesis 32l
A& : https://console.aws.amazon.com/kinesisvideo/home,

ESMEBPIRFELRIE Firehose,

EREERENERER.

EEREE

T ERIER oW, EERE.

£ “M Amazon CloudWatch Logs f@EJRIZR" T , BUEER “THBRER" , ARER ‘REE

”
o

o g kA w0 D

f# = B & CloudWatch
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https://console.amazonaws.cn/kinesis
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w0 (0] B RE

MREBEBIRFLHE K BERESERE?

R Amazon Firehose TARER LT , MIERFEEHE ( EEEN ) RIEIESEQVNEERRNIEE
MERIR S3 FHM. RTIEFRA , IV NRESTEFRABNEREE | XENRHEEEEZ N
S3 FEMmAI ZRdecompression-failed, MESICRAMSE , Firehose FF4L 4B H 12K,

IR Amazon Firehose FEAERHEB ST ( HlNsIA D XMBREE X R ) dHEE | WiIERKFUE
FRANEBEDESELNERERRINIEENEIR S3 FMEM. RTIEFRA , REPWNRESBEHIRRBNE
lﬁlﬁ/%\O

MRBIERIFRE , AEHE?

MRERAERIEPHNBRIFE | WREEE CloudWatch B |, Firehose 2451 EE
CloudWatch ieZEIBEH, kL , Amazon Firehose < [6] & 0] 2L CIoudWatch B IERRIEEIR.
BB A LUE R B #EFirehose & HVIEFR B R E R

LputiBETREKH CloudWatch BER &KX EMFAL?

MREF T EputsKH CloudWatch Logs , M &IREIA T EEIRHEE

Put to Firehose failed for AccountId: <accountID>, FirehoseName: <firehosename> because
the request is not originating from allowed source types.

Firehose R EINEER M T WRLEISHR ?

Firechose £ KX HEKICRNWBERIEIR. BRZIEREH (128 ). SUtHE (LM ). AEEE ,
LU3REDecompressedRecords kM Ek pX T2 kDecompressedBytes MEL B BIH R B, BXEZE
B , 2 CloudWatch BE#BESRIEIR.

FHEHE AT 5% Data Firehose CloudWatch

B LUBE CloudWatch EZEAFNAME #r |, S S#EE F [ Firehose i &% CloudWatch
Vi o
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N ERBEEERRIESHNEFMAN 62 B #R CloudWatch

1. & %Amazon Web Services Management Console ¥ 3T CloudWatch #2#|& , Wik https:/
console.aws.amazon.com/cloudwatch/.

2. EFEBIEMN,

3. ETER1: AN TEL , XF “B&H", &R HFMEFR , ARB%EFE Firehose Firehos e B
%,

4. FtF Firehose BE1E , HhEFIN AN S B Firehose &£

BxtlE CloudWatch B4HMNMWEZEL |, 1§55 Amazon CloudWatch =4 A7,

£ Firehose E A 5% Data Firehose Amazon loT
&R LUE R N YEAmazon loTEHME BB iE N [0 Firehose BB RIEEE.,
B2 @A Firehose B KX XEHHIRE

#£ Amazon loT ZHEI & FRIEMNE , ZOIEMAN T ENIRE— NS MRET , EFHFMRE,
B H B &% ZE] Amazon Kinesis Firehose o

1%£$# Configure action,

EEHEEMT , EEFIEW Firehose EHE.

X F Separator , IR EEICFRZEE AN D BRFER

NFIAM A | ERAEN IAM AE | SUERUEFAG,

TR NRE,

N o o bk~ w0 Dd =

BXRBIE Amazon loT MNP EZEE |, S H Amazon loT FLNZFE,

£ Amazon loT 3 TEARE 69


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-rules-tutorial.html
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Amazon Data Firehose F &£

Amazon T+ 2 EM =L 2. EN Amazon BF , BFEANEABERSHLLHRBALNESRT
SN HRIEP OB LRI,

ZE2 MR Amazon MENHRRE. TEHEENREERNCZHNRZEMENETIHNR SN .

- L2 - Amazon ARRIFE Amazon ZHIZ1T Amazon FRESHEMIEHE., Amazon ik @&
MALLFERANERES. ER Amazon EAMITRIN -5 , BRIV L2BEANEREERHE=S
Tt RBTNRAMBIE, BT HEERT Data Firehose WEMITE |, TS RZAMN TN 2 HEERN
AmazonfRs5 .

- THHNLZLY - BNRTHEFEAN Amazon RERE, BEFENHMERAR , SFELHNHIE
B, BALNERURERWEEEN,

RO ESBY IR T R £ A Data Firehose BT AREREER, UTEEREER T NMAEE
Data Firehose JAE B BN Z £ MEM B IR, &[S a6 A H b Amazon RS K #5 Bh & 5 122 R
¥ RM Data Firehose &R,

FH

- G # Data Firehose I EIERY

- fF Amazon Data Firehose 2|5 R X FR

o Y530 O #3E Firehose

- 5% Data Firehose K& HERIE

« Amazon Data Firehose HJ3# 1%

« W5 ¥ Kinesis Data Firehose FHIERIZHEZ £
« Amazon Data Firehose f &2 £ R{E3XE

I 53 Data Firehose A By E BRI

Amazon Data Firehose £/ TLS N FrE &R P RIFEHITINE ., A I TFELA B EEFEEER
B PR EIE , Amazon Data Firehose 2R RE MUK INZEEHE , Amazon Key Management
Service F {5 AR M IE R IE BIE T EM,

R EEBBHIE |, WA LAfEE A Amazon Data Firehose BB ARSSBHHEIEMNR, MITHIEENS
REUR T EHIBIER
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
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@® Note
MREBHEGSTRED API 58 Amazon FEEZ N FIPS 140-2 BiFAINZFELR | EE
B FIPS isR. BEXTAN FIPS IHaNESZER , BSREZEKIPESLERE (FIPS ) 5
140-2 KR

£ A Kinesis Data Streams 4y #3E KR #Y AR 55 25 4w I0 25

LI BIBEBNBIEE & XA BIERA |, Kinesis Data Streams £EFEBRAIE 28I H Amazon
Key Management Service ( Amazon KMS ) AN EWEIE. SR S#HEIE Firehose Firehose
TR BHE 7R P IREBER |, Kinesis Data Streams 2 5 B HHIE , ARNELEIT S B HE
Firehose, Amazon Data Firehose RIEZEENEARTENTFHREALRE. AEFNHEHEZRIER ,
MALERS A N FHARMEBEHE.

BXR AR Kinesis Data Streams B AREZSR[IHMBZNEE |, i55H (Amazon Kinesis Data Streams
FERARIERE) FIEARS RN,

£ Direct PUT 3t H b £ & SRR RY AR 55 25 b o0 28

WMREEARE Firehose A EBHE PutRecordBatch , PutRecords & £/ Amazon loT
Amazon L CloudWatch ogs = CloudWatch Events &A%3E , W AT LA A iZ IR 4EFF /5 IR S5 85 4w AN
. StartDeliveryStreamEncryption

E 1% 1k server-side-encryption , &£ F StopDeliveryStreamEncryptioni& 4k,

YR t3 7] LAFE 812 Firehose E#ERI/E A SSE. At |, iFiE
ZEDeliveryStreamEncryptionConfigurationInput{al i 8 Fi CreateDeliveryStream,

% CMK 7B AfCUSTOMER_MANAGED_CMK , & Amazon Data Firehose BR

% @A A KMSNotFoundExceptiona, a, a &% KMSInvalidStateException
KMSAccessDeniedException a M EMBRICE , MZBRBIHEZLEF 24 I (REBH ) FHE
RE B, KMSDisabledExceptionfIRRBHEE , B NAFE , RFaUIEIREBELERE
BWIER , AREFHIE. Amazon Data Firehose 14 7 LA T/ CloudWatch $8%5 , & 0] LAfE X
LB 35 HR R IR BRIX F9MAmazon KMSRE

+ KMSKeyAccessDenied
+ KMSKeyDisabled
* KMSKeyInvalidState

f# A Kinesis Data Streams &3 2(3E SRR 1Y AR 55 25 I N 2% 71


https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/streams/latest/dev/server-side-encryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DeliveryStreamEncryptionConfigurationInput.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
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+ KMSKeyNotFound

BXIX 4 MEFRNEZEER. |, 1§25 @the section called “f# 8 CloudWatch ¥E#rit 1T,

/A Important
EXRH Firehose BIF#HTME , FHFEAXNH CMK. Amazon Data Firehose F X 1FIEXT#5
CMK, BXXNHMIEXNT CMK BEE. , iHZH (Amazon Key Management Service 7 & A
REE) PHXTXHFIERTT CMK,

(® Note

s B 2 P HE B 48 (CUSTOMER_MANAGED_CMK) 3 Firehose 443% 52 FA R &5 32 8 1
# (SSE) Bt |, Firehose RS AEFRAENZAMIEMZ LT, ATHNB ETXRRER
& Amazonlk FHE N ZAMER , Bite2ERNEAmazonlk 7 Amazon CloudTrailE 4 B &
My —EB DB 1TiE R, LLINZ £ T XH Firehose RZERMN RS, BRI AT RIRT Firehose AR
FREHMNZE LT XHEXIAB M EEARIE.

£ 1 Amazon Data Firehose 2 &1 [7] £ fR

LR & TN B IR #1328 Amazon Data Firehose BRI G R M imEINER, SIIRENER

BIF WM EIEE R AR T ENR , UEC TN RIEREREN Firehose BiEH, ©I1EHER

T A% F Amazon Data Firehose i[RI £ B I & b 8] 32 2 % BR &5 (Amazon S3) 7 #E. TS
Redshift £85I &#h OpenSearch BRFEFHINIR , AR £ A Datadog. Dynatrace., LogicMonitor
MongoDB. New Relic, Splunk @ Sumo Logic ¥EJ8 B Wit BRI AR B I RINR. &5 , BFELREH
IR E B X WMEE Amazon Data Firehose WIS , EH 8% N HIEZ M EIE T H M Amazonik 7 #Y
BEit, EEFAAEXLERHBFEAAFEARR Amazon Identity and Access Management ( IAM ) , B3x
IAM WEZEER , BSRMTLEIAM?,

AEN

- EENRAREFRTIHEEHN T IEIIE Firehose B IRHI R

« BF W S#h Data Firehose 15 B EHFAE T Di#h MSK EEHR

« fo¥F Amazon Data Firehose 8 IAM A

« BTG Data Firehose 1/ B BRAAmazon Gluei#t 1TEIER& X ik
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https://docs.amazonaws.cn/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.amazonaws.cn/IAM/latest/UserGuide/IAM_Introduction.html
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£ FIL 5% Data Firehose 15 [FIE Si# S3 B 8yt By R

& FIL 5 Data Firehose 5 [FL 5 # Redshift B # it fY R

¥ 5# Data Firehose 15182 OpenSearch BRS5 B 4R HI X R

1] Amazon Data Firehose #FX} VPC # OpenSearch BR%S B #x8 177 1R X BR
¥ Amazon Data Firehose i8] 2 # OpenSearch7c ik 5585 B #r B X R

@ Amazon Data Firehose ¥ X} VPC #H OpenSearch7c k585 B ¥k 1 0] X BR
&% F I 5# Data Firehose 15 1A]#X PR Splunk B BYith

£ VPC #if (| Splunk

& F Firehose i/ 8] E1¥ B (Y 1t HY IR

[@ Amazon Data Firehose 253 HTTP LT = B #rfY 17 [B] X R
KBS MSK Y ESIK - EiE

Bk 425 2 Amazon S3 B#r

&Mk P 3244 2] OpenSearchfR%S B #Y

5 PR 3 1A ()

AR N ARFR T IH RSN S #HBIE Firehose RIRHINFR

EiLBH N AR/ Firehose MSTUR |, B A SARRHIZELIA K, BB &R Action 25
FNERFENEN AP R/EHTIHE |, H@ES "firehose: *" RIFAERER TR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"

1,

"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-

name"

B8 B R 5 32 T i B 48 9 L D #h B 3E Firehose RIRAIALR 73
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]

2T 5 Data Firehose 17 Bl FAE I Si# MSK EFFHIN R

R EH Firehose BB R EFAHE Amazon MSK £8 | H A S RHIZECIAIFERL,

"Version": "2012-10-17",
"Statement": [

{
"Principal": {
"Service": [
"firehose.amazonaws.com"

]

1,
"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection"

1,

"Resource": "cluster-arn"
}
]
}

521 Amazon Data Firehose 81 IAM & &

AT N AR T Amazon Data Firehose MIRKIZER, 43 M@ B Fr4& SRV B BR FBUR

(® Note
MR EERIEE B B Firehose BB HIERQBFACKNIEIN , N & FMENESERE
AmazonMt inZiZ A ®, MREFLE Amazon Data Firehose FERIIAR IAM BEHECCIE
At  ENUTEEREMNENZAR  LUE Amazon Data Firehose AT BFZ AR, HiE
%ﬂlﬁl«}lﬁ account-id BN IEH Amazon IKF ID., BEXUAEHBBNEERRZNESE
, BZHABRAE,

Amazon Data Firehose £/ IAM B E&XREEZARUCBNRAHBEAENFIENR. BHHREUTE
AR INZEZA® , LLE Amazon Data Firehose AT AB{FiZ &,

£ FW 5% Data Firehose HRIEHNFAE L D # MSK EBAI R 74


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage_modify.html
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{
"Version": "2012-10-17",
"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {

"Service": "firehose.amazonaws.com"

},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalIld": "account-id"

ABEEAsts: External Id%&4 LT XHPAXRBRRE XK B EAmazonlk F B Amazon Data

Firehose SEZI F 8EE L IAM B, BXBHIEARLRNER IAM ACGNESER | 1§

Er) PREERERE,

R REFRT T MSK 465 Firehose ERBRYIR | M X404

ZH IAM AP

—/N IAM A& K#&RF Amazon Data

Firehose M#EEM Amazon MSK SEHREURHBEHNNIR, FEAFUATEERBHNEZAE , LUE

Amazon Data Firehose AIA#BFiZ &,

{
"Version": "2012-10-17",
"Statement": [

{
"Principal": {
"Service": [
"firehose.amazonaws.com"
]
1,
"Effect": "Allow",
"Action": "sts:AssumeRole"
}

foF Amazon Data Firehose 11 IAM & &
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https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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FRARER

BEHRRIZAEFETF Amazon Data Firehose MIEER Amazon MSK EEIZEURHRIENNR , ZAGE
FLLTRIER :

"Version": "2012-10-17",
"Statement": [{

"Effect":"Allow",

"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1,
"Resource": "CLUSTER-ARN"
I

{
"Effect":"Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,
"Resource": "TOPIC-ARN"

]

& F I Sk Data Firehose 15 B PR SAAmazon Glueit 1T iE & = iR

WRIEE Firehose RMITHTBEE N FEIR |, T B EIE Firehose 25| AFEHERHRE L. Amazon
GlueZ [ Amazon Data Firehose 24 EH 7RI X PRAmazon Glue , BEEELHBER AR TFH,
BXRIAIEHRKRN ARN WEER |, BHSHIEE Amazon Glue &R ARN,

"Effect": "Allow",

"Action": [
"glue:GetTable",
"glue:GetTableVersion",
"glue:GetTableVersions"

1,

"Resource": "table-arn"

55 # Data Firehose 178 fX PR LAAmazon Gluedt THIEE N
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https://docs.amazonaws.cn/glue/latest/dg/glue-specifying-resource-arns.html
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}

@ Note

By, A5 (FHgEX ), AKX (Hnk ) KPR (B ) XEFHFZEF Amazon
Glue, fIREEL A X ( FEMIR ) XFHZR ( B ) #b XA D#HIE Firehose
B Y Amazon GluefE H Bl X IFH X F 2 — R FEN L S 5i3E Firehose R, Amazon
GlueData Firehose Amazon Glue Mz BB X BREMEZ X, XX Amazon Glue
MWXEMEZEL |, 5 https://docs.aws.amazon.com/general/latest/gr/glue.html

BT 5 Data Firehose 5 RINES# S3 B B9 ER

W R4 A Amazon S3 B#REF , Amazon Data Firehose 2 #IBE M E /A0 S3 7@ , A B TLUE
BERAEEAENAmazon KMSEAFTHIEME. WREBA T4HIRI1E% , Amazon Data Firehose ik
SFBIFA BB IRRIZTER CloudWatch BEAFF. 812 Firehose EIER , {(REEEH IAM A
., Amazon Data Firehose H1FiZ IAM A€ HREXNIEEEFMEME. 4. CloudWatch BEARRH
TR BR

A LLT 1517 5K B& /i Amazon Data Firehose 17 1A]#&8) S3 FEEM 24, Amazon KMSTIRIE&H
S3 FfE#ME , iBFF s3:PutObjectAcl %1%l Amazon S3 BEFIRF, XA FFHBAEETSIHR
F Amazon Data Firehose 3Z{3HIFT &,

"Version": "2012-10-17",
"Statement":

L

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

& FI S # Data Firehose RIS S3 H #Y it fI X R 77


https://docs.amazonaws.cn/general/latest/gr/glue.html
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"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",
"Action": [

"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": [

"arn:aws:kms:region:account-id:key/key-id"

]I

"Condition": {

prefix*"

"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
}

"Effect": "Allow",
"Action": [

"logs:PutLogEvents"

1,

"Resource": [

stream-name"

]

}I
{

"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-

"Effect": "Allow",
"Action": [

B F IS # Data Firehose 1781 5% S3 H §9 it IR 78
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"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"

FERERES — AR Amazon Kinesis Data Streams BiE A, MR B A Kinesis Data
Streams fEREBTBRIR , ATAMBRIZIEG ., MEEFEH Amazon MSK /ERIR , N A LAULTRAERE
ZiBA

"sSid":"",
"Effect":"Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/
{{mskClusterName}}/{{clusterUUID}}"

I,

{
IlSidll : Illl’
"Effect":"Allow",
"Action": [

"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:topic/
{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

1,

{
"Sid":"",
"Effect":"Allow",
"Action":[

"kafka-cluster:DescribeGroup"

& FI S # Data Firehose RIS S3 H #Y it fI X R 79
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1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"

}

BXRATFEM Amazon BRFZFEZH Amazon BRHNEZEER |, HSHE (IAM BFERE) FNAES
& , LA Amazon BRS 2 BLA PR .

B 7RI E A H 0K 7 5 Amazon Data Firehose #F 1A R1L &% S3 BArHIXR , HZ ¥, the
section called “B Ik F1£ % F) Amazon S3 B #7”

& T 5% Data Firehose 15 [R) L &% Redshift B #Y it By A BR

EFERAT L% Redshift B #rE1E F XL L% Data Firehose BI 15 R RET , HSHEU TR R,

£
- IAM B &R ihE K
« X} Amazon Redshift Tili& ££ 85k Amazon Redshift Serverless T/E4HRY VPC 5[4l

IAM £ €& 15 9] 3R B

L RE AT D% Redshift B 4REY , Amazon Data Firehose £33 53E4E R F AL B £ BI/RHY S3 12
i, THLUERFERAZK Amazon KMS ZAXNBIE#HTINZE, RS , Amazon Data Firehose ¥
S3 FE AP A IR I R ¥R Amazon Redshift T B £ & =T 5 ¥ Redshift LRSS 88 T4E4A .
MREF A T41R1E% , Amazon Data Firehose & &£ IR & 5 IR XX BEH CloudWatch A&
A M. Amazon Data Firehose {5 EHR Amazon Redshift Fi /7 & M55 R &K T B B 52 8
5 Amazon Redshift TIRE S THEA , HEH IAM BRIFRIEENF#E. 4. BSENR.
CloudWatch 83 Firehose Ei&Rt , IREEEHF IAM A€,

£ A LA T 17 (8] 5K & /6 F Amazon Data Firehose 5 [RI#2H) S3 F MM Z 4. Amazon KMSHIRER
B S3 FHBENmESE , BFHEHRMs3: PutObjectAclZ) Amazon S3 BEFIRTF | XFiEF 176 F
B HEX B Amazon Data Firehose XN R TLIFRINR, LERBEER — A 1FIARE Amazon
Kinesis Data Streams HiEf., MR EFFEH Kinesis Data Streams EREHIBHRIR , 71 LAMIBRiZiE
G

{
"Version": "2012-10-17",

"Statement":

L

& FI S # Data Firehose 7RI 5% Redshift B #91th B X R 80


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

iy
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{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
]
}

BXRATFHM Amazon BRFIFEZEH Amazon BIRHNEZEER | BHZHE (IAM AFEE) vHAEA
& , LA Amazon BRSS9 BLAR .

% Amazon Redshift il & ££8¥ 5 Amazon Redshift Serverless T{E4HRY VPC 15 H]

WM REH Amazon Redshift 7l B &£ &5 Amazon Redshift Serverless TEAMN FEINFE = ( VPC)
B, AR AERANE IP it EFH TR R, LA\, B SIS #EIE Firehose IP Hitit |

& F I i Data Firehose 5 [A #&#93E &7 Redshift T E B S & 51 &% Redshift LIRSS 88 TEA MY
PR, Amazon Data Firehose B 5 A 8N 1] A X EHA —1 CIDR R :

« 13.58.135.96/27 REEEFRI ( BZBEM )

* 52.70.63.192/27 REXZEFRI ( HFERLMILE )

« 13.57.135.192/27 REEEFEZP (LmMAERL )

« 52.89.255.224/27 REREETEIL ( HEIRM )

« 18.253.138.96/27%F Amazon GovCloud ( ZEZFREB)
« 52.61.204.160/27%F Amazon GovCloud ( EEEZP )
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. 35,
- 40.
. 18.
- 13,
- 18.
.- 13,
.- 13,
.210.67.224/27 RRILEAR#HX ( FBfE )

- 13

183.92.128/27 REMEK ( FE)
176.98.192/27;:a T MEXREE ( FRME )
162.221.32/27 RERIL AKX ( FE)
232.67.32/27 RERILA#X ( &HXE)
60.192.128/27 RERTL KX ( BEAE )
209.1.64/27 REL AKX (ER )
228.64.192/27 RFRLA#X ( #IN%E )

« 108.136.221.64/27 RRL A X ( HEIME )

- 13.
- 13.
« 52.

113.196.224/27 RERI AKX (KR )
208.177.192/27 RKFIL A X ( KR )
81.151.32/27 REXAFE (LX)

« 161.189.23.64/27 REXFE ( TE)

. 16.
. 35,
« 52,
. 18.
. 35,
.53.63.224/27 R&EREMN#X ( HIEFRE )
. 15,
- 18.
. 15,
.- 13,
.- 13,

- 13

62.183.32/27 KERKM ( 7721 )
158.127.160/27 RERMX (EZ=%E)
19.239.192/27 REMMibX ( BRZ)
130.1.96/27 REMMBX (LR )
180.1.96/27 RERMibX ( B2 )

185.91.0/27 REHFHR ( BEM)
228.1.128/27 REREEM ( ZRF )
161.135.128/27 R&KEMHEX ( K= )
244,121.224/27 RE&RIEM ( FERH)
208.177.192/27 R&ERL A#X ( KBR )

« 108.136.221.64/27 RERLA#X ( HEHIE )
« 3.28.159.32/27 REFP R ( FIBKE )

- 51.
- 16.

16.102.0/27 KRB (RFHL%EX )
50.161.128/27 RRTL AKX ( B/RA )

BXRUABCHEL IP it EZE S |, 555 (Amazon Redshift A 188 I Fih A £
RS,
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& T 5# Data Firehose 58223 OpenSearch RS B #RHI X PR

L& (FH OpenSearch RS B 458t , Amazon Data Firehose £ 533 iE 4% #i 218 OpenSearch fR%
£& | AR AMP XS FTE XHZ D EERN S3 FHd. MRS A THIRIER , Amazon Data
Firehose & & BIEZ 1R L L B EH CloudWatch B EH M. Amazon Data Firehose £ I1AM
A’IEFIEER OpenSearchfRS5 . S3 . Amazon KMS#4A, CloudWatch AEH TR, £l
# Firehose B , REEEE IAM B,

{5 F LA 15 18] 5K B& S Amazon Data Firehose TG [R1#&2#Y S3 Z&#. OpenSearchBi %18 FAmazon
KMS#4HH, MREBT R S3 FHMHNAESE , HFHERMs3: PutObjectAcl®| Amazon S3 ##EFIFE
F | XFETEEETEAEEX B Amazon Data Firehose XK R T2 FRINR, I ERIEESR —
AN AFIHR Amazon Kinesis Data Streams FiE ., MREFEA Kinesis Data Streams £ Ei3E Xk
B, A A BRIZAE A,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

]

1,
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,

"Condition": {
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FRARER

"StringEquals": {

"kms:ViaService":

}I

"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/

prefix*"

"Effect": "Allow",

"Action": [

es:DescribeDomain",

"es:DescribeDomains",

"es:ESHttpPost",

1,

"Resource": [

es:ESHttpPut"

es:DescribeDomainConfig",

"arn:aws:es:region:account-id
"arn:aws:es:region:account-id:domain/domain-name"

"Effect": "Allow",

"Action": [

"es:ESHttpGet"

1,

"Resource": [
"arn:aws:
"arn:aws:
"arn:aws:

_mapping/type-name",

"arn:aws:
"arn:aws:
"arn:aws:
"arn:aws:
"arn:aws:
"arn:aws:

es:
es:
es:

es:
es:
es:

es

region:
region:
region:

region:
region:
region:

:region:
es:
es:

region:
region:

"Effect": "Allow",

"Action": [

account-id:
account-id:
account-id:

account-id:
:domain/domain-name/_nodes/stats",

account-id

account-id:
account-id:
account-id:
account-id:

"s3.region.amazonaws.com"

domain/domain-name",

domain/domain-name/_all/_settings",
domain/domain-name/_cluster/stats",
domain/domain-name/index-name*/

domain/domain-name/_nodes",

domain/domain-name/_nodes/*/stats",
domain/domain-name/_stats",
domain/domain-name/index-name*/_stats",
domain/domain-name/"

& FIG# Data Firehose i [R]Z2 # OpenSearch B35 B #R YRR
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"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}

BRATHM Amazon IR 1HRIER Amazon BIENEZEER | ESHR (IAM AFERE) FWNEIEA
8 . LA\ Amazon BRSS 2 B BR,

ZE 7 AR F Amazon Data Firehose 15 RIE Ik 7 # OpenSearch lRFEHEHINR , §SH. the
section called “¥ Mk 7 3313 ) OpenSearchfks5 B &Y ith”

@] Amazon Data Firehose & F X VPC & OpenSearch BR% B ¥r#9 175 8] £ BR

MR EH OpenSearch B HMZ T VPC # |, 54 M@ Amazon Data Firehose & F £ — T R IR I
BRo kA , BEE [ Amazon Data Firehose R F LA TR |, SEEABER 17 R I8 MY OpenSearch ARS1ZHY
VPC,
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* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

BIBERIERE , BOBEXLENR, MREHEXLENR , MSHRSZIAEAREH ENI
i, &8 Firehose R MR Z LA OpenSearch RHY IR S5 4% E BIE

/A Important

EFE VPC HIEER BFMEMBIEN FRET | FREAFMEFNPEZBREN ST IP b,
MBEEFMIEETHANRE IP #it |, Firehose T EZRNFE VPC FHEIEEH IZDH
N ENI , HF BEARERRE LM,

BIEREHEHRA , BAEE—1NLE4 , it Firehose £ B #EH OpenSearch RS 18 & % B dE et
. BRI LAER OpenSearch RFEFEANHERLZSAESLTRNEEE, MREEEHMZ LA ,
BHEART T OpenSearch RFFEZEHA HIE HTTPS RE. A, EHIR OpenSearch FRSE MY
ZE2HA AT KRB EERE Firehose ERMNIBEEN LT AN HTTPS RE., WREXT Firehose E#EH
OpenSearch REEEAMEBNZ A , FHRAZSAABEAN AT HTTPS KE. BXTEEHMNEB
EZEE |, HSE Amazon VPC X RF R ZLAMN,

& F Amazon Data Firehose i8]/ 3 OpenSearch7 iR 5585 B RV X R

LI OpenSearch ToARS 25 B #REY , Amazon Data Firehose & 3 8iE £ # 2] OpenSearch &
RFEB|RES , HEM AKX AME XEZ R EEN S3 FEH. WRBA THIRIEE , Amazon
Data Firehose & & ¥ IE& iR L L EI R M CloudWatch HELA . Amazon Data Firehose fi£
FH IAM B &5 E3EER OpenSearch TTARFGERES. S3 7M. Amazon KMS#4(. CloudWatch
BEHAMR. B2 Firehose BE#ER , IREEEHF IAM A€,
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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5 F LA 15 18] 5K B% S Amazon Data Firehose G [RI#28Y S3 7M. OpenSearchZc RS 2518 %%
%8, Amazon KMSTNIRETFZ S3 FEMHATEE , BRFHERMs3:PutObjectAclE| Amazon S3 #
RS | XFEFE#FEHAEX B Amazon Data Firehose XA HIX R T2 FRINR, 1t REEE
B2 ARFTHR Amazon Kinesis Data Streams BYiE ), MR EREH Kinesis Data Streams #E R 3
FEXRR , ATLARIRIZIEA.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

}I
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{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

I
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
},
{
"Effect": "Allow",
"Action": "aoss:APIAccessAll",
"Resource": "arn:aws:aoss:region:account-id:collection/collection-id"
}
]
}

BRT LIRKRBESN |, BIEXFURF Amazon Data Firehose BLiE N EIIEH B RS F 2 B U T HIENER :

#F Amazon Data Firehose 1[a 223 OpenSearchT R %525 B #r BV PR
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{

"Rules":[
{

"ResourceType":"index",
"Resource": [
"index/target-collection/target-index"
1,
"Permission": [
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

}

1,

"Principal":[
"arn:aws:sts::account-id:assumed-role/firehose-delivery-role-name/*"

]

BXRAFEM Amazon BRFZIFEZEH Amazon BIRNEZEER |, SR (IAM BFERE) FHNAES
& , L[ Amazon RS 2 BAER,

[6] Amazon Data Firehose # F 3t VPC # OpenSearch7cBR55 25 B ¥rAY 5 8]
BT

IRIEH OpenSearch FLRRFZES AT VPC # |, 554 @ Amazon Data Firehose - £ —F
WEBR. A, LEE[ Amazon Data Firehose % F A TXR , SEE AL 15 R &M OpenSearch To
RS EREEHY VPCo

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

» ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface
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/A Important

BIEEERE , BOREXLENR, MEEBEXENR , MISHERSEHEARERH ENI
it , 8 Firehose f i MR Z 1L [ OpenSearch &Y AR S5 8 4% 15 B

/A Important

EFE VPC hiEE M B irEmBIEN M |, FHAFMEFMPEEBHEN R IP #thilt,
WMREEFNPZEATRANRESR IP ik , Firehose FMEENTE VPC FHBIEL W I B2 R
b0 ENI, FEZBRERIKK.

ERIBHEHZRIRAT , B LLR Firehose I8E—1MNRE£4 , UMEEREHR OpenSearch ERF &K
EREBFENAMER, BALUERAE OpenSearch Serverless £E8 RN LR E24AH , LA LMERATEN R
24, MREEEHMEL LA | FHRT ALY OpenSearch TIRESBEAN LT LA HIL HTTPS i
E, A, B1R OpenSearchTIRES[EEANZ LA R RB LB E Firehose BEIBIIEEN RS
HE HTTPS B, MRIEX Firehose E#EF OpenSearch Serverless £ FEAHEINRZ A | B
REZLEAWEAN AT HTTPS RE. BXRRLEAANNELELR , S5 Amazon VPC XHEHMHE
SEMN,

& F I 5 Data Firehose 17 [RI#X PR Splunk B B9tz

LMREER Splunk B#REF , Amazon Data Firehose £ 8iE & 5 EI#RMY Splunk HTTP B4 UtEERS
(HEC) KT mo BT ZHRFERZHIIEIEERN Amazon S3 FiERES |, LU LUIERERLZREN
Amazon KMS #4317 Amazon S3 BRFERimNE. MRBA THIRIER , Firehose & HIE & HLE
REEFEH CloudWatch BER. & AILAEH Amazon Lambda # {THIE

MR EFEAAmazon 55 # S , FRRE R Classic g% 85 Application AF19# 35, LI ,
£ Classic Load Balancer F /8 AE TiFE T B MR ES1E , 2 Cookie I HiAYE , Application
Load Balancer Wi HiR AR BENREK (7 X ) « BXRWAHITHRENEES , 5ZH C lassic Load
Balancer = Application Load Balancer B F iS4 S iE MM,

tIBEHmARN , BFEERE IAM A8, Firehose IBEZ IAM B HAKRENIEEFEE. 54,
CloudWatch B ELEH R 75 R FR.

55 A LA 17 7] SR B S21F Amazon Data Firehose 15 RI#&HY S3 Ei# i@, MR BT 2 S3 FEEMAT
A%  BEHEHPFMs3:PutObjectAcl®) Amazon S3 BEFIRF | B FEEBHEEENH
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
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I 5%k Data Firehose FEANGIER

Amazon Data Firehose XN R TLIFRINR, ZBEEE T Amazon Data Firehose 1 8]
BREL CloudWatch # 1T481% 10 R M B IEE Amazon Lambdaift, EREEER —N AT IE Amazon
Kinesis Data Streams Hi& 8, MRERFEH Kinesis Data Streams #EREIERR , 0 LU BR1ZE
4], Amazon Data Firehose £/ IAM k78] Splunk. Ei5[E Splunk , EFEAEN HEC T hE,

"Version": "2012-10-17",
"Statement":

L

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

+
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{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"

BXRAFHEHM Amazon BRSFIFEZH Amazon BIRHNEZER |, BHZHE (IAM AFERE) vNAES
& , LA Amazon BRSS9 BLAER .

£ VPC Hif[A Splunk

MR Splunk FAMTF VPC & , EXTEELE IP it AN F#HTIHE. A, BB IR
Firehose IP it , & FI & ¥k Data Firehose 17 R #&H Splunk £ &KX PR, Amazon Data Firehose
BRIEALLT CIDR R,

- 18.216.68.160/27, 18.216.170.64/27, 18.216.170.96/27 REXEEFRIP ( HZBM )
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FRARER

« 34.238.188.128/26, 34.238.188.192/26, 34.238.195.0/26 RXEEFRZ ( #FEL

MHAEER )
- 13.

. 34

- 52.
- 18.
. 13.
- 13.
. 13.
. 13.
- 13.
. 51.
. 35,
. 40.
. 18.
. 34,
- 18.
- 35,
- 13.
. 15.
- 18.
- 15.
. 13.
. 13.
. 52.

57.180.0/26 REREZEAS (ILMAEEIL )

.216.24.32/27, 34.216.24.192/27, 34.216.24.224/27 REREETEIE ( HEXM )
. 18.

253.138.192/26X% F Amazon GovCloud ( EEZFIR )
61.204.192/263%FF Amazon GovCloud ( EEFEEE )

162.
232.
209.
229.
211.
230.
16.102.
183.
176.
194.
241,
130.
180.

92

221.64/26 REL AKX (FE )
67.
71.
187.128/26 KT/ A#X ( o0 )
12.
21.

64/26 RERIL AKX ( ZX)
0/26 RERL AKX ( HR)

0/26 RRIL AKX (EE )
0/27, 13.230.21.32/27 RRLA#X ( FR)
64/26 REBUBY (BH%EX )

.64/26 RERMEK ( HEB )
98.
95.
197.32/27, 34.241.197.64/27, 34.241.197.96/27 REKMMHX ( BRXE)
91.
112.0/26 R&EFMNBX (B2 )

128/26:EAFMEKRFER ( F/RME )
192/27, 18.194.95.224/27, 18.195.48.0/27 RERKMHX ( EXLRE)

0/26 REREMHEX (£ )

53.191.0/26 REREMX ( BHEFRE )

185
228
161
244
208

.91.

64/26 KRB ( BH)

.1.192/26 REREEN (FRFT )
.135.192/26 RERMM X ( K= )
.165.128/26 KFRIFEM ( FER )
.217.0/26 KRL AKX ( KFR )
81.151.64/26 R&KHE (dt=R)

- 161.189.23.128/26 REXHE (TE)

-+ 108.136.221.128/26 KEXL A#X ( HEHE )
« 3.28.159.64/26 R&KPHR ( FUBRE )

« 51.16.102.64/26 KFRIUES] (FHLEX )

1£ VPC Hj[Al Splunk
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- 16.62.183.64/26 REREUM ( 72 )
« 18.60.192.192/26 REL KX ( BEBHE )
« 16.50.161.192/26 REL AKX ( 2RAK)

& Firehose i[RI E 1¢ B 1Yt B X R

LRBEEF Snowflake #E7 B Byitbit |, Firehose & fEA¥REY Snowflake Mk 7 P 1k 5 Fu4iE 4% 5 2l
Snowflake Ik, EREALFHRBEZHICEENLIAELFHRSEHER , RETLUERERAR
2 B Amazon Key Management ServiceZ # 1T Amazon S3 fRFS8ImNE. MRFH 7 HIRIS
3% , Firehose & B#E& M IR KA FEH CloudWatch BER.

tlIBEH RN , BEERE IAM B8, Firehose BEi%Z IAM BB HARENIEEFETE. B4,
CloudWatch BEA MR FRINBR. AT 1A EIRELL Firehose BEB 17 R &EH S3 F#E. R
AR S3 ERBNATESE |, B Hs3:PutObjectAcLiFMEIT Lz @ 2 RS BETIRS | X
FRFEMEBIEEEX Firehose RITHFRWZELIGMENR. LLBEERF Firehose 15 [E4EIR1EF
CloudWatch®I X PR, ttFEBEIER — ¥ iF R Amazon Kinesis Data Streams B1E4, MREFFEH
Kinesis Data Streams fEREIEFRIR , T AMIBRiZiE A, Firehose M IAM 3ki5 8 Snowflake, B
1A Snowflake , E&EAYREY Snowflake ik~ Url # PrivateLink Vpce ID ( iR FAEER ) .

{

"Version": "2012-10-17",
"Statement":
L

{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

I
{
"Effect": "Allow",
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"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": [
"arn:aws:kms:region:account-id:key/key-id"

1,

"Condition": {

"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
},
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/prefix*"
}
}
I
{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

I

{
"Effect": "Allow",

"Action": [
"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

BXRAEAM Amazon BRS T FIER Amazon HIRNEZER , FZ6 (IAM BFER) PHEIEAS
& , JAM Amazon BRE 5 ELER.
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B Amazon Data Firehose 2 F3f HTTP L ix ¥ & B #RHY 175 (R FR

A LAE A Amazon Data Firehose fF##E& # EEM HTTP 4Lix T R B#5. Amazon Data Firehose
ESXERFEZRREBIBENTIE S3 F#EMHT |, B LULERMER B S AN Amazon KMSZ 4R #
1T Amazon S3 R ESIRMNER, WMERB A T4IRIEH , Amazon Data Firehose & BIE& M IR &1
E|RHY CloudWatch HER. & AILAEA Amazon Lambda i 1T BB R

B2 Firehose EiErt , SREEEHF IAM B8, Amazon Data Firehose 18{Fi% IAM A& HIKEXNIEE
FEM., 243, CloudWatch BHEA MR AR ER,

{6 A LU 15 18] 5K B& 2 F Amazon Data Firehose 15 8 #& A EiRZ 115 EM S3 7(52{1%‘1% MREFZ S3
FRBNmMAES , BEHEFMs3:PutObjectAcl®) Amazon S3 BEFIRF | XNBFEEREEE
#XYH Amazon Data Firehose XTI R T L HRIMNPR, ZBKER T Amazon Data Firehose 4
B A PR LA CloudWatch #1745 iR 12 R M EIE ¥ Amazon Lambdaift, L EREER — R FiFR Amazon
Kinesis Data Streams Bi&4, MREFFEH Kinesis Data Streams ¥ERNBIEFRIR , 7T U BRiZ1E
a,

/A Important

Amazon Data Firehose ~EA IAM FRIZ XN E=FRFSREFHEEN HTTP KinT K
B#r , @& Datadog, Dynatrace, MongoDB. New Relic LogicMonitor, Splunk E :32 Sumo
Logico ZIHRIZXHNE=ZFRFREREFAENEE HTTP KinT KRB , BEZERFRERH
FEER , JRELAFM Amazon Data Firehose [E1Z RS & S EIEFTER APl 24515 R 240,

"Version": "2012-10-17",
"Statement":

L

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [

[ Amazon Data Firehose & FXf HTTP &% = B AR89 15 B AR 97
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prefix*"

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
3,
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3
}

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

]I

:::bucket-name/

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",
"Action": [

"logs:PutLogEvents"
1,

"Resource": [

"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

"Effect": "Allow",

@ Amazon Data Firehose ZFXF HTTP &% = B #RH9 15 R i PR
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"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"

BRATEHM Amazon BRE 17 RIEH Amazon BIRENEZELR | E3H (IAM AFER) FWeIEA
& , L[ Amazon RS 2 BAER,

/A Important
B 8 , Amazon Data Firehose X #Fm VPC AEY HTTP LimT S & Mz,

KB S# MSK HY 5K F Ei ik

MEREKFZSE , BEM Firehose Ik ( flank /= B ) Bl2& AR , MR2BHEM Amazon IKF (K
FA)BH MSK 8 , AR ITUTERE !

kP A :

1. £ Amazon MSK Z£#laH , EEMEMNEE , AREREM.
2. EMBRET , BREREHITITS VPC E#E,
3. BERLRET , ERREEHRK,
a. WMREHMAEBRE , BiLFPEE Firehose RS E4H/Z A Firehose B S3 %
#i, Amazon Web Services Management Console ¥ B 14 R B 5 5& LN PRH K BE,
b. MREFCEHE TR , FOINERERMU TR :

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"

iy

kBT MSK HY 850K 7= i % 99


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1,
"Resource": "arn:aws:kafka:us-east-1l:arn:cluster/DO-NOT-TOUCH-mskaas-
provisioned-privatelink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20" // ARN of the
cluster
.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
},
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*"//topic of the
cluster
.
{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::233450236687:r0le/mskaasTestDeliveryRole"

iy
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of
the cluster

iy

4. 7TE Amazon EM&T , WAIKF B 9% ID,

5. BXET , BEELEELWAMNPRIBIEN Apache Katka T8, tIBERRGE , BT EER
e EH,

6. i%# Save changes ( REFEEX)

KF B :

kBT MSK HY 850K 7= i % 100



U 5% Data Firehose FERARER
1. 7£ Firehose £HI&H , EBREFEAKS, B SIEEZER
2. TERT , 1%&# Amazon Managed Streaming for Apache Kafka.

3. HERIRET , ¥F Amazon Managed Streaming for Apache Kafka &8 , IEEKF A A
Amazon MSK £## ARN,

4. HEEZT , EELEEEHRMNPIRIEIEN Apache Kafka =B, SIBERRE , BN EER
e E

5. ERERmARBWNYP , BEARRNEN.

EKF B H, HEQEERRN , BX4AEE IAM A€ ( £ Amazon Web Services Management
Console HERIABIE ) , ZABR 5‘*'%??/»6(1 CEETXTMEKS Amazon MSK SEEE#Y I H 1/ A1 £
PR o

LA~ 2 H Amazon Web Services Management Console ELEH AR :

"Sid": "",
"Effect": "Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:cluster/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the cluster
},
{
"Sid": "",
"Effect": "Allow",
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/mskaas_test_topic" //topic of the
cluster
},

{
IlSidll: IIII’
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"Effect": "Allow",
"Action": [
"kafka-cluster:DescribeGroup"

1,

"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba®9-xxxxxxxxxx-20/*" //topic of the cluster

1,

}

ETR, BUNATREECRERNCEIEXNERRNIESR, AXESEE , BHEH CRERNE
AR

EK P £ E] Amazon S3 B ¥R

&8 LA Bl Amazon CLIZX Amazon Data Firehose API £ — Nk P F 62 Firehose BE#& , £%8 — 1
Amazonlik P 812 Amazon S3 B#f. U TERBERTEEIKF, A BB Firehose F AT EIRAE fai
2Nk~ B B/ Amazon S3 FE BRI R,

1. EART Firehose T HL Lk S3 B AR RFAENTER , EKS, A TEIEZ IAM B&,

(@ Note

FEAGIF |, HRIKEEFISEN Amazon S3 F#EHEKS, B fiE. BSSLEHRIKE
Hs3:PutObjectAcLiFMEIL S S3 BIEFIRF , ZEXBEATKS B ELHEHLE
# Amazon Data Firehose XfFHIXI R, B &5 FEZANR, Amazon Data Firehose
FiER LB x-amz-acl " FRLIZE N “” bucket-owner-full-control,

2. EAWMZETCIEN IAM S&#TiHE , BUKS B 40122 S3 #RMEK, UTRBEFME
REBH RS, BXESER , BSREMAFHEBRENA SR,

"Version": "2012-10-17",
"Id": "PolicyID",
"Statement": [
{
"Sid": "StmtID",
"Effect": "Allow",
"Principal": {
"Amazon": "arn:aws:iam::accountA-id:role/iam-role-name"

}I

50K P 42 5 2] Amazon S3 B 4R 102


https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-s3
https://docs.amazonaws.cn/AmazonS3/latest/dev/using-iam-policies.html
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3.

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

EREESR 1 PEIEN IAM ABEKS A T2l Firehose Eff.

K 7 {43 OpenSearch RS B #Y it

& 7] LAE FAAmazon CLIZX Amazon Data Firehose API £ —NAmazonllk F~ H 812 Firehose EE , 3

TS5

— /MK 8] OpenSearch RS B AR ATHBERT — R, WEAMMEKS A T2

Firehose R HEE N EIKF B #iBH OpenSearch BRS B #rf& A B IR,

1.

£ the section called “#&F I &% Data Firehose 15073 OpenSearch fRS B FrEIINPR” H AR
ROTERUAIKF A B0 1AM B,

ERATMNEE L - HOIEMN IAM BEH#ITIHR , FEKS B T8/ OpenSearch IR K, %
T JSON H4l,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Amazon": "arn:aws:iam::Account-A-ID:role/firehose_delivery_role "
},

"Action": "es:ESHttpGet",
"Resource": [

50K 77 32 11 2] OpenSearchRSS B B 103
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"arn:aws:es:

_settings",

"arn:aws:es:

stats",

"arn:aws:es:

_mapping/roletest",

us-east-1:

us-east-1:

us-east-1:

Account-B-1ID:

Account-B-1ID:

Account-B-1ID:

Account-B-1ID:
Account-B-1ID:

Account-B-1ID:

Account-B-1ID:
Account-B-1ID:

Account-B-1ID:

domain/cross-account-cluster/_all/

domain/cross-account-cluster/_cluster/

domain/cross-account-cluster/roletest*/

domain/cross-account-cluster/_nodes",
domain/cross-account-cluster/_nodes/

domain/cross-account-cluster/_nodes/*/

domain/cross-account-cluster/_stats",
domain/cross-account-cluster/roletest*/

domain/cross-account-cluster/"

BHESR 1 FOIEM IAM SBEKS, A T2 Firehose IE#E. ©2 Firehose Y , B

FAAmazon CLIZKIL 3 Data Firehose API , #}{EE#ZClusterEndpointFEMF = ‘BRF” F

"arn:aws:es:us-east-1:
"arn:aws:es:us-east-1:
stats",
"arn:aws:es:us-east-1:
stats",
"arn:aws:es:us-east-1:
"arn:aws:es:us-east-1:
_stats",
"arn:aws:es:us-east-1:
]
}
]
}
3. fEA
E%. DomainARN OpenSearch
® Note

EE—MAmazonlk F A 8% Firehose B , M OpenSearch RF BNV TE—NKFH |
N 475 {85 FH Amazon CLIZX Amazon Data Firehose APl, M RE{#H Amazon Web Services
Management Console kK| Z2iX f 50k P B & .

£ PR A2 1 7]

B LAERA IAM BRI A EConditiont®k ( HConditionX#R ) | RFIFSEMEHIAX
Amazon Data Firehose BEMHRINRE, LA TN HER T a4 X R EH Amazon Data Firehose ##

FEMITIRE, BXRMER Condition TEUAREAHEEAEANZENNESER |

JSON B TE : &to

BZSHE 1AM

Edekaees e |


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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CreateDeliveryStream

3#F CreateDeliveryStream #4E , i A aws:RequestTag &8, ELLTRAIF |, MyKey H
MyValue RRIRZHIRFIXT BV ES

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/MyKey": "MyValue"
}
}
}
]
}

TagDeliveryStream

3 F TagDeliveryStream #&{E , B aws:TagKeys &H&. EUTRAIF , MyKey J9 RBIFR
TR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}
]
}

Edekaees e | 105



I 5%k Data Firehose FEANGIER

UntagDeliveryStream

XF UntagDeliveryStream 4 , B aws:TagKeys 4 ®. EUTRHIF , MyKey 1 RHI
HREHE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}
]
}

ListDeliveryStreams
B NETHREMIFREGAT ListDeliveryStreams,
H bl 3 338 Firehose ®1E

NFER, . MZIABFFEIL D Data Firehose 4 CreateDeliveryStream
TagDeliveryStreamUntagDeliveryStreamListDeliveryStreams , 5
Flaws:RequestTag&#, EUATRAIF , MyKey Ml MyValue RRRZMEAIT R E,

ListDeliveryStreams , ffffirehose:ResourceTags BB IEZ Firehose E#E L HIPRES 12 HI
AN

FELATRflH , MyKey Fl MyValue RGN BN NME, ZBENERTHREEN, BAN
Data Firehose Firehos MyKey e BE#&, MyValueBXBREXZFRIZFBRNEZEL , FSH
{IAM P18 I ERRSRESIX Amazon BRI

"Version": "2012-10-17",

Edekaees e | 106


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_tags.html#access_tags_control-resources
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"Statement": [

{
"Effect": "Deny",
"Action": "firehose:DescribeDeliveryStream",
"Resource": "*",
"Condition": {
"StringEquals": {
"firehose:ResourceTag/MyKey": "MyValue"
}
}
}

W& 230 O3 B & Firehose

Amazon Data Firehose J#&H) Firehose BB RH ISR ITIEE, BXREZER , BSH K%,

I B3 Data Firehose B9 & M 36 IF

ERZMERITRIN —2D , EF=AFiTHL1E{E Amazon Data Firehose B &Z £ E5Amazon&#H 4.
Hda3E SOC, PCl, FedRAMP, HIPAA REE,

BXBEESAMEITIEE N Amazon BRFHSI&K , BSREZEEAEIT RN TER Amazon R
%o AX—MER , B Amazon&H T,

BT LAE A Amazon Artifact TEE=FFitikE. BXEZEER , SH T 2 Amazon Artifact F#Y

EiLi=g

EIEE M Data Firehose R EMTEEUAR T ENHIBENBBRE., RATNEN BIRAREREEMN
E, WREXT Data Firehose WERA ST E HIPAA, PCl 5 FedRAMP 45/ | BRI RIRRH
Bb : Amazon

« Z2MEEAMEREAERE - XERBEBEITIC TRWIEEEH , FEM T HE Amazon LHER
TLZEMMEAENEEREN SR,

« RITRFE HIPAA ZEHMEAMERNEHNAE D — AR PN AL TWMAER Amazon SIERF
& HIPAA tRER B AR

« Amazon @M MHEE - W ESFMAIEEES T ER TEMNTLIVE,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://d0.awsstatic.com/whitepapers/compliance/AWS_HIPAA_Compliance_Whitepaper.pdf
https://www.amazonaws.cn/compliance/resources/
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« Amazon Config — tt Amazon [RF T A ZN EREEX NIPKER, TAERAERANERER.

« Amazon Security Hub — Itk Amazon BRFIRME T Amazon FZLRSHWLEHUE , AHBERER
BFERETUIIRENRESR,

Amazon Data Firehose BY5#8 1%

Amazon£ IRE & #EE 55 Amazon XEM T AXME., AmazonXigiR Mt NEYIE Lk BFEE/Y
AKX , XETAXRBIEREK, FHESETRESHMGEZEE—E, FATAK , & LUgitH
BREETARzELD Wi BRI REERBONARFNREERE. SEENENRSNBEFOLEM
R TAXEEESN AN, FEENTT B,

BX Amazon XM AXWEZEER |, 55 H AmazonE EKEM 1T,

BRX T Amazon£ BRE M ZB ¥4\ | Data Firehose A 1R 2T ThRER A BY X IS WMV BIE# M MEZ B ER,
R

Amazon Data Firehose T LIRF 2 ER TE1T , HESHTEHITBREBRENESR, THXATHAM
MEMSEMIEEEXHER, XEXHERE , Amazon Data Firehose AT R E TR E KEMAIZIERN
5% TiE% Firehose Fio

I &% Kinesis Data Firehose I ERiEEL S

ER—FEERXPRS , Amazon Kinesis Data Firehose % Amazon £EMEZ MR, X
Amazon Z£RF UK Amazon fAIRIFEMIZHENER , HSH Amazon 22, EERBREM IR
ZERESZRRITEHN Amazon IR |, 55 H (L2 Amazon Well-Architected Framework) A
B RIS AR

BAI LAE R Amazon X HY APl 8 @M 4& 15 8] Kinesis Data Firehose, B A MEXIZFUATA

= .

s FREEZEMPMN (TLS ) HRMNERFEH TLS 1.2, BiIUEA TLS 1.3,

- EERLAERE (PFS) WHRIWEH , #Hlin DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 & b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,

A, RIERFREZES ID N5 IAM EERBRHUBZFRIBHARTBERFITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IGEt Z & F RN BFERFITEE,

e RE 108


https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
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® Note

T HTTPS 53R , Amazon Kinesis Data Firehose £/ HTTP & , ZE2B31%1F R
MR XENRS TLS MR,

VPC %&im¥i & (PrivateLink)

I B3 Kinesis Data Firehose 7 VPC PrivateLink £ 17 R izt X# (). BXEZEL , BZHA F
Amazon Data Firehose & Amazon PrivateLinko

Amazon Data Firehose &£ R{ELEE

Amazon Data Firehose 2t T F 2 Z£IThit , HEEFEMXZEECHZ L RKIEITEZER, U THESS
BE-—RESEN K HTARRZEBLZLHBARAIR, HTXEREIRIUETESENRHRESLTHRZEN
HREER N GERANEANZEREMTRIBL,

3K e Bz AR AR BR 173 7]

EEFIRE |, £ LUREEFIREITELE Amazon Data Firehose &R PR, &7 AN X 27 R B
BAFEATNETERE, Bt , BRNUBRFITESMENNRE, KHEKEXRET R T B2 X8
LR AeEHE AR EEERERNENEXREE,

FH IAM A&

BB NEF BN AREFSANEEEREIE S 82157 Amazon Data Firehose &5k , 3 BIER
Firehose RAMEFH R BB RNEILE, BFEEN Amazon EiIEEE#EZFF RNARERFD
Amazon S3 FEEH, XERFTL2EIRRNKHEIL , MRETCNZIRE |, NI F=EEKR

F0

MR, BRZER IAM B eRER SN 6 Z3[MNE s AREF R Firehose AV IR BHE, £
Aer , EFLERKPEILE (AR NZBRIFRENR ) RipEEER

BEXEZER , BZH IAM AFEEPHUTER .

- IAM Bt
- HXNBENERNEE A, NAERFMNRS

VPC 4% & (PrivateLink) 109


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios.html
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SEHEMIE R H B9 AR 55 85 i AN 28

A BUE FN4E 5 B B9 B03E 7T LA#E Amazon Data Firehose R# T3, BXxEZEL |, HSEILS%
Amazon Data Firehose FHIEIB R,

CloudTrail AT %= API {# A

Amazon Data Firehose 5Amazon CloudTrail—IREERK , TidZAF. AtAmazonfRE £
Amazon Data Firehose F1 REUH 21,

B W ER{E B CloudTrail , BRI LA E [ Amazon Data Firehose X HHIER., K HIERH IP #b
e, #RE TER, AREEERUAREMGFEAEE,

BXEZEER |, {52 the section called “fE A ic &I & B4E Firehose APl i@ Amazon
CloudTrail”,

SEHE MBS 7 B PR S5 5 I _


https://docs.amazonaws.cn/firehose/latest/dev/encryption.html
https://docs.amazonaws.cn/firehose/latest/dev/encryption.html
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I B #h 3 3E Firehose FhiEit iR

Amazon Data Firehose AJ LA &K Lambda BREUCRE#E AR EE H SRS EBEEEZIBE W
i, SBATEAERIZE Firehose B1%AT /B T S EIE Firehose BiiEikif,

BHEFIRR

L {Ri3 A Firehose B #AY , Firehose 2@ EHP&Z ANEKE. EAHKDETRNTF 0.2 MB H 3MB
2, BT Splunk 2% , FTA BRI BRIA Lambda 3 X K/MEREHR 1 MB, 5 F Splunk ,
RIABHXERTRN 256 KB, Lambda EFEIRBRRHSEET 0 F 900 Wz HE. FAE BIRH

ERIA Lambda @ EIBRTIAATH. BREBEFPX K/, B AProcessorParameterifi A
MBufferSizeInMBs#MIntervalInSecondsig&CreateDeliveryStreams} UpdateDestinationAPI
Wy ProcessingConfigurationZ#. #AfG , Firehose FARSRHAKRAXN SN EHXRLT BAEEN
Lambda Bi%¥k. Amazon Lambdak#k /G EIEFHM Lambda K% Z| Firehose, RJg , HIXEIEENE
HREPRNREHRERE (AEREENAE ) B, Firehose FFHKIXE B4R,

/A Important

Lambda [E 458 A& X & R F0E B2 8 S8 KN R &I 6MB, HRRA TR ERBR AR BERNE
HARNNFEHETF 6 MB , H HEBORE#Y A 8T 6 MB,

BB RARSEE

FTERE Lambda W ICRE LM BT E LTS , BN Amazon Data Firehose £1E4 X LS |, H#
FEM A BB LW,
3¢ F Kinesis Data Streams #1 Direct PUT :

recordld
EIAAEIE |, 125 ID M Amazon Data Firehose 1£i% Z| Lambda., ¥#r/EHicFZRS4M B EHEEIC
% ID. FRIAIEHEKM ID MEHRIZEN ID 2B MRBRERITE | [FHM N BIBHR AW,

result
IEFRNBIBEIRAVIRS, TREMNER : Ok (IBFMIhEM ). Dropped (AEBZEHEEFIEE)

M ProcessingFailed ( IBREEHR ) . WRIEFKHIRAFOkZHEDropped , M Amazon Data
Firehose 2IARZIEZRERINLE, BN , Amazon Data Firehose 2IAJIAL IR KM

BiREBoR T


https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessorParameter.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessingConfiguration.html
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i

HIRENBIEAE ( £ basebd HmBZF ) o

LAF 2 Lambda 4 R H R4 :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"

% F Amazon MSK
recordld

EVHAHEIE , i85 ID M Firehose 1£i% % Lambda, ¥i#EHNicEZ4ABEHEEIZHE ID. RKIE
K ID MEHRICEMN ID 2B MBERCTE | O BIEE R KK,

result

IR BBFHRIREVIRES, ATREMER : Ok (12FAThEk#R ) . Dropped (AEEZEHEERFICK )
M ProcessingFailed ( IBRETEHR ) . WRIEFKHIRA N0k Dropped , Firehose 2IANZ
IBREKINAE, BN , Firehose 2NN EALE LK,

KafkaRecordValue

HHRENBIENE (£ basebd wiBZ/E ) o

LA R Lambda &R 5% H R :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": '"<Base64 encoded Transformed data>"

Lambda 1§

XEEERER T A2 FMER Lamb Amazon da BRI ISR Amazon Data Firehose g &
I BIE,

Lambda & 112
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& & Amazon Lambda &l A RHNER

1. &% Amazon Web Services Management Console , fA/#33 2L T Mt 3T Amazon Lambda

B H| A : https://console.aws.amazon.com/lambda/,
2. ERCEERHK, AREREAER,
3. & BR FEBY , BRXBiAfirehose A&, Amazon Data Firehose Lambda &

EEK :

« R KIXEIT I Data Firehose 7 ( Node.js, Python ) #9183k
WEER R T A4#E A Lambda Amazon 2 I8 Firehose FiE7H MBI E AR,
R¥MAITHE : 2016 £ 11 A,

KATUHEA : o
« &3%%| Firehose K94 CloudWatch B&

HWEREHER, BXAIEKRIET Firehose B CloudWatch BEMER |, HSEFEHRAEEA

Firehose, CloudWatch
« fF syslog #&=# Amazon Data Firehose E&idxki#:5 JSON (Node.js)

HERRR T WA RFC3164 R4t B AR AV AL KRN JSON,
B RITHE : 2016 £ 11 A,

BATHH : Fo

& & Amazon Serverless Application Repository A2t #9 15 &

1. ¥ % Amazon Serverless Application Repository,
2. EENRFMBENARER,
3. & NARER FERY , BERXEF firehose,

B UERERAERNER T 62 Lambda &%, &S5 Amazon Lambda A7,

Lambda &
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https://console.amazonaws.cn/lambda/
https://docs.amazonaws.cn/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://docs.amazonaws.cn/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://www.amazonaws.cn/serverless/serverlessrepo
https://docs.amazonaws.cn/lambda/latest/dg/getting-started.html

L 53k Data Firehose FERARER
BRI R WAL B

MREH Lambda BEREEAH T ME& B R 23X E] Lambda ARG ALK , Amazon Data
Firehose BMASEiIX= XA, MREA KM , Amazon Data Firehose BT Z#ttid %, BIH
BRI REHINAER IR, BAILIEAD UpdateDestination APl EEHBHREIHE
I, CreateDeliveryStreamXy Tt bE , &7 LARFE A 4E1R12% 2] Amazon Lo CloudWatch gs H,
BXEZEER , B5R F£H B L% Amazon Data Firehose CloudWatch

MRIZFHOBIE IR A |, W Amazon Data Firehose £fFZ 10 R R LB &

M. ProcessingFailedX FUtEE , BRI LB Lambda Bi#k[@ Amazon CloudWatch BE X
REEREE, BXEZELR |, B8 HAmazon LambdaFf & & B Amazon Lambda® #1515 Amazon
CloudWatch B,

MEHBIEFRRM , WARFEHRINEER IR 2EHEERE processing-failed XHXRHPH S3 776
Mo XEEFREFUTHER :

{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": "code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

B ERAE R

arrivalTimestamp

I 5% Data Firehose W ZIi2 ZAYETE o

errorCode

Lambda JREIRY HTTP £&i%{Xi3,

errorMessage

Lambda IR B4 iRE 2,
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions-logs.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions-logs.html
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attemptEndingTimestamp

Amazon Data Firehose £ 1t 2% Lambda A A # &t A,

rawData

234 base64 YwIBHYICFKENIE,
lambdaArn

Lambda B #H Amazon BEREZ# (ARN )

Lambda & F B9 5242 B+ (8]

Amazon Data Firehose X33k 5 44089 Lambda @A A, MMRER Lambda HHFERT 5 9
HIEETER , BRI LA T451% ; Firehose 18 Amazon Lambda BHEZB A fEiR. XIFMNHEAHK
BB 5 28,

BXRAEE MRS Amazon Data Firehose £ IIAIAEBWEER | 5, the section called “BiiE
o R W ab 2

R1CF %10

Amazon Data Firehose AILUNFI A R #ERA IS KB R A EEH S3 F#iE , B ERENICFRKE
ERBFr. BULAERIERREH Firchose BN EARICRKEZHD. EEARECRERZE , BT
ﬁ?o

Lambda 18 F B 42 aT 8] 115
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£ Amazon Data Firehose #1715 % X

BAD XEEEESFERABIETNZ (HlMtransaction_id®H ) X Firehose FHHEIEHR 1T
Z9 Xcustomer_id , AREFIRIX L% 4R 0 B I BIE AL 3% B 48 S AYIE I 520 5] 22 17 6% AR S (Amazon
S3) Simple S3 Service BI&RH, XEBEARTHRS ( FlAOLSEHAG, WIHFHEMR, Amazon
Redshift Spectrum L iz ) (A E R T L7 S3H N RIBBEH TEH R, EERAREN
2#. QuickSightttsh | EEEHNECEHWABIF , Amazon Glue FJATEBN A XK TREIE & 5 2
Amazon S3 FIMITEE ZRMIZEL. iR, MK (ETL) i,

FNEBEHTIXAURZAREHED>HBHOBIESE |, (R sE | HBRIEE Amazon S3 EHITHTE
WH R, B RSN BIENBA LR Firehose Hif& % LA FHIREEHFEMNEEF Amazon S3
P, EXNRBFEBE D XLU#HITET Amazon S3 74T , BEE KT Amazon S3 FREBZEEITHX
MARRE , ARTRFEBERTIN , XA BERIBR,

B A5 X , Amazon Data Firehose A AR BSE LW BEZHABENEEPFHOBERTS
H, AEZHEHEEREE Amazon S3 GBI, X AL time-to-insight & 2 JL 2 =L/ at. &
A LARRAK B A H fRI{L 3R 44

&

x

N
-

X

- ATz %9 XH Amazon S3 F#MERIR
- REBENITD X

- [6 S3 L HBIERRMFTHNIT DR

- MABAFEDX

- PR XERLE

- BEZANPIEDX

y

X8

BEMNSDX , BAUURES XENBEHTIX , N S3REFECIRZERBES. 2XRBELSEBGR
BEREEREREE, fl, IREEFERERTS ID MER/MXHEERSE , WAL customer_id
MBEFEREEN —1N2XE , & country WBBEFREENS — 1M oXE. RE , BEREN (&£
AXENEN ) RENGED XBIRICRKEELMEIN S3 FREBEIR,

UTRXFOES XBNGE
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- WERAEAT-IL 75 %A Amazon Amazon Dat a Firehose BB 5 41% | B jo #B4TES , BTFM
JSON X MBIEICRPIRINA T2 XHWFEA,
« Amazon Lambda B¥ : b5 EEAIEER Amazon Lambda EBIREVAIR B 45 X FrER BIEF ER

/A Important
BRHSHXE , BPAEDHEED M ERNBEHRTIX, ERTAREHP—MHEK
EESX® , WA EREEXMITEE,

f£ F N EBRBE AT 8122 0 X 48

BERABRETEENRBENDISIELE , LAERRERFES XEHBEIERSH , ANEBNMEEN
2 XRRMA-ME

BMNE-TUTREABEICR , THRNAMEIABRETNEE D XE :

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
1
"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"
}

Flan | B LUERARTE customer_id S E event_timestamp SHIHBFEHTOK, XEKREFE
HFEFRAERIEEKTM customer_id S8 E event_timestamp SHHERBEE @ HE ML
K S3 B, WA ERRESH , IMKRERXN .type.device B device, BHHETD KB
BAREERRT SN,

Ny XBERRESHE , RS SHRHEINERN jg REX. TRETR TSI jg RENAVBRS :

¥ jg ®ixX
customer_id .customer_id
device type.device

A RB AR T D25 K8 T


https://stedolan.github.io/jq/
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B ja JERX

year .event_timestamp]| strftime("%Y")
month .event_timestamp| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

EZ178¢ , Amazon Data Firehose £ EH AR TBEHKICKPWEERTESE.
A Amazon Lambda B # Bl E o X &

NFEFRMZHBTEILF , RER JSON ZAWEAXHERNIEIE , B AEAERK Amazon
Lambda HBMEECHEENRBRBES, BERERILR , UERNFRE S XFENKEF
B, XRNIMEHLR Lambda BT B , ZEEIN27E Amazon Data Firehose H#E ., &7 LA%
18", ﬁﬂ*ﬁ%ﬂﬁ@?&ﬁ—?—ﬁﬁ , RIEEAHEBMN Lambda R THAD KX

AR 2 Python ##9 Amazon Firehose 7t 2 Rl Lambda BE , ZEREHBEEMN B A SR ENERIE

HidFE , ANEERHPREND XEHR,

from _ future__ import print_function
import baseb4

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.
# Go through records and process them

f# A Amazon Lambda Ei it 2 2 X 42
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for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('sY"'),
"month": event_timestamp.strftime('%m'),
"date": event_timestamp.strftime('%d’'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}

# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LA 2 Go #H# Amazon Firehose 7i4b BRI Lambda BEER , iZENEREEM 5 A Bl H 09 =2 5IEEIC
* , HMNIEFHIERS XH4,

package main

import (
Ilfmt n
"encoding/json"
"time"

f# A Amazon Lambda Ei it 2 2 X 42 119
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"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"
)

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse

for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

response.Records = append(response.Records, transformedRecord)

f# A Amazon Lambda Ei it 2 2 X 42 120
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}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}

A8 X8 Amazon S3 1F MBI

EoEFERAT D S3 RN BARM Firehose Fibt , 4938 E — Amazon S3 F## , Amazon Data
Firehose [ EHPEREIE, B LIER Amazon S3 FEEEIRRALFEMTE S3 FHBP K
B, Amazon S3 FHEBRIRELUTE R , LR LHRNROEHE—E,

BEHADX , BH 0 XBESEHIIIEEN Amazon S3 5%, MREABRAZGASKX |, NA &k
A Firehose HRIEE S3 FHEI R, ER , MRZBEERBHAIASD KX |, MMSAFIEE Amazon Data
Firehose @ E& X0 XEIEH S3 FHEEE15%.

EERBRANES D XWEA Firehose iiH , S3 EHBIIZERETZRARNIEES XFHANWREXA
Mo BXEREENEBIEICE RS , A LEELT S35 E , ZERET LAENN D XBHRE
AR :

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:devicel}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuery:hour}/"

Amazon Data Firehose FE2 TR it E iR RER, HEEMEEITERN S3 siERREXWICFK A —
NIEE S, ARJfE |, Firehose 2N ENMNBEEL AT EEN S3 5i&R, M@ S3 EAKIBENINER
Firehose REBFXIRERE. Hit , A RHIFHIZRFEMELLT S3 TR :

BFa5 5 XE Amazon S3 i EETE 121
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s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

MNFHBDKX |, BURIE S3 FHBAIBRPFFEAUTRERXKER : | {namespace:value} , H

WA ZEE A LR partitionKeyFromQuery = partitionKeyFromLambda , tBA[LARH
., MREANBKRBHANFREEUNES X , WATIEE— S FHMIRE , ZEHUTH
RIEEMWRERAR : "partitionKeyFromQuery:keyID", #NR A Amazon Lambda B
BHNBRBELNRSXE  NAMIBEE— S3 FHBIRE , ZERATEREENRIEAXA
X : "partitionKeyFromLambda:keyID",

@ Note

B A LAE A Hive #RERNIEE S3 FRMBILRE , HII0 customer_id=! {partitionKeyFromZ&
iﬁl:gF_lD}o

BEXREZEER , 5012 Amazon Firehose FFI & S3 MR EE X BT H “H B By xE
Amazon S3”,

REBENDISTX

BO IS XMATREHE (il , REEIEA PutRecord M PutRecordBatch API @A
MWEANEH, BERIER ) , EXTAENXEREH#HITHRR., EUUBELEAZIERBRRIVERES
& , BEEMTFirehose P MIE R FHAFHNIE., ZIEFRMRITLUR ISON £H | XEKEFIZRND
ERETHEME JSON H1TH., bR Delimited K&  XEWRECEZNIBREETEENEE
U BHERITH, ZEENLDBHLARE base-64 RBWERHFHR, flin , MREBFHUTZHFEER
BEM D FRAF #### | WATI base-64 RIBERIEEZFFR , NEEHLRRN IyMjIw==,

NFREHE , YEBEHIA D XA , Amazon Data Firehose £ #1id% , HIBERBIEEN ZICFZER
KAEESN AP HAHPEHRE B JSON IR 2 FEI1E o

/A Important
MRBFEREREN , WRBEE RN HEH THERN T ENAIED X,
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https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
https://docs.amazonaws.cn/firehose/latest/dev/s3-prefixes.html
https://docs.amazonaws.cn/firehose/latest/dev/s3-prefixes.html
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/A Important
L IB1E Amazon Data Firehose R {E R BIBERINEER |, FEREHRLCITNAERE. £ A
Amazon Data Firehose BB IZLA T IR 7t T4 B : R4S - B Lambda #1THIER R
d i—,\lzgﬁu\%ﬁo

[B] S3 1& % & A AN T B 17 20 PR 45

BRI R “HIToRA, MEEARE Amazon S3 XN RHPRVIEFK 2 BRI T RRF. XX ##
#r Amazon S3 RN RBEH B, ENREBRBERADSD Xet , Xt EH , RAFENETTE
H—82 , ZIERER (LAXNATREHRE , AT EXNEH#THEDX ) SMIEEPRERFHIT.

mAEAmARDX

B LUE T Firehose BEIE#E4]A . CLI = APl H Firehose ERREEZAD X,

/A Important
REZ QIR Firehose BN , TREEAIT DX, BXRENEARBADIS S XHNIAE

Firehose /3 AaIA D X,

BXRIEBIEF Fire hose Fib AaES T &3 #E Firehose BEEZRFH A B AMNEEN S XWIEMAS
&, BEZHCIZT S Firehose fito HYRITIRFIRE Firehose EBIEE BrfT , BHLRR “NIR
/9 B $riE$E Amazon S3 ER BAR” BB VS B TIRME , A Hel , REFEH Amazon S3ERE
¥RHY Firehose Ef S X#FaA 0 X,

1E5EZIH Firehose R EBRAZASXE , BRI LUBERMEFH 2 XZ4AHM RN EFHIE 2 X248 H
SIHIBRERXNFKEHEE. FH/E , L% Amazon Data Firehose FF & A FTRIZEAFETHY S3 B
BRENX

/A Important
£ Firehose B L BRSO XE , MEZEEM Firehose B LZ2RAZHT DX,
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https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3

U 5% Data Firehose FRARIER
A0 XEE IR

& Amazon Data Firehose 7o T #E/Y Firehose A M EIEIZR , RETLERIUEEN 2 X
%4, WAL S AAEFIENRAN , NXEHECFHEETEEVNEERADSS XH
Firehose FiA %IEER S3 FHIRFMEWATR. S3 HIRTFMMAIRETE Firehose TEEZIZEIEE S3
BARATEIESR, XEEREREEREXHALN, RTIEFIN , EANNRESEEXBERNER ,
LAHS Bh B2 R FN AR R AR IR o

WMRERN I Firehose REAAS S KX , MAMA Firehose FIETE S3 ERFHEBIIR. MBREBFENR
Firehose /a8 AR X , MIEE S3 HHiRFHBRIR2 &M,

BREFPNDISTX

Amazon Amazon Data Firehose & AMRBIEEHE —E X/ DM —ERE , AEBNEEL@MEE
EBWH, EOJLAECIEFI Firehose BEERNEEZ FX K/NME)FEIFE , HEEFHRME Firehose i
HEFRRNBHER. EBHFXAKPHENE MB, BFXERBHEMER,

BRZIZAZXJE , Amazon Data Firehose 2R BEEEMNE IR ( K/NHEtE ) ERBEAHETAE

PXMIEF , AEBIIX LR RKMEIET/EM Amazon S3 F#EE. H T RNAFJZRAKPIIR |, Firehose

ERISERTZRED, At , —#12FM end-to-end ZER AT AE R B B AV E IR RATHEAY 1.5 1%, X
I Firehose EIBHBIEFEEE,

D XITHEREHMEFXNEFDTENEH. S, IRFESXEWEYVHE I DX, FEE
B—1MERXETREE , 760 ¥fr - , BAFIEFRE 180 NMNEFH DX, 2R Amazon

Data Firehose 7o 0 KA BIBEBEERIBAR , Mo KECMEFXFHEANESDSX |, BT
BERN Lk,

HBRFBIERBEFEBFEM S3 gIRKEN S3 aIRITTENFHERN , FUE—IFH2X. AENEHZKX
BIBE—NHEAHAX, EEMHEITE S3 AIENENGEIEREHFEATZEAX, —BEFXKEEF
X K/NBR 2R 2 4 it (Bl [E] fE , Amazon Data Firehose i tlZ2—NEEEFPXBEHFR , HFEEL
i EIEER Amazon S3 BI. FENRE , Z2XWEP XM XA S FEMER , HFMNE 2 Xt
PR, —BERENDXWEHK/SEE , Amazon Amazon Data Firehose iR ENEFXE
BENEINNREH. —BEEDDXHEREREETANRMAR 500 B LR | Firehose AN HRIZFY
EEFIEEN S3 HiRFHBIIR.

WA D XERLGE 124
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£ Firehose R IEH A 10 K&K

ENEIEEE D D% S3 28 , Amazon Data Firehose AJ SARFERY 5 A BIEHI &M JSON %R
Apache Parq uet 5/ Apache ORC, Parquet #l ORC %X ##EHEX , 5 JSON HTX KN4kt , &
APEZERAHEREEHAERN, MREEER JSON BANRARES , ESSRE (CSV ) HE
XA | A LASEEA Amazon Lambda SR E kA JSON X, BXEZER |, 550 HUEE
B

F&:

- BERBXFRRER

. %42 JSON fRR 85

- EFRBRTE

- HiMAEEER (BHE)
o BB AILRZER (API)

- BRBRERERLE

- IERBEXERTA

IO ERESK
Amazon Data Firehose EELU T =N TR REBRICZBEHER

o AT EEUE ALIE JSON R FHIbes — B UNFFERE N R F5ILEs P i%EE—F . Apache
Hive JSON 3 OpenX JSON, SerDe SerDe

@ Note

MEFZAN JSON XHEEHFIE —EFKHP , FEEAREHEMANULZIEFN JSON KXE
o JSON MHEAETRBE MM A

Flan | XREBBEMA : {"a":1}{"a":2}

MiX2HEIRBBWA - [{"a":1}, {"a":2}]

- ATHENAIERZEBIENZEY : fEH Amazon Glue £ Amazon Glue Data Catalog #2224,
A J5 , Amazon Data Firehose 25| A ZEHH FEAECRKBERENHMARE, BUUFERAMEENEY
Sk ELE Amazon Data Firehose MZH oM HF. EXEZEER , HZH (Amazon Glue F X AR
5 FHIEZR Amazon Glue BiE B .
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https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://docs.amazonaws.cn/glue/latest/dg/what-is-glue.html
https://docs.amazonaws.cn/glue/latest/dg/populate-data-catalog.html
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® Note

#£ Amazon Glue Data Catalog F 8|2 ER Z Sim ABIEEWHETE. &0 , &RiRE
WHERTSEEREPRIEENEYE. WREMFHHKRE JSON , FERWPEATESK
JSON BiE4#9f STRUCT K8, BXUAER STRUCT KELEHRE JSONWEER | &
S B,

- ATRe@ HiEEHENEBERIXFMER (Parquet 3 ORC ) BFFI{LEF — B LU ERFRPER
K F%{LEs 2 — : ORC B Parquet, SerDe SerDe

/A Important

MREFAICFRENFER , NEEFIL S #HEIE Firehose B #71RE F L S # OpenSearch Bk
%, W 5# Redshift 3% Splunk. B AKX EERE , Amazon S3 2% H Firehose B A LA A
EI‘J HE_ E E’gi&o

BENER 18 F K% 2| Amazon Data Firehose 2 BISLE TiX g |, B AT AR RBIENIZ R,

1%$F JSON fE RS

SerDefN REM WA JSON A THAHETEIE , B1%EFE OpenX JSON :

« yyyy-MM-dd'T'HH:mm:ss[.S]'Z' , EF/ & ZE 9 11 , i
W 2017-02-07T15:13:01.39256Z,

* yyyy-[MJM-[d]d HH:mm:ss[.S] , EH/M&EZHE 9L, filf0 : 2017-02-07 15:13:01.14,
- B, LR R, fl0: 1518033528,

EW , UL KRR , i : 1518033528123,
- FRAY , UL RT, w0 1518033528.123,

OpenX JSON SerDe AJLUFAR () BRATHE (). ©RETLATER JSON &3 1T R BITLH
FHERNNE, BxRFSLESEIT Amazon Data Firehose RGN EZER |, TS
OpenX, JsonSerDe

MREAHEEERWNRFHIEE |, FEMA OpenX JSON SerDe , BRIERBEE AR XM EIE.
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https://docs.amazonaws.cn/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://github.com/rcongiu/Hive-JSON-Serde
https://docs.amazonaws.cn/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_OpenXJsonSerDe.html
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MRSV RBEES 2R ENEXTRE , &M Apache Hive JSON, SerDei&ZILiFHEE ,
BAEEEFRANERER. Nkt , HEE Joda-Time DateTimeFormat X FEZFEMNERNIE
t. BXEZER , 153 DateTimeFormat,

R AEFASERE millis KB EE (ZW , UL RT ) . MREREE®ER , Amazon
Data Firehose ©java.sql.Timestamp: :valueOfBRIABEAZE R,

Hive JSON SerDe & A 1FHITUA TIRE -

« JIBHFHTR (L)

« AR uniontype WFE,

- BPEEHFEREEET JSON FHFHENFR, Hln , WREHZ (EH ) , ™ JSON
={"a":"123"} , Nl Hive SerDe &4 H&i=.

Hive SerDe T2 FH#iER JSON BN FRH, flw , MREH {"a":{"inner":1}} , BT 2F
{"inner":1} M A FERFHE,

EFEEBITLER

ERENBTRBRTENLZER, ETHBEXREXANFINFETMNESZER , i8ZH ORC
SerDe # P arquet, SerDe

RHiRH BRI (2HE )

ﬁ'JE:EE%ﬁ Firehose Bt , JAERFI & LB ABERN KR, BABEEIEKIRE , Amazon
3 BB LA Firehose BIERELEAIME— B AR, LA, Fﬁﬁﬁiﬁ’é}ﬁ&ﬁ RENER Amazon
S3 E48. 182 , Snappy EHLERN BaRRIEN —3B25 B3I## 1T, Amazon Data Firehose
EAG|REFAR Snappy 2R &R 5 Hadoop B, XZ "ik# I&TILAE A Snappy E4RHY
ZERHTE Athena P X LEBIEZEITER, BX Hadoop FIEEIEY Snappy BNEE |, 85

% .java, BlockCompressorStream

E N IIE Firehose 78 AHEHR N &k

1. BFZHFTF Amazon Data Firehose ###|& , Wity https://console.aws.amazon.com/
firehose/, Amazon Web Services Management Console

2. EEEFEHH Firehose BEE , LB ZRHANT RGBT Firehose Bk, €% Firehose E%
3. HEHBIEEEAT , HicEEAEBRIRENCEH.
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://console.amazonaws.cn/firehose/
https://console.amazonaws.cn/firehose/
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4. ERIENREHER. BXRXXFAMEINESER , 15 Apache Parquet # Apache ORC,
5. 1%&3% Amazon Glue RERIEERICKHEM, REXE. BEE. RAMKRRA,

R AL FKE (API)

R YR8 1k Amazon Data Firehose FFYREV i ABIEHE M JSON ¥ Parquet 5% ORC , 87
extendedS3 = Extended DestinationConfiguration S DataFormatConversionConfiguration3 # g A
% t%E, DestinationUpdatefl R 1#&$E DataFormatConversionConfiguration , N3i&E A LA TR -

« 127 BufferingHints , 21R /B AIEFE RN , MFEESizeInMBSHERE NN TF 64, LI, IR
AERAKRNER , WEIAMEN 5. ERARNERE , ZEFER 128,

« {RFCompressionFormatiE extendedS3 DestinationConfiguration = extendes3 ik &
#. DestinationUpdate UNCOMPRESSEDCompressionFormat BIZRIA{EN UNCOMPRESSED,
H it , # A LAE ext en DestinationConfiguration dedS3 R ERB R RIEE, BINER
T , BB Snappy EERENBTILEEN -2 B2 ES. Amazon Data Firehose
EARFIRERAR Snappy ERIERE Hadoop A . XEWE , BAILAER Snappy E4H
£ R HE Athena AXTIXERIFEZETEM, B< Hadoop FIkHBiIHY Snappy BLEREN |, S
7].java. BlockCompressorStream S B H{T{LERET , WA LUERHMERNELSE.

ICRME A R IR E

% Amazon Data Firehose To &R R FLIC RS (Fln , HHBPBSREATEER ) , EaERE
RS HEE A Amazon S3, MR LLE A KM , Amazon Data Firehose FKIEEis , MME L —F
Rt WFH/REMKMIEFE , Amazon Data Firehose A ERA U TEMEE — JSON X4 :

"attemptsMade": long,
"arrivalTimestamp": long,
"lastErrorCode": string,
"lastErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,
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https://parquet.apache.org/
https://orc.apache.org/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_BufferingHints.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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"region": string,
"versionId": string,
"catalogArn": string

}

I FRAE AR RAI

BxuAEAIREIEZERFERN RBIAmazon CloudFormation , &% Amazon::DataFirehose::
DeliveryStream,
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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{# & AT Apache Flink I 2 EE RS

& Bh Amazon Managed Service for Apache Flink , 2 aJ LAfEf Java, Scala = SQL R4 F 25477
BiE, ZRSELEBHNRFERENZITRE , SATEREFI 24 | 155 S 42 &l AR A o 2 st e

1EFRo

BXREERAT Apache Flink WL S L ERSERN B , TSR RH . BEAN ZEEIE Fire hoseo

FEARGIH | B[ AIE— Apache Flink B AR , ZBARF U Kinesis BIERERNR , &
Firehose TRIEN#ZEKER. B U AZEKERRIE Amazon S3 EEFRARFNMAE,

e al , EIREFFFEN ERFM

&M T Apache Flink NREFNEERSHAH
- TR EREMN
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https://docs.amazonaws.cn/managed-flink/latest/java/get-started-exercise-fh.html
https://docs.amazonaws.cn/managed-flink/latest/java/getting-started.html#getting-started-components
https://docs.amazonaws.cn/managed-flink/latest/java/getting-started.html#setting-up-prerequisites
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Amazon Data Firehose ZIE4E i

RBERERERRE e 83tk aERIER0 B iR,

/A Important

WMEFE A Kinesis Producer Library ( KPL ) J¥#IEE A Kinesis iR , WAILMERARE
REHE AiZ Kinesis BIEFRMIC T, MREHEERZEIERENRN Firehose R 137HHIK
JR , Firehose 2EFIERAREE BRI ERHTHRRAE, NMERFEAREENER
BiE |, Firehose 2EFIEFAAE B 2 BIBUER S, Amazon LambdaBXEZEER , 5 H

{Amazon Kinesis Data Streams FF & A A{EmM) FHIEA Kinesis Producer Library J7F &
Amazon Kinesis Data Streams Producer fM#t TR &

F&

- BEAHBN

- BURERMER

» Data Delivery Failure Handling

+ Amazon S3 W REHER

+ OpenSearch Bk BRI ER 5|5k

o H3 HTTP 3% 2 B #R8 % Amazon K F1% Amazon XiEi&
- EENIER

« WAEEMNIKE Firehose BEEEE

BiER BN

R T B D EE B FEBRS (Amazon S3) Simple S3 Service £ #I%IE |, Firehose 2R IFEAHHH
EHmMEEESFZEAILT. RE , FiEFRERN Amazon S3 XKL E Amazon S3, BIAER

T , Firehose EZHHIER T HE A2 RTF. MRELSEBELRF2EFERTNTORE , WA LUERE
Firehose £ HI BELE D APl S8 18 AiXThee KA M 1T 2 B &

A 7 [a Amazon Redshift £ E3E , Firehose B 5t 1% B8 8] [H 18 IR BV #& NAG4E A BUIR(Z X BIVREY S3
7. SRS , Firehose 2% H Amazon COPY Redshift 545 , JFEIEM S3 FE @ MNE 2T 5%
Redshift Fif B £ &KL % Redshift TARE 28 T4EH, HWIRTE Firechose & 5&E AICFIERESD

BRERER e


https://docs.amazonaws.cn/streams/latest/dev/developing-producers-with-kpl.html
https://docs.amazonaws.cn/streams/latest/dev/developing-producers-with-kpl.html
https://docs.amazonaws.cn/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Processor.html
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Processor.html
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Amazon S3 MR Zjg , TR i S3 MR E FHIEEH Amazon Redshift Filil EE &5 Amazon
Redshift TR TEH, BREZEER , S H Amazon Redshift COPY @ H HiEE XS,

79 7 1@ OpenSearch AR5 OpenSearch TR F e85 IR |, Firehose 2B BA MRV E P EERE
HEANIEF. AE , E2ER— OpenSearch B3k OpenSearch TIRGEHEIFR |, T KL
KR 5| BB M OpenSearch RS EE S OpenSearch TIRFBES . EFIEFKAKIEE Firehose ZHI ,
BHRENIEZRERL UTF-8 mIBEHRFEL R EIT JSON R, LAk , 24008 OpenSearch RS EF
Mrest.action.multi.allow_explicit_indexi&Wi&EN true ( BRIN ) , FREMA N EBHRIEH
RENIARSIRKEZIHEER, BXEZEE |, 55/ (Amazon OpenSearch [REHF A &EIER) F
#) OpenSearch FRSFELE 5 H %,

T [ Splunk L EIE , Firehose REZERXENFET, MREELVBEHREA SRR ( 1T
), BARBITRAXLED B, BWHRE Splunk BLE N BT 5 REF

EOZXEFNE=ZFRSEHEFHEN HTTP in L& WEBUER |, BAILIERERKA Amazon Lambda
BREBEBE—NE , FEALCLKERNERSEHEABEXRTHNENCENER, FHRRALIERH
HTTP in R{EN BN E=Z A RSEESE | THREXMIESINIEZERIANESZEL,

WAE R SR

S Firehose BIF#A BCHWBELRAE, HXESER , HSH HHET.

Data Delivery Failure Handling

1 Firehose BFr#ElHE H W EIEE K MALIE 3%,
Amazon S3

B S FHENBELCRAURSHTEERRMAM, Sl , FEEIEEFFHE , Firehose 1B
0 IAM A | ATRET AT RIFMER. NEHAHBESKLUEH, BXTERT |, Firehose RIFLER
ik 24 /pet , BRI Y. Firehose W KBIFEFHEETEIS 24 /Net, W0 REIEE Rk MBS
24 /hEY BEERFE K

Amazon Redshift

¥tF Amazon Redshift B#r , Al A EQBEZ BRI IEEE R IFLAtE ( 0-7200 % ) .

FHIEE HE] Amazon Redshift & £ 85 Amazon Redshift Serverless T4E4AET , ATAESE F L
TIAANERMAM, i, FRFNEREER LR, SRR ITFEALELEPSIMEHRE, FiXL
%MT |, Firehose £EIEER AT E A E i H BT Z 45 EHIXH Amazon S3 TR, BT RHY
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https://docs.amazonaws.cn/redshift/latest/dg/copy-parameters-data-format.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
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EM BRENANEAEMEEN S3 FHEMFM errors/ I#Fé’%lj\] ST BARI R 1208 B XX
?zsblil o AXRIMMIERFBEXHF3) COPY BIEENEER , BESREABREERE .

Amazon OpenSearch fR5 # OpenSearch7c iR 5585

X} F OpenSearch ARZ5# OpenSearch RSS2 B 5 , & A LATE G2 & M et 18 € B il 4L o (]
(0—7200 % )

HFZMER , @&EK OpenSearch FREE B OpenSearch TIREBRESERMBIBRES K
WMo #lan |, BH RSB OpenSearch fRFER S OpenSearch LIRS FRESEE 8T EH,
OpenSearch PREZE B OpenSearch TIRFBESL T LIRS, MERERXCESH, XL
%ZMHT , Firehose 2EBENFENBERNER , AERITZBFENRSIER. BTN XEEHE
8K S3 EAEREF Y AmazonOpenSearchService_failed/ XHXRK , B LRAEC#HTFH

@i,
X F OpenSearch RS , BNMXEEEELLT JSON K3 :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(baseb64-encoded document data)"

}

XtF OpenSearch TohRS a8 , BN XEERXALLT JSON #% 3 -

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"
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https://docs.amazonaws.cn/redshift/latest/dg/loading-data-files-using-manifest.html
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}

Splunk

¥ Firehose [@ Splunk ZEHIER , ©2 %% Splunk HEIA, MREZELHER , REBIAKREREIA
HEtET R A EIE |, Firehose 2B s EiXFEMBITEHEE. SRAMER | BERELFEMNBZIH,
25 , Firehose INAIX REIBEE M AN , HREHEERZHEEH Amazon S3 FEFEH,

8K Firehose @ Splunk RiE#HIER , TRERMRZRERER , LEH B I INEN ITHER,

ARG , E%F Splunk BEIA, BIEEHATKEIE |, Firehose TREFFHIA | BEEIWEIFEIASAEH
B AL, REINEE |, Firehose 2R TR ENBEE X ITREFREEERRNF, MREF
FIREE , ERBRERAEEZZE , EFWIBIASBEERNBE DI,

ABBEINFAT R AT HIAME— —RBEARE R, AXEMRENBEERERNGEES , BS
B9 Splunk HiEE R IR, MRERFEFNBEAT 0, HAKEECHERFLMAEREE,

THR-MERIEFERA

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Kinesis Firehose backs up in Amazon S3
data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIX0C45Mi4x0DguMFEQIDE3Mi4xNi4xLJE2NYAYNTIzMyAXxNDMzIC

"EventId": "49577193928114147339600778471082492393164139877200035842.0"

HTTP iw = B ¥

34 Firehose [ HTTP KT R B A EHIER , E4SFEXBZBNN, MRLXEHR , R

2 0 B AR 7£ ) SRR B B (B I B3X |, Firehose £ B s B4t Elities,. S NFAWER , EZIER
B&ntRZIH, 2/ , Firehose INAXZEIEERMEAN , HRHERZHEEH Amazon S3 FiEHE
s

IR Firehose [ HTTP s R BAR R EEHIERN , TRRVAZHERER , ML EH B3 AE et
HHER. RE , KA HTTP inR BB, ENEERHEGENBEEIR |, Firehose aE &I
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https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-splunk-errors
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R, BEMEIWRSA B RBET N L, MBMRIERT | Firchose £#1THZ MR BRI 5
hREEEHRNE, NREAENE , ABRAEXNEESE , BHRHNARBE NS
g\HO

W R T R ME— AT RE R EMBIRE WA IRRE., EXEMRENBELRERNER , 55
IFH HTTP ii SEFEL iR 1R,

THER-MEIRIEFETRH,

"attemptsMade":5,

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl17b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHJhdyBkYXRh",

"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"

Amazon S3 SR B FIE

EFXNRE A Amazon S3 2 &l , Firehose £LLZI&FI—4 UTC BHEIYYYY/MM/dd/HHETS. It
HREEEBETRCR—MNBBEREN , Ef | S/MNERIT (/) SEZEREWHEBR—INER, &7
LB IEEBE BB RENEN, BXRUNMAEEBENBIERNELR |, HSRBENX Amazon S3 &l

2R
K.

Amazon S3 W RBFEFELL T#EXDeliveryStreamName-DeliveryStreamVersion-YYYY-MM-
dd-HH-MM-SS-RandomString , BlDeliveryStreamVersionl! Firehose &R E —RELEE
W L1HE M 1, EANERERREE (W, S3FHEBER, SRR, EEURNE ), &7
LA Firehose #4l & 5 UpdateDestinationAP| #24ERSEI Ik B #Y,

OpenSearch fr55 B R & 5| 5ik

XtF OpenSearch fRFB#R , BAUMUTENET 2 —HIEEE T AN RS RIRE
I : NoRotation, OneHour, OneDayOneWeek, z{OneMonth,
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https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-http-errors
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html

U 5% Data Firehose FRARIER
RIE IR IFHEIRIEDT |, Firehose 24§ UTC ZIARNEEHN — B2 M MEEIEENRSIBHP, HEN
IR M DAY BT E B, LT RBIERT S OpenSearch ervice FEAN RS FMIRTE RN RSB
HAiEENRSIZHAmyindex , EIEREZEH2016-02-25T13:00:00Z,

RotationPeriod IndexName

NoRotation myindex

OneHour myindex-2016-02-25-13
OneDay myindex-2016-02-25
OneWeek myindex-2016-w08
OneMonth myindex-2016-02

® Note

£/ OneWeek IEIAY , Data Firehose 23X A <YEAR>-w<WEEK NUMBER> &= ( 40
2020-w33 ) BaitI2%R5| , EREAKEMER UTC B E A REFEUA T EEBRFILTE

- —BAMNEHBTRE
- —ENE-FAREX-—FHESERANE—F

3 HTTP 3% 2 B #rEV 88 Amazon K F #1528 Amazon Xigi{& i

Kinesis Data Firehose Z#&#% Amazon Ik P REEE®E HTTP % = B #F. Kinesis Data Firehose 1%
R IEIRRER BFRM HTTP im R AT ML F A EH Amazon K,

Kinesis Data Firehose &% #5#5 Amazon XERFEELBE HTTP in < B #R. BRI BUFHHEMN—1
Amazon XigH# & R El 5 — Amazon XiBHH HTTP in R, BIEALURBEMNZBREEWE
Amazon KiZZ /M HTTP ig = B 45 |, Bl HTTP %= URL iRBNFIFEM B+ , FHEEHIEH
CHARRSSE. EXEERT , BNERHATNFEMFANERHER. EXEZER , B2HA%ES
EN"TNHEAHEEECHED .

33 HTTP % = B $RE9 8 Amazon ik P M Amazon Xii4& i 136


https://www.amazonaws.cn/ec2/pricing/on-demand/#Data_Transfer

U 5% Data Firehose FRARIER
EEMNIER

Kinesis Data at-least-once Firehose & L #THIEER B, EELERT ( LOHFELEWER ) |
MR FEBBIEE R ERRAEE | Kinesis Data Firehose B EIR AR SBEE, XEAT
Kinesis Data Firehose XiFW B Birk A,

WA MK E Firehose EIEH 1%

7 Firehose FIREBAERIG , MR O] HHEFFEAED BAR. MRBIRE RGN A T HE
(Bl EITREFRERR ) | SURFEENEFREESR  AEERVERRTANRE. T
EILT A TRERE

/A Important
HEERTRAZLEFNMEERN , ENEERLE , BLFIRIBFIEFHEEE
Amazon S3 FREIREME , MEKBRERSEEETNENE, XRZFENCHRBREYE , 2
FIAREZMER , RAENBLERFESRERETEEET BN , BEERN KW,

T fi# Firehose H0{aJ4b I 321+ 5k

£ Firehose Hi& B &M RAS , 3 FiF % B #93 OpenSearch , H140 Splunk Ml HTTP LT = |, 8%
ATLURE— S3 17 , ATRORERFHEIE. WFEFA T ## Firehose IAITE R 1 2K M A %17
BiE  BZRABELRABAE, BXOARTFIHRNRAROREIFHEEN S3 FHREBNES
ER , BZR&E T Firehose X Amazon S3 BBV G AR, 3 Firehose (a) o3& EIEEZIZEIRE
¥R, LUK (b) B FERAMMETENBIREEARZD S3 F#EN , CXRRLEEEREAH , ERIRET
DEmBIERREBAZ M S3 LB,

%7 {Z Firehose BB E &
E 1 Firehose FEEEELH , B LBK Firehose BB XM BEA S3 ZMUBERNR, #Hlan |,

RIEBEEH A OpenSearch BHREER , WA LBREHNBRREHN, EXELEL , FSHAR
¥ Firehose 17712 # OpenSearch Bk B #rEY R BR

fiBR s3:PutObject #REH "Effect”: "Allow" R , HEXFN—KiEG , ZBANATE
BRMEHH S3 FEMM s3:PutObject BENA Effect": "Deny" R, #ETXK , XHE
B ¥R (a0, < B ¥R OpenSearch M1 ) , XEBER Firehose EABRHINXIR. EEHHEME

EEMIER 37


https://docs.amazonaws.cn/firehose/latest/dev/basic-deliver.html#retry
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-s3
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-es
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AR |, E7E “BEA Amazon Firehose #2§|i5 RN R A EFEN B NI D . THRXFEMEE
J& , Firehose IEILZWERE |, RAILAMERA Firehose BYCloudWatch fEFr# 1T TR,

/A Important
£ Firehose REFEEN , ZFERFFMRIRE ( HIW , 7 Kinesis Data Streams = Kafka
NIEERST ) BEENRERE , EIREREHRANREFEECRIBII L IRKFER
DirectPut , Firehose fHR B IE 24 /I it, MR EERBEEFHIB 2o RIREFRHE B
&, Mg REBEEK.

W& 4E Firehose BV{EI%Z 7

EMERLE , BEENEZTNEEEIFIENER , FERTFEZEBHRHAAR Firehose BT
BEEEET BN, FTXR, ERZEXNNAT S3 FHBHNRATHNEZR , UZM0 KWL,
w2 , M s3:PutObject 4 "Effect”: "Allow" BIRER , HMIERX s3:PutObject &
{ERY "Effect": "Deny" NXIR , E&M S3 FEMMATEZHLIMMN LM, &/ , A Firehose #Y
CloudWatch fE/R# TSR , UBIAERCAEZBMNH, EEFHRHANEHRTHRESR , BEAE
T Firehose B9 Bi# CloudWatch HEKEE,

k& Firehose BIMEIAF 138


https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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REEHMAICEKHNKE,
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REEFEHRATIC FAY R/,

By 2P

fR<- 253w IN %% (SSE) #8#5 CloudWatch

Amazon/Firehose a8 B ZHIEELLTE SSE HKXBIEFR.

1R
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EPU

BRS5B 45 57 KMSAccessDeniedException
R
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B iR
BAT TR

KMSKeyDisabled BRS5IBEIfE 7R A KMSDisabledException HX
.
B iTER

KMSKeyInvalidState RSB EME TR KMSInvalidStateException Y
R
BT iR

KMSKeyNotFound BRI B 45 5 KMSNotFoundException IR
o
BT iR

I §3% Data Firehose B9 R ~F

Ei% Firehose EIEIFIEIEN: , BEA4E. DeliveryStreamName
I 5 B 4E Firehose {5 i 545

&R LAERA CloudWatch £ B EFRK T M ERNIKF R REAER. ERXLERE CloudWatch
RMUKRR EATRICES BRI RS ERBER

RS PRE A EISPR{LTF Amazon/Usage B ZEEH , HES D EE—

BEl , Zin & Z=E F#E— CloudWatch £l iEPR B #2EResourceCount, WIEIRE
Service, Class. Type # Resource £E—RX .,

EHR iR
ResourceCount BKFRZITHREERRNEE, BRASERB4
EE o

HIEREE ANSITHIER MAXIMUM | iIXRR 1 240 H3
8] P58 FH Y B KB TR B
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AT 4 E BT 481t Amazon Data Firehose & % B9 fE FH1E4R.

HE iR
Service BEZARFRH Amazon FRSHIEZFr. X F Amazon Data

Firehose fEFAE15%r , LLEEME N, Firehose

Class IR BRMY RIRAYZE, Amazon Data Firehose API {EH E15
PMERAL4E , EN. None

Type FREREREVRAVERE, Hul , HRSHE N Firehose
B, REHIHE—BMENRN Resource,

Resource Amazon BIRHEZFR. BaEl , HRSZHEE RN Firehose
B, BB —BRERN DeliveryStreams o

15 18] I 5% 303E Firehose B9 CloudWatch 1E#x

A LAE A CloudWatch #2&l& . 51T CloudWatch API %32 Amazon Data Firehose HI3E#R. A
TEEN B A X EREN S NG REFR.

£/ CloudWatch 124l & i A1 1545

$TF CloudWatch #Z#l& , Mk hitps://console.aws.amazon.com/cloudwatch/,
ESMESD , EE -,

ESMERD , EFEER.

1%4% Firehose & ZEiH

1%4% Firehose E#E1E1RE & Firehose 1E#F,

ERENNEERNER.

o a0 kA w N~

£ Amazon CLI 5B

FERYIRERMGT T, get-metric-statistics

aws cloudwatch list-metrics --namespace "Amazon/Firehose"

aws cloudwatch get-metric-statistics --namespace "Amazon/Firehose" \

AL S #E Firehose B CloudWatch 1845 162


https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/get-metric-statistics.html
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--metric-name DescribeDeliveryStream.Latency --statistics Average --period 3600 \
--start-time 2017-06-01T00:00:00Z --end-time 2017-06-30T00:00:00Z

£ B & Y45 Amazon Data Firehose CloudWatch

Amazon Data Firehose 51 53 CloudWatch BEER , itk A FHIEHR [ HIBEHH Lambda
BREAME | BUUEERENRIREE, BT LIERIZE Firehose E &R /E A Amazon Data Firehose
HEix B Fid o

MREETL S BIE Firehose 124 A #J/8 A Amazon Data Firehose £8i%i2% , I

2R KREA Firehose REIEBEAMMENN BER. BEABHHERN/aws/
kinesisfirehose/delivery-stream-name , EHdelivery-stream-namesEtd NHY
Firehose 7l &%, DestinationDeliveryRSIBMBER , ATIEXREAETEEB M
RWFIBEHIR. RBEENEBHRBAT S3BME , T28I8%5 — 187 BackupDelivery WHE
Mo BackupDelivery AERATIERE&ABE S3 RMAHEXNEAHE IR,

il | REBE T —NEL Amazon Redshift 3 B #5#Y Firehose 7 MyStream |, 38

Amazon Data Firehose SR & , M ARRECBUTAHE : — N2 AWEHEAMFE Naws/
kinesisfirehose/MyStream® F#H HEH. DestinationDelivery BackupDeliveryE 2=
|, DestinationDelivery A Fi2Z54& M E Amazon Redshift B ¥rAK A A S3 B FriExHEM
iR, MRBAT S3 &1, BackupDelivery ARiIERE& T S3 F 0 FMMHEXNEMER,

& 7] LA Amazon CLI, APl 2{Amazon CloudFormationff F&it & /5 F§ Amazon Data Firehose
fHiR18F, CloudwatchLoggingOptions At , BRAEICIZALEAMBER. RINEBUR N
Amazon Data Firehose £5i% A &R B Z B E4A EI F\E\)?ﬁ,o Lo EEFERIERE IAM policy B
"logs:putLogEvents" R, BXEZER , S £ Amazon Data Firehose 2l R fX R

o

XX , Amazon Data Firehose TRIEFT A ZIE 1R B E# 2 K% E CloudWatch B&, R
IMEBREHNERT , Amazon Data Firehose 25X & X B IR A E#HITEE  ARBNELZEE
CloudWatch H&,

KIEZF CloudWatch Logs 4R IR A EQMMRIEMN TR, BXEZEEL |, iH5H Amazon
CloudWatch E#Vs

AR
- BIFEEEEIR

f# A CloudWatch A& {Tis#z 163


https://www.amazonaws.cn/cloudwatch/pricing/
https://www.amazonaws.cn/cloudwatch/pricing/
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B R

LU REA Amazon Data Firehose BV BIEZ A RRBIAERYIR, SMEREELHERTEE
) 23 T B SR B A S 2 3 4

iR

« Amazon S3 BE& MR

« Amazon Redshift ZiE{& Hi 5 1x%
« Snowflake FiE/& i 1R

* Splunk FIEE R IR

+ ElasticSearch #iE/% fia 1%

« HTTPS i SR BFEA B IR

» Amazon OpenSearch RS BiE&iE iz
+ Lambda # A EIR

* Kinesis A 1=

« Kinesis @ DirectPut F iz

» Amazon Glue T H4Ei%

« DataFormatConversion A 5%

Amazon S3 ¥iE£ MiE iR

Amazon Data Firehose AT LA LA T BT B S3 XM IR KZIZEIBE, CloudWatch

%ﬁ{%ﬁg .L*/ﬁdu\*urdu\

S3.KMS.No "The provided Amazon KMS key was not found, If you are using what

tFoundExc you believe to be a valid Amazon KMS key with the correct role, check

eption if there is a problem with the account to which the Amazon KMS key is
attached."

S3.KMS.Re "The KMS request per second limit was exceeded while attempting to

questLimi encrypt S3 objects, Increase the request per second limit."

tExceeded

BXEZER , B3 (Amazon Key Management Service FF X A fi 38
) PHRE,

HiELmER 164


https://docs.amazonaws.cn/kms/latest/developerguide/limits.html
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FRARER

IR

S3.AccessDenied

S3.Accoun
tProblem

S3.Al1Acc
essDisabled

S3.InvalidPayer

S3.NotSignedUp

S3.NoSuchBucket

S3.Method
NotAllowed

InternalError

S3.KMS.Ke
yDisabled

S3.KMS.In
validStat
eException

KMS.Inval
idStateEx
ception

HIRHENER

"Access was denied. HRFTIEMEM IAM £ BHNEFERKEE LT Amazon
Data Firehose {EiZA® , F HiF R R A FIHIR S3 F#EE. 7

"There is a problem with your Amazon account that prevents the
operation from completing successfully. Contact Amazon Support."

"Access to the account provided has been disabled, Contact Amazon
Support."

"Access to the account provided has been disabled, Contact Amazon
Support."

"The account is not signed up for Amazon S3. Sign the account up or
use a different account."

"The specified bucket does not exist, Create the bucket or use a
different bucket that does exist."

"The specified method is not allowed against this resource. Modify the
bucket’s policy to allow the correct Amazon S3 operation permissions."

"An internal error occurred while attempting to deliver data, Delivery
will be retried; if the error persists, then it will be reported to Amazon for
resolution."

"The provided KMS key is disabled. Enable the key or use a different
key."

"The provided KMS key is in an invalid state. Please use a different key.

"The provided KMS key is in an invalid state. Please use a different key.

HiELmER
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FRARER

IR

KMS.Disab
ledException

S3.SlowDown

S3.Subscr
iptionRequired

S3.InvalidToken

S3.KMS.Ke
yNotConfigured

S3.KMS.As
ymmetricC
MKNotSupported

S3.I1llega
lLocation
Constrain
tException

S3.Invali
dPrefixCo
nfigurati
onException

DataForma
tConversi
on.Malfor
medData

HIRHENER

"The provided KMS key is disabled. Please fix the key or use a different

key.

"The rate of put request to the specified bucket was too high. &0

Firehose B XM X/ NRADRBEMNHARERFH put B3R,

"Access was denied when calling S3. Ensure that the IAM role and the
KMS Key (if provided) passed in has Amazon S3 subscription."

"The provided token is malformed or otherwise invalid. Please check the
credentials provided."

"KMS key not configured. ELiEEHY KMS MasterKey ID , & Z &K
S3 IFEmM M, "

"Amazon S3 supports only symmetric CMKs. You cannot use an
asymmetric CMK to encrypt your data in Amazon S3. E3REl CMK Ay
# & KMS DescribeKey #1E, ~

"Firehose currently uses s3 global endpoint for data delivery to the
configured s3 bucket. The region of the configured s3 bucket doesn't
support s3 global endpoint. IEE 5 s3 F# MR K XiF 42 Firehose
W, REEXE2RART SRNXEPER s3 FiEF, ”

"The custom s3 prefix used for the timestamp evaluation is invalid. Check
your s3 prefix contains valid expressions for the current date and time of
the year."

"lllegal character found between tokens."

HiELmER
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Amazon Redshift i3 1& i 55 iR

Amazon Data Firehose A LA UL T 5 5% Redshift xR A% E|BE, CloudWatch

HIRICES BRHEHENEER
Redshift. "The table to which to load data was not found, Ensure that the
TableNotFound specified table exists."
The destination table in Amazon Redshift to which data should be copied
from S3 was not found. X E , MR L # Redshift RFFE , T
# Data Firehose T8I Z ko
Redshift. "The COPY command contains a syntax error., Retry the command."
SyntaxError
Redshift. "The provided user name and password failed authentication, Provide a
Authentic valid user name and password."
ationFailed
Redshift. "Access was denied. FRFATIREE IAM A EKEERE 2 1F Amazon
AccessDenied Data Firehose HEZAE, ~
Redshift. "The COPY command was unable to access the S3 bucket, Ensure
S3BucketA that the access policy for the provided IAM role allows access to the S3
ccessDenied bucket."
Redshift. "Loading data into the table failed. Check STL_LOAD_ERRORS system
DataloadFailed table for details."
Redshift. "A column in the COPY command does not exist in the table. Specify a
ColumnNotFound valid column name."
Redshift. "The database specified in the Amazon Redshift destination configuration
DatabaseN or JDBC URL was not found. Specify a valid database name."
otFound
Redshift. "Conflicting or redundant COPY options were provided., Some options
Incorrect are not compatible in certain combinations, Check the COPY command

CopyOptions

reference for more info."

HiELmER
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Redshift.
MissingColumn

Redshift.
Connectio
nFailed

Redshift.

ColumnMismatch

Redshift.
Incorrect
OrMissing
Region

Redshift.
Incorrect
JsonPathsFile

Redshift.
MissingS3File

Redshift.
Insuffici
entPrivilege

Redshift.
ReadOnlyC
luster

HIRHENER

BEXEZER , 153 (Amazon Redshift IEEF XA REE) T
Amazon Redshift COPY #5$,

"There is a column defined in the table schema as NOT NULL without
a DEFAULT value and not included in the column liste Exclude this
column, ensure that the loaded data always provides a value for this
column, or add a default value to the Amazon Redshift schema for this
table."

"The connection to the specified Amazon Redshift cluster failed. R %
1% & 1 Amazon Data Firehose 1% , #§{R 7€ Amazon Redshift B #%
EliEDk JOBC URL HIEENEFIREEFLEW , HEEHTH, ~

"The number of jsonpaths in the COPY command and the number of
columns in the destination table should match, Retry the command."

"Amazon Redshift attempted to use the wrong region endpoint for
accessing the S3 bucket. Either specify a correct region value in the
COPY command options or ensure that the S3 bucket is in the same
region as the Amazon Redshift database."

"The provided jsonpaths file is not in a supported JSON format, Retry
the command."

"One or more S3 files required by Amazon Redshift have been removed
from the S3 bucket. Check the S3 bucket policies to remove any
automatic deletion of S3 files."

"The user does not have permissions to load data into the table, Check
the Amazon Redshift user permissions for the INSERT privilege."

"The query cannot be executed because the system is in resize
mode. Try the query again later."

HiELmER
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https://docs.amazonaws.cn/redshift/latest/dg/r_COPY.html
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FRARER

IR

Redshift.
DiskFull

InternalError

Redshift.
ArgumentN
otSupported

Redshift.
AnalyzeTa
bleAccess
Denied

Redshift.
SchemaNotFound

Redshift.
ColumnSpe
cifiedMor
eThanOnce

Redshift.
ColumnNot
Nullwitho
utDefault

Redshift.
Incorrect
BucketRegion

Redshift.
S3S1owDown

HIRHENER

"Data could not be loaded because the disk is full, Increase the capacity
of the Amazon Redshift cluster or delete unused data to free disk space."

"An internal error occurred while attempting to deliver data, Delivery
will be retried; if the error persists, then it will be reported to Amazon for
resolution."

"The COPY command contains unsupported options."

"Access denied. Copy from S3 to Redshift is failing because analyze
table can only be done by table or database owner."

“¥ T EI7E Amazon Redshift B #rELEFIEEHI M., DataTableName
Specify a valid schema name."

"There is a column specified more than once in the column list. Ensure
that duplicate columns are removed."

"There is a non-null column without DEFAULT that is not included in the
column list. Ensure that such columns are included in the column list."

"Redshift attempted to use a bucket in a different region from the cluster.
Please specify a bucket within the same region as the cluster."

"High request rate to S3. Reduce the rate to avoid getting throttled."

HiELmER
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FRARER

IR

Redshift.
InvalidCo
pyOptionF
orJson

Redshift.
InvalidCo
pyOptionl]

SONPathFormat

Redshift.
InvalidCo
pyOptionR
BACAc1Not
Allowed

Redshift.
DiskSpace

QuotaExceeded

Redshift.
Connectio
nsLimitEx
ceeded

Redshift.
Ss1NotSup
ported

Redshift.

HoseNotFound

Redshift.
Delimiter

HIRHENER

"Please use either auto or a valid S3 path for json copyOption."

"COPY failed with error \"Invalid JSONPath format. Array index is out of
range\". Please rectify the JSONPath expression."

"COPY failed with error \"Cannot use RBAC acl framework while
permission propagation is not enabled.\"

"Transaction aborted due to disk space quota exceed. Free up disk
space or request increased quota for the schema(s)."

"Connection limit exceeded for user."

"The connection to the specified Amazon Redshift cluster failed because
the server does not support SSL. Please check your cluster settings."

"The hose has been deleted. Please check the status of your hose."

"The copyOptions delimiter in the copyCommand is invalid. Ensure that it
is a single character."

HiELmER
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FRARER

IR

Redshift.
QueryCancelled

Redshift.
Compressi
onMismatch

Redshift.
Encryptio
nCredentials

Redshift.
InvalidCo
pyOptions

Redshift.
InvalidMe
ssagefFormat

Redshift.
Transacti
onIdLimit
Reached

Redshift.
Destinati
onRemoved

Redshift.
OutOfMemory

Redshift.
CannotFor
kProcess

Redshift.
SslFailure

HIRHENER

"The user has canceled the COPY operation."

"Hose is configured with UNCOMPRESSED, but copyOption includes a
compression format."

"The ENCRYPTED option requires credentials in the format: 'aws_iam_
role=...;master_symmetric_key=..."' or 'aws_access_key_id=...;aws_
secret_access_key=...[;token=...];master_symmetric_key=...

“Invalid COPY configuration options."

"Copy command contains an invalid character.”

"Transaction ID limit reached.’

"Please verify that the redshift destination exists and is configured
correctly in the Firehose configuration."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The SSL connection closed during the handshake."

HiELmER
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HIRE BREEMER
Redshift.Resize "The Redshift cluster is resizing. Firehose will not be able to deliver data

while the cluster is resizing."

Redshift. "The qualified name is improper (too many dotted names)."
ImproperQ
ualifiedName

Redshift. "Invalid JSONPath Format."
Invalidls
onPathFormat

Redshift. "Too many connections to Redshift."
TooManyCo
nnections
Exception

Redshift. “PS M Redshift FQIException M|, ”
PSQLException

Redshift. "Duplicate seconds specification in date/time format."
Duplicate

SecondsSp

ecification

Redshift. "Encountered Redshift error, relation could not be opened. Check
RelationC Redshift logs for the specified DB."

ouldNotBe

Opened

Redshift. "Encountered too many clients exception from Redshift. Revisit max
TooManyClients connections to the database if there are multiple producers writing to it
simultaneously.’

Snowflake B iE/E i dE 1=

Firehose AILURFLA T & Snowflake #XMI4E IR XX B HE. CloudWatch
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FRARER

HIREG

Snowflake
.InvalidUrl

Snowflake
.InvalidUser

Snowflake
.InvalidRole

Snowflake
.InvalidTable

Snowflake
.InvalidSchema

Snowflake
.InvalidD
atabase

Snowflake
.InvalidP
rivateKey
OrPassphrase

Snowflake
.MissingC
olumns

Snowflake
.ExtraColumns

Snowflake
.InvalidInput

Snowflake
.Incorrec
tValue

BIRHENER

“Firehose ToiEE#E] Snowflake, BEHRIE Snowflake B #RELE A IEH
BETKF M, ”

“Firehose ToiEE#E S| Snowflake, BHRIE Snowflake B #RELE A IE T

BETRP, ~

‘EENERASTEEIRREENR. FRRZAGECRTEENAS

“RENKRFEEIRERN

“RENBHTFEIRERN

“RENBEEFTFEIREREN

“EENLARBBLTR. HER , RHOLANZRENE PEM RSA #A
%H”

‘HTRABRBETPRDS , wABEREIEL, BERAMBETTNZHF
#iEE T1E”

‘BFIHE S , @mABEBRFEL, FTNEERPRFENH

“BTRARRER , KEAK. BRERNBATRREARATEZN
JSON #%="

‘BTFRAERBEAINEERETTER  IHEK, BREAARETEE
# JSON ER&F4E Snowflake FRE X 7= BARY FIERL AL
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Splunk BIEE iR

Amazon Data Firehose AJLUREA T & Splunk XM R &% B B&. CloudWatch

IR HIREENER

Splunk.Pr “4n R BT Amazon Data Firehose fl HEC "Rz BB RE ( ELB HH

oxyWithou ftz ) , M40 JE AR E2IE T ek HEC ACK, ”

tStickySe

ssions

Splunk.Di "The HEC token is disabled. Enable the token to allow data delivery to

sabledToken Splunk."

Splunk.In "The HEC token is invalid. fEFAE MK HEC T EH# Amazon Data

validToken Firehose, ”

Splunk.In "The data is not formatted correctly, To see how to properly format data

validData for Raw or Event HEC endpoints, see Splunk Event Data."

Format

Splunk.In "The HEC token or input is configured with an invalid index., Check your

validIndex index configuration and try again."

Splunk.Se "Data delivery to Splunk failed due to a server error from the HEC node.

rverError MR A Db B3E Firehose F Y E iR #F42A9[E K F 0, Amazon Data
Firehose N EH K EHIE. MRMBEEFHA XK , Amazon Data Firehose
SFBERH LS S3, ”

Splunk.Di "Indexer acknowledgement is disabled for the HEC token, Enable

sabledAck indexer acknowledgement and try again. For more info, see Enable
indexer acknowledgement."

Splunk.Ac "Did not receive an acknowledgement from HEC before the HEC

kTimeout acknowledgement timeout expired, Despite the acknowledgement

timeout, it's possible the data was indexed successfully in Splunk.
Amazon Data Firehose £ ¥\ 2 HIK L S#h S3 HIFEHH TR
3o *

HiELmER
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Splunk.Ma
xRetriesFailed

Splunk.Co
nnectionT
imeout

Splunk.In
validEndpoint

Splunk.Co
nnectionClosed

Splunk.SS
LUnverified

Splunk.SS
LHandshake

Splunk.UR
LNotFound

Splunk.Se
rverkError
.ContentT
oolLarge

Splunk.In
dexerBusy

Splunk.Co
nnectionR
ecycled

HIRHENER

"Failed to deliver data to Splunk or to receive acknowledgment, Check
your HEC health and try again."

"The connection to Splunk timed out, This might be a transient error and
the request will be retried. 21 RFTE EiX &L W , Amazon Data Firehose
SPBEZHIL IS E S3,

"Could not connect to the HEC endpoint, ¥R HEC &KimT s Wit E% A
A& Amazon Data Firehose 18, ”

"Unable to send data to Splunk due to a connection failure, This might
be a transient error, TEf&# Amazon Data Firehose Bt & # 18 i1 E iR 54
Bt i) AT BARR LE e SR BT B R W, 7

"Could not connect to the HEC endpoint, EH 53 Z IR EAYIE BRI
B, BHARIEBMEVNRERN.

"Could not connect to the HEC endpoint, BERARIEBMENEE RN,

"The requested URL was not found on the Splunk server. Please check
the Splunk cluster and make sure it is configured correctly."

"Data delivery to Splunk failed due to a server error with a statusCode:
413, message: the request your client sent was too large. See splunk
docs to configure max_content_length."

"Data delivery to Splunk failed due to a server error from the HEC node.
Make sure HEC endpoint or the Elastic Load Balancer is reachable and
is healthy."

"The connection from Firehose to Splunk has been recycled. Delivery will
be retried."

HiELmER
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BRI BREEMER

Splunk.Ac "Could not get acknowledgements on POST. Make sure that acknowled
knowledge gements are enabled on HEC endpoint."

mentsDisabled

Splunk.In "Invalid characters found in HEC response, make sure to check to the
validHecR service and HEC configuration."

esponseCh

aracter

ElasticSearch ZIE{& HitE i

Amazon Data Firehose AIBE4YF LA T ElasticSearch 4&ix &£ 3i% % CloudWatch B &,

HIR1CES BiREEMER
ES.AccessDenied "Access was denied., Ensure that the provided IAM role associated with

firehose is not deleted."

ES.Resour "The specified Amazon Elasticsearch domain does not exist."
ceNotFound

HTTPS i SEIE/L Wi 5 1R

Amazon Data Firehose AJBARF AT & HTTP i RAEXHEIRRIEEIBE, CloudWatch 1 RiX L4
R ELBEMRBERTE , MEIAEIRMT : "An internal error occurred while attempting to deliver
data. Delivery will be retried; if the error persists, then it will be reported to Amazon for resolution."

HIRICES HIREENER

HttpEndpo The delivery timed out before a response was received and will be
int.Reque retried. If this error persists, contact the Amazon Firehose service team.
stTimeout
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HttpEndpo
int.Respo

nseToolLarge

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Conne

ctionFailed

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Respo
nseReason
PhraseExc
eededLimit

HIRHENER

"The response received from the endpoint is too large. Contact the owner
of the endpoint to resolve this issue."

"The response received from the specified endpoint is invalid. Contact
the owner of the endpoint to resolve the issue."

"The following response was received from the endpoint destination."

"Unable to connect to the destination endpoint. Contact the owner of the
endpoint to resolve this issue."

"Unable to maintain connection with the endpoint. Contact the owner of
the endpoint to resolve this issue."

"Trouble maintaining connection with the endpoint. Please reach out to
the owner of the endpoint.”

"The response reason phrase received from the endpoint exceed the
configured limit of 64 characters."
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FRARER

IR

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Inval
idStatusCode

HttpEndpo
int.SSLHa
ndshakeFailure

HttpEndpo
int.SSLHa
ndshakeFailure

HttpEndpo
int.SSLFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathFailure

HIRHENER

"The response received from the endpoint is invalid. See Troublesh

ooting HTTP Endpoints in the Firehose documentation for more informati

on. Reason: "

"Delivery to the endpoint was unsuccessful. See Troubleshooting HTTP

Endpoints in the Firehose documentation for more information. Response

received with status code "

"Received an invalid response status code."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete TLS handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint due to invalid
certification path. Contact the owner of the endpoint to resolve this
issue."

HiELmER
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FRARER

IR

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathValid

ationFailure

HttpEndpo
int.MakeR
equestFai
lure.Ille
galUriExc
eption

HttpEndpo
int.MakeR
equestFai
lure.Ille
galCharac
terInHead
erValue

HttpEndpo
int.Illeg
alRespons
eFailure

HttpEndpo
int.Illeg

alMessageStart

HIRHENER

"Unable to complete an SSL Handshake with the endpoint due to
certification path validation failure. Contact the owner of the endpoint to
resolve this issue."

“BTF URI @5 AT , HttpEndpoint i§3R %k . Please make sure all
the characters in the input URI are valid."

“BFIEE M BIEE1% , HitpEndpoint 53R kM. lllegal character \n' in
header value."

“BFIEZEMBIEEIR , HitpEndpoint 53R kM. HTTP message must not
contain more than one Content-Type header."

“BF IEENT R4S 1% |, HitpEndpoint R kM. lllegal HTTP message
start. See Troubleshooting HTTP Endpoints in the Firehose documenta
tion for more information."

Amazon OpenSearch RS BiE/L X 451R

%tF OpenSearch BR% B #5 , Amazon Data Firehose £ RS IRE45 iR AT @ CloudWatch BE &% 4E

%, OpenSearch
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FRARER

BR 7 AT REM OpenSearch &R EIM4EIRIN |, BIETREIB R A T MEIR ¢

- ZEFBIEZIEZEI B R OpenSearch [RFEFIN K EFHRIU/BNE IR, XATRER A TEAIMN
BR (8] B M/ =K 24 B #Y Amazon Data Firehose B #r OpenSearch AR 5513 Ei & 4% £ o A i 30 (8] BR it
#, Please check the cluster policy and role permissions.

- BT HHRIE/BRAM , TE/HEIEEZIET B OpenSearch fRFER, XA RERH T[N
BR [B] B A/ =K 24 B #Y Amazon Data Firehose B #r OpenSearch AR 5513 Ee & 4% £ o A i 30 (8] BR it
#. Please check the cluster policy and role permissions.

IR

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.Resour

ceNotFound

0S.Resour
ceNotFound

0S.AccessDenied

0S.Reques
tTimeout

0S.ClusterError

HIRHENER

"Access was denied. HRFTIRMEHN IAM £ BHEEREE LT Firehose
BEZAE® , HBEHRREAFHRIILSE OpenSearch RS AP, ”

"Access was denied, TRFTIZEH IAM A BHESEEREE L F Firehose
BEZAE , HAHREKEAFHRILSE OpenSearch RS AP, ”

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted.”

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted."

“IgEM I 7 OpenSearch FRZE R 1FIE,

“Ie ER L G % OpenSearch RE B AEE,

"Access was denied, T{RFTIZER IAM A BHEST R LT Firehose
BEZAE , HFEIFRIEXKEAFIHELS# OpenSearch fz% APl ”

“¥t Amazon Serv OpenSearch ice 883X OpenSearch TLhRF R E S
ERErt, Ensure that the cluster or collection has sufficient capacity for
the current workload."

“Amazon S OpenSearch ervice £&IRE T — M RIEHMNE IR,

HiELmER

180



I 53# Data Firehose

FRARER

IR
0S.Reques

tTimeout

0S.Connec
tionFailed

0S.Connec
tionReset

0S.Connec
tionReset

0S.Connec
tionReset

0S.AccessDenied

0S.Valida
tionException

0S.Valida
tionException

0S.JsonPa
rseException

0S.Amazon
OpenSearc
hServiceP
arseException

HIRHENER

“X¥ Amazon OpenSearch RS E&FHVERKBRT. Ensure that the cluster
has sufficient capacity for the current workload."

“Y¥£#2 %] Amazon OpenSearch B &85 OpenSearch TSGR E SR
H I @&, Ensure that the cluster or collection is healthy and reachable."

“To£ 5 5i# OpenSearch BRF&EF S OpenSearch ERRFBJ|ESREF
%3, Contact the owner of the cluster or collection to resolve this issue.'

“Joi£5 Amazon OpenSearch fR$EB = OpenSearch THRFH|EER
#&E £, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

“Joi£5 Amazon OpenSearch fR$EB = OpenSearch THRFF|EER
& $Z, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

"Access was denied, 1R Amazon S OpenSearch ervice £ L5 (]
KEZFHNEEHEBH IAM AR FRRER, ”

“6€ OpenSearch #iREl T —4 ES ServiceException, EEZ —_&E&#HE
ARBBRERS 2x FESKRE , BERENEE T TypeName S8, B
FHEENZEFRFE TypeName REFUERE , BN LERXNXZFHF
Type S ERE, ~

"Member must satisfy regular expression pattern: [a-z][a-z0-9\\-]+

“W 5% OpenSearch R EEIRE T JsonParseException. Ensure that
the data being put is valid."

“W G # OpenSearch fRZFEEIRE T AmazonOpenSearchServicePars
eException. Ensure that the data being put is valid."
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FRARER

IR

0S.Explic
itIndexIn
BulkNotAllowed

0S.ClusterError

0S.Cluste
rBlockExc
eption

0S.InvalidARN

0S.Malforx
medData

0S.Intern
alError

0S.AliasWw
ithMultip
leIndices
NotAllowed

0S.Unsupp
ortedVersion

0S.CharCo
nversionE
xception

0S.Invali
dDomainNa
meLength

HIRHENER

“TARTE L T RS £ BF 1 rest.action.multi.allow_explicit_index i% & H
true, ” OpenSearch

“Amazon Serv OpenSearch ice 585 OpenSearch TIRFJ|/ESIRE T
—MNRIEANEIR.

“6€8%IR[El T ClusterBlockException. It may be overloaded."

“IRIAYI 7 OpenSearch BRSS ARN £, BERERM DeliveryStream
BE. ”

"One or more records are malformed. Please ensure that each record is
single valid JSON object and that it does not contain newlines."

"An internal error occurred when attempting to deliver data. Delivery will

be retried; if the error persists, it will be reported to Amazon for resolutio

n.

"Alias has more than one indices associated with it. Ensure that the alias
has only one index associated with it."

“YI G # Data Firehose B BI XL 5i# OpenSearch fk% 6.0, Contact
Amazon Support for more information."

"One or more records contained an invalid character."

"The domain name length is not within valid OS limits."
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IR BIREERNER

0S.VPCDom “BEITF X VPC NIVIL S # OpenSearch fRE13, ”

ainNotSup

ported

0S.Connec “http BRSSBFZ SR 7R | BRI % OpenSearch RS EEE
tionError OpenSearch ARG B/ESWE TR, ”

0S.LargeF “Amazon S OpenSearch ervice £#F L TER , RAECIENFREE
ieldData RKFREFE, ”

0S.BadGateway “Amazon Serv OpenSearch ice 585 OpenSearch THRGERESHILET

BHXR , 8RR : 502 Bad Gateway, ”

0S.Servic “M Amazon OpenSearch fR$5 & & 3 OpenSearch RSB &E S W E
eException %o If the cluster or collection is behind a VPC, ensure network configura
tion allows connectivity."

0S.Gatewa “Firehose TEFE$ZE|I &% OpenSearch fRS E & OpenSearch TTARSS
yTimeout BREESFIER 7 BAEIR, 7

0S.Malfor “T 2 #3E Firehose X #F Firehose idZFH I &% OpenSearch BRE
medData #HE API BT, 7

0S.Respon "The response from the Bulk API contained more entries than the
seEntryCo number of records sent. Ensure that each record contains only one
untMismatch JSON object and that there are no newlines."

Lambda 1§ F 5 i%

Amazon Data Firehose AJ LUSFLAT Lambda AR A%Z| A&, CloudWatch

HIRRB HIZEENER

Lambda.As "Access was denied, FARFTIRMHA IAM B EWEEREE LT Amazon
sumeRoleA Data Firehose B{FiZ A&, ”

ccessDenied
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FRARER

IR

Lambda.In
vokeAcces
sDenied

Lambda.Js
onProcess
ingException

Lambda.In
vokeLimit
Exceeded

Lambda.Du
plicatedR
ecordId

Lambda.Mi
ssingRecordId

Lambda.Re
sourceNotFound

Lambda. In
validSubn
etIDException

Lambda.In
validSecu
rityGroup
IDException

BiRHENESR

"Access was denied, Ensure that the access policy allows access to the
Lambda function."

"There was an error parsing returned records from the Lambda function.
H{RIR BRI R4 Amazon Data Firehose BERAVIRASER, 7

BREZER , BN BEERRIRSEE,

"The Lambda concurrent execution limit is exceeded. Increase the
concurrent execution limit."

BXEZEE B
Lambda PRl

2 (Amazon Lambda FF & A R FH Amazon

"Multiple records were returned with the same record ID., Ensure that the
Lambda function returns unique record IDs for each record."

BXELEL , #5H NESRARSER,

"One or more record IDs were not returned., Ensure that the Lambda
function returns all received record IDs."

BREZER  FEH BEBRRIRSEE,

"The specified Lambda function does not exist. Use a different function
that does exist."

"The specified subnet ID in the Lambda function VPC configuration is
invalid. Ensure that the subnet ID is valid."

"The specified security group ID in the Lambda function VPC configura
tion is invalid. Ensure that the security group ID is valid."
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FRARER

IR

Lambda.Su
bnetIPAdd
resslLimit
ReachedEx
ception

Lambda.EN
ILimitRea
chedException

Lambda., FunctionT
imedOut

Lambda, FunctionE
rror

Lambda., FunctionR
equestTimedOut

HIRHEMER

"Amazon Lambda was not able to set up the VPC access for the Lambda
function because one or more configured subnets have no available IP
addresses. Increase the IP address limit."

BEXxEZEER , 55 H (Amazon VPC BF¥Em) $# Amazon VPC R
# . VPC FFM,

"Amazon Lambda was not able to create an Elastic Network Interface
(ENI) in the VPC, specified as part of the Lambda function configuration,
because the limit for network interfaces has been reached. Increase the
network interface limit."

BEXxEZEER , 55 % (Amazon VPC BF¥Em) /M Amazon VPC R
& - EEO,

The Lambda function invocation timed out. Increase the Timeout setting
in the Lambda function. BXEZ{EE. , BHZ L E BEEEN,

This can be due to any of the following errors:

+ Invalid output structure. Check your function and make sure the
output is in the required format. Also, make sure the processed
records contain a valid result status of Dropped, Ok, or Processin
gFailed .

* The Lambda function was successfully invoked but it returned an error
result.

« Lambda TEMBBIMREE , RAX KMS B4AMERIEHIEL . Check
the function's KMS key settings as well as the key policy. B XEZE
B, BSRABA T RHEDER.

Amazon Data Firehose £ Lambda B8 ZI1E R R 52 X 2 B BB iE K
AL E4E1R. Revisit the Lambda code to check if the Lambda code
is menat to run beyond the configured timeout. If so, consider tuning

Lambda configuration settings, including memory, timeout. §xE %15
B, FSEEE Lambda BEGET,

HiELmER

185


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Appendix_Limits.html#vpc-limits-vpcs-subnets
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Appendix_Limits.html#vpc-limits-vpcs-subnets
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Appendix_Limits.html#vpc-limits-enis
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Appendix_Limits.html#vpc-limits-enis
https://docs.amazonaws.cn/lambda/latest/dg/configuration-function-common.html
https://docs.amazonaws.cn/kms/latest/developerguide/policy-evaluation.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-function-common.html

I 53# Data Firehose

FRARER

IR

Lambda, TargetSer
verFailedToRespond

Lambda, InvalidZi
pFileException

Lambda. InternalS
erverError
Lambda, ServiceUn
available
Lambda, InvalidSe

curityToken

HIRHEMER

Amazon Data Firehose &% T $§i%. Target server failed to respond
error when calling the Amazon Lambda service.

Amazon Data Firehose InvalidZipFileException £ A Lambda B%aT
JEF T [|&, Check your Lambda function configuration settings and the
Lambda code zip file.

“Firehose £ Lambda Bg%5 InternalServerErrorfti@ %] 7 I &% D
Amazon ata Firehose, Amazon Data Firehose fFiZE E X B E i & 1% B
#&. You can specify or override the retry options using the CreateDel
iveryStream orUpdateDestination APIs. If the error persists,

contact Amazon Lambda support team.

Amazon Data Firehose ServiceUnavailableException £ 8 Lambda
Amazon BREAHEE) T A&, Amazon Data Firehose FZEE X B E
RAEHBIE, You can specify or override the retry options using the
CreateDeliveryStream orUpdateDestination APIs. If the
error persists, contact Amazon Lambda support.

Cannot invoke Lambda function due to invalid security token. Cross
partition Lambda invocation is not supported.
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%i%{‘%ﬁg %%i;&/ﬁzux*[]tﬂ /BN
Lambda. Invocatio This can be due to any of the following errors:
nFailure

+ Amazon Data Firehose £ Lambda Amazon B1BZ] T 51%. Th
e operation will be retried; if the error persists, it will be reported to
Amazon for resolution."

+ Amazon Data Firehose % 7 3k B InvalidStateException Lambda &Y
KMS. Lambda T2 ZHELE , RN KMS Z4H4 T MY
fAZIRZS, Check the lambda function's KMS key.

+ Amazon Data Firehose % 7 3k B Amazon LambdaException
Lambda #Y, Lambda was unable to initialize the provided container
image. Verify the image.

« Amazon Data Firehose £/ Lambda Amazon BYi&Z] 7 BE iR
XEFENRAHBENN 5 28, BXEZSER , BSHABIERRIITH
e

Lambda, JsonMappi  There was an error parsing returned records from the Lambda function.
ngException Ensure that data field is base-64 encoded.

Kinesis & F £5 1%

Amazon Data Firehose AILURFLL T Kinesis A IR ZKIEFIBE, CloudWatch

IR HIREEFNER

Kinesis.A "Access was denied when calling Kinesis. Ensure the access policy on

ccessDenied the IAM role used allows access to the appropriate Kinesis APIs."

Kinesis.R "Firehose failed to read from the stream. If the Firehose is attached with

esourceNo Kinesis Stream, the stream may not exist, or the shard may have been

tFound merged or split. ZZIJ% Firehose =& DirectPut iX#2& | A Firehose A
gE?%TT—?—T:E T o
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FRARER

IR

Kinesis.S
ubscripti
onRequired

Kinesis.T
hrottling

Kinesis.T
hrottling

Kinesis.A

ccessDenied

Kinesis.A

ccessDenied

Kinesis.K
MS.Access
DeniedExc
eption

Kinesis.K

MS.KeyDisabled

Kinesis.K
MS.Invali
dStateExc
eption

Kinesis.K
MS.NotFou

ndException

I'EE- .i;'_: /ﬁ CN *u 1|:| BN

"Access was denied when calling Kinesis. Ensure that the IAM role
passed for Kinesis stream access has Amazon Kinesis subscription."

=

"Throttling error encountered when calling Kinesis. iX 7] 82 B T H 1 5
RAEFEA T 5 Firehose EfEHREIMN APl , L ATEEREANREIET X%
Firehose E#%5IRHMERY Kinesis o

"Throttling error encountered when calling Kinesis. iX Al 8 2 F8 T H 4t &
RAEFEA T 5 Firehose EfEMRER APl , B A[EER R NIREIE T XS
Firehose E#%&IRHMRER Kinesis o

"Access was denied when calling Kinesis. Ensure the access policy on
the IAM role used allows access to the appropriate Kinesis APIs."

"Access was denied while trying to call apis on the underlying Kinesis
Stream. Ensure that the iam role is propagated and valid."

"Firehose does not have access to the KMS Key used to encrypt/decrypt
the Kinesis Stream. Please grant the Firehose delivery role access to the

key.

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt/decrypt it is disabled. Enable the key so that
reads can proceed."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it is in an invalid state."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it was not found."
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FRARER

Kinesis 8 DirectPut FEi=

Amazon Data Firehose A LUF LA T Kinesis DirectPut A IR XIEEIHE, CloudWatch

IR

Firehose.
KMS.Acces
sDeniedEx
ception

Firehose.
KMS.Inval
idStateEx
ception

Firehose.
KMS.NotFo

undException

Firehose.
KMS . KeyDi
sabled

HIRHEMNER

"Firehose does not have access to the KMS Key. Please check the key
policy."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it is in an invalid state."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it was not found."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt the data is disabled. Enable the key so that data delivery can
proceed."

Amazon Glue A B ix

Amazon Data Firehose A LASF A FAmazon Glueil iR X% BE, CloudWatch

iR

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi

HIRHENER

"The schema is invalid."

"The specified table/database could not be found. Please ensure that
the table/database exists and that the values provided in the schema
configuration are correct, especially with regards to casing."
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FRARER

BixKB
on.Entity
NotFound

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali

dVersionId

DataForma
tConversi
on.NonExi

stentColumns

DataForma
tConversi
on.Access
Denied

HIRHENER

"Could not find a matching schema from glue. Please make sure the
specified database with the supplied catalog ID exists."

"Could not find a matching schema from glue. Please make sure the
passed ARN is in the correct format."

"Could not find a matching schema from glue. Please make sure the
catalogld provided is valid."

"Could not find a matching schema from glue. Please make sure the
specified version of the table exists."

"Could not find a matching schema from glue. Please make sure the
table is configured with a non-null storage descriptor containing the target
columns."

"Access was denied when assuming role. Please ensure that the role
specified in the data format conversion configuration has granted the
Firehose service permission to assume it."
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FRARER

IR

DataForma
tConversi
on.Thrott
ledByGlue

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

HIRHENER

"Throttling error encountered when calling Glue. Either increase the
request rate limit or reduce the current rate of calling glue through other
applications."

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

"The security token included in the request is invalid. Ensure that the
provided IAM role associated with firehose is not deleted."

"Amazon Glue is not yet available in the region you have specified;
please specify a different region."

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."
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FRARER

IR

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.GlueEn
cryptionE
xception

HIRHENER

"Timed out while retrieving table from Glue. f1R&H K& Glue FThR

A | BRI “glue:GetTableVersion” £ R ( #EE ) M BR R 6 F B RAGAR
7K, If you do not have a large number of tables in Glue, please contact
Amazon Support."

"Timed out while retrieving table from Glue. 1 R&H K& Glue &Rix

A | BAIN “glue:GetTableVersion” £ R ( #EE ) M BR R 6 F B9 RAGAR
7K, If you do not have a large number of tables in Glue, please contact
Amazon Support."

"There was an error retrieving the master key. Ensure that the key exists
and state is correct."

DataFormatConversion i# B {5 i%

Amazon Data Firehose A LAfF LA DataFormatConversion AR &XxE R BE, CloudWatch

HRRD

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Valida

tionException

BIRHEENEE

"The schema is invalid."

"Column names and types must be non-empty strings."
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IR BirEHENER
DataForma "Encountered malformed JSON."
tConversi

on.ParseError

DataForma "Data does not match the schema."
tConversi

on.Malfor

medData

DataForma "Length of json key must not be greater than 262144"
tConversi

on.Malfor

medData

DataForma "The data cannot be decoded as UTF-8."
tConversi

on.Malfor

medData

DataForma "lllegal character found between tokens."
tConversi

on.Malfor

medData

DataForma "The type format is invalid. Check the type syntax."
tConversi

on.Invali

dTypeFormat

DataForma "Invalid Schema. Please ensure that there are no special characters or
tConversi whitespaces in column names."

on.Invali

dSchema
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FRARER

IR

DataForma
tConversi
on.Invali
dRecord

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

HIRHENER

"Record is not as per schema. One or more map keys were invalid for
map<string,string>."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The record was empty or contained only whitespace."

"Encountered invalid characters."

"Encountered invalid or unsupported timestamp format. Please see the
Firehose developer guide for supported timestamp formats."

"A scalar type was found in the data but a complex type was specified on
the schema."
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IR HIRHENER

DataForma "Data does not match the schema."
tConversi

on.Malfor

medData

DataForma "A scalar type was found in the data but a complex type was specified on
tConversi the schema."

on.Malfor

medData

DataForma "ConversionFailureException"
tConversi

on.Conver

sionFailu

reException

DataForma "DataFormatConversionCustomerErrorException"
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma "DataFormatConversionCustomerErrorException”
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception
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FRARER

IR

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Entity
NotFound

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

HIRHENER

"Data does not match the schema."

"The schema is invalid."

"Data does not match the schema. Invalid format for one or more dates.

"Data contains a highly nested JSON structure that is not supported.”

"The specified table/database could not be found. Please ensure that
the table/database exists and that the values provided in the schema
configuration are correct, especially with regards to casing."

"Could not find a matching schema from glue. Please make sure the
specified database with the supplied catalog ID exists."

"Could not find a matching schema from glue. Please make sure the
passed ARN is in the correct format."
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HIRICES BiREEMER

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi catalogld provided is valid."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified version of the table exists."

on.Invali

dVersionld

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi table is configured with a non-null storage descriptor containing the target
on.NonExi columns."

stentColumns

DataForma "Access was denied when assuming role. Please ensure that the role
tConversi specified in the data format conversion configuration has granted the
on.Access Firehose service permission to assume it."

Denied

DataForma "Throttling error encountered when calling Glue. Either increase the
tConversi request rate limit or reduce the current rate of calling glue through other
on.Thrott applications."

ledByGlue

DataForma "Access was denied when calling Glue. Please ensure that the role
tConversi specified in the data format conversion configuration has the necessary
on.Access permissions."

Denied

DataForma "Invalid role. Please ensure that the role specified in the data format
tConversi conversion configuration exists."

on.Invali

dGlueRole
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FRARER

IR

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.Malfor
medData

HIRHENER

"Amazon Glue is not yet available in the region you have specified;
please specify a different region."

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

"Timed out while retrieving table from Glue. 1R &H K& Glue &k
X, EAIN “glue:GetTableVersion” FBR ( #E#E ) Sl BR ok 8 A 8 RAZAR
7K, If you do not have a large number of tables in Glue, please contact
Amazon Support."

"Timed out while retrieving table from Glue. 1 R&H K& Glue FhR
X, EAIN “glue:GetTableVersion” £ BR ( #E#E ) Sl BR ok 68 A 8 RAGAR
7K, If you do not have a large number of tables in Glue, please contact
Amazon Support."

"One or more fields have incorrect format."
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O LAME I DR BHE Firehose Bl A SR HI A EER 5T S EIE Firehose BUIE/E i 2k ARV E5 1%
H#&. CloudWatch TEIHEEN B AX A S EFREIR B &
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£ Amazon Data Firehose 4| & 15 R4 i% A &

1. & %Amazon Web Services Management Console # T FF Firehose ###|4& , MikA https:/
console.aws.amazon.com/firehose

2. TESmES | EE— Amazon XiF,
. 1%&$8 Firehose BB # Al 811 Firehose BEIB1F1E T H,
4. 1%3F Error Log EE SHREEAMBEE<WEIR AENIIR,

f£ A CloudWatch ## A1 H4E IR B &

1.  FTFF CloudWatch ##|& , Wik hitps://console.aws.amazon.com/cloudwatch/,
2. HESMER , EE-IXHE,

3. ESMERF , EEBEE,

4. EFERATANBER , EEEREEHHEARNERBENIIXR.

1512 Kinesis fAEZ1TIROR

Kinesis VB & fian % Z2 (B N B B E X CloudWatch $E#5. AmazonKinesisAgent® A LA B i (& K 2
BEE , #RBREEFHIERKZE Amazon Data Firehose , H EHIE RIS EHE T LY HREMN CPU M
AERER.

BRI IEFBMF T ZENERX T 7H#AEM Firehose REXBIENERIEFTR, HixE

EMETRHRE-ENEILRNERBENEN , TRKAFEEERE, NEHRIAESTRRA
B, BMEH LW CPU MAFEEARARBRRITHRRFERTHTERBERZF[AREABR |

ARV EBENRERNENBRORATH. &5, RBEERERBSRE , UHEBRFERERE,

REEHREREREBIRE cloudwatch.endpoint IEEMXFHiRE. BXELER , B2 RE
BERE.

MZ Kinesis X X/ # Cloudwatch IBFR2REHE HM.

S FEINS AW Kinesis KB X HHIENR , 2E—ENRA, BXEZEER , 1555 Amazon
CloudWatch Effto

R CloudWatch

Kinesis Agent ¥ A F#E#R K% E], CloudWatch
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https://console.amazonaws.cn/cloudwatch/
https://www.amazonaws.cn/cloudwatch/pricing/
https://www.amazonaws.cn/cloudwatch/pricing/
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EiR iR
BytesSent I ER B RN K2 Firehose Tl 17,
By P
RecordSen EEENEESEEAX PutRecordBatch W —XAAHRZIHIEIEK
dAttempts (B—X, B ERER ),
By I
RecordSen FEEE R RISBE AR PutRecordBatch MY — X8 A HiR Bl # AR A MY
dErrors R, FEEE,
LR
ServiceErrors EiEEMESEEANFERSHIR (RHEISBIRANWEMEIR ) B

PutRecordBatch AHXE,

LR

FEHIZF T T EIE Firehose APl 8B Amazon CloudTrail

Amazon Data Firehose 5Amazon CloudTrail—IRFZERK , AIEKAF. A®zFAmazonfRFE
Amazon Data Firehose FREUAYIR{E, CloudTrail ¥ Amazon Data Firehose BIFTE API iR A
EH, BRNARASERXRELS#HHBIE Firehose 2 H| & B A FX L S #E3E Firehose API BRIEMVL
BiER, MREEGIETEER , MTUAYTN CloudTrail E4F4& % %) Amazon S3 F##E , SIEHY
Amazon Data Firehose FWE#, MREREEZERE , BMATLE CloudTrail #1580 “EH4H LI
F hEERHNEH., BIWENELR CloudTrail , &AL E B Amazon Data Firehose & HHIiE
R, RHEERK IP b, #EE THER, AREHBERAREMIFEMRER,

ETHMEZEE CloudTrail , @RMAEEMBRE , S5 (Amazon CloudTrail A 1EF) o
I 5 ¥ 3E Firehose V(S 2 CloudTrail

CloudTrail &8I Amazonik PRI EEENIKF EEH. 2 Amazon Data Firehose 1 HI X1
EHESE |, ZEHIESEHMAMmazon kS CloudTrailB#—RIEERESHARIEFERF, BALE
Amazon IkKFHEE. BERXNTHEHEH. EXEZEEL , BSHEFEA CloudTrail EHH L ICFE
B2EH,

IR D# E3E Firehose APl ¥ | Amazon CloudTrail 200


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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B0 FEMWAmazonTk PR EH | A3E Amazon Data Firehose WS4 |, 5 RIZEER. BEA
¥ CloudTrail ¥ B E&EX &5 E| Amazon S3 F#E#E. BRIABRT , EEH A P ER RIS |
RIFICHEMN A TFrE Amazon Xig, IREICRKE Amazon 2 XAFiEKAEXEHNES , HFAZE
XHEEEZIEER Amazon S3 @, AL | BRI B HfbAmazonfRS , Lt — S oA b2
CloudTrail BEHRRENSHEIE, EXELEE , BZRATINE .

B2 R BRI

CloudTrail Z$FHI RS FE K

Bt Amazon SNS &A1 CloudTrail

EWKRE Z 4 XER CloudTrail HEXHMEWKE Z K/ EY CloudTrail B A

Amazon Data Firehose X[ N REEN EHIERTE CloudTrail B EIHFH -

* CreateDeliveryStream

* DeleteDeliveryStream

» DescribeDeliveryStream

+ ListDeliveryStreams

» ListTagsForDeliveryStream

» TagDeliveryStream

» StartDeliveryStreamEncryption

» StopDeliveryStreamEncryption

» UntagDeliveryStream

» UpdateDestination

BANAEHRALCKRBEBEEERERBERNAREGE. SOEERATHPEHEUTRS .

- BEREFEARAFEIUE 2 Amazon Identity and Access Management ( IAM ) AP &EIEA HEY,
- BREFEAACERKEAFNIGN ZEE MR HN,
- BEREAHHEAMM Amazon RE A H,

BXEZER |, B2 CloudTrail userldentity T3,

T 37 3 Firehose HRYS 2 CloudTrail 201


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UntagDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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A~ LG # Data Firehose BEX 45 H

BEREE—MEE 6 AFNEHEN BESERBIEIEEN Amazon S3 1Z##@. CloudTrail BEI 4
BE—NEENMNAEZRE. BHRAKRKREBEARENEMER , /B XFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HILET2RE
A4S EIRF EHI .

UTFREIERT —1NE
~CreateDeliveryStream, . DescribeDeliveryStreamListDeliveryStreamsUpdateDestinat
HMDeleteDeliveryStreamiZ{EfY CloudTrail HER B,

"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:22Z2",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{

"s3Configuration":{

"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{

"sizeInMBs":3,

"intervalInSeconds":900
},

"encryptionConfiguration":{
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"kMSEncryptionConfig":{
"aWSKMSKeyARN" : "arn:aws:kms:us-east-1:key"

},
"clusterIDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"copyCommand": {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

iy
"password":"",
"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

iy

"responseElements": {
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

I

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:547",

"eventSource":"firehose.amazonaws.com",

"eventName":"DescribeDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"

iy
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"responsekElements":null,
"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",
"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",
"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"
I
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
},
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:10:09Z2",

"eventSource":"firehose.amazonaws.com",

"eventName":"UpdateDestination",
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"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate": {

"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"clusterIDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"password":"",
"username":"",
"copyCommand": {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

},

"s3Update": {
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",

"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" : "arn:aws:kms:us-east-1:key"
}
I
"prefix":"arn:aws:s3:::firehose-cloudtrail-test-bucket"
}

I

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1cb21le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",
"userIdentity":{
"type":"IAMUser",

=¥l : WD Data Firehose B&EX 4% E

205



I 5%k Data Firehose FEANGIER

"principallId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:10:127",

"eventSource":"firehose.amazonaws.com",

"eventName":"DeleteDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"

},

"responseElements":null,

"requestID":"d85968c1-db21-11e5-bb88-91ae9617edf5",

"eventID":"dd46bb98-b4e9-42ff-a6af-32d57e636adl",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"
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Amazon S3 R BEE X ETR

MREE B #r2 Amazon S3, LS # OpenSearch ARS5 5L Splunk , N A LAEL & A F M Firehose k3%
BIENIL S S3 WREFEH. Nt , BEEIETE Firehose EXR AR ITENRIER . REANRENKR
7 <evaluated prefix><suffix> , HPFEFEKEXHN <delivery stream name>-<delivery
stream version>-<year>-<month>-<day>-<hour>-<minute>-<second>-<uuid><file

extension>, BLEERNERFER,

BA L EBREN T RPFEAUTERANRER : | {namespace:value} , EH namespace ATELR A
THERZz— , A T&ID PR,

« firehose

* timestamp

* partitionKeyFromQuery

* partitionKeyFromLambda

MRBBARLLER |, MTE Amazon S3 FRBPRETAXHER, BXEZEER , BSH (LI HHK
¥& FirehoseDevelopertg ) F# Amazon S3 W REBHE .

timestamp & Z=(H

LB = RN AERERBE R Java DateTimeFormatter ZEFENZFHE, Hl0 , IF 2018 F£ , Rk
A ! {timestamp:yyyy} WiITEERRN 2018,

EifE et EZ et |, Firehose FRAEXEEAMN Amazon S3 WP EBEMNHIBICEMN AR EE.
REIBIBL L UTC RR,

MBHBER—HRREIXNPZXRER timestamp TR ZEE , MENZFVHELRENE —ZA,

firehose 5 & 254

BT LU MER TR ZEHE : error-output-type M random-string, FRNETHFERA
o

timestamp @A ZE(A 207


https://docs.amazonaws.cn/firehose/latest/dev/basic-deliver.html#s3-object-name
https://docs.amazonaws.cn/firehose/latest/dev/basic-deliver.html#s3-object-name
https://docs.oracle.com/javase/8/docs/api/java/time/format/DateTimeFormatter.html
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partitionKeyFromLambda 1 partitionKeyFromQuery 5%

ZE ]

MNFHSDX |, BARIE S3 FHFBIBRPFEAUTRERXER : | {namespace:value} ,
Hipin B ZE LR partitionKeyFromQuery = partitionKeyFromLambda , AL
2RE, NREANBKBRINEBEVNESXE , WATMIEE—1 S3 FH\aKE , %A
AUTHERAIBEENRERNAK : "partitionKeyFromQuery:keyID", MEEH Amazon
Lambda RN REIEOIE D XE |, NSTMIEE—1 S3 FRBARE , ZEHATERIAEERN
RIEXAMK : "partitionKeyFromLambda:keyID", BEXEZEL , FSRCIET D HHIE
FirehoseDelivery it #Y “J9 B #51%&F Amazon S 3%

& A

UTFAMNEATF Prefix M ErrorOutputPrefix RiER,

« WF timestamp B ZERH , FHHERTEELSISHNEAFH. BRAFR , FRFEEBLEE
FERIPFERAES|SHITHEXNERAFZEE,

- MRFBEENINEZTTLEMNABIRAZRKRAR , Firehose /%! {timestamp:yyyy/MM/dd/
HH/}RIEAMMNBFEFHE, Prefix

« F5 1 { REEHIMTE | {namespace:value} REXH,

« XY Prefix REBEEMRIANXAT , ErrorOutputPrefix FaENZE, HEXFERT |, Prefix
WitELER RN <specified-prefix>yyyy/MM/DDD/HH/ , ExrrorOutputPrefix itEER RN
<specified-prefix><error-output-type>YYYY/MM/DDD/HH/, DDD R R—EFHEKX,

« MRHEN ErrorOutputPrefix EE—NMKREX , WEXMBEEDL—4 | {firehose:error-
output-typel} %4,

« Prefix o288 ! {firehose:error-output-typel,

« Prefix #M ErrorOutputPrefix EItEEHTRERET 512 MNEHF,

- MRBFFER Amazon Redshift , Il Prefix FeEBERERNH B ErrorOutputPrefix A

go

T o

- MR B#RE Amazon S OpenSearch ervice = Splunk , fBRErrorOutputPrefixigEE(A
B , Firehose 2 APrefixiZFE&FKiCF AWM IZH,

- HBEMHER Amazon S3 B , Amazon S3 BFRELEHH Prefix M ErrorOutputPrefix
FoRATRIIERMAKIZTK. WREA Amazon CLI 5 APl , A4
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https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
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ExtendedS3DestinationConfiguration I§EEE B2 H Prefix M ErrorOutputPrefix
# Amazon S3 # B EE.

« &4 HAmazon Web Services Management Console # 4% B ¥71& i@ 1 Amazon S3 & , Firehose
o 3E A BB EErrorOutputPrefixPMPrefix FRIEFA N IERMAMIE R, MREE
ERRERIEEHIRAIR , Firehose 2 B FHIRAIBRIRE N, !{firehose:error-output-
type}/

« Y{RExtendedS3DestinationConfiguration&Amazon CLI, API 5 #&Amazon
CloudFormation ( MIREIEET ) —AEAAFS3BackupConfiguration , Firehose T&IEMHERIA
{8, ErrorOutputPrefix

- B% ErrorOutputPrefix &ixpartitionKeyFromQuery = At FEEME
FpartitionKeyFromLambdaFfl & ZEE,

TR

Prefix 1 ExrorOutputPrefix R4l

al A TTEMFIZ [2018 £8 A 27 HEHF
10:30 ( UTC )]

Prefix : KRIEE Prefix: 2018/08/27/10

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos

eFailures/!{firehose:error- eFailures/processing-failed/

output-typel}/

Prefix: !{timestamp:yyyy/MM/dd} BMATH . Y Prefix @8RER

] o B , ErrorOutputPrefix TRERNZE
ErrorOutputPrefix : FRIEE

Prefix: myFirehose/DeliveredYear=! Prefix: myFirehose/Deliver
{timestamp:yyyy}/anyMonth/ra edYear=2018/anyMonth/rand=5
nd=!{firehose:random-string} abf82daaab

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos
eFailures/!{firehose:error- eFailures/processing-failed
output-typel}/!{timestamp:yyyy}/ /2018/anyMonth/10

anyMonth/!{timestamp:dd}
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A

Prefix: myPrefix/year=!{ti
mestamp:yyyyl}/month=!{times
tamp:MM}/day=!{timestamp:dd}/
hour=!{timestamp:HH}/

ErrorOutputPrefix :myErrorPrefix/
year=!{timestamp:yyyy}/month=!
{timestamp:MM}/day=!{timesta
mp:dd}/hour=!{timestamp:HH}/!
{firehose:error-output-type}

Prefix: myFirehosePrefix

ErrorOutputPrefix : KR¥EE

TERETE 2018 £8 B 27 BLEAF
10:30 (UTC) ]

Prefix: myPrefix/year=2018/
month=07/day=06/hour=23/

ErrorOutputPrefix :myErrorPrefix/
year=2018/month=07/day=06/hour=
23/processing-failed

Prefix: myFirehosePrefix/2
018/08/27/

ErrorOutputPrefix :myFirehos
ePrefix/processing-failed/2
018/08/27/
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N o o bk~ b
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"Statement": [
{
"Sid": "Allow-only-specific-PrivateAPIs",
"Principal": "*",
"Action": [
"firehose:ListDeliveryStreams"

iF
"Effect": "Allow",
"Resource": [

min

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:DescribeDeliveryStream"

1,
"Effect": "Deny",
"Resource": [

"y n

}

8. EFEBIEIRKS,

f1Z2 AT Lambda BEEH IAM A&

1. 38X https://console.aws.amazon.com/iam/ ITF |IAM 2 H| &,
EEMERTS , ERAG , ARERUEAR,
HIERAEREARET | REMIANEE Amazon RS,
EEFFEALAECNRSET |, %HF Lambda,

%32 Next: Permissions ( T—%: &R )

EXRBIRD | ERHFIMNE RN AmazonLambdaVPCAccessExecutionRole #
AmazonDataFirehoseReadOnlyAccess I /NREE,

2
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/A Important
THESHET MR BNEFTETREEEE KA R,

7. EET—% ¥, BEXREIH , BFFEMIRE, ERET-F : ¥,
8. WMAABNEN , AEEFCEAR,

£ VPC #4812 Lambda B}

-_—

BT https://console.aws.amazon.com/lambda/ 3T FF Amazon Lambda % & .

%4 Create function (B &%),

EFEMN LTI 04,

MARBMNER , REE Runtime (Z1TH) I®E R Python 3.6,

£ Permissions (fXBR) T , BFF Choose or create an execution role (ERHEIEHITAR),
£ Execution role (AT A ) FI&kH , 1£3F Use an existing role (EAIEABE),

£ Existing role MEAE) JIFRFP , EREETVIENAE,

RO BB,

# Function code (BH¥REB) T , MM LA TR,

© © N o a0 bk~ D

import json

import boto3

import os

from botocore.exceptions import ClientError

def lambda_handler(event, context):
REGION = os.environ['AWS_REGION']
client = boto3.client(

'firehose',
REGION
)
print("Calling list_delivery_streams with ListDeliveryStreams allowed
policy.")

delivery_stream_request = client.list_delivery_streams()
print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request

)
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10.
11.

12.
13.
14.
15.

describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
denied policy.")
delivery_stream_info =
client.describe_delivery_stream(DeliveryStreamName="'test-describe-denied')
except ClientError as e:
error_code = e.response['Error']['Code']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")

£ Basic settings (BERIRE) T , FHENEEIRER 1 28,

7 Network (M%) |, BB A EERGZLHRT [N VPC , RAEERRELGELHRT IARE
HAXBHNFRANRZE4A,

R ETTEBHOL | SRR RE

N,

WMASHEN , RERFCE,

BIRERE Test (M) XREZHBUETT, EHRTERETRZE , RIT Details (FHAER) , H
BEHESHBRBHETHER, AWER2ERZXEM Firehose EFfRFHIRUKATHE :
Calling describe_delivery_stream.

AccessDeniedException

Access denied test succeeded.

o] F %

#O VPC KR T RN TXEZRXE !

- XER® (HXHE)
« XEREE (FHEFRILMILE )
- XEES (JLNFEREIL )

AR
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- XEREE (BB )

- WA#KX (&HX)

- TAMX (BR)

« WAMKX (I )

- WA#KX (&R )

« TAMX (FKR)

- TAMX (FHE)

« INEX (HE)

- MMEXAER (FARME)

- HE (dL=R)

. E (FH)

« BiMuX (EZRE)

- BOMX ( ZERZ

- BUMX (22 )

- BN (B2

- EEM(ERF)

« Amazon GovCloud ( EE%Z6)
« Amazon GovCloud ( EEAEER )
o BOM ( FBIEST )

o %K (FERE )

- WAMKX ( HIE )

« WAHKX (KR )

- el (Hh4gEx)
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E 5 HE Firehose H#R1C4RIY Firehose E 1%

BO L B T BRSS9 Bl A S E T 3 EdE Firehose FEIEM Firehose . MRZE =&
ARENHNRBEN. FANIREE Amazon BRIFMALLKE (SERERE ) W —TEEHEmE D
HHE R,

FB

o BXRIFZMERHR

o FRARZERERA

. FREBRE

o {FAS#EIE Firehose APl 7 Firehose B R INFRE

BRIFERNERANA

A LAfE A Amazon Data Firehose APl SR2 A TES -

* 1£ Firehose EiERRIIFZ,
« 5|H4REY Firehose EIRHIRE,
« M Firehose EBHBRIFE,

&) LUGE ARSI S8 Firehose EE#1T03K, Hlin | B LR BE K. FIEERIAEX Firehose E#%
#HIT9E, ATEENEMNMIENENE , IHETUNE-BBHENEIRFRENEESTR, 6
m o, WA LAE N —ARE | BBNIRIEFTA B MXBKH N AR FRER Firehose B,

LT RIFRENZSANRHA

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production
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5 PR IR BR A AR

B LAMEAREX Amazon A 1T 7 K MIRER. SR ZEN A T Amazon# iR ( ‘B¥E Firehose
R, BHAmazon A D EIRENSBERZCENERAENRAS, SESNARRILSSE
Bl (WAL, NARFENREEE ) WRERBEESHRSHWEE, BXEZER , HSH
Amazon Biling AFEEFHN B ELIKE RS FEARED EIFE,

PRZ PR Fl
LATFBR&I:E A T 5% Data Firehose FHIFRE,
EARRE

« BMRR (R ) BRKFRERR 500
- RERNEX D KNE,
« BEERERE DR BRAVRIRE,

R R

« BIMERVTEME -, NRERNMVFEERFECHEANE  WENTIRZRESZNEREN,

o MZRRTBEM aws: FFk , AN MBS AH Amazon EH. Amazon ARS8 LAtk BT 4%
FLWIFRE | BIET RELR 8 M BRIX LR K

- REENKELTNT 1 M 128 4 Unicode FRFZH o

« MERUMETELULTESR : Unicode F&, BF, ZERAUTERERF:_ . / = + - @
REERF

- REENEKEXTNT 0 F 255 4 Unicode ERFZ[El,

« RZEETURZE, BH, ENBABELUTFER : Unicode &, BF., EHRMNUTEERKTE
F:_ ./ =+ - @

5 AL B #h #3E Firehose APl 7 Firehose E BRI

& A LATE B2 T Fire CreateDeliveryStreamhose BB I8 ERZ ., W TFMERNERHTR , BTN
FEAUT=MRERM, 5 AMBIERIRZ -
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» TagDeliveryStream

» ListTagsForDeliveryStream

» UntagDeliveryStream
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# 12 : /8 Amazon Data Firehose & VPC # H 12 Z
Splunk

BX¥E , 55 HER Amazon Data Firehose ¥ VPC 7 B &32EE Splunk 1,
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S 5% 33E Firehose 31T FEHER

IR Firehose EERZESNEHEMBEHEIR , T2ER , EFRENEHFLNEEIH, NRER
LA RER R BB 2814 R | Firehose 2 BFER DB EN S3 ZHRFHENE. MREFZ
Amazon S3 BERFAM , HFEME D S3 FHEBMRITAM , Firehose 2HEF R , EEIREBHE R,
N FEEDirectPutiii , Firehose 2 IBFEARE 24 /Mit, M FEBIEFRIFERN Kinesis BIE R 1% 5
B, B RREABEE TR RAERRE R,

WMRHIFER R Kinesis BIE7R |, Firehose 2 REMEIX LA TIRIE : . M, DescribeStream
GetRecords GetShardIterator

MBEHFMEM DirectPut , K E IncomingBytes # IncomingRecords fE#r , EBREHE
ARE, MREEEMFH PutRecord = PutRecordBatch , BEAHRFEEHEIR,. BINBINER
WIRHIRBNEIRRE  HERMADFLRERX N, I, WREMERA PutRecordBatch API,
BFHRAREZNRBRENRERFailedPutCount B , BIfE API BA KTt 2 Wit

MREZHREA Kinesis BIERENR , BRERBIERN IncomingBytes M IncomingRecords
E¥R. AN BHRRNER R A H DataReadFromKinesisStream.Bytes
DataReadFromKinesisStream.Records #E¥x.

EXFEABREESEIXNVEE CloudWatch , {52 the section called “fEF CloudWatch B E#H 1T

(] &

« Amazon S3 #BEHERR

« Amazon Redshift [AlBHE&E

« X5 OpenSearchR% 3t 17 FE HEBR
* Splunk BB E

» Firehose ¥ = A 177 [F] 14 %8 ¥ A 2

- HTTP in SR BHEE

- MSK As Source [M@HE

- Hits
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Amazon S3 #HEHERR

WM RBHIEREH#E Amazon Simple Storage Service ( Amazon S3 ) Z6EHE , BFREUT &M,

- ¥ Firehose IncomingBytes MIncomingRecordsiEdr , WAREKIEE K I KX EIEH Firehose
EEP, BXEZER , SN £AEREETSHEHIE Firehose CloudWatch ,

- MRBATHEA Lambda #THIEH# |, 58 ZE Firehose ExecuteProcessingSuccess 845 ,
#1R Firehose EZ X AAEMN Lambda ¥, BXEZER |, BHSR FRIERGLET SR HE
Firehose CloudWatch

- &% Firehose DeliveryToS3.Success 1ER , R Firehose EZ R FHRBEHRARWIL % S3 77
. BXREZER , B2 FAERKEET S#EIE Firehose CloudWatch o

- MREABHAERAETRCEKIE , NSHACHRERSFEERZRAABMERAE, AXESZER , S
¥ {# /8 B &4 Amazon Data Firehose CloudWatch o

- MRREAEFRER —REIRELE , LHERE “EHHA Amazon S3 RS InternaIServerError NS
T Firehos e, FERZIRE ; ZZU%’f'alaeﬂ"j?kﬁE BHR SSIRBRAR, ” RERHT S3
REANDXWEREREZE M, BELME S3 BIRIR ITTE N AE 78] “ﬁo E*E%FE BEZ
R REREIRITER  £16 Amazon S3 18E. MRIXFEERFRE , EER Supp Amazon ort 53K
H— SR,

- HRTEEM Firehose BEEFIEER Amazon S3 FHENAFE,
- MRFHT A Lambda BT HIEEGR  BREECHRTIEEN Lambda BREBUNARFE,

- BRELW Firehose FHTAIBEN IAM AT LG AR S3 F#EEMEH Lambda ¥ (R B H
T?&EE%@ ) ﬂ:tpi‘ 1ﬁ Eﬁﬁ 1AM ﬁ@ﬁﬂifilﬂ CloudWatch B & éﬂ.*ﬂ E/Lr /)u,J*)\*\éé%a 'Lﬁ /Lr °
XEZELR | F5H £ F L D% Data Firehose 158 5% S3 B /Y #b B FR,

- MRFEABEFEREG  BREN Lambda BBFASIREBRAFE K/NEST 6MB WG, BXEZE
B | S5 Amazon & FirehoseData 3%,

Amazon Redshift [a] B HE 2=

0 R BB AR AL BB Amazon Redshift 71 @ &£ 85 Amazon Redshift Serverless TE4H |, iHREI
&I,

BUEEMNE B Amazon Redshift ZBI& &£ E) S3 FMEE. MRBIFEREME S3 E#EE , 5
B Amazon S3 HEHERR,
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« &% Firehose DeliveryToRedshift.Success #6545 , #{R Firehose EZ R FHIBMIRE S3 7

%18 5 4| Z T % Redshift A BER R T L% Redshift TIRSEBIELH, BEXEZER , H5H
FERIERE T T #IE Firehose CloudWatch o

MEEABHAERAECEKIE , NSHACHRERSEERZRAMERAEE, BXESZER , BS
%) {8 A B &M% Amazon Data Firehose CloudWatch o

& & Amazon Redshift STL_CONNECTION_LOG & , & Firehose BEBE R EMNERE, FiZRT
NMZEEBREAFZERTERERERS, BXEZEEL |, H2H (Amazon Redshift IEEF XA R
7Y FH STL_CONNECTION_LOG.

NRIENKRES RIEFEREIIERE , 58 Z Amazon Redshift STL_LOAD_ERRORS 3R LA E

COPY kMW REE, BEXxEZELR , 52 (Amazon Redshift BHiIEEF X A RIEME) T
STL_LOAD_ERRORS.,

« TR Firehose EEF M L% Redshift BLE EHEE X,

HIR1EIZH Firehose RHAIEER IAM A& T L5 E Amazon Redshift N & HIEIER S3 764

¥, URATHIE®EN Lambda BEE ( RBRATHERE ) . 1A, FHER IAM AEERIAE
CloudWatch BEAFN AERURER IRAE. BXEZEL , B2 BFILS# Data Firehose 15
18I0 5% Redshift B #tBY R

R EH Amazon Redshift Fii it & 285 Amazon Redshift Serverless T{EA N TEMME S
(VPC) & | FHRIZER LiFM Firehose IP it #1Ti5Rl, AXEZELR , HSH T T L%
Data Firehose 1 8] &% Redshift B # it YRR o

1R Amazon Redshift Tl & ££ 85} Amazon Redshift Serverless TEA N FF A1 o

MREABFEHELE |, BREN Lambda BB LREERARA/NEN 6MB WIHR, BXEZE
B, B2 Amazon iE FirehoseData 1,

0 & OpenSearchfR%S 3 1T EEHERR

WM RHIERMEXZIER OpenSearch RS , FREUT RS,

B AR AT & 17 2] Amazon S3 F# ., MEHIBEBAREWMELEN S3 FMEM , S Amazon S3 HfE

¥ & Firehose IncomingBytes #IncomingRecordsigtr , WRHKIEC R IN LK IXEIEE Firehose
BEiEh, EXEZEERE , BEH £RERKET S#HEIE Firehose CloudWatch

- MRBATHEA Lambda # 1T IEH# , iR ZE Firehose ExecuteProcessingSuccess 8#x ,

H{R Firehose B2 AAEH Lambda B, BREZEER , TSR FRHERKET i HiE
Firehose CloudWatch ,
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- K& Firehose DeliveryToAmazonOpenSearchService.Success E#r , H{R Firehose E=
HFBIERSIFRFZER . OpenSearch BEXEZER |, BHSH FRIEMREET SR HIE Firehose
CloudWatch ,

- IREABHASBREZRICTEYEE , IBHACHRERESFEAMAMBIRAEES. EXEZELR |, BS
% {# /8 B& % Amazon Data Firehose CloudWatch o

o BREZXFRFH OpenSearch FRSELE B X

- WMRBATHEHA Lambda #HITHHIFEZR , BRELBBRPIEEN Lambda BHBNATFE. A,
BEHR IAM A5G E CloudWatch BEAMBERUREHRIRAET. BXEZER , HSH
FirehoseAccess )72 # OpenSearch kS5 B Y #1R o

s BREZHRSRFPIEEN IAM AL EIZRE OpenSearch RS ER. S3 ZFMMFHEM
Lambda BE¥ ( IR BRA T HBEER ) . 1A, FHER IAM BEERIFE CloudWatch HEHFH
ERUREBHIRAE. BXEZELR | 155 M FirehoseAccess 873 # OpenSearch IR B #Y i 1%
o

- MRGEABFERKGR  BREN Lambda BET2BREERAZ K NES 6MB WK, BEXEZE
B |, &5 Amazon #IE FirehoseData i,

« Amazon Data Firehosecurtly 7 #54% H & &3% CloudWatch ZIYI 5 # OpenSearch RSB+ , B
AW E# CloudWatch fF 2N BEEHE H R — Firehose i23% , 3 B OpenSearch I & RS T
FEE—RERPEZSNPEEES. EREBRAR , BULLZEE CloudWatch B & AL D#H
OpenSearch BRFHYIT B IE SR A

Splunk [EEHEE

MR IR RAL W B ERY Splunk Bir TR, BREU TR,

- MREH Splunk FAENMTF VPC & , IEHR Firehose AIFEZFE B, BEXEZELR , BSHE
VPC Hijia Splunks

- MREEHAMmazonAFEE RS , BTEART R Classic A HE 2T Application faFig#Es, L,
£ Classic Load Balancer F /8 AE THFE AT B MR MES1E , 2H Cookie I HiATE , Application
Load Balancer Wi HAR AR ENREK (7 X ) « BXRWAHITIHERENEERE , 5ZH C lassic Load
Balancer B} Application Load Balancer B FiF4E 03 R & E# M

« ¥ Splunk FAEXR, EAT Firehose B Splunk FEHEE Splunk F & R 6.6.X B E & R4,
BEXREZEL , 52 MER T Amazon Kinesis Firehose B Splunk i #.

o WMRIBIE Firehose M HTTP BH U ESR (HEC) TR ZBENKE ( Elastic Load Balancing s E 4
1) |, EEAKMATENEE HEC Bk (ACK)
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- BREFEHAEMH HEC T,
- WIREHAT HEC 5%, &2 Enable and disable Event Collector tokens,

« RERBNREE Splunk MBFEEWREEN. AXESEE , B3N HTTP SHRESRNEH
REEN,

« RN HEC THRNMASHEE T BMRS,

o MRATF HEC T RHMRF B IRMAE LEF Splunk |, L BFEIRZiEKR, WRFAAEEXE X
W, BIEERHEE Amazon S3, RELHHIER S HINE Amazon S3 A |, XFE R TEAHINBLE
KM,

- BRELWHEC T LEBRATREIFHIN. BXEZEE , BSREARSIERIA.
- 1810 Firehose £3% 7Y Splunk B #rElEBHECAcknowledgmentTimeoutInSecondsHHI{E,

« DurationInSecondsRetryOptionsfE Firehose &% # Splunk B #xEL & A 18 H0 under K&,
- ¥&E HEC HiEiTRR.

- MEFRABER®E , BREDN Lambda BT LREBRATEAK/NEST 6MB W, EXEZE
B, BZ# Amazon ¥3E FirehoseData i,

- W{RE N ackIdleCleanup B9 Splunk ZHIZE N true. BRIAMBRT , BIREN false. BEEFI
SHORENRN true , BRITUTERE -

« X¥TFHE Splunk =EBE , BEEA Splunk XFNFERRH, FLBERT , MiER Splunk ZFA
ABA HTTP B4 UESS |, 7 inputs.conf B ackIdleCleanup IREB A true , HBIEHRE
REA T REGNATEERR.

« X¥F 4243 Splunk Enterprise #E |, 1™ inputs.conf X#H K ackIdleCleanup SR
B A true. XWTF *nix AF , lXXHALF $SPLUNK_HOME /etc/apps/splunk_httpinput/
local/ To XF Windows FAF , AL F %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,

o XF 5] Splunk Enterprise % , W™ inputs.conf X#HFH ackIdleCleanup SR
BR true, XIF *nix BF , WXHALF $SPLUNK_HOME/etc/apps/splunk_httpinput/
local/ To XF Windows AF , ©fF %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,

- BRTEEH FirehoseDelivery R IEER IAM B&AILLGR S3 FHOEMEBEH A THEEEN
Lambda B% ( MRB A THIFERR ) . 1A, FER IAM BSEERNIGR CloudWatch AEHAF A
ERUAREHIRAE. BXEZELR , B5SHM@ Splunk B3R FirehoseAccess o

« &2 Amazon Kinesis Firehose B Splunk fH#E#EHER
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o MRABPAEFEE , BHKEREAmazonXFAR,
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MRBFERZEZERN Snowflake T , FRELTHE. Snowflake XY KMBKIERERSHE MR

A M IRRBAEREE —B%EE S3 EREMEE. UTR—LEILNSEIRTIS. BXEIRNE
HEBHIR |, BSFSnowflake BIEE IS 1R,
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& Snowflake A€ , FEAFRIABEIRENIEER Snowflake AF,

- #IRAH : Snowflake, ExtraColumns: R RBATHMAREKFPEZHIMELE A Snowflake, TS
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MmEAM , FREARAAEPIBZEH R NESRE L P FH SIS HETHE,
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® Note
TieH FATMER , MREQNEEZIERSTERT Snowflake BAF LM RE LA BN
PR , Firehose AIRERE/L DM T RER N BXLE R, MRERLMEBMEEEIR |, B MR

FHEMOIEEZER,

Firehose i & A i [A] 14 £F ME % 25
R Firehose API IBZRIEERT , IHHITEA T S EREN 15 5% = &Y 0] 77 18] 14

- BE APIEFERESH VPC PR ENAH. KB VPC WFrEREHEEIRE Firehose VPC K i ¥y
B, METHEZER , BS A Firehose 5E&#E A, Amazon PrivateLink

- MBEREXRBLAEMEZHERFEFMPIRE T Firechose VPC KT SW VPC , BMENIEZEITUT
MR EMEZIERE, Firechose Ui R A LLE Firehose i R Bl & # 2,

- fEtracerouteH 2 XM T Etcping RREMBRERSEWH, MRAMK , FREZHMEIRE !

Hlgn -

traceroute firehose.us-east-2.amazonaws.com

xE

tcping firehose.us-east-2.amazonaws.com 443

- MRETREREEHBEUTHSEK , HRE Amazon CA (IEPMENY ) REESEEF,
f5izn

curl firehose.us-east-2.amazonaws.com

MR PRGN , FERAZR API LLEEF APl 274K E 7 I\ R7,

HTTP ix KRB E

AT AL E Amazon Data Firehose EEEMEEA HTTP A TR EFMNEENFENE (2
¥& Datadog, Dynatrace, MongoDB., New Relic, Splunk 2 Sumo Logic ) BHHY & L FEHEBRE TR o
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https://docs.amazonaws.cn/firehose/latest/dev/vpc.html
https://docs.amazonaws.cn/general/latest/gr/fh.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-overview.html

I 5%k Data Firehose FEANGIER

LogicMonitorBi AT M E , FMEEANBFREHAN HTTP iR, BRIEEN Firehose IR IEER
IAM B &R LA S3 &4 F#EM Lambda BB ITHRIFERHRIR (MRBEATHERR ) . 1A,
BHHEMER IAM BEE5M4E CloudWatch BELAFN BERURESRIZRAE. BXESZER %%@Eﬁ
Firehose ¥ HTTP & u% 17 & B #5689 15 B 1Y BR o

(® Note
AFHPEETERATFLUTERM : Splunk, S OpenSearch ervice, S3 # Redshift,

CloudWatch B&

5B VB W R Firehose J3 FICloudWatch HEINEE, REEEZRE BHINE RN T SEZHAE,

BfrRrH

ErrorCode: HitpEndpoint.DestinationException

{

"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",

"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

BirRERTR Firehose BEB R Bixs SAEZH A H HTTP R |, BRKE 200 MR KB, F=2 200
B 2xx MR th £ S B EFRRE, Amazon Data Firehose FMER B BY L im 5 5 U F) 49 e B2 4% 73 7 B BT Y
MR g icZEIBEF,. CloudWatch BEF Amazon Data Firehose 7o 348 S sk 2 72 BD 7] 12 M9 N K55
MEMAE , At NAHR R QIRMIEL T S IE Firehose B HTTP &HERNBIIERERE, UT=2
HXNXERENZELNRBHEEEIN

« 400 : RRATFEH Amazon Data Firehose Bl B4R ix , BRXENBERFEE, BREFRUEESLE
We url, BAEM. NERD. HEZANETRETR. BXMERE , BSHBET BRI,
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-http
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-http
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-Url
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-CommonAttributes
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-ContentEncoding
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-AccessKey
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointDestinationConfiguration.html#Firehose-Type-HttpEndpointDestinationConfiguration-BufferingHints
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« 401 : &RTIEN Firehose ERERLER 7R Z4A T EBIRER K,

* 403 : RN Firehose EREEMNF R ZALTRBFEEAET EREN KR,

* 413 : &7~ Amazon Data Firehose KX E| K inT R ERAEAK | KT AT ELE, ZHEE
ZHRER , BB BFRHERKD,

« 429 : &7~ Amazon Data Firehose Z*ERWEE RN T BFRATEAENRE, B 8 in&EPatE
M/ mEHP KRN (ENEERREBTEAN ) REBEHRT.

« 5xx : RRBFEERB, Amazon Data Firehose FRENEEEZETo

=
=

/A Important

EEZRT  ERAXLEEELNREHERY , ERERRIREBEACBHRRTEAR , NE
REREFERIIBEN,

Fo R R

ErrorCode: HitpEndpoint.InvalidResponseFromDestination

"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/
ronald-test",

"destination": "custom.firehose.endpoint.com...",
"deliveryStreamVersionId": 1,
"message": "The response received from the specified endpoint is invalid.

Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

TR HY G 57 5% =B Amazon Data Firehose I EI 75k B LT R B AR TR, 18 B AR & I 5L
#3E , BN Amazon Data Firehose SN REZEB AN , HREFHAEEARNEE , BEEBIEEN
BididEntiE, BMERMAIAZH 200 , Amazon Data Firehose &éﬁ;ﬁﬁ’é‘"ﬂf‘%ﬂﬁﬂﬁﬂﬂfhuﬁﬁ
W, MREEEFF XS Amazon Data Firehose AL T R , {HIEME MRS AR EBIEK &

UTR—EERNTHIEMRE DR FRTE
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
https://docs.amazonaws.cn/firehose/latest/dev/httpdeliveryrequestresponse.html
https://docs.amazonaws.cn/firehose/latest/dev/httpdeliveryrequestresponse.html
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« T ISON HEAFR  KRRTEFEMERBESN JSON FBTEEAFR. BREUREZTIAR
YRED o

. Rk Requestld : RRIMBFREE requestiD,
 Requestld FIEE : &R FH requestld 54 HEY requestld R THEL,
- BAONEY RAMEFTIENEAHFTER, HNEBEFELARKT , MTRFRH,

. R4 Content-Type ¥Rk : FRRIR R B E“content-type: application/json"¥rsk, T2 HAb
content-type.

/A Important
EERT . WEBHEKIE Firehose REERIRFS Firehose &R M MM LI T K42 HEK
B, MREEFEFRENE=ZFRS , FRKREEANRERI Amazon Data Firehose
RELIRTR , ZA RV R/AAEELAHRBENLIRT KRTE. #li , Datadog I 5 #h Data
Firehose ¥ R 72 https://aws-kinesis-http-intake.logs.datadoghg.com/ , i H 3w <=2 https://
api.datadoghg.com/,

HibE N HIR
THEIE T EERRBAE L

o £5iRAH: HitpEndpoint. RequestTimeout-Fk R & im o B B B IS 3 78, MRBRBEHNFIESE ,
BREEEMBESNANRNE, MREFTZEGNAEE , FRREAMEE , WERE UUREBEAETE
kBRI A ( BB EART , MBS BRERGEHEE ) .

- £81%fUA5: HttpEndpoint. ResponseToolLarge-R/RMBI A K, ‘BIEFRLFE A A IE R 400N F 1MiB.

- IR HttpEndpoint. ConnectionFailed-R "L SR BN IR R B IEE, XA THRENN
it FEBELIR. Amazon Data Firehose Foi& 17 B AT &, T & L iR = 00 BHE 18 SR A9 B[]
pUR N

- IR HitpEndpoint. ConnectionReset-FRRIEZ2EY , EEHHIEEDR T XA,

- iR . HitpEndpoint.SSL HandshakeFailure-FR R A E AR B w /K IITTHK SSL #F,

MSK As Source @&

AENEBT EH MSK As Source BT E K B BEHEE S TR
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https://docs.amazonaws.cn/firehose/latest/dev/httpdeliveryrequestresponse.html
https://docs.amazonaws.cn/firehose/latest/dev/httpdeliveryrequestresponse.html
https://api.datadoghq.com/
http://aws-kinesis-http-intake.logs.datadoghq.com/
https://api.datadoghq.com/
https://api.datadoghq.com/
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® Note
BRAE, B S3 XNRIENHE , ESHETEHN S

hose &Il 2 %k K

R EA MSK As Source B hose BIZZ KL , FRELLT &M

- WER MSK £8EEL TEIRE
- MREGEANRLEERE  FRREF LWL BERCITIT

MREEANRLEERE  FRAESF LN AT IR ST

- MREEAVELEERE , FHERFNETHRVER | 2K 1T Firehose BIEFEH#E, BF
ZH . MSK Bk = R

- BREEEFNASENRNERN T HRINHE
- BWREMN VPC Z2AAWERARBEIYER 5| SRSHFEAN KO

hose E{&

WMREM hose L TEFERES , BREUTEM

« RER MSK £8EEL TEIRE

- RERTBREET. NRTTHMBRHEFRCIZE , WX LT BRHEFHEIZ Firehose Firehose E
.

hose &

%8S BytesPerSecondLimit /N9 X & EEMNZRIEREBREBRF LT,
DataReadFromSource.Backpressured BIERNH 1,

- MRIRK[FT , BytesPerSecondLimit i54 & DataReadFromSource .Bytes i8R H ERIZ SR F,
- ®&EH CloudWatch &, BARIEFR, BIBERIRIER RN ERIEIRAEE R,
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https://docs.amazonaws.cn/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.amazonaws.cn/msk/latest/developerguide/public-access.html
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#access-to-msk
https://docs.amazonaws.cn/msk/latest/developerguide/mvpc-cross-account-permissions.html
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#firehose-assume-role
https://docs.amazonaws.cn/msk/latest/developerguide/port-info.html

U 5% Data Firehose FRARIER
BIEM S E N E

HEHMEELTTIER

* Firehose BIFFEAIEZMNBEE K ITEREFTHE, H THRAEFETEICEZRE
£ Kafka WA E BEH ERWISRLEN AT , 5 Kafka TENEBXRBEREREN
message.timestamp.type=LogAppendTime,

Hit

FH

o EHRA A A CloudWatch HE. CloudWatch EfsiAmazon loTIREH B #x
- BIEFHEEEREKIARR HBENEEER

- IBREAFER N Apache Parquet KK

- REEWRER , BEWREERE

&% 7% 7] AA4E CloudWatch B, CloudWatch 43 Amazon loTIE4ER
B #

H ¥ AmazonfRS R T B —Amazon XM Firehose £iE R RIEHEMEH., WIALH Firehose
4§Lwﬂgﬁﬁmmﬂii$r] Eﬁh

i B KRR B EH G EEir

HIEFUERATEHELSNBREEEAGARATHNETIEE, SREAHMATREHFBICEMWER , M
Kinesis Data Firehose BEVZRIEZIINE M BTE it &, Kinesis Data Firehose 124t 7 /] A T U5 2 BdE#
HENIER. ERTEETEBRMNBUEHEEERSR , S Hthe section called “fEf CloudWatch f8#5
TisE,

MRENFBSHIAENEBEARND , FREFNERNBEHREERR . —MATEER, 51
AT #4,

MRRREHFEFREEER , WEREECHRXBRERN LA, ST2EIEREERIUKBEAE AR
=z, 2REXHIER.

WRBIER G E ISR TR, MERERERAEE. STREATUATREZ—.

BiEwEEE R EW 232



I 5%k Data Firehose FEANGIER

« BRRTLER EEMIER, R Kinesis Data Firehose REREMBIIE 4R , NIERTTESH
B XARERXEREL T S3 LASNKI B #93: ( OpenSearchfR%. Amazon Redshift 2 Splunk t &]
BEREXTER ) . BRENBENEEBNBIERLERZARE,

- BIRIEEME, WR Kinesis Data Firehose B SR , BIEEAARESFE. KIEBERNIEERR
¥Ro

« Lambda REUEITEE, XUEESEHFELAHRZERTEAHRVEERIRR, MR , B
& Lambda BRERRISE, Bl , INREBCEMNE 10 , EEAZSNMEESRY 10 KEMHTE,
Jtl:% , ZEE I Lambda REEIAEZEKX/)D |, BUEMRBI#IE I CPU 2B, XATRES MR Lambda #Y3

EE., BXB& Lambda RBHEL , HSHEE Amazon Lambda B#,

. E?&E%#‘ﬁ? D HIMWE, BxAER Amazon Logs ¥ #2451% CloudWatch HWEER |, 2

the section called “fFF CloudWatch H&EB TSR,

s MREHMARVEBIERIRZ Kinesis BIER , N e FEREER. BRE
ThrottledGetRecords, ThrottledGetShardIterator Al ThrottledDescribeStream
¥R, MBEZNERAEMINE Kinesis HIBAR , FEERUTEM ;

« 1R ThrottledGetRecords M ThrottledGetShardIterator ¥EfrIEES , RITEWNEE
IMABERTEEN 2 F o

- MR ThrottledDescribeStreamA & , RNB BN FEEN A EF
hikinesis:listshardsiXBRKinesisStreamSourceConfigurations

« BFEMHETRRIK, X AAEL I Kinesis Data Firehose &% ZI B fr U BEFTEMEIRA SR , N0 H
RESHEETE. EREBAZPRTNE. BXEZER , HSHBufferingHints,

- HERMBREN , RENERHSGENBTRELXSHEWES. ZRREVNERIFLEMNE, A, K
HIRAZ B DX LR, BXOMAER Amazon Logs ¥1#481R CloudWatch IS8 , S Hthe
section called “f f CloudWatch HE# TR,

- MR B#rA Splunk 3# H DeliveryToSplunk.DataFreshness 3EES , B
DeliveryToSplunk.Success BEfRT4 , N Splunk B ATRERIC, METAE , i Splunk
£8, & , BB X Amazon Support , i53R18 11 Kinesis Data Firehose FI3RK5 Splunk E£&EBEN
BEHRE.

B FE K #E# A Apache Parquet kI

MREIRIITE Set FEHK DynamoDB HIE , BT Lambda FEBRXEMEMERR , AEEH
Amazon Glue Data Catalog i ZA& X RN Apache Parquet , iR EX T ER.

% Amazon Glue JEMFEF & 5| DynamoDB £ #EERE ( StringSet. NumberSet #
BinarySet ) B} , &fF bR HIE D BI4ERN SET<STRING>, SET<BIGINT> M SET<BINARY> Zfi§7E

BB N Apache Parquet KK 233


https://docs.amazonaws.cn/lambda/latest/dg/resource-model.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html#Firehose-CreateDeliveryStream-request-KinesisStreamSourceConfiguration
https://docs.amazonaws.cn/firehose/latest/APIReference/API_BufferingHints.html
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BIEE R, B2 , Eik Firehose FHIE IR E IR A Apache Parquet 13 , ©F E Apache Hive ¥
EBRE, ATERBHIEEUM Apache Hive BIERE | FTUlKIR S KM, EHITHINER , EFEA
Apache Hive BEXBEEHHIEE =, Nt , BULUGFHRIEE ZF M set RN array.

EXF Amazon Glue BIEE ZFHH — N ZMRIELREM set EXN array , BRITUTIERE :

1.

w

N o g &

8.
9.

&3 Amazon Web Services Management Console , A/F3TFF Amazon Glue ###1& , Mt
7 : https://console.aws.amazon.com/glue/o

EEMBEPHNBIIEEFIAET |, EER,

ERIERSD , RBREFEEA—IRSIMERENERNEN. XSFESISEZRNIFAEER
Heo

ERFMEERNEA LANRBEMIRE,

EBREERTP | ERE— set BIFERA,

EFRB TR , FZEEM set EXR array,

BIEE W ArraySchemais R AR B EXR B array<binary> , BiZFERH
farray<string>A. =, array<int>

EEREEH.

BEECHNSR , NEM set XA N array FH,

10. EERF.

REEWRY , BEREBHE

WMERBHERNAZ , FEANRRRRENEREERTE  EEEBRPEFLIRSE , BREZW
ERZ M, WREAIREES ERENEHRE.

REEFRYE , BERRERE 234


https://console.amazonaws.cn/glue/
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M & 3#b Data Firehose Bt #i

Amazon Data Firehose BEiE 0T

« LS MSK ¥ Firehose fHEIKIR , A Firehose MBI INE N B2 XAVIZEELE 10
MB/® , & RIEFA/NN 10MB. & AT LAGE 18 hn AR S5 EC R 15 SR I KiRERVEL & 10 MB/
WHIBABLER

« LA S MSK YER Firehose BEBRIKIR , 218 F A Amazon Lambda , & AKigxzR K
N 6Mb ; INREZEH Lambda , M&KIEFAK/NH 10Mb, AmazonLambda FFEHE AidFx L
PR 6 MB , Amazon Data Firehose i3 6Mb BIiZ K5 X Fl451% S3 FiEE, MREH
Lambda , Firehose 2 & & A2 %FE4IH 10 MB, 1R Amazon Data Firehose ML &5# MSK
WRIWIEFZAR/DNKTF 10MB , NI L EEIE Firehose &/ ILIEFHAEE R S3 FBiIRTEMMRE |, H
EYREVIK 7 & B Cloudwatch $§#5. B2 Amazon Lambda BREINEZEE. |, S0 : https:/
docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html,

- EEMRLBRISS XE , A ZARREIE 500 NES 2 XORIABH, FrXit 2k
RMEAXAES DXL, fln, MRHEZSXEREVHE IINPX , HEERE—IMNEHXE
REE , 560 WMLk —X&WH , BBLAFEENEE 180 MNE P X, 0 XPEREERS , 29K
PFRBLTFEIRES. B LMER Amazon Data Firehose R &3 % BRi5 R I E A8 B S NA ELE
BT 5000 NEH DX, MREBFEESHX , WAILIGIBES AR , HEXEEAHRR B2 EE
5 X,

- ERARELBERIESDXE , BMED T XIBFNEAEFLHENEY 1GB,

- BNKSESNXIEH Firehose ERME LB TEER !

- XEFR (HEFRLMILE ). ZEREP (BEXEM ). XEAEZ (BBRMN ). KX ( ZR
Z), ITA#X (FRZR) : 5000 MR

« WM (EZXRE ). BN (). TAX (FHng ), TA#X (XE )., TABX (&
R), AKX (FX ). Amazon GovCloud ( XEHEZ ). MEK (FEZ ). MEK (H
B ) : 2,000 MEETR

o BUM (EBR), BM (K=)., B (HEFRE ), IA#X (FE)., AKX ( KR) .
MEMN(RZRF ). PE(TE ). RFE (= ). FFK (B ). Amazon GovCloud ( £ER
). M (FFER) : 500 MEIER

o RUM (7ERAH ) . RUM (BT ). UA#MX (EBEHE )., TAMKX (Hnx ), TA®X (£
RA ), PR (FBREE ), UEF (FHEX )., MEXEI (FRME ), MEX (PEH)
100 MEIETR
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https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.amazonaws.cn/lambda/latest/dg/gettingstarted-limits.html
https://docs.amazonaws.cn/lambda/latest/dg/gettingstarted-limits.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
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- MRBEHIEF , A CreateDeliveryStream £ 52 LimitExceededException &, &
RAEE , LA Service Quotas ( MR ZBFTELNXEFAA ) . BXFEARSRIANE
B, BZHEREMEH, MREMENMXZERSEM , BRI LUEA Amazon Data Firehose
PR il 2= 5 BRI EC A

« ¥F Direct PUT Bt W EIEIRAET , 84 Firehose i PutRecordMPutRecordBatchif sRIZH LA 4
SEE
e |

« WFXREFRD (HFERLMILER ) . XEAER (BBRM ) MBPMEX ( F/R=) : 500,000 %&id
/%, 2,000 NMERA , SMIB/,

- BATEERS (HXEM )., EEEZ ( MFEREILILE ) . Amazon GovCloud ( EEXR
8 ) . Amazon GovCloud ( EEEZ ), TA#KX (FE ), AKX (FX), TAHKX (&
R), IASBX (Fmg ), PE(4R). FE(TE ). TA#HX (FE ). TA#X (R
), MEX (FE). MEKREZ (FRME ), BM (ZZ=E ). BN (£F )., BM (B2
2)). MM (BESRE ). R (B ) ., BEM (RRFT ). EM (FER) FRM (K
=) : 100,000 %12/, 1,000 RiER/F, 1 MiB/#,

EREEMNEE , B6EH Amazon Data Firehose [REIFR £, X=NEFRLLBT B, Fla , (RS
XERI (FHFREMILE ), ZEEZ (BREBXIM ) FRMX ( ZRE ) WEHLEEFIE NE
10MiB/® , Bt MNEL &S 4 3118 112 4,000 NiFsR/FF 1,000,000 FKicF/#.

/A Important
MRBNNEFZE TZTHRE , X2SHERT BRAHRRD, MNERBERET ,
ASHERRSHRAS R, FRERXNBEHNSITHREMEINER , FEREE e

iﬁ_iiﬁ%ggaéﬁo

/A Important

BEE , BBEIEREY |, BRAME. Firchose EEUENE T ELEIRSHHBTFIZEZHK
B, RUBRIEFHA/D , IEFEAZKEILW 5KB (5120 F1 ) » Atk , 8 ALKIE
E(FN)HEANERT , IRMARCKNKRELS , “FENREAREBS, flw, 0
REANEHEEN 5MIB , MESFEH 1,000 FieFEAEHBHENHERL | KEES
5,000 &idEkH 5MiB BN AES. BEXEZEE , BZRITESETH Amazon Data

Firehose, Amazon
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://console.amazonaws.cn/servicequotas/
https://docs.amazonaws.cn/servicequotas/latest/userguide/request-increase.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://www.amazonaws.cn/kinesis/data-firehose/pricing/
https://calculator.aws/#/createCalculator
https://calculator.aws/#/createCalculator
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® Note

$F Kinesis Data Streams Bt & A HIE R |, WEE &R , Amazon Data Firehose A LA
SR&MtE LERE T B,

« 8 Firehose R\ Z W17 24 N EHIEICR , UBEEBENFTH BRAATA, DirectPutil
RIF R Kinesis Data Streams ( KDS ) , BEfRUERTA , NHEFBEELN KDS B EREH,

« 1f baseb64 w28l , X% %] Amazon Data Firehose FJid FZH & A K/ 1,000 KiB.
« PutRecordBatch S X E A A4 E 500 ki2xH 4 MB , LR/NE R, T EESULEE,
s UTHRESHRZILIRME 5 XAR (EHRE

%)) : CreateDeliveryStream, DeleteDeliveryStream, DescribeDeliveryStream, ListDe.

F StopDeliveryStreamEncryption,
- ZFEIRREREE : 60 % - 900 ¥,
- EMI G Data Firehose 1% i EIT & # Redshift , XX A FF 75 A1 AL S Redshift &,
« Amazon Red OpenSearch shift f1IRF RV ERIFLERESEEM 0 ¥ F 7,200 1 EF,

« Firehose X3 Elasticsearch R4 1.5, 2.3, 5.1, 5.3, 5.5, 5.6 , ARPFIHE 6.* F 7.* lRAUK
2.11 Z BT E9IE & OpenSearch BRS 2.x0

- YEFRNLE? S3, TS Redshift B OpenSearch fRE AT , Amazon Data Firehose RFEN %
F&% 5 RKERM Lambda @A, XF Splunk , BBEIREND H 10 X AKRERH Lambda B A,
o IEA[LAEH CUSTOMER_MANAGED _CMK 3E#E# CMK % %3k 500 MEHHo
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_TagDeliveryStream.html
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B % - HTTP 3% = 4% 515 5K F0 0 B2 H1 36

7 71k Amazon Data Firehose I EEEHEIBENL HTTP KinT R , XL LT L AT E A4
EML S E3E Firehose HRMBBENIEZERHAREWN, RTNELDEEIE Firehose RS @
BEMN HTTP LinT KUKIEN HTTP BRNEXAE , URLSEHHKIE Firehose IRFHAER HTTP I
BRIty RSB, 7 Amazon Data Firehose BEHERZ 8 , HTTP K% T KB 3 7Y A 8] 5k e B %18
K. Amazon Data Firehose A& EHEEXNE SN RE XK,

F&:
o EHEREX
o MERIHEN

HRER
BEM URL S8

HZEERENED URL FEEM —2B4% . Amazon Data Firehose BB R EEAN] , TEBH. X
¥ # https BFro URL ﬁE%UE"gﬁuwﬁﬂgﬁﬂlﬁjrﬁﬁo

(® Note
BEl, HTTP im RBIEE RN im0 443,

HTTP #rk - X-Amz-Firehose-Protocol-Version

AR A TFERBER/MNUEXWIRE, BaE—WREZ 1.0,
HTTP #r3k - X-Amz-Firehose-Request-Id

AR ER —NTERR GUID , TR TRARMNESHEMR, WRATERNE , RSN ISHK
RXARAWE , BRERDMERMBER, EZR2RE—ERE , HR ID RETE,

HTTP #r3k - Content-Type

Content-Type ¥rkHIEIR 7 application/json.
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HTTP %5k - Content-Encoding

A LAY Firehose MECE N EXEERMNER GZIP EHBEX., BRLESRE , HEBRER
% , Content-Encoding #rkERIZRE N gzip. MRAKBHAESE , W Content-Encoding ¥Rk i 5E
2R EFHE,

HTTP #53k - Content-Length

BEBRESTER,
HTTP #rk - X-Amz-Firehose-Source-Arn :

LU ASCII FRF RN KRR Firehose E#ER ARN, ARN Xf[Xig, Amazon lKF ID kA
MEITHRB, HlI |, arn:aws:firehose:us-east-1:123456789:deliverystream/
testStream.

HTTP #53k - X-Amz-Firehose-Access-Key

ARk T E APl ZAREAMEU ., EOIENERMERIRA , BRI SIOIESERH APl 40 ( XFRRN
) o Amazon Data Firehose f§ 17 8 2548 B9 K/NBR#I7E 4096 =1 LA, Amazon Data Firehose
L2ERUAEAAXERLFES, RENZANZEFEF B IRLHNED,

NATUREEN , THERR JWT T3 ACCESS_KEY, MREMAFELFREIL (WAFAN
25 ) , WNEmMEFENEN R TEBRNEKRN (JSON = CSV) —i.’f—?—ﬁ%"(fi/\lﬁlﬂiﬁ%ﬁqﬂ
MRFHARZZFHFIE , AT I FE# 1T base-64 48#8, Amazon Data Firehose T8
MR EBEENE , TeREEEARNS

HTTP #rk - X-Amz-Firehose-Common-Attributes

EARKBEEBNMERN/BERFABIEZARNLOHAEY (THE ) . SEBREEQE
Firehose Effrf EXE BN, LEMEMNERRENEFTUTERME JSON WK

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object
minProperties: 0
maxProperties: 50
patternProperties:
"AL{1,2563%":
type: string
minLength: @
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FRARER

maxLength: 1024

AT

"commonAttributes": {
"deployment -context": "pre-prod-gamma",

"device-types":

IEX - RARK/N

BRAEXK/PHEEE , EFHEIHRAKTIE 64MiB,
IEX - 2849

EXBE— JSON X , ZXHEHFLLT JSON £ ( A YAML RE )

"$schema": http://json-schema.org/draft-07/schemai#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.
type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1

ERERX
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maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

AT

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
3,
{
"data": "aGVsbG8gd29ybGQ="
}

] 7 4% =X
S BTV BRIATT
MR ARRFELLTER | Firehose RE BT EMNIRATB R 500 , SREIEI,
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RSN

HTTP SR LML 2XX, 4XX = 5XX SEE Ao

Amazon Data Firehose RSB FER/EEM ( XX RAKRTE ) » RLEMWNATE 200 F 4 A K I
FiEFREAME HTTP/EP, MRS 413 (BHAD ) BARAKALK , HHRRFRIHAFTELKIEELE
XFEE (NREEE ). MEEMENABEOEANTERNER , AZIBENENERER
BEMA R,

Rk - NAER

ME— A EZHAREEZ application/json,

HTTP #7k - Content-Encoding

T8 A Content-Encoding. 1IEXMAMRKRERIRS,
HTTP #r3k - Content-Length

MRMRBAEIEX , MHAHMAE Content-Length F53k,
EX - &RAKND

MR B2 1E TR KN AN TFZEF 1MiBo

"$schema": http://json-schema.org/draft-07/schemai#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string

timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer
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errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: 0
maxLength: 8192
required:
- requestId
- timestamp

AT

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": "1578090903599",

"errorMessage": "Unable to deliver records due to unknown error."
}
Success case (HTTP Response Code 200)
{

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090903599
}

FEAR A RI40 22

ERBEHIRERT , Amazon Data Firehose fRF2R# 2 EABHRBEEZENZ HAEEBERIXN
Bk, BERFEABRIREN (15%) BHBRERE (18 ) #HTRE , BENEREREBFERATE
Bz (initial-backoff-time * ( &% (2) A retry_count ) ) #1THRE . BR8] #Y & A8 B BR %I
N2 S, Bl EE n R Eide , EEEY = MAX(120sec, (1 * (2*n)) * random(0.85, 1.15).

EXAPEENSHAELEETIL, BXEREEE LR FERNEABEIERE, &FAEER
B, FEHMBIBE DL , BESHE Amazon Firehose 314,

EREENEXRERD | FRICENFRZAN/REFRATEASEIEERGN Firehose RElEMA L
3 {t. Amazon Data Firehose [RESURIMANN SR EEXFFEAEBNIERES. &iE—WI8E
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FRARER

AT HTTP in LIRS SR TESHENRR. MREAFNHRKEE (ET Firehose REE ) 2

R AREIEER , M A BRI R B B R IC FAR X B IR T8

=~

kB CWLog HYiER KA :

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599,
"records": [
{
"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"
1,
"logEvents": [
{
"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208016,
"message": "log message 1"

"id": "@123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"

ayt]|
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A 18 %

TRER

EK
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CloudWatch
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¥ER B ¥R

#hnT Amazon
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Apache Kafka 5
BAEKIR

T X RS B
¥REY documentl
D XBN X

OpenSearch

w7 XEHED X
B2

R Y Amazon Data Firehose XN EEE X,

DU

I 3% Kinesis Data Firehose B2 7 &% Data
Firehose, SR T AR L EIE Firehose ? .

B LBl Z LA Snowflake 7 B Wb/ % 7R, 55
Mthe section called “IARETE/ERN E/Y H Y,

B LUNFNRNEREABES  NEEREN
CloudWatch B EEIE XX Z| Firehose B, ES
Hthe section called “fEf CloudWatch HEEAE",

YRATLABIZE Firehose IE#% , LA Splunk BIX0M 14
= B¥r. 125 Mthe section called “i%£## Splunk
Observability Cloud ¥E73 &8 B #7”75

WM , B LU Amazon MSK Bl &
BREER. BS
MSK BE A",
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R OpenSearch RS 2 YRH Firehose E#EH B#E ,
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40 T X 4E Amazon Data Firehose B X4 Fi#kiE it 174
BPRDENZR. BEREDIST X
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