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* Logz.io
* MongoDB Cloud
* New Relic
* Splunk
» Splunk Observability Cloud
« Sumo Logic
+ Snowflake
5. XtF Firehose B , BAEARGEHENBERN B , LATDURINEIERER Firehose o

BlERIRE

WO AR ESIERPREERIZRE , MEMEFA [ Firehose RAEZE R, BA[ LU Amazon MSK
F1 Amazon Kinesis Data Streams BRIR BEBLE N KR, &8 7 H T Direct PUT HIRIREE N IR,

A Amazon MSK Bl ERiXE

WMRIEFR Amazon MSK FHE B &KX 2 Firehose Fibt , ATLAIE MSK FiE Fl MSK TCRRSS 2R &£ 8 2 [A] 1%
B, R, B LUMEA Firehose MEEM Amazon MSK SEEMEBRERMIEEEIE , A FEMEZE
R S3 BHyith,

EATTHNRRES S , WA TEZRIEHRE,

Amazon MSK & & iE i
BRESWERERE 6 RBELESISRE (#H#E ) ALASISREBLEI, 51FKER Apache Kafka
ERmAREEZEEFRNES, NHSISKREEENNATLFIAE Amazon , MAEISRENAT

BERRE 9
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MAERIHGIR, AmazonF Xk Amazon MSK EZER , i§ZH Amazon Managed Streaming for
Apache Kafka,

EENFES|ISREEEIMBERLTRSEE Amazon MSK 8 |, ZERLTHERUATHEER,

o EBMTLTIEIRS

o EBMITUR IAM EREBRIEEFEZ —o

« AN IAM RS T ER A% VPC B ERE,

o B E W ER RN INE T RIRAY SRR |, XK MEA Firehose BRSSEHE T WA Amazon MSK
CreateVpcConnection API #REMR,

EES NG5 SREEZEETE Amazon MSK 8 | ZEHLTHEZUTHHEER,

o ERMITIEIRE.

o ERQIUR IAM EREIBRIEHEG EZ—.

o ERQIENTTIHE,

MSK S8 1K /=

B LR Amazon MSK EEFIERNIKF, XAEERU TR Z —,

o SEHAIKF — AFEMNEEIIK/ N MSK £8P IEIREIE. Amazon At , BAIIEE Firehose
TG M IEEEIER Amazon MSK £ ARN,

s BKF-ATFEES —MNKFPMN MSK EERIEIE, Amazon BXEZEER |, HSH Amazon
MSK R EE MK P 45 il o

A

EEBREE Firehose M P EIERIEN Apache Kafka £, Firehose RAIETRE , BRELEE
it EB,

(® Note
Firehose Bz f##E48 Apache Kafka JHE.

Bti& Amazon Kinesis Data Streams HRiZ &

BtiE Amazon Kinesis Data Streams BRI B LURFE B T AR &L E Firehose o
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/A Important

MR E A Kinesis Producer Library ( KPL ) fFEIEE A Kinesis 2R , WA AEAREXE
HE AiZ Kinesis BB RV ICF. WMRBEEFIZEIERAE Firehose FHIKIR , Amazon Data
Firehose JS1EICRMEIXZI B Wit 2 AR, MREEE Firehose FRFEIREIE , Ml Amazon
Data Firehose T 12 & #HZ) Amazon LambdaZ B , 2%k MBRIEFE., AXEZER , F5
4 Kinesis B2 & FEFF & Amazon Kinesis Data Streams S22 & MRS,

ERIZET , £ Kinesis BERINKRPEFENER , AEBWMARRXN arn:aws:kinesis:
[Region]:[AccountId]:stream/[StreamName] BYE#EHR ARN,

MRELSENENHER , WEEEAE , AN Amazon Kinesis 1"'“%']"‘@']33 NEOBIER. BAIEE
FE X Kinesis REBLENRN IAM A€, BXEZER , BSH 227, tl@FRE , EF R
FEAR , LUEH Kinesis M5k, MREBEXKENR , ?JFEA Filter by name i % &,

® Note

¥ Kinesis #3E 7B &N Firehose FiRYJRAET , Amazon Data Firehose PutRecord
PutRecordBatch BEF#HER., EXMERAT , EXHIEHRINE Firehose i , BEFEA
Kinesis Data Streams PutRecord # PutRecords #E.

Amazon Data Firehose FF#8 M Kinesis 7Y LATEST {Zi&@i2ENZk#E. BX Kinesis Data Streams {Z &
NEZ{EL , GetShardlteratorifE 2,

Amazon Data Firehose #1819 K A Kinesis Data Streams GetRecordsi&#E—X. B2 , BH
TEEZHME F|rehose 28BN KA Kinesis Data Streams GetRecords ##EMX , —XH
TEEHENH , Z—XATEERZL,

A M\E— Kinesis R IEENZ A Firehose o HAh Kinesis NARRF (£AE ) WAl AME—NR
FiEEL, >k BEM Firehose B HME RN ARFNMBE ARSIt AiZ2 X EAERE., AT
BRIZR , HPMOITRIEHNEARRF. B Kinesis Data Streams FREINEZE L |, 2S5 Amazon
Kinesis Streams BR i,

BEHTT—F |, DEEICRERAE R,
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fti& Amazon Data Firehose LA #RIZRZIIE,

W RIEIEFE Amazon MSK 4E Firehose 7B KR

£/ Amazon Lambda ##RIZFZE T H , WU T FREHRE

IR
BB HIRE ABIER Firehose it , FAEIEH B ABIERRERE,

E R Firehose $§E Lambda B ¥ , SMBEEEE AR 2818 A H E R ZRBERE ALK
B, BEPEABERREEE, BUUFEAHE P —/ Lambda EEEE#HH Lambda BE%K ,
A LRI B Lambda BN¥i. Lambda EEAM B E Firehose FTEMNRSER, BXES
{E8 , {55 1€ Amazon Data Firehose H iR IIE,

2. 1£ Convert record format (## 12 Z#EX) o , AU T FREME :

Record format conversion (id &&= 5 #k)
EQ BT EIRE ABIEICFKEIA Firehose i , BEEEA,

ERE ANICERAER | E$R Enabled (BF) , ABEERMENHHER,. BEEEE—
Amazon Glue & , EHF 3 EE%H L Firehose AXRZRICEKEANENY, EXEZEER , TS
1) i ABIER .

BRI AR EILFE R ELRI R Amazon CloudFormation , 152
%] Amazon:::KinesisFirehose: DeliveryStream, o

MR{RIEFE Amazon Kinesis Data Streams 3% Direct PUT /EN Firehose E BRI KR

ERRERDF , BREATFEE,
1. EHRRERT  BERUTETZ— :

a. MWREMNERR Amazon S3 5 Splunk , EEMAEESEIR CloudWatch i2xIL 5% B EEBD
R B RESE
b. 7 “6EF Amazon Lambda ®¥RIEK HoH , NATFERIERHE :

(A% ) BEIRRERMERER 12
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IR

E OB HIRE ABIER Firehose it , BF B+ B RABIEHIREIRE,

E ;1 Amazon Data Firehose 1§ Lambda BRI , MEEEHEARE 2R AHERZ
HBERREARE  BEPEAREERERE, EUUFERES - Lambda EREE
¥ Lambda B3 , LAl LLUERIM AR Lambda B, Lambda EE481EE Amazon
Data Firehose FTERIRSER, BXEZER , 15 £ Amazon Data Firehose H %%
BRREBE.

2. £ Convert record format (3%#Ri2FZEXN) 2 , AU TFERIZME !

Record format conversion (i &&= ##k)
EEBETERIRE ABEICFEXM Firehose 7 , BIEFEEA,

ERBEANCEKHEN |, £ Enabled (BR) , RAREBEMENAEER. BFEEEE—
Amazon Glue & , EF A E# %2 Amazon Data Firehose AR #RiIDFZRNNLEN, BXE
ZEE , BSR B ABERR.

BXUAFEAREICFKERFIRMW KB Amazon CloudFormation , 55
# Amazon:::KinesisFirehose: DeliveryStream, o

BLiE B RYMIRE

AW NB T EBLTIRIERTIE B K HIZE R Firehose BB IRE .

« 71 Amazon S3 Bt EB MH#hiRE

» L& Apache Iceberg & B #1% B

23 Amazon Redshift Eti& B fy#i% &

A S OpenSearch ervice BLi& B B #18 E

A S OpenSearch erverless fit & B fy b1k B
& HTTP in s i B fyihiRE

7 Datadog Bt & B My thiRE

9 Honeycomb Bt & B FYihiR B

9 Coralogix Bti& B fithig &
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» A Dynatrace B & B fI#bi% B

+ A LogicMonitor

A Logz.io BLiE B W i#iZE

3 MongoDB Cloud Ei& B fy b1k B

A New Relic Biti& B #y b1k &

A Snowflake B & B #I ithi%k &

73 Splunk BiiE B Wbk B

A Splunk Observability Cloud Eti& B itk &
A Sumo Logic BliE B fI ik E

A Elastic Bl & B A8 &

A Amazon S3 B & B i itk &

BRI ELLTIRE , T8 H Amazon S3 £ Firehose iHY B Mttt

« RANUTFERHE,

S3 bucket
Wik —MERE N AT RIRRRIES S3 M8, BULE— M S3 EHERLERE
By S3 FhEE,

MITH R

& a] LAEL & Firehose 7 , £ Z] Amazon S3 WX R iIERZBIRMFIToREF. ik |, &
EEBH. BTFELWE Amazon S3 XN RPN ICERZ BRI ITORE |, HiEEEA, W
BRI RIEEH Athena REHWTERSICEKMN S3 XK , NERB AL,

HRDX
EREAUERANEESIS T K,

ZIDFKMAR
ZICRER 2N Firehose RHMIESR , HIBEEMH JSON HIEEMNHRITR 2 fRic RS
=

MRIEFZAELH, AERIZER AT E PutRecord 4 PutRecordBatch AP BAF |, A3
ANEREEZAS X, NTREHIE , BAZA S XE , Amazon Data Firehose £ #7183 |
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HEBXAPI BAPERZNERH JSON F R, ¥ Firehose FHELE N A Kinesis Data
Stream #ERIRAT , EIE LA Kinesis Producer Library (KPL ) FHHRER S, HESKX
Thee EHEMRGINT. At , BX API HAFHNESFRIEFKB I LML M EIFEH Amazon S3
AR, BIERLARA Lambda BEER , EHIE D XIhse 2 BT HE MR S IR,

/A Important
MRBFERREN , WRBERTHEERRETERNADISIX, Hit , MIRENRE
BREEAIARDIKX , NXTUEREBATERAZIERER.

Firehose FIZA T IRFHITAE S E - KPL ( protobuf ) 2%, JSON =2 FEAF##5R . Lambda
R, BIES X, BIEERNERM Amazon S3 &,

ZioRERER
MRIBBRATZIEEMR |, NMAMIEE Firehose BRIIBBN H %, FEHTHEEHEIER JSON
=0k,

P Bk R AT

MEREAT R — M2 IGHIE , ATB R E Amazon S3 EBIE#H THS T XK. BEFEANIKE
MXRBREHRTHISSX , WATIEEBZRAES XBNBFEERSH , ANSIMEEN T XEERE
H—ME, ERERERMEE R,

/A Important

MREE LRESBHIEE T Amazon Lambda BIERSRERICT , M A] LAE A It B3k

N &E S HBEHTHADX , HEMATLUBET NEKBITAIES X, BEzI™SD
X |, f&0] BAAE A N EBX AT =} Lambd Amazon a BRBCR B2 97 X8, & , B LE R
{8 A N EX AT A1 Lamb Amazon da ERESRBIE 5 X,

BRLMERRNEZREERFIS S XENBIBICRSH , HEM j ERERISTXE
{8, Firehose {XX#F jq 1.6, BHEZSALIEE 50 M ahA0 X, BXTAHS D XEERA
BRW jg REX , FREMINN Firehose REEZH DD X,
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S3 FHERRIR

BERENEEDIARDXE , BIIEE S3 F#MEEIZR , Amazon Data Firehose Z [a1Z 174 18 1% il
2 XEHE,

NTEHEBEEFSSTKX , S3 FEBIRNHBELNSEED XBNHBEMRE.

$& 0] LAGE B N BR BRAT RIS E MY Lambd Amazon a ERETRBEEH#H 1T XK. MBEERIEET
Amazon Lambda IR RBIERIR D X8 , WARFERAUTHEXNFHRA S3 FiMEa
{8 : “Lambda: keyID” partitionKeyFrom, MREFEHNEBRFEMABRBEEESIXE , 7
DERATERNFIHRA S3 FHBTE : “partitionKeyFromquery: keylD” , 2 7] LAk
BNRAZASy XERE , FASS XB/EXN B ERK S3 FHEBIR. EFEANBKEN
= Lambda Amazon X EIE#HR 170 XE |, LR AT LTE S3 FEMEIBRFERUTRERNFE
X : ! {namespace: value} , a5 & Z A AT AR Query partitionKeyFrom =, Lambda.
partitionKeyFrom

S3 1FiEMaM S3 Hirm AR X
1£ Amazon S3 WRW B E L EI B IEREREB Mt E MR X, BRIAERT |, Firehose &

ANINEL UTC R R BRI R, WMREBEATERSX , WATSAE R S3 514 £ AYAY
X,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2RI TEF, BIMUENEBNUEFX K
NERRSIREE TR

S3 K4

1%3$% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£59 B it
¥ Firehose o

S3 XMy BEBK (AL )

HfemE Amazon S3 BARFRBHINRIBEEXHT BREHBR. WREBRALIIE , NEEN
Nt RBRNEERER KR S3 E4HINEE ( HIA0 parquet 5 .gz ) BEMBIRIAHT R
Bo ERUNEERFERAKRY S3 ERESEMAN , FRRERE T EBRHX4HT BE.
MU REBSFUAR () T, ARAUGEARRNFR 1 0-9a-z-_*(). XHhT BETHRE
it 128 NFFF,
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S3 &

Firehose X# £ Amazon Key Management Service ( SSE-KMS ) # 1T Amazon S3 R% 85
WmANE , KN Amazon S3 RERIMEIE. B LUEEREA B R S3 FR MR IEENERIAME
EKH o LUERFERZE SN EATRFH Amazon KMS ZHB TN, MREFEHAZHA
InZEAE |, WA LASE A BRIAEY Amazon & Amazon KMS #4f ( aws/s3 ) B EE .
BXEZER , FZRFEAHESR Amazon KMS R E RN RS ERmME ( SSE-KMS ) RIF
.

Bl & Apache Iceberg RHY B By ibi% &

BRAmazon Web Services X g # E it X FL A#h[X ( BRFEIL ) 4\ , Firehose ZEFTE #t X # X #F
Apache Iceberg Tables #£9 H#J#th, Amazon GovCloud (US) Regions

B X Apache Iceberg RIEN BN EZER |, S H A Amazon Data Firehose fFE3E /& i 2
Apache Iceberg &,

A Amazon Redshift Bt & B i1k &
KN EMEH Amazon Redshift #£9 Firehose i B B RIRE .

BIEEEBPE Amazon Redshift g £ 855, Amazon Redshift Serverless T4E4 |, &FLATE—T

=
« Amazon Redshift 7 & &8
« 7 Amazon Redshift Serverless T/E4AE & B I #hi% &

® Note
Firehose 2B AEAERAE VPC BB HEM Amazon Redshift 528,

Amazon Redshift 71 & & &

AT NEEH Amazon Redshift fiE £ &8 1E N Firehose i B B YiIR &,

- RMALUTZEERNE:

Bt i Apache Iceberg &Y B # #1i% B 17
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S

Amazon Redshift ££8 | S3 FMEWHBIENEHIRZER, ¥ Amazon Redshift E&EE N A
NFFIFE , FEUHPE LE Amazon Data Firehose IP ik, BEXEZELR |, 5 =F Firechose
% Amazon Redshift B B9 B9 i5 A R

/Wit

B LR ERG AR B/ZE |, UMK ERZE Amazon Secrets Manager LA/ (7]
Amazon Redshift ££8%,

- AF%&

8 E B IAE Amazon Redshift ££85#9 Amazon Redshift A, iZA P %MEHF Amazon
Redshift INSERT #XBRF REF B M S3 Ff i@ E H1F Amazon Redshift £,

. B

EEERREENAFNERD,
M Amazon Secrets Manager @& Amazon Redshift & E I FIXRF4H, MRE TR
KPP RBRIEMNZ4A , NEBETE Amazon Secrets Manager 7 #&#) Amazon Redshift ik £

B—1, BXEZEE , 55/ Amazon Secrets Manager £ Amazon Data Firehose #i#
TEHRIL,

HiE R

Amazon Redshift IEE , BIBFEH B ZHEE,
=

Amazon Redshift & , BENE I Z&k.

5l
(k) RVEBES , BB HEFTZEBES . R Amazon S3 WRHPE LM FIHDTF
Amazon Redshift &k AEFIZK |, & ItbE I,

Fa S3 B R

Firehose & 7 EiE& M El S3 17651 , ARG & H Amazon Redshift COPY & & S dE & 2l
Amazon Redshift £, BEE—MNERENHA TEEOREIEN S3 B, RIEFN S3 FM#
BRERELFTRENE#E,
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FEIEINELE] Amazon Redshift 528f5 |, Firehose &G IEM S3 F# BT MR, EALUE
REmAPEREERE S3 ERATHHIE. BXEZER , 52 (Amazon Simple Storage
Service AAF M) PN REGEAEE,

FiE S3 FEMATR

( ATk ) X Amazon S3 W REFABRINBTER |, BFLEIE Z, Firehose & Bz X &Y
Amazon S3 I REA“YYYY/MM/dd/HH’UTC B AN BIZRo 48 AT URF L BT RN N B FF 3K
EXEZEE , H25 B & Amazon S3 W RBMHERN.

COPY options

& LATE Amazon Redshift COPY i S HIEEN S . B UREECHEEBRHEE
RAiXLs, flm , MRFSAT Amazon S3 BIEES , WA EH GZIP ", WMRMEM S3
MREGIONE Amazon Redshift E8 R ER —/ Amazon XiF , IEE <, BXEZER | iF
2% {Amazon Redshift HIEEF K AR IERE) FH COPY,

COPY command

Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A R g
) HH COPY,

Retry duration

MR FFEIE COPY E| Amazon Redshift SEEF LM , Firehose Ei{ WY RF4LRT[E ( 0-7200
# ). Firehose 8 5 7 ERH—X , EFERBFENELE R, IRFEHFLENERERN
0(%)#®, Firehose £ COPY i AMBFLEIR,

ZEHRR

Data Firehose TEfHE ABIEEABEIEEN EN 2RI &FTEH, BIMUENENUEHRX K
NERSIREE TR

S3 E48

1%£3$% GZIP. Snappy. Zip 5 Hadoop &M Snappy BIEES , HETERK
&, Snappy. Zip #l Hadoop &R Snappy E48 , Fi&F T L Amazon Redshift 57 B By ith
¥ Firehose Fo

S3 XM BEBE (AL )

SINHT REBN (Aik ) : NEFE Amazon S3 B FERAXNRIEEXHT BEB R
WMRERALIEE , NEENXHT RBRNBSHIERA KRS S3 EFHThEE ( HIA parquet
% .9z ) MIIBAERINXHT BR. EFLIEEHESERS S3 EHESERAN , FBRE
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LHETEBHONHT BE. XHTRELANGR () X, HETUEEATNER :
0-9a-zI-_*()o XHF BETRERET 128 MFEH.

S3 &

Firehose X# £ Amazon Key Management Service ( SSE-KMS ) # 1T Amazon S3 R% 85
WmANE |, KN Amazon S3 RERIMEIE. B LUEEREA B R S3 FR MR IEENERIAME
EKH o LUERFERZE SN EATRFH Amazon KMS ZHBTINE, MREFEHZHA
InZEAE |, WA LASE A BRIAEY Amazon & Amazon KMS #4f ( aws/s3 ) B REE .
BXEZER , FZRFEAHESR Amazon KMS R E RN RS ERmME ( SSE-KMS ) RIF
.

A Amazon Redshift Serverless T{E4AFLE B MY #thiRE

Y5 B H Amazon Redshift Serverless TYE4EYERN Firehose #i BRI E,

- HMAUTFERMNE:
Workgroup name (L4 & #r)

Amazon Redshift Serverless T4 , S3 FERMBIBFEH X ITIEH, & Amazon Redshift
Serverless TEABE R AINFFIAE , HEUHELE Firehose IP #isit, HEXEZELR |, S

%) E # %] Amazon Redshift Serverless Y “EZZ AT AFF 5 RIBY Amazon Redshift Serverless
SEHI"ER S, AR “EF Firehose X Amazon Redshift B 9 #tb #9175 [0 B R 7

BRI

BRI EREER AR B/EB , AP ERZ Amazon Secrets Manager LA/ ]
Amazon Redshift TTIRS 88 TE4H

- AFA&

EEBAH R Amazon Redshift Serverless TYE4H B Amazon Redshift A, ZBAF &%
MEH Amazon Redshift INSERT X PR F BEf T M S3 F & #lF] Amazon Redshift
Serverless TH#E4 .,

. B

¥ EB AR Amazon Redshift Serverless TEA K AN ZE,
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M Amazon Secrets Manager ‘@& Amazon Redshift Serverless Serverless T/E4H EIEHY
FIEFEFA, MRETHIRPRERENEL , WETE Amazon Secrets Manager 7 1&
# Amazon Redshift ZiE BB —1, BXEZER , HZH Amazon Secrets Manager 1
Amazon Data Firehose F#t 1T & 3 31iE .

HiEE

Amazon Redshift B E , BIESEHI 2 ZBEE.
=

Amazon Redshift & , iENE #12iZ &k,
1l

(i ) RWEBES , BIETEFTZBES . R Amazon S3 WRPENNFIBDTF
Amazon Redshift &AEIFIZK |, & FE L&D,

HiE S3 Bir

Amazon Data Firehose & 508 iE& M E| S3 E# @ , AE A H Amazon Redshift COPY
S, NEIEMNE R Amazon Redshift Serverless T4, FigE —NEREN A TEVOREEE
B S3 FhEM., RIEFM S3 FHMIERELHENFMHME,

S EIE INEL E Amazon Redshift Serverless T4 G |, Firehose M S3 1F4E 48 P I BR %k
B, BUUFEALEGTRANREERE S3 FEEPNHE. BXESZEE |, H5H (Amazon
Simple Storage Service AP g/ PN REWEAHEE,

FE] S3 FEMATR

( ATk ) X Amazon S3 M REFABRINBTER |, BFIEIE Z, Firehose & Bz X &Y
Amazon S3 I REA“YYYY/MM/dd/HH’UTC B A& XA BI8Ro 48 AT URF L BT 4R N B FF 3k 6
EXEZEE , B2 B & Amazon S3 W REBHER.

COPY options

& LATE Amazon Redshift COPY e S HIEENS#. LAUBREECHEER RBIEME
RAXES, flm, MRFAT Amazon S3 BIEES , WML EH GZIP ", WMRMEH S3
FREGIONS Amazon Redshift Serverless T{EHFFEE— Amazon XiF , MFEE “, BXE
ZEE , B2 H (Amazon Redshift ZIEEF XA RIER) FH COPY,
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COPY command

Amazon Redshift COPY &%, BEXEZEE , 2 (Amazon Redshift BIEEF &% A R 1E
) $# COPY,

Retry duration

R HAE COPY & Amazon Redshift Serverless TH#E4H kK , Firehose E i HY 3 4L A [A]
(0-7200 # ) , Firehose & 5 7 EIRH—X , BEEIERBFENBLE R, NRNEiAIFLELNTE
REBHNO(F ), Firehose f£ COPY B kMBI FLEiR,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2B TEF, BIRUENENEFX K
NERSIREE TR

S3 E48

1%£3$% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£59 B it
¥ Firehose o

S3 XMy BEBK (AL )

SI XM BEKN (AL ) : FEME Amazon S3 BHRFHBHIXNRIEEX 4T BEE.
MRBRALIhEE , NEEN XY RENESBIRR IR S3 EFH20EE ( HIH0 parquet
% gz ) MIINMERINXHT BE. ERLDEEHESXERS S3 ERESERAN , FBKE
BRETERNNHT RS, XHTREBLTUUAR () X, ARTREEAWNFR
0-9a-zI-_*()o XHF BETRERET 128 MFEH.

S3 m#E

Firehose X#fF  Amazon Key Management Service ( SSE-KMS ) # 1T Amazon S3 R% 85
WmANE , KN Amazon S3 HERIMEIE. B LUEEREA B AR S3 FRE MR IEENERIAME
EKH o LUERFERZECHNEATRFH Amazon KMS ZHBTINE ., MREFEHZHA
INZEAE |, W AT LAE A BRIAEY Amazon & Amazon KMS #4f ( aws/s3 ) B REE .
BXEZER , HZRFEHAESR Amazon KMS HEE R RFE|WME ( SSE-KMS ) RIF K
.

A S OpenSearch ervice Bt & B 1R E

AFNAT REWBFRMER S OpenSearch ervice FIIET,

5 S OpenSearch ervice ELi& B K ik B 22
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MALTZERIE :
OpenSearch fR% 1

BIEE M EIHIS OpenSearch ervice 1,
%5

FEIEZ 52 S OpenSearch ervice F£E R , EEARS OpenSearch ervice &5| &,

Index rotation

R R BHIRS OpenSearch ervice R AR ZARIE—IR, MRBHT RS , Amazon
Data Firehose &R BB MBEIEEEN RSB , HETRR, BXEZER , S
1} 4 OpenSearch FREELE F 5l #,

FEIEZ 52 S OpenSearch ervice EFFIT EFHAKS OpenSearch ervice XEEZH, X T
Elasticsearch 7.x #l OpenSearch 1.x , 8MN&5| RegE —HKE, MREZHNEEFHME
MM ERSIIEEFRE | Firehose REZITITIREL IR,

3¢ F Elasticsearch 7.x , EF L FERE =,
Retry duration

Firehose B FFLERTEl, OpenSearch X FEiRFLEATE , BALURENT T 0-7200 ¥ 2 [H
WAEE, BRIAEiRFLEMAR 300 #, Firehose FEIRXZ X , BRI E iR FLaTEEIH,

EiXFEEEH/E |, Firehose 2 HEZMBIIEERS (DLQ) , XREEMN S3 HixfF
&M, Xt THmE DLQ NEE , BLTRBEMNEERN S3 HixFEBENEZL B/,
OpenSearch

MR EAEPE LE Firehose A OpenSearch B EN 4 Mm@ DLQ EREE , MR LURNE
REENARBNESHE (U AN ), BUMUEBR Amazon ZiEAR | FERERZE
BB {E 8 AN E 7200 B,

DocumentID &

ERIREBNHY ID WI53E, XM 5 ER Firehose £ REISHY ID M Service £ RAEISH ID
OpenSearch , Ki&EX#Y ID {EAT , Firehose KA ID 2EINIET, OpenSearch &
WL Service ERRMIXHY ID , AR ID XFAEEARE , SEAFZSMAAMN ML | £
Serv OpenSearch ice B CPU BRED , NTRES T HEE.

5 S OpenSearch ervice ELi& B K ik B 23
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B4R VPC E#

mMREE Serv OpenSearch ice B FFAE VPC # |, EFEALE 5 IEEZ VPC, TF

B KIZF Service HAt , BB ELHE Amazon Data Firehose R TR T4,
OpenSearch A LAfE S OpenSearch ervice IBfERAMNERRZSH, MRBEETHttZ S
B BRXLEZLAARLFHIE HTTPS FREH A S OpenSearch ervice B Z £ H, TERR
OpenSearch [RFEHN L LA AT HTTPS RE , ZREXRBEEBE Firehose R EEENZ
244, MREF Firehose FiM OpenSearch lRFEFFEAMEBENLZELA , BREZEZAHALHAN
R HTTPS RE., BXZLEHANMNESZER |, 155 Amazon VPC XHH ML 2 EHMN,

/A Important

EFE VPC HiEEENHBEAHIIE NN FMNE |, HREAFMEFNTEEBHRENSR
ZIP M, MRBEFNHEZETHWEE IP ik , N Firehose 7% ENIs A FA
B VPC HWIBIREA MG Z SR |, H BEH SRR KK,

ZMmXERR
Amazon Data Firehose e ABEEZREEEN BN ZH SR TE S, BIFUENEINE
X AR/DNE RS REE TR

A S OpenSearch erverless BELiE B #YitiR E

AFNET REW BFREA OpenSearch Serverless BYEI,

BMALTFERMNE :
OpenSearch TIRFBES

—4 OpenSearch THRFHFRSINER , BFEFEAIXLERE.
]

FF#HEZE 5| OpenSearch | Serverless &8t , 2 AR OpenSearch TLARS 28 & 5| & #o

5 S OpenSearch erverless Bt & B #it1i% & 24


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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B4R VPC E#

WMRE OpenSearch TIRFB/ESTFE VPC # |, BRI IEEZ VPCo I
B &RIEE Serverless £6 0t , RERELHE Amazon Data Firehose R M T4,
OpenSearch

/A Important
EFE VPC HiEEENHBEAHIIE NN FMNE |, HREAFMEFNTEEBHRENSR
P thut, MREEFHHXERANESE IP it | N Firehose [T % ENIs BFA
A VPC I BIEEm Al ZSA N |, HAEHNBERI LK.

Retry duration

Xt Serverless IR 5|1ERKMAET |, Firehose EiXMVFFLLATIE, OpenSearch Xt F Eid 4Lt
B, BALLREN T 0-7200 B 2 RIMNEME. RIAFRFLATEN 300 ¥, Firehose HEIR
LR, BRI ERFFLA R 2,

BERFErEFEE , Firehose 29 HIEAZBMEIZEER/SY (DLQ) , XREER S3 Hix
iR, N TERmE DLQ WEiE | BXIRHEMNEEN S3 HXFHEBENREZEE S
OpenSearch erverless B #ith,

W REAEFE IE Firehose #i & OpenSearch TTHRSS 2 £ BSR4 M@ DLQ £ HEEE , I
ALHERSENEREENESHNE (U RENMN ) . BABEKR Amazon TIFAR , FLEA
BHidiFLatEEEINE 7200 ¥,

ZHXER

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIFUBENEINE
X AR/DNE RS REE TR

BLE HTTP SRV B RV IR E

RENATER HTTP iR EH B ARH LT,

& HTTP i i B itk & 25
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/A Important
MREIERE HTTP inRIERN Br , BERHIRR 7 HTTP it S 2B R A @SS FRYHR
AR 1T IRAE

- RETIFERNE:
HTTP iR R&E M ( Wik )

A HTTP IwmREE—MNAFRFHNER. Hl My HTTP Endpoint Destination,
HTTP #wm < URL
BRUTHRAIEE HTTP i =K URL : https://xyz.httpendpoint.com, URL 212
HTTPS URL,
S WUE
B LLEREEBMATGRIZS , UM PKRFERE , Amazon Secrets Manager B 17 8]
HTTP iw Ko
« (HiE) BEEA

MRS EEIREN B Z4A |, BAEM Firehose MEIGSEREE , BERRIESMES.
M Amazon Secrets Manager ‘@& HTTP s R iF R Z M PEE P, MRETHIIRFP K

FEEHNZ4A |, NIEFEH Amazon Secrets Manager A& FRIZ4BARE—1N, BEREZE
B, 2% Amazon Secrets Manager 7 Amazon Data Firehose 31T BB K1,

N BRI

Amazon Data Firehose R ARREBRERZIBFERNWEN , RAEBNBERLET BN, &R
GZIP 2A , LB R/ZERBERNAERESB,

Retry duration
87 Amazon Data Firehose B IE £ X BIFTE HTTP iw R BV BT+,

KEBHES , Amazon Data Firehose £%1F HTTP is RN, MR EIERBREBHIAE
FTEARR UL E#TA , Amazon Data Firehose f§ /83 Eid F4atE 1T 5kEs. ©RNTHHER , EZ

& HTTP i i B itk & 26
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EifFaatE B, EifiFgEatERIEE , Amazon Data Firehose $5iX fhi&)5% 11 9 $3E 4% i 5
W, FHNEIEZHDE Amazon S3 @,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIE R IAB
HAPR, WERTEIAEEES , Amazon Data Firehose 2 EEIR TR EEFRtE. NMEEE
REtE , BEBRERAEE ZE2E , ERWEBIARBEE R E SR,
MR FFHELE Amazon Data Firehose Ei K% , FIFUHEIRERN 0.

S8 (Wit )
Amazon Data Firehose E&)X HTTP AT H#IEXLREX, XLESE T LAEBIEIR B
¢8 40 B #x,

ZEiRR

Amazon Data Firehose e ABEEZREEEN BN 2B SR TEH, BIFUENEINE
X AR/DNE RS REE TR

/A Important

FF HTTP iw R B 45 , MRETE Lo CloudWatch gs F & FI3k B B #rim =AY 413 M7
KB , iBRIK Firehose TRVE PR RAD , RARER,

A Datadog Bt & B /Y3 1R &

ARFINB T £ Datadog ¥E9 B #rEVET, &< Datadog WEZEE |, 55 hitps:/
docs.datadoghqg.com/integrations/ amazon web_services/,

RETIFERHE,
HTTP i< URL
MTHRERHU TR - AR EMNRREBENLE,

« Datadog H&- US1

« Datadog H&- US3
79 Datadog Bt & B Y #thi% & 27
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 Datadog H&- US5
- Datadog H - AP1
« Datadog A& -
 Datadog A& - GOV
- Datadog $E#% - US

- Datadog }§#5- US5
- Datadog $§#5- AP1

- Datadog $E#x - EU

+ Datadog EtiE- US1

- Datadog E¢i&- US3

- Datadog Eti&- US5
- Datadog EtiE- AP1
- Datadog BLi& - EU
« Datadog Eti& - US GOV
HHKIE
B LEREERA API B4R, AT AP FREEH Amazon Secrets Manager BAi[E]
Datadog.
- AP B4

BX R Datadog BAZREUEM Firehose [a] b ik S & S EIEFTEH API 247,
MB& Datado Amazon Secrets Manager g API Z4AfV hiEFE — N4, WRETHIIE

AR E ISR |, MIEE Amazon Secrets Managerh 8|2 —4, BXEZELR |, H51H
Amazon Secrets Manager £ Amazon Data Firehose F# 1T & 4RIl

AESP IS

Amazon Data Firehose A BRERERBERVEX , AEBNBERLZELB BN, ®F
GZIP REZEHR , LS A/ZABERNNBRE,

Retry duration

$8§E Amazon Data Firehose Ei# ¥R XX RIFMIE HTTP in /B BT+,
79 Datadog Bt & B Y #thi% & 28
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KIEBAEE , Amazon Data Firehose £ HTTP in VA, MR HIERFARERINE
B HAFR A EITEIA , Amazon Data Firehose /8 s) BEidiF &t H it R, ERAMER , B
EidFErEEH, EXFLEEEHEE , Amazon Data Firehose 53X fiEn 41 0 B 3E 1% i 5k
W, FHRBIER D E Amazon S3 FHER.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR B IAB
HAPR, WERFEIAEEES , Amazon Data Firehose 2 EEIR TR EEFRTE., NMEEE
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,
MR FFH L Amazon Data Firehose Ei K% , HFIFUEIZRER 0.

S8 (Wit )
Amazon Data Firehose E&X HTTP A HE X LR EN . XLSH T LIH B 218 5 A
¢8 40 B xR,

ZEiRR

Amazon Data Firehose TE & ABEEZREEEN BN ZH SR TEH, BIFUENEILE
X AR/DNE RS REE TR

N Honeycomb BELiE B By i1z &

KT NE T A Honeycomb 17 BFRIIEI, B Honeycomb WEZER |, S A htips:/
docs.honeycomb. io/getting-data-in/metrics/aws-cloudwatch-metrics/,

RMUETIFERNE :
Honeycomb Kinesis i &

BT HRIBE HTTP i URL : https://api.honeycomb.io/1/kinesis_events/ {datast}
HHRIE

BAILLEREER A API 247 , WA AN ZEE4A Amazon Secrets Manager B[R]
Honeycomb,

« API 4R

A Honeycomb L& B #Y ii% B 29
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Bt % Honeycomb LAIREUEM Firehose [a] b s 2 A& S BB FTEH APl 247,
- B

M Amazon Secrets Manager ‘@& Honeycomb API ZZ4A 1Y ':F'ii?%%"ﬁﬁ"“fﬂo MRE TR
Rk EBEH 4R , WiETE Amazon Secrets Managerd 8|2 —4, BEXEZER , BSH
Amazon Secrets Manager £ Amazon Data Firehose i fT%fﬁLlIEo

AT

Amazon Data Firehose R AREBRERZIBFERNWEN , RAEBMNBERLZT BN, &R
GZIP LA E AERMNABRHmIB, X2 Honeycomb B FREIHEEILTI,

Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP in /B BT+,

REBIEE , Amazon Data Firehose %% HTTP i 2 BI# 1A, ﬂﬂﬁﬁfk%‘*&jiﬁfﬁl}\ﬁ
FTEAFR UL E#TA , Amazon Data Firehose 4 /82 Eid F4 T E 1T #kE. ©SRNTHER , BEF
ERXFENERE, ERXEENEZEHE , Amazon Data Firehose X #1558 M 79 %&E%iﬁ?&
W, HEFBIERZ D2 Amazon S3 FiER.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZHH
INEBRITEESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
HiRR, MRMEIAFEET , Amazon Data Firehose 2T EE X ITHEBERE L ERRITE., WREF
RETE , eEBAERAEEZZE , EFWIEBIASRBESIATE SR,
MR FFH L Amazon Data Firehose Eid K% , FIFUHEIRE RN 0.

S (W)
Amazon Data Firehose E&X HTTP A HE X LR EN . X LS H T LIE B 218 5
¢80 40 B xR,

SRR

Amazon Data Firehose e ABEEZREEEN BN 2B SR TEH, BIFUBENEINE
X AR/DNE RS REE TR

A Honeycomb L& B #Y ii% B 30
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9 Coralogix & B Y ithi% &

AFNET A Coralogix ¥EH B FRMYEI, X Coralogix WEZE R , 28 Get Started with
Coralogixo

- RETIFERHNE:
HTTP i< URL

MTHEEH L TEBRIERE HTTP %< URL :
» Coralogix - US

» Coralogix - SINGAPORE

» Coralogix - IRELAND

» Coralogix - INDIA

» Coralogix - STOCKHOLM

HHRIUE
BALEREERALERY , LA BMNPRZEE Amazon Secrets Manager SAi5 [H]
Coralogix,
- HEEH

Bt % Coralogix LAIREUEM Firehose [b bt in & MBIEFTEN A E A,
M Amazon Secrets Manager ‘@& Coralogix FAE RN EERFH. MRETHY|RS

KREZNEH B4R |, MIEFE Amazon Secrets Managerhf|Z—4, BXEZELR |, H51H
Amazon Secrets Manager £ Amazon Data Firehose F# 1T & 4RIl

AESP IS

Amazon Data Firehose R AREBRERZIFRNWEN , RAEBMBERLZT BN, &R
GZIP LB BRI ABERwB. X2 Coralogix BRI HEXIN,

Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP in R B BT+,

KIEBIER , Amazon Data Firehose £% & HTTP is 1A, MR BB RBREBHIAE
7 Coralogh gl BEFR IR 2 H5 1A , Amazon Data Firehose /B3 EiR G4 atHit ks, ©HFMER , =



https://coralogix.com/docs/guide-first-steps-coralogix/
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EifFaatE B, EifiFgEatERIEE , Amazon Data Firehose $5iX fhi&)5% 11 9 $3E 4% i 5
W, FHNEIEZHDE Amazon S3 @,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENfEE iR Lt E B3 , Amazon Data Firehose & EFHEIA |, BEEINEIHEIASIE ST IAER
iR, MR#IAEAET , Amazon Data Firehose 2 EE X IT B[/ EBEERIRITE, WREE
REtE , ENBAEHAEEZEE , EEWEWIASBER A E D,
MR AR %Y Amazon Data Firehose Eif X A HIE , BFUEERER 0,

S8 (W)
Amazon Data Firehose E8)X HTTP A H TS X LR ER . X LS KA LA B &R 51 F
AR B HR,
- applicationName : 1247 Data Firehose KYIR3E
« subsystemName : Data Firehose SR &
- computerName : IETEEAH Firehose RV E R

SRR

Amazon Data Firehose TEE ABEEZRIEEN BN 2 2#HTE ), B EINEF
X K/NERSIRERE TR

N Dynatrace Bi & B BV #hi% &

AIWNE T #E A Dynatrace fE7 BHirMEDl, BXEZEE , S H hitps://www.dynatrace.com/
support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-
metric-streams/,

o EFEIN , LU Dynatrace ¥R Firehose il B By itb,
REER

RIRIBELE Dynatrace FIREEIRERZBEE (BRI ) |, SE#H — S 2L E,
HTTP %= URL

MTH % Gi%E HTTP ¥% & URL ( Dynatrace US, Dynatrace EU = Dynatrace Global )
79 Dynatrace Bii& B B ithi% & 32
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/Wi

BALEREER A APl TR | AT UM ZEE4A Amazon Secrets Manager B[R]
Dynatrace.

- APl K&

4 B IBM Firehose [t iR [IEHIEIBEFTER Dynatrace APl ©h8, BXEZEE | 55H
Dynatrace API - Tokens and authentication,

. B4

MEE Dynatr Amazon Secrets Manager ace APl ThHHFEE—NEH, MRE TR
AR E ISR |, MIEE Amazon Secrets Managerh 82—, BXEZELR |, H51H
Amazon Secrets Manager 7 Amazon Data Firehose F# 1T & BRIl

APl URL

214 Dynatrace ¥FEH APl URL,

NAYwB
HBRERERARNRRBRESRIERWIES, Amazon Data Firehose £ N A RIBRELREE R
WIEX , RAEBEERKEBEN, BAE , UL GZIP BXEHZNB.

Retry duration

87 Firehose EifFHIE LEBIFMIE HTTP iw R BB,

KIEBIESE |, Firehose £F#F HTTP i SAVHEIA. MR BB IRJEBIAENBRAIZER
2#1A |, Firehose B ERIFEMN AR, EFFTMHER , BEEAXFENEIY, Eid
FantEE|H /G |, Firehose FXMFRAN BFEEMAN , FARBIER D E Amazon S3 174#
o

)R Firehose [0 HTTP i QA EHIE (A= HHRARNERF ) i , BLEH S @IAEN
THER A FSF HTTP in SAVHEIA,

BIEERFEREES | Firehose MAFFHIA , ERTHIBIARIEHINENHAR, MR
WIAERS |, Firehose 2BEERITBRPREEERRIYE, WRERRAHE , ©FBRER
AEEZEZE , ERWIBIASBEE AN RS,

MR FHE Firehose ERHREHIE , HRILEREN 0,

79 Dynatrace Bii& B B ithi% & 33


https://docs.dynatrace.com/docs/dynatrace-api/basics/dynatrace-api-authentication

FRARER

Amazon Data Firehose

S (Hik)

Amazon Data Firehose &)X HTTP AR &EE X LB EX . X LS B A LA BY &R 51 1
¢ 40 B #Fo

ZMiRR
Amazon Data Firehose FEfHE ABTEEREIEEN BN SHTEH, EHXERTIER
B E P X K/DFEtEEE. BN EBRNEPX K/ PNERSREETR.
A LogicMonitor

ARE D T 4B4F LogicMonitor A F &8 B iRk, BXEZER , S H https:/
www.logicmonitor.com.

- RETIFZEMNE:
HTTP %= URL

BRUAT I E HTTP w28 URL,
https://ACCOUNT.logicmonitor.com

S HKIUE
B LLUEREER A APl 40 |, B AP ZZ4A Amazon Secrets Manager LA1 (8]
LogicMonitor,
- API %4H
BX & LogicMonitor BLIREUEM Firehose [a] i 4% S BIEFTE B9 API 40,
MEBE API 40 Amazon Secrets Manager B % %48 LogicMonitor. MR FHI%IF*

FARE ISR |, MIEE Amazon Secrets Managerh g2 —4, BXEZELR |, H51H
Amazon Secrets Manager £ Amazon Data Firehose R # 1T & 13351 o

N B YD

Amazon Data Firehose A BRRERERBERVEX , AEBNBERLZEZB BN, ®F
GZIP REZEHR , LS A/ZABERNNBRE,

3 LogicMonitor

34
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Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP s R B BT+,

KEBHEE , Amazon Data Firehose %45 HTTP RN, MR HIE RSB AREBIAE
BfHAFR A EITEIA , Amazon Data Firehose /8 3) EidiF &t H it R, ©RAMER , B
EiXFEREE, EiXFEBEEHE , Amazon Data Firehose $53X f 55 91 9 BhdE 1% a2k
W, FHRBIER D E Amazon S3 FHER.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S EIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRATE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

MR FFH L Amazon Data Firehose i K% , FIFUHEIRE RN 0.
S (W)

Amazon Data Firehose E& )X HTTP A AT H#IEXLREX, XLS T LAFBIEIR B
¢ 40 B #Fro

ZHRT

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIUBENEINE
X AR/DE RS REE TR

A Logz.io BLE H MR E

KINE T ERA Logz.io fEN BIRMIET. MTMEZEE , BS M https://logz.iol,

® Note
ERMX (K= ) X, FX ¥ Logz.io 8 Amazon Data Firehose B #9ith,

RETIFERNE :

7 Logz.io Bii& B Withi% B 35
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HTTP i< URL

BUTHRIAIEE HTTP A/ URL, URL 2412 HTTPS URL.

https://listener-aws-metrics-stream-<region>.logz.io/

i zn
https://listener-aws-metrics-stream-us.logz.io/

SHIIE

BRI LU IREER AIZE T |, o UMK R Amazon Secrets Manager LA [A]
Logz.ioe

- BETHE
BX R Logz.io SAIREUEM Firehose [8] bt i 2 4% M BIRFT BV IA IR T 1,

. 548

MBE Logz Amazon Secrets Manager .io JEE BB FIEREFRH, WRETHI|ERF
KREDIEH B4R | NEE Amazon Secrets Managerf gl —4, BEXEZEL | S
Amazon Secrets Manager £ Amazon Data Firehose ##t 1T & 3 31iE,

Retry duration
87 Amazon Data Firehose Ei#[a Logz.io & & BIEH K,

REBIEE , Amazon Data Firehose £% & HTTP is 1A, MR BB RBREBIAE
FTEAPR YR EHTA , Amazon Data Firehose fF /B z) Eid F4 At E 1T 8kEe. ©RNTHER , BEE
EidFEr R, EiXFLEFEEEE , Amazon Data Firehose 53X fiEm 41 0 3@ 1% i 5k
W, HRBIERZ D E Amazon S3 F# .

)X Amazon Data Firehose 6 HTTP is R R A EIE (MIHBE=ERER ) it , BLEFHZHH
INEBRITBEEHER HTTP I BEiA,

ENEE iR iF4EatE 233 , Amazon Data Firehose IS 1IN , BERIWREIHIASIE R ¥ IA B
HAPR, IR HIAHERS , Amazon Data Firehose 2B EERXITHREREBTLEEFRITE. WRER
REtE , SNBAERHEEZZE , BERWEBIARBEE A ESEH,

7 Logz.io Bii& B Withi% B 36
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MR FFH L Amazon Data Firehose i K% , HIFUHEIRE RN 0.
S8 (k)

Amazon Data Firehose &)X HTTP AR F &8 X LB EX . X LS B A LA BY &R B 0
48 40 B #7ro

SRR
Amazon Data Firehose S E ABTEELARMIIEEN BN ZISH#TE P, BHRUENENE
X AR/DNE RS REE TR
79 MongoDB Cloud Bt & B fy#hik &

I E T A MongoDB Cloud £ BARIIET, BXEZEE , HSH hitps:/

www.mongodb.com,

- RHTIFERNE:
MongoDB Realm webhook URL

BRUTRIIEE HTTP w89 URL,

https://webhooks.mongodb-realm.com

URL #J2 HTTPS URL,
HHRIUE
B LLUEREER A AP 4] |, I U\ ZZ4A Amazon Secrets Manager LA [H]
MongoDB Cloud.
- API B4

EX % MongoDB Cloud LAZREUEM Firehose [6] th i s & S BB FTE MY APl 3347,

M Amazon Secrets Manager ‘@& MongoDB Cloud AP| A/ kR %4, MRETH S
RPREIEMNZHL |, NBEE Amazon Secrets Managerf gl —1, AXEZER |, S
%] Amazon Secrets Manager £ Amazon Data Firehose #1317 & 4 RKHiE .

3 MongoDB Cloud &t & B #yithi% & 37
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SES IS

Amazon Data Firehose A BRERERBERVIENX , AEEBRERLELB BN, %#F
GZIP REZEHR , LS A/ZABERNNBRE,

Retry duration
$&E Amazon Data Firehose B FHIEL A ZIFMEE = HIREEH N K,

KEBHES , Amazon Data Firehose £&%F HTTP im R AIA, MR EIERBAREBHIAE
FTEAFR UL E#TA , Amazon Data Firehose 4 /B8 2 Eid F4atE 1T 2kE. ©RNTHER , BEF
EidFErEFH, EXFLEEEEE , Amazon Data Firehose 53X fiEmn 41 0 B 3E 4% i 5k
W, HEFBIERZ D2 Amazon S3 FiER.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S BIA,

ENEEF iR iF4EntE 233 , Amazon Data Firehose IS 1IN , BERIUWREIHIASIE R ¥ IABR
HiBR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRITE., REF
REfE , SNBRERHEEZZE , BEIWEBIASBEEE LR S 2,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.
ZhiRR

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIUBENEINE
X AR/DE RS REE TR

S% (Wit )

Amazon Data Firehose E&X HTTP A HE X LR EN . X LS H T LIH B 218 5 F
¢8 40 B xR,

A New Relic L& B iR &

AFNBT A New Relic fER BFrEET, BXEZEER , 5SS hitps:/newrelic.com,

RETIFERWE :

A New Relic & B #yithi% & 38


https://newrelic.com

Amazon Data Firehose FEANGIER

HTTP i< URL

MTHRSIRUA TR FEF HTTP i< URL,
« New Relic B& - US
 New Relic $§#r - US
 New Relic $§#x - EU

HH®IE
BALLEREER A API 247 , A UM ZEZ 4R Amazon Secrets Manager A1 [E] New
Relic,
- API B4

£ New Relic One K/ iR B P #H AV AIERH (40 MNERFNTAEFFHH ) . BFEL
API| Z4AM Firehose [ tbim /A& REIE,

MEE New Rel Amazon Secrets Manager ic APl A AEFE—1NZH, WRETHIIE

FARE ISR |, MIEE Amazon Secrets Managerh 82—, BXEZER |, H51H
Amazon Secrets Manager £ Amazon Data Firehose F# 1T & 4RIl

N B YRS

Amazon Data Firehose A BRRERERBERVENX , AEBNBERLZELB BN, ®F
GZIP REZEHR , LS A/ZABERNNBRE,

Retry duration
$§E Amazon Data Firehose Eif 8 #E &2 2| New Relic HTTP % R I BT &,

EIEBIES , Amazon Data Firehose 5% HTTP i R 8IA. MR BIEIRBAEBIAE
B HAFR A EITEIA , Amazon Data Firehose /8 31 EidiF &t H it R, ©RAMER , B
ERXFErE R, FidiFsatEEEE , Amazon Data Firehose $5iX #1557 401  $dE & fi 5k
W, HHBIER 0 ZE Amazon S3 7.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITEESHER HTTP IR 2 BIA,

A New Relic & B #yithi% & 39
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ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIAE R IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2 EERXITHBIREEEERRTE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.

S (Wit )
Amazon Data Firehose FTE &)X HTTP AR F & X LB EX . X LS B A LAESBY &R B 1
¢ 40 B #Fro

ZhiRR

Amazon Data Firehose e ABEEZREEEN BN ZH SR TEH, BIFUBENEINE
X AR/DNE RS REE TR

A Snowflake Bt & B B iR E

AN B Snowflake AT &K B BRI LI,

® Note

Firehose 5 Snowflake E M X CEBIEEERL (FFRLILZ ). EEFEIP ( HE

R ). BN (BZEM) . TABK (FR). KN (GEXEE). TASBK (&R )M
AX (FEE ), LK (&K ). BM (£F) . mEM(ZRT ). MEKX (FE) . BM
(). MEM(ZRFT ). MEX (FE) . KM (PH)BER ), TA#BX (KR ) .
BOM ( HiEESF/REE ) . WA#X ( HEMIE ) . Amazon Web Services X1

EERE
RETIFERWE :

Snowflake K URL

$&E Snowflake Il URL, 5l : xy12345.us-
east-1.aws.snowflakecomputing.com, BEXUMAEELRNKS, URL WER , ESH
Snowflake X 1%, FEEE , BFEEEERAS , MY ( https:// ) B ATER,

7 Snowflake BLi& B #Y3#11R E 40


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region
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/Wi

BULLERFHMARFRERE,. AEZHANEFE , LU Amazon Secrets Manager A&
RZHALLIFR] Snowflakeo

- AFREX
BEEZER T MELEIEN Snowflake AP, BFHEEAAFPERCFHIER AE| Snowflake &XH,
- AEZ

EEMER4A , LLEMEA Snowflake LA PKCS8 RFTHHRIE, A , TEN PEM TE
MABMERFERZHN —H 0. MRBHWBDKZIT , WEMBRRITRF. U TRLERHAS
MEMV N RG],

FBR KEY_CONTENT FMZE R ARG HIRML Firechose, TEN B/ HISRIRITHR -

+ Passphrase (%1#3)

EERBEXBRECMENLERH. MRLEZHARNE , WALHLFREZ., BXE
B, 2" Using Key Pair Authentication & Key Rotation,

B4
i

M Amazon Secrets Manager ‘@& Snowflake i PiEE R, MRETHIRFPEREE
B4R |, WIETE Amazon Secrets Managerd g1 —1, BXEZEE , 55 H Amazon
Secrets Manager £ Amazon Data Firehose #3175 3 11iE

AEEE

FERAERIAM Snowflake B : INRIEFIIEIT , N Firehose R &FHEA A RIZIE S
Snowflake, BRiIZFBRIAB AT MHELE, FRERIALSCEEFHERAZE Snowflake FRH
HY PR,

FHABEN Snowflake B : i AFHIEINE F Snowflake FKATH Firehose IB{EAIIEZRIA
Snowflake B,

Snowflake &3

RIMAMERNE,

7 Snowflake & B /Y it 1% B 41



https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation

Amazon Data Firehose FEANGIER

#./5 VPCE ID ( A% )

Firehose 5 Snowflake FAHE#H VPCE ID, B HEMHR AN com.amazonaws.vpce, [X
] .vpce-svc-, [id]BREZEER , S Amazon PrivateLink & Snowflake.

(® Note

MREH Snowflake EF S AFEHERE  NEFHAET AwsVpcelds MK FREEK
foiF Amazon Data Firehose ##&. Firehose ~EE&ETE Snowflake K FEEE T
IP KR, BAET IP INEXMEATEES T Firehose E#, WRELBIFE
BET IPHRBEHIAERS , NFEBITRRZFIE S Firehose HIRABR R, BXET L
K VPCE IDs %% , 55, 418 VPC HHY Snowflake

BiEEFEERE
«  BUMBEUTIRE , FEEMEA Snowflake #E Firehose R B Bt

« Snowflake BIEE : Snowflake R FFE BIREREEBIEEH,

* Snowflake 2£#) : EMRBEEH — I NSNRUAK , IERHRHRFEENR (FlMERNUNE )
HZiE DA

» Snowflake 3 : Snowflake FHVFIEWE R FRERFEERT , BBEWNIINITHES,

& Snowflake Y hn &k %10

- {5/ JSON EERFIR
- {#£f VARIANT %|
- WRHE  ERPIEESE , HPSIMEKRHBEBSE.
« THEHG (k)  ERDEENER  HRAANEABEEE. BAKFERE , ENEETR
EKAHHK Snowflake TP FEFILA T,

AT E# PUT KR

{

"firehoseDeliveryStreamName" : "streamname",
"IngestionTime" : "timestamp"

}

7 Snowflake & B /Y it 1% B 42


https://docs.snowflake.com/en/user-guide/admin-security-privatelink
https://support.console.aws.amazon.com/support/home?region=us-east-1#/case/create
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X F Kinesis ##EHRIERN IR

{

"kinesisStreamName" : "streamname',
"kinesisShardId" : "Id",
"kinesisPartitionKey" : "key",
"kinesisSequenceNumber" : "1234",
"subsequenceNumber" : "2334",
"IngestionTime" : "timestamp"

}

Retry duration

Snowflake RS RIS BITH@EE S [E Snowflake &N B KMET , Firehose Eifd FIIF£ERTE ( 0-
7200 #' ) . Firehose SMEBEIRAFRNER , BEFEHXFEMNBELE R, IRFEHAFLENERENRN

0 (%)%, Nl Firehose £ Snowflake XM F2EH , MEFHIEHEHZE Amazon S3 HixFEME.
SEHXET

Amazon Data Firehose TEE ABEZREEENEN 2B SR TE R, BEVENENEFRXK
NERSREREENR. BXEZELR , F5H BEZE TR T,

A Splunk Bt & B B9ibiR E
A5 B 4E R Splunk BT B B9 b AL TR,
(® Note

Firehose BIELE T LB A HKIDEES RN AEF AT HIE M Splunk EFEMEBIE.

- RETIFERNE:

Splunk cluster endpoint

i

HWEKS , 55 Splunk R MEE Amazon Data Firehose BURFEIE &% % Splunk

o

a

7 Splunk BLE& B #Y3iRE 43


http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose

Amazon Data Firehose FEANGIER

Splunk endpoint type

ERZHIERT , Hik#E Raw endpoint., #E#FEvent endpointREFEAREHLEF
BIE K= Amazon Lambda EIREH &SI RMALEHEE. EXECANKIRNEES , B2H
Splunk X4+ HYELE Amazon Data Firehose LA ¥k #E & 3% F| Splunk F &,

S HRIE

BRI LUEREERASMRIETHE | B UK ZEZ4 Amazon Secrets Manager LA [d]
Splunk,

- BRRIETHE
Ei% B W M Amazon Data Firehose EWHIERN Splunk ik , FZH Splunk XEHRHER

T Amazon Data Firehose B Splunk #i#H ZEMAEBIR, RFEN1Z Firehose FRiRE
i AT Splunk SREREI S H8 , HELARINZ S,

. B4

M Amazon Secrets Manager ‘@& Splunk FHBRIETENPEREZR, MRETHIRSP
KEDIEHZEA |, MIBEE Amazon Secrets Managerf gl —1, AXEZELR |, HSHH
Amazon Secrets Manager 7 Amazon Data Firehose 3t 1T & 3 K1

HEC acknowledgement timeout

$&E Amazon Data Firehose %4k B Splunk & SIHIAR BT, R Splunk EB AT 2 B
REIEHIA , Amazon Data Firehose £ X M ER M A BIBEE M AN, A5 , Amazon Data
Firehose 2 F iR S HIER 19 E Amazon S3 FiE1E , EAEURFEREN EXFLEMEE,

Retry duration
87 Amazon Data Firehose Eix[a Splunk &IEZIERY AT+

RIEBIER , Amazon Data Firehose %% 4% Splunk B9, IR HIN4E %Ziikﬁﬁﬁlkiﬂﬂ'fﬁﬂ
BRAUEIHEIA , Amazon Data Firehose /83 Eid F4&nT AT EE. THAMER , BEFER
BFaErtREH, EidFEntE2HE , Amazon Data Firehose f#iX W%lﬂﬁﬁi&ﬁ%ﬁi?&ﬂi
HEFBIER 42 Amazon S3 EER,

)X Amazon Data Firehose [ Splunk KIE¥HE ( TIERVIXZHRERER ) Bt , HLXEME
SEIAERTTHEES | HEFF Splunk BIHIA,

A Splunk ELE B #ti% & 44


http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview

Amazon Data Firehose FEANGIER

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIAE R IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2 EERXITHBIREEEERRTE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.
ZhiRR

Amazon Data Firehose TE/E ABEEZRIEEN BN 2 2#HTEH, B EINEF
X K/NERSIRERE TR

7 Splunk Observability Cloud B¢ B Kyt i% &

RN T A Splunk Observability Cloud 43 BArHIET, BXEZER , BSH htips://
docs.splunk.com/observability/en/gdi/get-data-in/connect/aws/aws-apiconfig.html#--ap connect-to-
aws-using io the-splunk-observability-cloud

- RHUTIFERMNE:
=HREUR R URL
& A LATE Splunk Observability & & W Bl E 34> A LA>" KN BIERER KL , KE
Splunk Observability Cloud #9354 i #E#EL URL,
HHKIE
BAIEREERAGRSHE , LA SUAPR R Amazon Secrets Manager BAi4[E] Splunk
Observability Cloud,
- HETHE
M Splunk Observability #ZHlEHWIRE FTHIHFRITES , EFES INGEST RLCEER
Splunk Observability 758 53 k&,
MEE Splunk Ob Amazon Secrets Manager servability Cloud 574 f#Y iR %48, N

RETHIRDREREWZL , NETE Amazon Secrets Managerh gl —1, BXE%
f§8 , 2@ Amazon Secrets Manager £ Amazon Data Firehose H# 1T & 3 Riif .

3 Splunk Observability Cloud & B #Y3ti% B 45


https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api

Amazon Data Firehose FEANGIER

SES IS

Amazon Data Firehose A BRERERBERVIENX , AEEBRERLELB BN, %#F
GZIP REZEHR , LS A/ZABERNNBRE,

Retry duration
}§E Amazon Data Firehose Ei# I HIEAIERIFMIE HTTP in R AVRT K,

KEBHES , Amazon Data Firehose £&%F HTTP im R AIA, MR EIERBAREBHIAE
FTEAFR UL E#TA , Amazon Data Firehose 4 /B8 2 Eid F4atE 1T 2kE. ©RNTHER , BEF
EidFErEFH, EXFLEEEEE , Amazon Data Firehose 53X fiEmn 41 0 B 3E 4% i 5k
W, HEFBIERZ D2 Amazon S3 FiER.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S BIA,

ENEEF iR iF4EntE 233 , Amazon Data Firehose IS 1IN , BERIUWREIHIASIE R ¥ IABR
HiBR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRITE., REF
REfE , SNBRERHEEZZE , BEIWEBIASBEEE LR S 2,

MR FFH L Amazon Data Firehose i K% , FIFUHEIRE R 0.
S (W)

Amazon Data Firehose E&X HTTP A HE X LR EN . X LS H T LIE B 210 5 A
¢8 40 B #x,

ZHRT

Amazon Data Firehose e & ABEEZREEEN BN 2RISR TEH, BIFUBENEINE
X AR/DNE RS REE TR

79 Sumo Logic Bt & B #Y it 1% B

AIT AT A Sumo Logic fEN BFrEVIET, BXEZER |, 1S hitps://www.sumologic.com.

RETIFERWE :

9 Sumo Logic Bt & B By it 1% B 46


https://www.sumologic.com

Amazon Data Firehose FEANGIER

HTTP i< URL

BUTHRRIEE HTTP im S8 URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. URL #4%i@ HTTPS URL,

AE D
Amazon Data Firehose R A RREBRERZIBFERNWENX , RAEBNBERLET BN, &R
GZIP 2A , B R/ZERBERNAERESB,

Retry duration

8% Amazon Data Firehose Eix# [ Sumo Logic &% BIEH R,

FEBIEE , Amazon Data Firehose %% 1 HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3 EiX T4t [E it 8. ©RTHER , BEF
Eidenrtm . EitiFatASIEE , Amazon Data Firehose J§ix 5% 81 1 $E & 5 ok
W, HHBIER D E Amazon S3 M.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITEESHER HTTP ik 2B BiA,

EMEE X548 232 , Amazon Data Firehose 4 E&5HIA , ERIWEHEIASIE B IA BT
HAPR, WERFEIAEEES , Amazon Data Firehose 2 EEIR T RSB EEFIRATE., NMEEE
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,

WRAFFHE Amazon Data Firehose Eid KX HIE |, HFLEIRERN 0.
S8 (A )

Amazon Data Firehose E&)X HTTP AR #IEXLREX, XLES T LAEBIEIR B
48 40 B xR,

ZHRT

Amazon Data Firehose TE & ABEEZRIIEEN BN 2 2#H1TE W, Elastic BFrHVE
WEARX K PRERBRSREE TR,

A Elastic Bt & B Ay E

AT NE T A Elastic 57 B FREVEIN,

7 Elastic Bt & B M #hiR & 47
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RETIFERNE :
Elastic %% < URL
BLUAT#NIEE HTTP I8 URL : https://<cluster-
id>.es.<region>.aws.elastic-cloud.com, URL #4412 HTTPS URL,
SHRIiE
BRI LR FEER A API 24 |, LAl AP B4 Amazon Secrets Manager SA1/ 8]

Elastic,

- APl %48

EX R Elastic LAZREXM Firehose M HRFZBMBIEBFTFER APl 247,
MEE Elast Amazon Secrets Manager ic APl B ARIEREFH, MBEETHIRFPKREE

IBH 4R |, WETE Amazon Secrets Managerd gl —4, BXEZEL , 55 M Amazon
Secrets Manager £ Amazon Data Firehose #i#t 1T & 3 3iE .

NESE IS

Amazon Data Firehose R AR REBRERZIBFERNWEN , RAEBNBERLEZT BN, &R
GZIP ( BiAik#R ) RER , UBER/ZABERNABTRE,

Retry duration
$8§E Amazon Data Firehose E i3 6 Elastic &3 HIER BT,

FEBIEE , Amazon Data Firehose %% 1% HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3 EiX F 4t [E it 588, ERTHER , BEF
Eidenrtm . EitiFatASIEE , Amazon Data Firehose J§iX 55 41 7 $E 4% 5 ok
W, HHBIER D E Amazon S3 M.

)X Amazon Data Firehose 8 HTTP s R KIEEE ( MIBERHER ) it , BEEHZIH
B ITEESHER HTTP ik S BIA,

ENEE X548 232 , Amazon Data Firehose P4 S5HIA , ERIWEIHEIASIE S HEIA BT
HAPR, WERFEIAEEES , Amazon Data Firehose 2 EEIR TR R EEFReTE.,. NMEEE
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,

A Elastic BL& B #y#iRE 48



Amazon Data Firehose FEARIERE

WMRFTFHE Amazon Data Firehose Eid £ A HiE |, HFLEIRERN 0.

S (A )
Amazon Data Firehose E&8X HTTP A ET X LEEX, XLSIAT LA B IR BIF
A 40 B #Ro

ZEHER
Amazon Data Firehose TE & ABIEEZREEEN BN 2 2#1TEH, Elastic BFrHVEE
-LXrE/;Fl:j(/J\jg 1M|Bo

LERDIRE

Amazon Data Firehose £/ Amazon S3 2 FIEHEINZHAMOEE , HEHGHEA W T &L
BB,

/A Important

« HEY Firehose 7R R Direct PUT = Kinesis Data Streams B} , F X F& PiRE,
s EEAHYRNEATNAREFENM , FEHT Amazon S3 &1 B #ih,

MREMELAT®EEFEZ— , WA LA Firehose MRIEE S3 FHHIRE

- WMREF Amazon S3 RIE N Firehose JRHY B Bt , HiEFIEE Lamb Amazon da BEIECKRERIREIE
8%, RELEBREIREN Firehose RV BIEICFZER,

o« WREFF Amazon Redshift iXEH Firehose FifY B Btth , Hi%FIEE —/ Lambda EERFIREIE
Amazon it %o

o MRRFUTEMIRSZE R Firehose BEIER B K : T Si# OpenSearch AR
% . Datadog. Dynatrace, HTTP Endpoint, LogicMonitor MongoDB Cloud, New Relic, Splunk
X Sumo Logic, Snowflake, Apache Iceberg Tables,

LA & Firehose i &R DR E

« Amazon S3 FHRIZRZ M : MREBEFEH BFR2E S3 & Amazon Redshift , Mt 1R B RERE
BRARBEZEOE2NEZA, URFEMAEMIIFNIRS ( S3 3 Amazon Redshift Bt ) RE N
BRFENBE R, N ERR REREZ O ATERHIEERNR G XM EIEE,

BEE&MDRE 49



Amazon Data Firehose TR AR ISR
- S3 ZFP1FEM : Z1EM A Amazon Data Firehose &0 8iEH S3 M1,

- S3 ZFMFEMAILR : X2 Amazon Data Firehose % 170 8z #9 51 4%

- S3EMEFMBERBEINR  AMBEAMNBERLHEL S3 FHBHEREMEIRP,

- ZHNEPERR, EHEMIME : Amazon Data Firehose {5 Amazon S3 & FTEBIEHNE M5 %
MHERE A FELRTEERNBE W, Amazon Data Firehose £/ & A B IE£ M ( B9 )
2| Amazon S3 Z BIX E#1TEF, BAILUEE 1—128 BHEHX K/ MiBs M 60—900 ¥ Y& (A
fB. EFHEMNFRH AT Amazon S3 HITHIEELMNEE, IRESABEER  EFAXERRE
$E M Amazon Data Firehose $2U # #5232 1Y B (B B 3 3E % 5 2 Amazon S3 BIRTE], MR EIE/L
FEMiNIREE T THIEE AR Firehose RHIEE , Amazon Data Firehose 21358 & X K
NEABR FIRE ., WIRER B THERME KIEEME M2 B 5.

« S3E4R : % GZIP, Snappy. Zip = Hadoop 3#Z&H Snappy BIEESR , REFERK
. Snappy. Zip Ml Hadoop F&RZEH Snappy E4E , F&A T LA Amazon Redshift ¥E73 B #9119
Firehose o

- SSXHYTREBER (ML) : AEHE Amazon S3 B E# BN RIEEXHT BEHER. R
BRI  MIEENXHT REFNEERERNEIRD S3 E4ETEE ( fla0 .parquet = .gz ) Fi N
WERIAX T BB, TEFLIEESHEEA RS S3 ERESFEAN , BRALERE T EBAXH
VRE. X4V BBLTLAR (.) FFL , HETUEEATFNZFESR - 0-9a-zI-_*()e XHTRET
BB 128 NER

« Firehose 3% Amazon Key Management Service (SSE-KMS) B Amazon S3 fRE 85K 1% |
RATFMELS# S3 ARFWEHIE. SRILUEREA B S3 FREBTIEENRIAMBERE | bl
EREREHEN Amazon KMS Z4R5IRP N BABITNEG ., WREFERAZHAMBELYEE , WA
£ BRIA Amazon £ Amazon KMS Z4A (aws/s3) REFREZH. EXELZELE , BSHAEH
Amazon KMS HEZ AR BFim 1% (SSE-KMS) f&RIF #IE.

BLEZFRT

Amazon Data Firehose & AMRBFER AR —EXRD (ZBHKD ) |, FEA—EE ( LFEtEE
) EENEZHIEEN BN, MRELER Amazon S3 EH X NBENXHHESEIELENA
EFNMERE , HEEZAE Firehose WEARIERACE BrRE , WEEFEAZHPRET.

& AT B2 AV Firehose RATEL B &P R/MME P Xt REIEIRE , SLEEHIMA Firehose RAEH K
NRE BT RIFIFE. B KRPUAWREMLNE MBs |, BFRBUAR NEN, B2, MIRERNEPZ—
BEE , BELTNE —MEERE. BENE —NEFRFRMERMAK Firehose fERiE, MRREEE
HE , NERARIAE,

BEEZHRT 50


https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
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& LLET Amazon Web Services Management Console, Amazon Command Line Interfaces§
BLi& Firehose EM#R 1. Amazon SDKsX TIAER , B AFERAEGE S PHEBEDTSER API
EFRESART , FHEFESEAMINE, UpdateDestinationXt FHEE , Bl LAFERES
A CreateDeliveryStreamAP| R EF R TEE N CIBEHERN -0, BEREEZEHPX K/, F
£ CreateDeliveryStream= UpdateDestinationAPI B B #r45EDestinationConfiguration®
¥IntervalInSecondsHi&&ESizeInMBsHl,

® Note

« ERXRREATSFEDXRF , MaIdSs KEFXERUEATRIEBERH,

s AT HBBRIEBRWETEHARS , B LAERAZE et E B FERR. =055 HastE [ fEid
BENEZWE | Firehose T2ZHPHE , MERE/LIVHANERERE. EEEPREIEXIRE
WEZE , FEREHNEDE , THREXEBENHHA Firehose BIWWE AR TR,

- BENINEEMCERATRARR BNt | FEAT Amazon S3 %15 B #9ith,
- EENRPETERATFIDD X,

- HENEAXEEREEN /DT 60 WAIREERANIEERR |, Firehose £ S3 BB fE
AoBLfE, BT S3 BN BRLEE , IREEFENETXeFEIEIRDNTF 60H , I&F
F S3 PUT API sl{A~&EFTi8 N,

BARENBBEZFRNEENMRINE , FSRATX

B#R ZHRN (LAMB AR, FSHHARMIAE ) ZpetiEEE (2L
MWREM , FESHF
AEINE )

Amazon S3 1-128 (5) 0-900 (300)

Apache Iceberg &  1-128 (5) 0-900 (300)

Amazon Redshift 1-128 (5) 0-900 (300)

OpenSearch Ak 1-100 (5) 0-900 (300)

Ses

OpenSearch 1-100 (5) 0-900 (300)

REZTRT =


https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
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FRARER

B #R

Splunk
Datadog
Coralogix
Dynatrace
R
Honeycomb
HTTP %=
LogicMonitor
Logzio
mongoDB
newRelic

sumol.ogic

Splunk Observabi

lity Cloud

Snowflake

HESHRERE
T—FEE Firehose i S RREMIEFAE

« AR5 ERUmINE
S3 RFH|WME , BTMBL D% S3 FRAHEHE. BXESER
ERAR MRS 2RIRINE (SSE-KMS) I #d=E.

ZHRN (AMBRAEN , FESHARMINE )

1-5 (5)
1-4 (4)
1-64 (6)
1-64 (5)
1

1-64 (15)
1-64 (5)
1-64 (5)
1-64 (5)
1-16 (5)
1-64 (5)
1-64 (1)

1-64 (1)

1-128 (1)

/%\ o

gZastal |l fE (A
PREN, FEEF

NERIAE )
0-60 (60)

0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)

0-900 (60)

0 - 900 (0)

Amazon Data Firehose Amazon &@id %48 B Bk $Amazon (KMS) X #F Amazon

B EER KMS Amazon

BESRRE
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
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« $i% BEIZ% : Amazon Data Firehose fHid ZA B MEMMERMEE IR AL, F‘Fﬁ?&ﬁ’#ﬂﬁ&}ﬁ B
AT LB Lambda A HHEAHEIRAIZER BE, CloudWatch EXEZER , 5 F£HH

=5 Amazon Data Firehose CloudWatch ,

/A Important

BARRTLER |, 1B58ZIZEINIERIZE Firehose 732+ /3 A Kinesis Data Firehose 4&ix B &
1BFK, XMEEARREICRLEBEREZEMAMNBERT , BALHEERFAESE.

- tXPR : Amazon Data Firehose £ IAM & 3RKIRE Firehose FRATERNATENIR. BAJLUEFE 6
B2 EAERRBRHHFAE® , A Lli%#E N Amazon Data Firehose RIEZMWIMEA®, ZACHATH
Firehose BF X & MRS HRIRE , BIFEEH S3 Z#E#E. Amazon KMS %48 (MR B A 7THE
iz ) M Lambda E¥ ( MRBERATHERR ) . BEHAETHETLSUANAEE, BXEZEFER,
BSEMATAR IAM?,

® Note

IAM &6 (81 5M6F ) RIFEELIE Firehose RATERNE B SIE, MREEF Firehose
IR B M T ER , MATAFHERH IAM AR,

o FRZ-EBALURIIPRERE LR Amazon BiR. IRERAAS RN &35 @ A PR,

WMRIEIE CreateDeliveryStream BAEFHIT TR , W Amazon Data Firehose &%t
firehose:TagDeliveryStream #BEHRITHFANERN , UKRIEAFREEZUEFZHN
R, tIREFRMLRIR , MEIEHFHE IAM BIRFIFZRF Firehose MWIERFEMK , FER
AccessDeniedException , M1 TN Fi7R,

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1:x:deliverystream/
x with an explicit deny in an identity-based policy.

UTRBERT AP 02 Firehose FiA N AL ER,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

BESRRE 53


https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
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"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
.
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}

ERZBONERRER , EEENER , RF%EEZEAE Firehose 7o

¥THY Firehose REEECIBRS TEE—LEfRIFTREMFEH. HEH Firehose LT EINREE , BT
BANEF= & o B L X BIE,

BEESRRE 54
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5 A 7R B EN i Firehose it

& T LAE A Amazon Web Services Management Console SRIZEUERI R ETEIE, ZiEH A EEH
FEEBFPEITHA , DUFRAIERB AR Firehose FiH . XaElE&EMiH Firehose RWELE , MTTE
A RO BE

THRENHEN - RO

{"TICKER_SYMBOL":"QXZ", "SECTOR":"HEALTHCARE" , "CHANGE" :-0.05, "PRICE":84.51}

BHEE |, HIEMW Firehose R MBIER , 27 £¥5F Amazon Data Firehose 2 , {BIE 4 K I IERT
TEFEEMBER,. EELEFAEXERA | S LFER RS A F L RABEER.

TR

EEFF Rz al |, ExBIEZE Firehose o BXEZER , B55H #iE : \2H A BIE Firehose o

£ Amazon S3 #H 1Tz

BATUA TS B, , & Amazon Simple Storage Service ( Amazon S3 ) #E3 B Byt Uiz Firehose o
E A Amazon S3 li# Firehose 7

1. $TFF Firehose ##l& , Wit H, https://console.aws.amazon.com/firehose/

2. EBSEERM Firehose M. EFHARIELKIEZH , Firehose AL FIENIRS.
3. EFERAERBEHTNET , EEFEIF IR KR EREIER AT 4 5 ROl RRBHE,
4

RERSLNHARIIEIRE EENHEERME S3 F#E, IR, REFHEBNETEE , 78
FE/L7MEtE , INRIEE R ELENFHEED.

5. ENHTKE , BREFIELXERBENAEEF~EERTER,

£ Amazon Redshift 3170z

WITUT R | & Amazon Redshift YE B B9 #h LA Firehose o

TR 55


https://console.amazonaws.cn/firehose/

Amazon Data Firehose FEANGIER

ZE{# A Amazon Redshift J|i® Firehose

1. Firehose iE>R Amazon Redshift £EBHFEE—1 kK., BT SQL #0OiE#EEE Amazon Redshift |
HZTUTBAUAE - NMEZREBEH R,

create table firehose_test_table

(
TICKER_SYMBOL varchar(4),

SECTOR varchar(16),
CHANGE float,
PRICE float

);
$TFF Firehose ##l& , Mt A, https://console.aws.amazon.com/firehose/
EFSEERHY Firehose o EFFIRAIEBIEZ A |, Firehose TATLL FIENIRES.
4%1%8 Firehose Ay B AV ¥ AE S ISR EIEM firehose_test_table X.
EEARERRBE#HTNET |, BRI R REERBAER £ R IRERBIHE,

RERFLVHARIERS EEFREAAMIENR, FI8 , BEEFEE , TeFE/LD e
B , 7T REREENRF,

EMRTRSG , EREFLERFERBEN T ELE~EEATA,
8. Y% Firehose M B M IFMERLIER R —1MN &K,
( /i ) MIBR firehose_test_table %,

o o kw0 N

~

©

£ OpenSearch BR%3# 1701

FERUTEZ BRI S# OpenSearch BRE 7 B KN IX B Firehose E#%,
F A RSN Firehose iE1#& OpenSearch

1. 4TFF Firehose ##|& , Mk}, https://console.aws.amazon.com/firehose/

2. EFRSHERM Firehose M. EFHRRIELIEZA , Firehose AL FIENIRAS.
3. EFERERBEHTNERT , EFEIF IR AR EREIER AT 4 5 Bl RARBHE.
4

RERRELNHBARIIBIERRCAEREEEN OpenSearch R H., EXEZELR , H5H (I
5# OpenSearch [RFFF X EIERM) FHITE OpenSearch RS 1E R X,

5. ENHTKE , BREFIELOXERBENAMEIE~EERTEA,

£ OpenSearch BRSH Ti% 56


https://docs.amazonaws.cn/redshift/latest/mgmt/connecting-to-cluster.html
https://console.amazonaws.cn/firehose/
https://console.amazonaws.cn/firehose/
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-gsg-search.html
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{#F Splunk 317

BATUAT 8 |, LUMESF Splunk /B8 B 891k AN Firehose o

E# A Splunk iz Firehose 7

1. 3T Firehose ##|& , Mk, https://console.aws.amazon.com/firehose/

2. EFETEERRY Firehose M. EFFRARIETIEZAI , Firehose AT4LL FIENIRAS.
3. EERERBEHTURT , EFFF AR KEREHIER AT 4 5 R PR R HAE,
4. REIRBEEFHBIEELBEE Splunk 5|, Splunk # R FI#E Zi7H

sourcetype="aws:firehose:json" fl index="name-of-your-splunk-index", B>

W1AFE Splunk FEREBHMEZEER , 1S H Splunk PRI ZF M.

MENHEERHIEER Splunk R5|H , FREMEK AmazonS3 FEETPREBAMEH,
FESRABEREEE Splunk.

5. ESERMIEA , i Stop sending demo data LM IEF=4E AR A,

5 F Apache lceberg it 17t
HWITULT SR |, ¥ Apache Iceberg RAEHN B #9it LAMIi Firehose i
E{F A Apache Iceberg &M i# Firehose i

1. 3T7FF Firehose ##|& , Mt 7, https://console.aws.amazon.com/firehose/

2. IERIFJEERKY Firehose fi. EFFHRAIEBIEZHI , Firehose TRAT4L FIEIRES,
3. EFERERKREHITIET , EEFHAEETRKIEE LR RIRERBEHIE,
4

ERRELWRARIERE EENEIEEE IR Apache Iceberg &k, HEE , RIEEEENE
HEE  WREESE/LoNE  FINRFEERELNEEBED,

5 MEMHABIEREIELER Apache Iceberg RH , NEFERELRH AmazonS3 FHEBFREE XK
=4,

6. TESEAMIEAT |, iHi%$#F Stop sending demo data LAE L= A ERHTEA.

& A Splunk 3173zt =


https://console.amazonaws.cn/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.amazonaws.cn/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
https://console.amazonaws.cn/firehose/
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b Firehose & IETIE

ARFT A B a5 A A [ 49 BRI RIS R &R B IR Y Firehose o MR BT T ## Amazon Data
Firehose , &1 S B B 2T 1+ 4 2 Amazon Data Firehose ? MBS FIARIE,

(® Note
H 16 Amazon BRS REE@{L T B — X E Firehose B REHENEY, NREENT T
CloudWatch B&, CloudWatch EFFZREEE B#RET |, 88 Firehose BB AR/ERIZIN HIM

Amazon loT , 1ﬁ§u1E"é‘E’J Firehose & BEEEMBRS N TE—XiE, 8x8MNKENRS
wWRHNEER |, 2% Amazon Data Flrehose Ui R o

& 7] DU BHE ML T B3 SR & 3% 2| Firehose o
£

 ECi& Kinesis RIBAKIEEIE

« fEF Amazon SDK & iAEE

- [d Firehose &% CloudWatch H&

- [A Fire CloudWatch hose KEEH

- ELE Amazon loT @ Firehose KX E#E

Bl & Kinesis {CEE LA KX IE

Amazon Kinesis fRIERIMI K Java MU ARERF , TRESESXRE , UERNAWEREHNELR
A% Firehose, MWREBIFEEIE—ANXH , HEHBTERIEFIEMN Firehose . RIEEREMATLE

Iﬁ:%?ﬁé\ RELBREHEIAMNER, EMBETRNANTE, RENEEENSGEEZRENEE. ©

BERT UMK CloudWatchiEFr A E it M5 I RIS R H N EHTHIEHRR, ETHRESER

1814 8] awslabs/ amazon-kinesis-agent,

MANBRT , RETHRITF ('\n') DM EBNXHFHIEFRK, BR , BAURREREN M ZITIER
(FZH BEERERERE ).

R R T Linux WARSSERIME ( 0 Web BRS 87, BERSBH/NBIEERS R ) L2RUAE, &
ZERER , BIIEEEREN XA RMBIEN Firehose RREENRE, EREFREZE , RENE
25 X L8 344 R R SR B4 H BATT SE Y 75 O R R 3% F Firehose o

BLE Kinesis I AR IZEIR 58


https://docs.amazonaws.cn/general/latest/gr/fh.html#fh_region
https://github.com/awslabs/amazon-kinesis-agent
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FRF M

HEITIREER Kinesis A28 , FWREBEUT TREM

- BHRERGSIZ Amazon Linux 3 Red Hat Enterprise Linux 7 28 SRR,
- K 2.0.0 AESHRAER JRE 1.8 HESRAFE1T. KE 1.1.x A JRE 1.7 HESERAIEZEIT,
- MREFEM Amazon EC2 E1TRE , BB IEH EC2 £,

- BIBEEH IAM A Amazon iE B 2401 EF 1T Amazon Data Firehose PutRecordBatchi fE#Y X
IR, REFENBIEAEREM Firehose . MREHNREF A CloudWatch 532 , NEEEHIT
% CloudWatch PutMetricDatai2fERIN R, BEXREZEE , BSHEE A Amazon Data Firehose 2
H 15 7] AR 5 42 Kinesis AVEBIZ1TIROR. M Amazon B9 &4 M5 R H] CloudWatch,

&I Amazon Eif
FERUTAE2 —EBEH Amazon iE$ :

- SIEEENEITIREER. BXEZELR | ESH the section called “ClEZ B E N EIFREREF,
- £33 EC2 RHintfsE IAM B,

- ERENRENIEE Amazon £E (ZA T HBEERawsSecretAccessKeyH
fawsAccessKeyIdHfZ Hthe section called “IEEREREIRE" ) o

« Y48 /etc/sysconfig/aws-kinesis-agentAEEEH Amazon X H Amazon 178 Z4A,
o WMREH EC2 P FEAM Amazon Ik A | HEIE— IAM A EIRMIY Amazon
Data Firehose BRFHHRINR. EEERENIEEZAE (SN Assume Learn

|dassumeRoleExternal ) » FEABIEINAZZ —REEZ — NEKFPENEFTLACHNAFREN
Amazon iE$,

SIEBEENERIEREERF

FAEEENEILIRERER , AEUATEERED N Kinesis REBRAH

FELZH jar B : userDefinedCredentialsProvider.classname #
userDefinedCredentialsProvider.location. BXEXFNEBREMNHA , HSHthe
section called “IEENREERERE",

ECEBENEILRMEERF , BEN—1XIM Amazon CredentialsProvider #EOME T4
T 7Ro

TR 59


https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {
}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");

}

public void refresh() {
}

BHRBIE — N TS B ER K,

Amazon E A AR 5 R REVE# AV RIE. MRFLEFIERM &F’EAEAE?T:HHH RRHEEEY
, BELAZPEEATRIMEIENNREG, HE  NREFZREABS (FTER ) RIINFEILRM
Ef? , AT BURF L 5 R AR EE Sy 22

THARENRE

B, EEINENIH, BXESZER , HSH Amazon EC2 AP B Connect ZEAISEH], 0
BamEEMATE A | 55 Amazon EC2 B IS B SEHiE S EMAE,

TR, BEAUT AR —ZRAE,

« EM Amazon Linux FEEIZERE
A EMGEATF Amazon Linux £46], AL THS

sudo yum install -y aws-kinesis-agent

Agentv 2.0.0 ESRAZEIELEAE Amazon Linux 2 () AL2 BEREHITEN L, WREBRAZEE
Z4 Java 1.8 RESRAR. WRMAZEFNEN Java A , REZEEFFLTR, EXxLE#H

Linux 2 WEZEE |, S Hhttps://aws.amazon.com/amazon-linux-2/o

« M Amazon S3 F#ERENRE

TRARERE 60


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://www.amazonaws.cn/amazon-linux-2/
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WHENLTF RN E#ELZRNRE , BkiERA T Red Hat Enterprise Linux 2L & Amazon Linux 2
KBl, ERAATHS TERALESIMAEANKE 2.x.x :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

ERRBERAHRE , FEDTHEERES, flH, AT HEEAE 2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

MREFERANR Java1.7 , BFREHE , N ATEHE Java 1.7 REHVKE 1.xx, Hlan , ETHR
B116, AIERAUTHS :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

BAERANA TS THEHRE

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.xrpm

+ M GitHub repo FiZERE

1. BHE , ARECLEREN Java A , E4AFURTRIEBIRA,
2. M awslabs amazon-kinesis-agent GitHub /17 E T &KX E,
3. SMEITHEFRHSITUTHETRZENRE .

sudo ./setup --install

« 1£ Docker R iR ETE

TRARERE 61



https://github.com/awslabs/amazon-kinesis-agent
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Kinesis KRB A LUEREHZEIT , LA LUEE amazonlinux B8 & 11T, EHALT Dockerfile , &G
1Z1T docker build.

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]

BiEHEHNE
WE B RE
1. FRERESH (DREARAABERR , NBRAS 0 HHRRIT ) : /etc/aws-

kinesis/agent.json

EHEEXHD  EERBMNPIREBENXH ( "filePattern" ) AR KREBFHIELET W
Firehose I E#: ( "deliveryStream" ), XHEBER—fER , H A REREB IR 5 XHRIR,
BYALRIRFERAXGFSLBIHT XHRRBTEEY —IR. A2 A B & ki E ZIRER
HIE A Firehose AKX, MRS AIEFT M4 RERFEAXHFNRBEBL—R , REFEE
EBX 25X L4,

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

ZRIA Amazon KigiHus-east-1, MRFEANREMXIE , #HfF firehose.endpoint RER
MEEENH , ANKEEELRTR. BXESZER , oA EERERERE,

2. FHEHIAE:

sudo service aws-kinesis-agent start

BEFRHNRE 62


https://docs.amazonaws.cn/AmazonECR/latest/userguide/amazon_linux_container_image.html
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3. (k) HREEENERSSHEE

sudo chkconfig aws-kinesis-agent on

NE , RBENRERSZSERRZT. ELBFEBEREEN XY , ABERERIEEN Firehose
T RIEEZICRE /var/log/aws-kinesis-agent/aws-kinesis-agent.log H,

BEEAERERE

REXERMNDENEEIRE , Bl filePattern M deliveryStream , AR A A F HAThAERY AT %
BEIRE, BULTE /etc/aws-kinesis/agent.json FIEESLEREREMTEREIRE.

RELENEBENH K MSAERANATHSEFLERHNRE

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

gE , BHUALERANTSS

sudo service aws-kinesis-agent restart

—fRHIRER BN T,

BERE iR

assumeRoleARN AP NABNAGH Amazon BREAM (ARN), BXEZEER |, H5H
IAM AFEEEFHER IAM AEZEIRE Amazon K- 177 B X BR.

assumeRol WEE TUAEEZAEN TERRRF. BXESZER , BZ5H (IAM AF

eExternalld B PR {AEASAEB ID,

awsAccessKeyId Amazon BERIAZIEMNTHEZ4A ID. WRERETAEHMEIERMERE
Fo

awsSecret Amazon BERINZIENZH. WREXETREHMZIIRMEER,

AccessKey

cloudwatc CloudWatch IR EBi&E , N AFKREREKIEIERR (true).

h.emitMetrics

EERERERE 63


https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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FRARE

M

EEIRIE

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

REERENT,

BREIRE

aggregate
dRecordSi
zeBytes

dataProce
ssingOptions

B

RN : True

My X158 3% 17 | CloudWatch,

ZRIAE : monitoring.us-east-1.amazonaws.com
Amazon Data Firehose B X igii% =

ERIAE : firehose.us-east-1.amazonaws.com
Amazon £ FHERSHXBL T Ko

ERIA{E : https://sts.amazonaws.com

MRENBENEIIRHER  BEFEAMRERHETS2REXG. TE
EEXBRXRBREE .class,

MRENBEXFZIERERERF , BEARREEETS BENLEIRME
FH jar WL R, REBETEUTNEERK jar X : /usr/share/

aws-kinesis-agent/lib/

iR

EFREBERA|ILE , ARE —NMREDRIXELIZREMA Firehose 7 , 518
EHRE, FUIREANMEN KD , BHFEERGIERKERZANGE , K
IBRHE FK A Firehose 7o

HIME : 0 (TRE)

EFF M D FTIE R &% Z Firehose 72 B B Tix L2 i0 F A AL I 14 I
HFIR, XELABEETIZEENIRFHNIT. BXEZER , 55 FHK
X Bt T AL

EERERERE
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FRARER

FlEiRE
deliveryStream

filePattern

initialPosition

maxBuffer
AgeMillis

maxBuffer
SizeBytes

maxBuffer
SizeRecords

s

iR

St

[#%ZE] Firehose & #ro

[MHE] EERREBYRZEN X Glob, SERTENEAXHHEE
EAREIEHRHAHITEE, N TEREEEXNAEXH |, M aws-
kinesis-agent-user ®BFEEMNR, N TFTISXEXHHNER, &
B aws-kinesis-agent-user ®EFIEEFIHITNR,

/A Important

RIEBFERSHEACENEAH. N THRRAEFTSERS
AWIEE , BAAEREN,

FFORBEMT SR B, BMMER START_OF_FILE # END_OF_FI
LE

ZRIAE : END_OF_FILE

REIEFBIE X # 2 Firehose T2 ISP BIBRN KK A ( UZBRIT)
{E3E R : 1,000-900,000 (1 BF] 15 244 )

BRIAE : 60,000 (1 24H)

REEFHIERIEE Firehose R BTEZAFRIBIRNFE AR ( AFIT
) o

B2 : 1-4,194,304 (4MB )

ZRIA{E : 4194304 (4 MB)

RIEBENBIE XA E Firehose Fi 2 Bl B HHFEH &R AKICRE
EEE : 1-500

RRINE : 500

EERERERE
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BERE iR
minTimeBe REXANSMZUREXFR RS EFRENREIER (LAZR1) .
tweenFile -
PollsMillis Bl 1 REAE

ARINE : 100
multilLine RATHRRIEEFHRNER, ERASEACRNTUAREEA T TENE
StartPattern AUTTAR. BRENENRERX. RNERT , BEXHHHZ—1

TR N —RiEFo
skipHeaderLines — REMNRWEIRAIT KB 5 HHITE

EEE : 0 REKAE

RIAME:0(F)

truncated FEiEFEAK/NEBE Amazon Data Firehose i & A/NR&IRT |, {KIE A RE M
RecordTer EFIZ KN FRE, (1000 KB)
minator

ZRIAE : '\n' (BRTH)

BLE 2B MR

BIEESNMNREERERE  SUNREREUERSNMN G ERHFIRERERTZNMNR. EATE
BRI, REBHEERANXHEF , FEBES 7 KX F Kinesis i&ﬁumﬂl Firehose . A LAN
Kinesis Data Streams #1 Amazon Data Firehose I8 E TR RS , XHEEH IR Firehose FiF

FEENTE—XFH,

"cloudwatch.emitMetrics": true,
"kinesis.endpoint": "https://your/kinesis/endpoint",
"firehose.endpoint": "https://your/firehose/endpoint",

"flows": [
{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"
1,
{
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"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"

B X7 Amazon Kinesis Data Streams FEARENEZFHAEER |, HSHFH Kinesis REE A
Amazon Kinesis Data Streams.

e XS B Rt 1T T AL 2B

REAUMAENZ G R G TER , ARENXLIERAIEE Firehose fit. B
dataProcessingOptions Bt B iR BERMEIEH AR AT E ALLIhee. ABURM—NH ML EIE
T, X EETURRE ENIRFRIT.

REXEUTHRSET, BTFRELTRYN , ETNE —SF XN BEABRT, SALM Kinesis
RETHRE,

AL IR T
SINGLELINE

BEBRRTANEENES  HSTIERERNBTIER.

{
"optionName": "SINGLELINE"
}
CSVTOJSON

FEFEM D AT 2 BRI B F#R N JSON o

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"
}
customFieldNames

[ 7] EE JSON REX FRFERINFEREW. flw , MREEE ["f1, "f2"], Wid
i“V1, V2”4g}$§ﬁﬂ‘] {n.f_'ln : ||V1|| , ||.f_'2|| : ||V2||}°
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https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
https://github.com/awslabs/amazon-kinesis-agent
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delimiter

EERPAESBENFREHR. MAMERES ().
LOGTOJSON

RN BERN RN JSON X, X B EERI N Apache Common Log, Apache
Combined Log, Apache Error Log 1 RFC3164 Syslog,

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

[4F] BEFBEER. UAT2AENE :

« COMMONAPACHELOG — Apache BA B ER R, BRRINMBERTENBEZB#HRLUATE
RN : “%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}’

« COMBINEDAPACHELOG — Apache A& HEK N, RINBERTEBNAEREHBAINUT
B : “%S{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}’

« APACHEERRORLOG — Apache iR HEE R, RINBER TENAEXEBALUTE
N “[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{messagel}’s

 SYSLOG— RFC31 64 /%é)zb H /u\%_to gk-LA F/RT%A H /u\% E %Bj] J’/{T*i
N : “%{timestamp} %{hostname} %{program}[%{processid}]: %{message}’s

matchPattern

E%}EEE&J H n.»*ﬁ_tﬁﬁgﬁl}\*i_to ZZU% H ll.A% E Eﬁﬁ ﬁ EM%T I)_“J —.I-J’/LEFE 1,4111_?EH¥ H oA
BEHWE, MRIEE matchPattern , EHIIEE customFieldNames,

customFieldNames

EEN JSON BENHAERNBENFZREM. BAFERAIIREE XM matchPattern &
RENENFERENR , IBETMEN BERANBRINAZERE R
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Example : LOGTOJSON Ei &

THER—/1NE#N JSON XK Apache BHA HESREHK LOGTOISON E & RHI :

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
HIRE
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

HHE

{"host":"64.242.88.10","ident" :null, "authuser" :null, "datetime":"07/
Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : @& BEXFERH LOGTOJSON EE

THER LOGTOJISON Bt ERY 5 — R

{

"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

"CUStOITIFieldNaITIeS": [Il.Flll’ II.F2II’ II.F3II’ II.F4II’ II.FSII’ II.F6II’ II.F7II:]
}

EALEERER , E—NREIPEIE— Apache BA BER B HIMTHE#HRH JSON &K :

{"f1":"64.242.88.10","f2":null,"f3":null,"f4":"07/Mar/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}

Example : ## Apache BA B &% B

BT REE R — Apache B H S B ##) JSON XM EITIER !

"flows": [
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{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}

Example : ¥%#Z1Tid%

LT REE D 3%E — 1T [SEQUENCE="FF kI ZITiEF, BMEREEBRN - ETIER. RE ,
ETHERDRBANCKPRIE, RRWERFZEEN customFieldNames 8 , NTFZAK JSON
BAWETIER.

"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multilLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [
{
"optionName": "SINGLELINE"
.
{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", "field3" 1],

"delimiter": "\\t"

Example : EEEKXH LOGTOJSON EE

THR— M JSON XK Apache BA A ESEH LOGTOISON BB RHl , HPEETHRE—
NEFE (bytes) :
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"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

"matchPattern”: "A(C[\\d.I+) (\\S+) (A\\S+) \\LC[D\\w:/TI+\\s[+\\-1\\d{43)\\1 \"(.
+2)\" (\\d{3})",

"customFieldNames": ["host", "ident", "authuser", "datetime", "request",

"response"]

}

L2 T

123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

BWE

{"host":"123.45.67.89","ident" :null, "authuser":null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

ERAEANKECL 5

TRIEMT —HFEA Amazon Kinesis B E N B HIFERBH T

N R = W
ZEEIN B EE
%’J"Eﬂﬁazﬁﬁdj sudo chkconfig aws-kinesis-agent on
K
B AR A
BERBLHRS sudo service aws-kinesis-agent status
FIER . C
sudo service aws-kinesis-agent stop
_L%\ N q
M B BRER A A /var/log/aws-kinesis-agent/aws-kinesis-agent.log
B &4
HEAAE

sudo yum remove aws-kinesis-agent

ERERABRE CL &% -
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HEZ M Kinesis 1S I2 % 3% B H 1 44 (7] 55

WREST EH Amazon Kinesis KB FHEEIFE L REH R EHEESEMB R R,

e BRTR

HA Kinesis RETFETE Windows  EA T Windows H Kinesis X S5EH T Linux F&H
E=E1T2 Kinesis KE 2 TR,

R A Kinesis REBEE X H/5 XBEEHBT Kinesis WiiRiEKN . &F Kinesis Data

RecordSendErrors 810 ? Streams BY WriteProvisionedThroughputE
xceeded IE#RZL Firehose i ThrottledRecords
Efr. XLEERM 0 FRNEME NIRRT ZENRE
#l, BXEZEE , 21 Kinesis Data Stream limits Fl
Firehose streams.

BERTRE , &F Kinesis RERBHRENRERAE/NX
#, Kinesis AR EH AR BIER |, @t Kinesis 1%
BNREVERXH, ZIRFENBEHEH I AN
#%,

WMfAIEER java.lang.OutOfMem 4 Kinesis A& BB N FRLA B L RIH TR

oryError ®&? NegEE R, =8 /usr/bin/start-aws
-kinesis-agent H®#J JAVA_START_HEAP #
JAVA_MAX_HEAP , HEFBIHKE,

W{AfER I1legalStateExcept Kinesis fREZ B EBANEERL BN TENR. =

ion : connection pool iR7E /etc/aws-kinesis/agent.json R EMRL

shut down % ? B Ei%EPIEI maxConnections Hl maxSendin
gThreads . XEFENRINMERTHETHRELE
B 1215, BXEERERBERENESERS , BN
AgentConfiguration.java.

WA Kinesis IR H =) & ? AJfE /etc/aws-kinesis/log4j.xml =3 A DEBUG
%51 B,

HEEM Kinesis KB & 3%t I 64 8] & 72


https://docs.amazonaws.cn/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.amazonaws.cn/streams/latest/dev/service-sizes-and-limits.html
https://docs.amazonaws.cn/firehose/latest/dev/limits.html
https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
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L BRI R
KN ZMAE E Kinesis X3 ? maxBufferSizeBytes #i/, Kinesis R R IEHIER

MEMBE, XAEEFE , RAXELD 710 K& et
B , B8 in T S¥X Kinesis BIiF K,

N4 Kinesis REBLAZEEEIER XRHATXHREPHEREEERN. BREN

? fileFlow’s filePattern RIEH -4, MR
FEMFEAM logrotate WXL T copytruncate
X, BARRERXMER. ZRFEXERIRIAERXS
BIBEXNUBRES, AXRUEBEEERXRNESER , #F
SR EEEIDH,

£ Amazon SDK &% %hiE

B LAE A Amazon Data Firehose API @3 &F F Java, .NET. Node.js. Python = Ruby kY
Amazon SDK fF##& &% 3% | Firehose Jit. #RET T ## Amazon Data Firehose , iH76 /B HIZE 1
Z & Amazon Data Firehose ? FNMANBLSMNARIE, BXREZEL , FSHEFHBEA Amazon Web
Services FF K.

RERPIFAFATERATESNRE , BRNENT2REMBARNEE , AETXE R EIA TR
ZEHMERERE,

Amazon Data Firehose API 12 7 W A T @ ¥REY Firehose B XX BB IRE -
o PutRecordPutRecordBatch PutRecord( ) — MM KX —&HIEILHE , H#
BPutRecordBatch() AT BATE — NFEIY AR K 3X 24 BERIE o

£ A %8 X E A& 1E PutRecord

BABEN , REE Firehose REMMFTERAX (<=1000 KB ) » BT Amazon Data Firehose 1
X NE Rl Amazon S3 ZRIAMENEZRKIER , AR TEZEEFMERSREF. BUL—X—%id
XMW AR [ Firehose REALIE , BEANUTRES :

PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

£ Amazon SDK &% iz 73


https://docs.amazonaws.cn/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.amazonaws.cn/firehose/latest/APIReference/
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sdk-for-net/
https://www.amazonaws.cn/sdk-for-javascript/
https://www.amazonaws.cn/sdk-for-python/
https://www.amazonaws.cn/sdk-for-ruby/
https://www.amazonaws.cn/developers/getting-started/
https://www.amazonaws.cn/developers/getting-started/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
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Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

BXEZRBLTX, HZH Amazon SDK 2 REIREB, BXRERNBEENER , BSH
Firehose API Operations B A< £,

£ A Batch B A&4E PutRecordBatch

BEALER , REE Firehose BB FMIZKFITK, HTF Amazon Data Firehose £ 3044 Nk
Amazon S3 ZEISHENEZRICK , R AEEEERMMICRKSBR. ELU#E S KM Firehose RE
ABIEIER , BFEAUTRE

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

BXEZRBLTX, H2H Amazon SDK FBEH REINRBE. BXERNMMEELINESR , F5H
Firehose AP| Operations F1HYAEX EH,

[ Firehose &% CloudWatch B &

CloudWatch ATEAfE A CloudWatch iT B3R 85 H £E 4 K% 2| Firehose. BEXEZEE , BSHE
A Amazon Data Firehose BY1T [ 7% 1%k 544

CloudWatch BEEHLUESM gzip X &IXF Firehose, MRBAENMEEREGH B SEHEET
Firehose B#5 , AJLA# M Firehose FIVREMRTHEE B BEE4 B, CloudWatch

/A Important

B8l , Firehose T CloudWatch B &4&iAZ| I Zi# OpenSearch RS B ¥r , B 7LD
CloudWatch M Z /B EEHE H B — Firehose i2xF , ML D% OpenSearch BRSE TTEE

£ Batch E A€ PutRecordBatch 74


https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
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—REFPEZIZNAEEL, ERBRAR , BRLIZERE CloudWatch A& AL D #
OpenSearch BRS BV T B 6 & o

iR E48 CloudWatch B&E

WRIEFE A Firehose 1£3% CloudWatch B & |, H % LB K48 /5 W BB 2 Firehose BB ¥R |
£ H Firehose BiE#& N ( Parquet, ORC ) a5 X, BMAHA Firehose FiJE AEEINEE,

B LAE A Amazon Web Services Management Console, Amazon Command Line Interface =%
Amazon SDKs/3 A f#EIhge,

@ Note

MREEEB LSAMERINGE , B ZREITAT Cloudwatch BEITRNIEE , MA=2
Fﬁa:vended LOgSo ﬂl]% EFH?HH*% H/l_,\*u E% ClOwaatCh H/L,\EIJIJILLEFﬁﬂEgEIjJ
fE , M@Firehosef®2EVended LogsfF kM, Lt#EESEThRE{NE A T CloudWatch A&,

ﬁgf_'EH/L»f=1§EHY5‘IE§~(3k)LKiVVQah3h

BRBESRN  EWLUEREEREAESRN. EAESRIMA |, Firehose 2 M\EE4EHY CloudWatch

BEIERPIFEHETHIE , fIWFEE,. AFE, AERNEATHE  HIURGEEEFEANA
R, MREEFBIFEABWE Splunk Bt , NATTT B HSRIINEE |, Splunk FBEBETEIE. LUT R
BEARNELRG , TRREEFHERN.

B 1R BERIRENAYER E 48 = A9 =Bl

"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"Destination”

1,

"messageType": "DATA_MESSAGE",

"logEvents": [

{

"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,

#RE4E CloudWatch B & 75


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
https://docs.amazonaws.cn/firehose/latest/dev/data-transformation.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
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FRARER

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Rootl1\"}"

iy

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
iy

{
"id": "31953106606966983378809025079804211143289615424298221570",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"
}

]
}

2 BiHBRER B 48 a9 e R

{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

4] & XM Firehose /S F #f I 48 Th BE

EXHH Firehose BE1&/3 FAfEIIEE , A Amazon Web Services Management Console

1.

&3 Amazon Web Services Management Console #7E /kinesis £ 3TF Kinesis ##| &

o https://

console.aws.amazon.com

S M BE K P EE Amazon Data Firehose.
1%$Z B8I% Firehose o

FEIEFIRA B /Yt T

TR

&M Firehose HRBIIR. BREBETIIRZ— :

« Direct PUT : &R IR0 7] 872 Firehose 7 , tEFENARFEEEA, x5
F ) Direct PUT £5H Amazon iR, REURFRRSHNSIXK , S HA LD

« Kinesis 7 : &R |, LB E A Kinesis BIEREN BIEFRIBEM Firehose Fio

Firehose

R,

O LAE A Firehose MILE Kinesis BB R B MEEEE  HEENZFINENL, BXES

f§ 8 , IS Writing to Firehose Using Kinesis Data Streams

BT H A X Firehose 7S AR E4R ThaE

76


https://console.amazonaws.cn/kinesis
https://console.amazonaws.cn/kinesis
https://docs.amazonaws.cn/firehose/latest/dev/writing-with-kinesis-streams.html
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BFRrMVE

Firehose i B M, BB THED 2 — :
« Amazon S3
* Splunk

5. 7 Firehose MEMT , B ALBHRE Mo

6. (™AL ) ERHRRIERT :

* 7£ “M Amazon CloudWatch Logs fEERIER" FoH , EFETFEHESR.
- MREEMERSFERAESRER , NEEEFEEERIG

£ A Firehose i LB AR E48ThEE

ATRMEBXEIE Firehose B L ERBERIIENRA, SRETHNES A Lambda &
BRRMELZFE A Lambda LB R. AT ETHER T EMERY step-by-stepf2F , BFEBIBRIE K
Lambda B#. E# Firehose 8 B UK 14532 CloudWatch $E#5 , AR K ISR B Firehose i E 48
IjJ BEo

2 H Lambda 425 /5 F #7 K48

EHRZH Lambda A EBHER TXEE Firehose RS ABESR , YMEBA Lambda 432, 541X
FNNEEREN. U TLTBRIEBMMANKRZ A Lambda L BN ERE BBRESR.

1. Bl —> Lambda B, SR LAGIEEIICFEE , ] LAEA L EESIZFH Lambda B,
2. EFE LTI Firehose JREAES A Lambda 43 H 6 A EAI2H Lambda B ¥ TR E,

3. FEAFM Lambda BRBEFEIEE |, BIRE Firehose 12§14} 5 AR EIRE.

4. BRBESHE 1 B AN Lambda &2, E , BAUMBRESR 1 PAIBAEE.

B B Lambda 42 5 /5 B #7 48

MRBEZXEHHE Lambda EEE Firehose it , MEHITHRES , JURH BRI Firehose R E 4R
Ihee. EMRERIEZH , BFEFEMN Lambda HHARE , UHIASMNMTHRESRSE SR, £
Lambda BB MmN SE 1 B 2 PR REGIZEL, MRHEEFERMEE , WETUERUTS
BE# Lambda B,

1. FEHAH Lambda MEERNLER, FHER Lambda B4 BEKNE ANBIERKES
ERBER. CREERMARERERN T SHITHES,

1E¥ A Firehose it L /3 A I 48 Th &% 7


https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
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2. EANEMN Firehose I B fEEFIhEE , UHITRES,

3. MWMRMEM Firehose EFERBA , i5/E AiZ CloudWatch 545, WiEiE
¥rCloudWatchProcessorLambda_IncomingCompressedDataH & FZIBNRERNT., XA
IAKIZFEH Lambda B FIEM AR CHESR , HEFTBEFEE Lambda BHE,

4. FPBR Lambda ¥iEH#E , RAEBTBEERTRBRERENR.

£ Firehose i Z B ESR

EXANBIBEBRNBEESR , EFEH Amazon Web Services Management Console

1. &3 Amazon Web Services Management Console 3} 7£ /kinesis L $TF Kinesis %] &, https://
console.aws.amazon.com

S B # LR Amazon Data Firehose.

R BB LRI/ Firehose o

£ Firehose MIFHAEERE L , EFEEEDT~,

ERRICKED , ERRE.

£ “M Amazon CloudWatch Logs fREIRIZR" T , R “FEMESE" , RAEEFE “‘REEN .

o o kw0 N

Xt Firehose H BV & & 48 3t 17 Rl B BE &

TRETRT Firehose A BHIEHRELF ML BEHEAVEIR , SEFICFA@ME S3 HRFER. B
HIEFERMEHER. HPE#ERT RERNNBERERFEREEIREE.

5 BRI R

MREREFIEPHEIEIR , B WR Amazon Data Firehose T & EEMRICTE , MiZF M
BaxEda? BEE ( UESER ) RHEIEBIE Firehose R OIZEHIBE 18
EM S HBIRTFMHM. BRTIEFRI , AN RESIES
TRBMEREE  XEXNSFEHmMEIE N decompres
sion-failed ® S3 F#EMWEIR. ICRBERKXW
J& , Firehose 4t £e4b 3B H Athid .

RMWBERE , MRLBEEELNE W3R Amazon Data Firehose fEf#EGHAES TR ( Hlan
%, REEREFAL? B XMBIER IR ) P, MERFUERER

£ Firehose it 2 F ## I 48 78


https://console.amazonaws.cn/kinesis
https://console.amazonaws.cn/kinesis
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FRARER

e

MRBNBRIFE , BUAEA

IR 9

0N o

Lputig YETEEEE CloudWatch H
SR EMAL

Firehose N fEE4AThRE & H T HFLL S

R ?

RRTR

% % B 42 B2 Firehose METIEER S3 HIRFME. BR
TIEFEI , RANNRESFEERABNERES.

NMEEBMEFELEPHABERIRE , WREHRE
CloudWatch B , Firehose £fF481%E 2. CloudWatch i2
FE|BEF, I, Firehose ELEE A LA CloudWatch
IR IR RIE BN, B A LLERRIE Firehose X HHY
BRI ZER.

MREF T 2ZputsXE CloudWatch Logs , M <R [E AT
BREER

Put to Firehose failed for AccountId: <accountI
D>, FirehoseName: <firehosename> because the
request is not originating from allowed source
types.

Firehose X HBRICRWBESRIETR. BN IZERE
H (1 20% )., S8R (58 ). BESSE , BUEREL
DecompressedRecords KM E K IR Decompres
sedBytes XMBAHINKAE. BEXREZER , BZH
CloudWatch Logs f#E 48 {5450

[6 Fire CloudWatch hose & ix%E 44

R

Il_'\

o

AEEE Firehose

1.

AI L& CloudWatch BIZEH4MNIGARIN B #5 |, FIE S EE N [ Firehose Fi&i%E CloudWatch &

EREREEHEAMN I B HR CloudWatch

&3 Amazon Web Services Management Console 3 $TFF CloudWatch #2%|& , Wit A https:/

console.aws.amazon.com/cloudwatch/,

priz=gnlbe bR

EFEIMAM Firehose Fio

HEHZE| A QIEMANTE L, XTER, EEFMBEIR , Ri5iE#E Firehose o

@] Fire CloudWatch hose &%= 4

79


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/
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BxtlE CloudWatch B4HMNMWEZEL |, 1§55 Amazon CloudWatch =4 A7,

Bl & Amazon loT A @ Firehose KiAEHE

& 0] LUE T A g E Amazon loT fHEEBE N [E Firehose BB XKIZER
ENEZ @A Firehose A EEHMIRE

#£ Amazon loT ZHIEFRIEMNE , ZOEANTENIRE— MRS MNMRET , EFFMRE
%R H B &% Amazon Kinesis Firehose o

1%£$# Configure action,

WNFREWH , EFIEW Firehose o

X F Separator , IR EE LR ZEEAN D BRFER

NFIAM A | ERAEN IAM AE | SUERUEFAG,

TR NRE,

N o o bk~ w0 D=

BXRBIE Amazon loT MNP EZEE |, iESH Amazon loT FLNZFE,

fit Amazon loT F @ Firehose Ki%#HiE 80


https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-rules-tutorial.html
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£ Amazon Data Firehose F ¥R #3E

Amazon Data Firehose RI LA Lambda BRECRE#RE ANREE | HEERENHEEREIEN
i, LHERIE Firehose BT , ATLAS A Amazon Data Firehose #iiE#i.

T BRBIR R

L& 3 A Firehose BiE R8T , Firehose & P&E ANHKE. EAXK/NRETRHSEETE 0.2 MB

F| 3 MB 28, B} Splunk #1 Snowflake LA%\ , Fir G B By BRIA Lambda & K/DMERIGH 1

MB. X} F Splunk 1 Snowflake , BRIAR M XIETR N 256 KB, Lambda &P [EIFERTHF 0 FH

900 2B, Bk Snowflake LA\ , FiE B MM BRIA Lambda &4 iEFEIR "9 HN 60 B, XTF
Snowflake , BRIAWE HIRREIRA 30 ¥, BRFBEHPX K/ |, M ProcessorParameterif A
MBufferSizeInMBsMIntervalInSecondsifECreateDeliveryStream} UpdateDestinationAPI
#9ProcessingConfigurationZ#, RS , Firehose FRARLSAABRRNSENEHARLSRAEEN
Lambda B¥¥{. Amazon Lambda ¥#t 5 EIEIFM Lambda K% E| Firehose, HiAF|IEER B Wit
SrHRPIEAREFEE (AEREENE ) |, Firehose 2FHZIXEI B,

/A Important

Lambda [E£5 18 A& =X i SR F e B2 89 S8k KN R &1 6MB. HRERA T B ERBRAEERNE
HARNNFEHRETF 6 MB , H HEBORE#Y I 83T 6 MB,

Lambda & F #5426 (]

Amazon Data Firehose X 3#Fik 5 44089 Lambda @A E, MR ER Lambda MHFERT 5 9
WIEETRK , MSWRILLT481% : Firehose £ Lambda BB EEATEE1%. Amazon XIFHERAK
BB 5 28,

BRE XK EMELEIRET Amazon Data Firehose #{THIIRERE S |, B S [[the section called “4LE %]
AW 7,

BRFBIRFTENS ]

X8 Lambda WATEHIRIEZ AT E LTS , TN Amazon Data Firehose J§& 154 IG5 EH 0 7 &
B KM,

T RBEREUR 81


https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessorParameter.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessingConfiguration.html
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For Kinesis Data Streams and Direct PUT

Lambda FAIEHRENICEKBEEZUTSH

« recordId: EiEAHEIE , idF ID M Amazon Data Firehose 5% Z| Lambda., #*#/GRi0F %
MBEMEICE ID, FRIBICHEMN ID FEZRICEKW ID 2B MREEFEE | HHEA N EREERX
Mo

« result : IERMNBIFEBHIRIVIRS. TEEMNENRN : Ok (IR ) . Dropped (4LE
BHEMEERICRK ) M ProcessingFailed (1IBRLZEEER ) . NMRIBRKAIRAN Ok =
Dropped , Amazon Data Firehose 2 AL TN, &N , Amazon Data Firehose ¥ N 4L E
KM

- data : BRIREHBIENE ( £ base6d w/BZFE ) -

LA & Lambda & R % H Rl :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

For Amazon MSK

Lambda FFAE R EMNIEZEBEELU TSI,
« recordId: EAMAHEIE , i25 ID M Firehose £i% % Lambda. ##EMNiIcFZFAMETEHEE L
% ID. FRIAIEHEKM ID MEHRICEH ID 2B MBERITE | FHM N BRI AW,

« result : IBERMBIBHLAVIRS. TAIBEMER : Ok (18R IN%# ) . Dropped ( A B HE M
EEFIEFK ) M ProcessingFailed (1IERFTEH#ER ) o WMRIZFKAVIRE N 0k = Dropped ,
M| Firehose 2IAAEEHII4AE, BN , Firehose 2 N E XK,

« KafkaRecordValue : %% EMEITEMNE ( £/ base6d wB2/F )

LT & Lambda & R H Rl

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": "<Base64 encoded Transformed data>"
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FRARER

}

T 3EM Lambda EE

XEEEER T A ZFMEA Lamb Amazon da BRI ER Amazon Data Firehose #iE#H &
BRI

EEEFH AP TAMNER Amazon Lambda

1.

& Amazon Web Services Management Console 337 Amazon Lambda #2#& , Mt
A https://console.aws.amazon.com/lambda/,

2. EERCIERH K ARERERER,
3. EEETFTERT , BERXETF firehose LLEH Amazon Data Firehose Lambda EEHE,
EEIE -

« 4 %3i%5%| Amazon Data Firehose #9125 ( Node.js. Python)

HERRERT AR Lambda Amazon 4B IRHY Firehose 203E 7% P ERIE N E AR B,
BHATHE : 2016 F£ 11 A,

KATWHER : T,
%% % Firehose B94FE CloudWatch B &

CHEALER, BOERALKER, YHBESHEH CloudWatch B EEIEBE 6MB ( Lambda PR )
B, AfREST A ST A, BXAE X1%EE Firehose Y CloudWatch BENEER. , 52 HEEHAB
FHE A Firehose, CloudWatch

X% B EK X H Amazon Data Firehose Fiic & ##t N JSON ( Node.js )

WERERT WA RFC3164 Syslog #& AV HI A 1Sk # N JSON,
B ATHE : 2016 F 11 A,

RATHH : Fo

F#H Lambda ER

83


https://console.amazonaws.cn/lambda/
https://docs.amazonaws.cn/firehose/latest/dev/writing-with-cloudwatch-logs.html
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EEFFAEBE Amazon Serverless Application Repository
1.  ¥:F Amazon Serverless Application Repositorys

2. EBRMNKEMEBENARRF,

3. ENRAER FERY , BRXEF firehose,

BH AL ERERAEEMNER T 0IZE Lambda B3, &2 Amazon Lambda A7,

SRR KR

WMREH Lambda EEE A X M &R 25 F) Lambda BRI M A& M , Amazon Data Firehose
RINSEIR AR 3 X, MBFHMAKLMW , Amazon Data Firehose Bk Z#itic . BIHiDH
A*&uﬁ**&ﬁk%ﬂﬁﬁﬁﬂ%o B LAE A UpdateDestination APl I8 E B E Eidik

I, CreateDeliveryStreamXy Tt PE , &7 LAURFR A 451R12% 2] Amazon Lo CloudWatch gs #,
BXEZER , HSR FHBE%E Amazon Data Firehose CloudWatch

MRIZFABIEEHIRAIRAD RN ProcessingFailed , M| Amazon Data Firehose &1 XM N E &
Mo FFUEWE | EALUES Lambda B ¥ [@ Amazon CloudWatch BEXZ4$E1xBE&E. BXES
{£8 , {52 Amazon Lambda Ff % & #E® Amazon Lambda® #Y1/5 7] Amazon CloudWatch H &,

MRBFEIRRW , WARKIAERNIEFFZIEEZprocessing-failed X #HRFH S3 FiEfE. X
LiiRERFMTER :

{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": "code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

B ERAE R

arrivalTimestamp

Amazon Data Firehose W Zlic & A AtEl,

ABBIEFEIR A 84


https://www.amazonaws.cn/serverless/serverlessrepo
https://docs.amazonaws.cn/lambda/latest/dg/getting-started.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions-logs.html
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errorCode

Lambda JREIRY HTTP ££iR1Xi8,

errorMessage

attemptEndingTimestamp

Amazon Data Firehose % 1t 21 Lambda & A 8Bt A,

rawData

234 base64 YwIBHYICFKENIE,
lambdaAxrn

Lambda B %K Amazon BEREB# (ARN ),

#1R1IC %

Amazon Data Firehose AR FFE R ERAICEKB IR DR S3 FiiE , A RERENIEEREMEIE
A, BAILATEBIZEREH Firehose Hift , BARICRZR. ERARICEREZN2E , ETEEE

To

#ADRIEFR 85
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£ Amazon Data Firehose A X7 #iE#H 179 X

WA XEREEBFERBIEPNE (HI customer_id 5 transaction_id ) ¥ Firehose
FHRBEHITEE DX , RAENRXER I HNBTFEELZMEMERAL Amazon Simple Storage
Service ( Amazon S3 ) B, XFEHEAZMRS ( Hl0L Sz HEEH, TEFHEMR, Amazon
Redshift Spectrum FL S ) AJAE R T S#SIH RN RMBH TSR, EEREARRND
#o QuickSightttsh , EEEFHNEER Amazon AHIF | AR D XEHEIEE M E Amazon S3
ZJa , Glue AIABITEERMRE. FHIRFMME (ETL) F£5.

FEEH T XA R AREMBEDRBHNEIEE |, A{LHERE , HFBRETE Amazon S3 E#H THER
HRAS, BB EN HRIBENBAG B, E5KL |, Firehose A THIREIEH M E NEE Amazon S3

P, EXNRBIFEBE D XL#HITET Amazon S3 4T , BEE KT Amazon S3 FREBZEEITHX
MARRE  AETREBERTIN , XA BERIHR,.

BEHASX |, Firehose AR HBSE XN BFEEEENEZRPHNBEHRITOAH  HEREBSHE
£ BB Amazon S3 BTk, XTI time-to-insightiBl D JL 28R JL/N BT, 3E °] LARRR AR S H &1L
3RH,

£ |

- £ Amazon Data Firehose /8 AsIA 5 X

- THROXE

- £/ Amazon S3 F& I B L IR

- MREBENAGED X

- NIASXERFTHAHEE

- BTaA 0 XWEFXHIE

£ Amazon Data Firehose F 8 HZIA 9 X

O L@ Amazon Data Firehose B2 &l&. CLI 5 , § Firehose EBEEND DX, APIs

/A Important

REECIEHM Firehose ikt , FREBRAIARD XK. NFARBAHS D XWIMA Firehose
A, BEBAIAD X,
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BXMAIERIZEFN Firehose JATIEN Firehose BEEHIABANEEN S XN EHALR , FSH
Creating an Amazon Firehose stream, Z{RFTIRHIREY Firehose EEIETE B #rit , FHEHLRREE
HH# R EATHNSRH#ITRE , BN ZH51 , RBEEA Amazon S3 £ B R Firehose B S X
Bass X,

1£5E3) Firehose REBRAISOXE , BULLEIAMFH 2 X5 , MR EFHNE 2 XEM S3
BBREIXNREFHFEE, EFHG , Firechose FFIAERAFHRMNITH S3 siBRRER.

/A Important
£ Firehose R LB RSO XE , ML ETE L Firehose i L2,

TS X

BEHSTX , ERSMRES XENBEETSX , M S3 RBELRZEFRBESR. 7 XBELEBIR
BREEREREE, 60, WREFEREERTS ID MER/MXHEEHHE , WAL customer_id
MBEFREEN -2 XE , & country WBBEFREEN S — 1M 2K, RE , BEREN (&£
AXEFENER ) REXIED XBREICRKEELMEIN S3 FRBEIR,

&R BAER AT 73R R G2 7 X8

« MEREEMT : W3 EMEM Firehose REXIFHH (o TR ) , M JSON BAMBIECKPRIAT
DXV, BEl, BAMNZHE jq 1.6 A

« Amazon Lambda BE# — A EFEAIEERM Amazon Lambda EEIEE IR [E 9 XA EMEIEF
B,

/A Important

BRHSHXE , BAEDBHEED M ERNBEHTIX, EUTUREHP—MHERK
EEDXE , W IENEEXWM S E.

{£ F N EBRBE AT 122 0 X 48

ERABRBIEENRBENISIEEE  KAERERES XBHNBFECRSH , ANENMEEN
7 XRREHE—ME,

TR XE 87


https://stedolan.github.io/jq/
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UTROIBECRERNAESNBRENAEEL DX, HES , ML Base6d AN BIEEITH
B, &t lS#E CLI R=Hl,

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
},
"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"
}

fFlan | BATLLERRYE customer_id S8E event_timestamp SR HREHR 1T X, XEWREZFE
FEFAERIERKTH customer_id S E event_timestamp SHHWERBEE @ H AL RMEEID
RKH S3 B, BHAILUEERBRESH , SIMNKRAEXN . type.device B device, BHFHRHXE
BARIRRT NS,

Ny XBERRBESHE , RSN SHRHEIEHN jg ZREX. TRETR TSI jg RENAVRST :

S ja /IER

customer_id .customer_id

device type.device

year .event_timestamp]| strftime("%Y")
month .event_timestamp| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

HIZ{TRI RS | Firehose £ L EM A FIRFE R ICKHBBEBRITMHES I

£ Amazon Lambda #6225 X5

N T ERLMBNBIEILF , HER JSON BAWAEA XA EXEIE , BT AERERK Amazon
Lambda HMECSHBENLRBREE, BERHRICK , UERIMERE 2 XFAFENBEFR, X

£ Amazon Lambda B8l 2 2 X% 88


https://docs.amazonaws.cn/cli/latest/reference/firehose/put-record.html#examples
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EXNMAEMR Lambda BT B |, ZEHHKI S BE Firehose —#2124t, EA Lk, MBATAIREHIE
FER , REERAMERB/ Lambda BE#H1TEIAD X,

LU 2 —/NA Python 4R EH Firehose 7L E Lambda BRBURS |, ZEREM @ A Bl H ERE —%&is
g% , HMNIERHPERS X#,

from _ future__ import print_function
import baseb4

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.
# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('SsY"'),
"month": event_timestamp.strftime('%m'),
"day": event_timestamp.strftime('S%d"'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}

£ Amazon Lambda B8l 2 2 X% 89
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# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LT R—1F Go ‘REM Firehose AL Lambda BRBURSI , ZBE BN A Bl H ERE —SiEEIC
x , ANIEFEHRID XE,

package main

import (
"fmt"
"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

{

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse

£ Amazon Lambda B8l 2 2 X% 90
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for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

response.Records = append(response.Records, transformedRecord)

}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}

£ Amazon S3 TZ4#& # Bl BA% i T E

ERIZREH Amazon S3 £ B HI#bHY Firehose 7Bt |, BAMIEE Amazon S3 F4E |, Firehose
FEZE#EBPERKIE, S ER Amazon S3 FE @RI BRALFMEE S3 FEBPHNK
. Amazon S3 FHBIRELUTE R , BN ELUHN RS HE -,

/A Amazon S3 FHERETRERMEKE 91
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BEZASKX , B89 XBEFEHEIEEN Amazon S3 5idk. MERBAFSSX , ALk
%7 Firehose MIETE S3 FEMEEAI R, B2 , MRERBAIDDX , NMAMIEE S3 F I
& , Firehose E M%7 W& o XEIE,

ERBRAHA D XEE Firehose FiH , S3 FEMIIREHE T 1Z Firehose RIS E D X B RIER
B, BXMEALENKRBICERA , BaUMEEUT S3HAE , 2ERETIEENN I XENR
BRARK :

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:devicel}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuexry:hour}/"

Firehose REBTRREME LRKREK, HEEARITEN S3 IRREAN IR AR — N IESE
1, AR5, Firehose FEBMNHRIEEEAMEITER S3 AR, [ S3 AZRBIFEEMNIMEKH Firehose HE
HXIRERE. Ht , ARHIFAIERFHERELT S3 WRE -

s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

NFHIED X |, BAME S3 FHBIRFFERAUTRERER : | {namespace:value} , &
ar & ZE B AT A2 partitionKeyFromQuery = partitionKeyFromLambda , 2 AI A2
EH, MREANBKRBHANFREEVUNES X, WATIEE— S FHMIRE , ZEHUTH
RIEEWRERAR : "partitionKeyFromQuery:keyID", #R A Amazon Lambda B
BHNBEBELURDXE  NAMIBE— S3 FHBIRE , ZEHRHATERIEENREXA
B : "partitionKeyFromLambda:keyID",

/A Amazon S3 FHERETRERMEKE 92
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® Note

B A LAE R Hive #ERNENIEE S3 FRMBIZRE , 170 customer_id=! {partitionKeyFrom=&
#: & _ID}o

BXEZEE , S/ Creating an Amazon Firehose stream F1 Custom Prefixes for Amazon S3
Objects HFHI“Choose Amazon S3 for Your Destination”,

[8] Amazon S3 & 5 BIREET RN INFH V1T 2 PR AT

B L B AFITORA , EEHE Amazon S3 BIXTRIVICFK 2 BN MEFITORE. XX Amazon
S3HHXNREBERE, EXNREBENADAS X , XtiEHIEH , EAENEREIREN —ED ,
ZIEEBR (M NENATREHE  ARTENEHTHEIX ) SMNICFKHPHBIBRITIT.

ERESHIEN AT X

BRI XNATREHE (Hlwn , REE|I%EA PutRecord # PutRecordBatch API A
WEANEH, AERIER) , EAAENXERFEHTHER, EUUESEAZIEZERRKIVERES
¥= , B4 Firehose MM IERHRHEH»BNTRE.

ZICKMERTLIR ISON RE | XEREFICEKN T BER2ETESMN JSON HRMITH, BRUALUR
Delimited K& A XEKBILEXNIRRETEENBEL T BANTH. ZEENLD RFLMAZ
base-64 FIBWFRF&F. Hl , MRBERUT ZRBENEEL DB #### , WHBHEL base-64 4w
BEAEEZFHEH , FEERN IyMjIv==, & JSON 5 RN IZFHITHERN LRNTRIZH
500,

(® Note

fEER JSON ig%AT , FHRALSHNmMANUZIEFN JSON BXE R, JSON HRAME—ITL ,
REDBERAIAGRTHSR (JSONL ) » JSON XNRIATE2E R A
LUTREEWEMANSRE : {"a":1}3{"a":2} and {"a":1}\n{"a":2}

LT RERMANTAE - [{"a":1}, {"a":2}]

NTFREWE , BRZIBSSXE , Firehose 2BMICE , ARBEENZIERBRREESIR API
AFRERBRE JSON HRF ST MREIEF.

18 Amazon S3 & ¥ ¥E B AR INHT A9 1T 20 PR AT 93
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/A Important
MRBIFERREN , WRBEE RN BEHTHERN S ENADED X,

/A Important

£ Firehose FR{E A IE IR THRERT | NERIEH R AR AER, #H A Firehose FEIEG %
LLTFIRFANE : R - BiY Lambda BTEIERR > 2 X8,

XA D XERETHEEE

R Amazon Data Firehose Fo 4 f## 47 Firehose AR IRR , RELEZRIUSEN T X , R
BTEZITE SI AR EREIENRER , BAXLEHBICRKHEMWE S3HREHBIER , EOE
Firehose by , BMATIEEZIER , UBAIT P X, S3 HIREFEMRAIRIE Firehose ToiE/L i E|
EXE S3 BT B IR R, XLEIEREBBHIRELEALN, RTIEFN , RN RESEEXE
RIVEE |, AR BB MR FNAERES IR,

WRERN Firehose B AZAS DX |, MSAF A M Firehose FRIETE S3 ERTFHEBEIIR. MREBTER
Firehose B AZIAS DX , MATLLUEERIEE S3 BiRFME BRI,

AT aA D X&)+ X EE

Amazon Data Firehose & ABARBIBEEH I —E XD , HEA—ENEEBNEEZHII BN, &
A LATE B Firehose RN ELEE A X X/NFEHXetE EFE , HEFEFHIMA Firehose R EH X
KAAFME R XETE EF. UM AEMNESHX KD, U RBECNEEHXEFE. MBs

(® Note
FERIEFTERTHED X,

BR#HAS2XfG , Firehose 2BRBERENEFXRETR ( K/NHEtE ) ERHEHFETELEES XML
*, RAEBNXLIERERE Amazon S3 F#EH. N THRABKAK/NPHINR , Firehose EHAEPFEAZ
REF, Hik , —#i2FKH end-to-endiER A RE R L B K FRF R RATEIM 1.5 %, XL FME Firehose
T BIEFEEE,

MNEA 5 XE IR (TR EGEE 94
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FEHP XU HREMEARIESIPXNWER, fltl , IRFAIPXERNEVHIE 3PNDEX , AR
E—1MEHAXREREE , 860 WiE — X f&m , BBLFHEFHE 180 NEFI P X, WK Firehose
TEFSXHNBFELAHBIENM | NiZy XEAMEAXPFITREZIRS , BRI LUERF LE,

HRFPICFKBIEFERM S3 sIRKRARNN S3 FIRITENHMEN , FEIB-IHIX. AENMEFHDTK
tR-MREFX, EEMEEITTE S3 iANENMNLICEBHERIZEPX,

—BEH KRB P X KN REISEEZ ) XETHEEFE Firehose AR - NEERAXBEHNR |,
RHEALMEIEEN Amazon S3 BIR. FRAXNRE , Z0 XKONEFXMD XA SRHEMER , HFMNEHD
Xit B BER,

— B2 3HREAN D XWE P K/INRERE , Firehose AN ENEFRXBFEENEITREH, —
B & Firehose i ES 0 XEEXF LR 500 4, Firehose AN HRIERBRABPEZIEIIEEN
S3 HIRTFMMAIL ()o activePartitionExceeded & AJ LAER Amazon Data Firehose FR %l 3% & 18 SR
L ECEIE N2 /NA E Firehose fi& % 5000 NEF DX, MREBFEEZHX , MAMUBIEES
Firehose it , F EX LRz B 2 EES 2 X,

ATad0 XNEHXHE 95


https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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£ Amazon Data Firehose A5 A BIELE R

EMIEF4E1E Amazon S3 2Bl , Amazon Data Firehose A LURF 3 A BRI AR XM JSON %y
Apache Parquet 2} Apache ORC, Parquet #l ORC 2IIRXEEER , 5 JSON FTN1ENHLt | E
ATEZRAEREEAERN, MREEHRER JSON ZAEAE , ﬁJZlEI:: 55 fR{E (CSV) B4
34, WAL Amazon Lambda [ E %5 JSON, BEXEZEER , ESH $’é}ﬁ/ﬁ§&1ﬁo

BN E R0 R K12 Amazon Data Firehose ZBIR & T12% , U AT IR BIENER.

Amazon Data Firehose EEL R =N T EFREEBRICKEBIENES -

Deserializer

Amazon Data Firehose EE x BB1T1LE8 F REIREVA A BIERY JSON, B LLUEFR LA T ARFhE B iz &
171t 38,

MEFHZA JSON XEEHFIF —12FF , FEAREN A A AZEF JSON KX E R, JSON X1
BATRBREA.

Flgn | XREBBEA : {"a": 1}{"b": 1}XEHI=M@MA : [{"a":1}, {"a":2}]1.

» Apache Hive Json SerDe

* OpenX JSON SerDe

1%#E JSON R B 1T{LaER

SerDefN REM WA JSON AT ETEIE , F1%EFE OpenX JSON :

* yyyy-MM-dd'thh: mm: ss [.S] 'Z' , HF DK ZAEUE 9 L EF , 6
w, . 2017-02-07T15:13:01.39256Z

* yyyy-[M]M-[d]d HH:mm:ss[.S] , EH/PHEHZH 9 L , a0 : 2017-02-07 15:13:01.14.
- B, UEakXKRT, i 1518033528,

2, UL KRR , Hl : 1518033528123,
- FRY , LK, flwn : 1518033528.123,
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https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://github.com/rcongiu/Hive-JSON-Serde
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OpenX JSON SerDe AJLUHAIR () BRATHE (). ©RALATER JSON @i 1Tk BIT{LENN

HE®RANPE, xR FES{LEEEN Amazon Data Firehose I2EHEITMNE ZE R |, ESHIT
Fr. XJson SerDe

MREAHEEEERMWNMNRFHIEE , FEMA OpenX JSON SerDe , BRIERBEEARA XM AR,

MRS EBERNESZ Y HEHEERTRE , EEH Apache Hiv e JSON, SerDeiiZIt#EHER/T |
A EEEFEANEREIEN. At , 15EE Joda-Time DateTimeFormat XN FERFEMWIR KB
E. BREZEER |, 53 DateTimeFormat,

BRI AERASHRE millis XENMNEE (ZR , ME2ABXRT ) . IREFEERKR , Amazon
Data Firehose fFERIAEA java.sql.Timestamp: :valueOf,

Hive JSON SerDe A FHITUA T IRE -
s FIBFHAFNTR (L)

« RHN uniontype WFER,

- BB EARFREBEET JSON FNFRFENFER, Flm , MREHE (B ) , ™ JSON
={"a":"123"} , M| Hive SerDe &4 K%

Hive SerDe T4 [H#ER JSON BN FHFHE, Fla , MBEEE {"a": {"inner":1}} , EFELF
{"inner":1} MAEFFHE,

¥

Amazon Data Firehose & & —MNEXKHAE MM RZEKIE. A Amazon Glue £ Amazon Glue
Data Catalog® 8122 22%3, #RJ5 , Amazon Data Firehose & 3| %28 f9 3{F A H B R IEH 0 A TR,
& EI LASE A B — 2R #93K Bl i@ Amazon Data Firehose M2 M #iE, BXEZEE |, H5H (Amazon
Glue FF X E#E/) FH “EFR Amazon Glue ¥ B X"

(® Note

1£ Amazon Glue #iE B ZH I BN ENNSm ARBELEWHELTE ., &N , BRENEREET
L2AERMPRIEENEYE. WREFEHHRE JSON |, HFEEHPFEATES JSON HRiEEH
B STRUCT £&, Fxi{A#EA STRUCT X ELEH#E JSON WER |, ESRAM,



https://docs.amazonaws.cn/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://docs.amazonaws.cn/glue/latest/dg/what-is-glue.html
https://docs.amazonaws.cn/glue/latest/dg/populate-data-catalog.html
https://docs.amazonaws.cn/glue/latest/dg/populate-data-catalog.html
https://docs.amazonaws.cn/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
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/A Important

NFAREEADRBOBIERE | BTHAEHENSIERREIS 32 MBs.
WREH CHAR B VARCHAR IEEKE , Ml Firehose £ REM ABENIZIEE KEBMFH
B, MRREHEFFREK , WRRETE,

Serializer

Firehose BEEHRTLERHHRIBEBRIR N BRIXEFEER ( Parquet I ORC ) : BAILUEFR A TAMZE
B ETLEEZ —o

« 2 A SerDe
o SERIHAR SerDe

L RITILR

RN RTSRIBRTENLEZER, ETHBERXFNFINLRETNESER |, 55H ORC
SerDe #l P arquet, SerDe

B g Fg iR

MBEFRICEERERR |, T ERT D EIE Firehose BFRRE N L E# OpenSearch fi%. IS
# Redshift 5 Splunk. /5 AKX G , Amazon S3 MEE A T Firehose FilIE— B B, T—
TN B2 F & F Firehose APl BEB Aid X &N, BXMAFERREICRKENEZRN R

51 Amazon CloudFormation , iEZ[#Amazon::DataFirehose:: DeliveryStream,

MEEH & B3 A IC K& kR

B LAE B E R EH Firehose MM ERFIA LS ABERXER, BEABERXRNERE , Amazon
S3 BB H A Firehose M TELEMME— B Mth, AL, BRAKRNEREN , REFEM Amazon
S3 E4E. B2 , Snappy EESEN B HRTEN —H 9 Bahi#T. EXTERT , Amazon
Data Firehose £ #9 Snappy HIf3E 5 Hadoop B, XEWKE , LA LAEH Snappy E
WHERHTE Athena P X ERIEIZITENR. B Hadoop FIAKHIHY Snappy BLERE |, S

% .java, BlockCompressorStream
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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EX AR Firehose /3 FABIEE S # iR

1. BFZHFTFF Amazon Data Firehose ##=%|& , Wik, Amazon Web Services Management
Consolehttps://console.aws.amazon.com/firehose/

2. EEEFHM Firehose it , WIZR HIE - W2 &I A 6172 Firehose it FHLSIRAIEF W Firehose

Mo
3. EHBRREFZEAT , FiEeRKAERIEENCEA,
4. EEFMENHEEN. BXXFMNETMNESFEE , 155 H Apache Parquet f Apache ORC,
5. 1&FE— Amazon Glue k& , A RWRICRIEERW, REXE., HEE. RIRMRA,

&I Firehose APl BYiIEFZIE R Fi

R YR8 1E Amazon Data Firehose SRV i ABIEHE M JSON ¥ 5 Parquet 5% ORC , 57
extendedS3 = Extended DestinationConfiguration S DataFormatConversionConfiguration3 A 5§ 7]
1% t#E, DestinationUpdate R EHEE DataFormatConversionConfiguration , NI&ER LA TBRH,

« 127 BufferingHints , 21R /8 AIEFE RN , MFEESizeInMBSHERE N /N T 64, I, IR
REAKRNER , WEIAMEN 5. ERARNERE , ZEFER 128,

+ {R&4FCompressionFormatE extendedS3 DestinationConfiguration 5 extendes3 HFi%k &
. DestinationUpdate UNCOMPRESSEDCompressionFormat HYERIA{E Y UNCOMPRESSED,
H it , B AT LAE ext en DestinationConfiguration dedS3 A EREB RN RIEE. RINVERT ,
BIENAEA Snappy EERENBTILEIRN —BoBEESH. FEXFERT , Amazon Data
Firehose EF /Y Snappy W& X5 Hadoop #B. XEWE , B LAEA Snappy E4
M4 RHTE Athena P XEHIFIZITER. B< Hadoop FIKHEIHY Snappy BXEER |, 155
%] .java. BlockCompressorStreamZEii& #1T{LER0T , WA AR R HEMERNES,

SEEHERARERE IR

% Amazon Data Firehose T/ B R IC KA ( Fl , HHFESEHTCTEN ) , 2FIEREA
Amazon S3 , B BEHEIRIIR. WRILEA KM , Amazon Data Firehose € — B E13 , [E81PE LIE#H —
SEH, WTFBREAMMIZSE , KAmazon Data Firehose £FFAUTREE A JSON X4 :

{
"attemptsMade": long,
"arrivalTimestamp": long,
"ErrorCode": string,
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https://console.amazonaws.cn/firehose/
https://parquet.apache.org/
https://orc.apache.org/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_BufferingHints.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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"ErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,
"region": string,
"versionId": string,
"catalogArn": string
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FRARER

T #8 Amazon Data Firehose FRIZIB(E 5

L fR[@ Firehose EF R EHEN , HIELBHEREIMREEN B, TRUA T ETEBWHEZ

MBI

B #r

Amazon S3

Amazon Redshift

OpenSearch R
OpenSearch LIRS &5

Splunk

HAREE

33 F B Amazon S3 HIEkIE L % , Firehose 1R#E Firehose FiHI &+
BEEZEZMEALRR. AT, FiERIEN Amazon S3 X REH

B| Amazon S3., BRINER T |, Firehose HEZEIEN TR I 2 MR
o MREBEERRZFZEEANITORA , MALIEN T Firehose 2
HlEEEDS API S8 5 AL ThRER A MF T2 FERF. Firehose
Amazon S3 B i Z B EIEE B ER TLS ( HTTPS ) 1%,

7916 Amazon Redshift # {T¥#E(& i , Firehose B St &% ABIER
EiRENtEmE S3 FEN. A , Firehose 2% Amazon Redshift
COPY % , HEIEM S3 F i@ 2 Amazon Redshift FiiE &
5 Amazon Redshift Serverless T4, #{RIE Amazon Data
Firehose ¥ % /M& A 1B FKiE#E S| Amazon S3 FWRJG , AT LASF Amazon
S3 W REFHFEH Amazon Redshift E £ & H Amazon Redshift
Serverless T4, BXEZELR , 152 Amazon Redshift COPY
WEHEERSE

A T 18] OpenSearch &S5 # OpenSearch TIRS 254& M3k iR |
Amazon Data Firehose £1RIEEH Firehose Tk & M Bl &K & 1%
AWiIER, ABE , ELEK—/ OpenSearch fk%5 = OpenSearchc
RSB EIER , FZHRIEFES|FEH OpenSearch FRFEE
OpenSearch TTHRFEEE S, [ idxKA&IEZE| Amazon Data Firehose
280, BRIEREXA UTF-8 miBHEFE W E1T JSON XK, LAk, &4
JRF OpenSearch fRSE & M rest.action.multi.allow_exp
licit_index EBU&REN true (BRIN) , FTREFEANBRIEHE
RENEXRSIREZHEER, BXEZEE , ZH (Amazon
OpenSearch fRFF XK E1EME) T OpenSearch FRFELE & 1%
o

F 18 Splunk B 1TEHIEFEH , Amazon Data Firehose £IEZER L IEMN
Fh. MREEEHNBERFERI B (WIRTH) , BXNBETE
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https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Processor.html
https://docs.amazonaws.cn/redshift/latest/dg/copy-parameters-data-format.html
https://docs.amazonaws.cn/redshift/latest/dg/copy-parameters-data-format.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
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FRARER

B #R

HTTP W% =

Snowflake

HAREE

ARXESRAF. BRR Splunk BLE N BITEMILLR D RAF. ERHE
WEl S3 HHIRFMNE (S3 B ) WBIEEFNESIE Splunk , HER
Splunk X E MY S RFIITIRF,

EOZXZFNE=FRFEAEAEN HTTP b [ 1T HIEE et

, WA LA E R ER K Amazon Lambda BRE 8122 — N &, FE AR
FERNERFEMFEXTHNERNCEABN, FRACERH
HTTP im R ERN BN E= A RFSREEE , THREXMINEZIHNIERE
XHNEZEER,

N T FBIEE B E] Snowflake , Amazon Data Firehose & 7E 2B
ZrBIE—e , HEA Snowflake RN L 5 AP RERBUERR A
E| Snowflake, BRIANBER T , B HRFEB/ANICIIHFHE

R F| Snowflake &, EEHTIHEARASRE |, Firehose 2 &K H—1
CloudWatch #E%r , A TE 2/ HIERZE| Snowflake PTTE T HY AT
|8, Firehose HEIMXXFF LN JSON MEBERNIERERAH , HE
X JSON Hdh., FHARENHABTRAAREERL JSON WK ,
HERKXER  ZEETMAIMANNEIT, 5|5HELFH.

8| Firehose BRI BB BCHBBEERIE, BXEZER A KEZTIET.

ERiEXR

Amazon Data Firehose £/ at-least-oncel® L # TEHIEEH, ERELBERT ( LOHKTFELWER ) |
MBRABIEEAHBERFLE T , Amazon Data Firehose B EXARES S HEES, XEAT
Amazon Data Firehose X#FHFTE B#rEE |, BN 5# S3 BMWith, Apache Iceberg Tables

Snowflake B K93 BRL .

£}

o THRE Amazon K #lib X Y BLIE R

o TR HTTP i 4% i K f 0w R SE

- REBIRERAR

« Fi& Amazon S3 W REZHIER,

« A OpenSearch [REEE R 5| 5 #

- HENREHREE R
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https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
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T &% Amazon K fl i X Y BLE B R

Amazon Data Firehose 3% Amazon K/ [m HTTP KipT S BirERHIE. SERZBERNERHN
Firehose Sifl HTTP iw R o] LAE F A~ B/ Amazon IKF,

Amazon Data Firehose & X #F#5 Amazon X [@ HTTP £&inT K B iR mEiE. S SUREIEM
—MNXEH Firehose Ff& 5 El %S — 4 Amazon Amazon I:i;‘zEI’J HTTP KifT = #85& Al LURFERIEM
Firehose & % %] Amazon I:i;UA%EI’J HTTP KT R BFr , HlE@ESE HTTP in S Mg E N TSR
EL:op: Hi&ﬁ%iﬁ A E ARG RS, EIXLE %/RT , B AEmMEAN LA, B
XEZER , BZHAREENM NEHPHBIEELRED

T HTTP 3 4% 5 18 SR A e S ALSE

Eff Amazon Data Firehose B INFHRBEERBBENL HTTP IR , XERKIMTIEZER , HERAE
£ Amazon Data Firehose &R MR #& N ZIEMB . AT 5+48 Amazon Data Firehose fRS5 &£ 2B
FEN HTTP iR M HTTP &R HE |, LA% Amazon Data Firehose BRE TR HTTP W 57 A9 4%
XM, £ Amazon Data Firehose fEEREIT 28 , HTTP if 2 A 3 £ #AV T E MM ER, Amazon
Data Firehose A& IE¥#& =AY M B2 40 9 1% 5 5 W o

BREK

BZEF URL 3%
B EERENED URL BRI —24% ., Amazon Data Firehose @B E X% , TEMB K. NX
¥ https B 45, URL BR&ITE/E 7B B HAE R A o

® Note
Bal, HTTP in QBB WX im0 443,

HTTP #r3k X-Amz-Firehose-Protocol-iR 4<

LAk A F IR ER/MBEXWRAER, BaitE—RAEARZ 1.0,
HTTP #53k- X-Amz-Firehose-Request-ID

AR ER —NTERR GUID , TR TRARMESHREMR, WRATEERNE , KRISINISHK
XAMRAWE , SERDMRMBER, EZR2RE—FERE , HX ID REFE,
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https://www.amazonaws.cn/ec2/pricing/on-demand/#Data_Transfer
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HTTP #53k - Content-Type

Content-Type ¥rkBV{ERL N application/json.
HTTP #53k - Content-Encoding

A LABLE Firehose i , E XX ERIGMEH GZIP EREX. BRALKERRE , HBRREM
% , Content-Encoding ¥Rk ERE N gzip. MRKRBAESE , Ml Content-Encoding #R3kH5E
2R FHE,

HTTP %53k - Content-Length

REBRERXFER,
HTTP #r3k- X-Amz-Firehose-Source-Arn:

LA ASCII FRFBEE KR TRH Firehose 7Y ARN, ARN X [X15, Amazon K/ ID MEREE HR#H T
%5, Bl arn:aws:firehose:us-east-1:123456789:deliverystream/testStream,

HTTP #r3k- X-Amz-Firehose-Access-Key

ItiRL T E APl ZHREAMEU ., EOIEREMERRN , B IERER APl 4 ( XFRIREN
+h8 ) » Amazon Data Firehose fFi5 7] Z4A B9 K/DNBR #4096 F17, Amazon Data Firehose
SERUFEAFXERLEZH, RENZHEZERFTES B IR ED,

NATUREEN , THERR JWT T3 ACCESS_KEY, MEWAKAZTELFREIL (WAFBEN
%), NRFmMmEFBRNENG ST EZNEN (JSON X CSV ) —BF#ELMNFRZEHH,
MEFRBEARTRZHEE , WAL b FE# 1T base-64 4718, Amazon Data Firehose T &£k
MR mBEENE , MeREEEANS.

HTTP #r3k- X-Amz-Firehose-Common-& 1%

EARKBEEBMERN/BERFABIEREARNLHLEN ( THIE ) . EIE Firehose RATE
BERE, LLEMEAERFDNERLTRYA JSON MR :

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object
minProperties: 0
maxProperties: 50
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FRARER

patternProperties:
"A {1,2563}%$":
type: string
minLength: @
maxLength: 1024

AT

"commonAttributes": {
"deployment -context": "pre-prod-gamma",
"device-types": ""

IEX - RRK/ND

RAEXKNHEEE , EHEEI&AAE 64MiB.
IEX - 4

EXas—/ JSON X4 | EXHEHLT JSON 213 ( A YAML HE ) :

"$schema": http://json-schema.org/draft-07/schema#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.
type: integer
records:

ERERX
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description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1
maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

BT

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
.
{
"data": "aGVsbG8gd29ybGQ="
}
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I 7 4% =X,
AR ERIAITRH

RN RFARFELLTER | Firehose FRE 25 EM A T IEXH 500 RS,
KSR

HTTP RSB LIMIE 2XX, 4XX 2 5XX SEE A,

Amazon Data Firehose RSB ER/EEM ( XX RARTE ) » REMWMATE 200 F 4 A K I

FioR&WE HTTP/EP, MR 413 (BEXD ) BMAKAELK , HHIBZRHRXFTLEIEZDE
XFEEE (NREEE ). MEEMINABEOEANTERNER , AZIBENENERER

BRI R,

Rk - ARRE

ME— A EZHAREEZ application/json,
HTTP #53k - Content-Encoding

T8 A Content-Encoding. 1IEXMAMRKRERIRS,
HTTP #53k - Content-Length

MRMBEEX , MH4MAE Content-Length #5k,
EX - &RAKND

M B 1F SXHY KN AN FEF 1MiB,

"$schema": http://json-schema.org/draft-07/schema#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string
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timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer

errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: @
maxLength: 8192
required:
- requestId
- timestamp

AT

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": "1578090903599",
"errorMessage": "Unable to deliver records due to unknown error."

}

Success case (HTTP Response Code 200)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090903599

}

HERIF RIAL B

ERBEHEIRERT , Amazon Data Firehose fRF2E 2 ERIEHERE LEH = A ME —#tid
Fo ERMFEABBIREN (15%) WAIHBEHERE (18 ) #TRE , MENEXEXHBEATER
A3 (initial-backoff-time * ( &K (2) A retry_count ) ) HITIRE . EIEATIE A& K8 FEFR &5
2 o8, Bl EE n RER , EIRAEN = M MAX(120, 22n) * random(0.85, 1.15),
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EXFIEENS UL EETI, BXREFERRBRELHEANBYIMNBE®RTE, HFARE
B, RBMEIELD L , BESHE Fi Amazon rehose X4,

EHENERERY , HRFAN/HAEMICTKN B Wi T sESRIE Firehose RN EF R E M KL
Z{t.. Amazon Data Firehose RFSR I EERPEAERMNIER ID. JE—TEERATF HTTP
mRRSERHITEEHERR. IREATHRERBEFNRERER (AT Firehose REE )
N AT R IE R B B IR B izt ie R AR EE IR TFE A

]

CWLog KR &R =l

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599,
"records": [
{
"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"
1,
"logEvents": [
{
"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208016,
"message": "log message 1"

"id": "@123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"
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R0 3B BAEAR Ton 5k W
1 Amazon Data Firehose B #itb#HE B © B9 B IB 1% i 2k AL BB FRAE

1£i& & Firehose 7t , X FiFZ B M ( Hla OpenSearch Splunk #l HTTP KixT & ) , BEAE
BE— S3FMNE , ATEORERFHEIE. B Firehose /&M KM IAR B HRIENEZE

B BESRLTHEXENiEs, BXARFI S3 FHBWIHRINRAZ L L ERNBIENE
ZER , BHSRE T Firehose 18] Amazon S3 B # PR, ¥ Firehose ( a ) o & HIEE B ER
BEi , HEH (b)) TEBBEEAERAMNEZN S3 FMMEN , ERLAEEREH , BEEIKET
DfEmE BNt EAZS S LE,

Amazon S3

E S3 FEmHNBEAM AR TREERRAMAR, N, FEBAESFREFE. Amazon Data
Firehose &BH IAM BEAIRETNIA M FHEME. MERERELUSEH, EHEBERT , Amazon Data
Firehose &7 24 PITRNFLER , BEEEHI K. Amazon Data Firehose B & KEIEFMEATE 7 24
NEY. BNREBIES W ABEL 24 /MET , BIEFEX,

HTEMER , [ S3 FREBEAABEIESKRK , fiuw

- ZIFREBETTFE.

« Amazon Data Firehose #8{E# IAM A& T ETH R FM# .
- RLEE,

« S3 4R , il HTTP 500 SHE A API B,

EiX R T , Amazon Data Firehose S Ei{Elix :

+ DirectPut KR : EidHREKAIFEE 24 DA,
« Kinesis Data Streams 2 Amazon MSK KJE : EiX&4TRBIFET X , EABRTEEHFE LR
BERRE,

HAEE Lambda 4B 5 parquet ##2 LM AT , Amazon Data Firehose F &/ kMK idF&E R S3 48
RFEER. HtAMBERANSBIHFEER S3, EEIREREBH NI, = Firehose FIhfFid R&IEXE

S3IE, ERBE—NSIHWNERXH ; EHPTEIREMHNERT , T8 EiREIE , HEARDLE
WICREHE — S3 MR,
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-s3
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Amazon Redshift

¥F Amazon Redshift B #9ith , A AFE |2 Firehose FRATIEE EidFLLatA ( 0-7200 # )

FHIEE B E] Amazon Redshift B &£ & 5 Amazon Redshift Serverless T/E4ART |, ATRES R AT
NNRREAMmAM, B0, Firehose MERBRETERH, SHRNTHFAEELEFIMNERE, ELEX
5% T , Amazon Data Firehose REEENFLMNBIAER , HHTFERIRH Amazon S3 X R,
BEHNROEELQLBTRE NN EREEN S3 MMM errors/ XHRA |, BAILAFIAHZ
BREXHHITFEE, BXRIMAERAEEXHF COPY BIENEE , BSREABEEERIEX
.

Amazon OpenSearch RS # OpenSearchTCARSS 8%

X F OpenSearch B H OpenSearch ToARSS 28 B4R , A LATE Firehose E#EBIZHIRIIEEE XL
B (0—7200 # ) o

HTZER , @& OpenSearch IR E B 5 OpenSearch TIRE[/ESEZMBIETREL KK,
a0 | &K Firehose i AT RE1ZIE 45 1% MY OpenSearch IREE B S OpenSearch TIREFESBE.
OpenSearch IEFE 4 B RS E 8 OpenSearch RERFBES. MEHRERRLUEH, FLHEBER
T , Amazon Data Firehose 2B ENFEM BN ER , HRIHFENRSIER, I XE1EH
BB S3 1FfE @MY AmazonOpenSearchService_failed/ X#XRA , o URAEHTFHE
15,

X F OpenSearch RS , BN XEEEELLT JSON K3 :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(base64-encoded document data)"

}

¥tF OpenSearch THREEF , BN EEEALLT JSON X
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{

"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index
request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"
}
Splunk

% Amazon Data Firehose 8 Splunk &ZJEZIER , 2%4F Splunk AN, MREINHB R AKREHEHIAE
FTEAFR UL EHIA , Amazon Data Firehose B s B F4 A H 1T HER. ©SRETHER , BEFEHAEF
srtE B, FidiFeatASIE/E , Amazon Data Firehose $FiX fiE R L A BIEE W AW |, H TR
%12 %) Amazon S3 Ff& &,

)X Amazon Data Firehose [ Splunk ZIAZEN , TR EXRZRERER , BoLEFHBHHEIAE
T #ER. RS , F1F Splunk BHAIA, BIEERIFEREI2Y , Amazon Data Firehose {115
A, ERIWEEIAREIAER, WRBEIAER , Amazon Data Firehose 2SR EBEIXITHEEREEE R
REtiE, MRERRNE , CHBAEAHEEZEE , BEEWIBIASBEE R EEEH,

ABEEIAFATR U HIAVME— —RBFEARE R, AXREMRENBEERERNES , F5H
Splunk HiEERE IR, MRERFENEAT 0, HAKFEERERFLMREREE,

THER - MEIRIEFETRO,

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in Amazon
S3 data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIx0C45Mi4x0DguMjE@IDE3Mi4xNisxLjE2NyAyNTIzMyAXNDMzIDYgN

"EventId": "49577193928114147339600778471082492393164139877200035842.0"
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}

HTTP ¥% < B 5

2 Amazon Data Firehose 8 HTTP i & B it R IABIER , 2SEFREBZE WL, MR EINE
IR ER AR TE NG B AR A HAFR UL BN B2 , Amazon Data Firehose f% /8 3 Eif {54018 11 3188, ©NTHE

iR, BRERBENEZES, EREErEEHE , Amazon Data Firehose FiX #1&)5% M 7 B & 1% i

KW, HRBIER D E Amazon S3 FEH.

)X Amazon Data Firehose [ HTTP s R B it ZIEHIEN , TR RBXRZHERER , HLEWHS
SRR ITEER. A , EEKRB HTTP R Bisi R, BIEEiIRFL R 23 , Amazon Data
Firchose &5 , B2 EI MR, MERMEAER , Amazon Data Firehose 2K EE
RITHBEBREEFRRTE, MREERE , cBXERAEEZRE , BEWIWNRBEERNAD
pug-ie

RKBERIH T RME—ATRRAENBFEEEERRE, AXAEMRENBELAERNEES | E5H
HTTP i SEFEL B SR,

THR-MERIEFERA

"attemptsMade":5,

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHJhdyBkYXRh",

"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"

Snowflake

*F Snowflake B #9it: , £ 8% Firehose bt , RO LAIEE Al kM B i IS 4ERTIE] ( 0-7200 % ) . E
RIFLERT R ERIAER 60 ¥,

[0 Snowflake REMBIFETEES LN , FERERZ |, Hl Snowflake B VELE R IEH, Snowflake
i, WERES, ERFEBTERATAUTERNEIR, Fl0 , MR Snowflake B R XA ERDEFIE
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—BITE4E T I8/ JSON BRIAE , N Firehose T2 HBRAETEH. R , E2NFEREN
S3 fRix PR JSON B AR EEM S BN HARBLIEZ 1D,

B  MRATACR, XRIBFEEEZMSFEHAY , U Firehose TRERFFHIEBE ALK S3
iR, ERFEEMUER TR Snowflake BREZHEIE, G MEREES BN AMK, FEHEER

T , Firehose 2 EEENFENBNER , AEENEIMEHE S3. XM IEFFELHEE snowflake-
failed/ XX | A LUERZXHXBITF I EIE,

LT Ri&EmE S3 MERIZER JSON Kbl

"attemptsMade": 3,

"arrivalTimestamp": 1594265943615,

"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type AUTOINCREMENT,
IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,

"rawData": "c2FtcGx1IHJhdyBkYXRh"

Fti& Amazon S3 X R EZBHIER

% Firehose @ Amazon S3 fZRIBIERt , S3 N RBHAMEBREIU TR <evaluated prefix><suffix> ,
HAPERMWER N <Firehose stream name>-<Firehose stream version>-<year>-<month>-<day>-
<hour>-<minute>-<second>-<uuid><file extension> <Firehose stream version> , JA 1 7k |, H# 1T
—)R Firehose 7B B E X FIEHN 1, EALLE K Firehose FRELE ( Hl70 , S3 FHEBEEH, iR
R EBURME ) . BALEA Firehose # %I &8 UpdateDestinationAP| #24ERKI L B HY.

¥t F <evaluated prefix> , Firehose FE4& =, YYYY/MM/dd/HH #7307 BRIABI BT B BT8R ML BTRIETE
RPN E—NBEBEREN , HF , 8MNERML (/) BEZEREWFRE—NER, BAEY
EEOEEETHHENRAIINBEE SR REULLEE, BXINAEEBENIENER , HSH

Custom Prefixes for Amazon Simple Storage Service Objects,

RIABERT , REENERNRXR UTC , BRI EHERANRENNX, Fl , ZFEH B A5G
HERERE UTC , IJBER API SE0ZE () F Amazon Web Services Management Console fF8¢ X
EEEALM/ZRR. CustomTimeZone A T5I&REE Firehose 7 S3 BIREL B X #FHIBT X,

TEFHRX
LA 2 Firehose 1 S3 Bl & EL & X iFHI AT X 5K,
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
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Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
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Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
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America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule
America/Tijuana
America/Tortola
America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
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Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqgtau
Asia/Agtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan
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Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley

Bt & Amazon S3 W R B FHE 119



Amazon Data Firehose

FRARER

Australia

Australia/Adelaide
Australia/Brisbane

Australia/Broken_Hill

Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara

Bt & Amazon S3 W R B FHE
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Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
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Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

BR <file extension> 24\ , BREENERFE, BRABEEXNKRGESRN |, Firehose [FiRIEE & K
sy B&. T&RIHEA T Firehose MMM ERIASHT B S :

BE XU RA
BIER IR - Parquet .parquet

BIEHER . ORC .orc
E4 : Gzip 9z
E4 : Zip .Zip
E4 : Snappy .shappy

E48 : Hadoop-Snappy -hsnappy

&R T LAE Firehose #£HI 85 API REEERFNXHT BE. XA BRBELFAUGR (.) Tk, #AE
AEEATHNFR : 0-9a-z-_*(). XHT REFEEY 128 MR,
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® Note
EEXH#Y BEE , ©REE Firehose ZEARERXNERIER/RMARINXHT BE.

T % Amazon S3 X RMEHE M EIER

&5 %] Amazon S3 HIXI BTG <evaluated prefix><suffix> W E RN, BALIEE T EEEITHIHLT
RENREAXVWEENIR,. BEENEENIRNEBEENRIATR yyyy/MM/dd/HH,

B LEBEN I RPEAUTERNRER : | {namespace:value} , H namespace AT LR LA
TERz— , BT D R,

« firehose

* timestamp

* partitionKeyFromQuery

* partitionKeyFromLambda

MRBTBRAFMLLER , MFE Amazon S3 FRBHFERIXHER, BEXEZELR , B5H (LS #HEH
¥& FirehoseDevelopertg ) F# Amazon S3 N REBHE X,

timestamp W& Z=[H

Wi RN AERERERE Java DateTimeFormatter ZF RN FHE, Hl0 , XTF 2018 & |, Kk
RN ! {timestamp:yyyy} WiTELERH 2018,

EITErtEZ AT |, Firehose [ {EAMB A Amazon S3 R AL EN T R I2FHN ABEETEE.

FKIAMBERT , RtESIZ UTC itE, B2 , BUUEEREFVNX, Hla0 , tnREEFEH B AR
AHRBEITAZ UTC , I ATLATE Amazon Web Services Management Console = AP 3% &
(CustomTimeZone) FFINXEEN LN ER. EEFZFNNEXIIEK , i5Z 5 Amazon S3 Object
Name Format,

MBEBER—FIRREIXNPZXRER timestamp TR ZEE , MEBNRFVITELERNE —Z,
firehose W& %= H]

A LA MNMER Tt B ZE : error-output-type M random-stringe FRNETHMERS
Eo
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FRARER

firehose R ZE

L2

error-out
put-type

random-st
ring

E[AE

DU

RIEEH
Firehose E1%
Y B 1 0 2K IR
H, &SR
NUTEFEZ
— {(REXN,
KM, splunk-
failed, splunk
-failed
AmazonOpe
nSearchSe
rvice. . }o
format-co

nversion-failed
http-endpoint-fail
ed

MEFRER—F
RRPZREAR
© , MENE6
NITEERNE
—8BIRFHHR,

HEERA 114
FRNRENFRF
o MREER
—REAPZR
£/ , g
KBIMITELER
A= HREEAL
FRH,

s A

myPrefix/
result=!{
firehose:
error-out
put-type}
/1 {timest
amp:yyyy/
MM/dd}

myPrefix/
I {firehos
e:random-
string}/

%

myPrefix/
result=pr
ocessing-
failed/20
18/08/03

myPrefix/
046b6c7f -
ob/

#x

Z error-out
put-typefE R &
£ ErrorOutp
utPrefix F B F
Ao

BERLLRERT
AL ES

il

&0 LURE = 1F
BRERR TR
R A9 FF 3L BAZRER
BEMLETESR , B48
£ Amazon S3
RERSHEL
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i iR T~ lE A ANkl £x
E , kiREAR
+5 2T

partitionKeyFromLambda ] partitionKeyFromQuery @5 %= g

WFHISDX , BURE S3 FHEBIBRPFEAUTRIAXER : | {namespace:value} , H

Fan & Z2 (8] —IJ«XE partitionKeyFromQuery = partitionKeyFromLambda , tB AT LARH

EH, MREANBKRBHANFREEUNES X, WATIEE— S FHMIRE , ZEHUTH
RIEEWRERAR : "partitionKeyFromQuery:keyID", #NR A Amazon Lambda B
BHNBEBELRIXE  NAMIEE— S3 FHBRE , ZEHRHATEREENREXA

FX : "partitionKeyFromLambda:keyID", BXEZ{EER , i Creating an Amazon Firehose
stream I #Y“Choose Amazon S3 for Your Destination”

B AN
LLTFHNSERTF Prefix M ErrorOutputPrefix RiER,

o WF timestamp WRZEME , FiIHERBEELESIFTANTAER, BAENR  FRFEAZELEE
FERPFERA S| SHITEXNEAERE,

- MREENIETFESERABAEMEZEKRIEN , I Firehose 2fFZRIER ! {timestamp:yyyy/
MM/dd/HH/} BiNZE Prefix FERHPHE,

« F5 1 { REEHIMTE | {namespace:value} RiXEXH,

« XY Prefix RBEMEMERIERXA , ErrorOutputPrefix FRERZE, HEXMIERT , Prefix
WItELE RN <specified-prefix>yyyy/MM/DDD/HH/ , ExrorOutputPrefix itELERNR
<specified-prefix><error-output-type>yyyy/MM/DDD/HH/, DDD RI—FHMHERXK,

« WREN ErrorOutputPrefix BE—NRERX , WEXRMTEELD —A | {firehose:error-
output-typel} £,

« Prefix It£8%& ! {firehose:error-output-typel,

« Prefix # ErrorOutputPrefix HitEEH TR 512 MER,

- MR BRMER Amazon Redshift , Il Prefix FaEBEXREXH A ErrorOutputPrefix #4MA

go

T o

- IR B #R= Amazon S OpenSearch ervice = Splunk , {BRErrorOutputPrefixigEE(A
{8 , Firehose 2 APrefixZFERIZFRMHidF,
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- HBR#RZER Amazon S3 B , Amazon S3 BFrELEH M Prefix M ErrorOutputPrefix
HoaATRIEEFMEKIZFEK, MRER Amazon CLI 5 API, M AT A
ExtendedS3DestinationConfiguration IEEEBHCEM Prefix M ErrorOutputPrefix
#9 Amazon S3 &R EE.

- YEFEH Amazon Web Services Management Console 3/ B #5i% &8 Amazon S3 B , Firehose
TP ERBFREEErrorOutputPrefixMHIPrefix MKIEFRINIEFMAMIZ R, MRFEHX
BREER , NMSIIEEHIRIR , BIF | {firehose:error-output-typelo

- Z{RExtendedS3DestinationConfiguration& Amazon CLI, APl =% Amazon
CloudFormation ( 1R EIEET ) —EFEHRIS3BackupConfiguration , Firehose TR A ERIA
&, ErrorOutputPrefix

« 817 ErrorOutputPrefix &iApartitionKeyFromQuery =it REEE
FpartitionKeyFromLambdaFf @& ZEiE,

TS

Prefix Al ExrrorOutputPrefix R4l

al A TTEMFIZ [2018 £8 A 27 HEHF
10:30 ( UTC )]

Prefix : KRIEE Prefix: 2018/08/27/10

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos

eFailures/!{firehose:error- eFailures/processing-failed/

output-typel}/

Prefix: !{timestamp:yyyy/MM/dd} BMATH . Y Prefix @8RER

] o B , ErrorOutputPrefix TRERNZE
ErrorOutputPrefix : FRIEE

Prefix: myFirehose/DeliveredYear=! Prefix: myFirehose/Deliver
{timestamp:yyyy}/anyMonth/ra edYear=2018/anyMonth/rand=5
nd=!{firehose:random-string} abf82daaab

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos
eFailures/!{firehose:error- eFailures/processing-failed
output-typel}/!{timestamp:yyyy}/ /2018/anyMonth/10

anyMonth/!{timestamp:dd}
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FRARER

A

Prefix: myPrefix/year=!{ti
mestamp:yyyyl}/month=!{times
tamp:MM}/day=!{timestamp:dd}/
hour=!{timestamp:HH}/

ErrorOutputPrefix :myErrorPrefix/
year=!{timestamp:yyyy}/month=!
{timestamp:MM}/day=!{timesta
mp:dd}/hour=!{timestamp:HH}/!
{firehose:error-output-type}

Prefix: myFirehosePrefix/

ErrorOutputPrefix : KR¥EE

A OpenSearch RSB E R 5| %R

TERETE 2018 £8 B 27 BLEAF
10:30 (UTC) ]

Prefix: myPrefix/year=2018/
month=07/day=06/hour=23/

ErrorOutputPrefix :myErrorPrefix/
year=2018/month=07/day=06/hour=
23/processing-failed

Prefix: myFirehosePrefix/2
018/08/27/

ErrorOutputPrefix :myFirehos
ePrefix/processing-failed/2
018/08/27/

¥} F OpenSearch fRE B#r , B LMU T ENEI 2 — R IEEE TREIMN RS iRiE
I : NoRotation, OneHour, OneDayOneWeek, zOneMonth,

RIFLIERIZFVEHIRIEDT , Amazon Data Firehose £ UTC ZIiART BB H — 202 M B B8 ER R 5|
B HMEMNMFRM A ETEIE. AT RHEIERT S OpenSearch ervice FEANER 5| 3R IET 4 B
MWRS|IBH , EPEENRSIBFAmyindex , BEREE N 2016-02-25T13:00:00Z,

RotationPeriod IndexName
NoRotation myindex
OneHour

OneDay

myindex-2016-02-25-13

myindex-2016-02-25

9 OpenSearch BRELE 3 5| 5
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RotationPeriod IndexName

OneWeek myindex-2016-w08
OneMonth myindex-2016-02
(® Note

5/ OneWeek &I AY |, Data Firehose X <YEAR>-w<WEEK NUMBER> #&3X, ( 0
2020-w33 ) BahRIERE , HPEAHREFER UTC EHBFEUATEZERFIITERD -

- —ENEHBTFH

- — FENE-BAREX—SFHEEEHANE—H

FEMIRE BPEL

RIE Firehose /G , MKRFH I AHFERFEAMEENE. NREZRERLHAATHNER
(Bl FEitREFRERR )  SURFEENEFHREER , AEERVERRTANRE.,

/A Important
SEERTRE ZEENRERS , E#MERZE , ERXFIRIBFIEFRHERHE] Amazon S3
PHREIRTFERE  MERREKEEMIBENE, XRZFENEHNRRYE , 2 AUREXTE
o, REREARLERRESRERELAERMEI BN , HRERN KM,

%7 {Z Firehose i

E ¥ {Z Firehose YR , 1B EMIBR Firehose Rf&AMIAMMEA S3 FMENNIE. Hla , R
A8 E = H OpenSearch B¥rH) Firehose B#E , M AT UBI EFHNEREN, EXEZER , ES
B #ZF Firehose 51822 OpenSearch RS B FREI IR,

IBR s3:PutObject B/EM "Effect": "Allow" PR , HEXRM—FKIEL , ZBAXNATFE
B AWML HREY S3 FEMAY s3:PutObject IRENMA Effect”: "Deny" PR, ETX , XFEHE
B¥r (flan , < B¥r OpenSearch M1 ) , XEBER Firehose EABRHINIR. EEFHEMB W
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WYX PR , IBEE £ H Amazon Data Firehose 2§15 RN R AR B Vi3 0. THRIXAMRE
J& , Firehose IEILZWERE |, RAILAMERA Firehose BYCloudWatch fEFr# 1T TR,

/A Important

£ Firehose REERE MY , FEWHRRMFKIR ( HlW0 , Kinesis Data Streams H =% Kafka
RERSH ) RENREHE  BEFRERERANHECATIIEN L, NRFERE
DirectPut , Firehose fHR B IE 24 /I it, MR EERBEEFHIB 2o RIREFRHE B
E, e X EREEX,

% & Firehose 7

EMEEH , BAITFEN , HR Firehose BRI RABEIE MM , LUERZHIX R E #
AT E R, TR, RREZAXNMAT S3 FHEHNRFTMMER , UZ2HEAMNEH, B
R , M s3:PutObject 4 "Effect": "Allow" EKIAXBR , HMIER s3:PutObject #4E

B "Effect": "Deny" fXR , F&M S3 EHWA TR H LM &M, &5 , A Firehose Y
CloudWatch fE/R# TSR , UBIAERCAEZBMNH, EEFHRHANEHRTHRESR , BEAE
T Firehose B9 Bi# CloudWatch HEKEE,
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https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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£ Amazon Data Firehose {5 #E4% #i 2| Apache lceberg
*

Apache Iceberg = A THITABIE D T S HEEETFIRTEHE N, Apache Iceberg 73 Amazon S3 #iiE
HHRTY SQL RO FEMME 2 M | HE Spark, Flink, Trino, Hive # Impala R0 451 Z /] LA
ERTAEAE R EIE. BX Apache Iceberg WEZER , 54 hitps://iceberg.apache.org/s

A LAE A Firehose SR #iE/% 2] Amazon S3 H#Y Apache Iceberg . ¥REY Apache Iceberg &
AUELD#H S3HFETER , i UREELS# S3 KIEF., EBETEEMN Iceberg RH , BALL
EEFAXRMKL , FINERFREITE, Amazon S3 REBEFMHIRSIRMEE N KAE D T THERE
BHITRALNERE  HUEE AU REARSENMEH BRERBENFHEEAE. BHX Amazon S3 REMNES
EE , BSHRILS#H S3 &,

WIhEE AT EFIE RN ENRBE BB RREH Apache Iceberg Tables 1, AL H I X ER PR IEFK
RAEA, EHMBIRIEE, ©EXIFR Amazon S3 I Apache Iceberg #1754 K FIE 1 | 4%
#lo Amazon Lake Formation&RI LATE R EFFIEE F A1 #2EH] , Amazon Lake Formation 37 Firehose
REERFAENRE NS RR,

AR ST R

(® Note

BRAmazon Web Services Xig A E#th X T A#b[X ( BREI ) 4f , Firehose TEFTA th X #
X #F Apache Iceberg Tables ¥EJ3 B #9iti, Amazon GovCloud (US) Regions

Firehose Xt Apache Iceberg RN X IGFE B LU T EESTMREH,

- FHE — MMREMFEH Direct PUT ¥ERIRERE Apache Iceberg R&AEHE , MAAEEMRHNHRK
AHE 5 MiB/second in US East (N. Virginia), US West (Oregon), and Europe (Ireland) Regions
and 1 MiB/second, Amazon Web Services X1 il R A1 % B EFH MR E R T HHKTFEEAZ
Iceberg & , H BB ERSRVEULE , M LAEEMA Firehose [RFEIREBERIESEHLERH,

TruefIRERBB/AKEMAERTEFHNBIER , LATLUFZAppendOnlyfrFKiRERN . B
ZAppendOnly#rEiRE N True , Firehose 2 B BHRUALERE SN ELE, BE , BREEL
CreateDeliveryStreamA