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1. B LA TMuLITFF Amazon FSx %A : https://console.aws.amazon.com/fsx/o
2. EEHERL , ERAUNBXHREUBHINHRECERS,
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RETH,
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File system details

File system name - optional Info

MyFSxWindows file system

Maximum of 256 Unicode letters, whitespace, and numbers, plus +-=._:/

Deployment type Info

O Multi-AZ (Recommended)
Multi-AZ file systems are recommended for most production workloads because they have two file
servers in separate Availability Zones (AZ), providing continuous availability to data and helping
protect your data against instance failure and AZ disruption.

O Single-AZ 2
Single-AZ 2 is the latest generation of single Availability Zone file systems, and it supports SSD and
HDD storage.

O Single-AZ 1

Storage type Info
O ssD
O HDD

SSD storage capacity  Info

32 GiB

Minimum 32 GiB; Maximum 65,536 GiB

Provisioned SSD IOPS  Info
Amazon FSx provides 3 IOPS per GiB of storage capacity. You can also provision additional SSD IOPS as needed.

O Automatic (3 IOPS per GiB of SSD storage)

(O User-provisioned
Minimum S6 I0PS; Maximum 350,000 IOPS

Throughput capacity Info

The sustained speed at which the file server hosting your file system can serve data. The file server can also burst to higher speeds for
periods of time.

‘ 32 MB/s (recommended) v

5, XWTHEBRE K ARSTRAXFETARX,

® Note
ZARARXHREETE (4% ) KEFTH,
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10.

« ERZTHXBBERGEDTARXT ARG RE, WiETIEF SSD M HDD Ffi#.

- ERBETHAXBBEHEBLEENTARFHNXAHRES, ETAX 2REH —RKNEATHAXXHR
4t , X¥F SSD M HDD =#f%.

BREZFER , FE5H IAMESEAM  BaAXMS AAXXHRS.
&R AR B ik SSD 5 HDD,

FSx for Windows File Server 2t E & ( SSD ) MELIEZNES ( HDD ) FiERE, SSD 7
THEERS. NERSRBBN TEAREMIRLT , SEHIEE. BEHELE TERRMEIEE 2 A
FfF. HDD FHE R ER/ITEAREMRIT , @BEER. APNBIXHRZEURATEER
5. BREZEER , B5H FRAFERELILERAE,

ETER SSDIOPS A |, AL R EHSHAFRRER R,

EEFB3ER | FSx for Windows File Server £ Bz B#&# SSD IOPS , £ GiB W E#EA
ERFHN 3SSDIOPS, MEZERFAFERER , FH A 96—400,000 SEERNHEZER., =
BRI (HFSRIMIE ). EES (BRBINMN ). ZERZD (HBZBMN ). MK ( ZER
2y WAMK (HE ) URIAMK (#03% ) 49 SSD I0PS &84 R Z 80,000 Bk, H*E
ZEE |, ESH B8 SSD IOPS,

WFERBRE , FANGERENERRE , LGB héy, REHERNE SSD 176 , WA
32 -65,536 SLEIANNEEZEEN, MREFEANE HDD =F# , B A 2,000 — 65,536 SLE AT
BEW, CIEXHRER , B LREEERMIENEEEAE, BXEZEE , E5R EBEME
REFHENRENRINRE. BHEENRREXH RGN XSRS SR TUSEREHEENRE
B, BUNEHENREETREARNEFHAE, NREFTENFTHEHBEIENEREED |, ik
BREEHRHESD , REERE—ME, BXEZEE , ES I FSx for Windows File Server &g,

® Note

EEZAXEIARIFEIL , NHAiER 32 MB/s RE AN EHREED, BEXEZER , T5H
XH R E T,

BIEXHARER  BUUREZERMMESXELE N, BXESZER , F2H EEFHED,

EMEEZIY , EBRESXHRSEXEKN Amazon VPC, EARAITLIH |, HERBEEEN
Amazon Directory Service B 3% # Amazon EC2 =44 [E# Amazon VPC,

SR AEXHRE 16



Amazon FSx for Windows File Server Windows f 8/

11.
F VPC £4£4 , ATHEMNERIA Amazon VPC NEIIAR A ERINB RS & P XHERE,
ERAREARANZSE  NFHAREZERENZSEAELN XGRS THEEH Amazon Web
Services X1 1, BEFEFUTHNAFMNBIMELZELA -

a. AT AWEME MM R F LT wRO,

y W iw O
UDP 53, 88. 123, 389. 464
TCP 53. 88. 135, 389, 445, 464, 636. 3268, 3269,

5985, 9389, 49152-65535

ANEEERTHRIXGRENEFRHITESSHIKERM IP 224 ID,
b. AMEWLHAN , AFFAEREROMEEMAXHREM Active Directory. ALt , BRITUT

BiEz—:
« RTFHMRERBSEMN Amazon % AD B R <BHNZ4L4 ID,

- AUFEREREESEBTEER Microsoft Active Directory iR #I185<Bk#Y IP ik,

@ Note

EREERT , BageB 21& % T Amazon Managed Microsoft AD 222 42 #1 I #9 R IA 1%
B, MRE , FHRALZSHAEGXLENARITEN Amazon FSx XHREHRE AU

N, BRVENAUEANNEZER , S (Amazon Directory Service EXEIER) H
#9 Amazon Managed Microsoft AD % R%& 4

BXREZER , B2 H £/ Amazon VPC #ITXH RS LRI EZF.

12. MREXRAZARAXEE (FSALRS) , FAEXMRS[EARTETHE , hERAXHRS
RERZATME, STHXBBERENHFRSHFNZAMGRSSR , SRES[ELTEEHNT
AXMFMA,
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MREFXHRSE A Amazon IEER Microsoft Active Directory 15 , i&i£$E Amazon £EH

Microsoft Active Di rectory , A5 MBI R P IEFEH Amazon Directory Service B, BXEZE

B , 28 £ FSx for Windows File Server H{# ] Microsoft Active Directory,

MEEFXHRZEMNABITEER Microsoft Active Directory 1 , i&i%#F B 1TEEM Microsoft
Active Directory , SRJa 1 Active Directory IR A T AE L,

« Active Directory £ REZ A

/A Important

WFEAAKX 2 MMAEZTHRXXHRS | Active Directory BB BB 47 NER
LEPR#I3E T Amazon FEER BITEEM Active Directory H 5.

Amazon FSx EEBEFEEIREEAIRER@MEH DNS IP bk, FXIFE T EE
Rt TiERE. M2 EER VPN, VPC & EE, Direct Connect % 3 H
KEIRER,

« DNS R%538 IP #ak — ZHY DNS BRS5E5HY IPv4 ik

(® Note

DNS RE254491/8 A EDNS ( Extension Mechanisms for DNS ) . 2 EDNS NI aJ 8¢
ToiEBIE Amazon FSx XH R £,

- REKF A& - A Active Directory FIREKFNAF B, B2 RBER.
- RSP ZEB - RSKFHEB,
- BINEBE - REKFHEB,

(AL ) ALHEN (OU) - XHREEMANAL LKA 5 HBERE R

(Wit ) ERXHREER R A - Active Directory PRI LAE B BN XHRSEANE TR, BRIA
HRHEERR",

14. TR , FRE aws/fsx ( MINRE ) WRANREMBERARE,

15. W F &It - 7k, RUANBEAXHTHRFIT,. BXEANREXHLRFTITNGES , FSHUE
MHRGENEAXAEREL (BHE )

16. FEiHE - AEPRMALEE XM REREKNFATA DNS 318, SN 3IBNRALAN T2 REHR

(FQDN) . BXEZER , 2% EE DNS 3lE.
17. ¥ TRBMESF - 7k , TREKIANRE.
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18. WTFHE - mE , AU ARNERFHERNME XGRS, FERX D KNENREX | 88
BEBEER, HENMBRXFRLS,

iij:%-lt_io

19. REQBXHRENHLETHNHRSEE, HEEBRNHRSERAUMEANXHREIRE
(HESE) . REBIEXHFRLS,

20. 7 Amazon FSx BIBXHREE , EXMFREEEI R FEFZ RS ID, EFHM , 18
TNHRET2RESHE. EFERENSIRFAIE,

%25 IR NXHEHREZREFIZ1T Windows Server By EC2 =45l

E |, BAILUFER Amazon FSX X RSHEFF E 1A Amazon Directory Service B ZHE T
Microsoft Windows B9 Amazon EC2 kil £, XHHENEHREXHRENBEHTE,

£ GUI M3 #HEMEZ] Amazon EC2 Windows SE45

1. D% B3 EC2 EHIHRE A —4 Amazon Directory Service for Microsoft Active Directory
Bl , RIS EETE Windows 3R] EEFHXHHE, EMITEIRME | E1%EF (Amazon Directory
Service EXE1EME) RPUTHEEZ—

« T4 A Windows EC2 E4l
« F3HMA Windows £

2. EEIENEH, BXEZER , B5SH GEATF Windows E4I#9 Amazon EC2 AAF#ERE) =
RYE#ER) Windows 3241,

EER , I XHRFREER,
ESMERS  IARNENETY (ARET ) XE , REEERFMERZD 2R,
N EREFE - DNRBB[E

&R LAE A Amazon FSx 7 BLHYBRIA DNS & #RELfE A RIL AT DNS 3 & RRF XHR 5, T
BNMANIERARRIADNS ENMPAXHFLE, MREMFA DNS FIEMHXH4HRE | BESHES
5: £/ DNS 5| &R XRS5

o o b~

TEXHRPHEANHRER DNS BFMEZEF. BIAK Amazon FSx HEE 7 \share, &7
LATE Amazon FSx ###& https://console.aws.amazon.com/fsx/. Windows X4 RS588 > MK S
ZEEWHREE APl i B HY CreateFileSystem = DescribeFileSystems 15 3% E| DNS & #ro

%25 FEHXHEEMEBIEIT Windows Server ) EC2 3£41 19


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.amazonaws.cn/fsx/

Amazon FSx for Windows File Server Windows f 8/

« X¥FHMA Amazon FEEH Microsoft Active Directory R AT AX X4 R4S , DNS BT AT
o

fs-0123456789abcdef@.ad-domain.com

° R-J':.FjJﬂA ﬁﬁ IEE’J Active Dlrectory E’Jijﬁﬁ I:K#F%/JL , L/{&Fﬁ'ﬁgjﬁﬁ I:K#F%/JL , DNS
B TR,

amznfsxaallbb22.ad-domain.com

Hlgn , A \\fs-0123456789abcdef0.ad-domain.com\share,
7. BBVHAHERBNZAEERZNENEE K RAREETR.

EB3L  FHEEAXHHRE

W , LERXHHZMRE BRI |, B LHEAER Windows PR YA H Atk B K — 4 6E F 18/Y
K#F/\;o

HHEEBEAXHLE

1. R RBERN AR RER.

2. EXAXREJRPEEBEAAR. Bl : Hello, World!

3. RMXHERFINHHAENEIIREN.

4. ERXHFREER , SMBEN XL ZH KR EBIRI MR TR XA,

TR 4 OGRS

WE , BEAITREREN Amazon FSx XHREREXHHRE | BRI ERITEMD. FMINER
TRENHREN 30 7HEONRTENNESARD, BETUENCIZAFENED. B#0E
BEZHEXNFNARE, BRXEVENNESER , ESHEN

BEEEE AR HREEND

1. BILATMuLFTF Amazon FSx #2%|#& : https://console.aws.amazon.com/fsx/o
2. MEFIEEFERD , EREERNEST CIENXHREHE .

EB3F RBEEBEAXMHHE 20


https://www.amazonaws.cn/fsx/windows/pricing
https://console.amazonaws.cn/fsx/

Amazon FSx for Windows File Server Windows f 8/
3. EXHREHBRETFH , EEVUIREZD,

4. EITFNERZHXNEES  NEOGREHA-ANEH. KBHRSTLUEE 256 I Unicode & ,
BIEERK, BENUATHRERFZR +-=._:/

5. EHERZ.
6. BEERIRTFHAMAERND , MEREXHREIMEREND , FEEZD.

OB ONIRESD , QEPNROFRENEECIRE, SARFE/LS IR, HRZ5AHER
B, RS E RN AT,

S5 : £/ Amazon DataSync [6)/M Amazon FSx for Windows
File Server 1& 5 304

BEE X Amazon FSx for Windows File Server # 17 T IhEEIRE , IIE AT LAE A Amazon DataSync £
A XHEZR L Amazon FSx for Windows File Server 83 1T XX 4E%5# 7 o

Amazon DataSync B —M#EEHRS , TUAREL, BaRITHMRERBFFEREES Amazon Fi%
PR 55 2 (A& 12 B BxM 5 Amazon Direct Connect Bz & HI%#E. DataSync 7] A& 5 {8 H L4 28 A
RXHRETEHE , flan, FrEN. R R ABR.

7 DataSync # , Amazon FSx for Windows EJ{i &2 FSx for Windows File Server Byifm R, &R B
#£ Amazon FSx for Windows U EMEM X4 RENVEZHERXE. BXEZER , ESH
{Amazon DataSync AAF¥Er) FHERANE,

DataSync A RS E5E B3R ( SMB ) i iR FSx for Windows File Server, © B &7 DataSync
#HIA = Amazon CLI FELEM A7 & MZERHEITH B RIE.

TG RIRY AR T4
SR, RNBECEEUTHE :

o AILMERSHRIRIE, TREN Amazon EFS X4 RS , MEEAEWBET NFS IRA 3, M4 4
=® 4.1 7R, REXHRESELTABEFERONXHERSGE., BTEENZHX4REN Amazon
FSx for Windows X # &%k,

- FXHEBIEWERXGRE, TIXHFREIBEALTABBBEPONXERSE. BITEENTIR
XHREHM Amazon FSx for Windows X R4, MNREEE FSx for Windows File Server X+ R
&, BB, BEXESZER , 8 HAmazon FSx Al T,

S8 5 : {F A DataSync &5 X4 21


https://docs.amazonaws.cn/datasync/latest/userguide/working-with-locations.html

Amazon FSx for Windows File Server Windows f 8/

- & DataSync ERWRFHENME, ETHMEZER , HSH (Amazon DataSync AFER) &

B DataSync Z3K,

i LR RS |, B LIRR T XFrRF B3 1Ti& .
5 DataSync i X W EARL R

E£ A DataSync XN RUBEZMEIBHRULE , FHRITUATELRSR .

- EENRERTHABEAE , REHE.
- BIEHEERNBIRLE,

- BIEABEES

« BITRES  RXHENREEE B AR,

BT RN S MR B A b ST R S i 2 FSx for Windows File Server |, 528 {(Amazon
DataSync AP #EE) H#Y DataSync Ai'l,

BT BN S MNINE SR SRS L # 2 FSx for Windows File Server |, 52 {Amazon
DataSync AP #E88) HHYF DataSync KEZFE R Amazon EC2 3E4l,

. == SRR
S 6: FEARR
SERAGI G , BRBRBUTSREER R RPEMN Amazon K,

BE IR

1. 7£ Amazon EC2 B#lA L , K ILEBHXHl, EXEZEER |, BESH (EHT Windows EHI1#Y

Amazon EC2 AF#Em) FHLIELHI,

2. 7 Amazon FSx #£#l1& L , MIRENXHRE. FAEEZROMLBIMER. B2 , BOHFEMER

FMIEFHAENRD. AT HZHBREASRNWBLIE,

a. BELATMULITFF Amazon FSx $##&1& : https://console.aws.amazon.com/fsx/o
b. MEHARFERP , EFEERNHETNENXHRENER,

c. XNT®RE, EEMEBRXHRE,

d. EIFHRRXHARENEES K LERETECBRKELARN. AEGE  FRUKLRONS

Mo FIE B3I SIZR R 10t SAMIBR.

RRNERDSR

22


https://docs.amazonaws.cn/datasync/latest/userguide/requirements.html
https://docs.amazonaws.cn/datasync/latest/userguide/getting-started.html
https://docs.amazonaws.cn/datasync/latest/userguide/ec2-agent.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/terminating-instances.html
https://console.amazonaws.cn/fsx/

Amazon FSx for Windows File Server Windows f 8/

/A Important

AUMNZ B R OZHRXMGRE, FHREXER  BNBUECRERLRMD, NRE
E—BRAEERIATFEET , WM BRI &0 ME M F 302N &0,

e. TEXHRS ID AEH A ZM BRI XHREM ID,
f. EEMERHRLS

g. I Amazon FSx MIBRX#H RS , HAEZEHERFHRSLE RN EERR, ZHERPN
THEEREHBRE 4RSS,

h. B , BB XA REFHOIZNEMRD. NENSHESS , EEE0,

i EEREERT  ZEREENRHXHREERERXHRE ID WIEED , REEENERS
%o

. RECFHHTITRIBRE N IEE, RISEDAERZ MY ID WEIRE , RAEEERRZ D

&1 Amazon FSx X RS MK B3R5I EMIER.

3. WMBBEEL 1 AINRRZH FRALIRET —4 Amazon Directory Service B 5 , B[ 2L
MEVCREMIBR, EXEZELR , 25 (Amazon Directory Service BEIER) FHIMIFRE Fo

Amazon FSx X RZSIRS

B LAMERL D% FSx A . Amazon CLIGE 5 describe-file-systemszi API ##E&EE Amazon FSx
XHRGHIRA . DescribeFileSystems

XHRGERS R

AVAILABLE MHRGLTERRS , BRI AHER.
CREATING Amazon FSx IE7E SIE# 8 X HR 58,
DELETING Amazon FSx IEFEMIBRIVE X 4R 5,
UPDATING MHREERERITEF KEHEN,
MISCONFIGURED T &89 Active Directory BREAX £ T |, X

HRGA T RS, HABHXHFRETT

Amazon FSx X# R IR 23


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/simple_ad_delete.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server Windows f 8/

NHERGIRE DU

A, ERRETAMNKE , FERAREE
BERW. BXMETARNESER , HSEX
RS TEEHIRRS.

MISCONFIGURED_UNAVAILABLE B F#49 Active Directory SRR £ T T , X
HREHWATH, BXRRETHAMENESZE
B, BZRXHRGA TR ESHIRRS.

FAILED « Amazon FSx T EER B — N X REH[E
BRI XHRE,

® K1¢¥§‘=’ﬁ$ﬁfﬁﬁo
s XHREWE , H Amazon FSx T3ERE
« Amazon FSx TiZBIE&Z 4.

Amazon FSx X# R IR 24



Amazon FSx for Windows File Server Windows f 8/

Amazon FSx for Windows File Server X ENE ik, 1HRA
SEMINIE

T RM Amazon , ERMAIRE R | EER AT LUE R S 2 TN E P w5 AR T B &R Amazon
FSx XHREE.

F&

- XENEF IR

- XENBEREE

« XERHE

XFEFHNE P s

Amazon FSx X#FBE BT ENFIMBERSEREN MRS, CBIXBFEARSHERR
( SMB ) % ( kRS 2.0 & 3.1.1 ) #ATHRIRFEIIX — Ko

BT Amazon itE £S5 Amazon FSx Bt & :

« Amazon Elastic Compute Cloud ( Amazon EC2 ) 3k4l , @#& Microsoft Windows. Mac. Amazon
Linux 1 Amazon Linux 2 356, BXELZEE , BZHAHEXHHEE,

« Amazon Elastic Container Service ( Amazon ECS ) 88 BXxE%EE , 5 H (Amazon Elastic
Container Service FTF & A R 3EFM) F K FSx for Windows File Server &,

« WorkSpaces k| - ETHMEZELR , S ¥ Amazon 8% X E Using FSx for Windows File Server
with Amazon WorkSpaces,

« Amazon AppStream 2.0 X4l - ETHEZEE , BS 1 Amazon 8% X E Using Amazon FSx
with Amazon AppStream 2.0,

« Amazon 38 FIiZ1T7 VMware Cloud FH VM- BETHBEZELR |, 2 Amazon BEXE
Storing and Sharing Files with FSx for Windows File Server in a VMware Cloud on Amazon
Environment,

Amazon FSx X#EFUTRERS :

* Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, Windows Server 2012
R2. Windows Server 2016, Windows Server 2019 1 Windows Server 2022,

XEFHE IR 25


https://docs.amazonaws.cn/AmazonECS/latest/developerguide/wfsx-volumes.html
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://www.amazonaws.cn/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/
https://www.amazonaws.cn/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/

Amazon FSx for Windows File Server Windows f 8/

« Windows Vista, Windows 7. Windows 8, Windows 8.1, Windows 10 ( ‘@3& WorkSpaces Y
Windows 7 1 Windows 10 £EL ) # Windows 11,

e M cifs-utils TEM® Linux.
* macOS

X EWER B E
WA LU A 1R 532 5 Amazon FSx £& M.
FAXHERENEIA DNS EMIFRIXHE RS

FSx for Windows File Server I8N XHRGRM T —MIAEB RS (DNS ) B¥r. EBAILAEAL
DNS Z# it &S24 LR IX3h 284 M &1 2] Amazon FSx X = | MifE FSx for Windows File
Server X R %, ETHREZEER | BSH £ Microsoft Windows XHHE,

/A Important
REYEFEH Microsoft DNS 4E7 BR1A DNS Bt , Amazon FSx F &M X4 FR 48 DNS 12

Fo MREBFERAHNRE=7 DNS , MIFMF3hiRE Amazon FSx XHRSH DNS &H., xR
NHRGEFRIES P it ELR |, 55 HIREVEF DNS WIEHH TR S IP ik,

B DNS B #5 :

« 1£ Amazon FSx #2Hl&H | REXHRE , ARERFHAEE. EMNEERLEHEE DNS B,
- 2% , 7£ CreateFileSystem = DescribeFileSystems APl s SN FEE,

A Amazon ¥£EH# Microsoft Active Directory FIFT B £ AT X X H RS H DNS B TP
- fs-0123456789abcdef@.ad-dns-domain-name

NFMABITEEM Active Directory WFTER TR XH RS , URFMEZTAXXH RS , DNS &
M TATR : amznfsxaallbb22.ad-domain.com

Kerberos &8 IE{EH DNS &

FEANZE WY Amazon FSx ERE T Kerberos B B A RIEMEZ R A INZ, Kerberos BEH N H R X4 FR
ZNEFIEEMEEZLNEHRIT. ERNEN SMB £iFE AE T Kerberos BY 5 4536 i F4% & o #h3E
m# | EEH Amazon FSx 2N XHRS5H DNS ZFKIGRIEBHXHRE,

XEFHGRGE 26



Amazon FSx for Windows File Server Windows f 8/

WMRETE Amazon FEER Microsoft Active Directory FZ it Active Directory Z BB & T A EEE |
HBAMREFE AW A Kerberos H3 IR UERY Amazon FSx Remote PowerShell , N AMEZ ik LR
MEZRINFEEREHARR, BXEZEER , i5ZH Microsoft X&H K Configure Kerberos Forest
Search Order ( KFSO ) »

£ DNS 5l & 15 [F X R 5%

FSx for Windows File Server A B8N XHRGIRMET —/ DNS B2 , AL AT HRNXHHRE, &IET
L@ A FSx for Windows File Server X4 & 851 Mt 51 & 3k /o iF @33 DNS £ %5 , M JE Amazon FSx
BIZ A ERIA DNS & #iihE Amazon FSxo

58 DNS 518 , A LU Windows X EEZEHIER E Amazon FSx , ARHREFHAIMER DNS &
#riAE) Amazon FSx EHIEIE., DNS BIBE AW EERAEEVNEN , N\MERW M EIEERED
Amazon FSx X RSN T EMBARERF. BXEZEE |, FSHEEE DNS 58,

Kerberos &1 UE{EH DNS 315

BATEWST Amazon FSx EAE T Kerberos By B HRIEFME B N, Kerberos BEB 1 iH R 34K
SNEFREMREZLNE ORI, EXAA DNS 5B 75E Amazon FSx W& Fiw/E A Kerberos &
RIAUE | AIIE Amazon FSx IR S Active Directory TTEHLI R LA 15 DNS 58 33 B #I RS
FhEH (SPN ) o

A L% IR BII 7 Active Directory FIREBLA NHREXN R (GPO ) |, sa#IfER DNS BB iH R XHR
SN E I E R Kerberos 5 RIEMING -

« FR%INTLM : EIZF2MRSS AR5 HH NTLM RE - A LR REEL N F T MITEHLEIEZ1T Windows
BRERSWEZERSB/EH NTLM RE,

« BREINTLM : 539 NTLM S QB RIEFINZRRS RGN - MREETMEZ 2 : BREINTLM : @ziE
RS ERAE H NTLM RERKIRE , NEALRKRECNEZATEFRREEA NTLM S HKIENIZ
EARS R BISA TR,

BREZER , BSHESL 5 ;. £/ DNS 3B 15[ 4R S,

£ FSx for Windows File Server X% 41 DFS & Z= (8]

FSx for Windows File Server X #5#H Microsoft 7 RN X4 R 5 ( DFS ) s A ZEH, BRI LAER DFS
WEEEFZIANINGRE LA XHRZHART —NA T HRBN G BIEEN AR HRLEE (FEE
B ) o BALAER DFS B ZEE B RIGRIEH Amazon FSx XH RS , FiE RN HEEERE
BAXHREH DNS B, BXEZEL , BSREA DFS i B ZBASANXHRE DA,

273 DNS 3% 5 7 X R 5 27


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN

Amazon FSx for Windows File Server

Windows P #5

X EFHYEIRE

BALUMEENXHREMNTE— VPC PN ERBRIEN RS, BXESERNFARA , FF5

BESR 1 A RREM,

AT LUBE At BRI KR B VPC, Amazon 2 Amazon XA & IRIF R 2019 £ 2 A 22
Bz HRSE, THRIHAT Amazon FSx XENBAN S XEREDINE L IHHITIHRNR

5, BEEURT XHRER IR E,

BEFAUT.. 5\ 2019 £ 2 A 22 HZHIBIEMN X

R85

BB R G
™

REXHRS
BN VPCHIEE
CIDR 3t

BB RS
# VPC 5B
CIDR

Hth CIDR ¢
EME

(® Note

A 2020 &£ 12 ifE 2020 F 12

A17 BzuitlEZ A 17 B2Etl&

B AR RS B AR RS
v v
v v

IP H#13ik7E RFC
1918 A IP b
WSEERNNEF IP bk £ LA

U CIDR RSEE 2
FN: Rl i
+ 10.0.0.0/8

198.19.0.0/16
+ 172.16.0.0/12

+ 192.168.0.0/16

EREEEIT , EAEEEFEAELE IP #tutSEE M A M5B 2020 & 12 A 17 B2 Hitl
BNXHRE. Atk , BAXHRENZDOE— NN XERE, BXEZER , BS5HEE

AZ1D,

XFEFHHER

28


http://www.faqs.org/rfcs/rfc1918.html
http://www.faqs.org/rfcs/rfc1918.html

Amazon FSx for Windows File Server Windows f 8/

TH , B UEREXMANEBUARATER VPC., Amazon K= Amazon X815 8 FSx for
Windows File Server X RS E S

M7 b 15 8] FSx for Windows File Server IR 40

FSx for Windows File Server # £ Amazon Direct Connect 5 Amazon VPN M7t i+ 8 354517 3]
B X RS, B T X Amazon Direct Connect B , FSx for Windows File Server 48 8] LU

T AR EERMNRIRE T R XH RS, B 7T X Amazon VPN #9X#F | FSx for Windows File Server
FEERA LB LN T AREMNARIRE LR X4 RE,

FFA IR EE R RS Amazon FSx IR SEXBH VPC g , BRI BAEA XHR5H DNS Z#E DNS
ABFRXHERE. BAERE VPC AT ESEHIh —B 1Tt #%E. BX Amazon Direct Connect
MWEZEER |, HSH (Amazon Direct Connect AAFIEF) o BXRIZE Amazon VPN EZENEZE
B, #21 (Amazon VPC AF1Em) FH VPN £,

FSx for Windows File Server i& X ## H Amazon FSx XMk , MA# 1T ESLFIIRHEIER, T
Al =5 FSx for Windows File Server X HEMNR, BEXEZEL |, 55 (Amazon FSx M 4#F
MXFAFER) -

ME—/VPC. K. = Amazon Web Services X8 i[5 FSx for
Windows File Server X#% 5.

BRI AN B T I8 TR FT < BB VPC, Amazon i 5 Amazon X85 #9 1+ & L6158 FSx for
Windows File Server X R 5, At , BRILAER VPC NEEZES AL RMMK, F£H VPC JNEERER
M RIERE VPC B, —4 VPC AR TTESEBIRI LGRS — 4 VPC H#Y Amazon FSx R4,
Bl VPC B TARKF , Sy TG/ Amazon XI5 , tha] LAt 1T 2K 15 [E],

VPC WEEERTMN VPC 2B MEIERE , BIMIERE , B LUERFAE IPv4 = IP MRS 6 (IPV6 )
Ut FEIXF A VPC 2 BB FRE, BULER VPC WEEERIERE M TE— Amazon K=
Amazon XiFHH VPC, Bx VPC NEEENELEE , 52 (Amazon VPC X EE#ZER) &
AR VPC WEERE?,

HEMXEMEFEAL , BAREREE VPC MAMME, BXER VPC FEMINESEER
FZ 6 (Amazon VPC R#RMx) HREFEERPEMK,

RIE VPC W EEZEHERMMNRERET , BRI RS DNS BRTGIRI X4 RE, B URE
KERHY VPC AR ITE KA —H AT LR E.

M5 8] FSx 29


https://docs.amazonaws.cn/directconnect/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpn-connections.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.amazonaws.cn/vpc/latest/peering/Welcome.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-getting-started.html

Amazon FSx for Windows File Server Windows f 8/

TRHEERFAN  RAARMZATHRXXHFRS

Amazon FSx for Windows File Server 2t X HREHBERE U AXMBZUAHAX, UTETIR
HONEETEHEBEN TEMBEEEBHITBRE, BXZRSHATAM SLA ( RESERHIN ) BWE
B FZ ¥ Amazon FSx FREZEH ML,

(® Note
ZUARNHRGEETE (bR ) KEFTH.

BARARXXHREHEAN Windows RS EBRXRGIMENTRAKX (AZ) AN —AFEBAK. N T
BUMAXXHRE , EASHERT , BE2AHES , UMRPHEZENAAHENZE, Amazon
FSx LiFE G EEHHE  HEIERREMENEMRBAFBINKESHFIRE, EXLEHE
MESHHE , URENXGREEENEF NBRARITITIN X4 REETHE , 2TARKXHFRS
ATFELRS , HEEETE 20 28, WTREATARXXHRE , #MPBBERT , XHERSHRERE
TERE , PIWNBA TS NAHRE  REATENXHFRSENFEERESEHFREL TR
D, BEXHERT , EUUNKRIN R0 FIREXMHFRE,

ZAAXXHRGHIHERNTAX (BETAXMZATAKX ) ¥ Windows X #4RS:RE ATAM
E£HARK , FIA Windows Server K EBEE (WSFC ) BEARFMANTAHAX LW —HFME. BEE
EURAKANRNATAXzERSES . BN TRETAXHE , ZAAXFEEIH —SEATAXEH
BIERRESEAM , HEIEHARERBIZATAXKES TR A RG4S Mt R/ IRS BT HA R 8
AAM. XEETUREFREE , HETRPEHBIESR ZSSEHEN 7 A X R £,

EFRRTHXRIZ TR XAFREAE

ETZUARXHRERFENSTARENFAERE  HNEBNESATRARXGRERATASHEST
g, ETAXKBERAMNANFRIENR, FEENARFERESESNRAETEEFTIMFER
TUREF THEAS , URTAMNRE KRB (RPO ) BREN MM ES TEAFIRITH —HEL
TEBHERG R, EITXANGERSET HITRIARSHEHERT , TAEN RPO FREN M
M THEABRRKITUEAZ TAMERER 20 584 , ERDBBERT , TEZ BRI —RE DR
BEMER,

BREBREN TR RE

TFHRLCE T FSx for Windows File Server X4 RS HBBIE BT IFNINEE

BREETARNZTAXXHREHE 30


https://www.amazonaws.cn/fsx/sla/

Amazon FSx for Windows File Server Windows f 8/

ERE SSD HDD 7% DFS s DFS & il BEX CAH#E
M7k HZE DNS & #5
BAAKX 1 v v 4 v
BAAKX 2 v v v v e
ZA AKX v v Y v v*
@ Note

*BREUNUEETARX 2 XHRE LOIRIFETAHMN (CA) HE | B SQL Server HA &6
B, ENZESTARXHRSE LER CAHE,

FSx for Windows File Server k3B i#H 12

HILATERE , ZUARXARES BN EEXA RS ERRREB R & A HRS =

- ATRARXREFH,
« BIAXMFERS R T A
« BEMHFRSSRETITRINGER

M—EXHRFBRAMEBE S — X4 RS BE , TR XHRS [T RLERENHRE
FIREMBABE R, HEEFNPHRIFTAN , Amazon FSx 2F A MBI ME FHEF NP EIE
MRS, MNEEN RS R RN HERRE A XGRS H[EANEIRS , RAKBEES
30 WATH. REZTAREENAMBIMEBLSETE 30 WHEATHK , #ERBEER
FTRANNHFRSSHETEMERTRRE,

EEN X4 RE#HTRIEIRME IR ERER |, /O AIEELEF , Amazon CloudWatch $E4R I 82
B A Ao

NTZARXXHRSE  IREAMEBNARENRER DB FENRE , W E LR PR E AR
REARBTEENHRSH2EHEL, X TEAEAM IOPS EXN TR , KBEEARFERENR
Yo BATEWIEXHREABB/NENIR K REBX NARFHEIE,

FSx for Windows File Server k%52 31



Amazon FSx for Windows File Server Windows f FER
Windows B Fifm ERARNERB LR

M—EXHRFB[AMEBE S — X4 RS HEN , ORI XE RSB/ BT RLERENHRE
BB BAE R, Bk FNANERAARE , Amazon FSx 2F KM B MEFNEEFM PN ELE
RS B3R, BT XHRLSH DNS BRMRIFTE |, Rt RBEBX Windows NAEFZERAR , XL
MARFLZEF TMENARE XA REMNRE, MIEED RS 2R LR F S E & R X4 R
SREANFHIRS , AREBEERXHE 0 WATH. REZTAREENAMBIMEHLSETE
30 WHREATR , FERBEEERFRNINXHRSEXEMERT2RE,

Linux & P imf KR MEBLR

Linux B IR T ZFET DNS BB AMER, Bt , ERREBHE , eNT2EEEIERAX
RS, EZAARXHREAMBIMETEETFMINNHRSREE , ENRFEHREXHR
SRR

EXAH RS LN R BB

B BRSNS AR HRENELEDRMIZELAREE, HEEAGRENELEE

B} , Amazon FSx £ XAIXH RGN X 4IRS ES. = Amazon FSx B A B B MRS RN |, 21
AXX#HRELBHABNEBIHRSHR. AEXHRELAMBHRERFHHNERSE , Amazon
FSx &R MBI X 4RSS 2R,

&R LAFE Amazon FSx ##&I1& . CLI M APl PSR EH I ERBERNEE, KPZHEHG , BN
NHRGEERMFEBIHI RS RN EIMETNERSR. EREXAXMHRENFTUHREDNE
REREENESEE , BSAEEFLEN,

EAETRAXMZTRAXGFRERR
+ M

tlE2 VPC it , EABBXEFHNAMETAKX (AZ) . TAXERHIRIT A AU RE AT A XN HERN
TRME, #6Z VPC 25 , BAUESNMTRAXHFRM—IHZNFR. FMATHXPRKIA VPC
B—MNFM, BN FRBLATEUT—IMIRARZA , TRREBSAMTHK, tIZ2£ AKX Amazon
FSx XHREH , BFBENZNHREGEEEEN TN, LERENTRRE GBI XHREFHT
AXo

RS TRARNGRENZEEERNFN , 25 ATEEXHRFENEAXERSE. EEFHNH
N F RS T E — Amazon iR A E ] AXH,
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X FTAmazon NARFA , BNBUEAESEEXHRSFERNATARXFEHEF K , UBERRE
IR o

MR G M M g O

MBI Amazon FSx XHRZET , Amazon FSx @B E X B R XBH Amazon Virtual Private
Cloud (VPC ) HfIE — M SN EMEMEE D, ERMKZEOARTFENEFiRS FSx for Windows
File Server X RRBE. ZMEFEORIAREKS VPC W—E8% , BMH#HM N E Amazon FSx B AR
SHEN. ZTARMGAREER N EENEED , SMNUUHRSH . £TARXHRERE—
HMEMEEO,

/A Warning

B BEATIMEBRE L RERIRAVBEMEED, &M BRZMEE O TS 3K
AERIEWN VPC MIXH RS HEVEE,

TFHRLCE T FSx for Windows File Server X4 RS EBEBM M, HHEMEKZOM IP ik &R

N REHBRE FHBHE HEMEEONKE IP ith 11k ¥k
BATAKX 2 1 1 2
BATAKX 1 1 1 1
ZHAK 2 2 4

BIEXHRER , EREBRXHRGE 2 , B IP it FaE .

/A Important
Amazon FSXx A HFMN AR EBRMIBEXHRE , AT XHRE[ LN HEBRN AT,
MERZEM P st ( TMNEBMNIFENAE IP ik ) MRS 4REEMEMERED , Amazon
FSx éqg/ﬁ\ ai&bﬁ%o
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£ Amazon FSx {£{t A&

FSx for Windows File Server 24t 7 ZfhIhge , JHBERBRENARFERNCEHEBRA

(TCO) . L LFEFMER (HDD 5 SSD ) , UM ARFRAMMAEZRNWEY P, &9
DREMFGEREENSETFHAESTFEE , BMEILRAR, ME , B LR EE IR R REBR 4R
S ETTREBE , N TR A,

ES}

- FRNEMHEBREREAMT
« LILTFREAEE

- EEFEABRNKE

FREMNELERFERTFHMT

f&Bh FSx for Windows File Server , &AM Bl E XA REHFM#. SSD IOPS FMIEMEEL, XFERE
BE ROBERURAMMRERNEYAS. i, BAILLER RS (BERIEES ) TEARIBHELRE
HRRENKERME , LTETVENFTHERS, HF , BE—NMF , BULLEREENRIE
HMBREFRHRANELEESL. BHEIES , ATXHRZF[EFHNAFEE LB A, SR AXHF
fR%5 88 L REREFRMEACES HRIBIENHRE. BXREZEL |, S HFSx for Windows File Server
HBEo

BIBXHRGE , BB NEREE, BXELER  BSREEGEREBE. QIBXHRESE ,
AT LARER 3R Y T 7B EY R SSD IOPS, BXEZER , S EE SSD IOPS, &1 ABERT 8N
PRV EHEED , NIRBHHEETHECHEEER. EXEZELE , BSREEEUEN.

VRIZER 2N

AT BN SR 5 R AL B) Amazon FSx (EALIMRA |, T AR,
& A A R EAL (L AR

FSx for Windows File Server 2t M X B 176 — A RZH2F (HDD ) MENESE (SSD) , &
BEEB RN LU R TEARFR, HDD FHENZRIEAREMRIT , SBEER. AP
HELURANBREE RS, SSD T MRS, NERSHBN ITEARMIZIT , SELEE. &
EABTEMENBEINNARRF. BXEZER , B35 EE M Amazon FSx for Windows File
Server Eft.
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{52 F &2 8 TR HE M BROL 1L 77 AR

AREBFEETFEEFELREE  XSEMBEFERS. o, AP XHRZEAUER-X4HZA
B ASNRAPEE. RETARAZETNES WS EINAIRA PRGN ZH X4, &7
DBRAXARGETEESHENRIEREEBEFREE, TEE , EEHERNRRFE —XBE
ENEERD  MNMBFIBLIERSROBE, BXRESHERERURMMA Amazon FSx XH#HR
SRNERESVENRUIENESEE , FSH EEHEN R,

BEEFERABRMIKSE

& T LA Amazon Billing #2 &I E 45 Amazon Cost Explorer EE N4 RENERER , SEE#ESR
B, FHEEH, EONBBEEH, XETEATLEERRNERAER , HiRERERE, XEMEi
MXERTHENS A, FEE , EEFL N XS REREN MG REZANERABR , EFEEBRH
ZRERFNHREHEAETHRENKERE, BXEZEER , HZH (Amazon Biling AF#E®™) #
B E A Amazon RA D BIRE .
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1£ FSx for Windows File Server {4 | Microsoft Active
Directory

L5 FSx 5%k Active Directory &1 , SRIIBE R #ME Windows HR3EE K. Active Directory 2
Microsoft B &R , AT E#HBEXMEZLNKNER , FEERNAF B REANERFNERHIXLE
B, XENKREESERAZER , HlU0XHRSI[UARME R MITENKF,

BIZ Amazon FSx XH RS , B LUFE A ZE Microsoft AD 18] , SURM A F & 4360 LUR X4
MIXHREFE T EES ., RE , BHAF TTLEREE Active Directory FIIE AR 54 B1T# 1T
FH®AUEH5R Amazon FSx X#HRS., AFGEAAERENE 55 REHIX 24 M HRE T

B, BbAh | ERTLUFEAE SXEF SRR X T B W Z 2155 H 5% (ACL ) BEEBE Amazon
FSx , MEZEHTEMER,

Amazon FSx B ZRM T & Amazon FSx 5 Amazon Directory Service for Microsoft Active Directory
M £ Amazon FSX 5 BE1TEEH Microsoft Active Directory £ & AMNEI , FEEALUET Active
Directory £/ FSx for Windows File Server X &%t

(@ Note

Amazon FSx 3 Microsoft Azure Active Directory 18RS , & LU L BRSS I A Microsoft
Azure Active Directory.,

EAXHRSERIES AR Active Directory BLB /S , B REEFHUTEY
- RFAFEILE

« DNS BREE389 IP Hbit

S FEMAK Microsoft AD , BT EEXRHUTEX :

+ DomainName
+ OrganizationalUnitDistinguishedName

 FileSystemAdministratorsGroup

BR , BB ORI EFOXHRS , HEZXHRSR Microsoft Active Directory &R EL &
FHLREMN, BXEZER , BSRES 2 . NZROABHRS.
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® Note
Amazon FSx X #F Active Directory Connector 1 Simple Active Directory,

R BT Active Directory WELERX A EX M S BEEXHREREZ PR , Il FSx for Windows File
Server AIREQHIIB B IR, EFNENXHREMER ATARE , B Amazon FSx BHI A RIEEE
HIXE R , &L Amazon FSx API SiZ2Fl A A StartMisconfiguredStateRecovery s
T, BXEZEE , BHRAXARGA TERES TR,

F
« f¥ Amazon FSx 5 Amazon Directory Service for Microsoft Active Directory

¥ Amazon FSX 5 HTEEHR Microsoft Active Directory & 55 F

£ Amazon FSx 5 Amazon Directory Service for Microsoft Active
Directory

Amazon Directory Service for Microsoft Active Directory (Amazon Managed Microsoft AD) £ =H 121
EE2RE. SETAMSERR Active Directory B . B LAE TEAFIBEBHE XL Active Directory
B %,

MR K AL FEH Amazon Managed Microsoft AD B2 B4 Mik% | RATEUENFEM Amazon FSx
XHREEER, Amazon Managed Microsoft ADEN X ## , 843K B A Amazon FSxBI 4R R
AR R, Amazon Managed Microsoft AD Amazon A EiXHIMRFWILE, k. SHAME. IF
M, ZEUNTERER , FEEBT ITAERMBREB SN IERR,

E £ Amazon Managed Microsoft AD & B AL S FSx , LA AEAT S FSx 24 &. F#
#| & F A Windows File Server X4 Z & 0122 %K) FSx B , I Windows &K FE %2 T Amazon ik
BIEE Active D irectory, AR EFANISERE R, EXEZEE , BSRAIE 1 Q1B H
5%,

B AL TTRERTE BITE M Active Directory 38 ( At =im ) LEERSHMRE. WRE , BN
FHEW Amazon FSx XHREEEMA T BN BITEER Active Directory HH, BXEZER , &
SR Amazon FSX 5 B1TEEH Microsoft Active Directory &

A BRI RERENNEREMEEER RS, EHERS | BALLEENER ( 3EEN
Amazon FSx X R4 ) RERSEWA P PTEN R Active Directory #H,
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/A Important
NFREAUAKX 2 MAAEZA AR XHRS | Active Directory & BB 47 NEHF

BX X So R SR A

R/ NA Amazon #E3EE Active Directory 13#9 Windows File Server X R4 H) FSx 2 #l , B
RECLKVWEHRETUTHEEE -

« XF VPC 24 , ATHEMNEIA Amazon VPC BIERIAR S HERMEIEH & P XHRE, FH
REEHFOE FSx XHERSEHNFRHZEAM VPC M4 ACL EinO L AWAE FTEFTRA EAR

=
o

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135, 389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDP Ports 88,123, 389, 464
S
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
~
i -~
AY DNS server
FS/'{Q E
' TCP Ports 445 C\l
< L
< |
. H —
FSx for Windows SVIB chient
TCP Ports 5985

N

=

Administrator

TRBET SN RANER,
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7138 v =
&
TCP 5985 WinRI

BE S gD
5 =2 ©
o -
™~ —

i

TCP 9389

gl

TCP 49152 - 65535 RPC

/A Important
BRUAX 2 MAEZAARXAFRSGHEHFEAY TCP iw0 9389 LAY HERE.
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@ Note
MBEMEFHE VPC W& ACL , MESF A UFFASH O (49152-65535 ) L HIERE,

o MRBEFIEH Amazon FSx NHRGEREEIH M VPC IKF FIEE M Amazon icrosoft Active
Directory , HH#RiZ VPC SEEEHF QB HREHNIT SE VPC 2 RANERE, BEXEZEER
BSREREM VPC S Amazon Managed Microsoft AD #14 F| Amazon FSx.

/A Important
B8R Amazon VPC Z2AERNEXKEMEZREMN S MITHiRD , EXZE VPC MLk ACL
ERN@TFimHo

5 Amazon FSx & I0E T EWF 5 Active Directory 1Z12 %85 2 B fYE 2,
FRARENBEEER

R AR Amazon Managed Microsoft AD ®iE, ARG , BRI AEESIZ2E Amazon
Managed Microsoft AD H I B B1TEEM Active Directory B2 RIRB I B2 mHEEXR. WF
Amazon FSx H#) Windows &G RIE , EREFZLE@MEE , B Amazon HEMEEL BEM,

BN REEAEEMNA® | ™ Amazon Directory Service EEFHNINEETEHN AR, KK
WEORIEERIAEEES AL @ER , AFRLEFHNKFRERENSFRENERETEHAR
iE, EXMERT , Amazon FSx NERENFHITRE, AE , TENEHSN S HRIEEREEESE
By 4l 35

Mz Active Directory Bt &

1£8]2 Amazon FSx XHREZHT , RATEBUVUEEF Amazon FSx MW T EIF S Active
Directory B2 FIgF 2 BINERE, BXEZFEE , BZHKIULS Active Directory 1312 #l88 HVE #,

L REEFSEA T Windows File Server B9 FSx B Amazon Directory Service for Microsoft Active
Directory , A TH#X BRI LA IRIZALASED

« {Amazon Directory Service EI¥E$E®) Amazon FHY “Directory Service 24t 4”
« £ {AmazonAmazon Directory Service BIE{gm) HAIBENIEEEHE H
{Amazon Directory Service BEEgm) FHARBIREEXR,
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« EH 1 ANRREH

EFRRBEH VPC K Amazon Managed Microsoft AD #1 £ Amazon FSx

IEAILAE R VPC M EEEFER T Windows File Server X# X £ #9 FSx A E| Amazon Managed
Microsoft AD & — A E VPC FH B &, & AR Amazon Managed Microsoft AD B F
ERENXHREMAZRE Amazon K THY B .

FENXHEREMAEAM VPC AN THERESIEUTLSER : Amazon Managed Microsoft AD

1. REEHMKZIRIR,
2. HEEME F,

3. MEMNXHREMALZR .

BAXEZELR | 5219 (Amazon Directory Service EIEIER) RHHELZH F,

EiRBENMERE | B LUEH Amazon Transit Gateway 3% Amazon VPC #6812 VPC X & iEE,
A BREFE N VPC 2B A TFNERE,

REMXEMEFREHPL , BAREREE VPC MAMME, BXEM VPC FHMINESEESR |
EFZH (Amazon VPC R¥MXIER) REVFTIEER P HEMX,

VPC W& EERFN VPC 2BINMEERE, £HIERE , REBEATH Internet AR 4 (IPv4 )
= Internet tHIARZS 6 (IPv6 ) #tisit , EENZBIRARE. BALUAERA VPC Xt FEERF — Amazon
XM= X152 B Amazon B VPC, B VPC NEMEZFER , HZH (Amazon VPC XN &EiE

) P ALR VPCHE?,

FXHREMABEXHREKF TEH Amazon Managed Microsoft AD B XA |, BB S — N ER
S, MEFESHMIKF HZ/RM Microsoft 5E31 B . Ft , IRATLER Amazon & Microsoft
Active Directory WE RHEThaE, ETHREZEL , 12 (Amazon Directory Service B 1§

M) PHHEEEXR,

RUF 5 Active Directory IE1% &l 23 1Y % #2

EBIZEE A Active Directory B9 FSx for Windows File Server X R Zi 2 81 , A Amazon FSx

Active Directory Iif T E3RIE 5 Active Directory 132 BIfVERE, TiLIRRTEILE Microsoft Active
Directory F{# & F Windows File Server Amazon #J FSx , X2 A BREEM Active Directory
& , RER AT SAEAIX AN, EiRFIRR M 45 EEN 1 (test-fsXADControllerConnection) T4 X¥ 15 #

Amazon Managed Microsoft AD ZERRE# VPC =Rk = £ F 44
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https://docs.amazonaws.cn/vpc/latest/tgw/tgw-getting-started.html
https://docs.amazonaws.cn/vpc/latest/peering/Welcome.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html

Amazon FSx for Windows File Server Windows f 8/

MENEEFRZTEENZERRE, HRk , MEALNEEX BB ENSIRGERETRNEERR
iIEO

IUF S Active Directory {2 #2859 E $2

1. ER—NFWF , Bz1—/NEEHEE Amazon VPC 2 4H HEEFHE AT FSx for Windows File
Server X R 49 Amazon EC2 Windows £fil, XN TFZaAXIPBRA  FEHAHIEFTIXHR
NI,

2. ¥ EC2 Windows KfIiNA Active Directory BXEZEE. , i (Amazon Directory Service
EEIER) PRFI A Windows £,

3. EZEIEW EC2EHl, BEXREZEER |, BSHE GEAT Windows EHI# Amazon EC2 AF 18
By PFREREZ] Windows SE41,

4. 7£ EC2 345 E3TFF Windows PowerShell B0 ( FRAUEER B0E1T ) -

EN[RREZET Windows FiEE PowerShell B9 Active Directory #&3R | FEFERAUTUIRG S,

PS C:\> Import-Module ActiveDirectory

MR E-BREEEER  BEAATHSHITRE.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

5. ERAUTHTTRMERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FEAUTHS T zip X
PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

7. ¥¥ AmazonFSxADValidation R FMNE| L1 & 1E

PS C:\> Import-Module .\AmazonFSxADValidation

8. 1i8E& Active Directory 1S322 4128 IP #pt M , RAEFRAUTHEESITEENIR :

IF 5 Active Directory 1512 & 23 #9542 45
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9.

$ADControllerIp = '10.0.75.243'
$Result = Test-FSxADControllerConnection -ADControllerIp $ADControllerIp

U ROIFFRAKR R E S 4 R EEN IR S5 .

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos

authentication}, @{Port=123; Resul...
Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description
88 Listening Kerberos authentication
135 Listening DCE / EPMAP (End Point Mapper)
389 Listening Lightweight Directory Access Protocol (LDAP)
445 Listening Directory Services SMB file sharing
464 Listening Kerberos Change/Set password
636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog
3269 Listening Microsoft Global Catalog over SSL
9389 Listening Microsoft AD DS Web Services, PowerShell

BT RBIFRAETMRARIRERMBIE R,

PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -

ADControllerIp $ADControllerIp

WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory
controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-

manage-prereqs

I IF 5 Active Directory 1512 & 23 #95%E 42
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PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389
Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx

£ Amazon FSX 5B 1TEEM Microsoft Active Directory && &£

W RIEHA LI AR B =i B T EEM Active Directory F BB B FIEE , NETLUFER Amazon
FSx XHRSEZMANEN BEEEN Active Directory 18, E4F Amazon FSx 52 14 Ei £
Amazon Managed Microsoft AD , A LA S % FSx 2 Hl A, 1ERH A P EIEFH FSx for
Windows File Server X R4t |, 5% Windows &3 1IE T B TEEH Microsoft Active
Directory,  E{TEE/ Active Directory IR TFMES

- BTEENERNTEREES

(@ Note
HETEER A EFRZI ( SLD ) #. Amazon FSx B 817 SLD i,

fEF B1TEEM Active Directory 47
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® Note
FHFEAAKX 2 MZAAXXHRS , Active Directory B8 R 47 NFEHF

- 15AY DNS RSS2V IP ik

DNS BR%588 IP #biik, Active Directory 13225 IP it M ZF i M ELITUE R AT ER ¢

T 2020 £ 12 A 17 B AR XAHRE  XNT 2020 £ 12 A 17 B2 ERIBHXHRE

IP it ARAE RFC 1918 FAF IP kS |P ot o] A FESEE A , B TERER
R AN

- 10.0.0.0/8 « 5 Amazon Web Services #£1% Amazon i
. 172.16.0.0/12 XIHERY IP habHIRAY IP ik, BXRit

X% %8 Amazon B R IP #hit 5|k | &
2% Amazon IP bt SEE .

« LA CIDR 3RSEE AR IP #bit - 198.19
.0.0/16

+ 192.168.0.0/16

® Note
&8 Active Directory IHiZFHIZS A M E T EM

- Active Directory HHFRESIKFHAF A MR |, #t Amazon FSx AT RXH4REMAER Active
Directory 13/

« (AR ) BRERXGREMARPEFNALREN (OU)

. (T ) BEEREN , FENTARENTERIRENRA, 10, HEETUEE Windows X
HHZ, EBEXHRERIXHR EWIHEEGIIR (ACL) ., RESHMXE4RAFIENSE, MRE
RIBELLA , Amazon FSx 2BRINF L IRINZE R4 Active Directory ISR VIS EE G 41,

® Note

IR LAV 15 4A B #R1E Active Directory AR —H. EUTHERT , &EATF Windows
File Server B FSx A& BIEHA :

A BTEEM Active Directory 48
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s MREELFE—NBNREENEA
- MBIERIEERH , HEEH Active Directory FEFER N “BEER” WEA,

BXEZER , HSFRN Amazon FSx XH RS MA R BT EER Microsoft Active Directory 1.

/A Important
REHEHEA Microsoft DNS ER ERIA DNS ARSSES , Amazon FSx F &3F M X 4R 48 DNS
1%, MREBFEANRE=HDNS , IIFEECEXHREFFIRE Amazon FSx XH R
289 DNS &8,

LHIBNHREEZEMA BITEER Active Directory B , &8 FSx for Windows File Server 51217
BAPMIERR ( BRIANEXHRSES ) TR —/ Active Directory # ( @13, AR MITENH
Active Directory BLEE RV TRZREE A 2R ) fMRE— Active Directory i,

F

® Note

BRI LU RN RIR ( BIEEK Amazon FSx X RS ) BERSAFMEMS FFE Active
Directory #k/h, JiItt |, HNFEBHWXHFRSE I AIEE Active Directory , HEZESIZER Amazon
& Active Directory MZIMEH B1T Amazon EEH Active Directory Z [B 2 I # [ ME K
Ro

il
£ B 1T EE M Microsoft Active Directory B R &4
¥ FSx for Windows File Server X5 4 ilA B T # Microsoft Active Directory i) S £ 388

I8iF Active Directory Bt &

£ Amazon FSx X#R S A FI B1TE M Microsoft Active Directory 33
SREVA T DNS WIEHR X RS IP it

FiH B TEEMN Active Directory Bit &

fEFR B1TEEM Active Directory
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£ B1TEEH Microsoft Active Directory B o R4

ERIZ A B1TEE/ Microsoft Active Directory 1Zi#J Amazon FSx X RS2 8l , TEBUT LR
&,

ES]

o B E

- MEEE

« RS/ RR

2N 3 g 1B

BREE — A E A B TEEM Microsoft Active Directory , A BAIEE F 1A Amazon FSx X4

RE, BHIA M Active Directory NEBLUTHE :

- & Active Directory Z 2 Hl25#V1Z Zh8E A B9 Windows Server 2008 R2 = & & iR 2o

- DNS ARS8 IP ik Active Directory 2 HI85 IP bt I AR , E4ABURT XH RS/ 228t
8] :

FF 2020 £ 12 B 17 B2 il SHRSE T 2020 F£12 B 17 B2 G RIENHRE

|P #tb it AJFE RFC 1918 FAKE IP et SE E \P b 31k AT LMY FAEATSEE A , B TERER
A - g\

+ 10.0.0.0/8 « 5 Amazon Web Services 7£1% Amazon it
. 172.16.0.0/12 XIHERY IP ik IRAY IP ik, BXiRit

XX %28 Amazon EH IP #hut 5|k | iF
2% Amazon IP #3t3EE .

« LA CIDR 3RSEEIARY IP #biik : 198.19
.0.0/16

+ 192.168.0.0/16

MRAEFEZMFEAIEFLE IP b SBE A 2020 F 12 A 17 B2 a1 # FSx for Windows File
Server XHRE , WAINABEMENHRENERREUBFTNNHERE. BXEZSELR , BSHAE
A&,

- JEBHRZIE (SLD ) XM E A . Amazon FSx A3 SLD 15,

s NTEAAKX 2 MIMEZTHAXXHRS |, Active Directory 188 T~ BB 47 NFHF

B{TEEM Active Directory B 5o R
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« MRMHEETE X Active Directory ¥R , N AFE Active Directory 35 2 I TE L 5 Amazon FSx X# R
SRERW) VPC I FM , B VPC R FREEH il R P F M Z B R FEF R,

o IRTTREEE [Py AEERAN | LA fYF Active Directory 132 #1855 Amazon FSx Z[E#Y ICMP i

=,

M 4 B iE

BREEZUTHREE

 RAELBEEHDOEHRZN Amazon VPC 5EBTEEM Active Directory 2 Rt BiE#E, &
Al LA Amazon Direct Connect, . Amazon VPN VPC X & B %=, Amazon Transit Gatewayk
REEE,

« XF VPC £&4 , BTEMNIIA Amazon VPC BIRRIAR £ HLTURNINEIEH & R X4 RS, T

RETEHDPOE FSx XHRENFMHEL2AM VPC M4 ACL #is O L AWE FTEMRAG @R

=
==N

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88,135, 389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDP Ports 88,123,389, 464
Active Directory
TCP Ports 53 domain controller

UDPPorts 53 |%|

N : server
FS/(Q E

TCP Ports 445 |

._

SMB client

TCP Ports 5985 @
e

i 4@

Administrator

FSx for Windows

N

TREETENMRANER,
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Windows P #5

il
TCP/UDP
TCP/UDP
TCP/UDP
TCP/UDP
UDP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

TCP

/A Important
BRUAX 2 MSAARXXHR

® Note

iy ]
53
88
464
389
123
135
445
636
3268
3269
5985

9389

yz:f=:)

1% %4 ( DNS )

Kerberos & £33 1iE

B H/RERG

25 B F5EHMYL ( LDAP )

P& B MY ( NTP )

SRR I BIRE/ b S BESE ( DCE/EPMAP )
H%R% SMB XHHE

EF TLS/SSL tiRHE B Zi5EMHIL ( LDAPS )
Microsoft £ & B 3

BT SSL M Microsoft £ /& B %

WinRM 2.0 ( Microsoft Windows T2 &2 )

ERsESI B % DS Web RS , PowerShell

49152 - 65535 RPC A9 i B i O

SERBAFEE RV TCP w0 9389 LW HIERE.

MESERALZ VPC M ACL , MESMAFEHAHO (49152-65535 ) FHIHIIERE.
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. BRIXEREAN BESKIERTEA Active Directory 3H32 4125, DNS IRE25. FSx B iwHM
FSx EEAMB K& L,

/A Important

B Amazon VPC Z£HERNELXENEZREN S LITHIKO , {BRKZE Windows Bs A i
M VPC M4 ACL ERNETH ik D,

EZATXHREMA BITEEMN Active Directory Z 81 , I H Amazon FSx Active Directory ¥1iF
TEMRXEREIZE,

AR S5 K P X BR

R IBTE BT E M Microsoft Active Directory F18 —MREKF |, ZIKF EEFITENMAZENE
IR, ARSS K 2 B TEER Microsoft Active Directory FEI— MR K | ZMK P DM E RE LA

%o

BEKFEDREEEEMAXHREHN OU FIREBUTHR :

- BEBEEZD

o« BEWSIRFIKF IREUAN B A KR

- BIFE A DNS EHE/BED

- RIEBEARS EHBNEED

- BB ( 2EIR ) RIEMMBERITENNR
« RIFEIMAMBEAKS,RHIRIBED

.« BEBEUNR

XERRARFITENY RIMAZIEM Active Directory ELEEBEZW —ANR, AXEZELR
BSRAFEBNEIR  HEZREFNIFEER AP HSEITENMA SR G SF0T |, HRIFIEL N
Microsoft Windows Server 344,

ETHEAEXUBESIBNRNBRSKFNESZER , 58 0 Amazon FSx fRE K - ZRR
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® Note

Amazon FSx £ Amazon FSx X RSN BN Em AP BEEER —NE R RS K

o Amazon FSx A TEEB ELBEEXNHFREHNTEEEABUHEREMEFHMA Active
Directory i 1ES , 0 E #k I B FER XH AR5 28 1840 Windows Server i, £
Amazon FSx BEFT & Active Directory Bt & , @ERFZKFAEIE. ET7HNMARE , TS
24 Amazon FSx ¥4 Active Directory Bt & THIE o

@ Note

Amazon FSx FEEE#Z &R Active Directory SRERIFTE R FIES. MREE S NMFIEH

7, FERARMMEESZEFFEHE LRER , ABRARX KRS K AT A E A E R EB 2L E S
FrESREIES. BT LAER Amazon FSx Active Directory 3iF T ERUF#RAY Active Directory
BE , SENHSMNREFBFNEE. ERFIFZTDEENFRFB[OHE | B 7 SIEARH I
2|88 Amazon Managed Microsoft AD 2 BRI FEXR. BEXRESZER , BEHERAR
B REEL,

WRIXEMRE — X FEH Amazon FSx for Windows File Server , &M EFBZHNEBEF XGRS, B

/A Important
BIBNHRSE , H2%3 Amazon FSx £ OU FRIZMITEN N R, XHMESBENXH
REEBEHEIR.

$F FSx for Windows File Server X Z & A B1TEER Microsoft Active
Directory 13 #Y & {£ <&

FATEWIE R Amazon FSx for Windows File Server XHZ M A BITEE M Microsoft Active
Directory B SE#E LA T S SRR

@ Amazon FSx RS TK F &R BR

FHSF BN Amazon FSx RFIKFEE L EZRNRIEMR, AL, FELRENV (OU ) EEABEIRFI R R
2 EFF .
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ENF Amazon FSx MHRSMAZNE |, FRARSKFEEZRONE, SEEBREANKAEETRE
BHRITHESHNR. B2 , EFARESXRER , BFEANXEESRESHHRERITHNEANRSK, . AT
2E RN T WA N Amazon FSx X REFMENNREREEREH T,

FEE AR BFAB%% Active Directory AP FMitE#H MMC BB £ i it EN LT HERE,
NIRS K S HEFA 5 B AR

1. TRIELL Active Directory BIHEEE R 5 HEF,
2. $TFF Active Directory User and Computers MMC B2 # 7T,
3. f#f delegate control £EMNIR :

- EESERT , BT R

- REFNFLEBRHOUMETX (ARET ) RE , RABREEIREH,
- EEFIZEREOSREL , ZET—F,

« JERFARI, AIER Amazon FSx RS IKFREFABW , RERET—F,

« 7£ Tasks to Delegate (EZRHES) WHE L , 4% Create a custom task to delegate (G2 E
EMBBEXES) , AFERE Next (F—2H).

c BERIARFHUTHR , REBFH MR,
¢ BRSO RAMB LR FHBENR. REEET—5.
- FERRS |, FREU TS ;
. EERH
- RBAMB AN R
- ERIEEA DNS £HA
. BREBARSEHEH
. BET—% , REBEEK.
4. ERABRDESRRR -
 NEBRGBESE  HBRESARRDE (NREATRHE  USBLEF— XD
).
. EESERT  BFATA,
. BEFTFEESUN OU M LTINS (HRES ) , ARLBMI,
+ £ OU BHEMHF , BERLETF,
o 2 i 2 T P Y B 5
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s ENEFETEL , EREFETE , REH ALK Amazon FSx BRE K SKBANE . T
‘BATF”, &8 “BFRITEVNNR, HRMARIEETUTR :

« SR
- BIZUTENNR
o BIERITENXNR
- BENA , RAREEEE
5. <F Active Directory User and Computers MMC B2 # jt,

/A Important

BIBNHREE , B2%3) Amazon FSx 7 OU FRIZMITENXN R, XHEMESBEN X4
REBBHEIR. WREERAMBRSKSEFXMHRES | FERRFTRS KO 54 RGEREKD
HAENNRERTELEFINR,

£ Amazon FSx #{® Active Directory i & 7~ K 5 ¥t

N T HBBER Amazon FSx XHRSEEFHL, THMBNATAY  BEEXRBTEEN Active
Directory 1% ErFEAT E# X4 RS/ BITEER Active Directory BLi& .

flan , BRIRERY Active Directory FRAETHEINZBEER, EXMERT , FEBBEERIL
ENfEA Amazon FSx BHTARS MK 28, Akt , EEALS# FSx #2Hl&. WE# FSx API =,
Amazon CLIE# , IR & Active Directory $HH) DNS fRS528 IP thut R £ , BEERREF L
BN Amazon FSx B #T DNS AR5528 IP bk, R# , A Amazon FSx . API 5% CLI #1TZ R E,

F# Amazon FSx XH R LK BITEEM Active Directory BLER , ERNAEHE , XMHFREHNRSS
MNATRAYRAEEEN. RIERSREENAEREURETA - FEE , ENAEFE/ L2 #EtE
FTEETHK. BREZEER , BSREHBITEEM Active Directory BLiE,

MR BITEERM Active Directory EEHREH G HIEE , MXHRERS LR AN B REE, FIR
AT, #2EE, AP CLI N XHREHAZLE REREENBUNEERERE, XRENBWUNEER
MR, ERIEXHREHNRERERAZTNTA,

BETHRAXFETREFENBITEERN Active Directory fHIREBERBMNEZELR , HSEXH RS
FEELHRRS.
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EAZEARS VPC ANRE

ERFEMLES (VPC ) NNMERE , BAILIE VPC RREKRENREN, RE < , ERLF
RRREAFTENRENR. Hlt , FEAZSEARN, ETRESER , $FMHAmazon VPC £
il

NXHREHMEZEO R LHER2AMN

AREELEM , BZEFERAHGRENNRKREELZSH, XEANMNATFHERERCDBTEEN
Active Directory iﬁﬁ?’“%]%%j?ﬂjzzéﬁﬂmﬁﬁo Ttz eHNA ﬂ:'%"‘E’J Amazon FSx X4 R G iy54
MMEZEOXBKN VPC, ETHESZEER , BSHFEH Amazon VPC #1TXH RS RIEF,

¥ iE Active Directory i &

EBIZEE A Active Directory B9 FSx for Windows File Server X RSE 271 , RIBIEER
Amazon FSx Active Directory 3if T ERIIF Active Directory BLiE., B E , BIIRIE Active
Directory Bit & 5 E 1 ¥h B Bk WiE %,

I8iF Active Directory EiiE

1. EER—NMNFFH | B5i—1"EHGHHE Amazon VPC Z2 4 BIEEFE A F FSx for Windows
File Server X & £i#9 Amazon EC2 Windows 3£, #{REH EC2 LI EBFEM
AmazonEC2ReadOnlyAccess IAM X PR, &A1 EAERA IAM policy simulator 3iE EC2 Kl A&
MR, BEXEZEE , H5H (IAM AFiEmE) FHEEA IAM policy simulator jili 1AM policy.

2. ¥ EC2 Windows EfIiNA Active Directory BEXEZEE. , 2 (Amazon Directory Service
EEERE) PHFIMA Windows 3EHl,

3. EZEIEW EC2EHl, BEXEZEER |, BSHE GEAT Windows EHI# Amazon EC2 AF 18
) FHIEREE Windows L4,

4. 1£ EC2 345 E3TFF Windows PowerShell BA ( FAUEER BMHETT ) o

EN[RREZET Windows FiEE PowerShell B9 Active Directory #3R | FFEALUL TR,

PS C:\> Import-Module ActiveDirectory

MR E-BREEEER  FEAATRSHITRE.
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PS C:\> Install-WindowsFeature RSAT-AD-PowexrShell

5. ERAUTHTTRMERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FRAUTHSTHE zip X#.

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

7. I AmazonFSxADValidation #EHRFINEY FI&1E,

PS C:\> Import-Module .\AmazonFSxADValidation
8. BEBEMAUTHERRELENSH

« Active Directory % ( DOMAINNAME . COM )
o FRUTEINZ—NRSKFFLESR $Credential K,
s EUREFRERZIENR , BEAUTHT,

$Credential = Get-Credential

- ZfF A Amazon Secrets Manager BREREIUENR , BEAUTHS,

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString
$Secret.Password -AsPlainText -Force)))

- DNS FR$528 IP #hit ( IP_ADDRESS_1. IP_ADDRESS_2)

o BITRIFEHFBIE Amazon FSx XHREH FMEYFM™ ID ( SUBNET_1. SUBNET_2 , #ila0
subnet-04431191671ac0d19) .

PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'
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# IP v4 addresses of DNS servers
DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2')

# Subnet IDs for Amazon FSx file server(s)
SubnetIds = @('SUBNET_1', 'SUBNET_2')

Credential = $Credential

9. (Wit) EZTRILT & 28 DomainControllersMaxCount , 32 BB BEMfREADME . md 344 H #4915 BF
REBHASN, ZREE R AHE RS KSR,

(® Note

WMRBERSEIEHIE |, N Domain Admins AMEBHELEMAE. Bl , ZEEEE
OS A # e E N Administrateurs du domaine., MIRAKIEEME , NFEHERIA
Domain Admins A& , BXHRE6IE KW,

10. EALGHETRIETE,

PS C:\> $Result = Test-FSxADConfiguration @FSxADValidationArgs

1. AT RAZN R4 RAY R B,

Test 1 - Validate EC2 Subnets ...
Test 17 - Validate 'Delete Computer Objects' permission ...
Test computer object amznfsxtestd53f deleted!

SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be
used directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0

UTRMNAERBIRN RO,
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Test 1 - Validate EC2 Subnets ...
Test 7 - Validate that provided EC2 Subnets belong to a single AD Site ...

Name DistinguishedName
Site

10.0.0.0/19 CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=1local CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=Default-First-Site-Name,C...

10.0.64.0/19 C(CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-
Site-Name,CN=Sites,CN=Configuration,DC=te

st-ad,DC=local

Best match for EC2 subnet subnet-04431191671ac@dl9 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=local

WARNING: EC2 subnets subnet-092f4cacab9e360e7 subnet-04431191671ac@d1l9 matched to
different AD sites! Make sure they

are in a single AD site.

9 of 16 tests skipped.
FAILURE - Tests failed. Please see error details below:

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4cacab9e360e7}

Please address all errors and warnings above prior to re-running validation to
confirm fix.

PS C:\AmazonFSxADValidation> $Result.Failures.Count

1

PS C:\AmazonFSxADValidation> $Result.Failures

Name Value
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SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

PS C:\AmazonFSxADValidation> $Result.Warnings.Count
0

MRLHEZITRIMETEMBRIFESEIER , FSHRIUETES ( TROUBLESHOOTING.md ) A
Amazon FSx [B@#iE REEMN (HEHERRE) -

£ Amazon FSx X REMA R B 1TEER Microsoft Active Directory 13

HIRQIBHTHY FSx for Windows File Server X R 48t , A LAELE Microsoft Active Directory &
R, EEIMAZBTEER Microsoft Active Directory 3. It , &N EH Microsoft Active Directory
REUTER :

« ZK#h Microsoft Active Directory B M2 REEH B,

(® Note
Amazon FSx B BI R ZF 8 #r&1HE (SLD )

- 15 DNS BRSTERAY IP Mk,

- ZKith Microsoft Active Directory 33 BV IR S5k F £ 1. Amazon FSx ERIXLEMMAZRBITEEN
Active Directory,

HE , BHALEEATAR

- BFHE Amazon FSx XHREMARNBRWIFEHLR LM (OU ) .
o ARRARTF Amazon FSx X R A EEN RV EA R B Fro

(® Note

R A E4H B FRTE Active Directory RARME—M, EUTERT , &HA T Windows
File Server B FSx A& B2 E4A :

- MRBAXFE—NBNREENEHA
- MRBRIBEZHM , ALK Active Directory FEFHER N “BEER” NWEAH,
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EEREEREERE , Amazon FSx 2 AZRENRS K FENH XHREMAERBTEEN Active
Directory 13,

/A Important

RAELHEEMAR Active Directory 3£ Microsoft DNS 4E8 BR1A DNS B , Amazon FSx =
LM RLH DNS ik, MREFERANIE=5DNS , UREZVNEXHRERFFIR
iE Amazon FSx X# R4 DNS &B., BXRNNHRGEZRER IP W ESELR , 5
F3RERA T DNS KV IE#EHY AR SE IP ik,

TTURBIRY AR T

HRIEC K & Amazon FSX 5 B1TE ¥/ Microsoft Active Directory & FiFRM FHBIT
EIEH Microsoft Active Directory B )R %4

BB —MEZBITEEM Active Directory ( #HlA& ) B FSx for Windows File Server X R4t

1.

2
3.
4

BN AT MUt 3TH Amazon FSx %A : https://console.aws.amazon.com/fsx/.
EEHERLE , ERUIBRXHFREUBRHINHRGECERS,
1%£$F FSx for Windows File Server , RE%EBET—F, ERAIEBENXHRETTHE,

NI TR BT, TR ALER 256 4 Unicode T/, ZHRABTURBHRTE : +-=.
o

WFEHBE  FRAXGRENEEEE , LGB hEf, NMBEEERANR SSD 176 , FHA
32 -65,536 SLEINWEEE., MREFEANE HDD & , B A 2,000 — 65,536 SEE N E
ZEY, tIBXHRERE , BULBREEERMNENEREE, EXELELE  FSREEERS
B,

REFHEDRENRIANZE. FHEIREEXHREN X RF [ IUSERATIENRE
E. BUNEHENREETREENEHEE, NREFENFUHENBIBWELLESD |, Tk
BRIEEEHEESN , AREE—ME. BXREZEE , S HFSx for Windows File Server M8

BIEXARER  BAULUREZERMMERERE L. BXESEE , FEREERFMHEN,

ERESNHARERRKN VPCo ERANEIF |, HEEFESER Amazon Directory Service B 3F
F Amazon EC2 =2 4I#ERE# VPC,

NARAXNFMERESE.
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9. XFVPCZ2£4A , BTEMNEIA Amazon VPC NERIAZ £ H ERMBZFI & P HRS. F
BAREEHPOE FSx XHERSGEN FRNNZ2AM VPC ME ACL Ein D LA E TEMRA M

=1
Elg;ﬁ:io

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135,389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDPPorts 88,123,389, 464
.

Active Directory
TCP Ports 53 domain controller
UDP Ports 53
Y
1 -~
N, : DNS server
FS/(Q E
TCP Ports 445
rd L
-
FSx for Windows SVIB dient
TCP Ports 5985

=5

Administrator

TRBE TS MNRANER,
7134 iwA

TCP/UDP 53 1

TCP/UDP 88 Kerbe

W

ik
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Windows P #5

il v
TCP/UDP 464
TCP/UDP 389
UDP 123
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I iwa

B B

TCP 135

SR TRE N

5/

Uy

PANY

5t

( DC
EPM/

TCP 445

= oA I

SMB

ot S F
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Windows P #5

73 ¥ 0
TCP 636
TCP 3268
TCP 3269
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7138 v =
&
TCP 5985 WinRI

BE S gD
5 =2 ©
o -
™~ —

i

TCP 9389

T 111 R U N

TCP 49152 - 65535 RPC

/A Important
BRUAX 2 MAEZAARXAFRSGHEHFZEAY TCP iw0 9389 LAY HGRE.
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® Note
MRIEFERNR VPC W& ACL , MESF A WFFAEO (49152-65535 ) LK H R

o

feim

- RFFERERESEBTEERN Microsoft Active Directory 15i#Y DNS AR SS 85 #1335 41 25 < Bx
B IP kB LM, BREZELR , S Microsoft x T3 Active Directory BEELE L A
OB ER

- BRIXEREANBESKIERTEA Active Directory 3H32 4125, DNS IR E5. FSx B iwHM
FSx B A KB N L,

® Note

MRIEBE YU Active Directory W |, IRATMIGIRIE Active Directory hRHAEN T E
Amazon FSx X# R4 XxEH VPC A ¥R , B VPC R FREEHEMIL S PR FMZ
B REEHR, &R LAEH Active Directory Sites and Services MMC BB 2 TEFEMNE
BUX LGB,

/A Important

B A Amazon VPC Z2LABRNELARBRNEREN FRITHI®AO , B ARKZEH Windows B
NIEF VPC M4E ACL ERIW@ITF ik O,

10. XF Windows H#BRIE , &% BTEEM Microsoft Active Directory.
11. %A B{TEE/ Microsoft Active Directory B &M £ REFH B E,

® Note
BETRERALHRZE (SLD ) 83, Amazon FSx B &I~ #F SLD i,
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12.

13.

14.

15.

16.
17.

/A Important
WNFeaoAKX 2 MArEZTHRXXHRE | Active Directory B& A BB 47 M=2F.

A B{TEEM Microsoft Active Directory B FHIH L% E,

@® Note
BRIEEENRES K S NN RERABERAIEEN OU , REMBEKRIEE , MEF
BRI OU,

£ B1TEEH Microsoft Active Directory B 3%# DNS RS5E5 IP it EDBW A —ME ( FiES
AN ) o

EBITEEMN Active Directory i3 EWK P RS IK A AR BEHRAA—NF/RFRE |, Hl
ServiceAcct. Amazon FSx £/ Ltk A & A &K Microsoft Active Directory 5.

/A Important
WMARSKFAFERN , BOEEWEIE (corp. com\ServiceAcct ) EESR
( ServiceAcctecorp.com) o
wMARSKFAFA (CN=ServiceAcct,OU=example,DC=corp,DC=com) & , EZ
ERATZ#EEM (DN) o

EBITEEM Active Directory 15 K = RS Ik~ Z 1B i A —ME. Amazon FSx fEALE
BN A SR Microsoft Active Directory 1o

W INERD P E R A BB LTI

WFERNXHERSEERRA |, BEE Domain Admins ARBENE RN XHREEERA
(WRECE ), BEENEANEFEENXHRELNITERESHNEZEREN. URETR
8 , Amazon FSx fF#E A K& Domain Admins A, i&IE , Amazon FSx FXEHEHNER
S ME Delegated file system administrators group ( TiER2EIEEA Domain

Admins HXERBEENA ) .
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/A Important

MBLEERUEBROXHREEERA , WBIABRT , Amazon FSx iR 1EEH
Active Directory I HE AR E Domain Admins H., MRLENBEANZHECER , HE
FEREMARTHER  NAAERL R ZARBZER.

/A Important

EREHZSHEE |, BN EEEHER (corp.com\ FSxAdmins) iZEE % (F SxAdmins
@corp .com),
BOFERZENTIHEF (DN ) . AIDHBHRH—MIF=R CN=F

SxAdmins, ou=Example, dc=Corp. dc=com,

B —MEEBITEEM Active Directory ( Amazon CLI ) B9 FSx for Windows File Server X# % %%

AR AT us-east-2 TAXHB|ETH SelfManagedActiveDirectoryConfiguration #9 FSx
for Windows File Server X ¥ RS K =B,

aws fsx --region us-east-2 \
create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--security-group-ids security-group-id \
--subnet-ids subnet-id\
--windows-configuration
SelfManagedActiveDirectoryConfiguration="'{DomainName="corp.example.com", \
OrganizationalUnitDistinguishedName="0U=FileSystems,DC=coxp,DC=example,DC=com",6 FileSystemAdmini
\
UserName="FSxService",Password="password", \
DnsIps=["10.0.1.18"]1}"', ThroughputCapacity=8

/A Important
BIBXHRSE , H2%3 Amazon FSx £ OU FRIZMITEN N R, XHMLSBENXH
REEBEHEIR.
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FREXA T DNS RV IEFR X REE IP bt

REYEMHEH Microsoft DNS 4 BRIk DNS BRSAY , Amazon FSx & 7FEM X RS DNS 8%,

MBREFEANRE=7 DNS , NEEFFHIRE Amazon FSx XHRSH DNS £B., AT NBESM
FHFXHRSEFMNE DNS /i, iR EFEAN EEO GRS IP ik, H3EE , SIBXHRS
B, ERBRXHERGZE , H IP it FoEH,

WATERELA T DNS A SR B HYXXHREE P bk

1. ¥ https://console.aws.amazon.com/fsx/ A, IEF EIREN IP it I X4 RE , UERNHRSHE
MEETTH,

2. EMEZEZ2GETFH , JITUATE—&RE

s NTEARAKX 1 XHRE

o EFFEMRAP , EENEZZEOTERABEERKIED |, 3777 Amazon EC2 12 &1 & A HY P 4 #2
ATIME,

s EFANETAR 1 XHEREWN IP it S REEZTEFE IPV4 IP 5,
s WFRAMAR 2 RS AARXHRE :

« HEETNERYP  EEMZEOTIRNBEMKED |, $T7F Amazon EC2 24| & FHIM
FEONME,

- EFEANEIRFMN IP it B REHBIFAE IPV4 IP 5,

« 1£ Amazon FSx N A FMER+ , EEMEEO T E RAEMEMELED | 3T Amazon
EC2 BHAPHMEIEZEONME,

- EFANZATINY IP it & REHBIFAA IPV4 IP Hlld,

(® Note

NMREBEENETAK 2 HZ AR XHERER Windows iz PowerShell &ixT AR E
DNS &8 , MR EAEEFMNREEMZEONELE IPv4 thit, BXESEE , BSHE
A CLI #1TiziZE 2 PowerShell,

EHB1TEEN Active Directory Bt &

& A LAE A Amazon Web Services Management Console, Amazon FSx APl 2 Amazon CLI E#7R
EKFHWAFBMZBLKR BERE Active Directory Bt EH Active Directory DNS IRE-25H9 IP Hiit,

JREVFF DNS BV IETERI ST RS IP sthik 71
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& BT LABERT £ ) Amazon Web Services Management Console, CLI #1 API lRERE R EEH Active
Directory L EEFHMWHE, BXRXEZEL , BSHEEEHTEERN Active Directory E#o

FHBEITEEM Active Directory BLE ( #2415 )

1. B AT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/e
2. SMEXHRSG  REEREFHREITEEMN Active Directory BB Windows XHRE

3. REEMEZELRLETFd , RIFEFFHM Active Directory B , 3 DNS RS 25 IP it RS
PP BEREN.

4. TEHIMOIFESH AT DNS RS 5 IP ik 5T A RS K &,
5. EBEHLUS 3 Active Directory BLiE FE #.

I&TLAE A Amazon Web Services Management Console 5% %4 12 & #73# EE Amazon CLI,

FHBTEEM Active Directory Ei& ( CLI )

- EEHEMT Windows File Server X R4/ HITEER Active Directory BLE , EEM
Amazon CLI #5%, update-file-systemi& BLA TS :

« --file-system-id RENEEHMHWXHREMN ID,

+ UserName HITEIEH Active Directory [REIKFHFAF B
« Password BHITEEM Active Directory FREIK B %1,
 DnsIps BTEIEH Active Directory DNS ARZ-85HY IP Huilt,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--windows-configuration
'SelfManagedActiveDirectoryConfiguration={UserName=username, Password=password,DnsIps=[192.

MRBEFIRERD , NZRSEFIRE HTTP 200 a5z, @R A #Y AdminstrativeActions F3E iR
THERRERS. BXEZER , BZRKEBTEER Active Directory BE#fi,

Y B {TEEM Active Directory B

&ALAE A Amazon Web Services Management Console, APl 5 , & B TE 2K Active Directory
EEEMHE, Amazon CLI
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RS A R R E A

EXHREZFAEEEONERERNFH , BANEEEHENLEN 10 MIEEH.

Updates

1 &
Update type Target value Status Progress % Request time A
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

FFBITEEMN Active Directory BT , B UEFLUTEE,
s Esid)

XEFRREMT -

 DNS 5527 IP st

« BRSSIK P EIE
B#R{E

ERXHREBREENINAEFE. XTRSKFEILEER , XETAFE , EFZBEPNTEER
K ZE,

RS

LAEFRS. W FEITEEM Active Directory BT , AREMEIM AR :

o 1F4IE — Amazon FSx EWEIEFHIER , BREKRIFHRLEE,

 IEFE# {TH — Amazon FSx IETER B EHTiE K,

- BN - XHREEFHMRITH.

o KM -NHREFHEAY, EEES (?) IEFRAMBNFAER.
HEBS L

UERB D ENERE RN REEFTNHE,
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15 3R At [H]

Amazon FSx W B E FHig/EE Rt A,

£/ Amazon CLI 1 API Y5 E #7

& 0] LA A describe-file-systems Amazon CLI @5 # DescribeFileSystemsAPI #&4E&E & # i #2 IE £33
THXHREEHFER, AdninistrativeActions A HEBRHNERIREXREM 10 MRIEEFIR
(=

AR RBIFEFT describe-file-systems CLI sn R , HPERTHNBITEER Active Directory X
1¢/¥\é}b§¥ﬁo

"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694766.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"UserName": "serviceUser",

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {

"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"DnsIps": [

"10.0.138.161"
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3,
"FailureDetails": {
"Message": "Failure details message."

1,
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£ A Microsoft Windows X{4=

Microsoft Windows X HZRXH RGP EXH K. CBIEXMHRN 74X |, BOUER
RS ESHEIR ( SMB ) MM IEX L F X MR AT H T ERFliAE . XHRSEREM AN share BERIA
Windows X#HE, &R LAEHA R A Shared Folders B Windows BFAFHRE (GUI ) TE | B
TERBRANEREEREMHA Windows XHHE,

E M HFHE

EHEXHHRE | A LA Windows Map Network Drive ZhEE |, 51T E k4] £ #YIXTh 25 52 R 51 5
Amazon FSx XHH=E, FXHHAZME R ITEXH EMWRSIEE , X—HIRE Linux PRAESSHH
2, BRI EXMIRNEBENEEREMR. MAXHHRER , BHRARERNA P 7 UG IH R A i
XK — R R X HRER SRR,

UTREFENZFITESH LR X HEHTE,

£

* £ Amazon EC2 Windows =] F BT X HE

 1£ Amazon EC2 Mac Efl EEHRXHHE

 1£ Amazon EC2 Linux 26l EEHXHHE

« FEXRIIA Active Directory # Amazon Linux EC2 E#l E B EHEXHHE

£ Amazon EC2 Windows 34 EBRET SUHFH =
& 7] LAE A Windows File Explorer i S 12 RAFE EC2 Windows K5Il RS 4 HEF,
#£ Amazon EC2 Windows 3R#Il ERRST X HEF (#2FHE )

1. J83) EC2 Windows 3=l , HIFHiE# 2| Amazon FSx X4 RE M A Microsoft Active
Directory. At , M <Amazon Directory Service BIEHEr) FIERLUTIRE :

o FEEHIA Windows EC2 324
« FZhMA Windows SE44I

2. EEI|IEM EC2 Windows £4l, BEXEZEE , 2 GEA T Windows £4#I#y Amazon EC2
BAFERE) HMiEESR Windows 3241,

3. &S , B I File Explorer,

RN HHE 76
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
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4. HESMEST , IAMENELETX (ARET ) XE , AREERGFMEER.

5. HEEEEF , GE—IEIIREN.

6. HEXHXRF , WAXMFREH DNS BB E XM REKRERR DNS 3l#& , ARHEAZER

/A Important

5/ IP it (M AR DNS B ) , XUREEZTARXHRENAREBRIRERSHT
AR, A, E2TRAXMETRAXXHRSEH , ET Kerberos WEHRIFEE
DNS & #ai<Ex#) DNS 5lH,

B LU %4 Windows File Server, WM& 5% 4 |, 7£ Amazon FSx #2458 LR EIXHREHN
DNS B ¥ FEMKER DNS Bl# ., #F , LA LLTE CreateFileSystem 5 DescribeFileSystems
AP| BENTER FKEIEA]. BXEHA DNS SIBMESZEL |, ESHEE DNS 514,

« X¥FHMA Amazon FEEH Microsoft Active Directory R AT AX X4 R4 , DNS BT AT
o

fs-0123456789abcdef@.ad-domain.com

« XATIMABITEER Active Directory NEREATAXXHRE , URFIEZHAXXHRS , DNS
BRI TR0

amznfsxaallbb22.ad-domain.com

Blan , EFEARATARXXHERSHN DNS B , BEXHFRFHALUTAR.
\\fs-0123456789abcdef@.ad-domain.com\share

EFEAZSTARKMHREN DNS £5 , BEMXHERPHANLTHE,
\\famznfsxaallbb22.ad-domain.com\share

EFEASXHRERIKD DNS 3l& , TEXHFRFAALTAR.

\\fgdn-dns-alias\share

1£ Amazon EC2 Windows 354 EBRET ST H = 77
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7.

NEFNEFNEZEE - NRE , ERXARAERENEERMNENERE  RFIERS

£ Amazon EC2 Windows =4 EEBI X HE ( 8 BIRRET)

1.

B3I EC2 Windows 34 , FiFHiE#Z] Amazon FSx X4 RSN AR Microsoft Active
Directory. At , M <Amazon Directory Service BIE{EmE) FIERLUTIRE :

« FEEHA Windows EC2 324

« FZIIA Windows £l

LA Amazon Managed Microsoft AD B X/ A F & 4iE# EC2 Windows 3£6l, BXEZEER
&S GEAT Windows SEHI#Y Amazon EC2 B IER)Y FRIEZEH Windows 3241,

EEE  BHASSRRFER,
ERAFTERIRBBRERF. XA REH DNS EMMAZTEMER XM HE, LR LE Amazon

FSx 4| & E£i%# Windows File Server, M&5%4 , AT E DNS &5, & , B AE

CreateFileSystem 5 DescribeFileSystems API #/EHI I B A K B ©40

« X F A Amazon EEHR Microsoft Active Directory B A X X RS , DNS BMWM TR
o

fs-0123456789abcdef@.ad-domain.com

« XFMABITEEM Active Directory WRETRAXXHRE , URFIEZTAHXXH RS , DNS
BT AR

amznfsxaallbb22.ad-domain.com

THERATEIXALEZNG TR,

$ net use H: \\amzfsxaallbb22.ad-domain.com\share /persistent:yes

BRTnet usem T2, BETAEREMZIEMN PowerShell ST B REHZNHFHE,
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1£ Amazon EC2 Mac =4l LHEHEHEXHHRE

& Amazon EC2 Mac 2SI 2B S IMAER Active Directory , #B# Al LATEIZ LM EHEH £ Z,
IMREZBFIR A ZRR Active Directory , 1§55 247 SKBIFTEHY Amazon Virtual Private Cloud ( Amazon
VPC ) E#f DHCP &Ik E , LLEE R Active Directory 39 DNS Z# RS 28, ARE , EFEIIS
il

£ Amazon EC2 Mac =4I EEHXHHE (GUI)

1. Bz EC2 Mac 3=6l. Rk , iHM GEA T Linux SE6I8Y Amazon EC2 AFiER) iR LATE
Bz—:
- EREEA B3 Mac =4
« £/ Amazon CLI Bz Mac 324l

2. f#H Virtual Network Computing ( VNC ) #E#£%| EC2 Mac kfil. BXEZEE , #ZH GEAT
Linux 356189 Amazon EC2 AF#E/) F R £/ VNC EEEISH,

3. £ EC2 Mac 3£l £ , #E#Z] Amazon FSx XHHE |, TR :

a. IFTERSE , AEWE , ARERERIRSHR.

b. FEEIIRS|/EED , WAXFREHN DNS BMBHEXHRLKRER DNS 318 , UK
HEBR. REIEFEE,

B LU %4 Windows File Server, WM& 5% 4 |, 7£ Amazon FSx 2 & E R EIX
HRE5H DNS BFAEMREA DNS Bl& ., F , LA LLFE CreateFileSystem
DescribeFileSystems API #{EH MR F K EIEA]. BXEH DNS BN EZER |, ES
BEE DNS 5l&.

& Connect to Server

| smb://amznfsxwdanmybn.example.com/share| o

Favorite Servers:

c. EF—1MEREEL, EREEAMKE,
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d. %A Amazon FSx RS K F B9 Microsoft Active Directory ( AD ) &ZiE , SIA R RAIFFR. &
fRIEFREE,

Enter your name and password for the server
m “amznfsxw4anmybn.example.com”,
Connect As: Guest
© Registered User

Name: admin

Password: ‘oooc.oooo{ ‘

Remember this password in my keychain

e. MREERI , BALTE Finder BAOME T HEZE Amazon FSx =,

£ Amazon EC2 Mac 3Rl EEHEXHHRE (ST )

1. B3 EC2 Mac =4, it , FM GEAT Linux SEHIH Amazon EC2 BAFIER) kU TE
Bz—:
« EAEEIA B3 Mac SE4
« f#F Amazon CLI Bz Mac 324l

2. f#H Virtual Network Computing ( VNC ) i£#2%| EC2 Mac £6l. BXEZEL , BH5R (EAT
Linux 3K6I# Amazon EC2 B/ #EE) HH A VNC EE 2SI,

3. HERANATHTERNAHRE.

mount_smbfs //file_system_dns_name/file_share mount_point

&R LATE Amazon FSx 2l & %38 Windows File Server, M&S5Z 4 |, N\ E DNS & .
HE , WA LAE CreateFileSystem 5 DescribeFileSystems APl BEH IR H K EI B4 o

« XXF A Amazon FEER Microsoft Active Directory BB 1] i X X R4 , DNS B# M T AR
Mo

fs-0123456789abcdef@.ad-domain.com
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« ¥FMABITEEM Active Directory WRE AR XHRE , URFIEZTRHXXH RS , DNS

BN TR

amznfsxaallbb22.ad-domain.com

HERHREANERRTREREERRITUTRE

« //file_system_dns_name/file_share - {8 EEEFH N XHREH DNS EMAHKE,
« mount_point - BEEHXHRSEM EC2 =6 LAY B %,

£ Amazon EC2 Linux 326l EEH x#HH=E

& Amazon EC2 Linux 3£l 2 & E A EH Active Directory , I&&R Al LATEZSEHI L 3E%; FSx for
Windows File Server X## =,

(® Note

« LTHTHEENSH (SMB . &7F , ARBERMEAZFXHB KN ) NERTR

fl, Linux cifs WS HERLURFTA Linux RZRZA |, ATEES & IEE %5 Amazon
FSX XMHRE 2 AMEBIRENELENIER, BXEZEE |, HSH cifs X8y, THREMSE
A/ Linux ¥R,

 Linux BEFIRAXZIFET DNS MBI ARER, BXRESEE , FSH Linux B ImAY KR

EBER.,

£E2 A Active Directory B9 Amazon EC2 Linux &l t Z&EXHH=E

1.

MR IBIEZ B EFEIZITH EC2 Linux 32412 M0 A Microsoft Active Directory , 28 {Amazon
Directory Service 2 #g/) FHFIIA Linux K41,

EEEF EC2 Linux 3£6l, BXEZEE , TS REEAT Linux 324I#9 Amazon EC2 R F#ERH
RYERZBEH Linux 32460,

ELR¥E cifs-utils @, BHETU TR, BB T Linux LR Amazon FSx MK H R

%o
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$ sudo yum install cifs-utils

4. BIEEFK[BF /mnt/fsx. LRFEIAER Amazon FSx XHRE.
$ sudo mkdir -p /mnt/fsx

5. FERAUAToSEE Kerberos #1T F 411,
$ kinit

6. EAUATHHESHXHLE,

$ sudo mount -t cifs //file_system _dns_name/file_share mount_point --verbose -o
vexrs=SMB_version,sec=krb5, cruid=ad_user,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize, cache=nc
file-server-Ip

& LATE Amazon FSx #2 & Ei%3%# Windows File Server, M&5%4 , NKE DNS &5,
®E , BALUE CreateFileSystem 5 DescribeFileSystems API #{ER IR K EI T4,

« JFF A Amazon FEEHR Microsoft Active Directory B AIAX X4 RS , DNS BT
o

fs-0123456789abcdef@.ad-domain.com

« JWFIMABITEER Active Directory WERE A AXMXHRE , ARFIEZHTRAXXH4HRE , DNS
BT RO

amznfsxaallbb22.ad-domain.com

¥ CIFSMaxBufSize Bt AARATFHNRERKRE, BTUTHT , UIREULE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

wWHERRAREFRXK/NA 130048,

7. BIUTHS , RIEIXKREREEER , Zw S UREEA Internet XHRE ( CIFS ) KEH
XHRK,
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$ mount -1 -t cifs
//fs-0123456789abcdef@/share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=krb5, cache=cache_mode,username=userl1@CORP.NETWORK.COM, ui

EERHEANERRTREREERRITU TR

« //file_system_dns_name/file_share - {8 EEEFH N XHREH DNS EMAHKE,
« mount_point - BEEHXHRSEH EC2 =6 LAY B F.

e -t cifs vers=SMB_version-NXHRENEKEIEEN CIFS F SMB U MRA, Amazon FSx
for Windows File Server % SMB R4 2.0 £ 3.1.1,

« sec=krb5 - IEEE A Kerberos A 5 # 1T FHWIE,

« cache=cache_mode - RBEF#ER, Ikt CIFS BIFET AL IIMAE |, BRI A BLIREE
EEENNEMIENR (HESF Linux X1 ) » BIUERRED strict # none , B3 loose A
REAERMPIENREVTSEBEF—.

e cruid=ad_user - NEEEEFFMEEN UIDIREN AD BEXEER,
e /mnt/fsx — & EC2 34| £ §E Amazon FSx MHHEMEF N,

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - iEMAMBEAZFX K/ NEERN CIFS
AR FNRAE, & CIFSMaxBufSize B AARZATFNEKRE. BIETUATHSREE
CIFSMaxBufSize,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

W EREAZF X KPR 130048,
 ip=preferred-file-server-Ip - fFE#R IP iR E N XHREEIE 4IRS ETHY IP bk,

BA RN T ARRRXERENEEXHRSER P it
- £/ Amazon FSx 2%l& , EXA4RSFHAEENENMEZERSETF+ L,
« £ describe-file-systems CLI iS5 ZEMK DescribeFileSystemsAPI a5 5 B I R

1£ Amazon EC2 Linux 3E4l EEHXHHRE 83
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fEAR A Active Directory B9 Amazon EC2 Linux SEf|l EHEH XHH=E

AR 3524 Amazon FSx X HZEEZKFIARMA Active Directory ( AD ) B9 Amazon EC2 Linux 38
fil, X¥FRIMA AD 8 EC2 Linux K4 , BREEFEAHFAE IP ik EHH FSx for Windows File Server
MHREZ, BALAE Amazon FSx 246 , EMZER XD LN EEXHRS R IP bk PIRE
XHRGEHFAE IP Hutit,

LRBIER NTLM BARIE. Nk, BFZEUAF 5% ( B, FSx for Windows File Server X% 4t
FriN A B9 Microsoft Active Directory BRI R ) HEE B RS, EC2 Kl creds. txt EFBIEMNX
AP oRERAFPKFHNELE. LXHBERFHNAFRE. ZBMNE,

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM

B FE & Amazon Linux EC2 3241
1. {EM Amazon EC2 #2#l & B35 Amazon Linux EC2 326l, EXEZEER |, 52 (GEA T Linux
S£I#9 Amazon EC2 FAF#ER) BV S 314,

2. #E# 3 Amazon Linux EC2 3£6l, BXEZEER , HSFER T Linux 324I# Amazon EC2 A F
R REERAEH Linux 3241,

3. EBEZR¥ cifs-utils @, HETUTHS. WEATFE Linux LEE Amazon FSx ERE X H X

%o

$ sudo yum install cifs-utils

4. BIEEITRIES Amazon FSx XHREMER S /mnt/Fsxxo.

$ sudo mkdir -p /mnt/fsx

5. FAZAERHERTE /home/ec2-user BFEHBIE creds. txt FEIEXXH,
6. 1i%E creds.txt XHNER , LMERER (FIEE ) AIBERETU THSREIME A,

$ chmod 700 creds.txt
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EHXXHRE

1. BULAERFAE IP it R A Active Directory XX HE, EAILLAE Amazon FSx $24|
B, EMZERLETF LN EEXHRSSE P thit PIREXHERENRE IP Hhit,

2. FERAUTHSERXHRS

$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx
--verbose -0 vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-usex/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

$§ CIFSMaxBufSize BRAMBATHBAE, EFUTHS , SURIULE.

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

W HE RERAREHRXK/NRA 130048,
3. BITUTHS , RIRSHERTXHRE , ZoSURE CIFS XHXRE,

$ mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_mode,username=userl, domain=CORP.EXA

HERHREANESRTREREERRNITU TR

« //file-system-IP-address/file_share - IEEBEHFNXHREH IP it HEZ,

e -t cifs vers=SMB_version-RXH#HREHNEBIEEN CIFS F SMB HMRA, Amazon FSx
for Windows File Server X #F SMB M7 2.0 £ 3.1.1,

« sec=ntlmsspi - FEEMA NT LAN Manager Security Support Provider Interface ( NTLMSSPI )
# 1T H B RIE,

« cache=cache_mode - REEFER, Ikt CIFS EF LM UL RE , BNIZN X BHLIEEE
EEENARIMIEAR (HEF Linux X ) . BWWFEMED strict A none , AR loose A
BESRMMUENREN TS BBET — 3.

« cred=/home/ec2-user/creds.txt — IEEMNALIREAEFEIE,
/mnt/fsx — 1 EC2 3£ L8 E Amazon FSx X EMNEH =,
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« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize — FiEMAMBEAZFX K/ NEERN CIFS
M AT R KRB, ¥ CIFSMaxBufSize B AARZATFNEKRE. BIETUATHSREE
CIFSMaxBufSize,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

FEAR N A Active Directory B Amazon Linux EC2 £l E B EH IHHE

5 Y435 FSx for Windows File Server 3431 Z# Amazon EC2 Linux SEFIEFEt , Bl A BHahiEE
BZXHEHRE, Rt , BE EC2 £HI LM /etc/fstab XHEFRM—1N%B., /etc/fstab XHEE
BXRXXHREWERE, 9 mount-a 2EXBIBFHEEIT , BTFEE /etc/fstab XHFRFIHE
XHRS,

FFARIA Active Directory B9 Amazon EC2 Linux £4 , S8 ReEEREFLAE P st S FSx for
Windows File Server X%, &aLLAE Amazon FSx &l 4 , EMEZ 5L L%+ LY B & T8
fR$5E5 IP tbit FIREM X4 REHFE IP Mok,

AR 22 A Microsoft NTLM S RIE, BEZLLAF S ( B , FSx for Windows File Server 3 #
REFTM AR Microsoft Active Directory BRI R ) HEEXHRE. XAXH creds. txt FLIEMA
FKFWELE KXHIERFNARE. ZBME,

$ cat creds.txt
username=userl
password=Passwordl23
domain=EXAMPLE.COM

fEAR DA Active Directory B9 Amazon Linux EC2 26l L BahEH XK HE
BB B E Amazon Linux EC2 3£l

1. fEH Amazon EC2 #2#l & 53 Amazon Linux EC2 3£6l, EXEZEER , 5/ (&R T Linux
S£5IBY Amazon EC2 B8R MV E31EHl,

2. EEINENEH, BXEZEL , HSHEERT Linux 24I89 Amazon EC2 AFfEE YIRS
&/ Linux 3241,

EARMA Active Directory B9 Amazon Linux EC2 324 L BaiEH 4= 86
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3. EZRF cifs-utils @ , HETUTHD. WEATE Linux L#EH2 Amazon FSx &M & X H %

%o

$ sudo yum install cifs-utils

4. B /mnt/fsx BF. ENELHAESR Amazon FSx XH RS,

$ sudo mkdir /mnt/fsx

5. 7£ /home/ec2-user BXH |2 creds. txt FIEXH,
6. REXHNR , MEREL (MEE ) TUBEETUA TS RIEIRX 4,

$ sudo chmod 700 creds.txt

B EH XM RS

1. BULAFERAE IP it BEEFARMA Active Directory I SXHHE, &R LA A Amazon FSx
2HEE  EMXRERLETF ENEEXHRSER P bt PIRIXHERENAE IP Hiit,

2. EfERAXHHENLE IP U BFHERNHLE |, FHE /etc/Fstab XHEFFMRATIT.

//file-system-IP-address/file_share /mnt/fsx cifs
vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

¥ CIFSMaxBufSize Bt AARATFHNHERKRE, BITUTHT , UIREULE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

wWHERREAEHRXAK/NHA 130048,
3. T fake” &M mount N 5 al’fl“verbose” kM &S EA , MMMk fstab &8,

$ sudo mount -fav
home/ec2-user/fsx : successfully mounted

4. BEHHFIHHE | EEF Amazon EC2 3£,
5. YXGIBXTAN , BITUTHSTURIEIEXGHRERECHER,

EARMA Active Directory B9 Amazon Linux EC2 324 L BaiEH 4= 87
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$ sudo mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_code,username=userl, domain=CORP.EXA

HUWZEHRN /etc/fstab XHERMBITEREERIMITUATIRE

- //file-system-IP-address/file_share - I EE BHEE I Amazon FSx XHREH IP b
HFRHEE,
« /mnt/fsx — 7 EC2 =4 L EE Amazon FSx MHREMER 2.

« cifs vers=SMB_version-HXHREHEBIEEN CIFS F SMB HMRA, Amazon FSx
for Windows File Server 3 SMB x4 2.0 £ 3.1.1,

« sec=ntlmsspi - FEEMA NT LAN Manager Security Support Provider Interface 3 hliE 5 if)-
) 7 & 17 36 1iE

« cache=cache_mode - REZFER, It CIFS BFIAT AL MMEE | BRZN i HLEig
EFESBNARMIEAR (HEF Linux X8 ) . BIWEAREI strict # none , AR
loose AJREQRAMBIENREMN NS BEET — Ko

« cred=/home/ec2-user/creds.txt — IEEMNALIREAEFEIE,

« _netdev - MRFERGEERNHREMNTREMNSELRNIRE Lo RRMS R IEKAIER 4
R, EFEFEFWmEBAT MRS,

© 0-BRNHRENIZE dump F10 , WRERIEFEME. XT Amazon FSx , ZENIZZ 0.

c 0-1BE fsck ERHRREXHREWINF . XF Amazon FSx XHRE% , ZERMN 0, XK
fsck FNERBFETIETT,

EARMA Active Directory B9 Amazon Linux EC2 324 L BaiEH 4= 88
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FINE X FE B E Amazon FSx

FSx for Windows File Server BIZhgE., MHREMB R BB ERN LN AREFEZETIBE
Amazon Web Services Cloud. E# %l FSx for Windows File Server IR SEU TSR -

1. X T R E FSx for Windows File Servero BXEZEER |, E5 0 FI A XHEF#ETEE FSx for
Windows File Server,

2. X HHERETHKE FSx for Windows File Server, BEXEZER , 2R Y4 ELERETR
Z Amazon FSxe

3. I EH DNS B#KE N Amazon FSx XHHERSH DNS 3. BEXEZER , {55 DNS 3
£ 5 Amazon FSx %< Bk,

4. E|# 3| FSx for Windows File Server, BXEZEELR , 51 Z#E2| Amazon FSx,

BRXEZABTEBNTSERNEMAEE , BSEHUTENDBD
FT

. A XH1FM#E TR R FSx for Windows File Server

s PMXHHEZEETEE Amazon FSx

« T8 DNS El & LAfEA Amazon FSx

« E$ZZ| Amazon FSx

I A 174 1 2 FSx for Windows File Server

EFUMAE XM EBEIEA T Windows File Server X R4 FSx , B ILAmazon DataSyncfE
A—MELBEECHRRS , ZRSEEMEL. BaTHNMEDFERSEHXERTE. Amazon
DataSync #&33 B Bk W & % ##E 5 Amazon Direct Connect, N —MTE2EEMN RS , DataSync &
EBRNARE, FRMASLEEREMEN, BEXESZER , B5H £/ Amazon DataSync FHHE
X A#3iE# B FSx for Windows File Server,

Bt |, & LAER Robust File Copy ( X & Robocopy ) f#RA R , X2 — &M T Microsoft
Windows Map 51T B XM XM EFITTE. BXUAEEA Robocopy X4 FM#IEREE FSx for
Windows File Server BJi¥ 403372 , {5 5 Robocopy FEA X4 EE Z) FSx for Windows File
Server,
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S A 11T 3 FSx for Windows File Server B GR{E52i%

ER A RE IR N KEBHIR IR E FSx for Windows File Server , BEAEE T ESESR ( SSD ) 64
By Amazon FSx X% %, T TRE , MREHAEERSES ( HDD ) 174%H Amazon FSx X RS
EREEENMARFNMBALR , JNBIERZE HDD F#.

ERHFEMNER SDD FiK Amazon FSx XHREHBE HDD 7 , IBMRITU TSR, (FE
E ,HDD XHRENFHBEEDL N 2TB , NBERERNTEERNFHREE. )

1. %10 SSD XHRE%. AXESFEE , B2 IEASEHE D
2. MEFHEREER HDD FRNNHRLS. RREZER , SR £2EZH.

£ 1 Amazon DataSync FIE X #1E# F| FSx for Windows File Server

AW SE A Amazon DataSyncfE FSx for Windows File Server X R &2 & #%#E. DataSync
R—IBEEHERS , TEY Internet 5 , &b, B3R 4 176% RS 5 H tEAmazonF & iR S5
Z BN BIEBE S ME$l, Amazon Direct Connect DataSync A BME i IE M X RS BIBEM T HIE |, 4
WMERE, BRI RN R,

DataSync X#F&E % NTFS 15 R4ZHIFIXR (ACL) , EXFEHFXHHFZEHEES , BEN NTFS R4
[R5 (SACL) , EE A ERAXEEERES ARG R XN FKLIER,

& T LAE A DataSync £ A FSx for Windows File Server X R 4t 2 A& 5 X4 |, LAl LAEH
Amazon Web Services X157 @I AmazonDh ik~ G IEB 2 BB RS, #RATSUEEAF Window
DataSync s File Server X#R5H FSx AT HMES, fln , BAUHT R MRIETZE. EHER
AR TEABRNBIEUARZRITRIES ALIABEFERF ERE,

#£ Amazon DataSync # , FSx for Windows File Server B4 & 2 FSx for Windows File Server K%
Ko AIBAE FSx for Windows File Server (WL B M EM XU RGN NE 2 BMER X . BXEZE
B , %25 (Amazon DataSync AAF#ERE) W FERLE,

DataSync £ F R S5-25 6 23R (SMB) i i5 B ¥REY FSx for Windows File Server, & &1 Amazon
DataSync ##| & =% Amazon CLI &l B & MZBR#1THHRIE,

FRF M

ENBIET B ERE Amazon FSx for Windows File Server iR E# |, fREE — A RFS ER DataSync
MRS/ MNE, ETHESZELS , H2¥ (Amazon DataSyncAF#§R) DataSyncHFHIER,

FBHERER 90
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MRBRAITARERBEIBHEBRSR TSN, RINBWEHAER SSD F#KEH Amazon FSx X
ARG, XREN DataSync FF IR XM THEHNHEME , XTRELER HDD XHREHHE IOPS
RE, NS B EEBMNAREMER T, EXESEL , BN  RUEXHERITIRE

FSx for Windows File Server B Ex{£3E 8

MBENBEEFTERPXHAR , XIHHABFIT , RELHWATAMETRETEA DataSync £
SHENTR , IR AERERT BEWRINEREELAH. BXEZELR , 551 : How to accelerate

your data transfers with Amazon DataSync scale out architectures,

ATLAEA FSx MEeiEm SR X HRENME /10 FIAE,
FERAEBXHNWEZRSER DataSync

BEEAFXHNRMEERME B FRLE DataSync , IHEHATUATEARLER

- EENHEFTHARBERE , REEE.
- SIRARERNBFRUE,

- BIBEABEES

- BITRES  RXHENRERE B AR,

BT RINALE 324 MR B A3 ST R S 4E H Bl FSx for Windows File Server |, 1§28 {Amazon
DataSync AP IERE) HhMAETEENFEMEMN Amazon ZBEEERIE, 1 SMB Sl {EBHMAN Amazon
FSx for Windows File Server Bl &,

E 7 BN X HENIE SR REE HE FSx for Windows File Server , 528 {Amazon
DataSync AAF1ERE) HEVFENAKEIE RN Amazon EC2 E4l,

EF Amazon FSx XHZR 42 EiE#

B LAE A DataSync ZEF A Amazon FSx M4 REZ ETEBHE, NIREFTERIEABRMNIAEX
BREBZEEETRABRENFTXHRE (HIONRTAREERZESATAKXEE ) , X2REH. &
A LAE A DataSync ERANXHRE 2 E 5 B TERE.

T REBI RN ROIBER
1. ARXHREMN B R4 REBE DataSync LB, HEE , BABRLIUE TR —1 Active
Directory (AD ) i , i FEZ BB ZRXAMER AD FEX R,

2. B FEE DataSync EFLURFBEMNREREI B IR, AIBUFZESHEN —IRMERXAIEIT , thAT Bl
MZESRENREEN TR BZET.
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3. BRI TG , BMRXARGEHTNBEBRREREXHRENBHELR, I8 6 LFERLENEFR
NHREELNEABEDINHEMFRTERZES. ARG, ATLEIEEES B R R G H B ERIR
MHERL.

EMNEFXHREEIB 2 , AUENRIEEDERN ARG ENHATBIR, XEEESMGITHRE
FRSERESKEE , FREETX DataSync H#Hix#EITHEHEER,

NTERARREMBEERERITE , EAILURRNZET DataSync £55 , FAR S BIBMR X4 REB D
FERXHRE, FLERIEXARENRER , ALETRE-RESER , AL AFLREN
RETERMNEMHE | REEET B IR XHRL,

&R LAY DataSync ESEENRERLE FHIZT , AESESRHRELRE, WRATEITZME
%, REEIBH B XRFEFH.

ALEBRXHRS LB SR RSH DNS H£FHHERY DNS 3l&, X8 | R LimA S MR
R o] AR SR R SCAF RSB DNS BTG R X EHE. BXANAIRE DNS BIBWESEE |, FF5
B9 : JEZR 5 : £/ DNS BB A RIXH RS

EHATXMRBENIRE , BITERVEITUTRE

- ZHER , BREAXHGRERD. BALPIERMN Data Deduplication fEll, EEMT , W
R Data Deduplication GarbageCollection fEl 5&EMITRIEBRERNIT , BIMNEBENEHR
ZAEL,

s WEXHREMBENRXHRSEFER SSD F#KE, TUBINZMEE , £ HDD H SSD FfiKH
ZER, BXEZEE , B2  FNEXHEF#EIEBE FSx for Windows File Server,

s ARXHRGMNENRXHRERERHNELEED , UEEBLEBEZTERMNWKIEE., 7 DataSync
EFLEIEF , BEREX4RENERXERENEEINAR, BXEZER , 728 £
Amazon ¥ #2545 CloudWatch,

 i&EDataSync MIZEURBE THRETHTHESHHE, MREBEEMEIR , L LAME Amazon
CloudWatch Logs A %% DataSync A& , A& BB ES.

£ Robocopy I E X T E| FSx for Windows File Server

Amazon FSx for Windows File Server ¥42F Microsoft Windows Server 2 | & eB FIMEEHIE
EX2EHBE Amazon FSx XHREG., BAUEBES N XHNHE. S AEBAEMERH X4t
TTHAE , BEEM. nREB. HREHIRKR (ACL) ., FIEEEENFITER. EXNMeEIBXIEF
T , Amazon FSx ] BURMKBX L X4 EHEE BE T Windows B THERZ MM AREFTEBE Amazon
Web Services Cloud,

1§ A Robocopy E#3# 92
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EANTEE S| SETREHFHNEXHBENTE. MITHESIE | FRE A HIFTEH O Amazon
EC2 L BITEEM XM RS BRAVATE X TR

FRFMH

EITMR2H , BWARTEA T A TERE

« TEZ s Active Directory SEE H A 8|2 Amazon FSx XHREH VPC Z B E M W EERE (£
Amazon Direct Connect 5 VPN )

- £ Active Directory E8IZEEFITEVMABHNERNBHORSZKS. EXELZER , H5H
{Amazon Directory Service EXE{EmE) PR EEN RS K" ZIRNR,

o BIE— Amazon FSx X#R% , AFEMAT BITEEMN ( A#b ) Microsoft AD B .

- BT EEE£LME Amazon FSx I BEXHH X HHRE (LT A= Amazon F ) BIZE ( Hl%0 \
\Source\Share ) »

- B TEFRE XK EHEIR Amazon FSx XHRSG EXHHEMMVE ( FlE0 \\Target\Share ) .

THRLET=MEIBAFTREXNEXGRENERXAERETHREER,

EBAFIARER R RGAA R HEESR B4R FSx X# AR
SERmiERMER
BEiEiE/ENRER RARFELEENEER RARFELEENEER
X R R ERE WX HRMXHREEE
EURPBR ( NTFSACL ) o ARXBR (NTFSACL ) o
BE1RIBRY APFEFEERARMH Active AP S%#BE Amazon FSx X
Z0/1E R PRE Directory #9 Backup HREEERA WA ,
Operators AR G , 3 HAERA /b #5%. RoboCopy
£ /b #5%. RoboCopy
BERINRHNEER AREERKiH AP %2 Amazon FSx X
R (%2 ) NRER Active Directory 1 HRAEEEBERAMNKRA" ,
HEBRANKA HEH /b #5% RoboCopy
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® Note

* X F A Amazon Managed Microsoft AD B X3R4 , Amazon FSx XHRGEEE A QH%
Amazon ikl FSx BB H, £ BITEEM Microsoft AD A , Amazon FSx X REEER
HREEBEASIRELUBRNH4RENNEEREENBE LA,

wn{a £ A Robocopy I A X4 E# E| Amazon FSx

ALAERUTERE | NIREXHTEREE Amazon FSx,

A T E Amazon FSx

1. 7& Amazon FSx X &S ATER Amazon VPC #1223 Windows Server 2016 Amazon EC2 3£
B,

2. 1E#Z| Amazon EC2 3£fl, BXEZER |, H5H (GERAT Windows £4I# Amazon EC2 A
f&/)Y PHIEREER| Windows SE4l,

3. HFABTRRN , RUAXMHRSSHR (L TAHH Amazon # ) LR HZRF BRI RE

B (BlmyY: ) , TR, BUHRERES , BEZENAR# Active Directory IHEE R AWK AR
ﬁiﬁElIEo

C:\>net use Y: \\fileserverl.mydata.com\localdata /user:mydata.com\Administrator
Enter the password for ‘fileserverl.mydata.com’: _

Drive Y: is now connected to \\fileserverl.mydata.com\localdata.

The command completed successfully.

4. ¥ Amazon FSx X R % LW B X HZMETE] Amazon EC2 24 LW R EIRHEFERF (i
7)) , TR FELBESER , BEZERE T A Active Directory BB I 5 4 #1 Amazon FSx
NHRGEERARANAFPKFARMEEIE, X FMA Amazon Managed Microsoft AD E’JXULFZ%
% , %A R Amazon Delegated FSx Administrators. £ H1TE M Microsoft AD H |
‘A2 Domain Admins REEZEVNENHRENAEREENBEN A,

BREZER , BER TRFMH dHNBEXHERGHN B XXHERE A HRMEERRK,

C:\>net use Z: \\amznfsxabcdefl.mydata.com\share /user:mydata.com\Administrator
Enter the password for 'amznfsxabcdefl.mydata.com':
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Drive Z: is now connected to \\amznfsxabcdefl.mydata.com\share.

The command completed successfully.

5. NETXXEFEREUEERRFHEZT. UEEBRFHITFBTIRRAFH Windows PowerShell ,
RIFIZ1TELT Robocopy i XN ERREZEHE BIRAE,

ROBOCOPY ﬁ%%-’ﬁiiﬁﬁ’]ﬁ#ﬁ?ﬁ?’-ﬁﬁf BEZMNATRABEEARHBENET. 1T
It ROBOCOPY i oH G , BEAZHMAE XHM B ZE [ EHE Amazon FSx BirHE, Z&8
4R B8 ST N ST 9 NTFS ACL., B, "E&. frEEEENFINMER.,

robocopy Y:\ Z:\ /copy:DATSOU /secfix /e /b /MT:8

LERROIGSERT T THEMEM

« Y- B RN T A Active Directory # mydata.com FHREE,
- Z-1EWR Amazon FSx £/ B #rH = \\amznfsxabcdef1.mydata.com\share,
* /copy - EEEEEFINUTXHEMX :

- D- 4B

- A-B

T - B E) &

« S-NTFS ACL

- O-FTEEER

- U-#FITER.
« /secfix - BEMBENMHN XL EM , EEIEBTH X
- le-EHlFER, BRZEE

* /b— £/ Windows FHZ 3 MERRPRE S|4 , BIMEE NTFS ACL 848 @ 51 A 7~ R F1X
PR o

« IMT:8 - EERA THITSLEEFINLER,

(® Note

MREBEMSEHA AR EEE B AR XM |, AT LATE robocopy FER /zb TR E /b ik
I, BRAVERER, EAERERAT K WRXEXANEH T , WA EERIEP4E
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MITFRLER Robocopy #1E , MABMAFREMEH BN, ERATESEARELKE
RHRRE

R EEE TR E Amazon FSx

ALEAUTERE , SMEXHEEZRBITHEE Amazon FSx, TSRS |, BXHRSELLEGH
XHREREIFHE Amazon FSx B RS 28,

(® Note

EXIRBIHRERBZA , BN HTHE Amazon FSx, BEXxEZER | 55 HIHAEX
4174 1% 2 FSx for Windows File Server,

I A B HZ T Z] FSx for Windows File Server
1. ERXHERSSEL  MNETXEEHERUEER BMIE1T. LLEER PowerShel B 33T F
Windows,

2. SmbShares.xmlBEEHESITUTHT , HEXHRSFNXALEZS HIE N4 F
PowerShell, FiZRGIHH F: ERAN BTG H XA ZHXHRS R LR B[R,

$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml

3. Y%% SmbShares.xml X# , FX F: (BN EI[ERF ) WATESIAE#RRN D:\share , AR
Amazon FSx X# R4 F D:\share £,

4. FIRBEXHHERES AZ FSx for Windows File Server, £ A LLiA B B #& Amazon FSx XX
HREMEXHRSB|BHIEF KL, SFHRENXHRERE, RS, FAUATHSNES AT —

B,

$shares = Import-Clixml -Path F:\SmbShares.xml

5. AU TAZEZ— , H£&TE FSx for Windows File Server XRS5 88 FOIEZ N HEMEMNEIE
PUE S

BEURBEAAERZTIENR , FEARTH T,

EBRNHHERE 96
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$credential = Get-Credential

EfH Amazon Secrets Manager ®REKZFIUEXNR , BEEAUTE S,

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

6. FAUTHANXHHREERETEEEN Amazon FSx X 4RSS ES.

$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", '"ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor",
"Path", "Name", "EncryptData")
ForEach ($item in $shares) {
$param = e{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[$property.Name] = $property.Value
}
}
Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznfsXXXXXXXxXx.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential @Using:param }

}

1X# DNS ELE LA Amazon FSx

FSx for Windows File Server AN XHRERHE T —PERINFE RS (DNS ) 2, LA TR
XHREEWEIE, BB %R A DNS B#ELE RN Amazon FSx MRS H DNS 518 |, EHFT
ERHEMR DNS BT REHXHRE,

£ DNS 518 , FTERF X4 REEE MR #ITEE] Amazon FSx B, ATLAREEFEAIAE DNS ZE#5h
8] 77f% £ Amazon FSx LWV EIE, XBBTHETEE Amazon FSx R LEEFHEAFER DNS AFRHY
ITERNARF. EEFXHREURNROIET RSN , AT DNS 518 53HF FSx for
Windows File Server #xBt, BIXZEZ AL 50 N DNS ABE— N XHRGEXHK, BXESER
BESE & DNS 38,
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DNS 3| & 4 E A TEX :

- WAXATEREHE (FQDN) %= |, fli accounting.example.coms
- AILEEFRRFFHFNEZT ().

« FEUEZFHFFLSER.

« AILAEREFTT K.

XTF DNS ##& , Amazon FSx 2R ZBFHEFRNNEFR (az) , TREEEFEF#ENIKREF
&, MNEFRERENBIHNNFTH,

LUTERRNE T ifEHA Amazon FSx $24|&. CLI 1 API ¥ DNS %1& 53 E#/ FSx for Windows
File Server X RS KBk, BXEREBHFXMHRE ( B/NE OB XHRS ) 11558k DNS 3IZ#H
EZEER , B5H TR XH RS KB DNS 318,

¥ DNS 3| & EIMB X4 RERE (£FE )

1. BT MuLITFF Amazon FSx %A : https://console.aws.amazon.com/fsx/o
2. SMBIXHRE , REERES DNS 518 KXBKH Windows XH RS,
3. EMEZERLIETMFL , i&HF DNS 5l EX N EE T EE DNS 38 X iE4E.
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Windows P #5

Manage DNS aliases X

Associate new DNS aliases

transactions.corp.example.com|

i
Specify up to 50 aliases separated with commas, or put each on a new line.
Assoclate
Current DNS aliases
Q 1 &
DNS name & Status v
financials.corp.example.com ) Available

If you associate or disassociate DNS aliases, your file system will experience a temporary

loss of availability.

4. FEXRERFBBIEED , WAEXERK DNS 5%,
5. IEFEXRER , NARIARINEIXHRL.

A LAFE S 81 5] B 5 R AP S NI NI R ERAY B B VRS . SRSE TN TR, 318 E5XXHREREK

(HIRTRFERE 25 58 ) .

¥ DNS 3|& 5B X4 REKER (CLI)

« f{#f associate-file-system-aliases CLI @5 = AssociateFileSystemAliasesAPI #&4E4F

DNS 3|& 5EIA X HRExER.

BT CLI BRFHE N 3B 5B ERN X4 REREK.

1% DNS BEiE LA Amazon FSx
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aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef® \
--aliases financials.corp.example.com transfers.corp.example.com

MR ERT Amazon FSx 534 R Z R} B B B AVIRS.

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
3,
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

ESBEXEKNBBEIRE |, B CLdescribe-file-system-aliases | % (&
#DescribeFileSystemAliases#) API #4E ) . HAIHM Lifecycle {1 AVAILABLE BY , {7
DERAZANBHRINHRGET (LEBAEEERE 25 79484 ) .

#|42%) Amazon FSx

EZ|$#2 3 FSx for Windows File Server X &% , HHITA TSR :

- EREE,
- ZHETHFT SMB B im 5 RN HRENEE,
s WITHREANXHAXGREERERSD

- NIEW Amazon FSx XHREEERS EMEBF (SPN) .
- ¥ DNS CNAME i B[ &R Amazon FSx XH RS,

LT &BONETITEN SRR

£

23] Amazon FSx 100
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- HEREEES Amazon FSx

« H Kerberos H %K UtfLE SPN

 E#T Amazon FSx X R4ty DNS CNAME i3

AR E|#Z| Amazon FSx

ENEIZEER Amazon FSx X REMAER | BHHRITA TR

- FArEBARBXHRENE IR IEE,

- £ Amazon DataSync =% Robocopy MITERAXHRL, EXEZER , B5H FINE XK FH#
E# E| FSx for Windows File Server,

s WMITREANNHHERBERS, AXEZER , FEH F X AZHEETHE Amazon FSx.

A Kerberos B UFE & SPN

BATEWST Amazon FSx EAE T Kerberos By G RIERE B N2, Kerberos BEB 7RI X4 R
SNEFREMREZENE MR, EXAFA DNS 5B 751E Amazon FSx & F /3 A Kerberos &
BRAE , HHMIE Amazon FSx R EiH Active Directory ITEHIX K LA NS DNS 38 33 B89 RS
FEEZF (SPN)

Kerberos B3 RIEFEZEMH P SPN,

HOST/alias
HOST/alias.domain

Fltn , R FELR finance.domain.com , MFHENHER SPN 1T,

HOST/finance
HOST/finance.domain.com

—/N SPN —IXR REES— Active Directory It EH I HKxBk, MRNREXH RS Active Directory
TTEYXREER DNS EFEBFIE SPN , MFER Amazon FSx XHRE6IZE SPN 281 , LML
H iR,

UTERNAT WAEREMAINE SPN, FEBERAK A Amazon FSx X4 R4tk Active Directory
THEAX REIEFHH SPN,

AEZ E)3F) Amazon FSx 101
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RIEFTEM PowerShell SE37 B FER

1. BEFEBIMAZHR Amazon FSx XHREFTHIAR Active Directory B Windows 354,
2. PowerShell AEE R B33 T
3. FERLLT &N %% Act PowerShell ive Directory #&iR,

Install-WindowsFeature RSAT-AD-PowerShell

& 3 H IR R 1A U RS Active Directory THE I & ERELA DNS 318 SPN

1. FEAUTHSERFAENAE SPN, N alias_fqdn B#N1E T8 DNS B & LLEH Amazon FSx

PEXHFRLRERH DNS 3l&.

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FEAUTREIBA gLt —FSHRE/MIIE HOST SPN,

« N alias_fqdn BRAE I8 DNS BLELAEA Amazon FSx FEXH R XBKHI TE DNS

BB
« ¥ file_system_DNS_name BN RE X4 REH DNS B Ffo

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

3. X4# £ DNS ELELAEH Amazon FSx REXHREXEKNE DNS B EEX LSRR,

7 Kerberos &3 WIEELE SPN
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A Amazon FSx X R 4K Active Directory T EHIX Ri&E SPN

1. B{TLAT#% , 7 Amazon FSx XH#RZREIHH SPN.
« ¥ file_system DNS_name &#2 N Amazon FSx LA SR EH DNS B #.

E7E Amazon FSx 24| 4 L ER X4 RSH DNS B , B EBRXHRSE , ARERENTHR
G, ERNHARZEMAEENHPNNEERELBEK. BIET L DescribeFileSystemsAPI
YERY I B2 3R EX DNS #& #5o

« ¥ alias_fqdn B NIE T8 DNS BLELAEA Amazon FSx R EX#HREXER TE DNS
BB

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}

SetSpn /S ("HOST/" + $Alias.Split('.')[@]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

(® Note
MRFEBIHRSER AD ITEH X RA1FTE DNS 5B 8 SPN , A Amazon FSx X# %
SR B SPN FkM, AXEHRHMBRIAE SPN WEE |, BSRERHMRER X HRS
Active Directory ITE#HIX R EHIIE DNS 5% SPN,

2. FEAUTROIMARIEREN DNS BB E 7 #H SPN., RN IIEHRN HOST
SPN : HOST/alias M HOST/alias_fqdn,

¥ file_system_DNS_name E#F Amazon FSx 3 EL4A X REH DNS £#5, E7E Amazon
FSx %8 EERXHRLSH DNS B , FRENHRES  GRENXHRE  REEEXHR
SEANEHLNMESRLERK,

#&1E T LATE DescribeFileSystemsAPI 4/ g B 1 3REL DNS & .

H Kerberos & KIFHE SPN 103
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## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. X4# i DNS ELELAE A Amazon FSx REXHREXEKNE DNS 3B EE LIRS R,

@® Note
Al LAUBIE 7 Active Directory HIR BELA TARBN R ( GPO ) , @FIXI £ A DNS 3B EZEIX
H-RENE P HIIT Kerberos 5 105 iE F4& 5 P N33
o BREINTLM : mZIRSFZ WA H NTLM HRE
« BR&INTLM : 38 NTLM & 4 1iE%5 iz 2 AR 5585 51 74

BEXEZEE , BSH<EL 5 FH DNS BB EX4HRSE W ER GPO B&lH 1T
Kerberos & 311,

E ¥ Amazon FSx X R4 H DNS CNAME 123k

ANHREEBHEE SPN f5 , AJUEN LT 5 X EEEE] Amazon FSx : RN RIA X RGN EN
DNS 2 FE# AN RN Amazon FSx X REERIA DNS & #5#HY DNS 2%,

ZEFTEM PowerShell cmdlet

-

LLE A& DNS EEMNPREVA ( X F Amazon Managed Microsoft Active Directory , § Amazon &
MRHWEBRREAEER ; X T HITEEM Active Directory , HIEEE R REEZE R DNS EEN R
WEMA ) WREAFBHEZIEMALL Amazon FSx XH RSN AR Active Directory
Windows =45l

BEXEZER  B5H (GEBT Windows R4y Amazon EC2 AAF#ER) HHIIEHEEZE| Windows
=4,

2. PowerShell LABE & H4 T,
3. ZEE PowerShell £/ DNS RS ERKMITHESREFANIES. FRAUATHSREZER,

FE# Amazon FSx X#H R4y DNS CNAME i2%& 104
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Amazon FSx for Windows File Server Windows f 8/

Install-WindowsFeature RSAT-DNS-Server

E#HIAEH DNS CNAME g

1. ATHIAF alias_fqdn KIFREIA DNS CNAME 12 FE# 2| Amazon FSx XHRFEHITEMN
WK, WRAKEFMIZFR , ¥79 DNS 518 alias_fqdn BIE—NHH DNS CNAME g% , %
IEFRFENT 7 Amazon FSx XHREHIERIA DNS & #ro

BETHA , BHRTUTERRE

« ¥ alias_fqdn BRAEXHRGEREH DNS 515,
« §¥ file_system_DNS_name il Amazon FSx 2 B4 4RSI ZRIA DNS &

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[0]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

2. X4# 7% DNS ELELAEH Amazon FSx REXHREXERNE DNS 3B EE LIRS R,

FE# Amazon FSx X#H R4y DNS CNAME i2%& 105
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¥¥ FSx for Windows File Server 5 Microsoft SQL Server &
S

= A% ( HA ) Microsoft SQL Server BE IBFE Windows FRFEFAMELBER (WSFC ) BN
MEEETRLE , SN REUUGRAZXHEE, BAILUBIHEP SRR FSx for Windows File
Server fEA SR AM ( HA ) Microsoft SQL Server B HZZM . AEEIHRTBEXHNEFE#FAE
SMB X#HHZE L,

® Note
B &l , Amazon FSx X Microsoft SQL Server IFI ( BIBt X#H-#0#81E ) ThEE,

SQL Server ZW M SSD 7, SSD FTHMERERS. NIERKHEBN TEAEMRIT , 2HEHK
B

BXREH Amazon FSx 1K SQL Server 5 A4 EBHE X MR AWELE |, ESHE Amazon
Storage BE LT XE :

 Simplify your Microsoft SQL Server high availability deployments using Amazon FSx for Windows
File Server

» Optimizing cost for your high availability SQL Server deployments on Amazon

» Simplify SQL Server Always On deployments with Amazon Launch Wizard and Amazon FSx

£ Amazon FSx 43 SQL Server 5&3h #3E S04

Microsoft SQL Server AJLAE A SMB XHHEERNENRBE XM N FHIETH1TEE, Amazon FSx
KM, BYIZHFFETH (CA) XHHZ , 71 SQL Server BIEEREREFMH, XEXHHRE
ERNEERNEMBRIEAZEXHHRIENNARESF (W0 SQL Server ) Mikit. BAREBAUELETMAK 2 X
HRELBIE CARE , BXTFE SQL Server FE , TREB N HA , BEEEZTARNXHRSE
R CAHE,

£ Amazon FSx 432 SQL Server 5&E3h #3E X4 106
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fm&¥$#;k_TFHEO/\%=

& A LATE PowerShell EEAER TZEEEH Amazon FSx CLI 8122 CA =2, EFHZEENE
AANHEE | FEEH New-FSxSmbShare ¥ -ContinuouslyAvailable #IWRENR $True. EY
BEXVEN CARENEZELS , BSRCIERETANAEE,

BtiE SMB EATiRE

i FSx for Windows File Server A3 B#HE Fid | 2T AXHNAREBRNARBENMETES B 1/
OEfE K BEX 30 WATHK. & SQL Server AR FN B ENBBEREERTE , E4H
RTFEEERR,

B LAEE SMB HRinEERTEEN , MBRENNARFEBENSZS TARXNHRERBER, &
ABYEHRNHRENEFEHENRNANARFERAREBREANTH , XEEHEHRMEBNK
MEBRE

£ Amazon FSx E8 SMB X4+ = 0LiiE

Windows Server X R BHERBEELSIE SMB WHELZENIEREP EHRTRMFER., LIEXXHFH
EREELEF#THETE#HPRES. Amazon FSx X#H R4 A FA/E Windows RSB AMERE
ﬁiﬂﬁﬁﬁ SMB I#F/\?-JL:'LIEO

EFETRANHE 107
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¥ FSx for Windows File Server 5 Amazon Kendra &4 £ H

Amazon Kendra B —I 5 E AN Z 88 RS . FSx for Windows File Server X R S Al LA
Amazon Kendra FIEIERIR , NI REI M EEERFEEXHREN XA EENER.,

« BX Amazon Kendra WEZE LR , 2 (Amazon Kendra F & AR $ER) https:/
docs.amazonaws.cn/kendra/latest/dg/what-is-kendra.htmIF B9+ 4 & Amazon Kendra,

o BRI XHREARIMA Amazon Kendra BHIERIRWNEZE L |, 155 (Amazon Kendra FF &
AR¥EE) T8 Amazon FSx BIREREAI] ( #4158 ) .

« % F Amazon Kendra BIBLR{EE. |, {55 Amazon Kendra M,

- BXWMEIHEA Amazon Kendra #ERXHREMTRE , S Amazon Machine Learning Blog £ #)
Securely search unstructured data on Windows file systems with the Amazon Kendra connector for

Amazon FSx for Windows File Server,

MR RE

LB FSx for Windows File Server X RGN EIERKIRAT , Amazon Kendra 22 EH RS M=%
JER X HRE LW XHRXHER , UelEMEFHERRS, (AUUEERIERNERRSME, )
2% B Amazon Kendra I XA RDESI BRI RERR , EEALECN IEARBRXHR
SREBNZE L,

BRENEHWNHREERE T ZBHER , IHEN ITEARMERTLZINEH, B4AME , RE
TRIRBIREXH , RINBWEMAER SSD FHRENNHRES , IHTUNFEETREFHESHIFER
REFESHHRAFLEMN IOPS 43,

Bx Amazon FSx MEENE ZE R , 55 FSx for Windows File Server Mg,

M REGrERE 108
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BEZAD, £FRIANITXE HREAP ERV RS

BRTES B EHNHREBERBERSIFAM I, Amazon FSx BN ERM T LITGERDT |, FFEhE#H
—SRPEEREXMFRSE LABEE

« R4 Amazon FSx &0 #E % B &1 Amazon FSx RV & R B MEAMER,

« Amazon FSx X# R4 H Amazon Backup & 112 =im M A Amazon [RFWEF X B &F B #ER
FRERHN—&5.

- AP ANEE Windows & F BIZAR B MARUE S 4 B cUHH @I o 3041k S B B B AR A< 5K LR SRR AR

« Amazon FSx X # RS BB XH R EH Amazon DataSync it X & #I AR HEER P MIRE.

&

- ERZMD

- R FEIE

« {8 Amazon DataSync it %5 i

(kg

f&B Amazon FSx , R EEXHRE —BiE., SHAMNEEH, EN20HTSENERT G
RENAMENMEER , \MBARERAERGEWINE RLRRB, ABRXERSE - , Amazon
FSx £/ Microsoft Windows FHEEEHIARS (VSS ) » NEARSIFAM , Amazon FSx £ Amazon
Simple Storage Service ( Amazon S3 ) RIFER 17

T REASHBIRDERAFBHINEMNINEEER , Amazon FSx R HMREERH . XEREN
REEZFRNREANXGRERE. BTEEEHRE , XHEARE LG CIERZ 0 EE
T & 7 AN

EREAONBPINENR , FF /0O TR BEEE  BEREE/ LV, BT VSS RS EENmMES
FHEANARIF BRI THEME /10, Hit , MRENITHEARBVEAREBEARE , WEEHNET
BERTEK (DataWriteOperations ). AZHELAAFNNARFREE AKX /0 5. N
BENENRENBRETREERTE , EABRATHEES K.

EHANXHREUNERZ DR —FHRESEEK , IJL%ME Amazon FSx for Windows File Server XJ X%
SHITHEF, Amazon FSx ZREMTHEREENZHREMEMER, F£H Amazon FSx ZFMIEE
i TR UERND. EF80. NBRPEEXHREERHBREMR. BIE  EEFEIMXHER
SELNERBR , AEERAZFERONREHAEAETHRENKERS,

ERZH 109
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£

- EASHBIED

- ERAFEFEH

« f¥ Amazon FSx 5 Amazon Backup £&1FH
- EHEH

- BREZEH

- MER=Z 4D

- BH KN

ERSEB3Z0

BMINBER T , Amazon FSx AILMBRBFHZ D XHRE. XESHANRZHELEXHRERNELN
BHRONRART, EEESEROEREN , RNBWEEE - RPLRAENE. BRBELT ,
XARBERECEANHRENNARFNERZTRIEZN

BREAFBNARE—EREE , MAREH., £ Amazon FSx 24|l &8 helZ X4 RE5 , BIAWES AR
B R D1FEHIN 30 X, Amazon FSx APl 1 CLI BV EBRIARZBHIFRE. S LU REHIEE R 0
90 K2 [H, FREBHIEEBEN 0 (F ) RaxHEHEIRD. WERXHRSE , SRS E%E
%

(® Note

MREBIREN 0 REKBEXHREXKEF2BHEMD. RIBEINRVEN EREMARSI x5
DRERFIN N HREEAZTHEHEND.

& T LAME A Amazon CLI SiE H —4 Amazon SDK RERXH RSN Z DR ERMNZHDREH, F/5
UpdateFileSystem APl ##4E= update-file-system CLI 5. BXEZEL , BSHEL 3 ¢
BERAEXHRE.

ERAFEN&ED

f&Bh Amazon FSx , BRI LABER F o &M X B RS, LA LUER Amazon FSx #2%|&. APl 5
Amazon Command Line Interface ( Amazon CLI ) 1T ¥E. Amazon FSx XHREMAFBI&
BATEH , B XEZNRETEKNRE,. BIEERRTERONXHRE , AFRBaIE At

FRASEAIEH 110
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2RE, EBRBEEH Amazon FSx #2#|A. API 5 CLI MIBRAF B3I & . Amazon FSx KIZF & H
IMRIX RS, BREZELR , BSRMEREG

MREMGREBAXMHREN (FIMEEFFULEDYRAI N RELETHE ) B3, NZ2DERMHE
AFIEED ERETRE

SRR E&ED
LTS EMMAE Amazon FSx BH &R A ABNHREUEAFEHE D
EAFBHXHRERED

1. B LT MuLFTFF Amazon FSx #%l#& : hitps://console.aws.amazon.com/fsx/e
2. EERFEEFERD , ERERONXXHREHE .

3. TEHEMED , EFREZMD
4

EIFNGEZEONEES , AZHRE—NEH. BHOBMRKRZALLEE 256 4 Unicode 7
7, UARFR, 2R BFNE®RERF . +-=_:/

5. 1%$% Create backup (BI2& 1)

WiE , BELORT XMHRERND, EEMNSEMAPEERH , BIWE Amazon FSx ZHI&HRFTE
FBEZHNER. BUUAERENZORENER , BIRERERANERTRENSE R,

MRS EFRC ARSI & P8t , ©EA USER_INITIATED &  HEAEZLUHAZEER
3 CREATING A&,

£ Amazon FSx 5 Amazon Backup &4 £

Amazon Backup & —fhfE £ B FERW G E , TEEZHD Amazon FSx MHRERFRF B

&, Amazon Backup 2 — 45— MRS , EEMLRZFONAE. EF. EFERFMPER , FEadiRqdt
SRR E M ®it. Amazon Backup Bi H B ER M E N ERZAMEZLEAUFEEPXEZHE
B&. Amazon Backup M —NERMBEILBTERATERE , N EL Amazon FEE. BIEEMX
HBRENRT -

- BEHFITERZ M Amazon FiR.

- ITRIBFHED.

- REREKMK,

« % Amazon X Amazon ik & Fl% 17

¥F Amazon FSx & Amazon Backup &4 M 111
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- BEMAERENZES. EFMNMEFRED,

Amazon Backup £ Amazon FSx NN E& 11 Zh8E. M Amazon Backup #H & #HTHE M5BT
Amazon FSx | A #H TR O EBHBRRANN XHRE —BMEMNMERE , URERNERET, HER
FE#HITHEMEAM Amazon FSx & ( TR —RAFBHZH , ©2Bz1%M ) , M Amazon Backup
HITNEHDREERD.

MREFEA Amazon Backup EEIX LR M , NoRBHEHMINEE , SIMNERRBZED , URS/DETCIE
TTRIZBIEED, BEAN , BIEEMIBREXHRSE , Amazon Backup & REEBNA U ERZH, X#
A BARS LE AN B R

Amazon Backup SIZM R EANAFBHRM , it A Amazon FSx WA F Ba & OB . BaL
£ Amazon FSx ##|&. CLI 1 API F&F FIE R Amazon Backup FT8I2ZME B, B2 , 8%

fI B Amazon Backup £ Amazon FSx #2#l&. CLI 5 APl F8|ZM & 3. BXUWMAEEH Amazon
Backup & 1328 Amazon FSx X RENEZFER , 15 H (Amazon Backup FF X EEr) HHIE
A Amazon FSx X# R £,

g5%40

B LAE A Amazon FSx Fa1¥¥E— Amazon IKF IR B EHIEI S — 1 Amazon X1 ( EXEEI
K) , BAILAER— Amazon KEBRES ( KEBREIEX ) . BREEER—N Amazon 7 XU FHIEEX
BRI, EAILAER Amazon FSx #2#|&. Amazon CLI 5 API 812 FBI& 0 EIAR. SIBZAFE
& EIAET , HRA ) USER_INITIATED,

#&3& v LA Amazon Backup % Amazon X1 F1#% Amazon Ik~ & #1& 7. Amazon Backup Z—I
ETERENROHEERS , NETEBNZOINRHET —hRiEn., EHEKFAEE | SAUE
FAZMERBEALNNK, ARG,

EXEZMaAN TEXSHIGERERFNENE. BUUZAHFEEFE S — Amazon X , iX
B E Amazon KR ERMER , BRI UNEZBPEREHFRERE S — 4 Amazon KXW THME, &
BRI AEAROREIAR  FXHHIBEREEIE M Amazon XigisiE — Amazon KiK., &R LAEH
Amazon FSx ##|&. Amazon CLI 5 Amazon FSx API #£[E —/* Amazon I F ( BXIESHXEA )
NEMEZ D RIZAR, EE AR Amazon Backup IHEHE T KM ITRE O REIZ,

BKFZ2OEIANTHAENE0EHIREKSFNEESAERIETEE, SiERMH THINNWKE
RIFE , BB L BAEERBRR A, FIEEKXH Amazon KMS Z4AME. BERKFROXER
A (RZFONSZNMEKFEFT - RBENZOREKS ) NBE (FFOMN—ITERFEHEZ M E
ENZOEIARKS ) .

5% M5 112
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https://docs.amazonaws.cn/aws-backup/latest/devguide/working-with-other-services.html#working-with-fsx
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{5 F X % Amazon Organizations #9 Amazon Backup #1TIEKF & B EH, Bk BIAMK 2R H
Amazon Organizations REEE X . BXxEMH Amazon Backup #{TEKFZHREFNESZER |, HS
% {Amazon Backup Fr & &R FHIE Amazon Web Services Ik 7 8172 % 19 Bl 74,

= 17 &l AN PR %1
ERZ0E , FEUT LRS-

« NEFHEERIEIL Amazon XigizEl, HE (4R ) MFE ( TE ) XiE2zE , A& Amazon
GovCloud ( £EZ ZP ) # Amazon GovCloud ( ZEE AL ) Kz BN BEXEHRZRMHEIA , EFRXE
51X A X,

o ERMAXERZFEXEE 458,
o BRALATEE{A Amazon KEBAHITXEBRNEZ D,
o REMOHVRASNLIMA AVAILABLE , R FRedtiTE #,

- MRRFHEEES , WEEFEMER. £ERFOHZENATRAMATFRRRS G 2R TRERSEEEH
MR, MREERBBRRZ R, WAIERIX MR,

« XXTFEBMNKFEEANBI Amazon Xifl , RS AIUHTENZ D EFIER,

B X EE 0 R AR

&R LAER 1AM policy FEARR FHITE N EFBRENNR. E5IR Amazon XEHBELEREXE
B2HEH , FRE (1AM BB IAM AP ) ZXTERTRREZ 0 RMIR Amazon X1,

&R LAE A Z KB R T CopyBackup B EHIRENR, BT UEREE Action FERPEEZE
1, AEREEHN Resource FRPIEERRE , M TENRBIFAR.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fsx:CopyBackup",
"Resource": "arn:aws:fsx:*:111111111111:backup/*"
}
]
}

% IAM policy WESEL. | B35 (IAM AFEE) FH IAM i I SR,

5% M5 113


https://docs.amazonaws.cn/aws-backup/latest/devguide/create-cross-account-backup.html
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TENEEREN

S8 198 $I5)598% 5 TE 0 B 4% Amazon KIS E #5 Amazon kP , BMEZEREE KMS &
AN EHOREIARBFERRTNG , E— N EFCREREHEA,

E—REHEME , B— Amazon IKFHE—-BIRXENAEREZ DRI AONEERZND , sIRRE
o R BRZ X B A A SR EH N E 0 H B - EXEEAMEER Amazon KMS 4, MRHANKMEEHT
AR, WERRESERTE (FEE ) FHEIA.

ERAEFHEER K, (BXERXER ) AEFHZ0

1.

2
3.
4

BN AT MUt 3TH Amazon FSx %A : https://console.aws.amazon.com/fsx/.
ESMBEKP |, %#F Backups,

ERZEORPLESHNED , AREREFRH.

£ Settings (1RiE ) ZB7 , AT TRE -

- EEFRREIRS | ERESHIREHEFR Amazon Xig, BFRaTSMZFEH M Amazon XiF
( BXEEIA ) 5E— Amazon Xif ( KR EIA ) .

o (k) BBEEHRE | SRENRZHEFIEREZN . NREESR 6 PEFEHIREH
AIRE |, M EHAMBRL.

STFMNE | % Amazon KMS INZZ4ARINEZE HIME 14

NFHE - ik, HARNENFHRERMEEEFNZD, WREELTRPAIMGFL | HE
SR A4 FRBEEFRE , WKEHMBRZL,

1%£$% Copy backup (E#I1&E ).

ZEER — Amazon Ik R E $IEIFTiE Amazon XiF,

£/ CLI £ZF— K/ ( BXEHXEA ) REH &5

£ copy-backup CLI @558k CopyBackup API #R4EER — Amazon Ik~ N E HIF 4 , ATLE
Amazon X1 , 2 A LAE Amazon XA,

LTF&SM us-east-1 XiZi&E#l ID 3 backup-0abc123456789cba7 BI& 13

aws fsx copy-backup \
--source-backup-id backup-0abcl123456789cba7 \
--source-region us-east-1
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https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CopyBackup.html
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g RE R T & R AR,

A LATE Amazon FSx #2418 LEE R , LI LAEH describe-backups CLI 5 E
DescribeBackups AP ##ELURE AR EEZ B,

it R A7

B LEATHRORETXHRSE , NERMIERS — PN XHRSGHY AT E S RER, &0 LAE A
&. Amazon CLI , SiE&F — Amazon SDK 2 [F& . MRFHOEFRIFXEREFAENN B S22
HMXHREMENEER. NBOPEENBFEACLERNFINHFRES , EHHPESLTRSHE
iR,

NERAF AT BREE R EEFENXHRES , ERFRERNXM4REMXER Active Directory 5 R X
HREH Active Directory HE[RE , EZ R NHRER AD HE1E. B Active Directory WE %
f§ 5 , IS H1E FSx for Windows File Server Ff# f Microsoft Active Directory,

T EERE S SN ER 2 &% T F 40 L eI 2R X4 R 5.

(® Note

BRENRNERIEREBBRENFERBTEMARN NGRS, BAUEERNXHRSEH
FHRAEBTARENEFHEAE, AXESEE  FEHNEEFEREE,

MEADE R R G

1. BELATMutITH Amazon FSx # %A : https://console.aws.amazon.com/fsx/.
2. ERHAERHEHRNENSHESPEREZD.
3. EBRRMRPELELRRENRM , RAREEERED.

ERUATT XA REORAS. KOS SHEXHRENRASER , —FENRBEX
BAEHERERBARLEY, B2  GTLERXEUMLED. XHH VPC , UREMRENE
BB, RIMERT  FHEREEY SSD , BETEN TR TIFEERN HOD :

. XHRGHEXBNSTARLSTAKX 2,
. FEEBEEDN 2000 GiB,
4 BROBFTHRERWRIEERA S
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https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeBackups.html
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5. %3 Review and create,

6. EEFEN Amazon FSx XHRZIEFRMRE , RARIERUNBXHRE,

TLENROHER , HEEEREBHNWXHRSE, SEHREBEXRN AVAILABLE B |, @A/ LABREFERAX
HRE,

1l BR = 42

MIBRE 0 R —TUK A B IREWRE, BIRNZHFNFIELELRSEMBER. RIECHEGRTE
FEZEHD , BNTERRIZEZLD. EFTEMBR Amazon Backup £ Amazon FSx ##4]A. CLI 5 API
el B3R} Amazon Backup &7

1 B % 12

1. B LT MuLFTFF Amazon FSx ##l#& : hitps://console.aws.amazon.com/fsx/.
EREHAEEHERNENSRERPERZD.

EREENRPEEMROZHM , AEEEDEBREZH.

EHFHOBIBRZOXEES , BIAZHD ID EERBRHZH ID —3,

A Bk EMBRAY R DX R A S IRAE

TR BRE D

I T

BHEAAFA SN EEACKAM B AT TRE.
R AN

EORPAXMGRETFEAFEZE (MAREMEFHEAER ) RKBAE, FOXNNMIERRTEAF#ES
BURXHFRELNBTERAE, BRVFEEXHFREFHETNIESARELERHER , B2 0EH
BURXATHINTERF#EETE. MR2ON , XRaBBRZEZDIENHIE. 58 Amazon FSx , B
B BURM R E 48P T B RV R N NEM T £ SSD/HDD 7% , BERA T& 17,

NRENHERGE -3, BAMNEEMLED , Amazon FSx RERBINEHHE. XHREFHES L
MBEATUFE#ES MRP |, EARRTHEREANBZNER, Hit , FOEABHEK/NATEE
MHRGE XN B FRNAED AN,

MELSAEZHRERAENRA , F15R Amazon Billing #2%IE#E Amazon Cost Management
Console. BItEENTHREZBHANHEE , BULMRICENZBHERAETHRENKERS.
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FRAZEFRIA
v H

Microsoft Windows & F&l4x2 Windows X RAEENT R RN IRE. BRAEFRIANE , BHAF
A AR FE Windows X4 RREERIEENNERHRBHINEN G IHR, X, AFR
BERMBUHE U H LR B IR AR, i Amazon FSx By 124 & 1 & o] LUEXS Windows PowerShell
WERBRUNZHREE FElIAR,

FTRAREXHREGENBE—FFM  ALIEEXHRENEFREE, BR , ¥ TRIANIBERXH
TEERMINEFETE, FRENHRETNTEL FRIABISEXHRENEDF,

® Note

BRIAE R T , FSx for Windows File Server EXRBRAE FEIAX, BEXHRE LiIZTEFE
A, G MPABAEFIR  AEXHRELEERFEFITN. BXEZELR |, ESREHAERIA
REXRIZER FRIAX,

(® Note
FTRARTRBEAZN. NRBAXTEX , FHRRAENTEHRZ D,

BREBETIRIANER  BSAE T EIA.

F&

- FTRIAEERD

« ERARNRERRER TEIA
o« BFEEA MR

FT Bl A BN

B A LA Amazon FSx E X B Windows PowerShell S EXHFR&E T EANLHEHE FE 4,
EFEHIRESEWMRE ;

« FTRITENHRE LABUHENRAF#E
- (k) BMEMKRREMER (FmEX, EANEA ) KA FRIFHNITL

R FEIA 117
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BAONXHREEEME B K[RE&ES W AF#E 500 M FREIAR, HRFRE R , SREW T - FE
FREREENEFEIR, B , YRIBAZFREFHEN , RE2WBR— N HSI KRBV FE
K, UEAT-IEFERNBELZBNFHEER,

A% MAEABIA Amazon FSx RBRER ANRHEHL T EHNES , B5H EARNEERE
EYTEA. BXNAAENHTRAFARENES  WEALTEL,

DEE TR FMEEERED

FTEIAREB LN FRIARURABNXHERNREE R, T2EFHBENIXMF , REFHERED
b, LEIRAN X SANFERZERBEEREIANXXHSZ, ATEINESZREAEREN THEREM
o B , EFFRIAFEANEHEZRBRATEN TEAR. BESRAT FRIANEMEZEN ,
ENER T EABEN X REERARR,

BREFEIARR , EUMEERFRIAENHRE LALUEENRAFRE. MIARGNXHREN
10%. MRAFZERMSEER M , RNBUEEMES, RERESAK DTSSR ERRIER
FRIANMRLEAFTPEES.

BRI LU E FRIAEFEHIRE N LR ( Set-FsxShadowStorage -Maxsize "UNBOUNDED" ), {B
2, TRRBETRESSBEAEX TRIFERXHRAEMEE., XUKEASBTFHBIETEUARTHEN
THAE. MRERETERTFH  BFLERIZFEILRINT BIFREE, XX FRILTH
BENREXNNELRFENES , BSRREE FEILRF®,

BRAETREIARE , BULEEREFRIHENTFRZNE. AXESZRER  FERNEEE TRIAFRET

i,

FTRITWXFRFEEW
UTREAYTRIANIHRERN,

- BREXHRELMBERZBNMHERELURE TEMEFER. Amazon FSx 12f4tH Microsoft
Windows Server IRt % FRIARIEE, BIEZ1T , Microsoft Windows KA E AR & HI#Y 5 EKIE
FERE—AREFEFHILURNESR , MIXHEANEFEIRZSAUANSNIXGBEARERIT=
RO B4E, tR Windows FTT3ER E8# 110 BIENEZE ANRE |, N AJEES UFTE & F Bl A5 BR |
AR L EBEBELBEANEFREFEFaIAR,. Hit , DAAXHRE LN IEARERMER S
B 1/0 MEERE ( REXHIRSES 110 MW BEHEENEE | URREREME /0 MENFHEBENA
E)o,

s BIBEBWEESAE FRIANEMREEN SSD ZFi#M3IE HDD F#HH MRS , B Windows
$#IP T RIZHFEN /O MEEER , ME HDD 7 1/0 RIERHENEERTERIK,

FFRIAREBR 118
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s RTEENGAEFRIRFHEN , ENXHERGEENEDE 320 MB WA AZE(E ( MaxSpace ) »
Fln |, MRERNEFRIARDHE T 5 GB MaxSpace , MBRT 5 GB MaxSpace 29 , B X4 RER
WMEEADE 320 MB BV AJ Az,

/A Warning
BEEXFEHITN  FRAREIBHEIRITNSTEEHRENRELNFTERFLTFE
%IJO UlZETﬁlJrI{fF%V»&L? ERRSHNZHR FEH . AXEEBELE FERITXINE
B, BZRRBEXE FRIAITX.

EARINRERIRESR FRIA

BRMERE FRIAEHNITINMNRE , EXHRE LRBREL FEIARN. MIANE FRIAFMH
REAWR FRIARZERNAERSEHN 10%. WREBNMNHRENFEREE (UEILREXIEXR
), WEE D BN FRIAFEETSUREEXE M.

BNtRE UTC RS AE—., A=, A=, AEMARLSF 7:00 MFF 12:00 BRI FEBIA.
REF TR AN FREBIRIAS 5B

1. ERIEENNHREEFMEEREN Windows iTE K6,

2. LUNHZRABEERARRAKNEHEF Windows 1TEX44|, £ Amazon Managed Microsoft AD
B, %42 Amazon £k FSx BEE R, EBITEEMN Microsoft AD # , ZARFHEE R
RELUEBEXHRENEENBEENERA, BXEZEL , 50 G&A T Windows =48y
Amazon EC2 AAF#8®) FHYEREEE| Windows K4,

3. HAUTHRRERINNE FEME, ¥ FSxFileSystem- Remote—PowerSheZl—Endpoint
BN EEEEN X RS Windows iZf2 PowerShell iR, A BLFE Amazon FSx 24| A.
NHRGFACERETHNENRE TN DescrlbeFlleSystem AP 12 /EHY 1 B 3% E
Windows iZ#2 PowerShell 4% R o

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}

e B F R E LT RAREEL

FSx Shadow Storage Configuration

FERARINEERE FRIA 119


https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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AllocatedSpace UsedSpace MaxSpace

0 0 32530536858

BIRRMIAR T EHIIT X
« BAUTHTRERANZFEHIR.

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}

REWN2E RIAERENIRIATR,

FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

ETREMSTNRAELH TEHIY BB AEYY TR,
3 JR AN STAF RIS AR

¥ Amazon FSx X R &G LRER FRIAE , A/ THREEREN S RUBIRE . X#
RPRAMERERZENHREPERBBFRRNERN S, AP TEREACHRELABBRSHS
RNETREXH , TEEEAME . XMBBRSHFERS T TERR |, Bd TEETHERE,

R P B £ % A Y Windows X4+ R IR E E 88 RECR XA E R LRI IR AR, BEERENH |, BFEEF
BERFENXH  REMNETX (ARED ) REPERERTARA,
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Windows P #5

0| A [ = | July-2019

Home Share View

- v 4 [l s ThisPC » share (\\fs-

Fa

" Mame Date modified Type

7 Quick access )
[£] staff-minutes07092019  7/30/2019 1:57 PM Text Document

I Deskto =

. g |=| staff-minutes( - e
= T n

() Documents ¢ |£] staff-minutes( pe ot
<+ Downloads Print

| Pictures - Edit

£ Sh
[ July-2013 | Share
Open with >
B This PC Restore previous ﬁmiuns
2B 3D Objects - S
= Con -
u

I Desktop

B Copy

[Z] Documents

‘ Downloads Create shortcut

J‘) Musi Delete

usic
Rename
| Pictures
B videos Properties

= Local Disk (C:)
== chare (\\fs-

s
|J| Documents
|| July-2019
A test v
Jitems  1itern selected 1.19 KB

» Docurnents = July-2019

Size

2KB
2KB
2KB

ARG, AP R AT LA SERIAMRAS 5 2k Fh & & MIE SR EA BT A MR AS o

RN A AR
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Windows P #5

General Securty Details Previous Versions

-'l_ Previous versions come from shadow copies, which
v are saved automatically to your computer’s hard disk.

File versions:
Mame Date modified
~ Today (2)
|=| staff-minutes07202019 7/30/2019 1:52 PM
[£| staff-minutes07202019 T/30/2019 1:30 PM

COpen |v Bestore |""

OK Cancel Apply

E T A TERE FSx for Windows File Server #Z FWE FRIZAN L EBE X PowerShell 55 |, 1§

SR TEIA,

£ Amazon DataSync 1TXI|& #l

& LA B Amazon DataSync ZHESF FSx for Windows File Server XX # 3R 55 & #i & #I 23 Bh U R

G, WHEERATXHEANBEXEHE, ETHRESEER

BESRAIEREPH £/ Amazon DataSync

A X EF E] FSx for Windows File Server Ml {Amazon DataSync A F#8/) F# Amazon Ff#

ARSS 2 R B dE 12 i o

i EH

122
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BEXHRS

YRE]LAE R B E MK PowerShell iR BB S EEFEA T Windows File Server X ZR%5H FSx , 1
REER T o] LAERAME Windows REBRFERAFRE (GUI) #1TEE., TH , ZUUKIENTH
NHREEEEFFFTE BENX PowerShell ai s HIEIR,

£l

« FF#aERA Amazon FSx CLI # 1T E & PowerShell
- & DNS 54

- XHHE

o XHIERIE T

- AFSENITHNXH

- ESBUEMR

s FHREES

s FFEIEX

- EEERBPINE

- EETFHEE

- EEAEUEE

+ ¥ri2 Amazon FSx &R

« ffF Amazon FSx 4 i4E

- B Amazon FSx X RGN RIESEE

Fr 246 H Amazon FSx CLI # {72 EIE PowerShell

AT ziEEEM Amazon FSx CLI PowerShell AP X HREEEREAFWAFRPEEXHRE, B
FSx for Windows File Server X# %% L B 3ix 2 PowerShell £iF , B A B E AT R REH -

« BRBEEINSLEHXHREERMEEREN Windows TTEXH,

s UXHRAEEERHAKRAN S HEF Windows ITE I, £+ Amazon Managed Microsoft AD , %
A2 Amazon BIK FSx BIE R, £ HITEEM Microsoft AD A | iZARIBEERRERELEUEX
BREFREENBEENEEA, EXESELR , BSHBETEEN Active Directory S{ESLE,

s BRMHRSGHWZ A AEHN R FRKA 5985 EHHRE,
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AT zEEEMNZ2H CLI PowerShell

AT EEER Amazon FSx CLI PowerShell fEF LA T &L £ ThEE :

« £/ Kerberos S RIEF AP EFHTHEHRIL,
- £/ Kerberos M EBESIEBEHRITME,

R CLI #1T =2 E I8 PowerShell

BA LB Ffh A NTE Amazon FSx X RS LiaTEREEGS. BA BRI KMNEZTHIZE
PowerShell 2 F HAEALFRIEITH . HE , BALEH Invoke-CommandKiZITEAN R HHEN G
TR, MEFRIKNEZITHIZE PowerShell 2%, NMREREZTEH TFHENSHERALAZEE
Bas , WEEMFEA Invoke-Command,

® Note

NTZAARXXHERE , AXHFREMTHERXHRS R LY, £ RBEEM Amazon FSx
CLI#TZEEE., AXESZER  FHHAAMEEAN  EAXMNSAARXXHRE,

EETIXERS , RUTHEXHEHRERN Windows 122 PowerShellit s, ERItiga | FIRBUT
SRIRE -

1. B LT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/o
2. ERMHREG., £ MENRL EM+L , %3 Windows izi2 PowerShell is R , TR,

AT=REENZ LM CLI PowerShell 124
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Network & security Monitoring Alarms Maintenance Backups Tags

Network & security

VPC KMS key ID
Default VPC | vpc-6296a00a [ arn:aws:kms:us-east-2: ikey/ddaf42e2-7f40-41b4-be09-
4b4639e10de7

DNS name

M d AD direct 1D
fs-Obb6déb4acdb3caec.my.example.com anage rectary

d-9a67352b29 [4
IP Address

172.31.23.206 Type
Managed Microsoft Active Directory

Windows Remote PowerShell Endpoint ]

fs-Obb6déb4acdb3caec.my.example.com

EENXH RS L B5intE PowerShell £1%

1. UBEREXHRSMNERNERN FSx EBREARRNAFSH , ERIEXHREEEME
EENITE XA,

2. TEitE 4l Lt PowerShell TFF Windows & M,

3. FEALUTHSE Amazon FSx XHRE LITHRRELIE, FSxFileSystem-Remote-
PowerShell-EndpointBi N EEEN XH4REH Windows 1= PowerShell in k. £
FsxRemoteAdmin ¥EHN & FH & & o

PS C:\Users\delegateadmin> entex-pssession -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FsxRemoteAdmin
[fs-0123456789abcdef@]: PS>

MREMNZPIFET Amazon FSx AD 5 , M REGELERHE NP RREMARFEIE. MREWN
KOIEMAE , WREFFL2BERERHBEIL.

EREE , B LMEH Get-Command cmdlet JREXE X A AT cmdlet, BEREF BB MWE S,
PowerShellExEZEE , 52 Microsoft Get-Command X 44,

IR T LAEA ¢ Invoke-Command mdlet X X # & 4 E#Y PowerShell 557217 Amazon FSx CLI #
TIZEEE CLI , T AR

AT RHI88 7 £ Invoke-Command cmdlet ¥ FSx for Windows File Server X &% Fiz{T
PowerShell S8 5 BT BRIIEE,

A CLI #1Ti=EEE PowerShell 125


https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/get-command?view=powershell-7.3
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName
amznfsxzzzzzzzz.corp.example.com -ConfigurationName FSxRemoteAdmin -scriptblock { fsx-
command}

EIE DNS 315

FSx for Windows File Server A8 M XHRGRH T —MNBRINFB RS (DNS ) &%, AT ATIHR
XHRS ENBIE, ST LERBTRZEN DNS 3B RSN H RS, DNS 3R FE BB IS
XHERGFEMNE TR E Amazon FSx BY |, k42 FAIAE DNS B #15[R 77 £ Amazon FSx £
BIE, BXEZER , B5H FNE X E#HIEEE Amazon FSx.

(® Note
EZEZRZBETE 2020 F£ 11 A 9 B T4 12:00 2 /58I # FSx for Windows File Server X%
%535 DNS 318 . EEEEZELRIPETE 2020 F£11 A 9 B TFHF 12:00 2HitI BN XK RS L
£/ DNS 31% , HHRITUITIRME :
1. 2RI EXHRE. BXEZER | BESR FRAFPBEIED.
2. BEMMERFNWNHRSE, EXEZELR , BSH £AFEZH,

MXHRETRARE , SREBREART PRANESER DNS 318 I RZXHF RS

(® Note

AR A E B RIRE T £ 7E Active Directory RBH1T T4E |, 3 BI& & B FE A /28 DNS 214
. 58=75 DNS =B SBEINT A,

RELHEEMAN AD HifEA Microsoft DNS #E3 BRiA DNS B , Amazon FSx = &F M 3044
RZH DNS id%., NREFEANEE=HDNS , IEBEQEXHREFTFFIRE Amazon
FSx XHREHW DNS £H., BAXRANHREERER IP it NEZSER , BSHERBAT
DNS RV IE#EHY X4 REE IP it

R X RGE RN R 0 OIEM X RGEE |, ATLUF DNS 318 538 FSx for Windows File
Server MXEk, BIXEZEZ ALLRF 50 I DNS 318 5 - X4 REXEK,

DNS 55 126



Amazon FSx for Windows File Server Windows f 8/

B 7K DNS BB XEXBIXHREN , EFHEMA DNS 3B EZIH RS |, BEMLTRITUATER
=

7 Kerberos MBI MNZEBERS EHEEH (SPN) .

* 7 DNS 3B EE— M #THY DNS CNAME 123k , REEEH A Amazon FSx XHREHIRIA DNS &
Fho

BEXEZER , B3R B 5 . £/ DNS 38R 4R,

DNS 3| & 4FHE A TER :

- YAXARLEBESSE (FQDN ) KX,
- ULAEFRUTIHNETS (-).
- FELUEFHFARLER.

- AERABET K.

XTF DNS #& , Amazon FSx @R ZBFHEFRNNEFR (az) , TREEEFEF#ENAREF
&, MNEFRERENBEIHNNFTH,

ERERAXRBKEENHRERENBE , NRELTHR, ELEHIUHRBEARBEZERXHRENIHER
225148 , M Amazon FSx 2N R EREE iR,

® Note

4 Amazon FSx EXH RS LRMBEMRAE 8T , EFEBENEF iR G H B3 EFERE
ARG, ARFIFFEATH (3F CA ) HENF /i E M EZE T FRERAF | #
VHERZE P IRERITIT .

£

- Kerberos &K UEfEA DNS 51&

- EESXHRENZHBE DNS 55
- DNS BIERE

- ERIEH 4R GaTXE DNS 518

- EENEFXHRSE LK DNS BIE

DNS 3% 127
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Kerberos S35 uE £ DNS 38

EATEWST Amazon FSx EAE T Kerberos By B HRIEFE B N2, Kerberos BEB 1 R34 R
SNEFREMRERZLNEHRIE. EXAA DNS 5B 75E Amazon FSx W& F /S A Kerberos &
BIAUE | AAIIE Amazon FSx IR Active Directory ITEHIN R LEE S DNS 518 33 R #IRS
FEEZF (SPN)

MREHNEDELE Active Directory FEMTEHNR LN S — N XHRSH DNS I EEE T SPN,
M AMERBRIXL SPN , REERF SPN AMBIXHERENITENN R, BXESZER , 828 BES
5: £ DNS BB G RIXHR S,

EEESNHRENMZ 0 RERY DNS 3 #

O] LAEF Amazon FSx #2#|&. Amazon CLI LAK% Amazon FSx APl #1 SDK E& H el 5 X H RS M
17 }BxH DNS 315,

EEEENHREMZ MO REKN DNS 318 |, BHITUATRE

- FRAEFAE -ER—IMARE  EEXHRGFHAEENE. EEMZSELIETF , EF DNS
A&

- f£F CLI & API-f£ describe-file-system-aliases CLI @8 HE
DescribeFileSystemAliasesAPI 1€,

EERSZMXEKMN DNS 318 |, BHITUTRAE .

- ERRHE - ESMEST  EEZH0  RELEREEEENZH. EHESHET , £F DNS 3/
A7

- f£f CLI 5 API-fEf describe-backups CLI @85 DescribeBackupsAPI &4k,

DNS 3l & IR%S
DNS BI& AMEE U TEAME :

- T A - DNS 3|8 25 Amazon FSx X # RS < Bk,

 IETE8)2 — Amazon FSx IETE 8] DNS 38 H FHEXHREXEK,

- IE1EMIBR — Amazon FSx IEFEEUH DNS 58 5 XX R4 09 < BR H 1 H M Bx
- BIE KM - Amazon FSx Fo3&4¥ DNS 3 & EXHRGEXEK.

Kerberos &3 3IEE A DNS 314 128


https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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- MHBREM — Amazon FSx F&32EUE DNS 3l & 5 X4 RS X B,

TE B 2 XA R GeRT R BX DNS 38
NBFF 14 IR S RS A% 10 QIR ST RAERT | WIBAKEK DNS BI %,

TERIE#TRY Amazon FSx X R4ead<Ex DNS 38 ( 2%& )

1. B LT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/e
2. BREAITHIHNIER 1 SIEXAREHAENSROEHT MRS,

3. HUIEXHRSGMMSHIER - &S , MAEZESXHRESKER DNS 38,

v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

4. HXHRGENATRIRAR , BRI LEER DNS BB N ERTIER , FERRERSEREH
(SPN) , #RZBIEEHHLIE DNS CNAME i2F, BXEZER , H2H B4 5 £H
DNS 3/ #& 15 R XHF R Lo

TEBIZEFTH Amazon FSx X R4iat5<Ex DNS %% ( CLI)

1. BIEINXHRER , £ATHE CreateFileSystemAPI ##4EH Ali as J& £ DNS 3| & S X4 RS
MxER,

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 2000 \

--storage-type SSD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts-
rcv.corp.example.com]

TE OIS S R Geat < Bk DNS 318 129


https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_Alias.html
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2.

UNHRENTARSE , BLER DNS SIZBEH#TIHR , FERRERS EEEH
(SPN) , #RZBNBEHHAIZE DNS CNAME idF., BEXEZELR |, ESH &% 5 4
DNS Bl & ih A XRS5,

R Z M IZRTE Amazon FSx XH R SRt RERSBUE B DNS 5l# ( CLI)

1.

BEMEXHRENZHOIETM4REN , ATLUR Aliases Bt 5
CreateFileSystemFromBackupAP| ##EBSEA , M AR :

« MIABRT , BER 0 XEREVAE 3 B #B BB BIRHI X4 RS,
- EFEARDOEXHREM A REEFNEMBR , FEATHEEEMN Aliases B,

EXEHAb DNS 318 , B Aliases B , A2 E5Z HXREKNRBH B MNEXEKNFHT5
Bo

LT CLI 88 5 2 FFM 31 B X BR B A & 7 8128 Amazon FSx X R &,

aws fsx create-file-system-from-backup \

--backup-id backup-0123456789abcdef@

--storage-capacity 2000 \

--storage-type HDD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]

HNHREATARSE , BOLER DNS BB EH#TIHRE , FERRERSEEEH
(SPN) , #RZHBEHFRAZE DNS CNAME id%., BEXEZER , ESR &% 5 4
DNS BRI RXHRS

EEIANHRS L1 DNS 318

BRI AEIE R G LR A BR B & .

EEIAE RS LH DNS 8% (24514 )

1.
2.
3.

BN LA T M 3T Amazon FSx #8#|& : https://console.aws.amazon.com/fsx/o
SMBIXHRE  AREREFEEEEH DNS 58K Windows X#HR %5,
EMEZERLIEM+L | %% DNS B NHERE |, BIA 8 REE DNS 3l & X iE1E.

EEIA X PR G LI DNS 515 %


https://docs.amazonaws.cn/fsx/latest/APIReference/API_Aliases.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystemFromBackup.html
https://console.amazonaws.cn/fsx/
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Manage DNS aliases X

Associate new DNS aliases

transactions.corp.example.com|

i
Specify up to 50 aliases separated with commas, or put each on a new line.
Assoclate
Current DNS aliases
Q 1 &
DNS name & Status
financials.corp.example.com ) Available

If you associate or disassociate DNS aliases, your file system will experience a temporary

loss of availability.

« XEk DNS 38 - HEXRERHA B BED , AEXEKE DNS 5l&, ®mFXEK,
« HUHXEX DNS 3% - ESmisl B IIRF , MEERUEXBRN B &, EHEBUEXEK,

ARELHEABIRPEREENBRES. RIFHIR , EFRS. FalBRREXHRERE
HAXBRRZEE 25 54,

4. HHNBRATRRSH , BOLUER DNS BB HRIEHXHRSE , FERERERSEABR
(SPN) , #RZHBEHFHRAZE DNS CNAME id%., BEXEZER , ESH &% 5 4
DNS BB iGR XA RS

EEIA X PR G LI DNS 515 e
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F DNS 78 5B X4 REKRE (CLI)

1. fM associate-file-system-aliases CLI s 52k AssociateFileSystemAliasesAPI LY

DNS 318 538 XHREXREk.

LR CLI B3R5 B S8 E R X RGEREK.

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com transfers.corp.example.com

aRE R T Amazon FSx 53X # R &R Bl & KRS

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
},
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

2. f{#M describe-file-system-aliases CLI @ ( &3 DescribeFileSystemAliasest APl
¥ ) MR IR IE T2 BRIV B B IR AS .

3. HLifecycle ERN“AVAILABLE'R ( IEHZFE 2.5 28 ) , BAILIEA DNS BB HRERN
XHRE , FAEARRERS EMEER (SPN) , HRZFBEHHLIE DNS CNAME iE2F. BX
BZEE , B5H EE S5 £/ DNS BB IARXHRE,

HYH DNS 318 53X #HRSHKXER (CLI)

- f#H disassociate-file-system-aliases CLI @85 = DisassociateFileSystemAliasesAPI

REEEER DNS 3] & 5B XHRER KB

T a5 2BUE—1N 3l 8 5E X4 REHKE,

aws fsx disassociate-file-system-aliases \

BEIB X PR G LA DNS 518 5


https://docs.amazonaws.cn/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
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--file-system-id fs-0123456789abcdef® \
--aliases financials.corp.example.com

g RE R T Amazon FSx IETEfRRRE X RS A R ERHY 3 & HIRZS.

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}

M describe-file-system-aliases CLI &% ( E[RIDescribeFileSystemAliasesF API #&
£ ) BEBIBRVRS. BRIEHZSFE 2.5 58,

MHEHE
A BT TS REE 1T,

- BIEMXHHRE
- BURXHHRE
- MRRX#HHE

&A LAE R Windows AL Z X #3& GUI #1 Amazon FSx CLI 7 PowerShell Lizf2 & FSx for
Windows File Server X R4 LI XHHE, FRAEZXHRX GUI (fsmgmt.msc ) Bt , TEEIRITFFL
THOXHRGE LWRZ ETXESN , JESHINEER, NEBRER , 5FEH PowerShell BB T
ENHRE LN IHHRE,

FEE , T Windows XERNABEXHRS , EXHN B REMEBLIERB NN MEBRH. HBER
RERE RN BI A TF R BIE , MARFTEIXLE Windows IEERBXNHMB K. BEXEZEE , BZHm AN
Blo

MHHE 133


https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
https://learn.microsoft.com/en-us/windows/win32/fileio/naming-a-file#naming-conventions
https://learn.microsoft.com/en-us/windows/win32/fileio/naming-a-file#naming-conventions
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/A Warning

Amazon FSx ER RE A X1 6132 SMB X4 HZHN /AN AR EPABTE2H NTFS ACL X
PR. BB It AP EEX 4R LR NTFS ACL R , BN S BENXHHETELR.

£/ GUI BEEXHHE

EEE Amazon FSx XHRSE LWNHHRE |, AfBMERRAENHRX GUI, HEXHRX GUI A ERE
Windows fRS588 EMVFT AR EXHRERT — I RUE, ATEENATHMEENHLE,

FFHZ T HRIEREE FSx for Windows File Server X #4ER 4

1.  J3%h Amazon EC2 3£4l , HIFHEEREER] Amazon FSx XH RS A K Microsoft Active
Directory. J it , M <Amazon Directory Service BIE{EmE) FIERLUTIRE :

« &I A Windows EC2 3E4l
« F3HA Windows 3E45l

2. DUXHREEBRRAARANAR SMEEEIES, £ Amazon FEEHR Microsoft Active Directory
o ZEHF N Amazon £k FSx BB R, EERBITEEMN Microsoft Active Directory # |, %
HFEMNFHEER , IEFEACEUENRERANEERAEANEENER. BXEZER , H5H
(GER T Windows 318 Amazon Elastic Compute Cloud B FF#§R) A HYEREE Windows 3£,

3. IAAKEERE , AREAUEERFMEITRIZIT fsmgmt.msc, MWEREFITITFHEXHX GUI T

=<0

4. TEBREH , ERERIZ—-EITEN.
5. ER—AiTENG , #mAEW Amazon FSx XHZRZERIE B RS (DNS ) &, Hlm

amznfsxabcd@123.coxrp.example.com,

E7E Amazon FSx 24| 4 L ER 4R SR DNS B , B EBRXHRS | BEELABRENXHR
g AREEXHRGFENEANNEEREE D, BB ALUE API 84E DescribeFileSystems
/9 1 B2 1 32 2] DNS H #o

6. EEOK(HWE). BE , AEXNHRITENIRPFER Amazon FSx XHREMFE .

WE , HENHREEZEZIZEN Amazon FSx XA RS |, B LLEBE XA RS L Windows 4+
2, RIAHXZEEZ N \share, TBEIHITUTLTRRMEX— K :

FERAZ 4R 134


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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c QEMXHHRE -EHREXHRIES  RREMEEFHHE , EF Amazon FSx XHREHTE
HHE, REHMERE  RARTRCIBRAZEXMHK @S,

EOEFIXGRECE , ATERER M THR, BN T SRIITIRE
« FRARAEXHRIER  BEEARM AR EN RGN, R R d EH R, REIBAR M
MHER,

- ERABTET:

New-Item -Type Directory -Path \\amznfsxabcd0123.corp.example.com\D$\share
\MyNewShare

c BUNHHRE -EHEXHRXTENANERT , TATEBUNXHHAEN LT (AREET ) X
B REREEM, EREEFEREE,

« MBRXHHRE -EREXHRXTENANERT , TTERBRIXAREN LT (AREET ) X
B RERREFLHAE,

(® Note

NFEAAX 2 MZTAXXHRSE , REFEA Amazon FSx X#HR4H DNS B hiEE
B fsmgmt.msc , FREFEAHRZEXH R GUI TEMBRIHFHRAZERIERIHRE ( BEEHN
R, AFRFBIMEMEYS ) . WRECEAXHRSR IP ik DNS BB #HITERE , MHE
XX GUI TEFF X FXLERE,

(® Note

MREFER fsmgmt.msc HEXHRK GUI TEIFRMTFZN FSx XHRELHHE | NIE
BRIANTRARANHGRGENEZENXHHRAZE ETHEER , TRESHIER, NERE
R, A BAEA PowerShell B X HHE | I1FATR,

{5 PowerShell EE XX #H=E

B LAMEREMA T PowerShell NEEXZREEGTREEXMHHE, XERTANUEHEERMR I
BRI HITHUTES :

« FUEXHRS I VX HLZTEE S Amazon FSx

£ PowerShell BB XX H= 135
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« 5 Amazon XigEH X HE U TRERE
- NEFEETERENXGREHTHREEE , AKX HRERE

E T WA PowerShell E{#H Amazon FSx CLI #TZiEEE |, ES R B ER Amazon FSx CLI
HITIEFEEEE PowerShell,

ﬁugh%—l}ﬂM/\¥

& A LATE PowerShell L Amazon FSx CLI SUERRE BN SR EFLTHM (CA) #

Z, 7t FSx for Windows File Server ZAI X X R4 L AIEH CA RZEFHENFA MR
A, Amazon FSx B AXXHREMETETRERH 2L, Fit , EETHARXXHRS
Lol CARZEEAHENEAY  BURAMTS. €A New-FSxSmbShare i T4 -
ContinuouslyAvailable EIZRE RN $True RIEEZHREZRFETHNRAZ, UTERECA H
EHRBIGTET.

New-FSxSmbShare -Name "New CA Share" -Path "D:\share\new-share" -Description "CA share"
-ContinuouslyAvailable $True

B LAEA Set-FSxSmbShare S ERMBE XU HZE LW -ContinuouslyAvailable %1,

LT RETLUERNBEESLEEEE PowerShell T

HEEEDS LN

New-FSxSmbShare BIEFTXHHRE,
Remove-FSxSmbShare BR X HZ,
Get-FSxSmbShare RENBENHHE,
Set-FSxSmbShare REHXZNEM.
Get-FSxSmbShareAccess KEHXZNIHEEG IR (ACL)

Grant-FSxSmbShareAccess E#EE’J ZEWRFPRIMZTETENATIHREFHZE (A
E)o

H

N\

>

it

Revoke-FSxSmbShareAccess HNEZEHRAFHMBRZEETENAE AT ACE,

£ PowerShell BB XX H= 136
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HEEHEGT ¥

)
it

Block-FSxSmbShareAccess 1= NZEHBFRRINZEEENIEL ACE,

w

Unblock-FSxSmbShareAccess MHEMNZLBATHMRZEEENFIEIEL ACE,

B SHERYEBPHREMETSEINSEZELE, ERRILEDR |, BET88 -? Wos , #lm
New-FSxSmbShare -7,

FEIF4E % 45 New-FSxSmbShare

BO] LU EIE &% 48 New-FSxSmbShare , BRI ABEHETERBERBLFTFARET , MAL4
BIREEF W A KL,

FRUTA®RZ— , H&1E FSx for Windows File Server X4 AR5 88 OB X HERENEUER
Ko

s BURBERAERFUENSR , BEAUTH R,
$credential = Get-Credential

- EffH Amazon Secrets Manager ®RAEREZIENR , HEAUTH T

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

MAFE R E LT

Amazon FSx for Windows File Server XM B A AP BRI XH., MHRMIHEHEHRITERZ, B
ERNEFREHBERELEEHEM Amazon RS , U ER, LB, #HANEFEHMAER, AHBAM
fRIRE Nt — SR LTS MEN B FRSED,

BREANHHREFITRRATHRLRARANXERLAFESILZRLBANESER , BRI FE
pEEXNENE LA EDREBA.

ES ]
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https://www.amazonaws.cn/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://www.amazonaws.cn/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://www.amazonaws.cn/blogs/modernizing-with-aws/implementing-security-notifications-for-end-user-activity-on-amazon-fsx-for-windows-file-server/
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. XHBEF R

. EREHASER

. BN AR AR B

. EEYAHEE

. EBERLHERE

- BEBHAS
MU R & LT R

XHHEEITRELEEBREEENNTEZZFEECRBELAFRTENH., XHRANSERZEN M,
WRIEHIEHE BN NTFS REHREEIFIR (SACL) » REEEZKWNINAHHIERE T Fities
B, LB SIEFH A Amazon FSx for Windows File Server 344 % 4 31T 8 5% Sk £ B S48 17 18
®it,

Amazon FSx X #F Windows A #F, MHRMX4HHZLFRENVUT RS

« WTFXHBERE , EXEF 28, BRXHRMITXH, FIHXHRARIBE, REUEE. 624
BEAHE, IBXHREMHEE. BEABME, BERFXARMICHE, BER, SREURER, SR
RELPR B

« WTFXAHREZTR , X8 ERIIXHHE,

NFXH, XXM HEHZHEE , Amazon FSx XIFIEFRAUMNER ( HIINERZBNER A K
WRIXHHIXHHE ) . AUV HARENIERHE.

BAIUEER REN XM 4RFTHEFERL , EREANCERAEZRTIHRFZK , EHHITFERZ,
IS AT LR B R IC KWL R BN (NEIER, NAKEARECRERFE ) o BT LABEA X
XHipmEET,

(® Note

NHEBREIHMUEKERENRLAFHRIKE, tREYR  XHBRFTF2ERER AN
HHREZIRENKLER T XHE, XHERNXERAEHRIEINFITSEH B

XBNHRFEREHRARERNFY 5000 NEH. TRFEEHATHNEN M RBNBAREE
B, MR N NGTHBEREER X, SIMAF IR, TFM R,

SV A AR 138
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TREHBHEBR
FFEJ‘ X A5 E) E 1T b,w)\ﬁﬂ ¥F Amazon RS , LA{E Amazon FSx FHFITEH4AEREZZR
o WHFITEHAXEBRMLAE BELTSA Amazon CloudWatch BEF#E Amazon Data CloudWatch

Flrehose BT M—IJ«XE@JE Amazon FSx for Windows File Server X4 RSB ERZSBHAE
Bir, U EZEHITEH. BEXEZEE , BSREEXHIHRIFIT,

LU R — LR LA B SR E A B A S 4F B 5 B ARV ¢

. yu%f‘&?&& Amazon CloudWatch #8777, EFNELRZTITEHBE , £ Logs Insights X¥
HE#RTENR , AKASK CloudWatch Z3RE, Lambda B3 , #&i%#F CloudWatch CloudWatch B

=+
/CAo

- MRBENBEH4FERABINL S S3 PHFMHE. LD Redshift FEIEHERE. OpenSearch
T D RS AR EERR T E ( HI30 Splunk 5 Datadog ) Amazon #1T# —5 047 |, Hik#R
Firehose,

FIABIRT , Amazon FSx FEZHIK - P RIZBHFEHAEIA CloudWatch BEAERNTFHREHBENHE
¥ro MREMFEABEN CloudWatch BEA S EA Firehose tENFERXEBHAEES , MIXNFITEHAH
SR EHRNUBEROT

* CloudWatch BHEBEEMNBFSILL/aws /Fsx/BIBRF L, MREEEZRFA LOIBREH
BRI EMAR CloudWatch HEBELE , Amazon FSx AJ LATE B 7 4H & 6 2 K6 A ZRIA
CloudWatch /aws/fsx/windows H&ER . MREFEBFEARKABETL , IRKERAFRAAATEE
BEHlE LB REH 4RSI CloudWatch HE B KA,

+ Firehose IR B LML aws - Fsx- BRIk, MREEHE Firehose £IEFR , MO LAEEZREIA
BB R EF XHF RS AT EIE — Firehose &iE 7R,

o MPURF Firehose £ BELE ADirect PUTHEENRR. TEHERAMBEM Kinesis BIERIEN &
T BAESRIR

« B#5 ( CloudWatch B&E B EA D Firehose & Hiii ) S ER Amazon FSx XH RS TE—
Amazon 4 XH, Amazon Web Services X1 Amazon Web Services Ik F°

BELABEN BN E B H AN ERR (620, M Lo CloudWatch gs E&R Firehose ) o BEH/E , FTHY
TREFAFEERI2RIEAZFHN B,

HREMHEEER 139
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RABHEKEM B EEE

BE  #RE4ABSCENERRAFTE/L I, BANARLFEEKNAE, ERDBBERLT , ¥
SHAETRERARSFER. NIRENERARFFTERENEL (HU , BRFIEBREFAFRSEH) |
BMNEWEAERITTERER N BRNEFHTUE, SUUBEHME RS LAY MRS
REZBRNEH

B AL SO I SR EY 15 7]

BEENEFRAFPFRZRHN XM EEFTZEGIERE, FRIEFEREEIRRN NTFS RE1H
5% ( SACL) .

A LA Windows B4 GUI REH A Windows e SRS REBFitiE4], PowerShell il
REAME  NBERFENEICRI A BEMNTRR HFFRREFTZIZGEIE.

£ A Windows GUI i& B & & 14

EFEA GUI N XM HRIREFZIZHERE , BER Windows XA RFREESR, HLHEXHFHHF
X E , 77 Windows XHRREER , AGEEEM > e > 54 > FKIATF,

DT EZEHEERFITFRZXGRORIIESY, SHEERAFPRINITFZa9WE TR , ek
—/N Windows E# B E%E,

Advance d Securi ty Settings for U O X
Mame: C\Users
Owner: SYSTEM Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Applies to
& Success Admin (i ) Read None This folder, subfolders and files |
Add Remove Edit

Enable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

B SR ST SR B 15 4] 140
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REZRENCEFENERE. FUFRRENRDAFZEINZE |, FHFZERREN KM AT FKEK
MBZE , FEFRRENEBTFEZEIHNZHMERBE =R,

BRERAAFBRNESEE , 1B5H Microsoft SUHH BYXT 34 0 304 3R B AN B i K B o

£ PowerShell i iR E & & 17 8] 1 BR

& 0] LAE A Microsoft Windows Set-Acl S B R A s M KRIZEF SACL, BXIUTTHE
ZER , S Microsoft Set-Acl X4,

LT 2R —R 5 PowerShell a5 MEZ BN IR REFK T RIRA RO, &0 LLEEX LRI
W, AEXHRENFER,

$path = "C:\Users\TestUser\Desktop\DemoTest\"
$ACL = Get-Acl $path

$ACL | Format-List

$AuditUser = "TESTDOMAIN\TestUser"

$AuditRules = "FullControl"

$InheritType = "ContainerInherit,ObjectInherit"
$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl $path

Get-Acl $path -Audit | Format-List

BENFHEFELT

B0 LLE B #THY Amazon FSx for Windows File Server IR 40t 8 A iR & it, M@
Amazon FSx 4|8 1B XHRER |, XHHE FITERIAE FREARS,

EEXAHAT T


https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/apply-a-basic-audit-policy-on-a-file-or-folder
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-acl?view=powershell-7.1

Amazon FSx for Windows File Server Windows f FER
ERRATXHBEFEITHWAEXHRGE L , EALERXHFFTRFITRE , SBEXXXHFNIHFLE

HRPIGEEZSHRBEURFITEGBEE R, B LER Amazon FSx 25| A3 API fliTiX EESH,
Amazon CLI

® Note

HEFMEE DR 32 Mb/s FHEL LR Amazon FSx for Windows File Server X4 RS XX 45
EEit. MRBATXHHEFIT , NEEEREHREFLEDET 32 MB/s WXHRSE, 6l
BYXHRER , B LERMSNEREE D, BEXEZEE , BSRAEEFMEN,

BIENHRERBERAXEFRELT (EHE )

1. B AT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/o
2. BREAITHIHNTER 1 SIEXAREHAENSREEHT XGRS,

3. fIAER-w&EED. MABERT , X4 HEFITLTEARS.

v Auditing - optional

Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

(@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts

Log failed attempts

Log access to file shares Info

Log successful attempts

Log failed attempts

4. ERRANMEENHBRTEL , BHRITHUTRE,
o WTFXHENMCHERN BEBENR , HRFEADM/REABEE B RILF, MBARMEEE , N
SR MR BEIEF,

s NTXHHZHETHRNER , FEERDA/HABZIRBEILTK. MBRGHER , WoFE
RAMH#HHENBEETIER,.
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https://console.amazonaws.cn/fsx/

Windows P #5

s EUABREREBHAEBIR P, % “CloudWatch HE” = “Fire hose”, REIEFIME HES
BHTR  REVNEFHNEEREH T, ST CloudWatch B , Amazon FSx A LA B EA 6
BREABRIA CloudWatch /aws/fsx/windows B & o

Amazon FSx for Windows File Server

UTRXHHRFEITREN TS , ZRENTFZRELAPRIIMEAMO X, XHERMHEREZR
mlzid, FZESEEFEEZIBRIAN CloudWatch BE/aws/fsx/windows B EH4 B ¥R,

v Auditing - optional

Log access to files and folders Info

Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

(@) If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [

Log successful attempts
Log failed attempts

Log access to file shares Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

0O CloudWatch Logs

View and search audit logs in the management
console and run queries on logs using CloudWatch Logs
Insights

Choose a CloudWatch Logs destination

Saws/TFsxfwindows
Create new [

Pricing

Kinesis Data Firehose

Continuously stream audit events to 53, an Amazon
Redshift database, Amazon ElasticSearch, or to partner
solutions such as Splunk and Datadog for further analysis

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [4]

5. HERITXHRECERSFHNT—

HAXHREA T AIRRSEH |, HERAXAIHRFIThEE.

BRI EEL 143
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ESIEXHRENBAXHIHRBIEILT (CL)

1. RIBHNHRSA , HFAuditLogConfiguration® M 5 CreateFileSystemAP| R & F
A, AFXHREEAXHFRELT,

aws fsx create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--subnet-ids subnet-123456 \
--windows-configuration
AuditLogConfiguration="'{FileAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
FileShareAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
AuditlLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'

2. HXHRSGATIRRSH , FEBRAXAHREITEE.

ERAXXMHHRTITEE (265 )

1. BELATMuITH Amazon FSx # %A : https://console.aws.amazon.com/fsx/.
SMEIXHRE  AREREEE XM HFIFITH Windows XH RS,
EFREEIET R,

EXMHmEEITERLE  EREE,

Network & security Monitoring Administration Backups Updates Tags

> WD

File Access Auditing
Log end-user access to files, folders, and file shares

Log access to files and folders Audit event log destination
Log successful attempts: (&) Disabled None
Log failed attempts: (5 Disabled

Log access 1o file shares
Log successful attempts: (3 Disabled
Log failed attempts: () Disabled

5. HEEXHAIRFINREXNEFES , EXRAENRE,
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https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
https://console.amazonaws.cn/fsx/
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Manage file access auditing settings X

Log access to files and folders

Amazon F5x can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders on which
audit controls (also known as System Access Contel Lists or SACLs) have been configured.

Log successful attempts
Log failed attempts

Log access to file shares
Amazon F5x can leg successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts
Log failed attempts

Choose an audit event log destination
Amazon FSx supports access audit legging to one of the following audit destinations. If you change
your audit destination, events will no longer be published to any previous audit destinations.

© Cloudwatch Logs Kinesis Data Firehose
View and search audit logs in the Continuously stream audit events to
management console and run queries 53, an Amazon Redshift database,
an logs using CloudWatch Logs Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and DataDag
for further analysis

Choose a CloudWatch Logs destination
Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

Jaws/fsx/windows hd Create new [

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more []

o X FIXHMIAFRE BEGRNR , FHEFRDN/REMZ BEICFRK. MRARMHERE ,
SE R M RE B EIE R

s NTFXHHAEWEELRANR , FERERDN/HABEZH BEIETK. MRAMEER , W&
RAM#HHENEETIER,.
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- EUEBRTEREHEEBENR B, EF “CloudWatch BE” 5 “Fire hose”s AREEFIN A HEE
'% ﬂ'Juu, ) j%ﬁ“ﬂ%ﬁ'ﬁ’] Hll.ﬂj{% HIJ/)u,o

6. EERIF.

ERXHmEEITEE (CLI)

- f#fH update-file-system CLI s S REM UpdateFileSystem API #1E,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_ONLY", \
FileShareAccessAuditLoglLevel="FAILURE_ONLY", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'

S g Ry

MBELETINA XGHIFRE T FZIEHIEHE (SACL) , MALAEIE Amazon FSx X REHIGHE
EBRFHXHRS, RINBIER Amazon DataSync HEIEFAERH SACL E#ZIER Amazon
FSx XH RS, Mo\, BIETTLLEEA Robocopy ( Robust File Copy ) « BXEZER , HSANINE
X E i EFEE Amazon FSx.

EEEHAR

Amazon FSx Fla R HEREMHBEZE , BEAUUEERLERS, EEESHUEMNSABRT F&
EHBENBF:

« EEE CloudWatch BEBZE , i§# A CloudWatch #2444 |, BFITEHEEREINEEALAFNA
Eife BREZEL |, 121U Amazon Logs AFIEEFTHNERXIEE CIoudWatch CloudWatch B
EH B EEIE

B LAE A CloudWatch Logs Insights AR EAXEEZM D BN BEHE. EXEZELE , 5
¥ Amazon Logs AP SR MIEMA CloudWatch HER ## 2 #T CloudWatch BEEIE.

TR FEZEHEBESHE Amazon S3, BXEZEE |, HSR (IS BEERFIER) BHY
& B EBIES B % Amazon CloudWatch S3,

TR TR 146


https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_UpdateFileSystem.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/S3Export.html
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« BFETE Firehose LEFEREH AR, B2 , B LUF Firehose BB ¥ B S8 & B LM
EEHE R, BNEET S S3, TD# Redshift, I Z# OpenSearch BRS5 LA Splunk #
Datadog EEENEBRA R, BXEZELR , BS RIS # Dat a Firehose FF X EIEF P HVEEF
B#i,

FREHFTR

_H.

THNBFRBHAEPNEERRURFTZEHTH,

AR 23 Windows B EHHEEFERNHEIR,

« EventlID 1§ Microsoft & Xy Windows B HEEH ID. BXXHREEHNXHHEEHMNE
2 , B2 Microsoft X#4,

* SubjectUserName1g #1715 BIMX RV AR o

« ObjectNamelg EiF RN B #r3X . XHRBXHFHE,

« ShareNameZE A TR XHHZFRIMEKNEH, HlE0 , EventID 5140 EIFRIMZHLEXNRETE
o

* IpAddress—IEB I XL EZSHNEF iR,

* Keywords ( 215 ) EAXMHF R ARNER KM, MRZEIBEFE , EHER
0x8020000000000000., MNREXMEYIFE , ZEN 0x8010000000000000,

 TimeCreated SystemTimels B4 E RGP ERH<YYYY-MM-DDThh:mm:ss.s>3L Z #&3X 8 RAV AT
8]

« ITEHREXHRS Windows iZF2 PowerShell #5589 DNS &% , A A FiRBI 4R 4,

 AccessMask , fTNRATA , MFEMARITH X4 1HEIZEE ( fli0 ReadData, WriteData )

* AccessListiE iR H BTN RWVIBRINER,. BXRFHEES , 1S H T &M Microsoft X4 ( flai=E
# 4556 F1 ) ,

pAES: B HE |

EEBIES S E * 0x1 % %4416
B ARSI A4 0x2 % %4417
EMHEEIFMF B R Ox4 % %4418

EREMHAE a7


https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-share
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
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A
REY REM
EATEBEM®
WATBHA

il BR F
BREUR 4
BEAEH%

il BR

E=EL ACL
EAACL
EAFBE
GE7

B %Z £ ACL

LUTR-EXBEHINRA, I, 3 XML IRE 7T HRALUEFHEE,
i BRS RAF & 18 F=4 1D 4660,

R #E 55
0x8
0x10
0x20
0x40
0x80
0x100
0x10000
0x20000
0x40000
0x80000
0x100000

0x1000000

=]

% %4419
% %4420
% %4421
% %4422
%%4423
% %4424
% %1537
% %1538
% %1539

%1540

%1541

% %1542

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-

ASBA-3E3B0328C30D}' />

<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Task>12800</Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated

SystemTime='2021-05-18T04:51:56.916563800Z"' />

<EventRecordID>315452</EventRecordID><Correlation/>
<Execution ProcessID='4' ThreadID='5636"'/><Channel>Security</Channel>

<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>

EREMHAE
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<Data Name='SubjectlLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='HandleId'>0x12e@</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

& SR M BR S2 4Bt 2 12 B4 ID 4659,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-
ASBA-3E3B0328C30D} "' />
<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated

SystemTime='2021-0603T19:18:09.951551200Z"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar
\event.txt</Data>

<Data Name='HandleId'>0x0</Data><Data

Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>

<Data Name='AccessList'>%%1537

%%4423
</Data><Data Name='AccessMask'>0x10080</Data><Data Name='Privilegelist'>-</Data>

<Data Name='Processld'>0x4</Data></EventData></Event>

AXNRRIITIEERERNSIEREH ID 4663, AT REIER TN IEIEE | XEHETLUES
AccesslList %%4416 H{THRIR,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-

A5BA-3E3B0328C30D}' />

<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</

Task><0pcode>0</0pcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:10:13.887145400Z' />
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<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='6916"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData>< Data

Name="'SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>

<Data Name='HandleId'>0x10@lc</Data><Data Name='AccessList'>%%4416

</Data>

<Data Name='AccessMask'>0x1</Data><Data Name='ProcessId'>0x4</Data>

<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>
</EventData></Event>

UTREAERT NXHBAEBMETE | XLEHITBETLUET AccessList %%4417 BT,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:12:16.813827100Z' />
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='5828"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</

Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>
<Data Name='HandlelId'>0xa38</Data><Data Name='AccesslList'>%%4417

</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></
EventData></Event>

=4 ID 4656 RREFRWNENMNRIERBFEHRNER. EUTRAIF , BEIERZE ObjectName H

“permtest” KKy , BEIHKXW , MXBFEFT. 0x8010000000000000

EREMHAE
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<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:22:55.113783500Z"' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'4924"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a%9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccessList'>%%1541
%%4416
%%4423
</Data><Data Name='AccessReason'>%%1541: %%1805
%%4416: %%1805
%%4423: %%1811 D:(A;0ICI;0x1301bf;;;AU)
</Data><Data Name='AccessMask'>0x100081</Data><Data Name='Privilegelist'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

BN RINBRITSIEFKEH ID 4670, LT ROIERAF “BER” SN T “permtest” IR , BA[
SID “S-1-5-21-65 ObjectName 8495921-4185342820-3824891517-1113” 10 PR . B < a1l B RE A
BRINE ZEE , 155 Microsoft X1,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><0pcode>0</0pcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"' /><EventRecordID>308992</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='2776'/><Channel>Security</Channel>
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<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>0xcc8</Data>

<Data Name='01dSd'>D:PAI(A;0ICI;FA;;;SY)
(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>

<Data Name='NewSd'>D:PARAI(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;0ICI;FA;;;SY)(A;OQ0ICI;FA;;;
S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data></EventData></Event>

BIRF R X HHEERELICEEH ID 5140,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:32:07.535208200Z"' />
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</
Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name="'IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='SharelLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

EXHHZERFNIEL G A NSIEEFSEH ID 5145, LLTFRHAIERT X ShareName “demoshare01” B9k
B #IEL

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
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<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-

ASBA-3E3B0328C30D}' />

<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><0pcode>0</0pcode><Keywords>0x8010000000000000</Keywords>
<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"'/><EventRecordID>282939</

EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='344'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-
1113</Data><Data Name='SubjectUserName'>Admin</Data><Data

Name="'SubjectDomainName'>example</Data>

<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>
<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>
<Data Name='ShareName'>\\AMZNFSXDPNTE@DC\demoshare@l</Data><Data Name='SharelLocalPath'>

\??\D:\demoshare@l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</

Data>

<Data Name='AccessList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data

Name="'AccessReason'>%%1538:
%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %
EventData></Event>

MREER Lo CloudWatch gs Insights # % BEHE , WA LN SEHFREZTER , AT RAIFT

N

- BWHESHFID :

fields @message
| filter emessage like /4660/

- ENEREXHRTENRAESEN

fields @message
| filter emessage like /event.txt/

£ X Lo CloudWatch gs Insights BEH#1EENEZEE |, &

1805 %%4423: %%1805 </Data></

2% Amazon Logs F P 1ER R Y E F

CloudWatch CloudWatch B &N ##2 4r B E#H3E.
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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P & MIT IR

B LERREx#k"T B | £ FSx for Windows File Server XHR&E LS M EEZEN AR AENT
FOXH, “HEXHRTELREE-—ANMERNVE  ATUHEEEETIXHRS , URHEITH 7HLEX
., BAIERAK T ERITUTERE

 REXBUE ARG F AR
- WITFAFSEERE | XRXAZAFTFNAENS,

YRAETLAE A Windows BRAEHREHX GUI TEMATFZEETEMN Amazon FSX CLI Sk EHE
PowerShell &1 , FEERT Windows XHFRSE8M FSx X RS LITH 304,

£/ GUI EERAF M2

LT RBZRFEMAUEA T Wa7%E Amazon FSx X#4R& L EE AP S FEMITIFHI X4
BHHEXHRTE

1. J3%h Amazon EC2 k4l , HFHiE#E S Amazon FSx X R £ 10 AR Microsoft Active
Directory, At , M (Amazon Directory Service BEigmE) FkFUTIE :
« o8N A Windows EC2 SE41
« FZhIA Windows £

2. DXHREEERAEARANAF SMEEEIES, £ Amazon FEEH Microsoft Active Directory
o ZEBFRN Amazon R FSx BB R, EEBITEEM Microsoft Active Directory # |, iZ4
BHANBEER , IEFALTOENREMNEEAEANBENLNENR. BXEZER , H5H

GERATF Windows 3£6I#) Amazon EC2 FIF#ER) HHEREE] Windows 34,

3. IIFFHBERE  REMEH Run As Administrator Riz{T fsmgmt.msc. WIREFITHHEL
#% GUI T &,

4. HERFED 6 EZREEIZ-EITEN.

5. EE—&ITENH , ALK Amazon FSx X#H R 4K DNS %5 , Hla0
fs-012345678901234567.ad-domain.coms.

6. EEWE. BE , AZEXHRTEMNFIRFFFER Amazon FSx XHREHNZE .
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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EEAFP&IE

EHEXHRITES | EELE , EFEREZ FSx for Windows File Server XHREWFMERAF 4
EF, MBEAFPRPARFELF RSN Amazon FSx XHRAE TN XHHRE | NILERESE TA@MMB

SR SE, BALUTALSEN LT (ARET ) X8 RBFERKRALXE , BT SEE
Eo

g2 Shared Folders — O *
File Action View Help
e 2@ 6= HE
52| Shared Folders (F5-0CCB|| Jger - Computer Type #0g
@l Shares &, Admin EC2AMAZ... Windows 1
gi Sessions %
2| Open Files Cloze Sescion
All Tasks -]
Refresh
Help
< > || £ >

EMAAMBHTNQEERE  FIAREN LT (ARET ) RE |, ERNTAMAE2EER , REH
R,

g2 Shared Folders — O *
File Action View Help
e 2@E 6= HE
2| Shared Folders (F5-0CCB|| 1Jger - Computer Type #0g
@l Shares &, Admin EC2AMAZ... Windows 1
gi Sess : :
- Disconnect All Sessions
@ Ope
All Tasks >
View >
Refresh
Export List...
< Help >
Disconnect all sessions
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BT R XA

EHEXHRKTER  ZRIFNXGETERERE LA TNMAEXS. ZUBRELERTFT

NHERXHEXRNAF . WERRBTEREREMAS AT FREXHNRR,

REHFFIIRFXHFE

METX (ARET ) K&, REEEXAITTNXHS , BNAIKABEFRA T FRER S,

g2 Shared Folders — O b
File Action View Help
e 2@ 6= HE
z Shared Folders (F5-0CCE/| Open File Accessed By  Type
55'- zhar.es SIVEVE Admin Windows
35'__‘ GESSID;T Msharg\Market... user 2 Windows I
gy Dpen Hes Close Open File
All Tasks H
Refresh
Help
< > || € >
Close this open file

BT XM RE LA T I R E SR
TN XHRER | REBINRE,

, BEIFHXHN LT (ARES ) KEDEEMTMRA

g Shared Folders — O et
File Actien View Help
ol A5 1 | HERERE 7 Bo:
7| Shared Folders (F5-0CCB|| Open File Accessed By Type
E‘- zhar.es. || hsresve Admin Windows
32‘__‘ GESSIDHS D:share' Market... user_2 Windows
&y Hpe Disconnect All Open Files
All Tasks *
View 3
Refresh
Export List...
< >
Disconnect a Help
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PowerShell i FEE A F &EMITF 304

BRI AR Amazon FSx CLI BEEXH4RE LWESIRAFLFEMITH XY |, EE LHTEEEE,
PowerShellE 7 g an{alfE Atk CLI , ES R R FE A Amazon FSx CLI #1Tizf2EE PowerShell,

TRRNATATERAFSEMIT AN NS,

W iR

Get-FSxSmbSession REFHNBEYEXHREME XK E Fin 2 B RS /HE
B (SMB ) 2iEHNHEXEER.

Close-FSxSmbSession %R SMB 21&,

Get-FSxSmbOpenFile KERNEED XHRENE P IHIT IO X4NHEXER.

Close-FSxSmbOpenfFile KA —NEN SMB RS 8RHI B A — AN P im T IT 89 3L

BB THBRYBBHHREAFTEGSRINSEEE, BEiHRILLER , HETa88 -2 Was , flm
Get-FSxSmbSession -?,

B8 HAEm R

REBFEEPEEFETRBE  XENBEFERS. S0, SNMHAFATUETHPXHRERE
R — XN S P EIEATRAR, REFRAZESFS - HH XM ES M HEFHRETE,

LU BE N XHRETT B EEREN RN ERBREBEFERES. ESHENRIAFE —RBEEN
EEHD , NBLBTERSRNBIE. RECELERESBIERBRIENRINE ABEES , mE
ESHERNRERTEANRESR - DRIBEFEE. EERENBRAENGEHEESIT , 8B E
&, BaHEBENRCEHNNXHERES , FARXNENAFNEENEF S KEEHRN,

ERENEERENRTENEHIERRTERREENER , SR ZEFENEEREE, BAX
HHEBEBETTE 50-60% WEAER, EHXEFR , TETBE NP XEN 30-50% FH4F RBEEN
70-80%. ZEAILAEF FiRd© Measure-FSxDedupFileMetadata R# & E & HIEMI BR 7T A2 S TIRY

AN B

= =)

R LB ENEERERRUBEENBEFEER, fl, BUNFERBAIMEREXHER
EITESHEMER , UM BRBEEXELITR,. BTESHERBRELSEEXHFRSERR , Bt
BNBWHERTRGS Get-FSxDedupStatus KRG E S HIEM BRELBIRA
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BREEBEMBRNESER , 55 W Microsoft 7 i B 5 BUEMI B34,

(® Note

FSARMNNWRERRK | ERAESHIEMER. 0REEKNIZ1TEE SRR RS SR
B, FHRAESEBERRRRBHE.,

/A Warning

RNFABRWEETEES B ES HIERERIIEERN Robocopy i , BRX i AL
Chunk Store WHIETE M, BXEZEER |, SR Microsoft =& ZIE M Br B 52 /14 3 #,

B FHE & HHEm R

&I LAME A &S Enable-FSxDedup £ Amazon FSx for Windows File Server X4 £ Z EEHEEHK
TR , TP

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }

BREEHEMNRE  REFERNTINES. SUAERATHSEIRE, &3 BRI I ME
=18

BAILAEA S Disable-FSxDedup EXH RS L2 Z A EE HIEMER.
222 B & IIEM BR 1T X

REERZHIER TRIATRIHEBIZTREF , BEATUUEA New-FsxDedupSchedule #n% 8E#T
MEEBEMERITR , MTAR. EEBIEMERITRIRER UTC BFE,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

New-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon,Wed,Sat -
Start 08:00 -DurationHours 7

}

@ HatlEZ -8 CustomOptimization WitXl , ZITXIFEEHR—. EH=FEHRSET,
BXR L 8:00 (UTC ) FFtaEll , &KFEatE N 7 /Mat |, BIRSEMERTRIZIT ST EFL,
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FER, (BTN EELESHENRELITMFALBESZIMERABTHIINTR. ZRRAENEEHK
ERBRES <8, BURFEZZERATTEMNIRIAEL,

&R LAE A Set-FsxDedupSchedule s EARIANEE BEMERIT R , TR,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com
-ConfigurationName FSxRemoteAdmin -ScriptBlock {Set-FSxDedupSchedule -Name
“BackgroundOptimization” -Enabled $false}

BT LA E A Remove-FSxDedupSchedule -Name "ScheduleName" &<l BR E & B IEMIBR 1T X
BEE , BT EEHSMBRERIAN BackgroundOptimization ESHEMIBRITR] , FIUAEENHE
A,

E R EE BIEMI BR 1T X
BRI LAES Set-FsxDedupSchedule S SRMENEEREMBRITR , WTFR.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days
Mon, Tues,Wed,Sat -Start 09:00 -DurationHours 9
}

SR EN CustomOptimization HXMER N EEH —ZEH=UREHRAET , BRLF
9:00 (UTC ) FFtaEill , HEFLErtEN 9 hat |, BIEMERTERZITHEE L/,

EERREZ SRR/ N XHHR , B#EA Set-FSxDedupConfiguration .

EETENZRE
EEFENZTEEHEMBRT BNUIZTRE | i5FH Get-FSxDedupStatus &% , M FFAFRo

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate

12587 31163594 25944826 83
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® Note

WP ERNATSENETASRE , EFRFEAXLE . B2 FreeSpace, UsedSpace
UnoptimizedSize. # SavingsRate,

B E S BUEMIER

BAI LAfEF Amazon FSx CLI REEBXH RS LN EEHIEMIER , LMERE L#HITIZE PowerShell &
H, ETHROACEAL CLI, iF3 A ER Amazon FSx CLI #1TiZf2 & PowerShello

UTRAATESERERNRNGS.

ESHER RGeS DU
Enable-FSxDedup EXHHAZE LERESHENR. B AESHRERRS , R4

RINEEERERIRESABEES.
Disable-FSxDedup EXHHE EERES HIERER.

Get-FSxDedupConfiguration KRRESBEMNBRNEEESE , 8FEATRIENRDXHE KRN
HABR, 48 REAKR SHEBRMY I RB A XHR,

Set-FSxDedupConfiguration FREEHERBRNEERE , SEA T RN SN STHERDH
HARR, EIRE UK DHERA SRR R R,

Get-FSxDedupStatus REEEHEMBRRS , HEEERXHRENRCTEERN
REHWREEME, i@, URXHRE LHE—MELKH TR
Do

Get-FSxDedupMetadata o REEHIEW R L T EIE,

Update-FSxDedupStatus HENRREFENEEHERBRTEERF R,

Measure-FSxDedupFi BHENRREMBR —EANHXREEBEXHRE LRIKNEERF

leMetadata ZE, XHPBEETSEHMN4REZNHER  EEKE

T BR 51 B8 & 1T & Hi R L R R AR BREY REE — 2R HEIR

Get-FSxDedupSchedule KERIEEE NN ES BIER R XI,

EEESHEMER 160



Amazon FSx for Windows File Server Windows f 8/

BEEREMRGS iR
New-FSxDedupSchedule IR B E L EE BT BRI,
Set-FSxDedupSchedule ERNEEEHERRITRINEERE,

Remove-FSxDedupSchedule il BRE & ZxIEMIBRIT X,

Get-FSxDedupJob IREXPRA = 8 IE 1512 17 S HERA BV BB 8 B AR M BRVE L B9 IR S FNE
Stop-FSxDedupJob BUE — /N ZMNMEE K E S BEM BR A,

BN SHBRNEDPHRUEMETSEINSEGR. EHRLAER , BT822 HWas , flW
Enable-FSxDedup -7,

Tz it EiC 200

BRNMEXHRE LEEAFFHES , UREAFALUEENSEF#E. REEFE , £FTET
REREHFRSRERERER , AEFRFEABEIHEEH.

AT OB R IR BB AY A P R =R AT EARERBHIKRER . =858 HSCHERFE |, 8
SBHEFHAFRSBE BEZERTZ NVERER.

BRI ABFIREIREL TRE

- BEE-RATREAPSARTIAEEESHRSE , RERERBEX.
o R - XNAFRNANFEBEHRF,

BRUNBRANHRENFTAFEERAES , tTUAREERATREAFREANETH. EEFTUBET
EERERTHESMAFRNAEEERENFHEZR AR M2 EENEHEH.

BEXHMERREAFRINEFREEREL. EITEFREERNEANEEBXHNARD , A
RMHSRANKEGRYEERZR., RESEHERE ANFRRERA - FEEH,

BENSZNRAFENERS , WEENESMNAFPBEIT-REFST , B AHAFRARR—NAREER
ZA B

FEEE 161



Amazon FSx for Windows File Server Windows f 8/

BB

BT LAE R Amazon FSx CLI REBXHRE LWAFEHES , WEELHTEREEE,
PowerShellE 7 g an{alfE Atk CLI , BES R R FEFH Amazon FSx CLI #1Tizf2EE PowerShell,

LTRUBATERRAFFREHFMNG S,

AR E#ESTGT HR
Enable-FSxUserQuotas FFUR R ER AN /SRR B AT A P F R ELE,
Disable-FSxUserQuotas FIEREMEERITRHF FEERT,

Get-FSxUserQuotaSettings REXHRGENYAFFEETRE,
Get-FSxUserQuotaEntries REXHRE LNEANRFRPNANYSaI AR FERESZRE,

Set-FSxUserQuotas NEANAFPIAREAFFHET. BFEUAFTRENEE,

B THERNEDHHREEFFARTEINSEEE. EHRLAEE , BETE28 2 Waew |, fim

Enable-FSxUserQuotas -7,

TR

& A LAE A Amazon FSx EX KM —4H BE X PowerShell a5 R2 A EEE FSx for Windows File
Server X RE LWEFEIA, BXFEF FRIAMREEL N XHRXHRPWERREANER |, 5S
%) f5E F &2 F B A

(@ Note

EZARARNHRENAREBRESH A , FSx for Windows RIZ1T—HMRE , EREHHD
EE XA RS BRALE TRAVRS 2 I RABE XA RE LN FRIAF#H, —BMRENFENRES
NHRGELEFRIANBEBUREENFHEZRAXR, ABLERREBNMRR B ME ST
B, BRMNBWEXHRELRENLFRIEDT 64 4, ARBUTIRERLEZNPERR T
R F B4,

£}
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REF T BAFi#
- EEXTEIAFHEER
- MR FEIANFHEZE, TUHMAEEFEIE
- BB BENETFEIAITX
EEFTEIATY
- MBRS ¥ BIAIT X
- BIEETEIX
- EREYBRETLEIR
- HMBRS FRIA

REF TR AT

EFREARSERETFRIRENR —XHRE LN EHEZR, BEX FRINEFHEZREN , BRI LUER
Set—stShadowStorage BE X PowerShell 5 5 RE X & FRBIARTE X H R G5 LA SUBFEN R KIFMH
B, BALER -Maxsize & -Default W RETIEES FRIARTE RBWHERAR K],

£ -Maxsize , AR T A RNENE FREIAFMH

o LLEFIRNBAL : Set-FsxShadowStorage -Maxsize 2500000000

« UFFET, BFT, TRFTHEMELNEN - Set-FsxShadowStorage -Maxsize
(2500MB) = Set-FsxShadowStorage -Maxsize (2.5GB)

- HEEMERIMNE DL  Set-FsxShadowStorage -Maxsize "20%"
« REALSHR : Set-FsxShadowStorage -Maxsize "UNBOUNDED"

£/ -Default N FEMERENZSEANHGREN 10% : Set- stShadowStorage -
Default. ETHAEXFEARANETNESER , BZREARIANRERRES FaIAF,

i& & FSx for Windows File Server 34 R & BIAREFEME

1. UMHREEBEREKINAFPNSDEZEISENXXHREEEMEEENITESH,
#£ Amazon Managed Microsoft AD # , iZ4H 2 Amazon EifkH) FSx EXE R, EHITEEN
Microsoft AD 7 , ZARHEEARRELCNBRNHFRENIEENEENEEYLH, BXESEE
BES R GERTF Windows =4I#9 Amazon EC2 AF#ER) HHIERZE] Windows E4l,

2. TEITES| EFTFF Windows PowerShell & O,
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3. AU THSHE Amazon FSx XH R4 LITFF =2 PowerShell £i&. ¥ FSxFileSystem-
Remote PowerShell-Endpoint BN EBEEER N XHRSEH Windows 2 PowerShell
mRe BAILATE Amazon FSx #2#l&. XHRGFHAEEREFHNMENLLEO N
DescrlbeFlleSystem API 4RI E B2 5 % E| Windows IZF2 PowerShell i &0

PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin

4. FERAUTHTRIEXHRE LREHKREESR FEIXFMH,

[fs-1234567890abcefl12]: PS>Get-FsxShadowStorage
No Fsx Shadow Storage Configured

5. £ -Default I FERHERENEN 10%,

[fs-1234567890abcefl12]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace

0 ® 32530536858

EEE TRIAEMZN

EXHRENIZTE PowerShell 2FH |, BAILAEA Get-FsxShadowStorage S EFNH RS L
ETRIARYIEENFERHE, BXEXHRSE LBINERE PowerShell 2EHHEE |, iSRG EH
Amazon FSx CLI #1Tizf2 E ¥ PowerShell,

[fs-1234567890abcefl2]: PS>Get-FsxShadowStorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace

1619869696 14417920 32530536858

MESERYFHEMEE  WTAR

« AllocatedSpace - X RG L YA BAE FRINNFHE (LFTRENM ) ., ZEER 0,
« UsedSpace - ¥ TRIAHBIFEANFRHE (LFTREMN ) . ZENBR 0,
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* MaxSpace - EFFRABAINEAERE (UFHT AN ), XREMEH Set-
FsxShadowStorage i S A E FRIAFHIRENE,

¥ UsedSpace REXRFIRENZAE FRINFMHE (MaxSpace ) it , BEIZW T —NEFRIARGE
BRESENEFIIAR, NMRETEEERENEFRIAN , BEBEE FRIANFMZE , BRERBNE
fits 22 (8] SR F IR Y %2 F Bl AR, ﬂﬂ%f’d‘\%gﬁ% ZiE , ATSAMIBRINEE FRIARIGNE FRIAFHENZRK
FH#EE.

(® Note

BB FHUNEEFRIAN , ENERALRENE FRIANTFHEENFHERT. EFFAIERT
£ CloudWatch FreeStorageCapacity }aﬁ_u_a'\E’J_IFHT?-ﬁ%‘ EBYEN A BREN,

R F Bl A P z2iE, TN AR Rl

BEURMBRE FRIAEE (2EMAIANE FEIAR ) MR TR, B, ERTURBXHRE
T RIAFHEER,

A, BEXHRSEHWIETE PowerShell 23FF #i A Remove-FsxShadowStorage . AX
EXHRS L BETZE PowerShell 2iFM BT | SR HBER Amazon FSx CLI Tt 2 EE
PowerShell,

[fs-0123456789abcdefl]PS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow
Copies, Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y
FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage

Shadow Storage removed successfully.
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IR A ENZ FRIAIT X

%7 BRI Microsoft Windows HEy i RIES MR BRISEMN B ERY T EA. BTEST
WANESMIKSE  HEWITRIERT HeNREE, B-NAREFE— I ETRRITY, E62
HIRARNRZE , YA REY T EAETHE,

EXHRE £IE1T Set-FsxShadowCopySchedule iRt , RBEMBENENE FRIAITR, MR
EHEPFIHITENL T UTC 84X, NIEATEAEA Windows BHXH -TimezonelId &M A At X256 E
X, MEEF Windows Bt XF|EK | iS5 Microsoft B ERIAR X R FE Windows R RRF Fiz
TUTHS : tzutil /1, ETHE>X Windows EH AR BN EZEER |, iS5 Microsoft Windows
FRAGPOLXEPNES AR,

SR T LAMER -Default RTURERERINNE FEIARNITN, BETHESER , FSMH £AMNRE
RIREZTFEIA,

IR BENE FRIAITX

1. B2 —4 Windows It XIEFALARE , UENEFREIXRITRP ORI FRIRNETRE., FRAAKMITE
Hl £ PowerShell 1#9 new-scheduledTaskTrigger @5 RiRE MK 5.

LTREIBIZT —PMEENEFEIARITLY , Z1tX%E UTC 8A—-EFE L4 6:00 M T4 6:00 ¢
FTEIAR, BRIFEBECIZR Windows ITRIES AR SRTEENKX , FMARIABR TatEERN
UTC,

PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 18:00

2. ffM invoke-command iZ1T scriptblock %, ZMSLRE—MHIZA | FHENIN 62
M new-scheduledTaskTrigger EXREF FRIARITX. £ FSxFileSystem-Remote-
PowerShell-Endpoint B N EEEENXHRER Windows 1ZFE PowerShell iR, &AL
£ Amazon FSx #l&. XHRSGFHAEEREFHIMNEMNELLEH = DescribeFileSystem
API 2 ER WA B & #% B Windows JZF2 PowerShell ¥ 5.

PS C:\Users\delegateadmin> invoke-command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

3. ‘E>>ERFTHWALTIT, £/ set-fsxshadowcopyschedule G HiREE FRIAITH,
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>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl,$Using:trigger2
-Confirm:$false }

WE R B RIEE X ARG ERENE FRIAITRI.

FSx Shadow Copy Schedule

Start Time: : 2019-07-16T06:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

Runspaceld : 12345678-90ab-cdef-1234-567890abcdel
Start Time: ¢ 2019-07-16T18:00:00+00:00
Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday

WeeksInterval : 1
PSComputerName : fs-0123456789abcdefl
Runspaceld : 12345678-90ab-cdef-1234-567890abcdef

EEE TFRIATR

EEEWHRELNUAER FRIAXNITY , BEXHRSEIZIE PowerShell 2 FFMAL TGS, A
REXHRE L BHNIEIE PowerShell £iFM BT | ES R HER Amazon FSx CLI T2 EE
PowerShell,

[fs-0123456789abcdef1]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

il B &2 &l A 1t Xl

EMBRXHRELENAEEFRIARITR , BEXHREHNIZIZE PowerShell 2EFRBRALUTHS. A
XENHRS L B51imiE PowerShell 1514 ER |, 5SS R 1B H Amazon FSx CLI #{TimiZ &1
PowerShell,
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[fs-0123456789abcdefl1]PS>Remove-FsxShadowCopySchedule

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow
Copy Schedule".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
[fs-0123456789abcdef1]PS>

Bl F AR
EFHUBETREILR , FEXHRENIZRE PowerShell A FHFHAUTH S BAXEXHRELEE
i PowerShell 2FH%EA , HS R A H Amazon FSx CLI #1Tizi2 E# PowerShell,

[fs-0123456789abcdef1]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

BERURT FREIAX

EEEVHRE LN —AIEEFEIAK EEK#F%\JLEIJJ\:*EE PowerShell 2 EHRR AL TS, B
XENHRS L B51imiE PowerShell 15014 ER |, i5S R 1B H Amazon FSx CLI #{TiniZ &

PowerShell,

[fs-0123456789abcdefl]PS>Get-FsxShadowCopies
FSx Shadow Copies: 2 total

Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM

il B &2 @il A<

BELAEX M REHIZFE PowerShell £1F# £ Remove-FsxShadowCopies i mHIBRX#HR % L
W— AR AN NEBEFEIR, BEXEXHRSE LB3ER PowerShell 2iEMHIA |, §S R A EH
Amazon FSx CLI #1Tizf2 E ¥ PowerShell,

ERAUTBIET 2z —EEER RO FRIA
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* -Oldest MIBRZRFHF FEIA

- -All MIRRPREIEZ FEIA

+ -ShadowCopyId #% ID MiBR4 ERE FEIZ,

BHEAURER - MER TR NREREEERBRNL TR, BEESIEFEIAR D REENF
FEIA ID XX, MaREHR.

ERRNXHFRE LRENEFREIR , BEXHFREIZIE PowerShell 21EHRH AL TS,

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopies -0Oldest

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow

copy".
[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y
Shadow Copy {ABCDEF12-3456-7890-ABCD-EF12345678903} deleted

ERBRXHRELNBEL FRIE , FEXMAHREHIZE PowerShell R ERRALL TS,

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-

ABCD-EF1234567890}"

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy
{ABCDEF12-3456-7890-ABCD-EF12345678903}" .

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y

Shadow Copy \\AMZNFSXABCDE123\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-

EF1234567890}".ID deleted.

BEAR P INE

BT L E R —4H B E X PowerShell @55 332 #|7E FSx for Windows File Server X4 RS f%& - i 2 8]
FRNBEANE, BULUEXXHRETH BN RRHIHXEZEF SMB BN E /i , data-in-transit S
BHRATNXHREH TR, BAMNZEEINEES data-in-transit , N3 SMB 3.0 BN EF LG
B XHREHAPEEEZHREEAMBENENXHRE,

BRI A EXHHERFI AR XGRS HZRANIZEFINE, data-in-transit NREET R LTS BEHK
BEHX4HAZRFNTERTMNE , HATMERAFPHERELEEMXHRE  NAUERAXHELZLR S
WiNZEs  WER— M XHRELBEAERAMNBENANBNIHRE, RS TENMBRLLTHE
RAWME, MRBATEREME , WEEEEFHEARERSHME,
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BOJLAEA Amazon FSx CLI EXHRE L EBAFEmP R NE |, LUMEE L#H1TIZiE PowerShell&
B, ETHNOMAMERL CLI, ESREFHEER Amazon FSx CLI #1TZf2 E ¥ PowerShell,

WTAIATATERXHRE LNAFERT MBENG T,

ERP MRS DU

Get-FSxSmbServerConfigurati K ZRRFIEER (SMB ) FRFHREE.
on

Set-FSxSmbServerConfigurati  Lthas &8 MmN T & 1& PN LD

on
e -EncryptData $True|$False — FUSHIEBETruel

A EERTRRENE, FESHREFalse N AIXMERaH
HAEINE

« -RejectUnencryptedAccess $True|$False — it
SHRENTrue , ATFFRIAZFNBENE iR, FHSHIE
EfFalse , BiLFRIAXZFMENE P i,

B THBRNEPFHBREHAMEGTEANSEREE. BERRLED  HETE82 2GS, Hiu
Get-FSxSmbServerConfiguration -7,

EEFMEE

XHRGENEFREETHEFRERTE. FHEXEN SSDIOPS, AMUEMEXARSGHANMZE , BEX
ERRUREHESD , UXIMTEAHEAENERRI. BXRESREE , BSRANTER,

ES}

- EEGHEE

- EEFHRE

- BE¥ SSD IOPS

EREHEER

&R LARIE FE E 18I0 FSx for Windows File Server X RG LB ENFRAE, B UEA Amazon
FSx ##|&. Amazon RDS APl 5 Amazon Command Line Interface ( Amazon CLI ) 3R33, &AL
NENMXHRENEREE ; THRPERBE.
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® Note

XTF 2019 £ 6 A 23 B RIQIBRIXARE , HEM 2019 £ 6 A 23 BZRISIBHNXHRS
HNZFOPMENIHRS , TEENEFHERE,

0 Amazon FSx X RSN FE#EBER , Amazon FSx AERANXERERIN—HBRTEE KR
W&, RS , Amazon FSx EEAEBTEHEMLILARE , WERAXNERENBHEIBIFHE. 7
R EZIL DN BJLRAEE , N TEARMENEMMFEMN, FEibRbHiE  FoERE
LEMEN, BEAXSRERAZOTRITSIHFHB LIS EERS. SEXRHEATHEBEBEN THRKR
Amazon FSx B EZ T B/EsH B e IR B A RN R BHMRE. FEGFLILERPFFEETE
BE#EE , RBFEARERETZINEHEKTE, HIEHIETARE , ERENFEHRBIENR,

TEIERT Amazon FSx NN HREFEBENRANENMNERDR,
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Windows F i85

Step 1: Storage capacity
increase request to 800 GiB.

TIOIorT

Step 2: Amazon FSx adds the new, larger disks.

Ll
:

200 GiB

Storage volumes

Storage volumes

Step 3: Amazon FSx migrates data to larger disks.

|||||

LLLLL

Storage volumes

Step 4: Amazon FSxremoves smaller disks.

.
FSx

LA Ll
TTrrT

200 GiB 800 GiB

Storage volumes

& Al LARERYT 8§ Amazon FSx #2%|&. CLI 5 API IRERTZf L1, SSD 2R BN SSD IOPS &
FHHE, BXESZELR  BSRUEREESEE,

£

c BNEREENEETHENEESEM
- AREMEEEE

- ENEERBTEFREA MRS ERE

EEEHEE

i
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- WAEMERRE

- GERTFHAEEM

« A I FSx for Windows File Server XK RSN EHARE

EMFREARENFEETHNEESM
UTRENFERENEEERN/INEEEN :

o B - BALMUENXHERENFREE TRV EREE.

- RREE - BXENNFRBBLAZDAXMHRELFFEEEN 10% , ZRARFEN 65536
GiB.

- RIEEHRED - BERNERHEE , XHERENWREELRIOLIN 16 MB/s. XRRNFEMILLER
R RUHEBEERTRE,

« BRI EFRERYE - £ LB INERE 6 MR SHEFEALCIRTR ( LRKIEE A& ) 28T,
TERE-SENNHERENEFREE, FRELICTEFE/LNPRBJLRANRFBETR. N THRKX
RE AT TR FHERCARENEE , RNBWEENFERTE BN RENTLRED (F
FHRIBRTRZEUTUAERELES ) , AENHRE LRESREENFERE.

(® Note
RETHREEHTTRESIEMEME 1/0 e R IR, Hla
FHRAERY RN TRLENBETHE  HARSHUERES, AXESER 5
B P RE B 5 A2 W
R NEREE

SXNHRENATATEBETREN , BEMEF#EASE. £/ FreeStorageCapacity CloudWatch
ERREREXHRE LN TAEREE, B URELLIEFRGIZE Amazon CloudWatch B3R , H1EIER
BRESEREATHKEEN, EXESEL , ESFEA Amazon ¥%I#1E#R CloudWatch,

BMNBUEXHRE LIRAREIFED 10% NAIREEEE. CAMARFRAETRANMESENE
N, AARELSBEET .

AAEHAERTAEENELHER , BB ENXHRENEHBE, FH Amazon FAH
HE X Amazon CloudFormation g2 B3t RS RFTENFIEAH. BXEZER | ES
Rz AEIMEESE.
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BINFEEEHREA MRS ERE

HMEEBEBTUAR , Amazon FSx 2EFAETHFHEAIRE  WASRITEARMERNTBHTH
W, EAREEIBBEENEAZEENARF TRSENHABAMERESE —FHER, XTI
L5 , AR MXHERENELESD , RAeBENERHAE, XELEEUERAMBRINE
HE K6 AENRAEFNMERERER. AXESZER  FSHEEEHEL.

g InEEAE
B AT LAfEF Amazon FSx #2#l&. Amazon CLI 5 Amazon FSx APl 8 INX G RENEZ#ERE.

BINXHRENTFREE (258 )

1. BELATMuLITH Amazon FSx #%|& : https://console.aws.amazon.com/fsx/.
2. SMBEIXHRE , RAREEREENF#HBIEM Windows XHRL,
3. ERMED , EEENFE. 3, EREERY  EBRXERETFHEESZLNER.

MHAEHERREEO,

Update storage capacity X
File system ID
fs-0257922e39ff24649

Current storage capacity

100 GiB

Input type
© Percentage
Absolute

Desired % increase

10 %

New storage capacity: 110

4. EWAREF  GEEESL, WAFNFEETE (HLETIANENBS L) , HEERRLR ,
BA GiB 3 B {u AFT{E.
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5. WAFBEREE.

@ Note
MEAREEMSITNELHYFEKN 10% , ZAFREBE 65536 GiB.

6. EREH A6 BIFETEEMN,
7. ABEXHRSFAFENHENENEDF LRRERHEE.

BINXHRENFHEE (CLI)

E N FSx for Windows File Server X RGN FE A E , EFEA Amazon CLI a5 % update-file-
system., REN TS :

« --file-system-id BN EEHHWXHREMN ID,
« --storage-capacity REANLHBEZELD K 10% WE,

IEAILAE A Amazon CLI @55 describe-file-systems SRISREFHHEE, EREH , B
administrative-actions,

EXEZEER , {52 AdministrativeAction,

B FHEAEEM
AT LA{E A Amazon FSx #24&l&. API 2 Amazon CLI SR FE A ENIEMHE,
ERF A s b

EXHREFAESEONERERNFH , BANEEEHNERLEN 10 MIEEH.
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https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_AdministrativeAction.html

Amazon FSx for Windows File Server

Windows P #5

Updates

Update type Target value Status Progress %
Storage capacity 154 @ Completed

Throughput capacity 64 @ Completed

Throughput capacity 128 @ Completed

Storage capacity 140 @ Completed

Storage capacity 122 @ Completed

NTHFEREERH , AUERUTER.
ERTRE

AN EREHEAE,
Target value (B #5{B)

BERNHREFHREENIINAEE.

RS

LHEEIFRS, NTFEHBEFEH , TENENDT :
o FAE - Amazon FSx EWEIEFHER |, BRI RFHRLE,
« IEEHITH — Amazon FSx [EfEANBEHER,

Request time

2020-05-22T12:14:58-04:00

2020-05-22T12:14:50-04:00

2020-05-21T13:55:58-04:00

2020-05-21T13:55:30-04:00

2020-05-18T11:36:33-04:00

&

« BE#H ; EEM - Amazon FSx EEMXHRENFHEEAE. IE  FRACEIEREERXXH

REBEIBINREEANHUE
- B - FHEBEEMAITEK.

« KM - FHREBBBNAN, ZRES (?7) IEEXTHFEREETAMERNEARES.

HEFD L

LUERBEDENEREREEECRENHE,
18 3R At [H]

Amazon FSx W Z|E #Fig /& RV RTaEl,
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£ Amazon CLI 1 AP| Y5188

BAILAE A describe-file-systems Amazon CLI #5 #l DescribeFileSystems AP| R{EE & Mk 15 XX 4
REFEBEEMBER, AdministrativeActions AT HEMEBRBREREHN 10 MRIEEFHIE
£, BMXHRENERBEN , SERMD AdmninistrativeActions : FILE_SYSTEM_UPDATE
# STORAGE_OPTIMIZATION #4E,

R RHIERT CLI @55 describe-file-systems MR F. XHRENFEHBEN 300GB , B—N
FUENERREEZFFHEBEEME 1000 GB,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
1,
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",
}

Amazon FSx B 543 FILE_SYSTEM_UPDATE 1E , AXHREFMBEE RN FHEE. L
H1EE = | A SR EFE AR, FILE_SYSTEM_UPDATE RASFFE X UPDATED_OPTIMIZING,
FHAEE TN EKXE , B/E Amazon FSx FFia4LE STORAGE_OPTIMIZATION EEIEME, MET
CLI #54 describe-file-systems #Y I 57 3 3% P R o

ProgressPercent BHERFHEMRILAENEE, FEMAICRELINTR
J& , FILE_SYSTEM_UPDATE B EAIRAIFE XN COMPLETED , 3} H STORAGE_OPTIMIZATION i
ERXBE R,
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https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
3,
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
}

MREIMEFEEBSELRW , N FILE_SYSTEM_UPDATE BEMRSEELR RN
FAILED, FailureDetails BMRMEELXMMEXEE , ML T RAEIFMTR,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"FailureDetails": {
"Message": "string"

}I
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"RequestTime": 1581694764.757,

"Status": "FAILED",

"TargetFileSystemValues":
"StorageCapacity": 1000

BRXNABBRERTRBEHENERS , BEREFEIETHLEDEHR KK,

ZhZ B 1N FSx for Windows File Server X RENFHBE

HUMAE#BERTEEENE LRER , A LAERUT#RE RS8N FSx for Windows File
Server X RGN FHABE, Ltk Amazon CloudFormation iR HEIHBE VA AFH A EREME
WrrEHHE. BT ZREN Amazon CloudWatch BiIRUARIEIMXHREFE AR ER Amazon Lambda
B

ZRRB RSB EEMENABLAMS , HRRAUTSH

- XHREID

- TRAGEHAERE (KE)

- WEREN (B2 [BAIA R GIB)
- BINEEAENEIL (%)

* 1T SNS Y FHR 4 ih 31t

- AREBHRRE (R/F)

£
« Amazon CloudFormation & 1x

« {# /A Amazon CloudFormation Bz 22

SRR

BB UL RTT RRFHE Amazon TRERU T FIR.
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Parameters:

-FSxID

- Free storage threshold
- Adjust Alarm Flag

r’// I.'u
o .
e Creates|
,-"/ .
.-"" e
4'/"
4'// .
Amazon FSx for v v ~a
Windows File Server

CloudWatch Alarm Amazon SNS

F5x Reports CloudWatch

Free Space to - O
FS\ G CloudWatch - & Triggers Alarm -
i X ] DDD
1

1 .

Expand Adjust Alarm
File System Threshold = Yes

| \

h

Lambda

THEREATUTESR

1. Amazon CloudFormation 4R Z8& CloudWatch Z3#k. Amazon Lambda Bi¥{. Amazon Simple
Notification Service ( Amazon SNS ) A% , AR B % FEH Amazon Identity and Access
Management ( IAM ) B, IAM &% F Lambda EEIHMA Amazon FSx API & ERER,

2. XHRGEWATRAEEBEETIEESRERN , CloudWatch AR EIR , [ Amazon SNS BAFI &%
—%&H B

3. ARJF , ZRRS RLAARITHELL Amazon SNS &MY Lambda B %,

4. Lambda HERBREEEN B LEKETTEFNXHREEFHEE  HREFNXHEREFHS
B,

5. Lambda BEEEIAIAERE M BAETAFEEERE , FEETNHRET FRETENEEB D L.

6. R CloudWatch B#RIRZSH Lambda BEIRIEL R &K= E Amazon SNS BASI,

EEZIRXT CloudWatch BRI PR /ERYEE | B ATELT FHEIA L FER 4P I2 s RIAIA
Amazon SNS BT ¥,
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Amazon CloudFormation & 4x

IR R 75 R EH Amazon CloudFormation Bz & B 318 0 FSx for Windows File Server X R %1%
RAENAGE., EFARMBASE , i T2 IncreaseFSxSize Amazon CloudFormation 14y,

ZERERMTIIRNSH. EFERSBURERNE , ABRBEXHRENFE RN ENZITER.

FileSystemId

THINE, CREBEMFHBTENXHEREN ID.
LowFreeDataStorageCapacityThreshold
ZTEINME, LGB B U XA RGNS FEBENE DL (% ) BEEVHRTREREERE, &

FZRER , MABRABIENNHRENERBTE, SLULEDTEHERTRN |, 8T E CloudWatch
EiRiZRBE T , CloudFormation EIRAEFHITE R GiB,

LowFreeDataStorageCapacity ThresholdUnit

ERIAR %o UL GIB RENBLULFIEHERENE O HIEE
LowFreeDataStorageCapacityThreshold #1i,

AlarmModificationNotification

BRIAMERR., MRRERNR”, WA LowFreeDataStorageCapacityThreshold EFZ LA
BINZI G4 EIRFEE PercentIncrease KA,

flgn | W3R PercentIncrease ®iERN 20 , F[ AlarmModificationNotification iR &R “Z” , NI
LA GiB A s ER AT A ZEE B{E ( LowFreeDataStorageCapacityThreshold ) FHEFLEE
EREEMEHFEIM 20%,

EmailAddress

TBINE, EE SNS ITHEAN B FepFibu , AR ERTERNEER.

Percentlncrease

ZRIAME. AL FRBFEN B EEEFRETENEE,

£ 8 Amazon CloudFormation Bz Zf2

LT REAEERNEBE Amazon CloudFormation 4% , LAB 30180 FSx for Windows File Server 34§
RENTERBRE, BEURETERDHFRETK.
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Amazon FSx for Windows File Server Windows f 8/

® Note
KBS BRR T RAF=E X Amazon REHNKE, BXEZER , BZHAEXXERSHEN
FMEERTE,

FEFRZE , B8 Amazon 1K R 4HE —MN21TF Amazon Virtual Private Cloud ( Amazon VPC )
ZHH) Amazon FSx X R %, BXxWMMBIZE Amazon FSx BRNEZEER. |, HS K Amazon FSx A
1Te

B3 B F R B IEINER T R

1. T #k IncreaseFSxSize Amazon CloudFormation 14k, &< {a#1Z CloudFormation H#HE
Z{EE , B2 (Amazon CloudFormation AF#Er) HHI7E Amazon CloudFormation &l & £
B2 HEK

® Note

Amazon FSx B 8ifX EREN Amazon XiZ A, BAMAERLAER Amazon FSx B9
Amazon XEEEsBRAR, BXEZELR , 5 (Amazon Web Services —fit5
Y fhf Amazon FSx s = FEC

2. EEREMKEAEES  AABNFHBBREMERT ZNE,
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
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Amazon FSx for Windows File Server Windows f 8/

Specify stack details

Stack name

Stack name

FSxWindows-Dynamically-Increase-Storage-Capacity

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

File System Parameters

FileSystemid
Amazon F5x file system ID

fs-0123456789abcdef0

Alarm Notification

LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)

200

LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)

GiB v
EmailAddress
The email address for alarm notification.

mmajor@example.com

Other parameters

AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?

Yes v

Percentincrease
Provide the percent increase for File System Storage. This value should be between 10 and 100

30

Cancel Previous Next

A HER A TR,

NFSH , BEERERNSBARBEXGRENERNEH#ITER. REEET—F,
RMABENRRSRAMENTAENRE , REEET %,

NFFER , BERHABANBRARIRE, SIUEREINERCIZE IAM BRI R EIEE,
1£1% Create (8172) LAEPEB %,

N o o bk~ ow
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& T LA7E Amazon CloudFormation # & A #Y Status (IRA) FIF B EHKNIRES, BRIZEKRAN 5 2
R EZE CREATE_COMPLETE A%,

ERTHER

RS , BULUERERNERA NSHREMHE , NONEHRITEH. BEXEZER , 55H
{Amazon CloudFormation FiFi§R) HHYEEF K,

EBEEMgER

FSx for Windows File Server 2 EZ& ( SSD ) MuMHERIXzHEF (HDD ) 17X A, SSD =%
THRMERS. NERRHBRNIEAEMIZT , BEHEE. EALEIEABNBES MAERARE
Fo. HDD T A ITEAZEMIZI , @B EEE R, AFRFANBIIIXHRZURNEEERS,

&AL E A Amazon FSx #2%| A 3 Amazon FSx AP MM H RS F# L E M HDD B R SSD. &
AN REFHEEM SSD EX RN HDD, HEE , ELXEREHFE 6 MR FEM LI ETK
( AREWRINE ) 28 , TEBREFXHRGHRE, FEAICTEZEE/L/IREIJLRT BET K.
NTERAREMBEXENE , RNEBENEEXHRE LN RER DN ENHFHRE,

BeS B BUBE LT B R X RS #REM HDD XA SSD : iR 7] A & 17 LA I 2 #THY X4+
REARBEFNERRE., AXESZER , BERLEEZD,

W EFFm R
B A LAfE A Amazon FSx #2#]&. Amazon CLI 5 Amazon FSx APl B X B RENEM@ER,

EMXHFRGNFMRE (2FE)

1. B LT MuLFTFF Amazon FSx #%|#& : https://console.aws.amazon.com/fsx/o
2. SMEIXHRSG  RAEERENHENFHEEREN Windows XHRE,

3. ERET 6 LAREFHFMRE, & , EHEERT , &% HDD FUNEFHZRE. LEPFERE
ME#REEO,
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
https://console.amazonaws.cn/fsx/
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Update storage type X

File system ID

fs-029182f3ce0dcfbaz

Current Storage Type
HDD

Desired Storage Type
© 55D

(@ Your new storage type will be available for use within minutes. However, the
storage optimization process, which runs in the background to rebalance your
data, is expected to be longer for larger storage capacities. After modifying
the storage type, throughput capacity, or provisioned 55D I0PS of a file
system, you must wait at least six hours before modifying any of these

configurations on the same file system again.

Cancel Update

4. WNTARFEFHERKE , &% SSD, EEEH , BHEFREEXEEF.
5. AILUBE XHREFMAESNEA EMETFREZRERTHE,

EMXHRENFMRE (CLI)

EE # FSx for Windows File Server X RS F# KR | E#EH Amazon CLI @55 update-file-
system. REN TS :

« f§ --file-system-id RENEEFHHWXHREH ID,
* ¥} --storage-type I®REN SSD, FEM SSD FEXRE YR HDD FiEXRE,
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https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html

Amazon FSx for Windows File Server

Windows P #5

IETILAE A Amazon CLI @55 describe-file-systems RIS EFHHEE, EREH | BH

administrative-actions,

BEXEZEER , 55 AdministrativeAction,

W MR

LA LA Amazon FSx 1244 . APl 2 Amazon CLI B F#EEBNERHE,

iR B P E R

ENHRSHAEEEONERMERFF , &8

Network & security Monitoring & performance Administration

Updates (1)

Q, Filter updates

Update type v Target value v Status v

Storage type 55D @ Updated; Optimizing

HFEREDESN , THUEELTEL.
EHAD

AJREME N TR,
Target value (B ¥5{H)

SSD

L7

Backups Updates Tags
Progress % v Estimated time remaining
Estimating

HETEIRS. WFE@ELREH , ENENT :
o 42 — Amazon FSx B EIEHER |, B RFHRLE,
o IFEfE#H{TH — Amazon FSx EEABEHEFR,

- CE# ; EEM(L - SSD s TAT TRAENBEARE, ENEMFEACER ; EXE

v

AUERESHERREN 10 MRIEEH,

Request time

2023-08-02T14:13:24-04:00

@

'y

MACRES |, ZIRSEE RN, iR, THEABIREURENERER B/ T HDD M
SSD 2Z[Al, EHRETHE , #KY SSD HaERI AT A TRMAME A,

« BREMK - FREREEHKINTK.

EERRED
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https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_AdministrativeAction.html

Amazon FSx for Windows File Server Windows f 8/
« KW -GFHERBFEHRAM, EERS (?) IEFFAER.
HEBDLE

UERBEDENERE R E#EICRENHIE,
&5 3R At [H]

Amazon FSx W Z|E #FiR/EE RV RTEl,

EJd Amazon CLI 1 API WS E 7

&R LAE R describe-file-systems Amazon CLI @5 # DescribeFileSystems API ##
EEEMEREXHREFHEEERIER, AdninistrativeActions ZAFIEE
MEBREREN 10 NEEMRE. EINXHRER SSD IOPS B, 24 FKFAN
AdministrativeActions : FILE_SYSTEM_UPDATE #4EH STORAGE_TYPE_OPTIMIZATION ##
(=

EI2 SSD IOPS

3F SSD #Ff & , BA LU FREMEBEIEFENT R IOPS, B LIMER & A SSD IOPS BHURF &
AXHRGEERNFHBIENETLEE N, MREZRT SSDIOPS R B HEUHAE N ZIFNW LR ,
N TREEERMBER B EFREXFERE SSD I0PS £ 5l, BEXEZEE , S FSx for Windows
File Server tERef EEFMHEEN,

FT

- E¥TSSDIOPS NEETHNEEEM
« W{AIEH SSD IOPS

o WSIEIRER SSD IOPS i

E# SSD IOPS HER T M EREM
EH SSDIOPS i , FEERUT/INEESM :

« BEANMMHRRIEEME SSD IOPS E , XML TH IOPS X FikFE—H .
- Bz — Amazon FSx 2 Bz BEMNELSER IOPS |, LURES GB ZHAE 3 MNEAESR
IOPS , 8NN XHREHZZRE 400,000 MNEREER IOPS,
- AFPERE — SR LAFESEL IOPS WEEIEER 96—400,000 SEE RN, NATEH#E Amazon
FSx B Amazon Web Services X13] $§EE GiB F# B E 3-50 IOPS , REBEEXERI (FHEHE
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https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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TWMAEER ) . EEEEZP (BEXIM ) . EERZ (HEZBMN ), BMMBX (ZRZ ), TA#BX
(R ) MLAMKX ( FNE ) IEES GiB FE AR 3-500 IOPS, IR SSD IOPS HHBFR
8 GIB E2 3I0PS , NFERFEAM,. N TESRFHNME SSD IOPS , MIRBNMNXHRES GiB
M I0PS B 3, MFE 3R,

- FHREBEREHN - NREEMT FHEEE  BHMBFEMFEN SSD IOPS £5I&THAFAMER SSD

IOPS 43! , W Amazon FSx & B3I &R X RSB BB E .

- BHELERMH - MRERSTHUHESD , BMFUEDIFNHA SSD IOPS 5§ THFMER SSD

IOPS 43! , W Amazon FSx & B3I &/ X RSB BB E .

o i@pnEIfRAtE - £ ERIEMERE 6 et , EFEMMLICERTER ( ARKEESEINE ) 281, K&

H—HREXHREM SSD IOPS, EMXHRENELHREINEHR LHRENFMRE, FRML
AREFRILNNFRIL RV B B F RETE R N T R ARE ML T RFE LA ERETE |, RAMEW
EXHREGEREZPWEHEY R SSD IOPS,

(@ Note
BEE , XL Amazon Web Services X1 % 4608 MBps KA LR BIFLHEED : EEFR
B (HERLMILE ). XEHES (BRBXM ). EEFRI (BEXBEMN ). BMBX (ZR
) WAK (FER) MIASK (HH0E) .

W4 E R SSD IOPS

AT LAE A Amazon FSx #2#I&. Amazon CLI 2 Amazon FSx API B X4 & 48 SSD IOPS,

T X4 KRG SSD I0PS (514 )

1.
2.
3.

BN LA T ML $TH Amazon FSx 8% & : https://console.aws.amazon.com/fsx/o
SMEBIXHRSE , AFIEREEF SSD IOPS B Windows X#HR 45

HEBRET , EEEH SSD IOPS, HE , EWEERF , REEHMMER SSD IOPS ZLHE
iR, HITTTERR IOPS MAEEH.
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https://console.amazonaws.cn/fsx/

Amazon FSx for Windows File Server Windows f 8/

Update IOPS Provisioning x

File system |D

fs-Ocffaasad762h33eb

Current file system configuration

Storage capacity: 32 GIiB
Throughput capacity: 32 MB/s

Current Provisioned 55D 10P5

Automatic

Desired 550D 10P5
() Automatic (3 IOPS per GiB of 55D storage)
Q) User-provisioned

User-provisioned I0PS

350

Minimum 9& 0PS; Maximum 350,000 10PS

ik

@ After modifying the storage type, throughput capacity, or provisioned S50 10PS of 2 file system,
you must wait at least six hours before modifying any of these configurations on the same file

system again.

Cancel Update

4. HEEAH  EREFTAFTRE. MREIEEZEBED , Amazon FSx 2B A BN XK RETMES
GiB EZ# A &£ 310PS, MEER “AFBEE” , FH A 96—400,000 SEE NN ETEEH,

5. %“EEH , BETEMN SSD IOPS EF,
6. AMEINHRAZFAEENENENETN FREBETRHE,

EH RS SSD IOPS ( CLI)

EF# FSx for Windows File Server X# 3 4i#9 SSD IOPS , /A --windows-configuration
DiskIopsConfiguration B, ttEM B Iops M Mode NS .
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- MREBIEEESESR IOPS WHE , EEMAIops=number_of_IOPS , XM AmazonX1ig
FIMode=USER_PROVISIONEDH &%} 400,000,

- MREFHE Amazon FSx BZIEE SSD IOPS , EE A Mode=AUTOMATIC , BFEfFH Iops &
¥, Amazon FSx REZLNNHRE L B34S GiB F#HAE 3 1 SSD IOPS , EXFHXEH
&% AR 400,000 4 IOPS, Amazon

& 0] LA Fl Amazon CLI%E 7 ¥ ¥ 8 it B describe-file-systems, R+ , EHK
administrative-actions,

BEXEZEER |, 2 FAdministrativeAction,

WSEER SSD IOPS B
Al LAfE A Amazon FSx $24&1& . API 2 Amazon CLI , 1= EH SSD IOPS EFHW#HE,
ERFAPSEEER

EXHREFAESEONERENFH , BANEEENERLEN 10 MIEEH.

Network & security Monitoring & performance Administration Backups Updates Tags

Updates (2)

Q, Filter updates 1 ]
Update Progress Estimated time
P v Target value v Status v __r 9r v ! . o v Request time -
type %Yo remaining
4 2023-07-31T17:08:45-
I10PS Mode USER_PROVISIONED ) - - N
Pending 04:00
4 2023-07-31T17:08:45-
55D IOPS 350 _ - - N
Pending 04:00

BXRTMER SSD IOPS E#1 , MU LLEFUTEE,
ERH

ATBERYE N IOPS =\ F1 SSD IOPS.,
BFr{E

FXARER I0PS XM SSD I0PS Ef N FTERE.
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L7

UPEFIRS. IF SSDIOPS £ , WAEMEIT :
o 1S4 — Amazon FSx BEWBIEFHiFKR |, BERFTFRALE,
o IEfE#H{TH — Amazon FSx EEABEHEFR,

- BE#H ; EEMIL - 5 10PS RAIATA T THEABRNBEARE, EHNEFHACER ; EEN
LIRES , ZRBBERFLILADE , EHE | TEASIEBUREN I0PS REFHFIHEBIA
W zBE, EFBRETHRE , FH IOPS HaeEI W A TEMME A,

- B - SSD IOPS E#TE M 5E Mo
« XMW -SSD IOPS Ef kM, BEEES (?) IEFEXTEHAEEFTXVERAFAEE.
HEBRDL

LUERBEDENEREREHECRENHE,
& 3R At [H]

Amazon FSx Y EI E Frig/EE RVt A,

&3 Amazon CLI 1 API Y&

& 7] LA F describe-file-systemsAmazon CLIGE S H DescribeFileSystemsAPI #4E
BEMEEXH RS SSD IOPS EHiER., AdministrativeActions HAYIHE
MEBRREREN 10 NEEMRE. EINXHRER SSD IOPS B, 24 FKFAN
AdministrativeActions : FILE_SYSTEM_UPDATE #&{EH] IOPS_OPTIMIZATION &1k,

EEAMH A

3T F A FSx for Windows File Server X REE |, IBE AT A EREXHREN NEBE E —NEHAE
Ho BALUBREZERRNEUANHRENEREED. BHEENRRAERE XM RSN XM RFFLE
XHBIEAREN —IMRER, SHEINRFES  ATEXHRSHELEFEENESY 110 BIEXEK
(10PS ) MINFhFEE. BXEZEE , iHSREFSx for Windows File Server &g,

LR RENTLENE , Amazon FSx 2EFAXANHRENHRESHF. W TSATHXN
%58, 3 Amazon FSx XM Bk BRSS 28 MH B XA RS 8RBt , R BB BITAMBEBMRME 3
ME. XTFRAAXRE , ERLEDT BEE , EHX4REFEL2HTTR, EHXHERGETU
ERFNELERNE , EFEENFTNELEDNE.
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® Note

HEREF REGR , REER (FIINERENNENR ) TRSHIEER, 4P 2SBXLE
EAHA SR,

ES]

o RS REFLRE
o« WS RELRE
- BEFHEIEXK

AT BHS RF it BE

Amazon FSx & Amazon CloudWatch £/ , AJ& BB KIENHRENBFEFTHEFEAKE, BRT X4
RENEHEED, ERBENEMERN  EUUBIXHREENE R (FHERM IOPS ) EEUR
FHREIEARNIBIE, EULER CloudWatch IEFRRBEN TIREHETEFTANEEEHE, &
RXEZER | FSHMEH Amazon % #23E+Hr CloudWatch,

NFZARAXIHRE , & Amazon FSx XA BE MRS SFZ MBI XA RSS =R , EHEDT RS
B ETRAEBNANBDIRE. EXHBSHERBE (EFELELY B, XHRSELEP MRS
BRSHPEAERE ) , XMHRENFAEREREHF AR RN XA RS R/HITLE, SERIHRS
BRIRE LAY , FSx for Windows FHz{TERMEZF , LAFREIER 2 B F#R A9 SRS 25,

FSx for Windows EEHARE# B XM EFRRS EHNNARFNAFNEE, B2 , ENESH
BARELSKREE, XEWRE , IMEIRF /Mo HEHRTTEN , S URFEERDS ARHIE,
b, EMRSFELEFRBRTRIEENE , EEURT XHRE LHFEERNER. NRENTHERER
BEAEAMIOPS BEX , NHFEREDSHEZEAMERFEERNE , 7F A FEEFNAERETIR.

BHXHREELBRSARTA , EATHERRERIHFENE , RNBUSEXHREAEZ D

VR BRERERREN, RINERBUBRNHEREEFTEBNELESD , TXEBHETEAENT
E,CEBETELSEL  UEERRERSHFENE, &5 , BNBWEXHRGEARR /PN K
BEE B R,

anqAlE At B8

BT LAE A Amazon FSx ##|&. Amazon Command Line Interface ( Amazon CLI ) 5 Amazon FSx

APl ER RGN FLBES
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ERNXHERENELRED (EFE )

1. B AT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/e
2. SMEBIXHRS , AREREEMEFLEE S Windows XHREK.
3. ERMED , EEENEHE., RF , EREERT , ERXHREAETLELIZLNERN.

LR EREHFLENED,
4. MIIRAIEFEFLEEDAIFE,

Update throughput capacity X
File system ID

fs-013771f0571a83e02

Current throughput capacity
32 MB/s

Desired throughput capacity

32 MB/s v

Your single-AZ file system will experience a temporary loss of availability as Amazon FSx
switches out the file server when you initiate a throughput capacity update action.
Learn more [

Cancel Update

5. BEEREEH , B FHENER,

® Note

HFSTARLMARS , EEHEULBY BN | RURBHNAUADREDEEEL T,
NFEAARRG , EEHHE , THLEFREH —BRARTTA.

6. AMEXHRSFAFENHENENEIF LBREHRHEE.

AT LAfE A Amazon FSx #4]&. Amazon CLI §1 APl SRS EHHE, BXEZER |, F5
37 s d At BE D B kL,
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ERNXHERENFLEED (CLI)

EBRNHRENERE S , BFEA Amazon CLI @55 update-file-system, RBUA TS

o ¥ --file-system-id RENEEHHIXHFREM ID,
« % ThroughputCapacity RENEFXHREGEEMBINAMEE.

A LAfE A Amazon FSx ##|&. Amazon CLI fl API REZREHHE, BXELELE , BoHKE
BEHEENER,

HEEMEIER

R LAE A Amazon FSx #2#l& . API Fl Amazon CLI Y52 &M &8 0 & B0H B
EEHePEEEHENIENR

EXHRSEEMACEEEONETETAFT , £TNEESHEHFREREMN 10 MROEEHIRE,

Updates

Q 1 &
Update type v Target value v Status v Progress % v Request time A
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

BRI ERXTHELRENEMBEENUATESR
ERTRE

AIREME N FHEED,
Target value (B ¥x{H)

ERXHRENELEIEXNNAAFEE.
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L7

METERS. WTFEHEEDER , AlREHIINTE :
o F4IE — Amazon FSx B EIEHER |, B RF B E,
o IEfE#H{TH — Amazon FSx EEABEHEFR,

- BE#H ; EEMIL - Amazon FSx EEMXHREMH ML /0. CPU MNFHRIR. AV /O
RSB A A TEARE, X TREURME , FERWE /0 N T L—RAMFRANZFE |, E
BB R ETBL T HRE.

« BEM - BHAENEHERITEK.

« KM - BFUHEIEHRK, EERS (7)) TEEXTEHEERKAMERNFAR L.

% R AT

Amazon FSx W EI E #i5 KAy et E o

Ed Amazon CLI 1 API 51 E &

BAILAE A CLI a5 % describe-file-systems F1 API #4E DescribeFileSystems EF MG REXHRER
HAE NS RIER, AdministrativeActions BUASHERMEBRIRMEREM 10 NRIEEFIRE, 5
WX HRENELEENRS , 24K FILE_SYSTEM_UPDATE BB E{E,

LT REIETRT CLI 5% describe-file-systems WA R, XHERSEHNEMHAEDR 8 MB/s
BirBEMHEE DN 256 MB/s,

"ThroughputCapacity": 8,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}
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Amazon FSx B INSERA B IZIRER , RASFERN COMPLETED, XM RGN AEAMMNELEES , H
f£ ThroughputCapacity BMHE R, WELT CLI 5% describe-file-systems #9118 57 1 3 1 P 7R o

"ThroughputCapacity": 256,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

MBEHFEHEEDISHEM , RS EXRN FAILED B FailureDetails BMHHAE RXTARMMWE
B, BXNAMIREHRTROBEENESR , BSAFHIATLEDET LK,

¥rigd Amazon FSx &R

NBYEEERXHREFNEM Amazon FSx R , B UBIHRENERN NN ERIEEZBCSH T
BiE, HREMUELRZIHINE (FINAR, FIAERHE ) I Amazon BRIFRITH X, XELEFHE
RRENRSARTSRAEA—SEAUREIBEARERRWIREREB RN ZH R NEBENBIREH
B I B B AR

ES}

- BEXRENEFRAIR

- FRIZEBHRIR

- RERF

« RERMIRE

BXRIFEHNEARAIR

RERN Amazon BIRDEMIFIE. EMIERETSEELN —ME M— AL E,
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PREF LR B MR (IR, FIEERIE ) X Amazon BIFRHEITH R, Hlan , EWT LK
FH Amazon FSx XHREENL —AIRE , LRERSANKAIRIFRE & MR R B,

RINBUEHNERERRIT—ERE |, UFREENEE, FA—AEENREE  EBRRINASEM
BH, BuRERAMNRSIERNFIERR. EXUAXREMNRFRICRKENEZEE |, H5H
Amazon HE#H ORINFRSERESEE)

RN Amazon FSx R BEMENEY | NFERRTHERTEN. BN, FETL2EYIRELH
FR. ETSUEIAFSNBARE | T T NI R RORE. ETTREHERNENTES
BEFEGHRNEE, MBELFMORENESZSH ENEHRENERR , FHERSBEAE.
MBEMBLR | RROFERE b RRME .

MREEA R Amazon FSx API, Amazon CLI 3% Amazon SDK , M A LA TagResource API ##
EORERBNAREL, A RERFREREATEECERENNEEERE., IRTEERR
BIBBRANARE , REQERRAFRUREE., IHEATHRELVNEFTERENRR , EARETAE
TR, MEAHMRSF 2R ERFIENRR. BEECIEMFEER , EFEEERRUERETE
EXFREHIA, BXATAFEUEMNFIERRNESER , B3R £ BYEF R FIREFEIRHIN
bR

PRICIERY IR

B A LAFRIEIK P P EFER Amazon FSx BIR. MREFEAK R Amazon FSx #Hl& |, BRI LUEA
HXBERRE LB GEMFABERNARES, AR RN , ZUUNATEEN SRR, tr
DESIBFH A RERNALERNRFE, BHAUERE SN RSN BRH#TALR , BHIFEX
Amazon FSx fRE & B EAENLE Lo

X F X IFE QIR HITFRICH Amazon FSx AP 84E |, SRR LLTE IAM policy F N AE FHREMNEIRR
BBR , AN A Bl AR S BRI A P MASK R AR, SN ERMNABTRSZEELNRYT -
HRERXVEATENER , RtEG R REANEAE TSN ERENRBLIIENER. TUEER
b 3 R BR B ATIR R IR S . B LRSI FERFEAIRID , AT BUIR G RIRIRE MLEAR S ENE.

LAk, &R BAFE |IAM policy X TagResource #l UntagResource Amazon FSx API #24ERI &
RRR , AT FIX A RRIREBLERSEAE,

BAREARUETIHRINESES , H2H (Amazon Biling FAF ) HREARAD BIFE,
PR PR

THREATHRENERRS

FEBH AR o7


https://docs.amazonaws.cn/whitepapers/latest/tagging-best-practices/welcome.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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- BMNRRORER LR -50

« NFBMNRR , BIMERBLARK -1 , BMIERAEFT —ME.

. BARKE - 128 4 Unicode =% ( M UTF-8 1% )

- RAEKE - 256 4 Unicode =& ( XA UTF-8 =)

« AW Amazon FSx iREFRERNFRIEIE : AILMER UTF-8 RTNFR, BFNERURUATF
F.+-=._:/@-

- RERNEX D KPE,

« aws: BIREFIMEH Amazon ., MRENMEEEHFARRER  WELERBZIFENER
B, BF aws: AIZNFRERITT AN RRHIREHRE,

BRBEAMKBERERBRE R , MATIEERFIRREF. Fla0 , EMEREER AN DeleteMe B
RERERICHSH RS | BAJ0N DeleteFileSystem RESXHREN RFEFRMREF (10
fs-1234567890abcdef0 ) &

MIBANANERXAZHRBERINMRZLR | B8O BRSO EH Amazon Web Services Ik AIF ; &
f5 Amazon Web Services I ARG RLIX LML, A TXHHERFEFHTE TN HRES 89
Amazon Web Services Ik 0% Bt B © B — A FRE SR 32 HI3 F IR 5 E .

PR MR

BXREVEFRIE Amazon FSx BRIRATENRRNEZEE , BZRECELESRE FIRZHERHN
BR. BXWAIE IAM policy FfEAIRLREIF Amazon FSx BRIRMNILGRINRHEZEER. , ESHER
FREEHIX Amazon FSx &R A I 8 X PR o

£/ Amazon FSx 43 B ER

Amazon FSx for Windows File Server 21T X HE £ EH Microsoft Windows Server 4+ EH
S, B LUBT 4P T R SRIE B ZHR SN ERANBLAJLS#1T. B LUESEX MRS H R
R TR, IREBEERERE , WaRESBE —1 30 288 ERIARER,

FSx for Windows File Server R R EB4F TR | ENEHN TEAFFIIREER, ELUBREEE
MEBEERET IR , BELE 14 RLHE— RGP R, MREEAGHTEERE 14 RALT LR
E? , FSx for Windows File Server 2 TX 4R G4 K BEREZEMATEMN,

EigpIES  ENETARXHRGEREATTARS , ZRSBEE R/ 20 24, BHZTRAK
NHERGE2FRFTARS , ABDEEEXHRSHFNZAXFRS B/ BARTRAERBNRM BT

REARE o
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g, BXxEZELR | BHSFFSx for Windows File Server ¥R #2, BT ZAAXXEREWN SR
LB AMEBNANEIME , RtELEE , KAEEEXERSSH/NEAXERSSEZBRBS R
BXHRENFTERE. N T HBEBSHEE , RIMNEBCH4PNRZEEXHREAER/DNZE R
B

(® Note

T HREFSESEE N BIETEM | Amazon FSx for Windows File Server 2% FFA 2
BIXFFMEVAMEE , HERNREEXHRENKEEE#SNWMEFLEE ARE,

A LA Amazon FSx B &l& . Amazon CLI. Amazon APl &/ Amazon SDK E X X4
RSP BTER

TREALP R (2 )

B LA T Mt 3TH Amazon FSx %A : https://console.aws.amazon.com/fsx/.
EEMNSHEREEXHRE,

EREFUASALPNBNXHRE, BHERXHREFHAEERH.
EREE , 2ETRXARSGEEREER.

REEH , CEREREFNRED,
RMALHLET AL T RIT R BN E,

ERREFEURTFLENER. REERPHE RFNLET FTHBRETE,

N o o bk~ w0 Dd =

E A update-file-system CLI i "B N BRALF N E , BSRES 3 . EFMINEXHRS,

&1 Amazon FSx X 4RGSR ESLE

Amazon FSx 12t T Z#Thie  AIHMEIHREEYH RSN HESEKE | 215

- LB R
o BB P P BT SR A SR S ) BL AT B AR
« BRI A B i N

LA Amazon FSx CLI for Remote Management on PowerShell @54 , &8 XX R 45 £ HRIESS
Lo SRk,
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Windows P #5

HiZTXERS , BURMAEXHRSH Windows iz e PowerShell i m. ERFtimS |, HREU

TEBRIRE -

1. B AT MutiTFF Amazon FSx 2% & - https://console.aws.amazon.com/fsx/o

2. EEBEXHREG, EMEKEEZLEI+LE | #F Windows iz PowerShell i

B, TR

Network & security Monitoring Alarms Maintenance Backups Tags

Network & security

VPC KMS key ID

Default VPC | vpc-6296a00a [4 arn:aws:kms:us-east-2: ikey/ddaf42e2-7f40-41b4-be09-

4b4639e10de7
DNS name

M d AD directory ID
fs-0bb6d6b4acdb3caec.my.example.com anage rectary

d-9a67352b29 [4
IP Address

172.31.23.206 Type
Managed Microsoft Active Directory

Windows Remote PowerShell Endpoint ]

fs-0bb6déb4acdb3caec.my.example.com

BXREZER , F2H EEXHRS M FaEA Amazon FSx CLI #ITZEE

I# PowerShell :

ES ]
c —RMEEREES
c FREEAS ERENXHRS

T

o

—RAMEBRERS

AT RETUAN ARG —RERERBHES,
EEFHEEE

EANTHSREEHREN FHERE,

- BERRATRIABEEHENR  BETUTHH,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }

-ConfigurationName

—RMEEREE

o
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HE  ERAUTHSEX4 RN XHNTESERIERRRE  TEEAREXHFHR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }

BREZEER , FEREELERER.

« FAATHSHAEBREEXATHAFEERA , 2EXANATHRERN , FATEHMIT,

$QuotaLimit = Quota limit in bytes

$QuotaWarningLimit = Quota warning threshold in bytes

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotalLimit -DefaultWarningLimit $Using:QuotaWarningLimit }

BREZER , BEREFHEEH

BRETRIA , ERE % XM 4R IRE B LARTHY AR A
BERMANEAR (TEBLF 7 RAFF 12 1) FERFEIE , TR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}

BXEZEERE , REAZ RIS,
AR I A2 AR HI N2
AT 85 B XY E R 2 A9 XA RS9 T 7 i 58 4R AN 22

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -
RejectUnencryptedAccess $True -Confirm:$False}

ERLLKRAFMBI NS | RG2S eNEEN T SRR MHRENEE,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}

AXESER  WHH ERARTME N AL SFEMT T4 -
FREERES TSR EENXHRE

AT RS TR B SRR 4 RENBA AR, A/ REFMTH 04,
MR E S WM BRRAS

bR EEHENRRS , SREXHRELIANTEE , MTFAR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FsxRemoteAdmin -ScriptBlock { Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

BERAP RN FHEEEE

REAXLB A FRRFZENRE , SR/ MUERTSLOZER , URMNREER TREMESHR
=8

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Get-FSxUserQuotaEntries }

W 32 S PR 4T I B9 3L
BYER ST HFEXAREBL TH RSN, EARTRSRESITIFNXH.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Get-FSxSmbOpenFile}

£ AT 855 < ) 2 4T 7T B9 324

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbOpenFile -Confirm:$false}
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£/ DFS B ZRNZ PG RE T A

Amazon FSx for Windows File Server X356 Microsoft B0 X X4 R5 ( DFS ) . &R LAER
DFS A ZE RSN NHRE LW XHHRZESAT —MNA T IHEEN G BIBEN N R4 REN
(TWBZEE ), DFS B ZE R AU REBNE —NESNMNXHFREHNXERENSE, DFS &
ZEE A UBP AR X HBFEET EXHBETE  FHELEMN S REZENEE (64 TB)
&S A AE PB.

IRE DFS (8 B ZERAZ M NHRESTA

B LAER DFS i B Z BB AN MG RESEEENNBAZE, EUATREAF , ETEHNGAEZE
( example.com\ corp ) BIERER MR T HRFZEFL , 8H T FHESZD Amazon FSx XHRS% (W
%, B, . home_directories ) L NXHHE, XA FEHNAFER L A 265 E X4
2, NN EENREXHAZNEN NG REEEXH RS DNS B,

(® Note
Toi= ¥ Amazon FSx /W iN%E| DFS ERENEE F.

XESRGESEERITEZRRSH LERL N EREZEE (example.com\ corp ) » IR LATED
ZEHTREOANMNIHRE , SINXHREBLUERFNTAFEEOEREELIMH Amazon FSx
XHRELNHE,

FS}o

VZexample. NGOl Ws-012345678%abedef example.com\finance

I FSXa

‘ Ws-9876543210fedcba. example.comimarketing

O] - FSxa

ients Ws-abedef0123456789.example.com\sales
2 instances)

FSXa

76543210.example.com\home
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RENMXHRGE DA -4t DFS iR ZEH

1. WMREEAREZIT DFS s B ZERS 2T , WA BAEA setup-DFSN-servers.template Amazon
CloudFormation #ixk Sz — X S E AR DFS s A ZHE RS ER. BxtlZAmazon
CloudFormationi#t#k M E Z{E L , 1§35 (Amazon CloudFormation A FF1E®) HAIFEAmazon
CloudFormation %l & £ B2 %,

2. LA Amazon ERNEBRATRAFNEMEEIEL—FSFFH DFS B ZERRSZE/Z— B
XBEZER |, 52H GEAT Windows 324189 Amazon EC2 AFIERE) B MEREZE| Windows 3£
Bllo

3. BIITFHZEMAEE DFS EEEG A, IFFTFHRIXE , RFIE1T dfsmgmt.msc. LLRMERITIH
DFS Management GUI T&,

4. HOERBRAE, FRAZE , WALNRSR/EINE— DFS h R ZERSJ[HITENER
RBIRET—F,

5. EEMPWMALEGENGEZE (B corp)
6. ERREIRE K AEBRBENEREEMNNRE, EBT—F,

7. REFESPBRINNWETEHMNGRZEIEDN , RIF1ED B A Windows Server 2008 LT |, RFik
#:RF-F_Z’FO

(® Note
“Windows Server 2008 3" 2 #r & Z= 18] fY & £ 7] ik I,

8. REWMBZHMIRE , AEERCE,

9. HESMEMNGBAZRTEEMEUENGAZAE  BEEE  RBEERMGEEZRKRSR.
10. ERBZERARSHHAALERINE= DFS s B Z R RF BN ITEN BT

M. EREFEBIRE K AERFEENFRREMANNR , RELEEHEE,

12. FTHRIRICIZNBEZRN ETY (GRS ) X8 |, EREFXHR , BAXHRER (fiw,
EZMAFIER finance ) , REERBHEE,

13. EXHREBIRBEEFLL UNC BRNEBALHE DFS R ERIXHRIEEMN X4 HEZH DNS B
( 5130 \\fs-0123456789abcdef@.example.com\finance ) , REERBE,

14, MRHKEFREFE :
a. BEER#HITOE.
b. T:E@IJE/\¥R-J-:LE*EEFﬁ$¥5jU%O
c. BEEIBNMHK , HE DS TOIE-—NMHIXHR , AREREE.

®iE DFS B ZERURNSIXHREDA 204


https://solution-references.s3.amazonaws.com/fsx/dfs/setup-DFSN-servers.template
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows fF 18
d. REMNHHAZENR , AEEEHEE,

15. M XARMNFES , REBE, WREFEDSZE T IR 44K,

16. WEHAZIHEGFEZE THHEXHREEREEN TR,

RIE DFS B ZHEUANSINMHRE DA 205



Amazon FSx for Windows File Server Windows f 8/

32 FSx for Windows File Server

S 2R Amazon FSx F&EM Amazon SRS R EM., ATAMMNMENEESH. BRM
Amazon FERAROFIER 7 WEKEHE , UEFEEAMFREHINZ IHE, Td , EFRKEE
Amazon FSx Z 8 , BRI HIE—MNEEITRIHEITRIFEZT 5[

- BIEENRMTAL?

o SEORFS PR IR LL SRR 2

o WEHEIX LERIRAY SR 4] ?

. BEERAWpLISETE ?

o EHRMITHEERES?

o IR RB A ?

£ < FSx for Windows File Server ) BEICFZMUEZENEZEL , TSEUTEZ,
&

« BETE

« f# Amazon ¥%##5#%r CloudWatch

« {#H Amazon CloudTrail i23% Amazon FSx for Windows File Server 89 API J#H B &

Wi T8

Amazon HEERE T ZF e A T4 Amazon FSx WIT B, A LlEEREPHN —E T ERFEHRITSE
BEL  BREEIEEEFHTM, BUWEARUEXINEEES B,

Ha)%ET R

BRI LAEA T Bk e T Bk Amazon FSx , HE HIAE IR HITIRE

« A CloudWatch mazon Alarms — &35 E R B B R AR ENER |, H BB ZIERE S et E
RAEXN FAERENERIT M STERE, ZRERKZETLSHFELBARS (Amazon SNS)
Simple Notification Scaling £ ;I &i# EC2 Auto Scaling FREEHIEH, CloudWatch BiRF&1X
NEREMNETFEERSHRAARE , ZRSVACERHRETEENHER, BXESER | 1B
SR EH Amazon ¥ 32 5#R CloudWatch :

BRTE 206



Amazon FSx for Windows File Server Windows f 8/

« Amazon CloudWatch Logs — ¥i#2, Zf# 1565k B Amazon CloudTrailsk H >k IREY B &304
BEXEZEER , S 4R Amazon CloudWatch BHi& ? £ Amazon CloudWatch BER 1§
mH,

« Amazon CloudTrail A & #2-EK 2 BIEZEBEXH , BIF CloudTrail BEXHRIEE “BE”
SR3ERTYS#E CloudWatch BEX#H , A Java EEJE/U\&LEE}“'FE&F HEUEH B ESXHER
EERBAREHR CloudTrail, BEXEZEE , 5 H (Amazon CloudTrail A F15rE) ##Y “fE
CloudTrail B &34

FHEAETR

4542 Amazon FSx NS —1MNEEH 5 2 F3hE#E T 5% CloudWatch BiRAKBEMNIE ., Amazon FSx
ME Mt Amazoniz & A 2 I E R IR H BB Amazon PR EIRES at-a-glance A, CloudWatch

Amazon FSx #Z2#| A s = MM e SIERE R

- HFEA T Windows File Server 9 FSx % CloudWatch F1E3R
- ERNHREEDIRENER

- XHRETFHRBENFARER

- XHRFENFHEMERSE

» CloudWatch &3k

CloudWatch W& 7R :

LA | BIE T LAE A CloudWatch $ 1T TI24E

- B2 B E IR AR R R A Y BRSS

- LEERBER , UERAEH FEEES
« BRANKEFRABR Amazon FiRER.

- BIEMEEBERUZR A X FBREH,

FHEETE 207


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/CloudWatch_Dashboards.html

Amazon FSx for Windows File Server Windows f 8/

BX Amazon FSx MM HIRNEZELR |, HSE WA FSx for Windows File Server 18
FRo

£ Amazon ¥ 3#28#r CloudWatch

YRE]LAE R B 5 1E B F Windows File Server X4 F& 48 FSx , CloudWatchil Bz &3k B &
AT Windows File Server #J fsX B RIAIIE , FFHAE R N, T FRIERR. XESITHR
BAREFE1S5NA , NTEEEBFRFELES , HEEB THREN Web NARFRXERENHITIE
Mo

& AT Windows File Server B FsX £ LA T 478 CloudWatch & #154% :

« ML /0 AR B IR XA R B P i N XA BRSS 2 Z A1V SE S o

XHERSHRIENBEMEFELERN AR, XHRSEE CPU MINE , UARNXHRFS[EEFTLERN
IOPS F A,

W& /10 EREEXHRSHNFHB 2 EBED,
FESEREE HDD FESNHEFTULEF AEM SSD F#EBHY IOPS FIAER,
FREEEMEEFRENE  SRESRENRTROERETE,

TEi%BE T FSx for Windows File Server X% 4. HBFFIEFRMIE,

Network /O metrics File server metrics Disk /O metrics Storage volume metrics

'%
—

metrics

Storage capaci

<

RIAMERT , AT Windows File Server B Amazon FSx EA 1 4 %h R B 8 [0 KX I8 EdE
CloudWatch , BLATHISNEREMR 5 28 KIE—X :

* FileServerDiskThroughputBalance

* FileServerDiskIopsBalance

fE A =IE#R CloudWatch 208



Amazon FSx for Windows File Server Windows f 8/

BRHEZEE CloudWatch , 28 Amazon 21t 4 CloudWatch ? £ (I ¥ CloudWatch A F$5
) #,

NTEAARXXHRES , EXHRGEFREMIRBAGERBE , AEF2R2HER ¥ TZAAKX
NHRG , EEXHRS BN XA RS/ ARITAREBN RN ENRERE |, TRFT2RAE
FRo

BLE Amazon FSx CloudWatch IR ENRBF T . FHERTSE AR+ &I =3t 6 2 U EHK.
£

- EnRS4%E

Al A FSx for Windows File Server 3§45

MEEE S AW

i/78] FSx for Windows File Server $5¥%

2% CloudWatch B LA ¥ #2 Amazon FSx

EIRE4EE

FSx for Windows File Server LA T 1E#¥r4 % E| CloudWatch I &#AWS /FSxMI B =@+ |, EAT
MENXHRS :

* DataReadBytes
 DataWriteBytes

DataReadOperations

DataWriteOperations

MetadataOperations

FreeStorageCapacity

FSx for Windows File Server LA T TR B 3E#R & 40 BIAWS /FSx CloudWatch I L #h iy ap & Z8 (8] |
ERATHEHEZED R 32 Mbps HISXHRE,

=i

« FSx for Windows M 4% 1/0 18%x

« FSx for Windows X R 1EHR

FSx #§%5 CloudWatch 209


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html

Amazon FSx for Windows File Server Windows f FER
- FSx for Windows #{#& 1/0 1E#x

« FSx for Windows & &5+

« FSx for Windows B &85

« FSx for Windows % E

FSx for Windows M4 /0O Fg#r

AWS/FSx & ZEEIEIFLLT W 1/0 5.

B 15 BA
DataReadBytes BRI HRENE P Y EEUREF T,
B FH

BREITEHIE : Sum
DataWriteBytes HRIXHRENEF RN BEAREFTE.
B FH

BREITHAE : Sum

DataRead0 R XA RGN T P infREURER.
perations
BT I

BEREITTEIE - Sum

DataWrite HRIXHRENEF RN EARER,
Operations
BT T

BMEITTHEIE - Sum

MetadataO R4 RENE i TR R IER.
perations
By I

BREITHAE : Sum

FSx #§#r CloudWatch 210



Amazon FSx for Windows File Server Windows f 8/

1R 15t B

ClientCon B IRE RS ES < B B E B E B,

nections

B it

FSx for Windows 4RSS 251545

AWS/FSx fn & Z2 (Bl 2 LA T A R SS 2R $E 4R

1R

NetworkThroughputU

tilization

CPUUtilization

MemoryUtilization

FileServerDiskThro

ughputUtilization

FileServerDiskThro

ughputBalance

FileServerDiskIops

Utilization

58

TRXGERENEFIRNMEFLE  RFATARE RS
HNEZ .

By BOk

MRS CPU RIRM A AR B D L.
By Bokt
NHRSHEAFRRNANARED L.
By Bokt

NHERSHEEEFRESCHNHMEFTHE  KRINEAFL
AE N RE R TR E R HI M B 2 o

By Bok

NHRSHEEHFRECHUMETTENTARERIHE
i, EBRATRREENELENDRET 256Mbps B #
A&,

By Bok

NHRSREFEEZANEE IOPS , R RNBHEFMLEE
HRERFEE RGN E 2 o

By Bok

FSx #§%5 CloudWatch

211



Amazon FSx for Windows File Server Windows f 8/

1R 5t A

FileServerDiskIopsBalance XHRSHREHTFESZEEE IOPS WA ARE oA
o, EBRATRAERNERLEEL TS T 256Mbps B4
RE,

Bfy:BOk

FSx for Windows R{# 1/0 Fg#r

AWS/FSx fn & ZE A IF LA T HEE 1/0 3845,

B k)]
DiskReadBytes R 7 BN RBURIEF T8,
B4 FH

BEREITEIE - Sum

DiskWriteBytes HRFEENEAREFTE,
B4 FH

BEREITHIE - Sum

DiskReadO 5 8] F7 1 45 Y S HF R S5 R Y IR EUR MR 3K
perations
B4 IR

BEREITTEIE - Sum

DiskWrite 7B f B Y A IR SS BV B ARERL
Operations
B4 IR

BMEITEIE : Sum

FSx #§#r CloudWatch 212



Amazon FSx for Windows File Server Windows f 8/

FSx for Windows 12 & 18+5

AWS/FSx fn & ZE A BIF U T EEBIEIR.

EiR B

DiskThroughputUtilization ({XPR HDD ) X RFESHEEBZRANHETLE |
RANHAFHEBRENTFLERHN T2 L.

By Bobe

DiskThroughputBalance (1XBR HDD ) FBHEAFTUHEN TARE BB,
LR VA=
DiskIopsUtilization (1XPR SSD ) X iRF R E5FHEB 2 A IOPS | &

THHFHEESRENTEE IOPS WE D L.
Bfy:Bok

FSx for Windows Z# A E35F5

AWS/FSx T8 Z R BT FR B BIE.

EFR i BA
FreeStorageCapacity AAFEBEN KD,
B 2

ARG ITHIE - Average, Minimum

StorageCapacityUtilization ERAYEFMAE , RTINEEHBENE DL,

By Bok
DeduplicationSavedStorage ERTEEHRERBRNTENEFREZRE,
By . FH

FSx #§#r CloudWatch 213



Amazon FSx for Windows File Server Windows f 8/

FSx for Windows 4 &

FSx for Windows File Server ¥ £ FSx & ZEE , HEARENEE FileSystemId RAIEHR,
& 0] LA A describe-file-systemsAmazon CLIEE 52 DescribeFileSystemsAP| i B ER X HREH
ID., XHFRE ID XA fs-0123456789%abcdef0 R

w4 fE A FSx for Windows File Server F§%x
B Amazon FSx MU RSGHER NETEMRGAH

- XHRSER BT A IRXHRENE iR SR
- FE , ATREXHREPHHE.

FSx for Windows File Server &% CloudWatch FHVIEHR , X LEIEFRIRER X R G R XM ARG 25 M 77 6%
BN ERFAR, TEIRHAT Amazon FSx XHRER HEMAE 4 AR AT #t CloudWatch Y512
RN RIRIER. HXN—HENRETHXEEMERXHRAEYE , ATHREXLERNEE., ARZ
B 2SS A BRI X RS HEEE,

FSg
Network /O metrics File server metrics Disk IO metrics Storage metrics

Key property. Throughput capacity Key property. Storage capacity
DataReadBytes
DataWriteBytes
DataReadOperations DiskReadBytes
E] DataerteOperapons NetworkThroughput DiskThroughput DiskWriteBytes Storage volume metrics
C—= MetadataOperations Disklops DiskReadOperations DiskThroughput (HDD
D ClientConnections fr— DiskWriteOperations O
—_ <
—Ss
— CPUUtilization
MemaoryUtilization

5/ Amazon FSx #2#| &R WML HIREE T RPHIRH FSx for Windows File S
CloudWatch erver ¥E#%,

“WEEE fnda... ® MXIER
AME
BE"HE
0t
. CHEXHRSERNE IOPS ? HIOPS  HA#l (DataReadO

g —=1

perations +

WAl £ F FSx for Windows File Server fg#x 214


https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server

Windows F 7 #

=[]

Ui
il
B'E
#

7

PEBE -
S BR

Sen

...

CHEXHRSHNETHE ?

CHAENARGE LN ATRAEREERN?

B IR BRSS 2R 2 A M Y E R ?

LAECRAYEMETRE (RTIAXER
SEFRAENBEILL) ?

CAEBSESBRERRT BN B E R

B & ?

EE R XA RGN P umiy WAL
B (RPN XHRETRAEEHEN B
) 2

CBENHRSSHESEFRESCHNEES
M8 (3R EF AR DR E /YT B PR
MBEZL) ?

CBENHRSSHESEEFRESCHUMERTT
ENTARERBESL?

SES

AR

=]

"=

B imiE
2

FHAR
AA%E

BYIEE
BRI B
TENE
ERE

B
BN AE

HWE AL
BRMAE

M
BRI
&

MR PR

DataWriteOperations
+ MetadataOperations

) (B (AW R EAL)

B ( DataReadBytes +
DataWriteBytes ) /AHA
( AR N R )

FreeStorageCapacity

ClientConnections

StorageCapacityUti
lization

DeduplicationSaved
Storage

NetworkThroughputU
tilization

FileServerDiskThro
ughputUtilization

FileServerDiskThro
ughputBurstBalance

A £ A FSx for Windows File Server g%

215



Amazon FSx for Windows File Server

Windows P #5

“ls o ...

M

BEH

R
CHBEXHRSSESEHSCANHEE
IOPS ( R/R 7 HAEMAE 0 IR E #7718 B BR 5
MEDE) ?
CHAEXHRS SRS EES 2 ERE IOPS
e ARE BB D ?
L AEXHRSEEHM CPU MIAEXRE D ?
CHAEXHRSENRNENARE DL ?
CHBERREESNRETLE (XEFR
H HDD Z# A ERENTHERHHNE 2
k) 2
AER HDD F#EENRERFHENT

. ARBIBEDL?
'I'.in.ﬁb—
FHs

AR R FESHNERE IOPS (RTRN
B SSD AR EBRENTFERFINNE D
) 2

SES

W&
IOPS
=

Hifk
IOPS 38
8T

CPU f£H
=

NERA
=

HEET
EFNAR
( HDD )

WA
7R

4
(HDD)

W&
IOPS

FAE
(SSD)

MR PR

FileServerDiskIops
Utilization

FileServerDiskIops
BurstBalance

CPUUtilization

MemoryUtilization

DiskThroughputUtil
ization

DiskThroughputBurs
tBalance

DiskIopsUtilization

A £ A FSx for Windows File Server g%

216



Amazon FSx for Windows File Server Windows f 8/

® Note
BINBWUEFEFOERLRENRARREE 50% AT , UBREEENEATLEEDRNEX T
FERENENEEURE[EE Windows FEERIE (HlUF#EY. EERERNRIETFE
&) o

MEREE S MEIL

FSx for Windows $t X HHEENZEDEE N 32Mbps WX HRFIR/E T haes, §4HA—A
CloudWatch 8RR Sl S MNELBESWTUERER , Amazon FSx e RE X —AHIEHrNE
&, XEBELANMBMHSSAITHREN , B ERAXERICRIEL X RGN EEE,

A EENEREESERN S M XERNTERES. FIEESIRHKIEA Amazon FSx REBEE IR A
NHERSGEENL T CloudWatch BICRSH A A BEREFE RE “BRNERER" HRN “HE &2
Fo MERRPEREFEERNBI ELERES,

& A LU N {7 Amazon FSx $8¥r 812 CloudWatch 3k, EXxEZEEL |, 525012 CloudWatch 2
LS 32 Amazon FSx :

FEAMEESRS NGRS MR
Amazon FSx &N BB HYIER TR , BRI UAERXEZICRIEIC XGRS HRE, XEEIUNSA
TR RBEN MRS, MREFEREHITEY , BB ZEIN XU REHMEEER T W |, &
A AREZR WA IRE, BIEMALXEENER , fUUEBESENNHFRENELENREEHRETERBRE
&, MTRAR,

MERBHMNERNES BRITZIRME

MEEHE - FIFER

XBRSSES > HifE IOPS - R AX

XHRSES > MERTE - FIFAR EinAEMEE D

X4BRSSES > HifL IOPS - RIGRE

XSS > MERTE - RIERE

rd

g
o

FIEI 217

1]
B

anp

i3



Amazon FSx for Windows File Server Windows f 8/

MRBHWBERNES FHATIZIRE
FRAEMNAR BiNFE#EE

s > HERFHE - RIFAR (HDD)
EinfFEAENIRE SDD FMRE

S > WAEBTE - REKHW (HDD )

1ZHE% > W4 IOPS - FIAZE (SSD ) 122 SSD IOPS

@ Note
REXHREGEHTRSIEREME /0 HRRR , F AR tRES. flw

- FREEFRNVACHMRSEIEBEEHE | N BWNFESEAF R XHERGEE PR

- WFZAAXXHRE , RHENT B, BHERIATAXRTHEEHLSHEIANER
MEMBHMESH. EHBEEENTAREERBEEE E XHRS IR XHFRS
g2 E#HITEY , Windows Server IZ{TH BRI SN ARELEFEME 110 BR. BXES
B, FoRAEEEHEES -

BEXANXHGEREMENEZELR |, 55 FSx for Windows File Server 14 8g,

1518 FSx for Windows File Server ¥§#x

BRI LB LT AR EFE Amazon FSx CloudWatch BY3E#R.

-« Amazon FSx %14,

- $2%l CloudWatch &,

« C CloudWatch LI ( 85175 E ) -
« CloudWatch API,

LUTERANE T A AXEREN I B R SXH RSN IR,
£/ Amazon FSx 2% A EE XK RS IEIF

1. B AT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/.

58] FSx for Windows File Server &+ 518


https://console.amazonaws.cn/fsx/

Amazon FSx for Windows File Server
2. BEERMHARFFMAEENH
3. ERBEEFHEMRHNXXMHFRLS,
4. BERXHREGERER , BES SN ERDIEREZRNERE.

Windows P #5

, BFESMERTHEEXHRSE.

‘ © Summary ‘ Storage Performance CloudWatch alarms

Warnings and CloudWatch alarms info
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Shows a high-level summary of file system activity.

Th  3h 12h 1d 3d 1w Custom ‘ C ‘ v H Add to dashboard

Available storage capacity Total throughput (bytes/sec) Total IOPS (operations/sec)

No unit No unit No unit
34.26G 1.00 0.033
34.26G 0.50 0.017
34.26G a 0]
17:15 17:15 17:15 17:15 1715 17:15

@ Available storage capacity

Client connections

Count

1.00

0

@ Total throughput (bytes/sec)

17:15

@ ClientConnections

17:15

@ Total IOPS (operations/sec)

BXREZER

RANBRT2EREEENR , ERMAEESESMN CloudWatch B R AR X4+ RGBT EIR.
REEFHEIERFHEBTENFARER.

LR MERE A E R MRS BRI REE IR,
% CloudWatch BRUEB N XHREEEN AR ERNER.

iEFS# w{al{E A FSx for Windows File Server 1E#x.

18 FSx for Windows File Server $g#x

219



Amazon FSx for Windows File Server

Windows P #5

£ CloudWatch #Z##l A EEF B

1. ERLD#HEHER B TEFPERXHREESR , % Amazon FSx CloudWatch 2| & #Y

‘R AMEE EAR SAEZIER.
2. MEHRBEREALANBREREDERERIRPESR , W TEAT.

CPU utilization o i
Percent Enlarge
1A Refresh

View i!h-[.l[]ELri{SE

o’

WW w‘Nr Mﬂ-\wL R\ﬁﬁﬁﬂiﬁﬁh

1600 17:00 18200

@ CPUUtilization

XRFFE CloudWatch 2| & RITF B8R WH , ERERER , ITEMRR.

CloudWatch X Cloudwatch Metrics
_ CPU utilization & 1h 3h 12h 1d 3d Tw Custom -
Favorites and recents »
Dashboards
Percent
p Alarms 1] 1 ]
Ac@1O®
» Logs 70 Il\\,
¥ Metrics .
1615 16:30 16:45 17:00 17215 1730 17:45 18:00
All metrics @ CPUUtLization
Explorer
Streams

Browse Query Graphed metrics (1) Options Source

» X-Ray traces

v Actions ¥ | | c |
1815 18:30 18:45 19:00
Add math v | | Add query ¥ |

» Events Add dynamic label Info Statisticc | Average ¥ | Period: | 1 minute w Clear graph

» Application monitoring Label Details

» Insights
9 [ | CPUUtlization [4

Crbbinme

@ CloudWatch 1% R4 MNIEFR

Statistic Period

FSx « CPUUtilization « FileSystemld: fs-OcGed?  Average v 1 minute ¥

1. EfF—4H FSx for Windows R EIEIRAINE] CloudWatch 24| & # &I |, iE7E Amazon

FSx #2Hl a8 iR MMae” mARPIRE—HIER (HE. FEIME ).

18 FSx for Windows File Server $g#x

220



Amazon FSx for Windows File Server Windows f FER
2. ®REERALAN RMBMUERMR , BIATHTFF CloudWatch #HI&,

3. MIIRFPEEFE—IIE CloudWatch KRR , HEVNE —MHNNER. BXEZEE , ESHAL
S CloudWatch A P8RRI E AN S CloudWatch 2 HE AR o

M Amazon CLI iF R ¥EHR

AT --namespace "AWS/FSx" @R ZEEMK list-metrics T, AXEZER , HSH
Amazon CLI 8 5 &,

£ CloudWatch API
M CloudWatch API 5 8l 45

« @M GetMetricStatistics, BXEZEER , HZH Amazon CloudWatch APl &,

8172 CloudWatch 23k LA Amazon FSx

EA LA BIE — CloudWatch BR , HEBIRRSKETLE | ZBIRASKIE Amazon SNS JHE., ZiR
L8R —EBE (HEREE) KIE—N e, HEBEN TAERENERESRE TANBERRIT—
MRZMBE, BER—PKIEZ Amazon SNS =T B 4 KM EA.,

BRI ENRAT(LABARIE, CloudWatch B RAAMNMNERNEMNLTFEERSM AR
£ ; ZIRBSUMEERHARE TEENEE, BRI LAM Amazon FSx 24| & 2 H & Sl 2 &R,
CloudWatch

LT BNE T I fERRE S, Amazon CLI 1 APl 3 Amazon FSx BIZZ4R,
£/ Amazon FSx #2#I A REEHR

1. B AT MuEITFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/e
MNEMERF  EREXHRS , ARERENHABBERIXHRE.
EFRREXE  AREREFFHAES.

ERENEL , EREZENMERE,

i%# CloudWatch 21k,

%E#FE 02 CloudWatch Z1R, FEEZRNEEEMZE CloudWatch #2FI &,

R RER , RRERET %,

S L

BEEIR 221


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.amazonaws.cn/cli/latest/reference/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/
https://console.amazonaws.cn/fsx/

Amazon FSx for Windows File Server Windows fF 18
8. HEIEREIDH , & FSxo

9. BERXHRGER , EFENECIBBERBNER , REERERER,

10. XA S AREFLEATZEROZM , RAREET -5,

(@ Note

NTFETARXNHRSE , EXHRGHEFHE , TEFRXMEN X TZAARXHR
& EEXHRS B[N SRS A TARERN AN B MEHE , TgEF 2
RAiEIR. ABLEFRMEMRSUHENBREHER , HEEEIR , FHEEB RN E RN
R, BZH Amazon CloudWatch AFERHP A EE CloudWatch B1R a0{a4h 32 E K H

11. R CloudWatch BHE BHRS AR BER @ERE B FHRHS SNS BA , H1E ‘S HER
REN FEBRBERRS.

X FiEE SNS T& |, EEFE—PIEW SNS £F, NREEFVNEETE , BABKALUNFHBRF
EREFIT SR IRE B SR B FEbfritbit, WIRFMREFTRAEMIRNBERFRPEREHRK, &
j:¥-|:_£o

(@ Note

MREFERQEEE QIE T — A Amazon SNS £/ , ABA B 7 Hf44 ith 31k 15 3 OB A1
ZAMSIBE R, HEREABRRSH , FLREBFHR4. MRERIEEFaRfHit
i ITERRSRE TR , BAENF2EREBEH,

12. EEERNER, BEANESE , AREET -5,
13. EMREMEIBRE L , EFEERNCENER , AEEREER.

£/ CloudWatch 24| & & BEHR

1. & FAmazon Web Services Management Console#3TF CloudWatch #2#|& , Mt} https://
console.aws.amazon.com/cloudwatch/,

2. EFRCBRERUBHUBERDS,

3. %&$F FSx IEARHR NI Amazon FSx 1E#R , UK BENHREE RN IER. ERELXFES
NE R Amazon FSx 1845 , BEZENHREN NGRS ID. ERENHUBBIRNIER , AFE
BT—%,

4. EEEFRNER., HENESSHE,

BEEIR 222


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/

Amazon FSx for Windows File Server Windows f 8/

5. R CloudWatch ZEEA T BHRSH MERIZE FERH |, BE “SHHLBR PGRE RENE
|/ WTFREBHE |, EFE-—NIE SNS T, NMREEZFQETE , LG AL B FHp
TSR IRER MM B FEB i, BHRFFRE TRASEFIRNERFZRFERHK,

@ Note

WMREEF Create topic (RIZEB) B2 — /N Amazon SNS £& , BRA 8B FHR#Fitbut7E
BBz AFET KU, SEREABRRSHN , FeREBFiY. NRERIS
FHR bt 2 BT BERRS K E TEL , BASIF2EBEREIEA,

6. LAY, ATEBERTGXETE AR RNER, EREER.

f£/ Amazon CLI iR BZ1R

@A put-metric-alarm. BEXEZEEL , 2 Amazon CLI Command Reference.

£ A CloudWatch API iZ BE1R

VA PutMetricAlarm, BXEZEER , 53 Amazon CloudWatch APl &%,

A Amazon CloudTrail 123% Amazon FSx for Windows File Server
1 APl AR BE

Amazon FSx for Windows File Server & Amazon CloudTrail £ , /& 21 Amazon FSx Fi24t
AF. At Amazon [RFATREURIENIERMIRS . CloudTrail AE#4 A IR Amazon FSx By
FrE API A H. HIRMIAREE5RE Amazon FSx 24| &8 LUK Amazon FSx API 21E K
BiEA, MREECIZERE , WA BE CloudTrail EHFLEEEE Amazon S3 # (‘235 Amazon FSx
WEH ), IRETEERE , M{HA# CloudTraill Bl AFNEHFT R ICZRIEEEHEH. £
CloudTrail WEME LR , BRI LUAER Amazon FSx A H THLER, KHIERM IP sk, FMA%LEH
WiER, BROKEFEAREMIFAEE,

ETH#HABEX CloudTrail WEZEE , 5/ (Amazon CloudTrail HF#EF) .

CloudTrail B9 Amazon FSx E &

E&EBIE Amazon Web Services K B , FFEIZKF £/3 A CloudTrail, 2 Amazon FSx &4 7E
A | ZES IR CloudTrall B S |, H5HM Amazon REZEEBEH —RBREESHHRIEFEKT,
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A LATE Amazon Web Services WFRHEE, BRNTHEHEH. EXEZER , B2HEA
CloudTrail B A R IEREFTEH,

*¥F Amazon Web Services I~ R EHHIFLICR ( ‘23E Amazon FSx WEH ) |, HLIRRERIE
o B REIEZR , CloudTrail A B &5 IXE Simple Storage Service ( Amazon S3 ) TF
RABERT , EEAES A 0IZRERN |, tLERERN A FFTE Amazon Web Services X185, BLERERTE
Amazon 7 XHiRAEXBHRNES , HFFAEXHERIEZEIEEN Amazon S3 . Ik, &7
LB B E b Amazon RS , #—F 947 CloudTrail B EFRENSHHIBEHRIITH. BEXESE
B, BZHATIAA :

o B RERBL
e CloudTrail ZFHRFZFEK
« 1 CloudTrail Biti& Amazon SNS &4l
« MNEAMXE#EW CloudTrail B EXHMMNZANIKF#IK CloudTrail BEX 4

FrA Amazon FSx #®4E9H CloudTrail i2%Hi2# E| Amazon FSx API &/, flm , Xt
CreateFileSystem, CreateBackup # TagResource 2{EH A ST CloudTraill BEX 4
K% B,

BIMNEHBATREBESERERBFRNARGRE. BHEETHEBEHEUTRR !

- BEREFEHBRAFPEIEER Amazon Identity and Access Management ( IAM ) B FEIEA HEY,
- BREEAACERREFMAFNENZLEIEREN,
- BREAHHET Amazon RF X H.

BXEZER , B2 CloudTrail userldentity T3,

T f## Amazon FSx AEXH#%H

RIRCRE—MEE , TATREAEN BEXHEEREIEERN Amazon S3 #, CloudTrail B&
HEE-IPRSNMEAETRB. —PEHRTIKEBEAMRN—MER , BEEXFERGRE. BAENAE
HAMetE, FRSBBFEFEMNF L. CloudTrail BEXHTRLA AP RN EFHLRE , BHitel]
T oBREMBEEIRTE R

LTREIERT —4 CloudTraill BESKE |, Z&KBEERTNEHE N XHREIEFERB
TagResource #&1E,
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"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalId": “111122223333”,
"arn": "arn:aws:sts::111122223333:roo0t”,
"accountId": “111122223333”,
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z"

1,
"eventTime": "2018-11-14T22:36:07Z2",

"eventSource": "fsx.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": “192.0.2.0",
"userAgent": “console.amazonaws.com”,
"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789”
.
"responseElements": null,
"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1”,
"eventID": “bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLES9P”,
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": “111122223333”

LTFRBIERT — CloudTrail BESE |, Z&BERTNEZEH ABBRXXHRGERZAE

UntagResource #4E,

"eventVersion": "1.05",
"userIdentity": {

"type": “Root”,

"principalld": "111122223333",

T f# Amazon FSx B &% B
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"arn": "arn:aws:sts::111122223333:roo0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:40:54Z"

}

}
I
"eventTime": "2018-11-14T23:40:547",
"eventSource": "fsx.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"
I
"responseElements": null,
"requestID": "QaEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",
"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P",
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": "111122223333"

T f# Amazon FSx B &% B
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FSx for Windows File Server &g

FSx for Windows File Server BRIt X H RSB BEIE TR B & HEEE R, U TRXT Amazon FSx
NHREMRENBLE | SUR T o AtaeE EE TS AN MR RN ITIL,
£

« XHRGIHERE

- HttMger BEEmM

o HHEEOXMRER T

« EREENELEEDRA

o FHEBEEX MERER R

« Rl FREENEFLHEE

« ffH CloudWatch IE¥r BT ES5K

- MEEREHE

M RGERE

A FSx for Windows File Server X4 RAHHSE FHLIBER Windows X 4R S585 F — 4H i i E 3
HRESB[NFEEDUELAK. BEXHRSHBEARENFEEZFRIEEZEHEHIEN M,

TE%BE T t0fa M FSx for Windows File Server X4 R &1 A1 53R

File server Storage volumes
Key property: Throughput capacity Key properties: Storage configuration (Storage
capacity, Storage type, SSD IOPS)

EI NetworkThroughput FileServerDiskThroughput DiskThroughput (HDD)
—S

Network /0 — Disk I/0 —
@ —_ — . S—
—= -| _l

FileS Diskl — ——
ileServerDisklops
El p Disklops (SSD) — —
—= CPUUtilization
MemoryUtilization

HEFRBRFEEAFEFTOREN  SEREFEAMSE /10 EERHAERHBERNET K, X
HRSR/RTENUERIRNEAUE ., XPHFETRERIRT ML /0 REMAFEFHAD,
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HSEFRBRMEEZFPHREN , XHERSFFEFENEE /0 NEEENREA#ME, RFE ,
BRENMLE /0 NXHRSRIBHRET M i, XMHIE RIAYEREHRMLSE /0 BREIFMEEE 1/0 BRFIR
Eo

R4 1/0 HEEM XA RS BN FEFHAXMHRENELEIRE, @2 /O MeEHEHEDMFEERE
PERE, BNNHREATLUARINRARE /0 e ( SREWEFTUHEBMME IOPS X3 ) BUATH
BRI —77

« XHRSERRMENHEE /0 MR , ETENXHREEENTUHRED,

- BHEREERMNEE /0 Hds (FREE. FHERENENMHREEER SSD IOPS 4
Bl ) o

Hi g S E M
AFEEXHRAMENRRBHOFEILILR, FUBAEY 10 BIEK (IOPS) .
HESR

FSx for Windows File Server X4 RS2EXAMRENNEFEETF , ALEHRNERXRIREN L ZERNH
MR, WFAENEFEEEFINEE , IEEBESEREFEMESE LHIT /0 RAEH SUHFIRHE , Amazon
FSx HEIZSER (SSD ) FRREATZER R SHFIRELR , EWSEF ( HDD ) FHEMHMIBE
WIER,

FHEM IOPS

Amazon FSx X# R &A1 | A Amazon Web Services X138 mazon FSx Byt 512 S35 2 Gb/s
A 80,000 IOPS , EXEHRI ( #FFELILEP ) . XEAESB (HEBNX ). EXERZ (BB M ) . KM
(BR2), TAMK (F3) ML AMK (% ) 24 12 Gb/s BIFLEF 400,000 N IOPS, 1
NI EARTUEXHRELEFINEAFTLERN IOPS BHEURT X4 RENELEE L, FHEAENE
R | URIEARNER , /FI TEEH KD,

BEPumiERE

f&Bh Amazon FSx , BB ENEFIRIARXHRE , NMIRBZENEFLEMN IOPS 4K

Bl. Amazon FSx 1% SMB ZEE. LWHEEECEEBE N HRIENXHERENENEFHIZEMHRZ GB/s
FHENMBTT7T IOPS, SMB L BEALEEFFHNERSH/ 2R EASNMEERE , UHERRER
FZHR , NI ARILFIAZR,

Hi g EEm 228
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Song L
;’gia 'IJ:t Ae

ETXHANIEABBEELTRIERES , ARIRELMRIZNE /0 BH , BMARECEHBAEN
ZREE. AT XFERETHERR , RT XHREAUEXIREFHEERES , Amazon FSx EZH#
- ENREEESERERIEE , LA TS /0 MEE /0 #1E. Amazon FSx £ 1/0 ]I
HLE, REFEOFNARSESFLEN IOPS , IS XHRENELEN IOPS AEETHEAARBIAT
NHRELBRRY , RFAIBERT /0 RIENEARLE I

8 0 XY 1 BB AY S0

BHEENREUTILRXRERIEEE

« M4 /O - XHFBRSS BR @ 15 1A LAY B P i 4R 1 S AR R VIR o
« XHFBRSSER CPU A7 - A TREXHBENITEERERBRNE FRIASFEEEINAER.
« W& /0 - XHRSBF/IFXHRSF[NEFEE ZHEE /0 BIRE,

TREFEANEBTEBIMEFLENEEATURINRAKIIME /0 ( FHLEM IOPS ) MEE /10 (F
HEMIOPS) , URAATFEFNXFESRENRNE FRIAESAEINNEFE. EREFH
Amazon FSx API 5 CLI &} , A LUERETER 32 KFT (MBps) WEHERH , BFIEE , XL
FAERTUNHAMF R TN , MARE” THERAR,

(@ Note

WOEE | AT X ZH 4,608 MBps R ERBIBEME S | ZEFRE (BERUMALE ) .
ZEEN (RYNN ). ZEFRD (AZHEMN ). WMBLE (BR2) . TA®K (F%) A
WA X (FHH ) .

ML 1/10 MNTF

FSx EHARE WMEELE (KFHED) 4 IOPS M7 (GB)
( KFTER)
Hf R (BXRp
&)
32 32 600 F 4
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FSx BHAE
(K=ZHER)

64
128
256
512
1024
2,048
4,608
6,144
9,216

12,288

W& 1/0

FSx A E
(KEZNHER)

32

64

128

256

512

MEFHE (KFTER)

64
150
300
600
1,500
3,125
9,375
12,500
18,750

21,250

600
1,250
1,250

1,250

WMEFEHE (KFTEY )

B-9:3

32
64

128
256

512

R (BR30F
)

260
350
600

600

M 4% 10PS

Ba

H+H

HEA

W& IOPS

B-9:3

2K
4K
6K
10K

20K

M#F (GB)

16
32

72

144
192
256
384

512

R (/BR30F

)
12K
16K
20K

20K

Fag M tae
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FSx EHARE WEFHE (KFTEY) Wi# IOPS
(KFZTEBY )

1024 1,024 - 40K -
2,048 2,048 - 80K -
4,608 4,608 - 150K -
6,144 6,144 - 200K -
9,216 9,216" - 300K’ -
12,288 12,288 - 400K’ -
® Note

"MBELSNSTRARHRENTLES 9,216 5 12,288 Mbps , MR B A Fi 8 &9 1 A5 R I
£ 9,000 Mbps # 262,500 IOPS LA, &N , N FAAEZAAXXHRENEZERE. FIE
BHARYHRENERANBEAREUARFTEEMELEENRE | B HREGIISRPA
TREHEBERR I,

IR IEEN AN 5

LR fEF Amazon Web Services Management Console Sl 2 X # R 48} , Amazon FSx 2R EREE
NERAEBNNEN NG REERRENTLEIRF. ERBENTUHEINZEAREASHT
EAE , BEINREEEENWHERBENTLHENRFEENARFENER, flon , MREHNIER
HFEEN 1GBps WRERFEXHRS , MAEEFEZESD 1,024 MBps BIELEES

EREERENEFLER N , ENERITHEXHREGE LERANIIEE. Sl , ERAZFEIATESR
EREFLEIRSEMHATEAIN =M , LBRXEBRSR[EGETAN /O HERETEF 1A
R, MREBEATEELERER , WNBESXHRENELEDXBENNEFE , A BRZAFERU

BENIEN BT K D
tEEMRNE , BULNEN LA TAREKE. AXEZFER  FEHAEETHEN,

ER LB EE Amazon FSx 125 & RIS MERE > MREIATIF |, W12 TN X4 RS R1ERE R
BORFMAR  ARGEXEEBHELERINEN. BINBWERMESHRERRTNIR | UBREEE
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WEERFE TEARNMEER, X TZTARXXHRSE , RINEBWENREXHREER. FHEE
HERMITRARSPHHA L ENARNEBHEN TEASHNER , ABAREZEMEREHN T
DIt EXEEH RN EAEERE N, BXREZEL , S5 E FSx for Windows File Server 1§
o

FREBLEX EEERY R

NHRGNFREE, FHEXEN SSD IOPS R ML X REMEE /0 MHaE, BITUREX
LRR , LENEN THEABERHAENEER.

IERLARE R R I F BB NY B SSD IOPS, AXEZER , SN EEFMEE M EE SSD
IOPS, &t AILUR M HREM HDD KRB A LS SSD F#KE, BXEZER  BEHEERFE

> FH
KE,

BN XHRGEREUATRIAR AN EEFTLEN IOPS :

(A WMERUHE (S TBF®AE  #E IOPS (# TiB FMH
MBps ) IOPS %X )

SSD 750 3,000*

HDD B 12 ; R 80 ( BIMXH EHHE 12 ; 3818 80

RE5E% 1GB/s)

® Note

T EA SSD FRRBENNHRES , B UTMEHI IOPS , ZRALLERNF GiB 7k 500
IOPS , 8/ X#3*%t 400,000 IOPS,

HDD &8 aE

X T HDD 7% , Amazon FSx E I RIEMERRES 4R, BRPREENEEEFLE , BIBRA
FEHERINEE, EAPEREENREELE  IERS THMEERINEE. RANBERS
MEEFTENMREELE, ENRTBS , ©UREKFRZ /0 BIEEF B,

HDD F SN AEHERIUTAXRT !
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(Volume size) x (Credit accumulation rate per TiB) = Throughput

XF 1TiBHDD % , REHFHERFIN 80 MiB/s , L 12 MiB/s WEEER , REARH 1 TIB R

\

tl\

o

R FERENELEED
SR RBIRE T ER SRR X T RE A,
BB 2 TiB HDD & 2 &l 32 MBps FILAEH X RELAUTHL BRI -

- MEZFEFEHE - EH 32 MBps #1388 600 MBps ( ZRBAMEENRK )
c WESUHE - B} 24 MBps #1ZR1#E 160 MBps , XU THERREHN —1 :
s ETNHRGENELEE D , XMHFRSB/[IFNHEFTHERFI N 32 Mbps EHH 260 Mbps 2218

- BEFMEXENRE K FHEXIFNHERTTEKIRN 24 Mbps ( 12 MBps/TB * 2 TiB ) E &R
160 Mbps 2218 ( 80 MBps/TiB * 2 TiB )

Rt , BRIXARGEHN TEABREBRESIE 32 MBps (WE R B 600 MBps fYZRIERLE |
RATHEFEXHRSF[AFZFTELE L RBERNTXHEE | UREE 24 MBps WEEFMLE
# 160 MBps KYRIBEMLE , AT HTEF AWM EEXNBNHENITHIXAHERE,

%

£ CloudWatch 1B 243K

B LAE A Amazon CloudWatch REE MG X HRENELERN IOPS, BXEZER |, HSHE
A Amazon #8548 CloudWatch,

tERE R AHEE

BRFERNMERBNEL , TSR REERANEHE,
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Amazon FSx &%k

EETROBD , EUUKRIBRSHNESHNES  SEBLFLESETRITHIRE,
£

« EE 1 ANEREH

« B2 NBHBIEXHRE

- B 3 EFRANAEXHMRSE

« JE% 4 : ¥ Amazon FSx 5 Amazon AppStream 2.0 &4 £ F

- JEZ 5 : £/ DNS BIE R X4 RS

- BL% 6 FRASHREOY B

- BES 7 HEHEFFS— Amazon Web Services [XiF

BESR 1 Al EREM

EERAGS 28], BARENET Microsoft Windows B Amazon EC2 SE#HIiN A& Amazon
Directory Service B &, BEXMI B REE G AP 4B Windows IEfZ S E ML EFES, UT
SREE R AT IX L A SOR IR,

&

- B 1 RE Active Directory

« I 2 : £ Amazon EC2 2% & /F3h Windows £

o B3 EETENES

« S8, 4 fF£6I A Amazon Directory Service B &

£ 1 : % Active Directory

f&Bh Amazon FSx , A AN ETF Windows I TERBERITEEHEEN X 4FM#. FH# , Amazon
Directory Service 2t T BN B F , HEETEMEBEFFERA, MEFINELW AD HEME
A EC2 34|89 Amazon EHRIFAE = (VPC ) #1217 , B S AETAF N S BRI TR 2,
Hk , BATLAFE Amazon EE B Microsoft AD Sl g2 BB EERFR. X TF Amazon FSx HHY
Windows &G KiE , BRFEL@MEE , B Amazon FEERIMHEFE DA ZHK,
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BH g ZE4F1E , ™ Amazon Directory Service BN N EF1T. 2RI B HRIEER
ReeEEzEEmEm |, AT LIEANKFRBERENEHPIRENREHRTEHRIE, EXHER
T , Amazon FSx (N SRENEHRITRE. RE , RENEHSE S HRIEEREEBEH I,

® Note
& A LU A EREEREL S Amazon FSx —& B FrI{E1,

Active Directory Z£ 4 %M A FM Amazon FSx XH RGN T2 A # T A E.
7 Microsoft AD €2 Amazon B 3&XRS

- WREEE , FE#EH Amazon Directory Service 812 Amazon £E# Microsoft AD B k. BXE
%{EE , 2R (Amazon Directory Service BIE#5r) PR BIZE Amazon FEE R Microsoft AD B
Fo

/A Important
BIRRECHEBELAFPSENER  BREEAANEIPEEFRZFE, URERIET
R, MEEFEAHH Amazon Directory Service BZMNEBRAAFSHEEXREGI TS
-

- MREEHIMAE AD , BT Microsoft Amazon Managed Microsoft AD SEA AD Z BZEMEEX R
BXEZEER , 551 (Amazon Directory Service EEigmE) AR S|EEER R,

I 2 . 7£ Amazon EC2 ##H| & H /5 31 Windows 354l

BT LARIR L T 32 ATIR 6 B Amazon Web Services Management Console B3 Windows SE4l, <
HEEESPEREZHE MRS , AT LEREMEATERNED,. BXEREMNEZESR , S
7 J5 3 3=l

=St

1. B AT MuEiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. MNEHEESERP , EFE3R6,

S, 2 . £ Amazon EC2 #2#I1& # /3 3h Windows 34 235


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/launching-instance.html
https://console.amazonaws.cn/ec2/
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3.

10.

11.

Choose an Amazon Machine Image (AMI) TUEE R~ —4#:J3 Amazon Machine Image (AMI) FJ &
AEE , ERNEHEHIENR, E£ZFERTF Windows Server 2016 Base 5 Windows Server 2012
R2 Base B9 AMI, EXEE |, XL AMI Fr12 7 Free tier eligible’(FF& &R HENRBEE),

£ Choose an Instance Type ((E#FRFIEE) TE L , B LUEREHINEHEE, EF
t2.micro EH (FRERTHIER), FEE , XHRBREARTEER,

1%£3#%¥ Review and Launch it &N EEREECEERE.

EREXFEHINEHLNLLAT , EFEFIASHNECNEHERTRLA, EFRAUATSR , &7
DEAZEE , A LUERERENIENRELA

a. 1&3#F Edit security groups.

b. 7E Configure Security Group TUHE Lt , #8{R Select an existing security group &b Fi&HFIRZS,
c. MIAEARLAJNRPERENLLYH , RFiEE Review and Launch,

7 Review Instance Launch WE L , i%# Launch,

URFRREBEHZEIT |, % Choose an existing key pair , REIEREEHITIRE N I EN 4
X o

B, BT LB ZRAR . %R Create a new key pair , MABHERNEH , REERE
Download Key Pair, X2 REFHREZAXHNE—HS K BAEFSLEEHIT TR FIHREER
YHREELZENE., HEBEHXHN , ZNFEREABAXNNEN | HEBEREESISHI , &
HEERHENNALEEHA,

/A Warning
BNGRBESEFZAXNWER THEET, MREBBHNEFEEHHAT , MTEEERZE
1Z32 4,

HRBFE , EPHIAEEE , ABEER Launch Instances,
BIATEAULENEBCHIH BB, &R View Instances AKAEIATEHIREEHIE,

EXFIREL , BULUEERHRD. BHRFIRERENTE, BEF , EABREH
pending. EKHIFEzNE , HRAZER running , # HELWKWE—1N%E DNS B, (10F Public
DNS (IPv4) 3IE 2 , FiEFRRNEA LA Show/Hide Columns (H#IARFR) , RE%ERR Public
DNS (IPv4), )

ZE/LoHEREFES , LEREGEZTES, RELHNXFREEY TIRDRE ; B LlE
Status Checks ¥R &EFLEE.,

S, 2 . £ Amazon EC2 #2#I1& # /3 3h Windows 34 236
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/A Important
FiREELBI LKA GIENZ AR ID. £ Amazon FSx XHRER , BFEEZ
IDo

i, THDBH , BALGEZBIAT,
HUR 3 EEDER KA

EEEED| Windows K6l , BAFTRZVNKREERZD , AREEAZEREEZSKANEELLR
LT

EERKFHNEMEBURTIRERSENIES. 0 , ZiEHN Administrator , %187 Administrateur , H%
TFENA Administradore BXEZ{EE |, i35 Microsoft TechNet Wiki 9 Windows & 7 K 7 1Y
Rt B .

MRS AR , WA LAEE R EIE Amazon Directory Service B 7E X #9133 & 1E SRIE B & 1Y
xfl, AZEREZRESL , TECALBITENEMNERNEZE, R , FAEEANTLRE
AFRBMZKFNEB, 7fl2 corp.example.com\Admin,

& Bhi&E AT Windows Server #4ER 4 (0S ) MIFHILE , AIULEN#ITAMZREEUHITEERE., &
FF Windows Server 91 i @ & £ &8/ Windows EHIHNEH, MREBFEERNHITHNULLN
ERRERE , NXAEKERRERS (RDS) FAliE,. MRZHXEF=1TEE , LB R. BXEZE
B , i%# Configure the Number of Simultaneous Remote Connections Allowed for a Connection,

£/ RDP & FimiE#E| Windows X4

1. 7£ Amazon EC2 ##l& /| EFZH] , RF%EE Connect (E#),
2. HEEZINEHEHINEED , RFRIMER (ZBEXRFBEH/LoMH2EFTTAH) .

3. 1&#¥ Browse A SMELZBIRAIRFIEIRNABEAM . BRI FHEFE Open ($T7F) , E
HXHFHEEABREHE Contents (AF) FE.

4. %3 Decrypt Password, ##| & FEEZIZHRFIFFFEPERKRFNRINEERZRD , 2F
SRl T REVIREN AR B B B 0 U SRR,

5, BRTRINEERAERD , SCRFESHEHWR. SEERLRDEEH,

6. 1%£# Download Remote Desktop File, EHN KR SR REBH A RARE rdp . FRPIEFRER T
Blo SERJE , AIEFRKRE |, LR EREREH ZFX EE,
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« MREITF rdp X , B4FE F| Remote Desktop Connection X iF4E,
- MRERTF rdp XM, BEMETHE R, ARG rdp XHFUE RIEZFTEE,

7. BAIREERI-REBEES , BHIZREBRRTERA. B USEERETEESL,

8. HWIRGERHN , FARERENEEAKFMAZHIERFEFNZBERIZES, MRE
# Remote Desktop Connection (ZF2 REHERE) SLRETEEAKF , B sEFEEERE Use
another account (EREMIK /) &I , RAEFHRAAFBNEL,

(® Note
AR EHFME NS TR KIE. WREEZZMNIBE ‘Password Failed (B8 %k
W)y sEix , BRHFHRARE,

9. HTHXZRIPHERHIYE , BZARAEFE—KES  BEHEZERIEZZ2IEDH, BEAUTIR
BIEZRITENNIRR ; & , IREEEZUES , MEREERE Yes () = Continue (4K42) L4k
ZR1E,

a. WMRMKEIETEM Windows PC £ Remote Desktop Connection , i&i%£$F View certificate, 4l
RIRIETE Mac L Microsoft Remote Desktop , i&i%£#F Show Certificate,

b. 1% Details (F4ER) &I+ , H @ TR E Thumbprint (FEX) %&B ( & Windows PC

+ ) =% SHA1 Fingerprints (SHA1 1840) %&B (£ Mac £ ) . XREBRITENNZLIEHHIME

_*/]_‘i/qﬁo
c. 7 Amazon EC2 ###|AH , EFi%Ef] , &% Actions (R1E) , R/F1%EHEF Get System Log (3%
BREAZE).

d. ERXRZHAEHHED , ERFFIEH RDPCERTIFICATE-THUMBPRINT % B, MR K EESIEH
FIESTE | MR REERIE T BT ENHFRIE,

e. MWREEEM Windows PC £ Remote Desktop Connection , &R [E | Certificate X1 iEF4E
HiEFE OK, WIREIEFE Mac LEH Microsoft Remote Desktop , i5IREIZE| Verify Certificate
Hi%# Continue,

f.  [Windows] ¥ Remote Desktop Connection & M Fi%¥ Yes &R RAIEH],

MiE , BEEERIEG , BALUFESHI A Amazon Directory Service B .
LU 4 : [l A Amazon Directory Service B

LT EREE RIAFFEA Amazon EC2 Windows K613 3 i1 A Amazon Directory Service B .

S, 4 [EHII0A Amazon Directory Service B 238
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FF Windows 3=l i0 A Amazon Directory Service B &

1. ERMEIZE R E D E P imE RS 6l.
2. TEXHILEITIT TCP/IPvA BHEXSELE

a. ITFF Network Connections.

® Tip
BOLERS EN SR REFIETU TS , EEITH Network Connections,

%SystemRoot%\system32\control.exe ncpa.cpl

b. IFFAEERAMNBEEN LT (GRET ) X, RBEREM.
c. MEEEBMXERES , ITF (i) Internet Protocol Version 4,

3. (A ) EZEALT DNS BRE £t | 195 % DNS FRE 2B E A DNS RS 2t T h
Amazon Directory Service I2t# DNS BRE589 IP bt | REIERBEE,

4. FIFARBINRERENERE , ERUTENNAHIETF , REERER.

® Tip
B ERY EMNGSRREFETUT®HS , 777 System Properties X iE4E.

%SystemRoot%\system32\control.exe sysdm.cpl

5. ERRESD , EFHE , %A Amazon Directory Service E XM T2RERZH , ARERBEE,
6. HRERTAAHEEANBMNEZEN , AABTEAKFWAFBNES,

(® Note

ALl AT £ RENIH A NetBios B, GRERFT (\) , RERAFE (ELAIF R
Admin ) o Hl#0 , corp.example.com\Admin = corp\Admin,

7. WEREMABAEEZE , EFEHRFIEERER.

8. @ RDP EFE#ZREHISEH , AREMEA Amazon Directory Service BEREERAAFHNAF B
BRI EFRM,

S, 4 [EHII0A Amazon Directory Service B 239
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WE | BHZFIEIAZE , B LBIEE Amazon FSx XHRET . ARG , B UISETHR A
KIFMEMIES, BXREZELR , HSAmazon FSx Al

B 2 NEMDRIEXHRE

£/ Amazon FSx , BRI M ZHRIEXH RS, MITHIRER , BUUERATEMFATE , AELFi
TR IR N RERERARA
- TFfERE

- HiteE

« VPC

- AKX

- FH

- VPC Z£4

« Active Directory fi &

« Amazon KMS 1% %4A

- BHBZIROITIREE

- BA%PER

UTEERESENRDOIER XA RE, ERIBENHRSCH , BXACHERZD. BXESZER
BFSRERAZD.
MABZ DRI RE

1. B LT MuLITFF Amazon FSx %A : https://console.aws.amazon.com/fsx/.
2. EAENNSMSIRPIEERERZD,
3. MEHFERLHVERY  EFEATUERFTXHGRENEZD.

(® Note

BRENROERIERAEFHBEMENXHRES, EUNEERNXHRENEFRHE
BEURAGENEGHEER. AXESER , FEREEFHEE.

4. 1%3$% Restore backup (ER&E ). XHEHNEXHRERS,

BE 2 NBDOIENXHRE 240
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5, ARNMAINHREEREFANRE. MNBERT , FERBEIREN SSD , BETUELT A
TREEZN HDD :
s NHERSGHEBRENSATRAXIEATAK 2,
- EREBEESD ) 2000 GiB.

6. ERFHARE 6 TUEXHREZNERLNRE,

7. i&3#% Create file system,
Nz, CENTNBEZORIOIEMTHERE,

B 3 BB XMHRE

BAUERARNEGTFHNSREFT=A R, N TXHREFAERNAEHEMTER , BTN ES
AHTHERE, XESEBRELCHEANBITEN ERENEE Amazon CLI, BEXEZER , HSH
{Amazon Command Line Interface FIF{E/) PHLEFNAE,

- AutomaticBackupRetentionDays — X4 R4 B 31 & 10 1V R B X ¥,

« DailyAutomaticBackupStartTime — LM BAS (UTC ) REZHFE S H B Z O ERFF BT
B, BERAMZIEERBIFRN 30 28, LNBTESEBALFEONRES,

 WeeklyMaintenanceStartTime — ## BT —BAHFFHNEHE. £ 1 XREH— , F2 XREH
=, fRibEH, RAMNZEERBETTEA 30 24, KNBRTESEEEHZONBRES,

AT SR 7 a0a £ A Amazon CLI EF X4 R %,

ERNHRENBEHRORENK

1. EXRIHEN LT FaSRRFHL K,
2. BITHUAT@S , BXMH4HRE ID BRANEHXHREN ID AR BT ZHHRE R

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration AutomaticBackupRetentionDays=30

EHMXHRENE R RDEER

1. EXRIEN LT FaSRRIFHL K,
2. BITUT®S , FXHRS ID BRNENHRER D, FRFedEE RN e BRI BT E

B3 EMIIANHRS 241


https://docs.amazonaws.cn/cli/latest/userguide/installing.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-getting-started.html
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aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration DailyAutomaticBackupStartTime=01:00

BRI N RENZ 4T R

1. EXRSITEN LT A SRRIFHL R,
2. BITUT®S , FXHRS ID BN EXHRSEN D, F5F B MR 0 ot BRIT i BT A

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration WeeklyMaintenanceStartTime=1:01:30

J&ZR 4 ;¥ Amazon FSx & Amazon AppStream 2.0 &£ &

BEXERSESEER (SMB ) MY , Amazon FSx for Windows File Server X #Fi@3d Amazon
EC2. VMware Cloud on Amazon, Amazon WorkSpaces F Amazon AppStream 2.0 345117 [A] &8y
XHRE. AppStream 2.0 R— L EERNNABRFRARS. SRS AppStream 2.0 L&EH
EELNKRANARRF , ARelZet XN EEATHEN LRREEE. BX AppStream 2.0 I E
ZER , ZH (Amazon AppStream 2.0 EEIEFM) » BAXWAFERE Amazon AppStream 2.0 BR £
MEFIENEBRNEE , FSH Amazon BEXE Automatically create customized AppStream 2.0
Windows images.

ICELFHE S B M Amazon FSx 5 AppStream 2.0 £8ATHEANAH : AENVAFPREMAKXKAKX
i, AR P B HEZ 4R A RE A X

AR REDN AKAFH

BT LAEA Amazon FSx £ AppStream 2.0 RAREF AERFWEBNAFRE—NMNIBENEEES
2. APRMNERFRENXHFR, B ERSFEHBRNEIER , HEERKEZHBIREER
B 8% H 7 Ik B TR 324

BERBEES  EFERT=AEE
£/ Amazon FSx 15 f 7 8182 £ 304k

1. BIEB— Amazon FSx X R&, BXEZEER , 55 HAmazon FSx Al

&L 4 1 ¥ Amazon FSx 5 Amazon AppStream 2.0 &4 A 242


https://docs.amazonaws.cn/appstream2/latest/developerguide/
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2. XHRSEUWHARKR , 7 Amazon FSx XHRGE RN ENE AppStream 2.0 AFBIEZ—MNXX#HX, L
TROEARFHEBRAFPBENENXHRABH. XEMEKRSETTLAER Windows SMEFE
susername% KRB ER X4 HEZR UNC BFRUAB1TIRET,

3. FRXEXHRBMAENHENHR. AXEZER , BERXMHRE,

B EIMAEBK AppStream 2.0 BR{& 4 X 25

1. %% AppStream 2.0 #2#|& , MuLA https://console.aws.amazon.com/appstream?2

2. NEMELEPEFERLEAGUNE—MERBEENR,. BEXEZER , FZH (Amazon
AppStream 2.0 BIEEE) FHIFF Active Directory 5 AppStream 2.0 & E .

3. EEREG. ML  AEBHMNEGEREE.
4., EBRCZHEMRBERSBFEIRSHLUENEREENR , NREEKEFINA Active Directory 13,

5. Y$71£ Amazon FSx X REFIER VPC R B3 MGE KT, BHARGIREGE K IFREKE Amazon
FSx X R E AR E— Amazon Managed Microsoft AD B . SMRI&EREFREKEN VPC &£
248 AR A FFTER Amazon FSx TR Z 85 BIUR .

6. MEBERBAME  FEZIMRBERSZHEALCHIEERKSE =
7. RENMAERF.

X BX Amazon FSx X#HEZ 5 AppStream 2.0

1. EMBERSBED , FAUTHTSUEMAEMARTHFHEES KN XMHAME (il : C:\Scripts
\map-fs.bat ) » A TROIGEA“S"ERNRS)ERERFRME Amazon FSx XHRGE LM ZXH R,
LA | EATLAEA Amazon FSx MR SH) DNS B S XM RS XEBKE DNS 515 (|
BAM Amazon FSx ZHIEM X HREFAFEENEIRE ) .

ER XX R SR DNS B #RAT

@echo off
net use S: /delete
net use S: \\file-system-DNS-name\users\%username%

£ 53X REERERHY DNS 3l & 8T :

@echo off
net use S: /delete
net use S: \\fgdn-DNS-alias\users\%username%

NEMAFREENAKIEE 243


https://console.amazonaws.cn/appstream2
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2. 37 PowerShell 127~ , RFIZ1T gpedit.msc,

FEAFEERIERE Windows RiE , ARERE R,
SMBEEHIENE - ZAREMZA | AFEP A,
FEUENEET , fORER Windows BEEIR, RE , REERHKE,

ERREEBERMAER, BRAZRBHFERNERAER 0, LREGHTHREAFBIR
SAER M BT P BRI,

7. RIEEHRGHNFH DB L AppStream 2.0 EHIE, EWR BT AppStream 2.0 SEHIEMAE
TGS EKEFH Active Directory i, 1 Amazon FSx XHRGEFEAR VPC H3311Z 354l
£, BXRPIEXRERMN VPC R A NTRMHXT B Amazon FSx X4 REH 15 B R,

8. ffM SAML SSO BahHi4iE. BEEZEEIB A Active Directory BISEHIEE | iEFEH SAML 1214t
REEEIEBEZHESENRIE. BXESZEELR , 551 (Amazon AppStream 2.0 EEIERE)
KIfEA SAML 2.0 3} AppStream 2.0 #1788 S & FifE),

9. HEMRKEF , £HY Amazon FSx XHHELWRHF TS WHh 2R[REFFo

o g &~ w

RERFEEEXZEHRX

&R LAER Amazon FSx BIALAFHAF REHREXMKR, HEXGHXATRTEFABERAFMENE
R (Bl ERXE, RBREL HAFMRSEF) .

EXTRIES , BEERT=/TE,
/8 Amazon FSx Bl HZ T #%

1. BIE—" Amazon FSx M &%, BXEZEER |, i5ZEAmazon FSx Al

2. BINBRT , 8 Amazon FSx X REHEITE —MNHREXMHR | WA AER M \File-
system-DNS-name\share 2 \fqdn-DNS-alias\share ( ilEf DNS BI& & ) KiFE1ZXHR,
BULERARALESBHMAZTIHR, BEXESZER , BSAXHLEE,

JB3) AppStream 2.0 BG4 AL 25

1. Bi AppStream 2.0 B#| & B FHVERGE RS REZ I M BWMRGE KT, FIE Amazon FSx
XHREERAN VPC R E3ZEERES. SMEEREEXKHN VPC ZE2EAMXTMATFNEH
Amazon FSx X REHI 1A BIXR.

2. REBENFRARRG , FUEERR AR S HERIIRGERRR,
3. WEBRBNEZENENNAERF.

RERAFREHRAZHR 244
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FHEXHFKE AppStream 2.0 KBk

1. BERAENSREANEHMLEME  LUEERAF B RS EN BHERAZTXHRK, TR
K, BEEXHRLGH DNS EMIEXHREKERH DNS 518 ( T ELM Amazon FSx 2 a8
MHERSEAEEMNEFIRE ) , ARATHRAEXHFRNEIL,

EF SR ETHY DNS & AR ¢

@echo off
net use S: /delete
net use S: \\file-system-DNS-name\share /user:username password

B 53X REERERHY DNS 3l &8 :

@echo off
net use S: /delete
net use S: \\fgdn-DNS-alias\share /user:username password

2. BIBRARBUERXAFRBRENHIITHALERA, SRR E—T RN ANEREARE,
3. tIEEMNMEHFEIBARBIE.
4. BERKE. PUHE , ENZLBFIRAENHRE BRI BRI B[ER

JEZR 5 (£ DNS BB iR XHERS

FSx for Windows File Server AN XHRERHE T —PMERINFHERSE (DNS ) £, LA TR
XHRE EWBIE, St ERBTIERH DNS 3B G RSN SXH RS, DNS 51& FEEB N
XHREFMENER TR E Amazon FSx B , KEFEAINAE DNS B #515RI7FME1E Amazon FSx EHY
BiE. BRBEZTLUEF 50 4 DNS 318 5— N REREK,

E{E/ DNS 3|& 15 E Amazon FSx X RS , MABTHMITUAT=ANLER -

1. ;¥ DNS %I & XBkZ] Amazon FSx X R4k,

2. AXHRGEHNITENNREBRS EHEEF (SPN) . (X2 DNS BIRHBRINXHRSER , 3K
18 Kerberos R RIFMNHERH. )

3. EFEHOIEXHRSH DNS CNAME 125%# DNS 34,

JEZk 5 : £/ DNS BB XHRE 245
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=

F

N

PR 1 : ff DNS 5 # <Ex 2| Amazon FSx X R %
« S 2. 7 Kerberos FLERZ EMAEEF (SPN)

« PR3 EHRONEXMHRSH DNS CNAME 25
« £/ GPO 58 %I4T Kerberos & 5K iE

:'_—r

S 1 & DNS 38 xBxE Amazon FSx X R4

£ A Amazon FSx ##1&. CLI Ml API 8|2 #F XHRGEURNZ BRI ZFH XA RSERT , oL DNS
71% 53 A FSx for Windows File Server #ixEx, MMREBEFAHMEECEN R , BRASDERE
BEANEBUXREIB.

LI R R UMM ER Amazon FSx 2§ & 61 X4 REead Bk DNS 3l& . BXHF DNS 3l& %
BRIENEXHRENGES , ARBXER CLI F API WIFHEER |, EZH EE DNS 38,

1. B AT MuLiTFF Amazon FSx %A : hitps:/console.aws.amazon.com/fsx/e
2. BREBEATHoHR TR QENHERS RN TRAUBHT GRS
3. HECIEXHREMMSWIGR - LD , MAESXHREKREKN DNS 318,

v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

1E5E DNS /&R , BEREATEN

. WMEXATEREESE (FQDN ) #&=X hostname.domain , 530
accounting.example.com,

- TUEETRREEHNESH ().
. REBLUERHITARLER,
. WUEARER L,

S 1 ¥ DNS 5IHExEBE Amazon FSx XHR45 246
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T DNS 314 , Amazon FSx 2N FRBFRHEMNNESTE (az) , TREEEGEEENK
E¥f, MEFHEEEVBRUNNTE,

4, EEPEATFREBERTETEL
AR - TES T | FNFENRE  REBET—5.

RENRYARANE LETHXHRARE. HENRYARS  BTHERE.

HENFXHERE TR |, BRARERIR 2 BIF,

HPR 2 : N Kerberos BLiERRSS EM4E ( SPN )

FEANTE Y Amazon FSx ERE T Kerberos B 53 MZ M N, Kerberos 8E#H R 5B SHR
SHEFREEEZENEHRILE,

EXEH DNS %% 517 Amazon FSx HI%& F i /3 A Kerberos &3 181E , 4717 Amazon FSx X FR
419 Active Directory ITEHX R RS DNS Bl BN MRS EHEEZH (SPN) » —1 SPN —X R
BEE — Active Directory TFEHLIT RKEK, RN R XHFRLSH Active Directory iTTEHXN RELE
B DNS ZMEEB8IA SPN , NI A E 7~ Bk,

Kerberos S RIEEELLTH/ SPN :

HOST/alias
HOST/alias.domain

WRAHLE R finance.domain.com , MAREFUTEHEA SPN :

HOST/finance
HOST/finance.domain.com

(® Note

£ Amazon FSx X # R4 Active Directory ( AD ) it EHIX REIEFHAIEN SPN 281 ,
REEMBRATE S Active Directory TTE LXK LAY DNS BIE 3T REVIM A EH SPN, 1R AD
F771E DNS %% 8 SPN , MR Amazon FSx X#4 R 4R E SPN iR T & KK,

LT ERBEN BB ITIRGE -

SPR 2 7 Kerberos ELE RS EAEEH (SPN) 247
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BHRREBEXH RS Active Directory iTTEHLXI R EWATEIA DNS 518 SPN,
EEREIMA SPN |, N EMIER,

« 1 Amazon FSx X#Z 4K Active Directory it E AL REIZEFH DNS )& SPN,

T FTER PowerShell Active Directory 3R

1.
2.
3.

BREMALE Amazon FSx XHREFTMAR Active Directory # Windows 3=,
LB R & 173 FF PowerShell,
F LU 855 2% PowerShell Active Directory #&3R,

Install-WindowsFeature RSAT-AD-PowerShell

2R H I BR R 24 S RS Active Directory THEHY & LRI A DNS 34 SPN

1.

3.

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqgdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[@])

ERLL T ROIEIA , BBk £ —FHIREIRNIE HOST SPN,

e ¥ alias_fqdn BRESE 1 FEXH RS XBATE DNS 518,
« ¥ file_system_DNS_name B#h RHAXH RS DNS B F5o

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq
[@].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[@]) ${FSxAdComputer}.Name

MNEDSR 1 REXHREXEKIFN DNS 3|BEE LRDIR,

ERUTRTERAEINE SPN, & alias_fqdn BERAELSE 1 PEXHREKREKR DNS 3
Bo

IAI)

SPR 2 7 Kerberos ELE RS EAEEH (SPN)
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A Amazon FSx X R 4K Active Directory T EHIX Ri&E SPN

1. B{TLAT#% , 7 Amazon FSx XH#RZREIHH SPN.
« ¥ file_system DNS_name &#2 N Amazon FSx LA SR EH DNS B #.

EFE Amazon FSx ###lA EER M REMN DNS B/, BIERXHRSE , ERENXHRE
REEBRNHRGFANH LMNEELEER,

#& AT LATE APl #24E DescribeFileSystems RIS # 3| DNS & #ro
« ¥ alias_fqdn BAESE 1 PEXHRSERENTE DNS 518,

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

##Use one of the following commands, not both:

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}

##0x

SetSpn /S ("HOST/" + $Alias.Split('.')[@]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

(® Note
MBFRIEH R AD iTEH TR FHIEE DNS 3B H SPN , WA Amazon FSx XHF
SRIE SPN kW, BXxEHRHAMERIME SPN WEE , ESRERHMBREB KRS
Active Directory it EHXN R LA IE DNS 51H SPN,

2. FEAUTROIBARIEZEN DNS 5IBHEE 7 #H SPN., RN A ITIERNEN SPN
HOST/alias M HOST/alias_fqdn , WA T2 B E AR

¥ file_system_DNS_name E#H Amazon FSx 3 EL4A X R4H DNS £#5, E1E Amazon
FSx %8 LER X REH DNS £ , RERXHRE , BREENXHRE , RARERXHFR
SUANH LHMESREER.

&t A LLTE API #24E DescribeFileSystems B IE R # 2| DNS & #5o

SPR 2 7 Kerberos ELE RS EAEEH (SPN) 249
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Amazon FSx for Windows File Server Windows f 8/

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. WELIR 1 PEXHREXKNEN DNS AR EE LRI R,

BRUNMEFIE P IiRTEERE S Amazon FSx X4 RE8tE A Kerberos SR RBIEFMBZENEER |, BSH
5 GPO & #I# 1T Kerberos B K1,

SR 3 BRSO EXHREH DNS CNAME 12%

NANHREEWHEE SPN f5 , AJEUEN LT 5 &S] Amazon FSx : RN RIAXH RGN EAN
DNS iEFE RN BT Amazon FSx XHREERKIA DNS B #5HY DNS 123,

EETATHNBOSS , WAFE R dnsserver M activedirectory Windows &R,
ZEFTER PowerShell cmdlet

1. LAE%E DNS EENREMA ( X¥F Amazon F£E R Active Directory , 3 AmazonAmazon &k
WIEBREETER ; M T EITEEMN Active Directory , HIEIEIE A HE S Ek DNS EENRH
Hibd ) KR AP B HEZIEMAEE Amazon FSx SRS FTINA R Active Directory #9
Windows 354,

BXEZEER  BESH (GEBET Windows R4l Amazon EC2 AAF#ER) AMIEHEZE| Windows
=4,

2. LIEERH%ITH PowerShell,
3. BRBHEIEDNIHFRIESTE PowerShell DNS RS ER, AU T HSREZER,

Install-WindowsFeature RSAT-DNS-Server

EH Amazon FSx XHREEMH0E B E X DNS E#

1. LAEH DNS EEMNRMA ( XF Amazon F£EM Active Directory , 1 Amazon ZikRVIEE R4
EER ; N TBEITEEM Active Directory , NEIEE AREEER DNS EENRHNEMA ) B
RRAF B HEZTEE Amazon EC2 3=,

S 3 BHRBENMHRSEH DNS CNAME 12% 250
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BEXELZER , H2H (GEBAT Windows £I89 Amazon EC2 AF#ER) FRYEREZ] Windows
24,

2. EWTRRFET , BITUTHA, HHALFRENEN DNS CNAME i ZEBEEHN Amazon
FSx XHR %, MRKRKEEMIER , FH DNS 58 alias_fqgdn BIE—/NFTHI DNS CNAME
8%, ZIEFHEN N Amazon FSx X4 RS ERIA DNS B #.

BETHA , BHTUTERE

« ¥ alias_fqdn BRAEXHRZEREH DNS 5.
« ¥ file_system_DNS_name B#tH Amazon FSx 2 Hi4A XRS5 DNS & o

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name) | Select -First 1

foreach ($computer in $DnsServerComputerName)

{
Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName $computer -
HostNameAlias $FSxDnsName -ZoneName $ZoneName

}

3. WELZR 1 FEXHRERKNEN DNS BB EE L —F1RHE,

I E /A DNS 38 N EE Amazon FSx XHRS A IN1T DNS CNAME B, TW1E , @A LAGEA DNS
B 3K 15 7] B8

® Note
BN ERT DNS CNAME 2R 3RH5 6 I8 B % — N X REH Amazon FSx X RERT
FFim A iE 2 E AN BN T RERE R RS, RFESim DNS RER , MRS ER
DNS #| B3t 1TEE. BXEZEELE , WS RLAER DNS 5I& 1R XA R 5

S 3 BHRBENMHRSEH DNS CNAME 12% 251


https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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£ GPO 58l 1T Kerberos & 1936 1E

B33 1£ Active Directory FIRELLTAREXNR ( GPO ) |, B LA ERE 5 R XH RS A
Kerberos & 1731 :

« FR%INTLM : EIZFEMRSS AR5 H NTLM R E - A LR REEL N F 1T MITEHLEIEZ1T Windows
BRERSWETZERSB|/AEH NTLM RE,

« BREINTLM : 53 NTLM S @B RIEFINZRRS RGN - MREETMEZ 2 RS NTLM : @ZE
RS ERAE H NTLM RERKRE , NEALRKRECNEZATEFRREEA NTLM S HRKIENIZ
EARS R BISA TR,

1. UEBRFHBEREMALZHN Amazon FSx XHREFTIN AR Active Directory B Windows 35
fl, MRS EEEREBBITEERN Active Directory , BfFX LS BRE R AT Active Directory,

2. HORIERTHR, EEIE, ARKEE,

3. ERAFHEIR.

4., EFFELARENR , BRITUERE.

5. KREMBEMNMEZLL : BREINTLM : MZERS /L H NTLM REXKM, (BT FENERE,
FOIRHER, ) XL RELET P, IF LT (HRET ) X3, RREEEM.

6. EIFLIPIELE,

7. EENMABRATNAIRE,

8. ENEFFmNFEZTZRSI/MN NTLM EEREFN , THREINERE : RE NTLM : HIziE
ARS5 2RI 5

EAMZERERTFH , IHA LT (ARET ) Xe , REEEREM

9. WAFRTEERNMEBISNFIRAY RS ZREYIE Tho
10. EENAETNARE.

BER 6 D RERY BIERE

Amazon FSx for Windows File Server 5z Microsoft 2 X X# X% ( DFS ) . B ER DFS
WREE , BEULUNXEHES HEZA Amazon FSx XHERS , N BT BIEAE (EEMNE

A) , BB /0 BRERTHEAR. Bt , BMARATUELHEGREATANARFENSE—UHE, 1t
BRARIBFBFEMBEND IR POBREES D ARREFHETRNXHRSEH, WNSNEH
RS EIEN N AR OB H TR B A X LS B RIS K F R,

£ GPO & 1T Kerberos & 3 501iF 252
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HENTEABFTENXHBERITE -2 BN REVEA LR (S0, MRITEXFNENFED
RIS BENAEE D ) |, MATAER ARG R

IRE DFS tn B =R LMEEY REaE

LT3 E S %4 Amazon FSx L8612 DFS ﬁﬁ/kﬁ’?lflﬁ-fjuﬁﬁ?ﬂﬁ’lﬁﬁm ELHROIH , FHIE

corp MABAZERPHBERFRBINFHITD F. BEXMHAF., ‘G-MFN-ZHERETFDAXHLE

o, BEHIERE, /0 K/DH 110 HEER , ""J'“lxljimilﬂﬂl«/{aﬂé":HTE%AK#A;ZIEUX‘J%HE

TR, BF—FoRAE , EITNEANMEXGREEZEHRTTIS M/ 110, FieE , B M wEZEE
HERFZE S5 INMNXHERENHE PB N EHEEE,

)4

Namespace Server 1 Namespace Server 2
(Amazon EC2 instance) (Amazon EC2 instance)

FSxa

\\example.comicorp Ws-012345678%abcedef.example.com\A-F

- FSX@

| L—| —\G-M Ws-9876543210abcdef.example.com\G-M
[ Lz
Clients
(Amazon EC2 instances) F \(
S/ 0

Wis-abcdef0123456789.example.com\N-Z

RE DFS s BZE=EAERY B iEsE

1. WREKRIZIT DFS A ZE RS ES , M AT LAEA setup-DFSN-servers.template Amazon
CloudFormation ##xR /33 — X = E Al MY DFS s B R fR$ 85, AKX BIZEAmazon
CloudFormationi# I E ZE 8. , 20 (Amazon CloudFormation i #88) FHIEAmazon
CloudFormation 2%l & £ B2 .

2. LA Amazon éln’EE’JMEJ\éHEFFHFE’J%ﬁLEEUEJ: LHEHH DFS B ZE=ARSZE\/Z— B
XEZER |, 58 GERT Windows 32418 Amazon EC2 AAF#E8E) FRYERER] Windows 3
@O

3. 14 DFS BEEGHA, FIHHFHRES | REIE1T dismgmt.msc, BLIREFITFH DFS
Management GUI T &,

4. HOEERBRE. FREZE , WMALNRSR/EHINE— DFS h B ZHRSF[NITENER
RBIEET—

5, EEMHPRALEERNWAZRE (HIHcorp) .

RIE DFS @& ZHUEE Y B ERE 253


https://s3.amazonaws.com/solution-references/fsx/dfs/setup-DFSN-servers.template
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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6. GEREFEERE , AEBRFEEHFIRREMNUNE. BET—%,

7. REBEPFRIANETENGAZEED | REFEF S A Windows Server 2008 #E30ET |, Ak
#%T_io

(@ Note
“Windows Server 2008 13" 2 #r & Z= 18] fY & £ 7] F & I,

REGEZEMNIZE K REEFAE,
. ESMENDEZE TERNCENTEZEGE , ERRE , ARERRMGE ZRERSHE.
10. EWMEBZRRSFFRALCEINE 1 DFS B ZRIRFS [N ITENER,
1. ERREERE , ARRBEENERREMENNR , RAGERAE,

12. IFARINIGIENGEZEAN LT (AREET ) X8, BEENXHR , GAE-INDRHXHRSE
BR( Bl BFERE A-F) |, REEFHRM.

13. FEXHRBEIREEEPLL UNC B ( HI20 \\fs-0123456789abcdef@.example.com\A-F )
ARELL D FHXELZH DNS Ef , AEERBHE,

14. MRHAEFREFE :

a. EBRHITUE.

b. ERIEHEZIEEFERENN,

ERIMAEXHR |, H7E DS TOIB— XX , RARERAE.
d REMNHHAENR , REERAE,

15. MEENDABPMXGERER , BT REREE,

16. NERMEMEEGEZEANHMY A EEHKEENTR,

o

B 7 HEMEHIZEI S — Amazon Web Services X5

& B Amazon FSx , A LUfF[E — Amazon Web Services Ik A A Z B EHIE 5 — Amazon
Web Services X137 ( BX & &% ) 2[F — Amazon Web Services XiF ( KIBAZBEH ) -

J«J\TL&H?E—Er R5ERAE R — Amazon Web Services Ik REI2Z G EIAR, ERIRLHZHREIAR A,
PREERM. BXEZELE , BSRAEAZD,

& %I — Amazon Web Services IkF? AHIIEZ M ( BEXEHFI XA )

1. BIE LT MuLFTFF Amazon FSx #%l#& : hitps://console.aws.amazon.com/fsx/e

B 7 MERMEHE S — Amazon Web Services X13] 254


https://console.amazonaws.cn/fsx/
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o bk~ ©

ESMEET , BEZH.
EREERNRFEEEFNZMD.
EREHEN. IFEMKITTEFZHRF.

EEHHFRXEIERS | EREE %41 B8 Amazon Web Services Xig,, B RAILLTF E—4
Amazon Web Services X5 , A LATE[E—/> Amazon Web Services X1,

(k) EBEEFRE | SIRENRZHEFT BRED. NREEDR 8 PIARERHFIHR
ERE , MasHREIRE,

NF g , %#FE Amazon KMS IZEZARMES RN EH.

XN FHARE - Wik , WA RNELIRERNBEEFNZ 0, MREEUSRPBPMIRE , FHE
SR 6 PIEREFRE , NaEHEIRZE,

EREHEH.

WE |, BB 2K HIFE — Amazon Web Services K A& 48 #E| %2 —4 Amazon Web
Services X8 & E21E[E — Amazon Web Services X1 & %l

B 7 MERMEHE S — Amazon Web Services X13] 255
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Amazon FSx P& £

Amazon T2 EM=Z LM, EHN Amazon BF , BN ERNFBEARASHELLBRBELWHERMIT
ENBIEH O LRGP Z R,

Z2£ MR Amazon MEWHBETRE. TERBENREHERNZNLZEENZPNR SN

- ZWRLM - Amazon AIERH £ Amazon Web Services =H121T Amazon RS H &A%
. Amazon EEZRETNLZEFEANRS . EN Amazon EMHEITRIN—EB0 , E=FFZAR
HEBNXMBIEREMNERE. BT #ERT Amazon FSx for Windows File Server B9-&# %
itRl , BESRSAMITRSEE AR Amazon RS,

- THPNE2M - ENREBREERAN Amazon RFERE., EEFENHEECRENR , SFENSE
RYBURE, 80 B ESR AR E A AV EREA

Z S REFE B IR T MR aN{aI £ E B Amazon FSx for Windows File Server BB RERIBER ., UTEJ
WEAAMAEE Amazon FSx URIMEBHNZEHMENE B IR, BES T BNMAERHA Amazon RS
LAESBh R WS 1 F11R 3 Amazon FSx for Windows File Server ‘&iR.

FT

« Amazon FSx FHIE N

« £ Windows ACL 17 3 4 R 344 K 4 51| B9 17 [7) 322 5

« f# Amazon VPC 1T XH RS a112 &l

« Amazon FSx for Windows File Server B9 & 15 11 7] & 38

« Amazon FSx for Windows File Server & #1144 iF

« Amazon FSx for Windows File Server 130 VPC i =

Amazon FSx A B9 3 3E 2%

Amazon FSx for Windows File Server XFRMERNNWXHRAENE  RAPBENZENESMNE, &£
X SMB Y 3.0 EEMANITE RS LMW X REZHARPHRIEMNE, 82 Amazon FSx
XHREGE , RELBHEABASHIENS ., Amazon FSx 2 &F R4 REHEH SMB & B3
mEERMPRE , MEFERBARR.

AR IE 256


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
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{R Bt {5 R N 2R

MRENALN LN AREERERBSNBRENTKE | RINBWECIRMEZEN X4 RGUERE
FA& 5 P R B AR I B2 B SR R B

B XfEH Amazon FSx for Windows File Server #{TIZNEZEL , FSRUTHXEE ;

« B2 Amazon FSx for Windows File Server X4 &%
CIAM AF#8r) S/ Amazon FSx Byig/E. BRAMSEZHE

F&
BAINE

- ERPME

YIRS

P8 Amazon FSx X # R &84 A Amazon Key Management Service ( Amazon KMS ) &2 %48
HITRANE, BEEEAXARZH2XE3NE |, HERIN Ba1#E, XLEIZH Amazon FSx
ERAE |, @it , BFXEHNENRARR.

Amazon FSx £ AT ¥5/E AES-256 tNEE B EFT#83S Amazon FSx BIEM THEH T NE. EXES
£8 , H2 @ (Amazon Key Management Service FF X A R1EF) F R INZEA HH,

® Note

Amazon A BB ER R FAEKIBEBLEIRAE ( FIPS ) 140-2 #tEMNMBRE %, ZEMIK
RIS XEERFESERFZR ( NIST ) 800-57 1L,

Amazon FSx Al Amazon KMS

Amazon FSx & Amazon KMS SR E— R U#HTHEAEE. Amazon FSx £H Amazon KMS key 3k
MEZENNXHRE. SALERATMENREZE XGRS ( BREBEMTHIE ) 9 KMS E4, S
B, ZARMEXNZ KMS ZHNTRN. Z KMS BHAATURUATHMER 2 — .

« Amazon EEXF - XRIMIA KMS 24 , LR REA.

{ATBN 5 FA A 2% 257


https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonfsx.html
https://docs.amazonaws.cn/kms/latest/developerguide/crypto-intro.html
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- BEFRERY -ZXREAKRREN KMS Z4 , RN EAUREHBABREUARIZSNMNAFPSIRFRE
HEN, EXUEEFREXNEANESZEE |, 52 (Amazon Key Management Service 7F & A
RIEME) PWLIERA,

MRFEFEEXNBHAENEN KMS BEAMBNBRXHRE  EUUEAEHARHR., A%
B¥RET , Amazon KMS B SF R —RENZEHR. A, X TFEFREXNZN , B LIBMIER
A, EFfEA. BRI E LN KMS Z4AFRNR. BXEZER , 52 H (Amazon Key
Management Service FF X A RIEF) PRV Amazon KMS keys.

XHREBSIMBMNERZIEPLIEN, BE , Amazon FSx 4 E Amazon Web Services Ik~ ID &
RES Amazon KMS #4EB<HB) Amazon CloudTrail HEH .

Amazon KMS B Amazon FSx ZR4A R
FEARMRIEHX KMS ZRIBERNEERE, BXBHABRNEZER |, 55 (Amazon Key

Management Service FF X A R 38/ FHEA Amazon KMS FHZHBE. A THRHFERT
Amazon FSx $I X BSINBE X HREZIFMNFTE Amazon KMS #HXXER :

 kms:Encrypt — ( A% ) FHEXMBAMBEXF, ZNXRTEERINZHKED,

« kms:Decrypt - ( %F ) BEMENF . BXUAGMENAN, ZNRTLEERIABHAREF,

« kms:ReEncrypt — ( @i ) SEAFH KMS ZEAMBRS[HNEKE , MA LT E L RN BIER .
FEBRBRE  RAEEHNE., ZNRITSERINZARRED,

- kms:GenerateDataKeyWithoutPlaintext — ( 4% ) IREIE KMS Z4A T MEBNHEMBZH. ZNE
BEERINFZPFEH B kms:GenerateDataKey* T H.

 kms:CreateGrant — ( 4% ) ABARMBENAEEBLAFP AU EHAZGETERAZHR. BER
ARBHNBRNENS. BEXBERNNESZEE , 28 (Amazon Key Management Service 7F & A
RERE) PHEARN. ZNRBSERIABHARED,

« kms:DescribeKey — ( #4F ) #BEEXRIEE KMS Z4ANEFEMEE, ZNRETEERINZARE
#,

« kms:ListAliases — ( Ali& ) SIHKFPHFIERARE. EEAEHACIEMBNXXHRSER |, 2N
PRIFIEFE KMS ZHFIR, BRIMNBWEERZNBARREENAFER., ZNRISERINFHAE
B
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https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html
https://docs.amazonaws.cn/kms/latest/developerguide/rotate-keys.html
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html
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&5 T &

£ SMB X 3.0 RESRAWITESEH LA X RELIHFERPHRIENR. XSTEM
Windows Server 2012 1 Windows 8 FF 8 EYFi B Windows iRZAS , AR FrE Samba & FIwhRZAS 4.2 =
ESRAM Linux FF %, Amazon FSx for Windows File Server £ &1 18 X R Siad £ H SMB N
ZEpMZERRMPHIE , MEEBCIRARER.

SMB 1N & f AES-128-GCM =t AES-128-CCM ( IR &F i35 SMB 3.1.1 , NIi%E#E GCM 34k )
EREMZREE , FEETFER SMB Kerberos 21ERAFTERRIEBHIBETEM, F£H AES-128-
GCM AT LAIR S M4EE |, Hlan |, B INZRE SMB EZEE FI AN |, HEERZ RS 2 15,

NTHRIBANNE AP BIRER T MBS AEER | BT LU A RS r T R R BR 8 R A ¥ R X
¥ SMB BN E ik, BETUBERAREABNINHHAEHBENNHRENERP MR, XATFRE
-1 XH4REGELESERANBNAMBOXAHLRE, ETHREXREENHREERTNENESE
B, BSREBEERTME,

5/ Windows ACL 317 344 F1 32 44 32 4% 5l 9 17 7] 22 1

Amazon FSx for Windows File Server X35/ Microsoft Active Directory @3 fR$5E5HER ( SMB)
G ITE T SR BMRIUE, Active Directory  Microsoft B RS , BT E#EXNE LNRNE
B O FEEANAFPESERAERNEAXEFEE, XENREBEIRFRLERE , fIOXHRFZIH/UAR
MERAFMITENKS . Z 7 #HEX Amazon FSx # Active Directory XIFHNEZER , 58S H1E FSx
for Windows File Server F £ Microsoft Active Directory.

DOAERY It ESE BT LAE A Active Directory ZiE 5 A Amazon FSx XHHZE, &R LA AIRARN
Windows 5 RI3E &I 5K ( ACL ) BT XHMSXHRR BB FRIES, Amazon FSx X RES
B RIEFRXEREHRTFENRAPEIL |, LEHIHITIXLE Windows ACL,

1 Amazon FSx M RS E&BMTH —NE& A share BERIA Windows XHHE, WHE X HRE
Windows ACL EBE N AFEAFPH#HTIREVBEARR,. BA1EATFT2EE Active Directory F 2 Z&
ERNXHBREHITEERENERNEERE, MREEFHRLEE Amazon Managed Microsoft
AD £ , MZ4H R Amazon EikK) FSx BE R, IREERNXHRESEHITEER Microsoft AD &
BEN , MZATUREEER, tAUREEUEXHREANEENBEENERNEERAA, EEX
ACL , B R EMH I EFRERNEERARANAF,

o N 259
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/A Warning

Amazon FSx E3k SYSTEM AP AN X RENAE XHRE EL2E NTFS ACL X
BR., EZE3ULAFEERIXHR LN NTFS ACL R, iXHMEERN 4R ET AR
[, FEXHERERDTEEM.

SR

{Amazon Directory Service EXEER) FH Amazon Directory Service T4 ?,
{Amazon Directory Service EIXE{E™E) FHIBIZE Amazon FEEH Microsoft AD B o
{Amazon Directory Service EXE{Er) PRI BIZEEXR,

« EE AR REH.

£ Amazon VPC # 1T 4R &1 0112 H

] SUB I 3 M M 4842 O 17 (B 4819 Amazon FSx X RS, ZMEEONTREUFMEER (VPC) #F
BETFEBEXHREXEKE Amazon Virtual Private Cloud ( Amazon VPC ) fR%5. &HLUEE Amazon

FSx M RSB RS ( DNS ) BFFEEREM Amazon FSx X HE %, DNS BFMEE| VPC &

XHRGEMEMEZEONTE IP thit, RBEXE VPC A EIR, B Amazon Direct Connect E ZSZ

VPN ExEk VPC EEN BRI E VPC PR BRFTEHBXHGRENMNEZEOD, BEXEZER

2 (Amazon VPC AF#EE) #H 42 Amazon VPC 7,

/A Warning

T HEUIMBREENXHRERRABENEED, SRIMRZMEZOTELFBKA
ERIEWN VPC MR L BB EE,

FSx for Windows File Server X% VPC % | 2154
HEW VPC FHEFRFNER, BEXEZEE ,
VPC,

BEE. SIE. BRAMBERS —4 Amazon ik
%2/ (Amazon VPC AIF1ER) FMEAHRE

WEPS:3E 260


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/what_is.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
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Amazon VPC &4 4

NTH-—TEEBEL VPC ANHREHEMEMBZONNERE , BEATLARRIN XHERENTH
Rl REAR MRS AE , ATERH#HEXBRNEEONRE, EXHERT , RENRFRRZ
NHREHMEED,

BEFEAREARFIN Amazon FSx XHRSM TR , WARMAEMEEAN . A G N 2 54& AR
B, HUERNEBEINXAREEHNRE, BRENT2APEEBHIMEREMAN , SER Amazon
FSx M H R A A H E MRS B ST =AY T E KA £ B ST,

EXLZLAHMNNEZEL , F5H (GEAT Linux 24189 Amazon EC2 AFiERE)Y LA
n,

7 Amazon FSx tlEL 44

1. B AT MuEiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2o
ESMERT , EFTL4,

%42 Create Security Groups

NEZEEBEB NN,

XNF VPC , TR EEN X4 REXEKH Amazon VPC BLfEi% VPC HRAlER L4,

2

ANIIBA T AL A BV A R s O ERY N IS M 4R E

a. XFVPCZ2£4A , BTEMNEIA Amazon VPC WERIAZ A ERMENIZH & PR XHR
S, FHREEHEPOE FSx XHREN FRHNZLAM VPC M%E ACL HEisA LAWAET
BT~ A AR E.
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#security-group-rules
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#security-group-rules
https://console.amazonaws.cn/ec2
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135, 389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDP Ports 88,123,389, 464
S~
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
b
-
DNS server
| TCP Ports 445
< H
T~ |
FSx for Windows VB diert

TCP Ports 5985 @
4@

Administrator

TRAET SN NRONER.

7138 ¥ y=h=:)

TCP/UDP 53 HE RS (DNS)

TCP/UDP 88 Kerberos & 135 F

TCP/UDP 464 BRREFZDE

TCP/UDP 389 HAE R AL ( LDAP )

UDP 123 P 48 Bt iE] #p L ( NTP )

TCP 135 PRI E R E /i [R5TES ( DCE/EPMAP )
TCP 445 BH&MRS SMB XHHE

TCP 636 BETF TLS/SSL W E B FiFEWX ( LDAPS)
TCP 3268 Microsoft £ /3 B &

Amazon VPC Z£4 262
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73 i y==f=:!

TCP 3269 ETF SSL # Microsoft /5 B F

TCP 5985 WinRM 2.0 ( Microsoft Windows izf2 B2 )
TCP 9389 Microsoft AD DS Web Az55. PowerShell
TCP 49152 - 65535 RPC HY I Bt i O

/A Important

BAAX 2 MBS TARNHRSGHEDEZLV TCP InA 9389 LM HIERE,

b. WHRXLEREMN LHEGEIERTEA AD HiRHZE. DNS RS 2R, FSx B/ inM FSx BE
AW RE L,

/A Important

2 Amazon VPC 22 HBRRNEREMNEREN T O FiwH , EXSZH
Windows P X 1&H VPC R4 ACL ERIN @] F i H o

@ Note
MREBTE X Active Directory ¥R |, IBATIFIRIE Active Directory hWRAEN T E
Amazon FSx X REXEKN VPC #HFM , B VPC FFRESEHEMML KR PH TN
B REEHR, BRI LAEA Active Directory Sites and Services MMC BB 2 TEEFMNE
X IR E,

(@ Note

EREBERT , BUECLKXEH T Amazon Managed Microsoft AD %2440 #1 I #9 BRIA 1%
B, MRR , FHEALZLHEGLENATFEN Amazon FSx XHREHREA UM

Amazon VPC &£ 4 263
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N, BXRVENAUEANNEZER , 5Z5 (Amazon Directory Service EXEIERE) H
#9Amazon Managed Microsoft AD 5t R &4

NELCLUNBETRSA , LU ES Amazon FSx X4 Z 48 1958 4 M 48 32 O #5 < BX .
WINEER Amazon FSx X RS xBEN L LA

1. B LT MuLFTFF Amazon FSx ##l#& : https://console.aws.amazon.com/fsx/.
2. EEFIERL , ERENXERGUEFHEMER.

3. EMBZEZR2EMFL  ERXARGEHMEED ; Hli0 , ENI-01234567890123456, X T &1
AXXHRS , BFEIEMMEEQ, I TSAARXHRS , BFEEETFRNEH TS
BER—MEED,

4. XNTHAIMEED , BEMKXED  AREREPEEERZ 24,
5. HEARRZLANEES A LAREFEANZLE , RRERFE.

B IE U5 R XA R ST

EENBILMAERFmELMEH RGN XHRE  AIURREXHRENBEENZEOXBKRNABER
24 | FFEBRINIZE A/ HEANEYE,

Amazon VPC W& ACL

B —MRIF VPC ANXHRETHRINRI A EREITMEIHEIEFIFIR (NE ACL ) » MK ACL BZR
SHABRSTH , BENEGMBALMINEE , AL VPC FERRFINBAALLE, BEXME ACLWE
ZELR |, 52 (Amazon VPC ¥R BRIME ACL,

Amazon FSx for Windows File Server § § 1 fi5 8] & 18

Amazon Identity and Access Management (IAM) Amazon Web Service A& B &I fi & & b2 53¢
Amazon BRIFRINR. IAM BB ARG A SUBEY AR ( BF ) MREEN (EENR ) kE
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ACSETRENREEMARE,
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£ Amazon FSx EFEAIRE

&R LA FPRESRIZHXS Amazon FSx FiRH 7 R AXBRH KU E TE MM 7 R XRES] (ABAC ) o A
FEEZERECEBEIX Amazon FSx B IR B AR LM R,

EOBEIREFRFIFCRRAINR

HERREIZE Amazon FSx APl RIEEAFEECIZRARIEERS, BAUERARRINERINET
BHMNIEEES (ABAC) . BXEZER , E5H (IAM AFiERE) P4 LRERT Amazon B
ABAC?,

NEAFEBENEN N ERRNGE |, S NEEFEANEZTRNIRE (W0
fsx:CreateFileSystem = fsx:CreateBackup ) B PR, MRERFRCIZBREDIEE THZ,
M| Amazon £33} fsx:TagResource BENITIHANERN , URIEAFEEEZAERSHNE, R
W, AREXMEEER fsx:TagResource RIEMNEXNIR,

LUTFRBERT —NREE , ZRBATFAFPEREX RGP EXHREHECNEX RS HIRE
R AT XHEZE S Amazon Web Services K,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*"
}
]
}

B K THHNRBALATRAFPERENHRS LUEZSG  AEUERONIEPRRE O NAE[IRE,

{
"Statement": [

{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"

]I
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"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
1,

{
"Effect": "Allow",

"Action": [
"fsx:TagResource"

]I

"Resource": "arn:aws:fsx:region:account-id:backup/*"
}
]
}

NERAFPERRBREPNA THREN , REF 214 fsx:TagResource B1E, Hit , m
RRELBERPEEEAFL , WAFCIRRENR (REXBRCRY) WAFLTEERZER
fsx:TagResource RFMIR., ER , MRAFTEZEM fsx:TagResource FREMNRM Xidt
B SR H R AR , WERF KW

BXFRIE Amazon FSx BEMNEZEER |, S HIRIC Amazon FSx &R, B W1 {E AR 5%
FSx BRMGENBRNEZELR | BHSRAMEARZEEEX Amazon FSx &R T R BR .

fE ARZIEFIYT Amazon FSx &R A X R

ERFIFY Amazon FSx BIRFMREMNTHRINE , B UEAE THREH Amazon Identity and Access
Management (IAM) KB, @RI AERAMM A EREZES

1. IRIEX LR ERPRZIEFIXS Amazon FSx BHRHY 5 R R,
2. BHIFLE IAM 5 RFH PEERIIRZ.

Bx WA EARZES Amazon BRBBINEER , B3 IAM B PSR F AR Z 8 675 10 SR
BXEQERFRIE Amazon FSx BENEZER | BSREAEIRETEFHRIZERNNRE, BRIR
BHRENEZER , HSH512 Amazon FSx &R

RIE IR LAY 42 ) 15 R AR

ERFHAPRAETUX Amazon FSx BIRHITHERE , B UERARIR LHRE, flwn , &ase
ERFEXHRERF LNRERR/EN R THELI ZTRNITEEN API BR4E,

Example K — R ERENER L OB X4 RE
RAEIAFEABEREREXNFICXHRER | RET RTFAFEXHRS , EARGTH

key=Department, value=Finance,
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"Effect": "Allow",
"Action": [

"fsx:CreateFileSystem",

"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department": "Finance"

Example KB — (N ETH B ERSH Amazon FSx XHRE LOIEE 74

LR RE A B P AREAR BB EX key=Department, value=Finance WX#RE LEIBRM , H#A
£ % Deparment=Finance ¥rZ 8B &4,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"
}
}
I
{

"Effect": "Allow",
"Action": [
"fsx:TagResource",
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {
"StringEquals": {
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"aws:RequestTag/Department": "Finance"

Example X - BEHTRBRERENZ DU ETRRERENXHRE

WERRE A B P UBS A Department=Finance &M R P EIEHH Department=Finance #x
LTHXHRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"
}
}
}
]
}

Example KB - BIBRHE B ERSHNXHRE

LR BE RV P MIBR A Department=Finance &N NH RS, MBEMIICIR T HREARH , M
{EM Department=Finance #7ig,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"fsx:DeleteFileSystem"
1,

"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

}

"Effect": "Allow",
"Action": [
"fsx:TagResource"

1,
"Resource": "arn:aws:fsx:region:account-id:backup/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department": "Finance"

}

£/ Amazon FSx RS HEX<AE®

& AT Windows File Server 9 Amazon FSx Amazon Identity and Access Management £/ (IAM) fi
SHEXAR, RFHEXAEE—TMFXREN IAM A€ , 5 Amazon FSx B#MEXx. RFEXBEH
Amazon FSx FlE X , BIFEZRFRKEFA Amazon HAittfRS FrEHN AR,

REMEXAETILEBERNMIZE Amazon FSx , RABFAFHRMAERNNR, Amazon FSx E X
HESHAXACHNIR , RIESHEN , BN RE Amazon FSx IR A ZAR, EXHNRREEE
ERBEAMNPRRRE | LA T REM N BEM E b IAM SERAI IR K BE o

REEEEMBREXARE , B ERRBSHEXAER, XFERFEH Amazon FSx BIR , RNET
STCE I ERRY B IRE 15 B AR

BRXFERSHERACHEMBSNES , HSRER IAM 89 Amazon BRSS A EKRSHEX A RIS
ERARNERS, RER  IRIEFTZRSHRSEXA SN EE,
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Amazon FSx H BR%fE< A & 1X R

Amazon FSx (& AWSServiceRoleForAmazonFSx MRS HEX AR — FEEMNK P R (TR L
B1E , FINTE VPC FANHR GBI EHEMMKZEO,

ABNRERE L Amazon FSx EFIEEA Amazon RIRE LR A TIRE

IR RENF AmazonF HftnSxServiceRolePolicy FI#&H IAM 324k, WK MBIRSHXEE |, AW
FSx R&XIE Amazon EBRR, BEXEZEE , S HFEH Amazon FSx HERFZHEX AR,

BXREABEWEF , S H AmazonF SxServiceRolePolicy

LEBRETFEENR , 21 FSx KRAFPEIE Amazon &R,
MRIFMER

AmazonF SxServiceRolePolicy B & PRHE AmazonF SxServiceRolePolicy Amazon & &K B &
X AmazonF SxServiceRolePolicy i 5L FIR :

(® Note

FrEL % F SxServiceRolePolicy Sx ¥ R &R A ERFEH AmazonF ; 5| H#) F LR AT HE
FEA T Windows AR FSx.

« ds— AT FSx BE., BENMBUENZB ZFHNNABRFHNEN. Amazon Directory Service
« ec2 - AIF FSx AT TIRE -
- BF, BlE5 Amazon FSx X #H RSk BrAy M 454 O LU R BUH KB,
« BEFE—1MHZMNE Amazon FSx XH RSB ME IP ik,
« BFE Amazon FSx X#REXEKH Amazon VPC, Z24AMFM.,
- AAAT VPC B RLARMBIERNZSHRIE,
« FIRE AmazonERH A F IREMEE D LHITRLERENR,
 cloudwatch— fiF FSx £ Amazon /fsX i # 228 CloudWatch T & M IEFREIE o
« route53 — ¥ FSx f Amazon VPC SR B HE XK,
« logs— A FSx #RME A CloudWatch BEBER. X8 , AP B A BUE FSx for Windows File
Server X REH XM 17 B F# BEKIEE BE CloudWatch o
« firehose— foif FSx #IRFE A Amazon Data Firehose &%, X# , A &8 LA FSx for
Windows File Server X #R St iy 3 415 R 8 #&% B & K 10 2L B #4E Firehose 1% #i .
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"Version": "2012-10-17",
"Statement": [

{

iy

"Sid": "CreateFileSystem",

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",

"ds:GetAuthorizedApplicationDetails",

"ds:UnauthorizeApplication"

"ec2:CreateNetworkInterface",

ec2:CreateNetworkInterfacePermission",

"ec2:DeleteNetworkInterface",

ec2:DescribeAddresses",
"ec2:DescribeDhcpOptions",

"ec2:DescribeRouteTables",

"ec2:DescribeSubnets",
ec2:DescribeVPCs",
"ec2:DisassociateAddress",

ec2:DescribeNetworkInterfaces",

ec2:DescribeSecurityGroups",

ec2:GetSecurityGroupsForVpc",

"route53:AssociateVPCWithHostedZone"

1,

"Resource": "*"

"Sid": "PutMetrics",

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricData"

1,

"Resource": [

nen

1,

"Condition": {
"StringEquals": {

"cloudwatch:namespace":

"AWS/FSx"
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"Sid": "TagResourceNetworkInterface",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"

"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"”

1,

"Resource": [
"arn:aws:ec2:*:*:network-interface/*"

1,

"Condition": {

"Null": {

"aws:ResourceTag/AmazonFSx.FileSystemId": "false"

"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:ReplaceRoute",
"ec2:DeleteRoute"

1,

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

ERARSHEXAR
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1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/AmazonFSx": "ManagedByAmazonFSx"

"Sid": "PutCloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

"Sid": "ManageAuditlLogs",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch"

]I

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"

U 5y5% FSx ¥ 7 FEE B Amazon RNA T ABERNFIEE#H,

BYMEENR , £ IAM K (AR, AFAR ) 012, FEIMBRRSHEXAG. BXESE
B, B2 (AM AFERE) PRRSHEXABNR,

A Amazon FSx 8|ZRFZHEXAE

BTEFHCERBRESHXA®, LHIEIE Amazon Web Services Management Console, IAM CLI 5
IAM API| R8I STH R S8 , Amazon FSx 2R BIEBRESHEXRA R,
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/A Important

A0 AR AE B 5 P L A5 B SIS T AR PR S R SE MR AE | ILPRS AR A & T LI 80
KPR, ETRESEE  BSARM AV K FHHAG,

WREMBRZRSHAXBE , ARFTEBRUE , BUUEREEREEKFPERCIREAG, L&
BIE X4 REE , Amazon FSx 2BR N ERIERSHEXAE,

A Amazon FSx {REIRFZHEXAE

Amazon FSx T AT EBHFEERESHEXAR, IZBRSAXACE  EREEERACGNEN , BT
REAEZMXASIRZAR, BRETUNUER IAM REABHLE, AXEZER , HZH (IAM A
M) PRERSHEXAE,

MR Amazon FSx RS HHX A G

NMRTBRECAENZTERSHAXACHNIETRS , RNEBWERHBRZAG. XHEMIBREED
BEERREFHREASSE, B, EXTMEMBRFAEXHRENED , AT EFHMERIRSHEXE
=

® Note

MR LG A EMBRFIRE Amazon FSx RS EHEERAZAE , MPBRRETES A, MRER
EXHER  BEF/LOHRER,

£/ IAM FaRIRESHEXAE

R IAM #ZH|&. IAM CLI = IAM API #ilBR fRSHEXAR. BXEZER , 85H (AM AR
) PHBIBRRSEXAE,

Amazon FSx RFHEKRAEZEFEN X

Amazon FSx X EFEZRFZAUTANMEXEHAFEARSZSHEXAR®, BXEZER |, SR Amazon X
B =
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ET7HEEA Amazon Web ServiceRBERESAMITXEER |, F5H MM ITRSEE ARG
Amazon Web Services , AR EFRERNMNBHEAMITR. BEXREMREELR , HSHAmazon Web
Servicesa M 1T Ko

O] LAEF Amazon Artifact FEE=Z S FitikE. EXEZELE |, 5. £ Amazon Artifact
HIRE

#&4EF Amazon Web Services WEFMMRITERTFHIENHRE, RATNEAMBERARERNZE
#FEM, Amazon BRELUTHRRERBEBIFZSHM -

- ZEMEEHAMTEANITER - XEFBEEITCTRMWEESI , HIEMH T Amazon EZEBU
ZEMNENERNEINEERENSER,

« Amazon EMMREIR - Bt FSFMANERMESTER TEMNTLFVE,

« Amazon Config 7F &K A & 35/ # 0y £ A AN 1E{4 3 )R — tk Amazon Config AR S5 T 4 /Y 2% R Bo & X
MEPRER, TAEBFERNERFER.

« Amazon Security Hub——Itt Amazon Web Service &2 Amazon FZ £ RSN L EN

B, Security Hub BY Z£EHTEEH Amazon BRAREEREFELZ ST UFREMERESE
B, BXIZIXERSREFNSIR , HSH Security Hub 2FI1Z%E,

Amazon FSx for Windows File Server #1200 VPC i &

BRI Amazon FSx BLE R A $E DO VPC i RUAE VPC Z £, O VPC imSH
Amazon PrivateLink It X% , ZEAZFHEBE IR SN GE Amazon FSx APl , M EE XA BBk
MR, NAT &%, VPN E# Amazon Direct Connect i1, VPC RHISEHIENEREAAE IP st
18 5 Amazon FSx AP| #{TiBS. VPC 1 Amazon FSx Z B REF 2R E Amazon M4,

FMEO VPC IR YA TR —IRB IR EEORT. WEEORE—/NAE IP it | 1t
bk 7] FHYES [ Amazon FSx APl 20 A 0 &,

Amazon FSx ¥ 0 VPC g S FEEM

BEEHTEER (Amazon VPC AAFERE) #MED VPC m B HEMERS , AFEHE RN Amazon FSx i&
BE# M VPC im K.

EMMERAE 300


https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-controls-reference.html
https://www.amazonaws.cn/privatelink
https://docs.amazonaws.cn/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations

Amazon FSx for Windows File Server Windows f 8/

BRI LAM VPC @ A E{T Amazon FSx APl #4E, flan , e LAEIM VPC F A CreateFileSystem
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Amazon FSx APl & i1k,

VPC N EEZIEE

AEE VPC WEERE | FHEHM VPC EZER|IFEO VPC w2l VPC, VPC MNEEEEFH /S VPC
ZEI M EERE, SO EBCHNEHEAN VPC 2BET VPC XNE&EiEE , &5 HM Amazon Web
Services K FH VPC Z B EM IiERE, VPC A LA FHANFE K Amazon Web Services XiF;
Fo

& VPC 2B REREE Amazon IE L , FLFB AR ERN, BUXNE VPC EERE , AN
VPC %R , 21 Amazon Elastic Compute Cloud ( Amazon EC2 ) 324l , aAfA@EEEF —4 VPC
FAIEAED VPC w15 E Amazon FSx APl

N Amazon FSx API 8llZE# 0 VPC ik &

EALAE A Amazon VPC #2441 & 5 Amazon Command Line Interface ( Amazon CLI ) 33 Amazon

FSx APl 812 VPC iR, BEXEZEER , 155 (Amazon VPC AF1E®E) TM4IE#ED VPC ik
&

/AN 0

E Amazon FSx #lE#0 VPC ks , BTHITUTEEZ—

 com.amazonaws.region.fsx — 51 Amazon FSx API I {EBIEIH S,

« com.amazonaws.region.fsx-fips — 1 Amazon FSx AP| BIZZRF & X EEIBE S BIRH
( FIPS ) 140-2 K9 &,

EFEATE DNS &I |, BHAMIRE VPC B enableDnsHostnames # enableDnsSupport &%,
BEXEZER , 52 (Amazon VPC AFIERE) #MEFMER VPC ) DNS X,

BRI EH Amazon Web Services XiF 4¢ , 1R &R iw U5 FAFAE DNS , NI AT SUFEERIA DNS B#5
FF Amazon Web Services X135 ( 5|30 fsx.us-east-1.amazonaws.com) , MiEid VPC %
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PR

BTk, #8597 #&E A Amazon FSx for Windows File Server BB PRE .

£

o J&°] DU AN HY FRER

o BMNNHARGHRIRRE

- HMFEEM

« Microsoft Windows HJ45H FRE

S&A] LU AN ey PREM
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FSx for Windows File Server BBl %,

BIR 2RAE iR
Windows X% 4: 100 &) LATE eIk P A B 2 BV B
A Amazon FSx for Windows
Server X REHE,
Windows &M EEH 10240 It P R PTE Amazon FSx for

Windows X R4 AR FHNEL
BENEE (LA MBpsit) .

Windows HDD F# A E 524288 LtIK = R Fr B Amazon FSx for
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SATMERA HDD ERAE
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BIR RIAE iR
Windows #J SSD IOPS 5 & 500,000 eIk P H FrE Amazon FSx for

Windows File Server X% %
R SSD IOPS B &,

Windows # 7 500 BE LRI PRRENRE
Amazon FSx for Windows File
Server XY RGN RXAF R
HEDHE

BERRESEH

1. #TFF Amazon Support F/OTUHE , BF (WMBLE ) , AREFCIERH,
2. TERIERAIPIEFRIK S FKE S FF,
3. ERHIEMEEERPMANUTERE :

o WTRE , EERKS,
o WFRB, EEEAIKS B,

e WFEH , iFHW A FSx for Windows File Server service limit increase
request,

- REEGRBFAER , 215
- BREEMW FSx RAUKREHFEEMBNE (WMREH ) .
- SEHRFEEMRERR,
« EERFEMRFN BN X4 REHNXHFRS ID MXE,
4. REEHERERREN , RAREERER.

BN XA REH R IR BRER

LA 2B — Amazon Web Services X35 F1#J Amazon FSx for Windows File Server F 8N H# R4
B R R BREN .
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RAREH
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WMRIEEFEH Amazon FSx BFEE| T XARFIHA B |, E=1R7E Amazon FSx 18Iz 1],

£

s BEAERRENXHRS

« BIEFH Amazon FSx XHRF LMK

« XHRGATREHERRS

« 1£ FSx for Windows File Server Lzt PowerShell HE& ]

c BEREEZITAXFEATAX 2 XHERSLEE DFS-R

- FHEBEHEIEHREK

« MERHECRFIFEEE YIRS HDD XK
FRIA B EHE

- ESHEMREBEHE

s XHRGMREEBHE

BT ER RIIEHN B RS
SBEEFTRENNERENEERRERS  BNEEHEACHBRA R , WTFAR.
£

o XHRSEHMEMLED S8 kiR

« EEINHRSHEMMEE O P i 2Bk
s XHRGLRLARDIAFN AW HIEAN,

s HEERFINELZLARDEAFRN HIEAN

o TTEEHIER A Active Directory

« XBHHETEFHE

« Active Directory F 2 Fr B X R

- BRRT AL 1EH NTFS ACL R
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« TEARME iR R X RS

o FXHRLSARTE DNS AT

« FTEMEH DNS BB AR X RS

o TAEMEA P it iFnXHRE

MR L5 M 4% O B S SRS BR

BABEATIMERIA RGN BEEMEED . BRIMPEBRZMEZZOTERLKSFBRKAERRER VPC M
NHREZRWERE, QIEFHXAHRE , TEENSMBER Amazon FSx BEMEZEOD, BXESE
B, B2 EA Amazon VPC #IT XM RS HEES,

EER ARG HE MM EE O IP it 2 MR

Amazon FSx AN AL BB NGRS 4 RS, Amazon FSx 2B O BEMIEEIIXH RS #
MEMEIZOREMY P it |, Zit RATMNEBEMIBRINAE IP #ilt, BEXEZEE |, HSHAmazon
FSx for Windows File Server XM & Fiw. 1718 5 3EFERE,

NHRGERZEARDFTFRAEE EAN
&E Amazon VPC Z2 4 FISEMAMN | HIR M4 REMN XKL A BAMAMNYA AN,
T &SRB Z 2 AR P FERY s

% Amazon VPC L4 REEMNHEMRN , AWEFRITEXFIN IR LT 2HEEHMHEMAYH RN,

ITTESEHIRINA Active Directory
BT ESEBITTRETZEBMA L T R A A Active Directory :

o BN RSPTIEREN Amazon Managed Microsoft AD B %,
« 5 Amazon Managed Microsoft AD B 3FE I T # @ #{EEXFRH Microsoft Active Directory B 3.

BRENTEXRFIEMARTLENE R 22— —MEBRENXMHREFTERERN Amazon Managed
Microsoft AD B . %—f3& & Z Microsoft Active Directory B 3% , % B £51% Amazon Managed
Microsoft AD B ZE Y T R @MEEXR. BXEZEER , BZ ¥ Amazon FSx 5 Amazon
Directory Service for Microsoft Active Directory,
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XHHREREFE

2R E K Microsoft Windows X HEFREE,

MREEANRATNHAE | FEHEBIEENH RS DNS AR ZEN. BEREHIHH
Z, BERXHHRE,

Active Directory A PR FTENER
&5 19 X R Z K Active Directory B PP R A E /Y 17 [BIAXBR o

BRI EEM TR RRAMEZXHRE Windows ThR)$24]5I&R ( ACL ) AFEEHEA Active
Directory Al P #4714 8],

BERT AVFEEEH NTFS ACL R

MRIEBER SYSTEM AP X SR ZH R R T2 NTFS ACL IR |, MiZHZAI8ET AT
[, B MABET A TR XA R G & 0 E AT BT AR

FREZEEFVNEZIENNNEHRE, BXEZSER , BSAXHHE, EMBRNHXRIRES , &
A] SARR S H 68 A it &SRB BY Windows XHHE,

TR ER AR E P um iy B XA RE

&6 Amazon Direct Connect 3 VPN TEA £ R Amazon FSx X RS , mAE P imEA
2IFFE IP #uEE,

Amazon FSx R Z#FEAIEFAE IP it (At E FimihE 2020 £ 12 A 17 B2RRIBN X H RS,

MREGEEFAIELE IP #uSESEHE 2020 £ 12 A 17 B 286228 FSx for Windows File Server
XHRS , NALEIMEXHRENEZORBIBFNXGHRS, BEXEZEL |, FSREAZD,

# ARG ARTE DNS AOEM

FIABITEER Active Directory I X FR 4 , Amazon FSx ESIBZ X H RN H R IMXH RS
DNS , IR EFMNEFEA Microsoft DNS,

MRS EFEHE =77 DNS RS A E Microsoft DNS , Ml Amazon FSx X4 7 DNS 7 M 34F
RE, M Amazon FSx XHREFHIREB DNSA KB, WTRATHRKX 1 XHERE , BEERN
—/NDNSA%XE ; NTRETAX 2 MIZTAXXHRSE , WEEZRMFE N DNSAKEBH., ZRUATI
IR MRS P ik A2 F 307500 DNS A X B R EE AR ik,
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1.

£ https://console.aws.amazon.com/fsx/ | IEFEIRE IP it XHRSE , LERXHEREE
MEERHE,
EMFZERLIETFHR , FITUATE—BRHE :

« WTFEAMARX 1 XHRE%
- EFFERDP , EEMZEOTERABEMNLED |, THF Amazon EC2 FHIMNEENO R
Mo
- EFANETRARK 1 XHREN IP it EREETERNE IPV4 IP 5,
s WTFETAX 2 ZZTHXXHRSE :
- EEEFNERF , EEMEEOTERHEMENEZED | 3777 Amazon EC2 I MK
iy
- EFEANEIR TN IP it B RERBIFAE IPv4 IP B,
« 1£ Amazon FSx N A FMER+ , EEMEEO T E RAEMEMELED | 3T Amazon
EC2 #H A R HMEZEOTNHE,
- EFANZATFNN IP it B REHBIFAE IPv4 IP B,

7oA DNS 3% 17 3R R &
MR DNS BIBTEBHHRS: | BRI TN AER THE,

1.

PAITUATE—SR , RUEANBREEXHREREK :

a. fEMA Amazon FSx 2#l15 - RBEEFEN X4 RGE. EXHREFHAFETEL , DNS 3l
ZETEMBZELRLETF L,

b. {#MH CLI = API-f£f describe-file-system-aliasesCLI ap S
DescribeFileSystemAliasesAPl R ER R LT EXHRERKN BB,

MEKRFILE DNS 31F , WATMFESXHRGEXR, BEXELZELE , BSREBINEXHRE L

B9 DNS 518

R DNS BB EXHREXEK , BHIAGEERE 7 AT XER :

- BRI 5S Amazon FSx X RS H Active Directory TTEHLIT R EHY DNS 5 ZHX A RS £
BT (SPN)

BXEZER , B3RS E 2 : 7 Kerberos LB RS E4HBF (SPN) o

- 79 DNS 7|#& €2 T DNS CNAME 125 , fHEH A Amazon FSx X4 RS HIERIA DNS &
o

Fo3EER DNS A& 1R X R 5 309
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BXEZEER , BSRIE 3 : EFMOblZ AR5 H DNS CNAME i85,

4. MREGIETAHMA SPN A DNS CNAME 123k , FRIER/iwkY DNS RREB W #T N EHEX
HR5H DNS CNAME 2%,

a. J&1T nslookup BAHINZIZFAFTE B AT 9 XA R GV ER A DNS & o

b. MR DNS CNAME 3% — M NHRE , BFEEF IR DNS 2RI , ARBXIRE
CNAME 2%, B LAEAUTHSRIFE, LN DNS £7F , RiZIE,

ipconfig /flushdns

5. #0:R DNS CNAME 1284 Amazon FSx XH RS AIA DNS , BEFim{IAT AT E1ZX
HRE , FERLETERREHNXHRS THRAMRBEEESR,

ToEER IP it if R KRS
MBAETSEGE R P it F RS | B2t DNS BHHEE:H DNS 2K,

B LAUBE £ Windows File Server, MEEZ 4 | 7 Amazon FSx 2 &l & LR BIXH RS H) DNS
BIRAETX<EXH DNS BB, HE , LA LUE CreateFileSystem = DescribeFileSystems API & 4ERY
MR REEN]. BXERADNS HIENESES S HEE DNS 515,

« XF A Amazon ¥ E Microsoft &z B FHE T AXXH RS , DNS B TR

fs-0123456789abcdef@.ad-domain.com

- MABITEEM Active Directory WITEZ T RAXXHREUREAAXXHRSH DNS EHAT
Fi7Ro

amznfsxaallbb22.ad-domain.com

DI A Amazon FSx XRS5 KW

NHRGCBERIMOERERS , MU TS AR,

&
« XA Amazon FE£EK Microsoft Active Directory B X4 R &t 17 [0 B HEE
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- SIEMABREEMN Active Directory B ST R 5 kW

St Amazon FEE R Microsoft Active Directory B S R & TR B HEE

FRATE S , BBEEEZRAEMABITEEMN Active Directory B FSx for Windows File Server 3
HREBERRYEE,

VPC ZE2AMWE ACL Bt IEH

BRVPC Z&HANMME ACL EENERKENZLARE. AXEZER  FEHALEZS YA,

BIZEMA BEREEM Active Directory B SRS kW

FH

s EEVHRREERASA

« FoiEiA 6] DNS BRS5 28 ShigiR 2R
- REKSEIUETK

- REKSHERTE

- REKFBRECED

» Amazon FSx &R AA R £ 47 (OU)
- RBEKSETERREERFH

- WS FSx M 7 iERE

o RSIKS KN RA E

s BIESHFPEAM Unicode F5F

EEXHREEEAA
BIZ A BEZEEM Active Direcotry I XHRGELAM , HERUTHIRES -

File system creation failed. Amazon FSx is unable to apply your Microsoft Active
Directory configuration with the specified file system administrators group.

Please ensure that your Active Directory does not contain multiple
domain groups with the name: domain_group.
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1. EEGXHRSEMABITEEN Active Directory B £ R &4
2. ANHREABEBRARE—NEHN , ZBHELBITEEMN Active Directory 9 OU R 2MHE—,

MREEHEUEERYA , Amazon FSXx 2FEAEZN HEEG” WRIAEERA,

® Note
IR LAV 1E4A B #F1E Active Directory AR KE—H. EUTERT , EATF Windows

File Server By FSx 2R A YRRV Active Directory BLi& :
- FREEENEMHNBELAERFE

s MREREEEBN , WHBER Active Directory FEZFE—NERN HEER" WA
Ho

3. HECIEMABRREEMNES B FH FSx for Windows XHRE 2 A1, iEEA Amazon FSx &3 B
FHIE T ERHEHN B REERES B R

BXEZER , SN Amazon FSx XH RS MA | BT EER Microsoft Active Directory 1,

Foi£ 1A DNS BR S5 slimi 2 &l 25
BIEMA BITEEM Active Directory IXHRSELM , HERUTHEIRES

Amazon FSx can't reach the DNS servers provided or the domain controllers for your
self-managed directory in Microsoft Active Directory. File system creation failed.
Amazon FSx is unable to communicate with your Microsoft Active Directory domain
controllers. This is because Amazon FSx can't reach the DNS servers provided or
domain
controllers for your domain. To fix this problem, delete your file system and
create a new one with valid DNS servers and networking configuration that allows
traffic from the file system to the domain controller.

BB T STREEE H R FE

1. BIAERE T ELIE Amazon FSx XHREN FMF BITEER Active Directory Z [B] 3 37 W 4%i%
BENRANEREZH. BXEZELR , BZRMEABTEER Microsoft Active Directory By 53R %
#.

£ Amazon FSx Active Directory % iF T E i FEIE X &M KRB,
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® Note

MREE LT %A Active Directory 351, M AFHE{RTE Active Directory thRFEN T &
Amazon FSx X# R4 X EH VPC A FX , B VPC R FREEHEMIL S PR FMZ
B REE IP H2R, BALAER Active Directory Sites and Services MMC B2 & Tt & & #
FRXERE,

2. WIAEEIS Amazon FSx XH# REXEE VPC Z4ALRFTA VPC W% ACL BE X A UFIA
334 01 L 0 HH S5 T R

® Note

MBEXLHHRENR , MR R E Active Directory HiZ#I25 BEMEN S ERO X
BHEHRE. BXEZELR , B3 Microsoft Active Directory X4,

3. ¥k Microsoft Windows M RESHFMNXEEBMENETEZSIE Lat-1 8, flun , MREFEH
Domdnen-Admins FEAXNHREETEBALANEH , BANGRECERS LK,

4. I\ Active Directory 13 #) DNS fRSS 8 Fig 2428 R B T/ESNIRE , Baets o Rixy Frig i
FXo
5. ¥R Active Directory EHHI ZhEEHR I8 Windows Server 2008 R2 =5 & ix 48,

6. H{R Active Directory 33 #1512 %88 £ HIBF X EHN K B Amazon FSx XHREMRE. BX
EZ{ER | {55 Microsoft Active Directory 3%,

ARSIk 5 EIE TR
BIZEMA BEEEM Active Directory WX HRGEEAM , HERUTHIREER

Amazon FSx is unable to establish a connection with your Microsoft

Active Directory domain controllers because the service account credentials provided
are

invalid. To fix this problem, delete your file system and create a new one using a
valid service

account.

R T SIREEE H R FIE
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1. BINERBATAFRBRENRSKFAFE | fIEBTEEM Active Directory EiiE i A

ServiceAcct,

/A Important
MARSKFAFER |, BNBEFHTER (corp.com\ServiceAcct ) EFER

( ServiceAcctecorp.com) o
W ABRS K BAF A ( CN= ServiceAcct, ou=Example, dc=Corp, dc=Corp. dc=com )
B, B 2R 2 #E T (DN).

2. TAIA Active Directory B 2 BB RRHIVRSZ K,
3. MREECHMEHNBRSKABRFAENNIR. RSKS AMEENHREIMARER OU # ol
MBIBRITENT R RFKFESAEDBERINITATIRE -
- EEFPH
« REIKFIZEANE AR
- WIEE A DNS EHBHEE
- RIUFBEARSERBHAIBE

BXRNAGEEFSERNRNBESKANESER , B5H [@ Amazon FSx IREF K~ Z MR .

RS KSR ERT 2

BIEMA BITEER Active Directory WX RGAM , HERUTHEIRES. .

Amazon FSx is unable to establish a connection with your

Microsoft Active Directory domain controllers. This is because the service account
provided does not

have permission to join the file system to the domain with the specified organizational
unit.

To fix this problem, delete your file system and create a new one using a service
account with

permission to join the file system to the domain with the specified organizational
unit.

BB T EFHEEH R FE,
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« BRECHERHUNBSKSRETAFHNR, RSKS LML RS MAREN OU ol
MBBRITEHXN R BRSEKFELAEDERPITUATERE :

EEEW

BR UK £ SR BV B A Zh 38
KIEE A DNS EHEHEE
KIEBEARS EHBFAIEED

BXRNAGEZEEFEBRIRNEBESKANESESR | B5H @ Amazon FSx IRE K Z MR .

REKFAEEEH
SIZEIMA BITEEM Active Directory WX HRELM , HETRUTHIRER :

Amazon FSx can't establish a connection with your Microsoft Active Directory
domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.

EFRIAA , FHNCRENBRSKSREERFAUMASNERITENHE, MREBTHEAR
# , O EREBNRFRSKS, . EAFNRSKSAUEFTNNHRE, BXESEE
F2 5 [ Amazon FSx BRI~ ZRIXER o

Amazon FSx FiEiFRIA LR E L (OU)

BIZ A BITEEM Active Directory IS RELMW , HETRUTHIRESR

Amazon FSx can't establish a connection with your Microsoft Active Directory domain
controller(s).

This is because the organizational unit you specified either doesn't exist or isn't
accessible

to the service account provided. To fix this problem, delete your file system and
create a new one specifying an

organizational unit to which the service account can join the file system.

BT STREEE H R FE

1. ¥1A Active Directory P 2 BB REHK OU,
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2. BRECEERENBRSKSRTFARHRR, REKS SMEEXFREMARNER OU F 42
MBBRITEHXN R BRSEKFELAEDERPITUATERE :

- EERG

BR MK /= SR BV B A Zh 8

KIEE A DNS EHEHEED
WIFEABRS A& FEIEED

R T oI 2 MM R IT E AL R AR HIAX
KIS E A RHRY8E

BXRNAGEZEFEBRNRNEBESKANESER | B5H @ Amazon FSx FRE K Z MR .

BRS5 K5 ToiE 1 R B A B4
BIZ A BITEER Active Directory WXHRAEXW , HETRUTHIRESR

Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is
because the file system

administrators group you provided either doesn't exist or isn't accessible to the
service account you

provided. To fix this problem, delete your file system and create a new one specifying
a file

system administrators group in the domain that is accessible to the service account
provided.

BREBLLT ZIREEE H R FE
1. BREIARBEABSHFENEEREASHN TS,

/A Important

RUAEHSHE , BNTEFFER ( corp. com\FSxAdmins ) is/EE
( FSxAdmins@corp.com) o

BOFERZENATDHEN (DN ) o AIDHBHRHN—MIF=2 CN=F
SxAdmins, ou=Example, dc=Corp, dc=com,

2. BREMANEEAASEENANHRENEERE QAN TE— Active Directory HH,
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3. MREBRIEHEBRASH , Amazon FSx 2= A Active Directory HH# Builtin
Domain Admins A, WMREAWBEHREER , AEFBERAEHMAHTHER |, NXARENIZH
RBH1ZE M.

MU 5% FSx TEIE Ao Mt 7 3
SIZE A BITEEM Active Directory X #HRELM , HETRUTHIRHERE :

Amazon FSx is unable to apply your Microsoft Active Directory configuration. To fix
this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.

BIE X RER | Amazon FSx RE# 1517 Active Directory 35i#9 DNS BRSSEsfEiR#I2s | HEXHR
SR Ih AN A S&HY Active Directory HiH, B2 , TR X4 RS 0IZER , Amazon FSx M FF T 5i5kYE
BRAETHRARE. BREUTTREEHFREE,

1. TRZEH Amazon FSx X RS H Active Directory B HIMEREFLEEE, BN, FHKHENA
W, VPC Z£AMM, VPC ML ACL FIFIZRHIZEM AEMN , BRENZBAFZATNERE
B,

2. 1R Amazon FSx J3 Active Directory BRI X H RSB ITEVNN RO TFERE , HER
AR BR R DA EL 5 IR

AR 35 bk = BY AR PR A [E 78

BIEMA BITEER Active Directory X HRG LM , HERUTHIRES .

File system creation failed. Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controller(s).

This is because the service account provided does not have permission to join the file
system to the domain with the specified

organizational unit (OU). To fix this problem, delete your file system and create a new
one using a service account with permission

to create computer objects and reset passwords within the specified organizational
unit.

BRECERENERSKFRTFRAENNR, BRUATSRIEEHFBERFAZ,

BEKFEDREEFUTNR :
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« WETFOIEMMBERMAXHRSH OU FHHIHEHI RAVIZHI
« EEMAMHRLEH OU FERLTIIR :

- BB EERD

« BERBBREINK F REUM B AR

- BIFE A DNS EHEMEED

- RUEEARS EEBINEED

- BEB (ZFEIR ) BIEMPBRITENNR

« WIFREANE A, RHR8E

.« BEBEUNR

BXRUMAGIEZESEBRRNRSKNEZFELR , FSH @ Amazon FSx RS K ZIRAUR .

RIBSEHHFEHAR Unicode F&F

SIZEINA BITEEM Active Directory WX HRELM , HETRUTHIRER :

File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and
create a new one

meeting the pre-requisites described in the FSx for ONTAP User Guide.

Amazon FSx 7 %% Unicode Ff&F. HIAFTERIBZSEKHEEE Unicode 7 , fIMNEZT /KT, XITIE
ALBZENSE , ERINELBHIEE, ¥R Active Directory RAEM M ERIAE 2 E Unicode F
o

WRIEEFE A Amazon FSx BRI tb4b R HI HAY R |, 7 Amazon FSx 121z F1R A =Bk ER Amazon
Web Services X,

MAERGA TERERIRRS

B TF Active Directory ¥R & 4 7 Z&1{t , FSx for Windows File Server X R & Al gE &3 A Bl B 45 1RA
Do EXMRAT , EUXHRELHTUATA , KFERETAMONK , HEEATRLXEM0 KK,

BEHRRSEE —FEREEMEUNY ERERE , &7 SAEM Amazon FSx ##l&. APl &
Amazon CLI iRIX L4 REEMBWHN Y EEE. XRBUERRS , FHUAXGRENREREEE
BN Available - iFiEE , WERTRFE/LD #FEET Ko
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HTZRHER , EXHREARESEABEERRRS , Sl :

« DNS BRS58% IP bk KK
« BREEFFIERY , RERDAAFENR.

- HTMEEZRZ (I VPC REATH, VPC MLE ACL 3% HREL B =& 315 5250 X E&
B ) , To3&15 18 Active Directory 1333 25,

( B> Active Directory EREE IR | {HSHFERH B TEER Microsoft Active Directory B 5t R 5
Ho R ATLAE A Amazon FSx Active Directory ¥ 1 T E#IAEH Active Directory ISMER B E EH
BEEANHEXLEESR, )

BREP—-ERBEBEZEFFHNH RS Active Directory LB —PNRZANSE , HIINE X DNS AR
SeR IP U ERRSKFNAFRBERIEB, EXEERT , BN EEBXRSRER Amazon
FSx ##|&. API 5 Amazon CLI EFFTENEES .

H th 7] B °] BE 7 E & E{A Active Directory BLE S5 , Hli0FE SR HIZFPF A IFRE DR VPC £
H, BER , EXUERT , CREXIUH —THRESEEXMHRE Available, R Active Directory
IREEEWE , &£ Amazon FSx BHl 8 FERREH RRAZLNZHRE A , HEE Amazon
FSx ##l&. API = Amazon CLI £/ StartMisconfiguredStateRecovery &%,

£

 MHRERBLIR : Amazon FSx L& 14 A DNS RS 2Rk E iy iR Hl8 o
NHREBRBHEIR . REKFEIELXK

MHRSEEEEIR  RENRS K. TEOR X HEREMAEH
MHRSEEEEIR | REKFE T EBEA T ENMAEF
MHRSHREEIR | REKF/FERGE OU

XHREGE B 1= : Amazon FSx Foi£15 0] DNS ARSS 28 s iE Y g 32 #i85 o

4 Amazon FSx Fi%5 Microsoft Active Directory 1Zi32 #I23sB HI25 B ER , XH RS FHA
Misconfigured A7,

BERRILER , FHATUTRE

1. BRENMEEEAVFN ARG BIRH RN RE.

2. A Amazon FSx Active Directory % iF T E i FIE B 1T EE Y Active Directory B £&1%
B, AXEZER , 5 Amazon FSX 5 B1TE XK Microsoft Active Directory &5 & /.

NHREGBEHIR | Amazon FSx JoA TR DNS BRSS 25 s Hi A9 HiR HI2R . 319
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3. 1£ Amazon FSx B #H| A EFEXHREBHITEER Active Directory Bt &,
4, EFHFXHZRSEBEITEEM Active Directory Bt & , BRI LA#E A Amazon FSx #&| A,

a. ESMERL , EBXHRE  REEBEEFNNHRS ; BAERXHREFAFEER
Mo

b. EXHREFMAEENEL , ERENELZ &I+ LHNEH,

& AT LAE A Amazon FSx CLI update-file-system &35 APl 4, UpdateFileSystem

NHREBEH R : REKSEILETR

Amazon FSx &£ 5% 8 Microsoft Active Directory B2 HIZR iR FIBF B2 L iEE., X2ENRRHMERS
KRR, BREZEER | 2R Amazon FSX 5B{TE R Microsoft Active Directory & &
Edi

BERREBHRAB , FITUTRE

1. BNEEANREBNRSIKS , SURIZKF Y IEBEIE,
2. REBET Amazon FSx %15 , A EBARSK/ K-S RIEEFT X RENEE,

a. HESMERKRL , EBRXHRE , A EBEEERNEEH RN XHFRLS,
b. EMHRSFMEENEL , RREBENSLZLET~HHERH,

&I LAE R Amazon FSx APl ##4E update-file-system, ETHMESZELR |, ES
Amazon FSx APl £#& UpdateFileSystem# #Y,

NHERERERIR | RENRSKS TR XHERE AR

Amazon FSx 73 5481 Microsoft Active Directory iR 4|88 B iE#E, X 2R NIREMN RS MK T
FXHREMAEFEE OU WigHh

ERREBHERAE , FATUTRE

1. [@ Amazon FSx IREIKFRINATENRE , BV EZEAENRNFRSK, . BXLBRENE
%S5 , 2% [ Amazon FSx BRE MK P EiRIR

2. REEAFVERSKFEIEFRXHREBTEERN Active Directory BtiE. &AL Amazon
FSx #2H|l A EHBELE.
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a. ESMERL , EEXHRE  RERBEEFNNHRS ; BAESIXHREFAFER
Mo

b. EXHRGFMAEENEL , ERBENELZ &I+ LHNEH,

&I LAE Amazon FSx API 3&4E update-file-system. ETHMEZELR | BS1
Amazon FSx APl & UpdateFileSystemH &Y,

NHERGEEHEIR | RSKF T EZBRHEMITENINAZF

Amazon FSx T3 5488 Microsoft Active Directory iR $I88 BV iE#E, XMER 2R N IBEN RS K
FERE L MASHNRXITEVNRE.

EREEHRAE , FATUTRE

1. RBIEABBRSS MK - 2 012 /] U it E AL A SR # AR SS K - o

2. ARFEBENY Amazon FSx Z#l& |, EAMNRSZIK - EH4REBHITEER Active Directory Bt
=,

/%\ Jﬁ\

il

a. ESMERL, BREXHRE  REAREERNNHRE ; IR R XHRSEFA]
Mo

b. EMHRSFMEENEL , ERENSZLET~ LHER,

il

& LAME Amazon FSx APl #&4E update-file-system. ETHMEZELR , TS
Amazon FSx APl £Z& UpdateFileSystemH &Y,

MRS ERR | RSKF TN EE OU

Amazon FSx &5 & Microsoft Active Directory 1SR #8522 iEH |, FRNREM RS K TG
EER OU,

BERREEHRAB , FRITUTRE

1. RBEMARS K RO LG OU MRS K,
2. REFERAFOBRSKFEEIERNHERSEBTEEN Active Directory EliE,

MHRGEBEHIR | REKSTEEBRMEMITENMAZH 321
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a. ESMERL , EEXHRE  RERBEEFNNHRS ; BAESIXHREFAFER
Mo

b. EXHRGFMAEENEL , ERBENELZ &I+ LHNEH,

&I LAE Amazon FSx API 3&4E update-file-system. ETHMEZELR | BS1
Amazon FSx APl £#UpdateFileSystem® Y,

1£ FSx for Windows File Server £z 2 PowerShell HEZa] &5

Al LAEF B E X PowerShell iIZf2EE T EEEA T Windows File Server X R 489 FSxo
F&

« New-F SxSmbShare 75 E £ @S kK

o BRI EGERIERITRENSIERS PowerShell

New-F SxSmbShare & & 2 @54 K

MBELEFERER , #FEAFMENEREENEES Amazon FSx XHR KRB , Amazon
FSx A% 31FH 1TiZNew-FSxSmbShare PowerShell 5% o

SERBME R A TR 7 32 — R FIXMITR

« 1T New-FSxSmbShare s SR F H4ME FSx XU REMNTFRE—MEH,
o BAILAMERA fsmgmt.msc GUI EXHRG LEIBHEZ, BXEZER , ESRFEA GUI EEXHH

o

| ok

BT EE A EB G RIS SR S PowerShell

SHFTEEA Remote IEZEFIXHREGENEEFRERERZ PowerShell, B ERHFEB N DR |
WA

E AR LUK IhEREE Windows T2 PowerShell iR , R A LUETEARREREN R, Fla , &
A[LLIET test-netconnection endpoint -port 5985 W%,

1£ FSx for Windows File Server L{#fixzf2 PowerShell HEZ 3] & 322
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NHRENETEARD RVFZRE PowerShell ZE#ZEFTE R A LGN

XHRENELANRE RFRO 5985 EHREMNAWEMAN | FEEE IR PowerShell £1&, BXE
ZER | FSFEAmazon VPC Z4£ 4,

YR1E Amazon FEE M Microsoft &z B MR A #h7Ez) B R 2 BEE T ABEE

E A PowerShell # & Kerberos & 33 iIEH Amazon FSx Remote , BEELAEZF i E AKER
B A AR, BXEZSEL , S Microsoft 3X#4 Configure Kerberos Forest Search
Order ( KFSO ) »

=X B EIEFE S PowerShell &8t HIE S K ib{b 5%

IREEE -SessionOption (New-PSSessionOption -uiCulture "en-US") @S HRIIUT
&% : -SessionOption

UTREXHRZE LB ZESL PowerShell i%-SessionOptiont A F AN KB,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption
(New-PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Entexr-Pssession -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -
uiCulture "en-US")

BELEEZTRAXSETRHAKX 2 XHRS EEBE DFS-R
ZAAXMETARX 2 XHEREFTZF Microsoft 7 AXHREES (DFS-R) .

ZUARMNHRGEELTAMEE  AESMIAXZASKRTR, FRASATRAXBEREESNMTHKX
RESTUAN. AXESER , FERAAMERAN S ARNZ I AXXHRLS,

FENELEDEHRRK

ZBRERRRSBXHREFHNELEIERERAY , SHRRBEECHBRE R,

BREESTARRETARX 2 XHRE ERE DFS-R 323
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FHAIEEMAW , AR Amazon FSx To3EHRIMXHER SR KMS 32224

FHEBREEMBEREXMK , AR Amazon FSx & TH RI XA R SH Amazon Key Management Service
( Amazon KMS ) In# %40,

BEEHR Amazon FSx B iAE Amazon KMS Z4AF sEiz (T EIRIR#E, FRAUTEERRZRAIHN
&) &,

- MR KMS ZHEACHIER , MAMERFN KMS ZEAMNZ R REFT XGRS, BXESZER , 75
FES 2 . NBOBIEXHRS., FIX4RETAE , BAUEHZRER,

- MR KMS ZACER , BEMER , ARENZHFHBEEMEBER, BXEZER , E5H
{Amazon Key Management Service FF & AR 3EF) P EAMNEZEAZH,

- MRFFRSWERENR , WAAFERAFH KMS ZANEZ B UBFIXHRSE. HIXGRETAHE , &
ALEHRZIRBER, BEXESER , BSHES 2 . NEDCIEXHRS,

- MRFHRGSATN , UMARESFSATH , AETREFSHEMEEZRNER,

- MREBEIZANRRS , MATEREMBARNNBE, EXEZEFEE , FZ5H (Amazon
Key Management Service FF X AREmE) PR FEREH, {EFNEHAG , BEHZHEMFEZE
B B Ko

BT B{TEEMN Active Directory BLE X , FHAESIBFEHRENER AN
RN XHREBITEEMN Active Directory £ FEEHRRES , FRAEHLFTHEIEMERAK,
EMRBENEERE RIS , BZAXARSGA TRES RIRS.

HTHEURBENTR , FRAEEMEAK

FRBEBEMBERRIY , BANHRENFLENREN 8 MB/s.

ERXARENELENREHED 16 MB/s , ARERER. AXESEL  WSHERFUED.
HURENEHE 8 MB/s K
B REM B AENERN 8 MB/s HFER KM,

LAEHEREEMBERSLEREELEN , TRSREIMER, BENFEREEFENREFTLEN
16 MB/s, BERFFHEBTEEMBERTR , REEHMZHEFULEDBERFER,

FHEAEEMAM , BN Amazon FSx ToETH B XA REH KMS =4 324
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https://docs.amazonaws.cn/kms/latest/developerguide/resource-limits.html

Amazon FSx for Windows File Server Windows fF 18
k& & 40 bR SR B 404 2| HDD XK

MNEDRIBNHRERNK , AR RUTHIRHER

Switching storage type to HDD while creating a file system from backup
backup_id is not supported because a storage scaling activity was still
under way on the source file system to increase storage capacity from less
than 2000 GiB when the backup backup_id was taken, and the minimum storage
capacity for HDD storage is 2000 GiB.

MEZRHBEC I FHERM SSD Bty HDD &It EE, NEDIRELXK , BREEIRE
NEDRERBANXHRE LMEEMNEESERN TN, EEMBER2ZE , XHREW SSD FHBE
KT 8/2 HDD XHREFIENRIEFMBE 2000 GiB,

EFRIFE , FHMITUATEZR

1. SRHFHRBEBEMERTR , XHREGEEDEE 2000 GiB 1) SSD FHEEE. AXEZER &
SHEEF#BTEEM.

2. WNXHRSEHTAFRKENZRD. BXESZER  FSREAASESED

3. FMAPRENZOZEEREEIER HDD FRHNXHRE, BXEZER  FEHALEZ®D.

FEIAREBHE
BWEAZERATEHANRERRERS , HENT —BHFE,
3
. BEMBYEAEX

- BRERNBEEIAEEXRT
- REEREIREHEFE MRS L1 Amazon FSx £H R RIBEEIZA

RENEBREITEX
EATHE—ERT , RENSHEIRBLWMIL -

« MREH 500 MEHEAR  WETRABEEEATENRREFEREZBNM , T—IEBXEEHLE
BRRFHBEER,

MRE & 4D B IF 1A S B LN S HDD KK 325
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- MRZFIEENZABERAERE , T —IMESEALFER - IS IRENELER , AIESR
HMBEEIADT 500 1

EANMERBETBTH . MENSHAEIBOEHEATE |, BERANHBOEHEN,
RITENERRAEREKRT

MHERG LW /O HERETE (HlW , ARNEERR HDD 7%, HDD FRAERBERIFML
RENARE ) WEES S B Windows Server MIBRFT BB EIAR , RACTEEA TR /0 e R B4
BRI, BERUTEW , FEIP L IR

- MRGEANRERFME , BEALSE FSx £H 2= Amazon FSx APl Y1 EIFEABENER T
., BXEZER , BSREEFMER,

- MXHREHELEEDEMBITAE TERRN =1,

- RTBRENSABERILATFHEN , ENBRENXHEREELSHE 320 MB WA AZE(H,

o BT XHERELTZRRSHZEHEEZ AT,

BXESEL , BEAYTAENIHRER,
TORERIL R E NERHAI RS LI Amazon FSx & =15 R B R EIAR

KRR ZHNITH. Amazon FSx ERITMENXHRE LERBSERIARES , A REERSEERX
RS F AR TEEEEARNZD

EE HER R REEE

ESHERRAENBERRARS , BT —&0 Ak,
£}

- ESHERRTEER

- EEHERRESIMIEN O

« MBRXMHE , XHERSE LR ZERREER

BATANSBERIRBELRT 326
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B8 IER R EER

REBENNWESBUERBR USRI |, 21T Get-FSxDedupStatus i UAEE &1 E S HIEMIBR
AR TERRS. MR—ADRSMELRY , WXHRENATRAEFEHERETET B,

ESHERRFELEAMHSEERLRRRAETZ,

* Microsoft 2 &FE 1 TB WEBHKIEE 1GBHWAN7F (HES 1 TB NEBHKIEELHE 300 MB +
50 MB IN7F ) o £/ Amazon FSx MEERRBESNHRENBTHENXBKNAE , HBARAE
BIREUBRHEHNBIEKR D

- EEHIEMRIBRELFER Windows HERERIA 25% AESEEE , XE®KENTEHE 32 GB REN
XHR% ,8GB IATEEHEMR, AFIERRULUEEN (EFATSE -Memory BaF T Set-
FSxDedupSchedule ) , EREFETANAFETELE 4 REMMEE,

- BULMEREEHRERBRELHEE , Uit —SREAFER, Hlm , BELUHRILR IR X HE
XHRBEXHRET , REREXRCHR/D XK PDAER, RMNEBCHEEEHERBRELEE
NEXHREABR/DWZERBEIZEIT,

MREEHEMBRELIERBNNETR , Al HE, SARFEEIMFLNSKIFENE | W
EREEBEMERITX AR,

MREEHEMBRELEEZARTRENE , HEELBRAXARE ENBERETEL , BLAFEHN
ESHERBRFELTRFEEE SR RTEEXEITK.

ESHERRESMNRERN O

NFEEREEEHREM RN XM RS , SavedSpace M OptimizedFilesSavingsRate WEENE
7 0,

EF#MECERES , SEBNNHRENTFREBEN , TS REXTER. BN RER T
RER , Amazon FSx 2EF# ML REPEUE LIV ESHEMRFL , ZIRSFHEN B#EET
BEIE RN E, FRAECELTRE , Amazon FSx FIRENXHREMES HBEMRIBR. FXxE T
ERENEFRLICNESEE  FSREEFEHREE.

BIBRSCHFE |, XHREE £ R ZE B R

ESRENRNTHTAZ , URBBRNBERESEHERBRTEZRNAE , BAXAHRE LHZEE
KR EEENRERARLIZEITES 2B K.

EEBIERRTEER 327
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AR R , FitHRENERBRAEXHEYBETERERELRER, WREIBELTRE ,
BRSO RR E W RIMRE M RIBRE, XEAUBREELREEETMRABTEHRNZME,

BRUATSRFURERELIRERN 5 54 EET.

1. ERITERBATESHIEME , &4/ Get-FSxDedupStatus @, Bxin ok EFMEHH
MELZER K BSREETENZHE,

2. BRUTIRRITRNRE N BDRE WAL ENRER 5 5HEE1T,

$date=get-date

$DayOfWeek = $date.DayOfWeek

$date = $date.AddMinutes(5)

$Time = $date.ToShortTimeString().Split(' ')[0]

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}
3. EEMRREMELHBRZERE , BitUREDLFHIE.
NHRGEHREREEE
XH RGN EERART S EE | BEHAR T A REN

B, BIMEEHFENBRIELEL. BXTHEXHERSEMR

Server 4 8E,

hE., XHREWEE S NUAK SR ER
BENEZ

{£8 , FSHFSx for Windows File

ES}

s MAERNXHREHELERMN IOPS RE ?

PILE 1/0 RMBEE 110 BHARXE ? AHAKRNME /0 5#E 110 FF ?
N ABIERAIME 110 RIK , CPU BIAFF AR NARS ?

TARRE? BNXHREGEFERTZSIORE? REQHBATHSREML?
BENENMENHELES —FEBS  BEBEFIHRSGENEED ?
BRVERERER , RAEZIEOW ?

HRERBHE 328
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TR E R X HRERFLEN IOPS PR 2

ELEREXMHRENELEN IOPS RE| , BREMEEFTHERISRMEKF R,

PI4E 1/0 MBE 110 B ARXR ? ATAKRHMNE /10 5#E /10 7E ?

Amazon FSx X RE B — N RSB XIS R , XERS B[EL WS 0@ 75 R X4 RS FFimiRE
BiE, XRME /0, XABFHBEAREAFEFREBZEHRBIENER. XHRSI[ESFTFR
ERXIRENHREBENERS. X2HE /0, TEREBET Amazon FSx X4 RS M EMEE

/0.
Network /O metrics File server metrics Disk /O metrics Storage volume metrics
E —— —
— - = —}=
— —— —
Storage capacity metrics

BEXEZEER , ESHEA Amazon B #E1ERR CloudWatch,

N ABMERBIMSE /0 RIK , CPU SIAFFARMDARS ?

N HBRS 2R CPU MR ARFXER T EMIENMERE , RERTEEXM4 RS LB R I8,
AR E T RIX L RE AT RES M CPU M FRIA =,

EE#THESRERBRELTERSBEERNT. EAMERESHERRFLNEE , UERERNFE
Ro Bl , EAILUFHLCRBIAH I EXRBE R NHREIT , RERELICH RN 44K/
R BIMNEBWHEERENBRELEEN EXHRENBKEINZRBEEZET. BXESER , F5
b B & BURMI ER.

WREERATETHRMNRERE  WARKERLRAFEFRIHXALAER , REEFET BIAFL
MEIEB R , B2 CPU MIARRE., AXEZEER , 55 (Microsoft 73X ) FHIX fr & ZE
RE T HRE B

WENXHREELERM IOPS R 329
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TARRE? BNXHRGEEATZORE? REQIBATHSREFL?

ETXHANIEABBELTRIERS , ARSRELEMEENS /0 BAH , EMARE BB Z R
o AT XFEXLETHERBRE | RT XHREATULERFNEEEESI | Amazon FSx B HHE — BRAY
RN ZRIEEESREMINEE , AT /0 MELE 1/0 B1E,

Amazon FSx &£/ /10 REHF , REFHIRARSEEFLEM IOPS , IS XH4HREHNEHEFN
IOPS FHEERTEEHERFN , XMHFRELRRKH , AU ELEZNXBEIEERFIFNRE (&
SERERE ) HEAXERY. BARAXHRENRERENSENBANESES , FSH FSx for

Windows File Server 1%£#E,

BELEZNMETE LS —RES , RFEEAXNHRENEED ?

FRMAEHEISEY FRRE , EAEERT SR XHFR

BEREMERTEENES , EHKIIN 514
B, BNMRTIREEUNERE SN XHRE AT RETTER

T
SGREFR. EAT—EEREEEFTEENK
BN THEABER,

il
[

NMRSHEBEENITEAEHTAE  AAETITEF2BE , BATRBEMERER N Z T EIZARK
MAARAERZEN, BER K MRSHEENIEARRHRETEAR , ARSIt E2EFEEEM
Bl RINBWERREUNERERESXHRS /TR (BLEMNELED ) RS FHSEMLE (BY
BinFEAE5M HDD t1#E) SSD 7 ) »

® Note
RUEVHRGEMHAREQHERE /0 HeERIR , H Ui A tEESE. .

- FERAREY BRI BRSENEEEHE W BINEEETEH R XFREMEE PATR

s NFZAARNHRSG , FHELT R, BHERRTAXTHEEHLSHEIRARER
MEMBHMESH., EHBEAENTAREERBEEE F XM RS IR RS
22 E#HITEZ , Windows Server IZ{THEIER SN ARELEFEE 110 BR. BXES
B, FoRAEEEHED.

BNERENER , HEZEOW ?

EXHRGEYT . EMRBAFERURTARXTATAN , RAARXHARESHATTAER, X
RetEA , BT T A

TARRE? BNXHREERTZLORE ? REQHBATHEREMNL? 330
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HZAAXEES , Amazon FSx 2B ERETHXPEEMEF —MERAXHRSER. WRXHER
SUEF HITRIARS M, Amazon FSx BE S HIAREBIZANHRSSR , LELTHFEATTRA
AHEIFEBE, EENXHEREHITAMEBN AN AN RENENER , ERTEEN AT A,

Be&
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HE8

ATHRETXNZXFHEEFHR Amazon FSx IRENSE,

EH
- REEENEZMRITR
« {# Microsoft 2 A X HREE#

REBENZBITX
FAVEWAEEH Amazon Backup NN XHRSGIREBEN MR, MREELLFER Amazon
Backup R EME ML HZ 4 , ML REHERNEHSE,

BHJE , Amazon FSx for Windows File Server S ES HRHONBERNBXRXBIHIT—RAXHERER
3. Amazon FSx 2B BEAXLEF R L RENREPXRERE, SEXBFAFBHRG , HILET
LARERT (TR 1D

ETR , 22U BBAEXZFMITNNARNEE. BEXZFOURREE XN BEITHE
Amazon FSx X RGE LHITRAFPBEI&H. M, TSI —R. 8A—R , &%, ZHAET
B E M PR 5 E R F R R 1D,

ZRRLTRLBYABEMENABAMS , FEZUTSH

- XHREG

« MITE DAY CRON THRIEN
- ZOREH (URNEMA)

- FRBEHRE

A% CRON it RIBRMWESES | 12 M Amazon CloudWatch F 8RB LI i+ R 5 =,
ZR R BEIR

M2 I i R 75 RAF1E Amazon Web Services = RFERU T &R,

REBELEHITY 332


https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/ScheduledEvents.html

Amazon FSx for Windows File Server Windows f 8/

L FSq
() g /

Amazon FSx for
Windows File Server

)

Amazon SNS

Amazon Lambda
CloudWatch

ZHRRBREPITUUTRE -
1. iZAmazon CloudFormation{&£ix 22 7 — CloudWatch =4, —4 Lambda B#. —4 Amazon
SNS BABIFI— IAM A, IAM B F Lambda EEEF Amazon FSx API £ /ERI IR,

2. EXRERE AR |, iZ CloudWatch B4RETE XA CRON EXHEREZET. WEHFARABRER
HWEMDEEES Lambda B , ZEHIFA Amazon FSx CreateBackup APl BEXRBHZ %

3. FMMEEBRFEH DescribeBackups RRIBEXHRENWNERAFBHZMIIER. AT, ©2HiBR
EURBHNZN , REHRETUHRIBHEEEN,

4. MRIGERENRE B RRIBANIED , WEHDEERR[KERDIFHEME Amazon SNS A&
E-HFBEAHER. NRHAKE K REcREEA,

Amazon CloudFormation #&#x

Lt #E R REH Amazon CloudFormation B31##® Amazon FSx BE X ZRMITKIBRAR. EFERAL
ARFE | BT fsx-scheduled-backup.template Amazon CloudFormation 4R,

EREIE

UTREEMNDFBHEENZMUNNBRIRZNIBIR, BERAZER %, EFHBZH , BW
Amazon Ik 7 s %4 —1NiE1TF Amazon Virtual Private Cloud ( Amazon VPC ) Z #1#9 Amazon
FSx X RS, BXUBXERFNELZEE , S HAmazon FSx Al

Amazon CloudFormation 1 4x 333
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® Note
KL RR T RAF-EHX Amazon REHNKE, BXEZER , BZHAEXXERSHEN
FMEERTE,

B3 BE X & RRF Rk

1. T # fsx-scheduled-backup.template Amazon CloudFormation #4x, &><#|Z Amazon
CloudFormation ##kHEZEEL |, {525 (Amazon CloudFormation A 1ERE) FHIE Amazon
CloudFormation 2% & £ 8%,

® Note

RINBERT , ZEREXERS ( BFHFELMILE ) Amazon ik . Amazon FSx
B BI{XEHER Amazon Web Services X3 aJ ., &% 7E 7 LAEA Amazon FSx B
Amazon XiBEZEBRAR, EXEZELE , H5% (Amazon Web Services —f#§%
Z) FH Amazon Web Services Xig Him = # Amazon FSx £8%

2. XNT2# , FEBFERNSBGIREXHRENE RN ERITE R ZBRSRERLTRIAME,

S ZRIAE iR
Amazon FSx XH#XR% ID TEBIAE BREZ OO XHREH XY

A& 1D,

CRON &1t XIE, 00/4**72* 1217 CloudWatch S4#Y AT [H]
* , ARETE & D H W ERRE
M2 IBZ D

BHREH (X) 30 REAFBHZMNX
¥, Lambda B ¥ < MHiBRiE S
LRXBHAFBIED.

ZHBEH AFitR& 5 XEZBHBMERE
Amazon FSx BEEEHI SN E
AR,
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4 MINE iR

FEA =3 RERERBERNE N Z MK
@A, MERIER L RE
SRIEBH,

B, - R 44 3t 1 TRINE FTiT5 SNS i@ &) & Fif
it

BEET—F,

FRTF , BT -,

EEEF , FRABINRE, YTOEREIRE , SUEIAERF G IAM iR,
pridzgnlfe JONIE gy Lo A8

I

&7 LATE Amazon CloudFormation 12 &1 & FVIRSHI P EF LR, BRIZEXRAR (5) 28A
£ %] CREATE_COMPLETE X7,

H ftb ik I

O] LAE A LR R 5 ROIEM Lambda BT 24 Amazon FSx X REHRITEELItHEH. X
HRE D FESHE A JSON F{£iE4 Amazon FSx BI¥i. CloudWatch {£i%44; Lambda BIZK
HYBRIA JSON M RF/R , He FileSystemId # SuccessNotification W{EREE3) Amazon
CloudFormation kB85 EMN S,

{
"start-backup": "true",
"purge-backups": "true",
"filesystem-id": "${FileSystemId}",
"notify_on_success": "${SuccessNotification}"
}

ERHM Amazon FSx XHRERHEZ M , iHEIE S —% CloudWatch EHMN, 7] LA
Schedule B RINITLLIRME | FHFIBRARCIEMN Lambda HWEERNBIR. EEERAT , ERE
E (JSON XK ), XTF JSON A , AFFEZHDH Amazon FSx XHREHNXH RS ID Bk
${FileSystemId}. B , F Lk JSON A H ${SuccessNotification} B#tH Yes = Noo

BFEHRNEBNEMEM CloudWatch E4HNE R R Amazon FSx B E XL itXI& 4 #& R 5 EAmazon
CloudFormation#ixy —28 0, EItt , NREMBRER | FASMBRIXLEH N,

H £ 3 335
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£ Microsoft XX H RS E &l

(® Note

FA1E WA Amazon FSx Z A X R3EI FSx for Windows File Server W AT A&, Bx
Amazon FSx ZT XM EZEE , ESHTHAEERAMN : RuAXMZUAXXHRS,

Amazon FSx X3 {# A Microsoft 2 RN X4 RS (DFS ) #ITEZANTHK (AZ ) WK REHE

DREBSZTHAXMNTALMNFAY, £HA DFS &4 , IUERNMN MG REZ BB EFHLKE. £
DFS B ZH , BAILL — M XH4RERENETNHRE , B I XHREERENZTAXHRS ,
TR F 343 v;ﬂ:ﬂl']}* N LBz A MEB R ANXHRS,

R DFS EFl2 8l , BMITU TSR

X Amazon FSx AI1#Y Step 8 HAIRRER L4,

. E— Amazon XA AE T AXFRERFDS Amazon FSx X RE%, EXUIBXHERENES
E8 ,BSRE3IL : FREBEANHHRE,

- BERFANXHRSEN TR — Amazon Directory Service for Microsoft Active Directory /i,
« BIBXHRERE , BIETXHREN ID, UEBEFEA,

ELUTESG | 89557 A I{AIEST Amazon FSx RiEESFERAETHAXA DFS & 2@ DFS £3%

¥, - -
g g
...... FSxa
o FSa

/4 DFS £l 336
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®%iE DFS £4

BABUBEAE—XHRES  EARKFEAEHF S - XHERS.

/A Important

BT %M A Microsoft Windows B T B ( dfsmgmt.msc ) FH DFS B Ul k& E FSx for
Windows File Server X# %4t E#y DFS &l

RE DFS &4 ( &1L )

1. BIHEHSEHIH S EEZDE A Amazon FSx X#HZRSH Microsoft Active Directory , FF A
DFS BT E, At , M (Amazon Directory Service BIE21g5rE) FEBLUTIE :
« T4 A Windows EC2 £
« F3HA Windows 3E45l

2. LIXHREERERHAKAR Active Directory AP B 9E#EZILH], £ Amazon 3£& AD A |, Ik
HFN Amazon EIRH FSx B R, EERBITEEMN Microsoft AD | XMNEEABMH AN EHER
R, RECEALSEENEHANEERANBEENE R

WRAFPESBMRHEERT DFS EENXBENANK R, £ Amazon F£E AD # |, lb4EFRA Amazon
EMNPARANEREEER, EENBTEEMNAD F | LtAFRYIREEEAREERAEER
DFS EENRAEHMANRK R .

BEXELZER , H2H (GEAT Windows £I89 Amazon EC2 AF#ER) FRYEREZ] Windows
3. T# fsx-dfsr-setu PowerShell p.ps1 B4,
4. ITFF “FreR” 8 H % APowerShell, M%IZ&Fi%#E Windows PowerShell,

5. ERALUTEESHEIT PowerShell I , RN RE 2 AIEI DFS £4| :

- DFS EHAMXHRNATR

« BEENMHRE LEFIN 4R ARMEEE (HlE0 Amazon FSx X4 REHHHEIALZM D:
\share)

« BEERSBEHCENEENEZH Amazon FSx XH RS H DNS &
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://s3.amazonaws.com/solution-references/fsx/dfs/FSx-DFSr-Setup.ps1

Amazon FSx for Windows File Server Windows f 8/

RE

1.

Example

FSx-DFSr-Setup.psl -group Group -folder Folder -path ContentPath -
primary FSxFileSysteml-DNS-Name -standby FSxFileSystem2-DNS-Name

DFS &%l ( 2 #iE )

B BB SR B H N EEEFIE I A Amazon FSx X # R4 Microsoft Active Directory , FF A
DFS EE 7, Hitk , iH5M (Amazon Directory Service BIRER) FEBLUTHRE :

« FEEH A Windows EC2 3245l

« FZA Windows SE4I

UNMHREEERAR AR Active Directory iF B0&E# R84, £ Amazon & AD #F , it
HFHN Amazon BIRE FSx B R, EERBITEEM Microsoft AD F | XMNEABEH AN EHER
B, REFEASEERNEHAEERANBENER

WHAPEXMRHMERT DFS EENRNEANK G . £ Amazon 3£E AD A | th4AFRN Amazon
ERNDHRANEREEER, EENBETEENAD F |, AP X TEEEEAREEHEER
DFS EEMNPRAVE AR A

BXEZEER , BESH (GEBET Windows X6 Amazon EC2 AAF#ER) AHIEHEZE| Windows
=4,

ITH “FFER” X8 H 5 APowerShell, M%|&R#i%#E Windows PowerShell,
MRRHSEF LM ALRE DFS EETE | EFAUTHESHITRE,

Install-WindowsFeature RSAT-DFS-Mgmt-Con

# PowerShell B R T , AN T & 0I2 DFS EHIAMI4R,

$Group = "Name of the DFS Replication group"
$Folder = "Name of the DFS Replication folder"

New-DfsReplicationGroup -GroupName $Group
New-DfsReplicatedFolder -GroupName $Group -FolderName $Folder

FRAUTHPTHEESE N XHRSEXBH Active Directory TTEHLHA o
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows f 8/

$Primary = "DNS name of the primary FSx file system"
$Standby "DNS name of the standby FSx file system"

$C1 = (Get-ADObject -Filter "objectClass -eq 'Computer' -and ServicePrincipalName -
eq 'HOST/$Primary'").Name
$C2 = (Get-ADObject -Filter "objectClass -eq 'Computer' -and ServicePrincipalName -
eq 'HOST/$Standby'").Name

7. FENXHRGEAMAERUT RS EEN DFS EFRENKR.

Add-DfsrMember -GroupName $Group -ComputerName $C1
Add-DfsrMember -GroupName $Group -ComputerName $C2

8. FAUTHSHENHRENARBEER (I D:\share ) A iNZ| DFS E#lH, LIRS ,
B file system 1{fEREERR , XERBEEARSBEREARLSE S — M XHRE,

$ContentPathl = "Local path to the folder you want to replicate on file system 1"
$ContentPath2 "Local path to the folder you want to replicate on file system 2"

Set-DfsrMembership -GroupName $Group -FolderName $Folder -ContentPath $ContentPathl
-ComputerName $C1 -PrimaryMember $True

Set-DfsrMembership -GroupName $Group -FolderName $Folder -ContentPath $ContentPath2
-ComputerName $C2 -PrimaryMember $False

9. FAUTHTEXHRE ZERMIERE,

Add-DfsrConnection -GroupName $Group -SourceComputerName $C1 -
DestinationComputerName $C2

NofHzA , INMNXHREEH N RESL 280 ContentPath IBEMNAR.
RN ERMEERIRE DFS iR ZE[H]

SETLAER DFS s B ZHEF — M XA RERENEXHRE , FE5 M XHRERENNZAXMHR
io Bt , BULEEETRSF[ELMAN B AR EBERARSSR. £HA DFS =M |, BN
RAERSHFLOHEEXHRS AR —NanBZEHE , than I‘EﬂEFE’JiAB'E#E’%%?%—IU\H}'Eﬁ:T?ﬁ%‘E
Z RS8R L. DFS A ZHH DFS f B ZHRSREE , XERSB[/AINTIRE DFS sv & =R X H
K A9 1T B K45 E 16 2 AR BLAY XA AR ST BR o

NRBEBIRE DFS & =[] 339
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NERMEBIRE DFS 5B ZH (Ul)

1.

10.
11.
12.

13.

14.
15.

WMRE R KRZ1T DFS & =PRSS S5 , 1B E A setup-DFSN-servers.template Amazon
CloudFormation #1xK /331 — X‘IHE—IFHEI’J DFS s & Z= A RS2, BXxBIE Amazon
CloudFormation &N EZE LS , 25 (Amazon CloudFormation AiFF#Em) FHITE Amazon
CloudFormation E%%'J’ﬁ‘.l:ﬁlliiiﬁ’ﬁ%o

Ll“Amazon ZERMNEE A" AR AFNEMERERE E—PFF3H DFS i B Z ARSI/ Z —-
BXEZEER 5 (GEBT Windows X6 Amazon EC2 AAF#ER) HHIIEREZE| Windows

$TFF DFS Management $##| 5. FTFAFFRFESL | 1217 dfsmgmt.msc. LLIRERITH DFS
Management GUI T &,

EREF , EREHBEER , AGRALNRSREFINE - DFS 8 ZRRS [ ITENS
W, REEET—F,

EEMRPRACECENGFEZRE (B coxp)
ERRBIRE  RAEREESNERZEMEBNR. EFET—

RIFEPBRINNWE T A GRZEEDT , RIFEH S A Windows Server 2008 i1 |, AfFiE
1:¥-F_$o

® Note
“Windows Server 2008 & =," 2 ip & Z2 8] Y F 37 7] LT,

REMAZRNRE , AFERFE,

ESMENTEZR TERMUENTEZE/G , RRERE , AREEFMNGEZE RS,
£ Namespace server Fi AR E RNV E = DFS A& Z= 8 IR S 230 it E VLA #ro
EREBIRE K AGERBENERREMEMER , REEEEE.

EEFARM , EREP W AE Amazon FSx XHRGE L XHHZR UNC B75 ( Hil0\
\fs-0123456789abcdef0.example.com\share ) fEAXHREFr , REEZRHE,

RN, EREFFRARZA Amazon FSx XHRE LW XHHZM UNC BF5 (a0 \fs-
fedbca9876543210f.example.com\share ) tERA XK B , RERBEE,

EHMXHREAF , ERBEE. MXARRERADEZENFAN XX BRIEN.
NEMIBBEZRAHNEIN R ZEERFERE=ATR,
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https://s3.amazonaws.com/solution-references/fsx/dfs/setup-DFSN-servers.template
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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RiE DFS an & 22 B L 1T i fE 3% () PowerShell

1. WRENERIZIT DFS e B ZRRS R , BFEH setup-DFSN-servers.template Amazon
CloudFormation #ix>k Bz —X @ E D] A #Y DFS tn & ZERFEF. BX 82 Amazon
CloudFormation ##ME ZE L , 52 (Amazon CloudFormation FIF¥ER) FHIFE Amazon
CloudFormation 2% & £ 8%,

2. LA Amazon é)‘ﬁ(ﬁ’]”fi RATRAFNEMEZIEL—SHhZHH DFS BB ZEZARZE\/Z— B
XEZER , 58 GERT Windows 32418 Amazon EC2 AAF#EE) FRYERER] Windows 3
@O

3. ITFF “FFHR” % H % APowerShell, Windows PowerShell HIl 7 FLE I 51 3k 1,
4. 3T7F Windows B E "X ( 6% T ) X¥ , PowerShellRAFEE “NEEBRAFMHET
5. WMREHLHLEEALEDFSEEIEL | HEAUTHOHITRE,

Install-WindowsFeature RSAT-DFS-Mgmt-Con

6. WMRMEEEEUMAE DFS v B ZE , MR LAEALLT PowerShell 5812 — N an & ZEE,

$NSS1
$NSS2

computer name of the 1st DFS Namespace server
computer name of the 2nd DFS Namespace server

$DNSRoot = fully qualified Active Directory domain name (e.g. mydomain.com)
$Namespace = Namespace name you want to use

$Folder = Folder path you want to use within the Namespace

$FS1FolderTarget = Share path to Folder Target on File System 1
$FS2FolderTarget = Share path to Folder Target on File System 2

$NSS1,$NSS2 | ForEach-Object { Invoke-Command -ComputerName $_ -ScriptBlock { mkdir
“C:\DFS\${using:Namespacel}”;
New-SmbShare -Name ${using:Namespace} -Path “C:\DFS\${using:Namespace}” } }

New-DfsnRoot -Path "\\${DNSRoot}\${Namespace}" -TargetPath "\\${NSS1}.${DNSRoot}\
${Namespacel}" -Type DomainV2

New-DfsnRootTarget -Path "\\${DNSRoot}\${Namespacel}" -TargetPath "\\${NSS2}.
${DNSRoot}\${Namespace}"

7. EHEDFS i AZRFRIERNMHR , AILEALT PowerShellii s, LWREROIER—INXHRX |, i%
SR S BRINRE U7 R e 324K A9 1T ESL A1 E @ 2 & £ Amazon FSx X4 R S,

$FS1 = DNS name of primary FSx file system

RRMEFERBIZE DFS B == H 341


https://s3.amazonaws.com/solution-references/fsx/dfs/setup-DFSN-servers.template
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows f 8/

New-DfsnFolder -Path “\\${DNSRoot}\${Namespace}\${Folder}" -TargetPath “\\${FS1}\
${FS1FolderTarget}” -EnableTargetFailback $True -ReferralPriorityClass GlobalHigh

8. &M E M Amazon FSx XH4RERMEIE— DFS v B ZRIXHR, MR EZX4RAITESE
PIFTEEEE S E Amazon FSx X#HREE , MEM]SEERRZXHRS.

$FS2 = DNS name of secondary FSx file system
New-DfsnFolderTarget -Path “\\${DNSRoot}\${Namespace}\${Folder}" -TargetPath “\\
${FS23\${FS2FolderTarget}”

W , BRI LER EREER DFS 8 ZR XX ZEBENTEXGIFRHRE. KRESFHITE
KBIE @ EE Amazon FSx XHREE ( MRENHREIIBEWEAN , WEMHEAXHRLE ) .

Blan | FTHFBFESE | A PowerShell, MFIERAFIEFE Windows PowerShell 21T TR,

net use Z: \\${DNSRoot}\${Namespace}\${Folder} /persistent:yes

ER 4 TR FSx ZAT AKX

NTHEHRSTARXNHREHRENS TAME , RIMNBUSTHXIBERHMA Amazon FSx X4
RORBTEBNET R, SHEMATHRERSEFERRN , NARERF N e 44 6 H &N
B

(® Note

ERATHEXHRSEHN DFS EFIRE |, BHBRMARIW Amazon VPC Z£4H RTIRRI VPC Z£
4B ASHFN B R F,

FER%FIRERMFSx Z2WAKX 342
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A 18 %

« API hixZ< : 2018-03-01
o BRWTXAEERT 2024 F£1 A 17 B

TRNET {Amazon FSx Windows F 1) MEEFE R, NEEXNXHEFMWBL |, &0 AT
RSS K,

TE

EFEMHEN 4Gbls REGHX

HRELBMTHES IOPS
RN EY < IF

T5# FSx B T
AmazonF, AmazonF
SxFullAccess, Amazo

nF SxConsoleFullAcces

s. AmazonF & AmazonF
SxReadOnlyAccess BB E
SxConsoleReadOnlyAccess
SxServiceRolePolicy Amazon

L

for Windows File Server for
File Server FELBRER 4
Gb/s KESHXNHREHNZRK
IOPS M 130K #£& % 150K ,
AHAEN 6 Gb/s RESH
XHERSEM 175K 25F 200
B, BLBEN 9Gb/s HE
SNXHREMN 35 TiREE
400K , L EN 12 Gb/s BIX
HRS5M 35 TiREE 400K B
FHARESES. BXEZE
B , B35 FSx for Windows
File Server 148E,

WS FSx B T
AmazonF, AmazonF
SxFullAccess. Amazo

nF SxConsoleFullAcces

s. AmazonF SxReadOnl
yAccess # AmazonF
SxConsoleReadOnlyAccess
BUR LA I BR SxServiceRo
lePolicy » ec2:GetSe
curityGroupsForVpc &
XEZER , BZH Amazon

B

2024 1 A 17 B

2024 1 H9H

343


https://docs.amazonaws.cn/fsx/latest/WindowsGuide/performance.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/performance.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
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Amazon
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Amazon

AT NEFXAERGEFEE
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FSx 3 Amazon £ E RN E
o

W5 FSx E#7 7 AmazonF 2023 12 A 20 B
SxFullAccess M AmazonF

SxConsoleFullAccess B%

PURINZ 84, ManageCro
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cation BEXEZER , S

I} Amazon FSx X Amazon £

e EE

W5 FSx B#7 7 AmazonF 2023 11 A 26 B
SxFullAccess #l AmazonF

SxConsoleFullAccess BUE

BURDIXPR, fsx:CopyS

napshotAndUpdateVo

lume BXEZER , BHSH

Amazon FSx X} Amazon &

REEHY EHo

W5 FSx B#7 7 AmazonF 2023 11 A 14 H
SxFullAccess #l AmazonF

SxConsoleFullAccess Bk |

w7 MR, fsx:Descr
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ation BEXEZEE , BEH
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REEHY EHo
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/managing-storage-type.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/managing-storage-type.html
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AN T R E R AL AL B
B3

WINT 3 SSD IOPS MEM X

S

M5 FSx ¥ 7 AmazonF
FEE BUR SxServiceRolePolicy
Amazon

I 55% FSx E# 7 AmazonF
FEE K SxFullAccess
Amazon

5 FSx E¥1 7 AmazonF
FEEBE SxConsoleFullAcces
s Amazon

FSx for Windows File Server
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REME SSD IOPS , &&™
i& 350,000 IOPS, EXEZE
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TS FSx 57 7 AmazonF
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B, fsxBXEZER , HS
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5% FSx %1 7 AmazonF
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/performance.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/performance.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/managing-provisioned-ssd-iops.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonFSxServiceRolePolicy
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonFSxServiceRolePolicy
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonFSxFullAccess
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonFSxConsoleFullAccess
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonFSxConsoleFullAccess
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/fsx-windows-metrics.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/fsx-windows-metrics.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/performance-insights-FSxW.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/monitoring-cloudwatch.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/monitoring-cloudwatch.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/fsx-vpc-endpoints.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/fsx-vpc-endpoints.html
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/kendra-integration.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/kendra-integration.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/file-access-auditing.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/using-backups.html#copy-backups
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/managing-storage-capacity.html#automate-storage-capacity-increase
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AND0 T M EFSERAE IP ik
TE . Um 1 R 89 2 5
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I 55 FSx Bl 25 Amazon
Backup
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Windows File Server X%
. BXREZEER , FEHEX
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B, BERZENE i,

WE , BRT EAKR Amazon
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B, BSREESFER Amazon
Backup 5 Amazon FSx.
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https://docs.amazonaws.cn/fsx/latest/WindowsGuide/supported-fsx-clients.html#access-environments
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/supported-fsx-clients.html#access-environments
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/self-managed-AD.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/self-managed-AD.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/self-managed-AD.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/managing-dns-aliases.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/managing-dns-aliases.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/walkthrough05-file-system-custom-CNAME.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/walkthrough05-file-system-custom-CNAME.html
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/supported-fsx-clients.html#supported-clients-fsx
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/using-backups.html#aws-backup-and-fsx
https://docs.amazonaws.cn/fsx/latest/WindowsGuide/using-backups.html#aws-backup-and-fsx
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AT RNEHEDY BEIH

ANTNEHEEAET BRRXE

i T X EE B2 ( HDD )
TFHERYSIF

W B0T Support X3 X4 1%
#i B9 ¥ Amazon DataSync

FSx for Windows File Server

KA T X EH A Windows 4%

SEBEFSHXE

NE , BALEEEHEE

R ZALIEKXIME FSx for
Windows File Server X &4t
WEMEED, BXEZER,
BSREEELED,

WM , B LUEEE®HE
SREVZE (LB MIMAE FSx for
Windows File Server X # &4t
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