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Management ( IAM ) X R, BEFEEZRATES :

- BFEM IAM B143751E Amazon Glue &R PR.
- RIBATETEL, HREEMZIT Amazon Glue Data Quality FE MRS A,

BXRUHATRA A Amazon Glue ELE IAM IR BENX IAM IXBEHFMLEA , i5Z @ Amazon Glue,

1£ Amazon Web Services Management Console #3 Amazon Glue i& & IAM X R

1.

&3 Amazon Web Services Management Console , R/E3TFF Amazon Glue ###l& |, Mt
A : https://console.aws.amazon.com/glue/,

ERFTFBRER,
£7 Amazon Glue HEZHFKST , EFRIRE IAM X R,

ERBEMEREF Amazon Glue R IAM B4 ( AEFAF ) - Amazon Glue
AWSGlueConsoleFullAccess HERBMMEIX L H G, MREEFHIZEXLENRFIAAER

ERIANRSAG , WS SR,

iij:gl: Next ( -F_i ) o

ERENEEMAFEEMN Amazon S3 HRINRER B, BIEL S H LRI LT N A FRIER

B &%

a. HEEESIHAT , EREEERFIHRNREA Amazon S3 i S,

b. ETX, EBEENEHNEZNECIEENNVNEEERE (#E ) ER2IEENR. Amazon
Glue BRBEIEF NV EFIEERE AR AE S IR B 475 IR KB

THRERT Amazon Glue H AR Amazon S3 i iNEYIX R o
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https://console.amazonaws.cn/glue/
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSGlueConsoleFullAccess

Amazon Glue

RAriEmE

BEF34EE Amazon S3 # KB IHENER ( R
B )

Amazon Glue Kihn......

BEWNBR. Amazon Glue T2 &1 54
BBRIATEM E Ko

EBEEREN IAM B ANBEK, B
XEZER ,BSHE (IAM AFERE) &
#9 Inline policies.

Amazon Glue A TR o & K
B : AWSGlueConsole <Role/
User> InlinePolicy-read-
specific-access- <UUID>,
f5140 - AWSGlueConsoleRole
InlinePolicy-read-specific-
access-123456780123 o

LA 2 Amazon Glue Fft in#Y P9 Bx 5% B 7= 451
, ZRE TR F XS E Amazon S3 I
B H R R AR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,
"Resource": [
"arn:aws:
s3::: DOC-EXAMPLE-BUCKET /*"
]
}
]
}

RE IAM R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies

Amazon Glue

RAriEmE

FEF34EE Amazon S3 KAV T R AR (1%
E)

Amazon Glue Kihn......

EREEN IAM BRFEANEKEKE, &
XEZEER ,BE5H (AM AFiERE) #
B Inline policies.

Amazon Glue A TR flap & K

B : AWSGlueConsole <Role/Use
r> InlinePolicy-read -and-writ
e-specific-access- <UUID>,
f5lzn : AwSGlueConsoleRole
InlinePolicy-read-and-write
-specific-access-1234567801

23 ,

LA 2 Amazon Glue Fft in#Y P9 Bk 5% B 7= 45
, %R AT RFXNIEE Amazon S3 i
BHIEBEHRIRR,.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:*0bject*"
1,
"Resource": [
"arn:aws:
s3::: DOC-EXAMPLE-BUCKET1 /*",
"arn:aws:
s3::: DOC-EXAMPLE-BUCKET2 /*"
]
}
]
}

RE IAM R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies

Amazon Glue AriEE

INERERE. ... Amazon Glue Kin......

T3 Amazon S3 HWELFRIMNR ( RiE) AmazonS3ReadOnlyAccess &
IAM policy, BETBREZEE , F5H
Amazon managed policy: AmazonS3R

eadOnlyAccess.

&F3 Amazon S3 T HRIMNBR (LE ) AmazonS3FullAccess FE& IAM
policyo ETHMEZEE. , 2 Amazon
managed policy: AmazonS3FullAccess,

7. BEENext( FT—%),

8. RNIEHIIKFEFEERIA Amazon Glue REAE., BRFZFARE—1 IAM &€ , Amazon Glue TR
TR EHAM Amazon BREHFHER. BEXEZEER |, 55 RAmazon Glue WRFZ AR,

o HBEFEIRA Amazon Glue FRE A AT , Amazon Glue 2EZEN BN
AWSGlueServiceRole B Amazon Web Services I~ FEIE—/NEHTH IAM &€& | FHH 1A
THEXR, MRENKF LB —18 N AWSGlueServiceRole B IAM & , Amazon
Glue 2 IXLREBEMMBMEAE,

» AWSGIlueServiceRole

* AmazonS3FullAccess
o HBERIE IAM AEE , Amazon Glue 2F1ZABIRENRIAAG , EF2RERFINFEMIR

R, BRECFACBEENAIE Amazon Glue WS ARG, BXEZER , BSRTH1 R
Amazon Glue AR 8I2 IAM policy M % 2 . 53 Amazon Glue 82 IAM B :

9. &EENext( FT—%F),

10. &g , RELERHONR , REEENAER, HENAERE , Amazon Glue £[E&
ERW B4R IAM X FR, EAILATE IAM 1285 R EF RIS SRR |, MikA https://

console.aws.amazon.com/iam/.

WM1E , MELRTHR T N Amazon Glue IREB&RIK IAM R, EEFHREH | RAEBIIERE Amazon
Glue Y Z <M M EAT Amazon Glue # Identity and Access Management , &5 Bh & R3I89
Amazon &R

RE IAM R 29


https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
https://docs.amazonaws.cn/AmazonS3/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazons3readonlyaccess
https://docs.amazonaws.cn/AmazonS3/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazons3readonlyaccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AmazonS3FullAccess
https://docs.amazonaws.cn/AmazonS3/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazons3readonlyaccess
https://docs.amazonaws.cn/AmazonS3/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazons3readonlyaccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/service-role/AWSGlueServiceRole
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AmazonS3FullAccess
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/

RAriEmE

Amazon Glue
IR

PELBERIZET IAM R , BALURZRUA T EBUAFF R EA Amazon Glue :

« Amazon Skill Builder 89 Amazon Glue A[’]

« Amazon Glue Data Catalog A|’]

¥ Amazon Glue Studio H1Ti&E

WMRIEE X Amazon Glue AT #L ETL , BRRAZ 0TS :
&

« ®# Amazon Glue Studio AFEE |AM IR

o W ETL ESFEMN IAM R

«  Amazon Glue Studio i%i& IAM X R
« ;N ETL EEEE VPC

&1 Amazon Glue Studio AFEE IAM IR

ZE A Amazon Glue Studio , AP AMAERIAE KT Amazon BRiR. AFSNEEBREERMIEE
Amazon S3 7. |AM policy M€ , LL& Amazon Glue Data Catalog X &R,

Amazon Glue BRSS R

Amazon Glue Studio £/ Amazon Glue RS WIRIEFNRIR. EBHNWAF ZEEXERIENE
REAR , MTAEMEA Amazon Glue Studio, & AT LL#EF Amazon Glue Studio A F
AWSGlueConsoleFullAccess EEXFK K REZEFR/IREN BE LK,

/A Important
BEZELMFEIEK BB WERBEKRRGFR , MN#—SREIX Amazon S3 77
f&#H Amazon CloudWatch BEHAM LR, B X Tl Amazon S3 Kl , BZHHEE IAM
policy : #{A$% F X Amazon S3 TZ4###Y 175 [ AR o



https://explore.skillbuilder.aws/learn/course/external/view/elearning/8171/getting-started-with-aws-glue
https://www.amazonaws.cn/blogs/security/writing-iam-policies-how-to-grant-access-to-an-amazon-s3-bucket/
https://www.amazonaws.cn/blogs/security/writing-iam-policies-how-to-grant-access-to-an-amazon-s3-bucket/
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71 Amazon Glue Studio &% B E X 1AM policy

&R LN Amazon Glue Studio 812 —MEEBR/NMXREN BE KR, ZRBEALUANKIJURETFE
RFNR, Sl BEEKEE , HEAULTES.

E# A Amazon Glue Studio API , i57E IAM X REVREREE R DIE glue:UseGlueStudio, fEH
glue:UseGlueStudio FAFEIFRIFTE Amazon Glue Studio , ENfEREE B K HER @ AP H 78N
TEZEBE,

BB ERIRE (DAG) B1E

» CreateDag

» UpdateDag
» GetDag

* DeleteDag

ESRE

+ SavedJob
+ GetJob

+ CreateJob
* Deletedob
+ GetJobs

» UpdatedJob

ESETHRE

+ StartJobRun

+ GetJobRuns

» BatchStopJobRun

+ GetJobRun

* QueryJobRuns

* QueryJobs

* *QueryJobRunsAggregated

AT ETL B9 1AM R 31



Amazon Glue

RAriEmE

BRIgIRME

* GetSchema

* *GetInferredSchema

BIEERE

+ GetDatabases

T RIRE

» GetPlan

RIRHE

» SearchTables
+ GetTables
* GetTable

TEEIRE

» CreateConnection
* DeleteConnection
» UpdateConnection

* GetConnections

+ GetConnection

PYREES (S

» GetMapping

S3 REBIRE

» ListBuckets
* ListObjectsV2

AT ETL B9 1AM R
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* GetBucketLocation

ZEBBERE

» GetSecurityConfigurations

M54

- CreateScript ( R[EF Amazon Glue FHIEHE API )

1A Amazon Glue Studio API
E 1518 Amazon Glue Studio , £ IAM X PREVIRERBE 52 7A N glue:UseGlueStudio,

EJ«XT/T\@'J':F glue:UseGlueStudio E@FEEEMERMEF , {8 Amazon Glue Studio APl T 2%
MINBIE, XERENHEEIE glue:UseGlueStudio Bt , REFLBE AT FIHE AEE APl BIF
R | ﬁ'ﬁ%%’fi IAM B PRAIEEE AN Amazon Glue Studio AP,

FiZRGls | FIHEMIREREE (HII0 , glue:SearchTables ) #3E Amazon Glue Studio API
Hit , EERBEENTCIIEESE IAM XBRF. WA, BAgeEFHLETIE Amazon S3 REBIRE , U\
EEERTH Amazon S3 IFRINBREF. AT REIFEERAXFF R Amazon Glue Studio, BIZ AT
CESRRELETES (NREE IAM EEEEZBRER ) WiHENE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"glue:UseGlueStudio",
"iam:ListRoles",
"iam:ListUsers",
"iam:ListGroups",
"iam:ListRolePolicies",
"iam:GetRole",
"iam:GetRolePolicy",
"glue:SearchTables",
"glue:GetConnections",
"glue:GetJobs",

"glue:GetTables",

AT ETL B9 1AM R 33
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"glue:BatchStopJobRun",
"glue:GetSecurityConfigurations",
"glue:DeleteJob",
"glue:GetDatabases",
"glue:CreateConnection",
"glue:GetSchema",
"glue:GetTable",
"glue:GetMapping",
"glue:CreateJob",
"glue:DeleteConnection",
"glue:CreateScript",
"glue:UpdateConnection",
"glue:GetConnection",
"glue:StartJobRun",
"glue:GetJobRun",
"glue:UpdateJob",
"glue:GetPlan",
"glue:GetJobRuns",
"glue:GetTags",
"glue:GetJob",
"glue:QueryJobRuns",
"glue:QueryJobs",
"glue:QueryJobRunsAggregated"

1,
"Resource": "*"
I
{
"Action": [
"iam:PassRole"
1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWSGlueServiceRole*",
"Condition": {
"StringlLike": {
"iam:PassedToService": [
"glue.amazonaws.com"
]
}
}
}

AT ETL B9 1AM R 34
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FIRANMBFETENR

BEMAENELERATFEEESHNEMMER (R, FiR, BA) EFRESREX , mMEFETES.
&AL Amazon Glue Studio 38 7%E i R Z#E it E £ A # Amazon Identity and Access Management
(IAM) A, IAM BEFTRA , FEXBRNFEKREIE (NEBHFRIZES ) . HR , H Amazon
Glue Studio R AB &R |, IAM 27 HiZ#iIneZ £ &Ik,

ERRBEMENZEERDTEEIE , BEABMIT LN FHFE AWSGlueServiceRole AR,
MREFENACEAEMBAN , WAFE IAM A RAETRIN iam: passrole XEHEEKE, BX
EZER , BSENADE N AWSGlueServiceRole* i £ & 82 |IAM policy.

/A Warning

MEABRNEILART iam:passrole NR , HELEZRTACEE , AR JELTER
REBHRIEIEANNE, BaNEEXREFIT , AEFATFEEEBLERAFEHER FIHBELIEAR
A PR o

MBLIEL 1AM SR OIRBBEFB R , WSHA TR the section called “E4 A543 IR HIE
RRLE,

Amazon CloudWatch X R

&I LLEA Amazon CloudWatch 3R ¥%#2 Amazon Glue Studio £55 , tt TE @ M Amazon Glue ¥
SRBHE  HERELEN IENIEENER. BRIAMERT , Amazon Glue EEREIE Bz &ix
B CloudWatch, BEXEZELR , 5@ (Amazon CloudWatch FAF1ER) S 42 Amazon
CloudWatch ? #1 {Amazon Glue FF X A R 1Er) FH Amazon Glue #5475,

Eija CloudWatch =4I mE4R , N5 E Amazon Glue Studio WAFEEUTHERZ—

« AdministratorAccess KE

« CloudWatchFullAccess B

« AEUT NS MNMEEXRK B E LK
 cloudwatch:GetDashboard l cloudwatch:ListDashboards , AEFZEFIEIR
 cloudwatch:PutDashboard , A& k= FIER
 cloudwatch:DeleteDashboards , LAMBRE &IE AR

AT ETL B9 1AM R 35


https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/WhatIsCloudWatch.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/WhatIsCloudWatch.html
https://docs.amazonaws.cn/glue/latest/dg/monitoring-awsglue-with-cloudwatch-metrics.html#awsglue-metrics

Amazon Glue AriEE

BEXFERAERER IAM AFNBRNESEL , 528 (AM AR PHER IAM A F AR,
B ETL ESFESN IAM X R

L I&EH Amazon Glue Studio BIEBESE |, ZESKALEQETHIBEEN IAM BE2HR, I
IAM A XRENRMNENERERFPRIEE  NEBALKNEBEIR , H15E Amazon Glue HIR.

NESCENACHBHRLTLFEFER AWSGlueServiceRole Frsk , LAMEH AL IE ¥4 Amazon
Glue Studio £/, #Hltn , BRI LN AEGHE N AWSGlueServiceRole-FlightDataJob,

AR R MR B AR R

Amazon Glue Studio F&4MEELBEFESHEANEMR, B, BIAMIGE B %% Amazon S3
FIE RN PR . AT AR KA |, IRMEXT4EE Amazon S3 BIRH B 1A BIXER.

« BIRBREE s3:ListBucket # s3:GetObject PR,
- BIEBEHFFEEs3  ListBucket, s3:PutObject M s3:DeleteObject MR,

WR%EFE Amazon Redshift (EREIER , MABTUNEBHNEREAE, £3 Amazon Redshift £

BEZTHNESSxHGS , EAIGREILR Amazon S3 #ITIRR 26, MRENESZETEE—/D
i, XEFIEFLEH  SBESFSEIM, EERRLFE , EUAFABSELS Amazon Redshift £

HAy  HEFEARNEIENEISAMENNE. BXEZEEL , i55H (Amazon Glue FF R A R 15

M) PHEHEBANBE Amazon Redshift,

WMRESEM Amazon S3 BN BIERE B IR , MEATANESER IAM BEH EFrERNNR ,
MG RXEHFRME IR, BXREZEER , 55 (Amazon Glue TR A RIER) FRYIZEIHIRE LA
7 R IR 6

MREHNBIEFEERERESFNERE | NEFEEEthe section called “fi i iE #2285 FT 75 Y R P R HY
HAER,

T BRAE S5 P 8 RO AX PR

£ Amazon Glue Studio # , A AERH B EFEZ MESHIBR. BEERNITLHIRE , BX4RE
glue:BatchDeleteJob PR, XFRTHEE glue:Delete]ob X FRKMBRESHE Amazon Glue
BHEA,

Amazon Key Management Service X R

WM REITRIT5 R A Amazon Key Management Service ( Amazon KMS ) 3 1T BR 55 85 i IN 23 #Y
Amazon S3 JRM B #5 , MFEREZ AR Amazon Glue Studio Bt EREE | MNFEES LS HE R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-programming-etl-redshift.html
https://docs.amazonaws.cn/glue/latest/dg/start-connecting.html
https://docs.amazonaws.cn/glue/latest/dg/start-connecting.html
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BiE, F5AREE kms:ReEncrypt., kms:GenerateDataKey # kms:DescribeKey R, It
N EFABEE kms:Decrypt XRFE LH K TEHEA Amazon KMS BF &4 ( CMK ) IZEH
Amazon S3 R,

£/ Amazon KMS CMK EX#INATH. BXEZFEELR , 525 (Amazon Key Management
Service FF X AR ¥EE) HH Amazon Key Management Service 2 - 2 £%4f ( CMK ) M
Amazon Key Management Service Ef1

{58 F R $EBR T AR A AR

MRIEFEH Amazon Glue BE UEESSFAERER G M EBIEESE , WEEHN A Fia1T Amazon Glue
ETL &AM L E AR -

s TEBHERHFFEERFER AmazonEC2ContainerRegistryReadOnly , A F 1A EMEF Amazon
Web Services Marketplace HJE#8S,
« glue:GetJob # glue:GetJobs XPR,

« Amazon Secrets Manager fXfR , A TR SEZE - EFEANEH. BXTA IAM XL , HSH
Example: Permission to retrieve secret values ( Rl : & RZABENNR ) -

R EH Amazon Glue ETL %797 Amazon VPC B9 VPC #5517 , M VPC #4%13% B&the section
called “N ETL {FSEE VPC'H IR HITEIE .

N Amazon Glue Studio iZ & IAM X R
B LB R Amazon EERAF , SIEAEHEERIBLAFRNESAE,

& Al LAfE | AWSGIlueConsoleFullAccess Amazon & I R IR # H Amazon Glue Studio #Z#l&
FTEMNER,

EQEEECHER |, FRE (Amazon Glue FF X ARIEEE) FM 7N Amazon Glue RE 812 IAM
policy B XM FZBWFITIRE, BIEFEAE FH Amazon Glue Studio AFFEE IAM R H#ERK 1AM
R,

£l
- fFERBEHINZE Amazon Glue Studio i F°
« AARBE R“AWSGlueServiceRole* i £ 812 IAM policy

fERATTIAL ETL B9 1AM X R 37


https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#master_keys
https://www.amazonaws.cn/kms/pricing
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_examples.html#auth-and-access_examples_read
https://docs.amazonaws.cn/glue/latest/dg/create-service-policy.html
https://docs.amazonaws.cn/glue/latest/dg/create-service-policy.html

Amazon Glue AriEE

KRB MINZE Amazon Glue Studio B F

%% Amazon Glue Studio ##| & B{E{7 Amazon AF #BHMEFIH RS ERRINR, &0 @ H
FoE IAM KBESRIRHIX LR,

& A P Kf i AWSGIlueConsoleFullAccess & KB

1. &3%Amazon Web Services Management Console , GBI LT MULITH IAM $#2#|A& - https://
console.aws.amazon.com/iam/,

2. ESMBEHED , %&ZF Policies (K)o,

3. EEXEMIIKRD , %P AWSGIlueConsoleFullAccess ZiB I EIXE, B LAER Filter EEMIE XK
ESRIFIERIEDIR,

4. %3 Policy actions ( REZIRIE ) , ARFIEIF Attach ( BiHD ) o

5. BREREREMHMMBINA,. BRI Filter ( kR ) REMERERMFEZIEALAKT
xR, FIERERNRMBHMEIWASTG , &#F Attach policy (B ISR #E).

6. REFEFE , ESTEHNSIRO MM EEMBRE,

A KB N “AWSGlueServiceRole* # & & 612 IAM policy
E 7 Amazon Glue Studio FIfE AN A BEE IAM policy

1. & XAmazon Web Services Management Console , GBI LT MULITH IAM $#2$|A& : https://
console.aws.amazon.com/iam/,

2. AHETEY IAM policy, AT SURMEIINE KK AIEFH IAM NECEKEE, &ZZ IAM policy :

1. #%$8 Policies , /5% Create Policy. #1R Get Started (FFaEH) A HI |, EFLIEE
SRIG %R Create Policy (BI2KE),

2. 7£ Create Your Own Policy 3 , i%£$% Select,
3. F Policy Name ((REEE ) , BA—NMETEBHEESZEME. ( 7k ) 7 Description (3EiR)
8 A 1 BR M 3R
4. 3 F Policy Document (KRB #) , BEAUTEXBAREED , R/F1ERF Create Policy (8
BRE) -
3. FUTHREHIFH MR “Statement” A TR KBS , ¥ my-interactive-session-role-
prefix B AMBES Amazon Glue B BRKXEIE A AR FTR.

{

"Action": [

AT ETL B9 1AM R 38


https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/my-interactive-session-role-prefix*",

"Condition": {
"StringLike": {
"iam:PassedToService": [
"glue.amazonaws.com "

BAUF R 5B = B AR A RE AR 51 89 ST B R

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"iam:PassRole"
1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/my-interactive-session-role-prefix*",
"Condition": {
"StringlLike": {
"iam:PassedToService": [
"glue.amazonaws.com "
]
}
}
}

}
4. BEXNEANRAFBRAXE , BEEAF

5. EBRLEEMHEEZKEN AF.
7 ETL E55ELE VPC

& B LAfE F Amazon Virtual Private Cloud (Amazon VPC) £ Amazon Web Services = R& B2 &8
BREXEPEELEME BBz ERFRESR (VPC) . A7 VPC HE3IRHIE Amazon &

AT ETL B9 1AM R 39
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Ro B VPC SEETREEECHWEBBEFOLAETHEAERNERNEL , BNEEFEARE Amazon B
A BEMIREHNASE., SR UEEEN VPC ; S LUAREH IP iSeE., fIEFMNHEERKH
F, MAXANLZLIRE, BALUNEN VPC PR EHLEEFING , S LUFER VPC EEEI A RN
T, H48 Amazon Web Services = EABTEHOWIEM, ERFENFRARNEIR , &7 AR A
ZMELE  BRELLEANNKZIGREH SR, BXEZEER , H5H Amazon VPC AFIER,

E R ERERRN , B UEEER Amazon Glue ETL 1£55 , £H#E VPC RiE1T. BHLFARFEFENN
THRALE VPC :

« & Amazon FIVEIEFRNLNEME T E, SHMEEBMN VPC FRERES T BT EHIERME,

- MBEHESEERR VPC BRXEFR/AE Internet , VPC RERAIE R P LE ik 554 ( NAT )
B

BXREZEE , F50 (Amazon Glue FFR AR ER) FHIREIE LT R BIFEF4H#,

£ Amazon Glue Studio FFF B £ 124

LB Amazon Glue Studio FFEEIEAR , IEERESRBE NETHK , LEEJLW #EEN M 5K
BFEAF BT RESHA

LATEp 9 A B a6 22 A & 3 2 F £ Amazon Glue Studio for ETL 4l A {# A& 12 4889 5F Y AR,
E3-
« N IAM AEEFNR

7 IAM B &R FRER
% & Amazon Glue Studio R fEHREIEAM £ REZH,

Ef Amazon Glue RERZIEAK  BFNBEEEFZUTERE

« 5 Amazon Glue B EFXRLHIT sts:AssumeRole 4 , MR EBEHITIFICERE , IIE
sts:TagSession BifEEx%K,

- BEEIEAR. Amazon Glue MIREXLFENATE API E#/ERY 1AM policy.

. ZBABKN IAMpolicy, RN ZAGEERBNEBECNELRAEZREIRER ST,

£ Amazon Glue Studio FFF/R&£iE4 40


https://docs.amazonaws.cn/vpc/latest/userguide/
https://docs.amazonaws.cn/glue/latest/dg/start-connecting.html

Amazon Glue AriEE

g, ERIEFACKN , BRI EiZASFMIRE Amazon FEE R (W
AWSGlueConsoleFullAccessRole ) , RENECRBRERINFKE , 73 IAM PassRole ZKEEZ N
%_/l\%m%o

5 Amazon Glue B EEXRFTENRE

BHEIRALER , BAIF sts:AssumeRole RMEZXREZILANABHNEEXRZHP, MREHN
LFEIRERE | BHATUERE sts: TagSession BE., MBERBITXLEE , NEBREFLETFF
B

Flan -

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}

BRELIEE AP BRIER K

LA ROIFRBEHR T £ ARFIEMN Amazon IAM X R, MREEEF AR | BUEBEUTHEN
REE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glue:StartNotebook",
"glue:TerminateNotebook",
"glue:GlueNotebookRefreshCredentials",
"glue:DeregisterDataPreview",

£ Amazon Glue Studio FFF/R&£iE4 41
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"glue:GetNotebookInstanceStatus",
"glue:GlueNotebookAuthorize"
iF

"Resource": "*"

BRI LAER LT 1AM KB R R4S E R ¢

« AwsGlueSessionUserRestrictedNotebookServiceRole : 12X 2 iE /NPT HE Amazon Glue BIRH
SEEHENER. AFAFNEBENERSERAPRBENEIERLE, LREEZIEH Amazon Glue &
I H M Amazon RS FH Amazon Glue BRFIEN E AR,

+ AwsGlueSessionUserRestrictedNotebookPolicy : 12t AP X BIERMER S P RERNEIZK
L2TFENNR. HEREETIFAEE AT AFEZEZR Amazon Glue 2FEABHNER,

f£i& B &R 1AM policy

UG BESAENEILAN , ZAGRNERERERSTE , WMEF—ARAUERMIEEA.
It , iam:PassRole NREER N HERKIENW —Z 2,

ERAUTREINEN A EEIEH K. FKSERNENKS , ARACLBEHRBRNENBEEN.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam: :090000000210:role/<role_name>"
}
]
}

Amazon Glue Data Catalog A’}

Amazon Glue Data Catalog RZEHNFHAMRE AR THEFHE. TR—IEEXNRS , TATEFH. IR
MHEZE Amazon ZHW THIE. EXEZELE , 5 H Amazon Glue Data Catalogs
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https://docs.amazonaws.cn/glue/latest/dg/components-overview.html#data-catalog-intro
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Amazon GlueiZ#| &M — AR AEKIEE EH,

Bl

&) LUGE F AR A2 0 B B/ 58 — 1 Amazon Glue #3E B % , EFH Amazon S3 I @1ERN BRI IR
Fo

EA#HED | B ER Amazon Glue &I & ITULTIRE

1. BB —NBUIRE

2. BIER

3. £ Amazon S3 HERN BIERIR

RIX LSBT |, R IIEH Amazon S3 FEEE N BIRBIREKIEFR Amazon Glue BiE B .

SR RIEBEE

EFBER , EEFKAmazon Web Services Management Console 73T FFAmazon GlueiZ &l &

HI}

EEH Amazon Glue &1 & SIZEIRE

1. 7£ Amazon Glue ##I& 7 , NEM K E %R Data catalog ( ZI#EE R ) TH Databases ( ¥z
BE)o
2. i%&# Add database ( FIBIEE ) o

3. H'RIEBEENEHT A WMAREENEN, EUE - iEH2F , RE URI ZEH Data
Catalog & FIRfEM . MREFTHERFEE , WA A BHIERE.

4. (ENE) . MABBEENHER,
RO EBIERE.

REL , LNINIEER Amazon Glue BHIEERET ENE—MUEE. SNFBEERETETRARE
FESRA, BAILATE Databases ( #¥5/F ) EHEHRPERBEEEY , RERERE.

IEEE

Other ways to create a database: ( BIEHKIEENHEMEE : )

ENINI 2 Amazon Glue #1802 T —MNEE |, BB EMA A Al eI BHIEE
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https://console.amazonaws.cn/glue
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- BALEACHEZFE NECHEBEERENR, EFEARRNEFRRERERE , 525 £ Amazon
Glue ZHI &P EANIEF

- ®AILAEA Amazon CloudFormation ##R. ¥Z# £H Amazon Glue Data Catalog #& R i 2
Amazon Glue &iRo

« BIETLAER Amazon Glue B AP| RERSIBHIEE,
EFH create BIERSERIEE , WEI AN Databaselnput ( £F ) SHRHEER,
fign

AT RHBIBA T anaE A CLI, Boto3 = DDL HRIFEAEHREREHMN S3 FHEHHHEE
flights_data.csv X3k E X &,

CLI

aws glue create-database --database-input "{\"Name\":\"clidb\"}"

Boto3

glueClient = boto3.client('glue')

response = glueClient.create_database(
DatabaseInput={
'Name': 'boto3db'

}

BREERFE AP BE3RE, SHNRENESER | BSH BIEE APL

RELR

ET—MBoH |, SRR - NRFFFEZRFMEENBEESD,

SR LA T RIS EE B R RENNR, 3 £ Amazon Glue 24|58 FEAKIER FiRE,
F2d, BIER

FEARSEF , H Amazon Glue ###| &2 R,
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https://docs.amazonaws.cn/glue/latest/dg/console-crawlers.html
https://docs.amazonaws.cn/glue/latest/dg/console-crawlers.html
https://docs.amazonaws.cn/glue/latest/dg/populate-with-cloudformation-templates.html
https://docs.amazonaws.cn/glue/latest/dg/populate-with-cloudformation-templates.html
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-api-catalog-databases.html
https://docs.amazonaws.cn/glue/latest/dg/console-data-catalog-settings.html
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£ Amazon Glue #ZH|&a® , NEMFE L HiEEFE Tables (T ) o

i%$E Add table (R MNR).

BN TE Table details ( RIFAEE ) FMARNER , REXRNE .

1t Databases ( B3 ) Mo+ , NTHRREREESR 1 PRIENKERE.

£ Add a data store ( FIMEEFME ) FoH , BRIARIERE S3 ERREKR,

¥ F Data is located in ( BIEMNE ) , %£$F Specified path in another account ( 5 —NIK = Y
EEBE).

7. EHFHREN Include path ( BEBER ) MAFERNER

© g bk~ w bh =

s3://crawler-public-us-west-2/flight/2016/csv/

8. 7 Data format ( HIEER ) #FoH , X F Classification ( 73K ) , %&#E CSV , I TF
Delimiter ( 2B8#F ) , %&$F comma () (5 (,)]. B&%EE Next ( T—F ),

9. RELERBENEN, FHENLTHRFEIEZNEMIER. EF Add column (M5 ). (B
REZER , FSH EREME) .
10. IBESIEM :

a. MWAZIHE,
b. XF Column Type ( FIZEH ) , BRINER T E&E string ( FR/FE ) o
c. XF Column number ( 5145 ) , RIANBERTE&ES 1,
d. IEEFM,.
1. RELEREFND XES|, ZWHA TR, BRI LEE | EFE Next ( T—F ).

12. ERPRERKRBHNREE, NR-FERBHFSTH , HikE 0E . /N , i§1E8F Back (&
B ) FRFEFEHITRE.

REL , BEFIOET —IRABNFHERBKIBIEE, FEIBNRFERE Tables (R ) EHIE
WA, SR SUER S ER PSRN ERENAR R,

EXEZEER , 5 £ Amazon Glue &5 R FEHAEK,
RET TR

IEEE

HEEXRBIEE K |, BRI LAFFATE Amazon Glue F4REES T, HSRERAMWETHI ETL 4
A, Amazon Glue Studio

i
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https://docs.amazonaws.cn/glue/latest/dg/schema-registry.html#schema-registry-schemas.html
https://docs.amazonaws.cn/glue/latest/dg/console-tables.html
https://docs.amazonaws.cn/glue/latest/dg/author-job-glue.html
https://docs.amazonaws.cn/glue/latest/dg/author-job-glue.html
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BRTEREFIE 2N EEHMB ETUERERRPENSE , 84

- BIERIEITIEMEF

s ERmEFIEFRINDFKEE Amazon Glue

- {#f Amazon Glue % API

« £ Amazon Glue Data Catalog #&4R

+ E# Apache Hive JT1Ff#

« f£f Amazon CLI, Boto3 SEIEEXIES (DDL)

LA /R4I5B8 7 a04a 5 CLI. Boto3 & DDL RIFEEHEFFEAMN S3 FETNHEE
flights_data.csv X #3RE X &,

BEZRBXM{AE Amazon CLI i S HIX . CLI Rfl‘@E“aws glue create-table --table-
input"{&AY JSON &%,

CLI

"Name": "flights_data_cli",
"StorageDescriptor": {
"Columns": [

{
"Name": "year",
"Type": "bigint"
},
{
"Name": "quarter",
"Type": "bigint"
}
1,
"Location": "s3://crawler-public-us-west-2/flight/2016/csv",
"InputFormat": "org.apache.hadoop.mapred.TextInputFormat",
"OutputFormat":

"org.apache.hadoop.hive.ql.io.HiveIgnoreKeyTextOutputFormat",
"Compressed": false,
"NumberOfBuckets": -1,
"SerdeInfo": {
"SerializationLibrary":
"org.apache.hadoop.hive.serde2.lazy.LazySimpleSerDe",
"Parameters": {
"field.delim": ",",



https://docs.amazonaws.cn/glue/latest/dg/add-crawler.html
https://docs.amazonaws.cn/glue/latest/dg/add-classifier.html
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-api-catalog-tables.html
https://docs.amazonaws.cn/glue/latest/dg/populate-with-cloudformation-templates.html
https://github.com/aws-samples/aws-glue-samples/tree/master/utilities/Hive_metastore_migration
https://docs.amazonaws.cn/cli/latest/reference/glue/create-table.html
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"serialization.format": ","
}
}
1,
"PartitionKeys": [
{
"Name": "mon",
"Type": "string"
}
1,

"TableType": "EXTERNAL_TABLE",
"Parameters": {
"EXTERNAL": "TRUE",

"classification": "csv",
"columnsOrdered": "true",
"compressionType": '"none",
"delimiter": ",",
"skip.header.line.count": "1",

"typeOfData": "file"

Boto3

import boto3
glue_client = boto3.client("glue")

response = glue_client.create_table(
DatabaseName='sampledb',
TableInput={
"Name': 'flights_data_manual’,
'StorageDescriptor': {
'Columns': [{
'Name': 'year',
'Type': 'bigint'
3, {
'Name': 'quarter',
'Type': 'bigint'

1,
'Location': 's3://crawler-public-us-west-2/flight/2016/csv’,
'InputFormat': 'org.apache.hadoop.mapred.TextInputFormat',




Amazon Glue

RAriEmE

'OutputFormat':

'org.apache.hadoop.hive.ql.io.HiveIgnoreKeyTextOutputFormat',

'Compressed': False,

'NumberOfBuckets': -1,

'SerdeInfo': {
'SerializationLibrary':

'Parameters': {
'field.delim': ', "',
'serialization.format': ',"'

}

iy

},
'PartitionKeys': [{
mon',
'Type': 'string'
1,
'TableType': 'EXTERNAL_TABLE',
'Parameters’': {

"EXTERNAL': 'TRUE',

'Name':

'classification': 'csv',
'columnsOrdered’': 'true',
'compressionType': 'none',
'delimiter': ', "',
'skip.header.line.count': '1"',
'typeOfData': 'file'

}

}

)
DDL

CREATE EXTERNAL TABLE “sampledb’. flights_data’

‘year® bigint,
‘quarter’ bigint)
PARTITIONED BY (
‘mon’ string)
ROW FORMAT DELIMITED
FIELDS TERMINATED BY ','
STORED AS INPUTFORMAT
'org.apache.hadoop.mapred.TextInputFormat'
OUTPUTFORMAT

org.apache.hadoop.hive.serde2.lazy.LazySimpleSezrDe',

(
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'org.apache.hadoop.hive.ql.io.HiveIgnoreKeyTextOutputFormat'
LOCATION

's3://crawler-public-us-west-2/flight/2016/csv/"'
TBLPROPERTIES (

'classification'='csv',
'columnsOrdered'="true"',
'compressionType'="none',
'delimiter'=",",

'skip.header.line.count'="'1",
'typeOfData'="'file")

8 B B T B0 P

E{TIRE, ®B#AMME (ETL) 4l , Amazon Glue 4B R BN EREEME. NRTEEREEN
Virtual Private Cloud ( VPC ) FRHZE1TES ( Hlan , HEHIEM Amazon S3 ##:E] Amazon S3)
MEEHTINANEE,

MBEZFEBEALEN VPC FWHRETES (FlM0 , #RFAEFMNPH JDBC HIFEFH K

&) , Amazon Glue FgBEHE MM EEZED , FERNISEE R FitEEE VPC P EMEIR,
FNEENEZOBLNEIEENTHHN IP HUBERRE—IE P Hit, FEREBLAE P #
ik, £ Amazon Glue E#EFEENZLENATEN NEMENEZEO L, BXESZEE , BZH RE
Amazon VPC , SAMEM JDBC E#ZFI 5# RDS $#EF# Amazon Glue,

WMEEH M VPC F M ERAELL 15 R RYFTE JDBC BiEF M. EMEM VPC WihF Amazon S3 , §E
—NVPC KinTi Ko MREHESEREETIR VPC HIRXETFRI LA Internet , VPC AERHLAERT M
i3t iR (NAT ) WX,

—MELSHF X LiHET R —IRREEH B —N VPC (AR FH), MREFEHEARE VPC FHBIEFME |
AT LA IT AT IR
« £ VPC WEFRHBIEFME. BX VPC WNENESZELR |, 555 VPC W EEA AR

£/ Amazon S3 BN FEFRLE. FTHEFD KRB MES , FMES 1 B Amazon S3 fiih
ERES 2 A

B EHA Amazon VPC E1#Z] Amazon Redshift 2B Z#EIEME R |, i3 the section called
“Bit i& Redshift”,

REXNHIEF AL 49


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
https://docs.amazonaws.cn/vpc/latest/peering/vpc-peering-basics.html
