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m, RFEEBEMERNETFREER ), BXEZEER , S the section called “ IDs AT
MQTT E K& F i Amazon [oT”,

HiRIEE MG
- BETRFESNRZILEDHEEREMEENRE,
- BAGRENEIRIEE

1.7.1

FTIhEE

 Greengrass E#ESRRMUEREMEN, REPIL AmazonNEMERFHHNEERK. BX
BEZEE , 5N FAEESRERSAHIUEK.

« Amazon loT Greengrass ¥ /8 Amazon Secrets Manager B|#&0M& & |, X FiE R
Lambda BN AT SAEABNEZR, SHEANEMIE, ZRTBSTHNEAHLINE, BXE
ZEE , BSH NBAHEIZL.

Amazon loT Greengrass /U E AR A 9


https://docs.amazonaws.cn/iot/latest/developerguide/life-cycle-events.html
https://docs.amazonaws.cn/iot/latest/developerguide/pub-sub-policy.html#pub-sub-policy-cert

Amazon loT Greengrass FRARER , BRA 1

i

SEFUEEHRELEED, BXEZEER , HS M the section called “BHEZEMHEN,
[REAMNRIRE , A1F Lambda ENETET Greengrass BREsVBER T&1T , HAWEREER
PRANNR, BXEZEEL |, 25 the section called “#2#%] Greengrass Lambda B ¥
1T

YRA] LAFE Docker &85 ( Amazon loT Greengrass £ Windows, macOS = Linux £ ) Fig
17 , HERM Greengrass AEENEFHITRB|ILNBERTET. BXREZELE , TS
the section called “ Amazon loT Greengrass £ Docker REgHIE1T"

w0 443 EERANARFEMUNE (ALPN) M ERIBEREN MQTT BE&L®R, BXES
fE8 , HSH the section called “Bid ik O 443 =M ENIBEHITIERE

SageMaker Al Neo JREZFI=1THT , ©X#FH SageMaker Al Neo SREZ I 4miFsR LA
BRF A, X Neo REEXEIEITHMEEL , 5 Hthe section called “ATF ML #EK=
TR A"

X #r7E Raspberry Pi #%/0i% % £/ Raspbian Stretch (2018-06-27).

RIEE Mt
EAMRERHEMEIRIEER.

EeSh  BEARASE R LA T Ih8E

1.6.1

#) Amazon loT &% Ni®X 28 Amazon loT Greengrass , fRAI LA ©REIE/RAY CPU 2243, &
RE BN IEFEBEEE R IT# Amazon loT Greengrass, BEXEZEL | HSH FHE
AT Amazon loT Greengrass V1 B9 Amazon loT % &M% &5,

Amazon loT Greengrass &[0 #. Cor Amazon loT Greengrass e SDK # Mach Amazon
loT Greengrass ine Learning SDK ‘@ AIEE L 5 T & CloudFront, EXEZER , HSH
the section called “Amazon loT Greengrass F &,

HIhEE -

£ Greengrass % Eiz21T Z# H/ 1B H Lambda AIHRITXH. EAEATF CHEFH C
Amazon loT Greengrass ore SDK £/ C 1 C++ 4§ E Lambda A 1TXH. BXEZE
B, {52/ the section called “Lambda #1734,

AEN A FHESET , TUEEF BN KAREXLEHEE ., B AN HERALER
MQTT HEMEBFHIZEE, BXEZELR , HS M the section called “MQTT JEEBAFI",
ERODREMARNNIREERAENEEEREMR. BXEZEER , $ZMthe section called
“Amazon loT Greengrass /0L & X fF"H Y mgttMaxConnectionRetryInterval &
.

Amazon loT Greengrass /U E AR A 10



Amazon loT Greengrass FRARIERE , A1
o EHlL /proc BZRHAMERIFRINE. BXEZELR |, BSHE HRIAMER,

- AEEMEABS. C Amazon loT Greengrass ore S A LA BE RiEMiEBENE, BXE
Z{ER , 55 R the section called “ELEE A HF",

HiRiEE Mokt

« $28 T £ Greengrass &/UH AR IRE MO Z B K H SRR,

« BATAEAFEN Lambda BEE R AEFMENITERR,
1.5.0

e

« Amazon loT Greengrass Machine Learning (ML) #EB I EER#H, ETLLFE Amazon loT
Greengrass R & LERAESHPHEBMIINGHERRITAME ML #E, BXEZER , B5H
RATHLERF S I,

« BRT JSON B4, , Greengrass Lambda BRI ER XI5 F —#H HIBBEENMA T EFEH
LLINEE |, BATHALKE Amazon loT Greengrass B & SDK x4 1.1.0 , A LAMAmazon loT
Greengrass B& SDK T E T HiZM A&

BIRIE S Mok
- BETEANTFSAZH,
- HE AT MRE TR,
« XTI, Device Certificate Manager Fl OTA E T E #9 M4 BE RT3 E M ot
- REHERIBE,
1.3.0

FTIThEE

* Over-the-air (OTA) B EEBL BRI EMN Greengrass EFESF. ZREREH /
greengrass/ota BRTHEIN, EXEZER , BSH Amazon loT Greengrass /5L
HH OTA E#io

o ISR R ZhEE U Greengrass Lambda BERG RIS RR , AABEIRBME, BXES
8 , SR FH Lambda BEURE 8515 9] A i R o

1.1.0

¥ThEE -
- ATLUBIMIBR Lambda BaL, 1TRMBECEREE S FHEHN Amazon loT Greengrass B4, &
REZEER |, 218 the section called “EEZE”,

Amazon loT Greengrass /U ERR A 11



Amazon loT Greengrass FRARER , BRA 1

« BX Python 2.7 A4\ , &% #F Node.js 6.10 F Java 8 Lambda iz {Th,

EMEBIMRAE A Amazon loT Greengrass X% |, HHITUTIRE
« FHEBM /greengrass/configuration/certs X#4XE#IF| /greengrass/certs,

- J§ /greengrass/configuration/config.json &#l%| /greengrass/config/
config.json,

- J&1T /greengrass/ggc/core/greengrassd M3k /greengrass/greengrassdo
o FFATBEIFAZ
1.0.0

DIES RN

Amazon loT Greengrass &4
Greengrass AR —R5&EBMAH , S0 Greengrass &4, &RFMITH, AATENKRETHE, 4l

m, —NMAFRRTEFRYN—F., —FHFEIEBENXT FM. TEERT ALK Greengrass AR
HeF,

Group definition

Lambda functions

~ E
_ .| Subscriptions
IoT Core : -
Greelr?;FaSS """
Lambda ... Devices

Core

S

Settings

H

@ Resources

ELEEAF

Amazon loT Greengrass &4 12



Amazon loT Greengrass FRARER , BRA 1

A : Greengrass HENX

BXRAFEMAHNER
B : Greengrass Hi& &

XEESaE

+ Greengrass A€,

o UEP AR LA RN i E R E
- Greengrass Z/NEEE R

« BRI\ Lambda Z1TRIHRNE, BXEZEER , 1551 the section called “FE4H F1& & Lambda B %}
HERIAR BRI,
« CloudWatch M BERE. BEXEZELE |, iS5 the section called “FlFA Amazon loT

Greengrass H & 1T

C : Greengrass &/

X% Greengrass #%/0:HJ Amazon loT RE (8% ) « BXEZELR , 1S the section called “Bt
B M Amazon loT Greengrass %’

D : Lambda E#E X

B EAR#IZ1THY Lambda BRBISIR |, @ EXxBNEERIE, BXEZER , B5H 2174
Lambda B %,

E:iTHEENX
AREEA MQTT EEHTEEWITHEYIR, TREXT :
- SHERAHE BHF. EMUREFHIZRE. Lambda BKE Amazon loT Core, E#E2 R4 ith 5
T RS
- AFHEEENEE,

EXEZEER , i5Z¥ the section called “MQTT HE/EE TERTHIEEIT,
F:EEREN

Bb LR THIERSBRNIIR  SEXBNEERE. AXESEER , BEH CAEESRERS
M ILEK

G:RBEENX

J& T Greengrass 4 Amazon loT WEY ( MABFHRFHRE ) HIIFK , ARHEXHNEERK
. BXEZER , ES M the section called “FHYi&%E Amazon loT Greengrass”’s

Amazon loT Greengrass &4 13



Amazon loT Greengrass FRARIERE , A1

H: ®BREENX

Greengrass &/ E AR, NSEFEIRBENZHRRENIIER , S EXRNEELRE. EXES
B2, BZABRAM TR, PITHSEFIHENSEATEIRZ .

EEBESS , Greengrass AFE X, Lambda E¥, E#Es. ARMITHXNEF B OEEZEP, EXE
Z{ER , 55 H & Amazon loT Greengrass &4,

YR & Amazon loT Greengrass
Greengrass A LB EFMAEEMIZE © Amazon loT
Greengrass &/

Greengrass N2 — Mz TR/ OB Amazon loT Greengrass Hig % , EATEERSEEE
&, Amazon loT Core Amazon loT Greengrass A% A B2 Wi ZiE$ , A T3 1T Amazon loT
Core B RIE, ©H—MEZE M Amazon loT Core SEMERFH —15%B ., Greengrass Az
{773 Lambda Z1TRt, SPEBRIEM IP it BREZES , AF Amazon loT Greengrass 6 RS %1% IP
wHEE , NTIATEFHREREBIAAHEANROEZEFER. BXEZEL , B3 the section
called “Bti& M Amazon loT Greengrass ¥,

(® Note
—/N Greengrass A %R FEE — Mo

EPiRiRE

BEPIRRE (B NBMiZE. Greengrass REFHIREF ) =BT MQTT E#ZF Greengrass #%
DHIRE, B BSHWATF Amazon loT Core BRI RIEH, ®EZ FH Amazon loT
Core IMERFPMEKE . FFIRIHIZE A LUETT FreeRTOS HEA Amazon loT & F £ TETH
Amazon IoT Greengrass X3 API , SUREVA TEEMEIUERE — Greengrass & O RKIE
Bo ETHWNAER Amazon loT #2415 7N HAZEMEEE 7 iwik % Amazon loT Greengrass
&2 fthe section called “/E3R 4 : 5 Amazon loT Greengrass HAFNEFIHIRBERE", HE ,
XA AFER N EHABNEE R P iRZE W R Amazon loT Greengrass , i [% (Amazon
CLI #$3#) create-device-definition®#J, Amazon CLI

£ Greengrass B4 H , BALGIRITE , ATFEFFIRRZFET MQTT SE84A K Lambda B,
EESRNHEMTEF B UAR AU E FRSHITES. Amazon loT Core MQTT JH B &% E#%

F#9i&%& Amazon loT Greengrass 14


https://docs.amazonaws.cn/freertos/latest/userguide/freertos-lib-gg-connectivity.html
https://docs.amazonaws.cn/cli/latest/reference/greengrass/create-device-definition.html

Amazon loT Greengrass FRARIERE , A1
Do MRBODREBEXAECNEE , ERHREFATBEIRBNEZREHTEF. BLRRERNPFR
—  BEETHEEHERN DGR  EKEKRR, BEl, — Greengrass A& Z a2 & 2,500
MEFIRRE, —MNEFHRRERZSAUR 10 MUK A,

® Note

OPC-UA R—HM AT T UBEFNFEERIRIFE. Z1 Greengrass W& LKIFT OPC-UA
W | YRATLAE A Y BE P EREEE, SiteWise TS TR & HIEM OPC-UA RS2
RIEB|HRHE=EME. Amazon loT SiteWise

TRERT7TXERZRENMERMA,

Certificate o Q

loT Policy ° Q
loT Thing o Q

Sensor and/or

Device use Gateway Actuator
R loT Greengrass Amazon FreeRTOS /
Core Software loT Device SDK

e © L
membership
Functions outside a
Greengrass Group

Amazon loT Greengrass &/ &ZF P FEERMLIE :

FH %% Amazon loT Greengrass 15



Amazon loT Greengrass FRARIERE , A1

« /greengrass-root/certs PR LRZIEH, BE K BORZIIPHENR
hash.cert.pem ( |0 , 86c84488a5.cert.pem) » L#/UiEREEE| Amazon loT Core H
Amazon loT Greengrass IRSAY , Amazon loT BEF isER T RHITHE S HRRIL,

- /greengrass-root/ggc/var/state/server Y MQTT lRFEFIEFH. MQTT BREFJ|EBE R
server.crt. LLIFFA T MQTT BR5 85 ( £ Greengrass #%0» £ ) # Greengrass iR & Z [BIHY
HEHAKIE,

® Note
greengrass-rootzx C Amazon loT Greengrass ore B EBIR R LN T EER, B
L

¥ ,X& /greengrass B,

SDKs

LA Amazoni2tBI WA SDKs A T A Amazon loT Greengrass :

Amazon SDK

A8 Amazon HH4F X T ESHWETS{EM[ Amazon REXEMNNMARRF , 1% Amazon
S3. Amazon DynamoDB Amazon loT, Amazon loT Greengrass, %, & ST Amazon
loT Greengrass , A LAEEER Lambda B FEA Amazon HHEF R T ESEZERBRAEM
Amazon k%, BXEZEL , 155 Amazon SDKs,

(® Note

FIREMIEE T Greengrass K IR{EtE AIE APl Amazon SDKs #MH# %], Amazon loT
GreengrassAmazon CLI

Amazon loT BEZHHFAXITES

Amazon loT i&% SDK A #Bhi& & iE#£ %] Amazon loT Core Hl Amazon loT Greengrass. BXE
ZER , 5ZH (Amazon loT F X EHEmM) SDKsHKIAmazon loT &,

iR % o] LUE B 4E Amazon loT 8% SDK v2 F AR %L I Greengrass AHVEREE R, &
BEERaE

- BFURIR%E IDs FIB M Greengrass BFH K — 1.

SDKs 16


https://docs.amazonaws.cn/greengrass/v1/apireference/
https://docs.amazonaws.cn/cli/latest/reference/greengrass
https://docs.amazonaws.cn/greengrass/v1/apireference/
https://docs.amazonaws.cn/iot/latest/developerguide/iot-sdks.html

Amazon loT Greengrass FRARIERE , A1
o BNEMA Greengrass /O IP ik, XL HFR IR OIR o

« A CAIEPE , BEFERAZIEBSROFITNEMEHRIUE, EXEZEE , HSH the section
called “iFFIEETIERE

(@ Note
£ Amazon loT & H v1 A SDKs , RE C++ #l Python FAREANEN XX,

Amazon loT Greengrass B UEBHFAXTES

Amazon loT Greengrass B /U BT & TE S Lambda BHEEEHE 5 Greengrass #Z/U0XRE, [EZA
WEFRESEHHEE, EXAMEFREXE Amazon loT, FHREMEZER Lambda BRI
EHBRER. AT LT ESH Amazon loT Greengrass #%/0 £iz21TH Lambda HEER. &

KREZEER |, i35 Amazon loT Greengrass U E4EF X T EH,

Amazon loT Greengrass Machine Learning

Mach Amazon loT Greengrass ine Learning SDK £ Lambda BR¥XEE &£ F 1E R M85 5 ) B IR S
£ % Greengrass B/OUMHEEF I EAE, £ Amazon loT Greengrass #1217 H SR #th #EE R
FRXEM Lambda HBEALRBRBEFRTERD, BXESZEE , 182 Amazon loT Greengrass
Machine Learning,

XEFHSE A MER

LATR#%IMF5H T Amazon loT Greengrass Core B4 i3 F A MER,

(® Note
B LAM Amazon loT Greengrass #& /U4 T 8 T 8 Amazon loT Greengrass /D E

GGC v1.11
XEFENTA:

« 31 : Armv7I
o BERS : Linux
« BERS : Linux (OpenWrt)

FENTEEMER 17


https://openwrt.org/

Amazon loT Greengrass FRARIERE , A1

« ZR¥J : Armv8 () AArch64

o BERS : Linux

- BYERS : Linux (OpenWrt)
« B3 : Armvel

« BERS : Linux
- Z2¥J : x86_64

o BERS : Linux

« Windows, macOS # Linux & A LLfE Docker Amazon loT Greengrass B2z Hiz{T. BXE%
§8 , 2 the section called “ Amazon loT Greengrass £ Docker B2 HI1z1T"

ER:
- E4> 128 MB W& ZE [ Al Amazon loT Greengrass B§E M. MREBE[FEH OTA EFHL
= | MZ/MEK 400 MB,

- 2Bt4s Amazon loT Greengrass /UM RIK 128 MB RNfF. BERAMEESRG , &%/ RAM i
198 MB,

(® Note

WMEREFEH Amazon loT #3515 LAY “BRINBFARIZE” TR A Greengrass 4 |, AR
INERT&EHEEREERS.

* Linux R&ARZA
- FEMEA Linux RZIRA 4.4 HESMA S BEX#F Amazon loT Greengrass £ B 251517,

- FEMEA Linux NEZIRZA 3.17 RESMA S BEXFF Amazon loT Greengrass TR RRIEIT.
HEEH , Greengrass AR ERIA Lambda BN A BRI ATREN L RE. BXUWHA , HSH
the section called “FE4A & & Lambda BEBRIABBRIL

« GNU C E (glibc) RAx 2.14 RESERA. OpenWrt Z1TAREE musl C FEARZ 1.1.16 E SR
K,

« REEMMFRE /var/run B,

- /dev/stdin, /dev/stdout l /dev/stderr X#HAME2 AT,

o MMTEIRE LB FAEEENREERT . B0 , Amazon loT Greengrass REEMFE - iFREER
ZEEATET,

o MAIEIRE EBAUT Linux AEE :

XEFHFAEMER 18


https://openwrt.org/
https://www.gnu.org/software/libc/
https://www.musl-libc.org/download.html

Amazon loT Greengrass FHARIERE | KA 1
- WEZER:
* CONFIG_IPC_NS
« CONFIG_UTS_NS
« CONFIG_USER_NS
 CONFIG_PID_NS

« Cgroups :
« CONFIG_CGROUP_DEVICE
« CONFIG_CGROUPS
« CONFIG_MEMCG

RS FE cgroups. AR ERIZIT Amazon loT Greengrass B , EEHZATER :

- B E A HEE memory cgroup LA Amazon loT Greengrass % & Lambda EREHI A
7R

- MREAEERHFFRIFRNRH Lambda BIEITFF #0018 % LB Amazon loT Greengrass
X, N ATE R HLZEIZEZ cgroup.

- Hith:

« CONFIG_POSIX_MQUEUE
« CONFIG_OVERLAY_FS
« CONFIG_HAVE_ARCH_SECCOMP_FILTER
» CONFIG_SECCOMP_FILTER
« CONFIG_KEYS
+ CONFIG_SECCOMP
+ CONFIG_SHMEM

« Amazon S3 HYRIE+H Amazon loT AMFETFREEEEEF,

- BR T EZXH Amazon loT Greengrass UORHERFERIN , REEBEEE Java 8 ZTRMNE
2> 70 MB B9 RAM, &7 Amazon loT 4| & L FEABRIAFEARET N , BEEEERRIAL
FEARS, OpenWrt KITHRAZIFEEEESR,

o RIBBEEARMIZITH Lambda EEFTER Amazon Lambda IZ{TETIRE X IEME, PRENELS
MEREZO LEHFINE PATH R B ER, RO LA ALZESNE,

- EATEA Python 3.8 ZTATHIBIEEY Python iRk 3.8,
- BEATHERA Python 3.7 Z{TETHIEEH Python iRA 3.7,
=50 REM T £ Python 2.7 TR EEREY Python IRA 2.7, 19



https://en.wikipedia.org/wiki/Cgroups
https://docs.amazonaws.cn/lambda/latest/dg/lambda-runtimes.html
https://www.python.org/
https://www.python.org/
https://www.python.org/

Amazon loT Greengrass

FRARER , BRA 1

- BEATEMA Node.js 12.x ZTAITRIBEH Node.js hRAS 12.x,
- EATEA Java 8 BITIRMVEEK Java lRZA 8 BHE &R

® Note

BAHFZEHE OpenWrt X1ThHR EIZ1T Java, B2 , MMREH OpenWrt fRAZ 1%

Java , MIATLATE

Bk LZ1TH Java /R EM Lambda B, OpenWrt

A>x Amazon loT Greengrass X#F Lambda TR EZELR , FS . =744 Lambda

HH

« (OTA) EFREBEELLT shell diBover-the-air ( =2 BusyBox 3 )

wget
realpath
tar
readlink
basename
dirname
pidof

df

grep
umount
mv

gzip
mkdir

m

1n

cut

cat

/bin/bash

XEFHFAEMER
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https://www.nodejs.org/
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html

Amazon loT Greengrass FRARIERE , A1

GGC v1.10

XENFA:

- 28 : Armv7I
- BERS : Linux
« BERSK : Linux (OpenWrt)
221 : Armv8 () AArch64
- BERS : Linux
« BERS : Linux (OpenWrt)
- ZH : Armvel
- BERS : Linux
- Z2H3 : x86_64
- BERS : Linux

« Windows, macOS # Linux ¥ & 7] LAfE£ Docker Amazon loT Greengrass AesHia1T. BXEZ
f£8 , 3 H the section called “ Amazon loT Greengrass £ Docker B85 & 1T

ER:
« £ 128 MB #{# Z8 A AT Amazon loT Greengrass Bt BB FEHR, WREEMEH OTA EFHK
| N&/MEFR 400 MB,

- 2Bt Amazon loT Greengrass /U RIK 128 MB AfF. BEAMREESG , &/ RAM B
198 MB,

® Note

WMREFEH Amazon loT #1565 LB “BRINBFAE IR TR I Greengrass B4 , M ER
ANBERT2EREBEES.

o Linux A&RRZA :
« FEMA Linux RZRA 4.4 HESRA S BEXFF Amazon loT Greengrass £ & #1517,

« FEMEM Linux AR 3.17 RESIRA S BESZHF Amazon loT Greengrass TR RIZIT. #
WEE A , Greengrass AV ERIA Lambda R B ML AIRE N TR SR, BXiE |, FSH
the section called “FE4A iR E Lambda ENERHI BRIA B 2R 1L,

FENTEEMER 21



https://openwrt.org/
https://openwrt.org/

Amazon loT Greengrass FRARIERE , A1

« GNU C FE (glibc) lRA 2.14 ESRA. OpenWrt KITHREZE musl C FERRZA 1.1.16 HE SR
Ko

o BB LMIMFE /var/Tun B,
« /dev/stdin, /dev/stdout l /dev/stderr X#HAMEZ A,
- RBMERR LS AEEENRERERT. 80 , Amazon loT Greengrass REEFEF - iFrEETR
Z2BEXTET,
o MFIEIRE EBAUT Linux AEE :
- WHZEME :
« CONFIG_IPC_NS
« CONFIG_UTS_NS
« CONFIG_USER_NS
« CONFIG_PID_NS
» Cgroups :
« CONFIG_CGROUP_DEVICE
*+ CONFIG_CGROUPS
« CONFIG_MEMCG

MU ZFF cgroups. A EZE1T Amazon loT Greengrass B , EEHZUATER :

- B R A HEE memory cgroup LA Amazon loT Greengrass % & Lambda BEREHI A

FERE

- MRFEAEEFRFRIAFNRE Lambda BEITFF %08 % LR Amazon loT Greengrass

X, N4 E A H LR % cgroup.
- Hth:
« CONFIG_POSIX_MQUEUE
« CONFIG_OVERLAY_FS
* CONFIG_HAVE_ARCH_SECCOMP_FILTER
* CONFIG_SECCOMP_FILTER
« CONFIG_KEYS
« CONFIG_SECCOMP
+ CONFIG_SHMEM

ZEmTAmEZON S3 M IRUE Amazon o1 A7t T ARG s E 1708 Fo

22


https://www.gnu.org/software/libc/
https://www.musl-libc.org/download.html
https://en.wikipedia.org/wiki/Cgroups

Amazon loT Greengrass FRARIERE , A1

« BRT7 EZXH Amazon loT Greengrass UORHERNFEERI , REEREEE Java 8 ZTHRMNE
4 70 MB 9 RAM, H&7E Amazon loT #2#|& EEFABRIABE QBT |, BEEEERRIAL
FEARS. OpenWrt KITHRA XIS EEREER,

o REREBELRMIZITH Lambda BEEFTEMN Amazon Lambda E{THHEH X IFNE, FrENEHS
MBREERO LHRNME PATH HREZEd, ER—&% O LATUREZNE,

- @A T A Python 3.7 iIZ1TETHIEERAY Python AR 3.7,
 EATHEA Python 2.7 :Z{TETHIEERAY Python hRZ 2.7,

- EATHEA Node js 12.x EITETHIEEEY Node.js FRAS 12.x0
- EATHEMA Java 8 EITETHI I Java IRAE 8 HE SR

® Note

B AR ZFHE OpenWrt XK1ThHR EIZ1T Java, B2 , MIREH OpenWrt MRA Sz 1%
Java , N[ AEZKIE%Z £i21TH Java REH Lambda EE%, OpenWrt

A x Amazon loT Greengrass X Lambda ETRHEZEER , S, 21744 Lambda
« (OTA) EFREBEELLT shell dsTover-the-air ( T2 BusyBox & )

* wget

* realpath
* tar

* readlink
* basename
* dirname
* pidof

- df

* grep

* umount

* mv

* gzip

e mkdir

X PR ATERR 23


https://docs.amazonaws.cn/lambda/latest/dg/lambda-runtimes.html
https://www.python.org/
https://www.python.org/
https://www.nodejs.org/
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html

Amazon loT Greengrass FRARER , BRA 1

e 1In
* cut
* cat

« /bin/bash

GGC v1.9
XEWEAE:
o Z8¥J : Armv7I

o BERS : Linux

« BERSK : Linux (OpenWrt)
284 : Armv8 () AArch64

o BERS : Linux

« BERSK : Linux (OpenWrt)

« Z8§J : Armv6l
o BERLS : Linux
- Z8%3 : x86_64

o BERLS : Linux

« Windows, macOS # Linux & A LLfE Docker Amazon loT Greengrass B2z Hiz{T. BXE%
{§8 , 52 the section called “ Amazon loT Greengrass £ Docker B2 HIz1T"

=K.

- £ 128 MB #i# Z8 A Al Amazon loT Greengrass BEEBHHEH, WREBEMH OTA EFHK
#E , N&/MEN 400 MB,

- 2 EL4A Amazon loT Greengrass B/ OB &R 128 MB R1E,

* Linux RZRRA
- FEMEA Linux WA 4.4 HESMAS BEXRF Amazon loT Greengrass £ B A 2RIE1T.

« FEMA Linux AR 3.17 HE BMAF BEX ¥ Amazon loT Greengrass TASE T, £
WEEH |, Greengrass AV ERIA Lambda EEN AR LM BE N LRER. BXRIEHA , BHSH
the section called “FE4H 18 & Lambda I BRIABRER1L

XEFHFAEMER 24


https://openwrt.org/
https://openwrt.org/

Amazon loT Greengrass FRARIERE , A1

« GNU C FE (glibc) lRA 2.14 ESRA. OpenWrt KITHREZE musl C FERRZA 1.1.16 HE SR
Ko

o BB LMIMFE /var/Tun B,
« /dev/stdin, /dev/stdout l /dev/stderr X#HAMEZ A,
- RBMERR LS AEEENRERERT. 80 , Amazon loT Greengrass REEFEF - iFrEETR
Z2BEXTET,
o MFIEIRE EBAUT Linux AEE :
- WHZEME :
« CONFIG_IPC_NS
« CONFIG_UTS_NS
« CONFIG_USER_NS
« CONFIG_PID_NS
» Cgroups :
« CONFIG_CGROUP_DEVICE
*+ CONFIG_CGROUPS
« CONFIG_MEMCG

MU ZFF cgroups. A EZE1T Amazon loT Greengrass B , EEHZUATER :

- B R A HEE memory cgroup LA Amazon loT Greengrass % & Lambda BEREHI A

FERE

- MRFEAEEFRFRIAFNRE Lambda BEITFF %08 % LR Amazon loT Greengrass

X, N4 E A H LR % cgroup.
- Hth:
« CONFIG_POSIX_MQUEUE
« CONFIG_OVERLAY_FS
* CONFIG_HAVE_ARCH_SECCOMP_FILTER
* CONFIG_SECCOMP_FILTER
« CONFIG_KEYS
« CONFIG_SECCOMP
+ CONFIG_SHMEM

ZEmTAmEZON S3 M IRUE Amazon o1 A7t T ARG s E 1708 Fo
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https://www.gnu.org/software/libc/
https://www.musl-libc.org/download.html
https://en.wikipedia.org/wiki/Cgroups
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FRARER , BRA 1

M

BREEARMIZITH Lambda AT ER Amazon Lambda E{T B XENE. PrENES

RRERD EFHFME PATH IREZEH, ER-—&OLANRESNE,
& AT A Python 2.7 iz 1TRTKYENERAY Python fRA 2.7,

EAT A Python 3.7 iIZ1TE I BB Python kA 3.7,

BT A Node.js 6.10 ;IZ1TETHIEIEAY Node.js lRZ 6.10 E SR A,
BT A Node.js 8.10 ;IZ1TETHI B EAY Node.js irA 8.10 E SR A,
ERA TR Java 8 BT MBI Java IRZA 8 EFRA

(® Note

BAFXIFE OpenWrt X 1ThR EIE1T Java. 1BR2 , IIREH OpenWrt R4 1
Java , M A LATEBKi%%E £iZ1TH Java 4%REH Lambda E%. OpenWrt

A x Amazon loT Greengrass X #F Lambda ETRHEZFEER , TS, =744 Lambda

- (OTA) EFREFEZLT shell siFover-the-air ( T BusyBox Z&ff )

wget
realpath
tar
readlink
basename
dirname
pidof

df

grep
umount
mv

gzip
mkdir

rm

XBHFANER

26


https://docs.amazonaws.cn/lambda/latest/dg/lambda-runtimes.html
https://www.python.org/
https://www.python.org/
https://www.nodejs.org/
https://www.nodejs.org/
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html
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cut

cat

GGC v1.8

« XEFHFA:

288 - Armv7l ; BERS : Linux
ZEH : x86_64 ; BIERS : Linux
28K : Armv8 (AArch64) ; IRERSZ : Linux

Windows, macOS # Linux & " LA7E Docker Amazon loT Greengrass B88Hiz1T. AXE
Z{EE , 2 the section called “ Amazon loT Greengrass £ Docker B&gHIi=1T"

Linux ¥ A& a] LAfE Fl Greengrass R Amazon loT Greengrass BRiz{TIhEE A BRI IRA |, iZ 1R
Al@3d Snapcraft 3k, BXEZEE , S the section called “Amazon loT Greengrass
REBEHE,

- BELTHAA :

= 128 MB R Z= 8 At Amazon loT Greengrass BEEH G- FEH. MREEMFEH OTA B
RE , NFK/MER 400 MB,

7 Bt4s Amazon loT Greengrass /U E 4 &K 128 MB 7%,
Linux PI&ZARZS :
« FEMEA Linux WM 4.4 HESMRA S BEXIF Amazon loT Greengrass £ A 2R1E1T,

« FEMH Linux AR 3.17 HE S RAT 8EXFF Amazon loT Greengrass TR EIE1To
LB E R , Greengrass AR ERIA Lambda BREIB L A TIRB N TR, X | iF
Z[Rthe section called “FE4H iR E Lambda BREHY BRIA B BR1L",

GNU C FE (glibc) 7R 2.14 HE SR,
®E L UMEFEE /var/Tun B %,
/dev/stdin, /dev/stdout M /dev/stderr XA A AN,

PHAERE LB B EEERT, &0 , Amazon loT Greengrass REEEF - iFRETE
FE2EXTET,

PREIREZ EBRAUT Linux AEE

s WARZEME :

+ CONFIG_IPC_NS
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https://snapcraft.io/aws-iot-greengrass
https://snapcraft.io/aws-iot-greengrass
https://www.gnu.org/software/libc/
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« CONFIG_USER_NS
« CONFIG_PID_NS
« Cgroups :
« CONFIG_CGROUP_DEVICE
« CONFIG_CGROUPS
« CONFIG_MEMCG

RS FE cgroups. EAAERIZIT Amazon loT Greengrass B , EEHZUATER :

- BB A HER memory cgroup BL2F Amazon loT Greengrass i% & Lambda EIEIHY
MTFR S,

- MRFEHEEARMERFFNRMN Lambda BEITH & ER Amazon loT
Greengrass X/ , M98 A H Z 1% % cgroup.

- Hith:
« CONFIG_POSIX_MQUEUE
« CONFIG_OVERLAY_FS
« CONFIG_HAVE_ARCH_SECCOMP_FILTER
« CONFIG_SECCOMP_FILTER
« CONFIG_KEYS
+ CONFIG_SECCOMP
« CONFIG_SHMEM

« Amazon S3 WARIE+ Amazon loT RMEFEE T REEFEFZE P,
s BXRUHEZELTIE :

NI B A MIZITH Lambda BEFTER Amazon Lambda iz TR X EWNE, rIEME
MR EHEEROLEHRME PATH RETER, EE—ZOLEAIUREZSNE,

- EATHEMA Python 2.7 Z1TETEIEEREY Python R 2.7,

- EAT A Node.js 6.10 iIZ1TETHIEEHY Node.js hRZAS 6.10 B E & RA,
- BATEA Java 8 BITEIHIBEHEM Java kA 8 HE EIRA.

(OTA) EFHREEELLT shell fatover-the-air ( 772 BusyBox 4k ) :

* wget

* realpath

S FARER 2
S3=1:004 iﬂ;_éﬁar 8


https://en.wikipedia.org/wiki/Cgroups
https://docs.amazonaws.cn/lambda/latest/dg/lambda-runtimes.html
https://www.python.org/
https://www.nodejs.org/
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html

Amazon loT Greengrass

FRARER , BRA 1

readlink
basename
dirname
pidof

df

grep
umount
mv

gzip
mkdir

m

1n

cut

cat

&< Amazon loT Greengrass Et#l ( FR#l ) BWEE , S HH S ervice Q uotas Amazon Web
Services —fi¥ &%,

BXREMEER , 5 Amazon loT Greengrass EMH Amazon loT Core EHTs

Amazon loT Greengrass T3k

R

R4AN

F

AR TEERERH TEH S Amazon loT Greengrass& & AN H.

B

Amazon loT Greengrass & /U 4

Amazon loT Greengrass R BB 4

Amazon loT Greengrass Docker %X #

Amazon loT Greengrass ZUEBHEF X TES

xR HLER S ST A M E

Amazon loT Greengrass ¥l28% > SDK 4

Amazon loT Greengrass &
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https://docs.amazonaws.cn/general/latest/gr/greengrass.html#limits_greengrass
https://www.amazonaws.cn/greengrass/pricing
https://www.amazonaws.cn/iot-core/pricing
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Amazon loT Greengrass /U 4

Amazon loT Greengrass Core ¥ #f Amazon Zh&EH B E| Amazon loT Greengrass #&%/NR&E , 4
#h IR R BB ARIEH £ B BB TR MR E,

v1.11

1.11.6

BiRIE S Mok
o ot TS B HIE RAMBANIRER D,
- B8 T REES[BUERIATEERR IE Amazon loT Greengrass Core 44 /3 31 #9 R &
- BETEREERTHELHIIZTEEEIZRON RE,
- BETREEBEREMELEETE . log HWIFEI,
1.11.5

HIRIEE M
- EMtaeds B RES.
1.11.4

EiRiEE Mok
- EETEEREERSBTEARE Amazon loT Greengrass Z/OEH v1.11.3 BRI, 0
REFERAREESNBESHIRE , WNEATUEA OTA EFFREN vIx lRAEH C
Amazon loT Greengrass ore B4 AR E v1.11.4,
- EFMgEUUHFEIRIEE,
1.11.3

HiRIGE M

« 887 SBIE Ubuntu % LRIFZITH C Amazon loT Greengrass ore R 1E 1% & RARTER
JE 15 1L R Y (8] &

« EET —NRA |, ZEBES B E K EEFN Lambda BEEEIE MQTT JHER HIEER,

« BET MR, ZEBESH maxWorkItemCount BHIRE RN AT 1024 BT EEHHEE
MQTT JEE.

c EET—NRE , ZRBSH OTA EFNRELE config. json B keepAlive BHFIEE
B MQTT KeepAlive B,
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EAM R MEIRIEE,

/A Important
MREFEAREERFEES LI =R , BARENREDN vi.x REFALE C Amazon
loT Greengrass ore 4 v1.11.3, MIREREXEHAEEREES , BIBEJNBWELR
RKEFMRAH Amazon loT Greengrass Core ¥4,

1.11.1

i

=18 E F U -

BETSBREESENEFFEAREANEE,

188 T 1£ Greengrass # /0% & X< A EB time-to-livelg EH (TTL) FREIEORTERET | E1E
EERANERNFIISEENNRE,

BET MR , ZRESBREESLELRFELEEFZRFHES HE Amazon Web
Services &o

1.11.0

FIhge -

Greengrass %/ LRV ENRE Y ER#ZN BT HFHAHE, Amazon Web Services =
ERRIENHIFEAE — S4B |, B AT BLLIE Amazon EventBridge #N HiT R B #5. BX
EZER , 55 HM Amazon loT Greengrass #/OR & WERSEITIRORENEIE,

i HTTP API 1R EIH /5 31 B A5 it THEH 2R H BRI B Amazon loT Greengrass, B
XEZEER , BZRBAALMETIRRKLE AP,

HEEES B NEIES HE Amazon S3 1 Amazon loT SiteWiseo

BEFNREESRSH , EULEFNENRALEEIMERESTH,
T ERL LZETT Python 3.8.x Lambda B %K,

config.json FEE—/NH# ggDaemonPort B , ATA FHEE Greengrass #&» IPC %
A5, EikiwOS5 8000,

config.json FEE—MHM systemComponentAuthTimeout Bt , EWATFERE
Greengrass %0 IPC S KIERYEE AR, BRIAEE R 5000 E#.
4 Amazon loT Greengrass 44 Amazon loT IR &R AZEM 200 & ZE 2500,

BANMAMIT FEE LBRM 1000 EE T 10000,
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https://docs.amazonaws.cn/greengrass/v1/developerguide/telemetry.html
https://docs.amazonaws.cn/greengrass/v1/developerguide/health-check.html
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BXEZEER , 551 Amazon loT Greengrass i R M E A,

RIS Tt

o HITTEHMRIL , TLABRIK Greengrass RS HEBHWRNER AR,

- FMETHREESE (mountAllBlockDevices) ftif Greengrass 1Ei% & OverlayFS &
FEAREEREMERERERTBHRP. LWIEERRT /ust FE / BREMTRSH
Greengrass Z8& XM AT B &,

- EETMR/tmpRAFSHLE , ML S B Amazon loT Greengrass #%/U 5k Y [7] &,

- {887 —/NAIA , £ Greengrass TPBNRE M mlmodel_public XHFRHPBERAKEAHN
BFEIEBETH,

- EFMREHAEIRIEE,

E7£ Amazon loT Greengrass #/[M% % E &% Core 84 , B TEHEA T AN EBETIRIERS
(OS) R HE , AFIRE (AITIER) PHITRITRAE,

® Tip
Amazon loT Greengrass & 12 7 Fi T &% C Amazon loT Greengrass ore 3% 8 H Atk
i, f5lan , e LAE Greengrass IR %I EXREEENINEH ZRERKHRAH Core X
. Amazon loT Greengrass ¥ , X% Debian & L , {(REAER APT HHEE
EEREZRERFASR Amazon loT Greengrass Core B #f. BXEZELR , S M the section
called “Z% Amazon loT Greengrass B /UE

221 BERS B
Armv8 () AArch64 Linux T8
Armv8 () AArch64 Linux (OpenWrt) T&
Armv7I Linux T8
Armv7I Linux (OpenWrt) T
Armvel Linux T8
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https://docs.amazonaws.cn/general/latest/gr/greengrass.html
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/greengrass-linux-aarch64-1.11.6.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/greengrass-openwrt-aarch64-1.11.6.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/greengrass-linux-armv7l-1.11.6.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/greengrass-openwrt-armv7l-1.11.6.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/greengrass-linux-armv6l-1.11.6.tar.gz
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g2y 2| BRERS iz
x86_64 Linux T

Extended life versions

1.10.5

v1.10 Y FTIHEE -

AFAiLBHEERH BFES HE Amazon Web Services = R EER, LLIEES
Greengrass &%/ & LK Java 8, BXEZELR |, B5H EEEER.

BFERZOiIE%E £i21T Docker B FATEFHIET Greengrass Docker B TR FEpBIEERS. AX
EZEER , FS 1 the section called “Docker R T2 FEE”,

— MRV Y B SiteWise E#88 , AN TR ZHIBMOPC-UARSZ B XX BTN ER~E
., Amazon loT SiteWiseBEXE ZE LR , S5 the section called “¥JELM SiteWise”,
ERFBITEEBRLHER TZ1TH Lambda BEE AT LATA[B] Greengrass A HIHERZI BIR. B
XEZELR |, 1S the section called “IF R HEEF > FIR

Support X MQTT HA£1E, Amazon loTEXEZER |, iS5 the section called “5
Amazon loT Core® MQTT H A ML,

R MQTT RE BT ERIAR O 8883 LAWK O, BEXEZEER , 12 the section
called “HFA# 8 B WA MQTT A7,

Amazon loT Greengrass Core B & TESH I E B queueFullPolicy &I , AT A
FiE Lambda BRI AT SE b & 0H B

T EER D EZETT Node.js 12.x Lambda B,

HiREE M

Over-the-air ATLAfEA OpenSSL 1.1 BEEEBEHZ L EKIIEERN (OTA) EHF.
TRE R B ROE b N X A SR IR IR,

EETSBEM Linux A% 5.1 RESRANIRE ERE LR KW EZ,

config.json AH— N EimgttOperationTimeout B , B TFESZEEN MQTT HiREXR
. THEAFMBUEIT FRENENETE. Amazon loT Core

BETSBREERAFEHEE AN FE,

config.json FEE—MHM systemComponentAuthTimeout Bt , EWHATFERE
Greengrass %0 IPC S KIEH B AR, BRIAEE R 5000 ZE#.

Amazon loT Greengrass & /U4 33


https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/greengrass-linux-x86-64-1.11.6.tar.gz

Amazon loT Greengrass FRARIERE , A1
- EET—NAA |, ZBBSH OTA EFHNRERE config. json Y keepAlive BHHIEE
B MQTT KeepAlive EHi,

« BET—ANRE , ZEBESH maxWorkItemCount BEIRE N AT 1024 BT EEHEE
MQTT JHE.,

« BET-MEE , ZEESHE KA E LR Lambda BEBEE MQTT B S8 HINEER,

- {587 S HE Ubuntu %% ERIFIZITHEY C Amazon loT Greengrass ore R 7E1% & RAKTER
J& 15 1L 2 Y () L

- BAERENEIRIEE

E £ Amazon loT Greengrass B/ %% L &% Core Bt , B TEERA TN EMNRERS
(OS) i a , REER (AIIERE) FHTRITERIE,

2’ BRIERS HEE
Armv8 () AArch64 Linux T8
Armv8 () AArch64 Linux (OpenWrt) T8
Armv7I Linux T
Armv7I Linux (OpenWrt) T
Armv6l Linux TE
x86_64 Linux T8
1.94

FRZS 1.9 REYFTIHEE
« X% Python 3.7 1 Node.js 8.10 Lambda =178}, £/ Python 3.7 # Node.js 8.10 IZ1TATHY

Lambda BEREINE AT LAFEN B L1217, Amazon loT Greengrass ( Amazon loT Greengrass
#4E T 3 Python 2.7 1 Node.js 6.10 E1TAY, )

- {81t T MQTT i£#£, Greengrass #%/05 Amazon loT CoreZ2 M HEERE D, N FEFERE
B SR , LE R UREEZEE R,

« SEATAH MQTT IRSZEFHME Lk (EC) 4. BRT RSA 24 , A MQTT REE8iE
S EC B, (LRFPRENM , MQTT RSEFIUEPEEE SHA-256 RSAXE, ) B
KREZEE | S8 the section called “ZE£EE A
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https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/greengrass-linux-aarch64-1.10.5.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/greengrass-openwrt-aarch64-1.10.5.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/greengrass-linux-armv7l-1.10.5.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/greengrass-openwrt-armv7l-1.10.5.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/greengrass-linux-armv6l-1.10.5.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/greengrass-linux-x86-64-1.10.5.tar.gz

Amazon loT Greengrass FRARIERE , A1

« Support fo OpenWrir. Amazon loT Greengrass #/UH# v1.9.2 ESRAATUAREER
A Armv8 () AArch64 #1 armv7L 284389 OpenWrt £1ThR L. B &I , OpenWrt 7 ML #
I,

- X% armv6L. Amazon loT Greengrass &/ F M v1.9.3 E S RA A LALETE armvel 32
3 £y Raspbian %1ThRLE ( 40 , 7 Raspberry Pi Zero 8% L )

- OTA TE¥w 0O 443 EfEMA ALPN #1TE#. FEAO 443 31T MQTT JREH Greengrass I
BIMTEZFF (OTA) M E#. over-the-air Amazon loT Greengrass & f B F B X &
(ALPN) TLS ¥ Bk B RAXLEE, BXEZEER , 1525 Amazon loT Greengrass #Z/0Ek
8 OTA E# Fthe section called “Eid ik 0 443 HMWEREBHITIEEE

E7£ Amazon loT Greengrass B/ %% L &% Core Bt , B TEEA TENEMNRERS
(OS) & tra , REER (AIIERE) TR RITERIE,

A BRERS B
Armv8 () AArch64 Linux T8
Armv8 () AArch64 Linux (OpenWrt) T8
Armv7I Linux T8
Armv7I Linux (OpenWrt) T&
Armv6l Linux T8
x86_64 Linux T
1.8.4
- L :

« A Lambda EBH ATEERR NGB B0, X—HRKFREWEERTE1T Lambda B
B BRIAINR . B BLEBAF ID /=4 ID. 4 Lambda EREAIAB E HA R ERIATRE
B4, BXEZELR , 1§34 the section called “NAFH Lambda E#ki& B ERIN G B &
127

- BXIHO 443 B9 HTTPS Ji&. HTTPS BE A UEENBEI KO 443 ( MA2ERIA
WO 8443 ) #AT/&H, XN E T X R AEMMLE (ALPN) TLS ¥ EH# Amazon loT
Greengrass X , H L FFTE Greengrass SHERE ( B MQTT M HTTPS ) RO
443, BXEZEE | {53 the section called “Bid i O 443 = W& TEF 1TERE,
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https://openwrt.org/
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.9.4/greengrass-linux-aarch64-1.9.4.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.9.4/greengrass-openwrt-aarch64-1.9.4.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.9.4/greengrass-linux-armv7l-1.9.4.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.9.4/greengrass-openwrt-armv7l-1.9.4.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.9.4/greengrass-linux-armv6l-1.9.4.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.9.4/greengrass-linux-x86-64-1.9.4.tar.gz
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« AILATM #bEE R IDs ATF Amazon loT EENEF K. WERRZAXF Amazon loT
Device Defender 1 Amazon loT £ EAHEHNZE , At , BT EXERE. MFE
B, THURBUEIT RS4ER0EA, TN s %ATME%*’M&EI EESIEZEE IDs
(flan , BTFEPEHRIRI]FEEER ), BXEZEER , 155 the section called “
IDs AT MQTT EEHNEFixw Amazon loT"

HiREE M
- BETRFESNRZILEDHEEREMEENRE,
- EAMRIHENEIREER,

E7 Amazon loT Greengrass #/[0M& & L& % Core #i4f , B TEEA TENERFIRIERSE
(OS) MEHE , ARIRR (AITER) PSRRI ITRAE

2 BRIERS B
Armv8 () AArch64 Linux &
Armv7I Linux T8
x86_64 Linux TE

TR B BN R RIEE E Greengrass Core FAFVF AT %,

BXREIRE LRI Amazon loT Greengrass Core FFHI E ik E S , 12 Hthe section called
“Z2 % Amazon loT Greengrass /O 4,

Amazon loT Greengrass R B 4

Amazon loT Greengrass snap 1.11.x E2 8B £ A 851 Amazon loT Greengrass ¥ & BT E K
RUURFIBE L ENKBIUZ1TE RRAH

® Note

% Amazon loT Greengrass RB5& B F Amazon loT Greengrass BE&E 4 v1.11.xo Amazon
loT Greengrass 5 v1.10.x #HRE, TEZXHHREFT2RBEIRIEENER.
Amazon loT Greengrass REBF ZFEEZBFMIEEFES (ML) HIE,
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https://docs.amazonaws.cn/iot/latest/developerguide/life-cycle-events.html
https://docs.amazonaws.cn/iot/latest/developerguide/pub-sub-policy.html#pub-sub-policy-cert
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.8.4/greengrass-linux-aarch64-1.8.4.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.8.4/greengrass-linux-armv7l-1.8.4.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.8.4/greengrass-linux-x86-64-1.8.4.tar.gz
https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf
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BXEZER , HSH the section called “IRIEIZ 1T Amazon loT Greengrass "o

Amazon loT Greengrass Docker X #

Amazon M T Dockerfile #1 Docker £815 , LRI UAE R ¥ 7 Docker 88 Amazon loT
Greengrass HFi1=1T,

Dockerfile

Dockerfiles @& THWZE B E X Amazon loT Greengrass B854 1%5’]31?1%6550 AT ARG TS
R, SEFTENFEERHLSTRREDBREN KD, EXRE , BSHBRXH,

T &1 B ¥5 Amazon loT Greengrass Core ¥ R4,
v1.11

« AT v1.11.6 9 Dockerfile, Amazon loT Greengrass

Extended life versions

v1.10

\ATF v1.10.5 B Dockerfile, Amazon loT Greengrass
v1.9

EATF v1.9.4 B9 Dockerfile, Amazon loT Greengrass
v1.8

ERTF v1.8.1 B9 Dockerfile, Amazon loT Greengrass

Docker B &

Docker & 7E I % Linux 2 (x86_64) # Alpine Linux ( x86_64, armv7L = ) EatM&E ELET
Amazon loT Greengrass B /U BRI, AArch64 & 0] LUE A2 B BGTF 1 =18 Amazon
loT Greengrass.

/A Important

2022 £ 6 A 30 B , & Amazon loT Greengrass &R 7 X & 7 B I #h 5t R ESE A R
(Amazon ECR) 1 Docker Hub #J Amazon loT Greengrass /U534 v1.x Docker & 15&#Y
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https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.11.6/aws-greengrass-docker-1.11.6.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.10.5/aws-greengrass-docker-1.10.5.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.9.4/aws-greengrass-docker-1.9.4.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-core/downloads/1.8.1/aws-greengrass-docker-1.8.1.tar.gz
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“efp, IBELA4EZE M Amazon ECR F1 Docker Hub T #(iX £ Docker B & , EZE 2023 F 6
H30 (BIEHFER1FERF) Ak, BR, £ 2022 F6 A 30 BEHFLERE , Amazon loT
Greengrass #&%/U i v1.x Docker R BREIRL T HEREE, WREETHEF
TEAZARE FiXLE Docker HBiff , RAEWIEFE A IRMHM Dockerfiles 2 B T K Docker
1%, Amazon loT Greengrass B XEZEE , 3 Amazon loT Greengrass Version
1 BR.

M Docker Hub 8 Amazon Elastic Container Registry (Amazon ECR) & T £ fify Z B &,

« X¥F Docker Hub , fEFversiontiE FHAFEMAKY Greengrass Docker &, EERFTE A
FBRGHIRE | i5EF Docker Hub £#Y Tags TWH,

- &= Amazon ECR , i latest #sE T & Greengrass Docker BUKH &F o] FARAS, Bx

S AT ARG AR A FIM Amazon ECR TEHBREHNEZEE. |, S M Amazon loT Greengrass £
Docker BEHIZ1T,

/A Warning

M Amazon loT Greengrass /U EEH) v1.11.6 FF#4 , Greengrass Docker B TBES
Python 2.7 , ®3 Python 2.7 2F 2020 §# 1 , TBERELZLE#. end-of-lifefl RE1E
BEEFX L Docker Mg , RNBWEBENEMTBIE~REZH , ERIEINAERF=
BRI LAE R I Docker B &, MR Greengrass Docker B HI R FAFEFEE Python
2.7 , B LA& K Greengrass Dockerfile , W &K N AEFEE Python 2.7,

Amazon loT Greengrass 1 Amazon loT Greengrass B0 # v1.11.1 124 Docker %o

(@ Note

ZINBER T , alpine-aarch64 Ml alpine-armv7]l R REEET ARM HEH L=
7. E7E x86 EH LEBITXLEMEG , LA LIRE QEMU HEEH LHESR QEMU E, H
m

docker run --rm --privileged multiarch/qemu-user-static --reset -p yes

Amazon loT Greengrass Docker X4 38


https://hub.docker.com/r/amazon/aws-iot-greengrass
https://www.qemu.org/

Amazon loT Greengrass FRARER , BRA 1

Amazon loT Greengrass O BHEHF X TESE

Lambda F_J?I%I{EFH Amazon loT Greengrass & /UEBHITF K TEBEAS Amazon loT Greengrass #%
DHITRE, XAWEEFFEN Lambda BBIAAT :

5X# MQTT jEE. Amazon loT Core

5 Greengrass A MEREESE. BEFWmIREZFNHEAM Lambda BRI MQTT JEE.
EXRiFFRSRE

HAAHEMA AR Lambda B,

B 2R R

EREEERE,

MAFTEER FEMES SF A B Amazon loT Greengrass Core SDK GitHub,

« Amazon loT Greengrass & F Java B#0 SDK

» Amazon loT Greengrass Node.js By#/ SDK

« Amazon loT Greengrass i& f T Python By&/ S

« Amazon loT Greengrass ;& T C B9&/0 SDK

BXEZEER , 551 Amazon loT Greengrass B OHHGF X T ES,

X ENNEEFEIEITRAE
E 1 Greengrass &/ EHATHE | SAMH ML BREXRLRRENB[FISTNSE,

Amazon loT Greengrass X3 T ML 28K H, AJUFERAXEEERERGNANER LI
BEBEREKEITHRENER.

« REFIE178 (DLR)
*+ MXNet

* TensorFlow
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https://github.com/aws/aws-greengrass-core-sdk-java/
https://github.com/aws/aws-greengrass-core-sdk-js/
https://github.com/aws/aws-greengrass-core-sdk-python/
https://github.com/aws/aws-greengrass-core-sdk-c/
https://neo-ai-dlr.readthedocs.io/en/latest/install.html
https://mxnet.apache.org/get_started/?
https://www.tensorflow.org/install
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W23 =l

Amazon loT Greengrass 12t T AT A T X # ML iZ4T8T M EM RA, XL RHIE Greengrass Core
B TF AL T &

Deep learning runtime (DLR)
THEATRZEFENTRA

- AT Raspberry Pi # DLR R~
« NVIDIA Jetson 9 DLR R4l TX2
« ERAT Intel Atom B DLR R4

B4 {EH DLR RAINZIE , 55 Hthe section called “HI{AIE BB HLES ) I,
MXNet

THEATRZEFEHNRA

+ MXNet B &iRAIFE A
« MXNet NVIDIA Jetson #48 TX2
« MXNet Z457R % ) B9 R

BRFEAIZ MXNet REIWEIE , 1§35 fthe section called “ZN{AIELE A28 F > HEFE",

TensorFlow

TEHEATERZTAEMN Tensorflow Rl. BtRFIER T Raspberry Pi, NVIDIA Jetson TX2 Fl%#
BRE,

Amazon loT Greengrass Hl88% 3 SDK ##

Amazon loT Greengrass Machine Learning 24 E# Lambda BEKEER FAARHB[ZEIER | H
HHEEIEE ML RIBREESRHT LA RME M.

v1.1.0

* Python 3.7,

Amazon loT Greengrass #8285 SDK ## 40


https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf
https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/dlr/dlr-py3-armv7l.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/dlr/dlr-py3-aarch64.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/dlr/dlr-py3-x86_64.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/mxnet/mxnet-py3-armv7l.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/mxnet/mxnet-py3-aarch64.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/mxnet/mxnet-py3-x86_64.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-samples/tf/tf-py3.tar.gz
https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-sdk/downloads/python/3.7/greengrass-machine-learning-python-sdk-1.1.0.tar.gz

Amazon loT Greengrass FRARER , BRA 1

v1.0.0

» Python 2.7,

BNFLEWTEBERFEI

BV IEIRH R IR, BEBRRRA] , 5 Amazon re:Post 3/ Amazon loT Greengrass #7%,

Z % Amazon loT Greengrass /U E 44

Amazon loT Greengrass Core ¥ Amazon ZhgE¥ B Z| Amazon loT Greengrass &%/ g% , AR
1#h 1R % RES IR IE H A4 B BUiE 1T A b 3R 1

Amazon loT Greengrass £t 7 /LN &% Amazon loT Greengrass #&% /D EHAFHYIEIN -

o FEHBEESR tar.gz X4,
+ =17 Greengrass R &R ERIA
« \APT FHEZRE.

Amazon loT Greengrass &2 71217 C Amazon loT Greengrass ore B B2 LR,

« Amazon loT Greengrass £ Docker & &8 IE1To

« HIEZ1T Amazon loT Greengrasso

T & H#EE Amazon loT Greengrass B OS2

RIRHSE A IEEE Amazon loT Greengrass V/L,\EAFF FHEER tar.gz XHTEHA R EMNIZE L,
BRI THRENRIRE, BXEZEE , i5ZH the section called “Amazon loT Greengrass %/
BHE.
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https://d1onfpft10uf5o.cloudfront.net/greengrass-ml-sdk/downloads/python/2.7/greengrass-machine-learning-python-sdk-1.0.0.tar.gz
https://repost.aws/
https://repost.aws/tags/TA4ckIed1sR4enZBey29rKTg/aws-io-t-greengrass
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1217 Greengrass R & 1% E I A

1Z1T Greengrass REZZERFREBELNIRE , % Amazon loT Greengrass & ##Y Core B Hhx
K, HE/LD 8 A EE Hello World Lambda B, BXEZEE , 12 the section called “HRIEA
1] : Greengrass & ZEREF,

M APT 12 FEZL % Amazon loT Greengrass /U4

/A Important
H2022%F 2 B 11 Be , BT EBM APT FEZEREH Amazon loT Greengrass %0
. TERIN Amazon loT Greengrass FEFEMNIRE L, BAMNKRIIFZPBERTFEE. N
APT FHEBEETZHAMN IR FIREEESHE, BNEWEMER tar XHFEFH Amazon loT
Greengrass Core %4,

REH APT 126%E Amazon loT Greengrass @iELL TR B

* aws-iot-greengrass-core, &% Amazon loT Greengrass &/

« aws-iot-greengrass-keyring, TERATINURHBFHEEHITZEEMN GnuPG (GPG) E4A,
Amazon loT Greengrass

T H BB ENR RIE R ZGreengrass Core 344 1F A 1

£

« £/ systemd BIAEE Greengrass P27 A dp B

- [/ APT 126 FE #13 Amazon loT Greengrass & /U4
« #PBR Amazon loT Greengrass & /U174 FE KR

£ H systemd BIAEE Greengrass SFHEFE A

Zaws-iot-greengrass-core @A LKA AT EE Amazon loT Greengrass & UEMY ( 57
BF ) £wAHsystemd#I 7,

- BB S 3RBFE3) Greengrass TR |, HHITUTRE :

1T Greengrass &% 1& B A 42


https://greengrass-release-license.s3.us-west-2.amazonaws.com/greengrass-license-v1.pdf

Amazon loT Greengrass FRARIERE , A1

systemctl enable greengrass.service

- E33) Greengrass SFHEERF , BHITUTRE :

systemctl start greengrass.service

« E{Z1k Greengrass ST R , BRITUTRE,

systemctl stop greengrass.service

- ERE Greengrass SFHEFIVIRS , BHITUTRE :

systemctl status greengrass.service

R APT 1265 E H3 Amazon loT Greengrass /U4

EH'E Amazon loT Greengrass Z/UEHET |, A LUEFRRE & Z M BR Amazon loT Greengrass #& /U3
HHEEFER , fINRFIEH,. AEEMBAEH,

H# Amazon loT Greengrass U EHHHREBHEELR

o BT T a5 LA ER Amazon loT Greengrass &/ HRHBHFEEFE S RHEE/greengrassX
3k,

sudo apt remove aws-iot-greengrass-core aws-iot-greengrass-keyring

H# Amazon loT Greengrass /U 4 H i BrEL B S 2

1. BITUT @ SHMER Amazon loT Greengrass #&/ODE A2 H M BRECEE S /greengrass
folder,

sudo apt purge aws-iot-greengrass-core aws-iot-greengrass-keyring

2. MFKRFIFRHIEER Amazon loT Greengrass O EHHE#E, BXEZEL | B BK
Amazon loT Greengrass /U8 124 BE KR o

M APT FHEEER R 43



Amazon loT Greengrass FRARIERE , A1

¥ Amazon loT Greengrass /U4 174% FERIR

HETEREM APT F#EF REHER Amazon loT Greengrass V/D\EM#H'J‘ A LA Bk Amazon
loT Greengrass OB FHERFR, 2022 F£2 A 11 Bz , BAIRFEEENKRRIIRPBER ,
L& #1217 apt update B4R,

MRIR TP MR APT 7764 &
« BT T &5 Amazon loT Greengrass #0544 124% FE MR 51 2R 1 BR o

sudo rm /etc/apt/sources.list.d/greengrass.list
sudo apt update

Amazon loT Greengrass £ Docker BE5HiE1T

Amazon loT Greengrass £t T Dockerfile 1 Docker & , iL/RAI LA B #A#7E Docker B85
11T Amazon loT Greengrass /U, BXEZEER |, i the section called “Amazon loT
Greengrass Docker #4”,

(® Note

BT LATE Greengrass #/0M% & £i21T Docker AR, Atk , RfEA Greengrass Docker
NAEFIEBERES.

HRIEIZ 1T Amazon loT Greengrass

Amazon loT Greengrass snap 1.11.x {E&REEH £ R 271L. Amazon IoT Greengrass 35 B EHEH
RHBURFE S ENKRBIUZ1TE RREHN.

2023%F12H31H , Amazon loT Greengrass 4 R Esnapcraft.io £ X HY Amazon loT Greengrass
*;'_/L:\ZFA'ﬁ:WiZF'I 11.x SnapBI 4, HANETT Snap NIRRNEEBEREFTEZY , BEESTEH, B
, P L RE , Amazon loT Greengrass #/U Snap FFRBWEIZ£N T HEIRIEE.

Snap #t=

THESRT —LEAKW Snap Bi= , THBIE T H MR Amazon loT Greengrass Snap :

Amazon loT Greengrass £ Docker A8 HIiE1T 44


https://snapcraft.io/aws-iot-greengrass
https://snapcraft.io/aws-iot-greengrass
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Channel

— Snap A , BT ENZEBWMRA snap HIREFEEHEH. Snap 2B EFNEHANEN &
AR AR

&0
—A Snap A , AT RFNMENAF LHSREHHRARR,

=217 Amazon loT Greengrass R , BAUEEATEO, FEE | B9 H KERE greengrass-
support-no-container , # R EBERITERE,

- greengrass-support-no-container
- hardware-observe
- home-for-hooks

- hugepages-control
- log-observe

- mount-observe

- network

- network-bind

- network-control

- process-control

- system-observe

HftrE O 2Tk, MREH Lambda BEBEFAREHER , VAT EDEEIEMED,
ik}

Snap 2B EH . snapd HEBFIEFZE Snap BEERS , RINNERREFTHTR, BREH
REMN—RFHF. HRFEALER , #HETFHFEFSFL , & Snap 2F#H , ARHETHER
BEHB.

BXEZER , S Snapcraft Mk,

s Amazon loT Greengrass nap v1.11.x By¥Ti8h g

LLTFRBNET Amazon loT Greengrass Snap iRZAR 1.11.x 9 18 M B XA T AL,

o HWRRAXZFFEL snap_daemon AF , HEIHNAF ID (UID) F4A (GID) 584788 WX,
o HWARAN X FFEAERILH Lambda B,

RIEIZIT Amazon loT Greengrass 45


https://snapcraft.io/docs/channels
https://snapcraft.io/docs/interface-management
https://snapcraft.io/docs/managing-updates
https://snapcraft.io/

Amazon loT Greengrass FRARIERE , A1

/A Important

AT IR Lambda MBS K ZR —NAF (snap_daemon) , At Lambda BIE{K
W2 B&ERE. BEXEZER , BSRACHAASENBE E R T Greengrass Lambda B
HIIT.

o WRRAZHF C, C++, Java 8. Node.js 12.x, Python 2.7, Python 3.7 l Python 3.8 i=1THt,

@ Note

R 7% Python IZ{TRI TR , Python 3.7 Lambda B ¥ SEER L1z 1THI £ Python 3.8 1517
Bt o

FafER s Amazon loT Greengrass nap
DUTRSRABYEEIREZ EREMEE Amazon loT Greengrass snap.
ER

Ej=1T Amazon loT Greengrass RER |, SHHITLLTIRE :

« XM Linux £1ThRE Amazon loT Greengrass RIEz1T , 4120 Ubuntu, Linux Mint, Debian
Fedora,

s EEMNIRERLE snapd HETFHFERF. snapd HEFHFEFEE snap TE , TARERFZRE L
B Snap #iE,

BXREZEH Linux ZITHRIIKRFMZEREE , i§SH Snap XM Z % snapd.
ZHEHMBE Amazon loT Greengrass R

DT#HEOERR T AR IRE ELREMEE Amazon loT Greengrass snap.

(® Note

- REAHEFALDS# EC2 3EH] ( x86 t2.micro Ubuntu 20.04 ) , {ELRAT LA YR 4
( %70 Raspberry Pi ) 3217 Amazon loT Greengrass 1R,
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https://docs.amazonaws.cn/greengrass/v1/developerguide/lambda-group-config.html
https://docs.amazonaws.cn/greengrass/v1/developerguide/lambda-group-config.html
https://snapcraft.io/docs/installing-snapd

Amazon loT Greengrass

FRARER , BRA 1

« snapd HEFHEFEMALETE Ubuntu £,

1. HERBNAKHPZTUTHERREE corel8 snap :

sudo snap install corel8

corel8 Snap R —f &t Snap , AETRMRRME TEAMNE. 1tk Snap ETF Ubuntu 18. 04

LTS HWEH,
2. BUETUTHSRAL snapd :

sudo snap install --channel=edge snapd; sudo snap refresh --channel=edge snapd

3. 1EfTsnap listmBHUREREBRE T s Amazon loT Greengrass nap.

AR RAIERE R snapd EL %% | {8 aws-iot-greengrass MARZEH,

Name Version Rev Tracking Publisher Notes
amazon-ssm-agent 3.0.161.0 2996 latest/stable/.. awst classic
core 16-2.48 10444 latest/stable canonical# core
corels8 20200929 1932 latest/stable canonical# base
1xd 4.0.4 18150 4.0/stable/.. canonical# -
snapd 2.48+git548.9929ccfb 10526 latest/edge canonical# snapd
4. EBLATEIZ —K%Z% s Amazon loT Greengrass nap 1.11.x.
« EZ% s Amazon loT Greengrass nap , BE{TUTHT :
sudo snap install aws-iot-greengrass
5@ RL
aws-iot-greengrass 1.11.5 from Amazon Web Services (aws) installed
« ENBHRATBE VI X REFTAZFOATANMTIRE , EESTUTES
sudo snap refresh --channel=1.11.x aws-iot-greengrass
RIEIZ1T Amazon loT Greengrass 47


https://snapcraft.io/docs/base-snaps
http://releases.ubuntu.com/18.04/
http://releases.ubuntu.com/18.04/
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SHMRB—# , Amazon loT Greengrass tREBEFATEREZEXERAK, Snap 2B EH
ZHAENSRIH TAMRA. Hla , MREIEE--channel=1.11.x , M#EH Amazon loT
Greengrass REBFEHE v1.11.5,

YRATLAE{Tsnap info aws-iot-greengrassan©RIRELA] ASIE R )&k Amazon loT
Greengrass,

5. EifH) Lambda REFIEMNEERR , B LUERTHMEAO,

EITEA T @5 LA3REL s Amazon loT Greengrass nap X#EFHEOFX :

snap connections aws-iot-greengrass

I R
Interface Plug Slot
Notes
camera aws-iot-greengrass:camera -
dvb aws-iot-greengrass:dvb -
gpio aws-iot-greengrass:gpio -
gpio-memory-control aws-iot-greengrass:gpio-memory-control -
greengrass-support aws-iot-greengrass:greengrass-support-no-container
:greengrass-support -
hardware-observe aws-iot-greengrass:hardware-observe
:hardware-observe manual

hardware-random-control aws-iot-greengrass:hardware-random-control -

home aws-iot-greengrass:home-for-greengrassd -
home aws-iot-greengrass:home-for-hooks :home
manual
hugepages-control aws-iot-greengrass:hugepages-control
:hugepages-control manual
i2c aws-iot-greengrass:i2c -
iio aws-iot-greengrass:iio -
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FRARER , BRA 1

7.

joystick

log-observe
observe
mount-observe
:mount-observe
network
:network
network-bind
:network-bind
network-control
:network-control
opengl
:opengl
optical-drive
:optical-drive
process-control
:process-control
raw-usb

removable-media

serial-port

spi

system-observe
:system-observe

WMRIEFE Slot HIH & EiE

manual

EFHR (),

aws-iot-greengrass:

aws-iot-greengrass

aws-iot-greengrass:
manual

aws-iot-greengrass:
aws-iot-greengrass:
aws-iot-greengrass:
aws-iot-greengrass:
aws-iot-greengrass:
aws-iot-greengrass:
aws-iot-greengrass:
aws-iot-greengrass:
aws-iot-greengrass:

aws-iot-greengrass:

aws-iot-greengrass:

joystick

:log-observe

mount-observe

network

network-bind

network-control

opengl

optical-drive

process-control

raw-usb

removable-media

serial-port

spi

system-observe

TN 3R 7R A BRI A 1 R EE

:log-

BB L& Amazon loT Greengrass /D EER 612 Amazon loT E¥). Greengrass ., X

Amazon loTEZ#ITZE£EE

MR L BIFEEKE Amazon loT Greengrass OBl B S . BB

XHBERFEconfig. jsonTF Greengrass #/OVELE |, 5 20UE P STHHHY AL B Fi& & iR im =

Amazon loT

® Note

MREFXHFTHEE

R

*F Amazon loT Greengrass 1R , {54 EH ¢ onfig.json X4 , MTFAIR :

fbiR & |

BIRBI S B S £ 5 B Amazon loT Greengrass #/0

RIEIZIT Amazon loT Greengrass
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« FWcertificateIdBNSRHIBHRNUEH M EZ A AR ARFHIES ID,

o MRELEBTHEHNLDEAR CAEBTRETF Amazon 18 CA1iEP |, HF
WAmazonRootCAL. pemB NSRBI ER 7L T 4R CA XHEN B

{
"crypto" : {
"principals" : {
"SecretsManager" : {
"privateKeyPath" : "file:///snap/aws-iot-greengrass/current/greengrass/
certs/certificateId-private.pem.keyy"
1,
"IoTCertificate" : {
"privateKeyPath" : "file:///snap/aws-iot-greengrass/current/greengrass/
certs/certificateId-private.pem.key",
"certificatePath" : "file:///snap/aws-iot-greengrass/current/greengrass/
certs/certificatelId-certificate.pem.crt"
}
.
"caPath" : "file:///snap/aws-iot-greengrass/current/greengrass/
certs/AmazonRootCAl.pem"
1,
"writeDirectory": "/var/snap/aws-iot-greengrass/current/ggc-write-directory",
"pidFileDirectory": "/var/snap/aws-iot-greengrass/current/pidFileDirectory"
}

8. BITUTHSRAFIMEN Amazon loT Greengrass if M E & X4 :

sudo snap set aws-iot-greengrass gg-certs=/home/ubuntu/my-certs

& Lambda B 3K

AT N BT EFEEN Lambda EEERE E Amazon loT Greengrass Snap L.

/A Important
Amazon loT Greengrass snap v1.11 X X ER[LH Lambda B,

HRIRZIT Amazon loT Greengrass
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1. BT TS /E3) Amazon loT Greengrass SFH12F :

sudo snap start aws-iot-greengrass

I R

Started.

(® Note
MRERER , BRI LAEA snap run fERKEVFANEIRES . BXRIBEHRRNE
ZER , BSREIR  TERITUTES : -X snap “” RS ["greengrassd"] iz1T RS
P “start” ( [start aws-iot-greengrass snap, aws-iot-greengrass.greengrassd.service]
KW, IBHIRAS 1 : Job for snap, aws-iot-greengrass.greengrassd.service %k
W, ARG EREN EIEIRNE, BESH “systemctl IRSHREB”, aws-iot-
greengrass.greengrassd.service” # “journalctl-xe” 7 f#i¥16. ) o

2. BITUTHS , UHIAHESTPERFREEEZT :
snap services aws-iot-greengrass.greengrassd

I R

Service Startup Current Notes
aws-iot-greengrass.greengrassd disabled active -

3. REBHER 3 (F 1389 ) : Amazon loT Greengrass L) Lambda BIE R ATIR |, FFIARIEFIE
Hello World Lambda Ei¥{, BfEEE Lambda ¥ Z 8 , BEER TEHX—%,

4. TWREH Lambda BEEUA snap_daemon AR BB ELARSIER T1E1T. EFEH Greengrass B
HIRE |, BEEHAPIMITUATIRE . Amazon loT Greengrass

a. &3 Amazon loT Greengrass #1548,

b. 7 Amazon loT #HASMBEERNEET , BT Greengrass 8% , REEFREFAH (V1).
c. 7E Greengrass AT , F BHr4A,

d HABRERELNSHMERSD , &HFE Lambda BEUETIF,

e. HMIA Lambda RBUZITEIIMET , R mE , RRHATUUTRE
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https://docs.amazonaws.cn/greengrass/v1/developerguide/module3-I.html

Amazon loT Greengrass

FRARER , BRA 1

. TERANRGAFPMAF , EFEHMWAF, ID/A ID, REERSGAF |D(£‘&7‘)$ﬂ¥\éﬁéﬂ

ID ( ¥ ) P& A 584788,
i. XFERIA Lambda BHEABRIL , BERBFLESR.
ii. EERF
{21E Amazon loT Greengrass SFH' 2

BT LMER snap stop MR RELRS

E{= 1k Amazon loT Greengrass SFH R , BETUTHS :

sudo snap stop aws-iot-greengrass

)

SRR E Stopped. o

ERERERWFELT Snap , FETUTHT :

snap services aws-iot-greengrass.greengrassd

5 R

Service Startup Current Notes
aws-iot-greengrass.greengrassd disabled inactive -

H#E R Amazon loT Greengrass

EHE s Amazon loT Greengrass nap , BETUATHS -
sudo snap remove aws-iot-greengrass
ABIE R

aws-iot-greengrass removed

3t Amazon loT Greengrass 1R B3 1T # B HERR

FEH LT E B R#BBIAE R Amazon loT Greengrass R E& @) &,

HRIRZIT Amazon loT Greengrass
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W B BRAHE 42 £5 1%

RRAR  NRFELERNERBEERRADED, IFRAZONIIRMFANKELRES , &9
LAfEF snappy-debug T &,

BITUTHSRERZIE
sudo snap install snappy-debug

5 R

snappy-debug ©0.36-snapd2.45.1 from Canonical# installed

EI I WLIRREFIZIT sudo snappy-debug H. ZREF —BEFLIBIMNRBIELE RN
1k,

a0 | tN8R Lambda EEks=iRiEE $HOME B RPN XH |, BB T AT ¢

INFO: Following '/var/log/syslog'. If have dropped messages, use:

INFO: $ sudo journalctl --output=short --follow --all | sudo snappy-debug
kernel.printk_ratelimit = 0

= AppArmor =

Time: Dec 6 04:48:26

Log: apparmor="DENIED" operation="mknod" profile="snap.aws-iot-greengrass.greengrassd"
name="/home/ubuntu/my-file.txt" pid=12345 comm="touch" requested_mask="c"
denied_mask="c" fsuid=0 ouid=0

File: /home/ubuntu/my-file.txt (write)

Suggestion:

* add 'home' to 'plugs'

WRBIERBIE /home/ubuntu/my-file. txt XHSHTNREIR. TEEWEE plugs FHM
home, B2 , kBN HTEM. home-for-greengrassd #l home-for-hooks plug {R#&EF RiE
AR

BXEZER , iHZH Snap XHHFH snappy-debug Snap.
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R TERITUTES - -X snap “ BIBRSS ['greengrassd"] iz THRS & “start” ( [start aws-iot-
greengrass snap. aws-iot-greengrass.greengrassd.service] KM , IBHIRZ 1 : Job for snap. aws-
iot-greengrass.greengrassd.service XMW , R 2 HI#H 2R Ht HIFIRRE, BZH “systemctl R
ABRER", aws-iot-greengrass.greengrassd.service” # “journalctl-xe” T f#i¥1E5. )

fERFR : Hsnap start aws-iot-greengrass@mHFEZEBBI C Amazon loT Greengrass ore X
et , BEESE IR,

BEXRESHEHRER  BETUTHS

sudo snap run aws-iot-greengrass.greengrassd

I R

Couldn't find /snap/aws-iot-greengrass/44/greengrass/config/config.json.

IR BIE 7R Amazon loT Greengrass T &|iZconfig. json3 ., &R EB B FEP T4

/var/snap/aws-iot-greengrass/current/ggc-write-directory/packages/1.11.5/rootfs/merged 1 2 48 X7 B& 1%

RS

fRRFAZE : Amazon loT Greengrass REBX X 5IERZR{LEY Lambda B¥. HRER Lambda B
EXRBEXTET, BXRESZEE , 21 (Amazon loT Greengrass Version 1 FF A AR ER) &
MIEFE Lambda B A SR LRTHEE S,

#9217 sudo snap refresh snapd @5 /5 , snapd B FHFEBFELZEFH S 3.

BRAER  RBHNLSE 6 ZEMEE Amazon loT Greengrass R 2 8 & Amazon loT
Greengrass i FEL & X H A N E| Amazon loT Greengrass RERH,

784 Amazon loT Greengrass /U025

FREFARAH Amazon loT Greengrass Core B {48Y , AIAF S BT R RERIRAR ., XHRBESETH
TRINE |, Bt , BRI AEE —E 4 LR R, X EERED H T EARRBELERTEH
(X =T F N

FHYEIRRIRRMRAE

1. THEEHAHLKEH Amazon loT Greengrass Core B RERF .
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2. RUEFSEFIBREORE, BXERNARRNXHENGE SRR,

(® Note
MiE , BRINNIED, BANEEXHEFIFN LR,

EREEZRLRET , EUTSRPETHR
3. 1R Greengrass FTHFHBELBNWKIERE LELE,

a. EREHETHEFESERET , BRITUTRAE
ps aux | grep -E 'greengrass.*daemon'

mRHHEEIE root B /greengrass/ggc/packages/ggc-version/bin/daemon %
B A MRTHEBRTFHFERFEEZET.

(® Note
RN REEMRIZE Amazon loT Greengrass Core 3B &% 7 /greengrass B %
H,

b. FIE #HETFTHFERF :

cd /greengrass/ggc/core/
sudo ./greengrassd stop

4. FF7 Greengrass BEZBEHME %,

sudo mv /greengrass /greengrass_backup

5. FBHWHHMERIZEE L, BTG SFMWos-architectureMversion5HfF.

sudo tar -zxvf greengrass-os-architecture-version.tar.gz -C /

6. FMEHENIES, BANEEXHEHEFBLER.

sudo cp /greengrass_backup/certs/* /greengrass/certs
sudo cp /greengrass_backup/config/* /greengrass/config
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7. BIHTFHERF:

cd /greengrass/ggc/core/
sudo ./greengrassd start

W, BUURT-MEAHBRN TN LR, NMREIAKE , EUUEREFENEE,
EREFHENRE

1. LSRR,

2. MIBRFH /greengrass BHxo

3. ¥ /greengrass_backup BEE#[E /greengrass,
4. BIHIHETHFER.

BLiE M Amazon loT Greengrass 1%

Amazon loT Greengrass &/ EBEMER T HELBFHMARH Amazon IoT R (1RE ). &
Hth Amazon loT 8% —# , NFETEMEKD , EFREEF , AERRFZIEBX Amazon loT
Core F# 1T & 3K IUE Amazon loT Greengrass., %/ R &I1Z1T Amazon loT Greengrass Core ¥4
DEH A LIEE Greengrass A Ab#E | EFE. ¥ FRESNTERKE,

Amazon loT Greengrass /U IR AL T THEE -

 E#E2BM Lambda EHEH EBE MK HIZ1T,

o EXRMAERIER , HEH3SHE Amazon Web Services =o

- ERAREITHES A EMBEREIRE, EEFN Lambda BB B#ITH MQTT JEE4ZiE,
- FERALEITRHEIRE, E#E8 Amazon loT Al Lambda Bz B # 1T MQTT HE &%,
« 8% 5 Amazon Web Services = AR ZFHRIENBENZ BN L LEE,

- RENAE FRIS, EFAEENE Amazon Web Services =R,

o WARHIREMEERNZIEIHER,

- ATETAHEENRNSHSFIRENTE,

o FIRREEH KU Greengrass ZMEZH BB IP #ub M,

- EFNREFVEARENETEE, THRERRER  RUORBFEIER.

« XYAFPEMNH Lambda EE# TR £ over-the-air (OTA) B4 E#o

Bt &M Amazon loT Greengrass # 56
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Amazon loT Greengrass % /UBELiE X4

Amazon loT Greengrass /OB HMBELE X HEconfig. json. B F /greengrass-root/
config B %,

® Note

greengrass-root#& s C Amazon loT Greengrass ore M ERNIEZ LN ZREER, B
¥ , X2 /greengrass BH%.

WRIEMEA Amazon loT Greengrass 28 FHIRIAABIRED , Mconfig. json3X AR
THERSHBEIZZE,

BAUETUA TR UEEZXHNAS
cat /greengrass-root/config/config.json

THEHR— config.json RIS, XRRM Amazon loT Greengrass 12§l & 6l 2 4% /00T 4 B BY AR
7,

GGC v1.11
{
"coreThing": {
"caPath": "root.ca.pem",
"certPath": "hash.cert.pem",
"keyPath": "hash.private.key",
"thingArn": "arn:partition:iot:region:account-id:thing/core-thing-name",
"iotHost": "host-prefix-ats.iot.region.amazonaws.com",
"ggHost": 'greengrass-ats.iot.region.amazonaws.com",

"keepAlive": 600,
"ggDaemonPort": 8000,
"systemComponentAuthTimeout": 5000
},
"runtime": {
"maxWorkItemCount": 1024,
"maxConcurrentLimit": 25,
"lruSize": 25,
"mountAllBlockDevices": "no",
"cgroup": {
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"useSystemd": "yes"
}
},
"managedRespawn": false,
"crypto": {
"principals": {
"SecretsManager": {
"privateKeyPath": "file:///greengrass/certs/hash.private.key"
},
"IoTCertificate": {
"privateKeyPath": "file:///greengrass/certs/hash.private.key",
"certificatePath": "file:///greengrass/certs/hash.cert.pem"
}
.
"caPath": "file:///greengrass/certs/root.ca.pem"
.
"writeDirectory": "/var/snap/aws-iot-greengrass/current/ggc-write-directory",
"pidFileDirectory": "/var/snap/aws-iot-greengrass/current/pidFileDirectory"

config.json XHXHFUTEMY

F/greengrass-root /
certs BRI,

coreThing
Field iR
caPath Amazon loT #& CA #x
certPath B Z UL BAAX T

/greengrass-root /

certs B XM BEZE,

&x

RNTEEERR 1.7.0 ZHIHIAR
Ko, H crypto NREFER ,

2B MR R B
(® Note
BRENKIET I5
UE P 2B B,

NTEEFHRS 1.7.0 2B
K, H crypto NREFER
ZE A 2R
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Field

keyPath

thingAzrn

DU

BOFAE B HNEX T
/greengrass-root /

certs B XHBREZR,

X3 Amazon loT Greengrass
AR E B Amazon loT ¥4k
R L 53 8RB 75 (ARN).

=

NTEEFHRE 1.7.0 ZBTHIAR
Ko H crypto WREFEER ,
ZE S 2R

£ Amazon loT Greengras
s BHEWN ‘AR Tz

1T CL aws greengrass

get-core-definition-
version | i HREREH
%0 ARNG
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Field iR &
iotHost B Amazon loT KE T =, 1€ Amazon loT 4| &/

“RIE” THIEIT aws iot
describe-endpoint

--endpoint-type
iot:Data-ATS CLI @R
EHRLIRT Ko

&SR E Amazon Trust
Services (ATS) &imT R B
XEZER , BSRARSHES
UL,

(® Note

BRENLRETRS
E PRI R
BREN KL

5 Amazon Web
Services X i3

YR, BN, £
FE (R )X

B , iotHost

Y i = 5 AR

prefix.ats.iot.

cn-north-
1.amazona
ws.com.cn 1§
Ho WFZEXHE , &
FHINXEF , -ats &
WA .atso
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Field

ggHost

iotMgttPort

DU

IR

PN

S

T

# Amazon loT Greengrass

Ll =

uﬁﬁ T-’ PAN Y

k. ATE MQTT BE/

Amazon loTiz A5,

=

X2 iotHost 4
wm R, HEVEIR
TR N greengras

s (it | greengras
s-ats.iot

. region.amazonaw

s.com )., FRAEZ

Amazon Web Services X5

tHEliotHost.

(® Note

ﬁﬁ:{@m éﬁlm%l\\\g

IE PR BN Mo
BREN KL
5 Amazon Web
Services X1
YR, Bl , £
FE(4ERE)KX

1 , ggHost KYim

KN greengras
s.ats.iot.cn-

north-1.amazon
aws.com.cn o Xt
FizXiEg , #EHX
& | -ats BN

.atso

ER{EN 8883 = 443, BRiA
{Eﬁj 8883, BEXEZER ,

S B O 443 HME

'ﬂ}IEl_ 1TEE.
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Field

iotHttpPort

ggMgttPort

ggHttpPort

keepAlive

networkProxy

mgttOperationTimeout

ggDaemonPort

DU

ik, AT EIZEE Amazon
loTHY HTTPS #EZHixm O
=

ik, ATESAMMERT
MQTT BENI®H S,

Ak, BT 6IZZE| Amazon
loT Greengrass FRZ Y
HTTPS E#MNiR OS5,

A%, MQTT KeepAlive
A (AW R L),

A, — IR, EENEE
IR ERSS 2R,

A%, fiF Greengrass #%
WIS Amazon loT Corefy
MQTT E#ERTR KA, 1TH
S EUHIT FRER BT R ( AR
REM ),

Ali%, Greengrass &1 IPC
w5,

=

BMENRN 8443 B 443, BRIA
BN 8443, BXEZER ,
ESH B0 443 FME
REBHITEE

BM{ERN 1024 F| 65535,
ERINE N 8883, BXEZE
B |, i34 the section called
“F T A i H B R MQTT

BMEN 8443 I 443, BRIA
BN 8443, AXEZEER,
BSH BiiwO 443 MK
REHITEE,

BXCCEE 30 2 1200 ¥z
B, RIAMER 600,

RERSB|AUZ HTTP, tb
A LAR HTTPS, BEXEZ{E
B B5H B0 443 5
R 48 AR TR 1T 2

MINMER 5. &IMER 5

Lt /E %7 Amazon loT
Greengrass v1.11.0 RE & i
ApE A,

BMETE 1024 F| 65535 2
B, ERIAER 8000,
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Field

systemComponentAut
hTimeout

runtime

Field

maxWorkItemCount

maxConcurrentLimit

lruSize

mountAllBlockDevices

DU

A%, FfLiF Greengrass core
IPC 5T & 350 UE f BtR] (A
ERRENM)

EPU

Ali%, Greengrass SFHEF
— IR AT BAKLEBR H Bx K TAEIR
B, B LRGN ERGER
B o

THETMNSIRRSGHEE, AF
E X B Lambda BREUFNIE #2358

H=,

Ali%, Greengrass SFH'#2
FRRAENHEREE
Lambda TELENHRABE
o BAILMEE — N ENEHR
REBEEHSE

ik, M E&R/IME

maxConcurrentLimit o

A%, Amazon loT
Greengrass iR &
OverlayFS f5 , R ERASE
EHNMmAERRZERTBES
#,

=

LtE £ Amazon loT
Greengrass v1.11.0 iE & iR
ApHH,

BM{ETE 500 F 5000 Z[H,
AIAER 50000

Y
EE

AMINER 1024, HEAEZR
EHEHRE,

1 hntk{E 43850 Amazon loT
Greengrass FAMNNE, W
REFEROERKE MQTT
SHERE , WA SUEMtE.

HRINERN 25, &/MEH
lruSize &,

AINER 25,

Lt /E 7 Amazon loT
Greengrass v1.11.0 RE S i
A EH,

BHENRN yes M no., EBINE
A no,
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Field

postStartHealthChe
ckTimeout

cgroup

useSystemd

crypto

A%, Greengrass SFHIEF
ERIEEFETRIARER
IR E ( AZRREBEANL) .

BERENREREER

systemd,

FE
WMREN /ust BEXRFTE/EB
REMZT |, BHLERERN
YE€So

ERINERTESE R 30 ¥
(30000 Z# ) ,

BMENRN yes H no, 1=
{Tcheck_ggc_dependen
cies R 1 K HIA
DEEENEZERBFEH

systemd,

crypto B8 —LEM , XEBEMEN PKCS # 11 MARAFH I FELHZTSER (HSM) £HY

MERAFH. AXESER

&2 [Rthe section called “Z£ZE 3 A", the section called “TEH4 %

EMERMEZALEI R D, XFXHFRE L HSMs IXHFREFNILAFREE,

FBR

caPath

PKCS11

DU

Amazon loT 18 CA EV4E XS B§
=,

#x

DA AT #& 2B S04
URI : file:///absolute/
path/to/file o

® Note
BRENKIRT S5

UEBRBEX M,
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F

OpenSSLEngine

P11Provider

slotLabel

slotUserPin

principals

IoTCertificate

IoTCertificate
.privateKeyPath

IoTCertificate
.certificatePath

DU

A[i%, OpenSSL 5% .so X
# ( BT OpenSSL L EH
PKCS # 11 X ) B4 XT3

4
%o

PKCS#11 k1Y libdl-loa
dable FERY 48 X B4R,

AT FRR B EIR BV FEIRE

ATFXEHRE Greengrass #%
DT H R AP PIN,

=
IR R ARG LAY ST RYBR

4
%,

R EFEH Greengrass OTA
EMRERINEGZLM
NtEERLEN. BXE
Z{EE , BZ M the section
called ‘Bt & OTA E#i's

IR R ARG LAY LRI BR

4
%,

MIFE PKCS # 11 FREM

-‘|-|-
o

MIMEH EBHINRT 8E
FEARENAEBANT
C_Sign,

#/0 B F B Amazon loT & & RHVIE P FFLE H4A

BORE BANEE,

BARFIE PR L N B

NFXERGFH
PR A TR X

URI : file:///absolute/
path/to/file

T HSM Z6E |, 2T
EXNRIFZM RFC 7512
PKCS#11 B4R,

AR LA #& 2B S04
URI : file:///absolute/
path/to/file
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F

MQTTServerCertific
ate

MQTTServerCertific
ate .privateKeyPath

SecretsManager

SecretsManager
.privateKeyPath

DU

=

ik, BONFEH MQTT BRFEB|[BMAXMFHIEBLESERAR

MREH,
Aty MQTT BRSS 220 B 4H
R BE AR

ERALER A MQTT RS
FREEEEHCSHMEER.

NFXERGFH#

DR A TR X

URI : file:///absolute/
path/to/file

XF HSM F6E |, 2T
EXN RIFZM RFC 7512
PKCS#11 BB1%,

MRERUEYE , MRBEW
Amazon loT Greengrass HE#¥s
REREZA. MREE T
PRARNBAH TR,

FRFRATNENSEZANLEER. BXEZER , SN

REAREI RO,

7 Secrets Manager FAE &
SARVERER,

X% RSA B4,

NFXERGFH

DR AT R X

URI : file:///absolute/
path/to/file

XF HSM #fiE |, BRI
ENRIFEM RFC 7512
PKCS#11 B, HEHA
PKCS#1 v1.5 B HLHI 4 &K
HEZHA.
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A EFBUTRERY :

Field

mgttMaxConnectionR
etryInterval

managedRespawn

writeDirectory

pidFileDirectory

Extended life versions

iR

[, £ MQTT ZE# M as
MR AREZEERER (BN
By),

A&, R OTA REEEHM
ZHREBITEEX AL,

A%, Amazon loT
Greengrass BI|ZEPEIR/B®R
BFHEAEBF

A[i%, Amazon loT
Greengrass FH# = ID
(PID) #EELB X T,

N ==
=

MZEEENEFSER. A
AH 60,

BRERN true B false,
BEXEZER , BSH
Amazon loT Greengrass %/

HHH OTA BE#i.

BEXEZER,BZHE R
& E A B % Amazon loT
Greengrass.

ZRIAE R /var/Tun,

AR RRZ<HY Amazon loT Greengrass Core B4 FIEKFEAF I B. HEERESE,

GGC v1.10

{
"coreThing" : {
"caPath" :
"certPath" :
"keyPath" :
"thingArn" :
"iotHost" :
"ggHost" :

"root.ca.pem",
"hash.cert.pem",

"hash.private.key",
"arn:partition:iot:region:account-id:thing/core-thing-name",

"systemComponentAuthTimeout": 5000

}I

"runtime" : {

"maxWorkItemCount" :

1024,

"host-prefix-ats.iot.region.amazonaws.com",
"greengrass-ats.iot.region.amazonaws.com",
"keepAlive" : 600,

Amazon loT Greengrass & /U & X4
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"maxConcurrentLimit" : 25,
"lruSize": 25,
"cgroup" : {
"useSystemd" : "yes"
}
I

"managedRespawn" :

"crypto" : {
"principals" : {
"SecretsManager" : {
"privateKeyPath" :

1,

"IoTCertificate" : {
"privateKeyPath" :
"certificatePath" :

}

false,

I
"caPath" :

config.json X#HXFUTEM :

coreThing
Field R
caPath Amazon loT 1§ CA 83
T/greengrass-root /
certsHRMEREZ,
certPath BAMR BB AEX T

/greengrass-root /
certs B RHEBRZ,

"file:///greengrass/certs/root.ca.pem"

"file:///greengrass/certs/hash.private.key"

"file:///greengrass/certs/hash.private.key",
"file:///greengrass/certs/hash.cert.pem"

#x

RNTEERE1.7.0 28K
WA, 3 crypto WREE
B, B 2R

(® Note

BRENZETLE
EPREN N,

RNTEERE 1.7.0 ZHH
RAS, ¥ crypto WRETE
B, ZE IS 2
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Field

keyPath

thingAzrn

DU

BOFAE B HNEX T
/greengrass-root /

certs B XHBREZR,

X3k Amazon loT Greengras
s &R E R Amazon loT
YR B9 T 5 52h 32 R A 5
(ARN),

=

RNTEERE1.7.0 28K
WA, & crypto WREHE
B, B 2R

£ Amazon loT Greengras
s BHEWN ‘AR Tz

1T CL aws greengrass

get-core-definitio
n-version |@SXRERK
B0 E ARN,
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Field

iotHost

DU

B8 Amazon loT Kig¥H

PAN Y

=

1£ Amazon loT Z=#I &1
“RE” TEHIEIT aws iot
describe-endpoint

--endpoint-type
iot:Data-ATS CLI @R
EHRLIRT Ko

a5 iR | Amazon Trust
Services (ATS) LT Ko
BXEZEER | BSHRS

2= 5 D IR 34,

(® Note

BRENLRETRS
E PRI R
BREN KL

5 Amazon Web
Services X i3

YR, BN, £
FE (R )X

B , iotHost

Y i = 5 AR

prefix.ats.iot.

cn-north-
1.amazona
ws.com.cn 1§
Ho WFZEXHE , &
FHXEH , -ats
EHRH .atso
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Field

ggHost

iotMgttPort

DU

&K Amazon loT Greengras
s AT Ko

ik, ATE MQTT BER

Amazon loTiz A5,

=

X2 iotHost 4
wm R, HEVEIR
TR N greengras

s (it | greengras
s-ats.iot

. region.amazonaw

s.com )., FRAEZ

Amazon Web Services X5

tHEliotHost.

(® Note

BRENKETRE
IE PR BN Mo
BREN KL
5 Amazon Web
Services X1
YR, Bl , £
FE(4ERE)KX
15 , ggHost KYif
KN greengras
s.ats.iot.cn-

north-1.amazon
aws.com.cn o Xt
FizXiEg , #EHX
& | -ats BN

.atso

BEH{EN 8883 = 443, B

iMEﬁJ 8883, AXEZE

B, iESH BdwA 443

m%ﬁﬁLTﬁgo
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Field

iotHttpPort

ggMgttPort

ggHttpPort

keepAlive

networkProxy

mgttOperationTimeo
ut

runtime

DU

ik, AT EIZEE Amazon
loTHY HTTPS #EZHixm O
=

ik, BT EE A i &3
T MQTT BEMN®KAS,

Ak, BT 6IZZE| Amazon
loT Greengrass FRZ Y
HTTPS E#MNiR OS5,

A%, MQTT KeepAlive
A (AR 2 1),

Ak, — IR, EENE
EEBNARERS R,

A%, fiF Greengrass #%
WIS Amazon loT Core
B MQTT EZEFPERKM,
1T B s BUH T F R VERY B [B]
(AW REMN),

=

BEMERN 8443 T 443, 2R
INMERN 8443, AXEZE
B, 2 B0 443 5

M RIBHITEE

BXERN 1024 % 65535,
ERINE N 8883, AXEZ
{85 , S the section
called “A T A4 H 2 WA R
MQTT iw 3",

BMERN 8443 K 443, B
INER 8443, HXEZE
B, EFSR BdiwO 443 5

M EREHTIERE,

BXCCEE 30 2 1200 ¥z
B, RIAMER 600,

RIBARSBRAI LR HTTP
A LR HTTPS, BXES
ER , BFZH BdiwO 443
) R BB AT IE 2

LB M Amazon loT
Greengrass v1.10.2 FF A1)
Ao

MINMER 5. &IMER 5
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Field

maxWorkItemCount

maxConcurrentLimit

lruSize

postStartHealthChe
ckTimeout

cgroup

useSystemd

crypto

DU

Ali%, Greengrass SFH2F
— IR AT AL BB Y B K TAEI
o BT Ik BR &I A9 SRAF 4
2R,

TSR RSGEYE. B
FEMHK Lambda BIEFE
EHREAE,

A[i%, Greengrass SF#12
FAaUEENHRREE
Lambda TE4 M & ALK
B, BZANEE— N TEW
BBRBZLSH,

%k, EXHHR/NME
maxConcurrentLimit

o

Ali%&, Greengrass SF#'#2
FERIEEFEITRRE
BRERHEE (UAERRE

i),

BRENRRREER
systemd,

==
R

HRINER 1024, RAERIR
BEHRE,

B E <8 Amazon loT
Greengrass £ AR T,
MREFERVERKE
MQTT SEERE , NI AT LAE
hngt{E.

BINER 25, B/MEHR

lruSize X,

AIAEN 25,

ARt ETE 9 30 B
( 30000 Z® )

BEMENRN yes H no, 1=
{Tcheck_ggc_dependen
cies MR 1 HH M
DEEEBNEZERBFEH
systemd,
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Amazon loT Greengrass

crypto B2 —&EM | XEEMIET PKCS # 11 MA#BRAFEIFIEHLLER (HSM) £
NIEZAER, BXEZELR |, 1§25 Hthe section called “E£Z3#E A", the section called “T&

e MERTRBZATEIZL. IFXHRSE L HSMs SIXHREFHAAFEERE.

FE iR i
caPath Amazon loT 1R CA V4R SR AT X X
=, URI : file:///absolute/
path/to/file .
@ Note
HWRENAZIFET 2
WP RBF N,
PKCS11
OpenSSLEngine A%, OpenSSL 5% .so AR S R G B ST
X# ( AF1E OpenSSL BZ,
R PKCS # 11 X135 ) 194
R R EEA Greengrass
OTA EFREXRXIINEHZL
24 NttEHRMEN,
BXELZEER , F5H the
section called “‘BL&E OTA &
#'o
P11Provider PKCS#11 X#ERY libdl-loa RN RS EMSTHR
dable Jﬁﬂ'ﬂg@%fﬁﬁ‘/{%o %1%0
slotLabel AT RiREHEIR A FEIR HIREE PKCS # 11 3R&M
z, Bo
slotUserPin A TFXHERH Greengras HMEE RBHBRT 8
s O ITHHRIEN AP FEARENALEZRANIT
PIN, C_Sign.
principals
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FRARER , BRA 1

FE
IoTCertificate

IoTCertificate
.privateKeyPath

IoTCertificate
.certificatePath

MQTTServerCertific

ate

MQTTServerCertific

ate .privatek
eyPath

DU

=

O R FE Amazon loT & HiESREVE$ FFAE 40,

BB RARBRE,

B R BB VL XY B2

NFXERGFH

IR AT X

URI: file:///absolute/
path/to/file o

X T HSM 7% , BRI
EXRIFER RFC 7512
PKCS#11 B4R,

IR AT &R XX
URI : file:///absolute/
path/to/file o

ik, BONFEHE MQTT BRFG|[BIMXMFHIEPEEEA

HAE RN,
Aty MQTT BRSS 22 0B B 1A
R BE AR

ERALLER A MQTT RS
FREEEEHCSHMERR.

NFXERGFH

DR A TR X

URI : file:///absolute/
path/to/file

T HSM Z6E |, M2 TE
EXNRIFZM RFC 7512
PKCS#11 B4R,

MREREEY , WRESR
# Amazon loT Greengrass
EFRREREZR. RS
E, BEFRNARXNEART
Bik,
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FRARER , BRA 1

F

SecretsManager

SecretsManager
.privateKeyPath

o BREFEUTERERY !

Field

mqgttMaxConnectionR

etryInterval

managedRespawn

writeDirectory

DU

=

REFBATMENBEZANLEEZEN. BXEZER , 5

53 REZAEEF R

A #h Secrets Manager A8
AR KR,

PN

Ak, £ MQTT ZE £ M 7T e
MEAREZERRER (LB
NEHL) 6

A%, R OTA REEEHM
ZHREEEITEEX L,

A%k, Amazon loT
Greengrass BIEFAEIR/E
BRABAER,

X% #F RSA 4,

NFXERGFH

IR AT X4

URI : file:///absolute/
path/to/file o

1 F HSM 4 | BARIE
Xt R AR & RFC 7512
PKCS#11 B&1&, fER
PKCS#1 v1.5 1B HL &l & 5K
B EH.

N =
=

MZEEENEFSEHY.
AIAA 60,

BRERN true B false,
BXEZER , SN
Amazon loT Greengrass #%

DEREH OTA B,

BEXEZER , BBHA R
fit i 5 A B 3 Amazon loT
Greengrass.
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FRARER , BRA 1

GGCv1.9

"coreThing" : {
"caPath"
"certPath"
"keyPath"
"thingArn"
"iotHost" :
""ggHost"
"keepAlive" : 600

1,

"runtime" : {

"cgroup" : {
"useSystemd" : "yes"
}

I

"managedRespawn"

"crypto" : {
"principals" : {

"SecretsManager" : {
"privateKeyPath"

"root.ca.pem",
"hash.cert.pem",
"hash.private.key",

. false,

.

"IoTCertificate" : {
"privateKeyPath"
"certificatePath"

}

o
"caPath"

config.json X#HXFUTEMY :

coreThing
Field iR
caPath Amazon loT 18 CA #xt

F/greengrass-root /
certs B ZHBEE,

"file:///greengrass/certs/root.ca.pem"

"arn:partition:iot:region:account-id:thing/core-thing-name",
"host-prefix-ats.iot.region.amazonaws.com",
"greengrass-ats.iot.region.amazonaws.com",

"file:///greengrass/certs/hash.private.key"

"file:///greengrass/certs/hash.private.key",
"file:///greengrass/certs/hash.cert.pem"

#x

ATEERE 1.7.0 2811
A, ¥ crypto WREFFE
B, ZE MR AR

Amazon loT Greengrass & /U & X4
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FRARER , BRA 1

Field

certPath

keyPath

thingAzn

EEPUN
B BIEBAEX T

/greengrass-root /

certs B XHBEZE,
ZOFAEH AR T

/greengrass-root /

certs B XHEE,

X5k Amazon loT Greengras
s &R EHR Amazon loT
YDA T B 52 3 R R
(ARN),

=

(® Note
PRI LR T R
UE 5 R BIR M

NTEEHRB1.7.0 2HH
RAS, ¥ crypto WRETHE
B, ZE S AR

RNTEEHRE 1.7.0 ZHH
RA, ¥ crypto WREFHE
B, ZE SR 2R

1£ Amazon loT Greengras
s ZHIAH ‘AL THIE

1T CL aws greengrass

get-core-definitio

n-version |@MeRERK

ZHIZ 0K ARN,
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Field

iotHost

DU

B8 Amazon loT Kig¥H

PAN Y

=

1£ Amazon loT Z=#I &1
“RE” TEHIEIT aws iot
describe-endpoint

--endpoint-type
iot:Data-ATS CLI @R
EHRLIRT Ko

a5 iR | Amazon Trust
Services (ATS) LT Ko
BXEZEER | BSHRS

2= 5 D IR 34,

(® Note

BRENLRETRS
E PRI R
BREN KL

5 Amazon Web
Services X i3

YR, BN, £
FE (R )X

B , iotHost

Y i = 5 AR

prefix.ats.iot.

cn-north-
1.amazona
ws.com.cn 1§
Ho WFZEXHE , &
FHXEH , -ats
EHRH .atso
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FRARER , BRA 1

Field

ggHost

iotMgttPort

DU

&K Amazon loT Greengras
s AT Ko

ik, ATE MQTT BER

Amazon loTiz A5,

=

X2 iotHost 4
wm R, HEVEIR
TR N greengras

s (it | greengras
s-ats.iot

. region.amazonaw

s.com )., FRAEZ

Amazon Web Services X5

tHEliotHost.

(® Note

BRENKETRE
IE PR BN Mo
BREN KL
5 Amazon Web
Services X1
YR, Bl , £
FE(4ERE)KX
15 , ggHost KYif
KN greengras
s.ats.iot.cn-

north-1.amazon
aws.com.cn o Xt
FizXiEg , #EHX
& | -ats BN

.atso

BEH{EN 8883 = 443, B

iMEﬁJ 8883, AXEZE

B, iESH BdwA 443

m%ﬁﬁLTﬁgo
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Field

iotHttpPort

ggHttpPort

keepAlive

networkProxy

runtime

Field

maxConcurrentLimit

lruSize

postStartHealthChe
ckTimeout

DU

ik, AT EIZEE Amazon
loTHY HTTPS #EZHixm O
=

A%, ATFAIZEZE Amazon
loT Greengrass FRSHY
HTTPS EEMNIKOS,

A%, MQTT KeepAlive
JAHR (AR R EAL)o

ik, — IR, EEXE
EEIRRERS R,

DU

A[i%&, Greengrass SFH#'#E
FALBENHRREE
Lambda THELEN KA
B, BANEE - TEW
BEURBZLSH

ik, M E&R/IME

maxConcurrentLimit

o

A[i%, Greengrass SF#12
FERHEEFEITRAR

=

BERER 8443 B 443, BR
NER 8443, BXEZE
£ ,#B5iH BdwO 443 5
R 48 4% TR 3 1T 2

BRENR 8443 FH 443, B
INMER 8443, BXESZE
B BZH B 443 5
R 48 4R TR 3 1TE 2

BEREEE 30 F 1200 Bz
H, BRINEN 600,

KBRS SR TLUZ HTTP
AR HTTPS, BXES
B8, FSHABETKA 443
ok R 4R AR IR 1T IE 2

3 ==
EE

ZIAERN 25, &/MEH
lruSize &Y.

#RIAER 25,

ERINEBTESE R 30 ¥
( 30000 Z# ) .
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FRARER , BRA 1

Field

cgroup

useSystemd

crypto

[
Hf
[

FXHYES[E] ( AZR A &

o

=

— di

BrRENER_REEH
systemd,

SN
R

BEMENRN yes = no, 1=
{Tcheck_ggc_dependen
cies R 1 K HIA
DEEENEZERERFEH

systemd,

FEVI7.0 FFET crypto MR, BEIAT—EEM , XEEMHEN PKCS # 11 MAt 2477

IR R EEIR (HSM) LB RHAFE. BXEZER  F

Zfthe section called ‘&%

Z1E A, the section called “EHZ M ER M ZAHBEZ 0o XEXHRS E HSMs =

MHERGEFNIATREE,

F

caPath

PKCS11

OpenSSLEngine

DU

Amazon loT 1§ CA B4 XY 5%
=,

Ali%, OpenSSL 5|% .so
X# ( AT OpenSSL Lt
BRI PKCS # 11 4% ) 4
POf N

#ix

AR AT &R XX
URI : file:///absolute/
path/to/file o

@ Note

BRENLIHT S

UEBRBEX N,

AIPR ARG R STAFRY
BB,

mMREEA Greengrass
OTA EFRERIINEHZ
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FRARER , BRA 1

F

P11Provider

slotLabel

slotUserPin

principals

IoTCertificate

IoTCertificate
.privateKeyPath

IoTCertificate
.certificatePath

MQTTServerCertific

ate

PKCS#11 k1Y libdl-loa
dable FERY 48 X B4R,

AT FRiR B EIR BV AR
&

"o

AT ERM Greengras
s RO ITHHRIENWAF
PIN.

&x

=4 MtEHERSEN,
BXEZER , 55H the
section called “Eti& OTA ¥
#'s

AR X R G LR SR
BB,

MIFFE PKCS # 11 FREM

-‘|-|-
o

HIMBEH BB RS 88
EARENLBEZRRANIT
C_Sign,

#/0 B F B Amazon loT & & RHVIE P FFLE H4A

BORE BANEE,

BMRFIE LN B

NFXERGFH

DR A TR X

URI : file:///absolute/
path/to/file

T HSM Z6E |, 2T
EXNRIFZM RFC 7512
PKCS#11 BB1%,

AR LA #& 2B S04
URI : file:///absolute/
path/to/file

Hik. BONFTE MQTT BRSERTM X M fF HiE B 45 S 6 A

MALBEHR.
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FRARER , BRA 1

F

MQTTServerCertific
ate .privatek
eyPath

SecretsManager

SecretsManager
.privateKeyPath

A EXFFEUATERER T,

DU
ity MQTT BRSS 22708 B 4H
R B AR

=

ERALLERAEM MQTT RS
FRIEELBECHABEER,

NFXERGFH

IR AT X4

URI : file:///absolute/
path/to/file o

F HSM 176 , AR
EXNRIRZM RFC 7512
PKCS#11 B&1%,

MRERUEY , MREFER
# Amazon loT Greengrass
EFREREERZHR. R
E, BEFRATRXNEBART
B,

FRFRATNENGEZANLEER. AXEZER  FF5

53 REZARBEI KD

74 Secrets Manager FAH
RN ER,

X% # RSA B4,

NFXERGFH

PR A TR X

URI : file:///absolute/
path/to/file

XF HSM =i , BRI
EXNRIFZH RFC 7512
PKCS#11 &, SMEHA
PKCS#1 v1.5 HEE A E £ R
AEZH,
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FRARER , BRA 1

MZEEENEFSEHR.
AIAA 60,

ARENRN true = false,
BXEZER , BHSH
Amazon loT Greengrass #

DERHER OTA B,

BXEZEL  #ESH
ftiEE A B 3% Amazon loT
Greengrass.

FE& BN
mqttMaxConnectionR A%, £ MQTT E#ERFFad
etryInterval NRKXEZERRER ( AR
NEM ),
managedRespawn A%, R OTA REBEEH
ZEEEZETEENRBE,
writeDirectory A[i%, Amazon loT
Greengrass BIEEIR/E
HRHNEBE AR %,
GGC v1.8
{
"coreThing" : {
"caPath" : "root.ca.pem",
"certPath" : "hash.cert.pem",
"keyPath" : "hash.private.key",
"thingArn" : "arn:aws:iot:region:account-id:thing/core-thing-name",
"iotHost" : "host-prefix-ats.iot.region.amazonaws.com",
"ggHost" : "greengrass-ats.iot.region.amazonaws.com",
"keepAlive" : 600
1,
"runtime" : {
"cgroup" : {
"useSystemd" : "yes"
}
},
"managedRespawn" : false,
"crypto" : {
"principals" : {
"SecretsManager" : {
"privateKeyPath" : "file:///greengrass/certs/hash.private.key"
},
"IoTCertificate" : {
"privateKeyPath" :

"file:///greengrass/certs/hash.private.key",
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Amazon loT Greengrass FRARIERE , A1

"certificatePath" : "file:///greengrass/certs/hash.cert.pem"
}
iy

"caPath" : "file:///greengrass/certs/root.ca.pem"

config.json XHXFUTEM.

coreThing
Field ik gx
caPath Amazon loT 48 CA Xt RNTEERE1.7.0 28K
F/greengrass-root / KA. H crypto NREFE
certsHRMERZ, B, B 2R
(@ Note
ﬁﬁ‘mméiim*/\\\ﬁ
ﬁE:F-T'D'C:!!XT}_\_o
certPath BAMEZIEPAEX T NTEERE1.7.0 2818
/greengrass-root / RA, ¥ crypto WRFFHE
certs B XMEERE, B, 2B M AR
keyPath BOFAE ZHANMEN T RNTEERE1.7.0 288
/greengrass-root / A, % crypto WRFFHE
certs HFRMEERE, B, B AR
thingArn 5k Amazon loT Greengras £ Amazon loT Greengras
s %% &E B Amazon loT s BHAN ‘AR Tz
YA EY L 5320 58 R A #5 1T CL aws greengrass
(ARN), get-core-definitio
n-version |#HXER
B ARN,
iotHost &9 Amazon loT KT £ Amazon loT ZH| &K
Ro “IRE” FTHRIZIT aws iot
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FRARER , BRA 1

Field

r%;

=

describe-endpoint

--endpoint-type
iot:Data-ATS CLI &K
BHRLIRT Ro

W fFiRE Amazon Trust
Services (ATS) LiHT Ko
BEXEZEE , BSARS
25 5 19 38 0F TR o

(@ Note
BRENL T
REIFPEAR
N, BREN ik
25 Amazon Web
Services XiF XJ
R o
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