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Q 1
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Event Region / R Last update Affected
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category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
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EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

Support ¥
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RS
Status
X7 A X

EHRERETKS,

FFIa R &5 R et [

K3

REWAROHE

SR E R AT R R

“SEMMNER EMFETREXRZIZEHEZ MM ATAE Amazon Web Services BIRHUTEER. :

EXFAER



Amazon Health

RAriEmE

- MRTAAHAEX , BIR ID (Hl , Amazon EBS % ID vol-alb2c34f ) 3 Amazon BREFF

(ARN ) ,

« NTFUHHHEREARES KRN RRIRESERROBIRS (FLE, KRAHLEHER ) .
LHREEE 24 PERIFH -, BEHREAREFE 72 MRS ERBRIEPRES.

BRI LATRIE T IRPETRNIE, STLURRIR ID 3 ARN S/NEREE,

Example: Amazon Health 5&3 | F Amazon Lambda

UTREBR SR Lambda B —NREIEHS,

Event log

Q

Region: US East N. Virginia (us-east-1), US East
Ohio (us-east-2)

X

Clear filter

Event summary

Lambda operational issue

Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

EC2 operational issue

Last update: October 9, 2020 at 11:54:16 AM UTC-7
us-east-1

SNS operational issue

Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1

EC2 operational issue
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1

Deepracer operational issue
Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

Sagemaker operational issue

Last update: August 31, 2020 at 9:04:39 PM UTC-7
us-east-1

Batch nooratinngl lcciig

Lambda operational issue Back to list view []

Details Affected resources

Event data
Event Start time
Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7

Status End time
Closed October 9, 2020 at 3:11:08 AM UTC-7

Region / Availability Zone Affected resources

us-east-1 -

Category

Issue
Description

[RESOLVED] Increased Invoke Error Rate

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.

BHxD
BTN A Amazon Health IS4 -

s NEEHRTEETKRFIERSEMH, Alan , MEELH Amazon EC2 IR Amazon Web
Services Xi5 , BMEERKREZXERARSHER , B4 Amazon Health I2EEXZEHNE L.

E L ESid



RAriEmE

Amazon Health

s BETKFOEHBETENKFSHEBARFRNK,, Flan , MREFEHHEA Amazon EC2 3£
HIHIM BB | i Amazon Health 12448 % Amazon Web Services X8, ZEHHE B LUK Z Y

Amazon EC2 £4I5I&K.

ERAUATENHEESHRLAEEHERBETK/NEHN

« £ Amazon Health ##IER+ , N EHERSIEMERENF. EERRNEHHE T ENIK
Fo #BERRNEHRELTN , HTRBETENK, . BXEZEELR |, 2 Amazon Health
Dashboard A7,

« fF Amazon Health APl iR [EleventScopeCodeZ# ., EHTUER
PUBLIC. ACCOUNT_SPECIFIC =X NONE {H. BXEZEE , iHZ % Amazon Health API ZE
#IDescribeEventDetailsig& 4.

B AR

BAMEE RER B+ AA , BT Amazon Health SR FFIAERFH. AR RITFE
EELE 3 NANMAR—FANITIIER,

Amazon Health E4Z A HE R, EF BHUE R EE Amazon Health SE3I E Z#ME SN ME

Ko BNEFEIRIMBEHTHNEFURBEE R, EEENEHUREBETR. R —MNAHFEHNA
FHESH  IRERBENIEEHNKE, EF— A , ZMNERPE R Amazon Health 45|
Fo BULUEMERPER—NEH , METEXZBH4NERE. NERLERESREL , JUSM

IRENNE,

BAAE


https://docs.amazonaws.cn//health/latest/APIReference/API_DescribeEventDetails.html

Amazon Health AriEE

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event L
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

2 0 Y BRI

Amazon Health 4T RESEEZ MY RIR, &1 LAE Amazon Health 489 3 800 % R & I
FHEESERNER, EEERD , i§1%12 Amazon Health B¢, RA S REN EARE 2 220088
WA, NTFiRNEREE Amazon Health B4 | SHREHSEZINERRANE B EH,

T 4% Amazon Health E4E “SEWE R ETFHMHBERSIEMERRSHBEE, SEWERHN
FIRURMENARSERPE TR, TNEGARSHRERARRRAZTENSEHEEN—NRE, BT
BAEXTVNESEAHSHEMNESZEER |, 1555 Amazon Health it X £ d B HI =4,

HEHRIALANEE , Amazon Health EH 2 E RS ENAMEK WA SHRERHRSHE. #&
EFHRZERKSNIIRURZKFHFLERREE. ERKSHELERFHHRENE RIKF U
BHE, KFURRESENESEEL  JUASHEZERKSWARSR. SRRERRESNEE
T RER D EREITRER.

BRI L E SRR R FH L CSV = JSON BRX THZIEFWHRRYIR, EHAMEF , TEHHX
HEEMRIIKFPNAERR. EALUEDSMBIKSRD , LEETHNXEFNETEZKF R

FEMARRAE 15



Amazon Health AriEE

Bo TEHXHEFEBNZENMN R REDIERIREMN Amazon Web Services I ID, EventArn, SE{FH
. EntityArn, RS EXEFHSE. MRBUET ARG W THEHAXHRNETEHEGTHNE R,

—RRBETH I, FENXHFLEI THINEBZRWRIATEXHGX , HEGE T EFHRE
Amazon Web Services X1, &z BHM TH AN TRXHE,

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred

mare than 7 days ago.

Q, Add filter 1

Event v Status Region / Zone Info Start time v End time ¥ Affected resources v
Lambda planned lifecycle event 8 X
B 4 Pending 100%
4 May reqrane ation
0 Unk 0%
Affected resources o " __n, m:rwn .
Mot able to verily status
Resource data is typically refreshed evary B 0 Resolved 0%
24 hours o actions required
Affected resources (4) Download ¥
Q, Add filver 1
Resource ID / ARN Iy Resource status Last update time
arn:aws:lambda:us-east-1:95958660861 1:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUGP [4 @) Pending 2 months ago
arn:aws:lambdazus-east-1:95958660861 1:-function:SpringClean-XUGZHHS5R-FeatureCheckarFunction-cwZke PWUELAGY ] @ Pending 3 months ago

B X R IE

&0 LATE Amazon Health I ERPIZ YN X UTC EEEH., NIREEZRHERPEXRGEX |, N
Amazon Health 2 #IHIR PO FAE R BB N A X EHBLEFT N EEENR X,

EEHRENNXIRE

1. FEhttps://health.aws.amazon.com/health/ZX B T FF Amazon Health 2 #IE 4R
FEREKEER , 1% Cookie HILTI,

FFIEEME Cookie , B EAY. RABEBRREFEEI,

#£ Amazon Health 2 HER SMER T , ERNXRE,

NIEH Amazon Health 2 HERQFEFE—NX, AEERRFER.

o & 0N

B XiRE 16


https://health.aws.amazon.com/health/

Amazon Health AriEE

ERAELZEITIRRN

Amazon Health 528 , Amazon Organizations Ht IR UEERE TENWALANFIERKFFNES, X
NERETALPERNEHANEFRINE, SR FEAXEEHRUERER., RENNAEFHNE
Ho

BXEZER , B5 BKSR4S Amazon Health =4,

BLiE W &% EventBridge

EventBridge A T# M Amazon Health B HME R, SIS EKF PR ERNSE
Amazon Health 4 , AR RENAN , LEESHXETILE Amazon Health BEIR R EXEITH

EventBridge ¥ EL £/ Amazon Health

1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE R

2. ESME EventBridge 1 #| & UGIEMAN , FHRITUTE—BRE .
- TESMBERHN “@RELK" T , %&#&F Amazon EventBridge.
- F£“BLE” T EventBridge , #%3#F “4# %" EventBridge,

3. BREBEZSRANSHEMNFMEE, ESHET Amaz Amazon Health on M52 E 4
EventBridge.

BH AR ITIRR 17


https://health.aws.amazon.com/health/

Amazon Health AriEE

Amazon Health 1% &k

Ol LAfEF Amazon Health R #IER-RFZE1TIRIAKEBFIE AWNIZITIRR Amazon Web Services
RS, WIREE R T Amazon Web Services KIBHFRERSIREN RS EH., BLEEZREETA
Amazon Web Services Ik 58] Amazon Health 2 &I ER-BRSZ TR T H.

® Tip
AN ERATLES |, XEFEFHA4EET Amazon Web Services K. MR EBE2LEH—)
kP, BRAVBINEBEFZLLEE Amazon Health #&IE R , FHBERT 7 £ 7] 2§20 8B Ik - PR SS
HNEH., BXEZELR , 555 Amazon Health Dashboard A7,

& FE Amazon Health &I ER-RSETIROR

1. S Fhttps://health.aws.amazon.com/health/ SRS TT M

(® Note

MREBE LR XFINEHTTE Amazon Web Services TKF |, #8454 = % a1 2)Amazon Health
2 ER- A K P EEROR T,

2. ERZEZETWRAT , EBRRREOFNEHRBUEERICIRENSH., BOUEEEXEHFNAT
E8 :

- EHEHNZTEMXE, i, #4AERBE - Amazon Elastic Compute Cloud ( 35 EI4tER )
- REEWR

- EHNTEN , flUSEE R TERR

- RIEERH BT E K

- 3 Amazon Web Services RS B4 M Z &2

(® Note
BA RS X UTC EFEMH. AXEZFEER , BEANKXRE,

3. EBRBRZFLICEK , UEBRFZFHLICFKEK, EXRERTEE 12 MNAWAE Amazon Web
Services RS HHTEIR -



https://health.aws.amazon.com/health/status
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html#update-time-zone

Amazon Health AriEE

® Tip
BT AR RS, Amazon Web Services X33 #1 B Hi# 17 751%

4. EHRTHHRZSZHFZL , BRRSER
(®
LEERXRZEHNESEFER.

5. (W) EUFELEEHIRNERNERTRER , BFERSHIREE, EPEHIPNEAEH,
B ERENNERFEEERZBESHNESE R,

Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter

@ Note

WRIERE 2023 F 9 A2 B EAAREN | AR KA URL RIERE M XL
Amazon Health B4Fg8E#E, EENLERE  LL2SMINEHZBSHANEHIIRNE,

6. (TLE) BULRYUMRKXE UTCEEEH. BXEZELE , B2 HXiEE,
7. (W) MREBE—AKF , FERBITAKFESTRIUEESR, BRE , BUUEEEETEK
FHEH, BXRXEZEEL , 15 Amazon Health Dashboard A7,

@ Note

RE RSS feed THTREEH , BN TELRETM., it , ME RSS RET
RETERMFIEMEXEE. EUREAXNEBENEREHHKE | RI1E IS Amazon
£ K. EventBridgeBEXEZER , S M B Amaz Amazon Health on M =4

EventBridge.




Amazon Health AriEE

Amazon HealthE it XM £ s A= 4

T RRET I T R £ ap B HAE 4 Amazon Health,

£l

- FARBIHNNESEHREN?

- YWIEEHNNERBERSEHBEAN , FeREMFA?
- BEREHIEEXERIRERE

- FEBHKNERBRES

AR BTN EwERES 2

Amazon Health 53R Al RE N ARRF AN EZE N, £ Amazon 7 HEEEERH , Amazon X
REREFEXRENERNEEEGNEMERREETERS, B2 , REFREEREF XTSI EE#
A, U BHNNBRFEEEEM, Amazon Health 2R8I N EEET R A LBH |, 0 :

o FFRFMAL LR HEHM4 Amazon Web Services BRS E1TIFIRMA, MRFIREX L EXS R4
MRAE 235, W< Amazon B HIEM R F EREUEE# 1T AR FB 22X N ARFER R,
« Amazon RDS for MySQL 5IZiRARLK IE X
« Amazon EKS Kubernetes MR A 4% IE X 15
- ¥l AmazonBERBNENR , ATREEEEREITH.
« Amazon RDS i M & HLAJIE I H,

(@ Note
FESE IR AR B HNES Amazon Health fER TR BB S HTRE

o BAFFHFENIOH N TR - NMEWRIELZE Amazon Health EHNEGER , B2 EMHER
ERN E AR ESMRSHN ZEIESLA S Amazon Health 41X E. L ARN R IEES NG R
(WMREA) . MEZEMEREERFXEITE , MELPENDING ( #4412 ) "RANH, WEZ
IR AT A ERES R REMIER , MPRSEFH F“RESOLVED ( EFFR ) 7

(@ Note
- REEBRTRRRSER , ERMDBFBER TEE ABERE 72 /at,

FARBITHWEGEARES 2 20


https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.amazonaws.cn/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html

Amazon Health AriEE

« ETRHEITEFRVPIMERT , BREFTA T HFLE R ERRRES , -7 EBEM
R

« Amazon GovCloud (US) flH E X B X FRRRSEH,.

HWE BTN EwARE4BEAN  RaREMFTA?

TH4E S BB Amazon Health 5% T3 BY 20 BN T HREDIT 4 4 09 25 0 B M2 3 IR BRARAE )
ERER

%BAD : BHUNER

EHRBRE : Amazon_{SERVICE} PLANNED_LIFECYCLE_EVENT

FHFF AT | BT RN R AN RRE B ER RN &R B,

EH G RETHE ¢ FHERISARERE Amazon HREKERN B, FE8 , AFTEREEL R
B, FABEEEARANEXEHIEETEE,

(® Note
AATUHFN MV ESEARESHZRENSH ARN , EHEXESE  HEhE8EZ N
#iR. B , ARNs lRALHKEZ I Amazon Web Services IKF° &R |, i1
RBZN,

RETH IR PN EREARES : MRARE , RPN ESEAPRSHIRNSETEEDH versions/

changes and 90 days for minor versions/changes 180 X,

AR TEFENSUH O THIE - NEKEEHE] Amazon Health S EwmEAR |, B2 RIDH FIRE
NEEREZRMRESN ZZ MRS Amazon Health EHMHEXER. L ARN BRIEEZZMEIR (40

REA). NRZEWEREFEFZFXETS , MELPENDING ( F48 ) "RASIEH, MEZEE
FHIT U ERESRRBEMBR , MPRASEFH H“RESOLVED ( EFR ) 7

(® Note

« Amazon Health BHI 2R AJgERR M — ERETRIAAVIRZSE#T , B Amazon GovCloud (US) FH
Bl ith X BR o

HWF BN LG EARBHENN | FaREMFL? 21


https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html

Amazon Health AriEE

- REEHRITRFRSESN , ERDBER TEEATREKIE 72 Nt

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q. Add filter 1
Event v Status Region / Zone Info Start time v End time ¥ Affected resources ¥

(o] EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8 -
EKS planned lifecycle event & X
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q. Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5 @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

BHITHE4BEE

1. MRER , RETRESESHF A B B S £ =88 X 18 09 R TR K HE 3 IR B B 2l
2. MRBESTHA L BHZH@BRTAERR , NEH Amazon Health SESIFE X NIRAClosed,

3. MALBEENAMEMAERBRIARLERR , NEZRFE Amazon Health JEZIFF IS R B 1
( AREEENE ) BRI 4 FRTTH. ELLAEZ/E , % Amazon Health SE4HRF4 I BR .

HWF BN LG EARBHENN | FaREMFL? 22



Amazon Health RFiERE
BYRERAERAEERERED

L2 MNEMARE S HEHEE Amazon BEE. WHIBEXATREFMBZINRSHBEIREEFHRER
H, XZRN Amazon #E. EEMNEHMNENRERSENELLEIRS ST RENYELENA
fro RTHREHANZSEABABREN  FERFEATEBRFRERS ( SREHRNREHT ) MEAM
HXNMARFRMEF Amazon, AXEZER , TERREREER,

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR

RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

iR Bt RIN £ E B4
302 R RSB A T LA P S RO 47 15 R

» A 5% EventBridge

« f#/A Amazon Health 2 HIE 4R
- HEAH
- ZERNRRUE

 {£/A Amazon Health API

BYRAHEEXERIRERE 23


https://docs.amazonaws.cn/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.amazonaws.cn/health/latest/ug/cloudwatch-events-health.html
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html
https://docs.amazonaws.cn/health/latest/ug/aws-health-account-views.html#calendar-view
https://docs.amazonaws.cn/health/latest/ug/aws-health-account-views.html#affected-resouces-view
https://docs.amazonaws.cn/health/latest/ug/health-api.html

Amazon Health AriEE

£ Amazon Health APl Amazon Health 5E#t RS ERK

Amazon Health & —I1 RESTful Web RS , ©FEH HTTPS fER &% , £ JSON EREEF 5L
B, BN ARFABALLEREE Amazon Health APl £3% %R, EREZEMEH REST API & , &
HTURB S B RIE R B ERZSZURKIIENIER, BX Amazon Health #2ENSHBNEZE
B , 55 Amazon Health API &%,

(® Note

ZE & Amazon Health iZ API , #8278 B Amazon usiness Support+, En Amazon
terprise Suppor Amazon Web Services 3 #5t 2 Amazon i —2E it Xl. MREFTER
TR FRRMIX L Amazon Web Services X5 itXl , E R AT BRI E A -tk , U
Al LARF Amazon Health APl 5@, il AOsal XiFit%—#&E#FEH. Amazon Web
Services XiF IR EMNRFMX LRI 2 —8 AP BA Amazon Health API , &4k

F|SubscriptionRequiredExceptionffizHE . Amazon Web Services Ik

B A LA Amazon SDKs k% Amazon Health REST APl A |, XA URCRARFET K. &
A LUEEEH Amazon & , XEFELRELEBEEHRITMERSAE,

Amazon Health £ F 1R 7 —4 Amazon Health #2#|E X Amazon Web Services BI2#24|& , 7]
BATEENEZREHNZTEMAIEMR, 55 Amazon Health Dashboard A7,

FH

« ¥ Amazon Health APl HR#1TEH
* J Amazon Health API & RiE B LK%

- ER  URES AR FRHIEL XM Amazon Health E45IE

- ¥ : £/ Amazon Health API 1 Java R4l

B P=1
VAN

5 Amazon Health API &R #1T7EH

L& #EH Amazon SDKs 2 Amazon Command Line Interface (Amazon CLI) @& &K &+ Amazon
XETELHYEREGEREIEMEENHREBHANERH‘TER. fl0, WREE Amazon SDK
for Java 2RI S AT AML T RUETRHER , WEEFEBSZLFER,

Java KB R4l

X Amazon Health APl ER#TER 24


https://docs.amazonaws.cn/health/latest/APIReference/
https://www.amazonaws.cn/premiumsupport/

Amazon Health AriEE

BRUMMF Amazon Health APl 5—#2 R # E % R4] Amazon SDK for Java , SRtk R~ HI1KHE,

MR HIERE |, RABINEWIELREMSE A Amazon B IEB#HITEM 5B Amazon Health, &8
LUERA IAM APREIL, BXEZER , T5H IAM AP EEHRHSIE Amazon KPR B P i 81 2
o

WMRIETREH Amazon SDKs 5 Amazon CLI , M4 B2 EEB1ER, BIMNBWEFER Amazon £
RAE 4, BEXREZER , FSHEFMZEE Amazon AP| iE3RAmazon Web Services — x5 %,

3 Amazon Health APl 53R &R KiET S

"/

% Amazon Health AP| BfEZ XN AEFRWSXEBNAREFREN , HEEEH-HIBEEFEER
MRIBLIFT R, BT XEFE3-830 DNS #fEHTE , Amazon Health 2t 7 — N Biwa. &AL

E2£RLRHT R ENIT DNS & , MAEFHLIRET SNMMEMNEE Amazon XiF, XA LAASBYZ A
BEERBHREABNER , SMEETTUMNPIREFZFHE S Amazon Health,

MBEERKFET AR HERN , BAIEEEN BRXIBAHET S8 Amazon HRIELE |, HREHEKX
BRELR, AN , ZNEHRIETESELM, BEXEZEE |, 55 X Amazon Health AP| &K #
TZE,

T IPVeXBRIERVIER , RIMNBWELFHLHET 2 1T DNS EHRLUBEL TENRSHER |
Amazon Web Services X1 RFAAIZXE IPv6 XFHML LK 2.

TRIHTERIABRE,

1 B8 LEXE P\ 7N

SEDh cn-northwest-1 health.cn-northwes HTTPS
t-1.amazonaws.com.
cn

Passive cn-north-1 health.cn-north-1. HTTPS
amazonaws.com.cn

Global cn-northwest-1 global.health.amaw HTTPS

S.com.cn

A Amazon Health API| & 3RiE B LK ixT R 25


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html

Amazon Health AriEE

=
E
Or

7

i BH LHRXHE I

® Note
mREEX
3o

EHEARTRAREANEILETR , BELRELHT A CNAME L##17T DNS & , AEMNEMN A
#RE Amazon XiF,

Example : E£FiwR L& DNS

LU R85 7E global.health.amazonaws.com.cn ¥ = E5EK DNS . RF , ZHHIRE cn-
northwest-1 XiZi% s L5 H & 1FE R 1% 6 B BN % = Amazon Health,

dig global.health.amazonaws.com.cn | grep CNAME
global.health.amazonaws.com.cn. 1@ IN CNAME health.cn-northwest-1.amazonaws.com.cn

® Tip
F w2 M3 w2 EIRE Amazon Health 23, B2 , &% Amazon Health 238 REEMNE
FimRIRE. REHEDFEANBERAESEIHRARE—H. BINBWEBEEIHASLEE
LR EFR B E TERE.

BN URER AR RKIE £ RE Amazon Health E4- %3z

ELLTRBRABIF , Amazon Health A £ KA T 28 DNS EHIRBEE RN XIZLinT <
MEZBEXHE, Amazon Health FANEEREFRIAt XRNEHHERE. URFIHIEETIL , 1’:
BNEHB TER.

£

« ET A Java REHIT X Amazon Health E45iE

« &~ : A Python B R&IEt XK Amazon Health E4EE

BN L URREA AR RSIE £ REHBIE 26



Amazon Health AriEE

SR EA Java R FIE £ XK Amazon Health E43IE

TR

1R PA

/Ch

ME % Gradle,

EFH Java R4l

MT & Amazon Health & AT AL 5T SUE T GitHub,
EMFERIE high-availability-endpoint/java B %o
EwmTTEOR , BAUT®T

gradle build

AL TS FRIEESLHN Amazon E1E,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

BMALT@®S , BUEITER.

gradle run

Example: Amazon Health =% H

ZRBEREHIRESR Amazon kP P &IE£ XRNWIEH Amazon Health B4, EUATRAEIHR |, Bl
‘@3¥E Amazon Config BR%5 Amazon Health B9 4,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdes4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

ER

fEH Java R EREKIE Lt XM Amazon Health E45E 27


https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint

Amazon Health AriEE

Amazon Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that Amazon Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, Amazon Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing Amazon Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?
Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection
2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable
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3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface

5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact Amazon
Web Services ## [1]. Additional sample queries to retrieve the relationship
information for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support
[2] https://docs.aws.amazon.com/config/latest/developergquide/

examplerelationshipqueries.html),
EventMetadata={})

Java #IR

- BXESZEL , 1§28 Amazon SDK for Java APl % HealthClientd #93 O FR LS,
- BXRIETRPAT DNS EXNENEZFEE , FZH P dns java, GitHub
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BRUIMESE Python 3,
E& A Python R4l

1. M TF#E;Amazon Health & o] A & iR T SUE T GitHub,
2. SBMESERIE high-availability-endpoint/python B %,
3. EMBITEAP, MANTHS.

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(@ Note

X F Python 3.3 RESMRA , B LUEAANE venv IERKRCBEELINE K MEAEFELE
virtualenv, BEXEZEE , S Python Mt LK veny - SIEERIRE,

python3 -m venv v-aws-health-env

4. BAUTHS , SUBOSERFE,
source v-aws-health-env/bin/activate

5. BITHATE@T , ARERBII,

pip install -r requirements.txt

6. HWALTHHRIBEELH Amazon EIE,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. WMANTHT , UETETR.

python3 main.py
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Example: Amazon Health =4 % H

ZARE RBIRE R Amazon IKF R &IE £ KA RIIEH Amazon Health 4, LA T HIRE
Amazon ££EH Amazon Health =4,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all Amazon Federal Information Processing Standard
(FIPS) endpoints across all Amazon regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to Amazon FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now
and March 31, 2021 Amazon will remove TLS 1.0 and TLS 1.1 support from each FIPS
endpoint where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all Amazon FIPS endpoints, even
if there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the Amazon Security Blog, with a ‘TLS’
tag [1]. If you need further guidance or assistance, please contact Amazon Web
Services ## [2] or your Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the Amazon Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions by
visiting Tools to Build on Amazon [7] or our associated Amazon Security Blog has a
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link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network
[6].\n\nWhat are Amazon FIPS endpoints? \nAll Amazon services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
Amazon services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. BEHE , BRANTHTRERMELM.

deactivate

Python %R

« BX Health. Client WEZER , B2 &EA T Python BAmazon SDK (Boto3) API &%,
- BXRIERPAT DNS EXRNENEZEE , HSH dnspython TEIH EWHRKIE. GitHub

# 32 . 8 Amazon Health API 1 Java R4l
BT Java BB R AIERIMAEIE{L Amazon Health B F iR A R AR REXREHFEENE R,
FSB 1 JIR{LEILE

ZEEFMNERETREE Amazon Health API &S, &7 LAE A 51Z Amazon Tk F X BB EA IAM B P
24X o

B H B —PNAWSCredentialsSEH :

AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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RAriEmE

throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

FHI2 2 - ¥4t Amazon Health APl & %

5 E—SHNABILEIER KK Amazon Health FF i -

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

18 3 : A Amazon Health APl IEFRIEHEE

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported Amazon Health EventFilter model.
// Here is an example for Region cn-northwest-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("cn-northwest-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
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System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed

EventFilter filter = new EventFilter();
filter.setRegions(singleton("cn-northwest-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));
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describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());

System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
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import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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Z4 M Amazon Health

=Z4E Amazon REFZE, N Amazon BF , BAIUSRTENFEASHZsHRBAALNE
SR T A 2 Y BUAE AR O TN 4R 2R K,

ZERMNFA Amazon WEERE, TEHEEAFEBERN N EZLUENTFNREM

« =TEZE — Amazon AFERIFE Amazon =HIZ1T Amazon IRFZHEMZEM, Amazon &N ERH
AUZEFERANERS. EFAIN—2 , FE=ZAFIHHEHN RN IERNZE2NER M. ETHER
HEH TR Amazon Health , EZRREMITRIRI 28X %5 8 SCE N A RS o

« TIREE-BWTEHREERD Amazon [RSRE. BEFENHERRMNT , SREEN BRIV
. BRANERANERREREN,

AR A HS BY R T AR (E AR B a0{AT R AR o B SRAEAR B Amazon Health, BA T EB @& 44 WAl T B
& Amazon Health BUB R B REMERA M BiR. BEFFIWMAERAHM Amazon RS RAEB G
BRI EH Amazon Health %R,

£

« PFHHBIEHRF Amazon Health

- %I Amazon Healthi# 1T 5 #M1/5 R B2

o BFHUEIE Amazon Health

« EHMRIE Amazon Health

* HME1E Amazon Health

« Amazon HealthHF W EME WL £

« BPHYELE R ISR 24T Amazon Health

« Amazon Healthty Z £ H{F K

PR EIERI Amazon Health

4 Amazon 2 BFEE EE A T PR EIERP Amazon Health, AR FTIR Amazon , ARRIPIZ
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) IR BEMNABF. X , 8MNAF RIRE
THIEREMENNER, FERWUEBSUTARRFEHIE :

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS & Amazon BRERE. RINNERMER TLS 1.2, BIWEER TLS 1.3,

- EARE API M1AFESZ B E Amazon CloudTrail, HxfEA CloudTrail IR ERIEIR Amazon SEFHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« £/ Amazon MNZERARZUAREFHPERIALZ£EH Amazon Web Services BR5

- FAERIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
iz

« MREHE Amazon BE B TITRER APl #HTHRINEELT FIPS 140-3 RIEM MBER | HEA
FIPS it R. BXAAK FIPS HRMNELEE , BZH (ZEEKFERLERAE (FIPS) % 140-3
M) https://www.amazonaws.cn/compliance/fips/o

BB ENEEERBBER (MEBEFNE TRt ) MANREHEBBEERANEFTER
(MBMER) . XSTELEFEREH A, APl Amazon Health S{LLE M Amazon Web Services fRS 75
AAEAIEHIA Amazon CLI, APl 5B Amazon SDKs, EATF&MPIREE B HEN XARFZE R A
WERBEDBITEELATIHIRR AL, NREZEABRSEHFREM URL , BRIBWETEEMULH
BEEUMEERRIEXNZIRSBJBER,

AE 7
BHZFE LT A<M Amazon Health 11ZEHIEHE B

HENERERPERPNEE ( SBEMNRSEZREIED Amazon IKFE ) MEBSHIE (FEE
Amazon REHEY ) . BEUEREZREZEMY (TLS) RIFPABTHEIE  IEATFIRNERFES
iz,

Amazon Health F2EES R IEZ N ARBIEE (PIl) , flanes Fopibit BT~ HR,

A mE
EHNFTEBIEH R A NZE Amazon Health B,
i L

RIEMEEWAIERBEAMIEEST Amazon Health E23 %,
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ZAEE
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Amazon Identity and Access Management (IAM) Amazon Web Services fRSS A HBEBIEE A T4 i
Fxt Amazon IR TAEIRR, 1AM EE FRGEATUARITEORIE (BF% ) NRRX (HENR ) &
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%
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N FHEEIGME , Amazon 124t SDK F CLI KX BER#ITNBZL R, BXEZELR | HSH (AM AF
B8 HMERT APl EREIAmMazon LB M 4,

Amazon ik root AP

BIZ /T Amazon Web Services Ik , B 28 —N8& 7 Amazon Web Services IKF root P& %
5% , ZE5H AT B RIFFE AR Amazon Web Services RS MER. RITBIBWNTFEFHE
BAP#THERES. BXERBAFESIENES , 555 (AM BFER) PHNEERAFREIENE

Fo

IAM A P EF4A

IAM AF RN ENMAABINAERFEERENRN —1MNE40, BEWFEAIRREIE , MIEEFKIAEIL
BIAM BF., BXEZEE , BSH IAM AFRERETNERALAFPFEASHREBSNEE 5 HRIE
= BE Amazon 5 F I BsHE BB 1TIH R,

IAM EiEE—4A IAM AP, ETERNMN REBRAFRTNREER, AXESEE , HZH (AM A
FiEmE) B/ IAM A F A RS,

IAM B

IAM AEREERENRNER , TREREIE. SUBIMNAFYERE IAM A6 (BFE ) =
@M Amazon CLI =% Amazon APl BERRABE., EXEZEE , B5H (IAM AFiEm) HiviE
EABHNEE.

IAM e TIREAFIER. ke IAM BFRIR, BKFHR, BRSHRNAKRE Amazon EiE1TH
MARFHFEER. EC2CEXESZER , F2H (IAM BFERE) FH 1AM FEVEIKS R IR R

£ F SR E IR 17 )

A1 LA Amazon B3I 62 K e 3 H T N2l Amazon s RIFERZEHE PR HRINER. REEXL TS
SO WARRKIHNR, Amazon EEFHARHFERMTERILER R, KSEHRBEEL JSON X
By Amazon FEXFHEEH. BX JSON RBNENESEE , S5 (IAM AFER) S8 JSON &
BRI

EERAERARE B E A E R B LS4 T BLE R RN T LR EREEERNIE R

o

N

MANBERT , AFMARRENR, IAM EER 62 IAM REFRERTAGH , REAFAILEE
EXLEAG, IAMRBEENER , BHITREMANG ETX.
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ET 508K

ETHONRBEEM MBS0 (AF. A5AE ) B JSON RRRM I, XLEREIZSE S 4T
BBATH ARE, NMLEFRMITUAREFLARAETHT. ETHROMCIRETHHRER , B35
(AM fiFfEr) PEAESEEREERE LB EXL IAM IR,

ETHEMIREAURARKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRILE
i) o BETHRIOAERERMAKEKE 2 BARITER , H2H (AM AFERE) PHERERKS
MR R BE 2 B 1T,

BT HIRM R

ETRIFHREE MR FRAY JSON KM, R~PIEHE IAM B EEEREN Amazon S3 F#H
R, EXFHETRARNEKBORST , BRSEERAAUERACIREFNBERFNL R, SLME
E T RIFH RS I8 E £ 4

ETRFHNRERNM T IZRSFHRNEKRE, ETREETRRNRBERER IAM FE Amazon £E
KB,

Amazon Health XFE TR ENFME., EBuLUEER P A LLEE DN Amazon Health E4, #ila0 | &7
LA — MR AW IAM B P15 E R R 43E Amazon EC2 =4I KB Amazon Health Dashboard,

EXESEL | H2H AR,
1 [B) 432 &1 1 2=

REFIFIR (ACLs) 2HHMLERFEA (K/FKA, AFRAR ) BNBRER, ACLs SETHIRM
REERL , REECFEEA JSON R,

Amazon S3 1 Amazon VPC # 2 XM RS Rl ACLss Amazon WAFE T#MEZEE ACLs , &5
i S fE R FM RS A EIERE) PR ERES HIR (ACL) BHiR,

Amazon Health %1% ACLs,
HbRmEER
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- IRSEFIFKRE (SCPs)-FEFIEEH LA LN BRI EHRANPR Amazon Organizations. BXEZ(E
B , %25 (Amazon Organizations I {5R) FHY IR 12 EI R,

. BREFHIFKRE (RCPs)-REKF P EABRNBZEATHANERE, BEXEZELR , 5/ (Amazon
Organizations FAF1ER) M EIRIEHIKE (RCPs),.

- SERE -ENAGIREAFVEBRNSEN , EASBERENERERK, BXEZER , HS
F <IAM FFiEm) PRSIEER,

ZAEKBRER

HIANKBWRBENAT —MNERE , ERONBEEMEZRFNEUERE, ETHREIR SRR AT
Al Amazon BER B ARFIER , TS IAM AFIERmPNERITLIZE,

tn04al Amazon Health 5 IAM Bt &

EEA IAM BIEi5 R ER 2 B Amazon Health , & 57i% 7 fRHFLE AT Y 1AM IhEE Amazon Health,
E2H 7T MBI Amazon Health 1 Ef Amazon RS E IAM BLAER |, HSH IAM AFEEHNES
IAM B2 & £ A B9 Amazon RS

£}

« Amazon Health T & HI K1
« Amazon Health ET & RH KR
« ETF Amazon Health ¥R
« Amazon Health IAM A&

Amazon Health £ F 57 I KB

£/ IAM ET 5 ORI RE , B UEEATRIELNRFENTR , UREEEFTLAZAH T AFHIELSL
B®’4F. Amazon Health XIFHFEREFE, RRMFMHR, ETHHE JSON KEHPEANMBERE , F5
5 <IAM BF#E™) ## IAM JSON KB TESE,

BR1E

EIE R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATB M ATIRK
1THRE | UREFLAFHFTNIT.

JSON ZMEH Action TEMA A TERKT AT RIELLRHNRE, ERBPISBREAR TR
ITREIRERRR,
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
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FEERITHRIEIREETIE/ERN Amazon Health fEA LT 81 :health:. flin , ELFHE
ADescribeEventDetailsi@id APl EEEEXEEEHNIFMAEENNIR , FEEERKIITES
Zheath:DescribeEventDetailsi®{E,

FHFEHAMSEActionFENotActionTtE, Amazon Health EX T B —Hig/E |, xXLig/Ell
R T IET LA I RS M AITIES

BEEENMEQUPEEST BE  BERAESHENRA , TR,

"Action": [
"health:actionl",
"health:action2"

W MERBES (%) EESMRIF, Fln , BEIEELLEFE Describe FFAMIAERAE , HEEUT
B,

"Action": "health:Describe*"

E&F Amazon Health 124E5|% |, 555 IAM A F1ER Amazon Healthh B9 E YR 1E,
BIR

IR A LAER Amazon JSON SREERIEEWARBRMT L, HFRY , BN EET AR IFER
1THRE | UREFLAFHTNIT.

Resource JSON REETEIEEZRENAREN —IMHZ IR, FAZEREK , BEME Amazon
RFEEW (ARN ) BERR. NTAFRRENRONEE  BEABER () EREINATHER
o

"Resource": "*"

Amazon Health EHHERN T Amazon BREB R (ARN),

arn:${Partition}:health:*::event/service/event-type-code/event-ID

Flan , EEIEAFIEE EC2_INSTANCE_RETIREMENT _SCHEDULED_ABC123-DEF456 B4 , EEH
LA ARN,
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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"Resource": "arn:aws:health:*::event/EC2/EC2_INSTANCE_RETIREMENT_SCHEDULED/
EC2_INSTANCE_RETIREMENT_SCHEDULED_ABC123-DEF456"

ERNTLEHIEE EC2 B THEKFHFTAE Amazon Health B4 | {5FEREE AT ().

"Resource": "arn:aws:health:*::event/EC2/*/*"

HRERXWEZEE ARNs , HS 1 Amazon FIEAFR (ARNs) Al Amazon RS @& ZEiH,

L Amazon Health #BETLENFERRINIT. EXEBERT , BLIERABES (%)

"Resource": "*"

Amazon Health API I21ERIRES R ZNEIR. B0 | iZDescribeEventsi#EIREI B XH BIEERESR ML
HNEHNER. XEKRE IAM AR XAMEEEFHEHFHNER,

EEEMEYPFEESNEIR , 15 ARNs AES 2R,

"Resource": [
"resourcel",
"resource2"

Amazon Health (R EXFE TR EHHRBRERNPR , B{XZFDescribeAffectedEntitiesHl
DescribeEventDetailsAPI #1E, EXEZEE , B85 H ETREMNE TIRIENSZM,

E&HEF Amazon Health BRER K E5|FR ARNs , 535 IAM B 3™ Amazon HealthdF BB E YK
HR, BT RIET U EBRLIRERIBEESNEEN ARN |, iESH Amazon HealthiE X BV IR 1E,

ESER

IR R A LAER Amazon JSON SREERIEEWAR BRI L, HFRY , WA EETT AR TR
1THRE | UREALAFHTNIT.

Condition TEBREEUNRXHIEEBAMENIT, B RIEEASGZESR (Hlw , EEFHD
T ) WEHRESX , MERBPNKGESERPHVEMETE, EEEME Amazon £RZHE | 55
1AM P8 RIAmazon £ @54 £ T X%4R,

Amazon Health EXBCHRHRE K SXREA—E2RBEXHE. EEEMA Amazon £R&H
B  #FZ0 IAM APEEHRAmazon £ B4 LT X4,
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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Amazon Health AriEE

DescribeAffectedEntities# DescribeEventDetailsAP| ##4Ex
¥rhealth:eventTypeCodeflhealth:service&##,

E#& & Amazon Health £48%IXK |, 555 IAM AF 8 Amazon Healthh &4 %4F. BT HRET
UERAZURNERENRER , S RIE/EENE Amazon Health,

~l

EEE Amazon Health ET BB KRB RYE] |, 55, Amazon Health EF 5131 K B =4I

Amazon Health EF &R EE

HETHROEKER JSON KBRS , ATEEZEATUEBLERHE T Amazon Health &R 1T
2 4E, Amazon Health TRETARNEBESHMRRE, ETERRNERATEET R RO HAA
KPR FEANR, B ERAETERNKREER AT Amazon IR 15 1R &K Amazon Health
#,

ESABK/ER , SR LHEANKS SHEMKS P IAM XEEENE T RN RBEHHETLA,
REKSEAERMBETERNRBARBIGEXRRIEN —¥ME. YERANMFARLTFEN
Amazon Ik HREY | SEEBABEFXARBR T HRBFRHNR, BIFET 5080 KBS 1RSSR
BFNR, B2, MRETHEFENRBEAR - MK PN EERTFHRRR , WRFEZFINNET S5
KM, BXESEE , B30 (AM AFER) #1 IAM BE5E2 T RENEBEATE.

Amazon Health X % 1F4t X DescribeAffectedEntitiesf DescribeEventDetailsAP| i ERE T &R K
B, WU LAEREHIEEXLERE , LENMEZTIEAZE (KF, AP, AGNBKESAF ) U
Amazon Health =S4 1TIRE,

=~

EEFE Amazon Health ETRFEHNREHN R , BSHETRREMNETRENZHS,

E T Amazon Health R ZHY 21X
Amazon Health R X R IR IRHE F 126175 R AR
Amazon Health IAM &

| AM £ & 288 Amazon Ik E G EN RIS,
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
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e EIE 5 & & @A Amazon Health

A LAER IR EIE#THRESEHARIEES , 2K IAM B2 9 REKF AR, ST LUEN
B AssumeRoles 2 2£#) Amazon STS AP| ##4ERIREUIE B L £ i $ GetFederationTokeno

Amazon Health X1 E R IGAHES,
REXEKAE

ARSS XA RV Amazon BRS5 1A R H M ARSS PRV IR REBTREE. BSKKABERE IAM
KPR, FIFZBSE. IAM EERAIUNESETREEBRSKEABHRR.

Amazon Health T ERSHEXNABHITER. Amazon OrganizationsfRF <A

B &N AWSServiceRoleForHealth_Organizations., ZA®MH IR Health_
OrganizationsServiceRolePolicy Amazon ¥ & %, Amazon & XM Amazon Health fLFMELR
FHE M Amazon Ik 15 B @ EE 4,

4 7] LA{# Fl iZEnableHealthServiceAccessForOrganizationig EE K R I B IR S X A, B , W
REZEHIIhEE | W49 %8 B iZDisableHealthServiceAccessForOrganizationi@ e, RE , EBAILUE
& 1AM #241&. IAM API 5 Amazon Command Line Interface (Amazon CLI) HIikiZA®, BEXEZ
BE ,BZH (IAM AFiEmR) PRFERARSHERAE,

BXEZEER , B5H BKSER4ES Amazon Health =4,

BEAe

BHREATRSAREEBERSAC. LABATRSHREMRS FHRRUARETHEE. KBS
ABERE IAMKSH , FRZKFRE, XEWKRE , IAM EERAUERZBERHNER. B2, X
B F] RE 2 P T AR S5 B9 Th BB

Amazon Health * X RS A,
Amazon Health £F 5 45 1Y 3K 8§ R~ 4l

RIANERT , IAM AR MA LA SZSRIEH Amazon Health BRIRR, 1t FTEFEH Amazon
Web Services B2 #]A Amazon CLI, B Amazon APl 1TSS, IAM B 7 S4B 1AM KRS |
DENAFMACGRFNRIUANMENEERRRITIHREN AP BE, AT , B AMTIFIX LR
MO E B EX L RE IAM AP 4,

ETHENMAERXL RS JSON REEX#6I2 IAM ET S 0K , 238 (AM AFER) 91 &
JSON &+ L 63 KM,
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https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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https://docs.amazonaws.cn//health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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&

- REREXEK

- /4 Amazon Health ## &

- AAFEFEMIB SRR

- i@ Amazon Health Dashboard 1 Amazon Health API
- ETRENMETRENZM

REERIEREK

ETFBEONEBRAETEARESALUELENIKF, PAIZE, HRISMER Amazon Health &R, XLEg4E
A[AES ff Amazon Web Services i P = E B AR, SIZSRREET S MRIEN | HEBUTIERMEZE
™ e

- FaEA Amazon RERBEH ERRENRNE — EFBEAFMITEARR TR , EEART
LELAGIRTINENAmazon EE X, SIIERMRAF A Amazon Web Services Ik,
MBEEN E X B AR Amazon BEFREREK#H —DRINR. BXEZER , HS
7 <IAM AF#Er) K Amazon FEE RS TEIREER Amazon FEE K,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« fEF IAM FKBE PR R4 — SRS E AR ;4807 LA 5K B IS4 SR BR #IX R R R R 7 8]
Bl |, AR BRI R RIEESAMER SSL AEFIEHER, MERSBRERBIBENSNE
8y, WA LAE A AR RT3 RSS2 ER U7 R X PR Amazon Web Services BR%S , #1420 Amazon
CloudFormation. BXxEZEE , HZ@ (IAM AR £/ IAM JSON FEITE | &4,

* £/ IAM Access Analyzer B iEER IAM Kl , AR R L2 MEMIOEEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
Kk, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,

- ZEEZEHHRWIE (MFA)-ZR Amazon Web Services I BMNIZREE IAM AFSRAF |, BB
AMFALREZ:2MH, BETRA API REREE MFA |, B MFA 4R NBEHRESR, BX
EZEER ,B85H (AM AFERE) RPOEA MFA &R API 1714,

BX IAM HREXENESER , B2H IAM AP EREPH IAM AN Z £ HESIR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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£ Amazon Health 2414

ZEif 8] Amazon Health 2#14 |, BXRE —HAHENR, XENEAMAFRIHMEFTEFKE
Amazon Ik FF # Amazon Health ®RIVIFMEE . NRECIENETENN R LFIENRENRE
=i MEERNEFZRBNSEE (1AM ARRAR ) EEETREA,

F R IX LESLR SR AT LA Amazon Health 38414 |, &AM tILAT Amazon &%
B AWSHealthFullAccess,

AWSHealthFullAccess RBRFEXEN U THRERNWTLIHHENR :

79 Amazon Health AR WFRBEKS S AHNEA Amazon ALRME hEE
« Amazon Health ##|%& Amazon Health Dashboard F#Y

-+ Amazon Health API IR {EFE A

- EFEBXETEH Amazon LAWK HER

. BETEKSHALEN (OU)

Example: AWSHealthFullAccess

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSerxviceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{

"Effect": "Allow",

ET 508 RA 48


https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
(@ Note

IBIE T LAfEFiHealth_OrganizationsServiceRolePolicy Amazon ¥ E KR , LAE
Amazon Health AILEFBHLAPHMKNWEH, BEXEZEE , BEH SRSIHKACHT

Amazon Health,

X F{XIE A Amazon CLI & Amazon API WA , BEFENHREFERHF AR, R , RAFH
Al 5 REEHRAITH AP R4 TR AR,

BXREZER  BF5H (AM AFERE) F/ AP AR,
ARFAFEEMHINE SR

ZRBIRER T BRI RS LAY IAM AR EEMMNIERAF SN ABRMITERKIE, LR
AfEfEE4lS LS #EA Amazon CLI 2 Amazon API LARTE A R 58 B IR ERI AR,

"Version": "2012-10-17",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

1518 Amazon Health Dashboard 1 Amazon Health API

Amazon Health Dashboard & FFiE Amazon K. % Amazon Health APl fGER Fi#E B
Amazon usiness Support+, En Amazon terprise Support 8 Amazon &—ZEitXINKF ., BXEZS
£8 , B2 Amazon Web Services X,

BHLMER IAM SIS & (AP, #B4EA5AR ) , ABRXELER Fi5R Amazon Health
Dashboard 1 Amazon Health API FJi R,

BIAERT , IAM AP A58 Amazon Health Dashboard 2% Amazon Health APIl, & 8] LUE T S
IAM RS MBI ENAFR, AP —1MNAEXRFHAFIHREK S Amazon Health 5 2 BIRR,
BEXEZEER  BESHEEHR (AR, AF&A6) M IAM KEEELHE,
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https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/PoliciesOverview.html
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B2 IAM ARG , fUUAXERAFRELAMPZL, RE , MIITAERAKFEENERZTEE
RIBHIKF HEE Amazon Health 58, BXxEZER | BSHAP NMEZENIKF

® Note

Amazon Health Dashboard EHEEMER IAM A X R A Amazon IREHIETIRR
FEEEEREHRNR , XLFEEAESFEETRT IDs # Amazon EC2 £41 IDs, 3£ EC2
Bl 1P H#uk R — i 22 BH 2 KK Amazon BIR.

Flan | R 1AM FrEXIZ T3 Amazon Health API B9iFEIAPR | MiZKERANARSHAR
A LA B A BB < Amazon IRF MR BRMAAEEER , BIEHEM IAM REET A FZ 1A
w2k, Amazon Health Dashboard

o MNAMKF — &A LAfE A ¥ tDescribeEvents 2z 2E M & #EDescribeEventDetails RIR BV A 5 & 0Kk 2
Amazon Health BWEHHE R,

« (A0 P -48 B LUfE Al DescribeEventsForOrganization # 2 25 Ky 12
YEDescribeEventDetailsForOrganization3RIREVE X B T R H L Mk 7 Amazon Health WEHHE

/N0

BXRUH API BRIEWNEZEER , 1555 Amazon Health API 3Z&,

BEMRE
R 175 (7] A PR

A FEBER F 15 Amazon Health Dashboard F{E{f] Describe* Amazon Health API #4ER
R, 0 , EF KRR IAM B/ 5 LLiA R Amazon Health Dashboard ## Amazon Web Services
EHEE A H VA Amazon Health DescribeEvents API 4.

Example : #i& 175 R A PR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEvents.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/
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"health:Describe*"

1,

"Resource": "*"

3]
}

B4 15 7]

LB R FE B3R 48 15 8] Amazon Health Dashboard 1 Amazon Health API, A LKEN IAM B T%E
Amazon Health Dashboard £ Z&%& , Amazon Web Services BEE 4|4 17 HEM Amazon
Health API #4E,

Example : IE42i5[q]

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"health:*"
]I
"Resource": "*"
1
}
HAOME

MRERNEAHLIUE Amazon Health , W47 71 158 Amazon Health #1 Amazon Organizations
B’

IAM RHEEHY Action TERAMIELU TR :

 iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess
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* organizations:ListAccounts
* organizations:ListDelegatedAdministrators

* organizations:ListParents

ETHEESMNREFFENBIMNIR APIs , B2H IAM AFEEH K E LIE/E Amazon Health APls i@
Ao

(® Note

IBAE AR EEIK P A &R BET5 A Amazon Health APIs B9 Amazon Organizations.
BXEZER , 2 BIKSRE Amazon Health 4,

AV E Amazon Health A4 &

RBUER AR F 2 E AL BRI EEFT BRI FTE WA Amazon Health ] Amazon Organizations 1
HIA PR o

Example: ftiF 158 Amazon Health A2 41 &

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{

"Effect": "Allow",

ET 5 R R 53


https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
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"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
health.amazonaws.com/AWSSexviceRoleForHealth*"
}

548158 Amazon Health 44231 &
LR 5 BRE 48 75 (8] Amazon Organizations #4E , B 2N AMKF 1517 Amazon Health X 18 4E,
Example: E481/5 18] Amazon Health A2 #1&

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"health:*"
1,
"Resource": "*"
},
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexrviceAccess"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {

"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
},
{
"Effect": "Deny",
"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
health.amazonaws.com/AWSSexviceRoleForHealth*"
}
]
}
(@ Note

NREEQHBFRERNALIEFACE IAM K, WA IE Z R R0 Amazon Health4¥
ETIZRMA RIS,

ETREMETRENTH

Amazon Health X3 DescribeAffectedEntities] DescribeEventDetailsAPI 24K | AM Sk, &1L
FERAETEBEMNIEENZERPEE Amazon Health APl A, BAFABEENSH,

Ht , iEEE IAM policy B Condition BIERIMIZE Resource TR, BAIUERAFHFRZLERKRE
HIE T 45 E Amazon Health B4 FER BV 5 R R

EFE P IEE Amazon Health S48t , TUFERAUTFE -
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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* eventTypeCode

* service

¥ =
=

Ny

®

 DescribeAffectedEntities# DescribeEventDetailsAPI XIS FRRNE. Hlan |, FHariL
BIEKEE | RFSIEL4EE Amazon Health =44,

« DescribeAffectedEntitiesForOrganization®l DescribeEventDetailsForOrganizationAPI #

AT RBEEDNER,
s BXEZEER , BHSHR (RFRNSE) FH “Amazon Health APIs FIEH” FRHVIRE, &
R Z R4

Example : E T ERENZM4

ARBUERAE A 1R Amazon Health Dashboard #1 Amazon Health Describe* API #4E , (B34 15
84471 5 Amazon #85% Amazon Health B4 EC2,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

}I

{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities”,
"health:DescribeEventDetails"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"

}
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
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Example : E T & IROFHF

UTXREEMHBENME , BFH Resource TE,

JSON

"Version":"2012-10-17",

"Statement":

{
"Effect":
"Action":

"health:

1,

"Resource'

3},
{
"Effect":

"Action":

"health:
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

3

[

"Allow",
[

Describe*"

g

"Deny" A

[

DescribeEventDetails",

Example: eventTypeCode 1R

LB R B T i [8) Amazon Health Dashboard 1 Amazon Health Describe* APl 2/ERVIRPR |, B

B4 15 R EA 5 2 ICEL Amazon Health eventTypeCode I ZEHAWS_EC2_*,

JSON
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RAriEmE

"Version":"2012-10-17",
"Statement": [

{
},
{
}
]
}
/A Important
MR

Health B4 , W& HBAccessDeniedExceptionffiz,. BXEZEL ,

"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringlLike": {

"health:eventTypeCode": "AWS_EC2_*"

}

8 A DescribeAffectedEntities Ml Describe EventDetails i E{E To A i [81i% Amazon

Health B 14 #1783 17 # R HERR o

¥t Amazon Health B 143 %115 [a) 3 17 8 = HEBR

FEAUTEERZ M ANIESE L E#EH Amazon Health F1 1AM B 8] 8238 8y & . 8] &,

ES ]

o BRENIEFHITIEE Amazon Health

o« BEAIIT iam : PassRole

- BEREFENHAEH

s BRE—REER , MAWHM AR Amazon Health

HZH X Amazon

B BEHEE
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html

Amazon Health AriEE

« KA A F Amazon IKF 2 S B A AR B Amazon Health %R

EINE F I 1TIEIE Amazon Health

ZZIJ% Amazon Web Services BBIRH A SiFBREBLTNITEIRE , WX MBRREERATKREH, B
BERERRREEAFRINZEBMHAR,

L AP LTRER Amazon Health Dashboard 5 Amazon Health API #24ERT , Sl H
Pl AccessDeniedExceptionthix.

EXMERLT , ARFNEERMAEHRREUATFAFHERE,

Amazon Health APl EZ 3k HAmazon Web Services 3 #5# B Amazon usiness Support+, E Amazon
nterprise Support 2% Amazon i —2E itXl. MREEREE Amazon Bl &+, En Amazon
terprise Support= Amazon £t —i2E it XI# MK~ A Amazon Health APl , M £IREIBL T IR

8 : SubscriptionRequiredException,

I IN1T iam : PassRole

RN E] —MNEIR | REEBTHINIT iam: PassRole B , WA TMEFHFERUA TG ABER
#5. Amazon Health

B L Amazon Web Services RS RFBNIEAREZRAKIZRE , MARUNEFTNERS AEHIRSE
XAE, Atk , BAMEEFAGERTRSHNR,

LN marymajor B IAM AP =i A A Amazon Health U TIRIER , 2R ELT R4
xo BER , REMVMEERFACHRTFHNRT AJHITIHIRE, Mary TEBERABEZIETRFHIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MBEEERE , BHREN Amazon EE R, FNEERARREHEREILIN A,
REEEFRMNIHRZ

EOIZ IAM AFBRIEAR , EUNERERENHEEESR D, BER B EBETLNRBRILRE
He MREEXRTRAERNA  WLMEIE—NHNERBHN,
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HRZAETEME D : R4 ID (5120 AKIAIOSFODNN7EXAMPLE ) M# &5 R 248 (B4
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFBMBWE—# , B4 ERER 7R
240 ID MBBRFRZBENERRNITEHRRIE, BNAFBMNBL—F , ZE2ERHE %A,

/A Important

BAREQME=ZHFRHIFEZS  BMERN THEBERIEHITH, ID BF-1T. BEXHEM ,
BO] AR F B A K A5 A R BN BR Amazon Web Services IKF,

umoR G HBANE | RELETAGHEEE D AREYASAREE— N Z2ME. REVHH
FENELUREH TR, MEEAT LORBHERS , AXHN IAM B FIH0HREE. £
BSTRERMFNBE. NRECERIES , ULTHEB - BEN , AEBEoRFNSES., B
BRS WS IAM AR R EE 5.

EKR—RBEEG , BATFHMATRE Amazon Health

EATHM AL Amazon Health , BAREFEZHEHAARNARFR TR MREH
Amazon IAM Identity Center BEXE A R MNARF , WA LA@ AP 54 2 B BRERE L H 75 RN RER
Al NRELHICE IAM XBIFFEIBEEEARSINARFXEN IAM A6, BXELZEE B
2% {Amazon IAM Identity Center A #5R) FHNRE.

WMRAKFEA IAM Identity Center , MIARMAFTEHFHARARNARFCIE IAM X&E ( AFRSA
), RE , BUTGFEREHINESK |, LMETE Amazon Health R ERFIEBHNR, BFNE
B, AAFRRNARFEFRARRHREIE, IS EAXLEEIERE Amazon, BETH#EXHE IAM
BF. 4, KENNBRHNESZEE , F28 (AM BFIERE) F8 1AM B4 IAM 5§ 5B FRR,

BT Amazon K 2B A G RIFEEY Amazon Health &R

ZatE—- 1A , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEERESEY , AURAARG, X TXHET R R EZEHZSIER (ACLs) WARSS , BT
158 R 3 L6 SR g 1) AAT1 3R T 1 8] S8 Y BHR VAR

ETHRESZER , BZRAUATREA :

- ETH#ER Amazon Health X#FXLEIHEE | S8 2047 Amazon Health 5 IAM EE& R,

o ET7MBIN{AIRMEITEIBAE N ERN I FRE Amazon Web Services Il |, iF5H IAM AR iEEH
A B & HE Amazon Web Services K B9 58— IAM A PR E 15 R XR.
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https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.amazonaws.cn/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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o BT MBINAIEE = HREIT S E IR E R Amazon Web Services I |, i35 IAM P18
FHEE=HREHRNR. Amazon Web Services I F°

s ETHRIMIBEN SMRBRESRIEREIFENER , F2SH (IAM AFERE) P ALSAT S HEIEN
AP ( BRBERIE ) REHEINER,

- ETHERAACNETRRNRHATER,FRIZENZS , H2H (IAM AFERE) F8 1AM
REYES K P B R 15 1E o

FIRSF R} A H T Amazon Health

Amazon Health £ Amazon Identity and Access Management (IAM) JRESHEX AR, REEXHE
E—MEZEZEXEKN IAM AR Ih4EEAE . Amazon HealthARSS/E% & € H Amazon Health FiE
X, AEERRBRSHE AR EM Amazon Web Services BRE FTEHFTE R,

Ba U ERARSHEXARHKITIRE , Amazon Health LLES FaR NS ENRE. Amazon Health &
VEHRSHRXACRHWNER , BRIEZEEN , BN Amazon Health REEiBEH AR, EXHWNRSIEE
ERBEAMINRERE , AR TEM INE{E A E b IAM SRR PR K AE

# AR 35 < Bx A X BR Amazon Health
Amazon Health EHANSREZEXNAR -

« AWSServiceRoleForHealth_Organizations— Itt & & {E{E Amazon Health
(health.amazonaws.com) X & & i5E Amazon Web Services RS AR, B TIAGH
RHealth_OrganizationsServiceRolePolicy Amazon & XK,

« AWSServiceRoleForHealth_EventProcessor— It & &{S4F Amazon Health BRS £ 4k
(event-processor.health.amazonaws.com) REEEFZAR, HETLHAERKH
EAWSHealth_EventProcessorServiceRolePolicy Amazon £ E XK., REETARERZAE
A Amazon E448 U A1 57 42 Amazon EventBridge &M, AN 2FEIRRESTEEEMN
WK 4% 3% Amazon Web Services Ik = EI#& Y K 7 Fr 55 Y £ At 2249 Amazon Health,

BEX Amazon TEXBNEZELR |, 55 FAmazon WIEE E B Amazon Health,

N BIE RS <EXA® Amazon Health

BT E B2 AWSServiceRoleForHealth_Organizations BREHx< A, HEE
FEnableHealthServiceAccessForOrganization¥®4ERY , Amazon Health 27K R &I RS
HxAe,

BRARSXHAS 5


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.amazonaws.cn/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.amazonaws.cn/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.amazonaws.cn//health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html

Amazon Health AriEE

B ARIENK P B F 3 63 AWSServiceRoleForHealth_EventProcessor [REHEX AR, BXEZE
B EZH IAM AFiERE AR BRSEXAE,

A Amazon Healthm B RS <EA R

Amazon Health R A ERERSHERBE, FREBRSHAXARRE K EREEZEXHENEN
RAAREZHXMFsIAZAR. T , BTNUER IAM REACHNHHA, BXEZEE , HSH
(IAM FiF#ERE) R REBRSEXAE,

M ER Amazon HealthB RS <Ex At

E 1l BRAWSServiceRoleForHealth_Organizations & , 24158 A
ZDisableHealthServiceAccessForOrganizationi&4E, AR5 , BAILUES IAM #2515, 1AM API 5
Amazon Command Line Interface (Amazon CLI) HIExiZ A&,

E i BriZAWSServiceRoleForHealth_EventProcessor& & |, iE8t%& Amazon Web Services X 3
ERMATRH SN THERAHZMN Amazon BHRN MM R BER, TRIEIERS , EUEY IAM 24|
&. IAM API S Eftt Amazon CLIBIR{E—E &,

HXRER
BXREZER  H5H (IAMAFER) PWEARSHEXAE,

Amazon I E K Amazon Health

Amazon EEFXHBERCEMNEIENIE I EMK Amazon, Amazon FEEXBERE N FZE L AGEM
PR, MEZRTUFBRAAF., ANAEDENER,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIITAHEAE Amazon
ERER, RNBVESERE TEARMNE S EEERERE -SRI NR,

BT EFE R Amazon FEEFRBEHE NN, R Amazon E#H Amazon IEERBEHE LHIRER |, N
BN MZREBAMABENMIEERASS (AP, AFA® )., Amazon RETFREEB I API
A RS °] LAE ¥t Amazon Web Services RS B9 API #24ERTE T Amazon IEE XK.

BXREZEE , BHZHE (IAM AF1EE) K Amazon FEE XK,

Amazon Health EEU T HEE R,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn//health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Health AriEE

B

« Amazon FEE X KB : AWSHealth_EventProcessorServiceRolePolicy
« Amazon F£E X E B : Health_OrganizationsServiceRolePolicy

« Amazon FEE KB : AWSHealthFullAccess

+ Amazon HealthAmazon £ & R B K B #

Amazon ¥£EE A K : AWSHealth_EventProcessorServiceRolePolicy

Amazon Health £ i AWSHealth_EventProcessorServiceRolePolicy Amazon £ &R, WITERE
MfinE| AWSServiceRoleForHealth_EventProcessor REXREKAR, ZXBAFRSHXAR
NETERIRE, BT REEMINEEE IAM £, BXREZELR , BSH FRSKACAHT

Amazon Health,

RERBEEBLUTNE , Amazon Health 258 Amazon E4-4 M F @ H Amazon EventBridge
AN

RRFHE R
ZERBEBEU TR,

+ events— HRFNMIER EventBridge MM | FH 3R 1 X LEH NI AY B #7,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy": "event-

processor.health.amazonaws.com"}

},

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
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https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor

Amazon Health AriEE

"events:PutRule"

]I

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

]I

"Resource": "*",

"Effect": "Allow"

}

BAXNEHBHNERSIER , 555 Amazon HealthAmazon £ & F IR E .

Amazon E XK : Health_OrganizationsServiceRolePolicy

Amazon Health £ fiHealth_OrganizationsServiceRolePolicy Amazon &K, T E KK NZ
AWSServiceRoleForHealth_Organizations [RFXEACR., ZEXBATRSHERABNETHK
BYE, BT B REEHMEIZE IAM 2K, BXESZEE , B2H FRIZFXEAEHT Amazon
Health,

LR BE IR F BN PR Amazon Health 7211517 Health Organization ¥ EFTEE#Y Amazon Organizations
FAEE

RRFAE R

SR EE A TRR,

« organizations— #IRAHIK S Amazon Organizations LA AT LL& Organ Amazon Web
Services fR% izations —E2EHRIMKF o

JSON
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https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor

Amazon Health AriEE

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOxganization",
"organizations:ListDelegatedAdministrators"”,
"organizations:DescribeOrganization"”,
"organizations:DescribeAccount"
1,
"Resource": "*"
}

BAXNEHBHNERSIER , 555 Amazon HealthAmazon £ & F IR E .

Amazon FEE KB : AWSHealthFullAccess

Amazon Health fEFBAWSHealthFullAccess Amazon FEE R, ZRKBERZFEME (IAM AFSAR )
5B Amazon Health &I SRR, BXEZER , 535 £A Amazon Health #2515,

KR FAE R

ZERBEEE TR,

- organizations— FRAHEM Amazon Health AR HFFTEKFH Amazon HLANEIIEE , HEE
BIEIK B4 41 41 (OU)

« health— 58] Amazon Health API 2 /EF1iE &
« iam - BIZ453Z 3 Amazon Health BREH IAM A€

JSON

"Version":"2012-10-17",
"Statement": [
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https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor

Amazon Health AriEE

"Sid": "OrganizationWriteAccess",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount”,
"organizations:ListAccounts",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelLinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"

BAXNEHBHNERSIER , 555 Amazon HealthAmazon £ & F IR E .

Amazon FYEE KB Amazon Health 66
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TRERT B 2022 £ 1 A 13 HLLK Amazon Health IE B XN EEFE .

Amazon Health

B

Amazon &R : AWSH
ealthFullAccess — Xt B K1
I EE

Amazon EE R FKHEE : Healt
h_OrganizationsServiceRoleP

olicy - WIS E B

EXMHNERAE

DU

Amazon Health B3%i%
AWSHealthFullAccess BURY"
B E| Amazon GovCloud (US)
Regions 7 Ei#h[X,

Amazon Health 7710 7 #7#9
Amazon Organizations #E ,
ATRFSHEXAGHERATNUE
2 Ei& Amazon Organizations

AR A Amazon BRSS .

Amazon Health £ EXREHNE
A&,

EF MU= Amazon Health

B

2023 £10 A 16 H

2023 7 H19H

20231 A 13 H

BERHEFEM Amazon SERA RO EM, TTAMEMEENEEARKE 2. Amazon Health
Amazon BHLL T4 T B Amazon Health , 858, RE B3 HEE Y REUE K

« Amazon £358t CloudWatch¥5 1228 Amazon & RFE1Z21T Amazon BN AR, BuIUKRER
IRERIERR , QIR B ENMEGIER , URIZREERUEIEENBIRAERIEE /Y B 8 N8 5 KB
BhE. flan , AT LA CloudWatch ERERIL B #ha8 4 1t E = (Amazon EC2) SEfI#Y CPU AR HAb
Bir , A EZEBa1 B #H%pl. BXREZER |, S H Amazon CloudWatch A F 8,

« Amazon EventBridge 12 7 — near-real-time & /3R Amazon BREILHNREEH.
EventBridge XISEH VAN EHIITTE, BAUEENN , MRS EANEXLEEHFRENER
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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ft2 Amazon BRE At BERE. BEXESZELR |, 25 B3 Amaz Amazon Health on M= 4
EventBridge.

« Amazon CloudTrail#3R &K K F A REH Amazon IKFHITH AP BRMAEREH , HFEE
1% S B 1848 TE KO 0 I 2 5] B2 174 AR S5 (Amazon S3) Service Z 18, &) LR B HELE A 7 F vk /2
3T 7 8B3E Amazon, K HFFWER IP ik AR IR AR EE, BXEZELR , 52 H Amazon
CloudTrail {FAF{ER)

BXEZER |, BESHE %12 Amazon Health,

S IE Amazon Health

ETHMERETHESMNITNNTEE , H5@Amazon Web Services BRE “” Amazon Web Services R
% FH BREMITRIR 2 HSEE” , RFEREBMXBHEMITR. Amazon Web Services RS Bx
—mREL , BSREMITX,

O LA TEE =S FitRkE Amazon Artifact, BEXEZEE |, 5SS RFH “TEHIRE" Amazon
Artifact,

EIEBEFH Amazon Web Services RS A TEEBUR T RN HBENBRME., RTINS E IR
IRERMEENZEN, BXRBEFEANNENATENEZEE Amazon Web Services RS |, 5
EAmazon &4 X4,

#) £ 7E Amazon Health

Amazon £IKRER R M2 E S Amazon XM AT AXMEN, Amazon KRt Z M ERENREE
WATAX , XETAXBESIEERE, SRHENSETRNMERE, MATAKX , BE ORI FRE
EAXZELHMEEISNARMEBHONARFNEREE, S&ENENSISMNEEHROERM K
Mt , TAXEEESH TR, BEEINTT EM.

Amazon Health EHEZANTRAXFFEHMES], XF 5 ETTHRARSET LUEE Amazon Health
Dashboard 5} Amazon Health API #4EiFRIEN]. ERILATE Amazon Health B4 %X %5 90 KKNEF
B4,
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BEM IT 2FBE (RIMNNEFF, ) £E Amazon fiZt, BXREZEER , TS HAZEE Amazon HIBE

A,

Amazon Healthty & £ &£k

BEZFAUTERANRESE Amazon Health,
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B AFRFMAFEASKRNDHRIREBNRSE , ERKENREN, Fla , &AL Amazon Identity
and Access Management (IAM) A F 158 Amazon Health Dashboard, {E2 , BAIgER REFR—AF
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BEXEZEER |, 3 Amazon Health ET 54 HI EE R0,
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=4,

EXEZEER |, 55 % Amazon Health Dashboard A7,

BNz eM 69


https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/shared-responsibility-model/

Amazon Health AriEE

Amazon Health 5 Amazon Chime 5 Slack £

O LA Amazon Health SR T EE/RK, X FPE L A L& F R A H BASK 8 R E| B < Amazon Health
HHBEH, BXEZEL |, 5SS AT MWAmazon Health T & GitHub,

¥ Amazon Health B4

& 8] LL Amazon Health 5 Amazon E CloudWatch vents ££5% , A ERN S ESHIEMNN ., 24 Events
BN B SEAHN TE CloudWatch WEH#E |, BEREIBH , AR TTAKEIERE, CloudWatch B4
EHERETXEN , REEXMERNNAREFREM T EENXiE P& RS,

HEEEERT , TEWEE Amazon Health SHHN X, WRHEIAXPHER , RIABERT , BRFESE
ERER ( BAFRLMILE ) X P, LA ERXEFIRE CloudWatch B4, LBRERX LS
o

BXEZEER , B2 @33 Amaz Amazon Health on Y32 %4 EventBridge.

Amazon Health 5 Amazon Chime = Slack £ 70


https://github.com/aws/aws-health-tools

Amazon Health AriEE

Bk 5584 Amazon Health E4
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Amazon Organizations , & A AR BNAL P EFHEEF Amazon Health B, ERALLIIEET LAiAER
EEANKFREERNES. BUUERARIESEKREFTRE Amazon XiF, KPR MBRESHHEH,

BUUREEN  BEAAPIRESHEENKSIRERSFEBEM. ERETUERZES &
ALRNEHEBENBENCEREF S ERALIIAERLABER T ## Amazon BRFEIRAENEE |, X
B A REREEMRABENR,

REMERER ‘ZREER” HEER Amazon Health ARMENTLRINRERLEKAKS . XFEEE

FRA FT A E B 15 1A R B Amazon Health B, EAINERAZREE A DERFERKS, |, B
B 9 B AR 4t 713 Amazon Health 4 RERATBIFRERY AT L 1,

/A Important

« Amazon Health REEF A , NELAFHNKF XENE4ARSE REALRUES | KA
E 90K, EMEEARA—ANHZNKFEFERHAL B Z ML,

« HLAEHE 0 RNAA , RELBEMBER. XMEHAFRERS

TR

ERERMEZH , UM

- MAEBRRAMENENALRN—R.

« LA Amazon Identity and Access Management (IAM) AP BB & ZEEIKF BT IAM B,

B AEAERKFHFNRAFSOER (THE ). BXESZEE , H2H IAM AFiERTF
I BIE Amazon K AR A P15 R 248,
o WMRELIAM AP BHEF , BEAFHRNER T Amazon Health F Organizations R/ERY IAM

policy , #l#0 AWSHealthFullAccess &, BXEZEE , S Amazon Health E T 53 #I R
R~ lo

£

- ERELANE
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-all
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

Amazon Health RFiERE
- EFHAAUE

- ZERALIE

- EEALNEREERUE

BHRALM
O] LAEFH Amazon Health 28| 5+ EE Amazon ALHFHNREEEH,

B Amazon Web Services X1 EE1YA[ £ Amazon Health 24| AFEFHLANE , TEXHFH
%A,

@ Note

MRAFRAFPIHR SRR, R IhEE | 1A A 1E 0 AWSHealthFullAccess K& 2
KPR, BXEZEE |, 525 Amazon Health ET S0 EKE R0,

Enabling organizational view (Console)
A AM Amazon Health #2518 B AALANE ., BB BFEPRTE Amazon HLANWEEIKS,
BERELNHK Amazon Health 12 H|H R
1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE R
ESMBERNENALREZTRET , EREE,

2
3. ERR4MLAMENEL , RESHALANE,
4

( /& ) REX Amazon ARBITENR , FINGIRALH(Y (OUs ) , BFEFEE Amazon
Organizations,

AXEZELR , 5519 (Amazon Organizations FIF ) FHIFEE A Amazon
Organizations.

@ iE

+ 3 A Amazon Health ALEMEJE , FIBKF NBESEFEESFRET, TEEE/L9H
FHRETERK . EBAILAX] Amazon Health 244 , e BRE , FALLTELZSZZERET
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Ko MEEBETRAEH (EERAZIEZHCBHNRESH ) ZRKAUREE 24 /Nt T8E
EREEHWALTER S,

« MRHEH B Amazon usiness Support+. En Amazon terprise Support 2 Amazon
Unified Operations itXl , M B LLiE A DescribeHealthServiceStatusForOrganizationAPI
BERRERENRS.

- BRIhEER , EAHealth_OrganizationsServiceRolePolicy Amazon & X
BEHYAWSServiceRoleForHealth_Organizations RFHExARFENATFARFTHN
EEKF, BXESER , 20 FRSXEKAEAT Amazon Health,

Enabling organizational view (CLI)

BT LAE A EnableHealthServiceAccessForOrganizationAP| #4E/S FH L E

YRAT LAE A Amazon Command Line Interface (Amazon CLI) SR B © B4R 533K 8 B X MR E,

(® Note

o AR, il A Ol XX EEE A Amazon Health AP,
s BWUTERAZERE (BFRILMILE ) Xk R,

Example

EAT Amazon CLI @55 RITE2 M Amazon Ik G A tkTheE, EUNEEBK M TIEEE BT
ENRNARNKFERALGS.

aws health enable-health-service-access-for-organization --region us-east-1

LA RHBIVE A EnableHealthServiceAccessForOrganizationAP! #4E.

Python

import boto3
client = boto3.client('health', region_name='us-east-1')

response = client.enable_health_service_access_for_organization()
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https://www.amazonaws.cn/premiumsupport/plans/business/
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RAriEmE

print(response)

Java

BRI R EA T Java 2.0 iRAH Amazon REF R T ESRATFUTRAI,

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.

import

software.

import

software.

import

software.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

model.

model

model.

model

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

.EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

.DescribeHealthServiceStatusForOrganizationResg

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.buildex()

.region(Region.US_EAST_1)
.credentialsProvider(

DefaultCredentialsProvider.builder().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =

statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");

retuzrn;
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}

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

EXEZER , BSHERT Java 2.0 Amazon F AT EAGF XA RIERE,

BAMIIAES , EBHealth_OrganizationsServiceRolePolicy Amazon FE&E KB
AIAWSServiceRoleForHealth_Organizations RESHEXAENNATFHLARNEREK,,

® Note

FERALIBER—IRIIE , FENVANRBIFETR. BAIAEA
ZDescribeHealthServiceStatusForOrganizationi2 /E3R 1 Z= 3 2 A IR A

EEFHLAY

B LAE A Amazon Health 2§ & £ EE Amazon AL P REEH,

P Amazon Web Services X E&YT1E Amazon Health 4|5 P EFHLANE , TEZ TN
%R,

(® Note

MRAFAFHRIEEKS PR L ThEE |, N1 4P H & AWSHealthFullAccess RE&Z
EWR, BXEZELR |, 1§55 Amazon Health ET 55K BE RH0,



https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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Viewing organizational view events (Console)
BRELAMEIE , Amazon Health £ & RALADFAEIKF NIEITRTEHF.

H— MK IMAZRALRR , Amazon Health & Ba Rk~ R MEERMEF, SENKFEF
EVALR , ZKFHPRFEHFIBRERINALUEF, B2 , AESHHRE , BNHUTUENR
AT, ERIXE 90 KRS,

@ Note
BRALLIhEER , Amazon Health #8414 7T LLE ;R#E#IAmazon Health ERHPH AN HBEH —
HE7 XKOBRZETRR. FENEEHTFREFETHRALHNIK,, Amazon Health 32

FIERFHNESF — RSSITRRRHB R Amazon RS XS A AN ARER.

BUREUATIEYETHANEEH

R R (] B 0 36 B (]

A BAGE A R AR REY 8] B B R B9 (R R IR TR R & F AT RE R 088 Amazon ERIZEMNEH | 6
MR IR EY ALY B 2L Amazon Web Services fRSS FI& R

EEFALNBSEH

1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE 4R

2. ESMBEBRNENAELZTRRT , EERREABNERFRBUAEERERENEH,

3. ER—IEH4., EFRAGRLET Y , KANEEFTXREHNUATEER

- BHER

+ Status

- Xig/aAX
- ZRIHIKF
« JriaetiaE

« GRETE
=3

. B

Eit XM ER
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EATRERETF , EETRIPEALNERENSES, XEEHTRIERSH I RIER
a5 o

Ht@E A

ERBHMETF , EETELRATREMEHANMERABANGERITHINEYN,. XAES
FEHRKR, KEBANZLRBEFSEMH.

Event Log (B4 B )

B UFEASESHATEMFEFSHLMBEMN Amazon Health B4, 5 BT SRR B ZEFIE
HRBUETTFEL , FRZAGETFEH BRI FIEEMIIMIFEERMEERDT , flanEHEH, R
AMFF 1588

EESHRATETMFHhEFALANEEHF

1. fEhttps://health.aws.amazon.com/health/X 3T FF Amazon Health 2 HIE 4R
2. ESMEBERNENELZTRRT , ERB4AE,
3. EEHHET , &REXEN. BUIUEEEXEHNUTER .

- EHEWR

+ Status

- Xig/aAX
- ZRIEHIKF
« JTiREtIHE

« GREHH

. %5

. B

Viewing affected accounts and resources (Console)

HEENALETIRRT , ENERARNZZEMHHEE KT LURAEMEXTR, Sl , m0RE
FETILDEEMETES (Amazon EC2) LAl 7Es) , MENALAFHBL S E EC2 SKHIRVIK
FRNEREFRMERETFH, EAUBEEGNRR , AERRKFREE,

EEEZ YK MRIR

1. fEhttps://health.aws.amazon.com/health/ZR R FTF Amazon Health 2= HIE R

EEHLAUE o
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Amazon Health Tt
2. ESMBERNENERSTRRLT , EEEP—NRIF,

EE-NEEZYRKFENES.

W2 MK IR TR

ERETRKFFAEEEETRFNUTESR !

o bk~ ©

« 1K/ ID
« BKPRER
- FETHMF
ALAERT (OU)
6. BRIFKFUEFEZHENEIR,
7. WMRFFREI 10N, FRAREREMRRFHITES.
8. ERIKF ID M ESH , BHITUTERE

a. EREWMKSETF L, MIOERFMIEESRE, KF D, RAEHWAKS ID, —XR &
BWA—NKF 1D,
b. EENA. EMANKFEIRPER,

Viewing organizational view events (CLlI)

BRLLIhEES |, & Amazon Health FFIBIEZEMA LR IKFPHNEH, YENKFMAEHALR
Amazon Health £ B3 2K PR NELA R RE A,

(® Note
Amazon Health T 2B ZAE L RHALMB AR P EENEH,

HEANKFETENARS , ZKFPRHEARTBLERIEALAAEF, BR , ABFEHHR
&, BOEUUEREA] , BERIXE 90 KBRS,

B A LAE A Amazon Health APl #BEMNA LM EREIE 4,
Example : #iRALNEEH

LLF Amazon CLI 3R EI4E 4R Amazon KPR 1TIRREHS,

aws health describe-events-for-organization --region us-east-1
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MREFBNHAAREEN , AUNEEKS PXFALLIIEE , BRI LER
DisableHealthServiceAccessForOrganizationAP| IR EZRALAME,

Disabling organizational view events (Console)

Amazon Health FIESC REARFRFAEEMKFNES, BUUSAEEFHAHLUIHNES, |, BEFX
L6 =5 R 45 1 BR o

EXREALANE

1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE 4R
2. ESMBERNEHNALAZTRRT , EBEE.
3. EEAELUBENEL , RFEZERALNE,

RIFLLINEESS |, & Amazon Health TEBREHAFHEH, B2 , EHRET Amazon Identity and
Access Management (IAM) #2#1&. IAM API 5 Amazon Command Line Interface (Amazon CLI)
FHHBBRzE , RESHEXACNHREEEEKFAP. BXESZEERE , E8Z2H (AM AFER) +
WHIBRIRS <A,

Disabling organizational view events (CLI)

Example

LAF Amazon CLI S8 S &N EHIK F FEE A Itk ThaE,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

&t ] LAE A Organizations Disable Access API I 4EAWSServiceZ FI4A A ThEE, AL
B1ERE , Amazon Health FLERESALPAMEHMKFNEH. WREHNALUNRFA
Amazon Health API #4E , Amazon Health M| &R [E45i%. Amazon Health 4k4E5C 5.1&
Amazon i I ESH,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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BRALLIEES |, ¥ Amazon Health TEREHAFHNEH., B2 , RSHEXACNRBEEEK
PR, EREET Amazon Identity and Access Management (IAM) #&]& . IAM APl 2 Amazon
CLIGHMIBR, BEXEZEE , BESH IAM AFERPIRBRESEXAE,

ERALANEREERNE

{5  Amazon Health , &AL I E L EE 7 IHAE Amazon Organizations , ZIhRE R IF EE MK
P EASAEI K P £ Amazon Health 2 #IE R E &S Amazon Health AP| BURTE A RNEER S Amazon
Health S, ZREERDEFETRENESE R FEENEEEZNMNMANETRRAES. ETENE
T, FREERIEEKS 2A R —F&HE Amazon R£XK,

B 3%
« NENEALUEREMBEREER
- MALOERTBEBREREER

NIENHELANEEIMEREER

NERZHALNEE , RSUUEALATEIMENRAKFEREZRERR, ik, HRA
RegisterDelegatedAdministratorAPI 4. EZEMBAKF,F , ATHEERAEEIKS , AT
M Amazon Health 2 #IE 4R 17 Amazon Health AAHEA, MRZKFAEEL, ®il A DSl X
TR, MR EE B A LAERA Amazon Health API 1571 Amazon Health A48 M E,

EESHEATNEEKFEVEREER , BiHMLLT Amazon Command Line Interface (Amazon
CLl) 5. B LAMNERNKF sl AE% LAFTE Amazon Identity and Access Management PR A %
AeNKFERALGS. EUTRASGESSE ,  ACCOUNT_ID B A EEZMU KA, ID AR
Amazon Health fR%5 £ “health.amazonaws.com”,

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

EMERERRE , B UEEF WAL WFTE Amazon Health B4, BaLEENT X 90 X
REEREHAAROBRINEURNAREN (LWRIEENE ), BIEZ, CHAZREBEATRERS T
B, BEEKE—DHTK.

MELRMBE P BREREE R

EMIREFIREE GBI RNPR |, i A DeregisterDelegatedAdministratorAPI #4E,
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https://www.amazonaws.cn/premiumsupport/plans/enterprise
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ERALNEREKF S , FALT Amazon CLI in T ABBREREEANKAKS . AT RAIGT
B, ff ACCOUNT_ID B AEBRNK A ID.

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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B3 Amaz Amazon Health on %% 4 EventBridge

I&TLAE A Amazon EventBridge X4l Amazon Health B4 HME R N, AR5 , RIBECIENN
N, YEH4SEERAN PEENEER , EventBridge IBA—MNHZBirigiE, BIBSHMHRR
BULHREHER. BHMESH, REBH, XY ERESINTHAMEREE, S0, MREN
Amazon Amazon Web Services 7 BRI RIEH , Hlanl Szha¥ 4 it E = (Amazon EC2) 3£4) , NI
A LAE F Amazon Health $2UR &8 7 BB 438 &N,

@ EE
- Amazon Health T AN EM ERXNSE4 , ATt EHZIXE EventBridge £ —
Ko
« BB ZHE{T EventBridge M N EB R gL KR AV E &1 Amazon Web Services Il . E#EW

SRR EPEL MK 49 H = Amazon Organizations , HSRAFEAALANENE RN EERH
B I BRER & Amazon Health =44,

+ 92 EventBridge NG , AR P AEEHRZSWREFE /NIRRT R RIE

EventBridge €8 Amazon Health TEREN—30 , BANESHERKBE 2 AFHTER , 25

« Amazon Lambda B %X

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service ( Amazon SQS ) BA %l
- WEB#K (20 CloudWatch BiRkziE )

« Amazon Simple Notification Service ( Amazon SNS ) &

Blan , HALAEA Lambda B¥ , AE R % Amazon Health BB H1%1% E Slack Bil, & ,
B LAE A Lambda H EventBridge B4 &K 4 8% Amazon Health 83X Amazon SNS &KX BE XX
A EEBEH,

£

« 8J% Amazon Web Services X5 & & EventBridge #N

- ¥ Amazon HealthtY K P4 ESH ML HEH

- BEF D TE R Amazon Health BIZE4 %%k EventBridge
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Amazon Health ArfEm
- FAHLUENZRNEERHRNERRE Amazon Health B4

¥ Amazon Health E# K EFBH S JIRA HHEK ServiceNow

 BLi& EventBridge SN A KIEBXREHHIBEH Amazon Health

« EFPIRMAREFFEE Amazon Q Developer JA & A H X EHHEH Amazon Health

- B3IX EC2 Lz TR LA R B S 4 Amazon Health

« 2% . Amazon Health &4 Amazon EventBridge %13

22 Amazon Web Services X3 Z= EventBridge # 1|

BN A EEW Amazon Health B4 B A B8 XiF 42 EventBridge MM, fIRSIZMA |, MTE
BWEG4. flo, MREEBCREPE (bR ) KEHNSE4 , WAFRZXEIZERN,

=S He Amazon alth BRI AT % , BRI UETANROXEPREAN, PE (4R ) KExRH
FE(TE ) RENEARXE , FE (TE ) KEZSHE (1tR ) KENEOXE., HRESHRE
i, BB X EBEXEREEENZHXE., fln, IREEELESE (bR ) HXOEH,
NEAREEHH2EMNMEEETE (ItR ) KENFE (TE ) KiE, ZRETHFRNEEHNEEX
HBERRE , St ABZWERERT, EARZOAN |, FRBHPWTRIZEDE EventBridge FLNI
LAREBXEHHIBA Amazon Health,

MREFBERAZAEE  WEEEROXEANPRMNILIEIE. S0, HEILIE
gxdetail.backupEvent = False., XA LABsIE RNk B Httib X & 054,

= A HAMIRIE (7 lik)

WREGZEEES WA EventBridge KR , FRRSEMEXXEMZAXFREE TR , REE
Fdetail.communicationIdSEMEEHEHEHR. XHEAUBREZRIAESH , BAEEESES
., BXEZELR , B3/ 2% . Amazon Health E4 Amazon EventBridge 243,

fal{L KV SR RK

MREBHERREMANFEXFNES , BREBRE-FAN , BARELNERRSENEE, B
Wk BN E XA Health B4, BAISEFE (4R ) i XIHE ( TE ) BXIRE—FH
W, B2, BEASTRAMEE.,
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2IKED

B Amazon Health SEH T RBET XN, IFETENXENSE4H 2RSS, HPIFER
Amazon |dentity and Access Management (IAM) Z3ZMEH, BEEZKLREHS, , XA NHE (TE)
X2l 2 A

1542 Amazon HealthfY K F4SESH ML EH

LIRBER T SREEHH EventBridge BNIET Amazon Health , ZHN S REREESFE T K OEH
MAHLEH

- KRETKFHWEHLZRENKSA TR , NS HNEEXL D% EC2 XPIFEEHMMN B4 i
TR EREHNES.

« NHBHAHEREAmMazon Health EHIER — BRFSTIRRL L. DHEBHHIFBEET Amazon Web
Services I/~ |, MERRHEAXRBRSHXETHAENAHER.

/A Important

ERERHMNEHRE | WHNHAAER "source": [ "aws.health"] B, BESR (W
"source": [ "aws.health*"] ) EFERENETMAESHNERXTTHEE,

BRI ERSHBEPRIEHRLAREHEREET EventBridgelK P V=4, eventScopeCode E4
A LAR PUBLIC =4 , th A LAR ACCOUNT_SPECIFIC B4, £t SIRIEILSEBIFEMN,

=45 : Amazon Elastic Compute Cloud B9/ HE4#

UTEHERTIDE EC2 EXERE (FEFRILILE ) XIS E B,

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0d",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],
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"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and
Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"

Amazon Health E4#) Backup # N

WMRIEEFEBMK B EEYS Amazon Web Services X1, , BRITEWNECIEZZOMAN, Amazon
Health EZ &Mt XRBAHRAN G , A XEHFE R AE R Z M XEHMEZ 40X,

Amazon Health Tt ZEMXFHEE TH LMW , #o @20 XN 60 XKELESE T KN
E

ENBWEFEHevent ARNFIXYT Amazon Health E4#TEE BIEMIER , communicationIdA R XY
F A% 2 Z /XA Amazon Health SHE. | XEEFF—,

EFE 2 N E T Amazon Health B9E# %3k EventBridge

Amazon Health Hresourcess%l&xaffectedEntitiesSHIHE K/ BT EventBridge 256KB #J
BR4F R/NBR&IET , XX Amazon Health EHH#H1T9 W

Amazon Health B3F B E B resourcesfdetail.affectedEntitiesFE&, MR I5I
FKresourcesMdetail.affectedEntities{E#BiT 256KB , N4 ETIRIREH Amazon
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Health Ifs 9 A Z2ANTUHE , HEXEREENEMAEELREF, EventBridgeB N EBERE
BB eventARN M communicationId B , A EEWKZIFMEREESEH S H resources &
detail.affectedEntities %K,

XEFNRDHE ARSI LERHEE , #lin , 2 EventBridge M4 E @ B AR w12y SR E ( Filan
BHFEARIIK ) . WBIAKRTIRBEANF S ALR detail. page FEIMMIFEFAF , ML
HEE—H , XFFERINARETEHENTLEHRS

R F | 84 communicationld &7 communicationld FE2E AEZHERENTB , IERE
1 MtBARHBIS, FEdetail.pageFldetail.totalPages#iR T Amazon Health SEZHHY 24 5 A
METTH, B detail.affectedEntities = resources ¥R , BN D TUEHEFEEWER
TR, KEMERERE , IUEREEXLEIR, SEMERNEETETLEERF.

FHALMEMERNEE R G AXEZRS Amazon Health 4

Amazon Health Z## 31 Amazon £ &% Amazon Health B4 THLAMBINE REE 7 77 R R
EventBridge, FFEHLAME S Amazon Health , EEIKFHEXERE A K- FWREIk B HLANEK
FHIEA Amazon Health 412 ZE Amazon Organizations,

WINEE EEREAER IR , UHEBHEBRENALAFH Amazon Health B, EEEBKF RIREHLAN
B # EventBridge MM H T 2= AL LA P EH MK # EventBridge FLNI,

BEXELEHALANBRANEREE R RNENEZEE Amazon Health |, SRR & Amazon
Health gﬁ:o

¥ Amazon Health B4 MBEH S JIRA HHE K ServiceNow

ST LAGE P BRSS B IR $288 (SMC) ¥ Amazon Health B4 5 JIRA &5 , BEUURENK/SES |, Hit
VW ERMIFAHES , AEE Health B, ServiceNow 58 SMC £ 5 Amazon Health A LAE A &%
9 Health S EventBridge X Bah 81, M FMEFH JIRA T F ServiceNowE 1,

BRI ERALNBENZRNEE R HRNRE JIRA PRI EEENELAN Health E4
ServiceNow , #¥ Amazon Health S 2 EZZSZHAN TI/EREF.

BxEH SMC 31T ServiceNow ERXHNEZEL. |, FSEEH Amazon Health » ServiceNow

BXREH SMC £/ JIRA Management Cloud WEZE R |, 55 Amazon Health in JIRA,

FRALATBENEZRNERR HRNRERE Amazon Health B4 86
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Amazon Health AriEE

Bl E EventBridge MM LA %A B X EHHVEH Amazon Health

& LABI2 — % EventBridge MM , LUEU R B X &K Amazon Health X £ EHHEH, ER
BIBEHHN Z B Amazon Health , IEHITATIRE :

o AEBPNEH, ANMBFR. EventBridgeBEXEZEER , B H T AR S # EventBridge ? £
Amazon EventBridge AP i8R M BN A+ EventBridge — FRERFI R EHY Amazon &R E o

- QIREEENSHIAN P EAL B AR,

E N BI2 EventBridge M N Amazon Health

1. FTFL S EventBridge ##|A , Mk https:/console.aws.amazon.com/events/o

2. EFEH® Amazon Web Services X5 , EEARHA LAPXEIEEFESR, EBREEHPRER
Amazon Health E4K X1,

3. ESMEET , BEAN,

4. EEF GIEAN,

5. 1 Define rule detail ( EXHNEMES ) TEL , WARAMN B AR,
6. NT BHELMANXKE , FRERAE , REEET -,
7

8

9

EHBEHAERXTE L , FE4REREAmazon E4H EventBridge S 1EIKEEH,
£ EHEXT , T ESMHR , 1£#F Amazon Web Services B
£ EHERXT , X¥F Amazon Web Services BRS , EREZ TR
10. 3T SHEE | ERUTETZ—
BESITRRERENH — NERHXREEMFT IR R Abuse #J Amazon Health 4012 —

ANFLI,
B EM Health B4 — H435E Amazon Web Services R E4 ( 4]20 Amazon ) BIZH N
EC2,

1. BAILUER EARS B S ERS. WREERBFERS , BEBEUATEIZ— :
B EMEARER T OIRER TE S4B,

EE BESHERBET , RAEMNIIRHPIEER—/ME , W issue. accountNotification =
scheduledChange,
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® Tip
- ERESERSMATE Amazon Health B4 , BATEWEIER “EESHRE" XM
YRR, X 0] ARSI H N S MR IE E RSB FTE Amazon Health E4 |, 33&
AN EHEBRB, BXANTRE , FEEFFE Amazon EC2 =,
o FWAILBIBE—FKANKEEZSNRSREHRBEET, At , BLAFHEHAN N EH
B, BXEZER , BSH NS RSFER 1IN,

12. MRERBERSNEHXREEKT , FHBHRBRBERUATIEIZ —,

- AR EMBEAREERT , ABREATARESHEBERBEHAN,

- AR BEBHXRBERE , ARMNIRPERE-IHZME. FEBRNERATHES
HRBERIBHFN, Hlzn , R E%EE AWS_EC2_INSTANCE_STOP_SCHEDULED A
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED , MI# N {GER T &K K F & £/ 3k
=4,

13. AFEMWERERATRIZ — :
EF EARRAGEER TRERRAAN,
EEBERR , AERMA— NS NRRFH, IDs flan , e LAEE —4 Amazon EC2
54 1D ( l40i-EXAMPLEalb2c3de4 ) RGN ML R RNEH,

14. REEZNANRENFEEFEENEHERER,
15. ji;%-l: _bFo

16. £ AR BEFRTEL , EREALEAN RN BEIREE  ABEREZEEFIENTMEMET, 4l
W, A LU EH %X E| Amazon SQS BABIE, Amazon SNS £&,

17. BT —F,
18. (Hit ) £ MEHNZREL , FIMEERE , REERE T—%,
«  3EE X EHTRH aws.health KELER ., EventBridge
19. E‘EFHCUR" NHL , EFLZNANRE , HBEREFESLENSHLEERER,
20. %$% Create rule ( BIZEHN ) o

Example: 47 Amazon EC2 5E3I#9H NI
LAURRBIBIET —MNATF EventBridge LA TARHN

« Amazon EC2 BR%
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Amazon Health AriEE
« scheduledChange 43R % 5|

« AWS_EC2_INSTANCE_TERMINATION_SCHEDULED #0
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED WY #3K K53

« ID 9 i-EXAMPLEalb2c3de4 BYSEHI

NS BRSS T2 51 0 2 A

LR S TRA YR B IR R AN B RS MEBARBRFICIZAN, BRI UN SRS MEAHRE
RAGIEAN, XEREETLHNFELZNFNMRSNRB EMeIBAN, Nk, BLFREEHE
X, REFIWMAER.

& LAE R AT AR — & T,
FNEEHN AN ARSS MK 5

1. % EventBridge %A K AN TWHE L , EFEHN B F5,
HAELH &R RE.

BET—F,

NF EHENR EREEREN  RAREXAFTRPHALZNEL,
BET—F , BERREA FEAEHMAME.

B EHRANURFENER,

2 B

9 R AL 2 i Bl 55 M1 3% B

1. 151RH BL& EventBridge MM A RIEBXREBHHIBEH Amazon Health E R 9 PRI RRE,
NTF B4ER , &R REEN , MARMNIIKRPIERENRSHIER,
EXEAZEFRHALBHNER, BEUATROESNENETUHEESHERNER,

TFELNEHER | RERE BE EventBridge N LA & E G XZEHHIIEX Amazon Health H#Y
FIRSEIBAN,

B w0 DN

£ API 2 Amazon Command Line Interface (Amazon CLI)

FFFHOKIMENHN |, EF A PutRuleAPI SR aws events put-rule B SEHBHER, &
X Amazon CLI ts 5 Rfl , ESl (@t35Z) B put-Amazon CLI r ule,

NSRS MEZ 0IEMN 89


https://docs.amazonaws.cn/eventbridge/latest/APIReference/API_PutRule.html
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Amazon Health AriEE

Example =™l : ZNRFMEHRERKF]

DTEHERSRT —FAN , ATF4SE=% Amazon fREHissue, FscheduledChangeZE4#
RAERFWEH : WEFraccountNotification EC2, Amazon A EC2 uto Scaling Hl Amazon
VPC,

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VPC",

"EC2"
]
1,
"detail-type": [
"AWS Health Event"
1,
"source": [

"aws.health"

]
}

EIXRMARERFHEE Amazon Q Developer LR IEBREHRBE
4 Amazon Health

PRATAEEEBRE iR ( Sl Slack #1 Amazon Chime ) ##2U8 Amazon Health B4, &R LE

FA LSRR B BRI AT RE R MM AR MY Amazon R AT F FEMZEME Amazon RFRIE, RE , &
LABF Amazon Health #&IEiR THRAXEHNEZE L, Hl0 , MREIEFEISIEE Amazon I
HYAWS_EC2_INSTANCE_STOP_SCHEDULEDZE#KE | Mli% Amazon Health EH- A A E# & REER
Slack STEH,

FRFMF

EFFRZ 8l , BRTURRIATRE

EHXRNFARFFERE Amazon Q Developer S & X B X EH4HHEA 90


https://health.aws.amazon.com/health/home
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- EEXRAREFF A Amazon Q Developer Bt BRI X & F ik, A LABLE Amazon Chime #]

Slacke BEXEZEE , TSH Amazon Q AR EWN AN AEFERERERTNIIANAERFHRH
Amazon Q F &£ & A,

« BEIRHFITHAY Amazon SNS =&, MREEE SNS £ , WA ERANBTER. BXRESZE

2, 2% Amazon Simple Notification Service FF & A R #ERH#I Amazon SNS Al 7,

EHXRRARERFRFE Amazon Q FF & & — W Amazon Health 5&3)

1.

#Z 88 BLi& EventBridge AN A RIAB R EHHIE A Amazon Health IS5 13 MRV RRIRE,

a. ELRIBHPEXEHERNNZER , EEXNRE—THRMES , RERMNUTITUND T
Amazon Health E4FHRIBRT X ENHRER ., HSHESE D T E R Amazon Health IS4
5l & EventBridge.

"detail.page": ["1"]

b. HEZLR 14 FIEFBIRET , 51 SNS £, BFEWXKNAEFH Amazon Q FFREZRH
BFREAMARR SNS &,

c. TEHRRLE , LLeIEMN,
EPRNAREFZS AP SME Amazon Q FRE,

R RE UG , W0 Slack BEAM , AFIER Edit (FE ) -

£ Notifications - optional ( JBHI - Al1E ) #7 , 4 Topics ( F ) P ERESSR 1 EENHEEHN
SNS =&,

EFRRTF.

% Amazon Health [AH EventBridge ZERF&EMN A EHAT , X Amazon Health EH-FE RE
EHIIREFiRF.
EESEF BT Amazon Health B4IERHEEEZE L,

HzIX EC2 £6liz 1T E LN B B Y EH Amazon Health

B LA BB ATIRYE , AR Amazon EC2 SEHIEYiTXKIZEH. & Amazon Health [ &89 Amazon fik
P RIZEHE , &8 EventBridge MM AT LA A B #5 ( H140 Automati Amazon Systems Manager on
XHY ) RRREBFIITERE,

flan |, LR IE EC2 58 M X R4 (Amazon EBS) Store EC2 X ##I3E
B L HET B #hSE IS B E 48t Amazon Health | £ B4R B X BB

B33 EC2 KAIZITIRELNE N =4 91
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Amazon Health ArE

3]

#H|AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDME#X., Amazon Health Z# Nl
MBS EHRBE , BB ELEFE IR, X, FRLFHRITEERE,

(® Note
EAHNENL G E EC2 KAIMITIRE | XELFLIH Systems Manager EE,

BXEZER , B2 (L S¥ EC2 EC2 A1) EventBridge ¥ H) “SETL S B 311L",

FREZM

ERIEAN 25 , BAFEIE Amazon Identity and Access Management (IAM) KB, €I IAM A
HEHZACHEEERRE,

B2 IAM policy

BRRULSBHNENACEEFTFEERRR, EXBERTFASAREHTRENTR, HLIREMER
IAM 2% 5 F#) JSON KI4miER.

B2 IAM policy

1. &3k Amazon Web Services EE#2H & HITFH 1AM #2F|& |, Wik https://
console.aws.amazon.com/iam/,

HESMEERT | EERE,

itz gnlfe

% JSON &I+,

EH/LAT JSON , RIFEmERRPHIRIA JSON,

o & 0D

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances",

TR

92


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.amazonaws.cn/iam/
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Amazon Health AriEE

"ec2:DescribelInstanceStatus"

1,

"Resource": [

Mg

]
3,

{
"Effect": "Allow",

"Action": [
"ssm:*"

1,

"Resource": [

myn

]
},

{
"Effect": "Allow",

"Action": [
"sns:Publish"
]I
"Resource": [
"arn:aws:sns:*:*:Automation*"
]
}I

{
"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource": "arn:aws:iam::123456789012:x0le/AutomationEVRole"
}
]
}

a. TtResourceZ#H , ELT#FRE T (ARN) 1 , B ALK Amazon 1K 1D,
b. ZBEAUBERACENIEARIANEN, LRHIER AutomationEVRole,
EERET—% : 7%,

( A& ) SE AT LA AR SAE 7y REX A T BER R MBI SR R

BERET—% &,

£ EERE MEL , MABH (B ) AutomationEVRolePolicyMAIIEHI IR,

© © N ©
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10. EF Summary (#E ) TH , ULEFXBKATHNR, MREBNKBBIFE |, FEF ABXK
B o

HEREEXABATURITHERIE, BXEZER , BSH (IAM AFERE) RH8IE IAM policy ( # 4l
&),

tlE—1NIAM A&

RIZEERIES , BHUABE IAM A6 | HIFRBEHMIILAE,
A Amazon RESSIEAE

1. &% Amazon Web Services EEZHI A HITHF IAM #2HE& , Wik R https://
console.aws.amazon.com/iam/.

2. ESMERT , ERAG  AGERCUEAE,

3. X¥TFSelect type of trusted entity ( EFZEELMAEAIEKE ) |, %&HF Amazon service ( RS ) »
4, EREC2EARFIEELABHERS.

5. ®ET—-F: MR,

6. MALRIBNEEN , HlWAutomationEVRolePolicy , Rk EMEDNEILIE,

7. ‘ET-F:H%,

8. (WE) ZBALUERARKENRENFGABBERMELEE,

9. WEET—F  #8,

10. X¥F Role name ( BB ) , A AutomationEVRole, LtBRFAAEEEIZER IAM policy

9 ARN & R B FHMEE,
11. ( Ali& ) X F Role description(8&3#R) , A A BHIER,
12. REAR , ARERUBRAR,

BREZER , F5H IAM AP EEHRNA Amazon RSEIEAE,

ERTEEREE

RfE , BALEHMMEZAGHNEERRE. BAMTHILTRE , F 87 EventBridge 12 & ittt &
&
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Amazon Health AriEE

EEMZABNEERE

1. &% Amazon Web Services EEZFI A HITHF IAM #2H & , Wik R https://
console.aws.amazon.com/iam/.

ESmERP , ERAG,

& Amazon IKFHHARSIRTD , EREUBNABGNEN , fllAutomationEVRole,
ER EEXR B+, RARER REEEXR.

¥ F Policy Document , EFILAT JSON , MIBRERIAKEE , RERFEHIH JSON MUWEBIFFEMLE,

o M w0 b

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"'ssm.amazonaws.com",
"events.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}
]
}

6. EREMEERE,

BREZER , F5H IAM AFEETRNERAREERE (EFHE )

N ZIAZEM N EventBridge

& BRI FETE EventBridge BHI AR SIEMN |, LUELRTLLEFEFE LB EiTXIEHR EC2 =41,
A Systems EventBridge Manager B Zhig I ZH N

1. I S# EventBridge #H|& , Mk https://console.aws.amazon.com/events/o
2. HESMBERTH Events (B4 ) T, %&# Rules (AN )
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Amazon Health ArfEm
3. HERIZEMNITEL , mAANE BF M #HR,

4. 71£ Define pattern ( E X ) T , #£3F Event pattern ( E4ER ) |, RE1E$ZE Pre-defined
pattern by service ( IZIERFMEXLHER ) .

5. XIF Service provider ( [RF#RMEE ) , iEHE Amazon,
6. XF RFEH , &R EZTRR.

7. WNF BHEB LR BEETIRREH,

8

9

ER “BERS , RABEEEC2,

R BEEHERBRT , AFEE scheduledChanges
10. LR B EEHXBRDB  REEBREHERKB,

Blan |, ¥F Amazon EC2 EBS X #ERIS=fI |, &

#, AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDXF Amazon EC2 k#ifF
i IFHISEH] | Bk, AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED

11. i%&# Any resource ( AR ) o

1B EHBERNRMT BT R

Example
{
"source": [
"aws.health"
1,

"detail-type": [
"AWS Health Event"
1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}
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12. 70 Systems Manager Automation X# B #5. £ EZFBHRT , T BFR , & SSM
Automation,

13. X¥F Document ( X4 ) , 1%£#F Amazon-RestartEC2Instance,

14. BIf BREBZLSE , RGEFE W AEREE,

15. £ MARBRFERPHA {"Instances":"$.resources"},

16. NFE=/NFE , A {"InstanceId": <Instances>},

17. ZBRERAINEAE , AREREREUEN IAM A€ | flflAutomationEVRole,

(® Note

MRIE&HEHLENRI Systems Manager IR EC2 AR AIEXRZMIE IAM A |
NZNAERFT2HIESRP, BXEZER , S0 LREH.

18. EHEBIE.
MREHNKSPRETHFEERAMNNES | W EventBridge 2FFZBH RIXLEMIEE B Hro

Z£% . Amazon Health 4 Amazon EventBridge %4

LT 2 Amazon Health S48 H, FHAFESBHABTERE IR, ZRBERERHE T R~OIBREH
fio

Amazon Health =421

Amazon Health =442 13

S8 ;! HIE

KR AN EventBridge =
“0”0

id EventBridge =
EHHIME—IR
R,

detail-type HHEEN =
RE, Xt

2% . Amazon Health ZE# Amazon EventBridge 2814 97
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RAriEmE

4

source

i BH IR

F Amazon
Health =
#, XENE
F&Amazon
Health
Event#
Amazon
Health
Abuse
Event

EHRLR, =
*F Amazon
Health =4 ,
XENER
aws.healt
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S 488 NIE

account &% Amazon £

Health 48
K IDo

(® Note

X F
4

Amazon Health 4281 99



Amazon Health AriEE

S 488 NIE

Bt [ BHKIE =
EI Y B 8]
EventBrid
ge. 1%
N yyyy-
mm-d
dThh:mm:s
sZ .
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RAriEmE

4

region

resources

ik

Amazon Web
Services X1
BHELEE
08

(® Note

=7

S &S
EH

llid
Amazon
Health

E

aa: 0]

E/
=37

g [X

o

IAE

ge

1
detail.«
entRegi

IR - 2
F B R 5
®(WE),

AR RAEA
BR, MLF
Bhz,

7|
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S i BH Sl

detail S& Amazon =
Health 4%
s B E D
, WARSESN
ZEHRIEH
P

‘detail BRI RAINE
T&RIEFEKT Amazon Health B4R det a il SEH AR,

Amazon Health B4  #HASHAAE

“detail’ZHHI AR L RAIE
eventArn ##EXiH Amazon Health WE &
HHME—FRREF |, SFEXEF
=4 1D,
(@ Note

=4 ARN TREE
Amazon Web Services
Tk st X Pt A

B

service Amazon Web Services §% % =
Amazon Health S48,
flan | WS # EC2, T {E
B EM#RS. 5% Redshift
L Dbk REIERE RS -

eventTypeCode EHXRBHM—RIR
. Bl : AWS_EC2_1I
NSTANCE_NETWORK_MA

fim
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RAriEmE

“‘detail’ ZHHI N A

eventTypeCategory

eventScopeCode

LL: AR

INTENANCE_SCHEDULED

F1 AWS_EC2_INSTANCE_R
EBOOT_MAINTENANCE_
SCHEDULED ., &%
MAINTENANCE_SCHEDU

LED WEHEEETHBNEZ
B B #E%,

(® Note
FRB T RI4E
B EHHEES
KA AWS_{SERV
ICE}_PLAN
NED_LIFEC
YCLE_EVENT &

EHNEIIRB, XFENE =
‘B¥E issue, accountNo
tification . investiga
tion # scheduled

Change »

}§881% Amazon Health 42 £
BEKFWERATH, XiF
HY{E N ACCOUNT_SPECIFIC

= PUBLIC,

Amazon Health 42813
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RAriEmE

“‘detai’ZHH AR

communicationld

startTime

endTime

lastUpdatedTime

LL: AR

bR Amazon Health 5E31@E £
B ME —PRIRAF .

EEHEBEE ID WHE AR
# /N Amazon Health B4 8 &
EETNE. HARIRAFAIEA
EXF D4R, BBTHE
BRESNHEE.

£ X ¥ Amazon Health E#4%
THERT , BfE ID BFER
B, URFEE ID EEINTUH
EFHIME—1E |, B0 123456789
10-1. BXEZEER , H5H
EE 2 WE R Amazon Health

I E %3k EventBridge,

Amazon Health S48 FF 58
& , 88X IDowW, DD, MMM,
YYYY, HH:MM:SS TZ,

fim

T RIS AR TT RS R AT B2 R
Ko

Amazon Health =419 45 R At
& , #%3X7 : Dow, DD MMM
YYYY HH:MM:SS TZ,

7|

ToSE R U R FEA AR R A B 24T
SRS RATE,

Amazon Health B4/ E)RE =
#etE , #=XADowW, DD MMM
YYYY HH:MM:SS TZ,.

Amazon Health 42813

104



Amazon Health AriEE

“‘detail I HNA 1%, BR HIE
statusCode Amazon Health E48IRES. =

FEFWE S open. closed

F upcoming,

eventRegion It Amazon Health 4R
Z XX,

fim

eventDescription & Amazon Health E4#Y B
Do BEATHASHMIES
MIXAEFER,

fim

« i5E- Amazon Health B4
REANIESWARE. &
EHEHAERMTXERE, Bl
W, £ us-east-1 XiF&
#R en_US,

» LatestDescription — &R M
Amazon Health API 231
Amazon Health 9S4 | &
B EREMFRMR L Amazon
Health .

(® Note
XFAHKEH , Hep
REERMER , M
FEHNTRALIC
Ko
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RAriEmE

“‘detai’ZHH AR

eventMetadata

affectedEntities

LL: AR

AILAR Amazon Health B4 &
MO HMESTHE

« <metadata key 1> — TTHIE
BENZFFFE : "keystring1™:
"keyvalue1"

EH4TBENBENBREE
EHMRSHEE. Amazon
Health

R Amazon Health B4 &
SN0 R Y R R E AR AR 3
48,

« X{K{E — ID, resource/
entity

+ lastUpdatedTim e — it
resource/entity A7 LIRE
FrevetiE , =X N, Dow,
DD MMM YYYY HH:MM:SS
TZ

. status — 3 00 & JR/E4K
RS, XFENESIE
IMPAIRED, UNIMPAIRE
D . PENDING, RESOLVED
F1 UNKNOWN,

Amazon Health 42813
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RAriEmE

“‘detail’ ZHHI N A

page

totalPages

backupEvent

affectedAccount

i BH IR

WEEMRTHWITHE. BXE =
LZEE  FEREFEINE

7R Amazon Health B4 5 &
EventBridge.

@ Note
TRRERKRERE
WRMATEHAMBEREREL
256KB A/NPRE| ,
BE2RMK.

HETREEHNERE. &
REZER , BSR EEIN
& & Amazon Health BYE 45
#x EventBridge.

fim

BALES ZERBEREK
FEANKSZRERFNRER
TS

WMREFFAEFATR , Wik
iR ED XKNEER D
XEFHNZHESF. XMEA
UREWAERR,

fim

SR HKF 1D,

fim

MEFIETRRBH X
EEIETHIKF , Amazon
Organizations 3 B £ E &k F~
RERXEEAK, W, N
ZETRESaccount FERFH
EFRES

Amazon Health 42813
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RAriEmE

“‘detail’ ZHHI N A

AEREN

AMBE

i BH AR
THE , AT RERER -

EMLEEHFEERRITY ,
TEFHIRE, Algel (&
AN ) BT LARACTION_RE
QUIRED ACTION_MA
Y_BE_REQUIRED .

SR INFORMATIONAL o

b T EAE B R ] BUBUE 1T B
Rt 8 B R B Rk R

BN FZRAERE . AJREM

( &4 ) lER0PERATION

AL SECURITY,

FBILLING,

Public Health Event-1 & #h EC2 =& 8] &

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68 ",

"service": "EC2",

"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",

"eventTypeCategory":

"issue",

"eventScopeCode": "PUBLIC",

"communicationId": "@1b0993207d81a@9dcd552ebdle633e36cf1f@9a-1",

"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",
"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",

Public Health Event-T &i# EC2 iz & ] &
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"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n

\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

31,

"affectedEntities": [],
Ilpagell: II1II’
"totalPages": "1",
"backupEvent": "true",

"affectedAccount": "123456789012"

K 7= 45 E Amazon Health E#-Elastic Load Balancing API [&] &

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:5772",

"region": "ap-southeast-2",

"resources": [],

"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",

"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 1@ Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",

"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
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31,

"page": Hl",
"totalPages": "1",
"backupEvent": "true",

"affectedAccount": "123456789012"
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"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",

"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",

"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 ©05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",

"latestDescription": "A description of the event will be provided

1,
"affectedEntities": [{

"entityValue": "i-abcdl111"

11,

Hpageﬂ: Hl",
"totalPages": "1",
"backupEvent": "true",

N::

here"
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"affectedAccount": "123456789012"
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LA RBIE R T & RiZDescribeEntityAggregatesi® 4 CloudTrail BE% B,

"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:usexr/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

13,

"invokedBy": "Amazon Internal"
I
"eventTime": "2016-11-21T07:06:28Z2",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "cn-northwest-1",
"sourceIPAddress": "203.0.113.0",
"userAgent": "Amazon Internal",

"requestParameters": {"eventArns": ["arn:aws:health:cn-northwest-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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