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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/instance-identity-documents.html
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« YHLRM API 5% Amazon CLI:StartimagePipelineExecutions& 1T T4 — @5 B Createlmage

UTRRRERGREIZEDCIEDN
AMI BEEE

- EC2 &4l ( lmat )
« EC2 3= £#Y System EnhancedImageMetadata s Manager EEXE (MMREEA , NES
Systems Manager RS EEES )

- L5 EC2 AMI
- 5 S5 AMI BT 5% EBS R EC2

RERREEE

- 7£ EC2 3:4l £i=4THY Docker B8 ( @At )

« EC2 3:fj| E#Y Systems Manager FEfZ3<Bx ( B3 System EnhancedImageMetadata s Manager
REEES)EEA)

« Docker &SR {5
* Dockerfile

BIRMERSE , P lm B 58 TR AR 45U BR o

pali

EC2 Image Builder Al UM 75 & AMIs T A 25 E4E{ Amazon X5, MEFEEHZNEEATEN
RENKFPIEENSINXE,

XF AMI i HBR & | BRI LAE X AMI B3R A2 &) Amazon Web Services Ik BRLE /2 i EFH 2 €1
B AMI B3 EC2 3£4l, #ilan | B LUNEBRIRERNLE. NEREHERFREE, MEREENT AMI
PEREHMXE X AEMKFENLBHINE , NS RMEBER D A% AMI WFrEXiE, AMis

E£A Image Builder #2H| A EFH BN T EIRE , HHER B EH S 6025 RKRE S RA = EHE
& B B ERE 5 IRAS BB ERELE,

HERIR

ESHMKFRERNFHZAM, B 5B % Amazon Organizations , 2R 5 £ = Image Builder
%R Amazon RAM,

pali 10
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PaN
aM

Image Builder 12 STIG s2{t A4 , AIRBEEE MM MEFSEHE STIG MHENREMG, XLk
STIG AHRBHERNEEHSTIEEMA, FAME STIGC EXRNAHTLWEFANEZA, BXE
I Image Builder 128 STIG HHHFTEIIFK , EZH Image Builder B Amazon & STIG E{L4A
.

Image Builder #BYE AR AN 12 ]

Image Builder /A& LRAZHRAL[FRABRERERHE 1, IDsEXBREARENT L
<major>., <minor>. <patch>/<build>

BRAILAR =AM B(E |, F B ARERAXEE,

ERAEH IS EFT PN RN Amazon BIREH (ARN) 1, HEFEATEXNR , MTAR

1. TR ARNs 1 Name EEA T 2RF & ARNs FTE28HBEEH, TRELATEER  BELABEENE
BRF , B30 : x.x.Xo

2. kA ARNs REB =T K:<major>. <minor>, <patch>
3. WEIRA& ARNs ZEFAENANT R , FERANRNEERENFELE,

DB NTFRH=ATR , BAUNEN TR EEMERRERTE , LRF 2430-1 = 1073741823,
REERBFTL BN FATRES T EALEELADNT Ko

BX R UFEAFESUTIRTRIEERNETMABRFER, Sl , BOYLUERRKGRAES ( Hla
1.0.0 ) A ( 570 2021.01.01)

EF O EYE SRR SRR EREREES (x ) EARIEERERRGRA 4HEERIIR
AFETR. EEATIAFEABESN , F— P EEFANNAET QL0 BE R,

BN | AEUTHEIIRA : 224, 1.7.8 M 1.6.8 , FABERFERRETLFEUTER !

X.X.Xx=224
*+ 1.x.x=1.7.8
1.6.x=1.6.8
2.x TR, AFLETHIR
8T, AFETHIR

x

°
=
x
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R FE A Image Builder 2 B E X &

£ EC2 Image Builder IH2BE 2 HI , BHIAZEBEAEMEEEN U T EREZL. BRIESHR
B, BN ERENEEHEERBXLELEREYE,

FREFH

+ Image Builder RS HX<AE

- BEER

- BRTASMRGEENRSREFMRE
« R7F macOS MG EEEMN

« IAM FERFEH

+ Systems Manager Agent & R4

HRERFMER , BUNBEI AT TREEE EC2 Image Builder,

EC2 Image Builder %l &

F ) Image Builder #% Amazon CLI
EC2 Image Builder APl &
Amazon SDKs f1TE

Image Builder RFHEKAE

EC2 Image Builder fEARFHEXABRRE@EM Amazon REERFRE. BLEFHEIERSHE
REM, YIBE Amazon BEEFIA. = Amazon AP| F 81225 —1 Image Builder &R , Image
Builder 2 W R BIZRFZHEXRAE, Amazon CLIE X Image Builder £ K F 8|2 RS HEX<HEH
EZE8 , H5H £/ Image Builder B IAM [RE XA,

BB E K

+ Image Builder ¥ Amazon PrivateLink, B>} Image Builder it & VPC KImT RN EZELR |, iF
25 Image Builder #1 Amazon PrivateLink $# 0 VPC & ixT Ko

« Image Builder A T2 ARG K LB LM EHE BB M5 R R = 88 Amazon CLI M\ Amazon S3
TEH ARG , HM Docker Hub F FE T ERMMEG ( WREA ) - Image Builder A MNBESEL
5 H3REX Dockerfile , &M HE N B #EFME. Amazon CLI

Image Builder [R5 HEXA R 12


https://console.amazonaws.cn/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/index.html
https://docs.amazonaws.cn/imagebuilder/latest/APIReference/
https://www.amazonaws.cn/developer/tools/
https://docs.amazonaws.cn/vpc/latest/privatelink/privatelink-share-your-services.html
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+ Image Builder T 322G Fz 170 = B9 KB A MBI R Systems Manager RS, ZEERE
RTFEHRIERS,

EEREMRENRZEER , FARSEMREBRERSHETRNEDF,

Linux

¥F Amazon EC2 Linux 341 , Image Builder 2 E¥IE 3£ 4] £ &% Systems Manager X2 ( 40
REATFRE) , AECNERG Z AT EMER,

Windows

Image Builder T2 7EI 5i# EC2 Windows BRS525#EEE 5l £ Z % Systems Manager X E,
MR ERREG AR Systems Manager KB |, M ATMNRBRE S 26 , EXF LFHLRE
Systems Manager , /5 M50 22 57 #Y E 5t R &

EEZNIT S EC2 Windows RS E83<HI £ F 3 23 Systems Manager f£32 |, i§Z[@Amazon
Systems Manager AP 85 F Y7 Windows BRS5 88 EC2 Kl L F 3 £ 3 System s Manager 1%
I,

macOS

FE—FE-EXTRARFAFHAR

ERATARRREEENDRIFMEE

NTRBREEE , BAENLTERFF#EEIRBERFM#E T Docker REMEIE. 7 Docker
RGOIEARE S 28 , BAATVEBIRFHEE.

Image Builder £ Amazon ECR fEN E RSB EH B inF#E. ELIE2 Amazon ECR i fE |, FiR
#8 Amazon Elastic B85/ &k AP I5m P W 82 17 ErTiR SRt 1TR1E,

{R1F macOS BN TEEH

Amazon EC2 Mac XHIFEXEERBRAFIRE LTHTAEN. HEEBE X macOS BE R , &
MAENKF DEEEEN. BX Mac KFINESEELURFEXRF macOS BERGHIKBIZRES
x, FERLDHASEETR EC2 W5 # Mac k4|, EC2

tIRTEENE , I EEMREREERRTPIRBEERE, EMREREESERERY B E
HAEENRGEHNEFNREFINEN., EVNERFLARTAX,

ERTARREEENRETRE 13



https://docs.amazonaws.cn/systems-manager/latest/userguide/manually-install-ssm-agent-windows.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/manually-install-ssm-agent-windows.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/repository-create.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/dedicated-hosts-allocating.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html
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RAriEmE

IAM Fo R4

EXBIBEXREH IAM BE4AEREITREFESNERMNHAEG. BDIRFET IAM BEK

& B A0 2 5 3K I BL B SCHF R BRRY 1AM A6

» EC2InstanceProfileForlimageBuilder

« EC2InstanceProfileForlImageBuilderECRContainerBuilds
« 5% SSMManaged InstanceCore

MREEAFILEK , EEMREREFEENZOIEEXXHXMNER BIrFER
(arn:aws:s3:::BucketName/*) B s3:PutObject PR, #l40 :

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*"
}
]
}
B hn 5K BE

LT SRR S BT IAM REEF IR IAM B LUK T ER R E,

1. &3 Amazon BEEEE & HITH IAM £&lE& , ik R https://console.aws.amazon.com/iam/.

EEMSMBERES |, % Policies ( KB ) o

{# A EC2InstanceProfileForlmageBuilder 5% 5% i 5 &
ERRMEILNMERS , ARERKBRETRIIRPIEEM I,
R M N RERY IAM BB AT,

1E$F Attach policy ( MfINREE ) o

N o o bk~ Db

InstanceCore BUEREE IR 3-6,

XEC2InstanceProfileForimageBuilderECRContainerBuilds#1 Amazon SSMManaged

IAM SR


https://console.amazonaws.cn/iam/
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® Note
MR EFNMEEA Image Builder SIZ VBB EHIZI S — Nk, WAREFTE B R0k
P HelZ EC2ImageBuilderDistributionCrossAccountRole At | HiF

Ec2ImageBuilderCrossAccountDistributionAccess Kl ERBEH N ZAR. BEXESZE
B | 2 5H£Z Image Builder ‘&J& Amazon RAM,

Systems Manager Agent 5 R &4

EC2 Image Builder EEF31#9 EC2 =4l _£i=1T Amazon Systems Manager ( Systems Manager ) 1%
| QBN EHERE, Image Builder £/ Systems Manager /5% , UEEHEM RFERDN
KEINEHMER. ZEETFERERSE (OS) BEMMRAE , URBEREREN R4 TR EMENMRAH
IEH

ERBETREREER  BERSENERTNEETENSGE
- Image Builder $###| & - BUEE R B AEBEN THRERESIEE,

« Amazon CLI - 8% --no-enhanced-image-metadata-enabled i1
« @@ mage Builder API 2% SDKs — fenhancedImageMetadataEnabledZ ik E N false,

Image Builder £/ RunCommand fHRVE R ZE B £ AN X KB , LERBREMERNN R TEREN—
oo BREEIRBE LR RunCommand fHR ML 1% B 4 BRI i 3541

Systems Manager Agent o RS54 15


https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/systems-manager-inventory.html
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1Y Image Builder #iEZ ] A el 2 B E LA

£/ Image Builder 2 B E X MREFAH 5 EE EC2 RZ., HEARBAE T # Image Builder F5<
BEIS. B HESRERET —NMEARA , AP ISLRRETUERNS R, XEHBRAEFH
BRINEXRDB THREANSRE, FAEP—IMHER , EUUKREREZN A EREELBSHWERE,

IR — IR

UTHERESESRT WAEA Image Builder ## 8 M SHEENE —MNREG, EXRHBLEREN , 85
BRI LT —4 Image Builder BiR. X#ENRE -2 FELQUERNEIR,

« TOEHLRBRE (AMI) KYRGRE 5 A BREN B RE -

- EARINREVEMIRERERF.

- —HEARANRENZERERR , AT HEE2EZIRXE (SEXEHHTETE A @ SHK
F)o

- —HMBREEE , ©EAS IR B IR BRI E TR E R HRE&,

« WiH AMI SR RBRE

7H 8 mSHE

EE@S : 812 AMI
EEnS  tIERRER

tIRTRAMASHNBEE AN

DUTHEREERTNANEATEN A ASHNBEENLAYN , RAEREZL Image Builder Bt 5% E
=

HEH RSN EENEH

£ Image Builder £/ Systems Manager &%

AT #AE &R R IM{A 82 P Amazon Systems Manager arameter Store S3 H 1 B & & 5 1 F F i
S8,

EREETFEAELARBSHK

MEEHNE -G 16
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ZBHEALUE AMI D RRERERASBEFE#SBREEENALEEREG D, tUNEAAENAGHHS
VIS, BXEZER , QIENEH AMI DEEEFS R RITHRAEA Systems Manager 877
#ES B A E LA,

##E . B Image Builder #2#5l & @ SEA R EH AMI I ZREEE

YRR SEEACE EC2 RGEEERFH AMSEZAZEE , NEHF4EY 8 E X Image Builder
R, HTHPDESHMTRXESR , RELERARETANEARINRE |, HE &R,
YEREEBEIER

- SR EEEEFMAESR

- S|2:GEERA

- SRI: ENEMBHEERE-T%

- R4 EXNHEIRE-TIE

- FR5 TR

- S 6 BR

SB|1: BEEEERARR

1. $TF EC2 Image Builder ##l#& , it A https://console.aws.amazon.com/imagebuilder/o
2. EFRUREE , FERCUEMGKREE,
3. HEENBDH , MALNEBENR (X4F),

® Tip
BRI KRBERERIATE. NARAHNMEMREGZEBNZERYE  BFEREFBR
N

7Bho0

4. FEERITXES , BALURE ITRIETHNERIAE. BFE , RIATTRISE R X238 A ihiE et
[ (UTC)e BX UTC RHEINEZFEEUREEREMENXNRBE , BSRNXEE-£3K5|
Re

M FHRBIMEFIRE , EiEERun pipeline at the scheduled time if there are dependency
updatesilil, HIRBERUBNEEEFRUBZIREEH. NRSEEH , ©HRIITNE
BWE,

BEEBS : 8l AMI 17


https://console.amazonaws.cn/imagebuilder/
https://www.timeanddate.com/time/zones/
https://www.timeanddate.com/time/zones/
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5.

® Note
NERENEEEB R IRAKBIEFMNEE | BT BEAE KT A 46518 LR
AP (xx.x)o BT HEEX Image Builder BHIRMIE LRAEZEFINEZFEL , i§5MImage
Builder P #Y1E Y hRA IR,

BEREMT T —IETR , BRET D,

HR 2 EFRES

1.

w N

Image Builder ZEEL 5 — T HERIANEANEER S, EXEAR |, EEFOIEMNEHIED.
EMEGER - | RETIEHESME AM)IET 24 RN 2 E AMI HIREEE,
FEER—T | AT HEAE :

- BEIENESE BN

o MRA-BHEL A ARAS (AR <major>.<minor>.<patch> , E /& major, minor 1 patch &%
BH). fMEAEELL.0.0FF %k,

ERBRGE—Teh | REERMREG, RERIERS (OS) MMRERFENERINE. XFERBHITDHE
B AMIs B9 Linux 35k, EARKEAR , £FAmazon Linux 2 x86B A,

a. MBRBERTHRIIRSP , EFE—PBRE,

b. REBBEIMAEFETNEINE ( FAZRTHTHRERSRAE ) .

® Note
BEi% B AT R AR BB X B AR AR R AR SRR AR &, DR B 30 T RIE ML B f#t
ME#H. E7T#MHAEX Image Builder BRNEXMAEFNEZELR , S HImage
Builder Y18 AR A $2E H o

ERBIEE—T , RE Systems Manager RIEHERIAE., X2F1S Image Builder £ RN =
TR ERE Systems Manager KB , UEEFH MG ZTE Systems Manager KE,

EAHES  FRAPKEEZ., SEEWEXSIN , At EREXKEUR®EZETH
BERBEHA, BR , ©42E#H Image Builder AAERIMAVEM S , LR L Systems
Manager, fEAEH , BEAREGHEMBEGE L2 ELET Systems Manager {E , FHFE /X
ENNBSTEERAFBED.

HR 2 EERS 18
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6. HAH—TH , KHAEDRE-NMHEAH

£ ERAMN mART , &R FMBEAH , AEAmazon managed NBHFTE B IFIEESHIKRH
BHTEE, XFERFAFRENANTF —NERER , S0 E AR M 5FE T A A,

EAHED  FRE-MERAKHREEIMREN Linux WAHS , TR :

a.
b.

C.

d.

e.

BYEERABHIEREPRALRF update RIFELE R
%A update-linux WEAHHNEIRE,
REIRAIEHETBRINE ( EAATANSITRE ) .

(® Note
LEiR B AT R AW BB X L TE A A 6E AR SCARAS R &, BRI B 3h Tt RIEL B f #t
ME#H. BT #HAEX Image Builder BRMNEXMAEFHNEZEFEE , HZHImage
Builder Y18 AR A $2E o

EFE RMBIRE , FHZAHRMEEHRILD, XX AHMFERER,
REE “ERAR EART , FERERMBAELF,

7. EFBEFAM (FE)

MEERBETZNAKBEIESERGF , MR LAER drag-and-dropRERFEMNEFH IR ENE
MENERNEENETINF,

(® Note

C.

d

CIS fniE A HREfE Image Builder B2 75 VR AL HEFMN. CIS MEAHKRARRE
BT, SR EEN & X &8V R BRB 1T o

ESHEMNSRE , FiZupdate-linux-kernel-SAM4RMBEHEIL S,

ERINA YA ETARRANBAS ., BERTRAZRHETIHASHBIRE , ATGE
RREBNBUNEL, ERITMBEEAHNMERE , IUXANTFEHEFT TR, &
REAHFERAAASEURER ST RERMASHNESEE , BSMH 20E T ER
ASHHBEN A

EREP NG, AEE L6 TR LA EREHNETIRF.

EMIBR update-linux-kernel-5 A4 , HFMNABHEN A LAEEFE X,

SB2:EF
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ESWSRUBBRETESRMNEMEMAH , RiEPiZupdate-1inuxaH,
8. EHXBZMITTI—IIR, BEET L,

HRR 3 EXEMIZHERE- AL

Image Builder 2 EEMKF R /E3h EC2 356 , ABEXEGHETRIEN I, BEMRERERENE
F3% Amazon Web Services Ik /= TR HFEEHPETHEGIEEEM ZEFMER

EEMISHEEE—TH , BE%RIERIAN Create infrastructure configuration
using service defaults. XfF7 A TEEMGH EC2 RN =324I 012 IAM AR
REMEHIREXH. AREMEERERENESER , HSH | EC2 mage Builder API &
#£ CreatelnfrastructureConfiguration 9,

EAHESR , HTREARIANRE,

(® Note
EEERATHAE VPCH TN , KA LGEZECHEENEMRERE , A UERAEL 02
B E,

BREMITF—INIR , BRET—F,

SR 4 EXNDEIRE-TE

DEREESEHE AMI B, ATNENBSEXERE. BaiRUKR TG s H H AMI FAELFA
LB (OUs) ARIFAIEEE., Amazon Web Services ik

EDEIRE—Td , BEEBEIAN Create distribution settings using service
defaults, WETLFHE AMI 2EEHXE, EXEESRRENESZEE , BSHEE
Image Builder 7 Bli% & o

EAHESR , BTREARIANRE,
BERERTT—IIR , BRET %,

SR 3 EXERIR G E- A% 20


https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_CreateInfrastructureConfiguration.html
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S5 T

FER—TNERERENFIAERE, BEREBAMAE-—THNERE  FARUTSIR-—THELANE
BiEd, flm, MRBEREERN , FARSR 1 EEFAGEER — TP A LANRBIERE.,

1. EERER  RFUEETEERGEZENEE,

2. WENHERRNSTERE., EMBENEE, FESNEEMLIE , BT EREIRERE B K
MHHEE. EEERRNFAGE , SRBAFRAFT , FEREFFAEE.

3. EFARNFMAERE  LUMNEINGMERTERERRREREFFTXEMARNFEAES
Pl EEEHEENFAGE , EMNESMERTEREREEE. MRMERD , WENTEER
T RERGEESIRT.

. ==
SR 6 : B

Image Builder RERER—# , EEEHEY , UBPERIMENRR , AETERR 2 HHWER
TREARES. BFHEBN A TR ZN G RFHRTEE. B0 , BARSKTEXERR , RE
BHERNEBENHNAR, EBr , TREFEREEETLTSMEREN].

® Tip
3 BA LE TE M BR R TR A BRI 4R iR | BIERBRUTIRFRIBR R IR
1. RGEEE
2. B&E S

3. IBERRN AR

EERENTHRGENAR , FHITUTER
W EREE

1. BEEEEENKF TRENHEEESXR , SMSMERPIEEREEE,
2. SME RBEEE UH , REEPERBRNEERRZILNEIRE,

3. HEMEEEEARMEDAVRMERED | EEMER,

4. EEWEINMIBR , BEETHA Delete , RITEEMER.

SB| 5 T 21
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i BREC 5

1. BEEEEENKP TRIENESSIR , FNSMERTEEREE S,
2. EREAEMZLNEIRELLERBERRAOE S .

3. TEMERE S EARTNEAVRERED | EEMWERE S

4. BFEBEINMER , BEEPMA Delete , REIEFMER,

il B EL At iR e B B

1. BEEEEENKF TOENERREREN R , BNEMERTEREMIRERE,
2. ERBEBNZUNEERELLEEBER RN EMBLNEE,

3. HEEMREEEEMRITE , EFMER,

4. BEBEINBER , BEEPHA Delete , RTEFEMER,

ER S B iRiE

1. BEEFEENKF TRENIRRESR , SMNSMERPERIEIRE.
2. REERBEEEMNZUNERELERENTHECVNEN S BEIRE,

3. HENEIREMEMRKITNE , EZMER.

4. BHEWHIAER , BEETBA Delete , RFIEEMER,

T Bk AR 5

WREA T SRR CRB B MHREE T RO ERE. FRRTATHURREG , BRIRE
RN, BEHREEUKEET T RBHONE  EHTET.

1. BERECHKS TUROREIR  ENSHERTEERE,

2. NTBBRORE  BEVGIE, LEFTFRENRIEARE,

3. EREBBRHOCARGNIRAZLNEEE, £—RTUEHS M RBIRA,

4. EBRGHEIAEROTE , SEMREE,

5. HEWUAME , BEEFHA Delete , AREHMEL,

S 6 B 22
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##Z : B Image Builder 25 & [ S £ A% i Docker B azR 5 Al

ERGEE

ARG SEEANRRGEERHANSUREHEE , UAERMLH &% Y EC2 Image Builder
Docker &R, 1 T HBEHMBERXLSR  KESERNRETANEARNEE | LT

o

BIEMRGEE TER
- FR1: BEEEEFHAGSE
S 2 EFEEmS
: ENEMIR R E- A%
 EXSEIRE-TE
FR] 5 WK

6Bk

N

NG
QEl
R
w

N
5
EaN

NN

SI|1: BEEEERARE

1. 3TF EC2 Image Builder #£#|& , Mt R https://console.aws.amazon.com/imagebuilder/,

2. EFRCIREE , FEFRUERBEE.

3. EEAHNDHR , MALNEEENS (XF ).

4. HEERITXES , BALRE ITRETNERIAME. E3IE , AP E Rt X258 AhiEet
[ (UTC)o AXx UTC RIAINEZFEREUREEREMENXNFEEBE , BZRNXEE-£3K5|
o

FFERBIMEFIRE , EEERuN pipeline at the scheduled time if there are dependency
updatesilil, HIRBERUBNEEEFRUBZIKREEH. NRSEEH , ©HRIITRINE
BE,

(® Note
NERENEEREB RN R KB EFFMEE | ST B BRGFIA 46 1E LR
iRH (xxX)o BT #EEX Image Builder HIRHEXMRAZEFINEZEE. , S HImage
Builder H Y 1E LR A2,

5. BEHERMITT—IMER, FAET—F,

EEMS  tIERHFES 23


https://console.amazonaws.cn/imagebuilder/
https://www.timeanddate.com/time/zones/
https://www.timeanddate.com/time/zones/
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SB 2 EBRER

1.
2.

Image Builder &S — T HRMINACRAATE S, BEREMAR , BIEFEIRME 5L,
=]

EMGERE -7 | &#EDocker GETIABIE —NAREE , ZEENEMK Docker MG H TG EH
2 E R B FRX 1A Amazon ECR 12,

EEA—T |, WALLTHEE :

- HERIEHEIT BN

o MRA-BHEL S ARAS (AR <major>.<minor>.<patch> , E /& major, minor 1 patch &%
BH). fEAEELL. 0.0FF %,

ERBRGE—Th | REERRBRG, BGIRERS (0S) MBMEFRNERIAME. XE2ER—1H
Amazon EEM Amazon Linux 2 BEFRGFIK , HEMN PR ITEMBRGIER,

a. MBRBEMHTHIIERS , EF—PBRE,

b. REBEIIRAEBEHIETNERINE ( FARFHWATRBRERSRE )

(® Note
Itig B A AR SN EEX E ARG EAE L RA RS, UM B 35 1t X4l Y 4t
ME#H. BT AR Image Builder BIRNEXMAEFHNEZEE , HZHImage
Builder Y 1E L iRA 2=l

A —T P, BAMEDBRE-MIERAH

EHERAH— Amazon Linux HIRF , SR ETH LY HOAYS., FRAE LA D TTERERK
ERTEMBRGRERENEMEAHE, S oBREBENEAYE  RECEHAGEERVUEECH
A4,

EAHED  FRE-NMERAKHREEIMREN Linux WAHS , TR :

a. BEEERNBHEREPEALE update KIFELE R
b. &% update-linux MWEHHNEIRE,

c. MTRDY , EEEAHIIRNELA  EFLHRT.

d. REMAZFETHNERINME (RSN ITAARRE ) .

S|, 2 ERES 24
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® Note
BEiR B AT R AR BB X L E A A 6E AR SCARAS R &, BRI B 35 T RIEL B f#t
TE#H. E7TMAEX Image Builder BN EXMAEFNEZELR , 52 HImage
Builder Y18 YRR A2 Hl o

MREEERET ERAWASHNEAN  NEATRELEXEEIXESH, FTHERREZSH.
BRELAGFERBASHUREESFREMASHNESEE , B5R 2E  2IBHH
wMASHH BENAH.

EFHEFAH (TR )

MRIGEETSNMAHELSESHERES |, MAILER drag-and-dropRIERFEMNER I RN ENE
I REF NEERIEITIRF

® Note

CIS fniEl4A #AREfE Image Builder B 75 VPR AL HEFHM. CIS MEAHKBARRE
BT, SR EEN & X 1880 H HH R BB 1T o

1. M LR EATHAHSIE,
i%H update-linux-kernel-mainline ¥ZEAH4 ( FBEFENEAHEMEAH ) WEIEE,
TR EEELAHIR , EFINELERIMER.

MAMNAH TR BT HARAES, BERITRARHIADT , o UERRAZ GRS LAY
Bk, AT BAKRAMIT T £ BRI T X URTT AR EL R RS,

5. BEF—NAH |, RS0 LG TS E XA HHIETIRF.
6. EMIER update-linux-kernel-mainline A# , BMNAHENH LEHER X
7. EE L —SHBRETREES AP EMEMEAH | &P update-linux A,

6. 1E Dockerfile ik —7 , EBFEARHIET, BERFBFEH L THBEXETELR , Image Builder 18
EAFERERIZHENERERIMAE,

R

ZINER T , Image Builder £ Dockerfile RERT L FTXEE,
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parentimage ( 4% )
EWER , WTEESBITHE HHERRE,

-

FROM
{{{ imagebuilder:parentImage }}}

environments ( MREETAHY , MAKE )
T E R NEITHHRIZ,

-
{{{ imagebuilder:environments }}}

components ( AIiE )

Image Builder ##TAZRE S P EBEWAFN RN RA4HHA, EERLET Dockerfile

FHEELE , 7 environments TEZ 5,
~l

{{{ imagebuilder:components }}}

7. EENRFHEE-T  BEEFANTHELRZH MR Amazon ECR F#EFER. FM#ERE
TEsTXE (XE1) FoEEBNRIARE.

@ Note
EpBzl , B EEELSAEFET AR B8 XER Amazon ECR H.

8. EHHEMITTF—IMER, BAET—F,
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S 3 EXEMIRHELE-TiE

Image Builder 27E Bk~ R /E31 EC2 K4 , LBENBGHETRIENX,. B RERERENTE
%2 Amazon Web Services Ik S FELBHFZTHRFIEEEMIREEAESE.,

EEMIZBEE—TH , BEERBIAN Create infrastructure configuration using
service defaults, XFRIZE— IAM AERXEKNEFIEEXH , HUEXHIAXREEEZNASE
Mg, BETUGEBCHBEENEMRERE , SItAESENRE, EXEMREREERENES
fE8 , 52 | EC2 mage Builder API 2% CreatelnfrastructureConfiguration#9,

EAHESD , BITRHEARINRE,

- BHERITTI-ISR, FEET—F,

SR 4 EXNDEIRE-TE

P EI%E R B AR XEH B FR Amazon ECR F#EB AR, i H Docker REFGHBEENXEHIE
EH Amazon ECR 1 EH,

EPBRE—THF , ELETBIAN Create distribution settings using service
defaults, WET A4 H Docker MG D BB SN EEZITXE ( XiZ 1) WASEHHIEEN
Amazon ECR Zf&E. MRE%ER Create new distribution settings , M AT LA & 81 X5
) ECR 78 , HAME S XiF#1T5 8.

EAHES , BITPREARINRE,

- BHERITTI-IMSR, FEART D,

S’ 5w

FR—TERNEEENTIERE, BERBAMAE-—THNEE  FARUTLSR-—THELANE
BiRd, flW , MRBEREERN , FRAESR 1 EEFAGR TP A LANREBEZA.

1. BEERERE , ARUEETEKRGEENEE,

2. WMENARRANTERE., EMBEWEE, FESNEEMEE , BTN EREREE 2 RIDHEK
MHHE, EEERFNFAGRE  SR/RERNANT , FEREFFAESR.

3. EERFNFARGERE , EALBEINSMERFEREFRREREFAXEMR RN FAES.
plan , EEFEFEENHARGE , BNSMERPEARREEE, MRLEKY , NWENFHEEN
ERERGEBIIRF,

SR 3 EXERIR G E- A% 27
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. ==
SB 6 BRR

Image Builder RERER—# , EEEHEY , UHPEXRIMENRR , AETERR 2 HHWER
TREAES. BEFLEHNRN TUNRMIRN G RFRETEE, B0 , ETRLKSIEXERR , AR
BUFERElNAR. B, Tt REERET2uREREl].

® Tip
B LE MR A R e BRI 4R iR |, FERRERUTIRERERER
1. REEE
2. RBLH

3. IBERRN AR

ERRENTHRUENTR , BHRITUATIR
W EREE

—

EEFRELENK, TORNMREES R , ANSMESTERREEE.
2. SME BEEE UH , REEPERBRNEERRFZ LN EIRE,

3. EMEEEERMEPAVRERES | EFEMER,

4. BHEWEIAER , EEEPBA Delete , REEEMER,

MERBRRE S

—

DZEERELZNKF TOENBRE AR, BNEMBEERFEERSERS.
ERE S AMRE U EIRE UL R EMRAE A

RSB S ERTABARER LD | EERBRES.

EEWEIABE , BEEDH A Delete , REIEFMER,

> b

il B EL At iR e B B

1. EEFEENKS TEZNEMRERESXR , BN SNERPEFEMIREERE,
2. ERREEMZEUNSEESUEREEMRHEMBEEE,
3. HEMIREEEmMARMITE , EEMER.
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RAriEmE

4. BFEBEINMER , BEEPMA Delete , REIEFMER,

R B IR B
1. EEFEENKF TEZNIRREN R , ANSMESTERSEIRE.

2. EBREEEMEZEULNEEELEREAERHECIENIEIRE,
3. TEPEIREMRAITAER | 2 MER,

4. FZEEWIABIBR , BEEFMA Delete , ARBEERMBR,

i) Bk Aok 5%

FERUATSRBIIEREEMBRMNAREEF QI ENFIERG, RNEER AT IERE
MEITY , BEREEBUREEY T 2BHNETE |, FFEE1T.

1. BEFEENKF TRIENREIIR , FNSMERFEERER,

2. NWTEBBRNRE  EERERA, WL FREEERATE,

3. EFERBRNVEMEGNREZLINEIRE, E—IRTUEESNREIRE

4. TEMRBHZRAEREOTE , EEMBRRZA.

5. HEWIAMER , BHEEPAA Delete , RFIEFEMBR.

HE QBT EWMASHNBEENAH

, FRIERIE

IR LAE # M Image Builder ##1&. Im EC2 age Builder API = Image Builder AP| &2 B4 R &5
A4 Amazon CLI , BIEVIEMRELAHGH S SDKs, HEATH |, RITENEELAGHRENERS

¥, UWRTEZEITHIEE Image Builder # %] & fl Amazon CLI SR ELH K S

/A Important

BHSHRAEXAE , F BHBEIEFRKE Amazon CloudTraild, FEATEWEAEEHE Amazon Secrets
Manager = P Amazon Systems Manager arameter Store X2 &8 %4F. < Secrets

Manager WE Z{E 8 , 2 Amazon Secrets Manager A P8R+ L 2 Secrets

Manager?. B3 Amazon Systems Manager Parameter Store WEZE LR , i5Z ¥ Amazon

Systems Manager B F#88H# Amazon Systems Manager Parameter Store,

DRTFESHIAELAMF

29
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£ YAML A4 XA ERASH

EWEAN  LTERH YAML 5#E JSON MRARFEA X, ZXHEEE TEENRHEREEE LT
EXHHBEMSRAPZTHNREG, sIHAHNES TURESBUESTIHEEE , MRSHKRRE
NEEE , WRIAEFERK.

ERMAS RO RAE H T

RIDFTARMAE YAML A H X ELMEREASH

E7E Image Builder EHNRALHIPCIREASHHEITHTH YAML RABFAHXY , BERRE
IEHY R BIRE R GE IR B Y 25 BR A 1T IRAF

Linux
B2 YAML 44374

FERAXHRETEQBAG XX, XHERBIERASBN hello-world-test.yaml BWX#H , H
REEUTHE :

# Document Start
#
name: "HelloWorldTestingDocument-Linux"
description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's me!"
description: This is an input parameter.
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep

E YAML AH R ERSH 30
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action: ExecuteBash
inputs:
commands:

- echo "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecuteBash

inputs:
commands:
- echo "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
FERBIFE R FERABIESL YAML Validat 3 YAML lint 7 BiX 8 T ERIIF YAML R 2
HIEH,

Windows
B2 YAML 484 3744

FERAXHRETECIRAM IR H., X RBIERSBRN hello-world-test.yaml WXH , &
FEEUTHE :

# Document Start
#
name: "HelloWorldTestingDocument-Windows"
description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's me!"
description: This is an input parameter.
phases:
- name: build
steps:

E YAML AH R ERSH 31
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- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecutePowerShell

inputs:
commands:
- Write-Host "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
ERBIRERFEHBEL YAML Validat 2 YAML lint 7 BiX## T ERIKIE YAML X2
EIEH,
macOS
B2 YAML 4843284

FERAXHRETEQBAG XXM, XHERBIERSBN hello-world-test.yaml BWXH , H
FEEUTHE :

# Document Start
#
name: "HelloWorldTestingDocument-macOS"
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description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's mel"
description: This is an input parameter.
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecuteBash

inputs:
commands:
- echo "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
ERERERFEAGEL YAML Validat & YAML lint B iX A/ T ERKIF YAML 8RR 2
BIEH,
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A% EC2 TOE MARFAA XN E. SRNEENESEL , WSME EC2 TOEF AT,
EXSHRAERNESES , WSE%E EC2 TOEFEXMEI AT BTEN S5 55,

M YAML AH3 5 h el A 4
TR ER T AT EREE EC2 TOE A% , YAML N AR FA M4 XHEEATERN EifE,

- Ef#H Image Builder 1| A E#EMN YAML XHEBIBAH  BESRBESRFSCEBENEHF,

- E{F A Image Builder create-component if SN ITRIRAH , BSEANFOIZEEELAH
Amazon CLI, XL REIHRH YAML XHEEME IR A EH Hello World YAML X5 E R (hello-
world-test.yaml),

B3 2% A 7E Image Builder Bl 5 iR EHHS B

NTREE S MERES , REAHSHNERAMERE. 0ZNEHTREFHOMRER , TUMNEEA
HAMNRAHFRPEFRRZLENAMH, EHIRBEERTENREGERNERNREREHNAHF,

RRAHE  ZAHREREAHIIRETSNEEAHFST . FERSMEEAMFMEEXRI, M
RENEHFELTHASE , WEMNHERARBNAASHN AT B

NEAHEXNBNINSEBLKERATSHRE :

- SREN (THARE ) - SBNER.

- IR ( FHURE ) - SBUER

- RB (FURE ) - SHRENBIEERR,

- E-SHWE. NIREENKESTHEXRERALESH  HEERNZAASHEN TRIAME , WBIAE
DURBXAE REBEER, MRKRBMAEME , Image Builder f5F# A BRIAE,

EREFEAZEEARESH

EOREGBEENITERN , B/LAETLRAE—THRERNEMEBL, IRENEMREEELD
FRLGRE (AMI) ID |, FEZERMBEKEEF , WE AMIID ATRREXR , BFEEENB 7T RETE.

B A LAE S Amazon Systems Manager S8 F S8 ( SSM S8 ) RiF#HERMRE AMIID W{E , A
EERZSHERSTEEEMMRE  MALERXEREMMEG D HEEHRES. T Amazon
& AMIs , B ERAZIRETN LS,

RYEFE|SEZREE AMI ID SHAERGE S PEAZSHRIEE. AHEFH Image Builder
SRETEHE,

Bid 2% A Image Builder B 5 iR EAHSH 34
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&

- IR ERTCEBSBEHESI
- F]2: BE IAM R

- SR 3 BIEFEASBHERGES

S| ERHCESHERSI

WS BRATEERTENEMMGIEEN AMI EE, XF Amazon F£E AMIs , BRI LAER S| A 250
MR AHSE, BLSEHTTEEHIELEF A Amazon Web Services X1,

BE , TFAEEN AMI X RHEI
Amazon managed AMI

WMREHEMRER Amazon F£E AMI, AT SMERLAHSHIEE AMIID , MAXIBZBCHS
B, EEREH AMI WAHESH , 5@ Amazon Systems Manager AP BTN AN N HS
e

Custom AMI

E6E AMIID S8 |, BEREEA. RIRBIE S ystems Manager F 8|2 S 76 ES B0 5 89 3
1T#24E PowerShell, Amazon CLIEE LA T EULEERSEEN AMI ID,

S¥E : Standard
KA : String
BIEXH . %Faws:ec2:image, HEREEIEER , RESKIEHM ANEULBRER AMI D,

B : MABME AMIID ( fltNami-1234567890abcdef1 ) o

SR 2 BE IAM R

E#H Systems Manager ZHF#SH (SSM S# ) , TRERELAFHWERFILEW , FHAME Image
Builder 11T A& HIEELLT Systems Manager S8 1265181 | HFiZSHIINER,

+ ssm:GetParameter— WIREAFEFER SSM SHERET R EEMB K,

« ssm:PutParameter— WIRERFEE D KBRS M AMI ID F661E SSM S8+, KBEENE
#CRAERE |, EABEBERIREFATSTERERE,

SR ERFCEBRSBERESH 35
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EHEHEMNAHDFEH SSM S8, XX Hssm: GetParameter ELflRB X HHEDIEE. X
EZELR |, HSH £/ Systems Manager S8 E#S K,

EFRIEEERMER create-image S H B Amazon CLI , REEIEE — Image Builder W {TA®, R
#£E LT Image Builder TEREBERITAE , UFENZACTINSHENR. BN , BF012— N
BENAE K HPaE SSM SHAMENNR,

1. BIEZBEENASG (WE)
MREEL N Image BuilderfX[REX TEENAE , M AU LS IR,

% B8 (Amazon Identity and Access Management AP #58) HEIZE A EE Amazon RS EIRIX
PRV B 1TIRE,
2. NENBEENLASFMXE

EQEENAEARIM SSM SHMNR , KRB (Amazon Identity and Access Management i F 5
M) PH EFAGNRIRER REHITRE,

UTRBERHERTERAELENK, PRENSH M ssm: GetParameterigfE,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "ssm:GetParameter",
"Resource": "arn:aws:ssm:*:111122223333:parameter/ImageBuilder-*"
}
]

}

BXROHSBHRRNEZ(EL | 5 HAmazon Systems Manager A IEEHIEA AMI 2 HS ¥,

SR 3 CIEERASHNERES

\

1. $T7F EC2 Image Builder &5 , Bt A https://console.aws.amazon.com/imagebuilder/,
2. &FE‘BEGER, AEMIRITPIER QIERGES .
3. EEEMER" S, WTHAR:
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a. EE“EREENAMIER, XFEREMTFER , BRAEEHPHA AMIID HEE AMIID
) SSM Z#,
b. & SSM SEEIL,
c. 1 SSMEZHFRYF , WALEIR 1 PRIBNSHBNSHEHH Amazon BIREH
(ARN). ZREABH , NIEHE PR BEIR,
4. BREFETHRRNESEE.

® Note

MBEEBIEAEO (A0 ) REB R Amazon CLI , NSHB I BTR LA ssm: (
|, ssm:/ImageBuilder-Tutorial/BaseAMI,
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FHAH B E X Image Builder BR 5

Image Builder {8 EC2 Task Orchestrator and Executor (EC2 TOE) A EENAREF KM AE M
THEHRRE. EF YAML XHEHENNRE EC2 TOE NARFESEANAY  XEXHELTAT
BENSNRBREHEIAR, XF AMI B & | Image Builder 27 H Amazon EC2 2 MM X £ 4| L=
¥ EC2 TOE ANAHEBNARF. NTARESR , AT EC2TOE AHEENARFRERLE
FEIZTHBARN.

Image Builder AT EC2 TOE TR B L6l L &SN, #£1=1T Image Builder a5 5= EH Image
Builder ##|& EC2 TOE At , TFHITHMZER THITRE,

(® Note
%M Amazon FEMNAHFXRBEZ M EGAR |, ZAHNTB4Y, FHBERAER K
AMAE | FAEEFERZAHNKF#HSWEEAN , ARMAIKSFZH Amazon Health
Dashboard MW E FH5IR, BT HEZEE Amazon Health , 2% (Amazon Health B
FEE) o

IR FTRGR I T/ERFZHA
BT HZEHBREH Image Builder TERBEFEUTHEAN TR,

1. MR (TRR ) — EHEMNR , BU AN STENEMBREKR Amazon EC2 lEXHI#HTE
R, LEIEFRENEL, Sl , BHESTNESRENAEFIESUREREM NIHIRENA
o
HEHERSITAF R THE
* build

- WiF

FISER LR ERSE |, Image Builder 2 BI2 R BB R[MEG , UHN BN st HEM.

2. WM B (RRF ) — BN E , tIZFEHK AMIs IRRBEEZAFE-LEEZR. T AMI T
A2 , Image Builder \MER R R&RE—H0IZNREE3) EC2 E£Hl, FEHKA BTN
BiFREHBRZEGZRMBET. N TERIER  WAEATHENE -SRI LE1T,

EREGHWENRY , ¥ TERAFLENESMEBHISTEG NPT
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o« it

WAHHER T W MM XA A AFRE, NIhTRUNEE , Image Builder A] URIE R R =
BESMG A BN 2 Bl R LMK,

(® Note

B EC2 TOE RARFAEE A SRR TR E LS E | {8 Image Builder X152 17 1
LM EBRURETXENBRETENAE. EFEAHFERGEHERZT , A XRESREDLEN
ATk E2— : build 2 validate, EFAKEMRENXEZIT , BHFXHESLIEN test
BYER , T ARERE L LAt B ER o

BT Image Builder 33 iZ1T &N ER , B A G4 XD EZS| ATEBUREB R, &F
BENENERERZSTHM REESENRHETHMNE. B2 , BT ERE S A
S8, ABLBTTEAE. BXT Image Builder i A HiRBEHGSHNEZER , F5H
iR  AETERASENBEE AN,

R T FBBHIT ¥R SN i L3 1T I BEBERR | i EC2 TOE RIE—/NEBEMAXMMBEXHN BEXH
* , UREFRAHBREITRAENER. MREEEEREPEE T Amazon S3 7R , I AEtHES
BEAHRE, X YAML XM BEHENESZESR |, B35 (F/H EC2 TOE AU XHEZREMNEBEEN

Er,

® Tip
HRBERIRSNMAME | FRIC T AFEPERES BA 1S EA A HRAFMIRE R B Z A AR
AR, BX{EMA Image Builder #8 % A R IF A INIRE M EZE S Amazon CLI , S HARIEEIT
L HIRER T

AN EMAE A Image Builder #241A 5 Amazon CLIFMGRHIH, &8, SIENS AAHL,
E&

- IIHAEEAGEFAER

 {#/H Amazon Web Services Marketplace A B E L IEH B &

- FRAEEHHBEN Image Builder B {5
* 7 Image Builder BMGTF & B E XA #4
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- Image Builder #1a] £} EC2 Task Orchestrator and Executor N 12 7 &2 A #

SIHAERBHFFMER

RN A MAIERTE | EC2 mage Builder BB 5 R EANAHNEEAERTRERAREE
AHEFRER

« Bt Image Builder A4

« Sk BMAHRFRA Amazon CLI

o MAIREVAHiFHE S Amazon CLI

o MARIREVA AR BEHY 1415 2 Amazon CLI

5|4 Image Builder 42 #

BRI MER T B &2 — S HMiEE Image Builder A4,

Amazon Web Services Management Console

EE I RAHFIFER Amazon Web Services Management Console , BT TE R :

1.
2.
3.

$TFF EC2 Image Builder #%|#& , P4k https://console.aws.amazon.com/imagebuilder/,
ESMBERPEZFAG, BRIAMBERT , Image Builder 2 E RIEH K IHAENA KR,

BRI LR R BFEAGRENHTHIE. EEFETHEETUBRINAY  BRITFMEEERR
THIRHERFEF —ME. AEERAINRNTEREDPNERAESDL, ALERUT
B :

« Amazon Web Services Marketplace— 5 Amazon Web Services Marketplace 7= fai] ¥ E #
RERHVAH,

POE AT ( Amazon 38 ) — Amazon BIZZ T4 A FF 7 AAH,

BIREN — BOBENEH. XRBRIANER,

- ERA4AE HMABIHKFAUBRHSELZNEAESE,

E=FEE — BITRANE=FHENAHL., Amazon Web Services Marketplace

Amazon CLI

LA RBIIRBA a4 5 A list-components a8 SR B H 1K~ #EH Image Builder A #-315%,

JIHHAEREN 40
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aws imagebuilder list-components

B UARBRIFA M AENEITRIE. MIAERMENLEEFHNAHFNRARTA, MABRT | it

BRESREENKFIEENAGYIR. BEREAHFEERIEER , BEIETT list-components T %

B{ERA --owner ZBIEEUTEZ —-

AHFrEENE

AwWSMarketplace
¢ Amazon

« Self

* Shared

* ThirdParty

LR REIERTE --owner S list-components &% , ATHELER,

aws imagebuilder list-components --ownexr Self

{
"requestId": "012a3456-b789-01cd-e234-fa5678b9012b",
"componentVersionList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/sample-
component1/1.0.0",
"name": "sample-component@l",
"version": "1.0.0",
"platform": "Linux",
"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2020-09-24T16:58:24.4447"
I
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/sample-
component@1/1.0.1",
"name": "sample-component@l",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2021-07-10T03:38:46.091Z"

5t Image Builder 44
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aws imagebuilder list-components --owner Amazon

aws imagebuilder list-components --owner Shared

aws imagebuilder list-components --owner ThirdParty

5k B VA HFmIFRA Amazon CLI

LA RBIER T a0l A list-component-build-versions &5 5l E A 45 E 18 L ARAHY H H B IR AN,
E 7 ##A X Image Builder BRI E R ZEFNEZER , 152 HImage Builder FEYIE L RAR#2
o

aws imagebuilder list-component-build-versions --component-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:component/example-component/1.0.1
{
"requestId": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"componentSummaryList": [

{

arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/
examplecomponent/1.0.1/1",

"name": "examplecomponent",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",

"description": "An example component that builds, validates and tests an
image",

"changeDescription": "Updated version.",

"dateCreated": "2020-02-19T18:53:45.940Z7",

"tags": {

"KeyName": "KeyValue"
}
}
]

}

5l 5k B BV 4A 4w iE R4 Amazon CLI 42
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MAIREVA #4152 Amazon CLI

AR RAIRBRIE IS EA A/ Amazon BIEBF ( ARN ) B[ get-component a5 S 3RERAE 1% 4

1% /N0

aws imagebuilder get-component --component-build-version-arn arn:aws:imagebuilder:us-
west-2:123456789012:component/example-component/1.0.1/1
{
"requestId": "alb2c3d4-5678-90ab-cdef-EXAMPLE11112",
"component": {
"arn "arn:aws:imagebuilder:us-west-2:123456789012:component/
examplecomponent/1.0.1/1",

"name": "examplecomponent",

"version": "1.0.1",

"type": "BUILD",

"platform": "Linux",

"owner": "123456789012",

"data": "name: HelloWorldTestingDocument\ndescription: This is hello world
testing document... etc.\"\n",

"encrypted": true,
"dateCreated": "2020-09-24T16:58:24.4447",
"tags": {3}

MAIREVE 4R BEHY 1 4045 2 Amazon CLI

LA RBIER T EIEEA 4R ARN B #{a A get-component-policy fi S IREVA R IR EHAE S,

aws imagebuilder get-component-policy --component-arn arn:aws:imagebuilder:us-
west-2:123456789012:component/example-component/1.0.1

£/ Amazon Web Services Marketplace A4 B E X B R &

BRT Ih S R RIRS (ISVs) BIZEY KEE &I |, i Amazon Web Services Marketplace 12t T T B
E X B2 Image Builder BRI A, AT FiX L Amazon Web Services Marketplace A4 |
RETREBEE AP EATIIRYETRE,

MARIRERAE #41% 4045 5. Amazon CLI 43


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/get-component.html
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YIRERBE S 38 E Amazon Web Services Marketplace A48 , Image Builder 2R IET 5 H 1T
KPP ARRE , LBREAEEAZAHFMEN TR, BIEKINE , Image Builder 2 N A4 R EMH
BHBEZETHRAR , HREEEWEFER,

&3 Amazon Web Services Marketplace 424

A LAM Image Builder #2H &0 “KI>=m” REPEREEE S P LA Amazon Web Services
Marketplace BXHF4E# , M TR,

1. #JFF EC2 Image Builder $#&l& , Bk https://console.aws.amazon.com/imagebuilder/o

2. TEEMBE®RD , ®EEAmazon Web Services MarketplaceZB 2 F K X T~ Fo

3. %&$® Components ( A4 ) T+, ETFHIE T £ AEEEMAFTE Amazon Web Services
Marketplace ™= f , HHPSEHHIMERA 4 Amazon Web Services Marketplace.

4. EBRZOSHANBERGTm , TUAEEZREPRABI B HILStatus, Operating
SystemPublisher, =S#{TiFikCategories, BREETERRERN D WK,

gR
BT Amazon Web Services Marketplace = R#EB W FFER , HPIEUTER.
Amazon Web Services Marketplace 7= i & #r FI AR

BT BRI P A miF 45 2 Amazon Web Services Marketplace, &7 SUERSEELLT
BAEXIZ” B EZEE Amazon Web Services Marketplace, B #& , MR EEXRXTRHZE , WA
DEFITHENFHE  HEAEFITHETRAEZNERERPHITITH,

R A

TEERAMHNERZ,
BRIERS

Wit A TETZAFRIRERS,
R

HHENEAE, THEEDPHEMREIFETE Amazon Web Services Marketplace, LA FER ¥
EHNFEDRHRITH R A EEERE,

;

ERATIZAHR—NE 2 Amazon Web Services Marketplace 7= @3 3!

3 Amazon Web Services Marketplace A4 44


https://console.amazonaws.cn/imagebuilder/
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L7

ERERBITHATH™R. WRERERITHE , WA LLERF “BEFITHER” LEH Amazon Web
Services Marketplace 7= @I IT FHIETIRE , b AT LUEFEREM Image Builder %1 & #1717 .

KEREH

MEREHIT 3 2 E % Amazon Web Services Marketplace = @BE — MR ZAMRA | N5X LEpR A7
ERE RBRAH Frd, ZHoRDAETIREBRS , AETRKRRAGNKEE, BUURTZHS
NEEBESZHFHAER.

(@ Note

5H Amazon Web Services Marketplace B &= xRN EBRMZ £ H 0 (CIS) AU KRERE
D iscover =mMERP, MREITHE THMNHOESG™R , NXBKNAHEFERE TR WE
d o, HE BERGES NEEFEINE=FAN. BXRZAHNESER , ESH?22%

1T ¥ Amazon Web Services Marketplace 44

RIS EERERILHFERANEH Amazon Web Services Marketplace 7= @G , LA LLEZEM Image
Builder ##I&THZ~ @ , M PR , BATBAM Amazon Web Services Marketplace 2 #1 & 1T 5,

1.
2.
3.

$TF EC2 Image Builder ##|& , Bt A https://console.aws.amazon.com/imagebuilder/,
ESHBEES |, %FEAmazon Web Services MarketplaceZB 2 F B XI5~ Mo

1%£$F Components ( HH ) &I+, LLETR5E T EAEIXIEDAFTE Amazon Web Services
Marketplace 7= , EH3IEHHIHERLH Amazon Web Services Marketplace,

E#ERISTE Amazon Web Services Marketplace 7= f , BEEREFH AT 2B . MREHE
RS, EFRAERYNFRERIABESR R , WA AFFEPublisher BUREHE iR R LAY =
ml&R,

MNERIKRPERETHN~m , RAREREFITHED, XE7R7T1Z Amazon Web Services
Marketplace 7= m T FETEE,

%R TH” , TEEIT Image Builder BHI &I AT R~ m. REQXBABRITHEELEF, iTH
B, RSFEFH N, Subscribed

BXRIEHBIT A Amazon Web Services Marketplace = RHEZE L. | S FrAmazon Web
Services Marketplace Image Builder A 1T R K124 & B,

1T ¥ Amazon Web Services Marketplace 44 45


https://console.amazonaws.cn/imagebuilder/
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£ Image Builder B&EL 5 £ Amazon Web Services Marketplace 44

& O] LG R EL b3 AU A Amazon Web Services Marketplace A4 —#1E Image Builder B &
BAFERAHSE, XTFE Amazon Web Services Marketplace BB ™= m*<BAHI K SHAH | 7R

B EHINAmazon Web Services Marketplace, i , EERZEE T Amazon Web
Services Marketplace BVF=mH I EA M |, FEER FMBEBRAH" , AfSAmazon Web Services
Marketplace NFIFRFPH TR, XFEEFEFENAEMITH - H Amazon Web Services
Marketplace 48 #Y & F E R

® Note
MBLEETHK CIS BILAHThird party managed , EMFTARFIRFIEEFE , M

o Amazon Web Services Marketplace

BRUMANEHEE. FFINEESHRNESEE , FSHLIEREE T B R,

FREEHHBE N Image Builder BR{&

REAKMRE=FAL0E Amazon , BERNREE=FALAEHECE | FINEBRMELZLF 4 (CIS),
BHERGHARRE S PEAXELHNIT , Amazon 2RHEN AT MEMEFRNRIAFMRAE. BR
WA RFRNAHESR , TSR EAETAFFAES.

LAUR#Ei%& Amazon EEA MBS RBITF—NEAH , SIRITHE AMIs £33581LRY CIS /Y |, FRATAEA 1%
Amazon Web Services MarketplaceR ¥,

Ptk

- 1 Image Builder Windows R 5% 3% Distributor R 2R ELHNAREF

« Image Builder ) Amazon & STIG E1{tL4A 4

79 Image Builder Windows BR &% 3 Distributor R+ BREEHAHNAERF

Amazon Systems Manager Distributor 7] LAE5 By #8455 884437 @ 3 & 5 E Amazon Systems Manager
RETR. BUUTIMEAMBECSWERYE , A LAFEA Distributor E3kF &1 AmazoniZ VX E X
#3, B>X Systems Manager Distributor WEZEE. , 2 H (Amazon Systems Manager /7§
&)Y FHY Amazon Systems Manager Distributor.

ERILHEH Amazon Web Services Marketplace A4 46


https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor.html
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Distributor B3t & H 4

AR Image Builder £ &4 ## H Amazon Systems Manager Distributor 7 Windows 324l £ %2 %5 51 F
BFE.

« distributor-package-windows & HHEMA Amazon Systems Manager Distributor 3k &3 &
£ Windows BUEHEL Sl LEEENNARFS. EENLHEAHEEERAPNEESE , S HE
iB distributor-package-windows IR A4,

 Zaws-vss-components-windows4 A Dist Amazon Systems Manager ributor FE#REY
Windows BRE&AE R EH EZ%FAwsVssComponents B4 E, EENLKAKESEERSPHREES
¥, HSEE aws-vss-components-windows J3% 3 4H 4,

BXRWMATE Image Builder B AP EAREAHNEZER , BSHEATHREER AN QIEREGE S
HFTARA SEATRBRE AW CIEFRAN AR S . BXiZAwsVssComponentsH BN EZ(E
B, &% AmaEC2 zon AFEMTHAIE VSS NARF —HMERE,

TERFAF

£ E Bk Systems Manager Distributor B Image Builder AR ENAREFE 28 , BHABFRFEE
AR iRt

- f£f Systems Manager Distributor TE&#9 L6l = Z %5 A2 F 2/ Image Builder A EEIRE
F Systems Manager AP B9 PR, TE&EME A Image Builder BB A A H 281 , HAMBEATEF
R IAM policy MAE, ERENRE , 525 EE Systems Manager Distributor £R,

(® Note

Image Builder B Bi A& B =fI# Systems Manager Distributor k&, 4l
# , AWSNVMe, AWSPVDrivers # AwsEnaNetworkDriver Distributor a4 E B SLHl
H it 2R RIFH,

BLiE Systems Manager Distributor R

distributor-package-windows H#MEMERTHAH ( FlI0 aws-vss-components-
windows ) EERBWESSHINFANBET EEZ1T. WEEFILMEEB AA Systems Manager APl =
BEFF #8222 Distributor &R,

Distributor #4452 Windows R A2 F &% 47
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ERHPWIXLSRAUUZBEN IAM REMAE , % Amazon Web Services Management Console &
MA@’ T Image Builder HH MR L 3 Systems Manager Distributor ‘= # R,

S BIERRE

73 Distributor £ BRI 1AM policy.

1. £ https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,
2. ESMERT , EF R, AEERE QIEEKR,

3. HAIERMRMEL , &% JSON T+ , RAEHRIARNBTBRANLLT JSON Xt , RIEFEBR
X, XEMKS D, RNEFEABELF,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowDistributorSendCommand",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,
"Resource": [
"arn:${AWS: :Partition}:ssm:${AWS: :Region}: :document/AWS-ConfigureAwWSPackage",
"arn:${AWS: :Partition}:ec2:${AWS: :Region}:${AWS: :AccountId}:instance/*"
]
.
{
"Sid": "AllowGetCommandInvocation",
"Effect": "Allow",
"Action": [
"ssm:GetCommandInvocation"

1,

"Resource": [

4. EBEEFXREE,
FFEH , BRA—DNBHRLRINZER |, 80 InvokeDistributor IEEXK H L& .
6. (Wit)XFHER 6 FwAZALHHARER,

Distributor #4452 Windows R A2 F &% 48


https://console.amazonaws.cn/iam/
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7.

%32 Create policy,

TER2:CEAE

A Distributor X FREIZE IAM B,

1.

2
3
4.
5

10.
11.

£ IAM 2HESMERTD , &R At , ARER EAE,
EEBRZEEREHEET | %£F Amazon Web Services RS
EERSERALAGHERS T , &R EC2, REEE “T—% : R
£ RBEHAG T, EBEEC2, RAEEE “T—% : R

EBEY|RSF |, %+ Amazon Eil & %ESSMManagedinstanceCore, ( MR EER /NIRRT
B, BEEZREPEA SSM, )

LR PI RS | %k 58S RAEEC2InstanceProfileForimageBuilder, ( IR EE % /NHIRE
B, BEEZEEPRA InageBuilder, )

EET—F 7%,

(AL ) AIM—PHSMIEREN , MALR, BREFEFLACGNTR , REEE T-F . &
o

NTFEEEMH , FMABEBNEN , FlM0 InvokeDistributor HIBEXN N E L& .
(k) W FARHER | BRBRIANAERNZACHNRARMER,
%1% Create role (BIEZA ), RAFIULFREER A€ H.

HPR 3 ¢ @A B R RRE

R B Distributor IR E — & 2 FERIER IAM policy M INE IAM B,

1.

2
3.
4

£ IAM #2%|& Roles ( A® ) RTEL , £FENN N A, FHTFACHERE.
A BT DR B

BREL-IBEPOENRE , RAEEPZBENZULNERE,

%32 Attach policy ( ¥ INZREE ) -

X FEEEA Systems Manager Distributor BY4H 4 FI{EAIBR , £ Image Builder Eatii& HEf & % R
RERALER, BXESER , B3R CEEMIRKERE,

Distributor #4452 Windows R A2 F &% 49
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BLi& distributor-package-windows JyiR 3 A4

EERSHFER distributor-package-windows A% , FREUTSHREBELZENEFS.

(@ Note
PR FERIIE SREM , FREEBR S P £ distributor-package-windows 4,

 BE(XF) - EERZELARHERHT. ERESDHE Install M Uninstall, LERRIAR
Install,

- PackageName ( 48 ) -ERZEXHHBEN 7 HEHRESINEN. EXERRGITEMHIIR , F5H
& Distributor Z4F8.

- PackageVersion ( Ali% ) -ELXEN D HERHIHIMRA, PackageVersion BRIAN #HFR A,

« AdditionalArguments ( AIi£ ) — —1 JSON ZH&F &£ , HH I SEREAB AU LR, HE
REFRHINEMSE, BXEZEEL |, ES 1/ Systems Manager vt XA iEHA 5| A TUE

aws:configurePackage #i AE T 1 #Y additionalArguments.

BLiE aws-vss-components-windows J3% 37 A4

FEBHFEH aws-vss-components-windows H#A , ATLLERIZE PackageVersion
S8 , MERA AwsVssComponents BF SRS ERS, MREBBLSH , ZAHFRIAFEHA
AwsVssComponents F2F 3 HEERZ,

® Note
WRBRBRITE KREMG , TEER S PEM aws-vss-components-windows A4,

& Distributor 342
TWEEHME=FREARZRHEE , BB Systems Manager Distributor Z3iX L84 8,

EEFEETARHE Amazon Web Services Management Console , & FAmazon Systems
Manager 2 & H M-S M & #& F 1% Dist ri butor, Distributor WHE R A EERNFIERGE, &
KEAFIE AR BWEZEE Amazon CLI , 5 {(Amazon Systems Manager FIF$88)
NWEERHEE (WTIT) .

Distributor #4452 Windows R A2 F &% 50
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I8E ] LAt 2 B 2 M FAFE Systems Manager Distributor 218, BXxEZELE , i55H (Amazon
Systems Manager FIF /) PHAIERH4 T,

Image Builder 8 Amazon ¥£%& STIG E{L4A#

ZL2BARXEHEIERE (STIGs) REEE RSB (DISA) ARIFEERSE MMM &I EM B ER LR,
NELBHNRENE STIG ik, BUNZE, BENNASHELRE,

Image Builder 24t STIG 38{tL ¥ , AP EEARULWENSEE STIG fIRENFRERK, XL
STIG AHHBEIRNEEH ZTEEMAR, ERAMNE STIC BRNWAATWHFHIANTA.

/A Important

BR T DBBISMBERS | STIG BILBHFRREE=FTRHE. NRXH LEBELZRETE=S
B , 7+ H Image Builder ZHFZHKHS , M@t AH2NAXERGZ, STIGs

ATHIH T Image Builder XM FTAE STIGs AR |, XLERNBER T EEIEFMN = H RGeS sh #Y
Image Builder Fr/E31#7 EC2 241, MR EXMGE N A EHM STIG RE , Al A8 —DN B ENH BRI
H#THE, EXxBENEFURNACREINNESELR , B2 H AL EE N Image Builder B
%o

BIZBRERAT |, STIG BILAKHLICRKER STIGs EMARMBET X, BINBWEEEFEH STIG &LA
HHIBRREY Image Builder A&, BXWMA17 R FMZEE Image Builder BENEZEE |, BSH §EN
EPEHER

EABMIE RS
. B (E-%)

BEENNAR, SRBUESBVZEYE, THMESTEEERANEMRE,
« RE (HEZX)

SEURESBIEN. THESTREERNEMARE , B UREBREE,
- K (%F=X)

FASERATHLENRE, TRANHEEERRNERFR.

ES ]
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https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-working-with-packages-create.html
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« Windows STIG 581t 4 4

« EAT Windows B STIG lRARAFiEFAE
Linux STIG s8{LA 4

EAT Linux B STIG IRAF LiEFHE
SCAP &M MU 384E ¢

Windows STIG &1L 4

EC2 TOE Windows STIG S8{tA#H&E RMIRFSEFMiIZIT , HNARMARE, EFHFE (DoD) &
Windows B ZR# %% InstallRoot &4 STIG R AEMEILAH , BT THR., ZEFMEH DoD iE
F, SIIELBIBRASERIED , L4 STIG &M tt. BAT , LLFARAH Windows Server X
STIG & : 2012 R2, 2016, 2019 1 2022,

A5 7T E4 Windows STIG BBt AHHLHBNRE , AR—_RRAFLIEZRBE,
STIG-Build-Windows-Low kxZ~ 2025.1.x

UTHREEBICAHERTENEMBIR STIG RE. MREXFHRETEATENERMES , N
EiﬂsﬁH#AEJELiAﬁ%?FiW*HEﬁO Pl , FL STIG REWEETER THIURS R, HLAEERT R
WRe R AHERTHLRE  NHNERRAERE XHRENER,

BX Windows HITESIZK STIGs , HZHSTIGs Xi4E, BXRMAEETEIIRNEE , HSH
STIGEEIEL,

« Windows Server 2022 STIG & 2 hx 2

V-254335, V-254336, V-254337, V-254338, V-254351, V-254357, V-254363 F V-254481
« Windows Server 2019 STIG kx4 3 ixZ 2

V-205691, V-205819. V-205858. V-205859, V-205860. V-205870. V-205871 F V-205923
« Windows Server 2016 STIG kx4 2 ixZ< 9

V-224916, V-224917., V-224918. V-224919, V-224931. V-224942 F V-225060
« Windows Server 2012 R2 MS STIG frZA 3 £1ThR 5

V-225537, V-225536, V-225526, V-225525, V-225514, V-225511, V-225490, V-225489, V-225488
A V-225250

« Microsoft .NET Framework 4.0 STIG MxZ~ 2 X 1Thx 2

STIG R{LaH 52
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250 1l ¥ B9 Microsoft .NET Framework &R STIG i&&,
« Windows B5X1E STIG xS 2 K1ThR 2

V-241994, V-241995, V-241996, V-241999, V-242000, V-242001, V-242006, V-242007 #
V-242008

« Internet Explorer 11 STIG R4S 2 fRAS 5

V-223016, V-223056 H V-223078
. #%X Edge STIG % 2 hx 2 ( {XBR Windows Server 2022 )

V-235727, V-235731, V-235751, V-235752 # V-235765

STIG-Build-Windows-Medium kx4~ 2025.1.x

UTIRITERICAHERTENEMBENN STIG RE, WRXEFNRETERTENEMER , N
Gi‘flsﬁﬂﬁéﬂﬂlél_u&%#i&ﬁﬂ Al Bl , B STIG REABEFEATIMIARS . ARBENKE
AReR LA ERTHLRE  NHNERRER XHRENER,

BX Windows HI5EE#FI& STIGs , EZHSTIGs X E, BXNMAEFZTEIIRNEER , HSH
STIGEETE,

® Note

STIG-Build-Windows-Mediums2{t A4 3IEFFE HI HAY EC2 TOE &M F STIG-Build-
Windows-LowsB{t A4 H) STIG RE , AREFITHIE | HJEHIHL STIG RiE,

« Windows Server 2022 STIG £ 2 hx 2

BEBECAFER TR I (ER ) FRAFFE N STIGRE , MUK :

V-254247, V-254265, V-254269, V-254270, V-254271, V-254272, V-254273, V-254274, V-254276
4314, V-254315, V-254316, V-254317, V-254318, V-254319, V-254320, V-254321, V-254323, V-
4333 , V-254334 , V-254339 , V-254341 |, V-254342 |, V-254344, V-254345, V-254346, V-254347. V-

44435, V-254436. V-254438, V-2544439, V-254444, V-254444, V-254445, V-254449, V-254451,
4462 , V-254463, V-254464, V-254468, V-254470, V-254471, V-254472, V-254473
V-254476 V-254477 \V-254478 V-254479 V-254480

V-254482, . . . b-254490, V-254493, V-254494, V-254494, V-254495, V-254497, V-254499, V-2
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3. V-254504, V-254505, V-254507, V-254508, V-254509, V-254510, V-254510, V-254511
M V-254512 V-254483 V-254484 \/-254485 V-254486 V-254487 \/-254488 V-254489

« Windows Server 2019 STIG kRZK 3 R 2
SFEBCAHFERTER I (KR ) RANMEXEN STIGIRE , UK :

V-205625, V-205626, V-205627, V-205629, V-205630, V-205633. V-205634., V-205636, V-205637
22 , V-205729, V-205730, V-205733. V-205747,. V-205751, V-205752, V-205756, V-205759, V-20
5828 , V-205830, V-205832, V-205833. V-205834, V-205835, V-205836. V-205837

V-205838 V-205839 V-205840 V-205841 V-205842

V-205861. . . f-205873, V-205874, V-205911, V-205912, V-205915, V-205915, V-205916., V-205
A V-257503 V-205863 V-205865 V-205866 V-205867 V-205868 V-205869 V-205872

« Windows Server 2016 STIG kx4 2 iRZA 9
SFEBCAHFERTER I (KR ) RANMEXEN STIGIRE , UK :

V-224850, V-224852, V-224853, V-224854, V-224856, V-224856, V-224857, V-224859, V-224866
25016, V-225017, V-225018., V-225019, V-225021, V-225022, V-225023, V-225024, V-225028, V
25041, V-225042, V-225043, V-225047, V-225049, V-225050, V-225051, V-225052, V-225055, V
V-225061 V-225062 V-225063 V-225064 V-225065

V-225066. . . . b-225078, V-225080, V-225081, V-225081, V-225082, V-225083, V-225083, V-2
F V-257502 V-225067 V-225068 V-225069 V-225072 V-225073 V-225074 V-225076

« Windows Server 2012 R2 MS STIG i&Z& 3 X1ThR 5
SFERCAHFERTER I (KR ) RANMEXEN STIGIRE , UKk :

V-225574, V-225573, V-225572, V-225571, V-225570, V-225569, V-225568, V-225567, V-225566
M V-225239

« Microsoft .NET Framework 4.0 STIG X7~ 2 X1Thx 2

BDEBRCAHFER TR NI (KR ) WRHNATE XN STIG RE , MKk V-225238
« Windows B K% STIG M2 2 K1ThR 2

BEECAFER TR I (ER ) FRAIFIEXFWN STIGRE , UK :

V-241989, V-241990, V-241991, V-241993, V-241993, V-241998, V-241998 V-242003 H Y4
V-242003

« Internet Explorer 11 STIG MRZ& 2 fRA 5
STIG LA H 54
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BEBECAHER TR I (ER ) BRAFIE RN STIGRE , MUK :

V-223015, V-223017, V-223018., V-223019, V-223020, V-223021, V-223022, V-223023, V-223024
V-223140 V-223141 V-223142 V-223143 V-223144 V-223145 V-223146 V-223147
V-223148., . V-223149 V-250540 V-250541

« %k Edge STIG % 2 KX 2 ( {X PR Windows Server 2022 )
SEBCAGERTES I (KR ) BENFFEXIEN STIGIRE , UK :

V-235720, V-235721, V-235723., V-235724, V-235725, V-235726, V-235728, V-235729, V-235730
M V-246736

- %X Defender STIG £ 2 ki 4
BEBRCAHFER TR NI (KR ) WRANFEXEN STIGRE , UK :

V-213427, V-213429, V-213430, V-213431, V-213432, V-213433. V-213434, V-213435, V-213436
M V-213466

STIG-Build-Windows-High i 7 2025.1.x

UTHRIEBICAHFERTENEMEBH STIG RE. MEXFHNRETEATENEMES , N
Eﬁfbiﬂﬁiéﬂ%Lu REFSEEE, Fl, FE STIG REWRTERTMIURS R, HLEER R
AR R{CAHERTHLRE , MHNERAEEXHRENER,

AX Windows HEEFI% STIGs , HSHSTIGs XE, BXNMAEETEIIRNES | ESH
STIGEETE,

® Note

STIG-Build-Windows-High3g b4 #+2 $E A 51l &9 EC2 TOE SEB F STIG-Build-Windows-
Low# STIG-Build-Windows-Mediumag{L A H4H STIG iRiE , AR ZIEX | R HAY
STlG -LXIEO

« Windows Server 2022 STIG &£ 2 hx 2

BEBCAMER TR A I ( PRFER ) FRNFAEFN STIGRE , UK :
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V-254293, V-254352, V-254353, V-254354, V-254374, V-254378, V-254381, V-254446, V-254465
A V-254500

Windows Server 2019 STIG kRZA 3 R 7 2
SFEBCAHFERTES I F N ( FRFER ) WEWMEXEFN STIGRE , AR :

V-205653., V-205654, V-205711, V-205713. V-205724, V-205725. V-205757., V-205802., V-205804
F V-205919

Windows Server 2016 STIG kx2S 2 fRZA& 9
SFERCAHERTES I F N ( PRFIER ) WBEWMEXEFEN STIGRE , UK :

V-224874, V-224932, V-224933, V-224934, V-224954, V-224958, V-224961, V-225025, V-225044
M V-225079

Windows Server 2012 R2 MS STIG A& 3 X1ThX 5
SEBCAMHERTES I F N ( FRAER ) BENFMEXEN STIGRE , UK :

V-225556, V-225552, V-225547, V-225507, V-225505, V-225498, V-225497, V-225496, V-225493
M V-225274

Microsoft .NET Framework 4.0 STIG iR 2 X1ThR 2

SFEEICAHER T Microsoft NET Framework BYZEH 1| F 11l ( FRFELR ) WBEWTEXZEFN
STIG®E, F—ERRBARMATMI STIG RE,

Windows Bh X 1E STIG M4s 2 X1ThX 2
SEBCAGERTES I F N ( FRANER ) BENMEXEN STIGRE , UK :

V-241992, V-241997 F V-242002
Internet Explorer 11 STIG R4S 2 kR4 5

V-252910
%k Edge STIG 2 2 R 2 ( 1XBR Windows Server 2022 )

BEBCAFER TR M I ( PRANER ) FEBFFEXEN STIGRE , UK :

V-235758 F V-235759
Mk Defender STIGE 2/ 4
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BEBRCAFER TR A I ( PRNER ) FRFFEXIEFN STIGRE , UK :

V-213426, V-213426, V-213452, V-213452, V-213452, V-213453, V-213453 M V-213453

EAT Windows B9 STIG liRA&F £ icFAE

AT IE% STIG FEEHM Windows BBILAMHFMRAT LILFK, BEFE - FENZTMMRAHRE ,
FRREERBEURTTER.

2025 FE—FEZTIL—2025F 4 A5R :

FHT 2025 FE—ZERAFFRE STIG AHH Internet Explorer 11 STIG 55 2 ik STIG 5 2 ix 5 19
STIG,

« STIG-Build-Windows-Low k7~ 2025.1.x
« STIG-Build-Windows-Medium k&7~ 2025.1.x
« STIG-Build-Windows-High k4% 2025.1.x

2024 FENFETN—2025F4 A28 :
EHT STIG RAFAE 2024 FENEERHPNAT STIG, MTAR :
STIG-Build-Windows-Low hxZx 2024.4.0

« Windows Server 2022 STIG % 2 fx 2

« Windows Server 2019 STIG iRZA 3 kA 2

« Windows Server 2016 STIG k7 2 ixZA 9

» Windows Server 2012 R2 MS STIG kx4 3 X1ThR 5

« Microsoft .NET Framework 4.0 STIG fRAs 2 X 1THX 2

« Windows B K 3% STIG M4 2 K1ThR 2

« Internet Explorer 11 STIG MRZ& 2 iRZA 5

« $%%X Edge STIG 28 2 X 2 ( {XBR Windows Server 2022 )

STIG-Build-Windows-Medium kx4~ 2024.4.0

« Windows Server 2022 STIG £ 2 hix 2
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Windows Server 2019 STIG iRZA 3 kA 2

Windows Server 2016 STIG iRZA 2 kA< 9

Windows Server 2012 R2 MS STIG &4 3 X1ThR 5
Microsoft .NET Framework 4.0 STIG A 2 £ 1ThR 2
Windows Bh X i& STIG RRAS 2 £1ThR 2

Internet Explorer 11 STIG R4S 2 kR4S 5

%X Edge STIG 2 2 ik 2 ( 1XBR Windows Server 2022 )
Defender STIG 28 2 iR 4

STIG-Build-Windows-High 7 2024.4.0

Windows Server 2022 STIG % 2 fx 2

Windows Server 2019 STIG iRZA 3 kA 2

Windows Server 2016 STIG iRZA 2 kA< 9

Windows Server 2012 R2 MS STIG &4 3 X1ThR 5
Microsoft .NET Framework 4.0 STIG A 2 £ 1ThR 2
Windows Bh X iE STIG RRAS 2 £1ThR 2

Internet Explorer 11 STIG R4S 2 kR4S 5

%X Edge STIG 2 2 ik 2 ( 1XBR Windows Server 2022 )
Defender STIG 28 2 iR 4

2024 FE=FET{—2023F 4 A 10 B (RAEEL) :

F2024F E=FERAEH , WindowsHHSTIGSEEZE1L.

2024 FHE_FEFR-2024 F5 8108 (KEEX ) :

£ 2024 FE=FERITIRF , Windows A # STIGS TEHK.

2024 FHE—FEFEN-2024 F2H6 B (EXEH) :

£ 2024 FE—FERITHRYF , Windows HH STIGS TE X,

2023 FEMEEFR-2023F 12 A4 B (XEX) :

£ 2023 FEMEERKITHRTF , Windows H# STIGS TE X,
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2023 FE=FEEHR —2023F 10 H4 B (KEH)

f£ 2023 FEHE=FE KITHRF , Windows A4 STIGS EE X,
2023 FE-FEEHR —2023F5 A3 8 (KEH) :

£ 2023 FE_FE X ITHRF , Windows A4 STIGS EE K.
2023 FE—FEEHR —2023F3 A 27 B (KEH)

1E 2023 FE—FERITRS , Windows A4 STIGS TEH.

2022 FEMNFEEENR —2023F2 A1 8 :

EH T STIG MRAFHX 2022 FEMERRITHRMA T STIG , TR :

STIG-Build-Windows-Low fxZx 2022.4.x

« Windows Server 2022 STIG iRA 1 &Z1ThR 1

« Windows Server 2019 STIG iRA&K 2 £1THR 5

« Windows Server 2016 STIG iRZ&K 2 £1THx 5

 Windows Server 2012 R2 MS STIG kx4 3 X1Thx 5

« Microsoft .NET Framework 4.0 STIG k2 2 &1ThR 2

« Windows Firewall STIG KR4 2 & 1THR 1

« Internet Explorer 11 STIG A 2 K1ThR 3

* Microsoft Edge STIG R4~ 1 &1ThR 6 ( {XFR Windows Server 2022 )

STIG-Build-Windows-Medium kRZ 2022.4.x

« Windows Server 2022 STIG iR 1 Z1ThX 1

« Windows Server 2019 STIG iR&K 2 X 1T 5

« Windows Server 2016 STIG iR 2 £1THx 5

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 5
* Microsoft .NET Framework 4.0 STIG ixZA 2 Z1ThX 2
« Windows Firewall STIG R 2 & 1THR 1

« Internet Explorer 11 STIG R4 2 K1ThR 3
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Microsoft Edge STIG M2 1 &K4ThR 6 ( {XPR Windows Server 2022 )
Defender STIG kA 2 % 1ThR 4 ( 1XBR Windows Server 2022 )

STIG-Build-Windows-High M7 2022.4.x

Windows Server 2022 STIG kR 1 &£ 1ThR 1

Windows Server 2019 STIG iRZA 2 £1ThR 5

Windows Server 2016 STIG iR 2 £1ThR 5

Windows Server 2012 R2 MS STIG kA 3 X1Thk 5

Microsoft .NET Framework 4.0 STIG R4 2 £1THR 2

Windows Firewall STIG k24 2 & 1ThR 1

Internet Explorer 11 STIG WA 2 £ 1ThR 3

Microsoft Edge STIG M2 1 &K4ThRk 6 ( {XPR Windows Server 2022 )
Defender STIG M4 2 % 1ThR 4 ( 1XBR Windows Server 2022 )

2022 EE=BEFER —2022F9A 300 (REX) :

£ 2022 FE=FERITRF , Windows A # STIGS TEHK.

2022 FE-FEENR—2022F 8 A 2R :

EH T STIG WA , FXY 2022 FEZFERITIRMA T STIG,

STIG-Build-Windows-Low fRZ 1.5.x

Windows Server 2019 STIG kXA 2 £ 1ThR 4
Windows Server 2016 STIG iRZA 2 £ 1THR 4
Windows Server 2012 R2 MS STIG kx4 3 X1Thx 3
Microsoft .NET Framework 4.0 STIG iRZA 2 & 1THX 1
Windows Firewall STIG kx4 2 & 1ThR 1

Internet Explorer 11 STIG MxA& 1 & 1ThR 19

STIG-Build-Windows-Medium kx4~ 1.5.x

Windows Server 2019 STIG x4 2 £4Thx 4

STIG R{LaH

60



EC2 Image Builder

RAriEmE

Windows Server 2016 STIG kX7 2 £1ThR 4
Windows Server 2012 R2 MS STIG R4 3 &X1ThR 3
Microsoft .NET Framework 4.0 STIG iRZA 2 &£ 1ThX 1
Windows Firewall STIG kx4 2 K 1ThR 1

Internet Explorer 11 STIG ARZA 1 £ 1ThR 19

STIG-Build-Windows-High iRZ 1.5.x

Windows Server 2019 STIG iRZA 2 £ 1THx 4
Windows Server 2016 STIG iRZAK 2 & 1THx 4
Windows Server 2012 R2 MS STIG kx4 3 X1Thx 3
Microsoft .NET Framework 4.0 STIG iRZA 2 & 1THR 1
Windows Firewall STIG k24 2 K 1ThR 1

Internet Explorer 11 STIG MRA& 1 & 1ThR 19

2022 EE—BEFR —2022F2A8H (XEEX) :

£ 2022 FE—FERITIRF , Windows A # STIGS TEH.

2021 FEMNFEER —2021 £12 A 20 B :

EHT STIG WA , FXY 2021 FEMFERITIRMA T STIG,

STIG-Build-Windows-Low fRZ 1.5.x

Windows Server 2019 STIG kXA 2 £1ThR 3
Windows Server 2016 STIG iRZA 2 £ 1Thx 3
Windows Server 2012 R2 MS STIG kx4 3 X1Thx 3
Microsoft .NET Framework 4.0 STIG iRZA 2 & 1THX 1
Windows Firewall STIG kx4 2 & 1ThR 1

Internet Explorer 11 STIG MxA& 1 & 1ThR 19

STIG-Build-Windows-Medium kx4~ 1.5.x

Windows Server 2019 STIG x4~ 2 £4Thx 3
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« Windows Server 2016 STIG iRZA&K 2 £ 1Thx 3

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 3
Microsoft .NET Framework 4.0 STIG A 2 & 1THR 1
« Windows Firewall STIG ks 2 X1ThR 1

Internet Explorer 11 STIG M7 1 Z1ThR 19

STIG-Build-Windows-High k7 1.5.x

« Windows Server 2019 STIG iR 2 £ 1ThX 3

« Windows Server 2016 STIG iR 2 £ 1ThX 3

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 3
« Microsoft .NET Framework 4.0 STIG iRZs 2 & 1ThX 1
« Windows Firewall STIG kx4 2 X 1ThR 1

« Internet Explorer 11 STIG WA 1 & 1ThR 19

2021 FE=FEFR —2021 F9 A 308 :
BT STIG fRA |, #2021 FE=FEXTHRMAT STIG,
STIG-Build-Windows-Low ARZA 1.4.x

« Windows Server 2019 STIG A4S 2 & 1ThR 2

« Windows Server 2016 STIG A4S 2 % 1ThR 2

« Windows Server 2012 R2 MS STIG kXA 3 &£ 1Thx 2
« Microsoft .NET Framework 4.0 STIG k74 2 X 1ThR 1
« Windows Firewall STIG MRAs 1 X 1ThR 7

« Internet Explorer 11 STIG WA 1 & 1ThR 19

STIG-Build-Windows-Medium kRZ 1.4.x

« Windows Server 2019 STIG iRZA 2 £1THR 2
« Windows Server 2016 STIG iRZA 2 £1THR 2
« Windows Server 2012 R2 MS STIG iR 3 X1ThR 2
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Microsoft .NET Framework 4.0 STIG iRZA 2 Z1ThR 1
Windows Firewall STIG iRA& 1 K1THR 7
Internet Explorer 11 STIG WA 1 & 1ThR 19

STIG-Build-Windows-High ARZx 1.4.x

Windows Server 2019 STIG iR 2 £ 1THx 2
Windows Server 2016 STIG kX7 2 &£ 1ThR 2
Windows Server 2012 R2 MS STIG k7 3 X 1ThR 2
Microsoft .NET Framework 4.0 STIG ARZA 2 & 1THX 1
Windows Firewall STIG kA< 1 K1ThR 7

Internet Explorer 11 STIG ARZA 1 Z1ThR 19

Linux STIG 381L4H 4

AFEEHX Linux STIG BILAHWER , FHRRAFILIERAE, MR Linux RITHRXBEECSH
STIGRE , Mm@t AH2NMA RHEL RE,

Linux B4 ERTENRMASE , AIHBEEEYX Linux SKAIBVELTITA

InstallPackages ( FRFHE ) MREHFNo , MIZEAHFFLEREMEMERMET. MRZENYes , Mix
HUENREINSEAEAEMENEHMKGZ. BRIAMER Noo

SetDoDConsentt# g ( F&F& ) WREHNo , M HEEZFILRK T STIG Linux Az — = Fiat |
TS TNEFHEERE. WRZENYes , M HBEZFZRET STIG Linux A2z —89=Flrt |

LELBFZHETENDBREEIR, EXTERINEER , RAETEER. BIAER No.

BREZEBBN R , ESREEY RDLAS AR SS R vh At R R 89 5 527 B3 E By R B AL A B S B

RBLAMRIFRY STIG RENATET Linux RITHREVEMZEEN , AR

Red Hat Enterprise Linux (RHEL) 7 STIG & &

RHEL 7
CentOS 7
53k Linux (2AL2)
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RHEL 8 STIG % &

« RHEL 8
 CentOS 8
« Amazon Linux 2023 (AL 2023)

RHEL 9 STIG % &

« RHEL9
¢ CentOS Stream 9

STIG-Build-Linux-Low krZ< 2025.1.x

UTHRSERICVAGHERTENEMENN STIGEE, NEXENRETERATHNWERZEN |, N
ﬁm@#é%Luﬁﬁﬁﬁﬁmmoﬂw HLE STIGREARETEA TIMMRS S, AOASENRE
AIREE MR LA M ER THLEIRE  NHNEEREE XHNIERENER,

BRERIIK , FSHSTIGs XiE, BXNMAEEZEIIRNES , BSH STIGEETLE,

RHEL 7 STIG 58 3 i)k 15

+ RHEL 7/CentOS 7/ AL2

V-204452, V-204576 F V-204605

RHEL 8 STIG 28 2 ik 2

+ RHEL 8/CentOS 8/AL 2023

V-230241, V-230281, V-244527, V-230269, V-230270, V-230285, V-230346 V-230381
V-230395 V-230491 V-230468 V-230469 V-230485 V-230486 V-230494 V-230495 V-230496
V-230497 V-230498 V-230499

RHEL 9 STIG 58 2 hix 3

« RHEL 9/CentOS Stream 9

V-257782, V-257824, V-258138, V-258037, V-257880, V-257795, V-257796 V-258173
V-258069 V-258076 V-258067 V-257946 V-257947

STIG R{LaH 64


https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=operating-systems%2Cunix-linux
https://public.cyber.mil/stigs/srg-stig-tools/

EC2 Image Builder ArfEm

Ubuntu 18.04 STIG R 2 kxR 15

V-219163, V-219164, V-219165, V-219172, V-219173, V-219174, V-219175, V-219178, V-219180.
M V-219333

Ubuntu 20.04 STIG iRZA 2 K1THR 2

V-238203, V-238202, V-238234, V-238235, V-238237, V-238323, V-238373 V-238221
V-238222 V-238223 V-238224 V-238226 V-238362 V-238357 V-238308

Ubuntu 22.04 STIG MRAS 2 hixZ< 3

V-260479, V-260480, V-260481, V-260521, V-260520, V-260476. V-260472 VV-260549
V-260550 V-260551 V-260552 V-260581 V-260596

Ubuntu 24.04 STIG iRZ 1 kR Z< 1

V-270645, V-270646, V-270664, V-270820, V-270677, V-270690, V-270706 V-270710
V-270695 V-270749 V-270752 VV-270818

STIG-Build-Linux-Medium kg4s 2025.1.x

UTIRE2BCAHERTENEMBENN STIG RE, MRXFNRETERTENEMER , N
Eﬁfbéﬂ1¢%ﬂ%ﬂl,< REFMSEEA, Fl, KL STIG REWRTERTMIURS R, HLEER K
TREFER{LAHERTHLRE  MHNERAETEXHRENER,

BXRTEIR , BFSMSTICs XHFE, AXRUNAETETRIIRNES , FSHASTIGEETLE,

@ Note

STIG-Build-Linux-Medium38{L4A 4B FE P B 5 Y EC2 TOE @A T STIG-Build-Linux-Lowsg
LA STIG IRIE , AR FITHIE || KiFEFIHA STIG iRE,

RHEL 7 STIG £ 3 R 15
BERCAFER T Linux ZITARAD I € (BR ) FANFAEXEMN STIGRE , BUK
* RHEL 7/CentOS 7/ AL2

V-204405, V-204406. V-204407, V-204408. V-204409., V-204410. V-204411, V-204412, V-204413
4515, V-204516, V-204517, V-204521, V-204524, V-204531, V-204536, V-204537, V-204538, V-
4549 |, V-204550 , V-204551, V-204552, V-204553, V-204554, V-204556, V-204557, V-204558, V-
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609, V-204610, V-204611, V-204612, V-204613, V-204614, V-204615, V-204616, V-204619, V-2
A V-256970

RHEL 8 STIG 38 2 hix 2
BIEBCALER T Linux ZATRREY 11l 28 (B4 ) SRR TE X/ STIG RE , UK :
« RHEL 8/CentOS 8/AL 2023

V-230238., V-230239, V-230257. V-230258, V-230259, V-230262, V-230273, V-230275, V-230316
402, V-230403, V-230404, V-230405, V-230406, V-230407, V-230408, V-230409, V-230410, V-2
30423, V-230424, V-230425. V-230426. V-230427. V-230428. V-230429, V-230430, V-230431. V
V-230473 V-230474 V-230480 V-230483 V-244542

V-230503, . . pl-230291, V-230296. V-230330. V-230382, V-230382, V-230526, V-230526. V-23
M V-251711 V-230507 V-244525 V-230244 V-230286 V-230287 V-230288 V-230290

RHELO9 STIG % 2 ik 3
SEBR{CAMHER T Linux XITHREY LIl 28 (18R ) RBAMFIEXIFN STIGIRE , MUK :
« RHEL 9/CentOS Stream 9

V-257981, V-257780, V-257825, V-257827, V-257828, V-257829, V-257830, V-257832, V-257833
3. V-257884, V-257885, V-257889, V-257890, V-257891, V-257892, V-257893., V-257894, V-257
904, V-257905, V-257906., V-257907, V-257908, V-257909, V-257910, V-257911, V-257912, V-2
7928 , V-257929 , V-257930 , V-257934, V-257935, V-257943, V-257948, V-257954, V-257980, V-
8152, V-258153, V-258154, V-258156, V-258157, V-258159, V-258160, V-258161, V-258162, V-
8172 , V-258176, V-258177, V-258178, V-258179, V-258180, V-258182, V-258182, V-258184, V-
V-258237 V-258239 V-258240 V-257788 V-257790

V-257791, . . pe-257806, V-257807, V-257808, V-257808, V-258034, V-258039, V-257888, V-2!
33, V-258084, V-258085, V-257949, V-258040, V-257818, V-257849, V-258122, V-258123, V-25
F V-258137 V-257792 V-257793 V-257794 V-257817 V-258175 V-257804 V-257805

Ubuntu 18.04 STIG M4~ 2 kg2 15
BIEBCAMHER T I Linux RITARAY Il 3£ (1B ) IOBMPIE IR STIG RE , UK :

V-219149, V-2191585, V-219156, V-219160, V-219166. V-219168, V-219176, V-219184, V-219186,
218, V-219219, V-219220, V-219221, V-219222, V-219223, V-219224, V-219226. V-219226. V-219
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236 , V-219238 , V-219239, V-219240, V-219241, V-219242, V-219243, V-219244, V-219250
V-219254 V-219257 V-219263 V-219264 V-219265 V-219266 V-219267 V-219268

V-219269. . . . . B-219274, V-219275, V-219276, V-219277, V-219277, V-219277, V-219279, V-
23, V-219326. V-219328. V-219330, V-219331, V-219335, V-219336., V-219337., V-219338. V-2193
M V-V-219270 V-219271 V-219272 V-219273255906

Ubuntu 20.04 STIG k7 2 K 1THR 2
BIEBCAMER T I Linux ZATRREY 11l 28 (B4 ) BIEMFTE XM STIG RE |, K :

V-238200, V-238205, V-238231, V-238339, V-238337. V-238339, V-238339, V-238340, V-238345,
238, V-238239, V-238240, V-238241, V-238242, V-238244, V-238245, V-238246, V-238247, V-238
8256, V-238257, V-238258 , V-238264, V-238268, V-238271, V-238277, V-238278, V-238279, V-23
V-238281 V-238282 V-238283 V-238284 V-238285 V-238286 V-238287 V-238288

V-238289, . . B-238294, V-238295, V-238297, V-238297. V-238300. V-238301, V-238302, V-2383
F V-238232 V-238290 V-238291 V-238292 V-238293

Ubuntu 22.04 STIG MR 2 kix < 3
BIEBCAMERA T I Linux KATRREY 11l 28 (B4 ) SRR FTE X/ STIG RE |, UK :

V-260546, V-260473, V-260474, V-260478, V-260485, V-260486. V-260487. V-260489, V-260490,
49, V-260471, V-260514, V-260553, V-260573, V-260576, V-260574, V-260560, V-260561. V-2605
27, V-260528, V-260530, V-260533, V-260534. V-260575, V-260505, V-260506, V-260506. V-2605
V-260557 V-260509 V-260588 V-260589 V-260537 V-260538 V-260535

Ubuntu 24.04 STIG WA 1 iRZ 1
SIEECAHFER T Linux Z1THREY Il 2£ (1BE ) RANMEXEN STIGIRE , UK :

V-270649, V-270651, V-270652, V-270653, V-270654, V-270657., V-270659, V-270661, V-270662,
V-270680, V-270681, V-270683, V-270684, V-270685, V-270687, V-270688, V-270689, V-270692,
703, V-270704, V-270705, V-270709, V-270715, V-270716, V-270718, V-270720, V-270721, V-270
V-270814 V-270815 V-270821 V-270822 V-270823 V-270824 V-270825 V-270826 V-270827

V-270828 V-270829 V-270830 V-270831

STIG-Build-Linux-High k7 2025.1.x

UTHRSERICVAHERTEHEMENN STIGEE, NMEXENRETERATHENWERZEN |, N
BRILAHANTZIREHMEMET, Fltn , FL STIGRBAURFEATFIMIRSE, ALSENFER
AR AR LA HER THLLRE K MHNEEREEHRENER,

STIG R{LaH 67



EC2 Image Builder

RAriEmE

BRTRIIK , FSHSTIGs XiHE, BXNMAEEZEIIRNES , BSH STIGEETLE,

® Note

STIG-Build-Linux-High3&{t A # G 3EFTE 5 9 EC2 TOE EAF STIG-Build-Linux-LowH

STIG-Build-Linux-Medium38{L A 4H STIG IRE , UARFIENEIEART | RXIWERY STIG &

o

RHEL 7 STIG 2 3 ik 15

SDIEBICAHEER T Linux RITAREISESI 1A N1 ( PRFER ) WEHAEZEN STIG RE ,

N
« RHEL 7/CentOS 7/ AL2

V-204424, V-204425, V-204442, V-204443, V-204447, V-204448, V-204455 V-204497
V-204502 V-204594 V-204620 V-204621

RHEL 8 STIG 28 2 ik 2

SDREBICAHEER T Linux RITAREIZESI 1A 11 ( PRFER ) WEHAEZEN STIG RE ,

N
« RHEL 8/CentOS 8/AL 2023

V-230223, V-230265, V-230529, V-230531, V-230264, V-230487, V-230492 V-230533
V-230558 V-244540

RHEL 9 STIG 2 2 ik 3

SDIEBICAHEER T Linux RITAREISESI 1A 11 ( PRFER ) WEHAEZFN STIG RE ,

N
« RHEL 9/CentOS Stream 9

V-257820, V-257821, V-257826, V-257835, V-257955, V-257956, V-258059 V-258230
V-258238 V-257784 \V-257785 V-257984 V-257986 V-258078 V-258094 V-258235

BA

BA

BA
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Ubuntu 18.04 STIG R 2 kxR 15

SIERCAHER T Linux Z1THREISESN 1L F 11 ( PRFER ) RO EXEFRN STIG’RE |, KA
N

V-219157, V-219158, V-219177, V-219212, V-219308. V-219314, V-219316 V-251507 H Y4
V-264388

Ubuntu 20.04 STIG kRZA 2 K1THR 2

SEBRCAMHER T Linux ZITAREISES] 11 F 1L ( FHRFESR ) ®EHMEZEN STIGZE |, X
X

V-238218, V-238219, V-238201, V-251504, V-238326. V-238327 # V-238380
Ubuntu 22.04 STIG MR 2 kix < 3

BIERCAMAER T Linux KITARAIZES 1A 111 ( PRAER ) ®RHMEIIFN STIGIRE ,
N

V-260482, V-260483, V-260523, V-260524, V-260469, V-260526. V-260529 V-260570
V-260571 V-260579 V-260539

Ubuntu 24.04 STIG ARZA 1 k2 1

BIERICASFER T Linux KITARAEISES 1A 11 ( PRAER ) ®RNAEIEN STIGRE ,
N

V-270647, V-270648, V-270665, V-270666, V-270708, V-270717, V-270711 V-270712
V-270713 V-270714

EAT Linux B9 STIG lRAFALIERKAE
AWIBR Linux AHHIRAT LiER. EEE M EENEINERHNRE , BREFAURIE

/BNO

2025 FE—ZFETIL—2025F 11 A4 B :

FHF TUT STIG IRA |, 7£ 2025 FE—ZEMAFRA T STIGS , #8073 Ubuntu 24.04 932
=

STIG-Build-Linux-Low kx4~ 2025.1.x

« RHEL 7 STIG 2 3 fx 15
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« RHEL8 STIG £ 2 ik 2

« RHEL9STIG# 2 ix 3

« Ubuntu 18.04 STIG MRZA 2 fx7< 15

« Ubuntu 20.04 STIG MRZA 2 K1ThR 2

« Ubuntu 22.04 STIG MR7 2 ix7< 3

« Ubuntu 24.04 STIG ARZ 1 ARZ< 1

STIG-Build-Linux-Medium hR74x 2025.1.x

« RHEL 7 STIG % 3 kR 15

« RHEL 8 STIG % 2 ki 2

« RHEL 9 STIG % 2 ki 3

« Ubuntu 18.04 STIG k7= 2 ixZ 15
« Ubuntu 20.04 STIG fRZ 2 K1ThX 2
« Ubuntu 22.04 STIG k7= 2 ix7 3

« Ubuntu 24.04 STIG k7 1 A7 1

STIG-Build-Linux-High 7 2025.1.x

« RHEL 7 STIG % 3 kR 15

« RHEL 8 STIG % 2 ki 2

« RHEL9 STIG % 2 kR 3

« Ubuntu 18.04 STIG k7= 2 ixZ 15
« Ubuntu 20.04 STIG frRZ 2 K1Thx 2
« Ubuntu 22.04 STIG k7 2 ixZ 3

« Ubuntu 24.04 STIG k7 1 A7 1

2024 FEMEETL—2024 F10 A 12 8 :

EH T LA STIG WA |, 1 2024 FENERRAFNAT STIGS , HHRM T HX Linux BHRNFANH
WMASHNEER
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STIG-Build-Linux-Low kRZ< 2024.4.x

« RHEL 7 STIG % 3 kR 15

« RHEL 8 STIG 2 2 ix 1

« RHEL 9 STIG % 2 kR 2

« Ubuntu 18.04 STIG k7= 2 ixZ 15
« Ubuntu 20.04 STIG k7S 2 A7 1

« Ubuntu 22.04 STIG fRZ 2 K1Thx 2

STIG-Build-Linux-Medium hR4x 2024 .4.x

« RHEL 7 STIG % 3 kR 15

« RHEL 8 STIG 2 2 ix 1

« RHEL 9 STIG % 2 kR 2

« Ubuntu 18.04 STIG k7= 2 ixZ 15
« Ubuntu 20.04 STIG k7S 2 iixZ 1

« Ubuntu 22.04 STIG fRZ 2 K1Thx 2

STIG-Build-Linux-High 7 2024.4.x

« RHEL 7 STIG % 3 kR 15

« RHEL 8 STIG 2 2 iX 1

« RHEL 9 STIG % 2 kR 2

« Ubuntu 18.04 STIG k7= 2 ixZ 15
« Ubuntu 20.04 STIG k7S 2 A7 1

« Ubuntu 22.04 STIG fRZ 2 K1Thx 2

2024 FE=FET{— 2024 F£4 10 B (ZRAEL) :
2024 F B=FE X WmWILinuxEHSTIGS&EZE b,
2024 FE-—SEENR-2024 FE5 5108 :

BT STIG fRA |, HX 2024 FEZFERITMNAT STIG, EHE 7X RHEL 9, CentOS
Stream 9 1 Ubuntu 22.04 B9 , N~ FR -
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STIG-Build-Linux-Low kRZ< 2024.2.x

« RHEL 7 STIG IRZA 3 K1ThR 14

« RHEL 8 STIG FRZA 1 Z1THR 14

« RHEL 9 STIG M4 1 &1ThR 3

« Ubuntu 18.04 STIG IRA 2 X1ThR 14
« Ubuntu 20.04 STIG iRA 1 X1ThR 12
« Ubuntu 22.04 STIG MRA 1 Z1THR 1

STIG-Build-Linux-Medium kx4 2024.2.x

« RHEL 7 STIG WR7A 3 Z1ThR 14

« RHEL 8 STIG Mx#& 1 Z1ThR 14

« RHEL 9 STIG WA 1 K1ThR 3

« Ubuntu 18.04 STIG iRA 2 X1ThR 14
« Ubuntu 20.04 STIG MRZA 1 Z£1ThR 12
« Ubuntu 22.04 STIG fRA 1 Z1THR 1

STIG-Build-Linux-High KR4 2024.2.x

« RHEL 7 STIG Mx#& 3 K1ThR 14

« RHEL 8 STIG IxA 1 K1ThR 14

« RHEL 9 STIG WA 1 X1ThR 3

« Ubuntu 18.04 STIG A 2 X1Thx 14
« Ubuntu 20.04 STIG A& 1 £1ThR 12
« Ubuntu 22.04 STIG IRA 1 X1THhR 1

2024 FE—FEENR-2024F2 A6 B :
EHT STIG WA, 73X 2024 FHE—FERTHREAT STIG , MTAR :
STIG-Build-Linux-Low k7% 2024.1.x

« RHEL 7 STIG 4 3 X1ThR 14

STIG R{LaH
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« RHEL 8 STIG k& 1 &x1Thi 13
« Ubuntu 18.04 STIG fxZ 2 X1Thx 13
« Ubuntu 20.04 STIG fRZ 1 Z1ThR 11

STIG-Build-Linux-Medium hR74x 2024.1.x

« RHEL 7 STIG k& 3 x1ThR 14
« RHEL 8 STIG k& 1 &x1Th 13
« Ubuntu 18.04 STIG fxZ 2 X1Thx 13
« Ubuntu 20.04 STIG iR 1 Z1ThR 11

STIG-Build-Linux-High 7 2024.1.x

RHEL 7 STIG MR 3 X1ThR 14
RHEL 8 STIG WA 1 XK1ThR 13
Ubuntu 18.04 STIG 7 2 & 1ThR 13
Ubuntu 20.04 STIG k7 1 K 1ThR 11

2023 FEMEEER-2023F 12 A7 8 :
BT STIG fRA |, H3t 2023 FENEELTRRAT STIG, MITFFAAR :

STIG-Build-Linux-Low kx4~ 2023.4.x

« RHEL 7 STIG 4 3 X1Th 13
« RHEL 8 STIG A 1 K1Thix 12
« Ubuntu 18.04 STIG R4 2 X1ThR 12
« Ubuntu 20.04 STIG x4 1 X1ThR 10

STIG-Build-Linux-Medium kxZx 2023.4.x

RHEL 7 STIG MR 3 & 1Th 13
RHEL 8 STIG MR 1 K1Th 12
Ubuntu 18.04 STIG R4~ 2 K1ThR 12
Ubuntu 20.04 STIG R4~ 1 K1ThR 10

STIG R{LaH 73



EC2 Image Builder

RAriEmE

STIG-Build-Linux-High k7 2023.4.x

« RHEL 7 STIG IRZA< 3 K1ThR 13
« RHEL 8 STIG IxA 1 K1ThR 12
« Ubuntu 18.04 STIG kX2 2 &£1ThR 12
« Ubuntu 20.04 STIG A 1 &1ThX 10

2023 FE=FEFEQN —2023F 10 A4 B :

BEHT STIG hixA , H3f 2023 FE=FERTHRMUAT STIG, TR :

STIG-Build-Linux-Low 7% 2023.3.x

RHEL 7 STIG MxZA 3 Z1ThR 12
RHEL 8 STIG MxZA 1 &Z1ThR 11
Ubuntu 18.04 STIG hRZX 2 &Z1ThR 11
Ubuntu 20.04 STIG fRZA 1 Z1THR 9

STIG-Build-Linux-Medium kxZx 2023.3.x

« RHEL 7 STIG k7 3 K1ThR 12

« RHEL 8 STIG iR#Ax 1 K1ThR 11

« Ubuntu 18.04 STIG kA 2 £ 1ThR 11
« Ubuntu 20.04 STIG kx4 1 £1THR 9

STIG-Build-Linux-High 7 2023.3.x

« RHEL 7 STIG IR 3 K1ThR 12

« RHEL 8 STIG IR 1 K1ThR 11

« Ubuntu 18.04 STIG iRA 2 X1ThR 11
« Ubuntu 20.04 STIG R4 1 £1THR 9

2023 FE-FEER —2023F 583 B :

BT STIG A , A3t 2023 FEZFEXTRBA T STIG, TR :

STIG R{LaH
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RAriEmE

STIG-Build-Linux-Low k7 2023.2.x

« RHEL 7 STIG k& 3 &R1Thx 11

« RHEL 8 STIG hx#& 1 &x4Th 10

« Ubuntu 18.04 STIG k7 2 K1ThR 11
« Ubuntu 20.04 STIG fRZA 1 X1Thx 8

STIG-Build-Linux-Medium ks 2023.2.x

« RHEL 7 STIG hx#A 3 &Z1Th 11

« RHEL 8 STIG hx#& 1 &x4Thi 10

« Ubuntu 18.04 STIG x4~ 2 &X1ThR 11
« Ubuntu 20.04 STIG x4~ 1 X1ThR 8

STIG-Build-Linux-High Mx7< 2023.2.x

« RHEL 7 STIG hx# 3 &Z1ThR 11

« RHEL 8 STIG k% 1 &x4Thi 10

« Ubuntu 18.04 STIG x4~ 2 X1ThR 11
« Ubuntu 20.04 STIG x4~ 1 X1ThR 8

2023 FE—FEER —2023F 3 A 27 B :

EHT STIG MRA , 734 2023 FE—FERTHREAT STIG , MMTAR :

STIG-Build-Linux-Low kX7~ 2023.1.x

« RHEL 7 STIG 4 3 & 1Th 10

« RHEL 8 STIG x4 1 K4Th 9

« Ubuntu 18.04 STIG x4 2 X1ThR 10
« Ubuntu 20.04 STIG R4 1 K1ThR 7

STIG-Build-Linux-Medium kx7~ 2023.1.x

« RHEL 7 STIG 4 3 &1Thix 10

STIG R{LaH
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« RHEL 8 STIG 7 1 &1Thx 9
« Ubuntu 18.04 STIG k7 2 &Z1Thx 10
« Ubuntu 20.04 STIG fRZA 1 K1ThR 7

STIG-Build-Linux-High 7 2023.1.x

« RHEL 7 STIG k% 3 &x4Thi 10

« RHEL 8 STIG 7 1 &1Thx 9

« Ubuntu 18.04 STIG frZ 2 &X1Thx 10
« Ubuntu 20.04 STIG fRZ& 1 K1ThR 7

2022 FENEEEHR —2023F2 A 18 :
BT STIG fRA |, HXt 2022 FHENEELTRBAT STIG, TR :
STIG-Build-Linux-Low AR7% 2022.4.x

RHEL 7 STIG MR 3 R1ThR 9
RHEL 8 STIG MRZ< 1 X1ThX 8
Ubuntu 18.04 STIG k7 2 & 1THR 9
Ubuntu 20.04 STIG iRZA 1 K1THR 6

STIG-Build-Linux-Medium kxZ< 2022.4.x

RHEL 7 STIG MR 3 R1ThR 9
RHEL 8 STIG MRZ< 1 X1ThX 8
Ubuntu 18.04 STIG k7 2 & 1THR 9
Ubuntu 20.04 STIG kRZA 1 K1THR 6

STIG-Build-Linux-High KR4 2022.4.x

« RHEL 7 STIG hx# 3 &K4Th 9
« RHEL 8 STIG hx#~ 1 &X4Thx 8
« Ubuntu 18.04 STIG R4 2 K1ThR 9
« Ubuntu 20.04 STIG R4 1 XK1ThR 6
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2022 EHE=FEFHR —2022F9A 3008 (LEHX) :

2022 FE=FE XTI Linux A4 STIGS TE X,
2022 EE-FEEHRN —2022F 8 A2 H :
5IAT Ubuntu X3F , B 7 STIG MRA& , HX 2022 FFE=—FEXITHRMA T STIGS , TR :

STIG-Build-Linux-Low kRZx 2022.2.x

« RHEL 7 STIG 7 3 K1Thx 7
« RHEL 8 STIG hx7 1 K1Thx 6
* Ubuntu 18.04 STIG hx#A 2 R1ThR 6 ( 2% )
* Ubuntu 20.04 STIG hx#& 1 R1ThR 4 ( 2% )

STIG-Build-Linux-Medium hR74x 2022.2.x

« RHEL 7 STIG 7 3 K1Thx 7
« RHEL 8 STIG 7 1 K1Thx 6
* Ubuntu 18.04 STIG hix#A 2 R1ThR 6 ( 2% )
* Ubuntu 20.04 STIG hx#A 1 R1ThR 4 ( 2% )

STIG-Build-Linux-High 7 2022.2.x

« RHEL 7 STIG 7 3 K1Thx 7
« RHEL 8 STIG 7 1 K1Thx 6
* Ubuntu 18.04 STIG hix#A 2 R1ThR 6 ( 2% )
* Ubuntu 20.04 STIG hx#& 1 R1ThR 4 ( 2% )

2022 FE—FEERN—2022F 4 A 26 B :

EEMUSENBREFNIR, F2aliy AL2 A5 RHEL 7 £&EM. BT STIG A |, HXY
2022 FE-FERTREAT STIG , TR :

STIG-Build-Linux-Low hx7~ 3.6.x

« RHEL 7 STIG k% 3 K4Thi 6
« RHEL 8 STIG %A 1 K4Th 5
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RAriEmE

STIG-Build-Linux-Medium kg7 3.6.x

« RHEL 7 STIG k7 3 X1Thx 6
« RHEL 8 STIG & 1 K4Thx 5

STIG-Build-Linux-High Mix 7 3.6.x

« RHEL 7 STIG k% 3 X1Thx 6
« RHEL 8 STIG %A 1 K4Th 5

2021 FENFEER —2021 £12 A 20 B :

BT STIG A |, H3t 2021 FENEELTRBAT STIG, TR :

STIG-Build-Linux-Low RZx 3.5.x

« RHEL 7 STIG 7 3 &K1Thx 5
« RHEL 8 STIG k% 1 X1Thi 4

STIG-Build-Linux-Medium kx4 3.5.x

« RHEL 7 STIG k% 3 X4Thx 5
« RHEL 8 STIG % 1 &K1Th 4

STIG-Build-Linux-High BR7s 3.5.x

« RHEL 7 STIG % 3 K4Th 5
« RHEL 8 STIG 7 1 &K1Th 4

2021 FE=FEFER —2021 F9 A 30 B :

BEH T STIG A |, Xt 2021 FE=FEXRTHRNAT STIG , TR :

STIG-Build-Linux-Low M7 3.4.x

« RHEL 7 STIG k% 3 K1Thix 4
« RHEL 8 STIG x4 1 &K4Th 3

STIG R{LaH
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STIG-Build-Linux-Medium kg7 3.4.x

« RHEL 7 STIG 7 3 X1Thx 4
« RHEL 8 STIG 7 1 &1Thx 3

STIG-Build-Linux-High fxZ 3.4.x

« RHEL 7 STIG 7 3 X 1Thx 4
« RHEL 8 STIG k7 1 &1Thx 3

SCAP &M M IF g4 4

ZERNB BB (SCAP) BR—EfrEE , #HITZWLARARAINARFZEREALBREN

M., SCAP &# 440288 (SCC) BR—FHA T SCAP RIIMIAMITE AT EBEEEERF O
(NIWC) 5%, BXEZEE , HSRAERE NIWC Mt LN Z 2 RAE B3 LI (SCAP) &l MK E
8 (SCQC)s

EC2 TOE scap-compliance-checker-windowsflscap-compliance-checker-linuxf#7E
EEMENNERM ETEHRE SCC AR, AHEZHEITH , ©2EA DISA SCAP E&EN KT
3 FHRIINEERE , ARMIEUATEENRE. EC2TOE ELFEEBEALNNARRFH

5o

. MATRAL STIG B E.
. SEHIBA BT S H,

RIMNBWERZTT SCAP RIEENNESENRE—F , MARKRESEBNSAMRIELER,

(® Note
BULAER STIGEETE —&E&IRE, XETITETEN DoD Cyber Exchange 43K 5.

UT&ETNE SCAP BiFAHITEMEH,
scap-compliance-checker-windows k4% 2024.03.0

Zscap-compliance-checker-windows4H#7E Image Builder J9 3% iz R 5 i 8 2 #Y EC2 3£
5l £i217, EC2 TOE id3% SCC NARRFERMWIRE F 25,

STIG R{LaH 79
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ZAHMITUT IERESR !

1. THEHRE SCC NAEF.

2. SAGHMEE,

3. fM SCC RAEFEITRILE,

4. FEAMREN S BRFER G HEEHIRE L,

5. FHEAMDBMNARIREIZFEE EC2 TOE NARF AEXHH,

(® Note
EC2 TOE B #I%#f Windows Server 2012 R2 MS, 2016, 2019 2022 F#y SCAP &# 1%
Bif,

EAT Windows Y SCAP &M R ERRHM IIEUTEAE
SCC M4~ : 5.10

2023 FREMEEEE :

» u_ms_defender_antivirus_v2r5_stig_scap_1-2_Benchmark

« U_MS_ _framework_4-0_v2r2_stig_scap_1-2_Benchmark DotNet

« U_MS_ _v2r6_stig_scap_1-2_Benchmark IE11

» u_ms_windows_2012_and_2012_r2_dc_v3r5_stig_scap_1-2_Benchmark
* u_ms_windows_2012_and_2012_r2_ms_v3r5_stig_scap_1-2_Benchmark
» u_ms_windows_defender_firewall_v2r3_stig_scap_1-2_Benchmark

* u_ms_windows_server_2016_v2r7_stig_scap_1-2_Benchmark

* u_ms_Windows_server_2019_v3r2_stig_scap_1-2_Benchmark

* u_ms_windows_server_2022_v2r2_stig_scap_1-2_Benchmark

* u_can_ubuntu_20-04_lts_v1r10_stig_scap_1-2_Benchmark

u_rhel_7_v3r15_stig_scap_1-3_Benchmark

u_rhel_8_v1r13_stig_scap_1-3_Benchmark

u_rhel_9_v2r1_stig_scap_1-3_Benchmark
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scap-compliance-checker-linux MxZ4s 2021.04.0

Zscap-compliance-checker-1linux4#7E Image Builder J3 #32 FMi= AR & o I HY EC2 3£41
Eiz17, EC2 TOE i2% SCC M ARF 4L RHVIR & 2 3o

ZAHMITUTTERESR

1. THHZ% SCC NARF.

2. SAGHMEKE,

3. f#H SCC NAEFREITRILE,

4. HEAMBENIBREERBHESSFINLTME : /opt/scc/SCCResults,
5. FEAMDBMARiIREIERE EC2 TOE RARRF HEXHH,

(® Note

EC2 TOE HiXx3#F RHEL 7/8 # Ubuntu 18.04/20.04 # SCAP §#i M ¥if, SCC MAEFH
Bl S 3F x86 R 1T,

BT Linux B9 SCAP Sl MK ERAHITIEUTEE
SCC W4~ : 5.10
2023 FENEEEE :

* u_can_ubuntu_20-04_lts_v1r10_stig_scap_1-2_Benchmark
» u_rhel_7_v3r15_stig_scap_1-3_Benchmark

* u_rhel_8_v1r13_stig_scap_1-3_Benchmark

* u_rhel_9_v2r1_stig_scap_1-3_Benchmark

« u_ms_defender_antivirus_v2r5_stig_scap_1-2_Benchmark

U_MS_ _framework_4-0_v2r2_stig_scap_1-2_Benchmark DotNet
U_MS_ _v2r6_stig_scap_1-2_Benchmark IE11

* u_ms_windows_2012_and_2012_r2_dc_v3r5_stig_scap_1-2_Benchmark
* u_ms_windows_2012_and_2012_r2_ms_v3r5_stig_scap_1-2_Benchmark

» u_ms_windows_defender_firewall_v2r3_stig_scap_1-2_Benchmark
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* u_ms_windows_server_2016_v2r7_stig_scap_1-2_Benchmark
* u_ms_Windows_server_2019_v3r2_stig_scap_1-2_Benchmark
* u_ms_windows_server_2022_v2r2_stig_scap_1-2_Benchmark

SCAP HRZA[F 218 3%

TRIIR T AP HEIRE SCAP IMREMRENEEE X,

6 U =g
205 5 2025 F 4 A 11
SCAP B3 scap-compliance-checker-windows kR4 2024.03.0 H

( SCC R : 5.10 )

scap-compliance-checker-windows kR4 2025.01.0
( SCC % : 5.10)

2021 12 H 2
2023 FEMEFE - EIO Fl2R20
SCAP B scap-compliance-checker-windows kR4 2023.04.0

( SCC hx#A : 5.8)

scap-compliance-checker-windows kR4 2023.04.0
(SCC r7s : 5.8)

r0zs FE= S 2023 % 11 A 13
=—=FF .
SCAP T scap-compliance-checker-windows KxZx 2023.03.0 H

( SCC WA : 5.7.2)

scap-compliance-checker-linux ix4s 2023.03.0 (SCC
MR : 5.7.2)

2021 £ 12 A 20

WY SCAP 4 HEH TLLTF SCAP 4 : 5

i3

28172 scap-compliance-checker-linuxkix4x 2021.04.0
( SCC IR : 5.4.2)

STIG R{LaH 82



EC2 Image Builder ArfEm

B DU B

2812 scap-compliance-checker-linuxkx4x 2021.04.0
(SCC r7A : 5.4.2)

79 Image Builder BR{&TF & B E XA #

FA B EECNAN |, BIEECSHBEIMNEBEN Image Builder B, FAUTEZRAZEH Image
Builder MUK B BREL ST K BE LA K

1. MBREF R A XA ER I E#H /TR , WA LAZ % EC2 Task Orchestrator and Executor
(EC2 TOE) NARFHEAMIUTEN EH#HTIRE, BXEZER , 20 FHREUTABEENA
# EC2 TOE,

2. BIEEAAHHELSRMN EC2 TOE HH X, BXxNMERNESZER |, BESRMER EC2 TOE 4
HESTRYAEZR 6078 B E A

3. BIEBEEN AL , BIEESNAH X, BXREZEL , B2 £/ Image Builder 81— B
E N A,

£
* 7£ Image Builder 73 BE XA KO YAML HH 30
« £/ Image Builder 81— 1B E LA H

7 Image Builder # 7 BEE A4 BIE YAML H 431

EMEAN  LTERH YAML & JSON RARFEA XN, ZXHEEE TEENEHREEE LT
EXHHERMSBRAZITHIR,

ATHHN—EROIGIET —MIBAH , Z4AH4E EC2 TOE AHEENARFFEAUpdate0SEE
Bk, ZEREFIRIERS, BX Update0S BERRNEZEER |, HZH UpdateOS,

macOS BRERS RBIEA ExecuteBash BIERRK LEFKIUE wget SEFAEF. UpdateOS BER
RA L macOS, B>k ExecuteBash BEEMRMNEZELR |, S ExecuteBash, Hx EC2 TOE
NMARFAHXEOMER., SRMBEENESER , B5HE EC2 TOER A XY,

FFRBEAH 83
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(@ Note
Image Builder ARIFA M P E LB RBEERHFRE , WTFAAR

- MR - X2RERIANAHRE, FARAXRINAAHNAHRB2WEAY., XTRBNAH
EMREGHEMNEREZET. MRHEWEBAHBEEN test MHER , MZM ERIEN R ERIEZE1T

o M - BREBNAAHEE , AUHEXRSBANETE—NERN test W R, N TEMEAH
EEMEXON , BIMNBWETFEFERMIWNRAH, B , EXBNEEAHSER
test M ER,

B3 Image Builder 3{al 7 923 FEH £ A EX (stage) FBTER (phase) SREIEH 4 TIERKY
EZER , #5R FAEHEE N Image Builder B 1%,

BENREINARRFEE YAML NAREFEAXY , TREBESENRBRERSTLENETF LSRR
BATHRAE.

Linux
®13 YAML 434

FEAXHRETECIRENAG X, XA RGIERASER update-1inux-os.yaml X4 , 8
SWMTHEA :

# Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy of
this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy, modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software, and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
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# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
name: update-linux-os
description: Updates Linux with the latest security updates.
schemaVersion: 1
phases:
- name: build
steps:
- name: UpdateOS
action: UpdateOS
# Document End

® Tip
EREBIERFERGEL YAML Validat 5 YAML lint ¥ BiXAN T ERRKIF YAML B2
AIEH,
Windows
#12 YAML A4

FERAXHRETEQRENAG X, XETRBIERARBN update-windows-os. yaml 93X,
BEWMTARE :

# Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy of
this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy, modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software, and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION

# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
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# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
name: update-windows-os
description: Updates Windows with the latest security updates.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: UpdateOS

action: UpdateOS

# Document End

® Tip
ERBINERFEHBGEL YAML Validat & YAML lint ¥ BiX# M T EREKIE YAML X2
AIEH,
macOS
B YAML B

FRNHRETEREBNAG I, X ROIERE RN wget-macos. yaml WX , EWT
AR :

name: WgetInstallDocument
description: This is wget installation document.
schemaVersion: 1.0

phases:
- name: build
steps:
- name: WgetBuildStep
action: ExecuteBash
inputs:
commands:
- |
PATH=/usr/local/bin:$PATH
sudo -u ec2-user brew install wget

- name: validate
steps:
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- name: WgetValidateStep
action: ExecuteBash
inputs:
commands:
-
function error_exit {

echo $1
echo "{\"failureMessage\":\"$2\"1}"
exit 1

}

type wget
if [ $? -ne @ ]; then

error_exit "$stderr" "Wget installation failed!"
fi

- name: test
steps:
- name: WgetTestStep
action: ExecuteBash

inputs:
commands:
- wget -h
® Tip
ERBHRERFEHABREL YAML Validat 3 YAML lint 7 BiX#H#H T EREUE YAML #&3X 2
BRI,

&/ Image Builder 812 —MNBENAH

TERAHXRE , BRI LER T XA Image Builder BB A AT AMERAN B E LA G, ELUEE Image
Builder #2244 . API & SDKs@i ST BENAH. BXxA0EEMASHNBEENNAGFHER
FHRERAZAHNEZER , BSRHE  CIEF AR ASHNWEE LA,

UTE&WE@ENAES RS A HiEBEST Amazon CLISIZEEA 4,

AR
- BEFAEEEENAH
- \HaIEBENAH Amazon CLI
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o SABELUMAFRIESAH Amazon CLI

BEGAtEEE LAY
EEXN Image Builder #4682 EC2 TOE NARFAH , BHITUTISER :

1. $TF EC2 Image Builder #£#|& , it Fhttps://console.aws.amazon.com/imagebuilder/,
2. ESMBERTPEFRAH. AfE , %#F Create component (BIZAH),
3. 1£ Create component (81224 #) W HE LA Component details (AHFiFAER) T, WAL TH

<

=

a. Image Operating system (OS) (RBIRIERS (0S)). EESZAURBNBRERS,

b. Component category (A3 5). MTHIIFRF , EREQNENER RN XA HRIEE,
c. Component name (BHEF). WMALHNBER.

d. Component version (AHFIRA). i ABHHIMRAES,

e. IR, RMEANERN IR B EFRRA M,

f.  Change description (Eakifiif), IRETEMER | EBE T B ZAHRAHITHER,

4., HEENXEHRDH , MINETAELXEART, AHXHEERT Image Builder 892 FM i 3L 451

EHATH R T e 2R AVRE,

ERBESP , ALK YAML AHXHERAE. EM Linux B9 Hello World REIFF8 | ERZFFER
AR, BETHBAXRNMEIE YAML A4 XM IZREE & H L UpdateOS REINEZE
B, #2# £ Image Builder 7 B E LA HBIEE YAML 4B 4 3284,

5. HERALAHFAERE  ERCIBAMH,

(® Note

ERCERNEHEANEFTENHTANG  FHRABNRESRAEA THRINHAEAHS
Ro MRS THAASIRIEBMIBRES L,

6. ZEMIEREAH , EM Components (A1) TEHFEFERROAHZBNEENRE. M Actions (IR1E)

THiFERF | % Delete component (il BRE 4 ).

ERAM
EOEFOEMRE  FEBUATIR
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1. BURTEMNBMIETE -

« NAHIIRITE — ZPEHFBHZLNERE , ARMNREREPIZZEQEHTRA
- NEHFBERE — REREE L A6 BT R,

2. HETRCIBEAHGTEN , AHEECHEAYNERTESR, RRBRUIBAGSREMAMH, XHET
FREA R AR R i A — VB LRA, BT ##EX Image Builder BIREVE L RAEHWE ZE
2 , 2 ®Image Builder F#YE Y RA R H,

Ml B E Y 4E 4 Amazon CLI

FEART G | G AR E M E A B #Y Image Builder 5% Amazon CLI 3R 812 EC2 TOE M ARRF
A, WTRFTR.

o FEM YAML A4S EE BT NG BT AN S3 F#Ef.
« i Fcreate-component@i 8|2 EC2 TOE MARFAH,

- £/ list-components S MERFEESR I HAGRAE , AEFSFEWLMRA, ERTLAEHH LK
T4 7E N7 52 A BN R AN BE AT S #A o

EiRFEM A YAML X#8/22 EC2 TOE NARFAH , BREBESENMGIRERSELAHETER N SR
B’4E,
Linux

FEH N AR A 4 X765 E) Amazon S3 H

BATLAE A S3 FMEME1ERN EC2 TOE RARFAF RN ENEMEE, EFMFAM TR |, FHiREBU
THRIEE -

284 £ 3 Amazon S3

MREHXHNDNT 64 KB, M TATLABKI IR, KA 64 KB E RIS RAMFMTE
Amazon S3 &,

aws s3 cp update-linux-os.yaml s3://amzn-s3-demo-destination-bucket/my-
path/update-1linux-os.yaml

f# /A Image Builder 812 B E LA H# 89



EC2 Image Builder ArfEm

M YAML SCH461 2R 4H 4

EE b I8 1E  F FH B create-component@$s Amazon CLI , E8IZE—1 JSON X4 , EHEEEHE
BAMTHIIELAHSH., BREENESEN update-1linux-os.yaml XHMME, uri 8
EXEEXHEIMA,

(® Note
JSON XHHHIFEEMN G RYEEMEN Image Builder API 2EEFERSHIEENER, BE
& APl (s BiERS% , 52 Im EC2 age Builder API 22 s CreateComponent®i o
ENBEEENDTITSHEM , 5509 (Amazon CLI S5 A) FIEENSHE .

1. ©IZ CLI %A JSON X4

FERAXHRETERERN create-update-linux-os-component. json B3 ¥, I

NTHE :

{

"name": "update-linux-os",

"semanticVersion": "1.1.2",

"description": "An example component that updates the Linux operating system",
"changeDescription": "Initial version.",

"platform": "Linux",

"uri": "s3://amzn-s3-demo-destination-bucket/my-path/update-linux-os.yaml",

"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7189-01234561789c",

"tags": {
"MyTagKey-purpose": "security-updates"
}
}
2. tIEAH

ERAUTHSRIREAH , SIAGEL—SHEIEM JSON XHMHXHES :

aws imagebuilder create-component --cli-input-json file://create-update-linux-
os-component. json
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® Note

« JSON X#BEFTX#MEBE file:// HE.

- JSON X B ENERZETHTHERRERENENAE. Hl , Windows fF
BARFT (\) 5| FH B & , M Linux # macOS A ERT (/).

Windows
20N AREFAH T E Amazon S3 H

BRI LAE A S3 FiEfEEN EC2 TOE RARFAEM RN FHE. EFMAMF X, HREU
DEZ G

53044 £ E] Amazon S3

MREHXENT 64 KB, M AT LABKI LB IR, KA 64 KB 2 E KB XA TIF# E
Amazon S3 &,

aws s3 cp update-windows-os.yaml s3://amzn-s3-demo-destination-bucket/my-
path/update-windows-os.yaml

M YAML #5612 4H 4

E WL IE1E B F M create-componentds ™ Amazon CLI , IE8IZ—/ JSON X # , EFEEEE
BAWTHNFIELANHS . SREENHEBIEN update-windows-os. yaml XHEMME, uri
BENGDEXHSIA.

@ Note
JSON XHHHIFEEMN B RAYEEMREN Image Builder API 2EERSHIEENER, BE
& APl (s 5ERSE , 55 ® Im EC2 age Builder APl & f#J CreateComponentii ¥ o
EFBEEENTSITSHRIEY , 556 (Amazon CLI 55 A) PIEENSHEN.
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1. #IZ CLI %A JSON X4

FRANHRETIESEEN create-update-windows-os-component. json B4, 2
FEUTHE :

"name": "update-windows-os",

"semanticVersion": "1.1.2",

"description": "An example component that updates the Windows operating
system.",

"changeDescription": "Initial version.",

"platform": "Windows",

"uri": "s3://amzn-s3-demo-destination-bucket/my-path/update-windows-os.yaml",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7f89-01234561789c",

"tags": {

"MyTagKey-purpose": "security-updates"

}
}

(@ Note

+ JSON X BEFLMMEE file:// FE,

+ JSON XHH RN EFEITH THWERNRERENMENAIE, Hln , Windows £
BARAHT () 51 F B X2 , M Linux M macOS ERAIERMT (/).

2. BIEEAH

ERAUTHRRIRAH , SIASEL—SHIEM JSON XHHXHEA :

aws imagebuilder create-component --cli-input-json file://create-update-windows-
os-component. json

® Note

« JSON XHBEFISMEE file:// H5

« JSON XHHBEMNERZTHTHNERARERZNENIE. FlE0 , Windows £
ARFHT (\) 5| B XE%ZE , M Linux 1 macOS A ERHT (/).
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macOS
20N AR FAHXEFEE Amazon S3 H

SERIAER S3 MRS EC2 TOE RARF AN IZME, BIEMHEANITH , kB
FHRIBIE -

o XA L4 E| Amazon S3

MREHXH/NT 64 KB, MTATBABK IR, KA 64 KB = E KB SR ATFMTE
Amazon S3 &,

aws s3 cp wget-macos.yaml s3://amzn-s3-demo-destination-bucket/my-path/wget-
macos.yaml

M YAML SZ#481 240 4

E""ﬁﬂsﬁ“\’fiqﬂﬁﬁﬁ #create-component@i ¥ Amazon CLI , iE8|Z—1 JSON X# , EF I ESEH£
eSS

BAMTNIIEAH S, BREENELEN wget-macos. yaml MR E, uri BEXNE
EXH5IA.

(® Note

JSON XHFHIFEEMNGRYEEMEN Image Builder API 2EEFERSHIEENER, BE
& APl 3 BiERS% , 52 M Im EC2 age Builder API & sy CreateComponent&i o
ENREEENDTSITSHEMR , 5500 (Amazon CLI S5 A) FIEENSHKE .

1. @% CLI # A JSON 3 fF

FERAXHRETIESEREN install-wget-macos-component. json B3, BIFEUTH

S

="

"name": "install install-wget-macos-component",

"semanticVersion": "1.1.2",

"description": "An example component that installs and verifies the wget
utility on mac0S.",

"changeDescription": "Initial version.",

"platform": "macO0S",
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"uri": "s3://amzn-s3-demo-destination-bucket/my-path/wget-macos.yaml",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7f89-01234561789c",

"tagS": {
"MyTagKey-purpose": "install-software"
}
}
2. flEAH

ERAUTHRTRRAYH , SIASEL - S OIERN JSON XHHXHE :

aws imagebuilder create-component --cli-input-json file://install-wget-macos-
component. json

(® Note

+ JSON X BEFAMMIE file: // TFE,

+ JSON XHH RN EFZITH THWERRERENMENAIE, Hln , Windows £
BARAHT () 51 B B X2 , M Linux M macOS ERAIERMT (/).

EC2 TOE ‘#4424l , AT REHEH Amazon CLI

EC2 TOE AHZMMRA R AEL LAY Amazon BIREH (ARN) |, L TAHRN R /R, AHNE
MR AEA B CE—H ARN, SIZFRANSRECEZFAGNSRELAEE , IREZZEAHS
MR R R ME—H . BT # A X Image Builder BIRHE X RARFENESEEL , HZHImage
Builder F1 By & X AR AN $2

NBRIET —MNEERAE , BARNEENNVAHFNIEMRAIIR, FHWE Amazon CLI, &
Hlist-componentsan 5 FH 3 17 ik o

FHRGIF |, R RBEEELN Linux REIFSIZNAGNZHRITHE. BEFHECIENAH | B6F
FA&7E create-component as = EAK JSON XHHH name SHE,

aws imagebuilder list-components --filters name="name",values="update-linux-os"

{
"requestId": "123a4567-b890-123c-45d6-ef789ab@cdle",

"componentVersionList": [

{
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arn": "arn:aws:imagebuilder:us-west-2:1234560087789012:component/update-
linux-0s/1.0.0",

"name": "update-linux-os",
"version": "1.0.0",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2020-09-24T16:58:24.4447"

arn": "arn:aws:imagebuilder:us-west-2:1234560087789012:component/update-
linux-o0s/1.0.1",

"name": "update-linux-os",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2021-07-10T03:38:46.091Z"

BESHVER , B UBE T — MRAENIZZMT XL
S ABIZA LA A A1 2 4H 4 Amazon CLI
EREEBRT , NAFEENRARAFOUEERS — X, NTFARAXHFWER , B AERLLT =1,

ZRBIBEZREE—/NENRN import-component.json BIX#H (MR ) . BEE , ZXHERE
5| T —1& A PowerShell BIZ&AdminConfig.psl , ZMIAE L& Ramzn-s3-demo-source-
bucket, Bl , A# format X#F SHELL,

{

"name": "MyImportedComponent",

"semanticVersion": "1.0.0",

"description": "An example of how to import a component",
"changeDescription": "First commit message."

"format": "SHELL",

"platform": "Windows",

"type": "BUILD",

"uri": "s3://amzn-s3-demo-source-bucket/AdminConfig.psl",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/60763706-
b131-418b-8f85-3420912f020c"
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}

ENSAGHHACIEAY  BETUTHR,
aws imagebuilder import-component --cli-input-json file://import-component.json

® Note

NBRENRH , BELEERERERHINRACIENRRMNEE, BXMER Image Builder
FHERNESZER , HZHE BBRSHZARFEAR Image Builder %R,

Image Builder #0{a]f§ /| EC2 Task Orchestrator and Executor M
EFEEAN

EC2 Image Builder fEf EC2 Task Orchestrator and Executor (EC2 TOE) N AR FRimHEE M T /£
., BUREEENNRBEG , MEFIAD devops MIAHAKB, UNARFEBENMZTEARES
B M SRR RV A 1

EC2 TOE 22— MAMHNNAERF , YEIEBEA | Image Builder &FFH 223 E ¥ A= 3241
b, BUALUFEFHLREE EC2 EHlL , UAIEZACHWEEN A, EXRFTEEMEMZE ,
BATE AR #IE 1T,

AFS

- EC2TOE T#

- ZEFNXE

- EC2TOE 655 Z&

- FHREUAFREENAH EC2TOE

- {5/ EC2 TOE A# 4 ERME B EAH

- EC2 TOE AH BRI HNREER

- BE EC2 TOE BITHSHEA

EC2 TOE T &

ERRKXEC2TOE , BFERERTENRAMF AN T HaEE, MREEZIRSH VPC KirTR
( #1%0 Image Builder ) , %4 uwT7 QAT AN B E L L iw T QKM , EHhaEine S3 it

EC2 TOE A EERBNARRF 96



EC2 Image Builder

RAriEmE

1T EC2 TOE THMMNR, BN , BAVIEMNARXFIFHFEETHEIFHA (bootstrap.sh) HEE

EC2 TOE NAERF. EXEZEE , BZH 7 Image Builder 12 VPC s S 5K ko

/A Important

Amazon EFEZRSEUEXT TLS Mx4s 1.0 # 1.1 B9x3%F, EiF6) S3 F#E#HIT EC2 TOE T

B, BNEFIRRELAER TLS A 1.2 REGRE, BXESEER |, HZHAmazon tiE

BEXE,

£

386

AMDG64

AMDG64

F4
AL 2 #2023
RHEL 7, 8 M9

Ubuntu 16.04, 18.
04, 20.04, 22.04
24.04

CentOS 7 1 8
SUSE 12 A 15
AL 2 #2023
RHEL 7, 8 # 9

Ubuntu 16.04. 18.
04, 20.04, 22.04
24.04

CentOS 7 M 8
CentOS Stream 8
SUSE 12 # 15

macOS 10.14.x
(Mojave), 10.15.x

https://a

wstoe- <region>.sZ?
s.com/latest/
linux/386/awst

https://a

wstoe- <region>.sZ?
s.com/latest/
linux/amd64/aw

https://a
wstoe- region.s3.1 east-1.s3.us-east

=~

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/linux/386/
awstoe

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/linux/amd64/
awstoe

https://awstoe-us-
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R

AMDG64

ARMG64

X EFR X

¥4

(Catalina), 11.x (Big
Sur), 12.x (Monterey)

Windows Server 2012
R2. 2016, 2019
2022

AL 2 7 2023
RHEL 7, 8 M9

Ubuntu 16.04, 18.
04, 20.04, 22.04 #
24.04

CentOS 7 M 8
CentOS Stream 8

SUSE 12 # 15

EC2 TOE EU T REXFENMIYNAEF.

Amazon Web Services X1 & =F

KERER (HEM )

XERE (HFRILMIEER)

Amazon GovCloud ( EZEZHRZB)

Amazon GovCloud ( E£EEZB )

TRz

s.com/latest/
darwin/amd64/a
wstoe

https://a

wstoe- <region>.sZ?

s.com/latest/
windows/amd64/
awstoe.exe

https://a

wstoe- <region>.s?

s.com/latest/
linux/arm64/aw
stoe

=~

-1.amazonaws.com/
latest/darwin/amd64/
awstoe

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/windows/a
md64/awstoe.exe

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/linux/armo64/
awstoe

Amazon Web Services X5

us-east-2
us-east-1
us-gov-east-1

us-gov-west-1

XX
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Amazon Web Services XiF & F Amazon Web Services X i3
ZEES ( MAFEILILEE ) us-west-1
XEEI (HREXM ) us-west-2

IEM (FER) af-south-1
TARMX (&F#E) ap-east-1
TARMX (KR ) ap-northeast-3
TA#X (BER) ap-northeast-2
TAH#X (F3K) ap-south-1
TA#X (BEHE ) ap-south-2
MUK X (FThnig ) ap-southeast-1
WA#X (FEE ) ap-southeast-2
MU AR X (HEDDE ) ap-southeast-3
WAHX (FRR) ap-northeast-1
EXR (FE) ca-central-1
ROt X (EXRE) eu-central-1
B ( FRER ) eu-central-2
RRMih X ( HTEE/RE ) eu-north-1
B (K=) eu-south-1
R ( FRBEST ) eu-south-2
Rt X (FBR= ) eu-west-1
oMt X (462) eu-west-2
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Amazon Web Services XiF & F Amazon Web Services X i3
Rt X (B2 ) eu-west-3

&5 (HFhgEx ) il-central-1

AR (PERE ) me-central-1

IR ((BAK) me-south-1

EEM (E2RF) sa-east-1

FE (Jdx®) cn-north-1

hE (TE) cn-northwest-1

O

EC2 TOE is S

EC2 TOE 2 — 7 Amazon EC2 6l EZ{TH M STAHEENAREF. 3 Image Builder 53 EC2
RESNREF , eaREREZES EC2 TOE £, RE , ©E2EHIEIT EC2 TOE @ Amazon
CLI RZEHRIIHFGAB RS FIEENAHL.

(® Note
HLI EC2 TOE BEERFEEESHNRSTBETE Linux RS L1217, EFEARANNR , &
EmSBERMER SR sudo , REEEZIZITsudosu $ , AEBET THEEZENG S,
BXREC2TOE #EEHNEZER , ESNEC2 TOE A4 SR T HFHIRIEEIR,

/=

151

g

A run R —NMNRSNABEXRIZIT YAML SRS,

Kir

£/ validate SN — MRS NAMHSCHERIE YAML XRSE %,

=
b
N
aft
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awstoe run command

ZomHR --config SHIEEME B XHH - -documents SEIBEN A G XRFI RS YAML AH X
R AEY R B FZ 1T YAML 4B 44 STRYB AR,

@ Note
BRAAERIEET IS e — , 17ERIEER NS -
--config
--documents
BE

awstoe run [--config <file path>] [--cw-ignore-failures <7?>]
[--cw-log-group <?>] [--cw-log-region us-west-2] [--cw-log-stream <?>]
[--document-s3-bucket-owner <owner>] [--documents <file path,file path,...>]
[--execution-id <?>] [--log-directory <file path>]
[--1log-s3-bucket-name <name>] [--log-s3-bucket-owner <owner>]
[--log-s3-key-prefix <?>] [--parameters namel=valuel,name2=value2...]
[--phases <phase name>] [--state-directory <directory path>] [--version <7?>]
[--help] [--trace]

S E AL
¥
config. /config-example. json
MIBF : -c . /config-example. json

BEXH (&RHEME). LSBT JSON MHNXHUE , ZXHIELG T EESTHAHNE
BiRE, MREREXHFERE run BHIRE , WAFBIEE --documents S8, BXRBABREN
EZEE , E2H EE EC2 TOE BT m B E A,

BB IIE

o AR#ySHBRE (. /config-example. json)

« —ANS3; URI, (s3://bucket/key)

--cw-ignore-failures

FEER : TER

DA
CERE

%
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?Z-.’L,\ﬂ]% H /l_,\':F E’J CloudWatch H :._,\9&5&0

--cw-log-group

HMERN : TEA

CloudWatch HE&EBILogGroup& #fo
--cw-log-region

HMERN : TEA

EATF CloudWatch BEB Amazon X8,

--Cw-log-stream

MEBEEX . TEH

CloudWatch H&EMLogStream®B#: , AT R~ console.logX & HE EC2 TOE {a4kk,
--document-s3-bucket-owner

MEBEEX . TEH

ET S3URI XN FREBIHAEEKS ID,
--X#4 ./doc-1.yaml, ./doc-n.yaml

MEBFR : -d./doc-1.yaml,./doc-n

MR (FRHME) . LSBEBEUNESIBHXHNETIR , UMHIE1T YAML A48, RS
£ --documents S8 A run T SIEE YAML X8 , MIFREBHEE --config S,

BRUE D :
o ZNHETHFERER (. /component-doc-example.yaml)o
« S3URIs (s3://bucket/key),

« Image Builder A4 RZA ARNs ( arn: aws: imagebuilder: us-west--:
component/ /2021.12.02/1 ) o 2:123456789012 my-example-component

(® Note
FIRFHTE ZRRBERE , REES,

102
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--execution-id
HEEN : -i

XEFATHITYHE run S — D, W ID BEHEAEMNBEEXHGEET , AT —FRAXEY
# A EINITNS ST, MEEKEIEE , I EC2 TOE £ & GUID.

--log-directory
BN : -

EC2 TOE LG THITHWMEEEXHWERE K. RIAMBERT , ZEZRNVNFAUATRER
B : TOE_<DATETIME>_<EXECUTIONID>, MR XIEEBLEBEFR , Nl EC2 TOE FHYE TR
X (.)o

--log-s3-bucket-name
FMERX : -b

WMREA M BEFME Amazon S3 # ( #%E ) , NFAHNAERF BE EC2 TOE LEFIWSHH
WA S3 FEMR,

--log-s3-bucket-owner
BMEERN : FEH

WMRE M BEFME Amazon S3 F ( #i%E ) |, NIXR EC2 TOE EABEXHNEFREBHNAIEE
K= 1D,

--log-s3-key-prefix
RMIBER : -k
MRAH A EFMEE Amazon S3 H (#E ) |, IIXRFMEBP ALERMERN S3 HRETR.

--Z¥ namel =valuel , name2=value?2...
HMEER : FEH
SHEREEHENHPENNTELZE  HitERARANARFEETREM,

--phases

=
dr
S

N:-p

LESZRINIIE , CHEEEMN YAML AH X THERN R, MRAHXEHITEHM/HER , M
LM BT EET,

ﬁ

DA
CERE
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RAriEmE

--state-directory
RMEBEEN : -s
T RS BR BRSO Y XA BR 2 o

--version
HEER : -v

BEEAHNARFRA.

il
--help
AEFEN : -h
S RERAHEENARFERN B FMH.

—-trace
HEEN : -t

B RN EH &8 FH B SiER.

awstoe validate command

BITHHSE , ELRIE --documents SEIEEN B MNAHXRM YAML XH4E %,

awstoe validate [--document-s3-bucket-owner <owner>]
--documents <file path,file path,...> [--help] [--trace]

S BN IEIN
B
--document-s3-bucket-owner

MEER : FEH

DA
CERE

%

%
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REEMET S3 URI BXTHERIKF 1D,
--X# ./doc-1.yaml, ./doc-n.yaml

BEBFR : -d . /doc-1.yaml,./doc-n

A (HE) . WSBEBENESSBHXHMNESNR , UMEE1T YAML A48, BRUE
BIE

o A SRR (. /component-doc-example.yaml)

» S3URIs (s3://bucket/key)

« Image Builder A4 RZA ARNs ( arn: aws: imagebuilder: us-west--:
component/ /2021.12.02/1 ) 2:123456789012my-example-component

(® Note
FIRAHIE ZERBERE , REES,

pri]l
--help
BEER : -h

T N E AR AR 4 TR NI A AR PR AR TR A BY F iR

--trace
BEE : -t
BRAXESAMEM B FiC o

FHREUFXEENEAH EC2 TOE

EC2 Task Orchestrator and Executor (EC2 TOE) EARF R — MM NARER , A TEAGEVE
BRBIE, RIEFESTHD. Amazon [RF AT EC2 TOE A THERE. REXRMY. BURSH
& M= AR

RBUTSRFHLE EC2TOE NAERF , HHHAFEMUNAERRAXEBENL A, MREFEH
Image Builder #2#|& 5k Amazon CLI i S RIZBEXEH |, Image Builder 2 RN EBTERIXLLSER, BHX
EZELR , 551 &/ Image Builder 812 B E X A4,
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KiF EC2 TOE ZE THMNE S

AFNEFEET Linux, macOS #l Windows FIIRIERS EC2 TOE L RIFZE T HNE R ENWHER

o

=3 Ji
e 7£ Linux = macOS LiF EC2 TOE ZETHMNZ R
« 7 Windows L%iFf EC2 TOE ZESTHNZ A

1£ Linux = macOS L¥if EC2 TOE RETHNE SR
AEFNBRBRUEET Linux 3 macOS BERENLZETHERNENHERE. EC2TOE

ZRAIEM Internet THREAREF , RNBEWERIEBRHRFENG D, B/, BREJMABRFER
HURBERMERRIRR. XR&RPLETREERHEAH BTSN BHNAREFRA.

MBHEERTEATEINSBERETHAT EC2 TOE NARFN R4 CEERRIAKL | FFEEZTE
T, ¥k , BBER Amazon Web Services X#F , BXENZIFETNEZER |, i5SFEAmazon
Web Services X,

EC2 TOE &F Linux Ml macOS REREMN 4R EAGNUPCE L FZE M Pretty Good Privacy
(OpenPGP) tREMNFRSEIHTERZ M. GnuPG ( tBFFRGPG ) BEHFZ R EHEHRITMTEY
RE, LE# EC2 X T AANZEE , B UERAXEAAMEE KK 2 THA Amazon EC2 CLI
TE., BX PGP # GnuPG (GPG) WEZEE , S http://www.gnupg.org.

B-IREVHRTHEMEE, TREHERTENLEEN  RELRFTHNMBARGERNEA

REFZABERARNMBEHNEART, ZRRREHALEARANES, RIINEEANEIME , &7
DERERBIENARFNESR.

hY

X
- KX GPGIE

- RIUIHSALEEH
- RIUFRHEINESR

=

ZHE GPG IE

MBREIEERS R Linux. Unix 3 macOS , GPG TERAREELLE, ENXRE LERELE
XETE  FEGTRERFLCEA gpg. MREBEE GPG TR | B4EF GPGC TR T, WIREE
ZIE GPGC IE , B#AFIERHEE , FiFETEHRIGT. EAUMNEMEERLE GnuPG &,
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TR GPG TH | Bt SENSHITENIBIERS,
Debian-based Linux
MEIRIREZETUATRT
apt-get install gnupg

Red Hat-based Linux

MAIHREIBETUA TGRS ¢
yum install gnupg

macOS
MNLIRIRRIBITUTHR

brew install gnupg

RIEHSALNEEN
ZEREN T —F RN EC2 TOE KA THEMNRIE , FHEEN TEHRARTNEENZGPCHATH,
KIEFS A EC2 TOE 48
1. BEHITTFIREZ —FRIMLH GPC ERFHAEIA
o ML T Hbit FE4A -

https://awstoe-<region> .s3, <region>.amazonaws. com/assets/awstoe.gpg. f5l#0
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/assets/awstoe.gpg.

« RUTNERPHNEAES KU ERN awstoe.gpg WXHH, BRI TIIFAED :

Version: GnuPG v2

mQENBF8UqwsBCACdiRF2bkZYaFSDPFC+LIKkWLWFvtUCRwAHtD8KIwTI6LVNn3fHAU
GhuK@ZH9mRrqRT2bq/xJjGsnFIVqTj2AIgqndGIdDjz75YCZYM+ocZ+r5HS JaeW9i
S5dykHj7Txti2zHe@G5+WOv7v5bPi2sPHsSN7XWQ7+G2AMEPTz8PjxY//I@DvMQns

FikiE
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S1e319hz6wCC1z119LbBzTyHfSm5ucTXvNe88XX5Gmt370CDM7vf1i@Ctv8WFoLN
6jbxuA/sV71yIkPm9IYp3+GvakKeT870+sn8/J00KE/U4s]IV1ppbgmuUzDfhrZUaw
8eW8IN9ALIFTIuWiZED/5L83UZuQs1S7s2Pj1ABEBAAGOGKFXULRPRSA8YXdzdGol
QGFtYXpvbi5jb20+iQE5BBMBCAAjBQIfFKsLAhsDBwsJCAcDAgEGFQgCCQoLBBYC
AwECHgECF4AACgkQ3r3BVvWuvFJIGiwf9EVmMIBR77+Qe/DUeXZIYoaFr71f/fVDZ1
6V3TC6p0I0Veme7uX1leRUTFOjzbh+7e5sDX19HrnPquzCnzfMiqbp4lSoeUuNdOf
FcpuTCQH+M+sIEIgPno4PL1@Uj2uElo++mxmonBl/Krk+hly8hB2L/9n/vW3L7BN
OMb1L19PmgGPbWipcT8KRAz4SUex9TXGYzjlWb3jU3uXetdaQY1M3kVKE1siRsRN
YYDtpcjmwbhjpu4xml9aFgNoAHCDctEsXJA/mkU3erwIRocPyjAZE2dn1kL9ZkFZ
z9DQkcIarbCnybDM51emBbdhXJ6hezJE/b17VAQt1fY04MoEkn60Jg==

=oyze

2. TEZRTF awstoe.gpg B ZHM B TR TAL , FAU TSN EC2 TOE KNS ABHK,

gpg --import awstoe.gpg

ZTRENERKBUTTHEAR

gpg: key FS5AEBC52: public key "AWSTOE <awstoe@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)

FIETZRE, RAT-FSFEAR. £L—RHIF , BN FS5AEBC52,
3. BUEUBTUTHS , & key-value Hifth E—FhWERRIEIEL :

gpg --fingerprint key-value
ZWTRENERRLUTTARE

pub 2048R/F5AEBC52 2020-07-19
Key fingerprint = F6DD E@1C 869F D639 15E5 5742 DEBD C156 F5AE BC52
uid [ unknown] AWSTOE <awstoe@amazon.com>

WA EEXFESENES LRREIPFETRE F6DD EQ1C 869F D639 15E5 5742 DEBD C156
FSAE BC52 fH[E, FREIMNZRARNASH R EXANIESOHITHER,. SIINZEELTE, IRE
IAEHE |, BFFAELE EC2 TOE ZEMA | AFEEBZR Amazon Web Services X o
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BiIFRHEnNESR

EREGPGIE, WIFHSAEC2TOE NER4LURWNAEZATER , EUURIILEMEDN
&,

Wi ZEMALH

1. ERTRREL , SITUTaTATERAAREFI 8 634

curl -0 https://awstoe-<region>.s3.<region>.amazonaws.com/latest/
linux/<architecture>/awstoe

Bl

curl -0 https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/
awstoe

X8 architecture ERILAZ amd64, 386 Fl armb4.,

2. ETMTRRFL , BTUTHRUTEHMEREM S3 key prefix B2 Xt 5 S AR F = # HI3XHH
TENXH

curl -0 https://awstoe-<region>.s3.<region>.amazonaws.com/latest/
linux/<architecture>/awstoe.sig

fign -

curl -0 https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/
awstoe.sig

X8 architecture ERILAZ amd64, 386 Fl armb4.,

3. BUEZLRFHEFawstoe.sigfl EC2 TOE REXHFHN B TR AFLETUTHSRBIEL
%o ‘*WiAB'Zﬁ:%‘BM\éﬁﬁ-EO

gpg --verify ./awstoe.sig ~/awstoe
MHNEUTHRAREL

apg: Signature made Mon 2@ Jul 2020 ©8:54:55 AM IST using RSA key ID FS5AEBC52
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gpg: Good signature from "AWSTOE awstoe@amazon.com" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: F6DD EQ1C 869F D639 15E5 5742 DEBD C156 FS5AE BC52

mRHHEEEIE Good signature from "AWSTOE <awstoe@amazon.com>" , N ZEkKiE
ERDBITZE , &7 U4EZE1T EC2 TOE REMAN,

MRHEBEEIE BAD signature , IRERBEBRNIT T HEE, MREFEREB WA
TEETZH TENRZEXXH |, 3 HiEB R Amazon Web Services X3,
TEHREXETWEEINESTNIFAEE

- BE  WBARGEHAUESIBHTINL | RETRRPIZETHESE. BEBRT , BolFEHH
& Amazon B AETEAR, ERUENERLZE , MR TEILEZEH, EXTERLT , ZMEHRE
— Amazon M,

* gpg: no ultimately trusted keys found. XEFRER (REETHNEMAN) B EFHAF2LIIEE

BEXEZER , B3 hitp://www.gnupg.orgo.

#£ Windows LI EC2 TOE ZEB FTHHNER

KEBNEEET Windows BIIRER L LI IF EC2 Task Orchestrator and Executor M ARFREX
HEURENHERE,

FZRATEIM Internet THNARERF , RINBRUERIERGRBENGD , ARENARFMRITUR
RECEERIBRR, XERFERTRESHREIEMBERBHNARFRA,

MBAERTEAITINSBREREEAT EC2TOE NARFN UG CEETRRIAR , BFREETE
B, K , HBFR Amazon Web Services X3,

EHIFE T Windows HIRER L LM E T8 awstoe —H &I HEBER , XTBESRE Amazon
Services LLC £ NIFBHIELETILLE

BA 81 25 EE AC 64 2E A9 F3 C5 93 CA 6D 3E B7 93 7D 68 75 74

(® Note

FER B HI AR EHE QR |, ENEZNERARERTNESAT TR, MRENEE AL
PREE , ERIUENERER :
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F8 83 11 EE FO 4A A2 91 E3 79 21 BA6B FC AF F8 19 92 12 D7

ERIUFE , FHTUATERE

1. ABREETEHM awstoe.exe , RFFTF Properties (B1%) BEH.
ERBFEEETF,

FEZEYIFR F , %F Amazon Services LLC , REEFFHAER.

ERENEDF (MR RIER) , RAEEREFILES,

ERFAGELEDF , RARERERTHIIRPHLE (WRERIEE),

A TRIEZLBIELFR , AREREY. XFETHENFEREBMNELE,

2

« MRTHEOPNESESFTUATE
BA 8125 EEAC 64 2E A9 F3 C593 CAGD 3EB7 93 7D 68 7574

AR TEH M EC2 TOE Z# &I X HREH , IUZE£HRE,
s METHEFMAEEBEOFNELETETIRE , BFEEIT awstoe.exe,

FaP R

« |1 REEC2TOE

« B2 %E Amazon FEiif

- B3F  ERMTF KA AR
« S 4 BUF EC2 TOE A4
« S]] 51217 EC2 TOE A

TB]1: ¥ EC2TOE
EEARMIFRAAH B THHZREZEC2TOE RMARRF.
1. T# EC2 TOE MARF

EHTLZEEC2TOE , BARESEHNEMMEANTHERE, BEXxNARF THEEZENTES
R, ESFEC2TOE T#

FHRE T
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/A Important
Amazon EEFEZE L EUER TLS MRAS 1.0 # 1.1 X%, EifH S3 Z6E43# 1T EC2 TOE
TH , ZBNEFPIRSHELIAER TLS IRAR 1.2 RESGRA, BXEZER | HSHEK
Amazon Z£BEXE,

2. WIS

RIFTHENTBRERTZE EC2 TOE NABRFREEEFZTNAEFNERSEFEE, EE Linux
R85 LIRIEEM TE , 35 £ Linux 2 macOS EWiFZEHE, EE Windows RS 88 L I iF &
WTE , i53# £ Windows EFRiIFE%E,

@ Note
EC2 TOE EEMETHNEBA, EFRMHTRZES R, XthZWR/E EC2 TOE AN A1t
HERITER.

NEREAHEFRAIERREER , RMNEBUELA EC2 AR X MM EC2 TOE At

SR 2 : i%E Amazon EiF

EC2 TOE 21TES I EE Amazon FiEF 8EEZ T H A1ES Amazon Web Services fRS , f5lan
Amazon S3 # Amazon CloudWatch , %0 :

- MAFRMM Amazon S3 BE T & EC2 TOE X#4,
 J&1T S3Download = S3Upload #EEEIR,
- BHAJS CloudWatch , ¥ AERNE M E,

WMRE EC2 TOE £ EC2 326l L3217 , MIiE1T EC2 TOE AN E S inZEliZ EC2 S=4I8 IAM &€&
HE,

BXH IAM BENEZEE EC2 , BZSREHAT A mazon B IAM BAEBEC2,

LA R 45135% B 0{a] {5 FAAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYRRZEi%iE Amazon

Fik.

E7£ Linux, macOS = Unix LiREBIXEEZE | B exporto
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RAriEmE

export AWS_ACCESS_KEY_ID=your_access_key_id

export AWS_SECRET_ACCESS_KEY=your_secret_access_key

E £ Windows EFEAREXLLEE PowerShell , iEASenv,
$env:AWS_ACCESS_KEY_ID=your_access_key_id
$env:AWS_SECRET_ACCESS_KEY=your_secret_access_key

=& Windows LFEAGTRRIBEXLETE | BFEH set,

set AWS_ACCESS_KEY_ID=your_access_key_id

set AWS_SECRET_ACCESS_KEY=your_secret_access_key

3% AT KA TR

AHRALXAE YAML XHEEEN, BRXXEEENESEE

B BEENXA M,

BATF 2 Hello World A4 X #4761 , AJ&EBHIEHRIZEAT,

Linux

#%0 (5 EC2 TOE A1k T HAER

ISR IR LE Linux A RAISIAA N hello-world-linux.yml BYE ARSI, ERTASE

T HER XHERE FXE R,

name: Hello World

description: This is hello world testing document for Linux.

schemaVersion: 1.0
phases:
- name: build
steps:

- name: HelloWorldStep
action: ExecuteBash
inputs:

commands:

- echo 'Hello World from the build phase.'

FikiE
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- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the test phase.'

Windows

ISR Y FE L Windows A RHISIFHE A hello-world-windows.yml BYA AR H, &
AT LAGE A T ER KRB F X LR,

name: Hello World
description: This is Hello World testing document for Windows.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
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RAriEmE

commands:
- Write-Host 'Hello World from the test phase.'

macOS

AIEEAF M E L macOS HHRHFISIAE RN hello-world-macos.yml BYLH 4 STHS ST,
£ A T E B ST SR E F X L R B,

name: Hello World
description: This is hello world testing document for macOS.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the test phase.'

S 4 : BiF EC2 TOE A#

R

/Ch

IS

A LAEA EC2 TOE NARFEAR#KIE EC2 TOE AHMIEE, UTROIERT THFETAMGENA

WIFHEEM EC2 TOE AR Fvalidated S,

FikiE
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® Note

EC2 TOE R AR RERIE HaRERSWAHEL, Bl , £ Windows LiE1T
awstoe.exe B , BT ZWIFFEH ExecuteBash BEERM Linux XHMIEE,

Linux 2 macOS

awstoe validate --documents /home/user/hello-world.yml

Windows

awstoe.exe validate --documents C:\Users\user\Documents\hello-world.yml

$I® 51517 EC2 TOE A4

EC2 TOE NARBF A AERA - -phases TITSHIZTIEEXEN — NS MR, --phases X
f{EHE build, validate # test., AL AESZRHNEENEASNMBRE.

HEREMBRIIRE , EC2 TOE NARFREMFZEITENXENEEN &R, i, EC2
TOE izfTHbuildFvalidatefrBdocumentl.yaml , REiE1THbuildfvalidatef
Etdocument2.yaml,

N THRREN BERLFHEFRE UM SKEEDERR , BIEWEE Amazon S3 HELE BEFMHE. &
Image Builder # , AT &% BEK Amazon S3 U EREEMREREFIEEN. BXEMIREEE
WEZER , H23H B Image Builder ERi& HEfl &

MRREHBERFIZER , W EC2 TOE MARFHER YAML X5 5| HE IR FZ1T A B R
EEENRSNNEPEITREMR , BEAUATSH S,
BB
awstoe run --documents hello-world.yml --phases build
S

awstoe run --documents hello-world.yml --phases build,test
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MHIEAT

EEANNEPETRERN R

awstoe run --documents documentName.yaml
EZEMNXEFEITIIEH R

awstoe run --documents documentNamel.yaml,documentNameZ2.yaml

B A Amazon S3 EEUMAFPEN AR EZE 12 EC2TOE B& ( #%F)

awstoe run --documents documentName.yaml --log-s3-bucket-name amzn-s3-demo-destination-
bucket --log-s3-key-prefix S3KeyPrefix --log-s3-bucket-owner S3BucketOwner --log-
directory local_path

HEENXERSITREMNER , AEEHE LERRERE

awstoe run --documents documentName.yaml --trace
RlaR T

awstoe run --documents s3://bucket/key/doc.yaml --phases build,validate
ZITERME— ID B3

awstoe run --documents documentName.yaml --execution-id user-provided-id --
phases build, test

FRENLA T FHEBE B EC2 TOE

awstoe --help

£ EC2 TOE A X HHER G2 B E LA H

EffF EC2 Task Orchestrator and Executor (EC2 TOE) A ERMEAY | BAREE—IET
YAML 93X , ZXERTEATERUZNAGNMEFZIR, Amazon Web Services RS =114
BHNTIHREMEGE (AMI) REZMEGA |, HEASHNAL,
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F&:

- AHXEIERE

- A#BEE

o AT

o JREEMFENL

o F4TRHI

- EEENAHPFEREE

- £ EC2 TOEREA&HIE

- f£ EC2 TOE AP ERALREES
- £ EC2TOE A ERBBEES

- £ EC2 TOER R EH S

HEITHERE
EC2 TOE A#H AN BRMEBEMNEXESHITOE , ANXLETRSALAKRAHNZETERE.
® Tip

ERENAFHERBRIRS ARERKNEAXWETEE AWML R , SURMET o X L/ &
BTN, BERITAGFN , BELERX—R.

B Ex

MEBRTENIEREEMRGHESEFRNHRRE. HI10 , Image Builder REEEMEM BT EERK
MR MEEA build # validate M ER. EEMRAMERFER test M container-host-test B EKH
RECIRHRL AMI D XBME 28, MERBHRA[RGE~EFTHNER,

HAMFEITR , BRIV XBEG THRBENEAS X HIBIRFH TR,
B B

- BAMBRERENER LR/,
o BAILEMEPE LS IR,
- BARMENEPEDTEUATEDL—IHE :
- & — XTF Image Builder , WM ERBEEHEMNERER,
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« BIF — XTF Image Builder , WM BB EEHEMNERER,
« Wik — 3 F Image Builder , LM @ EEN RN ERER,
- MERBKBRBXRAENNIRFEZET. 7 EC2 TOE i EECNINIRF Amazon CLI T,

e

IREEUBIMMBRINIERENENTHEET. SREEBINFET. B2, —MSROVB AT
H A SMEN M ABRIEBIFELSTRA, XHRFTIBAEE",

HERANY

o SEREBIX T B BOR U LR ME—RY,
« SRLAERTDHRER HABHENERE (REER )

BXRZFNREER, HITERE, input/output ENREIFTZEIIK , FSHEC2 TOE AHEE
28 X YRR IR

A&

EC2 TOE BRAH TR , MIEM THEMN ARG EC2 K6 L2 —NHTEY B AR,
NTRBRE , BENHRFEERRED

NTHEBBERGEEISES HIRBETHRERR , STEHMAR EC2 TOE tIE8VH AN E
H S A ER A B SR

BEXHREFHUATERDEMX

1. BRE & — YRSIE{T EC2 TOE A#H , BA5ZASNEMLRE—BEABSER, EUTH
s | BATERT Image Builder fEFA/Y B EXHHE X,
* Linux M macOS : /var/lib/amazon/toe/
« Windows : $env:ProgramFiles\Amazon\TaskOrchestratorAndExecutor\

2. XHBIR — XRATARBEAGNIFERSR : “TOE_

3. BITHE — X2 — YYYY-MM-DD _HH-MM-SS_UTC-0 #& = Y B 81 &,

4. 47 ID-X R EC2 TOE 21T — MRS MBI 2 EAY GUID,

w5l : fvar/1ib/amazon/toe/TOE_2021-07-01_12-34-56_UTC-0_albcd2e3-45f6-789a-
bcde-0falb2c3def4

55 4 SURAE 2R 119



EC2 Image Builder

RAriEmE

EC2 TOE # H &3k i 76 LU TS B0 3
PN
* document.yaml — R{F@ TRAN N, AHE1THE , RXEFEN 4T

B S

- application.log — NAREFHEEEXH EC2TOE, mANEBNFARRIINESR , XEEEEXRA

HEITRIRENER.

- detailedoutput.json — It JSON X BEEXAHETHERTAGNMEXH,. MMEBRNSERNZ

ITRE. WA, HANRBRFARESR.

- console.log — ###|A BEEEHHIZITH EC2 TOE EAZRHI AT AR H (stdout) FFRELE

iR (stderr) § R,

« chaining.json — t JSON X # &R EC2 TOE M F#MEERIAXBMLAL,

® Note
AR AFSRIE AT RE 2 & kA R B 2= A LAt ek B+ 324

A\ A B

EC2TOE BEEERNARFRH T —MELREEUATHRANSE BREEEM AN LAV Ihee

{{ phase_name.step_name.inputs/outputs.variable }}

/)

{{ phase_name.step_name.inputs/outputs[index].variable }}
B EAETIEE , SR A E AR H RS AR AT .

gAY

REEESN SR ASB P ERERER,
- BEEEREANEQSIASITEIER, Flu :
« THMRER : echo {{ phase.step.inputs.variable }}
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« BMMRIAER : "echo {{ phase.step.inputs.variable }}"
- BMMRER : 'echo {{ phase.step.inputs.variable }3}'

o BERAINALUSIAR—XHETPNEHMSRNMMENETE, ER , BARSTREE LA , EREX
BN REEEE NN R E T XXHIE1T. B30 , Image Builder 3215 MAIZE RN ER 2= BY ER AV 8532 |
HACHILEITENN R,

o BERAIXFPNERSINEFHR. R5IUT (0) FFk , UsIAE—IPE,

=~

BEHEUTRAISERAEZE N ZBHSI AREE , #ERXRH
{{ build.SampleS3Download.inputs[1].source }}.

phases:
- name: 'build'
steps:
- name: SampleS3Download
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://sample-bucket/samplel.psl’
destination: 'C:\samplel.psl'
- source: 's3://sample-bucket/sample2.psl'’
destination: 'C:\sample2.psl'

ESIAUTRESERNBMETE (FT Hello”) , #EXN
{{ build.SamplePowerShellStep.outputs.stdout }3},

phases:
- name: 'build'
steps:

- name: SamplePowerShellStep
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:

commands:
- 'Write-Host "Hello"'
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NIEEHRE X
LT RXHH YAML 2859,

name: (optional)
description: (optional)
schemaVersion: "string"

phases:
- name: "string"
steps:
- name: "string"
action: "string"
timeoutSeconds: integer

onFailure: "Abort|Continue|Ignore"

maxAttempts: integer
inputs:

AR RAATE LA T AR o

FE PN E¥ii]| NEE

B X HEH B o AR i

description B =10k BT FrFE B

schemaVersion MR RA | & FRFE =

BIA 1.0,

phases BB R BRI 51 3= HlF&k =
B EX BV 2R ¥ TE L30T A 7R

FE iR e il WE

B Bt ER BV B #1o FREB =

B BRIV IR SR, LIES .3
fERAAHSIEESR 122



EC2 Image Builder

RAriEmE

HIREVERE LA T TR0

FE&
=L

action

timeoutSeconds

onFailure

DU

RPEXHSER
Ao

BT RIE
BRI RHY K
Fo

EABRERZ
Bl , SRIEITH
B

BES, S28F -1
B, KRTERE
Bt FAATF 0 M
Hitp B,

BEEZSBREX
T B RIHAAT B R
£, BREWMT
FI7R -

ik — Eik
Bl AR=H
RBF %S R
KW, H=F
1IFIE1T.
Bt ER 7 STAS Y
RBRERN
Failed,

B — 1R
FHEA=R
RV AT R

B

7|

7|

MINE

7,200 # ( 120
DER)

CaNl
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RAriEmE

FER iR - 3i] WEE
ZZTRR
WL, £
Bt ER 7 STAH Y
RBREN
Failed,

2 — ik
S A
SRR S
SRIZREN
IgnoredFa
ilure , 3
PEIE TR
ROLR, &
By R A 32 4%
HRIRE RN
SuccessWi
thIgnored
Failure o

maxAttempts ESREMzE  BEH
AFHHRAEZR
R

7|

inputs DEREEREZ
TETRAENS
o

j&
i

& =Vit!]
UTRBIERT N BERBRERSERITESH AWSTOE 4H#30H#4,

Linux

R EITEEN RIS

AIAE

{5 AR 4R 4 ST AE SR

124



EC2 Image Builder ArfEm

AR 2 Linux 561 £ TEMIZIT B E XL =3 6 3B R 51T,

name: LinuxBin
description: Download and run a custom Linux binary file.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://<replaceable>amzn-s3-demo-source-bucket</replaceable>/
<replaceable>myapplication</replaceable>
destination: /tmp/<replaceable>myapplication</replaceable>
- name: Enable
action: ExecuteBash
onFailure: Continue
inputs:
commands:
- 'chmod u+x {{ build.Download.inputs[@].destination }}'
- name: Install
action: ExecuteBinary
onFailure: Continue

inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:

- '--install’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

Windows
R 1 0 2% Windows

UTR—ANREIXH , BTZEMEB AR Windows £ , BTEREMA , E6I2 AMI 2B RIE
BERUARELE AMI B E R,

name: RunConfig_UpdateWindows

description: 'This document will install all available Windows updates and run a
config script. It will then validate the changes before an AMI is created. Then
after AMI creation, it will test all the changes.'
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schemaVersion: 1.0

phases:

- name: build
steps:

name: DownloadConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3

inputs:

- source: 's3://customer-bucket/config.psl’
destination: 'C:\config.psl'

name: RunConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3

inputs:

file: '{{build.DownloadConfigScript.inputs[@].destination}}"'

name: Cleanup
action: DeleteFile
onFailure: Abort
maxAttempts: 3
inputs:

- path: '{{build.DownloadConfigScript.inputs[@].destination}}"

name: RebootAfterConfigApplied
action: Reboot
inputs:

delaySeconds: 60

name: InstallWindowsUpdates
action: UpdateOS

- name: validate
steps:

name: DownloadTestConfigScript
action: S3Download
timeoutSeconds: 60

onFailure: Abort

maxAttempts: 3

inputs:

{5 AR 4R 4 ST AE SR
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- source: 's3://customer-bucket/testConfig.psl’
destination: 'C:\testConfig.psl'

- name: ValidateConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:
file: '{{validate.DownloadTestConfigScript.inputs[@].destination}}"'

- name: Cleanup
action: DeleteFile
onFailure: Abort
maxAttempts: 3
inputs:
- path: '{{validate.DownloadTestConfigScript.inputs[@].destination}}"'

- name: test
steps:
- name: DownloadTestConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://customer-bucket/testConfig.psl’
destination: 'C:\testConfig.psl'

- name: ValidateConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:
file: '{{test.DownloadTestConfigScript.inputs[@].destination}}"'

7~ 2 : £ Windows 34l Amazon CLI E&%

LT RERAZEXHE Windows 24 Amazon CLI &K REISTRY,

name: InstallCLISetUp
description: Install &CLI; using the setup file
schemaVersion: 1.0
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phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://aws-cli/AWSCLISetup.exe
destination: C:\Windows\temp\AWSCLISetup.exe
- name: Install
action: ExecuteBinary
onFailure: Continue
inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:
- '/install’
- '/quiet’
- '/norestart’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

T~ 3 EF MSI 232 F %% Amazon CLI

LA 2fER MSI 23R %% Amazon CLI B R 5I32 8,

name: InstallCLIMSI
description: Install &CLI; using the MSI installer
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://aws-cli/AWSCLI64PY3.msi
destination: C:\Windows\temp\AWSCLI64PY3.msi
- name: Install
action: ExecuteBinary
onFailure: Continue
inputs:
path: 'C:\Windows\System32\msiexec.exe'
arguments:

R
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- '"{{ build.Download.inputs[@].destination }}'
- '/quiet’
- '/norestart’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

macOS
B BETEEN macOS Z# &4

BAF 27 macOS SRl L FEMIZIT B E X =3 B XA B R5I 34,

name: mac0SBin
description: Download and run a binary file on macOS.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://<replaceable>amzn-s3-demo-source-bucket</replaceable>/
<replaceable>myapplication</replaceable>
destination: /tmp/<replaceable>myapplication</replaceable>
- name: Enable
action: ExecuteBash
onFailure: Continue
inputs:
commands:
- 'chmod u+x {{ build.Download.inputs[@].destination }}'
- name: Install
action: ExecuteBinary
onFailure: Continue

inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:

- '--install’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'
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EEEMAHNHEPEREE

TERHT -—MUERINNARFPACEANEEXNEMRIRCHBEN S, EAUNERNTHER
BEXRAFEZENEENETE , AEEHN YAML NARFAH XS5 AEf]. EC2TOE

ATRMENEETHEBEE YAML AR EC2 TOE AP HNAHENTE , SFEEFE. BN
LR RB,

EE

EEETATHNETE , — BEURTEBUREE., EEFLFER EC2 TOE X#constants&fo
HERE Mo

FEEZMAN

« BRKELANT 3 Bl 128 MEFZHE,

- ZEMAREBESFZR/BFEFN (az. AZ, 0-9), BXLK () HTXIE ()
« BEXHER , LBEMRLTRHE—/,

« BIFEFIEERN YAML FHF &,

Bk
constants:
- <name>:
type: <constant type>
value: <constant value>
BEH e ik
name = EENAM. XL EHE—
B ( TESEAEMLSHEN
HEEMHE ) o
value 3 FENE,
type = FENXRE, THNERER

Stringo
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XL HEE
SERBAE YAML XEAN S REUBEFRMATSIAEER , TR :

- BESARXDKRNE | FEEMSATELE,
« BMBHRARKIESTE{{MyConstant}}iEER,
- AUERFESABLZES , AESANBEHEE. HlM, LTHRESIAEEN

{{ MyConstant }}, {{ MyConstant}}, {{MyConstant }}, {{MyConstant}}
 YAML X#&EHH5|AXNEENFTRFR (AR SHINEISHEEXR ) -

Flgn : - {{ MyConstant }} B , RRAECKBIRIR N FZR/E,

B2, LTEIAEEM® : - '{{ MyConstant }}' # - "{{ MyConstant }}",

=~

SRMATESIANER

name: Download Amazon CLI version 2
schemaVersion: 1.0
constants:
- Source:
type: string
value: https://awscli.amazonaws.com/AWSCLIV2.msi
phases:
- name: build
steps:
- name: Download
action: WebDownload
inputs:
- source: '{{ Source }}'
destination: 'C:\Windows\Temp\AWSCLIV2.msi'

BEARm ARSI ANEE

name: PingHosts
schemaVersion: 1.0
constants:
- Hosts:
type: string

{5 AR 4R 4 ST AE SR
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value: 127.0.0.1,amazon.com

phases:
- name: build
steps:
- name: Ping
action: ExecuteBash
loop:
forEach:
list: '{{ Hosts }}'
delimiter: ','
inputs:
commands:
- ping -c 4 {{ loop.value }}
S|
SHRALTEE  HREHAANARFEZEZTNRME, BALE YAML X#5# Parameters #B5H
ELB

SHEBAN

. EHKEXANT 3 3 128 MEHZHE,
. BEBRLEETHBEES (az. AZ. 09). EHE () RTFHE ).
C SRR B TATEM—1,
. WRFBHIEER YAML 2B S,

BE
parameters:
- <name>:

type: <parameter type>
default: <parameter value>
description: <parameter description>

BEW WE #iRr

name = SEHN BN, MBI M —

B ( FEEEMEMSHER
HEEMEE ).
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BEM T ik

type = SHNBIERR, ZTHHXR
EFE : stringo

default B S BN BRINE,

description B BHRSH,

EXHEPEIHSRE
BT LA YAML XHEENSRUBERMAPSIASH , TR :

- ZREIAXD KNE , HEBHRMSIT LR,
o BMBAANMKESIE{{MyParameter}}ie3k,
- ANENRESAELHZER , HE2BHEHZERK, flW, LTAESIABEN :

{{ MyParameter }}, {{ MyParameter}}, {{MyParameter }}, {{MyParameter}}
 YAML X5 AXTIBENFTRE (ARSI SEINEISHEEXK ) -

Bl : - {{ MyParameter }} T , R RERMIRRANZRFE,

B2, LTsIAEEX : - '{{ MyParameter }}' # - "{{ MyParameter }}".

R~
LT RBIERIMAE YAML XAEHRERSH
- SESRMATHSH

name: Download AWS CLI version 2
schemaVersion: 1.0
parameters:
- Source:
type: string
default: 'https://awscli.amazonaws.com/AWSCLIV2.msi'
description: The AWS CLI installer source URL.
phases:
- name: build
steps:
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- name: Download
action: WebDownload
inputs:
- source: '{{ Source }}'
destination: 'C:\Windows\Temp\AWSCLIV2.msi'

- SEBPRATHSH

O

name: PingHosts
schemaVersion: 1.0
parameters:
- Hosts:
type: string
default: 127.0.0.1,amazon.com
description: A comma separated list of hosts to ping.

phases:
- name: build
steps:
- name: Ping
action: ExecuteBash
loop:
forEach:
list: '{{ Hosts }}'
delimiter: ','
inputs:
commands:
- ping -c 4 {{ loop.value }}
EETREZESH

B LA - -parametersiE TSR EX Amazon CLI —R2 A , EETFRESHE.

- FSHBEXNEENBHHNE , BES (=) 2B (<name>=<value>),
- BNSBMTRES SR,

« 7 YAML E#XREFP R RN S BE R 2B,

- SREVHNEBR2LEN,
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/A Important

BHSHERANEKE , 3 HBIEFEE Amazon CloudTraild, EATEIEFER Amazon Secrets

Manager = P Amazon Systems Manager arameter Store X1 &H%4H. Bx Secrets
Manager BN Z{E 8 , i5ZJAmazon Secrets Manager Fi PR Y+ L 2 Secrets
Manager?, > Amazon Systems Manager Parameter Store WEZ{E 8 , {55 Amazon
Systems Manager i F#5R R #Y Amazon Systems Manager Parameter Store,

B

--parameters namel=valuel,name2=valueZ2...

CLI 3£ WE iR
S8 name =value , ... i IR R ARENFIEK , LS
&% ik
5l

AR RBIE RINA[4E YAML X ERSH
« b --parameter EMHIEENS B BEN TN

--parameters ntp-server=

« f£/ Amazon CLIFHY - -parameter &IRE — NS ERBEX

--parameters ntp-server=ntp-server-windows-qe.us-eastl.amazon.com

« f£ Amazon CLIFH - -parameter IR E SN SEREX

--parameters ntp-server=ntp-server.amazon.com,http-url=https://internal-us-
eastl.amazon.com

{5 AR 4R 4 ST AE SR
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{# /8 Systems Manager 3175

B LB A £ R E N L ATERR 5| A A X FH Amazon Systems Manager S 724 ( SSM

S8 ), aws:ssmfll
{{ aws:ssm:/my/param }}f##H SSM SEME, /my/param
MINBEX LA SSM S ¥ A -

- FHAB-BEE EC2 TOE FRFHRRKE,
« StringList — BRE¥Z| EC2 TOE stringList3RH,
- SecureString — MRS EC2 TOE FRFHZEH,

AXSREHNESZELR , i3 0Amazon Systems Manager F P& F #Amazon Systems
Manager S5 EZ# o

B A LAEH SSM S8 SecureStrings| A Amazon Secrets Manager 40, #l
m: {{ aws:ssm:/aws/reference/secretsmanager/test/test-secret }}, EXEZE
B E2RMNSHE#S 5| B Amazon Secrets Manager %4,

/A Important
Image Builder NE BEHHEBRSecureStringS HifEtT. ER , BEERTHRABRBELETFT
SESAHNEPEENGIHTIER. flln, MIREERATERLFHFREMNechomt , WX
WREFANKEEABE,

FREERY IAM X R

ExHAHPERA Systems Manager 28 , BRI KRFIHBLMBESHEIR ARN
Mssm:GetParameterfX PR, 0 :

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": "ssm:GetParameter",

"Resource": "arn:aws:ssm:*:111122223333:parameter/ImageBuilder-*"
}
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]
}

BiFRIMZE , FEFEUTXR :
« kms:DecryptX FEAZFFEEMNSecureStringZ = Amazon Secrets Manager E# {THN% |

B I Amazon KMS key,
« secretsmanager:GetSecretValuefIR#&5|H Secrets Manager %48 , &%,

HAHXIEFTEIRA SSM S

AT R BA a4l 5| FA4A 44 Systems Manager S3#Y Systems Manager Sz S -

name: UseSSMParameterVariable

description: This is a sample component document that prints out the value of an SSM
Parameter. Never do this for a SecureString parameter.

schemaVersion: 1.0

phases:
- name: verify
steps:
- name: EchoParameterValue
action: ExecuteBash
inputs:
commands:
- echo "Log SSM parameter name: /my/test/param, value {{ aws:ssm:/my/test/

param }}."

SSM BN BETHREE D PR
AWSTOE R TUTHRERS , BN EZES| AP ERAZRBEESTIHRESERE.
FRAT B 2K

ZresolveElBBENT S — N EESIHNBNEZESIH , NUARATFITETERSIH, XEFEH SSM S
MRER , RAEPEISHERTERTEN , HERN SIS EUIE A,

Zresolve BN ¥ SSM SE A Mo B S HRAT -
B
AT Rfldynamic_variableH &R SSM SHHWEH , HEAXTRUATSEH 2z — :
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- SSM S¥3# (i , aws:ssm:/my/param)
- HHXXRSEEIA (Bl , parameter-name )

{{ aws:ssm:resolve(dynamic_variable) }}

R EBITR AT SSM S8

BT RO B GMAT £ YAML B XA EAZresolve B :

name: SsmParameterTest

description: This component verifies an SSM parameter variable reference with the echo
command.

schemaVersion: 1.0

parameters:
- parameter-name:
type: string
description: "test"

phases:
- name: validate
steps:
- name: PrintDynamicVariable
action: ExecuteBash
inputs:
commands:
- echo "{{ aws:ssm:resolve(parameter-name) }}"

£ EC2 TOEHEAFRMA1EE

BEEENREREANITELERR true BR false , RHEMWESEAH P RIT IR RE.
BT LAER if MR HIA 4 AR RITRE.

if ¥33&
ERBMER if MERITMERENZSITESR. MABRT , & if FAERSANITEERR true

if, EC2TOE BT IZH R , ARHUHREXNITELE RN false 1Y, EC2 TOE BB ZL IR, MR
EASR , WAE EC2 TOE B RM X R EKIETH , ZIRFHAN KIS R,
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® Note

BEZSRMRTER , BAN - if BAHRT-RITE, WRENTRERS , ©RAR5
Hif BABLHETITE , FNPER T HEH T,

&
if:
- <conditional expression>:
[then: <step action>]
[else: <step action>]
REW NE ik
FHRER =

FUREXATUETESE R
TRENEERFZ—

HBREERF-BREBREERF
#Y %R A E414E EC2 TOE
PP TESRNE
B, FEALBREER.

EHEZEN - EHzEFE
¥& and. or. M not,

XN =N B RIE B R/
T2, BXxEBEENE
EC2 TOE A# XK T
RENESEER , E5H2E
BIEEX.

MRIENREXNBIURR S
&Mt BEAZBIZER/RRE
EIBR A
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BEW

then

else

SRRIRE

R RERGE

7|

eSS0

H- 3 i

]

P

ENFHEREANVITELR R
true R EXEHERE,

EMFHRIEXAWITELERRN
false Bt EREUAVIRLE,

£ then = else B , 40
BEUATERIREZ—

Abort - EC2 TOE 5B #r
R KM,

Execute - EC2 TOE 1174

BRo

Skip - EC2 TOE Bhid %,

EC2 TOE A XHEFHNUAT REZREASBZERFRNASHE , AERHSBESRRIZITHENE

RUHSEERPOIREENARERF.

- name: InstallUnzipAptGet
action: ExecuteBash

if:
and:
- binaryExists: 'apt-get'
- not:
binaryExists:
inputs:
commands:

'unzip'

- sudo apt-get update

- sudo apt-get install -y unzip

- name: InstallUnzipYum

{5 AR 4R 4 ST AE SR
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action: ExecuteBash

if:
and:
- binaryExists: 'yum'
- not:
binaryExists: 'unzip'
inputs:
commands:

- sudo yum install -y unzip

- name: InstallUnzipZypper
action: ExecuteBash

if:
and:
- binaryExists: 'zypper'
- not:
binaryExists: 'unzip'
inputs:
commands:

- sudo zypper refresh
- sudo zypper install -y unzip

w2 kISR

UTROIERT RIS STROFAT G Z, —MEEASBZER , 5 HRESEALREENS Skip
HRREF,

# Creates a file if it does not exist using not
- name: CreateMyConfigFile-1
action: ExecuteBash
if:
not:
fileExists: '/etc/my_config'
inputs:
commands:
- echo "Hello world" > '/etc/my_config'

# Creates a file if it does not exist using then and else
- name: CreateMyConfigFile-2
action: ExecuteBash
if:
fileExists: '/etc/my_config'
then: Skip

ERER R e
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else: Execute
inputs:
commands:
- echo "Hello world" > '/etc/my_config'

£ EC2 TOE A X FEALRZERF

BA UG EEANTHREZERS Assert IREERURFER if WENFHRER, LEREERFTUX
BAMEHRITHE , #lM0 stringIsEmpty , WAV EHEBESE -ME ( TEE ) #HTHER , UBE
FURAANVITELERRE true ER false,

WMRNWMERTLER , WE-MEATURERELE,
HBEFRRBEWERN , ELLRZBIATRRSHETATEERR

- WTHELR , IRTEBERFZHE , WETEZIRFRSH EC2 TOE RN KT, MRTE
BATHGR  MERIRE false, fltn , MRTEEN "1.0" , MATL#HITHER , BURTEERN
"alo" , MG RY,

s WTFFFELR , MRZEER—IETF , WEREZHFE EC2 TOE BN FRFH,
LR A7 ER

UTHREEFEEFHERERE, NAEZBRRZFZHE , AERBAEBSENREXNEARITL
B, ZHELEBTFXDANE , SR NFRHFERANTAREREEER.

FHELEREEN

* stringlsEmpty

« stringlsWhitespace

« stringEquals

« stringLessThan

« stringLessThanEquals

 stringGreaterThan

 stringGreaterThanEquals

 patternMatches
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stringlsEmpty
MBEEENZFEREETMER , W stringIsEmpty EERPFIRE true, Hl0 :

# Evaluates to true
stringIsEmpty: ""

# Evaluates to false
stringIsEmpty: " "

# Evaluates to false
stringIsEmpty: "Hello."

stringlsWhitespace
MiH A stringIsWhitespace EEMNFRERENTEEK. Bl

# Evaluates to true
stringIsWhitespace: " "

# Evaluates to false
stringIsWhitespace: ""

# Evaluates to false
stringIsWhitespace: " Hello?"

stringEquals
Mix A stringEquals IEEMNFRHBREABE value SHHIEENFHABTETEH ., Hlun

# Evaluates to true
stringEquals: 'Testing, testing...'
value: 'Testing, testing...'

# Evaluates to false
stringEquals: 'Testing, testing...'
value: 'Hello again.'

# Evaluates to false
stringEquals: 'Testing, testing...'
value: 'TESTING, TESTING....'
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# Evaluates to false
stringEquals:
value: '

# Evaluates to false

stringEquals:
value:

stringLessThan

'Testing, testing...'
Testing, testing...'

'Testing, testing...'
'Testing, testing... !

MiH A stringLessThan BEENFHFRERE/NT value ZHHPEENFRH B,

# Evaluates to true

# This comparison operator isn't case sensitive

stringlessThan: 'A'

value: 'a

# Evaluates to true -

stringlessThan: 'b'

value: 'a

# Evaluates to true

'a' is less than 'b'

# Numeric strings compare as less than alphabetic strings

stringlessThan: 'a
value: '0Q'

# Evaluates to false
stringlessThan: '0'
value: 'a'

stringLessThan&F

Bl

MiX A stringlLessThanEquals EENFHERE/NTHRET value SBHFEENFR R, Hi

-

# Evaluates to true -
stringlLessThanEquals:
value: 'a'

# Evaluates to true -
stringlLessThanEquals:

value: 'a’'

'a' is equal to 'a'

d

since the comparison isn't case sensitive,
1 1
A

'a' is equal to 'A'
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# Evaluates to true -
stringlLessThanEquals:

value: 'a

# Evaluates to true -
stringlLessThanEquals:

value: '0Q’

# Evaluates to false -

stringlLessThanEquals:

value: 'a

stringGreaterThan

a' is less than 'b'

lbl

'Q@' is less than
lal

d

l@l

a' is greater than '0Q'

MiH A stringGreaterThan EENFHEREKRT value SHHFEENF/HFE, Bl

# Evaluates to false - since the comparison isn't case sensitive,

a

stringGreaterThan:

value: 'A'

lal

# Evaluates to true - 'b' is greater than

stringGreaterThan:

value: 'b’

lal

# Evaluates to true -

stringGreaterThan:

value: 'a

# Evaluates to false -
stringGreaterThan:

value: 'Q’

stringGreaterThan% F

MiA A stringGreaterThanEquals BEMFHERBEATHET value ZHPEENFRF

o flu

l@l

lal

# Evaluates to true -
stringGreaterThanEquals: 'A'

value: 'a

a' is greater than

'Q' is less than 'a

'a' is equal to 'A’

# Evaluates to true - 'b' is greater than

a

I@I

d

'A' is equal to
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stringGreaterThanEquals: 'a

value: 'b’

# Evaluates to true - 'a' is greater than 'Q'
stringGreaterThanEquals: '0Q'
value: 'a'

# Evaluates to false - 'Q' is less than 'a'

stringGreaterThanEquals: 'a
value: '0Q'

patternMatches

Mk value SHHIEEMNEZRBREE N patternMatches IEMNENRERNEXCE, bR
ERARFEEEM Golang regexp ‘@o RE2 X RE2 MMM EZEE. , HSHE M google/re2 Ffik
FE. GitHub

LR RHIERTIRE true MR THE :

patternMatches: 'A[a-z]+$'
value: 'ThisIsValue'

BR#HF

DTHBRZEFERATHF. RE YAMLAE , IXEEZEFRENESARUTEREZ —, WHF
B # 235 E A golang big BHLBIZERF , B0 : func (*Float) Cmp.

- BH

"

Float ( EF float64 , x#FM -1.7e+308 F| +1.7e+308 Z RN EF )
EUTEMNREIXEXACRYFHE  A[-+]12([0-91+[.1)?[0-9]+%

FHREER

numberEquals

numberLessThan

numberLessThanEquals

numberGreaterThan

numberGreaterThanEquals
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numberEquals

MR A numberEquals EENBFRABZET value SHHIEENEHF. UTERFNLERIGIR
[l true :

# Values provided as a positive number
numberEquals: 1
value: 1

# Comparison value provided as a string
numberEquals: '1'
value: 1

# Value provided as a string
numberEquals: 1
value: '1'

# Values provided as floats
numberEquals: 5.0
value: 5.0

# Values provided as a negative number
numberEquals: -1
value: -1

numberLessThan
MiR A numberLessThan EEMNHFERE/NT value SHAIEEENEZF, Hiu

# Evaluates to true
numberLessThan: 2
value: 1

# Evaluates to true
numberlLessThan: 2
value: 1.9

# Evaluates to false
numberlLessThan: 2
value: '2’
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numberLessThanZ T

MiH A numberLessThanEquals EENHFRER/NTHET value SHHIEENHKTF. M0 .

# Evaluates to true
numberLessThanEquals: 2
value: 1

# Evaluates to true
numberLessThanEquals: 2
value: 1.9

# Evaluates to true
numberLessThanEquals: 2
value: '2'

# Evaluates to false
numberLessThanEquals: 2
value: 2.1

numberGreaterThan

MiR A numberGreaterThan BEMNHMER B AT value SHHIEENHFE, Hla :

# Evaluates to true
numberGreaterThan: 1
value: 2

# Evaluates to true
numberGreaterThan: 1
value: 1.1

# Evaluates to false
numberGreaterThan: 1
value: '1'

numberGreaterThanZF

MiH A numberGreaterThanEquals EEMHFREATRET value SHHEENEHF. i
o

# Evaluates to true
numberGreaterThanEquals: 1
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value: 2

# Evaluates to true
numberGreaterThanEquals: 1
value: 1.1

# Evaluates to true
numberGreaterThanEquals: 1
value: '1'

# Evaluates to false
numberGreaterThanEquals: 1
value: 0.8

KEXHF
UTHEREEFREXHFRFEIREXHF XM REEFHE,
XHEMFFRZERF

* binaryEXxists

« fileExists

« folderExists

» fileMDS5Equals

» fleSHA1Equals

» fileSHA256Equals
» fileSHA512Equals

binaryExists

WA ARFESRREPRETM. Hm:

binaryExists: 'foo'

(® Note

£ Linux Ml macOS R4 L , R TR NNWNARERFfoo , HTEFREELLT bash tn =48
@ : type foo >/devinull 2>&1 , HF$? == 0RRELRK I,
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£ Windows & L, TR ANNAREF oo , HTERBESSLASTEXITCODE = 0%~
Rt & C:\Windows\System32\where.exe /Q fooly PowerShell &5 #E.

fileExists

N EEERE EREBFEXM. BUNRHEXNBEEIENKRE, NREEENVEFEHFER—
N, MERWITELSRA true, Fl0

fileExists: '/path/to/file'

(® Note

£ Linux M macOS R4t , HTEFREELLT bash (s w#48E : -d /path/to/file , &
i $? == 0 KRB,
£ Windows R4 £ , iX5 PowerShell an 5 # T{EREH[E Test-Path -Path 'C: \path\to
\file'-PathType 'Leaf',

folderExists

WiAEERR LREBFEXMHR, SUNRMBNREIANER, IREEENNEFEAER
— R, MERWITELSRA true, B0

folderExists: '/path/to/folder'

(® Note

£ Linux M macOS R4t , HTEFREELLT bash s =#8E : -d /path/to/folder ,
Hep $? == 0 R LRI,

£ Windows R4 £ , iX5 PowerShell an 5 # T{EREAE[E Test-Path -Path 'C: \path\to
\folder' -PathType 'Container’,

XHMD5E T
A AR MDS i HBERBS TREEE, il :

fileMD5Equals: '<MD5Hash>'
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path: '/path/to/file'
XHSHA1E T

AHXHR SHA1 BRERBSTEEE. M :

fileSHAlEquals: '<SHAIHash>'
path: '/path/to/file'

N HSHA256% T

AR SHA256 RABERBSFTIEEME. HlM :

fileSHA256Equals: '<SHA256Hash>'
path: '/path/to/file'

N HSHA512E T
WA 4R SHAS12 BHERBSTIEEE, HlA:

fileSHA512Equals: '<SHA512Hash>'
path: '/path/to/file'’

EEC2TOE AP ERAZEZER

ERMERATEBZERAEAN T RNTERZMFRER., EC2 TOE BEFHWIEEIRF ITMESR
HrRER, ARAHMHELBREETNESER , $SHE EC2 TOE A X EA LLBEER.

A

/A and EER , BULLEFANRZNMNERENENREXNHITIHE, HINRPOFAEREEBR
true Bt , RIEXNVITELE RN true. BN , REXAWITELER A false,

~
TEHH RGBT THENER : ZRHFENHFE, FIEBRNEREN true , AHRERANITELER R

true.

and:
- stringEquals: 'test_string'
value: 'test_string'
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- numberEquals: 1
value: 1

7

LTRREEHRITTRNMER, F—NMERNVERN false , I IHEEFEL |, BEXAHBRBEBE, RiX
AMITESRN false,

and:
- stringEquals: 'test_string'
value: 'Hello world!'
- numberEquals: 1
value: 1

xE

A or EER , BULLEANEZNMNERENENREINHTIHE., HEF—NMEENWLHRER
A true Bt , RIEXWITELE RN true, MREBELRWITELRIITH true , WREXPITE
Z£8RA7 false,

il

THHNRART TR : ZHENRT. F—PLBRHERN true , BEREANITEERR
true , EZMERBB

or:
- stringEquals: 'test_string'
value: 'test_string'
- numberEquals: 1
value: 3

LT REEHRITTHENER. F—PMHBRHNERR false , ITTEHREHTT, BN LBHERRN
true , At REXWVITELE RN true,

or:
- stringEquals: 'test_string'
value: 'Hello world!'
- numberEquals: 1
value: 1

ERRE—NROF , BNMNERNEREN false , AEREZXANIUTELE RN false,

or:
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- stringEquals: 'test_string'
value: 'Hello world!'

- numberEquals: 1
value: 3

not

/A not ZER , BAILLIAEENTEE., MRIEBRWER R false , MREXWITELE RN true,
MRLLBHERNA true , NREXWITEL RN false,

-

BT RBIITT ZRELER, EBRNERN false , REEREXNIUTESRA true,

not:
- stringEquals: 'test_string'
value: 'Hello world!'

T RBIESRIT T FRBLE, LRWERR true , AUFREXHNITELS RN false,

not:
- stringEquals: 'test_string'
value: 'test_string'

£ EC2 TOEFR E AN &

Ao RM T HEBTEE EC2 TOEFRIEBIAEMNER. BAEHNENLTESENESFS. &AL
£ EC2 TOEH AU T RBEWBIRLEN :
« for &5¥) - ERRMNEHRFS LER,
- forEach &#3
« forEach EAMASIRER - ERERVFHEES.
« forEach T RIIKXNER - ERHSBHEENERFREES,

(® Note
BREHN B FARRIERE,
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BHEHESR

- SIHEREE

- EHRLERIRE

- FRFER

o STRAER T D

SIHERZE

Eo| AR ENRSIANE , XAESTE/ALEHNLSROVMAZTEHERASI ARERX
{{ loop.* }}o WREATEATEIAE I TRNBEFEHHNEAREE,

SIARAXBEUTRAAMN :

e {{ loop.index }}-HeERHEFHIE , E5|H 0.
e {{ loop.value }}-EHaERTEXKNE,

(EEZN=EN

ERAERHE - N TRRANTEBHRFER, MREETEAEH , WALMERACXRI AL RE A
FHPWERTE, ES|HGBBEANERRKRSINE  BESENMAZTEDERST {{ loop.* }}
B {{ <loop_name>.* }}, WRERXFEATFSIAS —NMNTRNTRBHREN,

SIAFRAXHBUTERAAN :

« {{ <loop_name>.index }}-mBBEARHTERNFEMNE , ERELTF 0,
« {{ <loop_name>.value }} - S BBHNWHTERTEXRKNE,

fEAT 5| A RAEN
f# EC2 TOE MBI RERMT

« {{ <loop_name>.* }}— FEALATELE EC2 TOE L FRIA :

s MRYFEEETHSRNERE <loop_name> EIEE , N5 ARENGHENT N Y EEESTT
NSRRI BIRE

- MRGENBEARERHIAEYTSTHEERA , Il <loop_name> TR ZLEW.
« {{ loop.* }}— ERAEHFZETHSRPENNBEHRLEN EC2 TOE BTRIER,
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NMREFLERIANLSRPEASIARERX , W EC2 TOE FL@EMXLEREN , ARECIHAELR
R AT ER,

® Note
SIARERNMAMANMEISIEER , YAML miFSE T e ERMER,

BB AR

AT REBXAHE EC2 TOEREANBHRERRENEE MO,

ERZN = AEid)
. for fE3F

- forEach &£ A % A I RAEER
« forEach £ 7 2 Fe 5 R FEER

for &

% for BRERLTHEEFANEEAIHNLRNEENBBCEE. EREEES [start, end]
B, BRLRE.

EC2 TOE ®ifstartend, #MupdateByfH , LBRAEST LS HTERER,

for fERZEN

- name: "StepName"
action: "ActionModule"
loop:

name: "string"
for:
start: int
end: int
updateBy: int
inputs:
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for @A

FER

name

start

end

updateBy

for fEHHA A RA

DU
TEIRRYE— &
o BER—HE
B EL A AR A R

ML, E4IR
HE_EI‘JO

KRR IBE,
TEIFERE
o

ERBNERE.
TEIFHERE
o

BT hEE A
RENER, ©
VR IFFENE
HIEEH, TEZ
HEERIEN,

B

B

B

- name: "CalculateFileUploadLatencies"

action: "Execu
loop:
for:
start: 100
end: 10000
updateBy:
inputs:
commands:

$f = new-object System.IO.FileStream c:\temp\test{{ loop.index }}.txt,

Create, ReadWrite

tePowerShell"

000
00
100000

$f.SetLength({{ loop.value }}MB)

$f.Close

O

fim

fim

fim

ARIA
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- c:\users\administrator\downloads\latencyTest.exe --file c:\temp
\test{{ loop.index }}.txt
- Amazon s3 cp c:\users\administrator\downloads\latencyMetrics.json s3://
bucket/latencyMetrics.json
-
Remove-Item -Path c:\temp\test{{ loop.index }}.txt
Remove-Item -Path c:\users\administrator\downloads\latencyMetrics.json

forEach A A% REH
Z forEach BHER—NMNEXWEIIR |, ZIRTURFZRHFEMERNRIEN,
forEach ERAM A REMIITREIR

- name: "StepName"
action: "ActionModule"
loop:

name: "string"
forEach:
- "string"
inputs:

forEach ERAm A% R A ITEIR
FE iR R HE ZRIA

BRI —F .
name e SE—BE T+

B BT R

Mt TARE

e — .

7n< nn

fm
XA
B
3

forEach fERF RTERNFER  ZHHIR
SERIES BHIR, EZHE

AKREXEN T

RPN FRFR

MAMB|SHEiE

X , YAML 4miF
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FE DU RE R ARIA
7 BE IE T R 1%
Bflo

forEach ERAM A SRR RO 1

- name: "ExecuteCustomScripts"
action: "ExecuteBash"
loop:
name: BatchExecLoop
forEach:
- /tmp/scriptl.sh
- /tmp/script2.sh
- /tmp/script3.sh
inputs:
commands:
- echo "Count {{ BatchExeclLoop.index }}"
- sh "{{ loop.value }}"
-
retVal=$>
if [ $retval -ne @ ]; then
echo "Failed"
else
echo "Passed"
fi

forEach ERAM ASIRMBATRHI 2

- name: "RunMSIWithDifferentArgs"
action: "ExecuteBinary"
loop:
name: MultiArglLoop
forEach:
- "ARG1=C:\Users ARG2=1"
- "ARG1=C:\Users"
- "ARG1l=C:\Users ARG3=C:\Users\Administrator\Documents\fl.txt"
inputs:
commands:
path: "c:\users\administrator\downloads\runner.exe"
args:
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- "{{ MultiArgLoop.value }}"

forEach ERAM ASIRMBATRHI 3

- name: "DownloadAllBinaries"
action: "S3Download"
loop:
name: MultiArglLoop
forEach:
- "binl.exe"
- "binl@.exe"
- "bin5.exe"
inputs:
- source: "s3://bucket/{{ loop.value }}"
destination: "c:\temp\{{ loop.value }}"

forEach £ A 2 B 5| R EIR

BEFEAQSmI Y s RO ENTEE, BENTHRNERNS , # EC2 TOE £AL BN
BRIFSNESRRNIA,

forEach £/ 2 RIIKREMNEIR

- name: "StepName"
action: "ActionModule"
loop:
name: "string"
forEach:
list: "string"
delimiter: ".,;:\n\t -_"
inputs:

forEach A 7 E% &R ARNER

FH it %7 Pt 2k
2 T IR M —

name £%. SE—-KH T & "
BRHEMERS
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FE

list

iR
ML ENZX
?EEHE_EIJO

HAKFRFRA
BB FRE |, X
EZFEH-—
B2 RAE

EE—RE, thiE
ZHEAREN,
MRREARE
X, FRERAXN
sl 5 FEMNFEER
3k, BAME YAML
Yri¥eR ETAER

o

fim

ARIA

TEH
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FE

delimiter

(® Note

DU il WEE
ATERRDZ  FRB -
BFRRNF

fFo MINFES
FH. HAEHN
PR R ARVFE
A—12Rea

[l
r

[
dJjo

&
Jo

| g
®IF U\t
i
R

TR

TREEAEIER
prig

list HERAANTTENFRFR, MRESTHERT list WR , WeEESTHEFT2R

BR HH R
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forEach A RIIKRMBRTRHI 1

WRBIEAUNTEERERNERXRSIAS —NMNTRAME : <phase_name>.<step_name>.

[inputs | outputs].<var_name>,

- name: "RunMSIs"
action: "ExecuteBinary"
loop:
forEach:
list: "{{ build.GetAllMSIPathsForInstallation.outputs.stdout }}"
delimiter: "\n"
inputs:
commands:
path: "{{ loop.value }}"

forEach RS RIIKRMBATRHI 2

- name: "UploadMetricFiles"
action: "S3Upload"
loop:
forEach:
list: "/tmp/ml.txt,/tmp/m2.txt,/tmp/m3.txt,..."
inputs:
commands:
- source: "{{ loop.value }}"
destination: "s3://bucket/key/{{ loop.value }}"

SRFER

BARRLSBRN—r, EANELRETHIANEZRBIF2NATENER. TREBRNNATLEERER
B, WTFFRR

« timeoutSeconds — BT EER B L MEN FERIEEMNI AR RNIZT. MRBHRZITEN , N
EC2 TOE EfTZHFTRNERKE , HABAFNZHEEBNSH. NRBEFRETERISZERER
RBERTEE |, NiZPRAOKXBOE BN RAFHREITEEN,

« onFailure - ST RN A XKL IE , MR :

« W onFailure iREHNAbort , Ml EC2 TOE BHBHHBRFEERFTBERZL R, EXIFAE
WG , FYBLE EC2 TOE FRIEN KM , HELZTiRHE,

EC2 TOE F R B R M X HHAVIRS PR E N Failed.
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® Note
EXRMNLTRZE , TEETEAEMES R,

« IR onFailure i¥ &7 Continue , Il EC2 TOE BRHBEHAHRBEIRXRBEIR ZLT R, ELIHK
REWHAHE , FHILSWEC2 TOE Hrid AEAM , REHREEITT— N,
EC2 TOE F R Bt M XHAMVIRSBIRE N Failed,

« R onFailure IREX Ignore , Ml EC2 TOE BHBHAHBREEFRXRREERX ZI R, EREHK
BidBE , FYeL R EC2 TOE #ric N IgnoredFailure , REHEETT —%,

EC2 TOE i X B R M XX AAVIRAS T IRE A SuccessWithIgnoredFailure,

® Note
XMBANKIZT , BBE-EELE , AULBHE- IS N SRRMAR L.

- maxAttempts - 8RB , BENSRAFMBERBEN LT HIZITH,
o RE - FRETHEMRS, status FREZPMERHRS. SEBANSTRSHEEDT :
« MREMNERZTRM , NBZREVRSIE @ KM,
- MRFMBEREBRY , WERORSERKZ.
- startTime - ZERIETHEFFHRETE, FRRZIMERNTTHBETEL,
 endTime - SREITHELERITA, FREKREMERHLERETE,
- failureMessage - @EEHIMIFBITE RN AMHNERES|, WRETERER |, HEEHZER

BITRM. ATHRAREMRBDRBCEENADN , RABKERREHEIMAEIRES
SERAIE A 5

BRERBIE—Mat, ERIRZTERN , EC2 TOE HAEMIINERBEHEH T
1, detailedOutput.json& i RE THNA HENENHEFAN , XEEEREERNE S
RAHPESL, THEHARGIGE WA H 5

%/ 1 B9 ExecuteBash By%i

{
"stdout":"Hello"
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}

%R 2 B9 ExecuteBash Fy% H

{
"stdout":"World"

}
S ExecuteBash B%i H

{
"stdout":"Hello\nWorld"

}

f5l7n | ExecuteBash, ExecutePowerShell Hl ExecuteBinary RR{E#ER , HiR[E STDOUT 4E
NREESREH, STDOUT EHESHRITRIERELITE detailedOutput. json RHERSERMN B HH,

EC2 TOE FA&A H kMBS R H.
EC2 TOE A EE TR /EE R

EC2 B&EMK RS ( 120 Image Builder ) £/ EC2 TOE ®{EER KA BB BB FHEMNRXBEX
VBRI HY EC2 4, AT NEAE A EC2 TOE REERMNINEUR MARESAH] , 2RO,

AHRAANAE YAML XHEEEN, BXXEEENESEE |, B5H £/ EC2 TOE A XHESR
BIE B E LA M,

® Note

FrEIREEREZ TR EMER S Systems Manager X IEFREIAIM~ |, BI Linux £# root
Windows EH#I NT Authority\SYSTEM,

LT XX 5| ARBERRNITHRERBENERITT 2%,

— AT

» Assert ( Linux, Windows, macOS )
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* ExecuteBash ( Linux, macOS )

* ExecuteBinary ( Linux, Windows., macOS )

» ExecuteDocument ( Linux, Windows, macOS )

+ ExecutePowerShell ( #18 )

XHETERE LA

» S3Download ( Linux, Windows, macQOS )

+ S3Upload ( Linux, Windows., macOS )

* WebDownload ( Linux, Windows, macOS )

NHRGRE

» AppendFile ( Linux, Windows, macOS )

» CopyFile ( Linux, Windows, macOS )

» CopyFolder ( Linux, Windows, macOS )

* CreateFile ( Linux, Windows, macOS )

» CreateFolder ( Linux, Windows., macOS )

* CreateSymlink ( Linux, Windows, macOS )

+ DeleteFile ( Linux, Windows, macOS )

» DeleteFolder ( Linux, Windows, macOS )

 ListFiles ( Linux, Windows., macOS )

* MoveFile ( Linux, Windows, macOS )

* MoveFolder ( Linux, Windows, macOS )

» ReadFile ( Linux, Windows, macOS )

» SetFileEncoding ( Linux, Windows, macOS )

» SetFileOwner ( Linux, Windows, macOS )

» SetFolderOwner ( Linux, Windows, macOS )
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» SetFilePermissions ( Linux, Windows, macOS )

» SetFolderPermissions ( Linux, Windows, macOS )

R RERE

+ InstallMSI (Windows)
* UninstallMSI (Windows)

RERIE

* Reboot ( Linux, Windows )
+ SetRegistry (& )
* UpdateOS ( Linux, Windows )

BARITER
T— A ANE T ETHHNRERAT TR REER,

ERRTREER

* Assert ( Linux., Windows, macOS )

ExecuteBash ( Linux, macOS )

ExecuteBinary ( Linux, Windows, macOS )

ExecuteDocument ( Linux, Windows, macOS )

ExecutePowerShell ( #18 )

Assert ( Linux, Windows, macOS )

Assert BRIERRFERA LR ZEFTREZBEZETEN AR ITELER. SEFREINER (true =

false ) T"NSBRIY BN Th R K BAR TS

MREBRIEZEEEFREXNIUTELE RN true , MIZFZBRFAFFIEN Success, BN , ZFTR/IR

12N Failed. MBLSBWEM , Nl onFailure SHAESBHNE R,

BRIAERR
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TN
BEWN HiR
input ag if\tt!& S
ER ﬁﬂo /EE,L,‘
“‘_ﬁﬂ_ﬂ«)\@
E%’?’I\J:t?‘rﬁiz_zﬁﬁo

ARG : £ stringEquals tbRiz E R/t

WREIPITELERRA true,

- name: StringComparison
action: Assert
inputs:
stringEquals: '2.1.1'

S 2%
XFREEFEN , £
BHRRTRIEAR

1T R

value: '{{ validate.ApplicationVersion.outputs.stdout }}'

W A RH : £ patternMatches HEEZEERFHENRER LR

XERPINITESREN true,

- name: Letters only
action: Assert
inputs:
patternMatches: '~[a-zA-Z]+$'
value: 'ThisIsOnlylLetters'

- name: Letters and spaces only
action: Assert
inputs:
patternMatches: '~[a-zA-Z\s]+$'
value: 'This text contains spaces'

- name: Numbers only
action: Assert
inputs:
patternMatches: '~A[0-9]+$"
value: '1234567890'

BRIEER
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MATRE  EREZBZEANEATENRELR

LT REERTEAZBEENMNERNTENTHRELR., MBUTE—FHBR true , Nl Assert By
TTEERN true :

« ApplicationVersion XF 2.0 ¥} H CPUArchitecture &F arm6s,
« CPUArchitecture %7F x86_64,

- name: NestedComparisons
action: Assert
inputs:
or: # <- first level deep
- and: # <- second level deep
- numberGreaterThan: 2.0 # <- third level deep
value: '{{ validate.ApplicationVersion.outputs.stdout }}'
- stringEquals: 'arm64'
value: '{{ validate.CPUArchitecture.outputs.stdout }}'
- stringEquals: 'x86_64"'
value: '{{ validate.CPUArchitecture.outputs.stdout }}'

g

Assert HYHH R RS IRAT RN R W

ExecuteBash ( Linux, macOS )

ExecuteBash#R {ERE R /o ¥ 485 B W EX shell X53/88 FIZ1T bash BIAS, ZER K Linuxo

BEDTRPEENFAE S TS TER R I H (FIH0 input.sh ) HEM bash Shell $i
7. Shell XHFRMITERRRHAB IR,

WRMAIR H AR HAE A |, NiZExecuteBashiBR AN EBREEMB 3. 194KEB3E , ZRRAERF
WATUU T REZ — -

- MR 2 M Systems Manager REHITH , ZNARFFEERAAEEREAHB, Systems Manager
RELEBERAESHZTEIEBNSR , WNHIAE S HEESESI PR

- ZNARFRFLHA executionstate , REENBIMAF[UENNITZEARRF , RAREFHE
ﬂ]%\a}bo
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ERGEHMBEDE , ZEABRFHITHAENSINERLSR, MRFEERAZE , ELTRERSE

RIS % B AR — Shell 88 & R 1E,

WA
BEMN iR R AEE
commands BERH bash 187 L 1IE =

WITHETHS TS
Ko RFERAZT
YAML,

wMARE  ERAIG

name: ExitCodel94Example

description: This shows how the exit code can be used to restart a system with
ExecuteBash

schemaVersion: 1.0

phases:
- name: build
steps:
- name: RestartTrigger
action: ExecuteBash
inputs:
commands:
- |
REBOOT_INDICATOR=/var/tmp/reboot-indicator
if [ -f "${REBOOT_INDICATOR}" 1; then
echo 'The reboot file exists. Deleting it and exiting with success.'
rm "${REBOOT_INDICATOR}"
exit 0
fi
echo 'The reboot file does not exist. Creating it and triggering a
restart.’

touch "${REBOOT_INDICATOR}"
exit 194

BRIEER
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i

- sk =S
stdout BERTOIAER PR

MREHTEHSIS , HREREA 194 ERNRERRN -2 , WERERHERSISHE—
BRFERSRUAEBENT, MRHATEFSISTRBRERE , WEIRTREE KK,

ARG ERW ( BRERXAY)

{

“stdout”: “The reboot file does not exist. Creating it and triggering a restart."

}
MRS BERE (SRR )

{

“stdout”: “The reboot file exists. Deleting it and exiting with success."

}

ExecuteBinary ( Linux, Windows, macOS )

ExecuteBinary# R {EE IR L F BE A T 1T S B RIZ1T =3 &34

70 R =3 HI 3 4HR R A3 R 194 (Linux) 2 3010 (Windows) , MliZExecuteBinarytEiR 24 B R
SNEFEYD. #MRE  ZNABRFHRITUTREZ—

- WSR2 M Systems Manager REHITH , ZNARFFEERAAEREREAHB, Systems Manager
REARREEBHZTEIEEHNSR , MK EFEEEH PR,

- ZNARFRTFYEA executionstate , BEENBIMRB[UEMNITZNARRF , REEHE
ARG,

ERGEHMBEDE , ZEABRFHITHRAENSINERLSR, MRFEERAZE , ELTRERSE
RIS % B AR — Shell i & ERE,
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LI

BEW

path

arguments

HWMATRE 2% NET

iR

EHATH ZH RIS
Y BR £
BEEBIToHHIX
HEMERN G TITS
TR

- name: "InstallDotnet"

action: ExecuteBinary

inputs:

path: C:\PathTo\dotnet_installer.exe
arguments:

- /gb

- /norestart

ok,

stdout

1 =l

{
"stdout":

}

ExecuteDocument ( Linux, Windows, macOS )

ExecuteDocumentiZ {ERERIGIN T N RELAHF XN TIF , N— P XRFETSNE B,

"success"

.

I+

FRBR

R HATHARER Ho

TOE BiEE1Ta R AS B & E R XA,

i

EC2

BRIEER
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BR 1

o WIREEREIT—X, TAWER , A REBINRHIMIEIN, ExecuteDocumenti®i& LA T 2RiA
B2, RZAZHE QX LEE , NSRE4EIR,

 timeoutSeconds: -1

* maxAttempts : 1

® Note
AL EEEZ , 3 EC2 TOE EARIAE.

« XNHETULURE , &RZUREZR , TEEIUES. = MRERINBRRNONERF] , BATRETS
RBREN. EXMERT , &IERBNXETFEAEMEIE,

« TAWBHRNTANXE, EAEBEREHNABRBESEXE , B RAASHRTEFERESE
Mt , M| REH , NMISIRERER. JRNIBEHMITE , EC2 TOE KFERITHIEEK
Mo
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BEW

document

document-s3-
bucket-owner

phases

parameters

WG A

BEW

name

iR

AHXHENEE, B
0 GriA Ik

D TR

S3 URIs

EC2 Image Builder
AR A ARNs

S3 FEMmMEERN
JKF 1D, AT
4 SUASRY S3 17k
B, (WREE4A
#3214 URIs B EA
S3, MEWEA, )

AHXHHREEITH
MEREMES TR
FIRRKTR. MRK
EEEMEER , [z
ITARER R,

FEETRMEN REXN
&% B 48 HF AR
ASH,

SHMRFFIE

fim

i

ol

i

i
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m
e
#

BEW iR

E{%i% A ExecuteDo

cumentiE{EIEIR [E £
IEITHY A A SRR

A E o

value FRFE =
WMASHHE,

a1 A Rl
LTFRBIERT BHXEHAZE , EARURT BN RZREE,
ARG - A SRR AR

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
inputs:

document: Sample-1.yaml
phases: build
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

WATRH : S3 URI STHYERZR

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:
- name: ExecuteNestedDocument

BRIEER
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action: ExecuteDocument
inputs:
document: s3://my-bucket/Sample-1.yaml
document-s3-bucket-owner: 123456789012
phases: build,validate
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

# AR : EC2 Image Builder A4 ARN 45 X R4E &2

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
inputs:

document: arn:aws:imagebuilder:us-west-2:aws:component/Sample-Test/1.0.0
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

{5 ForEach fE¥iE1T XY

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
loop:

name: 'myForEachLoop'
forEach:
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- Sample-1.yaml
- Sample-2.yaml
inputs:
document: "{{myForEachLoop.value}}"
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

5/ For @iz 173Xy

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
loop:

name: 'myForLoop'
for:
start: 1
end: 2
updateBy: 1
inputs:
document: "Sample-{{myForLoop.value}}.yaml"
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

i

EC2 TOE f|#detailedoutput.json®XE{TaEBE AR X . ZXHE2E1THAE
ANENMNHEXENENN BT RNIFMAER, X FExecuteDocumentiR/EREIR | BT
FoutputsFERHAKIFEMNEZTHRHE , ARBEXRZEREEDPEZTHNE., TRMXENIFME
BdetailedOutput,
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{

\"executedStepCount\":1,\"executionId\":\"97054e22-06cc-1lec-9bl4-acdes48001122\",
\"failedStepCount\":0,\"failureMessage\":\"\",\"ignoredFailedStepCount\":0,\"logUrl\":

\"\"

BMANENAEBEENRBLEAT ARG AR RBIE , MTAAR :

,\"status\":\"success\"

» executedStepCount®:1
» "executionld": "12345a67-89bc-01de-2f34-abcd56789012"
« failedStepCount®: 0

 "failureMessage":

* “ignoredFailedStepit#”: 0

° lllog

U r.III: nn

» "status": "success"

1 =l

TR RBIERT REBRENITIExecuteDocumentiRfEE SR . ELLRHIH |, main.yaml AHX
¥R INiZ1T T Sample-1.yaml A#H3X#,

"executionId": "12345a67-89bc-01de-2f34-abcd56789012",
"status": '"success",

"startTime": "2021-08-26T17:20:31-07:00",

"endTime": "2021-08-26T17:20:31-07:00",

"failureMessage": "",
"documents": [
{
"name": "",
"filePath": "main.yaml",
"status": '"success",
"description": "",

"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",

"failureMessage": "",
"phases": [
{
"name": "build",

BRIEER
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"status":
"startTime":
"endTime":

"success",
"2021-08-26T17:20:31-07:00",
"2021-08-26T17:20:31-07:00",

"failureMessage": "",

"steps": [
{

"name" :
"status":

"ExecuteNestedDocument",

"success",

"failureMessage": ,
"timeoutSeconds": -1,

"onFailure":

"Abort",

"maxAttempts": 1,

"action": "ExecuteDocument",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",

"inputs": "[{\"document\":\"Sample-1.yaml\",\"document-s3-
bucket-owner\":\"\",\"phases\":\"\",\"parameters\":null}]",

"outputs": "[{\"executedStepCount\":1,\"executionId\":

\"98765f43-21ed-09cb-8a76-fedc54321098\",\"failedStepCount\":0,\"failureMessage\":\"\",
\"ignoredFailedStepCount\":0,\"logUrI\":\"\",\"status\":\"success\"}]1",
"loop": null,
"detailedOutput": [

{

fedc54321098",

"2021-08-26T17:20:31-07:00",

"executionId": "98765f43-21ed-09cb-8a76-
"status": '"success",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",
"failureMessage": "",
"documents": [
{
"name": "",
"filePath": "Sample-1.yaml",
"status": "success",
"description": "",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",
"failureMessage": "",
"phases": [
{
"name": "build",
"status": '"success",
"startTime":

BRIEER
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"endTime":
"2021-08-26T17:20:31-07:00",
"failureMessage": "",
"steps": [
{
"name": "ExecuteBashStep",
"status": "success",
"failureMessage": "",
"timeoutSeconds": 7200,
"onFailure": "Abort",
"maxAttempts": 1,
"action": "ExecuteBash",
"startTime":
"2021-08-26T17:20:31-07:00",
"endTime":

"2021-08-26T17:20:31-07:00",
"inputs": "[{\"commands\":

[\"echo \\\"Hello World!\\\"\"1}1",

"outputs": "[{\"stdout\":
\"Hello World!\"}1",

"loop": null,

"detailedOutput": null

1]
1]
1]
1]
1]

]
]

ExecutePowerShell ( #18 )

ExecutePowerShelli2 /e 3R £ i £24E FH R EX shell X1B/8557151T PowerShell BIZA, ZiER i
Windows & # Windows PowerShell,

R A commands/instructions 18 ENFTE AR BT HER N BASIH ( Flfinput.psl) , HEH
Windows iZ{TPowerShell, Shell X4 1TH4 R 2B HKBE,

R shell A HIRHEHEHATE R , MiZExecutePowerShell RGN B REEFHEE . 3010EE 3
B, ZENARFRITUTREZ—
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- WRMH Systems Manager fRIEEZ1T , MR HABREEAE. Systems Manager REBLEBRRE
BHETRIERNSE , WNHAE G FEERFIP AR,

« RFHA executionstate , REEHBIMAF[UENTZTZNARE , RREMSIS RS

ERGEFEIE , ZNABRFITHREFNEINEELSR. IRFEEAZYE , BELTNRER

A LA 32 2 )X A AR — Shell a5 B RYERAE,
LN

BEM 1 BUN
DEEZEEPowe
rShell iBZZ1THIES

R THHER. AW
fEHZ1T YAML,

commands

file ‘@& PowerShell
BIZS SR B AR
PowerShell f$£ 1 -
file@WTITSHIIX
N HE1T. BEL
MIEM .psl X

wARE  ERWIG

name: ExitCode301@Example

l\\ =I=

E

B, WIEE
commands = file ,
EENEEEE SR

o MIMIBE
commands = file ,
B BERIRTIEE,

description: This shows how the exit code can be used to restart a system with

ExecutePowerShell
schemaVersion: 1.0
phases:

- name: build
steps:

- name: RestartTrigger
action: ExecutePowerShell
inputs:

commands:

$rebootIndicator = Join-Path -Path $env:SystemDrive -ChildPath 'reboot-

indicator’

%

BRIEER
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if (Test-Path -Path $rebootIndicator) {
Write-Host 'The reboot file exists. Deleting it and exiting with

success.'
Remove-Item -Path $rebootIndicator -Force | Out-Null
[System.Environment]::Exit(Q)
}
Write-Host 'The reboot file does not exist. Creating it and triggering a
restart.'
New-Item -Path $rebootIndicator -ItemType File | Out-Null
[System.Environment]::Exit(3010)
i
5 ik %A
stdout mE AT R ER B, FRE

WMRERITERMSIS , FREBHAG 3010 BMERNREERN —&2 , WEFERIHEMHISNE—
BRFERSRABENT. MRATEFNSISTRBEEREAE , WEIRTREE XK,

ARG BERE ( BRERNA)

{

“stdout”: “The reboot file does not exist. Creating it and triggering a restart."

}

MRS BERE (F IR )

{
“stdout”: “The reboot file exists. Deleting it and exiting with success."
}
X TEE EEER

T—TWRANET LERTHHERREER,
THE LERFEER

» S3Download ( Linux, Windows, macOS )
» S3Upload ( Linux, Windows, macOS )

» WebDownload ( Linux, Windows, macQOS )
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S3Download ( Linux, Windows, macOS )

£ S3Download BEEBR | BATLUF Amazon S3 WHRF—HAXN KR THEEFEA destination
BEREENA R XHR, MREENECHEEFMAXY , B overwrite HRFRENIER |, N
S3Download 2B EZX#.

source {ZE A LAIEME Amazon S3 FHIBEXNR , A UEATEESBERA (*) WEER , AT
—HERIRERCEATR, Y& source NEEERBIRN , S3Download BREERESTHRE
ZHRCRNAERNR (EXENXHEX ) . BREVBALERMILEE , BRES (/*), ATEHE
ZERTRNFFERNSR. B0 : s3://my-bucket/my-folder/*,

MRETHRIRPNEERARR S3Download BEXAW , XHRABTTLERE KM BIAVIRES.
B FR AR SRR 35 R TR BT BPIRAS

X ERRH
S3Download BAFERZIFLL T RA :

« Amazon S3 M HIF T H B T &R A 15 7E MY 243 LK,
« Amazon S3 F R ( £ Amazon S3 XHERHTERIR ) N TRIEEH AR XHX | ZXHR
LU% IR ARG E 58 B ITE A Amazon S3 X R E &3 A b STk,

IAM E3R

EXpIBE X HXER IAM ABXLMERIEZEIT S3Download BAEERKINR, HIFUT IAM BE
SR BE BT H0 2 5SS BB B S RERRY IAM A

o BAYH : s3:GetObject X bucket/object ( fl#N , arn:aws:s3:: :BucketName/* ) .

o ZAXMH : s3:ListBucket4tXt bucket/object (%l , arn:aws:s3: : :BucketName )
Ms3:GetObject & X¥ bucket/object ( fflflarn:aws:s3:::BucketName/* ) .

WA
g R il HE RN
source Amazon S3 1% FRFE b TEH
EEATHIR.
B LB ESE
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#

destination

expectedB
ucketOwner

EEPUN
MRV,
A BAfE P SR B 4R
( RERIIEE
, BIRESEE
F(/*) RT&—
PHERBIRTE
RIS R

T # Amazon S3
X R A9 < ith BR:
£, ETHEAD
X, B
XHBIEENBE
BN —D. Bl
i /myfolder
/package.
zip o

source BEEF
RENTFEBN
THRE &K
ID., FEATEIUE
WERPIEEW
Amazon S3 17
BWHATE N,

FREH

RFER

i

ARIA

RER

BRIEER
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#

overwrite

@ Note

DU RE T

REN EHART WRE -
WMRIEEEA IR
R HY B PR3HFR
FEFERAX
f, TR
BEAR N,
WMRRENE
B, AERAH
RELMIBEX
HrwES  FE
BREERSET
HEIRM R W

520 | Error:
S3Download:
File already
exists and
"overwrit

.t

property for
"destinat
ion" file

is set

to false.
Cannot
download.

ARIA

true

SFLATRA , ATEUR Windows X #HRERZREH#R N Linux BB&, Bl , AL C: \myfolder
\package.zip ¥ /myfolder/package.zip,
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ARG ;0 Amazon S3 X R E 15 A H#h 3T 4
AT R BE T 204a 3¢ Amazon S3 X R & &5 24 #h 34,

- name: DownloadMyFile
action: S3Download
inputs:

- source: s3://amzn-s3-demo-source-bucket/path/to/package.zip

destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022
overwrite: false

- source: s3://amzn-s3-demo-source-bucket/path/to/package.zip

destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022
overwrite: true

- source: s3://amzn-s3-demo-source-bucket/path/to/package.zip

destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022

WMATH  FEEREIBRH Amazon S3 FHENM P HIFTE Amazon S3 X R E I B A i 344k

THEHRGIETRT W Amazon S3 FHEFEFA T ERIIBIFTE Amazon S3 X RE HIF 24 X4
X, Amazon S3 & BEX#HRES , Hit , NEHSBITRTENFIENR, RAR FHHEERN 1000,

- name: MyS3DownloadKeyprefix
action: S3Download
maxAttempts: 3
inputs:
- source: s3://amzn-s3-demo-source-bucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022
overwrite: false
- source: s3://amzn-s3-demo-source-bucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022
overwrite: true
- source: s3://amzn-s3-demo-source-bucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022

L
o

BRIAERR
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S3Upload ( Linux. Windows, macOS )

£ S3Upload 1R V18 IR AT SURF A MRS/ S #F K EAZ B FEAS Amazon S3 (U B, &R BAERMLEE
ENREREABES (*) , A LEBESEERFRNTERRE X,

g% S3Upload BIEAM , B E4&ZEA X HEFR B B 5 Amazon S3 7T,
=t ORI ESY]

o AR EEE S3 AR,
o FFXHRAPBHARM M (EABEA ) L& F Amazon S3 #HIR.
o FFARMIHR (BT recurse IREN true ) EFIE Amazon S3 BEIE.

IAM E3R

S48 B S RBH IAM B S%MEEIEIT S3Upload BEERIINE, HTUFET IAM ZKBE
I3 532 4if & SXHREBE IAM B, ZKEEAI[E B ¥r Amazon S3 FEMERF s3:PutObject &
PR, #l#N , arn:aws:s3:: :BucketName/* ),

WA

B iR il WHE ZRIA

source files/folders JRFF  F&F &R = TEH
ERN AR RR,
source X8
SBEEEF (*)o

destination EAERS AR 3 TEHR
X AR B R
Amazon S3 17
R,

recurse MRRENRN FRFE F false

true , MiEIFH
1T S3Upload,
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e DU il s ARIA

expectedB BRREHRIEE FHH B FEH
ucketOwner # Amazon S3

FEMOTEA T

BEEKF ID,

BRI

EERPEEN

Amazon S3 17

WO FTE N,

ARG F AR X4 E HIF Amazon S3 JR
LA R BE 7 an{a] S A it 32 44 & ) E Amazon S3 X K.

- name: MyS3UploadFile
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\package.zip
destination: s3://amzn-s3-demo-destination-bucket/path/to/package.zip
expectedBucketOwner: 123456789022

WARG  REBERERK Amazon S3 74 1 PRI T XX & I B Ay 34K

LT RAIRRT iG44SR R T X4 E HI2H B R B4R Amazon S3 FEMEH. ZRBIT
LEHFXHRFHRNAE , BAKREE recurse , HEHEEIARN false,

- name: MyS3UploadMultipleFiles
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\*
destination: s3://amzn-s3-demo-destination-bucket/path/to/
expectedBucketOwner: 123456789022

ARG SRR S RIS SRS s S 3K5% I3 B HIE] Amazon S3 T iE 1
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RAriEmE

AT RGIR R T G0ADRE P SO R ST A4 SR MK 3 32 44 3R 6 I3 & ) BT B B BT R AY Amazon S3 7741

o

- name: MyS3UploadFolder
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:

- source: C:\myfolder\*

destination: s3://amzn-s3-demo-destination-bucket/path/to/

recurse: true

expectedBucketOwner: 123456789022

i
7o

WebDownload ( Linux., Windows, macOS )

WebDownload# {E#E 1R o ¥ 8@ HTTP/HTTPS tHXMIZRRE TEHRXHRM AR ( BINUEA

HTTPS ) o N THBMEBRANEBERE, ZERGEEHNEREIRZSE,

BREAFBEA , BATHEBRERSTEE 5 R, XEZIRXE steps XK maxAttempts FEHIEE

VZ2EHAFRE , MRSREERAMAER,
HREERB L EEERG, R 200 5, , AT HTTP RERBE 25 K EiR,

WA
BAEWN iR
source BMH HTTP/
HTTPS Mt
( BERA

HTTPS) , ER
& RFC 3986 ¥F
Mo RUFFEAEE

destination ARG ERY4E
XX ST
NXHFRER, X

fim

fim
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BAEN DU RE R ARIA
K R AR A ITEA
/ ERB. MRX
HrREBETR /

ZR , NEAN
NHBEE, %
REBIERIDT
AT E N
e R,
Y EAERRE
Mo

overwrite BRRE , TEH WmIRE

XU R REE
EARMRE LW
ERIE X,
mRXREH, N
FoBEAMR
& FNEAIRE
X#, HEBRE
B SREE IR
rW., BERE®
HEETREM
k&R, RE
EE A ERIFE
H AR R A
ERFHETTE
B, BERIRT
2T EXH,

7|

true
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BEW

checksum

algorithm

ignoreCer
tificateE
ITOIS

i

BEW

destinati
on

DU

HEEERRBRM
i, REN<E
ERRBNEX
ERBE TN
HHEY S FBEH AT
ey, EERAX
HIOUE |, I [E
RRHERENE
BE. RFER
#EARER,

AT itERRE
MOEZE, &
T‘8fEMD5.,
SHA1 SHA256,
M SHA512, &
B AXHRIE
DA [E] B R AR
BKME5EZE. i
FEAERRIE
o

BHRRE , SSLiE
PRIFTLHZ
B

iR KE

BT FHS
PR Y = RF
BLOEET
FHET
B

WmRE

7|

7|

ARIA
TEH

FEH

false

BRIEER
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BAEN iR xH
REY B PRER
&

B ARA  REE M TEEIAR M B AR

- name: DownloadRemoteFile
action: WebDownload
maxAttempts: 3
inputs:
- source: https://testdomain/path/to/javals4.zip
destination: C:\testfolder\package.zip

i

{
"destination": "C:\\testfolder\\package.zip"

}

BMARE  HENZEEXHTHE SN A B AR

- name: DownloadRemoteFiles
action: WebDownload
maxAttempts: 3
inputs:
- source: https://testdomain/path/to/javals4.zip
destination: /tmp/javal4_renamed.zip
- source: https://testdomain/path/to/javals4.zip
destination: /tmp/create_new_folder_and_add_javal4_as_zip/

i

{

"destination": "/tmp/create_new_folder/javal4_renamed.zip\n/tmp/
create_new_folder_and_add_javal4_as_zip/javals.zip"

}

MARE  TH-—MZEEXHMABEAEER , RRTHS — N EEXAHRIETEE

VITFE S HF

BRIEER
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- name: DownloadRemoteMultipleProperties
action: WebDownload
maxAttempts: 3
inputs:

- source: https://testdomain/path/to/javals4.zip
destination: C:\create_new_folder\javal4_renamed.zip
overwrite: false

- source: https://testdomain/path/to/javals4.zip
destination: C:\create_new_folder_and_add_javal4_as_zip\
checksum: ac68bbf921d953d1cfab916cb6120864
algorithm: MD5
overwrite: true

M

{

"destination": "C:\\create_new_folder\\javal4_renamed.zip\nC:\
\create_new_folder_and_add_javal4_as_zip\\javals4.zip"

}
BRG] : THORE M 2 SSL IAERIE

- name: DownloadRemoteIgnoreValidation
action: WebDownload
maxAttempts: 3
inputs:
- source: https://www.bad-ssl.com/resource
destination: /tmp/downloads/
ignoreCertificateErrors: true

M

{

"destination": "/tmp/downloads/resource"

}
N RGRFER

T—THFANTE T RITXHRERENREER,
NHRGBRERERER

BRIEER 193



EC2 Image Builder

RAriEmE

AppendFile ( Linux, Windows, macOS )

CopyFile ( Linux, Windows, macOS )

CopyFolder ( Linux, Windows, macQOS )

CreateFile ( Linux, Windows, macOS )

CreateFolder ( Linux, Windows, macOS )

CreateSymlink ( Linux, Windows, macQOS )

DeleteFile ( Linux, Windows, macOS )

DeleteFolder ( Linux, Windows, macOS )

ListFiles ( Linux, Windows, macOS )

MoveFile ( Linux, Windows, macOS )

MoveFolder ( Linux, Windows, macOS )

ReadFile ( Linux, Windows, macOS )

SetFileEncoding ( Linux, Windows, macOS )

SetFileOwner ( Linux, Windows, macOS )

SetFolderOwner ( Linux, Windows, macOS )

SetFilePermissions ( Linux, Windows, macOS )

SetFolderPermissions ( Linux, Windows, macOS )

AppendFile ( Linux, Windows, macOS )

AppendFile R EERIFEE N B M ME X4 ERIFENRER,

MEXHRBESRIAES (utf-8) EFRE , AILEA encoding TUIEE X HHmIBE. RIAER

T, utf-16 M utf-32 EANHF T FREB,

RELUTERE , BEERQEEEIR

BEENXAESTHAFE,
R B ERXHFABTHEANR,
ZARIRE AR R EIE 1R,

BRIEER
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LI

BAEN iR xH R AIAE AEXE XE2YE

path NHBEE. FHH = FEA TEA

il

content EMMEIX FHEH
HHRE,

i
He
i}
3
ki
A
il
I
X0

encoding ‘mBFRE. FHRH

i

utfs8 utf8, utf- =& tf-16.
LE, utf-16
LE
. utfle-
BE. utf-16
BE
. utf32, 32-
LE, utf-32
LE
. utf32-
BE
utf-32-
BE . 4mi5
BN ET
X5 K/
B,

ARG MM ASRE ( Linux )

- name: AppendingFileWithOutEncodingLinux
action: AppendFile
inputs:
- path: ./Sample.txt
content: "The string to be appended to the file"

WA RB B0 R 4RES ( Windows )

- name: AppendingFileWithOutEncodingWindows
action: AppendFile
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inputs:
- path: C:\MyFolder\MyFile.txt
content: "The string to be appended to the file"

ARG BN H4RED ( Linux )

- name: AppendingFileWithEncodinglLinux
action: AppendFile
inputs:
- path: /FolderName/SampleFile.txt
content: "The string to be appended to the file"
encoding: UTF-32

ARG ;BN HYmEE ( Windows )

- name: AppendingFileWithEncodingWindows
action: AppendFile
inputs:
- path: C:\MyFolderName\SampleFile.txt
content: "The string to be appended to the file"
encoding: UTF-32

ARG DAZEFRF SRR AN ( Linux )

- name: AppendingEmptyStringlLinux
action: AppendFile
inputs:
- path: /FolderName/SampleFile.txt

WA RB : AZZFRFERMT IS ( Windows )

- name: AppendingEmptyStringWindows
action: AppendFile
inputs:
- path: C:\MyFolderName\SampleFile.txt

i

7o
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CopyFile ( Linux, Windows, macOS )

CopyFileRFESFF XA NEEREHZEEB IR, BMINBERAT , MREHXHRESTHRFE |, %
BHORF & B I3 75 2 B % SR

MREBEEXHRPEFEERRBEBMHXMNS , WRIABRT , BERRNEBZNE X . EWNE
HRTZEN false , BEX—BINTH, HYBEZRTIREN false , A REEENBELFHEESR
EEBMA AR |, REERFELEE R, ETRNTHERES Linux F8 cp s w#EE , BUIABRT
SBH

BXHEAUNITEBEERS (Y). REEEE—IMH4BRIBR (/B \) ZETAEABERFT. R
BXHETESBEES , IMESERFEENXHEHTEFZBERXHR, NREFABEFESZ
AN, N destination MBI ALTUAXGBESTRE (/H\) G , ERT"EGBAR—D
X%,

MEENRXGRBERXHERTE , WATLIER destination MMIEE B NH R, MRKIEEB R
4B, WERARXGNBEMRUEB R XM, BRE—NXHBEIBA (/ 3\ ) ZEWERXAEE
FRANXGE, WREFASRXHFHERNXHSE , Nl destination MR A STA HEEE 5
RAF (/X \) &R,

RELUTERR | BEERSIEELEIR

o BERIEREXHFRFPEIRH,

- BXHEETHAERE,

- EEEEEEEXHEBNXHER , H overwrite EIIRE N false,
o RERRERITRERETEIR,

A
BEH R el HEE ERIAE AEZE XL A
source TR A% FRFE = TEH TEH =
=,
destinati BFHRXHE Z&FH b3 TEH TEH b
on &,
overwrite WMRIREHN HRE B true TiEH =

Hix , S8
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4

H

BEW iR et AMINE WiEXE

ENVECZ
FEERE
ERMHIX
et , BAR
XHEFTE
WER.

ARG . EHI3H (Linux)

- name: CopyingAFilelLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt

ARG EHIHF (Windows )

- name: CopyingAFileWindows
action: CopyFile
inputs:
- source: C:\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt

ARG - fERRS B E IS ( Linux )

- name: CopyingFileWithSourceFileNamelLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/

W ARG SRR R EHISXH (Windows )

- name: CopyingFileWithSourceFileNameWindows
action: CopyFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt

XEE2YE
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destination: C:\MyFolder\

A RA  ERBEAE SIS (Linux)

- name: CopyingFilesWithWildCardLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

W ARG EFEE AT E I3 (Windows )

- name: CopyingFilesWithWildCardWindows
action: CopyFile
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder\

BMARG  EFIXHMAEE (Linux )

- name: CopyingFilesWithoutOverwritelLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt
overwrite: false

wWMARE  EFXHFMAERE ( Windows )

- name: CopyingFilesWithoutOverwriteWindows
action: CopyFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt
overwrite: false

i

7o
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CopyFolder ( Linux, Windows, macQOS )

CopyFolderfR EERF X R MNIEEEREHFIEIIEE B#F. source MM AN ES HIH XH
X , destination WM AR R 4RABHEH 4R, BMIAMERT , MRBFRXHEREEZT
RAREE |, ZEPF SRR SR BZHR,

MREENHRFPELXEFEEEEERMHXHRX , NERIANBERT , BEERSBENEHRX, &7
DINBZRINIRENRN false , BEX—BINTH, NMRNEBEZRINIREN false , HAEEENED
KBFHEERRBEBMIHR | BEERFIRELE IR,

RXREBHAILGEBEM (*)e REERFE-—IMNXHBESRA (/ R\ ) 2EFAIEABER,
MERNHREHHESRBEN , WAASEBRAFTENXHREEFEFT B X, IRECARE
BRFEFRZANXHER , W destination B AMTUXHBEDRE (/ N\ ) 5 , XXRRE
Prf AR — N R,

MEBERXHREHERXHXEHRTE , WHLER destination IETUEE B X 4R B .
MBERIBEEBRXHXRER , MEARXGRNEFRUBBERIHRX. RE—NXHFEREDE
F(/R\) ZENEAXEEERAXHXER. REFRSRXHXERAOXHRER , N
destination ETM M A ST HBRED R (/ R\ ) &R,

RELUTERR | BEERSIEELEIR

s BEREREXHKPRIBRIHR,

s BXHREBITHTEE

- EEEEEREXHRBMIXMHEFR , H overwrite EIIRE N false,
o RERRERITRERETEIR,

A
BEW R R HEE ERIAE AEZE XL A
source BRXHREE FHEH = TEH TEH =
=,
destinati BE#HX#HR F&KHE = REA TEA =
on B,
overwrite WMRIREHN HRE B true TiEH =

Hix , S8
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4

H

BEW iR et AMINE WiEXE

ENEFE
ZFEER
EEB W
X HRET
B ¥R3 4K
A=Y % )
o

ARG EHIXHR ( Linux )

- name: CopyingAFolderLinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/SampleFolder
destination: /MyFolder/destinationFolder

WARE : EHIHR (Windows )

- name: CopyingAFolderWindows
action: CopyFolder
inputs:
- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\destinationFolder

W ARG ERIRSOE R B FRE BT ( Linux )

- name: CopyingFolderSourceFolderNameLinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/SourceFolder
destination: /MyFolder/

W ARG fERRS R B BRE B3R R (Windows )

- name: CopyingFolderSourceFolderNameWindows
action: CopyFolder
inputs:

XEE2YE
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- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\

BARG  ERABEMAEFIXHR (Linux )

- name: CopyingFoldersWithWildCardLinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

i ARG EREE AT E SIS R (Windows )

- name: CopyingFoldersWithWildCardWindows
action: CopyFolder
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder\

WMARG  ERBERVBER T EHIHRK ( Linux )

- name: CopyingFoldersWithoutOverwritelinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/SourceFolder
destination: /MyFolder/destinationFolder
overwrite: false

WMARG  ETREZRVER T EHXHK ( Windows )

- name: CopyingFoldersWithoutOverwrite
action: CopyFolder
inputs:
- source: C:\Sample\MyFolder\SourceFolder
destination: C:\MyFolder\destinationFolder
overwrite: false

ok,

7co
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CreateFile ( Linux, Windows, macOS )

CreateFileBRERRIEBEMBERIRN M. BMINBRT , MBAFRE , ZERELLUEFHF A BRI H
*o

MREBEEXHRPEFEZN , MRIANBAT , REFERSBEHBEZNA NS, EAILLRERIET
RERN false , BEX—RINTH, HBRRIMREN false, FHEEENVECLFEEREESR
PRV SRR | BRAFE SRR B 45 1%,

MR XHRBESERINGS (utf-8) EFRRE , LA encoding TS ENXHRIEBE. BRIANER
T, utf-16 M utf-32 FRHDMRFTFHRB,

owner, group, M permissions A& A, permissions WAL R FHRE, MRKE
HERIAE , FEARIAENEXHS, Windows FARKIFXLLET, MRAE Windows & L AE
owner, group M permissions , MR ERPOFIIE HIRE SR,

BERAFEIR AT DL B2 — N 32, ENREBRERGRIBIA umask HE L, MREBEIMINE , WS

%i& umask B,
REUTERE , BIEERSIRE4EEIR

« SBTRIERE TEHY R 3R 638 ST F SR
- BERRENTRENBEIEIR,

A
BEH iR e NE HRIAE A2 E XELEA
path XHEE, FrFE = TEH TEH =
content XHHXAR FrFEH = TEH TEHR P
AR
encoding (wBFE. FHRSB B utfs8 utf8, utf- 2 tf-16.
LE. utf-16
LE
. utfle-
BE., utf-16
BE
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BAEN 1R AMINE AEXE xFe¥a

=
¥
H

. utf32,
LE, utf-32
LE
. utf32-
BE
utf-32-
BE . 4mi5
I ET
X5 K/
E.
owner RAF&E FRFER B FEH FEH Windows
1D, PRXEF,
group HAFMDR FRIH B HaAF. TEA Windows
1D, PRXE,
permissio X#MR. FHH B 0666 EHA Windows
ns PARXZHE
overwrite MWRIBEX HRE B true ERA =
in: OR=E
BAEFE,
N ERIATE
RE Sk
BEiZER
false T
Bf 1k ST #F
WEMRE
e

BARG : QBN MAESE (Linux)

- name: CreatingFileWithoutOverwritelinux
action: CreateFile
inputs:
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- path: /home/UserName/Sample.txt
content: The text content of the sample file.
overwrite: false

BMARG : QB4 MAZEE ( Windows )

- name: CreatingFileWithoutOverwriteWindows
action: CreateFile
inputs:
- path: C:\Temp\Sample.txt
content: The text content of the sample file.
overwrite: false

W ARB  BIRT XHE T

- name: CreatingFileWithFileProperties
action: CreateFile
inputs:

- path: SampleFolder/Sample.txt
content: The text content of the sample file.
encoding: UTF-16
owner: Ubuntu
group: UbuntuGroup
permissions: Q777

- path: SampleFolder/SampleFile.txt
permissions: 755

- path: SampleFolder/TextFile.txt
encoding: UTF-16
owner: root
group: rootUserGroup

A RB SIS E ERY S

- name: CreatingFileWithoutFileProperties
action: CreateFile
inputs:
- path: ./Sample.txt
- path: Samplel.txt

WARE A2 -2 UBEE Linux FEMARHE -2

- name: CreateSkipCleanupfile
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action: CreateFile
inputs:
- path: <skip section file name>

BXEZEER | BSH BE Linux BEBIZA

i
%O

CreateFolder ( Linux, Windows, macOS )

CreateFolderlR FEREREMBEQIZ— XX, BINMBAT , MBFE , ZERESLEIF T K

B AR,

MRBEBEEXHRFEFEZXHR , MBRIAMBRT , RIEERABHNBENEXMHR, BAANEE
EIIREN false , BEX—EIANTH,. WRNBZRIREN false, HEEEENECLFELEE

BEEBMHXHRX , BERRFIREHEIR.

owner, group, M permissions BH %M A, permissions W ALRNEFRFHEE, Windows
FEPFZFXEET, MRE Windows ¥ & LM% owner, group M permissions , NItb#R

PRSI H IR E 1R

LR ERR AT L GIE — R |, ERRARERSNVIRIA umask HE . WMREEZIHINE , M

FIEE umask B,
REUTERE |, BRIEERSIRE IR

- BEREREMESIRXHFXK,
- BERRERTREMBEIER,

LN
BEW iR FKH NEE
path AR B FrFE =

£

owner AP&E FrFE

7|

MINE

FEH

HERA .

TEH

TEA

XE2YE

=
=

Windows

PARXE.
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RAriEmE

BEM N 3] HFE BIAE AE¥E XFE¥E
group HAMD FRIER B Ha AP TEA Windows
IDo 4, RAXE.
permissio 3X#XiX FRFE B 0777 FER Windows
ns IZEO EFI?Fi%O
overwrite WMRIEEX HRE & true TiE A =
BB
ELEE
N BRIAE
)y N N7 4
EiREN
false ]
Bf LE 32 ¢
WB M E
o
BMARG : BIERIHX (Linux)
- name: CreatingFolderLinux
action: CreateFolder
inputs:
- path: /Sample/MyFolder/
BARG : BIEXHX (Windows )
- name: CreatingFolderWindows
action: CreateFolder
inputs:
- path: C:\MyFolder
wARE  BIRIEE X MR E MR R
- name: CreatingFolderWithFolderProperties
action: CreateFolder
inputs:
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- path: /Sample/MyFolder/Sample/
owner: SampleOwnerName
group: SampleGroupName
permissions: 0777

- path: /Sample/MyFolder/SampleFoler/
permissions: 777

MARS : QI NERIAFXHERNXHER (0T ).

- name: CreatingFolderWithOverwrite
action: CreateFolder
inputs:
- path: /Sample/MyFolder/Sample/
overwrite: true

i
%O

CreateSymlink ( Linux, Windows, macOS )

CreateSymlinkiR{EER QI B S EEHTEXN F — N XHH 5| A, Windows AR RIFILE

o

path # target TR A AT A RLEITIERE , B AT AR X R, MR path IETA A SHEX

£, Mol eRERNeNEE,

RABRT , YEEXHRPEFEEREESMNEEN , BERRQIREHEIR, B force

EIMIZRE RN true , BEIX—BIATH. ¥ force EIIRERN true Bt , BHRGE S M AEHEE,

MRRXXHRAFE , MWRIABERT , BEERSUIE R A X GIREMHK.

RELTRERE , BERRSEEEIR

« BRXHAESTHAFRE,
- CEFEEREERMIIERS#EXHS,
- BERREMTREMNBEIER,

BRIEER
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LI

BEW iR i WAEE ERIAE A2 E TEEFAE
path XHER, TS = FEH FER Windows
PR E,
target NEHEE FHH = &R TiE A Windows
By B #r3 PR E,
HEER,
force HEMMERE WRE B false TEA Windows
HEEEEE FRX%E,
B, 5E
B EEE,

A RB  BIEE S Bl R SRRV T S ek

- name: CreatingSymboliclLinkWithForce
action: CreateSymlink
inputs:
- path: /Folder2/Symboliclink.txt
target: /Folder/Sample.txt
force: true

W ARA : SIRTE G SR RA T S ek

- name: CreatingSymboliclLinkWithOutFozrce
action: CreateSymlink
inputs:
- path: Symboliclink.txt
target: /Folder/Sample.txt

fan
7o
DeleteFile ( Linux, Windows, macOS )

DeleteFile#® fERR R BR 45 E 2 B8y — NS U
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path WA AN ZRERHN XA BERINHBPHEBEEA (*) IX4HERE. IREXHRTFEEEE
BORF , W@ — 3043k h S & B AF PR B B9 Fi A ST A ER R AR BR o

RELTRERE , BEFERRSEEEIR

o SETTRNATINBRAVERAE
- BERRENTREMNBEIER,

LD
BAEN iR RE B AMINE AEXE XE2YE
path NHBEE, FHH = FEH FEH =

A RB : BERE A4 ( Linux )

- name: DeletingSingleFilelinux
action: DeleteFile
inputs:
- path: /SampleFolder/MyFolder/Sample.txt

ARG M BRE AN ST ( Windows )

- name: DeletingSingleFileWindows
action: DeleteFile
inputs:
- path: C:\SampleFolder\MyFolder\Sample.txt

ARG - BIBREA B E G BH X ( Linux )

- name: DeletingFileEndingWithLoglLinux
action: DeleteFile
inputs:
- path: /SampleFolder/MyFolder/*1log

ARG BIBRUA A AL BRI X ( Windows )

- name: DeletingFileEndingWithLogWindows
action: DeleteFile
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inputs:

- path: C:\SampleFolder\MyFolder\*log

W ARG B BRYE E SRR PR 32 ( Linux )

- name: DeletingAllFilesInAFolderLinux

action: DeleteFile
inputs:

- path: /SampleFolder/MyFolder/*

ARG BRI E SRR BYFRE XA ( Windows )

- name: DeletingAllFilesInAFolderWindows

action: DeleteFile
inputs:

- path: C:\SampleFolder\MyFolder\*

fi
%O

DeleteFolder ( Linux, Windows, macOS )

DeleteFolderi® YEA& SR Ml B ST4F 52

MBZXHRTRZE , MBI force IETIRE RN true FTEEMBRIZXHIERERNSE., MREBRET
force INRE N true , HBBRERBRAXHFIFTANZE , MIREERSIREIEE IR, force AR

IAMER false,

RELTHERE , BEERSEEEIR

« BERHATHEREVIRAE,
- BERRERTERENBEIER,

LN
BEM iR EFi]
path AR R FrFE

VA
%,

d

#

AIAE AEXE XE2YE

FER TEA =

fim
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BAEN R xH B MINE

&

force TeXHR HRE = false
ERAF A R Z
XHX,

WATE . £/ force ETMIBRIFZE XHK ( Linux )

- name: DeletingFolderWithForceOptionLinux
action: DeleteFolder
inputs:
- path: /Sample/MyFolder/Sample/
force: true

WATEl . £/ force EUMIBRIEZE X HXK ( Windows )

- name: DeletingFolderWithForceOptionWindows
action: DeleteFolder
inputs:
- path: C:\Sample\MyFolder\Sample\
force: true

ARG MIBRIZAHK ( Linux )

- name: DeletingFolderWithOutForcelLinux
action: DeleteFolder
inputs:
- path: /Sample/MyFolder/Sample/

ARG BIBRI AR (Windows )

- name: DeletingFolderWithOutForce
action: DeleteFolder
inputs:
- path: C:\Sample\MyFolder\Sample\

i b

FEH

XEE2YE

=
=

BRIEER
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7o

ListFiles ( Linux, Windows, macOS )

ListFilesiRIEIEIRFIH TIREX AR P, ZERETIREN true B, FHH FXHRFRHL
fro RMIABRT |, BARRAFIH F XK A

EIHEMESEEERNCENFENXH , BFEA fileNamePattern MR HZE
N fileNamePattern ETUIEZBEEAF (*) H. =M fileNamePattern B , FHREISEEXH A
% =X T EL Y PR R S0

RELTERE , BEERQIBEEIR

« BENXHRESTRHAFE,
o« SETTRESE TEAY R 343K A B 38 ST s S0 R
- BERRERTREMBEIER,

A
BEH BN el WE ERIAE A2 E XiE¥EL2FEA
path XA B FrFE = FERA TER =
=,
fileNameP ZEE LY Z&FEH B TEH TEH =
attern HEHEZ
B TEH
EXHH
B,
recursive BHIENX HRE i false TEH =
3 i 32
%,

ARG ;B E SR REI A ( Linux )

- name: ListingFilesInSampleFolderLinux
action: ListFiles
inputs:
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- path: /Sample/MyFolder/Sample

ARG ;B3 E R B EY A (Windows )

- name: ListingFilesInSampleFolderWindows
action: ListFiles
inputs:
- path: C:\Sample\MyFolder\Sample

HATRBI : BIHBAB AR ST ( Linux )

- name: ListingFilesWithEndingWithLogLinux
action: ListFiles
inputs:
- path: /Sample/MyFolder/
fileNamePattern: *log

WMARG : FIHEB AR LRI ( Windows )

- name: ListingFilesWithEndingWithLogWindows
action: ListFiles
inputs:
- path: C:\Sample\MyFolder\
fileNamePattern: *log

ARG IR B

- name: ListingFilesRecursively
action: ListFiles
inputs:
- path: /Sample/MyFolder/
recursive: true

i
BEW iR et
files XHHR, FHH

1 =l
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{
"files": "/samplel.txt,/sample2.txt,/sample3.txt"

}

MoveFile ( Linux., Windows, macOS )
MoveFilel@ R BRI XM 18 E R B 3) B E B #7.

MREBEEXHRPEFEZXMG , MRIABRT , REERSBZUA XM, ELHERRIUREN
false , BEX—BIATH, HBHREXTIREN false , HEEREVNECLFEEREERHTN
frat , BERREEER, HERNTHERES Linux F0 mv i 5HEE , BRABERT2BE.

BXHE AL EEREN (*) RAE&KE-IMNXHREIRA (/H\ ) 2B IEABERSF. MR
BXAEPLEBEA , WMEERENFEEN XABHERT B XHX, MREEFABRETE S
AN, W destination BB ALTAHFBESRAT (/ N\ ) ER , IRREFBAR—D
MR,

MEENRXHGRBERXHERTRE , WAILIEER destination IS E B NH B, MRKIEEB R
XHE , WERARXGNBEMRBUEBE RS, BRE— N XHBEIBA (/ B\ ) ZEHNERXAEE
FRAXHE, MEEFERASREXHHERN S , U destination ETAY i A LTSRS
RAF(/\) &R,

KELUTERE | REERSIREEIR

« BENERBEXHRHP B,

s BXHEETHARERE.

- EEEEEREXHBHXHR , H overwrite EIIIRE N false,
o REERERITREREREIR,

LD
BEN iR e AEE MINE AEXE XE2Y¥E
source RSB SRS = TER TEH =
%o
destinati BHRX#E FHH = FER TEA =

on =,
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BEH R el AEE ERIAE A2 E
overwrite MWMRIZEHN HRE = true TEHR

Hix , G5
ENVECZ
FEERE
EB M
et , BAR
XHEFTE
WER.

BARG : BIXH (Linux)

- name: MovingAFilelLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt

ARG BB (Windows )

- name: MovingAFileWindows
action: MoveFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt

ARG - fERRS A BB X ( Linux )

- name: MovingFileWithSourceFileNameLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/

W ARG ERTRS BB S (Windows )

- name: MovingFileWithSourceFileNameWindows
action: MoveFile

XEE2YE

=
=
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inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder

A RB  ERBEEAFBE M (Linux)

- name: MovingFilesWithWildCardLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

AR ERBE B XA (Windows )

- name: MovingFilesWithWildCardWindows
action: MoveFile
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder

WMATE - B XHEMAESE (Linux)

- name: MovingFilesWithoutOverwritelLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt
overwrite: false

BMARG : BHXHFMAEE ( Windows )

- name: MovingFilesWithoutOverwrite
action: MoveFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt
overwrite: false

i
o
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MoveFolder ( Linux, Windows, macOS )

MoveFolderi# SRR XK M IEE R BB FHEE B4R source BIMBARERIINXHAXK , M
destination METIRYfar A R IR MK A BB BB XHR,

MREBMRRXHERS destination WM AEZITRAEE , NBRIAMBERT , BREEEEWE
PR IA B S %,

MEBHRXHRFPEFESEXHRMERAXHRX , NEIANBERT , BEERSBENET R, &H
DINBERIIRERN false , BEX—BIANTH,. NMBNEBEZRIIREN false , HEEERENED
ZKGFEEEEREERMHXHR | BEEYIFIREEIR,

BXHREMATUTEBERAT (*) REERE—IMNXHBREIR (/N \ ) ZETIFERBEER.
MBRXHRXEFTISEBHRA , WMESBRFTEN X GXBHESZBEHRXMR, MREFHE
BB SN XX , Il destination M ADTIAXGEESRET (/B \ ) EB , XxR=E
PRI R — IR,

MREFRXHREMERXEREHRTE , MALER destination ®&IIEE B X HFRE .
MRRIEEERXHXRER , VUFERARXEFRNERRVNEZEER XX, RE—INXHFBESRB
BF(/H\) ZENEMXAREBFR N XGREH. MREFEASRXHRERBNXGRER , N
destination MMM AMTIAXGERELSREF (/3 \ ) &=2o

RELUTERE | BEERSIREEIR

o BEREEBRXGKPREIHE,

o BXHRESITHTFEE

- EEEEERERMMXHER , H overwrite EITIRE N false,
o RERERERITREREREIR,

LD
BAEN iR xH %' AIAE AEXE XE2Y¥E
source R HEREE  FRFE = FEH FEH =
%o
destinati BHX#X FHH = FER FEA =

on BB,
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4

H

BEW iR et AMINE WiEXE

overwrite WMRZEHN HRE

iR, Hig
ENEFE
KEFEER
EERB M
XK,
B AR R
HramE
",

i

true TEHR

BMARG - BIISXHXK (Linux)

- name: MovingAFolderLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/SourceFolder
destination: /MyFolder/destinationFolder

ARG - BB MR (Windows )

- name: MovingAFolderWindows
action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\SourceFolder
destination: C:\MyFolder\destinationFolder

ARG ERIRX KRB XX ( Linux )

- name: MovingFolderWithSourceFolderNameLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/SampleFolder
destination: /MyFolder/

ARG ERIRSE R B BB AR (Windows )

- name: MovingFolderWithSourceFolderNameWindows

XEE2YE

=
=
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action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\

W ARB : ERBE BRI AR (Linux)

- name: MovingFoldersWithWildCardLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

WMARE : EABE/FB MR (Windows )

- name: MovingFoldersWithWildCardWindows
action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder\

WMATRE  ERBENER TBBIXHRX (Linux )

- name: MovingFoldersWithoutOverwritelLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/SampleFolder
destination: /MyFolder/destinationFolder
overwrite: false

WMARG  ETREZRER T B3 IHK ( Windows )

- name: MovingFoldersWithoutOverwriteWindows
action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\destinationFolder
overwrite: false

fa
o
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ReadFile ( Linux, Windows, macOS )

ReadFile R ERRIEMFRABRENNANENART, ZERAATERXXHERNS , MEBS&EER
SLEBAFEH , NEATFIEEHBIER console.log X, NMRIEEMREBRTSHEE |, N ERE
REBFRXHNAR. ZERNEZF AR,

MBEXHRBESRIAEG (utf-8) EFRE , ATLMEA encoding TS E X HRBE. BIANER
T, utf-16 M utf-32 EANMHFETH FRHL,

HINMBERT , WERTEF XN AITEEl console.log XHH, B LUET
printFileContent BMIREN true RBZHIRE,

ZERABRENHHNAE ZEIRTEBEN XM ( H120 Excel 3 JSON X4 ) o
REUTERE , BEERQIREHIR
« RXHEEITRAEE.
- BERRENTRENBEIER,
LD
BAEN iR xH R AINE AEXE xXEFEE2¥E
path NHBEE. FHH 3 TER FEH

¥

encoding ‘mBiRAHE., FHRSH B utfs utf8, utf- 2 tf-16.
LE., utf-16
LE
. utfle-
BE, utf-16
BE
. utf32, 32-
LE, utf-32
LE
. utf32-
BE #
utf-32-
BE . 43
R ET
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BEM iR KA U= RIAE AEZE TEHLESR
X2 K/
(=
printFile X#HA WmRE B false FEH £,
Content BITENE
console.1l
og X
F,

W ARG REUIH ( Linux )

- name: ReadingFilelinux
action: ReadFile
inputs:
- path: /home/UserName/SampleFile.txt

ARG RELH (Windows )

- name: ReadingFileWindows
action: ReadFile
inputs:
- path: C:\Windows\WindowsUpdate.log

ARG BRI IR E RN

- name: ReadingFileWithFileEncoding
action: ReadFile
inputs:
- path: /FolderName/SampleFile.txt
encoding: UTF-32

ARG BB HFHEITEIR console.log X

- name: ReadingFileToConsole
action: ReadFile
inputs:
- path: /home/UserName/SampleFile.txt

BRIEER
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printFileContent: true

i
FB iR
content XHAR.
i R Bl
{
"content" : "The file content"
}

SetFileEncoding ( Linux, Windows, macOS )

SetFileEncoding# R FERIE NI B XHF W RIBE . ZERALUFGXHHEBM utf-8 BRI NIEEN SR
EE}*’T‘}EO %ﬁi)\'%?ﬂ? , utf-16 *ﬂ utf-32 ﬂglj\ﬁ#‘ﬁiﬁﬁgﬁﬁgo

REUTFERN | BAEERARRHEE -
. BEARITIEEBL,

« BB R,

. BAEERERTRIENBEIEIR,

A
‘AN iR el NEE
path NHRE, FHH 2
encoding ‘mBEWHRAEE. FRH &

MINE
TEH

utf8

TS E
RER

utf8, utf-
LE, utf-16
LE

. utfle-
BE., utf-16
BE

. utf32,

XE2YAE

fim

tf-16.

32 -
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BAEN iR xH B AMINE AEXE XEE2YE

LE., utf-32
LE

. utf32-
BE A
utf-32-
BE . 4mi3
‘TN ET
X 55 K
=

BWARE  RENHRBEMYE

- name: SettingFileEncodingProperty
action: SetFileEncoding
inputs:
- path: /home/UserName/SampleFile.txt
encoding: UTF-16

fi
oo
SetFileOwner ( Linux, Windows, macOS )

SetFileOwneri& EE RIS MM E X Wowner MgroupfiEEB . NMREBEXH 2T EEEE |, NIE
BAHESUR B owner B, Windows AR IFILEIR,

ZEREZIAFEMABENTA. MRAREHAE , WZERSRNHENAFRBEE S BLZA B
Elggﬂo

RELUTRERE , BEERQIREHEIR
« BERPITEEE L.

- EENRAFARABEETHAEE,
« RXHEEITRAEE.

- BERREMTRENBIEIR,
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A
BEW iR E¥ii]| NE ZRIAE AEZE YEEFAE
path XHBERE, FHEE = & H FEH Windows
FARXE,
owner AF&, FRIER = EA TEHR Windows
FRXE,
group AFEmNE FHFE = AFETH TEH Windows
o HEBE o FARXE,

MARE  REXHBEERMEMAEERFARMR

- name: SettingFileOwnerPropertyNoGroup
action: SetFileOwner
inputs:
- path: /home/UserName/SampleText.txt
owner: LinuxUser

BMATRY  BIEERMBENAFEARREXHAEERMY

- name: SettingFileOwnerProperty
action: SetFileOwner
inputs:
- path: /home/UserName/SampleText.txt
owner: LinuxUser
group: LinuxUserGroup

fan
%O

SetFolderOwner ( Linux, Windows, macOS )

SetFolderOwner#R fERE R L 5 5 A K IE XK Wowner MgroupfiBEEE M. RIAMBERT ,
ZERALUER L HRPFIEABRNFMEN. BRI recursive IEBURE N false UBEZ T

Ao Windows FERZFFIULIER,

BRIEER
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ZEREZIAFEMABENTA. MRREHAE , WZERSRNHENAFRBEE S BLZAFFIE
Elggﬂo

RELUTRERE , BERRSIEEER

« BEBMITEEB R

- BEENAFSREBEEEITRAEE.
© EXHFRESBITHANFE,

- BERRERTRENEIER,

WA
BEM iR i B ZRINE AiEZE XEL¥A
path & FRIER = TiE A FEH Windows
%, PR,
owner RAFA, RSB = EA TEA Windows
PR,
group RAFRANE FHH B RAFRFETH TEA Windows
o H B o PR E,
recursive MWRIEEN MHRE B true FER Windows
false , ¥ PR,
BEIBUX
HERERN
BTN
ZRINTTRH

MARE  REXNHRFBEERMEM A EERFARNR

- name: SettingFolderPropertyWithOutGroup
action: SetFolderOwner
inputs:
- path: /SampleFolder/
owner: LinuxUser
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MATRE  REMNHRFBEEREMABENHRFABEATHAEN

- name: SettingFolderPropertyWithOutRecursively
action: SetFolderOwner
inputs:
- path: /SampleFolder/
owner: LinuxUser
recursive: false

mARE  BEEEAFABHRREXHFIARE S

- name: SettingFolderPropertyWithGroup
action: SetFolderOwner
inputs:
- path: /SampleFolder/
owner: LinuxUser
group: LinuxUserGroup

f
o

SetFilePermissions ( Linux. Windows., macOS )

SetFilePermissionsi& EE RIS XM B XHH . permissionsWindows F AT X FFULER,

permissions M AR FRFE,

IR EERFR -, ENRARERSEERIAN umask EE N . MREEZMINE , WATR

& umask B,
RELUTERE |, BIEERSIRE IR

« BEBMITHEEB R
« RXHESITRAEFE.
- BERREMTREMBEIER,

BRIEER
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LI

BEW ik e ¥it N ZRiAE AESE XEE2¥A
path XHERE, FHEE = TiE A FEH Windows
PARXZRE.
permissio X##NR. FHHE = TiE A FEH Windows
ns EFI?Fi%O

ARG ABBOSHER

- name: ModifyingFilePermissions
action: SetFilePermissions
inputs:
- path: /home/UserName/SampleFile.txt
permissions: 766

i
o
SetFolderPermissions ( Linux, Windows, macOS )

SetFolderPermissionsiEE R LLE T F IE XM E X R R EME FXHHF X4
K, permissionsBRINERT , ERTLUEHIEENH R P FIERNBTHNRR, Ea]LUN
recursive ®EIIRE N false ABEIITH. Windows F AR RFULEBR,

permissions M AR FRH{E,

EEIRVEAR IR A AR TR IR AE R SRV RIA umask EE AR, MRBBSZIINE , MAHRE umask
=8

RELTERE , BEERQIREHEIR

« BEBMITHEEB R
« RXHRESTHAFE,
- BERRERTERENBEIER,
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LI

BEW ik il N ZRiAE AESE XEFEEFA
path XK & FRIE = TiE A FEH Windows
%, PR,
permissio XX FRE = TiE A FEH Windows
ns IZEO EFI?Fi%O
recursive MWMRIZEEHN HRE & true TiEA Windows
false , ¥ RARZHE,
BEBUX
HRAEN
B IBRAYER
AT H,

W ARB  RE SRR

- name: SettingFolderPermissions
action: SetFolderPermissions
inputs:

- path: SampleFolder/
permissions: 0777

ARG REMXHRNRM SR CHERAERNBHINR

- name: SettingFolderPermissionsNoRecursive
action: SetFolderPermissions
inputs:
- path: /home/UserName/SampleFolder/
permissions: 777
recursive: false

i

7o

BAEER 229



EC2 Image Builder ArfEm

ML RBRIE
T—ZONET ZENHHRGVIRIEER,
IAM E3R

MBEBHLZRETHEZE R S3 URI, NI EEHEHIEE XXM IAM B4 MERIZTT
S3Download REERNNE, ERFAAENRE , 5% S3:GetObject IAM KL 112 535 HlEl &
XHXEE IAM B | HIEEF#ENERR, Hli , arn:aws:s3:: :BucketName/* ) .

87 MSI A

WRENMAFHFREENEISFH ("), WARERTHE 2 —REBRESI EBHHER

« BUNEFHRNINSERESS (') REBEE , AEFHFABEANREIS (") , MTEHARE
FiRo

properties:
COMPANYNAME: '"Acme ""Widgets"" and ""Gizmos."""'

EXMERT , IREFEEZTERREAMS  WATNEATE L, XEWREFTEEMSHEH
S5—PMEEE (),

« (REVEFRFRNIEERANGIS (") RESE. BAUERARFSIZR (\) N FR/FH P REAIR
SISHITH Y , ML T RBIFT R,

properties:
COMPANYNAME: "\"Acme \"\"Widgets\"\" and \"\"Gizmos.\"\"\""

X F fh 75 5L &R B COMPANYNAME="Acme ""Widgets"" and ""Gizmos.""" {£i#£% msiexec &
To

RHULERERR

* InstallMSI (Windows)

* UninstallMSI (Windows)

InstallMSI (Windows)

InstallMSI BRERRFER MSI X#HR%&E Windows RARERF. B EARMIEE, S3 IR URI
Web URL RIEE MSI X #. EFEIERARERENEHRSHITH.
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EC2 TOE WRIFREEIRI M A S EE R msiexecii B, path (MSI X#LE ) M logFile ( HEX

fHLE ) MASBELAAEIS (") FEX.
AT MSIHE AP &I

« 0(R3)

- 1614 ( ERROR_PRODUCT_UNINSTALLED )
.- 1641 (ERHER )

- 3010 (EEER)

LD
BEW #ir cagic]

path FRIH
FERUTZ—

E MSI X
HLE :

7K 3T 4%
&, BEW
LA R4 3T %
#Z, AL
AR

" EHw S3
&R URI,

& RFC
3986 #x
ENE
% HTTP/
HTTPS
P (2
WEEA
HTTPS ) .

AMINE

TEA

AEX

TEA

BRIEER
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BEW DU il oS AIAE WEXE

SEVFE R a4
RER,
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BEW

reboot

BLE AR INETT
2UERREH
REERTTN

o

RE :
Force : &
msiexec Ay
SRINET
BRHRE
BB,

Allow : &0
£ msiexec
WHIRER
HARES
RAREE
wiEzh , W
B REE
B

Skip : &
console.1l
og M
Figsfk—
ZEEMHE
B, &k=Bk
SoTEHR
3, BIfE
msiexec
TIREIFR R
TEEWRE
IR H A

AIAE

Allow

BRIEER

233



EC2 Image Builder ArfEm

BEW iR FKH RAEE ZIAE AEZE
1B, ZiEm
A phIEE
B3,
logOption o FRTE B *\X i,w,e,a,r
s {fiﬁﬁi M‘Sl ,u,c,m,o,
ERATHE PV, X, *, !
I, IEEMR %

5 /Law
TEH -k
#E4E MSI %
KRR, UE
A BFEIEF,
MRREEME
fAPRE , W
EC2 TOE f&
RAFINES

BX MSI H
HETME
Z{ER | E5
% Microsoft
Windows
Installer 7= A
MR A
TITIED,
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BEW

logFile

HEXHAE
Y48 3 BR R R,
M EE R, TN
RzBAEXH
BREFEFE,
BolEe. W
BREHAE
AR E N
EC2 TOE &
76 MSI %

#*H&

AIAE
TEH

wEZ

FEH

BRIEER
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BEW

propertie
S

iR Ebic) N
Map[Strin )

MSI BEE glString

MREX , Fl

7 : TARGETDI

o "Ce

\target

\loca

tion"

FE AW
EREATE
L

REBOOT="R
eallySupr

ess

REINSTALL
MODE="ecm
US"

REINSTALL
=|IALL|I

AIAE
TEH

TEH

BRIEER
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BEW

ignoreAut
henticode
Signature
Errors

DU

ZRE IR IE
ENLZERERF
¥ authentic
ode E& Wik
Hix Y PRE

o Get-Authe
nticodeSi
gnature @
BTFRIERE
BF.

RE :

false : ©©
7 BE B0 I 4R
Ro XEHK
IR IhET
RERERS
RIET. X
=BRINTT
Ho

wEZ

true,
false
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BEW

allowUnsi
gnedInsta
ller

Bl

DU RE T

RFEITH
RPEENR
XERERERF
HWiRE. Get-
Authe
nticodeSi
gnature @
ATRiEZE&
BF.

RE :

true :
2B Get-
Authe
nticodeSi
gnature 3
TIREW
NotSigned
WAHi=

TEERER

o

false :

FEXNZ

KREFHIT
LH, KX
ENEER
R ‘=
7. X2

TR,

AIAE

false

wEZ

true,
false

BRIEER
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UTRBIERTBHXEMARINEE , BEARRTENRERE,

WK AR

- name: local-path-install
steps:
- name: LocalPathInstaller

action: InstallMSI

inputs:
path: C:\sample.msi
logFile: C:\msilogs\local-path-install.log
logOptions: '*VX'
reboot: Allow
properties:

COMPANYNAME: '"Amazon Web Services™"'

ignoreAuthenticodeSignatureErrors: true
allowUnsignedInstaller: true

WA TRHl : Amazon S3 BBRLE

- name: s3-path-install
steps:
- name: S3PathInstaller

action: InstallMSI

inputs:
path: s3://<bucket-name>/sample.msi
logFile: s3-path-install.log
reboot: Force
ignoreAuthenticodeSignatureErrors: false
allowUnsignedInstaller: true

AT : Web BEZRE

- name: web-path-install
steps:
- name: WebPathInstaller

action: InstallMSI

inputs:
path: https://<some-path>/sample.msi
logFile: web-path-install.log
reboot: Skip
ignoreAuthenticodeSignatureErrors: true
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allowUnsignedInstaller: false

ok,

BUTR R InstallMST REREHRA i R B,

{
"logFile": "web-path-install.log",
"msiExitCode": 0,
"stdout": ""

}

UninstallMSI (Windows)

UninstallMSI REER RBFEER MSI XHMIER Windows BRI, & 7] LUEE A ST 4 B%
£, S3XHR URI = Web URL IEE MSI X LB, EFEIEMAIEERENEFRBITH

EC2 TOE RIFREEIRI M A S B 4E msiexecin ©. 4K msiexec i HHY , MSI XHLE (path)

MBEXHE (logFile) HABAXNEIS (") FEEXK,

BAT MSIE AR M R -
« 0( &)

+ 1605 ( ERROR_UNKNOWN_PRODUCT )
+ 1614 ( ERROR_PRODUCT_UNINSTALLED )

.- 1641 (ERHER )
- 3010 (EEER)

WA
B2 iR kil
path FRE
FERUTZz—
}EE MSI X
HE :
| A

g, BE

MINE WEZE
TEH TEH
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BEW DU il oS AIAE WEXE

A LA 48 5
B, A
BAR AR B
&

By S3
& URIo

F& RFC
3986 &
bi:4: 0k =]

M HTTP/
HTTPS
it (2
WEA
HTTPS ) »

SEVFE R a4
RER,
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BEW

reboot

BLE AR INETT
2UERREH
REERTTN

o

RE :
Force : &
msiexec Ay
SRINET
BRHRE
BB,

Allow : &0
£ msiexec
WHIRER
HARES
RAREE
wiEzh , W
B REE
B

Skip : &
console.1l
og M
Figsfk—
ZEEMHE
B, &k=Bk
SoTEHR
3, BIfE
msiexec
TIREIFR R
TEEWRE
IR H A

AIAE

Allow
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BEW iR FKH RAEE ZIAE AEZE
1B, ZiEm
A phIEE
B3,
logOption o FRTE B *\X i,w,e,a,r
s {fiﬁﬁi M‘Sl ,u,c,m,o,
ERATHE PV, X, *, !
I, IEEMR %

5 /Law
TEH -k
#E4E MSI %
KRR, UE
A BFEIEF,
MRREEME
fAPRE , W
EC2 TOE f&
RAFINES

BX MSI H
HETME
Z{ER | E5
% Microsoft
Windows
Installer 7= A
MR A
TITIED,
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RAriEmE

BEW

logFile

HEXHAE
Y48 3 BR R R,
M EE R, TN
RzBAEXH
BREFEFE,
BolEe. W
BREHAE
AR E N
EC2 TOE &
76 MSI %

#*H&

AIAE
TEH

wEZ

FEH
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RAriEmE

BEW

propertie
S

iR Ebic) N
Map[Strin )

MSI BEE glString

MREX , Fl

7 : TARGETDI

o "Ce

\target

\loca

tion"

FE AW
EREATE
L

REBOOT="R
eallySupr

ess

REINSTALL
MODE="ecm
US"

REINSTALL
=|IALL|I

AIAE
TEH

TEH
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RAriEmE

BEW

ignoreAut
henticode
Signature
Errors

DU

ZRE IR IE
ENLZERERF
¥ authentic
ode E& Wik
Hix Y PRE

o Get-Authe
nticodeSi
gnature @
BTFRIERE
BF.

RE :

false : ©©
7 BE B0 I 4R
Ro XEHK
IR IhET
RERERS
RIET. X
=BRINTT
Ho

wEZ

true,
false
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RAriEmE

BEW

allowUnsi
gnedInsta
ller

Bl

DU RE T

RFEITH
RPEENR
XERERERF
HWiRE. Get-
Authe
nticodeSi
gnature @
ATRiEZE&
BF.

RE :

true :
2B Get-
Authe
nticodeSi
gnature 3
TIREW
NotSigned
WAHi=

TEERER

o

false :

FEXNZ

KREFHIT
LH, KX
ENEER
R ‘=
7. X2

TR,

AIAE

false

wEZ

true,
false

BRIEER

247



EC2 Image Builder ArfEm

UTRBIERTBHXEMARINEE , BEARRTENRERE,

AR BRAREBERSE

- name: local-path-uninstall
steps:
- name: LocalPathUninstaller

action: UninstallMSI

inputs:
path: C:\sample.msi
logFile: C:\msilogs\local-path-uninstall.log
logOptions: '*VX'
reboot: Allow
properties:

COMPANYNAME: '"Amazon Web Services™"'

ignoreAuthenticodeSignatureErrors: true
allowUnsignedInstaller: true

WATRH : BB Amazon S3 IR RE

- name: s3-path-uninstall
steps:
- name: S3PathUninstaller

action: UninstallMSI

inputs:
path: s3://<bucket-name>/sample.msi
logFile: s3-path-uninstall.log
reboot: Force
ignoreAuthenticodeSignatureErrors: false
allowUnsignedInstaller: true

WA RE : R Web IRBRLE

- name: web-path-uninstall
steps:
- name: WebPathUninstaller

action: UninstallMSI

inputs:
path: https://<some-path>/sample.msi
logFile: web-path-uninstall.log
reboot: Skip
ignoreAuthenticodeSignatureErrors: true
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allowUnsignedInstaller: false

i

LA 2 UninstallMST #BRAEESREY i i R Bl

{
"logFile": "web-path-uninstall.log",
"msiExitCode": @,
"stdout": ""

}

REBRFRR
T—HANETHRTREREREFNRERBHREEHR,
RERIEER

* Reboot ( Linux, Windows )

« SetRegistry (& )
» UpdateOS ( Linux, Windows )

Reboot ( Linux, Windows )

B BREEREHSISA., EEF—NATERENETMEREHEHSIS. RIAER
T, delaySeconds iREHN 0 , RTVEEBER, HTEXHIEENTRENTER , ALERRER
RAZF T RER,

MR ZRAEF=RH Systems Manager KEBARY , M@ Systems Manager X IR EIIR H 5
( Windows § 3010 , Linux A 194 ) ., Systems Manager KB BREEH 5SS , MMBEIA G EH
5| S HEE =M AR,

MRZENABRFREETN LENEMARARYN , CRREFIFINITRS  KEEHSISEEHETH
RBUEFHITZNAERF , REEMEIFRE,

EMSISEEETARRES

 Windows : EC2 TOE 27T — Windows EFHAERR%E , HAt KRR SystemStartup BaE
)
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* Linux : EC2 TOE #£ crontab I T — MNERSGEREHIEITHEL,

@reboot /download/path/awstoe run --document s3://bucket/key/doc.yaml

HEZNARFEIR |, FERZAMERR.

® EiR}
BRINMBRT , RAERRBIEE R Systems Manager CommandRetrylLimit, MRE
BARBBENERRES , BabNEAK. BB 4% Systems Manager XEEL & X4
( Mds.CommandRetryLimit ) kEKRFl. &S H Systems Manager fRIEFF R Y
Runtime Configuration,

EF A Reboot BEER , WFEEEHEIS exitcode BIFE ( HlEn , 3010 ) , BHAMEL sudo
user FEXZ1TNARERF #5134,

A
BEW iR il N 2KIA
delaySeco ERHE#HSS EBH —
nds 2 BEER K R = 0

Al

BARE  ERT R

- name: RebootStep
action: Reboot
onFailure: Abort
maxAttempts: 2
inputs:

delaySeconds: 60

i
To
£ EFSIS BREKE , Image Builder H#ERITHEFN T —F,
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RAriEmE

SetRegistry ( 18 )

SetRegistryiREEREZ M AR , HATERER

EXHBEEPAIEZ

A
BEN
path
name

value

type

XM R ERR

I:'Eﬂﬂ'i%ljio

iR

S 2R TR BR AR
EA R & o
EMRBAE
EM R ERE,

« HKEY_CLASSES_ROOT / HKCR:

X EFHRE

 BINARY

« DWORD

* QWORD

s SZ

« EXPAND_SZ
e MULTI_SZ

wARE  REEMRBE

HKEY_USERS / HKU:
HKEY_LOCAL_MACHINE / HKLM:
HKEY_CURRENT_CONFIG / HKCC:
HKEY_CURRENT_USER / HKCU:

- name: SetRegistryKeyValues

BEEMIRIMME, Dﬂ%/fﬂﬂ%’zlﬁ;fﬁ&
?Ebﬂﬁﬁ?mmmw&

il

F IR

F IR
String/Number/Array

FRE

7

H

¥

i

fim

&k
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action: SetRegistry
maxAttempts: 3
inputs:
- path: HKLM:\SOFTWARE\MySoftWare
name: MyName
value: FirstVersionSoftware
type: SZ
- path: HKEY_CURRENT_USER\Software\Test
name: Version
value: 1.1
type: DWORD

i
oo
UpdateOS ( Linux, Windows )

UpdateOS R ER RGN T X 2% Windows Hl Linux EFHI . RINBRTELZEMETAEH.
HE , BUUNGLENREEREE -1 SSMEIEEFNIIR, BHATIEEENRETHRANE
o

MRERRME T BE R IR WEFNERIKRARSSE SF FIRPHIHH BEHEBRFI &
RS Y AR B #o

(@ Note

UpdateOS F 350 Bk Linux 2023 (AL2023). HRAERWAGEAR AMI EF SN K AR
MR FRA, BXEMERSE | 555 Amazon Linux 2023 A ERE SRR HEI M EERRA
RNV E N EE

« Windows, E#ZM BRI EY LERERNEHRTFEPLRRN.

 Linuxo ZNARFKRE Linux FEPXENHHTOEESS , HEA yunm & apt-get RHETERE
B, NRFAXEXFANMNRHETEERS , MSREHIR, REHAEIZTT UpdateOS BRI sudo
MR, MREEHE sudo R , MKIRE error. Input,
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RAriEmE

LI

BEW

include

exclude

iR it
FRFBTIR

3t F Windows , a2
EELUTE :

IDsETETE I BE

TRNEMIE

PR —BHZRE

Microsoft iR E

(KB) XE, B

¥ A KB1234567

= 1234567,

ERABERRE (*) 1

B EH. AR

¥\ Security*
= *Security

*
o

$F Linux , &AL
E—NHZANEBHE
ERENEHYIRHB
WS,

FRBIR
34 F Windows , AT LA

EENULTE :
IDsEEREFH
BREVEF 5K
BE—RBIZRE
Microsoft HliREE
(KB) XE., B¥H

ol
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RAriEmE

RET sk s

%N KB1234567
= 1234567,

£ B E AT

(*) ENEHE
Mo BRMHBEN
N : Security*
= *Security* .

31 F Linux , &8 LATE
E—NHZNENE

B9 R 5 R P HEBR
KB 2o

i ARB] AN R Linux BHAY

- name: UpdateMyLinux
action: UpdateOS
onFailure: Abort
maxAttempts: 3
inputs:

exclude:
- ec2-hibinit-agent

] ARG RI0XS 2% Windows EHTHI 1

- name: UpdateWindowsOperatingSystem
action: UpdateOS
onFailure: Abort
maxAttempts: 3

inputs:
include:
- KB1234567
- '"*Security*'
i
BEER
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7to

Bl EC2 TOE 21T T HIF A

B THGRTITHA , ATEXH EC2 TOE runi BE R JSON BEXHWAARENHFIEHT
SPHMIETH . jsoniRE, EC2 TOE AILUMU T LE Z —REURRY T -

o R SCHBRER (. /config. json).
« —/NS3 FW#HE (s3://<bucket-path>/<bucket-name>/config. json).

WA run SRR, B LUMER -config SHIEEM AR B X 4. Hlm -

awstoe run --config <file-path>/config.json

¥ A BC B SUAF

wWALE JSON X EEMERENEET , BALUEN run S5 S EURIL I E 5212 1)

IX RIS,
MREEBMAREXXHM run B THFEEE T —MREENSHIED , WA TRERANER

LN

1. B SHHETMERERELUN TH Amazon CLIRESBZER ARENXHHP R HEEREE XK
EA{E,

2. ABRBXHPRRESBERAMFIVIRINE.

3. MR RXBRHEMREZEI AN , WETUANAMIAE (WRFE) .

HANEFHE MBS XHNSH, FEREERARETPNENSTSHNNITERIRXNBRTE, MR
ERMARENYS , WARBEEB run BTEEXESH, XEMFEEIR.
AHRE

RMABRBEXHISUTRE. ERLXH , ALEREATCEENTERE. RIEZEUHHA , ENME
REHFTIERE,

- cwlgnoreFailures ( #/R1E ) -Z 8 BEFH CloudWatch BE XK.

« cwLogGroup ( F#%F& ) - CloudWatch HEMLogGroup® .

- cwLogRegion ( F&F & ) -iAF CloudWatch HZEHK Amazon X1,
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« cwlLogStream ( Z%F& ) - CloudWatch B&E#LogStreamB#: , A F#E " console.log3X 4
K& E EC2 TOE fa4k,

« d@@ ocumentS3 BucketOwner ( & ) — EF URI B9 S3 XN E#BFIEERNIKF, ID.
o XHY (IREBA , BE ) — — 1 JSON WREA , % EC2 TOE run@ S EEEZITH YAML A#
XH, HMEEED —MNAH X,
NRALTFERAMK :
- B (FHH, LE) -YAML A XHEHNHLE, EXARUTARZ—
o X EER (. /component-doc-example.yaml)o
« —ANS3; URI(s3://bucket/key).

+ Image Builder A #f¥IZkRA ARN ( arn: aws: imagebuilder: us-west--:
component/ /2021.12.02/1 ) o 2:123456789012 my-example-component

 parameters ( R RHA ) -BERNNROHKE , MR run S ESTAEXXHENEANEET
HHENSH. AHNSHBRET®RN, A XHUTREENSH , LA EENSH.
NRAUTFZERARK :
« name ( ZfF& , XE ) -HHESBNEN.
 value ( F&F&E , HE ) -EAB AN TESHNE,

ETHAXRAHSBNESEERE , B0 EEEXAHXETERAEE TENSH T,

« executonld ( ZHFE ) -XE2FEATHITYE run BHHE—ID, It ID BEEHBEMBAEHR
B, ATH—FRRXE S FFeMEEI SN e ST NREEIRE , I EC2 TOE £/
GUID,

« LogDire ctory ( FfFf& ) - EC2 TOE F# LG SHITHMEBE B EXHWEIRBE R, BMIABRT ,
ZEHFRMNTFLUTREZFZS : TOE_<DATETIME> <EXECUTIONID>, HIRAIEEBEBF , M| EC2
TOE FERAHMI/EBR X (.)o

» LogS3 BucketName ( FfF& ) -WNR A4 B EFMTE Amazon S3 F ( ##%EF ) |, NIFEAKNARERFA
& EC2 TOE LE&ZIWSH P anAM S3 FHE,

« LogS3 BucketOwner ( FfF&$ ) -INRAH AEFMETE Amazon S3 A ( #%E ) , IIXE EC2 TOE
EARENGNFREBENFIEEKF ID,

 LogS3 KeyPrefix ( RS ) — NRAH BAEFMHEE Amazon S3H (#E ) , MIXRFHBPAE
B S3 MW REHFRK.

« parameters ( N RHA ) -BENNKOHE , REE2B/NATEHS un i RITHEIENFMELYE
S8,
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« name ( &, HE ) -2FSHP BT
- B (FRE, X8E)-EREIMEAGXENTmESENE.

* phases ( FfF& ) -BUESHRNSIR , EREEMN YAML B4 X R EITHRLER B, 201RE 34
BEHMHER , WXL/ R/ EIZT.

- stateDirectory ( FRF& ) -TFRPRASRERSAHY S BR R
- trace(fi/R1E)-/8 AXNEHI A IFHE B FIE R,

Bl

DFRGIERT —NaABREXH , ZXHRAENEH XS sampledoc.yaml # conversation-
intro.yaml 247 build M test iR, BNMAGXEBE—MEATEESNSEH , HEREH
FA—INEESH, project SEXAMAMXREER

{
"documents": [
{
"path": "<file path>/awstoe/sampledoc.yaml>",
"parameters": [
{
"name": "dayofweek",
"value": "Monday"
}
]
.
{
"path": "<file path>/awstoe/conversation-intro.yaml>",
"parameters": [
{
"name": "greeting",
"value": "Hello, HAL."
}
]
}
1,

"phases": "build, test",
"parameters": [
{
"name": "project",
"value": "examples"
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1,

"cwLogGroup": '"<log_group_name>",

"cwLogStream": "<log_stream_name>",
"documentS3BucketOwner": "<owner_aws_account_number>",
"executionId": "<id_number>",

"logDirectory": "<local_directory_path>",

"logS3BucketName": "<bucket_name_for_log_files>",
"logS3KeyPrefix": '"<key_prefix_for_log_files>",
"logS3BucketOwner": "<owner_aws_account_number>"
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Image Builder #j i BR {5 3R

£/ Image Builder 1 AMI R A FMRGECIZRERRE , B LUEA Image Builder ##& . Image
Builder APl 2% Amazon CLIF#Y imagebuilder S B3 E#ITEE,

® Tip
EEEEHRXRENT LSRR , HHERSAHEERESRARBERRWRZIRKRGIE. B
X fEA Image Builder 55 R BBERMIZENEZ(EE Amazon CLI , BESRARIEREMIRICE
REBD .

AEHNET WAL, EFENMCUERSG, BEXMEITERARNANEFHTEERNER , SR E
# Image Builder BREGEI X E RN K TR

DEN

o S HBGFIHERE

- EERBRRFHAGE

+ {£ M Image Builder 812 B & X B &

+ {8 Image Builder § A S HE B &

 {£/ Image Builder $ ALK UEH Windows I1SO £ IR 5
« EIE Image Builder BIGH Z 2 HE XN

+ B Image Builder &R

B Hi BRASRN £5 2 AR A

£ Image Builder BHIAWMRERE L , BAUFREEE. BEEREZUREBENFLRINETE Image
Builder MR IRI SR, JSIRERTEEXRXLERFEN —LXBFEAEFE.

R AERBIKS PAE FAE TERBEENRE.

P
.« Bl

« FIHEHRENRE
© FIHBRB IR
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51| i BR £

KT EB 5 HREAERE BN TE T K.

BT LMER T B3Rz — 5 HEERIER A Image Builder BB R, A< API 24 , 38 | EC2
mage Builder APl & ListimagesH i, BXxXEKH SDK HR , BZHR—NHE LN S ESH4%E.
AE

- ERHEDTIHBEG

- {8 Amazon CLI S5 HE %

FEEF & I HERE
BERZHETITARGIRNE , BRTUATSE :

1. $TF EC2 Image Builder ##l%& , Wit R https://console.aws.amazon.com/imagebuilder/o
2. MNEMBERF , EFRE,

BREREFI AN FLEN TERRE , ZHEPRNRETES NS NETF, ATNAN=MER
+ , XERTFER T A HENT H A RS,

“ERIEIETF  BEAN
EEAARNETFH | BAIUERA LT HERERECRETIRER

s BN ERREPERTENID B

o BALRIBEMGIIRIERSZFE S ( Windows, Linux 3% macOS ) FEik iR &,
- BRI DURIEMGER A EHER (AMI RABFMB ) LK,

o« BRI LUE AR RKRERMELA (VMIE) = 1ISO BEE G S A B K,

BEFEREFAEG , RAGERF2ERECEMN Image Builder BRI |, LUK PRFIFIRI AT ¥
AMEs -
B PR A

Image Builder BRI BT IR & PR IABL 5 B MM EBRATT L. R ZEEUAEEFEAXNREGRE
AR AR
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https://console.amazonaws.cn/imagebuilder/
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g

Image Builder £ S| 2 LG RIR ( AMI RASIHRG ) B89 5 H BRRSE R,

R PAVAN
[

MG R RNIRERSTES |, HlI0“Linux’. “Windows = “macOS’,

AR 15 SRR
Image Builder fi T2 G F RN EMREGHRIR, TERAFHIENELN ( VMIE ) & ARER
BER,

Creation time

Image Builder £% = 51 iR A< BR & 53R 89 B BB (A o
ARN

HEIR ARG TR Amazon BIREFR (ARN )

EHARTAF  SR{E
ESRATHTFRS | LALER T RERARECRGHIRE R,

« BUNEBRREFRRETERTD B

o BALRIBEMGIIRIERZF S ( Windows, Linux B8 macOS ) Fik iR &,
- WA LURIBEMGERNBEER (AMI RAFMB ) LK,

o« A LUERATERKRERMELA (VMIE) = 1ISO BEBGS A B &,

BEFERGRYG  ERAZTEMFL2ERSEHEN Image Builder RIEEHIR | URFAFIEROAT
HHER :

R 5

EEAENRERFENEN. BEEESPEAXERE , FEREERERGAT , RHFREXR
RERANERAZHRE,

3]

Image Builder £ 8122 LB RIR ( AMI LA EFIER ) IR 4 HHBR{G SR AL,
R

MGERFENREREELERE , BERUTEIANKFFE | <major>.<minor>.<patch>,
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BR 5 SRR

Image Builder Fi T2 I RGFRFEHNEMREGHRKER (0ER ) . EEATREMNELA
( VMIE ) S AKIBRIRLE R,

¥4

MEFENIEEREFEE |, Hl“Linux’. “Windows = ‘mac0OS”,

Creation time

Image Builder 8|2 52 ZRYBGFIRRAH B HAF BT (A,
FriEE

HEMGERENRESE,
ARN

EEAZNRERFERAN Amazon BFEEH (ARN ) .

“GEEAIEIF : BB Amazon B
£H Amazon EERTIFH , BRI LMERAL T HERZHRE{CIRGIIRLE R,

« BALERREDBRTERI D BN

- BAULIBEMRGHRERSZEFS (Windows, Linux 5 macOS ) FFEiEBR&,
- WA SURBGE RN A HER (AMI REBMEG ) LB,

o WA SAEARERRERMELN (VMIE) =X 1ISO A MG S ANE K,

RIEFEREFZEYE | B Amazon BEBEI+2E R Amazon B2 Image Builder BRIERFIZR | &AL
FFE BER AR ERB&, Image Builder & E RATFIR RN TEMEES
RGAE R

RERGHER, QIEERAR , EMRENRINRENRERSS ( B Amazon EE ) . HETIFH
3 H A RS RHE 78 5 1872 0 2 B 05 BN BRI R VIR RS F & R BRE B R FI R,

Image Builder fE 8122 LB RIR ( AMI LA ST ) BT AV 4 HHBR{G SR AL,
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TS

MERRNBRERGEEERE , BERUTHRANKFFE : <major>.<minor>.<patch>,
=)

MEFBRENIREREFEES |, Hl“Linux’. “Windows = ‘mac0OS”,

Creation time

Image Builder 8|2 52 ZRIBRGEIRIRAH B HAF AT (A,
FiE#E

Amazon HAEX LI EMRE,
ARN

SEAZHWREEFRMRAHN Amazon BREFR (ARN ).

£/ Amazon CLI @55 5 5 B %
FEHIE1Tlist-imagesin Bt Amazon CLI , A LAIRB B 2 RE S ERIG R E & &K,

LTt RmOER T i AT sk 48 list-images @5 5 HIEHH BRI FTE Image Builder B
G

R ;B AR R

aws imagebuilder list-images

i

{
"requestId": "labcd234-e567-8fa9-0123-4567b890cd12",
"imageVersionList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-name/1.0.0",
"name": "image-recipe-name",
"type": "AMI",
"version": "1.0.0",
"platform": "Linux",

"owner": "123456789012",
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/list-images.html
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"dateCreated": "2022-04-28T01:38:23.286Z"

I
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-win/1.0.1",
"name": "image-recipe-win",
"type": "AMI",
"version": "1.0.1",
"platform": "Windows",
"owner": "123456789012",
"dateCreated": "2022-04-28T01:38:23.286Z"
},
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-
macos/1.1.1",
"name": "image-recipe-macos",
"type": "AMI",
"version": "1.1.1",
"platform": "macO0S",
"owner": "123456789012",
"dateCreated": "2022-04-28T01:38:23.286Z"
}
]
}

BT list-images SRR, ATANAMRIESRRECER , MU T RAIFFR. BXUATFELERNESE
£ , & FAmazon CLI ts 55| HH list-images 7%

Bl TEIE Linux B
aws imagebuilder list-images --filters name="platform",6 values="Linux"
w

{

"requestId": "labcd234-e567-8fa9-0123-4567b890cd12",
"imageVersionList": [

{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-name/1.0.0",
"name": "image-recipe-name",
"type": "AMI",
"version": "1.0.0",
"platform": "Linux",
"owner": "123456789012",
Il B
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"dateCreated": "2022-04-28T01:38:23.286Z"

5| HH FF R FRY IR

HIBEMBITERPFEA WaitForAction ZRIEEN , HaEEIER , ERESRERIERELE
RETERIMNES. MRFEERSERENSITENNTHE , WAFERARTRIEE. AR5, &
AILAfEA SendWorkflowStepAction FEESRINES KIEE| RESUME = STOP, &t A LUE 2
Hl&ELERIRE THER.

DTF®EMFE R T MAREK - PArEMRERRAIIR , EP 34 EEUESFESMESFILENT
ERLTBR, XLRIMFEHE T EH AL M Amazon CLI i8R,

IR LAE A API 2 SDK RZREVESFREN THERLSRIIK. BX AP ?9.%1’!5 S # | EC2 mage
Builder API £ ListWaitingWorkflowStepsH#, BXXBKHK SDKEXR , BZHRE-—TH LN SES
[ 5 4%,

Console

AZHEFHNSHRERTF |, FREUTSRIEE

—

$TFF EC2 Image Builder ##& , Mt R https://console.aws.amazon.com/imagebuilder/o
MNEMERS | EFRREG, LREFITTFRGSIRTE,
MIIRTEPEREFREEDTF,

(At ) BEFLHRELSR , FRPEMNZULNERE , REEREFLIRIMES R, &7
PUERZANEIRE | WATRRES RINTHERB R RE,

) w0

SUAEBNIERSRFAER
FUBSENITERFAEESIEUTHE

- REBEH - SEFLESROMETREN. LU UEREMNERNE R ZRENFIERE.
FRBESREN - SHERENTERSRER.

o SEINIT ID - XN THERSRIISTEISZBIR THE —HRIR, B SUEREEN ID UERZLTRW
L’fTE-J-ﬁéE'fnzuo

- BB - TERSBRNZETHESS a8t E#,
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- T/EFR ARN - BEFAES R TERK Amazon BIREM (ARN)
- BE-LTEFRSNTREE,

Amazon CLI

LRIZ1TH M list-waiting-workflow-steps @i 5B Amazon CLI , {REBE|—BEFE |, FIHIRKF FFT
BEIERESRETREBGUERYRZISFRENEL.,

AR s RBER T A6 A list-waiting-workflow-steps SR 5 H K~ PN FFEREG , Hhas
FEEFRENITERTIR,

R BIHIKF R EEERTERSRNRG

aws imagebuilder list-waiting-workflow-steps

M
HROIVAEERT KA PN -G  EhE N SREESFRE

{
"steps": [
{
"imageBuildVersionArn": "arn:aws:imagebuilder:us-
west-2:111122223333:image/example-image/1.0.0/8",
"name": "WaitForAction",

"workflowExecutionId": "wf-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"stepExecutionId": "step-alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"workflowBuildVersionArn": "arn:aws:imagebuilder:us-
west-2:111122223333:workflow/test/wait-for-action/1.0.0/1",

"startTime": "2023-11-21T723:21:23.609Z",

"action": "WaitForAction"

51| HH BR B 75 22 hig 2

£ Image Builder 24| A WRGHERARE L |, B AE B WERAT R AR EHE N REGE RN
BESEMER. LUETLTE Image Builder APl REAar SR Amazon CLI k5! HBRERFBRR AR,
SDKs
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BRI UERANTEZZ - HERENRERRNREHEIRE. BXx API R4 , 525 | EC2 mage
Builder API &% ListimageBuildVersionsH k), XX SDK iR , HZHE—NTH LN S ES
|7 85 4%,

Console
MR A i 415 2
Image Builder #2#| & PG ERATE LNFAEESEUATRE :

o FRAN - BUSRRFIERAS, £ Image Builder #24lA® | ZMAGEEIIMEGIFEMESTE,
« KA - Image Builder ZE R LLBREE IR ( AMI LA B ) 0 K5 HKE,
- £/# B HA — Image Builder /2GR RAH B HAF 6 El,

o BREBURES - MEMERAN LIRS, RSTEEREHEILNERX. i, EHE I=E
, BAEESEFFIBuilding = Distributing RS, BXMEHLERER , BAESFR
Deprecated kYIRS Deleted,

« KMERR - BEBRSHERERE, Image Builder 2| 8 NXERHEXBNER ( RERSEFT
Failed ) o

- Z2PELR - sl ARGHERANRSREQHAERN,
* ARN - BUYRBR 5| AR ZAHY Amazon BIFREH (ARN ) .
« BER - a5 ARG EZRAR B SR IFAE SN EE,

Bl i A

E £ Image Builder 2| & P 5I HREIEIRA , FHRITUATIR -

1. TF EC2 Image Builder #£#|& , Pk R https://console.aws.amazon.com/imagebuilder/o
2. MNEmBERT , &F WG, RABRT , REIRE REHENSNMNREN S HIMRE,

3. EETMEBHFABRATIR , BEFLRRAEE, ZERFITTREHERAITE , HH5I
BT S ERGR TR R,

Amazon CLI

£ & 1Tlist-image-build-versions & & Bf Amazon CLI , #FRBEERG R RN TR ERAS
Fo BUTNZRENAEE T ENITRHET

LAUR da3 B BE In{AT 55 A list-image-build-versions 53 %1 H 8 & BG BY FT B M R R AN
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RAriEmE

R B TE R AR Y A B AR AR

aws imagebuilder list-image-build-versions --image-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-name/1.0.0

i
I RGBS R R S B BRR B 5 I N R AR AN,

{
"requestId": "12f3e45d-67cb-8901-af23-45ed678c9b0ol",
"imageSummarylList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-
name/1.0.0/2",
"name": "image-recipe-name",

"type": "AMI",
"version": "1.0.0/2",

"platform": "Linux",
"osVersion": "Amazon Linux 2",
"state": {

"status": "AVAILABLE"
},
"owner": "123456789012",
"dateCreated": "2023-03-10T01:04:40.609Z2",
"outputResources": {
"amis": [
{
"region": "us-west-2",
"image": "ami-012b3456789012c3d",
"name": "image-recipe-name 2023-03-10T01-05-12.541z",

"description": "First verison of image-recipe-name",
"accountId": "123456789012"
}
]
I
"tags": {}
I
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-

name/1.0.0/1",
"name": "image-recipe-name",
Iltypell: IIAMIII’
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"version": "1.0.0/1",

"platform": "Linux",
"osVersion": "Amazon Linux 2",
"state": {

"status": "AVAILABLE"
I
"owner": "123456789012",
"dateCreated": "2023-03-10T00:07:16.384Z",
"outputResources": {
"amis": [
{
"region": "us-west-2",
"image": "ami-0d1e23456789f0al2",
"name": "image-recipe-name 2023-03-10TQ0-07-18.1461327",

"description": "First verison of image-recipe-name",
"accountId": "123456789012"
}
]
1,
"tags": {}
}
]
}
@ Note

list-image-build-versions fr F Y H B I A BRELLFELRIE B ER.

EEMRGTEIRIFHEE
£ Image Builder #Z##I ARG FAEERE L , BUUEFEEHEANBERBRENIFAFE, £1E
A LAZE Image Builder API R {E A ap S SR {E Amazon CLI RIRENE B1¥15. SDKs

BxEH M ABES Amazon Resource Access Manager (Amazon RAM) %R Amazon Web Services Mk
FHRHEESASTHNRRENESZER |, 52 HAmazon RAM AR EETHN T ESEELZ/H Amazon &

N
o

AAE
 7£ Image Builder #H AP EFRBGIFHAER
o MARIRERE 5 BUERi$15 Amazon CLI
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7 Image Builder #Z##| & P EFMRBGIFHEE

image Builder 244 T BB HAERRACEHEDS , HEELRFERSE. AEFERUE
RGHES N EHANRIRAR, NREMETRTEATENES | WAL T IHEPRSATE
RER.
12 & 1 1S BB N ER
- BEHS
BRI R
. EREHRERER
HEREBFER
TR R
R BERIHER
« BT

BESD

BERI>EBREMNRKE  S/RATHRARGS . IEFAEEFHELETR.
BA

TEEWERAWE FBMRFMRA, Hln , MEHEMRAR sample-linux-recipe |
1.0.1/2 , MBEH R sample-linux-recipe | 1.0.1, MERAR 2,

Date created (&% B )

Image Builder 2GR A K B HA R B 8E,
ARG 2
MG ERAN SRS, RETREEMRGHESLETR, fl , EHWE IBP , EAEXE

F|Building =% Distributing RS, BXBRENLERER , BAEXEE Deprecated M
R#A&Deleteds

R R A

MERSHRRA . Image Builder ##| 5 XRETRHEIAMHWER ( RERSZEFT Failed) o
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“Ha HH BR AR T

M RFEARLE RS T L B0 R AR B RAY Sl E M 0 BL ¥ 1E S Image Builder £ RHEEEURT
EERATOIRMENESRE , MTAR.

BREREL 5

X — FERG S FIEENL SR ZRRE (AMI) B 5 B X,

 B{& — Image Builder £ ECE| B #R#Y AMI B9 IDo 1t ID 88823 Sk EC2 126 & AL S KGR
% (AMIs) TUH.,

(® Note
Image Builder £ 8l 22 % H BRG 5 IR 2 5 AR AMI 2 ELE B #R 2 BT 81 AMI,

« A% — Image Builder 2Bt £l B #5895 AMI B9 & FFo
iR — EE AT 002 5% SRR TR YRR EL 5 P Y AT IE IR,
ik /-3 2 51 & 7R Amazon Web Services I/ B Image Builder B{& &R

AEmA
Image Builder & RM\AEREL 7 BIZR AV H Y AT FHE 2o

« X#E — EBRE& URI 55 E R AR 2R REH 2 B X,
M5 URI — Image Builder 77 B | B #7 XI5/ ECR 7 B A i i B 2R BRRAY URI,

(® Note

Image Builder 8N BIRER—1T. BHBREGRAEZTLE KB AHD K4 012
B/, HiB Wit T aEBIEB XA 2 Amazon Web Services ik, 3 Amazon
Organizations. BXEZELR , B2 H EE Image Builder 7B iZE,
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EMREEERER

Ei iR R EED < E R Image Builder FSKRIIE M = 51 £ REVBRGRI I 53k EC2 EftiR R
B, Image Builder iR B REMIREEER RV BN (BEBH ) KH Amazon BFIRE# (ARN), 0
RENEMRBEERE TE , NEAEMREFAGETEIFEUTARE

- RpIKE

o SRR E S

- MEEM &

- B2HIRE

- Image Builder ##fi# B A #2 F B &# Amazon S3 L&

- AT HFEHEBREY Amazon EC2 B4R

- EH4BEHH Amazon SNS £

BXEZER , 55% € Image Builder R EE E,

DEIRERER

DEIREFRZNE R Image Builder AT 7 B HBRR AV IR E . Image Builder #8148 £ /R 20 EL Bl B & IR
MEM (MERM ) RH Amazon BIEBAF (ARN), Efho EiF4HESEBURT Image Builder BB T
BIEMEE SRR | TR

BREREL 5
MRENTERERRRETXEE , WEASEFAESTRESEUTAR

« X1 — %t Amazon Machine Image (AMI) B9 % Bt X 13,
« HH AMI Z# — Image Builder 2B B 589 AMI 898 5

« N (KMS %40 ) — MREEE , Image Builder J5 K iR & L 2 B 2 B #5 XA Amazon
KMS key »

- ZQ@ 7EMNENRKF-NRERETEK, 2% , WikIHERBFRXEH Amazon Web
Services k7 EEZ HEREEGNES DRI,

- WEHENRRWEZERA-LUES 2 BN ENB I BHRER Amazon BREASIEK , Hltn, FA
Amazon Web Services K~ Amazon Organizations 42 #4 ()o OUs
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® Note
LERETIHMEEABSHZNEEGHNEN , £MABEIZMEGE. Amazon [EER K U E
Amazon NEME A/ EC2 BaIMIFRESEHIRI K E

- BFREFPAINREB3EE — EC2 Fast Launch o AT BB IRBUES 3. Amazon Web
Services ik~

o XEXWIFANEERE — SEEXEHH AMI <Bk ARNs Y License Manager F A IEEL &
- BEEREE-FMRATRHEKF B Amazon EC2 B3R

« REBIIERRIARE-FFIEEN Amazon EC2 BEIIERIRE N 15 ERAEHEIAB S ER Amazon
Web Services /=,

AeRE T
REAEIEHBREBSUATHFARE -

- Xif — ZEMB URI FIPIEEN BB EN 2 B X,
« BR% URI — Image Builder 7 ELE| B ¥ X139y Amazon ECR 77 FE #9 i tH B 8SBR& Y URI,

® Note
Image Builder A ENBEHRER—1T. MHEMBHBAZTDE—NKEAI#D RAQIEIZM
Bk P, HibE At n eI IEE XIH M 2 Amazon Web Services iK', 2 Amazon
Organizations. BEXEZEE , 5 ¥ Image Builder ZELiRE

“IﬁwﬁﬂT n

TERBEENT Image Builder ZESIZFTRERINITH S RINSF . FAIERGEHEHENNL TERE
BBEEE—NMFAND R ITERE, THERBHRZTE TR Image Builder ﬁHR@L?:IE’JJE)ﬂIﬂEmL&o

Jﬁﬁlﬂfum "_ﬂ

EIAER T , Image Builder EE*JJ%JL/TWE:ETAIVEUIL*E?EE$”IﬂElJIL*ﬂEﬂ;B%o B2 , TERRER
ERSERENRENMEEEH#HITRETHAN IERE. EEFEHMTHERRE , BMIIRPERE,
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£ AMI BHNEGIERETUEEHE, SAINETERE. ERERAHNARITEREY
DEEWE, MiEmoxIERE,

(® Note

METEREERB , EFF2ERESIRAP, Hlw, ZZD%HHTEE%TMEﬁHMI{’Em
FIBRGHEZENIRIFF s |, MAERTERERIIRFE -—ETHNIERERE, HNHITERE
JART , Image Builder &2 E R EIF| RS,

EIEREMESZE , fMEATERESERETHEAE  Eh @8 TEREXRBENUTFEMAE
S

TERBRS

H TERENHNEITIIRES. EATNEHE
. FAEE
Skipped
Running
[S%75951
- KK
R ollback-in-progress
- EREZEK
WAT ID

Image Builder 77 BLH E—4RIRAF , AT EBIXIZIT TERERN RERZ1TE R
I=k7)]

TR EITHISSHIE 3 AV RS R B

“ZR

TERERIE 178 R4 5E R AV B B B o
B

TEREBHFNESER. XNETHRIN., BEEIMABMH ST EHER,
R Ih Y SRR

THEREBEPRRINZITH SR IZ T,
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RAriEmE

R B IREL

TEREFTRABLSREAZEITEIITE.
BRI By 5 BREK

THEREFBE NS BRI E 1T TG

LTF3RANFRERRE T ZTERBRNSITH RGP ATE SR S 5PRE

BREGRE R RMEERFAE R
HIR #

—NES |, &R Image Builder 21T TEREB LSRR
S ID

TERSBRAOE—FRE | BT DB

s A
EEIERES RN LIS TERES.
ELRIRAS

It TAERAZAYIZ 1T B SE A0 5K Bt B9 54 B DR R TS o
e S

EEIERENE M.
B3l

THERENESTHNEGINEESRE N HEB.
#R

ZTERENETISSGIMNEES R KA E B

“RERPERIHRER

Image Builder HFrH

MREBEBERANE , T2 FERINHFERL2ERELRENXERMO (CVE) RELR. Amazon
Inspector 7£ Image Builder JI 8IZZ#T A& M /S s MR H] LRF T XL REXRIM, FHER Image

Builder BEBHRMERBERI , BARUTHAEELME
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1. RIEMIKFBE Amazon Inspector A, BXEZEER , 525 (Amazon Inspector A1
) #H Amazon Inspector Al 7o

2. BECIEBRUMENEENRZRLRAELAN, YEBNEEBETLLPELIN , Image Builder 214
IENHARF 2B RIFREERANRE, EXEZER , HSH E£FHF Image Builder HGREZ £

3 Amazon Web Services Management Console,

ZE2PBEBXIIFZERZE Amazon Inspector A B BREIRFINENRENATEAEE,
mEMN

CVE BEAXIMN™EM. BEWM T :

. R

- EEM

- 1K

B

ot

- EX
BWEEM ID
Amazon Inspector £33 M= 32 Fl 8 1 SRR G M E R CVE AE RN M —PRIRRFF. 1% ID £

BILZ2RERY > RFANHEH, BXEZER , 828 £ EE Image Builder &N EZ £ &I
Amazon Web Services Management Console,

R

CVE HE&E R IRIEIE B KR,
R#

IEHYREG B B XM R R B ER ISR XK.

Inspector 2

Amazon Inspector 1 CVE A& X 2 B 2 8.

PR

LRI+ ERIENRETE LW FIBRE.
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MAIREVE R i#18& Amazon CLI

AR R EE T a0l 3R ERBR G SR BE B . Amazon BIRBF: (ARN) BV 45 2.

aws imagebuilder get-image-policy --image-arn arn:aws:imagebuilder:us-
west-2:123456789012:image/example-image/2019.12.02

£ Image Builder 12 B E W BR{&

BT LB E 2 TR A R I EHH Image Builder B, fla | BAILUMERUT A E2—

5 Amazon Web Services Management Console B 812 & % Amazon CLI, &t 0] LL{E
CreatelmageAP| RERIZTHEEERLIER G, BXE API BAEXEKHN SDK EXR , LAIASH Im
EC2 age Builder AP| ZZHZmTH ‘B ESH” 8.

Amazon Web Services Management Console

ENNBEEQEREG , BUUAFHETEE , TR, BHAUERAEERSMNATHIE
HRG, FSH EEOS  AEAMI R EEOS : QIEFFESR  BEABRRTEE0EZHNMER

A,

1. §TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o

2. EEMSHMBERD , EREE
3. EHEEFENEEZULNEILE,
4. EQIEMG  BM BE XEFER STEE. X2BEHEE.
BAETLEEEITEEBNNER , EREEHREHHNAFER Amazon EventBridge 21T E
&,

Amazon CLI

fEHIE Tereate-image @ & 2 &1 Amazon CLI , 1R T EREREE , NAFEIEX LEFIR -
FTEm &R

« BE-BUFANBREE-—IES , WTFAR
BREREL 5

£/ --image-recipe-arn SN EBEKE FH R IRIEE Amazon BIREHR (ARN) .
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AeRE T

M --container-recipe-arn S¥HAN BN B RFE H ERIEE ARN,

- BERigHEEE-F/H --infrastructure-configuration-arn ¥ N ENEMIREE B RIR
EE ARN,

IR UEERGFIENUATERRR
AR RME &

- PEEE-FBRIAERT , Image Builder {4 H B RIR 2 B 2 89217 create-image v+ #Y [X15]
RNKF, ENEHNIERREEMBEFREERE , BEMA --distribution-configuration-
arn 2PN LN FEEE R IRIEE ARN,

- BEGHE - ERNMRGHEI[NIAZH EH Amazon Inspector BELXNBEL BRI , FEH --
image-scanning-configuration 2. X T ARG , L&A LUEE Amazon Inspector
ERHPAE AR ECR FH#E,

o« BREGNH-Z2E A Image Builder A/ R , B --image-tests-configuration S,
®E , RAILAUR E AT LUS TR B (AR & — N AHES

- MEIRZ - A --tags S @A HREGERFMIRZ,

- MEITHER - MREREEEMEEINET/ER , W Image Builder 5 HERIABRG TER
BIEREG, EREEECCNENIHER , EEA --workflows Z#.

(® Note

MREBEERGIER , MESRIE --execution-role S H IR M Image Builder AF
EITITERIREN IAM AN BFHT ARN,

T ROIERAAEAER create-image Amazon CLI i R 8IEMK, BEXEZEEL , ESH
Amazon CLI fs 55#,

R ERRRIA D B oI 2 B AR

aws imagebuilder create-image --image-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-recipe/simple-recipe-linux/1.0.0 --infrastructure-
configuration-arn arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-
configuration/simple-infra-config-linux
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i

{
"requestId": "labcd234-e567-8fa9-0123-4567b890cd12",

"imageVersionList": [

{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/simple-recipe-
linux/1.0.0",
"name": "simple-recipe-linux",
}

MHECEE S 612 Amazon CLI
ERUHEE#THFHNBRGIE |, BF A cancel-image-creation i , MR :

aws imagebuilder cancel-image-creation --image-build-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-recipe/2019.12.03/1

£ A Image Builder § A5 W & LR

HEMNEDREFSHELNN , ZERKCNB - IS MEERENN | IEXHTHELAR
B, REMBFEHRE, EUUEAXEXHSEA VM, AREBERGESHEMREG, ESH , &
A2 R XN BE LRBIRAN A | RED KRR L #.

FF VM W AES |, Image Builder TIFU T XHHER :

o FFRUERMELITRE (OVA)
- EHRHEE (VMDK)
- EHIVER (VHD/VHDX)

« Raw

S ARMEAR# AR EIE Amazon Machine Image (AMI) 1 Image Builder BGZR | X & 8 o] LA B4k
BENBRGE SN EMBREG, VM BEEXNTEME S3 EMEF TS A, B4, Ll HE EBS 1R
BPEA,

M EGH B B 812 Amazon CLI 279
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# Image Builder %85 , BAILEZES AREK , RieEE T P EARHRESH AMI, WA BIECIE
BARESRAREESASH. BXENREEIN-—HI2HTSANESELR  F5H EUS
ABCE

£ VM & A Image Builder

Image Builder 5 Amazon EC2 VM Import/Export AP £/ , S A RREEBER A RLIE1T. Image
Builder 25| AR S AFKES ID RIBEREHE |, H6IE— Image Builder & RER
XAFEBEELDNNS ATRZBIEE S 5 A Image Builder B IR,

Console
Z & A Image Builder #H &S AR , BHMITUTEER :

1. $TF EC2 Image Builder ##l#& , it A https://console.aws.amazon.com/imagebuilder/o
2. MNESMERP , EFERE,

3. EITASAXEE , BERESABSK.
4. BWMAURT—REER:

- NENBRIEE - MNHE—HNE.
- BEEERREGWIRAE, RALTER : major.minor.patch,
5. EESAEE : ERHS A

6. ESARGRNHLEHUATEMNIINFAER. TRIEER  EESABREK,
EXRREIRERS

1. EREEENEDYVIRERS T A TERNRERERS (OS) &I,
2. MIIRAPIEFEEENE BV TE NV RERSRA.

ELPS ARE

1. HEMNELCRBERSHEDNN  ZEEL0B - MRS NIRRT, XEXHTHE
BHRE, REMHBENORE, SUUEAXEXHSAERLBIENRGEAANELRRSR, &
X VMs?#t Image Builder S AMEZER , HZHS AT S H VM B,

BEREESABRNNE , TRITUTEER
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S AR

HHERESE 1 B0 PEEESANS —NELYBREHE R NRBAIRIER.

a. RIR — ATLAR S3 7648 , b L2 EBS R,
b. EHEHER S3E - WA Amazon S3 RIFHHMERGNNVE, EXRME , HIEER

i S3o

c. EPMEERSR , WEHEMIWERR.

2. 1AM A&

X IAM A SENELHN S AREMEXE , M IAM B2 THIIRPERZAR , HEL
ROUBFASKUE— AR, NREUWETHASR , IAM A212H 48 NEFHEL MRS
WA

LTREMR : FARXERE , BAUASARNELARGEEME, A, LS.
ERBRGEN

BEEEEMNS ARNRY , EMRMIERPIEE—-NME,

hnz

MRENELDNHERECNE  NATREATSALIENRH, BENFAEE KMS &
, ENIE (KMS B4 ) SIRAPIEE—ME, ZIIRTELHKSE L[ XBHERG AL
KMS Z4A,

WHEEE

SAERDE , SAZES BRNELDHIRERSFH AT AHENATEARRSK, BEE
BHRERSETE , WANERENT .

- BRWANE — EATENF AN Amazon ¥ A[IER R A T EHE AR &
- B (BYOL) - REFRBEEMHNMFAIE (WMREA ) -
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B0 {5 F B 2 A i mTE BB B B0 Amazon License Manager FI /& H ERLARE | iE M EED
BAMYIRPFHTIERE, B License Manager WEZEE |, EZEFH Amazon License
Manager

(® Note

- AR ESSETEMN W PRI FRTARN,
* Linux XX BYOL ¥ AJiE,

RE (BEARBRE )

PREAE R RBEX N M Image Builder R0 B AT RAINAE, BERNFANERRZIEER
X FEAENEESAREN,

ERMRZ | Bk Add tag ( RINFRZ ) o EMIBRIFE |, E1%£E Remove tag ( BIBRIFE )

Amazon CLI

ENEMYMNEES A AMI H I A LAz BI5| A/ Image Builder B IR , 17 Amazon CLIFR
PATATR4E -
1. EAFH Amazon EC2 EE#\Hl Import/Export import-image@ /831 E#L LS A Amazon

CLl, B T@ RN PRENES ID, FT—HSHFENETEXAZLE. BXEZER , 5
CEEELAL Import/Export AFHER) S8 “ERELS A/S B FEBHENRES A,

2. Bl CLI % A JSON X#

T @t EA/ Image Builder import-vm-image @4 Amazon CLI , &A1812Z 7 —4 JSON
X, HHSSRNEAZETSPNAESARE.

® Note

JSON X HHHIEEN G B A EEBMEN Image Builder AP BEERSEIEE
HiEX, EEF API BEFKRSH , 55 | EC2 mage Builder APl ZZ
B ImportVmlmagei® &,
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ENBEEENGTITSHIRM , HSlAmazon CLI i SSEFEENSHE. F
Image Builder import-vm-image &S /ER &I,

UTRENELREIFEENSHNRHE !

- BN (FRHE, ME) — ENSFARERREMIER Image Builder BE IR & o
 semanticVersion ( FRFH , SE ) — B HRGE URAE |, U TEREERE , 8Mu
BHABERTIEEMRA | <major>.<minor>.<patch>, $l#1.0.0, E 7T #4H% Image

Builder BIRHE X RAEFHINEZER |, BZH Image Builder PR IR AIZEH,
- R ( FRH ) — BREE SRR,
- TEH(FHE, ME)—SAN VM HRERETE.

« vmimportTaskID ( Zf&F& , 218 ) — Amazon EC2 BRI S AT EHH ImportTaskId
(Amazon CLI), Image Builder 25125 AT , ARREHEAIEN AMI , AETZEAT
Bl 5 H Image Builder BR&E R

- ¥ ( FRHERY ) — RERMNES ATRNREXN. &Z 21 50 MREX.

57 import-vm-image. json , BAfE7E Image Builder import-vm-image 3% £

Mo

{
"name": "example-request",
"semanticVersion": "1.0.0",
"description": "vm-import-test",
"platform": "Linux",
"vmImportTaskId": "import-ami-01ab234567890cdle",
"tags": {

"Usage": "VMIE"

}

}

3. SAME

£ SR 2 B XX e B A FHIZ 1T import-vm-image a5

aws imagebuilder import-vm-image --cli-input-json file://import-vm-image.json
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® Note

« JSON X#BEFTX#MEBE file:// HE.

« JSON XHHBEEMEREZTHTHNERARERZNENAIE. Fla0 , Windows £
ARFHT (\) 5| A B XE%Z , M Linux 1 macOS /A ERHT (/).

MIERYBR R R 2N 7 70 & RE L AL EE & Amazon CLI

EENRGHELES |, B LIER Amazon CLIFH Image Builder 2 ELELE |, RENFZIFH VM B
BRAXHGIER BFRXEN S3 i@, BXEZELR , 550 IREMNE L VM #BE 6129 K18
& Amazon CLI,

{#/ Image Builder & ALK UERY Windows ISO #if & B £

Windows RS ISO X4 R —MHERENH | HPEERERER Windows RERGENTER
F, WREMEFHWIindowsRIERSISOM M TR , AIIERMNEMNIE T , BT UELRNE
HETH. BELBARMNAGEHNEERFIRE ISO X & , LBEEENBERGIRERNNRE,

EC2 Image Builder S ATERES A I1ISO WEXHH NP IEHESE, build-image-from-
isoftESERJG , Image Builder 2HBEES AMSIENSHRE , HEATKLUET 7 REME
(AMI)o

ISO MEMGBS AZFHNRIERS
Image Builder X#FLA T Windows RERS SO M R -

« Windows 11 il fik 24H2
« Windows 11 &M ik 23H2
« Windows 11 1l fik 22H2

Image Builder T #F LT Windows RERS 1ISO A M&

. KERS IR (LTSC) MR
+ 3T Windows #4512 T 862 1SO RZ RIS
- WEES
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F A 1SO HEBRERR TTRFAMF

ES A ISO MERG , BIEEFEAT RREFH :

- BERBHRIERSGLIRZ Image Builder RIFMIRERS, AAIBFNRERENIIR , FF5
FI1SO HMEMES AN RERS.

« NBEREATLF A ISO B , FEMBEK 365 BEEH O THIZRE.

s BEETESAERBRZE , B ISO B X4 £ F] Amazon S3 Amazon Web Services P | %
XL TF S AZE1T Amazon Web Services Xi8 {7 E .

s XHVBRBESATEBFRFX 2 KNE , HEMSIMX 9 K/NE. IS0, MIREHXHTBERNE | N
ALLETU TS —NE#ITESD

Command

aws s3 cp s3://amzn-s3-demo-bucket/Winll_24H2_English.iso s3://amzn-s3-demo-
bucket/Winll_24H2_English.ISO

PowerShell

Copy-S30bject -BucketName amzn-s3-demo-bucket -Key Winll_24H2_English.iso -
DestinationKey Winll_24H2 English.ISO

 Microsoft F I F 2B ZEEF A+, BLMEFFAIUE (BYOL), BEXBHRARGTAINESZEES ,
HZFIL % Web Services Fl Microsoft & M. 8] ## 2 U HE LY iF 7,
- SASEEARNEMHN IAM A, WTAAR
hiTAE
£ 32 F Image Builder Amazon Web Services RS KREFAHNNR, &7 LUE

FEAWSServiceRoleForimageBuilderflRFHXx AR , HRSERNITACHENNIR , ttaJ A6l
BHEWAS®,

KHBEEXHAE

ABRTFREX EC2 SEAIMITHRENNR, S EEMIREHE E TR P IEERGIBE 4
At, RUTRERBHMIEHXFIREXHAR , MAREATSATERAENRENR,

» EC2InstanceProfileForimageBuilder

» AmazonSSMManagedInstanceCore

AXEZELR , H51 € Image Builder ERtEHEE B,
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FF 1SO #EMES A Image Builder

EF RS ATREZE , FRREESHEMBERLREN,
SALBELELNRG EZRUTRENEHEF

- EC2/83h v2

« Amazon Systems Manager {XE A
« Amazon NVMe F)#l

« Amazon ENA MR 2

« Amazon PCl BTz F

- EC2 Windows XK

Console
E# A Image Builder ZH| A5 A I1SO #AEMSG , BWHITUTIR -

1. $TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o
2. NEMBERF , BEREK,

3. EfFSAXEE , HEES ARG,

4. BWAUT—RER:

- NENEREE-ME—HNE.

- BEEERBREWRAE, RANLTER : major.minor.patch,
5. EESAEE ISO&A,
6. WMANUTISO SABREFARGE. THRIER , EES ARE,

* S3 URI-FI ATFfE ISO B XAV B, XWX, 1BIEFE NI S37%

- IAM A2-EF IAM A2 5ENSABREXEK , M IAM A2 THIIRPERZAR , HE
BRECEMAGKUEFAC, REUETHAEL , IAM AGEF & UEFERIRMIRE
W

& LLE EAWSServiceRoleForlmageBuilder REHKX AR , UL ARZSHREEECH
BEXA®,
7. BALLEE T Image Builder BBERAINTE . XAXFHZRINEIEH AMI,
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8. ISO ERMZEMEEE N T Image Builder AFES AT EMB W EFIMNRE, B LAER
Image Builder IRIEIRFSRINECEZNWEMENEE , U JUERINEEMIERE. BXES
E8 , 28 B Image Builder Rt EE B

EOEFNEMENEE  FARCBEMENEE, XIFERMANER-FHITH, tlZZH
RFE , ALEERSARE , RekE ERINGEMENEE".

9. EFMSATIE A FEARSABRK.

SATKE , ENRGFHAEERENERBRIIRD. BXRXEZFHHARE , HSH IHBRE,

Amazon CLI
1t 45015 BA an4a] M ISO R # XX A5 A BR1G H 65 FH 1ZBR 1§ 822 AMI Amazon CLI,
UTREMNELTOFIEENSHNREE .

- B (FHHE, LE ) — ENSAPEN T EIER Image Builder BREF REY B o

- semanticVersion ( F&F&H , Z4IE ) — BHREMNIEXNRAE , BUTEXEBEERE , 8MIEH
BEBERREBEMRA : <major>.<minor>.<patch>, #lf 1.0.0, &7 ##HX Image Builder &J&
BB R FHINEZER |, 1§25 Image Builder FHY1E YR AR H o

- R ( FHE ) — REEAFHEIR,

+ e@@ xecutionRole ( F&HFHE ) — IAM SEHNEHRL I HEREF (ARN) , ZAE
£&F Image Builder HA1TMEK I1ISO XS ARG TERBIRIENNIR, EALUE
FEAWSServiceRoleForlmageBuilderfREHX<AE , AL NRFIHFRIEEBCHWBEENAG,

- ¥H (FHE, HIE) -ISO MAMBHNRERETE. BRESZHE Windows,

« osVersion ( FRFH , 4E ) -ISO BWEMGIVIRIERSGIRAE. BREEZHE Microsoft Windows
11,

« infrastructureConfigurationArn ( Z#F & , 48 ) — A TR ZIWE 1ISO BERHEC2 SEFIH BErtig
HEBL & 7 RE Amazon BIRB R (ARN),

o uri ( FRE, SE ) — F67F Amazon S3 Y I1ISO B STHH URI,

aws imagebuilder import-disk-image \
--name "example-iso-disk-import" \
--semantic-version "1.0.0" \
--description "Import an ISO disk image" \
--execution-role "AWSServiceRoleForImageBuilder" \
--platform "Windows" \
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--os-version "Microsoft Windows 11" \

--infrastructure-configuration-arn "arn:aws:imagebuilder:us-
east-1:111122223333:infrastructure-configuration/example-infrastructure-
configuration-123456789abc",

--uri: "s3://amzn-s3-demo-source-bucket/examplefile.iso"

SATHE , ENRGFHAELRENERBRIIRD. BXRXEZFHARFE , HSH JHBRE,

PowerShell
Lt RGBT M 1SO R XX 44§ A BRI 5 F 1ZBR 5 81 2 AMI PowerShell,
UTFRBNELTHPIEENSHHONHE -

s BN (FHHE, ME) —ENSAPERBEMEIZRL Image Builder BR{GFR IR B Fro

 semanticVersion ( F&F&H |, X1H ) — BHREPIBEIEAE , BUTERNEBERE , SMIEHR
BBEXRTBERZA : <major>.<minor>.<patch>, #li 1.0.0, E T A% Image Builder &R
BB RN EZER |, 121 Image Builder FHY1E YR A3 § o

- R (FRBE ) — REEFHEIR,

« e@@ xecutionRole ( F&HFHE ) — IAM SEHNEHRL I HEFREF (ARN) , ZAE
£&F Image Builder HA1TMEK I1ISO XS ARG TERBIRIENNIR, EALUE
;"':EAWSServiceRoIeForImageBuiIderHE“*ﬁ?&ﬂ@ WAL ARSHFREEECHEENLAR,

« ¥E& (FHHE, LI ) -ISO MEREWEERSEFE. ARESHE Windows,

- osVersion ( F&F&H |, 418 ) -ISO HEBRERYIR 1’!5%%}*&74&0 BMEEIE Microsoft Windows
11,

« infrastructureConfigurationArn ( F#&F & , &41& ) — AT E 3 1SO B EC2 EHIfY Btk
MELE RIRA Amazon BIRE R (ARN).
. uri (R, HE ) — FZ67E Amazon S3 K ISO ®&E XTHEY URIL,

Import-EC2IBDiskImage °

-Name "example-iso-disk-import" °

-SemanticVersion "1.0.0" °

-Description "Import an ISO disk image"

-ExecutionRole "AWSServiceRoleForImageBuilder"

-Platform "Windows"

-OsVersion "Microsoft Windows 11" °

-InfrastructureConfigurationArn "arn:aws:imagebuilder:us-
east-1:111122223333:infrastructure-configuration/example-infrastructure-
configuration-123456789abc" °
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-Uri "s3://amzn-s3-demo-source-bucket/examplefile.ISO"

SATRE , ENEREFLEAEERENERIIERT. BRESHAES , HSH FIHBRE,

E1 Image Builder RENZ L RELKI

HIEEM Amazon Inspector BUERZ £ RN , ELRFETMEKS, PRVITEN RGN EEEZ TR
Bl LERRERGNERESHIRE. WRHE  NWELLBHEFBEFHIT , Image Builder AIEAESRE
IR BRI LBl H Y E R DRI, Amazon Inspector 2 — T 52 BRSS o

% Amazon Inspector KB RHERMFZREFREFENREN , ELXBEATER !

. BALERERA,

. MEE RO EN, FEMTRTRTRTSX | UEBERERESNRES | HOEUTE
. R

. EBM

i3

. o

. EX
. REAXRERANEES  FEMERE ARG EHELRRE S AEL.
 RENRIES | BHERASHAERANAE,

ot

£ Image Builder B &L E L £ 131 Amazon Web Services
Management Console

MREEH BSHIKFBEE T Amazon Inspector , Amazon Inspector £ Bz133# Image Builder B3h
#) EC2 KBIA# RN X FR G, EHENNRERER , XEXFINERBBRRE , N AERD
BEAEXEXFIRAFBIENE, I THEBEZAENEERRGEHNIFEELIN |, Image Builder 7T LAk
4 Amazon Inspector FEM BRI Z P EN LS| LRBINERBERINRENIRE,

F£ 15 NEMIKFEIE Amazon Inspector Z£ 3
E M Image Builder 2% & 7 EHI K FEE Amazon Inspector 24138 | BRBUT SRIRE

1. 377 EC2 Image Builder ##|& , ik https://console.aws.amazon.com/imagebuilder/o
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2. NEMERTF , ERZL2HBRE, XFTAREAENEE.

ZXEES REK PR EAERS. RERENIK/BIE Amazon Inspector , MPRSFERIE
B Ho

3. ERRIHEAPHZE 1 MNP 2 BE Amazon Inspector 13,

® Note
Amazon Inspector 2745 A, BXEZEER , i5ZH Amazon Inspector ET.

MREESBENEERITHE , Image Builder 2E BRI B FTIRG AT HERHNHESFIIHRAE LI R
BB, X# , {85 5 LAfE Image Builder & 1t SESIFHEAELX T,

£25 HEEBRENRFRARAERIRR
ENEERERFHERINRRE , BITUTESR .

1. $TF EC2 Image Builder ###l& , Mk Fhttps://console.aws.amazon.com/imagebuilder/o
2. ESmERP | ERREEE,
3. ERUTHZEZ—LUEEEEFHAERE :

tIEHEE
1. ERBEEERET , ERCERBGEE, INEEERNSHITFEEEEFHAFEERE.
EHNAEEE
1. ERBEEREY , EREENNEENEESHEE. XRITTEENFHARE.
® Note

FE K WAUNERPEEHNNEECEMNZNERE RAGEREFRARFE.

2. EEERAGENEL  NEERXREPERREEE, XSELERERBEEERHE,
4. HEEASHWEARID REEEREYT , BT EAT2AMERE.
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® Note

MREBBEXRARR , MATLURBEEERZEEE, XT2FA Amazon Inspector
&M Y. Z/5 A Amazon Inspector 333 , i Amazon Inspector AR
#t1= B Amazon Inspector,

£ EE Image Builder B Z £ K Amazon Web Services
Management Console

Z2PERPIRNHEREXRENTRBAERINNERES , EARETETUNAN LN TR
wERS. SMBENREHBIEUTHTERUEAIER

- FIEZ2RELRIN - MREM Image Builder ZHIENSMERPERZSRELIITTE , VX ZER
AME,
- BRE — HUBEEREKFPRMEERERINRGERRNERIIK. FERN ID #EIEXZ
REAINEZFAGEE. WEERERENHANITANERL. EREEUATER !
- AERIIFMIREA,
- RERNFBERER, ERINSFRAERIALR, SEENRGFIT, HIBEUHE, ®EEFEAE
EFMEX®E, ®E ID #ZIERKFEHEEFNIFAREDES.
o DHWEPAMRLER, LLIETFEE CVSS H Amazon Inspector 7 # i side-by-side tbER , LAER T
A& & Amazon Inspector EMEEH T 2 ( MREA ) -

- EREBEE — LUEEREKS A MRERENBERNH. Image Builder ERPFTEMME
SEENBAERINKER , URFAERERINER, JIRTFNAEHERCHERE , TR :

- REEERNISEIEERGEENFERME.

- FENERHISET AL RERIAE , ZUBREXKNREEER RN EXR DT
%o

IR T AME R ERFHRMLE R

- BRG — AR EREKS PEMNREEENBERAHR. Image Builder ERPETEMNESE
ENRAERINNBER  UNRFBRERINER. SIRPHAEHEHRCERE MR :
- REBHIIEEIEEREHNENREFERE. FXEZEE , SR EERERFFAE

=

/N0
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- FENERHIEEI AL RERIAE , 2O B EXKRNREGIE R TN EER D 21T
%o

IR T AE R RFHRMLCE R,

Image Builder ERIAFTE X2 RELANTNENFAERINIRBLHPERATHEARE,
FEMN
CVE REXRIMM™EM, EW TR :

- BEX
WEAKIM ID

Amazon Inspector £ EESS IR R BHRERMEH CVE FEXINHME —PRRRFF. 1Z ID 8%
L2 BAEXRIN > RRBNHE.

& ARN
EREEXRI ID JIFEET RELXIHBREH Amazon BREEZF (ARN) .
BB

FIERR & ARN J i EN G EE,
iR

RERXINEEHER,
Inspector 2

Amazon Inspector 3 CVE A& X I 2 B 2 8.

BE
HEEIAREERERANBUTH FHNFAER.
KMmEH

IR B R A N E 1 R s BE B Y B BB R
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JBEE Image Builder &R

NBRENER , BSHAEFEBEA RPN RO ZNERMNEE, <M ER Image Builder Y&
BHNEZEL , 50 BRI AR FERAL Image Builder &R
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B Image Builder BR§HY 4 dn B HA SR B

IEBEENBRGE  EENREHEITL , EXERGIN ZHFHEEFEA. Image Builder EXE 7 B3
RRAEFRMEZ2I T, BR , SRAEETSERENIMAREDENAEXKE R, RHRESFE
BEENKS,F , BESEFIHREMER , NOIZMARNITES.

f& B Image Builder £ EHIEE K , BULBZMITHER. 2 AR BRI A 89 G R E B R IR
HiE, RENBRRILLEIELED KA EHMA Amazon Web Services lKF, (AARA L E (v (OUs) K%
HE % Amazon Web Services Xig, EAILEHAN , MEMAUAR AR RTESEAHIRFHEN
TR, URBEERKPISMESE,

Bap{LEm A EENRS
BatEmAHEENSEREaRE

- BEANFEARGHNXBETRNAN , f{LBEXREN L AREE.
- BEYTEh LR B REG S B SE AP RAY S KR

o BRI B BR AR SR AR SR BR R BE AR RO ST 85 2

o ATBURERMERERE M ERERRAVRER IR , M BRE 76 B E A R Ao

KIARATE

£/ EC2 Image Builder 812 BE X AMI RABHEHBFIWEEMTZAH. BR |, FREENDERTZ
EHhERANEMRERS. YEMNPBRAEARTENOEGREEHEX GRS Amazon Web Services i
P, aLlEE AT AR T AR EMEA

« FERHEFNARCER S BT RYBRERET | AT DU AME XA R P 7R AV B 1D

o WTEMBRA AMI BERFIR , B LLAREN B BN REAMIs REXBRERE, XiHERAS
T B R IR A A

o NFEBBRVAB[RGEIR , TLLEBRRBREERR. XF A AT EEM#E ECR FEEH
Docker B H9 Amazon ECR 12 B A< F ¥k 3E 1w 32 R,

(® Note

Image Builder 7oA IHAEFTA AT BEMY T BB ( HlAN B 3hy A RS R ) WEER W, B
B R EHRERT |, ME EBREE TR B
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- Image Builder UG s BRI EE A REH

- 5 Image Builder MG SR £ B EE R KK

- EEEWAPRERFAGRE

- BIEEmARER

s S ABEEMN 04AEH T Image Builder BRK R

Image Builder BRG £ B HIE B LR &M
£ 1 EC2 BB & IRE X Image Builder £ B EE REEMMN 28] , LIUH BT EREH,
- BIE—NIAM AR | ZAGETET Image Builder T4 G AHEHRNNE, ECBZAR B

%5 Image Builder £ AHEEOZE IAM A€,

- EERKFFPABKS SENRBEFARUE IAM A6, ZAEART Image Builder £ BRI/~ #
XREBRHATE S ARRENNR, ZEQRZAG , FS5H 7 Image Builder Bk~ 4 dr A EE
B IAM A,

® Note

MREENAE AMI BRFEIHMER , WAERLERFZS. EHEINR , BEHENIK
FHAMNLE AMI B8R4 , BFTE AMI FRDAREEENKS .

- NTABYREG , BLIUFUTHRZRME ECR #45% , @ Image Builder B FIHENR , SEXS
EHERHEDPNASRMBGETEGARIRIE | LifecycleExecutionAccess: EC2 Image
Builder,

79 Image Builder £ B HIEEAZE IAM A&

E#&F Image Builder BT AR RBINIE , BLFEQER TFRITERERREN IAM A&,
REUATSROUBBTFNRNBESAE,

1. M https://console.aws.amazon.com/iam/ ITF |IAM 2= H| &

2. MEMERSF , &£F Roles.

3. ERMEAE. HEENHARENE —SERTUESRME , LCIBENAE,

4. XNFAMERMARE , FERBENEERKIEDR,
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5. EHILLT JSON FEXE  FMEARKI A ENEERBXAXEF , N BERREIXAR, WEE
W& LY Image Builder BEEN ST EARREMEIRNAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sts:AssumeRole"
1,
"Effect": "Allow",
"Principal": {
"Service": [
"imagebuilder.amazonaws.com"
]
}
}
]
}

6. MIIRFPIEBLITIEEFRR : EC2ImageBuilderLifecycleExecutionPolicy , AF%EFET—%, IR
EETAGE,. REHCIERTE,

® Tip
TEik image LAEI{LE R,

7. WAABEWN.
8. BERERER, FARUEAG,

7 Image Builder Bl F A EAEECZE IAM A6

E#F Image Builder 1 B #r /7 P XK B RMTEREFHRENTR , ELTERVBEEATEX
LK R ITE R ARREN IAM BE, EXAEERKFHEIRAG,

BRBUTSRUBEBRKS PR TFNRVERS AR,

1. https://console.aws.amazon.com/iam/ ITFF IAM 2 & &
2. MNSMERF , & Roles.
3. EFtEAE, HRENHAREBNE-—DERAEXME , LEEBRENAR,
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4. NWFAERMERE | FEFEBENEERKILED,

5. EHILLT JSON FEXE  FMEARKI A ENEERBXAXEF , N BERREIXAR, WEE
W& LY Image Builder BEEN ST EARREMEIRNAE,

® Note

% Image Builder £ B #:llk P R 1Z A EX B F 2 B8 < B BRBTRIERN , HR
KENMKFFIEETSE, BESERKaws: SourceAccountFEEMIKF £ Image
Builder 2 £ X LB REIMK . Amazon Web Services ik

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"imagebuilder.amazonaws.com"
]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "444455556666"
},
"StringLike": {
"aws:SourceArn": "arn:*:imagebuilder:*:*:image/*/*/*"
}
}
}
]
}

6. MFIRFIERLTIER | EC2lmageBuilderLifecycleExecutionPolicy , REER T —5., i
TSGR, REHVEHE,

® Tip
ik image AEI{LE R,
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7. %A Ec2ImageBuilderCrossAccountlLifecycleAccess fERBBE,

/A Important
Ec2ImageBuilderCrossAccountLifecycleAccess HMRZB B E M.

8. ERRER , FERUERAG,

H i Image Builder BR&B REY 4 on B H E IR 3R B

FALRBBRGEGAREEREI R AP aFEw BRI RITE LHXRBIFMELRS] Amazon
Web Services Management Console , 5#&7E Image Builder AP| FIRERay S e iR /E SDKs, =
Amazon CLI,

B LAMER LT iz 2 — 5 & Amazon Web Services Ik 1 # Image Builder BG4 an B B RS R
Ro BX API #24E , 5[ | EC2 mage Builder API Z ListLifecyclePolicies i, B>xXBKH SDK
BR, BZHRE—TTH LN S ESH%E.

Amazon Web Services Management Console

BESHETRTHUERBHUATHFAGE ., EUNEREMIIRERERNVIEFINF, REHIRE
IEREAMEITHE R . SBTHFIRF58 LA E R,

MRLERFLE—T , WERE LAN D RELFERZIRS, BUUBESEREREBEENR, K
BORZS, R G SR BB AR ARN FFEE R,

- REEETR - RN EM,

o FBORA - KR TENRDERIEFNRS.

o RE - QIEITREMRAE ( AMI HEZRMEK ) B Image Builder 2 EL iy 5 i BRGSEEL,

- ERITEE - £ A HREE LS THRE,

- DI BH - £ AR BRI R,

« ARN - 4 i F HIKBE R IRAY Amazon BIREBH (ARN) .

BEEFYHAEGE LR Amazon Web Services Management Console , T T H R :

1. #JFF EC2 Image Builder $#&l& , Bk Jhttps://console.aws.amazon.com/imagebuilder/o
2. ESmERP  ERENAHER. XFETEKFPHNRGEGEAHRESIR,
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A R 1E

f& AT LA A an B A SR I 51 3k TUED X A o JB) A SR RE 04T DA TV IR

EOEFNREER AR  FRREEGARER, AXNTUERKNESER , 55
0 2 A An B S SR e

BERTUTARERE , KB LRREREE, BRERE , JUARRBEENZNERE,

« BXRFITFREE , ENRERLFIERE ARG AKX,

- EFEURE  BMREREPRBERERE,

- EMFRRES  EMIRESR R PR M BRREE

- BOEFEAMMARBENEERENTRE , BMNREREDERTIERE,

Amazon CLI

LT s R BE I A %] Amazon CLI B4 EEBETEAHIE M Amazon Web Services X
H, AXAATHGSHNSHANETNESZELR |, 21 (list-lifecycle-policiesti 53 #E) H#y

Amazon CLI 5%,

T~

aws imagebuilder list-lifecycle-policies \
--region us-west-1

7l o

"lifecyclePolicySummarylList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:111122223333:1ifecycle-policy/
sample-lifecycle-policyl",
"name": "sample-lifecycle-policyl",
"status": "DISABLED",
"executionRole": "arn:aws:iam::111122223333:role/sample-lifecycle-role",
"resourceType": "AMI_IMAGE",
"dateCreated": "2023-11-07T14:57:01.603000-08:00",

"tagS": {}
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arn": "arn:aws:imagebuilder:us-west-2:111122223333:1ifecycle-policy/
sample-lifecycle-policy2",

"name": "sample-lifecycle-policy2",

"status": "ENABLED",

"executionRole": "arn:aws:iam::111122223333:r0le/sample-lifecycle-role",

"resourceType": "AMI_IMAGE",

"dateCreated": "2023-09-06T10:43:21.436000-07:00",

"datelLastRun": "2023-11-13T04:43:46.106000-08:00",

"tags": {}

"arn": "arn:aws:imagebuilder:us-west-2:111122223333:1ifecycle-policy/
sample-lifecycle-policy3",

"name": "sample-lifecycle-policy3",

"status": "ENABLED",

"executionRole": "arn:aws:iam::111122223333:role/sample-lifecycle-role",

"resourceType": "AMI_IMAGE",

"dateCreated": "2023-10-19T15:16:40.046000-07:00",

"dateUpdated": "2023-10-21T20:07:15.958000-07:00",

"datelLastRun": "2023-11-12T09:27:45.830000-08:00"
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B, RABERT , ZEEELTERRS , MEEHMRGEPEZE Systems Manager K. ENK
KB ERR Systems Manager R |, FiEPZEREUAFERETTEELN AMI #F,

- AFEE - YEBMERGRN , TUSEAKXEARMEZTHGSIGIHEA. B2, it
ESEHR Image Builder ATEERMMNEM® S , AR L% Systems Manager. X&GS2IE
Image Builder &% £ Sl FTBR G 2 B A Linux BGIZ1THIEEMZA,

¥ Image Builder BzhEfIat , AP BEBHAFEAGRITHRZANZANRILNEBIZT. IR
FHEF =B LW AT XA - var/log/cloud-init.logo

® Note

- MREEBHARAPHE | FRREEHERMBEG LKL Systems Manager K2 |
RERNRZENNBTSEEENAFBESD,

« XF Linux BU% , FEEREB—KRERAFPEEMADHEERN perform_cleanup HZEX
HHHS , LBRETEES R, Image Builder 2% MBIt X4 |, HIEQIBFBG 2 B0
BITEEMAE, BXEZEEMROIMAE | 2 Image Builder W&Z £ HIEKEK,

- TEEX - EFSERE , BETUAXNERITRE.
- B - BEEERAFHNEAHAERESMAIIR (HENNR ) RENEEAHHD F, BANE
BRETEAH BN EEHBEF , AR ENFEE.

CIS MNEA 4 K& & Image Builder BL 75 P HVFREL A BEFMN . CIS BILAHRAREEIT , A
PR ELAE N =L Xt 8 Y AR BRIZ 1T o
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® Note

BN HA U RBBEAGFEERBDIE RTRAASH. ERMAH , FEFERMGEHA
# REEFEERNMENIFLSS. fl , ERINE Amazon Web Services Marketplace 7=
mARBERAH |, BikFAmazon Web Services Marketplace, XFEZREIARE
# A M $TFF — MBI Amazon Web Services Marketplace 4B 489 iE R E R

XF CIS A , Hik#¥Third party managed.

BRI N BCHFMEAHEBITIRE

« RABHED - BLERER , BEATUNERTER. RINBUEERREM KT AA4FRARE
I, DARENRERAREERASTRANEASF. MREFEERSPERABENAFRES , I
ABUARIEEAMRA |, RIS I AY A AR ANAE A 5 A RS

s MASH - ETREHESNRASE., ZEMAEXRTERALIHNREAPHE, IREERESHE
REALAH , HEERNZBASHENL TERIAME , WRIAMEUAREB N ARE R EEBEEY. MR
AEA{E , Image Builder fE A 2R IAE,

MREBMASH , BAGFPRENRIAME , WMSARE—NME, MRROEAXENSHAERE
N EBRiAE , Image Builder A& 612 E 5 MR A,

/A Important

HHSHRAXAE , #HEB12%TE Amazon CloudTraild, FATEWEER Amazon
Secrets Manager 2 P Amazon Systems Manager arameter Store R Z &N #. B
> Secrets Manager WE %58 , S HlAmazon Secrets Manager AP iEmH T LR
Secrets Manager?, B> Amazon Systems Manager Parameter Store WEZE R | i
Z ¥ {Amazon Systems Manager AP $8E) H#Amazon Systems Manager Parameter
Storeo

ERFTIRFZFENLAASHNRE , THUERREZENZLNG X, BERFMAELEEAHNAE
RE , AUKANTFHF 2RI IR

- 7 (%) - OFEEF, BRERZEW, REHM IOPS A AI4wE. B2 , BAUERAREER
RE , PlIKRAD, BET LN B AR MBFHSHINES,

EERXE (ETHEN#TT ) 7 Image Builder fTERH K P T I Z B EHTINE | EATTE R 5
BAPEAEEEME, EZHENSEMNBRZTHMECCER T 2B 4H H MK it XA RS,
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® Note

MRENBERME , WL HNABNBEERH , MEZZHERTRESNEHAMARH®
;E;zuﬂ:to

I RTHYBRBREL 5 MRA

1. ERFFAGEREINE , EFEFMRAR, X & A I ERE&E S TTH,

2. EQIEIFMRA , BHITER , AE%EECreate recipe ( RI1ZEF ) -
B RAE FB&Z A LLEE %X E Amazon Web Services Marketplace B 5 7= A F4A 4 A=
KB, MRBERNERABEFMAHIEEMNALN=RRE , N YEZREE S |, Image

Builder £1REl451%.

BROAECIZREEENCEZRBESNESER , FSRANEROANEOMN PEK 2 | EEE
EO

A GIZR G E 5 Amazon CLI

EFEAFH Image Builder create-image-recipe S 8I2ZBMBES Amazon CLI , BHHRITUTS
R

TR

EZTAT FH Image Builder @55 M Amazon CLIF G| GE S 28l , SACIBZE S FERNA
. UTTRPPRGE S ROIEI BT EARER NP ol B ELAH Amazon CLI EB50 H eI ZEH =61
B,

BIBAHE K REVNREEFEANENEAY , HIETEARNs 2 EEE FHWAH,
1. B2 CLI A JSON X #

BAILAE A A BX G B S BN create-image-recipe IR AR A, B2 , ERNH T ITESR
K, ATELHS , BUURNERITEEL S REMN JSON X #,
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® Note

JSON X4 BB EN BN EERN Image Builder APl EIEERSHIEENER, B
EE AP 2EERSH , 559 Im EC2 age Builder APl 22Z HCreatelmageRecipedn

PN
T o

ENBEEEAGSTSEIEM , B2/ (Amazon CLI R 5| H) PIEENSHE .

UTRXERHFEENSHHIRE

- BW(FRHE, SHED ) - REEFHER.
- HWR (FRH) - REESHHER,
- parentimage ( F&F& , LEW ) - BREKE S AEEE LG ERPYRE, SR T %R
Z—RIETE R
« AMI ID
« Image Builder B & &R ARN
« Amazon Systems Manager (SSM) ZHF#SE , 5% Hssm: , RSB ARN,

« Amazon Web Services Marketplace F=m%m5

(® Note
Linux 1 macOS 7RI A Image Builder AMI , Windows 7RI H ARN,

- semanticVersion ( & , S ) - BEEAHIENRAE  AUATEIART , SMEFHEHR
EXRZRTIFERRZA | <major>.<minor>.<patch>, HltN , ERAIEEN 1.0.0, ETHBEX Image
Builder ZRIE X MAZREINEZER | B2 W@ Image Builder FHY1E YR AIEE o

- A4 (BA , ¥1B ) - 8E ComponentConfiguration NRHEAE, BIIEEEL —IMNEE
HH

(® Note

Image Builder IHBREEER S HPIEENINFLERAH, ER , CISBILAHRAREE
17, DB AREAEN R X S8 G 1T,

« componentARN ( & , &8 ) - A4 ARN,
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® Tip
EFEREF—NRIRGZBCHBEBRE S , HIUH1ZRH ARNs Hit ARNs FATF
BL VA H,

« S (NRFA ) - BE ComponentParameter HRHAE, MEFERMASE , BAHPX
ENEIAE , MATRME—ME, MRRDEMALFENSHEREXIIAE , Image Builder
BT 2025 RA

/A Important
HHSHRAXAE , HABIEHEMAE Amazon CloudTraild, EAENEER
Amazon Secrets Manager = P Amazon Systems Manager arameter Store SR7Z#
BH %4, BX Secrets Manager WE Z{E R , 152 Amazon Secrets Manager F
PP R 42 Secrets Manager?, B3 Amazon Systems Manager Parameter
Store WEZ{EE , 2% (Amazon Systems Manager A #E8) H#Amazon
Systems Manager Parameter Store,

- BN (FRE, ME) - ERENEAHSENEN.
- B (FHERE , X8 ) - IEATREEEHSHSHENFTRERE, IRNAGENRT
BIAE , BRBEHEME , I EC2 TOE EARIAE.
- additionallnstanceConfiguration(object)-J3 & B 4w 1% Kl 35 & H A% B H B sh B A<
- systemsManagerAgent ( R ) -BEHmEEH LA Systems Manager REERVIRE,

« uninstallAfterBuild ( #/R{E ) - HIEBIEH AMI 2B RENRLWEREFHIER Systems
Manager X, MR FHIETEERN true , UNRLMGFBRIZAE, NRFIIETE
B false , WRBZARE , MEFECEBEEH AMI 1, BRIAER false.

(® Note

R JSON X AKRAEEIZ uninstallAfterBuild Bt , AEFEATERY
M| Image Builder & \ERLBRG H BBR Systems Manager R , fEETE AMI AR
ATA :

« userDataOverride AZ=HEM JSON X4 ERE,
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« NTFAREEMBREG ETRERBNIRERS |, Image Builder 2 B EHESH| L&
% Systems Manager X2,

» userDataOverride ( F&f& ) -RRHEHWEXFIRNEZ TG TR T A

® Note

AP #IEHARA base 64 B, flan , Lo S#HmBA
IyEvYmluL2Jhc2gKbWtkaXIgLXAgL3Zhci9iYi8KdG91Y2ggL3Zhcg==":

#!/bin/bash
mkdir -p /var/bb/
touch /var

Linux 7~45]{# FA kb 4R B {E ..

Linux

T RAIFHEMBRE ( parentImage B )  AMI, £/ AMI B, BXREFTHEZ AMI
AR |, 3 B AMI A9 FiRX 1 ( 5 Image Builder E{T@ S XEMER ) . HXHBER
create-image-recipe.json , #}7E create-image-recipe i P EHo

{

"name": "BB Ubuntu Image recipe",

"description": "Hello World image recipe for Linux.",

"parentImage": "ami-1234567890abcdefl",

"semanticVersion": "1.0.0",

"components": [

{

"componentArn": "arn:aws:imagebuilder:us-west-2:111122223333:component/bb$"

}
1,

"additionalInstanceConfiguration": {
"systemsManagerAgent": {
"uninstallAfterBuild": true
},
"userDataOverride": "IyEvYmluL2Jhc2gKbWtkaXIgLXAgL3Zhci9iYi8KdG91Y2ggL3Zhcg=="
}
}
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Windows

AT R 5| A& FTMRASH9 Windows Server 2016 R & ERBR &, LREIFH
ARN 5| AE T ZEEMIE URATIEFN &M E S arn:aws:imagebuilder:us-
west-2:aws:image/windows-server-2016-english-full-base-x86/x.x.x

{
"name": "MyBasicRecipe",
"description": "This example image recipe creates a Windows 2016 image."
"parentImage": "arn:aws:imagebuilder:us-west-2:aws:image/windows-server-2016-
english-full-base-x86/x.x.x",
"semanticVersion": "1.0.0",
"components": [
{

"componentArn": "arn:aws:imagebuilder:us-west-2:111122223333:component/my-
example-component/2019.12.02/1"
1,
{
"componentArn": "arn:aws:imagebuilder:us-west-2:111122223333:component/my-
imported-component/1.0.0/1"

}
]
}
(® Note
E 7 #%#%8< Image Builder BRIE X IRAFZEFHWEZEER , HZHImage Builder #
B 18 RS 2
macOS

TR RO ERRE ( parentImage B ) & AMI, £/ AMI B, BXBMEFTHEZ AMI
MR , ¥ B AMI A0 FIRX ( 5 Image Builder E{Tar S XiFMEE ) . FXHSFEA
create-image-recipe.json , }7E create-image-recipe Ti S HFEo

{

"name": "macO0S Catalina Image recipe",

"description": "Hello World image recipe for mac0S.",
"parentImage": "ami-1234567890abcdef1",
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"semanticVersion": "1.0.0",
"components": [
{
"componentArn": "arn:aws:imagebuilder:us-
west-2:111122223333:component/catalina$"
}
1,

"additionalInstanceConfiguration": {
"systemsManagerAgent": {
"uninstallAfterBuild": true

},
"userDataOverride": "IyEvYmlulL2Jhc2gKbWtkaXIgLXAgL3Zhci9iYi8KdG91Y2ggL3Zhcg=="

}
}

2. BlIERS

FERAUTHSUBER S, £ --cli-input-json SHHAREEE L —SFHEIEH JSON X4
B

aws imagebuilder create-image-recipe --cli-input-json file://create-image-
recipe.json

(® Note

« JSON XHBEFLMHMNBE file:// FE,

- JSON XHHBEERNEBZTHTHERRERENMENAE, a0 , Windows £ K
F4T (\) 51 A B FZBE , M Linux F macOS A ERT (/).

EHRELBHBZALLEEXRE Amazon Web Services Marketplace B 5 7= f f A 4 H A=
BB, NRFEENEMEBRNEAHFEZEENMNALN=RREE , MfEiZ1Tcreate-image-
recipe@ il , Image Builder iR EI£4i%.

EERE A PF AELL (VM) 47 E 48R E&

EATH , BITRERKNBIAS AR (VM) ERREE SN EMRE. XERNTTEBIRES
HE S RAEFTS R EMS IR, BXTE Image Builder EH A ERAEECIED SO RMRGE SR E
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fibZ Bk, BESR EEES : 8 AMI, BXROZEFREE S NE S RANEMLR , SR IERE
BiL 75 BY AR AN o

E 7 Image Builder ## &1 & F§ AELAL (VM) EANRGE S RIEMRE , TEREBUTIRUREMH
ftb 2475 B9 25 TR K 0 2 AR AV BC 75 SRS 75 Wi AN o

1. EEMRENEFEREHDF , EESAERMRBIED,
2. BAR-MHERMRGIRERS (OS)MRERS (0OS) A,

EANSAEREE

HEMNERLRER S HELER |, ZEERRCE— MRS MNEERR XY |, XEXHTHEDN
R, REMBEANRE, SUUERAXEXHS ARDYERRGESHERRE, BX VMs £
Image Builder S ANESZEE , TSR SAHNSH VM &

BEEESARNNE , FHTUTHER
S AR
HHERER 1 B0 PEEESANS —NELYRERHE R RBHIRIR.

1. TR - A BAR S3 FfEME EBS R
2. IEFRHERN S3LE - #A Amazon S3 R MEMENNE. ERWMLE , HEENIRK S3,
3. ERNMBERSR , FRBEFIIMERR,

IAM &

2R IAM e 5E8NELNSAREEMRXE M IAM S8 THIIRPRERZAG , NELFCIEN
AEXRUE-—IMAG, MIRECETHAE , IAM ARG S TENELIMNIRER PITH,

BRIRE - Ak
LTREMRE : FAXERE , BAUANSARNELARGEEME, A, H7EF,
A

1. NEFRBEE-IMHE—NER. MRTEAEMAE , U EAMRERHEZE S B o

2. EBEEMBGHMRA, RALTHER : <major>.<minor>.<patch>, MR AEME , NE
it AR 5 4 AR B 75 R AR o

3. &R LUy B R G A IR
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EBREEN
BEEEEMNS ARNERY , EMRMIERPIEE—-NME,

hnz

MREHNELAEEREE MR , NAFTREHATSAIENEH. E Amazon KMS key BFAREE

—, BEMINE (KMS B4 ) JIRAPIEFE—ME, ZIIRSELHKSELIXEHERG AL KMS
#ZHo

VANEEE

SAELHEN , SASE2AFIRNELDHVBRERSHENNFANENA TERREG, BIFERVRE
RE¥E , TFHUERENT :

- AEWHILE — B TENF AN Amazon ¥ AIEF N A TRV ERRE,

- BWYH (BYOL) - RERBEMHMVFANE (WREA ) -

B o 2 /Y i o iE L B A0 Amazon License Manager B/E&H BERERE | BT L E B B #R 5
K ITIERE . B License Manager WEZEE , iEZH A Amazon License Manager

(® Note

- AR ESSETEMN WP IREBFRTARN,
« Linux X X%#F BYOL ¥ AJiE,

RE (BB )

mEFERAREXN NER Image Builder #RS B AIBRHXAR, ERSANEMBBRIEERS , BE
ARMEERm AREX,

ERMRZ | %R Add tag ( AINFRZ ) o EMIBRIFE |, E1%£E Remove tag ( BIBRIFE )
SRR AR
AFRRT ACIE BTN ERE S

&
- EREH SR B IFE S R
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« @i Amazon CLIBIZREEH A

e R & el 258 R ERE 5 iR

BIBMRANBRE S SQEFEL/LTFHERE. FRZLET , EASHBERT , NEEEMES , &
EFAEEHETMTEREN, UTIRERCIEFE S MO BABE AN REZ RN XS],

B FAER

« B - TARE
© BRAS - BIE, WIFAREERTMEERIBRAREMEEBNFF]. L major.minor.patch &K A E
BIRMMRA S, MRZRABELFE , WEBIER.

E iR &

o EERBREUEIN - FERERE |, B ARE. MREEIXNEMBREKFRANERE |, W2 EXEALFEHA
R , XEFMAEEIURT LR RIRIED,

34T Docker BeRE G , BAUMNTEEN L HE B/ DockerHub, Amazon ECR I B A REHR
TEHERNBRBGPHITER., EEEESLNEMRGEREINFAGE  BEREENER
MTEET <,
Managed images
- BRBIRIERL (OS) - TH4%E,
- RGER - REEHABEAFFIHHOEMRGERNASHITMELEE., BER , MREELE
BRREGIED , N &E KT TERNREER,
« BEIRAEZEFEED - EENEME S T, B3 RAIEFETRR AN £ AR ENRIERSR
AR,

/A Important
MREFEREURAEFREHEENE , FERGREESNFERAZHN T RAIRE
REMRAE, ET#AEX Image Builder BIRHE XRAZFINEZEE |, S HImage
Builder A EYE MR A $ZH,

ECR image
- BRBIRIERS (OS) - skik#E , BAIRE.
- BERGHRA - MEEE , BA%HE.
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- ECRB& ID- EfikiEFR , BA4E.
Docker Hub image
- REBIBERS (OS) - TAHE,
- BERSRA - kR, BU%KE.
« Docker Bf& ID - EFiSEER , B AR,

KHIEE
o AMIRIR ( %8 ) -BEEAERSBWEFNN RS ER MG BE XL AMI, XAEZ AMI ID RS
& AMI ID B9 Amazon Systems Manager (SSM) #1755,

« AMIID — ILIRBEARTMEEALNRBZE ., WAZNWERBEKH AMI ID, R
5l : ami-1234567890@abcdefl,

- SSM ZH-m AT EEMMGRE AMI ID B9 SSM SHFMS BN BEFHH ARN, Rl : /ib/test/
param % arn:aws:ssm:us-east-1:111122223333:parameter/ib/test/paramo.

- FHE(F)

EBS% 1% (AMI R ) — EFEER, BLEREBERBRFZBN, REH IOPS 2T, BE , &7
UERMBEERRE , IR, BEALFNFHS.

(® Note
MREEET NS —NKFHZNER AMI, N5 TE R BY B 1Y R ERIE S5 889K 7
ji;o
THEBR

- TEERBRE-BWEER , BAKE.

iR

- B - BEESERAFHNEAHAERES MR (MR ) RENEEAHBD H, BAUE
BRETEAM N EEREF , AR ENEE,

CIS MnE LA 4 R EfE Image Builder BL 75 P HIFRELHBEFMN, CIS BILAHHRAREEIT , A
PR EAEN L& Xt 8B i AR BRIZ 1T

BB A ERE A 327
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® Note

BN HA U RBBEAGFEERBDIE RTRAASH. ERMAH , FEFERMGEHA
# REEFEERNMENIFLSS. fl , ERINE Amazon Web Services Marketplace 7=
mARBERAH |, BikFAmazon Web Services Marketplace, XFEZREIARE
# A M $TFF — MBI Amazon Web Services Marketplace 4B 489 iE R E R

XF CIS A , Hik#¥Third party managed.

BRI BCHFMEAHEBUATRE :

« RABHED - BLERER , BEATUNERTER. RINBUEERREM KT AA4FRARE
I, DARENRERAREERASTRANEASF. MREFEERSPERABENAFRES , I
ABUARIEEAMRA |, RIS I AY A AR ANAE A 5 A RS

s MASH - ETREHESNRASE., ZEMAEXRTERALIHNREAPHE, IREERESHE
REALAH , HEERNZBASHENL TERIAME , WRIAMEUAREB N ARE R EEBEEY. MR
AEA{E , Image Builder fE A 2R IAE,

MREBMASH , BAGFPRENRIAME , WMSARE—NME, MRROEAXENSHAERE
N EBRiAE , Image Builder A& 612 E 5 MR A,

/A Important

HHSHRAXAE , #HEB12%TE Amazon CloudTraild, FATEWEER Amazon
Secrets Manager 2 P Amazon Systems Manager arameter Store R Z &N #. B
> Secrets Manager WE %58 , S HlAmazon Secrets Manager AP iEmH T LR
Secrets Manager?, B> Amazon Systems Manager Parameter Store WEZE R | i
Z ¥ {Amazon Systems Manager AP $8E) H#Amazon Systems Manager Parameter
Storeo

EREFRAZHEMHMASHNIRE , JUERIEEBMZLNETL. ERFMAEEHAGNE
RE , AJRAFMITHF BRI F R,
Dockerfile &4k

« Dockerfile 1R - EfEIETR , EAHmE. BUUEBEEUTEE L TXZEE |, Image Builder =17
R X ETEBRNPEEFRE,
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parentimage ( 4% )
EWER , W ESHBITHE HHERRE,

-

FROM
{{{ imagebuilder:parentImage }}}

environments ( MREETAHY , MAKE )
T E R NEITHHRIZ,
il

{{{ imagebuilder:environments }}}

components ( Al iE )

Image Builder ST A RE S P EBEWAFNHENNAA4HHA, EERLET Dockerfile H

HEZ{LE , 7 environments BEZ 5.

-

{{{ imagebuilder:components }}}

B PRzt

- BNEHESN - NRENEEN DI ABEERSERNEEETXE (XiE 1) IEEHEMFE#E , I
H B 1Z 4% £ Amazon ECR FfE.

BIEHTRYRBRE 5 ARA

1. ERS[EHFAEETNEMINE , £FCreate new version ( BIRFHRA ) . BFF#EARSEE S
W RIEE 5 T

2. ERIEIMRA  FHITENR , AF%EECreate recipe ( RIZH S ) -
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XA EREEENNREERSNESED  BeRREENANETFNSE 2 . BER
5.

B3t Amazon CLIBIZERESE A

EfFfAFMimagebuilder create-container-recipe@ ¥ 8l% Image Builder BE58L 5
Amazon CLI , BHITUTHER -

TR

FEZTATFH Image Builder in B {E A BIE A BB S 2 8 Amazon CLI , 48R A FERNA
. UTSBRPNAERE S ROISIATERER \FEIE B E AN Amazon CLI ZE7 H 6IZE#9 R4
B,

BIBAHE K REVNREEFEANENEAY , HIETEARNs 22 EE FHHAH,
1. B2 CLI A JSON X #

B LAMERA ARG S BN create-container-recipe th TIRMUFTAER A, B2 , £ERN G IES
BRE., ATHELGS , BAURARE—NTEMERSREHIREN JSON XH#

® Note
JSON X HHIFEEMN R L EEER Image Builder APl EBIEERSEIEE
WEX, EEF API BREBERSH , S Im EC2 age Builder APl &/

Y CreateContainerRecipe i o
ENRBEEENDTITSHEMR , 5500 (Amazon CLI S5 A) PIEENSHKER.

UTRIEROIFSHHIFE

« A4 (FRHBA , 41 ) - 2 ComponentConfiguration NR¥HE, BAEEEL—IM
BAH

(® Note

Image Builder #ZRIEEE K PIEENIRFLZFAMF, B2 , CIS BILAHBLERES
17, SR EEN & X 1880 H R BB 1T o
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« componentARN ( FfF& | &418 ) - A4 ARN,

® Tip
EFERZRAIRCEECHWARE S , B 1Z ARNs =4l ARNs B A TESWA
#, ERaFEF/MRER Amazon Web Services Xig, EFHMRES,

« S (NREA ) - @5 ComponentParameter HRHAE, MEFERMASE , BAHPK
ENEIAE , MATRME—ME, MRRDEMALFENSHEREXIIAE , Image Builder
FT 20 2E 5 RA

/A Important

HHSHRAXAE , HABIEHEMAE Amazon CloudTraild, EAENEER
Amazon Secrets Manager = P Amazon Systems Manager arameter Store SR7Z#
BH 4R, BX Secrets Manager WE Z{E R , i§Z ] Amazon Secrets Manager F
PP R 42 Secrets Manager?, B3 Amazon Systems Manager Parameter
Store WEZ{EE , 2% (Amazon Systems Manager A #E8) H#Amazon
Systems Manager Parameter Store,

- BN (FHE, LE) - BERENAHSHNEN.

- B (FHEHE 48 ) - 3 RTREEEAHSHENFZTRHREA, NRNAHENLT
BINE , BRIEHEME , W EC2 TOE ERARIAE,

* containerType ( Fff& , 4iH ) - EOIZNBRMXE, FREEHE DOCKER,
dockerfileTemplateData ( Ff&F & ) — AT HEBREH Dockerfile 24k , =k~ KEREIE blob,
BN (FRSE, XE) - AEHBAINER,

R (FRB) - RB|EAOHER,

* pP@@ arentimag e ( FRFEHE , HiF ) — BEERFE S P AEBELREELH Docker BRE
e

« NHEE R HEETE DockerHub
« Amazon ECR HIVIl EREHH K
. 0PI A S G
« platformOverride ( & ) - EEEABENLEMBREGNNBREREE A,
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- semanticVersion ( F&F&H , 4iE ) - RREANEBEBURFZUATHRIAEE , SMEHEHRE
URREERA : <major>.<minor>.<patch>, Flan [ 1.0.0 R—NRBl, ETHREX Image
Builder BIRHE X RAEFHNEZER |, BZHImage Builder FHYE XL RA< 25l

- BRE ( FRBME ) - MNBIAREFNFL,
- instanceConfiguration ( 3R ) — A A T B & 325 LA B M 1 25 BR AR AR By — 4R IR T

- image ( F/FFH ) — ASBWENNARFNEMESR. STUAETE AMIID , LA EE
Amazon Systems Manager (SSM) B E#ESE , sIBNSHBFZH ARNssm: , HEl&H
SHWAEHY ARN, WREERA SSM S8, NZSRELTITE AMI ID, MNMRERIEEEM
BR& , Image Builder &R A Amazon ECS {£1LEY AMI 17 Bt AR5,

« blockDeviceMappings ( M R¥A ) — EXEEENREZR , LEMimageZHHIEEN
Image Builder AMI #3235,

« deviceName ( FfFH ) - XLEMEEANIEE,
« ebs (XR ) - ATEBEHMENEET Amazon EBS HELE,
« deleteOnTermination ( f/R1E ) -A T B XRERIZ R & LR A BR
- ENE (HRE)- ATERERZNE,
- volumeSize ( B ) - ATEZRBNE KR,
« volumeType ( F/H ) - ATERRRHNEEE,

- targetRepository ( R , %8 ) - MREEN S AREPSENEEETXE (XE 1) EEH
HFEMEE |, A BRREH BRTFHEE,

- repositoryName ( Ff&F&H , SE ) - FRBHBBRMEN D EEEENEBN. LBVUEFEE
NEENEIR,

- RS (FFH |, XE ) - BEEMULBREH RS,
- workingDirectory ( F&F& ) - EFN S TERBEEAN THEE R,

{

"components": [
{
"componentArn": "arn:aws:imagebuilder:us-west-2:111122223333:component/
helloworldal2/x.x.x"
}
1,
"containerType": "DOCKER",
"description": "My Linux Docker container image",
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"dockerfileTemplateData": "FROM
{{{ imagebuilder:parentImage }}}\n{{{ imagebuilder:environments }}}\n{{{ imagebuilder:com
"name": "amazonlinux-container-recipe",
"parentImage": "amazonlinux:latest",
"platformOverride": "Linux",
"semanticVersion": "1.0.2",
"tags": {
"sometag" : "Tag detail"
},
"instanceConfiguration": {
"image": "ami-123456789Q@abcdefl",
"blockDeviceMappings": [
{
"deviceName": "/dev/xvda",
"ebs": {
"deleteOnTermination": true,
"encrypted": false,
"volumeSize": 8,
"volumeType": '"gp2"

}
}
]

},

"targetRepository": {
"repositoryName": "myrepo",
"service": "ECR"

},

"workingDirectory": "/tmp"

}
2. RIEER

FEAUTHSUBEER S, £ --cli-input-json SHFERMEEE L —SFHEIEH JSON X4
B

aws imagebuilder create-container-recipe --cli-input-json file://create-container-
recipe.json

@ Note

« JSON X#HBEFLSMBE file:// F5,
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« JSON XHHBENEBZTHTHNERARERENENAE, 0 , Windows AR
R (\) 51 B &2 , M Linux 1 macOS A ERHT (/).

s 3R AR

NBREANER , BESLFEREA BRI RO EZN T RMEE, BXxMER Image Builder H YR
BHEZER | SR MR H= R FE AT Image Builder %R

&1 Image Builder Bt R e B

& A LA A B AR HE Bl B SR 38 %E Image Builder FSRFIZ N4 HY Image Builder EC2 BR{RHI L I i#h
EC2 Eftiif g, EMiRERERS :

« HENNAER IREAISKIOIRE, RINBUEESHRPIRE | BHIX P Image Builder NEFE
BRERNMPEIRH, XA LUR A I BT BY £ 5K BOR

HNTF Mac R , ATREFE AR FE X macOS BIERFMXHIRE, AXRESER , BEHILE
# EC2 A fEEPHITS % EC2 Mac 3KHl.

« RHIRERE , BUUEHPEEMNREEINRFRRFINEN., ENERFARTAKX,

o RHIBREXHNENHENMAZFRANITEESENFMENNR. fl , IREEF—IMMN
Amazon S3 FRZRRFRHAH , NEHIBREXHFTEZEERHEXLEXHHINR, EHIFEE X4k
FE—HRENPRT8ELL EC2 Image Builder I 53RIBE. BXREZER , BSH £ZHFEH
Image Builder ¥3% B & L 5.

- EEMEMNEEHN VPC, FRINZEL4A,

« Image Builder TZf MM AR AR BER Amazon S3 uiE, MREHEEALKIEFK , EEM
REEREPIEENEFIREE G LMEE BRFMEM (arn:aws:s3: : :BucketName/*) By
s3:PutObject XBR,

« —7#h Amazon EC2 key pair , AFEEMBAMBZRENterminateInstanceOnFailureft & F
L3 TR HEBR False,

- Image Builder Z3XEH @A SNS £, B Image Builder 2115 Amazon SNS £HHE Z{E
B , %% Image Builder F# Amazon SNS £
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® Note
IR SNS EEEMME , NN EBH LA LT T Image Builder FREZE1THIK -
®, Image Builder FTo3& £ A H ABIK 7 Z4A# T INZEH SNS TR KIEBEH,

I&AILAE A Image Builder %] 4& , @3 Image Builder API 2 Amazon CLIFF#J imagebuilder &35
BIBEMEBEEM SRS,

&
 IIHAEEEXREMREEENFAEE
- BIEEMRBERE

- EFEMRERE

Image Builder Fl Amazon PrivateLink $#H0 VPC &% &

® Tip
EEEAMRXEN TS RIRN , SIERSTHEBEREIBARBERRNRERRINE. B
X fEMA Image Builder 55 R BIBERIMFENEZE L Amazon CLI , B R ARIEMMIRICHE

B

JIEHEFEEXEMEEREENIFHAESE
AT NEEHKI EC2 mage BuilderEMi R HEEFEEHEFFMEESNZTM S E,

Hilh R EMNFEHAER
o MHPBIHEERMZEMEE Amazon CLI
o MWHIRERERZE BB IFHEE Amazon CLI

MR % B R 28 E Amazon CLI

LA R 8A 7 2n4a]E 8 Amazon CLIFHY list-infrastructure-configurations ¥ HFfrE EAHRFEEL & .

aws imagebuilder list-infrastructure-configurations
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MAIRERE AL 2R ¥l B A ¥ 4145 B Amazon CLI

LA 745115 BB tn4a] £ F R Y get-infrastructure-configuration#s & 813 18 E E iR FE BB A Amazon &R
AP (ARN) RIRENEM R A ERVIFHES. Amazon CLI

aws imagebuilder get-infrastructure-configuration --infrastructure-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-configuration/my-example-
infrastructure-configuration

SIEEM IR A E

AF N E AR Image Builder #2414 5 F1 fimagebuilderéi ¥ Amazon CLI R B E Rt L EE |

Console
EM Image Builder #ZHI A SIEZEMIEHREERR , BHITUTSE -

1.  $T7F EC2 Image Builder &l & , Bk Ahttps://console.aws.amazon.com/imagebuilder/,
2. NEMmBERFEREMRERLE.

3. ERCIEEMIRERE,

4. EBR HoF K MANTHLERFE

i AERMIR AR B TR A o

« ERFLEESHEMN LA EAYE A RBRSEHIE B XHKREREY IAM A, Image Builder &£
RAXERRRTHMNZITENEAH CloudWatch, ME LEBE , URNITE S HAMHERE
KA H AR AE

5. 1t Amazon ERIREERT , BAUEERERTHANEMIRERE, MAUTLERSER

o KRBIRE : BN HBRIEE - MRS PRHIRE, ZRSHRETAEERE P -
BIRE,

(@ Note

Mac EHIzTFEBEN LR .metal KHIKE, EBHKRFIXBEAUMSRNEITEN
FVENKER 2 —HIEE, X Mac RHINEZBEB AR EEETIEF macOS #4E
REPEFIEBYIER | FSHITZHAFEEFRR EC2 5 Mac 3£4l, EC2

« SNS & ( A& ) — EFE— SNS TELEWK B | EC2 mage Builder VB EHF1ZEE,
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MREZENUTRERGE  NWXLEREFEARETRSVBRIAME (1ER ) -

« VPC, TMMEZLA : Image Builder FHFEMAERIA VPC FMFM, BXEE VPC #EDixmKRY
EZ{ER , 2% Image Builder #1 Amazon PrivateLink # 0 VPC &ix¥ &,

- EHREHRRELS  KENTE :

« MIABRT , KMETL LKA SIRERNEPRS. BR , HWERRME , EAILIESR EC2
KBIFATHESERR, MREFEXPIEMBRIBERERZIT , BHERZERE,

o WX — WRER EC2 KOIEMBAMGHREZTT , EUUCIBRAXNKERNEEN
X B F KB H # TR EHERR

- B : BAILUEE —1 S3 74648 , Image Builder TAEEFEANARF AL , LAHE
FEMNAHEERE, WRERIEE S3 F#H# , Image Builder 2R AEFAEE AL
il

« EXRGIRBIERETS , B AR B TEURAT Image Builder F FHI2 R i BREREY
EC2 3= :

. BBTRERAUBEEAMTRRRRERES EC2 BES BN SIIRL.
C VAR V2 (SIS )  MBEAAEEEANE , UNRIAE,
C V2 (SRE )

® Note

RANB W Image Builder NEBWRAZZIHFTAE EC2 RHIBERNER |
IMDSV2 SAMESLf T iER REREELS AN T ERL,

o FTTEIEIRICIRER 2R - TEIBE ST LRI P ER A, &DBRE 1, &RKEK

R 64, BMIAR—ERR.
s EXPIHRERES D , B LAEE I NELAR AT Image Builder F &9 %E 1=, & B BR 5

B EC2 £ :

WA LAESE Image Builder 1£ 6l 22 BR 4 B (8] J5 3 LBV AT A X
( AIik ) NETERBHNEFNRSEEFAR, BRIABERT , EC2 XHlEHE=HERT
B LE1T, XK RZ Amazon Web Services Ik Alaea X ZHEYEEH, BEF
dedicated AR EHIELBFAEH LE1T. 28 host HHHINXHIEZTREEN Liz
1To
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EREEENMBZE , Mac KHIFE—BRERNERZHOIENTEEN. HEW
macOS B4R host, RE , BAILLER B ENRENERARSIESG , BMEE
WEBENESATBIERMEE , WIFEEXHEM. BXESZER , 55 H Amazon EC2
RFERTH B3R,
- FAFTEMN ID- ZTEHIVETEENH ID,
- HRENERA - EEEFSEHIENRRAL Amazon BIRBFR (ARN).
6. TEEMIZEIREID (1Wik ) &, BALLA Image Builder /S EAF F3HH Amazon EC2
RO DB ABERS, wARSERNREN,
7. TEFRZED (k) B, BUHTHERZE DB Image Builder 1E fi SR H B AL R K
BERR. MARSEREEX.

Amazon CLI

AT SRR BA I £ Amazon CLIFF Y Image Builder create-infrastructure-configuration 54
FHRGEEEMZE. W2 PG RALELSR 1 FRIEBN X4, WTXLERG , FE]R1F

B XHF R create-infrastructure-configuration.jsono

1. RIZ CLI # A JSON X#

LT ROIRTRT & se Bt iR MR E 02/ JSON X4, FAXHREIECIEEH
o H JSON X1,

w1 AT RERFERAWENRGINEE

WRBIEE T RFPEHIZERE | Bl m5.1large M m5.xlarge, HABWIBEESThHIKE |
NIX AF Image Builder NEBZBREMNMAPBZHEH, X0 LUR 2 I B #Y 4 B 25 BUR B

instanceProfileName ME 7 RBIBEXH , ZXHATHERFIRMEHITEESCESAE
HIR, Bl , NREEF—M Amazon S3 PR EZRBENAGE  NLFREEXHEELESR
FRIXLE AR, SEHEEXHEEE —ARKKMNEREFAELL EC2 Image Builder B 53k
BlBEE. BXRELEEL , BSH £Z2HEH Image Builder ¥3E B E LB &,

"name": "ExampleInfraConfigDontTerminate",
"description": "An example that will retain instances of failed builds",
"instanceTypes": [

"m5.large", "m5.xlarge"

1,
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"instanceProfileName": "myIAMInstanceProfileName",
"securityGroupIds": [
"sg-12345678"
1,
"subnetId": "sub-12345678",
"logging": {
"s3Logs": {
"s3BucketName": "my-logging-bucket",
"s3KeyPrefix": "my-path"

},

"keyPair": "myKeyPairName",

"terminateInstanceOnFailure": false,

"snsTopicArn": "arn:aws:sns:us-west-2:123456789012:MyTopic"

2 - BEEBZEMINEER macOS BLE

RGN EBENEAT BB NEEMN Mac EHIEEXRFIRBEMNERLE.

"name": "macOSInfraConfigAutoPlacement",
"description": "An example infrastructure configuration for mac0S."
"instanceProfileName": "EC2InstanceProfileForImageBuilder",
"instanceTypes": ["macl.metal, mac2.metal"],
"terminateInstanceOnFailure": false,
"placement": {

"tenancy": "host"

o~ 3 #ETEMN ID B macOS BB

RPN B EEREN N B IR Mac EHIFEESSPIRBENERILE,

"name": "macOSInfraConfigHostPlacement",

"description": "An example infrastructure configuration for macO0S.",
"instanceProfileName": "EC2InstanceProfileForImageBuilder",
"instanceTypes": ["mac2-mlultra.metal"],
"terminateInstanceOnFailure": false,

"placement": {
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"tenancy": "host",
"hostId" : "h-1234567890abcdefo"

[a

}
2. HBBTUATHTE , ERALENRAT IR T,

aws imagebuilder create-infrastructure-configuration --cli-input-json
file://create-infrastructure-configuration. json

EAEMIREEE

AT N B ER Image Builder %4 = & fimagebuilderis & Amazon CLI XREFHEMIZEE B R
Ro BEREFRR , AUNARE , WTAT. WMANRSENREN,

o FBRRZEF THIERZE DL Image Builder EHESEHZ ML S EC2 K46,
. FREFTBFERZE D BELS Image Builder 1 5 H A 2 EMRHEE B RIR.

Console
AT LAM Image Builder 2l S REBUA T EMZEEEFHAEE

- ERiRHEE &R R,

- IAM A€ 536IE E S HxEK.

« Amazon ERfigHe , SIELFIREFBEHM SNS £,
- VPC. FHMZ£4,

« RABHERE ( BERAMETL ISP, ATEENZANURA T F4#356) B S0 AL S3 7
BAE ).

E&Ei Image Builder EHIAEFHEM REHRERER , BHRITUTSER :

BB BRI A Image Builder Bt MEELE

1. $TF EC2 Image Builder ##l& , Mk https://console.aws.amazon.com/imagebuilder/o
2. EEFLAKPFTHEMREEERFRIEK , BNEMERPEREMREREE.

3. EEFWAGEIFEBEMRERE  FAREEANEE. LEMFEFITTEMREEENF
i EES
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® Note
O UEPEREEHRZLNE , AREREFFMEE.

4. EEMIZEFAEEERNE LA  ERRE.
5. HRRENEMREREMBOES , BERREEN.
Amazon CLI

R RBIBART W0fEER Amazon CLIF#Y Image Builder update-infrastructure-configuration a5
FHBRGHNERIZREE.

1. 8% CLI # A JSON 3 #

HEMIRERERGERNRESCIERFGIMER , VX terminateInstanceOnFailure
RIEEH N false, &E1T update-infrastructure-configuration &85 /5 , AL ERMIREER B
BT TR R R IR R LE R A s S

FANHREIEMNE - JSON X#  HEREGEUTROIRERNEL , URNENWKESR
MEE. RBIEMABEN update-infrastructure-configuration. json #9304 :

{

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",
"description": "An example that will terminate instances of failed builds",
"instanceTypes": [

"m5.large", "m5.2xlarge"
1,
"instanceProfileName": "myIAMInstanceProfileName",
"securityGroupIds": [

"sg-12345678"

1,
"subnetId": "sub-12345678",
"logging": {
"s3Logs": {
"s3BucketName": "my-logging-bucket",
"s3KeyPrefix": "my-path"
}
1,

EHEMIRKEERE 341


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/update-infrastructure-configuration.html

EC2 Image Builder ArfEm

"terminateInstanceOnFailure": true,
"snsTopicArn": "arn:aws:sns:us-west-2:123456789012:MyTopic"

}

2. HEETUToTR , EREENEATIZEN XS,

aws imagebuilder update-infrastructure-configuration --cli-input-json
file://update-infrastructure-configuration. json

Image Builder #1 Amazon PrivateLink 3#H VPC i &

A LB 8l E O VPC KisT S IEE/ VPC 1 EC2 Image Builder 2 M FAEERE, EOKS

B — IR AR B X 3F Amazon PrivateLink , IZHRRER APIs TEEBRMMK, NAT g%, VPN E#Z
& Amazon Direct Connect ¥ 3ZE1 A A2 157 Image Builder, &8 VPC FHISEHIREELE IP #bik
Bl A & Image Builder &1 APIs, VPC # Image Builder 2 RIfRET 2B E Amazon M4,

BNEORREBRFMPHN—IRS NP EENEEORT, IEMREGE , TUEEMREREFEE
VPC ¥M™ ID,

(® Note

&M VPC MA RN ETURS ERA B CHEN R[N B S NIK AR, Image Builder T3 EC2
TOE A ERBNRAEFF15R S3 FHEBTNEERRACIZEELRE, ERTIHRIXL
FREBHRR , BLAEH S3 ImAURBUARFLR. BXREZEELE , 55K 157 S3 71
BY B E LR

X VPCImRMNESZELR , 21 Amazon VPC AR RS HED VPC ix A (Amazon
PrivateLink).

Image Builder VPC i S B EE BN

BEHEEE Amazon VPC AFEEHRHEDIKLBEMMES , AEHBE N Image Builder % E# O
VPC i/ Ko

Image Builder X#xM VPC AR EHFTE API 21,
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79 Image Builder 81210 VPC %R

=} Image Builder BRF 82 VPC KinT R , LA LAFEALS# VPC &&= Amazon Command
Line Interface (Amazon CLI), BEXEZ{EE. , HZF (Amazon VPC User Guide) FH# Creating an
interface endpoint,

FRALTRE BN Image Builder 812 VPC iR :

¢ com.amazonaws. region.imagebuilder

MRFLFET LS FAFAE DNS , NI aJLAE A HERIA DNS B#EHR X143 , [@ Image Builder &% API
#3R |, Hlf0 : imagebuilder.us-east-1.amazonaws.com, BEXKERTEMN ERXEHLIFT
K, BHZHHH EC2 Image Builder £ S M & Amazon Web Services —fi#5 %,

BEXEZER , 2/ (Amazon VPC BAFIER) FRYER# O 215 R RS

7 Image Builder /2 VPC % R KB
RATLAR VPC 8 S Mt hi#R 413 Image Builder B9/ R H9% S KRG, XEMIEEUTEL
. ARITIRVERI 4,

o AHITRRAE,
« ANERITRENRIR.

MREEE S P EERA Amazon FEERAH , M Image Builder B9 VPC i R AR A BRI A TRSAE
WYL P -

arn:aws:imagebuilder:region:aws:component/*

/A Important

FFIEBRIAZKBE R A T | EC2 mage Builder B30 VPC A imT KUY , HEXKE APl ER
( BNk BRequestLimitExceeded kMM iEK ) AIRER 212K E] Amazon CloudTrail 2%
Amazon CloudWatch,

EXEZEE , B2 (Amazon VPC User Guide) ## Controlling access to services with VPC
endpoints.
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3R] S3 FERBAY B E SRS

Image Builder fEF/ATF AT AR S3 MR ERFMFREENER , flMAH, SELNEME S3 77
M T 8 EC2 TOE H¥EBNARRF. MREBEREFER Amazon S3 1Y VPC Im = , MEEHR
W S3 VPC im 2K BE L7 Image Builder AR EAT S3 F##. 84 Amazon X1 (region) MM
BFIIR (environment) NFEBEBMEEME—M. Image Builder 3 EC2 TOE XFUTNAREF
IR - prodpreprod. #lbetas

- EC2 TOE HH-EERFMHEM .

s3://ec2imagebuilder-toe-region-environment

5l - s3://lec2 imagebuilder-toe-us-west -2-prod/*
- Image Builder T ERRFHEN :

s3://ec2imagebuilder-managed-resources-region-environment/components

I : s3://ec2 imagebuilder-managed-resources-us-west-2-prod/components/*

VPC i = 3 B =45
AT AIEEE N VPC s LREEH =B,
Image Builder $#ERNEM VPC in 2 KB

AR 214811 BR Image Builder BRI&FA I BREY Image Builder A1 SR BE R, ROIKEEIER
FH1TFrE Eftt EC2 Image Builder R/ERI IR,

"Version": "2012-10-17",
"Statement": [

{
"Action": "imagebuilder:*",
"Effect": "Allow",
"Resource": "*"

iy

{
"Action": [

"imagebuilder: DeleteImage"

1,
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"Effect": "Deny",

"Resource": "*",
},
{
"Action": [
"imagebuilder: DeleteComponent"
1,
"Effect": "Deny",
"Resource": "*",
1]

BALQRBIFENR , RTFHREEAMST

PAF i S SR G R BIE BE 7 i /8 TR E A1 B 9 R BRIV 15 RN PR 1T PR &, DA R AT i it
X Amazon FEEHR Image Builder AHWIARNR, Mregionprincipal-org-id. M , &
#eresource-org-idAFALHNER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowRequestsByOrgsIdentitiesToOrgsResources",
"Effect": "Allow",
"Principal": {
"AWS'" A
},
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "principal-org-id",
"aws:ResourceOrgID": "resource-org-id"

}

"Sid": "AllowAccessToEC2ImageBuilderComponents",
"Effect": "Allow",
"Principal": {
"AWS™ . "M
I

"Action": [
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"imagebuilder:GetComponent"

1,

"Resource": [
"arn:aws:imagebuilder:region:aws:component/*"
]
}
]
}

15 1A] Amazon S3 FiEMEY VPC it =R B

LATF S3 i R RBIE R T AR EY Image Builder i FHE B E X MEH S3 4R 17 B
BRo environment ARARNNEMNERregionH, RIFEN SRR ER @ 5K BE R INEATH b4
FEHR.

@ Note

X F Linux B , I REKREMRGE S FIEERAFHIE , Image Builder 27— N |, AF
ERG B EFMN XL H] E T HMZEZ L Systems Manager Agento E &R , Image Builder
2FRIENHEXEM S3 Fi#EH.

NER Image Builder AT LA 5| SRR XEH] , H7E S3 in R KB P RMAUTIARIR

"arn:aws:s3:::amazon-ssm-region/*"

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowImageBuilderAccessToAppAndComponentBuckets",
"Effect": "Allow",
"Principal": {
"AWS'": "
1,
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::ec2imagebuilder-toe-region-environment/*",
"arn:aws:s3:::ec2imagebuilder-managed-resources-region-environment/components/
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}
]
}

E 2 Image Builder 7 ELi%E

EARHREEESBIREZH , RNBWESNED &K B RX S NENE HREE XA | 1B
A RERERIRERN AT AESEMER, Fla, FEMBRXEHZE EC2 Mac TAEN , XELEH
=M macOS REB N EBFIFTLFEN. BXEAENHXRFRBENENNESEFELR , $ZH Amazon
EC2 TRAEHEN

£/ Image Builder BIZ2EIRE S , A LAE A Image Builder ##|& . Image Builder API 3%,
Amazon CLIF#Y imagebuilder Sf SN H#TEE, BEFEAIEIRE , B URITHUTERE

AMI 7B

- EEME AMI BB AR,

. BNRHEMAL Amazon Web Services Ik, AL LUK OUs MFTEENIKF B3 AMl, FREEIKF
FELE5 AMI XN T A,

(@ Note

ENT AMI, BFEHTFARNIKSIRENRN all. BEXEENRSG , 52 Amazon EC2
AP| &ZModifylmageAttribute F Y,

- ABNMEENENRKF,, ALANBFRXKIGeI2AE AMI OUs WEIZ&R, BARKF. HA4LH OUs fE
BECK AMI BIA |, HEXHEMMEXTEA. HXE Amazon Organizations M4 & AMI WEZER
OUs , B2 REHLHLHE AMI 5 OUs,

- FAMI EFIFIFTEEDN “HMb” Ik~ Amazon Web Services X i3,

- ¥ VM BRE&EEE S5 1 E] Amazon Simple Storage Service (Amazon S3), BEXEZEE , BZH
XERHEEH VM B E8E 2 &Xi&E Amazon CLl,

BB E B
- ¥§7E Image Builder 1£ 2 Bt X 38 #1776 i i B Y ECR & o
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RAriEmE

BRLMBESATAAERATRRE , FEG&—
LEfy (OUs), REBRWEEE :

- EBZNEMNEGEIEEIEERN X,
#9 Image Builder E&& &M,
- ERIEHMREGHTERNE
5 Ki%ES Image Builder
- EOEFTMREHFEIM

Image Builder @3 Amazon CLI :

EE-RER

K F. Organizations &1 OUs ,

BKIEEWRXE., K.
ZEENEBBRERFEFEEIT—

LEENXE, K&,

KR IEE B AR, K Amazon Organizations F14H

BT RRESRITHIET

EEM RE KEDHW BTEE OUs

/A o

HLAM

HAR |, EEADKIRELK OUSELT APl #14E=

* Image Builder API £ Createlmage #1F,

« Amazon CLIF#Y create-image @85
s ERNEHRGHESEN—

® Tip
EEEEHEX

-
To

AES

- JIHANEESREEFHAES

- BIEFNEM AMI ZEEE

- DBENEHMBRRENSEIRE

+ {8 Image Builder i& B&EKF AMI 2B
- £/ EC2 BaERAEE AMI K

FIHNER T EEEHFARER

EH#&EF EC2 Image Builder %

BT SRR , FRICATHBBERES B
A Image Builder i85 B RFMIZENEZE L Amazon CLI , &

B, FELL (VM) RE#EE S 1B B R XER S3 F&R.

LRERRNIRERIRFIE. BXE
SRAEENIRICRRE

 REEF IR &R R,
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« 33k B Amazon CLI
o MHIREN D X BLiER 4015 2 Amazon CLI

BEEHEHNE I EEE
E 7% Image Builder ZH| AP EFHELENKS TRIZN 2 EEES|R , FHTUTIR

1.  $T7F EC2 Image Builder &l & , Bk Fhttps://console.aws.amazon.com/imagebuilder/,
2. NEmBERSP , EBS7ERE. XFERELENKS TRIRN 2 EEREMNSIxK.
3. EEFRMAGEICENNIEEE  BEFRKESHERE, XHTAIERENFANE.,

(® Note
BETETEERMZLNE , AREREFTFHARS.

BEEHaEEIEREEFARESE

EEMH Image Builder ## A EBREITREENFAES , BEMA BI2FHEIHIEEE PR
MZREFREEENEE,

EoERFEREL , &AM

- MIRDEEE. BxMBR Image Builder FHVRFENEZER |, BHSH BRI HAHARFERH Image
Builder ‘&R,

- REIENFAES.

5|3k B Amazon CLI

LA 74515 BA B 4a] 4 A 9 list-distribution-configurations @i 55 31l Amazon CLI H &K FTE K 1ThR.

aws imagebuilder list-distribution-configurations

MHIREN D X BLERIE 4SS Amazon CLI

LU 7R 4515 B8 gn a] 4 A Fh B get-distribution-configuration @ @13 15 E 2 BBt B Y Amazon BIRB
(ARN) RIREX D ELBL ERViFME 2. Amazon CLI

NHMEE S EREE 349


https://console.amazonaws.cn/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/list-distribution-configurations.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/get-distribution-configuration.html

EC2 Image Builder ArfEm

aws imagebuilder get-distribution-configuration --distribution-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:distribution-configuration/my-example-
distribution-configuration

RIZMEFH AMI DB EE
AN B ZEFEFH Image Builder AMI B9 5 BLELE

AES

- SSM % S8 K REZH

- B AMI D REE

« B AMI D EBEE

- BIESRIRENE AR “ EC2 RRIEZ 3" AMIs
- AXRBEMEE VM BELED Xi%E Amazon CLI

SSM % H S|y o R FZ A

FEAIZ A TRE Amazon Systems Manager S8 EFE S ( SSM S8 ) W#T AMI D KELEZ 8] , &
HRBRUT EREH

nITAE

EFRIEEERMEA create-image TR E Amazon CLI , REEIEE — 1 Image Builder TR &,
MREENLT Image Builder TERBHITAR , NFEMZACRINEAHAMINEENRR, &N ,
EROE-— NI EMENRNTEEN AL,

- EESAZHENEE AMI ID Z441E SSM S8 F |, BYXJFE Image Builder UITAGBHIE
Essm:PutParameteri®fE , HFZSEI N TR,

- HEFSHBHBIERBIZENAWS EC2 Imagell[ Systems Manager K HES , ERHE NS HE
£ AMI ID #ATIRUERT |, EAFURMec2 :DescribeImagesifik,

2IE AMI 5 RELE

PREBESFEHE AMI B8, ATNEBENBEXFRE. BaIRAR TG sHE AMI BYHLFH
4Oy (OUs) AR FAEELE, Amazon Web Services ik

PEEE AL FEEEHSH AMI WEHMER | RIXNEAM Amazon Web Services Il AR 31 AMI |,
AMI E5IZEIEHMIKF | RS AMI E4FEHM Amazon Xi, EXRATFRE AMI S HET D E#EE
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&R (Amazon S3) , & N Windows EC2 BLEREZZh. AMISELTF AMI , IEFEahF TR
PFIREBR all, BRLAFF AMIBYRHI , 1§15 E LT Mk EC2 ModifylmageAttribute.

Console

RRUTESREFREHTN AMI 2 %8B & Amazon Web Services Management Console :

$TFF EC2 Image Builder %A , Mt 9 https://console.aws.amazon.com/imagebuilder/o
MNEMBEERSF , EESTHRE. XFERELENK, TOIEN 2 BEEEN SR,

RS EIREERNERMHEN I Z D EIRE,

ERRGRBE S | i%3E Amazon Machine Image (AMI) i B3 &,

EEARD , MADEEEN BN AERER,

EXFHRESD , MALESE AMI NBNMNXEBHNATEHAEE

o gk~ w N~

a. BMABRT , AMI 2EEIHETXE (XE 1) . Xif 1 2E2EAKE. XE81HELERE
RIFBREDRE, X TERMAOEMXE , &SR UMKIE T A5 &R P EE X,

Kms Z4A#8 Amazon KMS key iIRA T #E B R X PRGN EBS B, BHLEE , XFT
BERATZHEERXE (XiE1) PEAEHIKFSIZENERE AMl, EZEEN 2B R
E1THINZRGE A T 2 B 4h H At ik 7= =k ith (X AV BR A%

EX IR XE 7 SR K 2K AMI B EBS B#TNE |, BSTERGE 5 RIRE RS
(BREPNFE (£) ) FIRE KMS B,

Image Builder & AMI E#I2|& N ZXiHiEERN BRKF .

© KRR

EEKFEHREG , BUREFE DB BRIk el
EC2ImageBuilderDistributionCrossAccountRole &t , HiF
Ec2ImageBuilderCrossAccountDistributionAccess i LB R MBI Z AR,

W AMI BN IIET. WRERBTHN , NRLHHEH AMI B IN— AMI £
BRI EE. MRREEEH , Image Builder 2AF 192 B INBIE 5 & Fho X4
AR ERTERN AMI B ZME -8,

i  BY AM HE | ZALEEEN Amazon ZEARTMNERN AMI E 33K 618 175 B X
fRo MREIT AMI £EZ5 , MATL AT FAESR -
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RAriEmE

- BHNR — WREBREF AMI BE | FEERLE , AARWHEE Amazon ZERE A
FIEMFAE AMI B30 L6, MRERE AMI AFF |, BEFELFF . Ef Amazon £
AEALMNEH 2 E AMI B 313E6,

s ERA-ZBAIRAUTEREW Amazon ZIEAZ T B ESEHIHHRIRR :
« Amazon IK - FX4FE Amazon K B9 17 (7] X BR

« HLABH (OU) — RFF OU REFE FREMNIHRINER, F3E4&3HE OUs M
Amazon B,

« AN-RFH Amazon Organizations R B FEHMFRINR, FRE&BHE
OUs # Amazon k.,

B, EEFHREE, ARETHIREMWES , @ AZRFIHRIREH
Amazon 48 ID, B LA A IDs 2 AREINER,

U LB G EE” #o , HEHCIEMNFEEM I Amazon License Manager
F2H Image Builder B &, F IR BT S E T EN DU MUR R IF AT

M|, Image Builder 2 B3I B 58N EAR AMI XX FTiIEEE,

BT LARFF Launch BARELE 2P , EC2 ERATMEGIERMN AMI BEI=HINE 3
AR,

MRIEER R EC2 B RN , N AEMR RIS R Image Builder 8|2 B8 &
¥ AMIID BB BEARNFRAE . BEMBHER , FRUTHAEERE !

- BHEREH — EREHE Image Builder EH I B SRR E o

o REBRIARRA — ikt EEAE 7S R AREY BRIARRAS 57 9 AR AN

EFME-—NMEHEREE , FEARREHEREE, EESIMNXEAKSAUARAR
A EEREE,

&R LARTT SSM S HEE X 0 KEE SSM S8 , 2SI K2 B HRXENE
‘v AMI ID, B UEREZBXIEE - DHKS,

SHEMR-MASHNER. a0 /output/image/param.

BIER B REBRIAE (AWS EC2 Image), X4£ik Systems Manager ¥ i 2 E{E LA
BREEBERH AMI D,

b. ENEMXEMMDEIRE , HiEFHNXE.
7. ZRJE , EFRGERE.
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Amazon CLI

AR 74505 BB 2N SR F§ Amazon CLIEF create-distribution-configuration @858 AMI €122 89 2
B E.

1. BIZ CLI # A JSON X ¥

FANXHRETIEMNE - JSON X  ERE@EUTROIZ—FETRHER , MR EHIR
BEMNE, XERFIEX T WL Amazon Web Services Ik Amazon Organizations =X LE
HO B (OUs) BB D K EIEEXEH AMI, 3 X# create-ami-distribution-
configuration.json #{Tw®& , AMEET—THEA .

=~ 1 9 & F Amazon Web Services T f~

RGN AMI 2B EFENXE , HiEEEESNMNXEERE B INRA Amazon Web Services

1,9
{
"name": "MyExampleAccountDistribution",
"description": "Copies AMI to eu-west-1, and specifies accounts that can launch

instances in each Region.",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{imagebuilder:buildDate}}",

"description": "An example image name with parameter references",
"amiTags": {

"KeyName": "Some Value"
I

"launchPermission": {
"userIds": [
"987654321012"

]

}
},
{
"region": "eu-west-1",
"amiDistributionConfiguration": {
"name": "My {{imagebuilder:buildVersion}} image {{imagebuilder:buildDate}}",
"amiTags": {
"KeyName": "Some value"
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RAriEmE

I

"launchPermission": {
"userIds": [
"100000000001"

il 2 - 4 %4 Organizations OUs
L RBIRE AMI 2B ERXSE |, HEEHLM OU BN,

{

"name": "MyExampleAWSOrganizationDistribution",
"description": "Shares AMI with the Organization and OU",
"distributions": [
{

"region": "us-west-2",

"amiDistributionConfiguration": {

"name": "Name {{ imagebuilder:buildDate }}",

"launchPermission": {

"organizationArns": [

"arn:aws:organizations::123456789012:0rganization/o-myorganization123"
1,

"organizationalUnitArns": [

"arn:aws:organizations::123456789012:0u/0-123example/ou-1234-
myorganizationalunit"

A 3 ffE A AMIID 7FHE7E SSM S8

RGBS 5 AMI ID 457 2 % X289 Amazon Systems Manager S#E# S+,
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"name": "SSMParameterOutputAMI",
"description": "Updates an SSM parameter with the output AMI ID for the
distribution.",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{ imagebuilder:buildDate }}"

}I

"ssmParameterConfigurations": [

{
"amiAccountId": "111122223333",

"parameterName": "/output/image/param",
"dataType": "aws:ec2:image"

2. ERCIENXHENRA , STUTHT.

aws imagebuilder create-distribution-configuration --cli-input-json
file://create-ami-distribution-configuration. json

(® Note

« JSON X BEFAMMEE file:// BF5.

« JSON XH#HBENEEZITHTHERRERENMENAE. a0, Windows &
ARFT () 5| B FEE2Z , M Linux # macOS EAERL (/).

BXEZHMAEER , BHSH Amazon CLI i 55 ZH M create-distribution-configuration.

E#H AMI B R EE

BRI LLEHR AMI B RELE, ER , T EXRTEA T Image Builder E£& 5 BBV ERIEIR, Hlan ,
MREET AMI D EEENXE , BEEXGENDEFABER , WEEAFHEGEBRZE , E2EN
AMI SR B EIZXEFH A,
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Amazon Web Services Management Console

KRR TSR T AMI 2 £ BLE Amazon Web Services Management Console :

1.  FT7F EC2 Image Builder &l & , Bt A https://console.aws.amazon.com/imagebuilder/,
2. NEMmBEH®RD , EBSFHRE. XFERELZNKS TN 2 EEREMNSIxK.
3. ETEFRMAGEIAENIERE  BEARRESNEE., XNTFASERRENFANE,

(® Note
BETGETEERMZINE , AREEEFFHARFS.

4 ERESERE  BAIEFMELNINELARERE, RETRONE NI EREE
WEHAE RN 1 WRARE, BXIRRERENESES  H5H A2 AV 5 45
E.

5. SERJE , i£#F Save changes ( REEXR )

Amazon CLI

AT =455 BF 2Nl @34 Amazon CLIEA update-distribution-configuration 5% 8 &8 AMI EF %
[T

1. BIE CLI # A JSON X ¥

FERAXHRBEIEME JSON X , EPIEUT ROIPERHZEHAURI BHIREFT RN
B, RHIMEAE RN update-ami-distribution-configuration. json B34,

{

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/update-ami-distribution-
configuration.json",

"description": "Copies AMI to eu-west-2, and specifies accounts that can launch

instances in each Region.",

"distributions": [

{

"region": "us-west-2",

"amiDistributionConfiguration": {

"name": "Name {{imagebuilder:buildDate}}",

"description": "An example image name with parameter references",
"launchPermissions": {

BIEMERH AMI 2B 356


https://console.amazonaws.cn/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/update-distribution-configuration.html

EC2 Image Builder ArfEm

"userIds": [
"987654321012"
]

}
.
{
"region": "eu-west-2",
"amiDistributionConfiguration": {
"name": "My {{imagebuilder:buildVersion}} image {{imagebuilder:buildDate}}",
"tags": {
"KeyName": "Some value"

I

"launchPermissions": {
"userIds": [
"100000000001"

2. FERUENXHENRA , STUATHT.

aws imagebuilder update-distribution-configuration --cli-input-json
file://update-ami-distribution-configuration. json

® Note

« JSON MH#HBEFLMMITE file:// HS.

« JSON XHHEENEREZITH THWERREREHMENAE, Hlin , Windows £
BARFAT (\) 5| BB & , m Linux # macOS EAERT (/).

BXEZIFHMAEER , 2 H Amazon CLI i85S EF K update-distribution-configuration,
B EEERFENKRZ  BSHE FIERE —T,
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BB RIRE LS A% “ EC2 RIEF 31" AMIs

LA 7451135 BB Bina] 4 A create-distribution-configuration@s S MR BIZZ E R &M AMI BLE T EC2 REF
B ZKIRE Amazon CLI,

(® Note
EfKER EC2 REFHHERT , Image Builder FXFFEIKF 5 K. AMIs EC2 BHME
PRIK P /B R RIER B

1. RIZ CLI # A JSON X ¥

EAXHRETEGE - JSON X4 , EFEEUT RAPERNESR , LRI EHHEA R
BB

RBIEN B HAEBRRRNES , RAXTEINEABEATENRRRRE, ZXHET
— SRS S REIPHEE RN ami-dist-config-win-fast-launch.json,

{
"name": "WinFastLaunchDistribution",
"description": "An example of Windows AMI EC2 Fast Launch settings in the
distribution configuration.",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{imagebuilder:buildDate}}",

"description": "Includes Windows AMI EC2 Fast Launch settings.",
"amiTags": {
"KeyName": "Some Value"

}

b

"fastLaunchConfigurations": [{

"enabled": true,

"snapshotConfiguration": {
"targetResourceCount": 5

1,

"maxParallellLaunches": 6,

"launchTemplate": {
"launchTemplateId": "1t-0abl1234c56d789012",
"launchTemplateVersion": "1"
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}
11,

"launchTemplateConfigurations": [{
"launchTemplateId": "1t-0abl1234c56d789012",
"setDefaultVersion": true

]

]
}

(@ Note

A LA$EE launchTemplateName M3F launchTemplate Ep5 HHY
launchTemplateld , EFgERIRIEE R FA 1D,

2. FERUEBNXHHENBA  STUATHS.

aws imagebuilder create-distribution-configuration --cli-input-json file://ami-
dist-config-win-fast-launch.json

@ Note

« JSON MHBEFLMHMNEE file:// FSE.

« JSON XHHBRENERBZTHTHNERARERENMENAE, 0 , Windows AR
AT (\) 51 B X2 , M Linux 1 macOS A ERT (/).

BXREZHMEE , BZ Amazon CLI ip5SE W create-distribution-configuration,

AXBENEH VM BEEIE D X% E Amazon CLI

LA =455 BB a4l £ A create-distribution-configuration as S 812D EIRE |, EE S EREEE
VM BR {5 # % S H 2 Amazon S3,

1. 8IZ CLI A JSON X4

BT LA {L7E Amazon CLIFRfEAHY create-distribution-configuration i &, At , HEIE—1
JSON X# , HH B 2ERZE W SHHMESHEE.
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@ Note
JSON X BB EM BN EEMEHN Image Builder API EIEERSHIEE
WIEX, EEF API BREBERSH , S5 Im EC2 age Builder APl &/
Y CreateDistributionConfiguration@i %o
ERBFEEENSTITSHREM , BS5H Amazon CLI i TS EHEEN
create-distribution-configuration &8 E R £ T,

%

He N

LT REMNEARRHIN s3ExportConfiguration JSON W RHBIEENSHFE :

« RoleName ( Fff& , X8 ) -mELNR FHEEREGS HE S3 F#EBE Import/Export tX BRIV A
BE o

- diskimageFormat ( & , 2 ) -HEHMNUERGSHIATZHHERNZ— !
- EERIE#R (VHD)— A& Citrix Xen # Microsoft Hyper-V E#L™ mER .

o ALK ESX BRIAELE (VMDK) — & ESX VMware  VMware vSphere kg4~ 4, 5 #l
6o

- R — REE
- s3Bucket ( FfF&E , HE ) — AT FME VM W HEA G S3 F#%.

FZXHRTFRN export-vm-disks. json, £ create-distribution-configuration 5<% F X4
o

{
"name": "example-distribution-configuration-with-vm-export",
"description": "example",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"description": "example-with-vm-export"

1,

"s3ExportConfiguration": {
"roleName": "vmimport",
"diskImageFormat": "RAW",
"s3Bucket": "vm-bucket-export"
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}
11,
"clientToken": "abcl23def4567ab"

}

2. FERACENXHENERA , STUATHT.

aws imagebuilder create-distribution-configuration --cli-input-json file://export-
vm-disks.json

@ Note

+ JSON XHBEFLMMBE file:// FTFE,

« JSON M#HHBEMEREITHTHNERRERENENAIE. H20 , Windows EAR
AT () 51 B RZEE&Z , M Linux 1 macOS A ERT (/).

BXEZIFMAEER , S H Amazon CLI i 5 ZSEHFH create-distribution-configuration.

BN EHMIBMEN P EIRE
AEFNFBUMACIZEMEE Image Builder BEFIRI D EIRE

AAE
« M Image Builder A5G 8122 5 Zi%iE Amazon CLI
« \AEFARIFMEN D KIZE Amazon CLI

M Image Builder B8R G832 %5 K IRE Amazon CLI

2 REEEET S ER H ARRENBEHMER | FFERREEH B H i Amazon X, &w
LAY 5 B B i R R M B XA B B 25 R L SR IR AV AR =

1. #IZ CLI %A JSON X4

FREERANXHREIENE— JSON X4 , HhEBEUTREFERNES |
AR IR E B RV E, L RBIEABNRN create-container-distribution-
configuration.json B934 :
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{

"name": "distribution-configuration-name",

"description": "Distributes container image to Amazon ECR repository in two
regions.",

"distributions": [

{
"region": "us-west-2",
"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
.
"containerTags": ["west2", "imagel"]
}
1,
{
"region": "us-east-1",
"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
1,
"containerTags": ["eastl", "imagedist"]
}
}
1,
"tags": {

"DistributionConfigurationTestTagKeyl":
"DistributionConfigurationTestTagValuel",
"DistributionConfigurationTestTagKey2":
"DistributionConfigurationTestTagValue2"
}
}

2. ERCIENXHENRA , STUTHT.

aws imagebuilder create-distribution-configuration --cli-input-json file://create-
container-distribution-configuration. json
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® Note

« JSON XHBEFISMEE file:// FH5

« JSON XHHBENMERBZTHTHNELARERSHMENAIE. FlE , Windows £AKR
R () 51 A B RZEE& , M Linux 1 macOS A ERHT (/).

BXEZIFHAEER , S H Amazon CLI i 5 ZSEHH create-distribution-configuration.

MNAEHAREFREGH 5 X% E Amazon CLI

LU =455 8A 2na] € | Amazon CLIfE A update-distribution-configuration f5%H BRESM G I EH N 2
BfE, S0 ESNMNXENEHBFREHNIRE,

1. BIZE CLI @ A JSON X ¥

ERAEERANXHRETIEGIRE - JSON X4 , ERIE U T ROIFTRHZA AR SRR

BEME, LRBIFEAERN update-container-distribution-configuration.json #9
s

{

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/update-container-distribution-
configuration.json",

"description": "Distributes container image to Amazon ECR repository in two

regions.",

"distributions": [

{
"region": "us-west-2",
"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
.
"containerTags": ["west2", "imagel"]
}
},
{
BIEMEH A RREH 2B
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"region": "us-east-2",
"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
},
"containerTags": ["east2", "imagedist"]
}
}
]
}

2. ERACIENNXHENRA , ESTUTHT

aws imagebuilder update-distribution-configuration --cli-input-json file://update-
container-distribution-configuration. json

® Note

« JSON MH#HBEFLMMITE file:// HS.

« JSON XHHERENEREZITH THWERNREREHMENAE, Hltn , Windows AR
AT (\) 51 B &2 , ™ Linux  macOS EAERT (/).

BXEZIFHMAEER , 52 H Amazon CLI i 5 SEH K update-distribution-configuration, EE#
SEEERENGE , H2H HIEER —T,

£ Image Builder ZEEK~ AMI 2B

BEPNET MAEESEIRE , LS Image Builder AMI 453 4188 ER H ALK,

R, BMREKFPAILBREEESHREH AMI,
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@® Note
Amazon CLI AT RS RAMBRIRE 2B 7 RGRE S MEMREE E JSON X, ER
BRIKEL 5 R1% JSON X |, SR FACIERGE 5 Amazon CLI, B ERIRELE G2
JSON X # |, #5F CIEEMIZEEE,

B AMI 75 BoRY SRS A+

NHER B FRIK 7 BE B Zh it M SEHY Image Builder BR&E 30351 | SEAFN P E XIFAYFRAE B 77K 7 B
LIRS

mREAEH Amazon Key Management Service (Amazon KMS) INZERE AMI, N 240 Amazon KMS
key AENIKFEE—MNA T INEFHREHN.

3 Image Builder HUITEEK = 20 K INERAEET AMIs |, JRIKF FP 49 B GO R 2 5H A B B AR X, R
EEAZXENEERANERTEHME, BHT Image Builder KR BHFWKFITE , HEREEBR
X2 IAM B , RibiZIKF S88 800 RR XN B iR XS E4H,

hn#E %48

MRENREER Amazon KMSHIE , MEEHREUA T ERFZM. IAM FRFHEFET —BoH N

Ao
R P K

. EEMEASE AV KOS XSS ol KMS B4, fa T ERNASRA.
. EHFEXLBANEAER | M AV BRKE SR ANEE.

ARk P ER
[ EC2ImageBuilderDistributionCrossAccountRole JFINERKEE , AT ZABKITOE
iz AMI FRERRE, BX IAMBEES R , B2 IAM K £RFM4ED

BXRERABEKF I RIME ZE 2 Amazon KMS , 2 Amazon Key Management Service JF & & 1§
AN ATHEMKS FRASEA KMS Z4.

HEREE S FIEEENMBEZSR , TR
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- MREFEABR Image Builder #2H& |, BMNEAWFME (B ) SBoHIME (KMS 518 ) THSIE
SEprEESIN: Oy I AT

- MREFEAMRI CreatelmageRecipe AP| #1{EZ 1 i create-image-recipe@s % , I 1E Amazon CLI
JSON A T A #MebsEBblockDeviceMappings A&l B &K 240,

AR JSON FERE R THEE S MBRE. BRTRESHMBZHAI , BEXLIF encrypted
FREIREN true,

{
"blockDeviceMappings": [
{
"deviceName": "Example root volume",
"ebs": {
"deleteOnTermination": true,
"encrypted": true,
"iops": 100,
"kmsKeyId": "image-owner-key-id",
},
1,
}
IAM KB

E7£ Amazon Identity and Access Management (IAM) FELEBEIKF 2 BAXR , TBHITUTEER

1. EFABIKF 2 AMIs B Image Builder , BARlKF B E L NEHK P IE —NE A
IAM B EC2ImageBuilderDistributionCrossAccountRole,

2. S FF Ec2imageBuilderCrossAccountDistributionAccess 5 B Ff INE & & 883 A B K
2. BXREEXRHNESZEL | 121 Amazon Identity and Access Management A 155 &
WIEERESNEKEKE,

3. WIARKFS ID EARMEIEHRK/EN IAM AR EERESR, UTREERT BIRKS FEE
ERBE , ZRBEIEE TIRKSAKS 1D,

"Version": "2012-10-17",

REBWKS AMI 2B 366


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

EC2 Image Builder ArfEm

"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:ro0t"
},

"Action": "sts:AssumeRole"

]

BEXEERBNESELR , 21 Amazon Identity and Access Management FiF 1§/ iy ET
B IREY R

4. WMREIEH AMI 205 , W B AR PrE & S REHEK B
EC2ImageBuilderDistributionCrossAccountRole FRINEAT HBXRRE , LMEEREH
KMS %4, Principal So B EMI1NIKS. XS Image Builder BEB £ FEHE AN Amazon
KMS XiZHHE R Z A5 AMI #E4T 035 K % 22 B X R AT 1 SR EAT 30

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AllowRoleToPerformKMSOperationsOnBehalfOfTheDestinationAccount",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"
1,
"Resource": "*"
}
]
}

BXNEKRBEHNESEEL , 2% Amazon Identity and Access Management i F° 387 1 B9 I Bk
LS
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RAriEmE

5. mMREMFEAlaunchTemplateConfigurationsigEL L EC2 B4R , NESAESNE
¥Rk FEC2ImageBuilderDistributionCrossAccountRole RN T BIK,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"ec2:CreateLaunchTemplateVersion",
"ec2:ModifyLaunchTemplate"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "EC2 Image Builder"

"Effect": "Allow",
"Action": [
"ec2:DescribelLaunchTemplates"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:launch-template/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "EC2 Image Builder"

EEBKS AMI 2B
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6. WREFER P Amazon Systems Manager arameter Store S ¥R 7% 2 Bk 7 F X Z 89 % H AMI
B AMI ID , M ARIEZANBEFRIKFEC2ImageBuilderDistributionCrossAccountRoled
AT KRR IMENERI A,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:PutParameter"
1,
"Resource": "arn:aws:ssm:*:111122223333:parameter/ImageBuilder-*"
.
{
"Effect": "Allow",
"Action": [
"ec2:DescribeImages"”
1,
"Resource": "*"
}
]
}
¥ K 7 25 B B9 BR 1

0K 7 9 Bt Image Builder BR{R AT — LR -

- FMBERXERNBRKSRR 50 NFHR AMI EIAR,

- MEEFEELL (PV) BEME AMI EFIEI S —NXE |, N BRXEAAEE PV ML AMIs, B
XEZER |, FHSH Linux AMI E#{LZER,

o BEEQEMBRBHRMBREIAR, MREZEN KnsKeyId ZEIEE Amazon Key Management
Service (Amazon KMS) &£ & %48 , Image Builder £ Amazon Elastic Block Store (Amazon
EBS) WERIAF4H., BXEZEE , 5 ® Amazon Elastic Compute Cloud FAF#§R F# Amazon
EBS Hi%&:,

BXEZER , iHSH | EC2 mage Builder APl % CreateDistributionConfiguration #
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B #4514 N Image Builder AMI B & Bk F 20 E

BTN EWA AMIs EACIEZNEER TEBEIKS 2 X &M Image Builder B9 K18 E. Amazon Web
Services Management ConsoleEt E&E K~ 7 Bl & E4ER IAM PR, TEHRELRIEZH , BYUTTEK
AEBDH B AMI D ERY IR

E7 Image Builder ZHI&FRIEZ D E , FHRITUTIR .

1. 3TF EC2 Image Builder #£#|& , ik Fhttps://console.aws.amazon.com/imagebuilder/,
MNEMBEERS , ERFTERE. XIFERELNK, TRIEN S BIRESI &,
EPEBHRENEOANE  EFMESERE, XFBIEICESBERERE.
ERGERER S | %4 Amazon Machine Image (AMI) fER i HER, XEBRIANRE,
EEABTD , MAZNENSERERFNER (HE),

EXHRERD , BEEXENBRKS PR ALEZEQHE DB AMI 8 12 LIK” ID , AREE
Ao ZFRERAREBER K RARENTH2EREHWANKS, ID, EEZIRUFMES 1K
o

o o b~ w0 DN

EBREBANIKS, , FEFEKS ID EMERH Xo

0 AS N KEH E AMI B,
7. WBIEEFENEARARE KRS0 E ORISR B,
M Image Builder AMI Bit E¥ K 7~ % & Amazon CLI

AT N BOAEE 75 K 1% B S LA K a4l 58 f 7 B create-image i B 1EMK 7 2 B E M 2 & Image
Builder AMI, Amazon CLI

BEBEKF 2EEERFEN IAM R, f£i21T create-image i B 28I , BATMSTERAZB D W Bk 7~
AMI 7 B By So RS 4o

1. BEZ2EREXHF

EFE AP Wcreate-imagefn T RIER 9 XA HAK B Image Builder AMI Z &Y , 4%

MBI —NfEAmiDistributionConfigurationi®i& IDs HIEE B #RIKkF HY
DistributionConfiguration JSON &%, Amazon CLI B4R ERXEBHIEEES —
AmiDistributionConfiguration,
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LA RE A create-distribution-configuration. json BRBIXHE R T IRXE 5 Bk F
MG S BN EE,

{
"name": "cross-account-distribution-example",
"description": "Cross Account Distribution Configuration Example",
"distributions": [
{
"amiDistributionConfiguration": {
"targetAccountIds": ["123456789012", '"987654321098"],
"name": "Name {{ imagebuilder:buildDate }}",
"description": "ImageCopy Ami Copy Configuration"
I
"region": "us-west-2"
}
]
}

2. PIEDERE

ZEF A P B create-distribution-configurationds 5 812 Image Builder 2 K% & & JR Amazon CLI ,
BEGSPREUTSH

« £ --name ZHHFHA D ERIE K
o MIINIETE --cli-input-json ZEHHEIBHN P EEE JSON X4,

aws imagebuilder create-distribution-configuration --name my distribution name --
cli-input-json file://create-distribution-configuration.json

@ Note

« JSON MHBEFLMHMNEE file:// FSB.

« JSON XHHBENERBZTHTHNERARERENMENAIE, a0 , Windows £A K
AT (\) 51 B X2 , M Linux 1 macOS A ERT (/).

WA LAER --distributions SEEER S PIEM JSON,
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£/ EC2 BEiEREE AMI 7K

7T BEHERER Image Builder AMI 7£ B #5Jlk - M it X3R5 — B EC2 Bahik% , A LAfE
REPZREFPIBEL I FENiRLaunchTemplateConfigurations, A EBEIBFERE
launchTemplateConfigurations Bt , Image Builder 28I HRAN B , Eh B EERF
MWATEREEBEURREHEBNH AMI ID, BXFERABIERE3 EC2 ZHINEZELR , BSRMNT
gy —  BRERTENBERRERSR,

- BEFEERF N Linux SE451
- BN EFERE 3N Windows SE4

(® Note

HEEMRGFEEATEA Windows IRIEZ B ERET , BHERLNBENATHRE
IX# Image Builder = 88X &R &S A Windows REF 3,
CreatedBy: EC2 Image Builder

MEZ&EIE B AMI 2 XIZRERD EC2 FaE R
EREHHE AM BEBHER | BERSHAPHRITUTSE

1. #TFF EC2 Image Builder ##|& , Mk https://console.aws.amazon.com/imagebuilder/,
MNEMBEERSP , EEFTERE. XFERELNK, TOIEN S EIRES &K,
EFERERNENINE , ERMESERE, XFTFUESIEIRERH.,

EBRGRBE S | i%3E Amazon Machine Image (AMI) R, X2BRINRE.
EEASsD , MAZNENSBRERRNEN (HE),

EXERERD , MIIRPIERE EC2 BaIERNEN. WRENKSHFRBRIHER , HFiEFE ol
BHNEHER , X FEEC2IEHIE R F ITIF B 3 R,

I T

TG EERIANRAEIEE |, FENERPRIAMRAEAEHFHF 7 Image Builder £ EEY i H AMI B2
Y ET AR AR

E@EFATEX SR INEE SRR , BERFRNGEHERREE.

EBREER , FEEBER.
7. HEEEMFENEMAEMIRE  REEFERENCIEFNDEIRERR.
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RAriEmE

M AMI 9 &g B H RN EC2 B4k Amazon CLI

AT BAGER B EREE 5 B E X , IR MAIER Amazon CLI H#) create-image @ H 3K
I 2B Image Builder AMI BA K {6 i © B9 J5 Sh AR AR B #T AR A

1.

BB D BiRE N

£ B s AR B12 Image Builder AMI 2 8] Amazon CLI , R %&8I2 —MNA T8

ElaunchTemplateConfigurationsiREMN 7 KEE JSON &1, BL4NERXEPEEE

2 —4 launchTemplateConfigurations &8,

L\RE R create-distribution-config-launch-template.json B RBIXHERTER

XS EES N ERM LR TR =

"name": "NewDistributionConfiguration",
"description": "This is just a test",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "test-{{imagebuilder:buildDate}}-
{{imagebuilder:buildVersion}}",

"description": "description"
.
"launchTemplateConfigurations": [
{
"launchTemplateId": "lt-@albcde2fgh34567",
"accountId": "935302948087",
"setDefaultVersion": true
.
{
"launchTemplateId": "lt-0Qaaalbcde2ff3456"
3,
{
"launchTemplateId": "1t-12345678901234567",
"accountId": "123456789012"
}
]
}
1,
"clientToken": "clientTokenl"

BE

AMI B8R
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RAriEmE

}
2. BIBDERE

E A H Y create-distribution-configuration@s 5 812 Image Builder 2 &% B % JR Amazon CLI ,
BEWRSHREUTSH

« £ --name B A D EH AR
o BINIBTE --cli-input-json SHFLIBHN S BEE JSON X,

aws imagebuilder create-distribution-configuration --name my distribution name--
cli-input-json file://create-distribution-config-launch-template.json

(® Note

« JSON XHBBRIFLMMBE file:// FSo
- JSON X#HHBRENERETHSTHERRERGHENAIE, B0, Windows EAR
AT () 5B B FZE&Z , M Linux 1 macOS A ERT (/).

WA LAER --distributions SREEE G S HIRME JSON,

EE AMI BB R
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5 # = Image Builder & & Amazon RAM

EC2 Image Builder & Amazon Resource Access Manager (Amazon RAM) 55 , F b & 7] LA

SF{a A Amazon Web Services I S8 EMAXZUTRAEPBGEKSTHIRE Amazon
Organizations.

- HH
- BRER
- BA

gﬁi_/\gﬁiﬁ Amazon RAM ,Z‘ ﬁu@ﬁlﬁ\/\?—o ﬁ/ﬁ\/\?—? Eg ;Hﬁﬁlﬁl’)\&g EJ‘Z&:“'
RENFEAE, /E%%‘—IU\%/FA Amazon Web Services MK, A48 % {7 s} PRI ENHL Amazon
Organizations, A T RBEEAUEZHZR RS MALLXKE,

- BREHALR Amazon Web Services Ik RIEBE A E8 Amazon Organizations.
« Amazon Organizations RV 4H L N EPRYLA L2 8 7T (OU),

« Amazon Organizations 1 EYBANH A,

« Amazon Organizations S H4AH L OUs 2,

ELAE R A Amazon Web Services Ik, HIERRHWA (FiEE ) EA—XEREMA Amazon
Web Services Ik 5033 Amazon Organizations ( H%#%%H ) HERR. HERREHE , FAES
B3R BXLEEH,

(® Note

HENAH. RENREESNITAMBENENEFRRS, EHENTRRHETEZE S MW
HEWRIRHFIE,

£

- BREE

- RRERE

« NIEW | Amazon RAM mage Builder BRBIBREHE
- BUHHZXBH Image Builder &R Amazon RAM
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R EE

Image Builder &R R A& Amazon Web Services Xif ERIE#HE, EFHEXERERN , TEXE
ZEEHEf.

EREREH AT HZH Image Builder BiRFIK , BHEZH AR EEMAERFERS , RIEE M

£ Amazon CLIFE T H,

« BIH Image Builder A4

o« il HAR £

- JIHMEFRGRESNFABE
- JIHNEERERSFARE

BXHNEZEE Amazon RAM |, i3 (Amazon RAM FAF#ER) .
H# = Image Builder &IRH &R Z 4
EH#Z Image Builder BiR ( flIAH, MERES ) , XIUHERATERH -

« #&% Amazon Web Services Ik %A EHZH Image Builder Bif, BT ZEEL/HENE
Ro

- BEmMZERRXEMN Amazon Key Management Service (Amazon KMS) Z34A 2440 BB 18 3 = 45 B #RIK
. #H4AD OUs,

- MREETREXFHIKS Amazon KMS ZE 2 ZEAMBHESG , MARESAN B RXE P a2
KMS Z4MBIE. AL, FEXLEHXFEHFN A REFEEZRBEITZHAREIEEN KMS £4,

Image Builder @ B EEHE LR T ERTHEM N Image Builder HJR , M2 Image Builder 1£
EHRKF P LOENABER , AREESEEEFEENKS . ALAHALR LY (OUs) BWASBRIR.
Amazon Web Services X1

« Amazon HlLEgBR £ (AMIs)
« TFHTE Amazon ECR HH ARSI &

BXEATAMINSEBRENESEER , B5H QIENEH AMI 5 EEE, HX%E Amazon ECR H
RERENIBERBENESREE  BEH IRV ERETSREN S ERE,

BEXHEZLEN AMINESEER | BSREZE AMIs,
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wIRFERE

FERETUEARZERER , BEFREUEMAARN B R AR, FEOIE Image Builder BE 5B |, fib 17 LASF
HEMBEENEMBEG , ETLURMAZEHSF, MBI1ERTLEBIZE Image Builder BMEE B R E
Amazon CLIF £ create-image i S IEEERZH .

MEEE THHEANHL Amazon Organizations , FEBRATHLANHNHE  NRELEBHIRFEL
AFREREFERRREZRFENNR. BN , FAEF2ERENMARTREREZNRE , AEESBEEIH
RFHEZRRIGRINE,

NIEH | Amazon RAM mage Builder BRI R RHALE

EH#EZ Image Builder A, BG&IHE S , BAFEFINE Amazon Resource Access Manager &R
/\?—':Fo J\lﬁ\ ?—j: /\?—Eﬁﬁlﬁl’/{&gﬁafi/\?— E_bﬁlﬁmﬁﬁﬁ%o

AARHEA TRTUA TR EHR,
T 1 62 RAM RRAE

tl2 RAM HRAZER , AZ-SATRELERBAENAH, REFES, FAATHEZ —RRAR

H=E

- BHE

EEA Amazon RAM 2| 8812 RFEHRE | FZHAmazon RAM AP ER PR HEZEEHER

Amazon &R,

 Amazon CLI

EFH Amazon RAM i SITRHECERRAE | Hiz1THMcreate-resource-sharefi s Amazon
CLl,

EW 2 NARFEREARAZNENAFTRE

HERFENE-NETSERNTR , NS REFES Amazon CLI E1TiiT. E—FFEAFH
Image Builder @5+ Amazon CLI Hgﬂ:ﬁﬁﬂﬁ'ﬁ’ﬁﬁﬁfﬁﬁﬂ: tERR. %£=FFA+PMpromote-
resource-share-created-from-policy Amazon RAM @i S #RIEFA N RAM BRHEZE , Amazon CLI
DEHREERZZRBNMEEZERABERT I ZER.
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1. NARRRE

ERYNARRER , BATBRE 2 LENKS ARG FMEAER R IR
EREEAR TR FRREMETERNETF,
Image
BRI BUREM A A TG , AW HMAF ERE S PENERREGME R ZRE,

IZ1THEY put-image-policy Image Builder 5% Amazon CLI , BEE 52 £ ZMEKH Amazon
EZRE A

aws imagebuilder put-image-policy --image-arn arn:aws:imagebuilder:us-
west-2:123456789012:image/my-example-image/2019.12.03/1 --policy
'{ "Version": "2012-10-17", "Statement": [ { "Effect": "Allow", "Principal":
{ "AwWS": [ "123456789012" ] }, "Action": ["imagebuilder:GetImage",
"imagebuilder:ListImages"], "Resource": [ "arn:aws:imagebuilder:us-
west-2:123456789012:image/my-example-image/2019.12.03/1" ] } 1 }'

Component

ST BUOR R R SR B LA T AR SN R A LXF)%E%—‘F'KF,\-—JLO ban &N EAKS R TR
DEERESFEREHES. ERDNAZRAREE , ELAAREEXZHRIKS BN
WRAZENEA4SIANAAERIR , fl, E%Aﬁﬁﬁ%‘)ﬁtﬁ"“ﬂﬁﬁl#o

BTH I put-component-policy Image Builder &5 Amazon CLI , BEESZ HZHHH
Amazon £ A,

aws imagebuilder put-component-policy --component-arn arn:aws:imagebuilder:us-
west-2:123456789012:component/my-example-component/2019.12.03/1 --policy
'{ "Version": "2012-10-17", "Statement": [ { "Effect": "Allow", "Principal":
{ "AwS": [ "123456789012" ] }, "Action": [ "imagebuilder:GetComponent",
"imagebuilder:ListComponents" ], "Resource": [ "arn:aws:imagebuilder:us-
west-2:123456789012: component/my-example-component/2019.12.03/1" 1 } 1 }'

Image recipe

BANRRREENATREGES , AMEEABRKIAHE, T HHMAKSRETFNR , UE
RENEFERKS PeIRZREG, ERINARRER , LABRREHENKSBREREE
B A S| AR EMRIR , MERREIEER N

B2 NARRRBEHARAZNABNRRLE 378
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Z1THH put-image-recipe-policy Image Builder 5% Amazon CLI , BEES 2 HZMEH
Amazon £ A,

aws imagebuilder put-image-recipe-policy --image-recipe-arn
arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-example-
image-recipe/2019.12.03 --policy '{ "Version": "2012-10-17", "Statement":
[ { "Effect": "Allow", "Principal": { "AwS": [ "123456789012" ] }, "Action":
[ "imagebuilder:GetImageRecipe", "imagebuilder:ListImageRecipes" ], "Resource":
[ "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-example-image-
recipe/2019.12.03" 1 } 1 }'

Container recipe

BULRRREENATRRES , AEEABRKFAHAE, T HEMAKSRETRR , UE
RENEFERKS PeIZREG, ERINARREE , LABRREHENKS BRI
B A5 AMNEMRIR , MEMRGSHEEA M.

BE1THH put-container-recipe-policy Image Builder #54F Amazon CLI , BEEE 2 HE M &
# Amazon EE A,

aws imagebuilder put-container-recipe-policy --container-recipe-arn
arn:aws:imagebuilder:us-west-2:123456789012:container-recipe/my-example-
container-recipe/2021.12.03 --policy '{ "Version": "2012-10-17", "Statement":
[ { "Effect": "Allow", "Principal": { "AwS": [ "123456789012" ] }, "Action":
[ "imagebuilder:GetContainerRecipe", "imagebuilder:ListContainerRecipes" ],
"Resource": [ "arn:aws:imagebuilder:us-west-2:123456789012:container-recipe/my-
example-container-recipe/2021.12.03" ] } 1 }'

(® Note

RNTREEBENRBEREZNEEREZENRR , REMEELINER
imagebuilder:put* PR,

2. }E}I—jj RAM ﬁlﬁ/\?-

ERREEAERRIMBEZRARBEFTRZER , BE21TF M promote-resource-share-created-
from-policy Amazon RAM Amazon CLIfF %,
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BUE £ Z 3R B # Image Builder %R Amazon RAM

ERUEHXZZHER Image Builder iR ( fIMMHAZA4, BERES ) , XTUFHEM Amazon
Resource Access Manager BRLXZEHRBER, B LUER Amazon RAM ?"“%U"‘j?, Amazon CLILA#1T
ZgE,

(® Note

BRIFBHERE , BNMEELERNEMER. AEETREUEREXERE , EXREER
EBE.

£ Amazon Resource Access Manager ZHlSBUERZRBENWHZHG, RESE S
2% (Amazon RAM AF#E®M) FNENRELE,
£/ Amazon CLINEHAENHAZ A4, MESEABUERE

£ disassociate-resource-share S EIEREZRIR,

BUBHZ IR 380


https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
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Fxi2 Image Builder i H &R

FRICHBREBTREMBEARRAREMER, SEAUEFHRERZBHFRNE, BXETREE
NHEZER , HSHET Image Builder FrZE R Z N

Image Builder XFATHBHFE -
* - {{imagebuilder:buildDate}}

date/time TEHJZEET FRAT N HIEE,
- {{imagebuilder:buildVersion}}

BT RERA | X2 TF Image Builder Amazon & JR&Z# (ARN) REHNHF. Hi
W, "arn:aws:imagebuilder:us-west-2:123456789012: component/myexample-
component/2019.12.02/1" HHAERAZERA 1,

NTHBERIRE 2 AN L LRGSR (AMIs) , Image Builder & B 135 S T HRZ 7R INEI A A i i A
AMls,
* "CreatedBy":"EC2 Image Builder"

* "Ec2ImageBuilderArn":"arn:aws:imagebuilder:us-
west-2:123456789012:image/simple-recipe-linux/1.0.0/10", xS IERATEIE
AMI B9 Image Builder BREG & REY ARN,

AEN

- FRiE3k B &R Amazon CLI

« MHPEUEX R IRHHR1E Amazon CLI

- JIHRBENBFERFENFIEIRZ Amazon CLI

FRI1Ek B MY &R Amazon CLI

LA 7R 45115 BA 2n4AT 6§ A imagebuilder CLI @33 7E Im EC2 age Builder FRIMAPRICE R, SAAIRH
resourceArn AR ENHNANRE,

il tag-resource.json RBMTFIR :

FRIZR B KRR Amazon CLI 381
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{
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-pipeline/my-
example-pipeline",
"tags": {
"KeyName": "KeyValue"
}
}

BITUT&HS , ZwH5IALR tag-resource. json X,

aws imagebuilder tag-resource --cli-input-json file://tag-resource.json

MAEBUEXN BRI FRIE Amazon CLI

TR RBIBART WEFEA imagebuilder CLI a5 S MR BRIFE . BATRME resourceArn MEE
DA BRAR S

il untag-resource.json ABRM TR :

{
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-pipeline/my-
example-pipeline",
"tagKeys": [
"KeyName"
]
}

BITUTHS , Zow S5/ A LR untag-resource. json X4,

aws imagebuilder untag-resource --cli-input-json file://untag-resource.json

5 H K B S E R RN FTEFRE Amazon CLI
LT RBIBRT a6 A imagebuilder CLI #5535 H4SE R RO EIRE,

aws imagebuilder list-tags-for-resource --resource-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-pipeline/my-example-pipeline

MAREGEX B IRAIFRIE Amazon CLI 382
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il BR3S HA =% >k 8 FA BY Image Builder &R

Image Builder RERGR—# | EEEH4Y , UHEBERIMENRNE , HEFBEREK 2 HHER
TERES. BESSERRA TN RMGUERNIENERHTEE, BN , BUELSSIEXERR , ARG
BHFRIEBEelNAE, Brt , R EREREE TS HBIBREN].

1 B R R 2 i BR E B M 2 T 72 R A 2 BV £ 18 Amazon EC2 AMIs 3 Amazon ECR BEE&6., 44
TE AR Y Amazon EC2 5 Amazon ECR #2#| &g /E=k API 5 Amazon CLI &85 2 BB EIX &£
Ho

® Tip
B LE M BR A R T IR IR iR |, FERRERUTIRERERER
1. REEE
2. RGBLH

3. IBERRN AR

M BR % R Amazon Web Services Management Console
£ EMRRGEEREAR | FEE TSR -
B

1. BEEFEENKF TRENHEEESR , SMNSMERPERREEE,
2. &I GEEE UH , AREPERRNEER MBS LN EIEE,

3. HEMRGEEEARMIBAVBRMERES | EEMER,

4. BHEWEIAER , EEEPRA Delete , REEFEMER,

i BREC 5

1. EEFEENKF TRNESSIR , EMNEMERTERREE T,
2. EREAZEMZLNEIRELLERBERRAOE T .

3. TEMEREHEARNEAVRER LS | EEMERE S .

4. BEBEINER , BEEPBA Delete , REIEFMER,

7HE - MERER 383
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il B EL At iR e L B

1. BEEFEENKF TRENERREREES R , BNEMESTEREMIREEE,
2. EREEBEMFZULNERELLEREAEN RO EMBHEE,

3. HEEMIREEEMRAITE , EFEMHER.

4. BEWEIAER , EEEPRA Delete , REEEMER,

i ER S B iR iE

1. BEEEEENKF TRENIRRESR , SMNSMERPERIEIRE
2. ERBEBNZUNERELLUARENTHECENTERE.

3. EXEIREEMRKTNE , EFHER.

4. BEWEIAER , EEEPRA Delete , REEEMER,

T Bk AR 5

1. BEEFEENKF TRIENREIIR  FNSFMERTEERE,

X T EBRAVRE | IEFRREIRA, LLEPRHT T REGR R MRA R,

P ER RO EMRGRIVRAZUHERE, E&—RATBUERES MG,
R G ZIRANE AR IRER , B2 HBRARAS

HEWHINMER , BEETRA Delete , RFIEEMER,

o bk~ 0N

MR BRE B & 8 Amazon CLI

LA 7R 45135 B8 #n4a] £ /. Amazon CLIMIER Image Builder RiR. ZMHIFTR | MBI LTI M BR 28 5 LA
Tt Se R T EE R

1. RIGEE

2. MR&GE A

3. TERKRNER

M BRE 5 B 38 Amazon CLI

AT RBIER 7 Al fE E ARN LU BR R EE

MIBR %R (Amazon CLI) 381
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aws imagebuilder delete-image-pipeline --image-pipeline-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-pipeline/my-example-pipeline

M ERE B 5 Amazon CLI
AT R8T anqal38 & ARN SAM BRZ B EL 5 -

aws imagebuilder delete-image-recipe --image-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-recipe/my-example-recipe/2019.12.03

B ERZ R E
AT RBIEEE T a0{a 8 E ARN LA & B A% fE B B AR o

aws imagebuilder delete-infrastructure-configuration --infrastructure-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-configuration/my-example-
infrastructure-configuration

MER S BB

AT RBIGEER 7 a{a 38 E ARN LU BR 70 B iR E R .

aws imagebuilder delete-distribution-configuration --distribution-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:distribution-configuration/my-example-
distribution-configuration

i BR BR AR
AT RBIIEER T A0 3E E ARN LA BR 65 B 4 B RR AR o

aws imagebuilder delete-image --image-build-version-arn arn:aws:imagebuilder:us-
west-2:123456789012:image/my-example-image/2019.12.02/1

T R 4B 4

PAR R BE R oAl 8 A imagebuilder CLI a7 55 , B IEEH ARN KM BRA B,

aws imagebuilder delete-component --component-build-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:component/my-example-
component/2019.12.02/1
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/A Important

EMBRAMFHERRA 2 , FREXBEMAESUEAST SR ZBRE, BN , TELSHE
BHE,

MIBR %R (Amazon CLI) 356
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B Image Builder MRS AY ¥ RN = THEGR

BB ITEREENT Image Bunder Tj': EC2 BESIZIEMNHRINZMBRITHSRINEF, X2
AN Image Builder T4EFRHELRHY —

RETERLE

BB TR , BANERE., BEFWAE b5 &I 22,
« BUNEENTERXEMNBMBENL TERDSER , LA LUEE A Image Builder BRIA TR,
« EASHRBRIARGTERPIENTERSR.
- BHNSIETE SRS REIENLONETER. EAURTHERNRERIBNEEIER,

(® Note
BIEBRABITER , BN ERITRERCIEHRE

THEREEE

- TERER MR

- RFIAE

- NEAGFEAREIERE
- SIHBRETER

- BIERETIER

. BIE YAML TYERTHY

'ﬂE/JlL*E;JlE . Bﬁﬁﬁ

EQEMM@IWM,Tﬁ@&%@@ﬁlﬁmi%mlﬁﬁhﬁ *Ego
EGUEITEREERIFEUTTENKER.,

1. MEME (TR ) — EHEMR , BN SITERNEMBREKE Amazon EC2 lEKHI#HTE
o, UEIEFREHELE. Sl BNESTANSSRENARFIESURERSH NIHIRENA
o

THERESR : &R 387
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TR LM RS , Image Builder 282 RBH ARG , UEN XA L HER,

2. WA B (RBF ) — BN E , tIZRHK AMIs IRRBEEZAFE—LEEZR. XT AMI T
Jii2 , Image Builder \MER R R&RE— S 0IZNREE3) EC2 E£Hl, FEHKA BTN
BiFREHBRZEFZRMBET. N TEF[IER , WAEATHENE -6 LE1T,

TERERESESEMN R, B2 , Image Builder 24 EZB ERHY TR

AR %55 8]

EZTEIIER |, Image Builder EERBHITTERBRENNIR, BALUEE
AWSServiceRoleForimageBuilder RESHEXABE , LAILARSHREEECHWEENAE® , 1T
o

- 28 -EEERSSR I ELRGEEIRES , MRS THRERN IAM AG5IRFERRSHEX
AENEECHEENAE,

* 1@@ mage Builder APl — #£CreatelmageREERF , BRSHEXACHKELECNEENAREE
HexecutionRoleS#HE,

EHATHRNMAERSAR , S H (Amazon Identity and Access Management A F#5/) HHI 6l
BAELME Amazon BRSEEIRER

X B G EREE THERE

REIEREHVENLEYT Amazon, YEERGEEFFEAREIERESIUE R HERGN , &7
LLUEREMFANTEE TEREN Amazon BIREEZHF (ARN). Amazon IRHEENANT MEMERMN &
A, BREEE TERBIRIHMGTIER , S HE Owner = Amazon ( #2#l& ) L#1T
ik

Bl| i AR5 TAER

£ Image Builder 4| ARG THERIIRTE L , LA LEREUERE ARG R HBREG THERE
RIIR , URARXER RN —EXBIFMEE ., BIETLLTE Image Builder APl F{EH S EIRME
SDKs , 2i# Amazon CLI &8 K/~ B 5| H B 6 TERRE.
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FBAIEAUTAZEZ S HERERER T ENRETERETIR. X AP B1E , HZH | EC2
mage Builder APl ZZListWorkflows ), BXxXEH SDKiER , BZHR—TNEH LN S ESH%
%

BOLATFIE LT IEAE S ML E RIIR, Hl0 , MMREEZH A X Own er = Amazon #H1TTFIE |
N5 TR FHXE R Amazon F£E TERRE.

- TER

. B

- REE

Console

ITERFHAEFR

Image Builder ZHI & PG TERIZRTE LN FAESESEATHE :

« TR -BRBTERERFZFRANBEF. £ Image Builder #Z#|& % | THERINGEED THER
HHERTH,

o MRAR - UG TERE R R IR

o KB _THERER . BUILD 5 TEST,

- IEE - THERRRNEE,

- 812 B8 - Image Builder 8|2 & # iR G TR G IRA B BRI AT,

« ARN — HBIIRABRG TERERE Amazon BIREEF (ARN ) .

5l R & TER
ZE £ Image Builder BHI AP I EHRETERETIR , BRITUTIER -

1. $TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o
2. MNEMmBEHKF , EFREGITER.

Tk R

ERETHERFIRAEL , BUTURRGENRETERRMIEER. UTHRERFTRTRET
ER -

P HBRGTER 389
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Workflow

B AT RSO TERBMARBLMER. RMUANEIRPERAEIER.

Version

R LU A TR SIS RS LR E R, BRIANEFIRPERABERE

Type

BU DR THERRERITHIE , BT UERMBERE., RUNEIIRPERAA THERRKE,
« BUILD

o i

Owner

HEMNBREFEREMBEEMERME , Image Builder £ & RIEMK - F R & TR B FE 5K
BRBMFIRFIERFMBEURER. MARNERIRPNEHAEE

« Amazon Web Services Il — I8 THERTRHNIK,
« Amazon - Amazon HIEFEEN THERER.
Amazon CLI

EHiE{Tlist-workflowsis 58 Amazon CLI , B[R BB S HAEREFRINEG IERES
=

AT 8 5 R BLER T A8 A A IR L SR 89 list-workflows 5% 3 i A ARG R AR
Image Builder BRG T/EFR &R o

Bl BIHPTERG TR
aws imagebuilder list-workflows
B

{

"workflowVersionList": [

B B TR 390
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AR
{
"name": "example-test-workflow",
"dateCreated": "2023-11-21T22:53:14.3477",
"version": "1.0.0",

"owner": "111122223333",
Iltypell: "TEST",

arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/test/example-test-
workflow/1.0.0"
},
{
"name": "example-build-workflow",
"dateCreated": "2023-11-20T12:26:10.4257",
"version": "1.0.0",

"owner": "111122223333",
"type": "BUILD",
"arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/example-
build-workflow/1.0.0"
}
]
}

1Z1T list-workflows S Bt |, ATLAN FATFIEESSRELE R , MU T RAIFTR. BXRMATFIEERNE
ZER , E2H (Amazon CLI Command Reference) H# list-workflows #5$ o

ROl MR TAERAYIRIE KM
aws imagebuilder list-workflows --filters name="type",6values="BUILD"
i

{
"workflowVersionList": [
{
"name": "example-build-workflow",
"dateCreated": "2023-11-20T12:26:10.42572",
"version": "1.0.0",
"owner": "111122223333",
"type": "BUILD",
"arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/example-
build-workflow/1.0.0"
}
]
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}

SIZME TER

BIZBRGTERN , BRI UEFibEH G ETE, ERLUIEE Image Builder #3% F iz B R BE
T IER. BRETTUEEEFREZAUNZEIERER. ETHBEXIERERNENESZEELR ,
&2 ®Image Builder F R IR MZHAEE,

FNFBREQE | B LEE—IMIEMBRIERAR— MRS MNNRNMBRIER. BEEX , BEET
U B fE Nt R, B ET/EREAN YAML EX XA EE T/ERMITHIRE, Bx
YAML B ZENEZER |, BSRGIE YAML T/ER X,

BXVUEBFHWEIN A TERNLR , FERSENECANITEMETEREDF,
Amazon Web Services Management Console
BT LR BB LA T S BRTE Image Builder 2% & 812 T/ER.

1. #TFF EC2 Image Builder ##|& , Mk https://console.aws.amazon.com/imagebuilder/,
2. MEMBERKF , EFERGEIER. KREFEREKFBESIENFRNRETERIIE.

(@ Note

BB AR ESRFPEEF Image Builder AT HEIAT/ER. H Amazon EEH TERE
Ro EEEXET/ERNIFMAEE , AJ LLE R THEREERE,

3. ECIEFMIER , FEARCEREGTHER, LREFSETBRETHERTE

4. RAFIEREEFAEE. ECBRMEIER , BEARRETNBHILNEEET, E4I2MNE
TER , BB R A TRERMHL AN RIE I, Image Builder 2B i TUHE R ER TR, WEM
M TR E H S BREMER,

EMN
“BAHS2RERAT TERBRNRE , flHEHAELR. “ERRETEUTHR

- METHEREN (L4F ) - RETERNEN. ZBEHREENKSPLARKE -, BUK
ETEY 128 N7, ARFHELRBFH. HFE. 28K, - M

o BRA (XF ) - EREMN TERERNIE XM ( major.minor.patch ) o
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R (AE ) - AJLLUEERM R TERBINER,

« KMS 4 ( Akt ) - BUNEAFEFREZANBRIERRER. AXESZER , F5H £4
EFRERHAMZRE TR,

TE ST
YAML TERNEBETERNIBRE.,
F a6

- EFRER Image Builder BRINERERN THERMEE | BEBRMNERT HIET, 2SERINE
ELET, MERFIRPEREFRANERE , SFEERNERTFHRIABEEESEFT
ERNBEHNANEF , BOUEEPHITER,

« ENLFRENLTERIS , HEFEMNLFTFHET, MBRESENRTPER KNP —L
EEBDHEEBLR |, LLEEBIEA T,

WEW&E%BE /\W‘Vf“ ER YAML X ELEHEIR. BXUMEIE YAML TERX
BHESZER , F2R0E YAML T/EHRXRY,

5. ERIERE ,éﬁ%%ﬂu5%£§§EE%¢?£$E§$ﬁﬁ§ﬁiE] , BERFEETER,

Amazon CLI

EHI=E{Tcreate-workflow#i $ 2 81 Amazon CLI , AR E TERERMEERERN YAML XA,
BXEZELR |, BSHE 62 YAML TERIH,

AT RBIER T tn{alfE A create-workflow Amazon CLI fs S 8lEMEB IR, --data SHEE
YAML XX#  EFE3EREIE2N TERNEEERE,

R BB TR

aws imagebuilder create-workflow --name example-build-workflow --semantic-
version 1.0.0 --type BUILD --data file://example-build-workflow.yml

i

{
"workflowBuildVersionArn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/
build/example-build-workflow/1.0.0/1",
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"clientToken": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222"
}

AT RBIER T tn{alfE A create-workflow Amazon CLI #5812 NiX TR, --data SHEE
YAML X#4 , EF S80I EN TERNBERE.,

A BRI TR

aws imagebuilder create-workflow --name example-test-workflow --semantic-
version 1.0.0 --type TEST --data file://example-test-workflow.yml

i

{
"workflowBuildVersionArn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/

test/example-test-workflow/1.0.0/1",
"clientToken": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222"

}

213 YAML TR

YAML #XNE XX AREMESEAHEFNN SN REERA. MEMNTERSR, BN ER
BT ROERITE , A UMNLFBRENLECHIER. BB ERABRERNLTTS , BALBE
N TERUBREHNER,

YAML TEGR XM &

Image Builder A FH TG EFMN A IRIEN YAML TERIXEHEHIT,

« TERIXHERIR
- TERXERASH
« TERIXEIR
« TR

T EFR X HPRIR

XT.I-I#/JILJE?THE *-F-L/\o tiB —.“’)\@ J’)\—FE'H:-O
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RAriEmE

FER

=L

description

schemaVersion

=~

HiR et
TR o FRE
AR FH

MHERMRA , S5 FHS

7 1.00

name: sample-test-image

ol

i

description: Workflow for a sample image, with extra configuration options exposed
through workflow parameters.

schemaVersion:

THERXERASH

TERXENZX—H2ELTRARSAUEENRASE. IREXEEASH , NAILLERILE D
MREBREET S8, W SHALEEUTEML,

FE HiR il WNTE #HR
B SHHEF. FRIH =
description SHHER, FRFE B
ZRIAE MREREMHE , ERSHHEEX &
NWRZSHEHEBR B,
NE, MRS
ENXHFRTER
YAML TR A 395



EC2 Image Builder

RAriEmE

FEB U i T 43R
NME , WE1ThRY
FEZSHE,
type SRR BIRR F I ER = SRR BIERE
B, MRSHE PR ATRE
YR AEHE z—:
S eSS
?A%ﬁwﬁﬂiﬁﬁ .
B PR FR Ry AF &R
. integer
boolean
stringlList
R~

TR FIEES T,

parameters:
- name: waitForActionAtEnd
type: boolean
default: true
description: "Wait for an external action at the end of the workflow"

EIERMERERASRE,

$.parameters.waitForActionAtEnd

THERXEDS R

NIEREERS 15 N SREE. PRERITFERNEPELNIRFZIT. WRAW , FEHEREIR
FE{TER , NABB S ETRITIE , REREFT NS R,

BT REAILUSI AEMALENSRIBMENMH, XMNEENEIH, EoIA—SHRENREL |, TTUE
FA JSONPath &858, fl0 :

YAML THERXAEH &4 396
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$.stepOutputs.step-name.output-name

BXEZEE , B ELERXEPERAISEE,

@ Note
RESRAFFZAREEY , ESREFENEMHEBIESEZLS R stepOutput Ho

BT REBAUTEUATEM.

FER iR i NEE RIAE AL
action LS BRINITH  FRS = M2 Image
TERBRE. Builder T4k
MXEZFN
SRBRE,
if , BR— ZUEANE FH = Image Builder
HigH if 12 HIRRIRE XEFUT &4
BERNERMEE  AMEIIER BAER I
A, SR EMS EE RIS
o =
PR FHH
1EIAF
if, and, or. not
DERFMHBE
E—47L8
THEE.

BREzE&

#F : booleanEq
uals . numberEq
als . numberGre
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RAriEmE

FE

description

inputs

=L

SIRER

aELREE
BITFENS
Wo &AL
REEENF
SE, BHAH
ER AT AT
IEHfERE
#y JSONPath

TEREE.

HIRE B o
TR
A, bR RRs
MERME—
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)

Ui

\
/|

SES

SES

7|

fm

fm

4R

aterThan . numb
aterThanE
quals . numberL
sThan |, numberL
sThanEqua

ls . stringEqu
als o

TRERZ
FRH, WA
g8, REL
WA 1-1024
NFR.

KEXANT
3-128 NEHF
ZIE,

AeEFE
HF PR
_o TEEEE
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i o
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RAriEmE

FE

onFailure

BESRRW
B EITHVER
&, WRFR

o

/,—

17T

A

Abort - %
BREM , T
ERAM ,
HEREXMK
(e P
FEITEMA
HRDREK,
MRBEAT
ENR , MM
KW S R
FEREDR ,
—EH&E
ARFELNRE
FiE S BRE
BRI Lk

Continue
- FREK

W, Bk
W SER 2
JEMEIEIT
HRISRK.
EX T ER
T, ~a#
TEDR,

AIAE

Abort

4R

Abort |
Continue
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RAriEmE

FE DU il 4

rollbackE REXEHE HRE B
nabled R EERZ

FSE;, BAL

FERABRSHR

EER: % ki

RENES

JSONPath 3£

=
o

timeoutSe EXAMAMER EH
conds (MRERE
A) z2adR
BEITH B KA
B ( AR g

i),

7|

=~

steps:

- name: LaunchTestInstance
action: LaunchInstance
onFailure: Abort
inputs:

waitFor: "ssmAgent"

- name: ApplyTestComponents
action: ExecuteComponents
onFailure: Abort
inputs:

AIAE

true

BURT RS ER
2ETE LR
NME (WRE
A)o

instanceld.$: "$.stepOutputs.LaunchTestInstance.instanceId"

- name: TerminateTestInstance
action: Terminatelnstance
onFailure: Continue
inputs:

EES

true |
false

| & AT
NEHRHY
JSONPath &

=
Eo

AfE T
1-86400 ¥z
B (&K 24
NE )

YAML TSR
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instanceld.$: "$.stepOutputs.LaunchTestInstance.instancelId"

- name: WaitForActionAtEnd
action: WaitForAction
if:
booleanEquals: true
value: "$.parameters.waitForActionAtEnd"

TEFR X it

ENTHERNEGE, SMNEEHBE—MNRBEY , TEERENENIE, ZUUEAREESITNSH
BEIERTUERNEE, 22 EN,

BELNBM M AHEBTSUATELE,

FER iR el %
=L MEHNEN. LB  FHS =
EEEESHNIER

AR E A ME— 1,

=l RMEHNE. FEEN FRE
EALURISEE ,
Bl an S ERIRAE Y S
B'Cﬁ: BEXEZER
S EITHERX
*‘él":FﬁFﬁﬁJ?ﬁS}':Eo

i

=Bl
f£H createProdImage ZTRAV S TR 8 TR ER 5 HARE 1D,

outputs:
- name: 'outputImageld'
value: '$.stepOutputs.createProdImage.imageld’

BSET - NMNIERPHI/ERBH.
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$.workflowOutputs.outputImageld

TEREXEIFNSRIRE
AFTEMNE T Image Builder M S BRIZIE,
AR EANARE

AMI

I 5 b AL BR AR AR
ARN

Amazon &REFr

XEFARE

» BootstraplnstanceForContainer

* CollectimageMetadata

+ CollectimageScanFindings

» Createlmage

» ExecuteComponents

* Launchlnstance

* RunCommand

* RunSysPrep

* Sanitizelnstance

* Terminatelnstance

* WaitForAction

BootstraplnstanceForContainer

WSRBEESTRSMARS|SKH , UREERZITESEIER. Image Builder £/ Systems
Manager APl H1#y sendCommand RiZ{TIHIZA, BXREZELE , 2 Amazon Systems Manager
Run Command,
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® Note

5| SHAR &% % Amazon CLI 1 Docker ‘@ , ©11:=2 Image Builder K Zh#3% Docker B &3 £
REH, MRRTELTSRIRE , REWETES KK,

AINERT : 60 249
R WP REBEEXBEER,
A TRESUSRBEEIZFN@A

wWMAB HiR i HE 2RIA HR
instanceld E5|SHEH  FHREH = XA
1D, bt TAEFR =
0 TERS R
A %A H SE 1
ID,

A TRESWHSREENRE L,

LTl e iRk il
runCommandld ERB Liz17E| S HIA FRFE

#) Systems Manager
sendCommand #9 ID,

L7 M Systems Manager FRFE
sendCommand iR B f IR 7o

output M Systems Manager FRIH
sendCommand & [ #9 i H o

R~

EITERMERIEESREE.
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- name: ContainerBootstrapStep
action: BootstrapInstanceForContainer
onFailure: Abort
inputs:
instancelId.$: $.stepOutputs.LaunchStep.instanceld

EIERMNETERSRIEFEEN R L,

$.stepOutputs.ContainerBootstrapStep.status

CollectimageMetadata
SRR ENTHETERE N,

EC2 Image Builder EEF31#9 EC2 3=l £i21T Amazon Systems Manager ( Systems Manager ) 1%
| QAN ERIRE. Image Builder £/ Systems Manager /5% , AREEHEM RERN
KEINEMER. ZEEITFERERS (OS) BMMRAE , URBERSEREN G TR EME M MRAH
EIES

(® Note
WS BRIRESCER T 2IZ20E & AMIs,

BRIAHERT : 30 204
[ER : Image Builder 2 EIRTE L Z TR OIZMFTE Systems Manager &R

A TRESUSRREEIIZFN@A

MABN iR gl HEE Rk YR
instanceld NMATHIEE FHAH = XA B
B L TERME
£l SEHIE TER
S IRAY B 32
%l 1D,

B TRESWHSRBMENRE D,

SETRIRE 404
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BB iR EFil]

osVersion MHEEHIWMENIRERER FrFE
MF RS,

associationld AT EEWER Systems FrFE

Manager ><Bx ID,

=~
HTERMXERIEESREE.

- name: CollectMetadataStep
action: CollectImageMetadata
onFailure: Abort
inputs:
instanceld: $.stepOutputs.LaunchStep.instanceld

EIERMNERERASREFENR L.,

$.stepOutputs.CollectMetadataStep.osVersion

CollectimageScanFindings

MBEHNIKFBEA T Amazon Inspector , HEEHWEERZ A 7THRERE | ML RZEESWE
Amazon Inspector jJ,uxm/mﬂﬁ%ﬁﬂ$ﬁiE’Jﬂﬂf%?ﬂiﬂaﬂﬁiv:fﬂo S RIBETERTHEIER.

FRINERT : 120 2 #
ER WP REBEEXBEER,
A TRESWUTRBEFHE A

WMABT iR e i WE ZRIA YR

instanceld EHLEETH F&S = XA B
Y SE I Y It TEFR KA
IDo N ITERDRER
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BWMABW HiR KA WHEE RIA AL
A %4 HH SE 1
ID,
wd o TROSWUTRRENRE T,
BHEER iR 3l
runCommandld BITHAUKRERER FrFE
K Systems Manager
sendCommand ¥ 1D,
RS M Systems Manager FrFE
sendCommand iR Bl IR Z .
output M Systems Manager FRE

sendCommand REI##H H.

R~
EITERMEREESREE.

- name: CollectFindingsStep
action: CollectImageScanFindings
onFailure: Abort
inputs:
instanceId.$: $.stepOutputs.LaunchStep.instanceld

EIERMERERSRIZFEEN B L,

$.stepOutputs.CollectFindingsStep.status

Createlmage

W BRIEVEMEH Amazon EC2 CreateImage APl NIETEIZITHISKBICI R %, ECIBLREF , T,
BESBESFEHTES , UMRIRRREERIEBHRS , RAEBREFERE,

AIAHEET : 720 5%
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EIR : WHEREEZBER,

A TRESUSRREIFH@A.

WMABM iR A WEE ZRIA YR
instanceld ENFOEYN FHEH = WS BRIT A
BRSH SE B, B, s
i 1D #93=
15 A IR F
running A
<

7ho0

AW TRESWHSREENE D,

Mk
E

B iR
imageld Fir e 2R & # AMI ID,

4
&
1

T~
EITERXEFIEES RIREF,

- name: CreateImageFromInstance
action: CreateImage
onFailure: Abort
inputs:
instanceld.$: "i-1234567890abcdef@"

EIERMERERSRIEFEENEE,

$.stepOutputs.CreateImageFromInstance.imageld

ExecuteComponents

LS RBELSITRAP N U EENENRGREENANY, WETHEREQESS LTHRAN,
At TR N 3L 6 E5Z 17 iR A 4,
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Image Builder £ Systems Manager APl 1y sendCommand Kiz1T4A#H. BXEZER , H5H
Amazon Systems Manager Run Command,

BINERT : 720 D4
R WP REBEEXBEER,

WA TRESUSRBEIZFNREA.

WMABR iR A WEE 2RI YR
instanceld HAHURNEHEHLE FHH = X AR B B
E1THYSEBIH b TAERSEHI
ID, N ITERDER
A9 %A HH SE I
ID,

A TRESUSRRFENRE L,

BB HiR it
runCommandld EXR6 LETAHEH Systems F/FE
Manager sendCommand &Y
ID,
RS M Systems Manager FrEE

sendCommand iR B IR 2o

output M Systems Manager FRE
sendCommand R B #9 % H o

=~

EITERMERIEESREE.

- name: ExecComponentsStep
action: ExecuteComponents

SRRIRE 408
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onFailure: Abort
inputs:
instanceld: $.stepOutputs.LaunchStep.instanceld

EIERMNERERASREFENR L.

$.stepOutputs.ExecComponentsStep.status

Launchlnstance

WL RIRENELRNFRZ—NEH , Amazon Web Services Ik H & 1F Systems Manager KB
ZEF EET, AEBRET —SBE. BIREEASENREENE S MEMZERERRFN
®E, i, ERHNEAREREEMRREE. WEEESIMEHIHES ID,

waitFor IASEEBEFESBTERERNEZH,
ERIAHET : 60 94

EBiR : N THEXRS , BR2PTEEEMREREERRPEENRE. MANBRLT , WRBRELIEX
W, MeLIEMESEH, ER , EMREEEFRE —MRE , A TREWEXGIARTHRED R,

A TRESUSREEIZFN@A

BMABM EiR i) N 2RIA AL
imageldOv ATFREzx6 FHH B PR ER OB =R 4y
erride W& & B EME AMIID
A
MR ER - M
FAEE BN B
AMI
instanceT Image Builder FHF&HFIK B EENERMIE SIARBRN
ypesOverride &ZiRFIRF HEEFEE KFIER
Y F5 i SE 512 Y SEfI S B
B EIRE
FX 2 J3 3 B 3B
B3

SRRIRE 409
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RAriEmE

BWMABW iR 3 NE
waitFor EXZRIER FH= 2
BERHHA
T—FZ2aE
EEFENERN

A TRESWHSRRENE L,

B R
instanceld P EER R ER N A
5l

HIERMERIEESREE.

- name: LaunchStep
action: LaunchInstance
onFailure: Abort
inputs:

waitFor: ssmAgent

EIERMERERASREENR L.

$.stepOutputs.LaunchStep.instanceld

RunCommand

AN HR
Image
Builder X 1%
ssmAgent,

RE

FRFE

WS RBENEHNITERZSITH S X, Image BU|Ider {"EFH Systems Manager API| F1#Y
T

1 ap %I*éo E*E%L:um\ ’

sendCommand kR &1z
Command,

ZRIERET ;12 /A
BR : WP RBREKEER R,
WA TRESUTRBEFNBR A

HZ# Amazon Systems Manager Run

HPRIRAE

410
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RAriEmE

A B

instanceld

documentN
ame

documentV
ersion

A TRESHSREENE D,

i HH B PR

runCommandid

R~

DU

EHEHLET
T XASE 3K
HI8y 1D,

EEZTH
Systems
Manager @i
TXHENA
Mo

e XIPTE
MRS
BEXHIE,
EETH®S

MASRRAS

dictionar
y<string,
list<string>>

FRER

DU

fim

S

7|

LB L TS XA
# Systems Manager
sendCommand #9 ID,

M Systems Manager
sendCommand 1R ElfY IR 7S

M Systems Manager
sendCommand IR E# % H o

Shik L5
XUAREH
W T A3
0 TR R
19 8 1 SR
IDo

$DEFAULT

=30

P

PR

FRRFIE

SRR
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TR IEESREE.

- name: RunCommandDoc
action: RunCommand
onFailure: Abort
inputs:
documentName: SampleDocument
parameters:
osPlatform:
- "linux"
instancelId.$: $.stepOutputs.LaunchStep.instanceld

EIERMNERERSRIEFEEN R L,

$.stepOutputs.RunCommandDoc.status

RunSysPrep

WEBRIRIEMFEH Systems Manager APl ##9 sendCommand 3 Windows SE#iz1T AWSEC2-
RunSysprep X8 , RENREBXAMELH, XLBREERFTRICFFERBGR Amazon B HRESE
%

BINERT : 60 249
R WP REBEEXBEER,

WA TRESUSRBEFNRA,

WMABWN iR il NE ZRIA AES

instanceld EREHELZET FHEHE = XMAMRED
AWSEC2-Ru L THERESHI
nSysprep N TERS R
X RS SE Y By 5 H SE
ID, ID,

A TRESUSRRFENA L,
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WHER iR i
runCommandld ERHI Li=1T AWSEC2-Ru FRFE

nSysprep X#HHY Systems
Manager sendCommand &Y
ID,

R M Systems Manager PR
sendCommand 1R Bl fY IR 7S

output M Systems Manager FrFE
sendCommand & B #9 % H

=l
ETERXEFIEES RIREF

- name: RunSysprep
action: RunSysPrep
onFailure: Abort
inputs:
instanceld.$: $.stepOutputs.LaunchStep.instanceld

EIERMNEREASRIZFEEN B L,

$.stepOutputs.RunSysprep.status

Sanitizelnstance

HRESRLZITERT Linux ZOINEEFEMAR , RENREXAWEIH, FEMATHIER
RARBEBLZ L HRESREK , ARBRTRNELIRBHVEERGRRE, BXHNANESEE , BS
AREENREHRITEE, ETRBETERTARRE.

Image Builder £ Systems Manager AP| H#J sendCommand RZTItHAR, EXEZEL , H5
%] Amazon Systems Manager Run Command.

BINERT : 60 249
ER WP REBEEXBEER,
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RAriEmE

A TRESUSREEIZFN@A

WABT iR el WE
instanceld EEEWNRH FRFH =
# ID,
W TRESHTRBENREH,
wWHE iR
runCommandid EXG| EBTEERA

#) Systems Manager

sendCommand 8 1D,

VAT M Systems Manager

sendCommand R B IR A,

output M Systems Manager

sendCommand R EI# % .

Bl
HTERMXERIEESREE.

- name: SanitizeStep
action: Sanitizelnstance
onFailure: Abort
inputs:

instanceld: $.stepOutputs.LaunchStep.instanceld

HITERMXEREASRIBFEEN R T,

$.stepOutputs.SanitizeStep.status

2RIA EES
XA BB
It TGRSR B
B TR IR
B a1 Hi SR A
IDo

RE

FRE

FRE

FRE

SRR

414



EC2 Image Builder

RAriEmE

Terminatelnstance

e S BRIRMECE R AE Dy B A 42 ARYSES) id L 1ESEHI,
BRINEEET : 30 H4

EIR WP REBEEXBEER,

A TRESUSRREIFN@A

WMABH iR E¥ii]|
instanceld BLRIEWRH FHFH
B 1D,

A S RRMERERL,
Bl

K ILERXEFIEES RIRE,

- name: TerminateInstance
action: TerminatelInstance
onFailure: Continue
inputs:
instanceld.$: i-1234567890abcdef@

WaitForAction

AN

£9R

WP RBELCEFERZTWIER , HEFEWK B Image Builder SendWorkflowStepAction API
BRENNIIRE, Jttfﬂ%%ﬁﬁﬁlﬂﬂﬁn B REVT EventBridge EH X EE M BRI EventBridge 4 5.
#XEC2 Image Builder Workflow Step Waiting. HIREIZft SNS B ARN , LS BRIET L

KI%E SNS EH,
BINER - 3K
ER WP REBEEXBERR,
WA TRESWUIRBEFHE A

SRR
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AR PO el s ARIA 4R

snsTopicArn  AJ3%&E#Y SNS FrFE B
FEZ ARN ,
BTFEIER
SR F 54k
BRAREE
RIEBEH,

A TRESHSREENR L,

BB iR - 3it]
action SendWorkflowStepAction APl Zf£f& ( RESUME = STOP )

BB B R R,

reason RERENERER, FRER

Bl

HITERMERIEESREE.

- name: SendEventAndWait
action: WaitForAction
onFailure: Abort
inputs:
snsTopicArn: arn:aws:sns:us-west-2:111122223333:ExampleTopic

ETERMEPERASRIZFEENR T,
$.stepOutputs.SendEventAndWait.reason

EIERXEPERADSEE

BALUETERNEPEASISETERRTRECEIRPESITHERETLNE, ISEEERT
NEAHE AR REEBNEET QB JSONPath 127,
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JSONPath IS TERETEL Y

$.<document structure>.[<step name>.]<variable name>

B G) ZENE-NMNTIRREIERELEN , HlI0 stepOutputs , R ZE Image Builder REZE
2, xR 1mageBu1ldero AR 5IREE X JSONPath B9 TER SRS =

MHRERT R

S - THERSH

« stepOutputs — [& — TR R EAN S BRIV H

« workflowOutputs — E121T #9 TR TR 89 i

« imagebuilder — Image Builder RGEE

parameters M stepOutputs XEEMTRBRELIREVNTET R, X THEAMESRY
TEAVRIME— M,

FWRE— 1T R JSONPath 2BFHREEN A , fllinstancelds

BT REATLUEAIXLE JSONPath ZISZE5| REA LS RIBENR . X BINEENEIA,
Eo|FAANSRIRENAL , IUERNTHSEE.

$.stepOutputs.step-name.output-name

HMASHE| AHSTER , KFRFEEETRAT (. $) WNRISHBMHRE , WA TR R

=~

- name: ApplyTestComponents
action: ExecuteComponents
onFailure: Abort
inputs:
instanceId.$: "$.stepOutputs.LaunchTestInstance.instanceId"

£/ Image Builder R&EE

Image Builder BRIt T AT AIEIERXEHFFEANREEE :
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RAriEmE

cloudWatchLog&4H

cloudWatchLogE #%

collectimageMetadata

collectimageScanii&
g8

imageBuildNumber

imageld

imageName

imageType

imageVersionNumber

iR
# H CloudWatch B
EH B EAN BT

¥ : /aws/imag
ebuilder/
<recipe-name>

# H CloudWatch B
S BE R B

&R Image Builder 2

BUESL B TR FERY
R,

RENIHEE , ZIR
i& fo¥F Image Builder

WERGRHFHREELR
Mo

R RRAE S

EAHBRE&H AMI ID,

BR 5 o

BR{G 5 HHR AL,

BREBIRAES .

WRE

WRE

~IE

/aws/imag

ebuilder/
sampleIma

geRecipe

1.0.0/1

true | false

true | false

ami-12345
67890abcdefl

sampleImage

AMI | Docker

1.0.0
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RAriEmE

LTEBEN

instanceProfileName

platform

s3Logs

securityGroups

sourcelmageARN

subnetld

iR RH
Image Builder A T/E  F&F&
R FM 3=t 2 51 89

SLfBI B i XXM A

£ o

FrZMENIRER FHH

=

— N JSON W& , 2@  JSON X
& Image Builder EA

) S3 BEMEE.,

BTN e HIR [ZRFE]

Bl L 24 IDs .

TERATHERN FRSE
=B ERRY Image

Builder BRI&Z RV

Amazon BREZ R

(ARN ) ,

EEHFEHHEM FHH
M ELHIEFM 1D,

~IE

SampleIma
geBuilder
InstanceP
rofileRole

Linux | Windows |
MacO0S

{'s3Logs": {'s3
BucketName
"sample-bucket ',
'3 "KeyPrefix'}} ib-
logs

[sg-12345
67890abcd

efl, sg-111122
22333344445]

arn: aws: imagebuil
der::: image//us -
east-1 111122223
333 sampleIma

ge 1.0.0/1

Subnet-12
34567890a
bcdefl
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TEEZN ik il ~BIE
terminatelnstanceOn  XREW Y B{E , A8 mRE true | false
xW /~ Image Builder F£%

AR L8 1 KBS
R B SR AR AT HUBE

HEBR

workflowPhase NPT THERMIZIT FRIER Build | Test
ETINES

workingDirectory T/EB MR, FRIR /tmp

EIERIBRAPFEAZHFER

FZHEQU if BAXEEMAL, if BANKRAENNBERZITERR I ZLTRIRE, MR if &
ABMA true , MZLZFIREFZ1T. WRMBHTHA false , Image Builder S ZLZHIREHEH
EHig SKIPPED S BIRS.

if BAXKFOXIEA (and. or ) MEMHEMF (not), HEXFUTLHREZEN , XEEZERFREE
FRLEBRIBIERE ( ZHHHETF ) JITERER (FT. M. KT ).

XENLEREEN

* booleanEquals

* numberEquals

* numberGreaterThan

* numberGreaterThanEquals
* numberLessThan

* numberLessThanEquals

* stringEquals

7 B A A S R RF A
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LTFHMNERTF2XEA (and, or ) MEHEMHRF (not).

« DREAMFRHEHFLMEREREE —1T L
« B XEAMFHEMHRFLIUERER B AN,
« RKFFNAE/T-—MED.
« BN FOXHBMFABET — MR,
BRPFNEZER , BEH FHEFTHRERI,
* BN RBABAELEE-NTFHRAEEY , EFEEL T
o FAEMTFLN N FREFANITERE.

FFEAUFNRERS

FMEAER B PNS MR LRITRE, Fl, if FARMETERXEDSSREHMNRE
ERER—LH, XRRMEEFIREM,

BALEERZENMANFZHETY , BEREFIRAEER—MEM, MEHEMS XIEAD. FHEMHTR
FUEENFHM LB | BNRIGEE—

LTBRERT ZFHEUNRARERD K

base:
parent:
- child (level 2)
- child (level 3)
child (level 4)
if B

if BERZHEIREENXEEN. IRER.
R 5

XRFHEINE-—RBRE. BRINARE-—MEY. WRFIFERD XM , WALLNEEF
BANKFZER. BREFEENFH LR TEAEESKRTE.

“RIMFHEAN FRB. FEVUNESEIXIER, FHEBHTRFAEEER.
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R RER

TR RBIER T R EINHRAR B

if:
and: #first level
- stringEquals: 'my_string' #second level
value: 'my_string'
- and: #also second level
- numberEquals: '1' #third level
value: 1
- not: #also third level
stringEquals: 'second_string' #fourth level
value: "diff_string"
BREMAN

« FROBANDZREMFBLE 3 — MR-
- BMRBIE A
- REALUAEEANR , BREIRFNN—NMEG, BHFREEN , URKFZ=1HMR 5.

A 1E A R
XARGERT RUEBANENAHE,
2% :and

and DX BANEND X FROREIXNVRNITRE  AIEXEREIXNVITELEREBLAN
true, Image Builder BB EREXEFRFHEIVINFITERERN, MREFEAREXWITELER R
false , N{Z AR | ZDFMA false,

BT RBINITELERA true , RAWANRBEANITELE RGN true,

if:
and:
- stringEquals: 'test_string'
value: 'test_string'
- numberEquals: 1
value: 1
P or
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or X FAMENZD X FRHNRERNIIRNITRE , EhEDF - IPREXANVITELERSAN
true., Image Builder BBRAXEINRPHINIMFITERER. MREAREXVITEERHN
true , MELELE | Z9ZFUR true,

B —ANRIERX A false , LT RHAIVITELERDA true.

if:
or:
- stringEquals: 'test_string'
value: 'test_string_not_equal’
- numberEquals: 1
value: 1

FHBMHEF : not
not XU BB EEN T X FRNEZHEA,
3 not BMHAFEE stringEquals RHFEAE , LT REIVITEL RN true,

if:
not:
- stringEquals: 'test_string'
value: 'test_string_not_equal’

%41E4 : booleanEquals
booleanEquals LREZE/AMAREH#TLHER , MEFRETEEE , NRE true.

LT RBIAIEE collectImageScanFindings & E M.

if:
- booleanEquals: true
value: '$.imagebuilder.collectImageScanFindings'

%MH1E 4 : stringEquals

stringEquals LLBIZEFXN AN FHFEHTHR , MEFNFHETEEE , WRE true. RE
h—MEFRRFERHE |, Ml Image Builder ATE LR Z BN H RN ZHFE,

LT RO FERSGZERITT LR , MAE THERREBHE Linux ¥4 LiE1T,

if:
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- stringEquals: 'Linux'
value: '$.imagebuilder.Platform'

%MH1E4 : numberEquals

numberEquals L REEFNAIMRFHITLHER , WRANERFHEE , WIRE true. ELXLBRHIBF
TAUTHERNZ—

- BH

. A

A = —1

« BUTENREXEAMETENFRFS : A-?[0-91+(\.)?[0-9]+%,

T RBILLBRAVITES RGN true,

if:
# Value provider as a number
numberEquals: 1
value: '1'

# Comparison value provided as a string
numberEquals: '1'
value: 1

# Value provided as a string
numberEquals: 1
value: '1'

# Floats are supported
numberEquals: 5.0
value: 5.0

# Negative values are supported
numberEquals: -1
value: -1
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BEAEENEEREE Image Builder FEE B E X G A
2

Image Builder BEE BN IBRMET BELER AMIs IBRB[EHRIEHRT —MNEFLER, EEEM
LA IhEE -

- HERERREG, ATHERMNRNEAS, ERERENERIRE,

- ERARHE@mSFH Schedule builder FEMBZEHEBZLERF REZE , WA cron RiAX ST BR G
HATEHEH,

- REMBEMAGSAESRN , LEESEEURN B3 B iTRIME,

- it Amazon ERAETFTANK B31{t. EventBridge

® Note
BXEA EventBridge API EEREXMNMNEZEE. , S H Amazon EventBridge API
2%, BAXEM EventBridgeeventstn T EE R E XM N Amazon CLI NEZER |, HSH
{Amazon CLI s 52 %) FHEH,

AEN

- JIHAEEEEFE

- BIEREH AMI REEE

- BIENEHRDRRGEEE

« 7 Image Builder B EM G EE TR

- BITREEE

* 7£ Image Builder F{E cron RiER

* 1 Image Builder E&H £/ EventBridge NI

I AEREEFR

JHHAEEEE 425
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https://docs.amazonaws.cn/cli/latest/reference/events/

EC2 Image Builder ArfEm

- FIHRBENEGEE Amazon CLI
- MHIHRENEGE B IEMESE Amazon CLI

KB EGEE Amazon CLI

LA 7R 45115 B 20 4a] 4 A o B9 list-image-pipelines i ¥ %] Amazon CLI HFiEB&EE.

aws imagebuilder list-image-pipelines

MHRIEGREENFHEE Amazon CLI

LA 745115 BA tn{a] 58 F H #Y get-image-pipelineis BB ARN ZRERE X<BBEENFHES. Amazon
CLI

aws imagebuilder get-image-pipeline --image-pipeline-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-pipeline/my-example-pipeline

BIZEMEH AMI G EE

& LAM Image Builder #%|& . &3 Image Builder API S0 {# A Amazon CLIF#Y imagebuilder &5
KIRE, BEMEE AMI BMEBEE, ZAFERAIERGEERFHAERNSRIESETHUTIR

- EEEEFMAEE , SIMER, HRMERFZ,

- EE—NAMI BBES , ERIEREREATH Amazon HEMRGHERR G, SolEH5EHL
EHEGHRZEIIT A Amazon Web Services MarketplaceB &, ZE 5 E 2FE1E Image Builder
FASRFIEMREREY EC2 SEf| EHATUTESHEH -

o VN DNAD A BREX 4
- BESRBRMBA
o BITIEER N

- BEILERALREEEZITHRGHENN LR,

- FRARANRERLECEENRENEEENEMEKREE, ZHEEDERTRENEGXENZA
XN, ZREMMEZRE, BEFEAHEIRRELKR SNS BA,

HATES R, MREZBEECSENEE , Image Builder 2 ABINRE KA EEMIRHE,
« EMDEIRE , FEMNREKIEZR BIR Amazon # XFKF, SO SIEERTMERN KMS 47, &
B AMI HERFAERE |, & AMIs B D RNEE RS ER.

5l Sk BB B E @& Amazon CLI 426
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WHT®RSE, MREEEBCSENEE , Image Builder 2R H AMI BIERIAG B , FH5F AMI
PEEBRXE, EXEEEETEEN X,

BXREARANEEMBEELEHARSNEZEEMN step-by-stepHi2 (WNE ) , FSEHE . B
Image Builder &l & @S EA K H AMI SIZREEE.

AES

« M\HBIE AMI BR{&EIE Amazon CLI
- BEEFEEH AMI REEE

- ME# AMI BIE & Amazon CLI

MARGIZE AMI BR&EE Amazon CLI

BOERASShEIFAEFEEN JSON XH4REIE AMI BREEE |, ZXH1ER Amazon CLIFR create-
image-pipeline T Y Ao

BN EBHWEFTMEGUEHEMMENAHPMESLEEFNNWMEBRRTEMEEN schedule,
£ schedule BEBLUTEM :

« scheduleExpression— & BEEZ TR E TR , AP(L
pipelineExecutionStartCondition HEHERBRMFHBME, ZitXREA cron RIAXEE
M. Bx<U{AI7E Image Builder FiZ&E cron RIAXEANWEZEL |, ESH £ Image Builder F £
A cron &ixH

 pipelineExecutionStartCondition— HBEZLNEEBRENIZTHWE. ERESE !

« EXPRESSION_MATCH_ONLY— &R cron FiAX 5% 5Iat (A LEAT , Pipeline F&E K —MNETAR
5o

« EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE— FRIEEHIERIMGRAHKH
FUHEBENER , BNENEBT LB FHNMREGHE,

£ & fTcreate-image-pipeline@ &8 Amazon CLI , W ZEERREE LN, BR , BERFREXR
HHER , EARRTEENENREGER, AMIEEEZFTEUTER

- BKHE S ARN
- EMiRERE ARN
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1. #IZ CLI %A JSON X

FRAEERANXHRETENE JSON X4 , HASEUTBHAURNEHNINEERNWE. LR
BIEAEZ R create-image-pipeline.json BIXXH :

{

"name": "MyWindows2019Pipeline",

"description": "Builds Windows 2019 Images",

"enhancedImageMetadataEnabled": true,

"imageRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-recipe/2020.12.03",

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 60

1,

"schedule": {

"scheduleExpression": "cron(@ @ * * SUN *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

+
"status": "ENABLED"

(® Note

+ JSON MHBEFLMHMEE file:// F5.

- JSON X#HHEBRENERZTHSHERRERGHENAE, B0, Windows EAR
AT () 51 BB & , M Linux 1 macOS A ERT (/).

2. HERAZCIERNXHENRA , EBTUATHT,

aws imagebuilder create-image-pipeline --cli-input-json file://create-image-
pipeline.json
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BENEHEEEHR AMI REEE
7 AMI B 612 Image Builder BHEEE S , A BAM Image Builder #2I& F U E AR el & F 2 E

RIiE,

EFRAFNREGE S EHREGEE XA Amazon CLl, BEXxXEZER | HSENIERPHMNER
AMI B&EE Amazon CLl,

BRI A Image Builder &

1. $TF EC2 Image Builder ##l& , Mk https://console.aws.amazon.com/imagebuilder/o
2. EEFELNKF TRENRGEEIIR , BNEMERPEREREGEE,

(® Note
REEES R SEEE QIR M HIRERXER IR , B) AMI 5 Docker.

3. EEFRMAGESIREBEE , FEAREEAMEE, XRITAEENHAAE.

@ Note
B LLEPEERMBLNE , RREREFFAEE.

BEEFAFES
BEEHAEERNASEUTILY
BE

RENSMH—TOLE TEENRBRARFR  XEFEEITTFEMAFAGEATFREHAR, ATHE
THEFAEEAREESANFEAEEEIF L#THRE,

HHER Em+~

o H ARG B REE & R R

- REEF-ETREAFEAEE. BH—LENTEREE, BYUHME Image Builder 124 & KR
Bl 5 RES A Amazon CLIFH Image Builder B RIEFIRAE H. BEXESZEL , 50 &
Image Builder R EEH 5,

- HiiREEE-ERATEENEEEEMIREN ATREER.
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- PEIRE-ER AMI D EMNREBER,
- EventBridge r ules — M FIEENSEH4 54 , BREX LY EIER EventBridge MM, DIEEEET

EventBridge #2#I A1 “QIEZS4E4" M QAN BE. EXUFEITNEZEERE , BSH £H
EventBridge # N,

REEENEMIRERE
EMEHEEAEUTEASE , SUNIREE R L THE

- EmiREiENER,

- IAM A e 536IE B HxEKR.

« Amazon EiZRH , DIFEEFIKBMBEHNH SNS £/,
« VPC, FMMEL4L4H,

- WEHRIRE , BH/AMETL LSS, ATEENZAN UK AT FESS6 B S TiE S3 FEEA
=18

ENEEFAEENEFEEMREEE , FHITUATIR

1. EEREMREE BRI,
2. MEEFHAESHERNE LAERRE,
3. HERHFRENEMREEEMBHNENRN , BRERRFER.

mEEEN D EIRE
HEREBAFUATHARS  LAUEUREEEH LHTHE :

- o REERHER,
- BOEMREGHXBNXIFRE, XiE 1 RAANECIEEENXE, &0 ERRNXEZRERNE
2 ECRY X, A BAMIBRBR X8 1 2 SNV AR X 8o

XEiR EBE :

- BFRXE

- Bt AMI B

- BIHRRIUAREZ HZNRA K-
o XERUFANE ( XBRFAEELE )
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® Note

License Manager R E RN 7L EW K 7 P 49US AR Amazon Xz & & , a0,
ffap-east-1 (&% ) fime-south-1 ( BH# ) #XZE,

ENEERACGENHFELNTERE , FERUATIRIEE

1. BEEZEREETF.
2. MNSEEAEESERNEG LARRERE.
3. HRFHERFEME A6 ERREFEEXR.

REEERNRITY

IRETENESEUTIHMAER , ST ETERNE#ITRE

- ERBIHBERE. RABERT |, ERLALTIFRS. BREXA , HRKRERERETHIER
EERE,

- BEEBNHRITY, SAUELERENITETNRAERE.

ENEERACENHFELNEE  FREUTSRIEE

1. EEERMAGEERNENEGLS  &EREE AGERFEEE.
2. HEFHEREFEHE 6 EREREFEEXR.

(® Note
BREMA cron REX T NBWENEZE L |, HSH 7£ Image Builder 1 cron FiE .

MEF AMI BEE B Amazon CLI

& LAME R JSON X 4R Amazon CLIF Y update-image-pipeline @5 B3 AR E 3 AMI IR E
B, EBE JSON X , BJHE Amazon BRBF (ARNs) FeES| A TRERR :

MEFHEE Amazon CLI 231



EC2 Image Builder FF g
- EEHNREEE

- REE TS

- EuiRiEEE

- PEIRE

& 7] A2 A P B update-image-pipelinein & E#T AMI BREEIE , Amazon CLI 1A :

(® Note
UpdatelmagePipeline T XX EEH TIERMEH. BUAEERBERPIEERELENE
% MA X R EEXRWE

1. ©IZ CLI %A JSON X4

FERZERNNXHRETIECE JSON XM , HAEEUTEAURNENRREERNE. LR
fIEFA &R create-component. json B304 :

{

"imagePipelineArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-
pipeline/my-example-pipeline",

"imageRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-recipe/2019.12.08",
"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 120

I,

"schedule": {

"scheduleExpression": "cron(® @ * * MON *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

+
"status": "DISABLED"
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® Note

« JSON XHBEFISMEE file:// FH5

« JSON XHHBENMERBZTHTHNELARERSHMENAIE. FlE , Windows £AKR
R () 51 A B RZEE& , M Linux 1 macOS A ERHT (/).

2. ERCIENXHENRA , STUATHT.

aws imagebuilder update-image-pipeline --cli-input-json file://update-image-
pipeline. json

SIENEHNARMEEE

I&ALAE A Image Builder 2 #]4& . Image Builder API 2 Amazon CLIF#Y imagebuilder 5 3K1&
B, RENEEARNEGEE. CIERGEERFAOSRUE TREBNEYG  HESEZBEAUATIR
o MIREATHEERE. Amazon ECR 5 Docker Hub 174 B FP ik % E 6t BR {5 .

o VR DNFDAH BRER 4

- BEXIREFHA

« BITEERIN B

- ERAMEREMNEERNZEESE DockerFile,

- NEGD XF Amazon XiF

BXxERACIEMGEEIRE A B SHNEZE SN step-by-stepHiE , TS HEEHIE : B Image Builder
&4 B S E A Docker 23 58 AR {5 0 22 ARG B8,

P
+ A BIE A SR EE Amazon CLI
. BN ATHEEREEE

. NREHHBSHEE Amazon CLI
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MBI ZE R MG E B Amazon CLI

AU JSON X #4E Amazon CLIF create-image-pipeline S S I ARSI R RS RIGEE

BN EBEWEFTRGUEHEMRENAGPESLEEFRNIMEIRT EFFEEMN schedule,
8 schedule HIEELUTEM :

« scheduleExpression— iR EEEZ/THREITTR] , AT
pipelineExecutionStartCondition A WERBNITHRME, ZITX2EA cron RIXXEE
. BXRUW{ATE Image Builder FiZ & cron RIAXEXMWEZEL , 1821 £ Image Builder F{&
H cron Rk

 pipelineExecutionStartCondition— HBEZLNEEBRENIZTHWE. ERESE !

« EXPRESSION_MATCH_ONLY— X cron RiAR S HBIAT R PEELAY |, Pipeline & &4 K — N ETR
e

« EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE— BRIEEHERMGERAHE
FUEBENER , ENZNEETS B FNWRGHE,

f£ iz {Tcreate-image-pipelinef@ ¥ 8t Amazon CLI , WZEBEERRH 2T LN, ER , BERRELR
HHER  EARRATEENENMRGRE, REREEEFTEUTER :

- ARERBLS ARN
- ERigMEEE ARN

WM RIBIEIZ T create-image-pipeline i TR BESPHMEERR , Nk HMRGEGEEELSTEZTD
WX ARBRE S PIEEN BIRFHEN ECR FEDR, WREBRNEERMT PEEERER , NFHE
RBESBE P RE - NXIGIEEN B IR FHEE,

1. 8% CLI # A JSON 3 #

FEREEANXHRETIESE JSON X , HPEGEUTHHAURN BN ETRNE, R
BIE AN create-image-pipeline.json BIS 4 :

"name": "MyWindows2019Pipeline",

"description": "Builds Windows 2019 Images",

"enhancedImageMetadataEnabled": true,

"containerRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:container-
recipe/my-example-recipe/2020.12.03",
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"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 60

1,

"schedule": {

"scheduleExpression": "cron(@ @ * * SUN *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

+
"status": "ENABLED"

(@ Note

+ JSON MHBEFLMHMEE file:// FB.

- JSON XM EBRENERETHSHERRERGHENAE, B0, Windows AR
AT () 5B B ZE&Z , M Linux 1 macOS A ERT (/).

2. FERGIENXHENRA , STUTHT.

aws imagebuilder create-image-pipeline --cli-input-json file://create-image-
pipeline.json

BEEEH S ERRSEREER

79 Docker B 812 Image Builder B2RMREE BT , &7 LM Image Builder 5l & F St E A% Hefi
BEMDEIRE,

EFAFNASR S ENDERGEEE | XHEH Amazon CLl, BXEZER , BZRAKRERFHMN
FEHARESREIE Amazon CLI,
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%R I AE M Image Builder Docker BMEEE

1. 3TFF EC2 Image Builder ##I#& , Mt A https://console.aws.amazon.com/imagebuilder/,
2. BEFELNKF, TOENMEEEIR , BMNSMERPEZREEE,

(® Note
REEES R SEEE QIR M HIRERXE IR , B) AMI 5 Docker.

3. EEFRMAGESIRBEE , FEAREEAMEE, XRHITAEENHAAE.

® Note
BHEANEREBEMZANE , AREREEFHER.

EEIFHER
EC2 Image Builder EEFERHESTIEA TS :
BE

RERESN —TOLE TEENXRBRARGSE , XEEEEHTEMAFAGRETM RN, ATHE
THFAEERREESANFAGEETF Lt THRE.

HHEE Em+~

o FHEREG-BREE L B HRER

- REES-EREAFHAGE. BH KRBT ERE. BL4TNERE S THEHIZEMRAE S
BXREZER , FSH SIEMRAHN AL,

- EMiRERE-ERATRENREEEMIREN THRERER.

« P EIZE-E R Docker &5 B K A mEEE B

- EventBridge r ules — W FIEEMNSBHEL , ETREX HBIEIEWN EventBridge AN, BiEHEEE
EventBridge 2% &1 “QIES4 L4 M QIEAN" BE, EXUNFEINESEERE , BSH £H
EventBridge #NI,

YREEEEREMIRERE
EiEHRBFUATHARE , CUNEIREERX L THE :
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- EmiR MR E MR,

- IAM A€ 536IE E 3 HxER.

« Amazon ERiZRH , BIFELFIKREMBEHNH SNS E&H,

- VPC., FHMMZ£4,

- BEHRIRE , /AWML KA, BT EERNZAXNURA T 2426 B R % S3 F s
%o

ENEEFAEENEHFEEMRELRE , BHITUATIR

1. EBREMREE BRI+,
2. MEEFHMAESHERNE LAERRE,
3. HEBERFRENEMRBEEMBVENRN  FRERFEFER.

mEEENSEIRE
HERBAFUATHARS  CAUENREEEH L THE :

- BNDEIRENHER,
« BOEREHXEHXHRE, X 1 RANEQBREENXE, S UERFNXEREFNE
2 ECHY X, A SAMIBRBR X 1 2 SNV TR X 8o

Xifig B aE :

- BFREXHE,

o ZIRFBIAN ‘ECR” , BT UIHRE.

- FHEESH-BREEENEH ( A8 Amazon ECR 2B ) . #li | HHE BN FM#ESHEM
TR :

<account-id>.dkr.ecr.<region>.amazonaws.com/<repository-name>

(® Note

NREARFEERN , WABEHESRENRES RMEFHENT. KEEZFC
BONFERGEHNREERERBF#ES.

ENEERACENHFELNTERE , FERUATIRIEE
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1. BRESEREZRTFR,

2. MAEFHMAEESERNE LHERRE,

3. HEBHERFRENIERERMMNENN , BERREFER.

mEEENHEITY
RESENELEUTHARE , CUNECIREE R L ITHE :

REEWEIR,

- WA THERE, RIAMBERT |, &I THTRES, BFEXE |, BERERERE THIER
EERE,

- BEEHHEITY, BUAELTHERENIUTRETIMNAEIRE,

o

ENEEFAEENHREENEE , BFREUATIRRE

1. EEEBFARERRNENAELS  &RRFE A RBEERREEE.,
2. HEBREGREEMNE  LAREREFER.

(® Note
BXBERA cron RERNITXIWENEZER |, BSH £ Image Builder FEH cron {ix=R,

MNP EHRBREBREE Amazon CLI

ATLAfE A JSON X444 Amazon CLIFF update-image-pipeline e S M AR EHBEMEEE, E
BiE JSON X , 49 E Amazon BIRBF (ARNs) FeE| A THEERR -

- EFHNREEE

- BERES

- BEiIRMEEE

- SERE (MRIEELHAMEET )
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® Note
NMREBEFBRERR , WESTHTHXE (XE 1) WoEREFEEN BHREREEN
ECR FEM LR TS TARE L FEEN B IR E®EE.

BRBL T SBER Amazon CLIFEY update-image-pipeline i EH ARMEEE

® Note
UpdatelmagePipeline X FNEBHTEREMEH . BUAEEHFBERPIEEFMELENE
M, MR EERNE M,

1. ©IZ CLI %A JSON X4

EREERANXHREIESE JSON X , HPFEEUATERAURN BN ETRNE, R
BIEF BN create-component.json BISTH :

{

"imagePipelineArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-
pipeline/my-example-pipeline",

"containerRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:container-
recipe/my-example-recipe/2020.12.08",
"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 120

1,

"schedule": {

"scheduleExpression": "cron(@ @ * * MON *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

.
"status": "DISABLED"
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® Note

+ JSON X#BEFTX#MEBE file:// HE.

« JSON XHHBENMERBZTHTHNELARERSHMENAIE. FlE , Windows £AKR
R () 51 A B RZEE& , M Linux 1 macOS A ERHT (/).

2. ERCIENXHENRA , STUATHT.

aws imagebuilder update-image-pipeline --cli-input-json file://update-image-
pipeline. json

£ Image Builder Bt EMGEE TIER

BEREITER , EUURBEEEEENEEEZTHWIERRE , MWENNHREG, EEXHNIERE
Image Builder TERERN L TXHEZET. BXURIERERNENINBENESZER , BSHEE
Image Builder R HY ¥ 22 FN = TR,

MEBIER

MEBI/EREI/ERESREN Build BBRZE1T. RENEEEE—MIEIHER, BT UTE B
oM ESREE SN EE,
s THER

/JrlJ'l_tI{/IEule:l_:IﬂEulbﬂ:%E’J Test Bf\EﬁL‘fTo Esigﬁﬂf;{ﬂg%q -I_All)-"JﬁI{/EIJIbo ZID%R?@EM
BEE , AT LB,

EM/J”'J rtI'ﬂE/JILEIJ/m\lJ 13,48

WA TERENAAPHITENL . HRSAUNEESTTMURIER, BAINRERREBEINFZIT
WHTER  ERENSEITRAURSHUATHER. HETHRBRTEMAELN AL, ATHRE
AT UM E SCNIR THERRY 5 3%

BREEEITER 440



EC2 Image Builder ArfEm

® Note

MREEREFERRIER , RNBWEEE N A2 , TaHE T ZETNE TER
BITHAR. EEFES , S LURMEMERN L TERME , EFEXNERITERERF

Bx 1 —RET N TR

EZR—BIENRTER  £HZAUEETMEHA , SMHATEE - MR TER. Wit4|
BICRERMBEENIRFZE 21T, SRBHEMNRTERERBERFZE -STH—FE %,

% 2 AETZAMNETER

WRIFFERXEE , HELFLERMNSITRURSHNHATHER , WAARELENMNIRAA , AEEPK
ARABENNIH TR, Image Builder AIERE 3 ZEHEA )”'h'\:IﬂEum , FEEMTERTRE R
FHHEMN IR TR, MREWEREZRABRBESITN TR , BLAXE—FXIA BN E,

78 3 BEEE

MRBEETE , HPBLNETERTURENET , M3 —ENNZ—IXET—1 , BLAETUEE
/)nlj'l_tkﬂﬂéﬁ-f)u AE*‘J‘ ZZDHEEE/B"JWLVHE’JHE BE%'JTE—.“*)\j]EL@/_E’J/B]“'l_tIﬂE/)lLE’JEEj(;&E

#2411 & 7 Image Builder BB HiRE TERSI

NFHEIERMNRIER , TERSHENEASFRMEE. AIEREHEEN , EUUEREFEES
MAZEFNR THER. WREIERXEPAMETERENL TS , Ul Image Builder 2 ESHE R
RERXESH, W TFRENSHHIER , ZERLE TFERERS.

ﬁ/l\é}ﬁ%[{ﬂﬂ'\ YRS E LY LUTEM :

£ (FAHE ) - SR EH.
FAGE ) - SHENRRERD,

(
RE (
- E-SBHE., SAURESHENREEENSHE.

biil

}EE Image Builder A FETTERREN IAM RESAER

EEZTRET/ER , Image Builder EERBHITTHERBRENNIR, EAILIEE
AWSServiceRoleForlmageBuilder [RFHEXAE , BTN RFHEIEEECHEENLAE® , ITFAT
o
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- BHE -HEEQSSR I EXRGLIEZYEF , MRS RERN IAM £ &5 R FEFRSHEX
AeElfBECHEELAE,

* |@@ mage Builder APl — f£CreatelmageREERF , HRFHEXACHLECNBEENARETE
HNexecutionRoleSH{E,

EiFATHEMANERS AR |, 2 Amazon Identity and Access Management B P iR Y612 A
L0 [E Amazon RS ZERXER.

EITRGEE

MRENEBERT FHIUKNGER , WRBEELFHEINENES 2151T. MREERT ﬁiibiﬂi']ii
Biz— , WEAREERU ST ZRAFHETEE. HlU, MRENEERERAET X, BFE
HEE-RBITHEABNEFR -—MAGRITER , WAILLERFHEITEE

Console

EM Image Builder #H AN EEFMAEENEHIEZET , BN E NP IRER L PIRFET
B, 2ETHARPETR—FRSER , BREEE F‘TJJJ?. BEEHEIR.

1. HEERAGERENENELS  GREFE , RAEERREEE
2. EEBMERHBREIETRIVRS TR EEEER M PRS,

Amazon CLI

LAR 7RI BR T Z0fAI7E Amazon CLI I start-image-pipeline-execution 885 F oI BB BRE
B, BTG , BEESWE D EHRES,

aws imagebuilder start-image-pipeline-execution --image-pipeline-arn
arn:aws:imagebuilder:us-west-2:111122223333:image-pipeline/my-example-pipeline

EERESTEREENQBRNAR , FSHALIEN TR,

£ Image Builder H £/ cron T®ix=

£ A EC2 Image Builder ¥ cron RAXFKZERBIE D , FHAERTEEEMBGIA 4N EFHKR
FRG, EERIFAEEEOMEE cron REARXNPIREWETFE. BT LE cron RiAR PFatEE
BADH. FNEENETUEFBNBERZEET,.

ETEE 442


https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_CreateImage.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/start-image-pipeline-execution.html

EC2 Image Builder ArfEm

AR AREFER/LDHHE — 2 e EWES T HETT,

® Note

BINBERT |, Cron REXNFEABAMARE (UTC) X , RELBALBEEENKX. BX
UTC AN EZFERUAREEREAMENXNREE , TSR XEE-23KIK,

BH/BEKEET Cron RIERXNXENE

EC2 Image Builder EF R AN HIEF AR cron 18X, BNFREA - M EREHMBTFRRET ,
RARSHEREER

<Minute> <Hour> <Day> <Month> <Day of the week> <Year>

TRIETHEM cron FBXENE,

Cron RIEXXIFHE

FE (] BEA

pali 0-59 , =5

2Ny} 0-23 -

X 1-31 , - *?2 /LW
Month 1-12 = jan-dec , - * /

— 284K AT, 1-7 = sun-sat , - *?2 L #
Year 1970-2199 , - */
BEN

T &R Image Builder ZAJ7E cron RIAX P FEABHRA. FHicE , ELEENNENREZE , &%
ARERE— D H TR RIE,

BBAEMREP Cron RBXZFHHE 443
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RAriEmE

Cron RiEX ZIFH BB AF

BEARF

i

i

,(ES ) BEFESHME. EFERP,
jan,feb,mar @& January, February
March,

- (TS ) BESATEETEE. £B"F&
F o, 1-151-15 FHEEEEAHBK 1-15 B,

(EF ) BEFeERFRNERRE.

? (5 ) BREAATEEFRERRTHMIR
B, X T HHM Day-of-weekFE , HigE—
N BEFMBEAENE (*) i, B—MSIR a
7., TREEIRIEERME. il , WREE B F
BR7PHA a( EHANELXETHE) , I
% Day-of-week(U EXMNBE

[ (IERHL ) BEATEESRE, fiw, MR
BREBR-—RETHE  FEB"FRPIEA
*/20

F—B"FERYHN L BESIEERRE—
X 2831 KRRAMWRE—X , EA4EURT
A, REEFPHR-—AFNERRE—K.

Day-of-month FERHH W BE /A TEEILE
Ho. f£i% Day-of-month=E/ , tRETE 2 &l

BMA—NEZFW, MR REEGFEEZRHNI
EBER BiR. Bl , MREIEE 3w, MFE

EHHEEREEZAE=XRNIEHEZET,

# (hash) RAFHATEHUFE , HEEELS
MBE—NMTF 185 2ENBF. ZBFEE
THERAGHWLAZTESTHE, il , MR
BHEBEBNMNANE-NERREITHE , BE
A fri#2 AT EH/V"FR.

BBAEMREP Cron RBXZFHHE
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RAriEmE

BR 1

o BIEER— cron FRiXKX H 9 Day-of-month Al Day-of-week FEREINIEEME. WREEHFP—1

FRPEETE* (1) , WBAES —MFERFEA 22,

. FEEFENRERT — 2519 Cron Rk,

Image Builder F#Y cron &&= =41

£ Image Builder ##|& I A Cron XXX 5 API = CLI I AM Cron RIERTFR. BEEEFR

Bl | FEFER T ERNETF,

Image Builder console

BTRRGIERT AT AERH AP AEITXH cron RIAX. UTC BHEER 24 e HIIEE,

#XLEHF 10:00 (UTC) 21T

0 10 * * ? *

BXRXLETH 12:15 (UTC) &1T

15 12 * * 7 *

UTC Bt B XFRIZIT

Q0 * * 72 *

BAMIYEHLF 10:00 (UTC) 1E1T
0 10 ? * 2-6 *
BNIEAKLE 6 2 (UTC) BT
@ 18 ? * mon-fri *

BA% 1 XLEHF 8:00 (UTC) &1T

081%*7*

BNANEZANER = L 10:30 (UTC ) iE1T

30 22 ? * tue#2 *

Image Builder H#J cron ik R4H5I
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® Tip
NMREFAFEEEELEETHERKIE-X , FHREREF BB R ENEEZEEE
A,
API/CLI

LTROIERT AT EMER CLI FETH AP FRB AMEITXRIAY cron RIEX, NER cron ®RiEH,
X L4 10:00 (UTC) =17

cron(@ 10 * * ? *)

BRLETH 12:15 (UTC) =17

cron(15 12 * * ? *)

UTC RtEI B XFRIEIT

cron(@ @ * * ? *)

BAMI4EH £ 10:00 (UTC) 1217

cron(@ 10 ? * 2-6 *)

BNIEAKLE 6 2 (UTC) BT

cron(@ 18 ? * mon-fri *)

BAHS%E 1 XEHF 8:00 (UTC) 11T

cron(@ 8 1 * ? *)

BNMNANE=NEH =KL 10:30 (UTC ) &1T

cron(30 22 ? * tue#2 *)

® Tip
NREBFFLEEBHELESTHEKBEZX , FHEREREF AR EEEERBEZERE
Ao

Image Builder H#J cron ik R4H5I 446
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Image Builder H#Y rate FRiAT
Rate RIAXECIZITRIZHMANNED , RAEEBREEXWITRIETT,

He

Rate REXNEAANMIEFTR, XEFRAZEESRE.
1Bk

rate(value unit)

=]
—MNEH,

unit
REE, EETRWEN , Flm, XFE 17 minute ; ¥ FRF 1 WE 1 7 minutes,
B A : minute | minutes | hour | hours | day | days

PR 75

MRESET 1, WENARNER, B, NTFRTF 10WE , BEUSTMAER, HlM, rate(l
hours) M rate(5 hour) T , 1B rate(l hour) F rate(5 hours) EM.

# Image Builder EXE&H {£H EventBridge M NI

KBS EUHEIRS Y ESJLF Rt Amazon FRE % % ElAmazon EventBridge 5&E3) B4, ik H]
DERBENLEN  HESEHNEECHNARR KXIEE EventBridge. EH B & EAMNIKRAE[GE
B 4E 3% B BT 4L

Image Builder && 8] Fi{E EventBridge #LM B 45 , XEWREZ AT LURIE AR B4 E B4 MAIZEMN
HIN =L 32 1T X217 Image Builder Bi&,

A% Image Builder KA EINREEKNBHHFEE EventBridge , 1S fImage Builder ZXHE4HE

/B~ 0

(® Note
EHELRBETENXEBN. ANMB RSN TR —XE,

Rate &A= 447
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- EventBridge &5

- &% Image Builder &/ EventBridge F N

« f£f EventBridge N ZHEEE

EventBridge &
AFGEREFHE , THEE T BT EventBridge 5 Image Builder EE& &£ MK
=4
HERRBER AN —NRZ NN ARFERNE, SFERLLE Amazon 3ME, SaaS & 1EMN##

BSRURAEF , BAIUREN —MRARFIRS . BEAJER B L EREITRIBEHF,
EEE

BEYCRENARFNERSNEHRIENEE.
HRIR

FMEHREINBEHEENRSINAER.
B R

—HRERRRK] , EEMNE EventBridge A |, FHHIEMBHEIEE B HR.

H
A B CE AL ABH R ER BT B TAE, —FANAUE—INBHRERZNER , R
EXEBRRFAFTET. ANVNELETEHERX , ELETITX.

B

EHEAENEHERAANTENFE , E3) BirERE.

gl
THRIA N TR P HATRE |, BIANETT Image Builder EEEBNZERIFMREG, BRI
KRB :

* Cron RiAH — A AT BRI R FZAHY cron IHECERENRAESRG ; flil, SAERERH
B1T. BREANFEESERNEN  SINEEEEBANELRER 2 REER 4 RZEE1T,.

« rate REAX-EEFABARREERR , flanEg 12 M —IK

EventBridge £ 448
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& & Image Builder EE&R EventBridge M N

Image Builder Image &i&i¥ 4115 5. 71 H F A EventBridge M N %ETT+ £ /R EventBridge &89 1k 7 A X
HRINEHEE  UREATYHNEENFIESHEEAN, HETFEBEEZEZTATEFERN
EventBridge %4,

#5423 EventBridge % & HVIR4E

- BIEEHEL
- SIEAN

E 7 ## ¥ %{5 B EventBridge , i3 Amazon EventBridge A F BRI LT &,

- 4RI S# EventBridge
I 53 EventBridge &z B+
- I 5j# EventBridge 5&3)

- 5 EventBridge # N

£ EventBridge M NI ZH & B2

EARBIH  BAVER rate RIEXNRNBMAELOE THAVIT RN, HREFHANE 90 RES
HEL EER—IEH. ZEHBHEENRURFTEK,

1. $TF EC2 Image Builder ##l#& , M1t H https://console.aws.amazon.com/imagebuilder/o
2. EEFEELENKF, TOENMREEESIXR , BNSMBERPEREREEE,

@ Note
REEES R IEEECI R HIRERR BRI R , B) AMI 5 Docker.

3. EEFRMAGESIRBEE , FEAREEAMEE, XRITAEENHAAE.

(® Note
BT EERMBLNE , AREREFTFHARFS.

4. 3TFF “EventBridge MN)” £+,

& & Image Builder Ei&H# EventBridge N 449


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-event-bus.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-events.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-rules.html
https://console.amazonaws.cn/imagebuilder/

EC2 Image Builder ArfEm

REESEHLLERFPMEERENRIASHLEL,

EFROEMN, X T & AT S # EventBridge ##1 & A A2 M TTHE,
AN A B HRFER, ANBMEMEXSBNS4 &P AAMZHE—H,
EENEXNERF , EFITEDR, XFERFAEKR , 8 NEIEER T Fixed rate every,
EE—MEFHA 90 , RAEMN TR FIFRFPEEDays.

10. HEFEEBFERPHITUTERSE

© © N o O

a. MB# THFIEKRHIERE EC2 Image Builder
b. ZEFHNMATF Image Builder & , EBMRGEEB TR HIXRFIEFRBEIREE,
c. EventBridge EENRFEBHFIEEENHE, EUHRHF , RENUBERRLUBRFHAE
fY BRTAIE T
d. 1%£$#% Add targets
11. 1%3% Create (812 ) .

® Note
EHATEARHH RS RN FRRAXMANRE , 1557 Amazon EventBridge flF7 #5EI
M BRERE,

£ EventBridge MM L HEE 450


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-rate-expressions
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7= m A PRS- RL El Image Builder

EC2 Image Builder 5 H {2 Amazon Web Services Marketplace Amazon Web Services &5 5 A=
FER , HBZIEBA, ZE2HBEESGTENBRE,

.

Image Builder B 5 AT L& H# 3R B Amazon Web Services Marketplace Image Builder 3£ & 4B 44 19 & &
Fm o, UARMEFIHEENNRIIEE , AR,

« Amazon Web Services Marketplace B F 7= m- Ak BB E /7 M Amazon Web Services
Marketplace fEA RIEFHEME F , LUSRALIRAE. M Image Builder 25 A I 2B BB , &7
LB AT T8 , A LA Amazon Web Services Marketplace F# RS E~ R, BB
3 Image Builder AP, CLI 2 SDK #I2 & A i , &7 LS EM ™= f Amazon &RZ# (ARN) 4E
NERRE,

« Image Builder A - BEE S PIEENA G TR THEFNIRIRE , flin , ZREG4INTE
HIIE, &M Amazon Web Services Marketplace 1T R R LG~ R LB SN EE SR EAN
BEHM,

(® Note
BREAEXFENESEER , B2 A EA TEN Image Builder BN EH ™ Ro

e

Image Builder SLA A Amazon Web Services RS &R , Al HiF AN EHER. BERIERMNE
2, WEEUBHERRERES, BRARGWERBURBREEHBEHNEBZ,

« Amazon CloudTrail— %2 %X ZI# Image Builder =4 CloudTrail, H>%5 Image Builder
CloudTrail EXHEZEE , SR A IE S Image Builder API A CloudTrailo

ETHEZEE CloudTrail , @FEMTREFEMERBEXH , S HAmazon CloudTrail FF 5
Mo

« Amazon CloudWatch B7& — AR, F#EMIGRIZER Image Builder A& X CloudWatch, &
B LLERN BEREER S3 HiEH. ETHEXRE Image Builder CloudWatch EFHEZER
HSRE A Amazon BEY%# Image Builder CloudWatch B &

451


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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£ X CloudWatch BEMWEZEE |, 851 L2 Amazon CloudWatch BH& ? £ Amazon
CloudWatch B ER F#gr A+,

« Amazon Elastic Container Registry (Amazon ECR) - Amazon ECR 2—WZ%, AISEHETT EN
Amazon FEERRREIMERRS . FH Image Builder BIEN RSB[R ELEETERXE ( WEZT
WXE ) Mo ERERENEMXEMN Amazon ECR #, H3% Amazon ECR NEZELR |, HS1H
Amazon Elastic Container Registry i FF#88,

« Amazon EventBridge — Connect iE# 23k B &K~ & Image Builder SEI SR B4 BIER. BX
HWEZ(E R EventBridge , i5Z 5 Amazon 2t 4 EventBridge ? £ M5 # EventBridge A1
) o

« Amazon License Manager — & 8] BAfE 2 BL I 2 1 4F License Manager B & i 7 ik i hn 2 4
AMl, &R BEHRXKEEENTFTIEXNEEZXEPEEZ. BXEZER , HSH Self-managed
licenses in License Manager,

« Amazon Web Services Marketplace — BEF & ZBIH Amazon Web Services Marketplace 7= miT
F %5k , HEEZEM Image Builder P RRG M. B A LUEH BT FEMREG™RIEN Image
Builder B2 5 MY E R, B XEE Amazon Web Services Marketplace iTRINEZEL | HSH

{3EAmazon Web Services Marketplace RIEF) T “MWEER’ .

« Amazon Simple Notification Service (Amazon SNS) — MR BB E , BN E X BN REGIRSHE
MH B X AEEITHEA SNS EBH, B Amazon SNS WEZEER |, iH5® (Amazon Simple
Notification Service FF A A R1EFE) H MY+ 4= Amazon SNS ?

7= AR S5 B AL &

- W5 EventBridge £ X% Image Builder A

« Amazon Web Services Marketplace 7 Image Builder F £
- Image Builder 1 #y Amazon SNS £ 5

- SERATEN Image Builder BUGEI S H 7™

I S EventBridge & X E| Image Builder #

Amazon EventBridge & — M LRFF|EH ELRS , B UEATRIEZEER Image Builder B ATRE
5 H it Amazon Web Services RSB AR FHEREIE, £ EventBridge , NI THE{Z AMEH
HEHRZEFBFHETLE, —FANTUF—NEHFREAFSNIER , REXEEHHTET.

& EventBridgeBl , &7 LLE 313017 Amazon Web Services 8% H BN REEH |, SN ARERF
ATAMRBERERER, KB Amazon Web Services fRSS HIE# LU F 328t EventBridge B3 4% 3%

L 5 #h EventBridge 452


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/license-manager/latest/userguide/license-configurations.html
https://docs.amazonaws.cn/license-manager/latest/userguide/license-configurations.html
https://docs.amazonaws.cn/marketplace/latest/buyerguide/buyer-subscribing-to-products.html
https://docs.amazonaws.cn/sns/latest/dg/welcome.html
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B BALRENEABH MM ARNSAEFIRE, S0, & EC2 RO REMFLERTRNEE
ZITHS |, @ Lambda BRBURESE M. XIERHNER, BETEAHEKXCIEMN , 555 EventBridge
(N 5i# EventBridge A 1ER) PRI SIBRN S R MK SEA N,

T EIARNVERESEE

« M Amazon Lambda B %X

- A Amazon EC2 E{T@H

o« FEHP YT Amazon Kinesis Data Streams
« BUE Amazon Step Functions R7S#H1

- J&A Amazon SNS E£# =, Amazon SQS RA %l

BRI AR BRINEHLRLIEBEREAN , FEEHNITERE , FlENZ1T Image Builder EEABZER)
F—RRG, ERMERENITRIRER :
« cron ®IEX — BT cron RIEX ROIFESLZHEBXRFF (UTC+0) 1217 :

cron(@ 12 * * ? *)

AR cron REREBSFEANWEZEE EventBridge , {525 A mazon EventBridge A F {5
9 Cron RixER,

* rate RIANK — BLF rate REXROFES ZTHAE 12 PRIET IR

rate(12 hour)

BXERFEABRRIEIRXNWEZE L EventBridge , 25 Amazon EventBridge A FigFE R #y 5 £
FirKo

A EventBridge N A5 Image Builder BEREERKNESELE , HZHE Image Builder &8
F 5 EventBridge # M,

Image Builder KIXZHIEHEE

34 Image Builder BRHVIRS X £ E K3t EventBridge B , Image Builder 2 E X IXEHHE, #l
m, YBRGHPRA R ET LA, UTRHBIETRT Image Builder ATRER XK B A JSON EHHEE,

Image Builder X ZHE4EE 453


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-cron-expressions
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-cron-expressions
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-rate-expressions
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-rate-expressions
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EC2 Image Builder BSRSE X

ERGESES , YMBERRMRESKZEZNA , Image Builder 2 ZIXNEH, Hla0 , G
BSMN—HREZEN S —FRSE , TR :

« M building &l testing

- M testing E distribution

« M testing % failed

« M integrating % available

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "EC2 Image Builder Image State Change",
"source": "aws.imagebuilder",
"account": "111122223333",
"time": "2024-01-18T17:50:56Z",
"region": "us-west-2",
"resources": ["arn:aws:imagebuilder:us-west-2:111122223333:image/
cmkencryptedworkflowtest-alb2c3d4-5678-90ab-cdef-EXAMPLE22222/1.0.0/1"],
"detail": {
"previous-state": {
"status": "TESTING"
.
"state": {
"status": "AVAILABLE"

EC2 ® M Z| Image Builder CVE

MRENREBAT CVE RN |, NE2TRREHEAT , Image Builder B2 R IE—RBEHMEE
RAVHEE.

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "EC2 Image Builder CVE Detected",
"source": "aws.imagebuilder",

"account": "111122223333",

"time": "2023-03-01T16:59:09Z",

Image Builder X ZHE4EE 454



EC2 Image Builder ArfEm

"region": "us-east-1",
"resources": [

"arn:aws:imagebuilder:us-east-1:111122223333:image/test-image/1.0.0/1",

"arn:aws:imagebuilder:us-east-1:111122223333:image-pipeline/test-pipeline"
1,

"detail": {
"resource-id": "i-1234567890abcdef0",
"finding-severity-counts": {
"all": O,
"critical": O,
"high": 0,
"medium": 0

EC2 Image Builder TERRESRIEESF

X WaitForAction TERSREFEUEFRISBMETRE , Image Builder 2 KIE—FKHEE.

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "EC2 Image Builder Workflow Step Waiting",
"source": "aws.imagebuilder",

"account": "111122223333",

"time": "2024-01-18T16:54:447Z",

"region": "us-west-2",

"resources": ["arn:aws:imagebuilder:us-west-2:111122223333:image/

workflowstepwaitforactionwithvalidsnstopictest-alb2c3d4-5678-90ab-cdef -
EXAMPLE22222/1.0.0/1", "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/
build-workflow-alb2c3d4-5678-90ab-cdef-EXAMPLE33333/1.0.0/1"],
"detail": {
"workflow-execution-id": "wf-alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"workflow-step-execution-id": "step-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"workflow-step-name": "TestAutoSNSStop"

Image Builder X ZHE4EE 455
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Amazon Web Services Marketplace £ Image Builder #1 &

Amazon Web Services Marketplace @ —MELERXWHFEF , BUUEHPERMNITHAE=S
B4, BEMRS , XERE, BEMNRSTRBEEHEFZLSERNERSTR, Amazon Web
Services Marketplace SLE T2 BB RIEMERFEMESRK , URKBELZE, WE, F6E. VHFEY
ERIRFNNBREFE,

Amazon Web Services Marketplace 25 Al LA I FRAF RS (ISV), L8 , LAl AR T LURME
BT Amazon FmARZHN A, HEFRIER™mET Amazon Web Services Marketplace , fii1&E
MRS U REREZRINES. EREEEN , URABMEENEZRNEZE. ETHREZEERE

Amazon Web Services Marketplace , i§Z T 42 Amazon Web Services Marketplace ?

Amazon Web Services Marketplace 5 & Ih&E

Image Builder Amazon Web Services Marketplace S5/ , AJE#EM Image Builder 2| A HEUT
Ihee :

- BRBIEHMNE SR Amazon Web Services Marketplace.

- EBREFHAHH Amazon Web Services Marketplace B 5 & fo

- BBEEYE] Amazon Web Services Marketplace B miT B % &K,

- ERZEITHEA Amazon Web Services Marketplace B 57 f4ER Image Builder Bt 5 #Y B it E
Fo

. ERAEIE Image Builder Bt 5 1T K Amazon Web Services Marketplace A4,

Image Builder 5 Amazon Web Services Marketplace £/ , o1& R&ETHANBG~RFMAH, BET
LAE IR HH Amazon Web Services Marketplace Image Builder ##| A ER TM “XB 7~ W REE
RERmANAH,

Image Builder 812 #% tH AMI 21E3k B Amazon Web Services Marketplace B &7 @ M4A H17 R
KB, BHRZAUNFLENEELRFREDON = RAE,

Amazon Web Services Marketplace Image Builder FEYiT [

Image Builder ##1%& Amazon Web Services Marketplace 4 #1iT AR E S S RIEXHFITH Amazon
Web Services Marketplace B~ m%l&k. SMIAN~RBERUATFHES -

« FREMN. XEEIPHEMRIFERE Amazon Web Services Marketplace. 1T K™ miI~= @
HEUENER BN AR T,

Amazon Web Services Marketplace 456


https://docs.amazonaws.cn/marketplace/latest/buyerguide/what-is-marketplace.html
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- IR, THEEETISH HREFIEITTE Amazon Web Services Marketplace, LB F7E 3 48 25 #9 51
EMFAITF R EFERE,

o BT F B AR

- MRBITHRN=RPETEEMREKAH |, Image Builder 2.8 =~ —/NERAHFME SR,

ERERE , ERURERERKGETm , B UEAD TEFRRBALER. EERREFERACSIT
FERNE A m , HEFSITRN RAEFECIEFRE. BIANBRT , Image Builder 2T Stk FE 5%
PHE - mo

(® Note

MREEIT RN A TRNm , BRENNRPEEZ™m , FER T TREPRY R 2 R
BRER, MITATEFER/L9#HF2EIRPET.

#BIY Amazon Web Services Marketplace Image Builder & & X T E 57~

]
(]|

A E RN EE Amazon Web Services Marketplace Bt AEEMBE RS WERE =R, X TFEEXEK
BRI R, B LERSIA L% API, SDK M CLI ifk~=RirEE. BEXEZELR , B3H
54 Image Builder A4, Bx&E#HK. 1TBEHMAEEH Amazon Web Services Marketplace AN E ZE
B, 53R EH Amazon Web Services Marketplace A4 B E W IEH B &,

&R

ZE M | Amazon Web Services Marketplace mage Builder B#| A EXE S~ m , FREBUTSRIE
£ -

1. $TF EC2 Image Builder #£#|& , Pk R https://console.aws.amazon.com/imagebuilder/,
2. TESMBEKD , ®EEAmazon Web Services MarketplaceZp 2 F B KT~ G0
3. ZBALEAINERTENBRAFERENFHEREFEMm.

Image Builder 2317 & Amazon Web Services Marketplace 3 1TFidiE |, FE R REET
LAZE Image Builder B2 5 R EAMHLEER B L. B35 Image Builder Amazon Web Services
Marketplace EFXMNEZEE. , BERSAREEFENATHETEREDT+,

ZETMFEEFRANER. EMNHRCERERTABBERELERUEREITEN =R, GUHNE
FEMERER T HEMERANT G , ERHTEmBNETERNIEDT,

&3 Amazon Web Services Marketplace Image Builder $#2#|& %I E K 7 M@ 457


https://console.amazonaws.cn/imagebuilder/
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LALER

UTHRRERT AT AN A T~ miB RV LN FERRSF

« BE-AHZNTmRD , FIMNEMIRERAGHIRFET
« NENREGT RIERRERS , RENBEREREFEEERE~m , HIA0 AllLinux/Unix,

c RE-ANBSNIRAEERETRETHAS M. ERE RS | UE R RS &R RNAMIES
HmMBERmE,

® Note

REEEMTRFRINFER. IREBERBENRHE , ILEMB RS ENEER
BHERETMAEBHN -, ENZEAMHELUR , RNBETERT LR
RENGR.

&t BT BUZ TUR 52 & 46 & & o

TRIEZMIRTIRDET. BN ENERESSE MBI FIEEMERNERE, ERT LM
f A] #£3%£4% Amazon Web Services Marketplace , I IRAT AT LML | HREREEN R EN
ATREME R K,

B3R~ m
EREMNERBES R , EUNELRERNBNEREPRAZTN -2, 8N nERBLS
BLTEFERER :

s FRBMMBIR. X EHEEEE Amazon Web Services Marketplace P ™= miffE M HE. iF
MERNEFEN KBFWFIEDFHITFF . MREAIE Image Builder B 5 R EABRG™m@m , N
A AL IT B iZAR G . BXEZEE , 15359 Amazon Web Services Marketplace X2
EREPRNIER™m.

MREEFRITH T B E & Amazon Web Services Marketplace , & t1#:E5X ¥ 285+ #9 Image
Builder i&Ui+~ , RERIFSITHNER=@IKRUAHITESR,

® Note
AIREEE Lo sPatE |, F1TBIF B4,

&3 Amazon Web Services Marketplace Image Builder $#2#|& %I E K 7 M@ 458


https://docs.amazonaws.cn/marketplace/latest/buyerguide/buyer-subscribing-to-products.html
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- REEBM. THER P HMREIFHE T E Amazon Web Services Marketplace, LtATFFER
WEEMFEM AT AR M EFERE,

« FmhRA.

- BMER , LR ERE B Amazon Web Services Marketplace 7= G 1¥ 15 W E# 2 20 2 #Y &
., FAGEENENEXNEENIMED<HITFF,

« FmERNEILT.

EEFENETS , IUBIENERFETSOER , URYMER T RLELERNPLTE, &
AUAMEAERAM N EMGZERARRESAE TN RYE , A RBRNATERNFEFIF. &
W& AT LAGE 0 TR R TR 45 3R

£ Amazon Web Services Marketplace Image Builder B 1%/ i F B 57 i

THAERIETRE , EFEAEEM Amazon Web Services Marketplace B SHERE =& , MFFR
o
1. $TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o

2. HESMBEKD | % Amazon Web Services Marketplace 2f 0 P HIBRBREL 5., LthAt4 ERECIE
B BRIREL 5 5 3R o

3. EERBMEGRES. WP EIEESTH.
4, WMEAE—# K EERSFASEBIHP , WALHES BHMRE,

5 TEEMBEGEID S |, %EFAmazon Web Services Marketplace BIRIET, X&TE “ITH” I F
EREEITRHR Amazon Web Services Marketplace B BRI FIR, B LIMFIR LR ERM
R,

&4 L Amazon Web Services Marketplace [E#MiZAmazon Web Services Marketplacei®
M EREMATANBAER, ERERN~R , HEEETFF Amazon Web Services
Marketplace T+, BX WA ERFEFEMEFIHITERHNEZFEE Amazon Web Services
Marketplace , &2 543&33 Amazon Web Services Marketplace Image Builder 24| & £ T & K 7=
o

6. BEMAHRAT. WRENFRITHAPISHEAH WA “ERAH FIRPERES
fl Amazon Web Services Marketplace NAHFTEZERBFRFIEREUEFTEN], HEIL
$# Third party managed CIS A,

7. EERUERES.

1£ Amazon Web Services Marketplace Image Builder B {E A B K ™~ & 459


https://console.amazonaws.cn/imagebuilder/
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B RAE FB&Z A LLEE %X E Amazon Web Services Marketplace B 5 7= A F4A 4 I~
KRB, MRBEBNEABRSNAHSEOMNALNFRAE , N HEZHEER AR | Image

Builder £1REl45i%.

Image Builder F#Y Amazon SNS £ FX

Amazon Simple Notification Service (Amazon SNS) 2 —IEE RS , RHMEFERITEE (L
NOIBENFEAE ) WRDEEAH.

B EEMIREEEFIEE SNS 8, HEQEMGEHEITEIER , Image Builder A LA[E]1Z &
RAEXREWRERSHIFMERE ., HRERDEZATIREZ—8 , Image Builder & — 558
8

 AVAILABLE

* FAILED
A XK H Image Builder #9 SNS JHE R , SR SNSEE#%N ., MREEEEHEMRMN SNS £

&2 Amazon Simple Notification Service FF & A A ¥ B #Y Amazon SNS Al 7,

E MR SNS £&

WMREH SNS EBEME , MMAMIE Amazon KMS key FKBEH#FZF Image Builder RE A RMITUT
BRENNR :

* kms:Decrypt

* kms:GenerateDataKey

(@ Note
R SNS R 2% , MANZEE b F MY 247 A F Image Builder BRS5E 1THI K 7~
i, Image Builder FoA& @52 A H ALk 7 2 £A 8t 1T N A SNS EB A KB AL

KMS %47 SR & i = 1

Amazon Simple Notification Service 460


https://docs.amazonaws.cn/sns/latest/dg/sns-getting-started.html
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UTFRBERTEFINE KMS ZEARBEIINTE D 5 Amazon BIREB T (ARN) AT EERGIE
Image Builder BR{& 8t Image Builder ZEZH K~ T RIZEH IAM RFHEXAEB, ETHEX Image
Builder WIRSHXABHWEZEER |, 55K £/ Image Builder B IAM fRS5HEX< B E,

{
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/aws-service-role/
imagebuilder.amazonaws.com/AWSServiceRoleForImageBuilder"
I
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource'": "*"
1]
}

&R AME A LT AP — 75 A RIREX ARN,
Amazon Web Services Management Console

EMH3IRE Image Builder EEH K- T IR RS HEXHEH ARN Amazon Web Services
Management Console , EHRITU TSR :

1. £ https://console.aws.amazon.com/iam/ TFF 1AM 2 &1 & .
2. EEMSMBERYT  EE A6,

3. 1% ImageBuilder ANERHPERUTABR
R : AWSServiceRoleForImageBuilder, WA ERAGIFIERE,

4. ERF ARN EFIZBINEHR , iFiEE ARN BFRZL M ER.

Amazon CLI

EMHIRE Image Builder EEH K. T IR RFZHEXAEH ARN Amazon CLI , BRUT AR
£/ 1AM get- role T

aws iam get-role --role-name AWSServiceRoleForImageBuilder

o R~



https://console.amazonaws.cn/iam/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/get-role.html
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{
"Role": {
"Path": "/aws-service-role/imagebuilder.amazonaws.com/",
"RoleName": "AWSServiceRoleForImageBuilder",
"Arn": "arn:aws:iam::123456789012:role/aws-service-role/

imagebuilder.amazonaws.com/AWSServiceRoleForImageBuilder",

SNS JHERB

£ Image Builder E#2# Amazon SNS B R MEEE , TTHZEBN HE MRS 7T LA E 2 &K
HITBEABEHRBREH —SBRENTE. FlI0, KIEEFIEEL S 3 E# Amazon Systems
Manager S8 7 5 i AMI B A SR E M N E THERENES

AT RBIERT Image Builder EEBMWEZITETHN K MAVHEETEER JSON Ak , HOIET —

Linux BR#,

"versionlessArn": "arn:aws:imagebuilder:us-west-1:123456789012:image/example-linux-
image",
"semver": 1237940039285380274899124227,

arn": "arn:aws:imagebuilder:us-west-1:123456789012:image/example-linux-
image/1.0.0/3",
"name": "example-linux-image",
"version": "1.0.0",
"type": "AMI",
"buildVersion": 3,
"state": {
"status": "AVAILABLE"
3,
"platform": "Linux",
"imageRecipe": {
"arn": "arn:aws:imagebuilder:us-west-1:123456789012:image-recipe/example-linux-
image/1.0.0",
"name": "amjule-barebones-linux",
"version": "1.0.0",
"components": [

{

»
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"componentArn": "arn:aws:imagebuilder:us-west-1:123456789012:component/update-
linux/1.0.2/1"
}
1,
"platform": "Linux",
"parentImage": "arn:aws:imagebuilder:us-west-1:987654321098:image/amazon-linux-2-

x86/2022.6.14/1",
"blockDeviceMappings": [

{
"deviceName": "/dev/xvda",
"ebs": {
"encrypted": false,
"deleteOnTermination": true,
"volumeSize": 8,
"volumeType": '"gp2"
}
}
1,
"dateCreated": "Feb 24, 2021 12:31:54 AM",
"tags": {
"internalId": "1a234567-8901-2345-bcd6-ef7890123456",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:image-recipe/example-
linux-image/1.0.0"
.
"workingDirectory": "/tmp",
"accountId": "462045008730"
},
"sourcePipelineArn": "arn:aws:imagebuilder:us-west-1:123456789012:image-pipeline/

example-linux-pipeline",
"infrastructureConfiguration": {
" "arn:aws:imagebuilder:us-west-1:123456789012:infrastructure-configuration/
example-linux-infra-config-uswestl1",

arn :

"name": "example-linux-infra-config-uswestl",
"instanceProfileName": "example-linux-ib-baseline-admin",
"tags": {

"internalId": "234abc56-d789-0123-a4e5-6b789d012c34",

"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:infrastructure-

configuration/example-linux-infra-config-uswestl"

1,
"logging": {

"s3Logs": {

"s3BucketName": "amzn-s3-demo-bucket"

}

},
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"keyPair": "example-linux-key-pair-uswestl",
"terminateInstanceOnFailure": true,
"snsTopicArn": "arn:aws:sns:us-west-1:123456789012:example-linux-ibnotices-
uswestl",
"dateCreated": "Feb 24, 2021 12:31:55 AM",
"accountId": "123456789012"
1,
"imageTestsConfigurationDocument": {
"imageTestsEnabled": true,
"timeoutMinutes": 720
1,
"distributionConfiguration": {
"arn": "arn:aws:imagebuilder:us-west-1:123456789012:distribution-configuration/
example-linux-distribution",
"name": "example-linux-distribution",
"dateCreated": "Feb 24, 2021 12:31:56 AM",
"distributions": [
{
"region": "us-west-1",
"amiDistributionConfiguration": {3}
}
1,
"tags": {
"internalId": "345abc67-8910-12d3-4ef5-67a8b90cl2de",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:distribution-
configuration/example-linux-distribution"
1,
"accountId": "123456789012"
1,
"dateCreated": "Jul 28, 2022 1:13:45 AM",
"outputResources": {
"amis": [
{
"region": "us-west-1",
"image": "ami-0@la23bc4def5a6789",
"name": "example-linux-image 2022-07-28TQ1-14-17.416Z",
"accountId": "123456789012"

]
.
"buildExecutionId": "ab@cdl2e-34fa-5678-b901-2c3456d789e0",
"testExecutionId": "6a7b8901-cdef-234a-56b7-8cd89ef01234",
"distributionJobId": "1f234567-8abc-9d0e-1234-fa56b7c890de",
"integrationJobId": "432109b8-afe7-6dc5-4321-0ba98f7654e3",
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"accountId": "123456789012",
"osVersion": "Amazon Linux 2",
"enhancedImageMetadataEnabled": true,
"buildType": "USER_INITIATED",

"tags": {
"internalld": "901e234f-a567-89bc-0123-d4e567f89a01",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:image/example-1linux-
image/1.0.0/3"
}

LUTRBIERT Image Builder 73 Linux BRGEY E & F9 2 5 MU & 0 1Y BB H 28 JSON $A k.

{
"versionlessArn": "arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-
image",
"semver": 1237940039285380274899124231,
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-image/1.0.0/7",
"name": "My Example Image",
"version": "1.0.0",
"type": "AMI",
"buildVersion": 7,
"state": {
"status": "FAILED",
"reason": "Image Failure reason."
},
"platform": "Linux",
"imageRecipe": {
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-example-
image/1.0.0",
"name": "My Example Image",
"version": "1.0.0",
"description": "Testing Image recipe",
"components": [
{
"componentArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/my-
example-image-component/1.0.0/1"
}
1,
"platform": "Linux",

"parentImage": "ami-@cd12345db678d90f",
"dateCreated": "Jun 21, 2022 11:36:14 PM",
"tagS": {
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"internalId": "1a234567-8901-2345-bcd6-ef7890123456",

"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-image/1.0.0"
1,
"accountId": "123456789012"
1,
"sourcePipelineArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-pipeline/my-

example-image-pipeline",
"infrastructureConfiguration": {

"arn": "arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-configuration/
my-example-infra-config",
"name": "SNS topic Infra config",
"description": "An example that will retain instances of failed builds",
"instanceTypes": [
"t2.micro"
1,
"instanceProfileName": "EC2InstanceProfileForImageBuilder",
"tags": {
"internalId": "234abc56-d789-0123-a4e5-6b789d012c34",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-
configuration/my-example-infra-config"
I
"terminateInstanceOnFailure": true,
"snsTopicArn": "arn:aws:sns:us-west-2:123456789012:example-pipeline-notification-
topic",

"dateCreated": "Jul 5, 2022 7:31:53 PM",
"accountId": "123456789012"

1,

"imageTestsConfigurationDocument": {
"imageTestsEnabled": true,
"timeoutMinutes": 720

I
"distributionConfiguration": {
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:distribution-configuration/my-
example-distribution-config",
"name": "New distribution config",

"dateCreated": "Dec 3, 2021 9:24:22 PM",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {3},
"fastLaunchConfigurations": [

{

"enabled": true,
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"snapshotConfiguration": {
"targetResourceCount": 2

},

"maxParallellaunches": 2,

"launchTemplate": {
"launchTemplateId": "1t-01234567890"

+
"accountId": "123456789012"

}
1,
"tags": {
"internalIld": "l1fecd23a-4f56-7f89-01e2-345678abbe90",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:distribution-
configuration/my-example-distribution-config"
},
"accountId": "123456789012"
},
"dateCreated": "Jul 5, 2022 7:40:15 PM",
"outputResources": {
"amis": []
},
"accountId": "123456789012",
"enhancedImageMetadataEnabled": true,
"buildType": "SCHEDULED",

"tags": {
"internalld": "456c78b9-0el2-3f45-afb6-7e89b0f1la23b",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-
image/1.0.0/7"
}

& F T 1819 Image Builder BRI EY &M 7= G

BEZSRENTHARAR , REANMARPENALNCSMEED TR — Tk, Image
Builder £5% 7 & 7= MM Image Builder A4 , AR BIFFRZH B E LB, Amazon Web Services
Marketplace &M , HE XM KA RN B3 EFHNREFSH,

Image Builder ISELA T EM~RERK :

- RERARXRERERE (STIG)

>
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N TRFE STIG ¥k |, ATLAESREY Image Builder B 5 R S # EEH EC2 Task Orchestrator
and Executor (EC2 TOE) STIG A, STIG A¥ 2R ENHEXFIPREFEEREE , HiE1T
BEMARUECNANNEE, BINFTERIEEER Image Builder WEH RS STIG #rfE,
EBAMERALNEAANRESE , URIEEHNREAMEESREM. BXTTE Image Builder Bt 5
F# EC2 TOE STIG AH4HTEFIK , S HImage Builder By Amazon & STIG E{L4A 4,

o
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£ Image Builder F 5 ZEEH M B E

N T RE EC2 Image Builder E BRI WIS, ATAMEMMRE , MEESHNBEIEEEE, 4 APIEA
KWME , EHEMBEETHEBBTHRRABHRATHEMAT . Image Builder SIRFER , X LRSS W] LAE
EXFEEERBENIKARNZEEIRAS E3IMAL

AT EBHHRIE T LAET 5 Image Builder R RS FERANSERR,

BEEHMAE
£/ 125 Image Builder API i CloudTrail

« £ Amazon B &% Image Builder CloudWatch B &

{# FH12 3% Image Builder API i@ A CloudTrail

EC2 Image Builder & Amazon CloudTrail—HlfRSF &K , ZRFREAF. AEH Amazon RFE
Image Builder R ITHIIRVERIER, CloudTrail ¥ Image Builder BIFfE APl AR EH. IR
8 AE &K B Image Builder ##I &8 AAFABEXT Plans APl #ERNEH. WREETRER
AT LA A2~ CloudTrail B4 % E) Amazon S3 26418 , &€& Image Builder WE#, IR E
REBRER , BIHATLE CloudTrail #H &M “EHFLIER PEERFNEH. FARENESR
CloudTrail , ] LA¥SE @ Image Builder X HHViER, KHIERK IP b, #AH THEXR, AR AH
BRUAREMIFAER

ET7MEZ{EE CloudTrail , 52 {Amazon CloudTrail HF1EE) o

Image Builder F#Y{5 & CloudTrail

CloudTrail ZE& 810K 7~ Amazon Web Services Ik~ IfEEZMNIKS LS A, 3 Image Builder &
EEFN | ZE S5 HM Amazon BRS CloudTrail B —RiCFRESHFT LIEEZF, BALEFE
B, BRANTHFKILXENEH Amazon Web Services IKFF, BXEZER , BSRERASHHEIC
F*&E & CloudTrail &4,

ERZILREMNEHNH Amazon Web Services Ik , ‘B3E Image Builder B4 |, BRI RER. RERA
¥ CloudTrail ¥ BEX & 5 2] Amazon S3 Ffi#f. FURERT , EERH A PO RERIZRA , LR
FRic RN A FFTE Amazon Web Services X5, IRERIZR Amazon 7 XHMEXEHNEH , AL
X HEIRBRISER Amazon S3 FMEM. WAL, BRI LAEEHE M Amazon RS , LU — 5 2 4L 2
CloudTrail BERWRENEHHIE, BEXEZEE , BRI TIRNE .
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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- BIERERICFRER

« CloudTrail ZEFHRFZFER

« BlE Amazon SNS &4 CloudTrail

« BRKBSANXEH CloudTrail BEX MWK B S IK/H CloudTrail B &AM #

Image Builder I FT B 4E&RH Image Builder i2 % CloudTrail 7i2%%E I EC2 mage Builder API
2#£) i, i | FWCreateImagePipelineUpdateInfrastructureConfiguration,
MStartImagePipelineExecution® e 21 CloudTrail BEXHHERKFKE,

BIMNEHHATREBESEXRERBFRNAREGR. BOEEAMTEHEUTRE !

« BEREZMFEHRIEBIER Amazon Identity and Access Management (IAM) B P &EIEA Ho
- BRERFEAACKRKSAFPNIENZEEIELXEHN,
- BEREEHEM Amazon BRE A H.

BXEZER |, B2 CloudTrail userldentity T3,

£ Amazon B E&Y¥412 Image Builder CloudWatch B &

CloudWatch BRIABR T , BEAXFLTHERES. EHEEES , BE2REEXRM L, ARNER
F CloudWatch B&, HERIZIREG AT , MBI MIBRSEH B &,

4 5% B EF R ZHE Image Builder CloudWatch B &A H 3t TR 1L -

LogGroup:
/aws/imagebuilder/ImageName
LogStream (x.x.x/X):
ImageVersion/ImageBuildVersion
18 0] LUB S M BR 5 SR I L B S R BR Y DA TSR PR Sk #23IB Hi CloudWatch B &

"Statement": [

{
"Effect": "Allow",

CloudWatch B& 470


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/imagebuilder/latest/APIReference/
https://docs.amazonaws.cn/imagebuilder/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"

]I

"Resource": "arn:aws:logs:*:*:log-group:/aws/imagebuilder/*"

ST ESRBEHERR , BATLAER Amazon Systems Manager Run Command & 1770 & X #9 &5 5 R B
K, BXEZER , B2 Image Builder 0] Z £ fEZ

CloudWatch B#& 71


https://docs.amazonaws.cn/systems-manager/latest/userguide/run-command.html
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Image Builder I Z &M

&% Amazon REF2E., BN Amazon BF , BRI R TEANREASHLLHBBEALNE
SR E BRI L LR,

L2 RN HEEE Amazon HFRE. TERXEENREHRNCHLZEENEPNR SN

« T&RE — Amazon fAFERI £ Amazon = Amazon Web Services IR FizTHERZEH,
Amazon RN ERHAI UL FERANERS. EAN—FHD , E=ZFFIHFEHNRZMBIERINZEH
B, ETHERT EC2 Image BuilderfI & itX] , HS X 2 0 EE ZEM it XAmazon 2#

D ZE-BHNRIERSEEAN Amazon RFRE, BEFENHMEREAR , SR ENBRENHR
., BRANERANERREREN,

LY SRS RS BY SR T SR A 4£ 65 A Image Builder BRI A SRE R EE R LUTR B3 BB i & & Image
Builder LRI BN Z £ M EMME B IR, LBFZET MAERA EM T EREZ MR & Amazon Web
Services k% B9 Image Builder &R,

F&

* Image Builder FHHFERF MTE Amazon HEER

« Image Builder #9 Identity and Access Management £ %

- Image Builder B & M3 IE 5 R

« Image Builder FEYEIE TR A 1

- Image Builder PV Bt iZERZ £ M

« Image Builder BREGEI M T B

« Image Builder By Z £ &R

Image Builder Y EIERIF FFTE Amazon HiEEH

Amazon &R T EC2 Image Builder FEVEIER . MAREFTR Amazon , ARRFEITHERA
B LIKER M Amazon Web Services =, BATEF N EEZWEMEN EHNBNES, £&E
AREFTEAB Amazon Web Services fRS WR LB ENERES. AXBERINESER |, F5
B BAERRFAE LRI &E,

BiRR 472


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/data-privacy-faq/
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2, Amazon Identity and Access Management (IAM) IRENMNA AP, X# , 8NP RRE
THIERRMAENNRER. CEWNEBIU T AR HE

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS &5 Amazon BREES. RIMNERMER TLS 1.2, BIWEER TLS 1.3,

- EARE API M A FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF#ErE) RHEAR CloudTrail %o

« £/ Amazon M#FHERF RUKEPWAMERIAZ £EH Amazon Web Services R

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BHE,

o MREE Amazon BE G TITRESN APl #H1TIHRINFEELT FIPS 140-3 BiIFMMZEER | EFEH
FIPS iR, BXUAM FIPS mRNEZEE | BHSH (ZEBKIPEELERE (FIPS) 5 140-3
&) o

BB NENZEERBBEL (MEFFHE FIRMFibi ) RARERBEABERXAFTE

( MBMFE ) . XBIEER Amazon Web Services RS FEREHIA. API 5 Image Builder 2 H b
A& 1ERt Amazon SDKs, Amazon CLIFEATEMWAFRED B AR XAF B i AT 5iEEsa
EAATIURIVH AL, MREEABRSH[RENL |, BRENETEENULRITEEIEFE SRR
UEXY Z AR S5 2RAYiE R,

Image Builder H#Y 1N%3 #2347 & 38

ZRINER T |, Image Builder RS IHAEN KMS ZAX ST HRBEMBESHBEHRTNE , BUATHE
RERA
- BENXAH - Image Builder £ ERIA KMS ZEAH RS AN KMS ZHAX B € LA H4#H T,

- RETER - MREETHERIBBIREERYS , Image Builder TERAEFHEERANRE T
MEATINE . Image Builder SERAEMNZALEMBMNER | LUSITENREKE BRI TFER.

EBA BN EE B S WEH Amazon KMS, BER , & ENXREE Image Builder #iEH Image
Builder KMS #41, BXFEHAEE KMS AN EZEE Amazon Key Management Service , iS5
Amazon Key Management Service FF X A RIERHHI A,

n#EETX
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/kms/latest/developerguide/getting-started.html
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NTRMBHBEH#HTIANCTEENEIURE , SO LLUERENZHENQEMNE T, FAME
E TR FFHITNER , & Amazon KMS UINB AN L TXHAEREN., RESBEBRENLTX
RUEH, X XK NENLTEBEN , TN RRETHE,

ZRF5 F Y SR BE R B E FA B9 N %8 £ R SR ELF Image Builder TR & RAIAmazon BREH (ARN ) .
FRAZEFREERAMEREITER

ERN—ERY , BULEHAESHNEFRERHX Image Builder TEREFRHITING, WMREHE
AEFEEZHAMZEAER Image Builder T/EGR |, M AMEZABE DR F Image Builder 5 [R14X
R, MEHEMENFRZTERTRENEAZNER. SR UBNEHEXLIFRNR, E2 , NREH
3T BR4AAM IR AUBR | Image Builder 97534 17 BRI 2 IHH THERK.

£&F Image Builder RN RUASEAZEFREERANIEI NANSR , WTAAR :
S 1 : A Image Builder T4#EFR N2 40 BUR AR

E{# Image Builder BB E QI EHEA THERB RN ERTIMBEMBER , BHE KMS BHBERGIE
EMXR,

L RBIZABERR T T Image Builder EELRINR , AECIRIRPMBTERTR , FEETHER
RBEAEAXERR. ZRBEEAFRAEERRT T HRMNR, N2ZELETXMERICEREEFRE
=ERBETERRFRNAEXE,

FERERRGTERNERSEYE , B8 7T —N IAM TERRITAR | iZAEM Image Builder #F
BT TERBRENNR. EFHABE R T ERNE —RIFANEEMLMEERN IAM TERRT
At

BEXEFREZPANESZEELR | 558 (Amazon Key Management Service Developer Guide) ##J
Managing access to customer managed keys.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access to build images with encrypted workflow",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/YourImageBuilderExecutionRole"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
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https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
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1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:imagebuilder:arn":
"arn:aws:imagebuilder:*:111122223333:workflow/*"
}
}
1,
{

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": [
"kms:*"

15
"Resource": "arn:aws:kms:*:111122223333:key/"

SR 2 BFNIERRKITHAGHNZHH TR NER

Image Builder RETITERMETH IAM BEEEREEAZTFRAEZHINE, MR EHRIEH
4R , Image Builder FLEZAHER MR B REEN THERET R,

B TERIITA BRIV T REE,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "Allow access to the workflow key",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:us-west-2:111122223333:key/key_ID",
"Condition": {
"StringlLike": {
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"kms:EncryptionContext:aws:imagebuilder:arn":
"arn:aws:imagebuilder:*:111122223333:workflow/*"

Amazon CloudTrail B TERENEH

UTFREERTHEAZFREZRAFEROATNENFAZR G IEREZENHE Amazon CloudTrail &
Ho

f5lan : GenerateDataKey

LRBIE R T Image Builder M Image Builder API #4E7F 8 A Amazon KMS GenerateDataKey API
B 4ERT CloudTrail WE4 T RER T LB F. CreateWorkflowimage Builder 2470 ¢33 #7 B9 THEF #1700
#, ATt B2 TERRTIR.

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "PRINCIPALID1234567890:workflow-role-name",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/workflow-role-name",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "PRINCIPALID1234567890",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T20:29:31Z",
"mfaAuthenticated": "false"
}
},
"invokedBy": "imagebuilder.amazonaws.com"

}I
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"eventTime": "2023-11-21T20:31:03Z2",

"eventSource": "kms.amazonaws.com",

"eventName": "GenerateDataKey",

"awsRegion": "us-west-2",

"sourceIPAddress": "imagebuilder.amazonaws.com",
"userAgent": "imagebuilder.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:imagebuilder:arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/
sample-encrypted-workflow/1.0.0/*",
"aws-crypto-public-key": "key value"
.
"keyId": "arn:aws:kms:us-west-2:111122223333:alias/ExampleKMSKey",
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-cdef-EXAMPLEZzzzZzZz"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

}

T~ R

LRBIERT Image Builder M Image Builder API #4518 Amazon KMS Decrypt AP #{E8¢
CloudTrail WEHATRER T AR T, GetWorkflowlmage Builder EEEELAMBR TERER , REFHE
ERZER,

{

"eventVersion": "1.08",

"userIdentity": {

"type": "AssumedRole",

"principalId": "PRINCIPALID1234567890:workflow-role-name",
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arn":
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "PRINCIPALID1234567890",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T20:29:31Z",
"mfaAuthenticated": "false"

}
},
"invokedBy": "imagebuilder.amazonaws.com"
},
"eventTime": "2023-11-21T20Q:34:25Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "imagebuilder.amazonaws.com",
"userAgent": "imagebuilder.amazonaws.com",

"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-cdef-

EXAMPLEZzzzzzZz",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {

"arn:aws:sts::111122223333:assumed-role/Admin/workflow-role-name",

"aws:imagebuilder:arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/

sample-encrypted-workflow/1.0.0/*",

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF+4567890abc123D

+efl=="
}
I
"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-cdef-EXAMPLEZzZzzzZ"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

}
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RS AP — R EA Image Builder RFERTEHES , AN EE RSN EREMEHNEIENNR, 4
& {EFAE % Image Builder AR TR LER , B FEFTNNIR. THNAEEHENREEITE
EEEREREEGHNR, MRETFETHRE Image Builder FHIINAE , S Image Builder F# IAM
[F) R SR R o

BREEER - MREBELTREEE Image Builder BIR , NETAEEH Image Builder BI5E2 15 [A] £
R, AR EREEIRS AP RFRIBL Image Builder SHEER B IR, AJE , B0 0 1AM EE R

BRXERUESARSAFHNR. BEFZNELNEEUTH IAMWEERE S, ETHEXRENAD
TR IAM 5 Image Builder B ERANEZEE , 5 H Image Builder 21A5 IAM KB A G

BEafEH.

IAM EER - MRER IAM EER , BUEFETHREXNARERELEER Image Builder 1977
RIRFMAER. EEFEAIE IAM R EAM Image Builder ET S 3K RH , S H Image
Builder T & 1 #Y K &,

5 B 02 1T B AR E

BXRUNARFHEAFNREREESHRIEMNIFEME S Amazon Web Services I |, F5 IAM B 38
Elail: g

Image Builder 25 IAM KR A & E 4 6

A IAM EEX Image Builder B17 R 2 81 , BB11% 7 BEWRLE IAM ThBE R A F Image Builder,

E2M 7 # Image Builder M E i Amazon RFIMAS K2 1AM heeB&EA |, HSH IAM AFiE
EHE IAM BS A Amazon RS

Image Builder BV & T 5 17 #Y 5 B&
XREETHHNER 2

ETEHNRBETMMESZH (0 IAM AP, AFASAE ) B9 JSON RRREE A, XLRE
EHIRFMASAEMPRA TN BERRNITHBERE, ETHRNTOEET HORRE  FSH
(AM BFiEE) FEATI EEARKE L BE X IAM R,

BEMEA IAM ET EHHNERRE |, BUEEAFSIELNREMNTRUR A FSIELRIENIHF. &
TEEETEANERFBIEEETH , AR CERTENMNAFRRAR, ETHAE JSON KEEF
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E&EF Image Builder ET SR RG] , 12 Image Builder EF 517K KB
Image Builder A& T 3R R B
TRETHRRNERE : 2

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESHE IAM ABEEREM
Amazon S3 FREMEKE, EXFETRRNRBHNERSS  BRSEER ATUERAEMNRZFHNEE
RFENEE. N FEEFHINRENEIR , REEESUISE 47 BT Z A RRITHBEREAREMFA
FHETIMIT, EXMEETHRNRBHIEEEE, ERATUBEKS, AP, A€, REAFH

Amazon Web Services B

ESHABK/FAE , SR LCHENKF S E MK PH IAM SEEERNETRENRBPN EH, &
SR EEFMBETRERARBRARELEEXRRIEN —¥ME, YERANERLEFFREMERN
Amazon Web Services IKF , AIEIKF K IAM BB RAEMNAEZFEAER ( ARSAR ) RFiAE
TRR, 1B NET ORI MESMEUR TR, B2, MIRETRENKERE -
AP EERRTFHENR , WFFEEFHANETEMNER, BXEZEER , FZ2H (AM AFE
) B IAM R EIKFEIRIEE

Image Builder B9 SR BEIR1E
XERBEE =

B R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATB M ATIRK
1THRE | UREMALAFZHTHT,

JSON HEEH Action TEMAR A THEREE T AV RIELILHAVRE, RBREBEEXRRN
Amazon APl RERI B, B—EHISMER | PIIRBTE APl REMNRNIR BR4E, T8 —LRESE
EERBPNITSMRE. XL NRER I BRRE,

HREE 2 ERFEUR FHATRBIRERIRR,

E&EE Image Builder #1E5I% , H5H (RFENSE) FH EC2 Image Builder E XKV AE,

Image Builder HEYRESIRIEERERERAU TR :

imagebuilder

EEENMEYUPEESTURE , BEMAESFHENRT.

"Action": [
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"imagebuilder:actionil",
"imagebuilder:action2"

]

E&EE Image Builder E T SR RH , 55 H Image Builder ET 57 B KB

Image Builder #9587 R
XERBER : 2

I R A LAEA Amazon JSON REERIEEWAN BRI L, HFRY , BN EETT AR IFER
1THRE  UREMALAFHTNIT.

Resource JSON KB TRIEEERHMNAREN —NHZ IR, BEIXTEE Resource
NotResource T, EANREXE , EFERH Amazon BEE# (ARN ) EARR. N TFXFHE
BREE (MR BRBERNR ) WigE , BIUBRITHIRE,

X TFAZFRRENRBORE (NP HRE ) |, BEABES (¥ ) ENEANATHRRERK,

"Resource": "*"

E&EF Image Builder #IREE K EF|EK ARNs , i5ZH (RESTENSZE) FH EC2 Image Builder
YRR, BT RETAERAMLERERIEESMHREIRN ARN |, 52 EC2 Image Builder E X Y&
1Eo

E&EF Image Builder ET H M RN RG] , 12 Image Builder EF 53 H KB,
Image Builder B9 5% BE 54 5
IERETHRSHRBEGRE =2

IR A LAER Amazon JSON SREEREEWARBRMT L, HHRY , BN EET AR TR
1THRE  UREFLAFHTNIT.

f£ Condition Jt# ( = Condition 3t ) # , AIBMEEBAE RN ZM4. Condition TEETIL
W, BAILBCIERFEAZEEZER (S0, ETHNT ) BRLGRER , UERBPHNRGSERPHE
MITE,

MREBE—MEAHIEEZN Condition T#E , HELE/ Condition TEHIEEZNE , NI
Amazon {E B % AND ZE T EEl]l. IRERNBENZERBIEESMNME , NFEHIBIEBORZE K
Amazon &4, EFEFIEINNR BT HTHE BFTERN S,
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EIEESGS , Bt UER SUNEE, fln, IBREEA IAM AP RHRIE IAM BFE, &6
HETFHRARRNNR BXxEZELR  F2H (AM AFER) F8 IAM REEITE : 2 g%ﬂh_m

Amazon X B2 BEFHZHANBETRESNZEZH. EEEME Amazon £RFHE , HSHR IAM
HAFREETRMAmazon £ B5& M4 LT,

E&EE Image Builder &%k , SR (RFBNSE) FH EC2 Image Builder 4%, BT
BRI AR RNBRENRIR , 538 EC2 Image Builder FE L IRE,

E&EF Image Builder ET SRV RG] , 12 Image Builder EF 517 H KB,

ACLs £ Image Builder &
¥ ACLs : &

TREFIFIR (ACLs) 2 HIPLERFEA (KFKA, ARRA. ) BNBRER, ACLs SETHIRM
REEREL, REEAITEM JSON KB HEER.

£/ Image Builder 31T ABAC
X ¥ ABAC ( REEHFMIRE ) : BB X%

BYEAYTARIES] ( ABAC ) B —HMIRBURES , ZERBETEMREXNR. £H Amazon , XL&
J="I’.{$"\731‘T\_Lo &AL 1AM Kk ( AP ESAR ) MFZ Amazon IR IR, FRiCKEN TR
7= ABAC BV —2, R/FIR1IT ABAC K& , BLEE AR ST 07 B 89 BRI TR B e VR
.

ABAC EREBKWIAAEFFEERR , HERBERTSEIUNITR T R HF .

EETHRZEEHE R , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ 4 TEPRUFZER,

tu%%/\ﬂﬁ%xﬂtﬁﬁ‘ﬁ;ﬁ;; EBZFAAEX=ANFM4E , WNTZERS , ZENR. ORENRSNX
X T RBRREZFRAEX=AFM4E , WiZENHD

BEXABAC WEZER , HF5H (IAM AF#ERm) FWERA ABAC BINENNRE, EEFIRE ABAC
SEROHE , BSHE (AM AFERE) PREAETEMNIFRMRZES ( ABAC) .

@ st 453U A T Image Builder
Xt B AEAIE
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VR4 A I B E B B AT , L Amazon Web Services BB FE/EMA. BEXFEZEE , TIFHL
Amazon Web Services RS ERA FIRETIES |, HSH IAM AFEEFH A Amazon Web Services RS
SEAMBEFERANER.

MREERARAF B MEZBZANEMRAEZEZR , Il Amazon Web Services Management Console &
AR RIGHES, B0, H& Amazon EALQ TR S B F (SSO) gEF#TiHEN , ZIEL B30

BinrtiEf, SEUAFRSHEREFE , ARVMRACRKH , BE2B8HRIRNEL, BXURAES
MEZER , BFZ5H (AM AFER) PFRMNASTHRE IAM B (EHE ).

O] LAGEF Amazon CLI 2t Amazon APl Fa 8|2 IGRHER, RAFE , B LAERX LG EP#*ITH
8] Amazon, Amazon BWZEHREKIGHHES K MAREAKBPIHRZH. EXEZEE , BSH
IAM R I et 22 &,

Image Builder kY ¥ iR 55 E AR
XEFHEREAXE (FAS) 2

LIRER IAM AP RABERHITIREN Amazon , BEANEREA, EAEERSH , £8ES
BAT— MR, ARUBREERMRSTE S —NEIE. FAS FABAZEANRBRIK Amazon
Web Services RZ 8 T FARS & HiERMER, Amazon Web Services REREBYURFZKWIEZES
Hh Amazon Web Services RS S ERREFRET KR ERE , F2&EH FAS K, EXfER
T, BATNEFRTXRIRENNR, BXRKH FAS BRISWERIFE , BSRERTR S,

Image Builder BWiRS A
XERSAE R

BSABGRHA-MBSEEE. RREMTEREN IAM £6, IAM EE R ATUE IAM F 42, SR H
RIS AR, BXEZER , HSH (AM BAFER) FM8/2E [ Amazon Web Services IR S5 Z R
BRHAG,

/A Warning

FRRSE A NN PR T RES TR Image Builder BYZhEE, X2 Image Builder 2t HxE S
FERSAG,

Image Builder BWiRFZHXAE
XERFHEXAR 2
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REBEXAERE—TMSIRS BN Amazon Web Services RERES AR, RETUKRARKREINIT
BENAE, BRSHEXAEEIEEN T Amazon Web Services | FBABRSEAAE. IAM EER
A LB ETRERERSHXARHNR,

BXBRESHEXAGHWIEAFEE , 5SHE £ Image Builder B IAM RS HEX B E,
Image Builder EF 5 58I KB

BIEA IAMETEMNER , ZUMEEATRIELNRENER , MRAFRIELIRENE
. Image Builder T FFEMWIRIE, BRMEZHR. BXEE JSON KEEPEANMELRNESR ,
BEZ 5 1AM AP IEE TR A mazon | EC2 mage Builder B84, ARMEH 40,

1

Image Builder RV REEIREEIRERIFER TSR : imagebuilder:., REEBAMLIMEE Action
% NotAction Jt¥k, Image Builder EX 7 —4HEHSHRE , R ETUFERIZRSHITHES.

EERMEUPEESTURE  BEMAESHENRT , TR :

"Action": [
"imagebuilder:actioni",
"imagebuilder:action2"

]

BB LERBERS (%) BESMRE, Hln, BEREELLRE List FANMERE , SFUTE
1E -

"Action": "imagebuilder:List*"

E&EEF Image Builder #EN 5k , 58S IAM AF1ERE # 8 Amazon Web Services FRSSHRE, &
BAMEHE.

AR E R M

B <A Amazon BT I KR HFEH B E] IAM F4 3 Amazon BRREE DR IHRINRNFHE
B BESH I AM ARSI R FR,.

BRI B X4 RER IAM B84 RARETREF SN ERFN A4, LTFUT IAM AGE
i B 0 B 5 3K I S B U R BRRY 1AM A6

+ EC2InstanceProfileForlmageBuilder
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» EC2InstanceProfileForimageBuilderECRContainerBuilds

* AmazonSSMManagedinstanceCore

BIR
EE AT LAEH Amazon JSON KEESRIEEHEBRIGRIMT L, BRRER , BANEMART LN L RIRR
TiI8E | UREAALRBETHIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BAXIEE Resource
NotResource T, EANBEXE , HFERH Amazon BEE# (ARN ) BERR. N TFXEFHE
BRER (MR BRBRENR ) WigkE , BOUBRITHIRE,

XN T AXEFRRRNROERE (W HERE) | EEABEM () ENEANATHERR.

"Resource": "*"

ARN HZAMTRAR , IETHTREBTFRIBEHBREMNE -4, BSHRFHNRE—INTREBER
RERE . ZFAM ID AW Z IR, Image Builder RIERRAT , EEAUTHER :

arn:aws:imagebuilder:region:owner:resource-type/resource-name/version/
build-version

@ Note

EERAATERTEERIIR ARN A, B2 , B API 84 ( filf0 GetComponent ) HEEYR
FERASRIE — R R ER R R IR

X F Image Builder EEE A FEANRR ( AIUNEMBRESAY ) , AMEETRAUARUTTRZ

- REFIEENKS
« 3F Amazon IEERIR : aws

« B3X Amazon Web Services Marketplace % )R : aws-marketplace

AR RHIE R T 1E Linux E%&% Amazon CloudWatch {XERYIEEHHERY ARN :

arn:aws:imagebuilder:us-east-1:aws:component/amazon-cloudwatch-agent-linux/1.0.1/1
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WREAERTREUATABWELITEAHH ARN : Amazon Web Services Marketplace

arn:aws:imagebuilder:us-east-1:aws-marketplace:component/example-linux-software-
component/1.0.1

BXRFMAHIR ( BEFEAFMENIFIERS ) WESZEER | ESRYE Image Builder A4,

7~ ARNs
AT BT LAE 1AM REEHF I8 E M EIR ARNs By — L R4l

« X4 ARN

"Resource": "arn:aws:imagebuilder:us-
east-1:111122223333:instance/i-1234567890abcdef?"

- BEK (*) =™, ATEESEKSHAARG

"Resource": "arn:aws:imagebuilder:us-east-1:111122223333:instance/*"

- BEA () R, ATEERERGIERENFIERAE

"Resource": "arn:aws:imagebuilder:us-east-1:aws:workflow/build/build-image/*"
« FEEBREK ARN
"Resource": "arn:aws:imagebuilder:us-east-1:aws:image/amazon-linux-2-

arme4,/2024.12.17/1"

- BEA () 76, BTEERERGHNFTERAE

"Resource": "arn:aws:imagebuilder:us-east-1:aws:image/amazon-linux-2-arm64/x.x.x"
#% | EC2 mage Builder API 2EEF R 2N BR. EEE/MEAPEESINEIR , iF ARNs AiZ&
pa) =

"Resource": [
"resourcel",
"resource2"
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Image Builder Rt FE T RS EZMHRE  AXBFEARLLBEEHR, EEEFHE Amazon £REH
#, #FSH IAM AFiERmHPMNAmazon £ RFH L TXEH, BRHUTEETRSHZ4E,

imagebuilder : CreatedResourceTagKeys

EFHERzENEEER.

ERALRAUNUREFEFRPEREFEFERRME LR, XAFEERE Image Builder 812K 7R,
A A M- B RE A

FCreateInfrastrucutreConfigurationMUpdateInfrastructureConfiguration APIs.
imagebuilder:/CreatedResourceTag<key>

EXNECZENEEER,

{5 A th 82 AT 4R Bt A2 Image Builder B B IRMARS BEXN KIFIEFE, XAFEEEDE LHFER

&2 Image Builder &R,

A A - R A UE A

FCreateInfrastrucutreConfigurationfMUpdateInfrastructureConfiguration APIs,
imagebuilder : LifecyclePolicyResourceType

ExREzENEEEA,

£ At A RE R P IS E R 4 o B B SR B % 15 B AR

LEE B AT LR AMI_IMAGEZ{CONTAINER_IMAGE,

A -l BPALUERA FCreateLifecyclePolicyMUpdateLifecyclePolicyAPIs,
ImageBuilder: EC2 MetadataHttpTokens

EFHERzENEEER.

ERLLBRPFIFTRPIEEN EC2 KPITEHIE HTTP T R ER IR IE U7 B X R,

LRHE T LAR optional = required,

A A - R A UE A

FCreateInfrastrucutreConfigurationfMUpdateInfrastructureConfiguration APIs,
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imagebuilder : StatusTopicArn

EXfREzEREEEA,

AR AR B L IRRSBARERFH SNS Topic ARN KL,
A A -t B AR UE A

FCreateInfrastrucutreConfigurationfMUpdateInfrastructureConfiguration APIs,

=~

EEF Image Builder ET 5B RN RBI , 25 Image Builder EF 5198 K8,

Image Builder & T &R HY KB

ETHRFHNERBIEE T HEEEXMATE Image Builder BIR EMITHIREUREFARL T AT

1T. Image Builder Xt XA M, MEMBREEFWE T HRNNREKRE . ETRFRNKEARLFER
TREREEMKSRTFERNR, &R ERET R IFRRRBER L Amazon BRS5 15 FIERVE A,
BEG&MERET

ETF Image Builder #r Z IR X

IR A LU AR B AN E Image Builder B R F1E R P VAR 4% 1% F Image Builder. EE FHREESI
R, BWEERFEH imagebuilder:ResourceTag/key-name. aws:RequestTag/key-name B
aws:TagKeys R EERBNZHTEPRMRLEFE LS. BXHRIC Image Builder RIENEZEE.
EZ R $ric >k B &R Amazon CLI,

Image Builder IAM &€&
| AM £ 2 EAEBEF S ENR Amazon Web Services Ik BSR4,
s Bt 453 A T Image Builder

A LAER IR ZIERFTHRESEHRIEESR , 2K IAM B89 REKF AR, S LUEN
FAssumeRole= Z F K Amazon STS AP ##/ERIREUIE Bt & £ iF 5 GetFederationToken,

BSHAXAG

ARS518< A & Amazon Web Services RS VIR RS RV R RUARKRETHRIRE, RSHEXA
BERE IAMKFH , ARZBRSHE. EEEERTENRNVASJUERETREFEERSEXS
BRI,
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Image Builder X#RSHEX AR, BXIBHEE Image Builder REHEXACRNESR , ESH £H
Image Builder B9 IAM REHX AR,

BEAR

LR AFRSAREERRS AL, kBBAFRSHREMRKRSFHRBRARKRETRRE. RS
AGETRE IAMKSF , HFRZKSRE. XEWEEEEER 7 RRPRAY A AT LE Ut A 2 AR
fRo BR , XHFMAIBEL MRS TIRE.

£ Image Builder HEE S3 77iEM T HNRAEIEA R

EC2 Image Builder 4 %3 Amazon RS BEEH S3 F#E , HPIEELWIK S HI1Z1T Image
Builder THEABAIFMNAI FTHRRIR. MREEABIE DT KZEFFEHRX Amazon S3 BITHE , AT
REERBATFRXLEEFEE. BUUEATEM ARN SE#EE URL BXEFREBIIATAR
& | BAEURTEM{AE ST Amazon S3 B9 B X FR

AHEES|SHA (HE)

It S3 W25 SHA , ATERATOER EC2 AVl LiRE EC2 TOE MARF. Image
Builder FFE T HMIA S ge X IFH RGN W EZ NN

- S3 77f&# ARN : arn:<Amazon partition>:s3:::ec2imagebuilder-managed-
resources-<Amazon Region>-prod

- S3 7FEMMUL : https://ec2imagebuilder-managed-resources-<Amazon
Region>.s3.<Amazon Region>.<Amazon partition-specific domain name>

EEAH
It S3 FH WM ETE Amazon RELHHMNBEMS . Image Builder EEFRINRFBE T EHEL S P EL
ENFTEREAH,

« S3 71&# ARN : arn:<Amazon partition>:s3:::ec2imagebuilder-toe-<Amazon
Region>-prod

o S3 FEMMUL - https://ec2imagebuilder-toe-<Amazon Region>.s3.<Amazon
Region>.<Amazon partition-specific domain name>
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 {#F Image Builder 2%l &

ET BN REREREK

ETEMNERBEEMNAZRSTLCIE, THRMEREK S HH Image Builder IR, X LEig/ETRE
£F Amazon Web Services IKFF=4E R A, SIERBEERE T BRI |, HERERUTIEREMEI :

- FaEA Amazon RERBHERRAKENRNERE — EFBEAFMIEARR TR , EEARNT
ZELAGRTNENAmazon TE XM, EIIERIMRAF A Amazon Web Services IKF .
MNBWEBSE LN EHN G Amazon EFRFREREXFE —TRDNR, BEXEZER , FS
7 <IAM AF38Rr) HE Amazon FEE R KB T/EELEER Amazon EE XK.

o NMASENXIR : FE£EA IAM REEEENRN , BNRFHTESFAENNR. At , BALE XL
ERERMTIUNBERFRRITHERE , XN RENRITFT, EXFAH IAM NANRNESZE
B, #FZH (AM BFEmR) F8 1AM YRR,

« R 1AM SRRE AR AU S 43t — S BRI TH R AN PR ;48R LA [E) 3R B 7 BN S 44 SR PR I X IR VE RN R R BV 15 18] o
flan | WA URERBEK A RIEEXTMER SSL KEFTEER, MERBRSEEREIFEN S XE
AR, N e UEAEARER FX RS BREN TG RIE Amazon Web Services fRS , 5140 Amazon
CloudFormation, BEXEZELR |, i55H (IAM BF#EE) T8 IAM JSON FBEITE | &4,

- M IAM Access Analyzer BiEZH) IAM KB | IBRFRN RN LM IhBEM — IAM Access
Analyzer 2WIFF R I AR , LARKBEHS IAM KEKIES (JSON ) M IAM FHiESE
B2, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , URBEBHER S BEEMREN
Kig, BXEZER , BH5H (AM AFEE) FHFEH IAM Access Analyzer BiE KB,

- EEZEHHRIE (MFA)-ZR Amazon Web Services I BN REE IAM AAFSRAF |, BB
A MFALURSEZ2M. BEEAA AP BENFEE MFA |, B8 MFA REFMEIBHERRES. BX
EZEE , F20 (IAM AFER) FHER MFA R APl 1,

BX IAM AR REIRNESESR , H2H (AM AFER) $18 IAM AR £ HEXEK,

M Image Builder &1 &

E {58 EC2 Image Builder ##l4& , BAMBE —ARENR, XENRAFEIHMETEXEN
Amazon Web Services ik H#Y Image Builder BIRHFMAES . WRECNBHNET SO REELLRT
FHRENBRE™E , WEENEFZREHEE (IAM AFSAR® ) EEETEHSE,

NERIER 1AM SSART LAEA Image Builder #&& , B4 EHK LA T Amazon EEREZ — :

« AWSImageBuilderReadOnlyAccess 3 B
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EC2 Image Builder

RAriEmE

« AWSImageBuilderFullAccess I

B X Image Builder TFERBENESZER |

/A Important

AWSImageBuilderFullAccess KB 2 812 Image Builder [RSHEXBBFTLEN, L REKH
nE IAM SRKkEY |, BEXTRM T BEELRE , HESEEANRR ( ZRRNEHRFRE

imagebuilder ) :

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"sns:Publish"

1,

"Resource": "sns topic arn"

"Effect": "Allow",
"Action": [
"iam:GetInstanceProfile"

]I

"Resource": "instance profile role arn"

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "instance profile role arn",
"Condition": {
"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.

"Effect": "Allow",
"Action": [

com

#2Z M 7 EC2 Image Builder £ Amazon & KB,

ET 085w
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"s3:ListBucket"
1,

"Resource": "bucket arn"

N FAAA Amazon CLI X Amazon API AP | BLENHREFEEF AR, MR , RATH
8] 52 AT AP R 1EME EE YR 16,

Image Builder & T % RV SR B
BxuAel2AH4NER , B2 £AAH B E N Image Builder B,
PRl Image Builder A1/ RI4FERY IP it

AR RGN AR A P 12 F R AT 4B 0 1T1E4T Image Builder #24E, B2 , FRMTKBEZHHIEE
B IP # ke,

BRI RERIRT AT EBRMBIARZ 4 (IPv4) IP #hit#Y 54.240.143.* SEE , BH -4 -
54.240.143.188,

ZConditiontRfEAIpAddressHINotIpAddresss#rMaws:Sourcelpst@E , FER

—N AmazonTBEHNRHE., BXXEFHENESEE , BSHERRPEESRNS. X
Yaws:sourcelp IPv4 EEAREN CIDR RRE. BXEZEER , 28 (AM AFER) #8
|P ith3if R 4F1E E Ao

{
"Version": "2012-10-17",
"Id": "IBPolicyIdl",
"Statement": [

{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "imagebuilder.GetComponent:*",
"Resource": "arn:aws:imagebuilder:::examplecomponent/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188/32"}
}
}
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]
}

71 EC2 Image Builder £ Amazon £ & &

Amazon £ & XK 2 H I EME R IR KK Amazon, Amazon HERMEEN TS E LA IR 4
R, MEEAIBTF RN AR, ANMAIENR,

EidfE , Amazon HE RSN ZNESEER MR FREMENR , BR el EE Amazon
BERFEA. BIMNBUESENREETENERAENE R BB A TR — SRV NR,

BT EE N Amazon EERBPENHNER. R Amazon EH Amazon FEE KA E XK E |, I
EHAEMZRBAMABENMEERASSD (AP, AFA® )., Amazon RETFREERIEHH API
KA RS 7] LAE A #T Amazon Web Services RS B9 API #24EBTE £ Amazon IEE K.

BREZER , F5H (AM BFER) 8 Amazon FEE XK,

AWSImageBuilderFullAccess KB

% AWSImageBuilderFullAccess R BE#R FFTHi A €3 Image Builder BRHISTL AR , AiF
ZAGYIH, R, AE., EHMMER Image Builder BiR. iZKIEE B> Amazon Web Services
RS AARTFAABENE[MNR , HlABIERERERERERIKS Y H 80 %R Amazon Web Services
Management Console,

KR FHE R
ZRBEEE TR :

- Image Builder - B FEENIR , FiZACTLSIE, #HiR, A1Z., FHMMPER Image Builder &R,

- TO% EC2 — FEF1HEMNPE Amazon Desc EC2 ribe ##4E , X EBRERRII R REERIKIE TiZ
K P R IR P RPT A FER

o 1AM — £ F i R14X BB AR ERA 4 F B 2 & “imagebuilder B SEHIEL B X4 |, @ iam:GetRole API
BRAERIE Image Builder RFHEXABREFE , UK BIZE Image Builder [RFHEXAE,

« License Manager — & FiGRIAX PR , LA%I 3 R &9 1 o] E B i =R i |l o

« Amazon S3 - B FIHEIMNR , SHHEFZKFHFEE , AR B HRFHHF imagebuilder’® Image
Builder 77

« Amazon SNS - [@ Amazon SNS #FE AR , AR E & “imagebuilder’fy EBH EBFTE o

ETFHRBBHONR , ESH (Amazon RERKKSZE) F M AWSImageBuilderFullAccess,
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AWSImageBuilderReadOnlyAccess %K H&

AWSImageBuilderReadOnlyAccess KA FT A Image Builder R RIRIG RN R, &= FRU
3T iam:GetRole APl #2ERIE Image Builder REHABBEBEE,

R FAE S
ZRBEBEUTNR :
« Image Builder - ¥} Image Builder &R Risz 17 B4R

o |IAM - BEFiHRINR , LUES iam:GetRole API R/ERIUE Image Builder (REZHBXRABRBEFE.

EERHRBHNR , HZ2H (Amazon RFEXKKSE) FH
AWSImageBuilderReadOnlyAccess,

AWSServiceRoleForlmageBuilder ZK &

ZAWSServiceRoleForimageBuilder B3 St iF Image Builder Amazon Web Services RS KRB
B,

RRFHRER

B3 Systems Manager €12 Image Builder BRZFHEX B &R , ZRERFMMEZA R, BX Image
Builder RZHXABNESZER , HSH £ Image Builder £ IAM BRSHEXAE,

LR EE TR

« CloudWatch B&-1%F 8l CloudWatch BEIFHE E4& B ¥R ETF LB B EH B G RAXBR/
aws/imagebuilder/,

- 5% EC2 — X Image Builder ATAABIZE, #HFRREANEIMECIENE KR (AMIs) , HELHIIK
FHEZEC2 K6, Image Builder 2R\|EEEAMERNRE, B, NEEO, 7M., 24,
WANEE EMZPAX |, ATiRB EEESHEANBRE, KFMBFRBCreatedBy: EC2 Image
Builder=fCreatedBy: EC2 Fast Launch,

Image Builder AT BASREVE X Sk EC2 BRE, KBIBME, SSHURES. BHIKF T AKAIRE, B
HER, FH, EVNTDE EC2 BRIR LAVFREMNE R

Image Builder ATSAEFBRKIRE , SAS AHEAKS FH Windows SKHIIRIEE 3 ( HPREIRE
CreatedBy: EC2 Image Builder ).,
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4, Image Builder TJEAB 3, F1IERLIEIK P HETHEA , BT LAHEZE Amazon
EBS R, RIEMEFHMEMBIER , FHIEME , FHRZX | URELBES
Ec2ImageBuilderCrossAccountDistributionAccess K& R FIX PRIV K - 2 B E IR, WMBTFTR |
FIEXEREHEZMFEH Image Builder #71ig.

« Amazon ECR - [a Image Builder & Fi5 R , ZEEHTASERGRBDEABNCIREEE , H
HEBNEFRNRZ | SR HIRMHETBE,. Image Builder E#R F 17 RIANR |, LAEIREUR R R ER
S BRE A1 01 22 M B 2RI,

- EventBridge— #&#F Image Builder Bl EXE EventBridge #IIHY R,

« IAM — #2F Image Builder 77 RIXR , A LARFERIK - P EER A E4&ZE LT ik EC2HE AN S A/
S,

- Amazon Inspector — [d Image Builder & Fi5RIXPR , LABSE Amazon Inspector 1B 55 55 9 & 3= 4l
A HREREN A TRENREHNE R,

« Amazon KMS : [@ Amazon EBS &2 FiFRIMXER , SANE. MELEFHINE Amazon EBS B, iX—
RIEEEE , TUHERY Image Builder FIERGAT |, INHRBRER EE TE,

- License Manager — [a Image Builder & Fi5RIMXPR , LABN license-
manager :UpdatelLicenseSpecificationsForResource ¥ License Manager 1%,

« Amazon SNS - & /= R 4E{a Amazon SNS =B HEFE AN,

- Systems Manager - [@ Image Builder # Fi5[EfR , LA%|H Systems Manager s s R EFA.
BEEXE, BRZGEENEIHITRE. ERREZFMEXFNEN , ARG SRAAFEAE
B Image Builder R AI A KEBZ{LES , HELEXNKS PEREFEN E3HLRIT,

Image Builder #&# [E#512 8 "CreatedBy": "EC2 Image Builder" W{EARHILHIZTHT
WA , ATFUTHEAX#H : AWS-RunPowerShellScript, AWS-RunShellScript #1 AWSEC2-
RunSysprep. Image Builder B FEK - /5 35 Systems Manager Bzh{bin1T , A TR
ImageBuilder FFk#9 B3 (L34,

Image Builder & 7] SATE K = AR J9 AT SE 451 61 22 S BROIRAS B IR 8RR Bk (| RERBASIAE N AWS-
GatherSoftwareInventory ) , 3} BRI LAEK - F 4|2 Systems Manager [RFHEXAE,

« Amazon STS : [ Image Builder FiFRIRR , LUK FE R
EC2ImageBuilderDistributionCrossAccountRole B & & AEMIKF |, siiRRZACHNEERBA
FRA. XTATEKSRESE.

EEFHERBHNR , HSH (Amazon REX KK SE) K AWSServiceRoleForlmageBuilder,
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Ec2ImageBuilderCrossAccountDistributionAccess & B

% Ec2lmageBuilderCrossAccountDistributionAccess KB [E Image Builder R FXFR , LA7E B #RX 15
B DB RS, b5\, Image Builder AT EAX K = R EVERINE Si#h EC2 B /it THR, EFIM N AR
X, ZERBEEARTFES ec2:ModifyImageAttribute APl B4 AMI FBR,

RERFAE R

ZRBIEUATINR

« 5 EC2 — EC2 AW DR, EFNERBANEY , UERNKF FHEMATDE EC2
FeIEmRE,

EEFHERBOANR , 5560 (Amazon REARKSE) 1Y

Ec2ImageBuilderCrossAccountDistributionAccess,

EC2ImageBuilderLifecycleExecutionPolicy & &

ZEC2ImageBuilderLifecycleExecutionPolicy Bl 2 &% F Image Builder A 1TH#EINF . 2 Mk
Image Builder BB RERERKERR (RER ) SRENNRAMIs , UZFMRGEGAREEREEFHNE
HH,

RRFAE S

ZREITEUTHNR :

- W5 EC2 —BFUEHIFREMNR , EC2 ATHXNIKF PHEERENIL Si# REMREK (AMIs) 1T
LA ##4ECreatedBy: EC2 Image Builder,
- BRAMEA AMI,

ERMERARGHER.

HIRFESE AML,

R FE LR AMI BRGJE 1,

i BR &5 AMI XEXHY BRI,

K RERNIRE,

o 1£ AMI IR INSMIBRF AFRZ,

« Amazon ECR - [6 Amazon ECR & FiFRIfR , A EA LifecycleExecutionAccess: EC2
Image Builder #3¥# ECR EME LHITUA T HAEBIRE, HABRESIFEILBRSMGEED
BN,
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* ecr:BatchGetImage

* ecr:BatchDeleteImage

EE#EERBMEIRCH LifecycleExecutionAccess: EC2 Image Builder B9 ECR &
BT R BR,

« Amazon &BIR4H — ’F Image Builder E TS IREUE RANPR
« EC2 Image Builder — Image Builder ##% 5 il Br B & £ L B3 B & B IR VIR

EEFMNKEINR , 55 (Amazon TFEXEKKSZE) Bl

EC2ImageBuilderLifecycleExecutionPolicy.

EC2InstanceProfileForimageBuilder ZKHB&

ZEC2InstanceProfileForimageBuilder K B& % F EC2 £ Image Builder FTE M HENR. {BiX
T E$EFEMR Systems Manager RIEBFFEHINER,

RERFHER

ZERBBEUTR :

CloudWatch B&E-#2F 8|2 CloudWatch B & FH £ & | E AT L HER B EHRY T RN ER/
aws/imagebuilder/,

Amazon EC2 — R F i R PRI IR B F1REE, €12 Image Builder 813 K& 3R 1R B8 % R 49 1R B A
%5 Image Builder % R8I ZHRZ,

Image Builder — & FIREUE I B 54 X 25 =k Amazon Web Services Marketplace 48 #8917 8] #X
BRo

Amazon KMS— I RImage BuildertA 2@ MR , MENHERZAH, Amazon KMS

Amazon S3 — R FIHEIMNPR , SAIREVFMTE B FRLL ec2imagebuilder- ISO FFLk# Amazon S3
FHBPOIRNRIET BB R 1ISO WER,

BEEEHRBHANR , 5560 (Amazon FEARKSE) 1Y

EC2InstanceProfileForlmageBuilder,

R 498


https://docs.amazonaws.cn/aws-managed-policy/latest/reference/EC2ImageBuilderLifecycleExecutionPolicy.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/EC2InstanceProfileForImageBuilder.html

EC2 Image Builder ArfEm

EC2InstanceProfileForimageBuilderECRContainerBuilds &K B&

iZEC2InstanceProfileForlimageBuilderECRContainerBuilds K B 1% F EC2 SEHI7E A Image Builder
F4% Docker %1% , A/51E Amazon ECR BREFHEFEIMMNE#HRENFIZENKENR, EXFE
¥E{E A Systems Manager REFFERINPR,

R FHE R
ZERBEBEUTNR :

« CloudWatch B&-&R T 812 CloudWatch BEFRFHE £ & T B FRUAFF LT B EHB A R AR/
aws/imagebuilder/,

« Amazon ECR - [a] Amazon ECR & FiAEXBR , LAIREL, EMMEFEBJ[/MREGE , ARKRERNRS
-8

« Image Builder - & Fi5RIfXPR , LAZRER Image Builder H#- =B8RBS o

« Amazon KMS— #lRImage Builderdd B2 H A RBEIMERN , MR FHRZZAG BB LN
PR, Amazon KMS

« Amazon S3 - RFNR , IREEME R ec2imagebuilder- 3k Amazon S3 F R
B R

EEEFRRBENNR , H2H (Amazon RERXKKESE) T 1
EC2InstanceProfileForlmageBuilderECRContainerBuilds.

Image Builder E#T Amazon 7 {E & KB

AT R4 A %< BImage Builder Amazon & &R & T 18 BR BRiX & B BRI iZ RS TN EFTEVE B
BXMETHEEXRNBIER , FiT 5 Image Builder #4752 id FWHE LK RSS /Ro

B HR HH

AWSServiceRoleForl Image Builder X RS A€ 2024 £ 12 A 30 H

mageBuilder - S BRIEMWE HHITTUTER , AXEH

# Microsoft & FIwIRERS 1ISO
XHEREMBRES A,

WINT ec2: Registerlmage
A A21F Image Builder £%
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RAriEmE

BEX

EC2InstanceProfileForimageB

uilder — X I E REKH FEH

EC2InstanceProfileForimageB

uilder - SEHTHY KB

EC2ImageBuilderLifecycleExe
cutionPolicy : # 5B

DU
RIRF QI 2 N EME R
RERNETWIUER ISO #
ENXHHF AN AMI,

Image Builder X7 3=l it & X4
REEHITTUTEDR , U
MEEE BRGSTHBI R BR R

E P B &R DescribeSnaps
hots LRI T AT ec2 #
1E : DescribeVolumes

M, URREFEMES, &
A Image Builder 8128 %
R T LUT#4E © Creat
eSnapshot B REBRIR ,
LA CreateTags. GetObje
ct AXNHT BERN “ISO" B
BIRAMT s3:

Image Builder E#7
TEC2InstanceProfile
ForImageBuilder Bk,
AV BB E K ETIREL Amazon
Web Services Marketplace ¢
#.

Image Builder {7 28
AR 6 A 7 JB) ) B R A PR AV 37
EC2ImageBuilderLif
ecycleExecutionPol

icy %mﬁ’o

B

2024 £12 A 30 H

2024 £12 A 2H

2023 £ 11 A 17 H
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BX iR H &
AWSServiceRoleForl Image Builder X fRFZAE@##IT 2023 F10 A 19 H
mageBuilder - WM ERBMHNE TUTERURHEKNFIMES

# ¥

#1148 ec2 : DescribeHosts 7t
¥ Image Builder 24
ID LAHEE H a4k F /B 3h38
Bl B RS-

AT ssm:GetCo

mmandInvocation , API #
YELLB# Image Builder A
FTHREGSRABFEMAEEN

FiEo
AWSServiceRoleForl Image Builder SRS AE#IT 2023 F 9 A28 H
mageBuilder - WM ERBHNE TUTERURHEKFIKES
# ¥,

¥718 ec2 : DescribeHosts /3
H Image Builder #iE#1
ID LAHEE H a4k F B 338
BIEY B BURES.

AINT ssm:GetCo
mmandInvocation , API #
YELLB3# Image Builder A
FTHREGSRABFEMAEEN
FiEo

R =
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BX iR H &
AWSServiceRoleForl Image Builder X1 55 & &3 2023 £3 A 30 H
mageBuilder - WA RMEMHNE TTUTESR, UAARYF Image

# Builder T/EREWE AMI F

ECR RRRB IR FRLE
Ro FNRZEF CVE RN MIK

& IEE.

WINT inspector2: ListCover
age M inspector2: ListFindi
ngs LA 2 Image Builder #
TE Amazon Inspector {55
BN BIIaE |, HURER
ENATFABNBGNER

W HNT ecr:CreateReposito
ry , #E3R Image Builder
M CreatedBy: EC2
Image Builder (tag-on-
create) FRICTFMEE. &R
N7 E&+HRE CreatedBy #xr
LRI ecr:TagResource
( #1H tag-on-create )
DR —NEREFEEEBHU
FkHimage-builder-
*BE AR, B FRR &I ATFS LE
RBRA S , HBhLEXS Image
Builder < 820 17 #f FE Bt 1T
B

BatchDeletelmage N &
FRZER ECR 16 AN
T ecrio CreatedBy:
EC2 Image Builderlit
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RAriEmE

EK

AWSServiceRoleForl

DU
PR ZE SR 17 i o 4 PR A

image-builder-* 7f

“
No

 Image Builder 7107 €l
BMNEEE M InageBuil
der-* FEEHIILE
EventBridge £ E# N K E
HR,

Image Builder 3 RS A& #H 1T

mageBuilder - M ERMEHE TLUTEXR :

#

AWSServiceRoleForl

W INT License Manager iF
A[E{ER ec2: Runinstance
HANER AMIs |, AR
& A 5V R E ok B
Y EL At AR

Image Builder 3 RS A @ 1T

mageBuilder - M ERMHE TLUTEXR :

#

¥ HT EC2 EnableFas
tLaunch APl #24EXBR , XA
B ARMEZR Windows E4I#9
BEREHEE,

#H—F4/NT ec2 : Creat
eTags BN R FIF LR M
e,

B

2022 3 H22H

2022 2H21H8
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RAriEmE

BEX

AWSServiceRoleForl

mageBuilder - NI B LB E
#

AWSServiceRoleForl

mageBuilder - I B KA E
1

AWSImageBuilderFullAccess
- NI BRI ERR

Image Builder EFF 1R ERE KX

DU

Image Builder 31 g5 A B# 1T
TUTEXR:

SRR , LLEA VMIE
RS S AR LA M el
R AMI,

WET ec2 BEE : Creat
eTags BIEME R FRMHF

o

Image Builder B R INFIR ,
BB ZMNER RS HMRE
MR FER R,

Image Builder X 554 1/ [E] X BR
AEHITTUTEXR :
I AYF ec2:Descr

ibeInstanceTypeOff
ereings KPR,

WHNEMA ec2:Descr
ibeInstanceTypeOff
ereings MR , f&£
Image Builder 2% & BEH

8 I BRI = Hp ] A Y SR 38
ﬂo

Image Builder FF#RERERE
Amazon EE R E XK,

B

202111 A 20 H

2021 8 A11 8

2021 4 A 13 B

202154 A02H
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£ Image Builder B9 IAM [REGHXAE

EC2 Image Builder £ Amazon Identity and Access Management (IAM) fRE <A E, REHEXE
BE—MHMERAN IAM A€ | ©5 Image Builder E1ZHX, REHEXAEH Image Builder FiE
X, BRZBRESAEREEWUMA Amazon Web Services RS FTERFT AR,

RS XA LEE SN MR E Image Builder , R ABTAFHRMSLENNPR. Image Builder E
NHBRSHEXACHNRE , BRIESAENL , BN RE Image Builder JARAZAR, EXHNRIIE
EERBANNRER., TR R R M IEMEAH A IAM K4F,

BXRXIERSHXAAGHEMBRSWEES , FSRE IAM B & # A Amazon Web Services RS , 3
& Service-Linked Role ( [RSMHEXAE ) J|RETRRA Yes ( ) RS . EERR2MEE , EFZR
SH RS M BB X,

Image Builder Ky RS 1E< A BN R

Image Builder £ FIAWSServiceRoleForimageBuilder R 55 < Bx & & /o i EC2 Image Builder X &R &5
B Amazon &R, BRE %A ®S{E imagebuilder.amazonaws.com BRERRAZAE,

BEZEFHONRZBEFHEXAG, HEE Amazon EEEH A, = Amazon APl FAIEZE — Image
Builder B &8¢ , Image Builder 2 R E8IZRFZ XA B, Amazon CLI

BUT R B AT I 2 TRV BRER

« 7£ Image Builder & & HPiZTEE M-S A0 E B E LR &,
« ERANT API 42 —HE X B Amazon CLI 8% :
« CreatelmageAP!I #&4E ( create-image? Amazon CLI ) .
« ImportVmlmageAP! #4E ( import-vm-imagefE Amazon CLI )

- StartimagePipelineExecutionAPI #4E ( start-image-pipeline-executionfE Amazon CLI ) .

/A Important

WMRENKFERBRESZSHEXAR  EUUERAEENTIEERCEE., HE0E%E—1 EC2
Image Builder &JREY , Image Builder 2 FX N LI BRZHEXAE,

E&EF AWSServiceRoleForimageBuilder X PR , 1§25 AWSServiceRoleForlmageBuilder g 7T
Hoe ETHMEXRNBSHAACEENRNESZEL , B2H IAM AFREBTHERSHEXAGIE,
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MIEH K = #2BR Image Builder [REZHEX AR

BT LAGER 1AM #24] A Amazon CLI, = Amazon APl WG K = h F 3 B BR Image Builder #I RS #8
KA, B2, ERITHEEZE , XTERAKE AEMA5|HEH Image Builder IR

(® Note

FEZ A MIER TR , 218 Image Builder RFEEFERZAR , BERATEESLAK. MREEIX
iER  BESFLoHEER,

5 AWSServiceRoleForImageBuilder A& F A/ Image Builder &R

1. EFRBEEH  FRIVXEEESTHINEMNEENRE, EECEEESTHNHE | BEH

Amazon CLIF#Y cancel-image-creation %,

aws imagebuilder cancel-image-creation --image-build-version-
arn arn:aws:imagebuilder:us-east-1:123456789012:image-pipeline/sample-pipeline

2. FREEENERNRAFIUERE  EBNRTEHERATH] , WNFEBIBR. BXxMRERN
BZEE , B5H MR T HSAREAB Image Builder &R,

ER IAM HIERARSS AKX AR

AT AR IAM $25]& Amazon CLI, 2 Amazon AP MIREI K 7 0 il BR
ZAWSServiceRoleForImageBuilderft, BEXELEE , B2 (IAM AF1ERE) TRIMIBRAR
SHEXAE,

Image Builder lRFZ X A B 3 15X

Image Builder X #FERMRSHFTE Amazon XFHFEARZHEXBE, BXRIZHFN Amazon XiF5
R, BFSMAmazon XML iET =,

Image Builder Y IAM (0] & 5E 3 £ 25

£

« BFELMIE Image Builder FifITIRE

- RFEBIT iam : PassRole

o BRAEARFELAN AGEFE Amazon Web Services I B Image Builder %R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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EFTNIE Image Builder B TIR/E

MREWRERETR |, BRETIMITEMRIE | W AFER R AVFIITIZIRE,

% mateojackson IAM AP ZAERARFAEERTXEM my-example-widget BRHFHAEFE ,
BFRMEREN imagebuilder:GetWidget WRRAT , &K % LR RHIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
imagebuilder:GetWidget on resource: my-example-widget

FEHRBERT , BOEH mateojackson AFKIEKE , LAFMERA imagebuilder: GetWidget #1
E my-example-widget &BiRo

MNBBEEHRB) , FREREWN Amazon BB G, FHNEEARRMEEREILIN A,
R 1T iam : PassRole

MRBWE —MEIR , RPBELRINIT iam: PassRole BE , MIAAEHREUAF BT ACLBES
Image Builder,

B L Amazon Web Services RS AT BNINEABEKIBRELEZES , MTARCEFNRSACSHRSHE
XAR, Akt , BUMEEFACEKIZEIRSHNR,

=& N marymajor KV IAM AP 2 EAE S A% Image Builder RITHRER , 2K E LT R4
%o BR , RELMEBTRSACHRFHNRT AIMITILEE, Mary FTEBRABEZIE RSN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary BISRBE LA R P EINIT iam: PassRole #B1E,
MREEFERY , BHRREN Amazon EE R, ENEERRREZIREIN A
BREARTFRUNG AT EFE Amazon Web Services Il B Image Builder &R

ZAaOR—-1M A , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUIEEEESEY , AURAAG, X TXHETRIFARERTRZEHE IR (ACLs) WARS , BT
158 P IX L5 SR BE (0] ATV HR T 13 (R 8B B R BV A PR
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ETHRESER , FZEAUATREA :

« E T # Image Builder 2B X HFXE4E , FZ 5 Image Builder 215 IAM XA GRS FEH.

« ETHRIMAEBEHNSBAERNEERENIEEPRE Amazon Web Services I |, &2 IAM AP+
B & AE Amazon Web Services Tk B9 5 —4 IAM A P& 15 B XER.

o ETNAI[E = HIREXEHE IR R R Amazon Web Services Ik | 555 IAM B 18
MR mEE=HEMHIFENER. Amazon Web Services 2

s BETHRNMBEYSHBKESRITRHEFENE , F2H (IAM AFERE) PN ALSNIT S HEIEN
BAF ( BHRBERIE ) BEGRINER,

- ETHERAACNETRRNRHATER,FRIZENZS , H2H (AM AFERE) F8 1AM
FR Y B Ik IR A 18] .

Image Builder K95 H 56 1E 55 R
EC2 Image Builder 78§ F1EM Amazon &M it XHSEE,

BXREBEEMAITLEE Amazon Web Services B RHFIR |, BSRRER TR DA 1T X
%5 ) « Amazon Web Services fi5 BX—MREE , BSHEEAIT K.

O LA TEE = FF itk Amazon Artifact, BEXEZEE |, iI5SRE Artifact A tif Amazon act
FREHRE

&4 A Image Builder WM REFERTERENBRE, RLARANEAEERURERNEEE
Mo Amazon RELUTRFERBENFEZEAM

c ZEMEEHMPREATEEZEMESEAMREANITER - REFBERINCTEMWIEER , H#
R TE Amazon L HBE TR MMERN N EHEINEN SR,

s EAHER — b ITHEBNIERETREERATEAMENTLANAEX,

« ffAmazon Config J7F & A & 58 H BV AL N ¥4k %R — 1% Amazon Config ARSS WTk 8K 3R EL &
EZAREELHFEHNEPEE, T ANEMR,

+ Amazon Security Hub— Bt Amazon RS AI£EH 7 BN EZ 2R Amazon |, BBERERSHE
2T WIR AR EREK,

WA LR B () WA M Amazon Web Services Marketplace 5 EC2 Task Orchestrator and
Executor (EC2 TOE) YA H4A H 2 Image Builder BH |, UHBBRRENBAEEN, BXESE
B, F3/ EB T4EM Image Builder BHEHI S o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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Image Builder F Y Z3E U R M #) 1%

Amazon £IKE MR ERE S Amazon XM AT AXEERN, Amazon XiFRMUSNMNIERENEE
WATAX , XETAXBESEER, SFHENSETRNMERE, MATAKX , SO LRI FRE
EURAXzBLHHE B RN AREBNNARFNREE. SRENENSE SN REPOLERLEY
M, TAXEEESNTAY., REENATT B,

EC2 Image Builder RE AT AT —MXEFHENBGSHMOXE—E2 K , AR TITRHES X
i, AMISRBEZ2H"EBEE. ANEAFNNE, E7TLURFE S ME S X REME Image Builder
RS HAER , flan , F6E7E Amazon S3 R,

EC2 Image Builder At & AT Atk (HA) HTEE. BAFRED RSN XEURSRENT
Rt

Image Builder FEYE MR EL £ M4

Amazon £IkM &1 EC2 mage Builder&ERF Rt LZ £ IheE H ZHIM K H RIXPR. BHx Amazon AH
BRERUENEMIZELZENESER |, SR Amazon REMR N AR PHWEMIZELZ S0

EBY Amazon £IKM L& &i% Image Builder APl ##4EER , ZHEFIRRKHGLTEFUTLZEHEN

« ERIEX Image Builder APIHRERVIER |, B in R4 A E A VAR IR T2 MY (TLS) AR
X,

® Note
Amazon IEEZRLSHUER TLS ARAS 1.0 M 1.1 X, RIEZIBNIESHE ARG EH
RER TLS A 1.2 RESRA , XS UMSERIFERE, EXEZELR |, 53
Amazon Z£BEXE,

s BERHRRGESALIFEETEOFRE (PFS) WEBEH , a0 Ephemeral Diffie-Hellman (DHE)
=} Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), KZ¥LBIREE (0 Java 7 RESRA ) #B
STEIXEER,

- B EZ4A ID #1E Amazon Identity and Access Management (IAM) A XEBKNFE B
Bl ZEAKZEE APl ER, HE , BAUREMNIERFEA Amazon Security Token Service (Amazon
STS) &£ R Iaet 22 Eiif o
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https://docs.amazonaws.cn/whitepapers/latest/introduction-aws-security/infrastructure-security.html
https://www.amazonaws.cn/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.amazonaws.cn/STS/latest/APIReference/welcome.html
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L4k | Image Builder i FHZ TN X BR&H EC2 AL EH G E PR Amazon Systems
Manager,

Image Builder BGHIXN T B 12

Amazon £t AMIs # AEENEH , EF2SERTUTRERGHNRMEFNLZ XN T, EAH
A AMIs BEBEXWERE R, BXESZEE , FEH ZENERERS,

o Linux Z1TIRBIEL D% Linux 2, AL2 023, A#§ Linux (RHEL), CentOS. Ubuntu, SUSE
Linux ! BR %88

« Windows Server 2016 & & = iR A
« macOS 10.14.x R E SR

BRIEFRE , IBBELREGE , EEENFTIEL Amazon EC2 RS, MREHNNARF THEARFH
EC2 XHIAI AR M E KR , MAEHNER AMI ARFEUREEFHEFFUET R TRZFABTN.

(® Note
E# 1T macOS &4 , BANEINUESIZIFIRAWE S , FRAKHNITE AMI ERERMBEG , A
FEIREAMEMMREGNERTRHEEENRNBEE MG, MREN Mac RHFRZEHR , S
i} A mazon EC2 B EH Mac K6l EHNBRERENZGRE , THREZEL,

A LU LA T #b 5 R ik Image Builder R AMIs &FTRTS

« Amazon-REHIEXNEH — EC2 Image Builder #EUATHEAH , ATLRERMESLENRER
ST
* update-linux

* update-windows

XEHAFER UpdateOS BIEER, BXEZER , 550 UpdateOS, BIEIM AmazoniZHHy4A
frHIRPIERAN , TELRFEMHRMEIENREHREEF,

- TEBIMRENBENNEBEA-EEERMESIRNRERELLESIEHHT AMIs , EFTLL6]
fE Image Builder A RZRMEN4NT . BENAHMTLUER shell BiZS ( Bash 2 PowerShell )
LRERWT , A UERAUpdate0SREFERKIEEERERIEBRNIEIERF. BXEZER , 5N
EC2 TOE AH BT HIIREER,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/mac-instance-updates.html
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£ UpdateOS B2IEBIRMAH ({XBR Linux F Windows, macOS 73 # Update0S R{E1E
o )

schemaVersion: 1.0
phases:
- name: build
steps:
- name: Update0S
action: UpdateOS

£ F Bash &% yum EFHVAH

schemaVersion: 1.0
phases:
- name: build
steps:

- name: InstallYumUpdates
action: ExecuteBash
inputs:

commands:
- sudo yum update -y

Image Builder By & & & {E32Ek

EC2 Image Builder 2t T F 2L 2 heE , B EFHEMNERBCHZERENER, U THRESZKER
—RIESEN | #3‘1’%5?‘6%?%%5’&7&"*0 XEFESRUETESHRERTHEHREER | HHHE
UHRERANZEREZMAR2REA,

« AE7% Image Builder BB AR EAR FRMHN L LA,

® ng{ﬂTL:AEEIJIﬂKF/\?— 1%0

s FERNAITELEIHREENESR.

- EREBEREENAME AN Windows 5 Linux ZZ24M T,

o EHFRE AMI EFNA TEN macOS Bl , HEIBFHMRGUBHEERTHEHLZ ST HESH,

BB UGN HREG  URIERZSRRINEAN T2 ERAELR .

IMDSV2 & F Image Builder &
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UM Image Builder BBIZ1TH , ©A K% HTTP #HRLUS3) EC2 £41 |, Image Builder £ fiX ££5E
BIRAEZNN L EH R, ERELNEERTENERN IMDS W7 , B Image Builder E A5
B E RGBT IREHRIKE httpTokens S8,

(® Note

EANTE S Image Builder NEEBERAZIMFTE EC2 SEHIELE N A , IMDSv2 LAESEH4
TTHRERRBEREEL MWD EIRL,

B < Image Builder EMIZEEREMNEZFEE , 52 B3 Image Builder EAliZMEALE B Linux BR
&1 EC2 B THIEETIMNERE L |, 52 % Amazon EC2 AF R M ELE R4l T BiEET. X F
Windows B , S L S# EC2 AFER P M B SE6) nBiEE T,

FERENERRITER

Image Builder TR B E X G FTEWELSIRE , Image Builder 27X MRG0 ERWEKH,
FEXRAELFI LGB R 2B , Image Builder 2 ITU T ERBELUBRRENZ S

Linux

Image Builder EEZTEEMA , UHBHPERAKAMRGERLTERESTE , HMREATNE
SRRBHINHEBHGREE, BER , BUUBRSHANEANBY , IEZT2BZAFBE.
It , Image Builder EE4+ WM EGF —ERFSETAREN KERE,

HEETHREMEHAMNAIBE , Image Builder 27E 62 % KRG 2 81 B3 E 1T A T REMA,

/A Important

MEBERSFPBEERAFBE  WHARELZET. EXMERLT , FRREAFKESS
E—NETFEIBE N perform_cleanup NZEXHM T, Image Builder 2% itk 3T 4
HEQBFR G2 aETEERA,

#!/bin/bash

if [[ ! -f {{workingDirectory}}/perform_cleanup ]]; then
echo "Skipping cleanup"
exit 0

else
sudo rm -f {{workingDirectory}}/perform_cleanup
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fi

function cleanup() {

FILES=("$@")

for FILE in "${FILES[@]}"; do

if [[ -f
echo
sudo

fi;

if [[ -f
echo
exit

fi;

done

"$FILE" ]1]; then
"Deleting $FILE";
shred -zuf $FILE;

$FILE 11; then

"Failed to delete '$FILE'.

1

# Clean up for cloud-init files

CLOUD_INIT_FILES=

(

"/etc/sudoers.d/90-cloud-init-users"

"/etc/locale.

conf"

"/var/log/cloud-init.log"
"/var/log/cloud-init-output.log"

)

Failing."

if [[ -f {{workingDirectory}}/skip_cleanup_cloudinit_files ]]; then
echo "Skipping cleanup of cloud init files"

else

echo "Cleaning up cloud init files"
cleanup "${CLOUD_INIT_FILES[@]}"

if [[ $( sudo find /var/lib/cloud -type f | sudo wc -1 ) -gt @ ]]; then

echo "Deleting files within /var/lib/cloud/*"
sudo find /var/lib/cloud -type f -exec shred -zuf {3} \;

fi;

if [[ $( sudo 1ls /var/lib/cloud | sudo wc -1 ) -gt @ ]]; then
echo "Deleting /var/lib/cloud/*"

sudo rm -rf /var/lib/cloud/*

fi;
fi;

# Clean up for temporary instance files

INSTANCE_FILES=(

"/etc/.updated"

|| true

REENEREHTEE
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)

if [[ -f {{workingDirectory}}/skip_cleanup_instance_files ]];

else

fi;

"/etc/aliases.db"

"/etc/hostname"
"/var/lib/misc/postfix.aliasesdb-stamp"
"/var/lib/postfix/master.lock"
"/var/spool/postfix/pid/master.pid"
"/var/.updated"
"/var/cache/yum/x86_64/2/.gpgkeyschecked.yum"

echo "Skipping cleanup of instance files"

echo "Cleaning up instance files"
cleanup "${INSTANCE_FILES[@]}"

# Clean up for ssh files
SSH_FILES=(

)

if [[ -f {{workingDirectory}}/skip_cleanup_ssh_files ]]; then

else

fi;

"/etc/ssh/ssh_host_rsa_key"
"/etc/ssh/ssh_host_rsa_key.pub"
"/etc/ssh/ssh_host_ecdsa_key"
"/etc/ssh/ssh_host_ecdsa_key.pub"
"/etc/ssh/ssh_host_ed25519_key"
"/etc/ssh/ssh_host_ed25519_key.pub"
"/root/.ssh/authorized_keys"

echo "Skipping cleanup of ssh files"

echo "Cleaning up ssh files"
cleanup "${SSH_FILES[e@]}"
USERS=$(1s /home/)
for user in $USERS; do
echo Deleting /home/"$user"/.ssh/authorized_keys;

then

sudo find /home/"$user"/.ssh/authorized_keys -type f -exec shred -zuf {3} \;

done
for user in $USERS; do

if [[ -f /home/"$user"/.ssh/authorized_keys ]]; then
echo Failed to delete /home/"$user"/.ssh/authorized_keys;

exit 1
fi;
done;

REENEREHTEE
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# Clean up for instance log files
INSTANCE_LOG_FILES=(
"/var/log/audit/audit.log"
"/var/log/boot.log"
"/var/log/dmesg"
"/var/log/cron"
)
if [[ -f {{workingDirectory}}/skip_cleanup_instance_log_files ]]; then
echo "Skipping cleanup of instance log files"
else
echo "Cleaning up instance log files"
cleanup "${INSTANCE_LOG_FILES[@]}"
fi;

# Clean up for TOE files
if [[ -f {{workingDirectory}}/skip_cleanup_toe_files ]]; then
echo "Skipping cleanup of TOE files"
else
echo "Cleaning TOE files"
if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ 1];

then
echo "Deleting files within {{workingDirectory}}/TOE_*"
sudo find {{workingDirectory}}/TOE_* -type f -exec shred -zuf {} \;
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ 11;
then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ 1];
then
echo "Deleting {{workingDirectory}}/TOE_*"
sudo rm -rf {{workingDirectory}}/TOE_*
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ 11;
then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1
fi
fi

# Clean up for ssm log files
if [[ -f {{workingDirectory}}/skip_cleanup_ssm_log_files ]]; then
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echo "Skipping cleanup of ssm log files"

else

fi

if

echo "Cleaning up ssm log files"

if [[ $(
echo
sudo

fi

if [[ $(
echo
exit

fi

if [[ -d
echo
sudo

fi

if [[ -d
echo
exit

fi

sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
"Deleting files within /var/log/amazon/ssm/*"
find /var/log/amazon/ssm -type f -exec shred -zuf {3} \;

sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
"Failed to delete /var/log/amazon/ssm"
1

"/var/log/amazon/ssm" ]]; then
"Deleting /var/log/amazon/ssm/*"
rm -rf /var/log/amazon/ssm

"/var/log/amazon/ssm" ]]; then
"Failed to delete /var/log/amazon/ssm"
1

[[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]]; then
echo "Deleting /var/log/sa/sa*"
sudo shred -zuf /var/log/sa/sa*

fi
if [[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]1; then
echo "Failed to delete /var/log/sa/sa*"
exit 1
fi
if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
0 1]; then
echo "Deleting /var/lib/dhclient/dhclient*.lease"
sudo shred -zuf /var/lib/dhclient/dhclient*.lease
fi
if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
© 1]; then
echo "Failed to delete /var/lib/dhclient/dhclient*.lease"
exit 1
fi
if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]]; then
echo "Deleting files within /var/tmp/*"
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sudo find /var/tmp -type f -exec shred -zuf {3} \;
fi
if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]1; then
echo "Failed to delete /var/tmp"
exit 1
fi
if [[ $( sudo 1s /var/tmp | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/tmp/*"
sudo rm -rf /var/tmp/*
fi

# Shredding is not guaranteed to work well on rolling logs

if [[ -f "/var/lib/rsyslog/imjournal.state” ]]; then
echo "Deleting /var/lib/rsyslog/imjournal.state"
sudo shred -zuf /var/lib/rsyslog/imjournal.state
sudo rm -f /var/lib/rsyslog/imjournal.state

fi

if [[ $( sudo 1s /var/log/journal/ | sudo wc -1 ) -gt @ ]]; then
echo "Deleting /var/log/journal/*"
sudo find /var/log/journal/ -type f -exec shred -zuf {} \;
sudo rm -rf /var/log/journal/*

fi

sudo touch /etc/machine-id

Windows

|F-
A

Image Builder &7 B E X Windows BR& 5 , 21T Microsoft Sysprep SKRAEF, XLIREE

ETRICFFER B Amazon WEESSE,
macOS

Image Builder EBE{TEEMA , UABEAKARGERLERESRR , HMBRETR AL
SEMBAOHERNGERIRE, BR , BUUBRSHANENNS , REZTELBESHPRIE,
It , Image Builder E B4 RWMGET —EF ST EN K ERE,

LHEBTREMERANIAEE | Image Builder 21E 6125 HBE 2 81 BB T T BERIA,
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/A Important

MRECBERFPEBEEAFKE  IHAREELZZET. EXMBERLT , FRREAFKESS
E—NMNETFEIBE AN perform_cleanup NZEXHH . Image Builder &% M itk 324
HENEHRPRGZBISTEERA,

#!/bin/bash

if [[ ! -f {{workingDirectory}}/perform_cleanup ]1]; then
echo "Skipping cleanup"
exit 0

else
sudo rm -f {{workingDirectory}}/perform_cleanup

fi

function cleanup() {
FILES=("$@")
for FILE in "${FILES[e]}"; do
if [[ -f "$FILE" 1]; then
echo "Deleting $FILE";
sudo rm -f $FILE;
fi;
if [[ -f $FILE 1]; then
echo "Failed to delete '$FILE'. Failing."
exit 1
fi;
done

i

# Clean up for cloud-init files
CLOUD_INIT_FILES=(
"/etc/sudoers.d/90-cloud-init-users"
"/etc/locale.conf"
"/var/log/cloud-init.log"
"/var/log/cloud-init-output.log"
)
if [[ -f {{workingDirectory}}/skip_cleanup_cloudinit_files ]]; then
echo "Skipping cleanup of cloud init files"
else
echo "Cleaning up cloud init files"
cleanup "${CLOUD_INIT_FILES[@]}"
if [[ $( sudo find /var/lib/cloud -type f | sudo wc -1 ) -gt @ ]]; then
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echo "Deleting files within /var/lib/cloud/*"
sudo find /var/lib/cloud -type f -exec rm -f {} \;
fi;

if [[ $( sudo 1ls /var/lib/cloud | sudo wc -1 ) -gt @ ]]; then
echo "Deleting /var/lib/cloud/*"
sudo rm -rf /var/lib/cloud/* || true
fi;
fi;

# Clean up for temporary instance files
INSTANCE_FILES=(
"/etc/.updated"
"/etc/aliases.db"
"/etc/hostname"
"/var/lib/misc/postfix.aliasesdb-stamp"
"/var/lib/postfix/master.lock"
"/var/spool/postfix/pid/master.pid"
"/var/.updated"
"/var/cache/yum/x86_64/2/.gpgkeyschecked.yum"
)
if [[ -f {{workingDirectory}}/skip_cleanup_instance_files ]]; then
echo "Skipping cleanup of instance files"
else
echo "Cleaning up instance files"
cleanup "${INSTANCE_FILES[@]}"
fi;

# Clean up for ssh files

SSH_FILES=(
"/etc/ssh/ssh_host_rsa_key"
"/etc/ssh/ssh_host_rsa_key.pub"
"/etc/ssh/ssh_host_ecdsa_key"
"/etc/ssh/ssh_host_ecdsa_key.pub"
"/etc/ssh/ssh_host_ed25519_key"
"/etc/ssh/ssh_host_ed25519_key.pub"
"/root/.ssh/authorized_keys"

)

if [[ -f {{workingDirectory}}/skip_cleanup_ssh_files ]]; then
echo "Skipping cleanup of ssh files"

else
echo "Cleaning up ssh files"

REENEREHTEE 519



EC2 Image Builder ArfEm

cleanup "${SSH_FILES[e@]}"
USERS=$(1s /home/)
for user in $USERS; do
echo Deleting /home/"$user"/.ssh/authorized_keys;
sudo find /home/"$user"/.ssh/authorized_keys -type f -exec rm -f {3} \;
done
for user in $USERS; do
if [[ -f /home/"$user"/.ssh/authorized_keys ]]; then
echo Failed to delete /home/"$user"/.ssh/authorized_keys;
exit 1
fi;
done;
fi;

# Clean up for instance log files
INSTANCE_LOG_FILES=(
"/var/log/audit/audit.log"
"/var/log/boot.log"
"/var/log/dmesg"
"/var/log/cron"
"/var/log/amazon/ec2/ec2-macos-init.log"
"/var/log/amazon/ec2/ena-ethernet.log"
"/var/log/amazon/ec2/system-monitoring.log"
)
if [[ -f {{workingDirectory}}/skip_cleanup_instance_log_files ]]; then
echo "Skipping cleanup of instance log files"
else
echo "Cleaning up instance log files"
cleanup "${INSTANCE_LOG_FILES[@]}"
fi;

# Clean up for TOE files
if [[ -f {{workingDirectory}}/skip_cleanup_toe_files ]]; then
echo "Skipping cleanup of TOE files"
else
echo "Cleaning TOE files"
if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ ]]; then
echo "Deleting files within {{workingDirectory}}/TOE_*"
sudo find {{workingDirectory}}/TOE_* -type f -exec rm -f {} \;
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ ]]; then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1
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fi

if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ ]]; then
echo "Deleting {{workingDirectory}}/TOE_*"
sudo rm -rf {{workingDirectory}}/TOE_*

fi

if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ ]]; then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1

fi

fi

# Clean up for ssm log files
if [[ -f {{workingDirectory}}/skip_cleanup_ssm_log_files ]]; then
echo "Skipping cleanup of ssm log files"
else
echo "Cleaning up ssm log files"
if [[ $( sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
echo "Deleting files within /var/log/amazon/ssm/*"
sudo find /var/log/amazon/ssm -type f -exec rm -f {} \;
fi
if [[ $( sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
echo "Failed to delete /var/log/amazon/ssm"
exit 1
fi
if [[ -d "/var/log/amazon/ssm" ]1]; then
echo "Deleting /var/log/amazon/ssm/*"
sudo rm -rf /var/log/amazon/ssm
fi
if [[ -d "/var/log/amazon/ssm" ]]; then
echo "Failed to delete /var/log/amazon/ssm"
exit 1
fi
fi

if [[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/log/sa/sa*"
sudo rm -f /var/log/sa/sa*

fi

if [[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]1; then
echo "Failed to delete /var/log/sa/sa*"
exit 1

fi
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if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
© 1]; then

echo "Deleting /var/lib/dhclient/dhclient*.lease"

sudo rm -f /var/lib/dhclient/dhclient*.lease

fi
if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
0 1]; then
echo "Failed to delete /var/lib/dhclient/dhclient*.lease"
exit 1
fi

if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]]; then
echo "Deleting files within /var/tmp/*"
sudo find /var/tmp -type f -exec rm -f {} \;

fi

if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]]; then
echo "Failed to delete /var/tmp"
exit 1

fi

if [[ $( sudo 1s /var/tmp | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/tmp/*"
sudo rm -rf /var/tmp/*

fi

# Shredding is not guaranteed to work well on rolling logs

if [[ -f "/var/lib/rsyslog/imjournal.state" ]]; then
echo "Deleting /var/lib/rsyslog/imjournal.state"
sudo rm -f /var/lib/rsyslog/imjournal.state
sudo rm -f /var/lib/rsyslog/imjournal.state

fi

if [[ $( sudo 1s /var/log/journal/ | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/log/journal/*"
sudo find /var/log/journal/ -type f -exec rm -f {} \;
sudo rm -rf /var/log/journal/*

fi

sudo touch /etc/machine-id
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Image Builder 8| ZHNMEERUNBERTRZEMN , AEBRINNEZEHEXK, BER , ~LESHHN
ERARMTRFEEHINERTEM AN — XS EHBr, NREBEXFERLY —LEFERD , &%=
PUEWENHE E AMI, SIBRREN T2,

/A Important
B FEM AR — LD RS BBRAGEE (FIUAEEKSEAEES M SSH HH ) |
BEERLAREGT , AT EENZRBEBINEMREIF, EFRNTHX, XERKSH
BahEt , B RIEE R,

TRERTHFEMANE MDD |, XIS FRBR A, LUK AT THRIE Image Builder BIBES K
MBI XHE, B BFEMANBESSD , BT LUERA CreateFile AHREERF AT BB
W (MREER ) RUB—ANZEXMH , HEMREBT B XHEFIFIEE.

® Note

NS BEMANE - MeIBHOXHTRIEXHT BB, Hil0 | mnREBBS A
CLOUD_INIT_FILES #4 , BRI T —1NE AR skip_cleanup_cloudinit_files.txt
B2, BBA Image Builder $$753%1R B ZBES B9 S04

A
BRI X 4 E Ml BR B ZB o XA
CLOUD_INIT_FILES /etc/sudoers.d/90- skip_cleanup_cloud

cloud-init-users init_files
/etc/locale.conf

/var/log/cloud-ini
t.log

/var/log/cloud-init-
output.log
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INSTANCE_FILES

N E MR
/etc/.updated
/etc/aliases.db
/etc/hostname

/var/lib/misc/post
fix.aliasesdb-stamp

/var/lib/postfix/m
aster.lock

/var/spool/postfix/
pid/master.pid

/var/.updated

/var/cache/yum/x86
_64/2/.gpgkeyschec
ked.yum

BRI EB 0 S4B

skip_cleanup_insta
nce_files
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SSH_FILES

INSTANCE_LOG_FILES

TOE_FILES

SSM_LOG_FILES

N E MR

/etc/ssh/ssh_host_
rsa_key

/etc/ssh/ssh_host_
rsa_key.pub

/etc/ssh/ssh_host_
ecdsa_key

/etc/ssh/ssh_host_
ecdsa_key.pub

/etc/ssh/ssh_host_
ed25519_key

/etc/ssh/ssh_host_
ed25519_key.pub

/root/.ssh/authori
zed_keys

/home/<all users>/.s
sh/authorized_keys;

/var/log/audit/aud
it.log

/var/log/boot.log
/var/log/dmesg
/var/log/cron

{{workingDirectory

}3}/TOE_*

/var/log/amazon/ssm/

*

BRI EB 0 S4B

skip_cleanup_ssh_f
iles

skip_cleanup_insta
nce_log_files

skip_cleanup_toe_f
iles

skip_cleanup_ssm_1
og_files
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ImageVersion/ImageBuildVersion
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RAFEEPHERMEENE R CloudWatch B &Iz,

 Amazon CloudTrail
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IR EHIFEA : m5.large (Nitro)

BEEHIERE : t2.medium (Xen)

PS C:\Users\Administrator> get-disk
Number Friendly Name Serial Number Health Status Operational Status Total
Size Partition Style

0 AWS PVDISK vol@abcl2d34e567f8a9 Healthy Online 30
GB MBR
1 AWS PVDISK vollbcd23e45f678a9b@ Healthy 0ffline 8
GB MBR
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AssertinventoryCollection %M ( Systems Manager B3It )
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Systems Manager Automation & ’R¥E AssertInventoryCollection Bal{t SBRHI — DKW,
R&A

BB ALR T REE A — 4 Systems Manager RSEEERXEB , AT IWE EC2 SRHIMERE R,
MR IEE Image Builder E8/E A THEBEBEMGTHIERE ( XREINRE ) , Image Builder 2213
NESFIOIEHANBEEXEL, ER , Systems Manager TR EELHIFEESNEEKEK , RS
KEFEE—IXEK , MaBELEFEHXEk, X2SBURERY , HEBEEWERAK.

FRRT B
BERRLAZ  FEAUATHEP-—MIZE , XAEBERGTHERE !
- EEFIETEMENREGEE , UER'ERAERETHRERE ERE. REESGEITEENE.
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« B ATLLTE Amazon CLIFRfE A update-image-pipeline i S EFRGEE, Hit | HELEH JSON

X#HHEE EnhancedImageMetadataEnabled B , FFHIEEN false, LT RAIERE MR
EH false,

{

"name": "MyWindows2019Pipeline",

"description": "Builds Windows 2019 Images",

"enhancedImageMetadataEnabled": false,

"imageRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-recipe/2020.12.03",

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {
"imageTestsEnabled": true,
"timeoutMinutes": 60

iy
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"schedule": {
"scheduleExpression": "cron(@ @ * * SUN *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

+
"status": "ENABLED"
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