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BE , #NNRAFH— YAML SR, I ENERIA, i = 3 6 S0 A T 8dE
WA SATEHN A -RF X4 EEST |, IUERAREREXFNEMESREZN A=
w3, BHRSABERNRALER. WA THEZmEN AR TR (Flm, a5, #E, Nt =25
NHBEUR TR FEEE ) o

2R E IR

BIEEER |, BRIFFREAUATZRYE , BT 242 Image Builder PRI B IR -

- B EE TR 62K

« HBM Image Builder ¥ 5| & WIRIEX 2 P EFETEERN

« YLRM API 5#& Amazon CLI:StartimagePipelineExecution=iz 1T LA £ — @& B Createlmage
UTRRRERGHELEROIZEN

AMI RE&EE

- EC2 26l ( imet )

AHEE 9


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/instance-identity-documents.html
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« EC2 3E#l L#y System EnhancedImageMetadata s Manager FEfFxEk (IR ERBA , MEY
Systems Manager IRAE S )

- 5% EC2 AMI

- 5l S# AMI ABXHIE Dk EBS fRER EC2

RERREEE

£ EC2 34l £i=4THY Docker &85 ( AT )

- EC2 34| E#Y Systems Manager FEE775<Bk ( B3Y System EnhancedImageMetadata s Manager
REEERF)EBA)

« Docker A BSHR {5
» Dockerfile

BIRMRE | P I A 22 SRS I B
i

EC2 Image Builder AJLUfFIR G55 &K AMIs A 25 EEA Amazon Xifl, MREFHEFIZNEERATER
RENKFPIEENSINXE,

FF AMI i HBR G | EAILAE L AMI B3R R LA ] Amazon Web Services M IBRLE iR FE FH 2 61
BH AMI B3h EC2 =61, Hitn |, BuLUNEBRRENLE. L2EREREKRKFHRE, WREEBLN AMI
PEBEMXIE  XAEMBKFEXSIINE , NESHNRGEER 2L AMI WFFEXE. AMis

E£ A Image Builder #2#| A EF BN T EIRE , HHER B EH 4 602 50 RKRE S RA = EHE
i & B A B ERE 5 IRAS BB RREE,

R

Nt
N

N

ESHMKFRERNTEZAM4, BIFHE K% Amazon Organizations , 55 H 5 £ = Image Builder
%R Amazon RAM,

Ip
g_ﬁl-

Image Builder 2t STIG LAY , THBEEERMEFESEAL STIG IRHENFEMBG, XL
STIG A PAMERNEEHZTEEMA., FAKSE STIGC ERNEA/ATIWEFANTZH. BXE
& Image Builder f2# STIG AH4HTESIEK , i5ZH Image Builder B Amazon #£%& STIG E{L4A
#.

pali 10
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Image Builder Y E x2S #2 &l

Image Builder £ A& XRAZEFIRALFRBEHBERAFREEGHE 1%, IDsSEEXREAEENTR :

<major>., <minor>. <patch>/<build>
AN =AM EE , FETUREREXLEE,
BURARFHTEEENINRE Amazon BRBZF (ARN) F , HEFERATZNER , TR :

1. TThRZAX ARNs 1 Name EEA T 2F & ARNs T EZEREEH, TRELATEER  ELABIIEERNE
BLRF , 80 : x.X.Xo

2. R4 ARNs REBI =1 R:<major>. <minor>, <patch>

3. EIRA ARNs EEFTAENENM TR , FEAXN KRN BEERSTNEELE,

DB NFH=ZEATE , BUUASIMT S EEMERBRRKERET , ERF 2730-1 = 1073741823,
MRGERERS B FRNERAS DELELNNT 2.

B . £ UFERAFE TSR TR EERNEMHBFER, Fln , BELLERRAFRAESR (Hl
1.0.0 ) A ( 5lE0 2021.01.01) o

EF BYERA RS SRR ERERBES (x ) EARIEERERRGA 4 HEERIIR
AYETR. EEMTRPEABEMSN , BE-—MEEFEANHNAET QLA 2BE,

Bl | EEATRFRA 224, 1.7.8F16.8, FABERFERRALSTEUTER

* X.X.X=224
*+ 1.x.x=1.7.8
*1.6.x=1.6.8
© X.2.x T, AFETHR
« 1.x.8 %M, AFETHIR

f5£ FH iR A 5|

WA 5| Fi 2 ready-to-use ARN R | TRIBEVESIK RN ERNIEURATEBEE FE
o Image Builder TRHE B E X RBREN ARNs MFEABEF , MR AR HRIXI T,

Semantic M4 4I 11
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LIRBIE SR R Image Builder ‘BIRAT |, Image Builder & B EX KR A2t ARNs 8 EE A
MlatestVersionReferencesTifIiR A~ X, ARNs H{RAE4E A BER SR AZ&IER 5| A ERE
XERTEFIHBNTNEER,

flan , HEBIBRTEMRAL. 2. 30WA MR |, Image Builder £iR[E :

{
"componentBuildVersionArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/
my-component/1.2.3/1",
"latestVersionReferences": {
"latestVersionArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/my-
component/x.x.x",
"latestMajorVersionArn": "arn:aws:imagebuilder:us-
west-2:123456789012: component/my-component/1.x.x",
"latestMinorVersionArn": "arn:aws:imagebuilder:us-
west-2:123456789012: component/my-component/1.2.x",
"latestPatchVersionArn": "arn:aws:imagebuilder:us-
west-2:123456789012: component/my-component/1.2.3"
}
}

A ARNRARSEER

ZlatestVersionReferencesXREBEM/ ARN &= :

latestVersionArn (x.x.x)-%5 48 B A7 9 48 X4 Bx #ThR 2R o
atestMajorVersionArn (1.x.x)-f&4T 7 £ EhRA A 1 3T X BARAFIAN T MR A
latestMinorVersionArn (1.2.x)-f# 3 7 45 IR BRR A HY & F 4 T BRAs,

latestPatchVersionArn (1.2.3)-5| 4 E RYE AR H BR AT 1 235 2 NmiIR AR AN RY IR B9 B #Tdm iR hik
7,

IR [EI AR 5| A H &R
FTEMRAEFIE Image Builder ®IRIFIREIMRA5| A : CreateGet APIs

« A¥-CreateComponent , GetComponent
- B Ri%-CreateImageRecipe , GetImageRecipe

ARANRARSERR 12
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- RESRIL-CreateContainerRecipe, GetContainerRecipe
- BF-CreateImage , GetImage
« THERE-CreateWorkflow , GetWorkflow

EE : B TImage BuilderER BB A FEARTRANEGREXFZEEN TERE , Bt
X1latestVersionArn (x.x.x)REIRGEKESTENITIERE.

IR Bl AR A 5| A Y B R 13



EC2 Image Builder ArfEm

R FE A Image Builder 2 B E X &

£ EC2 Image Builder IH2BE 2 HI , BHIAZEBEAEMEEEN U T EREZL. BRIESHR
B, BN ERENEEHEERBXLELEREYE,

FREFH

+ Image Builder RS HX<AE

- BEER

- BRTASMRGEENRSREFMRE
« R7F macOS MG EEEMN

« IAM FERFEH

+ Systems Manager Agent & R4

HRERFMER , BUNBEI AT TREEE EC2 Image Builder,

EC2 Image Builder %l &

F ) Image Builder #% Amazon CLI
EC2 Image Builder APl &
Amazon SDKs f1TE

Image Builder RFHEKAE

EC2 Image Builder fEARFHEXBERRE@MEM Amazon RER TR, BLFEFHAIERS K
BKAR, HBHE Amazon BEEFIA. = Amazon AP| F 81725 —1 Image Builder &R , Image
Builder 2 W R BIZRFZHEXRAE, Amazon CLIE X Image Builder £ K F 8|2 RS HEX<HEH
EZE8 , H5H £/ Image Builder B IAM [RE XA,

BB E K

+ Image Builder ¥ Amazon PrivateLink, B>} Image Builder it & VPC KImT RN EZELR |, iF
25 Image Builder #lAmazon PrivateLink## 0 VPC £ im 171 Ko

« Image Builder A T2 ARG K LB LM EHE BB M5 R R = 88 Amazon CLI M\ Amazon S3
TEHRASMEG , B A LA Docker Hub Ffi ETHEMME ( WWREA ) o Image Builder fFAMNA
2R B0 73 IREX Dockerfile , ZX#HF 7 #¥EF4%. Amazon CLI

Image Builder [R5 HEXA R 14


https://console.amazonaws.cn/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/index.html
https://docs.amazonaws.cn/imagebuilder/latest/APIReference/
https://www.amazonaws.cn/developer/tools/
https://docs.amazonaws.cn/vpc/latest/privatelink/privatelink-share-your-services.html
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+ Image Builder T 322G Fz 170 = B9 KB A MBI R Systems Manager RS, ZEERE
RTFEHRIERS,

EEREMRENRZEER , FARSEMREBRERSHETRNEDF,

Linux

¥F Amazon EC2 Linux 341 , Image Builder 2 E¥IE 3£ 4] £ &% Systems Manager X2 ( 40
REATFRE) , AECNERG Z AT EMER,

Windows

Image Builder T2 7EI 5i# EC2 Windows BRS525#EEE 5l £ Z % Systems Manager X E,
MR ERREG AR Systems Manager KB |, M ATMNRBRE S 26 , EXF LFHLRE
Systems Manager , /5 M50 22 57 #Y E 5t R &

EEZNIT S EC2 Windows RS E83<HI £ F 3 23 Systems Manager f£32 |, i§Z[@Amazon
Systems Manager AP 85 F Y7 Windows BRS5 88 EC2 Kl L F 3 £ 3 System s Manager 1%
I,

ERATARRREEENDRIFMEE

NTRBEMREEE , BAENLTERFF#EEBIRBERFM#E T Docker REMEE. 7 Docker
RGOIEARE S 28 , BAATVEBIRFHEE.

Image Builder £ Amazon ECR fEN E ARG H B inF#E. ELIE2 Amazon ECR #ifE |, FiR
#8 Amazon Elastic B85 E M &k AP IEm P W 82 176 ErTiR SRt 1T1R1E,

{R1F macOS BN TE E

Amazon EC2 Mac XHIFEHEERBRAFIRE LZTHTAEN. HEEBE X macOS BE R , &
MANENKFE DEEEEN. BX Mac KFINESEELURFEZRF macOS BERGHIKBIZKES
x, FERLDHASEETR EC2 W5 # Mac k4|, EC2

IRTEENE , I EEMREREERRTPIRBEERE, EMREREESERERY BT E
HAEENRGEHINZFNAREFINEN., ENERFLARTAX,

ERTARREEENRETRE 15


https://docs.amazonaws.cn/systems-manager/latest/userguide/manually-install-ssm-agent-windows.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/manually-install-ssm-agent-windows.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/repository-create.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/dedicated-hosts-allocating.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html
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IAM Fo R4

EXBIBEXXREH IAM BEe4REREITREFESNERMNAAG, BIRFET IAM BEK
& B 0 B 5 3K I BL B SCHF R BRRY 1AM A6

« EC2InstanceProfileForlimageBuilder

» EC2InstanceProfileForlmageBuilderECRContainerBuilds
« 5% SSMManaged InstanceCore

MRAEBEEAFICEK , EEMRERETEENKRFIEEXHXMERBIREFER
(arn:aws:s3:::BucketName/*) B s3:PutObject X PR, #i40 :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "UploadFileToS3Bucket",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/*"
}
]
}
B 25

LT SRR S BT ROR IAM REEF IR IAM ALK T ER R E,

1. &% Amazon BE#Z#IA HITH IAM &4 , Bk A https://console.aws.amazon.com/iam/.
EEMNSMEEF | i%#F Policies ( FKEE ) -

{# f EC2InstanceProfileForlmageBuilder 5k 5% & 5l &

ERRMEINTMERS , ARERBRETRIIRPIEEM I,

ERERINZEREN IAM BEHER.

% Attach policy ( M NZRRE ) o

2

IAM SE R4 16


https://console.amazonaws.cn/iam/
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7. XEC2InstanceProfileForimageBuilderECRContainerBuilds 1 Amazon SSMManaged
InstanceCore R EE IR 3-6,

® Note
MR EF A Image Builder SIZEZHREEH S —NKF |, WATMIEFTE B ¥Rk
FPHelZ EC2ImageBuilderDistributionCrossAccountRole At | HiF

Ec2ImageBuilderCrossAccountDistributionAccess Kl ERBEH N ZAR. BEXESZE
B | 2 5H#Z Image Builder ‘&J& Amazon RAM,

Systems Manager Agent 5 R &4

EC2 Image Builder EEF31#9 EC2 =4l _£i=1T Amazon Systems Manager ( Systems Manager ) 1%
| QBN EHERE, Image Builder £ Systems Manager /5% , UAREEHWEM RFERDN
KEINEHMER. ZEETFERERSE (OS) BEMMRAE , URBEREREN R4 TR EMENMRAH
IEH

ERBETREREER  BEBRSENERTNEETENSGE
- Image Builder $###| & - BUEE R B AEBEN THRERESIEE,

« Amazon CLI - 8% --no-enhanced-image-metadata-enabled i1
« @@ mage Builder API 2 SDKs — fenhancedImageMetadataEnabledZ ik E N false,

Image Builder £/ RunCommand fHRVE R ZE B £ R AN X KB , LUERBREMERNN R TEREN—
. BREEIRBE LR RunCommand FHR M & 1% B 4 AN i 3541

Systems Manager Agent o RS54 17


https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/systems-manager-inventory.html

EC2 Image Builder ArfEm

1Y Image Builder #iEZ ] A el 2 B E LA

£/ Image Builder 2 B E X MREFAH 5 EE EC2 RZ., HEARBAE T # Image Builder F5<
BEIS. B HESRERET —NMEARA , AP ISLRRETUERNS R, XEHBRAEFH
BRINEXRDB THREANSRE, FAEP—IMHER , EUUKREREZN A EREELBSHWERE,

IR — IR

UTHERESESRT WAEA Image Builder ## 8 M SHEENE —MNREG, EXRHBLEREN , 85
BRI LT —4 Image Builder BiR. X#ENRE -2 FELQUERNEIR,

« TOEHLRBRE (AMI) KYRGRE 5 A BREN B RE -

- EARINREVEMIRERERF.

- —HEARANRENZERERR , AT HEE2EZIRXE (SEXEHHTETE A @ SHK
F)o

- —HMBREEE , ©EAS IR B IR BRI E TR E R HRE&,

« WiH AMI SR RBRE

7H 8 mSHE

EE@S : 812 AMI
EEnS  tIERRER

tIRTRAMASHNBEE AN

DUTHEREERTNANEATEN A ASHNBEENLAYN , RAEREZL Image Builder Bt 5% E
=

HEH RSN EENEH

£ Image Builder £/ Systems Manager &%

AT #AE &R R IM{A 82 P Amazon Systems Manager arameter Store S3 H 1 B & & 5 1 F F i
S8,

EREETFEAELARBSHK

MEEHNE -G 18



EC2 Image Builder ArfEm

ZBHEALUE AMI D RRERERASBEFE#SBREEENALEEREG D, tUNEAAENAGHHS
VIS, BXEZER , QIENEH AMI DEEEFS R RITHRAEA Systems Manager 877
#ES B A E LA,

##E . B Image Builder #2#5l & @ SEA R EH AMI I ZREEE

YRR SEEACE EC2 RGEEERFH AMSEZAZEE , NEHF4EY 8 E X Image Builder
R, HTHPDESHMTRXESR , RELERARETANEARINRE |, HE &R,
YEREEBEIER

- SR EEEEFMAESR

- S|2:GEERA

- SRI: ENEMBHEERE-T%

- R4 EXNHEIRE-TIE

- FR5 TR

- S 6 BR

SB|1: BEEEERARR

1. $TF EC2 Image Builder ##l#& , it A https://console.aws.amazon.com/imagebuilder/o
2. EFRUREE , FERCUEMGKREE,
3. HEENBDH , MALNEBENR (X4F),

® Tip
BRI KRBERERIATE. NARAHNMEMREGZEBNZERYE  BFEREFBR
N

7Bho0

4. FEERITXES , BALURE ITRIETHNERIAE. BFE , RIATTRISE R X238 A ihiE et
[ (UTC)e BX UTC RHEINEZFEEUREEREMENXNRBE , BSRNXEE-£3K5|
Re

M FHRBIMEFIRE , EiEERun pipeline at the scheduled time if there are dependency
updatesilil, HIRBERUBNEEEFRUBZIREEH. NRSEEH , ©HRIITNE
BWE,

BEEBS : 8l AMI 19


https://console.amazonaws.cn/imagebuilder/
https://www.timeanddate.com/time/zones/
https://www.timeanddate.com/time/zones/
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5.

® Note
NERENEEEB R IRAKBIEFMNEE | BT BEAE KT A 46518 LR
AP (xx.x)o BT HEEX Image Builder BHIRMIE LRAEZEFINEZFEL , i§5MImage
Builder P #Y1E Y hRA IR,

BEREMT T —IETR , BRET D,

HR 2 EFRES

1.

w N

Image Builder ZEEL 5 — T HERIANEANEER S, EXEAR |, EEFOIEMNEHIED.
EMEGER - | RETIEHESME AM)IET 24 RN 2 E AMI HIREEE,
FEER—T | AT HEAE :

- BEIENESE BN

o MRA-BHEL A ARAS (AR <major>.<minor>.<patch> , E /& major, minor 1 patch &%
BH). fMEAEELL.0.0FF %k,

ERBRGE—Teh | REERMREG, RERIERS (OS) MMRERFENERINE. XFERBHITDHE
B AMIs B9 Linux 35k, EARKEAR , £FAmazon Linux 2 x86B A,

a. MBRBERTHRIIRSP , EFE—PBRE,

b. REBBEIMAEFETNEINE ( FAZRTHTHRERSRAE ) .

® Note
BEi% B AT R AR BB X B AR AR R AR SRR AR &, DR B 30 T RIE ML B f#t
ME#H. E7T#MHAEX Image Builder BRNEXMAEFNEZELR , S HImage
Builder Y18 AR A $2E H o

ERBIEE—T , RE Systems Manager RIEHERIAE., X2F1S Image Builder £ RN =
TR ERE Systems Manager KB , UEEFH MG ZTE Systems Manager KE,

EAHES  FRAPKEEZ., SEEWEXSIN , At EREXKEUR®EZETH
BERBEHA, BR , ©42E#H Image Builder AAERIMAVEM S , LR L Systems
Manager, fEAEH , BEAREGHEMBEGE L2 ELET Systems Manager {E , FHFE /X
ENNBSTEERAFBED.

HR 2 EERS 20
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6. & By , BUEBRTRMNEMAGHHE, MBEERMNAH , BE “EXEAH @ERPE
BRI AH | RiEAmazon managed NAHFIE B IFIEES IR DI TR, XREEREAE
FREMNANITF —MNEREMR , &0 LUE H A 58 f 55k v A R A 4

EAHED  FRE-MERAKHREEIMREN Linux WAHS , TR :

a. BEEERMIPHERZDRH ALRF update KIFEL R,
b. &% update-linux MWEHHHNEIRE,
c. FREBMRAEFIEAIRINE (EATHNRIRAE)

(® Note
LEiR B AT R AW BB X L TE A A 62 AR SCARASIR &, BRI B 3h T RIEML B f 3t
ME#H. BT #HAEX Image Builder BRMNEXMAEFHNEZEFEE , HZHImage
Builder Y18 AR A $2E o

d. &EE HFMBEE, FZECFNBENREP, XFXAAFERER,
e. EBEE “ERAH ERF , FERERMEEHF
7. EFBEFAM (FE)

MEERBETZNAKBEIESERGF , MAILAER drag-and-dropRERFEMNEFH TR ENE
HENERNEENETINF,

(® Note

CIS fniE A #REfE Image Builder B2 75 VR AL HEFMN. CIS MEAHKRARRE
BT, SR EEN & X 1880 HH R BRIB 1T o

a. ESRHEMLE  FiZupdate-linux-kernel-5AMRMEEHEILS,

b. ZENIRRMAEAHERTARREINAASHE . BERFTRAZFEINEGASHRE , AJLUL
RREBNBUNEL, ERITMBREAHNMERE , IUXANTFEHBEFTFR. &
REAGFERARAASEURER ST RERMASHNESEE , BSMH 20E  ¢EFEM
ASHBHBEAH.

c. EEHP-NMAH , RFMELHE TR AERAGNSITIF.

d. EMIBR update-linux-kernel-5 A4 , FMNAHFENE LAER X,

S 2 %FEERS 21
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ESWSRUBBRETESRMNEMEMAH , RiEPiZupdate-1inuxaH,
8. EHXBZMITTI—IIR, BEET L,

HRR 3 EXEMIZHERE- AL

Image Builder 2 EEMKF R /E3h EC2 356 , ABEXEGHETRIEN I, BEMRERERENE
F3% Amazon Web Services Ik /= TR HFEEHPETHEGIEEEM ZEFMER

EEMISHEEE—TH , BE%RIERIAN Create infrastructure configuration
using service defaults. XfF7 A TEEMGH EC2 RN =324I 012 IAM AR
REMEHIREXH. AREMEERERENESER , HSH | EC2 mage Builder API &
#£ CreatelnfrastructureConfiguration 9,

EAHESR , HTREARIANRE,

(® Note
EEERATHAE VPCH TN , KA LGEZECHEENEMRERE , A UERAEL 02
B E,

BREMITF—INIR , BRET—F,

SR 4 EXNDEIRE-TE

DEREESEHE AMI B, ATNENBSEXERE. BaiRUKR TG s H H AMI FAELFA
LB (OUs) ARIFAIEEE., Amazon Web Services ik

EDEIRE—Td , BEEBEIAN Create distribution settings using service
defaults, WETLFHE AMI 2EEHXE, EXEESRRENESZEE , BSHEE
Image Builder 7 Bli% & o

EAHESR , BTREARIANRE,
BERERTT—IIR , BRET %,

SR 3 EXERIR G E- A% 22


https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_CreateInfrastructureConfiguration.html
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S5 T

FER—TNERERENFIAERE, BEREBAMAE-—THNERE  FARUTSIR-—THELANE
BiEd, flm, MRBEREERN , FARSR 1 EEFAGEER — TP A LANRBIERE.,

1. EERER  RFUEETEERGEZENEE,

2. WENHERRNSTERE., EMBENEE, FESNEEMLIE , BT EREIRERE B K
MHHEE. EEERRNFAGE , SRBAFRAFT , FEREFFAEE.

3. EFARNFMAERE  LUMNEINGMERTERERRREREFFTXEMARNFEAES
Pl EEEHEENFAGE , EMNESMERTEREREEE. MRMERD , WENTEER
T RERGEESIRT.

. ==
SR 6 : B

Image Builder RERER—# , EEEHEY , UBPERIMENRR , AETERR 2 HHWER
TREARES. BFHEBN A TR ZN G RFHRTEE. B0 , BARSKTEXERR , RE
BHERNEBENHNAR, EBr , TREFEREEETLTSMEREN].

® Tip
3 BA LE TE M BR R TR A BRI 4R iR | BIERBRUTIRFRIBR R IR
1. RGEEE
2. B&E S

3. IBERRN AR

EERENTHRGENAR , FHITUTER
W EREE

1. BEEEEENKF TRENHEEESXR , SMSMERPIEEREEE,
2. SME RBEEE UH , REEPERBRNEERRZILNEIRE,

3. HEMEEEEARMEDAVRMERED | EEMER,

4. EEWEINMIBR , BEETHA Delete , RITEEMER.

HUR 5 T 23
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i BREC 5

1. BEEEEENKP TRIENESSIR , FNSMERTEEREE S,
2. EREAEMZLNEIRELLERBERRAOE S .

3. TEMERE S EARTNEAVRERED | EEMWERE S

4. BFEBEINMER , BEEPMA Delete , REIEFMER,

il B EL At iR e B B

1. BEEEEENKF TOENERREREN R , BNEMERTEREMIRERE,
2. ERBEBNZUNEERELLEEBER RN EMBLNEE,

3. HEEMREEEEMRITE , EFMER,

4. BEBEINBER , BEEPHA Delete , RTEFEMER,

ER S B iRiE

1. BEEFEENKF TRENIRRESR , SMNSMERPERIEIRE.
2. REERBEEEMNZUNERELERENTHECVNEN S BEIRE,

3. HENEIREMEMRKITNE , EZMER.

4. BHEWHIAER , BEETBA Delete , RFIEEMER,

T Bk AR 5

WREA T SRR CRB B MHREE T RO ERE. FRRTATHURREG , BRIRE
RN, BEHREEUKEET T RBHONE  EHTET.

1. BERECHKS TUROREIR  ENSHERTEERE,

2. NTBBRORE  BEVGIE, LEFTFRENRIEARE,

3. EREBBRHOCARGNIRAZLNEEE, £—RTUEHS M RBIRA,

4. EBRGHEIAEROTE , SEMREE,

5. HEWUAME , BEEFHA Delete , AREHMEL,

S 6 B 24
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##Z : B Image Builder 25 & [ S £ A% i Docker B azR 5 Al

ERGEE

ARG SEEANRRGEERHANSUREHEE , UAERMLH &% Y EC2 Image Builder
Docker &R, 1 T HBEHMBERXLSR  KESERNRETANEARNEE | LT

o

BIEMRGEE TER
- FR1: BEEEEFHAGSE
S 2 EFEEmS
: ENEMIR R E- A%
 EXSEIRE-TE
FR] 5 WK

6Bk

N

NG
QEl
R
w

N
5
EaN

NN

SI|1: BEEEERARE

1. 3TF EC2 Image Builder #£#|& , Mt R https://console.aws.amazon.com/imagebuilder/,

2. EFRCIREE , FEFRUERBEE.

3. EEAHNDHR , MALNEEENS (XF ).

4. HEERITXES , BALRE ITRETNERIAME. E3IE , AP E Rt X258 AhiEet
[ (UTC)o AXx UTC RIAINEZFEREUREEREMENXNFEEBE , BZRNXEE-£3K5|
o

FFERBIMEFIRE , EEERuN pipeline at the scheduled time if there are dependency
updatesilil, HIRBERUBNEEEFRUBZIKREEH. NRSEEH , ©HRIITRINE
BE,

(® Note
NERENEEREB RN R KB EFFMEE | ST B BRGFIA 46 1E LR
iRH (xxX)o BT #EEX Image Builder HIRHEXMRAZEFINEZEE. , S HImage
Builder H Y 1E LR A2,

5. BEHERMITT—IMER, FAET—F,

EEMS  tIERHFES 25


https://console.amazonaws.cn/imagebuilder/
https://www.timeanddate.com/time/zones/
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SB 2 EBRER

1.
2.

Image Builder &S — T HRMINACRAATE S, BEREMAR , BIEFEIRME 5L,
=]

EMGERE -7 | &#EDocker GETIABIE —NAREE , ZEENEMK Docker MG H TG EH
2 E R B FRX 1A Amazon ECR 12,

EEA—T |, WALLTHEE :

- HERIEHEIT BN

o MRA-BHEL S ARAS (AR <major>.<minor>.<patch> , E /& major, minor 1 patch &%
BH). fEAEELL. 0.0FF %,

ERBRGE—Th | REERRBRG, BGIRERS (0S) MBMEFRNERIAME. XE2ER—1H
Amazon EEM Amazon Linux 2 BEFRGFIK , HEMN PR ITEMBRGIER,

a. MBRBEMHTHIIERS , EF—PBRE,

b. REBEIIRAEBEHIETNERINE ( FARFHWATRBRERSRE )

(® Note
Itig B A AR SN EEX E ARG EAE L RA RS, UM B 35 1t X4l Y 4t
ME#H. BT AR Image Builder BIRNEXMAEFHNEZEE , HZHImage
Builder Y 1E L iRA 2=l

Al Eaos | BALUERTRIMEMAHHEE, MEERMAH , ATUE “HRAHE —
Amazon Linux” EARAXNETEH LS HWNAY., FRAELANS TEA4NKEER TEMBRGIRIER
SHHEHMANH, BETUERESEENAYG K REFAAHEESRUESCHHEAH,

EAHED  FRE-MERAKHREEIMREN Linux WAHS , TR :

a. BEEERMBHEREDPEALE update KIFELE R
b. &% update-linux MWEHHMNEIRE,

c. MTRFY , EEEAHIIRNELA  ERLHRT.

d. REMAZFETHNERINME (RSN ITAARRE ) .
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® Note
BEiR B AT R AR BB X L E A A 6E AR SCARAS R &, BRI B 35 T RIEL B f#t
TE#H. E7TMAEX Image Builder BN EXMAEFNEZELR , 52 HImage
Builder Y18 YRR A2 Hl o

MREEERET ERAWASHNEAN  NEATRELEXEEIXESH, FTHERREZSH.
BRELAGFERBASHUREESFREMASHNESEE , B5R 2E  2IBHH
wMASHH BENAH.

EFHEFAH (TR )

MRIGEETSNMAHELSESHERES |, MAILER drag-and-dropRIERFEMNER I RN ENE
I REF NEERIEITIRF

® Note

CIS fniEl4A #AREfE Image Builder B 75 VPR AL HEFHM. CIS MEAHKBARRE
BT, SR EEN & X 1880 H HH R BB 1T o

1. M LR EATHAHSIE,
i%H update-linux-kernel-mainline ¥ZEAH4 ( FBEFENEAHEMEAH ) WEIEE,
TR EEELAHIR , EFINELERIMER.

MAMNAH TR BT HARAES, BERITRARHIADT , o UERRAZ GRS LAY
Bk, AT BAKRAMIT T £ BRI T X URTT AR EL R RS,

5. BEF—NAH |, RS0 LG TS E XA HHIETIRF.
6. EMIER update-linux-kernel-mainline A# , BMNAHENH LEHER X
7. EE L —SHBRETREES AP EMEMEAH | &P update-linux A,

6. 1E Dockerfile ik —7 , EBFEARHIET, BERFBFEH L THBEXETELR , Image Builder 18
EAFERERIZHENERERIMAE,

R

ZINER T , Image Builder £ Dockerfile RERT L FTXEE,

S 2 %FEERS 27
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parentimage ( 4% )
EWER , WTEESBITHE HHERRE,

-

FROM
{{{ imagebuilder:parentImage }}}

environments ( MREETAHY , MAKE )
T E R NEITHHRIZ,

-
{{{ imagebuilder:environments }}}

components ( AIiE )

Image Builder ##TAZRE S P EBEWAFN RN RA4HHA, EERLET Dockerfile

FHEELE , 7 environments TEZ 5,
~l

{{{ imagebuilder:components }}}

7. EENRFHEE-T  BEEFANTHELRZH MR Amazon ECR F#EFER. FM#ERE
TEsTXE (XE1) FoEEBNRIARE.

@ Note
EpBzl , B EEELSAEFET AR B8 XER Amazon ECR H.

8. EHHEMITTF—IMER, BAET—F,
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S 3 EXEMIRHELE-TiE

Image Builder 27E Bk~ R /E31 EC2 K4 , LBENBGHETRIENX,. B RERERENTE
%2 Amazon Web Services Ik S FELBHFZTHRFIEEEMIREEAESE.,

EEMIZBEE—TH , BEERBIAN Create infrastructure configuration using
service defaults, XFRIZE— IAM AERXEKNEFIEEXH , HUEXHIAXREEEZNASE
Mg, BETUGEBCHBEENEMRERE , SItAESENRE, EXEMREREERENES
fE8 , 52 | EC2 mage Builder API 2% CreatelnfrastructureConfiguration#9,

EAHESD , BITRHEARINRE,

- BHERITTI-ISR, FEET—F,

SR 4 EXNDEIRE-TE

P EI%E R B AR XEH B FR Amazon ECR F#EB AR, i H Docker REFGHBEENXEHIE
EH Amazon ECR 1 EH,

EPBRE—THF , ELETBIAN Create distribution settings using service
defaults, WET A4 H Docker MG D BB SN EEZITXE ( XiZ 1) WASEHHIEEN
Amazon ECR Zf&E. MRE%ER Create new distribution settings , M AT LA & 81 X5
) ECR 78 , HAME S XiF#1T5 8.

EAHES , BITPREARINRE,

- BHERITTI-IMSR, FEART D,

S’ 5w

FR—TERNEEENTIERE, BERBAMAE-—THNEE  FARUTLSR-—THELANE
BiRd, flW , MRBEREERN , FRAESR 1 EEFAGR TP A LANREBEZA.

1. BEERERE , ARUEETEKRGEENEE,

2. WMENARRANTERE., EMBEWEE, FESNEEMEE , BTN EREREE 2 RIDHEK
MHHE, EEERFNFAGRE  SR/RERNANT , FEREFFAESR.

3. EERFNFARGERE , EALBEINSMERFEREFRREREFAXEMR RN FAES.
plan , EEFEFEENHARGE , BNSMERPEARREEE, MRLEKY , NWENFHEEN
ERERGEBIIRF,

SR 3 EXERIR G E- A% 29
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. ==
SB 6 BRR

Image Builder RERER—# , EEEHEY , UHPEXRIMENRR , AETERR 2 HHWER
TREAES. BEFLEHNRN TUNRMIRN G RFRETEE, B0 , ETRLKSIEXERR , AR
BUFERElNAR. B, Tt REERET2uREREl].

® Tip
B LE MR A R e BRI 4R iR |, FERRERUTIRERERER
1. REEE
2. RBLH

3. IBERRN AR

ERRENTHRUENTR , BHRITUATIR
W EREE

—

EEFRELENK, TORNMREES R , ANSMESTERREEE.
2. SME BEEE UH , REEPERBRNEERRFZ LN EIRE,

3. EMEEEERMEPAVRERES | EFEMER,

4. BHEWEIAER , EEEPBA Delete , REEEMER,

MERBRRE S

—

DZEERELZNKF TOENBRE AR, BNEMBEERFEERSERS.
ERE S AMRE U EIRE UL R EMRAE A

RSB S ERTABARER LD | EERBRES.

EEWEIABE , BEEDH A Delete , REIEFMER,

> b

il B EL At iR e B B

1. EEFEENKS TEZNEMRERESXR , BN SNERPEFEMIREERE,
2. ERREEMZEUNSEESUEREEMRHEMBEEE,
3. HEMIREEEmMARMITE , EEMER.
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RAriEmE

4. BFEBEINMER , BEEPMA Delete , REIEFMER,

R B IR B
1. EEFEENKF TEZNIRREN R , ANSMESTERSEIRE.

2. EBREEEMEZEULNEEELEREAERHECIENIEIRE,
3. TEPEIREMRAITAER | 2 MER,

4. FZEEWIABIBR , BEEFMA Delete , ARBEERMBR,

i) Bk Aok 5%

FERUATSRBIIEREEMBRMNAREEF QI ENFIERG, RNEER AT IERE
MEITY , BEREEBUREEY T 2BHNETE |, FFEE1T.

1. BEFEENKF TRIENREIIR , FNSMERFEERER,

2. NWTEBBRNRE  EERERA, WL FREEERATE,

3. EFERBRNVEMEGNREZLINEIRE, E—IRTUEESNREIRE

4. TEMRBHZRAEREOTE , EEMBRRZA.

5. HEWIAMER , BHEEPAA Delete , RFIEFEMBR.

HE QBT EWMASHNBEENAH

, FRIERIE

IR LAE # M Image Builder ##1&. Im EC2 age Builder API = Image Builder AP| &2 B4 R &5
A4 Amazon CLI , BIEVIEMRELAHGH S SDKs, HEATH |, RITENEELAGHRENERS

¥, UWRTEZEITHIEE Image Builder # %] & fl Amazon CLI SR ELH K S

/A Important

BHSHRAEXAE , F BHBEIEFRKE Amazon CloudTraild, FEATEWEAEEHE Amazon Secrets
Manager = P Amazon Systems Manager arameter Store X2 &8 %4F. < Secrets

Manager WE Z{E 8 , 2 Amazon Secrets Manager A P8R+ L 2 Secrets

Manager?. B3 Amazon Systems Manager Parameter Store WEZE LR , i5Z ¥ Amazon

Systems Manager B F#88H# Amazon Systems Manager Parameter Store,

DRTFESHIAELAMF
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£ YAML A4 XA ERASH

EWEAN  LTERH YAML 5#E JSON MRARFEA X, ZXHEEE TEENRHEREEE LT
EXHHBEMSRAPZTHNREG, sIHAHNES TURESBUESTIHEEE , MRSHKRRE
NEEE , WRIAEFERK.

ERMAS RO RAE H T

RIDFTARMAE YAML A H X ELMEREASH

E7E Image Builder EHNRALHIPCIREASHHEITHTH YAML RABFAHXY , BERRE
IEHY R BIRE R GE IR B Y 25 BR A 1T IRAF

Linux
B2 YAML 44374

FERAXHRETEQBAG XX, XHERBIERASBN hello-world-test.yaml BWX#H , H
REEUTHE :

# Document Start
#
name: "HelloWorldTestingDocument-Linux"
description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's me!"
description: This is an input parameter.
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep

E YAML AH R ERSH 32
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action: ExecuteBash
inputs:
commands:

- echo "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecuteBash

inputs:
commands:
- echo "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
FERBIFE R FERABIESL YAML Validat 3 YAML lint 7 BiX 8 T ERIIF YAML R 2
HIEH,

Windows
B2 YAML 484 3744

FERAXHRETECIRAM IR H., X RBIERSBRN hello-world-test.yaml WXH , &
FEEUTHE :

# Document Start
#
name: "HelloWorldTestingDocument-Windows"
description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's me!"
description: This is an input parameter.
phases:
- name: build
steps:

E YAML AH R ERSH 33
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- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecutePowerShell

inputs:
commands:
- Write-Host "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
ERBIRERFEHBEL YAML Validat 2 YAML lint 7 BiX## T ERIKIE YAML X2
EIEH,
macOS
B2 YAML 4843284

FERAXHRETEQBAG XXM, XHERBIERSBN hello-world-test.yaml BWXH , H
FEEUTHE :

# Document Start
#
name: "HelloWorldTestingDocument-macOS"

E YAML AH R ERSH 34
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description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's mel"
description: This is an input parameter.
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecuteBash

inputs:
commands:
- echo "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
ERERERFEAGEL YAML Validat & YAML lint B iX A/ T ERKIF YAML 8RR 2
BIEH,

E YAML AH R ERSH 35
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BX EC2TOE MARFAMXHIMER, THRMEENESESR , HSHE EC2 TOEH A X,
BEXRSERHEERNEZEER , B5HE EC2 TOERENMEI AT ENER Parameters #7

M YAML AH3 5 h el A 4
TR ER T AT EREE EC2 TOE A% , YAML N AR FA M4 XHEEATERN EifE,

- Ef#H Image Builder 1| A E#EMN YAML XHEBIBAH  BESRBESRFSCEBENEHF,

- E{F A Image Builder create-component if SN ITRIRAH , BSEANFOIZEEELAH
Amazon CLI, XL REIHRH YAML XHEEME IR A EH Hello World YAML X5 E R (hello-
world-test.yaml),

B3 2% A 7E Image Builder Bl 5 iR EHHS B

NTREE S MERES , REAHSHNERAMERE. 0ZNEHTREFHOMRER , TUMNEEA
HAMNRAHFRPEFRRZLENAMH, EHIRBEERTENREGERNERNREREHNAHF,

RRAHE  ZAHREREAHIIRETSNEEAHFST . FERSMEEAMFMEEXRI, M
RENEHFELTHASE , WEMNHERARBNAASHN AT B

NEAHEXNBNINSEBLKERATSHRE :

- SREN (THARE ) - SBNER.

- IR ( FHURE ) - SBUER

- RB (FURE ) - SHRENBIEERR,

- E-SHWE. NIREENKESTHEXRERALESH  HEERNZAASHEN TRIAME , WBIAE
DURBXAE REBEER, MRKRBMAEME , Image Builder f5F# A BRIAE,

EREFEAZEEARESH

EOREGBEENITERN , B/LAETLRAE—THRERNEMEBL, IRENEMREEELD
FRLGRE (AMI) ID |, FEZERMBEKEEF , WE AMIID ATRREXR , BFEEENB 7T RETE.

& T LAE SLAmazon Systems ManagerS 8 EZ#Z5 ( SSM 23 ) REFHEMBE AMI ID 9{E , &
EERZSHBERLSTEEEMMEG , MASERXEREMBE D HEHRES . 3 FAmazont
& AMIs , B ERAZIRETN LS,

RYEFE|SEZREE AMI ID SHAERGE S PEAZSHRIEE. AHEFH Image Builder
SRETEHE,

Bid 2% A Image Builder B 5 iR EAHSH 36
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&

- IR ERTCEBRSBEFHESI

« FR2: BE IAM KR (A% )

- SR 3 EFEASHRNEGES

S/ 1 ERBUESRERSH

WS BRSBEORT RN ERBRGIEEN AMI E &, X FAmazonFEE AMIs |, 0] LAEE 51 A BIAR
KW AHSE, BLSEAEEH IEL I FHAmazon Web Services X1,

%, IFAEEN AMI X R EDIF,
Amazon managed AMI

MRENERRERAmMazonEE AMI , N AT BER A LS EIEE AMIID , MAZIZEEHS
¥, BEEHK AMI W AHSE | 5 Amazon Systems Manager A8 £ TN H S8,
Custom AMI

EGIE AMI ID S8, BEFAEFE. SIRBIE S ystems Manager F 8|2 S 817 % FE S BV i B 3t
1T# 1€ PowerShell, Amazon CLIERB A T EUBERSHRER AMI ID,

S¥EZE : Standard
KA : String
BIERR . %Faws:ec2:image, HEEEWEEN , REQRIEMANENBRER AMI D,

B : WAEME AMI ID ( HliNami-1234567890abcdef1 ) .

HPR 2 BLE IAM R ( mik )

E & A Systems Manager ZHFHSH (SSM S ) , TR LAHNERIERN , E4ME IAM A
BHIEELT Systems Manager 8 F# R E , HFHZSHI N RIR. Image Builder RFHEXHE
BRFROA RS HERNBEFH T /imagebuilder/BIBNFABESHINR, N F&BZORNFE
S8, BALARITAERINR,

« ssm:GetParameter— WIREAFEFER SSM SHERET IR EEMB KR,

SR ERFCEBRSBERESH 37
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« ssm:PutParameter— WIRIEARFEES KEEF5H H AMI ID 77647 SSM S8+, XBENFE
KRR, EARBEERFIREPTIEHRERE,

1. BIZBEENA® (Wik)

EFRIEEERMER create-image BT Amazon CLI , RAEEFEE— Image Builder i 1T A &,
MREE T Image Builder TEREHITAC , MFEEMZACRKMNEMEAAIIGENRRER, &N ,
BEE-—NIEMENRNFEEN AC, NREELENTEEXRITAG , WA B S

R
%8 (Amazon Identity and Access Managementf F38F) A €12 A &6 Amazon i 55 Z kAL
BREVIE R 1T IRAE

2. RNEWEENLABRMNE

EQEEXNABARIMN SSM SHMR , E1RE (Amazon Identity and Access Managementf 7 1§
M) PH EFAGKRIRER REHITRME,

UTRBERAERTERAELNK, PRENSHE M ssm: GetParameterigfE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PrivateParametexCustomRole",
"Effect": "Allow",
"Action": "ssm:GetParameter",
"Resource": "arn:aws:ssm:*:111122223333:parameter/parameter-name"
}
]
}

AXRNHESHERNEZEE |, 2 M Amazon Systems Manager B FPI8EHF A AMI A HS K,

SR]3: QRERASHNBERES

\

1. $TF EC2 Image Builder ##l& , it R https://console.aws.amazon.com/imagebuilder/o

HR] 3 MEERASHNEGES 38
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2. &R BEEA, REMIFIRTHIEE EZEKES,
3. EEEMER" &7 , TR :

a. ER“EREENAMIET, XFEREMTFER , BREEHPHA AMIID HEE AMIID
) SSM Z#,
b. &% SSM SEEIL,
c. 1 SSMEZHFRYF , WALEIR 1 PRIBNSHBNSHEHH Amazon BIREH
(ARN). ZRBABH , NIEHE PR BEIR,
4. BREFETHRRNESEE.

® Note

MEBELBE S HAEEO (HlI ) RERXBBEEAmMazon CLI , NSHBFHNBTRSLA N ssm: (5l
i, ssm:/ImageBuilder-Tutorial/BaseAMI,
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FHAH B E X Image Builder BR 5

Image Builder £ EC2 Task Orchestrator and Executor(EC2 TOE) A#-EE N ARRFRINMFE LN

THEFRRE. EF YAML XHBEFNRXEEC2 TOENARFREAFANAY  XEXHMELTHATH
E SN BRI BEI A, 3FF AMI BR{& | Image Builder 27 E Amazon EC2 ¥ZFNiR 354 &%
EC2 TOEAHMAHERNARRF. N TASRESR , AUHNMEC2 TOEAHEENARFREREEREE
THRER,

Image Builder A TEC2 TOEITAIE LB LWSES) . #£129T Image Builder a5 5= Image Builder
EHBEC2 TOER , BEEHTHAMRBEATHTRE,

(® Note

% Amazon EEMAG R EZFNEGARN | ZEAGEFTABEEY ., ERBRIRER K
ANE , HEEFERAZAHFNKFEHSWBIBA |, AR AIKF 2 HEAmazon Health
Dashboard MW E FHFIR, BT HEZE B Amazon Health , %5 (Amazon Health A
FIER) o

IR FTRGR I T/ERFZHA
BT HZEHBREH Image Builder TERBEFEUTHEAN TR,

1. MR (TRR ) — EHEMNR , BU AN STENEMBREKR Amazon EC2 lEXHI#HTE
R, LEIEFRENEL, Sl , BHESTNESRENAEFIESUREREM NIHIRENA
o
HEHERSITAF R THE
* build

- WiF

FISER LR ERSE |, Image Builder 2 BI2 R BB R[MEG , UHN BN st HEM.

2. WM B (RRF ) — BN E , tIZFEHK AMIs IRRBEEZAFE-LEEZR. T AMI T
A2 , Image Builder \MER R R&RE—H0IZNREE3) EC2 E£Hl, FEHKA BTN
BiFREHBRZEGZRMBET. N TERIER  WAEATHENE -SRI LE1T,

EREGHWENRY , ¥ TERAFLENESMEBHISTEG NPT
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o« it

WAHHER T W MM XA A AFRE, NIhTRUNEE , Image Builder A] URIE R R =
BESMG A BN 2 Bl R LMK,

(® Note

BREC2 TOERM AREFEREATEEAHGF XEPEIFZHER , 18 Image Builder 11z 1T HLE
MEBURETXEMBETENAE. EFAHEMRGWERZET , A4 XEMBAEDE LI
TBEZz— : build 5 validate, EFAHFEMRGNHXBEIT , AU LA EN test Bt
B, MAREE L H AP ER

BT Image Builder 33 iZ1T &N ER , B A G4 XD EZS| ATEBUREB R, &F

BENENERERZSTHM REESENRHETHMNE. B2 , BT ERE S A
S8, ABLBTTEAE. BXT Image Builder i A HiRBEHGSHNEZER , F5H

iR  AETERASENBEE AN,

% T BRSNSl T R | TEC2 TOESIR — NI B4 A BB A8y BB
% | UBBRAKSREGTNEENER, NREHEEERENEET Amazon S3 B, IASH4
EANE, H% YAML XK BEHENESES | §55 £AEC2 TOEA M TAERE A E VA
.

® Tip
HRBERIRSNMAME | FRIC T AFEPERES BA 1S EA A HRAFMIRE R B Z A AR
A, BX{EMA Image Builder &% A BRI INIRE M E %15 2 Amazon CLI , SR AIEENIT
L HIRER T

AFNE WA Image Builder 24l A Amazon CLIRHIGSHIH, EEF., SIBZMNS ALK,
FB

« BIHHETHEGFMES

« ffFAmazon Web Services Marketplace8 4 B & Y IEH B 15

- FRAEEHHBEN Image Builder B {5
* 7 Image Builder BMGTF & B E XA #4
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- Image Builder #1a] £} EC2 Task Orchestrator and Executor N 12 7 &2 A #

JIMAERAM MRS
B BUABERE | EC2 mage Builder B ERNAKNERFEELIEMES,

HUFEMRES

« Bt Image Builder A4

o 54k BN EHwIFRE Amazon CLI

- MAIRERA HiF4H1EE Amazon CLI

o MHIREVA AR BERYEH{E S Amazon CLI

5|4 Image Builder 42 #
BRI MER T B &2 — S HMiEE Image Builder A4,
Amazon Web Services BB H &
ZE P ERAHFIER Amazon Web Services BEZFIA , BHITUTISR !

1. #TFF EC2 Image Builder # %% , Mt H https://console.aws.amazon.com/imagebuilder/,

2. ESMBERDPERAMH, BIMERT , Image Builder & & RER K- HE A H5HIxR,

3. ZBALLARBREAHFMENGHITHIELE. EEFETHEETLFRINAY  BRITMEERE
THIIRAEFREP —ME, AEERBEINRNTEREPNERIFES L, ATLUERUT
=

« Amazon Web Services Marketplace— 5 Amazon Web Services Marketplace 7= fai] ¥ E #
RERHVAH,

POE AT ( Amazon 38 ) — Amazon BIZZ T4 A FF 7 AAH,

BIREN — BOBENEH. XRBRIANER,

- SRHAZ —HHWABSHKFREHEERZTNAL,

E=FEE — BITRANE=FHENAHL., Amazon Web Services Marketplace

Amazon CLI

LA RBIIRBA a4 5 A list-components a8 SR B H 1K~ #EH Image Builder A #-315%,

JIHHAEREN 42
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aws imagebuilder list-components

B UARBRIFA M AENEITRIE. MIAERMENLEEFHNAHFNRARTA, MABRT | it

BRESREENKFIEENAGYIR. BEREAHFEERIEER , BEIETT list-components T %

B{ERA --owner ZBIEEUTEZ —-

AHFrEENE

AwWSMarketplace
¢ Amazon

« Self

* Shared

* ThirdParty

LR REIERTE --owner S list-components &% , ATHELER,

aws imagebuilder list-components --ownexr Self

{
"requestId": "012a3456-b789-01cd-e234-fa5678b9012b",
"componentVersionList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/sample-
component1/1.0.0",
"name": "sample-component@l",
"version": "1.0.0",
"platform": "Linux",
"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2020-09-24T16:58:24.4447"
I
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/sample-
component@1/1.0.1",
"name": "sample-component@l",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2021-07-10T03:38:46.091Z"
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aws imagebuilder list-components --owner Amazon

aws imagebuilder list-components --owner Shared

aws imagebuilder list-components --owner ThirdParty

5k B VA HFmIFRA Amazon CLI

LA RBIER T a0l A list-component-build-versions &5 5l E A 45 E 18 L ARAHY H H B IR AN,
E 7 ##A X Image Builder BRI E R ZEFNEZER , 152 HImage Builder FEYIE L RAR#2
o

aws imagebuilder list-component-build-versions --component-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:component/example-component/1.0.1
{
"requestId": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"componentSummaryList": [

{

arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/
examplecomponent/1.0.1/1",

"name": "examplecomponent",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",

"description": "An example component that builds, validates and tests an
image",

"changeDescription": "Updated version.",

"dateCreated": "2020-02-19T18:53:45.940Z7",

"tags": {

"KeyName": "KeyValue"
}
}
]

}
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MAIREVA #4152 Amazon CLI

AR RAIRBRIE IS EA A/ Amazon BIEBF ( ARN ) B[ get-component a5 S 3RERAE 1% 4

1% =|
[= R Ye]

aws imagebuilder get-component --component-build-version-arn arn:aws:imagebuilder:us-
west-2:123456789012: component/example-component/1.0.1/1
{
"requestId": "alb2c3d4-5678-90ab-cdef-EXAMPLE11112",
"component": {
" "arn:aws:imagebuilder:us-west-2:123456789012:component/
examplecomponent/1.0.1/1",

arn

"name": "examplecomponent",

"version": "1.0.1",

"type": "BUILD",

"platform": "Linux",

"owner": "123456789012",

"data": "name: HelloWorldTestingDocument\ndescription: This is hello world
testing document... etc.\"\n",

"encrypted": true,
"dateCreated": "2020-09-24T16:58:24.4447",
"tags": {3}

MAIREVE 4R BEHY 1 4045 2 Amazon CLI

LA RBIER T EIEEA 4R ARN B #{a A get-component-policy fi S IREVA R IR EHAE S,

aws imagebuilder get-component-policy --component-arn arn:aws:imagebuilder:us-
west-2:123456789012:component/example-component/1.0.1

{# FlAmazon Web Services Marketplace/A 4 B & M &1 B &

BR T ARSI R BT (1SVs) Bl KER MBI , EAmazon Web Services Marketplacei2 7] A F B
E X B2 Image Builder BREGHIA M, B2AM LT [RIX LAmazon Web Services MarketplacetA 4 |
RETRERBE S R EA TSI REBEH RS,

MARIRERAE #41% 4045 5. Amazon CLI 45


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/get-component.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/get-component-policy.html
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L IR1E R B EL 5 38 EAmazon Web Services Marketplace/B 48t , Image Builder £E 1T 5 H 1T
KPP ARRE , LBREAEEAZAHFMEN TR, BIEKINE , Image Builder 2 N A4 R EMH
BHBEZETHRAR , HREEEWEFER,

R Amazon Web Services MarketplaceH #

A LAM Image Builder #2H|&H “KI=m” NEFPEREEE S P EAAmazon Web Services
Marketplace R4 4 , BT FRo

1. #JFF EC2 Image Builder $#&l& , Bk https://console.aws.amazon.com/imagebuilder/o

2. TEEMBE®RD , ®EEAmazon Web Services MarketplaceZB 2 F K X T~ Fo

3. %&$® Components ( A4 ) T+, BLEI-F5IE T 6 ABEEIEDH FTBAmazon Web Services
Marketplacer=fm , EFR@FEH KX A HAmazon Web Services Marketplace.

4, ERZRGEHAGNBERGTG , INEEREDH A2 EMHIKXStatus, Operating
SystemPublisher, =S#{TiFikCategories, BREETERRERN D WK,

gR
P Amazon Web Services Marketplacer=m#fE B iFEEHIR , EFEBEUTEE,
Amazon Web Services Marketplacer= fa & ¥R F & #x

B4 @B AR B A Bi¥ 415 B Amazon Web Services Marketplace, T LUER 4R T
R X%~ mIYE 215 2 Amazon Web Services Marketplace, 5% , lIREE LRI , NTA
DEFITHETNFHE , AFEAEFITRGEITIREEZENERERPHITITHR,

R A

TEERAMHNERZ,
BRIERS

Rit AT ETRAHNBRERS,
R

HHENEAE, THEER P HMREIFEE T EAmazon Web Services Marketplace, 1B I 7E5%] 5
EHNFEDRHRITH R A EEERE,

ERTFZA 48— ZMAmazon Web Services Marketplacei @251,

#RZEAmazon Web Services Marketplaced # 46


https://console.amazonaws.cn/imagebuilder/
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L7

ERERBITHE T M. WRERAKITHE , WA LUER “BEFITHEI LAEFHAmazon Web
Services Marketplace™ mEVIT AT E |, th AT BUERE M Image Builder 3§ &3 1T1T R,
RERAH

MR BHIT 5D 2 E%Amazon Web Services Marketplacei il — N ZMRAS | IiX L8 iR 2R
ERE RBRAH Frd, ZHoRDAETIREBRS , AETRKRRAGNKEE, BUURTZHS
NEEBESZHFHAER.

(@ Note
5HAmazon Web Services Marketplace B 7= mXxEBxH EBxMEZ £ A s (CIS) AR ETRE
D iscover =mMERP, MREITHE THMNHOESG™R , NXBKNAHEFERE TR WE
d o, HE BERGES NEEFEINE=FAN. BXRZAHNESER , ESH?22%

1] ¥ Amazon Web Services Marketplace4i #

KB BEEERILHEANAHFAMazon Web Services MarketplaceBI7= f /5 , AT LAE#EM Image
Builder ##I&THZ~ @ , M TFFIR , tBAIBAMAmazon Web Services Marketplacet®2 #l & 17 7

1. $TF EC2 Image Builder ###l& , Mt Fhttps://console.aws.amazon.com/imagebuilder/o
2. ESMBEKD , %EFBAmazon Web Services MarketplaceZf % H H &Z B 7= Mo

3. 1%&# Components ( A# ) &+, METRSIE T £ ABIEEDH FTEAmazon Web Services
Marketplacer=m , EH ZFEFAMEXHHAmazon Web Services Marketplace,

4. EERIETEAmazon Web Services Marketplace @ , BEERE DAL D B, NREMEH
R, EFAEBIN~REMRBBELR , MR EPublisher AIIRELH iR 1R 8 7= &
LIECH

5. NERIKDPEREITHNTR , RAREFEFITRIED, XE 17T iZAmazon Web Services
Marketplacer™ m BT FE DR E,

6. EF TR, THEBEF Image Builder ZHI S AT~ R, RESBHNEBITREELES, iTH
B, RSFEFH N, Subscribed

BXREHFIT FEAAmazon Web Services Marketplace= M EZE L , TS HF FrAmazon Web
Services Marketplace Image Builder A 1T R K124 & B,

1T ¥l Amazon Web Services Marketplacea £ 47


https://console.amazonaws.cn/imagebuilder/
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£ Image Builder B&EL 75 # 8 Fl Amazon Web Services MarketplaceH

& 0] LAG i i H b3 AU B9 Amazon Web Services MarketplaceA 4 —# £ Image Builder B
BAERERAEAHE, 3 FE5Amazon Web Services Marketplace B B = mx BB K S A H | P
BXESHAmazon Web Services Marketplace. i , EfE A E T EAmazon Web
Services Marketplacefy ™= m P RAH |, FikF “DNIMBWBRAH" , RA/5Amazon Web Services
Marketplace \FIRAPH 1TIEER, XFERSE R EH AN ITH —N% HAmazon Web Services
Marketplacef BV LR H AR o

(® Note

WREEEFT K CIS BILEHThird party managed , EMFIERFIKRFER , T
o Amazon Web Services Marketplace

BRIMANAFERE, FINRESHRNESER , FSHALERKE S B R,

FREEHHBE N Image Builder BR{&

REAMHRE=FAHLAGEAmazon , ENREE=FAHLGEUE , SIWEBRMNZLHL (CIS), H
BHERBRBR[E TP EAREANTT , Amazon 2REHENRA T MEMERNSZHAFRE. ER
WMAHIIRFIMAHER TSRS EAETFTEHEAES

T fRikAmazonfE EA M IR BFE—NAH |, ZIRITEI AMIs £3581LRY CIS Bt , YRATBAER %
Amazon Web Services Marketplace4i 4.

BikEH
* A Image Builder Windows R % % Distributor {2 ELHNAREF
« Image Builder 8 Amazon £& STIG E{t 4 4

A Image Builder Windows BR %% %k Distributor 4+ BT EA U R AREF

Amazon Systems Manager Distributor 7] LA By S8 5% 4437 @ 3 &K 7 ElAmazon Systems Manager
RETR. BUUITIMEAHBESHWEY , B LAEA Distributor k& 1 Amazoni2 1 X ZE X
#a. BX Systems Manager Distributor WEZEE , 55 H (Amazon Systems Managerf F{§
) A Amazon Systems Manager Distributor,

Distributor BT EH 4

R Amazon Web Services Marketplace8 4 48


https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor.html
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LAF Image Builder £ &4 #1# Fl Amazon Systems Manager Distributor ¥ Windows 3£ L %% 5 A
BFE.

 distributor-package-windows ¥ &4 # A Amazon Systems Manager Distributor 3k & %14
£ Windows BUGHESPI LEEENNARFE. EENLHEAHEEERFTFNEES Y , ESHAER
B distributor-package-windows 9383 4 4,

* Zaws-vss-components-windows4l A Dist Amazon Systems Manager ributor ZE#RRY
Windows BR{& 4 B 326l £ L% AwsVssComponentsBiFE, EENEAHESEEREAFTHREES
¥, FSREE aws-vss-components-windows 3437 A&,

BRUWMTE Image Builder B AFEARELAHNELER , BSRERATREERSH CIEBRGES
IFTRAS B TARRE AW BIEMRANAEEE S, BXiZAwsVssComponentsBRHBHNEZE
B, #Z2H AmaEC2 zon AFERTHGIZE VSS AR —BERE,

FRFM

f£ i K #i Systems Manager Distributor & Image Builder A#4-ZENARFE 28 , XABRRFE
LU R4

- £/ Systems Manager Distributor ZE&H L6l £ =& AREFBH Image Builder AHFEEIRE
F Systems Manager APl X BR. 1E/&E A Image Builder BB A AH 8T , HABBATFRT
B FREY IAM policy MAE, ERENR , 2 BlE Systems Manager Distributor 1R,

(@ Note

Image Builder B 81 A X FE 5= f5I#Y Systems Manager Distributor 2. 4l
0 , AWSNVMe, AWSPVDrivers Hl AwsEnaNetworkDriver Distributor S8 ERF KA ,
Ht 2R AT

Bl & Systems Manager Distributor fX R

distributor-package-windows AH4MEMERECHWHEHE ( FlE0 aws-vss-components-
windows ) FEERBWESSHINFNNE T 8EZ1T. WESLHILMEEB A Systems Manager API =
BEFF A % % Distributor H# LR,

REBEAHNXESELZEEN IAM REFAR |, ZAmazon Web Services EBIEH AR ARRT
Image Builder A # M35 5l Z %% Systems Manager Distributor ‘2 BR .

Distributor #4452 Windows R A2 F &% 49


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/application-consistent-snapshots.html
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RAriEmE

LTI BIRKRE
73 Distributor £ BR&I12 1AM policy.

1. £ https://console.aws.amazon.com/iam/ $TF 1AM 2 &l &,
2. ESMERP  EE KK, RFIER QIEEKE,

3. HAIERMREL , &% JSON T+ , RAEHMIARNBTEHRANLLT JSON XKt , RIEFEER

X, XEMKS D, NEEABEELF,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDistributorSendCommand",
"Effect": "Allow",
"Action": "ssm:SendCommand",
"Resource": [
"arn:aws:ssm:*::document/AWS-ConfigureAWSPackage",
"arn:aws:ec2:*:111122223333:instance/*"
]
}I
{
"Sid": "AllowGetCommandInvocation",
"Effect": "Allow",
"Action": "ssm:GetCommandInvocation",
"Resource": "*"
}
]
}
EREEERK,

(A ) WTFER , BRAZAGHRARHER.
1%$% Create policy.

N o g &

S®R2:QEAB
A Distributor X FREIZE IAM B,

MNFEM, FRA—NBIHRUPRIZEKEE |, fl8 InvokeDistributor =

XY E AR o

Distributor 2 ¥4 Windows R REF %%
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https://console.amazonaws.cn/iam/
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—

o M 0N

9.
10.
11.

£ IAM Z2HESMERT &R A6 REER IEAG,
EERZEEEHNERET |, %F Amazon Web Services B
EERHERALAGNRS T , EER EC2, REEE “T—F : KR,
£ EBRENAMG T, B EC2, REERE “T—% : /R,

EBEYIRD | % Amazon EiIH S iEESSMManagedinstanceCore, ( MREBEH /NGRS
B, BEEREPEA SSM, )

FEHRIEYIRSD | IEFEZD M EIERMEEC2InstanceProfileForimageBuilder, ( IR FEE4 /N FIKRTE
B, FEBEEPEA InageBuilder, )

HEET % 7%,

(AL ) AIM—PHSMIEREN , LMALR, BEFEFLAGNTR , REEE T-F . &
o

NTFEAEENR , BMARGBNEN , flf0 InvokeDistributor HIBEXK H L& Fr.
(I ) M TFAGHER  BNRIANAER AN ZACHNARRR,
1%£3% Create role (BI2A®), REFILAREER A6 NH.

SR 3 : [ A B INIZR

% BB Distributor IR G — 5 2 RIEH 1AM policy HENE| IAM B,

1.

2
3.
4

£ IAM #2415 Roles ( A ) REL , ERENNCEZNAG., FITACHERE,
gk P18

BREL—IBPOUBRNER K RAREPZEHRZUNSIEE,

% Attach policy ( MiNZERE ) o

X FEEEA Systems Manager Distributor B4 4 EIERE , £ Image Builder E 1% o ft & 5 R
hEALAR, BEXESELR  BESH EEMEREE.

BLiE distributor-package-windows Jyid 37 A4

ExEESHER distributor-package-windows A4 |, FIREU TSR REEELZENEF .

(® Note

DR HFRIE SREH , TREEBR S HPMEA distributor-package-windows A,

Distributor #4452 Windows R A2 F &% 51



EC2 Image Builder it

 BE (2T ) - BEERTELRIEHMAT. EREDFE Install M Uninstall, LLEERIAR
Install,

- PackageName ( %iE ) -BERZEFHEN T HERHE TN EN. BEXERRGTETNIER , F5H
& Distributor Z4F8.

 PackageVersion ( Ali% ) -ERZEN D HEHERHSTHIMRA, PackageVersion BRIA N HEERZA

- AdditionalArguments ( AIi& ) — —1 JSON &£ | HH I SEREABAULZE, HE

REFREBHHMS . BEXEZEL , $5H Systems Manager & X iE4 5| A TEH
aws:configurePackage i A E ¥ #Y additionalArguments,

BLiE aws-vss-components-windows J3Jh 3 A4

EB HFFEH aws-vss-components-windows HA#E , ATLLERIRE PackageVersion
S8, LAER AwsVssComponents RFEHEEMA. MREBBUSH , ZAFFEIAEA
AwsVssComponents BF BN HERZA,

® Note
WRBRBRIE KREMG , TEER S PEM aws-vss-components-windows A4,

# ¥ Distributor B8
TWEBME=ZFRELNRTHE , BRI LUEY Systems Manager Distributor 22 %3iX L5848,

EEHEFTARHS EAmMazon Web Services BEXEZEFIS |, 1% FAmazon Systems ManagerfZ i
A A MNSIEHH %L Dist ri butor. Distributor REE R AT EERNAERGE, BXEATIHT
R4 EEZE 2 Amazon CLI , 2% (Amazon Systems ManagerfFF{5E) FWEE R4S
(ATIT) o

18& ] LAt 2 B 2 M FAFE Systems Manager Distributor 218, BXxEZELE , i55H (Amazon
Systems Manager A F1EM) FHCIERH S,

Image Builder 8 Amazon 3% STIG E{LAH

T2 PRXEHEIERE (STIGs) REBEERSR (DISA) AR EERENMPM M HIENEER LT,
NELBNREHE STIG it , BUNZE, BEANASHELRE,

Image Builder 1244t STIG s&{LAH , AIHBEEERMMERSE L STIG FRENREMR K, XLk
STIG A HEERNEBHZTEEMA, FARME STIC ERNEAHTLUWEEAN A,

STIG R{LaH 52


https://docs.amazonaws.cn/systems-manager/latest/userguide/documents-command-ssm-plugin-reference.html#aws-configurepackage
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https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-view-packages.html
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/A Important

BR T DBBISMBERI | STIG BILAK T RREE=ZFHRHE. NRXH LEEZRETE=S
B2, HH Image Builder XIFZHRHE , NECAHLNAXERM4Z, STIGs

ATHIHE T Image Builder XFHFTE STIGs A , XN EEA T SN = # G E 3h 8
Image Builder Fi/g a1y EC2 £6l, MMREXBEMAHEAM STIG RE , AT UGB —NEE LA 4R
HH#THE, AXEENAHURNACIERESINESER , F5H FHEH B E N Image Builder BR
S

BIEBRERAT |, STIG Bt AH2IERKRER STIGs ENAHMT . BINBWNEEEFFER STIG 58{LA
HHIBRRE Image Builder BE&, BXMMA15RIFMZESE Image Builder BENEZER , BSH EEW
BIPEBERR,

SEHEM IR 3
B (E-%)

BFENRKR. SETESEISE, THMDEEEERGEARA,
. R (ET%)

AETHSHNEYE, TAMDEEMEXOEARR , ETUARRR.
- (=)

FASERATHENZEE, TRAMEREEEERNEREFR.

e

« Windows STIG #8{t4H#

« @A T Windows B9 STIG fRAA R iZF B E
« Linux STIG B{L4A 4

« SEAT Linux B9 STIG liRAA R idF B E

- SCAP &M MK UL ZRA 4

STIG LA H 53
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Windows STIG 381{v.4H 4

EC2 TOE Windows STIG s8{tL4A#H#FT Ik RFEEMIRTT , HRAAUHA KR, EFHEP (DoD) &
Windows E 224 £ Z 3% InstallRoot K& STIG FrAERNRICAMH , AT TEH., LRERMEH DoD iE
B BIHELBIBRTXERNUER , U4 STIG &M tt. BEl , ATHRAHK Windows Server X #
STIG &4 : 2012 R2, 2016, 2019 1 2022,

AFHHH T8 Windows STIG s8{LAHMNYEIRE , AE—RMAFEIEFKAE.
Windows STIG 1§ ( £=28)

UTHRSERICAHERTEHEMENN STIGEE, NEXENRETERATHENWERLEN |, N
ﬁm@#émxuﬁﬁﬁﬁﬁmmomw HESTIGREARETNEA TIMMRSE S, AOASEENRE
AIREE MR LA M ER THLEIRE K NHNEEREE XHIERENER,

BX Windows K TEFIZK STIGs , HZHSTIGs Xi4E, BXRMAERETEIIRNEER , H2H
STIGEERIEL,

« Windows Server 2022 STIG £ 2 Wk 4

V-254335, V-254336, V-254337. V-254338. V-254351, V-254357. V-254363 F V-254481
« Windows Server 2019 STIG kx4~ 3 ix7Z 4

V-205691, V-205819. V-205858. V-205859. V-205860, V-205870. V-205871 F1 V-205923
« Windows Server 2016 STIG ixZ 2 fRZ 10

V-224916., V-224917, V-224918., V-224919. V-224931. V-224942 F V-225060
« Windows Server 2012 R2 MS STIG kA 3 X1THR 5

V-225250, V-225318, V-225319, V-225324, V-225327, V-225328, V-225330 V-225331

V-225332 V-225333

V-225334, V-225462, V-225468, V-225473, V-225476, V-225479, V-225480, V-225481, V-225482
25489, V-225490, V-225511, V-225514, V-225525, V-225526, V-225536 F V-225537

V-225335 V-225336 V-225342 V-225343 V-225355 V-225357 V-225358 V-225359 V-225360

o &k NET Framework 4.0 STIG £ 2 Wx 6

231 111 J/E B Microsoft .NET Framework k8 STIG & &
« Windows B5 X% STIG M 2 x4 2

STIG R{LaH 54



https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
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V-241994, V-241995, V-241996, V-241999, V-242000. V-242001, V-242006, V-242007 H
V-242008

« Internet Explorer 11 STIG R4S 2 fRAs 5

V-223016, V-223056 # V-223078
« $%%X Edge STIG 28 2 R 2 ( {XBR Windows Server 2022 )

V-235727, V-235731, V-235751, V-235752 H V-235765

Windows STIG & ( 85=3)

UTIRESBICAHERTENEMBERNN STIG RE, MRXFNRETERTENEMER , N
Eﬁﬂﬁiﬂﬁéﬂ%ﬁiﬁﬁuﬁﬁﬂiﬁﬁ Alo flgn , FL STIG REWHRFEM TIRIURS R ARBFERRE
R ER{LAHERTHLRE , MHNERRAEEXHRENER,

BX Windows K EEFIZK STIGs , HZHSTIGs Xi4E, BXRMAERETEIIRNEE , F2H
STIGEERIEL,

(@ Note

Windows STIG Medium 58{t A4 BIEFME I HA EC2 TOE &M F Windows STIG Low 581t
HAHR STIGRE , ARFINEXNE=XREHIHM STIG iRE,

« Windows Server 2022 STIG £ 2 hix 4

BFEECAFER TR I (ER ) FRAIFFEXFWN STIGRE , Bk :

V-254247, V-254265, V-254269, V-254270, V-254271, V-254272, V-254273, V-254274, V-254276
4314, V-254315, V-254316, V-254317, V-254318, V-254319, V-254320, V-254321, V-254323, V-
4333 , V-254334 , V-254339 , V-254341 , V-254342 , V-254344, V-254345, V-254346, V-254347. V-

44435, V-254436. V-254438, V-2544439, V-254444, V-254444, V-254445, V-254449, V-254451,
4462 , V-254463, V-254464., V-254468, V-254470, V-254471, V-254472, V-254473
V-254476 V-254477 \V-254478 V-254479 V-254480

V-254482, . . . b-254490, V-254493, V-254494, V-254494, V-254495, V-254497, V-254499, V-2

3. V-254504, V-254505, V-254507, V-254508, V-254509, V-254510, V-254510, V-254511
M V-254512 V-254483 V-254484 \/-254485 V-254486 V/-254487 \/-254488 V-254489

« Windows Server 2019 STIG k7 3 xR 4

STIG R{LaH 55
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BEBECAHER TR I (ER ) BRAFIE RN STIGRE , MUK :

V-205625, V-205626, V-205627., V-205629, V-205630, V-205633. V-205634, V-205636, V-205637
22 , V-205729, V-205730, V-205733, V-205747, V-205751, V-205752, V-205756, V-205759, V-20
5828 , V-205830, V-205832, V-205833. V-205834, V-205835, V-205836., V-205837

V-205838 V-205839 V-205840 V-205841 V-205842

V-205861, . . f-205873, V-205874, V-205911, V-205912, V-205915, V-205915, V-205916, V-205
M V-257503 V-205863 V-205865 V-205866 V-205867 V-205868 V-205869 V-205872

« Windows Server 2016 STIG fR7 2 iR 10
SFEBCAHFERTER I (KR ) RANMEXIEN STIGIRE , UK :

V-224850, V-224852, V-224853, V-224854, V-224856, V-224856, V-224857, V-224859, V-224866
25016, V-225017, V-225018, V-225019, V-225021, V-225022, V-225023, V-225024, V-225028, V
25041, V-225042, V-225043, V-225047, V-225049, V-225050 , V-225051, V-225052, V-225055, V
V-225061 V-225062 V-225063 V-225064 V-225065

V-225066, . . . b-225078, V-225080, V-225081, V-225081, V-225082, V-225083, V-225083, V-2
M V-257502 V-225067 V-225068 V-225069 V-225072 V-225073 V-225074 V-225076

« Windows Server 2012 R2 MS STIG i&%& 3 X1ThR 5
SFEBCAHFERTER I (KR ) RANMEXEN STIGIRE , UK :

V-225239, V-225259, V-225260, V-225261, V-225263., V-225264. V-225265, V-225266, V-225267
25276, V-225277, V-225278, V-225279, V-225280, V-225281, V-225282, V-225283, V-225284, V
2, V-225293, V-225294, V-225295, V-225296, V-225297, V-225298, V-225299, V-225299, V-225
38, V-225539, V-225540, V-225541, V-225542, V-225543, V-225544, V-225545, V-225546, V-22
V-225558 V-225559 V-225560 V-225561 V-225562 V-225563 V-225564 V-225565 V-225566

V-225567 V-225568 V-225569 V-225570

o %% NET Framework 4.0 STIG £ 2 ik 6

BEBECAER TR I (ER ) TBRIFFE I STIGRE , 2K V-225238
 Windows B K& STIG hixZs 2 hig < 2

BEBECAER TR I (ER ) BRAFIE RN STIGRE , MUK :

V-241989, V-241990, V-241991, V-241993, V-241993. V-241998 1 V-242003
« Internet Explorer 11 STIG R4S 2 kR4S 5
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BEBECAHER TR I (ER ) BRAFIE RN STIGRE , MUK :

V-223015, V-223017, V-223018., V-223019, V-223020, V-223021, V-223022, V-223023, V-223024
V-223140 V-223141 V-223142 V-223143 V-223144 V-223145 V-223146 V-223147
V-223148., . V-223149 V-250540 V-250541

« %k Edge STIG % 2 KX 2 ( {X PR Windows Server 2022 )
SEBCAGERTES I (KR ) BENFFEXIEN STIGIRE , UK :

V-235720, V-235721, V-235723., V-235724, V-235725, V-235726, V-235728, V-235729, V-235730
M V-246736

- %X Defender STIG £ 2 ki 4
BEBRCAHFER TR NI (KR ) WRANFEXEN STIGRE , UK :

V-213427, V-213429, V-213430, V-213431, V-213432, V-213433. V-213434, V-213435, V-213436
M V-213466

Windows STIG & ( £—3% )

UTHRIEBICAHFERTENEMEBH STIG RE. MEXFHNRETEATENEMES , N
ﬁﬂsiﬂﬁiéﬂﬁkLu REFSEEE, Fl, FE STIG REWRTERTMIURS R, HLEER R
AR R{CAHERTHLRE , MHNERAEEXHRENER,

AX Windows HEEFI% STIGs , HSHSTIGs XE, BXNMAEETEIIRNES | ESH
STIGEETE,

® Note

Windows STIG High 52t A #BIEFFESIHAE EC2 TOE &M F Windows STIG Low
Windows STIG Medium S2{LAHH STIGRE , AR FITEIE—LRBEF HE STIG i&
=

« Windows Server 2022 STIG &£ 2 WX 4

BEBCAMER TR A I ( PRFER ) FRNFAEFN STIGRE , UK :
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V-254293, V-254352, V-254353, V-254354, V-254374, V-254378, V-254381, V-254446, V-254465
A V-254500

Windows Server 2019 STIG iRZA 3 xR 7 4
SEBRCAMHERTES I F N ( PHRAESR ) BEVMEZEN STIGIRE , UK :

V-205653, V-205654. V-205711, V-205713. V-205724, V-205725, V-205757, V-205802, V-205804
A V-205919

Windows Server 2016 STIG k7 2 MrZ 10
SEBCAHFERTER I F N ( FRFER ) RENMEXIFHN STIGRE , UK :

V-224874, V-224932, V-224933, V-224934, V-224954, V-224958, V-224961, V-225025, V-225044
A V-225079

Windows Server 2012 R2 MS STIG rZA 3 X1ThR 5
SIFEBCAHFERTES I F N ( FRFER ) RENMEXIFHN STIGRE , UK :

V-225274, V-225354, V-225364, V-225365, V-225366. V-225390, V-225396 V-225399
V-225444 V-225449 V-225491 V-225492 V-225493 V-225496 V-225497 V-225498 V-225505
V-225507 V-225547 V-225552

& NET Framework 4.0 STIGE 2 iR 6

‘SIER{CAHER T Microsoft NET Framework BIZE5 11 # 11l ( FRFER ) ®BEOE ZIFH
STIGIRE., F—RRERMATI STIGRE,

Windows B5 X1 STIG M4 2 fRA 2
SEBRCAMHERTES I F N ( PRAESR ) BEVMEZEN STIGIRE , UK :

V-241992, V-241997 H V-242002
Internet Explorer 11 STIG R4~ 2 k< 5

V-252910
%K Edge STIG 2 2 ik 2 ( 1XBR Windows Server 2022 )

BFEECAER TR I I ( PRIER ) FRNFRAFN STIGRE |, UK :

V-235758 # V-235759
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- %X Defender STIG £ 2 ki 4

BEECAER TR I M N ( PRIER ) FRAFFEFW STIGRE , UK :

V-213426, V-213452 1 V-213453

EAT Windows B9 STIG liRA&F$£icFAE

AT F STIG ZEEEHHH Windows BBILBAHREAN LK. BEER —NEENTCLNRBEIRA
FREERBURTTER.

2025 FE=EET— 2025 F4 HO B (KEL)

2025F E=FE X MHIWindowsHA 4 STIGSE B,

2025 FE-EET—2025 56 H26 A :

FH T STIG RAHRIFT 2025 FHE-FEM STIG FRA , TR :
STIG-Build-Windows-Low KRZ 2025.2.x

« Windows Server 2022 STIG 2 2 hR 4

» Windows Server 2019 STIG iRZ 3 kit 4

« Windows Server 2016 STIG k4 2 ixZ 10

« Windows Server 2012 R2 MS STIG kx4 3 X1Thx 5

« $4%.NET Framework 4.0 STIG % 2 ki 6

« Windows B A% STIG MRA 2 Z1ThX 2

« Internet Explorer 11 STIG MRZ& 2 fRA 5

 $%%X Edge STIG £ 2 hR 2 ( 1XBR Windows Server 2022 )

STIG-Build-Windows-Medium kx4~ 2025.2.x

 Windows Server 2022 STIG 2 2 kR 4

« Windows Server 2019 STIG iRZA 3 hx A 4

« Windows Server 2016 STIG k7 2 kx4 10

« Windows Server 2012 R2 MS STIG kx4 3 X1ThR 5
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« $4E.NET Framework 4.0 STIG % 2 ki 6

 Windows PR i% STIG BRZA 2 K1ThR 2

« Internet Explorer 11 STIG MRA 2 IR 5

« $%%X Edge STIG £ 2 R 2 ( {XBR Windows Server 2022 )

- Defender STIG 2 2 iX 4

STIG-Build-Windows-High iRZ 2025.2.x

« Windows Server 2022 STIG 2 2 kR 4

« Windows Server 2019 STIG x4 3 MRS 4

» Windows Server 2016 STIG iRZ 2 iR 10

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 5

» M3 .NET Framework 4.0 STIG %5 2 kX 6

« Windows B5 K1 STIG IRZA 2 K1THhR 2

« Internet Explorer 11 STIG MRZ& 2 iRZA 5

 $%%X Edge STIG £ 2 R 2 ( 1XBR Windows Server 2022 )
- Defender STIG % 2 i 4

2025 FE—FEZTIL—2025F 4 A5 R :

FH T 2025 EE—FERAFTFFE STIG AHH Internet Explorer 11 STIG 5 2 iX STIG kx4 5 #Y
STIG.

» STIG-Build-Windows-Low k2 2025.1.x
« STIG-Build-Windows-Medium ARZ 2025.1.x
+ STIG-Build-Windows-High KRZ% 2025.1.x

2024 FENFETN—2025F4 A28 :
EFT STIG RAFIE 2024 FENEERHHPNAT STIG , MTAR :
STIG-Build-Windows-Low k7% 2024.4.0

« Windows Server 2022 STIG x4~ 2 £4Thx 2
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« Windows Server 2019 STIG R4S 3 MRS 2

« Windows Server 2016 STIG k7 2 iR4 9

 Windows Server 2012 R2 MS STIG kx4 3 X1ThR 5

« Microsoft .NET Framework 4.0 STIG R4S 2 X 1THX 2
 Windows PR i% STIG BRZA 2 K1ThR 2

« Internet Explorer 11 STIG MRZ& 2 fRZA 5

« %k Edge STIG % 2 X 2 ( {X PR Windows Server 2022 )

STIG-Build-Windows-Medium fRZ< 2024.4.0

« Windows Server 2022 STIG iR 2 X 1Thx 2

 Windows Server 2019 STIG k7 3 iR4s 2

« Windows Server 2016 STIG iRZA 2 kx4 9

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 5

« Microsoft .NET Framework 4.0 STIG k2 2 &1ThR 2

« Windows B K 3% STIG M4 2 K1ThR 2

« Internet Explorer 11 STIG R4 2 fRAS 5

« $%%X Edge STIG £ 2 hR 2 ( {XBR Windows Server 2022 )
- Defender STIG % 2 i 4

STIG-Build-Windows-High iix7< 2024.4.0

« Windows Server 2022 STIG iR 2 £ 1THx 2

« Windows Server 2019 STIG R4S 3 KRS 2

» Windows Server 2016 STIG iRZA 2 hixZ 9

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 5

« Microsoft .NET Framework 4.0 STIG R4S 2 X 1THX 2

« Windows B5 K1 STIG iRZA 2 K1THhR 2

« Internet Explorer 11 STIG MRZ& 2 fRA 5

« %k Edge STIG % 2 X 2 ( {X PR Windows Server 2022 )
- Defender STIG % 2 iX 4
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2024 FE=FET—2023F 4 108 (&EETL) :
2024 F HE=FEMRAF , WindowsEHSTIGSEH 1L,
2024 FHE_FEFR-2024 F5 108 (£EX) :

£ 2024 FEHE—FERITHRF , Windows L4 STIGS TE X,
2024 FE—ZFTEFEH-2024 F2 A6 B (EXEHK)

£ 2024 FE—FERITHRH , Windows A4 STIGS TE XK.
2023 FENEEFR-2023F 12 4 B (ZEH) :

£ 2023 EEMBERITHRF , Windows L4 STIGS EE K.
2023 FHE=FEFR —2023F 108 4 B (EZEX) :

£ 2023 FHE=FEKITIRYF , Windows A # STIGS TE K.
2023 FE-FEFR —2023F5 A3 0 (XEXR)

£ 2023 EE-FERITHRP , Windows A4 STIGS TE K.
2023 FE—SEFR —2023F 3 A 27 B (KEX) :

£ 2023 £HE—FERITHRF , Windows L4 STIGS TE X,
2022 FHEMNEEFER —2023F2A 108 :

EF# T STIG MRAFFX 2022 FEMERRITHRMAT STIG , TR :

STIG-Build-Windows-Low k7 2022.4.x

« Windows Server 2022 STIG iR 1 £ 1Thx 1

« Windows Server 2019 STIG iRA& 2 X1THR 5

« Windows Server 2016 STIG iRZA& 2 X 1THR 5

 Windows Server 2012 R2 MS STIG kx4 3 X1Thx 5

« Microsoft .NET Framework 4.0 STIG k2 2 &1ThR 2

« Windows Firewall STIG KR 2 & 1THR 1

« Internet Explorer 11 STIG R4 2 K1ThR 3

« Microsoft Edge STIG x4 1 &1ThR 6 ( {XFR Windows Server 2022 )
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STIG-Build-Windows-Medium kg7~ 2022.4.x

« Windows Server 2022 STIG iRA 1 &Z1ThR 1

« Windows Server 2019 STIG iR 2 X1THR 5

- Windows Server 2016 STIG ix4 2 %17k 5

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 5

» Microsoft .NET Framework 4.0 STIG k2 2 &1ThR 2

« Windows Firewall STIG x2S 2 & 1THR 1

« Internet Explorer 11 STIG MRZ& 2 % 1ThR 3

* Microsoft Edge STIG x4 1 Z1ThR 6 ( {XFR Windows Server 2022 )
- Defender STIG A< 2 Z1THR 4 ( {XBR Windows Server 2022 )

STIG-Build-Windows-High A7 2022.4.x

« Windows Server 2022 STIG iRA 1 &Z1ThR 1

« Windows Server 2019 STIG iR 2 X1THR 5

- Windows Server 2016 STIG ix4 2 %17k 5

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 5

« Microsoft .NET Framework 4.0 STIG k2 2 &1ThR 2

« Windows Firewall STIG x2S 2 & 1THR 1

« Internet Explorer 11 STIG MRZ& 2 % 1ThR 3

* Microsoft Edge STIG x4 1 Z1ThR 6 ( {XFR Windows Server 2022 )
- Defender STIG A< 2 Z1THR 4 ( {XBR Windows Server 2022 )

2022 FE=EEEHR —2022F9 A 308 (KEH) :

1£ 2022 FE=FEE KT , Windows A# STIGS TEH.
2022 FE-FEFR —2022 F8 A2 A :

BEHE T STIG R, HXY 2022 FE-_FERTHRMA T STIG,
STIG-Build-Windows-Low k&7 1.5.x

« Windows Server 2019 STIG iR7A 2 X1THR 4
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Windows Server 2016 STIG kX7 2 £1ThR 4
Windows Server 2012 R2 MS STIG R4 3 &X1ThR 3
Microsoft .NET Framework 4.0 STIG iRZA 2 &£ 1ThX 1
Windows Firewall STIG kx4 2 K 1ThR 1

Internet Explorer 11 STIG ARZA 1 £ 1ThR 19

STIG-Build-Windows-Medium RZ~ 1.5.x

Windows Server 2019 STIG iRZA 2 £ 1THx 4
Windows Server 2016 STIG iRZAK 2 & 1THx 4
Windows Server 2012 R2 MS STIG kx4 3 X1Thx 3
Microsoft .NET Framework 4.0 STIG iRZA 2 & 1THR 1
Windows Firewall STIG k24 2 K 1ThR 1

Internet Explorer 11 STIG MRA& 1 & 1ThR 19

STIG-Build-Windows-High k7 1.5.x

Windows Server 2019 STIG IR 2 £ 1THX 4
Windows Server 2016 STIG iR 2 % 1THX 4
Windows Server 2012 R2 MS STIG x4 3 &X1ThR 3
Microsoft .NET Framework 4.0 STIG KA 2 & 1THR 1
Windows Firewall STIG k74 2 K 1ThR 1

Internet Explorer 11 STIG MxA& 1 & 1ThR 19

2022 FE—FEFER —202F2A8H (KEX) :

£ 2022 FE—FERITHRYF , Windows HH STIGS TE X,

2021 FENFEER —2021 £12 A 20 B :

EF#T STIG WA, 3 2021 FEWMEERITREA T STIG.

STIG-Build-Windows-Low ARZA 1.5.x

Windows Server 2019 STIG x4~ 2 £4Thx 3
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Windows Server 2016 STIG iRZA& 2 &£ 1Thx 3
Windows Server 2012 R2 MS STIG x4 3 &X1ThR 3
Microsoft .NET Framework 4.0 STIG A 2 & 1THR 1
Windows Firewall STIG k7 2 K1ThR 1

Internet Explorer 11 STIG M7 1 Z1ThR 19

STIG-Build-Windows-Medium kX7~ 1.5.x

Windows Server 2019 STIG iR 2 £ 1Thx 3
Windows Server 2016 STIG iR 2 £ 1Thx 3
Windows Server 2012 R2 MS STIG x4 3 &X1ThR 3
Microsoft .NET Framework 4.0 STIG A 2 & 1THR 1
Windows Firewall STIG k7 2 K1ThR 1

Internet Explorer 11 STIG MRA& 1 & 1ThR 19

STIG-Build-Windows-High AxZ< 1.5.x

Windows Server 2019 STIG k7K 2 £1ThR 3
Windows Server 2016 STIG iR 2 £ 1Thx 3
Windows Server 2012 R2 MS STIG kx4 3 X1Thx 3
Microsoft .NET Framework 4.0 STIG kR4S 2 &£ 1ThR 1
Windows Firewall STIG k74 2 & 1ThR 1

Internet Explorer 11 STIG WA 1 & 1ThR 19

2021 FE=ZFEEHR —2021 F9 A 30 B :

BT STIG fRA |, HXt 2021 FE=FEXTHRMAT STIG,

STIG-Build-Windows-Low ARZA 1.4.x

Windows Server 2019 STIG x4 2 £4Thx 2
Windows Server 2016 STIG ix4s 2 £4Thx 2
Windows Server 2012 R2 MS STIG iR 3 X1ThR 2
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« Microsoft .NET Framework 4.0 STIG X7 2 X1Thx 1
« Windows Firewall STIG iRA& 1 X1ThR 7
« Internet Explorer 11 STIG AxA 1 Z1ThR 19

STIG-Build-Windows-Medium M4 1.4.x

« Windows Server 2019 STIG iRA 2 &1ThR 2

« Windows Server 2016 STIG iR 2 X 1THx 2

« Windows Server 2012 R2 MS STIG kA 3 & 1Thx 2
* Microsoft .NET Framework 4.0 STIG iRZ 2 &Z1ThR 1
« Windows Firewall STIG fRZ< 1 £1ThR 7

« Internet Explorer 11 STIG ARA 1 Z1ThR 19

STIG-Build-Windows-High k7 1.4.x

« Windows Server 2019 STIG iR 2 £ 1Thx 2

« Windows Server 2016 STIG iRZA&K 2 X 1Thx 2

« Windows Server 2012 R2 MS STIG k7 3 X 1ThR 2
» Microsoft .NET Framework 4.0 STIG kx4 2 K 1ThR 1
- Windows Firewall STIG MRAs 1 X 1THR 7

« Internet Explorer 11 STIG WA 1 & 1ThR 19

Linux STIG 381L4A 44

AT EEHX Linux STIG BILEAHNER , FHRRATELICEKHEE, MR Linux XITHRREECH
STIGRE , MmE{LEAHF SR A RHEL iRE.

Linux A EBTENBMASE , IHBEBE N Linux SEHIBATITHR
« InstallPackages ( F&F& ) MREHANo , MZAH#TLREFMEMRGT,. MRIZENYes , MiZ
HUERREINSZAEAEMENEHMKGE. BRIAMER No.

« SetDoDConsentt#iE ( F&F & ) MRENNo , MHLEESIRE T STIG Linux Az —HSEHIET
T ETNEHEEREE. WRZENYes , M HEEZFZRET STIG Linux A2z —89=Flrt |
LELBFZAETEMDBRERE, EXTERINEER , RAETEER. BIAER No.
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BREZMEEBIRE , BSHELLRDLAX RS MR E RN %= A ER S RILNEEFH,

RBACE AR IFRY STIG REMNA TET Linux RIThREVERIZEY , TR :
Red Hat Enterprise Linux (RHEL) 7 STIG ®&

« RHEL7
e CentOS7
e M5 Linux (2AL2)

RHEL 8 STIG & &

- RHEL 8
 CentOS 8

RHEL 9 STIG i%&

« RHEL9
* CentOS Stream 9

Linux STIG 1K ( £8=3K)

UTIRIERICAHERTENEMBENN STIG RE, WRXFNRETERTENEMER , N
BILAH2T ZREAREOA, Fln, L STIGREAEFEATHURSR. ALRFENERE
Al RERMEAR{L ALHE R THRLRE , N ERRERNERENER,

BRTRIIK , FSHSTIGs XHHE, BXNMAEEZEIIRNES , BSH STIGEETLE,

RHEL 7 STIG 58 3 i)k 15
+ RHEL 7/CentOS 7/ AL2

V-204452, V-204576 F V-204605

RHEL 8 STIG 2 2 ik 4

* RHEL 8/CentOS 8
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V-230241, V-230269, V-230270, V-230281, V-230285, V-230346, V-230381 V-230395
V-230468 V-230469 V-230485 V-230486 V-230491 V-230494 V-230495 V-230496. . V-230497
V-230498 V-230499 V-244527

RHEL 9 STIG £ 2 iix 5

« RHEL 9/CentOS Stream 9
V-257782, V-257795, V-257796, V-257824, V-257880, V-257946, V-257947 VV-258037
V-258067 V-258069 V-258076 V-258138 V-258173

W 53%h Linux 2023 STIG 2 1 kx 1

\V/-274141

SLES 12 STIG ARA 3 &1ThX 3

V-217108, V-217113, V-217140, V-217198, V-217209, V-217211, V-217212 V-217213
V-217214 V-217215 V-217216 V-217236 V-217237 V-217238 V-217239 V-217282 V-255915

SLES 15 STIG k%A 2 R1ThR 5

V-234811, V-234850, V-234868, V-234868, V-234873, V-234873. V-234905 V-234907
V-234908 V-234909 V-234933 V-234934 V-234935 V-234936 V-234955 V-234963., . V-234967
V-255921

Ubuntu 18.04 STIG M4 2 kg2 15

V-219163, V-219164, V-219165, V-219172, V-219173, V-219174, V-219175V-219178
V-219179 V-219180 V-219210 V-219301 V-219327 V-219332 V-219333

Ubuntu 20.04 STIG MR 2 kixZ< 3

V-238202, V-238203, V-238221, V-238222, V-238223, V-238224, V-238226 V-238234
V-238235 V-238237 V-238308 V-238323 V-238357 V-238362 V-238373

Ubuntu 22.04 STIG iRZA 2 fRZAK 5

V-260479, V-260480, V-260481, V-260521, V-260520, V-260476. V-260472 VV-260549
V-260550 V-260551 V-260552 V-260581 V-260596
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Ubuntu 24.04 STIG 2 1 ki 2

V-270645, V-270646, V-270664, V-270820, V-270677, V-270690, V-270706 V-270710
V-270695 V-270749 V-270752 V-270818

Linux STIG & (£=2%)

UTIRIEBICAHERTENEMBENN STIG RE, MRXEFNREFTERTENEMER , N
Gﬁﬂﬁﬁﬂﬁéﬂ%l_u&%#ﬂiéﬁﬁ Alo flgn , FL STIGREWHEFEMATIRURS R, ARBEERRE
AaemR LA ERTHLERE  NHNERRER XHRENER,

BXRTEIR , BESHESTIGs XRE, BRNMAEEZEYRNWES , SR STIGEETLE,

® Note

Linux STIG Medium 81t A4 SIEFFESIHA EC2 TOE & F Linux STIG Low 3&{tLAHH
STIG®RE , ARFTINEXNEZXREFIHE STIG RE,

RHEL 7 STIG 28 3 ik 15
BIEBCAMER T I Linux ZATRREY 11l 28 (B4R ) BIEMN A XER STIG RE , UK :

* RHEL 7/CentOS 7/ AL2

V-204405, V-204406. V-204407, V-204408. V-204409. V-204410. V-204411, V-204412, V-204413
4514, V-204515, V-204516, V-204517, V-204521, V-204524, V-204531, V-204536. V-204537, V-
4548 |, V-204549 , V-204550, V-204551, V-204552, V-204553, V-204554, V-204556, V-204557, V-
4610, V-204611, V-204612, V-204613, V-204614, V-204615, V-204616, V-204617, V-204622, V-
®H V-256970

RHEL 8 STIG 5 2 hix 4
BIERCAMFER T Linux ZITAREY 11138 (B ) FRANAAXIFN STIGIRE |, MUK
* RHEL 8/CentOS 8

V-230222, V-230228, V-230231, V-230233. V-230236. V-230237. V-230238, V-230239, V-230244
316, V-230318, V-230319, V-230320, V-230321, V-230322, V-230324, V-230324, V-230325 , V-2
49, V-230455, V-230456, V-230462, V-230463. V-230464, V-230465, V-230466. V-230467, V-23
480, V-230481, V-230482, V-230483, V-230488, V-230489, V-230493, V-230502, V-230502, V-2
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7643, V-244519, V-244523, V-244524, V-244525, V-244526, V-244528, V-244531, V-244533, V-
4552, V-244553, V-244554, V-250315, V-250316, V-250317 , V-251707, V-251708, V-251709, V-
V-251715 V-251716 V-251717 V-251718 V-256974 V-257258 V-274877

RHELO9STIG £ 2 hx 5
SEBR{CAMHER T Linux XITHREY LIl 28 (18R ) RAMFIEXEFWN STIGRE , MUK :
« RHEL 9/CentOS Stream 9

V-257780, V-257781, V-257786, V-257786, V-257788, V-257791, V-257792, V-257793. V-257794
8. V-257909, V-257910, V-257911, V-257912, V-257913, V-257914, V-257915, V-257916. V-257
7927, V-257928, V-257929, V-257930, V-257933, V-257934, V-257935, V-257939, V-257940, V-
7958 , V-257959 , V-257960, V-257961, V-257962, V-257963, V-257964, V-257966. V-257967, V-
V-258202 V-258203 V-258204 V-258205 V-258206

V-258207. . . pe-258215, V-258216, V-258217, V-258217, V-258218, V-258219, V-258220, V-2¢
223, V-258224, V-258225, V-258226, V-258227, V-258228, V-258229, V-258229, V-258232, V-2
176, V-270177, V-272488 F V-274878 V-258208 V-258209 V-258210 V-258211 V-258212

V-258213 V-258214

I 5 Linux 2023 STIG 2 1 b 1

SIERCAHER T Linux Z1THREY I 3£ (1BE ) RANME XN STIGIRE , UKk :

V-273995, V-274000, V-274001, V-274002, V-274003., V-274004, V-274005, V-274006. V-274008,
V-274143 V-274144 VV-274145 V-274147 V-274149

V-274151, . | pe-274162, V-274164. V-274164, V-274165, V-274166, V-274167. V-274167, V-274
M V-274187 V-274152 V-274154 \/-274155 V-274156 V-274157 V-274160 V-274161

SLES 12 STIG k7 3 X1ThX 3
BIEBCAME R TI Linux RATRREY 11l 28 (B4 ) SRR FTE X STIG RE , UK :

V-217102, V-217105, V-217110, V-217116, V-217117, V-217118, V-217119, V-217121, V-217122,
27,V-217230, V-217240, V-217241, V-217242, V-217243, V-217244, V-217245, V-217246, V-21724
2, V-233308. V-237606, V-237607, V-237608, V-237609, V-237610, V-237610, V-237611 , V-23761
V-237619 V-237620 V-237621 V-237622 V-237623 V-251720 V-251722 V-255914 VV-256981

SLES 15 STIG kx4 2 X1Thx 5
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BIEECAMER T I Linux ZATRREY 1l 28 (B4R ) SR FIE X STIG RE |, K

V-234802, V-234807. V-234808, V-234809, V-234813. V-234815, V-234817., V-234821, V-234822,
97, V-234899, V-234900 , V-234901, V-234902, V-234903. V-234904., V-234906. V-234910, V-2349
V-235021 V-235022 V-235023 V-235024 V-235025 V-235026 V-235028 V-235029

V-235030. . V-251724 V-255920 V-256983 V-274879

Ubuntu 18.04 STIG WA 2 iRA 15
SIERCAHFER T Linux Z1THREY I 3£ (1BE ) RANMEXEN STIGIRE , UK :

V-219149, V-219155, V-219156, V-219160, V-219166. V-219168, V-219176. V-219184., V-219186.
218, V-219219, V-219220, V-219221, V-219222, V-219223. V-219224, V-219226, V-219226. V-219
236 , V-219238 , V-219239, V-219240, V-219241, V-219242, V-219243, V-219244, V-219250
V-219254 V-219257 V-219263 V-219264 V-219265 V-219266 V-219267 V-219268

V-219269, . . . . B-219274, V-219275, V-219276, V-219277, V-219277, V-219277, V-219279, V-
19323, V-219326, V-219328, V-219330. V-219331, V-219335, V-219336. V-219337, V-219338, V-2
M V-V-219270 V-219271 V-219272 V-219273255906

Ubuntu 20.04 STIG Mx7< 2 ix7< 3
BIEECAMER T Linux ZATRREY 11l 28 (B4R ) BIEMNIEXER STIG RE |, K :

V-238200, V-238205, V-238207, V-238209, V-238210, V-238211, V-238212, V-238212, V-238220.
8288, V-238289, V-238290, V-238291, V-238292, V-238293 , V-238294, V-238295, V-238297, V-23
V-238302 V-238303 V-238304 V-238309

-238342, V-238343., V-238344, V-238346, V-238346, V-238347, V-238348, V-238349, V-238350, V
M V-274853 V-238310 V-238315 V-238316 V-238317 V-238318 V-238319 V-238320 V-238324

V-238325

Ubuntu 22.04 STIG WA 2 fRA 5
SIERCAHER T Linux Z1THREY I 3£ (RS ) RIANME XN STIGIRE , UKk :

V-260471, V-260473. V-260474, V-260475, V-260477,. V-260478, V-260485, V-260486. V-260487,
26, V-260627. V-260628. V-260629, V-260630. V-260631. V-260632, V-260633. V-260633. V-2606
V-260643 V-260644 V-260645 V-260646 V-260647 V-260648 V-260649 V-274862 V-274864

V-274866

Ubuntu 24.04 STIG 5 1 kix 2
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BIEECAMER T I Linux ZATRREY 1l 28 (B4R ) SR FIE X STIG RE |, K

V-270649, V-270651, V-270652, V-270653, V-270654, V-270657, V-270659, V-270661. V-270662,
V-270680, V-270681, V-270683, V-270684, V-270685, V-270687., V-270688, V-270689., V-270692,
703, V-270704, V-270705, V-270709, V-270715, V-270716, V-270718, V-270720, V-270721, V-270
V-270814 V-270815 V-270821 V-270822 V-270823 V-270824 V-270825 V-270826 V-270827

V-270828 V-270829 V-270830 V-270831

Linux STIG & ( $—3%)

UTIRIEBICAHERTENEMBENN STIG RE, MRXFNREFTERTENEMER , N
Gﬁﬂﬁﬁﬂﬁéﬂ%i_ixiﬁ%#iliﬁﬁ Alo flgn , FL STIG REWHEFEMATIRURS R, AREERRE
AaeiR{LAHERTHLERE  NHNERRER XHRENER,

BXRTEIR , BESHESTIGs XHE, BRUNAEEZEYRNWES , SR STIGEETLE,

® Note

Linux STIG High 381t A4 BFEMAESIHA EC2 TOE &M F Linux STIG Low # Linux STIG
Medium 3B{LAHR STIGIRE , URIIEMNZITEAT | FWEH STIG RE.

RHEL 7 STIG 28 3 ik 15

SIERCAHFER T Linux Z1THREISESI 1L F 1 ( PRAELR ) RO EXZEFN STIGRE |, KA
N o

* RHEL 7/CentOS 7/ AL2

V-204424, V-204425, V-204442, V-204443, V-204447, V-204448, V-204455 V-204497
V-204502 V-204594 V-204620 V-204621

RHEL 8 STIG 58 2 hix 4

SIERCAHER T Linux Z1THREISESN ILF 1 ( PRFELR ) RO EXZEFN STIG®RE |, KA
N

* RHEL 8/CentOS 8

V-230221, V-230223, V-230226, V-230264, V-230265, V-230283, V-230284 V-230487
V-230492 V-230529 V-230530 V-230531 V-230533 V-230558 V-244540 V-268322
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RHEL9STIG 8 2 ik 5

BIERCASFER T Linux KITARAEISES 1A 11 ( PRAER ) ®RNAEZIEN STIGRE ,
Moo

« RHEL 9/CentOS Stream 9

V-257784, V-257785, V-257820, V-257821, V-257826, V-257835, V-257955 V-257956
V-257984 V-257986 V-258059 V-258078 V-258094 V-258230 V-258235 V-258238

IF 55 Linux 2023 STIG 2 1 kR 1

SEBRCAMHER T Linux ZITAREISES] 11 F 1T ( FRFESR ) ®EHMEZEN STIGZE |, X
X

V-273996, V-273997, V-273999, V-274007, V-274038, V-274039, V-274046 V-274052
V-274057 V-274153

SLES 12 STIG kx4~ 3 K1ThR 3

BIERCAMSER T Linux ZKITARAIZES 1A 111 ( PRAER ) ®RHMEIFN STIGIRE ,
Moo

V-217101, V-217139, V-217141, V-217142, V-217159, V-217160, V-217264 V-217268
V-222386 V-251721

SLES 15 STIG k%A 2 R1ThR 5

SIERCAHFER T Linux ZITHREISESN 1L F 1 ( PRAELR ) RO EXZEFN STIGRE |, KA
N oo

V-234800, V-234804, V-234818, V-234852, V-234859, V-234860, V-234898 V-234984
V-234985 V-234988 V-234989 V-234990 V-235031 V-235032 V-251725

Ubuntu 18.04 STIG M4 2 kg2 15

SEBR{CAMHER T Linux ZITAREIES] 11 F 1T ( FRFESR ) ®BEHMEZEN STIGZE |, X
X

V-219157, V-219158, V-219177, V-219212, V-219308. V-219314. V-219316 V-251507 # %
V-264388

Ubuntu 20.04 STIG iRZA 2 k7K 3
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SIERCAHER T Linux Z1THREVSESN 1L F 1 ( PRFELR ) RO EXZEFN STIG®RE |, KA
N oo

V-238201, V-238218, V-238219, V-238326, V-238327, V-238380 # V-251504
Ubuntu 22.04 STIG MRS 2 kix 2 5

BIEECAAER T Linux KITARAIZES IR I ( FRFAER ) RBANAA ZEMN STIGIRE |, B
Moo

V-260469, V-260482, V-260483., V-260523, V-260524, V-260526, V-260529 V-260539
V-260570 V-260571 V-260579

Ubuntu 24.04 STIGE 1R 2

SEBR{CAMHER T Linux ZITAREISES] 11 F 1 ( FRFESR ) ®EHMEZEN STIG ZE |, X
X

V-270647, V-270648, V-270665, V-270666, V-270708, V-270711, V-270712V-270713
V-270714 V-270717 V-270736

EAT Linux B STIG IREAEiIEZHEE
AFiEFE Linux HENRAERFTEIERK,. EEF—INEENERMNELHHRAE | FRhFRELUETE

B8N0

2025 FE=FETIL—2025F 4 A9 B :

0T 3 SUSE Linux Ml fR%588 (SLES) BERLGML T # Linux 2023 BXiF, EH 7T STIG
WA, H7E 2025 FE=FEHNAMEEARBINA T STIG MR ()low/medium/high :

« RHEL 7 STIG 26 3 hix 15

« RHEL 8 STIG % 2 hix 4

« RHELOSTIG 2% 2 /x5

o M5 Linux 2023 STIG 5 1 hix 1
« SLES 12 STIG Mx#A 3 X1ThR 3

« SLES 15 STIG R4 2 X1ThR 5

« Ubuntu 18.04 STIG iR 2 hixZs 15
« Ubuntu 20.04 STIG MR 2 kx4 3
« Ubuntu 22.04 STIG kXA 2 ix4& 5
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« Ubuntu 24.04 STIG % 1 kR 2

2025 FE-FETL—2025F 6 A 26 B :

EH T LT STIG WA, #£ 2025 FE—FERAFNAT STIG :

STIG-Build-Linux-Low k7 2025.2.x

« RHEL7 STIG % 3 iR 15

« RHEL 8 STIG % 2 X 3

« RHEL9STIG % 2 kR 4

« Ubuntu 18.04 STIG RZ 2 hixZs 15
« Ubuntu 20.04 STIG A 2 Z1ThR 2
« Ubuntu 22.04 STIG ARZA 2 iRZA 4

« Ubuntu 24.04 STIG iRAS 1 Z1THR 1

STIG-Build-Linux-Medium kx4 2025.2.x

« RHEL 7 STIG 2 3 fx 15

« RHEL8 STIG % 2 kR 3

« RHEL9 STIG £ 2k 4

« Ubuntu 18.04 STIG k7= 2 ixZA 15
« Ubuntu 20.04 STIG fRZA 2 K1Thx 2
« Ubuntu 22.04 STIG k7= 2 ix7 4

« Ubuntu 24.04 STIG fRZ< 1 &Z1Thx 1

STIG-Build-Linux-High kxZ< 2025.2.x

« RHEL7 STIG % 3 iR 15

« RHEL 8 STIG % 2 hix 3

« RHEL 9 STIG % 2 hx 4

« Ubuntu 18.04 STIG k7 2 fRZA 15
+ Ubuntu 20.04 STIG iRA 2 K1THR 2
« Ubuntu 22.04 STIG kA 2 iR 4
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« Ubuntu 24.04 STIG fRZA< 1 &K1ThX 1

2025 FE—FETIL—2025F 11 A4 B :

B TLLT STIG WA |, £ 2025 FE—ZEMAFNA T STIGS , #1817 Ubuntu 24.04 BIX
=

STIG-Build-Linux-Low kx7~ 2025.1.x

« RHEL 7 STIG 26 3 hx 15

« RHEL8 STIG % 2 ik 2

« RHELO9STIG % 2 iR 3

« Ubuntu 18.04 STIG AR 2 fRA 15
« Ubuntu 20.04 STIG iRAX 2 K1THR 2
« Ubuntu 22.04 STIG kA 2 x4 3

« Ubuntu 24.04 STIG iRA 1 X1ThR 1

STIG-Build-Linux-Medium kx7~ 2025.1.x

« RHEL 7 STIG 2 3 hix 15

« RHEL8STIG % 2 iR 2

« RHELOSTIG £ 2 ik 3

« Ubuntu 18.04 STIG IR 2 iR 15
« Ubuntu 20.04 STIG R4 2 £1THR 2
« Ubuntu 22.04 STIG M7 2 kx4 3

« Ubuntu 24.04 STIG IRA 1 X1ThR 1

STIG-Build-Linux-High Mix7x 2025.1.x

« RHEL7 STIG % 3 iR 15

« RHEL8 STIG Z# 2 ik 2

« RHELO STIG % 2 ik 3

« Ubuntu 18.04 STIG k7 2 fRZA 15
 Ubuntu 20.04 STIG A 2 Z1ThR 2
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« Ubuntu 22.04 STIG k7 2 ixZ 3
« Ubuntu 24.04 STIG k7 1 &K1ThX 1

2024 FEMEETL—2024 F10 A 12 8 ;

BT T STIG WA, 7 2024 FEMFEMRAFNAT STIGS , HRM T B X Linux AHEIFHNH
MASHNER

STIG-Build-Linux-Low k7% 2024.4.x

« RHEL 7 STIG 26 3 hix 15

« RHEL8 STIG % 2 iR 1

« RHELOSTIG £ 2 ik 2

« Ubuntu 18.04 STIG IR 2 R 15
« Ubuntu 20.04 STIG kRA 2 R4S 1

« Ubuntu 22.04 STIG iRA 2 X1THR 2

STIG-Build-Linux-Medium RRZs 2024.4 .x

« RHEL 7 STIG 2 3 hix 15

« RHEL8 STIG % 2 iR 1

« RHELOSTIG % 2 ik 2

« Ubuntu 18.04 STIG IR 2 iR 15
« Ubuntu 20.04 STIG hRA 2 fiR7s 1

« Ubuntu 22.04 STIG iRA 2 X1THR 2

STIG-Build-Linux-High M7 2024.4.x

« RHEL 7 STIG 26 3 hix 15

« RHEL 8 STIG % 2 iR 1

« RHELOSTIG Z# 2 ik 2

« Ubuntu 18.04 STIG IR 2 fRAX 15
« Ubuntu 20.04 STIG hRA 2 iR 4s 1

« Ubuntu 22.04 STIG R4 2 £1THR 2

STIG R{LaH 77



EC2 Image Builder ArfEm

2024 FE=FET{— 2024 F£4 A 10 B (ZRAEL) :

2024 F F=FEMAF , LinuxAHSTIGSIREZE1L.
2024 FE-FEENR-2024 £F5 A 10 B :

BT STIG fRA |, H3 2024 FEZFERITMNA T STIG, EHE 7X RHEL 9, CentOS
Stream 9 1 Ubuntu 22.04 B9 , N~ FR -

STIG-Build-Linux-Low kRZ< 2024.2.x

« RHEL 7 STIG WRZA 3 K1ThR 14

« RHEL 8 STIG Mx#& 1 Z1ThR 14

« RHEL 9 STIG WA 1 X1ThR 3

« Ubuntu 18.04 STIG WA 2 X1ThR 14
« Ubuntu 20.04 STIG iRA 1 X1TAR 12
« Ubuntu 22.04 STIG A 1 Z1THR 1

STIG-Build-Linux-Medium kRZ< 2024.2.x

« RHEL 7 STIG R4 3 X1ThR 14

« RHEL 8 STIG & 1 x1ThR 14

« RHEL 9 STIG %A 1 &K4Th 3

« Ubuntu 18.04 STIG x4~ 2 X1ThR 14
« Ubuntu 20.04 STIG M4 1 K1ThR 12
« Ubuntu 22.04 STIG 7 1 K1Thx 1

STIG-Build-Linux-High 7 2024.2.x

« RHEL 7 STIG IR 3 K1ThR 14

« RHEL 8 STIG Mx#A 1 Z1ThR 14

« RHEL 9 STIG WA 1 X1ThR 3

« Ubuntu 18.04 STIG A 2 X1ThR 14
« Ubuntu 20.04 STIG iRA 1 X1TAR 12
« Ubuntu 22.04 STIG fRA 1 Z1THR 1
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2024 FE—FEENR-2024F2 A6 B :

BT STIG ARA |, H3t 2024 FE—FERITHRMAT STIG , TR :

STIG-Build-Linux-Low k7% 2024.1.x

« RHEL 7 STIG k% 3 X1ThR 14
« RHEL 8 STIG hix#A 1 X4Thi 13
« Ubuntu 18.04 STIG M4~ 2 X1ThR 13
« Ubuntu 20.04 STIG fRZ< 1 &K1ThR 11

STIG-Build-Linux-Medium ks 2024.1.x

« RHEL 7 STIG iR 3 X1ThR 14
« RHEL 8 STIG k7 1 K1ThR 13
« Ubuntu 18.04 STIG KA 2 £ 1ThR 13
« Ubuntu 20.04 STIG kA& 1 £1ThR 11

STIG-Build-Linux-High MixZx 2024.1.x

« RHEL 7 STIG k% 3 X1ThR 14
« RHEL 8 STIG k& 1 x1Thi 13
« Ubuntu 18.04 STIG Mx4~ 2 X1Th 13
« Ubuntu 20.04 STIG R4 1 Z1ThR 11

2023 FENFEFEHR-2023F 12 A7 8 :

EH T STIG WA, FXt 2023 FEMFERITHRMAT STIG , TR :

STIG-Build-Linux-Low kRZx 2023.4.x

« RHEL 7 STIG MR 3 K1ThR 13
« RHEL 8 STIG IxRA 1 K1ThR 12
« Ubuntu 18.04 STIG kX2 2 &£1ThR 12
« Ubuntu 20.04 STIG WA 1 &1ThR 10
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STIG-Build-Linux-Medium hR74x 2023.4.x

« RHEL 7 STIG k& 3 &x1Thi 13
« RHEL 8 STIG kA 1 R1ThR 12
« Ubuntu 18.04 STIG fRZ 2 K1ThR 12
« Ubuntu 20.04 STIG R 1 &1ThX 10

STIG-Build-Linux-High k7 2023.4.x

« RHEL 7 STIG hix#& 3 &x1Thi 13
« RHEL 8 STIG k& 1 X1Thi 12
« Ubuntu 18.04 STIG M4 2 X1ThR 12
« Ubuntu 20.04 STIG M4 1 X1ThR 10

2023 FE=FEFEQN—2023F 10 A4 B :

BE#T STIG WRZAS , HXS 2023 FE=FERITRMAT STIG, M TR :

STIG-Build-Linux-Low 7 2023.3.x

« RHEL 7 STIG hx#& 3 X4Thi 12

« RHEL 8 STIG hx#A 1 Z4Th 11

« Ubuntu 18.04 STIG x4 2 X1ThR 11
« Ubuntu 20.04 STIG x4 1 XK1ThR 9

STIG-Build-Linux-Medium iRZ% 2023.3.x

« RHEL 7 STIG 4 3 X 1Th 12

« RHEL 8 STIG hx#A 1 &K4Th 11

« Ubuntu 18.04 STIG R4 2 Z1ThR 11
« Ubuntu 20.04 STIG R4 1 XK1ThR 9

STIG-Build-Linux-High M7 2023.3.x

« RHEL 7 STIG A 3 X1Th 12
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« RHEL 8 STIG & 1 &Z1Thx 11
« Ubuntu 18.04 STIG R4 2 Z1ThR 11
« Ubuntu 20.04 STIG iR 1 K1ThR 9

2023 FE-FEENR —2023F 53R :

BT STIG A |, A3t 2023 FEZFEXTRBAT STIG, TR :

STIG-Build-Linux-Low k7 2023.2.x

RHEL 7 STIG M4 3 K1ThX 11
RHEL 8 STIG M 1 & 1Th 10
Ubuntu 18.04 STIG k7 2 & 1ThR 11
Ubuntu 20.04 STIG k7 1 X1THx 8

STIG-Build-Linux-Medium kxZx 2023.2.x

« RHEL 7 STIG hx# 3 X4Th 11

« RHEL 8 STIG k& 1 &x4Th 10

« Ubuntu 18.04 STIG R4 2 Z1ThR 11
« Ubuntu 20.04 STIG iR 1 X1Thx 8

STIG-Build-Linux-High 7 2023.2.x

« RHEL 7 STIG hx#& 3 &R1Thx 11

« RHEL 8 STIG A 1 &1Thix 10

« Ubuntu 18.04 STIG x4~ 2 Z1ThR 11
« Ubuntu 20.04 STIG R4 1 X1ThR 8

2023 FE—FEFER —2023F 3 A 27 B :

EH#T STIG WA , #3 2023 FE—FERITREAT STIG , TR :

STIG-Build-Linux-Low kx4~ 2023.1.x

« RHEL 7 STIG 4 3 &1Thx 10
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« RHEL 8 STIG 7 1 &1Thx 9
« Ubuntu 18.04 STIG k7 2 &Z1Thx 10
« Ubuntu 20.04 STIG fRZA 1 K1ThR 7

STIG-Build-Linux-Medium hR7x 2023.1.x

« RHEL 7 STIG k% 3 &x4Thi 10

« RHEL 8 STIG 7 1 &1Thx 9

« Ubuntu 18.04 STIG frZ 2 &X1Thx 10
« Ubuntu 20.04 STIG fRZ& 1 K1ThR 7

STIG-Build-Linux-High k7 2023.1.x

RHEL 7 STIG MR 3 X1ThX 10
RHEL 8 STIG M4 1 K1ThR 9
Ubuntu 18.04 STIG k7 2 & 1Tk 10
Ubuntu 20.04 STIG iRZA 1 K1ThR 7

2022 FEMNFEENR —2023F2 B 18 :

BT STIG A |, HXt 2022 FENEELTRRAT STIG, TR :

STIG-Build-Linux-Low k7 2022.4.x

RHEL 7 STIG MR 3 R1ThR 9
RHEL 8 STIG MRZ< 1 X1ThX 8
Ubuntu 18.04 STIG k7 2 & 1THR 9
Ubuntu 20.04 STIG kRZA 1 K1THR 6

STIG-Build-Linux-Medium kRZ< 2022.4.x

« RHEL 7 STIG hx# 3 &K4Th 9
« RHEL 8 STIG hx#~ 1 &X4Thx 8
« Ubuntu 18.04 STIG R4 2 K1ThR 9
« Ubuntu 20.04 STIG R4 1 XK1ThR 6
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STIG-Build-Linux-High 7 2022.4.x

« RHEL 7 STIG 7 3 &1Thx 9
« RHEL 8 STIG hx# 1 &X4Th 8
« Ubuntu 18.04 STIG R4 2 XK1ThR 9
« Ubuntu 20.04 STIG x4~ 1 X1ThR 6

2022 FE=FEFR —2022F 9 A30R (XEX) :

2022 FE=FE RITHRH Linux A4 STIGS TE X,

2022 FE_FEFER —2022F8 A2 0 :

5IAT Ubuntu X% , BT STIG kA , H3f 2022 FE-_FERITHRBEA T STIGS , MITAIR :
STIG-Build-Linux-Low AR < 2022.2.x

« RHEL 7 STIG k7 3 K1ThR 7
« RHEL 8 STIG &% 1 X1ThR 6
« Ubuntu 18.04 STIG R4 2 K1ThR 6 ( £%7)
» Ubuntu 20.04 STIG fRA&< 1 K1ThR 4 ( £%7)

STIG-Build-Linux-Medium ks 2022.2.x

« RHEL 7 STIG 7 3 K1Thx 7
« RHEL 8 STIG hx#A 1 &K4Th 6
« Ubuntu 18.04 STIG MR& 2 K1ThR 6 ( £%7 )
* Ubuntu 20.04 STIG hx#A 1 R1ThR 4 ( 2% )

STIG-Build-Linux-High BxZx 2022.2.x

« RHEL 7 STIG WxA 3 K1ThR 7
« RHEL 8 STIG WA 1 K1Thx 6
 Ubuntu 18.04 STIG MXZA 2 R1ThR 6 ( £%7 )
« Ubuntu 20.04 STIG lxZ< 1 ZK1THR 4 ( &7 )
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2022 FE—FEEQN—2022F 4 A 26 B :

EENMUSENBREFNIR, F2aliy AL2 A5 RHEL 7 £& %M. E# T STIG A |, HXY
2022 FE-FERTREAT STIG , TR :

STIG-Build-Linux-Low hx7~ 3.6.x

« RHEL 7 STIG % 3 K1Th 6
« RHEL 8 STIG hx7A 1 K1Thx 5

STIG-Build-Linux-Medium kg7 3.6.x

« RHEL 7 STIG 7 3 X1ThX 6
« RHEL 8 STIG k7 1 K1ThR 5

STIG-Build-Linux-High fxZ 3.6.x

« RHEL 7 STIG 7 3 X1THx 6
« RHEL 8 STIG x4 1 K4Th 5

2021 FEMFEER —2021 F£12 A 20 B :
BT STIG fRA |, A3t 2021 FENEELXTRBAT STIG, TR :
STIG-Build-Linux-Low ARZx 3.5.x

« RHEL 7 STIG 7 3 X1Thx 5
« RHEL 8 STIG k& 1 K1Thix 4

STIG-Build-Linux-Medium kX7 3.5.x

« RHEL 7 STIG % 3 K4Th 5
« RHEL 8 STIG % 1 K1Th 4

STIG-Build-Linux-High BR7s 3.5.x

« RHEL 7 STIG % 3 K4Th 5
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« RHEL 8 STIG 7 1 K1Thx 4

2021 FE=FTEFR —2021 F9 A 308 :
BT STIG RA , X 2021 FE=FERITHRNAT STIG, MTFAR :
STIG-Build-Linux-Low kX7~ 3.4.x

« RHEL 7 STIG A 3 £1Thix 4
« RHEL 8 STIG x4 1 £1Thix 3

STIG-Build-Linux-Medium kX7 3.4.x

« RHEL 7 STIG A 3 £1Thix 4
« RHEL 8 STIG MxZ& 1 £1Thix 3

STIG-Build-Linux-High iRZx 3.4.x

« RHEL 7 STIG A 3 £1Thix 4
« RHEL 8 STIG x4 1 £1Thix 3

SCAP &M M UF 854

Z2ARBIHI (SCAP) BR—EfrH , # ITTLARAKRRINNARFLZLRBUBREN

. SCAP EHlEKESR (SCC) BR—HET SCAP RN IE  HAFEFBERFELF O
(NIWC) k1. BXEZEELE , BZHKAEFE NIWC Mt LN Z2 N A B31{Lihil (SCAP) e MK E
a7 (SCC)s

EC2 TOE scap-compliance-checker-windows®lscap-compliance-checker-linux4#47&E
EEMEMN XS ETHRH LK SCC sz, AMRKIEITH , ©2EH DISA SCAP EHEN AT
3 FHRIINEERE , ARMIEUATEENRE. EC2TOE &R EEBEALNNARRFH

/N o

- MNATEAIH STIG RE.
- XOINEHEEAED B

RIMNBWERZETT SCAP RIEENNESENRE—F , MARREEBNSHAMRIELER,
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® Note
BAILUERA STCEEIEZ— &S, XETEAEN DoD Cyber Exchange 43k 15,

UT&TNA SCAP RiTHHIENE K,
scap-compliance-checker-windows iR 2024.03.0

Zscap-compliance-checker-windows4A#7E Image Builder J9 3% | iz R & i 21 2 HY EC2 3£
5l £i217, EC2 TOE id3k SCC N ALK IRE F 25,

ZAMMITUT TERESR

1. T&EH%%E SCC MARF.

2. SAEHHEL,

3. f£H SCC RARFE{TRIE,

4. HEAUBRENSBREFEABHESFISLE L,

5 NEAMIBMNEMIRETIERKE EC2 TOE NARF BEXHF,

(® Note

EC2 TOE H #13X#F Windows Server 2012 R2 MS, 2016, 2019 1 2022 % # SCAP &#l %
I,

EA T Windows Y SCAP EHIMR ERAHS/UTEA
SCC x4 : 5.10

2023 FEHEMEEEAE

» u_ms_defender_antivirus_v2r5_stig_scap_1-2_Benchmark

U_MS_ _framework_4-0_v2r2_stig_scap_1-2_Benchmark DotNet
U_MS_ _v2r6_stig_scap_1-2_Benchmark IE11
* u_ms_windows_2012_and_2012_r2_dc_v3r5_stig_scap_1-2_Benchmark

* u_ms_windows_2012_and_2012_r2_ms_v3r5_stig_scap_1-2_Benchmark

+ u_ms_windows_defender_firewall_v2r3_stig_scap_1-2_Benchmark
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* u_ms_windows_server_2016_v2r7_stig_scap_1-2_Benchmark
* u_ms_Windows_server_2019_v3r2_stig_scap_1-2_Benchmark
* u_ms_windows_server_2022_v2r2_stig_scap_1-2_Benchmark

* u_can_ubuntu_20-04_lts_v1r10_stig_scap_1-2_Benchmark

u_rhel_7_v3r15_stig_scap_1-3_Benchmark

u_rhel_8_v1r13_stig_scap_1-3_Benchmark

u_rhel_9_v2r1_stig_scap_1-3_Benchmark

scap-compliance-checker-linux MxZ4s 2021.04.0

Zscap-compliance-checker-1linux4#7E Image Builder J3 #32& FM = AR i I 22K EC2 341
EiZ17, EC2 TOE i2% SCC M ARF 4L RHVIR & 2 3o

ZABWHMITUTIEREDSRE :

1. THHRE SCC NAERF.
2. SAGHAMEH,
3. fEM SCC MAEFETRIL,
4. FEAMRENIBERFESNEHEIHIBATAE : /opt/scc/SCCResults,
5. NEMMTBMARIREICRKE EC2 TOE MARF BHEX .
(® Note

EC2 TOE H#IX#F RHEL 7/8 l Ubuntu 18.04/20.04 #J SCAP €M 4 KiE, SCC NAEFH
B 215 x86 AT,

BT Linux B9 SCAP Sl ERAHIIEUTEE
SCC MxZ< : 5.10
2023 FENEEEME

* u_can_ubuntu_20-04_lts_v1r10_stig_scap_1-2_Benchmark
» u_rhel_7_v3r15_stig_scap_1-3_Benchmark
» u_rhel_8_v1r13_stig_scap_1-3_Benchmark
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u_rhel_9_v2r1_stig_scap_1-3_Benchmark
u_ms_defender_antivirus_v2r5_stig_scap_1-2_Benchmark

U_MS_ _framework_4-0_v2r2_stig_scap_1-2_Benchmark DotNet

U_MS_ _v2r6_stig_scap_1-2_Benchmark IE11
u_ms_windows_2012_and_2012_r2_dc_v3r5_stig_scap_1-2_Benchmark
u_ms_windows_2012_and_2012_r2_ms_v3r5_stig_scap_1-2_Benchmark
u_ms_windows_defender_firewall_v2r3_stig_scap_1-2_Benchmark
u_ms_windows_server_2016_v2r7_stig_scap_1-2_Benchmark
u_ms_Windows_server_2019_v3r2_stig_scap_1-2_Benchmark

u_ms_windows_server_2022_v2r2_stig_scap_1-2_Benchmark

SCAP [RZ<[7 s£1E 3%

TRIRT AP R SCAP RENRENEEE X,

B iR H &

R 2025 £ 4 B 11
—_ = 0

SCAP T scap-compliance-checker-windows kxZx 2024.03.0 H

( SCC KR : 5.10 )

scap-compliance-checker-windows kxZx 2025.01.0
( SCC fRZA : 5.10)

2021 £ 12 A 20

2023 FEMEFE - =
SCAP B scap-compliance-checker-windows hR4s 2023.04.0

(SCC 7 : 5.8)

scap-compliance-checker-windows hR4s 2023.04.0

(SCC 7 : 5.8)

2023 £ 11 A 13

2023 FHE=FE - 5
SCAP B scap-compliance-checker-windows iR4s 2023.03.0

(SCC & : 5.7.2)
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B DU B

scap-compliance-checker-linux iR4s 2023.03.0 (SCC
MR : 5.7.2)

2021 £ 12 A 20
AT SCAP A #ELHT LU SCAP 4 : g

i3

2812 scap-compliance-checker-linuxkx4x 2021.04.0
(SCC 7 : 5.4.2)

2812 scap-compliance-checker-linuxkx4x 2021.04.0
(SCC 7 : 5.4.2)

79 Image Builder BR1&FF & B E LA H

U SIZECWAH , RIEECHBETIMEBEENX Image Builder B &, AT ESEREHN Image
Builder UGS B BRE A FF K HE LA K,

1. MREF KA S HER XS E## TIUE , W AT BARFEC2 Task Orchestrator and Executor(EC2
TOE) NARFHEARMITEN LHTIRE, BXEZEER , BZH FIREUTREENAH
EC2 TOE,

2. QIR AES N EERMNEC2 TOEAH N, BEXNEERNEZEER , BSHEHAEC2 TOEAH
MHEERNEEENAL,

3. BIEEEN AL , FIEESNAH X, BXEZELE , B2 £/ Image Builder 81 —1NB
E YA,

£
« 7 Image Builder F 8 BHE XA A BIE YAML HH X
« M Image Builder 8|2 — 1B ENAH

£ Image Builder 7 BE A4 BIE YAML 4H 430

EWEAN  LTERHE YAML 5#E JSON NRARFEA XN, ZXHEEe TEENREHREEE LT
E XA R MBS TR AIE TR AR
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3]

AT R —EREIBIRT — MNIRAH |, ZHAHE EC2 TOE AU EENAREFFAAUpdate0SEE

Bk, ZEREHIRERL, AX UpdatelS BERRNEZE L |, FZ 5 UpdateOS,

macOS BRERS RHIFEA ExecuteBash BEERKRLRFEIUE wget SEFREF. UpdateOS EEE
RAZHEF macOS, Bk ExecuteBash REERNEZ(EER |, 15 H ExecuteBash, X EC2 TOE

MARFAHXHENMEER, SRMEENESES , FSRE EC2 TOER A X,

(® Note
Image Builder IRIFALA KNP EX NN ERFEEHAMHRE | TR :

- WE - XRRIANAHRE, FARABEXANNDEHFNEHERWEEAG, XMPRBNAHG
ERGHENRZET,. MRUMBAGCSEN test BB, MZH BREN K RIZ1T,

o MR - BREBNRAMHEE , AHEXESIANBTE—NEN test WM. N TSWEAHF
BEMRNE , RMNBWEFECERIRIHON XA, HR , EXERNWRA4FER
test M ER,

B < Image Builder A E HMEI P EAM B (stage) METER (phase) REE A K TIERHK
EFZER , #5R FAAHBEE N Image Builder BR 1%,

ENREINARFEE YAML RRARFAEAXY , TRRBREEHNRGRERSCEAETI < LSRR
AT

Linux
B2 YAML 4324

FRNHRETECRENAG I, X ROIFERE RN update-1inux-os. yaml X , 2
EMTAHA :

# Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy of
this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy, modify,
# merge, publish, distribute, sublicense, and/or sell copies of the Software, and to

B YAML H4E3THY
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# permit persons to whom the Software is furnished to do so.
#
# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,
# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
name: update-linux-os
description: Updates Linux with the latest security updates.
schemaVersion: 1
phases:
- name: build
steps:
- name: UpdateOS
action: UpdateOS
# Document End

® Tip
ERBIERFEHBGEL YAML Validat & YAML lint ¥ BiX# M T EREKIE YAML X2
BIEH,
Windows
B YAML B

FEAXHRETIEQNRENAN . XHERBIERARR update-windows-os. yaml B4,
SEMTAEA :

# Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy of
this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy, modify,
# merge, publish, distribute, sublicense, and/or sell copies of the Software, and to
# permit persons to whom the Software is furnished to do so.
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#
# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
name: update-windows-os
description: Updates Windows with the latest security updates.
schemaVersion: 1.0
phases:

- name: build

steps:
- name: UpdateOS
action: UpdateOS

# Document End

® Tip
ERBIRERFEHBEL YAML Validat 2 YAML lint 7 BiX## T ERIKIE YAML X2
EIEH,
macOS
#12 YAML A4

FEAXHRETIEQNRENAG . XHERBIERARB N wget-macos. yaml X, BEWT
NA :

name: WgetInstallDocument
description: This is wget installation document.
schemaVersion: 1.0

phases:
- name: build
steps:

- name: WgetBuildStep
action: ExecuteBash
inputs:

commands:

Bl YAML H 4378
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-
PATH=/usr/local/bin:$PATH
sudo -u ec2-user brew install wget

- name: validate
steps:
- name: WgetValidateStep
action: ExecuteBash
inputs:
commands:
-
function error_exit {
echo $1
echo "{\"failureMessage\":\"$2\"}"
exit 1

type wget
if [ $? -ne 0 ]; then

error_exit "$stderr" "Wget installation failed!"
fi

- name: test
steps:
- name: WgetTestStep
action: ExecuteBash

inputs:
commands:
- wget -h
® Tip
ERBEINERFEABRIEL YAML Validat 3 YAML lint ¥ EBiX#H T EREUF YAML 1§82
BIEH,

£/ Image Builder 812 —MBEENAH

SERAH RS | EAILAE A EREIE Image Builder B 5 AIAE A K BE LA, EAILUEN Image
Builder #2#l&. API 2 SDKsw TTOIZBENAH, AXRUMIEFRAASHBNEENAGHER
FRERZAHNESER , BSRAYNE  CIETERASENBE LAY,
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LT &R a8 AuEE 26 4 8T Amazon CLIBIZA#,

ok

- BYERHEEEENAHS

- \HolEaENEH Amazon CLI

o SABARUMPBIZELAH Amazon CLI

- B ERREEE

- EARASIHA

BEEHaeZEE AN

EEXN Image Builder #4682 EC2 TOE NARFAH , BHITUTISE :

1. 3TF EC2 Image Builder #£#|& , Pk Fhttps://console.aws.amazon.com/imagebuilder/o
2. ESMBERTPERAH., RS , %&#F Create component (BIZ4H #),
3. 1 Create component (81224 #) TWE L # Component details (A#iFMAEE) T , WAL THR

<

=
a.
b.
C.
d.

e.

f.

Image Operating system (OS) (BRIRERS (0S)). EESZAHREBNBRERS,
Component category (4A#HK5l)e MTHFIEKRF |, ERECIEMERINHAHRIZKE,
Component name (B#& ). WMALHN BT

Component version (B4R, W AAHRES,

HiR, RETNENEREBIEFRIREAH,

Change description (BB iEiR), R TERER , ARSI T X %A B A TR E Ko

4., HEENXEHRDH , MINETAELXEART, BHXHEERT Image Builder 892 HM i 3L 451
EHATH AT e ZBRERAVRE,

ERBESP , ALK YAML AHXHERAE. EM Linux B9 Hello World REIFF8 | iEEZFFER
AR, BETHAXRNMEIE YAML A4 XM IZREE S H L UpdateOS REINEZE
B, #2® £ Image Builder 7 B E LA HBIEE YAML 48 4 3284,

5. HERALHFAERRE  ERCIBAMH,

&/ Image Builder 812 B & XA H4 94
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® Note

EECIRIENE S ERENNAMH , BRBEABOHEESRSENA THERIN A 45
Ko MRSV TAHFIRIIHRRES L,

6. ZEMBRAH , IBHEM Components (A4F) TaHE ik EMBRAVAHZ L EEXE, M Actions (R1E)
THFIERF , % Delete component (l BRE 4 ).

EAH
BEOEANAMFMRAE , FHEEUT LR
1. HURTEMBMLEF S
« NAHIIRTE — ZPEHFBHZLNERE , ARMNREREPIZZEQEHTRA

- NEHFBERE — SEREE L A6 EBHFRARE,

2. HETRCIBEAHTEN , AHEECHEAYNERTESR, RRUNBAGSREMAMH, XHETTL
HREA MR R A —IiE LA, BT ##EX Image Builder BIREVE L RAEH W E ZE
£ , i5&fImage Builder B #E Y ARA 2 H,

M el B E Y 4E 4 Amazon CLI

FEART G | G AR E M E A P #Y Image Builder 5% Amazon CLI 3R 812 EC2 TOE M ARRF
P ITFFFR.

o FEH YAML A4S EE BT NG BT A S3 FEf.

« i Fcreate-component@i 8|2 EC2 TOE MARFAH,

« £/ list-components S MERIEESR I HAMGRAE , AEFSFEWLRA, EATLAEHH LK
T4 7E N7 52 A BN R AN BE AT S #A o

ERFEBWA YAML X612 EC2 TOE NAEFAMH , FREEENREGRERS T HTEN SR
BT
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Linux
20N AR FAHXEFEE Amazon S3 H

&R LAER S3 FiE1EN EC2 TOE NARF AR HNFME, EF@EA X, FRERU
THRRE

o XA L4 E| Amazon S3

MREHXH/NT 64 KB, MTATBABK IR, KA 64 KB = E KB SR ATFMTE
Amazon S3 &,

aws s3 cp update-linux-os.yaml s3://amzn-s3-demo-destination-bucket/my-
path/update-1linux-os.yaml

M YAML SZ#481 240 4

E""ﬂlﬁﬁ“\’fiqﬂﬁﬁﬁ #create-component@i ¥ Amazon CLI , iE8|Z—1 JSON X# , EF I ESEH£
BATTHFIEAGSE., SREENHELEN update-1inux-os. yaml XMV E, uri @
BEXNIEXHSI A,

(® Note

JSON M BIFEEN G BRLYEEMRA Image Builder API RIEERSHIEENER, BEE
& APl (s SERS B , 55 Im EC2 age Builder APl 2Z sy CreateComponentii .
ENHFEEENGTTSEIRM | H5S50 (Amazon CLI %551 H) PIEBENSEER.

1. @% CLI # A JSON 3 fF

FERAXHRETIESREN create-update-1linux-os-component. json BIX#. 21

UTHEAE :

{

"name": "update-linux-os",

"semanticVersion": "1.1.2",

"description": "An example component that updates the Linux operating system",
"changeDescription": "Initial version.",

"platform": "Linux",

"uri": "s3://amzn-s3-demo-destination-bucket/my-path/update-linux-os.yaml",
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"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7189-01234561789¢c",

"tags": {
"MyTagKey-purpose": "security-updates"
}
}
2. PIRAH

ERAUTHRRIRAH , SIASEL—SHEIEM JSON XHMHNHEA :

aws imagebuilder create-component --cli-input-json file://create-update-linux-
os-component. json

® Note

« JSON M#HBEFLMMITE file:// HS.

« JSON XHHEENEREZITH THWERREREHMENAE, Hlin , Windows £
BARFAT (\) 5| BB & , m Linux #1 macOS EAERT (/).

Windows
20N AR FAH X EFEE Amazon S3 H

&I LAEA S3 FHEMEN EC2 TOE MR FAM RN F@E. EFMAMH X, HRRU
TEHRIRE

o FXH E4£F Amazon S3

MREHXENT 64 KB, M AT LABKI LB IR, K/ 64 KB = FE KB XA TIFM T
Amazon S3 #,

aws s3 cp update-windows-os.yaml s3://amzn-s3-demo-destination-bucket/my-
path/update-windows-os.yaml
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M YAML SCH461 2R 4H 4

EE b I8 1E  F FH B create-component@$s Amazon CLI , E8IZE—1 JSON X4 , EHEEEHE
BAMTHIIELAHSE., BREENEBIEN update-windows-os. yaml XM E, uri
BEXNEEXHSIA,

(® Note
JSON XHHHIFEEMN G RYEEMEN Image Builder API 2EEFERSHIEENER, BE
& APl (s BiERS% , 52 Im EC2 age Builder API 22 s CreateComponent®i o
ENBEEENDTITSHEM , 5509 (Amazon CLI S5 A) FIEENSHE .

1. ©IZ CLI %A JSON X4

FRAXHRETEQERBN create-update-windows-os-component. json BIX#., B
FEUTAR

"name": "update-windows-os",

"semanticVersion": "1.1.2",

"description": "An example component that updates the Windows operating
system.",

"changeDescription": "Initial version.",

"platform": "Windows",

uri": "s3://amzn-s3-demo-destination-bucket/my-path/update-windows-os.yaml",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7f89-01234561789c",
"tags": {
"MyTagKey-purpose": "security-updates"
}
}

(@ Note

+ JSON XHBEFAMMEE file:// FS.

« JSON XHHBENMERZTHTHNERRERZNENIE. FlE0 , Windows £
ARFHT (\) 5| A B X% , M Linux 1 macOS /A ERHT (/).

f# /A Image Builder 812 B E LA H# 98


https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_CreateComponent.html

EC2 Image Builder ArfEm

2. GIZAH

ERAUTHTRRAYH , SIASEL—SHIEN JSON XHHNXHEA :

aws imagebuilder create-component --cli-input-json file://create-update-windows-
os-component. json

(® Note

« JSON XHBEFLMHMBE file:// TFE,

- JSON XM BENERETHSHNERRERGHENAIE, B0, Windows f&E
ARFT () 5| B FEEZ , M Linux #l macOS EAERL (/).

macOS
BN AR FRAH TS Amazon S3 H

RATLAE A S3 FMEME1EN EC2 TOE RARFAF RN ENEMEE, EFMFAH TR |, FHREBU
TEBRRE -

3284 £ Amazon S3

WMREHXH/NT 64 KB, MTATBABKI IR, KA 64 KB = E KRB SR AREFMTE
Amazon S3 &,

aws s3 cp wget-macos.yaml s3://amzn-s3-demo-destination-bucket/my-path/wget-
macos.yaml

M YAML 3Z#481 2248 4

E /ML IETE F F A M create-componentéi ¥ Amazon CLI , iE8IE—/ JSON ¥4 , HF B EE#E
BAMTWIIELANSE., BREENEEN wget-macos. yaml XMW E, uri BEXNS
X5 A
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(@ Note
JSON M BIFEEN B BRLYEEMEA Image Builder AP RIEERSHIEENER, BEE
& APl S 1ERSE , 2 H Im EC2 age Builder APl & sy CreateComponent@i o
ENBBEEENGSITSHIEM |, 509 (Amazon CLI % HBIA) FIEENSHE .

1. BIE CLI # A JSON X

FRAXHRETERERN install-wget-macos-component. json I, BFUTH

B
{
"name": "install install-wget-macos-component",
"semanticVersion": "1.1.2",
"description": "An example component that installs and verifies the wget
utility on mac0S.",
"changeDescription": "Initial version.",
"platform": "macOS",
"uri": "s3://amzn-s3-demo-destination-bucket/my-path/wget-macos.yaml",

"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7189-01234561789c",

ntagsn: {
"MyTagKey-purpose": "install-software"
}
}
2. flEAH

ERAUTHRRIRAH , SIASEL—SHIEM JSON XHHNXHEA :

aws imagebuilder create-component --cli-input-json file://install-wget-macos-
component. json

(@ Note

+ JSON M BEFLMHMEE file:// FB.

« JSON XHHBENMERBZTHTHNERRERZNENIE. FlE0 , Windows £
ARFHT (\) 5| A B X% , M Linux 1 macOS /A ERHT (/).
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EC2 TOE A#hA$ZEE , A FXRBBEH Amazon CLI

EC2 TOE AH B M MMARAEL AR Amazon BRIREF (ARN) # , U TAHIR G, AHNE
MR AEA B CE—H ARN, SIRFRANSRECEZFAGNTRELAEE , IREZZEAHSA
MR AR ME—H . B T # A X Image Builder BIRHE X RAZFENESEEL | HZHImage
Builder YR S ARA R,

NERIBE T —MEERE , EARNEEXNAGNABRAI K, EHHHE Amazon CLI, HiHiE

B #Mlist-componentsii o

TR RGIF  BFREBEFNEH Linux R™EIFRIRNAHFNBHRITHE BYHEENAY , BF
P& create-component tn = HEAK JSON XHHH name S#1E,

aws imagebuilder list-components --filters name="name",values="update-linux-os"
{
"requestId": "123a4567-b890-123c-45d6-ef789ab0cdle",
"componentVersionList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:1234560087789012:component/update-
linux-o0s/1.0.0",

"name": "update-linux-os",
"version": "1.0.0",
"platform": "Linux",

Iltypell: IIBUILDII’
"owner": "123456789012",
"dateCreated": "2020-09-24T16:58:24.4447"

"arn": "arn:aws:imagebuilder:us-west-2:1234560087789012:component/update-
linux-o0s/1.0.1",

"name": "update-linux-os",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2021-07-10T03:38:46.091Z"

BEENER , BUMBAET —MRARZRT A
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S ABIZA LA A 1 2 4H 4 Amazon CLI
EREEERT , NAEFEENBMAAFIRERS — L, W TFARAXHHER , B LLER LT RHE,

ZRBIBEZREE—/NERN import-component.json IX#H (MR ). BEE , ZNHERE
5|A 7T —1% K PowerShell fiZAdminConfig.psl , ZHIAE L& Flamzn-s3-demo-source-
bucket, BHI , A format ¥F SHELL,

{

"name": "MyImportedComponent",

"semanticVersion": "1.0.0",

"description": "An example of how to import a component",
"changeDescription": "First commit message.",

"format": "SHELL",

"platform": "Windows",

"type": "BUILD",

"uri": "s3://amzn-s3-demo-source-bucket/AdminConfig.psl",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/60763706-
b131-418b-8f85-3420912f020c"

}

ENSAEHHIAGZAN , EETUTHS.

aws imagebuilder import-component --cli-input-json file://import-component.json

RS AT =g

LinEENEHGEGHEBERHIE ARANAHR | Image Builder & Bh i8NS ( 4l0 |

M/181/2/3, B , &%), XEELEEFHERRASTNASFHTERES , X7E CI/ICD BE

A infrastructure-as-codeFFBH A EH. MRAHNBS 2B WNERZAME , Image Builder £1&
[ElResourceAlreadyExistsExceptionSABs It EE M A EFEEN RSB,

{58 F i A< 5| A

LB BRI RAMHR , Image Builder &£ B EXN R E M ARNs 7 B EL AT T MR A E K,
latestVersionReferences X & SE F R LIR A ER A MEERFERAZTIRANEAYE K MEEFI
&4 ARNs,

TR ERNRASE
« latestVersionArn (x.x.x)-JA4& {8 FA 45 37 B 37 B9 4B R 2N
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- atestMajorVersionArn (1.x.x)-7£ X ErMR AP E A ZFT IR ERRARFE T RA,

« latestMinorVersionArn (1.2.x)-{X {8 B & & BN T MR A,
- latestPatchVersionArn (1.2.3)-5| A ERE ARZE |, BERIZFTHIER,

(® Note

NBRENZR , FSLEEREARERPHRFICIZRNRRMEE. <M BR Image Builder
FHERNESEER , H5HE BBRSHZARFEAR Image Builder %R,

Image Builder #0478/ EC2 Task Orchestrator and Executor 5
EFEEAH

EC2 Image Builder f# f EC2 Task Orchestrator and Executor (EC2 TOE) MR FRmEE M T4
TR, BRREHE BN ARG , MEEHMI devops BIAH KRB, KN ARFEENETHERAES
B M SRS ZE M B 4H 4

EC2 TOE 22— MM HNNARERF , YEIZBKE |, Image Builder & E &3 H ¥ 2 M= 32451
L. BEMUFEFHRERE EC2 £flL , LOIZACHBEENAYH., EFFEMMAMKRE , 1A
LA A 35 1T

AFS

- EC2TOE T#

- ZEFNXE

- EC2TOE 8558 E

- FHREUFREEAH EC2 TOE

- EAEC2 TOEAHXISERERENAH

- EC2 TOE A EEBR I IFHNIRIEER

. BiiE EC2 TOE =fTan R A

EC2 TOE T %k

ERRKXEC2TOE , BFERERTENRAMF AN TSk, MREEZIRSH VPC KinT R
( #120 Image Builder ) , %4 uwT7 QAT AN B E L L iw T QKM , HhafEinm S3 it

EC2 TOE A EESENARRF 103
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RAriEmE

1T EC2 TOE THMNR, &N , BB IASZFF L LTRSS (bootstrap.sh) &%
EC2 TOE MR, BXEZEE , 55/ v Image Builder £ VPC In < K B,

/A Important

Amazon EFEZRSEUEXT TLS Mx4s 1.0 # 1.1 B9x3%F, EiF6) S3 F#E#HIT EC2 TOE T

B, BNEFIRRELAER TLS A 1.2 REGRE, BXESEER |, HZHAmazon tiE

BEXE,

£

386

AMDG64

AMDG64

F4
AL 2 #2023
RHEL 7, 8 M9

Ubuntu 16.04, 18.
04, 20.04, 22.04
24.04

CentOS 7 1 8
SUSE 12 A 15
AL 2 #2023
RHEL 7, 8 # 9

Ubuntu 16.04. 18.
04, 20.04, 22.04
24.04

CentOS 7 M 8
CentOS Stream 8
SUSE 12 # 15

macOS 10.14.x
(Mojave), 10.15.x

https://a

wstoe- <region>.sZ?
s.com/latest/
linux/386/awst

https://a

wstoe- <region>.sZ?
s.com/latest/
linux/amd64/aw

https://a
wstoe- region.s3.1 east-1.s3.us-east

=~

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/linux/386/
awstoe

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/linux/amd64/
awstoe

https://awstoe-us-

EC2 TOE T#
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https://www.amazonaws.cn/blogs/security/tls-1-2-required-for-aws-endpoints/
https://www.amazonaws.cn/blogs/security/tls-1-2-required-for-aws-endpoints/
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/386/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/386/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/386/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/386/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/386/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/darwin/amd64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/darwin/amd64/awstoe

EC2 Image Builder

RAriEmE

R

AMDG64

ARMG64

X EFR X

¥4

(Catalina), 11.x (Big
Sur), 12.x (Monterey)

Windows Server 2012
R2. 2016, 2019
2022

AL 2 7 2023
RHEL 7, 8 M9

Ubuntu 16.04, 18.
04, 20.04, 22.04 #
24.04

CentOS 7 M 8
CentOS Stream 8

SUSE 12 # 15

EC2 TOE EU T REXFENMIYNAEF.

Amazon Web Services X1 & =F

KERER (HEM )

XERE (HFRILMIEER)

Amazon GovCloud ( EZEZHRZB)

Amazon GovCloud ( E£EEZB )

TRz

s.com/latest/
darwin/amd64/a
wstoe

https://a

wstoe- <region>.sZ?

s.com/latest/
windows/amd64/
awstoe.exe

https://a

wstoe- <region>.s?

s.com/latest/
linux/arm64/aw
stoe

=~

-1.amazonaws.com/
latest/darwin/amd64/
awstoe

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/windows/a
md64/awstoe.exe

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/linux/armo64/
awstoe

Amazon Web Services X5

us-east-2
us-east-1
us-gov-east-1

us-gov-west-1

XX
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https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/darwin/amd64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/darwin/amd64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/darwin/amd64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/windows/amd64/awstoe.exe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/windows/amd64/awstoe.exe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/windows/amd64/awstoe.exe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/windows/amd64/awstoe.exe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/windows/amd64/awstoe.exe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/arm64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/arm64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/arm64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/arm64/awstoe
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/arm64/awstoe
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Amazon Web Services XiF & F Amazon Web Services X i3
ZEES ( MAFEILILEE ) us-west-1
XEEI (HREXM ) us-west-2

IEM (FER) af-south-1
TARMX (&F#E) ap-east-1
TARMX (KR ) ap-northeast-3
TA#X (BER) ap-northeast-2
TAH#X (F3K) ap-south-1
TA#X (BEHE ) ap-south-2
MUK X (FThnig ) ap-southeast-1
WA#X (FEE ) ap-southeast-2
MU AR X (HEDDE ) ap-southeast-3
WAHX (FRR) ap-northeast-1
EXR (FE) ca-central-1
ROt X (EXRE) eu-central-1
B ( FRER ) eu-central-2
RRMih X ( HTEE/RE ) eu-north-1
B (K=) eu-south-1
R ( FRBEST ) eu-south-2
Rt X (FBR= ) eu-west-1
oMt X (462) eu-west-2

XEHNXE 106
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Amazon Web Services XiF & F Amazon Web Services X i3
Rt X (B2 ) eu-west-3

&5 (HFhgEx ) il-central-1

AR (PERE ) me-central-1

IR ((BAK) me-south-1

EEM (E2RF) sa-east-1

FE (Jdx®) cn-north-1

hE (TE) cn-northwest-1

O

EC2 TOE is S

EC2 TOE 2 — 7 Amazon EC2 6l EZ{TH M STAHEENAREF. 3 Image Builder 53 EC2
RESNREF , eaREREZES EC2 TOE £, RE , ©E2EHIEIT EC2 TOE @ Amazon
CLI RZEHRIIHFGAB RS FIEENAHL.

(® Note
HLI EC2 TOE BEERFEEESHNRSTBETE Linux RS L1217, EFEARANNR , &
EmSBERMER SR sudo , REEEZIZITsudosu $ , AEBET THEEZENG S,
BXREC2TOE #EEHNEZER , ESNEC2 TOE A4 SR T HFHIRIEEIR,

/=

151

g

A run R —NMNRSNABEXRIZIT YAML SRS,

Kir

£/ validate SN — MRS NAMHSCHERIE YAML XRSE %,

=
b
N
aft
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awstoe run command

ZomHR --config SHIEEME B XHH - -documents SEIBEN A G XRFI RS YAML AH X
R AEY R B FZ 1T YAML 4B 44 STRYB AR,

@ Note
BRAAERIEET IS e — , 17ERIEER NS -
--config
--documents
BE

awstoe run [--config <file path>] [--cw-ignore-failures <7?>]
[--cw-log-group <?>] [--cw-log-region us-west-2] [--cw-log-stream <?>]
[--document-s3-bucket-owner <owner>] [--documents <file path,file path,...>]
[--execution-id <?>] [--log-directory <file path>]
[--1log-s3-bucket-name <name>] [--log-s3-bucket-owner <owner>]
[--log-s3-key-prefix <?>] [--parameters namel=valuel,name2=value2...]
[--phases <phase name>] [--state-directory <directory path>] [--version <7?>]
[--help] [--trace]

S E AL
¥
config. /config-example. json
MIBF : -c . /config-example. json

BEXH (&RHEME). LSBT JSON MHNXHUE , ZXHIELG T EESTHAHNE
BiRE, MREREXHPIERE run MHIRE , WAFBIEE --documents 8. BXRMALREN
EZEE , E2H EE EC2 TOE BT m B E A,

BB IIE

o AR#ySHBRE (. /config-example. json)

« —ANS3; URI, (s3://bucket/key)

--cw-ignore-failures

FEER : TER

DA
CERE

%
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?Z-.’L,\ﬂ]% H /l_,\':F E’J CloudWatch H :._,\9&5&0

--cw-log-group

HMERN : TEA

CloudWatch HE&EBILogGroup& #fo
--cw-log-region

HMERN : TEA

EATF CloudWatch BEB Amazon X8,

--Cw-log-stream

MEBEEX . TEH

CloudWatch H&EMLogStream®B#: , AT R~ console.logX & HE EC2 TOE {a4kk,
--document-s3-bucket-owner

MEBEEX . TEH

ET S3URI XN FREBIHAEEKS ID,
--X#4 ./doc-1.yaml, ./doc-n.yaml

MEBFR : -d./doc-1.yaml,./doc-n

MR (FRHME) . LSBEBEUNESIBHXHNETIR , UMHIE1T YAML A48, RS
£ --documents S8 A run T SIEE YAML X8 , MIFREBHEE --config S,

BRUE D :
o ZNHETHFERER (. /component-doc-example.yaml)o
« S3URIs (s3://bucket/key),

« Image Builder A4 RZA ARNs ( arn: aws: imagebuilder: us-west--:
component/ /2021.12.02/1 ) o 2:123456789012 my-example-component

(® Note
FIRFHTE ZRRBERE , REES,

109
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--execution-id
HEEN : -i

XEFATHITYHE run S — D, W ID BEHEAEMNBEEXHGEET , AT —FRAXEY
# A EINITNS ST, MEEKEIEE , I EC2 TOE £ & GUID.

--log-directory
BN : -

EC2 TOE LG THITHWMEEEXHWERE K. RIAMBERT , ZEZRNVNFAUATRER
B : TOE_<DATETIME>_<EXECUTIONID>, MR XIEEBLEBEFR , Nl EC2 TOE FHYE TR
X (.)o

--log-s3-bucket-name
FMERX : -b

WMREA M BEFME Amazon S3 # ( #%E ) , NFAHNAERF BE EC2 TOE LEFIWSHH
WA S3 FEMR,

--log-s3-bucket-owner
BMEERN : FEH

WMRE M BEFME Amazon S3 F ( #i%E ) |, NIXR EC2 TOE EABEXHNEFREBHNAIEE
K= 1D,

--log-s3-key-prefix
RMIBER : -k
MRAH A EFMEE Amazon S3 H (#E ) |, IIXRFMEBP ALERMERN S3 HRETR.

--Z¥ namel =valuel , name2=value?2...
HMEER : FEH
SHEREEHENHPENNTELZE  HitERARANARFEETREM,

--phases

=
dr
S

N:-p

LESZRINIIE , CHEEEMN YAML AH X THERN R, MRAHXEHITEHM/HER , M
LM BT EET,

ﬁ

DA
CERE

%
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RAriEmE

--state-directory
RMEBEEN : -s
T RS BR BRSO Y XA BR 2 o

--version
HEER : -v

BEEAHNARFRA.

il
--help
AEFEN : -h
S RERAHEENARFERN B FMH.

—-trace
HEEN : -t

B RN EH &8 FH B SiER.

awstoe validate command

BITHHSE , ELRIE --documents SEIEEN B MNAHXRM YAML XH4E %,

awstoe validate [--document-s3-bucket-owner <owner>]
--documents <file path,file path,...> [--help] [--trace]

S BN IEIN
B
--document-s3-bucket-owner

MEER : FEH

DA
CERE

%

%
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REEMET S3 URI BXTHERIKF 1D,
--X# ./doc-1.yaml, ./doc-n.yaml

BEBFR : -d . /doc-1.yaml,./doc-n

A (HE) . WSBEBENESSBHXHMNESNR , UMEE1T YAML A48, BRUE
BIE

o A SRR (. /component-doc-example.yaml)

» S3URIs (s3://bucket/key)

« Image Builder A4 RZA ARNs ( arn: aws: imagebuilder: us-west--:
component/ /2021.12.02/1 ) 2:123456789012my-example-component

(® Note
FIRAHIE ZERBERE , REES,

pri]l
--help
BEER : -h

T N E AR AR 4 TR NI A AR PR AR TR A BY F iR

--trace
BEE : -t
BRAXESAMEM B FiC o

FHREUFXEENEAH EC2 TOE

EC2 Task Orchestrator and Executor (EC2 TOE) EARF R — MM NARER , A TEAGEVE
BRBIE, RIEFESTHD. Amazon [RF AT EC2 TOE A THERE. REXRMY. BURSH
& M= AR

RBUTSRFHLE EC2TOE NAERF , HHHAFEMUNAERRAXEBENL A, MREFEH
Image Builder #2#|& 5k Amazon CLI i S RIZBEXEH |, Image Builder 2 RN EBTERIXLLSER, BHX
EZELR , 551 &/ Image Builder 812 B E X A4,
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KiF EC2 TOE ZE THMNE S

AFNEFEET Linux, macOS #l Windows FIIRIERS EC2 TOE L RIFZE T HNE R ENWHER

o

=3 Ji
e 7£ Linux = macOS LiF EC2 TOE ZETHMNZ R
« 7 Windows L%iFf EC2 TOE ZESTHNZ A

1£ Linux = macOS L¥if EC2 TOE RETHNE SR
AEFNBRBRUEET Linux 3 macOS BERENLZETHERNENHERE. EC2TOE

ZRAIEM Internet THREAREF , RNBEWERIEBRHRFENG D, B/, BREJMABRFER
HURBERMERRIRR. XR&RPLETREERHEAH BTSN BHNAREFRA.

MBHEERTEATEINSBERETHAT EC2 TOE NARFN R4 CEERRIAKL | FFEEZTE
T, ¥k , BBER Amazon Web Services X#F , BXENZIFETNEZER |, i5SFEAmazon
Web Services X,

EC2 TOE &F Linux Ml macOS REREMN 4R EAGNUPCE L FZE M Pretty Good Privacy
(OpenPGP) tREMNFRSEIHTERZ M. GnuPG ( tBFFRGPG ) BEHFZ R EHEHRITMTEY
RE, LE# EC2 X T AANZEE , B UERAXEAAMEE KK 2 THA Amazon EC2 CLI
TE., BX PGP # GnuPG (GPG) WEZEE , S http://www.gnupg.org.

B-IREVHRTHEMEE, TREHERTENLEEN  RELRFTHNMBARGERNEA

REFZABERARNMBEHNEART, ZRRREHALEARANES, RIINEEANEIME , &7
DERERBIENARFNESR.

hY

X
- KX GPGIE

- RIUIHSALEEH
- RIUFRHEINESR

=

ZHE GPG IE

MBREIEERS R Linux. Unix 3 macOS , GPG TERAREELLE, ENXRE LERELE
XETE  FEGTRERFLCEA gpg. MREBEE GPG TR | B4EF GPGC TR T, WIREE
ZIE GPGC IE , B#AFIERHEE , FiFETEHRIGT. EAUMNEMEERLE GnuPG &,
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TR GPG TH | Bt SENSHITENIBIERS,
Debian-based Linux
MEIRIREZETUATRT
apt-get install gnupg

Red Hat-based Linux

MAIHREIBETUA TGRS ¢
yum install gnupg

macOS
MNLIRIRRIBITUTHR

brew install gnupg

RIEHSALNEEN
ZEREN T —F RN EC2 TOE KA THEMNRIE , FHEEN TEHRARTNEENZGPCHATH,
KIEFS A EC2 TOE 48
1. BEHITTFIREZ —FRIMLH GPC ERFHAEIA
o ML T Hbit FE4A -

https://awstoe-<region> .s3, <region>.amazonaws. com/assets/awstoe.gpg. f5l#0
https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/assets/awstoe.gpg.

« RUTNERPHNEAES KU ERN awstoe.gpg WXHH, BRI TIIFAED :

Version: GnuPG v2

mQENBF8UqwsBCACdiRF2bkZYaFSDPFC+LIKkWLWFvtUCRwAHtD8KIwTI6LVNn3fHAU
GhuK@ZH9mRrqRT2bq/xJjGsnFIVqTj2AIgqndGIdDjz75YCZYM+ocZ+r5HS JaeW9i
S5dykHj7Txti2zHe@G5+WOv7v5bPi2sPHsSN7XWQ7+G2AMEPTz8PjxY//I@DvMQns

FikiE
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S1e319hz6wCC1z119LbBzTyHfSm5ucTXvNe88XX5Gmt370CDM7vf1i@Ctv8WFoLN
6jbxuA/sV71yIkPm9IYp3+GvakKeT870+sn8/J00KE/U4s]IV1ppbgmuUzDfhrZUaw
8eW8IN9ALIFTIuWiZED/5L83UZuQs1S7s2Pj1ABEBAAGOGKFXULRPRSA8YXdzdGol
QGFtYXpvbi5jb20+iQE5BBMBCAAjBQIfFKsLAhsDBwsJCAcDAgEGFQgCCQoLBBYC
AwECHgECF4AACgkQ3r3BVvWuvFJIGiwf9EVmMIBR77+Qe/DUeXZIYoaFr71f/fVDZ1
6V3TC6p0I0Veme7uX1leRUTFOjzbh+7e5sDX19HrnPquzCnzfMiqbp4lSoeUuNdOf
FcpuTCQH+M+sIEIgPno4PL1@Uj2uElo++mxmonBl/Krk+hly8hB2L/9n/vW3L7BN
OMb1L19PmgGPbWipcT8KRAz4SUex9TXGYzjlWb3jU3uXetdaQY1M3kVKE1siRsRN
YYDtpcjmwbhjpu4xml9aFgNoAHCDctEsXJA/mkU3erwIRocPyjAZE2dn1kL9ZkFZ
z9DQkcIarbCnybDM51emBbdhXJ6hezJE/b17VAQt1fY04MoEkn60Jg==

=oyze

2. TEZRTF awstoe.gpg B ZHM B TR TAL , FAU TSN EC2 TOE KNS ABHK,

gpg --import awstoe.gpg

ZTRENERKBUTTHEAR

gpg: key FS5AEBC52: public key "AWSTOE <awstoe@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)

FIETZRE, RAT-FSFEAR. £L—RHIF , BN FS5AEBC52,
3. BUEUBTUTHS , & key-value Hifth E—FhWERRIEIEL :

gpg --fingerprint key-value
ZWTRENERRLUTTARE

pub 2048R/F5AEBC52 2020-07-19
Key fingerprint = F6DD E@1C 869F D639 15E5 5742 DEBD C156 F5AE BC52
uid [ unknown] AWSTOE <awstoe@amazon.com>

WA EEXFESENES LRREIPFETRE F6DD EQ1C 869F D639 15E5 5742 DEBD C156
FSAE BC52 fH[E, FREIMNZRARNASH R EXANIESOHITHER,. SIINZEELTE, IRE
IAEHE |, BFFAELE EC2 TOE ZEMA | AFEEBZR Amazon Web Services X o
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BiIFRHEnNESR

EREGPGIE, WIFHSAEC2TOE NER4LURWNAEZATER , EUURIILEMEDN
&,

Wi ZEMALH

1. ERTRREL , SITUTaTATERAAREFI 8 634

curl -0 https://awstoe-<region>.s3.<region>.amazonaws.com/latest/
linux/<architecture>/awstoe

Bl

curl -0 https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/
awstoe

X8 architecture ERILAZ amd64, 386 Fl armb4.,

2. ETMTRRFL , BTUTHRUTEHMEREM S3 key prefix B2 Xt 5 S AR F = # HI3XHH
TENXH

curl -0 https://awstoe-<region>.s3.<region>.amazonaws.com/latest/
linux/<architecture>/awstoe.sig

fign -

curl -0 https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/
awstoe.sig

X8 architecture ERILAZ amd64, 386 Fl armb4.,

3. BUEZLRFHEFawstoe.sigfl EC2 TOE REXHFHN B TR AFLETUTHSRBIEL
%o ‘*WiAB'Zﬁ:%‘BM\éﬁﬁ-EO

gpg --verify ./awstoe.sig ~/awstoe
MHNEUTHRAREL

apg: Signature made Mon 2@ Jul 2020 ©8:54:55 AM IST using RSA key ID FS5AEBC52
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gpg: Good signature from "AWSTOE awstoe@amazon.com" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: F6DD EQ1C 869F D639 15E5 5742 DEBD C156 FS5AE BC52

mRHHEEEIE Good signature from "AWSTOE <awstoe@amazon.com>" , N ZEkKiE
ERDBITZE , &7 U4EZE1T EC2 TOE REMAN,

MRHEBEEIE BAD signature , IRERBEBRNIT T HEE, MREFEREB WA
TEETZH TENRZEXXH |, 3 HiEB R Amazon Web Services X3,
TEHREXETWEEINESTNIFAEE

- BE  WBARGEHAUESIBHTINL | RETRRPIZETHESE. BEBRT , BolFEHH
& Amazon B AETEAR, ERUENERLZE , MR TEILEZEH, EXTERLT , ZMEHRE
— Amazon M,

* gpg: no ultimately trusted keys found. XEFRER (REETHNEMAN) B EFHAF2LIIEE

BEXEZER , B3 hitp://www.gnupg.orgo.

#£ Windows LI EC2 TOE ZEB FTHHNER

KEBNEEET Windows BIIRER L LI IF EC2 Task Orchestrator and Executor M ARFREX
HEURENHERE,

FZRATEIM Internet THNARERF , RINBRUERIERGRBENGD , ARENARFMRITUR
RECEERIBRR, XERFERTRESHREIEMBERBHNARFRA,

MBAERTEAITINSBREREEAT EC2TOE NARFN UG CEETRRIAR , BFREETE
B, K , HBFR Amazon Web Services X3,

EHIFE T Windows HIRER L LM E T8 awstoe —H &I HEBER , XTBESRE Amazon
Services LLC £ NIFBHIELETILLE

BA 81 25 EE AC 64 2E A9 F3 C5 93 CA 6D 3E B7 93 7D 68 75 74

(® Note

FER B HI AR EHE QR |, ENEZNERARERTNESAT TR, MRENEE AL
PREE , ERIUENERER :
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F8 83 11 EE FO 4A A2 91 E3 79 21 BA6B FC AF F8 19 92 12 D7

ERIUFE , FHTUATERE

1. ABREETEHM awstoe.exe , RFFTF Properties (B1%) BEH.
ERBFEEETF,

FEZEYIFR F , %F Amazon Services LLC , REEFFHAER.

ERENEDF (MR RIER) , RAEEREFILES,

ERFAGELEDF , RARERERTHIIRPHLE (WRERIEE),

A TRIEZLBIELFR , AREREY. XFETHENFEREBMNELE,

2

« MRTHEOPNESESFTUATE
BA 8125 EEAC 64 2E A9 F3 C593 CAGD 3EB7 93 7D 68 7574

AR TEH M EC2 TOE Z# &I X HREH , IUZE£HRE,
s METHEFMAEEBEOFNELETETIRE , BFEEIT awstoe.exe,

FaP R

« |1 REEC2TOE

« B2 %E Amazon FEiif

- B3F  ERMTF KA AR
« S 4 BUF EC2 TOE A4
« S]] 51217 EC2 TOE A

TB]1: ¥ EC2TOE
EEARMIFRAAH B THHZREZEC2TOE RMARRF.
1. T# EC2 TOE MARF

EHTLZEEC2TOE , BARESEHNEMMEANTHERE, BEXxNARF THEEZENTES
R, ESFEC2TOE T#
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/A Important
Amazon EEFEZE L EUER TLS MRAS 1.0 # 1.1 X%, EifH S3 Z6E43# 1T EC2 TOE
TH , ZBNEFPIRSHELIAER TLS IRAR 1.2 RESGRA, BXEZER | HSHEK
Amazon Z£BEXE,

2. WIS

RIFTHENTBRERTZE EC2 TOE NABRFREEEFZTNAEFNERSEFEE, EE Linux
R85 LIRIEEM TE , 35 £ Linux 2 macOS EWiFZEHE, EE Windows RS 88 L I iF &
WTE , i53# £ Windows EFRiIFE%E,

@ Note
EC2 TOE EEMETHNEBA, EFRMHTRZES R, XthZWR/E EC2 TOE AN A1t
HERITER.

NEREAHEFRAIERREER , RMNEBUELA EC2 AR X MM EC2 TOE At

SR 2 : i%E Amazon EiF

EC2 TOE 21TES I EE Amazon FiEF 8EEZ T H A1ES Amazon Web Services fRS , f5lan
Amazon S3 # Amazon CloudWatch , %0 :

- MAFRMM Amazon S3 BE T & EC2 TOE X#4,
 J&1T S3Download = S3Upload #EEEIR,
- BHAJS CloudWatch , ¥ AERNE M E,

WMRE EC2 TOE £ EC2 326l L3217 , MIiE1T EC2 TOE AN E S inZEliZ EC2 S=4I8 IAM &€&
HE,

BXH IAM BENEZEE EC2 , BZSREHAT A mazon B IAM BAEBEC2,

LA R 45135% B 0{a] {5 FAAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYRRZEi%iE Amazon

Fik.

E7£ Linux, macOS = Unix LiREBIXEEZE | B exporto

FHRE 119


https://www.amazonaws.cn/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html

EC2 Image Builder

RAriEmE

export AWS_ACCESS_KEY_ID=your_access_key_id

export AWS_SECRET_ACCESS_KEY=your_secret_access_key

E £ Windows EFEAREXLLEE PowerShell , iEASenv,
$env:AWS_ACCESS_KEY_ID=your_access_key_id
$env:AWS_SECRET_ACCESS_KEY=your_secret_access_key

=& Windows LFEAGTRRIBEXLETE | BFEH set,

set AWS_ACCESS_KEY_ID=your_access_key_id

set AWS_SECRET_ACCESS_KEY=your_secret_access_key

3% AT KA TR

AHRALXAE YAML XHEEEN, BRXXEEENESEE

BEENAH,
BATF 2 Hello World A4 X #4761 , AJ&EBHIEHRIZEAT,

Linux

W5 M £ AEC2 TOEM # SRAER )

ISR IR LE Linux A RAISIAA N hello-world-linux.yml BYE ARSI, ERTASE

T HER XHERE FXE R,

name: Hello World

description: This is hello world testing document for Linux.

schemaVersion: 1.0
phases:
- name: build
steps:

- name: HelloWorldStep
action: ExecuteBash
inputs:

commands:

- echo 'Hello World from the build phase.'

FikiE
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- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the test phase.'

Windows

ISR Y FE L Windows A RHISIFHE A hello-world-windows.yml BYA AR H, &
AT LAGE A T ER KRB F X LR,

name: Hello World
description: This is Hello World testing document for Windows.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:

FHRE oY
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RAriEmE

commands:
- Write-Host 'Hello World from the test phase.'

macOS

AIEEAF M E L macOS HHRHFISIAE RN hello-world-macos.yml BYLH 4 STHS ST,
£ A T E B ST SR E F X L R B,

name: Hello World
description: This is hello world testing document for macOS.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the test phase.'

S 4 : BiF EC2 TOE A#

R

/Ch

IS

A LAEA EC2 TOE NARFEAR#KIE EC2 TOE AHMIEE, UTROIERT THFETAMGENA

WIFHEEM EC2 TOE AR Fvalidated S,

FikiE
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® Note

EC2 TOE R AR RERIE HaRERSWAHEL, Bl , £ Windows LiE1T
awstoe.exe B , BT ZWIFFEH ExecuteBash BEERM Linux XHMIEE,

Linux 2 macOS

awstoe validate --documents /home/user/hello-world.yml

Windows

awstoe.exe validate --documents C:\Users\user\Documents\hello-world.yml

$I® 51517 EC2 TOE A4

EC2 TOE NARBF A AERA - -phases TITSHIZTIEEXEN — NS MR, --phases X
f{EHE build, validate # test., AL AESZRHNEENEASNMBRE.

HEREMBRIIRE , EC2 TOE NARFREMFZEITENXENEEN &R, i, EC2
TOE izfTHbuildFvalidatefrBdocumentl.yaml , REiE1THbuildfvalidatef
Etdocument2.yaml,

N THRREN BERLFHEFRE UM SKEEDERR , BIEWEE Amazon S3 HELE BEFMHE. &
Image Builder # , AT &% BEK Amazon S3 U EREEMREREFIEEN. BXEMIREEE
WEZER , H23H B Image Builder ERi& HEfl &

MRREHBERFIZER , W EC2 TOE MARFHER YAML X5 5| HE IR FZ1T A B R
EEENRSNNEPEITREMR , BEAUATSH S,
BB
awstoe run --documents hello-world.yml --phases build
S

awstoe run --documents hello-world.yml --phases build,test
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MHIEAT

EEANNEPETRERN R

awstoe run --documents documentName.yaml
EZEMNXEFEITIIEH R

awstoe run --documents documentNamel.yaml,documentNameZ2.yaml

B A Amazon S3 EEUMAFPEN AR EZE 12 EC2TOE B& ( #%F)

awstoe run --documents documentName.yaml --log-s3-bucket-name amzn-s3-demo-destination-
bucket --log-s3-key-prefix S3KeyPrefix --log-s3-bucket-owner S3BucketOwner --log-
directory local_path

HEENXERSITREMNER , AEEHE LERRERE

awstoe run --documents documentName.yaml --trace
RlaR T

awstoe run --documents s3://bucket/key/doc.yaml --phases build,validate
ZITERME— ID B3

awstoe run --documents documentName.yaml --execution-id user-provided-id --
phases build, test

FRENLA T FHEBE B EC2 TOE

awstoe --help

FHEC2 TOEAHXHERGEZEEE LAY

EffFEC2 Task Orchestrator and Executor(EC2 TOE) ‘A4 ERMBAH , HFIRHE—MNET YAML
IR, ZNERTEATENENAGNM TP IR, Amazon Web Services IRSS = b1 & 2 ##Y
Amazon REMEG (AMI) RER[FMGRET |, FERABHNAH,
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F&:

- AHXEIERE

- A#BEE

o AT

o JREEMFENL

o F4TRHI

- EEENAHPFEREE

- £ EC2 TOEREA&HIE

- f£ EC2 TOE AP ERALREES
- £ EC2TOE A ERBBEES

- £ EC2 TOER R EH S

HEITHERE
EC2 TOEAHXRFEAMBRMIBINEXRESHITOE | HEXEESALARKA MRS E TERE
® Tip

ERENAFHERBRIRS ARERKNEAXWETEE AWML R , SURMET o X L/ &
BTN, BERITAGFN , BELERX—R.

B Ex

MEBRTENIEREEMRGHESEFRNHRRE. HI10 , Image Builder REEEMEM BT EERK
MR MEEA build # validate M ER. EEMRAMERFER test M container-host-test B EKH
RECIRHRL AMI D XBME 28, MERBHRA[RGE~EFTHNER,

HAMFEITR , BRIV XBEG THRBENEAS X HIBIRFH TR,
B B

- BAMBRERENER LR/,
o BAILEMEPE LS IR,
- BARMENEPEDTEUATEDL—IHE :
- & — XTF Image Builder , WM ERBEEHEMNERER,
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« BIF — XTF Image Builder , WM BB EEHEMNERER,
« Wik — 3 F Image Builder , LM @ EEN RN ERER,
- MERBKRBXHPEUNIRFIZIT. FHEC2 TOEGTIEECIMIRFAMazon CLITT .

Steps

IREEUBIMMBRINIERENENTHEET. SREEBINFET. B2, —MSROVB AT
H A SMEN M ABRIEBIFELSTRA, XHRFTIBAEE",

HERANY

o SEREBIX T B BOR U LR ME—RY,
« SRLAERTDHRER HABHENERE (REER )

BXRZFNREER, HITERE, input/output ENREIFTZEIIK , FSHEC2 TOE AHEE
28 X YRR IR

A&

EC2 TOERRAMHZE1TH , MSER THENN AR EC2 KA LI —MHH BEXHR X
THRBRE , BEXHRFHERSHEF.

AT HEBBERGEESES HIRBETHRERR , £ZTAMRNEC2 TOERIEM M AXENAME
i i S ER AR AR TE B AR SRR AR

BEXEREBFBEATEDAMK

1. BEBEF — HRFIETEC2 TOEAHR , EaE5ZnTHEMKRE-—BEABER R, HUTR
s | BATERT Image Builder fEFA/Y B EXHHE X,
* Linux M macOS : /var/lib/amazon/toe/
« Windows : $env:ProgramFiles\Amazon\TaskOrchestratorAndExecutor\

2. XHBIR — XRATARBEAGNIFERSR : “TOE_

3. BITHE — X2 — YYYY-MM-DD _HH-MM-SS_UTC-0 #& = Y B 81 &,

4. 47 ID-XREC2 TOEE{T — 1M RSN A48t 7 B Y GUID,

w5l : fvar/1ib/amazon/toe/TOE_2021-07-01_12-34-56_UTC-0_albcd2e3-45f6-789a-
bcde-0falb2c3def4
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EC2 TOE7E B &3 R 174 BA T #%/0 34+

PN
* document.yaml — R{F@ TRAN N, AHE1THE , RXEFEN 4T

B S
BEBX4

il

« application.log — NAEF BHESZEXREEC2 TOE, TANABNRAXRINES |, XL
HETRREMNER,

- detailedoutput.json — It JSON X BEEXAHETHERTAGNMEXH,. MMEBRNSERNZ
TRE, A, BHEANXMHFEHAER.

- console.log — ###|A B EEEHAHZITIEC2 TOEEA B AT AR AR H (stdout) FARALEIR
(stderr) 5 R,

« chaining.json — Bt JSON X # &R REC2 TOER A T T g iZRIAX LA,

® Note
AR AFSRIE AT RE 2 & kA R B 2= A LAt ek B+ 324

far A F0 440 B

EC2 TOEREEENARFREM T MBI REUTHRANSE XEREEZER A ME KA IheE
{{ phase_name.step_name.inputs/outputs.variable }}

NE

{{ phase_name.step_name.inputs/outputs[index].variable }}

BEFEAEINEE , SAUUARRABH RS XEN AT 45 %,

cws ]

REEESN SR ASB P ERERER,
- BEEEREANEQSIASITEIER, Flu :
« THMRER : echo {{ phase.step.inputs.variable }}
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« BMMRIAER : "echo {{ phase.step.inputs.variable }}"
- BMMRER : 'echo {{ phase.step.inputs.variable }3}'

o BERAINALUSIAR—XHETPNEHMSRNMMENETE, ER , BARSTREE LA , EREX
BN REEEE NN R E T XXHIE1T. B30 , Image Builder 3215 MAIZE RN ER 2= BY ER AV 8532 |
HACHILEITENN R,

o BERAIXFPNERSINEFHR. R5IUT (0) FFk , UsIAE—IPE,

=~

BEHEUTRAISERAEZE N ZBHSI AREE , #ERXRH
{{ build.SampleS3Download.inputs[1].source }}.

phases:
- name: 'build'
steps:
- name: SampleS3Download
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://sample-bucket/samplel.psl’
destination: 'C:\samplel.psl'
- source: 's3://sample-bucket/sample2.psl'’
destination: 'C:\sample2.psl'

ESIAUTRESERNBMETE (FT Hello”) , #EXN
{{ build.SamplePowerShellStep.outputs.stdout }3},

phases:
- name: 'build'
steps:

- name: SamplePowerShellStep
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:

commands:
- 'Write-Host "Hello"'
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RAriEmE

NIEEHRE X
LT RXHH YAML 2859,

name: (optional)
description: (optional)
schemaVersion: "string"

phases:
- name: "string"
steps:
- name: "string"
action: "string"
timeoutSeconds: integer
onFailure: "Abort|Continue|Ignore"
maxAttempts: integer
inputs:

AR RAATE LA T AR o

5 fiik Type o

name & =1 DR FRFE &

iR X R IR, AR i

schemaVersion MR RA | & FRFE =

BIA 1.0,

phases BB R BRI 51 3= HlF&k =
M ERBV R A TE LI T PR

FE iR Type NEE

name B ER BV B Fho FRFE =

B BRIV IR SR, LIES .3
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RAriEmE

HIREVERE LA T TR0

FE&

name

action

timeoutSeconds

onFailure

DU

RPEXHSER
Ao

BT RIE
BRI RHY K
Fo

EABRERZ
Bl , SRIEITH
B

BES, S28F -1
B, KRTERE
Bt FAATF 0 M
Hitp B,

BEEZSBREX
T B RIHAAT B R
£, BREWMT
FI7R -

ik — Eik
Bl AR=H
RBF %S R
KW, H=F
1IFIE1T.
Bt ER 7 STAS Y
RBRERN
Failed,

B — 1R
FHEA=R
RV AT R

Type

B

7|

7|

MIA B

7,200 # ( 120
DER)

CaNl

{5 AR 4R 4 ST AE SR
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RAriEmE

FE iR Type WE
Sz TRIR
NERR,
Bt B A STASRY
RBREN
Failed,

2 — ik
S A
SRR S
SRIZREN
IgnoredFa
ilure , 3
PEIE TR
ROLR, &
By R A 32 4%
HRIRE RN
SuccessWi
thIgnored
Failure o

maxAttempts ESREMzE  BEH
AFHHRAEZR
R

7|

inputs DEREEREZ
TETRAENS
o

j&
i

& =Vit!]
UTRBIERT N BERBRERSERITESH AWSTOE 4H#30H#4,

Linux

R EITEEN RIS

#IA B

{5 AR 4R 4 ST AE SR

131



EC2 Image Builder ArfEm

AR 2 Linux 561 £ TEMIZIT B E XL =3 6 3B R 51T,

name: LinuxBin
description: Download and run a custom Linux binary file.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://<replaceable>amzn-s3-demo-source-bucket</replaceable>/
<replaceable>myapplication</replaceable>
destination: /tmp/<replaceable>myapplication</replaceable>
- name: Enable
action: ExecuteBash
onFailure: Continue
inputs:
commands:
- 'chmod u+x {{ build.Download.inputs[@].destination }}'
- name: Install
action: ExecuteBinary
onFailure: Continue

inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:

- '--install’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

Windows
R 1 0 2% Windows

UTR—ANREIXH , BTZEMEB AR Windows £ , BTEREMA , E6I2 AMI 2B RIE
BERUARELE AMI B E R,

name: RunConfig_UpdateWindows

description: 'This document will install all available Windows updates and run a
config script. It will then validate the changes before an AMI is created. Then
after AMI creation, it will test all the changes.'
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schemaVersion: 1.0

phases:

- name: build
steps:

name: DownloadConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3

inputs:

- source: 's3://customer-bucket/config.psl’
destination: 'C:\config.psl'

name: RunConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3

inputs:

file: '{{build.DownloadConfigScript.inputs[@].destination}}"'

name: Cleanup
action: DeleteFile
onFailure: Abort
maxAttempts: 3
inputs:

- path: '{{build.DownloadConfigScript.inputs[@].destination}}"

name: RebootAfterConfigApplied
action: Reboot
inputs:

delaySeconds: 60

name: InstallWindowsUpdates
action: UpdateOS

- name: validate
steps:

name: DownloadTestConfigScript
action: S3Download
timeoutSeconds: 60

onFailure: Abort

maxAttempts: 3

inputs:

{5 AR 4R 4 ST AE SR
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- source: 's3://customer-bucket/testConfig.psl’
destination: 'C:\testConfig.psl'

- name: ValidateConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:
file: '{{validate.DownloadTestConfigScript.inputs[@].destination}}"'

- name: Cleanup
action: DeleteFile
onFailure: Abort
maxAttempts: 3
inputs:
- path: '{{validate.DownloadTestConfigScript.inputs[@].destination}}"'

- name: test
steps:
- name: DownloadTestConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://customer-bucket/testConfig.psl’
destination: 'C:\testConfig.psl'

- name: ValidateConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:
file: '{{test.DownloadTestConfigScript.inputs[@].destination}}"'

A~ 2 : 7 Windows E£flAmazon CLI L% %

LT EEHALZEXHE Windows SEHIAmazon CLI L&/ TREISTHY,

name: InstallCLISetUp
description: Install &CLI; using the setup file
schemaVersion: 1.0
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phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://aws-cli/AWSCLISetup.exe
destination: C:\Windows\temp\AWSCLISetup.exe
- name: Install
action: ExecuteBinary
onFailure: Continue
inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:
- '/install’
- '/quiet’
- '/norestart’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

T~ 3 : A MSI 232 F T %&Amazon CLI

LA 2 ER MSI 2R Z % Amazon CLIFY 7RI 3 #,

name: InstallCLIMSI
description: Install &CLI; using the MSI installer
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://aws-cli/AWSCLI64PY3.msi
destination: C:\Windows\temp\AWSCLI64PY3.msi
- name: Install
action: ExecuteBinary
onFailure: Continue
inputs:
path: 'C:\Windows\System32\msiexec.exe'
arguments:

R
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- '"{{ build.Download.inputs[@].destination }}'
- '/quiet’
- '/norestart’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

macOS
B BETEEN macOS Z# &4

BAF 27 macOS SRl L FEMIZIT B E X =3 B XA B R5I 34,

name: mac0SBin
description: Download and run a binary file on macOS.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://<replaceable>amzn-s3-demo-source-bucket</replaceable>/
<replaceable>myapplication</replaceable>
destination: /tmp/<replaceable>myapplication</replaceable>
- name: Enable
action: ExecuteBash
onFailure: Continue
inputs:
commands:
- 'chmod u+x {{ build.Download.inputs[@].destination }}'
- name: Install
action: ExecuteBinary
onFailure: Continue

inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:

- '--install’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

{5 AR 4R 4 ST AE SR
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EEEMAHNHEPEREE

TERHT -—MUERINNARFPACEANEEXNEMRIRCHBEN S, EAUNERNTHER
BEXRAFEZENEENEE , AELEHN YAML NARFEAMXEHEIAEN]. EC2 TOE

AT RENESTREEE YAML S ARFEC2 TOEA# MNP HAKENEE  BEEER. BHY
RARBo

EE

FERTTENEZE , —BEUARTEBUREBESES., FETLUEHEC2 TOEXHconstantsEpo F#Y
BEXRE X,

FEEZMAN

« BRKELANT 3 Bl 128 MEFZHE,

- ZEMAREBESFZR/BFEFN (az. AZ, 0-9), BXLK () HTXIE ()
« BEXHER , LBEMRLTRHE—/,

« BIFEFIEERN YAML FHF &,

Bk
constants:
- <name>:
type: <constant type>
value: <constant value>
BEH e ik
name = EENAM. XL EHE—
B ( TESEAEMLSHEN
HEEMHE ) o
value 3 FENE,
type = FENXRE, THNERER

Stringo
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XL HEE
SERBAE YAML XEAN S REUBEFRMATSIAEER , TR :

- BESARXDKRNE | FEEMSATELE,
« BMBHRARKIESTE{{MyConstant}}iEER,
- AUERFESABLZES , AESANBEHEE. HlM, LTHRESIAEEN

{{ MyConstant }}, {{ MyConstant}}, {{MyConstant }}, {{MyConstant}}
 YAML X#&EHH5|AXNEENFTRFR (AR SHINEISHEEXR ) -

Flgn : - {{ MyConstant }} B , RRAECKBIRIR N FZR/E,

B2, LTEIAEEM® : - '{{ MyConstant }}' # - "{{ MyConstant }}",

=~

SRMATESIANER

name: Download Amazon CLI version 2
schemaVersion: 1.0
constants:
- Source:
type: string
value: https://awscli.amazonaws.com/AWSCLIV2.msi
phases:
- name: build
steps:
- name: Download
action: WebDownload
inputs:
- source: '{{ Source }}'
destination: 'C:\Windows\Temp\AWSCLIV2.msi'

BEARm ARSI ANEE

name: PingHosts
schemaVersion: 1.0
constants:
- Hosts:
type: string

{5 AR 4R 4 ST AE SR

138



EC2 Image Builder ArfEm

value: 127.0.0.1,amazon.com

phases:
- name: build
steps:
- name: Ping
action: ExecuteBash
loop:
forEach:
list: '{{ Hosts }}'
delimiter: ','
inputs:
commands:
- ping -c 4 {{ loop.value }}
Parameters
SHRULETE K HiEERBAANARERFREZSTNEM, ELE YAML X#48 Parameters £ F
EXSH,
SHAMHN

. EHKEXANT 3 3 128 MEHZHE,
. BEBRLEETHBEES (az. AZ. 09). EHE () RTFHE ).
C SRR B TATEM—1,
. WRFBHIEER YAML 2B S,

BE
parameters:
- <name>:

type: <parameter type>
default: <parameter value>
description: <parameter description>

BEW WE #iRr

name = SEHN BN, MBI M —

B ( FEEEMEMSHER
HEEMEE ).
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BEM T ik

type = SHNBIERR, ZTHHXR
EFE : stringo

default B S BN BRINE,

description B BHRSH,

EXHEPEIHSRE
BT LA YAML XHEENSRUBERMAPSIASH , TR :

- ZREIAXD KNE , HEBHRMSIT LR,
o BMBAANMKESIE{{MyParameter}}ie3k,
- ANENRESAELHZER , HE2BHEHZERK, flW, LTAESIABEN :

{{ MyParameter }}, {{ MyParameter}}, {{MyParameter }}, {{MyParameter}}
 YAML X5 AXTIBENFTRE (ARSI SEINEISHEEXK ) -

Bl : - {{ MyParameter }} T , R RERMIRRANZRFE,

B2, LTsIAEEX : - '{{ MyParameter }}' # - "{{ MyParameter }}".

R~
LT RBIERIMAE YAML XAEHRERSH
- SESRMATHSH

name: Download AWS CLI version 2
schemaVersion: 1.0
parameters:
- Source:
type: string
default: 'https://awscli.amazonaws.com/AWSCLIV2.msi'
description: The AWS CLI installer source URL.
phases:
- name: build
steps:
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- name: Download
action: WebDownload
inputs:
- source: '{{ Source }}'
destination: 'C:\Windows\Temp\AWSCLIV2.msi'

- SEBPRATHSH

O

name: PingHosts
schemaVersion: 1.0
parameters:
- Hosts:
type: string
default: 127.0.0.1,amazon.com
description: A comma separated list of hosts to ping.

phases:
- name: build
steps:
- name: Ping
action: ExecuteBash
loop:
forEach:
list: '{{ Hosts }}'
delimiter: ','
inputs:
commands:
- ping -c 4 {{ loop.value }}
EETREZESH

B LA - -parametersiE TSR EX Amazon CLI—E2H , EE{TRRESHE.

- FSHBEXNEENBHHNE , BES (=) 2B (<name>=<value>),
- BNSBMTRES SR,

« 7 YAML E#XREFP R RN S BE R 2B,

- SREVHNEBR2LEN,

ERER R e
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/A Important
HHSHRAXARE , #BBiEFZTEAmMazon CloudTrailF, FEA1EIEFEFHAmazon Secrets
Manager=l P Amazon Systems Manager arameter Store X1 8 %40, B < Secrets
Manager I Z{E 8 , 55 JAmazon Secrets Manager Al I8 BRI T AR Secrets
Manager?, H>Amazon Systems Manager Parameter Store B 25 5. , 12 % Amazon
Systems ManagerF F 388 H# Amazon Systems Manager Parameter Store,

B

--parameters namel=valuel,name2=valueZ2...

CLI 3£ WE i, B
S8 name =value , ... i IR R ARENFIEK , LS
&% ik
5l

AR RBIE RINA[4E YAML X ERSH
« b --parameter EMHIEENS B BEN TN

--parameters ntp-server=

« fEfAmazon CLIFHY --parameter EIIRE — MNSHBEER :

--parameters ntp-server=ntp-server-windows-qe.us-eastl.amazon.com

« fEHAmazon CLIFHY --parameter tTIREZNSHBEER :

--parameters ntp-server=ntp-server.amazon.com,http-url=https://internal-us-
eastl.amazon.com
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{# /8 Systems Manager 3175

A OB E R & 50 E N L BT8R 5| A 4 XX B Amazon Systems ManagerZ 8 F 23 ( SSM
S8 ). aws:ssmfll |

{{ aws:ssm:/my/param }}f##H SSM SEME, /my/param
WINBEX LT SSM S ¥ A -

- FRFR-MEFEC2 TOERFFHREKH,
- StringList — BREFEIEC2 TOEstringlList3kH,
* SecureString — BRGTEIEC2 TOEFRFREH,

BXSHIFHNESZELR , i3 Amazon Systems Managerf FF #88 F #)Amazon Systems Manager
SR,

BT LAE R SSM 28 SecureStringsl AAmazon Secrets Manager®Z4A. #l0 : {{ aws:ssm:/
aws/reference/secretsmanager/test/test-secret }}. BXEZELR , FSENSHEMH®
S ¥+ 5| HAmazon Secrets Manager®Z .

/A Important
Image Builder WE BEF HEBRSecureStringS i, BER , BHUERTHRABBEET
SBEYAG P AENGSRHTIER. fl, NREEATELEFHTFENechom s , MiZ
WESNAEXEKEEABRE,

FREERY IAM X BR

ERAH/PER Systems Manager 8 , BN EHIABLMIBESEEIR ARN
Hssm:GetParameteriX PR, 4N :

JSON

{
"Version":"2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Action": "ssm:GetParameter",
"Resource": "arn:aws:ssm:*:111122223333:parametexr/ImageBuilder-*"
}
]
}

EHRNBE , BEFEUTHR :

« kms:DecryptX FEAZFFEEMNSecureStringS e Amazon Secrets Manager{E# {T% |
E R Amazon KMS keyo

« secretsmanager:GetSecretValuefIR#&E 5| Secrets Manager Z4f , &R0,

HAHHETEIA SSM S8

LUR 15 BE tn{a] 5| FH 4B 4 # Systems Manager S3#9 Systems Manager S S -

name: UseSSMParameterVariable

description: This is a sample component document that prints out the value of an SSM
Parameter. Never do this for a SecureString parameter.

schemaVersion: 1.0

phases:
- name: verify
steps:
- name: EchoParameterValue
action: ExecuteBash
inputs:
commands:
- echo "Log SSM parameter name: /my/test/param, value {{ aws:ssm:/my/test/

param }}."

SSM BRNHBETH RS HE
AWSTOE #2447 A TRBER , % % B3| o A S (TR R A SR 1
AR

ZresolveE MMM B — MR ESIARBHNZESIA , NIATHIBLXERSIH, XEEM SSM S8
NEREH , RNETRHISBEERARRTEN , FENXHSHE A
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Zresolve BN #F SSM S A HE S KIS SN

Bi*
AR Rfldynamic_variable M RR SSM SHHNEH , HAEXLARUT Sz — :

- SSM S¥&ZE (i , aws:ssm:/my/param)
- AHXESHEIA (B, parameter-name )

{{ aws:ssm:resolve(dynamic_variable) }}

R EBITREEMT SSM S8

AT RGBT #E YAML AR ERZresolve Wi :

name: SsmParameterTest

description: This component verifies an SSM parameter variable reference with the echo
command.

schemaVersion: 1.0

parameters:
- parameter-name:
type: string
description: "test"

phases:
- name: validate
steps:
- name: PrintDynamicVariable
action: ExecuteBash
inputs:
commands:
- echo "{{ aws:ssm:resolve(parameter-name) }}"

£ EC2 TOERRERASKHHE

REEENRERIRMN I HLRE true TR false , FAMEATA ST TRATEHRIE.
ST LE A i F KB RID I SRR B TR
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if #931&

WA LAER if HERIFERENZETES R, BRIANBRLT , Hif FEREXWITELERRN true
Bf , EC2TOE B1TIZP R , HRHUHRERNITEL RN false if , EC2 TOE BkIZP W, wMRBKI
HEALE | NIE EC2 TOE MM ERM R B RINZ TR , ZEFBRHEM A RIS E,

(® Note

BEZSRMRTER , BAN - if BAHRT-RITE, WRENTRERS , ©RAR5
Hif BAELRTIUE , FMNPRE T RERH 1T,

&
if:
- <conditional expression>:
[then: <step action>]
[else: <step action>]
BEW N iR
FHRER =

FUREXNATUETRRZE A
TRENEERFZ—

HREEF-BRLEBREER
HY %R AR EA14E EC2 TOE
AP TESRNGE
B, BZHRALREEN.

PEZHEAS - ZEZE/AS
¥& and, or, M not , }#

N =N 2Rz E R
T8, BXEECEAE
EC2 TOE A4 X T
RENESEER , F5HE
BIzEH.

55 4 SURAE 2R 146



EC2 Image Builder ArfEm

BAEN T i BH

MRENREABIHEZ D
&, BEAZBIZERKRE

EBH M,
then &
EMFHREAXWITELERRN
true B EREHVIRE,
else &
EMFZERARXWITELER
false RIEXEHVIRME,
SRR &M

£/ then = else Bt , %M
BEUTSBRIRE— :
Abort - EC2 TOE 545
1B R KM,
Execute - EC2 TOE =175
L8

Skip - EC2 TOE Bhid %,

R RERGE

EC2 TOE AU NXHEHPHUT RS REAZSEEZEFRNASHE , A TR R ER S ESITHENE
R aEERn I RLZENARERF.

- name: InstallUnzipAptGet
action: ExecuteBash

if:
and:
- binaryExists: 'apt-get'
- not:
binaryExists: 'unzip'
inputs:
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commands:
- sudo apt-get update
- sudo apt-get install -y unzip

- name: InstallUnzipYum
action: ExecuteBash

if:
and:
- binaryExists: 'yum'
- not:
binaryExists: 'unzip'
inputs:
commands:

- sudo yum install -y unzip

- name: InstallUnzipZypper
action: ExecuteBash

if:
and:
- binaryExists: 'zypper'
- not:
binaryExists: 'unzip'
inputs:
commands:

- sudo zypper refresh
- sudo zypper install -y unzip

w2 Bk IR

UTFROIERT RS SROFAT G Z. —MEEAZBZERN , 5 —HRESEALREENS Skip
SRR

# Creates a file if it does not exist using not
- name: CreateMyConfigFile-1
action: ExecuteBash
if:
not:
fileExists: '/etc/my_config'
inputs:
commands:
- echo "Hello world" > '/etc/my_config'

# Creates a file if it does not exist using then and else
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- name: CreateMyConfigFile-2
action: ExecuteBash
if:
fileExists: '/etc/my_config'
then: Skip
else: Execute
inputs:
commands:
- echo "Hello world" > '/etc/my_config'

¥ EC2 TOE A X EM L REER

BRI EEFEAUTHRZERES Assert IREERURER if ENZHRER. LRESER/FTUX
BAMEFITHE , #lM0 stringIsEmpty , WAV EHESEE -ME ( TEEF ) #HTHR , LUBE
FURKAVITELERRE true 5= false,

MRNWMERTLER , WE-MEATURERAELE,
HBRAERENERN , FLERZBIATRSBITU T ERER

- WTHELR , MRTEERFZHE , WEITEZIFHFASE EC2 TOE B ABF, MRTLE
AT, MEBERE false, fltn , MIRTEEN "1.0" , WA #HTHGR  BUNRETEEN
"alo" , MELHS KK,

- WTFFHFHRLER , MIRTEER T , WEREZIRFHE EC2 TOE ¥R FH/FH,

BRFr&E

LTHEREEFEEFHERERE, NAZBRRZFZHE , FEFWABSENRENEX# T
R, FRHBLBRTFXDARNDE , SR NFRHBRANTAREREEERK,

FHHRLEREEN

» stringlsEmpty

« stringlsWhitespace

« stringEquals
« stringLessThan

« stringLessThanEquals

 stringGreaterThan

« stringGreaterThanEquals
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» patternMatches

stringlsEmpty
MBEEENZFERETEETMER , W stringIsEmpty EERPFIRE true, Hl0 :

# Evaluates to true
stringIsEmpty: ""

# Evaluates to false
stringIsEmpty: " "

# Evaluates to false
stringIsEmpty: "Hello."

stringlsWhitespace

MiX A stringIsWhitespace HENFHERBNTEEK. Hlw .

# Evaluates to true
stringIsWhitespace: " "

# Evaluates to false
stringIsWhitespace: ""

# Evaluates to false
stringIsWhitespace: " Hello?"

stringEquals
Mk A stringEquals EMNEZRFEREE value SHHIEENEFE TSI, Hlin

# Evaluates to true
stringEquals: 'Testing, testing...'
value: 'Testing, testing...'

# Evaluates to false
stringEquals: 'Testing, testing...'
value: 'Hello again.'

# Evaluates to false
stringEquals: 'Testing, testing...'
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value: 'TESTING, TESTING....'

# Evaluates to false

stringEquals: 'Testing, testing...'
value: ' Testing, testing...'

# Evaluates to false

stringEquals: 'Testing, testing...'
value: 'Testing, testing... !

stringLessThan
MiH A stringLessThan BEENFHFRERE/NT value ZHHEENFRH B,

# Evaluates to true
# This comparison operator isn't case sensitive
stringlessThan: 'A'

value: 'a'

# Evaluates to true - 'a' is less than 'b'
stringlessThan: 'b'

value: 'a'

# Evaluates to true

# Numeric strings compare as less than alphabetic strings
stringlessThan: 'a'

value: '0Q'

# Evaluates to false

stringlessThan: 'Q'
value: 'a'

stringLessThan&F

Bl

MiX A stringlLessThanEquals EENFHERE/NTHRET value SBHFEENFRE, Hi

o
# Evaluates to true - 'a' is equal to 'a'
stringLessThanEquals: 'a'
value: 'a'

# Evaluates to true - since the comparison isn't case sensitive, 'a' is equal to 'A'

stringLessThanEquals: 'A'
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value: 'a

# Evaluates to true - ' is less than 'b'

stringLessThanEquals: 'b'

d

value: 'a

# Evaluates to true - '@' is less than 'a'
stringLessThanEquals: 'a'

value: '0Q’

# Evaluates to false -
stringLessThanEquals: '0Q'

a' is greater than '0Q'

value: 'a

stringGreaterThan

MiHA stringGreaterThan EENFHERREKRT value SBHEENF/HFE, B0

# Evaluates to false - since the comparison isn't case sensitive, 'A' is equal to

a
stringGreaterThan: 'a'
value: 'A'

# Evaluates to true - 'b' is greater than 'a
stringGreaterThan: 'a'

value: 'b’

# Evaluates to true -
stringGreaterThan: '0Q'

a' is greater than '0'

value: 'a

# Evaluates to false - 'Q@' is less than
stringGreaterThan: 'a'
value: 'Q’

a

stringGreaterThanZ F

MiX A stringGreaterThanEquals BEMFHEREARTHET value ZHPEENFHF
B, i :

# Evaluates to true -
stringGreaterThanEquals: 'A'

a' is equal to 'A’

value: 'a
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# Evaluates to true - 'b' is greater than 'a'
stringGreaterThanEquals: 'a'
value: 'b'
# Evaluates to true - 'a' is greater than 'Q'
stringGreaterThanEquals: '0Q'
value: 'a'
# Evaluates to false - 'Q' is less than 'a'
stringGreaterThanEquals: 'a'
value: '0Q'

patternMatches

Mixk value SEHIBENZRFEREE RN patternMatches BENENREXNEXTE, bR
EARFEIEEM Golang regexp ‘@, RE2 BX RE2 MMNIMWEZEE. , S H M google/re2 74k
., GitHub

LTRAIERTIRE true KR TE

patternMatches: '~[a-z]+$'
value: 'ThisIsValue'

BR#HF

DTHRZEFEATHTF. BE YAMLIE , AIXEZERFRENEXTAZUATREZ —, WHF
LR A golang big BLHLBIZESRF |, HI40 : func (*Float) Cmp,

- B

* Float ( EF float64 , X1FM -1.7e+308 F| +1.7e+308 Z EIHIEF )

« SUTENREXNEXNMEETENFRFE  A[-+]1?([0-91+[.]1)?[0-9]1+%
BFHREZERF

* numberEquals

* numberLessThan

* numberLessThanEquals

* numberGreaterThan
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» numberGreaterThanEquals

numberEquals

MHRA numberEquals EEMNBFEREBET value SHHIEENEF. UTHEAE RGN LERIGIR
| true :

# Values provided as a positive number
numberEquals: 1
value: 1

# Comparison value provided as a string
numberEquals: '1'
value: 1

# Value provided as a string
numberEquals: 1
value: '1'

# Values provided as floats
numberEquals: 5.0
value: 5.0

# Values provided as a negative number
numberEquals: -1
value: -1

numberLessThan

MHRA numberLessThan IEEMNHFRE/NT value SHHIEENEF, Kl

# Evaluates to true
numberLessThan: 2
value: 1

# Evaluates to true
numberLessThan: 2
value: 1.9

# Evaluates to false
numberLessThan: 2
value: '2'
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numberLessThanZ T

MiH A numberLessThanEquals EENHFRER/NTHET value SHHIEENHKTF. M0 .

# Evaluates to true
numberLessThanEquals: 2
value: 1

# Evaluates to true
numberLessThanEquals: 2
value: 1.9

# Evaluates to true
numberLessThanEquals: 2
value: '2'

# Evaluates to false
numberLessThanEquals: 2
value: 2.1

numberGreaterThan

MiR A numberGreaterThan BEMNHMER B AT value SHHIEENHFE, Hla :

# Evaluates to true
numberGreaterThan: 1
value: 2

# Evaluates to true
numberGreaterThan: 1
value: 1.1

# Evaluates to false
numberGreaterThan: 1
value: '1'

numberGreaterThanZF

MiH A numberGreaterThanEquals EEMHFREATRET value SHHEENEHF. i
o

# Evaluates to true
numberGreaterThanEquals: 1
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value: 2

# Evaluates to true
numberGreaterThanEquals: 1
value: 1.1

# Evaluates to true
numberGreaterThanEquals: 1
value: '1'

# Evaluates to false
numberGreaterThanEquals: 1
value: 0.8

KEXHF
UTHEREEFREXHFRFEIREXHF XM REEFHE,
XHEMFFRZERF

* binaryEXxists

« fileExists

« folderExists

» fileMDS5Equals

» fleSHA1Equals

» fileSHA256Equals
» fileSHA512Equals

binaryExists

WA ARFESRREPRETM. Hm:

binaryExists: 'foo'

(® Note

£ Linux Ml macOS R4 L , R TR NNWNARERFfoo , HTEFREELLT bash tn =48
@ : type foo >/devinull 2>&1 , HF$? == 0RRELRK I,
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£ Windows & L, TR ANNAREF oo , HTERBESSLASTEXITCODE = 0%~
Rt & C:\Windows\System32\where.exe /Q fooly PowerShell &5 #E.

fileExists

N EEERE EREBFEXM. BUNRHEXNBEEIENKRE, NREEENVEFEHFER—
N, MERWITELSRA true, Fl0

fileExists: '/path/to/file'

(® Note

£ Linux M macOS R4t , HTEFREELLT bash (s w#48E : -d /path/to/file , &
i $? == 0 KRB,
£ Windows R4 £ , iX5 PowerShell an 5 # T{EREH[E Test-Path -Path 'C: \path\to
\file'-PathType 'Leaf',

folderExists

WiAEERR LREBFEXMHR, SUNRMBNREIANER, IREEENNEFEAER
— R, MERWITELSRA true, B0

folderExists: '/path/to/folder'

(® Note

£ Linux M macOS R4t , HTEFREELLT bash s =#8E : -d /path/to/folder ,
Hep $? == 0 R LRI,

£ Windows R4 £ , iX5 PowerShell an 5 # T{EREAE[E Test-Path -Path 'C: \path\to
\folder' -PathType 'Container’,

XHMD5E T
A AR MDS i HBERBS TREEE, il :

fileMD5Equals: '<MD5Hash>'
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path: '/path/to/file'
XHSHA1E T

AHXHR SHA1 BRERBSTEEE. M :

fileSHAlEquals: '<SHAIHash>'
path: '/path/to/file'

N HSHA256% T

AR SHA256 RABERBSFTIEEME. HlM :

fileSHA256Equals: '<SHA256Hash>'
path: '/path/to/file'

N HSHA512E T
WA 4R SHAS12 BHERBSTIEEE, HlA:

fileSHA512Equals: '<SHA512Hash>'
path: '/path/to/file'’

EEC2TOE AP ERAZEZER

ERMERATEBZERAEAN T RNTERZMFRER., EC2 TOE BEFHWIEEIRF ITMESR
HrRER, ARAHMHELBREETNESER , $SHE EC2 TOE A X EA LLBEER.

A

/A and EER , BULLEFANRZNMNERENENREXNHITIHE, HINRPOFAEREEBR
true Bt , RIEXNVITELE RN true. BN , REXAWITELER A false,

~
TEHH RGBT THENER : ZRHFENHFE, FIEBRNEREN true , AHRERANITELER R

true.

and:
- stringEquals: 'test_string'
value: 'test_string'
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- numberEquals: 1
value: 1

7

LTRREEHRITTRNMER, F—NMERNVERN false , I IHEEFEL |, BEXAHBRBEBE, RiX
AMITESRN false,

and:
- stringEquals: 'test_string'
value: 'Hello world!'
- numberEquals: 1
value: 1

xE

A or EER , BULLEANEZNMNERENENREINHTIHE., HEF—NMEENWLHRER
A true Bt , RIEXWITELE RN true, MREBELRWITELRIITH true , WREXPITE
Z£8RA7 false,

il

THHNRART TR : ZHENRT. F—PLBRHERN true , BEREANITEERR
true , EZMERBB

or:
- stringEquals: 'test_string'
value: 'test_string'
- numberEquals: 1
value: 3

LT REEHRITTHENER. F—PMHBRHNERR false , ITTEHREHTT, BN LBHERRN
true , At REXWVITELE RN true,

or:
- stringEquals: 'test_string'
value: 'Hello world!'
- numberEquals: 1
value: 1

ERRE—NROF , BNMNERNEREN false , AEREZXANIUTELE RN false,

or:
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- stringEquals: 'test_string'
value: 'Hello world!'

- numberEquals: 1
value: 3

not

/A not ZER , BAILLIAEENTEE., MRIEBRWER R false , MREXWITELE RN true,
MRLLBHERNA true , NREXWITEL RN false,

-

BT RBIITT ZRELER, EBRNERN false , REEREXNIUTESRA true,

not:
- stringEquals: 'test_string'
value: 'Hello world!'

T RBIESRIT T FRBLE, LRWERR true , AUFREXHNITELS RN false,

not:
- stringEquals: 'test_string'
value: 'test_string'

£ EC2 TOEFR E AN &

Ao RM T HEBTEE EC2 TOEFRIEBIAEMNER. BAEHNENLTESENESFS. &AL
£ EC2 TOEH AU T RBEWBIRLEN :
« for &5¥) - ERRMNEHRFS LER,
- forEach &#3
« forEach EAMASIRER - ERERVFHEES.
« forEach T RIIKXNER - ERHSBHEENERFREES,

(® Note
BREHN B FARRIERE,
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BHEHESR

- SIHEREE

- EHRLERIRE

- FRFER

o STRAER T D

SIHERZE

Eo| AR ENRSIANE , XAESTE/ALEHNLSROVMAZTEHERASI ARERX
{{ loop.* }}o WREATEATEIAE I TRNBEFEHHNEAREE,

SIARAXBEUTRAAMN :

e {{ loop.index }}-HeERHEFHIE , E5|H 0.
e {{ loop.value }}-EHaERTEXKNE,

(EEZN=EN

ERAERHE - N TRRANTEBHRFER, MREETEAEH , WALMERACXRI AL RE A
FHPWERTE, ES|HGBBEANERRKRSINE  BESENMAZTEDERST {{ loop.* }}
B {{ <loop_name>.* }}, WRERXFEATFSIAS —NMNTRNTRBHREN,

SIAFRAXHBUTERAAN :

« {{ <loop_name>.index }}-mBBEARHTERNFEMNE , ERELTF 0,
« {{ <loop_name>.value }} - S BBHNWHTERTEXRKNE,

fEAT 5| A RAEN
f# EC2 TOE MBI RERMT

« {{ <loop_name>.* }}— FEALATELE EC2 TOE L FRIA :

s MRYFEEETHSRNERE <loop_name> EIEE , N5 ARENGHENT N Y EEESTT
NSRRI BIRE

- MRGENBEARERHIAEYTSTHEERA , Il <loop_name> TR ZLEW.
« {{ loop.* }}— ERAEHFZETHSRPENNBEHRLEN EC2 TOE BTRIER,

ERER R o
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NMREFLERIANLSRPEASIARERX , W EC2 TOE FL@EMXLEREN , ARECIHAELR
R AT ER,

® Note
SIARERNMAMANMEISIEER , YAML miFSE T e ERMER,

BB AR

AT REBXAHE EC2 TOEREANBHRERRENEE MO,

ERZN = AEid)
. for fE3F

- forEach &£ A % A I RAEER
« forEach £ 7 2 Fe 5 R FEER

for &

% for BRERLTHEEFANEEAIHNLRNEENBBCEE. EREEES [start, end]
B, BRLRE.

EC2 TOE ®ifstartend, #MupdateByfH , LBRAEST LS HTERER,

for fERZEN

- name: "StepName"
action: "ActionModule"
loop:

name: "string"
for:
start: int
end: int
updateBy: int
inputs:
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RAriEmE

for @A

FER

name

start

end

updateBy

for fEHHA A RA

DU
TEIRRYE— &
o BER—HE
B EL A AR A R

ML, E4IR
HE_EI‘JO

KRR IBE,
TEIFERE
o

ERBNERE.
TEIFHERE
o

BT hEE A
RENER, ©
VR IFFENE
HIEEH, TEZ
HEERIEN,

B

B

B

- name: "CalculateFileUploadLatencies"

action: "Execu
loop:
for:
start: 100
end: 10000
updateBy:
inputs:
commands:

$f = new-object System.IO.FileStream c:\temp\test{{ loop.index }}.txt,

Create, ReadWrite

tePowerShell"

000
00
100000

$f.SetLength({{ loop.value }}MB)

$f.Close

O

fim

fim

fim

ARIA

{5 AR 4R 4 ST AE SR
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- c:\users\administrator\downloads\latencyTest.exe --file c:\temp
\test{{ loop.index }}.txt
- Amazon s3 cp c:\users\administrator\downloads\latencyMetrics.json s3://
bucket/latencyMetrics.json
-
Remove-Item -Path c:\temp\test{{ loop.index }}.txt
Remove-Item -Path c:\users\administrator\downloads\latencyMetrics.json

forEach A A% REH
Z forEach BHER—NMNEXWEIIR |, ZIRTURFZRHFEMERNRIEN,
forEach ERAM A REMIITREIR

- name: "StepName"
action: "ActionModule"
loop:

name: "string"
forEach:
- "string"
inputs:

forEach ERAm A% R A ITEIR
FE iR R HE ZRIA

BRI —F .
name e SE—BE T+

B BT R

Mt TARE

e — .

7n< nn

fm
XA
B
3

forEach fERF RTERNFER  ZHHIR
SERIES BHIR, EZHE

AKREXEN T

RPN FRFR

MAMB|SHEiE

X , YAML 4miF

{5 AR 4R 4 ST AE SR
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FE DU RE R ARIA
7 BE IE T R 1%
Bflo

forEach ERAM A SRR RO 1

- name: "ExecuteCustomScripts"
action: "ExecuteBash"
loop:
name: BatchExecLoop
forEach:
- /tmp/scriptl.sh
- /tmp/script2.sh
- /tmp/script3.sh
inputs:
commands:
- echo "Count {{ BatchExeclLoop.index }}"
- sh "{{ loop.value }}"
-
retVal=$>
if [ $retval -ne @ ]; then
echo "Failed"
else
echo "Passed"
fi

forEach ERAM ASIRMBATRHI 2

- name: "RunMSIWithDifferentArgs"
action: "ExecuteBinary"
loop:
name: MultiArglLoop
forEach:
- "ARG1=C:\Users ARG2=1"
- "ARG1=C:\Users"
- "ARG1l=C:\Users ARG3=C:\Users\Administrator\Documents\fl.txt"
inputs:
commands:
path: "c:\users\administrator\downloads\runner.exe"
args:
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- "{{ MultiArgLoop.value }}"

forEach ERAM ASIRMBATRHI 3

- name: "DownloadAllBinaries"
action: "S3Download"
loop:
name: MultiArglLoop
forEach:
- "binl.exe"
- "binl@.exe"
- "bin5.exe"
inputs:
- source: "s3://bucket/{{ loop.value }}"
destination: "c:\temp\{{ loop.value }}"

forEach £ A 2 B 5| R EIR

BEFEAQSmI Y s RO ENTEE, BENTHRNERNS , # EC2 TOE £AL BN
BRIFSNESRRNIA,

forEach £/ 2 RIIKREMNEIR

- name: "StepName"
action: "ActionModule"
loop:
name: "string"
forEach:
list: "string"
delimiter: ".,;:\n\t -_"
inputs:

forEach A 7 E% &R ARNER

FH it %7 Pt 2k
2 T IR M —

name £%. SE—-KH T & "
BRHEMERS
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RAriEmE

FE

list

iR
ML ENZX
?EEHE_EIJO

HAKFRFRA
BB FRE |, X
EZFEH-—
B2 RAE

EE—RE, thiE
ZHEAREN,
MRREARE
X, FRERAXN
sl 5 FEMNFEER
3k, BAME YAML
Yri¥eR ETAER

o

fim

ARIA

TEH

{5 AR 4R 4 ST AE SR
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RAriEmE

FE

delimiter

(® Note

DU il WEE
ATERRDZ  FRB -
BFRRNF

fFo MINFES
FH. HAEHN
PR R ARVFE
A—12Rea

[l
r

[
dJjo

&
Jo

| g
®IF U\t
i
R

TR

TREEAEIER
prig

list HERAANTTENFRFR, MRESTHERT list WR , WeEESTHEFT2R

BR HH R

{5 AR 4R 4 ST AE SR
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forEach A RIIKRMBRTRHI 1

WRBIEAUNTEERERNERXRSIAS —NMNTRAME : <phase_name>.<step_name>.

[inputs | outputs].<var_name>,

- name: "RunMSIs"
action: "ExecuteBinary"
loop:
forEach:
list: "{{ build.GetAllMSIPathsForInstallation.outputs.stdout }}"
delimiter: "\n"
inputs:
commands:
path: "{{ loop.value }}"

forEach RS RIIKRMBATRHI 2

- name: "UploadMetricFiles"
action: "S3Upload"
loop:
forEach:
list: "/tmp/ml.txt,/tmp/m2.txt,/tmp/m3.txt,..."
inputs:
commands:
- source: "{{ loop.value }}"
destination: "s3://bucket/key/{{ loop.value }}"

SRFER

BARRLSBRN—r, EANELRETHIANEZRBIF2NATENER. TREBRNNATLEERER
B, WTFFRR

« timeoutSeconds — BT EER B L MEN FERIEEMNI AR RNIZT. MRBHRZITEN , N
EC2 TOE EfTZHFTRNERKE , HABAFNZHEEBNSH. NRBEFRETERISZERER
RBERTEE |, NiZPRAOKXBOE BN RAFHREITEEN,

« onFailure - ST RN A XKL IE , MR :

« W onFailure iREHNAbort , Ml EC2 TOE BHBHHBRFEERFTBERZL R, EXIFAE
WG , FYBLE EC2 TOE FRIEN KM , HELZTiRHE,

EC2 TOE F R B R M X HHAVIRS PR E N Failed.
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® Note
EXRMNLTRZE , TEETEAEMES R,

« IR onFailure i¥ &7 Continue , Il EC2 TOE BRHBEHAHRBEIRXRBEIR ZLT R, ELIHK
REWHAHE , FHILSWEC2 TOE Hrid AEAM , REHREEITT— N,
EC2 TOE F R Bt M XHAMVIRSBIRE N Failed,

« R onFailure IREX Ignore , Ml EC2 TOE BHBHAHBREEFRXRREERX ZI R, EREHK
BidBE , FYeL R EC2 TOE #ric N IgnoredFailure , REHEETT —%,

EC2 TOE i X B R M XX AAVIRAS T IRE A SuccessWithIgnoredFailure,

® Note
XMBANKIZT , BBE-EELE , AULBHE- IS N SRRMAR L.

- maxAttempts - 8RB , BENSRAFMBERBEN LT HIZITH,
o RE - FRETHEMRS, status FREZPMERHRS. SEBANSTRSHEEDT :
« MREMNERZTRM , NBZREVRSIE @ KM,
- MRFMBEREBRY , WERORSERKZ.
- startTime - ZERIETHEFFHRETE, FRRZIMERNTTHBETEL,
 endTime - SREITHELERITA, FREKREMERHLERETE,
- failureMessage - @EEHIMIFBITE RN AMHNERES|, WRETERER |, HEEHZER

BITRM. ATHRAREMRBDRBCEENADN , RABKERREHEIMAEIRES
SERAIE A 5

BRERBIE—Mat, ERIRZTERN , EC2 TOE HAEMIINERBEHEH T
1, detailedOutput.json& i RE THNA HENENHEFAN , XEEEREERNE S
RAHPESL, THEHARGIGE WA H 5

%/ 1 B9 ExecuteBash By%i

{
"stdout":"Hello"
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}

%R 2 B9 ExecuteBash Fy% H

{
"stdout":"World"

}
S ExecuteBash B%i H

{
"stdout":"Hello\nWorld"

}

f5l7n | ExecuteBash, ExecutePowerShell Hl ExecuteBinary RR{E#ER , HiR[E STDOUT 4E
NREESREH, STDOUT EHESHRITRIERELITE detailedOutput. json RHERSERMN B HH,

EC2 TOE FA&A H kMBS R H.
EC2 TOE A EE TR /EE R

EC2 B&EMK RS ( 120 Image Builder ) £/ EC2 TOE ®{EER KA BB BB FHEMNRXBEX
VBRI HY EC2 4, AT NEAE A EC2 TOE REERMNINEUR MARESAH] , 2RO,

AHRAMNAE YAML XHEEEN, BXAXMIEENESEER |, B2 H EHEC2 TOEA X H1ELR 6!
BEEENAH,

® Note

FrEIREEREZ TR EMER S Systems Manager X IEFREIAIM~ |, BI Linux £# root
Windows EH#I NT Authority\SYSTEM,

LT XX 5| ARBERRNITHRERBENERITT 2%,

— AT

» Assert ( Linux, Windows, macOS )
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* ExecuteBash ( Linux, macOS )

* ExecuteBinary ( Linux, Windows., macOS )

» ExecuteDocument ( Linux, Windows, macOS )

+ ExecutePowerShell ( #18 )

XHETERE LA

» S3Download ( Linux, Windows, macQOS )

+ S3Upload ( Linux, Windows., macOS )

* WebDownload ( Linux, Windows, macOS )

NHRGRE

» AppendFile ( Linux, Windows, macOS )

» CopyFile ( Linux, Windows, macOS )

» CopyFolder ( Linux, Windows, macOS )

* CreateFile ( Linux, Windows, macOS )

» CreateFolder ( Linux, Windows., macOS )

* CreateSymlink ( Linux, Windows, macOS )

+ DeleteFile ( Linux, Windows, macOS )

» DeleteFolder ( Linux, Windows, macOS )

 ListFiles ( Linux, Windows., macOS )

* MoveFile ( Linux, Windows, macOS )

* MoveFolder ( Linux, Windows, macOS )

» ReadFile ( Linux, Windows, macOS )

» SetFileEncoding ( Linux, Windows, macOS )

» SetFileOwner ( Linux, Windows, macOS )

» SetFolderOwner ( Linux, Windows, macOS )
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RAriEmE

» SetFilePermissions ( Linux, Windows, macOS )

» SetFolderPermissions ( Linux, Windows, macOS )

R RERE

+ InstallMSI (Windows)
* UninstallMSI (Windows)

RERIE

* Reboot ( Linux, Windows )
+ SetRegistry (& )
* UpdateOS ( Linux, Windows )

BARITER
T— A ANE T ETHHNRERAT TR REER,

ERRTREER

* Assert ( Linux., Windows, macOS )

ExecuteBash ( Linux, macOS )

ExecuteBinary ( Linux, Windows, macOS )

ExecuteDocument ( Linux, Windows, macOS )

ExecutePowerShell ( #18 )

Assert ( Linux, Windows, macOS )

Assert BRIERRFERA LR ZEFTREZBEZETEN AR ITELER. SEFREINER (true =

false ) T"NSBRIY BN Th R K BAR TS

MREBRIEZEEEFREXNIUTELE RN true , MIZFZBRFAFFIEN Success, BN , ZFTR/IR

12N Failed. MBLSBWEM , Nl onFailure SHAESBHNE R,

BRIAERR
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RAriEmE

TN
BEWN HiR
input ag if\tt!& S
ER ﬁﬂo /EE,L,‘
“‘_ﬁﬂ_ﬂ«)\@
E%’?’I\J:t?‘rﬁiz_zﬁﬁo

ARG : £ stringEquals tbRiz E R/t

WREIPITELERRA true,

- name: StringComparison
action: Assert
inputs:
stringEquals: '2.1.1'

S 2%
XFREEFEN , £
BHRRTRIEAR

1T R

value: '{{ validate.ApplicationVersion.outputs.stdout }}'

W A RH : £ patternMatches HEEZEERFHENRER LR

XERPINITESREN true,

- name: Letters only
action: Assert
inputs:
patternMatches: '~[a-zA-Z]+$'
value: 'ThisIsOnlylLetters'

- name: Letters and spaces only
action: Assert
inputs:
patternMatches: '~[a-zA-Z\s]+$'
value: 'This text contains spaces'

- name: Numbers only
action: Assert
inputs:
patternMatches: '~A[0-9]+$"
value: '1234567890'

BRIEER
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MATRE  EREZBZEANEATENRELR

LT REERTEAZBEENMNERNTENTHRELR., MBUTE—FHBR true , Nl Assert By
TTEERN true :

« ApplicationVersion XF 2.0 ¥} H CPUArchitecture &F arm6s,
« CPUArchitecture %7F x86_64,

- name: NestedComparisons
action: Assert
inputs:
or: # <- first level deep
- and: # <- second level deep
- numberGreaterThan: 2.0 # <- third level deep
value: '{{ validate.ApplicationVersion.outputs.stdout }}'
- stringEquals: 'arm64'
value: '{{ validate.CPUArchitecture.outputs.stdout }}'
- stringEquals: 'x86_64"'
value: '{{ validate.CPUArchitecture.outputs.stdout }}'

g

Assert HYHH R RS IRAT RN R W

ExecuteBash ( Linux, macOS )

ExecuteBash#R {ERE R /o ¥ 485 B W EX shell X53/88 FIZ1T bash BIAS, ZER K Linuxo

BEDTRPEENFAE S TS TER R I H (FIH0 input.sh ) HEM bash Shell $i
7. Shell XHFRMITERRRHAB IR,

WRMAIR H AR HAE A |, NiZExecuteBashiBR AN EBREEMB 3. 194KEB3E , ZRRAERF
WATUU T REZ — -

- MR 2 M Systems Manager REHITH , ZNARFFEERAAEEREAHB, Systems Manager
RELEBERAESHZTEIEBNSR , WNHIAE S HEESESI PR

- ZNARFRFLHA executionstate , REENBIMAF[UENNITZEARRF , RAREFHE
ﬂ]%\a}bo
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RAriEmE

ERGEHMBEDE , ZEABRFHITHAENSINERLSR, MRFEERAZE , ELTRERSE

RIS % B AR — Shell 88 & R 1E,

WA
BEMN iR R AEE
commands BERH bash 187 L 1IE =

WITHETHS TS
Ko RFERAZT
YAML,

wMARE  ERAIG

name: ExitCodel94Example

description: This shows how the exit code can be used to restart a system with
ExecuteBash

schemaVersion: 1.0

phases:
- name: build
steps:
- name: RestartTrigger
action: ExecuteBash
inputs:
commands:
- |
REBOOT_INDICATOR=/var/tmp/reboot-indicator
if [ -f "${REBOOT_INDICATOR}" 1; then
echo 'The reboot file exists. Deleting it and exiting with success.'
rm "${REBOOT_INDICATOR}"
exit 0
fi
echo 'The reboot file does not exist. Creating it and triggering a
restart.’

touch "${REBOOT_INDICATOR}"
exit 194

BRIEER
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i

- sk =S
stdout BERTOIAER PR

MREHTEHSIS , HREREA 194 ERNRERRN -2 , WERERHERSISHE—
BRFERSRUAEBENT, MRHATEFSISTRBRERE , WEIRTREE KK,

ARG ERW ( BRERXAY)

{

“stdout”: “The reboot file does not exist. Creating it and triggering a restart."

}
MRS BERE (SRR )

{

“stdout”: “The reboot file exists. Deleting it and exiting with success."

}

ExecuteBinary ( Linux, Windows, macOS )

ExecuteBinary# R {EE IR L F BE A T 1T S B RIZ1T =3 &34

70 R =3 HI 3 4HR R A3 R 194 (Linux) 2 3010 (Windows) , MliZExecuteBinarytEiR 24 B R
SNEFEYD. #MRE  ZNABRFHRITUTREZ—

- WSR2 M Systems Manager REHITH , ZNARFFEERAAEREREAHB, Systems Manager
REARREEBHZTEIEEHNSR , MK EFEEEH PR,

- ZNARFRTFYEA executionstate , BEENBIMRB[UEMNITZNARRF , REEHE
ARG,

ERGEHMBEDE , ZEABRFHITHRAENSINERLSR, MRFEERAZE , ELTRERSE
RIS % B AR — Shell i & ERE,
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RAriEmE

LI

BEW

path

arguments

HWMATRE 2% NET

iR

EHATH ZH RIS
Y BR £
BEEBIToHHIX
HEMERN G TITS
TR

- name: "InstallDotnet"

action: ExecuteBinary

inputs:

path: C:\PathTo\dotnet_installer.exe
arguments:

- /gb

- /norestart

ok,

stdout

1 =l

{
"stdout":

}

ExecuteDocument ( Linux, Windows, macOS )

ExecuteDocumentiZ {ERERIGIN T N RELAHF XN TIF , N— P XRFETSNE B,

"success"

.

I+

FRBR

R HATHARER Ho

TOE BiEE1Ta R AS B & E R XA,

i

EC2

BRIEER
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BR 1

o WIREEREIT—X, TAWER , A REBINRHIMIEIN, ExecuteDocumenti®i& LA T 2RiA
B2, RZAZHE QX LEE , NSRE4EIR,

 timeoutSeconds: -1

* maxAttempts : 1

® Note
AL EEEZ , 3 EC2 TOE EARIAE.

« XNHETULURE , &RZUREZR , TEEIUES. = MRERINBRRNONERF] , BATRETS
RBREN. EXMERT , &IERBNXETFEAEMEIE,

« TAWBHRNTANXE, EAEBEREHNABRBESEXE , B RAASHRTEFERESE
Mt , M| REH , NMISIRERER. JRNIBEHMITE , EC2 TOE KFERITHIEEK
Mo
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RAriEmE

BEW

document

document-s3-
bucket-owner

phases

parameters

WG A

BEW

name

iR

AHXHENEE, B
0 GriA Ik

D TR

S3 URIs

EC2 Image Builder
AR A ARNs

S3 FEMmMEERN
JKF 1D, AT
4 SUASRY S3 17k
B, (WREE4A
#3214 URIs B EA
S3, MEWEA, )

AHXHHREEITH
MEREMES TR
FIRRKTR. MRK
EEEMEER , [z
ITARER R,

FEETRMEN REXN
&% B 48 HF AR
ASH,

SHMRFFIE

fim

i

ol

i

i

BRIEER
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RAriEmE

m
e
#

BEW iR

E{%i% A ExecuteDo

cumentiE{EIEIR [E £
IEITHY A A SRR

A E o

value FRFE =
WMASHHE,

a1 A Rl
LTFRBIERT BHXEHAZE , EARURT BN RZREE,
ARG - A SRR AR

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
inputs:

document: Sample-1.yaml
phases: build
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

WATRH : S3 URI STHYERZR

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:
- name: ExecuteNestedDocument

BRIEER
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action: ExecuteDocument
inputs:
document: s3://my-bucket/Sample-1.yaml
document-s3-bucket-owner: 123456789012
phases: build,validate
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

# AR : EC2 Image Builder A4 ARN 45 X R4E &2

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
inputs:

document: arn:aws:imagebuilder:us-west-2:aws:component/Sample-Test/1.0.0
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

{5 ForEach fE¥iE1T XY

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
loop:

name: 'myForEachLoop'
forEach:
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- Sample-1.yaml
- Sample-2.yaml
inputs:
document: "{{myForEachLoop.value}}"
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

5/ For @iz 173Xy

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
loop:

name: 'myForLoop'
for:
start: 1
end: 2
updateBy: 1
inputs:
document: "Sample-{{myForLoop.value}}.yaml"
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

i

EC2 TOE f|#detailedoutput.json®XE{TaEBE AR X . ZXHE2E1THAE
ANENMNHEXENENN BT RNIFMAER, X FExecuteDocumentiR/EREIR | BT
FoutputsFERHAKIFEMNEZTHRHE , ARBEXRZEREEDPEZTHNE., TRMXENIFME
BdetailedOutput,
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{

\"executedStepCount\":1,\"executionId\":\"97054e22-06cc-1lec-9bl4-acdes48001122\",
\"failedStepCount\":0,\"failureMessage\":\"\",\"ignoredFailedStepCount\":0,\"logUrl\":

\"\"

BMANENAEBEENRBLEAT ARG AR RBIE , MTAAR :

,\"status\":\"success\"

» executedStepCount®:1
» "executionld": "12345a67-89bc-01de-2f34-abcd56789012"
« failedStepCount®: 0

 "failureMessage":

* “ignoredFailedStepit#”: 0

° lllog

U r.III: nn

» "status": "success"

1 =l

TR RBIERT REBRENITIExecuteDocumentiRfEE SR . ELLRHIH |, main.yaml AHX
¥R INiZ1T T Sample-1.yaml A#H3X#,

"executionId": "12345a67-89bc-01de-2f34-abcd56789012",
"status": '"success",

"startTime": "2021-08-26T17:20:31-07:00",

"endTime": "2021-08-26T17:20:31-07:00",

"failureMessage": "",
"documents": [
{
"name": "",
"filePath": "main.yaml",
"status": '"success",
"description": "",

"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",

"failureMessage": "",
"phases": [
{
"name": "build",
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"status":
"startTime":
"endTime":

"success",
"2021-08-26T17:20:31-07:00",
"2021-08-26T17:20:31-07:00",

"failureMessage": "",

"steps": [
{

"name" :
"status":

"ExecuteNestedDocument",

"success",

"failureMessage": ,
"timeoutSeconds": -1,

"onFailure":

"Abort",

"maxAttempts": 1,

"action": "ExecuteDocument",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",

"inputs": "[{\"document\":\"Sample-1.yaml\",\"document-s3-
bucket-owner\":\"\",\"phases\":\"\",\"parameters\":null}]",

"outputs": "[{\"executedStepCount\":1,\"executionId\":

\"98765f43-21ed-09cb-8a76-fedc54321098\",\"failedStepCount\":0,\"failureMessage\":\"\",
\"ignoredFailedStepCount\":0,\"logUrI\":\"\",\"status\":\"success\"}]1",
"loop": null,
"detailedOutput": [

{

fedc54321098",

"2021-08-26T17:20:31-07:00",

"executionId": "98765f43-21ed-09cb-8a76-
"status": '"success",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",
"failureMessage": "",
"documents": [
{
"name": "",
"filePath": "Sample-1.yaml",
"status": "success",
"description": "",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",
"failureMessage": "",
"phases": [
{
"name": "build",
"status": '"success",
"startTime":
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"endTime":
"2021-08-26T17:20:31-07:00",
"failureMessage": "",
"steps": [
{
"name": "ExecuteBashStep",
"status": "success",
"failureMessage": "",
"timeoutSeconds": 7200,
"onFailure": "Abort",
"maxAttempts": 1,
"action": "ExecuteBash",
"startTime":
"2021-08-26T17:20:31-07:00",
"endTime":

"2021-08-26T17:20:31-07:00",
"inputs": "[{\"commands\":

[\"echo \\\"Hello World!\\\"\"1}1",

"outputs": "[{\"stdout\":
\"Hello World!\"}1",

"loop": null,

"detailedOutput": null

1]
1]
1]
1]
1]

]
]

ExecutePowerShell ( #18 )

ExecutePowerShelli2 /e 3R £ i £24E FH R EX shell X1B/8557151T PowerShell BIZA, ZiER i
Windows & # Windows PowerShell,

R A commands/instructions 18 ENFTE AR BT HER N BASIH ( Flfinput.psl) , HEH
Windows iZ{TPowerShell, Shell X4 1TH4 R 2B HKBE,

R shell A HIRHEHEHATE R , MiZExecutePowerShell RGN B REEFHEE . 3010EE 3
B, ZENARFRITUTREZ—
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- WRMH Systems Manager fRIEEZ1T , MR HABREEAE. Systems Manager REBLEBRRE
BHETRIERNSE , WNHAE G FEERFIP AR,

« RFHA executionstate , REEHBIMAF[UENTZTZNARE , RREMSIS RS

ERGEFEIE , ZNABRFITHREFNEINEELSR. IRFEEAZYE , BELTNRER

A LA 32 2 )X A AR — Shell a5 B RYERAE,
LN

BEM 1 BUN
DEEZEEPowe
rShell iBZZ1THIES

R THHER. AW
fEHZ1T YAML,

commands

file ‘@& PowerShell
BIZS SR B AR
PowerShell f$£ 1 -
file@WTITSHIIX
N HE1T. BEL
MIEM .psl X

wARE  ERWIG

name: ExitCode301@Example

l\\ =I=

E

B, WIEE
commands = file ,
EENEEEE SR

o MIMIBE
commands = file ,
B BERIRTIEE,

description: This shows how the exit code can be used to restart a system with

ExecutePowerShell
schemaVersion: 1.0
phases:

- name: build
steps:

- name: RestartTrigger
action: ExecutePowerShell
inputs:

commands:

$rebootIndicator = Join-Path -Path $env:SystemDrive -ChildPath 'reboot-

indicator’

%
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if (Test-Path -Path $rebootIndicator) {
Write-Host 'The reboot file exists. Deleting it and exiting with

success.'
Remove-Item -Path $rebootIndicator -Force | Out-Null
[System.Environment]::Exit(Q)
}
Write-Host 'The reboot file does not exist. Creating it and triggering a
restart.'
New-Item -Path $rebootIndicator -ItemType File | Out-Null
[System.Environment]::Exit(3010)
i
5 ik %A
stdout mE AT R ER B, FRE

WMRERITERMSIS , FREBHAG 3010 BMERNREERN —&2 , WEFERIHEMHISNE—
BRFERSRABENT. MRATEFNSISTRBEEREAE , WEIRTREE XK,

ARG BERE ( BRERNA)

{

“stdout”: “The reboot file does not exist. Creating it and triggering a restart."

}

MRS BERE (F IR )

{
“stdout”: “The reboot file exists. Deleting it and exiting with success."
}
X TEE EEER

T—TWRANET LERTHHERREER,
THE LERFEER

» S3Download ( Linux, Windows, macOS )
» S3Upload ( Linux, Windows, macOS )

» WebDownload ( Linux, Windows, macQOS )
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S3Download ( Linux, Windows, macOS )

£ S3Download BEEBR | BATLUF Amazon S3 WHRF—HAXN KR THEEFEA destination
BEREENA R XHR, MREENECHEEFMAXY , B overwrite HRFRENIER |, N
S3Download 2B EZX#.

source {ZE A LAIEME Amazon S3 FHIBEXNR , A UEATEESBERA (*) WEER , AT
—HERIRERCEATR, Y& source NEEERBIRN , S3Download BREERESTHRE
ZHRCRNAERNR (EXENXHEX ) . BREVBALERMILEE , BRES (/*), ATEHE
ZERTRNFFERNSR. B0 : s3://my-bucket/my-folder/*,

MRETHRIRPNEERARR S3Download BEXAW , XHRABTTLERE KM BIAVIRES.
B FR AR SRR 35 R TR BT BPIRAS

X ERRH
S3Download BAFERZIFLL T RA :

« Amazon S3 M HIF T H B T &R A 15 7E MY 243 LK,
« Amazon S3 F R ( £ Amazon S3 XHERHTERIR ) N TRIEEH AR XHX | ZXHR
LU% IR ARG E 58 B ITE A Amazon S3 X R E &3 A b STk,

IAM E3R

EXpIBE X HXER IAM ABXLMERIEZEIT S3Download BAEERKINR, HIFUT IAM BE
SR BE BT H0 2 5SS BB B S RERRY IAM A

o BAYH : s3:GetObject X bucket/object ( fl#N , arn:aws:s3:: :BucketName/* ) .

o ZAXMH : s3:ListBucket4tXt bucket/object (%l , arn:aws:s3: : :BucketName )
Ms3:GetObject & X¥ bucket/object ( fflflarn:aws:s3:::BucketName/* ) .

WA
g R il HE RN
source Amazon S3 1% FRFE b TEH
EEATHIR.
B LB ESE
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#

destination

expectedB
ucketOwner

EEPUN
MRV,
A BAfE P SR B 4R
( RERIIEE
, BIRESEE
F(/*) RT&—
PHERBIRTE
RIS R

T # Amazon S3
X R A9 < ith BR:
£, ETHEAD
X, B
XHBIEENBE
BN —D. Bl
i /myfolder
/package.
zip o

source BEEF
RENTFEBN
THRE &K
ID., FEATEIUE
WERPIEEW
Amazon S3 17
BWHATE N,

FREH

RFER

i

ARIA

RER
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#

overwrite

@ Note

DU RE T

REN EHART WRE -
WMRIEEEA IR
R HY B PR3HFR
FEFERAX
f, TR
BEAR N,
WMRRENE
B, AERAH
RELMIBEX
HrwES  FE
BREERSET
HEIRM R W

520 | Error:
S3Download:
File already
exists and
"overwrit

.t

property for
"destinat
ion" file

is set

to false.
Cannot
download.

ARIA

true

SFLATRA , ATEUR Windows X #HRERZREH#R N Linux BB&, Bl , AL C: \myfolder
\package.zip ¥ /myfolder/package.zip,
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ARG ;0 Amazon S3 X R E 15 A H#h 3T 4
AT R BE T 204a 3¢ Amazon S3 X R & &5 24 #h 34,

- name: DownloadMyFile
action: S3Download
inputs:

- source: s3://amzn-s3-demo-source-bucket/path/to/package.zip

destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022
overwrite: false

- source: s3://amzn-s3-demo-source-bucket/path/to/package.zip

destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022
overwrite: true

- source: s3://amzn-s3-demo-source-bucket/path/to/package.zip

destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022

WMATH  FEEREIBRH Amazon S3 FHENM P HIFTE Amazon S3 X R E I B A i 344k

THEHRGIETRT W Amazon S3 FHEFEFA T ERIIBIFTE Amazon S3 X RE HIF 24 X4
X, Amazon S3 & BEX#HRES , Hit , NEHSBITRTENFIENR, RAR FHHEERN 1000,

- name: MyS3DownloadKeyprefix
action: S3Download
maxAttempts: 3
inputs:
- source: s3://amzn-s3-demo-source-bucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022
overwrite: false
- source: s3://amzn-s3-demo-source-bucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022
overwrite: true
- source: s3://amzn-s3-demo-source-bucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022

L
o
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S3Upload ( Linux. Windows, macOS )

£ S3Upload 1R V18 IR AT SURF A MRS/ S #F K EAZ B FEAS Amazon S3 (U B, &R BAERMLEE
ENREREABES (*) , A LEBESEERFRNTERRE X,

g% S3Upload BIEAM , B E4&ZEA X HEFR B B 5 Amazon S3 7T,
=t ORI ESY]

o AR EEE S3 AR,
o FFXHRAPBHARM M (EABEA ) L& F Amazon S3 #HIR.
o FFARMIHR (BT recurse IREN true ) EFIE Amazon S3 BEIE.

IAM E3R

S48 B S RBH IAM B S%MEEIEIT S3Upload BEERIINE, HTUFET IAM ZKBE
I3 532 4if & SXHREBE IAM B, ZKEEAI[E B ¥r Amazon S3 FEMERF s3:PutObject &
PR, #l#N , arn:aws:s3:: :BucketName/* ),

WA

B iR il WHE ZRIA

source files/folders JRFF  F&F &R = TEH
ERN AR RR,
source X8
SBEEEF (*)o

destination EAERS AR 3 TEHR
X AR B R
Amazon S3 17
R,

recurse MRRENRN FRFE F false

true , MiEIFH
1T S3Upload,
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e DU il s ARIA

expectedB BRREHRIEE FHH B FEH
ucketOwner # Amazon S3

FEMOTEA T

BEEKF ID,

BRI

EERPEEN

Amazon S3 17

WO FTE N,

ARG F AR X4 E HIF Amazon S3 JR
LA R BE 7 an{a] S A it 32 44 & ) E Amazon S3 X K.

- name: MyS3UploadFile
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\package.zip
destination: s3://amzn-s3-demo-destination-bucket/path/to/package.zip
expectedBucketOwner: 123456789022

WARG  REBERERK Amazon S3 74 1 PRI T XX & I B Ay 34K

LT RAIRRT iG44SR R T X4 E HI2H B R B4R Amazon S3 FEMEH. ZRBIT
LEHFXHRFHRNAE , BAKREE recurse , HEHEEIARN false,

- name: MyS3UploadMultipleFiles
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\*
destination: s3://amzn-s3-demo-destination-bucket/path/to/
expectedBucketOwner: 123456789022

ARG SRR S RIS SRS s S 3K5% I3 B HIE] Amazon S3 T iE 1
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AT RGIR R T G0ADRE P SO R ST A4 SR MK 3 32 44 3R 6 I3 & ) BT B B BT R AY Amazon S3 7741

o

- name: MyS3UploadFolder
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:

- source: C:\myfolder\*

destination: s3://amzn-s3-demo-destination-bucket/path/to/

recurse: true

expectedBucketOwner: 123456789022

i
7o

WebDownload ( Linux., Windows, macOS )

WebDownload# {E#E 1R o ¥ 8@ HTTP/HTTPS tHXMIZRRE TEHRXHRM AR ( BINUEA

HTTPS ) o N THBMEBRANEBERE, ZERGEEHNEREIRZSE,

BREAFBEA , BATHEBRERSTEE 5 R, XEZIRXE steps XK maxAttempts FEHIEE

VZ2EHAFRE , MRSREERAMAER,
HREERB L EEERG, R 200 5, , AT HTTP RERBE 25 K EiR,

WA
BAEWN iR
source BMH HTTP/
HTTPS Mt
( BERA

HTTPS) , ER
& RFC 3986 ¥F
Mo RUFFEAEE

destination ARG ERY4E
XX ST
NXHFRER, X

fim

fim
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BAEN DU RE R ARIA
K R AR A ITEA
/ ERB. MRX
HrREBETR /

ZR , NEAN
NHBEE, %
REBIERIDT
AT E N
e R,
Y EAERRE
Mo

overwrite BRRE , TEH WmIRE

XU R REE
EARMRE LW
ERIE X,
mRXREH, N
FoBEAMR
& FNEAIRE
X#, HEBRE
B SREE IR
rW., BERE®
HEETREM
k&R, RE
EE A ERIFE
H AR R A
ERFHETTE
B, BERIRT
2T EXH,

7|

true
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BEW

checksum

algorithm

ignoreCer
tificateE
ITOIS

i

BEW

destinati
on

DU

HEEERRBRM
i, REN<E
ERRBNEX
ERBE TN
HHEY S FBEH AT
ey, EERAX
HIOUE |, I [E
RRHERENE
BE. RFER
#EARER,

AT itERRE
MOEZE, &
T‘8fEMD5.,
SHA1 SHA256,
M SHA512, &
B AXHRIE
DA [E] B R AR
BKME5EZE. i
FEAERRIE
o

BHRRE , SSLiE
PRIFTLHZ
B

iR KE

BT FHS
PR Y = RF
BLOEET
FHET
B

WmRE

7|

7|

ARIA
TEH

FEH

false
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BAEN iR xH
REY B PRER
&

B ARA  REE M TEEIAR M B AR

- name: DownloadRemoteFile
action: WebDownload
maxAttempts: 3
inputs:
- source: https://testdomain/path/to/javals4.zip
destination: C:\testfolder\package.zip

i

{
"destination": "C:\\testfolder\\package.zip"

}

BMARE  HENZEEXHTHE SN A B AR

- name: DownloadRemoteFiles
action: WebDownload
maxAttempts: 3
inputs:
- source: https://testdomain/path/to/javals4.zip
destination: /tmp/javal4_renamed.zip
- source: https://testdomain/path/to/javals4.zip
destination: /tmp/create_new_folder_and_add_javal4_as_zip/

i

{

"destination": "/tmp/create_new_folder/javal4_renamed.zip\n/tmp/
create_new_folder_and_add_javal4_as_zip/javals.zip"

}

MARE  TH-—MZEEXHMABEAEER , RRTHS — N EEXAHRIETEE

VITFE S HF
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- name: DownloadRemoteMultipleProperties
action: WebDownload
maxAttempts: 3
inputs:

- source: https://testdomain/path/to/javals4.zip
destination: C:\create_new_folder\javal4_renamed.zip
overwrite: false

- source: https://testdomain/path/to/javals4.zip
destination: C:\create_new_folder_and_add_javal4_as_zip\
checksum: ac68bbf921d953d1cfab916cb6120864
algorithm: MD5
overwrite: true

M

{

"destination": "C:\\create_new_folder\\javal4_renamed.zip\nC:\
\create_new_folder_and_add_javal4_as_zip\\javals4.zip"

}
BRG] : THORE M 2 SSL IAERIE

- name: DownloadRemoteIgnoreValidation
action: WebDownload
maxAttempts: 3
inputs:
- source: https://www.bad-ssl.com/resource
destination: /tmp/downloads/
ignoreCertificateErrors: true

M

{

"destination": "/tmp/downloads/resource"

}
N RGRFER

T—THFANTE T RITXHRERENREER,
NHRGBRERERER
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» AppendFile ( Linux, Windows, macOS )

» CopyFile ( Linux, Windows, macQOS )

» CopyFolder ( Linux, Windows., macOS )

» CreateFile ( Linux, Windows, macOS )

» CreateFolder ( Linux, Windows., macOS )

* CreateSymlink ( Linux, Windows, macOS )

* DeleteFile ( Linux, Windows, macOS )

» DeleteFolder ( Linux, Windows, macOS )

+ ListFiles ( Linux, Windows., macOS )

* MoveFile ( Linux, Windows, macQOS )

* MoveFolder ( Linux, Windows, macOS )

» ReadFile ( Linux., Windows, macOS )

» SetFileEncoding ( Linux, Windows, macOS )

» SetFileOwner ( Linux, Windows, macOS )

» SetFolderOwner ( Linux, Windows, macOS )

» SetFilePermissions ( Linux, Windows, macOS )

» SetFolderPermissions ( Linux, Windows, macQOS )

AppendFile ( Linux, Windows, macOS )
AppendFilelREERFHEE N BN MEI X4 ERIFENAEP,

MEXHRBESRIAES (utf-8) EFRE , AILEA encoding TUIEE X HHmIBE. RIAER
T, utf-16 Mutf-32 FADBEZTH FRDE,

RELUTERE , BEERQEEEIR

- BENXAESTHAFE.
< RBBRXHRABTHEANR,
o ZEREXHRFEHEIETEIR.

BRIEER 201



EC2 Image Builder ArfEm

LI

BAEN iR xH R AIAE AEXE XE2YE

path NHBEE. FHH = FEA TEA

il

content EMMEIX FHEH
HHRE,

i
He
i}
3
ki
A
il
I
X0

encoding ‘mBFRE. FHRH

i

utfs8 utf8, utf- =& tf-16.
LE, utf-16
LE
. utfle-
BE. utf-16
BE
. utf32, 32-
LE, utf-32
LE
. utf32-
BE
utf-32-
BE . 4mi5
BN ET
X5 K/
B,

ARG MM ASRE ( Linux )

- name: AppendingFileWithOutEncodingLinux
action: AppendFile
inputs:
- path: ./Sample.txt
content: "The string to be appended to the file"

WA RB B0 R 4RES ( Windows )

- name: AppendingFileWithOutEncodingWindows
action: AppendFile
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inputs:
- path: C:\MyFolder\MyFile.txt
content: "The string to be appended to the file"

ARG BN H4RED ( Linux )

- name: AppendingFileWithEncodinglLinux
action: AppendFile
inputs:
- path: /FolderName/SampleFile.txt
content: "The string to be appended to the file"
encoding: UTF-32

ARG ;BN HYmEE ( Windows )

- name: AppendingFileWithEncodingWindows
action: AppendFile
inputs:
- path: C:\MyFolderName\SampleFile.txt
content: "The string to be appended to the file"
encoding: UTF-32

ARG DAZEFRF SRR AN ( Linux )

- name: AppendingEmptyStringlLinux
action: AppendFile
inputs:
- path: /FolderName/SampleFile.txt

WA RB : AZZFRFERMT IS ( Windows )

- name: AppendingEmptyStringWindows
action: AppendFile
inputs:
- path: C:\MyFolderName\SampleFile.txt

i

7o
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CopyFile ( Linux, Windows, macOS )

CopyFileRFESFF XA NEEREHZEEB IR, BMINBERAT , MREHXHRESTHRFE |, %
BHORF & B I3 75 2 B % SR

MREBEEXHRPEFEERRBEBMHXMNS , WRIABRT , BERRNEBZNE X . EWNE
HRTZEN false , BEX—BINTH, HYBEZRTIREN false , A REEENBELFHEESR
EEBMA AR |, REERFELEE R, ETRNTHERES Linux F8 cp s w#EE , BUIABRT
SBH

BXHEAUNITEBEERS (Y). REEEE—IMH4BRIBR (/B \) ZETAEABERFT. R
BXHETESBEES , IMESERFEENXHEHTEFZBERXHR, NREFABEFESZ
AN, N destination MBI ALTUAXGBESTRE (/H\) G , ERT"EGBAR—D
X%,

MEENRXGRBERXHERTE , WATLIER destination MMIEE B NH R, MRKIEEB R
4B, WERARXGNBEMRUEB R XM, BRE—NXHBEIBA (/ 3\ ) ZEWERXAEE
FRANXGE, WREFASRXHFHERNXHSE , Nl destination MR A STA HEEE 5
RAF (/X \) &R,

RELUTERR | BEERSIEELEIR

o BERIEREXHFRFPEIRH,

- BXHEETHAERE,

- EEEEEEEXHEBNXHER , H overwrite EIIRE N false,
o RERRERITRERETEIR,

A
BEH R el HEE ERIAE AEZE XL A
source TR A% FRFE = TEH TEH =
=,
destinati BFHRXHE Z&FH b3 TEH TEH b
on &,
overwrite WMRIREHN HRE B true TiEH =

Hix , S8
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4

H

BEW iR et AMINE WiEXE

ENVECZ
FEERE
ERMHIX
et , BAR
XHEFTE
WER.

ARG . EHI3H (Linux)

- name: CopyingAFilelLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt

ARG EHIHF (Windows )

- name: CopyingAFileWindows
action: CopyFile
inputs:
- source: C:\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt

ARG - fERRS B E IS ( Linux )

- name: CopyingFileWithSourceFileNamelLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/

W ARG SRR R EHISXH (Windows )

- name: CopyingFileWithSourceFileNameWindows
action: CopyFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt

XEE2YE
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destination: C:\MyFolder\

A RA  ERBEAE SIS (Linux)

- name: CopyingFilesWithWildCardLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

W ARG EFEE AT E I3 (Windows )

- name: CopyingFilesWithWildCardWindows
action: CopyFile
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder\

BMARG  EFIXHMAEE (Linux )

- name: CopyingFilesWithoutOverwritelLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt
overwrite: false

wWMARE  EFXHFMAERE ( Windows )

- name: CopyingFilesWithoutOverwriteWindows
action: CopyFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt
overwrite: false

i

7o

BRIEER 206



EC2 Image Builder ArfEm

CopyFolder ( Linux, Windows, macQOS )

CopyFolderfR EERF X R MNIEEEREHFIEIIEE B#F. source MM AN ES HIH XH
X , destination WM AR R 4RABHEH 4R, BMIAMERT , MRBFRXHEREEZT
RAREE |, ZEPF SRR SR BZHR,

MREENHRFPELXEFEEEEERMHXHRX , NERIANBERT , BEERSBENEHRX, &7
DINBZRINIRENRN false , BEX—BINTH, NMRNEBEZRINIREN false , HAEEENED
KBFHEERRBEBMIHR | BEERFIRELE IR,

RXREBHAILGEBEM (*)e REERFE-—IMNXHBESRA (/ R\ ) 2EFAIEABER,
MERNHREHHESRBEN , WAASEBRAFTENXHREEFEFT B X, IRECARE
BRFEFRZANXHER , W destination B AMTUXHBEDRE (/ N\ ) 5 , XXRRE
Prf AR — N R,

MEBERXHREHERXHXEHRTE , WHLER destination IETUEE B X 4R B .
MBERIBEEBRXHXRER , MEARXGRNEFRUBBERIHRX. RE—NXHFEREDE
F(/R\) ZENEAXEEERAXHXER. REFRSRXHXERAOXHRER , N
destination ETM M A ST HBRED R (/ R\ ) &R,

RELUTERR | BEERSIEELEIR

s BEREREXHKPRIBRIHR,

s BXHREBITHTEE

- EEEEEREXHRBMIXMHEFR , H overwrite EIIRE N false,
o RERRERITRERETEIR,

A
BEW R R HEE ERIAE AEZE XL A
source BRXHREE FHEH = TEH TEH =
=,
destinati BE#HX#HR F&KHE = REA TEA =
on B,
overwrite WMRIREHN HRE B true TiEH =

Hix , S8
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RAriEmE

4

H

BEW iR et AMINE WiEXE

ENEFE
ZFEER
EEB W
X HRET
B ¥R3 4K
A=Y % )
o

ARG EHIXHR ( Linux )

- name: CopyingAFolderLinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/SampleFolder
destination: /MyFolder/destinationFolder

WARE : EHIHR (Windows )

- name: CopyingAFolderWindows
action: CopyFolder
inputs:
- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\destinationFolder

W ARG ERIRSOE R B FRE BT ( Linux )

- name: CopyingFolderSourceFolderNameLinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/SourceFolder
destination: /MyFolder/

W ARG fERRS R B BRE B3R R (Windows )

- name: CopyingFolderSourceFolderNameWindows
action: CopyFolder
inputs:

XEE2YE
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- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\

BARG  ERABEMAEFIXHR (Linux )

- name: CopyingFoldersWithWildCardLinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

i ARG EREE AT E SIS R (Windows )

- name: CopyingFoldersWithWildCardWindows
action: CopyFolder
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder\

WMARG  ERBERVBER T EHIHRK ( Linux )

- name: CopyingFoldersWithoutOverwritelinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/SourceFolder
destination: /MyFolder/destinationFolder
overwrite: false

WMARG  ETREZRVER T EHXHK ( Windows )

- name: CopyingFoldersWithoutOverwrite
action: CopyFolder
inputs:
- source: C:\Sample\MyFolder\SourceFolder
destination: C:\MyFolder\destinationFolder
overwrite: false

ok,

7co
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CreateFile ( Linux, Windows, macOS )

CreateFileBRERRIEBEMBERIRN M. BMINBRT , MBAFRE , ZERELLUEFHF A BRI H
*o

MREBEEXHRPEFEZN , MRIANBAT , REFERSBEHBEZNA NS, EAILLRERIET
RERN false , BEX—RINTH, HBRRIMREN false, FHEEENVECLFEEREESR
PRV SRR | BRAFE SRR B 45 1%,

MR XHRBESERINGS (utf-8) EFRRE , LA encoding TS ENXHRIEBE. BRIANER
T, utf-16 M utf-32 FRHDMRFTFHRB,

owner, group, M permissions A& A, permissions WAL R FHRE, MRKE
HERIAE , FEARIAENEXHS, Windows FARKIFXLLET, MRAE Windows & L AE
owner, group M permissions , MR ERPOFIIE HIRE SR,

BERAFEIR AT DL B2 — N 32, ENREBRERGRIBIA umask HE L, MREBEIMINE , WS

%i& umask B,
REUTERE , BIEERSIRE4EEIR

« SBTRIERE TEHY R 3R 638 ST F SR
- BERRENTRENBEIEIR,

A
BEH iR e NE HRIAE A2 E XELEA
path XHEE, FrFE = TEH TEH =
content XHHXAR FrFEH = TEH TEHR P
AR
encoding (wBFE. FHRSB B utfs8 utf8, utf- 2 tf-16.
LE. utf-16
LE
. utfle-
BE., utf-16
BE
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BAEN 1R AMINE AEXE xFe¥a

=
¥
H

. utf32,
LE, utf-32
LE
. utf32-
BE
utf-32-
BE . 4mi5
I ET
X5 K/
E.
owner RAF&E FRFER B FEH FEH Windows
1D, PRXEF,
group HAFMDR FRIH B HaAF. TEA Windows
1D, PRXE,
permissio X#MR. FHH B 0666 EHA Windows
ns PARXZHE
overwrite MWRIBEX HRE B true ERA =
in: OR=E
BAEFE,
N ERIATE
RE Sk
BEiZER
false T
Bf 1k ST #F
WEMRE
e

BARG : QBN MAESE (Linux)

- name: CreatingFileWithoutOverwritelinux
action: CreateFile
inputs:

BAEER 211



EC2 Image Builder ArfEm

- path: /home/UserName/Sample.txt
content: The text content of the sample file.
overwrite: false

BMARG : QB4 MAZEE ( Windows )

- name: CreatingFileWithoutOverwriteWindows
action: CreateFile
inputs:
- path: C:\Temp\Sample.txt
content: The text content of the sample file.
overwrite: false

W ARB  BIRT XHE T

- name: CreatingFileWithFileProperties
action: CreateFile
inputs:

- path: SampleFolder/Sample.txt
content: The text content of the sample file.
encoding: UTF-16
owner: Ubuntu
group: UbuntuGroup
permissions: Q777

- path: SampleFolder/SampleFile.txt
permissions: 755

- path: SampleFolder/TextFile.txt
encoding: UTF-16
owner: root
group: rootUserGroup

A RB SIS E ERY S

- name: CreatingFileWithoutFileProperties
action: CreateFile
inputs:
- path: ./Sample.txt
- path: Samplel.txt

WARE A2 -2 UBEE Linux FEMARHE -2

- name: CreateSkipCleanupfile
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action: CreateFile
inputs:
- path: <skip section file name>

BXEZEER | BSH BE Linux BEBIZA

i
%O

CreateFolder ( Linux, Windows, macOS )

CreateFolderlR FEREREMBEQIZ— XX, BINMBAT , MBFE , ZERESLEIF T K

B AR,

MRBEBEEXHRFEFEZXHR , MBRIAMBRT , RIEERABHNBENEXMHR, BAANEE
EIIREN false , BEX—EIANTH,. WRNBZRIREN false, HEEEENECLFELEE

BEEBMHXHRX , BERRFIREHEIR.

owner, group, M permissions BH %M A, permissions W ALRNEFRFHEE, Windows
FEPFZFXEET, MRE Windows ¥ & LM% owner, group M permissions , NItb#R

PRSI H IR E 1R

LR ERR AT L GIE — R |, ERRARERSNVIRIA umask HE . WMREEZIHINE , M

FIEE umask B,
REUTERE |, BRIEERSIRE IR

- BEREREMESIRXHFXK,
- BERRERTREMBEIER,

A
B2 BN el AEE ZRIAE EIE:35 XiE¥EL2FEA
path XA R FrFE = FERA FER =
=,
owner BAF&am AR = HE AR, TEH Windows
IDo FARXE,
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RAriEmE

BEM N 3] HFE BIAE AEEZE XFE¥E
group HAMD FRIER B Ha AP TEA Windows
IDo 4, RAXE.
permissio 3X#XiX FRFE B 0777 FER Windows
ns IZEO EFI?Fi%O
overwrite MREEX HRE & true TiE A =
BB
ELFHE ,
BRI
T, Rk
EiREN
false ]
B b 344
WB M E
o
BMARG : BIERIHX (Linux)
- name: CreatingFolderLinux
action: CreateFolder
inputs:
- path: /Sample/MyFolder/
BARG : BIEXHX (Windows )
- name: CreatingFolderWindows
action: CreateFolder
inputs:
- path: C:\MyFolder
ARG BIRIEE X RE MR XK
- name: CreatingFolderWithFolderProperties
action: CreateFolder
inputs:
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RAriEmE

- path: /Sample/MyFolder/Sample/
owner: SampleOwnerName
group: SampleGroupName
permissions: 0777

- path: /Sample/MyFolder/SampleFoler/
permissions: 777

MARS : QI NERIAFXHERNXHER (0T ).

- name: CreatingFolderWithOverwrite
action: CreateFolder
inputs:
- path: /Sample/MyFolder/Sample/
overwrite: true

i
%O

CreateSymlink ( Linux, Windows, macOS )

CreateSymlinkiR{EER QI B S EEHTEXN F — N XHH 5| A, Windows AR RIFILE

o

path # target TR A AT A RLEITIERE , B AT AR X R, MR path IETA A SHEX

£, Mol eRERNeNEE,

RABRT , YEEXHRPEFEEREESMNEEN , BERRQIREHEIR, B force

EIMIZRE RN true , BEIX—BIATH. ¥ force EIIRERN true Bt , BHRGE S M AEHEE,

MRRXXHRAFE , MWRIABERT , BEERSUIE R A X GIREMHK.

RELTRERE , BERRSEEEIR

« BRXHAESTHAFRE,
- CEFEEREERMIIERS#EXHS,
- BERREMTREMNBEIER,

BRIEER
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LI

BEW iR i WAEE ERIAE A2 E TEEFAE
path XHER, TS = FEH FER Windows
PR E,
target NEHEE FHH = &R TiE A Windows
By B #r3 PR E,
HEER,
force HEMMERE WRE B false TEA Windows
HEEEEE FRX%E,
B, 5E
B EEE,

A RB  BIEE S Bl R SRRV T S ek

- name: CreatingSymboliclLinkWithForce
action: CreateSymlink
inputs:
- path: /Folder2/Symboliclink.txt
target: /Folder/Sample.txt
force: true

W ARA : SIRTE G SR RA T S ek

- name: CreatingSymboliclLinkWithOutFozrce
action: CreateSymlink
inputs:
- path: Symboliclink.txt
target: /Folder/Sample.txt

fan
7o
DeleteFile ( Linux, Windows, macOS )

DeleteFile#® fERR R BR 45 E 2 B8y — NS U
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path WA AN ZRERHN XA BERINHBPHEBEEA (*) IX4HERE. IREXHRTFEEEE
BORF , W@ — 3043k h S & B AF PR B B9 Fi A ST A ER R AR BR o

RELTRERE , BEFERRSEEEIR

o SETTRNATINBRAVERAE
- BERRENTREMNBEIER,

LD
BAEN iR RE B AMINE AEXE XE2YE
path NHBEE, FHH = FEH FEH =

A RB : BERE A4 ( Linux )

- name: DeletingSingleFilelinux
action: DeleteFile
inputs:
- path: /SampleFolder/MyFolder/Sample.txt

ARG M BRE AN ST ( Windows )

- name: DeletingSingleFileWindows
action: DeleteFile
inputs:
- path: C:\SampleFolder\MyFolder\Sample.txt

ARG - BIBREA B E G BH X ( Linux )

- name: DeletingFileEndingWithLoglLinux
action: DeleteFile
inputs:
- path: /SampleFolder/MyFolder/*1log

ARG BIBRUA A AL BRI X ( Windows )

- name: DeletingFileEndingWithLogWindows
action: DeleteFile
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inputs:

- path: C:\SampleFolder\MyFolder\*log

W ARG B BRYE E SRR PR 32 ( Linux )

- name: DeletingAllFilesInAFolderLinux

action: DeleteFile
inputs:

- path: /SampleFolder/MyFolder/*

ARG BRI E SRR BYFRE XA ( Windows )

- name: DeletingAllFilesInAFolderWindows

action: DeleteFile
inputs:

- path: C:\SampleFolder\MyFolder\*

fi
%O

DeleteFolder ( Linux, Windows, macOS )

DeleteFolderi® YEA& SR Ml B ST4F 52

MBZXHRTRZE , MBI force IETIRE RN true FTEEMBRIZXHIERERNSE., MREBRET
force INRE N true , HBBRERBRAXHFIFTANZE , MIREERSIREIEE IR, force AR

IAMER false,

RELTHERE , BEERSEEEIR

« BERHATHEREVIRAE,
- BERRERTERENBEIER,

LN
BEM iR EFi]
path AR R FrFE

VA
%,

d

#

AIAE AEXE XE2YE

FER TEA =

fim

BRIEER
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BAEN R xH B MINE

&

force TeXHR HRE = false
ERAF A R Z
XHX,

WATE . £/ force ETMIBRIFZE XHK ( Linux )

- name: DeletingFolderWithForceOptionLinux
action: DeleteFolder
inputs:
- path: /Sample/MyFolder/Sample/
force: true

WATEl . £/ force EUMIBRIEZE X HXK ( Windows )

- name: DeletingFolderWithForceOptionWindows
action: DeleteFolder
inputs:
- path: C:\Sample\MyFolder\Sample\
force: true

ARG MIBRIZAHK ( Linux )

- name: DeletingFolderWithOutForcelLinux
action: DeleteFolder
inputs:
- path: /Sample/MyFolder/Sample/

ARG BIBRI AR (Windows )

- name: DeletingFolderWithOutForce
action: DeleteFolder
inputs:
- path: C:\Sample\MyFolder\Sample\

i b

FEH

XEE2YE

=
=

BRIEER
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7o

ListFiles ( Linux, Windows, macOS )

ListFilesiRIEIEIRFIH TIREX AR P, ZERETIREN true B, FHH FXHRFRHL
fro RMIABRT |, BARRAFIH F XK A

EIHEMESEEERNCENFENXH , BFEA fileNamePattern MR HZE
N fileNamePattern ETUIEZBEEAF (*) H. =M fileNamePattern B , FHREISEEXH A
% =X T EL Y PR R S0

RELTERE , BEERQIBEEIR

« BENXHRESTRHAFE,
o« SETTRESE TEAY R 343K A B 38 ST s S0 R
- BERRERTREMBEIER,

A
BEH BN el WE ERIAE A2 E XiE¥EL2FEA
path XA B FrFE = FERA TER =
=,
fileNameP ZEE LY Z&FEH B TEH TEH =
attern HEHEZ
B TEH
EXHH
B,
recursive BHIENX HRE i false TEH =
3 i 32
%,

ARG ;B E SR REI A ( Linux )

- name: ListingFilesInSampleFolderLinux
action: ListFiles
inputs:
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- path: /Sample/MyFolder/Sample

ARG ;B3 E R B EY A (Windows )

- name: ListingFilesInSampleFolderWindows
action: ListFiles
inputs:
- path: C:\Sample\MyFolder\Sample

HATRBI : BIHBAB AR ST ( Linux )

- name: ListingFilesWithEndingWithLogLinux
action: ListFiles
inputs:
- path: /Sample/MyFolder/
fileNamePattern: *log

WMARG : FIHEB AR LRI ( Windows )

- name: ListingFilesWithEndingWithLogWindows
action: ListFiles
inputs:
- path: C:\Sample\MyFolder\
fileNamePattern: *log

ARG IR B

- name: ListingFilesRecursively
action: ListFiles
inputs:
- path: /Sample/MyFolder/
recursive: true

i
BEW iR et
files XHHR, FHH

1 =l

BRIEER
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{
"files": "/samplel.txt,/sample2.txt,/sample3.txt"

}

MoveFile ( Linux., Windows, macOS )
MoveFilel@ R BRI XM 18 E R B 3) B E B #7.

MREBEEXHRPEFEZXMG , MRIABRT , REERSBZUA XM, ELHERRIUREN
false , BEX—BIATH, HBHREXTIREN false , HEEREVNECLFEEREERHTN
frat , BERREEER, HERNTHERES Linux F0 mv i 5HEE , BRABERT2BE.

BXHE AL EEREN (*) RAE&KE-IMNXHREIRA (/H\ ) 2B IEABERSF. MR
BXAEPLEBEA , WMEERENFEEN XABHERT B XHX, MREEFABRETE S
AN, W destination BB ALTAHFBESRAT (/ N\ ) ER , IRREFBAR—D
MR,

MEENRXHGRBERXHERTRE , WAILIEER destination IS E B NH B, MRKIEEB R
XHE , WERARXGNBEMRBUEBE RS, BRE— N XHBEIBA (/ B\ ) ZEHNERXAEE
FRAXHE, MEEFERASREXHHERN S , U destination ETAY i A LTSRS
RAF(/\) &R,

KELUTERE | REERSIREEIR

« BENERBEXHRHP B,

s BXHEETHARERE.

- EEEEEREXHBHXHR , H overwrite EIIIRE N false,
o REERERITREREREIR,

LD
BEN iR e AEE MINE AEXE XE2Y¥E
source RSB SRS = TER TEH =
%o
destinati BHRX#E FHH = FER TEA =

on =,
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RAriEmE

BEH R el AEE ERIAE A2 E
overwrite MWMRIZEHN HRE = true TEHR

Hix , G5
ENVECZ
FEERE
EB M
et , BAR
XHEFTE
WER.

BARG : BIXH (Linux)

- name: MovingAFilelLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt

ARG BB (Windows )

- name: MovingAFileWindows
action: MoveFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt

ARG - fERRS A BB X ( Linux )

- name: MovingFileWithSourceFileNameLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/

W ARG ERTRS BB S (Windows )

- name: MovingFileWithSourceFileNameWindows
action: MoveFile

XEE2YE

=
=

BRIEER
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inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder

A RB  ERBEEAFBE M (Linux)

- name: MovingFilesWithWildCardLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

AR ERBE B XA (Windows )

- name: MovingFilesWithWildCardWindows
action: MoveFile
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder

WMATE - B XHEMAESE (Linux)

- name: MovingFilesWithoutOverwritelLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt
overwrite: false

BMARG : BHXHFMAEE ( Windows )

- name: MovingFilesWithoutOverwrite
action: MoveFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt
overwrite: false

i
o
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MoveFolder ( Linux, Windows, macOS )

MoveFolderi# SRR XK M IEE R BB FHEE B4R source BIMBARERIINXHAXK , M
destination METIRYfar A R IR MK A BB BB XHR,

MREBMRRXHERS destination WM AEZITRAEE , NBRIAMBERT , BREEEEWE
PR IA B S %,

MEBHRXHRFPEFESEXHRMERAXHRX , NEIANBERT , BEERSBENET R, &H
DINBERIIRERN false , BEX—BIANTH,. NMBNEBEZRIIREN false , HEEERENED
ZKGFEEEEREERMHXHR | BEEYIFIREEIR,

BXHREMATUTEBERAT (*) REERE—IMNXHBREIR (/N \ ) ZETIFERBEER.
MBRXHRXEFTISEBHRA , WMESBRFTEN X GXBHESZBEHRXMR, MREFHE
BB SN XX , Il destination M ADTIAXGEESRET (/B \ ) EB , XxR=E
PRI R — IR,

MREFRXHREMERXEREHRTE , MALER destination ®&IIEE B X HFRE .
MRRIEEERXHXRER , VUFERARXEFRNERRVNEZEER XX, RE—INXHFBESRB
BF(/H\) ZENEMXAREBFR N XGREH. MREFEASRXHRERBNXGRER , N
destination MMM AMTIAXGERELSREF (/3 \ ) &=2o

RELUTERE | BEERSIREEIR

o BEREEBRXGKPREIHE,

o BXHRESITHTFEE

- EEEEERERMMXHER , H overwrite EITIRE N false,
o RERERERITREREREIR,

LD
BAEN iR xH %' AIAE AEXE XE2Y¥E
source R HEREE  FRFE = FEH FEH =
%o
destinati BHX#X FHH = FER FEA =

on BB,

BAEER 225



EC2 Image Builder

RAriEmE

4

H

BEW iR et AMINE WiEXE

overwrite WMRZEHN HRE

iR, Hig
ENEFE
KEFEER
EERB M
XK,
B AR R
HramE
",

i

true TEHR

BMARG - BIISXHXK (Linux)

- name: MovingAFolderLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/SourceFolder
destination: /MyFolder/destinationFolder

ARG - BB MR (Windows )

- name: MovingAFolderWindows
action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\SourceFolder
destination: C:\MyFolder\destinationFolder

ARG ERIRX KRB XX ( Linux )

- name: MovingFolderWithSourceFolderNameLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/SampleFolder
destination: /MyFolder/

ARG ERIRSE R B BB AR (Windows )

- name: MovingFolderWithSourceFolderNameWindows

XEE2YE

=
=

BRIEER
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action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\

W ARB : ERBE BRI AR (Linux)

- name: MovingFoldersWithWildCardLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

WMARE : EABE/FB MR (Windows )

- name: MovingFoldersWithWildCardWindows
action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder\

WMATRE  ERBENER TBBIXHRX (Linux )

- name: MovingFoldersWithoutOverwritelLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/SampleFolder
destination: /MyFolder/destinationFolder
overwrite: false

WMARG  ETREZRER T B3 IHK ( Windows )

- name: MovingFoldersWithoutOverwriteWindows
action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\destinationFolder
overwrite: false

fa
o
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ReadFile ( Linux, Windows, macOS )

ReadFile R ERRIEMFRABRENNANENART, ZERAATERXXHERNS , MEBS&EER
SLEBAFEH , NEATFIEEHBIER console.log X, NMRIEEMREBRTSHEE |, N ERE
REBFRXHNAR. ZERNEZF AR,

MBEXHRBESRIAEG (utf-8) EFRE , ATLMEA encoding TS E X HRBE. BIANER
T, utf-16 M utf-32 EANMHFETH FRHL,

HINMBERT , WERTEF XN AITEEl console.log XHH, B LUET
printFileContent BMIREN true RBZHIRE,

ZERABRENHHNAE ZEIRTEBEN XM ( H120 Excel 3 JSON X4 ) o
REUTERE , BEERQIREHIR
« RXHEEITRAEE.
- BERRENTRENBEIER,
LD
BAEN iR xH R AINE AEXE xXEFEE2¥E
path NHBEE. FHH 3 TER FEH

¥

encoding ‘mBiRAHE., FHRSH B utfs utf8, utf- 2 tf-16.
LE., utf-16
LE
. utfle-
BE, utf-16
BE
. utf32, 32-
LE, utf-32
LE
. utf32-
BE #
utf-32-
BE . 43
R ET
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BEM iR KA U= RIAE AEZE TEHLESR
X2 K/
(=
printFile X#HA WmRE B false FEH £,
Content BITENE
console.1l
og X
F,

W ARG REUIH ( Linux )

- name: ReadingFilelinux
action: ReadFile
inputs:
- path: /home/UserName/SampleFile.txt

ARG RELH (Windows )

- name: ReadingFileWindows
action: ReadFile
inputs:
- path: C:\Windows\WindowsUpdate.log

ARG BRI IR E RN

- name: ReadingFileWithFileEncoding
action: ReadFile
inputs:
- path: /FolderName/SampleFile.txt
encoding: UTF-32

ARG BB HFHEITEIR console.log X

- name: ReadingFileToConsole
action: ReadFile
inputs:
- path: /home/UserName/SampleFile.txt

BRIEER
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printFileContent: true

i
FB iR
content XHAR.
i R Bl
{
"content" : "The file content"
}

SetFileEncoding ( Linux, Windows, macOS )

SetFileEncoding# R FERIE NI B XHF W RIBE . ZERALUFGXHHEBM utf-8 BRI NIEEN SR
EE}*’T‘}EO %ﬁi)\'%?ﬂ? , utf-16 *ﬂ utf-32 ﬂglj\ﬁ#‘ﬁiﬁﬁgﬁﬁgo

REUTFERN | BAEERARRHEE -
. BEARITIEEBL,

« BB R,

. BAEERERTRIENBEIEIR,

A
‘AN iR el NEE
path NHRE, FHH 2
encoding ‘mBEWHRAEE. FRH &

MINE
TEH

utf8

TS E
RER

utf8, utf-
LE, utf-16
LE

. utfle-
BE., utf-16
BE

. utf32,

XE2YAE

fim

tf-16.

32 -

BRIEER
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BAEN iR xH B AMINE AEXE XEE2YE

LE., utf-32
LE

. utf32-
BE A
utf-32-
BE . 4mi3
‘TN ET
X 55 K
=

BWARE  RENHRBEMYE

- name: SettingFileEncodingProperty
action: SetFileEncoding
inputs:
- path: /home/UserName/SampleFile.txt
encoding: UTF-16

fi
oo
SetFileOwner ( Linux, Windows, macOS )

SetFileOwneri& EE RIS MM E X Wowner MgroupfiEEB . NMREBEXH 2T EEEE |, NIE
BAHESUR B owner B, Windows AR IFILEIR,

ZEREZIAFEMABENTA. MRAREHAE , WZERSRNHENAFRBEE S BLZA B
Elggﬂo

RELUTRERE , BEERQIREHEIR
« BERPITEEE L.

- EENRAFARABEETHAEE,
« RXHEEITRAEE.

- BERREMTRENBIEIR,
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A
BEW iR E¥ii]| NE ZRIAE AEZE YEEFAE
path XHBERE, FHEE = & H FEH Windows
FARXE,
owner AF&, FRIER = EA TEHR Windows
FRXE,
group AFEmNE FHFE = AFETH TEH Windows
o HEBE o FARXE,

MARE  REXHBEERMEMAEERFARMR

- name: SettingFileOwnerPropertyNoGroup
action: SetFileOwner
inputs:
- path: /home/UserName/SampleText.txt
owner: LinuxUser

BMATRY  BIEERMBENAFEARREXHAEERMY

- name: SettingFileOwnerProperty
action: SetFileOwner
inputs:
- path: /home/UserName/SampleText.txt
owner: LinuxUser
group: LinuxUserGroup

fan
%O

SetFolderOwner ( Linux, Windows, macOS )

SetFolderOwner#R fERE R L 5 5 A K IE XK Wowner MgroupfiBEEE M. RIAMBERT ,
ZERALUER L HRPFIEABRNFMEN. BRI recursive IEBURE N false UBEZ T

Ao Windows FERZFFIULIER,
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ZEREZIAFEMABENTA. MRREHAE , WZERSRNHENAFRBEE S BLZAFFIE
Elggﬂo

RELUTRERE , BERRSIEEER

« BEBMITEEB R

- BEENAFSREBEEEITRAEE.
© EXHFRESBITHANFE,

- BERRERTRENEIER,

WA
BEM iR i B ZRINE AiEZE XEL¥A
path & FRIER = TiE A FEH Windows
%, PR,
owner RAFA, RSB = EA TEA Windows
PR,
group RAFRANE FHH B RAFRFETH TEA Windows
o H B o PR E,
recursive MWRIEEN MHRE B true FER Windows
false , ¥ PR,
BEIBUX
HERERN
BTN
ZRINTTRH

MARE  REXNHRFBEERMEM A EERFARNR

- name: SettingFolderPropertyWithOutGroup
action: SetFolderOwner
inputs:
- path: /SampleFolder/
owner: LinuxUser
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RAriEmE

MATRE  REMNHRFBEEREMABENHRFABEATHAEN

- name: SettingFolderPropertyWithOutRecursively
action: SetFolderOwner
inputs:
- path: /SampleFolder/
owner: LinuxUser
recursive: false

mARE  BEEEAFABHRREXHFIARE S

- name: SettingFolderPropertyWithGroup
action: SetFolderOwner
inputs:
- path: /SampleFolder/
owner: LinuxUser
group: LinuxUserGroup

f
o

SetFilePermissions ( Linux. Windows., macOS )

SetFilePermissionsi& EE RIS XM B XHH . permissionsWindows F AT X FFULER,

permissions M AR FRFE,

IR EERFR -, ENRARERSEERIAN umask EE N . MREEZMINE , WATR

& umask B,
RELUTERE |, BIEERSIRE IR

« BEBMITHEEB R
« RXHESITRAEFE.
- BERREMTREMBEIER,

BRIEER
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LI

BEW ik e ¥it N ZRiAE AESE XEE2¥A
path XHERE, FHEE = TiE A FEH Windows
PARXZRE.
permissio X##NR. FHHE = TiE A FEH Windows
ns EFI?Fi%O

ARG ABBOSHER

- name: ModifyingFilePermissions
action: SetFilePermissions
inputs:
- path: /home/UserName/SampleFile.txt
permissions: 766

i
o
SetFolderPermissions ( Linux, Windows, macOS )

SetFolderPermissionsiEE R LLE T F IE XM E X R R EME FXHHF X4
K, permissionsBRINERT , ERTLUEHIEENH R P FIERNBTHNRR, Ea]LUN
recursive ®EIIRE N false ABEIITH. Windows F AR RFULEBR,

permissions M AR FRH{E,

EEIRVEAR IR A AR TR IR AE R SRV RIA umask EE AR, MRBBSZIINE , MAHRE umask
=8

RELTERE , BEERQIREHEIR

« BEBMITHEEB R
« RXHRESTHAFE,
- BERRERTERENBEIER,
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LI

BEW ik il N ZRiAE AESE XEFEEFA
path XK & FRIE = TiE A FEH Windows
%, PR,
permissio XX FRE = TiE A FEH Windows
ns IZEO EFI?Fi%O
recursive MWMRIZEEHN HRE & true TiEA Windows
false , ¥ RARZHE,
BEBUX
HRAEN
B IBRAYER
AT H,

W ARB  RE SRR

- name: SettingFolderPermissions
action: SetFolderPermissions
inputs:

- path: SampleFolder/
permissions: 0777

ARG REMXHRNRM SR CHERAERNBHINR

- name: SettingFolderPermissionsNoRecursive
action: SetFolderPermissions
inputs:
- path: /home/UserName/SampleFolder/
permissions: 777
recursive: false

i

7o
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ML RBRIE
T—ZONET ZENHHRGVIRIEER,
IAM E3R

MBEBHLZRETHEZE R S3 URI, NI EEHEHIEE XXM IAM B4 MERIZTT
S3Download REERNNE, ERFAAENRE , 5% S3:GetObject IAM KL 112 535 HlEl &
XHXEE IAM B | HIEEF#ENERR, Hli , arn:aws:s3:: :BucketName/* ) .

87 MSI A

WRENMAFHFREENEISFH ("), WARERTHE 2 —REBRESI EBHHER

« BUNEFHRNINSERESS (') REBEE , AEFHFABEANREIS (") , MTEHARE
FiRo

properties:
COMPANYNAME: '"Acme ""Widgets"" and ""Gizmos."""'

EXMERT , IREFEEZTERREAMS  WATNEATE L, XEWREFTEEMSHEH
S5—PMEEE (),

« (REVEFRFRNIEERANGIS (") RESE. BAUERARFSIZR (\) N FR/FH P REAIR
SISHITH Y , ML T RBIFT R,

properties:
COMPANYNAME: "\"Acme \"\"Widgets\"\" and \"\"Gizmos.\"\"\""

X F fh 75 5L &R B COMPANYNAME="Acme ""Widgets"" and ""Gizmos.""" {£i#£% msiexec &
To

RHULERERR

* InstallMSI (Windows)

* UninstallMSI (Windows)

InstallMSI (Windows)

InstallMSI BRERRFER MSI X#HR%&E Windows RARERF. B EARMIEE, S3 IR URI
Web URL RIEE MSI X #. EFEIERARERENEHRSHITH.
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RAriEmE

EC2 TOE WRIFREEIRI M A S EE R msiexecii B, path (MSI X#LE ) M logFile ( HEX

fHLE ) MASBELAAEIS (") FEX.
AT MSIHE AP &I

« 0(R3)

- 1614 ( ERROR_PRODUCT_UNINSTALLED )
.- 1641 (ERHER )

- 3010 (EEER)

LD
BEW #ir cagic]

path FRIH
FERUTZ—

E MSI X
HLE :

7K 3T 4%
&, BEW
LA R4 3T %
#Z, AL
AR

" EHw S3
&R URI,

& RFC
3986 #x
ENE
% HTTP/
HTTPS
P (2
WEEA
HTTPS ) .

AMINE

TEA

AEX

TEA

BRIEER
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BEW DU il oS AIAE WEXE

SEVFE R a4
RER,
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BEW

reboot

BLE AR INETT
2UERREH
REERTTN

o

RE :
Force : &
msiexec Ay
SRINET
BRHRE
BB,

Allow : &0
£ msiexec
WHIRER
HARES
RAREE
wiEzh , W
B REE
B

Skip : &
console.1l
og M
Figsfk—
ZEEMHE
B, &k=Bk
SoTEHR
3, BIfE
msiexec
TIREIFR R
TEEWRE
IR H A

AIAE

Allow

BRIEER
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BEW iR FKH RAEE ZIAE AEZE
1B, ZiEm
A phIEE
B3,
logOption o FRTE B *\X i,w,e,a,r
s {fiﬁﬁi M‘Sl ,u,c,m,o,
ERATHE PV, X, *, !
I, IEEMR %

5 /Law
TEH -k
#E4E MSI %
KRR, UE
A BFEIEF,
MRREEME
fAPRE , W
EC2 TOE f&
RAFINES

BX MSI H
HETME
Z{ER | E5
% Microsoft
Windows
Installer 7= A
MR A
TITIED,
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RAriEmE

BEW

logFile

HEXHAE
Y48 3 BR R R,
M EE R, TN
RzBAEXH
BREFEFE,
BolEe. W
BREHAE
AR E N
EC2 TOE &
76 MSI %

#*H&

AIAE
TEH

wEZ

FEH

BRIEER
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RAriEmE

BEW

propertie
S

iR Ebic) N
Map[Strin )

MSI BEE glString

MREX , Fl

7 : TARGETDI

o "Ce

\target

\loca

tion"

FE AW
EREATE
L

REBOOT="R
eallySupr

ess

REINSTALL
MODE="ecm
US"

REINSTALL
=|IALL|I

AIAE
TEH

TEH

BRIEER
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RAriEmE

BEW

ignoreAut
henticode
Signature
Errors

DU

ZRE IR IE
ENLZERERF
¥ authentic
ode E& Wik
Hix Y PRE

o Get-Authe
nticodeSi
gnature @
BTFRIERE
BF.

RE :

false : ©©
7 BE B0 I 4R
Ro XEHK
IR IhET
RERERS
RIET. X
=BRINTT
Ho

wEZ

true,
false

BRIEER
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RAriEmE

BEW

allowUnsi
gnedInsta
ller

Bl

DU RE T

RFEITH
RPEENR
XERERERF
HWiRE. Get-
Authe
nticodeSi
gnature @
ATRiEZE&
BF.

RE :

true :
2B Get-
Authe
nticodeSi
gnature 3
TIREW
NotSigned
WAHi=

TEERER

o

false :

FEXNZ

KREFHIT
LH, KX
ENEER
R ‘=
7. X2

TR,

AIAE

false

wEZ

true,
false

BRIEER
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UTRBIERTBHXEMARINEE , BEARRTENRERE,

WK AR

- name: local-path-install
steps:
- name: LocalPathInstaller

action: InstallMSI

inputs:
path: C:\sample.msi
logFile: C:\msilogs\local-path-install.log
logOptions: '*VX'
reboot: Allow
properties:

COMPANYNAME: '"Amazon Web Services™"'

ignoreAuthenticodeSignatureErrors: true
allowUnsignedInstaller: true

WA TRHl : Amazon S3 BBRLE

- name: s3-path-install
steps:
- name: S3PathInstaller

action: InstallMSI

inputs:
path: s3://<bucket-name>/sample.msi
logFile: s3-path-install.log
reboot: Force
ignoreAuthenticodeSignatureErrors: false
allowUnsignedInstaller: true

AT : Web BEZRE

- name: web-path-install
steps:
- name: WebPathInstaller

action: InstallMSI

inputs:
path: https://<some-path>/sample.msi
logFile: web-path-install.log
reboot: Skip
ignoreAuthenticodeSignatureErrors: true
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RAriEmE

allowUnsignedInstaller: false

ok,

BUTR R InstallMST REREHRA i R B,

{
"logFile": "web-path-install.log",
"msiExitCode": 0,
"stdout": ""

}

UninstallMSI (Windows)

UninstallMSI REER RBFEER MSI XHMIER Windows BRI, & 7] LUEE A ST 4 B%
£, S3XHR URI = Web URL IEE MSI X LB, EFEIEMAIEERENEFRBITH

EC2 TOE RIFREEIRI M A S B 4E msiexecin ©. 4K msiexec i HHY , MSI XHLE (path)

MBEXHE (logFile) HABAXNEIS (") FEEXK,

BAT MSIE AR M R -
« 0( &)

+ 1605 ( ERROR_UNKNOWN_PRODUCT )
+ 1614 ( ERROR_PRODUCT_UNINSTALLED )

.- 1641 (ERHER )
- 3010 (EEER)

WA
B2 iR kil
path FRE
FERUTZz—
}EE MSI X
HE :
| A

g, BE

MINE WEZE
TEH TEH

BRIEER
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BEW DU il oS AIAE WEXE

A LA 48 5
B, A
BAR AR B
&

By S3
& URIo

F& RFC
3986 &
bi:4: 0k =]

M HTTP/
HTTPS
it (2
WEA
HTTPS ) »

SEVFE R a4
RER,
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BEW

reboot

BLE AR INETT
2UERREH
REERTTN

o

RE :
Force : &
msiexec Ay
SRINET
BRHRE
BB,

Allow : &0
£ msiexec
WHIRER
HARES
RAREE
wiEzh , W
B REE
B

Skip : &
console.1l
og M
Figsfk—
ZEEMHE
B, &k=Bk
SoTEHR
3, BIfE
msiexec
TIREIFR R
TEEWRE
IR H A

AIAE

Allow

BRIEER
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BEW iR FKH RAEE ZIAE AEZE
1B, ZiEm
A phIEE
B3,
logOption o FRTE B *\X i,w,e,a,r
s {fiﬁﬁi M‘Sl ,u,c,m,o,
ERATHE PV, X, *, !
I, IEEMR %

5 /Law
TEH -k
#E4E MSI %
KRR, UE
A BFEIEF,
MRREEME
fAPRE , W
EC2 TOE f&
RAFINES

BX MSI H
HETME
Z{ER | E5
% Microsoft
Windows
Installer 7= A
MR A
TITIED,
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RAriEmE

BEW

logFile

HEXHAE
Y48 3 BR R R,
M EE R, TN
RzBAEXH
BREFEFE,
BolEe. W
BREHAE
AR E N
EC2 TOE &
76 MSI %

#*H&

AIAE
TEH

wEZ

FEH
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RAriEmE

BEW

propertie
S

iR Ebic) N
Map[Strin )

MSI BEE glString

MREX , Fl

7 : TARGETDI

o "Ce

\target

\loca

tion"

FE AW
EREATE
L

REBOOT="R
eallySupr

ess

REINSTALL
MODE="ecm
US"

REINSTALL
=|IALL|I

AIAE
TEH

TEH

BRIEER
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RAriEmE

BEW

ignoreAut
henticode
Signature
Errors

DU

ZRE IR IE
ENLZERERF
¥ authentic
ode E& Wik
Hix Y PRE

o Get-Authe
nticodeSi
gnature @
BTFRIERE
BF.

RE :

false : ©©
7 BE B0 I 4R
Ro XEHK
IR IhET
RERERS
RIET. X
=BRINTT
Ho

wEZ

true,
false

BRIEER
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RAriEmE

BEW

allowUnsi
gnedInsta
ller

Bl

DU RE T

RFEITH
RPEENR
XERERERF
HWiRE. Get-
Authe
nticodeSi
gnature @
ATRiEZE&
BF.

RE :

true :
2B Get-
Authe
nticodeSi
gnature 3
TIREW
NotSigned
WAHi=

TEERER

o

false :

FEXNZ

KREFHIT
LH, KX
ENEER
R ‘=
7. X2

TR,

AIAE

false

wEZ

true,
false

BRIEER
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UTRBIERTBHXEMARINEE , BEARRTENRERE,

AR BRAREBERSE

- name: local-path-uninstall
steps:
- name: LocalPathUninstaller

action: UninstallMSI

inputs:
path: C:\sample.msi
logFile: C:\msilogs\local-path-uninstall.log
logOptions: '*VX'
reboot: Allow
properties:

COMPANYNAME: '"Amazon Web Services™"'

ignoreAuthenticodeSignatureErrors: true
allowUnsignedInstaller: true

WATRH : BB Amazon S3 IR RE

- name: s3-path-uninstall
steps:
- name: S3PathUninstaller

action: UninstallMSI

inputs:
path: s3://<bucket-name>/sample.msi
logFile: s3-path-uninstall.log
reboot: Force
ignoreAuthenticodeSignatureErrors: false
allowUnsignedInstaller: true

WA RE : R Web IRBRLE

- name: web-path-uninstall
steps:
- name: WebPathUninstaller

action: UninstallMSI

inputs:
path: https://<some-path>/sample.msi
logFile: web-path-uninstall.log
reboot: Skip
ignoreAuthenticodeSignatureErrors: true
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allowUnsignedInstaller: false

i

LA 2 UninstallMST #BRAEESREY i i R Bl

{
"logFile": "web-path-uninstall.log",
"msiExitCode": @,
"stdout": ""

}

REBRFRR
T—HANETHRTREREREFNRERBHREEHR,
RERIEER

* Reboot ( Linux, Windows )

« SetRegistry (& )
» UpdateOS ( Linux, Windows )

Reboot ( Linux, Windows )

B BREEREHSISA., EEF—NATERENETMEREHEHSIS. RIAER
T, delaySeconds iREHN 0 , RTVEEBER, HTEXHIEENTRENTER , ALERRER
RAZF T RER,

MR ZRAEF=RH Systems Manager KEBARY , M@ Systems Manager X IR EIIR H 5
( Windows § 3010 , Linux A 194 ) ., Systems Manager KB BREEH 5SS , MMBEIA G EH
5| S HEE =M AR,

MRZENABRFREETN LENEMARARYN , CRREFIFINITRS  KEEHSISEEHETH
RBUEFHITZNAERF , REEMEIFRE,

EMSISEEETARRES

 Windows : EC2 TOE 27T — Windows EFHAERR%E , HAt KRR SystemStartup BaE
)
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https://docs.amazonaws.cn/systems-manager/latest/userguide/send-commands-reboot.html

EC2 Image Builder ArfEm

* Linux : EC2 TOE #£ crontab I T — MNERSGEREHIEITHEL,

@reboot /download/path/awstoe run --document s3://bucket/key/doc.yaml

HEZNARFEIR |, FERZAMERR.

® EiR}
BRINMBRT , RAERRBIEE R Systems Manager CommandRetrylLimit, MRE
BARBBENERRES , BabNEAK. BB 4% Systems Manager XEEL & X4
( Mds.CommandRetryLimit ) kEKRFl. &S H Systems Manager fRIEFF R Y
Runtime Configuration,

EF A Reboot BEER , WFEEEHEIS exitcode BIFE ( HlEn , 3010 ) , BHAMEL sudo
user FEXZ1TNARERF #5134,

A
BEW iR il N 2KIA
delaySeco ERHE#HSS EBH —
nds 2 BEER K R = 0

Al

BARE  ERT R

- name: RebootStep
action: Reboot
onFailure: Abort
maxAttempts: 2
inputs:

delaySeconds: 60

i
To
£ EFSIS BREKE , Image Builder H#ERITHEFN T —F,
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RAriEmE

SetRegistry ( 18 )

SetRegistryiREEREZ M AR , HATERER

EXHBEEPAIEZ

A
BEN
path
name

value

type

XM R ERR

I:'Eﬂﬂ'i%ljio

iR

S 2R TR BR AR
EA R & o
EMRBAE
EM R ERE,

« HKEY_CLASSES_ROOT / HKCR:

X EFHRE

 BINARY

« DWORD

* QWORD

s SZ

« EXPAND_SZ
e MULTI_SZ

wARE  REEMRBE

HKEY_USERS / HKU:
HKEY_LOCAL_MACHINE / HKLM:
HKEY_CURRENT_CONFIG / HKCC:
HKEY_CURRENT_USER / HKCU:

- name: SetRegistryKeyValues

BEEMIRIMME, Dﬂ%/fﬂﬂ%’zlﬁ;fﬁ&
?Ebﬂﬁﬁ?mmmw&

il

F IR

F IR
String/Number/Array

FRE

7

H

¥

i

fim

&k
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action: SetRegistry
maxAttempts: 3
inputs:
- path: HKLM:\SOFTWARE\MySoftWare
name: MyName
value: FirstVersionSoftware
type: SZ
- path: HKEY_CURRENT_USER\Software\Test
name: Version
value: 1.1
type: DWORD

i
oo
UpdateOS ( Linux, Windows )

UpdateOS R ER RGN T X 2% Windows Hl Linux EFHI . RINBRTELZEMETAEH.
HE , BUUNGLENREEREE -1 SSMEIEEFNIIR, BHATIEEENRETHRANE
o

MRERRME T BE R IR WEFNERIKRARSSE SF FIRPHIHH BEHEBRFI &
RS Y AR B #o

(@ Note

UpdateOS F 350 Bk Linux 2023 (AL2023). HRAERWAGEAR AMI EF SN K AR
MR FRA, BXEMERSE | 555 Amazon Linux 2023 A ERE SRR HEI M EERRA
RNV E N EE

« Windows, E#ZM BRI EY LERERNEHRTFEPLRRN.

 Linuxo ZNARFKRE Linux FEPXENHHTOEESS , HEA yunm & apt-get RHETERE
B, NRFAXEXFANMNRHETEERS , MSREHIR, REHAEIZTT UpdateOS BRI sudo
MR, MREEHE sudo R , MKIRE error. Input,
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RAriEmE

LI

BEW

include

exclude

iR it
FRFBTIR

3t F Windows , a2
EELUTE :

IDsETETE I BE

TRNEMIE

PR —BHZRE

Microsoft iR E

(KB) XE, B

¥ A KB1234567

= 1234567,

ERABERRE (*) 1

B EH. AR

¥\ Security*
= *Security

*
o

$F Linux , &AL
E—NHZANEBHE
ERENEHYIRHB
WS,

FRBIR
34 F Windows , AT LA

EENULTE :
IDsEEREFH
BREVEF 5K
BE—RBIZRE
Microsoft HliREE
(KB) XE., B¥H

ol
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RAriEmE

RET sk s

%N KB1234567
= 1234567,

£ B E AT

(*) ENEHE
Mo BRMHBEN
N : Security*
= *Security* .

31 F Linux , &8 LATE
E—NHZNENE

B9 R 5 R P HEBR
KB 2o

i ARB] AN R Linux BHAY

- name: UpdateMyLinux
action: UpdateOS
onFailure: Abort
maxAttempts: 3
inputs:

exclude:
- ec2-hibinit-agent

] ARG RI0XS 2% Windows EHTHI 1

- name: UpdateWindowsOperatingSystem
action: UpdateOS
onFailure: Abort
maxAttempts: 3

inputs:
include:
- KB1234567
- '"*Security*'
i
BEER
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7to

Bl EC2 TOE 21T T HIF A

B THGRTITHA , ATEXH EC2 TOE runi BE R JSON BEXHWAARENHFIEHT
SPHMIETH . jsoniRE, EC2 TOE AILUMU T LE Z —REURRY T -

o R SCHBRER (. /config. json).
« —/NS3 FW#HE (s3://<bucket-path>/<bucket-name>/config. json).

WA run SRR, B LUMER -config SHIEEM AR B X 4. Hlm -

awstoe run --config <file-path>/config.json

¥ A BC B SUAF

wWALE JSON X EEMERENEET , BALUEN run S5 S EURIL I E 5212 1)

IX RIS,
MREEBMAREXXHM run B THFEEE T —MREENSHIED , WA TRERANER

LN

1. B SHHETMERERELUN TH Amazon CLIRESBZER ARENXHHP R HEEREE XK
EA{E,

2. ABRBXHPRRESBERAMFIVIRINE.

3. MR RXBRHEMREZEI AN , WETUANAMIAE (WRFE) .

HANEFHE MBS XHNSH, FEREERARETPNENSTSHNNITERIRXNBRTE, MR
ERMARENYS , WARBEEB run BTEEXESH, XEMFEEIR.
AHRE

RMABRBEXHISUTRE. ERLXH , ALEREATCEENTERE. RIEZEUHHA , ENME
REHFTIERE,

- cwlgnoreFailures ( #/R1E ) -Z 8 BEFH CloudWatch BE XK.

« cwLogGroup ( F#%F& ) - CloudWatch HEMLogGroup® .

- cwLogRegion ( F&F & ) -iAF CloudWatch HZEHK Amazon X1,
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« cwlLogStream ( Z%F& ) - CloudWatch B&E#LogStreamB#: , A F#E " console.log3X 4
K& E EC2 TOE fa4k,

« d@@ ocumentS3 BucketOwner ( & ) — EF URI B9 S3 XN E#BFIEERNIKF, ID.
o XHY (IREBA , BE ) — — 1 JSON WREA , % EC2 TOE run@ S EEEZITH YAML A#
XH, HMEEED —MNAH X,
NRALTFERAMK :
- B (FHH, LE) -YAML A XHEHNHLE, EXARUTARZ—
o X EER (. /component-doc-example.yaml)o
« —ANS3; URI(s3://bucket/key).

+ Image Builder A #f¥IZkRA ARN ( arn: aws: imagebuilder: us-west--:
component/ /2021.12.02/1 ) o 2:123456789012 my-example-component

 parameters ( R RHA ) -BERNNROHKE , MR run S ESTAEXXHENEANEET
HHENSH. AHNSHBRET®RN, A XHUTREENSH , LA EENSH.
NRAUTFZERARK :
« name ( ZfF& , XE ) -HHESBNEN.
 value ( F&F&E , HE ) -EAB AN TESHNE,

ETHAXRAHSBNESEERE , B0 EEEXAHXETERAEE TENSH T,

« executonld ( ZHFE ) -XE2FEATHITYE run BHHE—ID, It ID BEEHBEMBAEHR
B, ATH—FRRXE S FFeMEEI SN e ST NREEIRE , I EC2 TOE £/
GUID,

« LogDire ctory ( FfFf& ) - EC2 TOE F# LG SHITHMEBE B EXHWEIRBE R, BMIABRT ,
ZEHFRMNTFLUTREZFZS : TOE_<DATETIME> <EXECUTIONID>, HIRAIEEBEBF , M| EC2
TOE FERAHMI/EBR X (.)o

» LogS3 BucketName ( FfF& ) -WNR A4 B EFMTE Amazon S3 F ( ##%EF ) |, NIFEAKNARERFA
& EC2 TOE LE&ZIWSH P anAM S3 FHE,

« LogS3 BucketOwner ( FfF&$ ) -INRAH AEFMETE Amazon S3 A ( #%E ) , IIXE EC2 TOE
EARENGNFREBENFIEEKF ID,

 LogS3 KeyPrefix ( RS ) — NRAH BAEFMHEE Amazon S3H (#E ) , MIXRFHBPAE
B S3 MW REHFRK.

« parameters ( N RHA ) -BENNKOHE , REE2B/NATEHS un i RITHEIENFMELYE
S8,
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« name ( &, HE ) -2FSHP BT
- B (FRE, X8E)-EREIMEAGXENTmESENE.

* phases ( FfF& ) -BUESHRNSIR , EREEMN YAML B4 X R EITHRLER B, 201RE 34
BEHMHER , WXL/ R/ EIZT.

- stateDirectory ( FRF& ) -TFRPRASRERSAHY S BR R
- trace(fi/R1E)-/8 AXNEHI A IFHE B FIE R,

Bl

DFRGIERT —NaABREXH , ZXHRAENEH XS sampledoc.yaml # conversation-
intro.yaml 247 build M test iR, BNMAGXEBE—MEATEESNSEH , HEREH
FA—INEESH, project SEXAMAMXREER

{
"documents": [
{
"path": "<file path>/awstoe/sampledoc.yaml>",
"parameters": [
{
"name": "dayofweek",
"value": "Monday"
}
]
.
{
"path": "<file path>/awstoe/conversation-intro.yaml>",
"parameters": [
{
"name": "greeting",
"value": "Hello, HAL."
}
]
}
1,

"phases": "build, test",
"parameters": [
{
"name": "project",
"value": "examples"
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1,

"cwLogGroup": '"<log_group_name>",

"cwLogStream": "<log_stream_name>",
"documentS3BucketOwner": "<owner_aws_account_number>",
"executionId": "<id_number>",

"logDirectory": "<local_directory_path>",

"logS3BucketName": "<bucket_name_for_log_files>",
"logS3KeyPrefix": '"<key_prefix_for_log_files>",
"logS3BucketOwner": "<owner_aws_account_number>"
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Image Builder #j i BR {5 3R

£/ Image Builder 1 AMI R A FMRGECIZRERRE , B LUEA Image Builder ##& . Image
Builder APl 2% Amazon CLIF#Y imagebuilder S B3 E#ITEE,

® Tip
EEEEHRXRENT LSRR , HHERSAHEERESRARBERRWRZIRKRGIE. B
X fEA Image Builder 55 R BBERMIZENEZ(EE Amazon CLI , BESRARIEREMIRICE
REBD .

AEHNET WAL, EFENMCUERSG, BEXMEITERARNANEFHTEERNER , SR E
# Image Builder BREGEI X E RN K TR

DEN

o S HBGFIHERE

- EERBRRFHAGE

+ {£ M Image Builder 812 B & X B &

+ {8 Image Builder § A S HE B &

 {£/ Image Builder $ ALK UEH Windows I1SO £ IR 5
« EIE Image Builder BIGH Z 2 HE XN

+ B Image Builder &R

B Hi BRASRN £5 2 AR A

£ Image Builder BHIAWMRERE L , BAUFREEE. BEEREZUREBENFLRINETE Image
Builder MR IRI SR, JSIRERTEEXRXLERFEN —LXBFEAEFE.

R AERBIKS PAE FAE TERBEENRE.

P
.« Bl

« FIHEHRENRE
© FIHBRB IR
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51| i BR £

KT EB 5 HREAERE BN TE T K.

BT LMER T B3Rz — 5 HEERIER A Image Builder BB R, A< API 24 , 38 | EC2
mage Builder APl & ListimagesH i, BXxXEKH SDK HR , BZHR—NHE LN S ESH4%E.
AE

- ERHEDTIHBEG

- {8 Amazon CLI S5 HE %

FEEF & I HERE
BERZHETITARGIRNE , BRTUATSE :

1. $TF EC2 Image Builder ##l%& , Wit R https://console.aws.amazon.com/imagebuilder/o
2. MNEMBERF , EFRE,

BREREFI AN FLEN TERRE , ZHEPRNRETES NS NETF, ATNAN=MER
+ , XERTFER T A HENT H A RS,

“ERIEIETF  BEAN
EEAARNETFH | BAIUERA LT HERERECRETIRER

s BN ERREPERTENID B

o BALRIBEMGIIRIERSZFE S ( Windows, Linux 3% macOS ) FEik iR &,
- BRI DURIEMGER A EHER (AMI RABFMB ) LK,

o« BRI LUE AR RKRERMELA (VMIE) = 1ISO BEE G S A B K,

BEFEREFAEG , RAGERF2ERECEMN Image Builder BRI |, LUK PRFIFIRI AT ¥
AMEs -
B PR A

Image Builder BRI BT IR & PR IABL 5 B MM EBRATT L. R ZEEUAEEFEAXNREGRE
AR AR
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g

Image Builder £ S| 2 LG RIR ( AMI RASIHRG ) B89 5 H BRRSE R,

R PAVAN
[

MG R RNIRERSTES |, HlI0“Linux’. “Windows = “macOS’,

AR 15 SRR
Image Builder fi T2 G F RN EMREGHRIR, TERAFHIENELN ( VMIE ) & ARER
BER,

Creation time

Image Builder £% = 51 iR A< BR & 53R 89 B BB (A o
ARN

HEIR ARG TR Amazon BIREFR (ARN )

EHARTAF  SR{E
ESRATHTFRS | LALER T RERARECRGHIRE R,

« BUNEBRREFRRETERTD B

o BALRIBEMGIIRIERZF S ( Windows, Linux B8 macOS ) Fik iR &,
- WA LURIBEMGERNBEER (AMI RAFMB ) LK,

o« A LUERATERKRERMELA (VMIE) = 1ISO BEBGS A B &,

BEFERGRYG  ERAZTEMFL2ERSEHEN Image Builder RIEEHIR | URFAFIEROAT
HHER :

R 5

EEAENRERFENEN. BEEESPEAXERE , FEREERERGAT , RHFREXR
RERANERAZHRE,

3]

Image Builder £ 8122 LB RIR ( AMI LA EFIER ) IR 4 HHBR{G SR AL,
R

MGERFENREREELERE , BERUTEIANKFFE | <major>.<minor>.<patch>,
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BR 5 SRR

Image Builder Fi T2 I RGFRFEHNEMREGHRKER (0ER ) . EEATREMNELA
( VMIE ) S AKIBRIRLE R,

¥4

MEFENIEEREFEE |, Hl“Linux’. “Windows = ‘mac0OS”,

Creation time

Image Builder 8|2 52 ZRYBGFIRRAH B HAF BT (A,
FriEE

HEMGERENRESE,
ARN

EEAZNRERFERAN Amazon BFEEH (ARN ) .

“GEEAIEIF : BB Amazon B
£H Amazon EERTIFH , BRI LMERAL T HERZHRE{CIRGIIRLE R,

« BALERREDBRTERI D BN

- BAULIBEMRGHRERSZEFS (Windows, Linux 5 macOS ) FFEiEBR&,
- WA SURBGE RN A HER (AMI REBMEG ) LB,

o WA SAEARERRERMELN (VMIE) =X 1ISO A MG S ANE K,

RIEFEREFZEYE | B Amazon BEBEI+2E R Amazon B2 Image Builder BRIERFIZR | &AL
FFE BER AR ERB&, Image Builder & E RATFIR RN TEMEES
RGAE R

RERGHER, QIEERAR , EMRENRINRENRERSS ( B Amazon EE ) . HETIFH
3 H A RS RHE 78 5 1872 0 2 B 05 BN BRI R VIR RS F & R BRE B R FI R,

Image Builder fE 8122 LB RIR ( AMI LA ST ) BT AV 4 HHBR{G SR AL,
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TS

MERRNBRERGEEERE , BERUTHRANKFFE : <major>.<minor>.<patch>,
=)

MEFBRENIREREFEES |, Hl“Linux’. “Windows = ‘mac0OS”,

Creation time

Image Builder 8|2 52 ZRIBRGEIRIRAH B HAF AT (A,
FiE#E

Amazon HAEX LI EMRE,
ARN

SEAZHWREEFRMRAHN Amazon BREFR (ARN ).

£/ Amazon CLI @55 5 5 B %
FEHIE1Tlist-imagesin Bt Amazon CLI , A LAIRB B 2 RE S ERIG R E & &K,

LTt RmOER T i AT sk 48 list-images @5 5 HIEHH BRI FTE Image Builder B
G

R ;B AR R

aws imagebuilder list-images

i

{
"requestId": "labcd234-e567-8fa9-0123-4567b890cd12",
"imageVersionList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-name/1.0.0",
"name": "image-recipe-name",
"type": "AMI",
"version": "1.0.0",
"platform": "Linux",

"owner": "123456789012",
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"dateCreated": "2022-04-28T01:38:23.286Z"

I
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-win/1.0.1",
"name": "image-recipe-win",
"type": "AMI",
"version": "1.0.1",
"platform": "Windows",
"owner": "123456789012",
"dateCreated": "2022-04-28T01:38:23.286Z"
},
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-
macos/1.1.1",
"name": "image-recipe-macos",
"type": "AMI",
"version": "1.1.1",
"platform": "macO0S",
"owner": "123456789012",
"dateCreated": "2022-04-28T01:38:23.286Z"
}
]
}

BT list-images SRR, ATANAMRIESRRECER , MU T RAIFFR. BXUATFELERNESE
£ , & FAmazon CLI ts 55| HH list-images 7%

Bl TEIE Linux B
aws imagebuilder list-images --filters name="platform",6 values="Linux"
w

{

"requestId": "labcd234-e567-8fa9-0123-4567b890cd12",
"imageVersionList": [

{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-name/1.0.0",
"name": "image-recipe-name",
"type": "AMI",
"version": "1.0.0",
"platform": "Linux",
"owner": "123456789012",
Il B
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"dateCreated": "2022-04-28T01:38:23.286Z"

5| HH FF R FRY IR

HIBEMBITERPFEA WaitForAction ZRIEEN , HaEEIER , ERESRERIERELE
RETERIMNES. MRFEERSERENSITENNTHE , WAFERARTRIEE. AR5, &
AILAfEA SendWorkflowStepAction FEESRINES KIEE| RESUME = STOP, &t A LUE 2
Hl&ELERIRE THER.

DTF®EMFE R T MAREK - PArEMRERRAIIR , EP 34 EEUESFESMESFILENT
ERLTBR, XLRIMFEHE T EH AL M Amazon CLI i8R,

IR LAE A API 2 SDK RZREVESFREN THERLSRIIK. BX AP ?9.%1’!5 S # | EC2 mage
Builder API £ ListWaitingWorkflowStepsH#, BXXBKHK SDKEXR , BZHRE-—TH LN SES
[ 5 4%,

Console

AZHEFHNSHRERTF |, FREUTSRIEE

—

$TFF EC2 Image Builder ##& , Mt R https://console.aws.amazon.com/imagebuilder/o
MNEMERS | EFRREG, LREFITTFRGSIRTE,
MIIRTEPEREFREEDTF,

(At ) BEFLHRELSR , FRPEMNZULNERE , REEREFLIRIMES R, &7
PUERZANEIRE | WATRRES RINTHERB R RE,

) w0

SUAEBNIERSRFAER
FUBSENITERFAEESIEUTHE

- REBEH - SEFLESROMETREN. LU UEREMNERNE R ZRENFIERE.
FRBESREN - SHERENTERSRER.

o SEINIT ID - XN THERSRIISTEISZBIR THE —HRIR, B SUEREEN ID UERZLTRW
L’fTE-J-ﬁéE'fnzuo

- BB - TERSBRNZETHESS a8t E#,
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- T/EFR ARN - BEFAES R TERK Amazon BIREM (ARN)
- BE-LTEFRSNTREE,

Amazon CLI

LRIZ1TH M list-waiting-workflow-steps @i 5B Amazon CLI , {REBE|—BEFE |, FIHIRKF FFT
BEIERESRETREBGUERYRZISFRENEL.,

AR s RBER T A6 A list-waiting-workflow-steps SR 5 H K~ PN FFEREG , Hhas
FEEFRENITERTIR,

R BIHIKF R EEERTERSRNRG

aws imagebuilder list-waiting-workflow-steps

M
HROIVAEERT KA PN -G  EhE N SREESFRE

{
"steps": [
{
"imageBuildVersionArn": "arn:aws:imagebuilder:us-
west-2:111122223333:image/example-image/1.0.0/8",
"name": "WaitForAction",

"workflowExecutionId": "wf-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"stepExecutionId": "step-alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"workflowBuildVersionArn": "arn:aws:imagebuilder:us-
west-2:111122223333:workflow/test/wait-for-action/1.0.0/1",

"startTime": "2023-11-21T723:21:23.609Z",

"action": "WaitForAction"

51| HH BR B 75 22 hig 2

£ Image Builder 24| A WRGHERARE L |, B AE B WERAT R AR EHE N REGE RN
BESEMER. LUETLTE Image Builder APl REAar SR Amazon CLI k5! HBRERFBRR AR,
SDKs
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BRI UERANTEZZ - HERENRERRNREHEIRE. BXx API R4 , 525 | EC2 mage
Builder API &% ListimageBuildVersionsH k), XX SDK iR , HZHE—NTH LN S ES
|7 85 4%,

Console
MR A i 415 2
Image Builder #2#| & PG ERATE LNFAEESEUATRE :

o FRAN - BUSRRFIERAS, £ Image Builder #24lA® | ZMAGEEIIMEGIFEMESTE,
« KA - Image Builder ZE R LLBREE IR ( AMI LA B ) 0 K5 HKE,
- £/# B HA — Image Builder /2GR RAH B HAF 6 El,

o BREBURES - MEMERAN LIRS, RSTEEREHEILNERX. i, EHE I=E
, BAEESEFFIBuilding = Distributing RS, BXMEHLERER , BAESFR
Deprecated kYIRS Deleted,

« KMERR - BEBRSHERERE, Image Builder 2| 8 NXERHEXBNER ( RERSEFT
Failed ) o

- Z2PELR - sl ARGHERANRSREQHAERN,
* ARN - BUYRBR 5| AR ZAHY Amazon BIFREH (ARN ) .
« BER - a5 ARG EZRAR B SR IFAE SN EE,

Bl i A

E £ Image Builder 2| & P 5I HREIEIRA , FHRITUATIR -

1. TF EC2 Image Builder #£#|& , Pk R https://console.aws.amazon.com/imagebuilder/o
2. MNEmBERT , &F WG, RABRT , REIRE REHENSNMNREN S HIMRE,

3. EETMEBHFABRATIR , BEFLRRAEE, ZERFITTREHERAITE , HH5I
BT S ERGR TR R,

Amazon CLI

£ & 1Tlist-image-build-versions & & Bf Amazon CLI , #FRBEERG R RN TR ERAS
Fo BUTNZRENAEE T ENITRHET

LAUR da3 B BE In{AT 55 A list-image-build-versions 53 %1 H 8 & BG BY FT B M R R AN
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RAriEmE

R B TE R AR Y A B AR AR

aws imagebuilder list-image-build-versions --image-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-name/1.0.0

i
I RGBS R R S B BRR B 5 I N R AR AN,

{
"requestId": "12f3e45d-67cb-8901-af23-45ed678c9b0ol",
"imageSummarylList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-
name/1.0.0/2",
"name": "image-recipe-name",

"type": "AMI",
"version": "1.0.0/2",

"platform": "Linux",
"osVersion": "Amazon Linux 2",
"state": {

"status": "AVAILABLE"
},
"owner": "123456789012",
"dateCreated": "2023-03-10T01:04:40.609Z2",
"outputResources": {
"amis": [
{
"region": "us-west-2",
"image": "ami-012b3456789012c3d",
"name": "image-recipe-name 2023-03-10T01-05-12.541z",

"description": "First verison of image-recipe-name",
"accountId": "123456789012"
}
]
I
"tags": {}
I
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-

name/1.0.0/1",
"name": "image-recipe-name",
Iltypell: IIAMIII’
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"version": "1.0.0/1",

"platform": "Linux",
"osVersion": "Amazon Linux 2",
"state": {

"status": "AVAILABLE"
I
"owner": "123456789012",
"dateCreated": "2023-03-10T00:07:16.384Z",
"outputResources": {
"amis": [
{
"region": "us-west-2",
"image": "ami-0d1e23456789f0al2",
"name": "image-recipe-name 2023-03-10TQ0-07-18.1461327",

"description": "First verison of image-recipe-name",
"accountId": "123456789012"
}
]
1,
"tags": {}
}
]
}
@ Note

list-image-build-versions fr F Y H B I A BRELLFELRIE B ER.

EEMRGTEIRIFHEE
£ Image Builder #Z##I ARG FAEERE L , BUUEFEEHEANBERBRENIFAFE, £1E
A LAZE Image Builder API R {E A ap S SR {E Amazon CLI RIRENE B1¥15. SDKs

BxEH M ABES Amazon Resource Access Manager (Amazon RAM) %R Amazon Web Services Mk
FHRHEESASTHNRRENESZER |, 52 HAmazon RAM AR EETHN T ESEELZ/H Amazon &

N
o

AAE
 7£ Image Builder #H AP EFRBGIFHAER
o MARIRERE 5 BUERi$15 Amazon CLI
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7 Image Builder #Z##| & P EFMRBGIFHEE

image Builder 244 T BB HAERRACEHEDS , HEELRFERSE. AEFERUE
RGHES N EHANRIRAR, NREMETRTEATENES | WAL T IHEPRSATE
RER.
12 & 1 1S BB N ER
- BEHS
BRI R
. EREHRERER
HEREBFER
TR R
R BERIHER
« BT

BESD

BERI>EBREMNRKE  S/RATHRARGS . IEFAEEFHELETR.
BA

TEEWERAWE FBMRFMRA, Hln , MEHEMRAR sample-linux-recipe |
1.0.1/2 , MBEH R sample-linux-recipe | 1.0.1, MERAR 2,

Date created (&% B )

Image Builder 2GR A K B HA R B 8E,
ARG 2
MG ERAN SRS, RETREEMRGHESLETR, fl , EHWE IBP , EAEXE

F|Building =% Distributing RS, BXBRENLERER , BAEXEE Deprecated M
R#A&Deleteds

R R A

MERSHRRA . Image Builder ##| 5 XRETRHEIAMHWER ( RERSZEFT Failed) o
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“Ha HH BR AR T

M RFEARLE RS T L B0 R AR B RAY Sl E M 0 BL ¥ 1E S Image Builder £ RHEEEURT
EERATOIRMENESRE , MTAR.

BREREL 5

X — FERG S FIEENL SR ZRRE (AMI) B 5 B X,

 B{& — Image Builder £ ECE| B #R#Y AMI B9 IDo 1t ID 88823 Sk EC2 126 & AL S KGR
% (AMIs) TUH.,

(® Note
Image Builder £ 8l 22 % H BRG 5 IR 2 5 AR AMI 2 ELE B #R 2 BT 81 AMI,

« A% — Image Builder 2Bt £l B #5895 AMI B9 & FFo
iR — EE AT 002 5% SRR TR YRR EL 5 P Y AT IE IR,
ik /-3 2 51 & 7R Amazon Web Services I/ B Image Builder B{& &R

AEmA
Image Builder & RM\AEREL 7 BIZR AV H Y AT FHE 2o

« X#E — EBRE& URI 55 E R AR 2R REH 2 B X,
M5 URI — Image Builder 77 B | B #7 XI5/ ECR 7 B A i i B 2R BRRAY URI,

(® Note

Image Builder 8N BIRER—1T. BHBREGRAEZTLE KB AHD K4 012
B/, HiB Wit T aEBIEB XA 2 Amazon Web Services ik, 3 Amazon
Organizations. BXEZELR , B2 H EE Image Builder 7B iZE,
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EMREEERER

Ei iR R EED < E R Image Builder FSKRIIE M = 51 £ REVBRGRI I 53k EC2 EftiR R
B, Image Builder iR B REMIREEER RV BN (BEBH ) KH Amazon BFIRE# (ARN), 0
RENEMRBEERE TE , NEAEMREFAGETEIFEUTARE

- RpIKE

o SRR E S

- MEEM &

- B2HIRE

- Image Builder ##fi# B A #2 F B &# Amazon S3 L&

- AT HFEHEBREY Amazon EC2 B4R

- EH4BEHH Amazon SNS £

BXEZER , 55% € Image Builder R EE E,

DEIRERER

DEIREFRZNE R Image Builder AT 7 B HBRR AV IR E . Image Builder #8148 £ /R 20 EL Bl B & IR
MEM (MERM ) RH Amazon BIEBAF (ARN), Efho EiF4HESEBURT Image Builder BB T
BIEMEE SRR | TR

BREREL 5
MRENTERERRRETXEE , WEASEFAESTRESEUTAR

« X1 — %t Amazon Machine Image (AMI) B9 % Bt X 13,
« HH AMI Z# — Image Builder 2B B 589 AMI 898 5

« N (KMS %40 ) — MREEE , Image Builder J5 K iR & L 2 B 2 B #5 XA Amazon
KMS key »

- ZQ@ 7EMNENRKF-NRERETEK, 2% , WikIHERBFRXEH Amazon Web
Services k7 EEZ HEREEGNES DRI,

- WEHENRRWEZERA-LUES 2 BN ENB I BHRER Amazon BREASIEK , Hltn, FA
Amazon Web Services K~ Amazon Organizations 42 #4 ()o OUs
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® Note
LERETIHMEEABSHZNEEGHNEN , £MABEIZMEGE. Amazon [EER K U E
Amazon NEME A/ EC2 BaIMIFRESEHIRI K E

- BFREFPAINREB3EE — EC2 Fast Launch o AT BB IRBUES 3. Amazon Web
Services ik~

o XEXWIFANEERE — SEEXEHH AMI <Bk ARNs Y License Manager F A IEEL &

- BEEREE-FMRATRHEKF B Amazon EC2 B3R

o REBIERBRINRA-FIEER Amazon EC2 B EARIEE 118 EMAH BRIAZ 1 EHR Amazon
Web Services Ik,

AeRE T
REAEIEHBREBSUATHFARE -

- Xif — ZEMB URI FIPIEEN BB EN 2 B X,
« BR% URI — Image Builder 7 ELE| B ¥ X139y Amazon ECR 77 FE #9 i tH B 8SBR& Y URI,

® Note
Image Builder A ENBEHRER—1T. MHEMBHBAZTDE—NKEAI#D RAQIEIZM
Bk P, HibE At n eI IEE XIH M 2 Amazon Web Services iK', 2 Amazon
Organizations. BXEZEE , HZ B Image Builder FELiZ &,

“THEREIRER

TERBENT Image Builder £ ZFMEFHITH S RINF. FrERGEHEHE, WMo 5xTHE
TR, THERERZRE R Image Builder HBRGZITHIER TERE.

ik THERAERE

ZINERT , Image Builder R AE RHEERSATERERENTEREL R, B2 , TERER
RBRLEREBNREGHNFMEEEHRTHEETRN IERE. EEFHMTHERE , BMNIIRPIEE,
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£ AMI BHNEGIERETUEEHE, SAINETERE. ERERAHNARITEREY
DEEWE, MiEmoxIERE,

(® Note

METEREERB , EFF2ERESIRAP, Hlw, ZZD%HHTEE%TMEﬁHMI{’Em
FIBRGHEZENIRIFF s |, MAERTERERIIRFE -—ETHNIERERE, HNHITERE
JART , Image Builder &2 E R EIF| RS,

EIEREMESZE , fMEATERESERETHEAE  Eh @8 TEREXRBENUTFEMAE
S

TERBRS
W TEREMN HENETIPRS, B LS :

- FE

Skipped

Running

[S%75951

- KK

R ollback-in-progress
- EREZEK

WAT ID

Image Builder 77 BLH E—4RIRAF , AT EBIXIZIT TERERN RERZ1TE R
I=k7)]

TR EITHISSHIE 3 AV RS R B

“ZR

TERERIE 178 R4 5E R AV B B B o
B

TEREBHFNESER. XNETHRIN., BEEIMABMH ST EHER,
R Ih Y SRR

THEREBEPRRINZITH SR IZ T,
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RAriEmE

R B IREL

TEREFTRABLSREAZEITEIITE.
BRI By 5 BREK

THEREFBE NS BRI E 1T TG

LTF3RANFRERRE T ZTERBRNSITH RGP ATE SR S 5PRE

BREGRE R RMEERFAE R
HIR #

—NES |, &R Image Builder 21T TEREB LSRR
S ID

TERSBRAOE—FRE | BT DB

s A
EEIERES RN LIS TERES.
ELRIRAS

It TAERAZAYIZ 1T B SE A0 5K Bt B9 54 B DR R TS o
e S

EEIERENE M.
B3l

THERENESTHNEGINEESRE N HEB.
#R

ZTERENETISSGIMNEES R KA E B

“RERPERIHRER

Image Builder HFrH

MREBEBERANE , T2 FERINHFERL2ERELRENXERMO (CVE) RELR. Amazon
Inspector 7£ Image Builder JI 8IZZ#T A& M /S s MR H] LRF T XL REXRIM, FHER Image

Builder BEBHRMERBERI , BARUTHAEELME

1£ Image Builder 2%l & P EER G IFHES
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1. RIEMIKFBE Amazon Inspector A, BXEZEER , 525 (Amazon Inspector A1
) #H Amazon Inspector Al 7o

2. BECIEBRUMENEENRZRLRAELAN, YEBNEEBETLLPELIN , Image Builder 214
IENHARF 2B RIFREERANRE, EXEZER , HSH E£FHF Image Builder HGREZ £
93 Amazon Web Services BEEZHI &

ZE2PBEBXIIFZERZE Amazon Inspector A B BREIRFINENRENATEAEE,
mEMN

CVE BEAXIMN™EM. BEWM T :

. R

- EEM

- 1K

B

ot

- EX
BWEEM ID
Amazon Inspector £33 M= 32 Fl 8 1 SRR G M E R CVE AE RN M —PRIRRFF. 1% ID £

BILZ2RERY > RFANHEH, BXEZER , 828 £ EE Image Builder &N EZ £ &I
Amazon Web Services BIER&I|5,

R

CVE HE&E R IRIEIE B KR,
R#

IEHYREG B B XM R R B ER ISR XK.

Inspector 2

Amazon Inspector 1 CVE A& X 2 B 2 8.

PR

LRI+ ERIENRETE LW FIBRE.
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MAIREVE R i#18& Amazon CLI

BAUR 7RI EA T anfa3RENBR & 3R BE ;2 B Amazon & JRE 5 (ARN) WiFAE R,

aws imagebuilder get-image-policy --image-arn arn:aws:imagebuilder:us-
west-2:123456789012:image/example-image/2019.12.02

£ Image Builder 12 B E W BR{&

BT L BT 2R A R EHH Image Builder &, flal | BAIUERAUT A2 —FH
Amazon Web Services BIE#H| & SHOIRE % Amazon CLI, BB LAE M CreatelmageAP| BER
BITHEEEXRCZREG., BXE APl BEXEKH SDK &R , LA Im EC2 age Builder APl &
ZHhZmtH ‘BESH &%,

Amazon Web Services EIBiz4 &

ENNBEEQEREG , BUUAFHETEE , TR, BHAUERAEERSMNATHIE
HRG, FSH EEOS  AEAMI R EEOS : QIEFFESR  BEABRRTEE0EZHNMER

A,

1. §TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o
EEMNSHMERS  EEEE

EREEENEBZ LN SIEE,

EQERE , BN B RETIER BTEE ., X2BFEE.

A 0N

BEAUEEETEENNER , IERBEEHRENMNFERA Amazon EventBridge E1TENE
E.

Amazon CLI
fEHIE Tereate-image @ & 2 &1 Amazon CLI , 1R T EREREE , NAFEIEX LEFIR -
FTEm &R

« BE-BUFANBREE-—IES , WTFAR
BREREL 5

f£H --image-recipe-arn SR EMRGE 5 RIRIEE Amazon BIRBF (ARN)
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https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_CreateImage.html#API_CreateImage_SeeAlso
https://console.amazonaws.cn/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/create-image.html
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AeRE T

M --container-recipe-arn S¥HAN BN B RFE H ERIEE ARN,

- BERigHEEE-F/H --infrastructure-configuration-arn ¥ N ENEMIREE B RIR
EE ARN,

IR UEERGFIENUATERRR
AR RME &

- PEEE-FBRIAERT , Image Builder {4 H B RIR 2 B 2 89217 create-image v+ #Y [X15]
RNKF, ENEHNIERREEMBEFREERE , BEMA --distribution-configuration-
arn 2PN LN FEEE R IRIEE ARN,

- BEGHE - ERNMRGHEI[NIAZH EH Amazon Inspector BELXNBEL BRI , FEH --
image-scanning-configuration 2. X T ARG , L&A LUEE Amazon Inspector
ERHPAE AR ECR FH#E,

o« BREGNH-Z2E A Image Builder A/ R , B --image-tests-configuration S,
®E , RAILAUR E AT LUS TR B (AR & — N AHES

- MEIRZ - A --tags S @A HREGERFMIRZ,

- MEITHER - MREREEEMEEINET/ER , W Image Builder 5 HERIABRG TER
BIEREG, EREEECCNENIHER , EEA --workflows Z#.

(® Note

MREBEERGIER , MESRIE --execution-role S H IR M Image Builder AF
EITITERIREN IAM AN BFHT ARN,

T ROIERAAEAER create-image Amazon CLI i R 8IEMK, BEXEZEEL , ESH
Amazon CLI fs 55#,

R ERRRIA D B oI 2 B AR

aws imagebuilder create-image --image-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-recipe/simple-recipe-linux/1.0.0 --infrastructure-
configuration-arn arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-
configuration/simple-infra-config-linux
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i

{
"requestId": "labcd234-e567-8fa9-0123-4567b890cd12",

"imageVersionList": [

{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/simple-recipe-
linux/1.0.0",
"name": "simple-recipe-linux",
}

MHECEE S 612 Amazon CLI
ERUHEE#THFHNBRGIE |, BF A cancel-image-creation i , MR :

aws imagebuilder cancel-image-creation --image-build-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-recipe/2019.12.03/1

£ A Image Builder § A5 W & LR

HEMNEDREFSHELNN , ZERKCNB - IS MEERENN | IEXHTHELAR
B, REMBFEHRE, EUUEAXEXHSEA VM, AREBERGESHEMREG, ESH , &
A2 R XN BE LRBIRAN A | RED KRR L #.

FF VM W AES |, Image Builder TIFU T XHHER :

o FFRUERMELITRE (OVA)
- EHRHEE (VMDK)
- EHIVER (VHD/VHDX)

« Raw

S ARMEAR# AR EIE Amazon Machine Image (AMI) 1 Image Builder BGZR | X & 8 o] LA B4k
BENBRGE SN EMBREG, VM BEEXNTEME S3 EMEF TS A, B4, Ll HE EBS 1R
BPEA,

M EGH B B 812 Amazon CLI 286
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# Image Builder %85 , BAILEZES AREK , RieEE T P EARHRESH AMI, WA BIECIE
BARESRAREESASH. BXENREEIN-—HI2HTSANESELR  F5H EUS
ABCE

£ VM & A Image Builder

Image Builder 5 Amazon EC2 VM Import/Export AP £/ , S A RREEBER A RLIE1T. Image
Builder 25| AR S AFKES ID RIBEREHE |, H6IE— Image Builder & RER
XAFEBEELDNNS ATRZBIEE S 5 A Image Builder B IR,

Console
Z & A Image Builder #H &S AR , BHMITUTEER :

1. $TF EC2 Image Builder ##l#& , it A https://console.aws.amazon.com/imagebuilder/o
2. MNESMERP , EFERE,

3. EITASAXEE , BERESABSK.
4. BWMAURT—REER:

- NENBRIEE - MNHE—HNE.
- BEEERREGWIRAE, RALTER : major.minor.patch,
5. EESAEE : ERHS A

6. ESARGRNHLEHUATEMNIINFAER. TRIEER  EESABREK,
EXRREIRERS

1. EREEENEDYVIRERS T A TERNRERERS (OS) &I,
2. MIIRAPIEFEEENE BV TE NV RERSRA.

ELPS ARE

1. HEMNELCRBERSHEDNN  ZEEL0B - MRS NIRRT, XEXHTHE
BHRE, REMHBENORE, SUUEAXEXHSAERLBIENRGEAANELRRSR, &
X VMs?#t Image Builder S AMEZER , HZHS AT S H VM B,

BEREESABRNNE , TRITUTEER
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S AR

HHERESE 1 B0 PEEESANS —NELYBREHE R NRBAIRIER.

a. RIR — ATLAR S3 7648 , b L2 EBS R,
b. EHEHER S3E - WA Amazon S3 RIFHHMERGNNVE, EXRME , HIEER

i S3o

c. EPMEERSR , WEHEMIWERR.

2. 1AM A&

X IAM A SENELHN S AREMEXE , M IAM B2 THIIRPERZAR , HEL
ROUBFASKUE— AR, NREUWETHASR , IAM A212H 48 NEFHEL MRS
WA

LTREMR : FARXERE , BAUASARNELARGEEME, A, LS.
ERBRGEN

BEEEEMNS ARNRY , EMRMIERPIEE—-NME,

hnz

MRENELDNHERECNE  NATREATSALIENRH, BENFAEE KMS &
, ENIE (KMS B4 ) SIRAPIEE—ME, ZIIRTELHKSE L[ XBHERG AL
KMS Z4A,

WHEEE

SAERDE , SAZES BRNELDHIRERSFH AT AHENATEARRSK, BEE
BHRERSETE , WANERENT .

- BRWANE — EATENF AN Amazon ¥ A[IER R A T EHE AR &
- B (BYOL) - REFRBEEMHNMFAIE (WMREA ) -

¥ VM £ A Image Builder 288



EC2 Image Builder ArfEm
B0 {5 F B 2 A i mTE BB B B0 Amazon License Manager FI /& H ERLARE | iE M EED
BAMYIRPFHTIERE, B License Manager WEZEE |, EZEFH Amazon License
Manager

(® Note

- AR ESSETEMN W PRI FRTARN,
* Linux XX BYOL ¥ AJiE,

RE (BEARBRE )

PREAE R RBEX N M Image Builder R0 B AT RAINAE, BERNFANERRZIEER
X FEAENEESAREN,

ERMRZ | Bk Add tag ( RINFRZ ) o EMIBRIFE |, E1%£E Remove tag ( BIBRIFE )

Amazon CLI

ENEMYMNEES A AMI H I A LAz BI5| A/ Image Builder B IR , 17 Amazon CLIFR
PATATR4E -
1. EAFH Amazon EC2 EE#\Hl Import/Export import-image@ /831 E#L LS A Amazon

CLl, B T@ RN PRENES ID, FT—HSHFENETEXAZLE. BXEZER , 5
CEEELAL Import/Export AFHER) S8 “ERELS A/S B FEBHENRES A,

2. Bl CLI % A JSON X#

T @t EA/ Image Builder import-vm-image @4 Amazon CLI , &A1812Z 7 —4 JSON
X, HHSSRNEAZETSPNAESARE.

® Note

JSON X HHHIEEN G B A EEBMEN Image Builder AP BEERSEIEE
HiEX, EEF API BEFKRSH , 55 | EC2 mage Builder APl ZZ
B ImportVmlmagei® &,

¥ VM £ A Image Builder 289


https://docs.amazonaws.cn/vm-import/latest/userguide/vmimport-image-import.html
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ENBEEENGTITSHIRM , HSlAmazon CLI i SSEFEENSHE. F
Image Builder import-vm-image &S /ER &I,

UTRENELREIFEENSHNRHE !

- BN (FRHE, ME) — ENSFARERREMIER Image Builder BE IR & o
 semanticVersion ( FRFH , SE ) — B HRGE URAE |, U TEREERE , 8Mu
BHABERTIEEMRA | <major>.<minor>.<patch>, $l#1.0.0, E 7T #4H% Image

Builder BIRHE X RAEFHINEZER |, BZH Image Builder PR IR AIZEH,
- R ( FRH ) — BREE SRR,
- TEH(FHE, ME)—SAN VM HRERETE.

« vmimportTaskID ( Zf&F& , 218 ) — Amazon EC2 BRI S AT EHH ImportTaskId
(Amazon CLI), Image Builder 25125 AT , ARREHEAIEN AMI , AETZEAT
Bl 5 H Image Builder BR&E R

- ¥ ( FRHERY ) — RERMNES ATRNREXN. &Z 21 50 MREX.

57 import-vm-image. json , BAfE7E Image Builder import-vm-image 3% £

Mo

{
"name": "example-request",
"semanticVersion": "1.0.0",
"description": "vm-import-test",
"platform": "Linux",
"vmImportTaskId": "import-ami-01ab234567890cdle",
"tags": {

"Usage": "VMIE"

}

}

3. SAME

£ SR 2 B XX e B A FHIZ 1T import-vm-image a5

aws imagebuilder import-vm-image --cli-input-json file://import-vm-image.json
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/import-vm-image.html
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® Note

« JSON X#BEFTX#MEBE file:// HE.

- JSON XM BRENERETHSTHNERRERGHENAIE, 0, Windows &
ARAHT (\) 5| A B X% , M Linux 1 macOS ERAERHT (/).

MERBREMR A 5 R BB E Amazon CLI

EERARGHEIRES |, B LR Amazon CLIFH Image Builder BB E , REMZFN VM &
BREAXGIEEBERXEN S3 . BXEZER , B5R =4l . ARKENE L VM #E 0122
2 &K i& EAmazon CLl,

£ A Image Builder & A& KIEFH Windows 1SO £ BR 5

Windows #R{ERSE ISO X4 R —MHERENH | HP IS RERER Windows RERSGNTER
F, MEREEETHWindowsRIFRLISOXMH R TR , TAEEMEME TR , b Al BETRNE
HETH. BELBERMAGEHNEERRIRE ISO XM , LBREENEERHERRERENN R,

EC2 Image Builder FAS ATERES A 1ISO BEXHH NP OIEFHESE, build-image-from-
isoftESERRJG , Image Builder 2HBEES AMNCIENSHNRE , HEATKLUET 7 REMREK
(AMI),

ISO B EMRES AZFHIRFRS

Image Builder XL T Windows 2ER S SO HiZ M -

« Windows 11 L AR 25H2 (x64)
« Windows 11 1l kR 24H2 (x64)
« Windows 11 1l kR 23H2 (x64)

Image Builder R #F AT Windows EERS 1ISO A M &

- KHIRSRE (LTSC) B&x
« BH Windows 632 T B2 ISO HE &

MIEEBRAG AR R 9 & R L AL REE Amazon CLI 291
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- LR

§ A ISO W& BRERY STRF A
ES A ISO WA , BAE EHBRIT ERKMH

- BERBNRERSGMLHZ Image Builder TIFHIRERS, AAXIBFNRERENIIR , FS
FI1SO HEMES AIFHRERS.

o RBRETLLE A ISO B | BEMNHE 365 EEFH O TEIZMRE,

s BEETESANRBRZE , B ISO B X4 E£F] Amazon S3 |, %324 Amazon Web Services
X5 FrE{ZE Amazon Web Services Il MS AZTVE,

s XHT BREESASEBFR D AXNE , HEAMAX D K/NE. IS0, IREHXHTBERNE , N
ALLUEITUTHRE2—NE#ITEDGS :

Command

aws s3 cp s3://amzn-s3-demo-bucket/Winll_24H2 English.iso s3://amzn-s3-demo-
bucket/Winll_24H2_English.IS0O

PowerShell

Copy-S30bject -BucketName amzn-s3-demo-bucket -Key Winll_24H2_English.iso -
DestinationKey Winll_24H2_English.ISO

* Microsoft FAIF L B BEEFAF, BLAEF AL (BYOL), BXRMWHRRHAFANESFER ,
BEZ R L S# Web Services F Microsoft % . (6] 8 ##& 71 E LY 7,
- SASEEARNEMH IAM AR WTAR
niTAe
A EFEF Image Builder Amazon Web Services fR%E K REEAWRER, B

EAWSServiceRoleForlmageBuilderfREHXxAE , HPBFERITHACFAFEHNERE , bt ialZ&
BECHAE,

KEBEEXHAE

AERTRSE EC2 KA LHITHRENNIR, B UEEMRERERRTEEXFIEE
NHAE, FUTHRERKHNIENXFEEXHAE , MBRERBSALEMENAENR
PR o

» EC2InstanceProfileForimageBuilder
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https://www.amazonaws.cn/windows/faq/#licensing-q
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/EC2InstanceProfileForImageBuilder.html
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AmazonSSMManagedInstanceCore

AXEZELR | HS1 € Image Builder EREEE B,

FF 1SO WE MRS A Image Builder

EF RS ATREZE , FRREEHEMBERLREN,

SATESELNRE LLZRUTRENEHERF :

- EC253 v2

« Amazon Systems Manager X3 A
« Amazon NVMe 74l

« Amazon ENA MR T2

« Amazon PCI BTz 27

- EC2 Windows SXAiREF R+

« $4%k Defender EFEH

SAT RSN ERERITUTEEEH

« FREFEERNFEHA Amazon Time IR ES.

Console

E M Image Builder ###| A5 A ISO BEMRE |, BHITUTESE -

1.

2
3.
4

$TFF EC2 Image Builder %% , P4k https://console.aws.amazon.com/imagebuilder/,
MNEMERF |, EFRE,

ETFSANEE , HFERES ABRK.

BMALT —REER

- AENEREE-NE—HNET.

- BEEEXRBRGIRE, XAUTHER : major.minor.patch.
HEREFAEKE 1SO F A,

BALLT ISO SABRBIFMES. TRIRER , MBS AR,
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« S3URI-f A7 I1ISO B E X HWNE, EX XY | EEEF NI S37

- IAM B2-EF IAM A2 5ENSABREXEK , M IAM A8 THIIRPERZAS , HE
RECEMAGKURFTAC, IREVUETHAL , IAM AE1EF & UEFERIRMIRE
W,

& LLE EAWSServiceRoleForlmageBuilder [REHKX AR , LA RZHREEECH
BEXA®,

7. ZBALLERE [ Image Builder B&EIRARINIFE . XA RHRZRMEEH AMI,

8. ISO EmMiEMEEE X T Image Builder N EES AT MBI H=HIMNIRE. B0

Image Builder IRIBRF R IAENENEMENEE U UEANEEMRERE. BXES
E8 , 218 B Image Builder ERtiZEE B,

BOEFNEMENEE  FARCBEMENEE, XFERIMANET-FHITH, tlEEH
RFE , ALNEERSARE , Rk ERIAGEMENEE.

9. EFMSAEE  FERSARK.

SATRE , EWERGFLAEERENERIIERT. BXRESHAES , HSH FIHBRE,

Amazon CLI
It 7RG BB N{AT M 1ISO B E XX 445 A BR{GR H 5 F iZ & 822 AMI Amazon CLI,
UTRENERTRIPEENSHHRE .

« BN (FRE, LE) - BNFAREREHETEIZERN Image Builder BK T IREY R #5o

« semanticVersion ( FRFH , SIE ) — B HBREE URE , U TERNEERE , 8MIEE
BEBERTEERA : <major>.<minor>.<patch>, l#11.0.0, E7 # B> Image Builder &R
B U IRA B FIMNEZEE | 1§55 Image Builder FHYE YR AR 4,

- HRR (FRHE ) — BREEHFHER

- e@@ xecutionRole ( ZfFH ) — IAM BENEHRRLIHEFRET (ARN) , ZAER
F Image Builder 75[RIXPR , LAITIER 1ISO XS ARG TERERE. BATLUE
FEAWSServiceRoleForlmageBuilderfRSHHx<AE , LA ARSHREEECHEENL A,

« ¥E (FRHHE, BIE) -ISO MERENEFEREFE, ARESHE Windows.

- osVersion ( FRFE |, HiE ) -ISO MEMBHRERSERE . ERESFE Microsoft Windows
11,
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« infrastructureConfigurationArn ( F&FER , Z18 ) — ATEZE ISO BRIKHEC2 SEAIRYER R
HEBL & 7 RA Amazon BIRBF (ARN).
- uri ( F/HE, KE ) — F6£7E Amazon S3 FHY I1ISO B STHH URI,

aws imagebuilder import-disk-image \

--name "example-iso-disk-import" \

--semantic-version "1.0.0" \

--description "Import an ISO disk image" \

--execution-role "AWSServiceRoleForImageBuilder" \

--platform "Windows" \

--os-version "Microsoft Windows 11" \

--infrastructure-configuration-arn "arn:aws:imagebuilder:us-
east-1:111122223333:infrastructure-configuration/example-infrastructure-
configuration-123456789abc",

--uri: "s3://amzn-s3-demo-source-bucket/examplefile.iso"

SATHE , ENERGFHAELRENERBRIIRD. BXEZEHHAREE , HSH I HBRE,

PowerShell
I 7RG B AN{AT M 1ISO B fE XS A IR -1 F iZ & 8] 22 AMI PowerShell,
LTRBENELRHDIEENSHENEE -

- B (FRHE, ME) — ENSARERREMIER Image Builder BREE IR B K,

- semanticVersion ( FRF&E , S8 ) — BHBRGHE URE , BUTERIEERE , 8MIEH
BBEXRTBEMRA : <major>.<minor>.<patch>, i 1.0.0, E T #HEX Image Builder &R
M UIRABFIMNE ZEE | 1§51 Image Builder FHIE YR A4,

- HRR (FRHH ) — BREEFHHER,

+ e@@ xecutionRole ( Z&HFHE ) — IAM SEHNEHRIL I HEFEEF (ARN) , ZABER
F Image Builder i RIXER , URITMIEER ISO XHS ARG TERRIRE, ELE
EAWSServiceRoleForlmageBuilderfREH<AE , LA ANRFHFRIEEBCHWBEENAC,

« TEH (FHH, LE) -ISO HEMBHRIERET S, BERESZHE Windows,

« osVersion ( FfF& , HIE ) -ISO MEMBKNRIERSRAE . ERESHE Microsoft Windows
11,

« infrastructureConfigurationArn ( Z#F & , 48 ) — A TREZIWE 1ISO BEHEC2 SEFIH BErtig
MEELE RIRAY Amazon BIRE R (ARN).
« uri ( F/FE, KE ) — E67E Amazon S3 FHY I1ISO B STHH URI,
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Import-EC2IBDiskImage °

-Name "example-iso-disk-import"

-SemanticVersion "1.0.0" °

-Description "Import an ISO disk image"

-ExecutionRole "AWSServiceRoleForImageBuilder" °

-Platform "Windows"

-OsVersion "Microsoft Windows 11" °

-InfrastructureConfigurationArn "arn:aws:imagebuilder:us-
east-1:111122223333:infrastructure-configuration/example-infrastructure-
configuration-123456789abc" °

-Uri "s3://amzn-s3-demo-source-bucket/examplefile.ISO"

SATRE , EWERGFLAEERENERIIERT. BRESHAES , HSH FIHBRE,

M AMI 3 33K 4

LHIEMNE AT R EN AMI B313EHI8F , Windows BRERSE£IE1T Sysprep Specialize , E& B
M H S3 iR T EMZEZ % La EC2 unch v2 #l Systems Manager A3, X &R REENH BB M
Ao MBEBMNFIEFMZEEH , W Sysprep Specialize BT EH R S3 KiwTm , HEABF X
Mo

B2 Image Builder MG Z £ FAEL I

L& EH Amazon Inspector BUEZ £ 1R , TLBEABEK, PR ITEN RGN EEZTHSE
Bl , LMERBRERENERIEESNRE. MRBE , NZ£AEHNTE3#IT , Image Builder A LATER
B IR G AT RN X ZFI P FAERIIRE ., Amazon Inspector 2 —I{F 8RS

% Amazon Inspector KB RHRMFZREFREFENREN , ELXBATER !

- BRIERRERN.

- TEERNTEM, PERTRNRRERTIE  UBBHEBERERANR LR , HSEUTHE
« RAK
- BR
- &

ﬁ)ﬁ
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- REFXRERINEGEE , AREEOEMFRRNEEURNESFHAEGE.
- REWIRKIES , BEEBRSBUAERIN B,

£ A Image Builder B&RELE R £ 13 Amazon Web Services BEE 2 H &

MREEH B HE T Amazon Inspector , Amazon Inspector & B#133# Image Builder B3h
#) EC2 EBIA RN X FR G, EWENNEERER , XEXFINERBBRRE , N AERID
BEAEXEXRFIXAFBIEEH, I THBEBAENEEFRENIFELI |, Image Builder 7T LAk
4% Amazon Inspector FE#ETFE 7N = L] LR B FAERIREFRRE,

F 1L . REHIKFBE Amazon Inspector Z£ 3

E M Image Builder 2% & 7 & HI K FBUE Amazon Inspector £33 |, FRBUTSRIRE -

1. $TF EC2 Image Builder ###|& , Mk Fhttps://console.aws.amazon.com/imagebuilder/o
2. MNEMBE#KF , EFLLAWRE, XFITALEREXNEE.

ZXEES REK PR EAERS. RERENIK/BIE Amazon Inspector , MPRSFERIE
B Ho

3. ERRIHEAPHZE 1 MNP 2 BE Amazon Inspector 13,

® Note
Amazon Inspector 2745 A, BXEZEER , i5Z 1 Amazon Inspector ET.

MREEBENEENIM | Image Builder 2EE B E RGBT A BN WESHIHTHE XD R
BB, XH# , BF A LAE Image Builder K IR XFIFHRIBEEL N

£25 HEEBRENREFRFRAERIARR
ENEERERTHERINRRE , BITUTESR .

1. $TF EC2 Image Builder ###l& , Mk Fhttps://console.aws.amazon.com/imagebuilder/o
2. ESmERP | ERREEE,
3. ERUTHZEZ—LUEEEEFHAERE :
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BIEHEE

1. EREEENEYT , R EREEE. SNEEERNSPHAEEEEFHAFEERH,
EXMNAEE
1. EREEENEYT , EREENMNEENEERMEEE, XFHTTEENFARTE,

® Note
RE 6 BAUMEPEETFNEEZENSNELRE K RoEREFFAEE.

2. FEEWAGENE L , NEFREPLEREEEE, XQELRERBEEENH,
4. HEEEOSHNEARIN FEEENET , EFEHAREHHEEIRE,

® Note

MREBBEXRARR , MATURBEEERZEEE,. XT2FA Amazon Inspector
&M Y. Z/5 A Amazon Inspector 333 , 1S Amazon Inspector AR
#t1= B Amazon Inspector,

R EE Image Builder BB Z £ X Amazon Web Services EIE#ZH &

Z2PFERPIRNHEREXENTRBAERINNERES , EARETETUNAN LN TR
wRS. SMEBENRSHBLESUT AT ERAEAEM

- FIELXLRERIN - MREM Image Builder ZHAENSMERPERRLBELRIATE , X2
ARE,
- BRE — HUBEEREKFPRMEERERINBRGERRNERIIK. FERIN ID #EIEXZ
REAINEZFAGE. LERERENTHANITANEARL. ERIEUTER :
- AERIIFMIREA,
- RERNFERER, ERINSFRAERIALR, SEENREFIT, HIKEUHE, ®EEFEAE
BRMEXFEE. BB ID #EIER®RHEEFHNIFEMRBES.
DEEAMEIRE T, ETFEE CVSS #l Amazon Inspector 7 8 side-by-side L& , LB
LAZE & Amazon Inspector EMEEH T 2 ( MREA ) -
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- EREBEE — LUEEREKS P MRERENBERNH. Image Builder ERPFTEMEME
SEENRBAERINKER , URFERERINER, JIRTNAEHERCHERE , TR :

- REEERNISZEIEERGEENFERME.

- FENERAIEET AL RERIAR , ZUBREXKNREEER RN EXER DT
%o

IR T AMERERFHRMLCE R,

- BRG — AR EREKS PEMNREEENBERAY. Image Builder ERPETEMNESE
ENRAERINBER  UNRFBRERINER. SIRPHOAEHEHRCERE MR :
- REBHIIEEIEEREHNENREFERE. FXEZEE , SR EERERFFAE

=

/N0

- FENERHIEET AL RERIAE , 2O B EXEKRNREGIE R TN EER D 21T
%o

IR T AME R ERFHRLCE R,

image Builder ERUFIHZ S BEXANBHBELAIXHS B ERATEAEL
FE

CVE W&ERTFEit, ENTHF -

. ERE

o

|

o}

- BEX
HEXRI ID

Amazon Inspector £ 13 # #2252 Bt N BV N EIRY CVE REXR I —FRRF. 1% ID 8%
FRLREERN > RWKEARH.

AR5 ARN

HREXRI ID FIPEE T HERNHNBREN Amazon BIREH (ARN) -
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RAriEmE

EiE

HEBRE ARN 3P iEERN KB EE.

DU

HER N EERET.

Inspector 2

Amazon Inspector § CVE A& X 2 B/ 2 B

HEIFREEFERANBUTHFHNFAER.
RMEH

1 A =AY ES RN € )ES: SRS RN LT

’BEE Image Builder &R

NBEREATR , FELBFERBEAERPHRACIEZNTRMNEE, BXMER Image Builder AV

BFRHEZEL , 50 BRI ARFERL Image Builder &R

7B Image Builder &R
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B Image Builder BR§HY 4 dn B HA SR B

IEBEENBRGE  EENREHEITL , EXERGIN ZHFHEEFEA. Image Builder EXE 7 B3
RRAEFRMEZ2I T, BR , SRAEETSERENIMAREDENAEXKE R, RHRESFE
BEENKS,F , BESEFIHREMER , NOIZMARNITES.

f& B Image Builder £ EHIEE K , BULBZMITHER. 2 AR BRI A 89 G R E B R IR
HiE, RENBRRILLEIELED KA EHMA Amazon Web Services lKF, (AARA L E (v (OUs) K%
HE % Amazon Web Services Xig, EAILEHAN , MEMAUAR AR RTESEAHIRFHEN
TR, URBEERKPISMESE,

Bap{LEm A EENRS
BatEmAHEENSEREaRE

- BEANFEARGHNXBETRNAN , f{LBEXREN L AREE.
- BEYTEh LR B REG S B SE AP RAY S KR

o BRI B BR AR SR AR SR BR R BE AR RO ST 85 2

o ATBURERMERERE M ERERRAVRER IR , M BRE 76 B E A R Ao

KIARATE

£/ EC2 Image Builder 812 BE X AMI RABHEHBFIWEEMTZAH. BR |, FREENDERTZ
EHhERANEMRERS. YEMNPBRAEARTENOEGREEHEX GRS Amazon Web Services i
P, aLlEE AT AR T AR EMEA

« FERHEFNARCER S BT RYBRERET | AT DU AME XA R P 7R AV B 1D

o WTEMBRA AMI BERFIR , B LLAREN B BN REAMIs REXBRERE, XiHERAS
T B R IR A A

o NFEBBRVAB[RGEIR , TLLEBRRBREERR. XF A AT EEM#E ECR FEEH
Docker B H9 Amazon ECR 12 B A< F ¥k 3E 1w 32 R,

(® Note

Image Builder 7oA IHAEFTA AT BEMY T BB ( HlAN B 3hy A RS R ) WEER W, B
B R EHRERT |, ME EBREE TR B
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- Image Builder UG s BRI EE A REH

- 5 Image Builder MG SR £ B EE R KK

- EEEWAPRERFAGRE

- BIEEmARER

s S ABEEMN 04AEH T Image Builder BRK R

Image Builder BRG £ B HIE B LR &M
£ 1 EC2 BB & IRE X Image Builder £ B EE REEMMN 28] , LIUH BT EREH,
- BIE—NIAM AR | ZAGETET Image Builder T4 G AHEHRNNE, ECBZAR B

%5 Image Builder £ AHEEOZE IAM A€,

- EERKFFPABKS SENRBEFARUE IAM A6, ZAEART Image Builder £ BRI/~ #
XREBRHATE S ARRENNR, ZEQRZAG , FS5H 7 Image Builder Bk~ 4 dr A EE
B IAM A,

® Note

MREENAE AMI BRFEIHMER , WAERLERFZS. EHEINR , BEHENIK
FHAMNLE AMI B8R4 , BFTE AMI FRDAREEENKS .

- NTABYREG , BLIUFUTHRZRME ECR #45% , @ Image Builder B FIHENR , SEXS
EHERHEDPNASRMBGETEGARIRIE | LifecycleExecutionAccess: EC2 Image
Builder,

79 Image Builder £ B HIEEAZE IAM A&

E#&F Image Builder BT AR RBINIE , BLFEQER TFRITERERREN IAM A&,
REUATSROUBBTFNRNBESAE,

1. M https://console.aws.amazon.com/iam/ ITF |IAM 2= H| &

2. MEMERSF , &£F Roles.

3. ERMEAE. HEENHARENE —SERTUESRME , LCIBENAE,

4. XNFAMERMARE , FERBENEERKIEDR,
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RAriEmE

5. EHILLT JSON FEXE  FMEARKI A ENEERBXAXEF , N BERREIXAR, WEE

KB 7LV Image Builder BEENETEREARREMIENAE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sts:AssumeRole"
]I
"Effect": "Allow",
"Principal": {
"Service": [
"imagebuilder.amazonaws.com"
]
}
}
]
}

6. MIIRFIEFRLTIEERK | EC2lmageBuilderLifecycleExecutionPolicy , REER T —5, g

RIS, REHVERHE.

® Tip
Jwik image BAB{LE R,
7. WAABAEM.
8. EFRER A BLEFUEAE,

7 Image Builder Bl F A EAPEECE IAM A6

E#F Image Builder 7 B #RIK 7 X RERFRMATER AR RENR , BLME KERERATEX

LK T E A RREN IAM BE, SXAEBERKSFRASR,

BREUTSRUBEBRKS PR TFNBENRS AR

1. A https://console.aws.amazon.com/iam/ ITFF 1AM $2# &

5 Image Builder Bl AR AREEME IAM A€
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2. MNSMERKTF , iE# Roles,

3. ERCIEAG, WREFEARENE -SREAEIME , DEIRENBE,

4. XNTAMERMRE | FiEEAE L EERBED,
5

EHLAT JSON FEXRME , HEMWE EELEERBEXARXEH , NERRHINAE, WEF
W& LY Image Builder BEEN ST EARREMEIRNAE,

® Note

% Image Builder £ B ¥k P R Z A EX B F 2 B8 < BB R#TRIERN , HR
KENMKFFIEETSE, BESERKaws: SourceAccountFEEMIKF £ Image
Builder 2 £ X LB REIMK . Amazon Web Services ik

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"imagebuilder.amazonaws.com"
]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "444455556666"
},
"StringLike": {
"aws:SourceArn": "arn:*:imagebuilder:*:*:image/*/*/*"
}
}
}
]
}

6. MFIRFIERLTIEER | EC2lmageBuilderLifecycleExecutionPolicy , REER T —5., i
TSGR, REHVEHE,
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® Tip
it image LA{LLE R,

7. %A Ec2ImageBuilderCrossAccountlLifecycleAccess fERABEF.

/A Important
Ec2ImageBuilderCrossAccountLifecycleAccess MR ZA BB,

8. ERRER , FERUERASG,

5 i Image Builder BRE& R £ on B I E IR R B

A LRBERGEGAHERRKIIR  EPaFEanBARRRIRTE LM BIEFEAE 25 Amazon
Web Services BE##|A , HHF X Image Builder API 3KE & & 584 SDKs, = Amazon CLI,

BRI LAE R LT 3% 2 — 5 48 Amazon Web Services I/ 1 #9 Image Builder BG4 i B HA R IS 'R
Ro Bx APl #24E , 12 | EC2 mage Builder APl ZZListLifecyclePolicies . BXxXEBKH SDK
BXR, BZHAR-NEH LN S ESHEE.

Amazon Web Services BIER&| 4

EHEPERTHERBNUATEFAGE ., BUNEREMIIRERERNFEFINF. REHIREK
PR RME B ITHE R . HRTHEFIR R 5 & SUREE R,

MRERFUE—T , WERE LAND TEECRENEDRS, EUUBTEREERBEENR, XK
BORAS, ol H AR B M BRR TR ARN FFiE & R,

- REERES - REEN Ao

« REPRE - REELL TIASPRESE R IEFDIRE.

o RE - QIEHBRERA (AMI HABRBR ) B Image Builder 7B iy Hh BRIREEL
« EXONT B - A AR LIRIZITAYRTE

o 02 B - A an SRS 0 22 DURAY i B

 ARN - £ a5 BRI R RA Amazon FIREM (ARN ) ,

EaxD S HEREER Amazon Web Services B4 A , FHITUTSER :
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1. 3TFF EC2 Image Builder ##I#& , Mt A https://console.aws.amazon.com/imagebuilder/,
2. HESMBERD  ZELETEAPRE, XEEREKFPHMRGETGEPREESIR,

A FR1E
f& AT LA A an B A SR I 51 3k TUTED X A A JB) B SR RE 04T BA TV IR

EORFHREE R AR  FRRBREGANER, AXNAERBNESRER &
0 2 A An B S SR e

ERTUTHERE LA REERE, BRERKE , TP REENIHNERE,

*

« BXRMFITFREE , EMNRERREFIERE ARG AKX,

- REURE , FMNREREDERRERE,

- EMIBRREE , EMIRESE PR EM ERR B

- EQIREAFERBFENEERENIRE , BNREXEPERRERE,

Amazon CLI

LA 5 50 BB 20 AT 6E A 51| Amazon CLI B4 EE G E AR Amazon Web Services X
H, BEXURTHUSTHSHAMETNEZER , H5H (list-lifecycle-policiesii TS &) Bl

Amazon CLI i85,

Bl

aws imagebuilder list-lifecycle-policies \
--region us-west-1

M

{
"lifecyclePolicySummaryList": [

{

"arn": "arn:aws:imagebuilder:us-west-2:111122223333:1ifecycle-policy/
sample-lifecycle-policyl",

"name": "sample-lifecycle-policyl",

"status": "DISABLED",

"executionRole": "arn:aws:iam::111122223333:r0le/sample-lifecycle-role",

"resourceType": "AMI_IMAGE",

"dateCreated": "2023-11-07T14:57:01.603000-08:00",

|t A o B A SR R 306


https://console.amazonaws.cn/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/list-lifecycle-policies.html

EC2 Image Builder ArfEm

"tags": {}
iy

{
"arn": "arn:aws:imagebuilder:us-west-2:111122223333:1ifecycle-policy/

sample-lifecycle-policy2",
"name": "sample-lifecycle-policy2",
"status": "ENABLED",
"executionRole": "arn:aws:iam::111122223333:role/sample-lifecycle-role",
"resourceType": "AMI_IMAGE",
"dateCreated": "2023-09-06T10:43:21.436000-07:00",
"dateLastRun": "2023-11-13T04:43:46.106000-08:00",

"tags": {}

arn": "arn:aws:imagebuilder:us-west-2:111122223333:1ifecycle-policy/
sample-lifecycle-policy3",

"name": "sample-lifecycle-policy3",

"status": "ENABLED",

"executionRole": "arn:aws:iam::111122223333:ro0le/sample-lifecycle-role",

"resourceType": "AMI_IMAGE",

"dateCreated": "2023-10-19T15:16:40.046000-07:00",

"dateUpdated": "2023-10-21T20:07:15.958000-07:00",

"dateLastRun": "2023-11-12T09:27:45.830000-08:00"
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(® Note
E A ERIAE Amazon Web Services X1 , EER W - -regionSHMER FE1TLbd
A
To

EREwmARRIFHES

Image Builder Z2H & W AERBRRBHFERNLER/HERY  HER AR FH. REFEN
RBEE FRo

£ Image Builder ZHAMEGEARERFAGENE L , FUUEEREETAPRERNFAGE,
&I T LATE Image Builder API i {E A ap S E IR 4E Amazon CLI RIREVEKRE1F¥15. SDKs

RS
« 7£ Image Builder ###l AP EFE mARRKIFAER
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£ Image Builder BH AR EEE AR FAEE

Image Builder ZH & PHREFAEENEHITE/END , AEREFAENSE, TERERGE
BREREY BL 75 89 & PR R B AR A

PH A FMEER D MIFER
- BEXD

o FNIEDF

- SEEMETF

« RunLog &I+

BERD

ill[
¢l
-z
e
B
A
Em
Sl
o

RES,>BETHENKEE , @REUATEFAER. XEFAEER
KBRS

KELAL TiEBE R IETFE IR
Type

BIRFTRBARAR ( AMI BB ) B Image Builder 7Bt 89 far i BR&SEHL
Date created (€% B )

A i B A SRRE O B LUK AV B (R B o
&k B

4 an A E R R LR EFTHYET AL,
ERETEH

4o B RE LIREITHIETEL,
IAM B &

Image Builder A FITEmARIRIEN IAM A&,
ARN

£ AR AR Amazon BIRE# (ARN) .
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DU

Lo EARBEER (WREA ) o

LN 33 15 -+~
MNETFERENEEERENRBEENEREDRAN, ZEAFSSATHAFE -

« BN -ANNER. ETETURENRIKERE , IEEREHSH.
* Deprecation rule
* Disable rule
* Deletion rule
o M - AMNE B ERENFRRR.
« NGRS - FIHXBRARLGCENEE., AUBHINERURRERE (WEA ) -

BRANBEENESER , FSRLEGFHANN THES K,

SEE T
EEENFERNELEEEENRBEEN R FERIME. ZEMFIEUTHAGE :

* Filter: type of filter-ATESSEEMTIRIRRE, HERHFRBEATURUTRE Z—
- recipes - AT OIE4 AR ERARGHE S,
* tags - Image Builder Fi Fi& 4% 4 n B B 5K BE 35 A IR B0 R Y — B4R

- BRE-LSANRERTEIR , UAELETFHPERNER.

« BN -B-THERENFTEMERENEHIIFE,

o MR - REHEE T H HHIESMY , N Image Builder & & /REL 5 MR

RunLog &I+

BRNEENFFIZITREER , Image Builder & RFZTRFEARFE . RPVE-—TRAR—NET
BISEfl, ZETMFEBEUTEARE

« H4T ID - PRIRE S FHI RS TR KA.

« HITRE - BTRPRES , THRERBBFEINREEEESIT. ERIET. EXMIEEEUH.
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- ZEMHRR - RISTEGIRE N £ BAHRERR T EAREER.

« FF34 B 8 - =17 SE 6 B et A9 B i B

- ERBH SITHIRBIG RTHIETRIE,

B2 4 an B HA SR g

SIZ#HH EC2 Image Builder £ an B HIKEERT |, BLBEUR T IZKBEATE X VBRI, 71 AMI BR{RE
BRAREGR RN ELET RN API B4EME (CreateLifecyclePolicy). B2 , BRG R < Bk
RENEEEFTE. AT FENAMMANAMETRCIEEmEHEERE,

® Note
tlEEwmAMKE N , FRREESHRME LREMF,

/% Image Builder AMI BR{&8E JREY 4 an B HA B IR SR B

BAILAER LT 572 — 83 Amazon Web Services EIBIREI & A1 AMI MG 4E a5 B HI KBk
Amazon CLI, &t A[ LA CreateLifecyclePolicyAP| 4, BxXEH SDK B3R , A LS Im
EC2 age Builder API Z2E R Z@TH “ZESH .

Amazon Web Services BIBiE 4| &
EEPRH AMI BB R ROIZBE G EHER Amazon Web Services EXE#E448 , BRITUTSE :

$TFF EC2 Image Builder #%|#& , P4k https://console.aws.amazon.com/imagebuilder/o
ESMERT , EFREWEHKRE,

TR O 4 B HAR R,

BRUTSRPHEREERMERE,

EEREREGUBREMEALRE  BERBREK,

o M 0 bh =

BLE RN ENIRE,

1. MERBESREIRIAE AMI IETL,
2. RWAREEEBW,
3. (&) mALREAREAER,
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4. RUANBERT , BELTHERS. MARESHEE G ABRBEHFELEFME TR, &
SR RVEANERE , oAU,
5. BEENEDREHRBENRCIEN IAM A, NREHRCIBLAS , ES5H LREN RNES

15 aXe)

BB R NSEE .
REo RIFEERA R TR R AR B B L o5 B R R REE
1. TESRMARE B - ERECIRREBFRNESFEG RN NATRERF , FHIZE

IR % 50 ML RRAR.

2. TRERHRE X - ERBERAFFIFEREHAN LA TRERR , FRWAKSZSEE 50
MEENBSIXR , HREEFITTE,

BRAUT—ZHZZEREAHMAN , UNATEBARRBERNTR, MRENGFRERKEZ
TR ESANEwEAHANAECTE , N Image Builder A TIRFHRITRUIRME : 1) FA, 2) &
A. 3) MR,

FRAM

#F Image Builder BUH& R FIRAIRE N Deprecated, W TFEFAKME , Image Builder EE N4
BT, BULLERAXBIEBFARE , AMIs MASFMEEFHEFIMBEED.

« B - EERGRECNEFXAEL TN RIBRNERE , AEFHIRIZH Deprecated,
« B - EREFEANNESEE. ZEALN Days, Weeks, Months = Years.,

« HA AMIs — &R ZEIEIE AT RER Amazon EC2 AMIs tRiIEHEA B H, ©141 AMIs AR
A, BMARTUMNARE S EF =6,

ZRMN

#F Image Builder BUGEFIRAIRE N Disabled, X FiZMRE , IRESM I Image Builder &
EIE1T. BRI LUERZAXERE AMI BARS 1S Zh #7261

- BN -EEMGRFRUNEEXALTNREIBRNERE , ASFHEMFIEN Disabled,
« B - EREFEANNESEE. ZEALN Days, Weeks, Months & Years.,

o B AMls-i% 1% EIEE T A XER Amazon EC2 AMIs, BT eEBEFEA T AMIs MR E S
241,
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i) BRI

EERAHRIHER RRGERR,. BUIUEHEREFRNHEE. 3 Image Builder B RBSE
RER , 2FFEBBR, BLUERBUEEMERARE , AMIs A SAMIERIX L AMISIRER, BIA T
DAFERBELRENERIEERZ,

RERAMREEMBRMNET , Image Builder 21EEELE /Y — B A E S BRARGR B R, fitn , £ 6
N A ERBRRG R IR, ZBMEBER , Image Builder 2R B E1EE N RFRGIE KR I BEIEIT 1%
WE , HMEREHMRA.

- REAHR
- BN - EERGRFURFLNILTH A RIBRHNERE , REFTEBIBR.
« By - EREFANESSE,. ZER LA Days. Weeks, Months 5 Years,
« BIMEFEDRE NG - EPZEIRE , HZHANFEEESNE S RARE R A
RS BT R
RYE
- REBHE - BEENEINESIREFRENVZHMRETRRENERE.

« BUHEM AMIs — &R 2 &% AE ATBUHEM R ERH Amazon, EC2 AMISEREEBER EA] AMIs
FMNAPEBHFKA

s RETEXBRINEGNRB-EFZEEETAAZRENBAGERNRZIR, AMISFRE
EATEAREM Amazon EC2 AMIs, &% Al A 50 NEEXT,
R (i)

PRI N B A& an B H SRS

Amazon CLI

ERIEH Image Builder £ an B HAK R , &7 LA7E Amazon CLIF £ create-lifecycle-policy fin

PN
T o

212 Image Builder & B8R G R AY 4 7 B B B I R IR

BRI LAE R LT B2 —8X Amazon Web Services BB 4| & SOIB2ABMGLE o E IR
Amazon CLl, #ta[LAfEA CreatelLifecyclePolicyAP| 45, BHXXEKA SDK &R , BALUSHE Im
EC2 age Builder API ZEHZmTH “‘S1ESH" g,
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Amazon Web Services BIEiR&| 4

EEDPRHARSBEGETRVUNBLEDELER Amazon Web Services B4 A , FHITUTSE -

1.

2
3
4.
)

$TFF EC2 Image Builder ###& , Mt R https://console.aws.amazon.com/imagebuilder/o
ESMERP , EREwEHRE,

R EE AR,

BRUTHRPEVEREERBKRE,

EEREREGVEEWEHRE , BEFOIEERRE,

RBEE : FARE

BEXRBNENIRE,

-_—

> w0 b

MIRBER B RIEE AMI IETL,

SRR o

( Ak ) WAL AR ER,

MABRT , BOELTHABRES. RMNRBELSBEEwBAHREFFHEIRNEI S, E
IR RAFERHIRE , ATBKARE.

ERENETRABRRBROEN IAM A, MRERCIBLEAER , ES0 fARNG RNES
E5

BB SRR NSEE .

o VIR EERR TR R RBE B L o B RN R RERE,

1.

TEESFMRE B - ERFEERGHRNVESREREPANNA TRERR , BHEEK
BEIEFE R Z 50 ML RRAR.

2. TRIERHRE ¥ - ERBRFFRIFESEHHANNATRERR , FRARZSEE 50
MEENBFIR , HREEHITTE,
) BRI

NTRB[RE , LN MR Image Builder RERMRER R, ERILLAREMERE 2 E 2 ECR 74
#Y Docker BRf& , LA LA A TzTH AR
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¥R FAHARR B EMIBR AN Bt | Image Builder &1 IR ELE By — EX B 8] S M BRERIG IR, a0 | £ 6
N ARG ER, RHMEBEER |, Image Builder 2R B RIEEN FEFBGHREB SRR AL %
WE | HBEREERAK,

- RERAHPR
- B - BERGEROIERSMAT AT E BN BERE , AR FEBBR.
« B - EREFEANNESEE. ZEALN Days, Weeks, Months T Years,
« ELREB ARG - EPIZERE , HZ AN KRN ENE 5 RANR E SR 7 A RGE
Ro
RYE
- REBUTH - EBENESIMEIREARENZFTRER RBENERE.

- MIBR ECR BeRMR G - EHIZEEAE , PIBRIFMEE ECR FREDXENERRG. TEBFRR
BRERAEN Bl 2R BT ITHT AR &t

EEAXRBIMENRE - BPZERE  WARRENREFRHRLIR.

PR (%)

FHRE RN 4 65 B B SR M

Amazon CLI

ERIEFH Image Builder £ B HAZKEE | 7 LIE Amazon CLIF £/ create-lifecycle-policy n

AL
T o

Ao AHAEEH N IMAER F Image Builder BRI E TR

REGE R EAHRBEASEXNEDBRANKZENEEARRERRE, SEXNAVNETHER
ARGHHEE  ARAKRESEEREEMBHHRAS , SI0ATHEN AMIsRBIFHEIAERMR
B8 ECR i EF M MBEERIER,

&R BN B SRR EC B LA TSR BRI
FRAM

FF Image Builder BMEEFIRAIRE N Deprecated, X FEFAMEE |, Image Builder EE 1 &
BT, BAILLUERAXBKIREFAME , AMIs MAEFMEEF=FIMEED,
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FRAEN AMI B, EAEERSTHZR, Bl , tnREEPIEZE1T Amazon EC2 describe-images @5
% Amazon CLI , EF&AMIs EEREFRIREEHFER., B2 , BMARRIMIIN AMIID B4
#H AMls ,

LA E A T R 2R R
ZRA

¥% Image Builder BB FRASIEE N Disabled. Xt FiZBRG , LLIREAR L Image Builder &
BET. B LUERFERARERE AMI BABA 1E /B B TS5l

ZRAENAMI 25, HEQXTHAE , TEATESIHEM, NRESEMAKS, AARNARLEN
HE AMI, N ZEH AMI BRABR , MBI KEX1Z AMI BT E R,

LA A E A T R 2R R
) BRI

RERHRSEBERBRRGRER, BUUEHEREERNBEE, 24 Image Builder BMEERBSE
RERN , & FERER, B LUERBUEEMREBEARE | AMIs 120 BUI BRIX &£ AMIstRER, &3& ]
LA FHLEREESBRENRRIEERS,

X TFAESMSG , AN SMIBR Image Builder REFBE R IR, BAILUEEMBRE 2 B2l ECR F#E
MABSEEG , DB IEEATETHNAES.

P
« AMI 4 dp B HIHEBR L
- EEXRBNEGEAPEEBENNFEMES

AMI 4 75 B HEHEBRFL

AT BEBRA E X T £ d A AN K FISAER AMIs.  AMIs 56 BEBRHL N P48 EFRE A A BERRE £
AR EZN. HEBRAMNIE Amazon Web Services BEEFHIAFF A,

LAFARBFEH LifecyclePolicyDetailExclusionRules BIERFEFH APl R RZE,

BEERALI

ami

‘@& LifecyclePolicyDetailExclusionRulesAmis FHIIZE , T EMIFIRFT T,

AMI @5 B HRHERR AL 315
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tagMap

B BREZIE 50 MREMFIR | XEFRE A B EM R BT IR & a5 BB R E.

LAFRAREMEA LifecyclePolicyDetailExclusionRulesAmis BB B BH APl RR%,

AMI HEERHL
isPublic

BEREF AR AMIs EEGEREZN

lastLaunched

18 Image Builder WELBIFMAER , UNEGBAHREPHEREFTER,
X5

4 55 FE HA1RE Amazon Web Services X1 FHEBRAELE

sharedAccounts

& TE Amazon Web Services Ik [ B RBEBREE B RRIEZ A,
tagMap

B BB EREH & fn BB HERR AMIs HIFRZE,

EERBNEAHEEANFAES

AN RIEER Image Builder REF RO ENEREFHEERMPELN, EEFED , £ AR
HAEEREPE N ANET+ , ERTEANREEENANNFAEE.

B FIREUREEIF S 2 Amazon CLI , A[LLiE1Tget-lifecycle-policy@nt, MNMNFHRBFMAEEEIE
NERBEENNRE (AN ) Jik , HhIECRENAERE.

ERLEWAREEANFAER 316


https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_LifecyclePolicyDetailExclusionRulesAmis.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/get-lifecycle-policy.html

EC2 Image Builder ArfEm

{# A Image Builder Bl & B E X M5

BEERREHEREEENWRER  RXEEEERNREG, NENFACE. £ MHLE Image
Builder #R , &4 #. BEANREG , AREMEMNEEN T ERE,

@ Note
N T #HBYEETE Image Builder BIR , B BEHRE WEANBINRRSEABE. BEAR
XRBIEAX (HIMZEAR, FIEERE ) Xt Amazon BRIF#TH X, XELBTZHEE
RKBWFRN2EEFTR, B SURE S B 24 E RV ARE K E B R 3% 7R
BXMEA Image Builder in &7 B RRIIFENE ZEE Amazon CLI , ESFHAIEENIRICHE
RET,

RES
« 1£ Image Builder P EEE 7
« & Image Builder Efti& M B

« & Image Builder 2 & E

£ Image Builder F EEE S

EC2 Image Builder B2 5 EX T AECIBZFTEENESRNEMESG , LR AEBENRGHRIE—IEE
BEMHE TN —HA A K, Image Builder A B MNAHREMABZIEE, RIANERT , BHZS
AT AKX B AR 20 NMAH, XSIEEEMNILAH,

EERUBESE , BTEBEUEERT,. EEBE S EEHEAH , BAMEIEFAE 5 RE S5 R
X, BALURHRENARIMEERS. BXMEMA Image Builder i 51 BRI ZLEMNE ZE S Amazon
CLl , B RAAXEENIRICE RIS

® Tip
BRI AER SR EA Amazon RELYH , I AFA X BEHWBEEN AL, BXEZER,
EZH 7 Image Builder MG A BEN AN, N TRIBHHANBEBRE S AMIs , &AL
£ Amazon Web Services Marketplace B 7= mMA 4, HXE Amazon Web Services
Marketplace =mRERNEZEE , S Amazon Web Services Marketplace £ Image
Builder F &Ko
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RAriEmE

AFNBOAGIH, EEMCIRES.

&

« FIHNEERERSHNEARGFE
c FIHNEERFTRLIEARGE
« BIEBRERELJ5 BYRThR A

« BIEFTRA B RE S

- BERR

i

HHMEEFRGE S RIFHEE
AW N EEHKImage Builder EC2 BB A EEHEFT FHAERNEM S L,

BRI B 7 ¥ H1E B

- BEESE S HRGE S

« 5|5k B Amazon CLI

- BEEFSEERGRESFHAES

- MH3REXE 5 B 5 # 45 Amazon CLI

- MHIRENE A B 5 BUR ¥ Amazon CLI

B A 5 LR E&E
E7E Image Builder 2| A P EBEELIKS THBNMBRS IR , BREBUTSREE

1. $TF EC2 Image Builder #£#|& , ik R https://console.aws.amazon.com/imagebuilder/o
2. ESMBERKRD  EEREGEF, X2ERELKS T RIENREGE S 5K,
3. EEFHAGCENCEHNESRAE , BEhBERFBMERE, XHITARSNFANE,

(® Note
B LLERE S BN BUNERE , REEE EFFAFE.

I HAMEEREE S
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5|3k B Amazon CLI

AT RBIGEER T e s Amazon CLIZ| PR B BRGEL T .

aws imagebuilder list-image-recipes

BEEHaEEREESFAESE

E{# M Image Builder BH A EERHERBGEFNFMAREE , FRE BEILEH S5 HREE S AR
NS RIEREERNREE TS,

EEAFMAEEREL , &AL

- MIBRECS . B<TE Image Builder IR FRNEZEL , S MRS Bz AR EAR Image
Builder &R

- BIEFTARA,

- NEIAHAIBREE, ﬁh*ﬂﬁlﬁtﬁﬂﬂqﬂﬁﬂﬁf"q Jﬁ BEHAEENS, AXEAEERSAE
Image Builder EEMNEZEE , HS R #IE : BN Image Builder 2% & 6 58 f i AMI 6228
BEE

(® Note

HERENAESCIZEEN , QIEMEHFANETIA A,

MHIREVE B 5 i¥1% Amazon CLI

LA RGBT 4T 48 E Amazon BIREF ( ARN ) BUBE /A imagebuilder CLI &5 3KEXBR & BT /5
HAER

aws imagebuilder get-image-recipe --image-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-recipe/my-example-recipe/2020.12.03

MHIREVE H B 5 BUER1FE S Amazon CLI
AT =188 7 anfal#5 € ARN BUBIS £ F imagebuilder CLI a7 B3R ERBR G Bl 5 SR B ¥ 4R 15 2.

aws imagebuilder get-image-recipe-policy --image-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-recipe/my-example-recipe/2020.12.03
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RAriEmE

HHMEERRESFHAFEE
AF N BMEREXEH EC2 Image Builder RSB AN EEHEFTHIFAE R,

BREHFFHESR

- EERFEPIHARES

- £ Amazon CLIZIHAESE S

- BRSSP EERRELSFHAER

- {8 Amazon CLIFRENA B HiFlE

- BEREARE S BRI ¥ HA{E S Amazon CLI

EEHAaPIEAER S
E 7% Image Builder BHIEFEFEEENIK, TRIENASRE LYK , BERBUTISREE !

1. $TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o
2. NEmBERP  EREFEF. IPFERELNKS TEENBRE S IR
3. ETEFFMAGENUBENMESIRAE , EEFESBVEE, XFITHEANEARE,

(® Note
BEALLUETESEMZLNE , AREREFFHARES.

£/ Amazon CLIZIHBEEH 5

AT RHI588 7 an{al £ - Amazon CLIZIH & AT E B8 8 A,

aws imagebuilder list-container-recipes

AR ETEERRESFAGR

E£ A Image Builder ZHAEERERHEANFAGE , FEAREREENAHES , AT £

HH BRI HARRE S PR SR,

EERAFAZOREL , BRIBRITUTRE

AN EERRES
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« MIBRELS . BXRM{AE Image Builder AR E RN EZER |, BSH MIBRSH= AR FE AL Image
Builder &R,

o BIEFTARZ,

s MBLFHBIBEE, REBRMNULEFFRREER , BFHAETEQS. BXUNMFEAEERNS AR
Image Builder EBHNEZFE L , B H ##E | B Image Builder 2% & @S £/ i i AMI B2
BEE

® Note
HENREE A P OIREER , 0IEHRE S NIERAF A A,

£/ Amazon CLERER AR BBl Hi# 15
LA R EA 7 a4 52 A imagebuilder CLI an @I 1§ EH ARN RIREVAREL H W FEHAE S

aws imagebuilder get-container-recipe --container-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:container-recipe/my-example-recipe/2020.12.03

B IREVA 2 H A B iE 485 B Amazon CLI
BATR "1 88 7 a0l 52 A imagebuilder CLI ap BB 5 EH ARN RIRENVAESEL 5 REE MV IFHE R,

aws imagebuilder get-container-recipe-policy --container-recipe-arn
arn:aws:imagebuilder:us-west-2:123456789012:container-recipe/my-example-
recipe/2020.12.03

B2 BRAREL 75 B9 RThiR AR

Z75 9148 104 B 2 BRAREC 75 B9 T AR AR o

o BT EE A A2 YRGB 5 AR A
- FRACIZEEEGE S Amazon CLI
o ERFEPESAELY (VM) FE EREREG
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I R B 82 H 8V BREREC )5 AN

HECRMBE S IRAN , ESRMEFNRE/LTFER. TRAZLAET , EAZHBERT , HTE
e s , REFAFEMBMAIEEN, UTIRERCIEME S NEZIAE S FRE 2 BEHEX
o

AR PRV ERE T FAER

« B - TR

o MRS - AE, WMABEBEMRAS | X HF <major>.<minor>.<patch>, Image Builder X#H &
EHBRAREE  AFEERARAPFERABRRAER. ERAEEMRA (Fl) AlEERA
BY1.0.x , Image Builder £ B iARA ( 6I01.0.11.0.2, 1.0.3, &), IEREEFHR
ER AN 18 0B S5 AR AR

o EBBGED - EFEIER , BETUNERTRE, WREESTEMBRERRNIER IS
EXRHEMFARE , XEFHAFEIRT ZEFENRRIED,

ETESENEMRGERMEXNFAEE , BEESENERMETENIETF,
Managed image
- BRBIRIERL (OS) - T4,
« REGEN - REEANUEEFTHHEMREGERNASHTMELRE, B2, MIREELELE
BRREIRT , W& EXRTTIEENREER
- BIRAEEED - SENEME S T TR, HREGETERIANEREENRERSRAE

I,

/A Important
MREFEHENRAEHREHEENE , FEARNLEEINFEASZHO T RIRE
RERA, BT #HABX Image Builder #IRMEXRAEFHNESZELE , HZHImage
Builder A B8 Y AR A $2 o

Amazon Web Services Marketplace image

o TP — I+ R4 FHFFIRE , B Amazon Web Services Marketplace Rz i #2147 5
WERFULCEREHEARIE, IREFRES AEEMMGHNBREG  NagtaERHAaiEHAE
B, XEFMRERBURTEEFNRBIRE,

&< Amazon Web Services Marketplace =mMWEZELR , iHZH (EAmazon Web Services

Marketplace RiEM) FH “WEXEm".
R T Lt 322
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Custom AMI

AMI IR ( 218 ) -3 A AMI ID 2 Amazon Systems Manager (SSM) S E#SH , HEHFaEE
FEERREH AMI ID, SSM RENUMR LR ELEEN AMI F,

« AMIID — I IRBEARTMEEALNRRZE ., WAZNWERBEKH AMI ID, R
5l : ami-1234567890abcdefl,

« SSM - A TS EMMGE AMI ID By SSM SHF#SHEHNZHR ARN, =¥l : /ib/
test/param = arn:aws:ssm:us-east-1:111122223333:parameter/ib/test/
parame

- RHIEE - REZRMAEREN , BERATUNEHITHRE,

- Systems Manager X3 — #& 7] LUk H 278 BR IE 8 1% AE SR 15 ) 72 #T AR £ L %% Systems Manager 1%
B, RABERT , ZEEELTERRS , MEEHMRGEPEZE Systems Manager K. ENK
KB ERR Systems Manager R |, FiEPZEREUAFERETTEELN AMI #F,

- AFEE - YEBMERGRN , TUSEAKXEARMEZTHGSIGIHEA. B2, it
ESEHR Image Builder ATEERMMNEM® S , AR L% Systems Manager. X&GS2IE
Image Builder &% £ Sl FTBR G 2 B A Linux BGIZ1THIEEMZA,

¥ Image Builder BzhEfIat , AP BEBHAFEAGRITHRZANZANRILNEBIZT. IR
FHEF =B LW AT XA - var/log/cloud-init.logo

® Note

- MREEBHARAPHE | FRREEHERMBEG LKL Systems Manager K2 |
RERNRZENNBTSEEENAFBESD,

« XF Linux BU% , FEEREB—KRERAFPEEMADHEERN perform_cleanup HZEX
HHHS , LBRETEES R, Image Builder 2% MBIt X4 |, HIEQIBFBG 2 B0
BITEEMAE, BXEZEEMROIMAE | 2 Image Builder W&Z £ HIEKEK,

- TEEX - EFSERE , BETUAXNERITRE.
- B - BEEERAFHNEAHAERESMAIIR (HENNR ) RENEEAHHD F, BANE
BRETEAH BN EEHBEF , AR ENFEE.

CIS MNEA 4 K& & Image Builder BL 75 P HVFREL A BEFMN . CIS BILAHRAREEIT , A
PR ELAE N =L Xt 8 Y AR BRIZ 1T o
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® Note

BN HA U RBBEAGFEERBDIE RTRAASH. ERMAH , FEFERMGEHA
# REEFEERNMENIFLSS. fl , ERINE Amazon Web Services Marketplace 7=
mARBERAH |, BikFAmazon Web Services Marketplace, XFEZREIARE
# A M $TFF — MBI Amazon Web Services Marketplace 4B 489 iE R E R

XF CIS A , Hik#¥Third party managed.

BRI N BCHFMEAHEBITIRE

« RABHED - BLERER , BEATUNERTER. RINBUEERREM KT AA4FRARE
I, DARENRERAREERASTRANEASF. MREFEERSPERABENAFRES , I
ABUARIEEAMRA |, RIS I AY A AR ANAE A 5 A RS

s MASH - ETREHESNRASE., ZEMAEXRTERALIHNREAPHE, IREERESHE
REALAH , HEERNZBASHENL TERIAME , WRIAMEUAREB N ARE R EEBEEY. MR
AEA{E , Image Builder fE A 2R IAE,

MREBMASH , BAGFPRENRIAME , WMSARE—NME, MRROEAXENSHAERE
N EBRiAE , Image Builder A& 612 E 5 MR A,

/A Important

HHSHRAXAE , #HEB12%TE Amazon CloudTraild, FATEWEER Amazon
Secrets Manager 2 P Amazon Systems Manager arameter Store R Z &N #. B
> Secrets Manager WE %58 , S HlAmazon Secrets Manager AP iEmH T LR
Secrets Manager?, B> Amazon Systems Manager Parameter Store WEZE R | i
Z ¥ {Amazon Systems Manager AP $8E) H#Amazon Systems Manager Parameter
Storeo

ERFTIRFZFENLAASHNRE , THUERREZENZLNG X, BERFMAELEEAHNAE
RE , AUKANTFHF 2RI IR

- 7 (%) - OFEEF, BRERZEW, REHM IOPS A AI4wE. B2 , BAUERAREER
RE , PlIKRAD, BET LN B AR MBFHSHINES,

EERXE (ETHEN#TT ) 7 Image Builder fTERH K P T I Z B EHTINE | EATTE R 5
BAPEAEEEME, EZHENSEMNBRZTHMECCER T 2B 4H H MK it XA RS,
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® Note

MRENBERME , WL HNABNBEERH , MEZZHERTRESNEHAMARH®
;E;zuﬂ:to

I RTHYBRBREL 5 MRA

1. ERFFAGEREINE , EFEFMRAR, X & A I ERE&E S TTH,

2. EQIEIFMRA , BHITER , AE%EECreate recipe ( RI1ZEF ) -
B RAE FB&Z A LLEE %X E Amazon Web Services Marketplace B 5 7= A F4A 4 A=
KB, MRBERNERABEFMAHIEEMNALN=RRE , N YEZREE S |, Image

Builder £1REl451%.

BROAECIZREEENCEZRBESNESER , FSRANEROANEOMN PEK 2 | EEE
EO

A GIZR G E 5 Amazon CLI

EFEAFH Image Builder create-image-recipe S 8I2ZBMBES Amazon CLI , BHHRITUTS
R

TR

FEIZTATFH Image Builder s S MNP EIRBBREL S Z B Amazon CLI , A LUE IR B2 E 5 &Y
HF, UTHZRPNBREGEE S RAISI AT ERER NP AIEBENAH Amazon CLI 5 FRIBH R
PR

MRBEREHRRMNAH , F ARNs B TEIENAHEMG, B Lle|Z&EEMAGNES , BTN
HIE AMIs X 2 KW TERE.

1. B2 CLI A JSON X #

BAILAE A A BX G B S BN create-image-recipe IR AR A, B2 , ERNH T ITESR
£, ATELHS , BUURXNERITEMEL S REMN JSON X #,
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® Note

JSON X4 BB EN BN EERN Image Builder APl EIEERSHIEENER, B
EE AP 2EERSH , 559 Im EC2 age Builder APl 22Z HCreatelmageRecipedn

PN
T o

ENBEEEAGSTSEIEM , B2/ (Amazon CLI R 5| H) PIEENSHE .

UTRXERHFEENSHHIRE

- BW(FRHE, SHED ) - REEFHER.
- HWR (FRH) - REESHHER,
- parentimage ( F&F& , LEW ) - BREKE S AEEE LG ERPYRE, SR T %R
Z—RIETE R
« AMI ID
« Image Builder B & &R ARN
« Amazon Systems Manager (SSM) ZHF#SE , 5% Hssm: , RSB ARN,

« Amazon Web Services Marketplace F=m%m5

(® Note
Linux 1 macOS 7RI A Image Builder AMI , Windows 7RI H ARN,

- SemanticVersion <major> ( FRFH , HE ) - AERBROIENRAES, <minor>,
<patch>, Image Builder X RIEH BN RAEE , AT EBEEAFMRAEAPERBERFE
No FRABEEMRA (Hl0) IRESRTL.0.x , Image Builder & B8 AR ( 41
M1.0.11.0.2, 1.0.3, &), XEREFEFHRENEME S RAER. ETHEX Image
Builder BIRAVE UMRAZENEZELE | ESRImage Builder FRHYIE Y RAIEE o

« AHF (B |, TiE ) -8 EComponentConfiguration I REUA, HH R kM- ETLLBIEE
BERMAHNES , ATUNHR s XK TERRE

(@ Note

Image Builder BREER TP EENINFLZEANF, BR , CISBILAHBLAREE
17, SAEAREEN = & X 1880 H HH R RAE 1T o
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« componentARN ( FfF& | &418 ) - A4 ARN,

® Tip
EFEREF—NRIRGZBCHBEBRE S , HIUH1Z R ARNs Hit ARNs T AT
[iWya]: R R e

« S (NREA ) - @5 ComponentParameter HRHAE, MEFERMASE , BAHPK
ENEIAE , MATRME—ME, MRRDEMALFENSHEREXIIAE , Image Builder
FT 20 2E 5 RA

/A Important

HHSHRAXAE , HABIEHEMAE Amazon CloudTraild, EAENEER
Amazon Secrets Manager = P Amazon Systems Manager arameter Store SR7Z#
BH 4R, BX Secrets Manager WE Z{E R , i§Z ] Amazon Secrets Manager F
PP R 42 Secrets Manager?, B3 Amazon Systems Manager Parameter
Store WEZ{EE , 2% (Amazon Systems Manager A #E8) H#Amazon
Systems Manager Parameter Store,

- BN (FRE, ME) - ERENEHSENEN.
- B (FHERE , X8 ) - IEATREEEHSHSHENFTRERE, IRNAGEXRT
BIAE , BRBEHEME , I EC2 TOE EHARIAE.
- additionallnstanceConfiguration(object)-J3 & B 4w 1% Kl 35 & H A% B H B sh B A<,
- systemsManagerAgent ( R ) -BE4%mFXH LK Systems Manager KERRE,
- uninstallAfterBuild ( #i/R{E ) - HIEBIEH AMI 2B RENRLWEREFHIER Systems

Manager {X32, fRFUETIREN true , WNRLRGHBIRZNE, MPRFLHIETR
B false , MREZNRE , MEFEIEEH AMI F, BIAMEN false.

(® Note
R JSON X AKREBEIZ uninstallAfterBuild Bt , AEFEATERY
M| Image Builder £ \ R L BRE H BBR Systems Manager R , fEETE AMI AR
ATA :
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« userDataOverride HZEHEM JSON XHHEBE,

s WFREEMBE EFRRENRERS |, Image Builder 2 BZI FEMEXHI LR
% Systems Manager XE,

- userDataOverride ( F&F$ ) -REBHWELFIN BZTH BRSBTS,

(® Note

AP BIEHRAL XA base 64 wi8, Hl0 , AT SHEBA
IyEvYmluL2Jhc2gKbWtkaXIgLXAgL3Zhci9iYi8KdG91Y2ggL3Zhcg==":

#!/bin/bash
mkdir -p /var/bb/
touch /var

Linux ;=4 FA itk A8 1E .

Linux

LT RAIFREABRE ( parentImage BY ) & AMI, £/ AMI &, BXMEFTHEZ AMI
PR , H B AMI 240 TR X ( 5 Image Builder 21Tan T X MR ) o FXHEER
create-image-recipe.json , #}7E create-image-recipe WS HEM.

{
"name": "BB Ubuntu Image recipe",
"description": "Hello World image recipe for Linux.",
"parentImage": "ami-1234567890abcdef1",
"semanticVersion": "1.0.0",
"components": [
{
"componentArn": "arn:aws:imagebuilder:us-west-2:111122223333:component/bb$"
}
1,
"additionalInstanceConfiguration": {
"systemsManagerAgent": {
"uninstallAfterBuild": true
.
"userDataOverride": "IyEvYmluL2Jhc2gKbWtkaXIgLXAgL3Zhci9iYi8KdG91Y2ggL3Zhcg=="

}
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}

Windows

AT R6I5| BB ARAH) Windows Server 2016 X hx £ E Rt %, L REIHH
ARN 5| AE T ZRIEEMNE R T IRBHRAME S . arn: aws: imagebuilder:us-
west-2:aws:image/windows-server-2016-english-full-base-x86/x.x.x

{
"name": "MyBasicRecipe",
"description": "This example image recipe creates a Windows 2016 image.",
"parentImage": "arn:aws:imagebuilder:us-west-2:aws:image/windows-server-2016-
english-full-base-x86/x.x.x",
"semanticVersion": "1.0.0",
"components": [
{
"componentArn": "arn:aws:imagebuilder:us-west-2:111122223333:component/my-
example-component/2019.12.02/1"
.
{
"componentArn": "arn:aws:imagebuilder:us-west-2:111122223333:component/my-
imported-component/1.0.0/1"
}
]
}
@ Note
E T #ABX Image Builder BIRNIEXMAEZEFNESZEFEE , i5SHImage Builder
BB MARA I B,
macOS

T RAIFHEMBRE ( parentImage B ) & AMI, £/ AMI &Y, BAFEFTHEZ AMI
BIR |, # B AMI AT FIRX1E ( 5 Image Builder 7o S XIGAER ) . FXHBER
create-image-recipe.json , ¥} create-image-recipe T S HFE.

{

"name": "macO0S Catalina Image recipe",
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"description": "Hello World image recipe for mac0S.",
"parentImage": "ami-1234567890abcdef1",
"semanticVersion": "1.0.0",

"components": [

{

"componentArn": "arn:aws:imagebuilder:us-

west-2:111122223333:component/catalina$"

}

1,

"additionalInstanceConfiguration": {
"systemsManagerAgent": {
"uninstallAfterBuild": true
},
"userDataOverride": "IyEvYmluL2Jhc2gKbWtkaXIgLXAgL3Zhci9iYi8KdG91Y2ggL3Zhcg=="
}
}

Rl FEEHHHRE

BRI B BEMAHNES , BTNRRE AMIs FXBRD XN THERE. U TRAERT —
MERIA AMI T A N AR E A aE S

"name": "Test Distribution Recipe",

"description": "Recipe for testing and distributing existing AMI without

modifications.",

"parentImage": "ami-1234567890abcdefl",

"semanticVersion": "1.0.0",

"additionalInstanceConfiguration": {
"systemsManagerAgent": {

"uninstallAfterBuild": true

2. BIEER

FRAUTHSUMER S, & --cli-input-json SHFPEMEE L —SFEIER JSON X4
BB
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aws imagebuilder create-image-recipe --cli-input-json file://create-image-
recipe.json

(® Note

- JSON X#HBEBEFLMMEE file:// HE.

« JSON XHHBENEBZTHTHNEARERENENAE, 0 , Windows AR
R (\) 51 B X2 , M Linux 1 macOS A ERT (/).

B RABR SR Z A LLEE X B Amazon Web Services Marketplace B 5 7= fa F14H 4 #Y M AN =
mAB., MRZERNEMERNAG4ITEENALNTRAB , NEZETcreate-image-
recipe@ & i , Image Builder &R B4R,

FERE A PFAELL (VM) 45 E 4t R &

EATH , BITRERKNBIAS AR (VM) ERREE SN EMRE. XERNFTBIRES
HEFRAEFTS RN EM S IR, BXTE Image Builder EH A EAEECIED S I RMRGESHE
fibBRR |, BESH EEES : 8 AMI, BXROEFREE S NE S RENEMLR , 550 IERE
BiL 73 Y T AR AN o

E % Image Builder %1 & R § AELAL (VM) EANRGEE S RIERRE , TREBUTSRURAEME
fth 24 55 1Y S BRK O 2R B 75 SR B 5 AR AR,

1. EEMRENERREHDF , EESAEMRBIED,
2. BER-—HEERBGIRERS (OS)MBRERS (OS) A,

ERPS AR E

LHEMNERLAER S HELN , ZEELCNE— MRS MNUERR M |, XEXHT L ELUN
HE, RENHEARE. SUUFERAXEXHSARBIEANRGER FHERRE, X VMs £
Image Builder FS ANEZEE , BSH SAHNSH VM &

BEEESARNNE , FRITUATEIR

S AR
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HHERESE 1 B0 PEEESANS —NELYBRERHE R RBAIRIER.

1. R - AT BAR S3 FfEME EBS R,
2. IERHER S3LE - #A Amazon S3 RFHEMEMRBGNNE. ERWMVE , HERENIRK S3,
3. EFNMEERSR , BEREMIEEER.

IAM B&

25 IAM e 5E8NEMNS AREMXE , BN IAM A8 TRIRPERZAG , REEECEN
AEXRE-IMAG, MRECETHAE , IAM AR S TENELIMNRER PITH,

BRIRIE - Ak
LTREMR : FAXERE , BAUNSARNELRRGEREEMR. 7. HEF,
— % PR &R

1. RNEXRREGEE-IMHE-—HNBH. NRFBAEMAE , NERBRER S EZE S B o

2. EBEEMBRHMRA, RALTHER : <major>.<minor>.<patch>, MR AEME , NE
it AR 5 A AR B 5 R AR o

3. f&t R LUy B BR G A IR

EBRGEN
BEEEEMNS ARG , EMRMIERPIEE-NME,
hnz

MRENELDNHEREENE , WATREATSASENEH, E Amazon KMS key N F AEE
—A, EMINE (KMS B4 ) SIRAPEE—ME, ZIIRTSELNKSELHXEHERG R KMS
o

FANEEE

SAELDE , FAZSES BRNELDHIRERSFHFAMFENATERRE, RIFBENRE
REFE , FAERENT

- BEWAE — EATENTE AR Amazon ¥ AIER LA T80 E R,
- BWIFA (BYOL) - REREEBHAF A (MREH ) .
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E 5 A A1 2 19 ATE B B MY A0 Amazon License Manager B/ B/ | BN IF LR B R 5
KHPHITIEE, BX License Manager WEZERE |, EZH A Amazon License Manager

® Note

o WHLEE ESEE T M DA R aTH N,
+ Linux fX%# BYOL ¥ HJiE,

RE (EARBRE )

PREGE R REX N IERY Image Builder RIRD B AR XA, ERNSFANEMRBIEERE | BE
RgNERERAREX,

ERMRZ |, 1F1ER Add tag ( RINIRE ) . ERIERIRE |, i51%1F Remove tag ( HIBRIFE )
RN B RE A

AT RR T A2 e B ARENBREES.

AR
- [FEREHESQEFNAESE S RA
« @it Amazon CLIBIZEZREEH A

£ T2 %] & QI 2 ¥ R 2R H0 75 R AR

EFIRANBRE S SCRHESLFHER. FRZLET , EASHEBERT  NEEEMES , &
EFMAESHMEMTEREN, UTIIRERCIEZFESMEIRABTESHFRE 2BEHX 5],

BLEAER

« B - TARE

o MRAR - AHE, FAEERMAET LHBIRAREMERNFS], B major.minor.patch X A E
BIRNIRAE, MRZBRACKREE , NLBREIR,
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E iR R

o ERRBIEIN - TR |, B RS, NREE T EMBERIFNILEE , W2 EREMFEHA
8 , XEFAEEIRT BIERRRBED,

5tF Docker BEEHEBF , BAIUMIEEN LN HEB DockerHub, Amazon ECR I E R ERE &R
TOHEBNAR[REGIRTER, EEEFSENEMBRGEREXINIFAGE | BEARELNER
MR AETF,

Managed images
- BRBIRIERL (OS) - T4k,
- RGER - REEHNBEAFTHNEMRGERNASHITMELERE. ER , MREELE
BBRGIED , W &K KT LIERFRREE TRo
- BERAEFED - SENEMESTTER. B3 RAERGEETRIANEREENRERS
IR

/A Important
MREFERENRTEFREHIEENE , FEARFUEESNFERAZHN T ARE
REMRAE, BT AKX Image Builder BRHEXMAEFHNELZELR , 52 HImage
Builder H Y iE XL RiRA 2,

ECR image

- BRGIRERS (OS) - MELERE , B HmE,

- BIERGRA - MEIERE , BEURE.

- ECRB & ID- EfikiEFR , BA4E.
Docker Hub image

- BRBIRIERL (OS) - T4k,

- BIERGRA - MEIERE , BEURE.

« Docker B ID - Efi%EF , B 4RHE,

K BIE E

o AMI KR ( %1 ) -BEERERSHENNREFIEMBREN EEL AMI, XTEZ AMIID 2
£ AMI ID B9 Amazon Systems Manager (SSM) 3175 .
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« AMIID — ILIRBEARTMEEALNRRBZE ., WAZNWERBEKH AMI ID, R
5l : ami-1234567890abcdefl,

* SSM ZH- A S EEMMBEN AMI ID ) SSM SBEFRS B ETHHE ARN, 76l : /ib/test/
param = arn:aws:ssm:us-east-1:111122223333:parameter/ib/test/paramo.

- FHE(B)

EBS% 1% (AMI R ) — EFEER, BLEREBERBRFZBN, REH IOPS 2T, BE , &7
UERMEBERRE , SR, BEALFNFHS.

(® Note
MREEEETNE NP EZENER AMI, N5 TE B EAT 3B E B R BRIE A0 5 18 8 Ik P
#E=,
THEER

- TEERBRE-BWEER , BA%KE.

iR

- B - BEESERAFHNEAHAERESMAIIR (MR ) RENEEAHHD H, BAUE
BRETEEM N EEMEF , AR ENEE,

CIS MnE LA 4 R Ef& Image Builder BL 75 P HIFREL4HEFMN ., CIS BILAHHRAREEIT , A
PR EAEN L& Xt 8B i AR BRIZ 1T o

(® Note

REFN XA RBBAGFAEERBRERTHAN. TRMAH , BEBRMEEL
# REEFEERANMENIFILSS. fl , ERINE Amazon Web Services Marketplace 7=
MR ERAH | BiEEAmazon Web Services Marketplace, XFFfE#E&IARME
#9 H M $TFF — MBI Amazon Web Services Marketplace 48 4 #Yi% 2 HE R

3F CIS A , FiEEThird party manageds

BRI N BCHFMEAHEENATRE :
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o MRAERFNED - EMLERE , BEERAUNERITER. RINBWEERERAZA T AAGRAE
I, LARENRERABAFEASTIREANAYG., IREEEEEAPEASENAGRE , I

A LUERIEEA MM |, RS 7E IRV A 4 iR AR a0 A RS,

 WMASH - ERAHESNRASHE., ZEMEER TERALIREATNE, MREERESFE
RERLAYE , FECHZEASHENL TRIAME , WRIABEUAXR BN AE REBEER, MRKRE
AEA{E |, Image Builder [ A ERIAE,

MREEMASEH , BEAHFPRENLRINE , NXARRH—NME, WRBRDEFMASDENSHERE
N ERIAE , Image Builder A& 612 E 5 MR A,

/A Important
HHSHRAXARE , # HEB12%TE Amazon CloudTrail®d, FHATEWEER Amazon
Secrets Manager = P Amazon Systems Manager arameter Store RZ &N #4. B
> Secrets Manager WEZE L , 2 Amazon Secrets Manager A IEEH T AR
Secrets Manager?, B> Amazon Systems Manager Parameter Store WEZE R | &
2% (Amazon Systems Manager A $ER) F#IAmazon Systems Manager Parameter
Store,

ERTIRFZFERRAASHNRE , THUERREBMNZLNG X, BERFMBELEEAHNAE
RE , AUKANTH LRI TR

Dockerfile 184K

« Dockerfile #1x - Efi%EFR , EAEE. SAUEEATEELTXEE , Image Builder 71217
X ETEFRNMEESE.

parentimage ( 4% )
EWER |, WEESBITHE HHERRE,

-

FROM
{{{ imagebuilder:parentImage }}}
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environments ( MIRIEE TAHY , MAXE)

L3 BN RN R B TR AR,
-

{{{ imagebuilder:environments }}}

components ( A% )

Image Builder ST RSB S P EBEMHEGNREFNNRAGHH AR, ttEFERELETF Dockerfile AR
HIEEE , 7 environments TEZ 5,

-

{{{ imagebuilder:components }}}

B ¥r1Efd

- BNEHERN - NRENEEN D ABEERSENEEETXE (XiE 1) IsEEMFE#E , N
H R {5174 £ Amazon ECR 1FfE .,

BIEF AR H AR -

1. ER[EHFAEETRNEMINED , ¥ Create new version ( BIBFMRA ) . BFF#EARSEE S
W I E 5 T

2. EQIEHFMA  BHITER , AFE%EECreate recipe ( RIEE S ) o

AX AT ERGEENNRRBESNESED  BSNAEENANETRNSR 2 GER
5.

Eit Amazon CLIBIZERESHE A

Eff B fimagebuilder create-container-recipe®$ €/2 Image Builder B85#l 5
Amazon CLI , BHITU TSI :

FRFM
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FEIZTAT HH Image Builder i S EAQIR A BB 5 281 Amazon CLI , A8 2 E 5 ERARNA
#. ATSRPVAS[EATHIEI AT ERER NP OIEEELAH Amazon CLI ZEF5 a2 8 =451
B,

BIBAHE K REVNREEFEANENEAY , HIE T EARNs 22 EE FHWAHF,
1. JZ CLI % A JSON X#

B LAMERA A BRSBTS N create-container-recipe s S IRMMFIEHA. B2 , ERN G T ITES
BRE. ATHELGS , BAURIREE-—NSEFERREFIREN JSON X4

@® Note
JSON M HHHIEEN G B A EEBMEN Image Builder AP BEERSEIEE
HiEX, EEF API BEFKRSH , 5SH Im EC2 age Builder APl ZZH

# CreateContainerRecipei o
EFBEEENGTTITSHIEM , H5 (Amazon CLI 55 A) RIEENSHAER.

UTRIUEROIFSHHFHE

« A4 (FWREA , 4 ) - 2 ComponentConfiguration WR¥HE, BAEEEL—1H
BAH

(® Note

Image Builder #ZRIEEE K PEENIRFLZREAMF, B2 , CIS BILAHBLERES
17, SR EEN & X 880 H R B 1T

« componentARN ( FfF& , 2418 ) - AH ARN,

® Tip
EFERZRPIRCEECHWARE S , BF1Z ARNs R~ ARNs BB TFEHWA
%, HEhaIESIMRAN Amazon Web Services X1, Z#FARAES,
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« S (NREA ) - BE ComponentParameter HRHAE, MEFERMASE , BAHHX
ENRRIAE , MATRE—NME, MRRMEMBENSHERENLBRIAE , Image Builder
BT 2025 RA

/A Important

HHSHRAXAE , HABIEHEMAE Amazon CloudTraild, EAENEER
Amazon Secrets Manager = P Amazon Systems Manager arameter Store SR7Z#
BH 4R, BX Secrets Manager WE Z{E R , i§Z ] Amazon Secrets Manager F
PP R 42 Secrets Manager?, B3 Amazon Systems Manager Parameter
Store WEZ{EE , 2% (Amazon Systems Manager A #E8) H#Amazon
Systems Manager Parameter Store,

- BN (FHE, LE) - BRENAHSHNEN.

- B (FHEHE , 48 ) - 3 RTREEEAHSHENFZTRHREA, NRNAHENLT
BINME , BRIEHEME , W EC2 TOE ERARIAE,

* containerType ( Fff& , 4iH ) - EOIZNBRNXE, BREEHE DOCKER,

« dockerfileTemplateData ( F#F& ) — A THEMREH Dockerfile 4R , == HEEIE blob.
- BN (FHH, XE) - AEHBEFNER,

- R (FREB) - BB|OHEFOHER,

* P@@ arentimag e ( FRF& , HiE ) — BEARE S P AEAELREGELE Docker BERE
o

« NHEBEFHEETE DockerHub
« Amazon ECR HIVIl B RS H K
. 0P AEEG
« platformOverride ( & ) - EEEABENLEMBREGNNBREREE A,

- semanticVersion ( FfF&H , XIE ) - RRM AN B URFZUATHRIEE , SMEHEHE
PRTEFEMRA : <major>.<minor>.<patch>, i1, 1.0.0 R—NRBl. ETHEX Image
Builder BIRAVE UMRAEENEZEL | ESRImage Builder FRHYIE Y RAIEE o

- BRE ( FRBMES ) - MNEIAR[E S NFRL,
- instanceConfiguration ( X% ) — A A T Bt & 3= ) A Z RN i B 2R ARG B — 4HIET
« image ( ZFH ) — AHRWEMNN ERFNWEMESR. ©TUEE AMIID , BAILUEE

AET B HARREOT OySters Marage SR FRESS =

T BTSN T2 2 \ T, =0


https://docs.amazonaws.cn/secretsmanager/latest/userguide/intro.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/systems-manager-parameter-store.html
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SHAMI ARN, MREMEH SSM S8, N ZSHELMETE AMI ID, MNRERIEEEM
BR% | Image Builder &F AR A Amazon ECS {£1LHY AMI /B EAtAR 5,

« blockDeviceMappings ( M R¥E ) — EXEEENRIZE , UMEMNimageS B HIEEN
Image Builder AMI #3235,

- deviceName ( F&FH ) - XLEMHFEAMRE,

- ebs (WK ) - ATEEWMRHFNSEET Amazon EBS HELE
deleteOnTermination ( 7R{E ) -F T BB R IR R 4 LB A I BR.
EmE (HRE)- ATEREERENE.

- volumeSize ( B# ) - ATBEZRBNB KR,

« volumeType ( F/H ) - ATFERERRNEERE,

- targetRepository ( MR , %8 ) - MR EEBN D ABERSEANEEZTXE (XE 1) EEEH
T EE |, NN B ERRGN BARFHEE.

« repositoryName ( F&F&H , HE ) - FRHBHBR[MEN D EEFZEENEBN. LBAVUFEE
L EENTR.

- RE ( FHFH , HE ) - EEFMUREN RS
- workingDirectory ( F&F& ) - EFNE TERBEEANITHEE R,

{
"components": [
{
"componentArn": "arn:aws:imagebuilder:us-west-2:111122223333:component/
helloworldal2/x.x.x"
}
1,
"containerType": "DOCKER",
"description": "My Linux Docker container image",

"dockerfileTemplateData": "FROM
{{{ imagebuilder:parentImage }}}\n{{{ imagebuilder:environments }}}\n{{{ imagebuilder:comf
"name": "amazonlinux-container-recipe",
"parentImage": "amazonlinux:latest",
"platformOverride": "Linux",
"semanticVersion": "1.0.2",
"tags": {
"sometag" : "Tag detail"
1,
"instanceConfiguration": {

"image": "ami-1234567890@abcdefl",
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"blockDeviceMappings": [

{

"deviceName": "/dev/xvda",
"ebs": {
"deleteOnTermination": true,
"encrypted": false,
"volumeSize": 8,
"volumeType": '"gp2"

}
}
]

1,

"targetRepository": {
"repositoryName": "myrepo",
"service": "ECR"

1,

"workingDirectory": "/tmp"

}
2. BIEER

FERAUTHSUBER S, £ --cli-input-json SHHAREEE L —SFHaIEH JSON X4
B

aws imagebuilder create-container-recipe --cli-input-json file://create-container-
recipe.json

(® Note

« JSON XHBEFLMMBE file:// TFE,

- JSON XHHBEERNEBZTHTHERRERENMENAE, a0 , Windows £ K
F4T (\) 51 A B FZBE , M Linux F macOS A ERT (/).

N JARL
laﬁaigﬁl/\

NBRENER , BESAEERER ST ROIGENERMEE, &<ME Image Builder FHI&
BHEZEE | ESH MRS HEAS AR AR Image Builder & Ro

BERR 341



EC2 Image Builder ArfEm

&1 Image Builder Bt R e B

& A LA A B AR HE Bl E SR 38 %E Image Builder FSRFIZ M4 HY Image Builder EC2 BR{R YL 5 i#h
EC2 Eftiif g, EMiREREDS :

« HENNAER REAKEOIRE, RINBUESESHRPIRE | BHIX ¥ Image Builder NEFE
BRERNMPEIHH, XA LUR A I BT BY 4 5K BOR

XNF Mac R , ATREEEERFRLEXR macOS BREREHN KRB, EXEZEER , HSHLE
# EC2 AP IEEF I E# EC2 Mac 3£,

- XPINERE , BUNEHPEENRGKBINEFINRFRNEN, ENERBFLHAITAX,

o KOIEE XU N ENEFNNIHAKFRERITEESCEIAENNR, filn, mREEF-—IMN
Amazon S3 FRZFFMVAH , NKPIREXHFZEERTHEXLEXHHINR, SSAIEE X 4T
FE—AKEMNPRFEELL EC2 Image Builder I 5RfliEF. BEXEZER , BESR EZHER
Image Builder ¥33 B & X B %,

- EEMWEMNHEFY VPC, FRMEZE4AH,

« Image Builder TZf MM XM AREF BER Amazon S3 U g, MRHREALKIEFK , EEM
RiEEERIEENRHIEEXHSLINERBIRFMEM (arn:aws:s3:: :BucketName/*) #Y
s3:PutObject PR,

« —% Amazon EC2 key pair , AT EREHB AW HERE NterminateInstanceOnFailureft & &
S TR HEBR False,

- Image Builder KiZEE#EHHK SNS B, HX Image Builder 2115 Amazon SNS £ EZ(E
B, #2® Image Builder 9 Amazon SNS £ K.

(® Note

IR SNS FEEMNE , NNt EBMH 2R XL T Image Builder fRESE1THIK
. Image Builder 7o [ {58 F H Ak - ZB4A#E 1T INZRAY SNS EBRIX B A,

& LAME A Image Builder #2414 |, i Image Builder APl {Amazon CLIF#Y imagebuilder &5
BENEBEEMISEEE,

P
. Bl EE X B EREN I AES
. BIRERSEE
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html
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- EHNEMIZHEAE

« Image Builder flAmazon PrivateLink## 0 VPC &1 &

® Tip
EEEEHRXRENT SRR , SEREAHEERES BARBERBRNIFZIRIAGE. B
X fE A Image Builder i85 7 BIRR IR LM E 215 S Amazon CLI , HZHAAXREBHIFICHE
RET,

FIHHAEEEXEMIREEREENIFAEE
AR NEFEHKI EC2 mage BuilderEi R HEEFEEHEFFMAESNEZTM S E.

Hithig il 2 iFMER
o M HIHERZEHE EAmazon CLI
o MARIRERE AL ZE I B & BV 1 415 2 Amazon CLI

MBI B A 2R # Bg i Amazon CLI

LA 7RI BA T 404l i Amazon CLIFRH list-infrastructure-configurations % i ff 8 E MR HEELE .

aws imagebuilder list-infrastructure-configurations

M AR 3R B EL Al 2R #Y BE & AV 1% 4145 2 Amazon CLI

LA 7R 45115 BB tn4a] £ F R Y get-infrastructure-configuration#s & 813 18 € E R FE BB A Amazon &R
A (ARN) RIXEVE A& il E B iF 415 2. Amazon CLI

aws imagebuilder get-infrastructure-configuration --infrastructure-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-configuration/my-example-
infrastructure-configuration

SR B i &

AF N EMAE A Image Builder #2241 A 5 1 BYimagebuilderés 5 Amazon CLIR I Ef LM EE |
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/list-infrastructure-configurations.html
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Console

EM Image Builder Z£HI A SIEZEMEHREEER , BHITUTSE

1.  FTFF EC2 Image Builder &l & , Bt A https://console.aws.amazon.com/imagebuilder/,
2. MNSMBERPEREMIRERLE,

3. ERMEEMRERE.

4. HEBR HoF K MAUNTLERFE

« i AEMIR RIS T RN A

- ERFESHENM ARG EEE AR K BIES B S REEY IAM A€, Image Builder {£
RXERRR THMETENELH CloudWatch, MEEEZBE | URHITE G HPALEE
KA E bR AE

5. & AmazonEMREERP , LA UEEERTANEMRERE. AAUTLEEE :

o KRBIRE : ERBNRHRIEE MRS PRHIRE, ZRSHRETAEEREE P -
EicH

® Note
Mac EHizTFEBEN LA .metal KHIKE, BHNXFIRBELMERNEZITEN
FHNENMER 2 —HIEE ., HXx Mac RHAMEZEEURFEAETIEF macOS B
RENZHIEBTIXK  FSRTSHHAFEEFH EC2 T 5# Mac X4, EC2

e SNS F& ( Wik ) — EE— SNS FB LUK B | EC2 mage Builder BYB X1 M2 EE,

MBELKBERUTEERME , NXLEEEFERABETRSHVRIAE (WER )
. VPC. FMAZ 44 : Image Builder fFERBIA VPC MT R, AXRE VPC 0 i S 1
B 2SR , B35 Image Builder flAmazon PrivateLinki# A VPC L& ix¥ =
- EHEHRRERS  BENTE :
« MINBERT , KMATA ESEIEIEREREFRS. BR , SHBRMET , BRI AER EC2
KO TR FERERR, WREFEXFIENERAMEREEZT , BERZEEE.
o BN — MREH EC2 RHEMBAMEREIZT , BUUCIERAXNRERAINEZRH
I B TR H 1T PR HEBR

BIEEMIRHER B 344
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- B : BAILUEE—1 S3 74648 , Image Builder TAEEFEANARF AL , LAHE
FEMNAHEERE, MRERIEE S3 F#H# , Image Builder 2R AEFAEEASE
il

» EXRGIRBIEREIS , B R B TEURAT Image Builder A FHI2 M =L BREREY
EC2 3= :

« ERTBERAUBESFNTHERRBERREE EC2 EESENTERL,
« VIFIV2 (SHT® )  MREEREREARE , MR ERIAE,
- V2 ( THWE)

® Note

RAINB W Image Builder NEBRAZ 3 FTAE EC2 RHIBLERNER |
IMDSV2 SAMESL G T iEK REREELS AN T ERL,

o FTTEIEIRICIRER PR - TEIBE S AL RN ER . &DBRE 1, &RKEK

R 64, BMIAR—ERR.
s EXPIHRERES D , BB E I FELAR AT Image Builder F &9 %E F 1=, & B BR 5

B EC2 £ :

A LAESE Image Builder 1£ 6l 22 BR 4 B (8] J5 3 SE B9 AT A X
( AIik ) NETERBHWEFNRSEIEFHAR, BRIABERT , EC2 XHlEHE=HERT
B LiE1T. XERRZPAmazon Web Services - Al e AR ZHHEYEEHS, &
dedicated AR EHIELBFAEH LE1T. 28 host HHHIWXHIEZTREEN Liz
1To

EHEEENMBZE , Mac EPIFE—EBENERKHCIENTE V. NEW
macOS BR&IEIE host. ARG , BALERBRENRENERARZHEH , BHNRE
WEBEXNESATBIERMEE , WRFEXHM. BXEZELR , 55 H Amazon EC2
RAFEETH B E K.
- ATEMN ID - BTERHIHETEENH ID,
- AFEENRFA - EEHF BRI EVRRHLN Amazon BIREBFR (ARN).
6. EEMIZHERZIS (k) P, BRI ABERZ PB4 Image Builder EEIE+H B
WEY Amazon EC2 £6l, W AVRSER BEX,
7. ENRZED (W) B, BELUETHERES DB Image Builder /B i HH 81 22 89 B RHR i
BERR. MARSENREX,
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Amazon CLI

LA 5585 BA tn{a] 58 FH Amazon CLIFR#Y Image Builder create-infrastructure-configuration @s< 7 #&
WRGEEEMRE. SHW2 PRNWSRALESR 1 PRIBRNXH., W TFXLERE , IR 1P

X#H#R create-infrastructure-configuration.jsono
1. I CLI % A JSON X #

T RBIRR T &A 8N B IR E 6028 JSON XHNZEK, ERAXHRETIEGEE
o H JSON X1,

w1 AT RERFERWENRGINEE

WREIEE T HiPEFIERE | Bl m5.1large M m5.xlarge, BATBWIEESHRFIRE K
NiX Ao Image Builder N\EBRZBAREN P BIRH, X 0] LUR 2 IS B B9 4 B K BOX B

instanceProfileName I 7T EHIBBEXH , ZXHATHEHIRMBIITEEEDFE
HRBR, flan , MREEE—M Amazon S3 FRRAFRNAYF , NXFREEXHEELS
FHEIXE X HHINR. EHIEE L EE—HRENBRFEELL EC2 Image Builder X1 538
BlEE. BXEZER , BESH EZFEA Image Builder #9%2 B E LR,

"name": "ExampleInfraConfigDontTerminate",
"description": "An example that will retain instances of failed builds",
"instanceTypes": [
"m5.1large", "m5.xlarge"
1,
"instanceProfileName": "myIAMInstanceProfileName",
"securityGroupIds": [
"sg-12345678"
1,
"subnetId": "sub-12345678",
"logging": {
"s3Logs": {
"s3BucketName": "my-logging-bucket",
"s3KeyPrefix": "my-path"
}
1,
"keyPair": "myKeyPairName",
"terminateInstanceOnFailure": false,
"snsTopicArn": "arn:aws:sns:us-west-2:123456789012:MyTopic"
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RAriEmE

2 . EEB3EKIIEER macOS BLE

RGN ETEBENEAT BB NEEN Mac EHIEERXRFIRBEMNERLE.

"name": "macOSInfraConfigAutoPlacement",
"description": "An example infrastructure configuration for mac0S.",
"instanceProfileName": "EC2InstanceProfileForImageBuilder",
"instanceTypes": ["macl.metal, mac2.metal"],
"terminateInstanceOnFailure": false,
"placement": {

"tenancy": "host"

o~ 3 EEETEN ID B macOS BLE

L RBIAN AEEE B EN N B AR Mac SEHIEESSHIRBEME RILE,

{
"name": "macOSInfraConfigHostPlacement",
"description": "An example infrastructure configuration for mac0S.",
"instanceProfileName": "EC2InstanceProfileForImageBuilder",
"instanceTypes": ["mac2-mlultra.metal"],
"terminateInstanceOnFailure": false,
"placement": {
"tenancy": "host",
"hostId" : "h-1234567890abcdefd"
}
}

X

2. HBBITUATHTE , ERALENRAT IR T,

aws imagebuilder create-infrastructure-configuration --cli-input-json
file://create-infrastructure-configuration. json

EHEM R ELRE

AF N E MR Image Builder #2414 5 #1 fimagebuilderés $ Amazon CLISRE # &% HE fi & %

Ro BRERFR , JANARE | MITFAAR. WMARSENREN,

EWMEMREERE

347



EC2 Image Builder ArfEm
o FBRRZEFTHIERZE DL Image Builder EHESEHZ T T EC2 k46,
« REFTBIERE DL Image Builder /B % H A1 2 HV BRI EE B R IR

Console
B LAM Image Builder # &l 5 wmBEBU T EM REREIFHAER -

- EmiREfRENER,

- & IAM AT 536IEE S HxER.

« Amazon&AhZEH) , TIENHIRBENBEHA SNS &,
« VPC, FRMZL4H,

« BEHFERE ( BRERMELIESKH, B TEZNZHN AR T 76456 B 5 Wik S3 74
BiE ).

EES Image Builder BHIAEFEMRERBER , BHRITUTESE

EEE BRI AR Image Builder EAlZ HEELE

1. $TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o
2. EEFLAKFTHEMRERERRSR , BMNSMERPEREMIRERE,

3. EEFRMACEIRBEMRERE , BAREEAMEE, IWREFITITEMRERENF
PSS

® Note
O UEPERESZHZLNE , AREREFFMEE.

4. EEMEREEFAESEERNELS  EBESE,
5. HRRENEMREREMBOES , BERREEN.
Amazon CLI

AR RBIR R T 204al 4 Fl Amazon CLIFF Y Image Builder update-infrastructure-configuration #54
FHRGHEMIZEERE,
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1. #IZ CLI %A JSON X4

WEMZEEERMEANZESETRAIMER , NUF terminateInstanceOnFailure
REEH N false, 1517 update-infrastructure-configuration &85 /g , AL EMZEE BN
& B R E MR 2R A 4R 1 R 2 A i 32 451

FRAXHRBEIEMNE - JSON X , HFEBEUAT REGPERNEDR , URNENHRRE
MEE., WREIERABN update-infrastructure-configuration.json B934 :

{

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",
"description": "An example that will terminate instances of failed builds",
"instanceTypes": [

"m5.1large", "m5.2xlarge"
P
"instanceProfileName": "myIAMInstanceProfileName",
"securityGroupIds": [

"sg-12345678"

P
"subnetId": "sub-12345678",
"logging": {
"s3Logs": {
"s3BucketName": "my-logging-bucket",
"s3KeyPrefix": "my-path"
}
1,

"terminateInstanceOnFailure": true,
"snsTopicArn": "arn:aws:sns:us-west-2:123456789012:MyTopic"
}

2. HBBTUATHTE , ERAKENR AT IR T,

aws imagebuilder update-infrastructure-configuration --cli-input-json
file://update-infrastructure-configuration. json

Image Builder #lAmazon PrivateLinki#Z 0 VPC £KixT =

BT LB SO VPC KiFT S EER VPC M EC2 Image Builder 2 BB FAHIERE, EOKS
B —IEAREF T Amazon PrivateLink , ZEARFEE APIs TEEBMM >k, NAT k%, VPN ER
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X Amazon Direct ConnectiE #E1AI#A%# 1/ 8] Image Builder, &8 VPC RHIEHIREELE IP it
Bl A 5 Image Builder 31§ APIs, VPC Hl Image Builder Z BIfYRETR 2B E Amazon M,

BNEORREBAFMNPHN—IRSNPEENEEORT, EMREGE , TUEEMREREFEE
VPC ¥M™ ID,

@ Note

M VPC ATF RN ETRSHEECHWENRSMBE S NIK KK, Image Builder TEEC2
TOEAHEERNARFHHE S3FHBTPFHNREERRUANEZEEN MG, ERFiHREIXL
FRERHONR , BATER S3 WmARBEUATFHR, BXEZER , BSH 150 S3 F#iF
Y B ESUREE .

BHXVPCImRHNEZEE , 2 Amazon VPC AF#EmHHIIED VPC iim s (Amazon
PrivateLink),

Image Builder VPC % R B EZEEIN

BEH M EEE Amazon VPC AFEEFNEDRSEMEMES , AEHERN Image Builder % iEE O
VPC i R

Image Builder X#xM VPC AR EMFTAE API 21,
7 Image Builder 8]2# 0 VPC %=

EH Image Builder fRF 812 VPC KT = , & _IJ«MEFHI“JJQ VPC #24#& s Amazon Command
Line Interface(Amazon CLl)e BXEZEER , 2 (Amazon VPC User Guide) HH Creating an
interface endpoint,

FERALLTREBF A Image Builder 812 VPC i = :

* com.amazonaws., region.imagebuilder

408 K LR BT R FFAE DNS , M AT BUE A BRI DNS EFENXH, . B Image Builder %% API
15'}3 {’JIJZIEI imagebuilder.us-east-1.amazonaws.com. E&EHKEA TEN B XN ARHT
ZFH ) EC2 Image Builder 4% S Mt &Amazon Web Services —f8 &%,

BEXREZEER , B2 (Amazon VPC AFIER) FRYE# O =15 R RS

Amazon PrivateLink VPC &% & 350
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EC2 Image Builder ArfEm

A Image Builder €12 VPC i R R B

&I LAN VPC i [ ¥R &EIXY Image Builder B iF BRI iR RREE. ZERBEENATER :

« AHATERENEMR.
- AT,
o ANERITRENTIR.

MBEBEB H P EH Amazon FEEWAHM |, M| Image Builder ) VPC i S A A A IHRE AT RERE
HIE 1 -

arn:aws:imagebuilder:region:aws:component/*

/A Important

FFIEBRIAZRBE A T | EC2 mage Builder B30 VPC &K in T Rt , FEEKKE APl ER (4
>R BRequestLimitExceeded KMMER ) AIBEFR 212 F E|Amazon CloudTrailz Amazon
CloudWatch,

BXEZEER , H5H (Amazon VPC User Guide) H# Controlling access to services with VPC
endpoints,

3R] S3 FERBAY B E SRS

Image Builder fEF AT A MY S3 FHEBERFEMIGRIEENEIR , flUAH, sl BIhp S3
BB THREC2 TOEAHEENARF. MRBEFREHRFER Amazon S3# VPC ima , MEEHR
B S3 VPC Uit SR BE fLF Image Builder TARIEAT S3 Ff##E. 8 MNAmazonXiF (region) FMRLA
BFIE (environment) NFEBBMBIEM —M. Image Builder #EC2 TOEXIFUA TR ARF R
¥ : prodpreprod, Flbetas

« EC2TOE AU EEESTFMN -

s3://ec2imagebuilder-toe-region-environment

Tl - s3://ec2 imagebuilder-toe-us-west -2-prod/*

- Image Builder T ERRIFHEN :
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https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html
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s3://ec2imagebuilder-managed-resources-region-environment/components

I : s3://ec2 imagebuilder-managed-resources-us-west-2-prod/components/*

VPC i R 3K B R
AFEEBEEN VPC iR RBEH B,
Image Builder $#ERNEH; VPC im 2R B

AT ZIE4EMIBR Image Builder BRI FH B BREY Image Builder &1 R KB Rl TOIKBEER
F 1T E Eftt EC2 Image Builder IR/ERI IR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": "imagebuilder:*",
"Effect": "Allow",
"Resource": "*"
},
{
"Action": "imagebuilder:DeleteImage",
"Effect": "Deny",
"Resource": "*"
}I
{
"Action": "imagebuilder:DeleteComponent",
"Effect": "Deny",
"Resource": "*"
}
]
}

BALARBITFEMNER , RFHREEAF

Amazon PrivateLink VPC &% & 352
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RAriEmE

BAT i R B R BB T A |8 T RA R & 40 MG IR E RN R /TR , AR a4 {4t
¥ Amazon ¥£EH# Image Builder A#HHRIMNPR. Fregionprincipal-org-id, M , &

¥eresource-org-idARALRHNER,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowRequestsByOrgsIdentitiesToOrgsResources",

"Effect": "Allow",
"Principal": {
"AWS': A
}I
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOxgID": "principal-org-id",
"aws :ResourceOrgID": "resource-org-id"

"Sid": "AllowAccessToEC2ImageBuildexComponents",
"Effect": "Allow",
"Principal": {
"AWS': A
},
"Action": [
"imagebuilder:GetComponent"
]I
"Resource": [
"arn:aws:imagebuilder:us-east-1:aws:component/*"

1 1A] Amazon S3 FiEHEHY VPC ik = 5K B

Amazon PrivateLink VPC &% &
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LT S3 i MR RAIE R T AR EIT Image Builder i FHE B E X MEH S3 4RI 15 B
BR. environment ARARNWNEMNERregionH, RIFEN SRR ER @ KR INEATE b4
FHRR,

(® Note

3 F Linux & , I REREREE S PIEERFHKIE , Image Builder 27— N4 , AT
TEBRGHY F B RN 356 E R 8 F % %% Systems Manager Agent. E T /X3 , Image Builder
215 R ENEE XN S3 178,

AR Image Builder AJLAS| S B FMIXEH] | B1E S3 WAKHEPRMUTHARR

"arn:aws:s3:::amazon-ssm-region/*"

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowImageBuilderAccessToAppAndComponentBuckets",

"Effect": "Allow",

"Principal": {

"AWS": "EM

}I

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::ec2imagebuilder-toe-region-environment/*",
"arn:aws:s3:::ec2imagebuilder-managed-resouxces-region-environment/

components/*"

]

}
]
}
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& Image Builder 2 EliRE

ErmEREERESEREZH , BMNBUEHNEDE B RXEHPNENE HRGE S NEG | &
EFEREEM BN AT AR EMESR, flw , HIEMEXEEBZF EC2 Mac TAHEN , XEEH
ZM macOS RGBS ERPIFTLEN, BXETAEVNMHZFRBEMENNEZELR , S Amazon
EC2 TRENEMN

£/ Image Builder BIZ2EIRESE , & A AE A Image Builder ##|& . Image Builder API 3%
Amazon CLIF#Y imagebuilder SF SN H#TEE, BEFAIEIRE , B UBMITUTERE

AMI 7 g

- BEHH AMI WBETRFIER,

. BN HEHMALAmazon Web Services M. AR OUs MNFIEEWIKF Bz AMl, FREEKFE
EX5 AMIBHXNEA,

(® Note

ERNF AMI, BRI FTRNIKFRERN all, BXEENRH , ESH Amazon EC2
AP| ZZModifylmageAttribute F Y

- NEBMEENBEHRKS., AAMBFXEEKH L AMI OUs WEIAR, B/, AL OUs fF
BCW AMI Bl , AEXHEMMEXZEA. BXM@MAmazon Organizationsf %5 & AMI WEZE L
OUs , BZRIE54HLHEE AMI 5 OUs,

- ¥ AMI E5IF H AP A & B IK 7 Amazon Web Services X1,

« ¥ VM & HEAE S B E] Amazon Simple Storage Service (Amazon S3), BEXEZEER , B5H &
Bl - AR B H VM RS 82 9 &% EAmazon CLI,

N Sl

- 1E7E Image Builder 1£ 5 B X i8] 7 77 £ i tH AR Y ECR 765 2.

BN BEILATARFERAS RIRE , FEG X MEEZEE B #RXE. K- Amazon Organizations 14
¥y (OUs) , REBRXEHEEE :

- EANNEFNEGEZRIIEENRXE, K. Organizations f OUs , H 2 X IREBESKRITRIET
#9 Image Builder EEE &M,
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- EREFMRGHBERINEEENXE., KF. éﬂ,,\ﬂl BEA BRE X2HPH STEE" OUs
F9 KREE Image Builder EBE—EFEA , ZEENEBBRENFEFBETE X,

- ZOBRMMEGARAERNSGEENXE, K-, A4, BEADRIRELK OUsKLT API 4%

Image Builder @55 Amazon CLI :

+ Image Builder API H# Createlmage ##1F.
+ Amazon CLIF#Y create—image WHo
s ENERMRGHRELEN— CEEEWL (VM) BUGRIE S B B RXEH S3 7.

® Tip
EEREEHERRENTFZERR, ﬁiﬂﬁlﬁﬁﬂﬂf&“\ﬁﬁﬁﬁﬂéﬁﬁE*;J?E’H‘TK;EI Be. BXE
A Image Builder @55 7 &R MRL M E ZE B Amazon CLI , HSRAEREHPRIC E IR
o

AES

c JIENEESEREFHAES

- SIERMERH AMI DEEE

IR EHMBRREN S EIRE

£/ Image Builder i BEIKF AMI 2 Bt
£/ EC2 BEaERAE AMI 5K

fE RN AMI 2 R I EE

FIHNER T EEEFARER

ATNEERFEEHEEF EC2 Image Builder 7 KELEFIFHNEMF

PEEEFMRES
- BEIEHASHSEES
- BEERHAEESEEEFAES

+ B3k BAmazon CLI
o MHIREL S & B & AY1E 4015 2 Amazon CLI
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https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_CreateImage.html
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BEEHEEIE o EREE
E 7 Image Builder BHlEFEFEEENKA TN P EEES|XR , BHRITUTIR !

1.  TFF EC2 Image Builder #£#|& , Mt R https://console.aws.amazon.com/imagebuilder/o
2. MNEMmBEH®RD , #BSFHRE. XFERELENKS TN 2 EEREMNSIxK.
3. EEFRMAGEISCIENNIEEE 6 BEFRERHEE., XFITFAIERENIFANE,

® Note
B UEPERESZHRZLNE , AREREFFMEE.

BEEHaEE EREFAESE

ZE# /A Image Builder BHIAEERESIBREENFMAEE , BERA EIEH A5 H T BERE R#ER
MZREFREERNEE,

EoBEFEREREL , &

- MIBRDEEE, BxMER Image Builder PR FENEZEER , HSH MRS HSAREAR Image
Builder &R
- mESINIFAGE.

5 53k BAmazon CLI

LA 74515 BA fina] 4 A Y list-distribution-configurations @i 53 Bl Amazon CLIH FFE & TR

aws imagebuilder list-distribution-configurations

MHIREN D & B & B9 1F 4015 B Amazon CLI

LA 7R 4515 B 20 4a] {# A o B9 get-distribution-configuration @i B3 5 & 2 EL B B A9 Amazon BREB
(ARN) RIREX 0 ELEL B RV ¥ 4§ 2. Amazon CLI

aws imagebuilder get-distribution-configuration --distribution-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:distribution-configuration/my-example-
distribution-configuration
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https://console.amazonaws.cn/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/list-distribution-configurations.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/get-distribution-configuration.html

EC2 Image Builder ArfEm

SIZMEH AMI FEEE

AF5 4B o] 8 2 M EF Image Builder AMI Y D ELELE .

AES

- AMI R e REH

- BB AMI D REE

- B AMI D AEE

- Pl ERABHEFERE A EC2 IRIEF 3 AMIs

- =B AXRENHEE VM B E 0IE 5 Ki&REAmazon CLI

AMI 7 & R4

RESRIRBELERESE , TR :
£

- SSM Wi tHS B R Z 4

« EC2 MR BB HY o RFZAE

SSM #al tH S B o RS A+

82 A TR EAmazon Systems ManagerZ B S ( SSM 28 ) W AMI 7 KELE 27 , 5
FHERAT EREM,

nTAE

EFRIEEERMER create-image BT Amazon CLI , REEFEE — Image Builder {i1TA &,
MBEENLT Image Builder TERBINTAE , MEEEZACHKRIMEMEALIIEENER. BN ,
EHBE— NI EFMENRNFEENLAE,

- BEfES&HESHEH AMIID F#7E SSM S+ | BY4ITE Image Builder iiTA IS
Essm:PutParameteri®{E , I ZSHII N RIR.

o HIRGSHBIEXRBIRENAWS EC2 Imagell[ Systems Manager X H{ES , EXRENSEE
EX AMI ID #ATIRIERT , BB URlec2:DescribeImagesigik,
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EC2 RIE /5 3 Y B R

7 Windows hx EC2 tRIZ/S 3 I Z#H A0 RECE 2 81 AMIs , IEHRBE LT TRFZMH.

- MREHEEE EC2 REBHIHEHR T BENBIHER , NZRSHERBER I ERPELH VPC
MEMEERE, AXESZERE , BEZHERE EC2 REEF A EA B ER.

- MREFRFEABENBHERREBRE , WAIFEC2FastLaunchFullAccess KBEH tNZE Image
Builder i T RIZM&KH IAM A€, EHOIEEENFEH create-image i B AYAmazon CLI , REElE
E— Image Builder iiTA®, MREENLT Image Builder TEREBHITAR K NEERZAR
WIMEMEAIIEENR, &N , BFNE - NI EMENRNFTEENLAE,

RIS , % Image Builder £ #|/&#9 & &8+ , EC2 Fast Launch & B3 812 —/Amazon
CloudFormation¥#tk , EF @& LT ®IRAmazon Web Services I o

- BEFAE = (VPC)

- BENATARNETRAEFN

« FEAEFITBIERSRE 2 BEEN B FEMR (IMDSvV2)
o —NEEEMAURRLHERNBZ LA

@ Note

EMEE A EC2 REZHMWERT , Image Builder FXEEK/F 2%, AMIs EC2 4MMB
¥Rk B A IRIE S 30

B AMI 2 R ELE

PEEESEHE AMI B, BTNENEEXEIRE. BHNRUARTLUEHE AMI BELFA
B (Y (OUs) AR FAIEE B, Amazon Web Services ik

S HEE R EIEERH AMI BEHAER | RINHMAmazon Web Services Ik AF 31 AMI,
AMI EFBIEHMIKF |, RS AMI EF B HMAmazonX1F, ©EAFRYE AMI SHEIT S #E 27T
& Bk %5 (Amazon S3) , E R Windows EC2 BLEREEZ. AMISEXFF AMI , BFEHFAT&R
BIKFIRERN all, BESHELTF AMIBRHI, Mkl EC2 ModifylmageAttribute,

Console

RBUTSREFCGIENTN AMI 2 X E iEAmazon Web Services EEZ4| A :

BIEMEFH AMI 2B 359
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/security-iam-awsmanpol-EC2FastLaunchFullAccess.html
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1.

2

$TF EC2 Image Builder %A , Mt 79 https://console.aws.amazon.com/imagebuilder/o
MNEMEBRP , RSB RE, XIFERELNK, TRIEZN 2 EEERNSIXR.

£ 5 B iR B E AR T BT AT AY 62 2 Bl iR E .

ERRGRBE S | iR Amazon Machine Image (AMI) i B3 &,

EERES |, WA D BEEERN SN LR,

EXFHRERD , MALEDIE AMI HEMNXEBHATHFHARE

a.

RABRAT , AMI 2B EIHETXE (XE 1) . Xif 1 R2OBEAKEFR. X851 HELERE
RIFBREDBE, X TERMAOEMXE , SN TR 5| R P EE X,

Kms Z4A¥rAmazon KMS keyiR A T 1% B 45 X8 P EH EBS B, BEFHEE , XF
EATEZHEERXE ([ XE 1) REREHKF IZENRERR AMI, EiZEEN D E MR
EITHINZGE A T 2 B 4h HoAth ik = =k it (X A9 BR 1%

EXNERXENEHIKS CIERN AMI /Y EBS BTN |, BLTERGRE 5 HRIRE R
(EHEFNEFE (B) ) PIRE KMS ZH,

Image Builder % AMI EFIZEIE R ZXFIEEN BARKF .

@ FZRFH

EEKFEHMREG , BUREFE DB B RIKS el
EC2ImageBuilderDistributionCrossAccountRole A , Hi§F
Ec2ImageBuilderCrossAccountDistributionAccess B £ B RIEH MEZ A&,

MW AMI BFA AT, MREEHTER , UKLHHELE AMI EHRL2HMM— AMI 13
ErtEnatE®, MRKRIEERMH , Image Builder &5 F ¥ 2 a 8 B B EL 5 B Fro iX#
AR EIEEN AMI BIERE—M,

i BY AMI HE | SR EEENAmazonZEFE AR T MER AMI B 3 S26I# 15 814X
R MREF AMI =35 , MAI L AN T HFAER -

- BINR — MBEERE AMI FAE | FEERE , HAFIEEAMazonEIE AT
B IRNFAE AMI B3h3E6], IBREF AMI AFF |, FERATF. E{adAmazonEREA
AT LA N E AMI B 3E4H1,

« ERA-BALANTRENAMazonZEFE AR T B SKHIR 1A B AR :
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RAriEmE

« Amazonlk PP -3% 5 X4 4% E Amazonlik P B9 177 8] £ FR

« HLABLH (OU) — RFF OU REFE FREMNIHRINER, F3E4&3HE OUs M
Amazontk

« AR FHBAmazon Organizations X HATE 7SRRI RN R, FEEDIE
OUs FAmazontk o

B, EEFHEE, ARETHIREMWES , @ AEZRFIHRIREH
Amazon=E4EH ID, EA LA A IDs ZFAREHER,

BRI AR TR EE” 285 , A A2V AT EL & M lAmazon License Manager
#| Image Builder Bt &, F IR BT SETENDUMUEZRAFATHAN, Image
Builder 2 B3I @& 5EMNER AMI XERHFAEE E.

B LARTFF Launch BiRELEZB D , EC2 IBEEA TMNERIZEK AMI BI=HIH B30
AR,

MRIEERAR R EC2 Bah &R , WA AEME TR/ R Image Builder 8|22 E &
¥ AMI ID BB B BRI FTIRA . BEMEHER , FRUTHARERE :

- BEHEREH — EREHE Image Builder EFHHI B B EARH B FRo

« RERIMRA — &P UL & IEAE 013 SR AR B RRIAR AR 0 7T AR Ao

EFME-—NEHEREE , FEARREHEREE, EESIMNXEKSAURE
AR EREE,

IERILARTT SSM S HEEH 0 KEE SSM S8 , 2SRRI K2 B HRXENE
‘v AMI ID, B UEREZBXIEE - DHKS,

SHER-MASBNEN. @ /output/image/param.

BIER B REBRIAE (AWS EC2 Image), X4£ik Systems Manager ¥ i 2 E{E LA
BREEBERH AMI D,

b. ENEMXEAMMAEIRE , HiEFHNXE.
7. TRJE , EFRGERE.

Amazon CLI

LA 7= 4535 BF 20 4] S Fl Amazon CLIfE create-distribution-configuration &5 AMI €128 2 B

BB,

BIEMEFH AMI 2B
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1. 8IZ CLI %A JSON X4

FANHRETIEMNE - JSON X  EREGEUTROIZ—FETRNER , MR BN
BEMNE, XERHIENX T BLEAMazon Web Services I Amazon Organizations 5§ B Lt
HA B (OUs) BB E D ZEIBEXER AMI, 33X #H create-ami-distribution-
configuration.json #{Tap& , MEET—FHHER :

=1 9 & FAmazon Web Services M =

RGN AMI 2B EFEANXE , HisEESNXEERE BN RAAmazon Web Services

T o
{
"name": "MyExampleAccountDistribution",
"description": "Copies AMI to eu-west-1, and specifies accounts that can launch

instances in each Region.",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{imagebuilder:buildDate}}",
"description": "An example image name with parameter references",
"amiTags": {
"KeyName": "Some Value"
b
"launchPermission": {
"userIds": [
""987654321012"

]

}
},
{
"region": "eu-west-1",
"amiDistributionConfiguration": {
"name": "My {{imagebuilder:buildVersion}} image {{imagebuilder:buildDate}}",
"amiTags": {
"KeyName": "Some value"
.
"launchPermission": {
"userIds": [
"100000000001"

]
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RAriEmE

Gl 2 : 9 %4 Organiations 1 OUs

L RBIRF AMI D BRI , FiEELALAT OU BaIR.

{
"name": "MyExampleAWSOrganizationDistribution",
"description": "Shares AMI with the Organization and OU",
"distributions": [
{

"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{ imagebuilder:buildDate }}",
"launchPermission": {
"organizationArns": [
"arn:aws:organizations::123456789012:0rganization/o-myorganization123"
1,
"organizationalUnitArns": [
"arn:aws:organizations::123456789012:0u/0-123example/ou-1234-
myorganizationalunit"

R 3 A AMIID FHE7E SSM S8

RGN H AMI D 746 7E 2 %8 X i3 B9 Amazon Systems ManagerS ¥z S8+,

"name": "SSMParameterOutputAMI",

"description": "Updates an SSM parameter with the output AMI ID for the
distribution.",

"distributions": [

{

BIEMEFH AMI 2B

363



EC2 Image Builder ArfEm

"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{ imagebuilder:buildDate }}"

iy

"ssmParameterConfigurations": [

{
"amiAccountId": "111122223333",

"parameterName": "/output/image/param",
"dataType": "aws:ec2:image"

2. ERCIENXHENRA , STUTHT.

aws imagebuilder create-distribution-configuration --cli-input-json
file://create-ami-distribution-configuration. json

® Note

+ JSON MHBEFAMIIE file:// BFB.
+ JSON XHHRENEF/ETH THERRERGZHWENMAE, Hla0 , Windows £
BARAHT () 51 B B X2 , M Linux M macOS ERAIERMT (/).

BREZHMEER , BS Amazon CLITIHSE R create-distribution-configuration.

B AMI 5 RELIE

BRLLER AMI 3 REE, BR , FIMERTEM T Image Builder EZ 5 BRI EMR R, Flan
MREEFH AMI T EIENXE , BEEXRENTESTBER , NEEFIHREBRH , SoER

Ch

AMI FREBEZXEH A,
Amazon Web Services B4 &
BREBLUTSBRHEIT AMI 2 X B EAmazon Web Services BRI H A -

1. $TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o
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2. NEMERF , ERIBERE, XFEFEENKS TN DEEEN IR,
3. EEFWAGEINENIELEE  FLEEEERMER, XHTHTERENFANE.

® Note
O UEPERESZHRZLNE , AREREFEFMEE.

4, EREHSERE  BAIEIEELNINELARERE, RETRONE NI EEE
WEHMERNEE 1 HRUAKE. %I BERERBNESEEL , #5H 02 AVl 5 5 F
B.

5. TM/E , %£#F Save changes ( REEX ) .

Amazon CLI

LA 745115 BA 2n4a] i@ 33 Amazon CLISE A update-distribution-configuration @55 &# AMI EF 2
R E,

1. #IZ CLI %A JSON X

FANXHRETECE JSON X4 , HABEUT REIPE RN EZERURINENREE RN
B, WRAEIEARN update-ami-distribution-configuration. json BI3X 4,

{

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/update-ami-distribution-
configuration.json",

"description": "Copies AMI to eu-west-2, and specifies accounts that can launch

instances in each Region.",

"distributions": [

{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{imagebuilder:buildDate}}",
"description": "An example image name with parameter references",
"launchPermissions": {
"userIds": [
"987654321012"
]
}
}
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},
{
"region": "eu-west-2",
"amiDistributionConfiguration": {
"name": "My {{imagebuilder:buildVersion}} image {{imagebuilder:buildDate}}",
"tags": {
"KeyName": "Some value"
.
"launchPermissions": {
"userIds": [
"100000000001"

2. ERCIENXHENRA , STUTHT.

aws imagebuilder update-distribution-configuration --cli-input-json
file://update-ami-distribution-configuration. json

® Note

+ JSON XHBEEIFLMMIE file:// HFB,
- JSON X B ENEBREZTHTHESRRERENENAE. Hl , Windows fF
ARFT (\) 5| BB & , M Linux # macOS A ERT (/).

BXEZIFHAEER , 152 H Amazon CLITF S E H M update-distribution-configuration, EE
WMOBREERFRNIRE , F2H FEER —T,

Bl ER B s ENRE A EC2 RiE/Z3h AMIs

LA 7R 45135 BB fna] s A 5 A 1B sh A AR B create-distribution-configurationfi 5 , MARAIZE R ER AMI
BlE 7 EC2 R /F 3 2 K 1& EAmazon CLl,

EEXBEIERMNIER TEE EC2 Fast Launch iRE , FHREC2 RIEF ) FRFHERESD KEC
B2 RAETAER,
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1. #IZ CLI %A JSON X

EAXHRETEGE - JSON X4 , EFEEUTRAFERNESR , LRI ENHEAR
BB

REIRN B HME BRRRNES , RAHTEINEABERTEFRTRRE, ZXHET
— RN S RAIFHEHE R ami-dist-config-win-fast-launch.json,

{
"name": "WinFastLaunchDistribution",
"description": "An example of Windows AMI EC2 Fast Launch settings in the
distribution configuration.",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{imagebuilder:buildDate}}",

"description": "Includes Windows AMI EC2 Fast Launch settings.",
"amiTags": {

"KeyName": "Some Value"
}

.

"fastLaunchConfigurations": [{
"enabled": true,
"snapshotConfiguration": {

"targetResourceCount": 5
},
"maxParallellLaunches": 6,
"launchTemplate": {

"launchTemplateId": "1t-0abl1234c56d789012",
"launchTemplateVersion": "1"

}

1,

"launchTemplateConfigurations": [{
"launchTemplateId": "1t-0abl1234c56d789012",
"setDefaultVersion": true

}]
1]
}
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® Note

BT LAEE 1aunchTemplateName M3k launchTemplate 25 HY
launchTemplateId , EFEERATIEE R ID,

2. ERCIENXHENRA , STUTHT.

aws imagebuilder create-distribution-configuration --cli-input-json file://ami-
dist-config-win-fast-launch.json

® Note

- JSON X#BEREFLMBMEE file:// HS.
« JSON XHHBEMEREZITH THERBRERSHNENAE. 0, Windows EAR
R4T () 51 H B &2 , M Linux # macOS A ERHT (/).

BXEZFMEER , 1S H Amazon CLITT TS E B create-distribution-configuration,

RO RRBENHEE VM B2 9 XK1k EAmazon CLI

LA 7R 45115 BA a4l £ A create-distribution-configuration &8 S 812 2 EIRE |, LAEE S X ERGET
VM R S ) Amazon S3,

1. ©IZ CLI %A JSON X4

& 0] LAt FEAmazon CLIFE AR create-distribution-configuration 5%, At , TR —4
JSON X # , Eh @ EAREEmSHPNAMESHEE.

@ Note
JSON XHAFHIEEN TR EEMEN Image Builder APl 2EERSEIEE
WEX, EEF API BREBERSH , 2S5 Im EC2 age Builder APl &/
9 CreateDistributionConfiguration&s 43 o
ENBEEENTTITSEERM |, 528 Amazon CLIRSSEHIEEN
create-distribution-configuration &8 E R £,

%
s

O

v % \I\Tf_
’
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RAriEmE

T REMNEARRHIN s3ExportConfiguration JSON W RHBIEENSHFE :

« RoleName ( Fff& , X ) -mELNR FHEEREGS HE S3 F#EBE Import/Export tX BRIV A

BE Mo

- diskimageFormat ( F#f& , X8 ) -FEHFOUERESHAIUATIHFEHIEXZ2—

« EHNER (VHD)— | & Citrix Xen M Microsoft Hyper-V E L™= mFER

o ALK ESX BRIAELE (VMDK) — & ESX VMware  VMware vSphere kg4~ 4, 5 #l

60
- R — REE
- s3Bucket ( FfF&E , HE ) — AT FME VM B HEA G S3 F#%.

FZXHRERN export-vm-disks. json. £ create-distribution-configuration &7
Fo

"name": "example-distribution-configuration-with-vm-export",
"description": "example",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"description": "example-with-vm-export"

},

"s3ExportConfiguration": {
"roleName": "vmimport",
"diskImageFormat": "RAW",
"s3Bucket": "vm-bucket-export"

}

1,
"clientToken": "abcl23def4567ab"

}

2. ERCIENXHENRA , STUTHT.

SR

aws imagebuilder create-distribution-configuration --cli-input-json file://export-

vm-disks. json
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® Note

« JSON XHBEFISMEE file:// FH5

« JSON XHHERENEREZITH THWERNREREHMENAE, Hltn , Windows AR
AT (\) 51 B & , ™ Linux  macOS A ERT (/).

BXREZIFHMAEER , S H Amazon CLITTHSSE I create-distribution-configuration,

HENEHFARMRENTEIRE
AEFNEMACIZMEF Image Builder BTG 2 BLIRE

AAE
« M Image Builder &R 25B & A2 % & 1% iEAmazon CLI
o MARAEFHARIFMGH 2 K 1ZEAmazon CLI

M Image Builder &2 G813 5 &K ixEAmazon CLI

2 REEFET I E M HARRENBHANER | A RERREEHZ EttAmazon X, &AL
Mo EEERRNESNXE AN A RREN AR MHNIRE,

1. #IZ CLI %A JSON X4

FEREEANXERETIENE—/ JSON X4 , EF S8 UTRAATERNRE |
LARHEINEE MM E. W RHIERASB N create-container-distribution-
configuration.json B934 :

{
"name": "distribution-configuration-name",
"description": "Distributes container image to Amazon ECR repository in two
regions.",
"distributions": [
{
"region": "us-west-2",
"containerDistributionConfiguration": {
"description": "My test image.",
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"targetRepository": {

"service": "ECR",
"repositoryName": "testrepo"
I
"containerTags": ["west2", "imagel"]
}
},
{
"region": "us-east-1",
"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
},
"containerTags": ["eastl", "imagedist"]
}
}
1,
"tags": {

"DistributionConfigurationTestTagKeyl":
"DistributionConfigurationTestTagValuel",
"DistributionConfigurationTestTagKey2":
"DistributionConfigurationTestTagValue2"
}
}

2. FERAUENXHENRA , STUATHT.

aws imagebuilder create-distribution-configuration --cli-input-json file://create-
container-distribution-configuration. json

® Note

« JSON M#HBEFLMMITE file:// HS.

« JSON XHHERENEREZITH THWERNREREHNMENAE, Hltn , Windows AR
AT (\) 51 B &2 , ™ Linux  macOS EAERT (/).

BEXREZHMEE , S Amazon CLIGEHSZE R create-distribution-configuration.
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M E RGN 2 & 1% iEAmazon CLI

LA 7= 45135 BF 20 4] 3 F| Amazon CLIfE A update-distribution-configuration a5+ A ARSI R BRI 2
BRE, S IUEENMNXEAERTRRRENITE,

1. ©IZ CLI %A JSON X4

EREZERNNHREBIECE— JSON X4 , HFEBEUT REIFT R ZER RN SRR
BME, LRBIFEAE R update-container-distribution-configuration.json 9
X

{
"distributionConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:distribution-configuration/update-container-distribution-
configuration.json",

"description": "Distributes container image to Amazon ECR repository in two
regions."
"distributions": [
{
"region": "us-west-2",
"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
I
"containerTags": ["west2", "imagel"]
}
},
{
"region": "us-east-2",
"containerDistributionConfiguration": {
"description": "My test image."
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
},
"containerTags": ["east2", "imagedist"]
}
}
]
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2. ERGIENNXHEANRA , STUTHT

aws imagebuilder update-distribution-configuration --cli-input-json file://update-
container-distribution-configuration.json

(® Note

« JSON XHBEFLMMNBE file:// FE,

- JSON X#HHEBENERETHSTHNERRERSHNHENAE. 0, Windows AR
F4T (\) 51 A B FZ¥E , M Linux F macOS A ERT (/).

BXEZEFEHAEER , 1S H Amazon CLIGF T SZE R update-distribution-configuration. EE#
PEEERENIRZ , HSH FIERR — 1,

& Image Builder iR EEIKF AMI 2 &
BEDNEBT WNMAEEBEDEIRE , LUN Image Builder AMI £i# 4 R IE ERN EH ALK o
ARle , BRKFPAUREZSERS S IE R AMI,

(® Note

Amazon CLIAT o ROIRIR G2 Bl 012 7 B GE 5 MEM R EEE JSON X . BN
BRREC 7 62 JSON X |, 5 EAGERBE S Amazon CLl, EHEM XL E 62
JSON X#+ , F5H IEEMIREERE.

B AMI 73 BoRY SRS A+

4R B ARIK P BER8 B Zh it MR Y Image Builder G EFIKBI | BATH FrE XIZAY A B ARk B
EREIVEEE

N R &4 F Amazon Key Management Service(Amazon KMS) N &EHY AMI , T 275 Amazon KMS
key N IEH K P ECE — N T INEFTREN .
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2 Image Builder HUITEEK = 20 K IR AEET AMIs |, JRIKF FP 49 B GO R 25+ A B B AR X, AR
FREAZXENEEZAXNERTEHNMNE, BT Image Builder KRBHFK/ITE , AEREEBR
X2 IAM A€, RibiZKF S508 8007 RR XN B iR X g R 248,

hnE %48

WRIEH G A Amazon KMSHN® |, N EEHEU T EREMYE. IAM EARZEFET —ZHIFH N

Ao

R E R

- BEMENSE AMI WATE KKK S P 0l2 KMS 48, S ERNEER,

- EHATAEXERANRAERR , UATERKFERAEZNES,

BRIk ER

« @ EC2ImageBuilderDistributionCrossAccountRole RIIAEBKKE , AFZABHKITOHE

NE AMI FRERRVERIE. BX IAM BEEDSR |, BSH IAM KB STRF4AHD

BREABEKF R E ZE 2 Amazon KMS |, #EZEAmazon Key Management ServiceFf & &g
AN AFEMKS FRASER KMS Z4.

HEREE S FIEEENMBZSR , MTAR

- MREFEAMR Image Builder #2FI& , EMEHFHFHE (B ) FHHME (KMS 38 ) THRIIZE
IR RS N4

- MREFEHAM I CreatelmageRecipe API #ED H Y create-image-recipefs % , 1§ FEAmazon CLI
JSON i A T A #ebsEBblockDeviceMappings &l B &K 240

AR JSON FEE R THER AN MBRE. BRTRESHMEBEZAIN , BEXLIF encrypted
FREIREN true,

{
"blockDeviceMappings": [
{
"deviceName": "Example root volume",
"ebs": {

"deleteOnTermination": true,
"encrypted": true,
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"iops": 100,
"kmsKeyId": "image-owner-key-id",
),
1,
}..
IAM R RBE

E7£ Amazon ldentity and Access Management(IAM) &t BBk - 2 BNPR , BHITUATEER -

1.

EFERBKF 2% AMIs B9 Image Builder , Efslk P FIEE S MEHKF P RIE —NE NEFE
IAM B EC2ImageBuilderDistributionCrossAccountRole,

1A AHF Ec2imageBuilderCrossAccountDistributionAccess 5 & Fi INEI & & = 823 F Bk F
P, BXEERBNEZEE , S Amazon Identity and Access Managementf F 8/ &
NI E R 5N KRR

HIARK S ID ERMEIBFRKSR IAM BEMMNETRER, UTROIERT BHRKSHHE
EREE , ZRBEIEE TRKFHIKS 1D,

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::444455556666:root"
}I
"Action": "sts:AssumeRole"
}]
}

BEXEERBNESER , HSH Amazon Identity and Access Management A P55 i ET
R RAY KB o

MREDEH AMI ENE , N B #RIKF AR & S REEKP 8
EC2ImageBuilderDistributionCrossAccountRole HRINEA T ABRERRE | LMEERHEH
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KMS %4, Principal S8 IKS. XS Image Builder 8 7£ £ A& NAmazon
KMS X35 B9 A5 R 25 £A 33 AMI 3 17 0025 1 % 22 B X /A A1 SR BT 306

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowRoleToPerformKMSOperationsOnBehalfOfTheDestinationAccount",
"Effect": "Allow",
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :DescribeKey",
"kms :CreateGrant",
"kms:ListGrants",
"kms : RevokeGrant"
]I
"Resource": "*"
}
]
}

BXANBRKRBHNEZEEL , 156 Amazon Identity and Access Managementf F 157 Y N B 5%
B o

5 mREZEEAlaunchTemplateConfigurationsigEL S % EC2 FahEMR , NELAEZNE
¥RIK FEC2ImageBuilderDistributionCrossAccountRole RN T BUR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"ec2:CreateLaunchTemplateVersion",
"ec2:ModifyLaunchTemplate"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "EC2 Image Buildex"

}
}
}I
{
"Effect": "Allow",
"Action": [
"ec2:DescribelLaunchTemplates"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:launch-template/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "EC2 Image Builder"
}
}
}

6. WREAEH P Amazon Systems Manager arameter Store ¥R 174 20 B ik 7 1 X 5 A9 5 i AMI
B AMI ID , M ARIEZANBFRIKFEC2ImageBuilderDistributionCrossAccountRole
LT RERMEER .

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": [
"ssm:PutParameter"

]I
"Resource": "arn:aws:ssm:*:111122223333:parametexr/ImageBuilder-*"

}I

{
"Effect": "Allow",
"Action": [

"ec2:DescribelImages"

1,
"Resource": "*"

}

]
}
¥ K 7= 25 B 1Y BR

FE0K P 9 B Image Builder B atHE —LEfR 4 -

- FANBRXER BRKS R 50 MR AMIEIAR,

- MBEFEELL (PV) BEME AMI EFIEISE —NXE |, W BRXEAAZE PV EHME AMIs, B
XEZER |, FHSH Linux AMI E#{LZER,

- BELZVEMNBRBHRMBEIAR. WREZE RN KmsKeyId SE3EEAmazon Key Management
Service(Amazon KMS) & £ & %4f , Image Builder ¥¥/# 8 Amazon Elastic Block Store (Amazon
EBS) WEINZ4H, BXREZEE |, {55 Amazon Elastic Compute Cloud FAFF 188 F8 Amazon
EBS Hi%i,

BXEZEE , S | EC2 mage Builder APl %2 CreateDistributionConfiguration #9,

B #4514 N Image Builder AMI B & B0k F 20 B

AT B AMIs FERAIZMEER TEKF 2 228 Image Builder B¥% K 1%i&. Amazon Web
Services EERFIAREBEK S 2 BREEREN IAM R, EREREZF , BLATRATDH B
MK AMI 5 B iy R & o

E7 Image Builder EHI&FRIE S E , FHRITUTIR !

1. $TF EC2 Image Builder #£#|& , Pk Fhttps://console.aws.amazon.com/imagebuilder/o
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2. NEMERF , ERIBERE, XFEREENKS TRV DEIREN K.
AEOBIREREARE , EFCESERE. XNBREI RS EIRETH,

HEEARS T, MABCENSEREFTFRNEBH (LEH )

EEi;QiEE , EEEXEN BARKSPRALEQESE AMI B 12 VKPS ID, RiEEAE
4&#951‘%‘&% SIEH , REENTH2ERERMARNKS 1D, EEZIRURMES 1K

3
4. EBGEREES | 1% Amazon Machine Image (AMI) ER I HER, XEERIARE,
5
6

FO

EMRIEH AR | BEZKS ID A0S RE Xo

WASNXEMNEE AMI B,
7. HEEEMENTOEMIRE  RAEER0RREUNRHTNS BEIRER)
M Image Builder AMI Bt & &K 7~ % &£ Amazon CLI

AF B WA E 5 KRB SR a6 A F B create-imagefn T EM F Z B EF %5 & Image
Builder AMI, Amazon CLI

BEBEKF2EEEREN IAM PR, 1£121T create-image R 28I , BAMTHRAZRDHY B0k
AMI 7 BBy o R &

1. REDEREXH

FEEA P W create-imagefn T AIE D KA EH MK~ # Image Builder AMI Z &1 , 44

MBI —NfEAmiDistributionConfigurationi&& IDs EPJZE‘;"'E"EWF'KFE’J
DistributionConfiguration JSON 4%, Amazon CLIZBAMERXFHIEEED —D
AmiDistributionConfiguration,

LA RE A create-distribution-configuration. json B RBIXHER T IRXEH Bk
RGO BB E

"name": "cross-account-distribution-example",
"description": "Cross Account Distribution Configuration Example",
"distributions": [
{
"amiDistributionConfiguration": {
"targetAccountIds": ["123456789012", '"987654321098"],
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"name": "Name {{ imagebuildexr:buildDate }}",
"description": "ImageCopy Ami Copy Configuration"
},
"region": "us-west-2"
}
]
}

2. BIEDERE

E# A H Y create-distribution-configuration@s 5 12 Image Builder 2 & 1% & % JRAmazon CLI ,
BEWRSHREUTSH

s £ --name ¥ H i A D BB
o MIINIETE --cli-input-json ZHHEIBHN P EEE JSON X4,

aws imagebuilder create-distribution-configuration --name my distribution name --
cli-input-json file://create-distribution-configuration.json

(® Note

« JSON XHBEFLMHMNBE file: // TFE,

« JSON XHHBENERBZTHTHNERAREREHMENAE, a0 , Windows AR
FAT (\) 51 B X2 , M Linux 1 macOS A ERT (/).

WA LAER --distributions SHEEER S PIEMH JSON,

£ EC2 B3 RiIRELE AMI 7%

N T BEHHERER Image Builder AMI 7£ B #5k F M it X3R5 — B EC2 Bah k% , @A LAfE
BEDEXIREDIEET L Es#ER1aunchTemplateConfigurations, Yo ESEFEE
launchTemplateConfigurations Bt , Image Builder 28I FMRAKN B ENR , HP B ESERF
MWATERARBUARRBEHENH AMI ID, BXERBERES EC2 RHINEZELR , FSHEANT
e — , BERBURTEN BHRRERS.

- BXEEFERB 3 Linux SE41
- BXYBE3#ERE 3 Windows 41
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® Note

HEEMRGFEEATEA Windows IRIZESZIN B ERE , BHERLNBENATHRE
IX# Image Builder g X &R &S A Windows RIEF 3,
CreatedBy: EC2 Image Builder

MEZEIE B AMI 2 XKiIZRERDI EC2 FaE
EREHHEE AM BEBHER | BEREHAPHRITUTSE

1. #JFF EC2 Image Builder &1 & , Bk Jhttps://console.aws.amazon.com/imagebuilder/o
MNEMBEERSD , RSB RE. XFERELNK, TRIEN S BIRES &,
EAERETNENIE  ZF0ESERE, SFTACESERERE,

EBRGRBIER S | i%$E Amazon Machine Image (AMI) i HHERH,, X 2BINRE.
EERSBSH , MAZNENSERERFNEN (HE),

EXFRERD , MIIRAPIEE EC2 BaIERNEN. WRENKFFIXBRIHER , HFiEFE
BHNEHER , X HEEC2EHIE R T B 3 R,

o o A~ b

EHIEEERIANRAEIEE |, FENERPRIAMRAEHFHF N Image Builder £ EEY i HH AMI B2
Y FTAR A

E@EFATEXERINEMGE SRR , HERFRNGEHEREE.

EBRBHER , FEEBER.
7. HEEEMBENEAEMIRE  REEFZRENCIEFTNIEIRERR.

M AMI 9 ZIZE S 7N EC2 B3 MR Amazon CLI

AT N ENAERBHEREES B IREXH , LR INAEEA Amazon CLI H#Y create-image 3%k
FEF 2B Image Builder AMI SAR £ F € 83 s EARIFTAR A,

1. BEEZEIREXHF

EEA B EREIE Image Builder AMI Z B Amazon CLI , i %E8IE—NATIE
ElaunchTemplateConfigurationsiREM 7 KEE JSON £, BARAERXBHIEEE
4 —/ launchTemplateConfigurations %8,
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RAriEmE

LA RE A create-distribution-config-launch-template.json B RHIXHEERT ER

XE P EEE N ERB LTI R,

"name": "NewDistributionConfiguration",
"description": "This is just a test",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "test-{{imagebuilder:buildDate}}-
{{imagebuilder:buildVersion}}",

"description": "description"
},
"launchTemplateConfigurations": [
{
"launchTemplateId": "1lt-@albcde2fgh34567",
"accountId": "935302948087",
"setDefaultVersion": true
},
{
"launchTemplateId": "lt-0Qaaalbcde2ff3456"
.
{
"launchTemplateId": "1t-12345678901234567",
"accountId": "123456789012"
}
]
}
1,
"clientToken": "clientTokenl"

2. BIBDERE

E A H W create-distribution-configuration@s 5 12 Image Builder 2 X% B % J] Amazon CLI ,

BERTHRHAUTSH

« £ --name ZEHH A D E AR
o BYINIBTE --cli-input-json SHF LIRS BEE JSON X,

EE AMI BB R
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aws imagebuilder create-distribution-configuration --name my distribution name--
cli-input-json file://create-distribution-config-launch-template.json

® Note

« JSON X HBEFLHMIE file:// FSo

« JSON XHHERENEREZITH THWERNREREHMENAE, Hlin , Windows AR
AT (\) 51 B &2 , ™ Linux  macOS EAERT (/).

BT LAER --distributions S¥EERE RS HIEM JSON,
FERERN AMI 9 & IhEE

Image Builder 2t E % 7 K hEE , AMIs AI AR FEFBEXBMKSFN s H AR, XEheEND X
EMEIRST , ATERESRXIERE , SN RXMHIRE , HED A BENKH TERESE
HZIENSH B D KKK,

&R LATE Image Builder EF B3R/ AMI D R UBEEEMITD K0EF , MAFEFNETTENRE
.

ki)
Distributelmage API 3 =f X R RE &5 A -

« AMI ID — ¥rEEY AMI BRIREF ( fl40 , ami-@abcdef1234567890 )
« SSM 28 — 77f& AMI ID B SSM &% ( a0 , ) ssm:/my/ami/parameter
« Image Builder ixZ<x ARN — B &4 R 25 B %2 ARN

TREB

MREBRDRAWY , FER RetryImage API B R, Xt 7T TBNREERE , NTSBE T HER
HIERE R ETE, RetryImage®RD K AN BARREEM,

Retrylmage AP| #ZBUKHIEIRZA ARN ( fl#0 ) , arn:aws:imagebuilder:us-
west-2:123456789012:image/my-image/1.0.0/1Z&FAMA API B , Image Builder & F R &

EREEE AMI 5K 383
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DEEEMREBINHER/RE S KiZE. RetryImageAP|I AILLERES KM R, MM RBEK
MBRRMBND R, CEATUTRES : FA4E, XM, EMRIATH. AMis

FREM
EERDRH , FRRBEAT A

- BELHWEHBRTAMNWEARER, EFHEPMNSD K CloudWatch BE , 7 #EIRFHE.
- BREEREGUERALEN IAM R,
s WFBKF 9 AEXM , FRIEEMRKFEC2ImageBuilderDistributionCrossAccountRole

VR B EMINEc2ImageBuilderCrossAccountDistributionAccesskEg,
EE NMRFBERADE , EHANSHESELAK,
2R ITERRE

DRIERZ TN TEREKE , B4 7 THENNR TERE , £EEBEDLINF D ERE LA 25
DERRE. BEZ2ATERRE , EALCIREEN D ARE , B3F AMI EFI#E%E, wait-for-actionte &
A, BEEMBRNEMES ZHEXNSR, IRETHIMAXNELES , AMIs BIESTERA
Wk, HIT9 RIMEFNBHENEIRIRE

ETHAXCBRNBEENTHERENESEE  BERHEERGITFERE
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5 # = Image Builder & & Amazon RAM

EC2 Image Builder & Amazon Resource Access Manager (Amazon RAM) 55 , F b & 7] LA

SF{a A Amazon Web Services I S8 EMAXZUTRAEPBGEKSTHIRE Amazon
Organizations.

- HH
- BRER
- BA

gﬁi_/\gﬁiﬁ Amazon RAM ,Z‘ ﬁu@ﬁlﬁ\/\?—o ﬁ/ﬁ\/\?—? Eg ;Hﬁﬁlﬁl’)\&g EJ‘Z&:“'
RENFEAE, /E%%‘—IU\%/FA Amazon Web Services MK, A48 % {7 s} PRI ENHL Amazon
Organizations, A T RBEEAUEZHZR RS MALLXKE,

- BREHALR Amazon Web Services Ik RIEBE A E8 Amazon Organizations.
« Amazon Organizations RV 4H L N EPRYLA L2 8 7T (OU),

« Amazon Organizations 1 EYBANH A,

« Amazon Organizations S H4AH L OUs 2,

ELAE R A Amazon Web Services Ik, HIERRHWA (FiEE ) EA—XEREMA Amazon
Web Services Ik 5033 Amazon Organizations ( H%#%%H ) HERR. HERREHE , FAES
B3R BXLEEH,

(® Note

HENAH. RENREESNITAMBENENEFRRS, EHENTRRHETEZE S MW
HEWRIRHFIE,

£

- BREE

- RRERE

« NIEW | Amazon RAM mage Builder BRBIBREHE
- BUHHZXBH Image Builder &R Amazon RAM
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R EE

Image Builder &R R A& Amazon Web Services Xif ERIE#HE, EFHEXERERN , TEXE
ZEEHEf.

EREREH AT HZH Image Builder BiRFIK , BHEZH AR EEMAERFERS , RIEE M

£ Amazon CLIFE T H,

« BIH Image Builder A4

o« il HAR £

- JIHMEFRGRESNFABE
- JIHNEERERSFARE

BXHNEZEE Amazon RAM |, i3 (Amazon RAM FAF#ER) .
H# = Image Builder &IRH &R Z 4
EH#Z Image Builder BiR ( flIAH, MERES ) , XIUHERATERH -

« #&% Amazon Web Services Ik %A EHZH Image Builder Bif, BT ZEEL/HENE
Ro

- BEmMZERRXEMN Amazon Key Management Service (Amazon KMS) Z34A 2440 BB 18 3 = 45 B #RIK
. #H4AD OUs,

- MREETREXFHIKS Amazon KMS ZE 2 ZEAMBHESG , MARESAN B RXE P a2
KMS Z4MBIE. AL, FEXLEHXFEHFN A REFEEZRBEITZHAREIEEN KMS £4,

Image Builder @ B EEHE LR T ERTHEM N Image Builder HJR , M2 Image Builder 1£
EHRKF P LOENABER , AREESEEEFEENKS . ALAHALR LY (OUs) BWASBRIR.
Amazon Web Services X1

« Amazon HlLEgBR £ (AMIs)
« TFHTE Amazon ECR HH ARSI &

BXEATAMINSEBRENESEER , B5H QIENEH AMI 5 EEE, HX%E Amazon ECR H
RERENIBERBENESREE  BEH IRV ERETSREN S ERE,

BEXHEZLEN AMINESEER | BSREZE AMIs,
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wIRFERE

FERETUEARZERER , BEFREUEMAARN B R AR, FEOIE Image Builder BE 5B |, fib 17 LASF
HEMBEENEMBEG , ETLURMAZEHSF, MBI1ERTLEBIZE Image Builder BMEE B R E
Amazon CLIF £ create-image i S IEEERZH .

MEEE THHEANHL Amazon Organizations , FEBRATHLANHNHE  NRELEBHIRFEL
AFREREFERRREZRFENNR. BN , FAEF2ERENMARTREREZNRE , AEESBEEIH
RFHEZRRIGRINE,

NIEH | Amazon RAM mage Builder BRI R RHALE

EH#EZ Image Builder A, BG&IHE S , BAFEFINE Amazon Resource Access Manager &R
/\?—':Fo J\lﬁ\ ?—j: /\?—Eﬁﬁlﬁl’/{&gﬁafi/\?— E_bﬁlﬁmﬁﬁﬁ%o

AARHEA TRTUA TR EHR,
T 1 62 RAM RRAE

tl2 RAM HRAZER , AZ-SATRELERBAENAH, REFES, FAATHEZ —RRAR

H=E

- BHE

EEA Amazon RAM 2| 8812 RFEHRE | FZHAmazon RAM AP ER PR HEZEEHER

Amazon &R,

 Amazon CLI

EFH Amazon RAM i SITRHECERRAE | Hiz1THMcreate-resource-sharefi s Amazon
CLl,

EW 2 NARFEREARAZNENAFTRE

HERFENE-NETSERNTR , NS REFES Amazon CLI E1TiiT. E—FFEAFH
Image Builder @5+ Amazon CLI Hgﬂ:ﬁﬁﬂﬁ'ﬁ’ﬁﬁﬁfﬁﬁﬂ: tERR. %£=FFA+PMpromote-
resource-share-created-from-policy Amazon RAM @i S #RIEFA N RAM BRHEZE , Amazon CLI
DEHREERZZRBNMEEZERABERT I ZER.
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1. NARRRE

ERYNARRER , BATBRE 2 LENKS ARG FMEAER R IR
EREEAR TR FRREMETERNETF,
Image
BRI BUREM A A TG , AW HMAF ERE S PENERREGME R ZRE,

IZ1THEY put-image-policy Image Builder 5% Amazon CLI , BEE 52 £ ZMEKH Amazon
EZRE A

aws imagebuilder put-image-policy --image-arn arn:aws:imagebuilder:us-
west-2:123456789012:image/my-example-image/2019.12.03/1 --policy '{ "Version":
"2012-10-17", "Statement": [ { "Effect": "Allow", "Principal":
{ "AwWS": [ "123456789012" ] }, "Action": ["imagebuilder:GetImage",
"imagebuilder:ListImages"], "Resource": [ "arn:aws:imagebuilder:us-
west-2:123456789012:image/my-example-image/2019.12.03/1" ] } 1 }'

Component

ST BUOR R R SR B LA T AR SN R A LXF)%E%‘F'KF,\-—JLO e HAKS R TR
DEERESFEREHES. ERDNAZRAREE , ELAAREEXZHRIKS BN
WRAZENEA4SIANAAERIR , fl, E%Aﬁﬁﬁ%‘)ﬁtﬁ"“ﬂﬁiﬁ%

BTH I put-component-policy Image Builder &5 Amazon CLI , BEESZ HZHHH
Amazon £ A,

aws imagebuilder put-component-policy --component-arn arn:aws:imagebuilder:us-
west-2:123456789012:component/my-example-component/2019.12.03/1 --
policy '{ "Version": "2012-10-17", "Statement": [ { "Effect":

"Allow", "Principal": { "AwWS": [ "123456789012" ] }, "Action":

[ "imagebuilder:GetComponent", "imagebuilder:ListComponents" ], "Resource":

[ "arn:aws:imagebuilder:us-west-2:123456789012:component/my-example-
component/2019.12.03/1" 1 } 1 }'
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Image recipe

BRI RRERMATREERS , AESABKSHE, ket hH KSR TR, UE
RENESEEKSHOERE, ERINARFRE , SABREZHEZNKSENREHE
B A5 ANEMRIR , MERMRGREEAH.

Z1THH put-image-recipe-policy Image Builder 5% Amazon CLI , BEES 2 HZMEH
Amazon £ A,

aws imagebuilder put-image-recipe-policy --image-recipe-arn
arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-example-image-
recipe/2019.12.03 --policy '{ "Version": "2012-10-17", "Statement":
[ { "Effect": "Allow", "Principal": { "AwS": [ "123456789012" ] }, "Action":
[ "imagebuilder:GetImageRecipe", "imagebuilder:ListImageRecipes" ], "Resource":
[ "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-example-image-
recipe/2019.12.03" 1 } 1 }'

Container recipe

BULRRAREENATRRES , AEEABRKSAHAE, T HHEMAKSRTFRR , UE
RENEFERKS PeIZREG, ERINARRERE , LABRREHENKS BRI
B A5 AMNEMRIR , MEMRGSHEEA N

ZE1THH put-container-recipe-policy Image Builder #54F Amazon CLI , BEEE 2 HE M &
#9 Amazon EE A,

aws imagebuilder put-container-recipe-policy --container-recipe-arn
arn:aws:imagebuilder:us-west-2:123456789012:container-recipe/my-
example-container-recipe/2021.12.03 --policy '{ "Version": "2012-10-17",
"Statement": [ { "Effect": "Allow", "Principal": { "AWS":
[ "123456789012" ] }, "Action": [ "imagebuilder:GetContainerRecipe",
"imagebuilder:ListContainerRecipes" ], "Resource": [ "arn:aws:imagebuilder:us-
west-2:123456789012:container-recipe/my-example-container-
recipe/2021.12.03" 1 } 1 }'
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(@ Note
AT REEENREEKAZNEEREZENINRR , BRAMEELNER
imagebuilder:put* PR,
2. BARNRAMERHE

ERREL/EZERRNFEZRABEFTRZER , H121TF B promote-resource-share-created-
from-policy Amazon RAM Amazon CLIGF 5.

BUEH R Z R BAY Image Builder &JR Amazon RAM

ERUE R ZEHAH Image Builder FIR ( HIMAZAM, BERES ) , XFFEM Amazon
Resource Access Manager BREZEHRBER, B LLEMA Amazon RAM ##] & 3 Amazon CLISART
Z#BE,

® Note
BRITERERR  SNRBETERERER. AIEETHRIGERAZEXLERR , ERRBEA
BB el

5 Amazon Resource Access Manager EH|ABUCEX ZRHEN XL ZTAHG, MEIES
EZH (Amazon RAM AIF#E®M) PMEMHRREE,
£/ Amazon CLINEREMAZAG, MESEABERE

£ A disassociate-resource-share i S EIERERR,
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Fxi2 Image Builder i H &R

FRICHBREBTREMBEARRAREMER, SEAUEFHRERZBHFRNE, BXETREE
NHEZER , HSHET Image Builder FrZE R Z N

Image Builder XFATHBHFE -
* - {{imagebuilder:buildDate}}

date/time TEHJZEET FRAT N HIEE,
- {{imagebuilder:buildVersion}}

BT RERA | X2 TF Image Builder Amazon & JR&Z# (ARN) REHNHF. Hi
W, "arn:aws:imagebuilder:us-west-2:123456789012: component/myexample-
component/2019.12.02/1" HHAERAZERA 1,

NTHBERIRE 2 AN L LRGSR (AMIs) , Image Builder & B 135 S T HRZ 7R INEI A A i i A
AMls,
* "CreatedBy":"EC2 Image Builder"

* "Ec2ImageBuilderArn":"arn:aws:imagebuilder:us-
west-2:123456789012:image/simple-recipe-linux/1.0.0/10", xS IERATEIE
AMI B9 Image Builder BREG & REY ARN,

AEN

- FRiE3k B &R Amazon CLI

« MHPEUEX R IRHHR1E Amazon CLI

- JIHRBENBFERFENFIEIRZ Amazon CLI

FRI1Ek B MY &R Amazon CLI

LA 7R 45115 BA 2n4AT 6§ A imagebuilder CLI @33 7E Im EC2 age Builder FRIMAPRICE R, SAAIRH
resourceArn AR ENHNANRE,

il tag-resource.json RBMTFIR :

FRIZR B KRR Amazon CLI 391



EC2 Image Builder ArfEm

{
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-pipeline/my-
example-pipeline",
"tags": {
"KeyName": "KeyValue"
}
}

BITUT&HS , ZwH5IALR tag-resource. json X,

aws imagebuilder tag-resource --cli-input-json file://tag-resource.json

MAEBUEXN BRI FRIE Amazon CLI

TR RBIBART WEFEA imagebuilder CLI a5 S MR BRIFE . BATRME resourceArn MEE
DA BRAR S

il untag-resource.json ABRM TR :

{
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-pipeline/my-
example-pipeline",
"tagKeys": [
"KeyName"
]
}

BITUTHS , Zow S5/ A LR untag-resource. json X4,

aws imagebuilder untag-resource --cli-input-json file://untag-resource.json

5 H K B S E R RN FTEFRE Amazon CLI
LT RBIBRT a6 A imagebuilder CLI #5535 H4SE R RO EIRE,

aws imagebuilder list-tags-for-resource --resource-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-pipeline/my-example-pipeline

MAREGEX B IRAIFRIE Amazon CLI 392
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il BR3S HA =% >k 8 FA BY Image Builder &R

Image Builder RERGR—# | EEEH4Y , UHEBERIMENRNE , HEFBEREK 2 HHER
TERES. BESSERRA TN RMGUERNIENERHTEE, BN , BUELSSIEXERR , ARG
BHFRIEBEelNAE, Brt , R EREREE TS HBIBREN].

1 B R R 2 i BR E B M 2 T 72 R A 2 BV £ 18 Amazon EC2 AMIs 3 Amazon ECR BEE&6., 44
TE AR Y Amazon EC2 5 Amazon ECR #2#| &g /E=k API 5 Amazon CLI &85 2 BB EIX &£
Ho

® Tip
B LE M BR A R T IR IR iR |, FERRERUTIRERERER
1. REEE
2. RGBLH

3. IBERRN AR

M BR’& B Amazon Web Services B 12414
EEHRREEEREAR  BRR TSR
hgEE

1. BEEFEENKF TRENHEEESR , SMNSMERPERREEE,
2. &I GEEE UH , AREPERRNEER MBS LN EIEE,

3. HEMRGEEEARMIBAVBRMERES | EEMER,

4. BHEWEIAER , EEEPRA Delete , REEFEMER,

i BREC 5

1. EEFEENKF TRNESSIR , EMNEMERTERREE T,
2. EREAZEMZLNEIRELLERBERRAOE T .

3. TEMEREHEARNEAVRER LS | EEMERE S .

4. BEBEINER , BEEPBA Delete , REIEFMER,

7HE - MERER 393



EC2 Image Builder ArfEm

il B EL At iR e L B

1. BEEFEENKF TRENERREREES R , BNEMESTEREMIREEE,
2. EREEBEMFZULNERELLEREAEN RO EMBHEE,

3. HEEMIREEEMRAITE , EFEMHER.

4. BEWEIAER , EEEPRA Delete , REEEMER,

i ER S B iR iE

1. BEEEEENKF TRENIRRESR , SMNSMERPERIEIRE
2. ERBEBNZUNERELLUARENTHECENTERE.

3. EXEIREEMRKTNE , EFHER.

4. BEWEIAER , EEEPRA Delete , REEEMER,

T Bk AR 5

1. BEEFEENKF TRIENREIIR  FNSFMERTEERE,

X T EBRAVRE | IEFRREIRA, LLEPRHT T REGR R MRA R,

P ER RO EMRGRIVRAZUHERE, E&—RATBUERES MG,
R G ZIRANE AR IRER , B2 HBRARAS

HEWHINMER , BEETRA Delete , RFIEEMER,

o bk~ 0N

MR BRE B & 8 Amazon CLI

LA 7R 45135 B8 #n4a] £ /. Amazon CLIMIER Image Builder RiR. ZMHIFTR | MBI LTI M BR 28 5 LA
Tt Se R T EE R

1. RIGEE

2. MR&GE A

3. TERKRNER

M BRE 5 B 38 Amazon CLI

AT RBIER 7 Al fE E ARN LU BR R EE
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aws imagebuilder delete-image-pipeline --image-pipeline-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-pipeline/my-example-pipeline

M ERE B 5 Amazon CLI
AT R8T anqal38 & ARN SAM BRZ B EL 5 -

aws imagebuilder delete-image-recipe --image-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-recipe/my-example-recipe/2019.12.03

B ERZ R E
AT RBIEEE T a0{a 8 E ARN LA & B A% fE B B AR o

aws imagebuilder delete-infrastructure-configuration --infrastructure-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-configuration/my-example-
infrastructure-configuration

MER S BB

AT RBIGEER 7 a{a 38 E ARN LU BR 70 B iR E R .

aws imagebuilder delete-distribution-configuration --distribution-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:distribution-configuration/my-example-
distribution-configuration

i BR BR AR
AT RBIIEER T A0 3E E ARN LA BR 65 B 4 B RR AR o

aws imagebuilder delete-image --image-build-version-arn arn:aws:imagebuilder:us-
west-2:123456789012:image/my-example-image/2019.12.02/1

T R 4B 4

PAR R BE R oAl 8 A imagebuilder CLI a7 55 , B IEEH ARN KM BRA B,

aws imagebuilder delete-component --component-build-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:component/my-example-
component/2019.12.02/1
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/A Important

EMBRAMFHERRA 2 , FREXBEMAESUEAST SR ZBRE, BN , TELSHE
BHE,

MIBR %R (Amazon CLI) 396
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B Image Builder BR& A2 RN = THER

B&IEREENT Im EC2 age Builder E@ﬁﬂ@ﬁﬁﬂ’\]m@\ M F 5 & B ERIATHY 22 BRI o
X2E Image Builder TEREZRHN —

BRE& TERMLS

- ERMEIER , BUNERE. EEWNEFbZEFRGLETRE,
o BOUUEENTERXEMNAMBELTERDRE , LA LUEEEA Image Builder BRI TER.
o O LHERBIARG TERHPEENITERLT R,

- BA N BT 2B MEEREN SN TER. &t SUXH MR REZF RS &K THER
o

(® Note
BIEBRABIER , BN ERITRERCIEHRA

THEREEE

- THERER : iR

- RSEE

- NEGERTE THERE
« JIHMET R

- BIERETHER

- B YAML TR

I'f’?ulbﬂ:;ﬁ . Bﬁﬁﬁ
EEENREI/ER , THRURRGUERIT/ERERNITERMBREREE,
BELZ TEREERIEUAT TR .

1. WEME (TIRE ) — EHENER , BU N TENEMBREH Amazon EC2 lERFI#HTE
%, UBIEBFREGHNEE, i, ZHRAATUEEZENARFRIERRERSEH NIFRENA
.
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TR LM RS , Image Builder 282 RBH ARG , UEN XA L HER,

2. MWABT B (RESR ) — BN ER , SIERE AMIs MIAREG2EHFE-LE£27, ¥ T AMI IT#
Jii2 , Image Builder MENHWEM RE R — T IEMNRIEZE3) EC2 KHl, A LZ17M AN
BiFREHBRZEFZRMBET. N TEF[IER , WAEATHENE -6 LE1T,

3. B RMER (RHINE ) — 2R E , —BERGHESEARDBEIMENR  AHEERIELH
TR D ZH o xtbFf‘Eﬁ@%AMl SHRE BEEMENR. BEAZENHEAAXNI KT R.

AR %55 8]

EETREBI/ER , Image Builder EEREBHITTERBRIENNIR, BRI IEE
AWSServiceRoleForlmageBuilder [RESHX< AR , oI ARSHREEECHWBENA® , IITFF
o

- 2HE -EEERSSR I ELRGREIES , MRS THRERN IAM AGFIRFERRSHEX
AENEECHEENAE,

* 1@@ mage Builder APl — #£CreatelmageREERF , BRFSHEXACHELECNEENARETE
HexecutionRoleS#HE,

ZEMTHROATARRSAE , BSH (Amazon Identity and Access Management FiF1ERE) Il
BAELME Amazon BRSESEIRER

NEGERAEE TERRE

REIEREHVNENLEYT Amazon, YEERGEEFFEAREIERESIUE X HERGN , £7
LLUEREMFANEE TEREN Amazon BIREEZHF (ARN). Amazon IRHEEN AN T MEMEFRN &
R, ERIFEE TEREIRYHBRETER |, 5SS R HE Owner = Amazon ( B#H& ) E#1T
ik

Bl i R TAER

£ Image Builder 24| ARG TERFNRTE L , B UREUEHEAERE RS B/ REG TERE
RHR , URAXRXERREN—EXEEMER, FETLTE Image Builder API R fE A SRRk
SDKs , 5#& Amazon CLI &M K~ F 5 HE & TERE.
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FBAIEAUTAZEZ S HERERER T ENRETERETIR. X AP B1E , HZH | EC2
mage Builder APl ZZListWorkflows ), BXxXEH SDKiER , BZHR—TNEH LN S ESH%
%

BORFEU T FMAEERITIFE , UE{LERYR, Flw , MREEZEHEH I Own er = Amazon
BITIRIE |, NHRFFRE R Amazon E£E LERE.

- TR
. MRA
* Type
- FEE

Console
THERFHAEE
Image Builder | & FRRE TERIIKNE LN FAESSEUATRE .
o TER - RBETERETREFARENEN. £ Image Builder #2H&F , TERIIEES TR
HAEERHE,

o BRA - B TAETR R IRIY SRR,

o KB-TERFEIRE : BUILDTEST. ZDISTRIBUTION,

- IEE - THERRRNEE,

- f% B H# - Image Builder 8|2 R HTARAR G TR R RE B HAM T E,
« ARN — HBIARABE TERE IR Amazon BREF (ARN ) .

5l R & TER
ZE £ Image Builder BHI AP I EHRETERETIR , BRITUTIER -

1. $TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o
2. MNEMmBEHKF , EFREGITER.

Tk R

ERETHERFIRAEL , BUTURRGENRETERRMIEER. UTHRERFTRTRET
ER -
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Workflow

BRI ATES TS TEREHARIER. BRIANEIRFPERAE THER,

Version

BRI A TSI D RS URLE R, BRIANEIRPERFABERE,

Type

BU R THERRERITHRILE , BT UERMBRE., RUNEIIRPERAE THERRKE,

« BUILD
o« it
i

Owner

LEMNBRERRREFRBEMERMEE , Image Builder £ & RIEMK - F G THERNAIE E5IR.
ERBMIIRFERABEURCLER. MARNERIRPHEHAEE

« Amazon Web Services Il — i85 THERTRERNIKF,
« Amazon - Amazon HIEFEEBN THERER.

Amazon CLI

FE Iz 1Tlist-workflows# i B Amazon CLI , LA LR EE S HERERARINE G T/ERES
o

TR RmONER T (a6 A T ik 48 list-workflows S 55 BB EREN L RN FIE
Image Builder B TR IR

R FIHFTEREG TER
aws imagebuilder list-workflows
Ll i

{

"workflowVersionList": [

{
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"name": "example-test-workflow",
"dateCreated": "2023-11-21T22:53:14.34772",
"version": "1.0.0",

"owner": "111122223333",
"type": "TEST",

"arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/
test/example-test-workflow/1.0.0"

I

{
"name": "example-build-workflow",
"dateCreated": "2023-11-20T12:26:10.4257",
"version": "1.0.0",

"owner": "111122223333",
"type": "BUILD",

"arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/
build/example-build-workflow/1.@.0"

},

{
"name": "example-distribution-workflow",
"dateCreated": "2025-11-19T10:25:10.425Z7",
"version": "1.0.0",

"owner": "111122223333",
"type": "DISTRIBUTION",

"arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/
distribution/example-distribution-workflow/1.0.0"

}

1217 list-workflows 5 RS , A LAR FATRIEBSRELE R | WA T RAIFTR. BXUIMAGEERNE

ZELR |, 52 (Amazon CLI Command Reference) HH list-workflows #8%o

RO KR TR IR SR
aws imagebuilder list-workflows --filters name="type",6values="BUILD"

i

"workflowVersionList": [
{
"name": "example-build-workflow",
"dateCreated": "2023-11-20T12:26:10.4257",
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"version": "1.0.0",
"owner": "111122223333",
"type": "BUILD",
"arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/
build/example-build-workflow/1.0.0"
}
]

13“5—-H9&t§§:I:1¢ELHL

BIRMGE TR , BAIEF IR FR G R EERE, B LUIEE Image Builder #3%2 F#M izt BR&ETE
T IER. BEUEEEFRAEZAUNBZIERER. ETHRAEXIERERMEZENESZEER |
S #Image Builder P INZ M ZHAEE,

NFREGEE  BOUEE—IMHENBRIERUAR — NS MRMERIER. BEER , SEZT
Li%éﬂkﬁ*@@ﬁiiﬂﬂiﬁmﬁio RO LETHEREAN YAML EXXHFEE TERRITHIRE, BX
YAML XHBZNEZER |, BHSRGIE YAML T/ER X,

BXROUEBFHEIN R TERNLR , FERELEEFRANREMETERENETF,
Amazon Web Services BIEiE 4l &
BT LR BB LA T S BRTE Image Builder 2% & 812 T/ER.

1. 3TF EC2 Image Builder #£#|& , Pt R https://console.aws.amazon.com/imagebuilder/o
2. MNEmBEH#KD , EERBIER. HBRENETEKFHERBERFRINMEITERIIE,

® Note

B RARTE SR P EF Image Builder A THEIAT/ER. B Amazon BB TERE
Re BEEF Xlth'ﬂEumE’JliéHanm , —.rL/{lijéFIﬂEumﬁLgo

3. EQIEBEFWNIER, BEECEMREGIER. HBRENERVERGI/ERTE,

4. RAFIEREEBFACEE. ECBWEIER , BEBRRENBHHIENHEIED, EIZN R
THER , ERBERLTNEMHITANREIT, Image Builder 2B FE I ETUHE FRE R FIKR, HWER
M= TR B H b S REMERE,

— X PR &R
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“BAHS2FERT IERBRNRE , flHEHAELR, “EARETEUTHRR
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o IR (FE) - BEQIEMN TERTEREMNIE LKA ( major.minor.patch ) o
o IR (WIE ) - ATLUEEM N TERBINEIR,

. KMS B4 ( Tit ) - BALEARF RESANETERAR, SXESEL , #5H B4
BEFRFREEZRANBZRGITIER.

EX XY
YAML T#ERXEEBETERVAEEE,

T 46 £

- EFFARER Image Builder BRIANEREN THERMEE | BERMNERT HIET, 2SERINE
E%EI, WERIRPIEREFAOERE , SFERERAERTPHRINREEFZFHT
ERXENARF , BRI EEPRHITER

« EMNAFHRENLTHERY , TEEMNKTRIET, LEELEATPEREBEAR—L
EEWoWEEHRR , AHEBEA,

ABEREIE —MNRSE |, 278 YAML XHEWEBEHEIR. AXUMAEE YAML T/ERX
BHNEZER , FS0E YAML TEFRT,

5. ZEMIERRE , RENRERFRFEERERD , FEREIHER,

Amazon CLI

EHI=E1Tcreate-workflow#i S 2 81 Amazon CLI , AR E TERERMEERERN YAML XA,
BXEZER |, FSH 012 YAML TR,

AT RBIER T Al create-workflow Amazon CLI s S RIEBME TR, --data SHEE
YAML X#  EFEEREIE2N TERNEEERE,

R TR
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aws imagebuilder create-workflow --name example-build-workflow --semantic-
version 1.0.0 --type BUILD --data file://example-build-workflow.yml

i

{
"workflowBuildVersionArn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/

build/example-build-workflow/1.0.0/1",
"clientToken": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222"

}

AT RBIER T A A create-workflow Amazon CLI S SRR TEFR. --data SHEE
YAML X#4 , EF S80I 2N TERNEERE.,

A B TR

aws imagebuilder create-workflow --name example-test-workflow --semantic-
version 1.0.0 --type TEST --data file://example-test-workflow.yml

i

{

"workflowBuildVersionArn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/
test/example-test-workflow/1.0.0/1",

"clientToken": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222"

}

B YAML T4EFR Y

YAML XN E XX AREMESEABEFTN SN REERA. MENTERIR, BN ER
BT ROERITS , A UMNLTFBRENLECHIER. BB ERABRERMNLTTS , BALBE
N ITERULBREHNER,

YAML TAER X ASH 4519
Image Builder A FH TG EFN X IRIEN YAML TERIXEHEHIT,
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« TERNXEISER
o THER A%

TER SCAEFRIR
ﬂlﬁm ﬁ h%oﬂ% TM@EMTEﬁo

FE EPU Type A
name THERXAEE . FIFER =)
DU ASHEIR FHE& )
schemaVersion AR, S FIFER =
7 1.00
bl

name: sample-test-image

description: Workflow for a sample image, with extra configuration options exposed
through workflow parameters.

schemaVersion: 1.0

TR ASE

THERXENX—HIELTARLTUAEENRASH. NREKFEASH , NATLERBLE.
MREWREET S8, WM SHAEEUTEML,

FE iR Type $E AL
name S B FREH =
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FE DU Type s 4R
DU SRR FRE -
ARIA MRREHRE TESHBHERX B

MWAZSHHR B
WE. WRSH

EX KT EER
NE , NE1TeY
FTEZSHE,

e il S BIER FRFE = SR BIERR
B, MRSHE IR TER
YHhRIBERRE =
KH | NSk
HMIANEST et
NPT F /T &R
fE. integer

boolean
stringlList

Bl
HITERXEFIEES T,

parameters:
- name: waitForActionAtEnd
type: boolean
default: true
description: "Wait for an external action at the end of the workflow"

EIERMERERASRE,

$.parameters.waitForActionAtEnd
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TERX LS TR

NIEREERS 15 NSPREFE. PRERITFERNEPELNIIFZIT. WRAW , FHEEREIR
FE1TER , NABBSTRITIE , REREOFIT NS R,

BANSRE AU REMLSRIBFENE L, XPNEENEIH. E5IAH
Al JSONPath i&#25. Hl :

—HBRENEE , JOME

$.stepOutputs.step-name.output-name

BXEZEER | BSHE EITERANEPERAGISEE,

® Note
RESBAGHZARMELEY , EIREENEAELHISHE LSRN stepOutput Ho

BMNERBTUETEUATEM.

FER HiR Type NEE A B HR
action WERINITH FRH = P2 Image
THERBRE, Builder T4
MY EZFN
SRIRE,
f,BR— KHEEQFE FH B Image Builder
Hgh if iz HRRIRE T R &4
ERNERMHE  AMEIIER BAER I
. SR ES EEFNEMN
o =5F

p % el
{EAAT -
if, and, or, not

BREFMHE
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#F : booleanEq
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FHE. NR
a8, REH
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FE

onFailure

BESRRW
B EITHVER
&, WRFR

o

/,—

17T

A

Abort - %
BREM , T
ERAM ,
HEREXMK
(e P
FEITEMA
HRDREK,
MRBEAT
ENR , MM
KW S R
FEREDR ,
—EH&E
ARFELNRE
FiE S BRE
BRI Lk

Continue
- FREK

W, Bk
W SER 2
JEMEIEIT
HRISRK.
EX T ER
T, ~a#
TEDR,

#IA B

Abort

4R

Abort |
Continue
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FE iR Type DA

rollbackE REXEHE HRE B
nabled R EERZ

FSE;, BAL

FERABRSHR

EER: % ki

RENES

JSONPath 3£

=
o

timeoutSe EXAMAMER EH
conds (MRERE
A) z2adR
BEITH B KA
B ( AR g

i),

7|

EEY SRITEEF EBH
HYBSE , BARD
NEAL,

7|

=~

steps:

- name: LaunchTestInstance
action: LaunchInstance
onFailure: Abort
inputs:

waitFor: "ssmAgent"

- name: ApplyTestComponents
action: ExecuteComponents
onFailure: Abort
inputs:

#IA B

true

BURT RS ER
2ETE LR
NME (WRE
A)o

4R

true |
false

| & AT
NEHRHY
JSONPath &

=
Eo

EN e
BENZKE
At Bt [E]

N:-TbuEg
RIREW
timeoutSe
conds
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instanceld.$: "$.stepOutputs.LaunchTestInstance.instancelId"

- name: TerminateTestInstance
action: TerminateInstance
onFailure: Continue
inputs:
instanceld.$: "$.stepOutputs.LaunchTestInstance.instanceId"

- name: WaitForActionAtEnd
action: WaitForAction
if:
booleanEquals: true
value: "$.parameters.waitForActionAtEnd"

TAER Ak

EXTERN@EH, SMUESE— 1 REN , IEERENBHNE, EUTUAEAREESTRSH

RETERTAEANKE. i R TEN,

BELHBMaHEBTS A TELE,

FER iR Type 3
name MHENER, B FHEH =
HEETSNIER

PR E R ME— 1,

& BENE, THEN  T4®
BUNEHSEE
{51801 55 R 4 A 4 1
XH, BAELES
 EBHE ETERY
P ERDSER.

Hm

=~

£ createProdImage S EREV S TR 8 TR XA 2 HBRE ID,
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outputs:
- name: 'outputImageld'
value: '$.stepOutputs.createProdImage.imageld’

FZEAT - N ITERPRITERB H,

$.workflowOutputs.outputImageld

THERBX SN T RRE
AT EFMNET Image Builder I L RIZE,
AT R EAARE
AMI
3 B iEh A1 25 AR 45
BT
Amazon FRE

XEFHYERIE
* ApplylmageConfigurations

» BootstraplnstanceForContainer

* CollectimageMetadata

* CollectimageScanFindings

» Createlmage
» Distributelmage

» ExecuteComponents

» ExecuteStateMachine

* Launchinstance

* ModifylmageAttributes

* Registerimage

* RunCommand

SURERE 413



EC2 Image Builder

RAriEmE

* RunSysPrep

e Sanitizelnstance

 Terminatelnstance

» WaitForAction

* WaitForSSMAgent

ApplylmageConfigurations

W RBENSHESBMNEXNAT2HN AMIs , FIINFANEERE,. SEKRESE. S3SHES.
EC2 RZE/Z I ELEF Systems Manager SHEE. BELCEA TREK, R ARG |, BRI A

FRIFAH SSM SHE BRI,

BINERT : 360 4

RAER 1 720 5%

iR WP REBEEXBEER,

A TRESUSREEIIZFN@A

WMABH Ui EA Type NE ZRIA #R
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ultVersion

s3 ExportCon
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s3ExportC
onfiguration:

AER

s3ExportC
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ion : diskl
mageFormat

s3: s3Bucket
ExportCon
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s3: s3Prefix
ExportCon
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hConfigur
ations: 22 H
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Templateld

fastLaunc
hConfigur
ations:/3 3
#Hx:launch
TemplateN
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terConfig
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terConfig
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Name
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WMABWN ) Type WEE RIA HR
ssmParame E&H SSM T B ARIFHIE-X
terConfig SHRBER 7K | aws: ec2:
urations: A, image)
dataType

A TRESWHSRRENE L,
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unning | | UpdateLau
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PutSsmParametersRunning

| UpdateFastLaunchCo
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ExportAmiRunning
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TimedOut
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Bl

HITERMERIEESREE.

- name: ApplyImageConfigurations
action: ApplyImageConfigurations
onFailure: Abort
inputs:
distributedImages.$: $.stepOutputs.DistributeImageStep.distributedImages

EIERMNERERSRIBFEENBE,

$.stepOutputs.ApplyImageConfigurationsStep.configuredImages

BootstraplnstanceForContainer

WL BRIBEZITIRSBIARE SR , LREEREITEREIETR. Image Builder £H Systems
Manager APl iy sendCommand RiZ{TIHIZA, BXEZFEE , 2 Amazon Systems Manager
Run Command,

® Note

5| M)A &% % Amazon CLI 1 Docker ‘& , ©11:=2 Image Builder FZh#3% Docker BE3H £
REH, MRRTELTSRIRE , REWETES KK,

ZRINHERT : 60 24P
BB : 720 44
B : P RBESEER,

A TRESUSRREIFN@A,

BWMABWN L Type NEE Rk YR
instanceld EE5| SR  FRH = XA BB
1D, It THER =4I
N TERSER
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WMABW i, B Type WE ERIA 4R
B9 a1 i S5
IDo

A TRESHSRRENE L,

LTl e 1, BF Type
runCommandid ERH Lz 75| S A FRFE

#) Systems Manager
sendCommand # 1D,

status M Systems Manager FRIR
sendCommand & [E A IR 7

output M Systems Manager TR
sendCommand IR E &% H o

=l

ETERXEFIEES RIREF,

- name: ContainerBootstrapStep
action: BootstrapInstanceForContainer
onFailure: Abort
inputs:
instancelId.$: $.stepOutputs.LaunchStep.instanceld

HIERMNEREASRIBFEEN R L,

$.stepOutputs.ContainerBootstrapStep.status

CollectimageMetadata
IS RBENNHE TERE X

EC2 Image Builder EE B 31#y EC2 3£ _£i=1T Amazon Systems Manager ( Systems Manager ) 1%
B, SUERNIREH RS, Image Builder £/ Systems Manager j5% , UINEEWEM RERK
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£l SEHIE TER
S IRIY B 32
%l 1D,

B TRESWHSRBMENRE D,

BB L Type

osVersion MBI ENIRERER FrFE
MF RS,

associationld AT EEWER Systems FrFE

Manager Bk ID,

Bl
EITERMEREESREE.
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- name: CollectMetadataStep
action: CollectImageMetadata
onFailure: Abort
inputs:
instanceld: $.stepOutputs.LaunchStep.instanceld

EIERXERERSREENE L.

$.stepOutputs.CollectMetadataStep.osVersion

CollectimageScanFindings

MRENIKF BT Amazon Inspector , HEERWEERZ A 7THRERAE | ML REESWE
Amazon Inspector R MR RFREWRGIHBAELIN, WSRBEETERTHEIER.

BINERT : 120 549

RAHEE 720 549

ER WS REBEEXBERR,

A TRESUSREEIFN@A

WMABT 88 Type WE ZRIA AES
instanceld EHLEETH F&# = XA B
HHSEHIE b TAERSEBI
1D, W ITERL R
A %A HH SE 1
IDo

A TRESUSRRFENAL,

W H B B8 Type
runCommandld BITHAURERE.S AR

LAY Systems Manager
sendCommand # ID,
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BB L Type
status M Systems Manager FrFE

sendCommand iR B IR 2o

output M Systems Manager FRIER
sendCommand & B 9 i H

=~
HITERMERIEESREE.

- name: CollectFindingsStep
action: CollectImageScanFindings
onFailure: Abort

inputs:
instancelId.$: $.stepOutputs.LaunchStep.instanceld

HIERMXERERASRIBFEEN R T,

$.stepOutputs.CollectFindingsStep.status

Createlmage

L BRIRIEME A Amazon EC2 CreateImage APl MIEFEIZ1THVSSFI SRR G, ERIBENED , P
BRELRBEEEHTES , MRIIERFRECEIEBHNRS , RAEBRAEFEERKE,

AINERT : 720 74

RAHEAETE : 3 K

BIR : WHEREERZBER,

A TRESUIRBEFNE A

WMABT W88 Type T ZRIA S
instanceld ENGIEH FHE p ] i Sae
R 32451 B, B

Bl 1D 938
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RAriEmE

AR Wi BA Type W

A TRESUSRRFNAE L,

WA 88
imageld Fir &I 2R & H) AMI ID,
Rl

EIERMEREESRERE.

- name: CreatelImageFromInstance
action: CreateImage
onFailure: Abort
inputs:
instancelId.$: "i-1234567890abcdef@"

EIERMERERSRIFFEEN B L,

$.stepOutputs.CreateImageFromInstance.imageld

Distributelmage

LS RBER AMI 5 R BIEENXEMKS . CRIETHEREP RN Createlmage

ARIA

Type

EES

il AR F
running A
=

N0

CreatelmagePipeline APISZXF/= B E X 7 KRB E RPN 2 B & E 1 B AR XA K 5 o2

AMI VEIAR  LBSZ S EEEPHIRE,
BRINERT : 360 549

RAHEE : 720 74

BIR : WHREEXBER.

WA TRESUSRBEIFHE A

SRR
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AR 1 B Type WE ERIA 4R
region ESxEGHN FHSH = BN EKEN

X% &, 10 RAKE
1024,
name PEMENE FHE =
Mo
iR PHEEND FRE B
o
targetAcc IDs Z2ffE G H4A &
ountlds &=L O
Fo
amiTags PREENIR  Map &
%,
kmsKeyld NMATFZ»HX FHE &
BRRHY KMS
4,

B TRESUIRBENR L,

BB 5% 89 Type

THNER 2R RBRT R ¥R

PHENE R X AR E G Amazon X1, TR
PHABHE B AMI 9 & o TR
7 X B F:amiid 2GR AMI 1D, FRB
PHXNER KFID PR EGE BRKF 1D FRH
PHREE  FHRBH Fiam A UTC BfEl, T
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fa HE B AR i B3 Type
2HAEH  BHEFL 2 R FERETHY UTC BY (A, F I ER
DHAEA RS B ERTS o B | A% | 2EUH |
TimedOut
DHAEG LR DRFLENTZER, B2 58| CopyAmiRunning
SERNEG  HIRER HIRHE (MRE ). FRE
R~

EITERMERIEESREE.

- name: DistributeImage
action: DistributeImage
onFailure: Abort
inputs:

distributions:

- region.$: "$.parameters.SourceRegion"
description: "AMI distribution to source region"
amiTags:

DistributionTest: "SourceRegion"

WorkflowStep: "DistributeToSourceRegion"
BuildDate: "{{imagebuilder:buildDate:yyyyMMHHss}}"
BuildVersion: "{{imagebuilder:buildVersion}}"

IR RERASRIBFEEN R E,

$.stepOutputs.DistributeImageStep.distributedImages

ExecuteComponents

WSRBRESETRADPNIENEENENRGIEEN AN, WBIERELEEN LESITHEAH,
Wi TAERNEN L6 Ez1TnE A 4,

Image Builder £ Systems Manager API 1y sendCommand Rz {THH., BEXREZER , ESH
Amazon Systems Manager Run Command,
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BRIAEERT : 720 74

RAGEREE - 1R
EIR : WHEREEZBER,

A TRESUSREEIZFN@A

WMABWN 1, B Type WE ERIA 4R
instanceld HAHENEEE Z&FSH = XA
BEITHYSR IR It TAER SR
1D, B TERT R
A %A H SE I
ID,

A TRESHSREENRE L,

BMEEN L Type
runCommandld E356] EiETHHH Systems FFE
Manager sendCommand &Y
ID,
status M Systems Manager FRIR

sendCommand REIFIRES,

output M Systems Manager FRIH
sendCommand & [ #9 i H

=~

ETERXEFIEESRIRE,

- name: ExecComponentsStep
action: ExecuteComponents
onFailure: Abort
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inputs:
instanceld: $.stepOutputs.LaunchStep.instanceld

EIERMERERSREFENR L.

$.stepOutputs.ExecComponentsStep.status

ExecuteStateMachine

WEBRIRIEM Image Builder THERIEFFF 180T Amazon Step Functions A7 #Ll. Image Builder {#
F Step Functions StartExecution APl BaIRBVNHAFFRBINTER . XX FRERNIERE.
ENMMRIIHIANERERERICHEGHEEETREEER.

BXEZEER , 55® (Amazon Step Functions FF & &$R) F# Step Functions & 7 IR SHo

ERINHERT : 6 AT
BAHEE ;24 /et
BR . WP RBREKEER R,

A TRESUSRREIIFN@A.

BWMABM ! Type AEE ZRIA HR
stateMach EWIT FrFE = I B R
ineArn #9 Step RS
Functions ARN,.
S I: )
ARN,
input ERMER FrFE B ) PBAMREN
AW JSON # JSON =
AR, &R, BRAK
E : 16 KiB,

A TRESUSRRFENRE L,
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AR 15 BA Type

AT Amn RN ITH ARN, FRE®

output RSV ITH 8 FRFE
FE AM R

BHWEENITABLMER TR R AL S TRIRME
SRR

* states:StartExecution

* states:DescribeExecution

BERIR
e arn:aws:states:us-west-2:111122223333:stateMachine:state-machine-name

e arn:aws:states:us-west-2:111122223333:execution:state-machine-name:*

=~

HITERMERIEESREE.

- name: ValidateImageCompliance
action: ExecuteStateMachine
timeoutSeconds: 3600
onFailure: Abort
inputs:
stateMachineArn: arn:aws:states:us-
west-2:111122223333:stateMachine:ImageComplianceValidation

input: |
{
"imageId": "{{ $.stepOutputs.CreateImageFromInstance.imageId }}",
"region": "us-west-2",
"compliancelLevel": "high",

"requiredScans": ["cve", "benchmark", "configuration"]

SRRIRE
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EIERMXETERSRIEFEENRE L,

$.stepOutputs.ValidateImageCompliance.executionArn

Launchlnstance

WL RIRENELRNRZ—NEH , Amazon Web Services Ik H & 1F Systems Manager BT
ZEF EEZ1T , AEBRET —SHE. BIREEASENREERNE S MEM ZERERRTHN
RE, i, ERHNEFRBEREEMRREE. WEEESIMEHIHES ID,

waitFor IARBERESRERERNEH.

BRIAERTS : 75 4

RARHEAT : 720 24

BiR : N THEXRS , BR2PTEEEMREREERRPEENRE. MANBRLT , WRMELIEX

M, MeKibm@Ekpl, B2

WA TRESUSREBEIFHEA,

, BRIREEREET R —MRE , AT REWEIHIHITHER.

BWMABWN L Type B RN YR
imageldOv BATFREz=%6l FHH & IR ER - OB =R 4
erride BB/ GESEME AMIID
23
MR EE : M
FAEE BN B
AMI
instanceT Image Builder F&FHEIE B EENEME DSARERN
ypesOverride S SERTI By HEERIEE SKHIXE
FOESTLIONTES #9535 B
B EERE
FX 2 J3 3 B 32
B3]
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WMABW i, B Type WE ERIA 4R

waitFor EXRIER FHSH = Image
BRI HA Builder X%
T—FZaE ssmAgent.
EENEN

A TRESWHSRRENE L,

B B8 Type
instanceld PEE RS N A AR
Bl

ETERXEFIEES RIREF

- name: LaunchStep
action: LaunchInstance
onFailure: Abort
inputs:

waitFor: ssmAgent

EIERMEREASREFENR L

$.stepOutputs.LaunchStep.instanceld

ModifylmageAttributes

WS BRIZEERDFRNEMYE AMIs , FIINFHNRFMEAM AMI B, X AMIs E 2 Bi44 B #rith X F
K P B A B TIRE,

BUAHERT : 120 24

R AHEATETE : 180 5 #

B3R : PRBEZERR,

BWA TREEUSRBEIZFNRA
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RAriEmE

AR
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BEE
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P ID

BER : A
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BENER 4
40 ARN

BaIR :
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IUnitArns

A TRESUSRRFNA L,

AW

Modifiedlmages
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ER% IDs 1Y
BN REHE
SRR,

EERBHNED
RERPEER
BAF4A.

ERBHNED
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EBUH
Amazon 4
40
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ERBNED
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E R
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B,

EBUIHIE 0K S ID

EREHIE B

& fE BB+ :amiid

2N EEKR B FRKS IDo
AMI Y& R,
2 NBRERAY AMI 1D,

Type ==
FRTE =
&
FRFE B
FRER A
AR S
AR B
1% B
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ARIA 4R
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A
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FRE
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RAriEmE

B BB

EUEHIE F TT e B
ERENEA BHEFLE
ERENE & DR
ESUERIE X
BB E A RS

EREHER  HiRER

=l

ETERXEFIEESRIREF,

- name: ModifyImageAttributes

588
T a3 KB UTC BYiE .,
2 RTAHAERY UTC B,
DRELENSR,
B &E Amazon XiF,

2 KRTS.

BIRHEE (WRE ),

action: ModifyImageAttributes

onFailure: Abort
inputs:

Type

FRIE

FRIE

B2 58| ModifyAmiRunning
FRE

B | kM | E8UH |
TimedOut

FRE

distributedImages.$: $.stepOutputs.DistributeImageStep.distributedImages

EIERXEREASRIBFEEN R T,

$.stepOutputs.ModifyImageAttributesStep.modifiedImages

Registerimage

WS BRIBEFERTL D AP SEMFTEL D # RSB (AM EC2 Registerlmage ). E A FEREINE

R —HRBOBE AMI
ERINEERT : 540 44
AR : 720 78

BIR : WHEREEZBER,

FEEEMEKEML.

WA TRESUSRBEIFHREA.
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RAriEmE

A B
£

blockDevi
ceMapping

BN

iR

enaSuppor
t

B & E

IMDS X%
b=

includeSn
apshotTag
S

L

AMI BYZRHT,
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B,

AMI BERE,

% IMDSv2 #4351,

RESERMFRE
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BRABER 75

Type

/R{E
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7|

7|

7|

7|

ARIA

FALSE

£93R

BEME : 1386,
x86_64, ar

m64, x86_6
4_mac, arm64_mac

BME : legacy-
bios. uefi, uefi ik

5 S3 Ky IR
AMIs

BME : v2.0

’EN true B |, iR
MTAERNETERE
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REFEREH AMI
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it AMI FR54E 5%
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mABH U Type WHEE 2Rk HR
. Amazon R BHIRE
( ZHLATF L HFR
Laws: ) 2 ED
BEBRTE SN

MRENLT

%1 EBS

% , SnapshotI

d MRIEHRFP

E—1NEBS BHE
& a SnapshotId

IR,

kerneLid EfANAZE ID, ZFRFER =
ramdisKid ZEfEHA/ RAM B#EHN FHFS B

ID,
rootDevic 1RIZEMIRE B o F R B R4l : /dev/sdal
eName
sriovNetS f{EFZ4%/R 82599 VF  FiF& =
upport EOEEBRMN,
tom X  TPM RAXE. FRIE B B¥E : v2.0
uefidata Base64 4iZHY UEFI FRFE &
BiE,
B3 Eavb3Es, FRFER B BMME : hvm, ¥E#
il 1t

A TRESHSREENR L,
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i H B i BA Type
imageld ESEMEBE AMI 1D, FRIP
EE |AM R

EHBEEX RN TABLAER U TRRTREGE AL SRR
SRVFRE

* ec2:DescribeSnapshots

 ec2:CreateTags

=~

EIERMXERIEESREE.

- name: RegisterNewImage
action: RegisterImage
onFailure: Abort
inputs:

architecture: "x86_64"
bootMode: "uefi"

blockDeviceMapping:
- DeviceName: "/dev/sdal"
Ebs:

Snapshotld: "snap-1234567890abcdefo"
VolumeSize: 100
VolumeType: "gp3"
rootDeviceName: "/dev/sdal"
virtualizationType: "hvm"

EIERXEREASRIREENRA L,

$.stepOutputs.RegisterNewImage.imageld

5l : Snapshotld kKBS —1NEER , £HRH AMI FEERBIRE

- name: CreateSnapshot
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RAriEmE

action: RunCommand
onFailure: Abort
inputs:

instanceld: "i-1234567890abcdef0"

documentName: "AWS-RunShellScript"

parameters:

commands:
- "aws ec2 create-snapshot --volume-id vol-1234567890abcdef® --description

'Snapshot for AMI' --query 'SnapshotId' --output text"

- name: RegisterImageFromSnapshot
action: RegisterImage
onFailure: Abort
inputs:

architecture: "x86_64"
bootMode: "uefi"

blockDeviceMapping:
- DeviceName: "/dev/sdal"
Ebs:

SnapshotId.$: "$.stepOutputs.CreateSnapshot.output[0]"
VolumeSize: 100
VolumeType: "gp3"

includeSnapshotTags: true

rootDeviceName: "/dev/sdal"

virtualizationType: "hvm"

RunCommand

WS BIBER BN THERIZITH S XHY. Image Builder £/ Systems Manager AP 1§y
sendCommand RABZETH S X, BXEZER , iHZH Amazon Systems Manager Run
Command,

ZRIAFRET : 720 04
BB : 720 44
B : LT RBRESEERZR,

WA TRESUSREBEIFHREA.
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RAriEmE

A B

instanceld

documentN
ame

documentV
ersion

A TRESHSREENE D,
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status

output
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ik
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LB L TS XA
# Systems Manager
sendCommand #9 ID,

M Systems Manager
sendCommand 1R ElfY IR 7S
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IDo
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Type
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RAriEmE

TR IEESREE.

- name: RunCommandDoc
action: RunCommand
onFailure: Abort
inputs:
documentName: SampleDocument
parameters:
osPlatform:
- "linux"

instanceld.$: $.stepOutputs.LaunchStep.instanceld

EIERMNERERSRIEFEEN B L,

$.stepOutputs.RunCommandDoc.status

RunSysPrep

W BIEVEMEH Systems Manager APl Y sendCommand 3 Windows 3E4iz1T AWSEC2-
RunSysprep X#4 , RENREBXABESES, XLREER T7TRICFEER & Amazon B EESE

o

AINERT : 60 749

RAHEE 720 549

EIR : WHEREFERBER,

A TRESUIRBEIISNEA.

WMABWN ! Type

instanceld ExHIET FHREB
AWSEC2-Ru
nSysprep
pg =R
IDo

B TRESWHSRBENRE D,

4R

X AR R B
It TSR
By TR IR
B9 %ai HH SR 41
IDo

HPRIRAE
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WHER 15, BF Type
runCommandld ERHI Li=1T AWSEC2-Ru FRFE

nSysprep X#HHY Systems
Manager sendCommand &Y
ID,

status M Systems Manager FrFE
sendCommand & [E AR Zo

output M Systems Manager FrFE
sendCommand & B #9 % H

=l
ETERXEFIEES RIREF

- name: RunSysprep
action: RunSysPrep
onFailure: Abort
inputs:
instanceld.$: $.stepOutputs.LaunchStep.instanceld

EIERMNEREASRIZFEEN B L,

$.stepOutputs.RunSysprep.status

Sanitizelnstance

HRESRLZITERT Linux ZOINEEFEMAR , RENREXAWEIH, FEMATHIER
RARBEBLZ L HRESREK , ARBRTRNELIRBHVEERGRRE, BXHNANESEE , BS
AREENREHRITEE, ETRBETERTARRE.

Image Builder £ Systems Manager AP| H#J sendCommand RZTItHAR, EXEZEL , H5
%] Amazon Systems Manager Run Command.

BRINEBT : 60 24
RAEE : 720 54
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RAriEmE

R WP REBEEXBEER,

A TRESUSREEIFN@A

BABWH i 89 Type NE
instanceld EFENES FHEH 2
# ID,

A TRESHSREENS D,

LTl e 1, BF
runCommandid EXG| EETEERA

#) Systems Manager
sendCommand # 1D,

status M Systems Manager
sendCommand & [E A IR 7

output M Systems Manager
sendCommand & B #9 i H

=~

EITERMEREESREE.

- name: SanitizeStep
action: SanitizelInstance
onFailure: Abort
inputs:
instanceld: $.stepOutputs.LaunchStep.instanceld

EIERMXERERSRIZFEEN B L,

RN AES
XMMRRD
It THER =4I
B ITERDER
B a1 S SE 5
ID,

Type

FrFE

T

FrFE
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$.stepOutputs.SanitizeStep.status

Terminatelnstance

e SRR R E D 0 A2 ARYSESI id K 1ESEHI,
BIAERT : 30 74

RAHEE : 720 54

ER : WS RREXBER.

WA TRESWIRBEIFZFNRE A

WMABT W88 Type T ZRIA S
instanceld FLRIEWEH  FRFB p 3
8 1D,

A S RRMERERE,
=~
HTERMERIEESREE.

- name: TerminateInstance
action: TerminateInstance
onFailure: Continue
inputs:
instanceld.$: i-1234567890abcdef@

WaitForAction

T RBEQLEFERETHIER , HFFEWKEB Image Builder SendWorkflowStepAction API

BRAENAIDIRE, WEPRERFAEEXET EventBridge BH % 1 BRAI BRI EventBridge B4 &

4 EC2 Image Builder Workflow Step Waiting., MREIRMH SNS & ARN , NiZ L EE A
PAKI%x SNS BA ; tIRERM Lambda BB , MZPTRETURLSEA Lambda B,

ZRIAGRET : 3 K
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RAriEmE

RAGEREE 0 7 X

EIR WP REBEEXBEER,

A TRESUSREEIZFN@A,

LN
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payload

L
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Lambda BK%X
OCIPr=E N1
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R4 T 15432
N A
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Y SH 2 A
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Type E
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WMABW i, B Type WE ERIA 4R
default
message/p
ayload,

A TRESHSRRENE L,

BEEN L Type
action SendWorkflowStepAction APl Ff#F& ( RESUME = STOP )

BRAFRE R RE,

reason RERENERER, AR

FE IAM R
LA ENMITABLIMER LT RR T 8e6E ALt S RRIRE
AR E

e lambda:InvokeFunction

BERIR
e arn:aws:lambda:us-west-2:111122223333:function:function-name

e arn:aws:lambda:us-west-2:111122223333:function:*

Bl
A SNS BAIN TEREXHPIEELSRIRF,

- name: SendEventAndWait
action: WaitForAction
onFailure: Abort
inputs:
snsTopicArn: arn:aws:sns:us-west-2:111122223333:ExampleTopic
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£/ Lambda RBARAE TERBEXEFIEEDS REE.

- name: SendEventAndWaitWithLambda
action: WaitForAction
onFailure: Abort

inputs:
lambdaFunctionName: ExampleFunction
payload: |
{
"imageId": "{{ $.stepOutputs.CreateImageFromInstance.imageId }}",
"region": "us-west-2"
}

EIERXEREASRIREENR L,

$.stepOutputs.SendEventAndWait.reason

WaitForSSMAgent

WS BIBAES S EC2 SEHIETRHAR TR RIATE Amazon Systems Manager 2 GZ BT, XN TF=E
EEAEFIPHN TERE (FINREER., REREARIERHTFRPS SSM EZNBETFEA
IR¥E ) 5518 A, Image Builder 2¥51RZEH] , BERIEIIRE SSM EED B,

AINERT : 60 249
R AHEEETE : 180 2%
R WP REBEEXBETR,

A TRESUSRREIFN@A

WMABT 1, B Type HE KIA AL

instanceld E54% SSM FRFE = D=2 =R {0
HE A EHIR EC2 =4l ID
ID,

B TRESWHSRBENRE D,
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wWHER 1, BF Type
status SSM M IEIZIRTS. FRTE
I

K TERXEFIEES RIREF,

- name: WaitForInstanceAfterReboot
action: WaitForSSMAgent
onFailure: Abort
timeoutInSeconds: 900
inputs:
instanceld.$: $.stepOutputs.LaunchStep.instanceld

EIERXEREASRIREENRE L,

$.stepOutputs.WaitForInstanceAfterReboot.Status

EILFERXEREASSEE

B UEIERNEPFEAISEERR ARG UELBEFESTHERETLNE, IDTENFTH
FHEAFERELWLASR (Hl0 JSON FAE ) FH#RA JSONPath ®RixN, HEBEFEFEXRAH+
MIZ{TIEZIBA T HIRE (0% ) B, XBFBIE A, ExecuteStateMachine WaitForAction

ENHSEEBERAZNTEEE , BEFHRABTHH JSONPath REXANKES"{{...}}"H
Bk, AFANESFRKL JSONPath RIEXS W HFEZELE, FAARARAKESEEN
JSONPath RIEXHBHEAN X FFRHBRNE.

JSONPath A TEFRELTEIEE
$.<document structure>.[<step name>.]<variable name>

IRTEEERTINEFR—FFMRBREENSE T KM JSONPath 1£#F8. | ($) 2FWE
— AN RREIERSELEN |, Hli0 stepOutputs , MR 2 Image Builder REEE | MR
imageBuilder, A T3 KRBT E X JSONPath B THEFRXALLE T <o

AT E 446



EC2 Image Builder ArfEm

ML R

- W - THERSH
- stepOutputs — [&l — TEFRIA P E NS BREV A H
« workflowOutputs — B1& 1T 8 T X A48 i

« imagebuilder — Image Builder R&iE &

parameters M stepOutputs X EEWT RIELTREVNAET R, XEEMTHREMESRHA
TEAVRIME— M,

FW&RE— 1T R JSONPath 2 BFREZEMN A , flflinstanceld,

BANSREATUEAIXE JSONPath ZI SEES| REALI S RIBFENA L, XN EEREIA,
Es|AXmSREFNALE , TUEANRTHISEE.

$.stepOutputs.step-name.output-name

/A Important
HWASHEI ST EN , KIREEE TN (.$) MBS HBHNKE.

R AR R
UTRBAERT —MRASE , ZZBRECITHERAFHERBERBNSRETNISER.

- name: ApplyTestComponents
action: ExecuteComponents
onFailure: Abort
inputs:
instanceld.$: "$.stepOutputs.LaunchTestInstance.instanceId"

R 2 ARZEFNFFREE
T RGVER T I BZENAHEZTHRERFFRBERBEE.

- name: ValidateImageConfiguration
action: ExecuteStateMachine
inputs:
stateMachineArn: arn:aws:states:us-east-1:111122223333:stateMachine:ImageValidation
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input: |
{
"imageId": "{{ $.stepOutputs.CreateImageFromInstance.imageId }}",

"region": "us-east-1",
"buildDate": "{{ $.imagebuilder.dateTime }}",
"instanceType": "{{ $.stepOutputs.LaunchStep.instanceType }1}"

FELRBlH , ANKES SRR JSONPath RIZANXEIZITEHERAT

« {{ $.stepOutputs.CreateImageFromInstance.imageld }}-f&#r AL HRHAMIEEREL ID
CreatelmageFrominstance

« {{ $.imagebuilder.dateTime }}-FE#T A HRIHENEH. BXEAUEREA Image
Builder 24 % £# Image Builder RETENFIXR , FSH,

« {{ $.stepOutputs.LaunchStep.instanceType }}-f&# R FERAHSEHIZERE LaunchStep

BN FEHEFAFE "Tegion": "us-east-1"HREFEFE,

(® Note

FRHEREEATIEREXETNEFAFZHEAR , SEER YAML pipe () ZEFNZITF
e, | KESERFTS i UHH , ThUER X5 JSONPath BEM N F X AR R,

£ Image Builder R& T £

Image Builder Bt T AT AIEIERXEPFEANREEE -

TEAM i, BF Type T~BIE
cloudWatchLog®#4H #i i CloudWatch H FRI$ /aws/imag
EH BELAN B R ebuilder/
sampleIma

¥ : /aws/imag
ebuilder/
<recipe-name>

geRecipe
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RAriEmE

LTEBEN

cloudWatchLogE #%

collectimageMetadata

collectimageScanii&
Z]

imageBuildNumber

imageld

imageName

imageType

imageVersionNumber

instanceProfileName

platform

1, BA
#Hi H CloudWatch B
HH B E R B

87~ Image Builder 2

B WSS B TR FERY
RiE.

RENZHEME , &R
i& L iF Image Builder

WERGHFHBEELR
o

BRIV IRAE S,

EAtBR &R AMI ID,

R B #ho

BR B 3R EL

BRERRR A5 o

Image Builder AT /3
o #a 2 A0 3t 5K 51 Y
SSPIEE XA e
o

PRV IRER

=

Type
FRB

WRE

WmRE

~IE
1.0.0/1

true | false

true | false

ami-12345
67890abcdef1

sampleImage

AMI | Docker

1.0.0

SampleIma
geBuilder
InstanceP
rofileRole

Linux | Windows |
MacO0S
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RAriEmE

LTEBEN

s3Logs

securityGroups

sourcelmageARN

subnetld

terminatelnstanceOn

KK

workflowPhase

458

— /N JSON WK , &
& Image Builder EA
M S3 HEMEE.

ER TR MM 3R
K Z 24 IDs .

THERATHIZERM
M= B BRI Image
Builder AR {53 R HY
Amazon &RB
(ARN) ,

EEHPEHMEM
MK BIEF M 1D,

REWHFIE , AliE
7~ Image Builder £X
A PR AT 2% LE SEBIER
RE LB LU THE
HERR

APAT TR TIZAT
HEEIINEE

Type

JSON X &

Bl [FRTEH]

fn/R1E

~IE

{'s3Logs": {'s3
BucketName
"sample-bucket ',
'3 "KeyPrefix'}} ib-
Logs

[sg-12345
67890abcd

efl, sg-111122
22333344445]

arn: aws: imagebuil
der::: image//us-
east-1 111122223
333 sampleIma

ge 1.0.0/1

subnet-12
34567890a
bcdefl1

true | false

Build | Test
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TEAWN i8R Type ~BIE
workingDirectory THEEFZHEE, FrFE /tmp

ELFERSRPERARMFED

ZHBAU if BANHEEMETL, if BANRABNNAERETERK T ZTRIRE, WR if F
ABMA true , MiZLZFIREFZ1T. WRMBHTHA false , Image Builder F I ZLBHIREHEH
FEHIE% SKIPPED S BRIRAS.

if BAXEFOXEA (and. or ) MEMHBMA (not), HEXFUTLHREZEN , XEEZEFRE
LB BIERE ( FREHMTF ) ITELER (FTF. DT, KT ),

XEFNEREERN

* booleanEquals

* numberEquals

* numberGreaterThan

* numberGreaterThanEquals
* numberLessThan

* numberLessThanEquals

* stringEquals

2 X IEAMF M ERFH RN
LTFHMNERTF2XEA (and, or ) MEHEMHRF (not).

« DRIEAMRHEHFLTEREREE —1T L,
« B XEAMFHE MR LIUERER B AN,
- RKFFNAE/E-—MED,

« BNFOXIBMFMEE 3 — MR-

BRFFNEZER , BEH FHEATTHNRERI,
+ BN RBABAEDLEE-NFREED , EREREL T
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o FAEMFLN N FREFANITERE.

K EUTFNRERS

AHIEDEESEHTHS MIHLATRI W, 1F BOREETEAT S IREATE
EEEH_Q&ﬁUO %1¢1§’75’Jgﬁ$o

BAUEERZEMBINEHFED , EXFINARER—MEY. MBEMDXIED., FABHTR
S EERFSRMEL B , BRI GEH—1

UTBRERT ZFHETNRARERDI

base:
parent:
- child (level 2)
- child (level 3)
child (level 4)

if B

if BERFHEIREENXEEN. IRER.
R 5

XRFZFEANE-—RRE. LEFNARE-—METY. WRFIFED BB , WA ANEREF
EANRHZERS, REGFEE/FS LR TEAEESRTE.

F R
—RIURHEANF R, FEATUNEREDXIERD., FHEEHFREREZER,

R BRERR
LUT ROIER T A E AR RAR BB

if:
and: #first level
- stringEquals: 'my_string' #second level
value: 'my_string'
- and: #also second level
- numberEquals: '1' #third level
value: 1
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- not: #also third level
stringEquals: 'second_string' #fourth level
value: "diff_string"

BREAN

« FTROBNDZREMFBLE 3 — MR-
- BNRBER ISR
- REZTLUAENRS , SEXRINN—NMEQD, BHFHREZER , URES=1HAR.

SFHE AR
XARGIERT RHEBANENAHE,
2% : and

and X BANEND X FROREXNIRNITRE  FAIEXEREIXNVITELREBBLAN
true, Image Builder BBRAREFNRFAHIANINFITERER, MBEMREXANVITELERR
false , N{EIEALIE | ZD WA false,

BLTREINITELERRA true , RARANREANITELE RGN true,

if:
and:
- stringEquals: 'test_string'
value: 'test_string'
- numberEquals: 1
value: 1
PX or

or DX BANERNZD X FRORERIRNITIRE , EFELE - NMNREAWVITELE RSN
true, Image Builder BBEREXEFRFHEIVINFITERERN, MREFAREXWITELER R
true , MELEATE | ZDZFEUR true,

EMESE—NRIERXN false , LT REIVITELERMDA true,

if:
or:
- stringEquals: 'test_string'

SMHEA
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value: 'test_string_not_equal’
- numberEquals: 1
value: 1

FMHABMHEF : not
not RHEM/FEEEN D X FRNFRMED,
3 not BMAFEE stringEquals {H4EFEAN , U TROIMITELERR true,

if:
not:
- stringEquals: 'test_string'
value: 'test_string_not_equal'

%41E4 : booleanEquals
booleanEquals LREERAMNAREH#HTLHR , MRFREZTEEE , NHRE true,

LR RBIFT#E collectImageScanFindings & B Ao

if:
- booleanEquals: true
value: '$.imagebuilder.collectImageScanFindings'

% ME4 : stringEquals

stringEquals LBEZERFXN AN FHFEHTHR , MEFNFZRHETEEE , WRE true. RE
h—MEFRRFERHHE , Ml Image Builder ATE LR Z BN H RN 2T B,

UTFRENEERGTEEHT TR , LBEI/ERREE Linux & LiE1T.

if:
- stringEquals: 'Linux'
value: '$.imagebuilder.Platform'

%AH1E4 : numberEquals

numberEquals LEREERFN A MR FHITLR , MRANMNKFHEE , WIRE true. BRI F S
MALTERZ—

. B
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. SEEAE

A = —1

« BUTENREXEAMETENFRFS : ~A-?[0-91+(\.)?[0-9]+%,

T RBILLBRAITES RGN true,

if:
# Value provider as a number
numberEquals: 1
value: '1'

# Comparison value provided as a string
numberEquals: '1'
value: 1

# Value provided as a string
numberEquals: 1
value: '1'

# Floats are supported
numberEquals: 5.0
value: 5.0

# Negative values are supported
numberEquals: -1
value: -1
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B AEENEEBRIEE Image Builder FEE B E X BRG]
2

Image Builder ZBEEENCIEZMEF B ELER AMIs NIRBERIEHRT — P EIFLEL, EEIREM
AR IhEE -

- ARERMRE  WEANXATREEENL. EMEMEENS IRENAHS,

. ﬁﬁﬁ?’*%ﬂ‘*ﬂ—rﬂlﬂﬂ’] Schedule builder FEMZH B4 HRIE , A cron KA LA BR
HITERERH,

o REMBEGMAGSAERRN , LEESEEXRN BB iTRIME,
- Bit Amazon ERAETFTANK B31{t. EventBridge

(® Note

BXEM EventBridge API EEHEHANNEZEER , i5Z 1 Amazon EventBridge API
2%, BAXMEM EventBridgeeventstn T EBRE XM N Amazon CLI NEZER |, BSH
{Amazon CLI i 55&E) FHEH4.

£}

- NEGEEREEERNTRE

- JIHAEEEEFE

- BIEFERH AMI BEGEE

- BIENEHBTRRGEEE

* 7£ Image Builder it BBGE B TIER

« 1£ Image Builder E&H £ A EventBridge H M|

AEGEEEEEERTIRE

ERBM A TR P AT IR R R Z P EBAIRAT

BEEENIT 456


https://docs.amazonaws.cn/eventbridge/latest/APIReference/
https://docs.amazonaws.cn/eventbridge/latest/APIReference/
https://docs.amazonaws.cn/cli/latest/reference/events/
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BRELENKR

ERATHERREEBNEENEENT. BANELEBSTHRENGE ( B8, BFEMMN
), MATHRIEE R, ET IR BHAMETE (UTC).

Cron RiE R
FEREERBRMN cron REXBFNIZITEE. B Image Builder K cron BZMEZER
B2 M 7E Image Builder £ cron Rixo

F3f

BEERZITXNZEIT. EERHER , N\ BE ZEDER STEE UETEE. MIB Amazon CLI
B R bl#start-image-pipeline-execution7,
R IIR B

NFUHHER , EALUERRBLIZFITXISITERBT EEHRIT , BRIFBMBIBUER , 540 SUE AR
BREE S ERVE N,

B ERABHNEE

N TEIUTKETHEBEER , £ Image Builder B3/ ZERAEE 28 , &7 BB SO ¥ AY & RIEL K MR
H(&Z10).

B EMRE
Image Builder 2 ERERIT R EEMITHESERBURE , AEBRZRITRISITRHITUATREZ—

- MREERITEY , NESIBHRXBHEENT.
- WMREBEMITAY , Image Builder 218 INELE K MAV R, MR KBORBET H E AR

#lAutoDisablePolicy , Image Builder FHEZHEE,

HEUTEET  EENRMITBELEENT !
- BEEFHEITHRIEIT,
- BEEEECER

MREEFHETERM , WITHREFFE, T RITRSTAENMNZEEF TR FEE,

B EARMNEE 457
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BLiE H&

BIEREFMRGEEN , B NREMEFNEIE CloudWatch BEBREBEX BEE, BRENBE
EEHRTARERUTRRKGZEME R B SEARR.

« BH7E : CreateLogGroup
- HE : CreateLogStream

« H& : PutLogEvents

BENHEA

EFABENHEAHTREWEREENIT , AT “‘BHE F8|Z CloudWatch BEH, EXEZ
1%1%\ ) 1ﬁ £ |Fﬂ Amazon H /L:\FHF?EI@EF EIJﬁIJE CloudWatch H /u\éﬂ.o ﬁ;& H /u\éﬂ ED% E?E’JE%?E
£ , 52 ® Amazon CloudWatch B & APl # CreateLogGroup® Y,

Console

EERRE TH BSEE Mo A ENEEEERGRESAREERTA,
CLI

MREFER JSON logging-configuration WRHITEE , TENKRPEENTFE !

+ imageLogGroupName

* pipelinelLogGroupName

EEEAGSTTEERESH , 528 (Amazon CLI 55 £) create-image-pipeline#,

MBELRIEEAENL BEA |, Image Builder FEALUTERIABEA :

REMEBRR
Image Builder f$#3% HEEBE ALLT Image Builder CloudWatch HEAH#H1TIEHE
LogGroup: /aws/imagebuilder/ImageName

LogStream (x.x.x/x): ImageVersion/ImageBuildVersion
}R{T H 70N

Image Builder f & &7 HEE ALLT Image Builder CloudWatch HZ&AH H# 1T RA1EH

BEEEERS 458


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.amazonaws.cn/cli/latest/reference/imagebuilder/create-image-pipeline.html
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LogGroup: /aws/imagebuilder/pipeline/pipeline-name
LogStream:2025/09/01 ( YYYY/MM/DD#E XN EERITHE )

BREBRASHM MBS RVEREF,

FHEITREEE

MRENEEEET FHIUTEDR , WREELFHEINENES 21517, ﬁuii’&ﬁ#T B3 it Xk
Bliz— , WEAREERUKSTZRAFHSTEE. Hli, MRENEERBERAET X, BFE
B E-RSITHEBNEFR-—MAARITER , MAILLERFHETEE

Console

ZE M Image Builder BHI AN EEFMAEENHZTEE , NN HEHINITWBREXLEPIEFRIZIT
B, AETEMBETR—FRASHEE | BREESECRIREEFEEIR,

1. EEERMAGERNENELS  GREF  ARERFEEE.
2. BALERHRGEDIFIRSTIHEREEN HEIRT.

Amazon CLI

LAR 7RI BR T 20fAI7E Amazon CLI I start-image-pipeline-execution 885 F oI BB BRE
B, ETGSN , EESUEH S EHRE,

aws imagebuilder start-image-pipeline-execution --image-pipeline-arn
arn:aws:imagebuilder:us-west-2:111122223333:image-pipeline/my-example-pipeline

ELERREBTEREENEZNAR , BSRLIENRIR,

7 Image Builder £/ cron {ix

£/ EC2 Image Builder B cron ZRZERXKREMBIED , EFAERTEEEMBEGMEA G EHKF
MR, EERIFHIEEQMNEE cron RIEXH EE’JH‘J‘IEﬂFﬁﬁ‘o B BATE cron RIAS P IF A [E%
BENDH. ENEENETUEFRNBEIRZEIET.

B ARRFRE/LR KA — 2 #r et R M S 8B TT 1E 1T

FHETEE 459


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/start-image-pipeline-execution.html
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® Note

BINMBERT |, Cron REXNFEABAMARE (UTC) X , RELBALBEEENKX. BX
UTC AN EZFERUAREEREAMENXNREE , TSR XEE-23KIK,

BHERKEET Cron RERZIEWE

EC2 Image Builder {EFﬂEE/\ NUEFERARK cron 8RN, BNFREBA— I ZEREHMEFERRT ,
RENSHEMZEE

<Minute> <Hour> <Day> <Month> <Day of the week> <Year>

T&RHIE T 4FER cron & B XIFWE.

Cron RIAAZIFWE

FE (=] BEA

pakc 0-59 =%

4N 0-23 Ny

X 1-31 , - *?2 /LW
Month 1-12 = jan-dec , - %/

— 2P AT, 1-7 % sun-sat , - * 2?2 L #
Year 1970-2199 , = */
BEA

T &R Image Builder Z1AI4E cron RIAX P EABEF. FicE , ELEENNENRAZE , &%
AREEE— oM T HREE,

f£F Cron R&ER 460


https://www.timeanddate.com/time/zones/
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RAriEmE

Cron RiEX ZIFH BB AF

BEARF

R

1

i

,(ES ) BEFESHME. EFERP,
jan,feb,mar @& January, February
March,

- (TS ) BESATEETEE. £B"F&
F o, 1-151-15 FHEEEEAHBK 1-15 B,

(EF ) BEFeERFRNERRE.

? (5 ) BREAATEEFRERRTHMIR
B, X T HHM Day-of-weekFE , HigE—
N BEFMBEAENE (*) i, B—MSIR a
7., TREEIRIEERME. il , WREE B F
BR7PHA a( EHANELXETHE) , I
% Day-of-week(U EXMNBE

[ (IERHL ) BEATEESRE, fiw, MR
BREBR-—RETHE  FEB"FRPIEA
*/20

F—B"FERYHN L BESIEERRE—
X 2831 KRRAMWRE—X , EA4EURT
A, REEFPHR-—AFNERRE—K.

Day-of-month FERHH W BE /A TEEILE
Ho. f£i% Day-of-month=E/ , tRETE 2 &l

BMA—NEZFW, MR REEGFEEZRHNI
EBER BiR. Bl , MREIEE 3w, MFE

EHHEEREEZAE=XRNIEHEZET,

# (hash) RAFHATEHUFE , HEEELS
MBE—NMTF 185 2ENBF. ZBFEE
THERAGHWLAZTESTHE, il , MR
BHEBEBNMNANE-NERREITHE , BE
A fri#2 AT EH/V"FR.

fEF Cron Rk
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RAriEmE

BR 1

o BIEER— cron FRiXKX H 9 Day-of-month Al Day-of-week FEREINIEEME. WREEHFP—1

FRPEETE* (1) , WBAES —MFERFEA 22,

« PXEFFERNERRT —2HE Cron RiEXK,

Image Builder & cron &KXz R4l

£ Image Builder ##|& I A Cron RiZRE5 API = CLI A Cron RIERTFR. BEEER

Bl | FEFER T ERNETF,

Image Builder console

LTFREIERT AT ARSI & P AWRITRIE cron RERX, UTC RHEEERA 24 MEtHIIEE.

X L4 10:00 (UTC) i=1T

0 10 * * ? *

BRLETH 12:15 (UTC) 1217

15 12 * * ? *

UTC Bt B X FRIEIT

00 * * P %

BANIHER LS 10:00 (UTC) iE21T
0 10 ? * 2-6 *

B/NIEAK L 6 R (UTC) 21T
@ 18 ? * mon-fri *

BA%E 1 XEHF 800 (UTC)iz1T

081*7?*

SNANBE=-AEH=K_L 10:30 (UTC ) 5517

30 22 ? * tue#2 *

fEF Cron Rk
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® Tip
NMREFAFEEEELEETHERKIE-X , FHREREF BB R ENEEZEEE
A,
API/CLI

LTROIERT AT EMER CLI FETH AP FRB AMEITXRIAY cron RIEX, NER cron ®RiEH,
X L4 10:00 (UTC) =17

cron(@ 10 * * ? *)

BRLETH 12:15 (UTC) =17

cron(15 12 * * ? *)

UTC RtEI B XFRIEIT

cron(@ @ * * ? *)

BAMI4EH £ 10:00 (UTC) 1217

cron(@ 10 ? * 2-6 *)

BNIEAKLE 6 2 (UTC) BT

cron(@ 18 ? * mon-fri *)

BAHS%E 1 XEHF 8:00 (UTC) 11T

cron(@ 8 1 * ? *)

BNMNANE=NEH =KL 10:30 (UTC ) &1T

cron(30 22 ? * tue#2 *)

® Tip
MREAFFEEEELEETHERIE X |, FHRERET B R SRR ZEEE
Ao

f£F Cron R&ER 463
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RAriEmE

Image Builder Y rate Rz

Rate RIEXERIRITRIEHMNE3) , RAEREEELHITRET.

He

Rate REXEFANMNIEFTR, XEFZERAZEEDRE.
1Bk

rate(value unit)

=]
—MNEH,

unit
BNEEL, EETENEMN , flm, XFE 18 minute ; ¥ FRF 1 WE 1 7 minutes,
AME : minute | minutes | hour | hours | day | days

PR 75

MREET 1, WENAMNER, B, NTFRTF 1WE , BEUSTMAER, HlM, rate(l
hours) M rate(5 hour) T , 1B rate(1l hour) M rate(5 hours) M.

HIHHAEEEBFE
AN EEHKImage Builder EC2 B EENFERNEFFAG RN A E,

EEFAEER
- JIHKXRBENEEEE Amazon CLI
« \NBIRENEEEBRIFME S Amazon CLI

5l >k B E B EE Amazon CLI
LA 7R 45115 B 20 4a] 46 A o B9 list-image-pipelines @3 %] Amazon CLI HFiEB&EE.

aws imagebuilder list-image-pipelines

JHHAEEEE
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MHFREE G E B IEHEE Amazon CLI

BAR 75115 B8 tn4a] {58 A AR B get-image-pipelineis TiBd ARN ZREVEXE B EEBHNIFMAFE S . Amazon
CLI

aws imagebuilder get-image-pipeline --image-pipeline-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-pipeline/my-example-pipeline

SIEMEF AMI BREE

A DUBS IR A B 2R 42 HI A . Image Builder API SDKs 5% |, RE. BEEMEE AMI B&EE

Amazon CLI, H#ZHAH , BUUEAZREEERF ARSRIESETHUATEIR,

- EEEEFAEE , B, HRMERRE.

- BREEEITYNASIERMIAME, X TENEERIT , B LLREH Image Builder 2R EE 2B 72
VFHY I 52 R BUR K

« EE-NAMI BEES  EREERBREAIN Amazon FERGHERRG, SRS EEH

EHE G ZET T FE/Y Amazon Web Services Marketplace® ., ZE /5% 2351 Image Builder
RARERGR EC2 RP| EHRITUTESHAEY :

o NI ERER 4
- BEMRENMA
« BITIEENNE

- BEEITERUAEEEESTHRGHEENN LR,

- EFAMANRESECECEENRENEEELEMIREEE, % EEA TRER SSHIKE NN
X, REMMBRE, BESFENRELRIRELR SNS BAL.
LR ALES R, MRELREBSENEE |, Image Builder &£ A BRIARE KA B E A R M

- EXNFEIRE , HENRGEIAT B FR Amazon XM, EAILIEER T MERN KMS 4. &
B AMI HEHFAERE , HE AMIs A5 KNEER 3 ER.

WHATESR. MREZBEECTENEE , Image Builder 2fEAHH AMI B IAGE , HIF AMI
SRERXSE, REXSREZTEEN XS,

BXFEARNECIEMREGEELRHAMSNEZEER step-by-stepHi2 (NF ) , BSEHHIE . BY
Image Builder #Z#l & @S EAH H AMI AIEZRBEE,

MFREE G EE i H{E S Amazon CLI 465
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Bx
- MBI AMI UK EE Amazon CLI
TR & EH AMI RIGEE
- MWE# AMI B & & Amazon CLI

MH B2 AM| BKEIE Amazon CLI

EMNFRIRBEEE Amazon CLI , EEFEA T &N E B E E%ETUZ 1T create-image-pipelineds
T BULLERNBETEE IERBEEN JSON XM , REEEITHIEEEREB. AT£EH JSON &
B A EREEa S,

FLHEEMERMRGUESAEMBRENAHFPAREFLEEFRNNREUR T ZAMEEN schedule,
8 schedule HIEELUTEM :

« scheduleExpression— i EEEi={THRTEITTRI , AT
pipelineExecutionStartCondition A WERBNITHME, ZITX2EA cron ZRIXXEE
M, BXMMIAE Image Builder FiRE cron RIAXKXNEZER , 1S H £ Image Builder F{E
A cron FRiER .

* pipelineExecutionStartCondition— BEZLNEERSNZTHRHE. BREDHE !
« EXPRESSION_MATCH_ONLY— 8K cron A 54 aiatf[E CELRT , Pipeline #Ba 4 B — N TR
5o
« EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE— BRIFEBHWEMRERAHE
FUHENER , SNENEETRXBIFTHREGE,

£ FiE T create-image-pipelined S8 Amazon CLI , FZEERREBETEN, B2 , BERREXR
HHESR , BEHFBURTEEENBREGER, AMI I{%&"“ EBEEUTEREFRA

- BRE&RECS ARN
- EixEEE ARN

R4 812 Windows 2019 & &

WRHABET MNETERAEHHETANEE, F—ISHERNEEXHFEARGE S, EMEY
Mo REEMNIA RFREU R EHMIZEREE Windows 2019 BRI,

MEIZE AMI BE Amazon CLI 466
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1. SIEBEEXH (AL )

WRBIEA B create-image-pipeline. json AN REXHE—MIBEEBIRE, HE , &7
DEEZETmSNER R SITEIORIE ERE N H P I E mNFREIFAER.

{

"name": "ExampleWindows2019Pipeline",

"description": "Builds Windows 2019 Images",

"enhancedImageMetadataEnabled": true,

"imageRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-recipe/2020.12.03",

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 60

1,

"schedule": {

"scheduleExpression": "cron(@ @ * * SUN *)",
"pipelineExecutionStartCondition":

"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

1,

"status": "ENABLED"

(® Note

+ JSON MHBEFLMHMEE file:// F5.

- JSON X#HHEBRENERZTHSHERRERGHENAE, B0, Windows EAR
AT () 51 BB & , M Linux 1 macOS A ERT (/).

2. BTWTRIRRR

WROIERESE —SHRIENEE XN create-image-pipelinem THH A, HE , &
AUEZTHPNEENEEEERENRR. BXEZELR , 55 Amazon CLI ZEHH
create-image-pipeline,

MEIZE AMI BE Amazon CLI 467


https://docs.amazonaws.cn/cli/latest/reference/imagebuilder/create-image-pipeline.html
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aws imagebuilder create-image-pipeline --cli-input-json file://create-image-
pipeline.json
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BE,

EFATNREGRAAEHMMREGEE , X9EH Amazon CLl, BEXEZEER , TS EAEERIHNNER
AMI B&EE Amazon CLl,

R I A Image Builder E&

1. $TF EC2 Image Builder ##l& , M1k https://console.aws.amazon.com/imagebuilder/o
2. EEFELNKS TRENRGEEIIR , BNEMERPEREREGEE,

(® Note
REEES R SEEE QIR M HIRERXE IR , B) AMI 5 Docker.

3. EEFRMAGEIREEE , FEAREEAMEE, XRHITAEENHAAE.

(® Note
BEALETEERMZLNE , RAREEEFFARFS.
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RETSBH—TOLETEENRBRAGE  XEEEEITEAFAGEERFREHAR, ATHE
MFAGEREERSANFAGRIETF LRITRE.
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- MEERF-ERESFFMAER. BH —LRAURELERE. B4 Image Builder 4 & B R B
Bi 5 WES A Amazon CLIFRH Image Builder i S RIEFIRAE F. BXESEE , 50 &
Image Builder R EEH 5 o

- ERRE-ERATRENEEEEMIREN THREFEE.

- PEIRE-ER AMI D EMNTREBEER,

- EventBridge r ules — N FIEENSEH4 54 , BRI Y EIER EventBridge MM, DIEEEET
EventBridge #2HI A1 “QIERSH4HE4" M QAN B, EXUFENNEZEER , B5H £H
EventBridge # M,

mETENEMRELE
EEHRBFUATHARE , CUNEOREE R L THE :

- EiR MR E MR,

- ¥ IAM A€ 536IE E S HxEK.

« Amazon ERiZRH , DIFLFIREMBHNH SNS E/H,

- VPC., FHMZ£4,

- HWEHRIRE , SEAMNL LSS, AT EENBANURATE#ESSSG AEN TIE S3 FHEIL

B,
ENEEFAEENEHFEEMRERE , BHITUATESR

1. EBREMREEERTF,
2. MEEFAFESHRNEG LAXRRE,
3. HEBHERFRENEMRBEEMBVENRN  FRERFEFER.

mEEENTEIRE
HWREBTFEUATHARFLS  CTUEREEEH LR THE :

- o REERVHER,
s BOEMREHXBNXIFRE, XiE 1 RAANECIEEENXE, &0 ERRNXEZRERNE
2 ECRY X, A SAMIBRBR X 1 2 SN AR X 8o
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- BEHNRUARESZ H R K-
o RERWFHANE ( REXFANERLE )

® Note

License Manager R E RN 7L EH K 7 P 49US AR Amazon Xz B & & , a0,
ffap-east-1 (&% ) fime-south-1 ( B# ) #XZ [,

ENEERACENHFELNSERE , FERUATIRIEE
1. BEEZEREETF.

2. MNpEEAESERNEG LARRERE.

3. HBRFREEME A LAREREFER.

mEEENYEEITY
RESENESEUTHAGE , SUNEOIREE X L#ITHE

- NIEEENHER,

- ERBEIHBERE. RIABRT |, ERLALTIFRS. BRFEXA , HEkRERERETHIER
SEEIRE,

- BEENHRITY, SN ELREIENITRETNRERE.

ENEEFAEENHREENEE , FRERUATIRIRE

1. HEEFAGERNEMNAGLS  EREE  RAGERREEE,
2. HEFHEREFEHE 6 EZRREFEEXR.

® Note
BXERA cron REXITRHENEZEE |, B 7 Image Builder F{E cron &iER
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MEF AMI BEEE Amazon CLI

B LAEA JSON XHER Amazon CLIfF#Y update-image-pipeline S5 B3 ASREH AMI B E
B, EfE JSON X , B4JE Amazon EREZH (ARNs) FHESI AU THEER

- EFHNBREREE
- REE TR

- EiRMERE

- TEIRE

& 7] LLfE A #F B update-image-pipelinefi S E# AMI BMEEE , Amazon CLI I TP :

@ Note
UpdatelmagePipeline T XN EBH#HTERMEN . BLAEEMBERPEEMELENE
H, MANXREELANE .

1. RIZ CLI # A JSON X ¥

FAEERANXHRETIEGNE JSON X4 , HAIEUTBHAURNEHNINEERNE. LR
fBIEF AN create-component.json BISXH :

{

"imagePipelineArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-
pipeline/my-example-pipeline",

"imageRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-recipe/2019.12.08",
"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 120

1,

"schedule": {

"scheduleExpression": "cron(®@ @ * * MON *)",
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"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

+
"status": "DISABLED"

}

(® Note

« JSON XHBRBEFLMMEE file:// HFS.

« JSON M#HHBEMERESITHTHNERRERENENAIE. HM0 , Windows FEAR
AT () 51 B =& , M Linux 1 macOS A ERT (/).

2. ERBIBZHXHENBA , BTUATH T,

aws imagebuilder update-image-pipeline --cli-input-json file://update-image-
pipeline. json

SIENEHNTRMEEE

I&TLAE A Image Builder ###]& . Image Builder APl 2% Amazon CLIF#Y imagebuilder f3%3Ri&
E, BENEEARMEGEE, CIZNGEERFANSRETERHG  HIESETHUTIR
o MBEAITIEEB &, Amazon ECR 5 Docker Hub #fif FE ik 2 ERE B &,

o VN DNAD A BREX 4

- BESRBEMBA

o BATIEERN

- FAMEEEMNERNEEBIE DockerFile,

- FE{D KEF Amazon XiF

BXFEAEMRGEERF A BSHNEZE BN step-by-stepH iz , HSFEEIE : EXJ Image Builder

5l &[S E A H Docker BERMGOIEZMRGEE,

B
« \NHAIEARIZFMEEE Amazon CLI
- BYBRHAEERRSREEE

PIEMEHREE (F)
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- NPEFHAREFEBREIE Amazon CLI

MHEIZEARZMEEE Amazon CLI

ENFRIZMEEIE Amazon CLI , EEHEA TENEEWE & ETUZ 1T create-image-pipeline iy
T BALUARGEBIEFMEITEREEMN JSON X , IBEETHIEERE. AT #FMH JSON &
B A EREE S,

BHEENENRGIUAHAEMBRENAHFPFEFLEEFRISARERT EFFEERN schedule,
8 schedule EELUTEM :

+ scheduleExpression— & BEEZITHAE TR , AiFH
pipelineExecutionStartCondition #WERBNFHME, ZiItKIREH cron RIEXEE
M. Bx{AI7E Image Builder FigE cron RIAXEANWEZEL |, ESH £ Image Builder F £
A cron FRixR,

- pipelineExecutionStartCondition— BEZLNEEBRENIZTHWE. BERESE :

« EXPRESSION_MATCH_ONLY— 8K cron FRiA X 54 5l [E LELRY |, Pipeline #Ba 4 B — N TR
%o

« EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE— BRIEEHERMMGEHAHE
FUHEBENER , BN EBT 2B FHNMREGHE,

£ & fTcreate-image-pipeline@i & 8 Amazon CLI , FZEERREE2WEN, B2 , BEERER
HBHHER , EARRTEEVENREGERE, RRMEEEZFTEUTHEIR .

- AEBS ARN
- ERigMEEE ARN

MR EIEIZIT create-image-pipeline T HI R BEF/EEERR , MinHRGEGFHELSTZHT
XN ARRE S PIEEN BIRFHEN ECR FEDR, RENEERMT 2EEERR , MFHE
REES B RE—NXIBEEN B R FHEE.

1. BIZ CLI # A JSON X#

FERLERANXHREIENE JSON X4 , HAIGEUTHAURNENHREETRNE, kR
BIfEAE A create-image-pipeline.json BIX# :

{
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"name": "MyWindows2019Pipeline",

"description": "Builds Windows 2019 Images",

"enhancedImageMetadataEnabled": true,

"containerRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:container-
recipe/my-example-recipe/2020.12.03",

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 60

1,

"schedule": {

"scheduleExpression": "cron(@ @ * * SUN *)",
"pipelineExecutionStartCondition":

"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

1,

"status": "ENABLED"

}

(@ Note

+ JSON XHBEFLMMBE file:// FTFE,

+ JSON XHHRENEF/EITH THERBRERSWENAE. a0 , Windows AR
AT (\) 51 B B2 , M Linux A macOS ERAERT (/).

2. FERCENXHENRA , STUTHT.

aws imagebuilder create-image-pipeline --cli-input-json file://create-image-
pipeline.json
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EZFEAFTNARR S ENARREEE , X0 EH Amazon CLl, BXEZER , BSRAAREREPHMN
P EHARIFEBREIE Amazon CLI,

%R I AE M Image Builder Docker BMEEE

1. 3TFF EC2 Image Builder ##I#& , Mt A https://console.aws.amazon.com/imagebuilder/,
2. BEFELNKF, TOENMREEEIR , BMNSMERPEZREEE,

® Note
RGEIESRIIEEENEN A HRGREAIERIE , B AMI =X Docker,

3. EEFWAGESINFEEE , FAREEREE, IFHTTEENFANE,

® Note
BHEAEREBEMSZANE , RAREREEFHER.

BEEFARFR
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RENSBH—TLETEENRBRARGE  XEFEEITEMAFAGEARMFREHAR, ATHE
THEFAEEAREESANFAEEETF Lt THRE.

HHEE Em+

« FHREG-EREE S ARG,

- ARREF-ETRAEAEE. BF-L0ZATERE, BLTNBTRES NH G BHFRAEES.
BREZER , FEH QIEFRRANERELS.

- HEiiREEE-ENATEREEMNEEEEMIREN TREBER.
« PEIRE-E R Docker R  BLHY AT4REEE 2o

- EventBridge r ules — W FIEEMNSBHEL , ETREXN HBIEIEMN EventBridge AN, BIEHEEE
EventBridge 2% &1 “QIESH4 24" M QIEAN" B4E, EXUNFEINESEE , BSH £H
EventBridge #NI,
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mETEENEMRERE

ERRETFEATEARGE , EANECEEERNEH#ITRE

- EmiRERENHER,

- ¥ IAM A& 53261 E ST KER,

« Amazon EftiZRY | SIEKFIKBE B AR SNS &,
- VPC, FRMZ24,

« MEEHEBRRE , R AMELIESSH, AT EENZAN R AT FESSP B SR ik S3 FEMA
o

ENEEFHAEENHREEMRBEE , BHITUTIR .

1. GBREMREE BRI+,
2. MEBRAGSERNEA LARRRE.
3. HBEARFRENEMRBEEFMMNERN  FERREFER.

mEEEN D EIRE
HERBLFATHARFS  CTUEREEEH LR THE :

- BNDBEIRENHER,
« BOBERGHXENXERE, X8 1 RN EIREENXE, &7 SERMNXERERNE
S ECR X, A A BRBRIX L 1 2 SNV TR X .

Xk B aE :

- BHREXHE,

- ZBEBIAR “ECR” , H BEF AR,

- FHEESH-BREEENE ( A2 Amazon ECR B ) . #li | HHE BN F4#ESFREm
TFIR :

<account-id>.dkr.ecr.<region>.amazonaws.com/<repository-name>
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® Note

MRERFREEERN , WRABENERGEIRHRES QRNEFENRT. BEE 26
BOFIERGEHNREERRBF#ES,

ENEERACENHFELNSERE , FERUATIRIEE
1. BEEFEREETFR,.

2. MNpEEAESERNEG LARRERE,

3. HEBHERFRENZERERMMHENN , BERREFER.

mEEENHEIT
RESEAESEUTHASE , SUNEOIREE R L T4HE

- WIEEERNHER,

- ERBTHBERE. RIABRT |, ERALTHTRS. BRFEXA , HEkRERERETHIER
SEEIRE,

- BEENHRITY, SN ELT AERENITETNMAERE,

ENEEFAEENHREENEE , FREUATIRRE

1. EEEFAGEREMNALS  GRRE, REERREEE.
2. HBRHREEMHE A ERFREFER.

(® Note
BXREA cron REXITNWENEZER |, HSH £ Image Builder M cron Tk

MR EFHAREHREE Amazon CLI

ATLAfE A JSON X444 Amazon CLIFF update-image-pipeline e S M AREHBSEMEEE, E
BtE JSON X , A9 E Amazon BIRBF (ARNs) FeE5| A THEERR -
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- EEHNREEE

- RERES

- EAiREEE

- PERE (MRIEEHHEED )

(® Note
MRBESBRERF , WESTHTHXE (XE 1) BOEREPEEN BIRFHEEN
ECR R ER TR NS TARE L PEEN B InF#E.

BB T SBFER Amazon CLIFEY update-image-pipeline i S EFN A MG EE :

® Note
UpdatelmagePipeline A XX EBE#H TIEFRMEH . EUNEEMBERPIEEMELENE
H MANRXREEXRNE M,

1. RIE CLI # A JSON X#

FAEERANXHRETIESNE JSON XM , HAIEUTBHAURNEHNINEERNE. LR
BIEF AN create-component.json BISXH :

{

"imagePipelineArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-
pipeline/my-example-pipeline",

"containerRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:container-
recipe/my-example-recipe/2020.12.08",

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 120

}I
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"schedule": {

"scheduleExpression": "cron(@ @ * * MON *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

+
"status": "DISABLED"

}

(® Note

« JSON MHBEFLMHMNEBE file:// FB.

- JSON XM EBRENERETHSHERRERGHENAE, B0, Windows AR
AT () 5l BB & , M Linux 1 macOS A ERT (/).

2. FERCIENXHENRA , STUTHT.

aws imagebuilder update-image-pipeline --cli-input-json file://update-image-
pipeline. json
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o

- BHE -HEEQSSR I EXRGLIERYEF , MRS RERN IAM £ &5 R FEFRSHEX
AelfBECHEELAE,

* |@@ mage Builder APl — f£CreatelmageREERF , HRFHEXACHLECNEENARETE
HNexecutionRoleSHI{E,

EFATHRMANERS AR |, 2 Amazon ldentity and Access Management B iR 62 A
L0 [E Amazon JREZERXER.

# Image Builder E&H {£ A EventBridge M NI

KB EEEURERSHESJLF Rt Amazon Fi= & % ElAmazon EventBridge SEzh B4, &1&
DERBENEN , AESEHNEECHNARRF XKIEE EventBridge, EH L& FERMAN %ﬁﬂiH?
HEIEEE B BTLL

Image Builder && 8] F{E EventBridge #LM B 45 , XEWREZ AT LURIE AN B4 EHEH4 MW
AN IZ I XKIZ1T Image Builder Bi&,

B % Image Builder KIZEIMWRGEE REHIFEE EventBridge , 15 #Image Builder ZX M E4H

=

/CN O

® Note
SHELARBETRENXEA. RNUHME RSN T [ — X,

P

« EventBridge &

- &% Image Builder Ei&H# EventBridge FMI
 {# EventBridge MM ZHEEHE

$§%E Image Builder A Fi21T TERIRIEN IAM RS AE 481


https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_CreateImage.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html

EC2 Image Builder ArfEm

EventBridge &

AT IERERHE , ATRBIE T #0147 EventBridge 5 Image Builder BB & K.
E-Us
BRTRER TR — N RS INNARFRRNE. FREALR Amazon S48, SaaS S1EMNH#
REENARF , BAUREN—IMNARFHERS. BEUENAL LRETINSES.
EHEE

BEYCRENARFNRSNEHRIENEE.
SRIR

HEAREIESHELNRSINAER
B #R

—HRRARIM A , 7 CESNET EventBridge A , FHIRMEHE LT B47,
A
AN AN B NS4 TR RE R TR, —RANTUF - BHREBS 05, A
R R RRAHTET. ANELETFEAEN , BELETFIHY,
e
BHERE LB S AAN TR T | SUE 3 B RRME,
i+
THIBAE TR S HTIRIE | BIINIEST Image Builder BEESNEERMRG. BHMLDI
RIFE |
.+ Cron F52 — (£ ALVBLAR BSR4 cron EALRBRNBERSE ; I, SAEREAD
BT, BETUHEESRNEN  ANSTEESANETRER 2 REBR 4 KZHETT.
. rate RAR-EERABHFROEZER | HIME 12 SF K,

& & Image Builder EIi&R EventBridge M N
Image Builder Image &i&i¥ 4115 5. 72 H F A EventBridge M N % 1+ £ R EventBridge & 191k 72 A X

BRINEHEL , URERATYHEENFMESHEENAN, AT FiEEEEET AT ORISR
EventBridge %15,

EventBridge £ 482



EC2 Image Builder ArfEm

#5323 EventBridge 1241 A MV IR%E

- BIEEHEL
- BIEMN

E 7 E 252 EventBridge , i52 1 Amazon EventBridge AFIEEFH T E—,

- ffAR M G# EventBridge

- 5% EventBridge &z B+
- 5% EventBridge S&3f

- 5 EventBridge N

£ EventBridge M NI ZHE & B2

EARRGIF , BAIEA rate REXAMIASHELGETHOIUTRIMU, LROIFHANE 90 RES
HEL EER—IEH. ZEHEHEENRURFTEK,

1. 3TF EC2 Image Builder #£#|& , it R https://console.aws.amazon.com/imagebuilder/o
2. EEFEELENKF, THENMRGEEEIIR , BN SMERPERFREEE.

® Note
RREES RIAEECE M LR B A RE8 , B) AMI 5 Dockero

3. EEFFMAGESIRBEE , FAREEAMEE, XRITAEENHFAAE.

(® Note
BT EERMZLNE , AREREFFHARS.

$TFF “EventBridge #LMI” W+,

REEEHLLAERPMEEENRIASHEL,

ERBIEAN, X & AT D% EventBridge 4 & ARV B 2 H N 7T M,
AANEA B HRAER, N EMEFTEX SN EHE L LM ME—/,
EENERNERF , EFITREDR, XFERFAEKR , 8 NETEESR T Fixed rate every,
EE—NMERHA 90 , REMN TR FIFRFPIEEDays,

© © N o o &

£ EventBridge MM L HEE 483


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-event-bus.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-events.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-rules.html
https://console.amazonaws.cn/imagebuilder/

EC2 Image Builder ArfEm

10. &8 BARERPHITATRAE

a. MB#R THFIFKHPIEE EC2 Image Builder
b. EFANRKATF Image Builder Ei& , EMNREEEB THIKPEFBEIFEE,

c. EventBridge ®ENRAERHIMAEENHE, I RHP , RENMBERRUEH AR
HYRR AL T

d. & Add target.
11. 1%£3% Create (812 ) ,

(® Note
EEFEATHRARMIFRSENBRREIXHANEE |, 55 H Amazon EventBridge F Ffsr
HERRER,

£ EventBridge MM L HEE 484


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-rate-expressions

EC2 Image Builder ArfEm

7= m A PRS- RL El Image Builder

EC2 Image Builder 5 H {2 Amazon Web Services Marketplace Amazon Web Services &5 5 A=
FER , HBZIEBA, ZE2HBEESGTENBRE,

.

Image Builder B 5 AT L& H# 3R B Amazon Web Services Marketplace Image Builder 3£ & 4B 44 19 & &
Fm o, UARMEFIHEENNRIIEE , AR,

« Amazon Web Services Marketplace B F 7= m- Ak BB E /7 M Amazon Web Services
Marketplace fEA RIEFHEME F , LUSRALIRAE. M Image Builder 25 A I 2B BB , &7
LB AT T8 , A LA Amazon Web Services Marketplace F# RS E~ R, BB
3 Image Builder AP, CLI 2 SDK #I2 & A i , &7 LS EM ™= f Amazon &RZ# (ARN) 4E
NERRE,

« Image Builder A - BEE S PIEENA G TR THEFNIRIRE , flin , ZREG4INTE
HIIE, &M Amazon Web Services Marketplace 1T R R LG~ R LB SN EE SR EAN
BEHM,

(® Note
BREAEXFENESEER , B2 A EA TEN Image Builder BN EH ™ Ro

e

Image Builder SLA A Amazon Web Services RS &R , Al HiF AN EHER. BERIERMNE
2, WEEUBHERRERES, BRARGWERBURBREEHBEHNEBZ,

« Amazon CloudTrail— %2 %X ZI# Image Builder =4 CloudTrail, H>%5 Image Builder
CloudTrail EXHEZEE , SR A IE S Image Builder API A CloudTrailo

ETHEZER CloudTrail , SFEWNAFEFBMER BEXH , HZHAmazon CloudTrail A 18
Mo

« Amazon CloudWatch Logs — fE Y52, ##&FMiAEE/ Image Builder BE X4 CloudWatch, #
B LLERN BEREER S3 HiEH. ETHEXRE Image Builder CloudWatch EFHEZER
HSRE A Amazon BEY%# Image Builder CloudWatch B &
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£ X CloudWatch BEMWEZEE |, 851 L2 Amazon CloudWatch BH& ? £ Amazon
CloudWatch B ER F#gr A+,

« Amazon Elastic Container Registry (Amazon ECR) - Amazon ECR 2—WZ%, AISEHETT EN
Amazon FEERRREIMERRS . FH Image Builder BIEN RSB[R ELEETERXE ( WEZT
WXE ) Mo ERERENEMXEMN Amazon ECR #, H3% Amazon ECR NEZELR |, HS1H
Amazon Elastic Container Registry i FF#88,

« Amazon EventBridge — Connect iE# 23k B &K~ & Image Builder SEI SR B4 BIER. BX
HWEZ(E R EventBridge , i5Z 5 Amazon 2t 4 EventBridge ? £ M5 # EventBridge A1
) o

« Amazon License Manager — & 8] BAfE 2 BL I 2 1 4F License Manager B & i 7 ik i hn 2 4
AMl, &R BEHRXKEEENTFTIEXNEEZXEPEEZ. BXEZER , HSH Self-managed
licenses in License Manager,

« Amazon Web Services Marketplace — BEF & ZBIH Amazon Web Services Marketplace 7= miT
F %5k , HEEZEM Image Builder P RRG M. B A LUEH BT FEMREG™RIEN Image
Builder B2 5 MY E R, B XEE Amazon Web Services Marketplace iTRINEZEL | HSH

{3EAmazon Web Services Marketplace RIEF) T “MWEER’ .

« Amazon Simple Notification Service (Amazon SNS) — MR EEE , HHFE X EHRGIRSHY iF
MH B X AEEITHEA SNS EBH, B Amazon SNS WEZEER |, iH5® (Amazon Simple
Notification Service FF A A R1EFE) H MY+ 4= Amazon SNS ?

7= AR S5 B AL &

« W5 ¥E Image Builder F#J EventBridge 5

« Amazon Web Services Marketplace 7 Image Builder F £
- Image Builder 1 #y Amazon SNS £ 5

- SERATEN Image Builder BUGEI S H 7™

I & #4E Image Builder F1#9 EventBridge %X

Amazon EventBridge & — M LRFF|EH ELRS , B UEATRIEZEER Image Builder B ATRE
5 H it Amazon Web Services RSB AR FHEREIE, £ EventBridge , NI THE{Z AMEH
HEHRZEFBFHETLE, —FANTUF—NEHFREAFSNIER , REXEEHHTET.

& EventBridgeBl , &7 LLE 313017 Amazon Web Services 8% H BN REEH |, SN ARERF
ATAMRBERERER, KB Amazon Web Services fRSS HIE# LU F 328t EventBridge B3 4% 3%
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B BALRENEABH MM ARNSAEFIRE, S0, & EC2 RO REMFLERTRNEE
ZITHS |, @ Lambda BRBURESE M. XIERHNER, BETEAHEKXCIEMN , 555 EventBridge
(N 5i# EventBridge A 1ER) PRI SIBRN S R MK SEA N,

A B AR AV IRE SR

« A — Amazon Lambda E#}

- A Amazon EC2 E{TH %

« FEHP YT Amazon Kinesis Data Streams
« BUE Amazon Step Functions IR7S#H1

- JBX Amazon SNS E/=, Amazon SQS A5l

R AN BRINEH L REREAN , FEEBHITRE , Hl20Z1T Image Builder EEUEZER
F— ARG, ERAPEBENITRIRER
« cron ®IAK — LAT cron RIER R ESRHFEESXFF (UTC+0) B1T :

cron(@ 12 * * ? *)

AR cron REREBESFERANWEZE R EventBridge , i§2 5 A mazon EventBridge A {5/
#9 Cron RiER,

 rate "RIEX — LA T rate RIEXRHIFESZHRIE 12 PIEIT—IX -

rate(12 hour)

BXEFFEABRRREXNEZER EventBridge , i Amazon EventBridge FAF BRI 5 R
FKIERK,

X EventBridge MMM 5 Image Builder BREERANESER , WS Image Builder EiE
F 5 EventBridge # M,

Image Builder KIZHIEH4ER

¥ Image Builder ‘BREVIRAS X £ E KXZE{t EventBridge B , Image Builder 2RI E LA EXEHHE, Hi
m, HYMEPRELETLR, UTREHETRT Image Builder ATEER XA ELH JSON E4HEE,

FA
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RAriEmE

« EC2 &M% Image Builder CVE
« EC2 Image Builder T#EFREBSRIEESES
« EC2 Image Builder REGEE B3

EC2 Image Builder BRSE X

ERGLELRES , HREFRHRSKETIE , Image Builder 2 Kzt E4. filan0
M ﬂ:"lj(a_,sxﬁ% *EF'H(/L,\H-J- , ZZU-FFﬁ/T\ .

M building &l testing

M testing B distribution
« M testing % failed

M integrating %l available

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "EC2 Image Builder Image State Change",
"source": "aws.imagebuilder",
"account": "111122223333",
"time": "2024-01-18T17:50:567",
"region": "us-west-2",
"resources": ["arn:aws:imagebuilder:us-west-2:111122223333:image/
cmkencryptedworkflowtest-alb2c3d4-5678-90ab-cdef-EXAMPLE22222/1.0.0/1"],
"detail": {
"previous-state": {
"status": "TESTING"
1,
"state": {
"status": "AVAILABLE"

EC2 # M % Image Builder CVE

S RABIRTS

MRERNRGZAT CVERN , NEHZHMEHEE , Image Builder L RE—RIEHAHSE

FHE,

Image Builder X ZHE4EE
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{

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "EC2 Image Builder CVE Detected",

"source": "aws.imagebuilder",

"account": "111122223333",

"time": "2023-03-01T16:59:09Z",

"region": "us-east-1",

"resources": [
"arn:aws:imagebuilder:us-east-1:111122223333:image/test-image/1.0.0/1",
"arn:aws:imagebuilder:us-east-1:111122223333:image-pipeline/test-pipeline"

1,

"detail": {

"resource-id": "i-1234567890abcdef0",

"finding-severity-counts": {
"all": O,
"critical": O,
"high": 0,
"medium": 0

}

}
}

EC2 Image Builder TEREBSBRIEESEE

X WaitForAction TERSREFEUEFRIBETRE , Image Builder 2 KiE—FKHE .

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "EC2 Image Builder Workflow Step Waiting",

"source": "aws.imagebuilder",

"account": "111122223333",

"time": "2024-01-18T16:54:44Z",

"region": "us-west-2",

"resources": ["arn:aws:imagebuilder:us-west-2:111122223333:image/
workflowstepwaitforactionwithvalidsnstopictest-alb2c3d4-5678-90ab-cdef-
EXAMPLE22222/1.0.0/1", "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/
build-workflow-alb2c3d4-5678-90ab-cdef-EXAMPLE33333/1.0.0/1"],

"detail": {

"workflow-execution-id": "wf-alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"workflow-step-execution-id": "step-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"workflow-step-name": "TestAutoSNSStop"
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}

EC2 Image Builder R EE Bzh £

mREBautoDisablePolicy N EBEIE T , N Image Builder 2ZHAEE , HEELBEEERIT
R BUR BB IS SR B L iF MY B ABHE EventBridge R HE X EEH4HHE L,

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "EC2 Image Builder Image Pipeline Automatically Disabled",
"source": "aws.imagebuilder",
"account": "111122223333",
"time": "2025-09-18T16:54:442",
"region": "us-west-2",
"resources": ["arn:aws:imagebuilder:us-west-2:111122223333:image-pipeline/disabled-
image-pipeline-name"],
"detail": {
"consecutive-failures": "5"

Amazon Web Services Marketplace £ Image Builder F1 &

Amazon Web Services Marketplace 2 — MELRNNWHFER , BUUERPERMITHE=H
B, BENRS  XERE, BENRSTRBEEHEFRZLSERNERSRE, Amazon Web
Services Marketplace SLE T A SR RITNERAIMER , URRBEETE, WL, FE. Y%
SRR B E,

Amazon Web Services Marketplace SRR AJ AR IH L BH MRS (ISV), L4847 , LI UR I URME
BT Amazon FRABRFZHN A, HEFRIER™mEF Amazon Web Services Marketplace , fifi1&E
NN EUREAZRAIEZG, EREEEN , URAIRMEENZRANEZLE, ETHRESER

Amazon Web Services Marketplace , i§Z T A& Amazon Web Services Marketplace ?

Amazon Web Services Marketplace 5 & Ih&E

Image Builder Amazon Web Services Marketplace S5/ , AJE#EM Image Builder 2 H| AR HEUT
ThE :
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- BERFTHNE KM Amazon Web Services Marketplace.

- ERARMEAHH Amazon Web Services Marketplace B H o

- BEFEYE] Amazon Web Services Marketplace B miT B 5K,

- ERAKEITFEA Amazon Web Services Marketplace B 57 m4ER Image Builder Bt 5 #9 Bt E
Fo

« EAAEIE Image Builder Bit 5 1T # Amazon Web Services Marketplace 44,

Image Builder 5 Amazon Web Services Marketplace £/ , Al & REIT RN E G~ RMA4., &
LAETIRH Amazon Web Services Marketplace Image Builder 24| AR T “£ I~ &’ J\ETE
RE R~ mANAH,

Image Builder 812895 i AMI B3ER B Amazon Web Services Marketplace B &7~ & F4A 4697 &
KB, EHEZUUNSELNEBENRRRENN=RAE,

Amazon Web Services Marketplace Image Builder A YT [

Image Builder # %1% Amazon Web Services Marketplace % HiT R E S S RIELHHIIT ¥ Amazon
Web Services Marketplace BV~ m%l#&k. B8 MIANTRBERUATHFHEE -

« FREN., XEEIPHEMRIFERE Amazon Web Services Marketplace, 1T B 7= i ™~= G
TS TUERE X BRI AR TR R 4T FF

- HIRE, THEEETFHHMREIFE R E Amazon Web Services Marketplace, Lt BFE X 18 25 A F
EMFHRITFRAEFERE.

° j@iTlEIEI‘JHiZIKO
- MBEEITENRPIEEMAREKEAH , Image Builder 2 ER—NMEMA 4 FAE S EEE,

ERERE , B REHRERBESR , A FERAI TBEHZERBRER, EEHBERFERASIT
FWERAR>m , FEREITRN R ERFECNEHRE, BRIABRT , Image Builder 2T £iEFE S| F
R EE — N .

® Note

MREETHNATRNm , BRENNRPEEZ ™ m , LR SRR R 2 H R
BRER, MTAAEZE/ Lo 2EIRPET.
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B Amazon Web Services Marketplace Image Builder & & X TN E 57~

]
(]|

AT E RN EE Amazon Web Services Marketplace Bt AEEMBANRAE =R, ¥FEEx
BREXHFAFI =G, B LEREIA. APl, SDK # CLI Rk~ mAEE. BXEZEER , BSH
5l Image Builder A4, BXREHK., iTHRFER Amazon Web Services Marketplace AHHEZ1S

B | &5 # & HAmazon Web Services MarketplaceE £ B & X &1 B %
R m

EM | Amazon Web Services Marketplace mage Builder Z##l & FELRBEF~m , FRBUT SRR
£ -

1. $TF EC2 Image Builder ##l#& , it R https://console.aws.amazon.com/imagebuilder/o

2. TESMBE®D , EFEAmazon Web Services MarketplaceZp 2 H HI X T 7™~ Fo

3. U EARYEEIENBRERENFHFEZEREMR.

Image Builder 2317 & Amazon Web Services Marketplace 3 {TFidiE |, FERRERET
LAZE Image Builder B2 5 R EAMHLEER B L, B35 Image Builder Amazon Web Services
Marketplace EFXMNEZEE. , BERS AR EEFENATHETERET+,

ZORTFEEFWANER. MRS RERATASBEHRERAEREZTHANTm. ANHE
FERERER T HEMERGN M , BREHE TR~ mBHRHTERNED

Lits
UTRHRRERT AT AN A T~ miB R LN FERRMF

« BE-AHZNTmRD , FIMNEMIRERGHIRFET
« NENREGT RIERRERS , RENBERERETFEEEREm , HIA0 AllLinux/Unix,

c RE-ANBSANIRAEERERETAS M. ERE RS | UE R mAFS &R MIES
HrmmBERmE,

® Note
EmEBENTRFEMFETR. WREERBENETE , IEMBERHENEER
HHBREPHMAHENN -7, ENZIEEMBELER , RABBSARFTLTLESR
BENER,
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18t BT BUE TR 58 & 40 & B FRo

IR R DIETN, BN ENERHBLEMENIE MR EE, BT LR
@ A it1%£$F Amazon Web Services Marketplace , L RATATRIERIMZ | HREIRBENREN
ATREME R A,

BB~ m

EREMNERBES R , SUNELRERNSNEREPRAZHN -T2, 8N nERBLS
LTEFEER :

s FRABAHMEBIR, X EEEEEET Amazon Web Services Marketplace Y7~ mif1E N HE. ¥
MEENEEENKR[WENETFHITH, MREAEE Image Builder Bl 5 A EHBRGE=m , N
AT A BEAL T R iZ B &= . BXREZER , SR Amazon Web Services Marketplace 3K 3R
EEHPHIEE™ .

WMREEFITH T B HE 7 m Amazon Web Services Marketplace , iEH]#t B 885 H A Image
Builder &I+ , ARERIFEITHNBER=RIIRUAH#ITES,

® Note
AREREJL D #RRTE |, #UTH A BB

« RMEBLBH. CHEIFHNHREIFEIERE Amazon Web Services Marketplace, LB 1E 3
WERMNFET FHITF A A EFERE,

° FI%H&Z'KO

- BRESR , LAIREREIED Amazon Web Services Marketplace 7= iR i¥ 15 W E A &2 0 Y 4
. FHE R TTEEN KRN FEI R R IT I,

o FmERNEILT,

EEZRENETS , IUBIENBRFETSZSOER , URIGWER T RELRHIBPLETE, &
AUAMEAERAMNEMZERARRESRE TN mRE , A ABRNATERNFEFIF. &
W& AT LAGE 0 TR R TR 45 3R
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£ Amazon Web Services Marketplace Image Builder B 1%/ i F B 57 i

HAGERRIERE , EERERAERM Amazon Web Services Marketplace B HIE S~ fm , MTFF
No
1. §TF EC2 Image Builder ##l& , it A https://console.aws.amazon.com/imagebuilder/o

2. TESMBE®KD , %£EF Amazon Web Services Marketplace #84 FHIRGE 5, LETLERERIE
YRR BL 5 51 3R

3. GEEGIEMEET. PRI eIRE S RH,
4. MEEE—H K EEREASFAEEHI P, WAGHES BT,

5. TEEMBEID S |, %EFBAmazon Web Services Marketplace BIRIET, XATE “ITH” I+
B RIEEITRE Amazon Web Services Marketplace B A B mAI TR, B0 LAMFIR LR EA
AR{%

&89 L Amazon Web Services Marketplace E1#MiZAmazon Web Services Marketplacei%
M+ EREMATANBRER. ERERN~5R , HEEEEITFF Amazon Web Services
Marketplace T+, <A EREFMEMEDHITERHNEZELE Amazon Web Services
Marketplace , &2 M &i3 Amazon Web Services Marketplace Image Builder 2% & X & 5 7=
o

6. REMAHRAT. REHNEA~RITHSSHERAYE , WAIMM “ERAH" JIRFPIEET
flo Amazon Web Services Marketplace NAHFIBEHEXBFKRFPEFRUERTEN] , HEE
$# Third party managed CIS A,

7. EHRERES.

B RAE FEB&Z A LLEE %X E Amazon Web Services Marketplace B 5 7= A F4A 4 A= B
KRB, MBLEBRNERESNEHSTEEMNALA=RNRE , NHEZHER S |, Image

Builder £1REl451%.

Image Builder F#Y Amazon SNS £ FX

Amazon Simple Notification Service (Amazon SNS) 2~ E RS , BHMNEHEG@ITRE ( B
NEBENERE ) NRPHELAH,

BRI EEMIRBEETEE SNS £, HECIZMETESITEIER , Image Builder AJEA@1Z E &
REAEXRENRERBNFMAHEE . SRERSEFU TR Z—F , Image Builder 2% % —5&H

=

BN .
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 AVAILABLE
 FAILED

A Xk B Image Builder 9 SNS JHE A , SR SNSEE#KN, MREEEHEHMN SNS £
&2 Amazon Simple Notification Service Fr & A R #EH#Y Amazon SNS Al 7,

E MR SNS £&

MRIEH SNS EB S NE , MMSMIE Amazon KMS key FKBEH#EF Image Builder RE A BMITUT
BENDR -

* kms:Decrypt

* kms:GenerateDataKey

@ Note

SR SNS =B %R |, M H0Z7 bk F B 40 XML T Image Builder BRSFZ 1T K
H, Image Builder 7o [ {58 F H Ak - 22 4R 1T INZRHY SNS EBRIXBE AL,

KMS %40 SR B 0 R 51

AT REIERT ERINE KMS ZARBIIEAIE D . F Amazon BIRAF (ARN) A TEE X2
Image Builder BRRAS Image Builder ZEZHIKF T 812K IAM [RFZHEXAE®, ET#HEX Image
Builder WIRSHRAEBHNEZER , HESH F£H Image Builder Y IAM REHEXAE,

{
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/aws-service-role/
imagebuilder.amazonaws.com/AWSServiceRoleForImageBuilder"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,

"Resource": "*"

]
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}

&R BME R AT E A — M 75 ARIRE ARN,

Amazon Web Services BIEiR&| 4

EMFIREN Image Builder FEEHIKF T B2 H RS <A EH ARN Amazon Web Services B
BHEE  BRITUTER -

1. f#H https://console.aws.amazon.com/iam/ 7 IAM 2 &1 &,
2. EEMSMBERD , &EF A6,
3. # % ImageBuilder ANLERHPLERUTHEE
#\ : AWSServiceRoleForImageBuilder, WA ERAGIFIERE,
4. ER ARN SHIFIBINER , iH%EF ARN BRZ L ER.
Amazon CLI

EMH3IRE Image Builder R KF T RIZH RS HEXAEH ARN Amazon CLI , ERUT AR
£/ 1AM get- role T

aws iam get-role --role-name AWSServiceRoleForImageBuilder

B4 il
{
"Role": {
"Path": "/aws-service-role/imagebuilder.amazonaws.com/",
"RoleName": "AWSServiceRoleForImageBuilder",

"Arn": "arn:aws:iam::123456789012:role/aws-service-role/
imagebuilder.amazonaws.com/AWSServiceRoleForImageBuilder",

}

SNS JHERB

# Image Builder @## Amazon SNS FERMEEG , T ZEEN HEMARS AT X EE&N
HITHEHBEEAREREH —SRIENTHE, B, KIEE A BEL B3 E# Amazon Systems
Manager S8 E M= 4 i AMI B AZBEM N THERENES
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UTFRBIERT Image Builder EEEBWRBEZITETHIN K MWEEHEMN JSON g , HEIET —1
Linux BR{&,

"versionlessArn": "arn:aws:imagebuilder:us-west-1:123456789012:image/example-linux-
image",
"semver": 1237940039285380274899124227,
"arn": "arn:aws:imagebuilder:us-west-1:123456789012:image/example-1linux-
image/1.0.0/3",
"name": "example-linux-image",
"version": "1.0.0",
"type": "AMI",
"buildVersion": 3,
"state": {
"status": "AVAILABLE"
I
"platform": "Linux",
"imageRecipe": {
"arn": "arn:aws:imagebuilder:us-west-1:123456789012:image-recipe/example-linux-
image/1.0.0",
"name": "amjule-barebones-linux",
"version": "1.0.0",
"components": [
{
"componentArn": "arn:aws:imagebuilder:us-west-1:123456789012:component/update-
linux/1.0.2/1"
}
1,
"platform": "Linux",
"parentImage": "arn:aws:imagebuilder:us-west-1:987654321098:image/amazon-linux-2-
x86/2022.6.14/1",
"blockDeviceMappings": [

{
"deviceName": "/dev/xvda",
"ebs": {
"encrypted": false,
"deleteOnTermination": true,
"volumeSize": 8,
"volumeType": "gp2"
}
}

15
"dateCreated": "Feb 24, 2021 12:31:54 AM",
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"tags": {
"internalId": "1a234567-8901-2345-bcd6-ef7890123456",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:image-recipe/example-
linux-image/1.0.0"
1,
"workingDirectory": "/tmp",
"accountId": "462045008730"
I
"sourcePipelineArn": "arn:aws:imagebuilder:us-west-1:123456789012:image-pipeline/

example-linux-pipeline",
"infrastructureConfiguration": {
"arn": "arn:aws:imagebuilder:us-west-1:123456789012:infrastructure-configuration/
example-linux-infra-config-uswest1",
"name": "example-linux-infra-config-uswestl",
"instanceProfileName": "example-linux-ib-baseline-admin",
"tags": {
"internalId": "234abc56-d789-0123-a4e5-6b789d012c34",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:infrastructure-
configuration/example-linux-infra-config-uswestl"
.
"logging": {
"s3Logs": {
"s3BucketName": "amzn-s3-demo-bucket"
}
},
"keyPair": "example-linux-key-pair-uswestl",
"terminateInstanceOnFailure": true,
"snsTopicArn": "arn:aws:sns:us-west-1:123456789012:example-linux-ibnotices-
uswestl",
"dateCreated": "Feb 24, 2021 12:31:55 AM",
"accountId": "123456789012"
.
"imageTestsConfigurationDocument": {
"imageTestsEnabled": true,
"timeoutMinutes": 720
.
"distributionConfiguration": {
"arn": "arn:aws:imagebuilder:us-west-1:123456789012:distribution-configuration/
example-linux-distribution",
"name": "example-linux-distribution",
"dateCreated": "Feb 24, 2021 12:31:56 AM",
"distributions": [

{

"region": "us-west-1",
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"amiDistributionConfiguration": {3}

}
1,
"tags": {
"internalId": "345abc67-8910-12d3-4ef5-67a8b90cl2de",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:distribution-
configuration/example-linux-distribution"
.

"accountId": "123456789012"
.
"dateCreated": "Jul 28, 2022 1:13:45 AM",
"outputResources": {
"amis": [
{
"region": "us-west-1",
"image": "ami-@la23bc4def5a6789",
"name": "example-linux-image 2022-07-28T01-14-17.416Z",
"accountId": "123456789012"

]
},
"buildExecutionId": "ab@cdl2e-34fa-5678-b901-2c3456d789e0",
"testExecutionId": "6a7b8901-cdef-234a-56b7-8cd89ef01234",
"distributionJobId": "1f234567-8abc-9d0e-1234-fa56b7c890de",
"integrationJobId": "432109b8-afe7-6dc5-4321-0ba98f7654e3",
"accountId": "123456789012",
"osVersion": "Amazon Linux 2",
"enhancedImageMetadataEnabled": true,
"buildType": "USER_INITIATED",

"tagS": {
"internalId": "901e234f-a567-89bc-0123-d4e567f89a01",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:image/example-linux-
image/1.0.0/3"
}

LT RBIERT Image Builder 3 Linux BRIREY BB FI KM & A 8V B H 28 JSON g,

"versionlessArn": "arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-
image",

"semver": 1237940039285380274899124231,

"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-image/1.0.0/7",
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"name": "My Example Image",
"version": "1.0.0",

Iltypell: IIAMIII’
"buildVersion": 7,

"state": {

"status": "FAILED",

"reason": "Image Failure reason."
1,
"platform": "Linux",

"imageRecipe": {
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-example-
image/1.0.0",
"name": "My Example Image",
"version": "1.0.0",
"description": "Testing Image recipe",
"components": [

{
"componentArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/my-
example-image-component/1.0.0/1"
}
1,
"platform": "Linux",

"parentImage": "ami-0Qcd12345db678d90f",
"dateCreated": "Jun 21, 2022 11:36:14 PM",

"tags": {
"internalId": "1a234567-8901-2345-bcd6-ef7890123456",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-image/1.0.0"
1,
"accountId": "123456789012"
1,
"sourcePipelineArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-pipeline/my-

example-image-pipeline",
"infrastructureConfiguration": {
" "arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-configuration/
my-example-infra-config",

arn :

"name": "SNS topic Infra config",
"description": "An example that will retain instances of failed builds",
"instanceTypes": [
"t2.micro"
1,
"instanceProfileName": "EC2InstanceProfileForImageBuilder",
"tags": {

"internalld": "234abc56-d789-0123-a4e5-6b789d012c34",
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"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-
configuration/my-example-infra-config"
1,
"terminateInstanceOnFailure": true,
"snsTopicArn": "arn:aws:sns:us-west-2:123456789012:example-pipeline-notification-
topic",

"dateCreated": "Jul 5, 2022 7:31:53 PM",
"accountId": "123456789012"

},

"imageTestsConfigurationDocument": {
"imageTestsEnabled": true,
"timeoutMinutes": 720

},

"distributionConfiguration": {

"arn": "arn:aws:imagebuilder:us-west-2:123456789012:distribution-configuration/my-
example-distribution-config",
"name": "New distribution config",
"dateCreated": "Dec 3, 2021 9:24:22 PM",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {3},
"fastLaunchConfigurations": [
{
"enabled": true,
"snapshotConfiguration": {
"targetResourceCount": 2
I
"maxParallellLaunches": 2,
"launchTemplate": {
"launchTemplateId": "1t-01234567890"

1,
"accountId": "123456789012"

}
1,
"tags": {
"internalld": "1fecd23a-4f56-7f89-01e2-345678abbe90",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:distribution-
configuration/my-example-distribution-config"
1,
"accountId": "123456789012"

iy
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"dateCreated": "Jul 5, 2022 7:40:15 PM",
"outputResources": {

"amis": []
.
"accountId": "123456789012",
"enhancedImageMetadataEnabled": true,
"buildType": "SCHEDULED",

"tagS": {
"internalId": "456c78b9-0el2-3f45-afb6-7e89b0f1a23b",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-
image/1.0.0/7"
}

}

i& F F 1289 Image Builder BRIREY &M ™= M

BELZSHAENTHAR , REAAMARPENANRSMERD TR — Tk, Image
Builder 825X 7 &M 7= M@ # Image Builder A4 , LAHE YR ZH B E LB % Amazon Web Services
Marketplace &M , H1E K 1 8 K #FARAE B 3 EFEHRIGEEN.

Image Builder ISELA T EM~RERK :
- BEFEAREMEIER (STIG)

N T A STIG ¥R |, AJLAERE Image Builder B 5 R E AL I #h &Y EC2 Task Orchestrator
and Executor (EC2 TOE) STIG A, STIG A¥AEENHEXFIPREFEEREE , HiE1T
BEEMARMUECMEZINEE, RNTERIEEMEA Image Builder HEHBRERFS STIG #rA,
BRMERALNENAENEE , URIEENZLARGREEMN . BXATE Image Builder B 5 H &
A EC2 TOE STIG AHHEEFIXR , EZImage Builder By Amazon F£& STIG E1L4A 4,
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£ Image Builder F 5 ZEEH M B E

N T RE EC2 Image Builder E BRI WIS, ATAMEMMRE , MEESHNBEIEEEE, 4 APIEA
KWME , EHEMBEETHEBBTHRRABHRATHEMAT . Image Builder SIRFER , X LRSS W] LAE
EXFEEERBENIKARNZEEIRAS E3IMAL

AT EBHHRIE T LAET 5 Image Builder R RS FERANSERR,

BEEHMAE
£/ 125 Image Builder API i CloudTrail

« £ Amazon B &% Image Builder CloudWatch B &

{# FH12 3% Image Builder API i@ A CloudTrail

EC2 Image Builder & Amazon CloudTrail—HlfRSF &K , ZRFREAF. AEH Amazon RFE
Image Builder R ITHIIRVERIER, CloudTrail ¥ Image Builder BIFfE APl AR EH. IR
8 AE &K B Image Builder ##I &8 AAFABEXT Plans APl #ERNEH. WREETRER
AT LA A2~ CloudTrail B4 % E) Amazon S3 26418 , &€& Image Builder WE#, IR E
REBRER , BIHATLE CloudTrail #H &M “EHFLIER PEERFNEH. FARENESR
CloudTrail , ] LA¥SE @ Image Builder X HHViER, KHIERK IP b, #AH THEXR, AR AH
BRUAREMIFAER

ET7MEZ{EE CloudTrail , 52 {Amazon CloudTrail HF1EE) o

Image Builder F#Y{5 & CloudTrail

CloudTrail ZE& 810K 7~ Amazon Web Services Ik~ IfEEZMNIKS LS A, 3 Image Builder &
EEFN | ZE S5 HM Amazon BRS CloudTrail B —RiCFRESHFT LIEEZF, BALEFE
B, BRANTHFKILXENEH Amazon Web Services IKFF, BXEZER , BSRERASHHEIC
F*&E & CloudTrail &4,

ERZILREMNEHNH Amazon Web Services Ik , ‘B3E Image Builder B4 |, BRI RER. RERA
¥ CloudTrail ¥ BEX & 5 2] Amazon S3 Ffi#f. FURERT , EERH A PO RERIZRA , LR
FRic RN A FFTE Amazon Web Services X5, IRERIZR Amazon 7 XHMEXEHNEH , AL
X HEIRBRISER Amazon S3 FMEM. WAL, BRI LAEEHE M Amazon RS , LU — 5 2 4L 2
CloudTrail BERWRENEHHIE, BEXEZEE , BRI TIRNE .
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Image Builder I FT B 4E&RH Image Builder i2 % CloudTrail 7i2%%E I EC2 mage Builder API
S%E) F, i, MWCreateImagePipelineUpdateInfrastructureConfiguration,
MStartImagePipelineExecutionEEM AR X CloudTrail BEMXHHRERZKAE,
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- FERZFEARIEPRIER Amazon Identity and Access Management (IAM) AP &EIEA H o
- BREEAACERKEAFNIGN ZEEUL R HN,
- BEREEBHHEMM Amazon RF A H-
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CIoudWatch BRIMERT , BEXZEFLFHFBIRS. Image Builder EHEISE hRF 6] LR
, RIBTEWETREN CloudWatch & u..,fuﬁ AR AR, EEIBRLAHWERGZH , Image
Builder £ MIE 4 AR il BR A 3t B &

REWERE

MEHZASETEL M REBWENFMABAE, Image Builder MG HEBEBALT Image
Builder CloudWatch HEAH#HTERE :

LogGroup: /aws/imagebuilder/ImageName
LogStream (x.x.x/x): ImageVersion/ImageBuildVersion
EEMITEE

YRBEEBZETREER S EHZEITH , Image Builder 2 EABEBHRITEE | J«JJSUE?E?;ZE X fiE
RORRBNFEMAEE. flin, SRITHEERERBIERN , U THRFXBEEEIE

* Image Builder B & BB M EFHM ML EEBRMITHSEABERE,
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Image Builder FFEEH T HAEEALLT Image Builder CloudWatch BE&AH B TR EH
LogGroup: /aws/imagebuilder/pipeline/pipeline-name
LogStream:2025/09/01 ( YYYY/MM/DD#EX A EERITHE )

BREEASHM MBI RVEREF,
BEX BEA

ﬂu%ﬁoﬂxjj @ﬁM\ /L,\-LE%? T ﬁ ESL H /u\éﬂ |mage Builder é‘{"j‘ E =5 /L,\T:E B l_l:F'j: E,J
HEE  REWNREBFHETHE , )”JJE)\EEF' Aﬁﬂ}iﬁ%{%up SHIEENHEE, LogGroup B

B1E Image Builder PR TERENEZER , BZREEEEHE.
% RIR

BUNBYBREERTENAGNBAE X ABXRKNUTRRKIEREEE CloudWatch BERAE
o

- BH7E : CreateLogGroup
« HE : CreateLogStream

« H& : PutLogEvents

H&RE BHEXAG
RGWE TR
EEMNT TR
AHBEE KHBEEXHAE

N TFERBELERR , M—IJ«MEFH Amazon Systems Manager Run Command =17 E X # &55 F R
K, BREZEE , HZH Image Builder [F] 7 £ #
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Image Builder I Z &M

&% Amazon REF2E., BN Amazon BF , BRI R TEANREASHLLHBBEALNE
SR E BRI L LR,

ZERNTA Amazon WEAERE, TEHEERXREERNZNLZLUENTFHELEH .

- &% — Amazon f1IERI7E Amazon = Amazon Web Services BRS iz TR EAZEH,
Amazon RN ERMAIURLFEANERES. EAN—H2 , E=AFIHTEHUNAMNBIERNELEH
¥, ETHERAT EC2 Image BuilderfI &M itXl , ESHAmazon Web Services fRS RZEM
THRIR 2 B9 % 5 89 Amazon ARESSEE FR S H T RIK 2 8SEE .

- RIRRE-BNRTHEFERAN Amazon RERE, BEFENHMERAR , SELHBIENBR
., BRFANERAREANEEEZN,

LY SRS RS BY SR T SR A 4£ 65 A Image Builder BRI A SRE R EE R LUTR B3 BB i & & Image
Builder LRI BN Z £ M EMME B IR, LBFZET MAERA EM T EREZ MR & Amazon Web
Services k% B9 Image Builder &R,

F&

* Image Builder FHHFERF MTE Amazon HEER

« Image Builder #9 Identity and Access Management £ %

- Image Builder B & M3 IE 5 R

« Image Builder FEYEIE TR A 1

- Image Builder PV Bt iZERZ £ M

« Image Builder BREGEI M T B

« Image Builder By Z £ &R

Image Builder Y EIERIF FFTE Amazon HiEEH

Amazon &R T EC2 Image Builder FEVEIER . MAREFTR Amazon , ARRFEITHERA
B LIKER M Amazon Web Services =, BATEF N EEZWEMEN EHNBNES, £&E
AREFTEAB Amazon Web Services fRS WR LB ENERES. AXBERINESER |, F5
B BAERRFAE LRI &E,
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2, Amazon Identity and Access Management (IAM) IRENMNA AP, X# , 8NP RRE
THIERRMAENNRER. CEWNEBIU T AR HE

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS &5 Amazon BREES. RIMNERMER TLS 1.2, BIWEER TLS 1.3,

- EARE API M A FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF#ErE) RHEAR CloudTrail %o

« £/ Amazon M#FHERF RUKEPWAMERIAZ £EH Amazon Web Services R

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BHE,

o MREE Amazon BE G TITRESN APl #H1TIHRINFEELT FIPS 140-3 BiIFMMZEER | EFEH

FIPS in . BXATAM FIPS inRMEZER |, B5H (ZERFEELLERA (FIPS) 5 140-3
W) https://www.amazonaws.cn/compliance/fips/o

BB NENZEERBBEL (MEFFHE FIRMFibi ) RARERBEABERXAFTE

( MBMFE ) . XBIEER Amazon Web Services RS FEREHIA. API 5 Image Builder 2 H b
A& 1ERt Amazon SDKs, Amazon CLIFEATEMWAFRED B AR XAF B i AT 5iEEsa
EAATIIRIVMALE. MREEABRSHFRM URL , BB ETEENUFEIERIERFER
X Z RS BRI E R,

Image Builder H#Y 1N%3 #2347 & 38

ZRINER T |, Image Builder RS IHAEN KMS ZAX ST HRBEMBESHBEHRTNE , BUATHE
RERA
- BENXAH - Image Builder £ ERIA KMS ZEAH RS AN KMS ZHAX B € LA H4#H T,

- RETER - MREETHERIBBIREERYS , Image Builder TERAEFHEERANRE T
MEATINE . Image Builder SERAEMNZALEMBMNER | LUSITENREKE BRI TFER.

EBA BN EE B S WEH Amazon KMS, BER , & ENXREE Image Builder #iEH Image
Builder KMS #41, BXFEHAEE KMS AN EZEE Amazon Key Management Service , iS5
Amazon Key Management Service FF X A RIERHHI A,
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ATHMBHREHTTFNANCEENEIUHERLS , BLLUERENZREERESENE LT, FRAMNH
LT RIFE#ITINEE , & Amazon KMS BUNZE S X L FXHEREN, AEHERENLTX
RUBEH, XoXNENEETE | T8N R THE,

ARF5 R SR EE R BIE A B 0% £ T X LT Image Builder TERE RN Amazon BFEBZFR (ARN) o
FRAEFREZAMNZRGEIER

ERM—ERY , BUAFEA BN EFEEZRHAX Image Builder TERAER# TN, MEEREE
AEFREBAMEEZCIEN Image Builder TER , M AMEREABERH R F Image Builder 17784
R, MEHEMENHRZETERTRENEALNEHR. SR UBNHEXLIFRNR, E2 , NREH
HWZAM G RAR , Image Builder 5753417 RIEAT E I H THER.

¥ Image Builder TFRINXBRUFEAZEFREERZHNIEI NANTE , TR :
S 1 : A Image Builder 7R N2 40 BUR AR

E{£ Image Builder BB E I EHEA THERB RN ERTMNBEMBER , BHE KMS BHBEERFSIE
EXR.

L ROGIZSABERR T T Image Builder EELRINR , SECIRIRPMBIERTR , FHEETHER
RBEAEAXERR. ZREEAFHEERART THRMNR, N2 LT XMERICEREEFRE
HIEHA TERB IR TE X,

ERFERRGIERNEREYS, , BT —NIAM TERKITAR |, ZAEME Image Builder & F
BITIERBENNR, AP BERRIFERNE —FRIEANEELMIEEZRH IAM TERRNIT
Ak,

BEXEBEFREZPANESZELR | 558 (Amazon Key Management Service Developer Guide) ##J
Managing access to customer managed keys,

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "Allow access to build images with encrypted workflow",
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:role/YourImageBuilderExecutionRole"
}I
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": "*",
"Condition": {
"StringLike": {
"kms :EncryptionContext:aws:imagebuildexr:arn":
"arn:aws:imagebuilder:*:111122223333:woxrkflow/*"

}
}
}I
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"kms : *"
1,
"Resource": "arn:aws:kms:*:111122223333:key/*"
}
]
}

S22 BFNITERRITASHNERBRRR

Image Builder AIZ{T TERMBEN IAM BEEERESEAZTAREERANNER. MRLTEIHEEN
#4A , Image Builder R 753E A E R INZ S fF 2 2 TERTIR.

REBIERRITACHERBELUMILLT REEG,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowAccessToWorkflowKey",
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"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": "arn:aws:kms:us-west-2:111122223333:key/key_ID",
"Condition": {
"StringlLike": {
"kms :EncryptionContext:aws:imagebuilder:arn":
"arn:aws:imagebuilder:*:111122223333:woxkflow/*"

Amazon CloudTrail B¢ TEREMNEH

UTREERTHEAZFREZPAE#NOATNENBAZRGITERENEE Amazon CloudTrail &

Bo

530 : GenerateDataKey

HRBIERT Image Builder M Image Builder API #4518 Amazon KMS GenerateDataKey API
B ERT CloudTrail WEHATRER T AR F. CreateWorkflowimage Builder #4750 5533 #1H9 T4E7R 3 17 40

# , R T ZITERAE R,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "PRINCIPALID1234567890:workflow-role-name",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/workflow-role-name",

"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "PRINCIPALID1234567890",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {

"creationDate": "2023-11-21T20:29:31Z",
"mfaAuthenticated": "false"

}
},
"invokedBy": "imagebuilder.amazonaws.com"
},
"eventTime": "2023-11-21T20:31:03Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "imagebuilder.amazonaws.com",
"userAgent": "imagebuilder.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:imagebuilder:arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/
sample-encrypted-workflow/1.0.0/*",
"aws-crypto-public-key": "key value"
},
"keyId": "arn:aws:kms:us-west-2:111122223333:alias/ExampleKMSKey",
"numberOfBytes": 32
I
"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-cdef-EXAMPLEZzZzzzZz"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Rl fRER
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W RHIERT Image Builder M Image Builder API #4E7F 8B Amazon KMS Decrypt API & 4ER
CloudTrail WEHTRER T AR F. GetWorkflowlmage Builder EEEEAMBBRITERAR , REF8E

R AR

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "PRINCIPALID1234567890:workflow-role-name",

arn":
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "PRINCIPALID1234567890",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T20:29:31Z",
"mfaAuthenticated": "false"

}
1,
"invokedBy": "imagebuilder.amazonaws.com"
1,
"eventTime": "2023-11-21T20:34:25Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "imagebuilder.amazonaws.com",
"userAgent": "imagebuilder.amazonaws.com",

"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-cdef-

EXAMPLEZzZzzzZz",

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {

"arn:aws:sts::111122223333:assumed-role/Admin/workflow-role-name",

"aws:imagebuilder:arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/

sample-encrypted-workflow/1.0.0/*",

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF+4567890abc123D

+efl=="
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}
iy

"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-cdef-EXAMPLEZzZzzzZ"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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P 5 IAM B & ANAmazon RS .

Image Builder B9 & T 5 17 #Y 5 B&
XBFETHEMNER : 2

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RRRMH I, XLRE
EHAFANASAEMAMES T BLERFNITHLRE, BETHRNTEZETSHNRE , F5H
(AM BFiEE) FEATT EEARRE LB E X IAM &R,

B IAM ET S HKRE , BUNEEARTHIELNRENTRAR A TFHIELREENRE. B
THETI1E JSON K ERAMNFTETE |, i52H (IAM AF#ER) #8 IAM JSON K TESI A,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html

EC2 Image Builder ArfEm

Image Builder B E T & 17 # 5K & =51

E&EF Image Builder ET SRS RG] , 12 Image Builder EF 57K KB

Image Builder P& T JRH KB
THRETRRNERE 2

ETRIFH RIS MR R JSON RN, ETRFEMNRENRESE IAM ABEERKEM
Amazon S3 FEMKEE ., EXFETHRNKBNRS T , REEER JUMERENREHXEE
FROTR. X TEEPHMREENRIR , REEESUSE EE T X ZFRIATHLEREARETAL
FHETHIT. BXTEETHERNRBPEEEH, ERATUNSEK,, AF, A6, BRaAFEH

Amazon Web Services IR

ESABK/ER , SRCHENKS SHEMBKS R IAM XEEENETRRNRERNERE. B
XEZEE , BSH (AM AFER) PH IAM R EYEIK - F R T

Image Builder B9 SR BE 1R 1E
XERBEE =

B R W LAER Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAATBN M ATIRK
1THRE | UREMFLAFHFTNIT.

JSON S Action TRMATATFERMSE AV RIEAH AR, ERBDIZRIEUBTH
IRBRIER R

EEF Image Builder R1EFIZK |, 25 (BRFENRSZE) FH EC2 Image Builder E LK RIE,

Image Builder FEY RIS IREERIERTERA LT RIS :
imagebuilder
BEREEMEAPEESTRF , BEAESHENRT.

"Action": [
"imagebuilder:actionl",
"imagebuilder:action2"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2imagebuilder.html#amazonec2imagebuilder-actions-as-permissions
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]

EEF Image Builder ET 5B KRB RAI , 25 Image Builder T 5178 KB,

Image Builder B9 B %R
XEERBER : B

EIE R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAAIL M ATIRK
1THRE | UREMFLAFHFTNIT.

Resource JSON K T ZEEEZBHNAREN — I RS IR FNRESXKEK , EEAHE Amazon
FBRBH (ARN ) BERR. N TAZEFHRRRNROEAE , EEAEEM () ENEANATHRER
R o

"Resource": "*"

E&EF Image Builder BREXE R HEFIFK ARNs , HSH (RESTEINSE) FH EC2 Image Builder &
N ER. BT RERLAEAMRLIRERIEESHEIREN ARN , 12 EC2 Image Builder EX 1
1E.

EEF Image Builder ET 5 BRI =B , 25 Image Builder EF 517 #) KB,

Image Builder B9 SR BS54

XBBETRSHRBERMGE : B

B R W LAEA Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAATLN LA TIRR
1THRE | UREFLAFHFTNIT.

Condition TEBRBEENHFHIEEBEIMFNIT. BULUCIRFERASZGZER (Flw , EFH)D
T ) WERHFRER , UERBEPNRESERPWEETE, EEEFRE Amazon £R&XHGRE |, S
1AM B iEE S Amazon £ % H LT %4R,

EZEF Image Builder £ 8%k , F5H (RFRNSE) K EC2 Image Builder ZH4 %4, ET
FRRLAE SR RAVIREN R IR , 155 EC2 Image Builder & XY 1E,

E&EF Image Builder ET H RN RG] , 1S Image Builder EF 5K K.
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ACLs £ Image Builder &

¥ ACLs : &

mEZHE 5K (ACLs) ZHIMLERIEA (KPKA, AFSAR ) ARBRFR. ACLs SETRIFEH
REERM , RECAIAEEA JSON REEHEN,

{# A Image Builder 31T ABAC
¥ ¥ ABAC ( EBEHINIRE ) : BHX#

ETEMHMNHRMNREZES (ABAC ) 2—MENEKE , ZEBRETHAGSHEERENNR, &AL
TR INE IAM 245F] Amazon &R , AF1R1T ABAC REEUARFEZIHANRZIERE LWIRE
DT Bt 3 TR

EETHRISEHER , BEEMFEA aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys RHFRBERBNZUHTEFREFZER.

MRENBRSEN TEMBERREBIISMAX=FMGR , UXTZRS  ZEAR. NREMRSN
NTHDFRREISMBEX=ZMHR , MZENTD.

EX ABACHEZEE , 2R (IAM AF1ERE) RWEA ABAC BIUE YR, EEFIRE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMNIHRIMNRZES] (ABAC) .

FFim e EIE A T Image Builder
X FIREEL : 2

IS BHIE BRI Amazon BENEHIFRINE , A ERESEAKESSHRTRACKNBEIRIEN,
Amazon BWEBHSERIGHHES K MARERA KB RNZEH, BEXEZEER , 558 (AM AFiE
) F1 IAM F IR Z £ EUEMAER IAM B, Amazon Web Services RS

Image Builder kY ¥ iR 55 E AR
XBFHRRBERXIE (FAS) @ 2

AR E (FAS) £ 518 B KR Amazon Web Services fR% , Bl L Amazon Web
Services RS [ THERS X HBERNVIBER, BXREAH FAS ERWEREIFEE , HSHELHRSE,

Image Builder RS A&

xBRSAG R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BSAGRHA-MBSIEE. RRENTEREN IAM £, IAM EE R ATUE IAM F 42, S m
RIS AR, BXEZELR , H5H (IAM BF#EE) 1812 [ Amazon Web Services RS Z R
FRIVAE,

/A Warning

FUWRS A NN R 82K Image Builder B9ZhAE. X2 Image Builder 12X IES S
RERSAR,

Image Builder WIRFZ XA E
TERFRKAR 2

BREHExAEE—MEEIINRESA®,. Amazon Web Services BRE RS AT AR A R R EHITIRIEN
A, RESHEXABEIESLNF Amazon Web Services i, FBRABREZAE. IAM EERAIUE
EETREBRS<EKABHNR,

BXxBESHEXACGHWIEAEE |, H5S5H £ Image Builder B9 IAM RS X B E,
Image Builder EF & 3 #9 5K B

BEEA IAM ETESMHNERE , ZUMEEATRIELNBRENER , MRATRIELIBRENS
#. Image Builder XIS ENRME. RIEMFM4R, BXEE JSON KBPEANFETENEE ,
ESH 1AM A F1ERHE A mazon | EC2 mage Builder B, HRMFZHZ4,

R1E

Image Builder FHYREEIREEIRERIFER LT EIL : imagebuilder:., REGBAMLIMEBE Action
= NotAction Jt%&. Image Builder EX T —4H B HRE , MERETUFER ZRSHITHES.

EERMEUREESTURE  BEMAESHENRT , MTHAR

"Action": [
"imagebuilder:actioni",
"imagebuilder:action2"

]

WA LAERBES () BEZMNMRE, FlN , BIREELURIE List FANMERE  SFEUTE
£ -
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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"Action": "imagebuilder:List*"

EEF Image Builder NSk , S IAM AAF 18R F# Amazon Web Services RS ERME, &
RAZ R

AR E R M

BRI Amazon B3 G2 KM HHEHXEKE IAM B4 5 Amazon RIRKEE P RN R FHE
B, BEZHE | AM AP EE R BN,

ERBIBE X REH IAM BEBLARRETREFESNERMNHAEt. BIRFET IAM BEK
B B H0 2 & SRV ES B SRR BRRY IAM A

» EC2InstanceProfileForlmageBuilder
» EC2InstanceProfileForimageBuilderECRContainerBuilds

» AmazonSSMManagedinstanceCore

RIR
B R W LAER Amazon JSON REERIEEERNIARMT L, BRRY , WAEMAATLN M ATIRR
1THRE | UREMFLAFHFTNIT.

Resource JSON R, TERREEMENAREN —INHZ AR, FAZRESXE , HFEHAE Amazon
HBRBF (ARN) BBERR. XFAZEERERNRWIRE , BEABES ) ErBONATHMER
o

"Resource": "*"

ARN HZANMTRAR , XETH RSB TFRIBEHBREMNE 4. EVRFHNRE—IMTREBER
AR, ZFAM ID AW Z TR, Image Builder BIERRAT , EEAUTHER :

arn:aws:imagebuilder:region:owner:resource-type/resource-name/version/
build-version

(® Note

WEBREAHATERTEERIRARN 1, HR |, B API #84E ( 620 GetComponent ) & B4
F RS ME — PR IR E R R R IRo
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
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3 F Image Builder EEE A HFEAN TR ( HINMEMMREGRAHE ) , AIEETRUURUTTRZ

- REFAEENKS
« F Amazon IEERIR : aws

« B3< Amazon Web Services Marketplace % )& : aws-marketplace

LT RBIERT 7 Linux £%Z&% Amazon CloudWatch REHIETEAHHEH ARN :
arn:aws:imagebuilder:us-east-1:aws:component/amazon-cloudwatch-agent-1inux/1.0.1/1
WREIERT REUTARHEBFEE AL ARN : Amazon Web Services Marketplace

arn:aws:imagebuilder:us-east-1:aws-marketplace:component/example-linux-software-
component/1.0.1

BRFMAHYR ( BEFEAFMENIFIESRS ) NESZEER | ESRYE Image Builder A4,

T~ ARNs
LA 2IETLAE 1AM KRB 35 ER R IR ARNs By — L2 R4

« X% ARN

"Resource": "arn:aws:imagebuilder:us-
east-1:111122223333:instance/i-1234567890abcdef?"

- BEM (*) R RTEESEKFHNAEEM

"Resource": "arn:aws:imagebuilder:us-east-1:111122223333:instance/*"

- BEA () 7, ATEERERGIERENIERAE

"Resource": "arn:aws:imagebuilder:us-east-1:aws:workflow/build/build-image/*"
- EERK ARN
"Resource": "arn:aws:imagebuilder:us-east-1:aws:image/amazon-linux-2-

armé64,/2024.12.17/1"
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- BEK () =, ATEEEERGHNAAERAE

"Resource": "arn:aws:imagebuilder:us-east-1:aws:image/amazon-linux-2-arm64/x.x.x"

¥ % | EC2 mage Builder APl 2 EES R ZNER. EEEMEGFIEESZSINERR , I ARNs FiES

=8

"Resource": [

"resourcel",
"resource2"
]
Sirg

Image Builder Rt ETREFNEZMHE  AZXEHEEARZLLBEEHR., EEEFME Amazon £R&H
#,BZH IAM AFEEHRAmazon £BFH L TXER. REATHEETRSHWRHE,

imagebuilder : CreatedResourceTagKeys
ExmEsENEE6ER,
ERALBUNUREERTPREEFEFSERME LR, XAFEERE Image Builder BIEH R,

A A -t B AR UE A

FCreateInfrastrucutreConfiguration#UpdateInfrastructureConfiguration APIs,
imagebuilder:/CreatedResourceTag<key>
ExmEzENEE6EA.

A ks mT 32t 102 Image Builder 8128 R IRARZRBEIIRFEF R, XA FEBEEXHIREXR
&2 Image Builder &R,

A A - R A E A

FCreateInfrastrucutreConfigurationfMUpdateInfrastructureConfiguration APIs,
imagebuilder : LifecyclePolicyResourceType

ExREzENEEEA,

£ At A EIER P IS E R 4 0 B B BRI R % 7 B AR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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LM E AT BARAMI_IMAGEZ{CONTAINER_IMAGE,

A M- ZAGER FCreateLifecyclePolicyMUpdatelifecyclePolicyAPls,
ImageBuilder: EC2 MetadataHttpTokens

ExmEsENEE6ER,

ERALLBRAFFERPIEEN EC2 KPITHIE HTTP T ER T IE U5 B X R,
HERHWETLAR optional = required,

A A - R A UE A

FCreateInfrastrucutreConfigurationMUpdateInfrastructureConfiguration APls.
imagebuilder : StatusTopicArn

EXNECZENEEER.

{5 A LB AT IR R T R IR B FIRYE SR P AY SNS Topic ARN K& 177 ],

AR -t B ARERA

FCreateInfrastrucutreConfiguration®MUpdateInfrastructureConfiguration APIs,

R~

E&EF Image Builder ET S H RN RG] , 12 Image Builder EF 578 KB,

Image Builder & T % R H KB

ETRFNERBIEE T EEEXMAAE Image Builder BIR EMITHIREUREFARL T AT

1T. Image Builder Xt XA M, BMEMBRREFWE T HRNNRKE ., ETRFRNREALFER
TRREEMKSRTFERNR, S&E 7 ERET R FRRRBER L Amazon BRS5 15 FERVE A,
BE&MERET

ETF Image Builder #r Z IR X

AT LU AR B AN E Image Builder B R F1E R PR L4515 F Image Builder, EE FHREEHI
HE , BEEMFA imagebuilder:ResourceTag/key-nameaws:RequestTag/key-name %
aws:TagKeys R RBERBNZ M4 TEZPRUFZFE . HXIRIC Image Builder RN EZFER
B2 A FRic KB/ E IR Amazon CLl,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Image Builder IAM &€&

| AM £ & RENEBEF R EMNR Amazon Web Services Ik FISE K,
s Bt 45 UE A T Image Builder

A LAER IR EIE# TS B RRIEES , 2k IAM B89 REKF AR, S LUEN
FAssumeRole= Z F B Amazon STS AP ##/ERIREUIE Bt & 2 iE $5 GetFederationToken,

RSRERAE

FR 5548 A Amazon Web Services IR A FHRIEMRS PR ERARKREBTERIRE, RSXEKA
BERE IAMKFH |, HHZBRSFE. EEEERGENRNAFIULESEETRERERSHXA
EHRER,

Image Builder X REHERAR., BXAIEREE Image Builder RSHEXABWER , H2H £H
Image Builder B IAM BRFZHEX A,

BEAR

IR A RS AREEERSAE, Jtl:ﬂ@;mﬂ&%ﬁlﬂﬁﬂﬂﬂ&%qﬂE’Jﬁ;ﬁl«)\ﬁi STRIRF. BRSS
AEERE IAMK/H , ARZKFAE. SEKRKEEEEER GRNERNAS TUERIE S BN
fR. B2 , XHMATAES P HTARSS BV ThRE,

£ Image Builder F & S3 F# M TR RRYHIEL R

EC2 Image Builder 4 %3 Amazon RSB EH S3 F#E , HPIEELWIK S HI1Z1T Image
Builder THEATAIFMNAI FTHRIR. MREEABIE DT KZEFFREHRX Amazon S3 BIiHRE , T
REERBATTRXLEFER. BUERAFHENE ARN HEFME URL FXLEFEEBIIATTR
& BAEURTEM{aE ST Amazon S3 K94 B X FR,

AHEES|SHA (HBE)

it S3 FREBEE5ISHA , BTERA TR EC2 BrSEHI LiRE EC2 TOE MAEF. Image
Builder FE T8 MIA S gEIFH RGN M AN o

« S3 77f&#@ ARN : arn:<Amazon partition>:s3:::ec2imagebuilder-managed-
resources-<Amazon Region>-prod

« S3 FMEMEML : https://ec2imagebuilder-managed-resources-<Amazon
Region>.s3.<Amazon Region>.<Amazon partition-specific domain name>
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https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
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REAH

It S3 FEBEE Amazon EEAHNEE MM E . Image Builder EEFRINR T BE T 5B 5 e
ENEREAY.

- S3 Ff&# ARN : arn:<Amazon partition>:s3:::ec2imagebuilder-toe-<Amazon
Region>-prod

- S3 7FEMMUL : https://ec2imagebuilder-toe-<Amazon Region>.s3.<Amazon
Region>.<Amazon partition-specific domain name>

Image Builder &F & 17#Y SR B

E3-
- ET BRI RESXRE
« M Image Builder #2414

ET 5O RBERERER

ETHEMNRBEBEEN AR ULGIE, HE M BREK S P H Image Builder TR, X LR METRE
£F Amazon Web Services IKF =4 R A, SIERFEERE T BRI |, HERERUTIEREMEI :

- FaEA Amazon RERBHEROKENRNE — EFBEAFMIEARR TR , EEART
ZENAFIRTFNRAAMazon EE XK, SIIERAMAF A Amazon Web Services Ik, &
MNBWEBETE LN EHN G Amazon EFRFRERBXFE —TRDNR. EXEZER , FS
7 <IAM AF8R) HE Amazon FE RS TEEREERIAmazon FEE K.

- NASENR : £EA IAM REERENREN , BREFRITESENNR. At , BALER
ERERMGT AIUNBERRRTHRE , RN KERRTFAT. BXER IAM NANRRNESE
B, #FZHE (AM AFERE) P IAM PR R FNER.

« A 1AM KRR — S REIH AR « 4477 LA ) 58 B 7 I S 440 SR BR I X 12 4E RN SR A 17 ) o
Bl | AR BRI R RIEESAMER SSL EREFIEHER, NMERSBRERBEIHENSNE
AR, N ERREXRRE TN RS BRIERN GBI Amazon Web Services BR%S , #1320 Amazon
CloudFormation. BXxEZEE , H5E (IAM AR £/ IAM JSON FEBITE | &4,

* £/ IAM Access Analyzer B iEER IAM Kl , UBARN R LS MI0EEM : IAM Access
Analyzer 2 IFF R FI B KR , LHREHBAS IAM KEIES (JSON ) M IAM FH{ESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , H2H (IAM AFER) FHEA IAM Access Analyzer KiiE KB,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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« EEZESHRIE (MFA)-TIR Amazon Web Services Il EHNIZSEE IAM APSEBAF | 5
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH KRS, BxX
BEELE , 55H (IAM AFiER) FHER MFA R AP i/,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

£ Image Builder &1 &

E{j8 EC2 Image Builder ###l4& |, BA4HRE —ARENR, XENRAFEIHMETEXEN
Amazon Web Services ik H#Y Image Builder IR FMES . WRECNBHNET SO REELLRT
FHRENBRESE , WEENEFZREHEE (IAM AFSAR® ) EEETEHSE,

NEHRIER 1AM SKART LAEA Image Builder #&1& , B4 EHK ML T Amazon EEREEZ — :

« AWSImageBuilderReadOnlyAccess & B
« AWSImageBuilderFullAccess S

B X Image Builder EFEXBHNEZEER , 1525 5 EC2 Image Builder £/ Amazon & E .

/A Important

AWSImageBuilderFullAccess K& 2 8|2 Image Builder [RE <A BFTAEN . 1F b 5 BEF
NE 1AM SHKET | BEXTMMATEENLKE , HESEFANRR ( ZBRENEMPTRE

imagebuilder) :

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"sns:Publish"

]I

"Resource": "arn:aws:sns:*:*:*imagebuilder*"
}I
{
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"Effect": "Allow",
"Action": [
"jam:GetInstanceProfile"

]I

"Resource": "arn:aws:iam::*:instance-profile/*imagebuildex*"
}I
{

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:instance-profile/*imagebuilder*",
"arn:aws:iam::*:role/*imagebuilder*"

1,

"Condition": {

"StringEquals": {
"iam:PassedToSexrvice": "ec2.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"s3:ListBucket"
]I
"Resource": "arn:aws:s3::*:*imagebuildexr*"
}

3 F1XE A Amazon CLI 5 Amazon API WA F , BLEERNHIREREEZEHIANER, Bk , RAWH
B E& 2R TR APl 2 4EHE PR B A 1246,

BE X TERZR IAM X R

FERATERESTIRENEENL TERERRegisterimage , Br T #5/#H Image Builder & RBg 2
A, TREFEEHM IAM B, ATWNEEENTERESRZEERFENHANR,

Registerimage & BRIZIENR

#ZRegisterImage S HIRMEZEE4EMN Amazon EC2 MR F LT MAMIs F ATk RIRBIRZ, £
AincludeSnapshotTagsZ#at , EEFIIRR K IR IR R
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RAriEmE

Registerimage SRIREFTENR :

XNTRRERR , RFRITHU TR

*+ ec2:RegisterImage

* ec2:DescribeSnapshots

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:RegisterImage",
"ec2:DescribeSnapshots"
1,
"Resource": "*"
b
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*::image/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "RegisterImage"
}
}
}
]
}
PR EE

« ec2:RegisterImage-FE AMIs MIRBAEMFTIRER
« ec2:DescribeSnapshots-FEAKERRBIRZLincludeSnapshotTags: truells AMI & &

FH Bt A LEIR

« ec2:CreateTags-BEXEMA AMI ML , ‘E3F Image Builder BRIARZ T A H IR BIRZ

BEX THERREMRER
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® Note

Zec2:DescribeSnapshotsiXPR{XfEincludeSnapshotTagsS iR B N EMAtrue, MW
RETERALLIIEE | WA LA B IR,

includeSnapshotTags/E fi/& , Registerimage SERIEMESN :

- MREBFRZRFPIEENSE —MUBHRRIFE

o HEBREAT Amazon REMIRZ ( B “aws” FFAMIRE )
- FREBIRZEESREERF/OIRKIN AMIERRZE S

- SRR ERLEPRERY , LEEMA Image Builder #5%

Image Builder T 5 RHY KB

BRUOMAGZAHNEE , BSH EAAHEE N Image Builder B,

BR %l Image Builder A #F 15 R4S ER IP Hbit

LU R BIAE A A PR FARBRAX A4 ITET Image Builder #4E, ER , BRUMKBFHEFEE
B IP hutSEE .,

LB APHRERR T AN EBRMPARZA 4 (IPv4) IP #h3ik#9 54.240.143.* S8 , BH— M
54.240.143.188,

ZConditionRfEAIpAddressHNotIpAddresss - Maws:SourcelpiMig , GER

—N AmazonTBEINZH R, BAXERGRBNESEE , BSAERRPEESRS. X
Yaws:sourcelp IPv4 EEAIRE CIDR kNE. BXEZER , BZH (IAM AFERE) #19 IP
it K IZE R

JSON

{
"Version":"2012-10-17",
"Id": "IBPolicyIdl",
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"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Action": "imagebuilder:GetComponent",
"Resource": "arn:aws:imagebuildex:*::examplecomponent/*",
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp'": "54.240.143.188/32"}
}
}
]
}

71 EC2 Image Builder £ Amazon £ & 5 &

Amazon EEXMERVNENESE IR ERE Amazon,. Amazon EERKEE N FZE N AHIEM
R, MEZRTUFBIAF.,. AN86e9BNERE,

HigfE , Amazon HEERB AT NENEEASRTFRENERNR , BN EMNATHAE Amazon
EREM. RMNBVEBETEXEE TEARMNE - EEERBRE —SBONR.

BT EE R Amazon EEFEBPENHNER., R Amazon EH Amazon FEE KB E X HRE |, 1
BN MZREBAMXBNMEZERASS (AP, AFA® ). Amazon RREFREEB K API
KA RS 1] LAE A Amazon Web Services RS B9 AP| #24EBE # Amazon IEE K,

BREZER , F5H (AM BFERE) M Amazon EEN K.

AWSImageBuilderFullAccess K&

% AWSImageBuilderFullAccess KR FFTH A @3 Image Builder BRI £ HRINR |, RFiZ
AL, #HiR, 61E, FHMMIER Image Builder &R, ZFKMIE B X< Amazon Web Services R
E ARRFAENEQNR , FlanEil B RNE P I R H 280 E IR Amazon Web Services B B3
HE,

PR 41E B
ZRBEIELUTNR :
* Image Builder - R FEENR , £ZARTLUSE, #HR, €2, EXMMBER Image Builder &R,
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« 5% EC2 — £FihEIMPR Amazon Desc EC2 ribe ##4E , XEBRERRII R REFERIKEE Ti%
T8 RIRSI R A EN,

« 1AM — 82 F 15 R X BR LASR ER A1 46 A & #& & “imagebuilder’ 8 SE Bl &L B 324 , @33 iam:GetRole API
BRAERIE Image Builder RFHEXABREFE , UK BIZE Image Builder [RFHEXAE,

- License Manager — & FiFRIAXBR , SA%I % R B9 1F AT UE B & =% i AT ik o

« Amazon S3 - B FIFENER , SASIHE TiZk - F@EE , AR BFHHHE imagebuilder’#y Image
Builder fZ& 8.

« Amazon SNS - [@ Amazon SNS #FEANIR , AR & “imagebuilder’f) E B EBFT BN

EEFHRBEHNR , E5H (Amazon FERKKSZE) FH AWSImageBuilderFullAccess,

AWSImageBuilderReadOnlyAccess & &

AWSImageBuilderReadOnlyAccess KGR X T Image Builder iR RRF RN, = FREREU
3T iam:GetRole API #ERIE Image Builder RS HAXBBEREE,

PRI H{E S
ZRBEBEUTR :
+ Image Builder — & FX¥ Image Builder &R 21215 A PR

o IAM - BEFiHRIARR , LUES iam:GetRole API R{ERIE Image Builder (REZHEXABREBEFE.

ETFHRBHONR , ESH (Amazon REXNKKSE) HW
AWSImageBuilderReadOnlyAccess,

AWSServiceRoleForlmageBuilder B

ZAWSServiceRoleForimageBuilder B3 /t iF Image Builder Amazon Web Services RS KRB
B,

RERIFMER

JBid Systems Manager #2 Image Builder [RFHXBER |, ZREFH MBI ZAR. BX Image
Builder RSHEXBENESFEE , i§SH £ Image Builder ) IAM RS HXAE,

LRI E U TRR !
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 CloudWatch B&-BRF 812 CloudWatch B &G HE _E & B A FRUTF LAV E{T B B LB 5 R AR/
aws/imagebuilder/,

« W5 EC2 — X Image Builder ATLABE, HIRRBAEMECIZIE G (AMIs) , FHIELAIK
FHBZEC2 Khl, Image Builder 2IREFECEAMENRE, B, MBEEO, ¥, 224,
WANEREMZAX |, SRR EECBNEANMEGE, ZFIMBIRECreatedBy: EC2 Image
Builder=fCreatedBy: EC2 Fast Launch,

Image Builder AT BUSRERE X Dk EC2 BRE&, SEHIEME., SZHPRE, EHNIKSTRAMNSKIPIRE, B
HER, 7M., ENNL D EC2 BRI LAHRENEFER.

Image Builder AISAE#FHREKIRE , LU AREZEAKF R H Windows EfIIREE 3N ( HAREGIRE
CreatedBy: EC2 Image Builder ),

A | Image Builder TEAB 3, FIEML LK FETHSES , EATBLHEE Amazon

EBS R, SIEZMEFHFMEMBIENR , FHIEME , FHRZL |, URELZBES
Ec2ImageBuilderCrossAccountDistributionAccess RE& R FIXRIK ~ Z B EFIR &, WMEIATR |
FIEXEREHEZMFERH Image Builder #71iE.

« Amazon ECR - [@ Image Builder # FiGRIXR , EFE#HTASRMBGRAHENCIREREE , Hh
HEBWRFRNIRE |, RS HIRESEE. Image Builder E#Z Fi5 R ARR |, LAIEIREURE IR B
ERBRE A AE RN A&,

- EventBridge— ¥ Image Builder 8121 & EventBridge HMIHI R,

« 1AM — #2F Image Builder 77 EIXR , A LARFERIK - P EER A E4&ZE LT ik EC2HE NS A/
S,

« Amazon Inspector — [@ Image Builder &% Fi5[E AR , LAFIE Amazon Inspector A6 58 B 9 2 K4
HiE  HRERENATRENREGHNE R,

 Amazon KMS : [@ Amazon EBS &R FI5RXR , A%, MEREHNE Amazon EBS B, X—
RIEEEE , TUHERY Image Builder FIEBRGAT |, B BRER EE TE,

« License Manager — [ Image Builder I F 15 R4 PR , LUBN license-
manager :UpdatelLicenseSpecificationsForResource ¥ License Manager &,

« Amazon SNS — @i F & B 4E /] Amazon SNS EEEBFE AR,

- Systems Manager — [ Image Builder & Fi5RIfXPR , LA Systems Manager is 5 R HE A,
BEEZE., EHRXRFEENEHIRITRS, EHRRMUIFIKEXIENEN , ARG S RAFEHE
B, Image Builder R AT A ZIEB{LES , HELEXNKS PEERRO B LINIT,

Image Builder #E# E#812H "CreatedBy": "EC2 Image Builder" WAk HiZToT
A , BAFUTHEA#H : AWS-RunPowerShellScript, AWS-RunShellScript #1 AWSEC2-

R =
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RunSysprep. Image Builder £ 7K = H1 /537 Systems Manager Ba1{tin4T , AT AFEL
ImageBuilder JFk#9 Bah{L3X 4,

Image Builder ¥t 7] SATE 1K = AR 9 (AT SE 451 1 22 S BROIRAS B IR BR R Bk ( REREAIIAE R AWS-
GatherSoftwareInventory ) , ¥ BRI LAZEK - F €I Systems Manager [RFHEXAE,

Image Builder REB RN LS HEFEHSE , HERMAEHIBZINAESE , /imagebuilder/iX
HER AT AEA Image Builder MFTARZAH I H i i AMI IDs KEFHSEE,

« Amazon STS : [8 Image Builder BF 15 EBR , LUFIKFHE R
EC2ImageBuilderDistributionCrossAccountRole HI & & AEMIKF |, siiRRZACHEERBA
FRA. XAATEKFREDE,

EEFHRBHNR , 55H (Amazon BREX KK SE) M AWSServiceRoleForlmageBuilder,

Ec2ImageBuilderCrossAccountDistributionAccess 5B

% Ec2ImageBuilderCrossAccountDistributionAccess &6l Image Builder R F R , LATE B AR X1
Bk 2B B, Lk, Image Builder RJ BAXY K = R EVMERINE B3k EC2 B A #ATHIR, EHIR N AR
X, ZRBEEATFET ec2:ModifyImageAttribute APl RIS AMI PR,

KR FHE R

ZERBEBEUTNR :

« W5 EC2 — EC2 AL D@ R, EFNSHEANELE , ARAKS PHEMLDEH EC2
FeIEmRE,

EEEHEBANR , 550 (Amazon REARKSE) HHY

Ec2ImageBuilderCrossAccountDistributionAccess,

EC2ImageBuilderLifecycleExecutionPolicy & &

ZEC2ImageBuilderLifecycleExecutionPolicy BlZR & F Image Builder W T# IF . 5 A MR
Image Builder BB RERERERR (RRB ) SRENNRAMIs , U FMGEGRARERTSHE
HAM

R FHE R

R EE TR :
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- W% EC2 — BFLUGHEIFREIMNR , EC2 ATHEXNIKF PHERENIL SEREMRE (AMIs) 1T

LA F##fECreatedBy: EC2 Image Builder,

- BRAMER AMI,

- ERNEZARGHA.

o HRFEH AMI,

- HRFEH AMI BRIGRE .

- MBS AMI RERHI SRR,

- REFRFRNIRZ,

 TE AMI FR NS BRFF A AR

« Amazon ECR - [@ Amazon ECR #&#FiFRIfXBR , AXYEH LifecycleExecutionAccess: EC2
Image Builder #r&EM ECR 7 E LT T #HELCIEBIRAE, S BREIF AN LASRB LD
AN

* ecr:BatchGetImage

* ecr:BatchDeleteImage

EEFEHERSIMEIREH LifecycleExecutionAccess: EC2 Image Builder B ECR 4
BT IHRENR,

« Amazon &JR4A — &F Image Builder E FHrEIREVE RHINIR,
« EC2 Image Builder — Image Builder ##% 5 il BR B & £ B B3 & R IR VIR o

EEFMKUNR , 55 (Amazon TEXEKKSZE) Bl

EC2ImageBuilderLifecycleExecutionPolicy.

EC2InstanceProfileForimageBuilder B

ZEC2InstanceProfileForimageBuilderR B % F EC2 KI5 Image Builder FTEM HKIENR. {BiX
EFEAE A Systems Manager KEFTEHNR,

RERFHER
ZERBEBEUTNR :

« CloudWatch B&-BF 6|2 CloudWatch B &G H £ & B A FRATF LBV E{T B EA B 75 R AR/
aws/imagebuilder/,

« Amazon EC2 — B FiH R R IR E FMRFE, 612 Image Builder 8% F) & TR 1R B8R 55 R #Y 1R B L
% Image Builder & RE8IZHRZ,
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* Image Builder — R FIREVEM B G4 K255, Amazon Web Services Marketplace 4 #4#95 7] X
PR

« Amazon KMS— #NRImage BuildertA - 2&E i NZERY , MENEZZAH. Amazon KMS

« Amazon S3 — B FiFRIMNER , UIREUEMEEBFREL ec2imagebuilder- ISO FFk#9 Amazon S3
FREBPHONREXET BE R ISO BHERIR.

EEERERONR , 55H (Amazon RERX KBS E) HHY

EC2InstanceProfileForlmageBuilder,

EC2InstanceProfileForimageBuilderECRContainerBuilds &K &

ZEC2InstanceProfileForlimageBuilderECRContainerBuilds K &% F EC2 SEHI7E A Image Builder
9% Docker 5if§ , A/E1E Amazon ECR ABEFMEEFIEMNFREEGNAIFEHNRENR. BEXFE
¥E{E A Systems Manager REFFERNPR,

RRFHRER
ZERBEEE TR :

« CloudWatch B&-&R T 82 CloudWatch BEFFFHE E & B FRUAFF LT B A HBY AR R/
aws/imagebuilder/,

« Amazon ECR - [@ Amazon ECR &#FFRMXER , IREL, EMAEMEEEZME , UEREBENS
b,

« Image Builder - & Fi5RIXPR , LAZREX Image Builder A=A B8 o

« Amazon KMS— R Image BuilderdA L RE5EL A =2 @I MEZH , NIRFRERRZAHRER[ESHH
PR, Amazon KMS

« Amazon S3 - RFINPR , LAIREVFMEBR L ec2imagebuilder- FF3kAY Amazon S3 F# @
X R,

EEFHRBHONR , 55H (Amazon REXKKSE) P
EC2InstanceProfileForlmageBuilderECRContainerBuilds.

Image Builder E# Amazon T £ & KB

AT R4 E %< BImage Builder Amazon & &R & T 18 BR BRiX & B BRI iZ RS TN EFTEVE B
XM THEEXRNBER , FiT 5 Image Builder X #4752 id FWHE LK RSS /Ro
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RAriEmE

BX

AWSServiceRoleForl

mageBuilder : XM A RN E
#

EC2InstanceProfileForlmageB

uilder : I B KW EFH

H- 3 i

]

P

Image Builder X iz s5 A &3

17

TUTER , UXEFERA

ME B2 X BRI A Amazon
Systems Manager (SSM) Z#
S

AINT ssm: GetParame
ter BL71F Image Builder i3
/A SSM S B aI &5
HIBRHFE SSM S8, /
imagebuilder/ LEE{]
AIAEERAHFER,.

WHNT ssm: PutParameter
LA Image Builder E#i/
imagebuilder/ kA Image
Bu IDs ilder 7E#ThR A A &
ERRE AMI AEIRNFAE
SSM ¥,

Image Builder 3£ fift & XX
HRBEHITTUTER , MUX
B ISO XMHTHRESXHT B
% ]

£s3:GetObject #
YRR B RN
TRAN BT RS
"arn:aws:s3:::*/
*.iso" M"arn:aws:
s3:::*/* . Iso" o

B

2025 7 A 23 H
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RAriEmE

BEX

AWSServiceRoleForl

mageBuilder : XM A RN E
#

EC2InstanceProfileForimageB

uilder : XY I B KKK EH

EC2InstanceProfileForimageB

uilder - SEHTHY R BE

DU

Image Builder X lRF A
BT TATER , UZEF
Microsoft & iR ER L 1ISO
XHEREMBRES A,

WY ec2: Registerimage
LAt Image Builder 812

REH BN EMEARE
RERMNEZT RN 1SO
BEXHHE AW AMI,

Image Builder X7 3=l it & X 4
REEHITTUTEDR , U
MEEE BRGSTBIERBR R

EF B &R DescribeSnaps
hots LRI T AT ec2 #
{E : DescribeVolumes

M, URREFEMES, &
A Image Builder 8128 %
R T LAT#4E © Creat
eSnapshot BN REBRIR ,
LA CreateTags. GetObje
ct AXNHT BERN “ISO" B
BIRAMT s3:

Image Builder E#
TEC2InstanceProfile
ForImageBuilder Bk,
AV BB E K ETIREL Amazon
Web Services Marketplace 42
#.

B

2024 £12 A 30 H

2024 £12 A 30 H

2024 £12 A 2H
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RAriEmE

EK

EC2ImageBuilderLifecycleExe
cutionPolicy : # KB

AWSServiceRoleForl

mageBuilder : X HE RKHEHE
#

DU B

Image Builder #1725
AR {6 4 n JB) A B ER AN BR A9 37
EC2ImageBuilderLif
ecycleExecutionPol

icy %mﬁo

202311 A 17 H

Image Builder MRS A®#FHIT 2023 F10 A 19 H
TUTERARESFIMER

%O

#1148 ec2 : DescribeHosts ft
¥ Image Builder 3141
ID A EH ML F/E a5k
Bl B RS-

AT ssm:GetCo
mmandIinvocation , API ##
YELLB# Image Builder A
FTHREwSRAFEMAEEN
Tt
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BX iR H &
AWSServiceRoleForl Image Builder SRS AT 2023 F 9 A 28 H
mageBuilder : M BARBENE TUTERURHEKFIMES

# ¥

¥718 ec2 : DescribeHosts /3
H Image Builder #iE#1
ID LAHEE H a4k F /B 3h38
BIEY B BURES.

AT ssm:GetCo
mmandInvocation , API #
YELLB# Image Builder A
FTHREGSRABEFEMAEEN
Bt
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BX iR H &
AWSServiceRoleForl Image Builder X1 55 & &3 2023 £3 A 30 H
mageBuilder : I BARBEHWE TTUHUTESR, AAR¥F Image

# Builder T/EREWE AMI F

ECR RRRB IR FRLE
Ro FNRZEF CVE RN MIK

& IEE.

WINT inspector2: ListCover
age M inspector2: ListFindi
ngs LA 2 Image Builder #
TE Amazon Inspector {55
BN BIIaE |, HURER
ENATFABNBGNER

W HNT ecr:CreateReposito
ry , #E3R Image Builder
M CreatedBy: EC2
Image Builder (tag-on-
create) FRICTFMEE. &R
N7 E&+HRE CreatedBy #xr
LRI ecr:TagResource
( #1H tag-on-create )
DR —NEREFEEEBHU
FkHimage-builder-
*BE AR, B FRR &I ATFS LE
RBRA S , HBhLEXS Image
Builder < 820 17 #f FE Bt 1T
B

BatchDeletelmage N &
FRZER ECR 16 AN
T ecrio CreatedBy:
EC2 Image Builderlit
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RAriEmE

EK

AWSServiceRoleForl

DU
PR ZE SR 17 i o 4 PR A

image-builder-* 7f

“
No

 Image Builder 7107 €l
BMNEEE M InageBuil
der-* FEEHIILE
EventBridge £ E# N K E
HR,

Image Builder 3 RS A& #H 1T

mageBuilder : XX BERMEHE TUTEXR:

#

AWSServiceRoleForl

W INT License Manager iF
A[E{ER ec2: Runinstance
HANER AMIs |, AR
& A 5V R E ok B
Y EL At AR

Image Builder 3 RS A @ 1T

mageBuilder : XY BERMEHE TLUTEXR:

#

¥ HT EC2 EnableFas
tLaunch APl #24EXBR , XA
B ARMEZR Windows E4I#9
BEREHEE,

#H—F4/NT ec2 : Creat
eTags BN R FIF LR M
e,

B

2022 3 H22H

2022 2H21H8
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RAriEmE

BEX

AWSServiceRoleForl
mageBuilder : NI A KW E
)

AWSServiceRoleForl

mageBuilder : NI EREWE
1

AWSImageBuilderFul
|Access : XA KGRI EHT

Image Builder EFF 1R ERE KX

DU

Image Builder 31 g5 A B# 1T
TUTEXR:

SRR , LLEA VMIE
RS S AR LA M el
R AMI,

WET ec2 BEE : Creat
eTags BIEME R FRMHF

o

Image Builder B R INFIR ,
BB ZMNER RS HMRE
MR FER R,

Image Builder X 554 1/ [E] X BR
AEHITTUTEXR :
I AYF ec2:Descr

ibeInstanceTypeOff
ereings KPR,

WHNEMA ec2:Descr
ibeInstanceTypeOff
ereings MR , f&£
Image Builder 2% & BEH

8 I BRI = Hp ] A Y SR 38
ﬂo

Image Builder FF#RERERE
Amazon EE R E XK,

B

202111 A 20 H

2021 8 A11 8

2021 4 A 13 B

202154 A02H
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£ Image Builder B9 IAM [REGHXAE

EC2 Image Builder £ Amazon Identity and Access Management (IAM) fRE <A E, REHEXE
BE—MHMERAN IAM A€ | ©5 Image Builder E1ZHX, REHEXAEH Image Builder FiE
X, BRZBRESAEREEWUMA Amazon Web Services RS FTERFT AR,

RS XA LEE SN MR E Image Builder , R ABTAFHRMSLENNPR. Image Builder E
NHBRSHEXACHNRE , BRIESAENL , BN RE Image Builder JARAZAR, EXHNRIIE
EERBANNRER., TR R R M IEMEAH A IAM K4F,

BXRIFERFEXACHEMRSHNER , FSH5 IAM B & F A BAmazon Web Services RS , 3
& Service-Linked Role ( [RFHEXAR ) JIRETRRA Yes ( 2 ) RS . BEEEREEFTZRFZH
PR %5 o< BR A € SRR 5 3

Image Builder Ky RS 1E< A BN R

Image Builder £ FIAWSServiceRoleForimageBuilder R 55 < Bx & & /o i EC2 Image Builder X &R &5
B Amazon &R, BRE %A ®S{E imagebuilder.amazonaws.com BRERRAZAE,

BEZEFHONRZBEFHEXAG, HEE Amazon EEEH A, = Amazon APl FAIEZE — Image
Builder B &8¢ , Image Builder 2 R E8IZRFZ XA B, Amazon CLI

BUT R B AT I 2 TRV BRER

« 7£ Image Builder & & HPiZTEE M-S A0 E B E LR &,
- AT API B2 —=KHMHMH Amazon CLI i3 F :
« CreatelmageAP!I #&4E ( create-image? Amazon CLI ) .
« ImportVmlmageAP! #4E ( import-vm-imagefE Amazon CLI )

- StartimagePipelineExecutionAPI #4E ( start-image-pipeline-executionfE Amazon CLI ) .

/A Important

WMRENKFERBRESZSHEXAR  EUUERAEENTIEERCEE., HE0E%E—1 EC2
Image Builder &JREY , Image Builder 2 FX N LI BRZHEXAE,

E&EF AWSServiceRoleForimageBuilder X PR , 1§25 AWSServiceRoleForlmageBuilder g 7T
Hoe ETHMEXRNBSHAACEENRNESZEL , B2H IAM AFREBTHERSHEXAGIE,
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MIEH K = #2BR Image Builder [REZHEX AR

BT LAGER 1AM #24] A Amazon CLI, = Amazon APl WG K = h F 3 B BR Image Builder #I RS #8
KA, B2, ERITHEEZE , XTERAKE AEMA5|HEH Image Builder IR

(® Note

FEZ A MIER TR , 218 Image Builder RFEEFERZAR , BERATEESLAK. MREEIX
iER  BESFLoHEER,

5 AWSServiceRoleForImageBuilder A& F A/ Image Builder &R

1. EFRBEEH  FRIVXEEESTHINEMNEENRE, EECEEESTHNHE | BEH

Amazon CLIF#Y cancel-image-creation %,

aws imagebuilder cancel-image-creation --image-build-version-
arn arn:aws:imagebuilder:us-east-1:123456789012:image-pipeline/sample-pipeline

2. FREEENERNRAFIUERE  EBNRTEHERATH] , WNFEBIBR. BXxMRERN
BZEE , B5H MR T HSAREAB Image Builder &R,

ER IAM HIERARSS AKX AR

AT AR IAM $25]& Amazon CLI, 2 Amazon AP MIREI K 7 0 il BR
ZAWSServiceRoleForImageBuilderft, BEXELEE , B2 (IAM AF1ERE) TRIMIBRAR
SHEXAE,

Image Builder lRFZ X A B 3 15X

Image Builder X #FERMRSHFTE Amazon XFHFEARZHEXBE, BXRIZHFN Amazon XiF5
R, BFSMAmazon XML iET =,

Image Builder Y IAM (0] & 5E 3 £ 25

£

« BFELMIE Image Builder FifITIRE

- RFEBIT iam : PassRole

o BRAEARFELAN AGEFE Amazon Web Services I B Image Builder %R
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EFTNIE Image Builder B TIR/E

MREWRERETR |, BRETIMITEMRIE | W AFER R AVFIITIZIRE,

% mateojackson IAM AP ZAERARFAEERTXEM my-example-widget BRHFHAEFE ,
BFRMEREN imagebuilder:GetWidget WRRAT , &K % LR RHIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
imagebuilder:GetWidget on resource: my-example-widget

FEHRBERT , BOEH mateojackson AFKIEKE , LAFMERA imagebuilder: GetWidget #1
E my-example-widget &BiRo

MNBBEEHRB) , FREREWN Amazon BB G, FHNEEARRMEEREILIN A,
R 1T iam : PassRole

MRBWE —MEIR , RPBELRINIT iam: PassRole BE , MIAAEHREUAF BT ACLBES
Image Builder,

B L Amazon Web Services RS AT BNINEABEKIBRELEZES , MTARCEFNRSACSHRSHE
XAR, Akt , BUMEEFACEKIZEIRSHNR,

=& N marymajor KV IAM AP 2 EAE S A% Image Builder RITHRER , 2K E LT R4
%o BR , RELMEBTRSACHRFHNRT AIMITILEE, Mary FTEBRABEZIE RSN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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£ UpdateOS B2IEBIRMAH ({XBR Linux F Windows, macOS 73 # Update0S R{E1E
o )

schemaVersion: 1.0
phases:
- name: build
steps:
- name: Update0S
action: UpdateOS

£ F Bash &% yum EFHVAH

schemaVersion: 1.0
phases:
- name: build
steps:

- name: InstallYumUpdates
action: ExecuteBash
inputs:

commands:
- sudo yum update -y
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#!/bin/bash

if [[ ! -f {{workingDirectory}}/perform_cleanup ]]; then
echo "Skipping cleanup"
exit 0

else
sudo rm -f {{workingDirectory}}/perform_cleanup
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fi

function cleanup() {

FILES=("$@")

for FILE in "${FILES[@]}"; do

if [[ -f
echo
sudo

fi;

if [[ -f
echo
exit

fi;

done

"$FILE" ]1]; then
"Deleting $FILE";
shred -zuf $FILE;

$FILE 11; then

"Failed to delete '$FILE'.

1

# Clean up for cloud-init files

CLOUD_INIT_FILES=

(

"/etc/sudoers.d/90-cloud-init-users"

"/etc/locale.

conf"

"/var/log/cloud-init.log"
"/var/log/cloud-init-output.log"

)

Failing."

if [[ -f {{workingDirectory}}/skip_cleanup_cloudinit_files ]]; then
echo "Skipping cleanup of cloud init files"

else

echo "Cleaning up cloud init files"
cleanup "${CLOUD_INIT_FILES[@]}"

if [[ $( sudo find /var/lib/cloud -type f | sudo wc -1 ) -gt @ ]]; then

echo "Deleting files within /var/lib/cloud/*"
sudo find /var/lib/cloud -type f -exec shred -zuf {3} \;

fi;

if [[ $( sudo 1ls /var/lib/cloud | sudo wc -1 ) -gt @ ]]; then
echo "Deleting /var/lib/cloud/*"

sudo rm -rf /var/lib/cloud/*

fi;
fi;

# Clean up for temporary instance files

INSTANCE_FILES=(

"/etc/.updated"

|| true
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)

if [[ -f {{workingDirectory}}/skip_cleanup_instance_files ]];

else

fi;

"/etc/aliases.db"

"/etc/hostname"
"/var/lib/misc/postfix.aliasesdb-stamp"
"/var/lib/postfix/master.lock"
"/var/spool/postfix/pid/master.pid"
"/var/.updated"
"/var/cache/yum/x86_64/2/.gpgkeyschecked.yum"

echo "Skipping cleanup of instance files"

echo "Cleaning up instance files"
cleanup "${INSTANCE_FILES[@]}"

# Clean up for ssh files
SSH_FILES=(

)

if [[ -f {{workingDirectory}}/skip_cleanup_ssh_files ]]; then

else

fi;

"/etc/ssh/ssh_host_rsa_key"
"/etc/ssh/ssh_host_rsa_key.pub"
"/etc/ssh/ssh_host_ecdsa_key"
"/etc/ssh/ssh_host_ecdsa_key.pub"
"/etc/ssh/ssh_host_ed25519_key"
"/etc/ssh/ssh_host_ed25519_key.pub"
"/root/.ssh/authorized_keys"

echo "Skipping cleanup of ssh files"

echo "Cleaning up ssh files"
cleanup "${SSH_FILES[e@]}"
USERS=$(1s /home/)
for user in $USERS; do
echo Deleting /home/"$user"/.ssh/authorized_keys;

then

sudo find /home/"$user"/.ssh/authorized_keys -type f -exec shred -zuf {3} \;

done
for user in $USERS; do

if [[ -f /home/"$user"/.ssh/authorized_keys ]]; then
echo Failed to delete /home/"$user"/.ssh/authorized_keys;

exit 1
fi;
done;
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# Clean up for instance log files
INSTANCE_LOG_FILES=(
"/var/log/audit/audit.log"
"/var/log/boot.log"
"/var/log/dmesg"
"/var/log/cron"
)
if [[ -f {{workingDirectory}}/skip_cleanup_instance_log_files ]]; then
echo "Skipping cleanup of instance log files"
else
echo "Cleaning up instance log files"
cleanup "${INSTANCE_LOG_FILES[@]}"
fi;

# Clean up for TOE files
if [[ -f {{workingDirectory}}/skip_cleanup_toe_files ]]; then
echo "Skipping cleanup of TOE files"
else
echo "Cleaning TOE files"
if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ 1];

then
echo "Deleting files within {{workingDirectory}}/TOE_*"
sudo find {{workingDirectory}}/TOE_* -type f -exec shred -zuf {} \;
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ 11;
then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ 1];
then
echo "Deleting {{workingDirectory}}/TOE_*"
sudo rm -rf {{workingDirectory}}/TOE_*
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ 11;
then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1
fi
fi

# Clean up for ssm log files
if [[ -f {{workingDirectory}}/skip_cleanup_ssm_log_files ]]; then

REENEREHTEE 552



EC2 Image Builder

RAriEmE

echo "Skipping cleanup of ssm log files"

else

fi

if

echo "Cleaning up ssm log files"

if [[ $(
echo
sudo

fi

if [[ $(
echo
exit

fi

if [[ -d
echo
sudo

fi

if [[ -d
echo
exit

fi

sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
"Deleting files within /var/log/amazon/ssm/*"
find /var/log/amazon/ssm -type f -exec shred -zuf {3} \;

sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
"Failed to delete /var/log/amazon/ssm"
1

"/var/log/amazon/ssm" ]]; then
"Deleting /var/log/amazon/ssm/*"
rm -rf /var/log/amazon/ssm

"/var/log/amazon/ssm" ]]; then
"Failed to delete /var/log/amazon/ssm"
1

[[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]]; then
echo "Deleting /var/log/sa/sa*"
sudo shred -zuf /var/log/sa/sa*

fi
if [[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]1; then
echo "Failed to delete /var/log/sa/sa*"
exit 1
fi
if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
0 1]; then
echo "Deleting /var/lib/dhclient/dhclient*.lease"
sudo shred -zuf /var/lib/dhclient/dhclient*.lease
fi
if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
© 1]; then
echo "Failed to delete /var/lib/dhclient/dhclient*.lease"
exit 1
fi
if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]]; then
echo "Deleting files within /var/tmp/*"
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sudo find /var/tmp -type f -exec shred -zuf {3} \;
fi
if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]1; then
echo "Failed to delete /var/tmp"
exit 1
fi
if [[ $( sudo 1s /var/tmp | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/tmp/*"
sudo rm -rf /var/tmp/*
fi

# Shredding is not guaranteed to work well on rolling logs

if [[ -f "/var/lib/rsyslog/imjournal.state” ]]; then
echo "Deleting /var/lib/rsyslog/imjournal.state"
sudo shred -zuf /var/lib/rsyslog/imjournal.state
sudo rm -f /var/lib/rsyslog/imjournal.state

fi

if [[ $( sudo 1s /var/log/journal/ | sudo wc -1 ) -gt @ ]]; then
echo "Deleting /var/log/journal/*"
sudo find /var/log/journal/ -type f -exec shred -zuf {} \;
sudo rm -rf /var/log/journal/*

fi

sudo touch /etc/machine-id

Windows
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/A Important
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#!/bin/bash

if [[ ! -f {{workingDirectory}}/perform_cleanup ]1]; then
echo "Skipping cleanup"
exit 0

else
sudo rm -f {{workingDirectory}}/perform_cleanup

fi

function cleanup() {
FILES=("$@")
for FILE in "${FILES[e]}"; do
if [[ -f "$FILE" 1]; then
echo "Deleting $FILE";
sudo rm -f $FILE;
fi;
if [[ -f $FILE 1]; then
echo "Failed to delete '$FILE'. Failing."
exit 1
fi;
done

i

# Clean up for cloud-init files
CLOUD_INIT_FILES=(
"/etc/sudoers.d/90-cloud-init-users"
"/etc/locale.conf"
"/var/log/cloud-init.log"
"/var/log/cloud-init-output.log"
)
if [[ -f {{workingDirectory}}/skip_cleanup_cloudinit_files ]]; then
echo "Skipping cleanup of cloud init files"
else
echo "Cleaning up cloud init files"
cleanup "${CLOUD_INIT_FILES[@]}"
if [[ $( sudo find /var/lib/cloud -type f | sudo wc -1 ) -gt @ ]]; then
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echo "Deleting files within /var/lib/cloud/*"
sudo find /var/lib/cloud -type f -exec rm -f {} \;
fi;

if [[ $( sudo 1ls /var/lib/cloud | sudo wc -1 ) -gt @ ]]; then
echo "Deleting /var/lib/cloud/*"
sudo rm -rf /var/lib/cloud/* || true
fi;
fi;

# Clean up for temporary instance files
INSTANCE_FILES=(
"/etc/.updated"
"/etc/aliases.db"
"/etc/hostname"
"/var/lib/misc/postfix.aliasesdb-stamp"
"/var/lib/postfix/master.lock"
"/var/spool/postfix/pid/master.pid"
"/var/.updated"
"/var/cache/yum/x86_64/2/.gpgkeyschecked.yum"
)
if [[ -f {{workingDirectory}}/skip_cleanup_instance_files ]]; then
echo "Skipping cleanup of instance files"
else
echo "Cleaning up instance files"
cleanup "${INSTANCE_FILES[@]}"
fi;

# Clean up for ssh files

SSH_FILES=(
"/etc/ssh/ssh_host_rsa_key"
"/etc/ssh/ssh_host_rsa_key.pub"
"/etc/ssh/ssh_host_ecdsa_key"
"/etc/ssh/ssh_host_ecdsa_key.pub"
"/etc/ssh/ssh_host_ed25519_key"
"/etc/ssh/ssh_host_ed25519_key.pub"
"/root/.ssh/authorized_keys"

)

if [[ -f {{workingDirectory}}/skip_cleanup_ssh_files ]]; then
echo "Skipping cleanup of ssh files"

else
echo "Cleaning up ssh files"
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cleanup "${SSH_FILES[e@]}"
USERS=$(1s /home/)
for user in $USERS; do
echo Deleting /home/"$user"/.ssh/authorized_keys;
sudo find /home/"$user"/.ssh/authorized_keys -type f -exec rm -f {3} \;
done
for user in $USERS; do
if [[ -f /home/"$user"/.ssh/authorized_keys ]]; then
echo Failed to delete /home/"$user"/.ssh/authorized_keys;
exit 1
fi;
done;
fi;

# Clean up for instance log files
INSTANCE_LOG_FILES=(
"/var/log/audit/audit.log"
"/var/log/boot.log"
"/var/log/dmesg"
"/var/log/cron"
"/var/log/amazon/ec2/ec2-macos-init.log"
"/var/log/amazon/ec2/ena-ethernet.log"
"/var/log/amazon/ec2/system-monitoring.log"
)
if [[ -f {{workingDirectory}}/skip_cleanup_instance_log_files ]]; then
echo "Skipping cleanup of instance log files"
else
echo "Cleaning up instance log files"
cleanup "${INSTANCE_LOG_FILES[@]}"
fi;

# Clean up for TOE files
if [[ -f {{workingDirectory}}/skip_cleanup_toe_files ]]; then
echo "Skipping cleanup of TOE files"
else
echo "Cleaning TOE files"
if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ ]]; then
echo "Deleting files within {{workingDirectory}}/TOE_*"
sudo find {{workingDirectory}}/TOE_* -type f -exec rm -f {} \;
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ ]]; then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1
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fi

if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ ]]; then
echo "Deleting {{workingDirectory}}/TOE_*"
sudo rm -rf {{workingDirectory}}/TOE_*

fi

if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ ]]; then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1

fi

fi

# Clean up for ssm log files
if [[ -f {{workingDirectory}}/skip_cleanup_ssm_log_files ]]; then
echo "Skipping cleanup of ssm log files"
else
echo "Cleaning up ssm log files"
if [[ $( sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
echo "Deleting files within /var/log/amazon/ssm/*"
sudo find /var/log/amazon/ssm -type f -exec rm -f {} \;
fi
if [[ $( sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
echo "Failed to delete /var/log/amazon/ssm"
exit 1
fi
if [[ -d "/var/log/amazon/ssm" ]1]; then
echo "Deleting /var/log/amazon/ssm/*"
sudo rm -rf /var/log/amazon/ssm
fi
if [[ -d "/var/log/amazon/ssm" ]]; then
echo "Failed to delete /var/log/amazon/ssm"
exit 1
fi
fi

if [[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/log/sa/sa*"
sudo rm -f /var/log/sa/sa*

fi

if [[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]1; then
echo "Failed to delete /var/log/sa/sa*"
exit 1

fi
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if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
© 1]; then

echo "Deleting /var/lib/dhclient/dhclient*.lease"

sudo rm -f /var/lib/dhclient/dhclient*.lease

fi
if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
0 1]; then
echo "Failed to delete /var/lib/dhclient/dhclient*.lease"
exit 1
fi

if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]]; then
echo "Deleting files within /var/tmp/*"
sudo find /var/tmp -type f -exec rm -f {} \;

fi

if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]]; then
echo "Failed to delete /var/tmp"
exit 1

fi

if [[ $( sudo 1s /var/tmp | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/tmp/*"
sudo rm -rf /var/tmp/*

fi

# Shredding is not guaranteed to work well on rolling logs

if [[ -f "/var/lib/rsyslog/imjournal.state" ]]; then
echo "Deleting /var/lib/rsyslog/imjournal.state"
sudo rm -f /var/lib/rsyslog/imjournal.state
sudo rm -f /var/lib/rsyslog/imjournal.state

fi

if [[ $( sudo 1s /var/log/journal/ | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/log/journal/*"
sudo find /var/log/journal/ -type f -exec rm -f {} \;
sudo rm -rf /var/log/journal/*

fi

sudo touch /etc/machine-id
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ZZ Linux FEMIA

Image Builder 8| ZHNMEERUNBERTRZEMN , AEBRINNEZEHEXK, BER , ~LESHHN
ERARMTRFEEHINERTEM AN — XS EHBr, NREBEXFERLY —LEFERD , &%=
PUEWENHE E AMI, SIBRREN T2,

/A Important
B FEM AR — LD RS BBRAGEE (FIUAEEKSEAEES M SSH HH ) |
BEERLAREGT , AT EENZRBEBINEMREIF, EFRNTHX, XERKSH
BahEt , B RIEE R,

TRERTHFEMANE MDD |, XIS FRBR A, LUK AT THRIE Image Builder BIBES K
MBI XHE, B BFEMANBESSD , BT LUERA CreateFile AHREERF AT BB
W (MREER ) RUB—ANZEXMH , HEMREBT B XHEFIFIEE.

® Note

NS BEMANE - MeIBHOXHTRIEXHT BB, Hil0 | mnREBBS A
CLOUD_INIT_FILES #4 , BRI T —1NE AR skip_cleanup_cloudinit_files.txt
B2, BBA Image Builder $$753%1R B ZBES B9 S04

Input
BRI X 4 E Ml BR B ZB o XA
CLOUD_INIT_FILES /etc/sudoers.d/90- skip_cleanup_cloud

cloud-init-users init_files
/etc/locale.conf

/var/log/cloud-ini
t.log

/var/log/cloud-init-
output.log
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INSTANCE_FILES

N E MR
/etc/.updated
/etc/aliases.db
/etc/hostname

/var/lib/misc/post
fix.aliasesdb-stamp

/var/lib/postfix/m
aster.lock

/var/spool/postfix/
pid/master.pid

/var/.updated

/var/cache/yum/x86
_64/2/.gpgkeyschec
ked.yum

BRI EB 0 S4B

skip_cleanup_insta
nce_files

A= Linux BIEMA
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SSH_FILES

INSTANCE_LOG_FILES

TOE_FILES

SSM_LOG_FILES

N E MR

/etc/ssh/ssh_host_
rsa_key

/etc/ssh/ssh_host_
rsa_key.pub

/etc/ssh/ssh_host_
ecdsa_key

/etc/ssh/ssh_host_
ecdsa_key.pub

/etc/ssh/ssh_host_
ed25519_key

/etc/ssh/ssh_host_
ed25519_key.pub

/root/.ssh/authori
zed_keys

/home/<all users>/.s
sh/authorized_keys;

/var/log/audit/aud
it.log

/var/log/boot.log
/var/log/dmesg
/var/log/cron

{{workingDirectory

}3}/TOE_*

/var/log/amazon/ssm/

*

BRI EB 0 S4B

skip_cleanup_ssh_f
iles

skip_cleanup_insta
nce_log_files

skip_cleanup_toe_f
iles

skip_cleanup_ssm_1
og_files
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S HEERHE Amazon S3 V&,

N FERWMELERR , B LUEA Amazon Systems Manager Run Command & 1T E X #Y &5 5 B
N

B %
EE RN
- BEHRIR

BB E R EER

R Image Builder BB E LM , Image Builder iR B — skt itk 2k M AV £51R5E 2. Image Builder
HLELRBGEEDIRE workflow execution ID, il FEAY%H HRH

Workflow Execution ID: wf-12345abc-6789-0123-abc4-567890123abc failed with reason:

Image Builder Bid —RITEKLHMIESREWERE , SETRENHITERGLUELTEFNE
TRMEBRENH . SMNRENHENN M EREE — N XEBEN IERE. 3 Image Builder 21T TER
EREESIMLFHREGER , E2ER— M TRESTHEFAE RN TERELKERR,

ABWEGEE —NED KBRS ITHIENATERE
MR TERBEZ TR EFIHENFEFMHER

ERITERENIZITRHEE | &7 S A8 A GetWorkflowExecution
ListWorkflowStepExecutionsAPI #{#Eworkflow execution ID,

EETITEREETHRBR
« Amazon CloudWatch B#&
Image Builder fFi# MM TEREBHRITAEXZMEILLT Image Builder CloudWatch HEAMEHR :

£ CloudWatch Logs , BRI SAFEAMEENBRZAEEE, BXESLEEL , 152 H Amazon Logs
AFEEPHERMEENER CloudWatch AEEIE.
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* Amazon CloudTrail

CloudTrail MR ELNIK T RBUE TIEWEED , NAEHEEN LW E T, B UHRKIRIFL
CloudTrail £4#fimagebuilder.amazonaws.com, H& , LA LERNITHEFIREH Amazon
EC23:fl ID , M\EBBEXEERITHESHAFE.

« Amazon Simple Storage Service (S3)

MREEEMZEEEFIEET S3 EEFBAEMMBIR , N TERELRETH B ERBFER L
THER :

S3://S3BucketName/KeyPrefix/ImageName/ImageVersion/ImageBuildVersion/
WorkflowExecutionId/StepName

BEET S EHBNBALRERTHEHESRES EC2 24|l LSRN T RAMEIREE, XLAEXES
ETRBAHGEESNEERE,. EETAHNENURESES EHITHRESRNIFHAME (XA
JSON RE ), MMREF|EE , MMM application.log FHREEXLEXH , LUZHTES LA R
BIRE,

FIANBERT , HEEHIHFER |, Image Builder XA IETEZETTH Amazon EC2 ¥ N iHLHl, &
ALUEREEFEANEMZREETFRNESNIRE , MR B EH SN = 3561 U 17 8 PEHERR

EEZRFEPELRHNRE , BLFUEREMIREEE R RBEIIRIRE S 2 B KWL E KIS %
o

&t °] LATE Amazon CLIAR £ F update-infrastructure-configuration WEEXRRFHRE, £ JSON XH
fF terminateInstanceOnFailure HEIREN false , ZWHEX --cli-input-json Z¥5IH
ZE. BXEZER , BZH ENEMIREREE.,

HIEH R R

AP H T AT AR ER R = -

- HEARIEL - IR 403

« WUFME LA E#Y Systems Manager X3 7] ¥4 i ¥ 22 BB B
 Windows B EE BB TELRS

- £/ CIS BILAYE R B E KK

- AssertinventoryCollection kM ( Systems Manager B3t )
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EEEGRNEAES  BFRBRGEFORART . ATURNT RS MIE,
AR 4KIE4E - IRZSHD 403

%88

EBHRAM , HER “AccessDenied : RIHEIEL" RSB : 403"
RR

A RER R A 2HE -

. BIRE AR T EAPIs S 4R B AU

« RHIEEXHABERDEF Amazon S3 FTRHINIR. REMNR , SXFEEXHFAENEN S3
T ERR BPuUtObjecti FRAT , MR EXTE R,

RS

BIFRE , ATEUREL TR ER R R

« RHIEEXHRDIEERE - RO RBERNIENKIEEXHBERP, REBRETEE.

« KPIBENHRD S3 FRBHNEARR — ENKFIEEXHAEFNRTFEAERN S3 F&R8
HYPutObjectiX FRAV KRG, REBRIZTEE.

IS UF M2 S £ By Systems Manager X3 7] F 4 i ¥9 2 48 it

5458

EEBMHERK , ER R = TimedOut ” M “KMBUEE. = 'FREIE B FR326I LAY Systems Manager X
B 0] A MR D B AT,

R&
ARER R A 24 -

s B ITHRRENZTHHFESIT LR Systems Manager i R o
- ZHIEEXHEBEFIENER,

RRTT B
BIETREMNRE , AT SR TR R R I B
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- HEER , REFN — REBEREFNPHE , FHRE N Systems Manager. Image Builder
F Amazon S3CloudWatch/ ( 1R EiEF ) iR & T PrivateLink &Lix 17 R BXKIZE PrivateLink &%
TRNEZELR , B2 HETEE Amazon fR% Amazon PrivateLinks

o BRAOBR - LA THEFRERINE Image Builder B9 IAM fREHXAEH
» EC2InstanceProfileForimageBuilder
« EC2InstanceProfileForimageBuilderECRContainerfy &

* Amazon SSMManaged InstanceCore

B X Image Builder RFHXABNESZEER , 2 £/ Image Builder B IAM RS HEXHE,

Windows HBI#E £ B a4 FELIRS
.88

% AT Image Builder Windows AMI BIEFIE B SR FM AMI BB EHIZE B R PCHE RS |, AJ&E
HIMSEREBERITAETEERSHWRBE, XFTERETEWESSHIFERANERL B RFIEFHFEY
Ao

AR RAISER T £ EC2 Nitro SRR E¥E H 7 EC2 Xen 324 LB zh#HY Image Builder AMI Bf & &
4

IR EHIFEA : m5.large (Nitro)

BEEHIERE : t2.medium (Xen)

PS C:\Users\Administrator> get-disk
Number Friendly Name Serial Number Health Status Operational Status Total
Size Partition Style

0 AWS PVDISK vol@abcl12d34e567f8a9 Healthy Online 30
GB MBR
1 AWS PVDISK vollbcd23e45f678a9b@ Healthy 0ffline 8
GB MBR
RE

BT Windows BIERINRE , STAMNHE T2 BRI HARITHRAL, HKOIRBREE XA
EC2, Windows 2 HEMAARINHEUE, XRANEERIEFRET X,
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8o

B3 Nitro RS LMEHZFINESEL | 25 A mazon EC2 A 5B HHET Nitro REH
e

£/ CIS 521U RY LAl R R F9 22 KW

5 BA

ZERNR CIS BICK ARG | BRE KK,

RR

5 /tmp BRMIEERRA noexec B , AJEER S H Image Builder I &,
fRIRTT R

FEMRREL S workingDirectory FBHA NI B FERAEMNUE, BXELZEER , B
7 ImageRecipe B IEL B H BH

AssertlnventoryCollection kM ( Systems Manager Bzh1{t )

15 BA

Systems Manager Automation & R¥E AssertInventoryCollection Bal{t SBH I — P KK,
RE

BB E AT REE B — 1 Systems Manager IRAEE 27 <k , A TWE EC2 RN ERER.
WMREH Image Builder EEBS A 7 HHBEMG THFELRE (X2EINRE ) , Image Builder 2% 11
NESFIOIEHANBEEXEL, ER , Systems Manager TR EELHIFEESNEEREK , RS
KEFE—IXEK , MaBELEFEHXEk, X2SBURERY , HEBEEWERLK.

BRRTT B
ERRLERED  BEANTEF—H75E , <AEBEREGTHRIERE :
- EEFETEMEHNREGEE , WER'ERAERETHRERE SGEE. REESHEITEENE.

WP = 567


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/instance-types.html#ec2-nitro-instances
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/instance-types.html#ec2-nitro-instances
https://docs.amazonaws.cn/imagebuilder/latest/APIReference/API_ImageRecipe.html

EC2 Image Builder

RAriEmE

BXEH Image Builder ###l5E# AMI EC2 BEEENESELR

BEE, BXEA Image Builder #2H A E#H B EC2 MREEMNEZER

MASRREEE,

. &t A LATE Amazon CLIF £ update-image-pipeline i EFT MG E E

BSRABET RS & EH AMI BR

BFSAEDEFEE

, B1EER JSON

X#H8E EnhancedImageMetadataEnabled Bk , HHIEE R 1‘:alseo J«X'F/T@Um/TE’l‘EEIQ

BN false,

"name": "MyWindows2019Pipeline",
"description": "Builds Windows 2019 Images",
"enhancedImageMetadataEnabled": false,

"imageRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-

example-recipe/2020.12.03",

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-

configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-

configuration",

"imageTestsConfiguration": {
"imageTestsEnabled": true,
"timeoutMinutes": 60

},

"schedule": {
"scheduleExpression": "cron(@ @ * * SUN *)",
"pipelineExecutionStartCondition":

"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

},
"status": "ENABLED"

REFLEFEE L EXFER |, BEMFEA EC2 Image Builder 24| & Sl 2 HEERE
BRGRAERETHBIBEWE E&EE , EZEEEANEEEfalserd , & JSON X4
fEnhancedImageMetadataEnabled B4 {EIZRE S Amazon CLI,

WP =

568



EC2 Image Builder

RAriEmE

Image Builder AP {8 EEE X &7 £1id%

TREBHIRFHEEAXENEZEE N, BREAENEREA , B LITH RSS iR,
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I , BERANEE MBS
MRAE| FHBR T XY EC . A
M ITHERBENFIRAEE,
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¥
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REMEEXRIEEE,
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&, ATEER CloudWatch B
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¥, STIGHRAF2025F HE=
ZERMHSTIGHRAER FFr
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