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Amazon Organizations KB N EEBMNALF 5 A Amazon Inspector IRt THEHEE, HEEHRA
AR , RELBNEBRZBEEENATEK,H Amazon Inspector BA , FERAKF L&
£ Amazon Inspector APl RIS E BN,

TR

- IRHITK F 402 Amazon Organizations A48 H — &85
- BUMPEBEEPLRMNEEHLFKERAINR Amazon Organizations,

- RMIEF S A Amazon Inspector By A5 177 B 4X PR Amazon Organizations, BXi%HA , S
% Amazon Organizations i P8R #Y Y Amazon Inspector /5 A AIE A H

- Amazon Inspector REHEXACNTFETEEKA P, ZCRBEl] , BEEEKFFEH
Amazon Inspector , RENEBIKFETUTHS :

e aws iam create-service-linked-role --aws-service-name
inspector2.amazonaws.com

* aws iam create-service-linked-role --aws-service-name
agentless.inspector2.amazonaws.com

« Ri¥8%E Amazon Inspector WEIEEE R,

(@ Note
MEEEEBEKFNZREEE A FERFZHERE Amazon Inspector A€ | LA BN =T
F Amazon Inspector , 1B 5% 5 i FfF 7534 5 Amazon Inspector (A 42 < Bx Bt 1T EE iR EH
M EE,

£ Amazon Organizations &3 Al Amazon Inspector

1. HECIBALFRE R , BN Amazon Inspector IEE—REZEHEER , LBERKAAKS S
Amazon Inspector ALAXE , UEEFEFRELE R, R Amazon Organizations & E K
P, 7£ https://console.aws.amazon.com/inspector/v2/hom e L£3TFF Amazon Inspector 2 #l
B L AERBFNISERI;TIRIE, HEHN Amazon ALABEZREEA

A2 : BU5E Amazon Inspector 6


https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-inspector2.html#integrate-enable-ta-inspector2
https://console.amazonaws.cn/inspector/v2/home
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® Note

A ZENIER Amazon Organizations Amazon Inspector ZIEEE F MK 1D
Amazon Inspector IEENZFHEEAMKFS ID RIFTFE, MR Amazon Organizations
ZREERAIKF ID 5 Amazon Inspector ZEEE A MK ID AF , M Amazon
Inspector 2L EFEARERIBEENKS ID. HKIRE Amazon Inspector ZIEEEF
{E 2% & Amazon Organizations ZREE R HEEKFEEILHKE R RSHEXA
8t , Amazon Inspector & B31f# Amazon Organizations ZHEE R MK, ID 2 &R
TEHHREREZERNEER,

2. 7 Amazon Inspector ZHAH , NEEBKFSSMEIEMNRE, £ ‘FREEK T , %&F M
B, £ “MIINRREFEER SHEER , EERKE , £ ‘BRBARCEEFREBH TREARTFHIN
BR” , RIGIERE ‘M NEA",

/A Important
EEKSSMEBUTRRS BEM MEFLBERFA .

« 3RB Amazoninspector2 FullAccess _v2 & KR Amazon Inspector R

« Amazon Organizations organizations:PutResourcePolicy3k
B AWSOrganizationsFullAccess ¥t & 5k g B 1 R

mRFRPorganizations: PutResourcePolicy iR , MIREF KW H E R
i%x : Failed to attach statement to the delegation policy,

3. 1EAHIZE Amazon Inspector K& Amazon Organizations , I8 EE R ANPHERE R EE
EXiHE . BX81E Amazon Inspector SRESHIFM UL , DIFREEE LN RE , ESHAL
S Inspector B3R Amazon Organizations X 4,

4. RBELHUEER , & Amazon Inspector BURM IZIEHIA LR B F. AR BV RIFEK
Fo

5 (W) RIEKBEEENA. RBRNAEFRRSH , TEEE/LDHELINTE &
BURFEHALHE, ERNEERK Amazon Inspector Z#HlAH , SMEKFEER, £ “4
LT EFEEIMNRAKFREBARS., XFET Amazon Organizations RS ARk |
BRHAEXEN R EERSENETHERTHEREE,

A2 : BU5E Amazon Inspector 7


https://docs.amazonaws.cn/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2FullAccessV2
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSOrganizationsFullAccess.html
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LB H LA KBS A Amazon Inspector B , % BURFTE & B K 7= J5 3£ 83 Amazon Inspector API
REHAEARKEENAREE, EXZREEANKAK/SEALBERT A A AT EEM
HAREMELR , S ER Amazon Inspector B ZANIK ' Amazon Organizations,

Multi-account (without Amazon Organizations policy)

® Note
&M fEF Amazon Organizations BEIK - F EESE KL E. KRB Amazon
Organizations EEIKS T EIEEEZMEE R, TREENRIEEEZREER, BXE
2GR , FoH EEZEREEAMENNR,

IR EIXBSE Amazon Inspector B, Amazon Inspector 2 Ak P8I Z RS <A
AwWSServiceRoleForAmazonInspector. B> Amazon Inspector #{AE FA RS <A BKHIE
B, #E3RX Amazon Inspector A RZEXEE,

$§E Amazon Inspector ZIEEE R

1. %&3% Amazon Organizations BEIKF , AASTE https://console.aws.amazon.com/inspector/v2/
home L£$TFF Amazon Inspector #&l&

EEEFFIE
EEEEER” T , %A Amazon Web Services K BIEENEREEIN 12 {2 ID,
‘EEER , REBRIEEER,

( /& ) REFEFH Amazon Organizations B F #7E Amazon Inspector , B “BRFX
BR” Tik#F “BEL S ESR",

o & @D

HIEEEREREEAN , RABR TSR ZKFBEMEHERE, EXBEREEAKFNER ,
&2 H 7 # Amazon Inspector FHEREE G K MK B K .

AI'T##2 : BUE Amazon Inspector 8


https://console.amazonaws.cn/inspector/v2/home
https://docs.amazonaws.cn/inspector/latest/user/scanning-resources.html
https://docs.amazonaws.cn/inspector/latest/user/managing-multiple-accounts.html
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Amazon Inspector PR BaiEH

Amazon Inspector fEA TSI , REBRENERFPREFETRENRERENEANE SR
#Z. Z Amazon Inspector MBI KB RAREAMEREN , TRUB—NMRERIN., BIREE
Amazon Inspector i , WK B3 EMAERERE  SRTIHAE,. TE¥ ECREC2 A
H Lambda #riEHEH,

(@ Note
Lambda {X#B#3## 2 Lambda BB AER |, & BABERY BUE Z

FH

« Amazon Inspector 33 #3 B R
- BUERBERE

« {#£ Amazon Inspector 33 & EC2 4|

« {#H Amazon Inspector 33 Amazon Elastic Container Registry & &3 &

P

« f£ Amazon Inspector #1733# Amazon Lambda

« £ Amazon Inspector F{= A A

Amazon Inspector A B LR

Amazon Inspector 2 RENAFEERE | XLEXEBNETH Amazon SIMEFNFERREE,
5% EC2 31

L IBBE Amazon EC2 13#8F , Amazon Inspector 213#EH) EC2 £l 2B EFEE LR EBANIR
& (CVEs), ML MERB, MEHREIMLERBE, BERENEEES 2WE. Amazon Inspector
A E 2%/ SSM Agent SiE I 35689 Amazon EBS IREB#ITHEE, BXEZELE , H5H
5 Amazon Inspector AL Si# EC2 £fl, BRINERT , HEBE Amazon EC2 5 , &
B EAREHEER, BXEZER , BZREREAE,

Amazon ECR 3

BUE Amazon ECR 13#/5 , Amazon Inspector & [ B G MR FNFIE F#ENERT
BRSRTHERRNEBRAREREE. SUUEAS AN RERENXNEHENEE
HPAERFENFE@EE. Amazon Inspector X#3# ECR L FEZNIRAS ( imageStatusFE

Amazon Inspector 13338 B BER 9


https://docs.amazonaws.cn/inspector/latest/user/findings-understanding.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-resources.html#scan-types
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agentless
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JNACTIVE ) 9 ECR BE5HE B Amazon Inspector 2333 % 30 KA1 ECR F#IiE T EEIH
& (LastActivatedAt) HER E 90 KNEBRHAMEE &, BIABERT , Amazon Inspector &4
SUEEREG 90 X, BAMENESMNRE. BXEZEER , S H £A Amazon Inspector 33#
Amazon Elastic Container Registry 2388 B 1%,

Lambda ¥R

BE Lambda #R/E3$#SE , Amazon Inspector 2 X IEM P P EYFTE Lambda BREHF I EIIH#ETE
MLAEHIRE. Amazon Inspector 2 E B FHEY Lambda B ER X E# T, HEM1EH
RN CVEs ARRT , Amazon Inspector 2EFHAMEN]. BEXAENESFER , BSHER

Amazon Inspector #1733 Amazon Lambda.
Lambda #5/#F3# + Lambda KB

BUE Lambda {53334 , Amazon Inspector & X IIEMK F Y Lambda REHE |, HHEE A
DEHRRERE, XHEABE2TME Lambda BBHAEANNAREFSKBAXR, CVEsHEIELEAE
KA , ®2B0E Lambda frERE, BXEZER |, S £H Amazon Inspector #1713
Amazon Lambda,

Amazon Inspector {IB L £ M4

WHAERERA Amazon Q F X B RIEFESIZRABE—FNARFRE, E=ANABFKRBX
RMEM EEERBUERFRE,. BXEZER , BZH Amazon Inspector KIBZ £ 1%,

AR ERE

B LABERTBUE RN AWER, BURENEFHEERESE | Amazon Inspector FH R X 1ZHEHEER R
HEFHNER,

5 EC2 1

BB M Amazon EC2 EHIREIAHE , AEBHABEEN L2 NG R IRENANI B 1TLE
B, HEBEHABWEER , Amazon Inspector 2FE K PRI E RS KGN SE EC2 24 ,
ERCOERBMME R HRMERB, BUERPABERERE , SR ARMFPEE EERBHE6IE

=
= =)

Amazon ECR 13#

SRR B SR Amazon ECR RV AR EBRMEN B REFME, BUSLWHAMRER , TURAEEM R
AR ERENESAEERNBBEAM, BUE Amazon ECR H#ifs , BRUERBREMBHRF
R R EE EERHNRENFEERE,
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https://docs.amazonaws.cn/inspector/latest/user/code-security-assessments.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-ecr.html

Amazon Inspector AriEE

Lambda ¥r/EFH + Lambda {31

Lambda ¥R/EHREZBRIAN Lambda H3#EE R, BUE Lambda R EREE |, X ES X 90 KARAE A
HEFIWATE Lambda R THE | UEREFRREEERGRE. BUE Lambda $oEREE
O LATE Lambda BRBUATIFHEFEEHEN Lambda BRIV EE,

Lambda BB SAME Lambda MEHH B EXNARFNRE, BE Lambda KBHEHES |, HX
T%£ 90 RNBARAREFHIMNATAE Lambda EEHTHEE |, LEREFESEERERE. BE
Lambda $rAEREE , B LE Lambda BRBUEATI FEFR EERENRBKEMN Lambda REHIER

=
==N

(® Note
MR EBCE Lambda {AEBAHE |, W AM%EBUE Lambda I,

Amazon Inspector RIBZ M4

HHABRBEXPARE - FNARRFRB, F=FNABRFRBXRUREMZEERBHIREFER

. BUE Code Security /& , Amazon Inspector 2RELNARBEET RABENKBEFREERRE

FERBE®E. BE Amazon Inspector KBR£MfE , BAUERBEFEFEENFHEFEERAEN
RBIFEENBE,

AR

AR SBANB T AE1E Amazon Inspector BBUEIFHEE R,

@ Note
MRER Amazon HLAWEREER , MATLAER shell AR ZANXEHZANKF B A
Amazon Inspector B, HBXREZEL , S insp ector2-enablement-with-cli on,
GitHub& N , 7L Amazon Inspector ZREBE RN E R ERKETRA TSR,

Console
BUEHHE

1. 7E https://console.aws.amazon.com/inspector/v2/ home F 3T FF Amazon Inspector &l &

2. EATNEALAMIERE Amazon Web Services X1 88 , B EREFRABERENXE,

BEEE w


https://docs.amazonaws.cn/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
https://docs.amazonaws.cn/inspector/latest/user/scanning-lambda.html#lambda-code-scans
https://docs.amazonaws.cn/inspector/latest/user/code-security-assessments.html
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.amazonaws.cn/inspector/v2/home
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3. ESMERTP  ERKFEE,

4, EKFEENEL , ERENHBERABERENKS,

5. BEEBHE , ARERERENAMER,

6. (#HE) EERITZHABEHMWE Amazon Web Services X1z} TRHEE X LSRR,

API

ZE1TEF APl #84E, EERS | 124 IDs BEEEERRNK,,. ERSTHEUAR—IHZ
ANEC2. ECRLAMBDA, =i , LAMBDA_CODEresourceTypes S BUEZK B MWW,

$ ) Amazon Inspector 3 II &% EC2 L4l

Amazon Inspector W G EC2 HIEAMNER EC2 ZAIHPIEMTHE , AEBNRBESENZE2 LS
FIERANHITHE . Amazon Inspector 2P KLflFRREFEEFTIHBMMEZAIAMEREE , A
BEBIFAELRI. Amazon Inspector 8 12 /NHAIT— XM AT HEMEFEE |, HIRTFESSEHIKERNFAE
FAERAENTE#HTHREIREEE, EC2

EFeREA#HAUERAETAERLTAENREE EZNIT, XMMEHETEERET Amazon
Inspector AN{AILA R (ATBT M EC2 SRHIMERAFEFURTRATRARHE, ETRENTHEER SSM
Agent WERHER , TREHHER Amazon EBS RRERERHHFFE

Amazon Inspector A& K BUENAE S E. BIXEE Amazon Inspector Bt , BHIKF < BzhiE
BEAHEER  ErMERAXFEMAEAE, ©F , BB ERIRE, B IEEaHEREN

E8  FSRBUERAEER, XTTRMEAEX Amazon EC2 HIEWE R

® Note
Amazon EC2 AEF 2 AHERAREMRNXAHREAR , IEXEARRBIRERE
BlER. Bl , ATERE /var/lib/docker/ BEATARRETHE , Rt T2 H#TH
o

ETFRENEDMHE

EFMEFERHNES L , RINEM SSM REFEZHTETRENRAHE. X TETRENE
# , Amazon Inspector fEF SSM REX AR B X XL EN A G NSFIRERHFTE, BRT
NIREREEFEHTEFSHEMES , Amazon Inspector EF KB KT #3E 7] LLUET Amazon

Amazon EC2 =413 12


https://docs.amazonaws.cn/inspector/v2/APIReference/API_Enable.html
https://docs.amazonaws.cn/inspector/latest/user/findings-types.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agentless
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#scan-mode
https://docs.amazonaws.cn/inspector/latest/user/activate-scans.html
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Inspector I EF Linux BT L EHIHITRAKE EC2 , ®METF Linux WEHIRHNAEFREE
SORAFEERFERE.

AR ERHEA T Amazon Inspector 2{AIEA SSM IREFEMPTE TRIENAE -

1. Amazon Inspector & TERHIMKF P B2 SSM XBk , BN ZHIRINEB L, 3 FRELLSFIKR
( Windows f Linux ) , X&EXBKRSERNEF ELEB/BHUKESE,

2. Amazon Inspector £/ SSM M\EHIHIZEEFTEE,

3. Amazon Inspector 1P HIREAE R , FE XN B WERRBERBELRIN,

(® Note
MNFEFREMNITH , Amazon EC2 I H SSM B, Amazon Web Services I

vSE— e oA
MR SLHIH B LT %4 , Amazon Inspector FHERAETFTREN HEXNEB#THE

- ZROIEEXZEFENRERSE., BXIEFNIRERZIR | BSHthe section called “ZFHIRIER
% . Amazon EC2 H#"METREMNHEXEFS,

 Amazon Inspector BERR IR E R 2 ZEH EC2 HERRERETBE 25

o ZEfHlH SSM B, BXRIEIMEEZRENIE , BSHEEE SSM LE,

ETRENHBITH
FEAETREMNAE S AN , Amazon Inspector 2TELLTER FE3IX EC2 SEHIMFREEH

- HIBBBHF EC2 EKHIRY,
- YHBEIA EC2 X£H ( Linux M Mac ) ELZEFHBRAAT,

3 Amazon Inspector ZEEHIEE PR IMFTHNE L RBAMX LB O (CVE) BB Y , % CVE 5&1
EC2 3£4l ( Linux 1 Mac ) 8%,

BT RIE , Amazon Inspector 2F 3 EC2 SEHIRY “ BRIt A" F&, L, 2 Amazon
Inspector ¥ SSMBHEAT ( BRIANRE 30 8 —K ) , REHTEMEHIAFH CVE BARME
Amazon Inspector BiEFEMHFEEMAF XN , EXPABNEFZFERRSEN.
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A LUB K P EE N E R EC2 SKHIET <R EAListCoveragem T EE LIRX L HI# T IRBAEN
L]

BliE SSM R

7 71k Amazon Inspector EFAETRENHB A EZRNTL D EC2 SKHINHKHRE , &S5 450
»& Amazon S EC2 ystems Manager (SSM) FHFEELHl, SSM EEXRHIEREHIZ1TT SSM K
B A SSM ANEEZEH, MRECKEMA SSM REELH , BALTERTHMSE |, BN A
ETFRENFE,

BRIMBERT , SSM REBLEERIBFEL Amazon REB& (AMIs) BIEK EC2 £Hl L, BXESZE
B , ZH Amazon Systems Manager AAFIEEHHI<T SSM RE, B2 , EIMFEKL%Z%ET SSM K
B A EEEFIHIE SSM KB | HEF SSM EELHIHNR,

DLREBN B ER IAM EC2 SEHIELE X4 F Amazon EHIEE N IEE R, XLESBRIFRM T I
@ Amazon Systems Manager AP iERHP E L ¥ 4H1E S5,

B AN SEBIEL B ST R, BEA AmazonSSMManagedinstanceCore R, bR BEIHA Amazon
Inspector EC2 A I T E R,

(® Note

R LAER SSM RIAEHERERE B3 EEFRA EC2 XHIRY SSM , MEFEEM IAM 3£41
BEXMH, BXEZER , FEHAMRUNZHNEELRE.

A Amazon EC2 3E4ifig & SSM

1. WRBRERGENEARARE SSM RE | FARE. EXEZER , B5HAFEH SSM K,

2. Amazon CLI FARIF SSM RERBEREIET. BXEZELE , BZHAKE SSM RERSHE
HRHE,

3. [ SSM BFEEZFINNE, B LUES 612 1AM SEBIED & X4 H 5 H 2S£ 615k % F 48
RAXBR. BAVEWAEER AmazonSSMManagedinstanceCore & , RN ZFEEH Amazon
Inspector 3 FTEAR SSM Distributor, SSM Inventory 1 SSM State Manager fX R, Bx a2
B X LAY BR A9 SE I BL B SO HIF EL B IR SE BI85 BB |, S8 Systems Manager B & 3= 511
bR

4. (") BUE SSM RENEHIEH. BXEZER , HSH B EH SSM KE,

( ATi% ) K Systems Manager B¢i& R £ H Amazon Virtual Private Cloud ( Amazon VPC ) i &
BXEZER |, S 6I2E Amazon VPC i K.
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https://docs.amazonaws.cn//inspector/v2/APIReference/API_ListCoverage.html
https://docs.amazonaws.cn//systems-manager/latest/userguide/managed_instances.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/prereqs-ssm-agent.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn//systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.amazonaws.cn//systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent-automatic-updates.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html
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/A Important

Amazon Inspector FEEZM MK - EH Systems Manager State Manager < Bk = £t
ERHNRAEREE, MEFRFEEMBRE , Amazon Inspector 2 BN BIE—1NE R
InspectorInventoryCollection-do-not-delete Hy3<BX,

Amazon Inspector R FEERFHRERS , IRFTFEMNRS , LB IE—NER
InspectorResourceDataSync-do-not-delete HEY$, BEXEZER , FSH
Amazon Systems Manager AP EEFHNEEFTENRERERL . BNKF AIEEXEH
E—ERENERRBERY., BXEZER , 851 SSM m MG H R REERLSHHR K
¥E ( Amazon Web Services K S41MXE ) o

NP CIZRY SSM IR

Amazon Inspector EEERH K RETFZ SSM BRF =TI D# EC2 A, U TRERELER
B5E Amazon Inspector EC2 #8122 :

(® Note

W RE N EEK FBCE Amazon Inspector Y7 S i# EC2 IR TiX L SSM &R , Amazon
Inspector & T — M AERRE=REHMCEEN].

InspectorInventoryCollection-do-not-delete

X2 —/ Systems Manager RS EEESF (SSM) XBk , Amazon Inspector £ E MM EH I 5z
EC2EHINERGNARFEE, MREZNKFELEATM Instancelds* RINEB LR SSM
XB% , I Amazon Inspector FFERZx<BMA R E S BIE,

InspectorResourceDataSync-do-not-delete
X2 —MERBIERL , Amazon Inspector FFAERFRENEFZHENEWIL S EC2 K4l

RIEEI S5 Inspector FEH Amazon S3 k. BXEZEE , 5 M Amazon Systems
Manager AP EEFHEEFTENRREERS,

InspectorDistributor-do-not-delete

X & Amazon Inspector A T3 Windows SKHIRY SSM XBk, LEXBARTE Windows 326 £ &%
Amazon Inspector SSM ik, MRIBFBHFXHFWETEEFMRIER , WHXBCFET — N REKEREHRL

%k
Kbo
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https://docs.amazonaws.cn/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.amazonaws.cn/general/latest/gr/ssm.html#limits_ssm
https://docs.amazonaws.cn/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/sysman-inventory-datasync.html
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InvokeInspectorSsmPlugin-do-not-delete

X2 Amazon Inspector i F#3# Windows SKBI#Y SSM xBk, LL<EXfE Amazon Inspector A 1A
FRZEGEAE  SEAUFERATKRKIREFTHE Windows EBHINBEENLER. BEXEZEER
EZ R 1 Windows EHIH#RE B E LitRl.

InspectorLinuxDistributor-do-not-delete

iX & Amazon Inspector i T 5k EC2 Linux JRERER SSM KBk, BLXERETE Linux 4] L&
% Amazon Inspector SSM & #,

InvokeInspectorLinuxSsmPlugin-do-not-delete

XI5 Inspector AT L Si# EC2 Linux RERERN SSM XxBk, LtXEKEE Amazon Inspector
AR ZEG R,

@ Note

L {R= A Amazon Inspector I G EC2 HiBTRERER , SSM BRFRFF
BInvokeInspectorLinuxSsmPlugin-do-not-delete#{iAH.

ZARERHE

HENKF LT REEABENE , Amazon Inspector 2N FERANEPIEALTREBRAKS £, BE
AREXIEETRENTRENAHE | H BEELBE Amazon HiEN2B831EA. EC2

N FERARERHE , Amazon Inspector £/ EBS IREMNEHEHINEFHFER., TREBRABSXISSFIH#
THE  EHRRFERERGEFENNAEF REESEFERE,

(@ Note
A Linux RPIREFENAEFFRESSREN , TRESZSAEMETHER K ME
FRENPERIEER IR EZ M EIE Amazon Inspector I EF Linux &9 5 b L4l 3 1T R AR
EEC2HEENHMER, XARKXSBE—IMRMETRNAERN , EABRTERFEH
ETRENAEERERATRES Z#H TR,

AR 321 T Amazon Inspector #I{A £ /A EBS RIBUNEF L MHPTENRIERE
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1. Amazon Inspector 2 A M INEIE B PIE B RIE — > EBS R, = Amazon Inspector A EHY ,
MBI ELNIKS S | 26 InspectorScan FRZEHRITIRIC , FEAME—WEHE ID ERIR
Z1E,

2. Amazon Inspector £/ EBS Dire ct NREBHRREKIE , APIsHX REH 1TRE T, fXEMR
MEIRFRE , MERRELN,

3. Amazon Inspector £l B E1EE R IK 7 A/ EBS 1RER.

HEFERIE
MEZRPIHRUTFRA , Amazon Inspector AT IBIEN KAt 1T -

- ZRPIEFREFENRIERSE. BXREZER , HSMthe section called “ZHHIRIERSE - Amazon
EC2 H#E"METRENARZRE 5,
« ZEHIFIRA R Unmanaged EC2 instance, Stale inventory = No inventory.
 Z3E6IH Amazon EBS X , EEUTXHRGEBRAZ—
* ext3

* extsd
« xfs
« F2BE Amazon BEBRIFEAF1ZSEH EC2 BERRTERH Z I,
- EEIZROINEHENT 8, REKRNMNNTFTHFT 1200 GB.

TRERETH

LIRH K P BB N RS MRS , Amazon Inspector 2% 24 NI FEZHEHNEHIHIT—IRTRER
#. Amazon Inspector B/NITERSR N FPAEFHOFEKHHES , HPIIEEE SSM REHFSE
Bl , RERBSEEHHN SSM_UNMANAGED HIER A L4,

% Amazon Inspector EXR KRBT EFHEM EC2LFIREAIREBAT , Amazon Inspector FB&E#
ZRBIH “ ERFAMEE" FER.

AT LUBE K EE N E R EC2 SKHIEH R MEAListCoveragem T EE LIRF KA TIRBFAEN
Al
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-accessing-snapshot.html
https://docs.amazonaws.cn//inspector/v2/APIReference/API_ListCoverage.html
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BELMHEN

&K EC2 HIBEE RN RE T Amazon Inspector FEBHIK 7 1T EC2 HIERNREABLERE S %, &

AL “EAIRE" TH “EC2HERE" THPEFELKANABEER, MK = Amazon Inspector
EREBEAUUEHAHER, HBFEAEERIREN Amazon Inspector ZREE AR , RESHE

PAOFMFTER G KRB IZIAEER, Amazon Inspector EE L THBESR :

ETREMNANE - FHAEERT , Amazon Inspector EREREF R EMFNERAETRENA
HEE. BABEEXMNEAEERKFFH SSM EERF , BHEFARTLIREFEAE | LR
CVE XL flMEck, ETREMNAEETUNFESFMZHFIRA Amazon Inspector RERE, X
EHFHEKFHOBRIAEER,

BERAE - ELHAEERT , Amazon Inspector FESFERETREMEREN A ERABERFER
W WTFREHBERE T SSM REMFE MK EC2 324 , Amazon Inspector FEREFRIEBH %,
FHFAZ SSM EENFAZHEMSES , Amazon Inspector FFX &4 B H EBS XM EHIERT
REF*,

ERREES

1. FEREHNEIEERES , RIS https://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector ##| &,

FANEA LAEE Amazon Web Services XiF 25 , iR EE & EC2 HiBE XN X,
ENESMERE “EMRE” T , BREC2 AFRE.

EARERT | ERRE.

ERE-NMARER  ARERREENR.

o & 0N

M Amazon Inspector 33 # HERR S 451

AILAEA InspectorEc2Exclusion Z4AH Linux  Windows SEAIFMRE |, NG HBEBRTE
Amazon Inspector H#EEE 2. DERLERTEN ., BXRINRENER , BSREFIZEN
Amazon EC2 &R,

LR EBIR RS LU EH BEBRTE Amazon Inspector 33 #SEE 2 /A8t , Amazon Inspector £3F1Z 3K fl#R
iBHEHR , BEF4REERELRI, BK , Amazon Inspector SSM A F ALK IAAR, Ef5LER
Rizsadt , 29 h B SE A T EIE R R
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® Note
BT T N HERRRY K14 2%

BEAh |, B LUES FE AARSARIE A T INFZEH Amazon KMS 4 | [NZRH EBS BHERETNKE
A2 InspectorEc2ExclusionBXEZER |, HSHIRICER,

XEFHIRIERS

Amazon Inspector 233 # X # Mac, Windows # Linux EC2 £l R EEERERZEFTHRE,
tF Linux 3£ , Amazon Inspector B] LA Amazon Inspector ST EF Linux AYE 5 3#h 243 17 5%
ARE EC2 ARNARFHFEESTNEELI . NTF Mac M Windows £l , NPAEREREEF
‘o

BRZFNRERGNEE , 2ELTE SSM RERNTHHEMLRERS |, 55 MAmazon EC2 SLHIHY
REE.

Amazon Inspector X ETF Linux B9 5K FI# T RARE EC2

Amazon Inspector 7 AT 5 EC2 AN BELXTCE , FRERETEEN. BIRER

& , Amazon Inspector AT AR NUE F Linux WL S# EC2 4N ARFREES ENHRGER

i, Amazon Inspector 2FABREES LENRIAER, B2 , RT7THRIABERT Amazon Inspector 3
HRBREN | BOE A LR E B E R,

(® Note

AREERMATHNEERE REREARERE, ER , EXI0ESEAERE T
ssm:PutInventory M ssm:GetParameter RN AE,

HTIETF Linux B E# EC2 KAl ITREREFHE , Amazon Inspector £ A iEiE Amazon
Inspector SSM R INENEIE, I T EE Amazon Inspector SSM A H XY Linux HITRER

& , Amazon Inspector & B EZHI K ]2 SSM KBk InvokeInspectorLinuxSsmPlugin-
do-not-delete, Amazon Inspector & 6 NETMNEHE T Linux BIIE S EC2 K44I UEEFE H#Y 51 A
BFET.
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® Note
Windows = Mac Rl FZiFRERE,

I BUAEE Amazon Inspector NI Gi#h EC2 SKAIKRERE , SIEWA N L D Inspector iR
BB ENAEBE,

£

- GRISEARERE

« Amazon Inspector REREMN B E LK E

+ Amazon Inspector JRER BN B E X itX!

- IBHNREREES

THRERRERE

(® Note

FFE 2023 £ 4 A 17 B 2EB0E Amazon Inspector Ik | SREREBLERT I EC2
HEN -2 83E0E.

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v 2/home F3TF Amazon
Inspector 2 #|&

2. MNEMBEERPIER “BIIRE" , AF%E Amazon EC2 HIRE.,
3. £ Amazon EC2 EHIMRERET |, BAIUNEHNAEALKHEHWIKFIRE HE L KE,

& T LAME A GetEc2 DeeplnspectionConfiguration APl SARIE B R E RN IKFBUEIRES., B LUE
F BatchGetMemberEc2DeeplnspectionStatus APl SURTE A R EZMNK P B BUEIR A,

MRIEIE 2023 F£ 4 B 17 B2 HiE5E T Amazon Inspector , Tl & LU IS #2241 & M4 i@ =R
UpdateEc2DeeplnspectionConfiguration APl BB REKRE, MREE Amazon Inspector FEHLRHY
EREE R , NA[LAEE A BatchUpdateMemberEc2DeeplnspectionStatus API i B 2 F &K & Ik Fi805E
RERE,
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Amazon Inspector AriEE
R A LUES UpdateEc2DeeplnspectionConfiguration APl ERRERE, ARFHNRAKF L EER
RERE, Fiit, RAKFSABEZRRER R FH BatchUpdateMemberEc2DeeplnspectionStatus
API £F,

Amazon Inspector JRERER B E LKE

AT LIS B B E &R |, ik Amazon Inspector TR AR ERE Linux IS # EC2 SKHlrt# 1T,
HIBRE BE NIRRT , Amazon Inspector 2H#EZEXEREPHME FBEZTFNWERF S,

FIEKFHUTUENRSZ 5 MNEENRR, AAMNEREBEULUEN 10 MEENKE,
Amazon Inspector B T FREFIEK PR T BRIABR R , 2P E B E KR
 /usr/lib

« /usr/1ib64

« /usr/local/lib
« /usr/local/lib64

(® Note

BHENMBREBENARAMEE, Amazon Inspector T HMETHIMEZIRE |, FIMNE X HRE
H# = Amazon S3 XHREEHE,

}

BEXBENENIRE

}

BEXBRETERET 256 N7, A TREENBEANNRE :

BRAR

/home/usrl/projectol

(® Note

BN EHINERFTREIZ 5000 N, BFDELWERNELRER 15 24, Amazon Inspector
BIUSEREENERE , UHEIX LR,
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£ Amazon Inspector 2 %4 1 Amazon Inspector APl 1% & B 7E &

DT EZRER T fAEA Amazon Inspector 12 & LA A Amazon Inspector API 3 Amazon
Inspector REREREBE KR, REBENERE , Amazon Inspector 27 F— X RERER ST
A 4

= 1?(%1%0

Console

1. UBRNEERSMEZR , Amazon Web Services BE#EHI A RETE hitps:/
console.aws.amazon.com/inspector/v 2/home L£3TF Amazon Inspector 2 &l &

£/ Amazon Web Services X1 #£1F#351£F EBUE Lambda AR M X1,
ESMERT , ERENRE , AFEREC2 A RE.
EHECKFNBEENEET , EEHE.

ERBEXSEREABENLBE,

EERTF

o o kM D

API

11T UpdateEc2DeeplnspectionConfiguration a545. X F packagePaths , #EEEH BN BRI
4,

Amazon Inspector JRERER B E XL it X!

ERIANER T , Amazon Inspector & 6 NN S#h EC2 SKAIRE—XNAREEF. T , JLUET
LA R an 3k #] Amazon Inspector $14T LLIRERISAE,

e RBl 1 BIHKRERAERXE ID M2 80HE R

TR wERKEK InvokeInspectorLinuxSsmPlugin-do-not-delete HI5%EX ID,

aws ssm list-associations \

--association-filter-list "key=AssociationName,value=InvokeInspectorLinuxSsmPlugin-do-
not-delete" \
--region your-Region

amRfl 2 . ERT KBRS IERTRY E R

TR EAXE InvokeInspectorLinuxSsmPlugin-do-not-delete BIXEX ID., &R LU
schedule-expression JEEM 6 /NIHEERFHER , 0 12 e,
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aws ssm update-association \

--association-id "your-association-ID" \

--association-name "InvokeInspectorLinuxSsmPlugin-do-not-delete" \
--schedule-expression "rate(6 hours)" \

--region your-Region

(® Note
RIFENFERAED , MRESF schedule-expression EEMN 6 NETRE N 30 2 HiX M
BFE , Mage2@E HSH SSMEERH., XSSHERER , HBZTRELQXBETL TS
RIRASH Amazon EC2 =41,

X RIETES

¥t F Linux 3541 , Amazon Inspector S REREBETUERNARF REESEFSRBRERSEFE
WAELI,

5t F Mac 1 Windows SE4I , Amazon Inspector RERERELEKIBEREEFENAELRIN,

BEXTEHNREEESNEZEER , ESEEZENERIEIES . Amazon EC2 RERE,

£/ Amazon Inspector 3#Windows EC2 3£4l

Amazon Inspector & B3I £ I XM Windows 261 , HEFHEMAELFDHE , THETATNRE,
BARTEWLFIMES , S Amazon Inspector ZIFHIRERE T HIZES. Amazon Inspector
£ EHZ1T Windows 13#, Windows EHIFE XTI #1THE , RES 6 MfHRE—X. BR2, T
EERREREZERIALERER.

BRI D EC2 i , Amazon Inspector &1 &I Windows &R BIZ LT SSM x

EX : InspectorDistributor-do-not-deleteInspectorInventoryCollection-do-
not-delete., MInvokeInspectorSsmPlugin-do-not-delete, EEF Windows £l L&
% Amazon Inspector SSM ##i# , InspectorDistributor-do-not-delete SSM XxEx & fF
AWS-ConfigureAWSPackage SSM X %1 AmazonInspector2-InspectorSsmPlugin SSM
Distributor 58, BXEZEL , iHSRER T Windows #J Amazon Inspector SSM #fiff, BEEW
SR B3R H 4 X Amazon Inspector TEX I , InvokeInspectorSsmPlugin-do-not-delete
SSM XEx&# 6 /NEHiE1T—IX Amazon Inspector SSM i, 1BR , LA LAE A cron = rate "I
BEMMIRE,

HiEWindows EC2 =45 23
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® Note
Amazon Inspector ¥ EFH T BURBRIENES (OVAL ) EXXHEFE S3 74
inspector2-oval-prod-your-AWS-Region., Amazon S3 EZEEEHEFFERAN
OVAL E M, FRIEHIXL OVAL EX, BN , Amazon Inspector FEFTARA & % CVEs B fF
X EHBITHE,

Windows 3E4IBY Amazon Inspector 33 #E R
E134# Windows 3£/ , Amazon Inspector 3R 3L 6% B A T &4 -

« ZKHIR SSM EEXAl, AXRRELMKHIAVEA , FSHEE SSM K,

s AR ERZERTIFN Windows IBRERGEZ—. BXIEFNRERZRAENTEIR  BS
B Amazon EC2 EHIHYIRASE

« ZEHIZRFET Amazon Inspector SSM ##iE#F. Amazon Inspector L2ERNEEXFINBEHIIHRE

Amazon Inspector SSM #fiff. BXRZBEBHNEFEMEE , BSZEAT -1 E&,

® Note
MR EHLE Amazon VPC ':F'J:‘ﬁ' 8% 8 HuL BEBM A E PR , W Windows A ER EA
REfE 58] X1 Amazon S3 iR, E T AR E Amazon S3 Amazon VPC =R |, iHS

Amazon Virtual Private CIoud FHF'?E@':F' HBIEMXmR. WRER Amazon VPC KigT R
REEBRBIXS AR S3 FE WAV G |, WA HE S 15 Rl FH Amazon Inspector 4E3 BY 77 4% 6
Amazon Web Services Xi5, , ZF# @7 A TIEEENEHIR OVAL EX . LiFEBER
LAF# 3 : inspector2-oval-prod-REGION,

A Windows EHIH#RE B E it

IEAILAEA SSM A InvokeInspectorSsmPlugin-do-not-deleteXBXiRE cron RIER HIER
FIAX , N B E X Windows Amazon EC2 kIR z RN ESE, BXEZEER , HZH Amazon

Systems Manager AAFfEEH NS ZE : &M T Systems Manager #J cron # rate RiEZX, , REAUT

A

MALTRBROIFEFE -, A rate RIAXE cron RIEZF R Windows SEHIR T EMERIAR 6
PEERA 12 e,

HA#EWindows EC2 3245

24
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LA TR E SR & 655 Ff B Associationld A B < Bk InvokeInspectorSsmPlugin-do-not-delete, R
A] LLAssociationldi@d 21T AT Amazon CLI @5 &K ZRIREY

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

® Note

Associationld2 X4 , B EBFEEENEBINXER R —HE—K ID Amazon Web
Services Xig, A , BALLET LERGS , FTERN Windows EHH&E B E X ABITHNE
MFEREAFHTE,

Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "cron(0 0/12 * * ? *)"

f# /5 Amazon Inspector 33# Amazon Elastic Container Registry &

am AR {5

Amazon Inspector £33 1747 Amazon Elastic Container Registry F RS E R B EEHHTR
B, MEREFERBEAELAIN. BIE Amazon ECR 35 , &3 Amazon Inspector RE AFAEE
MR EERERS.

® Note

Amazon ECR £ A EMREE @ Amazon ZREAR TR, ZZFE AR EEE Amazon Inspect
APls or #HITHEFMENNR, REFMRKEBSBEN , TEE deny FHM ecr: * BED
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PutRegistryScanningConfiguration. #£/8 AFMZHA Amazon ECR i , XEHELS
BEEMKRR A HIEIR,

BEEARHE LN ERERENEHEENEAHE | WARTFHEE, EREEEA%  AUEEHR
RENARBRERSNREESEFTFE. E side-by-side L REAF M ERB A2 RAVXE | &

2 ¥ Amazon Inspector & I8 B R o

@ Note

EARPERSEE Amazon ECR Rt H i 171t %k, BEXEZELR , BSH Amazon Elastic
Container Registry 41, EaE T E ST Amazon Inspector IBEHH1TiTHR, BXESZE
B , &2 Amazon Inspector E#to

BXRWAESE Amazon ECR HIEHNEER , BSRBEHKERE, BXNAEFAELINES | 1B
ZHEE Amazon Inspector HEXR I, BXRUMMAEMRELRFIEE Amazon ECR AMREXRINIE
B , %BZ# (Amazon Elastic Container Registry Fi F1§F) FHBRGIEE, EILEA “ Amazon
Web Services fRS5 AR TEXRFPHE KEBEAIM |, HlaAmazon Security Hub CSPM #1 Amazon

EventBridge.

ERILUB RIETIE M , 7 Amazon Inspector FEFEESNMNEHENAEEE APIs, B2 , REEE
Amazon ECR R ERPE EELPAMMBEEIRE. Amazon Inspector HEALXTIX L% B AY AT 0 |
BRREMEEZEEXNE. BEXEZEL , B35/ (Amazon ECR AF#E®) FHIE Amazon ECR ##3
HRGEESFERLERE.

ATRM T HX Amazon ECR HENEER , HNME T MR Amazon ECR F6# FEfl B8R,

Amazon ECR H#EMHEITAH

B XCHSE Amazon ECR $3# 8 , Amazon Inspector £ M53 & 14 KAHIENBE., RfF , Amazon
Inspector 2FAIX LM |, HFAERBZIREN ACTIVE, Amazon Inspector X3 ECR

R FESRSHE S (imageStatusFERAACTIVE ) . Amazon Inspector T IFFIRE R

ECR ( imageStatus=FEHARCHIVED ) HE F .

MRERELAM , Amazon Inspector fFEZEEGRE 14 XA ( BIA ) . last-in-use AHTE 14 X
A (RA) SEEENEMAESENBNAEEG. T 2025 F£5 A 16 B ZH8/2H Amazon
Inspector Ik , BRINELBEREHABUKEMBREET X 90 RAMHIERFE, BEXEZEFEE ,
ESHEE Amazon ECR B4t
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X FIELFHE , Amazon Inspector 25 AT ER A A SRR B P RERE -

. FHHEFHBESMEE,
« 3 Amazon Inspector EEHBTBER R NFHNELRBFMXE (CVE ) ME , #H CVE 51282
BRGAR AT (XPRIFLEIFHE )

- BHARBHEBE ECR PANEHERN B REN.

MR FEERENEEEME |, NRABEEERER T X ERITHHE

BA LB K- EER AR SRMRGET R LA ListCoverage APl REF LR ERBREERTF
ERENEE. KELLTEHA , Amazon Inspector 2F 1 Amazon ECR BMEH) LR 3FH RS B FER

« Amazon Inspector X & 27 B &Y F 15 1A A o

« BT Amazon Inspector BIBER RN T ¥MZBSMRENFHELREFMXE (CVE ) TH , Fit
Amazon Inspector B A BB AT,

EF 4R ECR BaRH &

Amazon Inspector N33 #1F#47E ECR (imageStatusisARCHIVED) A A A %K. % ECR FHES
BB ER AN EREBRE , Amazon Inspector 2Bz XARAELER , ARE 3 KEMBRAELE R, IR
FHANBEREBRE ECR RENEFHB , Amazon Inspector & FEVFH,

MASRRERF I EEGTHARSR

Amazon Inspector &3 & 25L& 81 Z] Amazon Elastic Container Service ( Amazon ECS )
Amazon Elastic Kubernetes Service ( Amazon EKS ) FIEFEIZTH AL , REHLHENERZLE
B, XLMETLESRATREETZTHNARE LRENRE,

(@ Note

NEAEEN KR AWSReadOnlyAccess TERMEE Amazon ECR BRI SERIZITH R SR
Z RS EBNRE. EEERB[MEBMSEL , BFEERMFEA AWSReadOnlyAccess #
AWSInspector2ReadOnlyAccess FEE N K,

BAIUBRBEZEENRBEEETENEER , HEBNBB/ESRETRELLEBEEZTE, BrLlESF
METEEFERANASEMGHE | LLRE X 24 /MefATE Amazon ECS 5 Amazon EKS %Eﬂ:%%ﬁﬁﬁ
HEARBRMG, BIETUEEIFET 24 Amazon ECS £ Amazon EKS B854 ( pod ) o ATLA
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£ Amazon Inspector EH AN ABEMBGBAERINFAEERELHAN FilterCriteria HIERR
£/ ecrImageInUseCount # ecrImagelLastInUseAt FFiERH4REIIMER, X TFHHOTTM
Bk, BIEATRESERE 36 NI TREFER. 25, LBES 24 MNEHF —R. BEXEZEE
BESHMEE Amazon Inspector A& X B MEFE Amazon Inspector HE XMW IFME L

(® Note

BUE Amazon ECR R H S FEMEL E N ELREEN |, 2FXEHEB 3 &£1EE Amazon
ECRIAEARIM, HMIE Amazon ECR FHRERIREELEAHW, EXEZEE , BSH
{Amazon Elastic Container Registry i {5R) F R,

B A UREER PN BEFEBGN last-in-use B BIEHHF X LK K,

#¥£# Amazon ECS #1 Amazon EKS #J Fargate th X #F 1t ThaE,
TENBRERZNMEKER

BXIENRERGVER , BSRAZENIRIERS - #£A Amazon Inspector #1717 Amazon ECR 3
.

Amazon Inspector Xf Amazon ECR 17 ER A EWEZ U T I IFHEHIER .
BGE S

« "application/vnd.oci.image.manifest.v1l+json"

« "application/vnd.docker.distribution.manifest.v2+json"

R EL B

» "application/vnd.docker.container.image.vl+json"

« "application/vnd.oci.image.config.vl+json"

BRE=

« "application/vnd.docker.image.rootfs.diff.tar"
« "application/vnd.docker.image.rootfs.diff.tar.gzip"

« "application/vnd.docker.image.rootfs.foreign.diff.tar.gzip"
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« "application/vnd.oci.image.layer.vl.tar"

« "application/vnd.oci.image.layer.vl.tar+gzip"

« "application/vnd.oci.image.layer.vl.tar+zstd"

« "application/vnd.oci.image.layer.nondistributable.vl.tar"

« "application/vnd.oci.image.layer.nondistributable.vl.tar+gzip"

® Note

Amazon Inspector T % #FE M "application/
vnd.docker.distribution.manifest.list.v2+json" E{&E A RKITH Amazon ECR
T o

FtiE Amazon ECR Ef 13418

Amazon ECR E#FHH#F4ETH1REBRE T Amazon Inspector L1512 17468 FE 1 B 25 GBI RS 1E]
B LA B last-in-use A 8, LXIRER B HEAFI#EE A B E EFAMB AR E. KREMER , RESR
WINE R B RS ENENFRFERE,

MRELEHWERS  FRARRENEHREFENE, N TREEEANRE  HERERNVEHEFSEN
B, #IKF ( 2EARMBARDRFKS ) BB EFSERE R 14 Ko

REMGESEF LN DXERASHENETE 14 XN ( BIAMERT ) , Amazon Inspector Fi & 4kE4E s 1%
MEFREWR G, MRBEEEENHEAHN EERBHARBEEERAEZTHNESELER ,

M| Amazon Inspector FHE X H#F TR, MRFE , JLUERREE R N IZR LIXPE A B s iR
B, MARKRLERERBHSERBREGE, 2 Amazon Inspector &1L IS IEBKE | ©2FMREGEHERSK
BIRENIEED , ANERRBIRENCTH. AF , Amazon Inspector &1t X!3< 7 P8 A8 < BV BR 5
RERI,

Flan | R IEKHIEY B G 4Rt | Amazon Inspector & E XN A FEE N FERENFEEEHRFT
BEEAEFHHEENWRSG, B2 , AMESETNNSENENHE T IEES MG | 4108 TFIEFDIRED.

BEEREERKSEEEHFAMZEE R , Amazon Inspector £5FZ1& BN A FHLERHFTE R
AP, MREREERMKSAKRSH Amazon ECR 1# , NITTEZEE AP MERIEE,

N F LRG| X last-in-use B IR IR, FRAZSEWMEGEN | BIMNBIWEERERGNIESHIES
H MR 2 last-in-use B BIREL B , LUBREBNERRET
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® Note
2025 £ 5 A 16 B 2B BN A EMPEFEN HREFRETE, S0 ER THE
B EMERINEE.
AR B FT AR ()
MG EF AR BLERTERE T Amazon Inspector MG EKE, BBREMFBHSENESER
E . ERERABE (BRIA ) REXIRENAH, REAEER Amazon E ECS/Amazon KS &E85E
PN EREABE , BERFELRXEABRR (BN ) . MRERFER Amazon ECR BEH L)X B EH

HIRERAERE | BIEFE DRI A B, ALEFH T ERTE M Rad EIA

« 14X (RWN)
« 30 X

« 60 X

« 90 X

« 180 X

R G 3 B HI 2R [R)

BRAGHE IS B BRI R [E R E T Amazon Inspector TR HEIX B 1768 B 2 e 2R R G R B R
B, ALEFRLT SRR RED

- 14X (#A)

« 30 X

« 60 X

« 90 X

« 180 X

- A

Bt i@ Amazon ECR E# A 4EaTa)

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
Inspector ZH| A& -
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2. EREERE Amazon ECR EFAMIFEETE Amazon Web Services X5 Iz E.
ESMERD , FONEREMNREN ECR A RE.

£ ECR EFfHAEIFEMNET , EEMRGEHRARERN | AR ERMENNFLEE,
ERGHIEBHT , ERREHIEBH,

EERF

2

T ## ECR BRBHBRS

Inspector {X 13§ ECR RBREBRPHACTIVER K. THAHA FARCHIVEDIRASH ECR BREsi R, E
THAEXABTANESZELR |, 5 Amazon ECR HEWAEIT .

X ECR A48 7 ECR B BIRAEM N , ACTIVEInspector & HiZlastActivatedAtFE.
SRUS IR E A RRLLAT R,

£ Amazon Inspector #1733 Amazon Lambda

Amazon Inspector ¥ Amazon Lambda ZhEER R K X iF AR RN B R L RE T4, Amazon
Inspector IRHEFH PR Lambda EEITHE.

Amazon Inspector Lambda #r/#E#

LR REIAG Lambda H#KE, ©LHM Lambda RBMEFHNARFGRBARR , UE
RiEFZIRIE.

Amazon Inspector Lambda X333

XfPFEEXBSFTE Lambda KB EREFHNEENNARFRL , LERKBRE. BALUBCE
Lambda ¥r/8EF3E |, t8 AT LLEI B B0E Lambda FRAERRE R Lambda X211,

WMREHE Lambda KIBHAHE , NAMEBE Lambda RKIBAKE. BEXESER , BSHABEEME

2,

& Lambda BE3FH# S , Amazon Inspector & 1E &I K F° F 1 28 LA

T RS M<EE : cloudtrail:CreateServicelLinkedChannel #
cloudtrail:DeleteServicelLinkedChannel, Amazon Inspector BEiXLERE , HERAE
IR % #4348 CloudTrail B, XLEFE AR FBEFKF FH CloudTrail B4 , GERE—#
CloudTrail, BEATRETEFEIZE EHSHIRER CloudTrail LEBREKF FHNELS. AXNAEEXLEE
EWEER , H23H (Amazon CloudTrail AFiERE) PHEERSHEXEE,

Lambda B 31


https://docs.amazonaws.cn/inspector/latest/user/scanning_resources_lambda_exclude_functions.html
https://docs.amazonaws.cn/inspector/latest/user/scanning_resources_lambda_code.html
https://docs.amazonaws.cn/inspector/latest/user/activate-scans.html
https://docs.amazonaws.cn/inspector/latest/user/activate-scans.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-service-linked-channels.html
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® Note

Amazon Inspector T2 FHRABEEAE A REEBHMEN Lambda ¥, X—KEA T Lambda
FrEIFEF Lambda B,

Lambda BRI HEITH

BUES , Amazon Inspector 2P ERIKF A X 90 KAB AN EFH WA Lambda ¥, EUTE
T, Amazon Inspector 23 Lambda BREUS 31 iR -

« Amazon Inspector ZII A Lambda BEKEAET,
« J¥HH Lambda BB FEE| Lambda BRS5 AT,
- EBEBINHE Lambda B HE W N AR F KB A E #H AT,

« Amazon Inspector £ B E IR INFHE N RBEFMXEE (CVE ) B , BiZ CVE S&MEREHEX
Ao

Amazon Inspector & Lambda BRI ENEar BEIAX H TR | B 2% 5B BReR 4 HE
BRERETEEZ .

BA L B K P EE N ERY Lambda BEBUETI RS A ListCoverage APl k&EF LXK E Lambda &
BREEEFEEREINE, ZELLTEHR , Amazon Inspector 2 E # Lambda ¥ #Y L)X a8 =
B -

« Amazon Inspector SER XY Lambda BEEH #] 133,
« TEFT Lambda BIEET,

« AT &M Lambda BEEHI#H CVE I B HMZ] Amazon Inspector ZIEES , Amazon Inspector E#f
= EREATE (DR

T ENEITHRENMFSFEFHEK
¥t F Lambda #x;#33#H Lambda #3333 , Amazon Inspector XETFREIMNETR RS, BXxEi

RAERBTENETHNRENIIR | BSHZENIZEITRIRS : Amazon Inspector Lambda #5/£H
BN FNETIRS - Amazon Inspector Lambda KB,

RTEEZIENEITRRSE 2, Lambda EHBUEFERHE LA T &4 T B R KT Amazon
Inspector 3 :

Lambda EEHHEHHREITH 32


https://docs.amazonaws.cn/lambda/latest/dg/security-encryption-at-rest.html
https://docs.amazonaws.cn/inspector/v2/APIReference/API_ListCoverage.html

Amazon Inspector

« XE 90 RNIAAREFT ZEH,
o ZBEBMWARIEH $LATEST,

o ZEBREBEREMNAEPHERR,

RAriEmE

(@ Note

% 90 RAREATIE KA Lambda BB B HEERRERBE 25 WR Lambda BHE
XAV AT BB # 4T T ok , W Amazon Inspector FFRE XY B 3 BEBRRY BBV A 4.

Amazon Inspector Lambda $rAEF

Amazon Inspector Lambda #5/E3# AR B RN E Lambda R BFNEN N AR SEBIHH

BERE. Hlin |, IR Lambda MEERK python-jwt BFEMRAFES LMY , N Lambda #&
HARENER X ZEBNAE LD,

IR Amazon Inspector 7 Lambda BN ARSI PR MBS , Il Amazon Inspector &
ERFHANEFTRBERBENRAELRI,

BRECERHERBENGN |, BSRABERERE,

(@ Note

Lambda #7 ER#E TS #E Lambda 21T IR E R BRIAZ B Amazon SDK kHilil, Amazon
Inspector X33 38 5 F B B AT 4% BY R B T = M 2 408 A B9 (1K B 30

(@ Note
£ Amazon Inspector Lambda #7134 t 5% E 845 A Amazon Inspector Lambda #3513

o
M Lambda #r#33 4 AP BEBR B L

BT LA[E Lambda BREBURIIARE |, M\ EHEBRTE Amazon Inspector Lambda ¥rAERE 2 5. N
RHEBRBEBBERS B LE HII TSR IR EMN IR, MEBRMNEBURIGER |, ZIRSEXMEF U TREX,

Amazon Inspector Lambda ¥r/## 33
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« % : InspectorExclusion

- {8 : LambdaStandardScanning

AEBNAOMABENEB P HERORBORIIFE, HXTE Lambda B RIMFENEZER | 5
7 Lambda BREX L ARZ,

MR P HEBREEK

1. FEREBNEIEESR , AAFITH Lambda #5|& , MukR : https://console.aws.amazon.com/
lambda/,
NS BERPERER.

R EHEBRTE Amazon Inspector Lambda ¥R 2 S8 Y B BRI B Fho
1%# Configuration (L& ) , A/FER Tags (#7¥ ) .
EREERE , RREFFMFIRE,

o & 0D

a. XF#  #WA InspectorExclusion,
b. XF Value (1€ ) , #iA LambdaStandardScanning
6. EERE.

Amazon Inspector Lambda X1 #

/A Important

ZAFE W3R Lambda BRBHIRBB A B , URHERSKRNINFE, XEHBRTEE RERD
Ay FEUE S EL A U AT KL

fEBI L 4FAE , Amazon Inspector AI#RHE Amazon Z2& HREREKAHE Lambda P NARFREZ
AFERERE , RUBIE-E, FARE., ROMEMFEMNZEZF, Amazon Inspector 2EA B3I #
BEFNEFHE S KT Lambda MBI N ARFRB., ©ELFERHS Amazon Q §EFF &K A SR MBSk
RAlERBERR T ATRE.

Amazon Inspector £ Lambda B AR FREF RN EREN , 2ERRERE. HAERNER
SERTRABHRBLEE , URABERBINEAMNE, I , BN NMAEEEE, BiTELR
BEARBR , ATERZZTRENRBIT. RTEHNZAERILBEN —BRABIIKIERI |, ERME
TXERBEE,
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https://console.amazonaws.cn/lambda/
https://console.amazonaws.cn/lambda/
https://docs.amazonaws.cn/inspector/latest/user/findings-types.html#findings-types-code

Amazon Inspector AriEE

RIEEEEWHBHHBERATE, FERBIBRUTREERPEER, BN ESRANKE
HHBUNR, ERARBIRBWZH , BHELFAFAXLERY, BURFEXNHBITRE , LB
RABRAESLENTH, EXESELR , BEAATENATEEBXE,

WREHE Lambda KB , WA ERE Lambda KB, BEXEZEL , BSRBEAESE
A, BXRPL Amazon Web Services RIE M ZFENELR , TS HEE T XS SR A,

FEABIRREE R INERRD

Amazon Q £7Ff# £ A Lambda REHERNEINERBFEAERNEXNRB A ER. BRIAMER
T , Amazon Q ##HI A T MZEABE Amazon HENZEHH. B2 , B LUEIT Amazon Inspector API
FAECHEFEIEBRFAMITME, EXEZER , AN FAEATFNRIBIHITESNE,

M Lambda X313 1 P BERR B 2K

BT LA[ Lambda BRBURIIARE | MTFEHEBRTE Amazon Inspector Lambda RIBHRE 2. WA
FHEBREERBE B L BN TSR IREN B IR, MEBRNEBORMFER |, ZRSAMEFUTREX.

« %4A — InspectorCodeExclusion

- {& - LambdaCodeScanning

REBN BRI BEMNRDITE PR EBURNIIIRE, BXE Lambda FFRMEENEZER | B
27 Lambda B EFEARZ,

MREBIHE P HERR BB

1. FRAESHNEIEE R , REITH Lambda #Hl& , BHER : https://console.aws.amazon.com/
lambda/,
NS B P ERE,

R EHEBRTE Amazon Inspector Lambda #5133 2 S0 B BR Y B Fio
1%4% Configuration ( BLE ) , AFIEER Tags (5% )
EREERE , REEFFAMFRZ,

o & w0 b

a. XF8 , #WA InspectorCodeExclusions
b. XF Value () , #i A LambdaCodeScanning
6. EERE.
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https://docs.amazonaws.cn/inspector/latest/user/activate-scans.html
https://docs.amazonaws.cn/inspector/latest/user/activate-scans.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#aws-owned-cmk
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f£ Amazon Inspector R{ERFHER

FRAXAHEEAE  SEEEBRZAEERERNEMAELI., MREEFHITHHEE

& | Amazon Inspector 2T EFEFRMHN T RRERMNAELN, MRECZFBEERI , THR
B RAERXIRENER , RAELXIMS HEF Amazon Simple Storage Service ( Amazon S3 ) 7%
W, BEXEZER , H3H S H Amazon Inspector FEXR IS, EAAEREN , FHAAWEREDY
Amazon kP AT RERIE R LA &AL -

T ¥ EC2 13

Z{R4= A Amazon Inspector Amazon XK # EC2 A#AY , LA SSM RERFFEMIER -

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete

* InvokeInspectorLinuxSsmPlugin-do-not-delete

* InvokeInspectorSsmPlugin-do-not-delete.

tesh , EMFTE Windows EH AR Amazon Inspector SSM f&#h., BEXEZEL , F5H HiE
Windows EC2 3£4i,

Amazon ECR 13#

Rk = Amazon ECR 33# /5 , iZKF# Amazon ECR 3R E M EA Amazon Inspector #
TIEBPAEE RN EA Amazon ECR #TEARHE,

Lambda ¥r/EF I

A FEH Lambda $2ERER , MRRERBERE , MAEH Lambda REBAHE, £05% 7T U R
Amazon Inspector 7E#E Lambda #RAEFT BT BIZEY CloudTrail lRFHEXERE,

Amazon Inspector XiB &L &M

LB AWK ZH Code Security BY , 2R S 2 HRBKAAMEER. MBEMNEAKEE. MREHNIKF 2
HAOANBREER , NEBRLEHBEKFH Code Security , MK G KR RIHILIKF .

FHAH

FERENKFHFTER#EER A E Amazon Web Services X134 F %Ik /7 #9 Amazon Inspector, H%
EFZEE |, B5R A Amazon Inspector,

=
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https://docs.amazonaws.cn/inspector/latest/user/activate-scans.html
https://docs.amazonaws.cn/inspector/latest/user/activate-scans.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-ecr.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
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EEZKFIMERTERIESE | IB5ELL Amazon Inspector ZEREB R B HBERETRAUAT SR,

Console

FRAE

1.

N o o~ w0

API

FRENEIEES , ARABTE hitps://console.aws.amazon.com/inspector/v2/ home 3T FF
Amazon Inspector #2414,

FEATEA LA Amazon Web Services X1, %1288 , B EFEHARAENXE,
ESmBERSD , ERKFERE,

MR PRI LS RIK P R ER S

EHREFRPRNEANKS I N EEE,

ERRE , ARNERENHEREFRANAREL,

( #%E ) £E1F Amazon Web Services Xif AiZPRABEXBENEMIBEREPEEXLE SR,

EZITEA APIR1E, EiERD , R IDs BEEAAENKS |, HresourceTypesiRft— 1%
“NEC2., ECRLAMBDA, E{LAMBDA_CODELA{Z=A1AH.

ERAH

37


https://console.amazonaws.cn/inspector/v2/home
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BEExMZ 20 (CIS) A% Amazon EC2 SEHIRERS

Amazon Inspector CIS 33# ( CIS 131 ) BN X EN T T EC2 KHIRERS , LLBRERIEREE
MEZehOEHENRESIREBVERITEE, CIS ZeEHERETHATZ2BEERENTULIFEERE
EHEMRESE, ERHKFZ A Amazon Inspector EC2 H# /5 , B ITHZHE CIS B, BX
W{AASE Amazon EC2 H#EMER |, BSRBUEHEEE,

® Note

CIS #rtEiE T x86_64 BERS. BEET ARMMRRE , REREARETL ETMFRE T
AV IS FME B

Amazon Inspector 1R#E EC2 SZAIFRE M A E LA HAETTRIX B #R 1L S# 2 Fl 1T CIS 3, Amazon
Inspector &3 BN BHFEHIRIT—RIIEZFRE, BIREBXTHENREEERETHERBEN
CISEHRN, BUREEHE—/ CISKRE ID Mird , 52 FAMN CIS BB R, CIS HiTK
&, BANEFEERRTHZRGHNMLERFRERT., BFIHEK,

® Note

EHTHITY CIS B | XTAERENEBRMERE, B2 , MRENLAEXMZEIT CIS B,
M A7RER VPC ¥R o

FH
« Amazon Inspector CIS HH# KL T EC2 KHIEK
- 1217 CIS i

- EAEE Amazon Inspector CIS 33y F EZE W Amazon Organizations

« Amazon Inspector #8 Fi F Amazon Inspector CIS 333/ Amazon S3 174 i@
- BIE CIS FHiEfE

- BF CIS HiEE

- YREE CIS FHiEHE

- THCISHIELER

38


https://www.amazonaws.cn/what-is/cis-benchmarks/
https://docs.amazonaws.cn/inspector/latest/user/activate-scans.html
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Amazon Inspector CIS AN 5# EC2 SEHIER

EXHENIL D% EC2 2HI21T CIS 13 , Amazon EC2 KB ATUR B A THRAE

- RHIRERSGZ CIS HEZENRERSEZ—. BXEZEE , 2 Amazon Inspector ZHEH#
ERZHREIES

 Z3%HI2 Amazon S EC2 ystems Manager 3£4l, EXEZEE , 2 (Amazon Systems
Manager AF{E®) FHIEA SSM Agent,

« %32 %% Amazon Inspector SSM ##. Amazon Inspector £ B FEFEE 26| E R FH

o ZEBIEEEHIEE Y | ZEEXHETF SSM EELFIMRER , ##EF Amazon Inspector
YR BT CIS AR, ERFXENIR , R/ Amazon SSMManaged InstanceCore
Amazonlnspector2 ~ManagedCisPolicy SREE K i E — N IAM B, AEF IAM AE/ERRHIEE
SRR INENZSE B, BXRAIBMMMMEHIEEXHNRE , HZH A mazon EC2 AFEEEPHER
IAM B,

® Note
EERWILS# EC2 K] L1217 CIS H#E 281 , LI FES A Amazon Inspector JRERK
&, MREZEA Amazon Inspector JRER ZE , Amazon Inspector & Bz Z% SSM

Agent , B2 BIHA SSM Agent RETRERE., 4 , Akt , BHNKFHREE
InspectorLinuxDistributor-do-not-delete XxBx,

FENGEFAR EC2 24 Liz=1T CIS HIE/ L 5%k Virtual Private Cloud £ im
T RER
BAILEN T D MEXN T L EC2 2fHliz1T CIS HHE, BER , MREBENELLE EC2 =24 E

1217 CIS 13 , M4 622 Amazon VPC &in T Ko A Systems Manager €2 Amazon VPC iR
i, BEUATHS

* COom.amazonaws.region.ec2messages
* Ccom.amazonaws.region.inspector2
* COmM.amazonaws.region.s3

* COmM.amazonaws.region.ssm

* COom.amazonaws. region .Ssmmessages
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https://docs.amazonaws.cn/inspector/latest/user/supported.html#supported-os-cis
https://docs.amazonaws.cn/inspector/latest/user/supported.html#supported-os-cis
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.amazonaws.cn/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ManagedCisPolicy
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#working-with-iam-roles
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#working-with-iam-roles
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Inspector AriEE

BEXREZER , 551 (Amazon Systems Manager AAF$5R) H#Y N Systems Manager 83 VPC
i R o

® Note

B &l , B Amazon Web Services X8, A%
Zamazonaws.com.region.inspector2if o

IZ4T CIS 1A
AR FBET—ME CIS A , A AZRITNEEAE., EETHAE , BLtEZRAREE.

BAEAEERER , BUMUEERATERZHINFEEEXN ., MRERALR Amazon Inspector BifRE
BER , MoAEREEESIEESZANIKS , Amazon Inspector FEENKF P ERHHIEEFRZHISE
B, BRI HEIER CIS BEEZER, WTFHNEHENR |, CIS BIBFER1 NER2EBEXH , B
EATRAKRETREEENTEREERREEE,

c FER-BEWATEEMRSLEENELZERE, XEXLEREQFURSROFHHBRERTLHF
. XEBWHBRRELREAOINKE A MNMEEBEMNZLZEXK,

c FER2- ABREMMREUESRNRZERE, XEXLEREFEHTAINMME , LEAREH
BRARA S EMAI KBS, XL BRI EFSEESHAMER,

E8% 2 RER1WEM, MEEBRELR 2, Amazon Inspector 2R EBHINER 1 MER 2 BiIUWFTE
[T

EXHESHE , BUERERFEEN -RERERET (EXKEEREET )  ERENEER
HRZET. EERETUEX, SANEAET , HEBAZIER.

® Tip
RNEBUGERP#EZTHE AT ARER MRSH B A aTE,

iZ1T CIS 133 40


https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create

Amazon Inspector AriEE

FERAEE Amazon Inspector CIS 33 #IEZEIM Amazon
Organizations

LBEALHRIZTT CIS 13RS , Amazon Inspector EREE A MK AKF 2UFREN A XS CIS H#E
BEMPEERH#HITRE,

Amazon Inspector ZKEE Z A E CIS HARBENPRABLERHITRE

HEREEANAEKFHBEXAKSCIBAREEN  ZRERALAME. AARANHEEES
— M ARN , FFELR D BEENFEE :

arn:aws:inspector2:Region:111122223333:owner/0OrganizationId/cis-
configuration/scanId

ZREEATNERALAMANPAHEEE , IEXERERHEMKS 6lE,

EREER AUEFHALRAPEAKSNAEE R

MREFREERGETHMEEHEE SELF FEHRKS, , NEEZEREZERAFTR , wiIRRABEER
HEE. BER , ZREBERATLEL SELF F BFRREXAREEN B 7.

(® Note
ZREERTEZRALREN CIS AHREERINIFZ.

Amazon Inspector K R IKF WA 5 CIS AR ENPAMERFEITRE
HHRAKFAE CIS AR ER , ZEREPHME, B2 , EREEAUTUEFZEE., MEK K
FER A NEREBEANELEEEZEE.

® Note
ZMEERTRRMER R K RN AR E.

RAMKF., A SELF AERFNEREER , URMYKFHFHEECLENARES, XERERES
—/NARN , FKF ID ER-AFFEE :

arn:aws:inspector2:Region:111122223333:0owner/111122223333/cis-
configuration/scanId
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BAKFALEREKFAEERHEER  SRZREER TN CIS RENHEBE R

Amazon Inspector #1588 B F Amazon Inspector CIS i Amazon
S3 7 &1

FRARBEMITEIES ( OVAL , Open Vulnerability and Assessment Language ) 2 —HEEZ42T
£, BEEFIENMREITTENREHNIZREZIMIn AL, THRIIE T Amazon Inspector HEWFTE
BT CIS 1331 Amazon S3 Ff# & OVAL E Y. Amazon Inspector 2% 1 CIS H#FIEHR OVAL
ENXH, VPCs MEME | R E# Inspector HIFER Amazon S3 @Y AT AR £,

(® Note

LR Amazon Inspector i B8 8/ Amazon S3 F BN IFAEEH T 2L ET{L, BER
ZRUESTEREN , UM ZEH Amazon Web Services Xig, EFEER Amazon
Inspector B # Amazon S3 EAEHE A F Eftt Amazon S3 BRIERELB 2 H Amazon S3 &
PR

CIS Amazon Web Services X1
cis-datasets-prod-arn-5908f6f ROt X (BT ERREE )
cis-datasets-prod-bah-8f88801 7R ( BA)
cis-datasets-prod-bjs-0f40506 FE (JER)
cis-datasets-prod-bom-435a167 AKX (&)
cis-datasets-prod-cdg-f3a9c58 RRMib X ( B3 )
cis-datasets-prod-cgk-09ebl12f 0 A X ( FEDDE )
cis-datasets-prod-cmh-63030b9 XERI (HmZEBEMN)
cis-datasets-prod-cpt-02c5c6f IEM ( FFER)
cis-datasets-prod-dub-984936f BN X ( ZBI/R=)
cis-datasets-prod-fra-6eb96eb M X (E=%E )

Amazon Inspector #1558 F§ F Amazon Inspector CIS 13## Amazon S3 77 #& 42
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RAriEmE

CIS 7Ff&#@

cis-datasets-prod-gru-de69f99
cis-datasets-prod-hkg-8e30800
cis-datasets-prod-iad-8438411
cis-datasets-prod-icn-f4effilc
cis-datasets-prod-kix-5743b21
cis-datasets-prod-1lhr-8b1fbdo
cis-datasets-prod-mxp-7blbbce
cis-datasets-prod-nrt-464f684
cis-datasets-prod-osu-5bead6f
cis-datasets-prod-pdt-adadfoc
cis-datasets-prod-pdx-acfbd52
cis-datasets-prod-sfo-1515ba8
cis-datasets-prod-sin-309725b
cis-datasets-prod-syd-f349107
cis-datasets-prod-yul-5e@c95e
cis-datasets-prod-zhy-5a8eacb

cis-datasets-prod-zrh-67e0e3d

2l CIS HfHE &

REBNENAIE CIS HEEE.

Amazon Web Services X1
RN (ERD)

TA#X (F#E)

EEFRE (FERLMILER )
TA#X (R )

TA#X (KR )

ROM X (122 )

ROM X (K= )

WAMX (FRK )

Amazon GovCloud ( EEZXREB )
Amazon GovCloud ( EZEEZB )
EEAELR (HRBRM )
XEAEL (JemAERL )

N A ik

TAR#X (&KE )

MEKX (HEF)

HE (TE)

RO ( 7RERAH )

BIE CIS HEE B
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1Z1T CIS 3

1.

2

~

FERENEIEER , REFTIF Amazon Inspector #2#IA& , MiLH : hitps:/
console.aws.amazon.com/inspector/v2/home,

£/ Amazon Web Services Xif TR FIRIEFEEIZTT CIS H#H Amazon Web Services X1,
ESMERP , EREFRAE |, AFER CIS A,

R CIEF M,

EARBESRT , MARBEEES .

EERBFREF , MAZABNSHINRNENNE, ERSTUANSMMEEEENTENE ,
BEHALUEE 25 MEESEAEPIRZ,

XTF CIS BEHESFR , BUUNERZLBEERREFR 1, NERLLBRELREFR 2.

NFBEFRKF, , BEEETEE CISHEPNIK,, BXEZER , BH5H £HEE Amazon
Inspector CIS Ay E EE W Amazon Organizations.

MRENKSREREZAMKS , MABLARREKS REEKS . FIEKFETRERALKDH
FIRKF . EEKPUREKRAKPHNBIKS . MREFLIED , WA LUEE FHES 2 RIKS K
BEEZNKF, SWa LA SELF MARKS ID RN ENK/F eIZHHEE

MRENKFRA[PRIRT K RERZAKS |, B UEREAERNENKF O EPRERE.

XTI, mFE-RERE  SFEFEEEAREEEREVAETHE  IELRESHAMAE ,
X EEEENNEZTEM,

10. WINERSE | BER6E,

EE CISH#EER

Amazon Inspector 2 N ETHEMNEHEBCIZ —MA#EAEL |, FAEAE—EHE ID KERHES
R, CISHELERE 90 RANAH, ZAUEBIREHHNFTRESR CIS HHEER !

- BRETCENHBEER - BREHEARTHITIRENAHERETIEH. XTHARE , £H2W

-G WARZOHERAN, BREHEL,

- BRENFRLCENARER - RARHRRAHERNS MR ENRA#EERETIE. X T

BRER, EH2WE—0HE , UARREZLRERN, BRIHEL,

AEBNAMAEE CIS HEER

BE CISHBER 44


https://console.amazonaws.cn/inspector/v2/home
https://console.amazonaws.cn/inspector/v2/home
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EERHEER

1.

FERENEIEER , REFTIF Amazon Inspector #2#IA& , MiLH : hitps:/
console.aws.amazon.com/inspector/v2/home,

£/ Amazon Web Services X5 THIFIFRIEFR 2 CIS i E EH Amazon Web Services X
15,

ESMBEED , RFRREQE  ABER CIS A,

HEBERFEERIRT+,

EiTRIEST  EREEENAMITL ID. ELEEEZEFMAMITY ID FFENIT , ARERE
EFAER.

RERETEENTHEIRE , AFEFHENTRIESHHBABDERN SN ERN TR,

R LLEF TR CIS HEMNEAER.

EFRITRIH CIS HEMFMAESR

1.

FERENEIEER , REFTIF Amazon Inspector ##IE& , MiLH : hitps:/
console.aws.amazon.com/inspector/v2/home,

£ Amazon Web Services X135 T3l FREFAIE CIS HIBBLEA Amazon Web Services X
=,

ESMBEKT | ERREAE , ABER CIS 5,

ER BT RIETF,

AREEERWIT  2REEFENARKEN BN, NEERBEEENAFEEEMRENT , K5
EREFEFAER.

‘REE CIS HiRBLE

AEBN B4R CIS HEEE,

448 CIS HHEE

1.

FERENEIEER , REFTIF Amazon Inspector #2#IA& , MiLH : hitps:/
console.aws.amazon.com/inspector/v2/home,

£/ Amazon Web Services X5 THI5IFRIEF 42 CIS HHiE E R Amazon Web Services X
15,

4B CIS HERE 45
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3. HESMBERKT , ERRFQE  RELEE CIS B,
4. EECITXETF,
5. ARBREBVEREMENIT , REERRER,

T CIS HRER
A[fE A Amazon Inspector #2#| & APl & PDF = CSV &K CIS :3#,

(® Note

X T 2024 £ 5 A 3 B2EWER CIS 9 , BB T CSV XM CIS HEER

AEBANFWMAER Amazon Inspector &4 T & CIS 31,
B ETE CIS RS

1. ERZNZEIERSR , RFITIF Amazon Inspector ##l& , MukH : https:/

console.aws.amazon.com/inspector/v2/home,

2. {#F Amazon Web Services Xig THI5IF&KiEF |2 CIS HiFEE R Amazon Web Services X

o
ESMERT , ERRFEH , AFEE CIS B#.
ERPMHEERETF,

5. HITXEZT , EREEFNHAHITY ID. ELXREZEFTNEAHITY ID FAENIT , REERE

BERAER

6. EETHE , AFiEE PDF = CSV, MREMNKFREREERAMKS |, M Al BUEERIEREIKF KT &

FER R KSR,
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Amazon Inspector Code Security

Amazon Inspector 2 —HlREEERS , TEHRATEARHFENEH#ITHAE , LERERHR
EMENANRERE, BB) Code Security , Amazon Inspector 2 E— N ARFERERE, £=
F R AR BC R UK Ba R RS ERIE. &8 BA7E Amazon Inspector 2§ & BT
Amazon Inspector API #E& Code Security, #E& Code Security /5 , AIASIBRABERENENA
FHENRBEEE  UBEERENMENNE, SUUERES, HEMNBRAEEE, SXIEMH
Code Security B Amazon Web Services XIBHWEER , BZRXEHNER. BXRENNEE , HSH
Amazon Inspector EHto

Code Security B J R &4

TEFF8REA Code Security Z 8l , BABMABE Code Security FHRTE I N2 ISR IR JtISEE\EIJ«X
REREILE, RBEER , UAUREEK. ﬁﬂﬁﬁ%‘)ﬁ*ﬂlﬁﬁﬁ%ﬁﬁﬁﬂﬁf&ﬁ Bo. RABRT,
RS Amazon %ﬁﬂﬁ&%ﬁl&ﬁﬂﬂ&o BEREFAHENRS R, BENEE, ZZEI%E#HE
MEEATMEZENEDR , —IJ«,{@JE%F‘%ME’J KMS %40,

BE Code Security
BUE Code Security WA SBEMME B AEREN ANMER,. BXEZEER , BSRBEHEE

Eii

BIEEZEFEBNZHAHITIHE Amazon KMS

BRINBERT , BRBIEFER Amazon HENZREHITNER., XEREZHHENRSIE, HENE
B, nRERENEERATNEHENZSH , TMﬁ'JE@F‘?%”H’J KMS #4f, Amazon Inspector &~
2 EENBIE#H TR E. Amazon Inspector XN ERRRBRMENFHEPBRRTHE. Bxmd
BIEEFIEE KMS ZHAMEE , H2H (Amazon Key Management Service FiF1E/) R 61
KMS #4H,

R B Rl
EECEERAN , EANTREERG,

(® Note

AT RBEHF Y FAS B PR45E T Amazon Inspector , B EM1X 2 Amazon Inspector .17 B
¥ APl
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JSON

"Version'":"2012-10-17",
"Id": "key-policy",
"Statement": [
{
"Sid": "Allow Q to use Encrypt Decrypt GenerateDataKey and
GenerateDataKeyWithoutPlaintext",
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms : GenerateDataKeyWithoutPlaintext"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringlLike": {
"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:us-east-1:111122223333:codesecurity-
integration/*"
}
}
}I
{

"Sid": "Allow Q to use DescribeKey",
"Effect": "Allow",
"Principal": {

"Service": "q.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource™: "*"
},
{

BIEEFEEN BRI TIHF Amazon KMS 48
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"Sid": "Allow Inspector to use Encrypt Decrypt GenerateDataKey and

GenerateDataKeyWithoutPlaintext using FAS",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectorCodeSecurity"
}I
"Action": [

"kms :Encrypt",

"kms :Decrypt",

"kms : GenerateDataKey",

"kms :GenerateDataKeyWithoutPlaintext"
]I
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"

},
"StringlLike": {

"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"

}

"Sid": "Allow Inspector to use DescribeKey using FAS",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectorCodeSecurity"
}I
"Action": [

"kms :DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"

B2 KMS Z4H /5 , BRI BAMEALLT Amazon Inspector APIs,

BIREFEENZHRH

171518 Amazon KMS
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« UpdateEncryptionKey — & f CODE_REPOSITORY or resourceType fl—i2 A CODEER TR
B BEEFEFEE KMS ZANER,

« GetEncryptionKey — 5 f CODE_REPOSITORY or resourceType Ml —i2fEFCODEER LA |
B EXNZH KMS ZHRBENK R,

+ ResetEncryptionKey — & for resourceType # CODE_REPOSITORY for —&{£HACODEA EE R
# KMS Z4AEEH £ A Amazon #IEK KMS 247,

£]2 Amazon Inspector SENRBIEEE 2 BER

A IEN B WMATE Amazon Inspector SENRBFHEZBAIEERNED, BIEERN , FIER
B EA6E FEE A1 Amazon Inspector ##& 8 Code Security TWHE EERTMBSIH, AT HRHEAMEE
MR T WA RIBHERFIE .

Code Security &% RgES A 10 AAMIE |, A BRUEESIMNERENR NG X, —PMIERZAUE
=AMRIAAHEEEXEK.

Code Security MK XX EHKZ 100 MEMK. Code Security £ ERREE 7 K /5K & K F o<
REBE=.

NERBFRE , BWFEZSREAR — B ENHTER
5 GitHub SaaS. GitHub Enterprise Cloud & GitHub Enterprise Server B 5k EE 2\ # B B R i 8] 1

PR o

/A Important
HTZ2ZEFEMER , F=AERATRIERZLBEHNRER TR HKAER,

#£ Amazon Inspector & GitHub Z B 8IZ &K

AEBZANF WA Amazon Inspector 5 GitHub Z [ BIEE &K .

(® Note

NRZXZEERGUEER , RESCRTEESE 2 THERAAHEE, FLERHEEERN ,
ALUAREEEE, Ao NEARNEEE. ERNAREESCIZENRHEEM
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BE. B2 , RARHEELE3 55 A Amazon Inspector BY {371 B A AW B <8k,
MEEGERINGEEES , FEBRSENEE, ZRENR—XRIAEHEE, MRE6IZEER
INAHEERE , RETELRREBRABRRNRBERE. SMNKF NS MNEAREEIE —IXBIA
RERE. MRETERIRMIANPDELRE , BFERIEERE, BER , TREBRERN , REL
RAEHEBBRAAREE, FEBRRAPERESYZRINEHEEES , AYEEQREE
RIERNEI S K BEEEZLRPAAERFAFE.

5 GitHub SaaS. GitHub Enterprise Cloud F1 GitHub Enterprise Server FI & R E B2\ & BB M 17 (814X

PR o

(® Note

Amazon Inspector RIFAEFUEIREWERIN D . MREQIEFVERIAD X , Amazon Inspector
SPBHERZIORIAD X,

/A Important

ERRERBEZE , RELBISEFNIE Amazon Inspector 5 GitHub Z BB iERE, &
MR LR, FRETRIZTRE, WREXABEHED , N ERENTERE,

£ Amazon Inspector 5 GitHub Z B 81 & X

1.

2 T

FEREWEIEEF, FTFF Amazon Inspector ##l & : https://console.aws.amazon.com/inspector/
v2/home,

MNEMBEHAR , iE3F Code Security, EFERET , RFERER GitHub,
EERFEHAEET , RAZHNEREN , RAEEFEEE GitHub,
1E58 M O IR BI , BAE Amazon Inspector # GitHub 2 |8 81 &£,
FERIERED |, EFEHE GitHub EEENHE,

WA GitHub M ARFNZE ID, MREE L% GitHub AR , WA LTE GitHub NARFR
E/ GitHub H#kE|%% ID , HEE GitHub B AT URL I REBHKF L% ID. MRERAKRR
% GitHub RIARRRF , BEBRLZRFMARF. XHESFES|SE GitHub , B EREP%EF
GitHub AR HIEE 7 FELE,

L EES GitHub.
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RIRBRERE , T8E2BE| Amazon Inspector ToERIFT G R T ENER. WRERENFTTAR
Amazon Inspector BEIEMBE R , At X EXME R, EES LR , ATLATE Code Security
NHNWERER AN EZEFHTHARIE. EREINT , ERETAIEEFIRES , HH Amazon
Inspector 2t T EFHTHMRIEMET, EREFHTEARIIE. BRBFEECRIERIER , &
AUEHPEREERE,

MREMBRERNRERE , JRERKTRBERERE, MRREXFER , B4 BRERHF o12 —1
MEOVER. MBREKRE , LRERMBETE ARBEZER KNS

£ Amazon Inspector & GitLab Self Managed 2 [B 8|2 & K

REBN LK WM{ATE Amazon Inspector 5 GitLab Self Managed FE R IB 176 E 2 B QI ZE Ko

=
o

H=ER

ol

EEEN  FERBEUATEES -

- ERABT - XBFMENERHE K EXHHE o
« WA URL - X2 A FinRZEH GitLab Self Managed SE#i# URL,

s NMAVETHE - PMABETHEERAEERIKSE GitLab Self Managed F 8|2 |, S BIELLTER
1 : api. read_api. read_repository M write_repository,

® Note

Amazon Inspector RIFAE MG IRENERIN D . MREQIEFIIRIAD X , Amazon Inspector
L2ABHAERZFNRIAD X,

£ Amazon Inspector & GitLab Self Managed 2 [8] €| 2 ££ 5%

AR SBANB T WEI4E Amazon Inspector 5 GitLab Self Managed F B X312 FE < 18] 8 B & 12,

(® Note

MRXEEBERVNEER , REAQRREBEF 2 THPLIBRIARREE., ELEHEEER ,
ATLLUEFRRAEME, AEIMNERENEREE. (2R RESBENRBEEME
B, B2 , RIAFHHEE S B3 5% A Amazon Inspector BY{ERIET I B A A I B <8k,
MREGERANFELE , FERMENREE, BREVEXRINABELRE, WRECIEER
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WRHEE  RETRTEFCIEMAREEE. SMNKF NS MR RELE—IRIIA
HEEKE, NRETBCBMAREEE , FEERIRE. B2 , TREIEREXN , RE2
RAGEERANPHEEE. FUEMNEHREEIRIEZMNEBHREES , CREERES
BIERNE 3L  BRBEZSRIPBAERFAEE.

/A Important

ERRERVEZR , RELIRREFIE Amazon Inspector & GitLab B{TEE 2 |8 81 &E
B, BUOTMERESER , TETRZEE, MREXARETD , NLEMERITERE

BIE 5 GitLab BITEEMER

1. FEREHNEIEER, £ https://console.aws.amazon.com/inspector/v2/ home A ITF Amazon
Inspector #H| A& -

2. MEMBERKF , %3F Code Security, 1% Connect t o }iE#EGitLab BEREE.,
3. EERFAEET , WAUTHRE :

a. EERBHF , MARMBIEREXFHER.
b. MR URL # , A A FiHRIEMN GitLab BITEELAIH URL,
c. XNFMNAFEGHE , FHWASEMEEASNNALRTE,
4. EFEEE GitLab”,
5. EHEHEORIERZER , LLFTRIE Amazon Inspector H GitLab 2 |8 8| &2E /T,

BIRERKE , TTeESIEZ] Amazon Inspector ToiERIFT R ThEWIER . MREXKENAFTHE
Amazon Inspector BEIEMBE R , ATt X EXTER. BEEE LA , ATLAE Code Security
NMHNERER AN EZENHTHARIE. ERESINT , ERETRAEEFEIRES , 3} H Amazon
Inspector 2t T EF I T H B RIENIET, EREMHTIHRIE. BFEEEQIERIER , &
AUEHEPTERERRE,

MREPBRERNRSERE , TReLTRYERER, MRREXTER | BT BRE L H 62—
MEER. MRERE , BFEAMENE A AHSZERXBENEE,

EEESRBTFHEENENX
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£ Amazon Inspector BH AP EEFER

1. ERENZEIERSR , AFITIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMBES , % Code Security,

3. BEEREM. EWABFF , EUNLEEMBCEENER , HEERXMERANELRNEE, 1E
EERERNEN, ERNRSUARRABREREERNR.

R HEEE TS HRIE

RIBRERE , T8E2EBE| Amazon Inspector TERFIGRTENER. WRERENFATAD
Amazon Inspector BEIEMBE R , At X EXME R, EES LR , ATLATE Code Security
D’iﬁﬁ’ﬂ%ﬁiiﬁlﬁi%qﬂﬂﬁﬁiﬁﬁﬁ%ﬁ?ﬁo FERBHT , ERERAIEEHRS , HH Amazon
Inspector 2t T EFHTHMRIEMET, EREFHTEARIIE. BRBFEECRIERIER , &
ALERPEREERE.

MREMBRERNRERE , T2 LTRBERERE, MRREXFER , BLHMI BRERH 012 -1
MEBER. MRERE , BFERAMAENE A RS ZERRBKNEE.,

EENBFEE

AEBNBMAE Amazon Inspector 84| & FEERBIEME,
£ Amazon Inspector 2 H AP EFRBEME

1. ERENEIERSR , AFFTIF Amazon Inspector ##l& , Mt} : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMBEHS , £ Code Security,

3. GEERNBEF@EE, AT+, BAUERFINTENMERBEREE K AEFFXENNER
FR. LEEEESNMENBHMBERES, EETUNETESTEMEANEEUR LRAHmE
BB A, EEETUAEERERFERIE

ERFHMEFHARESR

AREBNZWMAIE Amazon Inspector EFHIEHEFMENFHAFEE . WRENKFRELANERERE
A, BAUEERETHRAKFANIENFHARE.
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£ Amazon Inspector AP EF KB E

1. ERENZEIERSR , AFITIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMBES , % Code Security,

3. GEERNBEF@EE, AT+, BAUERFINTENMERBERE  AEFFXENNER
. LEERSEESNIENBHRNEERES, EETUEEETMEMEXNEENUR LR E
BB A, EEETUAEERERFRIE

4. BE-ATE. RFRE-ITE K RAEEREFFAEE. EU B RAEEREL  S&UUER
BEXZUBENEREER, LESSEMENAHM ID UREK ARN, B2EAEXTE AHEM
RERENEE, CEZUUEREETEMXNAERN , bt AlSHAERIANBAERIGE
HEIALN

i BR &R K

ARSI 4B T A0fAIFE Amazon Inspector #2518 FHIBRERK. MBRERE , BEEXFAEWE HHE
BSZERKKNEE.

f£ Amazon Inspector ¥ #l & # il BREE X

1. ERENEIERSR , AFFTIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMEHS , % Code Security,

3. BEEREM. EWATFF , EUNLEEMBCEENER , HEEREXMAERANELREE, X£
EEERERNEBN, ERNWRSMERREHBRIRE,

4. BEE-ANEN , REEERER.

SIERERE

EOIBRHEEE 2R , BSIEIES Amazon Inspector FWERK ., BXBIEBERN , RELIETRERE
RARBEE, FETBNANAUUEEAAELRE. RMARBEENEARAEREENXBIET , BRiAR
HEEABZMMIHT A, EaUBEeIZRINEEE,

Code Security & %X X #F 500 NEMFAMWEE . Code Security ENKF MBMNALRNZEF 1 NERIA
PHEERE, —MERERZRES 10 AN A XK,
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— M E&RZAUEET 4 MEEREXRK. RCEIEMARHEEE , WXSFERARHEE, T
EFRMCALRRREEE.

MRALNEZRERZRBRMEE , WHAHEEREARRHCE , FNATAEARPNAE KK
Fo. MRFREFERCNERANLDHEE , L2 RERFRER.

EOZRAEEERN , TUERREER, QESMNERHENFEE, QEMRTURETEHMNES
By, wABlAEN, MREFETHANERTHE  WINEREHAEREHE, NRSAEHAH
WASCHFEERRRENAHREERLHAFHNER, BENRHEATEEREEXRBREAEE
R #TERAME, MREEERARBRGEAAHE  WEEESSES A MAEE R FAvE#HARKR
2o

WMRER ID HRENBERRAZL , B EE, N TERAME , MRERX ID &1 ARAHEZE
RAZ , NS Ef, NTEEFEAE , MREX ID £ 24 PtRPAHEEREEL , WapkEa
o

® Note

MREAFETEEREFEHNEHBERMNAEERNAR LSS , MNXENE] 25 NRBEIEERESE
R, HABREFRKBEEFLEPETR. &£ Amazon Inspector F A2 E REMRE,

SIREMRAHEE

1. FEREBHEIEER. FTF Amazon Inspector #£F| & : https://console.aws.amazon.com/inspector/
v2/home,

2. MNEMBE#HP , %#F Code Security,
3. EREE , ARERIERERE.
4. EAFEFAGET , WITUTRE

NTERERYN , MARHEEENE .

5. HRAHMERT K BEUEFETRNERRHENAELHHRBENMEE | KiEERBHEHAYIR
=,

a. (B&T1) MREFRETTHNERLE  BEEEAEHAKIEREREH,

MRERERAEHAH  FESERERHEADNEAENN B HRREDHBIMNE,
b. (&M 2)MRAFRAENHEHE , FREREHEEIRB NG ARMURETERTH.
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i BEBRFRIABNERAMSIERRBNERAH, NREAREIREREAAME , BT
PR B piEER AR B ETE
i. AEEAEHAHIZRATHAHA, UREREAEHAA  FESERERHABNE
EEHN B BRIREREMNR, SUUREETSHNMARIITEE, XEEHIFY
X ERIAD AT FF R EUEREY , AR EF R XTI IND X6t
6. EHHEIMT , REREETRABSMEREEBELHHDH

a. (&A1) MBREFRTRBEDN , FNALTREHED T

- BANABRFZE2NR - 2 MRRBRREFERR.
* laC B8 - 2 Wi EMFE EA IR M AN AT,
- BAHRHAKD T - RENRAREFFIIT R,

b. (&M 2)MREFAEUNEESN , WLAMNTHREFERED -—MEIEEINAES
MraRE .

7. (FHE ) XNTHZ  QEENATHENREN. &ZZ AR 50 MR,
8. ii?%jt_io
9. EF#HELET , AEMAEMEISEFEE.

a. (I&I1) MREEFAEFREE , WaXMEAIBFEERAEH.
b. (&M 2) MRERBEFRE , NN EEENFHEEFRALRH.
10. &FET—F,
1. EEEMNERE  REEFCIRPEEE.

® Note
FARREENREATHEINANRBEMRE. el TeNATHHRBEEE.

EFERHEEE

LR EBANLE T B{AI7E Amazon Inspector 24l AP EERMEE,
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® Note

UEEALARINEERHE BT , Code Security REFHWELFMERLERAE , ARM
& H9 Amazon Web Services I/,

EERHEENFARER

1. ERENEIERSR , ARFTIF Amazon Inspector &l & , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEmMBE#HP , %#E Code Security,

3. REREBEUEFLANAREENR, MRERZREER , WIKPIELALANARTRE, &
AUEESNMNM ERENBEMURESNAEEENCIEE ( Amazon Web Services Ik ID TR LR
D), BAATUEEWBLERFERBNAE S MRENATEE, CEZTUREREFNTRFE
TFIEPHREE,

EERRENFHER
LT EBANLE T B{AE Amazon Inspector 24l AP EERHEEMNFMES.
EEFRARELBENFAER

1. ERAZNEIERSR , RFITIF Amazon Inspector #£#l& , Mk} : https:/

console.aws.amazon.com/inspector/v2/home,
2. MNSMEF , %E#F Code Security,
3. EREE.

4, EBRBEEHFAEENRE. AHEBYACERERGTARRENER. ELHREL AT
UEESHEE ARN, BT BLAMMRERURER T PLAHIFER, ShTUNLR
BOpBARER, NREIESERTENAANAREE | tTUELRE LETHE,

REREEE

BRI LABER B HE B, ERBAMBERN , B UERAHME, Q#EIFT. FEUARERHENF
fEEE, Bl , BRI LREPHREE  WEENBEFFEENRDHE. UTIERNMFUMRERREE.
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RERHEEE

1. ERENZEIERSR , AFITIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMBES , % Code Security,
3. EEEE.
4. ZREREBHNEE K AGBERERRE. CHUAUEREERENEE K RSERBRERE.

il BR A HE L B

BT LB RS I BRI BB . A BN B AR EEE
BRI B

1. ERENEIERSR , ARFTIF Amazon Inspector ##l& , MutH : htips:/
console.aws.amazon.com/inspector/v2/home,

2. MNEMES , £ Code Security,
3. EEEE.
4. EBREMBRMEE , AEIEEMBR, NELERERRNEE , ABEIEZMBER.

PATERFERE

ALRENT B RITRERE, WTEREAHEN , MEERENPERENHENNATEETE, W
RENKFREALAWNZREEAKRS, , BAUNBETRAKSANIMERTEESAE., UTTRANETH
fil#E Amazon Inspector 2% & RHITIREHDHE,

WITERFELQE

1. ERZNZEIERSR , RFITIF Amazon Inspector ##l& , MukH : https:/

console.aws.amazon.com/inspector/v2/home,
2. MNSMEF , %#& Code Security,
3. BERKBE#EE.
4. EBREFPRNIAE  ARERERERFAM.
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RAriEmE

Amazon Inspector Code Security Z#FHiES

AREBDE Amazon Inspector Code Security XIFHIES.
SAST XEFMIES

« C# (BIUEM Net6.0 REBRAUNNETIERA )
« C(C11 HERMK)

o C++ (C++ 17 ERMA )

« Go ( 1XBR Go 1.18)

« Java (Java 17 SE R )

« JavaScript ( EMCMAScript 2021 S £ xS )

« JSX ( React 17 HE RIRA )

« Kotlin ( Kotlin 2.0 E R R4 )

« PHP ( PHP 8.2 iEBiRA )

« Python ( Python 3 R%I## Python 3.11 RE RIRZA )
* Ruby ( 1XFR Ruby 2.7 #1 3.2 )

* Rust

« Scala ( Scala 3.2.2 E R4 )

« Shell

« TSX

« TypeScript ( FTIERA )

RUEEAR DT FNES

« Go (1XPR Go1.18)

. Java (Java 17 SiE R )

- JavaScript ( EMCMAScript 2021 E R R4S )

« PHP ( PHP 8.2 SRE A )

« Python ( Python 3 R%I## Python 3.11 RERIRA )
* .Net

« Ruby ( {XFE Ruby 2.7 1 3.2)

* Rust

XEFNES
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EMREAABNES

« Amazon CDK ( Python 1 TypeScript )
* Amazon CloudFormation ( 2010-09-09 )
« Terraform ( 1.6.2 ERRA )

{£H Code Security

BX{EH Code Security WEZER , BZREREHEEE,
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7 & Amazon Inspector IHE&E &I

Amazon Inspector £ 5 EC2 3545l, Amazon ECR &85, B{&# Lambda HEHFR MBI FEEE
RFEENREAN , RAENRELR.,. EXLXHNEE—FNAREFERRB,. F=ZHNARFKEX
RUREMZEEARBPRUBVRBREEXNAELIN, BELRRRTEMEN Amazon BiRZ
—IRENIFARE.

RELRURETE , HRMUTEMHSER., BXRZEIE Amazon BIRMIE Amazon BIRHER , UKk
R g E RN BRI EMES. Amazon Inspector 2 EMFIEEHRAELI , ERHBIE
g,

LRBEMER, KULERTBFEHE A , Amazon Inspector 2 B X< 5iZ & FREXNBE X
oM, H7E 3 KEMBRENNRAELT, MRFELNREMAEMRERRERE , METE 30 XS FEM
BRo

(® Note
MRS FREHEZE R HI , Amazon Inspector FHEXABPELXNEN L RXANEFHITHEE
SHWRABELXI,

MERZ A Amazon Inspector , MFELIVFE 24 Dt EHIER. MRERLILE , MEZEFREXNE
BWERNEFE 3 XEMER. N TFHMBFTEFEAREERNRRENEMEELRN , BFRE2Mt,
MR EEK 4 Amazon E1E , 90 KM AINMNE R, 2ELEFNBERIANL T EIRES

BWERIVRZS
Amazon Inspector FiRAEXRKIM 5 N AT JLFHIRTS,
SEER

Amazon Inspector F i RAMNIWFE L IAL R ESHREL I,
=E: L]

Amazon Inspector 132 —I e ST F AN AR FERRNAR N EMFIBERIN,
=E i

PHELXINBEE , Amazon Inspector 2FZEAIMHBEREXABPELN,
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F&

» Amazon Inspector & & I FEH

+ &%& Amazon Inspector BE XN

« & Amazon Inspector BE X T HE S

« &F Amazon Inspector ¥} 7T BB EIEIRIFHES
« T ## Amazon Inspector &L I = E R 5

Amazon Inspector H&E K IRE
AT 4E Amazon Inspector FHRREIREXAKE,
F&

- BEFSRE

- KBBiRE

BF 2R

EramERELAINTIRE Amazon REFRETERRBMXEEE (CVE ) WEFRZ. WEHERAF
AXLEREINIREREABIENREZYE, TEERTHAY , RAREMRSE, CVE RERMTHI
NHEANGEELZERBANMXNKENSE R E. BXREZELR , BIHRA https://www.cve.org/o

Amazon Inspector AIEAH EC2 3Kfl, ECR BEMEM Lambda BBEREFEREBELRN, BF
DRABREANEEZAERNKEFMBFIENTNEMESR |, B Inspector T2 MIFAER.

S ED =YL

KBREAEXNEGE TR ATEAAHRET. RBREISFERDNE, BIEHE, EARBURS
In% ., Amazon Inspector Eid Lambda B E# K H Code Security Thag4E R ABRAFAELR M,

Amazon Inspector & fE A B3I HEFMALEEF 3 K1t Lambda BN ARFRE , U NARER
BHEARLEHME, EETE Amazon Q SEFRNATRNMEBIRIRANERBENTHNRE. B
KABEM RN FIR | ESH Amazon Q KNIEEE,

RBEEBITHRRBAEBRUAREE RENBNRE. Fli , RBHBRUESUAXRE RERBNEIE
HEMBBRER, Amazon Q 2F#HERBRAEXHRBERE. RIABERT , BRRBFEA Amazon
WENZARTNR, ER , NREEEFHZEFIXLEESE , NTUEREFEEAFARMZLZNR
B, BXEZER , BZAXNAEANPHRBHITESNE,
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® Note
PLANBEMREER T EZEETERETHRAKFHRB AR,

& & Amazon Inspector HE XM

A LA#E Amazon Inspector 2% &  F&JJ Amazon Inspector ListFindings APl EFFE.XM, &
Amazon Inspector ##| A , AUEREHEHRNMBELAINRELEEMERERI. RIABERT , X
LEREXETEWETRNKREBNAELRDT, B , EAUREFAERN , B AUIEEREXNEFTRE
KM, MREBIETIXEER , BIETLAE S ecurity Hub CSPM #1 Amazon ECR R&EE — L5,
AR ZRNE T {7 Amazon Inspector I A R LK BIE Amazon Inspector ListFindings
API EEREXR I,

Console
& & Amazon Inspector AEX M
1. FRENEIEER, 1 https://console.aws.amazon.com/inspector/v2/ home A ITFH Amazon

Inspector £ H| A& -

2. (HiE) NEMEETEFZEER. 2EERERTMEESROBKN , NERERNTERN
xEHFERN.

3. (k) NEMBERPEFEERY, WRERBIETHAEERAERIN. B0 AERARHERNS
KREFBENFELIN. EMNIIRDHFRFERD , FLIEDHAN, BEEFEERANES
EE , FERAERIAN BN,

4. (Wik ) NEMBERFRETIRETZ— , BERFINEFRERN :

« BiRRE - ErnEgaxBEERINIFE,
- BKF - EREERERFEERINKS . AEZREER T RERAZEZ.
« BEH| — ERRIZXERN Amazon EC2 3Kl MR IEEXRMEATHENES

- BARWE - EREERKRBAELIMN Amazon ECR BEsM B, LLRFIERHBEREHN
ABERENERER, cEZBREFHAEFE , HIMNEE T %2 Amazon ECS 55 Amazon
EKS B854 (pod ) « NiZEEF , BRI T L E 24 /MY tasks/pods EZ D ALEHEE
THEEL,

- RABEME - ERE888XBREAUNNEREME,
« ¥ Lambda M - ERBTERKXBIAEXIA Lambda EEK,
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API
& & Amazon Inspector THE XM

11T ListFindings APl #4E, EiER™H , AILAEE filterCriteria RESFEN FELX M,

& E Amazon Inspector PE XM FHEE

ATEFHNSBNE T WAEFE Amazon Inspector BELX I EMER,

EERERINFHAFEE

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v 2/home F3TF Amazon
Inspector Z#| &

2. EREEFRERINXE,

3. ESMBERT , ERAERIUE R BAERINIIK

4., (%) EABEEERBENRERIN. BXEZER , HZH FiE Amazon Inspector BE X
.

5. EE—NMBEXRY , EFEHFAEEER.

REXNFACEERTERELINERRINBLE. XTFERERXINNIREURE X RAHER
iR, I MEBWMTERTD. BXEDNER , ESH 7 # Amazon Inspector THE & I ™ B R

5,

FERIANFAERRFERILENZ LMY FR M o

MEERERHIESRILE RN Amazon Web Services Ik ID 5, FEM, KRR, BEREREN
PEEH  URSEZARFAEENSIRREZEIED .

WERAXBRET TATRAERAGIUEBNRDERES. REFERAXD  BRETFEHY
BELIFAES.

BEFaERE

Package I®AXIM A AT EC2 35fl. ECR B&HHEHM Lambda B, BXEZER , BZHERF
SR,

EFaRERELINEEIE & Amazon Inspector 083 7 #REIEIRIFMER.
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WHERMRBEFLUTHHARE
- BETA-RTARIRECESZENEFSNEFRREHEE, EFTIIEZ—
« YES , REREMASEENEFIEHE SBERBHIMRE.
- NO , ZEWEZHEMNERFTEE LBERTIIRE,
* PARTIAL , ZERE—IHZN (EFRLH ) XN EFTEFEBERBNRE,
- WEHWATA - ZXTRBEE AN RHERR,

« YES , XERBELNAERRINNWRBDEEES NN KEXE, Amazon Inspector TEEF IR
B EHRENRAER.

« NO , XEMKERERE S A BERK,
- ZYMNEFE -FHTRAERAPFENZZIRENENINEFE , URENMNEFSHEHAE

B .

/BN .

o XHRE - SRERVXEWN EBS B ID Mo X5, hFERHNAEEAERHDN EC2 KANS
RERETH,

- BERERT/ECEBERE -RNFRINLIEZEEFEBNRES, FELZENRASSHRHIT
(/) ENEH#HTLER. E-NMEIEERNINKEINREETNIRES | ZREASHSZKIE
K ELREFNIEE (CVEs) A0 EFRM, WRREEESMNREAFEFIEE , MtFENESIH
DEBENRIERER, MREEFRATR , WILEN None available,

(® Note

MRBFELXIZTE Amazon Inspector FFEFHFERAAFELI 20U E N , MF
EBWERNZE, T , JeEREMENIEE.

- EFeEESR - ATRELEFENEF2EER,

c WM -NMRTBEIEFEFEREEEHITEE , NEBI IS TUETHEHRRS. LN
EHRHN G T HERRFIETE,

(® Note

IR THENERERREYE  TRERERENR. FEFRAERNSERMIBRER
G, RNEEKNES,

- WAFAFE - X BAEXRIHPHEEN CVE , RHIBEEME A Amazon Inspector BI%ERIRAYE
# FINEEERFEKIEE (NVD ). REDHAT SiEAMIRERSHNRE, A , BETUEE
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WERINTEM TS, BXRXTEHTsNESELR , BSH 7 # Amazon Inspector A& &I
M EERS. RELTES , ARBRTFSH TS EE
« RETNITS RS (EPSS ) 7#
* Inspector 2
+ 3R E Amazon CVE #J CVSS 3.1
« 3kRE NVD B CVSS 3.1
- 3REBE NVD MY CVSS 2.0 (R EA , EATRIBMA ) CVEs
- MXRE - EESRERIMEXNEMFTRE. BE CVEs , XEREINERREIRETNER
B, NERERIMWCVECVEs ETRE—AMNHEMANE , AHNEHRE.

- IYMPER - WA EMER. BHE, BFREXR, BRE D AIRGRERENER. ©E
g R HEORBGA R E, 2B T %4 Amazon ECS £% # Amazon EKS &254 ( pod ) LA
% 24 MR BREFERZBRENE, MMRESIFE(EM Amazon ECS £55F Amazon EKS
BEAE (pod) , MALBEERZFERNERETEAGEE. XHENSISFEHEA—IRE , &
ALEEPEFTENERH ARN, &% 24 MtAREERARRNEE, RREESTHNELNIT
B, URITEABHNEHRMEREER,

ABZY=pE

REFBEERIMNERT Lambda ¥ . AXEZER , BTZRABFEE. LEERIXEER
LTHFEER :

- BEAR - XN TRBIFE , LEKRLHN YES.

- RNB[EN - ATFRURERBH Amazon Q RMBBHNEN . BXFAREMNRNNGIE , 356 Q
BB o

- RNIIIEE - ERMBFFTER Amazon Q /7% , Amazon Q ERAREXI RN H#H 1T 293K,

- 1R CWE — IDs 5EREREHE<HY & 55 283 (CWE),

- NHBE - RKBERBEHNXHLE,

s REME - X F Lambda REEFHERERE , lLFE&E R Amazon Inspector Z I RER L1
BT,

- BUHANIERE - XRE T OAUEBRERILBERINHVE

&BE Amazon Inspector 7 H T HERABHRIFHAEFER

Amazon Inspector I S## M ITE R ( T D# EC2 ) RHAELERBIED . TLAE Amazon
Inspector 2 #| & R EE Amazon Inspector 7 AR AFERIFHAEFEE. Amazon Inspector 7 ERME T
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HAEE , ZBUNGEEEARITIZ ZEHPNWERHITLER, XEFAESMNERATEFEREFRAE
R, AT NET AR Amazon Inspector 7 AR 1A 7 iR AERFMAE R,

Amazon Inspector ¥ %

Amazon Inspector 27 S#HEI EC2 ZIBIE —1 %5 8. Amazon Inspector BT CVSS
ERXSBEEEXRELNITERENEE (B0 LK A MEEEN A R A EEE ) BXBERBES
¥, Amazon Inspector X3 Amazon, Debian 1 RHEL 5, SMEMRE &R CVSS v3.1 EXX
P8 NTHEHAMMRE , Amazon Inspector AR ERFELIEE (NVD ) #HE CVSS EXR D,

BT FedRAMP B9ZE>R |, Amazon Inspector £ CVSS v3.1 EX S HERNERIND ., ER , & CVSS
4.0 EXSHA AN , eSS EENRETHEES, CVSS 4.0 EXSBRM THANIESR , Uik
HRETE, ZUNERERANFEFAEENSEHNBELRINFKRE CVSS EAR 5 B KIRA AR
K,

® Note

Amazon Inspector 73 8 3& A Fi=1T Ubuntu B9 Linux 354, Ubuntu fEf 5 CVSS 2 [E
WEENTEMITR RS,

Amazon Inspector #2FME L

A BRELXIMNEAEERERE , B LUEER Inspector B B AR ABIRETF, HEKRE REM TS
5 Inspector 72 BINER, KT N Amazon Inspector Z{ARIFFEFBH Amazon Inspector 45
MERETSNAESRIETES TR, NRTFSTE , ARSI REMNER,

£ CVSS S #iatrdln , BANER —NRE , HPEE CVSS ERtiT5#EIRE Inspector 2 EAI XS
EER. 5N LEMNERR first.org 448 CVSS ASE XA E XM EMER. EMERLCENT !

W6 &

AR ARENIAE, XTF Amazon Inspector AELI , X2 %, HBMEH A,
WHEFM
XA T WHEEMNARINEENEERG, BI2ERENEERFREROIBEFTZTERHR

REMFZGNANAZER. ST2ERERGEFTERARER DS KT A LIRRETR
o
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FREE IR

XHER T R E R R REAENRERE .
AP EZ)

ZIEREAR DA ARRARITREREEERREGE ANEBEAAS,
SEE

BRRA- N ERREAGTNRARE NS ZIRHAGRETEUAANANAHFH TR, MR
ERNFE , WZFEHEFRFLFREMTR. NREENEESR , WRATINASZRENAH
REMHTR T2 NEERNEIR,

HEZ M

X#EELRAWAAN , WHRABBENEENZREE, ESTENMNT (

IS (ARTFHFEEEHME  EZBEINBZAFINREESME

FEMLEM )
)
TEM

o

X#ELRARAAN  NZHEWARAREZELNEREE, AREEERZIHEERAM X
et , TERUERSZIEBY. TOBEANT (IREELEZBEITREAEREMES ) 2 (0R
REAWANA , REEFAMERESHRAEXH , RETRBIEANNHRITETERR ) .
A%

XEESRRAEAAN , ¥XE

ERATAMNEREE, T2BEINE (FRTEETZEAA
) IS (MRFERAMA , REEATUAZSELXNRENLRLSBHRSTATA ) -

R B

AT ELET Amazon REMNEx CVE WA ABIRUARTILIRENZLEIRFKIR , 6170 Recorded
Future AR ZXEREZZE£ EEMIZTEZE£F (CISA).

@ Note

3k B CISA. Amazon = Recorded Future B ZE 45 /R A FEHA T FE CVEsA.

N\
N .

A LAfE#R#l & B EE B BatchGetFindingDetails APl &R RIEIRIFAE R, 25 ERHELUT i 401
=

R
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ATT&CK

AR R T 5 CVE %M MITRE Bk, HEHERE (TTPs). MERXE TTPs 7 , MBGFHA
BEER , TTPs MALUABEEUEEERIE, BE—RERKEA , TE MITRE M5 L$T
FAXBEEARIERGIEL,

CISA

Hr a5 REMEXKN B, XENEZ2MNEMRELZ2RE (CISA ) RE\EFHFABERMIE
&, HRRANE EHNENANREE XPHBEH , UK CISA It REBERFNEILB M, 1t
EE3KHE CISA,

ERERERMS

L FETRMARFENENFNASINITE,
UEHE

B EETEHEREFANGTEREEMH. UREINMULNE4EFHARNTESERS , Wa
ERREN=NEH,

ERIR & AT
tE R R IR &E —REHMLFRA B H,

7 & Amazon Inspector & XMV ™ E ML 5

% Amazon Inspector £ IRARELRINN , ELHINFAERIAPETER TR, "EHTRE
BF BT RAERMANEHRTRERIF. BERXINTER TR THRFIENES - 52
., K. B, SF™E. Amazon Inspector BB FELIN LA BEERAERNN=EL TR XTNA
T Amazon Inspector HM{AAESMFERNLBN = EH TR,

RHEEF2RETENS

Amazon Inspector £ 1% NVD/CVSS 2 BERN F BT EMTs WEM ., Z NVD/CVSS 7%
2= NVD £ H#H CVSS EXHREFEML D E. iZ NVD/CVSS 7B HZE£IERAR , flnKEE
M, ®ERAREEBEMFTENNE, Amazon Inspector 24K —1MM 1 2 10 WEFiTS
PR BRREE ™ E M, Amazon Inspector FHIFX AN EM TS , RACRERBNANERIRRT
TRENTEY  MXEBETLEENENHERZRE, ZITIEBRET FTRBEREFSENRIAE
M, CVSS v3 #RAENF CVSS 9 % R T EMITR,
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0 (==Y
0.1—3.9 &
4.0—6.9 i
7.0—8.9 =
9.0—10.0 EX

EFERRARAERINT=EMBARRRD R, XEWEHENME RN INFERERBTT. £
EFERT , RNBWUEARANSE X URLs KA 32 %I H % HH A8 B2 K9 18 RL

EFraRERERAISEATESMNENITsOE  XEHETRAERINNIFHEES
- EPSS ##

« Inspector 7

« 3R B Amazon CVE #J CVSS 3.1

- 3RE NVD # CVSS 3.1
- 3KE NVD #9 CVSS 2.0 ( tEH )

R RE™EX

N FRBREEELI , Amazon Inspector SERAAE K ZIFEXIH Amazon Q M BRE XK= EMR
Al. £/ CVSS V3 D RENBIMRNBFIE —N=E i,

P& AR = E
Amazon Inspector IRIERENRS. iw AMBPIARTF BB RHRERBEME ITAMRENTE

o TREXLTXEFEMTR, FHEBETRIIFWERTIKBELMK, X¥F Amazon Direct
Connect MMM R VPCsHT R R, ATAHMKRENRS. w0 MBI =B TRGNRE",

AR5 TCP %0 UDP % O BERMBRETR  FFRERIR
DHCP 67, 68. 546 67, 68. 546 R EEM%
. 547 . 547
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Elasticsearch
FTP
<3 B 3% LDAP

<3 B 3% LDAP
over TLS

HTTP
HTTPS

Kerberos

LDAP
LDAP over TLS

MongoDB

MySQL
NetBIOS

NFS

Oracle
PostgreSQL
FTENARSS
RDP

RPC

9300, 9200

21

3268

3269

80

443

88, 464, 54
3. 544, 749
NEY

389

636

27017, 270
18, 27019,
28017

3306

137, 139

111, 2049,
4045, 1110

1521, 1630

5432

515

3389

111, 135, 530

NA

21

NA

NA

80

443

88, 464, 74
9, 750, 751
. 192

389

NA

NA

NA

137, 138

111, 2049,
4045, 1110

NA

NA

NA

3389

111, 135, 530
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B B

B B |
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EEM%
EEM%
EEM%
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SMB 445 445 s FEEM
SSH 22 22 iz €
SQL Server 1433 1434 a3 EEM
Syslog 601 514 H EEH
Telnet 23 23 = e
WINS 1512, 42 1512, 42 s EEH
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B Amazon Inspector R IAE X I

&Bh Amazon Inspector , AILLATRRIN AR EBRELI ., AJLUIRREKERFELIN, ATARER
EFRGERAELIN, TSACIERMFIFN KT — L AELIHEREAELNINRZ N, BN
B RS HE Amazon Security Hub CSPMIE & #h ML &% EventBridgefé] 8 7% AR S5 (Amazon S3)
Service,

£

« 1% Amazon Inspector F&E &I

« 0% Amazon Inspector {H & & I

« £ Amazon Inspector & XTIk 5

- RS 8EX Amazon Inspector FZE4 R B E X EE EventBridge

5% Amazon Inspector & &I

A LA A i S 5% Amazon Inspector BEA I, MREMFERINELNHIESZGT
#F , Amazon Inspector 2FZFERAHEBRENBR 25, AT F an{a] 8 A ik K47 1%E Amazon
Inspector @& &I,

1£ Amazon Inspector &l & # 8) B iF 1% &4

ESNMAERVARG  SH I UAERAFEDEREREARERENRAERN, BEEMENFRNE
B, SRR SRR R,

AR HEE—IN&Mt  HP3REXNNFIEEMERIEE., THEMERENRBAELRINFHMNRAELN
SIRFHERR, Hlan  EEFEELNEBAKFXEKNAAEER |, B LUEER Amazon IKF ID B HE
HE&#KN+ =%k Amazon Ik 1D W{EBEX,

BEFEZMMERTARRAERN , MAELHERANERATRENRRRERAERNRE,
X8 E & DL B B2 A 0 1k S A

1. FRENEIEES , ARAETE hitps://console.aws.amazon.com/inspector/v2/ home FFF Amazon
Inspector £H| A& -

2. ESMERT , RRFERI, RAAEBSKERHBERSNEINFERI,
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3. EEFAMEFEERI , FABMNFERAE  EFZNEERNAERERGNSIR, £FE
HY AL B o AT A Y TR SR R

4. MIIRFIEREETFEN RS,

5. FEFRAER A B AP R IR ENE L.

6. GEENA  MZFEFFEEATINSER, SUUBREARFERARAL  HEPFMEMBIFESR
o

7. ("ik) ZEERBIERANAERI , BTEMBEFGERERERY , RRERBREIERA,
REEREH , IEE-MEPEREY. BENEXANBERN,

&l Amazon Inspector BHZ&E &I

AR FIMAKEBFFSF N FELRIN, 0, AUAEF=EHTRAUBRMDFRNKBEHBAER
M, R Amazon Inspector £ REX I SHHEFNABRF , Amazon Inspector B2 ZFELIN
HNHEHREEME 2. Amazon Inspector 2 F#IMNFINFAELIN , BERECINESEEE. BEHNG
WREXIE , Amazon Inspector IR XA ZFERIN, TUERHFHAEPEFNFNRAERN],

FEA B HEHAN KN ZEENFAELNBFTEEREEF. DEHANNBFELRIVEETAEE , H
NEMNRSTRAERIBRENBZA. TEAUBXAREERERINVIHEHAN, EETTAFER
Amazon EventBridge MM HE FEEH £, Amazon Security Hub CSPM AT HRHISRANE 7 I
eI, BF. wEMBERIEH N,

® Note
ABAANZRERR T ECIZMERMFHD,

I HI A

& LA 2 I HIF NSk FFIEBRIAE RV IAER MK, B LAER CreateFilterAPl 3 18ESUPRESSH
HE , UWREANSIEZIEMN, action

(® Note

HRAEMIIKF F Amazon Inspector IR EE G T RECIBANEFEMEIFN, HLAFHRET
2ESMBE D E B HIH N FET,
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EOZMEIMN (BHE )

1. FRENEIEES , AT hitps://console.aws.amazon.com/inspector/v2/ home F 37 Amazon
Inspector #EH| &,

2. ESMBERT , EBOHAN, RfE , EFEIAN,
3. NWTEMNFEM, BIITUTERE

o IEFTEIEEELLEF T LR 0 HD HIH N A Y E R AR SR
o NIEHVHDEIF WL T LR
4. FMEFRGE , WARNER , & AT ERH AENER,
5. EREREFEHMN, Amazon Inspector &3 EIM AFEMEIMN |, HERBAIEFEZHENRELRIN,

BEERBHIAELRN

ERINER T , Amazon Inspector &7 Amazon Inspector #2H| A H EREFNAELXIN. A , &1
DEFERBEANMEHNAELIN,

ETERENFAELRIN

1. FRENEIEES , ARBETE hitps://console.aws.amazon.com/inspector/v2/ home FFF Amazon
Inspector £ H| A& -

2. HESMERT , EFAMFAN,
3. HEIHEHMMBIEKSD | EFEAN IR,

4 28 10 7510 1
257 A B E S IR
EERMHAN

1. FREMNEILES , AR hitps://console.aws.amazon.com/inspector/v2/ home F ¥ F Amazon
Inspector #E#| &,

2. MSMERP , EFIEHN,

3. EREFERNMHEHANNEN , REERRE.

4. HITEBENENR , RAEERRE
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i) R #0051 80

HD AL BT AR BR. HHBREPHIM NS , Amazon Inspector 5§ B BRI RF & H N HR A B AR 4 H b A ) 40
HAFEERDMAETRERN,

BBRIMEAMAU G , FEZANKHENFTAERINABTRERAWRSIETENES ., XEKRECTIERIA
£ R1E Amazon Inspector A& H, LHh , Amazon Inspector X &% B EventBridge fERNEH A
Amazon 4 Security Hub CSPM F1 &2,

2 1 BRAD A5

1. EREBHEIEER , RETE hitps://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector #H| &,

2. HESMESP | EFMHHM,

3. A EMIBRAYHD B NI FRER S0 MY B AE

4. EFEMBR , REHEINERIERFR UK XA BIBRA N

S 1 Amazon Inspector AE X MR &

BWERXIRER— CSV H JSON X4 , RETHFANRERIRE, BAAFHAELERRESEHE
Amazon Security Hub CSPMIE & #h #13F &% EventBridge & # 1Z4% RS (Amazon S3), BB REAX I
REN , EEREEEERGPEIEMERELI., RIABERT , AERIRETEMBEEIRELINN
BiE. MRERALNEREER , FERANBRENTREREALPAEXNIKFHNEE. EEENFE
RAM®RE , FOBRFERGEHTENATZRE.

HESHRELERREH , Amazon Inspector 2FERBIEENMBENFELEREIE. Amazon KMS
key Amazon Inspector X AZEXNBBFEHTMEE , TR AERINIREFHEERIEEN Amazon S3
F#E@ED, &1 Amazon KMS Z4A %M SEH Amazon S3 174 Amazon Web Services X1z 48

B. 8 Amazon KMS Z4A K BE AT L F Amazon Inspector AT , H Amazon S3 1FAEFE KB &4
A Amazon Inspector AIER N R, SHBERINERE , BRILM Amazon S3 7R T HRIZIR
HRNEEBIFME, BET LU Amazon S3 F#EAERMS BN EELIIRE N EEE,

AN B UWMEIE Amazon Inspector ZEHI AP S HBAELIRE. A TESEREBHRIENE, BE
Amazon S3 8. ELE Amazon KMS key, BLEM S HIFAEL RIRL.

) Bk 400 50 A =


https://console.amazonaws.cn/inspector/v2/home
https://docs.amazonaws.cn/inspector/latest/user/findings-managing-filtering.html
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® Note

R &EH Amazon Inspector CreateFindingsReportAPl S HHAELE RIRE , MREEEFR
NEREIN, MREEFMHIXANBAELRIN , MBRETTESZEPIEE SUPPRESSED &
CLOSED,

%

- S/ 1 RIFBHNE

- S 2 BE S3 FHB

- S 3 : B Amazon KMS key

- R4 BENSHBERIRE
- FIESHEIR

FER 1 RIEZRRIER

® Note
BXSHRAERANRES , B1EFE3ITHUESR, MITXESRIERTERTE
{EFAMERE/ Amazon S3 1F# A% Amazon KMS key A FHMS HHAELERIRE

MREBETRIR 1-3 FUREFRSHRELERRE , HFEH Amazon Inspector
CreateFindingsReportAP| BJ#&4E,

M Amazon Inspector SHFERMAREZH , FEHIAEHESHRBERINREUREEA T NE
MEFREBRENRBRIFHNNR, ERIEENER , i A Amazon Identity and Access Management
(IAM) EF M INEER IAM SO0 1AM K, AT, FXEREBRPHEESUATSHAERINRER
BEENITHRENSIRH#ITHR,

Amazon Inspector

3F Amazon Inspector , IEHEIAE T LUITA T IRE
* inspector2:ListFindings

* inspector2:CreateFindingsReport

REREATERZKSNBAERINKSE  ARXEHESHIRERIRE D,
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MRBUIABEFRNSHAERE , MEAURIEEREAURITUT

#1E : inspector2:GetFindingsReportStatus , B TR EREHIR

2 ; inspector2:CancelFindingsReport , A FECHEEHITH S H,
Amazon KMS

3F Amazon KMS | iEHIA R FEHMITATIRE -
* kms:GetKeyPolicy
* kms:PutKeyPolicy

XLERERTFERZMEFHES L Amazon Inspector FARINZIRE M Amazon KMS key Z4A%
B,

EF A Amazon Inspector B &S HIRE , EEBIAZRB A FEITELT Amazon KMS #24E :
* kms:DescribeKey

e kms:ListAliases

XEREATERRMEREREKSTH Amazon KMS keys BER. AfF , BALEFREDP —H
BHRMEZERE

MREIUT K QIZFH KMS BHARMEBZRE , WAEFBERBIMIT kms : CreateKey R,

Amazon S3

¥ F Amazon S3 , ERIFERE AT SARIT A T84 -
* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock

* s3:PutObject

* s3:PutObjectAcl

XLERERVFERIENEE Amazon Inspector A TFERER S3 F&EE. EMNEARTEEFHER
FR A8 0 AR BR XY R o

MREMFEH Amazon Inspector ##H &S HIEE , EFEERIEERE AT LINIT
s3:ListAl1MyBuckets # s3:GetBucketLocation i, XEBREARFERZME RERE
WK S3 ERBINER. RE , B LUERHP —NMEEBREERS
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MBATANT AR SMLENRIE | EERR T —H 281 Amazon EER TR,
SR 2 BLE S3 17

RIUENRE , MAULBERATEEAERIIREN S3FEEET. EALUREBECKFNMEEMER
A LR E 0K F#8 Amazon Web Services Ik B RFEIF R MWIIEFEMEE, MREEGIREFME
EFEEED  BESASRECBREEE,

S3 FHESNMEHLES HWAEL REHIE Amazon Web Services X185 tHE, il , MELEEESR
= ( BEERLMILER ) KiZifEA Amazon Inspector , H B ES HiZXEMNBEXMEKRE , NE#ES
AN FEEBRE (FHFEFRLMILI ) X,

BEAN | FAE B SRBE A S Amazon Inspector B FMERRRMNI R, AR EEA T WA E F 164
R  HRETEFNEREPWEIN RO, BEXRMNEFEFEBEBNIFAER , F5H
{Amazon Simple Storage Service FIF#§r) FHFEHE#EBERE,

MREBFREFREEMKSTREN S3 FREET , BELFRBNMEESHE  ENFHEBRE,
ElahE BIREVF @AY URl, SHIRER , FER AL URI,

5B T 17 0 4R SR

1. FERAZRERESR , ARETE https://console.aws.amazon.com/s3 E3TFF Amazon S3 #2#1&,
ESMBEED , ERTFHER.

EREFHFAERINREN S3 FER.

1%£$E Permissions ( #XBR ) &I+,

ERFEERBo P, EREE,

FUT RENEAEHIZBIMER

o o kW DN

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"

1,

HPR 2 BB S3 7R 80


https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucket-policies.html
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"Action": [
"s3:PutObject"”,
"s3:PutObjectAcl”,
"s3:AboxrtMultipartUpload"”
1,

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:us-
east-1:111122223333:report/*"

}
}

}

7. T Amazon S3 #HI AN FMMBRBRIERSRT , F LR FURERRES | SUFERNE RS,

AINEAR , FRAEEAN. FEMREER JSON KX, IEREZFTEEFTIZHRNZER
M—MNES , EABURTERBEPRINEINNE. ZZD%H%"U}?J’WJHEHEF FHEA—BINAK
BEEERMI—MES., NRFEARNAL-—MEY , RANERNAFTEGT2E , BEETH
ARESEERMI—NMNES,

8. FHAESLHENTIREENEY , He

e amzn-s3-demo-bucket ZTREBH B o
« 1111222233332 MK ID Amazon Web Services IKF,

* RegionZ#R Amazon Web Services X15 EH A Amazon Inspector 7 % £ ft f Amazon
Inspector B IZERERMIRE . FlA0 | us-east-1 RREEFRE (BEFRIMILEE ) XHE,

(® Note

MRIEEF 3B ANIREFERH Amazon Inspector Amazon Web Services XiF , & EE
EiZServiceFERMER RN XEAE, HWFERIEE T Amazon Inspector B RS
F K,

HPR 2 BB S3 7R 81
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Flgn | MREEHKR ( BHM ) XA Amazon Inspector , 1ZXiEH X {15
N me-south-1, MFEEFHETHH inspector2.amazonaws.com FikH
inspector2.me-south-1.amazonaws.com,

FER , FHEAENLTEARAD IAM 2 RFREBIZRMN

« a@@ ws: SourceAccount — LR S Amazon Inspector 7 &K IK P [6] 174 f@ R N3RS -
© Al BAB5 LE Amazon Inspector A H Atk F @ F@#EFRNBE. BEEEME  ZFXGEETH
ANk P AT LU Z# @A T aws : SourceArn &4 EN RIREMIEE,

ENHAKFEF#BTFERS  BELMRADRNEASNKSAKS 1D, fil

"aws:SourceAccount": [111122223333,444455556666,123456789012]

« a@@ Wws: SourceArn — LSRR IE E 7 INEN 17 6 48 A9 XS SR B0 SRR BR 1 X 774 45 B9 175 [R] AL
R, E AL Amazon Web Services iS5 By L E b A @77 IR IIXT R, ©1E A LABHLE Amazon
Inspector £ N EHW K P HATHMREN QO EFERRMNR,. EEAFHYE , AELYNKRIRREKR
MkE  HEAXEREAFMGPEENKFEFGPIEENXE RN |, Z&F4TF 21T Amazon
Inspector [E & F RN R,

E 2 1F Amazon Inspector X EABIK P HATIEERF |, RSN FINK S 09I 5iE 3R A 5
(ARNs) AN tNEI SRR, Hlan

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"

aws : SourceAccount Ml aws:SourceArn 4B ER K R TH

XN 5488 B T Bh LE Amazon Inspector £ Amazon S3 EL MR # A/ERERE, B UM
FHERBRE PR R LR | BRNHTEEXEM

9. EXFHBEBENRE , ERFREFENR

HPR 2 BB S3 7R 82
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FIR 3 : BLiE Amazon KMS key

IF R HELE S3 68 /E , N¥E Amazon KMS key #& %t Amazon Inspector AR INZiFE XN
HREH . BAMXNMREFEENIFRMNE KMS 4, A, FAVNMSELRER TE#RSH S3 7
%% Amazon Web Services X135 t8[E,

AT URELEHCS KA HRHIE KMS 47 , i A AR HAK A HENINE KMS B4, REFAH
) KMS 4] , BES4LECHCIEER. MREFEFAHMKAHENAEES , BRIZEHRHN
Amazon BIRABAF (ARN)o M Amazon Inspector F 5 HIRER , FEEH AL ARN, BXBEBENEF
KMS Z4RiRBRE R , 5519 Amazon Key Management Service F & A RIEEF R EE 4,

HEEEAMN KMS 485 , [ Amazon Inspector - F B iZ 4R, BN , Amazon
Inspector FFLEMBM G HIRE, EEF Amazon Inspector E A Z4ANNIR , FEFFHANFHR
B, BXFHARBANERE KMS ZEHRNRNIFHE S , 55 Amazon Key Management Service
FEARIBREFH Amazon KMSZE4A KB

® Note

UTFSBRATEHINE R LAY Amazon Inspector AT, MBLERENERE |, 55
{Amazon Key Management Service FF & A R 15F) FHEIEZ,

SRR R K

1. FERBNERESF , ARAFTE hitps://console.aws.amazon.com/km s & 3TF Amazon KMS 24

AN
Ho
2. ESMERT , BREFEEEN.
3. EBRERTMHRBEN KMS B4, ZBHAMAANHMNE (SYMMETRIC_DEFAULT) %48,

4. HEFRHRBBEDF L, AREER, NIREXFFINTHEERANZARE , NATUTEFR TR E
REEME,

5. T RHNETEH BT MEAR

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {

"Service": "inspector2.amazonaws.com"

iy
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https://docs.amazonaws.cn/kms/latest/developerguide/getting-started.html
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"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

1,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

}

}

6. 71 Amazon KMS 2| & Z AR BT , 1 51 H B 15 5 %6 M 2 2240 SRBE th BURF RN I 20 SR B
o

AINEAR , FRAEEAN. BHARKER JSON KX, IEREFEEITT B /ERM
—MNES , BEABRTERBHRRMIEINVE, NRFEAFMERRE , FEAFTNAKE
SREMI—MNMES, MRREARMAE-—MEY , HAMEFRNABEI2E , FEEINAE
ARESEEMI—MNES,

7. BEAERLRRNEREEHED , He !

e 1111222233332 MMKF ID Amazon Web Services I,

* RegionZfRIEE AV Amazon Inspector EAZEAXNIREHITMEN . Amazon Web Services
Xig 0 , us-east-1 RAREERI ( HFFRLMILE ) X1,

@ Note
MREEF B ANREFFERH Amazon Inspector Amazon Web Services Xi3 , & &
EXEZService FEMNETRRIMENNXFHAB, Fl0, MREEZFHER (B ) XEE
A Amazon Inspector , ¥ inspector2.amazonaws.com &#7 inspector2.me-
south-1.amazonaws.com,

SELt—SShFHERBRARAED—# , LTROIPH Condition FEREFEAFHN IAM £BEMH
8
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« a@@ ws: SourceAccount — LR S Amazon Inspector X IR K P ITIE EiRE. FE
iR BRE T BANKFATELA aws : SourceArn &HHEE KRR MR ERITIE ERIRE,

E 2 1F Amazon Inspector JJ EAbIK P HITIEERMF , BHELZAG PR ME LT NKSHKS
ID, %0 :

"aws:SourceAccount": [111122223333,444455556666,123456789012]

« a@@ w SourceArn s: — &S Amazon Web Services RS PE LE H At A 1TIE ERVIRE,
TR A BABS IE Amazon Inspector £ R Y IK P T IR ER A4, RAER , REHX
KRPERURE , HEXLRERAFGFEENKFERZGPEEN XSO EN , ZFZ4GT R
¥ Amazon Inspector fE A Z A M S3 IR,

E A7 Amazon Inspector Xt H Al P HITIEEERE , & ARNs I I— MK Rtk &4
fign -

"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"

aws : SourceAccount Ml aws:SourceArn S48 EH K R T

XLEZMHB B TR LE Amazon Inspector £ 52 # 1T R 5 BHE AER 21 ## 8 Bl F Amazon KMS,
B LAME AP BRIX L EH | BRMNHATEVIBIXEM,

ERFHRBENE  ARRFER.

®

SH4:BEMSHRBAERIRE

@ Note

BRRESH-—DEERNERE, MRYWEESHFRS , LEFISHERNEES HEMRE
BRI E.

RIERBRABRERFUAMBNFHAERDREE  RALEENSHRET.
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ERENSHBERARE

1. RSN EIEER , RETE hitps://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector #EH| &,
2. ESEMBERPNAERIT , EEMAERAELRN,

3. (W) FRAELAIRLANFER  BNHEESRY  BEEERSGFIEMERELI. Hn
&Rt , Amazon Inspector 2EF XK , FHNETEFEXKENBAELRI. ZREH/HTHREMS
BIENTR,

® Note

BUORINTE RS, MREFXEM , NZREFEE X8 Amazon Web Services X1
REBR B WAERINEBIE, MREZFEALM Amazon Inspector EXEF , M fF
DERALPMERAKFWRAERNBIE.

MRBESTEAEIZSNMNRERINNBIE , WEXNSHRETEFEERKNE , MA—
RS — RS,

4. EESHRBAERI,
5. ESHREBINSHXHFRESD  BEERSHXHFER -

- BHEBEIEHIEN JavaScript W RFEXTIE (json) X4, EFEE JSON,

MR RER JSON &I , NFEHEEENMAELXINAEFTR, BXTHEHN JSON FEHFI
% , 15 ® Amazon Inspector AP| & EE & N EIER A,

- ERIRUSHNBIENESORE (csv) X, HikE CSV,

WMREERE CSV AT, WIREFNILEEMAERINT 2 FR , MRS BEERIAXBELEN
R 45 N7, XEFREE  BERIRE, A, FEH, RS, #R, aXESE. £X
&, BETH. Amazon JKF ID, #iR ID. FRREMIKERE, BRitzs  BH-LEFKR
ALEREN RIS AT MSEXE URLs . ATRIFERIIREF CSV #rEH RH :

ART4EEIRA EAR R &SR 8GR acRIgRGE n bySisulbitiiN WIS B ERar s A 7 i CL drdbeibala
WESHTEFENENDRE BRVCHEMEERE 2 T NYSCYESBINN RS RRRRDRAEP acage
FPHAEE & —FE & FPERESE (X B ID Ao EoEREEEt AFAPVEETR AW

m R O B JWEER 2R P SESRC YR E  EAA RSN
=1 ARNERT ¥R ‘ThiHR Hiffs CVEIBBRL  IPNVV4 B
ma &£ 7N % B e B oAt
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& X E B =]
-} il B R
A

6. ESHMNVET , X S3URI , EEEFMRER S3 F#4# -

- EREERELNKFEENFMERETD |, BEEX K S3, Amazon Inspector 25 EHI K
# S3 FEN. IRBEMMENEMEBMENTT , AR EHIEE,

® Tip
ER AR EIEE Amazon S3 BERFIER , iB7E S3 URI AE IV {E /S HE M IFHAT (/) Fal
2. A , Amazon Inspector IR E N INB) FE M BEHRIBIZ , Amazon S3 &4
X Z B BRIEEN B R,
Blan | R &8 H B S H Amazon Web Services K/ ID ERBIE , B EMIKF ID
79 111122223333 , F# S3 URI ERRE/GEIENZ/1111222233331H,
BIRELT S3 FHMAN B RER. eFEETUFHELNNRASE — N EEET ,
MEFHEUXXH —BEHEEXGHREN — N XHRP—8&, BXRIFAEE , FSH
Amazon Simple Storage Service F P {§mH H £ XK 7E Amazon S3 #ZHI & FHE
H Ko

- ENHREFEREHMKFEENFEHED | B AMNE#®YN URI, 40 s3://D0C-
EXAMPLE_BUCKET , E+ DOC-EXAMPLE_BUCKET R #ENE . FEEFIEERUELRE
EREMEPBERIXEEE,

7. 3F KMS 248 Amazon KMS key , BFIEEER FTMHREDN
- EFFABACKPFNES , BMNIIRFERERNER, ZIRETTERKFNELREXNHRNE
KMS %40,

- EFREMKSFAENER  BEAMEMZEHAN Amazon BFRAT (ARN), ZHAMEETUE
RHBMEPHEERIXLEEFE, BXFMER , 5560 Amazon Key Management Service 7 &
AREEPNERZS ID F ARN,

8. ‘EESH.

Amazon Inspector £ REX RS , FALEEN KMS BANE#TNE , REFEBMEELE

EMW S3 FHEF. RELERERGPIENRAELRNHE , KEEMRFE/LHR L/, S
SERJE , Amazon Inspector 2R R—FKHE , KPLHWRAELIRECK IS H, (LE ) EEHEF

EREFRE , TSME Amazon S3 HHIIRE .
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EEE , SRARSH—0RE, NRUMNEESHRE  BEHSHEREALAS HEMBIRE,
FEFHEIR

MRS HBAELIIRER HI4EEIR , Amazon Inspector £ & R — &R B IRMES, BRI MERAERE
BHRWERENER , REB RO ITEERFNBRE R,

Flan | WiF S3 FHEBMERL T HRIE#METP , Amazon Web Services X18 7 HiZF KL o iF
Amazon Inspector EIZFEEBERMNIT R, WA | FRIALFIXIFHEE Amazon KMS key A , HBRER
AR BE L1 Amazon Inspector £ % %40,

BEHRE  BREBRSHRE,
TREAESMREHER

MREEEBRIRER , Amazon Inspector ELEERIRE , MaWE —KEBRER , HABZIER -
T ARG EZMNRE., 2FTAHIIEEIR | 2E R Amazon Inspector 8X REER — Nk £ R — 17
&

BEMRER  RUUSHFEMRETRUHECERE , REBERFRSE

IBALAE IR ES R BIREHVIRA |, B GetFindingsReportStatusifE & IR B 2 5 IE 1 £ RV E MR &
ke 1D,

MREFE | B LAFERARERENIRE ID B iZGetFindingsReportStatusRERUH Y 5 EfEH
1789 CancelFindingsReport& .

FERAT DI ZEX Amazon Inspector AELE RN BENEE
EventBridge

Amazon Inspector I 5#F EventBridge N T E N BESERICENFELERGET -1 5

., Amazon Inspector AT HERXNWEMRESERVNE—NEH, XEKE , HEFXEEW
ERRRRERSERRENIFE 2KMIRIER , Amazon Inspector At X AE LI CIE - FE
#. 2 Amazon Inspector N EFHRELICIBHEHET , BEERN id REFE,

(® Note

MRIERI K =& Amazon Inspector ZREEEAKF , MaNEH EventBridge & 1 2 Y K
FREHEEMPE K,



https://docs.amazonaws.cn/inspector/v2/APIReference/API_GetFindingsReportStatus.html
https://docs.amazonaws.cn/inspector/v2/APIReference/API_CancelFindingsReport.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
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£ Amazon Inspector FEH EventBridge B4t , BRAIBLEZINITES , UE BRI XN L
£RE, EEKREXET EventBridge E4H Amazon Inspector AEL RWEH , BAUMBIE
EventBridge #MI3J Amazon Inspector $7E B #5. 1% EventBridge M N EventBridge A iF KIEH X
Amazon Inspector KIMBEE , B 18 E 8 A & IEEA4L: .

Amazon Inspector ¥ E 4 X% Amazon Web Services X315 ZIR Y Fi{E AL D0 EEMNRINEHE
%o XEREELIABIE Amazon Inspector F5F Amazon Inspector Bl & 7 U EventBridge B4
& Amazon Web Services X5 BB ESHHN . Amazon Inspector REARE hH K HEH,

AT N ERGEEEANTE | HNEMTIR EventBridge SN,
SHRY

LT R EC2 KM EHH Amazon Inspector EHE RN R, BXREMBFERNRBMEHREH RH)
28Ky , S WEventBridge 2249,

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z2",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "YES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

},

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
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"source": '"NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCq=WelLt57aaZA@mail .gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f0b6d513b259fdab9c9bf4aaa6188d054c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f0b6d513b259fdab9c9bf4aaab6188d054c2d(6.0-xc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
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"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"
}

iy
"id": "i-@c2a343f1948d5205",

"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"
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£ H SBOM,

—ERHAHNEFIEERFEARKEERDASA , MTREERARRIZNGB AR, XMHE
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® Note
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5k B Amazon Inspector #J CycloneDX 1.4 SBOM #& =\ /Rl

{
"bomFormat": "CycloneDX",
"specVersion": "1.4",

"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z",
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"component": null,
"properties": [

{
"name": "imageId",
"value":

"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace”

},

{
"name": "architecture",
"value": "arm64"

},

{
"name": "accountId",
"value": "111122223333"

},

{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"

}

]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1le9a®b24161daaa@d535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
I
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+debl@ul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa%a"
},
{
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"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62al6f78a5"
.
{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+debl@ul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef@0dff8da77901b1085"

},
{
"type": "application",
"name": '"ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+deb1l@u3?
arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",
"bom-ref": "cd20cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref'": "a74a4862cc654a2520ec56dadc8lcdb3™
.
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

3k B Amazon Inspector 9 SPDX 2.3 SBOM #& = 7~ 45l

{
"name": "409870544328/EC2/1i-022fba820dbl37c64/ami-074ealsc@8effb2d8",

"spdxVersion": "SPDX-2.3",
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"creationInfo": {

"created": "2023-06-02T21:19:227",
"creators": [

"Organization: 409870544328",

"Tool: Amazon Inspector SBOM Generator"

]

iy

"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": "",

"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
},
{

"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"

}I
{
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"name": "hunspell-en-US",
"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/hunspell-en-US@Q.20121024-6.amzn2.0.1?
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae0883973d6cea5e7e079d544fe5"
},
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2.06-2.amzn2.0.6?
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2.amzn2.0.6.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2021-3981"
}
1,

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"

}I
{

"name": "unixODBC-devel",

"versionInfo": "2.3.1-14.amzn2",

"downloadLocation": "NOASSERTION",

"sourceInfo": "/var/lib/rpm/Packages",

"filesAnalyzed": false,

"externalRefs": [{

"referenceCategory": "PACKAGE-MANAGER",

"referenceType": "purl",

"referenceLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0DBC-devel-2.3.1-14.amzn2.src.rpm"
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1,
"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021a13fc9f81237d2"
}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c0e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
I
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f84f1903",
"relationshipType": "DESCRIBES"
1,
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}
1,
"SPDXID": "SPDXRef-DOCUMENT"
}
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- FRERR — WIFEAFKFTRATHEEFMEDNRR[REER SBOM,

Bl &S H SBOM

ES 1 SBOM , A EH B Amazon S3 Fi#& M /i Amazon Inspector A Amazon KMS
FH, BAUERABERHFNERNBEFESH SBOM, EH Amazon HEHRHZANKF S H
SBOM , BT LA Amazon Inspector ZREE AN F B EZENITU TSR,

FRFEM

« Amazon Inspector £ KN Z ZFER
- BLE T RBEHY Amazon S3 Zf 1@ , L1F Amazon Inspector B # BRI R, BXREERENE
B, BZHEES HNE,

- BE TR Amazon KMS %48 , o3 Amazon Inspector fE FiZ KR MBRE ., BXHEFRK
NER , BZREER TS HM Amazon KMS 4,

(® Note

MREZHEE T Amazon S3 FEBEAMA T AELXIS HE Amazon KMS 47 |, I 7] BUREX
L mAMZE AT SBOM S H,

ERIEHEIETRR S EXRS H SBOM,
Console

1. ERESNEIERSR , AFITIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. FRATEA-LAK Amazon Web Services KIFit R EFRERNHES H SBOM W RRFTFEMN X

o
. ESMBERT , EEFESH SBOM,

4. (Wit )7ESH SBOM TEAF , FARNBERHXEEEENHAUBRRENRRFE. W8
RIBMIFELESZH , Amazon Inspector FSFHFIEENTRNVIRE. NREREZEREER , XF
BIEEBHLRN AR R IR,

5. ESHRET , EEFEN SBOM &K,

6. %A Amazon S3 URI SRiE#ZX % Amazon S3 , i£#E — Amazon S3 {u B R 1Ff# SBOM,
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API

i A9 Amazon Inspector B BRI 4R , AT &R E. Amazon KMS

BELRESRXN A ERS H SBOM , A Amazon Inspector API B CreateSbomExport #
(=

FiERS , £ reportFormat SEIEE SBOM i HH#& 3 |, 132 CYCLONEDX_1_4 =X
SPDX_2_3, s3Destination SR HERN A MABKIIEE —MEE T KM S3 7

¥ , BLAAF Amazon Inspector M E#TE A, ( A% ) £/ resourceFilterCriteria &
BRI EWSEE R H TS EN TR,

Amazon CLI

EFEH Amazon Command Line Interface NI EES H SBOM , FETUTHS :

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=amzn-s3-demo-
bucketl,keyPrefix=PREFIX,kmsKeyArn=arn:aws:kms:Region:111122223333:key/123

EEAERS | F FORMAT B R ZFHIHEIN : CYCLONEDX_1_4 5§ SPDX_2_3, AfF , ¥
s3 B#rHY user input placeholders BN ESHEIN S3 FHEBWER, AT S3 i
HEEIE , UERBAFNERERN KMS Z4H8 ARN,
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FAF Amazon Inspector =4 Amazon EventBridge =422
¥

Amazon EventBridge AI¥$3k B B A2 F M E tt Amazon Web Services AR S5 B 350 B 38 1% 4 2
Amazon Lambda B#¥{, Amazon Simple Notification Service £ Amazon Kinesis Data Streams
FHBEREEF. N TXRHREHMNARRF. REMAREHEK , Amazon Inspector 2FFBE AN
EREH K E EventBridge, ZAILAEA Amazon Inspector R BEXRELAIN, BERNAFNE
#o ATTRMT EventBridge E4EY RHIZEN,

£

« FF Amazon Inspector #J Amazon EventBridge EZAZ 3
« Amazon Inspector 2 & I E 4283 R Bl

« Amazon Inspector #3813 3 55 B B 4 22 44 R 4

« Amazon Inspector B & R EH LR 5

« Amazon Inspector B3 /5 A 214 R 5l

FiF Amazon Inspector B Amazon EventBridge E 422+

LAR & Amazon Inspector B EventBridge SHHNEREH R, EHFEREHEREMR,

{
"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",
"source": "aws.inspector2",
"account": "Amazon Web Services ## ID (string)",
"time": "event timestamp (string)",
"region": "Amazon Web Services ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
*Details of an Amazon Inspector event type*
}
}
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Amazon Inspector &2 & I E 4 2R ¥ 7R 5l

LU & Amazon Inspector & & ZLHY EventBridge EH IR RHl, 2 Amazon Inspector & IR HE
ENBRRPEEHHREISIMNEREN , BB RERNES, BXAUBHNEESHNBNNIE
B, TS RERT D 8IEX Amazon Inspector &L R B E X [EE EventBridge.

AT PBRTRBER NS -

« detail-type I®EN Inspector2 Finding.
« detail R T RELH,
- detail.resources.tags RIF#HBEHRENE.,

BELFFRIETF , EEHNTRRRNMAERNRENBERNEHRY,

Amazon EC2 package vulnerability finding

"version": "Q",
"id": "4d621919-f1f4-4201-a0e2-37e4e330ff51",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T17:00:36Z",
"region": "eu-central-1",
"resources": [
"i-12345678901234567"

1,
"detail": {
"awsAccountId": "123456789012",
"description": "In snapd versions prior to 2.62, snapd failed to properly

check the destination of symbolic links when extracting a snap. The snap format
is a squashfs file-system image and so can contain symbolic links and other file
types. Various file entries within the snap squashfs image (such as icons and
desktop files etc) are directly read by snapd when it is extracted. An attacker who
could convince a user to install a malicious snap which contained symbolic links
at these paths could then cause snapd to write out the contents of the symbolic
link destination into a world-readable directory. This in-turn could allow an
unprivileged user to gain access to privileged information.",

"epss": {

"score": 0.00043
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3,
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:59:44.356 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 4.8,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],
"cvssSource": "UBUNTU_CVE",
"score": 4.8,
"scoreSource": "UBUNTU_CVE",
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:59:44.476 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 4.8,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"source": "UBUNTU_CVE",

"version": "3.1"
.
{
"baseScore": 7.3,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H",
"source": "NVD",
"version": "3.1"
}

iF

"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-29069",
"https://ubuntu.com/security/notices/USN-6940-1"

1,

"relatedVulnerabilities": [
"USN-6940-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-29069.html",

"vendorCreatedAt": "Thu Jul 25 20:15:00.000 UTC 2024",
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"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-29069",
"vulnerablePackages": [
{
"arch": "ALL",
"epoch": 0,
"fixedInVersion": "0:2.63+22.04ubuntu®.1",
"name": "snapd",
"packageManager": "0S",
"remediation": "apt-get update && apt-get upgrade",
"version": "2.63"

iy

"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {

"awsEc2Instance": {
"iamInstanceProfileArn":
"arn:aws:iam::123456789012:instance-profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": [
"1.23.456.789",
"123.45.67.890"
1,
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

I

"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"

1,

Amazon Inspector & & IS4 2R 19 Rl 113



Amazon Inspector

RAriEmE

"severity": "MEDIUM",

"status": "CLOSED",

"title": "CVE-2024-29069 - snapd",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 17:00:36.951 UTC 2024"

Amazon EC2 network reachability finding

"version": "Q",

"id": "9ebl1l603b-4263-19ec-8be2-33184694cb92",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-05T13:06:56Z",

"region": "eu-central-1",
"resources": ["i-12345678901234567"],
"detail": {

"awsAccountId": "123456789012",

"description": "On the instance 1-12345678901234567, the port range
22-22 is reachable from the InternetGateway igw-261lbab4d from an attached ENI

eni-094ad651219472857.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"lastObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-261bab4d",
"componentType": "AWS::EC2::InternetGateway"
3, {
"componentId": "acl-171b527d",
"componentType": "AWS::EC2::NetworkAcl"
b i
"componentId": "sg-0d34debf87410f2d9",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-094ad651219472857",
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"componentType": "AWS::EC2::NetworkInterface"

o {
"componentId": "i-12345678901234567",
"componentType": "AWS::EC2::Instance"

1]

.

"openPortRange": {
"begin": 22,
"end": 22

.

"protocol": "TCP"
1,

"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
I
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::123456789012:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": ["1.23.456.789", "123.45.67.890"],
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 17:41:24.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

},
"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway - TCP",
"type": "NETWORK_REACHABILITY",
"updatedAt": "Thu Sep 05 13:06:56.334 UTC 2024"
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}

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5325facf-alaa-7d97-6bce-25fde6f6d2fc",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:55:382",

"region": "eu-central-1",

"resources": [

"arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/

sha256:84f507df33c6864d49¢c296Tb734192696e4cb6f78166ac51ac8b9b118181085d"

1,
"detail.resources.tags.testkey": "allow",
"detail": {
"awsAccountId": "123456789012",
"description": "Possible denial of service in X.509 name checks",
"epss": {
"score": 0.00045
.
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [1,
"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-6119",
"https://ubuntu.com/security/notices/USN-6986-1"

1,

"relatedVulnerabilities": [
"USN-6986-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/

CVE-2024-6119.html",
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"vendorCreatedAt": "Tue Sep 03 00:00:00.000 UTC 2024",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-6119",
"vulnerablePackages": [
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "libssl3t64",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"
I
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "openssl",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "armés4",
"imageHash":

"sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",
"imageTags": [
"ubuntu_latest"

Amazon Inspector & & IS4 2R 19 Rl

117



Amazon Inspector AriEE

1,

"platform": "UBUNTU_24_04",

"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",
"registry": "123456789012",

"repositoryName": "inspector2"

},

"id": "arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/
sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",

"partition": "aws",

"region": "eu-central-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-6119 - 1libssl3t64, openssl",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep @4 16:55:38.411 UTC 2024"

Lambda package vulnerability finding

"version": "Q",
"id": "9eadd71la-e49c-9864-6ba9-2a5d3f83c88f",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T16:50:37Z",
"region": "eu-central-1",
"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:
$LATEST"
1,
"detail": {
"awsAccountId": "123456789012",
"description": "Flask is a lightweight WSGI web application framework. When
all of the following conditions are met, a response containing data intended for
one client may be cached and subsequently sent by the proxy to other clients. If
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the proxy also caches 'Set-Cookie’ headers, it may send one client's “session’
cookie to other clients. The severity depends on the application's use of the
session and the proxy's behavior regarding cookies. The risk depends on all these
conditions being met.\n\nl. The application must be hosted behind a caching proxy
that does not strip cookies or ignore responses with cookies. 2. The application
sets ‘session.permanent = True® 3. The application does not access or modify the
session at any point during a request. 4. "SESSION_REFRESH_EACH_REQUEST  enabled
(the default). 5. The application does not set a “Cache-Control® header to indicate
that a page is private or should not be cached.\n\nThis happens because vulnerable
versions of Flask only set the "Vary: Cookie® header when the session is ac",
"epss": {
"score": 0.00208
1,
"exploitAvailable": "YES",
"exploitabilityDetails": {
"lastKnownExploitAt": "Sat Aug 31 00:04:50.000 UTC 2024"
1,
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {
"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"source": "NVD",
"version": "3.1"

iF

"referenceUrls": [
"https://www.debian.org/security/2023/dsa-5442",
"https://lists.debian.org/debian-lts-announce/2023/08/msg@0024.html"
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iF
"relatedVulnerabilities": [],
"source": '"NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2023-30861",
"vendorCreatedAt": "Tue May 02 18:15:52.000 UTC 2023",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Sun Aug 20 21:15:09.000 UTC 2023",
"vulnerabilityId": "CVE-2023-30861",

"vulnerablePackages": [

{
"epoch": 0,
"filePath": "requirements.txt",
"fixedInVersion": "2.3.2",
"name": "flask",
"packageManager": "PIP",
"version": "2.0.0"

}

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {
"awsLambdaFunction":
"architectures": [
"X86_64"
1,

"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAagRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
"packageType": "ZIP",

"runtime": "PYTHON_3_11",

"version": "$LATEST"

iy

"id": "arn:aws:lambda:eu-
central-1:123456789012: function:VulnerableFunction:$LATEST",
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"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2023-30861 - flask",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:50:37.627 UTC 2024"

Lambda code vulnerability finding

"version": "Q",

"id": "e764f7be-f931-fflb-204b-8cab2d91724b",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:51:01Z",

"region": "eu-central-1",

"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:

$LATEST"

1)

"detail": {
"awsAccountId": "123456789012",
"codeVulnerabilityDetails": {

"cwes": [

"CWE-798"
1)
"detectorId": "python/hardcoded-credentialsevl.0Q",
"detectorName": "Hardcoded credentials",
"detectorTags": [

"secrets",

"security",
"owasp-toplQ",
"top25-cwes",
"cwe-798",

Amazon Inspector & & IS4 2R 19 Rl 121



Amazon Inspector AriEE

"Python"
1,
"filePath": {
"endLine": 6,
"fileName": "lambda_function.py",
"filePath": "lambda_function.py",
"startLine": 6
I
"ruleId": "python-detect-hardcoded-aws-credentials"
I
"description": "Access credentials, such as passwords and access keys,

should not be hardcoded in source code. Hardcoding credentials may cause leaks even
after removing them. This is because version control systems might retain older
versions of the code. Credentials should be stored securely and obtained from the
runtime environment.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"lastObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"remediation": {
"recommendation": {
"text": "Your code uses hardcoded AWS credentials which might
allow unauthorized users access to your AWS account. These attacks can occur
a long time after the credentials are removed from the code. We recommend that
you set AWS credentials with environment variables or an AWS profile instead.
You should consider deleting the affected account or rotating the secret key
and then monitoring Amazon CloudWatch for unexpected activity.\n[https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html] (https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html)"

}
},
"resources": [
{

"details": {
"awsLambdaFunction": {
"architectures": [
"X86_64"
1,
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAaqRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
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"packageType": "ZIP",
"runtime": "PYTHON_3_11",
"version": "$LATEST"
}
1,

"id": "arn:aws:lambda:eu-
central-1:123456789012:function:VulnerableFunction:$LATEST",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"
}
1,
"severity": "CRITICAL",
"status": "ACTIVE",
"title": "CWE-798 - Hardcoded credentials",
"type": "CODE_VULNERABILITY",
"updatedAt": "Wed Sep 04 16:51:01.869 UTC 2024"

(@ Note

FAEEEUNKERNEEENMNIELIH JSON FAFEE. EFRXBREEMNIE LRI WALE
&, REEREBERATNSNMRERN.

Amazon Inspector #1513 & 55 X B 4 22 ¥ TR A

LAR 2 Amazon Inspector SER ¥R EHH EventBridge B4 2 ¥ RHl, % Amazon Inspector 58
BRI BN EN TR R AN , 201 EH,

UTZERARBMBHABTREN

« detail-type FERIREN Inspector2 Scan,

« detail WREE— finding-severity-counts X R , ZXN RIFMIHA TERAT=EM K S
BAELINMEE , H120 CRITICAL, HIGH 1 MEDIUM,

MIET R TIER , BRARREER TRV DR EEHFRY,
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Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4Ff55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©
},
"instance-id": "i-087d63509b8c97098",
"version": "1.0"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a9da9cd3606",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:182",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,

"detail": {
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"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/
inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©

},
"image-digest":
"sha256:965fbcae990b0467ed5657caceaecl65018ef44a4d2d46c7cdea80a9dffodlea”,
"image-tags": [
"ubuntu22"
1,

"version": "1.0"

Lambda function initial scan

"version": "Q",
"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-02-23T18:06:03Z",
"region": "us-west-2",
"resources": [
"arn:aws:lambda:us-west-2:111122223333:function:lambda-example:$LATEST"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": @,
"TOTAL": 0

1,

"version": "1.0"
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}

Amazon Inspector & &= R E LK R

LR 2 Amazon Inspector BEEREHH EventBridge B4R RHI. % Amazon Inspector A IR
NWEBERRETR , 2ABMES, UTFRITRNBSERES

- detail-type FEBIZEN Inspector2 Coverage,
« detail WREE— scanStatus ¥R , AFERERNFHERS

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:39Z",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
.
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"
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Amazon Inspector B3 /3 F 2R #3 =

2 Amazon Inspector TEXIFHLAHRWRAKER , SNBIEAEHRELEZTREER, UTFE
ARG B3 EAEH

« detail-type FERI&EE RN Inspector2 AutoEnable,
- detail NREART HHEHEHIMHER,

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "Inspector2 AutoEnable",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-08-21T02:36:48Z",
"region": "us-east-1",
"detail": {
“version”: “1.0.0”,
“AutoEnableStatus”: “Failed”,
“Reason”: "The number of member accounts enabled with AWS Inspector has reached
the maximum limit of 10,000"
}
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& AT Linux 1 Windows B Amazon Inspector SSM 1 14

REBNBEFEATF Linux F Windows =418 Amazon Inspector SSM ##

EA T Linux B9 Amazon Inspector SSM &4

Amazon Inspector £ Amazon Inspector SSM $EHXY Linux SEHIMITRER EHHE. Amazon
Inspector SSM ¥E#H 2 BEN L Linux 2B /opt/aws/inspector/bin B &M, AIHITXHHY
B#MR inspectorssmplugin,

Amazon Inspector £ Systems Manager Distributor #8856 F ZBBZIFEH . BERITRERER
# , Systems Manager Distributor #l Amazon Inspector 4% F &M Amazon EC2 SEHIHVIRER
%t. B3k Systems Manager Distributor XIFHRIERZHNER , EZH (Amazon Systems Manager
RAFER) PHNZENRESFEEFEY,

Amazon Inspector 812 34 B XK EE Amazon Inspector SSM A4 WEN A FRER EN
. XEXHHEFZEE /opt/aws/inspector/var/input M /opt/aws/inspector/var/
output,

/opt/aws/inspector/var/output F#Y packages.txt X#4hF# T RERELXNNEFTNT
BIRR, WIR Amazon Inspector FEZRHEH EZXRMEIE —NEFS , W packages. txt XH£
HEERZEFINEMIE,

Amazon Inspector FiZEHH BEFMTE /var/log/amazon/inspector BHFEXH,

#H1# Amazon Inspector SSM & #

MR inspectorssmplugin XHHEEEHMER , W SSM XEX InspectorLinuxDistributor-
do-not-delete FHET —MIAHEEIBZHAEH LI inspectorssmplugin,

WMREEH Amazon EC2 13 , N ZidEHF B3I MFTE Linux £V EEHEH,

&R T Windows 9 Amazon Inspector SSM &4

Amazon Inspector EE £ Amazon Inspector SSM & # = #£33# Windows 3£, Amazon
Inspector SSM EH S B LEENT C:\Program Files\Amazon\Inspector ¥ Windows 34l
t, BARITZH X4 E R InspectorSsmPlugin. exe,

SEFTF Linux 8 Amazon Inspector SSM &4 128
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BB T XHNEBRN T E4# Amazon Inspector SSM 4 IR E I B IE -

* C:\ProgramData\Amazon\Inspector\Input
* C:\ProgramData\Amazon\Inspector\Output
* C:\ProgramData\Amazon\Inspector\Logs

(® Note
ZINER T , Amazon Inspector SSM #EHRIZITIE LRI T EFEKE,

(® Note

AL ERINEYEEEBIREMFH Windows 3£46l, B2 , B4 MCIEREHEET
ssm:PutInventory #l ssm:GetParameter R AR,

## Amazon Inspector SSM #E#

IR InspectorSsmPlugin.exe XH#WEEFMBER , M InspectorDistributor-do-
not-delete XECRHET —/ Windows AR E#H %% InspectorSsmPlugin.exe

X, WREEF Amazon Inspector SSM i , AILAEA AmazonInspector2-
ConfigureInspectorSsmPlugin MXHEHWEERE, B , MREMA Amazon EC2 A% , NIFH
I MFTE Windows FE#1 L EHE Amazon Inspector SSM &4

(® Note

MR = Amazon Inspector Z B E1E T SSM Agent , 384 Amazon Inspector SSM 4
4R EE Windows E4lLE , B4 @ Amazon Inspector SSM w4 R EHIE. BEXESE
B, 2B Amazon Inspector.
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Amazon Inspector SBOM 4 28

HUYMRER (SBOM ) R— NI EMERHAMENANG. EFNERNEXEN{LIFR. Amazon
Inspector SBOM 4 X85 ( Sbomgen ) 2—f T E , AT, AWK, BR. F#uREUREH
¥ Go M4 H Rust Z#t #IX# 4K SBOM, Sbomgen AIHREHFA B EELZEREFBHREENX
., Sbomgen HEMXXMHE , CELREINEFTAEN. RAMEMTEHEE, RS , Sbomgen FiE
FaBIERHIRAN CycloneDX SBOM, &7 LAfE A Sbomgen A H X &£ B CycloneDX SBOM ,
A[LATE STDOUT 4R , R AIEE Amazon SBOMs Inspector #1THREREN . &7 LLSbomgen
FHHAE CIICD £ —2 , EoBPEAERE , FANIBEEN —I2.

XENEFaRE

Sbomgen 2WELUTEFIRENTFTE

« Alpine APK

+ Debian/Ubuntu DPKG
* Red Hat RPM
- C#

+ Go

« Java

* Node.js

« PHP
 Python

* Ruby

* Rust

XENBASFRREEERE

Sbomgen AT HY Dockerfile HRTFENERGEXTLIERIREKRZLBHE, EXELER , B
2% Amazon Inspector Dockerfile ¥ &,

Z % Sbomgen

Sbomgen {GER T Linux BERS,

XENEFaRE 130


https://docs.amazonaws.cn/whitepapers/latest/practicing-continuous-integration-continuous-delivery/software-bill-of-materials-sbom.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-cicd.html
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MR HE Sbomgen F A EFHVERE |, N AME LR Dockere MREDHEN . tar XHFHHVR
BRREEEZERREMRPHBE , MFEFE Dockers,

Amazon Inspector B EZ D EF U TEH MK RS LIZ1T Sbomgen :

- 4% CPU
+ 8 GB RAM

E#% Sbomgen , BT TIRE

1. MR IEH URL F TE&H#T Sbomgen zip X4 :

Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/

inspector-sbomgen.zip

Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/

inspector-sbomgen.zip

HE , BALATH L BIARAR Amazon Inspector SBOM 4 B 28 zip X 4.
2. ERAUTHSHRERTHRHXH

unzip inspector-sbomgen.zip

3. RERINWBEFZRHEBLEUTH

 inspector-sbomgen— XZREHITHER T E SBOMSs,

« README. txt - X2 UWAMAEEA Sbomgen X4,

* LICENSE.txt - ltXX# 8= Sbomgen BYER#H1F ATIE,

« licenses - WX #XEE Sbomgen FIERANE=FEFENFTIEEE,
« checksums.txt — It X #iE24 Sbomgen TEMKEHE,

« sbom. json - X2 Sbomgen TEHY CycloneDX SBOM,

« WhatsNew.txt - b XHEEBELENTERS , ALETURIEEE S Sbomgen R4z B E
R E SR B,

4, (&) EANATHSRIEZTENERSMERMTEM
sha256sum < inspector-sbomgen

- FERE5 checksums.txt XHHABTHITHR,
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5. HANUAT@HEHZIERTFITRITNR,

chmod +x inspector-sbomgen
6. EANATHSRIEREEMIIEE Sbomgen :

./inspector-sbomgen --version
BN ZAARIRUTUOTARNBMEHAR

Version: 1.X.X

£ Sbomgen

A NB A LAER Sbomgen WARE AR, AIVBEAERGIH—2 T AR Sbomgen, EE

EIXLERH| , HEIEIT list-examples &5 :

./inspector-sbomgen list-examples

NESRRGLERK SBOM H i 4
& A LAfE FASbomgen SBOMs N ABREBRER I FLE R R XM, ALAEA container Fw
B ALk IhEE,

e

EUTRBFEF , ALY image:tag BN EECHBRE ID , F output_path. json BRANE
R7FHHABEER,

# generate SBOM for container image
./inspector-sbomgen container --image image:tag -o output_path.json

® Note

B RMMERIUR TREX N HER. REB/NTX A LIRS Sbomgen tH8E , EAILURD
BENRTEH. REB/NERTUBEREHE, THRN LARE,

Sbomgen5—i2 ARt ScanSbom , Amazon Inspector Scan APl F&4L# SBOMs EE#id 5,000
NBENEE, EXMERT , Amazon Inspector Scan API 23R [E HTTP 400 a5,
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MRMEIEHEREIHRE R , BEERMER --skip-files SHEHENHERE Sbomgen 25k,

Bl BERHEIRER

AR EHABTERUTHIRMAK !

« InvalidImageFormat - HPAWEEHRIF TAR Frk, BEXHREEXHNENBE RN BEFMRE
R,

« ImageValidationFailure— HABMBHHNREMIABTKERIEAMNRE |, fIIHNEK
ERLATLEE, FRERETERIRBIREEAMK, SHA256

« ErrUnsupportedMediaType - HBGAH B EFTZTZHFNEAXBEREE, BXRIHFNEFER
NEES , BEAXENERERSNEMFREKE,

Amazon Inspector A% application/
vnd.docker.distribution.manifest.list.v2+json {3 H, {82 , Amazon Inspector ¥
SYEHFREYR, YAMERSRIRNBRER , BALUER --platform 2% E KX I8 EE A WA
FE, MRKRIEE --platform S , W Amazon Inspector SBOM £ RS A RBBELNIZTEAEE
IEFEFR,

M B FHMIFEEK SBOM

& 7] LA FiSbomgen SBOMs M B RMERHPERK, AJLAEA directory = archive FanwE AL
IheE. MNREBMNIE XHX ( FIENTER Git FEFE ) £ SBOM , Amazon Inspector Z& 1 £ A itk
I

Rl 1

LTFRBERERTMNE FXHER SBOM B FiT.

# generate SBOM from directory
./inspector-sbomgen directory --path /path/to/dir -o /tmp/sbom.json

RS 2
DTFRBABRERTNFHEXHER SBOM WFinS. NEZFHF .zip, .tar Ml .tar.gz FHEER.

# generate SBOM from archive file (tar, tar.gz, and zip formats only)
./inspector-sbomgen archive --path testData.zip -o /tmp/sbom.json
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M Go = Rust B4 % =3t #l X4 £E K SBOM

& 0] LA i Sbomgen SBOMs M4RiE/EHI X GoFMRust —#t HIXX 4K, AJLAEE binary F% %
B FLLIhEE

./inspector-sbomgen binary --path /path/to/your/binary

MEFEE K SBOM

YRAT LAE A Amazon Inspector SBOM £ 28 SBOMs MEZEMWEFEK. ATLAER volume ¥+
BRI, RINBWEEESNFHSE (HlIUESEREIRSEN Amazon EBS £ ) NEALIIEE. &5
BRFHSTRNE , ERSARTURNBREREEFSNREREE R,

BRI L BT S EBS & |, HERNEERETRE T Amazon Inspector SBOM 4 B 25 #Y I 5 #h S8
Bl , RERELEEZEC2 KMl L, N TFHAIT I EC2 A HFIEFEFEHL Amazon EBS &
B L RI2Z B M Amazon EBS R |, RERIFEZREBOIZEFH Amazon EBS BLU#HTHE. &
% Amazon EBS WEZEE , 55 (Amazon Elastic Block Store A #/) HHIH AR Amazon
EBS?,

Rl
LTRBERERT —MNESHBLERK SBOM BF@T, --path ZHNEEREFEHENRE F.

# generate SBOM from mounted volume
./inspector-sbomgen volume --path /mount/point/of/volume/root

Ml

LUTRBEFEBEERT —NFoD , EAUNEZENSEER SBOM , BrER --exclude-suffix &
BHBREBEENXHRBRR, Y58 E G (HIMEEXERESHE ) 8t , --exclude-suffix &
BENER. ERRUEERZLERERN SN B FFHERERETE 2 |, XFTLUR 3 ErE R
NEERE,

# generate SBOM from mounted volume with exclusions
./inspector-sbomgen volume --path /mount/point/of/volume/root \
--exclude-suffix .log \

--exclude-suffix cache
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BREFHME X B RS EC N ERBREER. A, HR\ERE /mnt/volume FE ( H
FEE /mnt/volume/var/lib/rpm/rpmdb.sqlite IS4 ) BF | BREBFFELERK SBOM H#R
HALH /var/lib/rpm/rpmdb.sqlite,

£ SBOM £ 3% % Amazon Inspector 31T AR 3!

BR T 4K SBOM 5k | #3& A] LA{#E A Amazon Inspector Scan API EJ AN a5 K% SBOM #1743
#. Amazon Inspector £5%& ¥4 SBOM WABRREFEERE , AEEFAZEXINIREL Sbomgen,
BREENAA , 2ETFAERNRFEHEA S,

(® Note

B AE Amazon Web Services Ik EFEEUXPRAESN A F InspectorScan-
ScanSbom= gEfE A LLIhEE

EFHILIEE |, BN --scan-sbom S#f%i% 4 Sbomgen CLI, tAILUF --scan-sbom SHU&#E A
LUREf—4 Sbomgen F@i® : archive, binary, container, directory. localhost,

® Note

Amazon Inspector Scan API 73 SBOMs £ BT 5,000 NMBE, EXMERT , Amazon
Inspector Scan API &3 [E] HTTP 400 a5,

BRI LAE R BLT Amazon CLI S30E3E Amazon M A BRI IAM A [E Amazon Inspector 31T & 17
ISF :

--aws-profile profile
--aws-region region
--aws-iam-role-arn role_arn

#&3& A LAE IR [ Sbomgen AL TIREAEE |, k@ Amazon Inspector # 1T & 4K iE.

AWS_ACCESS_KEY_ID=$access_key \
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AWS_SECRET_ACCESS_KEY=$secret_key \
AWS_DEFAULT_REGION=$region \
./inspector-sbomgen arguments

EEEWNER , FEH --scan-sbom-output-format cyclonedx S8 = --scan-sbom-
output-format inspector ¥,

TS

&5 | N & # Alpine Linux fRZA €12 SBOM , A/EH# SBOM , HFRELEREA JSON X #,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--scan-sbom-output-format cyclonedx \
--outfile /tmp/inspector_scan.json

Rl S 2
ES A Amazon IEBERNRIEL BB Amazon Inspector #1T & BRI,

AWS_ACCESS_KEY_ID=$your_access_key \
AWS_SECRET_ACCESS_KEY=$your_secret_key \
AWS_DEFAULT_REGION=$your_region \
./inspector-sbomgen container --image alpine:latest \
-0 /tmp/sbom.json \
--scan-sbom \
--scan-sbom-output-format inspector

Tl 3

WS AER IAM B&8 ARN & Amazon Inspector #1T & 91 E,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--outfile /tmp/inspector_scan.json
--aws-iam-role-arn arn:aws:iam::123456789012:ro0le/your_role
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£ A H b3 425 18 58 40N Th g

Amazon Inspector SBOM £ F e 2 RIFEFTE R Mo B ATUE XIS,

BRI ERE
> Amazon Inspector SBOM £ F 2R Fan T E Bz MA L T ERIAFRHEERA.

« WFdirectory¥@m® : =i##l. programming-language-packages. dockerfile 333#254
« ¥FlocalhostF&% : os, programming-language-packages , £ S RSN HEHNA

« X¥Fcontainer¥@+ : 0os, . extra-cosystems programming-language-packages, dockerfile,
“HFIAESRA
ESy7 b

EAERIAFESEACANIANESE |, EFH --additional-scanners &I , EEM LEERMNA
HBENEH. UTE—NMERINMARTHIBEN TGS,

# Add WordPress installation scanner to directory scan
./inspector-sbomgen directory --path /path/to/directory/ --additional-scanners
wordpress-installation -o output.json

UTRERMAERES 2 RIIRFMSNAHEBRN 0T R

./inspector-sbomgen container --image image:tag --additional-scanners scannerl,scanner2
-0 output.json

B ARELENR AR DRECRREHE

ML ERRREET , BIAER T Sbomgen £13# 200 MB E /NI, KT 200 MB B L
ROUGERFEAEHE. SEERET 200 MB #9 Go 5 Rust Z# HIXX#FrY , AIREQBEI R HH
ZFBEANRE , EEM --max-file-size . XFERATLEMTERXHRIRS | FEIHE
BR A ST K B AR BR 1 BURL D R F 8

=~
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ATFRGIRBE T WA --max-file-size SERE ST/ KN,

# Increase the file size limit to scan files up to 300 MB
./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \

--max-file-size 300000000

BELEBADTRHAMEAR. WEERANRAAEFENN,
R E S Res
Sbomgen& R —MEHMHEIE T , RIS TETHLSH CICD FHEF LIS BHMMIFH,

INFO[2024-02-01 14:58:46]coreV1.go:53: analyzing artifact

HN ~~— .~ —

NFO[2024-02-01 14:58:46]coreV1.go:62: executing post-processors
AILAERA LT --disable-progress-bar SHE A EE RS :

./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \
--disable-progress-bar

5/ Sbomgen MABEM K 1TH B RIUE

BTN MRS BWIEEET , S5 SBOMs NAEEMRTRENESER. TEIUT
K5 IR X LR -

ERBENEERTEHRE (#E)

FNFRFZE , BEOBRRIMEBHTEMRIUE. Hlan , MREFERHHZ Docker , N ATLAE A Docker
login in H AR EMTFEITHEMRIE : docker login,
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1. MRFJEMKRFTESORIU, HlW0, MREFEABR Docker , WA LAEA Docker login arm
SEAR IR AT B D IRAIE

2. MBRFJEIMKRATHEORISS , EEMRPHBIB[RELER Sbomgen, BFERAUTRE , BF
image:tag BN ERHENREHET

./inspector-sbomgen container --image image:tag
EARERF EH#HITH AR
FNFXFSEE , BEERMVBAFPBENSE , Sbomgen 2 EZER R REBMALZEHRE,

EFERAUTRA , B image: tag BN EBEHEWBRBEW B , F your_username BRI BENA
BZMGHAFE

./inspector-sbomgen container --image image:tag --username your_username
EAFREXNFERTE ORI

NFEFGTE , FRENBLIEIMRTEFEE . txt XMHF,

® Note
HETA P R AU X . AXHFREDE —THEBHT .

EFAUTRA , BN your_username BN EWAF A |, ¥ password. txt BRABE—1THE
BHROMEY . txt X, & image:tag BN BETHNBKHI B

INSPECTOR_SBOMGEN_USERNAME=your_username \
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag

3k B Sbomgen B9 % B A BA =B
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"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {
"timestamp": "2023-11-17T21:36:38Z",
"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{
"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957c92ed9562d19972fbf344d4393b5ebl™

}

}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090c1141eff17e50"
1,
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84bldda6bb386c4asde@b61de2f2119"
}

}
+

"components": [

{

5k B Sbomgen B9 % H R & Rl
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"bom-ref": "comp-2",

"type": "library",

"name": "dnf",

"version": "4.18.0",

"purl": "pkg:pypi/dnfe4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"
1,
{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"
1,
{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-dnfe@4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"

}

]

},

{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",

"purl": "pkg:pypi/libcompse0.1.20",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"

1,

{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

},
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{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-
info/PKG-INFO"

},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcomps@@d.1.20-1.fc39?
arch=x86_64&distro=39&epoch=0"
}
]
}
]
}

S B ARASHY Amazon Inspector SBOM 4 % 25
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https://docs.amazonaws.cn/inspector/latest/user/sbom-generator.html#install-sbomgen
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.10.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.10.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.1/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.3/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://docs.amazonaws.cn/inspector/latest/user/supported.html
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https://wiki.alpinelinux.org/wiki/Alpine_Package_Keeper
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FaxiiE.

TE Thee

- BEFEENES - RN EREEFENER
« RAEEE - RIENEREREF SR
- REFER - RS EREEFENREFE

T~
WU A B R APK B B S B R Bl

:Q1J1boSJkxrN4gkDcokr4zenpcWEXQ=
:z1ib

:1.2.13-11

:x86_64

154253

1110592

:A compression/decompression Library
chttps://z1lib.net/

:Z1ib

:z1ib

orc 4 Hwun>r»r< VN

HT DPKG Wi ERGEFEES

AT IIEET DPKGC W ERSREFSESXBFNEAENETERIE. EXEZEE |, 5 Debian
ML E B Debian B2FE,
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XEFEHFE

XEUTEE,

* Debian
« Ubuntu

(® Note

FFETF DPKG BIR 4 , Amazon Inspector SBOM £ &M /var/lib/dpkg/status X
T EREFITHIE.

TE Thee
LT RET DPKG HWRERSEF TN EEHL.

- BEFEENES - RN EREEFENER
« RAKES - RSN ELRREFEZHRE
- FEF2R - RSN ERREFENFEEFS

gt

LR EEBR /var/lib/dpkg/ SXHHI =B,

Package: zliblg

Status: install ok installed

Priority: optional

Section: libs

Installed-Size: 168

Maintainer: Mark Brown <broonie@debian.org>
Architecture: amd64

Multi-Arch: same

Source: zlib

Version: 1:1.2.13.dfsg-1

Provides: libzl

Depends: 1libc6 (>= 2.14)

Breaks: libxml2 (<< 2.7.6.dfsg-2), texlive-binaries (<< 2009-12)
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Conflicts: zlibl (<= 1:1.0.4-7)
Description: compression library - runtime

zlib is a library implementing the deflate compression method found
in gzip and PKZIP. This package includes the shared library.
Homepage: http://zlib.net/

HET RPM WRERGERFEES

AT LFEET RPM WRERSERFSEEXENFEMEIERL. BXESZELR , FZH RPM M
¥ E# RPM B F 2 EEER.

XEHFE

XEFEUT¥E,

+ Alma Linux

* Amazon Linux

+ CentOS

» Fedora

* OpenSUSE

+ Oracle Linux

* PhotonOS

* RedHat Enterprise Linux

* Rocky Linux

« SUSE Linux Enterprise Server

(@ Note

FFEF RPM BIFESE , Amazon Inspector SBOM £ B84 M /var/lib/rpm X # kR
FarxHE,

EE ee

LUTRET RPM NRERGEFIESNEERIL,
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- BEFEENES - RIEBIEREEFENER

« RAKES - RIRBIMELEEFESHRE

- BiEFER - RIS EREREFENREFE

c AXE - RIEINEREEFSNRTEE

=~
AT 2 RPM B3 B 324 A BB =l

/usr/lib/sysimage/rpm/rpmdb.sqlite
/usr/lib/sysimage/rpm/Packages
/usr/lib/sysimage/rpm/Packages.db
/var/lib/rpm/rpmdb.sqlite
/var/lib/rpm/Packages
/var/lib/rpm/Packages.db

Windows #{ER S A&

SET Linux WRERETRE , Windows TXHIRIEREXRSEARGETEERL, Amazon Inspector
SBOM 4 & 25X W £ Windows BRIERGHMRAE R, 3T Windows AR , B Awindows-
appsH#{L. windows-appsiF#HUEE X Windows RE L ZENNARFNER. BXEZE

B , i#&FMicrosoft applications £ REES.

TE sk

- BERGIREES-M Windows EMRHIRE Windows BERGFMAE., RENWBERFREAT
Windows#R 4R SV iR o
EM RN E
BAF Windows JEMRIIAMER T WEREREEMMRAE S
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion

- EMRE
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 ProductName— Z#ERZBAMFARA ( Hla1"Windows Server 2025 Datacenter” )
« CurrentMajorVersionNumber— RER ST E B A
« CurrentMinorVersionNumber— R{ER St #9 X B A<

« CurrentBuild— BREREH AZRA S
- UBR— BREREWNIEIT S

Chainguard BMGEFEES

AT EHE Chainguard MEEFIESIFNTAENMEERML. EXEZER , S Chainguard M

35 BB AS
TENER
EEUTES

« Wolfi Linux

® Note

X¥F Chainguard B , Amazon Inspector SBOM 4 &2 M /1ib/apk/db/installed X

IR EREF T HfE.

EE e
UTREEHIL,

- BEFEEMNES - RIS/ ERERFENER
« RAES - BRIENEREEFEHMRA
- FEF2R - R8I ERREFENFEEFE

o]l
LA K E& 2 Chainguard BRGRSTH89 R4

P:wolfi-keys

Chainguard BMEIZFEEE
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V:1-18

A:x86_64

L:MIT

T:Wolfi signing keyring
o:wolfi-keys

Distroless MIEIEFEZES

Distroless B2 = 1E Linux XITIRTPHERRIEF 2 EESS. Shell MEMXAREFHNAEFME, Distroless
ABRNEBEBTHNARFUARRESMENZEMATENERKE R,

(® Note

¥t F Distroless B , Amazon Inspector SBOM £ 28 &M /var/lib/dpkg/status.d X
HhREREFS BB, NZFET Debian FIETF Ubuntu A 1ThR. AILAERE /etc/os-
release X#H RS HH NAME FEKIRFIEA] , ZFERE R“Debian”=“Ubuntu’,

TE sk

- EFEENES - RN EREEFENER
* RAKES - RIS ELREFSHRE

T~
LA & Distroless MG STE-RY R4,

Package: tzdata

Version: 202l1a-1+debl1lul®

Architecture: all

Maintainer: GNU Libc Maintainers <debian-glibce@lists.debian.org>
Installed-Size: 3413

Depends: debconf (>= ©0.5) | debconf-2.0

Provides: tzdata-bullseye

Section: localization

Priority: required

Multi-Arch: foreign

Homepage: https://www.iana.org/time-zones
Description: time zone and daylight-saving time data

Distroless BMEIEFBEES 159


https://edu.chainguard.dev/chainguard/chainguard-images/about/getting-started-distroless/

Amazon Inspector AriEE

This package contains data required for the implementation of
standard local time for many representative locations around the
globe. It is updated periodically to reflect changes made by
political bodies to time zone boundaries, UTC offsets, and
daylight-saving rules.

MinimOS BF 254

AHEIE Minimus RBRFESESXENTANIBRE, HXFESEL | 5 Minimus Mk,
ZRHWTE

ZRHUTFA.

* MinimOS

(® Note

¥t F Minimus BR& , Amazon Inspector SBOM £ K884 M /1ib/apk/db/installed X4
PR ERFITHE.

FE Ihee
UTREERIE.
- BEFEEMNES - RIS ERERFEINER

« RAEES - RN ERREFEHER
- BREFER - RIS ERERFENREFE

BATF 2 Minimus BUYE X8 B B

:ca-certificates-bundle
:20241121-11

:aarchb6s

:MPL-2.0 AND MIT

O A4 » < T

:ca-certificates

MinimOS BFE8&4 160
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REESKHXRES

Amazon Inspector SBOM £ KB X F AR EIMNRIZEIES MESR , SR TERAMFMANKRBRCRE
&o. £ SBOM AJLARSBIIR 7 MR , N A IRBIIAH RIEELL£FENEME. Amazon
Inspector SBOM 4 B8 X F A T w2 1E & M4,

Go KHix R

WIBES HMA4EE BN IEHX FARE#H E3am BAatRie B
s # B KER KER %
=
bs]
BaW
Go Go go.mod FEH FEH FEH FEH *
=

go.sum TERA TERA TERA TERA
Ge 2 rER  FER  FEA
Binaries =

S5E A FiEH FiEH FiEH
GOMODCACH &

E

go.mod/go.sum

£ go.mod F go.sum XHXKELHMBIE Go I B PHHAHEIX R, Amazon Inspector SBOM 4 8%
£1R1E Go TEHERAUTREA N EEIX L4,

FE Thie
« M go.mod WEMBARR ( R Go TEHFHRAN 1.17 RESHRA )

* M go.sum EMKBIXR ( R Go TEEMAN 1.17 HEEMA )
* B go.mod BLRBIFRAE B B AV MBS R MR H o< RARA

=%l go.mod TH#
LAR 2 go.mod XHHY R,

FBEARR o
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module example.com/project
go 1.17

require (

github.com/gin-gonic/gin v1.7.2

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8el23
)

5l go.sum T4

AR 2 go.sum XHH R,

github.com/gin-gonic/gin v1.7.2 h1:VZ7DdR10sghbA61VGSkX+UX02+J@aH7RbsNugG+FA8Q=
github.com/gin-gonic/gin v1.7.2/go.mod h1l:ILZ1Ngh2f1pL1ASUj7gGk81GFeNC8cRTaN2ZhsBNbXU=
golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123 hl:b6rCu+qHze
+BUsmC3CZzH8aNu8LzPZTVsNTo640ypSc=

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123/go.mod hl:K5Dkpb@Q4ewzZW/
EzW1QphgJcUMBCzoWrLfDOVzpTGVQ=

@ Note

XETHPIHNE-—IMNBRERTEREFT URL M. th URL TR TEERRGEMRES
RIEEBXRHBNELR , HEAILE R ScanSbomAPI #, BXEZEE , BSHAMIE L
MNEHEIMIL. GitHub

Go =3t I3 4

Amazon Inspector SBOM £ B Za M E4miFHY Go Z 3t AP REUKBI KRR , LIRHX T EA KB
YR FE

(® Note

Amazon Inspector SBOM £ M2z XM EAE 7 Go fmiFERWER Go — i Hl 34Kk AT
AITEERE, BXEZERE , ESR Go ML LN THHAZE, MRBFERAREEMENE
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(#l20 Red Hat ) B Go TE&# T/ A MaBFEAI AR AREFEER , A ITHERATRE
T,

EE se
« EEM Go Z#HIX M FIREURBIX RER

o WS ZH B PERA R RBIR R
« RNFREA T IwiF = HHIXHH Go TEEEMRA,

GOMODCACHE

Amazon Inspector SBOM 4 RE £ Go MHER , INEAXEREMNXRNIEL. LEFL
R TRIER  UBRAET RN A AR,

TE ee

« 33 GOMODCACHE B LR BIEFHER
- REVFMMTHIE  SEERZH, RAFE URLs

R

LAT & GOMODCACHE 4389 =4,

~/90/pkg/mod/
### github.com/gin-gonic/gin@vl.7.2
### golang.org/x/crypto@v0.0.0-20210616213533-5cf6c0f8el23

® Note

hEH2ERTEREFE URL B H, Itk URL TR TEERREIRHERINIEER XM
BHWESR , HETLIEEE ScanSbomAPI H, BXEZEE , S HM LR RS M,
GitHub

Go kBix R 163


https://docs.amazonaws.cn/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector AriEE

Java i< R
WEEBEES BHEE XN IE#EX FREH  GERAB BRERIE UEHEA
b # £ xR xR =
Java Maven BimiF TEHR TEA X EA X F
B Java
R EA TEA = EA =
F ( jar
[.war/.ea
r)
pom.xml

(® Note
NIRRT II8EX X Maven Central F#E. HBITXXEE=FF#E , 620 JBoss

Enterprise Maven Repository.,

Amazon Inspector SBOM 4 2518 2 #T B4R 1F M Java B AEFF pom. xml X #3R1T Java fKH
XRAHE, EARCHEINVNARFN , ARSBASER SHA-1 BHELUHTEEMRIE , BRERAN
pom.properties X# , HEMTEREMN pom.xml X #,

SHA-1 BHES (ERTEHRZEN jar, .war, .ear X )

Amazon Inspector SBOM £ e &= R KWET B FFFE .ear. .jar M .war XHH SHA-1 (% |
BURIE B4iFM Java MR TRMER BB,

FE hee

- NFFBEHIFH Java ALK SHA-1 8%

IR
BT 2 SHA-1 #9489 RO,
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{
"bom-ref": "comp-52",
"type": "library",
"name": "jul-to-slf4j",
"version": "2.0.6",
"hashes": [
{
"alg": "SHA-1",

"content":
}
1,
"purl": "pkg:maven/jul-to-slf4je@2.0.6",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "test-0.0.1-SNAPSHOT.jar/BOOT-INF/1lib/jul-to-slf4j-2.0.6.jar"
}
]
}
(@ Note

HLERIEEFT URL B H, Itk URL TR TEERREIRHERINIEER XM
BNESR , HEFLIEE%E ScanSbomAPI H, BEXEZEE , S H M LR EMit,
GitHub

pom.properties

pom.properties XA T Maven 1B FLAF#HIIE THiE , SREFBEMNEF TR
7K, Amazon Inspector SBOM 4 B 28 i #7 bk SLAF LA E T B E B

= hae
- BTNRERERFSH4. BEFaENERFSRA

7~ pom.properties 3 #

LA 234 pom.properties BIRHl,
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#Generated by Maven
#Tue Mar 16 15:44:02 UTC 2021

version=1.6.0

groupId=net.datafaker
artifactId=datafaker

(@ Note

EXHLERETEREFE URL W H. 1t URL A TREERRGYRIBRNEER XK
PWER , FEALFEE ScanSbomAPI 1, BXEZEER , B RMN LA K2 ML,
GitHub

HEBRERE pom. xml AT

MREERFEHZFN Java MARFEHERR pom. xml 847 , EMEA - -skip-nested-pomxml &
o
pom.xml

pom.xml X442 Maven Bl B OB EXH., EEEEXTEMNIE KB XRWEE. Amazon
Inspector SBOM 4 FXBF AT pom.xml XA SUREKBIXR , HIEFHEPNIRL XHMEREF jar X
BR8N

FE Ihee
o« BRATFIREL pom. xml XAHHNEF MG, BFSANEFZMRE

M Maven fEAEHMRE
BIAX R EEILLT Maven fEREURER -

« compile
- RHEW
- BITH
o st
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RAriEmE

- RE

. B A

fegix R2BIE LT Maven FREUWER : <optional>true</optional>,

A 4E R ER RB] pom. xml 3 #
LT RH&EERER pom. xml X448 7RG,

<dependency>
<groupId>jakarta.servlet</groupId>
<artifactId>jakarta.servlet-api</artifactId>
</version>6.0.0</version>
<scope>provided</scope>

</dependency>

<dependency>

<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.28</version>
<scope>runtime</scope>

</dependency>

X BEEREN RH pom. xml 34
AR 2B EREM pom. xml XHH RHE,

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.17.1</version>

</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>plain-credentials</artifactId>
<version>183.va_de8fldd5a_2b_</version>
</dependency>

<dependency>

Java KB R
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<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>jackson2-api</artifactId>
<version>2.15.2-350.v0@c2f3f8fc595</version>
</dependency>

(@ Note

XEXHPNE - NILERTEREFT URL W, It URL TRTREERBRGEMREE
REEEXBHBNESR , AR EETE ScanSbomAPI 1, BXEZER |, BSHAMIL L
RNE M, GitHub

JavaScript KB

WIEIES BMEE XM ITE#X FREB EREAB AERIE M)

H a5 (i = xER xR %
=]
bl
=

Javascrip Node node_modu &M TEHR = = =
t Modules les/ . . .
* /pac & H X & H & H )

e kage.json xsmpm 2 & & &

PNPM

& H = & H & H )

YARN package-

1
ock.json
(vi,

v2, and
v3) /
npm-
shrin
kwrap.jso
n
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RAriEmE

WIEES @ BHEE
R

package.json

package.json X# =2 Node.js BIE W OEH, ETEEXERERFBHTHIE. Amazon

XEFN IEHX
i3 £

pnpm-
lock
.yaml

yarn.lock

FF & Mt

RFR

1&3% AR
RFR

Inspector SBOM 4 eI X4 , LRI FEBAMIEF SR,

FE Ihee

* fRHT JSON X H45H LRIV - B B A AR A
- R EBRBENLREFE

5l package.json X #

AR 23X package. json B3R,

"name": "arrify",
"private": true,
"version": "2.0.1",

"description": "Convert a value to an array",

"license": "MIT",

"repository": "sindresorhus/arrify"

FHBFRIC

A

o ot 1T

JavaScript ki3
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® Note

HXHEERDERFS URL WE . It URL ATATFREERKGEYRFEMNIEES M4
SBHEER , HETWLIEEE ScanSbomAPI 1, EXEZEE , BSRAMNL L4 ML,
GitHub

package-lock.json

package-lock.json X npm B4R , A THIE NI B ZENKBIXRNELUIRE, CBIF
EATE KRB RARE FRB X RNBURARBRETRFERN — B, ZXHTUX D ERAKRER
RFTFF &K Ro

FE Ihee

 FEHT JSON M4 LAREUE 7 e 8 AR F SRA
© XEFFFREBIKRZLN

=4l package-lock.json 3 #

LA 23X # package-lock. json BR B,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",
"extsprintf": "21.2.0"
}
.
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvVAGQNuMKtp8=",
"dev": true
.
"yallist": {
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"version": "3.0.2",

"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dz1lti7k="

}

® Note

hXHaERTEREFT URL B H, Itk URL TR TEERREYRHERINIEER XM
BHWER , HETLIEEE ScanSbomAPI H, BXEZEE , BSHME LR RS M,
GitHub

npm-shrinkwrap.json

npm 2 B31%E K package-lock.json #l npm-shrinkwrap.json 34 , A FBIERNT B T4
BRRNEUMRA, X#  BYFEAERBXRR FEREXRNEURE , TEREFTRFEFHN—
B, XEXHATXDERKBR R RAKBIXR,

FE Thee

o« fRMT JSON X H4E¥IHY package-lock KR 1, 2 f 3, UREVEEF B A MHARA

« XFFRARMEBARLN ( package-lock. json RFREFMFRKBARR , AT T ERBIF
EHERERTBERFZ )

« npm-shrinkwrap.json X#{t%F package-lock.json X4

Bl

LA 23X # package-lock. json R B,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",
"extsprintf": "71.2.0"
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1,
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvA@QNuMKtp8=",
"dev": true
1,
"yallist": {

"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dzlti7k="

pnpm-yaml.lock

pnpm-lock.yaml X pnpm £ 5 , A T4 ERERMBRRMANIEF. ©E LI RERIT X KB
xR,

FE Ihee

« R YAML XHF S SUREVE P 2 B BR A AR A
© XEFFFREBIKRZLN

=l

AT 23 pnpm-1lock.yaml #9R4l,

lockfileVersion: 5.3
importers:
my-project:
dependencies:
lodash: 4.17.21
devDependencies:
jest: 26.6.3
specifiers:
lodash: 74.17.21
jest: 726.6.3
packages:
/lodash/4.17.21:
resolution:
integrity: sha5l12-xyz
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engines:

node: '>=6'
dev: false
/jest/26.6.3:
resolution:

integrity: sha512-xyz
dev: true

® Note

hXHLERTEREFS URL B, tk URL TR TEERREIRHERINIEER XM
BHWESR , HEFLIEEE ScanSbomAPI H, BXEZEE , S H M LR RS M,
GitHub

yarn.lock

Amazon Inspector SBOM £ S22 HINET A H .ear, .jar M .war XHH SHA-1 8% |, MR
EEY4mE/ Java M ¢4HHY TR MR MBIt

FE Ihag
. NFFEBHFMN Java LK SHA-1 5%

P SHA-1 ¥4

BT 2 SHA-1 198 =l

"@ampproject/remapping@npm:~2.2.0":

version: 2.2.0

resolution: "eEampproject/remapping@npm:2.2.0"

dependencies:

"@jridgewell/gen-mapping": 70.1.0

"@jridgewell/trace-mapping": 70.3.9

checksum:
d74d170d06468913921d72430259424b7e4c826b5a7d39ff839a29d547efb97dc577caa8ba3fb5cf023624e9at9d0C

languageName: node

linkType: hard
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"@babel/code-frame@npm:~7.0.0, @babel/code-frameenpm:~7.12.13, @babel/code-

frameenpm:~7.18.6, @babel/code-frame@npm:~7.21.4":

version: 7.21.4

resolution: "@babel/code-frameenpm:7.21.4"

dependencies:

"@babel/highlight": 7~7.18.6

checksum:
e5390e6eclac58dcef@ldsafl8eatlfd2f1325528661ff6d4a5de8979588b9f5a8e852a54a91b923846f7a5¢c681b217
languageName: node

linkType: hard

(® Note

faERIEEFT URL B H, t URL TR TFEERREMRIERNIEER XM
BHWESR , HETLLEE%E ScanSbomAPI 1, BXEZEE , ESHME LR RS M,

GitHub
NET #k#ix R
HEIEE HH4EE  XEHH IE#gX FRa&s  ARBEEAH ABRRE AR
H a5 # = xER xER %
=]
bl
=
.NET .NET * deps.js Ti&EH FEH FEH TiEA 3
Core on B
T iE A 7T iE A 7T iE A 7T iE A
Nuget Packages. __ : _ : =
ey T iE A 7T iE A = 7T iE A
Nuget : : : : =
packages. 7B TER  TER  TER
oNEV lock. json =
.CSproj
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Packages.config

Packages.config X#H2RIBMRAH Nuget AKEET B KBIX R XML X4, EFIEH TIA 5|
RNFERFE , BEBERT,

FE Ihee

« BT XML S LAREVE & IDs MARA

Bl

LAUR 23X Packages.config HIRHl,

<?xml version="1.0" encoding="utf-8"? >

<packages>

<package id="FluentAssertions" version="5.4.1" targetFramework="net461" />
<package id="Newtonsoft.Json" version="11.0.2" targetFramework="net461" />
<package id="SpecFlow" version="2.4.0" targetFramework="net461" />

<package id="SpecRun.Runner" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow.2-4-0" version="1.8.0" targetFramework="net461" />
<package id="System.ValueTuple" version="4.5.0" targetFramework="net461" />
</packages>

(® Note

WXHALERSERFES URL WY, It URL TRFEERKAEYEFERIEEE XY
SHEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRML L4 ML,
GitHub

*.deps.json

*.deps.json X#H NET Core MB4AER , BEEXAERBXRANIFHAEE , THEHBER. AN
ETRHEBR R, EXHFATRFRESTHESRA TN EBRETHEBXRNSLXEESE,

TE ee

* JEHT JSON LRI M KB X RFHAEE
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 f libraries FIRFREEFSZEHHMRA,

5l .deps.json X#

LT RX# .deps.json KRB,

{

"runtimeTarget": {
"name": ".NETCoreApp,Version=v7.0",
"signature": ""

.

"libraries": {
"sample-Nuget/1.0.0": {
"type": "project",
"serviceable": false,
Ilsha512": mnmn

iy
"Microsoft.EntityFrameworkCore/7.0.5": {

"type": "package",

"serviceable": true,

"sha512": "sha512-
RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ+oTO9wA8/RLhZRn/
hnx1TDnQ==",

"path": "microsoft.entityframeworkcore/7.0.5",

"hashPath": "microsoft.entityframeworkcore.7.0.5.nupkg.sha512"

}I

(® Note

hXHLERTEEFT URL BEH, It URL TR T EERREMRIERINIEER XM
BHESR , HFETLLEEHE ScanSbomAPI 1, BXEZEE , FSHEME LR RS M,
GitHub

packages.lock.json

packages.lock.json XHHBERHIRAE Nuget AAKBIE NET I B IRBIX RV TIARA |, SURIE
EREIREH —HERHEBEN R,
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FE Ihee

 FEAT JSON S5 L5 B Ky KB < &
o EBYIFE B RAEZIE BT R
- RIERFSRMNEBTHRE

=¥l packages.lock.json X

LA 23X # packages.lock. json #9R4l,

{

"version": 1,

"dependencies": {

"net7.0": {

"Microsoft.EntityFrameworkCore": {

"type": "Direct",
"requested": "[7.0.5, )",
"resolved": "7.0.5",

"contentHash": "RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ

+0T09wA8/RLhZRn/hnx1TDnQ=="",

"dependencies": {
"Microsoft.EntityFrameworkCore.Abstractions": "7.0.5",
"Microsoft.EntityFrameworkCore.Analyzers": "7.0.5",
"Microsoft.Extensions.Caching.Memozry": "7.0.0",
"Microsoft.Extensions.DependencyInjection": "7.0.0",
"Microsoft.Extensions.Logging": "7.0.0"

}

.
"Newtonsoft.Json": {

"type": "Direct",

"requested": "[13.0.3, )",

"resolved": "13.0.3",

"contentHash": "HrC5BXdl@@IP9zeV+0Z848QWPAoCr9P3bDEZguI+gkLcBKAOXxix/tLEAAHC

+UVvDNPv4a2d1810ReHMOagPa+zQ=="
},
"Microsoft.Extensions.Primitives": {

"type": "Transitive",

"resolved": "7.0.0",

"contentHash": "umlKU5kxcRp3CNuI8o/GrZtD4AIOXDk

+RLsytjZ9QPok3ttLUelLKpilVPuaFT3TFjOhSibUAso@odb0aCDj3Q=="
}

NET &BiX R
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}

}

}

® Note
HXHESERDERFS URL . It URL ATATREERKGEYR FEMNIEES M4
SBHEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRMNL L4 32Mit,
GitHub

.CSproj

.csproj XHXA XML &E , & .NETHEWI B X4, ©EEX Nuget BF3. TIEEMEMYE
EER S A,

FE Ihee

« BB XML S AREE F 5|

Rl .csproj X#

LTFRXH .csproj KRG,

<Project Sdk="Microsoft.NET.Sdk">

<PropertyGroup>

<TargetFramework>net7.0</TargetFramework>
<RootNamespace>sample_Nuget</RootNamespace>
<ImplicitUsings>enable</ImplicitUsings>
<Nullable>enable</Nullable>
<RestorePackagesWithLockFile>true</RestorePackagesWithLockFile>
</PropertyGroup>

<ItemGroup>

</ItemGroup>

<ItemGroup>

<PackageReference Include="Newtonsoft.Json" Version="13.0.3" />
<PackageReference Include="Microsoft.EntityFrameworkCore" Version="7.0.5" />
</ItemGroup>

</Project>
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il .csproj X#

UTRXH .csproj BIRHI,

<PackageReference Include="ExamplePackage" Version="6.*" />
<PackageReferencePackageReference Include="ExamplePackage" Version="(4.1.3,)" />
<PackageReference Include="ExamplePackage" Version="(,5.0)" />

<PackageReference Include="ExamplePackage" Version="[1,3)" />

<PackageReference Include="ExamplePackage" Version="[1.3.2,1.5)" />

@ Note

XETHPANE-—IMNBRERTEREFT URL MH. th URL TR TEERRGEMRESL
RIEEBEXRHBNER , HEAILEET#E ScanSbomAPI #, BXEZEER , BSHAMIE L
MEHIMIL. GitHub

PHP &k®ix R

wIEEE HMH4OE XXENHR  IE#SxX  FRE&H  GEas AR MU
H2s #® = XFR xR %
=
bl
=X
PHP Composer composer. &M EHA X+ FEF b2
lock =
FEF FEF = FEF
/ =
vendor/
o
omposer/
i

PHP f&®ix Ri3#
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RIEES BMAEE XEFHm ITE#x FREB FERKB AERE M)

2R #® ¥ xR xR %
=]
bl
=
nstalled.
json

composer.lock

£1E1E1T composer install 2 composer update a8 =B B3I £ composer.lock X#. ZXHAR
EESMNAEREHREHBRMREINKE AR, XETRE-—FETEFNHELRE,

FE Ihee

« BRTER{LEIER JSON 85X
o REUKRBI X R A M AR

=¥l composer.lock X#

LAUR 23X # composer.lock BIRH,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
I
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},
{

"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
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}

]
// TRUNCATED

}

(® Note

BZXHLEROEREFES URL EE, Itk URL TAFEERBRGEYESENIEEEXHM4
SEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRMNL L4 ML,
GitHub

/vendor/composer/installed.json

/vendor/composer/installed. json X#fZF vendor/composer BEXH , BRI TAIEELE
EFaRkEFIRENFERTIR,

FE Ihee

« BRATERA{LEIER JSON 185
o REUKHIRX R B IR R A

Ml /vendoxr/composer/installed. json X

LR RX# /vendor/composer/installed. json B R4,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
.
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},
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{

"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED

3
]
// TRUNCATED

}

(® Note

WX HLERETEREFE URL W H. 1t URL A TREERRGYRIBRNEERXRY
PWER , FEALFEE ScanSbomAPI 1, BXEZEER , B RMN LA K2 ML,
GitHub

Python #k#ix R

FEIETE HMH4EE XM IEHx  FREM REa® ABERFRE M
e # B xR xR i
=]
yal
=
Python pip requireme FEH TiEA TiEA 7T iE A 53
nts.txt ¥
Poetry TiERA TiERA T iE A T iE A
Poetry.lo =
Pipenv K & H & H TiERA TERA
E99/  pipfile.y TEA  TEA  TEA  TEA
Wheel =
TELS T5ER &R &R &R
.egg- =
info
/PKG-
INFO
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RIEES BMAEE XEFHm ITE#x FREB FERKB AERE M)

H a5 % ¥ xR xR %
=]
bl
=

.dist-
info/
METADAT
A

requirements.txt

requirements.txt X#R%E Python B ZEAN—MERX , ATEET B KBiIXR, X4
FHE—TEHE2E—NEAHREAARNZERFE. Amazon Inspector SBOM 4 K 88 & FRAT b T4 LUK
#IR B M 4w B ki< R,

TE ee

© XEFRAGEBR (==H"=)
© XEFERMERMRBRRIT

(® Note
PXFFRARARF <= M =>,

&Pl requirements. txt X4

L2 requirements. txt BIRHBl,

flask==1.1.2
requests==2.24.0
numpy==1.18.5

foo~=1.2.0

# Comment about a dependency
scipy. # invalid
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(® Note

WXHALERSTERES URL WY, It URL TRAFEERKEYEFERIEEE XY
SHEE , HETWLLEEE ScanSbomAPI 1, BXEZEE , BSRML L4 ML,
GitHub

Pipfile.lock

Pipenv 2 —REFTEIT S RBE (#H4., BENBREE ) T—8MWIE, Pipfile.lock AI8iE
T ROBTRA |, LMEXMBESEEE, Amazon Inspector SBOM 4 B 85152 B ST |, LABI H 4Kk
Hix RN H B BT ARA

FE Ihee

© BATERBOCRAEATE JSON =
© XERIAMKBIS R MIF RAABRR

R¥) Pipfile.lock X#

LR R Pipfile.lock BIRAI,

{
"default": {
"requests": {
"version": "==2.24.0",
"hashes": [
"sha256:cc718bb187e53b8d"
]
}

iy
"develop": {

"blinker": {

"hashes": [
"sha256:1779309f71bf239144b9399d06ae925637cf6634cf6bd131104184531bf67c01",
"sha256:8f77b09d3bf7c795e969e9486139c2c5e9c39d4ee@7424be2bc594ece9642d83™

1,

"markers": "python_version >= '3.8'",
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"version": "==1.8.2"

}

}

}

(® Note
WX HELERESEREFE URL WiEE., It URL TRTEERBAEYE EENIEEE XY
SHER , HETLLEETE ScanSbomAPI ., BXEZER | 55 RM L EW 4R,
GitHub

Poetry.lock

Poetry & —FU&E M T Python MBI XREEMITTITE, Poetry.lock XHASIEMRBRRNE
PIARAR |, LAMESSI —BHYERE ., Amazon Inspector SBOM 4 R 28 & MiZ 34 IR B ARV IR B o< RS

JBNO
EE se

« BTSRRI ERIER TOML #83K
o REUKHI X R B IR IRA

7~ Poetry.lock 4

LAR 23 Poetry.lock B9RHBI,

[[packagell

name = "flask"

version = "1.1.2"

description = "A simple framework for building complex web applications."
category = "main"

optional = false

python-versions = ">=3, 5"

[[package]]

name = "requests"

version = "2.24.0Q"

description = "Python HTTP for Humans."
category = "main"

Python & #ix R 185


https://docs.amazonaws.cn/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector AriEE

optional = false
python-versions = ">=3 5"

@ Note

XHeERBERFS URL MEH. tt URL TR TFREERREMREENIEEG XY
BNESR , HETLIEEE ScanSbomAPI H, BEXEZEE , S HME LR RS M,
GitHub

Egg/Wheel

N F2RBLER Python FE , Amazon Inspector SBOM 4 X 28 I TE . egg-info/PKG-
INFO f .dist-info/METADATA B RHFKREINWAHE X4, XEXHFRBETEXECREEFIWIF
0T EIE

FE Ihee

- REEFIBHMEAK
- BT egg M wheel FFHER

4 PKG-INFO/METADATA 3

LT RX 4 PKG-INFO/METADATA Y R4,

Metadata-Version: 1.2

Name: Flask

Version: 1.1.2

Summary: A simple framework for building complex web applications.
Home-page: https://palletsprojects.com/p/flask/

(® Note
WXHL2ERSERFES URL Wi E, It URL TR TEERBGEEFERIEEEEH
SWEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRML LG43 ML,
GitHub
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Ruby #fk#ix R H

wWIEIES  RMHEE
HaR

Ruby Bundler

Gemfile.lock

Gemfile.lock XHAIBIEFM B MBIKX RAVEIIRA , LBERESNHREPEER BRI RA,

FE Ihee

b2 =0k I R
i3 =

Gemfile.l A&EH
ock

TEHR
.gemspec .
TEHR
globall
installed
Gems

FF R MKt
xR

o FEHT Gemfile.lock 344 LUR Bl i< R ANk Bix R A
- RERFANEFZEHRNEFSTRA

T~ Gemfile.lock X4

LT R # Gemfile. lock BRI,

GEM

remote: https://rubygems.org/
specs:

ast (2.4.2)

awesome_print (1.9.2)
diff-lcs (1.5.0)

json (2.6.3)

parallel (1.22.1)

& 3% 1K

xR

AR

g ot I Mk X

I

fim

Ruby ##iox &3
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parser (3.2.2.0)

nokogiri (1.16.6-aarch64-1linux)

@ Note

XLt RBERFS URL MEH. tt URL TR FREERREMREENIEEGXRERHG
BNESR , HEFLIEETE ScanSbomAPI H, BEXEZEE , S H M L RS M,

GitHub

.gemspec

.gemspec XHR2EEXT Gem W THIEHN RubyGem X4, Amazon Inspector SBOM 4 X 25 7l fi#
MU ER X Gem WFARE R

FE Ihee

o BITHIEE Gem BF MM Gem iRA

® Note

TXFZENTE,

Tl .gemspec X

LR RX M .gemspec B RAI,

Gem: :Specification.new do |s]|

.Name
.version
.date
.summary
.description
.email
.files
.homepage
.license

n u n n nun v n n n n

.executables

"generategem"

"2.0.0"

"2020-06-12"

"generategem"

"A Gemspec Builder"

"edersondeveloper@gmail.com"
["1lib/generategem.rb"]
"https://github.com/edersonferreira/generategem"
"MIT"

["generategem"]

Ruby ##iox &3

188


https://docs.amazonaws.cn/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector AriEE

s.add_dependency('colorize', '~> 0.8.1"')
end

# Not supported

Gem: :Specification.new do |s]|

S.name = &classl
s.version = &foo.bar.version
® Note

hXHaERTEREFS URL B H, Itk URL TR TEERREYRHERINIEER XM
BHWESR , HETLIEETE ScanSbomAPI H, BXEZEE , BSHME LR RS M,
GitHub

£RZEMN Gem

Amazon Inspector SBOM £ X FHAW SRR RN gem , XEFT AN TIHREB RSP |, Hll/usr/
local/lib/ruby/gems/<ruby_version>/gems/Y 5 EC2 /NS ECR Fl Lambda Hruby/
gems/<ruby_version>/gems/, X#HFJHERIRMEEFMELERLENKB XK,

FE Ihee

- RBFRHIRER RPABELRAREN Gem
- REIBN2IKELEMN Gem W T HEFEAREFES

R B FEH
BUTR R B REHERE

### /usr/local/lib/ruby/3.5.0/gems/
### actrivesupport-6.1.4

### concurrent-ruby-1.1.9

### 118n-1.8.10

Ruby ##ix R4 189


https://docs.amazonaws.cn/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector AriEE

(® Note

HEMSERDERFES URL . It URL ATATREERKEYRFEMNIEES M4
SWEE , HETLLEEE ScanSbomAPI i, BXEZEER | FSRANM NS4 2 MWit,

GitHub
Rust #k#ix R
WIEESE HH4EE XENH  IEf#x  FREH  GEKE AR MU
2R (i ¥ xR xR %
=]
bl
=N
Rust Cargo.tom Cargo.tom Fi&M FEH FEH TiEA 3
1 1 =
TiEA TiEA = TiEA
Cargo.loc =
K = TiEA TiEA TiEA
=
Rust
binary
(built
with
cargo-
aud
itable)

Cargo.toml
Cargo.toml X# =2 Rust Il B B/E5 8 3 4,
FE Thee

« fRMTHIREN Cargo. toml XH LRI B R 2B HAMRA,

Rust ki< REAHE 190
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<%l Caxrgo.toml 3 #

LR 23X Cargo. toml KR4l

[package]

name = "wait-timeout"

version = "0.2.0"

description = "A crate to wait on a child process with a timeout specified across Unix
and\nWindows platforms.\n"

homepage = "https://github.com/alexcrichton/wait-timeout"

documentation = "https://docs.rs/wait-timeout"

readme = "README.md"

categories = ["os"]

license = "MIT/Apache-2.0"

repository = "https://github.com/alexcrichton/wait-timeout"
[target."cfg(unix)".dependencies.libc]

version = "Q.2"

[badges.appveyor]

repository = "alexcrichton/wait-timeout"

(@ Note

hXHLERIEEFT URL B H, It URL ATA TEERRERHERINIEER XM
BNESR , HEFLIEETE ScanSbomAPI H, BEXEZEE , S H M L R4S M,
GitHub

Cargo.lock

Cargo.lock XHLBIEMBIKXRRA , LART LT HIZ2 I B 196 FHEE R AR
TE Theg

* J##T Cargo.lock X ELRBIFTA MBI K RAMKBI KX RRA,

il Cargo.lock X#

AR 23X # Cargo.lock HIRHl,
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# This file is automatically @generated by Cargo.
# It is not intended for manual editing.

[[package]]

name = "adler32"

version = "1.0.3"

source = "registry+https://github.com/rust-lang/crates.io-index"
[[packagell

name = "aho-corasick"

version = "Q.7.4"

source = "registry+https://github.com/rust-lang/crates.io-index"
@ Note

hXH2ERTEREFS URL B H, Itk URL TR TEERRERHERINIEER XM
BWESR , HETLIEEE ScanSbomAPI H, BEXEZEE , S H M LR RS M,
GitHub

8B cargo-auditable Ky Rust =3 &l 304

Amazon Inspector SBOM £ R R NER B A cargo-auditable EMER Rust =3 &l STHHY K
KR, X#¥ , BEEANCEHEFHFIXGPREMEBIXR , TREFANKBRXRER.

EE e

- E#EMBEMA cargo-auditable FEMEMN Rust Z# FI XA P REKBXRER
- REZHENHFFIENKBRRN THBENREEL

(@ Note

HXHESERDERFES URL WEH. It URL ATATREERKEYRFEMNIEES M4
SBHEE , HETWLIEEE ScanSbomAPI 1, BXEZEE , BSRAML L4 Milt,
GitHub
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TR
RENRT FE LM

Java

Amazon Inspector SBOM 4 B 23X X=X KR F £ Maven FEENKBRRBTRERLM, T
BEERBEEN Maven Z#E |, 20 Red Hat Maven 1 Jenkins., 7 /BRI , iHHR Java
KHRXREMNER Maven B EFHEN, KEEOEFEENGKBXRT2TEEREAET,

JavaScript
esbuild #4532

Xt F esbuild EZE LY , Amazon Inspector SBOM £ K EF A XX esbuild BT B BT
R, B esbuild ERHREME T I E LK EF Soomgen FIEMN B % THIE ( IKBIRXRBHFAR
), BERBUENER , BB IE 2 AERBIE X4 , fl20 node_modules/directory
M package-lock.json.

package.json

Amazon Inspector SBOM £ K28~ X iFH R A B package.json XHLIREMKR B < R1ES . 3 H
EERFBEMNANETTEE , ETBEZEHBTNEFITRE, EREEENEHELER  BEA
package.json I E EMMTRAHN HMBIEXH ( FlE0 yarn.lock M pnpm.lock ) .

Dotnet

L% PackageReference REMAZFHMAHMATLEN , WRTMTEFSHEN , MERBENE
REANBYEFESRE. FHRENRETBEATTRAREETEZEFERE , A 2EERE
KB E .

Go =3t I3 4

Amazon Inspector SBOM £ R 2PREEAEE N HERE ID WHUERENER Go —# HI3X#.
XL REIRE M LE Bomerman M N —# S XA EBEMHA B HRBR KR, BTELEIREFSE
B, A ZHETHEN Go —#HHIXH., ERTHEBNKBARAE , FHR Go —#HIEIXHEFEH
RIANRE (TIEWE D) WEN.

Rust =3 #|34F

Amazon Inspector SBOM % R8s R BT cargo-auditable FE¥IE — 3 HI X #AF F £33 Rust =
BEEIS . RFALLER Rust —# HIXXHF RO #HTEBKBAREBEMEN ML ELKE, Amazon

TETFFHAEHF 193
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Inspector SBOM 4 F 28 M Rust 1.7.3 FHRREEHmIER Rust TEEERA , BEA T Linux SREH
B EI3 . A T#HITE2EEAE |, B Linux LA cargo-auditable #3% Rust =i &34,

(® Note
BIfEREN T TEHEMRA , hFXEN Rust TEEARESHIRRERN.

Amazon Inspector SBOM £ HESRREES

Amazon Inspector SBOM 4282 — A TOIZ 4 EIEE ( SBOM ) HWNBRERSZNERIES X
BFHERFSHTREIAEN IS, EXENKORERSUANZR/ESREHTARE , BRXNEM R
WA TAIREMEAND. BILER SBOM |, LA L TRIRBEARERNOER |, RESRSEA
HhRE , ATRE=FRH4

XENESRE
EBRGESNT SBOM £RY REBEIRERGRFLEERRENRF 2. HIBEEIREN

BREZE (PUFHRE ) BEWNAEFRKTHK. Amazon Inspector SBOM £ RS HFRAWUT &£

BREG -

EBRE NARRF
7-Zip 7-ZipTFR4ES ( FRAR 21.07 RESMRA )
Apache Apache httpd

Apache tomcat

Curl Curl

Libcurl
Elasticsearch Elasticsearch
Google Chrome
Java JDK

JRE
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ERRE M RERF

Amazon Corretto
Jenkins Jenkins ( XA 2.400.* RESRA )
MariaDB # MySQL MariaDB Server ( 10.6+, 11.x, 12.x)

Oracle MySQL Server Server(8.0, 8.4, 9.4+)

Nginx Nginx
Node Node
OpenSSH OpenSSH ( kk4x 9 1 10)
OpenSSL OpenSSL
Oracle Oracle Database Server
PHP PHP ( hxZ 8.1 REEMA )
WordPress core

plugin

theme
Node.JS node
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ERRE

Microsoft applications

Atlassian

B2
PowerShell

NuGet CLI

Visual Studio Code
Microsoft Edge
SharePoint Server
Microsoft Defender
Exchange Server
Visual Studio

.NET Runtime
ASP.NET Core Runtime
Microsoft Teams
Outlook for Windows
Microsoft Office
Microsoft 365

Jira Core
Confluence

Jira Software

Jira Service Management

XEBNESRE
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7-Zip £ REEE

EXFHHNARRF

o 7 Zip FH4E8 ( lRAS 21.07 ESRA )

FE Ihee

« E7-Zip = B3R AR A RAE R

® Note

BEH&mE ,

T2 M TR B S R R mRANME,

EHHNFEE — Windows

:/Program
:/Program
:/Program
:/Program
:/Program
:/Program

:/Program

L]
N O 0o 0O 0O 0O 0O N

:/Program

PURL R4l

Files/7-Zip/7z.exe
Files/7-Zip/7za.exe
Files/7-Zip/7zz.exe
Files/7-Zip/7zr.exe
Files (x86)/7-Zip/7z.exe
Files (x86)/7-Zip/7za.exe
Files (x86)/7-Zip/7zz.exe
Files (x86)/7-Zip/7zr.exe

TR 7-Zip W RHIEFE URL.

pkg:generic/7zip/7zipe25.01

Apache £75

RGEL

ZINIILA 1

A2 #tHF X Apache httpd 1 Apache tomcat M AR FHFMHE S,

7-Zip EXREES
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Apache httpd

EXENNRAER

» Apache httpd

® Note
A GEA T Apache httpd RS 2.0 & B & RS,

FE Thee

o #BHT /include/ap_release.h XHLUURNZELE , HEF I X ENRIAFTERFR, XEMRRAFF
RN THRIRFFRS,

XEHNEA

Amazon Inspector SBOM £ BB XA AEENLZEREFNRE

Unix

* /usr/local/apache2/include/

Windows

» /Apache24/include/
* /Program Files/Apache24/include/
 /Program Files (x86)/Apache24/include/

il ap_release.h X#

LT 2 ap_release.h XHHFRHNAEH R,

//truncated

#define AP_SERVER_BASEVENDOR "Apache Software Foundation"
#define AP_SERVER_BASEPROJECT "Apache HTTP Server"
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#define AP_SERVER_BASEPRODUCT "Apache"

#tdefine AP_SERVER_MAJORVERSION_NUMBER 2
#define AP_SERVER_MINORVERSION_NUMBER 4
#tdefine AP_SERVER_PATCHLEVEL_NUMBER 1
#define AP_SERVER_DEVBUILD_BOOLEAN 0

//truncated

PURL R4l

LAF 2 Apache httpd NAEFHRAIEZERFE URL,

Sample PURL: pkg:generic/apache/httpde2.4.1

Apache tomcat
EXEFHRAER

* Apache tomcat

(@ Note
ARG LGER T Apache tomceat iR 9.0 RE &R,

FE Ihee

« MRESR catalina.jar XHLAIEEY META-INF/MANIFEST .MF XHFHNRELE | ZXHEEMA

FRH,

XEFENEE
Amazon Inspector SBOM £ R R BEF A HRHELLTEREPHNLE !
Linux

« /opt/tomcat/lib/

Apache £ REES
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 /usr/share/tomcat/1lib

« /var/lib/tomcat/lib/

macOS

 /Library/Tomcat/lib/

« /usr/local/tomcat/1lib

Windows

 /Program Files/Apache Software Foundation
 /Program Files (x86)/Apache Software Foundation/
7~ catalina.jar/META-INF/MANIFEST.MF X #

AR catalina.jar/META-INF/MANIFEST.MF X#HHAEH RHBI,

//truncated

Implementation-Title: Apache Tomcat
Implementation-Vendor: Apache Software Foundation
Implementation-Version: 10.1.31

//truncated

PURL =4l

LAF 2 Apache tomcat MARFHRHIZEFS URL,

Sample PURL: pkg:generic/apache/tomcat@l@.1.31

Curl E5REES

AT RMAEXCurlfLibcurl R BRRFVFMAE S,
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Curl

EXRNNARERF

e Curl

XEFENTE

» Unix - Linux # macOS
 [usr/local/bin/curl

o RW&Ecurl =3 B X LR EER A RAE B

(® Note

BAME , CaEZ#HE T XH . rodata®Ba ( Linux £B ELF Z##IXH ) . 3o
( Windows E£# PE =3 #I324F ) 5} _ cstring . rdata 282 ( macOS E£# MacHO =3 #l3
) PERRAEFRE,

Curl version string

LA R HRATE Curl =3 HI 3 FP B MR A 2 R &R Y 7R 4B
curl/8.14.1

MFRFEPREBURAS. 14 . LEFRIRCUr IR AR,

R PURL ( % )

BLTR— Curl IiRAXH4HH RHIEFE URL.

Sample PURL: pkg:generic/curl/curle8.14.1
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Libcurl

EXRNNARERF

» Libcurl

XEFENTE

» Unix - Linux # macOS

» [usr/local/bin/curl/curlver.h

FTE4# L — Libeurl

« ¥ &Ecurlver.nBAREUER A XM 4545 E Libcurl,

(® Note

BHME , EMNENKLIBCURL_VERSION _MAJORLIBCURL_VERSION_MINOR,
FILIBCURL_VERSION_PATCHZ £ HiEHUR A,

Libcurl version string
R Rcurlver . hXX R RAZEM RE

#define LIBCURL_VERSION_MAJOR 8
#define LIBCURL_VERSION_MINOR 14
#define LIBCURL_VERSION_PATCH 1

MIX (TR IREVARARS . 14 . 1LAFRIBLibcur 1 iR A,
R4 PURL (Libcurl)

BTRR— Libcurl iRAXHH RHIFEFZ URL.

Sample PURL: pkg:generic/curl/libcurle@8.14.1
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Elasticsearch £ R &G &S

EXFHHNARRF

» Elasticsearch

® Note
ROEEGESUGER T 7.17.0 Elasticsearch Ao

FE Ihee

« Version— fE4Relasticsearch-<specific.version>. jar X4 ELIREVE EElasticsearchii
RERFEMETA-INF/MANIFEST .MFI X REE,

YENTER

* Linux— /etc/elasticsearch/1lib /opt/elasticsearch/1lib/, # /usr/share/
elasticsearch/lib/

* macOS - /usr/local/var/lib/elasticsearch/1lib/

* Windows— /elasticsearch/ /Program Files (x86)/Elastic/elasticsearch/lib/.
M /Program Files/Elastic/elasticsearch/lib/

5l elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF X

LU FR—“/elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF3X# R4,

//truncated

Manifest-Version: 1.0

Module-Origin: git@github.com:elastic/elasticsearch.git
X-Compile-Elasticsearch-Version: 8.19.0-SNAPSHOT
X-Compile-Lucene-Version: 9.12.1
X-Compile-Elasticsearch-Snapshot: true

//truncated
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PURL R4l

AR Relasticsearch-<specific.version>.jar/META-INF/MANIFEST.MFMX 4 M4
URL =4,

pkg:generic/elastic/elasticsearch@8.19.0-SNAPSHOT

Google £ REEE

EXFHHNARRF

» Google Chrome

« Puppeteer ( X#¥F puppeteer E ; F‘83& puppeteer-core )

® Note
Puppeteer X puppeteer FE. T&1E Puppeteer core,

SRR
Amazon Inspector \EA T & U E Google Chrome 8. :

« chrome/VERSION X4 ( &R )
« chrome.exe X ( Windows Chrome &% )

« puppeteer X# ( &%)

NFEB—INXEHHEH , Sbomgen £ H UEE chrome X5 puppeteer X #, 3 F puppeteer &
® , 2B puppeteer IRARUWEM M A Chromium A&, BXEZER |, BSH Puppeteer M5 £
MR MR 2R

4 PUPPETEER_SKIP_CHROMIUM_DOWNLOAD BT EMIRE N true B , ITRFES , B
skip_chromium_download=true PRERFRBURINZE| Puppeteer BF & URL H,

7~ chrome/VERSION hRZA< 3 4

LT & chrome/VERSION RRAS ST 4 HY =61,

Google £ REES 204
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MAJOR=130
MINOR=0
BUILD=6723
PATCH=58

PURL R4l

LT RE—4 chrome/VERSION WA 34 #) RBIFEF S URL,

Sample PURL: pkg:generic/google/chrome@l31.0.6778.87

il puppeteer FRAI#
LAR 2 puppeteer WA 4HY R A1,

{
"name": "puppeteer",
"version": "23.9.0",
"description": "A high-level API to control headless Chrome over the DevTools
Protocol",
"keywords": [
"puppeteer",
"chrome",
"headless",
"automation"

PURL R4l

T R— puppeteer IiRAX 4 RHIFZFS URL,

Sample PURL: pkg:generic/google/puppeteer@23.9.0

PURL =4l

LR 2 puppeteer MRAI 4T R B BRERFHY RAIEFE URL,

pkg:generic/google/puppeteer@22.15.0?distro=1inux&skip_chromium_download=true
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Java £ R EEE

EXFNARERF

e Oracle JDK
* Oracle JRE

 Amazon Corretto

= hae

- B Java RENZH S,
« BBEE Java ETITHH B ZEE,
o FHRIEFRIEA Oracle JDK, Oracle JRE 1 Amazon Corretto,

Amazon Inspector SBOM £ sz 2AHEU T ZEBEMEA LK Java B3 .

macOS: /Library/Java/JavaVirtualMachines
Linux 32-bit: /usr/1ib/jvm
* Linux 64-bit: /usr/1ib64/jvm

Linux (generic): /usr/java and /opt/java

R Java lRAER

LA & Oracle Java K{ThRBY =6l

// Amazon Corretto

IMPLEMENTOR="Amazon.com Inc."

IMPLEMENTOR_VERSION="Corretto-17.0.11.9.1"

JAVA_RUNTIME_VERSION="17.0.11+9-LTS"

JAVA_VERSION="17.0.11"

JAVA_VERSION_DATE="2024-04-16"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming
java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.compiler
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jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.foreign jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom jdk.zipfs"

OS_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:7917f11551e8+"

// 3IDK

IMPLEMENTOR="0racle Corporation"

JAVA_VERSION="19"

JAVA_VERSION_DATE="2022-09-20"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming

java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.zipfs jdk.compiler
jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.concurrent jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom"

0S_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:53b4al1304b0 open:git:967a28c3d85f"

PURL R4l

BAF & Oracle Java £1THREY RBIFEFE URL,

Sample PURL:
# Amazon Corretto

Java EBREEES

207



Amazon Inspector

RAriEmE

pkg:generic/amazon/amazon-corretto@21.0.3
# Oracle JDK
pkg:generic/oracle/jdkell.0.16

# Oracle JRE

pkg:generic/oracle/jre@20

Jenkins £ 8 R&GES

EXFHNARR

« Jenkins &1

® Note
AT EERT 2.400.* RE SJenkinshR A,

FE Ihee

- B EEREERAFREjenkins . wary X MMETA-INF/MANIFEST . M3 4 # 12 BRJenkinshR 2

=5

Amazon Inspector SBOM £ EE T AN ENZRKBERERK Jenkins L :

Linux

« /usr/share/jenkins/jenkins.war
* /usr/share/java/jenkins.war

macOS

« /opt/homebrew/opt/jenkins-1ts/libexec/jenkins.war

Windows

* /Program Files/Jenkins/Jenkins.war

 /Program Files (x86)/Jenkins/Jenkins.war

Jenkins £ REES
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IS

LT RFREMRAjenkins .war/META-INF/MANIFEST . MFEY 324 =B,

Manifest-Version: 1.0

Created-By: Maven WAR Plugin 3.4.0
Build-Jdk-Spec: 21
Implementation-Title: Jenkins war
Main-Class: executable.Main
Implementation-Version: 2.516.2
Jenkins-Version: 2.516.2

Manifest-Version: 1.0
Jenkins-Version: 2.414.1
Implementation-Title: Jenkins
Implementation-Version: 2.414.1
Built-By: kohsuke

Created-By: Apache Maven 3.8.6

¥Z PURLs

LA & Jenkins LTS hxA< URLs B 2.516.2 IR A B 3L RS B3R ANV 2.414 MREVER S, Jenkins

LTS: pkg:generic/jenkins/jenkins-core-1ts@2.516.2.1
Regular: pkg:generic/jenkins/jenkins-core@2.414

MariaDBFIMySQLAES REE S
MariaDB

EXFHHNARRF

* MariaDB Server ( 10.6+, 11.x, 12.x)

FE Ihee

o fEREIERF S E RN R BEEF RS 88 =3 B 34 M Sk XA P R EURASME B
- RREEREERSBREEN B RBE,

- ERABIERZ A XHRELN B3 X 2 MariaDBHMMySQLE .

MariaDBFIMySQLA S REES
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SBOM £ 2REHEF AN E AMariaDBREREFEFEKRERE !

Linux

 /usr/bin/mariadbd
 /usr/sbin/mariadbd
 /usr/local/bin/mariadbd

macOS

 C:/Program Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)
 C:/Program Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)
Windows

 C:/Program Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)
* C:/Program Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)

PURL =4l

AR MariaDBAR S 22KV B 442 URL RO,

# MariaDB Server

pkg:generic/mysql/mariadb-server@l®.11.8

MySQL £ REEE
SR RARER

* Oracle MySQL Server Server(8.0, 8.4, 9.4+)

FE AL

o 55 BRI B 45 TE B 48 U BRHE B IR 55 88 — 3t 36 ST R L ST P IREVR AN B B
- RRBERFEERSFLEN B ZEE,

- FABERINXH4EELN B3 X5 MySQLFMariaDBZE %,
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SBOM AR EEFENERNMYSQLZ REEFER LR

Linux

* /usr/local/bin/mysqld
* /usr/bin/mysqld

* /usr/sbin/mysqld
macOS

* /usr/local/mysql/include/mysql_version.h (MySQL)

Windows
« C:/Program Files/MySQL/MySQL Server/include/mysql_version.h (MySQL)
 C:/Program Files (x86)/MySQL/MySQL Server/include/mysql_version.h (MySQL)
PURL R4l
LT RMySQLERSS BV B2 URL R,

# Oracle MySQL Server

pkg:generic/mysql/mysql-server@8.0.43

Nginx £ RAKEE
ZXENNARRF

* Nginx

TEHNES
UTREZEFENTEE,
Linux

* /usr/sbin/nginx

* /usr/local/nginx
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* /usr/local/etc/nginx
* /usr/local/nginx/nginx
* /usr/local/nginx/sbin/nginx

+ /etc/nginx/nginx

Windows

* C:\nginx\nginx.exe

« C:\nginx-x.y.z\nginx.exe ( x.y.z REZRAK )

macOS

+ /usr/local/etc/nginx/nginx

FE Ihee

ZEATRE ZH#HEIH , LEIMARBEAER, CEAEZHFITTHITXH .rodata o (X
Linux L8 ELF —##32# ) . .rdata F5 ( &% Windows 8 PE —# &34 ) & __ctring 3P
2 (X MachO —# HIX#H ) R RREFRKFH.

IR 7 75 R
AT RHRAE Nginx =3 i 34 A B AR A F 7F 2R B /R 1

nginx version: nginx/1.27.5
WA 1.27.5 #IREVSAR B Nginx RS

PURL R4l

LA 2 Nginx B~ fl7ZF2 URL,

Sample PURL: pkg:generic/nginx/nginx@l.27.5
Node.JS Z{THIES
EXENNARR

« Node.JS WIT7 Rz 178 =3t &l 34
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XEFNF A

UTREZEBENTEE, (*AEERK)
Linux

* /usr/local/bin/node

* /usr/bin/node

* /nodejs/bin/node

+ ~/.nvm/versions/node/*/bin/node
 ~/.local/share/fnm/node-versions/*/installation/bin/node
» ~/.asdf/installs/nodejs/*/bin/node

+ ~/.local/share/mise/installs/node/*/bin/node

+ ~/.volta/tools/image/node/*/bin/node

Windows

» C:\Program Files\ n odejs\ n ode.exe
» C:\Program Files (x86)\ n odejs\ n ode.exe

« ~\AppData\ Roaming\ fnm\ n ¥ SRS\ *\ Z%&\ n ode.exe

macOS

 /opt/homebrew/Cellar/node/*/bin/node

= hae

ZEATRE ZH#HEIH , LIEIBRARBAER, CEAEZHFITTHITXH .rodata T2 (XS
Linux £#Y ELF =B $IX# ) . .rdata 8% ( 5 Windows £#Y PE Z# &304 ) 3 __ctring &B
2 (#tX MachO —# FIX#H ) P RREFRFH.

N TENE RS
LU R # AFENode. JSIE 1T B =3 Hl 3 AR A 2 /T SR Y R 61

node.js/v24.11.1
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12EN24 .11 . 1WA LARRIRNode. JSIZ{TRT AR A o

PURL R4l

LA 2 Node.JS B RHIFRFE URL,

Sample PURL: pkg:generic/nodejs/node@24.11.1

OpenSSH &8 REGES

EXFHHNARRF

« OpenSSH ( fRA& 9)
« OpenSSH ( k7 10)

FTEHMNFESE Linux/macOS

« /usr/sbin/sshd
« /usr/local/sbin/sshd

X FEAE Windows

* C:/Windows/System32/0penSSH/sshd.exe

« C:/Program Files/OpenSSH/sshd.exe

* C:/Program Files (x86)/0penSSH/sshd.exe
 C:/0penSSH/sshd.exe

FE Ihee
« HF sshd ZH I XA LUEREER A BYRASME B

- BR-HFHTHMITXH .rodata B2 ( 3 Linux B ELF =3 $IX4F ) . __cstring 2% ( 4t
3t MacOs EH) Mach-O —# #I3X# ) =% .rdata 2 ( X Windows L# PE Z3$I3X4F ) Y
WA F R R,

NBIRZAS 7 75 £R
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AR R HRATE OpenSSH Z#E I 30 AR R AR A 7 ~F &R B9 7= B

OpenSSH_9.9p2

IR 9.9p2 HWIREVAIR B OpenSSH MR,
PURL R4l

LA 2 OpenSSH B RIF2FE URL,

Sample PURL: pkg:generic/openssh/openssh@9.9p2

OpenSSL £A5REES
ZXFNNMARERF

¥t OpenSSL EFMA A RERFENIEFNETHEAE S OpenSSL 73 3.0.0 I\ ERAWENE S, ZE
ik APUEFEE LRAE G, TXEFEBENTD ZH OpenSSL MRARLA KK T 3.0.0 BIMRA,

Amazon Inspector SBOM £ 28 N BN E R H OpenSSL KHlIREBREFITE R

FE e

« M OpenSSL #rk X #HiZEE A SEMVER MR FfF &

« A5 EE OpenSSL Z%&H B XA

Amazon Inspector SBOM £ 2B HEE A LW ERREEERDPW opensslv. h XHREHK
OpenSSL %%,

Linux/Unix B R 3<B% 2

LA & Linux/Unix B RGILERE,

/usr/local/include/openssl/opensslv.h
/usr/local/ssl/include/openssl/opensslv.h
/usr/local/openssl/include/openssl/opensslv.h
/usr/local/opt/openssl/include/openssl/opensslv.h
/usr/include/openssl/opensslv.h

OpenSSL £BRKES 215



Amazon Inspector AriEE

Amazon Inspector SBOM 4 B 25 B3 4T opensslv.h XHHEHKMRAE REEIRAE R,

# define OPENSSL_VERSION_MAJOR 3
# define OPENSSL_VERSION_MINOR 4
# define OPENSSL_VERSION_PATCH @

PURL =4l

LA 2 OpenSSL lAH R~ IF2 72 URL,

Sample PURL: pkg:generic/openssl/openssl@3.4.0

Oracle BIEERSZERES

EXFHHNARRF

* Oracle Database

T EFEMFE Linux

« /opt/oracle
* /u@l/app/oracle

(® Note
A EE N EM T Oracle BIBFRSERRA 19 RESRA

FE hEE

« K& Oracle Z# HI3XH LAREUER AR AE B,

o ETHE AT .rodata # (( 3 Linux E8 ELF =3 &304 ) hEHRMRAFZHFE,
. IRAREEEREZE RDBMS RAZFRENIFERLR.

TR ASF R/ &R

AR R #AE Oracle Database — 3 3 P HY IR A FRF R HY RHI
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RDBMS_23.7.0.25.01DBRU_LINUX.X64_240304

MRAX 23.7.0.25.01 HIRELLIR 5 Oracle Database KA,
PURL R4l

LA T & Oracle Database B RBIFEFE URL,

Sample PURL: pkg:generic/oracle/database@23.7.0.25.01

PHP £ R&&E4S

SXHNRARERF
« PHP ([RAEK 8.1 RESRAK )

FE e

« EA#BARRAZRFEMPHP =3 Hl AT 1T X F IR EURAE B,

« FRREEPHP ZH# HI3X 4K B R R

o BEIRMFRAPHP —# & XA MMRA\L 25 |, Hliiphp8. 1php8.2. M, php8.3
Amazon Inspector SBOM £ EEF AN ENLZEBREPEKRLTE : PHP

Linux

* usr/bin/php8.1 through /usr/bin/php8.9

/usr/sbin/php8.1 through /usr/sbin/php8.9
* /usr/local/bin/php, /usr/bin/php, /usr/sbin/php
« /usr/local/bin/php8.1 through /usr/local/bin/php8.9 ( KRANt =3t &4 )

macOS

« /opt/homebrew/bin/php
* /usr/bin/php
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* /usr/local/bin/php

Windows

 C:/php/php.exe

« C:/php8.1/php.exe through C:/php8.9/php.exe ( lRA{LE X )
PHPRR AR BRI

Amazon Inspector SBOM £ R 2R U THEXNERMAXREAFZFE , MTMPHP = # & 34 = E
RAME B,

X-Powered-By: PHP/8.4.12

8.4 . 12 MNILEXHIEEM , ATHEPHPRRA,
PURL R4l

T RPHPE XK B M ik R 51,

pkg:generic/php/phpe8.4.12

WordPress £ R&ES

XEFRVA NS

« WordPress #1»
« WordPress fift

« WordPress =&

TE ee

« WordPress &% — #41 /wp-includes/version.php X# LM $wp_version ZE & H IR EUAR A
=

 WordPress it — #4#7 /wp-content/plugins/<WordPress Plugin>/readme.txt X4
/wp-content/plugins/<WordPress Plugin>/readme.md X#UAREN Stable #R&EERIR
PR,
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« WordPress £ — 4T /wp-content/themes/<WordPress Theme>/style.css SXHLAMAR
AR TTEE IR AR
5 version.php X ¥

LR 2 WordPress #» version.php X#8 R4,

// truncated

/**

The WordPress version string.

*

* Holds the current version number for WordPress core. Used to bust caches
* and to enable development mode for scripts when running from the /src directory.

*

@global string $wp_version
*/

$wp_version = '6.5.5"';

// truncated

PURL Rl

LA 2 WordPress %0 B RHIFRF S URL,

Sample PURL: pkg:generic/wordpress/core/wordpress@6.5.5

TPl readme. txt X4

LA 2 WordPress 4 readme. txt XHH RH,

=== Plugin Name ===

Contributors: (this should be a list of wordpress.org userid's)
Donate link: https://example.com/

Tags: tagl, tag2

Requires at least: 4.7

Tested up to: 5.4
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Stable tag: 4.3

Requires PHP: 7.0

License: GPLv2 or later

License URI: https://www.gnu.org/licenses/gpl-2.0.html

// truncated

PURL R4l

LA 2 WordPress B RHIFERFE URL,

Sample PURL: pkg:generic/wordpress/plugin/exclusive-addons-for-elementor@l.0.0

Ml style.css X

LAR 2 WordPress £ style.css XHH RHI,

/*

Author: the WordPress team

Author URI: https://wordpress.org

Description: Twenty Twenty-Four is designed to be flexible, versatile and applicable
to any website. Its collection of templates and patterns tailor to different needs,
such as presenting a business, blogging and writing or showcasing work. A multitude

of possibilities open up with just a few adjustments to color and typography. Twenty

Twenty-Four comes with style variations and full page designs to help speed up the

site building process, is fully compatible with the site editor, and takes advantage

of new design tools introduced in WordPress 6.4.
Requires at least: 6.4
Tested up to: 6.5
Requires PHP: 7.0
Version: 1.2
License: GNU General Public License v2 or later
License URI: http://www.gnu.org/licenses/gpl-2.0.html
Text Domain: twentytwentyfour
Tags: one-column, custom-colors, custom-menu, custom-logo, editor-style, featured-
images, full-site-editing, block-patterns, rtl-language-support, sticky-post,
threaded-comments, translation-ready, wide-blocks, block-styles, style-variations,
accessibility-ready, blog, portfolio, news

*/

WordPress £S5 R5GES
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PURL R4l

LA R 2 WordPress £8H R~HIFEFE URL,

Sample PURL: pkg:generic/wordpress/theme/avada@l.?.0

Microsoft applications £ SRS ES
XEFABBRNARER

« PowerShell

* NuGet CLI

+ Visual Studio Code
* Microsoft Edge

« SharePoint Server

* Microsoft Defender
» Exchange Server

+ Visual Studio

* .NET Runtime

« ASP.NET Core Runtime
* Microsoft Teams

* Outlook for Windows
+ Microsoft Office

* Microsoft 365

FE Ihee

 PowerShell— K &pwsh . exe AR A R IRAE B

« NuGet CLI— #®&nuget.exe X R A X RAE R,

« Visual Studio Code— & Code . exe XA LR EUR A SARAME B,
* Microsoft Edge— B &Emsedge . exe X LUREUHR A R ARAE B
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SharePoint Server— # &EMicrosoft.SharePoint.d11 X4 IR EUER A IRAME B
Microsoft Defender— ¥ ZEMsMpEng . exe X 4 BUR EUER A MR ASME B
Exhange Server— 8 EExsetup . exe X4 LR EUER A R RAME B

Visual Studio— f##state.jsonX# LM catalogInfo.productDisplayVersionFERHF R &
MRA 7R

NET Runtime— fE 2B EHERMicrosoft .NETCore.App.deps. json3#H ML T T4
EEXPRIREFRE,
Microsoft.NETCore.App/<VERSION>/Microsoft.NETCore.App.deps.json

ASP.NET Runtime— £ R EHE FEMicrosoft.AspNetCore.App.deps.jsonXHHMNUT
X REX P IRERAF R E,

Microsoft.AspNetCore.App/<VERSION>/Microsoft.AspNetCore.App.deps.json

Outlook for Windows— f## 41 Windows TR , MU T EMERIM A IRERE,

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft
\Windows\CurrentVersion\AppModel\PackageRepository\Packages
\Microsoft.OutlookForWindows_<VERSION>_<ARCH>__8wekyb3d8bbwe

Microsoft Teams— 4T Windows ¥}k , MU T EMRIARZEURA,

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion
\AppModel\PackageRepository\Packages\MSTeams_<VERSION>_<ARCH>__8wekyb3d8bbwee

Microsoft Office 365 / Microsoft 365— 4T Windows ¥R , MU T EMRIAFE P IR,

KEY_LOCAL_MACHINES\SOFTWARE\Microsoft\Office\ClickToRun\Configuration
- EMERE
« VersionToReport— %X Office xR

 ProductReleaselds— F=mB#£ IDs, XA TiR5IEZ%&EM Office M. BATmHNEZER
IDs , 2 M product IDsMicrosoft™ ik ,

Microsoft Office Suite— B EL F AT XHRKRE S ZENE Office NEREF :
 EXCEL.EXE — Microsoft Excel
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RAriEmE

e WINWORD.EXE — Microsoft Word
e POWERPNT . EXE — Microsoft PowerPoint
 QUTLOOK.EXE — Microsoft Outlook

Windows JEft 3k F R RE S RESN B RER Office NARFHNNERES.

=¥l state.json X

LT RAFKREES LZ%Visual Studiofk&state. jsonty X4 R4,

"icon": {
"mimeType": "image/svg+xml",
"fileName": "product.svg"
I
"updateDate": "2025-11-06T05:05:35.6517471Z2",
"installDate": "2025-11-06T05:05:35.6527436Z",
"enginePath": "C:\\Program Files (x86)\\Microsoft Visual Studio\\Installer\
\resources\\app\\ServiceHub\\Services\\Microsoft.VisualStudio.Setup.Service",
"installationName": "VisualStudio/17.14.19+36623.8",
"catalogInfo": {
"id": "VisualStudio/17.14.19+36623.8",
"buildBranch": "d17.14",
"buildVersion": "17.14.36623.8",
"localBuild": "build-1lab",
"manifestName": "VisualStudio",
"manifestType": "installer",
"productDisplayVersion": "17.14.19",
// truncated

=¥l PURL
T REANHM43H URL RflMicrosoft Applications,

// PowerShell
Sample PURL: pkg:generic/microsoft/powershell@7.5.3

// NuGet CLI
Sample PURL: pkg:generic/microsoft/nuget@6.14.0

// Visual Studio Code

Microsoft applications £ SR EES
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Sample PURL: pkg:generic/microsoft/visualstudiocode@l.104.2

// Microsoft Edge
Sample PURL: pkg:generic/microsoft/edge@l40.0.3485.94

// SharePoint Server
Sample PURL: pkg:generic/microsoft/sharepoint@23.38.219.1

// Microsoft Defender
Sample PURL: pkg:generic/microsoft/defender@4.18.23110.3

// Exchange Server
Sample PURL: pkg:generic/microsoft/exchangeserver@l5.2.2562.17

// Visual Studio
Sample PURL: pkg:generic/microsoft/visualstudio@l?7.14.19

// .NET Runtime
Sample PURL: pkg:generic/microsoft/dotnet@8.0.18

// ASP.NET Core Runtime
Sample PURL: pkg:generic/microsoft/aspdotnet@8.0.18

// Microsoft Teams
Sample PURL: pkg:generic/microsoft/teams@25241.203.3947.4411

// Outlook for Windows
Sample PURL: pkg:generic/microsoft/outlookforwindows@l.2025.916.400

// Microsoft 365 / Office 365
Sample PURL: pkg:generic/microsoft/office@l6.0.19127.202647?
product_ids=0365HomePremRetail

// Microsoft Word
Sample PURL: pkg:generic/microsoft/word@l6.0.19127.20264

// Microsoft Excel
Sample PURL: pkg:generic/microsoft/excel@l6.0.19127.20264

// Microsoft PowerPoint
Sample PURL: pkg:generic/microsoft/powerpoint@l6.0.19127.20264

// Microsoft Outlook
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Sample PURL: pkg:generic/microsoft/outlook@l6.0.19127.20264

Atlassian R S5ES
AT RMEEXRAtassian kR F B~ RANARFHNFHAEE,
Atlassian Server Products

EXRNNARERF

» Jira Core

* Confluence

FE Ihee

- Jira Core— f##T Maven POM Effatlassian-jira-webapp ARREURAE L.
« Confluence— &4 Maven POM Etconfluence-webapp ARREBURAE R,

XEFNEE
Amazon Inspector SBOM £ SRR ENZEREPIHRE -
Linux

« /opt/atlassian/jira/atlassian-jira/META-INF/maven/com.atlassian.jira/
atlassian-jira-webapp/pom.properties

» /opt/atlassian/confluence/confluence/META-INF/maven/
com.atlassian.confluence/confluence-webapp/pom.properties
PURL Rl

LA 2Atlassian R 5588 URLs = BV RBIEE 2,

// Jira Core
pkg:generic/atlassian/jira-core@l®.0.1?distro=1inux

// Confluence
pkg:generic/atlassian/confluence@9.2.7?distro=1inux
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Atlassian Applications

EXRNNARERF

» Jira Software

« Jira Service Management

EE e

« Jira Software— J@i¥ jira-software-application JAR # 174 M 3 M Maven POM & M 1R EY
5N

- Jira Service Management— &3} jira-servicedesk-application JAR #17# M 3 M Maven

POM /& 14 AP R BUR A

XEFNEARE
Amazon Inspector SBOM £ B SAMENZEBREFPIHNZE -
Linux

« /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
software-application/jira-software-application-*.jar

« /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
servicedesk-application/jira-servicedesk-application-*.jar

PURL R4l

LA RAtlassian B A 2 F URLs By RBIE,

// Jira Software
pkg:generic/atlassian/jira-software@l®.3.9?distro=1linux

// Jira Service Management
pkg:generic/atlassian/jira-service-management@l®.3.9?distro=1inux
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I 5 Inspector SBOM 4 %25 SSL/TLS iE$H 3348

AN FumEH Amazon Inspector SBOM £ R EFK/E R SSL/TLS ifH, B EFE XWAMEUR
AFREN B ZPERIEPHRKSbomgen® SSLITLS [iE$, ZIhaE S EMFE A A% E = SSL/TLS i
FHH AT HAMIER, CAIERFHIEREEE S,

£ Sbomgen IEFH 1

O LA - -scanners certificatesS#E A SSL/TLS iEB/ERWE, I PHAEAIULEHME
MHERESFER. RIANBRAT , FERIEBEE,

BIEFEFFEREN A |, Sbomgen KEFRRMNERRIES, EAAIERT , Sbomgen L= HIZIME
BUTT BRBNXHHRRIES,

.pem
.crt
.der
.p7b
.p7m
.p7s
.pl2
.pfx

ity E N R E

MEFATIEPAEIERMRBE IR EN , N Sbomgen 2LUEIFBFRTE /etc/*/ssl, /opt/
*/ssl/certs., /usr/local/*/ssl M /var/lib/*/certs RERIEH , Hh * THZE, TiLw
B4R, BFURAARNERAFRENE R, BE , CAlsystem iE PFRXMEXLEREH, X
LIFRBEMNTEN pki, ca-certs = CA PIXHXF, St aae HIMER AN ARty FHNITHRR
H,

BRMA=HHT
R B X A5 4et |, Sbomgen 28RV FHH EEZMBRER,
ERPEm SR

DTABEE—NMEPHEBTS A, —MNERK SBOM REBEXRME FHPMNIER. 5—NERN
SBOM GEIEHLAKAH# B FHH Alpine, Debian 1 Rhel BF &, 5 —NMNERK SBOM BEEENL
IERALE KRS,
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# generate SBOM only containing certificates in a local directory
./inspector-sbomgen directory --path ./project/ --scanners certificates

# generate SBOM only containing certificates and Alpine, Debian, and Rhel 0S packages
in a local directory

./inspector-sbhomgen directory --path ./project/ --scanners certificates,dpkg,alpine-
apk,rhel-xrpm

# generate SBOM only containing certificates, taken from common localhost certificate
locations

./inspector-sbomgen localhost --scanners certificates

ST B A

UTARRGEFMEBERAH RO, IEHIHE , BUUAERRRIH B HNFNE M.

"bom-ref": "comp-2",
"type": "file",
"name": "certificate:expired.pem",
"properties": [
{
"name": "amazon:inspector:sbom_generator:certificate_finding:IN-
CERTIFICATE-001",
"value": "expired:2015-06-06T11:59:59Z"

3,
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/etc/ssl/expired.pem"
}
]
3,
{
"bom-ref": "comp-3",
"type": "file",
"name": "certificate:unexpired.pem",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/etc/ssl/unexpired.pem"
}
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}

i 1) W) RSz 48 4 7 45

1E{TH A --scan-sbom #rEM Amazon Inspector SBOM 4 K28 & 454 B SBOM %% E| Amazon
Inspector HITRIEIT#E. LT RIEHERREMSAHH RE,

{
"advisories": [
{
"url": "https://aws.amazon.com/inspector/"
.
{

"url": "https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/
sec_protect_data_transit_encrypt.html"

}
1,
"affects": [
{
"ref": "comp-2"
}
1,
"analysis": {
"state": "in_triage"
},
"bom-ref": "vuln-1",
"created": "2025-04-17T18:48:20Z7",
"cwes": [
324,
298
1,
"description": "Expired Certificate: The associated certificate(s) are no longer

valid. Replace certificate in order to reduce risk.",
"id": "IN-CERTIFICATE-0Q01",
"properties": [

{
"name": "amazon:inspector:sbom_scanner:priority",
"value": "standard"
},
{
"name": "amazon:inspector:sbom_scanner:priority_intelligence",
"value": "unverified"
}
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iF
"published": "2025-04-17T18:48:20Z",
"ratings": [

{
"method": "other",
"severity": "medium",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
}

1,
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"

I
"updated": "2025-04-17T18:48:20Z"

Amazon Inspector SBOM 4 K e iF Al iFE &

Amazon Inspector SBOM 4 B 28 I H B IR BRI W £HE L ( SBOM ) HVIFAIEFEE. BREKRBF
FARERENERESHIFEFENETIEEE, BIERN SBOM FAHRECFIERIES | &
AL THRECHTFTNS,

WV ATEE R
FHIHS

LR RBLER T aMAR SR B P ANHEE R

./inspector-sbomgen directory --path /path/to/your/directory/ --collect-licenses

SBOM A4 =41

LTRBIERT ERKK SBOM REVAHRE.

"components": [

{

"bom-ref": "comp-2",

WAHEES 230



Amazon Inspector

RAriEmE

"type": "application",

"name": "sample-js-pkg",
"version": "1.2.3",
"licenses": [
{
"expression": "Apache-2.0 AND (MIT OR GPL-2.0-only)"
}
1,

"purl": "pkg:npm/sample-js-pkgel.2.3",

XIENEFS

WAHEEEXFU T REES NRERSEFE.

B #r HHaEES
Alma Linux RPM
Amazon Linux RPM

WA RIR Type

{usr/lib/sysimage/ 0S
rom/rpmdb.sqlite

{usr/lib/sysimage/
rom/Packages

{usr/lib/sysimage/
rom/Packages.db

/var/lib/rpom/rpmdb
.sqlite
/var/lib/rpom/Packa
ges

/var/lib/rpm/Packa
ges.db

{usr/lib/sysimage/ 0S
rom/rpmdb.sqlite

{usr/lib/sysimage/
rpm/Packages

{usr/lib/sysimage/
rom/Packages.db

XFENREFS
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B #r

CentOS

Fedora

Bt EESR

RPM

RPM

W ANEE R IR

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpom/Packa
ges

/var/lib/rpm/Packa
ges.db

/usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

/usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

[usr/lib/sysimage/
rom/rpmdb.sqlite

{usr/lib/sysimage/
rpm/Packages

{usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

Type

0S

0S

XFENREFS
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B #r

OpenSUSE

Oracle Linux

Bt EESR

RPM

RPM

W ANEE R IR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

0S

0S

XFENREFS
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B #r

Photon OS

RHEL

Bt EESR

RPM

RPM

W ANEE R IR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Type

0S

0S

XFENREFS
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B #r

Rocky Linux

SLES

Alpine Linux

Chainguard

Bt EESR

RPM

RPM

APK

APK

Y AEE BIR
* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

/lib/apk/db/
installed

/1lib/apk/db/
installed

Type

0S

0S

0S

0S

XFENREFS
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B #r

Debian

Ubuntu

Node.js

PHP

Go

Python

Ruby

Rust

Y ANERIE AR AL

Bt EESR

DPKG

DPKG

Javascript

mEERET

Go

Python/Egg/Wheel

RubyGem

crate

W ANEE R IR

/usr/share/doc/
*/copyright

/usr/share/doc/
*/copyright

node_modules/*/

package.json

* composer.lock

» /vendor/c
omposer/i
nstalled.
json

LICENSE

.dist-info/
METADATA

.egg-info

.egg-info/
PKG-INFO

* .gemspec

Cargo.toml

Type

0S

0S

YRIEE

YRIZTE

i

][]

SPDX W ANERE RN ZME T HFBRRERFARRN AR RAER. Amazon Inspector SBOM 4 5
25183 AT IR B H R A 1 A1ES BARE(L R SPDX W AMERIER . XEMNIZM T FAER

B —BMEARE M.

SPDX & #& PR 1R BT AR &Y

FREVF AIE A MG RS B SPDX @R ARIRMF. Bla , MIT License &8RN MIT,

XFENREFS
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SZNMFANEAS

BRI S MFAUES AND ZEFEEEA. AT REBTER T AR BEN TS,
MIT AND Apache-2.0

B E XV ATE TR
BENFERNRIZA LicenseRef , fl#0 LicenseRef-CompanyPrivate,
BENRENR

BEXFRENHSRN AdditionRef- , #li0 AdditionRef-CustomException,

TARERE URL?

ZFS URL 5 PURL 2 —fENRESN , ATETANEFSEERSGFRIRHEEFRST. AHH
FFo ZBRAMFRER, 2 WAEERHMEPHNKBXRTEENES , LHEETERIHFYRER
(SBOMs) ¥,

PURL £#4

PURL &£#24F URL , BZA M oARK :

« pkg - XAHE

« type-EFTXRHE

* namespace - 74

* name - EFZEWN

« version - EFIRA

e qualifiers - BN EER

« subpath-EFSHHXHEE

PURL Rl

B2 PURL AIge EIE KB =6,

pkg:<type>/<namespace>/<name>@<version>?<qualifiers>#<subpath>

Package URLs 237
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EHA PURL

BA PURL ATRRTETEERIBEFREEDRENRGERFSMNAH , 420 npm. pypi 3 maven,
CASURBRGAH  HERAUESEEEFEEERET BN HE, BA PURL 7T AT &M
HmEB , NERFNZHEIXHEFEE , F—MmE , a0 Apache M WordPress, AIRNE N AT &
FERARA , BERBENZHFIH. Web FEMBE R4 KT

KEBERARSG
s XEFREEHN-HEIXH , X Go M Rust REHA

« ¥¥ Web & , fflin Apache Hl WordPress , EHFREF B E5£SREFBEER LXK,
BIATALASERNSIFLANRERROEREBFENRE , NZFEE LIBREH,

R B
T REA PURL &K R A1,

pkg:generic/<namespace>/<name>@<version>?<qualifiers>
BA PURL &K B R 61
LT REA PURL XM EH A=A,
WmIEFH Go =@ &I

LT RRER Go 4wi%H inspector-sbomgen binary,
pkg:generic/inspector-sbomgen?go_toolchain=1.22.5

HRIFEM Rust &34
AR R REH Rust %128 myrustapp =i &304,

pkg:generic/myrustapp?rust_toolchain=1.71.0

Apache T1 B

LA 1E#Y 2 Apache @ 228 R —/ http T B .

pkg:generic/apache/httpdel.0.0
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WordPress 4

AT $889 280 WordPress 4.
pkg:generic/wordpress/core/wordpress@6.0.0

WordPress =&

LT ER R B E X WordPress &,
pkg:generic/wordpress/theme/mytheme@l.0.0

WordPress &

AT R BEN WordPress .

pkg:generic/wordpress/plugin/myplugin@l.@.0

£ Amazon Inspector SBOM 4 5 88 7 4L BB R #F 47 S IEFR AE MR A< 5| A

Amazon Inspector SBOM 4 B 28181 E MR X4 iR BB X RREM BT REPZIFNH4,
TrREFIEES , TR AER, REDDSSIAHEMRASLEIMERER,. SNBRETER
HERELHKEIXR, EFZERAT , EFE282PHKREXR ( fli0 package. json, pom.xml
% requirements.txt ) REARFHIIETCENREEEN, REBTDIFXLARBXRHBARR
il

2ix

Amazon Inspector SBOM £ BB MR 4P REKEIXR , EFENTIBERRIBESE S5 H. I
TEEWEEEAERE SBOMs , HAVE AL B KB £ B AT B AR AFRIRAF o

Java

¥tF Java , Maven I B A] BAE A RASSEEISRE X pom. xml X4 EI K BIR R,

<dependency>
<groupId>org.inspector</groupld>
<artifactId>inspector-api</artifactId>
<version>(,1.0]</version>
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</dependency>

ZHEEERMTER 1.0 (&) WREAETES, B2 , MREMREATEEHENBARE , 1
Amazon Inspector SBOM £ 2T WEZMRA , BN BT AR EFERA

JavaScript
X F JavaScript , package.json XHAUBEXRUTFUTHENRAEE
"dependencies": {
"ky": "A1.2.0",
"registry-auth-token": "A5.0.2",

"registry-url": "76.0.1",
"semver": "A7.6.0"

NEEFEEATETEEREANEARAEGTEZ, B2 , MREENREATESHEMORAE , I
Amazon Inspector SBOM £ B2 T2 W EZMRA , BN X#E MM A< S 3R ER N A E HIIRR.

Python

3 F Python , requirements.txt XA I EHFERRKIEXWEKE,

requests>=1.0.0

>= CEMFEEEAATRET 1.0.0 WA AES., ATHEERERNKRIEEBUNRE , Hit
Amazon Inspector SBOM 4 B 25 T4 Al Sttt 8 A T IR R 0 AT B9 AR AR o

Amazon Inspector SBOM 4 88 N X FIEFRE R T E M ARAIRIRAF |, Hla0N R, SFRIRE
pkg:maven/org.example.com/testmaven@l.@.2%20Beta-RC-1_Release

(® Note

ERAEMRERSR ( Hli0 Beta-RC-1_Release ) REFE#RERE LMRAES] , F BFETE Amazon
Inspector %l 5| 2 {14 2T,
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## CycloneDX tp % Z2[8) 5 Amazon Inspector Bt & £

Amazon Inspector A &R T A FF SBOM B9 CycloneDX tr & ZRIFB MR Fr. 22BN A LUK
inEF CycloneDX SBOM HAHHHWFIEEENL B/IEEMYE. BEXEZEER , $ZH GitHub Wit LH
CycloneDX property taxonomy,

amazon:inspector:sbom_scanner i & ZE R 75 E

Amazon Inspector Scan API £/ amazon:inspector:sbom_scanner A ZRHEEUTEM :

Bt DU

IR NAE RURORAT B ORI E] CISA E A RIR /Y
R B FH o

amazon:inspector:sbom_scann
er:cisa_kev_date_added

RTRIE CISA EXMHAANIFER X |, ’iEE
ERFH R E,

amazon:inspector:sbom_scann
er:cisa_kev_date_due

£ SBOM R IMAY = E MR T E" N iFRE S8

amazon:inspector:sbom_scann
er:critical_vulnerabilities

RARAEEHNAERBERERA,.

amazon:inspector:sbom_scann
er:exploit_available

RRENEERBNRERARE —RaFHIN
er:exploit_last_seen_in_public Y B (8]

amazon:inspector:sbom_scann

amazon:inspector:sbom_scann RATERBRHEEAH CEERBIRA,
er:fixed_version: component

_bom_ref

amazon:inspector:sbom_scann
er:high_vulnerabilities

amazon:inspector:sbom_scann
er:info

amazon:inspector:sbom_scann
er:is_malicious

£ SBOM R B EM N & IR &,

NeEAHRERBET, Sl ‘ERHEA
14: . *kijbﬁlﬁlo ?

$67R OpenSSF 2ENZEMMA 4IRS HEER

Hir,

f# A CycloneDX &5 % Z2[A]
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B

amazon:inspector:sbom_scann
er:low_vulnerabilities

amazon:inspector:sbom_scann
er:medium_vulnerabilities

amazon:inspector:sbom_scann
er:path

amazon:inspector:sbom_scann
er:priority

amazon:inspector:sbom_scann
er:priority_intelligence

amazon:inspector:sbom_scann
er:warning

EEPUN
£ SBOM AR BH ™= E RN K" IV IRIE 2 o

£ SBOM AR BA ™= E N "I IwE 2 Ko

EREFREFSEBNHNEE,

BEATRANRUR LR, BREFHT, 5
BINUE, CRE PERIE

ATHESEREMLCANEHRRE. XEED
B BRI ARIUE",

NARARAEEAHFNRERRERET, 6
o BRSAH 0 RIBME purl, 7

amazon:inspector:sbom_generator i & ZE R 5 E

Amazon Inspector SBOM £ H 23 H amazon:inspector:sbom_generator B ZRHEEFLUT

B

Bt

amazon:inspector:sbom_gener
ator:cpu_architecture

amazon:inspector:sbom_gener
ator:ec2:instance_id

amazon:inspector:sbom_gener
ator:ec2:instance_type

amazon:inspector:sbom_gener
ator:live_patching_enabled

DU

FEEFRNREH CPU %F (x86_64 ) .

Amazon EC2 =4l 1D,

Amazon EC2 £ 8

—NHRE , RREABE Amazon EC2 Amazon
Linux tJ5 FASERHE XM hAEE,

amazon:inspector:shom_generator @& ZEHE 5%
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B

amazon:inspector:sbom_gener
ator:live_patched_cves

amazon:inspector:sbom_gener
ator:dockerfile_fi

nding: inspector_finding_id

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:image_arch

amazon:inspector:sbom_gener
ator:image_author

amazon:inspector:sbom_gener
ator:image_docker_version

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:duplicate_purl

amazon:inspector:sbom_gener
ator:kernel_name

amazon:inspector:sbom_gener
ator:kernel_version

amazon:inspector:sbom_gener
ator:kernel_component

amazon:inspector:sbom_gener
ator:running_kernel

DU

£ Amazon EC2 Amazon Linux i@ SEaH&4p

AT CVE Fl%X,

B REAHF B Amazon Inspector HEAINE

Dockerfile ®&EH X,

B TRFMREBEEXHNRE (BT NBRE

D),

RERBRRAYERA

BERRENESE.

AT #Z A B|[MEKE Docker AN,

RAETBREFERHAS N XA EERLIN.

RTAHAS M HERKINESEREFE PURL.

EEBRNREGEHAKLE.

EEBRNREHNRABARA

— N ERE , RITERFEREBNAREAH

—MhRE  RITEEFERENERETH

k2

amazon:inspector:shom_generator @& ZEHE 5%
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&t iR
amazon:inspector:sbom_gener REZNBRERGERENGFE,

ator:layer_diff_id

amazon:inspector:sbom_gener B 48 Go EHRIE.
ator:replaced_by

amazon:inspector:sbom_gener FEEBRNRSEHNENSE,
ator:os_hostname

amazon:inspector:sbom_gener KETIEEFSEEN XN KEE A
ator:source_file_scanner . /var/lib/dpkg/status &
amazon:inspector:sbom_gener MBEXHHRI T EFSEHMRENKE
ator:source_package_collector 25

amazon:inspector:sbom_gener MNP T TBREFEE SN XHNERE,

ator:source_path

amazon:inspector:sbom_gener RNETEMHRISTHE RN,
ator:file_size_bytes

amazon:inspector:sbom_gener RIAMAEEF D EESBITHREFRH,

ator:unresolved_version

amazon:inspector:sbom_gener RTAREEFTEESRNEEAKBIXRK,
ator:experimental:transitiv
e_dependency
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M Amazon Inspector X Amazon SMERNBER

& A LATE Amazon Inspector 2l & LR IK P EE FEHEH M Amazon 335# Amazon Inspector &
E=R G HPERTHKXEKSMEIREK Amazon Inspector AR ¥ A E RS ITHIE,

(@ Note
MRERHALNBEMERER , MANEFHLAPAMEKSNFEHAEFEE MR ITHEHE.

LTERNA T WAIIFEN Amazon Inspector SMEN B E X,
M Amazon Inspector Xf Amazon IMERN B E R

1. ERENEIERSR , AFFTIF Amazon Inspector ##l& , Mt : htips:/
console.aws.amazon.com/inspector/v2/home,

2. HESMERKT , ZEKSEE,
3. EEFEERR, FRABRUT®RIFz—:

« ERKFAUEEKFRBINEER,

%2 L Pl EFE Amazon Elastic Compute Cloud ( Amazon EC2 ) B E %,

B ARBFMHE , 0EE Amazon Elastic Container Registry ( Amazon ECR ) WEBZE £,
R RBMRBITESE Amazon ECR BB ESR X,

1%4# Lambda BN AT BLEE Lambda BN B E X,

UTEBNATBMNETFRENEER
£

- KRS RAINNBEER

0 Amazon EC2 LB BE X
M Amazon ECR B ENEBE R
0 Amazon ECR RGN ESR
M Amazon Lambda B B & %
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K 7= 4% Bl By 7B 55 =

MBENKFARALN— R , RETFRHALM Amazon Inspector ZHEFERIKS |, MK &M F4
REEXENKF MK ERABRSHER. FHEDF L |, BLUBESEAX &K - AT E 51X
BERBBTRNAHE, BXEZER , 5 HAmazon Inspector PRI Bz iFfEEKE,

MR EEIK R ELLH Amazon Inspector ZEREE RIS , MK A&+ SRHALAFKFNE
HBEREHIHALRPWAEKR, . XTFE8NKF , ZIRBLETKF 2B EHE Amazon
Inspector , TIREFHE , ERXETRANZKFBENRRARERE, EREREER , B LUEALIE
MFERALNENBETRE. BEAUNNMARAKFBEREARERENRRAE, BXEZE
B, BRI GEKFBE Amazon Inspector 133,

M Amazon EC2 SR B £ =X

SEIIE T & RIS Amazonfy Amazon EC2 SE4l, FIRIRUTIEIMF04A -

- 25 - S RIMEPHAEES, REFEREFH LT HABERS
- A - &~ Amazon Inspector FEIME H o) M5 = M H BV P E =61,

- R - £R Amazon Inspector RERER EFH BEMIFHNFIERS. ERINEAT HTA
Amazon Inspector & ¥ 2 M3 #3526l

EC2 R EEM T2 M ER EIMERIFHIET + £, Amazon Inspector £/ Amazon Systems
Manager ( SSM ) 1 SSM REXR B3 G2 EC2 LI RBFERE. WMRZEHIFKEIT SSM
RIB | & B X Systems Manager B9 Amazon ldentity and Access Management (IAM) &€& | &
RIBITXIEHMIRERSHZEN , W Amazon Inspector To3E MM LS, EXEZER , B
2 Amazon EC2 A1,

EEMNEmFLE , KFP5IEERAEEHR Amazon Web Services Ik,
EC2 RHI#rE — I E REXRFIXBKNFE , A THELNEHRE S ERSHRERE 2.
BERS - WY ERBERSER | qfLLR2 WINDOWS, MAC, LINUX % UNKNOWN,

R - 58 R Amazon Inspector I EHIFERAPRE T REXER LR ENRAEF *,

FRAERE - 5 E R Amazon Inspector EXRERRREFEIRBERIATE, Amazon Inspector
TRENMEEOR T EARAESANAE S ZE,
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EEFEAXREC2RHINEZFAEFER |, FIEFE EC2 E£H15|hHEEE, AE , Amazon Inspector &&
TEXRZERFINFAEEARZEFNETRAELRN, EEFREXIANFAEE , BEFEFASIPH
g, NEFETHRXEFMAEER , HSREESF Amazon Inspector HEX I FHE S,

6 Amazon EC2 SKPIRVIRZSE

tF Amazon Elastic Compute Cloud (Amazon EC2) E4 , AIge RS EEHE :

« FZHWU IR — Amazon Inspector 1E FE 542 45 5 M #3261,

« BHELRELGIFMBE - HEZEISHNMEENEXNET 1200 GB , HE —NEHIFTEEN
&S 8 MBF , Amazon Inspector & A LIRSS o

- BHTRIESLHIWER B BRE - Amazon Inspector £ 211 X SE6IiE 17 TR IR HH B A

« EC2 RH|E=1t - AT RHI4FELIEIRE , Amazon Inspector & 7 X RFIMWAE. FrEREREE
RINEBEFEFEHILIE, MRZFIEFH/Z3 , Amazon Inspector FF B3I IRE X SLHIAVIHHE,

- HNEBERIR — Amazon Inspector =113 SE Bt & £ A ZB4E IR, Amazon Inspector ¥ B zh b B % H
RIRIKE A

« F7E% — Amazon Inspector FHAE A TRABEFINRERAREFRFE, KFH Amazon Inspector 3
BX AT 8E © I BR N E oL IE 1T,

EEE R |, HEMA Amazon Systems Manager k¥R InspectorInventoryCollection-
do-not-delete XEXFEBHEXBIRS K. kI , £ Amazon Systems Manager Fleet
Manager B UFSE BN AR FEE,

- FZH - Amazon Inspector EF LA ZEHl, EERZERAZEA , EFFETFTER.

- E3¥%BEH - Amazon Inspector ERFSEHIGN AR | FEFHBEE,

« BRELIE - KHIE4&1E, Amazon Inspector HEIEEFEIZEFINNEAEXNNBE S HREIE,
« JEHEIIH — Amazon Inspector ToEWEN £ 7 KA RN ZRHIHRNEFENRGNAEFBE,

EEE LR |, B Amazon Systems Manager KRR 1ZEHIFEFTER Amazon Inspector <
BxHBXBRIEEZIT. A, #FH Amazon Systems Manager Fleet Manager 3&1F 35451 89 %% 44 51 F
BFEEL,

- JEEEH EC2 3=l — Amazon Inspector KREFRHRITHEHEH, EHIFH Amazon Systems Manager
rE.

E{EEtE@ , AR Amazon Systems Manager Automation 129 AWSSupport-
TroubleshootManagedInstance runbook, TEf&EE Amazon Systems Manager SRt & 3k
J& , Amazon Inspector ¥ B 31 FF 1A 1F £ W B M Z 3561,
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. TXEFMNIRIERS — Amazon Inspector RIERHI[HEH, ZHIEA T Amazon Inspector T IFH
BERSHEM., BX Amazon Inspector XEFMWIRERZEN IR , S HAmazon EC2 SEHIHIRTS
B,

- FHBEMNBFEIBDEIR - WIRARR EC2 AL T EIRE , BFES Amazon Inspector I E
F Linux B S EFI#ITIRARE EC2 HHXHEIR. THENREREHRIRBIE
- BHREREREFTWERS - ZE4| 28I Amazon Inspector SREREH 5000 MEF IR

Hl, ERETHEFINREERE |, BaURRAREZKF BN B TEKRE,

- BHRERESH SSM FE R4 — SSM Agent 348 Amazon Inspector £3&B % , BRAXN FiZ
%6, BEREFRENEHINENFELEIEN SSM BFHl. BXEZER |, 555 Amazon EC2
Systems Manager ¥ & F & &l

- BiREREUWER B RE - Amazon Inspector KEEiRIMEFTEFLE , BN EFIWEREBY
T 15 7R KRE,

o REREREBIBEE - Amazon Inspector SSM i@ E REEB R ERZFINEBFTEL, XEE
RELAEBERABNER B2, MRRSE 6 IEFEMNMAEE |, i5FH Amazon EC2 Systems
Manager #4R %356l Z1EFTEH Amazon Inspector X Bk H B XBXIEEi121T,

BRA EC2 RHIEEHHERENFMESR , FSAmazon EC2 KAHIHH.

F Amazon ECR FEEMNEEXR

FEEET < S RAmazonM B R Amazon ECR i E. JIRIBUT R F54A -

- 2% - ERIERNRBEEEE, RS ERFEEN e 23 #IRES.
« BEUE - £ BRYE Amazon Inspector Bt EEEINER SR ENPENAIEF#E. RSJNEREFEE
BY BT H RS

« BEUE - &R Amazon Inspector RERER B EMNITENFIEEEE, RRYHEBETRHAL
Amazon Inspector B B EMPABEFME.

EEMNEF L, KB EREEMHER Amazon Web Services IKF o

EEFEEXTFHENHEMIFAEE , BEREEENB M. A/S , Amazon Inspector & R1FM#EF
NBERRENFIRURBINRGHFMAEE. FAEESHERERE, REFENAERS. HhiEa
FEXBREERISGITEE , SINRGHXBRAELIHE, ERATHNEEFRERNKITHENXE
BiE , HEEREHNREIRZ,
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® Note
RELFH Amazon ECR RET B EEEBE /N EHF.

¥ Amazon ECR F#EMNRASE

%tF Amazon Elastic Container Registry ( Amazon ECR ) Z#E , AIRERVRBEEIE -

ERUEIFLE) - X TFME , Amazon Inspector 2FE B IRFHEPHREGR, FHENIERITHE R
BERFEATE, Amazon Inspector P SEHEIEFTRGR XY H#H TR , MREA T H5ZMEGHEX
HIET CVE , NS EHAWMEK, Amazon Inspector FHLELRBEER Amazon ECR B E 4R
B, 9REE WG 42 b 13 6 B R AV BR AR

EBUE (HEERT) — Amazon Inspector R TEHEFRE B IHETFHEPINEINBEREGR. 2FF
fERUEIEREAE | HigE N HER A,

« HRHIELE — Amazon Inspector o3& 1H Rl 76 BE S 176 B P BV T R 23 AR 1R

EEEEE , ERFEE®EERN Amazon Identity and Access Management (IAM) KB 72 Amazon
Inspector 7[R 776 FE o

- EFA ( F3 ) - Amazon Inspector KRG H 17 & EE P RVEM R BR[MR. FEER Amazon
ECR B iRENELRFH M,

BT 44 Amazon Inspector B FFERHNREG , BRFHENPABHREEINERERE K AR

EERFEAFERGIE RN HEIHTRE A ERE,

EBUE (15 8F) — Amazon Inspector REHEIA RGN B HBFREFNENTRRER, FREE
RYIE SR IR B A AT

- NEF4EIR — Amazon Inspector ZIH T F R K £ RN IPEEIR. Amazon Inspector I B a1 4L E iR
HRRIXEFAHE,

BRNFHEREAMRBENFMAES , 2 MAmazon ECR BEEME&EHRH,

TEM Amazon ECR RS EGHN B SR

MR {5 & T = & TRAmazonIfE F ) Amazon ECR BRE8M &, FIREZUTEI K49 4A :
- £ - ERMEFRNFIEBRSSREG, RV E RGN Y HERS
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o EEAE - ERBHIE Amazon Inspector B EE XM RPN PABHNAME B[R ER, KT ERIR
B Y BT HHERES

- RIH - £ R Amazon Inspector RERER B EMITHNFIERSREGR. ERIREB T HTA
Amazon Inspector j& 85 W = PR &,

ARV EAURESATEISMHNEREAERBIEEN L, BREAEFM#EERBE Amazon Inspector 3
HEFEMES |, 3EF Amazon ECR REMNIFEIETRZFME, RNERELE T ECR EFFHE
ST REEN RBAHEERIEBG, EXEZER , FSHAEE Amazon ECR B FER
8o

ESMNEDFL  GREESMIIEEEHARMEGNFEENES. WRSIEERBEZFHEEN
Amazon Web Services Ik, L£X##i%]E R Amazon Inspector L XRER R EEFERBAAE,
XA BEEERRERNABEN, EFRENNARFEEN , RELXH CVE EFFERHIT
BE, BXEZEE , 55 RAmazon ECR HEMNHEIT N,

EEEEXRFHEREGNEMFAFR |, FiEF ECR AR BHIPHEEE, AS , Amazon Inspector &
ETRBEXZRENFABTEUARZMRENLSFBAELRN, EEFHERIANFAGE , FEEFESH
Pk, METHXLFMESR , HSHRESF Amazon Inspector HEX I FHE S,

i Amazon ECR B EHIRSE

3¥F Amazon Elastic Container Registry Re5M & , TRERVIRASEBEE

o EZUEIR(IFEL) - Amazon Inspector 2FEEEMSG , HESH XA MMANEXR CVE 8y , XS Hi
TH—RAE, SHHEERUEMREGH , H2RFREH Amazon ECR EFPAEIFLRE, 7B
BNEMESA TERPE K FHENERABRENFEZRAE,

o BEUEEAR - BRHIEFBREGAET | Amazon Inspector #4 BH A ZMG. FHEBREBNEFEHER
RAT7HEEEE , FHENERAEEENHARARE,

- AEBESIR — Amazon Inspector = iR A ST MG & £ A EP4EIR. Amazon Inspector f B Zh A B 45
®RFRRIEE I,

- ZEWIHREE - Amazon Inspector EfFBRRA ARG | FEHHREHE,

- RIHRBETH(IFLE) - Amazon Inspector 2 EEXMRGENITE, EEN B EHAEEMEED B
BIEEWEFERBA , MG REH. BAIUHEERFEREGAIRERHE,

o PRFRE SIS H(HEIERT) - Amazon Inspector 2 EEX RGN, ERNEIEFHEEEESDHN
MEGIEENIFEREIA , B RERH. S HEEREUIRERE,
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o FHAWME ( F3h ) - Amazon Inspector T3 Amazon ECR BEsl &, FHMENEMEEN
Amazon ECR iR E N EARF A, EFHAMER Amazon Inspector BEI ARG | HRFEMEE
RERNEEAE L ARERFEPERGSHENEHEFTRGI A,

. TXEFHNBRIERS — Amazon Inspector RIERFIFMEGE, ZREE T Amazon Inspector T X 1FH
BERS , B EHEMA T Amazon Inspector XY EARER

B Amazon Inspector XIFNRERENIIR , BSREZFNRIERS - £H Amazon Inspector
#1147 Amazon ECR 33, H5% Amazon Inspector XIFWEAKHN IR | B R ZIFHEMAESE

A,

BRAGF#ENRGEERFHRENFMAFES , 5ZMAmazon ECR BEsM &G,

M Amazon Lambda BB E =X

Lambda #%&31F £ RAmazonI A E AR Lambda B, ATTEHNEK , — 1N ER Lambda #REREE
WEBEEZXRFMAER , F—1MER Lambda REBABNWRRBERFMAELE, SULUBREUTEIFXY
B ITOA -

- 23 - ERFEPWPTE Lambda B¥. RASFIE R Lambda B H BT AR

- 9 - EREHE Amazon Inspector B E EiF$#H 1Y Lambda EE. RAFEREA Lambda BB Y
BIHEERES,

« KA - ERIBIE Amazon Inspector ELEARFAEH Lambda B, FEEZIREA T AT A Amazon
Inspector &8 M EMPABEE

Lambda BB AT REH F 2R ER HIERBE LI+ L, Lambda BEEAIRERE T 18 R A ME Amazon
Inspector Ik |, SREFFEANPRLIEFE LRI, BXEZELR |, FSR@Lambda REIEHE,

ENMETF L, B MIIEE Lambda BB, KFSIEERBE ZEEBH Amazon Web
Services Ik, BTN RAEBERBNETRRE. REFE RS/ Lambda BEEH HF1HEF#R

o RBEMZETENATEHHENFE, EXAESIE T Amazon Inspector LXK ERRERFER
EEETE,, XURESFEEEHRERNAKEN. EFRRNNARFEFRRN , RELHIIH CVE EH
R ITRE, BXEZEL |, S MLambda REFEEHNEBET .

¥ Amazon Lambda EEBVIRASE

¥F Lambda BE%X , ATRERVIRSESIE -

M Amazon Lambda B A & % —
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- E3EE - Amazon Inspector IEFEFL M Lambda E¥ . BFERBSEENEMEEHIEE
FRENNEJTHRAE  ARERBEFI L AFHFHNELRBNXEE (CVE ) MBI EHAE
B,

o EFREHERR — Amazon Inspector RIFAHWILEHE , BN RRLCEHBERERBEBE 2

- PRFHARKEIH — Amazon Inspector RGN EE , AN B EXBAARERMZEHEE T E 90 X
FEKAfE,

- HNEBERIR — Amazon Inspector =113 B BT & £ A ZB4E 1R, Amazon Inspector ¥ B zh b B iR H
RIRIRE A,

- ZEWIHREE - Amazon Inspector BfF A ARTG | FEEHHREAHE,
« XX - Lambda B E TR REFZHE,
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£ /1 Amazon Inspector EE %MK~ Amazon Organizations

AJEAfE A Amazon Inspector EEALAHHIZANKT . Amazon Inspector XEFMIP SR EEFE ¢

« Amazon Organizations KN Z X EE G -B T B X EHE LM - B3h/E A Amazon Inspector , A
EREEARMEPER, ALRKEFSAMLERERE HARETHEEREENZREEAN
FX R KPS Ao

« 3F Amazon Organizations RENEREERA-EEATETFERAHLBERNBER TEEALALN
Amazon Inspector K=, RXHEIE R 7] LAR AR MK /S A Amazon Inspector HEEHRHEIRE.

XEFEAU—RBFERH., AAKEHERS  SNREEREENEH (BATHMERERR ) , MERK
NWEEANARZIFNABEERE (HUHEERNRERERER ) HEHN. ATETRRTXLEEE
FiE, MAEEEREEAURNAEER AL,

F

T % Amazon Inspector F I ERE X & K~ F KA K P

« 18T Amazon Inspector By E iR E B & Ik

T & Amazon Inspector R ERE I & K 7~ MK & K

EZKFREREA Amazon Inspector B , ZREE A AR EHE. tHESELD#H
EC2, T3 ECR # Lambda BAr AR AR Lambda K121, SEEERAKFNZLBAELI
R, ATRMETEXRZREE G IKS 7] AR ITHRLE IR AE LUK B B K 7= 7T LA AT IR IR E B B0

ALARRGERE

L {# A Amazon Organizations S5 F Amazon Inspector B |, R &IMIT— T EEER | ZERR
EARVTERLEERE
RHEENER

HALRKABBERAREANTRTEEEZERNERZARRXAKSHITER. BRARNERAREER
MBEREREN APl ERFAY , AER—ITHENFER , RPZARBALREEE,

Non-policy-managed resources

HARBPARIEEN TR LLHZFRNEE R MK AKF A Amazon Inspector #2553 API #
TEREHE,
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PHEREEE

ZRRFRREZETHRBEER , RNEEAMULUMMEE EC2 R RE , fAlMBHENX, REL
EEEMN ECR EfAfFEntH, AARBNEHAEREEA  MAEMAHNETHN,

BXROIZEFEE Amazon Inspector HABEHWEZFE L , S H Amazon Inspector B3R Amazon
Organizations 34,

EREERIBE

BE  YEREEANEENATEKSN , XEEEANATALATNWMEEMKS, ZEREERKE
ALEENRRBAEKF MEAREKKRZNES. Amazon Inspector ZREE G K Al AITA T g
(=

« 2 Amazon Organizations EEIK S F IR ENMBRERNEER,

- EERREEAN , BANEEEENKAKSETRE —MEER,

- EFMEEREKMKFH Amazon Inspector IRZ , BIFBEFEH Amazon Inspector,

- NALAWNAEREKFBERERABERE,

- EEBENMMAWLEBAERNKE  AREALHNAMERAKFHWEEXNIFE.

- SIENEENATHRNAERSNAERIAVMEIAN,

- NELMFRE KR BIE Amazon ECR #EHAHE,

- EEBENMANRRESRE,

« NALAMAERRAKFEX BB EFH ECR RRMEMNFENH, ZREER NS EIR
BLEBESZRAKS EANAARE. AARNNMEKSAZRREE RN Amazon ECR BEIEHHA
HiFEntE, TRAZTNMNKFRETRENERDHRIFEE,

« AL S#E Amazon Inspector FEREEEREMNEENE R EC2 , XERFHEHLPHMRMEK
FHREA, RitzH , ZEREBAEATANAKFREENEELE R, BXEEREREEE LK
BWEZEER |, 55 ®Amazon Inspector SREREH B E L IKE,

- N AMKFEEREA Amazon Inspector SRER &,

+ SBOMsHALPHWEMKAKS @@ SHo

- NALDPHMERRIKSIRE Amazon EC2 AR, BXEZEE , B2 EEAKEER,
- DIENEBRALAPREKSN CIS AEEE , BRAKF BNV EMHAEEERIN

EREERRE 254
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® Note
MRHKAKFEFALR , WEREERAFTEBEIZKA TN AERLE.

- ERHELATABKSE CIS HEE R,
- EALELARKN  FARKREENGREEAMRE  EFRATEARNERARKEENTHERE,
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"Sid": "PermissionsForInspectorAdmin",

"Effect": "Allow",

"Action": [
"inspector2:EnableDelegatedAdminAccount”,
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"
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(® Note
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Amazon Inspector BRI EM MR, 7EFRIE Amazon Inspector BIRAT |, HEZEUTILR :
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API A HIFRZ,
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[ 41 #6114 I 778 N AR 25

BRI SAE R B @B FIRE, BEXESEEL , BSHEDHMAN,
BRI URBHIFAN UL ERE, BXESZER , FSRERENFAN,

FHRERME CIS HHEE

EOEGREF , LA CIS HHEEERNIRE, BXESER , FSHLE CISs HEEE.

BET LA AR CIS HHAEE  LBEHRE, AXESZRER , FSHEE CIS HERE,

£ H Amazon Inspector API PR
A LAE A Amazon Inspector API [@ Amazon Inspector 8RR PR,
73 Amazon Inspector BRRNINFRZ

£ TagResource API [@ Amazon Inspector BFERMIFE, EBUREGHHIERIEMN ARN UK
HRENEEN, UTREGSERAZRIE ARN ERIHIFERY. 82 CostAllocation, ER
dev. HX Amazon Inspector W RBREHMEE , BZH (RFENSE) B8 Amazon Inspector?
IRE, BBEMEHE,

aws inspector2 tag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${0OwnerId}/
filter/${FilterId}" \

--tags CostAllocation=dev \

--region us-west-2

T £ 322 53 8] (5] 400 Al HL U AR p0AR 2
FERIZEHE , A CreateFilter API m#PHEIF R INIRZ,

aws inspector2 create-filter \
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--name "ExampleSuppressionRuleECR" \

--action SUPPRESS \

--filter-criteria 'resourceType=[{comparison="EQUALS", value="AWS_ECR_IMAGE"}]' \
--tags Owner=ApplicationSecurity \

--region us-west-2

FHRERME CIS HHEEE

£ CreateCisScanConfiguration API [8 CIS 3 H & R INrZ,

aws inspector2 create-cis-scan-configuration \

--scan-name "CreateConfigWithTagsSample" \

--security-level LEVEL_2 \

--targets accountIds=SELF,targetResourceTags={InspectorCisScan=Truel} \
--schedule 'daily={startTime={timeOfDay=11:10,timezone=UTC}}"' \

--tags Owner=SecurityEngineering \

--region us-west-2
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aws inspector2 untag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${OwnerId}/cis-
configuration/${CISScanConfigurationId}" \

--tag-keys CostAllocation \

--region us-west-2
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- ECR B&81E# : AR £ 30 KAWHBRERERE + MEEHEHBERIBN LM,
« Lambda ¥rAERE : A KRBT £ 30 XA Amazon Inspector BEH Lambda BIEHY FHE B E .,
« Lambda X% : A KRBT £ 30 XA Amazon Inspector BE R Lambda B FHE B E,

X< F Amazon Inspector % %%t

% Amazon Inspector 1 , BHEHXTBAUNRRLA, WEAHLLE | LF AP IMBEHRD
115 KRR, RRAAFHE , DECERERAT  CHA%K 15 X5 BTH,

(® Note
#BRHATERT CIS A,
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Amazon Inspector Z& %

=Z4E Amazon REFZE, N Amazon BF , BAIUSRTENFEASHZsHRBAALNE
SR T A 2 Y BUAE AR O TN 4R 2R K,

RERMAHEEE Amazon BFTE. TEHBENREHRNZNRZEMENZPINR SN

« &% — Amazon AFTRIFESTIZIT Amazon RS HERMZEH Amazon Web Services Z=o
Amazon N ERHAINLZE2FERANERS. EFAN—HD , FE=FFIHFEHMNZMNBIERINZEH
B, ET#HERT Amazon Inspector IEHITRI , TSR IT XK 2 HBE A RS-

« TIREE-BWTEBREERD Amazon [RSRE. BEFENHMEARNTT , SHEENHIEAEUR
. BRANERANERREREN,

ZAYBE B IR T R AT FE 6E A Amazon Inspector YR A REHREEN, AT i 8 i il B
Amazon Inspector AEI BN L2 MM ESHM B iR, T2t A H At Amazon BRS KA BHE
¥R FRI IR Amazon Inspector &R

F&

« Amazon Inspector B EIER I

- & T Amazon Inspector B Identity and Access Management

« Y5 Amazon Inspector

« Amazon Inspector B &M 13 iF

» Amazon Inspector #ENLE B

« Amazon Inspector Eft i8R 2 4
+ Amazon Inspector 5 #9554 1E K7

- FRAE NS ( Amazon PrivateLink ) 3718 Amazon Inspector

Amazon Inspector A I B IR (R

Amazon 7 &M T Amazon Inspector FHEIERY . MAEEFTR Amazon , ARRFPETAHENR
Y2 IKEM R Amazon Web Services =, BATLP N REERHEMET LR BTHES, BER
TIEFEAR Amazon Web Services fi$ NZLRENEEIS. BXBBERIMNEZER | BS
7 B AR R FAE L (R 5L,
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2, Amazon Identity and Access Management (IAM) IRENMNA AP, X# , 8NP RRE
THIERRMAENNRER. CEWNEBIU T AR HE

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS &5 Amazon BREES. RIMNERMER TLS 1.2, BIWEER TLS 1.3,

- EARE API M A FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF#ErE) RHEAR CloudTrail %o

« £/ Amazon M#FHERF RUKEPWAMERIAZ £EH Amazon Web Services R

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BHE,

o MREE Amazon BE G TITRESN APl #H1TIHRINFEELT FIPS 140-3 BiIFMMZEER | EFEH

FIPS ih k. BXAAM FIPS InRMNESZEE , B5H (XEBRHEELERE (FIPS ) 5 140-3
RR) https://www.amazonaws.cn/compliance/fips/.

BB WETNNHNZEERBRER ( WEEFNEFI4I ) RAREREHERNNAEZE
(MBHRFEER) ., XBIELE Amazon Web Services RS EAEFIA. APl 25 Amazon Inspector =
H{th A §4E8Y Amazon SDKs., Amazon CLITE A FEHFARZ R B B XARFER 5 AN EEE
AL AT RH LM A LR, MREBQAIBIRSIFIRMG URL , BB NETEENUHFIEEIE
BRI X 1Z RSS20 Ko

FB

. BAIR

o B INE

BAME

EIAER T , Amazon Inspector £/ Amazon % R RIF#EERASEIE. Amazon Inspector Xf AT
NAEZEHIEI TN

- ERWNERRIFREE Amazon Systems Manager.

« M Amazon Elastic Container Registry BR{& R TR &R IRE %

- £/ Amazon BEMINZEZAE KR LREL R Amazon Key Management Service
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BEEEE, ERANEE Amazon AENFEH. EBREFWITEMRFEIESEATRIENATRF AT
MBHENEH, BEXESEL , BHSH Amazon HENEH.

MREE A Amazon Inspector , BN K AMBRBEC N IEE#HBREFNAERR , FIMBENZENE
2FELW,

FHAE & HU R B (R B0 1T B 2 I 2

7 T H## Amazon Inspector Lambda % , Amazon Inspector 5 Amazon Q #EEEH , KEAHER
HWRBPEESEFEERT. HRNEFER , Amazon Q 2REEMMREINKRBEE , HRHZABRE
g2k , EE| Amazon Inspector IER AR A 1L, BRIAERT , Amazon Q £H Amazon B EZHAX 1
B RBHITNE, B2 , B LUFE Amazon Inspector B N EAEB SN EFEEMN Amazon KMS
REAH AT INE

LAR 4B %88 T Amazon Inspector 3N{a]{§ F & Bl & 8 4 RN Z R
1. AT LAE A Amazon Inspector UpdateEncryptionKeyAPI @3 & # Inspector 12 Amazon KMS %

o

2. Amazon Inspector &8 X &8 Amazon KMS Z4ARIE B K4 Amazon Q , Amazon Q &7 1%
XLEE B LR EREA,
3. Amazon Q £ F #8181 2 4A K BE £ Amazon Inspector FELE R KMS #4H,

4. Amazon Q 2R IEEN R4 I Z MR EIE Amazon KMS Z4A S HZM ., WHEZFAATNESH
Amazon Q Z# B EIE,

5. & Amazon Inspector ERMKBAEFIREBIER , Amazon Q KA KMS Z4AkBHRIER
o HEMA Lambda B3R , Amazon Q £MlER<EXHI BIEZRH,

ERAEFREZHRTRBINZERNNER

ATHITME , ELTER—NEEEAIE KMS %48 , Amazon Inspector Fl Amazon Q o F A iZ K B
HEENFEIMITUTERE,

* kms:Decrypt

* kms:DescribeKey

* kms:Encrypt

* kms:GenerateDataKey

* kms:GenerateDataKeyWithoutPlainText
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KRB

Bl KMS Z4AeT , BT AMERA U T REE A,

@ Note

account-idE¥RNIEM 12 U3 Amazon Web Services I F B 13iE. Region&EiNIEE B
Amazon Inspector 1 Lambda X#213# Amazon Web Services Xif L&, F role-ARN
HIRAEH 1AM BEH Amazon BIRE M.

"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:qdeveloper:lambda-codescan-scope": "account-id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"

iy

"Action": "kms:DescribeKey",
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RAriEmE

"Resource": "*",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "account-id"

},
"ArnLike": {

"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

"Effect": "Allow",

"Action": [
"kms:Encrypt",
"kms:Decrypt",

"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"

1,
"Principal": {
"AWS": "role-ARN"
},
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService":

iy
"StringlLike": {

"kms:EncryptionContext:aws:gdeveloper:lambda-codescan-scope":

"Effect": "Allow",

"Action": [
"kms:DescribeKey"

1,

"Principal": {
"AWS": "role-ARN"

},

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService":

"inspector2.Region

"inspector2.Region

.amazonaws.com"

.amazonaws.com"

"account-id"
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}
}

ZERMIBARA JSON KX, BEZEAE , PREFBIUBREELZAN. IRZIFIRREPINR
FE—%Ea , BEN—EANARBESEMNE-—NMNES, MRZEBIRKBFNE - METHINTHED
NREACHE , FEZEINEGRESEME-NMNES,

® Note

Amazon Inspector TEXFNMNEFIHEIMANNEFRITNENEN. MREEHANEE
TERHKR , WEDBAALGRARE R, ER , IREEE[AMEREMKEE KMS Z4A
HEA Lambda KIBHEAKE , MEZCEAERT PNER KMS BHEKK,

MRFBRE, BENREEKRSNIMBZR , WLBEER Amazon Inspector EE 7 KB , Bl Amazon
FEE R AmazonInspector2FullAccess,

EHEFREZHEENZR

EFAEFREZAANCHNKFEEMNS K SX4AREES FAFFRERFHHTREMBHNE B
5 I PRHY Amazon Inspector EE R, A , BRFE—NEENKIM TR — Amazon XiFH
Amazon KMS #41 , & — N ZXE%H4. S ERAK, PIENXNHES , LI AER Amazon
EERHAUENMEFEERS , E. Amazon KMS APIsEXEZEE , HZSH Amazon KMS
AFiEEHRIAIEXNFRINZ Amazon KMS Z4H,

(® Note

B 2025 F 6 A 13 B , RS CloudTrail HiE & %/ Amazon KMS &R F KRS E 44
FFM “codeguru-reviewer” E X encryption/decryption A “q”s

£ Amazon Inspector API B & Nz

EREMRRL , BELS® Inspector B R & 4 & FEtUpdateEncryptionKeyiz 1T Amazon
Inspector APl, 1£ APl &K H , £AkmsKeyIdFERIEEEFEAR Amazon KMS Z4AH ARN, X F
scanType , I A CODE , X F resourceType , iEi A AWS_LAMBDA_FUNCTION,

YRA]T LAE A UpdateEncryptionKeyAP| 3R & & Amazon Inspector 1EFE 5 F B Amazon KMS Z#4A
T,
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® Note

MBLBERIZBEFEEZ4AGetEncryptionKeyWER TEIRER |, MIRESR
[ElResourceNotFoundExceptionffix , XEKEEEMEA Amazon BEZHHH TINE,

10 SR B 2240 =R B o EL SR MG LA3E 48 15 18] Amazon Inspector 3 Amazon Q |, T E S A B IREE A
“£8  HFHBEEMNIKFH Lambda RIBEHET KK,

B LAERARE £/ Amazon BB ®4ResetEncryptionKeyX¥E Amazon Inspector &L R —
o IRERA BB AT IR

& %8 R &

Amazon Xt Amazon HEREME M Amazon RS Z B{EZ M FIEHITEHITINE. Amazon Systems
Manager B Z&HERE (TLS) RFHNBEBENE AN EC2 KA KEENHIEEL Amazon #1T
Wi, &KiXZ Security Hub CSPM B Amazon ECR #1 Lamb Amazon da BRERBLERFEAZ TLS R
FHBEEHITNER, BXREZEER , S Systems Manager FHIERT K T ## SSM I[N 1&
P BAE,

i@ T Amazon Inspector B9 Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fR$S T &#BIEE A T2 hid
HX Amazon BRI EINR, IAM BB R EEHETUES SHRIE ( B% ) RN ( AR ) &
F8 Amazon Inspector &R, EAILAEEA IAM Amazon Web Services RS , TEXFEHNEH,

£l

- BX

- FRASHHITEHRIE

- FRARBEEHE

« Amazon Inspector #{A 5 IAM B &
« Amazon Inspector & T 5 138 KB R 5l
« Amazon Amazon Inspector F & BUR
« X Amazon Inspector fE FRZHEX A E
« Amazon Inspector & 3 F 15 7] B B P&
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Z A

&89 F 53X Amazon Identity and Access Management (IAM) RE&H AR :

- RSAF  MREBTEFRINAE , ENEEBRALERNIR ( S HAmazon Inspector & 14 #11j 8] ]
BHE )

- RFEER  WEAFHRNRHARINBRIER ( HZFAmazon Inspector A5 IAM BL &£ )
- IAMEER : RERATERHRINBRHERE (ESFAmazon Inspector EF 543 H KBS =4 )

£ & 21T & IR AIE

BHRIERE Amazon FH B MREIEEZN AR, B4 1AM AF & 43 1T 5 MK U Amazon Web
Services lKFRAF , EFEIEFE IAM BEH#TE BRI,

M FHEIHME , Amazon 121 SDK F CLI kKX ER#ITNBZL R, BXEZELR | HSH (AM AF
@) RRERT APl iEREIAmazon EE A 4,

Amazon Web Services I~ root A F®

B2 8f Amazon Web Services IKF® , B &E —1HB N Amazon Web Services K root Fi 7 #Y &
5% , ZB B AU LB RFTEER Amazon Web Services IR M'ER. Ri1BIBWNTFEFHR
BAP#TEERES. BXFTERAFRZIENES , 555 (IAM BFER) vYHNEEE AP ZIENE

Fo

BRE 55

FEARESXEK  ERAXRAFERAESNREBNEKS 50 KIES 8 Amazon Web Services fRSs £
I B UE 5 7 1T 5 R o

REGMHRIEXRBENDSIE R, Web SR HREE A Amazon Directory Service , & Amazon
Web Services RS fEAXR B S HRNERETHRNAF, KESHRATRHIGHZIEINAE,

IAM A P~ M&+4A

IAM AF RN ENMAGSENARFEERENRAN —1NEH. BIUEAIGREIE , mMIFEFKIEILE
B IAM AF. BXEZER  ESR IAM AFPERETPNER AL FEASHOREFNEKS 5 HRIE
= 88 Amazon £ f @ BHE B3 1TIH A .

IAM EiEE—4A IAM A ETERNMNARBRAFRITNEREER, AXESEE , H2H (AM A
FIEmE) /Y IAM AP A A,

ZAX 279


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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IAM B

IAM AEREERENRNER , TREREIE. SUBINAFYERE IAM A6 (BFE ) =
@M Amazon CLI = Amazon APl RERRABE., EXEZEE , BZH (IAM AFiEm) By
EABHNEE.

IAM e TIREAFIER. ke IAM BFRIR, BKFHR, BRSHRNAKRE Amazon EiE1TH
MARFHFEER. EC2CEXESZER , H2H (IAM BFERE) FH 1AM FEVEEIKS R IR

£ F SR E IR 1 ]

A1 LA Amazon B3I 62 K e 3 H T N2l Amazon s RIFERZEHE PR HRINER. REEXL TS
SO WARRKIHNR, Amazon EEFHARHFERMTERILER R, KSEHRBEEL JSON X
By Amazon FEXFHEEH. BX JSON RBNENESEE , S5 (IAM AFER) S8 JSON &
BRI

EERAERARE , B E A E AR B LS4 T BLE R RN T HEREREEERNIE R

o

N

MANBERT , ARFMARRENR, IAM EER 62 IAM REFRERIZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

ET BRI REE

ETHERNRIER2EMMEEGH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHLBRE, IMEFFRITUREFALAZETNT. ETHRNMANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBENX IAM R,

ETHEMNIRBEALURARKKRE ( EZRAZNENFHP ) AEERE (OIS HHHIRLE
i) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFERE) PHERERKRSE
MR B < R AT o

E T RIFRAYREE

ETHRAYREEZ M NEF IR JSON KX, P2 IAM ABEERKEMN Amazon S3 171
K, EXRHETRRNEBARST  BRSEERATUEACIREFNBERFNLR. BBME
E T RIRAYREE P IEEE K,

ETERNEBEENTZRSFHWARER, ZTEEETERNEEFFER IAM AH Amazon £E
REE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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HbhRegRH
Amazon ZiFHMFRER XLERRLXBAUREEFEENNRBELERTHRANR :

- NRBA -EEETHOHNRBEITURT IAM AP EANE, BXEZEE , #5H (IAM AF
R HHY 1AM SRR R .

o REEHIKRE (SCPs)-EHRIEEH AN A LR L MBI R ANPE Amazon Organizations, BXE Z1{E
B | &2 # (Amazon Organizations FAF{5R) HHI RS = HIR L,

o BWIRIEHKEE (RCPs)-ZEEKF A RBENHZRATANR. BEXEZER , HZH (Amazon
Organizations FIF1EF) P FERZEFIHKE (RCPs).

- SERE -ENAGIREAFVEBIGNSEN , EASBERENEREK, BXEZER , HS
F <IAM FFiEm) PRSIEERRE,

S REGRE

HENRBEWRBEEA T —MERE , ERBRREMEXNELIRR, BT RESRSHRBERER
24T Amazon BER B A IER , S IAM AP ERE PR RETEEE,

Amazon Inspector I{A[ 5 |IAM B & 5

EEA IAM EEX Amazon Inspector FYiGRIXBR 2 8 , B Ri% T WL IAM 4$1E 7] AT Amazon
Inspector,

Al5 Amazon Inspector &&EAH IAM ZhEE

IAM HHE Amazon Inspector X #
ET S5 HORER s

T HIRAY R &

R {E 2

RIEHIR £

EHELE (BETRS ) g2

ACLs i

ABAC ( REEHHIIFE ) =g 4%
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
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IAM 4F1E Amazon Inspector ¥
I B S IE =
FHERR =
BEAE &
BREXBRABE =

E4£E 7 ## Amazon Inspector 1 E ftt Amazon Web Services RS ThEE A 6E A K Z ¥k IAM ThAE
Amazon Web Services f§S , &% IAM AP EETEES IAM BEERN A Z.

Amazon Inspector & F & 1319 5K B
HETHEMNER . 2

ETEHNRBETMMEZH (0 IAM AF, AFASAE ) B9 JSON RRREE A, XL R
EHEIRFMASAEMPRA TN BERRTHBERE, ETHRNTERET HOMRE  FSH
(AM BiFiEE) FNEATM EEARKE L BE X IAM RIR,

BEMER IAM ET 50K , BUEE R TRIELNRENTRUAR A TRIELBREENRSE. B
THRR7E JSON REEREAMAETE , H2H (IAM AF#EE) #H IAM JSON KEETEEI Ao

Amazon Inspector &F & 17§ 58 B R4

E&E & Amazon Inspector E T H A KB RB , ESFEAmazon Inspector ET 578 KB =l

Amazon Inspector & T & JRAY KB
HETHRRNOER : &

ETHIRAVREEZMNE R IRA JSON KB, ETRRNKENRESHE IAM BEEEREN
Amazon S3 FREMEKE, EXHETRARNKBHERS S  BRSEERATUERENREFNEE
FRTER. X TEEPHMNRBEHNRIR , RIEE SUEE EE T X ZFRIAT L REUARETL
FUETHIT. BLAEETRENRBEFPIEEEH. ZERATUNEEKS, AR, A, REAFR

Amazon Web Services JR5S

ESHABEKFHRE , SBACEENKFSEMKS P IAM EEEENETERNEBPN TR,
XEZEER , B5H (AM AFIERE) B8 IAM BV ESIK 7 3R 151 .
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Amazon Inspector KJ 5K B iR 4

XEBREERE: R

EIE R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATLN LA TIRR
1THRE | UREFLAFHFTNIT.

JSON HEEH Action TEMA A THEREF RAFFIELLFARE, ERBEPISHREAR TR
TREIRERI R,

B X Amazon Inspector #ENIIFK , HSH (RFTRNSZE) FH Amazon Inspector E LK 1E,

Amazon Inspector Y RESIRIEERERIFERAUTRIA !

inspector2

EERMEAREESTURE  BEMAESHENRT.

"Action": [
"inspector2:actionl",

"inspector2:action2"

]

E&EF Amazon Inspector EF B REER B , S Amazon Inspector E T &4 H KB =51,

Amazon Inspector B 2K B % R
TERBRER . =2

I R A LAER Amazon JSON SREERIEEWAR BRI L, HFRY , BN EET AR IFER
1THRE | UREFLAFHTNIT.

Resource JSON R TR EEMHENAREN —INHZ AR, FARESXE , BFEHAE Amazon
TRAW (ARN) EERR. N TAXEFERERNBENIREE , BEABEAS () BRBONATHMER
Ro

"Resource": "*"
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E&EF Amazon Inspector BREE R HFIFK ARNs , HSH (RERINSE) FH Amazon Inspector
EVWER, BT RETAEBLREFIBESNREN ARN |, EZSH Amazon Inspector & X HY
1Eo

E&EF Amazon Inspector E T H A KB R , ESHAmazon Inspector BT 5 158 KB =l
Amazon Inspector B K BE s 44
IREETRSHERITER : 2

B R W LAER Amazon JSON REERIEEERMIGRMT L, BRRY , WA EMAATLN M ATIRR
1THRE , UREMALAFZHATHIT,

Condition TEBRBEENHFHIEEBEAMFNIT. BULUCIRFERASGZER (Flw , EFHD
T ) WERHBRER , UERBEPNRESERPWEETE, EEEFTE Amazon £R&HGRE |, BS
1AM B iEE B Amazon £B%H LT %4R,

E&EF Amazon Inspector FHEN TR , 5 (RFENSZE) FH Amazon Inspector #Y 5 4
Bo BETHRETUX LR ENTIRERFMHH , 15569 Amazon Inspector E LAV 1E,

E&EF Amazon Inspector BT 4K REEH RBI , S FAmazon Inspector BT 5 4 1) K #E R4,

ACLs £ 5 Inspector A
¥ ACLs : &

REFIFIR (ACLs) 2HMLERFTEA (KFKA., AFRAR ) ANBRER, ACLs SETHIRM
REERL , RECFEEA JSON REE KR N,

ABAC & Amazon Inspector
X ¥ ABAC ( REEHF AL ) : B0 X%

ETEMHMNHRMNREZES (ABAC ) 2 —MENEKE , ZEBRETHANRSHEERENNR, B
FRZMINE IAM 24K Amazon &R , ARF1R1T ABAC REEUARFEZHANRZERE LIIRE
PC i Bt 3 TR

EETHREEHEIER , BEEMFEAH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys RHRBERBNZUHTEFREFZER,

WRENBRSN TEMERREBIEMEX=AFMGR , X TZRS , ZENR. MREMRSN
NTEHIRBRREXISAMAEX =GR, WZERNBD
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{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

AWM REF X FFFTA Amazon Inspector B iR
UTFRGIBRT —NKME , ZERBAFILRES KNG E A Amazon Inspector &R,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"
]I
"Resource": "*"
}I
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListAWSServiceAccessForOxganization",
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"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount”,
"organizations:DescribeOrganization™

1,

"Resource": "*"

AL IHEFFE Amazon Inspector &R
DUTRABRTRT —1 KRR, ZEBATFTLIERAAE Amazon Inspector &R

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "inspectoxr2:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSSexrviceName": "inspector2.amazonaws.com"
}
}
}I
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministratox",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
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"organizations:DescribeOrganization™

1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "Instanceldentification”,

"Effect": "Allow",

"Action": [
"ec2:DescribelInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"

]I

"Resource": "*"

}I
{

"Sid": "GetSnapshotData",

"Effect": "Allow",

"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"

1,

"Resource": "arn:aws:ec2:*:*:snapshot/*",

"Condition": {

"StringlLike": {
"aws:ResourceTag/InspectoxrScan': "*"
}
}
}I
{

"Sid": "CreateSnapshotsAnyInstanceOxVolume",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]

},

{

"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",

"Action": "ec2:CreateSnapshots"”,

"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {

"ec2:ResourceTag/InspectorEc2Exclusion’: "true"

}
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}

}I

{

"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
}I

{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
}I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
},
{
"Sid": "DeleteOnlySnapshotsTaggedFoxrScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectoxrScan': "*"
}
}
}I
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{
"Sid": "DenyKmsDecryptForExcludedKeys",

"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/InspectorEc2Exclusion": "true"
}
}
},
{
"Sid": "DecxryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}I
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
}I

{
"Sid": "DecxryptSnapshotBlocksSnapContext",

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
},
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms :EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
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"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

}I
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}
}
},
{
"Sid": "ListKeyResourceTags",
"Effect": "Allow",
"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"
}
]
}
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- BRECEARAFEIIZER IAM AFREIEAXHW,
- BRERFEAACKRKASAFPNIENZEEIELXEHN,
- ERESHEM Amazon Web Services lRE % H.

BXEZER |, B2 CloudTrail userldentity T3,

T # Amazon Inspector BEX % B

RIRR—MEE , AFNE4EN BEXHEHEIZIEEN Amazon S3 Fi#. CloudTrail BEX#
BE—NHZNEERE, EHRTIKEEMARNENER. SHSEAXERNERE, BRENBHM
BfE, HRSBENEE. CloudTrail BEXHTRLH APl BRANE FHELRE , Rt el] TR
EAEEIRF

Amazon Inspector 3115 B CloudTrail

Amazon Inspector Scan B 5% CloudTrail Ff& Amazon Inspector Scan API ??T%VE%BE%?U EEE
., BXIL L Inspector EFAI T i# Inspector Scan API ##4ER 5K CloudTrail , 5550 (I 3%
K& APl &) J# Amazon Inspector Scan,

LT RIS R TERIZScanSbomi2ER CloudTrail B&%EB

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
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"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-17T16:02:34Z2",
"eventSource": "gamma-inspector-scan.amazonaws.com'",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync http/
UrlConnection cfg/retry-mode/legacy",

"requestParameters": {

"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"
}
.
"components": [
{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"
}
1,

"bomFormat": "CycloneDX"

.

"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f0@7-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Organizations, BXBIET S ¥ Inspector FKEEHIIEMULER |, FS R LD # Inspector BIER Amazon
Organizations 34,

Amazon Inspector & Amazon ECR £,

Amazon Elastic Container Registry (Amazon ECR) Amazon2 — N FHIMEIMRNITERBFER
AR, Amazon ECR A EIMREATAMNAY BUHEFHIEESNREPREESSEREG, TIUEA
Amazon Inspector A3 B Amazon ECR FEHRNARZMEGE , ERZZTRENRERGERFST
MEBEBESEFT. BXREZEL , H25H Amazon Inspector 5 Amazon Elastic Container Registry
(Amazon ECR) .
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Security Hub CSPM LAAmazon Z£ &4 R0 (ASFF) A BFELER, RN TEE —FRIREF, ™
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- EAXREBERNEAERIR
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FEHREFILDE Inspector FIAEL SR Amazon Security Hub CSPM

YRA] LAFE Security Hub CSPM & & Amazon Inspector Classic #I 3 Inspector HiAELE R,

(® Note

EX % Amazon Inspector BEX I , ¥ "aws/inspector/ProductVersion": "2"
RIBITEERE D, HTERZEHEBR Security Hub CSPM #2414k F A Amazon Inspector
Classic BELE R,

Amazon Inspector & % I R4l

"SchemaVersion": "2018-10-08",

"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",

EHREET D% Inspector BIiFELZ R Amazon Security Hub CSPM 317


https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-findings-viewing.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-findings-taking-action.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.amazonaws.cn/inspector/latest/user/code-security-assessments.html
https://docs.amazonaws.cn/inspector/v2/APIReference/Welcome.html

Amazon Inspector AriEE

"CompanyName": "Amazon",
"Region": "us-east-1",
"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z",
"LastObservedAt": "2023-05-04T18:18:437",
"CreatedAt": "2023-01-31T20:25:38Z2",
"UpdatedAt": "2023-05-04T18:18:43Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

3,
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {

"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}
},
"ProductFields": {
"aws/inspector/FindingStatus": "ACTIVE",
"aws/inspector/inspectorScore": "7.8",
"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instancelId": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{

"Type": "AwsEc2Instance",
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"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

"Partition": "aws",
"Region": "us-east-1",
"Tags": {

"Patch Group": "SSM",
"Name": "High-SEv-Test"
},
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"Imageld": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"

iF
"KeyName": "ACloudGuru",
"IamInstanceProfileArn": "arn:aws:iam::123456789012:instance-profile/

AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"

}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {

"Status": "NEW"

iy
"RecordState": "ACTIVE",

"Vulnerabilities": [

{
"Id": "CVE-2022-34918",

"VulnerablePackages": [

{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "Q",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"FixedInVersion": "0:5.10.130-118.517.amzn2",
"Remediation": "yum update kernel"
}

EHREET D% Inspector BIiFELZ R Amazon Security Hub CSPM 319



Amazon Inspector AriEE

1,
"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"

"Version": "3.1",

"BaseScore": 7.8,

"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD"

"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {
"Name": "NVD",
"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",
"VendorCreatedAt": "2022-07-04T21:15:00Z2",
"VendorUpdatedAt": "2022-10-26T17:05:00Z2"
},
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e@1b952eachbs",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"
},
"Types": [
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"Software and Configuration Checks/Vulnerabilities/CVE"
]

+
"ProcessedAt": "2023-05-05T20:28:38.8227"
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® Note
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T&RFIH T Amazon Inspector XA Sk EC2 SKAIMVRIERS. ENEBMRERSEEHRR
ZENE , ARBEREREZHETRENDENTAERHE,

FERAETREBHEDESER , AT SSM Agent BB N X FIE AT S S M EHIMITIESE S
#, Amazon Inspector BilE BRA S T 3.2.2086.0 #J SSM Agent, BEXREZELR , S H Amazon
S EC2 ystems Manager AP g EH SSM RE,

NEINEFIEESEMEE (rpm M dpkg ) £ Linux BERGRN  TEEF=ZFNARERRF. TE
X #FFM#E (RHEL EUS, E4S. AUS M TUS ) AR A&7 E ( RAREFR ) - Amazon Inspector
SQPREEETHAK , LEBREFERE. N TRELERERS (Fll0 Ubuntu) , FEEER TR
SEHRERANPETAREER.

BRERS TS HuEmReNE FETAEAEXE ETARENSDRE
X

AlmaLinux 8 Bhix¥&k CVE X =

AlmaLinux 9 Bhixi CVE X # =

AlmaLinux 10 BhiRz CVE X =
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BRIERS

M 53 Linux
(AL2)

I S Linux
2023 (AL2023)

Bottlerocket

Debian k5585
(Bullseye)

Debian fR55 25
(Bookworm)

Debian AR5 85
( Trixie )

Fedora

Fedora

OpenSUSE Leap

Oracle Linux
(Oracle)

Oracle Linux
(Oracle)

Oracle Linux
(Oracle)

Red Hat
Enterprise Linux
(RHEL)

JIES

AL2

AL2023

1.7.0 RESRA

11

12

13

42
43

15.6

10

HEBRENE

ALAS Ehiz&
CVE

ALAS Ehiz&
CVE

Bhir¥& CVE

DSA CVE

DSA CVE

DSA CVE

Errata CVE
Errata CVE
iRz CVE

Bhix%& CVE

#hix%&k CVE

#ix%& CVE

RHEL VEX CVE

EREREXE

x#

x#F

7|

X

X

>3

fim

fim

X
>
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>

ETRENEH
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fim

fim

fim
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BRIERS

Red Hat
Enterprise Linux
(RHEL)

Red Hat
Enterprise Linux
(RHEL)

Rocky Linux
Rocky Linux
Rocky Linux

SUSE Linux
Enterprise
Server (SLES)

SUSE Linux
Enterprise
Server (SLES)

Ubuntu (Xenial)

Ubuntu (Bionic)

Ubuntu (Focal)

JIES

10

15.6

15.7

16.04

18.04

20.04

HEBRENE

RHEL VEX CVE

RHEL VEX CVE

iRz CVE
BhiRzk CVE
BhiRzk CVE

SUSE CVE

SUSE CVE

USN. Ubuntu
Pro ( esm-infra
F1 esm-apps )

USN. Ubuntu
Pro ( esm-infra
H esm-apps )

USN. Ubuntu
Pro ( esm-infra
F1 esm-apps )

EREREXE

*#F

*

X
x#
x#
B35

X

X

X

X

ETRENEH
x

=
=

fim

fim

fim

fim

fim

fim

fim
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i
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BRIERS

Ubuntu (Jammy)

Ubuntu (Noble
Numbat)

Ubuntu
(Questing
Quokka)

Windows Server
Windows Server
Windows Server
Windows Server

macOS ( Moj
ave )

macOS ( Cat
alina )

macOS ( Big
Sur)

macOS ( Mon
terey )

macOS ( Ven
tura )

macOS ( Son
oma )

JIES

22.04

24.04

25.10

2016
2019
2022
2025

10.14

10.15

11

12

13

14

HEBRENE

USN. Ubuntu
Pro ( esm-infra
F esm-apps )

USN, Ubuntu

Pro (esm-infra &

esm-apps)

USN

MSKB
MSKB
MSKB
MSKB

APPLE-SA

APPLE-SA

APPLE-SA

APPLE-SA

APPLE-SA

APPLE-SA

EREREXE

*#F

fim

fim

B
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ETRENEH
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BRIERS hixZ< HrumzeNE LAREAEXE 2 ETKENARE
X ¥

macOS ( Seq 15 APPLE-SA = =

uoia )

SIEWIBRIERS: - £ Amazon Inspector #11T Amazon ECR 1318

T&R%IH T Amazon Inspector 3 F#3# Amazon ECR FEFRR[MENRIERS, SERNE
MRERZEEE THNERELNE,

BRIERS TN HNBEENE
AlmaLinux 8 Errata CVE
AlmaLinux 9 Errata CVE
AlmaLinux 10 Errata CVE
Alpine Linux (Alpine) 3.20 Errata CVE
Alpine Linux (Alpine) 3.21 Errata CVE
Alpine Linux (Alpine) 3.22 Errata CVE
Alpine Linux (Alpine) 3.23 Errata CVE
Amazon Linux (AL2) AL2 CVE
Amazon Linux 2023 (AL2023)  AL2023 CVE
BusyBox - MITRE CVE
Chainguard - Errata CVE
Debian Server (Bullseye) 11 DSA CVE
Debian Server (Bookworm) 12 DSA CVE
Debian Server (Trixie) 13 DSA CVE

TENIRERS £/ Amazon Inspector 11T Amazon ECR 133 328
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BRIERS IS HuBRENE
Fedora 42 Errata CVE
Fedora 43 Errata CVE
Minimus - Errata CVE
OpenSUSE Leap 15.6 Errata CVE
Oracle Linux (Oracle) 8 Errata CVE
Oracle Linux (Oracle) 9 Errata CVE
Oracle Linux (Oracle) 10 Errata CVE
Photon OS 4 Errata CVE
Photon OS 5 Errata CVE

Red Hat Enterprise Linux 8 RHEL VEX CVE
(RHEL)

Red Hat Enterprise Linux 9 RHEL VEX CVE
(RHEL)

Red Hat Enterprise Linux 10 RHEL VEX CVE
(RHEL)

Rocky Linux 8 Errata CVE
Rocky Linux 9 Errata CVE
Rocky Linux 10 Errata CVE
SUSE Linux Enterprise Server 15.6 SUSE CVE
(SLES)

SUSE Linux Enterprise Server 15.7 SUSE CVE
(SLES)

TENIRERS £/ Amazon Inspector 11T Amazon ECR 133 329
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BRIERS TS VTSR ge /N

Ubuntu (Xenial) 16.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Bionic) 18.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Focal) 20.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Jammy) 22.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Noble Numbat) 24.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Questing Quokka) 25.10 USN

Wolfi - Errata CVE

XIENBRERS  CIS A

T &% T Amazon Inspector X#FA T CIS AR ERSE, TENEBNMRERSKIBET CISEE
RS,

(® Note
CIS#EESEA T x86 64 BERSL., EET ARM AR L , FERETREL EZ IR EHIRE TR
B & %M BE

BRERS MR 2% CIS &R

Amazon Linux 2 AL2 3.0.0

Amazon Linux 2023 AL2023 1.0.0

XENRERS  CISHHE 330
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BRIERS IS CIS E R
Red Hat Enterprise Linux 8 3.0.0
(RHEL)

Red Hat Enterprise Linux 9 2.0.0
(RHEL)

Rocky Linux 8 2.0.0
Rocky Linux 9 1.0.0
SUSE Linux Enterprise Server 15 2.0.1
Ubuntu (Bionic) 18.04 2.2.0
Ubuntu (Focal) 20.04 3.0.0
Ubuntu (Jammy) 22.04 2.0.0
Ubuntu ( Noble Numbat ) 24.04 1.0.0
Windows Server 2016 3.0.0
Windows Server 2019 4.0.0
Windows Server 2022 4.0.0
Windows Server 2025 1.0.0

SEWIBRIERS - Amazon Inspector Scan AP

T &% T Amazon Inspector 13 APl XIFMRERS, BXEZEER , S ScanSbhomAmazon
Inspector V2 APl S Z /i,

BRIERS RS
AlmaLinux 8 8
AlmaLinux 9

FHEMIEIERS : Amazon Inspector Scan API 331


https://docs.amazonaws.cn/inspector/v2/APIReference/API_scan_ScanSbom.html
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BRIERS IS
AlmaLinux 10
Alpine Linux 3.20
Alpine Linux 3.21
Alpine Linux 3.22
Alpine Linux 3.23
Amazon Linux 2
Amazon Linux 2023
Bottlerocket -
BusyBox 1.36.0+
Chainguard -
Debian 11
Debian 12
Debian 13
Debian Sid -
Fedora 42
Fedora 43
macOS 11+
MinimOS -
OpenSUSE 15.6
Oracle Linux 8

FHEMIEIERS : Amazon Inspector Scan API 332
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BRIERS IS
Oracle Linux 9
Oracle Linux 10
Photon OS 4
Photon OS 3
Red Hat Enterprise Linux 8
Red Hat Enterprise Linux 9
Red Hat Enterprise Linux 10
Rocky Linux 8
Rocky Linux 9
Rocky Linux 10
SUSE Server 15.6
SUSE Server 15.7
Ubuntu 16.04
Ubuntu 18.04
Ubuntu 20.04
Ubuntu 22.04
Ubuntu 24.04
Ubuntu 2510
Wolfi Linux -
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ErNBRIERS

TRIIET EFFNRERGEREEFFRE,

R%& Amazon Inspector T A BEEFHNBRERSRMELE R , B Amazon Inspector #4111z
TEMNILS# EC2 EAIMIL ¥ ECR Aesl R, ENRERESIR , RINEBUNAZIFNIR
7K, Amazon Inspector X EE~HIRERSERNWREL RNNATRHEE S,

BREHNEHER , EEF-NREREFFBUREINTEH. XTEEANRERS , e T2 RMH
MWEENE. N THRESIFHERNWRERS , S#NATUMINERRPRBRIAEN R ENE
Mo AL , Amazon Inspector BJLAME LA K E B EEL R CVEs,

BRIERS hix < BFr~

Alpine Linux (Alpine) 3.2 2017 5 H1H
Alpine Linux (Alpine) 3.3 2017 11 A1 H
Alpine Linux (Alpine) 3.4 2018 %5 A1 H
Alpine Linux (Alpine) 3.5 2018 F11 A1 H
Alpine Linux (Alpine) 3.6 2019 5HA1H
Alpine Linux (Alpine) 3.7 2019 F 11 A1 H
Alpine Linux (Alpine) 3.8 2020 F5 A1 H
Alpine Linux (Alpine) 3.9 2020 11 A 1 H
Alpine Linux (Alpine) 3.10 2021 5 A 1H
Alpine Linux (Alpine) 3.11 2021 £11 A1 H
Alpine Linux (Alpine) 3.12 2022 5 A 1H
Alpine Linux (Alpine) 3.13 2022 F11 A1H
Alpine Linux (Alpine) 3.14 2023 5 H1H
Alpine Linux (Alpine) 3.15 2023 11 A1 H
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BRIERS TS BFr~

Alpine Linux (Alpine) 3.16 2024 £5 A 23 H
Alpine Linux (Alpine) 3.17 2024 £11 B 22 B
Alpine Linux (Alpine) 3.18 2025 5 A9 H
Alpine Linux (Alpine) 3.19 202511 H1H
T3 Linux (AL1) 2012 & 2021 £ 12 B 31 R
CentOS Linux (CentOS) 7 2024 £6 A 30 H
CentOS Linux (CentOS) 8 2021 £ 12 A 31 H
Debian R85 ( Jessie ) 8 2020 £ 6 A 30 H
Debian Server (Stretch) 9 2022 6 A 30 H
Debian ARS5 8% (Buster) 10 2024 £ 6 A 30 H
Fedora 33 2021 11 A 30 H
Fedora 34 2022 6 A7H
Fedora 35 2022 £12 A 13 H
Fedora 36 2023 5 A 16 H
Fedora 37 2023 £ 12 A 15 H
Fedora 38 2024 5 H 218
Fedora 39 2024 £ 11 B 26 B
Fedora 40 20255 A 13 B
Fedora 41 2025 11 A 19 H
OpenSUSE Leap 15.2 2021 12 A1 H

FrEmRERS 335



Amazon Inspector

RAriEmE

BRIERS

OpenSUSE Leap

OpenSUSE Leap

OpenSUSE Leap

Oracle Linux (Oracle)

Oracle Linux (Oracle)

Photon #1ER S

Photon #1ER S

Red Hat Enterprise Linux (RHEL)
Red Hat Enterprise Linux (RHEL)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

JIES
15.3
15.4

{555

12

12.1

12.2

12.3

12.4

12.5

15

BFr~
2022 %€ 12 A1 R
20234 12 A7 H
2024 £ 12 A 31 H
20213 A 1H
2024 £ 12 A 31 H
2021 €12 A2 H
2024 £ 3 A1H
2020 £ 6 A 30 A
2024 £ 6 A 30 A

2016 6 A 30 H

2017 5 H31H

2018 3 A 31 H

2019 %6 A 30 H

2020 6 A 30 H

2024 £10 A 31 H

201912 A 31 H

FrEmRERS
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RAriEmE

BRIERS

SUSE Linux Enterprise Server

(SLES)

SUSE Linux Enterprise Server

(SLES)

SUSE Linux Enterprise Server

(SLES)

SUSE Linux Enterprise Server

(SLES)

SUSE Linux Enterprise Server

(SLES)

Ubuntu (Trusty)

Ubuntu (Trusty)

Ubuntu (Groovy)

Ubuntu (Hirsute)

Ubuntu (Impish)

Ubuntu ( Kinetic )
Ubuntu (Lunar Lobster)
Ubuntu (Mantic Minotaur)
Ubuntu ( Oracular Oriole )
Ubuntu ( Plucky Puffin )
Windows Server

Windows Server

JIES

15.1

15.2

15.3

15.4

555

12.04
14.04
20.10
21.04
21.10
22.10
23.04
23.10
24.10
25.04
2012 &

2012 R2

2=~

20211 H31H

2021 12 A 31 H

2022 £12 A 31 H

2023 £ 12 A 31 H

2024 £12 A 31 H

2017 4 A 28 H
2024 4 A1H
2021 7 H22H
20221 H20H
20227 HA31H
2023 7 A 20 H
2024 1 H25H
2024 7 H11 8
2025 7 A10 B
2026%1H15H
2023 £10 A 10 H

2023 £10 A 10 H

FrEmRERS

337



Amazon Inspector ArfEm
XENREEES

AF 5 H T Amazon Inspector ZEHHREIES.

TEMNRIEIES  Amazon k& EC2 RERE

ERESEAENTDESF EHTTARERMAT , Ama EC2 zon Inspector B i XX A T RBIES. Ax
BFZER , FRALRERE,

® Note

Amazon Inspector 27 Go M Rust PHEBE T E&RE. ATHENARFNREEZIES mF
BRI RMRAB| A 7 X LRI

- C#

+ Go

+ Java

» JavaScript
« PHP

* Python

* Ruby

* Rust

YTHEHMNREIES : Amazon EC2 i ZERE

£ 53 EC2 Linux 3241 L TRER ER MR | Amazon Inspector B BIXF U T RIBIBES. BXE
ZER , BZE Amazon Inspector N EF Linux B & EC2 SEHIRER &,

- Java ( .ear, .jar, .par Ml .war FE#ER )
» JavaScript
+ Python

Amazon Inspector £ Systems Manager Distributor SpEE 4 , MEX B Z# EC2 SKF# TR
ARE,

XFEFNREES 338


https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agentless
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agentles

Amazon Inspector AriEE

® Note
Bottlerocket BER AT RERE,

ERITRERERN , Systems Manager Distributor 1 Amazon Inspector #4703 1% &K I 5 i#h
EC2 kRS, B Systems Manager Distributor XIFHIRERENEE |, 2 H (Systems
Manager AF{EM) PR ZENRESFEEMEN,

XM RIZIES : Amazon ECR A1

Amazon Inspector 7£33#§ Amazon ECR 7 FE R B 22 &Y B 51 XIS A T REE

il

(® Note

Amazon Inspector A&7 Rust FRB T ELERE. ATHWENARFNEREIES HIERR
AT XERE, XFEHChainguardERPythonR FHFEF , Amazon Inspector &1 51 ]
EBENZSTHREEREREER 25,

- C#

+ Go

- Go TE#%

+ Java

+ Java JDK

+ JavaScript

« PHP

« Python ( ‘@¥EChainguard @48 )
* Ruby

* Rust

XEFIEITES

¥ BT Amazon Inspector X#FHIZITHI RS,

XHENRIZBIES : Amazon ECR 11 339


https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor.html#what-is-a-package-platforms
https://www.chainguard.dev/libraries

Amazon Inspector AriEE

T EIEITR RS . Amazon Inspector Lambda FrAEFT

XNFEFAE Lambda BB AERE=ZLFH4TPREFERAN TUEANHEEIES , Amazon
Inspector Lambda ¥r&E# B B FU T ETHRRE ¢

® Note

Amazon Inspector A& % Rust PHEAHE T EEERE. ATHENRAREFHNREZEESHIFERNR
25| AT IXLERIE,

+ Go
* gol.x
+ Java
+ java8
* java8.al2
* javali
« javal7
* java21
« NET
- NET6
« .NET8
* Node.js
* nodejs12.x
* nodejs14.x
* nodejs16.x
* nodejs18.x
* nodejs20.x
* nodejs22.x
+ Python
* python3.7
» python3.8
» python3.9

FHEMIZITR RS : Amazon Inspector Lambda #R A 340
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* python3.10
* python3.11
* python3.12
* python3.13
* Ruby
* ruby2.7
* ruby3.2
* ruby3.3
+ Custom runtimes
« AL2
« AL2023

T EIEITR RS . Amazon Inspector Lambda X183 #H

M FERW Lambda HBAERRBEFREEERBAN ATAEANHEEZEES , Amazon Inspector
Lambda XBHABE X FUTETRRE -

+ Java
+ java8
* java8.al2
 javali
« javal7

« NET
« NET6
« NET8

* Node.js
* nodejs12.x
* nodejs14.x
* nodejs16.x
* nodejs18.x
* nodejs20.x

+ Python

FHEHMNIZITR RS : Amazon Inspector Lambda {A#B 133 341
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* python3.7
* python3.8
* python3.9
* python3.10
* python3.11
* python3.12
* Ruby

* ruby2.7

* ruby3.2

* ruby3.3

FTEMNIETIRRS : Amazon Inspector Lambda X #2133 342



Amazon Inspector AriEE

{£F Amazon Inspector

Al Amazon Inspector 2% & = Amazon Inspector API £ Amazon Inspector, HR&EEHA
EAKFHOAERAEEE | NZKF 8 Amazon Inspector ¥ B35,

mREERAEANKFE Amazon Inspector , ZIKF AT ERMEREFEER. A , ZKFHOMRE
Amazon Inspector IR EEFEMIBR , DEIEERFZM, BUERANARFELRIN,

L YREH Amazon Inspector I &7 EC2 1338+ , Amazon Inspector £MIBREAT SSM Bk :

* InspectorDistributor-do-not-delete
* InspectorInventoryCollection-do-not-delete

« InvokeInspectorSsmPlugin-do-not-delete, Bt4\ , B ILKREXZ %K Amazon Inspector
SSM FEH-HMNEKFTE Windows EH LB, BXEZEER , $5H AEWindows EC2 3£4,

® Note
{2 A Amazon Inspector /5 , BT 2BE£ RS KR, T3 , EBRER T AEFHBUE Amazon
Inspector,

BXRIMAFEATERENABRENEE , FSREATHERE,
FRFA
BIEEKFRE | FERUTEM :

« MEREMIKF R —/NHRIZHE Amazon Inspector I~ |, N AT LARERTE H Amazon Inspectors

- MRERZKFIRERWRIKF, , WFEEA Amazon Inspector, AKX R R ALNERIRE B
AR A Amazon Inspector,

- MREBRALNEREERR , MXATUERBRIERAKSHXKE , RET8EEMA Amazon
Inspector,

- WREHIK S B Amazon Inspector E Amazon Organizations SREEEE | N @S T D
Inspector 2 F| A API FAKRBREENFAEEE, ESH Amazon Inspector 7R E | BATHE
WALABER |, FHBET Amazon Organizations ##| A= API HREZERA T, BALEN Amazon
Inspector #H| A APl AT ZALARKEENITHEELE,

343


https://docs.amazonaws.cn/inspector/latest/user/deactivate-scans.html
https://docs.amazonaws.cn/inspector/latest/user/disassociating-member-accounts.html

Amazon Inspector AriEE

® Note
LB B REE R 515 A Amazon Inspector i , H&E AR AL B3hEESE,

ERHRALBEEERN Amazon Inspector

WMREE Amazon Organizations KEEFEEH K~ I/ H T Amazon Inspector , M4 A Amazon
Organizations &&= API 2 Inspector. X R IKF MELEE R L EBET Amazon Inspector 12l
A API ZARBEEENREER,

ERNBEEENTK A Amazon Inspector , iHHITLTIRE -
EHEBEERN Amazon Inspector /5 F

1. &3 Amazon Organizations EEIK SRR EE R K,

2. EHRALBER , FEEZH Inspector WX FHBMABEPRIIENZH, BUNMEHFRBERNE ,
NEFEANPAEXREEZANKXSE,

3. Amazon Organizations fF B3I M A BEZEE , Amazon Inspector FFE 2 MK~ R EFAEENH
WA,

AXRERRDEALBENIEMIA , 25 Amazon Inspector BLZE Amazon Organizations X #4,
(® Note
HEFALBERSERF 7 EN , XEKF2REBHE ST Amazon Inspector IRE ( RI#E LK

BANKESEASER ), XEKFTEZZBERENER , AT REI RN EER
SREEMIH Amazon Inspector % &,

£ H Amazon Inspector

® Note
£ 158 Amazon Inspector 28l , BERES HIBAERN,

ZRAMALABEEEN Amazon Inspector 344


https://docs.amazonaws.cn/inspector/latest/user/findings-managing-exporting-reports.html

Amazon Inspector AriEE

Console

E{= /A Amazon Inspector

1.

2

API

~—

=1

FRENEIEES , ARABTE hitps://console.aws.amazon.com/inspector/v2/ home 3T FF
Amazon Inspector #2414,

FEHATEA LAK Amazon Web Services [X1F i£1F85 , EFEEH Amazon Inspector B [X
/8

ESMBERT , EFENRE,

1E$Z1ZH Inspector,

HIEIARTRE , EXREFRAER , RFEEFEA Inspector,

( #%E ) £LEE A Amazon Inspector WENMNXIBHES X LS R,

T2H API"21#E, EiERS | 24t IDs BEFEEC2, ECR, LAMBDAARIMKF , KA

KresourceTypesEEAMEHAENKS , XfFHERZKS .

£/ Amazon Inspector 345


https://console.amazonaws.cn/inspector/v2/home
https://docs.amazonaws.cn/inspector/v2/APIReference/API_Disable.html
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Amazon Inspector BL &R

¥ 5| H 7 84 Amazon Web Services X139 Amazon Inspector Et#i.

L9l BIAE wig

B 3 T P 10000 5 Amazon Inspector
TIRETE A K o< ER
MY B B K P R K

HE, WRHET
Amazon Organizat
ions MY BLER

HHIA N 500 X EHE Amazon
T P A] R 17 B SR AHD
HANBE, BTE
ERESEHM.

Amazon EC2 WM& FZE &I 10000 /> Amazon K #Y
B K Amazon EC2 M
KPERNBE, &
TEBERRERSE M,

CIS H#HE & 500 CIS HH#HE BRI & A
B, BEEFERRES

BL &

H x5 Amazon Inspector Classic #8x L& S , i5Z 1 (Amazon Web Services —figZ%) &
#9 Amazon Inspector Classic [R5 Ei#l. B>x5 Amazon Organizations f8X B ESIEK |, HSH
{Amazon Web Services —fix5#&) H 8 Amazon Organizations &35 Ei &

346


https://docs.amazonaws.cn/organizations/latest/userguide/orgs_reference_limits.html
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https://docs.amazonaws.cn/general/latest/gr/inspector2.html#limits_inspector2
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Amazon Inspector AriEE

X 35 A i R

AEBIEWREERT Amazon Inspector 1 Amazon Inspector Scan ik R, ©i&BFEE R
£ Amazon Web Services X5 & Amazon Inspector ZhEEHI &R, EEE Amazon Inspector B
Al /| Amazon Web Services X5 (V& , i§ZH I Z# Inspector L imT7 2 M EL &I Amazon Web
Services —flSZE,

Amazon Inspector BY BRI

THRETT Amazon Inspector B fRS5I% . Amazon Inspector ¥ 2B in B B =2
inspector2.Region.amazonaws.come

Xigad XE = Y
EEZKRE us-east-2 inspector2.us-east-2.amazonaws.com HTTPS
(BxH

M) inspector2-fips.us-east-2.amazonaws.com HTTPS
EEZKRE us-east-1 inspector2.us-east-1.amazonaws.com HTTPS
(#HFRE

WML inspector2-fips.us-east-1.amazonaws.com HTTPS
B )

XE®EE us-west-1 inspector2.us-west-1.amazonaws.com HTTPS
( d&nF

BRI ) inspector2-fips.us-west-1.amazonaws.com HTTPS
EZEHEE us-west-2 inspector2.us-west-2.amazonaws.com HTTPS
(BN

M) inspector2-fips.us-west-2.amazonaws.com HTTPS
JEM (FF af-south-  inspector2.af-south-1.amazonaws.com HTTPS
.

=2 ) 1

WAHKX  ap-east-1 inspector2.ap-east-1.amazonaws.com HTTPS
(&%)

Amazon Inspector B iR %% = 347
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