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https://docs.amazonaws.cn/inspector/latest/user/findings-understanding.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-resources.html#scan-types
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® Note

KRIMERT , YEHE Amazon EC2 At , 2B ERAESHEERESN, EXEZER
BSRLRERE,

Amazon ECR i

5E Amazon ECR 13#/5 , Amazon Inspector &8 A E EMER PN EELARIEBSFHEE
HRAERABEARNEREEE, S LUARNIIRER BN NEHENARRBEIHER
EEPAREENFHE, ROAET X 14 RAEERT X 14 KAERWAMER G, BRIANER
T , Amazon Inspector 27 14 RASKEEIRE G |, iR BT AR E®R, < Amazon ECR 3
HNEZEER , 55 R RA Amazon Inspector 333 Amazon Elastic Container Registry 7 858k
o

Lambda #r/ER#

BUE Lambda #R/E3#E , Amazon Inspector & X IE M F A Y Lambda EREH BN 113 #IX
LB ERMEEE. Amazon Inspector 2EZEBHHY Lambda BB FMER I HBHTIHE , HEE
FHEEAMFNELRBFMREEBA () CVEs RN EHBHTEFH M. BHX Lambda HBIPHENESE

B , %2l A Amazon Inspector #1711 Amazon Lambdas
Lambda ¥r A3 # + Lambda B3 #E

ZIEWLE S T Lambda ¥R/ M Lambda RE313#. BUE Lambda KBS , Amazon
Inspector 2 ZIEM 7 HH Lambda BHKEFE , HAWEHNAREFSKBIFREEFEERBAR
551, Lambda RIEBIEHELEE Lambda P BEENNARFENRE , UERKBMREME, S0
BERBCEXAMEAMER, BXEZELR , i85 Amazon Inspector Lambda {31,

b Ok ]

& 0] LABE R BE Amazon Inspector AR A, BUEHHEZEAE T , Amazon Inspector ¥ 37 BIFF #4 £ X4 43
HREPEFERHNERER, UTHRRERERT SHAERE .

S EC2 3

HRBERENEN EC2 LA IREAEHE  RAEBRABBESENZLE LGP RENFANHITHER.
BUE L H#ERE S | Amazon Inspector 2B EIK - R ERFESRENES , UERHEPREFLERE
F /50 7% T8 1 ) 4% B SR M 8] &

Amazon ECR 13#

BURER#RE 8


https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agentless
https://docs.amazonaws.cn/inspector/latest/user/scanning_resources_lambda_code.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-ecr.html
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BHE#EREF 2 Amazon ECR FHYARRRMK, BURLLHEHEREN , AILRAREEMROPHEEE
REMERTHEE R N HEEE,

Lambda #RAEE 1

Lambda ¥R/EHR#E R BRIA Lambda 38K A, BUE Lambda trEREE | IXREKF BRI E 90 KA
BHAREFFTE Lambda REGHTHARE | LEREFRREEERERE,

Lambda X3 1H

Lambda RBHEE LM Lambda WBFHEE LN ARFRE, BE Lambda KBEHRE |, FXHE
Tk it & 90 RABASHERMAIFTA Lambda BB THE , AEREHERERFERLIFE,

(® Note

O] LA UEE Lambda #R/ERHE | BRI LARIRBUE Lambda $r/E33## Lambda X183
o

EFSEM THRATANEHEER | FSEEH Amazon Inspector BRI EE R R, AT NE T A&
Amazon Inspector FBUEHHEEE,

BB

MRER Amazon HLAFT Gk Inspector WEIXEE A , WA LA A B Amazon Inspector inspect
or2-enablement-with-cli on FF & #9 shell BIZAx B 31 7 24X ZANK 7 B A& f Amazon Inspect or
HEEAE, GitHubEN , EEIEFEEZKAHER TR LERF , i5ELL Amazon Inspector ZHEE
BERGOHBEREERATISER,

Console
BUEHE

1. 7E https://console.aws.amazon.com/inspector/v2/ home F 3T FF Amazon Inspector &l &
2. fERATEALAKIER Amazon Web Services X3 8% , R EREMREREHXE,

3. HESMERTF , ERK/SEE,

4., EKFEENEL , ERENHBEABERENKS,,

5

6

ERBE  AREBRERENAMEER,
(#%F ) EERTZEHE RS Amazon Web Services X8} SBHPES XL,
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https://docs.amazonaws.cn/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
https://docs.amazonaws.cn/inspector/latest/user/scanning-lambda.html#lambda-code-scans
https://docs.amazonaws.cn/inspector/latest/user/scanning-resources.html
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.amazonaws.cn/inspector/v2/home
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API

ZE1T/E A APII21E, EiERS |, B IDs BEAEBEFRENKS ., SRSHEUAR—IHS
NEC2, ECRLAMBDA, i , LAMBDA_CODEresourceTypes i BURZE RN,

5 Amazon Inspector 3L & EC2 3L/l

Amazon Inspector Amazon EC2 3£ MG EC2 SLHF I THE , RAEBNABEENZELE
PR F N 1T . Amazon Inspector 2PRAEEHIP R A FEEFSRBMMEAAKEE , A
BEKFAERI. Amazon Inspector F 24 /NEHHIT—IXMEZ AR HERE | HBRESSSAIREKNIEHE
FAERAENTE#HTHEIREAE, EC2

EFamEIREIUAERAETRESTRENAEG EZRIT. XHMEEAEERE T Amazon
Inspector FMAI AR AATET EC2 SRHIMERGEFUAHITRELREAE. ETRENPAELR SSM
Agent WEHM4EE | TREHHEFEA Amazon EBS REBEIRERM4EE,

Amazon Inspector AN K BUENPAE S E. BIXEE Amazon Inspector Bt , BRIk < BzhiE
MEARHER BEEAXAAES R, T , BULRER EREE, AXRIMTBIERBERY
BR , BSRABEHEZERE, XTRMHEX Amazon EC2 HENER.

(@ Note

Amazon scanning A2 EC2 A SEMRERRNNHREE R , IEXEEREBITRE
RERBEN. Bl , BTHE/var/lib/docker/EE R TASBETHE , REFTEXNE#
THEH,

ETRENAE

EFMEFERHNEF L , BINFEH SSM REFEHNTETRENAE, XTETRENS

# , Amazon Inspector £ SSM XEX AR B X X B ZRWAGNEFIRERHFETELE, BRT
NIREREEFEHTERFSHEAMES , Amazon Inspector EF R E KT #3E 7] LLUET Amazon
Inspector 33 B F Linux BT L LF# TRARE EC2 |, RMETF Linux BEFIFR I N ARFREE
SORBFEERFERE,

AR 22 HEA T Amazon Inspector 2fAIfE A SSM IR FEMPTE TRIEMNAE -

1. Amazon Inspector 2FEEHIMKF FEIER SSM XBX , MEMNEFIRIREFE, W FRLESSHIHKR
( Windows H Linux ) , XEXBRSELENEH EREBR/UEUREFE,

EEHH#H Amazon EC2 SE4I 10


https://docs.amazonaws.cn/inspector/v2/APIReference/API_Enable.html
https://docs.amazonaws.cn/inspector/latest/user/findings-types.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agentless
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#scan-mode
https://docs.amazonaws.cn/inspector/latest/user/activate-scans.htm
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2. Amazon Inspector £ SSM \EHIHREEFEEE.
3. Amazon Inspector 2 T EREME SR |, F XN BN EAREERBERIN,

® Note
NFEFREMNAME , Amazon EC2 LHI45H SSM B, Amazon Web Services i F°

RS 5B =41
MR SSHIHE R LT &4 , Amazon Inspector FERAEFREN A ENE#THE

. uﬁ-ﬁﬂgﬁiﬁﬂﬁkfﬁ G, BXRIENWRERSIIR , iS5 Wthe section called “ZFHIRIER
: Amazon EC2 AN ETFREBN AR ZEF5,

« Amazon Inspector HEBRIFE R 2F1Z3546] EC2 HEBREHE TR 25
« Z3Rflh SSM B, AXxBMIEMEEZNENHA , HSHEE SSM K,

ETRENPHEITH
FRETREMNIPESER , Amazon Inspector 2 LA TNER T B3 EC2 £4MFHRBHEE

- HIBFZEHF EC2 EHIRT,
« HBEIAH EC2 324 ( Linux M Mac ) EREFHE 4T,

3 Amazon Inspector ZEEHIEE PR IMFTHNE L RBAMX LB O (CVE) BB Y , % CVE 5&1
EC2 3£4l ( Linux 1 Mac ) 8%,

BTG , Amazon Inspector 2F 3 EC2 SEHIRY “ BRIt A" F&, LfF , 2 Amazon
Inspector ¥ SSMBHEAT ( BRIANRE 30 8 —K ) , REHTEMEHIAFH CVE BARME
Amazon Inspector BiEFEMHFEE MM XN , EXPABNEFZFERRSEN.

A LUB K - EE R E R EC2 KHIET R AEAListCoveragem T EE LIRX K HI# TIRBAEN
B[] o

Bi& SSM K&

7 71k Amazon Inspector fFRAE FRIEBHNFAB S EZR NI S# EC2 EHIMNRMRE |, Z =] 4;m
5 Amazon S EC2 ystems Manager (SSM) FHFEELHl, SSM EEXRFIELEHZ1TT SSM K

ETFRENEHE 11


https://docs.amazonaws.cn/inspector/v2/APIReference/API_ListCoverage.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/managed_instances.html
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B SSM ENEBZEA., MRECKELA SSM REERM , BATLFHRITHML R , BNAF1A
ETRENEH,

ZIAERT , SSM REZEHERFER L Amazon REHE (AMIs) 82K EC2 =l L., BEXEZE
B , 2 Amazon Systems Manager AAF#EMHHXT SSM K#E, ER , BIFE4L%LET SSM K
B, BT EEFHECE SSM RE |, HIRF SSM EELHIHIER,

LRI BaAER IAM EC2 SEHIELE SIS Amazon SEHIEE N E SR, XESBRERME T
@ Amazon Systems Manager Al F 5P E L ¥ 4E B 5EE,

B AN SE I BL B ST R, BEA AmazonSSMManagedinstanceCore 5RBg, bR EEHHA Amazon
Inspector EC2 A FrE MY FT B X BR,

(® Note

EETLAER SSM RN ERRE B3 EE A EC2 XHIRY SSM , MEFEMEA IAM 3£41
BEXH, BXEZER , FEARUAIINEERE.

3 Amazon EC2 324l & SSM

1. NMRBERGEHBEEAZE SSMRE | BERE, BXEZEL , BHSHAMEH SSM RE,

2. Amazon CLI EARIE SSM RERBIEEZT. BXEZER |, BSRAKE SSM REREHE
R,

3. [ SSM RFEERFIANR, BRI LUBEN I IAM SEHIELE 34 HfF H M 02 3= 415k % F 48
RIPR, AR AmazonSSMManagedinstanceCore & | BN %K EHE Amazon
Inspector 33 FTEM SSM Distributor, SSM Inventory 1 SSM State Manager X R, BXx8I&
BAIXENBRASEHIEE X4 H G EM RS FIAYRER |, ES 5N Systems Manager Bt & L4
R

4. (WL ) BUE SSMREWNBEH. BEXEZER , BSHE B3 EFH SSM RKE,

( AT ) K Systems Manager Bti& 7 £ F Amazon Virtual Private Cloud ( Amazon VPC ) % &,
BXEZEER |, BESHEIE Amazon VPC i &

/A Important

Amazon Inspector EE R - 1 EH Systems Manager State Manager S<Bx = £k
ERHNRAEREE, METRFEEMBIRE , Amazon Inspector 2 BEIBIE—NE R
InspectorInventoryCollection-do-not-delete Hy3<BX,

ETFRENEHE 12


https://docs.amazonaws.cn/systems-manager/latest/userguide/prereqs-ssm-agent.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent-automatic-updates.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html
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Amazon Inspector A FEERFHERYL , WRTEFEMNRS , M&BzEIE—1NE R
InspectorResourceDataSync-do-not-delete WREZ$, BXEZER , HSH
Amazon Systems Manager F FP¥g§&E & E@Eﬂlﬁiﬁiﬂ’]’ﬁﬁ??&ﬁﬂ*ﬁo BANKF A ESXEH
E—EHENRRBERS, BXEZELR , B2 SSM m L ABRFHERBERILTHHRAK
& ( Amazon Web Services ik BN X1 ) 5

NP CIERY SSM IR

Amazon Inspector FEZLNKFA P EFZL SSM BIRFTEZETIL S EC2 A, UTRERER
B5E Amazon Inspector EC2 #8121 :

® Note

W RTE 7B IK - BUE Amazon Inspector Y S#h EC2 33 ThAERHIBR 71X & SSM &
R , Amazon Inspector FE T — M ARBEREZHZEHIZEA.

InspectorInventoryCollection-do-not-delete

X2 — Systems Manager RSB E S (SSM) <Bk , Amazon Inspector £ © MK 2
EC2RHINERHUNARERFEE, WRENKFELEATM Instancelds* FIREF LR SSM
XBX , Ml Amazon Inspector FFERZx<BM A2 EH S 8IE,

InspectorResourceDataSync-do-not-delete

X2—MERBIERL , Amazon Inspector A ERFUEN FEFHIBENENIL S# EC2 K4
KIEBIT I3 Inspector EH Amazon S3 . BXEZEE , 5 H Amazon Systems
Manager AFEEHAMREZTEN R REERS,

InspectorDistributor-do-not-delete

1X & Amazon Inspector A T3 Windows SKHI#Y SSM XBk, LEXBEXRTE Windows 326l £ &%
Amazon Inspector SSM . MRHHXHFELEPMBER , MERBEFET —PNREREREHZ

|+
KT,

InvokeInspectorSsmPlugin-do-not-delete

X & Amazon Inspector A F#3## Windows EHI#Y SSM <Bk, LB Amazon Inspector A LA
FRAZABEHEDAE , BEATUFERAERRETHE Windows SKHINBEE L ERE. BXEZER
B2 5 3 Windows =43 & E B E L it Xl

ETREHAH 13


https://docs.amazonaws.cn/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.amazonaws.cn/general/latest/gr/ssm.html#limits_ssm
https://docs.amazonaws.cn/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/sysman-inventory-datasync.html
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InspectorLinuxDistributor-do-not-delete

1X & Amazon Inspector A FILS# EC2 Linux REKREHR SSM XBk, HXEBKRTE Linux 26 £%&
% Amazon Inspector SSM & #

InvokeInspectorLinuxSsmPlugin-do-not-delete

X2 5# Inspector AT S# EC2 Linux REKRER SSM XxBk, It<BifE Amazon Inspector
AR ZE G B s,

(@ Note

L {R= A Amazon Inspector I G EC2 R RERER , SSM BRFRFF
BInvokeInspectorLinuxSsmPlugin-do-not-delete#iAH.

ZAREFHE

HENK LT REABERXE , Amazon Inspector 2 HFERAHNEPIEALTREBRAKS £, BE
AEEXIRETRENERENAHE , A BEELBUE Amazon BN 2B831ER, EC2

N FFAREME , Amazon Inspector £ EBS HREBM BB SEFIWNERHEE, TREBHBEASXEHIH
THE  BHRAEERERGEFSNINAERFFEEEESEREIRE.

@ Note
A Linux XPIREFEENAEFAEESIREN , TRESZSPAMMETAHRE , mE
FREMNAB I HEBRIAREZMETEAmazon Inspector I EF Linux AL D #hSEHIH TR AR
EEC2HEENHMIRE, XARS2SBE—IMRFAETRNAELRN , EABRTERER
ETRENFEZEREALKRESL EZHTAE,

AT 3218 T Amazon Inspector 20{a/ £ EBS REBUREFTEMMITERERHE -

1. Amazon Inspector 2 A K INEIZ BNV IE B LI E — EBS 1R, = Amazon Inspector fEREHY ,
MBI ELNIKS S | 268 InspectorScan FRZEEHITIRIC , FHERAME - ID FERIR
Z1E,

2. Amazon Inspector £ EBS Dire ct NREBHRZEIIE , APIsHITREH 1TIRBITM, $3TEAR
MBI ER , MEERBFERI,

TREFTHE 14


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-accessing-snapshot.html
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3. Amazon Inspector iR E1E EHI K - A2 H EBS R,

FaFHE=H

MRLHIHE R LTS , Amazon Inspector B TR IR A A H 71 -

- ZRHBIEEXEFNWRERS. BXEZER , 1S Hthe section called “TIFMIRERS - Amazon
EC2 HE"MNETREMNPAEIZF%,

o ZEHIMIRA A Unmanaged EC2 instance, Stale inventory = No inventory.

« Z3EfHIH Amazon EBS X # , EEUTXHREER 2 — :
« ext3
* ext4

 xfs
o FLBE Amazon BEBRFREF1ZEHI EC2 BERREHE 25,
o EEIZEHANEHENT 84, HEXNMNIFHEFT 1200 GB,

ZREEMITH

LIBHNIKFEE NESHE# , Amazon Inspector 28 24 N FAEZHENZHM TR ETRENS
#. Amazon Inspector B/ E LSRN MBI F S REFHZHF , HPITFEEE SSM REBHFTE
B, HEIRSEEHR N SSM_UNMANAGED IR B L4,

2 Amazon Inspector E LR EHEFHEHEM EC2XHIIRENHY R ERRT , Amazon Inspector ZB&E#H
ZRFIE “ EXRFPERE FKR.

A LUB K EE N E R EC2 SKHIET <R EAListCoveragem T EE LIRX KHI# TIRBRAEN
B[] o

BEAEKEN

K EC2 AR NRE T Amazon Inspector ZEZRRIIK 7 1T EC2 HERFERAMERE F X, &
AN “EHIRE” TH “EC2HERE THPEFLKFNAEEN, MK = Amazon Inspector
EMEEREAATUEREABEN, HEFEBEERREN Amazon Inspector ZIREE AR , REKXHE
PARWFIERAKFIREIZFAEER . Amazon Inspector EEUL THEE :

ETKRENAE - EHAEERX T , Amazon Inspector ERBEFSREMEXREAETRENS
HHE, WABEREHEEKS RH SSM TERF , EEFL S TARHEFEEE |, ImRHN
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https://docs.amazonaws.cn/inspector/v2/APIReference/API_ListCoverage.html
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CVE XKW E R, ETREMNEHEETURNFERAHNKAFIRME Amazon Inspector RERE. X
REFTHUEIK P BV RN R

BERAE - ELHAEERXT , Amazon Inspector FESFERAETREMEREN A ERABERFER
W WFREHBERE T SSM RIEMFE MK EC2 324 , Amazon Inspector FERHEFRIEBH %,
FHFAZ SSM EENFAZHEHSES , Amazon Inspector FFX &4 B H EBS XM EHIERT
REFHZE,

BAEER

1. FRENEIEES , AT hitps://console.aws.amazon.com/inspector/v2/ home F 37 Amazon
Inspector & &

FAREA L AKIEE Amazon Web Services X5 28 , R EE X EC2 HHERHV X,
ENESMERY “EREE” T , BFEC2 HFRE.,

EAEEXT , EEERE.

ERE—MEEN | ARERRTFELR.

o M 0N

M Amazon Inspector 33 # HERR S 451

AILAEF InspectorEc2Exclusion 48R Linux Al Windows SEHIRINFRE | M HHEBRTE
Amazon Inspector HESEE 2. BEHRZERTEN. BEXANMFENEL , FSHEGIEEN
Amazon EC2 &R,

LR EBIR RS LU H BEBRTE Amazon Inspector 33 #5SEE 2 /A8t , Amazon Inspector £3F1Z 3K f#R
iBHEHR , BEF4REMERELI, BK , Amazon Inspector SSM A F ALK IAAR, EfsLER
Rizsadt , 290 h B SE A TR R IR

(® Note
BT TN HEBRBY KB 52

A BETLUE S AARSARIE A T IR ZEH Amazon KMS 248 |, JSNZH EBS BHEBRETRE
A#EZ 5. InspectorEc2ExclusionBXEZER , FZRAKILEH,

M Amazon Inspector 333 F HEBR LI 16


https://console.amazonaws.cn/inspector/v2/home
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/work-with-tags-in-IMDS.html#allow-access-to-tags-in-IMDS
https://docs.amazonaws.cn/kms/latest/developerguide/tagging-keys

Amazon Inspector AriEE
TENERERS

Amazon Inspector £33 XM Mac, Windows # Linux EC2 Rl REFERERZESFHIRE,
tF Linux 3£ , Amazon Inspector B] LA Amazon Inspector 3T EF Linux AYE 5 3#h 243 17 5R
ARE EC2 ERNMARFHEEESSINAELRI. T Mac Ml Windows 4l , RIAERERGER
Do

BRZFNRERSGNEE , 2ELE SSM REATHBEMLRERS |, 55 HAmazon EC2 LAY
REE,

Amazon Inspector X ETF Linux By 5K FIH# T RARE EC2

Amazon Inspector 7 KT 5 EC2 AN EBESFLE , FFREREBEEN. BIRER

& , Amazon Inspector B LA M E F Linux WL S# EC2 KN ARFRFEES SHRGIR

. Amazon Inspector 2FAHRRES LENRINER, B2 , RTHRIABERT Amazon Inspector 3
HEVBE R | BE A BAEL B B & LB,

@ Note

AREEMATHNEEREE RERFEARERE, B2 , EXJCESEAEE T
ssm:PutInventory #l ssm:GetParameter RN AR,

RTIRETF Linux B S# EC2 KB ITREREIH , Amazon Inspector £ FiEiE Amazon
Inspector SSM B W ERNEIE. 7 T EE Amazon Inspector SSM 4 H XS Linux T RER

& , Amazon Inspector & B EZHI K ]2 SSM KBk InvokeInspectorLinuxSsmPlugin-
do-not-delete, Amazon Inspector & 6 NETMEHE T Linux WIS % EC2 k45U 52 37 #Y 57
BEFERF.

® Note
Windows = Mac = FZIFRERE,

FTABWMAEE Amazon Inspector XL Li#h EC2 SKHIMRERE |, BRI H L S# Inspector i&
a =

S
B B ENREEE,
£}

- TRREARERSE
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https://docs.amazonaws.cn/inspector/latest/user/deep-inspection.html#deep-inspection-paths

Amazon Inspector AriEE

« Amazon Inspector REREN B E LK E
+ Amazon Inspector JRER EH B E X it XI
- XENREIES

TESERRERE

(® Note

STFIE 2023 F£ 4 B 17 B Z2/E85E Amazon Inspector K |, SRERELERN T D# EC2
HEN — 5 B3EUE,

EERERE

1. FRENEIEES , AT hitps://console.aws.amazon.com/inspector/v 2/lhome F ] F Amazon
Inspector 2H|&

2. MNEMBEERPIER “BEIIRE" , AF%E Amazon EC2 HIRE.,
3. 7 Amazon EC2 RHIFVRERET |, BuLl N EWALAS BECHWIKFIEE B E KR,

IBALAE A GetEc2 DeeplnspectionConfiguration APl BA4RFES AR & B ANK P HBUERS . BA LU
F BatchGetMemberEc2DeeplnspectionStatus APl LA4RTEF R & SN IK F B EER S

WMEREIE 2023 F£ 4 B 17 B ZHIEUET Amazon Inspector , T 7] BUB T 12 4 & #4118 =X
UpdateEc2DeeplnspectionConfiguration APl BiEREKR E, MRS ZF Amazon Inspector ALY
EREER , NATLAER BatchUpdateMemberEc2DeeplnspectionStatus API 3 B © F AL & K /7 80E
RERE,

& A LUES UpdateEc2DeeplnspectionConfiguration APl B RRERE, AATHRKAKF T EER
REKRE, At , KEKFXIABEEZREE AR BatchUpdateMemberEc2DeeplnspectionStatus
APl £,

Amazon Inspector JRERER B E LKE

B LORIE B E B |, 1k Amazon Inspector TR AR ERMY Linux TS # EC2 IRt H#H TR,
LIRIGE B E NIRRT , Amazon Inspector 2B ZE XK EFNAE FERXRPHEF S,

FIEKFHANENRS 5 MNEENBER, AANBTREZRATUENL 10 MEE LB,
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https://console.amazonaws.cn/inspector/v2/home
https://docs.amazonaws.cn/inspector/latest/user/deep-inspection.html#deep-inspection-paths
https://docs.amazonaws.cn/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.amazonaws.cn/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.amazonaws.cn/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.amazonaws.cn/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.amazonaws.cn/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.amazonaws.cn/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
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Amazon Inspector (R T HEFEK WA TRIAREAN , EPREMEEENRE !

« /usxr/1ib

* /usr/1lib64

« /usr/local/lib

* /usr/local/lib64

(@ Note
BENXBERNMEZAMEERE, Amazon Inspector TEITHRETHIMEIER |, FlINRE X H RS
E#H = Amazon S3 XHREEHSE,

BEXBRENENIRE
BE X BRETEEY 256 M2 . A TRBEEXBENHAARH :
BRI

/home/usrl/projectol

(@ Note

BN RHNEFBRERE 5000 1. BFRESFLWERELERN 15 74, Amazon Inspector
BIUBEREENRRE , UHEIX LR,

£/ Amazon Inspector 2% & 1 Amazon Inspector API i& & B & X B &
T SBREIR T an{a £ A Amazon Inspector 1% &l & LA K A Amazon Inspector APl 23 Amazon

Inspector REREIREBE KR, REBENKRE , Amazon Inspector 2E T — X REREF D
A 4
EREA RN

Console

1. MUBRNEERFHEF, Amazon Web Services Management Console S 1E https:/
console.aws.amazon.com/inspector/v 2/home £ 3TFH Amazon Inspector &% &

2. f#F Amazon Web Services X135 £ #E 85152 ERUE Lambda #r/ERHEHR X,
3. MNEMBERFIER “EHIRE , ARF%EE “EC2 HIERE,
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https://console.amazonaws.cn/inspector/v2/home
https://console.amazonaws.cn/inspector/v2/home

Amazon Inspector Tt
4. HHOKFHWBENRET , &REE.
5. EREXAEP@ABEENLBEE.
6. EEFF

API

1217 UpdateEc2DeeplnspectionConfiguration 5. X F packagePaths , IEEEHHME R
4,

Amazon Inspector JRERER B E XL it X!

ERINER T , Amazon Inspector & 6 NEIMNI D% EC2 I E— XN ARFER, A , JLUE{T
LA TR ap sk 4#| Amazon Inspector #1417 LI ERSAE,

R RBl 1 BIHKRERAERXE ID M= 80HERE

AR w5 ERKEk InvokeInspectorLinuxSsmPlugin-do-not-delete By3<EX ID,

aws ssm list-associations \

--association-filter-list "key=AssociationName,value=InvokeInspectorLinuxSsmPlugin-do-
not-delete" \

--region your-Region

wH RG] 2 : ERRBRABEN AR

TR EAXE InvokeInspectorLinuxSsmPlugin-do-not-delete HIXEX ID., &R LU
schedule-expression EHEM 6 NEHZERNFHEFE , Flan 12 Dt

aws ssm update-association \

--association-id "your-association-ID" \

--association-name "InvokeInspectorLinuxSsmPlugin-do-not-delete" \
--schedule-expression "rate(6 hours)" \

--region your-Region

(® Note
BRIBEWFERRERD , MRESF schedule-expression EEM 6 NEHRE N 30 2 HiX R

BfE , MAgELBHEEH SSMEERH, X2SHERIER , HBETWRELIETIN FE0EE
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¥ F Linux 354 , Amazon Inspector RER BRI UEKNARF REESEFINBRERGERS
WAEXI,

5F Mac # Windows 3245 , Amazon Inspector S RER EREELERIBERSEEFENFAELRD,

BEXZRFNRIEEENEZEERE , BSHIEFNRIEES : Amazon EC2 RERE,

£/ Amazon Inspector 3 Windows EC2 354l

Amazon Inspector £ B3I X IFT A XM Windows £ , HFFEMAELTHE | TEEATINRE,
BRITEWLFIMES , S Amazon Inspector ZTIFHIRERE T HIZES. Amazon Inspector
2 EHIZ1T Windows 13, Windows EHIFE X TBI#ETHE , RES 6 MRE—X. B, A
EERREEFAZERIALERER.

BUEI Sk EC2 Hi/5 , Amazon Inspector &1 & EIWindows &R BIZE LT SSM

BX : InspectorDistributor-do-not-deleteInspectorInventoryCollection-do-
not-delete, MInvokeInspectorSsmPlugin-do-not-delete, &EZEF Windows 3£ E%&

% Amazon Inspector SSM ##&# , InspectorDistributor-do-not-delete SSM XxEx & fFH
AWS-ConfigureAWSPackage SSM X ##Hl AmazonInspector2-InspectorSsmPlugin SSM
Distributor 2Fa., BXEZEEL , 2 Amazon Inspector SSM . Windows & Uk £ 3245 $4E
FH 4 K Amazon Inspector JE &I , InvokeInspectorSsmPlugin-do-not-delete SSM xEk
28 6 /MFIE1T— IR Amazon Inspector SSM 4. B2 , B LAEA cron 3§ rate FRIA B E Y IH1E
B,

® Note
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inspector2-oval-prod-your-AwS-Region., Amazon S3 F @S P EHA/Y
OVAL EXo. FRIEUIXL OVAL EX . BN , Amazon Inspector EFTRA K CVEs BfF
FENHEH#TAE,

Windows E4IBY Amazon Inspector 33 &R
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« ZEHIRET Amazon Inspector SSM ##. Amazon Inspector @ E X IMIEEXLHIN BN ELE
Amazon Inspector SSM ik, BXZEBHWFEAEE , HSRT—

(® Note

MR FEHFE Amazon VPC FIE1T , BB HMEERM IR R , M Windows B EREMN
BEfE 1 Al X 1% Amazon S3 im R, ZE T #EM{AEE Amazon S3 Amazon VPC iR , i
Amazon Virtual Private Cloud AP R EIEMXin R, MREH Amazon VPC LixT R
R B BR i3t 4626 S3 ﬁﬁ%‘ﬁﬂ’ﬂiﬁl‘ﬂ N 2470 BR # 2 5 8] B Amazon Inspector ﬁ?FH’JT?f%ﬁ
Amazon Web Services X5 , ZFMERBEMEA T HENEFH OVAL E X, iF#EBER
LATR# = : inspector2-oval-prod-REGION,

A Windows EHIFEIRE B E X 1TR

EAILAEA SSM A InvokeInspectorSsmPlugin-do-not-deleteXBXiZE cron RIENHIER
FixX , NBE X Windows Amazon EC2 SEfliEH#E 2 BIMETE, BXxEZELR | ESHE Amazon
Systems Manager AAF{ERH NS 2E : & T Systems Manager #J cron # rate RiEX, , EAUT
B8,

MATREROIFERE— , £ rate RIER K cron RKIERF Windows SEHIR T EMBRIAN 6
NREHA 12 At

J«XT/T_\GUE‘}?!&EEFH%Associationldﬂ]E’J%H%InvokeInspectorSsmPlugin-do-not-deleteo R
A] BLAssociationldiE 3 Z T T Amazon CLI #5535k RIREY

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

(® Note
Associationld 2 X {4/ | Iillttfﬁ?agﬁ'ﬁﬁlﬁ/l\lﬂﬁﬁﬁ—/l\ﬂﬁ—ﬂ’ﬂ ID Amazon Web
Services Xigi, AfE , BU LT LERGS , FEN Windows EHH&E B EXABITRINE
MEEREETE,
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Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectoxrSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "cron(@0 0/12 * * 2 *)"

f#F Amazon Inspector 333 Amazon Elastic Container Registry &

n AR 15

Amazon Inspector £33 174 7€ Amazon Elastic Container Registry F RSB MER B EEHHR
B, MEREFEZRBEAELAIN, BE Amazon ECR 35 , &3 Amazon Inspector RE AFAEE
MR EERERS.

(® Note

Amazon ECR £ EM KL E Amazon ZERARFNR. ZERAREHRS

Amazon Inspect APIs or #{THEFTFEHNNIR. REEMRKEWSBER , T
f8PutRegistryScanningConfigurationfEF iR lecr : *@EH R Ndeny, ESHMEE
A Amazon ECR 3#i8 , X2 SBUEMRE A HIEE IR,

BEERGHE  JHFRERENEEESNEME | WA SNTFEE, E£RERENE | AEEMm
RENPABBRERSNREESEFTFE. E side-by-side b REAFEMEB AT ANXE |, &

2% Amazon Inspector % I [8] B R,

133 Amazon ECR REsm & 23
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® Note

EARPERSEE Amazon ECR R #3171t %, EXEZELR , BS W Amazon Elastic
Container Registry Eft, EREF#HE T Amazon Inspector I H#HTiHHR, BRESZE
B , {25 Amazon Inspector Efto

BXRWMBCE Amazon ECR HIENER , BZRBEAERE, BXUMNEFFAERIANEER ,
BZHEE Amazon Inspector FHRE LI, BXRUAERGEINEFSFAERINNES , BSH

{Amazon Elastic Container Registry M) FHBEGHE, SWw AL “ Amazon Web Services
RS FEATFEARRE FEBFAELER , HlfAmazon Security Hub 1 Amazon EventBridge.

ATIRMHTAEX Amazon ECR HH#EEER , N A 7 AN Amazon ECR 17 E Gl & 1@,
Amazon ECR HEMHHEITH

BXOHOE ECR HE Bt ER B N iEL AT , Amazon Inspector 28 M BB 30 KA HEERES
% 90 KRNI E TS RHHNBEG, AE , Amazon Inspector &3 #E N B MG FE P HIRS
WERN active, REMBRRAEN X 90 XA ( BN ) RELEER ECR EFFIBHFLLATE NHEIER
FEVEY , Amazon Inspector RS EE ISR X LEMEG, BXEZELR | BHSHBEE Amazon ECR E##
HIFEEntE,

X FIELRAE , Amazon Inspector 23 LT B R F ARG B FNREEE -

- FYHETH R BRRRE

« 83 Amazon Inspector FTE HEIEEF R MR FE AR ER KL (CVE) B , H# B CVE 5iZR SR
BRGAE AT ({XBRIFERE ) .

MREFFEREFERENEEHE  WRABEHERGH SN HATHHE,

ZALUEE Ik EE T E M A SR GIETI R REMA ListCoverage APl &8 L AR ERBRRERREFE
TR ETE, ZHETEMHE , Amazon Inspector 2F # Amazon ECR BR&HY X AT 8] FE -
« Amazon Inspector TR X BRG] iR,

« BT Amazon Inspector BIEFEHRRIN T ¥MZBZMENFHELRSEERMXEE (CVE) TE , Fit
Amazon Inspector E#13#H A 2R GRAT,
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Amazon Inspector &3 1 & 23 B SRR 51 ZI U 5 #h 58 4 A 88 AR S5 (Amazon ECS) YL 5i# Elastic
Kubernetes Service ( IL5#h EKS ) L EEEZETHRS:E , NMREALENETRLLEE, XL AL
RATREEETHASR LBREHNIRE,

fEBILLIhRE , BAIURBZEXNRBEENRITENREEIRF , HREENEFESRENRZLEET

o WAL E YA EEFRANBRMG , IR X 24 /Mt LIXRFE Amazon ECS % Amazon EKS
EH FERARBREGHRE, XEEENELNAEL EHEN Amazon Inspector 2 H A ERERERBK
EUMFMAEERELE R, # B ecrImageInUseCountMecrImagelastInUseAt ik iEid
Amazon Inspector API 124,

(® Note

MBHE Amazon ECR H# i AE B M ENH TSR | XEHRIELEHH XX
Amazon ECR A&EL R+, HMIE Amazon ECR FMEL R ERLEHE, EXEZELR
©BZH (Amazon BMERIMERAFER) FHIERERE,

BH T IREEH PN ASFEERNW last-in-use HHIEFHEEA .
MR ERSMEHRER

BXXENRERZVER , BSRAZIEMNIRERS - #£H Amazon Inspector #1117 Amazon ECR 3
#o

Amazon Inspector Xf Amazon ECR 7 ERNHA#EEE U T X HFHNEMAKER .
EEE

« "application/vnd.oci.image.manifest.v1l+json"

« "application/vnd.docker.distribution.manifest.v2+json"

B&REE

« "application/vnd.docker.container.image.vl+json"

« "application/vnd.oci.image.config.vl+json"
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* "application/vnd.docker.image.rootfs.diff.tar"

« "application/vnd.docker.image.rootfs.diff.tar.gzip"

« "application/vnd.docker.image.rootfs.foreign.diff.tar.gzip"
« "application/vnd.oci.image.layer.vl.tar"

« "application/vnd.oci.image.layer.vl.tar+gzip"

« "application/vnd.oci.image.layer.vl.tar+zstd"

« "application/vnd.oci.image.layer.nondistributable.vl.tar"

« "application/vnd.oci.image.layer.nondistributable.vl.tar+gzip"

(® Note

Amazon Inspector XA FTHAET Zi# ECR F#ERN "application/
vnd.docker.distribution.manifest.list.v2+json"#&&kER,

Eti& Amazon ECR E i 1545 8]

Amazon ECR E#FF#H LT EIRERE T Amazon Inspector L1512 17 46% FE 1 A 23 G AV B E]
AL AEGERFERAERH, EXERNAPANHEAPEEENAEFENE, REMER  BELZN
RERERSENEFHHRTERE,

MRELBEAESG  FRRRENTHEFENE, N TREEEANRE  HERERMEEFTSN
B, #IKF ( 2FERMBALRPRFKS ) BB ERFSEE K 30 Ko

RERLENHEMNPE B R HIE S A EBR % , Amazon Inspector Fi SR EE & 2 M EFH RS,
BLi& last-in-use AEAN M BBt 2 tk, WMRAKREE B HEERMDE A A HEE R EE S , Amazon
Inspector FFE I E#THE, N TFRELE last-in-use BHIAFERANEG , BRtb 2k, =
Amazon Inspector £ 1L IR EG Y , EFRERERSRBERNR inactive , HHMREERB
expired. A5 , Amazon Inspector it XIKXFAFMBEHXHNBRERELI,

flan | wN SR FEKHIEY H HiiE4ERF18 , Amazon Inspector 2 E RN A TERE N TSN EMEESAT
BEEFHHBENBREG, B2 , BFEREMNSERENHE TIEEIMREG , ©01NL TIEBTHRES,

Bt i Amazon ECR EF iS4t E 26
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® Note

BYEREERMKF & EZEHAFISLEMER , Amazon Inspector 2FFiZ 8B N A FALHH
FRIERRAKF, MRZFFXNEERERIKF KRS A Amazon ECR 3# , MITEEE API RGN E
B,

BB EH TR

G EFHITEIFLTERE T Amazon Inspector KRGV EKE, BEEFHEZENBEIER
fER . DXFERABHS LXERA R, MRERERAEN Amazon ECS/Amazon EKS S£E3EZIHH
FREABY , BEFELXEABH. MREREHAAmazon ECREGH&RE —IXIRE B HXREMHA
HEG , FEFELERAE, ERFBATEHRABFLEAEER

« 14 X (FIA)

BRGHEE B B Hr 2 e i)

B 5 #EE B BV SRR ERE T Amazon Inspector E R GHIZ B FHERSGHFELE S KATE, Ak
BUT EFHRW LR EIED

« 14 X (FIA)

Bt & Amazon ECR E#H A4t a]

1. EREBHEIEES , RETE hitps://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector ##| &,

EREERE Amazon ECR B34t R Amazon Web Services X1 W&,
ESEMERD , fOOEREMNREN ECR HiERE,

£ ECR EFREHENAT  aREGEFRARER , AR ERMENNFEAE,
ERR#EBHT , EREA#IEBH,

ERRE
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£ Amazon Inspector #1733 Amazon Lambda

Amazon Inspector ¥ Amazon Lambda ZhaEMEN X TREAFLEWN B3 2 £RE1TFH. Amazon
Inspector IRMHHFREE Lambda EEITH,
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Amazon Inspector Lambda #r/#13#

X2EIAM Lambda 33X B!, Lambda #rHEFHE S Lambda MBI EZE RN ARF KB |
UERHEPRAEREEFDRE,

Amazon Inspector Lambda X313 #

XK BE LT Lambda RBREEFHWEELNARFAE , LEREHREFERERE,
&R LA IBUE Lambda FRERH , LA AEATEUE Lambda #R/EEEH Lambda {3434,

B5E Lambda EE3FH# S , Amazon Inspector £ KK R BIE LL T Amazon
CloudTrail fR$5#H><&18 : cloudtrail:CreateServicelLinkedChannel #
cloudtrail:DeleteServicelinkedChannel, Amazon Inspector BEIBiXLERE , HEHTA]
SRS ZRAH CloudTraill B4, XEFHE A FEEFKSFH CloudTrall B4 , MEERE—#&
CloudTrail, BB WEESOIZEB S IRER CloudTrail AEBEENIK - WEH,

BRIMAFCE Lambda RBBAHENEE , BSRAEHHERE, FTRME T AKX Lambda BB HEY
B8,

Lambda AWM EITAH

BUEE , Amazon Inspector 2 #EEK P AE % 90 KA BAHEFHMFTE Lambda ¥, EUTHE
BT, Amazon Inspector &% Lambda B/ 3AEFEHEHE

« Amazon Inspector KIMI A Lambda B EAT,
« FH Lambda BEZEFE E| Lambda RSB,
- FEIE Lambda B HE B N AR R 254 BT B #TAT .

« Amazon Inspector £ HLE#E B PR T ey E LAESSE MK (CVE) TE , Hiz CVE 52/ EEE
KA,

Amazon Inspector 2 & Lambda BB EN L BRI A E 3 TR | B 2)iZ RS BR R 5HE
BREFRETEZ .

B L B K EE R EA Lambda BEEBUETI RS £ ListCoverage APl EF LXK E Lambda B
MEBEFERBNEE, XREUTEHIT , Amazon Inspector 2 # Lambda B L)X et EF
B -

« Amazon Inspector SER XY Lambda BEEH #1833 T,
« TEFT Lambda BIEAT,
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- BT Lambda EEEIF CVE B A 10E Amazon Inspector B#EERH , Amazon Inspector E#
= EREAETE

SR T REAG A R ER

3 F Lambda #r/#3 3 Lambda #2334 , Amazon Inspector XEFEFRRNZE T RS, BXxEH
FREBIENEITRRENIIER , BSRZIFNETR RS : Amazon Inspector Lambda #5313
HEMZHNIZTIERSE : Amazon Inspector Lambda #5133,

RTEEZIIENEITRRSE 2, Lambda EHBUEFEFHE A T &4 T B R KT Amazon
Inspector 3 :

- I£ 90 RNBAAHEFHI ZEEK

o ZEBWARIEH $LATEST,

o ZEBARBEHRZENAEPBERR,

® Note

% 90 RKAKRFARIE LI Lambda ERECHE B HEBRREAEEE 25\, R Lambda ¥ E
RS BB AE B 1T 7 Bk, W Amazon Inspector IR E 3 B s HERRB BBV

Amazon Inspector Lambda $rAEF#E

Amazon Inspector Lambda #R/E# AR B RNE Lambda B BENEN N AREF SERBTHH
BRE. Hlin |, IR Lambda MEERAK python-jwt BFEMAFEE S AR , W Lambda #&
EREFERE N ZHBBEELN,

R Amazon Inspector £ Lambda B ¥ N AR F SEBIH&N EIAEES1HE , W Amazon Inspector &
ERFANEFIFERBENFELRI,

BRECERHERBENGR , BSRABERHERE,

(® Note

Lambda #RERE T 2H#E Lambda 12T ERE R BRIAZ B Amazon SDK #kHilil, Amazon
Inspector {X 13 # 55 FA B B A5 L 4% B AR B 0 = M B 4 AR B Ik B T
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® Note

{2 Amazon Inspector Lambda ¥r/& 33 $ th 5 B 8445 A Amazon Inspector Lambda X#13
o

M Lambda ¥rAEFT# P HEBRERER

&A1 LA Lambda BREBURIIARE |, M\ fF E BEBRTE Amazon Inspector Lambda ¥rERE 2. N
PHERR B BN BER B Lt I TT R IR EN B 1R M EHRAEBORIMRER | ZREXLAEF U TRERN,

« % : InspectorExclusion

« {& : LambdaStandardScanning

RETBNFBWNAE BN FHEROBEBONINIREZL, HXE Lambda PRIFENEZER |, 55
7 Lambda BRE EFARZ,

M P HERRE B

1. FERENEREF , RAEELITH Lambda ##| &, https://console.aws.amazon.com/lambda/
2. NSMEBERPEREH.

3. B EHEBRTE Amazon Inspector Lambda ¥R 2 FNHY B B AT B o

4. %&¥F Configuration ( BLE ) , R/FIERE Tags (IR ),

5. EBREEHNRX K RBEEFNHFIFZ,

a. XF8#  #WA InspectorExclusion,
b. XF Value ({E) , #iA LambdaStandardScanning
6. EERE.

Amazon Inspector Lambda KB #

/A Important

ZAFE AT #3R Lambda BRBEIRBB A B , ARHESRNENFE, XEHBRTRE RERD
Ay IR S H A BURAT B
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https://docs.amazonaws.cn/lambda/latest/dg/configuration-tags.html
https://console.amazonaws.cn/lambda/

Amazon Inspector AriEE

& B L IhEE , Amazon Inspector AJiR#E Amazon Z & &{EXEK T Lambda AN AREF KBS
EERFERBRE , LRUKFEME, FTARE. ROMBMMBREAREE. Amazon Inspector 2fF
A Bah#EMYLEE S S K 1FME Lambda BB AREFNRB. ©EERS Amazon S1EFF &£ 8RR
2% CodeGuru RIRBIERBERWTAMRE. BXEZER , HSRCodeGuru FNZEE.

Amazon Inspector £ Lambda B AR FRE PN EREN , 2ERRERE. HAERNLR
SERTABHRBLRE  URABERBHIHNESMNE, I, EEBNUNMAEERE, ZBU3E
plug-and-play il i T & 5 T WMHMWARBITWABR, BRTEHNZRBAELIEEHN —RRBINRIERE
A, RRETXERBIEE,

RBIBRUA B HEENERXATERRSRATE, FERBIRRUART ERMEER.
RN HE RMBRBHIRBNART. ERARBIREWZH , FFLFAFAXLERN, EUTRSE
ENHE#THRE  MARRBASENTH. BEXESZER , FERATENATEEEE,

Lambda REBRAEALLBETEE , 31F S Lambda fRERE —RBE, BXEZEE | HSREER
m A, BXxBL Amazon Web Services X1, X #FILIHEEMNE R |, BES RS E T XAV 4SAE A 14,

FEARRBRS T EER I H INE R

CodeGuru FER M BN 56 A Lambda RBAE XAV RBIRBEXNRKBH B, BRIAMBERT ,
CodeGuru & A F ZERBHAmazon BEEHE. B2 , B LUEE Amazon Inspector API £ B
CHEFEZERRRAHRTNE. BXEZEE , B2R N AERNPHRBHITERSME

M Lambda B33 P HEBR B EX

&R LA Lambda BREURINARE |, M\ FFE BEBRTE Amazon Inspector Lambda B 2. N
REEBREI BB B L W I TR IR E BR. M EFRMNEBORIRER |, RS XLAEFT U TRER,

« B4H - InspectorCodeExclusion

- {& - LambdaCodeScanning

REBN B WA @ BEMNRDITE PR EBURNIIIRE, BXE Lambda FRINEENEZER | B
27 Lambda B EFERRZ,

MBI R HEBREI BX

1. FEAENIERESR , ABEELITH Lambda ##|&, https://console.aws.amazon.com/lambda/
2. NEmBERDPEREI.

3. EBREHEBRTE Amazon Inspector Lambda X33 < S EREH B #ro
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4. 1%&$F Configuration ( BLE ) , R/FIEEFE Tags (FE ) .
5 EREERX , ARERRNIFHEZ,

a. T8, #WA InspectorCodeExclusion,
b. XF Value ({& ) , #iA LambdaCodeScanning
6. EERRF.

F£ Amazon Inspector F{EFA AR

AFNBWMAERRERE, CAERABRAE ST EHRZPABREERNEMBAELI. R
BEFMEEZERE | Amazon Inspector 2R EMERF S RGN R FERERFHAELN,

® Tip
MREBFPERN , IUBIRERARENVER , FFAELXI S HE Amazon Simple
Storage Service ( Amazon S3 ) . BXEZEE , H5H S H Amazon Inspector FE
EIH®E.

EFERAEEAEN  FRAABERN Amazon kP ATEESBRIATEL :

T ¥ EC2 13

L {R{EH Amazon Inspector Amazon XK =8 EC2 138t , LU SSM < BRIF 45 BR

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete

* InvokeInspectorLinuxSsmPlugin-do-not-delete

* InvokeInspectorSsmPlugin-do-not-delete.

AL, B R BXZ ZA Amazon Inspector SSM IR MIBEIFTE Windows £ LB, BXES
ER , F2 5 AiWindows EC2 34,

Amazon ECR 13#

=

ERAEER 32
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k= Amazon ECR 13 /5 , iZIKF# Amazon ECR 3R E M EA Amazon Inspector #
THEBEIAFE RN FEA Amazon ECR B {TEARIIH,

Lambda ¥r/EF I

NI FEA Lambda #RER#EE , MRAFEEBEBUE , WLEA Lambda B, &0& 7T UM BR
Amazon Inspector £ #5& Lambda #r/EH B CI2H CloudTrail RS HXRIE,

FRAHE

FEREANKFHNFIERBER ST Amazon Web Services XI8{% B 1iZ K F #9 Amazon Inspector. X
EZEE , HZH 54 Amazon Inspector,

EEZKFIMERTERIESE | IB5ELL Amazon Inspector ZEREB R B HBERETRUAT SR,
Console
ERA%E

1. FRENEIEES , AR https://console.aws.amazon.com/inspector/v2/ home 3T FF
Amazon Inspector #2414,

2. FARMEALAM Amazon Web Services X1F 125 , EREEAFEN X,

3. ESMERP  ERKFEE,

4. EREKFED R UL RKSWRBERS,

5. EHEFRARNENKS NN EEE,

6. EERERE, ARNERENHPEREFANAREE,

7. (#%F ) EE{E Amazon Web Services X1 AZPRAWMEXEN BN ABRBPEEXEL I,
API

ESITEA APIR1E, EiERD , R IDs BEEAAENKS |, HresourceTypesiRft— 1%
NEC2., ECRLAMBDA, E{LAMBDA_CODELA{Z= A3,

ERAH 33


https://docs.amazonaws.cn/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
https://console.amazonaws.cn/inspector/v2/home
https://docs.amazonaws.cn/inspector/v2/APIReference/API_Disable.html

Amazon Inspector AriEE

BEExMZ 20 (CIS) A% Amazon EC2 SEHIRERS

Amazon Inspector CIS 33# ( CIS 131 ) BN X EN T T EC2 KHIRERS , LLBRERIEREE
MEZehOEHENRESIREBVERITEE, CIS ZeEHERETHATZ2BEERENTULIFEERE
EHEMRESE, ERHKFZ A Amazon Inspector EC2 H# /5 , B ITHZHE CIS B, BX
W{AASE Amazon EC2 H#EMER |, BSRBUEHEEE,

® Note

CIS frHEE A T x86_64 BRERS. XTET ARMMAR , REREW T EITHRETHK
KA ET .

Amazon Inspector 1R#E EC2 SZAIFRE M A E LA HAETTRIX B #R 1L S# 2 Fl 1T CIS 3, Amazon
Inspector &3 BN BHFEHIRIT—RIIEZFRE, BIREBXTHENREEERETHERBEN
CISEHRN, BUREEHE—/ CISKRE ID Mird , 52 FAMN CIS BB R, CIS HiTK
&, BANEFEERRTHZRGHNMLERFRERT., BFIHEK,

® Note

EHTHITY CIS B | XTAERENEBRMERE, B2 , MRENLAEXMZEIT CIS B,
M A7RER VPC ¥R o

FH
« Amazon Inspector CIS HH# KL T EC2 KHIEK
- 1217 CIS i

- EAEE Amazon Inspector CIS 33y F EZE W Amazon Organizations

« Amazon Inspector #8 Fi F Amazon Inspector CIS 333/ Amazon S3 174 i@
- BIE CIS FHiEfE

- BF CIS HiEE

- YREE CIS FHiEHE

- THCISHIELER
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https://www.amazonaws.cn/what-is/cis-benchmarks/
https://docs.amazonaws.cn/inspector/latest/user/activate-scans.html
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Amazon Inspector CIS AN 5# EC2 SEHIER

EXHENIL D% EC2 2HI21T CIS 13 , Amazon EC2 KB ATUR B A THRAE

- RHIRERSGZ CIS HEZENRERSEZ—. BXEZEE , 2 Amazon Inspector ZHEH#
ERZHREIES

 Z3%HI2 Amazon S EC2 ystems Manager 3£4l, EXEZEE , 2 (Amazon Systems
Manager AF{E®) FHIEA SSM Agent,

« %32 %% Amazon Inspector SSM ##. Amazon Inspector £ B FEFEE 26| E R FH

o ZEBIEEEHIEE Y | ZEEXHETF SSM EELFIMRER , ##EF Amazon Inspector
YR BT CIS AR, ERFXENIR , R/ Amazon SSMManaged InstanceCore
Amazonlnspector2 ~ManagedCisPolicy SREE K i E — N IAM B, AEF IAM AE/ERRHIEE
SRR INENZSE B, BXRAIBMMMMEHIEEXHNRE , HZH A mazon EC2 AFEEEPHER
IAM B,

® Note
EERWILS# EC2 K] L1217 CIS H#E 281 , LI FES A Amazon Inspector JRERK
&, MREZEA Amazon Inspector JRER ZE , Amazon Inspector & Bz Z% SSM

Agent , B2 BIHA SSM Agent RETRERE., 4 , Akt , BHNKFHREE
InspectorLinuxDistributor-do-not-delete XxBx,

FENGEFAR EC2 24 Liz=1T CIS HIE/ L 5%k Virtual Private Cloud £ im
T RER
BAILEN T D MEXN T L EC2 2fHliz1T CIS HHE, BER , MREBENELLE EC2 =24 E

1217 CIS 13 , M4 622 Amazon VPC &in T Ko A Systems Manager €2 Amazon VPC iR
i, BEUATHS

* COom.amazonaws.region.ec2messages
* Ccom.amazonaws.region.inspector2
* COmM.amazonaws.region.s3

* COmM.amazonaws.region.ssm

* COom.amazonaws. region .Ssmmessages
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https://docs.amazonaws.cn/inspector/latest/user/supported.html#supported-os-cis
https://docs.amazonaws.cn/inspector/latest/user/supported.html#supported-os-cis
https://docs.amazonaws.cn/systems-manager/latest/userguide/ssm-agent.html
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.amazonaws.cn/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ManagedCisPolicy
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#working-with-iam-roles
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#working-with-iam-roles
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Inspector AriEE

BEXREZER , 551 (Amazon Systems Manager AAF$5R) H#Y N Systems Manager 83 VPC
i R o

® Note

B &l , B Amazon Web Services X8, A%
Zamazonaws.com.region.inspector2if o

IZ4T CIS 1A
AR FBET—ME CIS A , A AZRITNEEAE., EETHAE , BLtEZRAREE.

BAEAEERER , BUMUEERATERZHINFEEEXN ., MRERALR Amazon Inspector BifRE
BER , MoAEREEESIEESZANIKS , Amazon Inspector FEENKF P ERHHIEEFRZHISE
B, BRI HEIER CIS BEEZER, WTFHNEHENR |, CIS BIBFER1 NER2EBEXH , B
EATRAKRETREEENTEREERREEE,

c FER-BEWATEEMRSLEENELZERE, XEXLEREQFURSROFHHBRERTLHF
. XEBWHBRRELREAOINKE A MNMEEBEMNZLZEXK,

c FER2- ABREMMREUESRNRZERE, XEXLEREFEHTAINMME , LEAREH
BRARA S EMAI KBS, XL BRI EFSEESHAMER,

E8% 2 RER1WEM, MEEBRELR 2, Amazon Inspector 2R EBHINER 1 MER 2 BiIUWFTE
[T

EXHESHE , BUERERFEEN -RERERET (EXKEEREET )  ERENEER
HRZET. EERETUEX, SANEAET , HEBAZIER.

® Tip
RNEBUGERP#EZTHE AT ARER MRSH B A aTE,

117 CIS A 36


https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create

Amazon Inspector AriEE

FERAEE Amazon Inspector CIS 33 #IEZEIM Amazon
Organizations

LBEALHRIZTT CIS 13RS , Amazon Inspector EREE A MK AKF 2UFREN A XS CIS H#E
BEMPEERH#HITRE,

Amazon Inspector ZKEE Z A E CIS HARBENPRABLERHITRE

HEREEANAEKFHBEXAKSCIBAREEN  ZRERALAME. AARANHEEES
— M ARN , FFELR D BEENFEE :

arn:aws:inspector2:Region:111122223333:owner/0OrganizationId/cis-
configuration/scanId

ZREEATNERALAMANPAHEEE , IEXERERHEMKS 6lE,

EREER AUEFHALRAPEAKSNAEE R

MREFREERGETHMEEHEE SELF FEHRKS, , NEEZEREZERAFTR , wiIRRABEER
HEE. BER , ZREBERATLEL SELF F BFRREXAREEN B 7.

(® Note
ZREERTEZRALREN CIS AHREERINIFZ.

Amazon Inspector K R IKF WA 5 CIS AR ENPAMERFEITRE
HHRAKFAE CIS AR ER , ZEREPHME, B2 , EREEAUTUEFZEE., MEK K
FER A NEREBEANELEEEZEE.

® Note
ZMEERTRRMER R K RN AR E.

RAMKF., A SELF AERFNEREER , URMYKFHFHEECLENARES, XERERES
—/NARN , FKF ID ER-AFFEE :

arn:aws:inspector2:Region:111122223333:0owner/111122223333/cis-
configuration/scanId
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BAKFALEREKFAEERHEER  SRZREER TN CIS RENHEBE R

Amazon Inspector #1588 B F Amazon Inspector CIS i Amazon
S3 7 &1

FRARBEMITEIES ( OVAL , Open Vulnerability and Assessment Language ) 2 —HEEZ42T
£, BEEFIENMREITTENREHNIZREZIMIn AL, THRIIE T Amazon Inspector HEWFTE
BT CIS 1331 Amazon S3 Ff# & OVAL E Y. Amazon Inspector 2% 1 CIS H#FIEHR OVAL
ENXH, VPCs MEME | R E# Inspector HIFER Amazon S3 @Y AT AR £,

(® Note

LR Amazon Inspector i B8 8/ Amazon S3 F BN IFAEEH T 2L ET{L, BER
ZRUESTEREN , UM ZEH Amazon Web Services Xig, EFEER Amazon
Inspector B # Amazon S3 EAEHE A F Eftt Amazon S3 BRIERELB 2 H Amazon S3 &
PR

CIS Amazon Web Services X1
cis-datasets-prod-arn-5908f6f ROt X (BT ERREE )
cis-datasets-prod-bah-8f88801 7R ( BA)
cis-datasets-prod-bjs-0f40506 FE (JER)
cis-datasets-prod-bom-435a167 AKX (&)
cis-datasets-prod-cdg-f3a9c58 RRMib X ( B3 )
cis-datasets-prod-cgk-09ebl12f 0 A X ( FEDDE )
cis-datasets-prod-cmh-63030b9 XERI (HmZEBEMN)
cis-datasets-prod-cpt-02c5c6f IEM ( FFER)
cis-datasets-prod-dub-984936f BN X ( ZBI/R=)
cis-datasets-prod-fra-6eb96eb M X (E=%E )

Amazon Inspector #1558 F§ F Amazon Inspector CIS 13## Amazon S3 77 #& 38
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RAriEmE

CIS 7Ff&#@

cis-datasets-prod-gru-de69f99
cis-datasets-prod-hkg-8e30800
cis-datasets-prod-iad-8438411
cis-datasets-prod-icn-f4effilc
cis-datasets-prod-kix-5743b21
cis-datasets-prod-1lhr-8b1fbdo
cis-datasets-prod-mxp-7blbbce
cis-datasets-prod-nrt-464f684
cis-datasets-prod-osu-5bead6f
cis-datasets-prod-pdt-adadfoc
cis-datasets-prod-pdx-acfbd52
cis-datasets-prod-sfo-1515ba8
cis-datasets-prod-sin-309725b
cis-datasets-prod-syd-f349107
cis-datasets-prod-yul-5e@c95e
cis-datasets-prod-zhy-5a8eacb

cis-datasets-prod-zrh-67e0e3d

2l CIS HfHE &

REBNENAIE CIS HEEE.

Amazon Web Services X1
mEM (ERF )

TA#X (F#E)

EEFRE (FERLMILER )
TA#X (R )

TA#X (KR )

ROM X (122 )

ROM X (K= )

WAMX (FRK )

Amazon GovCloud ( EEZXREB )
Amazon GovCloud ( EZEEZB )
EEAELR (HRBRM )
EEAELR ( MAEEILILER )
N A ik

TAR#X (&KE )

MEKX (HEF)

HE (TE)

RO ( 7RERAH )

BIE CIS HEE B
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1Z1T CIS 3

1.

N

o g kW

~

FRENEIEES , ARAETE https://console.aws.amazon.com/inspector/v2/ home F 3 F Amazon
Inspector #EH| &,

5T Amazon Web Services Xig HI5l|&K &R Eiz1T CIS 133 Amazon Web Services X1 #Y
NE,

ESMERT , ARRFLHE , AFiEE CIS B,
IR,
EREEERNT , MAREEER M.

EERBFREF , MAZABNSHNRNENNE, ERSZTUANSMMEEEENTENE ,
BEHALUEE 25 MNEESEAHEPHIRZL,

NTF CIS EESFE , BUUNEAXARLBERESFR 1, NEGRLLEEEEREEFER 2,

NTFEHRKF, , BEEETEE CISAEPNIKS. BXEZEE , B350 FHEE Amazon
Inspector CIS AR EE ST Amazon Organizations.

MRENKFREREZEAKS , MALLARAAKFREEKS . AIEKFRIFERAR[TH
FRIBEKF ., BEEKPNWNRERAL[PHNAIKS . NFREFLED , WA LETRES 7 RKS X
BEZMNKS, S A SELF MARIKS ID RN ENKF, Q| ZHHEE

MRENKFRAKRPHMUKSTREKAKS , BALEEBERNENKSIEZAEERE.

XTI, mFE-RAMERE  SFEREEEAREEEREVAETHE  NEARESHMAE
X HEEEENREZTEME,

10. WINERSE | BER6E,

BEF CIS A4S

Amazon Inspector 2N EITHEMNMIBERECIE —MNAEEL , HAEAME—NEE D WEAESE
R, CISABLERE N XRATH., ZAUBEIRERIFHNBRESE CIS AELE

- BERETCINHBEER - BREHARITHITIRENAHERETIEH. XTEHARE , £H2W

-G  WARZSLRARAN. BITEI,

- BRENFERLENARER - RARPRAEERNS MR FENAHEERETIE. X TEH

BR, EMRE—0HRE  UHARRESOREERN. BITBEIL,

AETENMBWMAEE CIS HEE R

EE CISHELER 40


https://console.amazonaws.cn/inspector/v2/home

Amazon Inspector AriEE

EERHEER

1.

FRENEIEES , ARAETE https://console.aws.amazon.com/inspector/v2/ home F 3 F Amazon
Inspector #EH| &,

fEA T Amazon Web Services X15 HI 5l &RiEF 612 CIS HIBBLE Amazon Web Services X1
&,

ESMERTD  ERRFLPHE , ABEEE CIS HH#.
IEFRPME RETF,

EiTRIEST  EREEENAMITL ID. ELEEEZEFMAMITY ID FFENIT , ARERE
EFAER.

RERETEENTHEIRE , AFEFHENTRIESHHBABDERN SN ERN TR,

R LLEF TR CIS HEMNEAER.

EFRITRIH CIS HEMFMAESR

1.

FRENEIEES , RFTE https://console.aws.amazon.com/inspector/v2/ home F3TFF Amazon
Inspector H| A& -

ff£EA T Amazon Web Services X135 H1 5l FRiEF A CIS HIBBELE Amazon Web Services X1
K E,

ESMERT , ARRFLHE , AFiEEF CIS B,
EE DI RIET R,

AREEERWIT  2REEFENARKEN BN, NEERBEEENAFEEEMRENT , K5
EREFEFAER.

‘REE CIS HiRBLE

AEBN B4R CIS HEEE,

448 CIS HHEE

1.

FRENEIEES , ARETE hitps://console.aws.amazon.com/inspector/v2/ home F 37 Amazon
Inspector #E#| &,

£ T Amazon Web Services Xig H1 5l &K &R GIZE CIS A BELE Amazon Web Services X1
MALE,

YREE CIS HHEEE 41


https://console.amazonaws.cn/inspector/v2/home
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Amazon Inspector

RAriEmE

3. HESMBERKT , ERRFQE  RELEE CIS B,
4. EECITXETF,
5. ARBREBVEREMENIT , REERRER,

T CIS HRER
A[fE A Amazon Inspector #2#| & APl & PDF = CSV &K CIS :3#,

(® Note

X T 2024 £ 5 A 3 B2EWER CIS 9 , BB T CSV XM CIS HEER

AEBANFWMAER Amazon Inspector &4 T & CIS 31,

BEEHE A TH CIS HEER

1. FEREBHEIEES , RETE hitps://console.aws.amazon.com/inspector/v2/ home F3]FF Amazon

Inspector ZHI A& -

2. {EFAT Amazon Web Services X137 $I5I|XRiEF 6|2 CIS 13 EE Amazon Web Services X1z

ORITAT8
ESMERT , ERRFEH , AFEE CIS B#.
. EEREERETF,
5. HITXEZT , EREEFNHAHITY ID. ELXREZEFTNEAHITY ID FAENIT , REERE
BERAER

6. EETHE , AFiEE PDF = CSV, MREMNKFREREERAMKS |, M Al BUEERIEREIKF KT &

FER R KSR,

THCISHEER
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Amazon Inspector AriEE

7 % Amazon Inspector A& &I

Amazon Inspector RN EI Zi# EC2 24|, WSi# ECR AR AREBFEBR N Amazon Lambda EEF
FERINSERBEL R, RELRRXTEMEN Amazon BIRZ —HRBEHN MRS

BAELRURESSR , HRETERER. BXF I Amazon BRIESURFER AL ERNE
HIRERNIFHEE . Amazon Inspector 2FZ#MMEEDFAELRIN , BEFHEIBE,

SR BRNL LAY , Amazon Inspector 2 BFI XS ZRFHXNBAELER , ARELREFH
kR, MRBRERREMEMERBERA , WS 30 KEFEMER.

(® Note

MRS /BN ERBEXEIM , Amazon Inspector FERPELR X EHW -t XANEHITH S
ENAELR,

WMREAH Amazon Inspector , MFAEXIVGE 24 /Pit/aibr. WRBRLLE , MEZEFREROHAE
BELIFHIFECRKEMER. MBEHIKFHE Amazon EE , 90 RSB EAMMNER, B 1ESH)
WREXINL T EIRS

BHERIVRS

Amazon Inspector FiREXRIM 75 N AT JLFHIRES,

SEER
Amazon Inspector R KRR BERIMBR N EHBAELN.
=ENES]

Amazon Inspector fF3 —I = ZWHPFIF N AR BELINBEX N 2HFBELIN,
B2.5<

BEXNEFHRIE , Amazon Inspector 2FFZEKIMAL R EXARELN,

F&

« Amazon Inspector H&E K I KA

« && Amazon Inspector BEX I

- & Amazon Inspector BELXIMFMER
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https://docs.amazonaws.cn/inspector/latest/user/findings-managing-supression-rules.html

Amazon Inspector AriEE
- &F Amazon Inspector 2 ¥ ¥ 7 HFREBIRIFHAER
« 7% Amazon Inspector H& & I ™= E R 5

Amazon Inspector HE KT KE

TN Amazon Inspector PR REAE XK R,
EH

- EFSkEHE

- REBAETMH

EFaiEEEMS
Package ®E X AR B EH Amazon REFRETELRBNRENEZHHSFE (CVEs ) » HE T

FIFIX L RIS RBES M RBIA BB R Z M, TEMITAMY , RiGREMRSE. CVE RERHT
EXNAHEANGEERLRBUENNENSE L £, KTHEZFEE , 1S https://www.cve.org/o

Amazon Inspector ATEAN EC2 3£4l, ECR BEEB M Lambda BBER BB BREABAELE R, BF
SEBHAELXINEFZRELNLBEMBENINEAES |, B Inspector P75 FAE5FHEE R

RIBAEEE

RBAESHERERD ARAARD P AT RE KL ENANRBIT, ABESESIFEARE, BIFEME.
SSINER ALY R D I

Amazon Inspector & B3I HEMHEEF S KTt Lambda BN ARFRE , 2WNAER
KBHEHEZEENE, EETE Amazon &6 &KW A EBAN 28K IR B E R BURKY 1T R FKTE
CodeGuru, BXARERMI TR , BESFHRCodeGuru NZEE,

/A Important

Amazon Inspector KB A HRAB R BEURKEE TEMN BB, XL R ERAIGEUAX
AKX E RERBHEIE R H AR R,

IR E A Amazon Inspector Lambda 5333 , M Amazon Inspector AT LAR Lambda B E 4 B A5
RERERI,

eSS e 44


https://www.cve.org/
https://docs.amazonaws.cn/codeguru/detector-library/
https://docs.amazonaws.cn/inspector/latest/user/scanning_resources_lambda_code.html
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BNBHNEREREHERXNRB A BRIZ CodeGuru lREFM. BIAMERT , B CodeGuru 4l
B Amazon B E R T MZERNRE , BR , BALUEN Amazon Inspector APl fEF BECWEF
ERAHRTNE, EXEZER , B N RAERIPHRBHITESINE,

& & Amazon Inspector HE X I

AT LAE A Amazon Inspector # &) A # Amazon Inspector ListFindings APl EEEELXM, &
Amazon Inspector #2#|& & , ATLA#E Amazon Inspector 2 4IHRW AELXTRE LEFRAELI,
A BATE Amazon Security Hub 1 Amazon Elastic Container Registry ( Amazon ECR ) FEFRE
KU, BINMBERT , Amazon Inspector #ZEHEMRMFAELRNREEL2E T T EIRSHBAERIN,
WA LIRLFNEFRELI. ATHFHSERNE T WAFEA Amazon Inspector %] & LA K Amazon
Inspector APl EFBAEL I,

Console
& & Amazon Inspector AEX DM

1. FEREHNEIEES , AAFFTE https://console.aws.amazon.com/inspector/v2/ home H3TFF
Amazon Inspector 2% A&,

2. (") NEMEETEFZEER. 2EHERERTHRRESRNERZRERIMK.

3. (") NEMEBRTLEFRFERN. FERNRFE-—IMRPEFHEERNFERN , &
AUEERBERSANFEERGFEBERT, AR GEAN  FRAERNFREARZ
Ao ALBERERFEERNNEN , REFZFERANFAEER.

4. (Wik ) NEMBERFRETIRTZ— , BRFIEFRERN :

- BINE - ER&EEENRE.
- BIKP - ERENAAKS, REEBERER  URFERTRNFENSNEERINEH.

® Note
REZREE RS EEAZES,

« BRBIX D — ERERE S Z BRI Ama EC2 zon K4,

(® Note
FARERFNRELRTSEEXNETHENEE.
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https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.amazonaws.cn/inspector/v2/APIReference/API_ListFindings.html
https://docs.amazonaws.cn/inspector/latest/user/integrations.html
https://console.amazonaws.cn/inspector/v2/home
https://docs.amazonaws.cn/inspector/latest/user/findings-managing-filtering.html
https://docs.amazonaws.cn/inspector/latest/user/findings-managing-supression-rules.html
https://docs.amazonaws.cn/inspector/latest/user/findings-understanding-severity.html

Amazon Inspector AP s
- REBBME - ETR-ESZWEN Amazon ECR BaEMRE&,
- REBRTEHRE - ERRZZWENFRE
* & Lambda ¥ - & R&E S ZWEHRY Lambda B,

API
& & Amazon Inspector THE X I

11T ListFindings APl #4E, &R , AILUEE filterCriteria RESFEN FELX M,

& E Amazon Inspector PE XN FHEE

ATEFHNSENE T WA EFE Amazon Inspector BELX I EMER,

EERERINFHAFEE

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v 2/home H3TF Amazon
Inspector Z#| &

2. EREEFRERINNXE,

3. ESMBERT , ERAERIUE R BAERINIIK

4. (AR ) EABEEERBENRERIN. BXEZER , HZH FiE Amazon Inspector BE X
.

5. EE-—NMBEXRY , EFEHFRAEEER.

BELDFAESEERTEFELTNERIRFBE. XBFAELTNRTURE L IAREEHNER
iR, ARBUAEHRITFD. BXFIMNEER , 551 7 # Amazon Inspector BE L IHI = E MR

5,

FERIANFAERRFERIEENZ LMY FR M o

MEBEEAMHESERIME R Amazon Web Services K/ ID 5, EM., RUEH, BEREZN0E
HE , URBEZERIEFMEEN “SHREFN o,

FERIXBERE T TR TZEERINIRERNLESERTRES. BREFERIXE , FRATE
HIEERNFMRESR
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Amazon Inspector AriEE

EFaisEs

Package IWARIM AT AT EC2 354, ECR BRHEEMN Lambda B, BXEZER , FZHER
DREE5 .

EFafaEtiAE AL EIE &F Amazon Inspector 2 H 7 #RIAEIRIFHE S

HAERIMRBEFUATHEARE
- BETA-RTRBEREGCEZZNEFTNENIRETEE, EETIIEZ—

« YES , REWREMASEENEFIEE SEEMBERN R,

- NO , ZEWEZHMNERFTEE IBERBENI R,

* PARTIAL , ZEKRE—NHZN (EFRLH ) XN EFTEECBEMRBEN R,
- WHRBEMATA - RRREEEFTES AN RHRE,

* YES , XERBELNHFEFRRINRHEEEFS AWK EXFE, Amazon Inspector TEEF
%iﬂqﬂlﬂlﬁﬁﬂféﬁﬁ’liﬂﬁﬂﬁﬁ &R

, XERBERSEMERE S AN RERK
- ZYMNEFE -FHTRAERAPFENZZIRENEINEFE , UREINEFSHEHAE
B

s XHER-SREELIXEKN EBS & ID M9 XS, WFBRHEINEFEAFTHEN EC2 ZFINER
REREAE,

- BEREMFNEEBERE - RNFRBENLITELZEEFINRES, FEZENWREAS ST
() BHE#HTLHER, E-NMERBERNINRENRESHRAES | ZRASHEZEIEX
MWENLRBEMEE (CVEs) A EHRMM, RIS ESMRAPBEEE , NEFEFIIEH
DEBENRIEER, MREEFRATM , WILERN None available,

(® Note

MRBFELXIZTE Amazon Inspector FFEFHFERAAFELI 20U EH , T
EBWERNZE, T , JaEREMENIEE.

- EFeEESR - ATRELEFENEF2EER,

c WM -NRTBEIEFEFEREEEHITEE , MBI IS TUETHEHRRS. LN
EHRMN G T HERRFIETE,

EEERFMES 47
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® Note

IHBTHENERERES  TRERGEENR. FEFRERIUSERHIRER
SN, RNEEANES.

- BEMEFEAEE - XN AEXNPEEN CVE , B4tHE @AM Amazon Inspector B %k KR #Y 4%
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BERXUNEESE TS, BXTERITINESZEL | B5SH 7 Amazon Inspector THZE & T HY
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« Inspector 2
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Inspector BEBEBAN L BBE S Z W RHIMNFFBMMEZREE , NZBELIE Amazon Inspector iF
DA RER T E®M TS

BELTNEMITS2HNEIRMN CVSS v3.1 BEftiFD, i1 RHEL, Debian L& #h i
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packageVulnerabilityDetails.source EHELERAH ( JSON)
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Amazon Inspector £ FHBINVD/CVSS score as the basis of severity scoring for software package
vulnerabilities. The NVD/CVSS score is the vulnerability severity score published by the NVD and
defined by the CVSS. The NVD/CVSSZ B HEZLERARN , fIMNMHEERE. ®EFARE
REEMATENNPE, Amazon Inspector 24K —"M 1 2 10 WEFITD , U RIESHSHENTE
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B Amazon Inspector FEYIAE &I

f&Bh Amazon Inspector , ILAFRIN AR EBFELIN, AIRRAHERERI., JLURERIE
KUEBRAERI. THUNEDFHANRGE - LRERINFERETRELAIRZN, BEATLUFRES
RS % Amazon Security Hubll B # F & # EventBridge & 8 2% k%S (Amazon S3) Service,

£l

- %% Amazon Inspector B&E X I

« 0% Amazon Inspector & &

« £ Amazon Inspector & X IR 5

- AT EEIEIT Amazon Inspector HEL R B E Y EE EventBridge

5% Amazon Inspector & &I

A LA A T S 0% 3% Amazon Inspector BEA I, MREMBFERXNELNHIESZGT
F , Amazon Inspector 2 ZRAERMBERERNB 25 A5 91 4 t04a] 68 A i1 % Sk -5 1% Amazon
Inspector FEX M,

£ Amazon Inspector &l & # 8 B i 1% &4

ESNMAERVARG GBI UAEAFEDRERERERFBEFENRAERN, BEEMENFHE
B, TG SRR ER

EFAEE— %N EPERENNRERBMEREE. THEMEFMNRAERIHNBFERI
PIRFHERR, Sl , EERSENEERKSRBENIASR , B LUERE Amazon K/ ID B4 H 5
HE&H+ =42 Amazon K/~ ID B {EELXT,

BEFEFRMMERTAERERN  MELHERANEATRENRRRERAERNKE,
XEE R I E M A TR SR

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
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5. HEERABRDREAFFEILENE L E .
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.

7. (Hit) BEEERBHCRANAERI , BEMBEFFETRERES , RREREBEZEXA,
REREREE  AER—NMIEPERED. BENEXANRAERN,
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KB, IR Amazon Inspector £ KK BE XIS HIANIERF , Amazon Inspector FLMMEIZFEXR
MHAFHRBERAE 2. Amazon Inspector 2F#IMFINRAELI , BETCIIESIEE, BEHD
HHREXRIMG , Amazon Inspector iaXAZRELRXI., AIUEERHEHEFNHHNAEERI,
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NEMNRSFRAERINBRENBZA. TEUBXAREERERINVI AN, EETAFER
Amazon EventBridge #INNHI TAEZM £, Amazon Security Hub 2T REYE BRI 4B T a0 8128,
BE. YmEMMB R EIH N,

(® Note
RAAEEALNEIREERA S seeI 2 MERIHIN,

1 22 10 51 50
O] LRI B EIF N R IFIERIAE RN IBAERIIIER, EOJLAEA CreateFilterAPl 38 ESUPRESSH
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2. HESMERT , EEMFAN, R, EFIEAN,
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BBRIMEAMAU G , FEZANKHENFTAERINABTRERAWRSETENES ., XEKRECIIERIA
£ 7R1E Amazon Inspector & & H, EFh , Amazon Inspector & iX % I EventBridge ¥E N E#
&K Amazon 44 Security Hub I 5 3#h,

2 1 BRAD A5

1. EREBHEIEES , RETE hitps://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector #EH| &,

2. HESMERT , EFMFAN,
3. IR M BRAYHP BN BRI 5508 B B AR
4. EFEBIRR , REEINEAYER UK AMBRAN,

& 1 Amazon Inspector AE XMk

BAELIRER — CSV = JSON X4 , BETFMANAELIRE, BN AEERRESH
2| Amazon Security Hubil & # F1I & i# EventBridgefd] 8 7% Bk %S (Amazon S3), EBLEFELXIMIRE
i, FEEEEERSEPEEWERELRI., RABRAT , AERIRESEMEETIRERINHNEK
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EH Amazon S3 FER . &H Amazon KMS Z4A XI5 EH Amazon S3 Zf## Amazon Web
Services X3 #[E. &H Amazon KMS 4R K BE 2470 /5 Amazon Inspector fEAE |, &89 Amazon
S3 FiE MK B XM LT Amazon Inspector BEBFMN R, SHIBAERINEE , LA LAM Amazon S3
B THZRERFHEBEFNUE, BETTUE Amazon S3 FHEBAEEMS HNWAERINIRE
W16

AT A WMAITE Amazon Inspector B HIEFSHBERINIRE. ATESERERIENR, BE
Amazon S3 748, BB Amazon KMS key, BLEMSHBAELERRE,

@ Note
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NERAI, MREEFENHS<ANBAELRIN , WARETRESREPIEE SUPPRESSED &
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%

- B’ RIFEH R

- ST 2 FlE S3 7

- S 3 : BliE Amazon KMS key
- SR 4. BENSHAELIRE
- FESHEIR

FZER 1 RIEEHNER

@ Note
BEXSHBAERNRER , B12EITNNESR. RITXESREARTEREE
FEFAHREH Amazon S3 AR Amazon KMS key A FEM S HHAELE RRE.
MRBIEETHRIR 1-3 FEUAREAXNSHREE RS , A Amazon Inspector
CreateFindingsReportAPI B2 4E,

£ M Amazon Inspector S HFELX MRS 28 , FRINECHAESHBAELRINREUREER TN
ME#EBRENRRIIZNNR. ERIEEHNR , A Amazon Identity and Access Management
(IAM) EF K INEERT IAM F 4O 1AM Kig, AT, FXERBINEESUATSHAERIARER
BERENTHERENSIRH#ITHR,

Amazon Inspector
tF Amazon Inspector , EHEIAB T LHITUA T RIE
* inspector2:ListFindings
* inspector2:CreateFindingsReport
XEREATERRKFNAERAKE , AFXERESHIFERRBREH.

MRELITVARELS NS HABERSE , WEATUBRIEZRREAURITUT
#1E : inspector2:GetFindingsReportStatus , A TR ER LR
7 ; inspector2:CancelFindingsReport , A FHUEEAERTH S H,

Amazon KMS

¥ F Amazon KMS , i#HIA R FERITUTIRE -
* kms:GetKeyPolicy

SR RIEEHNR
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* kms:PutKeyPolicy

X LR E L I BR R M EFEEE Amazon Inspector FARINE R & H Amazon KMS key Z4A%K
B o

EFE A Amazon Inspector BH A S HIRE , REBWIARBATFENITELT Amazon KMS #1E :

* kms:DescribeKey

7/

e kms:ListAliases

XEREARTFERRMNE REREWKFH Amazon KMS keys BIEE. Rfg , BULLEERHF —H
ZHARMEBR S
WMRIETT R CIRFTH KMS ZHARMBRE |, MEFERBNIT kms : CreateKey B,

Amazon S3

3 F Amazon S3 , FRIFZRE T UMITLTIRE -
* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock

* s3:PutObject

* s3:PutObjectAcl

X LR E A BRI Z FELE Amazon Inspector A TR IREH S3 FiEM. TIIEAFEBEFMHRE
FR 78 A0 AR BR 3T R o

MR EFEH Amazon Inspector ##HI &S HIRE , EFERIEERE ATLINIT
s3:ListAl1MyBuckets # s3:GetBucketLocation ¥, XEREALAFEREZME REXE
K S3 ERMINER. RE , BALUEERHF —NMEEBREFERS

WREFSERIT — AR S TS EM R | BESRT — 5281 Amazon BER FRHE.
SH2: BE S3 7R

RIENRE , MAULBERTEEAERIIREN S3FEEET. SALUREBECKFNMEFER |
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EHEERD  BESAERECINBREER,
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S3 FHERMSNELES HMAES REIE Amazon Web Services Xi3 #E., #lin , MR EEEZEBR
B ( BEE R MILER ) KiZifEA Amazon Inspector , H B ES HZXEMBEXMKRIE , NE#ES
AN TFEERS (FEFRLMILED ) X,

BEAN | FAE B SRBE A S Amazon Inspector B F RN R A XA T WA E FH 164
R  HRETEFNEREPWEIN RO, BEXAMNEFEFEBEBNIFAER , F5H
{Amazon Simple Storage Service FIF /) FHFEHEMEBERE,

MREBFREFREEMIKSTREN S3 FRERET , BELZFRRNTEESHE , ENFEBERR,
I ZREF A URl, SHIRER , FERH AL URL

BB T 17 0 AR SR

1. FEREEHEF , ARFTE https://console.aws.amazon.com/s3 L3TFF Amazon S3 #4114,
ESMERP , EEFEE,

EREFRBEERIIREN S3 FiEMR,

1%£$E Permissions ( #XBR ) &I+,

EFERERSS P, EERE.

FUT ROIEAEF BB MR

I T

"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
},
"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:AbortMultipartUpload"
1,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

I,
"ArnLike": {
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"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

7. T Amazon S3 EFI AN EMARERERSRT , F LR EURRRES |, SUFERNE RS,

AINEAR , FRAREEEN. FREBEKER JSON B, XEREFTEEEAZRZER
m—MES , EABURTERBEPRINETRE. ZID%H%’?)?WJHEEEF , BER—1EANA K
BEEEM-—NMES, NRMEIRINE—MEG , FRNERIAFTEGT2E , FEEIN
ARESREEAMI—MES,

8. HAERLHMREMNEREENEY , HY !

e amzn-s3-demo-bucket 21FEHHE o
e 1111222233332 KK ID Amazon Web Services K,

* RegionzZ#R Amazon Web Services X15 EH A Amazon Inspector 3} % /&t 1F Amazon
Inspector B EMEFERMIRE . Fl20 , us-east-1 RAXER ( BFRILMILE ) X,

@ Note

RIS F 55 AIRE S A Amazon Inspector Amazon Web Services Xif, , X EE
EiZService FERIER NI XFHRE, WFERIEET Amazon Inspector BI RS
F1E,

flan | MREEFRKR ( B ) XEEH Amazon Inspector , % X1ig# X {53

A me-south-1 , MEEFFEDHH inspector2.amazonaws.com FiH
inspector2.me-south-1.amazonaws.com,

FER , mMIEAEXLTEARDN IAM £RFHFRIZRA

« a@@ ws: SourceAccount — LR S Amazon Inspector 9 IR EY K P [ 176 48 7R D3R
&o E A LABsIE Amazon Inspector A EMKF O F#@EPARMES. EEAFHE , ZZHEE
T AN AT LU A T aws : SourceArn &HIEEHN R RMRE,

ENEMKSEFERBTEERSG  BELFZGPRINEASNKSHKS 1D, Fl40
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"aws:SourceAccount": [111122223333,444455556666,123456789012]

« a@@ ws: SourceArn — Lh SR IRIEZ R INEN 1765 48 5 B XY SR Y SR PR 51X 774 AR Y 17 (8] A
R, E AL Amazon Web Services BgS5 By L Efth A @77 IR IIXT R, ©1E A LABH LE Amazon
Inspector £ 3 BBV K P 1T HAIRERN @ FEBARINN R, EEA#HE  REAXNRERPER
NkE , FEXLEREHZHPIEENKSERGPEENXEERN |, ZFZ 4T AT Amazon
Inspector [E & F RN R,

E A 1F Amazon Inspector Xt E Ak FHITIEERE , B FESNFAKF LS5 5ERE
(ARNSs) SFINFI L&A P, Ha

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"

aws :SourceAccount fl aws:SourceArn &4 ER MK~ B TH,

XFANZHERE B T B5 Lk Amazon Inspector £ Amazon S3 EEHE K AEEERE, BAILIM
FHERBRE PR R LERYSE , BRNHTEEXEM.

9. EXFHBRBENRE , ERFREFENR

FIR 3 : BLiE Amazon KMS key

IUF R HELE S3 MM E , N#E Amazon KMS key #& %t Amazon Inspector AR INZRiFE XN
REN . BALTMBREFLEEBENXNHRINE KMS 4, i, ZHLNELRER T FHIREN S3 &
%% Amazon Web Services X135 t8[E,

FATMURELEHCS KA RHIE KMS 47 , i AT AR HAK~HENINE KMS B, REFAH
) KMS 4] , BESECHCIEER. MREFEFAHMKAHENAEERS | BRIZEHRHN
Amazon BRABAF (ARN). M Amazon Inspector F 5 HIRER , FEEH AL ARN, BXBEBENEF
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(® Note

UTSBRATEFRINEZALLAY Amazon Inspector FAE. MRLRENER , FS511
{Amazon Key Management Service FF X A R ¥5/) H6IEZR4,

SR B R R

1. FEREHNEREESR , RET https://console.aws.amazon.com/km s & 3TF Amazon KMS 2%

Ao

2. HESMERT , ZREFREEH.
3. EBREMTMEREH KMS B, ZEHLTANIIME (SYMMETRIC_DEFAULT) %4A.

4. HEFRHRBBEDF L, GREER, IREXFEINTHFEERANZARE | NATUTEZRE TR E
REEME,

5. MUTROEGEH DR

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"
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"aws:SourceAccount": [111122223333,444455556666,123456789012]

« a@@ w SourceArn s: — b &4 Amazon Web Services RS B IE H At A 1T ERVIRIE,
‘B & A LABS IE Amazon Inspector £ @RI IK AT HMRERERAZA, RAER , RESEX
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S, 3 : B& Amazon KMS key 65


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn

Amazon Inspector AriEE

E A 1F Amazon Inspector Xt H Ak P ITIEERIE , i ARNs - —NK RNtk &4,
flgn -

"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"

aws :SourceAccount fl aws:SourceArn FH4IIEEK K B TH,

XXM BB T B IE Amazon Inspector £ 52 # 17 R 5 4 FAER 2 ## K Bl F Amazon KMS,
B AN B AP RRIX LG | BERMH ARSI,
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(® Note
BRARSH—DRAERARE, MRIAFEESHRS , KFEFISHTREE S H A
BERIAMRE.

RUINRRHABREZFEAMZNEEBERINRES , RUTUBENSEHRE T,

ERENSHAERIRE

1. FEARENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
Inspector #E#| &,

2. ESMBERTHBAERINT , REMERAELRI,

3. (W) FRAELAIRLAVFER  BNBEERY  BEEERGFIEMERELI. HN
ZMrt , Amazon Inspector 2 EF&iE , FHNBEFEFMHNRELRI, ZREHTIRGAE
BB,
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MRBETEAEIZSNMNRERINNBIE , WEXNSHRETEFSERKNE , MA—
RS — RS,

4. EESHRBAERI,
5. ESHREBINSHEXHFRES | BERGHXHFBERN

- BHEBEIEHBIEN JavaScript M RFEXTIE (json) X, EFiEE JSON,

MR EER JSON &I , NFENHEEENMAELXINAEFTR, BXTEEHN JSON FEHFI
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WMREERE CSVET , WIREFNITEEMRAERINT 2 FR , MRS BEERIAXBEMLN
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FHABE & —BEDR  FPEEIREE (X B ID EEEsEoEREEEL A APVEETHREIAN
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6. ESHMNVET , X S3URI , EEEFMRER S3 7 -

- ENREEHELNKFEENEEES | FEERX K S3, Amazon Inspector & 5 H I&H Ik
H S3 FEN. IRBEMENEMEBMENTT , AR EHIEE,
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ER ARG E Amazon S3 BERFIER , iB7E S3 URI AE KBS HE M INFHAT (/) Fal
%K. ARG , Amazon Inspector 2TEFIRERMEIFREBITRMNBIZ , Amazon S3 &4
X Z B BRIEEN B R,
Blan | AR EAEEH B S H Amazon Web Services K/ ID ERBIE , B EMIKF ID
7 111122223333 , iH# S3 URI EHWEFEIEINZ/111122223333(E,
HIEREMT S3 FHEBAN B XBR, CELTIUNHAUNFNRASE —NEEEH |
REFHEUXE —BEFE#EEXGREN — I XHEXP -, BXFHAEE , BSH
Amazon Simple Storage Service F P {§mH # £ X 4R FE Amazon S3 #Z&HI & FHA
OB

- ENREFEHEHEKFEENFEHED | B AMNE#®N URI, 40 s3://D0C-
EXAMPLE_BUCKET , E+ DOC-EXAMPLE_BUCKET R #EN B . FEEFIEEUELRE
ERHEEPBERIXEEE,

7. 3F KMS 248 Amazon KMS key , BHIEEER TMHRED :
- EFFABACKPFNES , BMNIIRFERENER, ZIRETTERKFNELREXNHRNE
KMS %40,

- EFRAEMKSRENES  BEaAMEMZEHAN Amazon BFRBET (ARN), ZHAMEETNUE
RHBMEPHBERIXLEEFE, BXFMEELR , 556 Amazon Key Management Service 7 &
AREEPNERZS ID F ARN,

8. EESH,

Amazon Inspector £ REX IS , FALEEN KMS BANERTNE , RAEFEBMEEE

EM S3 FMEF. RECEREREFEENAERIHE , KSBRTAEZSE/LSHI/LNE. FH
SERXJE , Amazon Inspector 22 R—FKHE , KPLHWRAELIREC KIS H, (LE ) EEHEFR
EREFREG , TSME Amazon S3 RHIIRE .

EEE , SRAMSH—0RE, NRUMEESHRE  BEHSHEREALAS HAMBIRSE.
FES HEIR

MRS HAELIIRERHI4EEIR , Amazon Inspector £ &R — &R RBIRAEE, B ERAKRE
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Fltn | WiF S3 FHBREL T URIFMEME S , Amazon Web Services X5 # BiZ1ZEBHRIE R
Amazon Inspector BEZFZEBRMNIT R, WAL | FRIAHTIXIFHEE Amazon KMS key A , R
AR BE L1 Amazon Inspector £ Z %40,

BEHRE  HERBRSHESE,
TRESMIEHER

MRBEREIRERT , Amazon Inspector EREERIRE , WAKE —REBREE , HNENER :
TERNAEZS N RE. 2PTALTLLE IR , fE R Amazon Inspector BIX REEN —NK P K — 15
R

EfRER  BUUSHFEMREERUHECERE , REBERFRSE

BT LA IR ES R BIREHVIRA |, I GetFindingsReportStatusi®fE4 IR B 24 5 IE 7 4 VMR &
M 1D,

MREFE | B LFERRERENIRE ID BYiZGetFindingsReportStatusRERUH Y 51 EfEH
1789 CancelFindingsReport& .

FERTS# A EI Amazon Inspector AELERNWEENEE
EventBridge

Amazon Inspector YL T # # EventBridge N T E N BAELERICENRAELEROET -1 5

#+o Amazon Inspector X 2 W FER MW EMRSER R - NEH, XBEWE , SERBEN
ERRFRRERSERRKMITE ZEMIRMER , Amazon Inspector it T AE LI BIE — NS
#. % Amazon Inspector N EFWIAERXILEMEHE , BELIN id REFE,

@ Note

MRIER K~ = Amazon Inspector ZHEEERAKF , MR EH EventBridge & 2 /Y K
FHEHREMPREKS,

£ Amazon Inspector £ EventBridge 48T , A LA BEZIMITES , UEBENN ZIHN R
2RE, EEWRBEXET EventBridge E4H Amazon Inspector FEL RMWEH , BAMAIE
EventBridge #II ¥ 3 Amazon Inspector §%E B ¥r. iZ EventBridge #N| EventBridge /& iF KiEH X
Amazon Inspector KIMHBE , B AN ENBE L& R A4k,
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Amazon Inspector =4 &% Amazon Web Services Xig ZIR Y FIE AT R ESNRINSHE
%o XEREEXUINBE Amazon Inspector H3F Amazon Inspector Bt & 7 #Z U EventBridge B4
HE4 Amazon Web Services XiF (VBB EZE4HN . Amazon Inspector RE KRB H XK HEH,

AT N LR GEEEANRE | HNEMTHIR EventBridge SN,
SHRY

AT 2 EC2 KIEHH Amazon Inspector BHEN R Fl. BXREMFAERNLBNEHEEHN KRG
28Ky , S EventBridge 2249,

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "VYES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

I

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": '"NVD",
"version": "3.1"
1,
"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCq=WelLt57aaZA@mail .gmail.com/", "https://
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ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f@b6d513b259fdab9c9bf4aaa6188d054c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",
"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-rc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],
"relatedVulnerabilities": [],
"source": "UBUNTU_CVE",
"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",
"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2022-3303",
"vulnerablePackages": [{
"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
},

"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
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"vpcId": "vpc-ab6650d1"

},
"id": "i-0c2a343f1948d5205",
"partition": "
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

aws",
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£ 1% ; ®RE Amazon SNS =T M im &
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Email setup
B2 SNS &
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#1% EventBridge MM LUE &4 Amazon Inspector BiR&ELE R 72


https://docs.amazonaws.cn/sns/latest/dg/sns-getting-started.html
https://console.amazonaws.cn/sns/v3/home

Amazon Inspector Tt
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5. HEIJR&DH , EFIRITE,
6. a. MIPUECEEAPIEESE TR,
b. HWK[AFERTP , MINEEER THEBEMEY B TRt

(@ Note
RITHE  SFERT B FERHEFimiEiATE.

c. EFRSIEITH,
7. EWHESEWRITEEER , REERBIANTE,

Slack setup

213 SNS £ &

1. 7E£ v3/home L& RIS #h SNS £l 2, https://console.aws.amazon.com/sns/
2. MNESMBERTPIEEREETE  ARERFENETH,
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(® Note
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b. X7F Slack BiE , R LEFERANEE,
c. fESlack® , ARETEERMHEREHERE  EHLEEENEE ID,

d. HEHXRNARESFFH Amazon Q Developer & A |, JF4EM Slack £ #II5RIE 1D 50y
BFAASE ID FEH, Amazon Web Services Management Console

e. ENRY , IREEREAG , BTEREARRCIE IAM BE,
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g. XFHEFEZBER , HiE#E Amazoninspector 2, ReadOnlyAccess

h. &EBE A2 SNS TENXE , AR EERECENA T O Slack BEXEBAHHN
Amazon SNS i,

RIS,

Amazon Chime setup

£l3 SNS =&

1.
2.
3.

£ v3/home LB FI S# SNS ##|&, https://console.aws.amazon.com/sns/
MNEMBERPERETE , AREFRLUERITH,

ECIBEETEEH DA | RFEbRHE, BTR, MATEBZH , W Inspector_to_Chime, Hthi¥
MEBRIEN, EFRCIEETTIUTR,

ERMRNARFEFHEPEE Amazon Q F A&

1.

o & w0 DN

EHXBAREFEH AP SME Amazon Q FFA#E , Wik A https://console.amazonaws.cn/
chatbot/,

MEEENEFFinERFERE BTN,
i%4E Chime , AFEFREENHIA,
EREFAEEESRT , WABENEN.
#£ Amazon Chime RITFHENIKE,

a. EEALANNREE , RFIEFEE Webhook MBFERF.
b. EFEEH URL LA Webhook URL & HI EIBI 4R,
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6. EHXRMAREFFH Amazon Q FRXEBEOF , FEEHIH URL #15E] Webhook Mk E&
F, Amazon Web Services Management Console

7. ENREYT , MREBEEELG , FEBREAEKRGIE IAM A€,

8. XWTEMER , FEBRBANE, X2 Amazon Q A X EEWMRNARFEFFEAN IAM K
MR, A CloudWatch Bk, =4 BELLK Amazon SNS FF M T XL ERYEELF S H
PR

9. EBRZEZEIBIE SNS TBWXIE , REERECIZMN A T [ Amazon Chime BIXRZE KX EH
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10. EEEE.
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1. ERAZNEILEER,

T 53 EventBridge & #1& , B4k Jhttps://console.aws.amazon.com/events/o
MNEMBERPEFERN , RAEEFCIEAN,

BMARNE , FEAERER AR,

EREBEHEXNAN , RAEEET -5,

EEHEXERP , EFEAENER (JSON HiERR ) -

T EH JSON KM FmEIR .

N o g M b

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]
}
}

@ Note

HAEX 24X Amazon Inspector M BIH B F=E MR CRITICAL = HIGH KISEZAE
R RIEBEH,
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Inspector 2 #| &

2. MNSMBEREFZEFER.

a. ZEFNERSERES SHBEIRFTRE  BULERTEA EANRIFESE , FIHRIFHK
=

b. WLUBTEZEAENT B RERZI B WEFRIE.

c. MRLHKFREALANFBREZEAKS , WALBIEKS ZRFHWAKAKS ID REEK
RIKFHSCE St iR,
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T R SIE AR A 4 H AR

RN BN DT IREX T BIEFRM AT BN AR | FL @0 T #3580 Amazon BIREYRIEIR
)% Amazon Web Services X1,

HEESRTHE

HEBEETE 2R MHE X Amazon Inspector HEHN B RNWAITHIE, EARTAH | BOLLESF
Amazon Inspector F# KL 5% EC2 3£4l. Amazon ECR B # Amazon Lambda EEHI B
Bk, MRMEEL Amazon Inspector ZHEEE 5 #9 Amazon Organizations B EEZNKF |, &8
EFEDNHELAK S S8, BUE Amazon Inspector WHBUA R A EWARBER, EEATLUE
A b R 4 SR TE BRLE R R R 4E Amazon Inspector WEBEBE R, XERFEAEEZEMIF/MYE | XL
RSt RESWARA , FENEALAHIBRR, BXEZER , SR 1TE Amazon Inspector X

& Amazon HRENEESBHE,

ER—ANBEDEAS , AHAFMEEANKFAEETH, KREETTEHABEIFEHNTLE Amazon
Inspector SHE LMK . I Z# EC2 SEHIFIT i ECR FEE,

BEUEHMTAR :

+ Account

- 341

- RERTFEE

- BREBERE&

* Lambda
EEZRERY

EZRERNBIRATHREFEERFIUENBEURREFRERELRINNER, EATH
BERBRFRMINEBEE R, BXREEZRELRINLUK Amazon Inspector NAITRAEEEMHNEZE
B, 53 7 # Amazon Inspector &L,

HE-AETRERIAE , SHEAFEARELARNE , AADVAWERE  EREME2 AT
BHFEEEHE LI,

EETRELNAM TR :

. ECR RERGAE RN

. TDFH EC2 HEL R

. MATEMAE LN
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« Amazon Lambda B # &I
E T XS &

ETRENIIEBLERNANFECERBUNEFS , XLEMBERMIMF R KD 5
R BEXERFEUTUAEZRONEHGHRBRORKE, 2REFTEMUAEFTAXNESE N
HE BN Z I E R

BEREERERIANIKS
‘RIMZRBNIKS” B2 ERTENHRPRAFZRBHIED Amazon IKF |, IR ZIKF R R

E#¥. REF Amazon Inspector BLE A AR TZHK A HMER , THREIERNEEAKFAESR
A#B% . Amazon Organizationstt MM E AT B ZRXEE R 7 #FA L R RY HFLE K 7~ H I H XL & Ko

ERKF ID UEEEXZEMRAKFHNEZEL,
BEREEAEXRIM Amazon ECR ZEE

BERZEERE R Elastic Container Registry (ECR) ZEEH D E R EF LI EREERBEM
BIAELIETEN Amazon ECR F#EE. ZMBERFMEESRF . Amazon IKFFRIRAF. F6#
FOZBH, mFERIKENREELEY. LNETHEBEREPLEFEERIRHXRRE K,
R TFHEEMUEEEXIENFHENESER.

DEREERERINARMEK
BEREERAERINABREH, ETHREFIEREERAELINTENBTHRRE, ZURE

TEREHRERE, FRHESN. BGREE. Amazon KFHRIRF, FERBIHRENRBEK, A
BUHEBNRAEFAEERERLRRRETEFTEEENENEI,

ERBFRGIEFEXZIFNNAFRENESER.
LEREERERAHN KA
“RUBREHEH B ERT RAZFBHWAT AN Amazon EC2 3£fl, ZME & REHIFRREF,
Amazon IKFFRARF, WEEALERRE (AMI) PRRRF, TFERSUEHNENRIELS K. HAETH
By ELAL 1% B PR & T E L SR FTRE R BB A
HEFERB ID LEEEXZ R Amazon EC2 RHINESFE L.
DEREZERERINMIL S HY.EFEK (AMI)

TERKRBLE RN Amazon HEBRRE (AMIs) B85 &R T EMWIRE AMIs FRIFXBHRIEAD,
ZUMEE TR AMI #RIRFF, Amazon IKFARIREF, MEHRZETHZ MM EC2 LHIHE. AMI Bl
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HE., AMI NIREREFA,. FERIBRENREDER, LUETRBEMIZRERTE &R E L
AMISTTREEEEFE,
ERZEMLFLLEFEERANZETHN AMI BIIHNEFNEZELR,

Amazon Lambda X H K< ER B

FEREERAEXTMAmMazon Lambda K E 2 E R EBEF I EREZRAERIWII AN
Lambda ¥, ZMEE T Lambda BB, Amazon IKFFRIRFF. ZTRHE, PEREHR
B, SRIHENREEH, HUETHBBEMREEEBmERLE Lambda B AIREFEBE,

EREBEHRATEETEAERXZ M Amazon Lambda RN E ZE R,
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¥# 3 Amazon Inspector J&AEIEE

& A LATE Amazon Inspector iRAIEFEFE REBERAREEE (CVE ) - Amazon Inspector £ KA
BWIREFNEERERS CVE ID XN FMAER., BULUE CVE BAEERELEEXEFMAE
E.. Amazon Inspector 2 RERRAREEFNRERBAHERFELXRI, Amazon Inspec CVEs tor 1X
X CVE #AGEREN “RUEE HBoPIEHNEE. AT ABUNAEEA CVE ID #% Amazon
Inspector J&IEEIERE.

@ Note
B &l , CVE #&AFR X #F Microsoft Windows.,

BRINBHEE

A B A E R A LUK EF Amazon Inspector AP| ## ZiRAKIEE,

(® Note

I ARTE L BT RRAS P B0E Amazon Inspector , Amazon Web Services X35 a7 8Ei2 ZiR7E
BEE,

Console

1. FERENEIERS , RETE https://console.aws.amazon.com/inspector/v 2/home T FF
Amazon Inspector #2#| &

2. MNEmBEHRD  ERRIBEEER,
3. EEERES  HMACVEID, RAEEEER,

API

1217 Amazon Inspector SearchVulnerabilitiesAPI , ##&filterCriterialA T2 L4 CVE
ID : CVE-<year>-<ID>,
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THE CVE FHEE

AT NEA#ER CVE FHAEENH.

CVE #4585
CVE #4ifE R85 BEUTREL

- CVE &% ID

- CVE =&Eh

- BAREIES KL (CVSS ) MRBETNITS RS (EPSS ) 8%
- RNFEAE

(® Note
MBWFERANZE , N Amazon Inspector A X F# M &M CVE ID,
JLERBE A2 ( CWE )
- HNERIEMERH A
R E R
AR RE T BEREE | flRERA B RN DX EXNN L FRERA B H,

TERHMTRENEZEMNEMIRELZE2R (CISA ) WHKE , EhaFExgERE. CVE #ANEEH
A FROR B Sy B ALK CISA HIEEFBHLI91EE CVE BV B Hi,

ZEER
SERSRET ARER | THIKMAX CVE WESEL,
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SBOMs fE L 53 Inspector S H

RUYELEE (SBOM ) RERBEFRMEFRME=ZSHHFHAHNIREEFE, Amazon Inspect
SBOMs or AEKIMEREENE IR, RALUER Amazon Inspector &) & 5 Amazon Inspector API
SBOMs ARHERLERK. EEUSH SBOMs Amazon Inspector X MU EEWFIERR. 25 H
SBOMs #HEXREHNHHHNNER. BALUBT T Amazon M EE S TEREFERFRRS. I
NAWAEERN S H SBOMs,

(@ Note
B &l , Amazon Inspector & SBOMs X #&5 H Windows Y & i# EC2 354,

Amazon Inspector

Amazon Inspector 3% SBOMs LA CycloneDX 1.4 #1 SPD X 2.3 # A& RX S H. Amazon Inspector
SBOMSs £ ISONI 4 H B #&3% 289 Amazon S3 Z6EH.

(® Note

M Amazon Inspector & H# SPDX #&X 5 M SPDX 2.3 WR4EHA , BT ELNA
BiMY (CCO) FB. XRRANBEUFERITATHFEH D ZXRREM B

5k B Amazon Inspector #J CycloneDX 1.4 SBOM #& = 7Rl

{
"bomFormat": "CycloneDX",
"specVersion": "1.4",

"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z",
"component": null,
"properties": [
{
"name": "imageId",
"value":
"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace"
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},
{
"name": "architecture",
"value": "arm64"
},
{
"name": "accountId",
"value": "111122223333"
},
{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"
}
]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1e9a0@b24161daaadd535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
.
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+deblQul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa9a"
},
{
"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62al16f78a5"
.
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{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+debl@ul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef@0dff8da77901b1085"
},
{
"type": "application",
"name": "ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+deb1l@u3?

arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",

"bom-ref": "cd20cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref": "a74a4862cc654a2520ec56dadc81lcdb3™
.
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

3k B Amazon Inspector 9 SPDX 2.3 SBOM #& = 7~ 4l

{
"name": "409870544328/EC2/i-022fba820db137c64/ami-074ealstc@8effb2d8",
"spdxVersion": "SPDX-2.3",
"creationInfo": {
"created": "2023-06-02T21:19:227",
"creators": [
"Organization: 409870544328",
"Tool: Amazon Inspector SBOM Generator"

]
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iy
"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": "",

"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.xrpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
},
{

"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referencelLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"

},

{
"name": "hunspell-en-US",
"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
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"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",

"referenceLocator": "pkg:rpm/hunspell-en-US@Q.20121024-6.amzn2.0.1?
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.src.rpm"

11,

"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae0883973d6cea5e7e079d544fe5"

1,
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2
1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2021-3981"
}
1,

.06-2.amzn2.0.67?
.amzn2.0.6.src.rpm"

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"

}I
{

"name": "unixODBC-devel",

"versionInfo": "2.3.1-14.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,

"externalRefs": [{

"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",

"referenceLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0DBC-devel-2.3.1-14.amzn2.src.rpm"

11,

"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021a13fc9f81237d2"

}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
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"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c0e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
I
{
"spdxElementId": "SPDXRef-DOCUMENT",

"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f84f1903",
"relationshipType": "DESCRIBES"
1,
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}
1,
"SPDXID": "SPDXRef-DOCUMENT"

}

ST SBOMSs

S et , SBOMs &AILURMTEEZR KN B ERR FERUEHRE, NRETRHUBERGE , &S
SBOMs HFIEL FENRSEZIFNRIR. ME , MREREREER , XETEAMERANRIR,
A AT HESRY

« Acco untlD — L% EF AT SBOMs S HEHREMKF ID KB EMIE IR,

-« EC2 EHIHRE- 1% ES SBOMs Al A TS HHEHERZMN EC2 =4,

- HBEM-UIFIESS SBOMs AITA TS H4E Lambda B,

- BBHRLE-ILIIESR SBOMs AI A TS HHTHERENRENARER,

 Lambda BB — tiFESR A TS HTERERZHN SBOMs Lambda E#

o BIRKB- I TEERR A THERIREKE . EC2/ecr/Lambdas

« R ID — WiFERH A TS HEERIRN SBOM,

- IFEERM-LLIFIESR SBOMs AT A TEMBEFEETHNRRER.
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&S H SBOMs

ESH SBOMs , BATSEEE — Amazon S3 M — /N L Amazon Inspector £ K Amazon
KMS 4, B LAEAMRIEESS SBOMs HRRIISEFE., E SBOMs I Amazon HLAFHZ /N
FSH , BEE Amazon Inspector R EE AN S REZERITUTIR,

TR

« Amazon Inspector £ N ZFXIFRIR,

- BLE T ZREEHY Amazon S3 Zf##@ , L1F Amazon Inspector B F# BRI R, BXREERENE
B, BZHEES HNE,

- —HEBAERIEN Amazon KMS %4A , A1 Amazon Inspector FRIMBZREHIRE . BXRE BRI
HEE , BSREEA TS HE Amazon KMS 247,

® Note

MREZHEE T Amazon S3 FHEMAMA TS H4E EH Amazon KMS Z47 |, AT LURAEREIAY
FHEMNZP AT SBOM &1,

RN EIER B ERS EH SBOM,
Console
1. FEREHNEIEESR , AAFFTE https://console.aws.amazon.com/inspector/v2/ home H 3T FF

Amazon Inspector 2% A&,

2. FATREALAMN Amazon Web Services X185 k1288 | kIR ESENHESH SBOM WEEHN
X1,

3. ESMERKT , &F FH SBOMs,

4. (WL ) E “SH SBOMs” MEA , FRAANBERELEZENHBIRENREFE, W
RAREMIFEIESRMY , Amazon Inspector FSHFIEFEHRRNRE. MREEEZREER , X
FaERERPHMEEDI TR,

5. ESHRET , EBFER SBOM B,
6. %A Amazon S3 URI 553 % Amazon S3 , i#%£#F — Amazon S3 L&k Ff% SBOM,
7. % AR Amazon Inspector ELER 4R , AT MRS, Amazon KMS

EEMS H SBOMs 89


https://console.amazonaws.cn/inspector/v2/home

Amazon Inspector AriEE

API

ELURIEA N SBOMs REAMEIRSH , A Amazon Inspector API
9 CreateSbomExportig k.

FEiERS , £ reportFormat SEIEE SBOM &3 |, 1%£#% CYCLONEDX_1_4 =X
SPDX_2_3, s3Destination SR AHERN A MABKIIEE —MEE T KKK S3 7

¥ , BLAF Amazon Inspector M E#TE A, ( A% ) £/ resourceFilterCriteria &
BRI EWSEE R H TS EN TR,

Amazon CLI

EFHS SBOMs HZEH &R , i Amazon Command Line Interface IZ{TA TS :

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=amzn-s3-demo-
bucketl,keyPrefix=PREFIX,kmsKeyArn=arn:aws:kms:Region:111122223333:key/123

EEHERS | BFORMATE R N IBEERIIE , CYCLONEDX_1_4ZHSPDX_2_3, AFE , H
s3 B#rHY user input placeholders BN ESHEIN S3 FHEMNWER, AT S3 i
HEEIE , URBATFMERERN KMS 248 ARN,
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I ¥ Inspector EventBridge B4HI I S B4 2244

I 53 EventBridge ¥k B N AR M E N AR5 0SSt B3R R & W Amazon Web Services BRS
EIB %5 , B0 Amazon Lambda Bi¥i. S fE @B HRS EBA Amazon Kinesis Data Streams
FHRBER. " TXBEESHMNARER. RESMNRSEWERK , Amazon Inspector 2BIFREL R
EventBridge fEAEH4 A A E], EALAEMA Amazon Inspector K EXBEXRIN, BEEMAENE
#, AFEM T EventBridge EHHIRHIZEH,

£

« WG# Inspector KL S i# EventBridge B2
« Amazon Inspector 2 & I =42 85 Rl

« Amazon Inspector #3413 3 55 B B4 22 44 R 4

« Amazon Inspector B & R EH LR 5

« Amazon Inspector B3 /5 A 214 R 5l

W B3 Inspector BV & # EventBridge E4<ZE 4

AR & Amazon Inspector EventBridge B4 EAREM R, EHFFEREHLREMR,

{
"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",
"source": "aws.inspector2",
"account": "Amazon Web Services ## ID (string)",
"time": "event timestamp (string)",
"region": "Amazon Web Services ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
*Details of an Amazon Inspector event type*
}
}
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Amazon Inspector &2 & I E 4 2R ¥ 7R 5l

LU 2#E Amazon Inspector &4 R EventBridge FIEH R R, 2 Amazon Inspector & IR #
ENBRRPEERGRBESINER BN , Rt BRERNES., BXRUBHNHESHNBENNIE
B, TS RERT D 8IEX Amazon Inspector &L R B E X [EE EventBridge.

AT PBRTRBER NS -

« detail-type I®EN Inspector2 Finding.
« detail R T RELH,
- detail.resources.tags RIF#HBEHRENE.,

BELFFRIETF , EEHNTRRRNMAERNRENBERNEHRY,

Amazon EC2 package vulnerability finding

"version": "Q",
"id": "4d621919-f1f4-4201-a0e2-37e4e330ff51",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T17:00:36Z",
"region": "eu-central-1",
"resources": [
"i-12345678901234567"

1,
"detail": {
"awsAccountId": "123456789012",
"description": "In snapd versions prior to 2.62, snapd failed to properly

check the destination of symbolic links when extracting a snap. The snap format
is a squashfs file-system image and so can contain symbolic links and other file
types. Various file entries within the snap squashfs image (such as icons and
desktop files etc) are directly read by snapd when it is extracted. An attacker who
could convince a user to install a malicious snap which contained symbolic links
at these paths could then cause snapd to write out the contents of the symbolic
link destination into a world-readable directory. This in-turn could allow an
unprivileged user to gain access to privileged information.",

"epss": {

"score": 0.00043
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3,
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:59:44.356 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 4.8,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],
"cvssSource": "UBUNTU_CVE",
"score": 4.8,
"scoreSource": "UBUNTU_CVE",
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:59:44.476 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 4.8,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"source": "UBUNTU_CVE",

"version": "3.1"
.
{
"baseScore": 7.3,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H",
"source": "NVD",
"version": "3.1"
}

iF

"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-29069",
"https://ubuntu.com/security/notices/USN-6940-1"

1,

"relatedVulnerabilities": [
"USN-6940-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-29069.html",

"vendorCreatedAt": "Thu Jul 25 20:15:00.000 UTC 2024",
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"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-29069",
"vulnerablePackages": [
{
"arch": "ALL",
"epoch": 0,
"fixedInVersion": "0:2.63+22.04ubuntu®.1",
"name": "snapd",
"packageManager": "0S",
"remediation": "apt-get update && apt-get upgrade",
"version": "2.63"

iy

"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {

"awsEc2Instance": {
"iamInstanceProfileArn":
"arn:aws:iam::123456789012:instance-profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": [
"1.23.456.789",
"123.45.67.890"
1,
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

I

"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"

1,
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"severity": "MEDIUM",

"status": "CLOSED",

"title": "CVE-2024-29069 - snapd",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 17:00:36.951 UTC 2024"

Amazon EC2 network reachability finding

"version": "Q",
"id": "9ebl1l603b-4263-19ec-8be2-33184694cb92",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-05T13:06:56Z",
"region": "eu-central-1",
"resources": ["i-12345678901234567"],
"detail": {

"awsAccountId": "123456789012",

"description": "On the instance 1-12345678901234567, the port range
22-22 is reachable from the InternetGateway igw-261lbab4d from an attached ENI

eni-094ad651219472857.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"lastObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-261bab4d",
"componentType": "AWS::EC2::InternetGateway"
3, {
"componentId": "acl-171b527d",
"componentType": "AWS::EC2::NetworkAcl"
b i
"componentId": "sg-0d34debf87410f2d9",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-094ad651219472857",
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"componentType": "AWS::EC2::NetworkInterface"

o {
"componentId": "i-12345678901234567",
"componentType": "AWS::EC2::Instance"

1]

.

"openPortRange": {
"begin": 22,
"end": 22

.

"protocol": "TCP"
1,

"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
I
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::123456789012:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": ["1.23.456.789", "123.45.67.890"],
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 17:41:24.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

},
"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway - TCP",
"type": "NETWORK_REACHABILITY",
"updatedAt": "Thu Sep 05 13:06:56.334 UTC 2024"
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}

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5325facf-alaa-7d97-6bce-25fde6f6d2fc",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:55:382",

"region": "eu-central-1",

"resources": [

"arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/

sha256:84f507df33c6864d49¢c296Tb734192696e4cb6f78166ac51ac8b9b118181085d"

1,
"detail.resources.tags.testkey": "allow",
"detail": {
"awsAccountId": "123456789012",
"description": "Possible denial of service in X.509 name checks",
"epss": {
"score": 0.00045
.
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [1,
"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-6119",
"https://ubuntu.com/security/notices/USN-6986-1"

1,

"relatedVulnerabilities": [
"USN-6986-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/

CVE-2024-6119.html",
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"vendorCreatedAt": "Tue Sep 03 00:00:00.000 UTC 2024",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-6119",
"vulnerablePackages": [
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "libssl3t64",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"
I
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "openssl",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "armés4",
"imageHash":

"sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",
"imageTags": [
"ubuntu_latest"
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1,

"platform": "UBUNTU_24_04",

"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",
"registry": "123456789012",

"repositoryName": "inspector2"

},

"id": "arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/
sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",

"partition": "aws",

"region": "eu-central-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-6119 - 1libssl3t64, openssl",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep @4 16:55:38.411 UTC 2024"

Lambda package vulnerability finding

"version": "Q",
"id": "9eadd71la-e49c-9864-6ba9-2a5d3f83c88f",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T16:50:37Z",
"region": "eu-central-1",
"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:
$LATEST"
1,
"detail": {
"awsAccountId": "123456789012",
"description": "Flask is a lightweight WSGI web application framework. When
all of the following conditions are met, a response containing data intended for
one client may be cached and subsequently sent by the proxy to other clients. If
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the proxy also caches 'Set-Cookie’ headers, it may send one client's “session’
cookie to other clients. The severity depends on the application's use of the
session and the proxy's behavior regarding cookies. The risk depends on all these
conditions being met.\n\nl. The application must be hosted behind a caching proxy
that does not strip cookies or ignore responses with cookies. 2. The application
sets ‘session.permanent = True® 3. The application does not access or modify the
session at any point during a request. 4. "SESSION_REFRESH_EACH_REQUEST  enabled
(the default). 5. The application does not set a “Cache-Control® header to indicate
that a page is private or should not be cached.\n\nThis happens because vulnerable
versions of Flask only set the "Vary: Cookie® header when the session is ac",
"epss": {
"score": 0.00208
1,
"exploitAvailable": "YES",
"exploitabilityDetails": {
"lastKnownExploitAt": "Sat Aug 31 00:04:50.000 UTC 2024"
1,
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {
"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"source": "NVD",
"version": "3.1"

iF

"referenceUrls": [
"https://www.debian.org/security/2023/dsa-5442",
"https://lists.debian.org/debian-lts-announce/2023/08/msg@0024.html"
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]I

"relatedVulnerabilities": [],

"source":

IINVDII ,

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2023-30861",
"vendorCreatedAt": "Tue May 02 18:15:52.000 UTC 2023",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Sun Aug 20 21:15:09.000 UTC 2023",
"vulnerabilityId": "CVE-2023-30861",

"vulnerablePackages": [

{

}I

"remediation": {

"epoch": 0,

"filePath": "requirements.txt",
"fixedInVersion": "2.3.2",
"name": "flask",
"packageManager": "PIP",
"version": "2.0.0"

"recommendation": {

"text": "None Provided"
}
I
"resources":
{
"details": {
"awsLambdaFunction":

+zusAagRRMGS8B27c=",

"architectures": [
"X86_64"

iF
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9g3jG

"executionRoleArn": "arn:aws:iam::123456789012:role/service-

role/VulnerableFunction-role-f9vs5mg8",

iy

Ilidll:

"functionName": "VulnerableFunction",
"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
"packageType": "ZIP",

"runtime": "PYTHON_3_11",

"version": "$LATEST"

"arn:aws:lambda:eu-

central-1:123456789012: function:VulnerableFunction:$LATEST",
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"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2023-30861 - flask",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:50:37.627 UTC 2024"

Lambda code vulnerability finding

"version": "Q",

"id": "e764f7be-f931-fflb-204b-8cab2d91724b",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:51:01Z",

"region": "eu-central-1",

"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:

$LATEST"

1)

"detail": {
"awsAccountId": "123456789012",
"codeVulnerabilityDetails": {

"cwes": [

"CWE-798"
1)
"detectorId": "python/hardcoded-credentialsevl.0Q",
"detectorName": "Hardcoded credentials",
"detectorTags": [

"secrets",

"security",
"owasp-toplQ",
"top25-cwes",
"cwe-798",
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"Python"
1,
"filePath": {
"endLine": 6,
"fileName": "lambda_function.py",
"filePath": "lambda_function.py",
"startLine": 6
I
"ruleId": "python-detect-hardcoded-aws-credentials"
I
"description": "Access credentials, such as passwords and access keys,

should not be hardcoded in source code. Hardcoding credentials may cause leaks even
after removing them. This is because version control systems might retain older
versions of the code. Credentials should be stored securely and obtained from the
runtime environment.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"lastObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"remediation": {
"recommendation": {
"text": "Your code uses hardcoded AWS credentials which might
allow unauthorized users access to your AWS account. These attacks can occur
a long time after the credentials are removed from the code. We recommend that
you set AWS credentials with environment variables or an AWS profile instead.
You should consider deleting the affected account or rotating the secret key
and then monitoring Amazon CloudWatch for unexpected activity.\n[https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html] (https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html)"

}
},
"resources": [
{

"details": {
"awsLambdaFunction": {
"architectures": [
"X86_64"
1,
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAaqRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
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"packageType": "ZIP",
"runtime": "PYTHON_3_11",
"version": "$LATEST"
}
},
"id": "arn:aws:lambda:eu-
central-1:123456789012:function:VulnerableFunction:$LATEST",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"
}
1,
"severity": "CRITICAL",
"status": "ACTIVE",
"title": "CWE-798 - Hardcoded credentials",
"type": "CODE_VULNERABILITY",
"updatedAt": "Wed Sep 04 16:51:01.869 UTC 2024"

(@ Note
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Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4Ff55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©
},
"instance-id": "i-087d63509b8c97098",
"version": "1.0"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a9da9cd3606",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:182",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,

"detail": {
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"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/
inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©

},
"image-digest":
"sha256:965fbcae990b0467ed5657caceaecl65018ef44a4d2d46c7cdea80a9dffodlea”,
"image-tags": [
"ubuntu22"
1,

"version": "1.0"

Lambda function initial scan

"version": "Q",
"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-02-23T18:06:03Z",
"region": "us-west-2",
"resources": [
"arn:aws:lambda:us-west-2:111122223333:function:lambda-example:$LATEST"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": @,
"TOTAL": 0

1,

"version": "1.0"
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- detail-type FEBIZEN Inspector2 Coverage,
« detail WREE— scanStatus ¥R , AFERERNFHERS

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:39Z",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
.
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"
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« detail-type FERI&EE RN Inspector2 AutoEnable,
+ Zdetail W RIHAR T auto enable EH LM ER,

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "Inspector2 AutoEnable",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-08-21T02:36:48Z",
"region": "us-east-1",
"detail": {
“version”: “1.0.0”,
“AutoEnableStatus”: “Failed”,
“Reason”: "The number of member accounts enabled with AWS Inspector has reached
the maximum limit of 10,000"
}
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« Alpine APK

+ Debian/Ubuntu DPKG
* Red Hat RPM
- C#

+ Go

« Java

* Node.js

« PHP
 Python

* Ruby

* Rust

XENBASFRREEERE

Sbomgen AT HY Dockerfile HRTFENERGEXTLIERIREKRZLBHE, EXELER , B
2% Amazon Inspector Dockerfile ¥ &,

Z % Sbomgen

Sbomgen {GER T Linux BERS,

XRIEFaED T


https://docs.amazonaws.cn/whitepapers/latest/practicing-continuous-integration-continuous-delivery/software-bill-of-materials-sbom.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-cicd.html
https://docs.amazonaws.cn/inspector/latest/user/scanning-cicd.html
https://docs.amazonaws.cn/inspector/latest/user/dockerfile-checks.html

Amazon Inspector AriEE

MR HE Sbomgen F A EFHVERE |, N AME LR Dockere MREDHEN . tar XHFHHVR
BRREEEZERREMRPHBE , MFEFE Dockers,

Amazon Inspector B EZ D EF U TEH MK RS LIZ1T Sbomgen :

- 4% CPU
+ 8 GB RAM

E#% Sbomgen , BT TIRE

1. MR IEH URL F TE&H#T Sbomgen zip X4 :

Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/

inspector-sbomgen.zip

Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/

inspector-sbomgen.zip

HE , BALATH L BIARAR Amazon Inspector SBOM 4 B 28 zip X 4.
2. ERAUTHSHRERTHRHXH

unzip inspector-sbomgen.zip

3. RERINWBEFZRHEBLEUTH

 inspector-sbomgen— XZREHITHER T E SBOMSs,

« README. txt - X2 UWAMAEEA Sbomgen X4,

* LICENSE.txt - ltXX# 8= Sbomgen BYER#H1F ATIE,

« licenses - WX #XEE Sbomgen FIERANE=FEFENFTIEEE,
« checksums.txt — It X #iE24 Sbomgen TEMKEHE,

« sbom. json - X2 Sbomgen TEHY CycloneDX SBOM,

« WhatsNew.txt - b XHEEBELENTERS , ALETURIEEE S Sbomgen R4z B E
R E SR B,

4, (&) EANATHSRIEZTENERSMERMTEM
sha256sum < inspector-sbomgen

- FERE5 checksums.txt XHHABTHITHR,

Z % Sbomgen 112



https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://docs.amazonaws.cn/inspector/latest/user/sbom-generator-versions.html

Amazon Inspector AriEE

5. HANUAT@HEHZIERTFITRITNR,

chmod +x inspector-sbomgen
6. EANATHSRIEREEMIIEE Sbomgen :

./inspector-sbomgen --version
BN ZAARIRUTUOTARNBMEHAR

Version: 1.X.X

£ Sbomgen

A NB A LAER Sbomgen WARE AR, AIVBEAERGIH—2 T AR Sbomgen, EE

EIXLERH| , HEIEIT list-examples &5 :

./inspector-sbomgen list-examples

NESRRGLERK SBOM H i 4
& A LAfE FASbomgen SBOMs N ABREBRER I FLE R R XM, ALAEA container Fw
B ALk IhEE,

e

EUTRBFEF , ALY image:tag BN EECHBRE ID , F output_path. json BRANE
R7FHHABEER,

# generate SBOM for container image
./inspector-sbomgen container --image image:tag -o output_path.json

® Note

B RMMERIUR TREX N HER. REB/NTX A LIRS Sbomgen tH8E , EAILURD
BENRTEH. REB/NERTUBEREHE, THRN LARE,

Sbomgen5—i2 ARt ScanSbom , Amazon Inspector Scan APl F&4L# SBOMs EE#id 5,000
NBENEE, EXMERT , Amazon Inspector Scan API 23R [E HTTP 400 a5,

{f# A Sbomgen 113


https://docs.amazonaws.cn/inspector/v2/APIReference/API_scan_ScanSbom.html
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MRMEIEHEREIHRE R , BEERMER --skip-files SHEHENHERE Sbomgen 25k,

T~ ERAERERA

ARBEEGPABIEEHR T U THEIRMAM -

« InvalidImageFormat— H#ETERIFH TAR #rk, BEXHHEEXHHNERNE RN SMEG
A%,

« ImageValidationFailure— HABMBHHNREMIABTKERIEAMNRE |, fIIHNEK
ERLTLE, FERHEFTEHAIRBLMNRKL LM, SHA256

- ErrUnsupportedMediaType— HEGEAH B EFTIIFNWHEARENEIM, BXRTIFHERLR
MEES , FERAXENRERENMEFREE,

Amazon Inspector A% #FiZapplication/
vnd.docker.distribution.manifest.list.v2+jsoniE{k3E &, {HZ , Amazon Inspector ¥
XXHFEEE, AREARREIRNESGN , B LUBE --platformSHEARIEEZ £ H BN FE
B, MBRIEE--platform3 % , Amazon Inspector SBOM £ B A RIEFTREMIZITE A Bk
BE,

M B FHMIFEEK SBOM

& 7] LA FiSbomgen SBOMs M B RMERHPERK, AJLAEA directory = archive FanwE AL
IheE. MNREBMNIE XHX ( FIENTER Git FEFE ) £ SBOM , Amazon Inspector Z& 1 £ A itk
I

Rl 1

LTFRBERERTMNE FXHER SBOM B FiT.

# generate SBOM from directory
./inspector-sbomgen directory --path /path/to/dir -o /tmp/sbom.json

RS 2
DTFRBABRERTNFHEXHER SBOM WFinS. NEZFHF .zip, .tar Ml .tar.gz FHEER.

# generate SBOM from archive file (tar, tar.gz, and zip formats only)
./inspector-sbomgen archive --path testData.zip -o /tmp/sbom.json

ME ZFFLERK SBOM 114


https://docs.amazonaws.cn/inspector/latest/user/scanning-ecr.html#ecr-supported-media
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M Go = Rust B4 % =3t #l X4 £E K SBOM

& 7] LAfE FiSbomgen SBOMs M4miF G S GoMRust —# I X R K. ALUEN binary Fa®
5 R ThAE

./inspector-sbomgen binary --path /path/to/your/binary

¥ SBOM k3% Amazon Inspector # 1T IR &R 5!

BR T 4K SBOM 4t , 3 ] LAE A Amazon Inspector Scan APl Y AN G5 &% SBOM #1743
#. Amazon Inspector 2514 SBOM WARREFERE , AEEFNAEXRIIREL Sbomgen,
BREEWNAA , 2ETFAERNBRFEHEA XS,

@ Note

B3 AE Amazon Web Services K ERSREUNRHESI A F InspectorScan-
ScanSbom= gEfE A LT BE

EZHILINEE |, BN --scan-sbom S#f%i% 4 Sbomgen CLI, tAILUF --scan-sbom SHU&L#E A
LUREf—4 Sbomgen F@&i® : archive, binary, container. directory., localhost,

(® Note

Amazon Inspector Scan API 7c3% SBOMs £ B 2,000 NMEE, EXMERT , Amazon
Inspector Scan API 3R [E] HTTP 400 M 5i,

A LAE A LA Amazon CLI Z3U&3E Amazon N A BRI IAM & & E Amazon Inspector # 1T & 17
SE

--aws-profile profile
--aws-region region
--aws-iam-role-arn role_arn

#&E AT LB [ Sbomgen 1RELATIMEZ & |, R[@ Amazon Inspector 31T & B 1K1,

M Go = Rust B4miE =3 HIXHEK SBOM 115
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AWS_ACCESS_KEY_ID=$access_key \
AWS_SECRET_ACCESS_KEY=$secret_key \
AWS_DEFAULT_REGION=$region \
./inspector-sbomgen arguments

EIEEMMNER , EEA --scan-sbom-output-format cyclonedx 8= --scan-sbom-
output-format inspector ¥,

Rl 1

LE 855 AT 8 & # Alpine Linux fRZ< 812 SBOM , A/513## SBOM , HFHRELRE A JSON X,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--scan-sbom-output-format cyclonedx \
--outfile /tmp/inspector_scan.json

Tl 2

aS A Amazon IEBERRIELE E M Amazon Inspector #1T & 4RI,

AWS_ACCESS_KEY_ID=$your_access_key \
AWS_SECRET_ACCESS_KEY=$your_secret_key \
AWS_DEFAULT_REGION=$your_region \
./inspector-sbomgen container --image alpine:latest \
-0 /tmp/sbom.json \
--scan-sbom \
--scan-sbom-output-format inspector

T~ 3

S AR IAM AR ARN @ Amazon Inspector # 1T & 1731 .

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \

£ SBOM £ 3% Amazon Inspector #4THE1R 3!
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--outfile /tmp/inspector_scan.json
--aws-iam-role-arn arn:aws:iam::123456789012:ro0le/your_role

{5 A H ftb 33 38 (S 38 3R 40 M 58
Amazon Inspector SBOM 4 X 25 1R BT F 9 i & B A FUE L F

ZRIAFHENA
B Amazon Inspector SBOM £ F 2 Fan T Ef B3 B AL T ERIAF WA,

« WFdirectory¥@m® : Z##l. programming-language-packages. dockerfile 333# a4

P
eE)
« ¥FlocalhostF&% : os, programming-language-packages , £ RSN NA
A
eT)

« XtFcontainer : 0s, . extra-cosystems programming-language-packages. dockerfile,

R HIERRRAE
RS

EAFBIAREMA AN |, FEA--additional-scannersik i G E N EERINAY RN
HNEF. UTRETRMMARITIHRENGS RO,

# Add WordPress installation scanner to directory scan
./inspector-sbomgen directory --path /path/to/directory/ --additional-scanners
wordpress-installation -o output.jso

LT RERMAERES 2 RIIRFMS NN 5 R

./inspector-sbomgen container --image image:tag --additional-scanners scannerl, scanner2

-0 output.json

B E S ABEBR 45 TE S #F

DML EREBRREET , Sbomgen KR ZBRMEPABXHN RN, BUUBEEME , KR
BEXHRERBERFE.
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ERAMAEEE. RAM HE, STREUEREIBIFMREREN XY |, B --max-file-size
S5 container ¥ d—EEH :

./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \
--max-file-size 300000000

EH#ERE RS
Sbomgen £ 8 R —MEFNHEETE RIS TETHASH CICD FHEF HIE SN FH.

INFO[2024-02-01 14:58:46]coreV1l.go:53: analyzing artifact

HN ~~ — X\~ —

NFO[2024-02-01 14:58:46]coreV1.go:62: executing post-processors
AILAEALLT --disable-progress-bar SHEA# EE RS

./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \
--disable-progress-bar

£/ Sbomgen @FABEM T 1T H B EIUE

BT R RN MRS HRIEEIE , BT SBOMs M MR N HENTRER. TEIUT
77 AR X SEAEAT

FREFNEIHTEMRIE (#HEF)

WFEFE , BRI IMRH#ITEHRIE. Fl0, MREEAKNZ Docker , W ATLAEA Docker

login in F A AR EMKFEITHE MR : docker login,

1. MASEMRHTHHRIUE, Bl , WREFEAMZ Docker , M A LASE A Docker login
SEMRITHBRAE

2. BAIEMKRETSORIES , EEMRTPHVBIBFME LER Sbomgen, EFAUTRA , BF
image:tag B A ERENRGH B

ERHERE TR 118
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./inspector-sbomgen container --image image:tag

FRAXERAFZHITHEHRIE
FNFXFSEE , BEERMAFPBIENSE , Sbomgen 2EFEMNREREBWMAZTEHE,

EFERAUTRA , B image: tag BRNERENWBREW BN , & your_username B ABNIA
B iZBEAF A -

./inspector-sbomgen container --image image:tag --username your_username
EAERBER T ERITH ORI
NTFXHTE , FRENBEIOEMRSEBFREE . txt XHH,

® Note
HETA P R RRERAUL X . AXHFEREDE —THEBRT .

EFEALTRE , ™ your_username BB NEHWAFSE |, ¥ password. txt B ABE—1TH
BRTHEE txt X, F image: tag BRABHENREN B

INSPECTOR_SBOMGEN_USERNAME=your_username \
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag

5k B Sbomgen #9 % H R & R

THEHRMA Sbomgen &R AEZIREGH SBOM Rl

A 2B{& SBOM
{
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {

"timestamp": "2023-11-17T21:36:38Z",
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RAriEmE

"tools": [
{

"vendor": "Amazon Web Services, Inc. (AWS)",

"name": "Amazon Inspector SBOM Generator",

"version": "1.0.0",

"hashes": [

{
"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957¢c92ed9562d19972fbf344d4393b5ebl™

}

}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090c1141eff17e50"
I
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84blddabbb386c4asde@bb6lde2f2119"

}

}
I
"components": [
{
"bom-ref": "comp-2",
"type": "library",
"name": "dnf",
"version": "4.18.0",
"purl": "pkg:pypi/dnfe@4.18.0",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
I

5k B Sbomgen B9 % H R & Rl
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RAriEmE

{
Ilnamell .
"value":

Ilnamell .
"value":

Ilnamell .
"value":

Ilnamell .
"value":

""amazon:inspector:sbom_generator:source_package_collector",
"python-pkg"

""amazon:inspector:sbom_generator:source_path",
"/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"

""amazon:inspector:sbom_generator:is_duplicate_package",
"true"

"amazon:inspector:sbom_generator:duplicate_purl",
"pkg:rpm/fedora/python3-dnfe4.18.0-2.fc39?

arch=noarch&distro=39&epoch=0"

"bom-ref":

comp-3",

"type": "library",

"name" :

"version":

"libcomps",

0.1.20",

"purl": "pkg:pypi/libcompse0.1.20",

"properties":

{
Ilnamell .
"value":

Ilnamell .
"value":

"name":
"value":
info/PKG-INFQ"
},
{

"name" :
"value":

i
""amazon:inspector:sbom_generator:source_file_scanner",
"python-pkg"

"amazon:inspector:sbom_generator:source_package_collector",
"python-pkg"

""amazon:inspector:sbom_generator:source_path",

"/usr/1lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-

""amazon:inspector:sbom_generator:is_duplicate_package",
"true"

5k B Sbomgen B9 % H R & Rl
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"name": "amazon:inspector:sbom_generator:duplicate_purl",
"value": "pkg:rpm/fedora/python3-libcomps@@d.1.20-1.fc397?
arch=x86_64&distro=39&epoch=0"
}
]
}
]
}

S RTMRZ<HY Amazon Inspector SBOM 4 X 28

REFIR BB O HKEFMEFIMRAH Amazon Inspector SBOM £ R B3 H4E#HE, BHX L% Sbomgen HE
B, 2 %% Sbomgen,

BRFTARAS

* https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip

* https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip

Sbomgen1.7.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/

inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.6.3

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/arm64/

inspector-sbomgen.zip

Sbomgen1.6.2

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/

inspector-sbomgen.zip
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https://docs.amazonaws.cn/inspector/latest/user/sbom-generator.html#install-sbomgen
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip

Amazon Inspector AriEE

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.6.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.6.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.5

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.4

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.3

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/
inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/inspector-sbomgen.zip

Amazon Inspector AriEE

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.2

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.4.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.3.2

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/
inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/inspector-sbomgen.zip

Amazon Inspector AriEE

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.3.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.3.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.2.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.2.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.1.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/
inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip

Amazon Inspector AriEE

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.1.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.0.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/
inspector-sbomgen.zip

Amazon Inspector SBOM £ KL HWIRERZES

Amazon Inspector SBOM £ T HAETRENVEERSE , MBEANREGHGHTIEMFAN D

#o £ SBOM A LABSEIE T MRERENMR , NMIRARERERGIPNRE. KEBNET
Amazon Inspector SBOM £ s XN T RIBRIERGRHBESWEEINEE. BX Amazon Inspector
SENBRERSWEER |, 551 Amazon Ins pector XM BIERSEMRZES,

X R RERS A

Amazon Inspector SBOM £ e X FUA TN RER G -

= = SR i
Alma Linux TEA X =
Alpine Linux = = TEA
Amazon Linux TEA = &R
CentOS TER = TER

BERRES 126


https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://docs.amazonaws.cn/inspector/latest/user/supported.html
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= =7 FIR i

Chainguard X = TERA
Debian X = TER
Distroless X = TER
Fedora FEHR = TER
OpenSUSE FiEH = FEH
Oracle Linux TER = TER
Photon OS & A = & A
RHEL TEH X =

Rocky Linux FEH X#r =

SLES TER = TER
Ubuntu X = TER

HET APK WIREREHHTES

AT IEIENFENAPKETREREN G IEENIEYRE, RTHEZEE |, iBAlpine Linux
IR B £/ Alpine Package Keeper,

xR F A

UTRXFNFE

 Alpine Linux

(® Note

FFAPKEFREM RS , Amazon Inspector SBOM £ EfaM/1ib/apk/db/ X4 &
STEEE,

BET APK WIRERERHBES 127


https://wiki.alpinelinux.org/wiki/Alpine_Package_Keeper
https://wiki.alpinelinux.org/wiki/Apk_spec
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EERE

- PQ@ ackage name & — REBIMNERERBESHER
« RAEE-REBNELERGTHIRAE
« REGITRR-FRSINERERGINRE4S

=

AT B BR R APKERE B SRR R B

:Q1J1boSJkxrN4gkDcokr4zenpcWEXQ=
:z1ib

:1.2.13-11

:x86_64

154253

1110592

:A compression/decompression Library
chttps://z1lib.net/

:Z1ib

:z1ib

orcH4HmHwvjr< TvnNn

HT DPKG WIRERSHHBES

AN BEXFNFANDPKGETRERENRHTEENEETRE, WETHESZER , H5H
Debian®M ¥ £ # Debian Package.

XEFHFE

XEFUTFE,

* Debian

e Ubuntu

ET DPKG W EREHMHBES 128


https://wiki.debian.org/dpkg

Amazon Inspector

RAriEmE

® Note

ST FDPKGETFREKHE L , Amazon Inspector SBOM £ 28 &M /var/1ib/dpkg/
statusXHH R ETTEHE,

FERTE
LT 2DPKGE TIRERSNW 4B EEINEE,

- P@@ ackage name & — BR8N ERERHINER
- REAEES-RESNEREHHETHRAE
- BERAGRRRRASINELERGEBHNERES

=

LTHEBR—1/var/lib/dpkg/3 ¥ RH6l,

Package: zliblg

Status: install ok installed

Priority: optional

Section: 1libs

Installed-Size: 168

Maintainer: Mark Brown <broonie@debian.org>

Architecture: amd64

Multi-Arch: same

Source: zlib

Version: 1:1.2.13.dfsg-1

Provides: 1libzl

Depends: 1libc6 (>= 2.14)

Breaks: libxml2 (<< 2.7.6.dfsg-2), texlive-binaries (<< 2009-12)
Conflicts: zlibl (<= 1:1.0.4-7)

Description: compression library - runtime
zlib is a library implementing the deflate compression method found
in gzip and PKZIP. This package includes the shared library.
Homepage: http://zlib.net/

ET DPKG W EREHMHBES
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https://www.debian.org/doc/manuals/debian-reference/ch02.en.html
https://www.debian.org/doc/manuals/debian-reference/ch02.en.html
https://www.debian.org/doc/debian-policy/ch-source.html
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HTF RPM WRERZTES

AN OREIFENFTENRPMETRERENRGTESHNEEDR, BXEZER , BFSRARPMM L
£ # RPM Package Manager,

XEFHFE

XEUT¥E,

+ Alma Linux

* Amazon Linux

+ CentOS

* Fedora

* OpenSUSE

+ Oracle Linux

* PhotonOS

* RedHat Enterprise Linux

* Rocky Linux

« SUSE Linux Enterprise Server

® Note

N FRPMETRZEMERS , Amazon Inspector SBOM £ BT &M /var/lib/rpm3 4 U s
STEEE,

FERE
UTRRPMETRERGHWHRGTESHEERE,

- P@@ ackage name & — EREBNERERHETNER
s BRAEES-RERENELEKAHITHMRAR

- BRHEERA-RRENELRAGINRRES

- ERZE-RESNERERGINRESTHE

ET RPM WRERSEBES 130


https://rpm.org/
https://access.redhat.com/solutions/439953
https://www.debian.org/doc/debian-policy/ch-source.html
https://www.redhat.com/en/blog/introduction-appstreams-and-modules-red-hat-enterprise-linux

Amazon Inspector AriEE

el

LU RRPMERHE B XX+ F BB R B

/usr/lib/sysimage/rpm/rpmdb.sqlite
/usr/lib/sysimage/rpm/Packages
/usr/lib/sysimage/rpm/Packages.db
/var/lib/rpm/rpmdb.sqlite
/var/lib/rpm/Packages
/var/lib/rpm/Packages.db

Chainguard B A 3285

AT IELFHNF B MChainguardB B BEESNEEINEE. BXEZELR |, BZHChainguard™ s £
MWE A

X F A

XEFUT¥E

* Wolfi Linux

(® Note

¥t F Chainguard® }+ , Amazon Inspector SBOM £ K28 aM/1ib/apk/db/installed X #
PR ETRETHIE.

FERE
LTREEINRE,
- P@Q@ ackage name £& — REBINERERHFTHNER

© MAKES-REESNERRUHFIHRE
- BRHSINR-FIREN ERERG SRR G 2
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https://edu.chainguard.dev/chainguard/chainguard-images/
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5l
LU B Bt 2 Chainguard B & SU#-H9 7R 61

:wolfi-keys

:1-18

:x86_64

tMIT

:Wolfi signing keyring
:wolfi-keys

o 4 » < ©

Distroless B&a@& 5%

DistrolessB i A E B , TERELNuXEZTRPHEEER. shell IEMXHER. DistrolessAza
NBEETHNAEFNESHEENZEMMMENEARKEIN,

® Note
¥ FDistrolessB /5 , Amazon Inspector SBOM 4882 M/var/lib/dpkg/status.dX

HhRESETHIE, XXEFHUbuntuE FDebianFMH X 1THR. A1 LAER /etc/os-
release X RS HHINAMEFERRIRS |, ZFEE R “Debian” 2% “” Ubuntu,

FERIE
- P@Q@ ackage name £& — REBINERERHFTHNER
- REAEES-REENEREHHITHNRAE

T~
LU 2Distroless B & 3489 =61

Package: tzdata

Version: 2021a-1+debl1ul®

Architecture: all

Maintainer: GNU Libc Maintainers <debian-glibce@lists.debian.org>
Installed-Size: 3413

Depends: debconf (>= ©0.5) | debconf-2.0

Distroless BIf& A% 132


https://edu.chainguard.dev/chainguard/chainguard-images/about/getting-started-distroless/
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Provides: tzdata-bullseye

Section: localization

Priority: required

Multi-Arch: foreign

Homepage: https://www.iana.org/time-zones

Description: time zone and daylight-saving time data

This package contains data required for the implementation of
standard local time for many representative locations around the
globe. It is updated periodically to reflect changes made by
political bodies to time zone boundaries, UTC offsets, and
daylight-saving rules.

WEEBSKHES

Amazon Inspector SBOM 4 F 28 X IFT RN REIE S FMAELR , SR T 58 K iF 40 KB
56, £ SBOM AILAR B T BEHMMEE , IEERATLLRIREHRENZEIFENEN
£, Amazon Inspector SBOM 4 {88 X A T 4RTE1E & MK K.

EMBEHE

RFIEES BMAEE  XENIT  THEH#X  JTREB 0 FEREB RAER &

b fiia b xER xR =
h
Go Go go.mod FEH FEH FEH FEH *
=1
go.sum TERA TERA TERA TERA
Go 2 rEMR  FEA  FEA
Binaries =
TEHR TEHR TEA TEA
GOMODCACH &

E

go.mod/go.sum

A go.modFgo. sumXHRE L FBIEGoT B FIVKEI X R, BIEGoL B4/ , Amazon
Inspector SBOM 4 F 28 AR REIHY 5 X B EIX & 304,

RS 133
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FERE

o MAREKB T go.mod ( NRGo T EEMRAENRN 1.17 HESRA )
« MNARRERBIDgo. sum ( MIRGo T EEMAN 1.17 HEIK )
« f#Hrgo.mod LR Bl AT A B 75 BA A 418 381 00 1€ 38 10 i A

=%l go.mod T#

LR 2go . mod X4 =l

module example.com/project
go 1.17

require (

github.com/gin-gonic/gin v1.7.2

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8el123
)

) go.sum 34

LR 2go. sum3 44 RHl,

github.com/gin-gonic/gin v1.7.2 h1:VZ7DdR10sghbA61VGSkX+UX02+J@aH7RbsNugG+FA8Q=
github.com/gin-gonic/gin v1.7.2/go.mod h1l:ILZ1Ngh2f1pL1ASUj7gGk81GFeNC8cRTaN2ZhsBNbXU=
golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123 hl:b6rCu+qHze
+BUsmC3CZzH8aNu8LzPZTVsNTo640ypSc=

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123/go.mod hl:K5Dkpb@Q4ewZW/
EzW1QphgJcUMBCzoWrLfDOVzpTGVQ=

(® Note
XETHINE-MHLER—NMEEE URL WM H. It URL ATATEERRGYRIER
NEEAXRHEINES , FETUEEHE ScanSbomAPI 1, BXEZER , BZRMM L
B Z M, GitHub
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https://docs.amazonaws.cn/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
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Go =@t #3244

Amazon Inspector SBOM £ RN ERIFMNGo=—#H HI X IZEKEIX R , MRIFEEFANKRE,

(® Note

Amazon Inspector SBOM £ 2z XM EAE HRIFR[WENGo—#H FI X P HRMIFMH T
B, GoEXEZER , BSHAEGoME L THEHZE, REFERANEHEMUNEN
GoILE% () , WAHTF2ANAKFEAAMNBEER , (ML £, Red Hat

ERFE
« EEMNGo=HFI X4 FREIEKBKRESR

o WE T IS R ERARMRBICR
o KM F R T 4iF =8 6 SR Go T EEERA,

GOMODCACHE

Amazon Inspector SBOM £ 2z R AHGOEREFUREE X ELERBIMNES . LEFFETH
MUREIR |, BAFRRTE A B R A P 68 F AH B 39 AR A

FERA
« 3#HGOMODCACHE B F LR B B 1ZRYFE IR
o REVFMMNTHIE  SIEEREH, RAME URLs
s A
LA 2 GOMODCACHE & #3841,
~/go/pkg/mod/

### github.com/gin-gonic/gin@vl1.7.2
### golang.org/x/crypto@v0.0.0-20210616213533-5cf6c0f8el23
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https://go.dev/doc/install
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® Note

WERERNEEESH4E URL, It URL TR THREERBGEYRSERIEEAXTHGE
HEER , AT LLEET ScanSbomAPI 1, BXEZELR |, BSEMIE LA ML,
GitHub

Java #kBix REAHE

WIEIES HHCEE XENI IAEH%X FREB  GERAB  RABER  BEEi
HaR # = xR xR

Java Maven EmiF TEH TEHR XiF TEH X
#yJava i . i
AR TEH TEHR = TEH
F ( .jar/
.war/.ear

)

fim

pom. xml

Amazon Inspector SBOM 4 i 2818 20 #f E4mi¥y Javai AATE FF Mpom. xml X K 1T Javalk it
i, AECRINNARZFN , BEEFS4ER SHA—1 BEELHTEEMIIT | IREUER
Apom.propertiesXHHFEFTREN M. pom.xml

SHA—1 B&HES (EATEHEN jar, .war, .ear X )

Amazon Inspector SBOM £ 2R 2ZHBEFTEHN SHA—1 BHEURIE 1 .war XX
.ear.jar , MRIUEHFIHNTEMENATERM., Java

FEIFE

- AMEBHRFNIHER SHA—1 B FHE Java

5 T

AR 2 SHA—1 ¥35-8 =61,
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https://docs.amazonaws.cn/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
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{
"bom-ref": "comp-52",
"type": "library",
"name": "jul-to-slf4j",
"version": "2.0.6",
"hashes": [
{
"alg": "SHA-1",
"content": ""
}
1,
"purl": "pkg:maven/jul-to-slf4je@2.0.6",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "test-0.0.1-SNAPSHOT.jar/BOOT-INF/1lib/jul-to-slf4j-2.0.6.jar"
}
]
}
(® Note
ALK EHEERHE URL, Ltk URL TATEERKGYHRIEEREEREXRRG4S
WES , HETLIEEE ScanSbomAPI F, BXEZEE , BSRAMIL LW EA4A I M L,
GitHub
pom.proper

Zpom.propertiesX#HEMaventi B H A FEHETE T iE , SEREF DB HANKE TR
7K, Amazon Inspector SBOM 4 BB AT b XA LA EET B E B

FEHE
- BANERREZIH. RESENRFZRRA

~f5| pom.properties 3X#

LA 23X pom.properties B9 R4l,
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https://docs.amazonaws.cn/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
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#Generated by Maven
#Tue Mar 16 15:44:02 UTC 2021

version=1.6.0

groupId=net.datafaker
artifactId=datafaker

(® Note

XA R B2 HRHE URL, Itk URL TR THEERREYRBRNEEAEXR4E
MER , FETLEEH ScanSbomAPI 1, BXEZEE , BSRAMIE LB Mit.
GitHub

R aiEH#Epom. xmL AT
MREERE S RmFNJavasl B2 FadHEBRpom . xm1 4T |, iE#H - -skip-nested-pomxml S,
pom.xml

Zpom. xmlXHFRZMavenll B OB EX M. ©E2EEXKUE MIE KB XRZWES, Amazon
Inspector SBOM 4 B 25 MTpom.xmIXX AR E MBI R, PR F M EP IR XHMw1E jar X F
B34,

FERE

« Mpom.xmlX#HRERMEBERRAZTH. R SEMBREBRAE,

T EHMavenss B FIrZ
ki< R 2B L FMavenst B W ER :

« compile
- RAHH
« BEATHY
o A=
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https://docs.amazonaws.cn/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
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RAriEmE

N

£ A LA T Maventn S I E AKX R:<optional>true</optional>.

A EAEH R Blpom . xml 3 44

LT 2% AEAEpom. xmlHy 34 R HBl,

<dependency>
<groupId>jakarta.servlet</groupId>
<artifactId>jakarta.servlet-api</artifactId>
</version>6.0.0</version>
<scope>provided</scope>

</dependency>

<dependency>

<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.28</version>
<scope>runtime</scope>

</dependency>

X BEREN RHlpom. xml 3 4

LT RZRBEREpom. xmLHy X 4R 51,

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.17.1</version>

</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>plain-credentials</artifactId>
<version>183.va_de8fldd5a_2b_</version>
</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>

Java KB R
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<artifactId>jackson2-api</artifactId>
<version>2.15.2-350.v0c2f3f8fc595</version>
</dependency>

(® Note
XEXHFHNE-IMHLER—NEEE URL Wi, It URL TRTEERKGHIRER
NIEEBXRRHINES , HETLUEEE ScanSbomAPI 1, BXEZEE , ESHAML L
MER4GEMI, GitHub
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‘WBEIBEE HHBEE 2 XEHNI TEH#Y  FrREB  ABas 0 FRAER &
g fiia £ xR xR =
Hh

fim
fim

Javascrip Node node_modu &M TEH =
t Modules les/

*/pac
kage.json xmm R AER  TEA

FEH X FEH FEH

7|

NPM

7|

PNPM
TER = TER TER

7|

YARN package-
1

ock.json
(vi,

v2, and
v3) /
npm-
shrin
kwrap.jso
n

pnpm-
lock
.yaml
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HIEES HMHEE XENI 0 IEfx FFREB ABEGE RAABER &
Ees i3 £ KFE KFE U=
ith

yarn.lock

package.json

Zpackage.jsonX#ZENode.jsHl B W OAH, EEREEXRERERHIHTEHIE. Amazon
Inspector SBOM 4 % 88 2 13 It 3 A4 BLR B B 4 2 & B A B4 2R A

FERE

* FEHT JSON M 453 AR BV B B PR A R AR
- ERARFENRRLRERGE

~¥) package.json X#

LAUR 23X # package. json B9 R,

{

"name": "arrify",

"private": true,

"version": "2.0.1",

"description": "Convert a value to an array",
"license": "MIT",

"repository": "sindresorhus/arrify"

}

(® Note

XA B EHRHE URL, Itk URL TR THEERREYRBERNEEEXEM4E
MER , FETLEETHE ScanSbomAPI 1, BXEZEE , B RMIE LN B2 Mit.
GitHub
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package-lock.json

Zpackage-lock.jsonX#H npm B4R , AT ENTE ZENKBINBIRE, cEIE
BRI B F B BEMRASKBRIAE P — B, 12X X 2 & A < R & 4K
xR,

FEHE
 FEAT JSON M 45 H BUREUR M 2 B IR B SR A
© XETRERBLN

=4l package-lock.json 3 #

LAUR 23X package-lock.json B9,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrl1XW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "21.0.0",
"core-util-is": "1.0.2",
"extsprintf": "21.2.0"
}
},
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvAQQNuMKtp8=",
"dev": true
},
"yallist": {
"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dzlti7k="
}
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® Note

WX HEERNEEESHE4E URL, It URL TR TREERBEYRSERIEEAXTHGE
HEER , AT LLEET ScanSbomAPI 1, BXEZELR |, BSEMIE LA ML,
GitHub

npm-shrinkwrap.json

npm B34 K package-lock. jsonnpm-shrinkwrap. jsonX 4 LAB1E R I B & LAY A I Y 7 1)
WA, XIE F P B AT F KT Y BT AR AR RIER IR P A — B, XEXHX S 7 ERKH
KRNI RMLBIX R,

FERE

« RITJSONXH4EMMpackage-lockhRAs 1, 2 1 3 LUREVEHE B A ARA

 IEFEAREKBXIZELN ( package-lock. jsondBREFMA LKB AR , AFTERFF X
INERER T HERGD )

« npm-shrinkwrap.jsonX#{t%&Fpackage-lock. jsonX

=~

LUR 23 ¥ package-lock. json B9 R4,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",
"extsprintf": "71.2.0"
}
.
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ93jz7BqjXxNkYFvA@QNuMKtp8=",
"dev": true

JavaScript #K# I 3H# 143


https://docs.amazonaws.cn/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector AriEE

1,

"yallist": {
"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dz1lti7k="

pnpm-yaml.lock

Zpnpm-lock.yaml3X#H pnpm £ 5 , A TREFELTEMKBIRENIERK, ©iEFIHRERET XK
xR,

FERE

© FEAT YAML XA SUR IV A 2 B RR A AR A
« XFFRELRBLN

=l

LA 234 pnpm-1lock.yaml #97R4l,

lockfileVersion: 5.3
importers:
my-project:
dependencies:

lodash: 4.17.21
devDependencies:

jest: 26.6.3
specifiers:

lodash: 74.17.21

jest: 726.6.3
packages:
/lodash/4.17.21:
resolution:

integrity: sha5l12-xyz
engines:

node: '>=6'
dev: false
/jest/26.6.3:
resolution:

integrity: sha5l12-xyz
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dev: true

® Note

B RO AR HAEE URL, b URL TRTEE RSB MERa X0
WSS , ¥ ETLAEE ScanSbomAPI B, HXESEL , WS HML LRSI,
GitHub

yarn.lock

Amazon Inspector SBOM £ F 2R 2= HNET B F . ear. jar. M.warX## SHA—1 lBHE , LR
EERFILENTEEMTERE, Java

FERT
- AMBEBHRFNIHER SHA—1 B FE Java

=~ SHA—1 T4

T2 SHA—1 ¥ 4-H =61,

"@ampproject/remapping@npm:~2.2.0":

version: 2.2.0

resolution: "eEampproject/remapping@npm:2.2.0"

dependencies:

"@jridgewell/gen-mapping": 70.1.0

"@jridgewell/trace-mapping": 70.3.9

checksum:
d74d170d06468913921d72430259424b7e4c826b5a7d39ff839a29d547efb97dc577caa8ba3fb5cf023624e9at9d0oC
languageName: node

linkType: hard

"@babel/code-frame@npm:~7.0.0, @babel/code-frameenpm:~7.12.13, @babel/code-
frameenpm:~7.18.6, @babel/code-frame@npm:~7.21.4":

version: 7.21.4

resolution: "@babel/code-framee@npm:7.21.4"

dependencies:

"@babel/highlight": ~7.18.6
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checksum:
e5390eb6eclac58dcef@1d4fl8eaflfd2f1325528661ff6d4a5de8979588b9f5a8e852a54a91b923846F7a5¢c681b217

languageName: node

linkType: hard

(@ Note

R E A H B EHRESE URL, Itk URL IR THEERRHEYRBERNEEEXRM4E
MER , FETNEEFH ScanSbomAPI 1, BXEZEER , BZ RN LN H4FZMit.

GitHub
NET &#i1 3
wEES BHaE XEFEHT TEHX FF R KB 215 AR FH FAATEMR %
a8 (i ¥ xR xR =]
ih
.NET .NET * deps.js TiE&H FERA FERA FEH 53
Core on b=
T iE A T iE A T iE A T iE A
Nuget Packages. __ : _ : =
config TER  TEA R TER
Nuget : : : : =
packages, TEM  TER  TER  TEA
oNEV lock.json =
.CSproj

Packages.c

#ZPackages.configX ¥4 =2 IBMRAKINuget AR E I B kB R XML X, ©5HTHmASIA
WATEREE , SEBERE,

ERFE
o« FRMT XML 13 BUR BV 42 IDs MARA
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Bl

LAUR 23X Packages.config R4,

<?xml version="1.0" encoding="utf-8"? >

<packages>

<package id="FluentAssertions" version="5.4.1" targetFramework="net461" />
<package id="Newtonsoft.Json" version="11.0.2" targetFramework="net461" />
<package id="SpecFlow" version="2.4.0" targetFramework="net461" />

<package id="SpecRun.Runner" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow.2-4-0" version="1.8.0" targetFramework="net461" />
<package id="System.ValueTuple" version="4.5.0" targetFramework='"net461" />
</packages>

® Note

WX HEERNEEESHE4E URL, It URL TR TREERBGEYRSERIEEAXTHGSE
HEER , AT LLEET ScanSbomAPI 1, BXEZEER |, BSEMIE LA ML,
GitHub

*.deps.json

Z*.deps.jsonXFHE.NET CoreMl B4R , B8BXRFMERPIMNFEMAES , SERE. REMNEZ
TREBXR, EXHFTERETHEAMSE EBRANKBRIMATENE R,

FERE

47 JSON £ LRI N IBIiFAER
o fElibraries¥HRHPEIMRHFZTEHFRA,

T~ .deps.json X#

LR R .deps.json B R,

{

"runtimeTarget": {
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"name": ".NETCoreApp,Version=v7.0",

"signature":

},
"libraries": {
"sample-Nuget/1.0.0": {
"type": "project",
"serviceable": false,
"sha512": ""

1,
"Microsoft.EntityFrameworkCore/7.0.5": {

"type": "package",

"serviceable": true,

"sha512": "sha512-
RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMqQ+oTO9wA8/RLhZRNn/
hnx1TDnQ=="",

"path": "microsoft.entityframeworkcore/7.0.5",

"hashPath": "microsoft.entityframeworkcore.7.0.5.nupkg.sha512"

iy

(® Note

HXHEBRNHEEEH4E URL, Itk URL TATFEERBEMRESERIEEEXHGES
HEE , HATRLAEEE ScanSbhomAPI 1, BXEZELR | FSRME NG,
GitHub

packages.lock.j

B IRAH £ A iZpackages.lock. jsonX#HNuget R BIE.NETH B HABI X RV TIARA |, LAFR
ETRWRIE R — B EAMEER MR,

FERE
« M JSON S5 LA % H 81 Ay KR R

© XFFEZABIRRMEZBEBOCR
- RIREAFERHNEBNTHRE

=4l packages.lock.json X
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LA 23X # packages.lock. json #9R4l,

{

"version": 1,

"dependencies": {

"net7.0": {
"Microsoft.EntityFrameworkCore": {

"type": "Direct",

"requested": "[7.0.5, )",

"resolved": "7.0.5",

"contentHash": "RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ

+0T09wA8/RLhZRn/hnx1TDnQ=="",

"dependencies": {
"Microsoft.EntityFrameworkCore.Abstractions": "7.0.5",
"Microsoft.EntityFrameworkCore.Analyzers": "7.0.5",
"Microsoft.Extensions.Caching.Memory": "7.0.0",
"Microsoft.Extensions.DependencyInjection": "7.0.0",
"Microsoft.Extensions.Logging": "7.0.0"

}

},
"Newtonsoft.Json": {

"type": "Direct",

"requested": "[13.0.3, )",

"resolved": "13.0.3",

"contentHash": "HrC5BXdl@QIP9zeV+0Z848QWPAoCrO9P3bDEZguI+gkLcBKAOXxix/tLEAAHC

+UvDNPv4a2d1810ReHMOagPa+zQ=="
.
"Microsoft.Extensions.Primitives": {

"type": "Transitive",

"resolved": "7.0.0",

"contentHash": "umlKU5kxcRp3CNuI8o/GrZtD4AI0XDk

+RLsytjZ9QPok3ttLUelLKpilVPuaFT3TFjOhSibUAso@odb0aCDj3Q=="
}

[
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® Note

WX HEERNEEESHE4E URL, It URL TR TREERBEYRSERIEEAXTHGE
HEER , AT LLEET ScanSbomAPI 1, BXEZELR |, BSEMIE LA ML,
GitHub

.CSproj

Z.csproj XML XML XNEE , B XA F.NETIE, ©E2FEXNugetl, TMEBMMEREE
HEI Ao

FERE
« R XML 9 AREL = 5| A

Rl .csproj X#

TR . csproj BRHB,

<Project Sdk="Microsoft.NET.Sdk">

<PropertyGroup>

<TargetFramework>net7.0</TargetFramework>
<RootNamespace>sample_Nuget</RootNamespace>
<ImplicitUsings>enable</ImplicitUsings>
<Nullable>enable</Nullable>
<RestorePackagesWithLockFile>true</RestorePackagesWithLockFile>
</PropertyGroup>

<ItemGroup>

</ItemGroup>

<ItemGroup>

<PackageReference Include="Newtonsoft.Json" Version="13.0.3" />
<PackageReference Include="Microsoft.EntityFrameworkCore" Version="7.0.5" />
</ItemGroup>

</Project>

R~ .csproj X#

LR .csproj BRHB,
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<PackageReference Include="ExamplePackage" Version="6.*" />
<PackageReferencePackageReference Include="ExamplePackage" Version="(4.1.3,)" />
<PackageReference Include="ExamplePackage" Version="(,5.0)" />

<PackageReference Include="ExamplePackage" Version="[1,3)" />

<PackageReference Include="ExamplePackage" Version="[1.3.2,1.5)" />

@ Note

XENHHNE-IMBER—NMEEE8 URL B, It URL ATATEERBHIEER
RIEEBEXRHBNER , HEALE R ScanSbomAPI H, BXEZEE , BSHAMIE L
MNEHEIMIt. GitHub

PHP #k®ix R

RIEES BMHEE  XEFNIT ITHEH#xX  JTREB EEREB FAAER
HaR i3 = xR xR

PHP Composer composer. &M FEH X TiE A
lock

X & I

TEH TEH = TEH

fim

/
vendor/
C
omposer/
i
nstalled.
json

YE#1 3R lock

Zcomposer.lock X REZTHFHRZESEMREFT SR BNERN . ZXHRIEESNME
PMLEEERETHVEBRAR, XRET - BMIEHNERIE,
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FERE

o« BRATEHCEIERY JSON B
o REURBITA AR AR A

¥l composer.lock X#

LU 2X# composer.lock HIRAI,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
},
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
b
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
(@ Note

XEEREBEHHE URL EH, It URL TR THEERBREYRBERIEEEXEHETNE
B HAWLLEE7T ScanSbomAPI H, BXEZER |, HSRMNMM LN EHF M, GitHub
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/vendor/composer/installed.json

% /vendor/composer/installed. jsonX ¥z Fvendor/composerBRH , BHTHAEELZE
NG IR G TREH TEI&K,

FERA

o FEATERILEIER JSON X

o REUKEIA M AR

7~ /vendoxr/composer/installed. json X#

LR 23X ¥ /vendor/composer/installed. json B R4,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
1,
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
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® Note

WX HEERNEEESHE4E URL, It URL TR TREERBEYRSERIEEAXTHGE
HEER , AT LLEET ScanSbomAPI 1, BXEZELR |, BSEMIE LA ML,

GitHub

Python {x#ix R

RIEIES BHEE
HaR

Python pip
Poetry
Pipenv

Egg/
Wheel

requirements.txt

TENT IEHX

i3 =3

requireme FEH

nts.txt .
TEH

Poetry.lo _
ck TEA

Pipfile.l TEM

ock RER

-€g9g-
info
/PKG-
INFO

.dist-
info/
METADAT
A

T R ARB:
xR

TEH
TEH
TEH
TEH
TEH

& 3% 41C 1

xR

TEH
TEH
TEH
TEH
TEH

FAABEIR

TEH
TEH
TEH
TEH
TEH

%

i

WDofD RD 3% Xt

fim

Zrequirements.txt X4 2PythonBl B F/ ZEANKERN , ATEEM B KBIXR. LXH4HHE
—THITE—NHEEEHREBEHNEM4ESE. Amazon Inspector SBOM 4 B 28 & R AT It S 4 LUK TSR B

4w B IBK R,

Python ki< K138
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FERE

© XEFRASHAR (== M ~=)
« XEFERNEREVIKBAT

® Note
P XFFMAGBARF <= M =>,

R¥) requirements.txt X

AR R2X#H requirements. txt BIRHI,

flask==1.1.2
requests==2.24.0
numpy==1.18.5

foo~=1.2.0

# Comment about a dependency
scipy. # invalid

(@ Note

WX HERNEEESHRHE URL, It URL TR TFHREERBHEYRIERERIEERXHHS
HEE , HARLAEEE ScanSbomAPI 1, BXEZELR | FSRME NS EGZMt,
GitHub

pipfile.loc

Pipenve —REFMESEL R EL (HEHH3E. BEMREE ) FT—HHWIE, Pipfile.lock$iE
KR < R YI AR AR LB B E 9. Amazon Inspector SBOM 4 B 25152 BRI 3244 LA BI) HH 41 6 10 %
H ORI,

ERFE
o« FRATARER RARATHY JSON #83X

Python & #ix R 155
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o« XEFRIMRBIATT R AKBIX R

R Pipfile.lock X#

LR R23X# Pipfile.lock B3R,

{
"default": {
"requests": {

"version": "==2.24.0",

"hashes": [
"sha256:cc718bb187e53b8d"

]

}

},

"develop": {
"blinker": {

"hashes": [
"sha256:1779309f71bf239144b9399d06ae925637cf6634cf6bd131104184531bf67c01",
"sha256:8f77b09d3bf7c795e969e9486139c2c5e9¢c39d4ee@7424be2bc594ece9642d83"

1,

"markers": "python_version >= '3.8'",

"version": "==1.8.2"

}

}

}

(® Note
X HERPHEEHIERHSE URL, It URL TRHTEERRGYRERERIEBEEEXRHTS
WEER , HERLLBE% ScanSbomAPI F, BXEZEL | ES ML LS Mk,
GitHub

Poetry.lock

Poetry® —fi& A F Python BWKBIEEFNITE TR, ZPoetry.lock XHBIEAT R R T LIR
A LMESHINER — 3%, Amazon Inspector SBOM 4 B 28 MiZ 34 IR B ARV INE B
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FERE

o BRATEMCBIER TOML 5
o REURBITA AR AR A

7~ Poetry.lock 34

LAUR 23X Poetry.lock BIRHI,

[[package]]

name = "flask"

version = "1.1.2"

description = "A simple framework for building complex web applications."”
category = "main"

optional = false

python-versions = ">=3.5"

[[packagell

name = "requests"

version = "2.24.0"

description = "Python HTTP for Humans."
category = "main"

optional = false

python-versions = ">=3.5"

(@ Note

WX HEERNEEESHE4E URL, It URL TR TREERBEYRSERIEEAXTHGE
HEER , AT LLEET ScanSbomAPI 1, BXEZELR |, BSEMIE LA M t,
GitHub

ME/RT

N FEEREZEM Python 348 , Amazon Inspector SBOM 4 X 88 X 3F##47 . egg-info/PKG-
INFOM.dist-info/METADATAR RHMTHENH. XEXHREHRTEXRERERGT S FHATH
.
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FERE

- BRERHESEHMA
« X#F egg M wheel FHFPIER

4 PKG-INFO/METADATA 34

AT B3 PKG-INFO/METADATA B9 R4,

Metadata-Version: 1.2

Name: Flask

Version: 1.1.2

Summary: A simple framework for building complex web applications.
Home-page: https://palletsprojects.com/p/flask/

® Note

WX HEERNEEESH4E URL, It URL TR TREERBEYRSERIEEAXTHGE
HEER , AR LLEET ScanSbomAPI 1, BXEZELR |, BSEMIE LA ML,

GitHub
Ruby fik#ix Ri3#E
HmIEEE RH4EE XENI TEHX JFREH fABEB  ARABER 3
I % ¥ xR xR A
ih
Ruby Bundler Gemfile.l F&EHA TERA = T iE A X
ock =3
TERA TERA TERA TERA
.gemspec =
TERA TERA TERA TERA
globall =
installed
Gems

Ruby ##ix R4 158
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Gemfile.lock
ZGemfile.lock X BIEFMT B KM BIERA , LABRESRE P EREE A R A RS
FERT

o fEHrGemfile.lock 34 LABRIR AR 3 10 A 1K 31 10 iR AN
- REUFMAN R4 EE LR ZIRA

T Gemfile.lock 3

LT R # Gemfile.lock BRI,

GEM

remote: https://rubygems.org/
specs:

ast (2.4.2)

awesome_print (1.9.2)

diff-lcs (1.5.0)

json (2.6.3)

parallel (1.22.1)

parser (3.2.2.0)

nokogiri (1.16.6-aarch64-1linux)

(® Note

LR B2 A2 URL, Itk URL IR THEERREYRBRNEEEXEM4E
MER , FETLEETHE ScanSbomAPI 1, BXEZEER , B RAME LS4 Mit.
GitHub

.gemspec

% .gemspecRubyGemX# 2 — N2 EH % Gem M THIEHI L. Amazon Inspector SBOM £ R 25
FT X AREEXREFANFAEE.

FERA
o R HIZE gem BFH gem MRS
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® Note

TXFSENTL,

il .gemspec 4

LR .gemspec BYRAI,

Gem: :Specification.new do |s]|

.Name
.version
.date
.summary
.description

.files
.homepage
.license

s

s

s

s

s
s.email
s

s

s
s.executables
s

"generategem"

"2.0.0"

"2020-06-12"

"generategem"

"A Gemspec Builder"

"edersondeveloper@gmail.com"
["lib/generategem.rb"]
"https://github.com/edersonferreira/generategem"
"MIT"

["generategem"]

.add_dependency('colorize', '~> 0.8.1'")

end

# Not supported

Gem: :Specification.new do |s]|
= &classl
= &foo.bar.version

S.name
s.version

(® Note

T HERN A H IS4 E URL, It URL TR TEERBREIRERREEEXRRL4S

MES , FEALIEEE ScanSbomAPI 1, BXEZER , BSHRME ENRAIMut.

GitHub

Ruby ##iox &3
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EREENER

Amazon Inspector SBOM £ F 22X HHAELIKRZEN gem , REEANVTHRAEBRFRH |, flf/usc/
local/lib/ruby/gems/<ruby_version>/gems/d 5 EC2 /M 5i# ECR F Lambda Hruby/
gems/<ruby_version>/gems/., X# AL RIRZ NGB FIELBLENKB KRR,

FERFE

- RBFRHEIRER RPABELR/REN gem

« EHBN2IKEZER gem N AHEFEANREES
B &&=l

BTN 2 B RE 1R,

### /usr/local/lib/ruby/3.5.0/gems/
### actrivesupport-6.1.4

### concurrent-ruby-1.1.9

### i18n-1.8.10

(@ Note

HEMERNAHTERESE URL, Itk URL IR THEERRHEYRBERENEEGXRM4E
MER , FETNEEH ScanSbomAPI 1, BXEZEER , BZRME LN B2 Mt
GitHub

Rust k& {344

WIEES BMHEE XEFHNIT TEH#XxX TREB EEREB 0 RAER 3

EaE # = xR xR =

it

Rust Cargo.tom Cargo.tom T&EMA TiEA TiEA TiE A X
1 1 =
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BIBIES HMH4ETE 2 XENMI 0 IEHX FREB O AEam RAAER 3
e #% B xR xR =
ith
Cargo.loc &M FEH = FiEA
k

fim

= TEH TEH TEH

fim

Rust
binary
(built
with
cargo-
aud
itable)

cargo.toml

#ZCargo. toml X #2Rust¥l B & 8 X #
EERHIE

o fEATHIEENCargo. toml XA LAIR BT B 21 A MRS,

%l Caxgo.toml T#

AR 23X # Cargo.toml BIRH,

[package]

name = "wait-timeout"

version = "0.2.0"

description = "A crate to wait on a child process with a timeout specified across Unix
and\nWindows platforms.\n"

homepage = "https://github.com/alexcrichton/wait-timeout"

documentation = "https://docs.rs/wait-timeout"

readme = "README.md"

categories = ["os"]

license = "MIT/Apache-2.0"

repository = "https://github.com/alexcrichton/wait-timeout"
[target."cfg(unix)".dependencies.libc]
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version = "Q.2"
[badges.appveyor]
repository = "alexcrichton/wait-timeout"

(@ Note

XX E B H B EHREE URL, Itk URL IR THEERRHEYRERNEESXRM4E
MER , FETNEET ScanSbomAPI 1, BXEZEER , BZRME LN B2 Mt
GitHub

cargo.lock

ZCargo.lockXHLBIEMBIURA , AR T ICATET 4 KU B #B4E A M E K MR,
FERA

« fEMrCargo.lock 34 LAR Bl A 8 B IR Ik B AR AN o

~¥l Cargo.lock I #

AR 23X Cargo.lock HRHi,

# This file is automatically @generated by Cargo.
# It is not intended for manual editing.
[[package]]

name = "adler32"

version = "1.0.3"

source = "registry+https://github.com/rust-lang/crates.io-index"

[[package]]
name = "aho-corasick"
version = "0.7.4"

source = "registry+https://github.com/rust-lang/crates.io-index"
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® Note

WX HEERNEEESHE4E URL, It URL TR TREERBEYRSERIEEAXTHGE
HEER , AT LLEET ScanSbomAPI 1, BXEZELR |, BSEMIE LA ML,
GitHub

Rust —3 &304 , ATt TR Y1t

Amazon Inspector SBOM £ R 28 M FiZcargo-auditableFE#ZEHIRust =3 Hl 3T 4 A Ut SE 4K Bt
U, XBEEAMNGRFR G =8 5304 PR EUKE R RREMHIAANKBIUE B

FEHE
- BEEMNEARustEMERN =3I XA P IRIUKBIIE S cargo-auditable
- REZHFNHFIENKBIN THBENREE R

® Note

B R AS R URL, t URL ATATEERRANEE SRS Xt
WES , F#ETUEEE ScanSbomAP| 1, BXESEL , WSHME EWHA LML,
GitHub

AXEFENIH
PSSR R N = O AL o
Java

Amazon Inspector SBOM 4 B 88X XX 3K B £ iiMavenZi# FE KBTI TIROERN ., TXEFRLE
= B E Y Mavenfzf# FEJenkins , #HlfRed Hat Mavenfl, 1 7 HAHERLNIRE , FHEMEF Maventz
EEHRIJavaflk#ix R, RAFHERSRERBEMEEENKE R,

JavaScript

esbuild #H48a
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¥ Fesbuild4s/NERIIRLEE , Amazon Inspector SBOM 4 X 28 A 3 #:X4 {5 F B9 101 B 3t 1Tk #t
3, esbuildE K HRB §tesbuild N2 &/ HSbomgenE AT EMN 2% JTIE ( KEIINE FRA
RA), BREVENER , BEHBIZE AR ERIE Xpackage-lock. json , fi
node_modules/directory#l,

package.json

Amazon Inspector SBOM £ B 28 ZFH R package.json XHLEREMKBIIE R, X4
NEERHSEMARAEE , EFBEZTEHBTNRGIRE. EREGEBRHVPAESER | BF
Hpackage. jsonsHEtT S EMITRANBIEXH ( Hlyarn.lockHMpnpm.lock ),

Dotnet

EFRFERZHRABRASEE R PackageReference , ERHTEHETNER THED B R EANTE
TBRAEESEMEE, FHREAMBERCEATFTFRAREETESNREFSIRAEE , MFREE
[N

Go =@t I3 4

Amazon Inspector SBOM £ 2 T2 HHE AT E N HERIE ID IR EMEN Go— 3 HI 3 .
X LR IEFRE 2BomermanBl ILF —# B XA EERA FIHRRIER, ATEEARRRESER , BT
SETBERENGo-# I3, EFHTEBNKEBXRARE , BHAGo-HEIXHREARINEE (2
FEHE D) HEN,

Rust =3 | 34

Amazon Inspector SBOM 4 B 28X IF#ERust —# &30 , siRR—#HFEIXHREAKYAFITENE
M9, RustzRfE AR =3 S 4R DRI R UK B RATR N THHE. Amazon Inspector SBOM &
FXEEM Rust 1.7.3 FFHRIEM EmIFNRust T EEE/MRA |, BNER THRERI — 3 H13X4H. LinuxE#1T
MM |, FELinuxfEA cargo-auditable By E Rt =¥ Rust =3 #3245,

® Note
BMEREN T Rust TEEERRA , B AXX TEEARSHITRERN,

Amazon Inspector SBOM £ KRS EDREE

Amazon Inspector SBOM £ 2= — R A TRIBRHWEIEE (SBOM) MM BRIERENERIEEP X
BNSRAa#TREFAENIE, eXXFABRORERSUNANERESRS  BRNEMRRA
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HRTAFEMFEAN . BEEK SBOM , AF AT T EEIARAMEERNHK , RAESRSEA
iR FRENE =S REN T,

XENESRS

EBREEST SBOMNERT REBSRERETEERTENRHFI 2. XRBIWEUHAM
B (BIMFHLE ) BENMRARFRTZRM . Amazon Inspector SBOM £ ZIFHBUTES
RE

EXRE NARERF
Oracle Java JDK
JRE

Amazon Corretto
Apache httpd

Tomcat
WordPress core

il
£

Google Chrome

Node.JS TR

Apache £ RHGES

Amazon Inspector SBOM £ 2 AEE AN E N ZEE R P Apache 4k :

* macOS: /Library/
* Linux: /etc/, /ust/share, /usx/lib, /usr/local, /var, /opt
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EXFHHNARRF

* httpd

* tomcat

FERE

« Apache httpd— f##7/include/ap_release hX#HLIEMZE L , Hh I ST ERIRFEZRH,
IREFNMRAF RN T HRRFZFR,

« Apache tomcat— fEE4Fcatalina. jar X UABRER TSR FTRFEM (META-INF/
MANIFEST.MF) X#HHFHEZER,
7~ ap_release.h 3

LA Rap_release . hXHRARK A,

//truncated

#define AP_SERVER_BASEVENDOR "Apache Software Foundation"
#define AP_SERVER_BASEPROJECT "Apache HTTP Server"
#define AP_SERVER_BASEPRODUCT "Apache"

#tdefine AP_SERVER_MAJORVERSION_NUMBER 2

#define AP_SERVER_MINORVERSION_NUMBER 4

#tdefine AP_SERVER_PATCHLEVEL_NUMBER 1

#define AP_SERVER_DEVBUILD_BOOLEAN 0

//truncated

Rl PURL

AR RApache httpdNAERFHEM4E URL R,

Sample PURL: pkg:generic/apache/httpde2.4.1

5l catalina.jar/META-INF/MANIFEST.MF X #
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LA\TFRcatalina.jar/META-INF/MANIFEST . MFXX# AR E/IRHI,

//truncated
Implementation-Title: Apache Tomcat
Implementation-Vendor: Apache Software Foundation

Implementation-Version: 10.1.31

//truncated

7~ PURL

AR RApache TomcatMARFHHEHE URL R~Hl,

Sample PURL: pkg:generic/apache/tomcat@l®.1.31

JavakE S REES

EXFHNARRF

* Oracle JDK
e Oracle JRE

 Amazon Corretto

FESE

- EHJavaZBFZHTE,

- FRREEJavaiz T B FEKE,

o JS{#tRIFEFFRIE N Oracle JDKOracle JRE. FAmazon Corretto,

Amazon Inspector SBOM £ 2AEU T ZEBEMEA LNEE : Java

* macOS: /Library/Java/JavaVirtualMachines
* Linux 32-bit: /usr/1ib/jvm
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 Linux 64-bit: /usr/1ib64/jvm

* Linux (generic): /usr/java and /opt/java

JavalR &5 B R4l

UTREITHRERHI, Oracle Java

// Amazon Corretto

IMPLEMENTOR="Amazon.com Inc."

IMPLEMENTOR_VERSION="Corretto-17.0.11.9.1"

JAVA_RUNTIME_VERSION="17.0.11+9-LTS"

JAVA_VERSION="17.0.11"

JAVA_VERSION_DATE="2024-04-16"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming
java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.compiler
jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.foreign jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom jdk.zipfs"

OS_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:7917f11551e8+"

// 3IDK

IMPLEMENTOR="0racle Corporation"

JAVA_VERSION="19"

JAVA_VERSION_DATE="2022-09-20"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming

java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio

JavaE B REES 169



Amazon Inspector AriEE

jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.
jdk.

accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.zipfs jdk.compiler
crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
hotspot.agent jdk.httpserver jdk.incubator.concurrent jdk.incubator.vector
internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop

xml.dom"

0S_ARCH="x86_64"
OS_NAME="Darwin"
SOURCE=".:git:53b4al1304b0 open:git:967a28c3d85f"

T~ PURL

LT RE AN Oracle JavahiR 2= iy 5442 B 11k =4

Sample PURL:

# Amazon Corretto
pkg:generic/amazon/amazon-corretto@21.0.3
# Oracle JDK
pkg:generic/oracle/jdke@ll.0.16

# Oracle JRE

pkg:generic/oracle/jre@20

Google (S REES

X BN RAERF

+ Google Chrome

XENITH

Amazon Inspector MEL T KR U EEGoogle ChromefE & :

« chrome/VERSIONI# ( HmiIFRAHB )
 puppeteerX# ( &%)
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Amazon Inspector SBOM 4 f 28 AT FH I E B 2 X TRV R R AR,

chrome/VERSIONAR 2 3244 =451

LA 2chrome/VERSIONRRAS 3T 48 Rl

MAJOR=130
MINOR=0
BUILD=6723
PATCH=58

~ PURL

LA R 2chrome/VERSIONARA X4 HY #5442 URL R4l

Sample PURL: pkg:generic/google/chrome@l31.0.6778.87

puppeteex RS 3 4 R4l

LR puppeteer IlRA XA R,

{
"name": "puppeteer",
"version": "23.9.0",
"description": "A high-level API to control headless Chrome over the DevTools
Protocol",
"keywords": [
"puppeteer",
"chrome",
"headless",
"automation"

7~ PURL

LAUR Rpuppeteer RA X HH 42 URL =6,
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Sample PURL: pkg:generic/google/puppeteer@23.9.0

WordPressE S REES
XENAH

« WordPress# s
« WordPressifft
« WordPressE &

FERFE

« WordPresscore — ##7/wp-includes/version.php3X LM $wp_version T EFREURAE,

« WordPressplugins — ##7/wp-content/plugins/<WordPress Plugin>/readme.txt/wp-

content/plugins/<WordPress Plugin>/readme.md3 4=k 304 LURENStabl e bR & 4E R AR AR
FRE,

« WordPressE# — ###7/wp-content/themes/<WordPress Theme>/style.cssXHLAMAR
AT HEFRBURA,

5l version.php X ¥

LA WordPress# trversion. php X8I R4l o

// truncated

/**
* The WordPress version string.
*

* Holds the current version number for WordPress core. Used to bust caches

* and to enable development mode for scripts when running from the /src directory.
*

* @global string $wp_version
*/

$wp_version = '6.5.5';

// truncated
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45 PURL

LU & WordPress core B E 442 M3k R4,

Sample PURL: pkg:generic/wordpress/core/wordpress@6.5.5

TPl readme.txt X4

LU WordPressifirreadme . txt XY R 6o

=== Plugin Name ===

Contributors: (this should be a list of wordpress.org userid's)
Donate link: https://example.com/

Tags: tagl, tag2

Requires at least: 4.7

Tested up to: 5.4

Stable tag: 4.3

Requires PHP: 7.0

License: GPLv2 or later

License URI: https://www.gnu.org/licenses/gpl-2.0.html

// truncated

7~ PURL

LU RWordPressifi#4 #9441k =6l

Sample PURL: pkg:generic/wordpress/plugin/exclusive-addons-for-elementor@l.0.0

TPl style.css X#

LA R 2WordPressE@style.css XK R,
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/*

Author: the WordPress team

Author URI: https://wordpress.org

Description: Twenty Twenty-Four is designed to be flexible, versatile and applicable
to any website. Its collection of templates and patterns tailor to different needs,
such as presenting a business, blogging and writing or showcasing work. A multitude
of possibilities open up with just a few adjustments to color and typography. Twenty
Twenty-Four comes with style variations and full page designs to help speed up the
site building process, is fully compatible with the site editor, and takes advantage
of new design tools introduced in WordPress 6.4.

Requires at least: 6.4

Tested up to: 6.5

Requires PHP: 7.0

Version: 1.2

License: GNU General Public License v2 or later

License URI: http://www.gnu.org/licenses/gpl-2.0.html

Text Domain: twentytwentyfour

Tags: one-column, custom-colors, custom-menu, custom-logo, editor-style, featured-
images, full-site-editing, block-patterns, rtl-language-support, sticky-post,
threaded-comments, translation-ready, wide-blocks, block-styles, style-variations,
accessibility-ready, blog, portfolio, news

*/

~l PURL

LA WordPress £ B 9 #4421k =6l

Sample PURL: pkg:generic/wordpress/theme/avada@l.0.0

Node.JSIZ{TRI&EE
ZTEXENRAER
o B REITH Z# X4 Node.JS

XEFNITH

¢ MacOSEA K Linux — node B Zi#xfEasdf, . fnmzL A EY =3 $iF 4 E B 17 =3 nvmSl 48 M)
volta

Node.JSEITRIES
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® Note

DockerfX#Fnode.jskKmEBELAMNWEFIR ., XERGETIETRNHIE., RAILUE
Dockerhub FEFXLEHZGIN A , LK., GitHub

~EIMacOSFILinuxi& £

AT 2MacOSFHY B& 2 R BlLinux,
NVM: ~/.nvm/, /usr/local/nvm
FNM: ~/.local/share/fnm/
ASDF: ~/.asdf/

MISE: ~/.local/share/mise/
VOLTA: ~/.volta/

7~ PURL

LT R4 2™ it RFINode. S,

Sample PURL: pkg:generic/nodejs/node@20.18.0

Amazon Inspector SBOM 4 B 85 iF ATiE &

Amazon Inspector SBOM 4 28 B B T IRERE A EHE R (SBOM) FHFATIEE R . ©MNXFNHM4
BHWEBRERENFERESNTFTIEER. BEERN SBOM MR E(LIFAIRIER |, BAILT
EECHTFT U,

WSV AEE R
FHIHS

AT R B3 B 20T M B SR U SR 1F FTIEE B
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Amazon Inspector

RAriEmE

./inspector-sbomgen directory --path /path/to/your/directory/ --collect-licenses

SBOM 4H 4 7R= 41

LUTROIERTERKHR SBOM Ry —NAHRE.

"components": [
{
"bom-ref": "comp-2",
"type": "application",
"name": "sample-js-pkg",
"version": "1.2.3",
"licenses": [
{
"expression": "Apache-2.0 AND (MIT OR GPL-2.0-only)"
}
1,
"purl": "pkg:npm/sample-js-pkgel.2.3",
}
]

X RV

AR EXIFUT REESNEERSE S,

B 5 BHaEER Y AIE{R B R IR
Alma Linux RPM * /usr/lib/sysimage/

rom/rpmdb.sqlite

* /usr/lib/sysimage/
rpm/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

0S

XENRTE
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RAriEmE

B #r

Amazon Linux

CentOS

Bt EESR

RPM

RPM

Y A[E(S B KIR

/var/lib/rpm/Packa
ges.db

/usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

/usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

{usr/lib/sysimage/
rpm/rpmdb.sqlite

{usr/lib/sysimage/
rpm/Packages

{usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

0S

0S

XENRTE
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RAriEmE

B #r

Fedora

OpenSUSE

Bt EESR

RPM

RPM

Y A[E(S B KIR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

0S

XENRTE

178



Amazon Inspector

RAriEmE

B #r

Oracle Linux

Photon OS

Bt EESR

RPM

RPM

Y A[E(S B KIR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

0S

XENRTE
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RAriEmE

B #r

RHEL

Rocky Linux

Bt EESR

RPM

RPM

Y A[E(S B KIR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* Jusr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

0S

XENRTE
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RAriEmE

B #r

SLES

Alpine Linux

Chainguard

Debian

Ubuntu

Node.js

PHP

Go

Bt EESR

RPM

APK

APK

DPKG

DPKG

Javascript

EHRE

Go

Y A[E(S B KIR

* Jusr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpom/Packa
ges

* /var/lib/rpom/Packa
ges.db

/lib/apk/db/
installed

/1lib/apk/db/
installed

/usr/share/doc/
*/copyright

/usr/share/doc/
*/copyright

node_modules/*/

package. json

* composer.lock

 /vendor/c
omposer/i
nstalled.
json

LICENSE

0S

0S

0S

0S

RIEE

][]

YRIETE

i

wWIEES

XENRTE

181
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B4R RHaEESE W AEE B SRIR xKH
Python Python/Egg/Wheel « .dist-info/ mEIES
METADATA
* .egg-info
* .egg-info/
PKG-INFO
Ruby RubyGem * gemspec wIEES
Rust crate Cargo.toml mIZES

W aIERIE AR EL

SPDX WA RIAXEN EBRT 7T HBRRGPHIFTRMK. Amazon Inspector SBOM 4 27 &8 A T3
FIERNANG B FE R EEREN R SPDX FAIRER, XEMNUBMH T FAIEEHN —BHEANRSE
%,

SPDX 5@ X FRiR RF AR &

FrE i AIE & #RERBR 8T 2] SPDX MY BIEFRIRAF. Bl , MIT License &R MIT,

SNFANEAE

BALRZNMFAIESANDZEERE S H. UTRERMABN LB THRAG S,

MIT AND Apache-2.0

B E X aE a4
BEMFAIERN B A LicenseRef , i, LicenseRef-CompanyPrivate
BENXZREIR

BENFENRNAdditionRef- , flf, AdditionRef-CustomException
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Rt@@ @ URL 3 PURL R —fir AL , AT RAITRFHFESEBRRETHRGT, A4
FE. ZBRXFERER, 2MNEERGTNEPNKBXRETEBEMES , LHREERREYREL
(SBOMs) B,

PURL 45
PURL £#32£{lF URL , S MNAMAER :

- pkg— FHEHBIEK

- type— BEEKH

* namespace— 74

* name— RHEIEH

- version— HHERAE

« qualifiers— FAMNREX
« subpath— B XHREE

7~ PURL

LA 2 PURL B2\ R4l

pkg:<type>/<namespace>/<name>@<version>?<qualifiers>#<subpath>

B/ PURL

BA PURL ATRTTEGEEINRGEBEDSRENRHFSIMNAH |, fliinpmpypi, Hmaven., ©
ALLRB G A A HBRTRESHERHEEERET —BW THKE. EA PURL 7T ATEMEHFI
B, NERFHNZHFISHEIFES |, HlilApacheHl, WordPressE AP NENAT&HAS , 2%
REH SR, Web &M B EXHHE TR

48 R B

- XFEREFEEN-#HGIXH , XFEREA Go Rust
« X Web ¥4 , flinApachefWordPress , EF B4 S e 5£ SN T EEEF TR,
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« RAFEASZEABARNRERRD EXRHEBNRE , NI FEHBERERE,

BRI

T REA PURL X R,
pkg:generic/<namespace>/<name>@<version>?<qualifiers>

BA PURL #& 89 & b =45

LT REHA PURL %=X A H b RHAI,

WIFEFNGo=#

LT R2H a inspector-sbomgen binary 4RiFHGo,
pkg:generic/inspector-sbomgen?go_toolchain=1.22.5

mIFE R Rust — i

LT RASRBENmyrustapp =i &30 4Rust,

pkg:generic/myrustapp?rust_toolchain=1.71.0

Apache 11 B

AR R 3EApachedn & Z2 (Bl Y http T H
pkg:generic/apache/httpdel.0.0

WordPress 4

LA BiE#& U\WordPressEi 4o

pkg:generic/wordpress/core/wordpress@6.0.0

WordPressE &3

LT RIEEEM WordPressE &,
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pkg:generic/wordpress/theme/mytheme@l.0.0

WordPress &4

LT 218 E X WordPressif#.

pkg:generic/wordpress/plugin/myplugin@l.o.0

£ Amazon Inspector SBOM 4 BX 88 4L 3B R i R S IEAR AE AR 2 5| A

Amazon Inspector SBOM 4 B 288 id E# MR X4 iR B BIX RREM BT REH

XENIH, ETREEES , B FBITRAEE. RIFFZSS| AR RS2 E A
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=3I

Amazon Inspector SBOM 4 g \IRI B F BB , EFBMTRERRSTERISEIH. AT
B FAEIRE SBOMs , HATEWAZI B KB I £ A 2 TS SRR IR,

Java

Xt FJava , MavenIi B 7] A A AR ASSE B SR E X pom . xm1 3 4 MR Bi o< R

<dependency>
<groupId>org.inspector</groupld>
<artifactId>inspector-api</artifactId>
<version>(,1.0]</version>
</dependency>

ZEEEETMTET 1.0 (&) WREAHR2TUEZN, B2 , IRENRETRZ EHETH AR
7%, Amazon Inspector SBOM £ KBS NAFA LMK ZIRA , R © T EME F 4 ERA,

JavaScript

Xt FJavaScript , iZpackage. jsonXH AU ERLTFUTHRENRATE :
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"dependencies": {
"ky": "A1.2.0",
"registry-auth-token": "A5.0.2",
"registry-url": "76.0.1",
"semver": "A7.6.0"

EAEREERAATHETEERANRAGAEZ, BR , IREENRETZEHENTIIIR
7, Amazon Inspector SBOM £ K22 T2 WEIZRA , BN XM E sE 25 BRI HiE IR
o

Python

3t FPython , Zrequirements.txtXH AL BEFERRREXNEZE,

requests>=1.0.0

E>=HFEEAMNATHETHREL.0.0BEALEZN, ATUFEREXRIEEBIIMNMRE ,
X It Amazon Inspector SBOM 4 BX 88 7o 74 Al SE it W EE A T IR 0 AT Y AR AR o

Amazon Inspector SBOM £ 28 A X FIEFREHAEE R O] FMRAFRIREF , HlanithR, SRR R

]
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pkg:maven/org.example.com/testmaven@l..2%20Beta-RC-1_Release
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FERERERR (HlU ) TRFEIRAEE LA HIBeta-RC-1_Release , 175 % ¥4 Amazon
Inspector K 5| EBH R BFERIE-
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amazon:inspector:sbom_scanner ®5 & ZEE 9K

Amazon Inspector Scan API ] amazon:inspector:sbom_scanner & ZEEH EBLUTEMX :

Bt

amazon:inspector:sbom_scann
er:cisa_kev_date_added

amazon:inspector:sbom_scann
er:cisa_kev_date_due
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er:info
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er:is_malicious
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er:low_vulnerabilities

amazon:inspector:sbom_scann
er:medium_vulnerabilities

EpU

= RORRAT B BRI E CISA E Z4EFI A Y
R B X,

RTRIE CISA EXMEFANIFER X |, ’iEE
SEREFNEIHEHE,

£ SBOM R BIH = EMR T B M IRR &K,

RIAREFEIN S ERFERRER A,

RRNEAERINRENBARRE —XFHIN
AY B [E]

NaERBREEEA G EBERBHRE,

£ SBOM R BM ™= EM RN & IR E K.

NEEAHRHERE LTI, fin : “EHKA
. RRIRE, ~

$ER OpenSSF BEFZ X MM ARG NEE
A,

£ SBOM g LAY ™= BN R AV iR & 8.

£ SBOM g BLRY = BN BV iR S 8o

amazon:inspector:shom_scanner &% Z2E %%
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B

amazon:inspector:sbom_scann
er:path

amazon:inspector:sbom_scann
er:priority

amazon:inspector:sbom_scann
er:priority_intelligence

amazon:inspector:sbom_scann
er:warning
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EELAERRANBNML TR EEREFHN , 2
AR LE, B, “RE IR

ATHESEREBLCANERRE. XEES
FERIE"S AR,
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B AH - RIEBA purl, 7
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B

B
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ator:ec2:instance_id
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ator:live_patching_enabled

amazon:inspector:sbom_gener
ator:live_patched_cves
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ator:dockerfile_fi
nding: inspector_finding_id

DU

EHEFBRHRSH CPU 219 (x86_64).

T 5 EC2 K4l ID,

—NIR{E , RTESE T Amazon Amazon EC2
FERBTSER*T Linux.

£ 5% 5% CVEs 853 SEaHE 3 MEFE S %
#E % EC2 Linux.

R Amazon Inspector EHEHFREIMNWE RS
LA B < Dockerfile X &,
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B

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:image_arch

amazon:inspector:sbom_gener
ator:image_author
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ator:image_docker_version
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ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:duplicate_purl

amazon:inspector:sbom_gener
ator:kernel_name
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ator:kernel_version
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amazon:inspector:sbom_gener
ator:running_kernel

amazon:inspector:sbom_gener
ator:layer_diff_id

amazon:inspector:sbom_gener
ator:replaced_by

amazon:inspector:sbom_gener
ator:os_hostname

DU

BTASRBEEGMENMHNRFE (EHAER
D),

AT HERI[EBRD docker lRA,

RAEEEFERASNMXFHERKREN,

KRB —AHBMNRKIINEE ZE PURL,

EEBRNREHAKLE.

EEBRNREHNRABARA,

—MARE , RIEBESREBNAKEAH

—MERE, BTERTEERENEREETH

k2
AEFNBRREERNEFHE,

B S BIENE Go &R,

EEBRNRENENR,
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&t HiR

amazon:inspector:sbom_gener KB T IEEFRSEEN XN KEE | Al
ator:source_file_scanner . /var/lib/dpkg/status &
amazon:inspector:sbom_gener MBEXHHIRE T EFSEMFRALN K E
ator:source_package_collector 250

amazon:inspector:sbom_gener MHIEE T EBEFIE BN X EER,

ator:source_path

amazon:inspector:sbom_gener RRETE BRI SXH KRN,
ator:file_size_bytes

amazon:inspector:sbom_gener RIARH D EHE R RFTREF R/ E,

ator:unresolved_version
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#£1& Amazon Inspector X1 #& Amazon BB G H

&R LAM Amazon Inspector 2l & WK F & 32 R % 114 Amazon Inspector Xf & Amazon 5N E
EEE , ZREE REXENIKF FERA Amazon Inspector 3RS F A E B MK 1T EIE,
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#4& Amazon Inspector X #& Amazon REN B ETTHE
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Inspector ##| &,

2. HESMERKT , ZEKSEE,
3. EEFEERR, FRABRUT®RIFz—:

« ERKFAUEEKFRBINEER,

« ERXGINEFLLBHHEMITER (Amazon EC2) SKHINEBEETE,

- ERREBEME , \TEF Amazon Elastic Container Registry ( Amazon ECR ) B &%,
- EBRRBMETEE Amazon ECR BN EE X,

« #%$F Lambda B AT LEE Lambda BN B E X,

AFEENAT B MEMERENES.
£S 11

. WS BB EEE

« 1145 Amazon EC2 StpItV B X B

« YU Amazon ECR 17 i M B X =

« U Amazon ECR B EBGH EE %

- 1¥4% Amazon Lambda BRgEB % B E

191


https://console.amazonaws.cn/inspector/v2/home

Amazon Inspector AriEE
K 7= 4% Bl By 7B 55 =

MBENKFARALN— R , RETFRHALM Amazon Inspector ZHEFERIKS |, MK &M F4
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MFERALNENBETRE. BEAUNNMARAKFBEREARERENRRAE, BXEZE
B #EZR ARAKFESE Amazon Inspector 331,

¥4t Amazon EC2 LI EEBE

SEHIET & RIEH Amazon IREH R Amazon EC2 3241, FIRBRUTIEIMF54A :

- 25 - S RIMEPHAEES, REFEREFH LT HABERS
- A - &~ Amazon Inspector FEIME H o) M5 = M H BV P E =61,

- R - £R Amazon Inspector RERER EFH BEMIFHNFIERS. ERINEAT HTA
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88 , 2 EEHAHE Amazon EC2 3£4,

ESMEW L |, P 5EIEE Amazon Web Services Il THESEHIN,
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BERS - WY ERBERSER | qfLLR2 WINDOWS, MAC, LINUX % UNKNOWN,
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EEEEXEC2RHINEZFMER |, HIRIFEC2 EHIF P HEEE, AE , Amazon Inspector &£ 8
TEXZEHFNFAGEUARZEFAN L RAELRI, EEFRERINFAFE , FEREREIFH
HEE, IETHRXEFEMEES |, BESHESE Amazon Inspector BE LI FMEE,

Amazon EC2 EHIMHEIRSE
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#H.
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FHEBIERZEIT. WA, £H Amazon Systems Manager Fleet Manager 3iE 25 B9 5144 B A 2
BE,

JEFEE EC2 £l — Amazon Inspector KRG HFAH1ZEH, EHIFH Amazon Systems Manager
rE

Amazon EC2 Rl IRAE 193



Amazon Inspector AriEE

E{EStE@ , AR AWSSupport-TroubleshootManagedinstance runbookE A Amazon
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Inspector fF B FF iR &E S I M #EIZ =61,

« TXEFMNIRERS — Amazon Inspector RIERHI[HEH, ZHIEA T Amazon Inspector T IFH
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B,

o EHBEMH D ER-IRS KT EC2 HEL TENRES |, EFEEZMBEXMEIRAMazon Inspector
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l, EMENEEPHRERE | SRR FES XK XN B E L KRE,
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R#ETRE, BXEZEL , H2H Lambda HEFEHENHAET .

IEE 3 Amazon Lambda B ZEVIASE

X4 F Lambda BN% , AIRERVIRASE S :

« EZHUEIE — Amazon Inspector IEFEIFLL ISR FNITH Lambda B, FEHESEE N INEEHIEE
FRENNEHTHHRAE , ARERBENSI LA AFHNELRBDANXEKHBO (CVEs) Bz EHA
X L BB,

M Amazon Lambda B A & % —
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o EFREHERR — Amazon Inspector RIFAHWILEHE , BN RRL T EHBERERBEEE 2

- PRFHRKEIH — Amazon Inspector RGN EE , AN B LR BAREMZEHEET E 90 X
FEKAE,

- HNEBERIR — Amazon Inspector =i B BT K £ N ZB4E IR, Amazon Inspector ¥ B zh b B iR H
RIRIRE A

- ZEWIHREE - Amazon Inspector EfF M ARG | EEEHHREAHE,
« AX#F - Lambda BN E TR REFZHE,
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{85/ Amazon Inspector E¥ Z NIk~ Amazon Organizations

B LAE A Amazon Inspector EE—MNALFNZANKS . ik , BAFEA Amazon Organizations
EIEMK BT Amazon Inspector , HIEEZREE R, RNNEEAEEHLAK Amazon Inspector ,
HETURRZEALANTES. ATEBHRTEREEAKSHAAKSHXE, WAEENBRE
REE R AR MAEERERRKS,

&
« T # Amazon Inspector BV ZE R E I8 53 K 7 1 pX 5 K P

« 387 Amazon Inspector B ZEiREE & K

T #& Amazon Inspector Ry Z R E IR 5 K 7 F K 5 K

EZFIREREA Amazon Inspector B , ZREE A T R4S EHKE. THESELD#H
EC2, I 5i# ECR Ml Lambda HFRATHE LR Lambda KB, CXEERAKFNRZSEELD
R, ATRMTHEXRZIREE G/ 7] AR ITHRLE IR /E LR B 5 K 7 7] LA AT IR IREV B 2.

EREERIRE

BE  YZEREEANEENATEKFR , XEEBEANATALAFHNFEEMK, ., EREBERKE
ALEENKRBEKF FEMXBKAKRMELE, Amazon Inspector ZREE & MK AI AT T2
£ :

- 2B Amazon Organizations BEEK S S EEIEENBRERNEE R,

- EEZREELAN , B4 EEEENRAKFETE - MR,

- EFMEEREKMKFH Amazon Inspector IRZ , 2IFBEFEH Amazon Inspector,

- NEALNMMAERRKFBERERADMmER,

- EEENMMAWLERERNKE , URALAHNFIERAKFHWEERINES.

- SIENEERNATALANMEKRFHEERIAMEIFM,

- REALBFTE KA BE Amazon ECR 83813,

- EEENMLANRRERER,

« NARAFMBERRAKSENL B EFHEH ECR BRMERNIFEH, ZEEERNARSTEER
BRBEZKAKS ERINAARE. ARANNAEKSHAZEEZREE AN Amazon ECR B E#H
BRErE, TREAZTNMNKFSRETRNEFHBSERE,
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- NI S#HE Amazon Inspector RERERERENBENER EC2 , XERBPFHEAL/PHAEK
FHREA, RitzH , ZEREBEAEATANAKFREENMNEELE R, BXEEREREEE LK
BWEZEER |, 55 ®Amazon Inspector SREREH B E L IEE,

- N AMKFBEFREA Amazon Inspector SRER &,

+ SBOMsHALPHWEMKAKS @@ SHo

- NELDPWHMERRIKSIRE Amazon EC2 H#EER. BXEZEE , B2 EEAKEER,
- DIENERALAPREKSH CIS AREE , B AKF BNV EMHAEEERIN

® Note
MRHAKFEFALR , WEREERAFTEBEIZEK TN AERLE.

- ERHELATABKSE CIS HEER.

5L R4

FX 53 K 77 A LATE Amazon Inspector FEFENRZBXREKFHNEE , MAKFHNRENHEREER
B, HLARNME AP AT EATE Amazon Inspector RIUITEATRE -

- NBSHKFBUE Amazon Inspector,

- BEEACKFHRFRERR,

- EEACKFHEERAFHAES

- EEHCKFH ECR ARG EHIEFARSENHIRE,

7 Amazon Inspector HIREREEERLNEE KR EC2 , XLEBEFA TN NMAKS. B
TEREEANALEENBENERN , PR XERER, EXEERERERRNESEFEEL ,
#EZ M Amazon Inspector SRER EH B E LIEE,

- BEELBNEREE RN Amazon Inspector SREREIRER B E X KE,
- 5 SBOMs i 5 H K X EXHI AT R IR

- EFEHEKFAAEERS,

- AHKFHIRMNERE CIS HEERE.

- EEHKFPRRNEM CIS HELR , SFEHEREE R ITTHNEE,
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® Note
BEE , REZEREE A, F8E/E A Amazon Inspector,

¥&E Amazon Inspector I ZERE 2 5 K
EREEAREEHALRSHNIKS, . REBNLWMAH Amazon Inspector IEEZREE A
EEEID

EEEEREERZA , BEEUATILA

ZREEAKZALUEE 10,000 MK F o

MBREH KR MK 10,000 4 , &[ B Amazon Person CloudWatch al Health Dashboard U
FEA , HESE U REEZEZREEAKS,

EMNEERZXEMEN,
Amazon Inspector & —H X1F RS, EitXIEA Amazon Inspector B8 Amazon Web Services
Xig 5 , BPUAREEZLIBIHNT R,

—NANRGEE—BREREER,
MBF—NKFIEERNEF—NKFHWEILEE R Amazon Web Services X5 , Wiz 0k %002
FIEEMKF PHNZEFLEER Amazon Web Services X1,

EFEREREERT2EFEARAKFH Amazon Inspector,

MBEEBRERVEER , IRAKFSERIMIKS,  AERETSE N,
819 Amazon 4B 4R ATUBCE B ThE.

X EHERINIZE Amazon Organizations, MRARBSEPI B , TS RBUEA L PRI FTE Bk,

EEZRREEAFENER

1B BE Amazon Inspector #1318 E Amazon Inspector ZHEE R R NNR., EEH IAM KEEKR
EBRMATEAURTXENR, BXELZEE , BSREE IAM Ei,

~
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"Sid": "PermissionsForInspectorAdmin",

"Effect": "Allow",

"Action": [
"inspector2:EnableDelegatedAdminAccount",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

HIEH Amazon ALIEEEZREER

UTEBRNBUANEHNELEERREER, EXRZIR2H , FRRECEEERNEREREEN
AP AL TFE—MRF,

® Note
BIER Amazon Organizations B FEEFTTE IR, KRB Amazon Organizations &
BRSTHRIEEEREER., TREENRIEEEERERRA, BXESZER , BZHA EE
ZREEAFTENNR.

I EIXBE Amazon Inspector B, Amazon Inspector
£AWSServiceRoleForAmazonInspector K SIEZRFZR]EKA ., BX Amazon Inspector Z04d
FRARSHEXABHNER , HSHEX Amazon Inspector FE RS HK<HE,

Console
$&E Amazon Inspector ZIEEER{

1. &3k Amazon Organizations BEKF , ZA/FE https://console.aws.amazon.com/inspector/v2/
home L£3TF Amazon Inspector 2 #1&

2. fEF Amazon Web Services X15 1% 8348 E E 7 Amazon Web Services XiF B 5 EZE Ik
EER,

3. ESMERT , ABEENRE,
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4. HEEFXEER” T , #iA Amazon Web Services Ik BEFRERNEREERM 12 {7 ID.
5. &R ‘B, AEBERXER ‘B,

HEEERREELN , RAMBER TSN ZKFBERMEAHEER, MREEHF Amazon
Organizations Bk F#E Amazon Inspector , EERA TS E,

4 Amazon Organizations &2/~ 8E Amazon Inspector

1. BRXEREBAKF , RS hitps://console.aws.amazon.com/inspector/v2/ home FITF
Amazon Inspector #2414,

2. ESMBERKT , EEKFEE,
3. & Dk’ T, %+ Amazon Organizations BIEMKF |, RFEF “BUE
4. 1EFZEH Amazon Organizations EEM BTN AEEE K RAEEFER.

API
£ APl EEZHEER

- f#H Organizations B Amazon Web Services Ik B &EEE1T
EnableDelegatedAdminAccountAPI #4E, &t 7] LUEEZ 1T Amazon Command Line
Interface LA CLI an & RMITILIRME : aws inspector2 enable-delegated-admin-
account --delegated-admin-account-id 11111111111,

® Note
H{RIEEZEIRE N Amazon Inspector ZREE 7 YK~ B K~ 1D,

AR P E5E Amazon Inspector 31

MREEENMNALANEREERR , W LUBE Amazon 1 A EC2 mazon ECR H3#iZ4H K HHI K & kK
Fo ARRKFBIERHEE , 2837 ZKFBE Amazon Inspector , BiZKFHE5ERERE R K
XEX, BX Amazon Inspector AR BEHNER , BESHAmazon Inspector PR EIHHEER, XFH
87 WA ER B K R ORUE R

N EL R MK P 80EF Amazon Inspector 133 203
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H AP BUE R

BEBI RN AR ARAKFFERE, UTEENATIANRBREER FBNFER K,
FER R MK BUERM |, AR ISR & K & 0 EUE R H#H.

BERNFBERANKS B BUEAH

1.

FRERNEERKFIEBESR , ARBTE hitps://console.aws.amazon.com/inspector/v2/ home L
$TFF Amazon Inspector 414,

FRAXEERRFEZEEBEME R A KA EH#EINEE Amazon Web Services X5 &,

ESMBERP , EEKFEE, “k/” ET~E 75 Amazon Organizations EIE K~ RERHPTE
A

FHAT , EPKSEZUNERE, RAEERFEE , ERENATRAKFWAEED, &0 5%
BUTHAERR .

L5 EC2 3%
« Amazon ECR 13#
Lambda ¥R A 1
Lambda X#B 1318

ERERPHERER | BERTF.

(® Note

MREBZAKS , WAFEBINELESSIR, EERENNEHLERVKSHK
B , FIERERERT.

FTFF R A B3BUE Inspector RE |, REEFE N RNINEILA LRI R K- A #E
B, BWATLUERATHABAER

- L5# EC2 134

« Amazon ECR 13

« Lambda #rHERE

 Lambda B3
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IERERPAEREE | BEBE.

® Note

REFRK R B3hBUE Inspector % 7] A LB PFTAE KRR K 52 BUE Amazon Inspector,
MR AN BERY 5000 6, HiEEFENXA. MRKAAKS BBRDE DT
5000 , MiZiRERF B3 EFHUE

6. (¥HEHE)EEBEXNRAMKS Amazon Web Services X1i3 WHRIENEN BN ST RIEES LiREAN
HR.

NESER G KB

1. FERAZERNEERKFIERER , RETE https://console.aws.amazon.com/inspector/v2/ home L
$TF Amazon Inspector #2414,

2. FRAXEEFS[EREBEME KR K/3#EIh8E Amazon Web Services Xif &

3. ESMBE®KRD , EEKFEE, ‘K EIF.E RS Amazon Organizations BB F <K FTE
B G K o

4., TALT , EPERHBEHENESNINAAKSZILNEEE, ARERHE  ERENATHRA
TR, B BUER T HABER

- WOE EC2 A
« Amazon ECR 133
 Lambda #RAERHE
 Lambda REBBHAH

IERERPERER |, BERERTF.

® Note

MREEZARF, , UXAEBNINNHLESHIR, EEXEINNEHLERNIKSHK
B , FiER WA,
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5. (#%) EEBEMNEERRA Amazon Web Services X1i3 WHRIENEN BN S RIEES LiREAN
HR.

DA R K P B0 30EaE

1. EREBHEIEES , RETE hitps://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector #EH| &,

2. FRAXEEFS[EREBEME KR K/ 388 Amazon Web Services Xif &

3. ESMBERKRD , EEKFEE, “tkF” EIF.E RS Amazon Organizations BB P <K FTE
B R Ko

4., THHAT , EPENKSSUNERE, REERPE  ERENANAEED, SR LERNLT
AERA

- WOE EC2 A
« Amazon ECR 133
 Lambda #RAERHE
 Lambda REBBHAH

IERERPERER |, BRERTF.
5. (##%F) EENRAKFBERHNESNXEBEEXLEDSR,

® Note

MREH Amazon Organizations B A Amazon Inspector WEFXEEAKS , MT
DRENKFBENRRAKF AEFARIERS,

£ Amazon Inspector R EUH X 5 ik 7 B9 < Bk

EREREER , BUREEICERAKF, 5K XK, EECHEXBEAAKSE , IKF R H Amazon
Inspector A4t FRUERAES , ZMFFERIMILIKS ., BEENEBERIZIKSH Amazon Inspector, {8
2, B RER I Z BT BUE X BRI R A K 58N IKF BIRXXEKER, XTNETHNAUEREER 5
BECHXB R AKS
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Console
£ A 126 & BUH B A K 7 19 5Bk
1. FAZRNEEAKFIERER , RIS https://console.aws.amazon.com/inspector/v 2/home
E3TFF Amazon Inspector #2454
5 A X1 R B A R EEUE X B R & K Amazon Web Services X135 {7 &,
ESMERD , BRKFEE,
FHAT , P ELEEUEXBRNESNKS SN EIEE,
ERBREREE  RBIEBRBUEREKRIKS,

o M w0 DB

API
55 API BUHE BX 52 K P 89 < Bk

12 1T DisassociateMember API #4E, 15K |, 1214 IDs BLEEUEKEBMIK

£ Amazon Inspector P BB EREE 7

B RE T EBBR Amazon Inspector ZIREE AW, &R LUEE Amazon Organizations & ik
HITILRE, EBER Amazon Inspector ZREE AR |, ZIK P RETE KA K FE Amazon
Inspector Pt FHERS. EMEEAKSFREMERAKSFFHRAELIKS , HREEFRRAHEIR
B, AT ATNABREREREZKS,,

¥ Amazon Inspector EREE F

UTEBNAT A ER Amazon Inspector ZRE I 51 LA R (AR A 52 K F S 2R E 18 5 K P o< Bk e
Ko

B XA E Amazon Inspector ZREERAKNELR , HS M N Amazon Inspector 15 EEIRE 2 7 Ik
Fo

(® Note

FE$8E Amazon Inspector ZREE R 5 , Amazon Inspector ZRE B R A F 3h < Bk & Ik
P
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BRELEER

Amazon Web Services Management Console £/ Amazon Organizations &K 7 & %,
£ https://console.aws.amazon.com/inspector/v2/ home A ITF Amazon Inspector £ H| &
FAXSERSFEREBREZREE R Amazon Web Services XiF &,

ESMmERT , ERENRE,

EEREERRT , EEBR , REWEIARE,

o ~ w0 bh =

FRAGHMNEREE RAXEK

1. FAZRNEERAKFIERER , RISTE hitps://console.aws.amazon.com/inspector/v2/ home Lt
$TFF Amazon Inspector 414,

5 A X igE R B RSB EXBX X A Amazon Web Services X3 B &,

ESMERSD , ERKFEE,

FHAT |, EHPKSZ N EIEE,

ERRE , REERERMK R

o ~ w0 D
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Fri2 Amazon Inspector &R
REREN Amazon FIRFIMVARE . R HBERIBRSEIRAEN Amazon BRIREITHE, HREH

BEWNAK, HMEFAR—NEARE, HEERXNREENER, £ Amazon Inspector , &AL
FRIZEIEFNF CIS HFEE, BAILLUREA Amazon Inspector BIRRMNZiE 50 ML,

s DA 25 B it 017

—IMEEH-MNBRENER. REFRAR—MNBEARS, HEERNRSENER, KEBNEHFIE
Amazon Inspector &R EM MR, 7EFRIE Amazon Inspector BIRAT |, HZERUTILR :

o BAILAFRISHIFEIANA CIS AR S,

« IBALLAEA Amazon Inspector BIRRNINZ3E 50 MR,

- FREBUTZM—I,

s — IMRERARE - IMEE

- REENRLERSTITE 128 N UTF-8 /. FRAUANURFE., BF. ZRIUTH
T _.i/=+-@o

o BRREETAIRERERawsHi R , LR HFRTRABRNIFEL., THawsHIZNIRZREHFER
Amazon,

« 2Bt4 Amazon Inspector ‘BRIFRZNEIER Amazon K F ME I ZEFRZ Amazon Web Services
X5 #9175 7] Ao

« MIBRFIRE , EEXBRNATEIRE th MR,

BARARENESER , HESH (FRZ Amazon HRNIRERIBRAFIEE) FHREBCENERE,

(® Note
HETATEREINEZIBRAER . U2ERAREREFELEHSE, TUMNEM Amazon BRS T
[RIFRE .
AN PR

& A LA Amazon Inspector BIRRINRE . XLERRIIEMFIFNF CIS AREE, HRITRBER
B EFREX Amazon BIFR#HTHE, REBNF U@ Amazon Inspector B RFRIIFRZ .
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[a] Amazon Inspector &R RNIIFE

B LAREH AR CIS HERE. UTHEHR T RS AP URMMFEFER Amazon
Inspector API IR

FEFEH B AR IIRE

& A LATE$R %A [ Amazon Inspector B RN RS,

[6 2% 1 A U 78 b AR 25

R ECIBIRPRZLEANRMITE, BRESES , B R LEDHHN,

BT UREEZELEANNEERE, BXESER , FSARENFAN,

6 CIS HAES E AR IFR1C

ERIELRES , AJL @ CIS AEEEF IR, BXEZER , HZHEIE CIS AHEEE,

B LR CIS AARENE SR, BXEZEE , BSHAEE CIS HHEE,

£ Amazon Inspector API ZNINFRE
YRATLAE S Amazon Inspector API &1 & #h Inspector &R MFREZ
[6] Amazon Inspector RN IMFE

£/ TagResource API [@ Amazon Inspector BiRRAINFE, EAMEGFTHF I SRR ARN HR
THREXN . AT RAGHERAZRER ARN EAIHEIIERS. XERCostAllocation , ERdev,
B3k Amazon Inspector #REHMEL , BZH (RFENSZE) FH Amazon Inspector2 KYIRIE,
FRMEZHFH.

aws inspector2 tag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${0OwnerId}/
filter/${FilterId}" \

--tags CostAllocation=dev \

--region us-west-2

£ B2 12 R 0] 25 1R FL AR INAR 2

FERIEHAE |, A CreateFilter API mER L NRINFRLE,

aws inspector2 create-filter \
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--name "ExampleSuppressionRuleECR" \

--action SUPPRESS \

--filter-criteria 'resourceType=[{comparison="EQUALS", value="AWS_ECR_IMAGE"}]' \
--tags Owner=ApplicationSecurity \

--region us-west-2

[6 CIS 1A ES E AN PIFRIC

£ CreateCisScanConfiguration API [8 CIS 3 #L &7 NFRic.

aws inspector2 create-cis-scan-configuration \

--scan-name "CreateConfigWithTagsSample" \

--security-level LEVEL_2 \

--targets accountIds=SELF,targetResourceTags={InspectorCisScan=Truel} \
--schedule 'daily={startTime={timeOfDay=11:10,timezone=UTC}}"' \

--tags Owner=SecurityEngineering \

--region us-west-2

i BR AR 5

& LAM Amazon Inspector ‘BIRHABERRIFE, XLEFRSEMNFHANF CIS HEHE, I AIHEHE
RIFZFEREI Amazon BRHIHITHE, AEBHAMMAM Amazon Inspector BIRFBBRIFZ,

M Amazon Inspector &R F B ERIFE

B LD HEIF N A CIS A E FRIBRIRS . AT IR T a0 1E 26 & A LUK 1A 2 3
Amazon Inspector API HilBR R,

EEH 8 P BERIRE

& A LATE R %A B M Amazon Inspector %R R B RIRZ,

MEZEIER N A BB RRIRE

LA B REDHANEET B ZRERMNELEANFBERZIRE. BXESER  FEREE
HHIAN

M CIS AT & = M BRARIE

B 4wE CIS HHEERECAETBI SR , AILM CIS BB EFMERIZINE. BXESZER |, F5
F4miE CIS HEEE.
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£ Amazon Inspector APl BERIFE

BRI LAE AL S Inspector AP ML B3 Inspector 3R # il BRAR S,
M Amazon Inspector %R P B ERIFZ

f# M UntagResource APl JA Amazon Inspector &R BBRIFZ,

LTFRBEERT WA AUntagResource M Amazon Inspector &R P BERIRSH RO, &
HREGTTHREERRN ARN MRSHERA, AT ROGHAZEER ARN ERIDFITIERE. R
CostAllocation. B3 Amazon Inspector BREXHMNER , BZH (RFBENSE) FH Amazon
Inspector2 WIRVE. BRERMEFMHEH,

aws inspector2 untag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${OwnerId}/cis-
configuration/${CISScanConfigurationId}" \

--tag-keys CostAllocation \

--region us-west-2
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Y542 Amazon Inspector B i 2 F L A<
A LAE A Amazon Inspector 32| & F API EFUNIREH Amazon Inspector IE A KA, MREBRES

Tk P IR R Amazon Inspector B2 R, M A AEEFREN SRAUKRFTIE R AMKF R ARIEF R, AT
AT WA R E A ER S T EIE AR it EE AR

EREHEZEFE

Ear LB 24 & 1N Amazon Inspector BY{E B E MR AN,

5 R F &G it BdE

1. FERENEIEESF , ARABTE https://console.aws.amazon.com/inspector/v2/ home FFTF Amazon
Inspector #B#| &,

2. {EHATHEALAR Amazon Web Services X1 11288 , BB IZER AN X,
3. ESMmBERTY 6 REFEHE,

ERKFED+F , SREIKSEAERTIIHN 30 RBEHNTITERR, EFITRAS THRE
B, GRE—NME , UEFZKFERERBEYNSNERERE, FIFAEESERT , BEAUERZ
MK R BREHH SR BUBUR T R BRI A

MRERFEALANZEREER , EHERKFEIALASNIKSNNT. MREA[PHENKS
EBUHXER , MEFHEFETTRAE RN -

HEABRBERT A |, BAUE R ZE 30 RABRABRBEY S NEAERN, IEEERATUHER
JU P 30 T+ FR Y TR LT AR AR o

MRGEFALNEREER , BAUBEINALNENKFHNERE,
FEEDFH | WO LLEFUTE—BERUREERES ITTEIE -
WO EC2 34

Amazon Inspector FEABEREHI A 2N ETRENPAENMTRERERERATIER

« 3£4l ( 19 ) — Amazon Inspector £ ARSI EISKITE EC2 SZHIPEMN FIORRKE, Fi59E
ETEBEREBRE 720 /MEt (30 KAK/NEER ) o

- BENK —XNFILEDZE EC2 85 , X233 % 30 XA Amazon Inspector ik Ry E /N EC2
SR MERREH SRS, Bl EC2 |, BRSEATEZEM Amazon Inspector & I SE 51 235 Hl4%
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KIEFEL  RERGSTHERERE 2NN E, ( HEBERSDE LGB BRIEBRIRZ
Bt , Amazon Inspector fHik EBEBE , A BZSKAINBESNAFFHAERER ),

CIS EHI1F4 - XK~ P EYSEFIRITE CIS H#E S8,
Amazon ECR H#

HEAE — 3 E 30 RNBEREFHK S RGN SR
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* kms:CreateGrant

* kms:Decrypt

* kms:DescribeKey

* kms:GenerateDataKeyWithoutPlainText
* kms:Encrypt

* kms:RetireGrant

ERIANEH R P HE EBB Amazon KMS IXRfE , B0 £ —@ 758 , £1F Amazon Inspector
M CodeGuru EAZNZAFITNE, M LUATREER :

® Note
FXEHBHRNEE AT Amazon Inspector Lambda XTB13## Amazon Xig,

{
"Sid": "allow CodeGuru Security to request a grant for a Amazon KMS key",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"Encrypt",
"Decrypt",
"RetireGrant",
"DescribeKey"
]
.
"StringEquals": {
"kms:ViaService": [
"codeguru-security.Region.amazonaws.com"
]
}
}
},

B 219



Amazon Inspector AriEE

{

"Sid": "allow Amazon Inspector and CodeGuru Security to use your Amazon KMS

key",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:RetireGrant",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"kms:ViaService": [
"inspector2.Region.amazonaws.com",
"codeguru-security.Region.amazonaws.com

]

}
}
}
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Services Mk 4R P34k ) RBR, A% Organization SCPs s MIlNEZE 8 |, H5 1Y (Amazon
Organizations FIF /M) R RSIZHI K,

. RIRIEHIFEE (RCPs) — RCPs £ JSON X8 | B LUERERIREK S PR RN R AT ANE ,
MEEEFHMBERENENERN 1AM K, RCP BR&IRAKS P RBENNE , HUEYRE
% (BEEH ) WEBIR Amazon Web Services IKFIRAF , TIEXEEHREERE TENALE,
A% Organizations BB %{5 5 RCPs , @1% Amazon Web Services fRS iZX#FH %% RCPs , &
2% {Amazon Organizations A #Em) FHARZEFIFKE (RCPs).

« DERE  SERBRILUFEAXNNAGTRESA /IR IGN 2ENMENSBUREN SRR
ZROFENNRRAFIACHET HONRBNSERBIRTE, NREATLUREETHRER
B, E—URBHPNENELFEEAN. BXEZER , H5H IAM AP EREPHSERE,

S RBERE

HAZNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELS RS HREREN
{7 Amazon ERE AWER , HSH IAM AFEEHHRBITEEE,
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Amazon Inspector I 5 |IAM B & 5

EEA IAM EEX Amazon Inspector BV iERIAR 2 BT , B RZ T FEBRLE IAM $34E 7T A T Amazon
Inspector,

Al 5 Amazon Inspector & AH IAM ZhEE

IAM 4 Amazon Inspector X% %5
ET SRR =
BT R K &
KR £
EHENHRE (BETRS ) B
ACLs =
ABAC ( SRHBEHEYPREE ) 43
B ST 2
EBRR £
B A &
REMEXHE 2

E4£E 7 ## Amazon Inspector FE ftt Amazon Web Services RS ThEE A5 K Z ¥k IAM ThEE
Amazon Web Services RS , B IAM AFERHPEES IAM BLE& AN %,

Amazon Inspector & F & 14 1Y 5K B
XHETHOHNERE : 2

ETHEHNRBETMMEZH (0 IAM AP, AFASAER ) 1Y JSON FRRREE A, XL R
EHERFMASAEMPRA TN BERRNITHBERE, ETHRNMTERET HHMRE  FSH
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,
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BEMERA IAM ET S MR | S0 LUEE R FRELARENTRUR R FRELEBENZS. &
EEEETEONRBHIEETSE , BACERTEMMNAFRRA®, BT HE JSON REEH
ABFrE s , H5H (AM BF$ER) S8 JAM JSON KBTS A,

Amazon Inspector &F & 179 58 B R4

E&EF Amazon Inspector EF F KB A , S Amazon Inspector E T &4 HI KB =61,

Amazon Inspector & T &R KB
HETHRRNOER : &

ETHRAVRESZ M NE R R JSON KRB, ETRRNRENRESHE IAM BEEEREN
Amazon S3 FEMEKR, EXFETHRVKBIRS T , RSEE R JLMER SR HIIEE
BROTR . X TEEPHMNRBENRIR , RIEESUEE FE T X ZFRIATHLEREUARETAL
FHETHIT,. BXTEETHERNRBPEEEH. ERATAIEKS, AF, A6, KReAFEH

Amazon Web Services IR

ESHABEK/FIAE , SRLCEEANKFSEMKS P IAM SEEERETRENVRBEPNESE, &
B EEFANEETARNRERARBIGEERRIEN —¥ME, YERANERLEFFREMVER
Amazon Web Services i , TJEIKF M IAM BEEREXLAREZERASE (AFPRAR ) RFHE
FROR, T8I HET B ANRBEHMBISSELUR TR, B2 , MRETFTRRNREEE—1
AR ERRTFIHENER , WFEEFHANETEMNER, BXELZEER , HSH (AM AFE
Y B IAM RIS IK R BRIG R,

Amazon Inspector KJ 5K B iR 4
ZRRBIRE . =2

IR A LAEA Amazon JSON SREEREEWARBRMT L, HFRY , BN EETU AR IFER
1THRE | UREFLAFHTNIT.

JSON HEEH Action TEMAR A THERE T AVFRIELILFAVRE, RBEREBREEXRRKN
Amazon APl R{ERI B . B—LEHISMER | PIIRBE APl REMNRNIR BR4E, TH —LRESE
EERBPNITSMRE. XL NRER I BRRE,

HREF L EREUR FHATRERENRR,

AR Amazon Inspector RFRIFIER , S (BRFTENSE) FH Amazon Inspector E L EY R,
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Amazon Inspector FH REEIRIEEIRETFERAU TR

inspector2
EEaMEAPEESTRE  BERAESFHelRT.
"Action": [
"inspector2:actionl",

"inspector2:action2"

]

E&EF Amazon Inspector E T H A KB R , S FAmazon Inspector BT 5 150 KB =l

Amazon Inspector K 3R B& %% R
SEHRBER . =2

EIE R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAAILN LA TIRR
1THRE , UREMALAFZHTHT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIAXTEE Resource
NotResource T, ENFEXE , BHFERH Amazon BEE# (ARN ) BERR. N TFXIFHE
BREE (MR BRBEENR ) WigE , B UBRITHIRE,

X TFAZFRRENRAORE (NP HRE ) |, BEABES (¥ ) ENEANATHRRERK,

"Resource": "*"

E&EF Amazon Inspector BREXE KR HFIFK ARNs , HSH (RESTEINSE) FH Amazon Inspector
ELHER. ETHEAUEMBLERERIEESNREREN ARN |, B2 Amazon Inspector TE L
1E,

E&EF Amazon Inspector BT H A KB R , 5SS Amazon Inspector EF 5 15 # KB =l
Amazon Inspector B9 5RBE K442

XBBETRSHRBERMGE : B
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EIE R W LAEM Amazon JSON REEREEERMIARMT L, BB , WA EMAATL T LABTIRK
1THRE  UREMALAFHTNIT.

f£ Condition Jt¥& ( = Condition 3t ) # , AT EBAERMNEM. Condition TEETE
N, BUCIEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFEESERPHE
HMTE,

MREE—MEAPEESZ D Condition THE , HEE Condition TEFEESNME , N
Amazon £ 2% AND EHIFEEN]. MRENENFAREESME , NEAZBOREZEXK
Amazon 1Tt 5&M, ERTFIEARRR B LTUHEPRBRISZM.

EEESRHN , KUAUERSUNEE, S, REEFEA IAM AR 4712 IAM PR, 888X
HETFHRARONR. AXESEELR , H2H (AM AFER) P IAM EBTE TENFL,

Amazon XEFERFHBANBE TRSHFM4ER. EEEMA Amazon £2RFM4E |, FHSH IAM
AFfEEHSAmazon £ /&M LT XEA,

E&EH Amazon Inspector FHREHFIEK , 2 H (REERNSZE) FH Amazon Inspector B &4
Bo BETRETLXMLRENTREASKMAE , 1558 Amazon Inspector E LAV E.

E&F Amazon Inspector BT 4K REEH RBI , i5ZFAmazon Inspector BT & 4 #) K #E R,

ACLs £ 5 Inspector A
X ACLs : &

REFIFIR (ACLs) 2HBLERFEA (K/FKA, AFRA® ) BNBRER, ACLs SETHIR
REERL , RETAFEEA JSON KM,

ABAC 5 Amazon Inspector
X% ABAC ( REEHWIRE ) : B0 XHF

ETREMENIERES (ABAC ) B—RERDURE , ZRBETEMERELNR, E£H Amazon , XL&
BHEMAIRE, EALE IAM £ ( AFRAR ) MFS Amazon BRIRMIIFRE, FRi1CSHAEN R
7= ABAC BV —2H, R/FIR1T ABAC K& , BLEEHAIRE S4T30 07 B 89 BRI T B 72 VR
.

ABAC HREBKHWIMEHIEERA , AERKEEZFEBAVER T AT R HEA .

EETHREEHER , BFEZMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERBANZHTEPREFRZIER,
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Amazon Inspector AriEE

MRENBREN TEMBERREBIFMAX=1FER , IX T RS  ZEAR. DRENMRSN
NTHDFRREISMBEX=ZM4E , MZENTD.

BX ABAC WEZER , 5K (IAM AF1ERE) FHVEM ABAC RNEXRR, BEEFIRE ABAC
S|OHE , FSH (AM AFER) FHEAETEMA T FAREREZES (ABAC) .

FFIm B EIE A F Amazon Inspector
XFIRELE : B

MR 6E A I BT IE B B AT , B Amazon Web Services fRE T iE2/EHR. BEXEZELR , SIEWLE
Amazon Web Services fR% R TIGFHES |, i5S5HE IAM AFEEHR M AmMazon Web Services RS
SIAMEBEEFEANEER,

MREEABRAF B MEBZANE S EZF , Il Amazon Web Services Management Console f§#
AN RIEEHER, Fla, HE Amazon FERALA RN E QLEF (SSO) &E#H TR , ZIEB2B3 4]

BIREH, HSEUAFSHEZEFE , ARUVKRACGH , BX 283 0IRRNEIL. BEXVJRAR
NWEZEE , H2H (AM BAFERE) PHMNAFTHRE IAM A6 (2HE).

O] LABEA Amazon CLI 2t Amazon APl FZ1 8|2 IR EP, RE , BRI LAER XL IR EP#*1TH
B Amazon, Amazon BWEHBSEKIGHHER K MARERAKBIFRZH. BEXEZER , H5H
IAM R IEE R 2 &,

Amazon Inspector 85 IR 55 £ AR
TRERFEAE (FAS) : 2

LIBER IAM AP RABEHRNITRER Amazon , BEMAEIEA, FRELERSH |, BAEL
AT —NRE , RARHREEEMRSHE S —MNEE. FAS FABEAZEANNBRIKR Amazon
Web Services &S5 B FiEiRSS & HiERAER. Amazon Web Services RS REHBRFSKRIIETES
Hth Amazon Web Services R BB BRR AT BT ERE , Tk H FAS R, EXMER
T, BAREERTXHTIRENNR. BXAXH FAS ERINWKREEFE , BSREXTRSE,

Amazon Inspector HIRE B
XERFAE &

REAGEH—TRSZIEE. REREHITEEN IAM £, IAM EEB R ATLE IAM B2, S Fm
BREERSAR. BXEZER , BHZH (IAM AF1ER) FHAI2E [ Amazon Web Services IR 55 Z kI
R AR,
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Amazon Inspector AriEE

/A Warning

F RS A BRI AEL IR Amazon Inspector BIZIAE, X 24 Amazon Inspector 12 f£4H%
ESNTRBRFAR,

Amazon Inspector B RFZHEKRAE
XERFHEXAR 2

RESHEXAERRE —TSRSHERXEEN Amazon Web Services REBREZ AR, BRESAURARRERNIT
BRENAE., BRESHEXAELEIELEMN S Amazon Web Services K , FBAREFAE. IAM EER
A EEEBRERERSMEX<ABHNER,

EXGESEERSZSMEXABNWIEMESE , FSHEEH IAM BAmazon Web Services RS i, Ex
FERBRSZSHEXBERIFPEE Yes HiXR, ERREEUETFTZRSVWERSHEXA/E R,

Amazon Inspector & F & 13 #9 5K k& 7~ 5

BRINBERT , AFMA®EXECIERIEH Amazon Inspector BIRHIR, b1t TTEMER Amazon
Web Services Management Console, Amazon Command Line Interface (Amazon CLI) 3 Amazon
APl 1 1TES . ERTFRAPXMERBHRITRENNER , IAM EE R ATLAGIE IAM Kig, EEAMKSE
A EAERM IAM K , ARAURABE,

BT RMAERXLRSE JSON REXHEGIEET IAM HHHNERE |, 56 (IAM BFiERE) Ri8)
2 IAM KB (258 ) .

B> Amazon Inspector EXHREMBRER (BESAREXENERN ) WiIFHAEE , BSH R
EENSE) F8 Amazon Inspector BYIRIE, HRMZHE, ARNs

£

- RMREXE

« £ Amazon Inspector & A

- AAFEEMIB SRR

- AWUAEFXIF BB Amazon Inspector B

- AT TELFRIFAE Amazon Inspector %R
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Amazon Inspector AriEE

REERIEREK

ETEMNRBBEENMNARSTLUCIE, HESMBEREK S FH Amazon Inspector B, XLk
AJ AL Amazon Web Services Ik =4 A, BIERREET SRR , BFERUTERNE
W

- FREA Amazon RERBEH ERRENRNE — EFBEAFMIEARR TR , EEART
LELAGIRTINENAmazon EE X, SIIERMRAF A Amazon Web Services Ik,
MBI EN E X BRI Amazon BEFRERE K —DRINR. BXEZER , HS
7 <IAM AF#Er) K Amazon FEE X KR TIEEREER Amazon FEE XK.

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFHENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , BN RKENRIEFTT, EXER IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B FNIER

« fEF IAM FKBEP R4 — SRS R AR ;4807 LA 5K B IS4 SR BR #IX R R R R B
Bl |, AR BRI R RIEESAMER SSL A EFIEHER, MERSBRERBIBENSNE
A8, WA LAE A R AR RT3 RSS2 R U7 R X PR Amazon Web Services BR%S , #1420 Amazon
CloudFormation, AXEZELR , 555 (IAM AFER) BH IAM JSON KM TE | &4,

* £ IAM Access Analyzer BIEEHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REEMIM B KR , LIBEARBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXREZELE , BF2H (AM AFER) FREA IAM Access Analyzer KiiE KB,

- ZEEZEHHRWIE (MFA)-ZFR Amazon Web Services IR BNIZREE IAM AFSRAF |, BB
AMFALREZ:2MH, EETRA API REREE MFA |, B MFA 4R NBEHRESR, BX
EZEER , 5858 (AM AFERE) ROEA MFA &R API 1714,

BX IAM AN REIRNESELR , H2H (AM AFER) $1 IAM AR £ HEXEK,

£/ Amazon Inspector £ 4I|&

E iR Amazon Inspector ##&|A |, BUMER —HREWRER, XENRAAAFEIHMEFTGR
&89 Amazon Web Services K/ 189 Amazon Inspector HRIVIFAE R, MRGIB LS ENHEMN
RENTEHNET MR , XTHMT ZRBENEE (AFRRAR ) , BHANTEEMBEEE
1T,

3 F{XiA A Amazon CLI 2 Amazon API BN , BLERNHEEREEZHANERE, Hk , RATH
B 5 2R T API 2 4EHE PTEL RV IR 1E,
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Amazon Inspector AriEE

RNERAFPMNAGMATLUER Amazon Inspector #2414 |, TEENT L REE
2RConsoleAccess®ReadOnly Amazon FEE R MNEIX Lk, BXEZER , H55H (AM A
F8r) FH AP RIER,

AFAFESHITE SR

ZRBIRER T BRI KRS | UAE IAM AFRFEEH MBI EAF SN ARMTEE R, LR
afEfEiE4ls S EA Amazon CLI 2 Amazon API LARTE 5 = 52 B R ERI AR .

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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AR LLRES R BRI FTE Amazon Inspector %R

LTRRBIBRT —/NREE |, ZEREATLLRiEFX BRI FTAE Amazon Inspector &R

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}

AL HEFFE Amazon Inspector &R

DUTRBIBRT — KR |, XK AT EEIERIFTAE Amazon Inspector %R

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "inspector2:*",
"Resource": "*"

}I
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{

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "inspector2.amazonaws.com"

}

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

Amazon Amazon Inspector H 3£ & B3R

Amazon EEXMERVNENESEMN IR KR Amazon,. Amazon EERKEE N FZE N AHIEMH
R, MEZROUFBIAF. AN8e9BNER,

FHifE , Amazon HERB AT NEHREM IR TFRENRNR , BACIITAHEAR Amazon
ERER, RNBUVESERETENERZSNES EEE R RE — SO NIR,

BT EE N Amazon EEFRBPENHNER. R Amazon EH Amazon FEE KA E LR E , I
EHaEMZREBAMRXBENMEZERASS (AP, 4FA® ). Amazon RREFEEERB I API
KA RS 7] LAE A # Amazon Web Services RS B9 AP| #24E8FE £ Amazon £ E R,

BXEZEE , ESHE (AM AFIER) FM Amazon & Kk,
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Amazon ¥£E XK : Amazoninspector2FullAccess
IET LU AmazonInspector2FullAccess REEMIMNE] IAM B 17
R F AT 2 15 R Amazon Inspector BI R,

RRFHE R
ZERBEBEU TR,

« inspector2 - AW FE£ 5 A Amazon Inspector Zh&E,

« iam— A3 Amazon Inspector Sl SRS XA
BAWSServiceRoleForAmazonInspector2fl, AWSServiceRoleForAmazonInspector2Agentle:
AWSServiceRoleForAmazonInspector2Amazon Inspector EEH T MK
REXEHWILSH EC2 K4, WS ECR FHEMNASRMENEE ZRMIR
YE, Amazon Inspector X EE 5 IEH VPC M H RSB HE LXK,
AWSServiceRoleForAmazonInspector2Agentless® Amazon Inspector HITIRIEFFAER |
Bl =B XRENL S EC2 SKFIFL S EBS RENEE . EEERBFEABHAMER Amazon
EBS &, Amazon KMS BXEZEE , S X Amazon Inspector £ A RFZHEX A,

+ organizations — RAFEE R Amazon Inspector i F Amazon Organizations I H L, LIE
£ HEUE Amazon Inspector B AT {E 15 R X BR AT Amazon Organizations , ZIEEE [ K F #9 B 57 7T 2L
ERHALATHREHEFREL R,

« codeguru-security— RFEE R # A Amazon Inspector # R{E BB HF R HE K CodeGuru
ZeBNEENRBHUNRRE, BEXEZEE , B2 N AELUFHNREIHTHSNE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowFullAccessTolnspectorApis",
"Effect": "Allow",
"Action": "inspector2:*",
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"Resource": "*"

.
{

"Sid": "AllowAccessToCodeGuruApis",

"Effect": "Allow",

"Action": [
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration"

1,

"Resource": "*"

},
{

"Sid": "AllowAccessToCreateSlr",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringEquals": {
"iam:AWSServiceName": [
"agentless.inspector2.amazonaws.com",
"inspector2.amazonaws.com"

]

}
}I
{

"Sid": "AllowAccessToOrganizationApis",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}

Amazon ¥£E XK : Amazoninspector2ReadOnlyAccess
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& LA AmazonInspector2ReadOnlyAccess REEHIMNEI IAM & 17,

IR HE T AL XS Amazon Inspector 34T &5 R R

RERFMER

ZERBIE U TR,

« inspector2 - A LAREHF XK E Amazon Inspector ZEE.

« organizations— AFEFHLIH Amazon Inspector B =SB E Amazon Organizations By i 415

/N O

« codeguru-security— M “ CodeGuru Z2” FRZBRBLE R, ERGEEEFHE “
CodeGuru 2" FRBHINZRE

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"inspector2:BatchGet*",
"inspector2:List*",
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:Search*",
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"inspector2:StartCisSession",
"inspector2:StopCisSession",
"inspector2:SendCisSessionTelemetry",
"inspector2:SendCisSessionHealth"

:]I

"Resource": "*",
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- f£F Amazon Systems Manager SendCommandiZ/Ei{f F B #r32 4189 CIS 2,

- f£f Amazon Elastic Container Registry i#ER RE X BN AR MEHEE.

£/ Amazon Lambda BERK ZHXER Lambda BEEIE R

« £/ Amazon Organizations EERHEIRXERAKF o

- &/ CloudWatch B4R EH X LIRAA Lambda BEHYETEIEE .o

o FEAGER IAMWRERRATEEESRN Lambda RIBHPER T EMEFFHER IAM policy BIHERE R,

« £/ CodeGuru Z£2EX Lambda BB IR BIITIHE. Amazon Inspector SEA LT
CodeGuru &2 21 :

« codeguru-security: CreateScan — B FOIEZZ£HAEMNNE. CodeGuru
- codeguru-security : GetScan — & F# % CodeGuru £ T HBEHNER,
« codeguru-security : ListFindings — B FHRRZLEHITERNENERNNR, CodeGuru

- codeguru-security : DeleteScansByCategory — & ¥ &2 ZB 1Bk Amazon Insp CodeGuru
ector Bz PRI PR,

- codeguru-security : BatchGetFindings — & F1# % Security 4 BH —#t45E XK MR
CodeGuru

« ffFi%# Elastic Load Balancing #&4EX} /& F Elastic Load Balancing B #r4A#9 EC2 36l 1TREH
.

« £/ Amazon ECS 1 Amazon EKS BEAFRiFHRINBRREFEEFH NI URERES,

ZABERAUTRRERHTERE

{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "TirosPolicy",
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections",
"directconnect:DescribeDirectConnectGatewayAssociations"”,
"directconnect:DescribeDirectConnectGatewayAttachments",
"directconnect:DescribeDirectConnectGateways",
"directconnect:DescribeVirtualGateways",
"directconnect:DescribeVirtualInterfaces",
"ec2:DescribeAddresses",

ERARSHEXAR a7



Amazon Inspector AriEE

ec2:DescribeAvailabilityZones",
"ec2:DescribeCustomerGateways",
"ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribelInstances",
ec2:DescribelnternetGateways",
"ec2:DescribeManagedPrefixLists",
ec2:DescribeNatGateways",
"ec2:DescribeNetworkAcls",
ec2:DescribeNetworkInterfaces",
"ec2:DescribePrefixLists",
ec2:DescribeRegions",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGatewayConnects",
ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayRouteTables",
ec2:DescribeTransitGatewayVpcAttachments",
"ec2:DescribeTransitGateways",
ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcEndpoints",
ec2:DescribeVpcPeeringConnections",
"ec2:DescribeVpcs",
ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
ec2:GetManagedPrefixListEntries",
"ec2:GetTransitGatewayRouteTablePropagations",
"ec2:SearchTransitGatewayRoutes",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetHealth",
"network-firewall:DescribeFirewall",
"network-firewall:DescribeFirewallPolicy",
"network-firewall:DescribeResourcePolicy",
"network-firewall:DescribeRuleGroup",
"network-firewall:ListFirewallPolicies",
"network-firewall:ListFirewalls",
"network-firewall:ListRuleGroups",
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"tiros:CreateQuery",
"tiros:GetQueryAnswer"

]I

"Resource": [
]
I

{

"Sid": "PackageVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:DescribeImages",
"ecr:DescribeRegistry",
"ecr:DescribeRepositories”,
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRegistryScanningConfiguration",
"ecr:ListImages",
"ecr:PutRegistryScanningConfiguration",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"ssm:DescribeAssociation",
"ssm:DescribeAssociationExecutions",
"ssm:DescribeInstanceInformation",
"ssm:ListAssociations",
"ssm:ListResourceDataSync"
1,
"Resource": "*"
I
{
"Sid": "LambdaPackageVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"lambda:ListFunctions",
"lambda:GetFunction",
"lambda:GetLayerVersion",
"lambda:ListTags",
"cloudwatch:GetMetricData"
1,

"Resource": "*"

iy

ecr:BatchGetRepositoryScanningConfiguration",
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{

"Sid": "GatherInventory",

"Effect":
"Action":

"Allow",

L

"ssm:CreateAssociation",
"ssm:StartAssociationsOnce",
"ssm:UpdateAssociation"

1,

"Resource'
"arn:aws:

"arn:aws:

"arn:aws:

]
iy
{

arn:aws:

arn:aws:

|:[
ec2:
ssm:
ssm:
ssm:
ssm:

:instance/*",
:document/AmazonInspector2-*",
:document/AWS-GatherSoftwareInventory",
:managed-instance/*",

:association/*"

"Sid": "GatherInventoryDeleteAssociation",

"Effect":
"Action":

"Allow",

L

"ssm:DeleteAssociation"

1,

"Resource'

1 : [

"arn:aws:ssm:*:*:association/*"

]
iy
{

"Sid": "DataSyncCleanup",

"Effect":
"Action":

"Allow",

L

"ssm:CreateResourceDataSync",
"ssm:DeleteResourceDataSync"

]I

"Resource"
"arn:aws:ssm:*:*:resource-data-sync/InspectorResourceDataSync-do-not-delete"

]
}I
{

3 IC

"Sid": "ManagedRules",

"Effect":
"Action":

"events:PutRule",

"Allow",

L

"events:DeleteRule",
"events:DescribeRule",
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"events:ListTargetsByRule",
"events:PutTargets",
"events:RemoveTargets"

1,

"Resource": [

"arn:aws:events:*:*:rule/DO-NOT-DELETE-AmazonInspector*ManagedRule"

]
iy
{

"Sid": "LambdaCodeVulnerabilityScanning",

"Effect": "Allow",
"Action": [
"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:
1,
"Resource": [
nakn
]
},
{

CreateScan",
GetAccountConfiguration",
GetFindings",

GetScan",

ListFindings",
BatchGetFindings",
DeleteScansByCategory"

"Sid": "CodeGuruCodeVulnerabilityScanning",

"Effect": "Allow",
"Action": [

"iam:GetRole",
"iam:GetPolicy",
"iam:ListPolicies",

iam:GetRolePolicy",

iam:GetPolicyVersion",
jam:ListAttachedRolePolicies",

iam:ListPolicyVersions",
iam:ListRolePolicies",

"lambda:ListVersionsByFunction"

1,

"Resource": [

i n

]I

"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": [
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"codeguru-security.amazonaws.com"

]

}
}I
{

"Sid": "Ec2DeepInspection",

"Effect": "Allow",
"Action": [
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:DeleteParameter"

]I

"Resource": [

"arn:aws:ssm:*:*:parameter/inspector-aws/service/inspector-linux-application-paths"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel"

1,

"Resource": [
"arn:aws:cloudtrail:*:*:channel/aws-service-channel/inspector2/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowListServicelLinkedChannels",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

1,
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"Resource": [

i n

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowToRunInvokeCisSpecificDocuments",
"Effect": "Allow",
"Action": [
"ssm:SendCommand",
"ssm:GetCommandInvocation"
1,
"Resource": [
"arn:aws:ssm:*:*:document/AmazonInspector2-InvokeInspectorSsmPluginCIS"
]
I
{

"Sid": "AllowToRunCisCommandsToSpecificResources",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,
"Resource": [
"arn:aws:ec2:*:*:instance/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},

{
"Sid": "AllowToPutCloudwatchMetricData",

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"

]I

"Resource": [
nin

1,
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"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/Inspector2"
}
}
I

{
"Sid": "AllowlListAccessToECSAndEKS",

"Effect": "Allow",

"Action": [
"ecs:ListClusters",
"ecs:ListTasks",
"eks:ListClusters"

1,

"Resource": [

i n

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
},
{
"Sid": "AllowAccessToECSTasks",
"Effect": "Allow",
"Action": [
"ecs:DescribeTasks"
1,
"Resource": "arn:aws:ecs:*:*:task/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

7 Amazon Inspector | RSHXAE

BEEFHCERSHEXAR®, HIRTE Amazon Web Services Management Console, = Amazon
AP H385E Amazon Inspector BY , Amazon Inspector & HREIESREMHAHW AR, Amazon CLI
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Amazon Inspector 1 2 ¥F4%%E AWSServiceRoleForAmazonInspector2 [REMEX AR, ECIER
SHEXARE , BLELEUABHNEN , ANTRESI AR5 R ZAE, BERALNUER IAM &1
ARiiE, BXEZEE , B2H (AM AFER) FHRERSEXAR,

1l :3E A F Amazon Inspector HERSZEX A E

MREFHBFEA Amazon Inspector , BATEWZEMI ER AWSServiceRoleForAmazonInspector?2
RSHEXERE, ERBRARZH , EXRNESNBUEZAE Amazon Web Services XI5 Ky ith 515
F3 Amazon Inspector. & Amazon Inspector B} , EFSREMRZAR, Rit , MREERHE
Amazon Inspector , EHLAERIIE /B, X , BRAULLBR HIRSEREFHNRERAEE, B
B, BUREBERBRSHEXACHER , RAETEFIHRERE.

MEBBRUEBRFZHEXACREEERBRCUEE , WA EAERNREBEENKSPEHRAUZLAR,
& Amazon Inspector B , Amazon Inspector &N B EFH A ERSHXBE,

(® Note

on R 1E & B M BR B RET , Amazon Inspector RS EFEERZAE |, WHIERRIETTRES KM,
MREREXMER , BEF/LoH , REEBRERRE,

IETILAGER 1AM #24] A Amazon CLI, = Amazon API
BRAWSServiceRoleForAmazonInspector2[RESHXAER, EXEZER , ESH (AM AFE
) PHRIBRRSEXAE,

Amazon Inspector TREBIHEHHRFZHX< B ENIR

Amazon Inspector TREBHEFEHA B N AWSServiceRoleForAmazonInspector2Agentless Y
RFZMERAE, X4 SLR ¥ Amazon Inspector £ & EY I F A ]2 Amazon EBS B1RFR , AE1HR
ZIRBHHEE, ZREZSHERARESH agentless.inspector2.amazonaws.com [REIEEZA
B,

/A Important

AR MR A & YiE A2 IE Amazon Inspector X3 & fE B ZFrE M 1 BERRAY R EC2
EHMITEREHTE, InspectorEc2Exclusionttsh , HATFTMHEEHN KMS ZHFHE
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InspectorEc2Exclusion #R&AT |, XLFE AKX LE Amazon Inspector 17 [B] 48 R & H B N2
BiE, EXEZEE , B2 M Amazon Inspector 133 P HEBRSE B,

ZABHNNRKRKEE N AmazonInspector2AgentlessServiceRolePolicy , 2 Amazon
Inspector 14T A TES :
- FRATZ#HEHEEITEZR (Amazon EC2) BE R REXER EC2 K6, EMREBHNER.

« f£F Amazon EC2 fric iR EFE ARSI ZA N AERB InspectorScanF iz,

« f Amazon EC2 {RIBIRMESIERE | FAInspectorScantr X ZAN H#t TR , RIS MIBR
2 A InspectorScantrEF4AFRICH Amazon EBS BHIRER.

 f£F Amazon EBS #&E , \#H InspectorScan iiZBHWRBAREREL,

- ERAEE Amazon KMS BEZRIERBEFERATFEEZHMERN Amazon KMS RE, HAT M
RIRBHY KMS Z4AT A InspectorEc2Exclusion #r&EA} , Amazon Inspector 72 fi# % 48 BI iR
B,

ZABFEANTRRREIITERE

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "InstanceIdentification",
"Effect": "Allow",

"Action": [

"ec2:DescribeInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"
1,
"Resource": "*"
1,
{
"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"
1,
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"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {

"aws:ResourceTag/InspectorScan": "*"
}
}
},
{
"Sid": "CreateSnapshotsAnyInstanceOrVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]
I
{

"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",

"Action": "ec2:CreateSnapshots",

"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion": "true"
}
}
},

{
"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
},

{

"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",

"Effect": "Allow",
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"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:CreateAction": "CreateSnapshots"
I
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
I
{
"Sid": "DeleteOnlySnapshotsTaggedForScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectorScan": "*"
}
}
},
{
"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/InspectorEc2Exclusion": "true"
}
}
I
{
"Sid": "DecryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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},
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
},

{
"Sid": "DecryptSnapshotBlocksSnapContext",

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
I
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "snap-*"
}
}
I
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
},
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}
}
I
{

"Sid": "ListKeyResourceTags",
"Effect": "Allow",

"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"
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}

IR TEREBLHENRSHEXAR®

BEEFHCERRSHRAR, HIRTE Amazon Web Services Management Console, B Amazon
API #85E Amazon Inspector Bt , Amazon Inspector 2 H R BB EREHEAXNAE®, Amazon CLI

WERTTARERRNERSAXAE

Amazon Inspector F ft iF 448 AWSServiceRoleForAmazonInspector2Agentless JREHEXA
&, ERERSHEXACRRE  SLEERACHNENR , BNTREESI XG2S AZAG, BRAMUE
AIAM REABER. BXEZEER , H5H (AM AFERE) PNRERSHEXAE,

WERA T TREBERENRSAXAE
MRTBRECAENFTERSHAXAENBERIRS , RINBUEHRZAR. XIHFEERIERAEE
o s PR IR AR 4 B9 AR E A SRR

/A Important

Eff| Bk AWSServiceRoleForAmazonInspector2Agentless A , BURMEME XL
REAFENXEP AR RENETRE,

£/ IAM FERBRESEXAE

£/ IAM #%|5 Amazon CLI, = Amazon API i Bk AWSService RoleForAmazonlnspector
2Agentless fRFHEXxAR, BXEZEERE , B2 (AM AFER) FHRBRRSHEXAE,

Amazon Inspector & 4 7 8] B FEHE&E

W FMEE A Amazon Inspector 1 IAM B AT 828 2 49 & WL [A] &,

&

BOLERANTER , HBEIY
e}
« BREMIE Amazon Inspector FIfITIRIE

« BEMIIT iam : PassRole
o BREARAFRUAN NGB FEE Amazon Inspector &R Amazon Web Services Ik F°
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K FTANIE Amazon Inspector R ITIRME

MREWRERETR |, BRETIMITEMRIE | W AFER R AVFIITIZIRE,

% mateojackson IAM AR ZREABEHAEETEEXEM my-example-widget BIRNIFHER ,
BFRMEEN inspector2:GetWidget WBRE , £ &£ T RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector2:GetWidget on resource: my-example-widget

FEHRBERT , BEH mateojackson AFKIER , LA inspector2: GetWidget B4EA
B8] my-example-widget &iRo

MNBBEEHRB) , FREREWN Amazon BB G, FHNEEARRMEEREILIN A,
R 1T iam : PassRole

MREWE| —MER |, FEAETERINIT iam: PassRole BE , M AMEHRBEUA TN HBIERA
Amazon Inspector,

B L Amazon Web Services RS AT BNINEABEKIBRELEZES , MTARCEFNRSACSHRSHE
XAR, Akt , BUMEEFACEKIZEIRSHNR,

LR marymajor B9 IAM F i A1 5 & 7 Amazon Inspector RHITIRIER , @ X E T R
BiR., BER , RELNEERSACHBEFHONRT AIMITILEE, Mary FTEBRABEKEIRSH
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary BISRBE LA R P EINIT iam: PassRole #B1E,
MREBFERY , BEHRREN Amazon EE R, FHNEERRRMUSIEIEN A,
RE AR UNA AT B FEE Amazon Inspector &R Amazon Web Services ik f°

ZAaOR—-1M A , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
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ETHRESER , FZEAUATREA :

- E T Amazon Inspector BB X FXLIEE , iHZ 1 Amazon Inspector A5 IAM BL & M

o BT HINMEANEIEENERENIGFENE Amazon Web Services i/ |, i55H IAM B IEE T
A E & E Amazon Web Services ik B9 5 — 4N IAM A PR E 15 R XR.

« ETHNMAME=FREIENERIARIE Amazon Web Services K |, 5211 IAM AP 18
BRI mEsE=HIRMEBENR. Amazon Web Services Ik

- ETHRIMIEN SMRRERITREHFENER , F2H (IAM BFERE) P ALY S HEIEN
AF ( BHRBRERIE ) BEFEINER,

- ETHRERACNETRRNRHATER,FRIZENZS , 25 (IAM AFERE) 8 IAM
o Y B K P IR 18] 6

¥9% Amazon Inspector

iR 43 Amazon Inspector M E fth Amazon RS RN AT AMY, AIFEMEMMEENEZANIS .
Amazon 2t 7 A F % Amazon Inspector, R&EHIMHRBEH REEREEXLRBHTE

« Amazon EventBridge 2 — RS NN ARFAMFEZEE —R£HN Amazon kS , FETUE
BB BENE4RIENAREF, EventBridge IRIER BB AREF. Software-as-a-
Service (SaaS) R AREF LK Amazon [RFFEEHBSZNEER , AETUGEERSHRENS
HHEEEH R,

« Amazon CloudTrail@ —T R HEA R REFHITH API BARFIMEXEHH Amazon RS Amazon
Web Services Ik, CloudTrail 3§ B & XHRIXFEIEER Amazon S3 &R , IXEERL AT LR
Bl BRLE A = MK P35 3T 7 BiE Amazon, K HFILEVIR IP st UK iE A B & L Bl

£ A Amazon CloudTrailid 5 Amazon Inspector API i A

Amazon Inspector 5 Amazon CloudTrail—TRFERK , ZRFRME T IAM AR A B Amazon
Inspect Amazon Web Services k% or PRI A EFTXERIRERNIZR. CloudTrail 5 Amazon
Inspector K9FTE APl BRAMBRANEH., HIREARIIFEET Amazon Inspector 2 Hl & B 8 A

¥ Amazon Inspector API IRERV R A, MRECIE TIRER , WAL AT CloudTrail E4F424%

A F) Amazon S3 F 8 , EIEH X Amazon Inspector FNEH ., MREFEHEBERERICK , MBEE
CloudTrail ##|&# Event history ( EHFLIER ) PEERNEH. FHKENER CloudTrail , &
AT AT E -

« [ Amazon Inspector & H &R,

#4542 Amazon Inspector 262


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon Inspector il
- EMRERLFERE IP ik,

- WARHTHER.

« RHEREE

ETHREZEER CloudTrail , & [fAmazon CloudTrail FAF#ERE.,

Amazon Inspector {5 CloudTrail

CloudTrail &I~ Amazon Web Services Ik B EEEMIKF LB A. 2 Amazon Inspector
REEETN | ZEH S5 HM CloudTrail Amazon Web Services fRE EH —RBIERESHARIEH
., BULEFEE, BRANTHBIELXENESH Amazon Web Services IkFF. BEXRESZER |, B
E5E A B P12 % &EF CloudTrail £,

ERF&ILRENEHS Amazon Web Services IKF |, ©23& Amazon Inspector VS | B2 RER, R
ERAAYF CloudTrail £ B E 3£ 5 8] Amazon S3 i, FIRER T , B AP I ERERICKER
I BR BRI K N B F A Amazon Web Services Xigj, ItIRERIERZIE Amazon £ X Higx A Xig #Y
B4, N BAEXHEEZEIEER Simple Storage Service ( Amazon S3 ) 8. ko | B0 LUEL
B Hftt Amazon Web Services BRS5 , it — 2 FLE CloudTrail B EPIWENEHERE, Bx
EZER | BSANTER .

o B2 B ERiC F B8R

 CloudTrail X0 RS FERK

« 79 CloudTrail Bti& Amazon SNS &4

- BREKRBEZNKFH CloudTrail B &4

o EWRKBEZANXIEH CloudTrail B &34

Amazon Inspector B FF B R /E& 123 CloudTrail. Amazon Inspector A BT B PT A R 4EERIC
&7 Amazon Inspector AP ZZ /1, il , X} CreateFindingsReport, ListCoverage #
UpdateOrganizationConfiguration B{EMAA ST CloudTrall BEX#HHERKFKE,

BINEHSEHELXBEBBEERERBRNWAREGE, BHEEEDTEBEUTHE :
- BRECFARAFPEZIIZER IAM AFREIEAXHW,

- BREFEAALERKSAFPNIENZEEIERXHM,

o FREBHHEM Amazon Web Services RS &k H,

CloudTrail B& 263


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/inspector/latest/APIReference/

Amazon Inspector AriEE

BXEZER |, B2 CloudTrail userldentity T3,

T & Amazon Inspector BEX 5B

BEE—MEE , AFREHENBEXGERIIEIEERN Amazon S3 Z##. CloudTrail BEXX 4
BE—NEENMNEEFZRB. BHRTREEMARAEMNER, EHSEERERNRE, BREN A
BHE, ERSHBENF S, CloudTraill BEXHTRLH API HRANEFHRERER , AteiFT4E%
A ERIRF HI

Amazon Inspector A F Y1 CloudTrail

Amazon Inspector Scan B 5 £ CloudTrail, 7 Amazon Inspector Scan API R EHIZZNEESE
#. HRILD# Inspector B FM L Di# Inspector Scan API IR ER %X CloudTrail , iHS 5 (1L 3%
KEE API &) F# Amazon Inspector Scan,

LT RHIE R T ERScanSbomi2 M CloudTrail B&%B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-10-17T16:02:34Z",
"eventSource": "gamma-inspector-scan.amazonaws.com",
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"eventName": "ScanSbom",

"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync http/
UrlConnection cfg/retry-mode/legacy",

"requestParameters": {

"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"
}
I
"components": [
{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"
}
1,

"bomFormat": "CycloneDX"

I

"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f0@7-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Amazon Inspector AriEE

3 Amazon Inspector SI2#E# QLK =

IBAILAE AL S VPC #2414 5 Amazon Command Line Interface (Amazon CLI) 3 Amazon
Inspector BIEEOLKEHT R, BXEZER , EZSH (Amazon PrivateLink /) Y LIEE D%

/AN 0

485 Amazon Inspector BRI E#EOL T /8 , BEAUTREEMZ— !

com.amazonaws.region.inspector2

com.amazonaws .region. inspector—scan

regionBi NEAK Amazon Web Services X3 X% Amazon Web Services X1,

MRERFEOXET LZHAFE DNS |, AT LA A HERIAXE DNS & #5[E Amazon Inspecto
service-name.us-east-1.amazonaws.com rservice-name.us-east-1.api.aws.com X%

tH APIiER |, BINEERER ( BFRLILE ) .
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Amazon Inspector £ X

Amazon Inspector SH At Amazon FREERK . XLRS AT LAM Amazon Inspector FREREIE , LAE R
ALBITRENAREFTRAERN,. ETHREZRFER , BEFUTER®RI,

Amazon Inspector 5 Amazon ECR £/

Amazon Elastic Container Registry (Amazon ECR) Amazon — M X EHAEIMRNITERSHZESR
Ak, Amazon ECR #AEEMREAAMMAYT BUHEFEESNREPRESREMEG., ATUER
Amazon Inspector 3 E B Amazon ECR FEFHNARRZME , ERZIZTRENRERGERFS
MEBEBESEFE. BXEZEELR , B3/ Amazon Inspector 5 Amazon Elastic Container Registry
(Amazon ECR) £,

Amazon Inspector 5 Amazon Security Hub

Amazon Security HubIR It B Z 2 RSN LEAE , Amazon HFEBEREL T FREMERES
AR EHRIFIR Security Hub M Amazon 1k, BREMEZFH~mBRELZLEIE. ERLER Security
Hub 3k3#2E Amazon Inspector FiRE L REUE , H WFTEE K Amazon BREH Amazon S1EMN #
MEFRPHRAEERUE— NP OB, BXEZEE , 2 H Amazon Inspector 5 Amazon

Security Hub,

Amazon Inspector 5 Amazon Elastic Container Registry (Amazon

ECR) £/

Amazon Elastic B EMRE—INEERENRSEME , ¥ Docker F OCI BEF I #

Amazon . MREFEH Amazon ECR , WA A RS EM KRBT EEEHE., WRBEEEA

# , Amazon Inspector 2 IR M ARG , HXNHH#TIHE , LERZZIRENREREEFSH
WIEBEESREFE. LERMFEETTLUE Amazon ECR 25| A hEEAMEH Amazon Inspector &
ROAREBAHIARNEE, EXESEEL , S W EA Amazon Inspector 3 Amazon ECR &
ERIR1R

S OEF 954

&R LAUBE £ Amazon Inspector %] & 3 AP BUE Amazon Inspector 3 RBUESLERK , AL
Bid Amazon ECR 2% & API BLE R FE M ELLER Amazon Inspector FYi858 131 , MMEUELL
£/,
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https://docs.amazonaws.cn/AmazonECR/latest/userguide/image-scanning-enhanced.html
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A X33 Amazon Inspector BIEEKMNEZE L |, S HAmazon Inspector FH BEhFHEER,

B X1 Amazon ECR B EMELE®RBIAEMNEES |, 153518 Amazon ECR AFigmHRYIER AR,
FRAEZKFINENER
MBHAESW/IMENR A , WA LAES Amazon ECR EUEEREAE, B2 , —BEUE , MR EEH

#:19 Amazon Inspector EREEAEA, WRER  WRENEEAM, AXESEL  #5H £A

Amazon Inspector,

Amazon Inspector 5 Amazon Security Hub

Amazon Security Hub £ 7 RN L 2IRE , Amazon HEBEBELZ ST UIRENRESERLE
IBKIIRIE, Security Hub M Amazon Ik, RS X G mBELLHKIE. ERILFEA Security Hub
RENGEEXRIMEZLEBHBERERESNEZLRB, BUEEKRE , B LUF Amazon Inspector
WIAELX I KR Security Hub , Security Hub I AEHZ MR TP BEXLERFELI,

Security Hub FFUAE RN ERERRZLRAB, HP—L R AsE2HEM Amazon RFHE=FH7
A B @Y R BIE R RY . Security Hub EA—EHN , ATRVMLRLRBIMERRBELI. Security
Hub 2 T EA#HBEERIEELIN . Amazon Inspector IHZEXIE Amazon Inspector 1% [

J& , Security Hub FFRIXLRERN, BEANEFRERIFLIEFMNAEANFHEE , ARE
BEXNBAELANRBERS.

Security Hub AEXIMFEA AN Amazon Z2RHEL I ( ASFF ) BI4RAH JSON 1R, ASFF 25
BXREBRER, TEEEFRUARBFELIYIRSHFEAER.

FH

- EPFEFNLG# Inspector BIFHEL R Amazon Security Hub
- BUEMBELE Amazon Inspector & Security Hub B SER

- BAKBERNRAERIM

« 7£ Security Hub F&F &M T Amazon Inspector Y & £ 124

EHREF LS Inspector WIEEL R Amazon Security Hub

&A LAEIE Security Hub && Amazon Inspector Classic 1 Amazon Inspector &AM,
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https://docs.amazonaws.cn/AmazonECR/latest/userguide/image-scanning-enhanced.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-findings-viewing.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-findings-taking-action.html
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Amazon Inspector AriEE

® Note

E{XJFi%E Amazon Inspector JHEAI , i "aws/inspector/ProductVersion": "2"
AINBITEEE R, iFERAFSM Security Hub 2 HIE AR A HEER Amazon Inspector Classic B9
BELXM,

Amazon Inspector & % I /R4l

{
"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",
"CompanyName": "Amazon",
"Region": "us-east-1",
"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z7",
"LastObservedAt": "2023-05-04T18:18:43Z",
"CreatedAt": "2023-01-31T20:25:387",
"UpdatedAt": "2023-05-04T18:18:43Z",
"Severity": {
"Label": "HIGH",
"Normalized": 70
.
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {
"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}
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"ProductFields": {

"aws/inspector/FindingStatus": "ACTIVE",

"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instancelId": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

"Partition": "aws",
"Region": "us-east-1",
"Tags": {

"Patch Group": "SSM",
"Name": "High-SEv-Test"
},
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"Imageld": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"
1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn": "arn:aws:iam::123456789012:instance-profile/
AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"

}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {

"Status": "NEW"
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"RecordState": "ACTIVE",

"Vulnerabilities": [

{
"Id": "CVE-2022-34918",
"VulnerablePackages": [

{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "Q",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"FixedInVersion": "0:5.10.130-118.517.amzn2",
"Remediation": "yum update kernel"
}
1,
"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {

"Name": "NVD",

:H/I:H/A:H",

:H/I:H/A:H",

"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",

"VendorSeverity": "HIGH",
"VendorCreatedAt": "2022-07-04T21:15:00Z2",
"VendorUpdatedAt": "2022-10-26T17:05:00Z"
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},
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e@1b952eachbs",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"

},
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
]
},
"ProcessedAt": "2023-05-05T20:28:38.8222"

BEMELE Amazon Inspector 5 Security Hub BY & &K

BT LAEE /B B Sec urit Amazon Security Hub y Hub SEBUE Amazon Inspector 5SHEK. B H
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FrEAZLIBAER (ASFF) FEE A4 R E1%EE] Sec Amazon ur ity Hub,

ZRXEERNBAERIR

EfH 1E Amazon Inspector [@ Security Hub X RELE R | fRATEAEA Security Hub 26| A= API &
J& Amazon CLI...

£ Security Hub A& E & T Amazon Inspector By & £ 154

Security Hub 22047 2 X #F7 M Amazon MIE=AF MR , HREANRTAFINFEN T 2R
B, UERBCHAEER, XEMVURLBART , IRBERERTHEIRERHNER,
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Amazon Inspector XIFHNIREREMEREE

Amazon Inspector AIARABRZREEUTRE LW RERARERF .

][]

- IE#HEMITE R (Amazon EC2) L4l

(@ Note
3 F I S# EC2 354 , Amazon Inspector AT AE T FE TR BN IHENIRERSEHH
SERRA. Amazon Inspector R I APHE I FESHENRERENERESINEIER
s Amazon Inspector TR T E&IRIE. ATHENAREFNREEES RFH[HORAESIA
TIiX LR,

« 1Ff#7E Amazon Elastic Container Registry ( Amazon ECR ) 17 EE ) B 25 IR 1%

® Note
¥ F ECR B &E58%& , Amazon Inspector Al HRIER G REESEFERE. Amazon
Inspector AR T EEERE. Rust THENAEFNAEEIES HFSRORASIAT
IX LR

« Amazon Lambda E %k

® Note

% F Lambda Bk , Amazon Inspector Al A #RIZES TR BFRBRE. Amazon
Inspector FTAM T EERE, ATHENAEFNEEZEESHESNRASIATXERE.,

24 Amazon Inspector 3@ JRAT , Amazon Inspector £3KEX 50 ZAHKIER , LLERE LR ENFE
MAELR (CVEs ) » XERRNRATEMR—NFLZLELNEHRBENRMERR , ARERFEEHE
EE (NVD ) #l MITRE, Amazon Inspector X ZE A EH — XK BRI R BHE.

Eil Amazon Inspector A RIE , HNBRLINETZHFNREREIFAZIFNREES. ATH
HEBFE T Amazon Inspector SR FRIFFEMAHEHRE T ISWIRERSE, REESURETRER
St WAL, BAESH T EERANRERS,
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® Note
EERNEFE L RERZNZIFR , Amazon Inspector REEN M IRERSIRU AR X,

£

- XENRERSR
- EENRERS
- XENRIEES
« XEFHIETTE

XENBRERS
¥ 5| T Amazon Inspector XEFHIBRERS
SIEWIBIERSE - Amazon EC2 1A%

T&RHIHT Amazon Inspector XEFHETL D# EC2 RHINRERS. EAEBNMNRERSIEEMRNSE
Z2NE  URBEREREIRETAENHBENLREAHE,

FEAETRENEHEAER | ATLUF SSM Agent BB NN FAEFF A& KM EFIITELSH
# . Amazon Inspector ZWE B4 S T 3.2.2086.0 #9 SSM Agent, HEXEZELR , iS5 Amazon
S EC2 ystems Manager A g R H SSM R E,

NEINR TS EESEMEE (rpm M dpkg ) £ Linux BERGRN  TEEF=ZFNARERF. TE

X #FEM#E (RHEL EUS, E4S. AUS Ml TUS ) MAlEFM#E ( MARESFR ) « Amazon Inspector &
RAEEESTHARREFERE. X TEERAERS , fltiUbuntu , FEEERTREETIERTE

THEER.

BIERS MR 2% HNBEENE TREHE S ETREMNETE
X

AlmaLinux 8 ALSA 8= =

AlmaLinux 9 ALSA &= =
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SUSE Linux
Enterprise
Server (SLES)

Ubuntu (Xenial)

Ubuntu (Bionic)

Ubuntu (Focal)

Ubuntu (Jammy)

Ubuntu (Noble
Numbat)

Ubuntu (Oracular
Oriole)

Windows Server
Windows Server
Windows Server

Windows Server

JIES

15.6

16.04

18.04

20.04

22.04

24.04

24.10

2016
2019
2022

2025

HEBRENE

SUSE CVE

USN. Ubuntu
Pro ( esm-infra
F esm-apps )

USN. Ubuntu
Pro ( esm-infra
F esm-apps )

USN. Ubuntu
Pro ( esm-infra
F esm-apps )

USN. Ubuntu
Pro ( esm-infra
F esm-apps )

USN, Ubuntu
Pro (esm-infra &
esm-apps)

USN

MSKB
MSKB
MSKB

MSKB

EREREXE

*#F

*

X

X

X

7|

7|

7|

ETRENEH
x

=
=

fim

fim

fim

fim

fim

fim

fm AD Am

fim

TEWIRIERS . Amazon EC2

279



Amazon Inspector AriEE

BRIERS hixZ< HymeerE FEARAEAEXE ETKENARE
X ¥

macOS ( Moj 10.14 APPLE-SA & 2

ave )

macOS ( Cat 10.15 APPLE-SA = =

alina )

macOS ( Big 11 APPLE-SA B 2

Sur)

macOS ( Mon 12 APPLE-SA B =

terey )

macOS ( Ven 13 APPLE-SA B =

tura )

macOS ( Son 14 APPLE-SA B =

oma )

SIEIBIERS - £ Amazon Inspector #11T Amazon ECR 1338

T&¥IHE T Amazon Inspector X35 T3 Amazon ECR F#EFRBMENRERS, ©XERE
MRERSEE THABRZE NS,

BRERS TS HNEFRENE
Alpine Linux (Alpine) 3.18 Alpine SecDB
Alpine Linux (Alpine) 3.19 Alpine SecDB
Alpine Linux (Alpine) 3.20 Alpine SecDB
Alpine Linux (Alpine) 3.21 Alpine SecDB
AlmaLinux 8 ALSA
AlmaLinux 9 ALSA
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BRIERS IS HuBRENE
Amazon Linux (AL2) AL2 ALAS
Amazon Linux 2023 (AL2023)  AL2023 ALAS
BusyBox — —
Chainguard - CVE
Debian Server (Bullseye) 11 DSA
Debian Server (Bookworm) 12 DSA
Fedora 40 CVE
Fedora 41 CVE
OpenSUSE Leap 15.6 CVE
Oracle Linux (Oracle) 8 ELSA
Oracle Linux (Oracle) 9 ELSA
Photon OS 4 PHSA
Photon OS 5 PHSA
Red Hat Enterprise Linux 8 RHSA
(RHEL)

Red Hat Enterprise Linux 9 RHSA
(RHEL)

Rocky Linux 8 RLSA
Rocky Linux 9 RLSA
SUSE Linux Enterprise Server 15.6 SUSE CVE
(SLES)

TENIRERS £/ Amazon Inspector 11T Amazon ECR 133 281



Amazon Inspector AriEE

BRIERS TS VTSR ge /N

Ubuntu (Xenial) 16.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Bionic) 18.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Focal) 20.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Jammy) 22.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Noble Numbat) 24.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Oracular Oriole) 2410 USN

Wolfi - CVE

XIENBRERS  CIS A

T &% T Amazon Inspector X#FA T CIS AR ERSE, TENEBNMRERSKIBET CISEE
RS,

(® Note

CIS #rEE AT x86_64 BIERE., WFETFT ARMHWRR , REREMRETL AT MHRETHK
KA IE .

BIERS MR 2% CIS E A<
Amazon Linux 2 AL2 3.0.0
Amazon Linux 2023 AL2023 1.0.0
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BRIERS 7 CIS E R
Red Hat Enterprise Linux 8 3.0.0
(RHEL)

Red Hat Enterprise Linux 9 2.0.0
(RHEL)

Rocky Linux 8 2.0.0
Rocky Linux 9 1.0.0
Ubuntu ( Bonic ) 18.04 21.0
Ubuntu (Focal) 20.04 2.0.1
Ubuntu (Jammy) 22.04 1.0.0
Ubuntu ( Noble Numbat ) 24.04 1.0.0
Windows Server 2016 3.0.0
Windows Server 2019 2.0.0
Windows Server 2022 2.0.0

EERERS

TRIIE T BHLERIERS B E7 A RAZ~,

R%& Amazon Inspector T AU T EEFHNRERSGIRMLE X , 8 Amazon Inspector %L1
IB1TIX L EC2 EHIML S SEHIFIL S ECR BESM G, AT RESRR , RINENUNAECEA
BERZNZIFRA, Amazon Inspector H EERBRERZERNFAERIMNNESE,
BREMHNEER , UTRERETH2RKRIENTEH. X TEEANRERS , JETFT2RAFNESE
NE. WTFRESZFRERNRERS , #REBTUMNBTINERRFRBRABTHZ L EMNEMN,
It , Amazon Inspector AT EAEIEE K E HHAEL R CVEs.

E2EFHNIBRERS : Amazon EC2 i
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55 Linux (AL1)
CentOS Linux (CentOS)
CentOS Linux (CentOS)
Debian Server (Jessie)
Debian Server (Stretch)
Debian B35 8% (Buster)
Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

OpenSUSE Leap
OpenSUSE Leap
OpenSUSE Leap
OpenSUSE Leap
Oracle Linux (Oracle)
Oracle Linux (Oracle)

Red Hat Enterprise Linux
(RHEL)

TS

2012 £

10
33
34
35
36
37
38
39
15.2
15.3
15.4

1848

BEr=

2021 £12 A 31 H
2024 £ 6 A 30 H
2021 £12 A 31 H
2020 £6 A 30 H
2022 £6 A30H
2024 6 A 30 H
2021 11 A 30 H
2022 6 A7H
2022 £12 A 13 H
20235 H 16 H
2023 £12 A 15 H
2024 £5 A 21 H
2024 £ 11 A 26 H
2021 F£12 A1H
2022 12 A1H
2023 F 12 A 7H
December 31, 2024
20213 A 1H
2024 £12 A 31 H

2020 £11 A 30 H
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BRERSR [ES BiEr=

Red Hat Enterprise Linux 7 2024 £6 A 30 H
(RHEL)

SUSE Linux Enterprise Server 12 2016 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server  12.1 2017 £5 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.2 2018 £3 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.3 2019 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.4 2020 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.5 2024 £10 A 31 H
(SLES)

SUSE Linux Enterprise Server 15 2019 12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.1 2021 1 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.2 2021 £12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.3 2022 F£12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.4 2023 £12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.5 2024 £12 A 31 B
(SLES)
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Ubuntu (Trusty)

Ubuntu (Trusty)

Ubuntu (Groovy)

Ubuntu (Hirsute)

Ubuntu (Impish)

Ubuntu (Kinetic)

Ubuntu (Lunar Lobster)
Ubuntu (Mantic Minotaur)
Windows Server

Windows Server

EF=1RE RS - Amazon ECR 1

BRIERS

Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)

Alpine Linux (Alpine)

JIES
12.04
14.04
20.10
21.04
21.10
22.10
23.04
23.10
2012 £

2012 R2

BRA
3.2
3.3
3.4
3.5
3.6
3.7

3.8

EF~

2017 £4 A28 H
2024 £ 4 A1H
2021 7 H22H
2022 %1 H20H
2022 7 A31H
July 20, 2023
January 25, 2024
2024 7 A 11 H
2023 £10 A 10 H

2023 £ 10 A 10 H

BFr~

2017 F£5A1H
2017 €11 A 1R
2018 F5 A1H
2018 % 11 A1 H
2019 5A1H
2019 %€ 11 A1 H

2020 5 A1 H

FrEmRERS
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BRIERS TS BFr~

Alpine Linux (Alpine) 3.9 2020 11 A 1 H
Alpine Linux (Alpine) 3.10 2021 5 A 1H
Alpine Linux (Alpine) 3.1 2021 11 A1H
Alpine Linux (Alpine) 3.12 20225 H1H
Alpine Linux (Alpine) 3.13 2022 F11 A1H
Alpine Linux (Alpine) 3.14 May 1, 2023

Alpine Linux (Alpine) 3.15 November 1, 2023
Alpine Linux (Alpine) 3.16 May 23, 2024
Alpine Linux (Alpine) 3.17 November 22, 2024
I 53% Linux (AL1) 2012 & 2021 € 12 A 31 B
CentOS Linux (CentOS) 7 2024 £6 A 30 H
CentOS Linux (CentOS) 8 2021 £12 A 31 H
Debian Server (Jessie) 8 2020 £ 6 A 30 H
Debian Server (Stretch) 9 2022 £6 A 30 H
Debian fRZ5 85 (Buster) 10 2024 £ 6 A 30 A
Fedora 33 2021 11 A 30 H
Fedora 34 2022 6 A7H
Fedora 35 2022 12 A 13 H
Fedora 36 2023 5 H 16 H
Fedora 37 2023 12 A 15 H
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BRIERS

Fedora

Fedora

OpenSUSE Leap
OpenSUSE Leap
OpenSUSE Leap
OpenSUSE Leap
Oracle Linux (Oracle)
Oracle Linux (Oracle)
Photon OS

Photon OS

Red Hat Enterprise Linux
(RHEL)

Red Hat Enterprise Linux
(RHEL)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

7R
38
39
15.2
15.3
15.4

153

12

12.1

12.2

12.3

EF~
2024 5 H21H
2024 £ 11 A 26 H
202112 A1H
2022 %12 A1H
December 7, 2023
December 31, 2024
20213 HA1H
2024 £ 12 A 31 H
202112 H2H
2024 £ 3 A1H

2020 66 A 30 H

2024 6 A 30 H

2016 £ 6 A 30 H

2017 £5 A 31 H

2018 §3 A 31 H

20196 A 30 H

FrEmRERS
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BRERSR [ES BiEr=

SUSE Linux Enterprise Server 12.4 2020 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.5 2024 £10 A 31 H
(SLES)

SUSE Linux Enterprise Server 15 2019 12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.1 2021 %1 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.2 2021 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.3 2022 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.4 2023 12 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.5 2024 £12 A 31 H
(SLES)

Ubuntu (Trusty) 12.04 2017 £ 4 A 28 H
Ubuntu (Trusty) 14.04 2024 4 A1 H
Ubuntu (Groovy) 20.10 2021 7 A 22 H
Ubuntu (Hirsute) 21.04 2022 F£1 A 20 H
Ubuntu (Impish) 21.10 2022 7 A 31 H
Ubuntu (Kinetic) 22.10 July 20, 2023
Ubuntu (Lunar Lobster) 23.04 January 25, 2024
Ubuntu (Mantic Minotaur) 23.10 2024 7 A 11 H
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XENREEES
A HIH T Amazon Inspector XIFHREIES.

TENREIES : Amazon Tt EC2 RIEHHE

ERFERHNIT DR EHTTARERER , Ama EC2 zon Inspector B 8 X3 L N RIEE

EZER , FERLAEDRH,

® Note

=]

o BX

Amazon Inspector T 2FA#EGoMRustP I T E&RE. ATHENAEFNEREES Hi¥sE

RYRMRABIA T X Eiiw

- C#

+ Go

+ Java

» JavaScript
« PHP

* Python

* Ruby

* Rust

XIEMNRIEIES : Amazon EC2 iRER

]]IIII

£ 53 EC2 Linux 3241 L TRER ER MR | Amazon Inspector B BIXF U T RIBIBES. BXE

ZER , BZE Amazon Inspector N EF Linux B & EC2 SEHIRER &,

- Java ( .ear, .jar, .par Ml .war FE#ER )
» JavaScript
+ Python

Amazon Inspector £ Systems Manager Distributor SpEE 4 , MEX B Z# EC2 SKF# TR

ARE,

XFEFNREES
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https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agentless
https://docs.amazonaws.cn/inspector/latest/user/scanning-ec2.html#agentles
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® Note
Bottlerocket BER AT RERE,

ERTRERERM , Systems Manager Distributor #1 Amazon Inspector JZ\‘D‘TS'Z%,@E’JSIEEBM‘
EC2 LR #ERS, BX Systems Manager Distributor XIFHIRERSENEER | 551 (Systems
Manager AF{ER) FHZEFENR4STF & MEN,

XN REE

Amazon Inspector 7£33#§ Amazon ECR 77 E R B 21 &Y B 51 XIS A T REE

]]IIII

Amazon ECR 133

il

® Note

Amazon Inspector F2PRBEHW T EERE. Rusti THENARFHNRREIES FIESNRA
glAT X%”/\E/no

- C#

+ Go

- GoLE#
+ Java

+ JavadDK
» JavaScript
« PHP
 Python

* Ruby

* Rust

T EWEITH

¥ BT Amazon Inspector X#FHIZITEI RS,

XHENRIZBIES : Amazon ECR 11 291


https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor.html#what-is-a-package-platforms
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T EIEITR RS . Amazon Inspector Lambda FrAEFT

XNFEFAE Lambda BB AERE=ZLFH4TPREFERAN TUEANHEEIES , Amazon
Inspector Lambda ¥r&E# B B FU T ETHRRE ¢

® Note

Amazon Inspector T 2F#EGoMRustF I T E&wE. ATHENAEFNEREES Hi¥sE
MIRRABI A 7 X LRI,

+ Go
* gol.x
+ Java
+ java8
* java8.al2
* javali
« javal7
* java21
« NET
- NET6
« .NET8
* Node.js
* nodejs12.x
* nodejs14.x
* nodejs16.x
* nodejs18.x
* nodejs20.x
* nodejs22.x
+ Python
* python3.7
» python3.8
» python3.9

FHEMIZITR RS : Amazon Inspector Lambda #R A 292
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* python3.10
* python3.11
* python3.12
* python3.13
* Ruby
* ruby2.7
* ruby3.2
* ruby3.3
+ Custom runtimes
« AL2
« AL2023

T EIEITR RS . Amazon Inspector Lambda X183 #H

M FERW Lambda HBAERRBEFREEERBAN ATAEANHEEZEES , Amazon Inspector
Lambda XBHABE X FUTETRRE -

+ Java
+ java8
* java8.al2
 javali
« javal7

« NET
« NET6
« NET8

* Node.js
* nodejs12.x
* nodejs14.x
* nodejs16.x
* nodejs18.x
* nodejs20.x

+ Python

FHEHMNIZITR RS : Amazon Inspector Lambda {A#B 133 293
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* python3.7
* python3.8
* python3.9
* python3.10
* python3.11
* python3.12
* Ruby

* ruby2.7

* ruby3.2

* ruby3.3

FTEMNIETIRRS : Amazon Inspector Lambda X #2133 294
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= Amazon Inspector

Al Amazon Inspector 2% & = Amazon Inspector API £ Amazon Inspector, HR&EEHA
EANKFFAERMBEDR | NiZKFH Amazon Inspector FFHBIER,

MRS AEANK B Amazon Inspector , ZMKFWATEREXREBHHEER. A ZKFHBRE
Amazon Inspector H# R BEEFHEMIER , SEWESEF. BLEANURBELN,

L {R{= A Amazon Inspector Y & EC2 338} , Amazon Inspector &MIBRELT SSM Bk :

* InspectorDistributor-do-not-delete
* InspectorInventoryCollection-do-not-delete

« InvokeInspectorSsmPlugin-do-not-delete, Bt4h , B IKEXZ R Amazon Inspector
SSM #E#EMNEHIFR B 4P MIBR Windows Hl, BXEZEE , B2 HfWindows EC2 5%
il

(® Note
{2 Amazon Inspector j§ , ERMTF2BFERS R, T3 , ZLRER AT AEFHEE Amazon
Inspector,

BXROMAFERTERENABRENEE , FSRERATHERE,
TR
BIEEKFRE | FERUTEM :

« MEBIEMIKF R —/NHRIZE Amazon Inspector I~ | N AT LARERTEH Amazon Inspectors

- MRBRZKFINERHIRAKS , MFEEH Amazon Inspector, BAMBKRFALNEREE
B A Amazon Inspector.

- MRERALNBREER , WABMEHEERFTE KA KSR XE , RIEF 88 A Amazon

Inspector,
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® Note
LB B REE R 515 A Amazon Inspector i , H&E AR AL B3hEESE,

= Amazon Inspector

(® Note
f£/= A Amazon Inspector 28l , BEE XS HIAELXN,

Console
E= A Amazon Inspector

1. FEREHEIEES , ABTE hitps://console.aws.amazon.com/inspector/v2/ home T FF
Amazon Inspector 2% A&,

2. FRAREALAK Amazon Web Services [XiF #%#%25 |, i£FEEH Amazon Inspector X
o

3. ESMmERKT , EEEMNRE,

4. 1%&F{FH Inspector,

5. HIWIARRE , EXAERRAEA , ABEEEA Inspector,

6. (¥#E)ELEEA Amazon Inspector WENMXIGHEEXLES R,
API

BT A APIiRME, EERS |, 124 IDs BEEEC2, ECR, LAMBDAAKIMKF , B
KresourceTypesEEAMBRAENK, , XFERZEKS.
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https://console.amazonaws.cn/inspector/v2/home
https://docs.amazonaws.cn/inspector/v2/APIReference/API_Disable.html
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Amazon Inspector BL &R

¥ 5| H 7 84 Amazon Web Services X139 Amazon Inspector Et#i.

IR

R 3 K 2

HHIA N

TS EC2 MBREL R

CIS H#HE &

%5 Amazon Inspector Classic #HXHEFH XK |, i

MINE

10000

500

10000

500

Wie

5 Amazon Inspector
ZME R R IK Bk

FY BX 53 TIK P Y R KK

2, ZRHEETE

Amazon Organizat

ions.

B i X4 Amazon
K PR FRY - AL
WRAKE, BLE
BERIESH .

& Amazon JiKF
# Amazon EC2 W
FERERNEAE
B, BREERES

BL#
CIS B ERN & AHK

B, BEEFERRES

BL &

27 (Amazon Web Services — &%) o

My Amazon Inspector Classic [R5 Ei#l. BxSZMHXMWEEFIFER Amazon Organizations , EZ#

fAmazon Organizations fRZ Ei#lAmazon Web Services — 5%,
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X 35 A i R

AEFDIEE RIT 7 Inspector 1 Amazon Inspector Scan LT R KK, ©EIIEI REFL
Amazon Web Services X1F x1F Amazon Inspector ThEER T 1%

E&EF Amazon Inspector B A Amazon Web Services Xi3 (V& , FZS R R D7 Inspector &
i T = M B8 Amazon Web Services —fi§ 5 Z,

NI S5 Inspector By RF K imTT 2

T&RETT Amazon Inspector B RS L T R Amazon Inspector £ 37 T5 = Y 75 7 18 51
xinspector2.Region.amazonaws.com,

X i3 & #5 X i R 1738
XERE (FEEFRLI  us-east-1 inspector2.us-east HTTPS
=11)) -1.amazonaws.com

inspector2.us-east
-1.api.aws.com

inspector2-fips.us-
east-1.amazonaws.

com
EERE (HE=HEM us-east-2 inspector2.us-east HTTPS
) -2.amazonaws.com

inspector2.us-east
-2.api.aws.com

inspector2-fips.us-
east-2.amazonaws.

com
EERZ ( MAERE us-west-1 inspector2.us-west HTTPS
T AEER ) -1.amazonaws.com
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X1 & 75

XERALR (HBRM
)

FEM (FFER)

TARBX (FE)

WA # X (HEpnik )

X5

us-west-2

af-south-1

ap-east-1

ap-southeast-3

Ll
7 =\

inspector2.us-west
-1.api.aws.com

inspector2-fips.us-
west-1.amazonaws.
com

inspector2.us-west
-2.amazonaws.com

inspector2.us-west
-2.api.aws.com

inspector2-fips.us-
west-2.amazonaws.
com

inspector2.af-sout
h-1.amazonaws.com

¥ & R 2.af-south-1.ap
i.aws.com

inspector2.ap-east
-1.amazonaws.com

inspector2.ap-east
-1.api.aws.com

inspector2.ap-sout
heast-3.amazonaws.
com

inspector2.ap-sout
heast-3.api.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

T 5 Inspector KIBRZ KT &=
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X 15 & 7 X i3 i Y
WAHX (&HX) ap-south-1 inspector2.ap-sout HTTPS

h-1.amazonaws.com

inspector2.ap-sout
h-1.api.aws.com

AR X (KR ) ap-northeast-3 inspector2.ap-nort HTTPS
heast-3.amazonaws.
com

inspector2.ap-nort
heast-3.api.aws.com

WAHX (BR) ap-northeast-2 inspector2.ap-nort HTTPS
heast-2.amazonaws.
com

inspector2.ap-nort
heast-2.api.aws.com

U AH X (T3 ) ap-southeast-1 inspector2.ap-sout HTTPS
heast-1.amazonaws.
com

inspector2.ap-sout
heast-1.api.aws.com

TA#X (FE ) ap-southeast-2 inspector2.ap-sout HTTPS
heast-2.amazonaws.
com

inspector2.ap-sout
heast-2.api.aws.com
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RAriEmE

X 7
T AR (R )

EXR ( RE)

RN X (SE= 4R
)

AY

el
II3
~

ROM X (123K )

R (K= )

X5

ap-northeast-1

ca-central-1

eu-central-1

eu-west-1

eu-west-2

eu-south-1

IR 17308
inspector2.ap-nort HTTPS
heast-1.amazonaws.

com

inspector2.ap-nort
heast-1.api.aws.com

inspector2.ca-cent HTTPS
ral-1.amazonaws.com

inspector2.ca-cent
ral-1.api.aws.com

inspector2.eu-cent HTTPS
ral-1.amazonaws.com

inspector2.eu-cent
ral-1.api.aws.com

inspector2.eu-west HTTPS
-1.amazonaws.com

inspector2.eu-west
-1.api.aws.com

inspector2.eu-west HTTPS
-2.amazonaws.com

inspector2.eu-west
-2.api.aws.com

inspector2.eu-sout HTTPS
h-1.amazonaws.com

inspector2.eu-sout
h-1.api.aws.co

U 5 Inspector KBRS KT =
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X 8 % 75
MM X (ER )

ROM X ( HifE &R

)

M (R )

PR (BM)

EEMN (EZRT )

X5

eu-west-3

eu-north-1

eu-central-2

me-south-1

sa-east-1

Ll

y PANNY

inspector2.eu-west
-3.amazonaws.com

inspector2.eu-west
-3.api.aws.com

inspector2.eu-nort
h-1.amazonaws.com

inspector2.eu-north
1.api.aws.com

inspector2.eu-cent
ral-2.amazonaws.com

inspector2.eu-cent
ral-2.api.aws.com

inspector2.me-sout
h-1.amazonaws.com

BER2.me-s

outh-1.api.aws.com

inspector2.sa-east
-1.amazonaws.com

inspector2.sa-east
-1.api.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

T 5 Inspector KIBRZ KT &=
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X1 & 75

Amazon GovCloud

( ZEZRER)

Amazon GovCloud
(ZEEZ)

X5

us-gov-east-1

us-gov-west-1

Ll
7 =\

KER2, us-gov-ea
st-1.amazonaws.com

KER2, us-gov-ea
st-1.api.aws.com

inspector2-fips.
us-gov-east-1.amaz
onaws.com

KWER2, us-gov-we
st-1.amazonaws.com

KWER2, us-gov-we
st-1.api.aws.com

inspector2-fips. us-
gov-west-1.amaz
onaws.com

Amazon Inspector Scan AP| Y =

T&RERTEEA Amazon Inspector Scan AP| B a] BUE A X s 2. A API B |

U T R EXS Ry X, BD

Amazon Inspector HE KR RN BLAER inspector-scan.region.amazonaws . coms
flan , MBIRE us-west-2 FHITT FHRIE , MFFEARKS inspector-scan.us-

BUFEEY S MR Amazon X,

west-2.amazonaws.com XiFMA inspector-scan AP,

X1 & 5

KERED ( BEM
)

X5

us-east-2

Ll

) NN

inspector-scan.us-
east-2.amazonaws.c
om

[/

HTTPS

HTTPS

7138

HTTPS

IR L

Amazon Inspector Scan API HJi &
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X1 & 75 X5

XERI (HBEFRIL us-east-1
MAEER )

EZEFEI ( MFERE us-west-1
TSR )

=
E

N

2|

N\

¥ & 5 -scan.us-east-2
.api.aws.com

inspector-scan-fip
s.us-east-2.amazon
aws.com

inspector-scan.us-
east-1.amazonaws.c
om

¥ & 5 -scan.us-east-1
.api.aws.com

inspector-scan-fip
s.us-east-1.amazon
aws.com

inspector-scan.us-
west-1.amazonaws.c
om

¥ & A -scan.us-
west-1.api.aws.com

inspector-scan-fip
s.us-west-1.amazon
aws.com

[/

HTTPS

HTTPS

Amazon Inspector Scan API HJi &
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X1 & 75

SERAER (HBRM
)

FEM (FFER)

TA#K (B )

AR (HemE )

X5

us-west-2

af-south-1

ap-east-1

ap-southeast-3

PANNY

inspector-scan.us-
west-2.amazonaws.c
om

¥ & fi -scan.us-
west-2.api.aws.com

inspector-scan-fip
s.us-west-2.amazon
aws.com

inspector-scan.af-
south-1.amazonaws.
com

inspector-scan.af-
south-1.api.aw

inspector-scan.ap-
east-1.amazonaws.c
om

inspector-scan.ap-
east-1.api.aws.com

inspector-scan.ap-
southeast-3.amazon
aws.com

¥ & R -scan.ap-
southeast-3.api
.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Inspector Scan API HJi &
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X1 & 75

TA#X (F£X)

TA#X (KBR )

TAMX (&R )

oA X (FTHNRK )

X5

ap-south-1

ap-northeast-3

ap-northeast-2

ap-southeast-1

PANNY

inspector-scan.ap-
south-1.amazonaws.
com

inspector-scan.ap-
south-1.api.aws

inspector-scan.ap-
northeast-3.amazon
aws.com

inspector-scan.ap-
northast-3.api.aws
.com

inspector-scan.ap-
northeast-2.amazon
aws.com

¥ & 5i-scan.ap-
northeast-2.api
.aws.com

inspector-scan.ap-
southeast-1.amazon
aws.com

¥ & R -scan.ap-
southeast-1.api
.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Inspector Scan API HJi &

306



Amazon Inspector

RAriEmE

X i & X i3

TA#X (FE ) ap-southeast-2
WAHX (FRR) ap-northeast-1
MNEX (HE) ca-central-1

ROt X (E=miE eu-central-1
)

>3

RO X (2

R= ) eu-west-1

PANNY

inspector-scan.ap-
southeast-2.amazon
aws.com

¥ & Fi-scan.ap-
southeast-2.api
.aws.com

inspector-scan.ap-
northeast-1.amazon
aws.com

¥ & Fi-scan.ap-
northeast-1.api
.aws.com

inspector-scan.ca-
central-1.amazonaw
s.com

¥ & & -scan.ca-centra
I-1.api.aws.com

inspector-scan.eu-
central-1.amazonaw
s.com

# 2 A -scan.eu-centra
I-1.api.aws.com

inspector-scan.eu-
west-1.amazonaws.c
om

inspector-scan.eu-
west-1.api.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Inspector Scan API HJi &
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RN X (23)

RO (K= )

KK X (B2 )

RO X (B8R R

)

BN (TRt )

X5

eu-west-2

eu-south-1

eu-west-3

eu-north-1

eu-central-2

inspector-scan.eu-
west-2.amazonaws.c
om

inspector-scan.eu-
west-2.api.aws.com

inspector-scan.eu-
south-1.amazonaws.
com

inspector-scan.eu-
south-1.api.aw

inspector-scan.eu-
west-3.amazonaws.c
om

inspector-scan.eu-
west-3.api.aws.com

inspector-scan.eu-
north-1.amazonaws.
com

¥ & R -scan.eu-north-
1.api.aws.com

inspector-scan.eu-
central-2.amazonaw
s.com

# 2 A -scan.eu-centra
I-2.api.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Inspector Scan API HJi &
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XA X

7R ( BHR) me-south-1
EEMN ( ZERT) sa-east-1
Amazon GovCloud us-gov-east-1

(ZERER)

Amazon GovCloud us-gov-west-1

(ZEAEL)

PANNY

inspector-scan.me-
south-1.amazonaws.
com

inspector-scan.me-
south-1.api.

inspector-scan.sa-
east-1.amazonaws.c
om

inspector-scan.sa-
east-1.api.aws.com

ﬁﬁﬁ 1:3 #ﬁo us-
gov-east-1.amaz
onaws.com

KEAAHE, us-gov-
east-1.api.aws.com

inspector-scan-fips,
us-gov-east-1.amaz
onaws.com

KERFAM. us-
gov-west-1.amaz
onaws.com

KERAM. us-gov-
west-1.api.aws.com

inspector-scan-fips,
us-gov-west-1.amaz
onaws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Inspector Scan API HJi &
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BETXEVFHET AT

A 483, Amazon Web Services X134 #) Amazon Inspector A F4EE,

TR EC2 333 Amazon X1 EC2

TRESRT BT HTF Ama EC2 zon IR IEH#E Amazon Web Services X5 it 5,

X 54 74

ZERL (HERTMILE )
ZERE (BZEM )
ZERL (NFERLALE)
ZEH (RBRM )

I (FFE )

TAK (ES )

T AR (55 )
TA#K (B7R)

T AR (ABR )
TAHK (&K )
WA (37 1038)
TA#K (ERE )
WAHK ( HEE )
&R (6 )

MM X (BRI RE )
MM ( E2LEIE )

X
us-east-1
us-east-2
us-west-1
us-west-2
af-south-1
ap-east-1
ap-northeast-1
ap-northeast-2
ap-northeast-3
ap-south-1
ap-southeast-1
ap-southeast-2
ap-southeast-3
ca-central-1
eu-north-1

eu-central-1

BETXENEETANE
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XA

R (7 2Rt )

BRIt X ( ZR=)

BRIt X (23 )

RUMt X ( B2 )

R (K=)
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