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5@ EEXER Amazon loT TwinMaker, f|Z2TEXE , XTFHACTBRLAZIEX, LETITE
Wi BE a0 9 37 = B i AN PR BV SR BE R A5

7 EEE

UTHERELNAGNZEIEIMY TEEXE Amazon loT TwinMaker, FHEFXZR2BMERATIEX
NEe,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "iottwinmaker.amazonaws.com"

Y

"Action": "sts:AssumeRole"
}
]
}

Amazon S3 B

LUTXREEAFARY Amazon S3 FEBMITIEE, BIRMBARE. TEXGRIRFME Amazon
S3 # , Ik E TEXEEZE Amazon S3 R,

JSON

{
"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::*"
]
}I
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}
]
}
(@ Note

B2 THEZE AT , Amazon loT TwinMaker £ Amazon S3 FERPRIE— /3 |, &R
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aws iottwinmaker get-workspace --workspace-id workspace name

THHRAIE RS THEHER

{
"arn": "arn:aws:iottwinmaker:region:account Id:workspace/workspace name",
"creationDateTime": "2021-11-30T11:30:00.000000-08:00",
"description": "",
"role": "arn:aws:iam::account Id:role/service role name",
"s3Location": "arn:aws:s3:::bucket name",
"updateDateTime": "2021-11-30T11:30:00.000000-08:00",
"workspaceld": "workspace name"
}

EFHENRELUEE N 4EE Amazon S3 FEE O BNER |, BEERE. bucket name
UTEBRAGFABXIEE Amazon S3 FERH /TR, BKRMNBE A,

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"
]
},

{
"Effect": "Allow",

R4S E Amazon S3 EiER 2 BN R 10
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"Action": [
"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::iottwinmakexrbucket/DO_NOT_DELETE_WORKSPACE_*"

1
}
1
}

N & BV R

MBS ITEERFEARNBEZSESHM Amazon BESHTRE , MARAEREK PSS IXLRESH
R, R EA com.amazon.iotsitewise.connector A 43R | N A FAFEFT Amazon loT SiteWiseHy
MR, BXREAHKBENESZER , HSH 277

® Note
MREEAEELAHRESEM Amazon RESHITRE , WLAREZABRFETEENA

Ch

{2 B AR FERN Lambda BHWRR, BXESEL , BSH 222,

LR ROIE R T AIEEBBEE Amazon loT SiteWise @8R A,

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

]I

"Resource": [

NEEERIR
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"arn:aws:s3:::bucket name",
"arn:aws:s3:: :bucket name/*"

"Effect": "Allow",
"Action": [
"jotsitewise:DescribeAsset"

1,

"Resource": "arn:aws:s3:::bucket name"

},

"Effect": "Allow",
"Action": [
"jotsitewise:DescribeAssetModel”

1,

"Resource": "arn:aws:s3:::bucket name"

3,

"Effect": "Allow",
"Action": [

"s3:DeleteObject"

"Resource": [

"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

W RIEE A com.amazon.iotsitewise.connector A48 H B EE M FiZEURE 4 ##E Amazon loT
SiteWise , N AMEREH I E L TR,

"Action":

[

"iotsitewise:GetPropertyValueHistory",

]I

"Resource": [

"Amazon IoT SiteWise asset resource ARN"

NEEERIR
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1,
"Effect": "Allow"

}I

W RIEFE A com.amazon.iotsitewise.connector AHFEHRH BEEMHEBE ABMEHIE Amazon loT
SiteWise , M| A MEXKEEP IS A TR,

"Action": [
"iotsitewise:BatchPutPropertyValues",

1,

"Resource": [
"Amazon IoT SiteWise asset resource ARN"

1,

"Effect": "Allow"

},

MRLRAEEA com.amazon.iotsitewise.connector.edgevideo A#E A | N A4ZBFEM Kinesi s Video
Streams BXPR. Amazon loT SiteWise SA T 7= 5 SR B 15 B 20 fA] £ 20 K BE R =22 Amazon loT
SiteWise # Kinesis Video Streams X R,

"Action": [
"iotsitewise:DescribeAsset",
"iotsitewise:GetAssetPropertyValue"
1,
"Resource": [
"Amazon IoT SiteWise asset resource ARN for the Edge Connector for Kinesis

Video Streams"

]I

"Effect": "Allow"
}I
{

"Action": [

M B E R NR 13
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"iotsitewise:DescribeAssetModel"

1,

"Resource": [

"Amazon IoT SiteWise model resource ARN for the Edge Connector for Kinesis

Video Streams"

1,
"Effect": "Allow"

.
{
"Action": [
"kinesisvideo:DescribeStream"
1,
"Resource": [
"Kinesis Video Streams stream ARN"
1,
"Effect": "Allow"
},

X S\ EB B AE SRR E B2 R R R

MR GENAMREEAERINTHERFRER , WLAE RS AR T ERKIIZREKA
Lambda BRERIINR, BXREIBAFRENESEER

LT RBIERSAGRTER Lambda BEEEVR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,

"Resource": [

FZH 227,

"arn:aws:s3:::amzn-s3-demo-bucket",

X S\ ERER I SRR E SRR Y AR
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"arn:aws:s3:::amzn-s3-demo-bucket/*"

]
},
{
"Action": [
"lambda:invokeFunction"
1,
"Resource": [
"arn:aws:lambda:us-east-1:111122223333:function:example-function"”
]I
"Effect": "Allow"
}I
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}

1
}

BXRER IAM Z2FIE8. M IAMAPI QIBZEABURNACGIERBIMEETXARNESEER , BSHUE
B Z AN PRAY B & Amazon Web Services RS, Amazon CLI

ERTEX IAM BELIER Athena BIEE#ER

E A Amazon loT TwinMaker Athena RAEIEEEESS | BAEFH Amazon loT TwinMaker &H T
EZ=lE) IAM A, RIITEX IAM BERM TR :

(® Note
It IAM EHAGEA T 177 Amazon S3 K Athena REHIE. Amazon Glue ESF Athena
SHMOHEERR—EER , 4R Athena BLE IAM A€ | iEZS R Athena R B4 R5EIE
=,

"Effect": "Allow",

BB ITEX IAM BELER Athena BIEEESR 15


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn//iot-twinmaker/latest/guide/athena-tabular-data-connector.html
https://docs.amazonaws.cn/athena/latest/ug/security-iam-athena.html
https://docs.amazonaws.cn/athena/latest/ug/security-iam-athena.html
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"Action": [
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:StartQueryExecution",
"athena:StopQueryExecution"

1,

"Resource": [

"athena resouces arn"

]

},// Athena permission
{

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases"

1,

"Resource": [

"glue resouces arn"

]

},// This is an example for accessing aws glue
{

"Effect": "Allow",

"Action": [

"s3:ListBucket",
"s3:GetObject"
1,

"Resource": [

"Amazon S3 data source bucket resources arn"

]
}, // S3 bucket for storing the tabular data.

{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:CreateBucket",

BB ITEX IAM BELER Athena BIEEESR
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"s3:PutObject",
"s3:PutBucketPublicAccessBlock"
1,

"Resource": [
"S3 query result bucket resources arn"

]
} // Storing the query results

B Athena IAM BLEMEZEE |, BFiE Athena T EHMIFHEE,

BEIEX

EORIRESE - IHEX , FEATIRRE,

(® Note

WEBNBNMAFERENTREUBRMENITEX, BEREBEEZSHARNINEETESN ITEZE
8l |, F=id R~ Github 2 E R K Amazon loT TwinMaker RANKE .

1. 7 Amazon loT TwinMaker #Z##|&ER L |, EBREMSMERPH TEKX,

£ Workspaces ( T4EX ) TWEH , 1%£3#%F Create workspaces ( BIEZT#KX ),
£ Create a Workspace ( SI2IT# KX ) MHEL , WA TEXHE .

( A& ) I THEXFMER,

£ S3HIRT , EFEOIE S3 FE\, WED6IE— Amazon S3 Amazon loT TwinMaker 7%
B, ATHR#EEIEZEAEXINEENRTR. BN IEXHEEEACHNFES,

6. HHITAGT , ERAFLERFTALHINMTEXUBBEEN IAM A,

o > e N

MREEFZEFERFTAER , NA[EZEAE Amazon loT TwinMaker M1l — N RS |, &% 5KBE @3
RS AEZFIHREM Amazon RSHNR , BIFEWMMEAZRE E—FSHIEEMN Amazon S3 &
HEHNR, AXOZARSENRNESER , BHSH 277

7. 1%&3#%F Create Workspace ( RIETHX ) . A THIEE R ETEXTTERINE,

1S (@ We recommend you update your IAM policies

Copy the json and go to 1AM to update your policies. It is recommended to create a new IAM policy called MyFirstWorkspaceSceneViewerPolicy and attach it to an 1AM role MyFirstWorkspaceDashboardRole. [ earn more [

8. IEFRIREN JSON, FATEWENEF R IAM KRB NEFE Grafana Amazon loT TwinMaker
EHEROAFFKFCIZN IAM A, hAENBHRERUTER  workspace-

BIETHEX 17


https://docs.amazonaws.cn/athena/latest/ug/security-iam-athena.html
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://console.amazonaws.cn/iottwinmaker/home
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nameDashboardRole , BX MM AR R HNFEHI MBI ACRWIEE | ESRIENAGNRERE

(£#Z#HE).
T RGIZEERMMNEZHERA @K

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resouxce": [
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id",
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id/*"
]
},

{
"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"
1,
"Resource": [
"arn:aws:iottwinmakex:us-
east-1:111122223333:woxrkspace/workspace-name",
"arn:aws:iottwinmakex:us-
east-1:111122223333:woxrkspace/workspace-name/*"

]
}I
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
}

BB THEKX
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BIEA LT BERASE — PSRN TEXGBBERE, FXIMANTIIRENGE , ESH 028
HY 56 — NSRS

BIBENE — IR
BOIRE AR, BEAUTSR.

1. EIEXRH , SRENTHEX , REEEMNEBPERESE,
2. HEXEAE , EFCE  REEFIEXE,

Entities fbr workspace "MyWorkspace" (0)

All entities are displayed by default. You can search, group and expand/collapse to customize your view.

{__'{

Entities (0) Actions /¥ Components (0)

Create entity
Component

Entity Entityld S ENTE

No entities

Mo entities to display

Create entity

3. EORRAGEOF  WAKRKHEN. KRHAEA CookieMixer ik,
4. (i) NREWAHL
5. fE IR,

XEBERERIEXFENME WEE, B LB FINA G RFEIREBASRMES, Amazon loT
TwinMaker 2 TUUTHREBEAHLER,

- B AM—ARERMY.

BIRIRHH — N SRE 19
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o XHY : AEERMBMERE SR ME M URL,

o BIR . EEIBReEFSIBERIR,

« SiteWise E#8F | REUE~HPENNEFHIEME. Amazon loT SiteWise

+ Kinesis Video Amazon loT Greengrass Streams BV 4E 285 : M KVS Bl G 225 1R BRI ST B
&, Amazon loT GreengrassEXxE %=L, , 2 Amazon loT TwinMaker #5E X o

EEERTERAHRENEEXEAFREREE L, RAEAFRETEHOZRNVAFRE, 7
FXEBAHRBENESFEE , TS0 EHMIRAMHFRE,

FERGIF , BATGE T — MR XEAH | A TARNBRKEEREE S
1. EREREL , EFEXE , REEFERNAHF,

Entities (1) ctions CookieMixer Components (0)

Entity Entityld

CookieMixer 01a602c¢5-f172-404-854b-720753aa97c0

2. EFAMEAHEOS , NAHFRA—INEN. BT RAERFTRFSFIE , RUERNESHRFR

# A MixerDescription,

BIRIRHH — N SRE 20
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Add component

3

Name

MixerDescription

Type

lypes of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iottwinmaker.documents v

® Edit form Edit JSON

Document editor

Mo docs associated to the entity
Add a doc

¥ Properties

Property Data type is Timeseries  Storage

Add another property

Cancel

3. &R MY, RERAXEBEHRAAL URL BB, EAXKHEAH | BAILFM# URLs 283K
HEEEENNIIR,

4. E&EF RMAH,

BIREHE - K
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BIEALLRIRE MR, AXRNAHTIHRENTER  FSH IENY%E Amazon loT

TwinMaker 7%,

% & Amazon Ik

MR E%HF Amazon Web Services I |, 5T T S BEKAE—1,
R &30 Amazon Web Services i f°

1. $TFhttps://portal.aws.amazon.com/billing/3E AR
2. ZEBE®LMHBARE,

FEEMET , FHETBENWREIEE  EREAREREHA — MRS,

YIRS MET Amazon Web Services IKF , i 812 Amazon Web Services KFRAF —1. 1B
BAPAERGHEEKF P ATE Amazon Web Services RS &R, ENRERSSE  BRAF
PEEBFRNE , FERFERARAFPRKIITEZR AL HRNERENES,

SEAFFREL Amazon Web Services K 2

MR IE%HF Amazon Web Services I |, 5T T S BEKAIE—/,
R &S0 Amazon Web Services i f°

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBEELMHBARE,

FEOEMET , FHETBRENREIERE  EREAREREHA —DNRIES,

YIRS MET Amazon Web Services IKF , i 812 Amazon Web Services KFRAF —1. 1B
BAPAERGHEZK P P ATE Amazon Web Services RS &R, ENRERSSE  BRAF
PEEBFRNE , FERFERARAFPRKIITEEZR AL HRNBRENES,

Amazon EME R EK G MMBERIE—HE AL FERH, BRI LABER 814 https://aws.amazon.com/F#
TR BOKS , EEEYNIKSENHEREZNK,,

i% & Amazon Ik 7 22


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://www.amazonaws.cn/
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&% IAM B/

JEME Amazon Web Services Ik , FFE ZEHHRIE (MFA) , RFPEHNEERAF. AXRB |, S
F <IAM AR FK 1 IAM AP BAER MFA 8% (2Hl18 ),

E R EAMA P RER Amazon Web Services IKF &R |, iH6IZ IAM AP . I TRIPEN IAM B
P, BB A MFA #XE IAM AP EFHITESFIENNR,

BXREYUEZNRY IAM BAFNEZER , 30 (AM BFERE) PHUATER !

o TE{REY IAM FAFP 612 Amazon Web Services ik F°
« SEHT Amazon &IRHY 15 0] X R & 12
« EF IAM B8 KBE R

&R 1AM B 23


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html
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ERMEIZEAFRE

AEBRS|SET AT B2 Amazon loT TwinMaker AR BN EMLEN, CRIERETR T N6
A LA&i#E 45 CreateComponentTypeAPl FERFR , B A LAEA Amazon loT TwinMaker 2§ & H#Y
HHRBRERRYUBERIR,

AHRAEXRBRKEHEENBERHE LT

NIEHHFRE

1£ Amazon loT TwinMaker #£#l& 7 |, HERERIT/EX , AREENBEEPEFRAHLERN K BEF
BLATAHER,

- com.amazon.iotsitewise.resourcesync : —iA LR | A B3I EFSER Amazon loT SiteWise &
FMRFEREANGHEERIRE, AHMAHEKE, Amazon loT TwinMaker HxEH Amazon loT
SiteWise BF=REIFZMNEZEER , B HEH~EF Amazon loT SiteWise,

« com.amazon.iottwinmaker.alarm.basic : —PMNEARWEIRAHF , TEERBBMAZIRKIRIZEFIE
i, WAHRSEEEIBERRERFRENEY. IERFERAGFRHMRN , T HS —FAFER
MR | ZAMHRRIETE T BIERIREMMIZEIERRISEER BB,

« com.amazon.iottwinmaker.documents : ‘@& AR E SN IRANFRE S| URL IR EME,

- com.amazon.iotsitewise.connector.edgevideo : — {5 i8££ %88 for Kinesis Video Streams 4
R STM P B iR R IR ER B SR H . Amazon loT Greengrass Kinesis Video Amazon loT
Greengrass Streams Y Edge Con Amazon loT TwinMaker nec tor AR 24AH , M2 — N ZBBE
PIBR 1% & LB A Amazon loT Greengrass TR E A #-

« com.amazon.iotsitewise.connector : —f:f Amazon loT SiteWise ¥ IFIZENZISEAH A 4,

« com.amazon.iottwinmaker.parameters : — ¥ @ SRR INEE S EEX A4,

« com.amazon.kvs.video : FMIAM K inesis Video Streams IEEFISEENAHE. Amazon loT
TwinMaker

RBA KRR 24


https://docs.amazonaws.cn/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.amazonaws.cn/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.amazonaws.cn/greengrass/v2/developerguide/kvs-edge-connector-component.html
https://docs.amazonaws.cn/greengrass/v2/developerguide/kvs-edge-connector-component.html
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Component types (6)

ovember 12, 2021, 16:25:32 (UTC-8:00)

ovember 12, 2021, 16:25:34 (UTC-8:00)

jovember 12, 2021, 16:25:30 (UTC-8:00)

C

N 1

N 1

November 12, 2021, 16:25:35 (UTC-8:00)
N 1

Novi 1

ember 12, 2021, 16:25:38 (UTC-8:00)

August 24, 2022, 12:12:57 (UTC-7:00)

Amazon loT TwinMaker 4B {435 8 g9 %%/ OMSE

THHIRNE T HAHRENRORHE.

- BMEENX : ZPropertyDefinitionRequest i REX T — NI U EZ REERPIETHWEMN , LAl BUE
AMASBHFERREIRNBEHTER., RRENBESEMEEMEZD Amazon loT TwinMaker. M##zE
SRR T2 ERAY B (8] 7 5 & 14 0 L At J& M 70 SN D

A[LATE PropertyDefinitionRequest MHFMNFREFIEERBEE L. ENFRAEX TR LM
;EEHE_EIgo

« B : ZFunctionRequestX RIEE — Lambda B , ZERBMIEREIRRILEH o] s B A S EPEK
FERo

MRAHXRBEES—NEY  HEFREREADEIEHNNEBRRRXLEE , WEETHRAMHE
B, B UMNHRAGRBT REANAHERE, B EOZETIMBRAGRE, SNTF2HIE
HRmERRT .

BRI LATE FunctionRequest MEIMFREFIEERH R, ZFFRLMBEUT —NE L EHHZE

2,

« dataReader : — PMAZBRIRIEEBTFEAEHE.

« dataReaderByEntity : —/NAAZBRIRIZEUETEA BB,
86 P X 2R Y B B RiSE ERBR AT |, GetPropertyValueHistoryAPl 4B Z#F 4 M 1Z A H LN E
MHEEBEER, ( RAEER componentName + entityIld WEMERLIEFK. )

« dataReaderByComponentType : — MM ZBRIRIZEVERIE A B B

8 P X 2K A B BIRiSR ERBS AT |, GetPropertyValueHistoryAPI 4B Z#FXZA 4K b E
MHWEXAEEIR, ( RBEEXR componentTypeld WEMEIFIER. )

Amazon loT TwinMaker 48 #35 B § # SFE 25



https://docs.amazonaws.cn/iot-twinmaker/latest/apireference/API_PropertyDefinitionRequest.html
https://docs.amazonaws.cn/iot-twinmaker/latest/apireference/API_FunctionRequest.html
https://docs.amazonaws.cn/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.amazonaws.cn/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
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« dataWriter : —FSHIEE AN ZBRIFRH R EL
« schemalInitializer : —{MNESXEBSESAGFXENANEHL B VIBILEEEN R,
FHRAHEHEE RO BIEEISEHRZ —®

BRI EFREN LS (DIFEIR ) B Lambda BB EY RHI , S Amazon loT TwinMaker 7~
15l o B iR SR BN ER

® Note

ATEREZESHKAGHMRERAMELE | Hik Lambda BEEAFURE alarm_key {Eo
MEZBREPAE , Grafana FEEFHRFABR. XN FAAEREBIRNAGERLE
9,

o PR AHRBEBEEHERESABHTERN. —MAREAUSARERS 10 MRAHRE,

£/ extendsFrom ZHIEEHMHRE | BWHGFRI /N BEHRAEENEH T,

- isSingleton : REAHTEEM , NELKR , FEEUHE - NREPFEBEZR. F
isSingleton ZHMEREN true , RTAHXRBE —IPEAEPRETE IR

BIEEMEN

T&RIER PropertyDefinitionRequest IS,

2 iR

isExternalld — M hRE , CEEZBEMERE—RABFENE
MER M —PRREF (5120 Amazon loT SiteWise
BFEID)

LEMENERRIAMEN false,
isStoredExternally EERBENBEHEENHRE,

R R ERIAME R false,
isTimeSeries EERMRBFENREFIBENHRE,

BIEEME XL

26


https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
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(AFER)

S

isRequiredInEntity
dataType

defaultValue

configuration

BIZERE

TRIER FunctionRequest KIS,

2

implementedBy
requiredProperties

scope

DU
LR ERRIAES false

—MERME , BT EER MR R
S BT LAEE — M

—DataTypeX R , A THEER A HIERE
(PIFRFR, wE, JIRNEBLM )

—MeEERERNIMINMERNDataValueXt Ko

— 1 string-to-string & , A T8 EEZET /I
BIERAMENHEMER,

EEPU

—/\DataConnectorf R , ©isEE#EF| /2B
#ERM Lambda B,

2B B M BB BRI 3R BRI B A S ER R SRR
RN SR,

HBHSEE, Workspace ATFSEEE#MEAN
THEXWER. Entity AT EBEXRBTFEEZ
ISR B B

BXEAMAGRAT RAHXBHRH  HSH 222,

ROIE R A

FB RO T AU AHFRE N KBS

BIZEE
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https://docs.amazonaws.cn/iot-twinmaker/latest/apireference/API_DataType.html
https://docs.amazonaws.cn/iot-twinmaker/latest/apireference/API_DataValue.html
https://docs.amazonaws.cn/iot-twinmaker/latest/apireference/API_DataConnector.html

Amazon loT TwinMaker

(AFER)

BR (MR )

AR R HI2 Amazon loT TwinMaker #2#| 8 F R REIRAHER,

implementedBy {EH) dataReader AWM functions Fl&K,

{
"componentTypeId": "com.example.alarm.basic:1",
"workspaceId": "MyWorkspace",
"description": "Abstract alarm component type",

"functions": {
"dataReader": {
"isInherited": false
}
.
"isSingleton": false,
"propertyDefinitions": {
"alarm_key": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
},
"alarm_status": {
"dataType": {
"allowedValues": [
{
"stringValue": "ACTIVE"
},
{
"stringValue": "SNOOZE_DISABLED"
.
{
"stringValue": "ACKNOWLEDGED"
},
{
"stringValue": "NORMAL"
}
1,
"type": "STRING"
},

"isRequiredInEntity": false,

vEE—1HRE

B (R
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"isStoredExternally": true,
"isTimeSeries": true

2%

componentTypeld #l workspaceID W{EN%FEE. componentTypeld WEXN TIEX M2 M —
MM, alarm_key WEREBTATMASBKERZEBIRBIBHOKE MR, BHANEILEN , H
Z6E1E S Amazon loT TwinMaker., alarm_status Bt EFSEEFZEEENDBRETR,

B ZRPIZ N Amazon loT TwinMaker =41,

B [ 7R 1

UTFROIR—MERNAHRE  SMNBKRERRERBERBAN (HIMEHRHK Cookie BER )
REN YR, CREETAMFREYED Lambda B

"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

.
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
.
"telemetryId": {

A ] 37 M 29


https://github.com/aws-samples/aws-iot-twinmaker-samples
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"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

[

Bif (A FREHRER)

ALlE

BT R AU E R SR AT
17,

"componentTypeld": "com.example.cookiefactory.alarm",
"workspaceld": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry",
"com.amazon.iottwinmaker.alarm.basic"

1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue": {
"stringValue": "Alarm"

1,
"functions": {

"dataReader": {
"implementedBy": {
"lambda": {

"arn": "lambdaArn"

ITENAMLE, BIEET BOM Lambda B, ATFRRERY

30
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® Note

HTEREZSPREMRERAHRE | Bk Lambda BEUNLTURE alarm_key B, MR
SRBIREIME , Grafana FIEFHIRFIANER. XN TFRAEREBERNAFRHZLEN.

R&E R

REB 7 B RBIGE B A A E IR B RATER . W AMER XL REIR T BA[7E 5 SHREF N IRE
TEE,

(5 ik )

LR R4 A B RS RREN A HRE, ©RAHTRAVAERRENREREE T FINYEE F5IE 4.

{
"componentTypeId": "com.example.cookiefactory.mixer",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "Mixer" }
I
"RPM": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
}
}
}

R’Z RG 31



Amazon loT TwinMaker CAPiEm)

K58

BT RAIBEAB R RRENAGRE, ©AKENERNREEE 7SN E FHIE .

{
"componentTypelId": "com.example.cookiefactory.watertank",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "WaterTank" }
1,
"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
I
"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
1,
"flowRatel": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
I
"flowrate2": {
"dataType": { "type": "DOUBLE" 1},
"isTimeSeries": true,
"isStoredExternally": true
}
}
}
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ZE[E AV E

UTREIBERY , EEFM#ET Amazon loT TwinMaker, T XLEERAFEEAEZFERNE ,
AL LTEFAHBENTREEN]. ZROIEEH RELATIONSHIP iR AERIEES S —HEFXRHW X

ZAMRET —MATARFZFFEMLETXNEELNG, AR ERMNEHEDFRECLERN TR
2. RALEZEPEAXLEEE  ATHEBLRELTUEIRZRZE , RERA T AEDARA
FE AR

{
"componentTypeld": "com.example.cookiefactory.space",
"workspacelId": "MyWorkspace",
"propertyDefinitions": {
"position": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"rotation": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"bounds": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"parent_space" : { "dataType": {"type": "RELATIONSHIP"}}
}
}
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Amazon loT TwinMaker it 24

£ metadataTransferJob AJ A K HIRH#HBMEEEE Amazon loT TwinMaker &R, A
metadataTransferJob fiF&ERF Amazon S3 Z A ITH 2 /E Amazon loT TwinMaker Amazon
loT SiteWise 4% i %R

#5A] BATE BA T 4 2 P 55 PR L BB 1R A

« ERFZRAAEIBEF=NBE , SIONTFREKF IR E~KS,

« KHERFER , Hlan KR L4£ T Amazon loT &=,

s FEOBE=HES A Amazon loT TwinMaker 1 Amazon loT SiteWise.
MIRBAREZH (HlilrevitHBIMXH ) F#HtE S A Amazon loT TwinMaker 3245,

FH

- XEBSAAKIE

- WITHESATNS HRE

« Amazon loT TwinMaker JtEIE&Z RES RN

X EB S FMAKE
Amazon loT TwinMaker #t 2R EE AU T SMAIE -

« B A FRFEHA Amazon loT TwinMaker TEXKIRE, Hltn , MRt X4, Amazon S3 16 4E
R XM Amazon loT SiteWise 2] Amazon loT TwinMaker T4EZ= ],

« B RIREM Amazon loT TwinMaker TEZ2 (8] #5) B 24 i it B #H13% Amazon S3 FiE VIR E,
« KR BERIRRNERUE,

540 , Amazon S3 FZ#EBFBE S AR , Amazon loT TwinMaker T/EZ= RIS HIR,
- BN BENAREBINMENE.,

fflgn , Amazon S3 F#EER S HB#8 , ™ Amazon loT TwinMaker T/EZ R 25 A B #r.
« Amazon loT SiteWise ¥ : AT S AFMS H A REAIZEH Amazon loT SiteWise,
« Amazon loT TwinMaker 2289 : TS A S HEIRAIZEH Amazon loT TwinMaker,

« Amazon loT TwinMaker MK EIR : WERBRPEAN TR APlse EAME , —NEMAZH
ComponentType.
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« Amazon loT TwinMaker FREIR : tHFEELFEANBRERRKE, BE4ME , R4EAH.

o TEHIE RIS AR S HATERNE Amazon loT SiteWise {5 21 Amazon loT TwinMaker %R

* metadataTransferJob : E{TERIBIERH I R CreateMetadataTransferJob,

Amazon loT TwinMaker metadataTransferJob Th&g

AREBHA T2 THEE R ER Amazon loT TwinMaker FTEfERITTH , metadataTransferJob Bl zn4a
L3, BRiIREE T WAERERTRATEN THERE XL, Amazon loT TwinMaker #it B EX
BLLTI0EE -

« MPRFERBNEBHRELR : Amazon loT TwinMaker [HEIBFT R RN ERFFEHEIR ID M—FRRNINE
BiRo
Flan | MRRZEHFELE DT, MHZEEE SCFHIZEntity B4 TERF E LA F KK E LFTE
Ko

- FRECIERER

£ EntityComponent X7 , BRENBRERA M, ZZAXMELEE , BN , ZREFER
ValidationException.

EEMEXRRINL , EREQESBREMSIXR , HETEWEMHEZX R EntityComponent %
MERFE,

o FRIFMER :
Amazon loT TwinMaker & X FMIBR ¥ iR, FHRBRAILREAN. BHEIKRRK.
R EMIBRA A | AT SRR B THIBR
MREMBRBEHES KR , MSRMEHED, EntityComponent <~ H il ER.

ERBRFRR  FEFES RO FRA G T HARNE L.

o THIBRTIZ AR : Amazon loT TwinMaker KIZE R EMBRTAR FR. RBREREHEEMAR
ComponentType,

« E-MERFIRBHNE -TRRHRNFRREX :
EARER —MERPRAR —KENZEEXEELNFRR (WEHE ) EXo.

WMBRKKFFERT EntitylD , M FREEFESE/K EntityComponent, BMSXZFFERAMERLN ID,
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MREFFERT EntitylD = componentName A4 EntityComponent , NI REETE
EntityComponent, BMESHXxRHPFEAMERNAE.

MREBMUHRKXZBDEEH T EntitylD, componentName, PropertyName (A& , NIFEEFERE S x
RPEAMERNASE.

« Externalld 2 83%#/ Amazon loT TwinMaker : Externalld B] A F# By &R BII'& IR,

PITHES ANS HEE

REBN BWARTHES ANS HREARNTLEERESFHER SRETHER CLI 5k
BES B RB,

Amazon loT TwinMaker APl 2Za &8 % CreateMetadataTransferJobF1E b API BENE S,

£

- metadataTransferJob JERE 4
« |IAM X PR

- BITHERE

- SATEEER

« Amazon loT TwinMaker metadataTransferJob 45l +

metadataTransferJob ZciR&4

EE1T28 , BRI T EREZEMH metadataTransferJob :
« 812 Amazon loT TwinMaker T4EZE[H, THEXALARMN S A BFr=S HIR metadataTransferJob,
EXOBIEZRNESR , B 0EITEX,

« B2 Amazon S3 FEBUFEMEEIR. BXEH Amazon SSHWEZEER |, HSR “H AR Si#
S37?

PATHES ANS HIRE
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https://docs.amazonaws.cn//AmazonS3/latest/userguide/Welcome.html
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IAM R

hITHERER , BEEQE— IAM KB | ZKXKEEB A Amazon S3, Amazon loT TwinMaker
B A b it B4 2 18] 33 #: Amazon BIRINR., BXxAIE IAM RIEENEZ

Amazon loT SiteWise, F&
S8 , BESHE6IE IAM FBE,

AT % T Amazon loT TwinMaker.

« Amazon loT TwinMaker B(% :

JSON

"Effect": "Allow",

"Version":"2
"Statement":
"Effect"
"Action"
"s3:
"s3
"s3
"s3:
"s3
"s3:
"s3:
]I
"Resourc
}I
{
"Act
]I

012-10-17",
[{
: "Allow",
: [
PutObject",

:GetObject",
:GetBucketLocation",

ListBucket",

Amazon loT SiteWise ] Amazon S3 HWBUERFH

:AbortMultipartUpload"”,

ListBucketMultipartUploads",
ListMultipartUploadParts"

e". mgn

ion": [

"jottwinmaker:
"jottwinmaker:

"jottwinmaker
"iottwinmaker

"iottwinmaker:
"iottwinmaker:
"iottwinmaker:
"iottwinmaker:
:ListComponentTypes",

:ListTagsForResource",
TagResource",

UntagResource"

"jottwinmaker
"iottwinmaker

"jottwinmaker:
"jottwinmaker:

GetWorkspace",

CreateEntity",
:GetEntity",
:UpdateEntity",
GetComponentType",
CreateComponentType",
UpdateComponentType",

ListEntities",

IAM #X PR
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"Resource": "*"

« Amazon loT SiteWise Bk :
JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject”,
"s3:GetObject",
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
]I
"Resource": "*"
}I

{
"Effect": "Allow",

"Action": [
"jotsitewise:CreateAsset”,
"iotsitewise:CreateAssetModel"”,
"iotsitewise:UpdateAsset",
"iotsitewise:UpdateAssetModel"”,
"iotsitewise:UpdateAssetProperty",
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels",
"iotsitewise:ListAssetProperties"”,
"iotsitewise:ListAssetModelProperties",
"iotsitewise:ListAssociatedAssets",
"jotsitewise:DescribeAsset”,
"iotsitewise:DescribeAssetModel”,
"iotsitewise:DescribeAssetProperty"”,
"iotsitewise:AssociateAssets",
"jotsitewise:DisassociateAssets",
"iotsitewise:AssociateTimeSeriesToAssetProperty”,
"iotsitewise:DisassociateTimeSeriesFromAssetProperty",
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"iotsitewise:BatchPutAssetPropextyValue",
"iotsitewise:BatchGetAssetPropertyValue”,
"iotsitewise:TagResource",
"iotsitewise:UntagResouxce",
"iotsitewise:ListTagsForResource"

1,

"Resource": "*"

- WO S3 UK :

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

1,

"Resource": "*"

HE , B LUGFER Amazon S3 FKEESEE R &I 8GR £ Amazon S3 F#4 | i

%o

Amazon S3 B EFE TR BUR

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

SHRUTH

IAM #X PR
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"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

Fi& B i A 4] metadataTransferJob

EREIAFP LIS RNESEE | HFLT IAM FBEANE AT RANAES Amazon loT
TwinMaker,

(@ Note
LR BN 2 FTF A 7E Amazon S3 Z [BI# B R IRHS Amazon loT TwinMaker A& HES

{
"Effect": "Allow",
"Action": [
"iottwinmaker:*DataTransferJob*"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"iottwinmaker:sourceType": [
"s3",
"iottwinmaker"
1)
"iottwinmaker:destinationType": [
"iottwinmaker",
ngzn
]
}
}
}

BT ERE

AT AMARMITHES AN S HERE.
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FFEAFEM Amazon S3 & A ZE| Amazon loT TwinMaker

1. A Amazon loT TwinMaker metadataTransferJob 2238 E BE BRI EIR. GIBREM B SIHH
HEEFE#EEMN Amazon S3 F#EET,
BREWRAE , FSRS A THBIEENR,

2. BIBBEREXHFEZSERN JSON X#H, BEREEEERBELRME IR, BSLFEMN
Amazon S3 FERIBERNIR , FHIFER Amazon loT TwinMaker T4EZE A8 E 1 B #7o

AR R RIEXK RA

{
"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
"type'": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::amzn-s3-demo-bucket/your_import_data.json"
}
1,
"destination": {
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-worksapce-name"
}
}
}

ERTENBEREXRERENXHE , T—IRIJFEC, EHRAIH , EREXHD

JHcreateMetadataTransferJobImport.json.

3. BITLAT CLI sno#t1TiAACreateMetadataTransferJob ( Ff input-json XHBERRNIRNE
RIEXRHBER) -

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobImport.json

XfF 812 metadataTransferJob R B AL AR IR,
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FHBEBMNS EH Amazon loT TwinMaker Z| Amazon S3

1. BIEHFAMALIEERR JSON FREMMUERES HN AR, EXMIFH , RINEA

"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333 :workspace/your-workspace-name",
"filters": [{
"filterByEntity": {
"entityId": "parent"
13,
{
"filterByEntity": {
"entityId": "child"
13,

{
"filterByComponentType": {

"componentTypeId": "component.type

1}

11,

"destination": {
Iltypell: "53",
"s3Configuration": {

.minimal"

"location": "arn:aws:s3:::amzn-s3-demo-bucket"

ZfiltersBARWEREEESHN TR, BHROIF , BilKentity, MEITIR

1%L componentType,

HS AR Amazon loT TwinMaker TEZEEIIEENIR , & Amazon S3 FEEBIEE RN T IE(E

BWAESHY B 7o

REENEREXHLRNHE , T—IHFEE. EXMIFH , B@E THERE

X createMetadataTransferJobExport. json,

BITHERE
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2. BT CLI @a$s# T CreateMetadataTransferJob ( f¥ input-json X#4& B NIRHE
REXRMHE) :

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobExport.json

X fF 812 metadataTransferJob H B FME R RN IITE,

EREREMEMESRS , BEAUTHS

« EEUHEMES , i§fEMA CancelMetadataTransferJobAPI 46, 4 &iF A et
CancelMetadataTransferJob , API R&BUHEIE 1217 metadataTransferJob , # B2 S HEH S
ANRBRE T LZE | API BRI,

- ERFEFXRBEASHWEER , BFEH GetMetadataTransferJobAPI #£4E,

FE , B LMEALT CLI %518 GetMetadataTransferJob AM B EHES :

aws iottwinmaker get-metadata-transfer-job --job-id ExistingJobId

R BFATEE GetMetadataTransferJob B9 Amazon loT TwinMaker S AH S HESE , MUk
F|ResourceNotFoundException4t iy E &,

o EHIHYEEN | FEA ListMetadataTransferJobsAP| 4,

LR 2L destinationType # SourceType Amazon loT TwinMaker s3 7R iF
ListMetadataTransferJobs F#Y CLI ;R4 :

aws iottwinmaker list-metadata-transfer-jobs --destination-type iottwinmaker --
source-type s3

(® Note
BRI LB 2 SourceType # destinationType Z#ME , FHES AHSFHESHIRMEB FF
FTE

BEXRARIXLE AP| BEH CLI S EZRH |, ESEAmazon loT TwinMaker metadataTransferJob
5% o
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MREEERREFSHEBEIEMNER , FSHRERLE,
HixAb I
BIEHEITEBMESRE , B L GetMetadataTransferJobZ E.12 W H E B (R AT 45 iR

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your metadata_transfer_job_id \
--region us-east-1

BIELEVIRASZENFCOMPLETED , RATMARIEFLNERT . GetMetadataTransferJob IR E —4
ZBAWXI R MetadataTransferJobProgress , EH@ENATFE

failedCount : R REXBIER HIHEN T IRHKE,
skippedCount : R REFHFB IR BT EREE,

succededCount : R REEBIER NN FRHBE.
TotalCount : R REBIER I RN ERLEK.

A, ELRE—NIETNEE MU reportUrl TR, NMRENEBESEFEEER , BE8#H -5
& N LAERE M T TSRS

$ A TTHIEER
BAEE — KBS ARIESASMAME, BHFRBRTE, AT R RAIHE T OTRTIBIE

template: Importing entities

WNFHASEHENL | BEAUTERER

"entities": [
{
"description": "string",
"entityId": "string",
"entityName": "string",
"parentEntityId": "string",
"tags": {
"string": "string"
},
"components": {
"string": {

R 44
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"componentTypeId": "string",
"description": "string",
"properties": {

"string": {

"definition": {
"configuration": {
"string": "string"
.
"dataType": "DataType",
"defaultValue": "DataValue",

"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
.
"value": "DataValue"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
}

template: Importing componentTypes

3 FS A ComponentTypes BIEML , BRI TERER :

{
"componentTypes": [
{
"componentTypeId": "string",
"componentTypeName": "string",
"description": "string",
"extendsFrom": [
S A TBIEER
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"string"
1,
"functions": {
"string": {
"implementedBy": {
"isNative": "boolean",
"lambda": {
"functionName": "Telemetry-tsDataReader",
"arn": "Telemetry-tsDataReaderARN"
}
},
"requiredProperties": [
"string"
1,
"scope": "string"
}
},
"isSingleton": "boolean",
"propertyDefinitions": {
"string": {
"configuration": {
"string": "string"
},
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
}
I
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
I
"tags": {
"string": "string"
}
}
G A THIEER
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]

template: Importing components

WTFEAAHENEL , FEAUTERER

{
"entityComponents": [
{
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {
"definition": {
"configuration": {
"string": "string"
},
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
},
"value": "DataValue"
}
.
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
}
}
]
}
S A THRER
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Amazon loT TwinMaker metadataTransferJob 5l F

FERANA T SERLN THEEM

« CreateMetadataTransferJobAPI #24E,

CLI sp R4l -

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://yourTransferFileName. json

« EEUHMES , iR CancelMetadataTransferJobAPI &4k,

CLI sn =Rl -

aws iottwinmaker cancel-metadata-transfer-job
--region us-east-1 \
--metadata-transfer-job-id job-to-cancel-id

HIRF AT CancelMetadataTransferJob , E REBUEREN THBEAETS , HEEMNESELS
ANBREBTFLZENEM,

- ERREXRBEASWEER , BFEH GetMetadataTransferJobAPI #1E,

CLI sp R4l -

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \
--region us-east-1 \

o BHIHYFIEN , FFEA ListMetadataTransferJobsAPI 24,

B A LA JSON 34 ListMetadataTransferJobs &k REIME R, FH CLIEEUTHE :

1. 8% CLI A JSON X# LB EEE AT IERS

{
"sourceType": "s3",
"destinationType": "iottwinmaker",
"filters": [{
"workspaceId": "workspaceforbulkimport"
3,
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{

"state": "COMPLETED"
1]

REHLEZXMHE , @A CLI S SIREFEEE,
2. fER JSON XHEANLLT CLI s SIS

aws iottwinmaker list-metadata-transfer-job --region us-east-1 \
--cli-input-json file://ListMetadataTransferJobsExample.json

Amazon loT TwinMaker TTEIEEMES LR

metadataTransferJob § AZEH : IR L£ B Amazon S3 FEMERT , At Amazon loT
TwinMaker JTEUE R ¥R BRI EAE -

"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "IoTTwinMaker",
"description": "Metadata transfer job resource schema for IoTTwinMaker",
"definitions": {
"ExternalId": {
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+"
},
"Description": {
"type": "string",
"minLength": 0,
"maxLength": 512
1,
"DescriptionWithDefault": {
"type": "string",
"minLength": 0,
"maxLength": 512,
"default": ""
1,
"ComponentTypeName": {
"description": "A friendly name for the component type.",
"type": "string",

Amazon loT TwinMaker Jt#iE/E M{ES £ 49
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"pattern": ".*[M\\u@000-\\Uu@@LF\\u@@7F]*.*",
"minLength": 1,
"maxLength": 256
1,
"ComponentTypelId": {
"description": "The ID of the component type.",
"type": "string",
"pattern": "[a-zA-Z_.\\-0-9:]+",
"minLength": 1,
"maxLength": 256
},
"ComponentName": {
"description": "The name of the component.",
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
1,
"EntityId": {
"description": "The ID of the entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,

"pattern": "[0-9a-f]{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-Ff]1{4}-[0-9a-f]1{12} | [a-zA-

Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+"

1,
"EntityName": {

"description": "The name of the entity.",

"type": "string",

"minLength": 1,

"maxLength": 256,

"pattern": "[a-zA-Z_0-9-.][a-zA-Z_0-9-. 1*[a-zA-Z0-9]+"
},

"ParentEntityId": {
"description": "The ID of the parent entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,

"pattern": "\\$ROOT|~A[0-9a-f]1{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]

{12} |~"[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"default": "$ROOT"

iy
"DisplayName": {

"description": "A friendly name for the property.",

Amazon loT TwinMaker Jt#iE/E M{ES £
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"type": "string",
"pattern": ".*[M\\u0000-\\uQ@1F\\u@@7F]*.*",
"minLength": 0,

"maxLength": 256

}I

"Tags": {
"description": "Metadata that you can use to manage the entity / componentType",

"patternProperties": {
"ACO\N\PLLINNP{ZI\\p{N}_. : /=r\\-e]1*)$": {
"type": "string",
"minLength": 1,
"maxLength": 256

}
iy

"existingJavaType": "java.util.Map<String,String>",

"minProperties": 0,
"maxProperties": 50
1,
"Relationship": {
"description": "The type of the relationship.",
"type": "object",
"properties": {
"relationshipType": {
"description": "The type of the relationship.",
"type": "string",
"pattern": ".*"
"minLength": 1,
"maxLength": 256

}I

"targetComponentTypeId": {
"description": "The ID of the target component type associated with this

’

relationship.",
"$ref": "#/definitions/ComponentTypelId"
}
},

"additionalProperties": false

}I

"DataValue": {
"description": "An object that specifies a value for a property.",

"type": "object",
"properties": {

"booleanValue": {
"description": "A Boolean value.",

"type": "boolean"
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iy
"doubleValue": {

"description": "A double value.",
"type": "number"
},
"expression": {
"description": "An expression that produces the value.",
"type": "string",
"pattern": "(M\\$\\{Parameters\\.[a-zA-z]+([a-zA-z_0-9]1*)}$)",
"minLength": 1,
"maxLength": 316
I
"integerValue": {
"description": "An integer value.",
"type": "integer"
I
"listValue": {
"description": "A list of multiple values.",
"type": "array",
"minItems": 0O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
I
"default": null
I
"longValue": {
"description": "A long value.",
"type": "integer",
"existingJavaType": "java.lang.Long"
},
"stringValue": {
"description": "A string value.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
I
"mapValue": {
"description": "An object that maps strings to multiple DataValue
"type": "object",
"patternProperties": {

objects.",
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"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/DataValue"
}
I
"additionalProperties": {
"$ref": "#/definitions/DataValue"
}
I
"relationshipValue": {
"description": "A value that relates a component to another component.",
"type": "object",
"properties": {
"TargetComponentName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
I
"TargetEntityId": {
"type": "string",
"pattern": "[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12}]
A[a-zA-Z0-9]1[a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"minLength": 1,
"maxLength": 128
}
I
"additionalProperties": false
}
},
"additionalProperties": false
},
"DataType": {
"description": "An object that specifies the data type of a property.",
"type": "object",
"properties": {
"allowedValues": {
"description": "The allowed values for this data type.",
"type": "array",
"minItems": O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
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},
"default": null
},
"nestedType": {
"description": "The nested type in the data type.",
"$ref": "#/definitions/DataType"
},
"relationship": {
"description": "A relationship that associates a component with another
component.",
"$ref": "#/definitions/Relationship"
I
"type": {
"description": "The underlying type of the data type.",
"type": "string",
"enum": [
"RELATIONSHIP",
"STRING",
"LONG",
"BOOLEAN",
"INTEGER",
"DOUBLE",
"LIST",
"MAP"

]
1,
"unitOfMeasure": {
"description": "The unit of measure used in this data type.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
}
1,
"required": [
"type"
1,
"additionalProperties": false
},
"PropertyDefinition": {
"description": "An object that specifies information about a property.",
"type": "object",
"properties": {
"configuration": {
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"description": "An object that specifies information about a property.",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256

}
},
"existingJavaType": "java.util.Map<String,String>"
},
"dataType": {
"description": "An object that contains information about the data type.",
"$ref": "#/definitions/DataType"
},
"defaultValue": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DataValue"
},
"displayName": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DisplayName"
},
"isExternalId": {

"description": "A Boolean value that specifies whether the property ID comes
from an external data store.",
"type": "boolean",
"default": null
},
"isRequiredInEntity": {
"description": "A Boolean value that specifies whether the property is
required.",
"type": "boolean",
"default": null
},
"isStoredExternally": {
"description": "A Boolean value that specifies whether the property is stored
externally.",
"type": "boolean",
"default": null
},
"isTimeSeries": {
"description": "A Boolean value that specifies whether the property consists
of time series data.",
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"type": "boolean",
"default": null
}
I
"additionalProperties": false
I
"PropertyDefinitions": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"Property": {
"type": "object",
"properties": {
"definition": {

"description": "The definition of the property",
"$ref": "#/definitions/PropertyDefinition"

I

"value": {
"description": "The value of the property.",
"$ref": "#/definitions/DataValue"

}

},
"additionalProperties": false
},
"Properties": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Property"
}
I
"additionalProperties": {
"$ref": "#/definitions/Property"
}
I
"PropertyName": {
"type": "string",
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"pattern": "[a-zA-Z_\\-0-9]+"
I
"PropertyGroup": {

"description": "An object that specifies information about a property group.",

"type": "object",
"properties": {
"groupType": {
"description": "The type of property group.",
"type": "string",
"enum": [
"TABULAR"
]
1,

"propertyNames": {

"description": "The list of property names in the property group.",

"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/PropertyName"
},
"default": null
}
.
"additionalProperties": false
.
"PropertyGroups": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyGroup"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyGroup"
}
},
"Component": {
"type": "object",
"properties": {
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"
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},
"description": {
"$ref": "#/definitions/Description"
I
"properties": {
"description": "An object that maps strings to the properties to set in the

component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
},
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the entity component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"componentTypeId"
1,
"additionalProperties": false
I
"RequiredProperty": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"LambdaFunction": {
"type": "object",
"properties": {
"arn": {
"type": "string",
"pattern": "arn:((aws)|(aws-cn)|(aws-us-gov)|(\\${partition})):lambda:(([a-
z0-9-1+) | (\\${region})): ([0-91{12} | (\\${accountId})):function:[/a-zA-Z0-9_-]1+",
"minLength": 1,
"maxLength": 128
}
},
"additionalProperties": false,
"required": [

"arn
]
.

"DataConnector": {
"description": "The data connector.",
"type": "object",
"properties": {
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"isNative": {

"description": "A Boolean value that specifies whether the data connector is
native to IoT TwinMaker.",

"type": "boolean"

},

"lambda": {
"description": "The Lambda function associated with this data connector.",
"$ref": "#/definitions/LambdaFunction"

}

I

"additionalProperties": false

iy

"Function": {

"description": "The function of component type.",

"type": "object",
"properties": {
"implementedBy": {

"description": "The data connector.",
"$ref": "#/definitions/DataConnector"

iy

"requiredProperties":
"description": "The required properties of the function.",

Iltypell: Ilarrayll’
"minItems": 1,
"maxItems": 256,

"uniqueltems": true,

{

"insertionOrder": false,

"items": {

"$ref": "#/definitions/RequiredProperty"

1,
"default": null

iy

"scope": {

"description": "The scope of the function.",

"type": "string",

"enum": [
"ENTITY",
"WORKSPACE"

}
}I

"additionalProperties":

iy
"Entity": {

false
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Iltypell: Ilobjectll’
"properties": {
"description": {

"description": "The description of the entity.",
"$ref": "#/definitions/DescriptionWithDefault"

iy
"entityId": {

"$ref": "#/definitions/EntityId"

iy
"entityExternalld": {

"description": "The external ID of the entity.",
"$ref": "#/definitions/ExternalId"

iy
"entityName": {

"$ref": "#/definitions/EntityName"

iy
"parentEntityId": {

"$ref": "#/definitions/ParentEntityId"

I
"tags": {

"$ref": "#/definitions/Tags"

iy

"components": {

"description": "A map that sets information about a component.",

Iltypell: Ilobjectll’

"patternProperties":

{

"[a-zA-Z_\\-0-9]+": {

"$ref": "#/definitions/Component"

}
iy

"additionalProperties": {

"$ref": "#/definitions/Component"

}

},

"required": [
"entityId",
"entityName"

1,

"additionalProperties":

},
"ComponentType": {

"type": "object",

"properties": {

false
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"description": {
"description": "The description of the component type.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"componentTypelId": {
"$ref": "#/definitions/ComponentTypeId"
},
"componentTypeExternalld": {
"description": "The external ID of the component type.",
"$ref": "#/definitions/ExternalId"
},
"componentTypeName": {
"$ref": "#/definitions/ComponentTypeName"
I
"extendsFrom": {
"description": "Specifies the parent component type to extend.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/ComponentTypelId"
I
"default": null
I
"functions": {
"description": "a Map of functions in the component type. Each function's key
must be unique to this map.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Function”
}
},
"additionalProperties": {
"$ref": "#/definitions/Function”
}
},
"isSingleton": {
"description": "A Boolean value that specifies whether an entity can have
more than one component of this type.",
"type": "boolean",
"default": false
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},
"propertyDefinitions": {
"description": "An map of the property definitions in the component type.
Each property definition's key must be unique to this map.",
"$ref": "#/definitions/PropertyDefinitions"
1,
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in

the component type. Each string in the mapping must be unique to this object.",

}I

"$ref": "#/definitions/PropertyGroups"
iy
"tags": {

"$ref": "#/definitions/Tags"
}

"required": [

1,

"componentTypeId"

"additionalProperties": false

iy

"EntityComponent": {
"type": "object",
"properties": {

compone

"entityId": {
"$ref": "#/definitions/EntityId"
.
"componentName": {
"$ref": "#/definitions/ComponentName"
},
"componentExternalId": {
"description": "The external ID of the component.",
"$ref": "#/definitions/ExternalId"
},

"componentTypeId": {
"$ref": "#/definitions/ComponentTypelId"

I
"description": {
"description": "The description of the component.",
"$ref": "#/definitions/Description"
I
"properties": {
"description": "An object that maps strings to the properties
nt. Each string in the mapping must be unique to this object.",

"$ref": "#/definitions/Properties"

to set in the

Amazon loT TwinMaker Jt#iE/E M{ES £

62



Amazon loT TwinMaker

(AFER)

},
"propertyGroups": {

"description": "An object that maps strings to the property groups to set in

the component. Each string in the mapping must be unique to
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"entityId",
"componentTypeId",
"componentName"
1,
"additionalProperties": false
}
},
"additionalProperties": false,
"properties": {
"entities": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/Entity"
}
I

"componentTypes": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/ComponentType"
}
},
"entityComponents": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/EntityComponent"
},
"default": null

this object.",
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LTR—1NRE, E8l2 7T —/NB RHIE ComponentType , component.type.intial ¥ 8|27 —

NE AT : initial

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"tags": {
"key": "value"
}
}
1,
"entities": [
{
"entityName": "initial",
"entityId": "initial"
}
]
}

LT REMUA KA RA

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"description": "updated"
}
1,
"entities": [
{
"entityName": "parent",
"entityId": "parent"
},
{

"entityName": "child",

"entityId": "child",

"components": {
"testComponent": {

"componentTypeId": "component.type.initial",

"properties": {
"testProperty": {
"definition": {
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"configuration": {

"alias": "property"

},
"dataType": {

"relationship": {
"relationshipType": "parent",
"targetComponentTypeId": "test"

I

"type": "STRING",

"unitOfMeasure": "t"

},
"displayName": "displayName"

}
1,
"parentEntityId": "parent"
}
1,
"entityComponents": [
{
"entityId": "initial",
"componentTypeId": "component.type.initial",
"componentName": "entityComponent",
"description": "additionalDescription",
"properties": {
"additionalProperty": {
"definition": {
"configuration": {
"alias": "additionalProperty"
1,
"dataType": {
"type": "STRING"
1,
"displayName": "additionalDisplayName"
1,
"value": {
"stringValue": "test"
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Amazon loT TwinMaker ¥iEiE #2288

Amazon loT TwinMaker fEAE FEZBFNEN , ST UGBS BEE#EPHBIEEED,
Amazon loT TwinMakerX BEREBTHFE LA Z I EBEIE Amazon loT TwinMaker, Bl ,
Amazon loT TwinMaker Z#8 —F#E1##85. Amazon loT SiteWise M RIZEF FHERENEEHE
Amazon loT SiteWise , MITTHEXIECWEES. IRECNEESIEMREFRETHEEEFED ,
570 Timestream, DynamoDB =% Snowflake , M £%1 Amazon Lambda SR B BB EZESREONIE
$£88 , Amazon loT TwinMaker LA Amazon loT TwinMaker 7£ 24 28 7 L iE F {8 A0 E 288,

=3 Ui
« Amazon loT TwinMaker #3EE 12385

« Amazon loT TwinMaker Athena RA& ¥ IEEEEES
« FF& Amazon loT TwinMaker B /8] 5 5l 2k 38 & 13285

Amazon loT TwinMaker Z3E & 1285
EERFTEVTRESOEMBUERME , TEBITEXENERHIRE LS RHHEIR.
BETRTMEEE. BRENANMENES  ESHUTEE,

BXEEBEOFFHNEENESER |, 51 GetPropertyValueHistoryAP| ##4E,

(® Note

o EZSREERNBAZEOBR NN EEFE , 25 RRER B FLE R EE

£, startDateTime M endDateTime FAKBFRTLERY , TEXFXMERTAER. I
TRERERAY , RN ZFRAENBEEE , ERNBNEAES API iHEEER —3K
B startTime # endTime FE,

&
- B EERSR
« DataReaderByEntity

» DataReaderByComponentType
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 DataReader

« AttributePropertyValueReaderByEntity

« DataWriter

« T

R mREER:SR

BRI RAHRBEGENEAREARGNREREDN , INEMBERRRIRAGRESAHFREYE, 2R
MRERENBZ S AAHREFAGEYE , TRENFAA APl RFIRE properties,

Schemalnitializer iR 0

{
"workspaceId": "string",
"entityId": "string",
"componentName": "string",

"properties": {
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"
}
}

(® Note
WERBEOFNEMME N PropertyRequest,. BXEZEE |, 55 PropertyRequest,

Schemalnitializer " R 320

{
"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
}
}
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(@ Note
HiERZEODWEEBE N PropertyResponse, BEXEZER | 2R
PropertyResponse.
DataReaderByEntity

DataReaderByEntity & — MNSIEFHEiEESS , ATREENA 4P E I EEFSI{E,

BxIEEZSNEEER, EEMERXNELR , S GetPropertyValueHistoryAPl ##4E,

DataReaderByEntityi& R {Z M

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // I1S0-8601 timestamp format
"properties": {
// A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
.
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",

"interpolation": InterpolationParameters,

"nextToken": "string",
"maxResults": int,
"orderByTime": "string"
}

DataReaderByEntityld 573

"propertyValues": [

DataReaderByEntity
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{

"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
1,

"nextToken": "string"

DataReaderByComponentType

ERECRAMBEAGRENERBEENE B FSE , FERAKIEFEERESR DataReaderByEntity, 4l
m, MBRERAMHRBE LN EFSIEYE , HELZESMIRBAYS | BUUAERAENDETERNHAE
EHHEN. FRAGIM  HEBEEWS M AN ERRS LRI 2B UE A,

AXRIEEENEMRE, EENBIANESR , B35 GetPropertyValueHistoryAP| ##4E,

DataReaderByComponentType &K # O

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
.
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"componentTypeId": "string",
"interpolation": InterpolationParameters,

"nextToken": "string",
"maxResults": int,
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"orderByTime": "string"

}

DataReaderByComponentType M 5733 O

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"entityId": "string",

"componentName": "string",
"values": [
{

"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}
}
1,

"nextToken": "string"

DataReader

DataReader 2 — M iE L HEE#ESS , A LARR4E DataReaderByEntity MV 1ER
DataReaderByComponentType.

AXRIEEENEMRE, BEENBIANESR , B35 GetPropertyValueHistoryAP| #4E,

DataReader i&3R##Z O

EntityId f componentName 2A[IEM,

"startDateTime": long, // In epoch sec, deprecated

"startTime": "string", // IS0-8601 timestamp format

"endDateTime": long, // In epoch sec, deprecated

"endTime": "string", // IS0-8601 timestamp format

"properties": { // A map of properties as in the get-entity API response

DataReader
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// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"

iy

"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",

"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",

"maxResults": int,

"orderByTime": "string"

DataReader M p7 3% O

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

X
]I

"nextToken": "string"

AttributePropertyValueReaderByEntity

AttributePropertyValueReaderByEntity & —MNRIEFEERESE , IR THRIENEHFEHESEHEN
=

BRIEESNEMER, EBENMENER | BESH GetPropertyValueAPI #4E,
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AttributePropertyValueReaderByEntity &K # 0

"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"

}

"workspaceId": "string",

"entityId": "string",
"componentName": "string",
"selectedProperties": List:"string",

AttributePropertyValueReaderByEntity i 575 0

"propertyValues": {
"string": { // property name as key
"propertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"propertyValue": DataValue // The same as DataValue

DataWriter

DataWriter 2 —MNEFPHEEESR , TATRERFIIHELRELREHREFMS , BEIRRENAHF
PRE M,

AXRIEEENEMRE, FZENBRANESR , B3 BatchPutPropertyValuesAPI ##4E,

DataWriter i&E3R#0

"workspaceId": "string",
"properties": {
// entity id as key
"String": {
// property name as key,
// value is of type PropertyResponse
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"string": PropertyResponse
}
3,
"entries": [
{

"entryId": "string",

"entityPropertyReference": EntityPropertyReference, // The same

as EntityPropertyReference
"propertyValues": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

DataWriter Tg 574 O

"errorEntries": [

{

"errors": List:BatchPutPropertyError // The value is a list of

type BatchPutPropertyError
}

=~
LA JSON 7RI 2N 5235 49 Wa B2 71 18 SR E £ R Bl
+ Schemalnitializer:
TR RBIFR R A A HREER B R AR ERER,

E3R:

"workspaceId": "myWorkspace",
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"properties": {
"modelId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {
"stringValue": "myModelId"

},
"value": {
"stringValue": "myModelId"
}
},
"tableName": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {

"stringValue": "myTableName"
}
3,
"value": {
"stringValue": "myTableName"
}
}
}
}
el R
{
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"properties": {
"myPropertyl": {
"definition": {

"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%"
iy

"configuration": {
"myPropertylId": "idValue"
I
"isTimeSeries": true
}
1,
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"defaultValue": {
"stringValue": "property2Value"

« REERBPHRBDBERER

ER:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"properties": {
"assetId": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

ayt]|
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},
"value": {
"stringValue": "myAssetId"
}
},
"tableName": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

I
"value": {
"stringValue": "myTableName"
}
}
}
}
M L
{

"properties": {
"myPropertyl": {
"definition": {

"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%"
},

"configuration": {
"myPropertylId": "idValue"
},
"isTimeSeries": true
}
b
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false
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3,
"value": {
"stringValue": "property2Value"

 DataReaderByEntity #1 DataReader :

.
1B >K:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"selectedProperties": [
"Temperature",
"Pressure"
1,
"startTime": "2022-04-07T04:04:427",
"endTime": "2022-04-07TQ4:04:457",
"maxResults": 4,
"orderByTime": "ASCENDING",
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
b
"value": {
"stringValue": "myAssetId"

b
"Temperature": {
"definition": {
"configuration": {
"temperatureId": '"xyzl23"

ayt]|
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},
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
},

"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

iy

"Pressure": {
"definition": {
"configuration": {
"pressureId": "xyz456"

iy
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "MPA"
iy

"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

Me R

"propertyValues": [
{
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",

ayt]|
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"propertyName": "Temperature"
I
"values": [
{
"time": "2022-04-07T04:04:427",
"value": {
"doubleValue": 588.168
}
},
{
"time": "2022-04-07T04:04:437",
"value": {
"doubleValue": 592.4224
}
}
]
}
1,
"nextToken": "qwertyuiop"

« AttributePropertyValueReaderByEntity:

ER:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"selectedProperties": [
"manufacturer",
1,
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

iy
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"value": {
"stringValue": "myAssetId"
}
1,

"manufacturer": {
"definition": {
"dataType": { "type": "STRING" },
"configuration": {
"manufacturerPropId": "MoQl1l"
.
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": false

M R

"propertyValues": {
"manufacturer": {
"propertyReference": {
"propertyName": "manufacturer",
"entityId": "myEntity",
"componentName": "myComponent"
.
"propertyValue": {
"stringValue": "Amazon"

« DataWriter:

.
=
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"workspaceId": "myWorkspaceId",
"properties": {
"myEntity": {
"Temperature": {
"definition": {
"configuration": {
"temperatureId": '"xyzl23"
.
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
.
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
1,
"entries": [
{
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",

"componentName": "myComponent",
"propertyName": "Temperature"
1,
"propertyValues": [
{
"timestamp": 1626201120,
"value": {
"doubleValue": 95.6958
}
I
{

"timestamp": 1626201132,
"value": {
"doubleValue": 80.6959
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[

"errorCode": "40@9",
"errorMessage": "Conflict value at same timestamp",
"entry": {

"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
},
"propertyValues": [
"time": "2022-04-07T04:04:427Z",
"value": {
"doubleValue": 95.6958

}
}
]
}
]
}
0] B2
{
"errorEntries":
{
"errors": [
{
}
]
}
]
}

ayt]|
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Amazon loT TwinMaker Athena RI& B IE S

BOEE Athena FRAGERIEIEREESHEFMEA Amazon loT TwinMaker 128 Athena 338, &AL
M Athena BIEHERFTZEZE K MEAERETIBHIE, S ERAMARENERZSSRCIBZEEN
Athena JE#283R 15 B3k B Athena BUIBIRHVEIE,

Amazon loT TwinMaker Athena ER3EE 8BS Jo R4

A Athena RIGHIFEZRRT 28l , BTN T BRFEA

- SIEEE Athena KRR HXEH Amazon S3 BiR. <A Athena WEE. , S @ Athena L4,
« 62 Amazon loT TwinMaker T4EZE (8], A LAIE Amazon loT TwinMaker 2% & #8122 T/EX,

o £/ Athena INRREFHZW ITIEZE IAM A, BXEZER |, HSH EXTHEX IAM AGLIFER
Athena BIEE#EES.

« F& Amazon loT TwinMakerfy SRR E H RS AR MAIGIESE, BEXEZEER , H5H AELEN
FE—EH,

o B3 Amazon loT TwinMakerfV i iE RS, BXEZEE |, i5Z 1/ Amazon loT TwinMaker ¥z iE
EE5.

£ Athena ZIEIEESS

EEMFH Athena HIEIERESS , MAXA Athena EERVEBA K, REFAMEEREZ Amazon loT
TwinMakeriz 5 A {8 B #Y 54K,

BT Athena BUIEEESROIEZAHRE

AU TSRER Athena RIEEIBIEREESEIE Amazon loT TwinMaker A4 H -

1. SMZE Amazon loT TwinMaker ##]&.

2. {IARBIEXSCIEH TEX,

3. EEMSMIERFIEF AM4RE  AREFRUBAGRIDUTFEAHLBIETME,
4, & IBRAHXRE TH , EELTESASFIN D,
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Component type information

ID

com.test.athena.connector.example

Description

Example athena connector child component type

Must be less than 2048 characters

Base Type
Choose a pre-defined Component Type or create your own

com.amazon.athena.connector

5. & EER, WNTHIHIRS , EFEFRISHcom.amazon.athena.connector B Athena RI&EIE
ERER,

6. BYRUTFERERE Athena &R , EBAHRBHEFRR -
+ i%&$% Athena BIER.
. % Athena BIEE,
< EE REE
+ 1£3$% Athena TE4,
7. EBREREREFEFREN Athena BRE , NEREPEREITENI,

8. EEAZIDHBEFH. ME—FHIEEFE—F  ERHNEBID 5|, 5 ID 2 F KRR Athena BF=
HAFEHBRET B|SL{ERY ID, Amazon loT TwinMaker
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Athena Data Connector

Athena datasource
Select an Athena datasource

AwsDataCatalog

Athena Database

tabular_test_database

Table Name

tabular_test_data_service_record

Column Names
Select columns to include

V4 Table name Data type

v recordid bigint

assetid string

description string

dateperformed string

performedby string

datevalidated string

validatedby string

comments string

nextservicedate string

servicerecordurl string

External ID Column

assetid

Athena workgroup
Select an Athena workgroup

TestWorkgroup
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9. (W% ) NXLBFFEANM Amazon 5% |, MEBRAI LA S 1ToHMALR,
10. 1£$R SIBA MR LUISERBIEA HRE,

BIZEH Athena BiEEERRENAHF , FRHEMMERAE

FRAUTSRUETHE Athena RIEBIFIERESZH Amazon loT TwinMaker A 4 H 5 HiEZE TS
% -

® Note

EETHRIER , "‘E’ijuﬁéﬁﬁ%‘éﬂuz\ R Athena RIEHIBERB[IENBEXRER, EEH
REEFT AR ER |, BT Athena HIEEREESOIBA MR R

1. S§MZE Amazon loT TwinMaker ##I&.

TFIE TEX S0 EH TEX,

MEM SR FIEF KK, R R E I HRNINA 4 50 2 # KR KK,
B — TSR,

BETRERMMAH , RAHEHRFRPEETESAHN AR,
EHARBETHNRES | EREEMREFPOIEN A4KE D,

MAAHER. AHEF , ABEEZ B ComponentType BIZEH FUl, X2
ComponentType &£ A Athena BIEEZSRLIEN.

8. T ‘BM o+ , W ALAHH athenaComponentExternallD,

Properties

¥ Properties

Property Data type isTimeSeries Storage isRequired Value
False Internal  True A0001

Add another property

9. EE RNIMAHNUTERAHFEIE,

MELERNBIR T W Athena BIBERRNAM , FEENEIANAMARE | FEEEINE,
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£/ Athena RIEEIEERZRT JSON SEFH

LAUF 2 Athena RIFBIBEERNTE JSON SERRRA, MEMAFELEZBE N BEEZRURAS
REWN TR,

"componentTypeId": "com.amazon.athena.connector",
"description": "Athena connector for syncing tabular data",
"workspaceId":"AmazonOwnedTypesWorkspace",
"propertyGroups": {
"tabularPropertyGroup": {
"groupType": "TABULAR",
"propertyNames": []

1,
"propertyDefinitions": {

"athenaDataSource": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaDatabase": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaTable": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaWorkgroup": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaExternalIdColumnName": {
"dataType": { "type": "STRING" },
"isRequiredInEntity": true,
"isExternalId": false

1,

"athenaComponentExternalld": {
"dataType": { "type": "STRING" },
"isStoredExternally": false,
"isRequiredInEntity": true,
"isExternalld": true

f£R Athena RIFHIEERESR JSON SER R 88
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}I

"functions": {
"tabularDataReaderByEntity": {
"implementedBy": {
"isNative": true

}

A Athena HIEE#EEES

O] LAE Grafana R E R Athena REIEE, BEXEZELR |, 5 Amazon loT TwinMaker
Grafana ¥ SIHEREK -

BREENER Athena REMEBIENES. , HBIIE Athena X1,
HEBR Athena BB E R R

BEFNFEBEBE Athena BIEE R EY ATREEEI FE WL [FE,
Athena TELAfIE :

L 4|2 Athena #E3£88 ComponentType B , Athena T/EAMTREM BB, BEF THEANTE
R,

IAM £ &R RERK

£ 812 ComponentType, [EISEFIN Ca A4 =17 API B, Amazon loT TwinMaker;
workspace BT RETR A Athena API 15 [E#X PR, GetPropertyValue ZE#H IAM R , ES R4
FMEEH RS AT Amazon loT TwinMakero

B E Grafana 1 Athena RIEHIE

Grafanatfi{i& 0] A T £ Grafana L o] #l{L IR BV RAEEIE |, Grafana — MUKRARE R , EBEHMIhEE
BlanREFTEE EHITHEFEMIFIE |, MEEXNAthenait TAPIF AR 5Athenai# T3 E, Amazon loT
TwinMakerZx £ B [0 2T B WAL B Grafana LAEFE Athena RIEEIE,

FRFZMH
EBE Grafana FHEHLUGEE Athena REHKIB 2T , BEBUT LREH :
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« MBRZIRET Grafana FiE, BXEZELR
« BAIELE Grafana ZiERIR, A THEZEE |, 53 Grafana Amazon loT TwinMaker,

iHZ ¥ Amazon loT TwinMaker Grafana £ 5%,

o SEFRIE 0] 0 22 R 28 U T AR A I0 T T AR

& F Grafana Y Athena REHIE

IR E SR R IN{Ai% & Grafana HIRIAEE Athena REHIE.

-

© © N o g M b

T FYREY Amazon loT TwinMaker Grafana 2 HIE 4R
EERREPERFE RIEER.

HEEWEEPEERIERT,

1% Get Property Value ( SREUEM{E ) Eifl,

HEFE— SR,

ERITET E Athena EAH #HE B H ComponentType A4,
%4 Athena RIBHIEEEFA.
MEFRATERIEHRENE M,

BEFEEFGNBEEIRFIIR  BEREFRM. EANTIER

- BIEFMY  EMBEREBHENRER.
« OrderBy : 8 NIZF Fit 2 PR EE Mt IR

& & Grafana FH Athena RI&EE
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Panel Title

crit {componentName=" description {component equipment_type {compo status {componentNam: total {componentName= won {componentName=

Shutdown valve inspec.. VALVE COMPLETED 90563 128355
Damaged cable on SDV  VALVE COMPLETED 90041 128461
BYTN-04-TV-02385 do... VALVE COMPLETED 85611 128361
Shutdown vlv inspection VALVE COMPLETED YETLN 128531
RYTN-N2-XV-NA517 do VAIVF COMPIFTFED 71326 19R4RR
B Query 1 &3 Transform (0
3 W UEL FIUPE LY Vaue

TabularEntity1

Component Name TabularComponent

Property Group tabularPropertyGroup (TABULAR)

Selected Properties won (INTEGER) X status (STRING) X  total (INTEGER) X  crit (INTEGER) X  description (STRING) X  equipment_type (STRING) x

Filter @  crit (INTEGER)

5

W ®
OrderBy @  total (INTEGER)

DESC

W @

FF & Amazon loT TwinMaker B (8] /F 5| $h 8 288

AN BUAAE step-by-stepiRIE R FF & Bt B 7 I B IBIEERT . A |, RADERBE T E T EA cookie
RGN E FES 3R ERESS R Hha3E 3D #H, stk A4, BIRFERESE. Cookie I
RBIR A fEAmazon loT TwinMaker =l GitHub 726 EH K2,

£

 Amazon loT TwinMaker B8 7 5 5B E B85 R R &
- NEAFIIBFEEERER

o« JERBYIR 5 BEIE R

- WHEHNBIEEES

o MR IRHERERS

- B2
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« f|Z Amazon loT TwinMaker &R
o ETRMAA
» Amazon loT TwinMaker cookie ™ =58 8] 7 5 288

Amazon loT TwinMaker B [8] 5 5l B3B3 88 So R

FTREEFIBIEERZSR N, BWETRATES :

« A2 Amazon loT TwinMaker T4EX,
£13 Amazon loT TwinMaker A #E R,
#1% Amazon loT TwinMaker SE4&,
(A& ) B EAMAIEAMARE,

( A& ) FiEAmazon loT TwinMaker #3EE #8535 O AKX T # Amazon loT TwinMaker ¥3E 1% %
2o

® Note
BXRTEEXFEHIEESZ R , BSEEANM cookie K RHISSINE

B (6] R A B E AR B =

HR—T , BEES—RI] 6, BEE—EMFTRHEINAM—NKE, SRR XLEYEZMEKH
Amazon loT TwinMaker 31X R2ha , MER U LLEEK ES Mt B FIERKREECIINEITRES

BERENPRETERS , AACLEENEBEARNEBWE Timestream BiEE., BHELEV UK
N KA EF FEIE Amazon loT TwinMaker REVN EEIE, & 7] LAEE A B8 7 5 R E 38 ST R L
F5%., TEMRAEBUERRA | ZFJESETEFHERESFER,
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Rows returned (1000+)

Results are paginated. Scroll through the result pages to see more query results,

Q 1 2 3 4 5 6 7 ..100 > &
TelemetryAssetld TelemetryAssetType time measure_value:varchar measure_value::double
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbe5ba01e Mixer 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_20_0568f25f-116c-429c-a974-5ceec065a6ac Mixer RPM 2022-04-19 00:28:00.241000000 - 59.4233207702637
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbeSba0le Mixe RPM 2022-04-19 00:28:00.241000000 - 50.9421195983887
Mixer_24_7ffOb75b-f0fa-43f0-bc89-b96337586d00 Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_25_cf42effc-ba19-48ba-bbc3-d21d2508ce31 Mixe RPM 2022-04-19 00:28:00.241000000 - 59.8453979492188
Mixer_20_0568f25f-116¢-429c-a974-5ceec065a6ac Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_24_7ff0b75b-f0fa-43f0-bc89-b96337586d00 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.4532585144043
Mixer_15_0bbS66cd-d6f3-4804-9fe1-7d2abcad82d0 Mixe RPM 2022-04-19 00:28:00.241000000 - 58.397144317627
Mixer_2_d8e76844-e739-4845-a748-a83983279376 Mixer RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
Mixer_6_b66db3d3-c144-47b5-afb9-3a0150c53456 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.206958770752

HREBER P ERANBIEEM Timestream R AJEAmazon loT TwinMaker =4l GitHub 174 EF K
3, BESHELERM cookie B RHlEESE  HERNpHEHNREEBEM R,

B B P I BB i 2 e R R

NTFHBEFLEER , NAGFABHERTE X F Amazon loT TwinMaker FRER4E 4 F140 42K B pY 4B B &
., Amazon loT TwinMaker B 45 &R T APl BEHSH—2H# L4 Amazon Lambda B
o

Amazon loT TwinMaker £/ Lambda BEREXi5 A MMk BHB RN ENR , HIREXLEERHNLE
R, Lambda RBEABBETFEFNAGNAGEEEEBTIRE

Lambda EfH & RIFHRETE API g5 HiR B4 18,

Amazon loT TwinMaker & X BIEERZSFED , HEAZEOS Lambda BB#H TR E, B @I HE
E3E2T | M Amazon loT TwinMaker AP| EHIERR , MEAEEHTEMBEITE., TERBRTAIJLE
IR EARBER

Service-Owned Customer-owned
Connector Request
= properties from queried companent type
+ properties from queried component (if specified component)
+ validated parameters from AP|
API request B Connector request query
— » TwinMaker Data Plane APls — » 3P Connectors —)\»‘ Underlying Data
APl response N Connector response query result e

T & B8] B B 48 % 2 2m

UTEFSRT —HFAREE  ZEEEEHF N WE RN B FIBiEERER. EXRNSRUNTAR
Z
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1. CIERBMEVEMAFRE

FAHRER  BUAELEAHRARAENEARYE. ETHRAEXAHFXREEUNESZER , 5
PR MO ZEHRE,

Amazon loT TwinMaker A= A-AHEEES | IS NMNAHEFERES —PEE, BRINBWE
FEANYEBEMBEEEN —IMEE , AEATRNAHRENTRINBB R’ 1TEE,

LLTFRBINETH - EBMER Timestream EARAHE R -

{"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

.
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

1,

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isExternalld": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false
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}

BEAMHRENXBIENT :

ZtelemetryIdEMARRAEN KT RAPYWED B K —F, BUBERSBEALEEEN L
&4, REOESLETEXRKNE. i, RSN telemetryId BEENALKIETFE API
MR, NFFIKSIREZ ID , YERAURMITREERK.

e i% lambdaArn FERI¥FBAGFEEFTAK Lambda B2,

% isRequiredInEntity #r&5GRHEICIE ID. XMRIERMLEN , XHEECIRAHN , AN
ID th &R HBl1b,

« FTelemetryId¥ENHNER ID ARMEIAHZEE P |, LUERLATE Timestream RHIRFZIE o
2. BAHEEGIEAH

EFEALCENAMRE  KHBAHTREMNMNERBERRBEIRRE, UTSRIFANE T
Al ERE

a.

b.

S ZE Amazon loT TwinMaker ##| &
ERHITHASEEPBEAHXENE N IEK,

SMEXRERE,

RIS, INREFEFINE LK,

EREFEANIEE | T RNA4 TN INAHRE,

BIEAHER , W TEHARE  EREEBEIRRCENAMHRE, CIREMNERAMHE

3. BUAEREAFA Lambda E#ERS

Lambda E#HRFZHRIBERER , ARERMALEXNERETARERREREREF. AT RHIE
AT HAT IR IERY JSON HEREHR

"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",
"selectedProperties": ["Temperature"],
"startTime": "2022-08-25T00:00:00Z2",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
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"orderByTime": "ASCENDING",
"properties": {
"telemetryType": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false
},
"value": {
"stringValue": "Mixer"

},
"telemetryId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
I
"value": {
"stringValue": "item_A0QQ1"

iy
"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE", },

"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
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}

FRRBER

« selectedProperties @—M3K , BAEFEE Timestream N ENE .

« startDateTime. startTime. EndDateTime ] endTime FERIEEFERWATETE, X)R
ETIRENEBENERTEE,

« entityld REEMNPERBIEHNEEE .
« componentName REEMF EREKIFRIHHE .
« £/ orderByTime FEREBELRNERIAF,

ERIENROIERS , RNFLELENEE O NRPNER BIRFRESLEDE B —RIIER, 13
RERABFMOT -

{
"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"

b

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 588.168
}
},
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 592.4224
}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {

"doubleValue": 594.9383
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}
]I

"nextToken": "..."

4. RMENEHXE  FHISHHEMY

LU JSON BiRERT BEW AN EHNARAMFRE

"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

b
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

b

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isExternalld": false,
"isTimeSeries": true,
"isStoredExternally": true,
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"isRequiredInEntity": false

.

"RPM": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

}

5. BE#H Lambda E#EeE , LAEBEEMH

Amazon loT TwinMaker $3EFH APl XFEENERFERZNEMY , HELRHIIEKX

Amazon loT TwinMaker BERERXYE #2352 MEKRselectedProperties,

LT JSON #RFAFRA B HRENENR , ZERIAEISFHHNEENIER.

{
"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature", "RPM"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {
"telemetryType": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false
},
"value": {
"stringValue": "Mixer"
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},
"telemetryId": {
"definition": {

"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

I
"value": {
"stringValue": "item_A0Q1"

iy

"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
I
"RPM": {
"definition": {
"dataType": { "type": "DOUBLE" },
"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
}
}
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EI4 | EIE T BIEHA R B AT

"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"

1,

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 588.168
}
.
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 592.4224
}
.
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 594.9383

]
.
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "RPM"

.

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 59

Fr & 8 S SR e 101



Amazon loT TwinMaker CAPiEm)

},
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 60
}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 60
}
}
]
}
1,
"nextToken": "..."
}
(@ Note
MAEFDAME , BRPVWAEAAXNEATHREEYE. IEREEAREENEYE , THE
K100, MR FRPERBHHEES , WSNEHENE 100 MER , 53148 500 1M
=
BHXRURHE |, FS LW Snowflake iE3Z2E R~¥l, GitHub

G bsi BN OES € e 3

2

WEBERE

Lambda iEEZR A UZ e HRE. EHIEEZE APIAAY , Amazon loT TwinMaker BRSS &1
Lambda BREUR BRI, MNREERFZISIARE , WFREEE Amazon loT TwinMaker 3 #
HConnectorFailure , it APl BEFmZ IR B ERESIANEB R LE T R,

U B BIEIE RS 102


https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
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WE ST

FERBIF |, Timestream 4t TEAEE , ISR HS T, B2 , N THMAEMB2»ERWEO (5
WmSQL) , TEEEZETMINMRESEZI S TWEZE. Snowflake EESRRHITTLLE SQL #OHH
i

4 Amazon loT TwinMaker @33 322500 N 32 IR B F S hERT |, ZTEEIRE R APl B in 2 Bl &4
n&, Y5EME8EES —MERPE |, £XFEBFHIT Amazon loT TwinMaker 8% |, RAEBINEHE X Z
Lambda iE#£88, RINEBIWWEEROSERRNBBER,

i SRRV EHERR

REENEESBEETANEREZE , BMATUEHF KK , ERIBZIBIVEEER Amazon loT
TwinMakerZ B3¢ iE Lambda #E#25.

BZf A ET LN &M Lambda iE#2 : BT LA Lambda 84| & i Lambda E3##85 , LA
£ Amazon CDK ™ Z< b U iz

BXxNiH Lambda BN EZEER |, FSENE Lambda B A1 i 5 BFEF. Amazon CDK
Z&H

BX Timestream REZ £ HFENH , i5S R Timestream Z £ ¥,

B SQL AR RHI , iS5 Amazon loT TwinMaker R4 GitHub #76#E H# LA Python
11 N

#l72 Amazon loT TwinMaker &R

SCH Lambda B #UE |, A LUE Amazon loT TwinMaker #4432 Amazon loT TwinMaker AP| 61 2
WA GRER, SEMAGFZENER,

(® Note
WMRIEIZ R GitHub ROIFRHYi%E R BB 1TIRE , WIFTE Amazon loT TwinMaker &R &R B
A A, BaLAEAmMazon loT TwinMaker GitHub BEAPEFAHGEREN ., —BFEAAHEE
BTIHEAHERE REEZENMZAGRBENEETE LFEHHK,
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/timestream-query.html#TimestreamQuery.Client.query
https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
https://docs.amazonaws.cn//lambda/latest/dg/testing-functions.html
https://docs.amazonaws.cn//serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.amazonaws.cn//timestream/latest/developerguide/security.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://console.amazonaws.cn/iottwinmaker/
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types
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SRR i,

BB EHRITERNIR Amazon loT TwinMaker , ARIEBIEFEEHREE XN end-to-end, &1
L& GetPropertyValueHistoryAPl S{#EAmazon loT TwinMaker 2| & R R IT IIRE,

AWS loT TwinMaker Workspaces

MixerComponent

Component information

Name
MixerComponent

Type
com.example.cookiefactory.mixer

roperties JSON

Test connector

Select the properties from "MixerComponent” and a time range to test for time-series properties.

rties (max 10 supported)

rties (max 10 supported)

£ Amazon loT TwinMaker #ZHl & , HEHHFFAEE , REE MW" T , BoLBFRNHGFHRIFT
EEMEFEIE, 2E1E 8N X &0 = a8 5B A non-time-seriesB 4. Xt F At E]
FHIEMY , B AR GetPropertyValueHistoryAPI , ¥ F non-time-series/@ £ , th Al LAE
GetPropertyValueAPl, I1RZH Lambda EESIEFZEMER , NATLLERSTEM,
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https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://console.amazonaws.cn/iottwinmaker/
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetPropertyValue.html
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Properties JSON

Test connector

BT R4

IME , B LURE Amazon loT TwinMaker Grafana 2 &l E AR A E B IEVR, &i& [ AE R GitHub 17
i B R B E A R iE 288 Amazon loT TwinMaker R , LEEENREES LN A,

Amazon loT TwinMaker cookie ] 7~5I8 (8] /F 5 E #2588

cookie T Lambda EREH TERB UL LHRE|, GitHUbREENEESSEEEAMERREZE , 1D
RATLLEF M |, BERINBZIEBDIEEE K Amazon loT TwinMakerZ Bi % 1E Lambda &E#85, &0 LA
£ Lambda 2 %] &M% Lambda E%k , A LAfE Amazon CDKAS iR, < Mis Lambda BREI &
ZER , BSRENIR Lambda R AN iA R AERF. Amazon CDK

cookie HJ 4H 43 A R4

AUHRBELTHBAHHENBEARM. N T cookie T R4l , HERENYEAHHLZHRNNE
B, R BN ATUEARBERENERME, flm, LT ROPENL T BER/RE,

"componentTypeId": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"RPM": {
"dataType": { "type": "DOUBLE" },
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https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://docs.amazonaws.cn//serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.amazonaws.cn//lambda/latest/dg/testing-functions.html
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"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

Blan , YA L ATBETE Timestream BFEFEHEENEME , £ SQL HFEEFEFITELF LR , NEEE
BRAGHIESBHRBIE. QIS MM ARENSREXRE , STENBERFEESNFHERSE
HEHRE, EXHBERT , SMHEBEE—Mtelemetry IdEMERIF RN EIER P ZEHHIME—
ZH. EEZtelemetryIdEMHAEMNFA  AAMERBEEERPHZEERAERERNS K REAS
EAHNE ; MREEHIEFE API NP EEZtelemetryIdBHE , MEF KRR ID , H#E
HENTURMITREERK.

MEFERNES ID RMEIAHRE | MELETimeStreamREHIMRZAH, TelemetryId

"componentTypeId": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalld": true,
"isStoredExternally": false

I

"RPM": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

},

"Temperature": {
"dataType": { "type": "DOUBLE" },
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"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

B , WELT JSON REIFTR , BATKEARE K WaterTanko

"componentTypeId": "com.example.cookiefactory.watertank",
"propertyDefinitions": {

"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

.

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

},

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

},

"telemetryId": {
"dataType": { "type": "STRING" },
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"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false

MRAEXMCTEANEREMEE , TelemetryType BRALENAHLEBEM HX R , i5SEAmazon
loT TwinMaker Rl GitHub ZfEEFENMAHRE, B—IPRPERATERRE , HEATENL
TelemetryType , BT TelemetryId # TelemetryType EENEHEMERXRAHLE |
Dt H A FRBHET,

Lambda =4l

Lambda EEREBHEHEERR , A EEAALEREREUHNFHELZZTHEIERR. LT JSON R
BIERT RKEZE Lambda B RHBIER,

'workspaceId': 'CookieFactory',
'selectedProperties': ['Temperature'],
'startDateTime': 1648796400,
'startTime': '2022-04-01T07:00:00.0007"',
'endDateTime': 1650610799,
'endTime': '2022-04-22T06:59:59.000Z",
'properties': {
'telemetryId': {
'definition': {
'dataType': { 'type': 'STRING' },
'isTimeSeries': False,
'isRequiredInEntity': True,
'isExternalld': True,
'isStoredExternally': False,
'isImported': False,
'isFinal': False,
'isInherited': True,
},
'value': {
'stringValue': 'Mixer_22_680b5b8e-lafe-4a77-87ab-834fbe5badle’

}
'Temperature': {
'definition': {
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'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,
'isStoredExternally': True,
'isImported': False,

'isFinal': False,

'isInherited': False

}
'RPM': {
'definition': {

'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,
'isStoredExternally': True,
'isImported': False,
'isFinal':False,
'isInherited': False

1,
'entityId': 'Mixer_22_d133c9d0-472c-48bb-8f14-54f3890bcofe’,

'componentName': 'MixerComponent',
'maxResults': 100,
'orderByTime': 'ASCENDING'

Lambda KB B R EBHAESAEMWAEMESIE, Amazon loT TwinMaker 124 7 H 4B RS |
IERZRAH IDIBE—NEGLRIE, Hlmn  BENEBAGRBRINER ( XEBRAFAFEEL)
HIRE THEXRGDFREAHNERRS , IBHEEEHAHRBEMEE L,

NTREZENER , MEENENERD & , RNFEELENEEQRNRNEAFNAEEAHRY
—RIBEHAR, ERFHAHELT

SELECT measure_name, time, measure_value::double
FROM {database_name}.{table_name}
WHERE time < from_iso8601_timestamp('{request.start_time}')
AND time >= from_iso8601_timestamp('{request.end_time}')
AND TelemetryId = '{telemetry_id}'
AND measure_name = '{selected_property}'
ORDER BY time {request.orderByTime}
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BlIZEN&HE Amazon loT TwinMaker 7=

DRERBFFENZLEAN. ENRRERFFENTELSN, THRNAFER. HEFIHE. 5
B8, FRENAXANRNEZR  UERFFEATACEERHRAGRE -3

IR MTBUTER :

- BIEE—NFRA

o JF%R L& F Amazon loT TwinMaker %R &
- BIEHE

o [ESEHRINEERGL

- HRIEBRE

. RESNGE

- 3D BRER KX

- BIRFR

IEE —MARE

HEABERENKFEE, WRERH 3D EE, BFEIWEXHAR. BRHOXDNERME, FHRH
HITE ( HIENET R ) AR ITENEHE <8 Amazon loT TwinMaker 32248, EAAETBEEER
DHEER, EETEH RS H SRR,

ERERSAZOXNEH#ITHLIL Amazon loT TwinMaker

O LAE A Amazon loT TwinMaker S BENREBHITENRE, N TREREZSEARE |, FA)
BRI RESSMNMEFNER,

D EHAEELNMEFLER N, EFERLAFXRIMEMEEMERE, 0, T CAD EEIH
TERRS. RINBENEERXEERNREABDHSBERE  AEBFEATH Amazon loT
TwinMaker &, MRERHBIERFH 3D HEE Amazon loT TwinMaker , M N EBEMTI K FEHEFREER
RRFIZAKFE, NERFBBRT A G TR BRRRBEAT,

BEEREHABDXERD  BEEATTFEMEESTE |, 20 DRACO 3D HiEKESE.

REACGEBELLFMMERE, WRETFTELEPETERE , TERIERE PEGC AKX , TFE
PNG X, BUUFERAFRECEEES TE (0 Basis Universal SUEESR ) E4RSCE XK,
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https://www.khronos.org/blog/google-and-binomial-contribute-basis-universal-texture-format-to-khronos-gltf-3d-transmission-open-standard
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Amazon loT TwinMakertf eV RIEH R

EIRBHEMAE Amazon loT TwinMaker , E3EE LT BRBIF & EKK.

« Amazon loT TwinMaker 3 RERMEEEUR T4, ZMH R TR ITEVE 4L E M.

o BRATEWIER Amazon loT TwinMakerFi B X R Z0 2 EBMN/NF 100 o

s RIMNBUBMISEHIRNREEN 200 1N FZREFRNIRNREEENZE 200 UL, 2BREZ SR
£,

« RIMNBINIZShHE— 3D BEMEXNFEE 100 kFT. N, BRIFBNLEBMFLENTE , &7
BELBEIMEBERE ISR RE TR R,

« MABRT , ZRERHEXR, ATUEZERRMFANTE , LMEEXEXNRRE , IEENRE
BRERE. BNBUBIIREA—=RA, EFTENHRGERARE , ABREZEDEFEXLT

hY 74
o

THEZ

FRAXLEER, TRESATRSZSMHENMLILERT,

« WMAPRF OBJ #E R H EAE N GLTF LU EA Amazon loT TwinMaker
o FXRMIAAMLI 3D EH

o RILFELIRBEHFH WebGL H8E

&R 45 %) Amazon loT TwinMaker ‘&R E

A FERRREEFHNERSZERAREZEENAGEFNEMAER. E Amazon loT TwinMaker
THEXERR  BEARREZRSANELLEXLERR,

FHREH AN XY LA BITRE
BRBUT S EBER Amazon loT TwinMaker 24| & 5 3R INEIRRES,

1. EEMNSHMEEN “TEZA"T , &&F FRE"
2. EE HRMAR, REEFRE LR
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https://www.amazonaws.cn/blogs/iot/how-to-convert-and-compress-obj-models-to-glb-gltf-for-use-with-aws-iot-twinmaker/
https://medium.com/@michael.andrew/6-things-you-havent-optimised-in-your-webvr-content-272d74d541f0
https://www.soft8soft.com/docs/manual/en/introduction/Optimizing-WebGL-performance.html

Amazon loT TwinMaker

(AFER)

Resource Library i«

S—

‘ Q. Find resources

File icon Name i Created

BlET R

1 &

v

CookieFactoryWaterTank.glb April 28, 2023 at 14:27:45 (...

CookieFactoryMixer.glb April 28, 2023 at 14:27:44 (...

CookieFactoryLine.glb April 28, 2023 at 14:27:44 (...

CookieFactoryEnvironment.... April 28, 2023 at 14:27:43 (...

EAXES , BFRE-— MR, WERRBRFFE. EUUASACS LEIFREER 3D BE | REH

bﬂ?&“:##HJ:"Ii%ﬂlﬁéﬂiiﬂﬁ%l«,{ruﬁkﬁﬁﬁ%&—T—XXH’&Hn BENRUUSEENERYRE
BENMTHXEGRMVERNEMRE,

® Note
EORG R, LMOE—DITEZR,

FEAUTSBRES GRS Amazon loT TwinMaker,

1. BIFZEER , BEIEXNENSHEPEE 95
2. 1%3% Create scene ( BIEB#R ) . MNVZ R EEKBENTH.

3. ERUBERT , WAFZRNBHNELR. NMRE/VERDIEZEEEMNITL ,
BERE, BWERNSTZ R

ElE , AL

AT Bk

4, YIBHERFCIERAFAT , %R Create scence ( RIEIZE ) . HiZSFEENITFF |, ATLAFFHAER

Lo

BEGF

113
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£ 2 Amazon loT TwinMaker £ 3D Sfin

Amazon loT TwinMaker 7R AE—ASMzEH , TRTEZRMN 3D ZEPEREM. EEHRMAK

RE 3D ZEMNRRE , ATLERLT /MR MK EIET,

- RER  FARERBEOEENFERAENPEEXIASAFHNELENRE,

- FREH  HRESEID ZH , FUEZEREMCNEDEERNEM 3D HiR.

« GRERREH  TUEALERKREFRGRPEENTEX G, cHAEEONEN,

- NHNPIE  FAKPTIEEESR EELBHNR. CHAEZREHFEE 3D HRH D,

- RERGXNIE  FARERBLNNIEREEEGRURBEGIN L HUHERAA, TN
EZSUENEATAKRILNTE,

- Bt BEGSREALSH , BREGBRHAFERIN T EIES . Bhiek  REEEA RN
hekk. BHEM , BEABRLNRE  FEELILABMNMIZER EESFEH DT

1£3% 5 Amazon loT TwinMaker M 3D St 114
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g

Edit{cameralGizmo]

RREHER LN RREARBEZATRNIIFSIE T AT 6

- B BREESEPHRE—RER.

- B ERBEPHRE-RER.

o INE (+) : FEARATLAGRIATIRE : FMNZET R, A/ 3D HE, RIFRZ., IR FZRM
BREEESS,

« BERSMAEE  TRZRBELSNER , BEMFB,
o EURYE (IRR ) : fERR LR T BREZ RAP RVIEEX R
s WERBHATE  ERALKREAT TR, EENEREENR.

[B] SE 4R 778 0 [ E 5% 48k 2k

LA LU EE N E SV E K NE Amazon loT TwinMaker 172 Y504k, XEEGLAIEMEA X 3D
BHENEEINA , FETURERNM NS PN A LB B RS,

1.  7£ Amazon loT TwinMaker &l & h S B EHNIZ =,

DN E Bk 115


https://console.amazonaws.cn/iottwinmaker/

Amazon loT TwinMaker CRPER)

2. EGRBRREMFELED | EBRENEGLEESINSE,

3. BT +#&Y , AN THRETHEFENEFARRMNEFEL, SEFLHGAANEBERLANATE
%,

4. HEREHRP , TUBEESGLHRAEUATRE :

- REXEW

- BHAVENRRE

- REBKKEE

« BHRRR

- EEENTERNETYH

5. ERERBXFHRBZEX, ERRGHPIERENEPMBEKATME, ERKET 5 HIHAR
&k B o

6. MEREHPERRENRELRE , IRRESVNEFERERERBGINRENAFBIRER.

I =igmRE
Amazon loT TwinMaker 72 EEF—¢4HTE A ATiHE, FREMNREZEPEENRR.
LA EBEFHUEIAIE Amazon loT TwinMaker 3% 5= & {# 1858 A SR8 Th At

. ER B B &
. FEEE
. YRR R A

XM IET R R

Amazon loT TwinMaker R FEEZ SR RBEREFRFINT R, XFIEEREINAE T LALLIEE iF 2 &l
ESEPHRERE, =&, REMERNVE,

1. 7& Amazon loT TwinMaker 2 &l &R SR ENIZ =,

2. BT +#E ARBNTHETHREREF—MNET. XARERER, XF, HREH + XEPNE
fAIZRP

HEE RN 3D ZRPBI KR | HiZSEXIREEE R —MEE,
3. ERENFEHEEFTENEETRT.

RS 116
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FrEREF

Amazon loT TwinMaker R FEEZEHEEFE D EEN FEREANHNARERY |, fIFRE, (TH
HAN,

D EEXHERANETETHE , XEHETLUNERN FXIGEENRAER PN FER, Flin, &
HOLURERERSE , ZRENENED (WEE, EBHEY ) BARIENZIERE=4HBENFE
A,

HRPZ RN 3D XA : GLB M GLTF,

1.
2.
3.

£ Amazon loT TwinMaker & &l & R S BB R,
MRZHEPEEER  NBEEREIMN + ZEHRFHITERRFIN—MEE,
BERGEEREWPHHWER  RZEE K BREUMNE RERTHWME FER,

(® Note
MEEEFIFHNEMFRE , NZRETRAREEN S SEMFEE,

EYRTRERNTAYE  FRTUATREREED FERLZHANNRERR.

BERETEENE (NENINVE )  ISRERFEERFEERTT. CARERXEENN
ERFREHE,

B FEERMRE, KR, ANREEEY , FERREHPIRFEFRERE +,

WEZRRIREAP RS

Amazon loT TwinMaker 37 R A FERERREBERERXEWRPEAHNEN. UTTREBETLUBENLER
SEF B 3 SRR 1T R LE IR 4K

1.
2.
3.

£ Amazon loT TwinMaker 2% & R S E|ENIZ =,

I RBRREN , ARERERINKMEHFTE.

BERZRAERRE B+ 2, RRNTHIIRFPERE MR

i %\iﬂug-ﬁ_l\\\
o in3DEH
« NINIR

FREBEE 17


https://console.amazonaws.cn/iottwinmaker/
https://console.amazonaws.cn/iottwinmaker/
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« MR E AR
o« ANIIFRE
- MINREEEIR
« AINETIERER
4. MNTHRIIRFERE—NETE , MEABTFEASR 2 PEEREN FAENATIR.
5, RRFRAEAEBRREHFTEANIFHNITER , AIUNFARNEERRAERTENFF.

R SRAR A IERE

% Amazon loT TwinMaker RRESRATFEANGEEREMPHNEMITER IR, TR
Markdown &I/EHY .

BXREH Markdown RENEZEE | SR AEX Markdown EZEHE 5 XEARIEE,

® Note
Amazon loT TwinMaker X R ¥ B Ff & i Markdown &% , A= HTML,

6] SR 7 0 E R
1.  7£ Amazon loT TwinMaker 24| & R S B EHN T =,
2. MBSEEXREHHEREIRNTE, IRSEEBRBEREWFWEMITE , WA @BRMNE

o

3. BS + B , RBEFRINERIED.

IR IR 118


https://www.markdownguide.org/basic-syntax/
https://console.amazonaws.cn/iottwinmaker/
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= Hierarchy Rules Settings EmMTotEy ¥ Inspector

¥ Properties

No node selected.

Add empty node
Annotation

Add 3D model

Cameral
Add light

Camera2
Add camera from current view

Light S Add tag

@ MIXER Add annotation

Add model shader

E® MIXER

Add motion indicator

@® Tag

Scene Statistics
Vertices : 107,892

Triangles : 162,180

4.
o

BXxfEA Markdown REMNEZEELR , SR A X Markdown B2 E H XHERIEE,

Hierarchy Rules Settings (Ut L Inspector

Q Find resot +‘

v Properties
®  Annotation o Name

Annotation
o« Cameral
¥ Transform

£« Camera2
Position

# Light ® X | 1.569

@ MIXER Rotation
X

EHS® MIXER
@ Tag > - X
® Tag . ~ > > ¥ Annotation

Markdown Content
@® Tag

Scene Statistics
Vertices : 107,892

Triangles : 162,180

ASRARR IERE



https://www.markdownguide.org/basic-syntax/

Amazon loT TwinMaker CAPiEm)

5. Ef¥ Amazon loT TwinMaker ZSHBAEEER , HEBRBRINBBELE , ANEE D, AFik
BRES REENSENAGEHNBEEEH. B LEHFHEZHLUFEAE Markdown TE |
HEFTBEHERBIE,

HRAERIER 120



Amazon loT TwinMaker

Inspector

_|_

|

¥ Properties

Name

Annotation

¥ Transform

Position

X | 1.569

Rotation

X

¥ Annotation

Markdown Content

Add data binding

(AFER)




Amazon loT TwinMaker CAPiEm)

Inspector

_|_

A

¥ Properties

Name

Annotation

¥ Transform

Position

X | 1.569

Rotation

X

¥ Annotation

Markdown Content




Amazon loT TwinMaker CAPiEm)

6. AEBHATRRZIBNEE,

WMALER , BY Amazon loT TwinMakerZ £15EE B P E R E FINKRFTE
= ${var1able-name}

Flgn , B MEEFEAEIEZE ${mixer0alarm} K EBHPE R mixer0alarm W{E.

Camera View v
Inspector

4L
¥ Properties
Name
Annotation
¥ Transform

Position

X | 1.569

Rotation

X

X

> ¥ Annotation

/ \’\( <" & - Markdown Content
1

### Annotation

_ ~ME<
alarm status: ${mixerOalarm}

.. Annotation

alarm status: ${mixerOalarm}
v
Binding Name

mixerOalarm

Entity Id
Q_ Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240. X

Component Name

AlarmComponent

Property Name

Scene Statistics
alarm_status

107,

ARERINEBINEZE

& LA Amazon loT TwinMaker 3 R EIZE8NE, ZEENESHEHEXEK , TATEREZEX
BRI XBEHIE, BMNER A Markdown BIEFIEZRE,

BXRBEA Markdown REMNEZER , S H A X Markdown BEMNE H XEEREE,

AFRER B E 123
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Amazon loT TwinMaker

(AFER)

® Note

RABRT , AFEHEBMERBENREE , TRXEZRPFANR, RAUNEZRREP IR

HRE , XEFAEENEE AT LENEL,

1. 1& Amazon loT TwinMaker 2 &l &R SR ENIZ =,

2. Amazon loT TwinMaker 8 INE 5#r& iz =<k |

Bis + B4 , REIEFRNRZILED.

Hierarchy Rules Settings

1)

+  Addemptynode
Annotation 4

4p  Add 3D model
4

o« Cameral
o Add light

o« Camera2
Add camera from current viey

¥ Light

E® MXER Add annotation

® E® MXER Add model shader

‘Add motion indicator
N

\«‘ 7

s“ ““ - 77\\«“

3. EGMM Insp ector EARH , EF + (15 ) R4 , REEF HmE ",

A AE B AR E TN NFIRL

v Properties

Name

MIXER

¥ Transform

Position

X | 3184

Rotation
X  23.085 Y | 0.000 Z -12.823
Scale

X | 1.000

Constraints

Snap to floor

¥ Model Reference

Model Type

Model Path

Shadow Settings
Cast Shadow
Receive Shadow

Unit of Measure

AFRER B E

124


https://console.amazonaws.cn/iottwinmaker/
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Inspector

+

A

Add overlay

Add entity binding

IH:

Default Icon

Entity Id
Q

Component Name

Property Name

Rule Id

Link Target




Amazon loT TwinMaker CAPiEm)

4. $ZE& Markdown &% , E T LB IEE R A,

BXREH Markdown RENEZEE |, SR AEX Markdown EZEHE 5 XEARIEE,
5. ZEY Amazon loT TwinMaker 37 SHEHBERNENE |, FEBAIMBIESE,

Inspector

+

A

P Properties

» Transform

P Tag

¥ Overlay .

Markdown Content RN

Remove overlay

ARMPBEBHMEE D, AREREE RBENSANAFEHMBELERN.

AFRER B E
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6. BOILAEBE Amazon loT TwinMakerZ 218 2FE 8 INE P E RSB FHIBIBEN HKFHFHE
{B:${variable-name}.

Flgn , kBMEEBMEFFEHREE mixer0alarm R ${mixer0alarm} K&,

RRERMEBNE 127
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Inspector

+

|

P Properties
» Transform
» Tag

¥ Overlay

Markdown Content

### Overlay
alarm status: ${mixerOalarm}

Binding Name

mixerQalarm

Entity Id

Q, Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240 X

Component Name

AlarmComponent

Property Name



Amazon loT TwinMaker CAPiEm)

7. ESGAEBMERALY  BAFELAN REETF , HER BN WRFTFRETIT , LMEFR
REBMEERAR,

® Note
HABRT , RAEEREEBNEXBRNGER , T2EHEHRAR,

RRERMEBNE 129



Amazon loT TwinMaker CAPiEm)

Hierarchy Rules

¥ Current View Setting

Toggle visibility

Motion indicator

Tags

Overlay

Annotation

¥ Scene Settings

Environment Preset

¥ Tag Settings

Scale

5.000 B Fixed scaling

Overlay
Visibility settings
® Alwayson

¥ Data Binding Template

sel_entity




Amazon loT TwinMaker CAPiEm)
o
‘REENR

BIBZRE , ANEGRPARMKGE, AHNEESER N A4, EFAXCAFNNENENRFEE
HATEE  FRHESENRAGIMETER 6.

£}

- HREFMNEENGR

- FERBERIEE U BARMEIG ST
- NENGFBRE

HEERBNMELENGR

HEFRBEREGR  FEANUTER.

(® Note

EEMERRNEG S | BUNIEGER F4E£ZF Amazon loT TwinMaker BiRE., BEXxEZE
B ESH SEELEER Amazon loT TwinMaker ‘&R E,

1. EREBERTE , EEMS (+), REEEHRM 3D KE,

2. EMNERERMNBREOS | %4F CookieFactorMixer.glb 34 |, RFEBHM, TR EE
2o

3. WL& : EEMS(+), REEFERMK.
4. EESMINED , LEFCINARET R

REGH R Y
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¥ Transform

Position
X | 3182 Y | 0.000 Z | 0.000
Rotation

X | 0.000 Y | 0.000 Z | 0.000

Scale
X | 1.000 Y | 1.000 Z | 1.000

v Light

Light Type

Directional

(® Note
FEFXRAMANHRR LR, ABRDRRRK , FERRHZEFHENEMITABE,

MEEEERREER Ul B4R RS

REEEREGIUEEELNRATEINRNA R, i, EaeZ— I Ee N East  ZhEak
ARERFVEEHRREESI SR H T EESRNAE,

ER LT SRR ENEEN RN IER B BRI,

1. EPREHPEREBENNNMAGHNBEIINR, BT + BRE , AGEE REBFER

2. ERMFEOAAMNE | FEEZBLUTURBALRIZE ColorRule , RFTEMN ID KA Inspector HEHR
Fi%#EColorRule,

3. “RENEREGEI[RYHERN E PropertyName ntityld ComponentName, . o

YIRS 132
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RN R LI ERIER N

SR LAE A AT L AL N BR S SRIBE BRI ISR SEFHSEREBAS REEN ( HIWRETE
HiEtdR ) BUXNN, SaERERENRAMN , ReIZEEXAN, LTFROIERT -
A,

YIRS 133



Amazon loT TwinMaker

(AFER)

— Expression

temperature == 40

Target

lcon

Remove statement

Expression

temperature >= 20

Target

lcon Warning

Remove statement

Expression

temperature < 20

Target

lcon Info

Remove statement

Add new statement

Remove Rule

P sampleTimeSeriesColorRule

Rule Id

YIRS

134
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LEERTANBREFEERELINENLN ID AN BE NWEERMENAN, Flm, mR BE” KTH
FT 40, MIZRESSFHRENANEI NI BRE, £ Grafana BFEMOEEBEFRE , FEXREENR
{55 FH 48 [ EE SRR AY 13 4045 B ARG

LTEEFNMAT AN MRS SER Ul BERANFHTARNA,

1. HEEHENMANZEDFT , MABH , flA ColorRule EXAFERH , ARREFERMAMNE,

Hierarchy Settings

» rule_1

> rule_2

MNew Rule Map:

ColorRule

Add New Rule Group

2. AEMABGEFHAN, Fla , BAUREHERYE BRE” 02—, HPRENEDNT 20, Xt
AMMNREXFERAUTEEL . MNFET <, KTET >, MFHEET <=, KFSEETFT >=, &TF
==, (BXEZEE , 23/ Apache Commons JEXL &%, )

3. FERFREN—MHE, EENHE , flll4fcbad3 , EFEATRHFE. (BXRTARHFEN
EZER , FEA+TAHS, )

NIENT R BB

RERPNERE x,y, z GRERNVERN TR, ZREERAXEEYE  F2R80EEZAMREIE,
BAESHEREZSHENTE (HIWER ) WITHHAIEAN,

YIS 135


https://commons.apache.org/proper/commons-jexl/reference/syntax.html
https://en.wikipedia.org/wiki/Hexadecimal

Amazon loT TwinMaker CAPiEm)

® Note
BENRZARMEE , EFENRENAARERN,

BRUTREFRIREFNEENT R,

1. ERXEMFERENR , &EFE + B , AFIERE Add Tag ( FINRE ) .
NirEwmE, AE , FENAUERN , FEFAXEFA D,
ETRIHIERP |, EFZ4EID. F. ComponentName PropertyName
BIER ‘BERE” FR , iHi&F "8I DataFrameLabel’,

> w0 D

3D BERIEEERN
i RPAEM 3D B3R

WMREBEIE 3D F=atEEStEIEER , Amazon loT TwinMaker & 7253 H E 2«1 3D B R ER M
BERE , MM ZEEMER RN IDER, ATNABT IDUAEEAMUTANE=ZFTE, BFHRER
BELEE 3D Tiles =B ES M A G HIRELAIHB,

& FH B

MRIEH Amazon loT TwinMaker 7 R F K 3D WERFEU TR , WARER S BMEREMA |, fla0nE
B [ SR8 M S AERR

« K EXHANMKT 100MB,

- B CHRE LT N TENMELR,

- B MRJLAGEREAN=AR AU RERNAR.

3D BRI
3D Tiles X E—MATF AN EHER L AREMNES 3D SRMAENBRALR, ©XIF1E Amazon

loT TwinMaker 7= FEIeS %k 3D RE | A BEIRFRGHNAEF AT RHRE 2R MBAEE R
3D REH,

1L ey 3D EE 136


https://www.ogc.org/standard/3dtiles/

Amazon loT TwinMaker CAPiEm)

3D Iﬂﬂ‘ﬁfEE Cesi um BlE, Cesium H—IE R Cesium lon HIEE RS , AT 3D EHEER
3D Iii’% = EARIE D BRNBEEMRRAR , BNENEEERANERER P FERALRBRRS
£ _IJ«,UE Cesium B9 EMNTUE LEM Cesium HABFBERA I FESRIEFSENIT IR,

EHERZALURINEI Amazon loT TwinMaker 35 # Y 3D Tiles ! | {5128 Cesium lon 12 FK#Yi% BE Bt
1THR4E -

o JFERS A Cesium lon

$F Cesium 3D J3R L4 F Amazon

MHERERN 3D YIRE , TRERNHS , RERHE LE M Amazon loT TwinMaker TAEZE[H]
Amazon S3 TF{## :

1. BIBHTHER 3D Tiles HRPE,
2. [FEHMMBERE—NXHFSF,

3. FEA 3D Tiles XX HEZIEHH Amazon loT TwinMaker T4#EZE 8 <EX#) Amazon S3 17
W+, (EZH Amazon S3 AAFERMPMNLETNR, )

4. WMREH 3D BRERERIN L& | FIFHE Amazon loT TwinMaker FREH BT EREW
Amazon S3 XX E#ETiles3D,

® Note
Amazon loT TwinMaker BIREFR X FE#E 1% 3D Tiles 1E 1!

E{EH 3D B3R Amazon loT TwinMaker

Amazon loT TwinMaker Z1iE8H1E{ 3D Tiles & & L& BEH T/EZ=H S3 17, WEMME a
tileset.json BFFEMEI X ( .gltf., .b3dm, .i3dm. .i3dm. .cmpt, .pnts ) &4 F[E— Amazon
S3 BEXH, Amazon S3 B XEANEXRE —EHINERFEESTiles3D,

B4t 3D Tiles BEFMEZ R , THITU TSR

1. ESSREESRAE , EFNS (+), RBEFERM 3D HE,
2. EMNERERMNEREOS , EBREELEEMN 3D Ties ERHBERTiles3D , REEZTRM,
3. BEEAEERAKEEZSD,

EZEPEA 3D B 137


https://cesium.com/
https://cesium.com/platform/cesium-ion/
https://cesium.com/platform/cesium-ion/
https://cesium.com/learn/3d-tiling/tiler-data-formats/#supported-data-formats
https://cesium.com/platform/cesium-ion/pricing/
https://cesium.com/learn/3d-tiling/tiler-data-formats/
https://cesium.com/learn/ion/cesium-ion-archives-and-exports/#create-and-download-an-asset-archive
https://docs.amazonaws.cn/AmazonS3/latest/userguide/upload-objects.html

Amazon loT TwinMaker CAPiEm)

3D EHRH X 3

3D Tiles BRI A XFJLAME L THE , SERERBEENNERZREWTER T FERERDRE.
S&BARTLAE 3D Tiles WER IR , EFREEME X FREFTHIFNIIE  BEERR, 7B
3D Z#R el FE R MR KRG E

NTREZRERERNARRES , BIWER 3D BRER, IREB/E-S 5@ EEHFNER
T R2RF ELER BN BIRAY gITF/glb BRHEZARMEIZ R P, XALUETEW Blen derz KBV FMNE
WHI3D T ERTEMK.

IR B

- RE-N1GBW I HE  EEARANNEMER, BFNEE, YHXNEEBEEIRE
i, BREBENEERERHIBRE,

- EREGRBEEEFENEEMNE , ASEA Blender HES H | #IHAY gITF .

- BALFERBEBRRAMEBEB AN I HiR) 3D Tiles RE | ASFH EEF S3,

o SRAILAFF 3D Tiles &REA gITF LB E 8RN EI RS (0,0,0) B9 Amazon loT TwinMaker = H,
« BULHERSER[EHFRME gITF WEFNEEFERS  SIBRBEEMHEANEMEERNLE,

BB R

Amazon loT TwinMaker 2 BEFZ ST RN REFMEXSAAGFPRBRAAEEHNHE, FH
Amazon loT TwinMaker £#| 58275 , LEERNHERE, WEIEZR 3D H5,

FEER

« B DHBRETR/ANR, RENGFEAEHETHREEER FE 2,
« WREIE Grafana FEEXNARFHEARXGREERSR , WNERE 30 WEHIZ R

PO REIDER
BAMREFME S3 FHHR JSON AR , ZXHERHARRTANRENFAEE, NHR

AYAE(T E R BB JSON XA ITE X HRTFE S3. MREBEELNEMNITL , MBSHRE2ME—
VIR

HAGRHGR JSON XHAR , ZXHEERRNERRE K MAAEMZST RMT IRENE
NEREAHFREANRES, AERENIEEEENTTUS XEDITHRE. BXROAARENITRIN
58 , B3 Y# Amazon loT TwinMaker EMER ) -

PIESS R 138


https://www.blender.org/
https://www.amazonaws.cn/iot-twinmaker/pricing/
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BALURBUTIRGUNTNBESHIERNDITIR

« & Amazon loT TwinMaker & & P SR B ZHNH R,
EEMERL , £E RE EZTF,

R EREIBA IR R E

BEHERGR Y, ARETE WA,

/A Warning
MR RIIZHRNERETAEN,

— rarchy Rules Settings - B - ~ — 5 5 In r

¥ Current View Settings - - ~ ¥ Properties

Toggle visibility - No node selected.

Motion indicator
Tag
Overlay

Annotation

P Scene Settings

P Tag Settings

» Data Binding Template
» 3rd Party Resources

¥ Convert scene

Convert to entities
Converting your scene to entities enables auto updating,
filtering and querying your scene.
Scene Statistics

Refresh cycle

Auto update (every 30s)

17 S 40 SR B RS
HTORGBEENREAMS | TR 1P AR .

+ com.amazon.iottwinmaker.3d.component.camera —f{Z & AL/ SR BRI A R H,

- com.amazon.iottwinmaker.3d.component.dataovlay —#EF# IR S irS N 4B MR RENAH
KA,

« com.amazon.iottwinmaker.3d.component. light —f1Z4& (T X =4 B A HE R,

HRAFRBE MK 139


https://console.amazonaws.cn/iottwinmaker/

Amazon loT TwinMaker CAPiEm)

com.amazon.iottwinmaker.3d.component.modelref —fpHA#XH  HFE#EZ SRR 3D ER
BB S 3 L&,

com.amazon.iottwinmaker.3d.component.modelshader —f1£ 3D & F F#EHEER[IREMNA
R,

com.amazon.iottwinmaker.3d.component.motionindicator —¥ 17z 31 38 REs/ N SR BRI A B
B,

com.amazon.iottwinmaker.3d.component.submodelref —F 174 3D HE FHE R B A 4L R,

com.amazon.iottwinmaker.3d.component.tag — M F IR E /NI R BV AHERE,

com.amazon.iottwinmaker.3d.node —fFEIF =T REMNZENAMRE | FIWH 3D T, BN
MBEABE M.

YRS A

IR SRR EEEEREIRSSCENESH 2 FBRAE T, BMNIEHHABRXENSZET ABEXREWHE
CHEHY FREE R EMARK. BE R THWENGET S&#E —1 com.amazon.iottwinmaker.3d.node
HAHEM—MNETFZTIERWAHN (3D ER, #B4%F),

/A Warning
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£ Amazon loT TwinMaker BF R EAHKBIEZBEN Web
MARERF

Amazon loT TwinMaker § Amazon loT NABRFHAXARREHRFR Ul A4, FHRXE UIHA4 , F X
AR AR EHRENFIEE B Amazon loT TwinMaker ZhEERY B E X Web R AR,

Amazon loT TwinMaker Ul A4 2 App Amazon loT lication Kit 8 —2B4%" , Application Kit 2 —MNFF R
NEFWE , SEWBRMNNATT A A R B E =Y AT X

Amazon loT TwinMaker P R EAHESIE -
« Amazon loT TwinMaker &R :

—TPEIEIE RS A | FEREBRERKIEHES Amazon loT TwinMaker 213E 2k = XX fa ia #1738
g,

BEXEZEER |, iESH Amazon loT TwinMaker JR X4,
- FEEFSE

Bl @react-three/fiber WM 3D BERAMH , AT ERENBFFEHFELEEZRE,

BREZER , RERALEERR X
- TUSIEARER

— N STIB RS EY , RATFRE Kinesis Video Streams E31%& Amazon loT TwinMakerfl 5,
BXEZER | BSREWINENES X,

ETHAEXRFEMH Amazon loT NARFEHNEZEER |, iBiHRIAmazon loT N AREFEH Github T
Ho

BXWMAEA Amazon loT NAEH S Web RIARFHHE , BHEE S loT App Kit X
o
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Y1#: Amazon loT TwinMaker EME R

Amazon loT TwinMaker BRI E=EMER , IER, FERIEEE. RIAAFEENER,

BN ETEAENENERRZET2ENENMER , BEERXFET M BRABRF BN E
B NETHEAENENMERNREZEIEENMERE , BRELZEET RN =MEABAHRTKREET
FAENENER. IRENEMMRIRERER , WESHZAEN. BXFENRARGR , 2
I Amazon loT TwinMaker E

BE 2 | SR R WA Amazon loT TwinMaker 12§ & Y1 EME

1.  3¥TFFAmazon loT TwinMaker 3244,
2. BEEMSMERS &R RE . ENMTEITH.

3. & FEREMEN,
4. EEIESR 2EREERN , WA TRFEEFAT.
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Select price mode

Basic O Standard (current price Tiered burvdle

Jaskc pricing mode is determinee made) Tiered bundle pricing mode

w the data access calls sent Standard oo - ) based on 4 f usage. Each
during the current hilling cycls -'I.'-n:' I.‘--c':'u .|.'|'|' — tier is set t a1 of antitic
Ines not include Knpwlege ;I' s |.;|I| nd dats .:.;_H and a8 o bhased ¢

bil

Standard pricing

The Standard pricing mode is detarmined by the entities wsed, queries made, and data access calls sent during the current billing cycle
Pricing element Pricing unit Usage threshold

Unified data access calls per MM nfa

Queries per 10K nfa

Entities per entitymanth nfa

5. %#ESave (R7F ) UHIAZHFENMER,
6. LEERENEN,

® Note

BRLBENNETEARNENERREZETIERNENRN , BERHFET — M *®
BT ERER. NETEABNENERIRESEENERG , BRI EEET RN
=MERABABAREETEAEBNENMER, MRENERRTIREIRER | W E SO
M ETE NG
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Amazon loT TwinMaker &1iR B i

Amazon loT TwinMaker iR B3 Amazon loT TwinMaker T EX S EMAMEEEALER |, FH AT
TILRERNVTXEN, AR, AHMAGETZTER , LERAIERE Amazon loT TwinMaker
RBEZBXRZHNTMLE R,

LATF 3= 8 5 B a0 A 45 PR A SR B R B A

F&

« Amazon loT TwinMaker HiR BEZ O BES

« W{AE1T Amazon loT TwinMaker Z1iR B ZEif]
HMIREEFSEN

WA #E Grafana BB Amazon loT TwinMaker 1R B i
« Amazon loT TwinMaker H1i7 & 1% H % R

Amazon loT TwinMaker &R B Z #0845
ZETEE ANIREIE T eery < BB = A5,
SR A T AR -

HMIRE B R HEH SI A CreateEntity =R Z AKX R UpdateEntity APls, xR RRBFER

EH EE LR BIEREXRNEME, Amazon loT TwinMaker Knowledge graph 18 F

ExecuteQueryAPI , IRIFZMEHPWERBIERZE 2 B X RH#ITER, Knowledge graph AR

JEW PartiQL BEES (% Amazon lRSEMER ) , ZESEEMENERCEEEXE , 7#

BRREER, ARATRE , EUUUREEREFER , T UNETRC A EENT IMDH

B &,

HIREEREARIE

o LEEE  TEXKATRFMLENES.

- TR TERXRFHENZEEFRAZERE RN —PNTRo

« 1% ERAHAH EEXHNENRBEUEE/ERASAEEERHN -, i, EASRME
parentEntityld FERE XN D ER FXRREFHAEZHEEHRES “isChildOf XRBAMBLE, P
B GEMREMMB %,

« XF : Amazon loT TwinMaker X R ERMAHHN —FIFHREENEM. BJLAEA Amazon
loT TwinMaker CreateEntitysl UpdateEntityAPl 3RE L MmBEAXR R, £+ Amazon loT
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TwinMaker , #RAERXREHBHFFREL KR, TREFXRELHAMILN R R, KEMN—DKAEE
B —PMRELIREBM

1= 1T Amazon loT TwinMaker iR B &

EEA Amazon loT TwinMaker HHiREE 28] , FEREBETHRU T EREZME

« B8]7 Amazon loT TwinMaker T{#EZE[H, & RILATE Amazon loT TwinMaker #Z 4§ & F 622 TEKX,

« & Amazon loT TwinMakerfy SR A B RELUR MM BIEE/EK, BEXEZER |, 55H 02 EHN
_/|\§E{Zto

« E& Amazon loT TwinMakerfI ¥R iE#HE. EXEZEELR |, iBHZSE Amazon loT TwinMaker Z24E1E
335

(@ Note

E A Amazon loT TwinMaker F1IRE %R , BFEELTHRAESITERAENER, EXEZE
B | iHZ 5 ik Amazon loT TwinMaker EMER

LTSRN BUARE, 517, RENREENR,
I ERRE R
SEIAREEE R RER

1. $TF Amazon loT TwinMaker BEEEH &,
THAEEERFEARAMREEN THEKX,

ESMERT |, EF BARERSR.

ERRERTIT. SRETUN IR REITENRA.

> w0 DN

BITEN
EITERFERER

1. EEARIESRTP , EFREditor ( fmEIR ) BRI IEERERR.
2. HEESRZEHP , FEEXNITEXFRSITHENR,
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Ln: 3, Col: 34

EFRARHIF | EREREHvav_SHFEENIE , AEEAUTRBRENZANfeedx
RALQIX LXK,

SELECT ahu, vav, r FROM EntityGraph
MATCH (vav)<-[r:feed]-(ahu)
WHERE vav.entityName LIKE 'vav_5%'

(@ Note

FNREEEEMEA P artiQl, AXIIEBENELR |, 52 M Amazon loT TwinMaker HIiR
B i E b 5 R,

3. &R “STEW UETELIENER,

B RAFFREENEREK
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vav_15 vaw_7
vav_17 vav_5
feéed féed
feed feed
ahu_% ferd vav_19 ahu_1 fopd wav 9
feed feed
faed . fead
vav_18 vav_23 vav_ G |
vav_24 | .
wav_16 feled waw_B
fead
ahu_4 feed (“yay 33
fiaed )
i feed
vav_20
wvav_21
vav_12
wav_10
wav_0
feed
faed waw_3%
fieed
ahu 2 feed . (Cyay_11 feed
fewd )
fopd ahii_0 feed vav 1
waw_13 fopd
fead
wav_14 vav_4

LHERNREBRET SR 2 FNERTRH,
4. BRNERUALIIRNEREN, ERERUIREAEFTERNER,
5. ZE ,EHESHN , LLISON 5 CSV BRESHEHRE R,

XRETEHAETMIEENELRFAE, EXBRMNMEEIEEENEZESNMRA ,
loT TwinMaker H117 & 1% E 1t %R .

iHZ 5 Amazon

AR E L7 REK

& T LAME A Amazon loT A EMHEGREE Web NARRF |, FAREEEREEH Amazon loT
TwinMaker 7827, XAFEREZEPEEN 3D TR (RRENIZZRRSEMW 3D HH ) £EXE
®, ZOIEATLHZEP D TRANNARRE , 745N 3D TRHER TEZE KA, BTt
5 , L5 SHPFEN 3D BB ETEZRPEEZER XK Amazon loT TwinMaker B. AR5 , &7
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Knowledge Graph

Q. water

BEXRFNANHAEHAHBE Amazon loT TwinMaker 7= 4 KB RIIZ1T Web Amazon loT AR
W Rl , iESH github L#IAmazon loT TwinMaker Rl & B 51 A2 F o

Amazon loT TwinMaker 7 =B &R &4

ERIBEZ =P EEH Amazon loT TwinMaker Z1MEEI1ERY Web N ARRF 28] , BT T RREH :

+ B2 Amazon loT TwinMaker TYEZE[E), &R LATE Amazon loT TwinMaker & & & 42 THEX,

« 3% Amazon loT TwinMakerfI SRR A HRE U R MM BIESS K, BXEZEER | HSHE SIEEN
B3R,

. BIZEERE 3D EEH Amazon loT TwinMaker 75,

+ 2% Amazon loT TwinMakerfy Amazon loT X AEFEHAH. BX Amazon loT TwinMaker A4
NEZER | HFSEER Amazon loT TwinMaker AP AEA G CIEBEEN Web RARF,

o BEAREEBSMAEBARIE, BESFAmMazon loT TwinMaker FiR B ER OB 2

® Note

E A Amazon loT TwinMaker iR B F{EMEXINEE , BEELTIRAR O EEEXEEMNE
No BX Amazon loT TwinMaker EMMIEZE LR |, BS 1% Amazon loT TwinMaker E 4
B,
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HEZRFTH 3D TR

ERENAMERESZSERN Web NAERFZH , BESEFREENIDER (FRIDTR)
WER KRB ITEXEMK, flon , MREBEZEHPE—NESHRBZER  HAEF— 1B ANMERNE
Emixer_0 , NEEBSSHEENMRAREZTEN A 2 B RIBZEIBYIE , LME ] L% H#8 8 F KA B
o

WITBIRA E®RE

1. 3% Amazon loT TwinMaker 12&l5&,

2. ITHAIERHER—INIEELHEN ID TANTE,

3. HEZSRFEFPEE—ITR (IDEE ), HREE-ITIR , BRERFAMNTF -ITRE
R H AR

4, EREBERT  SHITRAR , ARRE + R0, AERE FNRESE ER, SFITF
—ANTFHEIE , ST NEE AR B B S AR AN,

aws1 Services v Resource Groups

@ Feedback (@ English (US)

Rules Settings

+
Add entity binding
Add overlay
Cell value Mixer1

® Mixer 1
¥ Transform

[l cell value B
Position

Cell value X | 0.000 Y| 0.000 Z| 0.000
Cell value Rotation
@Ml - X| 0.000 Y| 0.000 Z| 0.000
[# Cell value ¥ Tag
Default Icon
Info
Entity Id
Q Mixer-1
Component Name
Temperature
Property Name

Temperature_F

Link Target

5, MNBIEMRETHRED  EEERSE 3D EEAKE ID, £ “BHEW M BEEBWR FRYP
EREHENAGTEE,
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aws1 Services v Resource Groups ~ *

@ Feedback (@ English (US)

Rules Settings

1 B i

¥ Properties
Name
Name
Cell value Mixer1

Mixer 1
¥ Transform

Bl cell value -
Position
Cell value X| 0.000 Y| 0.000 Z| 0.000
Cell value Rotation
_ X | 0.000 Y| 0.000 Z| 0.000
Cell value
[#] Cell value v Tag
Default Icon

Info

Entity Id

Q Mixer-1

Component Name

Temperature

Property Name
Temperature_F

Rule Id

Link Target

¥ Entity Binding

Entity Id
Q

WEME D, AHBHRNBEREBERFTRE  BERTXT .
6. NELHERNAERENXIAESLIRE,

@ Note

AN RIRERTHENBEHRERFE , AFEEREMARXMGE , RARERARNT
ERIREHEET Ro

2l Web N AEF
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github £ Amazon loT TwinMaker 7~ 5l & B B A R X536

Amazon loT M ABRFEH AT,

Amazon loT R AREFEHIINE MR A 43X,

Amazon loT B AREFEH Sc ene Viewer A3 H,

UTERERT Web NAEFFIZRESRAMFRIZNAEE,

® Note
WERETF Amazon loT TwinMaker "Ik N Amazon loT MARFHRNAEHZEEEEA
HHIEI,

1.  #TF Amazon loT TwinMaker 4|l React N REFHN I RERSRAHGH., EERFERPEAZKZ
MBBOEEEN (KON ENER )  ARGERERZRM, MEERHSERSME D, NHS
FREENEREER , FAZSEN T RN ERESEERERF,

Knowledge Graph

Q Mixer_1
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Knowledge Graph

Q. Mixers

| CookieLines
x

cnicor SR <cricor IR i IR <Cricof
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iscnio]

3. BRTARBRATBERINNERERAENITH.

WA 7E Grafana R f# A Amazon loT TwinMaker Hl1R & 1E

AF B WATE Amazon loT TwinMaker Grafana #Z &I HAR R NE R RESREIRETHE REM,

Amazon loT TwinMaker &) 4R 28 o R &4

1£ Grafana B H Amazon loT TwinMaker IR EE 281 , FERUA T EREE

« )% Amazon loT TwinMaker T4EZE 8, & A LATE Amazon loT TwinMaker #2458 el TEX,

» Bt Amazon loT TwinMaker I 5 Grafana BB&EH. BXHE , S Amazon loT TwinMaker
Grafana ¥ I EHREK .

@ Note

EEH Amazon loT TwinMaker FlIRERER , BEELTFTIRES S ERHAENER. BEXEZE
B, B2 ¥ Amazon loT TwinMaker EME .
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Amazon loT TwinMaker

(AFER)

Amazon loT TwinMaker & if) 4z % 251X R

E £ Grafana R {EH Amazon loT TwinMaker ZEif4x1E8S , BUNAIFEFEIRENRN IAM &
B, iottwinmaker:ExecuteQueryfFZNERAMEEHN THEXMUERRACRH , WA TREIFAR :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{

"Effect": "Allow",

"Action": [
"iottwinmaker:GetEntity",
"jottwinmaker:ListEntities",
"iottwinmaker:ExecuteQuery"

]I

"Resource": [
"arn:aws:iottwinmaker:us-

east-2:111122223333:workspace/workspacelId",
"arn:aws:iottwinmaker:us-
east-2:111122223333:workspace/workspaceId/*"

]
},
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
}

AR A Grafana &R
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® Note

Bt & Amazon loT TwinMaker Grafana 8#E R , BSHEREERNEBERNABERRALAE
ARN ZE, AijE , EUUNITEXZDH FRHIRBPERTERX,

BREZER , FEH QIEEHER IAM A6,

i% & Amazon loT TwinMaker & 474825 R
AR B ER B FHR Grafana U RARE AR

1.  ITFFHREY Amazon loT TwinMaker Grafana 5 | E R
2. FHE—/EHER, BXUNACIEERMIEMALE , $SH Grafan a R 622 HIER,
3. MA#{LBHIERSF | %FEAmazon loT TwinMaker Zifj4R%E S,
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AWS loT TwinMaker Query Editor

Visualizations

Eﬁ-: } AWS loT TwinMaker Query Editor

4. EERENHESITEWRNHERF,
5. (Wit ) FERMEHFERF NI ERRINE o
6. JEF B LR FHEINER I E R
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AMREEERE TESXE Amazon loT TwinMaker 2§ & H R UM ERREIREL. BALUETT,

70N

RENSREERPEENER, AXNMAREETHANESZEER |, 55 Amazon loT TwinMaker &2
B E R R,

A A Amazon loT TwinMaker Zif 4R %838

BERERU=MAERETR , ITEHATR  ERRPANL, EREFIIHIASTHENFLXZI,
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Visual graph Query results Summary
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(AFER)

Visual graph Summary

Results returned (25)

Q

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/ahu_23565bbb-3ec6-3cad-9fce-e9bdcfeae?bl",
1667895668496, "entityId":
"ahu_23565bbb-3ec6-3ca@-9fce-e9b@cfeae?bl"”,
"entityName": "ahu_0", "lastUpdateDate":
1667895669319, "workspaceId":

"creationDate":

vav

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/vav_66461816-02ab-355f-afd2-62a2cc92d336",
1667895664133, "entityId":
"vav_66461816-02ab-355f-afd2-62a2cc92d336",
"entityName": "vav_2", "lastUpdateDate":
1667895665269, "workspaceId":
"SmartBuilding", "description":

"creationDate":

wn

"components": [ { "componentName":
"VavComponent", "componentTypeId":
"com.example.query.equipment.vav",

Exportas Vv

{ "relationshipName": "feed",
"sourceEntityId": "ahu_23565bbb-3ec6-3ca@-
9fce-e9b0@cfeae7bl", "targetEntityId":
"vav_66461816-02ab-355f-afd2-62a2cc92d336",

"SmartBuildi "sourceComponentName": "AhuComponent",
martBuildin

"components": [ { "componentName":

"description" "properties": [ { "propertyName":

= 5 = e "sourceComponentTypeId":
"airTerminalUnitCertificates",
"propertyValue": [ "AHRI", "UL" ] }, {

"propertyName" :

"com.example.query.equipment.ahu" }
"AhuComponent", "componentTypeId": PSR

"com.example.query.equipment.ahu",
"properties": [1} 1} "airTerminalUnitBranchCount",
"propertyValue": 2 }, { "propertyName":
"airTerminalUnitDimension", "propertyValue":
{ "width": 15, "length": 30, "height": 15 }

113113

REBEBRXETHEERNEE, TUERRPERBENERIERNTE, HFE T JSON
5 CSV A F .

c BITHRE

Visual graph Query results Summary

Status Response Statement Duration

SELECT ahu, vav, r FROM EntityGraph MATCH
(vav)<-[r:feed]-(ahu) WHERE vav.entityName LIKE
'vav_%'

2022-11-15 11:36:08 UT! 25 returned 0.833 sec

EITREL RERANEXEWRSH THRE,

Amazon loT TwinMaker &1iR i H fth ‘& R

ATRBTHTEANRREPREREEBN PartiQL {EENEARRE , UREHAAEEHFEERMERE
B PartiQL Ry 88,
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 PartiQL BZIEIE R 1Y
 PartiQL B&E#3#Y

RARPERTEAEAREWE, AENSERFEECHENR,

BEXEH
« ERATHEIEIRIRER A S

SELECT entity
FROM EntityGraph MATCH (entity)
WHERE entity.entityName = 'room_0'

WERIRE TEZEFBEHRNWTE X Eroom_0,

FROMFH : EntityGraph2 @ TEZRFAEXEGERHEXRNERES. HESR Amazon
loT TwinMaker RE THEX P B SIBZMEEMN,

MATCH ¥4 : EESEXR -2 MEEENER, EXHERT , ZEX (entity) TEEFH
BAMNTR , ANESIRHAETE, FROM FAFHEHAIAZ MATCH ¥4,

WHEREF A : ETT RiVentityNameF R LIBE — NS , HPESLATE room_0,
SELECTFH : EEEentityZ & , UEREENEFT Ko

el R

{
"columnDescriptions": [
{
"name": "entity",
"type": "NODE"
}
1,
"rows": [
{
"rowData": [
{
"arn": "arn:aws:iottwinmaker:us-east-1: 577476956029: workspace /
SmartBuilding8292022 / entity / room_18f3ef90@ - 7197 - 53 d1 - abab -
db9c9ad02781 ",

"creationDate": 1661811123914,

HR 1 E A5 R 158
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"entityId": "room_18f3ef90-7197-53d1-abab-db9c9ad02781",
"entityName": "room_0",

"lastUpdateDate": 1661811125072,

"workspaceId": "SmartBuilding8292022",

"description": "",
"components": [
{
"componentName": "RoomComponent",
"componentTypeId": "com.example.query.construction.room",
"properties": [
{
"propertyName": "roomFunction",
"propertyValue": "meeting"
.
{
"propertyName": "roomNumber",
"propertyValue": 0
}
]
}
]

columnDescriptionsiREIEXZIINTEHIE , HlMBMMEE, REHEEZ NODE, X&KT
BANRBRE, ZEBENHMETUREDGERTXRNWE , t I URRTIFEE ( HIMNEHR
FRFER ) K{E. VALUE

rows BRE{TH &R, HTRE-—NMEAETE , Rt 2EE - NMEEXEHRAEFERR rowdata,

(® Note
EReEREREERN SQL TR , ATAEA PartiQL BE—MXKR (£ JSON ) .

BT REDEFIERARFE (HlentityId, arnFl ) components, AHHRKFE ( Hlun
M) URBERFER ( HlicomponentTypeldflproperties ) componentName , £EF4ER
H#REM JSO propertyName N propertyValue,

HR 1 E A5 R 159
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- ERAHIERKEFAIERR

SELECT relationship
FROM EntityGraph MATCH (el)-[relationship]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'

WEHREI TERHPEFXRZBM isLocation0f HWFAFEX R,

MATCHF A : BE—HEX , ZBRACEFRIMTR (BERQ) ) , WM KRELERY ( B
R-[1->) EEAHNET B NNZEErelationship,

FWHEREH : fEii%MrelationshipNameFER LIEE—1MIiEsS , HE
HNislLocation0f,

SELECT ¥ 8 : BEXRTE , LMERBEENLET =,

0ja] Rz
{
"columnDescriptions": [{
"name": "relationship",
"type": "EDGE"
1,
"rows": [{
"rowData": [{
"relationshipName": "islLocationOf",
"sourceEntityId": "floor_83faea7a-ea3b-56b7-8e22-562f0cf90c5a",
"targetEntityId": "building_s4ec7f9e9-e67e-543f-9d1lb- 235df7e3f6a8",
"sourceComponentName": "FloorComponent",
"sourceComponentTypeId": "com.example.query.construction.floor"
1]
},
. //rest of the rows are omitted
]
}

FHFEEE columnDescriptions 2EDGE,

N B rowdataRRX —FHTERLUFERMNIL % relationshipName, X5 EENHXRE
M Z#HME. sourceEntityId, sourceComponentNameHsourceComponentTypeIdigfi
BREBNEAFAG LELXRBENER, targetEntityIdigE X RIgE B EME,
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- FEREXREBRBEXRNAERME

SELECT e2.entityName
FROM EntityGraph MATCH (el)-[r]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'
AND el.entityName = 'room_0'

WERREEZE{FEExisLocation0f R T A SEEMI FT B room_0SE4EE o
MATCHT 8 : BE—HEX , ZRXESERAE[Y (e2) WEERIMT R (el,r) HEHE,
WHERE F : I8EXN X R B HMRIFL4AE MR THiEaR.

FSELECTH : IREe2T KM entityNameF &,

0g R

{

"columnDescriptions": [

{

"name": "entityName",
"type": "VALUE"
}
1,
"rows": [
{

"rowData": [
"floor_0"

7 ColumnDescriptions # , 5IHERH R | VALUEER HentityName 2 F R Ho

BB —{floor O3E{K,
PUig

MATCHF AR X FLUTE :
- EEREOTRa WTAD :

SR EE R R R o1
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FROM EntityGraph MATCH (a)-[rel]-(b)
c EEREEATR D"HTR @ :
FROM EntityGraph MATCH (a)-[]->(b)
BRRFIBEAERRLEERILS , WFAFEHERXRNEE,
s EREEDTR DUHTR ‘@ MiEATA @ R b :
FROM EntityGraph MATCH (a)-[rel]-(b)
XFHREIRANTED : — M a' Bl D', 5D Bl ‘e, Rt BWRATREERAERL,

- XRENELREBMHRNIRLEntityGraph , AER UM EMETS () FEHEEXREN , M
RAFEWHEREFArel.relationshipNameFiEETE S,

FROM EntityGraph MATCH (a)-[:isLocationOf]-(b)

o BREE NSRS MEXUES N RRTE,

FROM EntityGraph MATCH (a)-[rell]->(b)-[rel2]-(c)

- AEMNRREIETUABESNTAMNLS

FROM EntityGraph MATCH (a)-[]1->{1,5}(b)

BEWERAEMEANS S o & HBEE 1 5 5 NRRANER, BENRE”Y -
{m,n} - AF m M n RELZH

{m,}-mRIEZREE.
FROM :

KEHTRUTNEERERE  SINEXSTSESHRERE (HIUNEMN ) WA, SN TLETE
HERE MATCH X & RR1G .

SELECT e
FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE c.componentTypeIld = 'com.example.query.construction.room',

R 1 E A5 R 162



Amazon loT TwinMaker CAPiEm)

AND p.propertyName = 'roomFunction'
AND p.propertyValue = 'meeting'

BESX . TEXRFRRKENTFR, 25 () ATEUERE ( RNiEE ) XESHIHNA

B, RAEMBRIXLEHFNBNEENRE (HEE ) . ASATRHTEHESIRREN
T8, MEENIAILTE o WHERE r SELECT FAHREA. LEHREELAGZREEN ID
com.example.query.construction.room WAHHREEE N roomFunction, ER

meeting B MM FT A&
EWHE-NFEBENSIMREFE |, flNSEbNSNEY  BERESRRERHTIERE,

SELECT e
FROM EntityGraph MATCH (e), e.components AS cl, e.components AS c2

SELECT :

o REI - R :

SELECT e
FROM EntityGraph MATCH (e)

o RE—NiBs :

SELECT 1
FROM EntityGraph MATCH (el)-[r]->(e2)

« JREIREE :

SELECT floor.entityName, room.description, p.propertyValue AS roomfunction
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room),
room.components AS c, c.properties AS p

BEMEA AS WaHFRAEMETIBRUREEREEN, LLIREHNRE roomfunction , MIFE
I 37 A R 51 B #89 propertyValue,

- REFIEA :

SELECT floor.entityName AS floorName, luminaire.entityName as luminaireName
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room)-[:hasPart]-
(lightingZone)-[:feed]-(luminaire)

WHERE floor.entityName = 'floor_0'
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AND luminaire.entityName like 'lumin%'

MUBWFEALSE , UMREHEY  REWERY | HEgeERH EIEMABL
WHERE :
- XEFNZEIEZERABANDNOT, HOR.
- XENEREE/FRE <. <=, >, =>, =M !=,
- MREEF-IMNFREEESMIOREY , BEAINXEF.
- RERE, AHRBEHFRETHIEL

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE e.entityName = 'room_0'

AND c.componentTypeld = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND NOT p.propertyValue = 'meeting'

OR p.propertyValue = 'office'

« XconfigurationBMH Tk, unitXEREERFTHE , Celsiustt 2{E,

WHERE p.definition.configuration.unit = 'Celsius'

REHEREMEREESHENENE !

WHERE p.propertyValue.length = 20.0

KREHMEBRMRELSLENRE

WHERE NOT p.propertyValue.length IS MISSING

REJREMHREEESLRER :

WHERE 10.0 IN p.propertyValue

£/ lower () BEBHTFAX DK NENER. BMIAERT , FIELREBX S5 K NE,
WHERE lower(p.propertyValue) = 'meeting'

LIKE :

ETHERENFERNBNEEITUNEEZRITEXERNREM. s ARFISZ,

HR R E AR 164




Amazon loT TwinMaker

(AFER)

WHERE e.entityName LIKE 'S%room%'

FEREE  SToom
BIZRIE R : room%
JERIEZE : Sroom

WHERE e.entityName LIKE 'room\%' ESCAPE '\'
DISTINCT :

SELECT DISTINCT c.componentTypeld
FROM EntityGraph MATCH (e), e.components AS c

« DISTINCT XBF I HBRRALERHIHNEED,

DISTINCT NERBIEXAE LK,
COUNT

SELECT COUNT(e), COUNT(c.componentTypeld)
FROM EntityGraph MATCH (e), e.components AS c

« COUNTREFITEERLERPRIINE .
s COINTAXEFHEEXFERARXREXFE,
« COUNTDISTINCTHHREZTHTAXZIERSE,

a0 , X3 COUNT(DISTINCT e.entityId)o
B

ERARERFHTERN IFUATRARS
- ARBENR

SELECT p FROM EntityGraph MATCH p = (a)-[]1->{1, 33}(b)

HEHEREARSEMRANTITHE  SEEXNHIEDEE 1 5 3 BzE.

- BEIEBEREH

MRRERE %', NEPRBMA—NENLFER , LIKEXAFERAIEER L FRFESCAPE,

HR 1 E A5 R
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SELECT p FROM EntityGraph MATCH p = (a)-[]1->(b)<-[]-(c)

L&) LE SR A 2 AL B T IE AR EERZE b,

- FEEEN

SELECT p FROM EntityGraph MATCH p = (a)-[]-(b)-[]1-(c)

teERL 1 BMEXTE A RTED b 5 a M c VT KB THIE

{
"columnDescriptions": [
{
"name": "path",
"type": "PATH"
}
1,
"rows": [
{
"rowData": [
{
"path":
{
.
{
1,
{
}
]
}
]
},
{

"rowData": [

{

"entityId": "a",

"entityName": "a

"relationshipName": "a-to-b-relation",

"sourceEntityId": "a",

"targetEntityId": "b"

"entityId": "b",
"entityName": "b"

HR 1 E A5 R
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"path": [

"entityId": "b",
"entityName": "b"

},

{
"relationshipName": "b-to-c-relation",
"sourceEntityId": "b",
"targetEntityId": "c"

.

{
"entityId": "c",
"entityName": "c"

}

WWPATHE RN R B E FTTEHIE | XL TEIEES b #51R a # c path/pattern Z B &8N 2L
TR T R R,

PR &I FEH -

SELECT e.entityName

FROM EntityGraph MATCH (e)
WHERE e.entityName LIKE 'room_5%'
LIMIT 10

OFFSET 5

LIMIT EEEEEWPFIREIMNE RE , OFFSET I8 EEMT MV E RE
PBREIFBZEARER :

UTROIERT —ANEH , ZEHSHIRDE 500 MER |, B8R API B —RRER 50 MR,
BEXTATEERFERERBEN LT , HlW0, HAHFREHRIRETR 50 MR,

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50
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« LIMITREFSEMERHRHEHLERT. IR
APl BRREIMNERE , EFERALIMIT,

FEETRHFER@MERZHNBER TEHEX

« max-results® ExecuteQuery API 2EM AT IES . max-results{UEA T API MUK tn{a7E

ERERIEENIRIRE R,

max-resultsEEWFEA A EEFRHIREERNSSGRHREBHER TR ERE RV

=
==NY

THHNEHSEATT—TTWER, tERFEA ExecuteQuery API HAIRESE 51-100 17 , EH T
—NERHBEBE , EXRFIPIRIEN . next-token "H7kyGmvK376L"

aws iottwinmaker execute-query \
--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\

--max-results 50
--next-token "H7kyGmvK376L"

« Znext-tokenFHHREET —THNER. BXEZEE , 2 ExecuteQueryAPI B4k,

Amazon loT TwinMaker 1R REEHE LA TRS :

PR &l & R [T
BHHATERNE 10 ®
BRI 10
BHEIOINWRAHE 20
REFBRBAHE 20
FUEREANZAHE 10

(AND,OR,NOT)

LIKERIAREXWRAKE 20
( BITBE TR LA )

—NINFAPAREENZEAR 10
BB &

CIRGE:S

fm fAD Am

fim

fim

fim
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Amazon loT TwinMaker

(RFERE)
BR %l 2 % [T CIRGE
HYER R{E OFFSET 3000 =
HYER R{E LIMIT 3000 =
&K B KB (+) OFFSET 3000 =
LIMIT
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£ Amazon loT SiteWiseSE I &= E 5

Amazon loT TwinMaker X#FHE=FME~EEWE=REZL ( Amazon loT SiteWise HE=[¥ ) ., EH
Amazon loT SiteWise A#R R | F=ELHIREINAE Amazon loT SiteWise BREME=ER | HFHX
LR REE#R N Amazon loT TwinMaker 3248, AHFFMAHFEE, UTETFHEEN A NATE BRG]
&, AR Amazon loT SiteWise % 7= & =& B 7] LL[E) & 288 Amazon loT TwinMaker TEZE
8] o

IE
« @it Amazon loT SiteWisefE A= R

o BEMIT/EZEEMERIATHEZSE 2 88 X3
« &XT Amazon loT SiteWise[E L &R

s DWMEIDRSERIR

o HBRE S 4EM

- BERDSREIZHE

&

J&E3d Amazon loT SiteWiseff A& ~=[E %

AEBEERROAFT B FEE Amazon loT SiteWise BFEEH, RIBEFERAN IT/EZRIZER KR
MRIH S BB TIRE,

/A Important

EXBEMNTEZEMBRIATER 2EHNXBMNEER |, 5 #the section called “BE X THEZE
8] F1 BRI\ TYEZE 8] 2 8] B9 X 517

F&
- FAEEMIAEX
« £/ lo TSite WiseDefaultWorkspace

EABEENTHFKX

EFBRFRDH , BEFXLERREMS,

&B3E Amazon loT SiteWisefd &= % 170
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TR
FEfE 2 81 Amazon loT SiteWise , ZIFER A T4

« YRE— Amazon loT TwinMaker T{EZ[A],
- RERFME=EE Amazon loT SiteWise, BEXEZEL , TSR ER~ER,
- BFLUT Amazon loT SiteWise IREMNEEURHNIAE IAM BE .
* ListAssets
* ListAssetModels
* DescribeAsset
* DescribeAssetModel
- IAM BELNEFUTEANR Amazon loT TwinMaker :
* CreateEntity
* UpdateEntity
* DeleteEntity
* CreateComponentType
* UpdateComponentType
* DeleteComponentType
* ListEntities
* GetEntity

* ListComponentTypes

ERET IAM BEERNFEAGRNENR :

// trust relationships
{
{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [

FARABENITHEKX "iottwinmaker.amazonaws.com" 171


https://docs.amazonaws.cn//iot-sitewise/latest/userguide/create-asset-models.html
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(AFER)

iy

"Action": "sts:AssumeRole"

// permissions - replace ACCOUNT_ID, REGION, WORKSPACE_ID with actual values
{
"Version": "2012-10-17",
"Statement": [{
"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset/*"

]
.
{
"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset-model/*"
]
.
{
"Sid": "SiteWiseAssetModelAndAssetlListAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels"
1,
"Resource": [
" n
]
},
{
"Sid": "TwinMakerAccess",

"Effect": "Allow",

ERBEEXTHEX
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"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",
"iottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"

1,

"Resource": [
"arn:aws:iottwinmaker:REGION:ACCOUNT_ID:workspace/WORKSPACE_ID",
"arn:aws:iottwinmaker:REGION:ACCOUNT_ID:workspace/WORKSPACE_ID/*"

BRBUTRREFEMEZE Amazon loT SiteWise BE=R%,

1. 7 Amazon loT TwinMaker %] & , S ZE Settings (RE ) TWH,
2. T BERRIEDF,

EABEXLTHEX 173
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Settings

Settings for your TwinMaker account

Pricing options Model sources

AWS loT SiteWise connector info Open AWS loT SiteWise [4 ‘ [ Connect workspace
Connector status Workspace Last updated
© Disabled

3. & Connect T4EZEH |, &K Amazon loT TwinMaker T4EZ= 81 858228 H Amazon loT
SiteWise &=,

(® Note

R BEEE A Amazon loT TwinMaker TERFFERARZ~ES., MREEHEET/ERRNE
¥, MIOMFREIEXERE  AREEES —TEKX,

4. ETX, SMEEEHPRFERAR~RSH IEX,
5. 1% Add sources (RITIR). 3T 7 pnizt B2 2 SKR T HE

ERBEEXTHEX
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AWS laT TwinMaker Warkspaces cookieFactory Add entity model source

Add entity model source

Add an entity model source to your workspace,
Add entity model source

Select a source to connect with your AWS 1oT TwinMaker workspace. With external sources, you can connect the work you have already configured

and import it into this workspace.
AWSE 1aT SiteWise
This will connect your AWS 0T SiteWise data with this worksgace. Descriptive text about what the connector does.

1AM role

Thes male w [ ed for X¥.L

6. TERMSSEERKERE , BIABRFERE R Amazon loT SiteWise, EREFAERN IAM BE4E
FIAM B K FREZH,

7. DE , BEF B Amazon loT SiteWise B[R, BRNZAERET/EX TEITNEE ZHIAE
i@, BINEFERSLTREIRS. TIE |, 3% NIZE BISSAER SRS 2 5 HE 253K,

cookieFactory i | view v || Detete |
Workspace information [ Edit l
MName ARN 53 resource
cookieFactory @ arnawsiottwinmaker-us-east-1:2345workspace roci-workspace-myws-348503018462
Description Date created Execution role
This is a fully functioning cookie factory December 17, 2021, 14:32 (UTC+3:30) executionRole
workspace.

Last modified
February 2, 2022, 13:18 (UTC+3:30)

Entity model sources (1)

Source Status Date last updated

AWS loT SiteWise ® Synced March 28, 2022, 14:32 (UTC+3:30)

EABEXLTHEX 175



Amazon loT TwinMaker CAPiEm)

M lo TSite WiseDefaultWorkspace

L IRERE I A Amazon loT SiteWiseAmazon loT TwinMaker £ AT |, FEIE—4
FZIoTSiteWiseDefaultWorkspace HHIERIATEX H B35 H Amazon loT SiteWise@ %,

& AT LAE R Amazon loT TwinMaker CreateWorkspace API 81 & H ) T4EZE
BlIoTSiteWiseDefaultWorkspace,

FRFMH
ERIE A IoTSiteWiseDefaultWorkspace , FHREETRA T IRE -

« B2 Amazon loT TwinMaker [RZHEX B, BFSH MRS HEXAE AT Amazon loT TwinMaker
LTHEZER,

- fF https://console.aws.amazon.com/iam/ TFF IAM 2%l &

EEFZACGSAFR  HRIIHERESENXFMiotsitewise:EnableSiteWiseIntegration,

WRFE , NACSHAF RN :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotsitewise:EnableSiteWiseIntegration",
"Resource": "*"
}
]
}

BEN THEZRFERIAT/EZE 2B X5

/A Important

# Amazon loT SiteWise Zh&E ( #40 ) CompositionModel{RIEAH]
FIoTSiteWiseDefaultWorkspace, BMNBWMUEEARAIEXMAREEN KX,

f5F lo TSite WiseDefaultWorkspace 176


https://docs.amazonaws.cn//iot-sitewise/latest/userguide/integrate-tm.html
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn//iot-sitewise/latest/userguide/custom-composite-models.html
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FEARIoTSiteWiseDefaultWorkspace , EEATEFEALT HENBEN TEXE—LEENKX
Ao

. BIEEIAT/EZAEET , Amazon S3{UEM IAM A EAH%EMN,

(® Note
B L ME AUpdateWorkspacefZ#t Amazon S3 [V EH IAM &,

« IoTSiteWiseDefaultWorkspace) X BERRHERS| , A Amazon loT SiteWise B iR
Amazon loT TwinMaker,

- HREP KB RIRER Amazon loT SiteWise , ©/1SyncSourceld2SITEWISE_MANAGED, X &
FEEntitiesHMComponentTypes,

* ¥ Amazon loT SiteWise Zhgg ( fl20 ) CompositionModel{XFEH A]
AIoTSiteWiseDefaultWorkspace,

BH—ESERKIIoTSiteWiseDefaultWorkspace , BAI1R :

FoEMIBRERIA THEZE A,

EMBREIR , AEMBR Amazon loT SiteWise &R , ABEMIERF A Amazon loT TwinMaker 8 RZ
BiRo

B3E Amazon loT SiteWise[E &R

AREBHIE T ET LUMNBFLEERE L Amazon loT SiteWise 2] Amazon loT TwinMaker TEKX .

/A Important

EXEENTIEZEHARANIER2ANXIINESR , BEHEEL TEZE M INTEZH
ZlET.IHI‘JEﬂIJo

BENMERINT/EZR

LTRFEEEAYS , I EHEX TEZRMBMNTEZEFER

Bid Amazon loT SiteWise[E % &R 177
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P

Amazon loT TwinMaker 73 F BN E =R A 6|2 — M T A B E Amazon loT SiteWise.
« BEEETypeldNEMHFERUTERNZ—
- BEM I K- iotsitewise.assetmodel:assetModelId
« BRIAI{EZE(E- assetModelId
« BEBEEPNESIMEMEBRZEAXRETHN - FEYE , EEUTHEERZ—
- BENXIRX- Property_propertyId
« BIAT/EZEE- propertyld

Y B 4 B ¥R 176 Amazon loT SiteWise displayNameEE M E X #,

s BEEETHNENEREHER—NHWEMLIST , X&nestedTypeRELATIONSHIP R A&
KB, RREMRFEIUATEHRZ—NETERNENY :

« BEMI{ERX-Hierarchy hierarchyId
« BIATEZA- hierarchyId
B
Amazon loT TwinMaker 3 # Fy 8 T8 7= 0 22 — N #5448 Amazon loT SiteWise,
« entityId5& assetId in #H[E Amazon loT SiteWise.
o XELEELE—NEN sitewiseBase WAH , HAKXB SR F=W AT EEAEX R,

« FARFRINGER (FIMREBEESBHRITERN ) #HIFRBRE Amazon loT TwinMaker# #Y
KEAF,

{RBRERIA THEZEH]
UT#RRERY , RERAITEXFAAH, IoTSiteWiseDefaultWorkspace

AssetModelComponents

Amazon loT TwinMaker JAssetModelComponents IS NMAHGIE —NFHAHFR R
Amazon loT SiteWise,

« BrEEBETypeIdNAHFERALTER assetModel Id.

- REERTHES/NEUEBREARBENTEMYE  HEMEEMN propertyld. FHEMBRSIFME
Amazon loT SiteWise displayNameZE/& 4 E XL &,

X PRERIA T4EZE 178
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s BEEBETHNENERENEBRE—NTNBEMHLIST , £HnestedTypeRELATIONSHIP R A #
KB, BREWMRFEBRMBRN hierarchyld BE M.

AssetModelCompositeModel

Amazon loT TwinMaker JJAssetModelCompositeModel FHI B MNAKGIZE —NFTHA HRE
Amazon loT SiteWise,

« BEERTypeIdNAHFERUTER assetModelId_assetModelCompositeModelld.

- RERETNESI NEUBRAMHRENTEMYE , HEMEMN propertyld. FHEMEBHIEFME
Amazon loT SiteWise displayNameZE/& 4 E XL &,

AssetCompositeModels

Amazon loT TwinMaker JJAssetCompositeModel FEVEMNAHBIE — MW ESH M4 Amazon
loT SiteWise,

« componentName& assetModelCompositeModelId in #8[& Amazon loT SiteWise,

BRREZD
RESUTRE :

RS ERF-ER-ER
- BIRERFIEN CompositeModels @ , BR=HFSBIREXNWENBER2ES,
« Amazon loT SiteWise HiERARRE L, XETE-BENEERE 4,

« NE, T, RENABEUE (HINLARTELD ) EEHETES. NEFEXBEHENTH
7, flumps, EERVNBIERE, AUERAEMR Amazon loT TwinMaker BiEE#ESR AP &
WX LEME, GetPropertyValueHistory

ERFEARSHEAMAEFZERE Amazon loT TwinMaker

MHRREILZEIRE Amazon loT SiteWise , BIZ WA ML B JEEEFIER, Amazon loT TwinMaker{E1d
TSR M BRIRVEER A HRFE F SERX Amazon loT SiteWise , #18 SyncJob {34k F3EIRA , Amazon loT
TwinMaker NiX L E R LR H,

EH B 4EF Amazon loT SiteWise EAtAH w2 RiEM., Amazon loT TwinMaker2i3& & =44 51 89
B ( HIERSE entityName BH ) , BRI EES AR IMEMIER S A4,

BoRFEATHRERIEERENFR . BXEERSRENRRERFHRE D EZET 0 714K,
e, BB MNES AR RNFESHMRE,

BRIRKRE L 179


https://docs.amazonaws.cn//iot-sitewise/latest/userguide/manage-data-streams.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
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® Note
R 72 I BR B2 R Amazon loT SiteWise il BREIZ/EAL | W<l BR E th 40 4 RS 4K,

&R LAE Grafana Z#HIHEARTEAXER LS KME , AFENUREREARNEZREER , REEE
KE—#, BRTUNXERLSKMER KB AREEEN,

(@ Note
RABRNELS =R R | (BNEE Amazon loT TwinMakerf# T TER , MEERHixLE
SRR SR, Bl MBREEERSHRERINERSAHE |, MZREMELHEWEE, Amazon
loT TwinMakerBXEZEE |, S FAmazon loT TwinMaker E#T.

DIEZRESEHIR
AEBART XM RS RS

/A Important

BEXBEMNIEZEMBRIAIEX 2B XBINER |, i§SRthe section called “BE X T/EZ
B FZRIA T/EZE B 2 B X 517,

RIZESRES
AHELBUNTREZ — , BABRT RS,

B ML CREATINGIRAS R R E ML IE FER E R H M AP N EHE Amazon loT SiteWise LLUER R,

« EEHZESINITIALIZINGRAZEWREPWATE A RIR Amazon loT SiteWise #E R %,

Amazon loT TwinMakerfl 8 B 7 % Amazon loT SiteWise B XAEE=F'E=ER | N S8
BEEEBEKWATEIFBET K. BATLLUEIE Amazon loT TwinMaker #& AP EERB S HEH
ListSyncResources API 51 E RS ERME,

BIZEl ACTIVE REXRRABKICTRETR. ZESUEEZME , WLARILXKEB Amazon loT
SiteWise Y EAIF E #,

« FEZE ERROR RARR LR EPRSHFER IR, ERFHIRHER. IAM SERERBEFERE,

MREEERFE IAM B, ERREAERNESES  RAREAFTSCE-MES

SRS RE SR 5


https://www.amazonaws.cn//iot-twinmaker/pricing/
https://console.amazonaws.cn/iottwinmaker/
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BAFEREERFEIEPIER , TES TEXPHPRAERREREFEZAE. EEREREIER

BSAMHBRREL, BFFELLENEXASHER  ERURFRZFERE , WZARHRE
ERROR RZ, L ALAERA ListSyncResourcesAP| JREVEIRFIRK o

EEFNRRNAIASIHNER , BERAUATER.

1. 7£ Amazon loT TwinMaker #2&| AR SR ETEX,
2. &R “SHEHERE Amazon loT SiteWise KR B HHHAKIR |, T A R~REPFEMEETH,

Source: AWS loT SiteWise

AWS IOT SlteWise source ‘ Disconnect ‘

Overview
Data Source Status Date created
AWS loT SiteWise January 20, 1970 at 02:23:23 (UTC-5:00)

Role Status reason Last modified
syncRole - January 20, 1970 at 02:23:23 (UTC-5:00}

Totalresources  InSync  Error
8

Errors (2)
EX
Resource name External Id Status Status reason

e8a7fff4-289c-4b28-8814-6dc3e5a13612 {"code™:"SYNC_INITIALIZING_ERROR","message":"SYNC INITIALIZING ERROR"}

18fd0d54-a268-4558-b40a-34c3f7af9228 {"code™"SYNC_INITIALIZING_ERROR","message™:"SYNC INITIALIZING ERROR"}

3. WHIARFERMAT , HRERPIETAEFEREERNTER. EUAEALRRBENEEES
ERFAERIER.

ARE IR LT -

B R Amazon loT SiteWise XIFEE MW RIREAF , B Amazon loT TwinMaker {XERO0TXKF L #F
el , PEXHFER—IMRXEEAT,. MREBEFHRXZETERNERRE™ Amazon loT SiteWise ,
)"l'JE':F'—A%‘}fIﬂ*ﬁo EEEIEIR |, BERSL Amazon loT SiteWise 2 Bl BRE & — N RS
—NRBEBES —IMRART,

- MREBEZE—1N5 Amazon loT SiteWise % 7= ID tHEHY ID BSR4 | NAEEMIBRIVE LR 2 81
1/<ﬁjt'lv.f'%lflg.lzl'=o
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i BR [ 25 1l

BRUATRFHERE S AL,

/A Important

BEXREEMNIEZAMBRATEXZEHNXBINEER , S Hthe section called “BE M T/EZE
B A ERIA THEZE 18] 2 B AT X 517,

1. Sf#ZE Amazon loT TwinMaker 2% &,

FTFF A8 MIBRE SRl B THEX,

ERFEERFET |, %3 Amazon loT SiteWise IR , SUTHFRIFHAE S TNHE.
EEZEIERSE |, %R Disconnect ( BiFFIEE ) . BIARIEERTELMERE L E,

nal S

Disconnect AWS loT SiteWise sync? X

This will delete all resources including entities, comnponents, and component types,
that have been synced from AWS loT SiteWise.

The sync must be disconnected in order to delete a workspace.

RZELBERE S EMEERTEN TEXBREZRSF,
WRIEZRPEEMRELSEL , MTERMBRZTEZE, EHRIEXE , EEHBREDFEL,

REMBRE D E L I E P HIEMEEIR , WE S FRE DELETING RAEF BRI ER. NREH
BRERET HIEERR |, M AT SAF S BRAE B B 2 By SRR S A #2322,
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® Note
Sl BR M Amazon loT SiteWise FRILSWAMERIR , REMBRESELERE,

77 [ 25 BRI S 4

/A Important

BEXEBEMNIEZEMBRIAIEX 2B XBINER |, 55 Rthe section called “BE X TEZ
B FIZRIA T/EZE B 2 B X 517,

BT itk Amazon loT SiteWise Ft i & FEIA Amazon loT TwinMaker Fizi , Rt ERATEII M Amazon
loT SiteWise [ By S FNA A2 B PR 4138 A TR,

- T#HEXHE 1000 MEELSHWAHRE  ERe REEM Amazon loT SiteWiseF [E25 1000 NE~=1&E
7,

« —/NIEZEFH 100,000 MERLFHXRME , ANEREEBLFKE Amazon loT SiteWise 100,000
NEF=
V- o
s BNMNREREFAK 2,000 WF3R4E, SALAENEMHWRREZREL 2,000 N FHEZ,

(® Note

GetEntityAPI fUR Bl R IX
NPT E 3R 5 R 1T 0

SREMNE 50 N FSEE | BETLER GetPropertyValueAPI
AR,

- B/ESEHHBE 600 NEM Amazon loT SiteWise , AILUFAFER 5 E £ 600 NEMME XL
|E.I’ o

(® Note
XERHNERATERS KM, MREFENRKBSRFRSEH , 5P FEMEH,
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Amazon loT TwinMaker Grafana 32 | & # ££ 5

Amazon loT TwinMaker B N BREFE 4 X1 Grafana £, #H Grafana A& 10.4.0 R E S hiR4S
ESNMENEBRRNAREH#HITRE. i%Z Amazon loT TwinMaker IE4 M T EEN TR, NFRIRE
WA T EEIREN B EENEER.

BXRUMAEH Grafana BHEHA N EHERRENRNEZEE , FSEUTEE :
£
« Grafana 7= &&#H) CORS Bl &

%8 Grafana ¥}

- BIEEHER IAM AR
« B2 Amazon loT TwinMaker #3715 H 88 BUE

(® Note

BEE &N Amazon S3 FENH CORS ( BIRERLE ) Bi&E , LME Grafana AP FEEEM
EHEBMEER. BXxA , FSH Grafana 75 E&55H CORS EE,

AX Amazon loT TwinMaker Grafana MW E ZE L |, 5 Amazon loT TwinMaker R AR F X
=

BX Grafana HHRBAHNESER , FSRAUTRAE

« Amazon loT TwinMaker ¥ #ER
- EHEIERENR
RERHRER
P IHE ML ER E AR

Grafana =& &z CORS BL&

Amazon loT TwinMaker Grafana #E#EE CORS ( BREREE ) & , XA Grafana BFRE
M Amazon S3 FHBME RIR. MREE CORSEE , ANEFSEETHR LRI —FHEBIRER ,
BN“E FRILEHEE |, tnEL 3D =AW , BA Grafana 3715 R Amazon S3 FE#EFEHHEIR.
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EfH CORS B Amazon S3 24 , BIRUT S RIRE :

B IAM 2§ & HHTFF Amazon S3 ZHl &,

£ Buckets FIFR A | i&FEHYE Amazon loT TwinMaker T #EZE 8] &R 124 18 89 126 8 8 B #5o
Bk EPermissions ( fXBR ) o

£ BRERLE (CORS) WMo , HkBimE,

#£ CORS configuration editor ( CORS ELE4wmEDT ) XAEF , BASEFIFH LT JSON
CORS ELi& , 7%=~ Grafana TYFZE (A8 GRAFANA-WORKSPACE-DOMAIN &7 1.

o K~ 0N~

® Note
BEEE "AllowedOrigins": JSON TEHNFLREES * 5,

[
{
"AllowedHeaders": [
nxn
1,
"AllowedMethods": [
"GET",
"PUT",
"POST",
"DELETE",
"HEAD"
1,
"AllowedOrigins": [
"*GRAFANA-WORKSPACE-DOMAIN"
1,
"ExposeHeaders": [
"ETag"
]
}

6. EEREFENLATHK CORS BE,

BXERA Amazon S3 B CORS WEZEE. , BZRAFEABRERLE (CORS),
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% & Grafana &

& LARF Amazon Managed Grafana A TE£EENRS , B LLREHE B S EER Grafana IR
¥, f&Bh Amazon Managed Grafana , A AMRIEEH W ERRETE, BREMY BFR Grafana,
®EF , B LURE B CHWEMIRERERE Grafana IRS 28,

B X Grafana MELRTNESZEE , BSRUTEA -

« Amazon Managed Grafana

- BITEER Grafana

Amazon Managed Grafana

I 5 E Grafana 12T Amazon loT TwinMaker — MN@#F , LB AT SUPE S Grafana £/
Amazon loT TwinMaker . 1 F Amazon Managed Grafana N & E & Grafana k5588 , A B EEN
B, HESPBEAEGREMEM Grafana EREEEI AT XIMBKIEATMIL, B> Amazon Managed
Grafana WEZEE , BEZH 142 Amazon Managed Grafana ?

(® Note
5 FEE Grafana B BIX#F Grafana #4487 1.3.1 ko Amazon loT TwinMaker

Amazon Managed Grafana B %t R &4

E Amazon loT TwinMaker £ B #EE Grafana B4 ERFER , FETHRUT EREH :

« 62 Amazon loT TwinMaker T4EZ2 8, BEXBIBZTEXMWEZELR |, H5® Al l. Amazon loT
TwinMaker

(® Note

LIBERIEEREF A+ Amazon €12 Amazon Managed Grafana T4EXE Amazon loT
TwinMaker , R, EZBE 4 ELEEMEIEXP, EALAETFIR Grafana 45k IK
#| Amazon loT TwinMaker #fF. A LA ZE] Amazon loT TwinMaker ##ER , HEREER
TR TUE LR BRMBER.
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£ 812 Amazon Managed Grafana TEXE} , RE< B 0IE -/ IAM A€XKEE Grafana EHIHY
MR, XMATHKX IAM B, XRFHRIIRMEFED , AT H Grafana BLEFTE Amazon
loT TwinMaker ##EJR. Amazon Managed Grafana T BE313 Amazon loT TwinMaker N 1l R |
H BRI FHREXLENRR. BEXRREFHNRNESEE , HSH CIEZEFER IAM A6,

HI{TEEHK Grafana

FBa LU RIEE B O EMEMRKIZIT Grafana, BXEITEN LA #IZ1T Grafana WEE |, S
¥ % % Grafana, Amazon loT TwinMaker @4 A] £ A FF Grafana B ZH# %, BX1E Grafana S5
PLEENFEHENES |, F3H Amazon loT TwinMaker B AR F.

HIREAH#IZIT Grafana Bt , B EBRNEZERHIHIRKEZNMNEAFREHRNE, EXERARM
Grafana R EZHIHRM AR IRZEA[TIERE , S H Amazon loT TwinMaker REITFEM#E. RERESG
5| S MRIE Cloud9 L1EE Grafana REME LN H AT R EFEE EC2 Amazon SREMTIE,

BV EEE BN FHRIEIRERFREE TwinMaker HIFR. SR LABEERINE IS N INER
EXI (BSREARIASIEREEFE ) . RASITEAURE AR RSB KAZEIE, flm, mE
#B7E EC2 L B L1217 Grafana , MERIAZEIEEE AT BAiG R EC2 S HITAR , ZABFHRNEN S
BRIFRMEE, £ AREHER IAM A6 WSRHD , FESHRITRMEFN IAM Amazon BiRA
# (ARN )

fIEEF R IAM A6

f&Bh Amazon loT TwinMaker , #& A LA H| Grafana X RIR LV IR TF RIXBR. Grafana &I E#R A
BEETRENNREEXREERE  FEBRATEEEEAKENNR, §li0 , BRIZERATEESLE
BEEUSNNR , MEBEBERAWEFRERRNNER, Grafana BXHIRBFRE LR , MEEHN IAM A6
EHERDIEA, Amazon loT TwinMaker B IEFRIKEE G ZA BN RN Amazon iEH. MRAKEMH
IAM B , Grafana FERIEPHEE , ZBETEESH )N Amazon loT TwinMaker

E 1 Grafana BfEA Amazon loT TwinMaker 2 #IHR , BEERE—N IAM B HKH KK, &0
LA FA LA T A8 AR SR 5 B 61 2R X LE SR B

B2 IAM KR

£ IAM 2 HE AR —NEB R YourWorkspaceIdDashboardPolicy B9 IAM policy. IbZREE R iF
M TEX5E Amazon S3 48 Amazon loT TwinMaker &R, B A UREERERT
Amazon Kinesis Video Streams BJAmazon loT Greengrass Edge Connec tor , X EEXJ Kinesis
Video Streams Amazon loT SiteWise M N ZAHEBN R~=HINR, EESEZNAMG , FEFUTE
BEERZ —.
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1o FTHSAAN PR K BE

WMRETIEMER Grafana MSEHERER , FEM L TRERCZ R,
JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*",
"arn:aws:s3:::amzn-s3-demo-bucket"

]

}I
{

"Effect": "Allow",
"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"
]I
"Resource": [
"arn:aws:iottwinmaker:us-
east-1:111122223333:woxrkspace/workspaceld",
"arn:aws:iottwinmaker:us-
east-1:111122223333:woxrkspace/workspaceId/*"

]
},
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
}

FAENITHEXBEIE Amazon S3 Fi#EE, TEEEEEFER LEERN 3D EHR 7
=o SceneViewerEMHRMXMEPEAY Mo

BIEE IAM E B
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20

3o

ST 1l 48 /)~ BY 40 S3AX PR SR B

ERFIXT Grafana M5B MEEEARA TFRIAR |, EEFRZXERF Amazon Kinesis Video Streams
Amazon loT Greengrass #J Edge Connector BiR#H 1T 0 H, BXRE /NN EFRNXECENEZE
B, 525 8122 Amazon loT TwinMaker #5735 i85 BUK .

FTE VLS PR

MRBEREFMITHFTOHE , MATLAUES Grafana MSHERESNE S EIIRE RN ATHE,. EAAR
1518 Grafana I {EZ= B9 A BB 0] LARE BUE DK - R M E AV ST |, H B AT AR5 17 REa &/ 7=,
Amazon loT SiteWise X BIF R BIEZNFIE RIE.

8 AT AR AR B 2 KB
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
]
}I
{

"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"

]I

"Resource": [
"arn:aws:iottwinmaker:us-

east-1:111122223333:woxrkspace/workspaceId",
"arn:aws:iottwinmaker:us-
east-1:111122223333:woxrkspace/workspaceId/*"

]

},

{
"Effect": "Allow",

BIEE 1AM KB 189
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"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iotsitewise:GetAssetPropertyValue",

"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropextyValue"
]I
"Resource": "*",
"Condition": {
"StringLike": {
"aws :ResourceTag/EdgeConnectorForKVS":

BEER B AR AR R LA T ANER -

X S3 17 R R A R AR A N8 47 = o

THEXFAFFAESEAFA Y Amazon loT TwinMaker B9 RiEi5 B R,
TRIB B AT P R FTE Kinesis Video Streams #5217 (B AR
RRGRIEMK P FFTE Amazon loT SiteWise &= I ™= B F £ 18 %Ko

"*workspaceId*"

FHHERAZFRE Z4HEdgeConnectorForKVSHIER Amazon loT SiteWise 3 7= F R E 1%

F, workspaceld

BIEE IAM E B
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FRI1CIERI AL Amazon loT SiteWise EMEIRIERM edge LEMIN

£/ Grafana FEVISIEMER , AP AT AF B RFUMMIL LG EF L& F Kinesis Video Streams,
BT LR 588 Amazon Kinesis Video Streams Amazon loT Greengrass i 4 & #3835 < Bx Bir 8 %47
B9 4Ef Amazon loT SiteWise % 7= /3 At IhBE. EdgeConnectorForKVs

HREEUURHUTEEFZ/A2RM WorkspacelD IR : . : + = @ _ / -, flun, nREEFE
Amazon loT Greengrass i8I & #2825 < B Amazon loT SiteWise %7 FF Amazon loT TwinMaker

¥ TYEZE[EH Amazon Kinesis Video Streams , M AT AEABREIU THRANIFE : . WorkspaceA/
WorkspaceB/WorkspaceCGrafana #4358 &I FH WorkspacelD Amazon loT TwinMaker X% 3 7= £ #&
BEH T 4H. Amazon loT SiteWise

[E] 428 751 TR i R W& 778 B0 3 25 A PR

Amazon loT TwinMaker Grafana &4 &1 5 13 K iE 1R 2 F K AssumeRole 1 &6 2 #Y 12 &|
HiRA®, ERNI , ZdHE ‘Hi AssumeRole i F A i F £ 1E 5% B K BR 1l 188 A5 0] B B KPR SE
B, BX2ERBNESER , BZHSERK,

X 2B LR Amazon loT TwinMaker TEXZ4IERA R EEN R AR TR

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:: :bucketName"
]
},
{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

W25 LR o


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
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"Resource": [
"arn:aws:iottwinmaker:us-

east-1:111122223333:woxrkspace/workspaceld",

"arn:aws:iottwinmaker:us-

east-1:111122223333:woxrkspace/workspaceId/*"

},
{

1

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"iotsitewise:BatchPutAssetPropextyValue"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"aws:ResourceTag/EdgeConnectorFoxKVS": "*workspaceId*"

ARIME SR
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MREHFIMEBALLoWwEZNRVED , MENLEE Amazon loT TwinMaker B EE1T. X2
RNTHRRZABAGEARESEREMIZITH,

BB UM — S B/ PINREE. BEXEE , FH 222 Amazon loT TwinMaker 1 553% a5 BUER o
2132 Grafana Z5IHEHR IAM B

£ IAM 2 # A5 | 81BN YourWorkspaceIdDashboardRole H) IAM B,
YourWorkspaceIdDashboardPolicy MiiiZEl&e L,

EREEHERECNETRE , B4MAE T Grafana SR RIFEHEF AR ZHERA® L
AssumeRole FIRPR., AU TEREHEERE -

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "ARN of Grafana authentication provider"
},
"Action": "sts:AssumeRole"
}
]
}

BRUMBIE Grafana REMER G HRIFIREEFNESEELR | ES R 18E Grafana M35,

12 Amazon loT TwinMaker {1 571% 88 B K

LUTRE—NErEER , EhE & Grafana FEH Amazon loT TwinMaker $& 4T E K FT A P55
fR -

JSON

"Version":"2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*",
"arn:aws:s3:::amzn-s3-demo-bucket"

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmakerx:us-

east-1:111122223333:workspace/workspacelId",

"arn:aws:iottwinmaker:us-

east-1:111122223333:workspace/workspaceId/*"

3,
{

1

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

42 Amazon loT TwinMaker 373 HH 25 B
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},
{
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropextyValue"
]I
"Resource": "*",
"Condition": {
"StringlLike": {
"aws :ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
}
}
}

BARBERNESEL , HSH 2 IAM %5 850 AA AR H B AR,
48 /N3 1R) B2 R B AR PRST

Grafana I SFIE R ESEMRE 1B A Kinesis Video Streams SiteWise 1 loT , IR 52 B A M 5%
BARLS . i REFIG A S &8 Amazon loT TwinMaker T4EZE (B Tox MV EIR | 15 E T4EZC 832
HERA BN IAM FRE RIS,

48/ GET X PRSEE

BT LB RS R IRR AR /N JT IEHY Amazon Kinesis Video Streams Amazon loT SiteWise F& =815
BB, BAREELE T Amazon loT TwinMaker WorkspacelD 73 Amazon loT SiteWise fB#17& 7=
AT L, S AU EEERINEE , BSRMNO & EEAUMES, RATAERAMEBNRSREX
PR HIXY Amazon loT SiteWise %78 GET HREIMXFR , B A LA RHEHR B XRIEIREY Kinesis Video
Streams,

ARG, B LU & HHRINE YourWorkspaceIdDashboardPolicy K kinesisvideo
iotsitewise &4 :

"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
}
}
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BSR4 TERG - WREL#HITOA

HEUZRP , EEXREBNRGXEN T BEGHTHIRE, RN HTEMERMESE  EHERE
Bk, HTEBREERE. SIERBERES , FTANEERANR DI LANESI IR, EFLEE4A
BREABREEETHEENRN. EAGT WEKRFFLER , FANRENTHEX , BREANRE
EETFRXIDEE.

B LB B IE TG LAR Groupingld FRICEELARTIMXFINRD B, EXFER

T , GroupingID 73 BatterRoom FreezerRoom, #l, BakingRoom#EZB ™ EE 8] Y15k B iE# F Kinesis
Video Streams , H# B RiiZE— MR EdgeConnectorForkVS, {BJ BatterRoom WHr%E, ZET
J«XEEEJ«XTEH—?—H B SHEIR . v+ =@ _ / -

E{&® YourWorkspaceIdDashboardPolicy , AL THREEIE D

.oy

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*groupingId*"
}
}

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/EdgeConnectorForkVS": "*groupingId*"

}

}

3,

48/ GET RSB E 196
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X LB R PR T X 0 4H P4 TE R TR AT IR AR SR E B Amazon loT SiteWise & M7 S 18 F 15 R4
BR. groupingId BEMABIENL. EEINWZEF , ©FF =2 RoomID,

SBEE 48/ Amazon loT SiteWise BatchPutAssetPropertyValue X R

R AR A FF S A STE L ES RV ST E 5B SR ThEE, LAEYSART | B g E— N aTESEE |, HE
Grafana 2 #IHiR LR R RKEBRER,

E & F iotsitewise: BatchPutAssetPropertyValue X R , i&E FBRIAKHE -

.oy

"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
}
}
},

B FERALBE , AP LA BatchPutAssetPropertyValue | Amazon loT SiteWise #A#1%& 7= L {E
AEM, BB EEINZEFPIEESRE PropertylD KR &HIX ©H RN

"Condition": {
"StringEquals": {
"iotsitewise:propertyId": "propertyId"
}
}

Grafana F#Y “MSAIB RS EHCHEIEIRENE VideoUploadRequest& AWM ERE S |, USRI
WML 45 %17 L& F| Kinesis Video Streams BYigE, EEHEPKEZEMENEM ID. Amazon loT
SiteWise B8 YourWorkspaceIdDashboardPolicy , iEEH LU T RIEES :

SBEZE /N Amazon loT SiteWise BatchPutAssetPropertyValue X R 197


https://docs.amazonaws.cn//iot-twinmaker/latest/guide/dashboard-IAM-role.html#tagging-camera-assets
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"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

.
"StringEquals": {
"iotsitewise:propertyId": "VideoUploadRequestPropertyId"

+

AR A SHE RN SIE R 4172 285128 Amazon loT SiteWise BB L AN EEM, BEXEZELR | &
2@ Amazon loT SiteWise A5 IAM &£ &,

SBEZE /N Amazon loT SiteWise BatchPutAssetPropertyValue X R 198


https://docs.amazonaws.cn/iot-sitewise/latest/userguide/security_iam_service-with-iam.html
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£ Amazon loT SiteWise ZRiE#Z| Amazon loT TwinMaker
Grafana 12 &I E

Amazon loT TwinMaker BE# =42 Amazon loT SiteWise 85 A E Amazon loT TwinMaker A4
F, XELEBERNBRASHNEEERRNE , MEFTHHEIRBEZIEE X Amazon loT SiteWise
IR ERESS, BALUER Amazon loT TwinMaker Grafana 4 7E Grafana F A] AL B3RIR A H BT
EERHE , TEXNERH#IT AP HFAREESERRKXE, Amazon loT TwinMaker Amazon loT
SiteWise

® Note

KIEXEFEH 0 2026 F£5 A 20 B , Amazon L XN XK. Amazon loT Events 2026 F
5 820 B2fE , B9 FEBE iR Amazon loT Events #4]& 3 Amazon loT Events &R, &
X*XEZER , S HAmazon loT Events & 1F X #,

Amazon loT SiteWise BiRELE &R

BBRBIRHFEHERE Grafana ##HIRZH , FRRECEBTBUTEREY :
« B3 Amazon loT SiteWiseHI B R FR=R%E, BREZELR , H5HAmazon loT SiteWise FAF 1§
B EIERE~ER MR R,

o 7% |loT Events BiRE R LA R A HiE#Z| Amazon loT SiteWise &8, BXEZELE | 55
i Amazon loT SiteWise FAF 8K E XL Amazon loT EHER,

« Amazon loT TwinMaker & Grafana £/ , X#{R% 0 LATE Grafana #1158 H 2/ Amazon loT
TwinMaker &R T . BXEZEER , 5 @Amazon loT TwinMaker Grafana #$IE R E K o

Amazon loT SiteWise Z4REl & % R4 199


https://docs.amazonaws.cn/iotevents/latest/developerguide/iotevents-end-of-support.html
https://docs.amazonaws.cn/iot-sitewise/latest/userguide/create-asset-models.html
https://docs.amazonaws.cn/iot-sitewise/latest/userguide/create-assets.html
https://docs.amazonaws.cn/iot-sitewise/latest/userguide/define-iot-events-alarms.html
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E X Amazon loT SiteWise BiIRAH IAM B &

Amazon loT TwinMaker £/ T{EZ2(E] IAM A& 7E Grafana PERMEEERFE. EE Grafana F
5 Amazon loT SiteWise #1732 H , Amazon loT TwinMaker TEZ R ARFEL TR :

{
"Effect": "Allow",
"Action": [
"iotevents:DescribeAlarmModel",
1,
"Resource": ["{IoTEventsAlarmModelArn}"]
3. {
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"
1,

"Resource": ["{IoTSitewiseAssetArn}"]

EAmazon loT TwinMaker ##|&# |, B2 —MUKREH Amazon loT SiteWise ‘BR=ISZK, FRE

Hcom.amazon.iotsitewise.alarm@AH LB [ IZRERNINEH , REERFBHENNE=NERE
A,

E X Amazon loT SiteWise ZRE 4 IAM B & 200


https://console.amazonaws.cn/iottwinmaker/
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Add component

Component information

Name
DustAlarm
Type
Types of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iotsitewise.alarm

Asset Model
Choose an asset model.

ConstructionSpot

Asset
Choose an asset.

Spot1

Alarm Model
Choose an alarm model.

ConstructionSpotDustAlarm

tENRESRRFERAERGZELSSAA RFlcom. amazon.iotsitewise.alarm,

BRI ARt , Amazon loT TwinMaker & B3IM Amazon loT SiteWise 1S AKX EHREM
Amazon loT Events, B UES N EHRAGFXBESR K A ITEXRIPAENMERTUERERAH,

&3E Amazon loT TwinMaker AP| # 1T &= R A E #H
BIBRERAEHT , BALUET Amazon loT TwinMaker AP ZHEIRIRAS. HENEFERHE.

BT RERREERIFTRRA

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentNamel}",

"selectedProperties": ["alarm_status"],

"startTime": "{startTimelIsoString}",

"endTime": "{endTimeIsoString}"

} 1

&33 Amazon loT TwinMaker API #1725 i) F & %7 201
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BT RERREERERRA

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentName}",

"selectedProperties": ["alarm_threshold"],

"startTime": "{startTimeIsoString}",

"endTime": "{endTimeIsoString}"

} 1

LT REREEEHTERRH

aws iottwinmaker batch-put-property-values --cli-input-json \

{
"workspaceId": "{workspaceId}",
"entries": [
{
"entityPropertyReference": {
"entityId": "{entityId}",
"componentName": "{componentName}",
"propertyName": "alarm_threshold"
.
"propertyValues": [
{
"value": {
"doubleValue": "{newThreshold}"
},
"time": "{effectiveTimeIsoString}"
}
]
}
]
)

il B 8K Grafana 2 I HE i LAIR ER 2 4R

FERRBE-NSABATIRENNERIR IAM A |, ZACGR—NEEAG K BEFNE
{fEiottwinmaker:BatchPutPropertyValuesi inE TwinMaker T4EX arn BIRXBR , 20T BiIFT
o

BB &M Grafana #2HIE R AIREVER 202



Amazon loT TwinMaker

(AFER)

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"iottwinmaker:Get*",
"jottwinmaker:List*",
"iottwinmaker:BatchPutPropextyValues"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}

qE , BALUKNE IAM AEREFNMATED :

"Effect": "Allow",
"Action": [
"iottwinmaker:BatchPutPropertyValues"
1,
"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

BREENBEASE , BIEHFREA ARN RE.

BB &M Grafana #2HIE R AIREVER
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ESER IAM BeJg |, BXEW Grafana BHERARAEFTHAE® armn, EH “NEREEERE XL
EANR & , AREHFHBEAR/EN arn.

tl} Settings

AWS loT TwinMaker-4 Default

Connection Details

Authentication Provider ) AWS SDK Default
Assume Role ARN

External ID

Endpoint

Default Region & us-east-1

Assume Role ARN

& Specify an |AM role to narrow the permission scope of this datasource. Follow the
documentation here to create policies and a role with minimal permissions for your
TwinMaker workspace

TwinMaker settings

Workspace

»" Define write permissions for Alarm Configuration Panel

Assume Role ARN Write

Explore

B Grafana #Z&IE M2 E IR AT 1L

BRUTER , FEHREEFENMEEHZFER , HANEHRTEE,

BT Grafana 12 HIERSZIMEIR TR
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1. EERETRAHIERETEX,
EEHEEPIRERFER,

ERERERMBERN EREAEETE,
MESRAKE  ERAGRAGTE | UNABM.
SFiZEM , %1% alarm_status M alarm_threshold,

o o b~ W N

EEEE , ENZSBRER ID RELEEHE,

® Note

FRALUTEHER : Get Property Value History by Entity,

NHFRBRF2ERMEABH, BNZEEEHRRESNRNE , LARBEEBNA,

7. NEARINNAFER , LEETHHE.
8. EBWMNMERBPOATEE, TEEEBMTEMT :

€ Grafana Labs Alarm Config Test / Edit Panel

Panel Title

Alarm ID
OverheatAlarm

Thresold
10

Notifications

Edit Alarm

B Query 1 i+ Transform (0

Datasource % GrafanalabsAlarmTest + @&

A

Query Type Get Property Value History by Entity

Entity ReactorCore

Component Name OverheatAlarm

Selected Properties alarm_status (STRING) x  alarm_threshold (DOUBLE) x

Filter

v Panel options
Tide
Panel Title

Description

Transparent background
[ ]

> Panel links

> Repeat options
A ~  AWS loT TwinMaker Alarm Configuration
Workspace

GrafanalLabsAlarmTest (GrafanaAlarmTest)

9. {EMEdit Alarm ( {FEER ) RE , ALEHNIEE , LERSAERHRE.

10. 1E#ESave (&E ) LIREFHHE.

B Grafana #Z2HIEREINE R THL
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Edit alarm

Cancel

(® Note

L FEARATEHAEANINNEEER. FERREREN LRER , FHEEY
RERNFT B ESEE —EBEA TR SHE REIME.

i
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Amazon loT TwinMaker Matterport £

Matterport IRt S IHERED , ATRABENSERRRENCES IGHIZR 3D EE | ¥ Matterport
WFEFLE, XEEBEFN Matterport ZE[E],  Amazon loT TwinMaker 3% Matterport S5 , 7] LU
Matterport 217 2ZF 4 5 A Amazon loT TwinMaker ¥ 5, B3 fF Matterport 2t F XX f2fs 5 Matterport
B3} Amazon loT TwinMaker 1&'5—11«/{7(5:&5?&%1""EP—IMW*H”"?"“ME’J?!}&%XXH@H R85,

mmumfmnmuu l

; 2 Punuzm/ﬁr

BXRBEH Matterport WEZE L |, 012 Amazon loT TwinMaker 1 Matterport T2 T L # Matterport
XH4,

EHER

 Matterport SE Y £ RFMH

« £ K18 Matterport EiE

 FHREY Matterport SEIEF & Amazon Secrets Manager

& Matterport Z= 8] S A% 5 Amazon loT TwinMaker

« £ Gra Amazon loT TwinMaker fana 2 #IE4k $ £ Matterport Z=[&]
+ 7E£fR Amazon loT TwinMaker B9 Web R &5 # £ H Matterport Z°

207


https://matterport.com/partners/amazon-web-services
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(AFER)

BE SR AR LE S8 AT AT LT 4R 4E

« £ Amazon loT TwinMaker M AR EHHE AR Matterport FR & F 224,

+ 7£ Graf Amazon loT TwinMaker ana #ZH|ER P EEE S AK matterport Hi3E, BX<FEH Amazon
loT TwinMaker #1 Grafana WEZEE. , &1 Grafana 13 &I E R & KXo

o FRH Matterport Z[E] S AHEH, Amazon loT TwinMaker

o ERHSAEHERZSEPHIEN Matterport $5:Z, Amazon loT TwinMaker

+ 7£ Amazon loT TwinMaker 75 B3) & RIEM Matterport 28
%o
ERIER 3N RBSBRAK.

1. H R FH 183 Matterport EiE
2. FHRE Matterport FEUE1F £ Amazon Secrets Manager

3. ¥ Matterport ZE 8§ A= Amazon loT TwinMaker

A[BATE Amazon loT TwinMaker 2 #| A FFRER . EERFIANRE

Matterport & 5 LA 56 SR B P | Y R R R R

ZRMRICER , A EERSHPLEE

NENE=Z"RERT , 7T7F
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https://docs.amazonaws.cn//iot-twinmaker/latest/guide/grafana-integration.html
https://console.amazonaws.cn/iottwinmaker/
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Amazon loT TwinMaker

Services v Resource Groups ~ * N. Virginia Support v
AWS loT TwinMaker » AWS loT TwinMaker Settings @
Settings

How it works
Waorkspaces

Workspace

Component types

Entities
Resource library
Scenes

Query editor

Settings

What's new [4
Documentation [
FAQ A

Pricing [4

@ Feedback (@ English (US)

Settings for your AWS loT TwinMaker account

Pricing options

Model sources

3rd party resources

3rd party software integration. You can configure AWS loT TwinMaker to work with 3rd party software. This pages lists which software is available for integration

¥ Matterport integration (1) info

How it works

Step 1. Contact Matterport

In order to integrate your Matterport
assets into AWS loT TwinMaker you
need to contact matterport directly
to request an integration with AWS
loT TwinMaker. We recommend that
you reach out to your point of
contact, or request a contact here so
that they can provide guidance on
the necessary components for
enabling the integration.

Step 2. Record your
Matterport SDK credentials

Record the client id and client secret
for your Private Model Embed (PME)
application and the SDK key from
your Matterport account.

Step 3. Add your
Matterport credentials into
AWS secrets manager.

Add your Matterport credentials as a
secret in the AWS Secrets Manager.
When adding you secret in AWS
Secrets Manager, you will have to
add a tag with key
'‘AWSloTTwinMaker_Matterport’ to
this secret since it's a 3rd party key.

Step 4. Select your
Matterport account in a
scene composer scene,

Add Matterport scans to your scene,
by selecting the connected
Matterport account from within the

scene settings page.

Contact Matterport [2 |

‘ Go to Matterport [4

AWS Secret Manager [4

Go to Workspaces

Connected accounts

Name

Description

ARN

No connections

Copy you Matterport SDK credentials key into AWS Secret Manager.

AWS Secret Manager [4

Matterport £ R Y SRS

£ 5 Matterport &£ Matterport Z & , Amazon loT TwinMaker B &R FE R AT £RZH -

« BELME T 2K Matterport K FE KT =R Matterport ™ f. Amazon loT TwinMaker

« YREBE— Amazon loT TwinMaker T4#EZH, BXxEZER

.5 AT Amazon loT TwinMaker,

« BEZEH T Amazon loT TwinMaker TEZR AR, EXEUBTHEXAGHNESER , HZHL
EMEE Amazon loT TwinMakerf RS A E.

NITEXBERMATAR

Matterport 52 B9 56 R & 4
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https://my.matterport.com/
https://docs.amazonaws.cn/iot-twinmaker/latest/guide/twinmaker-gs.html
https://docs.amazonaws.cn/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
https://docs.amazonaws.cn/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
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{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": [
"AWS Secrets Manager secret ARN"
]
}

« AERFR Matterport SAELE S AERK S EF T, Matterport BFHERS ARLEEIE]RA
(PME).

MRBELZLHE Matterport EFZE | FEESMAIIEKR,
MR IE&AE Matterport BRR A |, BB TS BREKR Matterport FHERIEHITEK :

1. 3¥TF Matterport #1 Amazon loT TwinMakerT [
BRERRBARAUITFFERR KSR,

R EEEMEREEER.

HEBMEE | 1%3F SAY HELLO &R &% 2| Matterport,

nal N

BRERG , B NERSREERIEAFERN Matterport SDK MFABEE A (PME) &Zi,

® Note
XA RE SRR mE RS mA£R,

4 % H 18 % Matterport EiE

E 5 Matterport £ Amazon loT TwinMaker , & 243R 4 Matterport Amazon Secrets Manager &
i, EALLTRERYE K Matterport SDK Ziif

1. FKIZH Matterport IKF7 o

2. SMEEHNIK/FIRERE,

3. MARENHERE , ERFTREILELW,

4. HEFREIENME, Bl SDK ZHAEERD

5. HA SDK BAEEIMH 5 , EFARMF SDK HARIEDL,

Matterport SDK ZiE 210


https://matterport.com/partners/amazon-web-services
https://authn.matterport.com
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6. 3RS Matterport SDK %45 , 7£ Grafana BR$585#Y Amazon loT TwinMaker ZZ4AFR RN E . 0
RIZFERAIRZE Amazon loT TwinMaker NARFEH , BSARIANEHNEENFHE,

7. ETXR, KI NABRFEKEERD , BNZ2FTIHN PME NRARERF. HESUATER !

(@ Note

ATEFRBHANEMREE R, AERNEBNBUERIETEFREH, YIFE Amazon
Secrets Manager &l & R 7 i 5 47 F sE 4 L2 33 1T Matterport 5 5o

LB T HERNEHH B Matterport ERNEHKFBAT PME 5§ , XEZIERLBEZ6IE,
MRXLEFEU KRB |, EBR Matterport, BREERBK R , S Matterport #] Amazon loT
TwinMaker BxRF&K ¥,

A X Matterport SDK ZIENEZE R |, iS5 Matterport B9'E 77 SDK X #4 SDK X #4#ER

FHREY Matterport FZUE 7 &£ Amazon Secrets Manager

AT SBRFER Matterport EIFFME L. Amazon Secrets Manager

® Note

BEBERIE £ HIZF Matterport EiF TBHHN S ROIEMNEZ FIRER4E F e Lttt 1T
Matterport £

1. %% Amazon Secrets Manager #1548,

SMEIRARE , AREERFETER.

NFHARE | FEFRHMEHARE,

ERMEXNES , ARIMATREX , H¥F Matterport FIEENE :

> Wb

« £/ Key: M Value: application_key BIE2®{EX, <your Matterport credentials>

fF Matterport EiE 7% £ Amazon Secrets Manager 211


https://matterport.com/partners/amazon-web-services
https://matterport.com/partners/amazon-web-services
https://matterport.github.io/showcase-sdk/index.html
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« £/ Key: # Value: client_id BIE®EX. <your Matterport credentials>
« £/ Key: M Value: client_secret SIBEEX, <your Matterport credentials>

TG, BRESBERTUTRAINEE

Key/value pairs info

Key/value Plaintext
application_key matterport_application_key Remove
client_id matterport_oauth_app_client_id Remove
client_secret matterport_oauth_app_client_secret Remove
+ Add row

NFEZRE , HEFEBRIAINERE aws/secretsmanager,
ERET—SPHEREFPARE,

EERPARAMNERFR,

ERER D N EZEBRAFIN—MRZ,

© N o o0

B EFRZR | BUTREBBEAWSIoTTwinMaker_Matterportfina B &4 :

fF Matterport fZIEf2f% 7 Amazon Secrets Manager 212
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AWS Secrets Manager » Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

Step 2 Secret name and description info

Configure secret

Secret name

Step 3 o X
A descriptive name that helps you find your secret later.

Configure rotation - optional
‘ AWSloTTwinMaker_MyMatterportConnection-1 ‘

Step 4 Secret name must contain only alphanumeric characters and the characters /_+=.@-
ep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

Key Value - optional

‘AWSIoTTwinMaker_Matterport ‘ ‘Entervalue ‘ ’ Remove

(® Note

DFORIM—NMrE, RERSH SN Ak , /8@ Amazon Secrets ManageriiinsE =5 %
ARMEERE,

EFRAAMED, RBE-MEE , BULERMMEET -5,

9. HEREMRERME, %F Next ( T—F ), REFAREN TERRE, NREFETRABHANR
MEFZERR , FEREE Next ( T—F ) . BEXBHRRNESZELR |, BSHEH Amazon

Secrets Manager %4,

10. EEENHLBINRALRE. ERFANBHE , BEEFMH®,

BHXREAMEZ{EE Amazon Secrets Manager , {52 LA T Amazon Secrets Manager X#4 :

- FERAAEMEER Amazon Secrets Manager

« fF 42 Amazon Secrets Manager ?

fF Matterport fZIEf2f% 7 Amazon Secrets Manager 213


https://docs.amazonaws.cn//secretsmanager/latest/userguide/rotating-secrets.html
https://docs.amazonaws.cn//secretsmanager/latest/userguide/rotating-secrets.html
https://docs.amazonaws.cn//secretsmanager/latest/userguide/managing-secrets.html
https://docs.amazonaws.cn//secretsmanager/latest/userguide/intro.html
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+ ##t Amazon Secrets Manager 3%

BAE , WA LUF Amazon loT TwinMaker Matterport BIRS A RT . BSET—THHTR , F
Matterport Z2 8] § A% & Amazon loT TwinMaker

$F Matterport Z=E[8] 5 A5 Amazon loT TwinMaker

M3 SR B W FEFXEH Matterport I/, Matterport B#RMEZ TP, EAUTIREA
Matterport A MR :

1. &3 Amazon loT TwinMaker %14

2. BIBRITHEREHEFEH Matterport ZEIFIELE Amazon loT TwinMaker 3% 5,

3. BRITHFE , SMEREETF,
4

EEBENE=ARRT , REEEEHR , AERWAEUTIEEDMN HRE Matterport FEUFF#1E
Amazon Secrets Manager |2/ %48,

Hierarchy Rules Settings

¥ Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

spaces in your TwinMaker scene.

nnection name

Matterport #£1% & H 3 17433 Amazon loT TwinMaker 214


https://docs.amazonaws.cn//secretsmanager/latest/userguide/rotating-secrets.html
https://console.amazonaws.cn/iottwinmaker/

Amazon loT TwinMaker

(AFER)

® Note

MBEIN-KETLTEENEE , HSME Amazon loT TwinMaker & &iRERE , X

FF %A Matterport £ IS TR

Hierarchy Rules Settings
Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration

Matterport integration enables you to integrate your
Matterport account with AWS loT TwinMaker.

No connections

Connecting your Matterport account lets you view

Matterport spaces in your AWS loT TwinMaker scene

Learn more

5. ¥k, £ Matterport Z2[B] T 5| RPIEFEEHE P EAR Matterport Z2 8],

Matterport #£1% & H 3 17433 Amazon loT TwinMaker
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

6. EEZMEGE , EALLSE A Matterport B H G H## 7 Amazon loT TwinMaker 325 | Hi&
ERTSARZERY,

Matterport #£1% & H 3 17433 Amazon loT TwinMaker 216
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(AFER)

Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.
Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to
Twinmaker data.

Mo Tags imported

Import tags

& A Matterport $3E 5 |, ZIRMTEEFIRSIZAFTEU . & LAT BT EFIEH Matterport #5
% , Amazon loT TwinMaker BAME B/ 1AL RBIEH Matterport i R E Ho

Matterport #£1% & H 3 17433 Amazon loT TwinMaker
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to

Twinmaker data.

Last updated March 17, 2023, 14:32)

Update tags

7. YREZ I Amazon loT TwinMaker & Matterport £/ , TREFREY Amazon loT TwinMaker 3%
=BAES AW Matterport Z2 (8] X BFRE, RAI AL BEAEH A S —HEX A Amazon loT
TwinMaker 3% & T{E,

Matterport #£1% & H 3 17433 Amazon loT TwinMaker 218
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BxEH Amazon loT TwinMaker 72N EZEER |, HSRGIENEE Amazon loT TwinMaker

=
o

#£ Gra Amazon loT TwinMaker fana ¥ #IE 4§ £ A Matterport Z=
8]

fF Matterport Z2[E] S A Amazon loT TwinMaker 3z =/5 , YRETLAER Grafana {X&XAR+H B Matterport
TREFZIR. MRRELN Grafana BLE T , BBAIRRFITI Grafana k4R , EIA Amazon loT
TwinMakerfE i & A B Matterport ZRIEEFIF =,

R &K Amazon loT TwinMaker {8 Grafana #{TEE , 5% 7T K Grafana £ AR, £
Amazon loT TwinMaker & Grafana £/ , IREFHMEE, BALAERBTEEMN Grafana =41 |
] LA Amazon Managed Grafana.

WMFEEM T ## Grafana EBMERIE |, FSHHLLT XA

« Amazon loT TwinMaker Grafana 2 &I E R & X o
« Amazon Managed Grafana.
- BTEEM Grafana.

F£4R Amazon loT TwinMaker B Web N AR H £ Matterport Z=
%

£ Matterport ZE B S A Amazon loT TwinMaker #7=f5 , BIAIE N ARFEH Web Amazon loT M
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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FRAREEETA

A1 LA Amazon &3 62 KB 3 H N2l Amazon H AR IFERZFE PR HRINR. RBEXL TS
SO WARKKEIHNNR, Amazon EEFEARHFERMITEXLER R, KSBERMEERL JSON X4
By Amazon FEXFHER. BX JSON RENHENESFEE , HSH (IAM AFER) S8 JSON X
B R

EERAEARE , BYEXLBNEEATUNMA AT RUAREMFAFKETHRITRE , REEERFNBRMT
ARE,

RABRT , ARFNASXEAENR, IAM EERZ IAM XKBEFRERNEAEH , RAERAFTURK
AXEFE, IAM REEEXRR , AE REER BT ERNITRE,

ET BRI RES

ETHMNRBREMMNBSH (A/., AWNAR ) B JSON RRKMIMAY, XERIZH S 6 TE
T AZH TR BERRNITHLRE. ETHOFAIZETEHNEE , B2H (AM AFER) +
MEAEFERERKEE L EEX IAM KR,

ETEMRBEAURARRE ( ERRAZNENFHP ) ARERE ( HNBSNHHHIRIE
B ) . ETHRIAERERBNANRRE cBHTER  FS5H (AM AFER) FNEEERRS
MR R B 2 R FEAT IR

E T RIRAYREE

ETRIFHREE MR ZRAY JSON KM, R~PIEHE IAM B EEEREN Amazon S3 F#EH
Kb, EXFHETRARNEKBORST , BRSEERA AUEACIREFNBERFNLR. BLME
E T RIFH RS I8 E £

ETRFNRERMN T IZRSFHRNEKRE, ETREETRRNRBERER IAM FE Amazon £E
Ko

Hth R kA

Amazon XIFHMREERE | XERBRBUTIREEFENANRBERBER FTHRANR

- NRLF  REETEHNREITURT IAM ZEHNHEANR, BEXESZEL , 558 (IAM AR
1B FH IAM SEAREY I BRIZ R,
PR S5 35 5 SR B (SCPs)-1E FIE E A L S H 41 8 (VY B KX PR Amazon Organizations, HXE %5
B , #5/ (Amazon Organizations FiFF#8R) YIRS IZHIK RS
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html

Amazon loT TwinMaker CRPER)
- BIREFIZKEE (RCPs)-REKFHARFENHZRATANE. BEXELZEEL , HZH (Amazon
Organizations A1) K & IRIEH KEE (RCPs),

- 2EERE  ENASHBSASRENSEN  FASBREENSRER, BXESER , F5H
(AM RF$Em) FHSTERE.

S REERE

SN RBEWRBEA T —MERE , ERORREMERNELER, ETHES NSRBI
A Amazon BERE AWER , HSH IAM AFEEHHNRBITEEE,

#n4al Amazon loT TwinMaker 5 IAM B2 &

EFEH IAM EE i[RI PR 281 Amazon loT TwinMaker , &5 7 f#E HFLE IAM ThEERI L85 B Amazon
loT TwinMaker,

SO LAFEELBE A Y 1AM ZhEE Amazon loT TwinMaker

IAM Zh&g Amazon loT TwinMaker X1
ETSHOER =
E T RIR R e
REaRIE =
REG R =
REE SRR =
ACLs )
ABAC ( BRI ) i)
e B R =
EHRR =
BREAE =
REXEKAE B
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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BE4H T RAZEH 1AM TheE Amazon loT TwinMaker A& EHAth Amazon RS 2 MAERA | ES
% Amazon IAM Identity Center AP IERH M 5 IAM Ei & A Amazon RS,

ETF 54R%E Amazon loT TwinMaker
YRHETHHHEKE : 2

ETEHNNRBETMMEEZH (N IAMAF, AFASAR ) 1Y JSON fRRREE A, LR
BRHAFNASEMAMESE T BERFRITHRERE, BETHNMCTEZETSHNNRE , SR
(AM BiFfEr) PEAESEEREERE LB EXL IAM IR,

BIEMEMA IAM ET S HKRE , BUEERTRELNRENTRUAR A TFHIELRENRS. B
THET1E JSON REEHERMFFALE , F5H (IAM BFHERE) HH JAM JSON EEETE5 A,

ET 5 EBE RH] Amazon loT TwinMaker

EEFE Amazon loT TwinMaker E T BRI RE | 5. ET B HHEKE KA Amazon loT
TwinMaker

REPE T AR EE Amazon loT TwinMaker
TEETRENXRE . &

ETHIRAVREE M NE R IR JSON KB, ETRHRNKRENRESHE IAM BEEEREN
Amazon S3 FREMEKE, EXRHETRARNKBHERS S  BRSEERATUEREMNREFHNEE
FRTER . X TEEPHMNRBEHNRIR , RIEE SUEE EE T X ZFRIAT L REUARETL
FHETHIT. BLAEETRENRBPIEEEH. ZERATUNEEKS, AR, A, REAFR

Amazon Web Services IR

ESABK/ER , SRCHENKSHEMBKS R AM XEEEAETRRNREHINEE, B
XEZER , FEH (AM AFER) PR 1AM FEEK S R IR R

K EEE T3 Amazon loT TwinMaker
TERERIREE B

EIE R A LAEA Amazon JSON SREEREEWARBRMT L, HFRY , BN EETN AR IFER
1THRE | UREFLAFHTNIT.

JSON REEHY Action TR A TERKP AFFIEL G RINRE, ERBHFISREUARTR
ITRERERRR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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E&EFE Amazon loT TwinMaker ##E5I%K |, SR (RFFZENSZE) Amazon loT TwinMakerd E YL HY

EENITH KB IR/ETE IR /ER Amazon loT TwinMaker AT BIS :

iottwinmaker
EESENMEAOPEESWMRE  BEAEZSNEENRT.

"Action": [
"iottwinmaker:actionl",
"iottwinmaker:action2"

]

E&EFE Amazon loT TwinMaker EF 5 RN RH , SR, ET B HREBE R Amazon loT
TwinMaker

BB E & B Amazon loT TwinMaker
TERBRR : 2

IR A LAER Amazon JSON REERIEEWANBRMT L, HFRY , BN EET AR TR
1THRE | UREALAFHTNIT.

Resource JSON R TERREEMENAREN —INHZ AR, EFAZRESXE , HFEHAE Amazon
HBRAF (ARN) BBERR. NFAZERBERNRWIRE , BEABES (*) RERMBANAT
MERR.

"Resource": "*"

EEE Amazon loT TwinMaker BRERE K HFI®K ARNs |, HS R (RFZENSZE) Amazon loT
TwinMaker P EM W E R, BT Ul AEMLEREFIEESNEIRMN ARN , 1SR Amazon loT
TwinMakerE X Y 1E,

E&EFE Amazon loT TwinMaker E T BRI RA | 5. ET B HHEERA Amazon loT

TwinMaker
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-actions-as-permissions
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1Y K BE S £ 3248 Amazon loT TwinMaker

XBBETRSHRBERME : B

B R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAEATLN A TIRR
1THRE | UREFLAFHFTNIT.

Condition TRIEEEBEAVMNBEELHIFERIT. BUUCIBFERAZGZER (Flw , E TN
T ) EHRESX , UMERBEPNKGESERPHVEMELTE, EEEME Amazon £REHE | 55
1AM AP iEE P RIAmazon £ F %4 £ T X%4R,

EEE Amazon loT TwinMaker &H@%I%K , HZH (RFENSE) Amazon loT TwinMakerH #Y 5
HEH, BETRAUEAZERNRENTR , 2 HENLHERE Amazon loT TwinMaker,

E&EFE Amazon loT TwinMaker EF S RN RH , SR, ET B HEBE R Amazon loT
TwinMaker

F Y5 [E) 325151 &R (ACLs) Amazon loT TwinMaker
¥ ACLs : &

mEEH SR (ACLs) ZHIMLERIEA (KFAKA, AFSHAR ) ARBRKAR. ACLs SETRFH
REEREL , REEMTEM JSON KRB HEER,

ETREMM I EEZEE (ABAC) Amazon loT TwinMaker
X ¥ ABAC ( REEHFIIRE ) : B0 X%

ETEENHARRES (ABAC ) R—MBIEN | ZRMETH R0 EREURR, BT
SR NE 1AM E5F] Amazon IR , AR ABAC S A IFIEZFEAWATE SR LR
PR TR

BEEHTHREEGHRE , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERBANZHTEPREFRZIER

WRENBRSEN TEMERREBIEMAEX=AFMGR , WX T RS , ZENR. MREMRSN
NTEHIRRREISAMEX =GR, WZERBD

BEXABACHEZEE |, 2R (IAM AF1E®E) RWEA ABAC BIUE XN, EEFIRE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMMNIHRIMNRZES] (ABAC) .
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

Amazon loT TwinMaker CAPiEm)

FIEetHEIE S Amazon loT TwinMaker

XEFIEETEIE : &

I BHE BRI Amazon BRENEHHRNIER , HAERELERAK S SRR AN B30I,
Amazon BWEHBSERIGHHER K MARERAKBHRZEA, BEXEZER , 555 (AM AFiE
M) B IAM ARVt Z2EIEF A IAM ByAmazon Web Services fRS .

B 5 IR S5 =KX PR Amazon loT TwinMaker
TEHERIFRLSE (FAS) 2

HEIGESTE (FAS) B AR Amazon Web Services fRS , Bl L Amazon Web
Services RS B T HERS A HBERPIER, BXEH FAS BERNVEKFMEER , BSRERHELS
iFe

Amazon loT TwinMakerdJ RS A&
YERSAR 2

BEAEER—TRSEE. RRENITREN IAM A, IAM EEZ AT LE IAM 56|22, S
RIRS AR, BXEZER , H5H (IAM BF#EE) 88125 Amazon Web Services RS Z R
BRIV A,

/A Warning

BEURSZACNNE R fES T Amazon loT TwinMaker Thigé, RETE Amazon loT
TwinMaker IRt REES T REBRSAE,

KRS AEKX AT Amazon loT TwinMaker
TERSHEXAG B

BEHExAERE —MERSHSEMN Amazon Web Services [RESBES AR, BESAUKRARKRERNIT
BENAE, BESHEXAEEINEELEN D Amazon Web Services i/ , ABHBRESAAE. 1AM BIER
A EEERERERERSKBEAGHNNER,

BXREUBRFEERSHERAGHEAGE , FSHEEES IAM EEEHABAmazon B, ERPE
RIBRSHEXACRIFTEE Yes IR, ERREEIETZRSHRSHEX BB,

#04a Amazon loT TwinMaker & IAM B & & 238


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon loT TwinMaker CAPiEm)

HETF BHM KRB Amazon loT TwinMaker

RIANBERT , ARPNA®EZEZESRIE R Amazon loT TwinMaker BEHNR, ERTFHAPNMER
RHRATIRENDIR | IAM B2 R 0 812 IAM KB,

BT RNAERXL RG] JSON REXHEGIEZET IAM HHNEE , 56 (IAM AFiERE) Pt
2 IAM KB (258 ) .

B < H Amazon loT TwinMakeriE X BVIREFRRRE ( RENERRLENER ) WiFHAEE |, ES
i (PREEFERSZE)Y Amazon loT TwinMakerF H2/E. BRMEHEZ4. ARNs

F&:

- EMSEXE

« A Amazon loT TwinMaker 2%l &
- ATHAPEEMHAITIE S HER

R R fE SRR

ETBHNEREBRAETEARSUUELZNIKFFEIE, HE MR Amazon loT TwinMaker &R
X IR VETTBES fF Amazon Web Services i R4, BIESRAERE T SR | HE/UT
FEEME

- FREA Amazon RERBEH ERRENRNE — EFBEAFMIEARR TR , EEART
LELAGIRTINENAMmazon TE X, SIIERMRAF A Amazon Web Services Ik,
BB E X R A Amazon BFREREK#H —DRINR. BXEZER , HS
7 <IAM AF#EmE) F 8 Amazon FEE X KR TEIRBEN Amazon FEE XK,

- MASKENXIR : F£EA IAM REEEBENRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNEBERFRINTWRE , tHRNRENRREFT, BXRER IAM NAXRBRHNESE
B, #FZH (AM BFERE) F8 1AM YRR,

« fEF IAM RPN K43 — SRS E AR ;480 LA KR IS4 SR BR #IX R R R R T E .
Bl |, AR BRI R RIEESAMER SSL A EFIEER, NERSBRERBIBENSNE
A8, WA LA A R AR RT3 RSS2 ER U7 R PR Amazon Web Services BR%S , #1421 Amazon
CloudFormation. BXxEZEE , HZE (IAM AR £/ IAM JSON FEITE | &4,

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIIEEH : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiottwinmaker.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html

Amazon loT TwinMaker CAPiEm)

« EEZESHRIE (MFA)-TIR Amazon Web Services Il EHNIZSEE IAM APSEBAF | 5
A MFALREZREM. BEERAA AP BENFEE MFA , B MFA KA FMEIBHER S, Bx
BZER , B5H (IAM BFiEr) M EH MFA &RF APIIEIAl,

BX IAMHFHREIRNESFER , 20 IAM AFERETH IAM AN Z 2 HETR.

£ Amazon loT TwinMaker 4] &

EiH[A] Amazon loT TwinMaker 8 #l1& |, BU4MEE —AKENR, XENBLMAFRIIENESR
BXEH Amazon loT TwinMaker & JREYiE41E B Amazon Web Services Ik, HIRBIEZLNEN R
BERBREACHRNETEMAMNRE , I THMNT ZREWRE (AFRRAR ) |, B AN ERMIIE

BiE{T.

X F{XEMA Amazon CLI & Amazon API WA , BEFENHREFERFENR. R , RATH
Al 5 HZEHRITH AP R4 TR IR A,

NERAFMAGMATEER Amazon loT TwinMaker #2#]& , EEEF Amazon loT TwinMaker
ConsoleAccess@ReadOnly Amazon FEEREEM NSk, BXEZEER , 1525 Amazon IAM
Identity Center A P iER 8 9 A 7 in IR

ARFAFEEMHIE SR

ZORBIRER T BRI RS LUAYE IAM AR EEMNIERAF SN ABRMIEER KM, LR
AfEfEiE4ls ES#EA Amazon CLI 2 Amazon AP| LARTE A = 52 B IR ERI AR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

3 Amazon loT TwinMaker &3 F1i5 [al 3t 17 ¥ FE HERR
FEAUTEEXRBBEZHMNEEIEFEH Amazon loT TwinMaker 1 1AM B¢ a]gEB 2 HY E L[] B,
E3

o BENELUTERITIEE Amazon loT TwinMaker

o REMINIT iam : PassRole
o A AFFRIUINK A Amazon Web Services Ik 5 A FE B Amazon loT TwinMaker &R

ERENELL T BN ITE/E Amazon loT TwinMaker
MREWRERETR , BEELTPHRITEMRE | NAMEFREE L R IFRITIZIRE,

% mateojackson IAM AR R HERAEGFHAEETEEXEN my-example-widget BIRNIFHER ,
BFRPEREN iottwinmaker:GetWidget MR , K &£ LT REIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iottwinmaker:GetWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFKIERE , LUAFERA iottwinmaker: GetWidget B
B my-example-widget ®iRo
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MRGBEERE , FHEREN Amazon EER, FNEEAREMEREIIIN A,

R LRI 4T iam : PassRole

WMRBRE|—NEIR | RIETHEINIT iam:PassRole B , NS MEHERBUAFEGHBIMEIRLS
Amazon loT TwinMaker,

BL Amazon Web Services Bi55 RIFERANAABGEKRESLZRS A MTARUEFMVRSACHRSH
XA®, Nt , BLAERNACBEEERSHINER.

AN marymajor B9 IAM AP = FE A S &£ Amazon loT TwinMaker#1TiRER , 2K 4EM
TREER. BER , REXTEERFSACIHETFHNES ATMITLHIEE, Mary TEERACEKEE
PR &5 AU BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXERT , XMEH Mary BIREE S b 4T iam: PassRole #1E.
MREBEEFHE , FHREN Amazon BB R, BNEERZREZFEILN A

A8 A FRUIE A Amazon Web Services K 58] B Amazon loT TwinMaker &
R
BAUBE— At , UERMKFFANAFPSEBALNN ARG ATUERZABRIFREHNER. &HA

BIEERESEY , IURKAAR®, X TXHETRIFRA R RZEHFIER (ACLs) WIRS , &)
158 PR 3 L5 SRl o) AAT1 4R T 1 ) S8 B BR VAR BR

ETRELZER , BSRAUTHREA :
- BTHREZA Amazon loT TwinMaker Z#iXEINEE | iE SR W17 Amazon loT TwinMaker 5 IAM Eg

&R,

« BT HNMEANEIEENERENIGENE Amazon Web Services i/ |, {525 IAM B IEE T
A [ & AE Amazon Web Services ik B9 5 — 4N IAM A PR E 15 R XR.

o BT BUAI[E5E = 5 RIS R IR 5 R AR Amazon Web Services IKF | iE5# IAM A 18
EHMEE=HREHRNBR. Amazon Web Services I F°

s ETHRIMIBYEMERRESRITREFENER , HSH (AM AFERE) P ALTNT S BRI
AP ( BRBRERIE ) B EINR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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- ETHEAACNETRRNRBHTERSHRZENES , H36 (AM AFER) B8 IAM
o Y S K P BR 5 ]

RS HEXABETF Amazon loT TwinMaker

Amazon loT TwinMaker £/ Amazon Identity and Access Management (IAM) RS #x &€, RS
RABR—MEZEZEXEN IAM AEHIR4ERT, Amazon loT TwinMaker RS H8% & & H RS M
E X Amazon loT TwinMaker , ‘@IFZRFREKEFAEM Amazon BRFFIFENFIENXIR,.

REHERXARMEIREZTE Amazon loT TwinMaker EINAR S , BRER L FIR NS ERNIR,
Amazon loT TwinMaker EX ERFZHEXABHNIR , BRIESZSEEN , BN Amazon loT TwinMaker
HEeiEEEAR, EXHNRBEETRBEANNRERE | LR TEEM MBI E M IAM EEHRRR
B o

HREEEEMBREXERE , BFEMBRBRSRBEKA R, X TR ER Amazon loT TwinMaker
BIR , ARETETCE PR R &R R

BRXERSHEXAGHEMBSNES , FSHAS5 |AM BEESEAAmazon RS , FHERSHERA
BHFERIRE ‘B RS, ERENEE K EFZRFHRSKEA G,

KBRS #E < A& B PR Amazon loT TwinMaker

Amazon loT TwinMaker A& N AWSServiceRoleForloTTwinMaker B RS <EX A — Amazon loT
TwinMaker RFARREFAHH M Amazon RS HRBE LS EHAR,

AWSServiceRoleForloTTwinMaker RS HXBEETUTRERRAZAE :

 iottwinmaker.amazonaws.com

BHANABNBRERE AWSIoTTwinMakerServiceRolePolicy Amazon loT TwinMaker 5233418 E &R
SERAT®RE -

« ¥4 : all your iotsitewise asset and asset-model resources
M iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

BYNEEFERF, AfACRBLRE, FEINBRBSHAXAGHNIR. BEXESER , 5
59 IAM B $ER) PRBRSHEXABNR.
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BEEFHUBRBZSKHKAG, HB1E Amazon Web Services BEIZHIA. 3 Amazon API HEH
Amazon loT SiteWise B=MBE~=HEE ( BF=RZ ) Bf , Amazon loT TwinMaker & &8I 2RS4
A, Amazon CLI

MBEPBRZBESAEAE  RAEEEEMIE , £ UEAHEREEKFPPEFUIREAG, H&
@2 Amazon loT SiteWise BF=MBE=EH ( BF=R[Z ) B% , Amazon loT TwinMaker £ X 7 &4l
BRSMEXAE,

B LAER IAM 2 E| B8 “loT TwinMaker -EEAE” AfIIERSHEARAE, £ Amazon CLI

3 Amazon APl |, EARSEMEIERSHEXRAR, iottwinmaker.amazonaws.comGXEZ(E
B, ESH IAM AFER PHCERSEXAC, MRERRTHRSHEXAR , JUERARENT
EERCEAG,

RENRSHEXA® Amazon loT TwinMaker

Amazon loT TwinMaker & 21 & 448 AWSService RoleForlo TTwin Maker lRE X A€, QRS
XKERABE , BELEENR/CHNEN , RATEESHEASIHZAR®, BRULER IAM REA
iR, BEXEZEL , 55 (AM AFER) PHRERS<EKAE,

BRH R SS#E < & Amazon loT TwinMaker

NRTBEEEFAENESERSXKACGHIIESIRS , RINEBNEHKRZACR. XEFREEREE
G REPNARERASE, B2 , BLREBFERENEERAENRSHEXABN ServiceLinked-
Workspaces , REFEF IR ZBE,
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R IB A M BR R RET Amazon loT TwinMaker RS EEFERZAR® |, NIMERATEES LM, 0
REEXHER  BEF/LoHEER.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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A, BXEZEER , 558 (AM AFER) PHRBRERSHEXAR,

Amazon loT TwinMaker [RE KA EZIFHN X

Amazon loT TwinMaker XEFERERSHMEHXERARSHEXAR, EXEZEERE |, BS
# Amazon X 15 % & o

Amazon FIFEE E B Amazon loT TwinMaker

EaAF, #4AMARRKMNE , £/H Amazon RKEXKLELBCREXKBERSBZ. QB EHR
REFFENREN IAM ZEFEEARREENRBRIMTALAR, EWREA] , BALAEAEIIN Amazon
HEFRK, XERBHEFENFEHRG , 0JEEH Amazon Web Services lKF B, B% Amazon
REXRBNESZELE , B3 IAM AFERHPHAmazon FEE K,

Amazon R4 MEH Amazon EE XK, BLEEN Amazon HEREPHNR. RFZBRE
B Amazon FEE R REE RN BUAZIEHFBE. WEFEHFSTZMMEBORESH (AR, 4
MAG ), SEIWBEIFRETHN , RERETELERH Amazon FEX K. REFTaM
Amazon EERBEHPBRNIRE , B REEHRTLBIREHNINENE,

A |, & Amazon XHEBEZMNRFSH IEREENIEE R, Hla , ReadOnlyAccess Amazon £E %
BIRMEXIFTE Amazon RSB RMN RRHENR. HRF B3 —IFHINEER , Amazon 2N FERE
MR RIENBR, Bx TEBRAERMN IR | B35 IAM BFREEDWERT T/EIREN
Amazon FEE XK,

Amazon FEEFKEE . AWSloTTwinMakerServiceRolePolicy

BT M I AWSIoTTwinMakerServiceRolePolicy EI&# IAM k4K, LR MBRFZHEXARG , £
T RRENITIRE,. BREZER , F5H WRFZHEXABNIE Amazon loT TwinMaker,

BANABNRERE AWSIoTTwinMakerServiceRolePolicy Amazon loT TwinMaker 521 X4 8 E &R
SERT#H#E :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/iot-twinmaker.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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« #4E : all your iotsitewise asset and asset-model resources
M iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
]I
"Resource": [
"arn:aws:iotsitewise:*:*:asset/*"

]
}I
{
"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
]I
"Resource": [
"arn:aws:iotsitewise:*:*:asset-model/*"
]
}I
{

"Sid": "SiteWiseAssetModelAndAssetListAccess",
"Effect": "Allow",
"Action": [

"jotsitewise:ListAssets",

Amazon £ & F
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"jotsitewise:ListAssetModels"

1,

"Resource": [

Mg

"Sid": "TwinMakerAccess",

"Effect": "Allow",

"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",
"jottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"

1,

"Resource": [
"arn:aws:iottwinmaker:*:*:workspace/*"

]I

"Condition": {
"ForAnyValue:StringEquals": {

"jottwinmaker:linkedServices": [
"IOTSITEWISE"

Amazon loT TwinMakerAmazon 3£ & KB EH

EEHIZRSITHREFEXEE LR Amazon HERKEMNEAREE . ARUETEERNAIIR
R, BITHE XA LIERAE LK RSS FRIR.
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I ERIRTRIA T IRE -

- B4 : all your
iotsitewise asset
and asset-model
resources _Lt#

iotsitewise:Descri
beAsset, iotsitewi

se:ListAssets,

iotsitewise:Descri

beAssetModel, and

jotsitewise:ListAs

setModels,

iottwinmaker:GetEn

tity, iottwinma
ker:CreateEntity,

iottwinmaker:Updat
eEntity, iottwinma

ker:DeleteEntity,

iottwinmaker:ListE
ntities, iottwinma
ker:GetComponentTy

pe, iottwinma

ker:CreateComponen

tType, iottwinma

ker:UpdateComponen

tType, iottwinma

ker:DeleteComponen

tType, iottwinma

B
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B iR =g
ker:ListComponentT
ypes

EXEZEER , B3 VR
FZHEX A ENE Amazon loT

TwinMaker,
EHFRBEREER FIREBRIEHE Amazon EEXRE 2022 %5 A 11 H
SEX®

Amazon loT TwinMaker MO VPC L imT & (Amazon
PrivateLink)

BAEE A VPC #ENwK[EERFAE = (VPC) #l Amazon loT TwinMaker 2 [B 8I 2 FAE E#E,
ENiwaBAHEEMHEZE | Amazon loT TwinMaker APls TE BB MM >xAmazon PrivateLink, P&
bR (NAT) %%, VPN E3Z= Di Amazon rect Connect 31 B1 ] f8f F # O i o T RAR G 6
Amazon loT TwinMaker B BE# Ok S G IPv4 # IPve ( ROk ) o B8 VPC RIIEHITRE
E/NE IP 1t Bl 0] 52 %15 Amazon loT TwinMaker APls, &# VPC # VPC Z BI#F & Amazon
loT TwinMaker T2 FF 1L 5 #h B £

BMEORE[EHA TP — PN HS N EEMNEEORT,

BXEZER , 2 (Amazon VPC AF#ER) HRIED VPC im & (Amazon PrivateLink)e

Amazon loT TwinMaker VPC K i3 S fIE =B

ERZEED VPC KT S 281 Amazon loT TwinMaker , 2 & Amazon VPC BAFPIERPMIEZEOL
T B T A BR o

Amazon loT TwinMaker X#EMERE VPC AR EFAE API 81,

o NTFEHBEFE AP B4 | BEAUATHES :
data.iottwinmaker.region.amazonaws.com

BEFHE AP BESEUTRE
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https://www.amazonaws.cn/privatelink
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
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» GetPropertyValue

» GetPropertyValueHistory

» BatchPutPropertyValues

o EPXIIEFIFE AP B4 BEANTIRR

api.iottwinmaker.region.amazonaws.com

XEFNEGIFE AP BEIEUTRE .

» CreateComponentType

» CreateEntity

* CreateScene

» CreateWorkspace

* DeleteComponentType

+ DeleteEntity

* DeleteScene

» DeleteWorkspace

* GetComponentType

+ GetEntity

* GetScene

* GetWorkspace

* ListComponentTypes

* ListComponentTypes

» ListEntities
» ListScenes

» ListTagsForResource

» ListWorkspaces

» TagResource

» UntagResource

* UpdateComponentType

[ P22 P2 PN i

Amazorr e TwiiakerVPC K i ¥5 S K EEM

* UpdateScene
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https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_BatchPutPropertyValues.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_CreateEntity.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_CreateScene.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_CreateWorkspace.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_DeleteComponentType.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_DeleteEntity.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_DeleteScene.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_DeleteWorkspace.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetComponentType.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetEntity.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetScene.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_GetWorkspace.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_ListComponentTypes.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_ListComponentTypes.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_ListEntities.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_ListScenes.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_ListTagsForResource.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_ListWorkspaces.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_TagResource.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_UntagResource.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_UpdateComponentType.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_UpdateEntity.html
https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_UpdateScene.html
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» UpdateWorkspace

3 Amazon loT TwinMaker®|Z# 0 VPC % &

I&ALAE A Amazon VPC # %14 5 Amazon Command Line Interface (Amazon CLI) 73 Amazon
loT TwinMaker BRS5 812 VPC Kim T K. BXEZEE , 558 (Amazon VPC User Guide) HHY
Creating an interface endpoint,

FERALTRE BN Amazon loT TwinMaker H 812 —4 VPC KiwT =

« WTHIEFE AP B, EEAUTRSEH

com.amazonaws.region.iottwinmaker.data

o X TG E APHRME |, BEAULTRS B

com.amazonaws.region.iottwinmaker.api

Flan , MBRENLIET LS ARG DNS |, N LAERZLmT SBYERIA DNS B#5[ A& Amazon loT

TwinMaker H APl i§3Riottwinmaker.us-east-1.amazonaws.com,

EXEZEER , 5 (Amazon VPC AF1E®E) PRENE DK 215 R RS

Amazon loT TwinMaker PrivateLink A T X2 % F -
» us-east-1
AT A XX #1Z ControlPlane BRS : usel-azlusel-az2, Flusel-az6,

AT X X #1Z DataPlane BR%S : usel-azlusel-az2., Musel-az4.

* us-west-2

AR AT A X % #F ControlPlane 1 DataPlane BR%5 : usw2-azlusw2-az2, FMusw2-az3,
* eu-west-1
* eu-central-1
« ap-southeast-1

+ ap-southeast-2
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https://docs.amazonaws.cn//iot-twinmaker/latest/apireference/API_UpdateWorkspace.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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EXTAHAXNEZEER |, HSREH Amazon &R A A X-Resour IDs ce Acces Amazon s
Manager.

Amazon loT TwinMaker @33 #0 VPC KRix T #1715 9]

BIEEOLRRET BT , Amazon loT TwinMaker EJﬁTFﬁ?EZEEE’LJﬁ"ﬁ HAEER DNS E£4
%. Amazon loT TwinMakerBIAER /5 AFA%E DNS, EXEZEE |, 5 Amazon VPC A IE
EHRNERAMETLE X,

MR RS EHAFE DNS , MA B LT VPC # & [ Amazon loT TwinMaker & 1 APl 3K,

o XA THFEER API RE , FEAUT RS,

data.iottwinmaker.cn-north-1.amazonaws.com.cn

« X TFEREER APHRE |, BEAUL T RS

data.iottwinmaker.cn-north-1.amazonaws.com.cn

MEERNImREZERAFAE DNS |, NATNITUATRIE , FEEBE w15 E Amazon loT TwinMaker :

« 7 API BERH$EE VPC iR URL,

o XNTHIEFE API BE | HEALUTHR URL, fFHvpc-endpoint-idEmAEH VPC LixTy
21D,

vpc-endpoint-id.data.iottwinmaker.cn-north-1.vpce.amazonaws.com.cn

o XTF2FIFm AP B4 , FEAUTHR URL, Fvpc-endpoint-id&#NIEH VPC LixT
21D,

vpc-endpoint-id.api.iottwinmaker.cn-north-1.vpce.amazonaws.com.cn

« BERIHBZBEAINEE, £ Amazon CLI H&E Amazon SDKs API §'=f="1’|5li'1L TE PR 55 Uik = B [ A0
J:%ﬂ’f*ﬂﬁjéﬁio X453 Amazon CLI #1 Amazon SDKs £ #&38E VPC KixT1 & Amazon loT
TwinMaker B4 URLs ,
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https://docs.amazonaws.cn/ram/latest/userguide/working-with-az-ids.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-az-ids.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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/A Important

8T 3E1E Amazon CLI 2 Amazon Tools for PowerShell R 2B E MBI B E A, XEKE

WMREERTHE DNS , 5T EH Amazon CLI 8 Amazon Tools for PowerShell

Amazon loT TwinMaker B33 VPC KixT 21T, MBEEFEH XL T E Amazon loT

TwinMaker B K imT /Bt 1Ti5E |, &5 AFHE DNS,

BXMAEPEZERAININSEANESEE Amazon SDKs , 5S84 SDK B LT X R4ER S -

« &M T C++ B Amazon SDK

« &M T Go ¥y Amazon SDK

« &M T Go B9 Amazon SDK v2
« XEHTF Java B Amazon SDK

» Amazon SDK for Java 2.x

 &FF JavaScript B Amazon SDK

« XEHAT NET #9 Amazon SDK

« &M T PHP #y Amazon SDK

« @A T Python (Boto3) By Amazon SDK
+ & AT Ruby B Amazon SDK

BXEZER , %2 (Amazon VPC AF#ER) PRIETEDKSIGRRS.

R VPC LY SE R Amazon loT TwinMaker

BE AR VPC im KM pn#R &3S Amazon loT TwinMaker# i BBV in R KB, XRBEIEEUTEER :

o AHUTRERN EE,
- AHITHVERE.
« ANERITRENTIR,

BXREZEE , 550 (Amazon VPC A iERE) HPMEA VPC in S HIXI BRSS R 15 Ao

A~ . BT Amazon loT TwinMaker B/ER VPC KRimT A K.
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https://sdk.amazonaws.com/cpp/api/LATEST/struct_aws_1_1_client_1_1_client_configuration.html#a3579c1a2f2e1c9d54e99c59d27643499
https://docs.amazonaws.cn/sdk-for-go/api/aws/#Config.WithDisableEndpointHostPrefix
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/configure-endpoints.html#migration
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html#setDisableHostPrefixInjection-boolean-
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/latest/AWS/Config.html#hostPrefixEnabled-property
https://docs.amazonaws.cn/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.AwsClient.html#___construct
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/IoTSiteWise/Client.html#initialize-instance_method
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-endpoints-access.html

Amazon loT TwinMaker CAPiEm)

LT 2K iET S KK RE Amazon loT TwinMaker, <BtR&K T St , LR F Amazon
ARy IAM AP iottwinmakeradminl2345678901 2% A ‘& B # 175 HH Amazon loT
TwinMaker = 4EH 175 R X BR o

{
"Statement": [
{
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/role"
},

"Resource": "*",

"Effect":"Allow",

"Action":[
"iottwinmaker:CreateEntity",
"iottwinmaker:GetScene",
"iottwinmaker:ListEntities"

]

}
]
}

S MIIE Amazon loT TwinMaker
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https://www.amazonaws.cn/compliance/services-in-scope/
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https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
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2@ FRE ( PFS ) WHRBEMH |, 40 Ephemeral Diffie-Hellman ( DHE ) = Elliptic Curve Ephemeral
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https://www.amazonaws.cn/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
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- BXEFMNEER , iﬁz % Amazon loT TwinMaker BRE B,
« X APl TREE4IMEESR |, 52 Amazon loT TwinMaker AP| 7 57 BR &l

B % Amazon loT TwinMaker i S HEE R

ELURTE S NEE Amazon loT TwinMaker , EERKR. MEFEH HTTP EF % , NFEEZ APIs 10
THANESFEHMBBEFERMBIR. B2 , RBEHEE Amazon SDK Fl Amazon Command Line
Interface ai T HRIEIE , RRAENL B3RS ER ISR

- FEHAEEFEEAapidigk APIs, 0 api.iottwinmaker.us-west-1.amazonaws.coms
- FEHABIEFEdatadigk APIs, Il data.iottwinmaker.us-west-1.amazonaws.coms
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https://docs.amazonaws.cn/general/latest/gr/iot-twinmaker#limits_iot_twinmaker
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