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BRE-SEREERTHRERRECAIFRS. RIRBELNEEAGIRERBER .

real-time
E——— Patiom 1 J : Enrichment, @

o ' Filterin o

5 5 7® ering  ~ A

; ELY:O Amazon Kinesis Amazon Managed Service

i 3 : e Data Streams for Apache Flink

: :‘$ Ej

loTCore 10T Core A'W-Pﬂ S3
Rule %DE

Publishing MQTT Pattern 2 near real-time

Messages Amazon Data
Firehose

¢

Transformation
(Optional)

B 1. WE# Kinesis Data Streams £ F5& A T Apache Flink B9 & #1£& R SS

EXfERD |, BEEKXHS Amazon Kinesis Data Streams SR EIE | XS o] LASSATUREE,
LB DMAREFTRHOHIE, Amazon loT Core

AR #

1. BHEE : Amazon loT B#ES=et % A £ Amazon Kinesis Data Streams #, Amazon Kinesis
Data Streams AT LA ESRBH ¥ E T Amazon loT BRENESFHEHE , MMSET a2 M F
ER,

FR] A EEAEERITHRIERE 10
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2. RNEHBUE . FAHEAT Apache Flink WIS #HEERSRAE, FEMMFIERBILS# Kinesis
Data Streams B ¥#E. Flink A EZMNEHLABIRME TEARWIIEE | SRS, BFEMIGERE,

3. IR : Flink MAOEFHIER HZ] Amazon S3 L& MNE —F 0. ARG , AILAER
Amazon Athena S5 H At 5 MRS E K Amazon RE X LEEIE,

MRENNARFSIRESTRABBAAZTESRLE (HIMENTEREN ) , WEMLES , it
BABREE,

B 2 : A% Data Firehose

EXFERT , HIEF XA E Amazon loT Core5 Amazon Data Firehose £5, , A& SHIEEREE
1€ Amazon S3 A, LIEIEZIFEA Amazon Lambdai#t T E AR,

B A2 AT

1. H|EEIE : Amazon loT BB EEZEMNEN IR R PRI S A Amazon loT Core Amazon Data
Firehose,

2. RIEBEIHE : Amazon Data Firehose X EBH ITEARNWER IR | FlagNERMT T, BOTA
JB B Firehose #iE# | =S EHBEE N A HE Amazon Lambda ERECRERE ARNRERE , A
EBNEAETERM,

3. FHEEBIE  ABENWEREE UL F XM 5 N4 E Amazon S3, Amazon Data Firehose £ H3)
VFERUALCEREABRBENELE  MNMBRTE. SROWBERMT,

NTFEBEAREFHRMNMLBN THERE , BEEALESN, ks , Amazon Data Firehose i& 7 F# 7E
Amazon S3 FH BB IREBIEE M A9 XIhEE , MMk 7 RE,

HR 2 . S H 2R B IE
3 F 2 AR BV H 124 7 PRI BRI Amazon loT Analytics , BEEFH S HE| Amazon S3, 7 T &1Lk

TFE , BAILAEA Amazon CloudFormation iRk B ITEANKIES H THERRE. S LAERZM
AT (ETFrESEE ) HEIERE

SR 2 SHZARRKE 11
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(AFER)

loT Anlaytics Datastore

4 )

Dataset

Customer Account

l\ScrIpl generated dataset /1

i

Template

Input Parameters:
- Datastore Mame
- TimeRange

= Export 53 Bucket

| Content
Delivery rule Run Expoﬂ]

CloudFormation @

53 Buchket
{ Customer chosen)

Amazon CloudFormation A F5#iE S 2| Amazon S3 HIE 1R

L BB T £ Amazon CloudFormation AR ] —##& Amazon loT Analytics 77 0l EIEE |
M AFETRBRSEHTERNIRE. XATAFEMENNEEENRERENBIIER. W, &6
BTABRZBAN , AT HHIES HE Amazon S3 ##& .

TSR T IXELSR,

1. MR Amazon CloudFormation R FHHEH S FH YAML X4, fla0 migrate-

datasource.yaml,

# Cloudformation Template to migrate an AWS IoT Analytics datastore to an external

dataset

AWSTemplateFormatVersion: 2010-09-09
Description: Migrate an AWS IoT Analytics datastore to an external dataset

Parameters:
DatastoreName:
Type: String

Description: The name of the datastore to migrate.
AllowedPattern: ~[a-zA-Z0-9_]+$%

TimeRange:

FR 2 FHZA R KE
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Type: String
Description: |
This is an optional argument to split the source data into multiple files.
The value should follow the SQL syntax of WHERE clause.
E.g. WHERE DATE(Item_TimeStamp) BETWEEN '09/16/2010 05:00:00' and '©9/21/2010
09:00:00'.
Default: ''
MigrationS3Bucket:
Type: String
Description: The S3 Bucket where the datastore will be migrated to.
AllowedPattern: (?!(~xn--|.+-s3alias$))”[a-z0-9][a-2z0-9-1{1,61}[a-2z0-9]1%
MigrationS3BucketPrefix:
Type: String
Description: The prefix of the S3 Bucket where the datastore will be migrated
to.
Default: ''
AllowedPattern: (~A([a-zA-Z0-9.\-_1*\/)*$)|("$)
Resources:
# IAM Role to be assumed by the AWS IoT Analytics service to access the external
dataset
DatastoreMigrationRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: iotanalytics.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: AllowAccessToExternalDataset
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- s3:GetBucketlLocation
- s3:GetObject
- s3:ListBucket
- s3:ListBucketMultipartUploads
- s3:ListMultipartUploadParts
- s3:AbortMultipartUpload
- s3:PutObject

SR 2 SHZARRKE 13
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- s3:DeleteObject
Resource:
- !Sub arn:aws:s3:::${MigrationS3Bucket}
- !Sub arn:aws:s3:::${MigrationS3Bucket}/
${MigrationS3BucketPrefix}*

# This dataset that will be created in the external S3 Export

MigratedDataset:
Type: AWS::IoTAnalytics::Dataset
Properties:
DatasetName: !Sub ${DatastoreName}_generated
Actions:

- ActionName: SqglAction
QueryAction:
SqlQuery: !Sub SELECT * FROM ${DatastoreName} ${TimeRange}
ContentDeliveryRules:
- Destination:
S3DestinationConfiguration:
Bucket: !Ref MigrationS3Bucket
Key: !Sub ${MigrationS3BucketPrefix}${DatastoreName}/!
{iotanalytics:scheduleTime}/!{iotanalytics:versionId}.csv
RoleArn: !GetAtt DatastoreMigrationRole.Arn
RetentionPeriod:
Unlimited: true
VersioningConfiguration:
Unlimited: true

2. BEZBESHBUEMNEIETE Amazon loT Analytics . FEARIERES , RIVEER
Fiot_analytics_datastore AWy RHIBIEFM

> Data stores

Data stores (1 & Create data store

Name Status Last message arrival time Storage information File format Created Last updated Data partitions

Jun 12, 2024 9:55:08 AM -0400 Service managed JSON Jun 11, 2024 1:59:17 PM -0400 Jun 11, 2024 1:59:17 PM -0400 Not enabled

3. SIESBEENHIES HEH Amazon S3 F#E., EAEEH , BA1EFEMiot-analytics-
export o

SR 2 SHZARRKE 14
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azon 53 ) Buckets
* Account snapshot - updated every 24 hours () View Storage Lens dashbeard
Gentral purpose buckets Directory buckets
General purpose buckets (6] 1o C Copy ARN Empty Delete Create bucket
1 @
Mame v | AWS Region ¥ | 1AM Access Analyrer Crantion date v
| [:] - i Ny L e 1 I US East [N. Virginia) ui-east-1 Wilw analyzer for us-aadt- Jurve 12, 2024, 09:56:18 (UTC-04:00)
. 1S
4. AI# Amazon CloudFormation 4%,
+ S E https://console.aws.amazon.com/cloudformation.
1S . [YERN —
- B RIBMR  REGERE “ERMER (FRE)
+ k4% migrate-datasource.yaml3#,
B Create stack
Prerequisite - Prepare
Prepare template
B © Choose an existing template Use a sample template Build from Application Compaser
R
Specify Iern_plate
Template souwce
Amazon 55 UAL 0 uplcad a template file Sync from Git - new
Upload a tamglate hle
[ Choose file
migrate-datascurce yaml X
$3URL  hitps (/33 us-east-1 amazonews.comycf-templates-dagumrjd movk-us-east-1/2024-06-127134305. 780 Zrer-mgrate-datascurce yaml View i Application Composer

5. RAMRBWMARHUTSH

+ DatastoreName : EE# Amazon loT Analytics K EIE1Z 6 Y B Fio

« M@Q@ igrations3Bucket : F#EEBEHIEN Amazon S3 17 .

+ M@@ igrationS3 BucketPrefix ( A[i% ) : Amazon S3 F#E MY AR,

« TimeRange ( AJi%& ) : ATMEERESHAKIENSQL WHEREF A , ATFRIEEERESEE
FHRBERD NN

SR 2 SHZARRKE 15
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CloudFormation » Stacks ) Create stack

Step 1

Specify stack details

Create stack

it Provide a stack name
Specify stack details
Step 5 Stack name
Configure stack options I iot-amalytics-data-export
Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 25/128.
Step 4

Review and create

Parameters

Parameters are defned in your template and aliow you to input custom values when you create or update 3 stack.

DatastoreName

The name of the datastore to migrate

I iotanalytics_datastore I |
MigrationS3Bucket

The 53 Bucket wherg the datastore will be migrated to

I iat-analytics-export I I
MigrationS 3 BucketPrefix

The prefix of the 53 Bucket where the datastore will be migrated to

| Enter 5tring |
TimeRange

This is an optional argument to split the sourcs dats imto multiple fles. The value should follow the SQL syrtax of WHERE clause. £g WHERE

tem_TimeStamp) BETWEEN '09/16/2010 050000 and 08/21/2010 05:00:00

| Enter String |

Cancel Previous | -

6. # BEMKRAI BFRLEH T2
7. EREERELUEIAGE IAM BT , AERE RX

The followi {3} require bilities: [# le]

This template contains Identity and Access Management (LAM) resources that might provide entities access to make changes to your AWS account. Check that you want to create each of these resources and that
they have the minimum required permissions. Learn more [

1 that AWS CloudF might create IAM resources.

Create change set | Cancel Previous Ii

8. T “EH LM FLEEHKRUBRTERER,

SR 2 SHZEEROEE 16



Amazon loT Analytics CRPER)

iot-analytics-data-export ® X
Delete Update Stack actions ¥ Create stack ¥

Stack info Events Resources Outputs Parameters Template Change sets Git sync - new

Events (8) : C
Q Seorch events ®

Timestamp v Logical ID Status Detailed status Status reason

2024-06-12 09:59:54 UTC-0400 iot-analytics-data-export @) CREATE_COMPLETE - .

2024-06-12 09:59:54 UTC-0400 MigratedDataset © CREATE_COMPLETE - -

2024-06-12 09:59:54 UTC-0400 MigratedDataset @ CREATE_IN_PROGRESS - Resource creation Initiated

2024-06-12 09:59:53 UTC-0400 MigratedDataset @® CREATE_IN_PROGRESS

2024-06-12 09:59:52 UTC-0400 DatastoreMigrationRole @ CREATE_COMPLETE - -

2024-06-12 09:59:35 UTC-0400 DatastoreMigrationRole @® CREATE_IN_PROGRESS - Resource creation Initiated

2024-06-12 09:59:34 UTC-0400 DatastoreMigrationRole (@ CREATE_IN_PROGRESS

2024-06-12 09:59:32 UTC-0400 iot-analytics-data-export © CREATE_IN_PROGRESS - User Initiated

9. MUTERMKE , M ZE Amazon loT Analytics - BIFEUEETIBHEIREE,

| loT Analytics > Datasets |

Datasets (2) c | Crustedatmet

1 @
[ Name Type Triggers Status Created Last updated
[ iotanalytics_dataset Query No trigger has been set yet. @ Active Jun 11, 2024 1:59:19 PM -0400 Jun 11, 2024 1:58:19 PM -0400
C intanalytics_datastore_migrated Query No trigger has been set yet. @ active Jun 12, 2024 9:59:55 AM 0400 Jun 12, 2024 9:55:53 AM -0400

10. RERERNHBESE  REET UEIZET SHBES.

loT Analytics > Datasets > iotanalytics_datastore_migroted

iotanalytics_datastore_migrated Delete

Overview

Dataset ARN into Created
arncawsdotanalyticsus-east-1:276334286 71 3:dataset/lotanalytics_datastore_migrated Jun 12, 2024 9:59:53 AM -0400
Type Last updated

TQuery Jun 12, 2024 9:59:53 AM -0400
Status

© Active

Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags

1. I EREENARETNFLELEERNS,

SR 2 SHZEEROEE 17
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ol Analytics ) Datasets ) lotanalytics_datastere_migrated
iotanalytics_datastore_migrated runnew || oatere |
Overview
Dataset ARN Infe Croated
armawsiolanalylicsus-east-1:2763342867 13 .dataset/iotanalytics_datastore_migrated Jun 12, 2024 10:21:26 AM -0400
Type Last updated
Query Seni3rRE WE1IE AN a0
(:\J AClive
Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags
Dataset contents (1) C
1 @
Dare Name Status Duration
Jun 12, 2024 12:00:22 PM -0400 02015e7-4580-4902-943 2. fafd ce 56500 &) Succeeded 2415 ms

12. &5 , B TE Amazon S3 24| & 3T Fiot-analytics-export Z WK EE S HH AR,

Amazon 53 ) dets > jot-analytics-export ) iotanalytics_datastore/ > 17 2652/

== |

171(.._--_2652/ (P Copy 53 URI

Objects Properties
Objects (1) s (&) Actions w Create folder @ upload
Obyects sre the fundamemal entibes stored in Amezon $4 You can use Amaron 55 mventory [2 1o get akst of all shjects = your bucket. For others to access your obyects, youll need to exslicitly grant them permes i oa et 2]
Q 1 ®
] Name - Type v Last modified ¥ | Size v Storage class v
Y 1020157 133
= r— e | June e 12, 2024, 12:00:28 (UTC-04:00) 38MB Standard
ol 565l <8

NAMEABESTREEN

LIB4F Amazon loT Analytics THERHEIBEIT L # Kinesis Data Streams 5 Amazon Data Firehose
B, RIAF Amazon Glue I 5# Athena A LA — SR IEIBIE 5 T RiE. Amazon Glue #{L T
WIEHER MR , ™ Amazon Athena I X FX B BIEHTIRIE, TRESENER,. SNEERDHN
Amazon loT HIERME TEK, AV BELFIENBRE R,

NRAMEXBZTEREER 18
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¢
N
<1

Glue Glue :
Crawler Catalog

Amazon 53 Amazon Athena

Summary

FF2E Amazon loT Analytics TEHREMIERE Amazon loT Analytics ] Amazon Kinesis Data
Streams, Amazon S3 , HiF@ELEAME, Amazon loT EXKEWNEESD., ZRBREHRATE, ™
R FE B KN DT IhEE | FEREH IR MBI BERREBERAN N,

EIRME A I EM IR Amazon CloudFormation S FEIB X EBEZENKELZTREE,

BRBEIBRMSRNEEA , BZH Amazon loT Analytics EMN T H, i&E R TG I BRET Q12
HES B REMISENTT

EEREESE  EETHTEAETHENFINERTSEHEENBIES | BETEUER Amazon
loT Analytics 12 & H AR IR BN BT,

BEETIRIER , fUUTATEHREERNMNMLEEE , NTHREEETSENHIER. FIA Amazon
Glue 1 Amazon Athena #— &L T BB ERNEN , FELTESBEEMEMIREEATHMITEZN
Do

X fh 5 R FE BREB A M H K Amazon loT Analytics THEME | NTTE RV E N FHTIB KA EF
5k, #M Amazon loT FIEFIREHFEANE,

Summary 19
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Al Amazon loT Analytics ( #Z#l8& )

FERAARHECEPTEMN Amazon loT Analytics BIR ( BFFREAH ) , ARMBEXMEMRZRIENE
FA L%

© &%
s MBRBELUTHEPFRAKREZSR , U Amazon loT Analytics 2 B NEEHR N NEZR,

+ Amazon loT Analytics #HAEE—RA'1ZIEE , AT RIESE, EE. BEFE#MEE
%, &3 Amazon loT Analytics | & f5 BN 7T #% 2 b Th &L,

o REEFNS|SETHEIE Amazon loT Analytics BRIEBNE TR,

EEBLAT R BRI Amazon loT Analytics B, BB, BEFEMNBEE, AUELQERT T 04
£/ Amazon loT Core 12 #l|& K IEEREZ Amazon loT AnalyticsidE B,

=

=
« &3 Amazon loT Analytics #2#|&
- BIEBEE

- BIEBIEEM

- BIEEE

- DIBBES

o« £ KIEHEEIE Amazon loT

- &F Amazon loT HEKHE

- HRERER

- RELHEIE

- ZiEAER

&3 Amazon loT Analytics &l &

EFRER , BYTIE— Amazon tkF ., MREEZELE— Amazon tkF7 , BFSMEhttps:/
console.aws.amazon.com/iotanalytics/,

&% Amazon loT Analytics 4] & 20
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Amazon loT Analytics

(AFER)

WMREZHE Amazon K7, FRBUATIREZ -1,

#1Z Amazon K/~

1. $TF https://portal.aws.amazon.com/billing/E A

2. REREFELNEBRE,

FEEME , REIBEERRIERS  BEREABERENA —NRIES,

M AESEMBET Amazon Web Services I |, B & 81722 Amazon Web Services IKFIEAF —1. 1B
AP ERHEZK P R ATE Amazon Web Services IR FI'&iR, fENRERSSR , ERAF

DEEERHENR , HFEREABRAPRITEZRA S B RNROES.

3. %3 Amazon Web Services B2 #I& H S Elhttps:/console.aws.amazon.com/iotanalytics/o

BIEEE

BEWEHATFHRLEN, FEEHHEREE oT REBE. ZRUTIROUEBENEE,

PIREE

1. 7£ “https://console.aws.amazon.com/iotanalytics/# & ¥ #& Amazon loT Analytics” % H , 1%

REBHE,

loT Analytics X
Prepare your data with

Channels
» Pipelines
.\
Data stores ..
Datasets ) O :_:_'.
Notebooks

Settings

Documentation [4 Channels

Forums [4 Use your channel to collect raw and
unprocessed loT device data from other

Contact us [ services.

@ New console experience View channels

Tell us what you think

loT Analytics

Pipelines

Convert raw data from your channel into useful
data with activities that transform, filter, and
enrich your raw loT device data.

View pipelines

Data stores

Store your processed loT device data to use for
data analysis.

View data stores

® Tip
WA AN S E R IEE EE,

tIEEE

21


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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2. 1£ Channels ((&i&) WHA L , i£#* Create channel (BIZZ&EE),
3. EETEEFEIHEL, MABXBENFHAEE,

a. WAM—BZTRINBEESE .

b. (&) EHRER , F—NHZNMNEENRE (BEX ) FMEBESR. HmEEHTRRER
Amazon loT Analytics 22 # &R

C. ﬁ?¥—|:_$o

4. Amazon loT Analytics FFARELEN RV RZHRFEFEEL DAL EFERS (Amazon
S3) FfkEF. BULUEE B DK Amazon S3 & , LA AH B MEE ZFM&HME , Amazon
loT Analytics 2 A LA IR EE Amazon S3 &1,

a. EAHEP , NXTFHEERE  ERRSEERFMH,
b. NTERFRRBEBIENFEETE , EFETRA,
c. EET—-F,
5. EEERTEL , %A Amazon loT Analytics EM A INEH B BB S E Amazon loT Core,

a. H A Amazon loT Core EEMFESM , Hliupdate/environment/dhtl, EAHKENE
EE 5 , N5 I =B R4 @ IEE K5 H R BEE,
b. 7 IAM A& XiFH , & Fig. T UEHACEOT , mARACH B, AREE WA
B, X 2N T EMRENAE,
c. EET—Z,
6. REELNIEE K ARBERLUERE,
7. BIAEHHBEEBE REBERE L,

DIEHE T

BREFHEBERAFHRENERRE. BREFEFIRYERE. MR , HIEFM# R Amazon S3 FHMEH A
FREVTEANFEE, ERUUAREBTEARBJVENEEEASINEEFE, HE , EUUAREE
BB B M R i H S R

BB TSRO ZBIERH,
IR RIE 7

1. fEhttps://console.aws.amazon.com/iotanalytics/ % B IEEE A Amazon loT AnalyticsZ8 0 | i%
REBREFH®.

BIRBIE T ik 22
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(AFER)

2. &£ BEEME AL, &R BRBIEEME,
3. EEEREFHFACSENHEL  MABREBE#ENERER,
a. HEHEEFEE DD, MAE—WHIEEF® D, ZID ZORELEER.
b. (A& ) XNFHRL, BRERMFHRL , F—ARNSPEERE (BEX ) FINBIBIEFE
F, FRZEBIFHRIRERN Amazon loT Analytics8I2 K &R
C. iij:%-lt_io
4. EBREF#HEXENEL , EENAEFEEHE.
a. NTFHER 6 EFRFEEFM.
b. WTEEEZERZESLHEHENE , EFFTRE,
C. iij:%-lt_io
5. Amazon loT Analytics #3E17 % X 3% JSON # Parquet XHHE R, N TFHBEE#HBESLERS | Bk
£ JSON = Parquet, 5% Amazon loT Analytics XTI NHEXBNEZER | TSR UHHK
o
iij:%-lt_io
6. ("% ) Amazon loT Analytics XIFHBEFHPNEEN P X , &G AL S S5 R BIE L
FELER, EXXBENBEENTXNESEE , BZHEEN S X,
iij:%-lt_io
7. REEZWER  ARER IEREFMH.
8. WAFHBEFEFHIESEREFHERIEL,
tEEE

BYTEE—IEE , FEEERIBEFH. EXEENEERERENRE , AREEREE
BETH. BXEZER  FEHAEEED.

EAHRES , SRR - MURBEERIBFEFHENEE. s , N5 AEEENRLELE

=

WITU TS ROIBREE,

BIEEE

23
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(AFER)

BIREE

1. fEhttps://console.aws.amazon.com/iotanalytics//#%& B I#EE A Amazon loT AnalyticsZ8 %

REREE.

® Tip
WA LN SR BER PR B8

2. EEEREL, &F IEEE,
3. WARXEENFARFEE.

a. HRE ID AR, MAEER
b. &EHE
c. EEEEMNAL , IFECAEERBENRERE,

d. (&) EHREFR  F—AHSNMEERE (REXN ) RMBEES.

e. HHMIEEERMREL K WABRMBWIRAE  MIRPEFELERE  RREERNE

28
f. NAEBRENBMESL-IRE, RAEEET -5,
9. HELTIMINEMEEED, £FE. RRNFEEREEREL , &8 T—F,
4. RELNIEE  RFIERF tIEEE
5. BINEHHEEE REEERE L.

® Note
& 612 Amazon loT Analytics BIR=R T LB ITHUTRE -

- ERBEEREARLERN RS loT REEBHEE.
« RHEM loT RBEEBEFHERFEFED
- ERAEERE, Fik, RRNFEHRE.

BTk, B[ —1 Amazon loT Analytics SQL #iEE , LAMBXEHYEHENIEZHNE A

W,

EE
EBRKIR , XRENEERNMNPIEEUEER Amazon loT Analytics Ri&,

BIEEE

24
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BIERESE

(® Note

BREEEERBENES , XERFEATRUARKEREN , T UARBEXNZN, Mibz
T, BIXNEEEEFHHIENA SQL EifI3k Amazon loT Analytics SI2EIEE.

FREEE—NEEUNS RS SRR MIEE | RSN R ERE U LR AR,
TEURE  CRETOE— M RRE. WEESLATEWRETMHN SQL BANRER , URES
$ETE Ry B HIRIEY 6 B R E WA Wik iR, EABEA%AT Amazon CloudWatch i %I ZA B Rk
RROIB AL

BIRBIESE

1. FEMYhttps://console.aws.amazon.com/iotanalytics/ M S EK S |, B BIRE,
2. ERIEZBESEEL , EF6ZE SAL,.
3. EEEHESFHEENEL , EEHEENFAEE.

a. WABIEENEN.

b. NWTHEF#F , EFERTIRALRI e ZRIEF#EBOE— 1D,

c. (FE)ENRER , F—AHSNMEEXRE (REN ) DMBIBEEF,
4. A SQL REAEWREHEESTRE. BNERLSRFHELBIEES,

a. EFEENFERTD A WACREEMETIRZATHIEN SQL Eif,

SELECT * FROM my_data_store LIMIT 5

BHRAF TR SQL EEMNE Z{EE Amazon loT Analytics , 2K SQL FiE Amazon
loT Analytics.
b. ZALEENREARRIIENAMARTER , A ESHRURKITRER,

(® Note

« BEAHED , KRN ENBREFETENEZ, EZHERFME LIZ1T SQL ERF 2R
B4R, AETERRASEE _ dt.

BIEBIEE 25
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o BBFUNLHEFF SQL BERRE N SEMN R/ NARKEREIZET , B Athena [RF T
BITHRAERR, Bt , BTN 05 SQL EHREIN SEH KD,

BNERVONRBREEAPER LINIT F49, WHKINE , &0 SRt F4a.

o

(TiE ) EAEERBESEE NN EECIZBIEENAN |, REBETRTERNERLE, EAY
MR | MIEEERBESNEE, EXEZEL , B3R BJ Amazon Ev CloudWatch ents JREUZEIR
B E A,

LRt EFE ERFER R TFESRMF, EREEHRFEAREFERFREL K BET -5,
6. (Hik) BAURERSTUHERURMBESR. SN IRNRERESITI,

LB, BRI RERZETER , @it , £ REEHITK TELER T—%,

7. Amazon loT Analytics FFIZHBIEENBWIRAEHFZREIBEERBBRAN I TER. RITEIL 90
X, BEALUERIEEEELRERE, SHURIKEENBSEERTHEE,
BAURBRINBEEREHRRENLTRE , AZAREES, £ BRESWMER MEL , & T
_Z’Fo

8. (Wik)ZABIEEHEELEREEAN , FHEHAXZISEB L , 120 Amazon loT Events,

BAEAHENEMiTEAEER  AERBEREENREEANTELE , 2B T -5,

9. RELMILE , RRRECIBBIES,
10. BINEHWHBEEE REREERE L,

£ A &35 H EBHE Amazon loT

MRECEE—NBENAFHRERHIEE  ZEENREFTHEREFHEUATHPANEH#ITER , WA
LURF 10T 8B HIELIE B Amazon loT Analytics, & AT BAE LA TR Amazon loT Analytics EiE
RIEE

« f£F Amazon loT HERIE,

« fEF Amazon loT Analytics BatchPutMessage API 4k,

ELUTESES | &M Amazon loT Core #2#lA FH Amazon loT JHEREBAKIEEHEEIE , Amazon
loT Analytics LAE #2317

fi &35 58 B 3E Amazon loT 26
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@ Note
ERNHEGEEFANHAN , FEBUATILR

s FBEMFRDARNE, B—HEHPE RN example M EXAMPLE HEEB#HUNEEFER,
- FHMEAMTEEU $ FRIFL, WU $ FLMEBTN ReEE Amazon loTHEANTIE £/,

- BOEETEERFEIENMNASHER , BAXEEETRAHAERNBNBENRESD,
« Amazon loT Core Fo3&1E Amazon i % Amazon #h[X 2 [B K% 5E E..

55 F & 3% H B EdE Amazon loT

&F Amazon loT #£# A&

ESMERPERENE , REEEMQTT NitE Fim

£ MQTT MiAZF s B, & RAFEE

WFEEER , FRASBEE ﬁUEET’iﬁ)\E’JE“ﬁJ’rﬁﬁ:’R#WEEEE’J%*"\O e RBIER update/

environment/dhtl,
5. TEHEAEIDH , mALLT JSON A&,

R e

{

"thingid": "dht1",

"temperature": 26,

"humidity": 29,

"datetime": "2018-01-26T07:06:01"
}

6. (A& ) EERINEESEREVE tH B IGETL,
7. EE R,

RagH—FHEHNBEERRNES. AR5, ENEEXFEEBHIBERMH®,

& ZE Amazon loT JHERHE
BOUEBU TS REEHERRIRINIIEGHEEH,
#&EE Amazon loT HEWHE

1.  EFF https://console.aws.amazon.com/iotanalytics/o

&EE Amazon loT SHEMHEE
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2. ESMERT , EFRE , AGERLLECIENBEST.

3. HEBEEMNFAGERNEL , @ TRIFKEZEES , R RBERWEESEE (1h 3h 12h 1d 3d
1W)o iﬁj::%_/l\ﬁ ( @Jﬂﬂ 1w ) J‘;LEEJ:EE’J%&EO

BRI ERRONDREEEEN AR NH LEEEEEI ST MER, EAHEDR , BRERE
HIEENEEN -7 , BT NEIEMETIER,
BEREEE

1. ESMERT  EEEE , ARERLMEIZEENE .

2. EEEMNFHAEEREL , O TRIIEES , ARELER - ESEEEREF (1h 3h 12h
1d 3d 1w) KA E R ESEE .

HEERLER
BIBENER CSV BRWXH KA ENLR,

1. M https://console.aws.amazon.com/iotanalytics/Z M S E K F , EFRHIEE,

2. & BiEE WHE L | BN BRNBIEENB .

. EBEEEFENEL , EALAEEFEIAETT,

4. EREVFEERECERZHRE  BEREETHEE KX UTECRYBEHBEEEHIE
B, BEENALETFIEERNERHAEREHKT.

5. EMUE AN ERNER , BEBBEABREMFL  RBEREN, & TH XREFSIRFEESE
LR CSV X,

(® Note

Amazon loT Analytics AT LU Jupyter 1248 HTML S0 R A BIBIBEENETRE L, BX
BEZER , BF2H £AEF S T Amazon loT Analytics Eig.

RBEENHE

BRLEE S EEME. oMM TR LR,

HEERLER 28
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Amazon Simple Storage Service

B USSR ENBR KIEE Amazon S3 F#ME , NTTA TSI BERIEBER
-, REMNABEARFMITRCTEP#THR. SN CreateDataseti®
fEcontentDeliveryRules: :destination: :s3DestinationConfigurationFHFE,

Amazon loT Events

BRI LU IR EE N B E R i A R IEXB)1ZBRSS Amazon loT Events , ZBRFEEEB K IERBEHIHRE
MEESRERL , AERREHREN B EAMIRE,

Ak, iEEACreateDatasetiR/ERI R IIBEEHEFERFIEE Amazon

loT Events #i AcontentDeliveryRules :: destination ::

iotEventsDestinationConfiguration :: inputName., BN TIEEAENroleArn ,
ZAERE TIZ1T Amazon loT Analytics I fRiotevents:BatchPutMessage, B BIEHIESE
WEES , #< Amazon loT Analytics FFENMNBIEERNB KB ENEERIEFIEER Amazon loT

Events #i A, ffli0 , IRENBBEITEUTHE,

"what", "who", "dt"

"overflow", "sensor@l",'"2019-09-16 09:04:00.000"
"overflow", "sensor@2",'"2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

A& Amazon loT Analytics XKZEBEU T FERIVEE,

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor02", "dt": "2019-09-16 09:07:00.000" }

BEEVUNR—NARAEBBNBHFER (. PH—NEZNdt ) B9 Amazon loT Events i A
whatwho , #8IZ—“ Amazon loT Events ¥ NESHEH  ZEHREEHPFEHXLE A FERRMA K
BEIRENDEE,

Jupyter Notebook

Jupyter Notebook 2 FEAMAESETIRNBERRZINS RS TN RBRE R, BRI LURAMR
HNAEEENDN , HX loT REFVBBEERVBZZEIF L, fIOATMEN K 9EEFNETE

A,

RAEHBRE 29
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Amazon loT Analytics £ Amazon SageMaker Al £12AEHIFEEH Jupyter EiBA LK, EB6
BEICALHIZH , BMMIE Amazon loT Analytics F1 Amazon A SageMaker | Z A1 X% :

1. 5%l A SageMaker | #25| & H BB L ILAEH -

a. EEFMEER , REIEER Create anewrole (RIEF AR), iBFZAE ARN,
b. BIELIZAREH,
2. HIfE IAM 25| & H &k SageMaker Al B :

At ENZEE-—MERK.

EBRIMABRRRE | X FRS |, %8 iotAnalytics, &R EFRE , REEEREDBA
GetDatasetContent}iERE, 1%£1F Review Policy ( EF X ) .

c. KREXRBIEREME K NEBMARBKN , RAEEE 0ERK,

C

XAFRENARME T MNPIEEREBIEENNR Amazon loT Analytics.

1. BREHELMNSHBEEFIER “EIEA", https://console.aws.amazon.com/iotanalytics/FE % 12
ANELE , EREELIERK,

2. BEEBRERTEL , &% oTA ZHER.

3. EREZLEA NEHL , NERTRARBN, ERRBESEERD &4  RAGERE A6
MBIESR, ERBREIEERXFG , EFEEE SageMaker Al FEOIZEIZAKH,

4. BEFLNGERRE , BERAIBREIER,
5. HEZiLANHL , BWEIEARZEHPFIE Amazon A SageMaker | B #1 58 R,

Z1IEARR

Amazon loT Analytics £1EAEiRTE Amazon BIERVERZ I BRI ATMILKR |, ATHEBEFF A
Amazon loT Analytics ARSI, BAUFEAXEELZAERRTHRELELE , tAUEEFEATIIK
ER loT REBIEH R HBIE,

& A LATE Amazon loT Analytics 2§ & PR EIA T E B4 ER :

- RAUBEERFE - EABRERNNZEZFT (PEWMA) BE | EUENKEFRAERZERN,
- APFAREEIMARM HTAN - NA DB, W, LiEediEF 5B SR TN AR A8 Bt AR A9 fai
« BSRFPMTIN 4 - RASTEKFHICIZ (LSTM) #82 M 4 M2 58 B 3 KN B< K 3 AL

f=,

ZIEARER 30
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SMconsole_link;
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- BRREEFAD - NA K GENEXD 2 HE (PCA) 24 , NERREEABRERRATRZFF
o

- BReE MBI - MA LSTM ™ = FENF AR,

- BReEMESRRETN - NA LSTM T8 /0 X B R 155 B0
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Al Amazon loT Analytics

AT HEEBARKE, FH. LENEHRZHIENEARTS Amazon loT Analytics. AT REY
R~ Amazon Command Line Interface (Amazon CLI), HX¥ %{S & Amazon CLI , S
{Amazon Command Line Interface AF#EF) . BXA AR CLI ts T EZ{EE Amazon loT , 5
5 {Amazon Command Line Interface & &) #H ioto

/A Important

FHaws iotanalytics® %5 Amazon loT Analytics fEf# 173X HE Amazon CLI, f#H
Amazon CLI , B aws iot@® 5 loT REMHMIBLRE,

(® Note

FELLT R A Amazon loT Analytics 384K ( 508, HIRE. BIEFEMNEE ) HAFRE
BFEE , RELBIFEFEANEAAEFEERNPMNEFR., KENBMLIANNEFBIT
L, HERBEIENEFE, TULIHF,

eIEEE

BEWREAFERCENRIGEERE  RAEBRZBEAFIEE. fARERREIEE , FHit
B-SRABFELRBE,

aws iotanalytics create-channel --channel-name mychannel

WM RIEAEN Amazon loT SH B U FEiZSE Amazon loT Analytics , W AT A8 Amazon loT #N 5| %
N, FOEERERAFSINE, XFEFEMN EENEIERIE Amazon loT Analytics FE 7R, FHE
£ ASUEM B — 7555 2 H Amazon loT Analytics #i¥BatchPutMessage,

HHEEZGERNBE !

aws iotanalytics list-channels

REBEXBENESER.

tIEEE 32
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aws iotanalytics describe-channel --channel-name mychannel

KRB SEE EFZEEHEEEN Amazon S3 FHBREEEMN Amazon loT Analytics Amazon
S3 T . AEAEA channelStorage Z¥MIEEMMNF#EF. MIARERRSFEEN Amazon
S3 FEM. MREIERMINEEEFMEELEERN Amazon S3 NP , MMAHER T Amazon loT
Analytics PR BER FRIEFTEH Amazon S3 FEBIHITUATRIE : s3:GetBucketLocation (%
IEFEMEALE ) s3:PutObject ( ¥ ). s3:GetObject (iEHY ). s3:ListBucket ( Efr&k
),

Example

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
},
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:*:*:*:your-iot-analytics-bucket",
"arn:aws:s3:*:*:your-iot-analytics-bucket/*"

NRERFFEENBEFRNETIHINR , KAURFEEMLEBERRE , LBKRATRRNHES
EEBBREENEY. BEREFLEBELRIE.
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B2 IR

BREFHEBEVACRENER. BEFETRBERE , EER— My RETEANERF#E. &9
A ZS N BEFRRFERETERZHLENHEE , Al UER RN REFHRZRAE Amazon

loT JEE.,

aws iotanalytics create-datastore --datastore-name mydatastore

P H R B L ZNBEFMH,

aws iotanalytics list-datastores

REAXBEFENESES.

aws iotanalytics describe-datastore --datastore-name mydatastore

I I# S3 Amazon loT Analytics & IRBEER

B LA BN W IEFEMEE EEEEREEEN Amazon S3 648 Amazon loT Analytics S8 E &
#9 Amazon S3 FEEF. BIEHIEFMAT , A datastoreStorage API SHUEEFTERN Amazon
S3 #FiEH. MIANRERRSEEM Amazon S3 FiER,

MR EER G RIFEFEEEFEELEEN Amazon S3 F#EBF |, NMAHR FEE Amazon S3 176%
M ERITUAT R Amazon loT Analytics R :

* s3:GetBucketLocation
* s3:PutObject
* s3:DeleteObject

MRSERABIEFHEEN SQL ERBBENFRIR , BIRE— Amazon S3 FHEBERE , RFXIFME
BN A @A Amazon Athena i Amazon loT Analytics X PR,

(@ Note
RIMNBWEFEEREBPIEE aws : SourceArn , U BB ERELZLRE, XBEIN Y
XBEEKFWIERFKRHTHE, BRBEERBRENEZEFEE |, 5 @the section called “Bf
IEERSBERERE .
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(AFER)

T RERTFAENRNROIFEBRE,

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {

"Sexvice": "iotanalytics.amazonaws.com"

},

"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [

"arn:aws:s3:*:*:amzn-s3-demo-bucket",
"arn:aws:s3:*:*:amzn-s3-demo-bucket/*"

1,
"Condition": {
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset",
"arn:aws:iotanalytics:us-
east-1:123456789012:datastore/your-datastore"
]

Amazon S3 K
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EXEZELR , 551 (Amazon Athena BFIEFE)Y HM“EKFiHE,

(® Note

A, MREFEFEENBFEFRENETSNIR , EARFEZEFLEBEBERSE , IBEERN
AR BEESEREENER. BXESZER  FERENLEEBERE,

XHER
Amazon loT Analytics #3E176% B 512 JSON # Parquet XX, BRIAXHE R JSON,

« JSON (JavaScript ¥ RERZE ) -— X FEH-BENNEFEIIRAIEER,
« Apache Parquet - —# 5 XFEERX , ATaRE#ENERRKEHRE.

ZEfLE Amazon loT Analytics B#EF@E B X A& , TUEIEBUEF#ENER
#ZFileFormatConfiguration¥ &K,

fileFormatConfiguration
BEXHRRANNEBEE. Amazon loT Analytics HIE1E 4 X3 JSON H Parquet,

BIAN AR JSON, ReEiEE—FfE, QIBBEFMEE  TEAERXXHFEN,

jsonConfiguration

‘@& JSON #KAMEEE L.

parquetConfiguration

‘@& Parquet AW ELEE R
schemaDefinition
ENEUFRENER,
columns
BER#BEN -2,
BNEWHRZTHE 100 5, 85HZTH 100 FHREXRR,

name

S B o
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https://parquet.apache.org/documentation/latest/

Amazon loT Analytics

(AFER)

KERS : 1-255 NFH,
type

HENRE, BRIXFNBBFERENESFE , 525 (Amazon Glue FFRA R 15

M) PHELHBERE,

KERS : 1-131072 NFR

Amazon loT Analytics 3 Amazon Athena BRI THE L5 O FTEHIERE | B-B
S\o DECIMAL(precision, scale) precision

BRBERME (2FE)

LA SR BA ] 6 22 LA Parquet SRR EHIENEIE 6.

IR RIE 7

1.

2
3
4

& F % https://console.aws.amazon.com/iotanalytics/o
ESMERYP , BRBERE,

£ BEREE TEL , &% ABRBIEREH®.
EEEREFRFAEENEL , ABBEE#EMEXNEREER.,

a. EHEFME DD WA -—NBIEFME ID. % ID HEOIBEEEER.

b. (A& ) WNTFHRL, EBERMFARL , F—ARNZPEERE (BEX ) RINBIBIEFE
., FRZEEBTHRIREN Amazon loT Analytics8I 2K &R

C. ﬁ?%jt_io
EREFMERENEL , EENAIEFERIE.

a. XTF#HEKE  ERRSEEEMR.

b. MNFREEREDAERENERE , EFFTRHA,

c. B&EE T—%,

EREHERANEL , EXBRBEIEENEHTRN,

a. XWTF 293, & Parquet, BIBBEEMEE , TEEHZEN,
b. XNT#EIR , HANENBIEEMIERE JSON /&,

c. XNFFRH, EL JSON X ABHEN , T HIFT R,

g
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{
"device_id": "0001",
"temperature": 26,
"humidity": 29,
"datetime": "2018-01-26T07:06:01"
}

d. EFRHMEN,

e. TEHE Parquet BT , BIAEXE JSON ROIMECE, MBEERRXTTE  HFHEH
Parquet Z8%4,

MRFLERMWERESS , FRBRMII , MASE , AEERBIERE,

(® Note

RIAMBRT , BRI LE 100 5, BXEZEE , iZH Amazon loT
Analytics ELEl,

BUNERRBINBIERE, AXAZITHNBERENESER , 55H (Amazon
Glue TR AR IER) FHVEILBIERE,

(® Note
EBEEEE  TEERIFINBERE,

EMRNES , FEEBR,
f. ®ERT—%,
7. ("% ) Amazon loT Analytics XIFBBEFREPNEEN 7 X , FHLE A UAE#H S S5 R BIEE L
BRIDE, BXXFNEHENTXNESZEE , BZHBEEL T X,
®E T—%,
8. HEEFEMEE NEL , EFEMIEE , ABER SIBBIEREM®,

/A Important
PIRRERERE  TEERFINKERFME ID, XA RBIERE,

9. WINHBERF#EREREF#TEL,
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BEXS X

Amazon loT Analytics XEFHIES X , AU ETUZRBRIEFEPHOHE. FRABES KREQKE
B, AAEREEENRE. XD T7THBAERNABNBEEH L TER,

FLARFEERHEREIEIEEENRNBNEYE , XNBEHTOX,

B, BRAREERTHEEI X, BE—NHSINEESXLE , A7 XENBREFHEEED
Amazon loT Analytics 8. Rf5 , %EFIA WHERE FA{L{LEEEMNEA,

IBRBERME (2FE)
THHNIEERNMAER BEX D KR ZBHEFMHE,
DI TP 17 i

1. %&F Amazon loT Analytics 2%l & .

2. ESMERP  ERBIEEMHE.

3. EHEFM TEL , E&F IEBBIEFM,

4. EEEBEERFAEENEHL , AABBEE#EEXNEREE,

a. HEHEFHE DA, WA -NHKIEFME D, % ID EUIBRELEER,

b. (% )NTHE , EFRAMFHL , F— I HSNMEENGFE (BEX ) RNBIBEFE
. PR A CARE B ERIR B 0 H A2 K IR Amazon loT Analytics.

C. ﬁ?%jt_io
5. EEREFMEAETEL , 5T A7 BIE.

a. NWFTEMEE  ERBRSEEFMH.
b. NTEEERZSAEBHENE , EELRE,
c. &EE T—%,
6. EEBHEXATEL , EXHBEIEZNERAER,
a. NTFHEFHBERNSE , & JSON = Parquet, B Amazon loT Analytics 35X
HRANEZER | FSRXHER,

(@ Note
BIBBERME  TEERZEN,

BEXDX 39
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b.

ii?% -F_Z'Fo

7. NEBEFFEUEZAEND X,

0

e.

X FAMBRESX , mEE M.
X TFHEDXR , HEEDXFHEXHERES

1%3$% Samp le sour ce , AFIEF N LLBIEF#UWEE BB Amazon loT Analytics Ri&,

FEHEROIEES , RBEERTHREFEHTOXAGEEEME. ETXR , FEEERN
NBEETHEES XEER BB X4EE.

(@ Note
15 R — AN B KOR BB

NTHEMBEF#IXEE K BFENAXIXEENELEFE, SEL-—SHERNENE
ERBIEEEREAN D XOEE, FRAUTEREELSME !
- PXRE-BEEKSXEERREMEERNRAB D XKE,

- BHEBHMEEZH-BRINERT , Amazon loT Analytics FHE F 8% B 1 E B ARE 4
WEMRENBE S XEENFIRF., REEMEMUBEN S XEENEM. SR UEA
WHERE FAHRM4EE B MR ICERMERE,

s FAPXEMHLEENEMNIITTHE __partition_ BI,

o WFatRBE S XER | Amazon loT Analytics BIELL T NEE_ year , B
. __month__day., _ hour,

- BEF - EFHRSI 0 XER LR EEANIER,

MNFEEH AR  FEITEEEHRER RV REREENEE D XK, ETUM
Amazon loT Analytics ZI HV N ETHEFE —1 , B A EE N 5ENBERXHETEN
EI, F4 T RIS E B B E SRR,

ENNTREEEMNMERE | BEE S5 X,
iijaxF -F_io

8. EEFMUE NEL , K EFENER , RAEER CIBBEEM,

BEXDX
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/A Important

- DIBEBIERME  TEERBERME D,
- EREBEWNASKX , #HERS — M EFH T BT EEENLERIE

9. WMIAFHBEFHESEHREFMTEL,

BIEEE

EEEARBBENEE , HEMEEFREREFE AT ELENFTLER, ENBEEEEIHK
EEe  FlE-1MEE, BENENEERTE Euﬁlﬁﬁﬁﬁﬁﬁﬁﬁﬁﬂﬂ'lﬁﬁﬁk HENBEF#E
A, TEESEAHMED. AXEEREENEE  BZHEEED.

EFF RS , HINNBWESIR - , ZEEMNHEBEEEEIIBESRE , MANTEMEMRE, R
&, EE@IAJE&E‘Z&E;ALEUZ&ET?{%E &R BAB| ABNY BB TR B AR B 12 3R

BETUTHRUEEE,
aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

mypipeline.json XHBEUTHE,

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
1,
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}

BEEE 41
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[

aws iotanalytics describe-pipeline --pipeline-name mypipeline

IE B B ENE] Amazon loT Analytics

MREBEF - NBEUNHEEHIEE , ZEENBEEHREREEEUAEHPNEH#TER ,
7] LU R 53R & 3E E) Amazon loT Analytics, Lbslk , AN B T A FHIEZIEE Amazon loT
Analyticsf 7555, BT LA EERESHFEA Amazon loT Analytics BatchPutMessage APl &%
Amazon loT JHE.,

£l
A8 Amazon loT JHERE
- {# 8 BatchPutMessage API

£ Amazon loT HE I

E#H Amazon loT JHERE , BRFEFEAAN 5 ZL|Z Amazon loT AN, ZHANFHFERBEETN
SEE & B ZE] Amazon loT Analytics, BB % , ZHNERESE—NBEURFAIENNER,

Sl 1AM A&

E ¥ Amazon loT HE BB ZE Amazon loT Analytics S8 , BEEREMN, BEHE , BLMEIE—
N IAM A ERZFiZANE Amazon loT Analytics 378 % 3% JH B IR IR,

BITUTRTUOEAE,

aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd.json

EENHBIEREEE Amazon loT Analytics 42
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arpd.jsonXHHABTNEETRBERLL,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

ARG, HREESUEMMEZA R,

aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --
policy-document file://pd.json

pd. jsonXHHRBERELLTREEREL

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotanalytics:BatchPutMessage",
"Resource": [
"arn:aws:iotanalytics:us-east-1:111122223333:channel/your-
channel"
]
}
]
}
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12 Amazon loT #i 0|

Bl — KB TE K IEEHE R Amazon loT #,

aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://
rule.json

rule.jsonXHFHABNEUTABRRLL,

{
"sql": "SELECT * FROM 'iot/test'",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"
}
]
}

 iot/test BN NEHEEN MQTT £&, HEERMNVACBRNEENEET FLIENE
EMAE,

£ MQTT JEE KA E Amazon loT Analytics

ERFANMABEE, BEEMAEEBURNEEMAZRBEE#E2ZE , FIESZANCREABEINERHS
& Amazon loT Analytics RIZIEZM , FER AT LU TER, EXSHTNIE , BTLUEER Amazon loT
BEHEEREER

® Note
BRIAFINEENE (BB ) WFEBAEM. Amazon loT Analytics

- XIARTEFHBERFFRAMTIEL () ; FATEAEMSHKRFER.

o BIUAFEBERFHENTRIL () Tk,

- THETEBEFH ()0

o EMFRIARXARIE : A[A-Za-z_]([A-Za-z0-9]*|[A-Za-z0-9][A-Za-z0-9_]1*)%-
- KETREET 255 NEH
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« FXOKRNPME, B—REFEHN foo M FOO WERBANEE TR,

Flin | EEEAFHS , {"temp_01": 29} = {"_temp_01": 29} BEM , B {"temp-01":
29}, {"01_temp": 29} = {"__temp_01": 29} TR,

1. 7 Amazon loT & &AM S B & kR Test (M)

= Sample period Time range _Q_
P or Monitor
One day v Week v @
| Monitor
Successful connections
Onboard
Manage
Greengrass
Secure
5 L]
Defend
Act
Test
Feb 14 Feb 15 Feb 16 Feb 17 Feb 18 Feb 19 Feb 20

#- Successful connections

Messages

2. £ MQTT ZEF % UHE L , 7 Publish #82#9 Specify a topic 7 , A iot/test, TEHEAEHES
2, BRIELT JSON ABREBHFE , URAFE , WEBAEA].

{

"message": "Hello from the IoT console"

}

3. #%# Publish to topic ( KB EIEH ) .
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WJ%nMnJmWﬂJﬂ%wwuﬂWw

© 0 - This client will not acknowledge to the Device Gateway that _Q?

ﬂﬁa loT messages are received @
1 - This client will acknowledge to the Device Gateway that

messages are received @
@ Or MQTT payload display

© Auto-format JISON payloads (improves readability)
@ a Display payloads as strings (more accurate)
| . Display raw payloads (in hexadecimal)
e Gre
sh na Publish
@ Test Specify a topic and a message to publish with a QoS of 0.

o Mi==]

XerkHm—%EE , WHEBBI St ZNBIERMH,

& BatchPutMessage API

REUHE S BIEM Z — 5% Amazon loT Analytics 1 BatchPutMessage APl i, Lt
ERBELIRE Amazon loT AN |, BIAFFHFEREETBRESRBIENIME, BTHXEE
RFFH KX data/messages FSE MR R BEBIZ1TEH Amazon SDKﬁUEE’JEA#jﬁ EB LA
FBatchPutMessage, Amazon CLI

1. Bl — N fmessages.json , HHAIEEREMNER (EATRAP , RRE-FKEE ) -

{ "messageld": "message@l", "payload": "{ \"message\": \"Hello from the CLI
\Il }Il }
]

2. i&1T batch-put-message 5o
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Amazon loT Analytics

aws iotanalytics batch-put-message --channel-name mychannel --messages file://

messages.json --cli-binary-format raw-in-base64-out

MPREHEIR , FERU TR,
"batchPutMessageErrorEntries": []

BRI HIE
BRI B RERNEI G BES,

BT LAE A Amazon loT Analytics & AR &R
£ Amazon loT Analytics ZHl&H , EEMSMBE & FIEE Prepare (H#) Hi%#FE Channel (B

1.
EB) (MEXE) K AREREZACIENBENER.

1z loT Channels Q
Analytics @
®

I QCha""EIS Name Status Created Last updated

Pipelines
my_channel ACTIVE Sep 13,2019 10:47:17 AM_.. Sep 13, 2019 10:47:17 AM...  see

Data stores
Data sets

Notebooks

R RREPHN - ESEEERAF (10

2. EBEFACEETTEL , M T RIELESRD., BIEE
:N]

Bt 3 /NS 12 /e 1 9€ 3X1HE ) AR E RNERENEE. HeaF R —FKERSL , WETREREE
[B3E B MR IE 1 ZBER H R

W BE
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Channel size

9.5e-7 GB as of Feb 27, 2019 4:00:00 PM -0800.

@&®OP

Tags Edit
No tags

Monitoring

1h 3h 12h 1d 3d 1w \El

IncomingMessages

2.00
1.50
1.00

0.5

0
17:00 1715 17.30 17.45 18:00 1815 1830 18:45 19:00 19:15 19:30 19:45 20:00

A ERARUN SRR EEEEDNIT. BN EEENFAFERE LEEEHNITHIR, W
RARFEDEENEEN—HD , FETR 0 MUTHER.

1. & Amazon loT Analytics a2 H , EEMN SMBE K F1EEF Prepare (H#) , %% Pipelines (B
), RAREREZHENEEN AR,

B o Pipelines °
Analytics @
™ -
Channels Name Created Last updated
I Pipelines
my_pipeline Sep 13, 2019 11:21:01 AM -0700 Sep 13, 2019 11:21:01 AM -0700

Data stores

Data sets

Notebooks

2. TEERAGENEL , A TRIFEERD, REFE , AREPH - HEEEERF (10
B 3/hef 12 /hef 1 R3 XK1 F ) WARETRHNESEE. F2FH -1 EFL , UEREERE
SEENNEEEIHITHIRE.

W BE 48
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Monitoring

Q
ih 3h 12h 1d 3d 1w \El @
®

ActivityExecutionError-DatastoreActivity-my_datastore_33

1.00
0.8
0.6
04
0.2

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 20:45

PipelineConcurrentExecutionCount

1.00

0.2

0.6

0.4

02

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 2045

BIEHESE
EALVBN B2 SOL REERAEREENMIEFR FRAKE. Amazon loT Analytics TUEHHK

BREZDTEE, BABIEFEARBIERE , BETUER SQL REXNRKERABEHEREEERK
BREFHER.

- HRIERNEE
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BIRHE

EENHE  LREUNE- M EE. WESESATERREFHEN SQL LR ELIEEN B BN
HESZEWN LT, ERAIERRLT Amazon 1T ¥IFRF KA RAKKEIZE AE CloudWatch
il

BITUT AR BEIESE.

aws iotanalytics create-dataset --cli-input-json file://mydataset.json

Hri mydataset. json XHBEUTHR.

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sqlQuery": "select * from mydatastore"
}
}
]
}

BETUTHS , BERITEARUBRBEENS.

aws iotanalytics create-dataset-content --dataset-name mydataset
ER/LoH , T BERBEENEG , EAUHRE,
i (Bl & WY B AR

BHERRU CSV XHBAFHENBEERNS . FET Amazon S3 EERMHZLMF. AT RHEIEHA
TUMMAREEZREBCHEZRME., XHRBETH.

ZEITELT get-dataset-content &% :
aws iotanalytics get-dataset-content --dataset-name mydataset

MERFEEISEMBIE , W get-dataset-content HHAE status FERFEAH "state":
"SUCCEEDED" , #nA T RBIFAR :

ERHE 50


https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/ScheduledEvents.html

Amazon loT Analytics CRPER)

{
"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}

dataURI RAHERNZESE URL. EEREN —REBREM JLNNT). RTFEEHNITER , ET6e
EEEHEANBTZEBLKFA get-dataset-content , AR FAALGHTSERFTNESE URL,

R3& Amazon loT Analytics Z{iE
BOBE S A RNEFRE. 2T AMTMWE Amazon loT Analytics ZiiE.
ARELENER :

* Amazon S3

» Amazon loT Events

« Jupyter Notebook

Amazon S3

B LU BB E RN B XX E Amazon Simple Storage Service (Amazon S3) &4 , M
MATSAERERAERE—E , AIENRBNARFAN IO T ED#ITHE. S
BcontentDeliveryRules: :destination: :s3DestinationConfigurationf M=
EXCreateDataset.

Amazon loT Events

B LUSHIEERNBERN B A K IZFZPRSS Amazon loT Events , RS FER M IS IRE R R HEN K
ERETIL , HEMESH R ER L HMRE,

k3 Amazon loT Analytics #iE 51
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R, BEEASBHBIEE CreateDataset H £ FEHIEE Amazon

loT Events #i AcontentDeliveryRules :: destination ::
iotEventsDestinationConfiguration :: inputName, #&EMXHIEER FHIT “iotevents:”
Amazon loT Analytics X PRIV A, roleArn BatchPutMessageB HA|EZHEEN AR |, #H4
Amazon loT Analytics BN RBEEN B R BENEHERKIZEIEERN Amazon loT Events i A,
m, MRENBEEDE -

"what", "who", "dt"

"overflow", "sensor@l",'"2019-09-16 09:04:00.000"
"overflow", "sensor@2","2019-09-16 09:07:00.000"
"underflow", "sensor@1l","2019-09-16 11:09:00.000"

A5 Amazon loT Analytics 2 XIFBEUTFERIER :

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor2", "dt": "2019-09-16 09:07:00.000" }
REEVNE - NEBIRBRBRXNBHFER (. -2 dt ) B Amazon loT Events % A
whatwho , HEIZ— N ESHPERAXLHEAFE SRR IRERIZEANTFEZERN Amazon loT Events

MR,
Jupyter Notebook

Amazon loT Analytics Jupyter Notebook 2 A A B EFEAKIESE , UHITE RS T ABIEF
%, Jupyter Notebook 2 — NIRRT R, B LM http://jupyter.org/install.htm| ZEH T8, &R
ft 5 SageMaker Amazon FEEEZ B ARG R Al BWEIINERK

RE SR BFESE

B GBS A M A IEEretentionPeriod and versioningConfigurationZRIEEE
REBRERBHBIFBERNBHHE CreateDataset SA & UpdateDataset APIsfR & Z Kt :

"retentionPeriod": {
"unlimited": "boolean",
"numberOfDays": "integer"
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(AFER)

},
"versioningConfiguration": {
"unlimited": "boolean",
"maxVersions": "integer"

}I

XANSHRRE—BER , LESUTHABEERENWBIEERNBRAEBANRE R

versioningConfigur
ation :

[RiEE]

versioningConfigur
ation :

unlimited =
TRUE , RIRE
maxVersions

versioningConfigur
ation :

unlimited =
FALSE , max
Versions = Y

HEREIEE

retentionPeriod

[RIEE]

R BRRTARAS BA R 8%
AR INRARAS ((202R
@) &E 90 Xo

FHRET X 90 XAV
BWA , mMEieER
% DARRA .

FHRELE 90 RAF
B Y MRA

retentionPeriod :

TRE =&,
numberOfDays =
RiZE

R T2 BR £ B SR FThR
AN LA R B #T Y B T AR
K(WMRRE)

xR B ARABOR B
EAIFR S

HRZRE Y MR
x MEReFE
ZKAtE,

BREBIWEEAR (BIE ) WFEREBF © Amazon loT Analytics

. RFANEETBREZHNTIL () ; FAFEALGERTE

retentionPeriod :

ToPRE =&
numberOfDays =
X

R BRRTARAS BA R 8%
AR INARAS (2R
TE )R8 X X,

FHRET X X XA
BWA , mMEieER
% DARRA

FHERETE X XRAF
B Y MRA

HEAEEE



Amazon loT Analytics (RFERE)
o BIAFRFREFHENTRIL () FFX.

« TEEBBEFH ().

o EMFRERXARE : "[A-Za-z_]([A-Za-z0-9]*|[A-Za-z0-9][A-Za-z0-9_]1*)%.

- KETHRET 255 MNF/.

s PR KRPE, R—RAEFE RN Too"MFOO'HNFREMNEEF R,

Flin | EEEAFES , {"temp_01": 29} = {"_temp_01": 29} H¥ , 1B {"temp-01":
29}, {"01_temp": 29} = {"__temp_01": 29} TR,

R Amazon loT SiteWise ¥1E

Amazon loT SiteWise R —BUEERS , THTAMKRKE, BE, A TRRA TLREZNEK
fBo ZRFSERHT —MAFREER  ARHET LIRS, REMREBHRTEN,

f&Bh Amazon loT SiteWise A= H | S UENEFAN T RRFHIE , AR NTEHRIELERESE
N IER. BB B RS~ EELE Amazon ZiRWENLELKIE, EXEZEL , iHZH Amazon
loT SiteWise A ¥R,

Amazon loT Analytics 5 £/ Amazon loT SiteWise , EILERLAXS Amazon loT SiteWise FIEiz1T
MZH SQL Eifl, EFHBEIREMN Amazon loT SiteWise & , &% BAmazon loT SiteWise AF 8
MPREFREEFNSROIEREFSE. AR, RRPVEABECIERES (2515 ) Amazon
loT SiteWiseZZ BBl Amazon loT Analytics &5 5 F ZE 22 Amazon loT SiteWise #iEE
(Amazon CLX &8 Tl #4Ei=1T SQL &Eif,

£

* {£/ Amazon loT Analytics ##E 613 Amazon loT SiteWise ¥IEE
- FRBEERE

- & . EHEH Amazon loT SiteWise $#E Amazon loT Analytics

£ Amazon loT Analytics #3812 Amazon loT SiteWise &

Amazon loT Analytics BIEE T2 A TERRIFEFHPHEN SQL EAMKENX , UR—NMERIEE
WHBMREEEERN TIETR. BEUERZEETF Amazon CloudWatch it XIFE XK FIEH KA
Bk TR,

43 Amazon loT SiteWise #iE 54
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® Note

BIEEEERBENES , XEBETEARKERXEN , B JETURKBEXEN, HEz
T, BEIXNEEEETHBIENA SQL EifI5k Amazon loT Analytics SIS,

BREBUT SRR NEBIERE Amazon loT SiteWise FIEE,
F&

- FABEMNERKIES (#H& ) Amazon loT SiteWise

- ERAHKIESIE Amazon loT SiteWise $IEEE (Amazon CLI)

FRABECNERIESE (848 ) Amazon loT SiteWise

£ X LS ERIE Amazon loT Analytics 51 & R &M Amazon loT SiteWise BiE IR BIEE,
BIBEHIES

1. fEhttps://console.aws.amazon.com/iotanalytics/ ZEM SR B &+ |, EBRHKIEE.,
2. EHIEZBESENEL , EF6ZE SAL,
3. EEEHESFHEENEL , EEHEENFAEE.

a. WMABEENER,
b. NTHEF#R , EZRHATIHRIREMN Amazon loT SiteWise BiEF M HIME— ID,
c. (™% )EHFREFR , F—IPHZBNMEERE (REX ) FMBIBEES,

4. A SQL ®RxXNEWHKEH EE 2 EE.

a. EFEENFERTD A WACREEMETIRZATHIEN SQL Eif,

SELECT * FROM my_iotsitewise_datastore.asset_metadata LIMIT 5

AXPXEN SQL WAEMNE 2S5 Amazon loT Analytics , 2 R FH SQL RiEH

Amazon loT Analytics. & , £ #iE : TP EIH Amazon IoT SiteWise #E Amazon loT

Analytics T % RER 1R HLEUIR ML RV Se 1T B /R 1
b. ZAILLARNRAENR RKRIEMARTER , AEERAENREPERER.

PIERES
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® Note

HTF Amazon Athena fR#l T ETE RN ERAIE , HILNE SQL EHRFIANESEN
Kb, IEERTSKNENETT,.

5. (W) FREENESEENNKENERBEENRN , FERIBEIELERMNIERLLE, BEAF
R, iEERBERIEE, EXEZELE , 5 H BJ Amazon Ev CloudWatch ents R EVZEIR
BAEE A,

EREHEERMESFANE LEEHFELEFERMGS , BET -5,
6. (M) EREEWITINAEL , PREERRFNEBSTURFHRES. G ZNRE
HEEIT,

® Note
Amazon loT Analytics & /</N&f Amazon loT SiteWise HEX— XV EIE, RMNBVGEER A
N E AT R RV IR AU R

EERME  REEERE T—5,
7. Amazon loT Analytics I ZHBIBEEN BTN IREAH FREIEERBBRANITER. RI1EIL 90
X, BEALUEAREBEEENRERE. SHARHBEENTFHERENKRE,

EREHRESELRAE LERETE , BB T %,
8. (Wik)ZUBIEEHREELEREEAN , FHAXZSEB ML , H120 Amazon loT Events,

EREBBEEABEEANNE LERETUF , BB T -5,
9. RELMNER , AEERUBRES.
10. BIAEHWHBEEE REREERE L,

A BIELIZE Amazon loT SiteWise $#EE (Amazon CLI)
IZ1TUL T Amazon CLI e SR &= # A Amazon loT SiteWise &,

4L & REY R BIEH Amazon Command Line Interface (Amazon CLI), BXxE %158 Amazon CLI ,
B2 (Amazon Command Line Interface FIFF1EF) - BX AT M CLI f SR EZEE Amazon loT
Analytics , 2 H (&% #) F M iotanalytics, Amazon Command Line Interface
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BIRBIES

1. 1Z{TLLT create-dataset S A BIEHBIEE,

aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

Hr my_dataset.json XHEBEUTAHE,

{
"datasetName": "my_dataset",
"actions": [
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}

BxF XM SQL ThEEME ZE R Amazon loT Analytics , {55 A FH SQL FiEZ Amazon loT
Analytics, & , 21 HIE . P EH Amazon loT SiteWise $#E Amazon loT Analytics T f##E
BRUBIEN RS ITTERTH.

2. J1E{TLLF create-dataset-content 9 , BUETEHRUEBHIEERNS,

aws iotanalytics create-dataset-content --dataset-name my_dataset

LRBEREAR

SQL EHERRE CSV XHBAFHMNBIBEENSE, BT Amazon S3 mERMIZH. UTSR
WA THMAREERERCHERRE. XHREETH,

E&

« £ Amazon loT Analytics ( ##|& ) PIFRIKIBEERNE

+ 518 Amazon loT Analytics (Amazon CLI) FHIEIEERNR
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£ Amazon loT Analytics ( ##15& ) RPIHFRIKBEERNS

MREBHBIBE S SEMEKIE , WA LAE Amazon loT Analytics ZHI A FFKE M T SQL BER,
R &H Amazon loT Analytics BIEE S

1. ERHENBEERNEHL  ERELRNVBEENER.
2. EBEERHENEL  REABTIETIF,
3. HEBEERNBRRTP 6 EREMRERITHERMN csv XHNEBE,

518 Amazon loT Analytics (Amazon CLI) HHIBKIBERNR

MRBFEESSEMAHE WAL TR SQL EHLER.

4k &SRB R BIEHA Amazon Command Line Interface (Amazon CLI), BXxE %{5 8 Amazon CLI ,
%2 (Amazon Command Line Interface AIF1EF) » BXATAMN CLI i FHEZE S Amazon loT
Analytics , B2 H (ZE%H) MW iotanalytics, Amazon Command Line Interface

A& Amazon loT Analytics B 845 R (Amazon CLI)

1. BITLLF get-dataset-content B UEBEBBERE R,

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. WMRBEEIESEMHIE , U get-dataset-content HHK status FERHPEE "state":
"SUCCEEDED" , #0 P Ro

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-

Amz-"
}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."

HRBEEAR 58


https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/cli/latest/reference/iotanalytics/index.html

Amazon loT Analytics CRPER)

}

}

3. get-dataset-content B#HEHE dataURI , XR2HWHLERWE R URL, ©HEREM —ERAT
BRAER JLNDIE. 58 dataURI MitLAiGE SQL B4R,

® Note

BREFELENITHER , BURSEERHEANEZAHRALFA get-dataset-content , EF
WA SSERFNZESE URL,

#IE . £ E M Amazon loT SiteWise #E Amazon loT Analytics

AEIRER T WAEHEH Amazon loT SiteWise Fi#E Amazon loT Analytics, AEREERERFH
B#E Amazon loT SiteWise , ETRRM TR O R BIZNEEARIELE,

/A Important
1T TR B 2 A 6 Y R B ISR RY o

&

- EREMH

o MEHBIUELIE
- BERR

- BISUTEN
- BRHERIER

FTIRSFAF
ElgRS  CEEUATAR

o BATAE— Amazon Bk REFF#8EH Amazon loT SiteWise 1 Amazon loT Analytics. 1R &
BEBIKF |, BRAE Amazon Ik RIS R TIRE,

 1=1T Windows., macOS. Linux = Unix BFF & 1T &#l ( AT 48 Amazon Web Services & 12l
B). BXREZEER , 5 Amazon Web Services EEEHIA Al T,

2 . &if Amazon loT SiteWise #iE 59
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Amazon loT Analytics CRPER)

« Amazon loT SiteWise £ X Amazon loT SiteWise BEFE=HEHE , URFXNERRARX D KB
G RBREABIE, EQEEIE , BIRE (Amazon loT SiteWise AF#8R) A €12 Amazon loT
SiteWise J& T~ PSR TIRIE,

« 2H9 Amazon loT SiteWise BTN B REZRFEEERELEENINERERME R, BXxMARIEIE
BIBERBEEHNEZELR |, 5310 (Amazon loT SiteWise A I8®E) FHEEF#RE, Amazon
loT SiteWise

(® Note

&9 Amazon loT SiteWise 7t Amazon loT SiteWise 2iEE QIR EF A RS B ELNHIE
D BR , RBBESRZIREEANNTFEE R, BT, &AL 612 Amazon loT
Analytics BIEEH X THEHR TEN,

IEE B
DO H I B3
ek H 36 U B AE

BEAMEDTERNHIER —HB¥EA Amazon loT SiteWise 2k3E , AT R b &K Bi7F IR & BHl
SREHL B ITEE,

® Note
EXYER  SREAREF#ETFH=15% .

s Taw- BEFWMA= RAZNEBHFEBREE
+ asset_metadata - @EFWMET~N —RE L,
+ asset_hierarchy_metadata - @8 EBXEF=ZRXRZNEL,

BITAHERHN SQL &l

1. RBEABENEIIESE (244 ) Amazon loT SiteWise s i Fi $k#E 812 Amazon loT SiteWise

BIEE (Amazon CLI)HHIZ TR R IZH Amazon loT Analytics ##E 812 Amazon loT SiteWise &
.

<o

2. EEMAHEPHRBEEENR , BIMITUTERE.

2 . &if Amazon loT SiteWise #iE 60
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a. 1£ Amazon loT Analytics EHI &M “BiEE” TH L , ERFEE - ELOENBIEENE
Mo

b. EBBEERENMEL , ERREURE SQL £,
c. BEREBWRMNRPERER  BEENRENA,

RNAE , WA LAMER Amazon CLIZ{TELT update-dataset @R KIEH SQL &ifl,

aws iotanalytics update-dataset --cli-input-json file://update-query.json

update-query.json HRE :

{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
}
]
}

3. 1£ Amazon loT Analytics 2%l & FHEAH Amazon CLI , BN BEIEZTUTER , LRIERE
Masset_metadataR2EKIIMNE.

SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata

B , BALARIE asset_hierarchy_metadata fl raw RERAB N,

TSR
HIRRZ
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HIEERR

fI2 Amazon loT SiteWise BIEH FE MBI BTFEFE T , SR LAQIEEKIE Amazon loT Analytics &
HEFEZ1T SQL £, Amazon loT Analytics AR BXRBRF=HNNE, UTERER T WAEIZEITS
T ERZARERIE.

£/ SQL ERRELIE
1. BFENR (HIUNRSBER ) FOSIAERNRH,

SELECT * FROM my_iotsitewise_datastore.raw LIMIT 5

2. SELECT DISTINCTATZ&EiHEMasset_metadataZ& #5|H Amazon loT SiteWise &K ( M
- ) g*ﬂ_\o

SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY
assetname

3. EFHAEXYEE Amazon loT SiteWise B=BMMNEELE |, FEH FWHERE4,

SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype
FROM my_iotsitewise_datastore.asset_metadata
WHERE assetname = 'Demo Turbine Asset 2'

4. £/ Amazon loT Analytics , BRI UBKERBBBEEEFANIISNROEIE , WL T REIFAR.

SELECT * FROM my_iotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId = asset_metadata.timeseriesId

EERATZENFFEXRR , FEANTERHH JOIN ZhEe,

SELECT DISTINCT parent.assetName as "Parent name",
child.assetName AS "Child name"
FROM (
SELECT sourceAssetId AS parent,
targetAssetId AS child
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'
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)
AS relations
JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId
JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetId
BESR
ZEITRITEN
THITEN
BARBEAZRE T Amazon loT SiteWise 21E , M LLETRITER , NN T RRIEHREFHL

ﬁﬂq__o J’)\Tglﬂ;:.:/j_‘ IU\TL)\*‘A?\EIJ ltb{:lll_no
X Amazon loT SiteWise J&E RX B HIFZTEITES

1. BITHF sQL , BERBERS CETRRIAR 4) IARERENRHE,

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL
END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw
ON raw.seriesId = asset_metadata.timeSeriesId
WHERE startYear=2021
AND startMonth=7

2 . &if Amazon loT SiteWise #iE
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AND startDay=8
AND assetName='Demo Turbine Asset 4'

)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

2. FRBERVNFHBRREEER  BEMBRAS ( RBRFERI ) WERAKIERE M,

SELECT child_assets_data_set.parentAssetld,
child_assets_data_set.childAssetlId,
asset_metadata.assetPropertyld,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetlId,
targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetld = child_assets_data_set.childAssetId

JOIN (

SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY seriesId

)

AS raw_data_set

ON raw_data_set.seriesId = asset_metadata.timeseriesid

WHERE assetPropertyName = 'Wind Speed'

ORDER BY max_speed DESC

3. BEEREF (CERRERIAT2) WEBERM (XE ) WEE9E , HETUT SQL v, Y
my_bucket_id BN FMHN 1D

SELECT AVG(doubleValue) as "Average wind speed"
FROM my_iotsitewise_datastore.raw
WHERE seriesId =
(SELECT timeseriesId
FROM my_iotsitewise_datastore.asset_metadata as asset_metadata
WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'
AND asset_metadata.assetpropertyname = 'Wind Speed')
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RS R

BREERR

A BRERE R IR

ERAHES , FERBRUBRFERA,
Ef| BRIEHY Amazon loT SiteWise &R

—AJE , % Amazon loT SiteWise JE R~ B1THIER, MREESTRERTBRENFEA , N7 LR BT BR
SEN. ERAUTESRFEINMBERET.

1. SfZE Amazon CloudFormation 2%l &

2. MR TR FERI0TSiteWiseDemoAssets.

3. EFEMBR, ZEMBRHEARET |, JER AR M PR BRI BR o
4. TEWINXFEED |, EF BIBR.

TR BRHEIR A 15 D EhadE, MBERTEME , FEEEALAN BBk, MBERTEBXH
Br , iE1% B Amazon CloudFormation #2#| & AT RBEEMIBR A M TR , ARER,

il R 5042 17 1
. ERIRENITEERIEFM  B21T CLI 85 delete-datastore , MM FHIFT R,

aws iotanalytics delete-datastore --datastore-name my_JIotSiteWise_datastore

fHIBRI&Z B9 Amazon loT Analytics #iig&

. E MBRIGHEIEEE |, FIE9T CLI 8 F delete-dataset , I T HIFIR. EHMITUIBRIEZE , BF
AR BRBIE AR

aws iotanalytics delete-dataset --dataset-name my_dataset

(® Note
Sean T AN E AR TR
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EEE D
EEENEESTHNEETN —MNEEERIBEEE , SEERNEGRINVEINEE | —1

channel &z — datastore &3, FBA LB EEERNMFINNES) , KT FE R A HEELE
IhBE,

& A LAME A iZRunPipelineActivity R ER BV E L RENEENR LETEEEINER. EFXKMNAE
HEEEN , B2 RKIXBRERB., RunPipelineActivity ROIER T ©2UAERI,

BIEED)

EEDMNE -—NEIHSIARE channel FE , EHEEAENEBENFRIR,

{
"channel": {
"name": "MyChannelActivity",
"channelName": "mychannel",
"next": "MyLambdaActivity"
}
}

BREEMEED

datastore SEFR&ZE—MED , EERLEENEEFMEIFL,

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
}
}

Amazon Lambda JEzf

lambda SES AT AT EEMITERMLAIE, Fl0 , BAEANRBEAL AP BEHHABIBREEH
B, & R#EXRE Amazon DynamoDB KB EFIEEE, B2 , EHABEFMZE , B EEAL
EEED RPN INEALE S S BRIEH R

BEED 66
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lambda’Ez F AR Amazon Lambda BEATIZWHIRE —1 JSON WNREA, BXH , 55
#the section called “Lambda BI#RAI 17,

ERF A Lambda BEH Amazon loT Analytics /XR , BAFURINEKRE, Fla0 , BTUTF CLI &%

FHexampleFunctionNameE# R EH Lambda BB , BRNEHW Amazon Ik ID , AREHE
8123456789012 TE Lambda B BB /YT Z#h R A #5 (ARN),

aws lambda add-permission --function-name exampleFunctionName --
action lambda:InvokeFunction --statement-id iotanalytics --principal
iotanalytics.amazonaws.com --source-account 123456789012 --source-arn
arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline

Zm T ROEE A T

"Statement”: "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",
\"Principal\":{\"Service\":\"iotanalytics.amazonaws.com\"},\"Action\":
\"lambda:InvokeFunction\",\"Resource\":\"arn:aws:lambda:aws-region:aws-
account:function:exampleFunctionName\",\"Condition\":{\"StringEquals\":
{\"AWS:SourceAccount\":\"123456789012\"},\"ArnLike\" : {\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"

}

BEXEZEE |, 5 #HAmazon Lambda FF & A RIS Amazon LambdafE & T #RAY KB,

Lambda B4 ¥R 1
HiZRHIH , Lambda MEBRERIGEEPHBERNER. RERXH —FESRXUT U TRENH

/CN 0

{
"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {
"lat": 52.4332935,
"lon": 13.231694
3,
"ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"
}

Lambda EEURS 1
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ARZRBERUTEEE L,

{
"pipeline": {
"activities": [
{
"channel": {
"channelName": "foobar_channel",
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
1,
{
"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
1,
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"
}
}

LR Lambda Python B9# (MyAnalyticsLambdaFunction) ¥ GMaps MutfBE ( LML KERE
i ) RIEEEAF,

import logging
import sys

# Configure logging

logger = logging.getlLogger()

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
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streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def c_to_f(c):
return 9.0/5.0 * c + 32

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e['foo'] = 'addedByLambda'
if 'location' in e:
lat = e['location']['lat']
lon = e['location']['lon"']
maps_url = "http://maps.google.com/maps?q={}, {}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda BREURH 2

—MERNGERESRFFIMCEE AR , MR EERMFERE, H£ZE NPT , Lambda BE
BREBEABRTEERHUAFZ TR XEHIT Basebs 43 ( FF5I{L ) BY JSON Ria#dE. ©RER
% JSON,

import baseb4
import gzip
import json
import logging
import sys

# Configure logging

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)
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formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def decode_to_bytes(e):
return base64.b64decode(e)

def decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8')

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes SEZ8

addAttributes SEFRFEHEFIUBNEERINEME. X , ERATUEFM I ESCEENE
B, Bl , B LAERA addAttributes ALK B FRAHIR & B MR,

ZRU TR AHE.

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ]
}
}

addAttributes SEFELUTFUTHR,

AddAttributes &3l 70
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"addAttributes": {
"name": "MyAddAttributesActivity",
"attributes": {

"device.id": "id",
"device.coord[@]": "lat",
"device.coord[1]": "lon"

}I

"next": "MyRemoveAttributesActivity"

ZEHFFIRE ID BERE B , HRE coord BMAHTME , FHEMRAFMNA 1lat M lon WIARE
o FERNIEINER |, W AHSFERN LT RO,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
},
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

FERiIEBEHENAELE. NRERRE , B LAEH removeAttributes &3,

RemoveAttributes &30

removeAttributes SEIMEEFMIERE M, Hli0 , FELUTIEE , ©2 addAttributes JEZIHY
“£R,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
.
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

RemoveAttributes &3 71
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ATRBILZER , FERIERRIFTENEIE
{
"removeAttributes": {
"name": "MyRemoveAttributesActivity",
"attributes": [
"device"
1)
"next": "MyDatastoreActivity"
}
}
XeFERnEBRANUATER,
{
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

SelectAttributes &3

EEHALLT removeAttributes &30,

selectAttributes EHREARKEEFNISEEMCIEFHE, HuEHEETHE
#., selectAttributes RATEHEMIBVNE TRRIEM. Hit , AELHEE -

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ],
"temp": 50,
"hum": 40
1,
"light": 90
}
MEsESD
{

"selectAttributes": {
"name": "MySelectAttributesActivity"
"attributes": [

SelectAttributes 5&E3)
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"device.temp",
"device.hum",
"light"

1,

"next": "MyDatastoreActivity

[

{
"temp": 50,
"hum": 40,
"light": 90
}

El# , selectAttributes REEDIEB R BT K,

Filter &3

filter FHRFEHEEBMUEMIEHER . WEDPEANREXFTERE - SQL WHERE ¥8 , ©H4M
RE—Mh/R{E,

{
"filter": {
"name": "MyFilterActivity",
"filter": "temp > 40 AND hum < 20",
"next": "MyDatastoreActivity"
}
}

DeviceRegistryEnrich S&3)

BEidiZdeviceRegistryEnrichiEsh , AT LA Amazon loT R & EM R P BIERMEHE B AE
F, Hlan , AETUTHEE :

{
"temp": 50,
"hum": 40,
"device" {

"thingName": "my-thing"

Filter &3 73
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}

MELLTHEHIX#H deviceRegistryEnrich &3 :

"deviceRegistryEnrich": {
"name": "MyDeviceRegistryEnrichActivity",
"attribute": "metadata",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

i HH ST 20 L R B R

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName" : "my-thing"
1,
"metadata" : {
"defaultClientId": "my-thing",
"thingTypeName": "my-thing",
"thingArn": "arn:aws:iot:us-east-1:<your-account-number>:thing/my-thing",
"version": 1,
"thingName": "my-thing",
"attributes": {3},
"thingId": "aaabbbccc-dddeeef-gghh-jjkk-11lmmnnoopp"
}
}

BYBMIEENE LK roleArn ZERPIEECHMESNRNAGR, ZABLAERELUT RAIFINR

PR R B

JSON

"Version":"2012-10-17",

DeviceRegistryEnrich 5&3)
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"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeThing"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/your-thingName"
]
}

MM TR EERRE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
},
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich &z

deviceShadowEnrichiEz14$ 3k B Dev Amazon loT ice Shadow IR EERMEE S, Hiln |
BEUTHEE

"temp": 50,

DeviceShadowEnrich 5&3f 75
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"hum": 40,
"device": { "thingName": "my-thing" }

FLLTF deviceShadowEnrich $&3h :

"deviceShadowEnrich": {
"name": "MyDeviceShadowEnrichActivity",
"attribute": "shadow",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

o8B R T LT RAIE S,

"temp": 50,
"hum": 40,
"device": {
"thingName": "my-thing"
I
"shadow": {
"state": {
"desired": {
"attributeX": valueX,
1,
"reported": {
"attributeX": valueX,
I
"delta": {
"attributeX": valueX,

I
"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp
},
I

"reported": ": {
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"attributel": {
"timestamp": timestamp

1,
}
1,
"timestamp": timestamp,
"clientToken": "token",

"version": version

BYBMIEENENLK roleArn ZERPIEECHMELSNRNAG., ZABLXAERRUMDTHNRE
B

JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:GetThingShadow"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/your-thingName"
]
}
]
}

MR TR EERE

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": llll,
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"Effect": "Allow",
"Principal": {

"Sexvice": "iotanalytics.amazonaws.com"

},
"Action": [
"sts:AssumeRole"

Math SE 30

math B EAEENERETEERREN, REXAMSFEEHF. Hl, SEATHAER

"tempF": 50,

A3 LT math SESLESF -

{
"math": {
"name": "MyMathActivity",
"math": "(tempF - 32) / 2",
"attribute": "tempC",
"next": "MyDatastoreActivity"
}
}

£ RAE BT

"tempF" : 50,
"tempC": 9

Math &3
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HFENZEFNERER

&R LAE math B FERA LT EER

%

BRI LATE math SESI R ER UL TR -
* abs(Decimal)

+ acos(Decimal)

+ asin(Decimal)

+ atan(Decimal)

+ atan2(Decimal, Decimal)

* ceil(Decimal)
 cos(Decimal)

» cosh(Decimal)

» exp(Decimal)

* In(Decimal

* log(Decimal

* mod(Decimal, Decimal)

» power(Decimal, Decimal)

* round(Decimal)

» sign(Decimal)

+ sin(Decimal)

» sinh(Decimal)

* sqrt(Decimal)

modulo

BRI E A ME K
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» tan(Decimal

 tanh(Decimal)

 trunc(Decimal, int)

abs(Decimal)
IRE B FRYL X E,

R~ : abs(-5) iB[E 5,

W

R
Int

Decimal
Boolean

String

A
&R
Null

AREX

acos(Decimal)

&R

Int , ZEHEVLITE,
Decimal , SHHLNE
Undefined .

Decimal,. £ERRSHMNLENE, MRFFETL
EEE | N4 RN Undefined

Undefined .
Undefined .
Undefined .

Undefined .

BlERN B AREBFHRREE. ERARBZAE , Decimal SHEAZNBE.

5l - acos(0) = 1.5707963267948966

SHRHE

Int

ZR

Decimal (MBE) , SR RZE. BHLER
IR[E Undefined .

BRI E A ME K
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)]

SWRE

Decimal

Boolean

String

wA
&R
Null

AREX

asin(Decimal)

ZR

Decimal (NBE) , SHNWRRZLE. EHER
BB Undefined .

Undefined .

Decimal MBE)SHHWR RZLE. WRFHH
ToiksEi | M RA Undefined » S
iIR[E Undefined

Undefined .
Undefined .
Undefined .

Undefined .

BlE RN AR EBFHREZE. ERARBZE , Decimal SHEAZNEE,

R~ asin(@) =0.0

@

et

Int

Decimal

Boolean

String

ZR

Decimal (BE) , ZHHNREZE. BHER
IR[E Undefined .

Decimal (MBE) , ZHMREZE. EHER
iRE Undefined

Undefined .

Decimal (BE) , ZHHREZE, MRFH
BT ER | MELERN Undefined . EHE
£RiR[E Undefined .

BRI E A ME K
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SHAR &R

A Undefined .
PIE Undefined .
Null Undefined .
KREX Undefined .

atan(Decimal)
EIERNBMREBFHREYE. ERAEBZE , Decimal ZHEAZNBE.

7~ atan(@) =0.0

SR “£R

Int Decimal (BE) , ZHBHNREVIE. BHER
iIR[E Undefined

Decimal Decimal (MBE) , ZHBHNREVIE. BHER
JRE Undefined

Boolean Undefined .

String Decimal (NBE) , SHHREYIE. MREFFH
BTk | MR Undefined . EEE
RIRE Undefined

il Undefined .

PUE Undefined .

Null Undefined .

RENX Undefined .

BRI E A ME K
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atan2(Decimal, Decimal)

BElERNFREE x HIERBESHBMNSHRENLR (xy) RKEANSE, ErEHA  AENER (£
¥FE,y>0) , 4N E , BENUE ERARBZA , Decimal SHEARNBE.

Bl : atan(1l, 0) =1.5707963267948966

SHRE

Int /Decimal

Int/Decimal/String

Hitw{E

ceil(Decimal)

SRR ZR
Int /Decimal Decimal (XNBE) , x #ME

EH (xy) RZBEINEE

Int /Decimal /String Decimal , PR S MY R IE4]
B, MRFRBLERKR, U
£ 2% Undefined o

Hi(E Undefined .

A ER Decimal M EFARKIEM Int,

Bl
ceil(1.2)=2

ceil(11.2)=-1

SR
Int

Decimal

HftE

gR
Int - %i&ﬁo

Int , FRFENHEER RN Decimal @ LS
ABBIEH Int. MBFZHFERETEELRRN
Decimal , MZ£ XA Undefined

Undefined .

BRI E A ME K
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cos(Decimal)
LEIERN B MIREBFHRZKE. ERAEBZAT , Decimal ZHEAZREE.

Rl cos(0) =1

SRR g8

Int Decimal (MBE) , ZHHNRZUE. ERERR
B Undefined »

Decimal Decimal (MBE) , ZHHNRZUE. EHERR
[E Undefined o

Boolean Undefined .

String Decimal BE) , ZBHNRZLE. WRFHH

ToiE A Decimal |, MR AN Undefined
o L RIRE Undefined o

A Undefined .
PIE Undefined .
Null Undefined .
REX Undefined .

cosh(Decimal)
LEIEN BAIREBFHNERXE, ERAEBZE , Decimal ZHEAZNBE.

Bl : cosh(2.3) =5.037220649268761

SHRE ZR

Int Decimal (KEE) , SHIN M RZXE. EHLE
RiRE Undefined .
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SWRE

Decimal

Boolean

String

wA
&R
Null

AREX

exp(Decimal)

ZR

Decimal (MBE) , SHHINRXE. EHE
RiRE Undefined .

Undefined .

Decimal (BEE) , SN RZK{E, W
REFRTEREEN Decimal , MERNR
Undefined . E#4 RIRE Undefined o

Undefined .
Undefined .
Undefined .

Undefined .

BE e WSBHRT. ERARBZE , Decimal ZWEABINBE.

R~ exp(1l) =1

SR
Int
Decimal

String

Hitb{E

In(Decimal)

R
Decimal (MBE) , e * S,
Decimal (XBE) , e * S

Decimal (XXBE) , e * S8, MR String &
BN Decimal , MEZ RPN Undefined o

Undefined .

RESHE B AN ERARBZE , Decimal SHEATINEBE.

BRI E A ME K
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Pl In(e) =1

BHAR %R

Int Decimal NBE) , SEHBAT K,

Decimal Decimal (BE) , ZHH B AN

Boolean Undefined .

String Decimal (BE) , ZHHNBEANH, WRFH

BT EHMR AN Decimal , MR AN Undefined

o

| Undefined .
R Undefined .
Null Undefined .
REY Undefined .
log(Decimal)

REISEEVEL 10 AR, ERAREZE , Decimal SHEAZNBEE,

Bl : 1og(100) =2.0

SHERE &R

Int Decimal RBE) , ZHIL 10 AERIXI B,
Decimal Decimal (MBE) , ZHEL 10 HEMXE,
Boolean Undefined .

String Decimal (MBE) , ZHIA 10 NEHIX L,

R String FTE¥#RN Decimal , MERN
Undefined o
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SHRAE
H4A
PO

Null

REX

mod(Decimal, Decimal)

ZR

Undefined .

Undefined .

Undefined .

Undefined .

BREE - NSBEBRUE-NSBORE. BEATUER S ENEBEEEI RN EAZER,

A~ mod(8, 3)=2

ENEREHR

Int

Int /Decimal

String/Int/Decimal

Hftv{E

power(Decimal, Decimal)

AMIRER

Int

Int /Decimal

String/Int/Decimal

Hftv{E

Output

Int, E—1MSERE-IS
BEVE,

Decimal , FB—1NSHXE=
NSBEE,

MRFEFHRRIRN
Decimals , MR AE -
SN E N SHEUENE,
ANA Undefined o

Undefined .

BEE-INMSENEZNSHBRENE, ERABEBZE , Decimal ZHEATMBE.

A~ power(2, 5)=32.0

BRI E A ME K
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SR 1

Int /Decimal

Int/Decimal /String

HttE

round(Decimal)

SR 2

Int /Decimal

Int/Decimal /String

HttE

Output

Decimal (BE) , IREIZE
—NSHHNE-NSBREDN
=8

Decimal (BE) , REIZE
—NSHENE-NSBRE
WE. FTEFRRIEERRN
Decimals, #IR{EM String
ToERIR N Decimal , MER
7 Undefined o

Undefined .

A ER Decimal FAFFKIEM Int, MR Decimal 5EETHEA Int EEEMER (Hlan

0.5) , Decimal M@ E# 1,
R~

Round(1.2) =1
Round(1.5) =2
Round(1.7) =2
Round(-1.1) =-1

Round(-1.5) =-2

SRR
Int

Decimal

Decimal @B TEAZTHIAMN Int.

BRI E A ME K
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e el gZR
String Decimal @A TEAZERIEMN Int, MRFH

BT EHMR N Decimal , MR A Undefined

o

HiE Undefined .

sign(Decimal)

BRESERFNEFS. YSBNFSHER , FRE 1, YSBOFSHAR , FRE -1, WRSHH
0, &M= 0,

o
sign(-7) =-1
sign(0) =0
sign(13) =1
SRR &R
Int Int, Int ENHS,
Decimal Int , Decimal EWRFS,
String Int , Decimal ENHFS. FRBNERN
Decimal {8 , }#iR[E Decimal EHNRFS. W
R String AN Decimal , MERR
Undefined o
HAth{g Undefined .
sin(Decimal)

BlERN EMREBFHIERE. ERARBZE , Decimal ZHEATNBE.

7~ sin(@) =0.0
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SHRH &R

Int Decimal (MBE) , SHHEZLE.

Decimal Decimal (NBE) , SHHIEZ%IE,

Boolean Undefined .

String Decimal , MM IEKE, MRFHRTEKR
A Decimal , MR A Undefined o

Array Undefined .

Object Undefined .

Null Undefined .

Undefined Undefined .

sinh(Decimal)

BIME R EMIREHFANMEZE, ERARBZE , Decimal EEAZNEE, ERENREN
Decimal &,

Ml - sinh(2.3) =4.936961805545957

SR &R

Int Decimal (XBE) , SHHI XN # [E5%E,

Decimal Decimal (FBE) , SEHI I B [EX{E,

Boolean Undefined .

String Decimal , ZHHI N EX{EH, MRFHFHTLE
) Decimal , MEZERFH Undefined o

Array Undefined .

Object Undefined .
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SR
Null

Undefined

sqrt(Decimal)

#£R
Undefined .

Undefined .

BREHRFHFHR, ERARBZE , Decimal SHEATINBE.

T~ sqrt(9) =3.0

SRR
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

tan(Decimal)

S

A
I

N

ST H IR
SEHEF B,
Undefined .

SHHNFER. NMBRFZRHETERRRN
Decimal , M4 %R} Undefined .

Undefined .
Undefined .
Undefined .

Undefined .

BElEN B VREHBFHENE. ERARBZHE , Decimal EHEAZMEBE,

A~ tan(3) =-0.1425465430742778

BRI E A ME K
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SR &R

Int Decimal (MBE) , ZHHELE.

Decimal Decimal (XBE) , ZHHIEYE,

Boolean Undefined .

String Decimal (NBE) , SR IEYIE, WRFHFH

ToiE#H#R N Decimal |, MR A Undefined

o

Array Undefined .
Object Undefined .
Null Undefined .
Undefined Undefined .

tanh(Decimal)
D E R B AR ERFHXNMEYE. ERAEKZH , Decimal EEAZNEE,

Al : tanh(2.3) =0.9800963962661914

PR &R

Int Decimal (RBE) , SEHI X i EELI{E,
Decimal Decimal (FBE) , ST 8 IEYI{E,
Boolean Undefined .

String Decimal (BE) , ZHHI XN ELIE. W

REFRETEREIN Decimal , MERNR
Undefined »

Array Undefined .
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SR &R

Object Undefined .
Null Undefined .
Undefined Undefined .

trunc(Decimal, int)

BBE_NSWIEEN Decimal UHEBME NS, MRF-ANSHNTE , WX RENT, MR

SPEZKRT 34, M2RENR 34, MMNERTHBREENE,
Rl

trunc(2.3, 0) =2

trunc(2.3123, 2) =2.31

trunc(2.888, 2) =288

trunc(2.00, 5) =2

SHRA 1 SHRA 2
Int Int
Int/Decimal /String Int/Decimal
Hft{E

RE.

BN SBWBHBIHE =
SBEENKE. =12
BMRFRE Int , FATS
AZREMN Int. FAIEZREF
BN Decimal B, WM
REFEERRM , MERA
Undefined .

Undefined,

BRI E A ME K
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RunPipelineActivity

AR RBERIAER RunPipelineActivity MR EEES . EATAF , RIVFNREBFETE
o

1. Bl — maths.json X , EFIELEN XN EETINE L,

{
"math": {
"name": "MyMathActivity",
"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"
}
}

2. Bl — payloads.json X# , EF @A TN HEEE N REI AR

"{\"humidity\": 52, \"temp\": 68 }",
"{\"humidity\": 52, \"temp\": 32 }"

3. Nas 51T A RunPipelineActivities &4k,

aws iotanalytics run-pipeline-activity --pipeline-activity file://maths.json --
payloads file://payloads.json --cli-binary-format raw-in-base64-out

XEFHEUTER,
{
"logResult": "",
"payloads": [

"eyJodWlpZGl@eSIGNTIsINR1bXAiOjY4LCIOZW1wQyI6MjBI",
"eyJodW1lpZGl@eSIENTIsINR1bXAiOjMyLCIOZW1wQyI6MHO="

ZRPIIHNE R Base64 wIBNF T H, XN XEFRFHEBRN , BRRBUTER.

{"humidity":52,"temp":68, "tempC":20}

RunPipelineActivity 94
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{"humidity":52,"temp":32, "tempC":0}

RunPipelineActivity
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EHAEEERS

Amazon loT Analytics fE&8REB B IBMERIE. XEUATHERTRER :

- BHRLEHRIBCRDVEE  MAREHTH.
- BNEERITTEN , AFERABERIE up-to-date 5ER—EEA.
- BELQSHEERAFTFREFMAT, BENRIBIEFFE AR HE,

F @8 B & EFHLESEH 28T Amazon loT Analytics , #IEELTER :
StartPipelineReprocessing

BaELEEEMLEBRERE

ChannelMessages
EEEEHLEN—HRZABEHES.

MRFEMA channelMessages XK , MAFEH startTime M endTime IEEE,
s3Paths

BE—1NRBANH , ATFFRREEEHE M Amazon Simple Storage Service (Amazon
SR, BULIMERZFEANTERRE,

BB
5l : 00:00:00/1582940490000_1582940520000_123456789012_mychannel_0_2118.0.

ARG BRE - 1-100 B,

KERS : 1-1024 NFEFRF

endTime
EFAENBERENLSREE (TE).

MRN endTime SHIEEE , WAREBHEMA channelMessages XK.
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(AFER)

KA pfE B

startTime

BN R5H S BIENITREE (B).

WMRA startTime SHIEEME , MFBEA channelMessages XK.,

i R 11 F5

pipelineName

EFF R EMAL BN EEN B

RE : FHE
KERS : 1-128 V2.

EFEEE L (25 )

AR EEE RI{ATE Amazon loT Analytics 12 & & R EFALE 7 EIEE Amazon S3 X RV IIE
B,

HEFT 82 8l

1.

2
3
4.
5

6

&3 Amazon loT Analytics &l A&

ESMERSD , EEREE

ERENEREE

MREREREHRLIEE R,

EEEEMCENEL  NERLEEEIERE S3 R,

Amazon loT Analytics 2§l & &Rt A TR

- FIEAREE - EMGEBERNEEREE.
« BIE 120 X - EAERIE 120 RENXHBIE.
« BIE 90 X - EFMAERIL 90 REPRAYEIE.

« BRI 30 X - EMAERIL 30 REEAVEIE.

- BESCEE - EFAEERENBESEE KX EE.

W AT 176588 EE /M Amazon S3 MR E4A,

, FRRNEERLENBERRREFEFFIEEN Amazon S3 FEFET.

&R LUE BRAE RS [ESE

ENMLEBERE (2F8)
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EERTH , FHRITUTERAE

a. ®ifE Amazon S3 ##l&.

b. %3 B %8 Amazon S3 ¥ K.

c. ERMTHXNRBRIS , EFEH,
7. EBRFTHREMLE,

EHLEBEEER (AP
f£fEf StartPipelineReprocessing API B , HEELUTILA :

« startTime M endTime Z¥HIEERBURKREIENEIE , XL 2ERME TR, BAUEA
FIRBEN /DY, startTime B4 , 18 endTime FEERHK,

- T SRIBHENLEHEIRE,

s TRIEEFLBEEENINFSERNBIRFER,. XABMEE , BFE2—o

- 824 PERHRZA A H 1000 4 StartPipelineReprocessing APl iEXR , AT EIEEEHLE
HREWBEEHES.

- EMAERRBEENSETANER,

BXEZER , 52519 StartPipelineReprocessingAP| 2 iy Amazon loT Analytics APl

HUEBEE ML EED)

EFCHEEBALEES |, 15 CancelPipelineReprocessingAP| SRIEE &I A/ “SEZ)” WHE L& “E
SHEFAE", Amazon loT Analytics ITREUEEFHLE , MFLEHLBRRAWEKE. EX4ABE35S
—NEFLEFER,

{# A DescribePipelineAP| ® BB AL BHRDS. SHI@RHH reprocessingSummaries FE,

BEFLEBIEEE(AP]) 98


https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DeletePipeline.html
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XU TEREBIL

Amazon loT Analytics 25 R EHIE D Amazon loT. EAIERBESHMHEFZITEHS
WEE loT iR , NEBEHRBEUREHN D FTHIE. SUURTEELECHEE LD TARBR Jupyter
Notebook I AEE , REMEAE=FEHENRBRSE K WELFTEMVURIENSIMIE, EAUEH
DT e NBIEF M P RIS ASE , ANERRESENCITERRE

BRREMITYEREERNR

£ CreateDataset RHEEMABUITX B IEBBEENS
( triggers:schedule:expression) . BEFEFNHBERATRRREERNS. EALUEA
SQL &Eif) (actions:queryAction:sqlQuery) EERFIENFE,

ENFEBMELMEIRERE , UBRHFBEENBZTNITEELREXZGFEENHE. £A
actions:queryAction:filters:deltaTime H] :offsetSeconds FEIEEEE/TH B,
RiE , BEE— Mk UEENBERFKSRNCIBRBIEENS. ESHthe section called “7=~4l 6
- BIEEFEENEBMN SQL BIEE (CLI)

S - M EEETANUEREENS

ES—MBREENNECIETRE AR QI EFVBIEENR triggers:dataset :name,
B TEN D TNARER
HEECHEENBESTNARFRSRL , AEUES —MEEN N B ALK SUZE1TIX LN A

BF. X, ERAUINARFRERBRERITNAUBABBEENBTTHEE. EAUNNAE
FAR B DT RIITIRME, (actions:containerAction)

ES - MNREEZRNUEBEENS

ES— 1M REENHNBAETRMN AR SIETNBIEEANSR triggers:dataset: name,
BAETEN SR ARER
HEECHEENBESTNARFRSRL , AEUES —MEEN N B ALK SUE1TIX N A

BF, X, ZRAUANNARFREZBEHITRCENBEEARTTFHEE. SUUMNSARE
FH BN DTS RNITERE, (actions:containerAction)
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15 F = 4

Bz &7 m i 8 LA K OpEx

FHREEFUNEED, SENMERENERE. RATHEESENH  HEELEREREEH
RIEEH | HIIEITIF XA, &8 Amazon loT Analytics , BRILABzh# 7047 , SLERE
XEFHEONTEERRE , HUEEXEATRREN KPI &, LEBESMUKRE , B LUNE
BEFrmRE  #ABIRAMETERBREEE X,

ERubin a0

B8 15 7 HNBESERRERNBIESIT—ROW (BEZx, BHENED KPIHEEY ), 84N%
WRABBESERHEZE T XD METHRS. XT8N, EHFERAEAEREENEEOR
W EAE, EBhIkIhEE , Amazon loT Analytics BRI BURBED T , AEIREITRIZE KPI Mk |
SRIE 0 BUR LA SR 20 46

BT RERN
Amazon loT Analytics FZ28e% B HITRERN TERE , ZTERELNET 156 2 HFIHEIT

—R B FHEFHETHRE, EETUBHEFRZHER , P EREEENBERAR
FEABRMIRAF .

IO Toll S A2 89 B R

BERHT WAL, FEALXEE Amazon loT AnalyticsBIEiE ( @FETHMIENERE ) |, B
BESWTITERBUMMNERELE R, ERAOBIETTIHEYIE M xN EES , EFETEEXREXRE
SR EHANRE N E SNEIE. Amazon loT Analytics BESIZEEBFE O HFEAKERFEIES
E KPIs MR ENERZHRS , BEHESU T TERENRE,

{5 Docker & 28

A AeEXxNAEEEBECH Docker BENEE, MREEFEAE=FHEEN Docker A28 , NF
ERZENRE  XER[UREFERAEZNAFPNRIITEERE, EFEAZH , FRREEETEMNE=ZHE
BRNESE,

ERAUATSRANREH X B EIRHAT O UREE W BITEN ER BT
1. BIE— Docker Bzf , HP IS LN HENARF AR LEN EHH KB

lotAnalytics Jupyter 7 BIRH T —NE2 L API RKiDBIAB[E IR, BEATLLZTESHEAR
WG  HPLQBFARTNARFIES  UHITENBES L itE. Bid Amazon loT

EIEESL] 100
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o o & W D

Analytics , BEBIEERE N BB CNARFNEMAKERI Docker BRegii HBENER. (B
E M Docker &25 Input/Output TETEEXEEENARBRIFEATENESZFERE, )

HAeR L& F Amazon ECR Eft &,

BIBEBIEFM , LHBRHAEMERERZNEE (B ) (iotanalytics: CreateDatastore)
BIEHE XX BEE(iotanalytics: CreateChannel),

SR THEEEREEHEFMNEE (iotanalytics: CreatePipeline),

BIE— IAM BELIREF [ Amazon loT Analytics 5708 % 3% H B BIEHIAR (iam:
CreateRole.)

BIE— loT BN , AR SQL ERNBEEEZEFEEHIBIR (iot: CreateTopicRule FE
topicRulePayload:actions:iotAnalytics ). ERZFET MQTT XEEGHEREBTME
Bt , eHEAEENEE, SiE , B FEHiotanalytics: BatchPutMessagefHEM
REfB £ A Amazon SDK HY1R % B3 K IAFISME , =& Amazon CLl,

BIZE— SQL #iEE , HelZBmTEITX| (iotanalytics: CreateDataset, FE
actions: queryAction:sqlQuery ) fti %,

BRI UEEENA T HERIENMIEESR , UHBBIRE SRS B EIXITRELUREARYE
B, (FB actions:queryAction:filters:deltaTime:timeExpression 2 TAIATF
BEHENBENRER , MFR
actions:queryAction:filters:deltaTime:offsetSeconds NIEE T B EEAM AIELE
R, )

iR MARR R IT R HBERE T ENHEERER, 81 SQL BEEREMRE LR sQL
BRERKIINEESCEN, (BXREE SQL HIEERMMKIA ? RF\ITRIMAIFLERMLE L
ROIEBIEENEE, )

BIES — MRS , ZBEEHVUESE — M IES ( CreateDatasetFERtrigger:dataset ) fil
Ko NTHBIEE , BFEEE—NMEQBEE L OIEH Docker BERHRMZ1T1% Docker &
BFTEEENRRRE ( FR actions:containerAction ), EXE |, BE T LUIEE :

« IBHIIK R 1EMERY Docker 22389 ARN (image).
- ABMWARN , ZACATRFHRMERRIMENRENR , MESTEREE

(executionRoleArn),
- MITRBRENRRMEE (resourceConfiguration),

s ATHITARS[BENITERFENER ( computeType , ATREMER : ACU_1 [vCPU=4,
memory=16GiB] or ACU_2 [vCPU=8, memory=32GiB] ).

f# A Docker 528 101


https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.amazonaws.cn/AmazonECR/latest/userguide/docker-basics.html#use-ecr
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateRole.html
https://docs.amazonaws.cn/iot/latest/apireference/API_CreateTopicRule.html
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-batchputmessage
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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- ATHITESRBRENTFRRFITAEANFAMFHEN AN (LGB AR )
(volumeSizeInGB),

- ERNABRFOHRTETXHREANEZEE (EXLRERENARFNSH ) (variables),

ERITRSEN , FERXETE, X ERUNEAENEREENANEHNTEZER (5
) RKiz1THEMN A, lotAnalytics Jupyter BB BFNRAIERRATHNTEHNEERR
BT EM — S RAREUERE. BALLUAREBRINTESRMBECHBEENETE, £z
TABZH , RESNEBINEENEBRANITHHHFIE,

s HYW—PZERHEENEN , BEENSETIATSRENNAERGA (XREBEL—F P4
BHBIEEN B ) (datasetContentVersionValue:datasetName)s

FEARATERBESEN SQL EHNEBEED , URITENAEFWALE , WL Amazon loT Analytics
BIEITRIEFRIES , ZBBESEREEEERTOFEENNRIRRET , ERFENSHHFREEA,

B EENEFREENARRF , RAEBNE, EMEETHEENAHREFEY Amazon loT
Analytics , BRIAMBER T , 2R A LIRPUTURIAEE KRBT O MNABERE. EETEINIT—R
PIESEST  REEREEFHBEEFLEORKENTN, HE , S IELTRAHRESEEN RN
BEXPNFEEHRERNMEE~BREENAERF.

EORNE X HEMBEENCZAAANBESER |, HERUTRE

- AERSRBEETH SQL HIFEEMEK
« = SQL HFEEHKSTWUMAK 10 MRBHESE.

HOZH SQL HEEMEANARBEERN , TRIREL TR

« “Triggering dataset can only be added on a container dataset’( R AEIE R ESBIRE DR INAL X BIEE)
« “There can only be one triggering dataset’( RAEfETE — MU A TR &)

MRZZHENXBAFNTE SQL HIFEpEMANBHFHES , WaRERE R,

- “The triggering data set <dataset-name> cannot be triggered by a container dataset’(fi % B #E&E <
BEEETH> T AR REEMR)
MREGZHENAHMABBREEMANBR/BESE  MIaRELER,

- “<N> datasets are already dependent on <dataset-name> dataset’ (B4 8 <N> MNRIBEEMXKB T <
BIFEEEV> BITEE)

f# A Docker 528 102
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MREZHELN S — M EARBEERHEAKR 10 N ER[BIEEN SQL BIEEARH , NI
ZEE IR

- “Exactly one trigger type should be provided” (Bt 12 & — fdfih % 85 AY)

MREZHENLENBITMASRNBEEMASMANBES , WaRERER,

BE X Docker &% £ input/output
AIETREHN BE M Docker BUGIZITHREFIMAEEM AZTEH FEHEH,
S

RMAZEURENHE EEZIH B IEMEE — JSON X |, B FHIT Docker BREHYISE4] L#Y
/opt/ml/input/data/iotanalytics/params ., FERIZXHHAERE,

{
"Context": {
"OutputUris": {
"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.ipynb"
}
.
"Variables": {
"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}
}

BRT BIEEMBFMFARA ID 48 , Variables P9 & @ EFE iotanalytics:CreateDataset @A
FIEENEE - Fl RFIF , REE example_var AEE hello world!, £ custom_output &
EFERMETBELHE URL, ZOutputUrisFREBERF[ALGEHH LAINRKINLE—ER
B, 7 ipynb F html % i URIs #1447 BRIA G o

i AZE

=

el

B E X Docker A85% & input/output 103
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B Docker MR B VR F B M params XHH BT E, TEHN RFIEFFITFF params X4,
X AR 1T 0 AT HATED example_var TEMNE,

import json

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())

example_var = params["Variables"]["example_var"]

print(example_var)

LRt

JBid Docker BRG S 3 FIFE Fr ik AT SASF H 4 S 2% £ Amazon S3 L&, i A 0fE A “bucket-owner-
full-control” 1 a1 32 & 5l R iNEk . THRIFIER S Amazon loT Analytics BRSS#8&] E& MR H . A RHA)
o BN E—ROIBITY E , & example_var WAA L& E params X#HHH custom_output
E X Amazon S3 &,

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key

bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)

Permissions

BRATERN A, —NABKRT B3 SageMaker Al EHIUBR BRI EZIBARHNNR. HITHRETE
Eﬁﬁ%_/rﬂ@o
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/acl-overview.html
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BRI LB EFHAEE—NAR, WREMFEH Amazon loT Analytics 5| & S22 #E SageMaker
Al S, MATLUEE B CIEFA R |, ZABRKR FHIT SageMaker Al SKBIM A BRLE AR
EHENR. & K SEAUFHUBREGXLENBRNAR, EFZHCIE , EH0IE - 2HM
AmazonSageMakerFullAccess KERHVABH R T KB,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecx:BatchDeleteImage",
"ecr:BatchGetImage",
"ecxr:CompletelLayerUpload",
"ecr:CreateRepository”,
"ecr:DescribeRepositories"”,
"ecr:GetAuthorizationToken",
"ecr:InitiatelLayerUpload",
"ecr:PutImage"”,
"ecr:UploadLayexPart"

]I

"Resource": "*"

}I
{
"Effect": "Allow",

"Action": [
"s3:GetObject"
1,
"Resource": "arn:aws:s3:*:*:iotanalytics-notebook-containers/*"
}
]
}

BYRFHERE-NAE , ZAGHETNITREMZNNR, BIEEMER Amazon loT Analytics
EHEEFUEE-ITAE  HATNITHERE, SIZ-MHINUTRENEERBNAG,
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl”

]I

"Resource": "arn:aws:s3:*:*:aws-*-dataset-*/*"

}I
{

"Effect": "Allow",

"Action": [
"iotanalytics:*"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreateLogStream"”,
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"
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1,

"Resource": "*"

BT REERBEE A,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "v,
"Effect": "Allow",
"Principal": {
"Service": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]

Y,

"Action": "sts:AssumeRole"

}
1
}

B)Y Java £ CreateDataset APl 1 Amazon CLI

BIEBIESE., BIEEEMHESNA queryAction ( SQL &Eif) ) 5 containerAction (34T
BERLNARE ) NEBEEEPRRALIE. HRENEBBEENEE, ZBEETUEIRA
CreateDatasetContent FzhiE% , WA URTFELIEEN trigger B3IEX, BXRELZER B
2 CreateDatasetflCreateDatasetContent,

e
« R4 1- 012 SQL HIRE (java)

|
- il 2- SIEEEEERBRN SQL ZIEE (Java)
|
|

« 113 - BIEEHITRAMAR RN B RBIEE (Java)
« RPB14-BIE SQL BFEEFENMARENBHFERESE (Java)
- 1Pl 5 - 83 SQL FIEE (CLI)
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- Rl 6- tIEEFREERR SQL HIEE (CLI)

R 1 - 812 SQL HIEE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("SQLActionl");

action.setQueryAction(new SqlQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List

List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object

request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

BRI A5

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

= 2 - eI EEFEENERK SQL RS (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
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request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(
new DeltaTime()
.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)
.withTimeExpression("from_unixtime(timestamp)"));

//Create Action

action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object

request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

pRil:g: Ok e

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

w2 - pIZEEEEERE SQL HiEE (Java) 109
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CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();

trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object

request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

RO BB H

R 3 - IR BH IR AR RN B RBIES (Java)

110



Amazon loT Analytics

(AFER)

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod:

true} or {numberOfDays: 10, unlimited: false}}

R4 - g SQL HIEEFEN AR B[N RR[BIESE (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);

final CreateDatasetResult result = iot.createDataset(request);

BRI A5

{unlimited:

R4 - BIZLL SQL BIESEEN AR BRH B R BIEE (Java)
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{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

=15 - 812 SQL #IESE (CLI)

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":
{\"sqlQuery\":\"<SQLQuery>\"3}3}]1" --retentionPeriod numberOfDays=10

BRI A5

"datasetName": '"<datasetName>",
"datasetArn": "<datatsetARN>",
"retentionPeriod": {unlimited: true} or {numberOfDays: 1@, unlimited: false}

=4 6 - I ZEREERERR SQL HIESE (CLI)

BENBRE—RIAFPENNFEEBREEZNMEIRFR. BXFEREBENE , BUUERATE LIRS
BEABEEENFTRENERREENS , ANFHRERTI . BB EHEENfiltersEf
PdeltaTimeFiIRERLIZIBER O (CreateDataset)s queryActionBE , B H LR ERT A E FE
R BEFREBRIEENTR (triggers:schedule:expression), EAL | XFEE AT EREL
ENEEOPEGRAES , XERBUFINEEONEEFIENEETXES T,

HEZRFH  BIOIGE-HBES  eREATELREEFIENHIEER 15 28 831 12K
BENE, BIEE 3 248 (180 ) 1 deltaTime RE , LA FEIXIEERTFEFHANERIER 3
a8, Bt , IRBIBEARBTRELF 10:30 QI , NERANYKE (ESERBEERETS ) WEtHE
BELF 1012 B 4 10:27 2R (BN EAF 10:30- 15 580 - 3 28 E L4 10:30-3 2% ) »

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-
json file://delta-window.json

delta-window.json XHEBELULTRE,

{
"datasetName": "delta_window_example",
"actions": [
{

Tl 5 - B2 SQL BIEE (CLI) 112
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"actionName": "delta_window_action",
"queryAction": {
"sqlQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,

"timeExpression": "from_unixtime(timestamp)"
}
}
]
}
}
1,
"triggers": [
{
"schedule": {
"expression": '"cron(@/15 * * * ? *)"
}
}
]
}
B Th B B9 %8
{
"datasetName": "<datasetName>",
"datasetArn": '"<datatsetARN>",
}

AELEIER

AF I EEXWMAER Jupyter notebook ¥% Docker RERMIEE ., WRESHFAFE=SFWENEZIL

K, NEFEERLKR  SENARTEEALZNAPRNTEERB, AL, EiERERH HTML

A LAE /RTE Amazon loT Analytics #HAF , AIEE R HTML WitEH L RBEBENREEN . &
FERAzH , FEREEEEMNE=SEIEENESE,

PITER D TERBEH —NMERMER Jupyter £184%, Jupyter Notebook IR{HEE AMBKEFERIZTE |
DIATHIEEZ I M— R D#. BEXEZEL , BSHLIEAER, (BIE , RINEBHAXER
I8 JupyterLabZ 28 t. ) EATLUN Jupyter Notebook MEFT B R —NEEEH , ZABATEHE—HLH
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ERARSRNEREENBE O PHIROT D RBENDIEL | REFEZAEL A @ AT a0 TR
o

WMREAE 2018 £ 8 A 23 B2 /EEH Amazon loT Analytics #2#| & 8|2 7 SageMaker Al 3£41 |, Y
BRTENRECEHITH , BUUTHRUER SR G, BN , BREBET I HNTRELN
SageMaker Al £6l E B AEIEARARL. EETRNABRS , BFIENER SageMaker Al ITHE
LA RSSM& E£ 2] Amazon , EC2 RARRERSBLT E.

XA 2 A AN E IR ASE S E AE 88t Amazon IoT Analytics

EMNBWEBES Amazon loT Analytics 3l & B2 K SageMaker Al 32461 , MARIZBUT HRIE
. FIEBIFEXIFAE,

MREEZARRLSGER SageMaker Al 3561 ( TR ) , WETEFEEFHM IAM BEHMEKRE | B
BMEFMELZEY B, U&E—LFTo

1. ERFENEIEASEHIE Amazon ECS IR |, i1 SageMaker Al TUE L kR &/
SageMaker Al SE41 -

Amazon SageMaker X Amazon SageMaker
Dashboard
Notebook
v Notebook instances

0, Search notebook instances

Lifecycle configurations

¥ Training Creation time v

Training jobs exampleNotebookinstance ml.t2.medium Jul 03, 2018 21:25 UTC

2. TEIAM At ARN T , i£$F SageMaker Al iITAE,
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Amazon SageMaker X Amazon SageMaker Notebook instances exampleNotebookinstance
Dashboard exampleNotebookinstance

v Notebook
Notabookinctaricas Notebook instance settings

Lifecycle configurations

v Training Name Notebook instance type
L exampleNotebooklInstance ml.t2.medium
Training jobs
Hyperparameter tuning jobs ARN Storage
arn:aws:sagemaker:us-east- 1| BN n otebook- 5GB EBS
v Inference 3 2
instance/examplenotebookinstance
Models Encryption key

Endpoint configurations Lifecycle configuration

Endpoints -
IAM role ARN

arn:aws:iam:: S role/service-
Status role/AmazonSageMaker-ExecutionRole-20180620T141485 [4
@ Pending

3. 1%# Attach Policy (FfinRRg) , AEE LHM IR ERAYREE, 205 1= AR
AmazonSageMakerFullAccess KRB , NI INZREE

Permissions Trust relationships Access Advisor Revoke sessions

Attach policy Attached policies: 7

&AM Amazon S3 THRAS[CRBHFEREEENEEREH L, F—HR1HE SageMaker
Al SEHIE K i,

1. 7E Jupyter A, I%3F FEE,

-

— Jupyter Quit
Files Running Clusters SageMaker Examples Conda

ﬂ Upload New~ &

2. EETRHERER , EE LR,
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Other:
Text File
Folder

Terminal

3. HEAWA , MAUTHSRTH, BEFENZERB, FiIE A XEGTSERRENEIZREL
SageMaker Al 326l Lz TR T E #E.

" Jupyter

sh-4.2$ |}

cd /tmp

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp
unzip iota_notebook_containers.zip

cd iota_notebook_containers

chmod u+x install.sh

./install.sh

EE-MoH , SMEXNY BHTRIENZER,

NAF BB A IENZILAKEIE AE R Amazon loT Analytics 116
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EMEILARRLT B

WMRIEIE 2018 £ 8 A 23 B2 /FET Amazon loT Analytics 4] A 812 T SageMaker Al 3:4) |, &
B ZERRLT B, BULUBIM SageMaker Al BH A ERKFIREHT BEF. WREFHEE
THERER , WALENEfMETXRETEH A ENECAES B ARRFLPIENL RS R

H#1TEH. Amazon loT Analytics

BIE AR LR

EATH , BIPFESKRANLEABTHRILATNL R, B, BRE

SRILAREIER,

B Jupyter £iEA |, RIEEEFR

1. B Jupyter EiBARF | 1 New (FTE) , AN TRIIRFEFMEAKER, (KA
BERB N “Containerized” 713k , AURAZERENEARNKLER, fll0 , IRRE—4
£ “conda_python3" X B K 4 Python 3.0 3% , Ei1%&$&F“Containerized conda_python3” ) »

~ Jupyter

Files Running Clusters SageMaker Examples Conda

Rename ' Move n
1|~ | m/

3 loTAnalytics

@ O lost+found

&) Untitled.ipynb

2. EEMELCAFHNIEFAREFERRN , FEERRFERE,

Quit

Upload (57

e

Notebook:

Containerized conda_chainer_p27
Containerized conda_chainer_p36
Containerized conda_mxnet_p27
Containerized conda_mxnet_p36
Containerized conda_python2
Containerized conda_python3
Containerized conda_pytorch_p27
Containerized conda_pytorch_p36
Containerized conda_tensorflow_p27
Containerized conda_tensorflow_p36
Sparkmagic (PySpark)
Sparkmagic (PySpark3)
Sparkmagic (Spark)

Sparkmagic (SparkR)
conda_chainer_p27
conda_chainer_p36
conda_mxnet_p27
conda_mxnet_p36
conda_python2

conda_python3
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File Edit View Insert Cell Kernel Widgets Help

+ <</ @ B 4 ¥ [MRun |l C MW RawNBConvertv

3. WMABRBUEIRLEANEN, St LU A EER,
m 2. Input Variables 3. Select ECR Repository 4, Review 5. Monitor Progress

Container Name *

¥ Containerize

Beer-Tastiness-Calculator

Container Description

Mext

Exit

4. IBENATHEAZLIEAH Input Variables (i AL E) ( S8 ) . BALUERNEZARF BRI
FMNMATE  HENEBENEE, (FEE , XEZ ST IEiEARR , Fae N EHm AL
B, ) NF8MNaAZE , RB—fEH, ZETURARATEN TEER,

DIEREBRLRE
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1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress
Name Type Description
ounces Double = X
brand String = X

Showing 1 to 2 of 2 variables

Add Variable

Previous

5. IEFRRFFMERAFOIZHBRE EZFIH Amazon ECR F# .

Previous E Mext

MNext

DIEREBRLRE
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1. Name 2. Input Variables 3.Select.  ECR Repository 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories.

Repository Name Create Search: |Repository Name

Mame

my-repo
my-repod

my-repod

Showing 1 to 3 of 3 repositories Previous m Mext

Previous MNext

6. &FE AL TFHRBERMCIRE

BREBEILEMABRNBR, EI% , FHFRCSERIEELEIE, ZIBARKE— /T,

DIEREBRLRE
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1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name Type Description
ounces Double
brand String
Showing 1 to 2 of 2 variables Previous E Mext

Exit

7. T-RHERHE,

1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress

The containerization process typically completes within 30 minutes.

Creating Image...

Exit
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8. MREENXMATHIWE , WTTM Amazon loT Analytics 2 HI BN E LA F 7 LA BRI EN
RS0

9. ZUEBEZEME , ReR{LBERFME Amazon ECR # , BEES Al =M

Containerize Notebook

1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress

Creating Image... £J

Uploading Image... £J

You can now use this notebook for scheduled analysis of your Data Sets. Belv R =0

Exit

EH BENLRB[EIT DN

AFHGEHEXUWMAAER Jupyter notebook ¥% Docker REEMEE ., WRESHERAFE=SFWENEZIL
K, NFEERLRK  SENARTEEALZHAPNRRTEERB, A, EiERERMH HTML
AILAE 7RTE Amazon loT Analytics ZHIAH , AIEE R HTML Wit EN LIRHBENREE N . £
FAzH , FRREGEEMNE=SZIEEANESE,

BRI B O EENAERHFERZ Amazon loT Analytics REE1TE. Atk , BEEZLR$ Docker
MG H N HE £ F Amazon ECR , RAERERFEERZTARRIE. ATRM—MER Octave KT
b,

AHEBE :

o A#hitEH LB %% Octave

o ARt EH EEBIRE Docker Ik

» ##8 Amazon ECR = Amazon loT Analytics 7B X PRI Amazon ik 2
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$9 1 : IRE Docker &

FHEREFE=NEEXMNH. HEMNRABUWT :

» Dockerfile - FAF Docker Bt I IENVIEERE.

FROM ubuntu:16.04

# Get required set of software

RUN apt-get update

RUN apt-get install -y software-properties-common
RUN apt-get install -y octave

RUN apt-get install -y python3-pip

# Get boto3 for S3 and other libraries
RUN pip3 install --upgrade pip

RUN pip3 install boto3

RUN pip3 install urllib3

# Move scripts over
ADD moment moment
ADD run-octave.py run-octave.py

# Start python script
ENTRYPOINT ["python3", "run-octave.py"]

« run-octave.py— 43R B JSON Amazon loT Analytics , i&1T Octave BIZR | RS FWH L& T
Amazon S3,

import boto3

import json

import os

import sys

from urllib.parse import urlparse

# Parse the JSON from IoT Analytics
with open('/opt/ml/input/data/iotanalytics/params') as params_file:
params = json.load(params_file)

variables = params['Variables']

order = variables['order']
input_s3_bucket = variables['inputDataS3BucketName']

FEREENESE 123



Amazon loT Analytics CRPER)

input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"
local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {3}".format(local_input_filename,
local_output_filename, order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename,
'rb'), ACL='bucket-owner-full-control')

« moment - —/MEHERY Octave MIAS |, RIARYEfar A S W X4 38 E RV IR i EBS %o

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

1. TEEMNXHNAR, gl B, FRMBEXHHRAZE R , REcdEZE .

2. BT T @5,
docker build -t octave-moment .

3. BRZATE Docker FEEHFE — MG, BIBITUTHTRIEE,
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docker image ls | grep octave-moment

SR 2 : ¥ Docker & £ & F| Amazon ECR F&FE

1. 812 Amazon ECR Ff# .

aws ecr create-repository --repository-name octave-moment

2. 3REY Docker SR EM B FKE R,

aws ecr get-login

3. EHlAMHHAETE. MHNEUTRERLL,

docker login -u AWS -p password -e none https://your-aws-account-
id.dkr.ecr..amazonaws.com

4. A Amazon ECR Zf# ERZHRIC B 2R &,

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-
moment

5. TG #HEIX E| Amazon ECR

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

HIR 3 FFRBIBSE L Amazon S3 i

1. FUTAHBETHEXHinput. txt,

0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745  ©0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 ©0.746533 0.048276 0.075284  ©.125395
0.829358 1.246402 -1.310275 -2.737117 0.024629
1.206120 ©.895101 1.075549 1.897416 1.383577

2. BIEBF A octave-sample-data-your-aws-account-id 9 Amazon S3 Ff& .

ERABEEXNRER
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3. FF3# input.txt EEARERINIGIEH Amazon S3 FEE. WK , BRNZET —1MNER
octave-sample-data-your-aws-account-id WFEM#E , HHREEXH input. txt,

S|4 QIEBRBFNITHEE

1. MU THABREHZEIR N rolel. json WXHH, your-aws-account-idE#FER Amazon Ik
F ID aws-region FEK Amazon &R Amazon X1,

(@ Note

WREBFE—IE2BEFHLETXESR , AT LEEREZSRE, EXEZEE , B5H
the section called “Bf IE B IR SZIEEBEE” -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"sagemaker.amazonaws.com",
"iotanalytics.amazonaws.com"

}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset"
}

FEREENESE 126



Amazon loT Analytics CRPER)

2. BT H M Amazon loT Analyticsrolel. json , 81— @ SageMaker Al F$% Fif R
REAE,

aws iam create-role --role-name container-execution-role --assume-role-policy-
document file://rolel.json

3. FUTHBTHEIR RN policyl.json IXH , H¥F your-account-id B FEWIKS ID (&
Z[f] Statement:Resource THIEE=/ ARN ),

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject"”,
"s3:GetObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:*:*:dataset/*",
"arn:aws:s3:*:*:octave-sample-data-123456789012/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreateLogStream",
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"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

4. {EFRENIN TEHMXH policy. json BIE—/ IAM policy.

aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document
file://policyl.json

5. fF REEMMEIZAR,

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam: :your-account-id:policy/ContainerExecutionPolicy

SRS ERARRRFUE-IMRES

1. RUTHETEHRIE RN cli-input.json WXHHF , HAHENNERIR your-account-id M
region MIFTE =M,

{
"datasetName": "octave_dataset",
"actions": [
{
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-
moment",
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"executionRoleArn": "arn:aws:iam::your-account-id:role/container-
execution-role",
"resourceConfiguration": {
"computeType": "ACU_1",
"volumeSizeInGB": 1

I
"variables": [
{
"name": "octaveResultS3URI",
"outputFileUriValue": {
"fileName": "output.mat"
}
},
{
"name": "inputDataS3BucketName",
"stringValue": "octave-sample-data-your-account-id"
},
{
"name": "inputDataS3Key",
"stringValue": "input.txt"
},
{
"name": "order",
"stringValue": "3"
}
]

2. ERAERINTEHEHREN MY cli-input. json BIE—PMEIREE.

aws iotanalytics create-dataset —cli-input-json file://cli-input.json

SR 6 HRABBEERTER

1. BITUT GRS,

aws iotanalytics create-dataset-content --dataset-name octave-dataset
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SRT7  REBEERR

Jg J’/{THDTJO

aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \
$LATEST

2. IRAIBEEEE S/ o4 atE |, B3R DatasetContentState 3 SUCCEEDED,

S8 8 : £ Octave RFTH % H
1. 8 Octave shell BXEZT SMNEEHITEN@E

bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744
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AL FE Amazon loT Analytics

E¥ Amazon loT Analytics BB AL , LA LAEA Amazon loT Analytics & & 3 Quick Suite,
FH

o fERAEE AT Amazon loT Analytics &

A #4] A AT 94 Amazon loT Analytics $iE

Amazon loT Analytics AT BA#EAmazon loT Analytics £ &N BRBHRBEBENETNH LBRABRHZBEEN
HTML & i ( FTES0F P Bloutput.html ) o #li0 | SR EE X —MNE1T Jupyter notebook KR EFE
EE& , H1E Jupyter notebook FEIZAIMILANA , BHBBEBETERLUATAR,

JUD}ItEI’ spectmgram Lasd Chackpoint an hour age (sulosaved H
i #
E + » & 0B + 4 W B C ¥ Call Toolbar y
from scipy.io import wa
ate = wavfile, read
n )= | & t matplo plt
fig, (axl, ax2) = plt.subplots(l, 2, figsize=(12, 4))
axd.plot(s S itl § "y
axl, spRcgra axl. 5
plt.show()
i
W 2 ) fl 4
p“ ] r h II.l- -y T | ‘ -
B 1 ¥
4 ' .‘. i - v =
aean s F W #
e Y

RE  FUEBRBEEANRRE , EUUEEFENEEERNENEH LEFTZTALLAR.
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(AFER)

Eiollew Battery Analyls

TCTIED

MNama Werion Date Created Labest " "
Content » v y B june 18, 3008 64536 b Do
o
||.||| ! Ij;'l.
[ | AT ik [
i " N |
I'.' | J Ih f '{ i " | ] M
O \ ne I |
4l (b 1 Dt il
e t"l" |j|l1'|.|, | T
-.'__h T "":’I

BXRBIEIZ1T Jupyter notebook A BRHEENER , BSH T TERRE,

AL (BHE )
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate
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7 &R Amazon loT Analytics 3%

NTHEEEEHNEE, BEE. JEERNEE , £UNEREBEIGRENEANEIN R RIELBS
R TTEdE. BN BIREH U5 B A 6 2R

£

« IREEFHR

« E IAM KB ERIRE

« IRERF

R E AR

FREEIBEEB LR BN A XX Amazon loT Analytics BR#ETHE | FIMZRBIR, FMEERFEHRIT
P, FELRETFLZRAXBEERNBRER - EUURESBRARFENRSREBRINFERR. BNMR
IHIELENHN—NEAM—NTHEE, flin , BUURNBEENL—EAHRE , UREARENEENHE
ERMIREER, RNEBVWEHNESRFRRIT—EARE , WHEENEE, FA—AEENRERE
EE BRNSFEMEN, BRERNIRSERFIEERR,

R LAERREN RAR T O RMB R, YERENATEE, BEE, JEERIEEN
Amazon KA —1HES S FRE (CSV) XHHERANRADERE , ZREERELE LA ERHRMK
R, BALURERRWSE RS (BIMEARL, NRARFEMIMAE) HRE , LERESHERS

BREAR. BRAXNKADEFERARENESZEER |, 5% Amazon Billing F F 155 F #Y 5 F B AN 20 Bl bR
=

S5V adlo)

RNETER , BEEA Amazon IKESRAERE BHAPHIRSRESS , ZRER[EHRT —TEH. &
—M ARG EMEERE, BXEZEE |, i5SH Amazon Web Services EEZ &I A A7 Y £
L wmERT.

&l LAE A Amazon CLI #1 Amazon loT Analytics API 4 B#r%&, TESIERZTNESEE, B
RBE. BEFHENEEXEK ; IEUTHSHER Tags (R ) F& -

* CreateChannel

* CreateDataset

* CreateDatastore

» CreatePipeline
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A BN ZEAREN B RIRANI, EATIMERFL, EANRTHT

TagResource

» ListTagsForResource

» UntagResource

EA MU SR RAE | EA BRI ORNRS, ETUHRENERNENTHSR | BRTE
GHEHEE, NREFMUHENESZSH LAEHENERR  FHERAEEAE, NRMEB
B, WATE SR AR AR S 2RI B .

£ 1AM KB E PR

EALAE 1AM KB keys/values REREBUTRHF LT XM ConditiontE ( B#HAConditionX
R BERFRNFSEEHAFHRNE (XR)

£/ iotanalytics:ResourceTag/<tag-key>: <tag-value> A] RFHIELH I ENRSIHE
B LW AFB’RE,

- £/ aws:RequestTag/<tag-key>: <tag-value> AJEREX HAIBRIERATFHREZNERHN

APl EREER (T EA ) BERE,

f£A aws:TagKeys: [<tag-key>, ...] AIZEREXHUIEFIE R A FIRZMNFIRR APl ER
RER (BT ER ) —HEERSE,

(® Note
IAM KB keys/values RIS £ T 3NEA T AL BER AR IR BRI IR R BV IESH
# Amazon loT Analytics #4E, flan , £ DescribeLoggingOptionsF =& allowed/denied &
FEHETX , keys/values AR ERAPKREIAEMAIFRICHERR (8, BUIEE., BIE
FHREEE ).

BXREZER  F5H (AM AFER) FREARSESIFR. ZEM IAM JSON EHSE —T
BE IAM FHHY JSON R TR, TEMTEEENFMETE, FHRNRHE.

LT RAIRENARNE TSRS, ZURBERSINAR

1. TERABRREMIRL env=prod” ( HZR RHIFH "aws:RequestTag/env" : "prod" 17 ).
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-untagresource
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(AFER)

2. TAEEBRR B EEBFABEIRZL ‘env=prod” R IR ( ERBIF , ESHHE

"iotanalytics:ResourceTag/env" : "prod" 1T).

JSON

"Version":"2012-10-17",
"Statement" :

[

RN EEREREES IMEE , HERFENBEEINRD , WA TRAIFRR

"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestTag/env" : "prod"

}

"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"iotanalytics:ResourceTag/env" : "prod"

}

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

1£ IAM KB R ERRE
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"StringEquals" : {
"iotanalytics:ResourceTag/env" : ["dev", "test"]

}

@ Note

MRIEH allow/deny AP ETHREHRIFR , HHLERAWEIEL A S EARR IR RINRE
BRIXLERRE, B, AP TREASEIUERINEUST SRS , HIREBIZRRN I ERR.,

PR PR
TEREMAT HENERRH .

- BNMNRBHERARIFEH - 50

. BRAREHKE - 127 4 Unicode & ( XA UTF-8 =)

« BRREKE - 255 4 Unicode F#&F ( XA UTF-8 = )

- RERENEX D KNE,

« Faws: prefixENRISEMBEFFER , ENECE2REBM Amazon . BEERBDIM BRI
BIBMNIRE BN E. EFRITRNIRERIT AN EIRAREHERS,

« MRFLHFRENSMRSNARER , FiCEEERS TENIENFZRAERE . BEATFERN
FRHOE  TRHUTF-8 BXRTHNFR., ZRABFZURATERFZHF+-=._:/ @
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F Y SQL &EZX Amazon loT Analytics

BIRERFERABEE®EPEHEN SQL RENLERKN. Amazon loT Analytics £/ 5 Amazon Athena
HRE/M SQL &if), HBEFZEH,

Amazon loT Analytics 1% ANSI #54 SQL &£ 75,

SELECT [ ALL | DISTINCT ] select_expression [, ...]

[ FROM from_item [, ...] 1]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]
[ WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...]1 ]

HAVING condition ]

UNION [ ALL | DISTINCT ] union_query ]

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...]1 1

LIMIT [ count | ALL ] ]

| e IO e O e I ey N |

BXSHBHWHEIR | F3 % Amazon Athena XIS B2
Amazon loT Analytics ™ B Amazon Athena AL TRE :

« WITH ¥4,

« CREATE TABLE AS SELECT i&4

« INSERT INTOiE4

- MigmFIER , LFER USING 1297 EXECUTE,
« CREATE TABLE LIKE

- DESCRIBE INPUT #1 DESCRIBE OUTPUT

« EXPLAIN &8

- AP EMHIBEI ( UDFs 5 UDAFSs )

F&
- PXFEH SQL IhaE Amazon loT Analytics
R Amazon loT Analytics® SQL &Y & I 7] &
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https://docs.amazonaws.cn/athena/latest/ug/select.html#select-parameters
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(AFER)

MY SQL ZhEE Amazon loT Analytics

BIEERMER SQL REAMBEFHEPIBTFEERN. RETHWEBRE Amazon loT Analytics F

Presto 0.21 7,
XN HIERE
Amazon loT Analytics B Amazon Athena XX L FERR,

 primitive_type

e TINYINT

 SMALLINT

 INT

 BIGINT

 BOOLEAN

* DOUBLE

* FLOAT

* STRING

« TIMESTAMP

* DECIMAL(precision, scale)

* DATE

« CHAR (EEEEKENKEREENFZHFHE)

* VARCHAR (EEEEKENKEJZN FRHIE)
« array_type

* ARRAY<data_type>
* map_type

* MAP<primitive_type, data_type>
 struct_type

* STRUCT<col_name:data_type[COMMENT col_comment][, ..

1>

X9 SQL Zhee
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https://prestodb.io/docs/current/release/release-0.217.html
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® Note
Amazon loT Analytics T B Amazon Athena T X iFFE LEHIFERE,

X

I & Athena Amazon loT Analytics F SQL IIEEE T Presto 0.217, BXHEXREKE, EEFMRKIE
ANWEER , BSH HHFZE LK Presto XHEFPH T EHKET,

- BBEHEY

- EREBIEERF

« FHERKR

- HIREH

- BERBMNEER

- BRIVEEK

o TRERBMEERF
- FRERBMNEERF
- THEHBH

- BRASNRERBENEZER
o ENREXEEK

« JSON EE Mz HRF

« URL ¥

- REEE

- BOBEK

- BBEK

- BARBNEER

- RERBIEZERF
 Lambda RiAXME LK
- Teradata BEH%X
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(AFER)

® Note

Amazon loT Analytics T B Amazon Athena T AP E XK EIHBUDFs ( UDAFsZ ) S#F

g =,

2R Amazon loT Analytics® SQL Eifj#Y & M 5] &
FRAUTESTHEEIEHEE Amazon loT AnalyticsH#Y SQL &A1&,
- ERVUSEES  BEHIEMNLES —NRSIS, FTENXMERENEISRE.,

Example R4

SELECT '0''Reilly’
- BERUTNE , JEMERREISFHUTRILIT XN BEF#E B HEER,

Example R4

SELECT "_myMessageAttribute’ FROM myDataStore

- ENEBRFENENHTEY , FANGI S HEERFNREFHEBEHREREXR,
Example R4l

SELECT * FROM "myDataStorel23"

- ENREAXBFHTENL , FANGISHREXBFREER. UFESEE,
EAPREXBFHIIR

HZ M SQL SELECT

BB SRR
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Z4 ™ Amazon loT Analytics

&% Amazon REF2E., BN Amazon BF , BRI R TEANREASHLLHBBEALNE
SR E BRI L LR,

L2 RN HEEE Amazon HFRE. TERXEENREHRNCHLZEENEPNR SN

« ZEE- Amazon SIERFE Amazon =HIZ1T Amazon RS ERMZEN ., Amazon & ERE M
NE2LEANERES. N Amazon EETRIBN—E2 , RIMNLLEBRNEREERHE=FHF
T RFTNRANEIE, BT HETANAMITRI Amazon loT Analytics , FSRZREMITRIXI 2 HISEE
K EIAmazon RS .

© TIREE-BHTEBREER Amazon RS RE. BEFENHMEARNT , SHEEN BRI
., SALNERUNERREREN,

AR RYNGHE BY IR T AR TE R P Bt a0 {A] i A 5 I TRAEAE R Amazon loT Analytics, BA T & @ &4 48 a0 far it
{TELE Amazon loT Analytics LUR B BN Z £ FMEMM B IR, EEFES oA A H AL Amazon RS
SR Bh I8 M R AR 8K Amazon loT Analytics &R

Amazon ldentity and Access Management in Amazon IoT Analytics

Amazon Identity and Access Management (IAM) 2 — I A] F B EE A T2 #1332 5 Amazon &R 8]
BREY Amazon fRSS. 1AM B3R B 2 6l A SA 1T KA ( BF ) MR (HENR ) F£H Amazon
loT Analytics iR, IAM 2 —TTLHF /NI FREIAI EAK Amazon RS,

R

&£ 53X Amazon Identity and Access Management (IAM) R AR

- BRESAF : MREBFTEFRIIEE , BNEERALERNER (ESFEX Amazon loT Analytics 5 3 7
7 1R 3 1T MR HERR )

- RSEEA : BEAFLBRNXBHEINRIER (ESH W07 Amazon loT Analytics 5 IAM BL& &
A)

- IAMBEER : FEATEEHRNRNERE (15ZH Amazon loT Analytics E TSGR =G )
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https://www.amazonaws.cn/compliance/services-in-scope/
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A SPHITE ORI

SPBIFRE Amazon EASHEILREN AR, B4HMEL 1AM AP 54317548 IE Amazon Web
Services IKFRAF , REBLEF IAM A€#H1TH BRI,

NFHEIGME , Amazon 24t SDK F CLI KX ER#ITNBZL R, BXEZELR | HSH (AM AF
B8 HMERT APl EREIAmMazon LB MK 4,

Amazon Web Services = root FiF°

#1228+ Amazon Web Services Ik, BHE42HE —1HB R Amazon Web Services Ik root Fi 7 i &
514, 25/ AUTLIFRFFERIR Amazon Web Services BB MRR. BIBWELEFEHER,
HITRAERES. EXEERAFPEILENES , H2H (AM AFER) PREERAFZIENES,

IAM AP B4

IAM AF RN ENMAGRSENARFEERSENRNE MR, RMNBWWEAIGHEIE  MIFEFKIEILE
B IAM AF. BXEZER  ESR IAM AFRPEREFNER AL FERASHOREFNEKS B HRIE
= 8€ Amazon £ I BHE B3 1TIH R,

IAM LHIEE—4AH IAM AP , ETRAERFHRITNRERE, EXEZELE , H2H (AM AP
) T/ IAM AP ER R,

IAM B

AM BEREERENRNEM , TEMIEHZIE. SAEIMNAFTRE IAM A6 (#FHE ) R
@A Amazon CLI 5 Amazon APl RERRKA AR, BXESZEER , H2H (IAM AFER) P
EAEBNEE.

IAM B FEBREBAFHE, Imet IAM AFRXER, BIKFiGE., BRSHRIMUKEE Amazon EE1TH
NARFIEEER., EC2EXEZEER , B5H (AM BAFIEE) B8 IAM R EK P FIR A,

E AR EE TR

RAT LA Amazon @i A2 FK G E K INZE Amazon B A EERIZEPHNIFENE. FBENLTE
SRR ERRIEKAWNR, Amazon EZEIEARHIBERIIPAXLEBR, KZSHEREELL JSON 30#
B Amazon FEREMEF ., BXx JSON FEXHNESZER , HSH (IAM AFER) $ 8 JSON F
BEBEIR

EERAEARE , BYEXLBNEEAUM AT RUREMFAKAETHRITRE , REEERFRGRMT
ARE,

ERBHENEHRE e


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
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RABRT , AFNAERENR, IAM EERE IAM REFREFBEEH , REAFTUR
ARERE, IAM KEE IR , TR E RIEMER B G ERNITERME,

ET 508K

ETHONRBEEMMBSH A/, A5AE ) B JSON RREM Y, XLERKEE F 0 AT
F AZRH TXH ML FNITHLRE. ETHRNAURETSHNEM , B2H (AM AFERE) #$
MEAEFERERKEE L EEX IAM KR,

ETEHIRBEALURARKE ( ERRAZNENGHP ) IRENRE (NSNS HHMILE
B ) . BETHRIAEREXNRBEMABRRE ZRARTIER , 550 (AM AFER) PREEERR
B 5 BRI < B 1T

Hfth SR EGSR
Amazon XIFHMRMAR  XERMABTLUZBERNHRMERRFHRANR :

« NRILR : REETEHHRBAILUETF IAM EEAHNRANR, BXEZEL , 55 (IAM AR
EE)Y BH IAM SE{REYIRID B,

o PRSSIEHIZRRE (SCPs)-1E 5 EH LA K R B A B KIXPR Amazon Organizations, BXEZE
£ , 2 Amazon Organizations Fi /570 Y AR 5545 6 SR B

. BRIZBFHIFEE (RCPs)-REKF P ARNBEATHANER, BEXESZELR , 5H (Amazon
Organizations AP #8/) R A IRZH KB (RCPs),

- RERE  THAGRREAFURRNXEN , EASBERENSRER. BXELER , FEH
IAM AP EEEHPH2ERK,

ZREERE

HAZNREMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
{7 Amazon BERE AWER , HSH IAM AFEEHHNRBITEEE,

#n{a Amazon loT Analytics 5 1AM B & {# F

EER IAM BB 5[ PR 2 81 Amazon loT Analytics , #&R1% 7 #EBFLE T Y IAM ZhEE Amazon loT
Analytics, B2 7 #4111 Amazon loT Analytics M E fh Amazon BE 5 IAM BAFEH |, 25 1AM
APERTNE IAM B & FHAmazon fiFH.

ANELHNEDR :
« Amazon loT Analytics EF & KK R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon loT Analytics CRPER)

« Amazon loT Analytics EF & RHBE
« ETF Amazon loT Analytics x5 B IR
« Amazon loT Analytics IAM &£

Amazon loT Analytics ETF 57 HY SR B

BB IAM E T S RE , BRUEEATRIELNRENTR , URATHIELEENFML
Amazon loT Analytics XS EMNRE, BENFZHRE. ETHE JSON REEFPFERANMERLE | B
25 (1AM AF#ERE) H1 IAM JSON KB TRSE,

BRI

ET IAM RN Action TEERZRERF AFFIELNIBIERE, KBRFFEBESXEN
Amazon APl R{EE B BLIRER T REE PR FHITREKRENNR,

RESIRVETEIRVERT Amazon loT Analytics fEALAT RIS : iotanalytics:fltn , ERFEA

£ Amazon loT Analytics CreateChannel API #24E612 Amazon loT Analytics 578 KX

R , BEEfFZiotanalytics:BatchPuMessagei2FB S EMATNREEF ., REEFHLTD
EActionZiNotActiont&E, Amazon loT Analytics EX T HEHW—ARE | XERERR T ET
LA A LIRS MATHIES .

EESENMBAPIEESZWM BE , BERAESFHEIIRT , AR,
"Action": [
"iotanalytics:actionl",

"iotanalytics:action2"

]

BT MERBERS (%) EESMRIE, fln , EIRELLRF Describe FFAMRAERE , FEEUAT
(A

"Action": "iotanalytics:Describe*"

E&E Amazon loT Analytics 24EFIE |, HSH IAM FF#R Amazon loT Analytics 1 iE X B2 1E,
Resources ( %R )

Resource TEIEEMENARENNR, BIAXMEE Resource T NotResource TE, &
£ ARN REERR , AEABESR () UIEHZETERATHAERR.
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
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Amazon loT Analytics BIEERREB LT ARN,

arn:${Partition}:iotanalytics:${Region}:${Account}:dataset/${DatasetName}

BXREAMWEZEE ARNs , S H Amazon FIRE# (ARNs) #l Amazon ARSSa5 & ZE 16 o

Bl | EEFEAFIERE Foobar BiEE , EHEALT ARN,

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/Foobar"
EEERTHEKSHNAAEXS , BEABERS (M)

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/*"

F L& Amazon loT Analytics 4 ( HlINGI2FRNIRE ) TENBERFENT. EXEBERT , B4
MERBER (%)

"Resource": "*"

H L Amazon loT Analytics APl BES R ZANEIR. HIE0 , CreatePipeline 5|FBENHKESE ,
I, AR EEFEABENREENNERE. ZEEMEIFEESZNEIR , & ARNs AES 2.

"Resource": [
"resourcel",
"resource2"

]

ZE&EF Amazon loT Analytics BIRER K H5IZk ARNs , i IAM A5/ Amazon loT
AnalyticsHEX N RIR. BT HAINEMBLERERIEESNRIRN ARN , EZH Amazon loT
AnalyticsTE X BV R 1E,

ES e

f£ Condition Jt¥& ( = Condition 3t ) # , AT EBAERMNEH. Condition TEETE
Vo BALMEERAZGZER (W, FFHNT ) BEHRER , UERBPHNREEERPHE
FMTE,

MREBE—MEIHIEEZN Condition TE , HELE/ Condition TEHIEEZNE , NI
Amazon fEfiZ % AND EE LT, MRBHNENZHRIEEZ/ME , Il Amazon 2% OR 1=
BRI GRS, ERFIEANNR 2 B ATH BT AN SH,
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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EIEERMSN , ZEUUEALSNAEE, fli0, NEAFPEAEAFRB#HITIREN , BFTRERT
HRERANR, BEXEZER , BSH IAM AFERE B8 IAM policy TE& : EFEMNKRE,

Amazon loT Analytics TREEMRHETRFSHNEFHRE  BECHIZBERARELELRFHE. EEEM
B Amazon £F&HE , ESH IAM AP EEFHNAMmazon £/BE&G L TXEH,

Bl

E&F Amazon loT Analytics EF S H R RE , i§ZH. Amazon loT Analytics ET HHHE
B& 7= 451

Amazon loT Analytics E T &R B

Amazon loT Analytics T X FE T REN K, EEFFANETRRENRBEAENTA , 5
il Amazon Lambda FF & A R IEEH H Amazon Lambdaff A E T &R FEE,

E T Amazon loT Analytics FrZ#Y FZ1X

&AL Amazon loT Analytics B RME PR E A2 1H K P42 1EHRZE Amazon loT Analytics, ER#E
REEFHE , BEEERBNZGTEFFEMA iotanalytics:ResourceTag/{key-name},
aws :RequestTag/{key-name} = aws:TagKeys R4 BIRHIRZEFEE ., BXHF Amazon loT
Analytics BRAMFENEZFEE , BTSRRI EFRFI Amazon loT Analytics 5%,

EEEETHHNRERA , ZREATRERR LAORSREX ZEROIHRNR , TS RERERES
# & Amazon loT Analytics 58,

Amazon loT Analytics IAM &£

IAM &2 Amazon Web Services I F E G4 ERBAISEMR,

£ A I it EIE R Amazon loT Analytics

AILAE A ImEHEIE TR E SO RIEER , 2K IAM Ao REKS A€, SR EYEA
Amazon Security Token Service (Amazon STS) API #24E ( fl#lAssumeRoles}, ) K3R B IE Bt R £ i
$ GetFederationTokens

Amazon loT Analytics 3 35 A G BHE o
fRESHEXAE

ARS5 4 A & S VF Amazon BRSS T R B ARSS F RV R RETRIRE. BRSAXALETRE IAM K
P, HRZERESE. IAM BEAAUEFETREFRERSEXACHNR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/lambda/latest/dg/access-control-resource-based.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/iotanalytics/latest/userguide/tagging.html#aws-iot-analytics-tagging
https://docs.amazonaws.cn/iotanalytics/latest/userguide/security.html#security-iam-id-based-policy-examples-view-input-tags
https://docs.amazonaws.cn/iotanalytics/latest/userguide/security.html#security-iam-id-based-policy-examples-view-input-tags
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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Amazon loT Analytics A EFRFHEXRAE,
REAE

LI AFRSAREEERS AL, ABAWRSHREMRSPHRRARKETHIRE. RS
AEERE IAMK/HR , FRZKFAE. XEKRE , IAM EERATUERZACHNR, ER , X
BRI RE & P T AR S5 RY Zh e

Amazon loT Analytics X#FRE A,
Bh LB AR SS R IB S

BAERERER-IMREMEE , DFEFRENITRROSAAELBEERESNRNXERITZ
B®IE, £ Amazon , BRSEFAIGRSSBRILNEIFRE, — MRS ( FURS) BAS —TURS
( PBRYARSS AT , AIRESRABRSEL, FTEURI AR RS AERENERXY S — M EF N R FRET
B, BNZBRSTINATHRMNR, N TEIEXFER , Amazon R4 A # B &R PR BRSSRIBRSS
ZERABENTE , RERSEXABRRBRKS FRFIR.

RIMNBWERBEREPFER aws : SourceArn Ml aws:SourceAccount £R/&FHF L TXH4A, XR
# T @B IR Amazon loT Analytics IRt HMRFZHNERE. MREAFIME2REZHLTXR , ER—
KEB AP AT |, aws:SourceAccount B aws:SourceArn {E R NK = A 4E A HH E A Ik 7
IDo

prERBERERBZERN A ERFEAEERIRETE Amazon Resource Name (ARN) B
aws:SourceArn £2RFH LT X, WRETHERFENTE ARN , I EEEESIR
R, BEX ARN RABo EATEBERF (*) B aws:SourceArn £/ L FX &A%, i
arn:aws:iotanalytics::123456789012:%,

FT
« Amazon S3 Z &R B

« A Amazon CloudWatch B & 1TTks
- WEFEEN Amazon loT Analytics &Rt TRELK B F MBS

Amazon S3 FiE I BHH

MRBFEFFEER Amazon S3 Ei& AT Amazon loT Analytics BiiEFM |, NEME SR BIEN
Amazon S3 FEE A RESIBRRELAY BIF R &,

filgn , Nikki Wolf A& F#BH B R DOC-EXAMPLE-BUCKET Amazon S3 7. BFMEEFEMTE
Zi X 612 Amazon loT Analytics IEIEFE N E Rus-east-1, MIBE T —W A Amazon loT
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.amazonaws.cn/%20IAM/latest/UserGuide/reference_policies_condition-keys.html%23condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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Analytics IREZZEFEARKRMDOC-EXAMPLE -BUCKET# {TE I KL, NikkiNEEZHEABECHIKS
HITEWDOC-EXAMPLE-BUCKET , HRAERABIET — I BIEE, 48 , RELMNEHNIKFFHITTE
) , 18 Amazon loT Analytics BR$5 A= AL R R ERLIER 7 NikkifyAmazon S37FiE .

AT BFIEXFER |, Nikki AT AEBER AR NDOC-EXAMPLE-BUCKETH S
TEaws :SourceAccountaws:SourceArnF A= E4.

fEEaws : SourceAccount &4 DT F#BERROIIEEREXRE Nikki IKF (123456789012)
#y Amazon loT Analytics B R 815 RIDOC- EXAMPLE-BUCKET,

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Sexvice": "iotanalytics.amazonaws.com"

},

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"”,
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:*:*:amzn-s3-demo-bucket",
"arn:aws:s3:*:*:amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}
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1

}8§E aws:SourceArn &4 - & , Nikki B A] A aws:SourceArn &,

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": [
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:ListMultipartUploadParts",
"s3:AboxtMultipartUpload",
"s3:PutObject"”,
"s3:DeleteObject"
]I
"Resource": [
"arn:aws:s3:*:*:amzn-s3-demo-bucket",
"arn:aws:s3:*:*:amzn-s3-demo-bucket/*"
]I
"Condition": {
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset",
"arn:aws:iotanalytics:us-
east-1:123456789012:datastoxe/your-datastore"
]
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1

£ Amazon CloudWatch B E#H 1TBs

£ A Amazon Lo CloudWatch gs #1712t , AT ARG I HIURELMW EIF BB, UTREXRKE T
T anAT B LB R E IR (BRI RR

s 2RFHLETNEM |, aws:SourceArn
« aws:SourceAccountfERER Amazon K ID

« Edifysts:AssumeRoleiERKERH 7 R Amazon loT Analytics

LT RBIFR |, 1234567890128 # 9 EH) Amazon Ik ID Mus-east-1#8 Amazon loT Analytics
K P PR E Y 1 (X,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:*/*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
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BXBHAMEE Amazon CloudWatch B EMNEZEE |, 55 [[the section called “H EH1dF M 427,

& EER Amazon loT Analytics % Rt TR ALY &I F i b5

MREFEF I Amazon loT Analytics BIRHITERVER Amazon IoT Analytics R , MiX L2733 R A 68
SHIERENRERE, HTHIEHIVEELNRERE | EA LR LT R &R KB Amazon loT
Analytics & PR #l#% FHI X BR

E&

« BA3B Amazon loT Analytics 2RE M EIEF 4

« BIRSIEE T Amazon loT Analytics BIEE R BN K B F b5

B538 Amazon loT Analytics KRB M IFEF4E

BT LAMER 1AM & &3R4 Amazon loT Analytics B AR RIEH BB Amazon &R, R T B5LELREY
AEEIKEILNRERE , /RATLAEaws : SourceAccount TEHIEE Amazon Ik~ |, FEMMEI A
Amazon loT Analytics FEEREE TE P aws : SourceArniEE R IRH ARN,

TELUTRBIF |, 1234567890128 N IEH Amazon IKF ID A arn:aws:iotanalytics:aws-
region:123456789012:channel/DOC-EXAMPLE-CHANNEL Amazon loT Analytics 38 2 3 1E 17
i ARN,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {

RS BR =
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"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:channel/your-channel"
}

ETHREXBEENREEENEFTE S3 EMHETINEZELR , H5 (Amazon
loT Analytics APl1 22 ) ## CustomerManagedChannelS3Storage
CustomerManagedDatastoreS3Storage,

= ARSSEE T Amazon loT Analytics #IEE R A XA HL K B FFa B

Amazon loT Analytics fRi% @ Amazon S3 A HAEXKIBEERLERHN IAM B Amazon loT Events
AgELIBEREALMEIFRB, A EHIURBERIFRA , EEaws:SourceAccount TEHIEE
Amazon 1K | FHIEEH B A ENEEERKaws : SourceArntEH$EE Amazon loT Analytics &R
B ARN,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExampleTrustPolicyDocument",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset"
}
}
}
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1

BEXBEHRRBEANRTEEANNEZFMELR , i5SH (Amazon loT Analytics APl SZE) FH

contentDeliveryRules,

Amazon loT Analytics EF & 15 #9 5K B& 7= 451

RINBRT , BRMNAREELIESIEH Amazon loT Analytics BIRHIVINPR, i1t T EEH
Amazon Web Services EE#EH & Amazon CLI, 3 Amazon APl #1715, IAM EE A X612
IAM KB, EANAFPNACKR FIRUNMENIEERRINITHEN AP 81E, AT , EEAMM
X LR MBI FEX LR AR RA,

BT RWAERIXL RG] JSON KEEXRBIE IAM ET BHNEE , 51 IAM AFERHTHNE
JSON &I+ kB2 KB

ARELENESR

- RMREXE

- fEA#E%] Amazon loT Analytics &

- RATAFEEHAIIE S KR

« 15— Amazon loT Analytics % A

- BERLEF Amazon loT Analytics 578

REERIEREK

ETEMNRBEIEEBRR, CINRERBEATNUEEHK, P, HRZMBR Amazon loT
Analytics iR, XLERETEELFE Amazon P F=E KR, SIESEBEE T SRR |, BRI
THEEMZEW

« FFAER Amazon FEE XK BE-E Amazon loT Analytics REFHEER |, FEH Amazon EEFXHK R R
TRMEPMENNIR, XEREDEEWK,PRES , HE AmazonEF NEH. BXEZER , HS
5 1AM P isE R £ A Amazon FEEREEAREAI T,

« BRYFRENR - QIZAESCRERN , ABEFRTESHENTT, KITBRIARTFRENRR , RER
BRREERTHENR, IHEMEE-—FTHERETFITRANNEMEEZRRENBRRAUENR S,
BREZER , F5H IAM AP ERE PR THRENR.
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CreateDataset.html#iotanalytics-CreateDataset-request-contentDeliveryRules
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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- ABBREBH MFA- RigEEZLYE  EXRAFFERAZSESHRIE (MFA) RIGRIBURERD API &
£, BXEZEER , BESHE (IAM AFER) FHE AmazonFEAZESHREIE (MFA)

- FAXBEKERERRSM - EYETTHEEAR , EXETSHNEBREBLEER T AFIHRR
o Bl , BURELZHREBEBERSLIKRE AWK IP B E. BHAUEERYE , NATERE
EH BN ESEEA#RTIER , REERFEH SSL 5 MFA, EXEZER , BE5H 1AM P15
& A IAM JSON KT E | &,

£ A% Amazon loT Analytics &

E {518 Amazon loT Analytics #2#|& , BAAEE —ARENR, XENRLAAGFRIIENEETE
XKI&HY Amazon loT Analytics ‘BIRAY #4015 5 Amazon Web Services Ik, 20 R 8% b X4 F Y S AR
REANTHERNET SONRE , X THMNTZREHOME (AFRRAR )  RHANTERMBAEEEZ
1T

NERIX LESSAR PR T LAE A Amazon loT Analytics #2414 , EEF LT Amazon & KB M 12X
ik, BXEZER , BH2H (AM BFRIERE) HiR B RIEUER,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotanalytics:BatchPutMessage",
"iotanalytics:CancelPipelineReprocessing”,
"iotanalytics:CreateChannel”,
"iotanalytics:CreateDataset",
"iotanalytics:CreateDatasetContent",
"iotanalytics:CreateDatastore",
"iotanalytics:CreatePipeline",
"iotanalytics:DeleteChannel”,
"iotanalytics:DeleteDataset",
"iotanalytics:DeleteDatasetContent",
"iotanalytics:DeleteDatastore",
"iotanalytics:DeletePipeline",
"iotanalytics:DescribeChannel"”,
"iotanalytics:DescribeDataset",
"iotanalytics:DescribeDatastore"”,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
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"iotanalytics:DescribeloggingOptions",
"iotanalytics:DescribePipeline",
"iotanalytics:GetDatasetContent"”,
"iotanalytics:ListChannels",
"iotanalytics:ListDatasetContents",
"iotanalytics:ListDatasets",
"iotanalytics:ListDatastores",
"iotanalytics:ListPipelines",
"iotanalytics:ListTagsForResource",
"iotanalytics:PutLoggingOptions",
"iotanalytics:RunPipelineActivity",
"iotanalytics:SampleChannelData",
"iotanalytics:StartPipelineReprocessing"”,
"iotanalytics:TagResource",
"iotanalytics:UntagResource",
"iotanalytics:UpdateChannel”,
"iotanalytics:UpdateDataset",
"iotanalytics:UpdateDatastore",
"iotanalytics:UpdatePipeline"

]I

"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:channel/your-channel -name",

"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-datasetName",

"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:datastore/your-datastoreName",

"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:pipeline/your-pipelineName"

}

3 FXE A Amazon CLI 2 Amazon API AP , BLENHREREIZ4H AR, R , RAFA
B SRR TR AP| 2 4EH TR RV IR 4E,

RIFRAFEEMITE S HNR

WREIERETLINMEIERRE  UEAYT AFRFEERNIERF SN ANBRMITE R, RS
EEE4lA ESREA Amazon CLI 2 Amazon API BURTE A R 7T B IR /ERIAUBR .
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUsexPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": [
"arn:aws:iam:*:*:usexr/username"

]

}I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsexrs"

1,

"Resource": "*"

}
]
}

1A — Amazon loT Analytics i A

FELERBIFR | EBERXF AP Amazon Web Services Ik 17 R &89 E A — A Amazon loT Analytics 5

EBR N BRexampleChannel, BERE AR FZAF M, EHFMMBIEREE,
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WERBEBAF®F iotanalytics:ListChannels, iotanalytics:DescribeChannel,
iotanalytics:CreateChannel, iotanalytics:DeleteChannel, and
iotanalytics:UpdateChannel PR, BXRNAFLRFNREHEAESE N X LRBRA Amazon
SI|RFHVEL A , BEREL A  FRAAS RSN FEEN LM,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListChannelsInConsole",
"Effect":"Allow",
"Action":[
"iotanalytics:ListChannels"

1,

"Resource":"arn:aws:iotanalytics:*:*:*"

"Sid":"ViewSpecificChannelInfo",

"Effect":"Allow",

"Action":[
"iotanalytics:DescribeChannel"

1,

"Resource":"arn:aws:iotanalytics:*:*:exampleChannel"

"Sid":"ManageChannels",

"Effect":"Allow",

"Action":[
"iotanalytics:CreateChannel”,
"iotanalytics:DeleteChannel”,
"iotanalytics:DescribeChannel"”,
"iotanalytics:ListChannels",
"iotanalytics:UpdateChannel™

1,

"Resource":"arn:aws:iotanalytics:*:*:exampleChannel/*"
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BIEFRZEE Amazon loT Analytics &

BRI ERAET SO REPNZFGRERZZES R Amazon loT Analytics BIREVIGRIAXR. Lt R4H5I
ERIMIBIERRELLARIFESE channel, B2 , X% channel #:%¥ Owner EFZAFWAFBNE
B, FRFUNR. ZEBLESBRTFERS A LR IZIREMENNER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListChannelsInConsole",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "*"

"Sid": "ViewChannelsIfOwner",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*",
"Condition": {
"StringEquals": {"iotanalytics:ResourceTag/Ownex":
"${aws:username}"}

}
}

B LA SR BE M N B B VAP, MRBNMWAFrichard-roe=id&E%& Amazon loT
Analytics channel , Mlchannel %47t E# 1T#r180wner=richard-roe or owner=richard-
roe, &N , MFHIELGR, KEFRZHE Owner ILE Owner M owner , ARARHRBEMTX D K
P, BREZER , BZH (IAM AFEE) $#Y IAM JSON KR TE : &t

¥ Amazon loT Analytics & 5 %17 (8] 3 17 ¥ FE HERR
FERAUTERRBEEL A EELEN BRI A E N BB Amazon loT Analytics.

£}
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Amazon loT Analytics Gl o
o BENEUATLEHRITIEE Amazon loT Analytics

- EFEBIIT iam:PassRole

o BRAAFBIUI A Amazon Web Services Ik 171813 E) Amazon loT Analytics &R

BEREUTZERITE®RIE Amazon loT Analytics

ISR Amazon Web Services B2 4l & SiREETNMTEIURE , NXAIBRREE R FREE), &
NEERRENECREEAFPEMNBBHIN A

% mateojackson AFZAFEAEHAEEFEX channel WiFHAEE , EFEE
iotanalytics:ListChannels X PREY , @& £ LT RHI4EEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics: ‘ListChannels’ on resource: ' “my-example-channel’"

FEXMERT , Mateo BRI EE R EFMERRE , LA FMER iotanalytics:ListChannel
B4R my-example-channel &R

TN 1T iam: PassRole

MRBWE —MEIR , KALBTRIHIT iam: PassRole B , NS MEHMRBEUA T LT ARKIES
Amazon loT Analytics,

BL Amazon Web Services fi55 RFERAAABGEKRELZRS  MTERUEMVRSACHRSH
XAB, Nt , BLAEEFACEEERSHINR.

HH N marymajor B9 IAM AP =R FE RS A 7E Amazon loT AnalyticsF#HRITIRIER , 2K ELUT

RIER, BR , RELAEARFSAGHR THNRT AHITIEE. Mary FEERARELEIIR
SRR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KB L A F#EINAT iam: PassRole #1E,

MREFEHD , BHREMN Amazon EE R, ENEERARREHEFZRIENA,
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R AFEIUINE A Amazon Web Services I 15 [R]FEY Amazon loT Analytics &R

ZAaOR—1MAE , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
DEEHESREH , AURARE, X TXRHETHRNRBEHE FEH TR (ACL) WRS |, &WT
{5 FIX LR BE 0] A 5 R T2 1889 FIR BV 15 R X o

ETHREZER , BZRAUATREA :

ETHEA Amazon loT Analytics Z#FIXLEINEE , {55 H 218 Amazon loT Analytics £/ 1AM,

E 7 {3 S8 A N R IR R BR Amazon Web Services Il |, i5E IAM AR iEE+
A E & AE Amazon Web Services K B9 58 — 4N IAM A PR 15 R XER.

E 7B 5 = H IR A S R IRI T R AR Amazon Web Services Ik | 55 H IAM B 18
BRI mEE=AEMHIFENER. Amazon Web Services 2

ETHNMBEEKS GHRIERHEBENE , E23H (AM AFERE) P ALTENET S HEIELN
AP (BRE&5HRIE ) BEHIFEINR,
ETHEAAGNETRERNRBHTERK,FRZEANES , E5H (AM AFERE) 78 1AM
AGEETRENEREMNRE,

BRI Amazon loT Analytics

Amazon 24t 7 AT A F U538 T E Amazon loT Analytics, EAILIEBH P K — &£ T ELUERITIERE,
—ETEEEFH T, BIUERTEINERESZS AL,

Hah4ET B

BAIERUT B EE T EREM Amazon loT FR &S HILEER

« Amazon CloudWatch Logs-#¥ 12, Zf#& M i[RIk B Amazon CloudTrail SREAMKIFEHN BEX 4. B

XEZEE |, 1S H Amazon CloudWatch A FEREH B+ 4L 2 Amazon CloudTrail%s 2 B & X 4,

« Amazon CloudTrail BEM%ZE-EKF 2 B X Z HEH , B CloudTrail BREXHAIER “H

B REATIETE CloudWatch BEX S , A Java (REHFZLNENARR , HRIIEN BEXHE
RIEFREBARER. CloudTralBEXEZELR , 155 (Amazon CloudTrail AF#ER) HHEA
CloudTrail B&E .
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FHEAETR

4532 Amazon loT IS —1NEEZH 5 B Fzh 15 CloudWatch BIRAREEZEMIE ., Amazon loT
CloudWatch, F1HAft Amazon IRE1ZHI BN TREM T Amazon IRIFIRSH at-a-glancef B, A
BUZRRRZEE BEXH Amazon loT Analytics,

- %] Amazon loT Analytics B & R :
* Pipelines
- BiETHE
- BIELE
. iR
« RE
. F3
« CloudWatch EWE 7 :
o HEEBEIRE
- HENTRER
- REEITRR

BEsh , BETBAERA CloudWatch $4TA T IR4E -
- I B E VG EARERER O RS

- LRIERBIER , SHRRIBA FERES

« BRANKZEHNFAE Amazon RIRIERR

o DI MYREE S B LA UK ) & A1

£ Amazon CloudWatch B &3t 1Ti5#e

Amazon loT Analytics 3% Amazon & CloudWatch, ZALAEH PutlLoggingOptionsAPI
#4EHN Amazon loT Analytics /& FIFIELE Amazon CloudWatch B&IEF. AT AWM
flPutLoggingOptions& Amazon Identity and Access Management (IAM) B2 & F Sk B B 71 /3 A
Amazon CloudWatch BH&i2% Amazon loT Analytics,

A% CloudWatch HEMEZEE |, 5 Amazon CloudWatch BEAF 18R, B> Amazon IAM
BEEI= L , B2 WAmazon Identity and Access Management /- 7a f o 161
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® Note
#£ /5 A Amazon loT Analytics BEIZFZ Al , EHRE T ## CloudWatch B &5 EIFR,
EMIFA CloudWatch BEMAFP AILLERENARXER. BXEZEELR , 55 Amazon
CloudWatch B &R 5 450 UF #17 (R 32 %l

B2 IAM Bl EABEICE
B2 IAM B LLE A Amazon B H &2 CloudWatch

1. {EA Amazon IAM 24| AHELT Amazon IAM CLI S S8l ZEEESEXRER ( SEFK ) N
IAM B8, CreateRolefS{ERBEEISE/K ( 6]a0 Amazon CloudWatch ) 2 F1BEZ A EHRIR,

aws iam create-role --role-name exampleRoleName --assume-role-policy-document
exampleTrustPolicy.json

exampleTrustPolicy.json XHEEUTHA.

(@ Note
BROIBE—INERFHLETNER , ATHEERBERERERB, 1234567890128
HIEE Amazon lKF ID aws -region F#EH Amazon #R Amazon XiF, BXREZE
B, 2 the section called “Bh L RS BB EE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
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"aws :SourceAccount": "123456789012"

}I

"ArnLike": {

"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:*"

}

BEERAGSR , SFERALA®N ARN, Amazon loT Analytics PutLoggingOptions

2. £ Amazon IAM PutRolePolicy ¥ X PR EE (arole policy) MiMEIERELER 1 FRIBNAE,

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

exampleRolePolicy.json X#HEEUTHRR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream"
1,
"Resourxce": [
"arn:aws:logs:*:*:*"
]
}
]
}

3. E Amazon loT Analytics & F @ Zi# & B EEHHIXER CloudWatch , i Amazon

CloudWatch @5 ¥ PutResourcePolicy,

f# A CloudWatch A& {Tis#z
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https://docs.amazonaws.cn/cli/latest/reference/iam/put-role-policy.html
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® Note

ABREREZERE , RMNBWERFRREEFPIEE aws:SourceArn, XEH T1h

IR , NEZKAEEKSNER, AREERERENESER ,

called “B5 IL SRS BB ERE

aws logs put-resource-policy --policy-in-json
exampleResourcePolicy. json

exampleResourcePolicy.json X#HEEUT REREXKE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
}I
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:us-
east-1:123456789012:*/*"
}I
"StringEquals": {
"aws :SourceAccount'": "123456789012"

HZ Hthe section

f# A CloudWatch A& {Tis#z
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;:FF% H/Ll\lai

f£APutLoggingOptionsiHHEE RS A Amazon CloudWatch HZ&E 23 Amazon loT
Analytics, loggingOptions FEHM roleArn N AKE E—FTREIENAEKN ARN, & H LA
DecribeloggingOptions SR EMLRKN B HIZRIETRE

PutLoggingOptions

REHEFH Amazon loT Analytics BEET, WMREEFHEM loggingOptions FEME ,
MNBEZSEE—248 , FRTIEER. WA, MREERMMBEIE roleArn FERIFFIEEAE
RREE (BN, EETLWER )  NRSTERSIH , ERTHEN. BEXEZELE , BSH
PutLoggingOptions,.

DescribeLoggingOptions

¥ 3 Amazon loT Analytics HEETMW HHIRE. BXEZEE , HSH

DescribeloggingOptions.

WRZEE, IBRN%EE

Amazon loT Analytics A FEFR A Amazon CloudWatch 77 :

mARZEE

Amazon/lo TAnalytics

B iU

ActionExecution EMITRVIRIERVERE .,
ActionExecutionThrottled 3 BRI AV R AE 2
ActivityExecutionError PATEEESN I A IR B
IncomingMessages HABENEEHE,
PipelineConcurrentExecutionCount HEWITHEEEHRE,
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$HE iRk

ActionType [EES A EREAERE
ChannelName IE7E Y5 ML Y BIE R & o
DatasetName EfE S MY BIR A& 5o
DatastoreName EfE S MY AR R A B 35,
PipelineActivityName FEBANEBEERHNE
PipelineActivity Type FEBANEBEERNNER,
PipelineName EEMINEIERNE M.

£ F§ Amazon CloudWatch 5&zh 3t 1714 32

Amazon loT Analytics Z5E 3 Hi Al X £121TAE8iR AT , &£ B304 CloudWatch 4 & % E Amazon
Event Amazon Lambda s, LtEHEE#F MM IRE B UK FM# ARG IEBEEEH Amazon Simple
Storage Service (Amazon S3)MN R Z4H. EAIFEH Amazon S3 ZEAEFLERLGENBEEESE. B
REZEEEHVIEEEEE | 55 StartPipelineReprocessingAPl 2# sy Amazon loT Analytics
API M L5 #h CloudWatch JEZN A1) FH “tt LA 2L 5# CloudWatch E#,

I&E T LAELE B #5 , ff Amazon E CloudWatch vents BER% & % B A= R EU#H — 51730, f

o, ALK A& & E Amazon Simple Queue Service (Amazon SQS) BAFIs | RFEA
StartReprocessingMessage API R4 E{R1F1E Amazon S3 R KEIEEE. Amazon Ev
CloudWatch ents X2 MEBM B R , Hli0

« Amazon Kinesis
« Amazon Lambda B
« Amazon Simple Notification Service ( Amazon SNS ) £/

« Amazon Simple Queue Service ( Amazon SQS ) FA %

BXXENBERIER , 30 (ILZ# EventBridge A 1E) FHII % EventBridge B #Fo

&Y CloudWatch &z &R FAE X B Fr A T & 812 Amazon loT Analytics #JRE) Amazon X1,
BEXREZELR , 52 Amazon Web Services —fif5# iy IR im S FE
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X} CloudWatch &z R IZ1TETEE iR & %48 Amazon Even Amazon Lambda ts B @ XA LT

o

"version": "version-id",
"id": "event-id",
"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",
"account": "aws-account",
"time": "timestamp",
"region": "aws-region",
"resources": [
"pipeline-arn"
1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {
"s3paths": [
"s3-keys"

1,
"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"

THIBEA

"version": "Q",

"id": "204e672e-efl2-09af-4cfd-de3b53673ech",

"detail-type": "IoT Analytics Pipeline Failure Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:027",

"region": "ap-southeast-2",

"resources": [

"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/

test_pipeline_failure"

]I

f# A CloudWatch B4t {Ti4
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"detail": {
"event-detail-version": "1.0",
"pipeline-name": "test_pipeline_failure",
"error-code": "LAMBDA_FAILURE",
"message": "Temp unavaliable",
"channel-messages": {
"s3paths": [

"test_pipeline_failure/channel/cmr_channel/__dt=2020-10-15
00:00:00/1602805530000_1602805560000_123456789012_cmr_channel_0_257.0.json.gz"
]

},

"activity-name": "LambdaActivity_ 33",

"lambda-function-arn": "arn:aws:lambda:ap-
southeast-2:123456789012: function:lambda_activity"

}
}

®3d Amazon Ev CloudWatch ents %k EXZEIR %433 & &1

HIEFERARBEENBBRNBFENEBIESN  FLEEREITRITERMNERLE, HTARAFE
R, BRI LUBE R AqueryAction ( SQL Eif] ) kEEELIEHIEEQueryFilterftfdeltaTimel®
BE, Amazon loT Analytics i ETE delta BN ZENEIE | HBENBIEENBFENE
HER . BIRIEIRBANIINEE Amazon loT Analytics S i 138 & /5 18] 2 J5 BB 2 A8 Amazon Ev
CloudWatch en ts &ZIX@%,

& LAE A Amazon loT Analytics #2#|&. APl, Amazon Command Line Interface (Amazon CLI) 5
Amazon SDK J3 ¥ #E S48 E HEIR BEA N o

£ Amazon loT Analytics APl #1 | LateDataRuleConfigurationX REXRIIEEM FEHLKIEMAN
REB, WXWREE CreateDataset # UpdateDataset APl #R#EXEH Dataset R —ZB2 -

B
FERAANBIEEQBIERBIEAN T Amazon loT Analytics , #TIEEATER :
ruleConfiguration (LateDataRuleConfiguration)

BEERBEANEEFSSNE,

deltaTimeSessionWindowConfiguration

BEHENRSEEANEEFENEN.,
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DeltaTime & EN EEIRE. EALUEE DeltaTime A XM ITEIR BB E#ENEIEQIELK
BENSB. BX DeltaTime WRHI , FSRFEAEEED (CLI) 8l SQL BIELE,

timeoutInMinutes

— /N [E] B fE . PRETLAEA timeoutInMinutes soh 3k Amazon loT Analytics #t B4 B
ERBITULRE RV IER BIEE A, Amazon loT Analytics —)X[6 CloudWatch B4 &% —
@A,

KA . B

ENGLE : 1-60

ruleName
HER BUAEHL I B9 B F5 o

KH : FHH

/A Important
EEE lateDataRules , BIRE M TER DeltaTime fHikaT,

BB ERBIEAN (2 E)
LTFSBNET WEERA Amazon loT Analytics 35 & & B E HIEE N R BBEAN
Ef B ERBEAN

1. &% Amazon loT Analytics 214
ESMBERSD , EFE BEL.

EBREET , ERERBES
ESMBERD , EE FHER.
EHEEFEORDH , EERE,
ERERBEERMERMET , ITUATERE

2

a. NWTHWEEHREC , ZFEEE,
b. WTFmEE K WA-—ITRHEE, RAEEHE-—NEAL
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https://console.amazonaws.cn/iotanalytics/
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c. MNTFHBEBERER K BA—NKEX, XAURNEEFERNEN , b2 AT LI#H St RH
SQL RIER |, Hlanfrom_unixtime(time),

BRUNIREENEBREANESER , SR (Presto 0.172 3X44) H @y H # 5 A &
EHEH,

d. NTFEEHFEEH , FEFEHE,

e. NWTHEERHE , FRWA-—TER. BEEN 1-60,

f. EERERT

UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

Delta time -

Offset
Specifies possible latency in the arrival of a message

:

Timestamp expression

| from_unixtime(time) |

Late data notification
Enable late data notification to receive CloudWatch events if late data is detected.

-

Delta time
loT Analytics will emit a notification if late data is received within the value below

Minutes
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Fig B HEIR HIEAL N (CLI)

f£ Amazon loT Analytics APl # |, LateDataRuleConfiguration¥ R&ERIIEEN FHHBEAN
REB, WXYREE CreateDataset # UpdateDataset XEkHY Dataset R —E 0, EaJLL
£/ APl. Amazon CLI, 2 Amazon SDK AEEEEERHENN, TEHMREIERT Amazon
CLlo

EFAEENERBEANEZLEIES , BETUTHS. A THSREZ dataset. json XHMNATF
LA EFF,

® Note
& T L ME A UpdateDatasetAP| B EHIEE

aws iotanalytics create-dataset --cli-input-json file://dataset.json

Zdataset.jsonXHNBEUTHE :

« demo_dataset&HN BIRBIITEEBRM.

« demo_datastore&i N B iRBUIEFEM B T,

o from_unixtime(time)BiR IS B EBEFERE SQL XIEXH B F.
BXRNMAREERBEBREIANESELR , HZ5H (Presto 0.172 X#4) HH B HSHERENEZE
o

o timeoutB#N 1—60 Z BN EL,

« demo_rule BEEBMER,

{
"datasetName": "demo_dataset",
"actions": [
{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{

"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"
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}
1,
"sqlQuery": "SELECT * FROM demo_datastore"

}

1,

"retentionPeriod": {
"unlimited": false,
"numberO0fDays": 90

},
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
.
"ruleName": "demo_rule"
}
]
}
1T R WGE R Bz B A

B LATE “ CloudWatch B4 eI AN |, E S n{aIb 38 M A & 5% Y HEIR #4238 & Amazon loT
Analytics. =i Ev CloudWatch ents EBHIEY , EEAMANPENWIEE B nE

f2 CloudWatch B4 MY 5 R &4
£ 812 CloudWatch EHHNI 2 81 Amazon loT Analytics , BT T RE -

o ZBEHFHPNEH., HNFBEFR. CloudWatch
- SIEMBEESERH CloudWatch E4HNFAN Efr,. ANAEAZEBR , Bl -
« Amazon Kinesis i

« Amazon Lambda E %k

« Amazon Simple Notification Service ( Amazon SNS ) £/

« Amazon Simple Queue Service ( Amazon SQS ) BA %l

&9 CloudWatch EHH N F < Bk B AR 4 T &2 Amazon loT Analytics &R Amazon X
#, BXEZELR , ESH Amazon Web Services —fi§5#& F i IR i S A B E o
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EXEZER , 514 R CloudWatch B4 ? L& (IS CloudWatch SEFIAFER) H R “IU
L% CloudWatch 5Ez1 A7

HER B fE B S
IERHBEBEANSHFERATER,

"version": "Q",

"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",

"detail-type": "IoT Analytics Dataset Lifecycle Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-05-14T02:38:467Z",

"region": "us-east-2",

"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {

"event-detail-version": "1.0",
"dataset-name": "demo_dataset",
"late-data-rule-name": "demo_rule",

"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null

£1% CloudWatch E4FH N LA WEER By 0348 18 %1
UTEBOERETOMEIZER Amazon SQS BAFI KX Amazon loT Analytics HEiR $x#z18 A&y H 0l
8|2 CloudWatch E4M NI

1. %&3% Amazon CloudWatch & &

2. ESMBHETE Events (B4 ) T, %&4% Rules (# M )
3. TE AN TUmE , & eIEAN,

4. EBEHRT , EESH4ER,

5, HEEREHERNUERSTERSH4ES , AT T®RAE

a. XFRFAEM , BIEF loT Analytics
b. XTFEMHER  FEER loT Analytics BIEE LA EH,
c. EBRBEBREEEYN , RAEWABNKEENEN.
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6. HEBAT , &ERNNEIR
7. J&¥E SQS BB, REMITUL TR

o XFBRFI*, EFEBIRRAS,
8. i&# Configure details ( BEEFMEE ) -
9. EHR2: MEMMFEMAEE TNHL , WABHIHR.
10. EFQIEMN,

£ A 12% Amazon loT Analytics APl I8 Amazon CloudTrail

Amazon loT Analytics 5 Amazon CloudTrail—HBRFEK , ZRFREHAF. A Amazon RS E
FIITHVIRIERY1E % Amazon loT Analytics. CloudTrail #3%%k —&8% APl i/ Amazon loT Analytics
EREH , BFEKRB Amazon loT Analytics %1 & AR XY FB A Amazon loT Analytics
APls, TNREGIZETRE , N A YR CloudTrail B4 45 %] Amazon S3 648 , BIENEH
Amazon loT Analytics, MIREREERER , BHA T L CloudTrail #H A1 “SHARIER FEE
BHFHNEHS, FRHKRENEER CloudTrail , A LA E @ BMER & H Amazon loT Analytics, & HiE
REY IP bk, #WAH TER, ARAREHBERAREMEAESE.

ETHREZEE CloudTrail , 2 Amazon CloudTrail AF#ER.,

Amazon loT Analytics 1§ &7 Amazon CloudTrail

CloudTrail & 412 Amazon IkF I EEENKF EEA. ZHENREZFET Amazon loT Analytics
ZiE 25 HM Amazon BR% CloudTrail B4 —RiIERESHALIEFRF. BRI LZEEHZH Amazon
KrRPEE, BRANTHHKEAENSYE., EXEZEE , BSREASHHEESE CloudTrail 5
#,

EFSZICRE Amazon IKF PR EH |, BIEHEH Amazon loT Analytics , BRIZRER, REATF
CloudTrail ¥ B &3 42 % 2l Amazon S3 FiEf. MRERT , EFI AP OIZRERN |, ERERNA
FrrE Xif, RERIEF Amazon 2 XHFTE XMW EH , HF B EXHEZIEEEIEERN Amazon S3
iR, AL, BRI BIE B H At Amazon BRS , B — 2 2 MTRILLE CloudTrail B &R INERNEH4EK
B, BXEZER , SN

- BIZEERERELE

« CloudTrail ZFHRFFER

« BlE Amazon SNS &4 CloudTrail

- BEWKkBEZ i XH CloudTrail BEXHMERFK B SN K/H CloudTrail BEXH
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Amazon loT Analytics XA FEEERI B HIZRE CloudTrail BEXXHH :

» CancelPipelineReprocessing

* CreateChannel

* CreateDataset

* CreateDatasetContent

» CreateDatastore

* CreatePipeline

* DeleteChannel

* DeleteDataset

* DeleteDatasetContent

* DeleteDatastore

* DeletePipeline

* DescribeChannel

» DescribeDataset

* DescribeDatastore

» Describel.oggingOptions

* DescribePipeline

* GetDatasetContent

* ListChannels
« ListDatasets
» ListDatastores

* ListPipelines
» PutLoggingOptions

* RunPipelineActivity

+ SampleChannelData

» StartPipelineReprocessing

* UpdateChannel

» UpdateDataset

* UpdateDatastore

* UpdatePipeline
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BIMNEHHATREBESEXRERBFRNARER. BOEEABTEHEUTRE !

- BHREFEAREIEZER Amazon Identity and Access Management f FEiIE & HEY,
- BREEAACGKERKREAFNIENZEEIEREN,
- EREZEHEM Amazon RF K H.

BXREZER , 2 H CloudTrail userldentity T,

T f# Amazon loT Analytics B & X 4% B

RIFE—MEE , AFFSEHENBEXHEREIBIEEN S3 F#M. CloudTraill BEXHEE
REIPMAEFRE. BHARRRBEMRENENER , BFEARERNIRE. RIEN BHAMTE, 155}?
SHEMNEL, CloudTrail BEXHFREAH AP BANEFHKRE , A eNT2RE B EN
JB R 3R

LT RBIERTERIZCreateChanneli&4ERY CloudTrail BES B,

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsChannelTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",
"userName": "AnalyticsRole"
}
}

iy
"eventTime": "2018-02-14T23:55:147",
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"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",

"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"channelName": "channel_channeltest"

.

"responseElements": {
"retentionPeriod": {
"unlimited": true

.

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012:channel/channel_channeltest"
},

"requestID": "7f871429-11e2-11e8-9eee-0781b5c@ac59",
"eventID": "17885899-6977-41be-a6a®-74bb95a78294",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

LT RPIERTERIZCreateDataseti&4ERY CloudTrail BE% B,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",
"userName": "AnalyticsRole"
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}

}

},

"eventTime": "2018-02-14T23:53:39Z",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"datasetName": "dataset_datasettest"

.

"responseElements": {

"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/
dataset_datasettest",

"datasetName": "dataset_datasettest"”

},

"requestID": "46ee8dd9-11e2-11e8-979a-6198b668c3f0",
"eventID": "5abe21f6-eela-48ef-afc5-c77211235303",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
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¥ Amazon &£ X #4.

#METE Amazon loT Analytics

Amazon £EEMIZ R E S Amazon XM AXHWERN, Amazon XFREHEZNEYE LM A
RENTAX  XEAMAXRESEREK. FHESHEAAMENMEEEE—E., MATAK |, &7

EMMERAE 178


https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/

Amazon loT Analytics CRPER)

RITMREEATRAX 2B THME B XA REERBNNARFNBEE. SEENENIS I RES
DEMIREMAL  TRAXERESHN TN, RERINTT BiE.

BX Amazon XM AXWEZELR |, 55 Amazon £ EREMIZ 5,

FEYE IR EZR € Amazon loT Analytics

ER —BEE RS Amazon loT Analytics , % Amazon £ERME R LM R, BXx Amazon Z2 RS
LAR 204 Amazon RIFEMIZRENELR |, 2 Amazon =% 4%, EFAEMIBELZSNRESEX

RitEH Amazon ¥4 | 5 S Amazon ecurity Pillar Well-Architected Fram ework H1#Y E At 1%
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- BRMBEZEMMN (TLS ) o HAMERMSEA TLS 1.2, BIUEA TLS 1.3,

- EERLMAERE (PFS) WHRIBEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 & #h
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EERREGRSES , FEIEROBEHEPRERIER. BXEZER , 551 (Service Quotas
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{Amazon CLI #8555 #) H#iAmazon loT Analytics ETAIET A TEEMIREMN Amazon CLI &7 FH
Amazon loT Analytics,

Amazon loT Analytics (#E

EAILAE A Amazon loT Analytics Data API @5 5&3d Amazon loT Analytics
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BSRUTED , NE R ITHREDERR |, HIXBIHRE BT AT 8ERFIRTTE Amazon loT Analytics.
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o WA HEREEE R EH A Amazon loT Analytics ?

s AtLEEBLEXEE ? WMAEE LRI ?

s AHLERNBEFETXEEMEE?

s AHABNBEELRER _dt?

s MAIREHBEETHBERINEHLE ?

o MMAEHAEEEICAREFIRMEA Amazon loT Analytics ?
s AHLERFTEESPIFRIEEIEE ?

« AHAFEKTE Quick Suite PEREIRNBIEE ?

o RAAREIAEH Jupyter Notebook EEREIAREFLIR ?
s AIHLENBRILEHZTERK?

s AHABHNBRILEHSIREIR?
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« RALHBETEENBANNRNERF ?

s RUNAHBENEREHRENGEIMNBEA ?

- BRNBSRBEENTLL2EK?

MM EE KA E B2 EH# A Amazon loT Analytics ?
RERAERER T BTN BERIDE BB,

aws iot get-topic-rule --rule-name your-rule-name

EALIVIVEEEST SN AR I

"ruleArn": "arn:aws:iot:us-west-2:your-account-id:rule/your-rule-name",
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"rule": {
"awsIotSglVersion": "2016-03-23",
"sql": "SELECT * FROM 'iot/your-rule-name'",
"ruleDisabled": false,
"actions": [
{
"iotAnalytics": {
"channelArn":
"arn:aws:iotanalytics:region:your_account_id:channel/your-channel-name"
}
}
1,

"ruleName": "your-rule-name"

BERANFFEANXGNBEEZHER, EHEAKEHAATANGIZHEEBRITTAN | BOgEEE
WINFT B ¥R , LAfE Amazon S3 FE A IR At Z 6% 45 AE B

NHABEEBLEXRERE ? MAIES LA ?
+ EHIREIT EHKH JSON A :

BR T Lambda SEZ 2 AKIFRETES) , TIEEE M JSON FRBENE A, MRFHKRER JSON
R, WHEFHE , HEEET2EARERFR. BREFENHN JSON BEERIEIRS F. #
ER —HHmARN , BREEPNE —EIRF HFBIERR B JSON #Y Lambda JE3 |
REBFEEZI T MEIREFHIBEFRT. BXESZEE , 55K Lambda BERA 2,

« Lambda ;&3 K Lambda B ER 2 :

#4{R Lambda SE31 F I8 Lambda EEEE N ZBRSFEANNR. Amazon loT Analytics & 8] LA
A LLT Amazon CLI i 5 3RBF R,

aws lambda add-permission --function-name <name> --region <region> --statement-id
<id> --principal iotanalytics.amazonaws.com --action lambda:InvokeFunction

o FIEWHENTENFIESZMHSH removeAttribute SEZ :

BREE filter = removeAttribute SEFNENEH, MEZFEHTEREERENESRHE
BEHBRTFRERY , ZHERRMBIBIEEME,
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