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s XM EXBSITREEN

g LES

SR EERIEERITHERERRN
BHE—SRNSENBERNEERINRS. RIORBLWEEAGIRERBER

real-time
Pattern 1 | e Enrichment, @
4 =5 Filteri '
J?,-e ittering _—

; ELY:O Amazon Kinesis Amazon Managed Service
; i 3 : e Data Streams for Apache Flink
: :‘$ Ej
loTCore  |oT Core A'W-Pﬂ 53
Rule =

s near real-ti
Publishing MQTT Pattern 2 ear real-time

Messages Amazon Data
Firehose

\

¢

(Optional)

Lambda

I Transformation

B 1. WE# Kinesis Data Streams £ F5& A T Apache Flink B9 & #1£& R SS

EXfERD |, BEEKXHS Amazon Kinesis Data Streams SR EIE | XS o] LASSATUREE,
LB DMAREFTRHOHIE, Amazon loT Core

AR #

1. BHEE : Amazon loT B#ES=et % A £ Amazon Kinesis Data Streams #, Amazon Kinesis
Data Streams AT LA ESRBH ¥ E T Amazon loT BRENESFHEHE , MMSET a2 M F
ER,

FR] A EEAEERITHRIERE 10
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2. RNEHBUE . FAHEAT Apache Flink WIS #HEERSRAE, FEMMFIERBILS# Kinesis
Data Streams B ¥#E. Flink A EZMNEHLABIRME TEARWIIEE | SRS, BFEMIGERE,

3. IR : Flink MAOEFHIER HZ] Amazon S3 L& MNE —F 0. ARG , AILAER
Amazon Athena S5 H At 5 MRS E K Amazon RE X LEEIE,

MRENNARFSIRESTRABBAAZTESRLE (HIMENTEREN ) , WEMLES , it
BABREE,

B 2 : A% Data Firehose

EXFERT , HIEF XA E Amazon loT Core5 Amazon Data Firehose £5, , A& SHIEEREE
1€ Amazon S3 A, LIEIEZIFEA Amazon Lambdai#t T E AR,

B A2 AT

1. H|EEIE : Amazon loT BB EEZEMNEN IR R PRI S A Amazon loT Core Amazon Data
Firehose,

2. RIEBEIHE : Amazon Data Firehose X EBH ITEARNWER IR | FlagNERMT T, BOTA
JB i Firehose BiiE## | HiZRNEBEENEEZRER B2 BB A Amazon Lambda BBk # i
£ ABURBE,

3. FHEEBIE  ABENWEREE UL F XM 5 N4 E Amazon S3, Amazon Data Firehose £ H3)
VFERUALCEREABRBENELE  MNMBRTE. SROWBERMT,

NTFEBEAREFHRMNMLBN THERE , BEEALESN, ks , Amazon Data Firehose i& 7 F# 7E
Amazon S3 FH BB IREBIEE M A9 XIhEE , MMk 7 RE,

HR 2 . S H 2R B IE
3 F 2 AR BV H 124 7 PRI BRI Amazon loT Analytics , BEEFH S HE| Amazon S3, 7 T &1Lk

TFE , BAILAEA Amazon CloudFormation iRk B ITEANKIES H THERRE. S LAERZM
AT (ETFrESEE ) HEIERE

SR 2 SHZARRKE 11
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RAriEmE

loT Anlaytics Datastore

4 )

Dataset

Customer Account

l\ScrIpl generated dataset /1

i

Template

Input Parameters:
- Datastore Mame
- TimeRange

= Export 53 Bucket

| Content
Delivery rule Run Expoﬂ]

CloudFormation @

53 Buchket
{ Customer chosen)

Amazon CloudFormation A F5#iE S 2| Amazon S3 HIE 1R

L BB T £ Amazon CloudFormation AR ] —##& Amazon loT Analytics 77 0l EIEE |
M AFETRBRSEHTERNIRE. XATAFEMENNEEENRERENBIIER. W, &6
BTABRZBAN , AT HHIES HE Amazon S3 ##& .

TSR T IXELSR,

1. MR Amazon CloudFormation R FHHEH S FH YAML X4, fla0 migrate-

datasource.yaml,

# Cloudformation Template to migrate an AWS IoT Analytics datastore to an external

dataset

AWSTemplateFormatVersion: 2010-09-09
Description: Migrate an AWS IoT Analytics datastore to an external dataset

Parameters:
DatastoreName:
Type: String

Description: The name of the datastore to migrate.
AllowedPattern: ~[a-zA-Z0-9_]+$%

TimeRange:

FR 2 FHZA R KE
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Type: String
Description: |
This is an optional argument to split the source data into multiple files.
The value should follow the SQL syntax of WHERE clause.
E.g. WHERE DATE(Item_TimeStamp) BETWEEN '09/16/2010 05:00:00' and '©9/21/2010
09:00:00'.
Default: ''
MigrationS3Bucket:
Type: String
Description: The S3 Bucket where the datastore will be migrated to.
AllowedPattern: (?!(~xn--|.+-s3alias$))”[a-z0-9][a-2z0-9-1{1,61}[a-2z0-9]1%
MigrationS3BucketPrefix:
Type: String
Description: The prefix of the S3 Bucket where the datastore will be migrated
to.
Default: ''
AllowedPattern: (~A([a-zA-Z0-9.\-_1*\/)*$)|("$)
Resources:
# IAM Role to be assumed by the AWS IoT Analytics service to access the external
dataset
DatastoreMigrationRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: iotanalytics.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: AllowAccessToExternalDataset
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- s3:GetBucketlLocation
- s3:GetObject
- s3:ListBucket
- s3:ListBucketMultipartUploads
- s3:ListMultipartUploadParts
- s3:AbortMultipartUpload
- s3:PutObject

SR 2 SHZARRKE 13
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- s3:DeleteObject
Resource:
- !Sub arn:aws:s3:::${MigrationS3Bucket}
- !Sub arn:aws:s3:::${MigrationS3Bucket}/
${MigrationS3BucketPrefix}*

# This dataset that will be created in the external S3 Export

MigratedDataset:
Type: AWS::IoTAnalytics::Dataset
Properties:
DatasetName: !Sub ${DatastoreName}_generated
Actions:

- ActionName: SqglAction
QueryAction:
SqlQuery: !Sub SELECT * FROM ${DatastoreName} ${TimeRange}
ContentDeliveryRules:
- Destination:
S3DestinationConfiguration:
Bucket: !Ref MigrationS3Bucket
Key: !Sub ${MigrationS3BucketPrefix}${DatastoreName}/!
{iotanalytics:scheduleTime}/!{iotanalytics:versionId}.csv
RoleArn: !GetAtt DatastoreMigrationRole.Arn
RetentionPeriod:
Unlimited: true
VersioningConfiguration:
Unlimited: true

2. BEZBESHBUEMNEIETE Amazon loT Analytics . FEARIERES , RIVEER
Fiot_analytics_datastore AWy RHIBIEFM

> Data stores

Data stores (1 & Create data store

Name Status Last message arrival time Storage information File format Created Last updated Data partitions

Jun 12, 2024 9:55:08 AM -0400 Service managed JSON Jun 11, 2024 1:59:17 PM -0400 Jun 11, 2024 1:59:17 PM -0400 Not enabled

3. SIESBEENHIES HEH Amazon S3 F#E., EAEEH , BA1EFEMiot-analytics-
export o

SR 2 SHZARRKE 14
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azon 53 ) Buckets
* Account snapshot - updated every 24 hours () View Storage Lens dashbeard
Gentral purpose buckets Directory buckets
General purpose buckets (6] 1o C Copy ARN Empty Delete Create bucket
1 @
Mame v | AWS Region ¥ | 1AM Access Analyrer Crantion date v
| [:] - i Ny L e 1 I US East [N. Virginia) ui-east-1 Wilw analyzer for us-aadt- Jurve 12, 2024, 09:56:18 (UTC-04:00)
. 1S
4. AI# Amazon CloudFormation 4%,
+ S E https://console.aws.amazon.com/cloudformation.
1S . [YERN —
- B RIBMR  REGERE “ERMER (FRE)
+ k4% migrate-datasource.yaml3#,
B Create stack
Prerequisite - Prepare
Prepare template
B © Choose an existing template Use a sample template Build from Application Compaser
R
Specify Iern_plate
Template souwce
Amazon 55 UAL 0 uplcad a template file Sync from Git - new
Upload a tamglate hle
[ Choose file
migrate-datascurce yaml X
$3URL  hitps (/33 us-east-1 amazonews.comycf-templates-dagumrjd movk-us-east-1/2024-06-127134305. 780 Zrer-mgrate-datascurce yaml View i Application Composer

5. RAMRBWMARHUTSH

+ DatastoreName : EE# Amazon loT Analytics K EIE1Z 6 Y B Fio

« M@Q@ igrations3Bucket : F#EEBEHIEN Amazon S3 17 .

+ M@@ igrationS3 BucketPrefix ( A[i% ) : Amazon S3 F#E MY AR,

« TimeRange ( AJi%& ) : ATMEERESHAKIENSQL WHEREF A , ATFRIEEERESEE
FHRBERD NN

SR 2 SHZARRKE 15
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CloudFormation » Stacks ) Create stack

Specify stack details

Step 1

Create stack

it Provide a stack name
Specify stack details
Step 5 Stack name
Configure stack options I iot-amalytics-data-export
Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 25/128.
Step 4

Review and create

Parameters

Parameters are defned in your template and aliow you to input custom values when you create or update 3 stack.

DatastoreName

The name of the datastore to migrate

I iotanalytics_datastore I I

MigrationS3Bucket

The 53 Bucket whera the datastore will be migrated to

I iat-analytics-export I I

MigrationS 3 BucketPrefix
The prefix of the 53 Bucket where the datastore will be migrated to

| Enter 5tring |

TimeRange
This is an optional argument to split the sourcs dats imto multiple fles. The value should follow the SQL syrtax of WHERE clause. £g WHERE
b tem_TimeStamp) BETWEEN '09/16/2010 050000 and 08/21/2010 05:00:00

| Enter String |

Cancel Previous | -

6. # BEMKRAI BFRLEH T2
7. EREERELUEIAGE IAM BT , AERE RX

The followi {3} require bilities: [# le]

This template contains Identity and Access Management (LAM) resources that might provide entities access to make changes to your AWS account. Check that you want to create each of these resources and that
they have the minimum required permissions. Learn more [

1 that AWS CloudF might create IAM resources.

Create change set | Cancel Previous Ii

8. T “EH LM FLEEHKRUBRTERER,
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RriEmE

iot-analytics-data-export ® X
Delete Update Stack actions ¥ Create stack ¥

Stack info Events Resources Outputs Parameters Template Change sets Git sync - new

Events (8) C
Q Seorch events ®

Timestamp Logical ID Status Detailed status Status reason

2024-06-12 09:59:54 UTC-0400 iot-analytics-data-export @) CREATE_COMPLETE -

2024-06-12 09:59:54 UTC-0400 MigratedDataset © CREATE_COMPLETE - -

2024-06-12 09:59:54 UTC-0400 MigratedDataset @ CREATE_IN_PROGRESS - Resource creation Initiated

2024-06-12 09:59:53 UTC-0400 MigratedDataset @® CREATE_IN_PROGRESS

2024-06-12 09:59:52 UTC-0400 DatastoreMigrationRole @ CREATE_COMPLETE - -

2024-06-12 09:59:35 UTC-0400 DatastoreMigrationRole @® CREATE_IN_PROGRESS Resource creation Initiated

2024-06-12 09:59:34 UTC-0400 DatastoreMigrationRole (@ CREATE_IN_PROGRESS

2024-06-12 09:59:32 UTC-0400 iot-analytics-data-export © CREATE_IN_PROGRESS User Initiated

loT Analytics > Datasets |

Datasets (2) | Crustedatmet
1 @

[ Name Type Triggers Status Created Last updated

[ iotanalytics_dataset Query No trigger has been set yet. @ Active Jun 11, 2024 1:59:19 PM -0400 Jun 11, 2024 1:58:19 PM -0400

C intanalytics_datastore_migrated Query No trigger has been set yet. @ active Jun 12, 2024 9:59:55 AM 0400 Jun 12, 2024 9:55:53 AM -0400

10. RERERNHBESE  REET UEIZET SHBES.

R TRERE , A ZE Amazon loT Analytics - BIFEUEETIBHEIREE,

loT Analytics > Datasets > iotanalytics_datastore_migroted

iotanalytics_datastore_migrated

Overview

Dataset ARN info

arncawsdotanalyticsus-east-1:276334286 71 3:dataset/lotanalytics_datastore_migrated

Created

Jun 12, 2024 9:59:53 AM -0400

mizmear

Type Last updated

Query Jun 12, 2024 9:59:53 AM -0400
Status

© Active

Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags

1. I EREENARETNFLELEERNS,

SR 2 SHZEEROEE 17
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ol Analytics ) Datasets ) lotanalytics_datastere_migrated
iotanalytics_datastore_migrated runnew || oatere |
Overview
Dataset ARN Infe Croated
armawsiolanalylicsus-east-1:2763342867 13 .dataset/iotanalytics_datastore_migrated Jun 12, 2024 10:21:26 AM -0400
Type Last updated
Query Seni3rRE WE1IE AN a0
(:\J AClive
Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags
Dataset contents (1) C
1 @
Dare Name Status Duration
Jun 12, 2024 12:00:22 PM -0400 02015e7-4580-4902-943 2. fafd ce 56500 &) Succeeded 2415 ms

12. &5 , B TE Amazon S3 24| & 3T Fiot-analytics-export Z WK EE S HH AR,

Amazon 53 ) dets > jot-analytics-export ) iotanalytics_datastore/ > 17 2652/

== |

171(.._--_2652/ (P Copy 53 URI

Objects Properties
Objects (1) s (&) Actions w Create folder @ upload
Obyects sre the fundamemal entibes stored in Amezon $4 You can use Amaron 55 mventory [2 1o get akst of all shjects = your bucket. For others to access your obyects, youll need to exslicitly grant them permes i oa et 2]
Q 1 ®
] Name - Type v Last modified ¥ | Size v Storage class v
Y 1020157 133
= r— e | June e 12, 2024, 12:00:28 (UTC-04:00) 38MB Standard
ol 565l <8

NAMEABESTREEN

LIB4F Amazon loT Analytics THERHEIBEIT L # Kinesis Data Streams 5 Amazon Data Firehose
B, RIAF Amazon Glue I 5# Athena A LA — SR IEIBIE 5 T RiE. Amazon Glue #{L T
WIEHER MR , ™ Amazon Athena I X FX B BIEHTIRIE, TRESENER,. SNEERDHN
Amazon loT HIERME TEK, AV BELFIENBRE R,

NRAMEXBZTEREER 18
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¢
N
<1

Glue Glue :
Crawler Catalog

Amazon 53 Amazon Athena

S

FF2E Amazon loT Analytics TEHREMIERE Amazon loT Analytics ] Amazon Kinesis Data
Streams, Amazon S3 , HiF@ELEAME, Amazon loT EXKEWNEESD., ZRBREHRATE, ™
R FE B KN DT IhEE | FEREH IR MBI BERREBERAN N,

EIRME A I EM IR Amazon CloudFormation S FEIB X EBEZENKELZTREE,

BRBEIBRMSRNEEA , BZH Amazon loT Analytics EMN T H, i&E R TG I BRET Q12
HES B REMISENTT

EEREESE  EETHTEAETHENFINERTSEHEENBIES | BETEUER Amazon
loT Analytics 12 & H AR IR BN BT,

BEETIRIER , fUUTATEHREERNMNMLEEE , NTHREEETSENHIER. FIA Amazon
Glue 1 Amazon Athena #— &L T BB ERNEN , FELTESBEEMEMIREEATHMITEZN
Do

X fh 5 R FE BREB A M H K Amazon loT Analytics THEME | NTTE RV E N FHTIB KA EF
5k, #M Amazon loT FIEFIREHFEANE,

BE 19
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Amazon loT Analytics AFtE

M

AlT Amazon loT Analytics ( #Z#|& )

FERAAHEBNEFTER Amazon loT Analytics BIR ( B REAH ) , UANBEXRYWBEMEZHENE
AN,

® X
« MBEEUTHEHMAKREZS , Il Amazon loT Analytics 2 B FEER N NEZR,

« Amazon loT Analytics #H A EF—R AR , ATRIRBME, EE, BEFENKE
£, &5 Amazon loT Analytics &l & FEN AT £ Btk Thag,

o REEFS|SETEHREIE Amazon loT Analytics BRIEBNE T,

R T %A RIE Amazon loT Analytics 58, EiE. BEFENEES. F2HELTQERT T 0F
£/ Amazon loT Core & &KX EXEZ| Amazon loT AnalyticsHIE R

£

« &3 Amazon loT Analytics &l &
- BIBBIE

- BIEBUEFM

- BIEEE

- BIEBIES

- FEARKEEEIE Amazon loT
- &F Amazon loT HEKIHE
- HREALER

- RREBHBIE

- £ ER

&3 Amazon loT Analytics %l &

EFRER , EXTE— Amazon 1k, WREELE— Amazon 1k |, ESMEhttps:/
console.aws.amazon.com/iotanalytics/o

WMREZHE Amazon 1Kk |, BIREBUTSRAYE -1,

&% Amazon loT Analytics 4] &

20
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B2 Amazon K/~

1.
2.

$TFhttps://portal.aws.amazon.com/billing/5E fff o
ERRE LWRBARE,

FESEMES , REFEE  EREABERENA —INRIES,

WM AESEMAET Amazon Web Services I |, B & 8172 Amazon Web Services IKFIEAF —1. 18
APRERHEZK P R ATE Amazon Web Services IR FI'&iR, (ENRERSSR AR
PEEBHRNE , HERERABAFPRITEER AL HRNRENES,

&% Amazon Web Services Management Console S #nE|https://console.aws.amazon.com/
iotanalytics/o

BIEEE

BEWEAFHARLEN, FEMENERR oT RFHE. ZERUTIREUBRENEE,

BIREE

1.

£ “https://console.aws.amazon.com/iotanalytics/ % ¥ #& Amazon loT Analytics” 0= , i&
BEENE,

loT Analytics X

Prepare your data with loT Analytics

Channels
» Pipelines
.\
Data stores s,
Datasets ® O :_:_'.
Notebooks

Settings

Documentation [4 Channels Pipelines Data stores

Forums [2 Use your channel to collect raw and Convert raw data from your channel into useful Store your processed loT device data to use for
unprocessed loT device data from other data with activities that transform, filter, and data analysis.

Contact us [ services. enrich your raw loT device data.

@ New console experience View channels View pipelines View data stores

Tell us what you think

® Tip
WA AN S EE P IEREFE EE,

tIEEE 21
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2. 1£ Channels ((&i&) WHA L , i£#* Create channel (BIZZ&EE),
3. EETEEFEIHEL, MABXBENFHAEE,

a. WAM—BZTRINBEESE .

b. (&) EHRER , F—NHZNMNEENRE (BEX ) FMEBESR. HmEEHTRRER
Amazon loT Analytics 22 # &R

C. ﬁ?¥—|:_$o

4. Amazon loT Analytics FFARELEN RV RZHRFEFEEL DAL EFERS (Amazon
S3) FfkEF. BULUEE B DK Amazon S3 & , LA AH B MEE ZFM&HME , Amazon
loT Analytics 2 A LA IR EE Amazon S3 &1,

a. EAHEP , NXTFHEERE  ERRSEERFMH,
b. NTERFRRBEBIENFEETE , EFETRA,
c. EET—-F,
5. EEERTEL , %A Amazon loT Analytics EM A INEH B BB S E Amazon loT Core,

a. H A Amazon loT Core EEMFESM , Hliupdate/environment/dhtl, EAHKENE
EE 5 , N5 I =B R4 @ IEE K5 H R BEE,
b. 7 IAM A& XiFH , & Fig. T UEHACEOT , mARACH B, AREE WA
B, X 2N T EMRENAE,
c. EET—Z,
6. REELNIEE K ARBERLUERE,
7. BIAEHHBEEBE REBERE L,

DIEHE T

BREFHEBERAFHRENERRE. BREFEFIRYERE. MR , HIEFM# R Amazon S3 FHMEH A
FREVTEANFEE, ERUUAREBTEARBJVENEEEASINEEFE, HE , EUUAREE
BB B M R i H S R

BB TSRO ZBIERH,
IR RIE 7

1. fEhttps://console.aws.amazon.com/iotanalytics/ % B IEEE A Amazon loT AnalyticsZ8 0 | i%
REBREFH®.

BIRBIE T ik 22
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RAriEmE

2. &£ BEEME AL, &R BRBIEEME,
3. EEEREFHFACSENHEL  MABREBE#ENERER,
a. HEHEEFEE DD, MAE—WHIEEF® D, ZID ZORELEER.
b. (A& ) XNFHRL, BRERMFHRL , F—ARNSPEERE (BEX ) FINBIBIEFE
F, FRZEBIFHRIRERN Amazon loT Analytics8I2 K &R
C. iij:%-lt_io
4. EBREF#HEXENEL , EENAEFEEHE.
a. NTFHER 6 EFRFEEFM.
b. WTEEEZERZESLHEHENE , EFFTRE,
C. iij:%-lt_io
5. Amazon loT Analytics #3E17 % X 3% JSON # Parquet XHHE R, N TFHBEE#HBESLERS | Bk
£ JSON = Parquet, 5% Amazon loT Analytics XTI NHEXBNEZER | TSR UHHK
o
iij:%-lt_io
6. ("% ) Amazon loT Analytics XIFHBEFHPNEEN P X , &G AL S S5 R BIE L
FELER, EXXBENBEENTXNESEE , BZHEEN S X,
iij:%-lt_io
7. REEZWER  ARER IEREFMH.
8. WAFHBEFEFHIESEREFHERIEL,
tEEE

BYTEE—IEE , FEEERIBEFH. EXEENEERERENRE , AREEREE
BETH. BXEZER  FEHAEEED.

EAHRES , SRR - MURBEERIBFEFHENEE. s , N5 AEEENRLELE

=

WITU TS ROIBREE,

BIEEE
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RAriEmE

BIREE

1. fEhttps://console.aws.amazon.com/iotanalytics//#%& B I#EE A Amazon loT AnalyticsZ8 %

REREE.

® Tip
WA LN SR BER PR B8

2. EEEREL, &F IEEE,
3. WARXEENFARFEE.

a. HRE ID AR, MAEER
b. &EHE
c. EEEEMNAL , IFECAEERBENRERE,

d. (&) EHREFR  F—AHSNMEERE (REXN ) RMBEES.

e. HHMIEEERMREL K WABRMBWIRAE  MIRPEFELERE  RREERNE

28
f. NAEBRENBMESL-IRE, RAEEET -5,
9. HELTIMINEMEEED, £FE. RRNFEEREEREL , &8 T—F,
4. RELNIEE  RFIERF tIEEE
5. BINEHHEEE REEERE L.

® Note
& 612 Amazon loT Analytics BIR=R T LB ITHUTRE -

- ERBEEREARLERN RS loT REEBHEE.
« RHEM loT RBEEBEFHERFEFED
- ERAEERE, Fik, RRNFEHRE.

BTk, B[ —1 Amazon loT Analytics SQL #iEE , LAMBXEHYEHENIEZHNE A

W,

EE
EBRKIR , XRENEERNMNPIEEUEER Amazon loT Analytics Ri&,

BIEEE

24
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BIERESE

(® Note

BREEEERBENES , XERFEATRUARKEREN , T UARBEXNZN, Mibz
T, BIXNEEEEFHHIENA SQL EifI3k Amazon loT Analytics SI2EIEE.

FREEE—NEEUNS RS SRR MIEE | RSN R ERE U LR AR,
TEURE  CRETOE— M RRE. WEESLATEWRETMHN SQL BANRER , URES
$ETE Ry B HIRIEY 6 B R E WA Wik iR, EABEA%AT Amazon CloudWatch i %I ZA B Rk
RROIB AL

BIRBIESE

1. FEMYhttps://console.aws.amazon.com/iotanalytics/ M S EK S |, B BIRE,
2. ERIEZBESEEL , EF6ZE SAL,.
3. EEEHESFHEENEL , EEHEENFAEE.

a. WABIEENEN.

b. NWTHEF#F , EFERTIRALRI e ZRIEF#EBOE— 1D,

c. (FE)ENRER , F—AHSNMEEXRE (REN ) DMBIBEEF,
4. A SQL REAEWREHEESTRE. BNERLSRFHELBIEES,

a. EFEENFERTD A WACREEMETIRZATHIEN SQL Eif,

SELECT * FROM my_data_store LIMIT 5

BHRAF TR SQL EEMNE Z{EE Amazon loT Analytics , 2K SQL FiE Amazon
loT Analytics.
b. ZALEENREARRIIENAMARTER , A ESHRURKITRER,

(® Note

« BEAHED , KRN ENBREFETENEZ, EZHERFME LIZ1T SQL ERF 2R
B4R, AETERRASEE _ dt.

BIEBIEE 25
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o BBFUNLHEFF SQL BERRE N SEMN R/ NARKEREIZET , B Athena [RF T
BITHRAERR, Bt , BTN 05 SQL EHREIN SEH KD,

BNERVONRBREEAPER LINIT F49, WHKINE , &0 SRt F4a.

o

(TiE ) EAEERBESEE NN EECIZBIEENAN |, REBETRTERNERLE, EAY
MR | MIEEERBESNEE, EXEZEL , B3R BJ Amazon Ev CloudWatch ents JREUZEIR
B E A,

LRt EFE ERFER R TFESRMF, EREEHRFEAREFERFREL K BET -5,
6. (Hik) BAURERSTUHERURMBESR. SN IRNRERESITI,

LB, BRI RERZETER , @it , £ REEHITK TELER T—%,

7. Amazon loT Analytics FFIZHBIEENBWIRAEHFZREIBEERBBRAN I TER. RITEIL 90
X, BEALUERIEEEELRERE, SHURIKEENBSEERTHEE,
BAURBRINBEEREHRRENLTRE , AZAREES, £ BRESWMER MEL , & T
_Z’Fo

8. (Wik)ZABIEEHEELEREEAN , FHEHAXZISEB L , 120 Amazon loT Events,

BAEAHENEMiTEAEER  AERBEREENREEANTELE , 2B T -5,

9. RELMILE , RRRECIBBIES,
10. BINEHWHBEEE REREERE L,

£ A &35 H EBHE Amazon loT

MRECEE—NBENAFHRERHIEE  ZEENREFTHEREFHEUATHPANEH#ITER , WA
LURF 10T 8B HIELIE B Amazon loT Analytics, & AT BAE LA TR Amazon loT Analytics EiE
RIEE

« f£F Amazon loT HERIE,

« fEF Amazon loT Analytics BatchPutMessage API 4k,

ELUTESES | &M Amazon loT Core #2#lA FH Amazon loT JHEREBAKIEEHEEIE , Amazon
loT Analytics LAE #2317
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@ Note
ERNHEGEEFANHAN , FEBUATILR

s FBEMFRDARNE, B—HEHPE RN example M EXAMPLE HEEB#HUNEEFER,
- FHMEAMTEEU $ FRIFL, WU $ FLMEBTN ReEE Amazon loTHEANTIE £/,

- BOEETEERFEIENMNASHER , BAXEEETRAHAERNBNBENRESD,
« Amazon loT Core Fo3&1E Amazon i % Amazon #h[X 2 [B K% 5E E..

55 F & 3% H B EdE Amazon loT

&F Amazon loT #£# A&

ESMERPERENE , REEEMQTT NitE Fim

£ MQTT MiAZF s B, & RAFEE

WFEEER , FRASBEE ﬁUEET’iﬁ)\E’JE“ﬁJ’rﬁﬁ:’R#WEEEE’J%*"\O e RBIER update/

environment/dhtl,
5. TEHEAEIDH , mALLT JSON A&,

R e

{

"thingid": "dht1",

"temperature": 26,

"humidity": 29,

"datetime": "2018-01-26T07:06:01"
}

6. (A& ) EERINEESEREVE tH B IGETL,
7. EE R,

RagH—FHEHNBEERRNES. AR5, ENEEXFEEBHIBERMH®,

& ZE Amazon loT JHERHE
BOUEBU TS REEHERRIRINIIEGHEEH,
#&EE Amazon loT HEWHE

1.  EFF https://console.aws.amazon.com/iotanalytics/o
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2. ESMERT , EFRE , AGERLLECIENBEST.

3. HEBEEMNFAGERNEL , @ TRIFKEZEES , R RBERWEESEE (1h 3h 12h 1d 3d
1W)o iﬁj::%_/l\ﬁ ( @Jﬂﬂ 1w ) J‘;LEEJ:EE’J%&EO

BRI ERRONDREEEEN AR NH LEEEEEI ST MER, EAHEDR , BRERE
HIEENEEN -7 , BT NEIEMETIER,
BEREEE

1. ESMERT  EEEE , ARERLMEIZEENE .

2. EEEMNFHAEEREL , O TRIIEES , ARELER - ESEEEREF (1h 3h 12h
1d 3d 1w) KA E R ESEE .

HEERLER
BIBENER CSV BRWXH KA ENLR,

1. M https://console.aws.amazon.com/iotanalytics/Z M S E K F , EFRHIEE,

2. & BiEE WHE L | BN BRNBIEENB .

. EBEEEFENEL , EALAEEFEIAETT,

4. EREVFEERECERZHRE  BEREETHEE KX UTECRYBEHBEEEHIE
B, BEENALETFIEERNERHAEREHKT.

5. EMUE AN ERNER , BEBBEABREMFL  RBEREN, & TH XREFSIRFEESE
LR CSV X,

(® Note

Amazon loT Analytics AT LU Jupyter 1248 HTML S0 R A BIBIBEENETRE L, BX
BEZER , BF2H £AEF S T Amazon loT Analytics Eig.

RBEENHE

BRLEE S EEME. oMM TR LR,
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Amazon Simple Storage Service

B USSR ENBR KIEE Amazon S3 F#ME , NTTA TSI BERIEBER
-, REMNABEARFMITRCTEP#THR. SN CreateDataseti®
fEcontentDeliveryRules: :destination: :s3DestinationConfigurationFHFE,

Amazon loT Events

BRI LU IR EE N B E R i A R IEXB)1ZBRSS Amazon loT Events , ZBRFEEEB K IERBEHIHRE
MEESRERL , AERREHREN B EAMIRE,

Ak, iEEACreateDatasetiR/ERI R IIBEEHEFERFIEE Amazon

loT Events #i AcontentDeliveryRules :: destination ::

iotEventsDestinationConfiguration :: inputName., BN TIEEAENroleArn ,
ZAERE TIZ1T Amazon loT Analytics I fRiotevents:BatchPutMessage, B BIEHIESE
WEES , #< Amazon loT Analytics FFENMNBIEERNB KB ENEERIEFIEER Amazon loT

Events #i A, ffli0 , IRENBBEITEUTHE,

"what", "who", "dt"

"overflow", "sensor@l",'"2019-09-16 09:04:00.000"
"overflow", "sensor@2",'"2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

A& Amazon loT Analytics XKZEBEU T FERIVEE,

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor02", "dt": "2019-09-16 09:07:00.000" }

BEEVUNR—NARAEBBNBHFER (. PH—NEZNdt ) B9 Amazon loT Events i A
whatwho , #8IZ—“ Amazon loT Events ¥ NESHEH  ZEHREEHPFEHXLE A FERRMA K
BEIRENDEE,

Jupyter Notebook

Jupyter Notebook 2 FEAMAESETIRNBERRZINS RS TN RBRE R, BRI LURAMR
HNAEEENDN , HX loT REFVBBEERVBZZEIF L, fIOATMEN K 9EEFNETE

A,
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Amazon loT Analytics £ Amazon SageMaker Al £12AEHIFEEH Jupyter EiBA LK, EB6
BEICALHIZH , BMMIE Amazon loT Analytics F1 Amazon A SageMaker | Z A1 X% :

1. 5%l A SageMaker | #25| & H BB L ILAEH -

a. EEFMEER , REIEER Create anewrole (RIEF AR), iBFZAE ARN,
b. BIELIZAREH,
2. HIfE IAM 25| & H &k SageMaker Al B :

At ENZEE-—MERK.

EBRIMABRRRE | X FRS |, %8 iotAnalytics, &R EFRE , REEEREDBA
GetDatasetContent}iERE, 1%£1F Review Policy ( EF X ) .

c. KREXRBIEREME K NEBMARBKN , RAEEE 0ERK,

C

XAFRENARME T MNPIEEREBIEENNR Amazon loT Analytics.

1. BREHELMNSHBEEFIER “EIEA", https://console.aws.amazon.com/iotanalytics/FE % 12
ANELE , EREELIERK,

2. BEEBRERTEL , &% oTA ZHER.

3. EREZLEA NEHL , NERTRARBN, ERRBESEERD &4  RAGERE A6
MBIESR, ERBREIEERXFG , EFEEE SageMaker Al FEOIZEIZAKH,

4. BEFLNGERRE , BERAIBREIER,
5. HEZiLANHL , BWEIEARZEHPFIE Amazon A SageMaker | B #1 58 R,

Z1IEARR

Amazon loT Analytics £1EAEiRTE Amazon BIERVERZ I BRI ATMILKR |, ATHEBEFF A
Amazon loT Analytics ARSI, BAUFEAXEELZAERRTHRELELE , tAUEEFEATIIK
ER loT REBIEH R HBIE,

& A LATE Amazon loT Analytics 2§ & PR EIA T E B4 ER :

- RAUBEERFE - EABRERNNZEZFT (PEWMA) BE | EUENKEFRAERZERN,
- APFAREEIMARM HTAN - NA DB, W, LiEediEF 5B SR TN AR A8 Bt AR A9 fai
« BSRFPMTIN 4 - RASTEKFHICIZ (LSTM) #82 M 4 M2 58 B 3 KN B< K 3 AL

f=,
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- BRERBEEFASD - NA KHEMERD 2HE (PCA) 24 , NEERECABERRIATEEF
£

o EEREEHRBETON - MA LSTM B H ETFEBHFIAE,

- EREWHZESRETRN - A LSTM FUN 3 A O X B BUR Y55 2148 o
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Al Amazon loT Analytics

AT HEEBARKE, FH. LENEHRZHIENEARTS Amazon loT Analytics. AT REY
R~ Amazon Command Line Interface (Amazon CLI), HX¥ %{S & Amazon CLI , S
{Amazon Command Line Interface AF#EF) . BXA AR CLI ts T EZ{EE Amazon loT , 5
5 {Amazon Command Line Interface & &) #H ioto

/A Important

FHaws iotanalytics® %5 Amazon loT Analytics fEf# 173X HE Amazon CLI, f#H
Amazon CLI , B aws iot@® 5 loT REMHMIBLRE,

(® Note

FELLT R A Amazon loT Analytics 384K ( 508, HIRE. BIEFEMNEE ) HAFRE
BFEE , RELBIFEFEANEAAEFEERNPMNEFR., KENBMLIANNEFBIT
L, HERBEIENEFE, TULIHF,

eIEEE

BEWREAFERCENRIGEERE  RAEBRZBEAFIEE. fARERREIEE , FHit
B-SRABFELRBE,

aws iotanalytics create-channel --channel-name mychannel

WM RIEAEN Amazon loT SH B U FEiZSE Amazon loT Analytics , W AT A8 Amazon loT #N 5| %
N, FOEERERAFSINE, XFEFEMN EENEIERIE Amazon loT Analytics FE 7R, FHE
£ ASUEM B — 7555 2 H Amazon loT Analytics #i¥BatchPutMessage,

HHEEZGERNBE !

aws iotanalytics list-channels

REBEXBENESER.
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aws iotanalytics describe-channel --channel-name mychannel

KRB SEE EFZEEHEEEN Amazon S3 FHBREEEMN Amazon loT Analytics Amazon
S3 T . AEAEA channelStorage Z¥MIEEMMNF#EF. MIARERRSFEEN Amazon
S3 FEM. MREIERMINEEEFMEELEERN Amazon S3 NP , MMAHER T Amazon loT
Analytics PR BER FRIEFTEH Amazon S3 FEBIHITUATRIE : s3:GetBucketLocation (%
IEFEMEALE ) s3:PutObject ( ¥ ). s3:GetObject (iEHY ). s3:ListBucket ( Efr&k
),

Example

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-iot-analytics-bucket",
"arn:aws:s3:::my-iot-analytics-bucket/*"

NRERFFEENBEFRNETHENR , KURFEEMLEBERRE , LBKRATRRNHEES
EEBREENEF. BEREFLEBELRIE.
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B2 IR

BREFHEBEVACRENER. BEFETRBERE , EER— My RETEANERF#E. &9
A ZS N BEFRRFERETERZHLENHEE , Al UER RN REFHRZRAE Amazon

loT JEE.,

aws iotanalytics create-datastore --datastore-name mydatastore

P H R B L ZNBEFMH,

aws iotanalytics list-datastores

REAXBEFENESES.

aws iotanalytics describe-datastore --datastore-name mydatastore

I I# S3 Amazon loT Analytics & IRBEER

B LA BN W IEFEMEE EEEEREEEN Amazon S3 648 Amazon loT Analytics S8 E &
#9 Amazon S3 FEEF. BIEHIEFMAT , A datastoreStorage API SHUEEFTERN Amazon
S3 #FiEH. MIANRERRSEEM Amazon S3 FiER,

MR EER G RIFEFEEEFEELEEN Amazon S3 F#EBF |, NMAHR FEE Amazon S3 176%
M ERITUAT R Amazon loT Analytics R :

* s3:GetBucketLocation
* s3:PutObject
* s3:DeleteObject

MRSERABIEFHEEN SQL ERBBENFRIR , BIRE— Amazon S3 FHEBERE , RFXIFME
BN A @A Amazon Athena i Amazon loT Analytics X PR,

(@ Note
RIMNBWEFEEREBPIEE aws : SourceArn , U BB ERELZLRE, XBEIN Y
XBEEKFWIERFKRHTHE, BRBEERBRENEZEFEE |, 5 @the section called “Bf
IEERSBERERE .
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T RERTFAENRNROIFEBRE,

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "MyStatementSid",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

1,

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-
EXAMPLE-DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-
EXAMPLE-DATASTORE"

BXREZEE , 52 (Amazon Athena AF1EREE) FHBIK/ 1G],
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® Note

o MREFEFEENBFEFENEIINR , LURFEEFLEBERE , BIBRKRHN
FIRRINBIEESEHREERNES. AXESER  FEREMLEEERE,

M

Amazon loT Analytics #3E176# B 51 % ¥ JSON M Parquet X##E X, ERIAXHEE R JSON,

« JSON ( JavaScript W RERZE ) -— X IFEH-EXNEFEIIRHXEER,
 Apache Parquet - — M3 XFEEX , ATEREERNERKEHRE.

ERLE Amazon loT Analytics BIEF N X AR |, AT ECIBBIEFRNER
ZFileFormatConfiguration¥ &,

fileFormatConfiguration
BENHKRRANWEEBE S, Amazon loT Analytics ##EF4# % JSON H Parquet,

BIN BN JSON, REelEE—MN, SIBMEERE , TEERXFHEN,

jsonConfiguration

BE JSON BAMEERE S

parquetConfiguration

‘@& Parquet AW EEE R

schemaDefinition

EMRMAENES.

columns
EEEHEBEN -2,
BNEWHRZTHE 100 5, 85HZTH 100 FHREXRE,

name

7] DR=E Y
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KERS : 1-255 NFHF,
type

HENRE, BRIXFNBBFERENESFE , 525 (Amazon Glue FFRA R 15
M) PHELHBERE,

KERS : 1-131072 NFR

Amazon loT Analytics 3 Amazon Athena BRI THE L5 O FTEHIERE | B-B
S\o DECIMAL(precision, scale) precision

PEBIEFE (EHE)
LA SR BA ] 6 22 LA Parquet SRR EHIENEIE 6.
BB BIE T4

1. B FF https://console.aws.amazon.com/iotanalytics/o

2. ESMBERT  ZRBIEFHE.

3. EBEFME NEL , EF IERETFM.,

4., EEEBREFEFAGENEHL  WABBEE#MEHNELREER.

a. EHEFME DD WA -—NBIEFME ID. % ID HEOIBEEEER.

b. (A& ) WNTFHRL, EBERMFARL , F—ARNZPEERE (BEX ) RINBIBIEFE
., FRZEEBTHRIREN Amazon loT Analytics8I 2K &R

C. ﬁ?%jt_io
5. EEREFMEENEL , 5% A7 BIE.

a. NTFEHXH  ERRSEEEMH.
b. WTFEEBERECABEIENNE , EETRA,
c. &ET—%,

6. EEEBHBEANEL  EXBELZRNLEHMER,

a. XWTF 293, & Parquet, BIBBEEMEE , TEEHZEN,
b. NFHER , BRNENBIEFMERE JSON FREH,
c. NTFFHFH, FHNIJSON BRMALZWEN | M THFIFFR.
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{
"device_id": "0001",
"temperature": 26,
"humidity": 29,
"datetime": "2018-01-26T07:06:01"
}

d. EFRHMEN,

e. TEHE Parquet BT , BIAEXE JSON ROIMECE, MBEERRXTTE  HFHEH
Parquet Z8%4,

MRFLERMWERESS , FRBRMII , MASE , AEERBIERE,

(® Note

RIAMBRT , BRI LE 100 5, BXEZEE , iZH Amazon loT
Analytics ELEl,

BUNERRBINBIERE, AXAZITHNBERENESER , 55H (Amazon
Glue TR AR IER) FHVEILBIERE,

(® Note
EBEEEE  TEERIFINBERE,

EMRNES , FEEBR,
f. ®ERT—%,
7. ("% ) Amazon loT Analytics XIFBBEFREFINEEN 7 X , HE U ERAL I EEHNHE
UBEER, BEXXRHHNBENSIENESEFER , BZRAEEN S X,
®E T—%,
8. HEEFEMEE NEL , EFEMIEE , ABER SIBBIEREM®,

/A Important
PIRRERERE  TEERFINKERFME ID, XA RBIERE,

9. WINHBERF#EREREF#TEL,
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=\ £\
BENS X

Amazon loT Analytics XEFHIES X , AU ETUZRBRIEFEPHOHE. FRABES KREQKE
B, AAEREEENRE. XD T7THBAERNABNBEEH L TER,

FLARFEERHEREIEIEEENRNBNEYE , XNBEHTOX,

B, BRAREERTHEEI X, BE—NHSINEESXLE , A7 XENBREFHEEED
Amazon loT Analytics 8. Rf5 , %EFIA WHERE FA{L{LEEEMNEA,

IBRBERME (2FE)
THHNIEERNMAER BEX D KR ZBHEFMHE,
DI TP 17 i

1. %&F Amazon loT Analytics 2%l & .

2. ESMERP  ERBIEEMHE.

3. EHEFM TEL , E&F IEBBIEFM,

4. EEEBEERFAEENEHL , AABBEE#EEXNEREE,

a. HEHEFHE DA, WA -NHKIEFME D, % ID EUIBRELEER,

b. (% )NTHE , EFRAMFHL , F— I HSNMEENGFE (BEX ) RNBIBEFE
. PR A CARE B ERIR B 0 H A2 K IR Amazon loT Analytics.

C. ﬁ?%jt_io
5. EEREFMEAETEL , 5T A7 BIE.

a. NWFTEMEE  ERBRSEEFMH.
b. NTEEERZSAEBHENE , EELRE,
c. &EE T—%,
6. EEBHEXATEL , EXHBEIEZNERAER,
a. NTFHEFHBERNSE , & JSON = Parquet, B Amazon loT Analytics 35X
HRANEZER | FSRXHER,

(@ Note
BIBBERME  TEERZEN,

BEXDX 39


https://console.amazonaws.cn/iotanalytics/

Amazon loT Analytics ArfEm

b.

ii?% -F_Z'Fo

7. NEBEFFEUEZAEND X,

0

e.

X FAMBRESX , mEE M.
X TFHEDXR , HEEDXFHEXHERES

1%3$% Samp le sour ce , AFIEF N LLBIEF#UWEE BB Amazon loT Analytics Ri&,

FEHEROIEES , RBEERTHREFEHTOXAGEEEME. ETXR , FEEERN
NBEETHEES XEER BB X4EE.

(@ Note
15 R — AN B KOR BB

NTHEMBEF#IXEE K BFENAXIXEENELEFE, SEL-—SHERNENE
ERBIEEEREAN D XOEE, FRAUTEREELSME !
- PXRE-BEEKSXEERREMEERNRAB D XKE,

- BHEBHMEEZH-BRINERT , Amazon loT Analytics FHE F 8% B 1 E B ARE 4
WEMRENBE S XEENFIRF., REEMEMUBEN S XEENEM. SR UEA
WHERE FAHRM4EE B MR ICERMERE,

s FAPXEMHLEENEMNIITTHE __partition_ BI,

o WFatRBE S XER | Amazon loT Analytics BIELL T NEE_ year , B
. __month__day., _ hour,

- BEF - EFHRSI 0 XER LR EEANIER,

MNFEEH AR  FEITEEEHRER RV REREENEE D XK, ETUM
Amazon loT Analytics ZI HV N ETHEFE —1 , B A EE N 5ENBERXHETEN
EI, F4 T RIS E B B E SRR,

ENNTREEEMNMERE | BEE S5 X,
iijaxF -F_io

8. EEFMUE NEL , K EFENER , RAEER CIBBEEM,

BEXDX

40
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/A Important

- DIBEBIERME  TEERBERME D,
- EREBUAIKX , #F0ERS — M EFH T BT EEENLERIE

9. WIAFBEFHESEHRFEFMTEL,

BIEEE

EEEAKRBBERNER AR ERFREREFFEZAATELENFLEE, EFBEEEEIHK
EEe  FE-1MEE, BENENEERTE EH&E%EE’JEJEﬁ*T\IHHHEk CHERNBEF#
A, FEESEAHMED. AXEEREENEE  BZHEEED.

HEITIRES , RINBWECR-IMNEE  ZEENFBEERIBEFH M ARTEAEMWBERE, R
= Eﬁ%ﬁ&é‘?&ﬁu&ﬂ?&ﬁﬁ%)‘ &R BAB| AN BB TR B AL BB 12 R

ETUTHRUEEE
aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

mypipeline.json X#EBEUTHAA,

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
},
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}
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}

EITATHTAIHAEEE
aws iotanalytics list-pipelines

BITATHTAERERNEENEE.

aws iotanalytics describe-pipeline --pipeline-name mypipeline

IE B B ENE] Amazon loT Analytics

MREBEF—NBEUNHHFEEHIEE , ZEENBEEHEREERUAEHPNEH#TER ,

) 7] LA B B3R 432 ) Amazon loT Analytics, b4k |, BAINE T A HIEEIEXE Amazon loT
Analyticsfy J53%, BT LA EERESFEA Amazon loT Analytics BatchPutMessage APl &%
Amazon loT HE.,

B
« {5 Amazon loT ;HE I
- ] BatchPutMessage API

£/ Amazon loT SHERE

EfH Amazon loT HERIE | BF Eﬁﬁﬁﬂ)"“ 52812 Amazon loT M, ZMNNHFBIHFEEZTEHN
SHE BB E| Amazon loT Analytics. EE % , ZANERECR—NMNACURFRENNRE.

I IAM A&

EfF Amazon loT HE B E| Amazon loT Analytics 378 , BEEREMAN, BEX , BHUMEIE—
N IAM B & RZFZAN [ Amazon loT Analytics S8 & 3% H B BRI R,

BITUATHTUeEAE,

aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd.json

arpd. jsonX W ABRNEUTAERLL.
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

RIE , HREESUEMMEZA R,

aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --
policy-document file://pd.json

pd.jsonXHFHIRNBENEUTABRLEL

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotanalytics:BatchPutMessage",
"Resource": [
"arn:aws:iotanalytics:us-west-2:your-account-number:channel/mychannel"
]
}
]
}

#12 Amazon loT #i 0|

B2 — MBI SE XX EE K Amazon loT #0,

aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://
rule.json

rule.jsonXHHABRNEUTAERLL,
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{
"sql": "SELECT * FROM 'iot/test'",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"
}
} ]
}

& iot/test BRARKAAHEN MQTT X8, HEBEEHNACERNECENEETHLIENE
BENAE,

£ MQTT B E KA ZEl Amazon loT Analytics

EFANMABEE, BEMAEEURGEEMAZBREFHZE , IESZAN TENBIEINERG
7R Amazon loT Analytics RIZIEZME , FER AT AHTER., EXSHHITNIEE , EIJLUER Amazon loT
BRHEIBEREEE,

(@ Note
BEERBFEENE (BIE ) WFEEF. Amazon loT Analytics

- XARDVEFRBFFHNTIEL () ; TAFEAEMESKRFTF.

- BIAFBFHARENTRL () FFk

. FEEBEEZR (-)o

o EMFRIEZXARIE : "[A-Za-z_]([A-Za-z0-9]*|[A-Za-z0-9][A-Za-z0-9_1*)%.
- KETHHEY 255 NEHF

« FRBARNE, A—RAFEFEHR foo M FOO WEEBHANEEFE,

flan | FEHERAESP , {("temp_01": 29} = {"_temp_01": 29} BX , {8 {"temp-01":
29}, {"01_temp": 293} = {"__temp_01": 29} T,

1. 7 Amazon loT #Z &l & EMN S E LR Test (M),

5/ Amazon loT JHERIE 44
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= Sample period Time range
P or Monitor
One day v Week v

® P

| Monitor
Successful connections
Onboard
Manage
Greengrass
Secure
L]
Defend
Act
Test
Feb 14 Feb 15 Feb 16 Feh 17 Feb 18 Feb 19 Feb 20

#- Successful connections

Messages

2.t MQTT ZFig WA L , £ Publish 4 #9 Specify a topic # , A iot/test., 7EHEMEIB
7, BRIELT JSON RERERFRE , MEFEFRE , WEAEA].

"message": "Hello from the IoT console"

3. %% Publish to topic ( £ EIEA ) ,

£ Amazon loT HERE 45



Amazon loT Analytics ArfEm

WJ%nMnJmWﬂJﬂ%wwuﬂWw

© 0 - This client will not acknowledge to the Device Gateway that _Q?

ﬂa’ loT messages are received @

1 - This client will acknowledge to the Device Gateway that

messages are received @

MQTT payload display
© Auto-format JISON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

ot/ | [ |

BEOR0 DO

Test

©® 0

XaRm—FHEE , WHEBHIZZA BN BIEFE.

& BatchPutMessage API

REUHE S BIEM B — 5% Amazon loT Analytics 1 A BatchPutMessage APl t5 &, BtJ53%
FEEMRIZE Amazon loT AN , BN HFEREETNE BT ZNHE. BEEHEIERD
STE &5 BESE B R R AEBIZ 1T A Amazon SDKEIEM B HRee FEHAEMA. Amazon CLI
BatchPutMessage

1. Bl — N fmessages.json , HHAIEEREMNER (EATRAP , RRE-FKEE ) -

{ "messageld": "message@l", "payload": "{ \"message\": \"Hello from the CLI
\Il }Il }
]

2. i&1T batch-put-message 5o

f§ A BatchPutMessage API 46
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aws iotanalytics batch-put-message --channel-name mychannel --messages file://

messages.json --cli-binary-format raw-in-base64-out

MPREHEIR , FERU TR,
"batchPutMessageErrorEntries": []

BRI HIE
BRI B RERNEI G BES,

BT LAE A Amazon loT Analytics & AR &R
£ Amazon loT Analytics ZHl&H , EEMSMBE & FIEE Prepare (H#) Hi%#FE Channel (B

1.
EB) (MEXE) K AREREZACIENBENER.

1z loT Channels Q
Analytics @
®

I QCha""EIS Name Status Created Last updated

Pipelines
my_channel ACTIVE Sep 13,2019 10:47:17 AM_.. Sep 13, 2019 10:47:17 AM...  see

Data stores
Data sets

Notebooks

R RREPHN - ESEEERAF (10

2. EBEFACEETTEL , M T RIELESRD., BIEE
:N]

Bt 3 /NS 12 /e 1 9€ 3X1HE ) AR E RNERENEE. HeaF R —FKERSL , WETREREE
[B3E B MR IE 1 ZBER H R

W BE
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Channel size

9.5e-7 GB as of Feb 27, 2019 4:00:00 PM -0800.

@&®OP

Tags Edit
No tags

Monitoring

1h 3h 12h 1d 3d 1w \El

IncomingMessages

2.00

1.50

1.00 —_—
0.5

0
17:00 1715 17.30 17.45 18:00 1815 1830 18:45 19:00 19:15 19:30 19:45 20:00

A ERARUN SRR EEEEDNIT. BN EEENFAFERE LEEEHNITHIR, W
RARFEDEENEEN—HD , FETR 0 MUTHER.

1. & Amazon loT Analytics a2 H , EEMN SMBE K F1EEF Prepare (H#) , %% Pipelines (B
), RAREREZHENEEN AR,

B o Pipelines °
Analytics @
™ -
Channels Name Created Last updated
I Pipelines
my_pipeline Sep 13, 2019 11:21:01 AM -0700 Sep 13, 2019 11:21:01 AM -0700

Data stores

Data sets

Notebooks

2. TEERAGENEL , A TRIFEERD, REFE , AREPH - HEEEERF (10
B 3/hef 12 /hef 1 R3 XK1 F ) WARETRHNESEE. F2FH -1 EFL , UEREERE
SEENNEEEIHITHIRE.

W BE 48
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RAriEmE

Monitoring

ih 3h 12h 1d 3d 1w \El

ActivityExecutionError-DatastoreActivity-my_datastore_33

1.00
0.8
0.6
04
0.2

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945

PipelineConcurrentExecutionCount

1.00

0.2

0.6

0.4

02

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945

BIEHESE

@&®0P

20:00 20115 20:30 20:45

20:00 20115 20:30 2045

BRLIET 812 SQL BEEH AR EEMNBBEFEPRRESE. Amazon loT Analytics AJ A E R
BREZDTEE, BABIEFEARBIERE , BETUER SQL REXNRKERABEHEREEERK

BREFHER.

- HRIERNEE

PIERES

49
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B HIE

EENHE  LREUNE- M EE. WESESATERREFHEN SQL LR ELIEEN B BN
HESZEWN LT, ERAIERRLT Amazon 1T ¥IFRF KA RAKKEIZE AE CloudWatch
il

BITUT AR BEIESE.

aws iotanalytics create-dataset --cli-input-json file://mydataset.json

Hri mydataset. json XHBEUTHR.

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sqlQuery": "select * from mydatastore"
}
}
]
}

BETUTHS , BERITEARUBRBEENS.

aws iotanalytics create-dataset-content --dataset-name mydataset
ER/LoH , T BERBEENEG , EAUHRE,
i (Bl & WY B AR

BHERRU CSV XHBAFHENBEERNS . FET Amazon S3 EERMHZLMF. AT RHEIEHA
TUMMAREEZREBCHEZRME., XHRBETH.

ZEITELT get-dataset-content &% :
aws iotanalytics get-dataset-content --dataset-name mydataset

MERFEEISEMBIE , W get-dataset-content HHAE status FERFEAH "state":
"SUCCEEDED" , #nA T RBIFAR :

ERHE 50
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{
"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}

dataURI RAHERNZESE URL. EEREN —REBREM JLNNT). RTFEEHNITER , ET6e
EEEHEANBTZEBLKFA get-dataset-content , AR FAALGHTSERFTNESE URL,

R3& Amazon loT Analytics Z{iE
BOBE S A RNEFRE. 2T AMTMWE Amazon loT Analytics ZiiE.
ARELENER :

* Amazon S3

» Amazon loT Events

« Jupyter Notebook

Amazon S3

B LU BB E RN B XX E Amazon Simple Storage Service (Amazon S3) &4 , M
MATSAERERAERE—E , AIENRBNARFAN IO T ED#ITHE. S
BcontentDeliveryRules: :destination: :s3DestinationConfigurationf M=
EXCreateDataset.

Amazon loT Events

B LUSHIEERNBERN B A K IZFZPRSS Amazon loT Events , RS FER M IS IRE R R HEN K
ERETIL , HEMESH R ER L HMRE,
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R, BEEASBHBIEE CreateDataset H £ FEHIEE Amazon

loT Events #i AcontentDeliveryRules :: destination ::
iotEventsDestinationConfiguration :: inputName, #&EMXHIEER FHIT “iotevents:”
Amazon loT Analytics X PRIV A, roleArn BatchPutMessageB HA|EZHEEN AR |, #H4
Amazon loT Analytics BN RBEEN B R BENEHERKIZEIEERN Amazon loT Events i A,
m, MRENBEEDE -

"what", "who", "dt"

"overflow", "sensor@l",'"2019-09-16 09:04:00.000"
"overflow", "sensor@2","2019-09-16 09:07:00.000"
"underflow", "sensor@1l","2019-09-16 11:09:00.000"

A5 Amazon loT Analytics 2 XIFBEUTFERIER :

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor2", "dt": "2019-09-16 09:07:00.000" }
REEVNE - NEBIRBRBRXNBHFER (. -2 dt ) B Amazon loT Events % A
whatwho , HEIZ— N ESHPERAXLHEAFE SRR IRERIZEANTFEZERN Amazon loT Events

MR,
Jupyter Notebook

Amazon loT Analytics Jupyter Notebook 2 A A B EFEAKIESE , UHITE RS T ABIEF
%, Jupyter Notebook 2 — NIRRT R, B LM http://jupyter.org/install.htm| ZEH T8, &R
ft 5 SageMaker Amazon FEEEZ B ARG R Al BWEIINERK

RE SR BFESE

B GBS A M A IEEretentionPeriod and versioningConfigurationZRIEEE
REBRERBHBIFBERNBHHE CreateDataset SA & UpdateDataset APIsfR & Z Kt :

"retentionPeriod": {
"unlimited": "boolean",
"numberOfDays": "integer"

Jupyter Notebook 52
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RAriEmE

},
"versioningConfiguration": {
"unlimited": "boolean",
"maxVersions": "integer"

}I

XANSHRRE—BER , LESUTHABEERENWBIEERNBRAEBANRE R

versioningConfigur
ation :

[RiEE]

versioningConfigur
ation :

unlimited =
TRUE , RIRE
maxVersions

versioningConfigur
ation :

unlimited =
FALSE , max
Versions = Y

HEREIEE

retentionPeriod

[RIEE]

R BRRTARAS BA R 8%
AR INRARAS ((202R
@) &E 90 Xo

FHRET X 90 XAV
BWA , mMEieER
% DARRA .

FHRELE 90 RAF
B Y MRA

retentionPeriod :

TRE =&,
numberOfDays =
RiZE

R T2 BR £ B SR FThR
AN LA R B #T Y B T AR
K(WMRRE)

xR B ARABOR B
EAIFR S

HRZRE Y MR
x MEReFE
ZKAtE,

BREBIWEEAR (BIE ) WFEREBF © Amazon loT Analytics

. RFANEETBREZHNTIL () ; FAFEALGERTE

retentionPeriod :

ToPRE =&
numberOfDays =
X

R BRRTARAS BA R 8%
AR INARAS (2R
TE )R8 X X,

FHRET X X XA
BWA , mMEieER
% DARRA

FHERETE X XRAF
B Y MRA

HEAEEE



Amazon loT Analytics RFiERE
o BIAFRFREFHENTRIL () FFX.

« TEEBBEFH ().

o EMFRERXARE : "[A-Za-z_]([A-Za-z0-9]*|[A-Za-z0-9][A-Za-z0-9_]1*)%.

- KETHRET 255 MNF/.

s PR KRPE, R—RAEFE RN Too"MFOO'HNFREMNEEF R,

Flin | EEEAFES , {"temp_01": 29} = {"_temp_01": 29} H¥ , 1B {"temp-01":
29}, {"01_temp": 29} = {"__temp_01": 29} TR,

R Amazon loT SiteWise ¥1E

Amazon loT SiteWise R —BUEERS , THTAMKRKE, BE, A TRRA TLREZNEK
fBo ZRFSERHT —MAFREER  ARHET LIRS, REMREBHRTEN,

f&Bh Amazon loT SiteWise #=#H S UENEFERAN T UREHIE , URIMTEHRELERE
K IER. BB B RS~ EEE Amazon ZiRWENLEHKIE, EXELZELR , H2H (Amazon
loT SiteWise A 1E®) -

Amazon loT Analytics 5 £/ Amazon loT SiteWise , EILERLAXS Amazon loT SiteWise FIEiz1T
MZH SQL Eifl, EFHBEIREMN Amazon loT SiteWise & , &% BAmazon loT SiteWise AF 8
MPREFREEFNSROIEREFSE. AR, RRPVEABECIERES (2515 ) Amazon
loT SiteWiseZZ BBl Amazon loT Analytics &5 5 F ZE 22 Amazon loT SiteWise #iEE
(Amazon CLX &8 Tl #4Ei=1T SQL &Eif,

£

* {£/ Amazon loT Analytics ##E 613 Amazon loT SiteWise ¥IEE
- FRBEERE

- & . EHEH Amazon loT SiteWise $#E Amazon loT Analytics

£ Amazon loT Analytics #3812 Amazon loT SiteWise &

Amazon loT Analytics BIEE T2 A TERRIFEFHPHEN SQL EAMKENX , UR—NMERIEE
WHBMREEEERN TIETR. BEUERZEETF Amazon CloudWatch it XIFE XK FIEH KA
Bk TR,

43 Amazon loT SiteWise #iE 54
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RAriEmE

® Note

BREBERBENES , XERETRURKEAZEN , WA TURBEAZ2HW, Mtz

T, BEIXNEEEETHBIENA SQL EifI5k Amazon loT Analytics SIS,

REBUT BRI H N BIERIE Amazon loT SiteWise HiEE.

£

- FABEMNERKIES (#H& ) Amazon loT SiteWise
- ERAHKIESIE Amazon loT SiteWise $IEEE (Amazon CLI)

FRABECNERIESE (848 ) Amazon loT SiteWise

£ X LS ERIE Amazon loT Analytics 51 & R &M Amazon loT SiteWise BiE IR BIEE,

BIRBIESE

1.
2.
3.

fEhttps://console.aws.amazon.com/iotanalytics/ZM S EK S | B EIRE,
EoEHEETE L , E&F62Z SQL,
EEERESEFAGENE L , EEREENFHAER.

a. WMABEENER,

b. NTHEF#R , EZRHATIHRIREMN Amazon loT SiteWise BiEF M HIME— ID,
c. (™% )EHFREFR , F—IPHZBNMEERE (REX ) FMBIBEES,

£/ SQL RAXERABEH BIE D M E=,

a. EFEENFERTD A WACREEMETIRZATHIEN SQL Eif,

SELECT * FROM my_iotsitewise_datastore.asset_metadata LIMIT 5

AXPXEN SQL WAEMNE 2S5 Amazon loT Analytics , 2 R FH SQL RiEH

Amazon loT Analytics. & , £ #iE : TP EIH Amazon IoT SiteWise #E Amazon loT

Analytics T % RER 1R HLEUIR ML RV Se 1T B /R 1
b. ZAILLARNRAENR RKRIEMARTER , AEERAENREPERER.

PIERES
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® Note

HTF Amazon Athena fR#l T ETE RN ERAIE , HILNE SQL EHRFIANESEN
Kb, IEERTSKNENETT,.

5. (W) FREENESEENNKENERBEENRN , FERIBEIELERMNIERLLE, BEAF
R, iEERBERIEE, EXEZELE , 5 H BJ Amazon Ev CloudWatch ents R EVZEIR
BAEE A,

EREHEERMESFANE LEEHFELEFERMGS , BET -5,
6. (M) EREEWITINAEL , PREERRFNEBSTURFHRES. G ZNRE
HEEIT,

® Note
Amazon loT Analytics & /</N&f Amazon loT SiteWise HEX— XV EIE, RMNBVGEER A
N E AT R RV IR AU R

EERME  REEERE T—5,
7. Amazon loT Analytics I ZHBIBEEN BTN IREAH FREIEERBBRANITER. RI1EIL 90
X, BEALUEAREBEEENRERE. SHARHBEENTFHERENKRE,

EREHRESELRAE LERETE , BB T %,
8. (Wik)ZUBIEEHREELEREEAN , FHAXZSEB ML , H120 Amazon loT Events,

EREBBEEABEEANNE LERETUF , BB T -5,
9. RELMNER , AEERUBRES.
10. BIAEHWHBEEE REREERE L,

A BIELIZE Amazon loT SiteWise $#EE (Amazon CLI)
IZ1TUL T Amazon CLI e SR &= # A Amazon loT SiteWise &,

4L & REY R BIEH Amazon Command Line Interface (Amazon CLI), BXxE %158 Amazon CLI ,
B2 (Amazon Command Line Interface FIFF1EF) - BX AT M CLI f SR EZEE Amazon loT
Analytics , 2 H (&% #) F M iotanalytics, Amazon Command Line Interface

BIEBIEE 56
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BIRBIES

1. 1Z{TLLT create-dataset S A BIEHBIEE,

aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

Hr my_dataset.json XHEBEUTAHE,

{
"datasetName": "my_dataset",
"actions": [
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}

BxF XM SQL ThEEME ZE R Amazon loT Analytics , {55 A FH SQL FiEZ Amazon loT
Analytics, & , 21 HIE . P EH Amazon loT SiteWise $#E Amazon loT Analytics T f##E
BRUBIEN RS ITTERTH.

2. J1E{TLLF create-dataset-content 9 , BUETEHRUEBHIEERNS,

aws iotanalytics create-dataset-content --dataset-name my_dataset

LRBEREAR

SQL EHERRE CSV XHBAFHMNBIBEENSE, BT Amazon S3 mERMIZH. UTSR
WA THMAREERERCHERRE. XHREETH,

E&

« £ Amazon loT Analytics ( ##|& ) PIFRIKIBEERNE

+ 518 Amazon loT Analytics (Amazon CLI) FHIEIEERNR

TRBEEAET 57
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£ Amazon loT Analytics ( ##15& ) RPIHFRIKBEERNS

MREBHBIBE S SEMEKIE , WA LAE Amazon loT Analytics ZHI A FFKE M T SQL BER,
R &H Amazon loT Analytics BIEE S

1. ERHENBEERNEHL  ERELRNVBEENER.
2. EBEERHENEL  REABTIETIF,
3. HEBEERNBRRTP 6 EREMRERITHERMN csv XHNEBE,

518 Amazon loT Analytics (Amazon CLI) HHIBKIBERNR

MRBFEESSEMAHE WAL TR SQL EHLER.

4k &SRB R BIEHA Amazon Command Line Interface (Amazon CLI), BXxE %{5 8 Amazon CLI ,
%2 (Amazon Command Line Interface AIF1EF) » BXATAMN CLI i FHEZE S Amazon loT
Analytics , B2 H (ZE%H) MW iotanalytics, Amazon Command Line Interface

A& Amazon loT Analytics B 845 R (Amazon CLI)

1. BITLLF get-dataset-content B UEBEBBERE R,

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. WMRBEEIESEMHIE , U get-dataset-content HHK status FERHPEE "state":
"SUCCEEDED" , #0 P Ro

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-

Amz-"
}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
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}

}

3. get-dataset-content M @3E dataURI , X2EHLERNWZE R URL, B©EREM —EAY
BAAER (JLANDEY). 158 dataURI MitBAifE SQL EiER.

(® Note

BELNIER , EUAEZEEHRINBSZHHBLKLAA get-dataset-content , B}
HWALTTSERFTWZESR URL,

HIE . P EH Amazon loT SiteWise #E Amazon loT Analytics

REHIRETR T WAEHZEH Amazon loT SiteWise Fi#E Amazon loT Analytics, AREREERERFH
& Amazon loT SiteWise , ZERREM TR O R BIHNEERBIESE,

/A Important
LRSI M AE A Y BR R KB AT

£

+ RREM
L& AnE €
+ BIRRS

- BTSN

- BRHERR

TEIRFZAF
ELBES  CREUTRR

« fRATAE— Amazon Ik F BEFF #8EH Amazon loT SiteWise 1 Amazon loT Analytics. 1R &
TEEKF |, BIREIE Amazon K RIS BRFITRE,

2 . &if Amazon loT SiteWise #iE 59
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* 1217 Windows. macOS. Linux 3 Unix BFF & it&EH ( AT i5R Amazon Web Services
Management Console ) o BXxEZEE , 55 Amazon Web Services Management Console A
Te

« Amazon loT SiteWise £ X Amazon loT SiteWise #EEF'E=HEHE , URFNERARX D KB
g RBREABIE, EQEEIE , BIRE (Amazon loT SiteWise AF#§R) A €12 Amazon loT
SiteWise J&E T~ B S BR#t TR E,

« &HY Amazon loT SiteWise BTN B R B REFHELEENNERERE P, BxUMMAHKIE
DEHBEFENEZEL |, 555 (Amazon loT SiteWise AFEE)Y PHEEFME1EE, Amazon
loT SiteWise

® Note

&89 Amazon loT SiteWise 7t Amazon loT SiteWise ZXIBE A EEF A& HINEE M EhiE
D BR , RBBESRZREEAN NN FEEE R, B, &A L8122 Amazon loT
Analytics BIEEH X T BTFEHITEN,

RS R

g F WU TR

N F IR

BEAYEDTERNHIER —H¥E A Amazon loT SiteWise 243 , AT R H KB H X H & B4l
SRV ITEE,

(® Note
EAXHEF  BNEABREFE#PN=ZAEK
« raw- BEBRWMA=RLL BN RBEIE,
- asset_metadata - BEEMERZMN —RE L.
« asset_hierarchy_metadata- @E8XE=ZBXRZNES,

2 . &if Amazon loT SiteWise #iE 60
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BITAHERHN SQL &l

1. RBEABRELNEBIESE (244 ) Amazon loT SiteWise s i Fi i#E 612 Amazon loT SiteWise

BIEE (Amazon CL)HFHEZ R RN B Amazon loT Analytics Z#E €122 Amazon loT SiteWise #1#E
=

Z<o

2. EEMAHETNHREEENR , BHITUATEE.

a. 1£ Amazon loT Analytics EHI &M “BiEE” TH L , EREE - ELOENBIEENE
Mo

b. EBBEERENMEL , ERREURE SQL £,
c. BEREBWRMNRPERER  BEENREA,

RNAE , WA LAMER Amazon CLIZ{TELT update-dataset @R XKIEH SQL &ifl,

aws iotanalytics update-dataset --cli-input-json file://update-query.json

update-query.json HRA :

{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
}
]
}

3. 1£ Amazon loT Analytics 2%l & FHEAH Amazon CLI , BN BEIEZTUTER , LRIERE
Masset_metadataR 2 A K IIINE.

SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata

B , A LARIE asset_hierarchy_metadata fl raw REAB N,
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—NER
BIRERR
?&E*}b L

fI2 Amazon loT SiteWise BIEH FE MBI BTFEFME T , BRI LIQIEEKIE Amazon loT Analytics %
HEFIEZ1T SQL £, Amazon loT Analytics ARMBEXR RN, UTERER T MAEIZEITE
T ERZRRERIE.

£/ SQL EHRELIE
1. BFENR (HIUNRSBER ) FOSIAERN A,

SELECT * FROM my_iotsitewise_datastore.raw LIMIT 5

2. SELECT DISTINCTAHTZEWZEMasset_metadata®H%IH Amazon loT SiteWise &=y ( M
- ) g*ﬂ_\o

SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY
assetname

3. EFHAXRIEE Amazon loT SiteWise BB HMNEER , 5 H FWHEREHA,

SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype
FROM my_iotsitewise_datastore.asset_metadata
WHERE assetname = 'Demo Turbine Asset 2'

4. £/ Amazon loT Analytics , BAUBRERBBBEEERFAISSNROEBIE , WL T REIFAR.

SELECT * FROM my_iotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId = asset_metadata.timeseriesId

BEEERRATZENRAEXR , BEANUTERTH JOIN hEE.

SELECT DISTINCT parent.assetName as "Parent name",
child.assetName AS "Child name"

FROM (
SELECT sourceAssetId AS parent,
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targetAssetId AS child
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'
)
AS relations
JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId
JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetld

BEARIBE LN T Amazon loT SiteWise ##E , BAILLEITRITENR , AN T ZRRREHEZHN
iR, UTERERTEBUALUREN—EER,

% Amazon loT SiteWise & RX B HIEZ TR ITES

1. BTHUT SQL &% , ERBER” CERRRIA 4 ) rARERE SN &INE.

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL
END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw
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2.

3.

ON raw.seriesId = asset_metadata.timeSeriesId
WHERE startYear=2021

AND startMonth=7

AND startDay=8

AND assetName='Demo Turbine Asset 4'

)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

FABRERNFAREELER  BEMBRS ( RARRIN ) WEAKEEK,

SELECT child_assets_data_set.parentAssetld,
child_assets_data_set.childAssetId,
asset_metadata.assetPropertyld,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetld,
targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetId = child_assets_data_set.childAssetId

JOIN (
SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY seriesId
)
AS raw_data_set
ON raw_data_set.seriesId = asset_metadata.timeseriesid
WHERE assetPropertyName = 'Wind Speed'
ORDER BY max_speed DESC

BEERE™ CETREIAS 2) WRERM (KR ) WFEE , HiETUT SQL &85, LI

my_bucket_id BN FMM D,

SELECT AVG(doubleValue) as "Average wind speed"
FROM my_iotsitewise_datastore.raw
WHERE seriesId =

(SELECT timeseriesId

FROM my_iotsitewise_datastore.asset_metadata as asset_metadata

—

2 . &if Amazon loT SiteWise #iE
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WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'
AND asset_metadata.assetpropertyname = 'Wind Speed')
BESR
BREERIR

BREBIERR
SERAEAHEG , FERRUBRZTERA,
ERIERER Amazon loT SiteWise &R

—AJa , & Amazon loT SiteWise ER& B1THIER. MRECTERERERNMEA , WA LR A1 BR
ERe EAUTIRFIMERER,

1. S ZE Amazon CloudFormation &

2. MHERFIFRF%EEFI0TSiteWiseDemoAssets.

3. EEMIER, ZEMIBRMERET | JER O FTE BRERR M R

4. TEWEINNFES , EF BBk,

I BRHEIR A E 15 DhadiE, MBERTEME , FEOEEREALAN B, MRERTEBXM
Bk , 1% B Amazon CloudFormation #2#| A& R ZRBEIMIBR AWM TR , ARER,

i BR 244 A ik

- ERBRENITEERIEEM  51E1T CLI 89 delete-datastore , M THIFT R

aws iotanalytics delete-datastore --datastore-name my_JIotSiteWise_datastore

I BR& B9 Amazon loT Analytics #iig5%

o ERIRREHEIEE | 1217 CLI i8S delete-dataset , MTHIFFR. FEHITUIBREZE , BF
PHIBRBIBEEN NS,

aws iotanalytics delete-dataset --dataset-name my_dataset
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® Note
WSS TEREMA S,
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BEED
EEENEESTHNEETN —MNEEERIBEEE , SEERNEGRINVEINEE | —1

channel &z — datastore &3, FBA LB EEERNMFINNES) , KT FE R A HEELE
IhBE,

& A LAME A iZRunPipelineActivity R ER BV E L RENEENR LETEEEINER. EFXKMNAE
HEEEN , B2 RKIXBRERB., RunPipelineActivity ROIER T ©2UAERI,

BIEED)

EEDMNE -—NEIHSIARE channel FE , EHEEAENEBENFRIR,

{
"channel": {
"name": "MyChannelActivity",
"channelName": "mychannel",
"next": "MyLambdaActivity"
}
}

BREEMEED

datastore SEFR&ZE—MED , EERLEENEEFMEIFL,

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
}
}

Amazon Lambda JEzf

lambda SES AT AT EEMITERMLAIE, Fl0 , BAEANRBEAL AP BEHHABIBREEH
B, & R#EXRE Amazon DynamoDB KB EFIEEE, B2 , EHABEFMZE , B EEAL
EEED RPN INEALE S S BRIEH R

BEED 67
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lambda’Ez F AR Amazon Lambda BEATIZWHIRE —1 JSON WNREA, BXH , 55
#the section called “Lambda BI#RAI 17,

ERF A Lambda BEH Amazon loT Analytics /XR , BAFURINEKRE, Fla0 , BTUTF CLI &%

FHexampleFunctionNameE# R EH Lambda BB , BRNEHW Amazon Ik ID , AREHE
8123456789012 TE Lambda B BB /YT Z#h R A #5 (ARN),

aws lambda add-permission --function-name exampleFunctionName --
action lambda:InvokeFunction --statement-id iotanalytics --principal
iotanalytics.amazonaws.com --source-account 123456789012 --source-arn
arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline

Zm T ROEE A T

"Statement”: "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",
\"Principal\":{\"Service\":\"iotanalytics.amazonaws.com\"},\"Action\":
\"lambda:InvokeFunction\",\"Resource\":\"arn:aws:lambda:aws-region:aws-
account:function:exampleFunctionName\",\"Condition\":{\"StringEquals\":
{\"AWS:SourceAccount\":\"123456789012\"},\"ArnLike\" : {\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"

}

BEXEZEE |, 5 #HAmazon Lambda FF & A RIS Amazon LambdafE & T #RAY KB,

Lambda B4 ¥R 1
HiZRHIH , Lambda MEBRERIGEEPHBERNER. RERXH —FESRXUT U TRENH

/CN 0

{
"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {
"lat": 52.4332935,
"lon": 13.231694
3,
"ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"
}

Lambda EEURS 1
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ARZRBERUTEEE L,

{
"pipeline": {
"activities": [
{
"channel": {
"channelName": "foobar_channel",
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
1,
{
"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
1,
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"
}
}

LR Lambda Python B9# (MyAnalyticsLambdaFunction) ¥ GMaps MutfBE ( LML KERE
i ) RIEEEAF,

import logging
import sys

# Configure logging

logger = logging.getlLogger()

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
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streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def c_to_f(c):
return 9.0/5.0 * c + 32

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e['foo'] = 'addedByLambda'
if 'location' in e:
lat = e['location']['lat']
lon = e['location']['lon"']
maps_url = "http://maps.google.com/maps?q={}, {}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda BREURH 2

—MERNGERESRFFIMCEE AR , MR EERMFERE, H£ZE NPT , Lambda BE
BREBEABRTEERHUAFZ TR XEHIT Basebs 43 ( FF5I{L ) BY JSON Ria#dE. ©RER
% JSON,

import baseb4
import gzip
import json
import logging
import sys

# Configure logging

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)
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formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def decode_to_bytes(e):
return base64.b64decode(e)

def decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8')

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes SEZ8

addAttributes SEFRFEHEFIUBNEERINEME. X , ERATUEFM I ESCEENE
B, Bl , B LAERA addAttributes ALK B FRAHIR & B MR,

ZRU TR AHE.

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ]
}
}

addAttributes SEFELUTFUTHR,
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"addAttributes": {
"name": "MyAddAttributesActivity",
"attributes": {

"device.id": "id",
"device.coord[@]": "lat",
"device.coord[1]": "lon"

}I

"next": "MyRemoveAttributesActivity"

ZEHFFIRE ID BERE B , HRE coord BMAHTME , FHEMRAFMNA 1lat M lon WIARE
o FERNIEINER |, W AHSFERN LT RO,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
},
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

FERiIEBEHENAELE. NRERRE , B LAEH removeAttributes &3,

RemoveAttributes &30

removeAttributes SEIMEEFMIERE M, Hli0 , FELUTIEE , ©2 addAttributes JEZIHY
“£R,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
.
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}
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RATACIZER , FHRETERRINFIENIE , BFERALT removeAttributes 5&30,

{
"removeAttributes": {
"name": "MyRemoveAttributesActivity",
"attributes": [
"device"
1,
"next": "MyDatastoreActivity"
}
}

REFEREBRIIMITHEE.

{
"id": "device-123",
"lat": 47.6,
"lon": -122.3

}

SelectAttributes &3

selectAttributes EHREARKEEFTNIEEEBHCIEFHE ., HuEHEHTHE
#, selectAttributes REAEHEMNRUE TEFTEM. Hit , AFMRHE -

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ],
"temp": 50,
"hum": 40
},
"light": 90
}
FLSESD :
{

"selectAttributes": {
"name": "MySelectAttributesActivity",

SelectAttributes 5&E3) 73
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"attributes": [
"device.temp",
"device.hum",
"light"

1,

"next": "MyDatastoreActivity"

ZRFRAEEENUATHE

{
"temp": 50,
"hum": 40,
"light": 90
}

El# , selectAttributes REEBIEBRBIFT K,

Filter 3538

filter FHIRFEEEBHFTEER, WESIPFEANREIRFTEFRE— SQL WHERE ¥4 , ©4M

RE—MHRE.

{
"filter": {
"name": "MyFilterActivity",
"filter": "temp > 40 AND hum < 20",
"next": "MyDatastoreActivity"
}
}

DeviceRegistryEnrich &30

JBidiZdeviceRegistryEnrichiEsl , A LARF Amazon loT R ZFM R P EY IR RINEE B A

Fo Hla, BETUTHER

"temp": 50,

Filter 5&3
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"hum": 40,
"device" {
"thingName": "my-thing"

MELITEHXBH deviceRegistryEnrich &3 :

"deviceRegistryEnrich": {
"name": "MyDeviceRegistryEnrichActivity",
"attribute": "metadata",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

0 HH BT 20 L R B R

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName" : "my-thing"
},
"metadata" : {
"defaultClientId": "my-thing",
"thingTypeName": "my-thing",
"thingArn": "arn:aws:iot:us-east-1:<your-account-number>:thing/my-thing",
"version": 1,
"thingName": "my-thing",
"attributes": {3},
"thingId": "aaabbbccc-dddeeef-gghh-jjkk-11lmmnnoopp"
}
}

BYBMIEENE LK roleArn ZERPIEECHMELSNRNAGR., ZABLMERRBUT RHIAIN
PR R HE o

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeThing"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}

MREN T WS ERES

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": ",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich JEZf

deviceShadowEnrichsEz14$ 3k B Dev Amazon loT ice Shadow IR EERMEE S S, Hiln |
LEUTHEE

{

"temp": 50,

"hum": 40,

"device": { "thingName": "my-thing" }
}
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FLLTF deviceShadowEnrich $&3) :

"deviceShadowEnrich": {
"name": "MyDeviceShadowEnrichActivity",
"attribute": "shadow",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

GERERRLUTUTROINER

"temp": 50,
"hum": 40,
"device": {
"thingName": "my-thing"
.
"shadow": {
"state": {
"desired": {
"attributeX": valueX,
},
"reported": {
"attributeX": valueX,
.
"delta": {
"attributeX": valueX,

.
"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp

},
.
"reported": ": {
"attributel": {
"timestamp": timestamp
.
}
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1,
"timestamp": timestamp,
"clientToken": "token",

"version": version

BYBMIEENENLK roleArn ZERPIEECHMELSNRNAG, ZABLXAERRUMDTHNRE

H%O
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:GetThingShadow"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
}

MR TR EERRE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
b
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich &3
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Math &3

math B EAEENEREITEERRER, REXAMLFIREHF, Hlm,

"tempF": 50,

A3 LT math SESLESF -

{
"math": {
"name": "MyMathActivity",
"math": "(tempF - 32) / 2",
"attribute": "tempC",
"next": "MyDatastoreActivity"
}
}

ERRCERELT ¢

"tempF" : 50,
"tempC": 9

&R BAE math B RER AT EER

+ il
; 2
* 5
/ BR

BEUTHMAHE

Math &3
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%

&R LAE math SEB R EA TR :

* abs(Decimal)

» acos(Decimal)

+ asin(Decimal)

» atan(Decimal)

+ atan2(Decimal, Decimal)

* ceil(Decimal)
 cos(Decimal)

+ cosh(Decimal)

» exp(Decimal)

* In(Decimal

* log(Decimal

* mod(Decimal, Decimal)

» power(Decimal, Decimal)

* round(Decimal)

+ sign(Decimal)

+ sin(Decimal)

* sinh(Decimal)

* sqrt(Decimal)

* tan(Decimal

+ tanh(Decimal)

+ trunc(Decimal, int)

abs(Decimal)
REHFHLITE,

R~ abs(-5) RME 5,

modulo

BRI E A ME K

80



Amazon loT Analytics

RAriEmE

PR &R

Int Int , SHHEXIE.

Decimal Decimal , ZHM LI E

Boolean Undefined .

String Decimal, ERERSHNENIEH. WRFHFHEL
EEER ML RR Undefined o

A Undefined .

PIE Undefined .

Null Undefined .

KRE X Undefined .

acos(Decimal)
BlERN B ERBFHRRZLE. ERABEBZE , Decimal Z2HEARNBEE,

Bl - acos(0) = 1.5707963267948966

SR g8

Int Decimal (NBE) , SHHRRZE. BEHER
iR[E Undefined o

Decimal Decimal (NBE) , SHHRRZE. BEHER
iR[E Undefined o

Boolean Undefined .

String Decimal (NBE)ZHHNRRZLE, WRFHRFH

Tkt  MEERHA Undefined » S
iIR[E Undefined

BRI E A ME K
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SHAR &R

A Undefined .
PIE Undefined .
Null Undefined .
KREX Undefined .

asin(Decimal)
EIERNBMIREMFHRERXE, ERAEBZE , Decimal ZHEAZNBE.

7~ asin(@) =0.0

SR “£R

Int Decimal (MBE) , BN REZE. BHER
iIR[E Undefined

Decimal Decimal (MBE) , ZBHNREZE, BHLER
JRE Undefined

Boolean Undefined .

String Decimal (MBE) , SHMREZE. MRFH
BTk | MR Undefined . EEE
RIRE Undefined

il Undefined .

PUE Undefined .

Null Undefined .

RENX Undefined .
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atan(Decimal)
LEIENBMREMFHREYE, ERAEBZE , Decimal ZHEAZNBE.

R~ atan(@) =0.0

SRR “R

Int Decimal (BE) , ZHHNREVIE. BHER
iIR[E Undefined o

Decimal Decimal (NBE) , ZHHREVIE. BHER
iRE Undefined

Boolean Undefined .

String Decimal BE) , SN R EVIE, MEFH
BT LR | MERN Undefined . EBEE
RiRE Undefined .

e Undefined .

R Undefined .

Null Undefined .

RENL Undefined .

atan2(Decimal, Decimal)

BElERNFEE x BIERBESHBNMSHRENL (xy) RLANSE, EREHNA  AENER (£
¥FE,y>0) , RE4EHE , BENUE ERARBZAE , Decimal SHEARNBE.

A~ atan(1l, 0)=1.5707963267948966

SHRR SHRR ZER
Int /Decimal Int /Decimal Decimal (RBE) , x A5

EW (xy) RZBEINEE
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e ELit] e ELit] ZR
Int /Decimal /String Int /Decimal /String Decimal , PR S MY R IEE4]

B, MBFRFRLEFKR , N
£ 8N Undefined »

Hib(E Hib(E Undefined .

ceil(Decimal)

A ER Decimal M ERARKIERN Int,
ROl

ceil(1.2)=2

ceil(11.2) =-1

SR “Z£R

Int Int , SHUE,

Decimal Int , FRFENHEER A Decimal HE LS
AZRIEMN Int. MRFHETEERR
Decimal , MR 7 Undefined

HitE Undefined .

cos(Decimal)
LUME R S IREBFHRZEE. ERAEBZET , Decimal ZEHEBATNEE.

A~ cos(0) =1

Sy R

Int Decimal (BE) , SHHRZLE, BHRERR
[E] Undefined o
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SWRE

Decimal

Boolean

String

wA
&R
Null

AREX

cosh(Decimal)

ZR

Decimal (BE) , SHWRZE. EHERIR
| Undefined o

Undefined .

Decimal (MBE) , ZBHNRZLE. WRFHH
ToiE#H#R N Decimal |, MR A Undefined
o EHEERIRE Undefined o

Undefined .
Undefined .
Undefined .

Undefined .

BlERN B R BFHNRERLE. ERARBZE , Decimal ZHEABINBE,

Bl : cosh(2.3) =5.037220649268761

@

et

Int

Decimal

Boolean

String

ZR

Decimal (RBE) , ZHHNMRLE. EHE
RiR[E Undefined

Decimal (RBE) , SHHIN M RXE. EHE
£iRE Undefined

Undefined .

Decimal (RBE) , SHHIXNN M RKE, 0
REFETEE N Decimal , MERNR
Undefined . E#4RIRE Undefined .

BRI E A ME K
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SHAR &R

A Undefined .
PIE Undefined .
Null Undefined .
KREX Undefined .

exp(Decimal)
RE e WSBIRTE. ERAEEZE , Decimal SHEAZINBEE,

M exp(l) =1

ez Eill ZR
Int Decimal (RBE) , e * S,
Decimal Decimal (RBE) , e * S
String Decimal (RBE) , e * 8. WR String &
EFRHRN Decimal , ML RNA Undefined o
HAth{g Undefined .
In(Decimal)

BESHE B AN E. ERARBZE , Decimal SHEAZNEE,

A~ In(e) =1

SR ZR
Int Decimal NBE) , SHH BAT K,
Decimal Decimal (BE) , ZHH B AN I

BRI E A ME K
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SHRR #£R

Boolean Undefined .

String Decimal (BE) , ZHHNBEANHK., WMRFH
BT AN Decimal , ML R A Undefined

ez | Undefined .

PUE 3 Undefined .

Null Undefined .

RENX Undefined .

log(Decimal)

REISEEVEL 10 AR, ERARBZE , Decimal SHEARNBEE,

il - 1og(100) = 2.0

SHERE &R

Int Decimal RBE) , ZHIL 10 AEKIXS B,

Decimal Decimal (MBE) , ZHEL 10 HEMXE,

Boolean Undefined .

String Decimal (RBE) , ZHIL 10 AERIXI B,
R String FTE¥#RN Decimal , MERN
Undefined o

¥l Undefined .

PR Undefined .

Null Undefined .
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SRR “Ze
RENL Undefined .

mod(Decimal, Decimal)
REIE —NSBEBRUBEZNS BRI LETTUER S EANHBEBUEIEER EAZER.

A~ mod(8, 3)=2

MR ER AMRER Tl

Int Int Int, B—1SBNE-NS
BEUE

Int /Decimal Int /Decimal Decimal , FB—1NSHWEZ
NSHEUE,

String/ Int/Decimal String/ Int/Decimal MRFAEFRFREHRA

Decimals , ME£&RAE—N
SENEZNSHEHENE,
ENH Undefined .

HiE HiE Undefined .

power(Decimal, Decimal)
REIE—NSBNE-NSBRENE, ERAEBZAE, Decimal 2B ATNBE,

R~ : power(2, 5)=32.0

SEKR 1 SREKRA 2 i

Int /Decimal Int /Decimal Decimal BE) , REIE
—NSBNE—NSBUREN
=
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SHEEH 1 SBERA 2 Al
Int /Decimal /String Int /Decimal /String Decimal (BE) , IREE

—NSHEHNE-NSBRE
WE. PTEFRRIO®RRN
Decimals, MIR{EM String
ToEEHR RN Decimal , MER
A Undefined .

Hib(E Hi(E Undefined .

round(Decimal)

45 EM Decimal FARRKIEK Into MR Decimal EETHEA Int EEEAEE (W
0.5) , Decimal ¥ [ £,

Rl
Round(1.2) =1
Round(1.5) =2
Round(1.7) =2
Round(-1.1) =-1

Round(-1.5) =-2

SR &R

Int S

Decimal Decimal 2@ FT&HAEZRIEH Int,

String Decimal @B TEAZRIEMN Int, MRFHF
RITERRIRN Decimal , ML R A Undefined

Hit{E Undefined .
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sign(Decimal)

BRESERFNFS, SSBNFSHEN , FRE 1, SSBOFSHA , FRE -1, MRSHBH
0, MRE 0,

ol
sign(-7) =-1
sign(0) =0
sign(13) =1
PR &R
Int Int, Int ENFS.
Decimal Int , Decimal EMRFS,
String Int , Decimal EHWAS. FRHEFHREN
Decimal {8 , }iR[E Decimal EHNRFS.
R String FoiE# N Decimal , MER N
Undefined .
Hfth{E Undefined .
sin(Decimal)

BlERN EMREHBFHIERE. ERARBZE , Decimal ZHEATNBE,

R~ sin(@) =0.0

e e ZR

Int Decimal (NBE) , ZHH EZKIE,
Decimal Decimal (MBE) , SHHEZLE.
Boolean Undefined .

BRI EFNEK 90



Amazon loT Analytics

RAriEmE

SWRE

String

Array
Object
Null

Undefined

ZR

Decimal , MM IEKE, MRFHRTEHER

7 Decimal , M4 RA Undefined .
Undefined .
Undefined .
Undefined .

Undefined .

sinh(Decimal)

LU E R B AR EI B F TN IEs% . ERAKEZE , Decimal EEAZTINBE., ERENREN
Decimal &,

Ml : sinh(2.3) =4.936961805545957

SPYRE ZR

Int Decimal (FBE) , SEHI I B [EX{E,

Decimal Decimal RBE) , SEAI XN #h IE % {E.

Boolean Undefined .

String Decimal , ¥ M ERXE, MRFHBELE
N Decimal , MERHF Undefined o

Array Undefined .

Object Undefined .

Null Undefined .

Undefined Undefined .
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sqgrt(Decimal)

BEBFHFER, ERARBZE , Decimal ZHEATMBE.

R sqrt(9) =3.0

PR
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

tan(Decimal)

&R

SHHF AR,
ST AR,
Undefined .

SHNESR, NMBRZFELEERRN
Decimal , MZ£ XA Undefined

Undefined .
Undefined .
Undefined .

Undefined .

BElERN BVEEBFHETNE, ERARBZE , Decimal HEAZNEBE.

Al - tan(3) =-0.1425465430742778

SHRR
Int
Decimal

Boolean

gZR
Decimal BEE) , SHMIELIES
Decimal (MBE) , ZHH ELIE.

Undefined .

BRI E A ME K
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SR ZR

String Decimal (NBE) , SHHIEYIE, WRFHFH
ToiE#H#R N Decimal |, MR A Undefined

o

Array Undefined .
Object Undefined .
Null Undefined .
Undefined Undefined .

tanh(Decimal)
DI E R BALREHRFHNMEYE. ERAEKZH , Decimal BEEAZNEE,

Al tanh(2.3) = 0.9800963962661914

SHRE &R

Int Decimal (RBE) , SEHIX i ELI{E,

Decimal Decimal (XBE) , ZHHI XN M [EYIE,

Boolean Undefined .

String Decimal (BE) , ZHHI XN ELIE. W
RFFBILERIRN Decimal , MERRA
Undefined .

Array Undefined .

Object Undefined .

Null Undefined .

Undefined Undefined .

BRI E A ME K
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trunc(Decimal, int)

BRE-ANSHIEEMN Decimal MBI E - IS, MRE-ANSHITE , W2RENT. WX
SWEZKRT 34, MAREN 34, FMNERFRBREENE,

T~

trunc(2.3, 0) =2
trunc(2.3123, 2) =2.31
trunc(2.888, 2) =2.88

trunc(2.00, 5) =2

SR 1 SR 2 e

Int Int TR,

Int /Decimal /String Int /Decimal B NSBWBHEIRE-
SHFMEENKE. £S5
BMRFR Int , FE TS
AZHIEW Int. FIEZEH
BRI Decimal EH, W
REFFREHREN , MERR
Undefined o

Hib(E Undefined,

RunPipelineActivity

AT RAERMMAEERA RunPipelineActivity SR EEES) . EARTRAEF , BRATHURBEE
o

1. B — maths.json X# , HHESEENHNEEFHHE L.

"math": {
"name": "MyMathActivity",

RunPipelineActivity 94
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"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"

}
2. Bl — payloads.json X# , EFEZA TN HEEE KRB AR

"{\"humidity\": 52, \"temp\": 68 }",
"{\"humidity\": 52, \"temp\": 32 }"
]

3. Nis 1T A RunPipelineActivities 1k,

aws iotanalytics run-pipeline-activity --pipeline-activity file://maths.json --
payloads file://payloads.json --cli-binary-format raw-in-base64-out

XAFEENTER,

{

"logResult": "",

"payloads": [
"eyJodWlpZGl@eSIENTIsINR1bXAiOjY4LCIOZW1wQyI6EMjB9",
"eyJodWlpZGl@eSIGNTISINR1bXAiOjMyLCIOZW1wQyI6MHO=""

]

}

ZRPIIHN AR Baseb4 RIBINFRFH, N XEFRFEEBDEN , BRREBUTER,

{"humidity":52,"temp":68,"tempC":20}
{"humidity":52,"temp":32, "tempC":0}

RunPipelineActivity
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EHAEEERS

Amazon loT Analytics fE&8REB B IBMERIE. XEUATHERTRER :

- BHRLEHRIBCRDVEE  MAREHTH.
- BNEERITTEN , AFERABERIE up-to-date 5ER—EEA.
- BELQSHEERAFTFREFMAT, BENRIBIEFFE AR HE,

F @8 B & EFHLESEH 28T Amazon loT Analytics , #IEELTER :
StartPipelineReprocessing

BaELEEEMLEBRERE

ChannelMessages
EEEEHLEN—HRZABEHES.

MRFEMA channelMessages XK , MAFEH startTime M endTime IEEE,
s3Paths

BE—1NRBANH , ATFFRREEEHE M Amazon Simple Storage Service (Amazon
SR, BULIMERZFEANTERRE,

BB
5l : 00:00:00/1582940490000_1582940520000_123456789012_mychannel_0_2118.0.

ARG BRE - 1-100 B,

KERS : 1-1024 NFEFRF

endTime
EFAENBERENLSREE (TE).

MRN endTime SHIEEE , WAREBHEMA channelMessages XK.
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RAriEmE

KA pfE B

startTime

BN R5H S BIENITREE (B).

WMRA startTime SHIEEME , MFBEA channelMessages XK.,

i R 11 F5

pipelineName

EFF R EMAL BN EEN B

RE : FHE
KERS : 1-128 V2.

EFEEE L (25 )

AR EEE RI{ATE Amazon loT Analytics 12 & & R EFALE 7 EIEE Amazon S3 X RV IIE
B,

HEFT 82 8l

1.

2
3
4.
5

6

&3 Amazon loT Analytics &l A&

ESMERSD , EEREE

ERENEREE

MREREREHRLIEE R,

EEEEMCENEL  NERLEEEIERE S3 R,

Amazon loT Analytics 2§l & &Rt A TR

- FIEAREE - EMGEBERNEEREE.
« BIE 120 X - EAERIE 120 RENXHBIE.
« BIE 90 X - EFMAERIL 90 REPRAYEIE.

« BRI 30 X - EMAERIL 30 REEAVEIE.

- BESCEE - EFAEERENBESEE KX EE.

W AT 176588 EE /M Amazon S3 MR E4A,

, FRRNEERLENBERRREFEFFIEEN Amazon S3 FEFET.

&R LUE BRAE RS [ESE

ENMLEBERE (2F8)
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EERTH , FHRITUTERAE

a. ®ifE Amazon S3 ##l&.

b. %3 B %8 Amazon S3 ¥ K.

c. ERMTHXNRBRIS , EFEH,
7. EBRFTHREMLE,

EHLEBEEER (AP
f£fEf StartPipelineReprocessing API B , HEELUTILA :

« startTime M endTime Z¥HIEERBURKREIENEIE , XL 2ERME TR, BAUEA
FIRBEN /DY, startTime B4 , 18 endTime FEERHK,

- T SRIBHENLEHEIRE,

s TRIEEFLBEEENINFSERNBIRFER,. XABMEE , BFE2—o

- 824 PERHRZA A H 1000 4 StartPipelineReprocessing APl iEXR , AT EIEEEHLE
HREWBEEHES.

- EMAERRBEENSETANER,

BXEZER , 52519 StartPipelineReprocessingAP| 2 iy Amazon loT Analytics APl

HUEBEE ML EED)

EFCHEEBALEES |, 15 CancelPipelineReprocessingAP| SRIEE &I A/ “SEZ)” WHE L& “E
SHEFAE", Amazon loT Analytics ITREUEEFHLE , MFLEHLBRRAWEKE. EX4ABE35S
—NEFLEFER,

{# A DescribePipelineAP| ® BB AL BHRDS. SHI@RHH reprocessingSummaries FE,

BEFLEBIEEE(AP]) 98


https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DeletePipeline.html
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XU TEREBIL

Amazon loT Analytics 25 R EHIE D Amazon loT. EAIERBESHMHEFZITEHS
WEE loT iR , NEBEHRBEUREHN D FTHIE. SUURTEELECHEE LD TARBR Jupyter
Notebook I AEE , REMEAE=FEHENRBRSE K WELFTEMVURIENSIMIE, EAUEH
DT e NBIEF M P RIS ASE , ANERRESENCITERRE

BRREMITYEREERNR

£ CreateDataset RHEEMABUITX B IEBBEENS
( triggers:schedule:expression) . BEFEFNHBERATRRREERNS. EALUEA
SQL &Eif) (actions:queryAction:sqlQuery) EERFIENFE,

ENFEBMELMEIRERE , UBRHFBEENBZTNITEELREXZGFEENHE. £A
actions:queryAction:filters:deltaTime H] :offsetSeconds FEIEEEE/TH B,
RiE , BEE— Mk UEENBERFKSRNCIBRBIEENS. ESHthe section called “7=~4l 6
- BIEEFEENEBMN SQL BIEE (CLI)

S - M EEETANUEREENS

ES—MBREENNECIETRE AR QI EFVBIEENR triggers:dataset :name,
B TEN D TNARER
HEECHEENBESTNARFRSRL , AEUES —MEEN N B ALK SUZE1TIX LN A

BF. X, ERAUINARFRERBRERITNAUBABBEENBTTHEE. EAUNNAE
FAR B DT RIITIRME, (actions:containerAction)

ES - MNREEZRNUEBEENS

ES— 1M REENHNBAETRMN AR SIETNBIEEANSR triggers:dataset: name,
BAETEN SR ARER
HEECHEENBESTNARFRSRL , AEUES —MEEN N B ALK SUE1TIX N A

BF, X, ZRAUANNARFREZBEHITRCENBEEARTTFHEE. SUUMNSARE
FH BN DTS RNITERE, (actions:containerAction)
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15 F = 4

Bz &7 m i 8 LA K OpEx

FHREEFUNEED, SENMERENERE. RATHEESENH  HEELEREREEH
RIEEH | HIIEITIF XA, &8 Amazon loT Analytics , BRILABzh# 7047 , SLERE
XEFHEONTEERRE , HUEEXEATRREN KPI &, LEBESMUKRE , B LUNE
BEFrmRE  #ABIRAMETERBREEE X,

ERubin a0

B8 15 7 HNBESERRERNBIESIT—ROW (BEZx, BHENED KPIHEEY ), 84N%
WRABBESERHEZE T XD METHRS. XT8N, EHFERAEAEREENEEOR
W EAE, EBhIkIhEE , Amazon loT Analytics BRI BURBED T , AEIREITRIZE KPI Mk |
SRIE 0 BUR LA SR 20 46

BT RERN
Amazon loT Analytics FZ28e% B HITRERN TERE , ZTERELNET 156 2 HFIHEIT

—R B FHEFHETHRE, EETUBHEFRZHER , P EREEENBERAR
FEABRMIRAF .

IO Toll S A2 89 B R

BERHT WAL, FEALXEE Amazon loT AnalyticsBIEiE ( @FETHMIENERE ) |, B
BESWTITERBUMMNERELE R, ERAOBIETTIHEYIE M xN EES , EFETEEXREXRE
SR EHANRE N E SNEIE. Amazon loT Analytics BESIZEEBFE O HFEAKERFEIES
E KPIs MR ENERZHRS , BEHESU T TERENRE,

{5 Docker & 28

A AeEXxNAEEEBECH Docker BENEE, MREEFEAE=FHEEN Docker A28 , NF
ERZENRE  XER[UREFERAEZNAFPNRIITEERE, EFEAZH , FRREEETEMNE=ZHE
BRNESE,

ERAUATSRANREH X B EIRHAT O UREE W BITEN ER BT
1. BIE— Docker Bzf , HP IS LN HENARF AR LEN EHH KB

lotAnalytics Jupyter 7 BIRH T —NE2 L API RKiDBIAB[E IR, BEATLLZTESHEAR
WG  HPLQBFARTNARFIES  UHITENBES L itE. Bid Amazon loT
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o o & W D

Analytics , BB BRE L RRLNARFH B ABIERMN Docker B HBTENEF. (B
EX Docker B A/MHTEUERARFEEEAENRREAHANESER. )

HAeR L& F Amazon ECR Eft &,

BIBEBIEFM , LHBRHAEMERERZNEE (B ) (iotanalytics: CreateDatastore)
BIEHE XX BEE(iotanalytics: CreateChannel),

SR THEEEREEHEFMNEE (iotanalytics: CreatePipeline),

BIE— IAM BELIREF [ Amazon loT Analytics 5708 % 3% H B BIEHIAR (iam:
CreateRole.)

BIE— loT BN , AR SQL ERNBEEEZEFEEHIBIR (iot: CreateTopicRule FE
topicRulePayload:actions:iotAnalytics ). ERZFET MQTT XEEGHEREBTME
Bt , eHEAEENEE, SiE , B FEHiotanalytics: BatchPutMessagefHEM
REfB £ A Amazon SDK HY1R % B3 K IAFISME , =& Amazon CLl,

BIZE— SQL #iEE , HelZBmTEITX| (iotanalytics: CreateDataset, FE
actions: queryAction:sqlQuery ) fti %,

BRI UEEENA T HERIENMIEESR , UHBBIRE SRS B EIXITRELUREARYE
B, (FB actions:queryAction:filters:deltaTime:timeExpression 2 TAIATF
BEHENBENRER , MFR
actions:queryAction:filters:deltaTime:offsetSeconds NIEE T B EEAM AIELE
R, )

iR MARR R IT R HBERE T ENHEERER, 81 SQL BEEREMRE LR sQL
BRERKIINEESCEN, (BXREE SQL HIEERMMKIA ? RF\ITRIMAIFLERMLE L
ROIEBIEENEE, )

BIES — MRS , ZBEEHVUESE — M IES ( CreateDatasetFERtrigger:dataset ) fil
Ko NTHBIEE , BFEEE—NMEQBEE L OIEH Docker BERHRMZ1T1% Docker &
BFTEEENRRRE ( FR actions:containerAction ), EXE |, BE T LUIEE :

« IBHIIK R 1EMERY Docker 22389 ARN (image).
- ABMWARN , ZACATRFHRMERRIMENRENR , MESTEREE

(executionRoleArn),
- MITRBRENRRMEE (resourceConfiguration),

s ATHITARS[BENITERFENER ( computeType , ATREMER : ACU_1 [vCPU=4,
memory=16GiB] or ACU_2 [vCPU=8, memory=32GiB] ).

f# A Docker 528 101


https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.amazonaws.cn/AmazonECR/latest/userguide/docker-basics.html#use-ecr
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateRole.html
https://docs.amazonaws.cn/iot/latest/apireference/API_CreateTopicRule.html
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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- ATHITESRBRENTFRRFITAEANFAMFHEN AN (LGB AR )
(volumeSizeInGB),

- ERNABRFOHRTETXHREANEZEE (EXLRERENARFNSH ) (variables),

ERITRSEN , FERXETE, X ERUNEAENEREENANEHNTEZER (5
) RKiz1THEMN A, lotAnalytics Jupyter BB BFNRAIERRATHNTEHNEERR
BT EM — S RAREUERE. BALLUAREBRINTESRMBECHBEENETE, £z
TABZH , RESNEBINEENEBRANITHHHFIE,

s HYW—PZERHEENEN , BEENSETIATSRENNAERGA (XREBEL—F P4
BHBIEEN B ) (datasetContentVersionValue:datasetName)s

FEARATERBESEN SQL EHNEBEED , URITENAEFWALE , WL Amazon loT Analytics
BIEITRIEFRIES , ZBBESEREEEERTOFEENNRIRRET , ERFENSHHFREEA,

B EENEFREENARRF , RAEBNE, EMEETHEENAHREFEY Amazon loT
Analytics , BRIAMBER T , 2R A LIRPUTURIAEE KRBT O MNABERE. EETEINIT—R
PIESEST  REEREEFHBEEFLEORKENTN, HE , S IELTRAHRESEEN RN
BEXPNFEEHRERNMEE~BREENAERF.

EORNE X HEMBEENCZAAANBESER |, HERUTRE

- AERSRBEETH SQL HIFEEMEK
« = SQL HFEEHKSTWUMAK 10 MRBHESE.

HOZH SQL HEEMEANARBEERN , TRIREL TR

« “Triggering dataset can only be added on a container dataset’( R AEIE R ESBIRE DR INAL X BIEE)
« “There can only be one triggering dataset’( RAEfETE — MU A TR &)

MRZZHENXBAFNTE SQL HIFEpEMANBHFHES , WaRERE R,

- “The triggering data set <dataset-name> cannot be triggered by a container dataset’(fi % B #E&E <
BEEETH> T AR REEMR)
MREGZHENAHMABBREEMANBR/BESE  MIaRELER,

- “<N> datasets are already dependent on <dataset-name> dataset’ (B4 8 <N> MNRIBEEMXKB T <
BIFEEEV> BITEE)

f# A Docker 528 102
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MREZHELN S — M EARBEERHEAKR 10 N ER[BIEEN SQL BIEEARH , NI
ZEE IR

- “Exactly one trigger type should be provided” (Bt 12 & — fdfih % 85 AY)

MREZHENLENBITMASRNBEEMASMANBES , WaRERER,

HE X Docker Besim A/ HETE
AIEREH B E X Docker RIGEITHREF I ZREMAZTEH FEEMHE,
S

RMAZEURENHE EEZIH B IEMEE — JSON X |, B FHIT Docker BREHYISE4] L#Y
/opt/ml/input/data/iotanalytics/params ., FERIZXHHAERE,

{
"Context": {
"OutputUris": {
"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.ipynb"
}
.
"Variables": {
"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}
}

BRT BIEEMBFMFARA ID 48 , Variables P9 & @ EFE iotanalytics:CreateDataset @A
FIEENEE - Fl RFIF , REE example_var AEE hello world!, £ custom_output &
EFERMETBELHE URL, ZOutputUrisFREBERF[ALGEHH LAINRKINLE—ER
B, 7 ipynb F html % i URIs #1447 BRIA G o

i AZE

=

el
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B Docker MR B VR F B M params XHH BT E, TEHN RFIEFFITFF params X4,
X AR 1T 0 AT HATED example_var TEMNE,

import json

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())

example_var = params["Variables"]["example_var"]

print(example_var)

LRt

JBid Docker BRG S 3 FIFE Fr ik AT SASF H 4 S 2% £ Amazon S3 L&, i A 0fE A “bucket-owner-
full-control” 1 a1 32 & 5l R iNEk . THRIFIER S Amazon loT Analytics BRSS#8&] E& MR H . A RHA)
o BN E—ROIBITY E , & example_var WAA L& E params X#HHH custom_output
E X Amazon S3 &,

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key

bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)

PR

FBUTBERN A, —MNABRTER SageMaker Al SEBINR , EXEIEA#ITEIRL. W
TRARFECRAS 1A,

PR 104


https://docs.amazonaws.cn/AmazonS3/latest/userguide/acl-overview.html
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BRI LB EFHAEE—NAR, WREMFEH Amazon loT Analytics 5| & S22 #E SageMaker
Al S, MATLUEE B CIEFA R |, ZABRKR FHIT SageMaker Al SKBIM A BRLE AR
EHENR. & K SEAUFHUBREGXLENBRNAR, EFZHCIE , EH0IE - 2HM
AmazonSageMakerFullAccess KERHVABH R T KB,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:BatchDeleteImage",
"ecr:BatchGetImage",
"ecr:CompletelLayerUpload",
"ecr:CreateRepository",
"ecr:DescribeRepositories",
"ecr:GetAuthorizationToken",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
1)
"Resource": "*"
1Y
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,

"Resource": "arn:aws:s3:::iotanalytics-notebook-containers/*"

ecr:UploadLayerPart"

BERNFHCUNEE-_NEAE , ZACHRTHITASRAMENNR, BNEEHEMFEA Amazon loT Analytics
EHEBENCUBRE—NAR  BXATITHIRE, AR MMATRENEERENAE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

R 105



Amazon loT Analytics

RAriEmE

"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"

1,

"Resource": "arn:aws:s3:::aws-*-dataset-*/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets™"
1,

"Resource": "*"

LT RBERBE =B,

R
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Principal": {
"Service": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]
.
"Action": "sts:AssumeRole"
}
]
}

@3t Java £ CreateDataset APl 1 Amazon CLI

BIBBIEE., BIEEFE#BEINA queryAction ( SQL &#if) ) = containerAction ( ¥4T
ARNARR ) NBBEEEPRENRE. HRENEBEENEE., ZBEETUEIAA
CreateDatasetContent FziER , L AT LURIFBERIEEN trigger B3NER, EXEZER , &
Z R CreateDatasetflCreateDatasetContent,

ES ]

R 1 - 83 SQL #HIELE (java)

=62 - IR EREER B SQL HIEE (Java)

R 3 - Bl BT ITRIALR BT[N BRBIRE (Java)

R4 - 61 SQL BIEEFENMA BN RRBIEE (Java)
=I5 - 812 SQL HIEE (CLI)

=l 6 - plEEREBRTERM SQL BIESE (CLI)

1 - Bl SQL BIEE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("SQLActionl");

CreateDataset ( Java #l Amazon CLI )
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action.setQueryAction(new SqlQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

R IhEt BB

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 1@, unlimited: false}}

=2 - pIZEREERERR SQL HIFESE (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(
new DeltaTime()
.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)
.withTimeExpression("from_unixtime(timestamp)"));

//Create Action
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action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

R IhEt BB

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 1@, unlimited: false}}

R 3 - IR AT RBFN B RYESE (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("ContainerActionDataset");

action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(

R 3 - IR BH IR AR RN B RBIES (Java) 109



Amazon loT Analytics ArfEm

new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l1))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

R IhEt BB

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 1@, unlimited: false}}

R4 - g SQL BFEEFENMR B[ RR[BIESE (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("ContainerActionDataset");

action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
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.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List

List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);
final CreateDatasetResult result = iot.createDataset(request);

BRI A5

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

Rl 5 - 62 SQL #EE (CL)

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":
{\"sqlQuery\":\"<SQLQuery>\"3}3}]1" --retentionPeriod numberOfDays=10

R ITh st B 5

"datasetName": "<datasetName>",
"datasetArn": '"<datatsetARN>",
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"retentionPeriod": {unlimited: true} or {numberOfDays: 1@, unlimited: false}

=4 6 - tIZEREERERR SQL HIES (CLI)

BENBRR—RIAFENNFTEER BELNE R, BEFERAEENE , B UERAE XD

EEABEEHENFTRENRREENS , ANFRERTI . BB EHEENfiltersEf

PdeltaTimeFiIRERLIZIBER O (CreateDataset)s queryActionBE , Bk H LR ERT A E FE
R BEFVEBRIEENTR (triggers:schedule:expression), EAL | XFEETUATFERE
ENEEOPERAES , XERBUFINEEONEEFIENEET2ES T,

EiZRflH  BIOGE-HBES  eREATELREEEIENRIERR 15 2 831 12K
BENE. BIEE3 2484 (180 ) B9 deltaTime fRE , LA FEIRIEERTFEFRENERILR 3
8. Hit , IRBFEENBFRELF 10:30 12K , NEANKE (E2EREERET ) A98THE
BELF 1012 B £ 10:27 2@ ( BIEHF 10:30 - 15 24 - 3 28 EI £ 10:30 -3 4% ) 6

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-
json file://delta-window.json

delta-window.json XHEBEUTHRE,

{
"datasetName": "delta_window_example",
"actions": [
{
"actionName": "delta_window_action",
"queryAction": {
"sqlQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from_unixtime(timestamp)"
}
}
]
}
}
1,
"triggers": [
{
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"schedule": {
"expression": "cron(@/15 * * * ? *)"
}
}
]
}

pRsil:ng: Ok el

{

"datasetName": '"<datasetName>",
"datasetArn": '"<datatsetARN>",

AeLEIER

AT GEEXWMAER Jupyter notebook ¥% Docker REFMEE ., MRESHEAFE=FWENEZIL

K, NFEERLKR  SENAFTEEALZNAPRRTEERB, A, EiERERH HTML

AT LA 7RTE Amazon loT Analytics ZHlIAH , AIEE R HTML Wi EN LIRBEBENREE . &
FAzE , FEREEEEMNE=SEIEEANESE,

BITER D TERBEH —NMEMRER Jupyter £1845, Jupyter Notebook BB AMKERIZITE | 7
DHATHEEZE I M — RIS T 2. BEXREZER , BSRELEAER, (BIE, BNETFAZIER
&8 JupyterLab®831t. ) A LU Jupyter Notebook FIEFT BE|—NBEH , ZRBATEHE -
BIELET , BAXEHRIBEBRELENH delta Amazon loT Analytics BB & O RWEIH . &A1 EAITEI
FRASRNEEENBEOPHRNHT2BRBENDTEL , REE#E ZELNHEUR TGN
Do

MR 2018 £ 8 A 23 B2 /EEA Amazon loT Analytics #2#| & 8|12 7 SageMaker Al 3£41 |,
AR BRNREC BTN , EAUFBLUERSERE, BN , FREBATHIHNSREIEN
SageMaker Al £6l E B AEIEARA L. EETRNABTH , BFHEHEHN SageMaker Al ITHE
AR SN ARSSMG £ E] Amazon , EC2 RARRERSBT E.

X2 A A BN E IR AL S E AA 88t Amazon IoT Analytics

EMNBWEBES Amazon loT Analytics 13l & B2 #TH SageMaker Al 32461 , MARIZBUT ZRIE
. FIEBIFEXIFAEL,

MREERABERLFEER SageMaker Al 326 ( TR ) , WEAFEFHHM IAM BEFEKE | 8
UNBEFLZRY B, &G —FFIR.
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RAriEmE

1. EEFENEICAEHSE Amazon ECS BIXBR , B SageMaker Al TTHE i RIEHY

SageMaker Al SE41 -

Amazon SageMaker

Dashboard

v Notebook
Notebook instances

Lifecycle configurations

v Training

Training jobs

2. EIAMA®ARN T,

Amazon SageMaker X

Dashboard

v Notebook
Notebook instances

Lifecycle configurations

v Training
Training jobs

Hyperparameter tuning jobs

v Inference
Models
Endpoint configurations

Endpoints

X Amazon SageMaker

Notebook
instances

Q, search notebook instances

Name

exampleNotebookinstance

i%£$% SageMaker Al TR,

Amazon SageMaker Notebook instances

exampleNotebooklnstance

Notebook instance settings

Name

exampleNotebooklInstance

ARN

arn:aws:sagemaker:us-east- 1| Sl n otebook-
instance/examplenotebookinstance

Lifecycle configuration

Status
@) Pending

Notebook instances

Instance Creation time

ml.t2.medium Jul 03, 2018 21:25 UTC

exampleNotebookInstance

Notebook instance type

ml.t2.medium

Storage
5GB EBS

Encryption key

IAM role ARN

arn:aws:iam:: S :role/service-
role/AmazonSageMaker-ExecutionRole-20180620T141485 [4

3. 1%# Attach Policy (FfinRREg) , AEELHM IR ERAYRME, 205R = AR
AmazonSageMakerFullAccess KB , MIF INZKEE,

Permissions

Trust relationships

Attach policy Attached policies: 7

Access Advisor

Revoke sessions

IBE LM Amazon S3 THRARICRBHFELREELNEEREH L, FE—HR1HE SageMaker

Al SKBIEY L8

FARRBEIEF A IENEICARSEHIE A RERL Amazon loT Analytics
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1. 7E Jupyter A | 1%3F FEE,

" Jupyter S

Files Running Clusters SageMaker Examples Conda

n Upload New~ &

2. HERWRHBH  %iT K,
Other:
Text File
Folder

Terminal

3. ‘AR, MAUTHERTHR, MEENRZERBE, FEE K XEBGSRRIEEBNEICAREL
SageMaker Al 324 Lz T FTE #E,

C Jupyter

sh-4.2$ |}

cd /tmp

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp
unzip iota_notebook_containers.zip

cd iota_notebook_containers

chmod u+x install.sh

NAF BB A IENZILAKEIE AE R Amazon loT Analytics 115
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./install.sh
ERF—RoH , UEXRT BHTRIENZE,

EMEILARRLT B

MRIETE 2018 £ 8 A 23 H2/FET Amazon loT Analytics 4] A 812 T SageMaker Al 3£41 |, &
B ZERARYT B, BALUBIIM SageMaker Al BHI A ERRFIREFT BEF. NREBFHEE
TYRER , WTUBIEHRETHRBIZHACIBNEEAENEABSELHI HHNLRBSRA

H#tTEH. Amazon loT Analytics

BIE AR LR

ARG, ZMPFESRANLELCABTHFILAENSR. B , B

BRIL A EIER,

B Jupyter £iEA |, RIEEEFR

1. TEW Jupyter EiBAH | 1EEFE New (FTE) , AN TR IIRFEEMBAKERE, (KW
BEE R “Containerized” 73k , HURAREEBRENTMAKRLERE. Hln , IRRE—4
£ “conda_python3" X B K 4 Python 3.0 3% , Ei1%&$F“Containerized conda_python3” ) »

~ Jupyter

Files Running Clusters SageMaker Examples Conda

Rename ' Move n

81 + W/
O loTAnalytics
[ lost+found

&) Untitled.ipynb

2. ETRELAPHIEFERAEZFERR/MN , FEERRF(LRE,

Quit

Upload [+

e

Notebook:

Containerized conda_chainer_p27
Containerized conda_chainer_p36
Containerized conda_mxnet_p27
Containerized conda_mxnet_p36
Containerized conda_python2
Containerized conda_python3
Containerized conda_pytorch_p27
Containerized conda_pytorch_p36
Containerized conda_tensorflow_p27
Containerized conda_tensorflow_p36
Sparkmagic (PySpark)
Sparkmagic (PySpark3)
Sparkmagic (Spark)

Sparkmagic (SparkR)
conda_chainer_p27
conda_chainer_p36
conda_mxnet_p27
conda_mxnet_p36
conda_python2

conda_python3

ERELARRLT R
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File Edit View Insert Cell Kernel Widgets Help

+ <</ @ B 4 ¥ [MRun |l C MW RawNBConvertv

3. WMABRBUEIRLEANEN, St LU A EER,
m 2. Input Variables 3. Select ECR Repository 4, Review 5. Monitor Progress

Container Name *

¥ Containerize

Beer-Tastiness-Calculator

Container Description

Mext

Exit

4. IBENATHEAZLIEAH Input Variables (i AL E) ( S8 ) . BALUERNEZARF BRI
FMNMATE  HENEBENEE, (FEE , XEZ ST IEiEARR , Fae N EHm AL
B, ) NF8MNaAZE , RB—fEH, ZETURARATEN TEER,

DIEREBRLRE
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1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress
Name Type Description
ounces Double = X
brand String = X

Showing 1 to 2 of 2 variables

Previous E Mext

Add Variable
Previous Mext
Exit
5 EFEMHEMNERERPLIEAIREG ELEIR Amazon ECR 77 &,
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1. Name 2. Input Variables 3.Select.  ECR Repository 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories.

Repository Name Create Search: |Repository Name

Mame

my-repo
my-repod

my-repod

Showing 1 to 3 of 3 repositories Previous m Mext

Previous MNext

6. &FE AL TFHRBERMCIRE

BREBEILEMABRNBR, EI% , FHFRCSERIEELEIE, ZIBARKE— /T,

DIEREBRLRE
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1. Name 2. Input Variables 3. Select

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name

ounces

brand

ECR Repository 4. Review 5. Monitor Progress
Type Description
Double
Siring

Showing 1 to 2 of 2 variables

Previous

Previous E Mext

Exit
7. T—RRERHE,
1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress
The containerization process typically completes within 30 minutes.
Creating Image...
Exit
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8. MREENXMATHIWE , WTTM Amazon loT Analytics 2 HI BN E LA F 7 LA BRI EN
RS0

9. ZUEBEZEME , ReR{LBERFME Amazon ECR # , BEES Al =M

Containerize Notebook

1. Name 2. Input Variables 3. Select ECR Repository 4. Review 5. Monitor Progress

Creating Image... £J

Uploading Image... £J

You can now use this notebook for scheduled analysis of your Data Sets. Belv R =0

Exit

EH BENLRB[EIT DN

AFHGEHEXUWMAAER Jupyter notebook ¥% Docker REEMEE ., WRESHERAFE=SFWENEZIL
K, NFEERLRK  SENARTEEALZHAPNRRTEERB, A, EiERERMH HTML
AILAE 7RTE Amazon loT Analytics ZHIAH , AIEE R HTML Wit EN LIRHBENREE N . £
FAzH , FRREGEEMNE=SZIEEANESE,

BRI B O EENAERHFERZ Amazon loT Analytics REE1TE. Atk , BEEZLR$ Docker
MG H N HE £ F Amazon ECR , RAERERFEERZTARRIE. ATRM—MER Octave KT
b,

AHEBE :

o A#hitEH LB %% Octave

o ARt EH EEBIRE Docker Ik

» ##8 Amazon ECR = Amazon loT Analytics 7B X PRI Amazon ik 2

FABEXES o
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$9 1 : IRE Docker &

FHEREFE=NEEXMNH. HEMNRABUWT :

» Dockerfile - FAF Docker Bt I IENVIEERE.

FROM ubuntu:16.04

# Get required set of software

RUN apt-get update

RUN apt-get install -y software-properties-common
RUN apt-get install -y octave

RUN apt-get install -y python3-pip

# Get boto3 for S3 and other libraries
RUN pip3 install --upgrade pip

RUN pip3 install boto3

RUN pip3 install urllib3

# Move scripts over
ADD moment moment
ADD run-octave.py run-octave.py

# Start python script
ENTRYPOINT ["python3", "run-octave.py"]

« run-octave.py— 43R B JSON Amazon loT Analytics , i&1T Octave BIZR | RS FWH L& T
Amazon S3,

import boto3

import json

import os

import sys

from urllib.parse import urlparse

# Parse the JSON from IoT Analytics
with open('/opt/ml/input/data/iotanalytics/params') as params_file:
params = json.load(params_file)

variables = params['Variables']

order = variables['order']
input_s3_bucket = variables['inputDataS3BucketName']
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input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"
local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {3}".format(local_input_filename,
local_output_filename, order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename,
'rb'), ACL='bucket-owner-full-control')

« moment - —/MEHERY Octave MIAS |, RIARYEfar A S W X4 38 E RV IR i EBS %o

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

1. TEEMNXHNAR, gl B, FRMBEXHHRAZE R , REcdEZE .

2. BT T @5,
docker build -t octave-moment .

3. BRZATE Docker FEEHFE — MG, BIBITUTHTRIEE,
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docker image ls | grep octave-moment

SR 2 : ¥ Docker & £ & F| Amazon ECR F&FE

1. 812 Amazon ECR Ff# .

aws ecr create-repository --repository-name octave-moment

2. 3REY Docker SR EM B FKE R,

aws ecr get-login

3. EHlAMHHAETE. MHNEUTRERLL,

docker login -u AWS -p password -e none https://your-aws-account-
id.dkr.ecr..amazonaws.com

4. A Amazon ECR Zf# ERZHRIC B 2R &,

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-
moment

5. TG #HEIX E| Amazon ECR

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

HIR 3 FFRBIBSE L Amazon S3 i

1. FUTAHBETHEXHinput. txt,

0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745  ©0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 ©0.746533 0.048276 0.075284  ©.125395
0.829358 1.246402 -1.310275 -2.737117 0.024629
1.206120 ©.895101 1.075549 1.897416 1.383577

2. BIEBF A octave-sample-data-your-aws-account-id 9 Amazon S3 Ff& .
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3. FF3# input.txt EEARERINIGIEH Amazon S3 FEE. WK , BRNZET —1MNER
octave-sample-data-your-aws-account-id WFEM#E , HHREEXH input. txt,

S|4 QIEBRBFNITHEE

1. FUTHAEHIZE N rolel. json WXHH, your-aws-account-id&iRNER Amazon ik
F? ID aws-region F$&H Amazon &R Amazon X3,

(@ Note

WREBFE—IE2BEFHLETXESR , AT LEEREZSRE, EXEZEE , B5H
the section called “Bf IE B IR SZIEEBEE” -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"sagemaker.amazonaws.com",
"iotanalytics.amazonaws.com"

},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-aws-account-id"

1,
"ArnLike": {

"aws:SourceArn": "arn:aws:iotanalytics:aws-region:your-aws-account-
id:dataset/DOC-EXAMPLE-DATASET"

}
}

}

2. ERE TS Amazon loT Analyticsrolel. json , 8128 —1N@ SageMaker Al F3% F ik E14X
BREVE &,
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aws iam create-role --role-name container-execution-role --assume-role-policy-
document file://rolel.json

3. FUTHETHRER N policyl. json X , H4F your-account-id BN EHIKS ID (B
2 Statement:Resource FHE=/N ARN ),

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::*-dataset-*/*",
"arn:aws:s3:::octave-sample-data-your-account-id/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"
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},
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"
1,
"Resource" : "*"
}
]
}

4. {EFRERIN TEHXH policy. json BIE—/ IAM policy,

aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document
file://policyl. json

5. fF REEMMNEZAE,

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam: :your-account-id:policy/ContainerExecutionPolicy

SRS ERABRRRFCIER-IMRES

1. FUTHAETHEEEN cli-input. json XA |, HAMBENHEER your-account-id H
region MIFRE =PI,

{
"datasetName": "octave_dataset",
"actions": [
{
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-
moment",
"executionRoleArn": "arn:aws:iam::your-account-id:role/container-

execution-role",
"resourceConfiguration": {
"computeType": "ACU_1",
"volumeSizeInGB": 1

+
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"variables": [

{
"name": "octaveResultS3URI",
"outputFileUriValue": {
"fileName": "output.mat"
}
},
{
"name": "inputDataS3BucketName",
"stringValue": "octave-sample-data-your-account-id"
},
{
"name": "inputDataS3Key",
"stringValue": "input.txt"
},
{
"name": "order",
"stringValue": "3"
}

2. ERAERINTEHEHREN MY cli-input. json BIE—PMEIREE.

aws iotanalytics create-dataset —cli-input-json file://cli-input.json

SR 6 HRABBEERATER

J\i )\THD'DO

aws iotanalytics create-dataset-content --dataset-name octave-dataset

S]RT7  KEBEERR

Jg )\Tﬂlﬂ'ﬁo
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aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \

$LATEST
2. IR EEZE S/ Lo 8hetE |, B3R DatasetContentState 3 SUCCEEDED,

S, 8 : 1£ Octave HITEN % H

1. £/ Octave shell BIIZ1THA SMNAEBHITEHN@E

bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744
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AL FE Amazon loT Analytics

E AWML Amazon loT Analytics ##E , &R LAEA Amazon loT Analytics # %l & 2 QuickSights
FH

o fERAEE AT Amazon loT Analytics &

A #4] A AT 94 Amazon loT Analytics $iE

Amazon loT Analytics AT BA#EAmazon loT Analytics £ &N BRBHRBEBENETNH LBRABRHZBEEN
HTML & i ( FTES0F P Bloutput.html ) o #li0 | SR EE X —MNE1T Jupyter notebook KR EFE
EE& , H1E Jupyter notebook FEIZAIMILANA , BHBBEBETERLUATAR,

JUD}ItEI’ spectmgram Lasd Chackpoint an hour age (sulosaved H
i #
E + » & 0B + 4 W B C ¥ Call Toolbar y
from scipy.io import wa
ate = wavfile, read
n )= | & t matplo plt
fig, (axl, ax2) = plt.subplots(l, 2, figsize=(12, 4))
axd.plot(s S itl § "y
axl, spRcgra axl. 5
plt.show()
i
W 2 ) fl 4
p“ ] r h II.l- -y T | ‘ -
B 1 ¥
4 ' .‘. i - v =
aean s F W #
e Y

RE  FUEBRBEEANRRE , EUUEEFENEEERNENEH LEFTZTALLAR.
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RAriEmE

Eiollew Battery Analyls

TCTIED

MNama Werion Date Created Labest " "
Content » v y B june 18, 3008 64536 b Do
o
||.||| ! Ij;'l.
[ | AT ik [
i " N |
I'.' | J Ih f '{ i " | ] M
O \ ne I |
4l (b 1 Dt il
e t"l" |j|l1'|.|, | T
-.'__h T "":’I

BXRBIEIZ1T Jupyter notebook A BRHEENER , BSH T TERRE,

AL (BHE )
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7 &R Amazon loT Analytics 3%

NTHEEEEHNEE, BEE. JEERNEE , £UNEREBEIGRENEANEIN R RIELBS
R TTEdE. BN BIREH U5 B A 6 2R

£

« IREEFHR

« E IAM KB ERIRE

« IRERF

R E AR

FREEIBEEB LR BN A XX Amazon loT Analytics BR#ETHE | FIMZRBIR, FMEERFEHRIT
P, FELRETFLZRAXBEERNBRER - EUURESBRARFENRSREBRINFERR. BNMR
IHIELENHN—NEAM—NTHEE, flin , BUURNBEENL—EAHRE , UREARENEENHE
ERMIREER, RNEBVWEHNESRFRRIT—EARE , WHEENEE, FA—AEENRERE
EE BRNSFEMEN, BRERNIRSERFIEERR,

R LAERREN RAR T O RMB R, YERENATEE, BEE, JEERIEEN
Amazon KA —1HES S FRE (CSV) XHHERANRADERE , ZREERELE LA ERHRMK
R, BALURERRWSE RS (BIMEARL, NRARFEMIMAE) HRE , LERESHERS

BREAR. BRAXNKADEFERARENESZEER |, 5% Amazon Billing F F 155 F #Y 5 F B AN 20 Bl bR
=

S5V adlo)

RNETER , BEEA Amazon IKESRAERE B ESFHNRSEES , T —REP, §—F
FRREBMNEERE, BXEZER , S Amazon Web Services Management Console A |71 H
WA RER .

&l LAE A Amazon CLI #1 Amazon loT Analytics API 4 B#r%&, TESIERZTNESEE, B
RBE. BEFHENEEXEK ; IEUTHSHER Tags (R ) F& -

* CreateChannel

* CreateDataset

* CreateDatastore

» CreatePipeline
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https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
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B BN ZEAREN B RIRANI, ERAIMWERRE, ERAUTHS

« TagResource

» ListTagsForResource

» UntagResource

B LSRR BRANE , T AR R FRNVARE . SRR ENERNEZNFHE , BR
R E RN ZEE, MREFNNFENESZR LIOEHRENEMEE , FNERSEEIHE, ZIEI%HHIJ
BRBR , M Fﬁﬁ'—iﬁﬁ*ﬁ%ﬁ’]hxﬁﬂﬂﬁﬂﬂﬂl‘?o

£ 1AM KB E PR

& AT LATE |IAM KBEHORF Condition st ( tB# 9 Condition R ) EUATHRA LT XRME—EE
A, BRERIFRAPREZG A HRRER (R ) -

- fff iotanalytics:ResourceTag/<tag-key>: <tag-value> AW HIEL T ENRIHNE
B LW AFB’RE,

- £/ aws:RequestTag/<tag-key>: <tag-value> AJEREX HAIBRIERATFHREZNERHN
API EERIER ( T EA ) FEFRZ,

- A aws:TagKeys: [<tag-key>, ...] AIERERHAUIBRIERATFIRENEREREN API FR
RER (BT ER ) —HEERSE,

(® Note

IAM policy FHI &M £ T XEMENRER TEREHRICHERNIFRTRLESHA AL
Amazon loT Analytics #4E., #la0 , ZFTEAEA , DescribeLoggingOptions7 Zallowed/
denied on the basis of condition context keys/values® 5 Itk i& 3R A ok 5| F4E4T AT R 18 B9 &R
(8., BIEE. BEFRIEE )

BXREZER  F5H (AM AFERE) PREAFSESER. ZEmR IAM JSON EHSE —
BE IAM FHHY JSON R TR, TEMTEEENFMETE, FHRNRHE.

LT RAIRENARNE TSRS, ZURBERSINAR

1. TENBRERFZ env=prod” ( BZ R ~HIFH "aws:RequestTag/env" : "prod" 17 ).
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_tags.html
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RAriEmE

2. TxBU B E EFRERZ env=prod"MRIR ( ERHIF , BESHE

"iotanalytics:ResourceTag/env" : "prod" 1T).

{
"Version" : "2012-10-17",
"Statement"
[
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestTag/env" : "prod"
}
}
.
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"iotanalytics:ResourceTag/env" : "prod"
}
}
.
{
"Effect": "Allow",
"Action": [
"iotanalytics:*"
1,
"Resource": "*"
}
]
}

RN EEREREESIMEE , HERFENBEEINRD , MATREIFRR

"StringEquals" : {
"iotanalytics:ResourceTag/env" : ["dev", "test"]

1£ IAM KB R ERRE
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}

(® Note

MRERFPHEAFAELRFHRRR , FF5L4ERENIEL A5 EMEE IR R0 BRix
EHRENIEE, BN , AF 2B A RRE USRI ERRE , HREG LR IR RIR,

R PR
TERERFRENEARS :

- BNRBHERARZEH - 50

- RAFBHKE - 127 1 Unicode FF ( XA UTF-8 1= )

- RAEKE - 255/ Unicode % ( XA UTF-8 &= )

- RERNEX D KPE,

« B Zaws: prefixENRZEMRERMER , BAECEREMH Amazon FH. BTE%RmE M BRIt
BB EMTE. ERLIENFERITABNERNITSHIRE,

« MRBREFRENSIBRENARER , BIEBEMRS TR FNFZRERE . BEATFEAN
FHEE A UTF-8 BXARTHFR, ZRNMBFURLTEHRFRF+-=._:1/ @
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F Y SQL &EZX Amazon loT Analytics

BIRERFERABEE®EPEHEN SQL RENLERKN. Amazon loT Analytics £/ 5 Amazon Athena
HRE/M SQL &if), HBEFZEH,

Amazon loT Analytics 1% ANSI #54 SQL &£ 75,

SELECT [ ALL | DISTINCT ] select_expression [, ...]

[ FROM from_item [, ...] 1]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]
[ WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...]1 ]

HAVING condition ]

UNION [ ALL | DISTINCT ] union_query ]

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...]1 1

LIMIT [ count | ALL ] ]

| e IO e O e I ey N |

BXSHBHWHEIR | F3 % Amazon Athena XIS B2
Amazon loT Analytics ™ B Amazon Athena AL TRE :

« WITH ¥4,

« CREATE TABLE AS SELECT i&4

« INSERT INTOiE4

- MigmFIER , LFER USING 1297 EXECUTE,
« CREATE TABLE LIKE

- DESCRIBE INPUT #1 DESCRIBE OUTPUT

« EXPLAIN &8

- AP EMHIBEI ( UDFs 5 UDAFSs )

F&
- PXFEH SQL IhaE Amazon loT Analytics
R Amazon loT Analytics® SQL &Y & I 7] &
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MY SQL ZhEE Amazon loT Analytics

BIEERMER SQL REAMBEFHEPIBTFEERN. RETHWEBRE Amazon loT Analytics F

Presto 0.21 7,
XN HIERE
Amazon loT Analytics B Amazon Athena XX L FERR,

 primitive_type

e TINYINT

 SMALLINT

 INT

 BIGINT

 BOOLEAN

* DOUBLE

* FLOAT

* STRING

« TIMESTAMP

* DECIMAL(precision, scale)

* DATE

« CHAR (EEEEKENKEREENFZHFHE)

* VARCHAR (EEEEKENKEJZN FRHIE)
« array_type

* ARRAY<data_type>
* map_type

* MAP<primitive_type, data_type>
 struct_type

* STRUCT<col_name:data_type[COMMENT col_comment][, ..

1>

X9 SQL Zhee
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https://prestodb.io/docs/current/release/release-0.217.html
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® Note
Amazon loT Analytics T B Amazon Athena T X iFFE LEHIFERE,

X

I 5 Athena Amazon loT Analytics 1 SQL ZhEEE F Presto 0.217, BXMEXEE. EE/FMKIA
XWER , BN HBAZERFUK Presto XA AT EHET,

- BBEHEY

- EREBIEERF

« FHERKR

- HIREH

- BERBMNEER

- BRIVEEK

o TRERBMEERF
- FRERBMNEERF
- THEHBH

- BRASNRERBENEZER
o ENREXEEK

« JSON EE Mz HRF

« URL ¥

- REEE

- BOBEK

- BBEK

- BARBNEER

- RERBIEZERF
 Lambda RiAXME LK
- Teradata BEH%X
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® Note

Amazon loT Analytics T B Amazon Athena T AP E XK EIHBUDFs ( UDAFsZ ) S#F

g =,

2R Amazon loT Analytics® SQL Eifj#Y & M 5] &
FRAUTESTHEEIEHEE Amazon loT AnalyticsH#Y SQL &A1&,
- ERVUSEES  BEHIEMNLES —NRSIS, FTENXMERENEISRE.,

Example R4

SELECT '0''Reilly’
- BERUTNE , JEMERREISFHUTRILIT XN BEF#E B HEER,

Example R4

SELECT "_myMessageAttribute’ FROM myDataStore

- ENEBRFENENHTEY , FANGI S HEERFNREFHEBEHREREXR,
Example R4l

SELECT * FROM "myDataStorel23"

- ENREAXBFHTENL , FANGISHREXBFREER. UFESEE,
EAPREXBFHIIR

HZ M SQL SELECT

BB SRR
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Z4 M Amazon loT Analytics

=&4 Amazon EEPZE, fEN Amazon BF , AUl R T ERNREASHLLHRBEALNE
RN EIREH O LN,

RERMAHEEE Amazon BFTE. TEHBENREHRNZNREENZPNR SN

« ZR%E- Amazon AR E Amazon =HIE1T Amazon FREHWEMZEX, Amazon &R EIRMAT
L& FERANERES. ER Amazon EAMITRIN -7 , RINLL2EBENERUEESHE=L
ITRBTNRMNEIE, BT HETHANAMITR Amazon loT Analytics , FSEZEESMITRIZ 2 HISEE
KNI Amazon IR

- TREE-ENFEHREEAN Amazon REFRE. EEFENHMRARNE , SEENBIEN B
M, BALNWERURERNEEZEZN,

AN R B T R AR A N A 2 B REEE Amazon loT Analytics. SA T & @ &4 45 a4l
{TELE Amazon loT Analytics BUH 2 BN Z £ FEM M B ¥r. BENZEI m{aE A H A Amazon RS
Sk Bh & M5 43 4RI S8 89 Amazon loT Analytics &Ko

Amazon Identity and Access Management in Amazon loT Analytics

Amazon Identity and Access Management (IAM) 2 —I1 Amazon RS , ATEBIERE R 22 i &%
Amazon BRIG A, IAM B R EE1E T HRIE (BF ) NTN (HBENR ) A Amazon
loT Analytics iR, IAM 2—TEFEIMINFFZEIAEAN Amazon RS,

AR

&1 5 X Amazon Identity and Access Management (IAM) @8/ FRE , B4R T EFTHMH T4#
Amazon loT Analytics,

BRS5 A -t REE A Amazon loT Analytics RS T , AN ERE R 2N BRMEPMENEIERN
R, H¥REEFAEZ Amazon loT Analytics ThRESRTER TIERT , RATBEZEFANNNIE, THRUOMAEE
BENBEDTEAEERABEREAGHWRERE., WRETEE Amazon loT AnalyticsH BV 43HE | 1§51
¥t Amazon loT Analytics & 3 #17 [B) 3 1T 8 FEEHEER

RS EE R - RE AT T Amazon loT Analytics BIR , M AJEEH A T2 5 RINXPR Amazon loT
Analytics. &H TEREERMN RS A/ Ri5 RIBLE Amazon loT Analytics ThaEFI'RIR. AE , BH
gmE IAM EEARIBFERUESBRFSAFHNR. FEEZNHLNEEUTH IAMNEXRE S, E
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https://www.amazonaws.cn/compliance/programs/
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A T RIEH L BT IAM SES A Amazon loT Analytics , 12 20171 Amazon loT Analytics
5IAMBEE&FA.

IAM EER : IRER IAM EER , BARFE T HNARERKLEEX Amazon loT AnalyticskY
HRNRAIFMAEE . EEFEULE IAM REHAK Amazon loT Analytics EF B30 REERE |, i
2, Amazon loT Analytics &F & K F B =51

£ & 02 1T & IR AIE

BHRIERE Amazon FABHEIEEZRN AR, B4 IAM AR 5/ &3 8 Amazon Web
Services Ik PR FE IAM A& 1T BB IIE ( % Amazon ) o

MRE Amazon SURESR1AFE , N4 Amazon RHEHRGF X EH (SDK) M w170 (CLI) , BAE
FRAEBNERENERJITNRZEE, WRERMEH Amazon TE | NI AMECEEBER, BXERAHE
ENFEZBTEEERNEZER , E3H (AM AFER) BHATESE APl iERMWAmazon 4
RRAR 4,

TRERAEHRIESE , SR TREEERHEEMEZSERE, HlH1, Amazon BEWEFEAZES K
BiE (MFA) RIEEKFNZEH. ETHEZER , F2H (IAM BAFER) HH IAM FIAmazon
ZEEMRRIE,

Amazon Web Services &~ root i F°

B2/ Amazon Web Services Ik , BEBEE—NEREMR , ZEHTUTLHBRIKS PRFAERIR
Amazon Web Services RS MR, L H DTN Amazon Web Services K~ root AP , A &6
Btk P et AR B FER it it M Z B B REN MG A% 5 5. BAUBWEFTEEARAFHITEEES

R FRAFEIE |, HEAXEZIERRITNRAF T URITHES. ﬁ%%%"‘%*ﬂﬁﬁ?%ﬁ“?ﬂ’]
EFHTEIK , BZ2H (IAM AFERE) PNZEERASEIENGES

IAM AP B4

| AM A 7 R4 Amazon Web Services IKF AENMASZNARFEGRENRN M. EAIENE
MTE, RIMNBWEAIGHEE  MARNEESKBEIE (MFEBMHRZESR ) B IAMAF, B2
MBELBE-ERENERAZSETERYPEIELUR IAM BF |, BIWUERRITRIZRHE, BXELES

2R (IAM AFiEm) FRXNTEERHEIENAS , REEEREHRHRZEH.

IAM AR —NEE—H IAM AP E R, BTeEFEREANEHESR, BUUFERAR—IERNZINA
FEENR, IREAERAF , FHATUERMHBEBRAFNER, flin , Ba U HE— N2 HE
4 IAMAdminsH EZEARFEE IAM FTRHBER,

ERBHENEHRE T


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
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RPREAeTE. AFE—5EMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHGNEILE. ETHRESER , 55K (AM AFERE) F/ IAM A7
REIEESVS

IAM A&

| AM £ & 2EREBEF4EENR Amazon Web Services Ik W& B, ©ELTF IAM BF , EE5HE
ARTXKER, EEAIGHREE IAM A& Amazon Web Services Management Console , A SAM A
FHE IAM &6 (#2454 ) . BA LB A Amazon CLI 5 Amazon API BESEHA B EX URL
RXRAAR, BEXEAABNEENEZER , H5H (AM AFER) FRRAACKH .

BB EIER IAM SEEULTERTRER !

- REAFHR  EMRESHIENR , BUEACHNABGENNR. HREFHHITEHRIE
i, ZEONSACHEXBEAERFHLELARGENHNNR. EXATHREEARIINACGHNER | &
ZF (IAM AFiEm) FREXNE=ZF S REAMMEAE (BREFHRIE)

o IRt IAM B FPAER - IAM AP AR IAM AF S AR , LERREBHNBEESHTRNR,

- BIKFFE : £ SERA IAM A2UATFRKSFHNENA ( AEES ) HREHKS PR E
R, ABERRTFEKFHRNENEELSR. B2 , W TFRELREIR Amazon Web Services RS , &
ALV RS EZMMEIRR (MARERAARENRE ). ETHATEKSFHRNAGHNETRIR
MR ZBNES , ES6 IAM BFEESH IAM RV EEIK S 5R1G R .

- BRRFAE — BL Amazon Web Services fRSS A H ftt Amazon Web Services ARS5BRS HHYZh
g, Bl , HEBERSHKRITRIFER |, ZRFEEXTE Amazon FiE1TNAREF EC2 HFE Amazon

S3 HEFEXN R, RS ARSEARHEANEANNER, ERARSALHERRSHAXABRNIT
LEiRAE,

- BERIFEIKE (FAS) — HEEA IAM AP A BEPHITIRIER Amazon , BHEAREE A
FEARLRSH , BUESMIT—MNRE , ARLBREEEMGERSHE S —MNMEIE. FAS #HA
HWAZ ALK Amazon Web Services fRSS @ NiFARS & HiERMIER, Amazon Web
Services R RA LRSS WBIEES HM Amazon Web Services fRSE B BRRXEFBET R B
Kot , TL2KH FAS #FR, EXMERT , BL4AEERITXFIIRENNE, BXKH FAS iF
RIS RBEIFEE , FESRERTRSE,

- RFAE - BFACRRSAREEENEKS FITREM S IR IAM B, 1AM EE R 72U
£ IAM eI, BRAMBRESAG. BEXESZER , H5H (IAM AFER) FH6ER
Amazon Web Services fRFZERXBEH A€,

s RFZFBEXAE-BRESHEXAEE—HERSHEXREKENERSZAE®. Amazon Web Services AR5 IRS ™
DRARKRENTIREN AR, REMEXACHINELENH Amazon Web Services Ik~ , HEHIH
REFIE. IAM BEERATUERETERERSHEXACHINER,

ERBHENEHRE e


https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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Amazon loT Analytics ArfEm

« £ A@@ mazon LETHNARER EC2 — BRI LAEA IAM AREEE EC2 Kf| LE1TH A H
Amazon CLI 2% Amazon APl iR N AR FIGEHER, XEHE EC2 KR FME LR ZAE T
B, EH EC2 EHIHE Amazon AEHFEHAIMHFENARRFER , E@FEEQE— /M MEZE
Bl BIBE X . ROIREXHBTEZAE , HATE EC2 Xp LETHEFREBIGIIER. B
KREZER ,ESH IAM AFPERPHFER IAM 6 E1E A mazon EC2 K6 EE1TH N AEF R
F R

£ F SR E IR 17 )

IEA LA Amazon B SR KB HFEM INE Amazon B8 ERFKZEHE FHTHFRINER, KEILHEH
H— PR Amazon , BESHHERXEKEN , ER@ENXHEHNE. Amazon EZF A ( AP, root A
FRABSTE ) REBERMITAXLER, REFHNRAERATERIEL B R, KSHBKREE
JSON X#4#9 Amazon FERFHEF. B JSON RBEXHNLEHMNNENESZEE , H5H IAM A
Fi5rHH JSON FKREHEN o

IR A LAER Amazon JSON SREEREEWANBRMT L, tHFRY , BN EETN AR IFER
1THRE | UREALAFHTNIT.

MABRT , ARFNAERENRR, ERTRAPNARERRRTRENNR , IAM EE 7 62
IAM K, EERABETUAEAENMIAM K , BRAIURABE,

IAM SRBETE SURER PR , TR FEER MRS EZNTERE, S0, RIREF—NAIF iam:GetRole
BRENKE., HEZEENAP LM Amazon Web Services Management Console Amazon CLI,
= Amazon APl SRELA&BE S,

ET BRI RES

ETHONRBETMMNES M (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
EHAFNASAEMAMES T BLERFNITHLRE, BTHRNTEZETSHNRE , H5H
(AM RF$ER) FMEAE S EERBE L EE YL IAM IR,

ETHORRBEALS —FFRNABRRBHIEEX KK, ABRRBEERAZ MRS, AAEH,
RERKEEMIARE , SULCREMMNEIFHZNRA/. FEAMAE Amazon Web Services K
RERMEE Amazon TERBMESEERE, BT BIAEEEREMARERE 2 BFITER

FZH (IAM AFERE) PRERE RBS AR 2 BHTIERE.

HREgRE

Amazon XEFEHMAAERRRBERE, XERERBTLNREERANKBERE DGR TFHRAR
PR,

B A AR 143


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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- RRLA : RRLAAR-IERBE, AT REETHSOREBALN IAM K& (1AM BF A
) BFHNRANR, BANXTHRENRILR. SEEZRNREXGCET HHHRBEREENRIL R
MIRE&E, £ Principal FEEAFRAGHETHRNVRBEAZINRLA RS, F-—TREFNE
RNELFEZ AT, BANRLANESEE , FZHIAM BFERFH 1AM EEARRLD .

« BRS5IEFIRRE (SCPs) — SCPs 2 JSON Kt , ATHEEFRHLAHAL E{ (OU) WRANR
Amazon Organizations. Amazon Organizations 2 —I 8 F X &M HEH 2 Amazon Web
Services Ik~ T THANEFEENRS . NRESHALRTNATEIAE , WA LUNRS 4
KRB (SCPs) B A FEMNEMHLMANK, ., SCP BR&IK A MF FHS4E ( BFES Amazon Web
Services Mk AR B P34k ) AR, A% Organization SCPs s MINEZE R |, H3 1 (Amazon
Organizations FIF /) R RS 125K,

. BRILEIZKEE (RCPs) — RCPs 2 JSON XBg | @A LA CRREK S PR RIS KA AR ,
MEEEFH M ERENENERN 1AM KB, RCP BR&IRAMKFA P RBENNE  HUEYRE
? (BREEH ) WEBIR Amazon Web Services IKFIRAF , TIEXEERRERE TENAELE,
A% Organizations BB %{S 5 RCPs , 21& Amazon Web Services fRS iz FH %)% RCPs , &
2% (Amazon Organizations AP 1EM) F R EIRZEH K (RCPs).

« RERE  QERBRIEUREESXNNAGTERSAF IR IR 2EMEAN S BUREN SRR
ZRAFNNRREAFIASHNETENNRBASERKAIRE, NREBAURBETHRIE
B, E—URBHPHNENELFEEAN. BXEZER , BEH IAM AP ERMPHSERE,

LZANERBERR

HENKBAWERNA T —MERN , ERWNREMEFRMMMELERE, ETHRETIRSTHRRER
WA Amazon HERBAFIER , HZH IAM AFEEHRHERITHEE,

#n{a Amazon loT Analytics 5 1AM B & {# H

EEH IAM BB 5 [E PR 2 81 Amazon loT Analytics , #&R1% 7 #BFLE T Y IAM ZhEE Amazon loT
Analytics, E£TH 7 #2118 Amazon loT Analytics ME i Amazon [RF 5 IAM BL&EH |, 2 IAM
RAPEEYHES IAM BL&FH B Amazon B

ATELENER :

« Amazon loT Analytics EF & ) K
« Amazon loT Analytics & F &R BUER
« ETF Amazon loT Analytics FrZ Y%
« Amazon loT Analytics IAM A€
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Amazon loT Analytics ETF 57 HY SR B

BB IAM ET 5K , BUEEATSIELNBRENTIR , ARATFRIELEBEENRYE.
Amazon loT Analytics X EMNRE, BRMFZMHE. ETHE JSON REEFFERANMERER , B
2/ (IAM BF#ER) F# IAM JSON EBTRESE,

R

ET IAM SR Action TEERZRERF AFIIELNIBIERE, KBRBFEBESXERN
Amazon APl REE B BLIRER T REE PR FRITREKRENNR,

KRS IR AEFEIR4ERT Amazon loT Analytics AL THIZR : iotanalytics:Hlfn , EFFTEA

£ Amazon loT Analytics CreateChannel API #/ERIZ Amazon loT Analytics $5iE #I

IR, BEEfZiotanalytics:BatchPuMessagelREB S EMATNREEF ., KREEFPHLTD
&ActionZiNotActiontE, Amazon loT Analytics EXTEEBHCH —HIRE , XEREHERT &
AJ LA A LRSI ATEVESS -

EESEMEADIEEZD B#E , BERAESHENRT , M.
"Action": [
"iotanalytics:actionl",

"iotanalytics:action2"

]

T AMERBES (%) EESMRIE, fln , EIRELLRF Describe FFAMFAERAE , HEEUAT
B,

"Action": "iotanalytics:Describe*"

E&E Amazon loT Analytics I24EFIEK |, HS 1 IAM FF R Amazon loT Analytics 1 iE X B2 4E,
BIR

Resource TEEETERMHEMNARENXNR, BAMXMEE Resource 5 NotResource t&, &7
£ ARN REERR , AEABESL () UEHZEAERATAAERR,

Amazon loT Analytics BIEERREB LT ARN,

arn:${Partition}:iotanalytics:${Region}:${Account}:dataset/${DatasetName}
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/iotanalytics/latest/userguide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions

Amazon loT Analytics ArfEm

HRERXWEZEE ARNs , HS 1 Amazon FIFEAF (ARNs) A Amazon IR @& ZEiH,

filgn , EEIEAFIEE Foobar BIEE , HEALT ARN,

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/Foobar"

EEERTHEKFHNAAEXS , BEABES (*).

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/*"

F L Amazon loT Analytics #4E ( flaNRI B2 R RIRE ) TENBERRNIT. EXEERT , B4
MERBER (%)

"Resource": "*"

F L Amazon loT Analytics AP BES RSN EIR, Bl , CreatePipeline 5|FBEMHKEE ,
b, APXTEEFERBENBEENNR,. ZEEMEAPEESMNER , % ARNs AES5 5.

"Resource": [
"resourcel",
"resource2"

]

E&EEF Amazon loT Analytics BIRER K H5I5k ARNs , 52 IAM A5 Amazon loT
AnalyticsPEXHREIR, BETHAINEMLERERIEESNERIEREN ARN , EZH Amazon loT
AnalyticsTE L IR 1E,

i

£ Condition Jt3%& ( =% Condition R ) # , AAEEEERAEMMNEH. Condition TERAE
N, BULUMEFERAZGZER (i, FFHNT ) BEHERER , UERBPHNFESERPHE
FTE,

MREEBE—MBEAPIBEZA Condition THE , REL Condition TEFIBEZNE , N
Amazon 2% AND EEFHEll. MEBHNENZHRIEEZ/ME , Il Amazon FHZ% OR 1=
BEXRIFEESF. ERFIBINNR 281008 EFTE &M,

EEERMGR , BEUUERSUNEE. S, XREAFEREASBHTHRICH , BT AANERT
FEBRONR, BXESELR , BZ5H IAM BFER 8 |IAM policy T3 : TEMIFL,
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_variables.html
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Amazon loT Analytics FIRMATMHFETRSHEZHR , ETHIISEFRELELRZ 4R, EEEFHR
B Amazon £R&H% , FZH IAM AFREEPMAmazon £ FEEH L TXEH.

=~

E&F Amazon loT Analytics ETF &M HREHRA| , i§ZH. Amazon loT Analytics EFT HHHE
B& =45

Amazon loT Analytics E T &R BE

Amazon loT Analytics T X FE T RENEKE, EEFFANETRERNREITENTA , 55
I Amazon Lambda FF & A R IEEH N Amazon LambdafE A& T &R FE

E T Amazon loT Analytics ¥R YR

A LAR Amazon loT Analytics R IARE A 1E R P421EHRE Amazon loT Analytics. ER#E
R EER , BEEERBNRXMFTEPRFER iotanalytics:ResourceTag/{key-name},
aws :RequestTag/{key-name} = aws:TagKeys &HRBIZMIFZES ., BHXHN Amazon loT
Analytics BRAMTENELEFEE , BSHE R BIFRF I Amazon loT Analytics $5%,

ZEEETHEONERTS , ZREATRERR LWRSREINT Z RN FRNE , TSARERES
& & Amazon loT Analytics S8,

Amazon loT Analytics IAM A
IAM £ 2 Amazon Web Services Ik 1 BG4 ERPRAYSE4E,
FiEtEIE S B S H Amazon loT Analytics

AIAE A ImEH SR TR E S RIEZER , 2k IAM Ao REKS AR, S B EA
Amazon Security Token Service (Amazon STS) API #4E ( fliAssumeRoless ) SRIRERIE BT 22 2 1iF
$ GetFederationToken,

Amazon loT Analytics T X 3 A ImFHE
REHEXAEE

ARS5 4 4 & 2 ¥F Amazon BRS5 1R E At BRSS RV R AR RETE R EE. BRSHEXRABERE IAM K
P, ARZRSAE. IAMEERAJUERERRFERSHAXBEHNR,

Amazon loT Analytics T X RS HEXAE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/lambda/latest/dg/access-control-resource-based.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/iotanalytics/latest/userguide/tagging.html#aws-iot-analytics-tagging
https://docs.amazonaws.cn/iotanalytics/latest/userguide/security.html#security-iam-id-based-policy-examples-view-input-tags
https://docs.amazonaws.cn/iotanalytics/latest/userguide/security.html#security-iam-id-based-policy-examples-view-input-tags
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BSAE

HHREATRSAREBERSAE., LABARFRSHRIEMAERS FHTRUARETHRIRE. RS
AEERE IAMKSH , ARZKFRE, XEWKRE , IAM EERAIUERZACHNR. B2, X
B AT RE & P T AR S5 RY Zh e

Amazon loT Analytics XiFREZ A E,
B LE S AR 55 R B R

BAEREREAR-IMLZEMEE , DFEFRENTRRNAAESIBEERESNRNKXERITZ
B, EP Amazon , BRSEEAIGRSSBRILOEIFRE, — MRS ( FUERS) BA % —TURS
( ATBRYVBRSS AT |, AIRERREB RS RN, TTEURIE R RS LAER ENEX S — M EF N R IRHET
BE, BNZBRETNEHRNR, N THEXHER , Amazon R2E A& B &R P A BRSS RS
ZRABENTE , XERSZERABTNRBAKS FRFIR.

RMNBWERREDPFER aws : SourceArn Ml aws:SourceAccount £ /&G L TXH4A, XR
#l 7 @8R Amazon loT Analytics R EMRSHNERE, MREARNMNEREGLTXR , ER—
R BEIHPFEHAR , aws:SourceAccount EH aws :SourceArn B HIIK 7 2404 F 48 [E) #Y K 7
IDo

bR ERERBEZREMNF EZREAEERIRETE Amazon Resource Name (ARN) £y
aws:SourceArn £R&H L TR, NMREFTMNERRVTE ARN , L EEEESNE
R, BEX ARN RAIOFEAFEBERF (*) B aws:SourceArn £/ E T X&H#, Bl
0, arn:aws:iotanalytics::123456789012: %,

FB
« Amazon S3 TZfE MR B

 {#/ Amazon CloudWatch B & {TFifs
« WEFEEN Amazon loT Analytics &R 17 B8 B AL B &I F kA

Amazon S3 FE @I B 1

MREFEFIEER Amazon S3 4% B T Amazon loT Analytics BiEZ4 , N E6 B EIEN
Amazon S3 FE B AT RERIBEEELMY BIF R,

flan | Nikki Wolf EREF BB N DOC-EXAMPLE-BUCKET Amazon S3 1. EMBEME
Zit X 012 Amazon loT Analytics WEIEFEMNE Rus-east-1, MIEE T —T AP Amazon loT
Analytics IREZZEFEARKRMDOC-EXAMPLE -BUCKET#{TE I KL, NikkiNEEZHEABECSHIKS
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.amazonaws.cn/%20IAM/latest/UserGuide/reference_policies_condition-keys.html%23condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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HITEMDOC-EXAMPLE-BUCKET , HRGERBIEZT —/\IEE, &8 , RELIMNEMIKFAFHRITTE
# , 18 Amazon loT Analytics fR$ 1= Ak 2R ERLIE#H T NikkifyAmazon S3E# .

7T B X FER |, Nikki ATSAIE R R N DOC-EXAMPLE -BUCKETH 38
TEaws :SourceAccountaws:SourceArnF A= &4,

}EEaws:SourceAccountZF - LA T FHEB R ROIIEERE Nikki K (123456789012) H Y
Amazon loT Analytics IR = 8E1H RIDOC-EXAMPLE-BUCKET,

{
"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
.
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"
P
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::D0OC-EXAMPLE-BUCKET/*"
P
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
]
}

JEE aws:SourceArn &M - HE , Nikki B A A aws : SourceArn &4,
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"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

1,

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-
EXAMPLE-DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-
EXAMPLE-DATASTORE"

£/ Amazon CloudWatch B &3 {T7ks

£/ Amazon Lo CloudWatch gs #1712t , BB L HIVEALMNEIFEE, U TREREI R
T IRy IR E R E |
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s 2RFZHELELTNEM |, aws:SourceArn
+ aws:SourceAccountfEAEH Amazon IKF ID

« Efifysts:AssumeRoleiF RXERHIE F IR Amazon loT Analytics

LT RBIF | 1234567890128 # 9 EH Amazon Ik ID Mus-east-1#& Amazon loT Analytics
K P PR E Y 1 (X,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*/*"
1,
"StringEquals":{
"aws:SourceAccount":"123456789012"
}

BXBHAMEE Amazon CloudWatch B EMNEZE R |, 55 [the section called “HE 1S F M K27,

& P EEM Amazon loT Analytics % R TP ST R LB &I F 7 b

MR ERF X Amazon loT Analytics B IRMITERMER Amazon loT Analytics R , TJ3X L83 7 AT 8
LBIEBILNRERE, I THIEEIVEILNREBRE , A LR T =6 & RKEE Amazon loT
Analytics kPR &% FHI X PR

E&A

« F538 Amazon loT Analytics K& MBIEF6E

- BIREIEE T Amazon loT Analytics BIRE R A X A H N K &I F B

RS BR =
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B538 Amazon loT Analytics KRB M EIFEFE

BAILABER 1AM A& KiEH Amazon loT Analytics AT AR IE TR Amazon BIR. 7 7 BrLEREY
AHIEILNREREB , /RATL#Eaws : SourceAccount TEHIEE Amazon Ik |, EHINEIAE
Amazon loT Analytics F{E{ERBE JTE Faws : SourceArniEE R IR ARN,

LA RBIF | 1234567890128 # 7 EH) Amazon Ik ID AR arn:aws:iotanalytics:aws-
region:123456789012:channel/DOC-EXAMPLE-CHANNEL Amazon loT Analytics $TE 3 ¥ 1EF
&9 ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:channel/DOC-
EXAMPLE-CHANNEL"

ETHREXBEENREEHNEFTE S3 ERETINEZER , H5H (Amazon
loT Analytics APlI 22 ) ## CustomerManagedChannelS3Storage
CustomerManagedDatastoreS3Storage,

BEARSIEE T Amazon loT Analytics BIEE RN B X HL Y B F B

Amazon loT Analytics fRi% @ Amazon S3 A HAEXHIBEBEERLERH IAM B Amazon loT Events
AgE2BEIREALMEIFRBE, N EHIURBERIFRA , EEaws:SourceAccount TEHIEE
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CustomerManagedChannelS3Storage.html
https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CustomerManagedDatastoreS3Storage.html
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Amazon 1K | FHEEH T A ENEEERKaws : SourceArntEFIEE Amazon loT Analytics &R
9 ARN,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "ConfusedDeputyPreventionExampleTrustPolicyDocument",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
3,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:dataset/DOC-
EXAMPLE-DATASET"
}
}
}
]
}

BXEERRENRTEEANNEZFMEL , FSH (Amazon loT Analytics APl SZ) iy
contentDeliveryRules,

Amazon loT Analytics E T & 14 #9 5% B 7~ 51

BRIMBRT , AFANAERECIESIENR Amazon loT Analytics BIRINPR, i1t T 6 R
Amazon Web Services Management Console Amazon CLI, Z Amazon API #i1TE%. IAM BE R
HIEIE IAM K, MEFAFPFNACKR FNRUNMENEERRNITIEEN APIBE, RE, B
B R MIIX LR M FZEEXENRAAFRA,

ETRMAERXL RG] JSON R XHEIE IAM ET BHHERE |, 55 IAM BFEEHHNE
JSON AT+ L 613 KRB

AUELEHNER
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https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_CreateDataset.html#iotanalytics-CreateDataset-request-contentDeliveryRules
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

Amazon loT Analytics ArfEm

- fEA#E%) Amazon loT Analytics &

- ATAFEEMAIE SR

« 15— Amazon loT Analytics i A

- BERLEF Amazon loT Analytics 578

REERIEREK

ETH5OMNEKIEERAK, EMNRERBEATUEEHNKS PO, HEISME Amazon loT
Analytics BiR, XLEIRETREARE Amazon IKFF=ERA, SIRRNEEET HHONKRER , BHERF/U
TIERAMEI :

- FFAER Amazon FEEXRBE-E Amazon loT Analytics RIEFEER |, FAEH Amazon EEFXHE R R
TRHEMENNR, XEREESHELNKS FEME , HH AmazonEF HNEFH. EXELZEL |, B
5 IAM B R ER Amazon FEERBEAE AT,

s BYFRENR - IZBELKEN , AR FHITESHENTT, FABIRTFRENR , RER
REERTHENR, XEMEE—FERBRFITRELORBEMEBZ RN ENRRRENLZSE,
BXEZER , E5SH 1AM AF SR FHETFRENR,

- ABBREBH MFA- RigEEeY  EXRAFFERAZSESHRIE (MFA) RiGRIBBERDR API 2
. BXEZER , B85 (IAM AFER) PHE AmazonFEAZESHEIE (MFA)

- FRARBEIXEREERZSM - EYRAUTHEEARN , EXET SN REEPLER T AGFHRE
o Hlin | BMURERMGRIEEERLIKE AFN IP it SBE, BETUEESRHE , BN AN
EEBHHNEEERNNER , REERFEA SSL FH MFA, EXEZEE |, BSH 1AM AFEE
FEY IAM JSON FBTE | &4

2% Amazon loT Analytics &

Ei5E Amazon loT Analytics #2185 , BATRAE —HRENRER. XENRLAAGFEIENEEER
KIEHI Amazon loT Analytics BIRHIIFHE 5. Amazon Web Services i, IR BIER L A FEHHFEN
RENTERHNET MR , XTHMNT ZRBEHEE (AFRRAR ) , EHANTEREMBEREE
1T

N RIX LE SRR AT LAE A Amazon loT Analytics #2414 , EEF LT Amazon & R B M )X
ok, BXEZER , H5H (IAM BFERE) 89 AP RINAR,

{
"Version": "2012-10-17",
"Statement": [
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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RAriEmE

{
"Effect": "Allow",
"Action": [
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
1,
"Resource":
${channelName}",
"Resource":
${datasetName}",
"Resource":
${datastoreName}",

BatchPutMessage",
CancelPipelineReprocessing",
CreateChannel"”,
CreateDataset",
CreateDatasetContent",
CreateDatastore",
CreatePipeline",
DeleteChannel",
DeleteDataset",
DeleteDatasetContent",
DeleteDatastore",
DeletePipeline",
DescribeChannel"”,
DescribeDataset",
DescribeDatastore",
DescribeloggingOptions",
DescribePipeline",
GetDatasetContent",
ListChannels",
ListDatasetContents",
ListDatasets",
ListDatastores",
ListPipelines",
ListTagsForResource",
PutLoggingOptions",
RunPipelineActivity",
SampleChannelData",
StartPipelineReprocessing",
TagResource",
UntagResource",
UpdateChannel",
UpdateDataset",
UpdateDatastore",
UpdatePipeline"

"arn:${Partition}:iotanalytics:${Region}:${Account}

:channel/

"arn:${Partition}:iotanalytics:${Region}:${Account}:dataset/

"arn:${Partition}:iotanalytics:${Region}:${Account}:datastore/
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"Resource": "arn:${Partition}:iotanalytics:${Region}:${Account}:pipeline/
${pipelineName}"
}

5t F{X A Amazon CLI 5 Amazon API AP , BLENHIREREIZFANERE. R , RAFIA
B SRR TR AP| 24 T RV IR 46,

AFAFESMHINE SR

WREIERERLINMAGIERR  UEAYT AFRFEERMNIERAF SN ABRMNITERE, LXK
EEEElA ESE A Amazon CLI 2 Amazon API BURTE A R 52 B IR /ERIUBR .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"
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]I

"Resource": "*"

S

1R — Amazon loT Analytics i A

T RBIH | BERF AP Amazon Web Services K 5 RIZREIE A —4 Amazon loT Analytics i
EH X BRexampleChannel, BB EAFZAFRM, EFAMBIREE,

WERBEBAF®F iotanalytics:ListChannels, iotanalytics:DescribeChannel,
iotanalytics:CreateChannel, iotanalytics:DeleteChannel, and
iotanalytics:UpdateChannel R, BXANAFKRTFNRHEAZEG AN HXLENRA Amazon
SIRFHVEL RS , BSREL A  FRAA- RSN FHEN LM,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListChannelsInConsole",
"Effect":"Allow",
"Action": [
"ijotanalytics:ListChannels"
1,
"Resource":"arn:aws:iotanalytics:::*"
},
{
"Sid":"ViewSpecificChannelInfo",
"Effect":"Allow",
"Action": [
"iotanalytics:DescribeChannel"
1,
"Resource":"arn:aws:iotanalytics:::exampleChannel"
},
{

"Sid":"ManageChannels",

"Effect":"Allow",

"Action": [
"iotanalytics:CreateChannel",
"iotanalytics:DeleteChannel”,
"iotanalytics:DescribeChannel",
"iotanalytics:ListChannels",
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"iotanalytics:UpdateChannel”
1,

"Resource":"arn:aws:iotanalytics:::exampleChannel/*"

BIEFRZEE Amazon loT Analytics &

WU L FERET B RPN RAERIBFRZIEEIX Amazon loT Analytics BRI G RIR. 1t R4HI
ERIMAIBI BRI ARIFESE channel, B2 , X% channel #:%¥ Owner EFZAFMWEAFBANE
B, TRFUNR. ZEXBLESBRTFERS A LR IZIREMENINR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListChannelsInConsole",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "*"
.
{
"Sid": "ViewChannelsIfOwner",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*",
"Condition": {
"StringEquals": {"iotanalytics:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

BRI LU R B B BIK PR . IRBAWAFrichard-roe=i®&E%& Amazon loT
Analytics channel , Mlchannel 4%t E#1T#R120wner=richard-roe or owner=richard-
roe. AN , MFHKIELER, F4FRZHE Owner EE Owner M owner , ARAFZHRBEMTX DK
NE, BXREZER , BZH (AM AFERE) P8 IAM JSON FERITE | &4,

¥t Amazon loT Analytics & 13 #17 [ 3 178 FE HEBR

FEAUTERRBEEZHAEEELEN BRI A E N BB Amazon loT Analytics.
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£
o BERXEUTERITRIE Amazon loT Analytics
« RFMINIT iam:PassRole
« RAEARFRELUIA A Amazon Web Services I 18] FE Amazon loT Analytics %R

BENEUTERITIRIE Amazon loT Analytics

R Amazon Web Services Management Console & if & B TR ITEIR/E , M ATBRREER T
KRB, ZHNEERRENCREAFENZBHBN A

% mateojackson AFZEHERAEGHAEFEHEX channel WIFHAEE , EFEE
iotanalytics:ListChannels fXREY , 2 REUT RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics: "ListChannels " on resource: ' "my-example-channel’"

FEXFERT , Mateo BRMHEE R ERMERRE , LAFMAEER iotanalytics:ListChannel
B4R my-example-channel &R

KT IN1T iam: PassRole

MR RIRE —MEIR |, RPBLBTHINIT iam: PassRole B4 , MIATMEHEBRUA T LG ABIERLS

Amazon loT Analytics,

B L Amazon Web Services RS AN EABEKEARIZES , MARCIEFNERSAGCSRSE
XA, At , BUMEEEAEEEEIRSHINE,

HEZ N marymajor MY IAM AP =R ER B S A7 Amazon loT AnalyticsHFIITIRIER , 2K EUT
IR, B2 , REXTMEFRFSACHEBETFWNRERES ATHITHIRIE, Mary TEERAGEIEEAR
SHIRBR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XEH Mary RIREE L bR 4T iam: PassRole &1E,

MBHREERE  FEHREHN Amazon EER., ENEER EEMEFZEITIN A
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R AFEIUINE A Amazon Web Services I 15 [R]FEY Amazon loT Analytics &R

ZAaOR—1MAE , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
DEEHESREH , AURARE, X TXRHETHRNRBEHE FEH TR (ACL) WRS |, &WT
{5 FIX LR BE 0] A 5 R T2 1889 FIR BV 15 R X o

ETHREZER , BZRAUATREA :

- ETHRE Amazon loT Analytics XHErXLETEE | S 1017 Amazon loT Analytics fEF 1AM,

o BT MBINAIRMEITEIBAE N ERN I FRE Amazon Web Services Il |, i55H IAM AR iEEH
A E & AE Amazon Web Services K B9 58 — 4N IAM A PR 15 R XER.

o BT MINAIMEE = HRE SRR R R Amazon Web Services Ik | 55 E IAM B 18
BRI mEE=AEMHIFENER. Amazon Web Services 2

s ETHRIMIBEEKS SHRITREFENER , H2H (AM AFERE) P ALTNT S HRIEN
AP (BRE&5HRIE ) BEHIFEINR,

- ETHEAACNETRERNRBHTEK,FRZEANES , E5H (AM AFER) 8 1AM
AGEETRENEREMNRE,

BRI Amazon loT Analytics

Amazon 24t 7 AT A F U538 T E Amazon loT Analytics, EAILIEBH P K — &£ T ELUERITIERE,
—ETEEEFH T, BIUERTEINERESZS AL,

Hah4ET B

BAIERUT B EE T EREM Amazon loT FR &S HILEER

« Amazon CloudWatch Logs-#¥ 12, Zf#& M i[RIk B Amazon CloudTrail SREAMKIFEHN BEX 4. B
XEZEER , 5 Amazon CloudWatch AFEEHH 1+ A2 Amazon CloudTrail ¥ HE X .

« Amazon CloudTrail BE%ZE-EKF 2B HEZBEXXH , BN CloudTrail BEX#HXEE “H
B RERTISTE CloudWatch BEX# |, B Java REHEAEBNARRF , ARIEEHN B EXXHE
RIEFREBARER. CloudTralBEXEZELR , 155 (Amazon CloudTrail AF#ER) HHEA
CloudTrail BEX 4.
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FHEAETR

4532 Amazon loT IS —1NEEZH 5 B Fzh 15 CloudWatch BIRAREEZEMIE ., Amazon loT
CloudWatch, F1HAft Amazon IRE1ZHI BN TREM T Amazon IRIFIRSH at-a-glancef B, A
BUZRRRZEE BEXH Amazon loT Analytics,

- %] Amazon loT Analytics B & R :
* Pipelines
- BiETHE
- BIELE
. iR
« RE
. F3
« CloudWatch EWE 7 :
o HEEBEIRE
- HENTRER
- REEITRR

BEsh , BETBAERA CloudWatch $4TA T IR4E -
- I B E VG EARERER O RS

- LRIERBIER , SHRRIBA FERES

« BRANKZEHNFAE Amazon RIRIERR

o DI MYREE S B LA UK ) & A1

£ Amazon CloudWatch B &3t 1Ti5#e

Amazon loT Analytics 3% Amazon & CloudWatch, ZALAEH PutlLoggingOptionsAPI
#4EHN Amazon loT Analytics /& FIFIELE Amazon CloudWatch B&IEF. AT AWM
flPutLoggingOptions& Amazon Identity and Access Management (IAM) B4 {8 F Sk Bt & 1 /3 F
Amazon CloudWatch BH&i2% Amazon loT Analytics,

A% CloudWatch BEWEZELR |, 5@ Amazon CloudWatch HE R F i8R, BX Amazon IAM
BEEI= L , B2 WAmazon Identity and Access Management /- 7a f o 161
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® Note
#£ /5 A Amazon loT Analytics BEIZFZ Al , EHRE T ## CloudWatch B &5 EIFR,
EMIFA CloudWatch BEMAFP AILLERENARXER. BXEZEELR , 55 Amazon
CloudWatch B &R 5 450 UF #17 (R 32 %l

B2 IAM Bl EABEICH
B2 IAM A& LLE B Amazon B B 123 CloudWatch

1. A Amazon IAM #2#| AT Amazon IAM CLI i S RIREGEEXRRKEE (SEERE ) M
IAM B, CreateRolefSERBEESE{R (5170 Amazon CloudWatch ) B FEEZARKNR.

aws iam create-role --role-name exampleRoleName --assume-role-policy-document
exampleTrustPolicy.json

exampleTrustPolicy.json XHEEUTHE.

(® Note

REBFE-IN2RFGLTXER , BTHILEERER2MEE, 1234567890128
JIEH Amazon K ID aws-region F&E Amazon &BIR Amazon Xif, BXEZE
B , 28 the section called “B5 IE EEIRSS BB EE”

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
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"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:*"

}
}

BEERAZGSR , SRMERA®EN ARN. Amazon loT Analytics PutLoggingOptions
2. R Amazon IAM PutRolePolicyfF X BRI EE (arole policy) MiMZEIEELSER 1 REIEN A,

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

exampleRolePolicy.json XHEEUTAR,

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream"

1,

"Resource": [
"arn:aws:logs:*:*:*"

]

]
}

3.  E Amazon loT Analytics & F [ B#h & 1 B EE4RIXBR CloudWatch , &M Amazon
CloudWatch 5 PutResourcePolicy,

@ Note
ABEEEREZEMHE , RNBWUERBFREEFIEE aws:SourceArn, XBRH T iH
BIBR , REZRKEEEKFNER, BXEERERBNEZEER , 55 M the section
called “Bh IL S RSB B EEFE”,
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aws logs put-resource-policy --policy-in-json
exampleResourcePolicy. json

exampleResourcePolicy.json X#HEEUTREXRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
.
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:%/
xn
3,
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
}
]
}
EXEAAFELR

£ APutLoggingOptions@ = REEFJS A Amazon CloudWatch H&EiE3 Amazon loT
Analytics, loggingOptions FEHM roleArn M AKE E—FTHREIENAELN ARN, & B LA
DecribeloggingOptions TR EMLRK B HIZFIETIZE,

PutLoggingOptions

RIEHEF Amazon loT Analytics BEIED, WMREEFHIEM loggingOptions FEME ,
NRZEFE—548 , ERFEER. A, MREBEXMNEIBTE roleArn FERFFIEEEAR
MICREE (Bl , FELWKREE )  NRZSFELSH , ERTHEENR. BEXESZER , ESH
PutLoggingOptions,
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DescribeLoggingOptions

¥ % Amazon loT Analytics AEETN HEIRE, BXEZER , TSR

DescribeloggingOptions

WAZEME, ERN%E

Amazon loT Analytics LA TN 4EFRKA Amazon CloudWatch 7 % :

mARZEE

Amazon/lo TAnalytics

B iR

ActionExecution ERITHRIENRE,
ActionExecutionThrottled = BREIRAER.
ActivityExecutionError HATEEE B I R IR B
IncomingMessages HABEHNEEHE,

PipelineConcurrentExecutionCount

“E

ActionType
ChannelName
DatasetName
DatastoreName
PipelineActivityName

PipelineActivity Type

FEMITHEBEDHE,

DU

EESIVRERE,

IEE SR EER B #Ro
EERNNBEREN B
EEBEANBEFENE T,
EEBEANEEEDNE .
EERUNEERNNRE,

f# A CloudWatch A& {Tis#z

165


https://docs.amazonaws.cn/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html

Amazon loT Analytics ArfEm

®E BN
PipelineName FEBUNEENE R

£ Amazon CloudWatch 5&3h 8t 17145 12

Amazon loT Analytics ZEa i8] K £Z THT 48 IRET , & B3 CloudWatch 4 & | Amazon
Event Amazon Lambda s, LLE4TEFMEIRERUREFEH KRG ERIEE SR Amazon Simple
Storage Service (Amazon S3)N R ZE4H. EAIFEA Amazon S3 ZAEMULERVGENBEES. B
XEZEEEMLEBEEEE , B2 StartPipelineReprocessingAPI ZZ H iy Amazon loT Analytics
API # L 53#h CloudWatch JEZI A F1EE) FH “H AR L S5# CloudWatch B4,

8B T LA & B #5 , ff Amazon E CloudWatch vents A2 & X B A=K R — 5173, Bl

o, BT LKA E & E Amazon Simple Queue Service (Amazon SQS) BAFIF | RFEHA
StartReprocessingMessage API R4:E{R7FE Amazon S3 R KEIEEE. Amazon Ev
CloudWatch ents X5 MR B R , Hli0

« Amazon Kinesis i
« Amazon Lambda B
« Amazon Simple Notification Service ( Amazon SNS ) £/

« Amazon Simple Queue Service ( Amazon SQS ) BA %

BEXxZEFNERIE , F25 (L E% EventBridge FAF1ER) R HI S# EventBridge B #ro

yN: ) CIoudWatch SEBN IR M A% B #2400 T & 612 Amazon loT Analytics #IREY Amazon X,
BXEZELR , 529 Amazon Web Services —fx3#& F RS ik = M B E#

3% CloudWatch &N FHIZ{TET4E iR &K 3%48 Amazon Even Amazon Lambda ts FIBHIR AT
Ro

{
"version": "version-id",
"id": "event-id",
"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",
"account": "aws-account",
"time": "timestamp",
"region": "aws-region",
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"resources": [
"pipeline-arn"

1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {
"s3paths": [
"s3-keys"
]
},
"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"
}
}
TBIEA
{
"version": "Q",

"id": "204e672e-ef12-09af-4cfd-de3b53673ec6",

"detail-type": "IoT Analytics Pipeline Failure Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:0272",

"region": "ap-southeast-2",

"resources": [

"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/

test_pipeline_failure"

1,

"detail": {
"event-detail-version": "1.0",
"pipeline-name": "test_pipeline_failure",
"error-code": "LAMBDA_FAILURE",
"message": "Temp unavaliable",

"channel-messages": {
"s3paths": [
"test_pipeline_failure/channel/cmr_channel/__dt=2020-10-15

00:00:00/1602805530000_1602805560000_123456789012_cmr_channel_0_257.0.json.

]
},

gz

f# A CloudWatch B4t {Ti4

167



Amazon loT Analytics ArfEm

"activity-name": "LambdaActivity_33",
"lambda-function-arn": "arn:aws:lambda:ap-
southeast-2:123456789012:function:lambda_activity"

}
}

&3 Amazon Ev CloudWatch ents 3k BUZE IR #44E & A1

HEFEARBEENEBRNEFENERRIESEN B EERBEURLTERMNEARLGE, 7T ATE
R, B U@ M AqueryAction ( SQL Eif) ) RIBECIEBIESEQueryFilteritdeltaTimel®
BE. Amazon loT Analytics i delta RIEINZENEIE | HBEZNBIEERN B FENE
HER ., BIEIEIRBEANINAE Amazon loT Analytics S iF1E 18 &/ 8 2 FHIERERTEN Amazon Ev
CloudWatch en ts &3%&H,

EAILAE A Amazon loT Analytics ##I1& ., APl, Amazon Command Line Interface (Amazon CLI) 5
Amazon SDK A¥EEIEELERBIEAN,

£ Amazon loT Analytics APl A |, LateDataRuleConfigurationXRERHIEENEHHEFEMRN
BB, WXWREE CreateDataset # UpdateDataset APl #R4EXEH Dataset R —ZB2 -

S8
F RN BIEE QB IR BIEH N Amazon loT Analytics , #FIEELTER :
ruleConfiguration (LateDataRuleConfiguration)

BEERBEMANEEFSSNEM,

deltaTimeSessionWindowConfiguration
BEHEMNRAXEEINRESEMNEN,

DeltaTime 8 ERT A EIfE. BRI LUE DeltaTime A LA ITERGEHIBEF#ENVEITFEOIEK
BERNS, BX DeltaTime WAl , HFSRMEHEEEF O ( CLI) 81 SQL HIEE,

timeoutInMinutes

—ANBfE B . YRATLABEA timeoutInMinutes soh 3k Amazon loT Analytics #t 242 H
ERBITULRAE RV IER BB @A, Amazon loT Analytics —)X[a CloudWatch 4 &% —
#EA,

KR . B
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BXEE : 1-60

ruleName
HER BUAEHL I B9 B F5 o

KR FHH

/A Important
EiEE lateDataRules , BIBREMLTER DeltaTime fHikaS,

BB R BIEM N (2 &)
LTREBNEB T AEEA Amazon loT Analytics 24 A Bl B IR ER EER FIFEM N,
Ef B R IEA N

1. &3 Amazon loT Analytics 2% &
ESMERP | EFE BEE.

EHEET , EREFRES
ESMERD , E&E FHER.
EEEFOMSH , ERERE.
ERERFEERMERET , FITUTRE .

o o K~ w0 N

a. XNTHELEZFEED , EFEEME,

b. NFRE A, WA—NNEER , RAEEE NN

c. NTHBEBRER , MA—NRER, XTUARNBBFENEH , BRI TS EK
SQL FRiAR , Hlefrom unixtime(time),
BEXRNMARENBEBEREXNNESESR , S5 (Presto 0.172 X44) H#Y H Hi 588 B EAD
EHH.

d. XNTEEHBIEBEMN , HEFEE.

e. XTHEEmRE , F@WA—NEH, EXEENR 1-60,

f. BEEREF
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UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

Delta time -

Offset
Specifies possible latency in the arrival of a message

:

Timestamp expression

| from_unixtime(time) |

Late data notification
Enable late data notification to receive CloudWatch events if late data is detected.

-

Delta time
loT Analytics will emit a notification if late data is received within the value below

Minutes

B B HER SRR A (CLI)

£ Amazon loT Analytics APl # | LateDataRuleConfiguration¥ RF REIEEN G HABKEAN
RiE, EIWREE CreateDataset Ml UpdateDataset XBkH Dataset X RH—Epo. EATHL
£/ API, Amazon CLI, 2 Amazon SDK A¥EEEEEEHEAN. TENRBIFERT Amazon
CLl,

EFEAEENERBEANCIRBIES , TETU TR S, A THTREZ dataset. json XU T
ELTIEE N
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® Note
BAILAE A UpdateDatasetAPl| EHIMEHIEE.

aws iotanalytics create-dataset --cli-input-json file://dataset.json

Zdataset.jsonXHRNBEUTHE :

« demo_dataset&#N BRBIEERM.

+ demo_datastore®&i#h B IRBIRBEME BN,

o from_unixtime(time ) BN W] LAHES At (A VAT BB FER SR SQL RIZFX B Fro
BXRUNMEENEBEREXNNEZEER |, 55 (Presto 0.172 X#4) Fi B S BRBEINZE
o

o timeoutB# A 1—60 Z AR EEL,

o demo_rule BEEBMER,

{
"datasetName": "demo_dataset",
"actions": [
{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{

"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"

15
"sqlQuery": "SELECT * FROM demo_datastore"

1,

"retentionPeriod": {
"unlimited": false,
"numberOfDays": 90
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},
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
.
"ruleName": "demo_rule"
}
]
}
1T R W R B3z @ A

BB LAE “ CloudWatch 4 FRAIZEMN |, F LA 4k 32 M A &% B EER 2428 &1 Amazon loT
Analytics. = Ev CloudWatch ents E|@HEt , E2BAMAN P EXWIEE B IR ERE.

1% CloudWatch E4HL &Y Jt R &4
ERBIE CloudWatch E4HN Z B Amazon loT Analytics , RIITIA TERE -

- BESHPHSEH. ANWFAMBFR, CloudWatch
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"version": "Q",

"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",

"detail-type": "IoT Analytics Dataset Lifecycle Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-05-14T02:38:467Z",

"region": "us-east-2",

"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {

"event-detail-version": "1.0",
"dataset-name": "demo_dataset",
"late-data-rule-name": "demo_rule",

"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null

B2 CloudWatch S LA GE IR B9 B4R B A

DT EREERERNAEZE R Amazon SQS BAFIAE Amazon loT Analytics 2EIR Ei#E 8B AAYFL M,

8% CloudWatch 4N
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2. ESMBERTPE Events (B4 ) T, %&#F Rules (HM ) ,
3. EHN TmE , EF SIEAN,

4., HEBHRT , 2BFEHERK,

5. BEERSHERAURBRSERESHTD , ITATERE

a. XFRFAEM , BiEF loT Analytics
b. XFEMHER  FEER loT Analytics BIEELE A EH,
c. EBRREBEEEN , ARWABRBEENEN.

6. EBHRT , ERRMEFF

7. 1% SQS RS, REWMITIATERE

o XFBRASI*, EFE B ARBAS,
8. &% Configure details ( BLEBFMIEE ) -
9. EHR2: HMEMUNFMAEFSE WHEHL , WABHIAHER.
10. EFCIEMI,
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. BXEZEE , BFEH

. BIERRIFELS
* CloudTrail Z#5#IRSS FERK

« ELiE Amazon SNS &ZXI CloudTrail
o EYCKkBEZAMNXIFH CloudTrail B EXAFIZRK B ZANKF B CloudTrail B &4

Amazon loT Analytics X/ A T EEERI B HIZRE CloudTrail BEXHH .

« CancelPipelineReprocessing

* CreateChannel

» CreateDataset

* CreateDatasetContent

* CreateDatastore
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BINEHG AXEZEHTEEXENBERNARGE. FOGERENT
« BEREFEHABREILE R Amazon Identity and Access Management B F&EIE & HEY.
- EREREEAACERKEAFNIRNZEEIEAEHN,

« BERIEHHEA Amazon RE A H,

CreatePipeline

DeleteChannel

DeleteDataset

DeleteDatasetContent

DeleteDatastore

DeletePipeline

DescribeChannel

DescribeDataset

DescribeDatastore

DescribeLoggingOptions

DescribePipeline

GetDatasetContent

ListChannels
ListDatasets
ListDatastores

ListPipelines
PutLoggingOptions

RunPipelineActivity

SampleChannelData

StartPipelineReprocessing

UpdateChannel

UpdateDataset

UpdateDatastore

UpdatePipeline
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BXEZER |, B2 CloudTrail userldentity T3,

T & Amazon loT Analytics B & X4 B

BEE—AEE , AFNEHENBEX4EARIEIEEN S3 7@, CloudTraill BENXHEE—4
RNEZNMNAERE. EHFRRKEBEMARFENEMNER , SEEXRERVRE, BRENBHMeTE, BXR
SWEMNER, CloudTrail BEXHETREAR AP BANEFHKERE , AT REMEEN
I B 2R

LT REIERTERZCreateChanneli&/ER CloudTrail B&E%H,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsChannelTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
.

"eventTime": "2018-02-14T23:55:147",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {
"channelName": "channel_channeltest"
},
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"responseElements": {
"retentionPeriod": {
"unlimited": true

.

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012:channel/channel_channeltest"
},

"requestID": "7f871429-11e2-11e8-9eee-0781b5c@ac59",
"eventID": "17885899-6977-41be-a6a®-74bb95a78294",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

LT REIERTERIZCreateDataseti&4ERY CloudTrail BE% B,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
.
"eventTime": "2018-02-14T23:53:397",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",
"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",
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"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"datasetName": "dataset_datasettest"

iy

"responseElements": {

"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/
dataset_datasettest",

"datasetName": "dataset_datasettest"”

+
"requestID": "46ee8dd9-11e2-11e8-9792-6198b668c3f0",

"eventID": "5abe21f6-eela-48ef-afc5-c77211235303",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

}
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BX Amazon XM AXWEZEE | 55 Amazon £EREMIZHE,
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LA fa Amazon RF BRIZENEER , 5 MAmazon =24, EFAEMRRELZ SN RESERE
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Amazon loT Analytics,

Amazon loT Analytics (#E

EAILAE A Amazon loT Analytics Data API @5 5&3d Amazon loT Analytics

channel. pipelinedatastore, MifTEHEsIdataset. EXEZER , HZH (Amazon loT
Analytics APl 22 ) H#) Amazon loT Analytics Data X#FH B3R,
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MEEHERR Amazon loT Analytics

BSRUTED , NE R ITHREDERR |, HIXBIHRE BT AT 8ERFIRTTE Amazon loT Analytics.
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o WA HEREEE R EH A Amazon loT Analytics ?

s AtLEEBLEXEE ? WMAEE LRI ?

s AHLERNBEFETXEEMEE?

s AHABNBEELRER _dt?

s MAIREHBEETHBERINEHLE ?

o MMAEHAEEEICAREFIRMEA Amazon loT Analytics ?
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MM EE KA E B2 EH# A Amazon loT Analytics ?
RERAERER T BTN BERIDE BB,

aws iot get-topic-rule --rule-name your-rule-name

EALIVIVEEEST SN AR I

"ruleArn": "arn:aws:iot:us-west-2:your-account-id:rule/your-rule-name",
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"rule": {
"awsIotSglVersion": "2016-03-23",
"sql": "SELECT * FROM 'iot/your-rule-name'",
"ruleDisabled": false,
"actions": [
{
"iotAnalytics": {
"channelArn":
"arn:aws:iotanalytics:region:your_account_id:channel/your-channel-name"

}
}
1,

"ruleName": "your-rule-name"

BERANFFEANXGNBEEZHER, EHEAKEHAATANGIZHEEBRITTAN | BOgEEE
WINFT B ¥R , LAfE Amazon S3 FE A IR At Z 6% 45 AE B

NHABEEBLEXRERE ? MAIES LA ?
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#4{R Lambda SE31 F I8 Lambda EEEE N ZBRSFEANNR. Amazon loT Analytics & 8] LA
A LLT Amazon CLI i 5 3RBF R,

aws lambda add-permission --function-name <name> --region <region> --statement-id
<id> --principal iotanalytics.amazonaws.com --action lambda:InvokeFunction

o FIEWHENTENFIESZMHSH removeAttribute SEZ :

BREE filter = removeAttribute SEFNENEH, MEZFEHTEREERENESRHE
BEHBRTFRERY , ZHERRMBIBIEEME,
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