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equipment changes in and states to evaluate trigger actions when

operation and trigger alerts incoming telemetry data events are detected

Inputs to respond when events occur to detect events in
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(IAM) 2 A BIEA BN RRE , AR T RFEPRITRELIIEE Amazon loT Events,
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loT Events , 5SS RMNIEE., FEMEHE Amazon loT Events,
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B 1ER Amazon loT Events IR, AT ERETIRFNTHEIRE , ZRBEE BN R REHRITIIA L
KiEE, BIEFEEEHregionMaccount-ids|A., METRE , BENZEIEER (*) , USIABE
R RR. B LR IAM 24 A% Amazon loT Events F XX E X # Amazon SNS 122
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« clearTimer MIBRITESES

« setVariable BT E,

Amazon loT Events XU T A FEER Amazon IREHIRE -

« iotTopicPublish A X MATT EBHEE,

+ iotEvents FMEIEAM AERNF X KIEZE Amazon loT Events .

« iotSiteWise FEIELIEZE Amazon loT SiteWiseF #Y & 7= & .
» dynamoDB & Amazon DynamoDB & &% HiE,

» dynamoDBv2 [ Amazon DynamoDB &k &K ¥#z.
 firehosef§##E &% % Amazon Data Firehose 7o
» lambda A Amazon Lambda B

 sns HHBHERHIEBHRIE,

« sqs FEIE KA ZE Amazon SQS BA 5.

Example S

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "arn:aws:iot:<region>:<account_id>:topic/*"
.
{
"Effect": "Allow",
"Action": "iotevents:BatchPutMessage",
"Resource": "arn:aws:iotevents:<region>:<account_id>:input/*"
},
{
"Effect": "Allow",
"Action": "iotsitewise:BatchPutAssetPropertyValue",
"Resource": "*"
.
{

"Effect": "Allow",
"Action": "dynamodb:PutItem",

BRAEBUR =
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"Resource": "arn:aws:dynamodb:<region>:<account_id>:table/*"
.
{

"Effect": "Allow",

"Action": [

"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:<region>:<account_id>:deliverystream/*"
.
{

"Effect": "Allow",

"Action": "lambda:InvokeFunction",

"Resource": "arn:aws:lambda:<region>:<account_id>:function:*"
},
{

"Effect": "Allow",

"Action": "sns:Publish",

"Resource": "arn:aws:sns:<region>:<account_id>:*"
.
{

"Effect": "Allow",

"Action": "sqgs:SendMessage",

"Resource": "arn:aws:sqs:<region>:<account_id>:*"
}

{R3P 5 A B3E Amazon loT Events

SFSHEREAURFHRMMERVBERPFEANGARTFEANR. IREERFHENMNAFREMEHE
HRR , BEATHAESEMFERUIFER | NATRNEAF S EEE#H M ARBHNNR, XEKRE ,
BrAEiotevents:CreateDetectorModel#Miotevents:UpdateDetectorModel R FRSL |

&k MmN iotevents :UpdateInputRouting®R FXAR,

Example
LT RA iotevents:UpdateInputRouting SN FRAEY KB,

"Version": "2012-10-17",
"Statement": [

R @ ABIRE Z
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{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [

"iotevents:UpdateInputRouting"

1,
"Resource": "*"

}

&R 7 SEE W AR Amazon FIRE#F (ARNs) 5% , MAREEAF « 7, MR PR PR &8 45
EH Ao ResourcelX AJ LALE S PR &3 RN 3548 B £ F FF B0 A P S SE AR 032 S SE R AV A B8R A9 15 R AX
PR o

EA T Amazon B CloudWatch B E&A®BIE Amazon loT Events

TR XHRET AFRKRED CloudWatch H123 HE Amazon loT Events WA G REAESEER
B o

AGEKE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:PutMetricFilter",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeleteLogStream"
1,
"Resource": [
"arn:aws:logs:*:*:*"

Amazon CloudWatch B & A @K 8
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EEXRR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": [

"jotevents.amazonaws.com"
]
Iy

"Action": "sts:AssumeRole"

CEFREMINE IAM AFE IAM RRERE , AATZRAPRUT AR ERAG, BXESER , F5
59 IAM A P isE R T A/ [ Amazon fRS5Zi% A SRR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid". "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"
}
]
}

O LAEAL TSR CloudWatch BERIRERIREKRE, X 1F Amazon loT Events I B ESHBA
CloudWatch 74,

aws logs put-resource-policy --policy-name ioteventslLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":

Amazon CloudWatch B & A @K 9


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_passrole.html
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\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":
[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \"Resource\": \"*

\"} 11

EANATHTHERRIZFKIET, fF roleArn EMALLENBFRCEAE,

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

BT Amazon SNS jH E &% AKX Amazon loT Events

Amazon loT Events 5§ Amazon SNS ERXEEFMANNRER , TELZ2 SR KEBH, KEEE
S| ST REE IAM BEFEE Amazon loT Events B /i 8 Amazon SNS = F A/ HEN TR,

TR SR M 7 AR RKBAGEERR , 41 BL1E Amazon loT Events &35 SNS JHE.
AEXRE

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
}
EEREE
{

"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",

Amazon SNS B B f5i% A K 10
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"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},

"Action": "sts:AssumeRole"

Amazon SNS JHEf&i2 BB K 1
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Amazon loT Events & & Al

AT E T A A Amazon loT Events &1 & 632 S AFERN R E , &7 SAXS 5| a9 F MRS 2
TEE : ERRSHMEBERS, S5ZFNUENEIBL—ERER , RESNEERSTEIEER
Do ARJE , ERRIE Amazon SNS HE , REFARARZEERER, HEE=1EHRBEZRNEAT
B, AR E B IEBARASH K IE 5 — 5 Amazon SNS SEEENHIA.

BIREES=METENRERNRE , SUBREFLEREMN RFEDRBFEER T TEHIAN
HESEEEENFRIAR,

HEHE L, LETUERI LT BE XN TRHRN B[R ER, BETUERESHESAREMBA
WENFRNRRERS L ENFENFREAETEN Amazon KEFREREN]. MRES AFKMNEFE
B, FHERNFXECIEMENHRARENWEECAN] , HAEMHFT ARNs £RANEAEE,

£/ Amazon loT Events 2%l & TH#UTHE.

TE M A
BEEMENRZFNRE , SLAEBFENHIES A Amazon loT Eventsf 5%, X2EE @A
PEH BERN A KRTE AR Amazon loT Events. BJ1LiFA = A] LASEI -
- 5/ BatchPutMessage #&1E,

« £ Amazon loT Core , ¥ HEHH B BIES: £ F Amazon loT Events#y Amazon loT # 0| 5| 2
YwE —%Amazon loT Events B/EFN, BATIRBE TR BI5 A

£ Amazon loT Analytics , £ CreateDataseti@fESI2#IEE contentDeliveryRules,
XLEMNIEE T B RIEBIFEBEANBH Amazon loT Events i A

HEERNRZFURXTARNREBE 2, BUAEL—IHZMA. Ak, FAFIMRAEE—
A, ARERMALNE S BEFNBLEFER.

SIS RS E
ERARSEE - M RUB[ERE (ENRFIARHER ) . XTEWRS , BELEH (HRE)
B, ZZBIEEANBALRNERSSH, JRNB[ERLNINSEM4T , SR EREMD
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EXMERT , HFE—NRAZKER | ERAME—NRNEE (X6) .
FHEENRAREZENERNIZER

B BEEZREE  BRERZFIHENHEEN B AKIZZE Amazon loT Events I®NZE , EXE

EEIHERTEAEERRLIRE, EXZHIED |, £S48 Amazon loT 4|8 N FEEHRIE# X2
Amazon loT Events#Y Amazon loT # 5|2 4FEAmazon loT Events #/EFN,

R, FREWERRBEA , REHEFEH Amazon loT 848 E£RER B AKX ZIHE S Amazon

loT Events,

® Note

AHEFERZEEAGEMRBR input M detector model , &1 Amazon loT Events F %k
2 PHRBIFT R, B LAER I JSON REISRE BN IEE S RH TR,

£l

o AIT%& %M Amazon loT Events

- ERNERAER/A Amazon loT Events

- EFRIEENEFEE Amazon loT Events

o RIEHALUNHZRNBFEE Amazon loT Events

Al T4 %44 Amazon loT Events

WMRIEZHE Amazon Tk | HRIEZ—1,

1. BRBHWSEREMEIZE Amazon loT Events , HERK & E MR ER,
2. BIEH/ Amazon Simple Notification Service (Amazon SNS) &,

TR 13
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THRE ( AR TR ) RIRELIET B Amazon SNS &, XEFHE R

A :arn:aws:sns:us-
east-1:123456789012:underPressureActionflarn:aws:sns:us-
east-1:123456789012:pressureClearedAction, ARNs f§iXLEE RN EEIZE ARNs
#9 Amazon SNS £, BXEZEE , 5 (Amazon Simple Notification Service Jr & A 11§
) https://docs.amazonaws.cn/sns/latest/dg/.

BR 7 1@ Amazon SNS TR A ER 2/ , LE ALV B[R IEHFHEEETEN MQTT HE.
ERLLIED |, &R BAEM C Amazon loT ore | 81T FEMEZERIETIX L MQTT ZBAER |
MIRIE SRR NB[EE R R EEQEKS , UARXEXFREEREER. L& TUERERN
FEADAENEMASTEREZTHNREISHEN MQTT EEE o

3. & Amazon Web Services X183, B Amazon loT Events, BXxEZEEL , i52fAmazon
Web Services —#%x2#£ H#y Amazon loT Events, f1FE#EBY , 28 (A1) Amazon Web
Services Management Console F # Ak 55 A1 Amazon Web Services Management Console.

ERRER G ZEZ A Amazon loT Events

ERERGERAR , RMNBUERESTERIERARN XY , ZNREIHBRIZXLEHURE
HZTRR. WAL A AFBBIRE LAENE A

SR B AT R SR AR IR A
B2 — 1 JSON # A4
1. Bk, BERBXARELOER—NEN input. json XK, HFEEUTHE :

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

2. IE, BATEAMANMinput. jsonX# , AR - M A, ARG ERILGERM A, &R
£ FAmazon loT Events 28 PR SMERCIZRMA, FE , LAIUERNFEEGZREHEF
BIER A

B H A 14
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https://docs.amazonaws.cn/general/latest/gr/rande.html#iotevents_region
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https://console.amazonaws.cn/iotevents/

Amazon loT Events FEANGIER

B2 M & 5 A

A BRE R RN SRR B B2 A

1. &FAmazon loT Events 2%l & L& “QIE# Amazon loT Events fK /=" &5,
£ Amazon loT Events ZBHIEMNE LA | EEHEBITSMER.
EEMSHERS , EEHW A

ERHENAELS | EFEBA,

RBEHM—FT =1 InputName.

AE-f A AR,

E L% JSON input.json Xf , BEMEFERECIENHEIE — JSON A, #EF
WMABMEELIN  HP I fH ANESNIIR.

8. WTERBMAEMY A GARECANEMN  ABEFCE. EURHIH , Fi1EEmotorid

sensorData.pressure,

A 1-FE 5 A R R IAE R AR

N o a M b

©

(® Note

$&3E AT LATEAmazon loT Events #26| S WIRNISFE R PR ZH A, BXEZER |, HSH
EHFENZER b Z % A Amazon loT Events,

EHENESER P2 A Amazon loT Events

FREVERNI BS % A Amazon loT Events ZEH BB RFMIFN [ ER 2 B FR, FNSEMARHERERRBE
B, S HENFA E 301 sei2 4 3% Amazon loT Events, F T EIRM B A , UHBEHNER
BTN YBRMES RSPV ESSHMNEHL,

TS 48 G04A) 9 BRI BR AR B TE S A SUR BB SRR .
NEEMBRR B E L A

1.  FTFF Amazon loT Events BIE# 4|4,
2. 1£ Amazon loT Events ###I&H |, R0 BIFN[FEE,
3. &R EE,

BIEMEERA 15
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4. EFCIEBA

5 XMF@A , WATInputNamelE IR , REEFE L&Y, EE RO FESD , EFEEHRD
BIZMinput. jsonXHBIE — JSON #i A4,

6. NTEEMARY 6 EZREECEANEY , ARERVE, EXNMIFH , BI1EET motorlD

sens ordata.Pressure,

EhalZZIFEN[E R Amazon loT Events
EiZEBH | BEARTIRKEL —NMENFEE (B RZAHENER ),

NTHHRS , BEXNGMH (HRE) B8 , ZEBITMEEANBANRNEZESH, SRVIEH
B, EESCRSH AR EtbiRF, XESHMNTESH.

FEENRET , LOE T LAE LERNEEH AR H ZRS R E 8 AR AT S TIRIENSEH (XLEE
HEFAONEnter, OnExit M OnInput B4 ), REBHNFEFEZBEITENRN true iV, BETRE
7o

I RN SFHE R

1. BRECIETE-NMRUZRRS, EXHBITER , FETRBEZEPIEFEIRA State_1 IREHE
&l

2. HERBERP , BWAMNBH OnEnter , RFEFRMEH

3. M0 OnEnter BHREL , MASHENAEHFM. EUHRAIF , WA true URRIHA
RAR , BHRELTEIHRS

4. E BHRE TH , &R MNRAE,

5. EEBEMHEET , PUTUTRE :

a. EERELZE
b. WTEEBEH , EEME.
c. XNTEZEEWN , WAERRENZENREW.
d XNTEEE WAE(F),
6. ‘&R

AUEHRNFBERANEMSHPRERZE (IBE) , fINEELNEE, RAEERUBJEIRES
AETELHRELEBNRIFSGS , TRIAZENE (HlN , EEHNFHEESD ),

7. EWREA EES , EEREZLH X BLEEZHEN B[R BB
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8.

10.

11.
12.
13.
14.

15.
16.
17.
18.

19.

EOEE-NRNEBRS , BEFNBERFERD , ERRSHNEEHEZEHEZRA, X[
B—/NEH untitled_state_1 BIRAS,

EE—MAS (ER ) TEF. RSWAKESHA-MEIL,

BEHFKAFENE —MRSEFE MRS, FHAME - MPRSIE = MRSHEBL (4R
IR TR ) o

EE TR 1T, EIESHERT , AASHBNNEHAMEERE,
ELESHERT , mRERFNRE,

EAMITESHREER L RERMEE.

HRFRED R REXE.

a. NTEEEE , EERE.

b. WNT ZEEH , WAZTENEN,

c. XF BE, WAE, Hl0: $variable.pressureThresholdBreached + 3,
d. EERF.

%EF 5 MRS untitled_state_1o

ERBERP , MARSEYN , AFEON EnterFEFRIMEBH,
FEANDD OnEnter B4 TE L , MASHEMNEMHRME. EERNMRE.
FEEFRES | EFE RIX SNS HE.

a. XF SNS Ef , iE%i A Amazon SNS EM B #x ARN,

b. EERF.

GETERBIPAINSEH

a. XTF Onlnput , EZFARMEH , ARWAHREATEHER.

Event name: Overpressurized
Event condition: $input.Pressurelnput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3

b. T Onlnput , EFEHFNEH , RAERAHREFEUATEHEE
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Event name: Pressure Okay
Event condition: $input.Pressurelnput.sensorData.pressure <= 70
Event actions:
Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached

c. XIF OnExit, EBHFMEH , AEFEHRECIEMN Amazon SNS EFH ARN A HREUT
EHEE,

Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

20. EEEZMRE (R ) . ZREWEAKLSHIA-PFIX
21. BESIAHFRENE D/ NRBED FE —MRS. FHEA-FARBETHREIRENE @MLK,
22. EREEHRBIT , RARELESHERTD , €FAUATEERASHENNEHRREE,

{

Event name: BackToNormal
Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 0

}

BXREBEANNMEALETZERNR $input EF $variable BEMNEZEFELR , S HE Amazon loT
Events N2 E SRHEIFRES AEEBETAMNEE,

23. EEFTIEIRE. MNBRT , WRSRE G BHFN[EE QIR ) . £ FHRERP , EEE
PRRZS (B0, IEE ) 6

24. BTk, BEESHFRNRBEEUETHA. EFALANKSK
25. ERHHNB[ERTE , AT TERE,

a. WARNBEEEZYN, HEANALER. FHEURLAR,

b. REENEBIE-—REIRENZRE. ZECIZNEAACHAR®  FERER NIREMNE Amazon loT
Events RS RIRE , AEILREFENBREA,
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26. M THRNMEBBCNEZ , FEBEECAENNMANEP - INEENERR, BERBIENFENBFDCIRE
HHBMMLAFETEMNEERAD , HENTEAREHEMNRZELMEH -, LLREIER
motorid & 1.

27. ERREFHEM,

® Note
NEERNBER OB —FUROBREFRRTRENBAEE . QIERNF[ERS , 2M
RMABMPERE-—IEH, LBAREECABNRUIRZLE, WRUFTMRAZEESR (T
HRNBREE ) | ML —NERIBRNIBRSRM. RGN IER , RINEASZEHAEM
X RV B A BRI 2R SRl

AT AFIER B EELE N EIA (KA JSON B ) |, EMMCIEREMFNREDR | AT
HAFEERRES —MRNSFEE,

BADMNEHEHEALLT CLI s T TIRE, MEXLE  FEXRNB[ERNEY , £HESEE
L — % R fn e fE R Y A FRAR IR AL

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

XR B — N (motorDetectorModel. json) , ERARELUFUTHRR.

)

"detectorModel": {

"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-

west-2:123456789012:detectorModel/motorDetectorModel",

"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"

I

"detectorModelDefinition": {
"states": [

{
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FRARER

"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "0Q"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
BN RER 20
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"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",
"actions": [],
"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
},
{
"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
I
"stateName": "Dangerous",

"onEnter": {
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"events": [

{
"eventName": "Pressure Threshold Breached",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
},
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
}
]
}
}
1,
"initialStateName": "Normal"

RIEE A LN FRNZEE R Amazon loT Events

BILMZBGEN BIEH 5L Amazon loT Events ( 120 ZFE PR BIEN AR IR ERNIRE
Amazon loT Events ) o ZREBNBUM{ATE Amazon loT 12 #| & FEIE Amazon loT M |, FEEHER

pURERE-= il 22
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ﬁf)\’-ﬁ’éﬁéﬁ Amazon loT Events &85, EaLAEA Amazon loT 24 A8 MQTT &P i & 3% =
B, BuLAEAI 5 ERBUENEIE | 7 #EMNIRE Amazon loT Events ARt e FE B HEREB R IX
MQTT JEE. Amazon loT

F3E B A LA I BRI 2R A B

1. 3TF Amazon loT Core EEBZF|A, EEMSHERNERT , R HERE , ABEEIN,
2. GEALAMNGIERAN,
3. EREHANAEL ,, ERUTESE

1. 815 . EEANEYE, EEUTFE .
o AMEBM. WMAFNKEZF , fl0 MyIoTEventsRule,

(® Note
TEERZ

o MNHR, ZIH AIED,
- EF T-F,
2. %825 BESQLIEA, EEUTFE :
« SQL WA, MIZFI&RAIERE ZHAIETL,
- SQL iEA, %A SELECT *, topic(2) as motorid FROM 'motors/+/status’',

EET—
3. B3 & : IAMNIRE, EANIREIRS |, ERATERE
« BIE 1. &R loT B, ERUTFR
a. WABH. NZFIRFEFELNED, MRENBARER , FEE R

EQIBFRA , BERZRCE loT EHBMA. EEUTEE :
s WIABM. WA Pressurelnput,
- IR, ZTHAED,

« bf&—4 JSON X#, LZIER JSON XHMEIAR, MREREXHS  NHFFLELE
—MEBRRGIX R, ZRBEE

e motorid T “Fultom=-A32"; >3


https://console.amazonaws.cn/iot/
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"sensorData": {
"pressure': 23,
"temperature": 47

}

}

« EERBABME. EEAENYIERT

« R, BTN LT
it i fe 8

EEEEZMNRSHRBFRAABHTR, RRECIRNEA
b. #tE&EX, ZWN LT, MRAUBE—AHEE , FRFLIET
c. JHE ID, B BMIEREF , BERINEBUEXHM,
d. IAM B8, NZIRFERELHNAR, URRIIHZAGS , FERCIEFAE,

RAABEN , REERLE,

ERMEATN | EEF NINFN BRI
o HIRBE. Mo RAEN, ERMNRE , BERBFNERRE , RAEMIIRFPEERNH
BR1E,
EER S FR.
- BET—%,
4. 845 ARANGERERFLNESR , RRGEE &,
4. HEESMBERLRNET | &FE MQTT it EF ik,
5, ERRMEEHE, EEUTFR

s THEM. MARATIREEENER , Hlf0 motors/Fulton-A32/status.
« SHEAE. MmAUTEER :

{
"messageld": 100,
"sensorData": {
"pressure": 39
}
}
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® Note
BRRAIEENEFEE KR messagelds

6. WFEH , BREXTBETRE , BFAFEFH "pressure" ERAXRFEAEFRN[ERFIEENE
ER{E (f5ltn 85) ,

7. 1EE R

BRI NN ZRRBI £ H B RIE—% Amazon SNS JHE ., BREREE D ERETIETELE
B (ARFIAT70) HEE , LEBFRNBENZTER.

ELRRFIH | BBMRE=ZFRENERETRENEESEEREERRES , AR -FXABER
R EERREY Amazon SNS JER., BRIERREGE , —RENRBBEIRRAEELSBHRNRFEAR
RS H RIE—FKRBAZIRLH Amazon SNS HE.

Wi, BELUBT —MIEAEMAMFRNR[EE | FZHUATRAE,

s ERFHAELEEFEZHRNF[ER RO (#EIR) .
o WMBANPSEFER CLI HAFRAAZE Amazon loT Events #5255 3 61 22 5 A RN R0 2548 8

Amazon CLI
- THREHPEAN ATHE, RBTLESHRENRES WiFHAESR.
o THE IREEDEBRBENMAKRENRYE Amazon loT Events.
- MRRELEXRATEMER , HSH HEHER Amazon loT Events.
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LA 5 HERYE&{ESEE Amazon loT Events

R BRIX L R {ESSE A LAM Amazon loT Events3k 8 & K F4L o

FT

o TEFF % Amazon loT Events 1FN23 & E 5t /5 A Amazon CloudWatch B &i1g %
- TEHI & LATE Amazon loT Events 2% & A T/ERMRFZEERNISFHE T

EF & Amazon loT Events #N 25& & pt /5 - Amazon CloudWatch
HEiD

Amazon 2358t CloudWatch ¥ 128 Amazon RIRFMBIZ1T Amazon WM AREF. f& CloudWatch
By , BAILRBNRBEEAER. MARFEEMNZTRINERET M, HRF AHIEiE Amazon

loT Events FRNESHEE AT |, CloudWatch ] AZS BIRAE Amazon loT Events IETEMfT A , UKk EIE
B ETEEIR

E 2 A CloudWatch

1. WMBEHEERE , FRBHONIZBENE Amazon loT EventsF BRI ZEEH MKV AR | KK
B TFoIZMEE CloudWatch BER PR Amazon loT Events,

2. %% Amazon loT Events ##l&,
3. HESMBEET , % Settings (IZE ) -
4. ®ERE'THL , EFERE",
5. & “REBFEI WEHMN “AFED 2 , AT TERE
a. EFHEE" P, EE-NETL
b. EEFEAE S , EE-—IEFEBNRNSSKMITATERN B EERE,
c. (A& )MRELERT WA ERNFARS , WA LUBRITUATRERFMNFE B
i EEERBER T, &R RMERED,
i. HMARNBEESZHM ( Wik ) KeyValuellis & Eid Z RN 25 2 5 M4 E R RN 25
(3=1) .
6. EEEH.

EFF % Amazon loT Events #8518 & 5 /5 A Amazon CloudWatch B #&1ig % 26
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&M BERTE R E

EHi & 1 LLE Amazon loT Events 24| & B T/ERRREE R ERN 28
- Fil)

£/ Amazon loT Events 2| &8t , EERTHFERAIRFERBILERD, BR , LTER RS
RERHERM B R B R F 2] Amazon loT Events, EERXMFENEBEEG , BRHWTEFELRRTGRK
P YRR T2 B R

® Note

MBLFEALHE , WFLFERE. AARVERDE  FLEBERREH. B2, £7
DB U X

&4 LA Amazon loT Events %) & f T/ERHRIZ ARV RN 2R E R 27
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Amazon loT Events A 5% &

Amazon loT Events #2127 — &K 553 FE Amazon loT Events , &= TMNERZERNE EMAHNAHIN
ENFH. BNMNEEHBERTEMRZSN RS, AIHSEBEIEFOEFNIZER, REMA., REREU
R E5EHM Amazon FRFZSERABIERRE KA loT BIRF RHVEFRELEE,

AEF™ERIENA -

- BYHERENAATRNBERHRS , BELRFE—MRUBFZFERZN.

- BB Amazon CLIRYRBIRE,

- BIEMAE , UERCRERZNENLRE, I2ER  USRAHRESRELXRZHRE
- EENWA, FNEEEEF Amazon loT Events IR HIPR &0

- THRRERNBEENESHTE , I EFEER.

£l

« Amazon loT Events A T2 G YBAM IR %

- EF CLI IFAMIRZABIZE Amazon loT Events Il 85

« Amazon loT Events R 25 F 5 BR % 1 BR &

« —METLHSIF  BRBZREERES Amazon loT Events

Amazon loT Events BT %12 &89 Y18k M1ig &

O] LAE 518 Amazon loT Events SRR HHE | HRBEEAXRSZSHXEUTI. At , BFEEUT
BEARISBRIRE -

Sl A

BB E —EWN F A RZNHERENLEIES A Amazon loT Events, & ERITIIRE |
SEEERB A KIZEEZ Amazon loT Events, A @E AT/ ARKEERNBMANBEE

- {#iZ BatchPutMessage® k.

« HAmazon loT Core MM 5|ZBE X —NiotEventsHNIE/E, FNIRESIFEH AN EEHIE
¥ & ZE Amazon loT Events,

 T£9 Amazon loT Analytics , £ CreateDataseti@¥EBI B HIEE contentDeliveryRules, X
LERNIEE T B RIEBITFEEHN B Amazon loT Events i Ao

Amazon loT Events F F ¥ 281 ¥ Bk iR & 28


https://docs.amazonaws.cn/iotevents/latest/apireference/API_iotevents-data_BatchPutMessage.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-rule-actions.html
https://docs.amazonaws.cn/iot/latest/developerguide/iotevents-rule-action.html
https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-create-dataset
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* £ Amazon loT Events HM BB R B HEHFE X loteVents Z14E. onInput onExit
transitionEventsX THMBERLFIFRESHEHES  HFENBARBRERSE , &
MHNEBIEEN BT

ERBEFBRUX AN KEBE 2, BUREL—PHZNEA, At , FAE M WAEE—D
B, HIEEEMAKMENHERFEPHN WL FE, Amazon loT Events LA JSON ERERHER
BURKBEZINKENEA. SUMATRGIRE IEHMBAALASERE , LBRNESRZNEHLH,

BIRERN B R E

ERRSEIE-MRNBER (ENRBIHENER ) . ¥ TEHRS , BENLEH (HRE)

B, ZEBIMEEANBANRNEESH. SRNISEHe , SAIUEREM Amazon RS E
SR E 3 BE LEFE LAV RE, EAUEXHMEMH , XESHFEHR AR EE MRS
FMRBEANZM ( Wik ) HREERE.

EAHES , 2 EERE AR BHIEERSH |, IR EAEERIER Amazon SNS HE.
BRI RHER

MREEEBRMSMRBFERE , VWA UAESMAFEE-—IMNFER , ATIRIAARBNEER
BWMHE, (S M CreateDetectorModel FMY key FE. ) HiRFHIRZE ( EkeyiREl
NRAFRPER-—NE) , RetlZ— N MRS, (BMRUNBERR —MRUFER RG], )
ARG, TR BS AL R R B IZ IR B MV A |, B2 H RN 3548 B4 S 3 Ml BR

MREEELERNENHE (AIESMREIFHBEEERERA ) , WEFEEE —HNHFR key F
BRo EXMERT , SE B AZKE , FeIBENFENF (X6) .

FHBENRAREE LN FER

B ETLUER B REHHZRNEBER M A KIEZE Amazon loT Events #3085 , ML EIE
B#TEMERb, EXRHED , BNFEEH Amazon loT #& & N EEHIER X E Amazon loT
Events#y Amazon loT Core #NI 5| 24 EAmazon loT Events I/EMN, Ak , BEEZRZFIRFI
WA, RE , BHREFEH Amazon loT BHAER—LHE , XEHEEFEN AR KL Amazon
loT Events,

BMAABEERNB[ERPFEFLRE?

ERAECHENBFEENFIRES , BANBEERBARREE. Fl , MRENTEERTH , &
AUEFHRITENETRER , THRREEFTENH, XPERTHERER  SHBERASIH . EH
BRAUBERFTEFRPRS | ETFEH N EBXRFENR . B , EENSNTENEEE

B REERNBFER P FEA LIRS ? 29
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Amazon loT Events FEANGIER

M=PMRE , BATTFENREEL —MRT. ZEREAFLEREZNER T HEN. S, &8
RERAPABTXRFEIHESRZEEBRNNELE , ERYBRE EIHIHEEN , BXFEM.

EREETREH#ABIRS , BEERA. AABBRELNZLTAHRSAENER. E0IE
—MMEA , FERBIRBRENEEFEE-NHSNEYTEREN TR, ERRAS  BFE-
MNMEA , FIFEHRIARIEMN (“FRBE D) . BIFREEEMZRESZTEMNES , 8FHEHR
HISSZNTENFR. FEVWEBLAA , BLIERZEEARATHRELIHEN TR, ARELER
B, BUNTERKE (“DEMNMER" ) #ITERD ; KUEAFHTERE. SFREGARNT—
BitE (ZINEESEARRAIZOME ? PHITEKERBARTENTRER (ZRIEHANMC
BN BMEeRER ) . BAMMITERITE | AESHPREER.

BRIZE2EMMMEN—NaA. EFESHLTE—RS , IRBEHANTIHE , HREREHKE
EZRRS, WATEEH (transitionEvents FEIRSH onInput E4FIRHP, HWBE RS
WA B, EHFRTEERE RS , sIRREFHZEHSM condition, ) HEIKRZE RS
BETEHRAZRSBLAEEEE, (&EMR onEnter B, HAFZFRAN , BEHFNEEY
B, TEEHFHMEmA, ) CEHMEREES  EXIMEHENTAMRTETHELEANS.

HMWERANEHRZ onExit M onInput. WEIMAFFRERMHRE , onInput EA4MSWNITIEELT
. HREREHHYFTRSHBREZFHER , onExit BHFMITEERKE.

BRERETHA? ZH , MARFE - EFRFEZIHHRI ? BENEE , BARTHED
o EEZMRAT , BEELESHERIE MRS , ZRSEWIRARNKE (EEZMRSH
onInput: BEfH ), MRUHELRETRENHER AL BEE RN |, RIERSE —MIRS.

XHREREMEBIL, BORNF[ERBIANATRREZRA (MARXNEATERNVERE ) HREMEBE
mEZ, flm, FEFRBENRMNBZERS | TRAEZFPRES  “EERES, “ERREMNBERER
Do HEEABRE-—EKRFULE , BEXBEXBIARN , MAEIFEERZ RS, MRIBRERE
156 7L MAFTEREER, MRELCIBEEREERE , RAUBFREEEERS. N TEE

R, MRTNRIETES MR, KBRS EIIRRESAREER. EUAEAZTEN-AF
EENBHERM , TREFNERE, BXGL  FAS - TREFERITELERBEEESRS.

BMAAEE S RFERNZN —IMRPIERZA ?

NREZENXLFIHE , BRI A SRENEMFL ?” RREBANESKPHRTRR. TRTHE (R
D)2 BFEFRE (178 ) B? S REEENERSRE, —MIEEENERESE  URKRES
E. KR, K@, BRkERHEMERSE. EREMARNEAMEXEERS , MBEXRSKRES (W,
E. AR, BX ) NEXEMELTH ( ERPRRHTAEE ) . RELCBRB[BELRS , BENTEELY
BRAB/RBIBAURTRES , ASHESERERITE.

BMAHANEECRFERNBZHN —PRHERSAN? 30
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BR A MRERFEMXNRSTIRA , EUREEESNXENERBIHEIRM , e TizeXHR
FE. BMIBENABEETHAEVLENKSER. ERHERT , BFEEZMEUHEXM, 81
NENSNMBSRRENBBELMETECIEEN key FERNFE, ZFEiE Amazon loT Events A LA
NEZXFABRERNBZLG , ARETCERN , #EFXEEEBRBAZTZHENERM, FHEOLRMKE
w8 Fl{p !

AL, MREEER—MBER (—MERILE ) , WEB—NMEUZREXRP, IREBEASHER
(LB, #HE) , WEBSNRNZREH,

£ CLI HFFIRZABIZE Amazon loT Events # | 28

L RBIg | FEAIFA usin Amazon loT Events APIs g Amazon CLI #8581 — MRS | ZEN
JXRZANAFRHRSHITEE | EERSIBERS.

Le|BhNUBNWELES —ERER , BRLSIEBEZTEBERDS , H&iE Amazon Simple Notification
Service (Amazon SNS ) JEE , RERARARFEZER. SEIREEZ=NENEHHREUT
i, EAEIREETEERS , HEXES —% Amazon SNSSEHE | BUAINZIRR BIEBR. RITEERSE
BTEDREN=MELEL , SUBREIEKEMEN B — R EFERERBAIER T s HIA S
E/EEHEEFHIR,

TXBLR T RN BFRN RS R,
BlIE A A,
ELEMENRZNRE , eNSMEEFENEIES A Amazon loT EventsfV 5%, XRBE @A

3%EE B ER AR EY Amazon loT Events, B 15 =X 7] LASEH

- % BatchPutMessagei&fE, A ZERE R , BEERENRZRNHELEB Amazon loT Events
& SDK = Amazon CLI,

« £ Amazon loT Core , NF&EHE B IEE X F Amazon loT Events#y Amazon loT Core AN
5|Z4%wE —%Amazon loT Events BIEMN, RBMIRIBA, WREMRZFIHETUREL
BEAXEEE , BEAIAE Amazon loT Core, XA EBEMNRENITERENERTE.

171 Amazon loT Analytics , £/ CreateDatasetiR{ESI B ¥ IEE contentDeliveryRules ,
ZIEER TEE Amazon loT Events i A , BIEERNRFEREF B RIE. MREERERE
Amazon loT AnalyticsHC B3 2 W BIEZE S SN R EH#HE | HEALE Z,

HEENREUXTHERXREBIRZE , BERMEL—INHS M. Al FREMART -
BN, ARERAZRRNE R BEFNBLEFER.
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IR HRN B R E

ERARSE - M RNERER (ENRBIFENER ) . XTEWRE , BENEH (HRE)

B8, ZZBIMEEANBAURNERSH, SRNBEHT , ©AIEREM Amazon IRSE
SR E3 BE LETAE LA RE, BAUELHMEMH , XESHFER AR EE MRS
FMRREANFM (Wit ) HRERE.

B S MREHEHE

MEREELEMSMERRHE  HALRERMERSMEZRHE , BESMNAAPEE— T
B, TATRAMARBNBIERRZRLHE, HFS M CreateDetectorModel Y key FE, H
R HFRZR (EkeyRANMAFEPEE —NE) , RetIB—MHRUEEES. AV
BRFLBZMNRKERFERRZNEA , EERNB[ERENREMER. SHIHE—RNSF ( =61)
BESH AkeyFENWE—BEHEE,

B EMREHEHE
MREEEBRENARE (AESMRBAFHBEERERA ) |, WERIEEE—HRIR key F
R, EXMERT , SE—RAARER , FeZRENFRNZR (K6) . flwn, —MEENEANE

AEALZEEREARS  BRRAF-—ERBEZFEATHABNE FHENG R, Bit , MES EE
HNEAEMELEMMNNKRRE (WA ) LR, BHREEFEENENEERITIES,

FHRERBZIHBAHEENBAREEZRNFER

RAER T MNERZRERRIZEEERNH AT Amazon loT Events MBS AN LT 5%, 02
WMAFRIFENEELS |, BT B RIERIE,

(@ Note

PIRHFRN R R RN ERATHRNBERE G , MR EFNERNBREFE LD T aETT 1542
WOHEMeIZERN =R (KA ) . MRFUBEEEEH  WELBBETRESBEFTINET
FEBIRRABIT R

£}

- BIEA THIRIZRZHIEE Amazon loT Events A

- BIEATRRRZBIRSHFNEZEE Amazon loT Events
- FHBERWMARELEHRNEE Amazon loT Events
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B2 A FHEIRIZZEHIEN Amazon loT Events #i A

Ri& B AR Amazon loT Events , &R LRI Amazon CLI 3RJE S i% & Q4% 5% BES R, I

m, ﬂD%fi“\E’Jiﬁ%ﬁﬁ%ﬁEE*M%IH?%%M?!@@%E&?&E’\J JSON BXHEE , N AT LUES Sl 2RSTHE R
RESERM (HIMEDMBAID ) A AKBRILERE, ZIEEHLE JSON XHFELBA |, 1B
EMRXNBIES , RAGEREMH A Amazon loT Events, Amazon CLI iX{#§ Amazon loT BB IRTE
SR 4% BB BRAE WS 45 A W R R B 5 4o

Pl , RIRENRBEATRARIEER.

"motorid": "Fulton-A32",

"sensorData": {
"pressure": 23,
"temperature": 47

BT LAE A LA Amazon CLI ip 8 A Ti#RpressureBiiEMmotorid ( AFFRIRKIEHE B4
EiRE ) A,

aws iotevents create-input --cli-input-json file://pressurelnput.json

pressurelnput.json X#HEZEUTHA,

"inputName": "PressurelInput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}

EECSHAAR , 1IEENERNREFHEWRE JSON XHERANREIER . SR FILESR T8
BREESED CLI KA A,
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Bl A TR RIXZIRSHIENZZER Amazon loT Events

FELIEA THIRIZRZEHIEN Amazon loT Events B A , ZRBFEHEDBFEREEE | 2122
Tinput. BE3H| | H— MR BT EBFHRNB[EE,

EBAI AR FFIRA : “Normal”fl“Dangerous’s BIZfE , SFMES ( =246 ) BLH A “Normal™R
B, YEEH —keyER ‘motorid i AZIAR |, A BIZELHI,

R RN BESEHIU BB E DS E N 70 AL L | ©fFH# A“Dangerous™ RS H & iE Amazon SNS JHE
ERELS, MBREL=ZXMANEMNEBREEE (/NF 70) , HUSBIFRE NormalRES , HKRiE
% —% Amazon SNS EHEENERMERES

Bt RIS N B5 8 B BRIR BB T H A Amazon SNS £& |, HII B#h %

JREF (ARNs) EEX FERHA"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"#l, "targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”

EXEZEERE  BSH (I SHEEBHRSHFAERERE) , EEAME  B5H (D2 E£BEHR
% APl 2%£) HiCreateTopici@E3THY,

WRBE RIS E 6122 E G HEMNPRA Amazon Identity and Access Management (IAM) &, %
AEK ARN EFRNSESERE Y HE RN "roleArn": "arn:aws:iam::123456789012:role/
IoTEventsRole", &N IZEMNPR Amazon loT EventsHI S REIZB AR | HABH ARN E5/F
ENB[EHE UHNBESNVE,

BA LA LLT Amazon CLI #5022 1EM sS4 7,

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json
"motorDetectorModel. json" XHEBELUTHE,

{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Normal",
"onEnter": {
"events": [

{

"eventName": "init",
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"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "0Q"
}
}
]
}
]
I
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
I
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"
}
}

BIERNBFER AR RIRERS
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]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
]
I
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",

BIERNBFER AR RIRERS
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"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”
}
}
]
}
]
}
}
1,
"initialStateName": "Normal"
I
"key" : "motorid",
"roleArn": "arn:aws:iam::123456789012:r0le/IoTEventsRole"

5E BER M A KIELRENEE Amazon loT Events

NELEBENT —MNaA , AT RIAMEZRENEEPNEETR (SNOER TRREZHEY
Amazon loT Events i A ) o HLE—Fd , #B8IEB T —/detector model , ©H AN BHLHE E
Ef (SNABRATRRAEZRSHEENEZEE Amazon loT Events ) o

EERULRA , BFRBERE (AR ELE Amazon CLI WITEN ) BEEERNBAREZHEN
o

(® Note

SIERNBFE R E RN B RN B[EES |, FOHEFRORNB[EEFE LD #h 8ETF 181K
HEMOZERNER (K4]) . MREEHRFRN[EE , MELTE , EURSSEFINETE
B ANBI1T o

EALLT Amazon CLI iR A X2 SR HRENBIENER,

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage. json
--cli-binary-format raw-in-base64-out

TEEFAE AR EERNERT N
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X#“highPressureMessage.json@& U TR,

{
"messages": [
{
"messageId": "00001",
"inputName": "PressurelInput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80,
\"temperature\": 39} }"
}
]
}

BMMERERELEEEPH messageld, MBELAFFEHBITER , Amazon loT Events R4%
LFHEHITEESHIEME. Amazon loT Events IR —FKHEESRIEA DR EIEN S — P
#messageIDME , M AR IZEE .

BERT , BRI —NRMES (R4 ) UEMEBENEBH"Fulton-A32", ZFNEFEH
Bt A "Normal" KRS, B , ATFENRENELESTRE , HttE LA
¥ "Dangerous" R, EHEED , HMEFSME ARN Farn:aws:sns:us-
east-1:123456789012:underPressureActionfy Amazon SNS i R &% HE,

Z1TELT Amazon CLI LA X EERTEHRENBIENEE,

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

normalPressureMessage.json XHEELUTRE,

{
"messages": [
{
"messageld": "00002",
"inputName": "PressurelInput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60,
\"temperature\": 29} }"
}
]
}
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BRELZERSHA@ABatchPutMessagef T , HUME R4 P Wmessageld. BXK
RIZEEFANR, HEEEZIRE , BH“Fulton-A32°MIR MBS ( 3541 ) £ Amazon SNS %
M"arn:aws:sns:us-east-1:123456789012:pressureClearedAction" & —&EEHEH
# A "Normal " RZo

(® Note

BA LA EABatchPutMessage RN RIEZHRER. ER , TRIEAEXLHENIRF, N
REZIGFLEEE (AA) , BERRE-FER , ARSESFSXER API BB TR,

/1

AR BAST AR RY R 2R 1R BRI 812 /Y SNS SE BB RE R =B,

EHERELSE"
IoT> {
"eventTime":1558129816420,
"payload":{
"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",
"detector":{

"detectorModelName":"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"Pressurelnput",
"messageld":"00001",
"triggerType'":"Message"

b

"state":{
"stateName":"Dangerous",
"variables":{

"pressureThresholdBreached":3
},
"timers":{}
}
b

"eventName":"Pressure Threshold Breached"

B REEEEN"
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IoT> {
"eventTime" :1558129925568,
"payload":{

"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al12cb",

"detector": {
"detectorModelName":"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

.

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00004",
"triggerType":"Message"

1,

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":0
.
"timers": {3}
}
1,

"eventName":"Normal Pressure Restored"

MREELTEMITETER , WELFPRS B LE SNS HEBEREAFE R,
HEARBEISHERREN (BREZ1T SNS B4Er ) WERNER (56 ) REEE. BUUER

https://docs.amazonaws.cn/iotevents/latest/apireference/API_iotevents-data_DescribeDetector.html

BRAFREVA R BR SRR LUER

Amazon loT Events £ 252 & PR &l F1 BR 5l
SIERNB[EEN , FEZRUTE,
wm{AEA actions FE

actions FER—IMXRIK, BAUEZINR , BEINNRNE —REE,

Example

PR BRAE B R B R PR 40
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"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}

W{EA condition FE
condition & transitionEvents MY24EIR |, EEMER T R Tk,
R condition FRAERE , MZERETF "condition": true,

FUERBAVWITELERN N A RE, WRERIHRRE, WEERFT false, BF 2K
#actionsHER N EHFIBEEN nextState,

TEENTRAME

RABERT , IR ESHPRETZEE , WHFEFTTARLTER T IAEHEMEHNRYE.
FEFTH , ﬂl%iﬁﬁﬂzﬁﬂonlnput\ onEnter = onExitFERMNEHFHE,

EHFNFERE Y HIZE evaluationMethod SEHUAERIITH. & evaluationMethod
REHN SERIAL B , FEHMETE , HERBEHHNEUNFTHEHEE. &N,
FevaluationMethodiZBEABATCHRERIAR TN , RBZXELEHN , FEREETETHES
HE G2 BT 2MITRENES,

£ "Dangerous" RZSH onInput FERP , MEHFERHE ( HaimANEDNFHET 70
Bf) , M"Pressure Okay"E#HM"$variable.pressureThresholdBreached" @ —

"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
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{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}

L "Normal"™ixE| 0 Bf (tEFRH , HFENB[ELBWR=NMNTET 70 WEDERKE ) |, &
MBFRIZIME R "$variable.pressureThresholdBreached"RZ. "BackToNormal"
MtransitionEventsEHA4HMIRX "$variable.pressureThresholdBreached" N F&F

1(3E0) , HEBEXRBIUE"$input.Pressurelnput.sensorData.pressure"2&H M Fi{E
= NFHETF 70,

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}

]

BN, MRFHEONHTENE , WANMEERBER —MNEERSE
HREZMHTER"Normal "IRES. RUYREFELXRLERARNEEHN
fE"$variable.pressureThresholdBreached", "Overpressurized"E4FNETEEEE
73, BEREHENEFERFEMcondition,

RINERT , SREBEHRA onInput FEE , condition REEREEEEFRALEBRANNE ,
ARET BT onInput P IEENTEATRIEEH, onEnter M onExittt 2Nk, HEAHASRIE
HiZRASE , R EEFRMHEAERE R EATHHER onEnter = onExit FERAIEEMNHEHMSE

#,

ERTHRN B R B R EIR

MBELFH, BIRMNEF RN EZER (S0 UpdateDetectorModel ) , M FEMIBRFRT A 4 B BY R
MES (=6 ) HEAFERENRABRFENE 28, 2F —LIER, FHFEMNFEREREFRATE
B, REFRCREN]. ELHE , MATESSEM AT RN ERNEFERERNFRUSE[LE, £
LLHAR] , B AR R B AR RN SRR E L ER.
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ARPH R

MARTAVNERAZE  ERERRERMABMNENLS , EREREA TSI ARER , HLHA

REISFEXNRNEIA. Hl, REMTHEBRNE

{
"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39
}
}
FERAUTHAE B A,
{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure'" },
{ "jsonPath": "“motor id'" }
]
}
}

ERHRERXT |, BESIER R EI5RE| AEMLRRIE,

$input.Pressurelnput.sensorData. motor pressure’

—NETFEeHH T - BEZ=ABRERES Amazon loT Events

LR 22 NBOER (£ JSON T3 ) #9 JSON X4 Rfl X L RBIM EBMRA ( TTER ) TR RE &

HVAC 8 E# 4|5 Amazon loT Events.

LRGISKI T —MERSRIEFIER | ZEBEEREBINITUTRE,
« NEL—NMATRATRAMZEFHSNMXENHRNBEE, HENXEHE - NMRNB[XEHE.
- NEMEHIXERN 20Nt BB REUR E .

#3ERG)  RBERRERS
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¢ ERENMXEHRERE K.

c ABMXERERFESH , AEEAXRIINEEXESH

© BT INTM BREA X BA £ =ER.

 BEERESITRIEUEENGSEE,

< ELFREERRBRIBRR

- EXESRER , MIRAMERRBENRESTRETAERE  ZREL/SMENZ S HEHH
o

« BEFFRBREIRE.

FH

o PERNBFEE B ALY Amazon loT Events

« BJE$R Amazon loT Events 2 E R E X

- BatchUpdateDetector A T E #7 Amazon loT Events FRSFEF
« BatchPutMessage A T H 8% A Amazon loT Events

« EFEE MQTT 582 Amazon loT Events

« EFPAERK Amazon SNS 5B E Amazon loT Events

« FEFEE DescribeDetector APl Amazon loT Events

* $# Amazon loT Core N 5|Z AT Amazon loT Events

RN B E T A 5 A E . Amazon loT Events

BMNEE—NMENEFRE TR TEUNEZEFNZSNTEXENEE. BIMKEATUAESMNRERSE
RizR, RMNBRESMXGOEZ - AaHEREN —aFnRE , EA BT Sk ARG ZXEE
E. SMXEE BTN EESK2E,

ATFRMNEANZFNTFRXBAREEETANSEE , FETENEHSH , AERIE

X 'seedTemperatureInput' , AEASNMXEREXLESH, YRINFEHP-FKAAERREE
Amazon loT Eventsit |, HEIZ— MNP FERMSERESG  HPIBNEEZXEERNSEHE. AT
RIZRANE XL,

CLI v 55 :

aws iotevents create-input --cli-input-json file://seedInput.json
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seedInput.json 34 :

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" 3},
{ "jsonPath": "rangelLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
M R
{

"inputConfiguration": {
"status": "ACTIVE",

"inputArn": "arn:aws:iotevents:us-west-2:123456789012:

seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

&x

s NEMEERREINE/MNHE—"areald BIZFIFRMEZZH, I
FE key ' FE.

input/

Il 'areaDetectorModel ' EX

s BEZXEHHEIF AEER , FIIRE TS 'desiredTemperature' 7@ , AIgE&M

Z'allowedError',

- MREAEBBRENRES T 'rangeHigh' , MEHFEMNBSMRSEEH LENE 3 F

PR BRAZ R Ay 5 A E L
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o MFEAERRBRENREMRT 'rangeLow' , MFRMBRLHEEREH LEEHHERE,

o MBEMERBBRIREMNEBEST 'anomalousHigh' FETF 'anomalouslow' , NIRMEELIRE
FERBSREY , B2 BIRENEREIRL.

« 'sensorCount' HHFENBFZXFRERBENHE. FNFHNEERIINEMNEERRS HE
HPNERY , N\MTTEZXENEITRE,. At , FUFFLERSMERBRENVAS , BT
DRBEEEISEIMEZRBHE. B2 , IRENZRFEL  RUBRFELLEANETIZEREZE — K. &K
MNMBNENES — N ETATHASM BEERERASHTFNSEER, FARNEAIERNSEER T
fE{L A BRI,

« 'noDelay' EABER true & false, MERRFISKRETBE , NRBFFBRSEE —ENRER
B, MRPRBOTEMEHIERKTHESG. MR noDelay'®ENRN false , MIRMEFHF| 2 1EXHA
FaFMEREE 2 e BHIER , MBREMNNZSTRIRERE, ERVHRCEFRNFERE L PE
wBE, BEARNEEERAZEERREITITES.

"temperatureInput' ATREZRBBIEEZWMERERNITREHO),

CLI %5 :

aws iotevents create-input --cli-input-json file://temperaturelInput.json

temperatureInput.json 34 :

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
e RS
{

"inputConfiguration": {
"status": "ACTIVE",
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"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,

"creationTime": 1557519707.399,

"inputName": "temperaturelnput",

"inputDescription": "Temperature sensor unit data."

&ix

o RBITRNB/KRBIFEER sensorld' REEZEFLLENEZBEF. E2BHEREZHRMBFTEAIRENE
A, Mt , ETA TR HIHENEZ RS (S0, ERREFFRBNERB[UREAFEAR )
REBLNEARS (HTHAELNNRZEERUENTNMRNBERNRAN ) . MREMXFHHEE
BAEETIHETRE , 'sensorld' & A LAHEBYR 5% XA BB E S X,

« 'areald' AT fERBNHBEBRHEHNMERNBERM. HEMESPRIINEN
—'areald' BIEHEMEZFRHl, HS N 'areaDetectorModel ' EXHH 'key ' FE,

1|72 ¥k Amazon loT Events JUSSE R E Y

'areaDetectorModel' RHIBERNEER,

CLI 5 :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

areaDetectorModel. json X# :

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
// In the 'start' state we set up the operation parameters of the new detector
instance.
// We get here when the first input message arrives. If that is a
'seedTemperaturelnput’
// message, we save the operation parameters, then transition to the 'idle'
state. If
// the first message is a 'temperaturelnput', we wait here until we get a
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// 'seedTemperaturelnput' input to ensure our operation parameters are set.
We can

// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to

// reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives

"variableName": "sensorId",
"value": "OQ"
}
},
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual
//  sensor reading arrives
"variableName": "reportedTemperature",
"value": "0Q.1"
}
I
{

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.
"variableName": "resetMe",
"value": "false"

iy
"onInput": {
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"transitionEvents": [

{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > Q",
// When a 'seedTemperatureInput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
I
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
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}
I
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalouslLow"
}
I
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
I
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
}
}
1,
"nextState": "idle"
},
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

// transition to 'idle' on the next valid 'temperatureInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
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}
1,
"nextState": "idle"

]
},
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

"stateName": "idle",
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"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",

// By storing the 'sensorId' and the 'temperature' in variables, we make

them
// available in any messages we send out to report anomalies, spikes,

or just
// if needed for debugging.
"actions": [

{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
// This event enables us to change the desired temperature at any time by

sending a
// 'seedTemperatureInput' message. But note that other operational

parameters are not
// read or changed.
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},

BIEHRNBE R E X 52



Amazon loT Events FEANGIER

"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

// If a valid temperature reading arrives, we use it to update the
average temperature.

// For simplicity, we assume our sensors will be sending updates at
about the same rate,

// so we can calculate an approximate average by giving equal weight to
each reading we receive.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
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// When even a single temperature reading arrives that is above the
'rangeHigh', take
//  emergency action to begin cooling, and report a high temperature
spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
// of a cooling/heating unit, but we only want to set the timer
when we
// enter that new state initially.
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "cooling"

iy

"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangeLow', take

//  emergency action to begin heating, and report a low-temperature
spike.

"actions": [
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{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
3,
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",

// When the average temperature is below the desired temperature minus
the allowed error factor,

// it is time to start heating. Note that we calculate the average
temperature here again

//  because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}

1,
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"nextState": "heating"

"stateName": "cooling",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
//  heating and cooling units should be run before being shut off again,

we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// "timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.
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"actions": [

{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {

"events": [
// These are events that occur when an input is received (if the condition

is
// satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
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}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
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"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
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"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
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"actions": [
{

sns": {

"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"

}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{

"eventName": "delay",

"condition": "!$variable.noDelay && $variable

"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

]
}I
{

"eventName": "dontDelay",

"condition": "$variable.noDelay == true",

.enteringNewState",
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"actions": [

{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"

}

I
{

"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"

}

}
]
I
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"eventName": "changeDesired",

"condition": "$input.seedTemperatureInput.desiredTemperature !

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >

$variable.anomalousLow",
"actions": [

"value": "((($variable.averageTemperature * ($variable.sensorCount

{
"setVariable": {
"variableName": "averageTemperature",
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
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"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
1,
{
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"setVariable": {

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
}
1,

"nextState": "idle"

BIEERMN AR BE L

66



Amazon loT Events FEANGIER

}

1,

"initialStateName": "start"

iy
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

e R

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector A T E 7 Amazon loT Events 0 8518 8

B LAfEABatchUpdateDetector BAEFFMEFEHIE T EARS , BEITHNSENEEE, EUT
A ilf |, BatchUpdateDetector ##ELEBLA TEERMAMES 2 THXENRESH, BItR
£, BEERER. EFCIEREHMFNEZER,

CLI 5 :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json

areaDM.BUD. json X# :

"detectors": [
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{

"messageld": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areab5l",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
Ilvaluell. II22II

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"
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"name": "goodToGo",
"value": "true"

},

{
"name": "sensorId",
"value": "0Q"

},

{
"name": "reportedTemperature",
"value": "0Q.1"

},

{

"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered

the 'start' state

//  to reset operational parameters, and will allow the next valid
temperature sensor

// reading to cause the transition to the 'idle' state.

"value": "true"
}
1,
"timers": [
]
}
}
]
}
0ja] 2
{
"batchUpdateDetectorErrorEntries": []
}

BatchPutMessage A T HEY%i A Amazon loT Events

Example 1

£/ BatchPutMessage IR#ELIE —%K"seedTemperatureInputHE , W2 BEEH LN
WA EXIGIEBERESH, EAKEINTE Amazon loT Events BB EE & "areald"$
BOBIMBRNEE=A, BER  ERIFXEBM "idle" HER , MOEMNBEZFTFTLFRESEHR
Ji"seedTemperaturelnput" , B F&FFRLTBEE. EEIHEBERES,
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CLI % :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

seedExample.json 34 :

"messages": [

{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \'"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

"BatchPutMessageErrorEntries": []

Example
2

£ BatchPutMessage RELXZE "temperatureInput" HE , LURHFATEEH ML XFH &R
BB E L BB IR,

CLI % :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

temperatureExample. json X# :
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"messages": [

{
"messageId": "00005",

"inputName": "temperatureInput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"

"BatchPutMessageErrorEntries": []

Example 3

£ BatchPutMessage RELI% "seedTemperatureInput" HE , LERAEX BN FAIERE
=

CLI % :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

seedSetDesiredTemp. json X4 :

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
e R
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"BatchPutMessageErrorEntries": []

EHIEE MQTT B E Amazon loT Events

WMREWNEBERITTERFLEMEM "BatchPutMessage" API, BRILERARER MQTT EFIHEH
BHERI%EE| Amazon loT Core SHERIE , M AT EL612 Amazon loT Core EBMN ST EEBIEEEM
F) Amazon loT Events i A, LA T2 Amazon loT Events EBHNAE XL , ZHNEXA MQTT £
M "areald"M"sensorId"HWAFER , UARHE 18 "sensorData. temperature""temp" FEH
WFE , HEXEHFRIEIEINMN. Amazon loT Events "temperatureInput"

CLI %5 :

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json
seedSetDesiredTemp. json X4 :

{
"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/anotheRole"
}
}
1,

"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23"

AL : [F]
MREBEFELUTERABKRIET —FBXEB "update/temperature/Area51/03"HE L.,
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{ "temp": 24.5 }

XS HBIEHIEE , FIF Amazon loT Events #1177 LLT "BatchPutMessage" APl A —#.,

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

spoofExample.json 34 :

"messages": [

{
"messageId": "54321",

"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 24.53} }"
}

EHAEK Amazon SNS jEH E Amazon loT Events
AT R "Area51" #RMESSSHI4E KA SNS JEE RH,

Amazon loT Events AJLA5 Amazon SNS 5% , RERNBINEHERKMEAEH, KTETR
Amazon loT Events ®MEFEHI ( 45512 “Areas51” MBS ) WL Amazon SNS SEE., XL REIRE
AT Amazon loT Events M A SRS E 44K Amazon SNS BHAWEHMANAE , HBATE
Amazon Amazon loT Events SNS 4 & F LU 1735 B iR MBS Hv5a KIhee.

Heating system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
"detector":{

"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature
{}1}3}, "eventName":"resetHeatCool"}

4 Amazon SNS JHE 73



Amazon loT Events FEANGIER

Cooling system off command> {"eventTime":1557520274729, "payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"

{}3}3}, "eventName" :"resetHeatCool"}

E P E DescribeDetector APl Amazon loT Events

) DescribeDetector APl Amazon loT Events R F SR ZE X ISGER NS SFMNFMES, It
BETRA T BEERNESHN LIRS, TEENEFITES. BEFEAL APl , &0 LU Amazon loT
Events #RN SV EBPRAS , ML EHLE TEREN AL, 2 HNEE,

CLI &% :

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area51

M R

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

.

{
"name": "rangelLow",
"value": "15.0"

.

{
"name": "noDelay",
"value": "false"

.

{
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"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},

{
"name": "averageTemperature",
"value": "19.572"

},

{
"name": "allowedError",
"value": "0Q.7"

},

{
"name": "anomalousHigh",
"value": "60.0"

},

{
"name": "reportedTemperature",
"value": "15.72"

},

{
"name": "goodToGo",
"value": "false"

}

1,
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"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"

iy

"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

¥$ Amazon loT Core # N 5|2 AF Amazon loT Events
AT HNSF Amazon loT Core MQTT SEEEREFEMBERBEEHNAH. HEIMRIZ Amazon loT

Core FHENBEHZFNENMNXEENL T MAKENSAKE, BT , RITELTER
"Area51HeatingUnit" # "Area51CoolingUnit" BT,

CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule. json

ADMShadowCool0ffRule.json 34 :

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
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}

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

ADMShadowCoolOnRule. json X4 :

"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

ADMShadowHeatOffRule.json X4 :
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{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

W7 : [ZE]

CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

ADMShadowHeatOnRule. json X4 :

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
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"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
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X B 7E PR EE Al & R EAV R /E Amazon loT Events

Amazon loT Events AILAER N EIEESH T ESHITARERE, EUEXNERFELERITE R
FIRELE , EFHFERETH M Amazon BIR. THMMAEENBESUXLRE | HoIEN &5
YIRS/ B B IR R

® Note
ERNBFREPREITHN , TUNFRRBBERENSHREARER,. AXRESZER , F5
B &RIE o

Amazon loT Events XU T A FEER TS HIRETEMNIRE -

e setTimer BIEitTATES,
e resetTimer EEITATES,
« clearTimer MIBRITETES,

« setVariable B|EZTE,

Amazon loT Events X3FU T A& E R Amazon BRERVIEE -

« iotTopicPublish &#mAXx MATT EBRIEE.

 iotEvents FEIEAR AENF N KEE Amazon loT Events .

-« iotSiteWise FHIEBLRIEZE Amazon loT SiteWise 1 BY 5 7= & 1.
» dynamoDB [l Amazon DynamoDB & K& ¥z,

» dynamoDBv2 [] Amazon DynamoDB & &% ¥z,
 firehosef§##E &% Amazon Data Firehose o
» lambda A Amazon Lambda B

* sns HHBERHIXBHRIE,

* sqs FEIERHE Amazon SQS BAFI,

£/ Amazon loT Events A& it B85 M Al sh4E

Amazon loT Events XIFUTAFERERITHSRRRETENIRE -

EAREE 80
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« setTimer Sl itAI&s,

« resetTimer EEITHIES,

« clearTimer MBRITREIES,

« setVariable t|ETE,

RE T ERIRE
Set timer action

setTimer 4B LALL &6 —MSERaT A AR 7y B A T AS 25,

More information (2)
SIS , XAEEUATSH.
timerName

T B BR B9 B FRo

durationExpression
(A% ) itedERAvIRELatE , AR N B,
BEMNBRIXNITEEROA TEANKBENER, i, WREFITERREN 60.99
¥, NEZNRREXNVITESE RN 60 ¥,

BXEZEELR , i3 Amazon loT Events APl £ SetTimerAction,

EE I8T33
Reset timer action

resetTimer RERLILEFITHRRENMAITENFENRAREXNER,

More information (1)

EEITAEN | EATUEEA TSI,

timexrName
1T 23V B 7o

REITHERERE 81
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FRARER

Amazon loT Events EEiTEI 8 A2 EFITEFEFRRER,

EXEZELR , 5 Amazon loT Events APl &£ A1 ResetTimerAction,

BERIT B BR IR 1F

Clear timer action

clearTimer BT LALL &I BREN A 1T AT RS

More information (1)
BRIt AT ERRT , BATUEEA TS,
timerName

A BR A B #Ro

BEXEZEELR |, 2@ Amazon loT Events APl ZZd ) ClearTimerAction.

BEEERME

Set variable action

7!

setVariable BETLILEZCIEZEEREEENTE,

More information (2)

BIRTER , BYTIEEATSH

variableName
TENER.

value
TENHFE,

EXEZELR , 5 Amazon loT Events APl &£/ SetVariableAction,

ERRIT Y BRI A

82
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Amazon loT Events A EH it Amazon RS

Amazon loT Events XU T RIFEER Amazon RS HIRE -

« iotTopicPublish &#AEXx MATT EBHIEE.
« iotEvents MEHEUEM AEBNF KX KIEZE Amazon loT Events ,
« iotSiteWise FHIIELIXZE Amazon loT SiteWise I &= & M,

« dynamoDB [ Amazon DynamoDB & &= ¥4z,

» dynamoDBv2 [] Amazon DynamoDB & &K% ¥z,
« firehose¥§##E &% %l Amazon Data Firehose .
« lambda @A Amazon Lambda BI¥K.

* sns FFEIEER HIEBHRIE

* sqs FEIE KA E Amazon SQS BA 5.

/A Important

o WA ATE Amazon loT Events AR EFEAH Amazon RS EFRMEREH Amazon X,
BXXENXESIER , SN Amazon Web Services —fi&5E F ) Amazon loT Events i
BRHEH,

« £ Amazon loT Events #2/EBIZE fth Amazon &iREt , XMEHHERBK Amazon X1,
IR &GN Amazon X3 |, MR Amazon BIR ATRESIEZI[E) &,

ZRIANER T , Amazon loT Events £ W {ERIEE K JSON R ERNE, WBREERAREE
BRENBERLFIFN AL IRENSEHNEENFIERE/EN. ERBERENR , EUFEARNBIRE
RN. BXREZER , BZHATIHE, BN ESHHIERN REXFMAmazon loT Events APl &
WA A EEIE

Amazon loT Core

loT topic publish action

% Amazon loT Core #{ERFEBEL EERE XA MQTT Amazon loT JHE ., BXxXEMNXE 5
& , IS M Amazon Web Services —fi8 & Y Amazon loT Core i = R Bl

fEF E M Amazon RS 83
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Amazon IoT SHEREBBEIMNAM Amazon loT HFIHEITREFIRAIZEEREEE iR, X
EZER 5 (Amazon loT FAARIER) RFHRZBEEHIL,

More information (2)

RM MQTT HER , BXFEEATSH.
mqttTopic
BUIZHEN MQTT £&
BRI ERAERNRERP U ENTERAMA , EEITHREFAME L MQTT EBE MK,

payload

(L) MIABRARBEE TN B[E I ML IRENEHNESNMERESE/ER. L
N, BRI BEN 15, BXEZEER , 5 M Amazon loT Events (APl &) AN M
Ho

® Note

FRME NN EHY Amazon loT Events RS AN KRIEEF 7 Ziot :PublishM R, BEXRE
ZEE , BSH WEHMIHEEE Amazon loT Events,

BXEZEER , 555 Amazon loT Events APl &1 # lotTopicPublishActions

Amazon loT Events

loT Events action

% Amazon loT Events & /ERF S 3EE Amazon loT Events fERBIA X% E, BXxZENXE
&K , iES W Amazon Web Services —fi& Z&Z& ®H Y Amazon loT Events i 2 F Bl #l

Amazon loT Events AR KIEIRRBRIRBZHEOHNHESR ZTEIL , HELESEH L ER L
B, BXEZER , 5S4 E Amazon loT Events ? £ {Amazon loT Events F X A R 3E
) #,

More information (2)

[ & 3EEIERT Amazon loT Events , 4538 ELL TS,
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https://docs.amazonaws.cn/iotevents/latest/developerguide/what-is-iotevents.html

Amazon loT Events FEANGIER

inputName

EUEIER Amazon loT Events i A & #ro
payload

(A% ) MIABRABEBEEXRENSEN MR IRENSHNEENFMERE/EXN, It
N, BIEA LB EN A, BXEZEER , 55 HAmazon loT Events {API &) HHAEMMR
Ho

® Note

BRI ZN R Amazon loT Events RS ABHEEET T
Ziotevents:BatchPutMessage R, BEXBEZER , FZH WEHMIAREE
Amazon loT Events,

BXEZEELR |, 1% Amazon loT Events APl 2Z ) lotEventsActions

Amazon loT SiteWise
loT SiteWise action

% Amazon loT SiteWise BERF R BIE X IZ B FH R =B Amazon loT SiteWise, BXx X
KX FIEK , SN Amazon Web Services —fix5# $#) Amazon loT SiteWise i = FHELE .

Amazon loT SiteWise B—IEERS , Al EAHEWE, ALAMOoMKBEITLREHNHE. B
XEZEER |, 1551 (Amazon loT SiteWise AF#ERE) H M4 2 Amazon loT SiteWise ? o

More information (11)

B PR EF B M & EHIER Amazon loT SiteWise , AIIEEUT S,

/A Important
EZIRHIE , BUAER Amazon loT SiteWiseF I AR =& 1.

- WMREFEH Amazon loT Events #2#|& , MAHIEEpropertyAliasAARiR B #R& ™=
&t
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- WRMEA Amazon CLI , MAGIEEHF —PMpropertyAliassm
Npropertyld, assetIdREFHEIMRB IR A~ %,

EXESES | 5 MAmazon loT SiteWise (FSIERTY oy T BIERM S 2E =8
e

propertyAlias

(ALt ) REBHMAE. BEAEERER,

assetId

(Tik ) BLEEEMENETH ID. SHTLIEERER.
propertyld

(L ) BFENEM ID. BHAMEERER,
entryId

( Ak ) LR EAME—FRIRS, BAAERSKE ID, REEHNRENBESERESHTHE
Ro MIMENFAVME—FRIRR, BRAUEERER,

propertyValue

BEEXEBEMEFAGENEN,
quality

(k) REBEHENRE, EL4%179 GOOD, BAD = UNCERTAIN, BHAILUEERIER,

timestamp

(L ) SBENEBERNEN, NMREREELE , NN NEHTE,

timeInSeconds

KA Unix Lt E#EIANRE (AW HIEN ) . BREEE 1-31556889864403199
28, BHaiEERER.
offsetInNanos

( /iE ) MtimeInSecondsEHHNAMRBE. BRCEETE 0-999999999 2 [H, &b
ALEERIER,
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value

—NEERTEHENSM,

/A Important

BT ENATEERE 2 — , EABURTEENE~BE N dataType, BXES
£8 , 3% Amazon loT SiteWise APl S# f#J AssetProperty,

booleanValue

(Wit ) BEBHEER—NM/RE , ZEXJN TRUE 5 FALSE, BHAILUIEERIE
X MEFEARER , WIHEERRN A HRE,

doubleValue

(k) AEBHEARBEE, SwalEEREN, NREARER , NITEERN
ARNBEE.

integerValue
(k) BEBUHENBERE, SEUUEERER. MREARERX , WiIHEERNH
B¥IE,

stringValue

(ALt ) AFEBHENFRHS, EEAUUEERER. IREARENX , WTEERNR
FREBE,

® Note

R M HN R &R HY Amazon loT Events RS AN EFERIEFTT
Ziotsitewise:BatchPutAssetPropertyValue®fR., EXxEZELE , FSR W E
4 Fi5 B EE Amazon loT Events,

BXEZEER , i3 Amazon loT Events APl ZZ ) lotSiteWiseAction,
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Amazon DynamoDB
DynamoDB action

Amazon DynamoDB #/E A LA it G H3E &% E DynamoDB &, DynamoDB {HFE—NJIAT#
BIEEREERNEFTHIMEBREMEXN . BXxZEFENXEIIER , B2 M Amazon Web Services —
>Z5 8 Amazon DynamoDB i & F B E .

Amazon DynamoDB & —f£ £ & NoSQL HIEERS , RMUREM AN ERE | BB ST T4
V'R, BXEZELR , 5519 (Amazon DynamoDB FF X &1ER) HHIH+ L2 DynamoDB ?

More information (10)

f£[@ DynamoDB &/ — 5l K = HIERT , BATIEEUTSH,
tableName

EWBIEH DynamoDB £&Z 5. tableName EH4H S DynamoDB REI KRG B HITE, &b
ALEEERER,
hashKeyField

BHEE (BB XE ) B hashKeyField EA4HE DynamoDB REI 2 X EILHE , &
A EERER,

hashKeyType

(it ) BEBNBUERR, BHEBEBWESIN STRING 5 NUMBER, BRIAN STRING, &
A BUEERIER .
hashKeyValue

R&HBIE, hashKeyValueff AEHRER. XLEERESITHRERBE, SEATUIEERR
o

rangeKeyField

(k) SEER (MR EEFR ) WA, rangeKeyField {E&415 DynamoDB REVEEF 2
th, S ALIEERER,
rangeKeyType

(k) SEERMEBIERE, BHBRAMWESIN STRING 5 NUMBER, BRIAR STRING, &
WA LIEERIER,
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rangeKeyValue
(% ) SEERME. rangeKeyValuefFABRER, XLEBIRTZS/TRIBHEE. BHA
EERER,

operation

(AL ) ERTHRERE, SUTEERER. REEBXARATEZ—
« INSERT - ¥R N #FHUUE A E DynamoDB &£H., XZHMINE.
* UPDATE - £ ¥ ##E E %1 DynamoDB &AM B LI,
« DELETE - Bk DynamoDB XH K I E T,
payloadField
( miE ) BUBUREB XA EL DynamoDB FIE#. BRINBFA payload, B AILIEER

payload

(L) RN AR BEE TN B[ EHFI MK IRENSHNEENFMEREE/ER. I
N, BRI BEN 18, BXREZEER , S HAmazon loT Events (APl ZZ) AN R
o

MERENERATLRERFRHSR , N DynamoDBAction &¥F3E JSON HELU—#HFFRE
A DynamoDB %, DynamoDB 2% #& LA Base64 w3 XA RN E REIE. payloadField &
N payload-field_raw, EBAILAIEERIER,

(® Note

FR M INE R E Amazon loT Events RS A K KR F T i%dynamodb : Put ItemtX R,
BEXEZER , HZHA N HMIAEEE Amazon loT Events,

BXEZER , 2% Amazon loT Events APl £ZDBAction® #J Dynamo,
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Amazon DynamoDB(v2)

DynamoDBv2 action

The Amazon DynamoDB(v2) #4E Al SAiL S B I#EE A DynamoDB k. DynamoDB &{HH—4
BN ATEREEREERABTIHESEEN,. BEXxXFENXEIEK , 5 ML Amazon Web
Services —fi§SZH M Amazon DynamoDB i 5 Fl EL &l

Amazon DynamoDB & —f£ £ & NoSQL HIEERS , RMEREM AN ERE | BB ST T4
VB, BXEZEER , 20 (Amazon DynamoDB F .4 &E1ERE) FHI T4 E DynamoDB ? ,

More information (2)

EFHIERIEZE DynamoDB RIS ANFIET , BATIEEUA TS,
tableName

BEREIES DynamoDB {RE . EBaJUIEERER,
payload

(A% ) MABRABBEEXRENSEN MR IRENSHNEERNFMERSE/EXN, It
N, BIER L BEN A, BXEZEER , 55 HAmazon loT Events {API &) HHEMHR
Ho

/A Important
BMABRELIR JSON, B A UEERER,

® Note

B4R B AN EVRHY Amazon loT Events BRS A KK IR F T i%dynamodb : Put ItemiX R,
BXEZER , FSH NWEHHIERIEE Amazon loT Events,

BXEZELR , 29 Amazon loT Events APl $Zf1#J Dynamo DBv2 &4k,
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Amazon Data Firehose

Firehose action

Amazon Data Firehose 2 E R 1F S EIE KX F Firehose fE#if. BXxXFNXEIIR , FSH
A Amazon Data Firehose & i1 m MELET, Amazon Web Services —fix5#

Amazon Data Firehose 2 —M T2 ENRS , AT S ELFERS (LD E 2 F7#R
% ). L G#Redshift, 3% ARS ( OpenSearch RS ) M Splunk £ B /Yt 32 S mh R IR,
OpenSearch EXxEZ{EE. , 5 (Amazon Data Firehose FF 4 A RIEF) FHHLE Amazon
Data Firehose ? o

More information (3)

[0 Firehose &R AIEHBIER , XM EU TS,

deliveryStreamName

EIRBIEM Firehose & 57RH & #Ro
separator
( mik ) B LAMERA F R 2 RA RS B AIEE Firehose R HIREVELBE. P RFAESLIZ
"\n' (#THF). "\t' (HRF). '\r\n' (Windows 1T ) H"',"' (iEF ),
payload

(W& ) RAERARTEEX RN BER LML RENEHNEERNMEREEN, I
A, BRI LLBEN 18 . BXREZEER |, S Amazon loT Events (API &) FHEMM
o

(@ Note

HR NN EHY Amazon loT Events RS AR KRIEZRF T 1Zfirehose : PutRecord
R, BEXEZEE , TSR WEHMIEREE Amazon loT Events,

EXEZELR , 5 Amazon loT Events APl &£ fH FirehoseAction,
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https://docs.amazonaws.cn/general/latest/gr/fh.html
https://docs.amazonaws.cn/firehose/latest/dev/what-is-this-service.html
https://docs.amazonaws.cn/firehose/latest/dev/what-is-this-service.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_FirehoseAction.html
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Amazon Lambda
Lambda action

% Amazon Lambda B4R T E A A Lambda B#. BEAXAXIEFEMNXFEIIER , 5 W Amazon Web
Services —fi§5# $# Amazon Lambda i = FfEc

Amazon Lambda 2 —HitERS , AFEEFTMESEERRSI|INERTETRB. BXESZE
B |, B 42 Amazon Lambda ? £ {Amazon Lambda FF & AR IEF) A,

More information (2)
A Lambda BEAET , BATUEEUA TS,
functionArn

EiFAM Lambda BEH ARN,
payload

(A% ) MIABRABEBEEXRENSEN MR IRENSHNEENFMERE/EXN, It
N, BIEA L BEN AT, BXEZEER , 55 HAmazon loT Events {API &) HHEM R
Ho

® Note

H{R NN EH Amazon loT Events RS AN RKETT
Zlambda:InvokeFunctionf R, BEXEZEE , B5H WE KB FGRIEE Amazon
loT Events,

BXEZEELR |, i3 Amazon loT Events APl £ LambdaAction.

Amazon Simple Notification Service
SNS action

Amazon SNS =BT K A IRETLLLLE X Amazon SNS SEHE, BXXFNRXEIIXK , F5
E Amazon Web Services —fi%#ZZ H A Amazon Simple Notification Service i = F B E o
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https://docs.amazonaws.cn/general/latest/gr/lambda-service.html
https://docs.amazonaws.cn/lambda/latest/dg/welcome.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_LambdaAction.html
https://docs.amazonaws.cn/general/latest/gr/sns.html
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Amazon Simple Notification Service (Amazon Simple Notification Service) & —I1 Web RS , A
FHAMBEERITRARSREFHEERNRKRE, BXRELEEL , 52H (Amazon Simple
Notification Service FF X E#E5®) WL =Z Amazon SNS ?,

® Note

Amazon SNS B % i EFR X #Amazon SNS FIFO ( &3tk ) =8, ATMNGIZER
—M5x£ 2 mRERS , R ATaEF %, Amazon SNS BELEBRNIEEIRFE RES,

More information (2)
K% Amazon SNS JHER |, BATUHEEU TS,
targetArn

EUCHE 2B Amazon SNS B 589 ARN,

payload

(A% ) MABRABBEEXRENSEN MR IRENSHNEERNFMERSE/EXN, It
N, BIER L BEN A, BXEZEER , 55 HAmazon loT Events {API &) HHEMHR
Ho

® Note

FRME IR EHY Amazon loT Events RS AR KRIEEF 7 iZsns : PublishM R, BEXRE
ZER | BFSHE NWEHMIEREE Amazon loT Events,

BXEZELR , 259 Amazon loT Events APl $Z f#§ SNSTopicPublishAction.

Amazon Simple Queue Service
SQS action

Amazon SQS #ER LU HIERIXZE Amazon SQS BAYl, BEXXENXESIR , 5
E Amazon Web Services —fi&5 & 5 Amazon Simple Queue Service i 5 F EL &l o
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https://docs.amazonaws.cn/sns/latest/dg/welcome.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_SNSTopicPublishAction.html
https://docs.amazonaws.cn/general/latest/gr/sqs-service.html
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Amazon Simple Queue Service (Amazon SQS) £ T —1MNZ2, FAETHWEERS , LA
WEERNMIPESHABRGEREEANLE., EXEZEER , B2 (Amazon Simple Notification
Service F A &Hm) HH XL ZE Amazon Simple Queue Service>,

@ Note

TS5 SQS #BEFX#F >Amazon SQS FIFO ( EALH ) T, HTHMNGIBR—IM%E
25 mNRS , Rt ATsER A Amazon SQ S BERERMNIEEINFEREE.

More information (3)
FHIE LT Amazon SQS BAFIET , BABIEE TS K,
queuelrl

BIREIER Amazon SQS BAFIEY URL.,

useBaseb4

( Wik ) REIEE , NRHEIE Amazon loT Events 47587 Base64 XA, TRUEERIA A
FALSE,

payload
(L) MABRARBEE TN BB G MK IRENESHNEENFMERSE/ER. I
N, IBEALBEN 1. BXREZELR , 5 M Amazon loT Events (APl 2#) hAM M
o

(® Note

H R B INEIEEY Amazon 10T Events RS A RBEIR T 7 i%sqs: SendMessagefX R,
BEXEZER , B2H NS HHHRIEE Amazon loT Events,

BXEZEE , S Amazon loT Events APl 2Z H /) SNSTopicPublishActions

&t a] LAEFH Amazon SNS 1 Amazon loT Core NI 5|2k it % B, Amazon Lambda X fEE A
DAEREMARS ( Hla0 Amazon Connect , EZER AR BREMAK (ERP) AR ) RFEUR
£,
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https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
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® Note

EXRREMLGE REHTEICR , B LAERAEM Amazon BRS |, #1280 Amazon Kinesis, &
&, A LRI L oW , REFER Amazon loT Events 19 i A &% B3R 28,

Amazon Simple Queue Service 95


https://docs.amazonaws.cn/kinesis/index.html
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ATk, HiRNGBEEHAHRENRIEN

FAXNATIREEABE., FITIHEURBERNEMRMEKYE T AESERESIIRESEHR, Amazon loT
Events 2t 7T /LR ECIZFMEFIRN BB IEEEBN S E. BUFEAREIXRIEEXFE , t
Amazon loT Events AILAEIEERFEEBZ BN RIERXKRE,

FT
o AT IFIE R R EIEMNE IRIEMNIEE Amazon loT Events
« WRIEZR RHBIF FHE Amazon loT Events

T %1% 1% B BE R E IEEREE Amazon loT Events

RIAXNEBHE T AT RRZEIRENE IREMNIEE, B LME Amazon loT Events RiAR REHA X
F. ZEH. B S ANERER, BEAEXLAY , B 0EE AR IENRIER R E Y B
MEAE, IITITE., BEZ/SE  AERVBERDHHEHESFZEHRE,

BN

o FEEH
- FREH
- WR{E

EEA
—TizE
* FEE (FR) !
« FEE (B&L) @~
« BE (BR) -
FIRFER
o BREE o+

AN RERBLTMRFRE, FHEXRLAFELESS () R
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FRARER

L/
- I (+)

gl : 'my' + 'string' -> 'mystring'

AN REBBLAREF .

« W -

B/
BRIZERNOERANERE , RIFRER ( RBIBERE ) FELE -2 DPE,

o« ;¥
AL ( BE)
-

flzn - 13 | 5->13
5:&

f5ltn : 13 & 5->5

. ﬁgﬁ:/\

fHlgn - 13 A~ 5->8

e JE:~

Fln ;- ~13 -> -14

WRE

« PF <

« PFHET : <=
« &F . ==

« FFT 1=

« RFHET : >=
« KF:>

- 5:8&

« ||

i1
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® Note
|| WFREXBERENNBIEN , ZFRIEFHEAN false,

B S

R LMERABEESNREXFHREBRITSEH,

E £ Amazon loT Events RiIARX P ERAN LR

Amazon loT Events 2t 7T —4A N ERI , A THEBERNMB[EEREINWIIEE, XERBLFITHERE
M, KA ZTERE, MASERNG, mARIE, FHERRENRNEZE, BYRAXLLEDRE ,
& a] LA & 2, Amazon loT Events 20838 %8 , NS VBN R AR FHEBARE,

NE R
timeout("timer-name")
MREEMNITHRESE , MITER true. ¥ “timer-name” BN EE LW ITETEFHB R
(FABIESRR) . EEHERED , BULLENITES , ARBoitetsE. EEITRERIERE

BIENXBITETE. S M FE detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timexrName,

MRS T RENITA SR ATUES — MRS THEI A, EHASIAITTNERIVRS 2, S5
[A] S B2 T B BR AT AL BV IR ZS

Bl | RN EREHMPIRA |, TemperatureCheckedfRecordUpdated, &EBIET —
MNTemperatureChecked4 FiZRASHIITAIER. BYLBE R ZTemperatureChecked M ,
ARG F BEfE iZRecordUpdated N A it Bt 85,

N T HREEYE | ITEER AR N &ERE S 60 B

(® Note
timeout () RFEITAIESEFREHE EXREMIRE true , Z/FIRE false,
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convert(type, expression)

TTEANERRNEERBENREIXNE. ZtypeEHXIAStringBoolean, HDecimal, FH
HP M XBFHIUENTEZRBEFITNFIHENRER. REUATERERDHREERE :

« WRE-> Z/H

REFA/FER "true" = "false"s
- NBE > FRH
- FRFH-> mRE
- FRB->/DRE

EENFHRLARNBENERRRER , BN convert() HEMK.

WR convert() RKREIERE , UCHBEBHRERNLEN, LEREZRTF false BEF2fX
actions Y EEMERAREIXNKENEHN — O MIEEM nextState,

isNull(expression)

ERARNBRERNZERITE true, Fl0, IR A MyInput WEERE { "a": null }, WA
Tit&A true, 1B isUndefined($input.MyInput.a) itE A false,

isNull($input.MyInput.a)

isUndefined(expression)

MERAIXKRENL , MitERtrue, Hla0 , MEHHwA MyInput WEEE { "a": null },
MEATItER false , 1B isNull($input.MyInput.a) IT&E RN true,

isUndefined($input.MyInput.a)

triggexType("type")

type {ETBER "Message" W "Timer"., MRE N IR E T MY H HIMOEHF 43T
G, WiTER true , MTFHIFFR.

triggerType("Timer")

HEWE T RAHEE

RIEXEH 99



Amazon loT Events FEANGIER

triggerType("Message")

currentInput("input")

MRRAKBTIHEENHAHEMNEHANE4ZEHRTIEMEG , WitER true, Hl0, MR
A Command WZEIHE { "value": "Abort" }, MEATITER true,

currentInput("Command")

ERALEBRBIERER N EWRESEM A Bitetsf RS B EETERG , WA TRAKXAR
Ro

currentInput("Command") && $input.Command.value == "Abort"

FAF R IUE B

startsWith(expressionl, expression2)

MRRB-NFRHERAIXAE-ANFRHBREXTTL , MWIFER true. Hlt0 , MRHA
MyInput WEEE { "status": "offline"}, M TITENRN true,

startsWith($input.MyInput.status, "off")

AN REAWITEERLANFZHEE MREF-REANITEERBIEFZHFRE , NEHHW
GRAENL. THTEMELR,

endsWith(expressionl, expression2)

MBE-NEFEREXNUEFEANAFZTHFERERNLERE , MITER true, Bl , MEBA
MyInput IKEEE { "status": "offline" }, MUATFITEXR true,

endsWith($input.MyInput.status, "line")

ANRBANITEERSANZHEEH, IRE-REANUTEERBAIRFRHRE , MK
FERREL, FHITEMER,

contains(expressionl, expression2)

MREF—-NFHERERBEENFEFBERER , WitER true, 0, MEBA
MyInput WEEE { "status": "offline" }, MEATIHER true,
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contains($input.MyInput.value, "fli")

ANRBANITEERSANZHEE, IRE-REANUTEERBAIRFHRE , MK
ERREN . THATEMER,
B BRBIRERE

bitor(expressionl, expression2)

TTEERRERAWIRME ( NEBEHOMENVRT#HREE ) . e, RHE A MyInput I
FEE { "valuel": 13, "value2": 5 }, MUTItER 13,

bitor($input.MyInput.valuel, $input.MyInput.value2)

ANREAWITEERBLANBHE NREF-XREAVITEERBIRERE , NHHNS
RAEX . FHTE[AELR,

bitand(expressionl, expressionZ2)

TEBRREANENS (NEBRWHEBRNToH®EEEZE ), Fln, MEHA MyInput I
ZEE { "valuel": 13, "value2": 5 }, MLATit&XR 5,

bitand($input.MyInput.valuel, $input.MyInput.value2)

ANREAWITEERBLANBHE NMREF-REAVITEERBIRERE , NHHNS
RAEX . PRHTEAELR,

bitxor(expressionl, expressionZ2)

TTEERRARNNVIRURS ( NEBWERURIT-HGEHFHEE ). flin, WREA
MyInput WEEE { "valuel": 13, "value2": 5 }, MEATFitER 8,

bitxor($input.MyInput.valuel, $input.MyInput.value2)

ANRBANITEERBETNBEREH, IRE-REANUTEERBIRBYE , NRHBNE
RAEX. FHTEMELR,

bitnot(expression)

TEERREAAWRMVER ( NEHPNMITZHIIRREE ) . a0, RHE A MyInput K
BEE { "value": 13 }, MEATFITER -14,
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FRARER

bitnot($input.MyInput.value)

ANRBEANITEERBLTNBEREH, IRE-REANUTEERBIRBYE , NEHHNE

RAEX. THITEMELR,

Amazon loT Events RIEXFHANELTENSZE

A
$input.input-name.path-to-data

input-name & A CreatelnputiRYERIE R 5 Ao

Bl | MRIEHE—NEHN TemperatureInput WEA (BREENLT

inputDefinition.attributes.jsonPath %&B ) , MXEETESEAEUTITHAFEF,

"temperature": 78.5,
"date": "2018-10-03T16:09:09Z"

E5|AiZ temperature FERWE , EEAUTH R,

$input.TemperatureInput.temperature

NTEARANFE , BASMER [n] ReIAHRARNKR. flW, SEUTE :

{

"temperatures": [
78.4,
77.9,
78.8

1,

"date": "2018-10-03T16:09:09Z"

}

78.8AILAEA LA T an 5 5 AiZfE.

$input.TemperatureInput.temperatures[2]

REXFRANZENSE
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TE
$variable.variable-name

variable-name & {E A CreateDetectorMode i@ EE X NETE,

Fln , MREFERAENLT —1MNE AN TechnicianID WEE ( &BEH
detectorDefinition.states.onInputEvents.actions.setVariable.variableName
ENTZEE) , WAUEAUL TSI ARER T ZEEN (F/RH) E

$variable.TechnicianID

HEEFEH setVariable BERRETENEH. THRAREAFVEERE, TETEHFEUER
Eo ﬁ“ﬂﬂ , fﬁz:ﬁﬁﬂgﬂﬁmﬁ null,

@ Note

EFEATER ( EMKRER ) EX[a-zA-Z2][a-zA-Z0-9_] *WFRiRFMEI A , KR
515 () MXERIRFEER, flan , NEFEHN _value BWFBERHNEN MyInput BH AH
S|SB ZFERIEEN $input.MyInput. _value ',

HEEREAPEASI AN , FREUTRAE :
- HERSIAEFEN NS NEEFNRERN  BRESIANMEREREGRE,

Blan | EUTRERXA , B 2 2 == M & EEFNVRER. N BREERE
A , $variable.testVariable + 1 f $variable.testVariabledJ 5| B I,

A, B 1 RZEF+RIRER, Eilt |, $variable.testVariable 405 AR K/,
‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- HEEASIAENEREARBPVEZTEN , FRRIZERZIEZE5|ANKRIERE,

Fln | LA timeout("time-name") HBEBEEHENSI SN EZRNBENBZTE, NREHASIHAE
Ntimer-nameld , NSHRERANE|ISE5|HAFZHFE,

timeout("timer-name")
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® Note

XtFconvert(type, expression)BE#¥ , MREFEASIAERNtypefd , WA ITES
R4 RStringDecimal, ZBoolean,

Amazon loT Events RIAXXFEYM, +#H. FHENHREERE, TRERT FTRENRENW
LIk

B, FRB
B, ®wRE
PE. FRS
PMRE. fRE
FREH, WRE

Amazon loT Events Xz S #iE R

'${expression}"’

${} BEFEIRANBEEFAER, expressiond LLEFE Amazon loT Events ®RiER ., XB¥Eiz
HEF, EBAEIA.

il | & A SetVariableActioni2ERENZE, variableName & SensorID, value £ 10,

&R A0 2 LU B AR

B R GZRFRER

'${'Sensor ' + $variable.SensorID}' Sensor 10
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FRARER

EHRAR ERFRER

'Sensor ' + '${$variable.SensorID + Sensor 11

1}

'Sensor 10: ${$variable.SensorID == Sensor 10: true

10}

"{\"sensor\":\"${$variable.SensorID
+ 1I\"}'

"{\"sensor\":11}"

"{\"sensor\":${$variable.SensorID +

13}

K FRE X RBIF A E Amazon loT Events
A LLBE A T ARIEEFRNB[ER PHE

« £ Amazon loT Events #Z2# &A@ A FNRER.

« JFRER Amazon loT Events APIs tE RS L iE 45,

REXXFNF, BEAF, B SIAMBRER.

/A Important
ERREIALTE| HBHR, MUE., FHFRIHRE.

E Amazon loT Events Ri&A R,
BSRUT REIAFEBIESRE Amazon loT Events RiE = :
XA

NFXFE , KEAMAEBELS| T, — M REMHAR true 5 false,

"{\"sensor"\:\"11\"}"

ERE
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'123" # Integer
'123.12" # Decimal
'hello' # String
"true' # Boolean

2=

MNTFEIR, BAEEXENEAE,
- UTwmAsIR/IE 10.01,

$input.GreenhouselInput.temperature

« LTEZESIHAZASE Greenhouse Temperature Tables

$variable.TableName

B R

NFERENR , BXER ${} , BERSINERS| SR, BRERETUNEENE, 2ER. B
¥, sl AMBRERNAS,
s LTRIEXAWITELERE—INFERE 50.018 in Fahrenheit,

'${$input.Greenhouselnput.temperature * 9 / 5 + 32} in Fahrenheit'

s UTREXVITELERE —NERHE {\"sensor_id\":\"Sensor_1\",\"temperature
\":\"50.018\"}.

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensorl}\",\"temperature\":
\"${$input.Greenhouselnput.temperature*9/5+323\"}"

FRIBEE
NTZRRREK , BAEM +. FHREREAUIENT. SEN. BH. sIANERERNE
PAN

c LTREXMWITELRE —NFRFE Greenhouse Temperature Table 2000-01-01,

'Greenhouse Temperature Table ' + $input.GreenhouseInput.date

E Amazon loT Events &&= 106
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Amazon loT Events &N 88 1& 8 7R 451

ATRM 7 ERMAE B ZF Amazon loT Events ThaE I RBIAFIZIR, RESEEANEERESEAR
BRIV ESENFERMNNNEFEZIZR. SINROIBIELENRBAE , THEBEIZRE Amazon
loT Events ®, BEFER. XLRFIER T 1% Amazon loT Events BRFHIREM , AR {4+ 5E
FENYEBERNAMAGNE#ITEEN . R Amazon loT Events AEREEX B ERNHE
M TERENIESH , ESRELTE,

£}

« =6l : F HVAC BEHI5 Amazon loT Events

o R’ —BEANUTEERNZHHEE Amazon loT Events
o RIE 70T BANR R AN B &4 Amazon loT Events

« —HMATRENILERN Amazon loT Events RN ES1E R

« Amazon loT Events A T2 EHLEIZ A

o FRRAERMRIEHEE Amazon loT Events

- =0l . EAEBEFRNAEF#IT Amazon loT Events E44 M

o =il : HeartBeat B TR ZiEHRYIRE Amazon loT Events
o 5 Y ISA B4R Amazon loT Events
I

o R~ ERER—NEEEIR Amazon loT Events

A~ ¥ HVAC JEE# &5 Amazon loT Events
EBWME

RGISSI T ERLUT R RERHER (18R ) !

« BELH—NMFRUBERTUEANEZH S NS, (FASMKEE - RUB[XH, )
« BMRUEFSRHIRBKR B REESNMRHI XEN ZME BERNERERE,

« BN ERFMNXBNRAERE (IRER ) -

« BULRN BN XKEELBRESBOER ERXESH,

oS8T LABERY (8 A XA 0 4% = 2R M AP I BR 42 BRER o

s BULAMANASNEES ARESITHE , URFENEZHRA,

- FNESRHELFIRERERNZRARRH,
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« BUNUELZERBRERER, NREA-—MERFMEEES THETEENLHRER , WINAR
REHRERIUEGS , FNBRRFHREZRERE,

ZRBIER AT I0RE

- BIEEHRNBER,

- BIEB A

o MR ABBEXEIRVF[ERE,

o hALARH

- SERXRUPHURSEE  HRERHRETENE.
- ZEZHDPNITERER  HBREFHFRETEER.

- XEUEREAIE Amazon SNS 1 MQTT JEE.

RERBEZE RS EAE X Amazon loT Events
A seedTemperatureInput A FAENXEFOIERENB[KROIHEXHBRESE.

£ Amazon loT Events BLER BZARSEN WA FERNSIRIZFEEEE, R HI5% 8 Mg
EATHREE, BE. SARMNEEBESSHENEA. FIENMABYE., GEHRFEFRMNIEEML
EAN , LAFBEH RN S ERBZBOER, RNNER , NTTRUREEEMWE,

EAM CLI %5 :

aws iotevents create-input --cli-input-json file://seedInput.json

X4 : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },

{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },

{ "jsonPath": "rangeHigh" },

{ "jsonPath": "rangelLow" },
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{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },

{ "jsonPath": "noDelay" }

M 7

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

MEMLE , 8NN B ME RSB ER KX temperatureInput,
fEFAM CLI @ -

aws iotevents create-input --cli-input-json file://temperatureIlnput.json

X4 : temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
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Ma R

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data."

£ HVAC RS RN SE R E . Amazon loT Events

areaDetectorModel ESLT%A%N%?WUE’JIVEE'R B state machine EHIEFBEEGEE
ERERER  ARBREXEEREIRSH L X ZFHEE,

EAM CLI 5

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

X4 : areaDetectorModel.json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {

"variableName":
Ilvaluell: II@II

"sensorId",
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},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "0.1"
}
},
{
"setVariable": {
"variableName": "resetMe",
"value": "false"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{

"setVariable": {
"variableName": "averageTemperature",
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"value": "$input.seedTemperatureInput
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.
}
}
1,
"nextState": "idle"
I
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&

.desiredTemperature"

allowedError"

anomalousHigh"

anomalousLow"

sensorCount"

noDelay == true"

$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",

"actions": [
{

"setVariable": {
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"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
I
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
]
}
]
}
},
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"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperatureInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
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"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
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"setVariable": {

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",
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"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
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"nextState": "heating"

"stateName": "cooling",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
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"actions": [

{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
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},
{

"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
},
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"eventName": "highTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature >
$variable.rangeHigh",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
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},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

}
]I

"nextState": "idle"

iy

"stateName": "heating",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [

RMBFERE X

122



Amazon loT Events FEANGIER

"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"

"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"

"onInput": {
"events": [

{
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"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureIlnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}
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},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
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},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",

"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"

}
]I

"nextState": "heating"

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
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($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
1,

"nextState": "idle"

]I

"initialStateName": "start"
1,
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

Ml R

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"
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BatchPutMessage BRIEZE B R4V R Amazon loT Events

FEARRBIH , BatchPutMessage AT HENXE QIR BZZFIH EXDBEESHK.
fEFAM CLI % -

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

X4 : seedExample.json

"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

"BatchPutMessageErrorEntries": []

FEARRBIF | BatchPutMessage A TIREFEAN Xig # £ 4ME BRBF R E & BREF 1R,
ERAM CLI &%

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

X4 : temperatureExample.json

"messages": [

{
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"messageld": "00005",

"inputName": "temperaturelnput",

"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"

"BatchPutMessageErrorEntries": []

EARPIH | BatchPutMessage ATEHENMNXEBHAAERE.
fEF/ CLI 7% :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

X4 : seedSetDesiredTemp. json

{
"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
e Rz
{
"BatchPutMessageErrorEntries": []
}

Area51 M BFSLHIE KA Amazon SNS JEERHI :
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Heating system off command> {
"eventTime":1557520274729,
"payload":{

"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",

"detector":{
"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

1,

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0Q

1,

"timers":{}

}
.

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,
"payload":{

"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",
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"detector":{
"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

},

"timers":{}

}
.

"eventName":"resetHeatCool"

L RBIF , FAIEEA DescribeDetector API RIREVE X IRM 2732 HI 2 BPIRAS M E B

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

Ml R

"detector": {
"lastUpdateTime": 1557521572.216,
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"creationTime":
"state": {

"variables": [

{

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :

"value":

1557520274 . 405,

"resetMe",
"false"

"rangelLow",
"15.0"

"noDelay",
"false"

"desiredTemperature",
"20.0"

"anomalousLow",
IIQ.QII

"sensorId",

Il\ll@l\ll n

"sensorCount",
II1®II

"rangeHigh",
Il3®.®ll

"enteringNewState",
"false"

"averageTemperature",
"19.572"
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"name": "allowedError",
"value": "0Q.7"
},
{
"name": "anomalousHigh",
"value": "60.0"
},
{
"name": "reportedTemperature",
"value": "15.72"
},
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
.
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector LABRIE Z2 8 R 42 9 5l Amazon loT Events

FEARBIF | BatchUpdateDetector AT ERIERE TEMNRNZBFZGINRES T,

BMNEREZARGEEEEFTENSMRNB[HTHEEN . ATERDAERRN Amazon loT
EventsERMIHt B EMIhEE, FLRMEXSNEFSH , EMRE , UEETLIARREF T RIBA
BE, NMESAEUEEARERENREN.

EAM CLI 5 :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json
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X4 : areaDM.BUD. json

"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
"value": "22"

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangelLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
"value": "0.0"

"name": "sensorCount",
"value": "12"
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"name": "noDelay",
"value": "true"
},
{
"name": "goodToGo",
"value": "true"
},
{
"name": "sensorId",
"value": "0Q"
},
{
"name": "reportedTemperature",
"value": "0Q.1"
},
{
"name": "resetMe",
"value": "true"
}
1,
"timers": [
]
}
}
]
}
el R
{

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

Amazon loT Core # NI 5|2 F Amazon loT Events

LU Amazon loT Events MQTT SEHEERNE FEFHBEREEEHRLH, FAIERIR Amazon loT
Core NHFRMBZEHRIZFH W ENKIGEL T MHAEEMNHHNEE,

W REIF | RINENLTBHA Area51HeatingUnit M Area51CoolingUnit BT,

A/ CLI 5 :
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aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

X4 : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

R : [ZE]

FEAK CLI & :
aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

3 {4 : ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",

"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
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{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

M7 : [ZE]

EAM CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

X : ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

ARz : [ZE]

A CLI 5 :

Amazon loT Core #105| 2
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aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

Xt : ADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/ADMShadowRole"
}
}
]
}
}

ARz : [ZE]

T~ —BERULTHEERMNZHEENL Amazon loT Events

TZRENNREARFEQLNIBMANFEZLEFRER , AMRKENNERN, SaRENHEDZE.
DRAHBEENMBEEEMNER (BA ). REAZTENNRINSBHHRNER

- EBENRBIEHERNF
« DIERBNEHRN R

FARBEENES (HHPEE craneld M motorid WtiE ) |, BIEA LA EYMEHENT
AR EHFNEE, HBEEHKMER , NEMEMA Amazon SNS K EBAH, BMAERTTUE
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ZRBIER AT II8E

EE 138



Amazon loT Events

FRARER

- BIE, REL, EF. MIBER (CRUD) fi Ao

- B, T, EF. MER (CRUD) BHENBEENFRRAEHRN R,
« F—RARBISNEMHENEE.

« FRARARNBRRE,

T ESEMEREREH,

BB ERGPSIARSTEHRESRHREHE.

BEEN. RE., MRFTABNBRERITENETNRGEHEE.
£ SNS E#r¥E ActionsExecutor HF#ITIRME,

KA LA B A A T B B9 44 Amazon loT Events

ARTRM T EH Amazon loT Events S SR B A, BB IRN 2518 8 F L X E LML BT BRI RHI,
XL RBIER T AR A Amazon loT Events RSB HFEENZE TS,

#Create Pressure Input

aws iotevents
aws iotevents
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://pressurelnput.json
describe-input --input-name Pressurelnput
update-input --cli-input-json file://pressurelnput.json

list-inputs
delete-input --input-name Pressurelnput

#Create Temperature Input

aws iotevents
aws iotevents
aws iotevents
aws iotevents
aws iotevents

#Create Motor
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://temperaturelnput.json
describe-input --input-name Temperaturelnput
update-input --cli-input-json file://temperaturelnput.json

list-inputs
delete-input --input-name TemperatureInput

Event Detector using pressure and temperature input
create-detector-model --cli-input-json file://motorDetectorModel. json
describe-detector-model --detector-model-name motorDetectorModel
update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

#Create Crane

list-detector-models
list-detector-model-versions --detector-model-name motorDetectorModel
delete-detector-model --detector-model-name motorDetectorModel

Event Detector using temperature input

RIE®H
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aws iotevents create-detector-model --cli-input-json file://craneDetectorModel. json
aws iotevents describe-detector-model --detector-model-name craneDetectorModel
aws iotevents update-detector-model --cli-input-json file://

updateCraneDetectorModel. json

aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name craneDetectorModel
aws iotevents delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds
sed -1 '' "s/100008/100009/g" messages/*

#Replace motorIds
sed -i '' "s/200008/200009/9g" messages/*

#Send HighPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highTemperatureMessage.json --cli-binary-format raw-in-base64-out

#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message

aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

—f A TFEEN SR Amazon loT Events 17| 251 #Y

BERENRBFHIRZHRTHIAMERETRL , FERREARERMRIRE, ETLAH JSON E
NRNBFER , ATEERS, ANMEREE, XEETUGREEENELISFRA , RERESAER
HEREER, IERFIERTEENNBHNNRUF[ER  BTRULARRE , HAEBEDRENH
Amazon SNS R HBEH, ERILENHMTEZNER TERREUELTH.

X# : craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
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"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
I
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}

RUBRER Y
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]

.

{
"eventName": "Underheated",
"condition": "$input.Temperaturelnput.temperature < 25",
"actions": [

{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}

]

}

]
}
}
1,
"initialStateName": "Running"
.
"key": "craneid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHIENRERNFER, X4 : updateCraneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{

"eventName": "init",

"condition": "true",

"actions": [

{
"setVariable": {

"variableName": "craneThresholdBreached",
"value": "OQ"
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},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions":
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions":
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
I
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}

iy

R ERE R L
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{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

X4 : motorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName":
"value": "OQ"
}
}
]
}

"motorThresholdBreached",

R ERE R L
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]
.
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
},
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"key": "motorId",
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHU AN ER, X : updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
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"init",
"true",

"setVariable": {

"variableName":
"value":

"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [
{
"eventName":
"condition":
"actions": [
{
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName":
"condition":

"motorThresholdBreached",
II@II

"Overheated And Overpressurized",
"$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",

L

"actions":

{

"setVariable":
"variableName":

"value": "$variable.motorThresholdBreached + 1"

"eventName":
"condition":
[

"actions":

{

"targetArn":

east-1:123456789012:MotorSNSTopic"

sns 2

{

"motorThresholdBreached",

"Motor Threshold Breached",
"$variable.motorThresholdBreached > 5",

{

"arn:aws:sns:us-

R ERE R L
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1,
"initialStateName": "Running"
I
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

Amazon loT Events AT B S A

ERTROIF , RITERT AERRNBEYISIZEREIREH A Amazon loT Events, ERHIREDFEE
WA, LSBT S 2 Tl iR & WA M2 M A

X4 : pressureInput.json

{
"inputName": "PressurelInput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}

X4 : temperatureInput.json

{
"inputName": "TemperatureInput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}
A
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R RIEERFMIBE/EEE Amazon loT Events

BREVERAEERENGERREHIIEEE, AT
kERBENEARBHZIMEERE, BERHEERRE
FEHRVBRE.

B N{AEe B Amazon loT Events LA&b 3 106 B7
EIR T AR BYIGERAT, I AR BIR A B 3 LA i

X4 : highPressureMessage.json

{
"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 80, \"motorid\":
\||200009\|| } n

}

X# : highTemperatureMessage.json

{
"messages": [
{
"messageId": "2",
"inputName": "Temperaturelnput",

"payload": "{\"craneid\": \"100009\", \"temperature\": 40, \"motorid\":
\nz@@@@g\n } n

}
]

X4 : lowPressureMessage.json

{
"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 20, \"motorid\":
\||2®®®®9\n } n

SHE 148



FRARER

Amazon loT Events

}

X# : lowTemperatureMessage. json

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\'"200009\"}"
}
]
}

o EREREEN N ARERFHIT Amazon loT Events 440
ZIEENZE T Z Amazon loT Events ##H AR ENERZ —. AFELEN , E25EIL,

Lt RHIVER Amazon loT Events T fE & RSB BENNARFSHRN,. BERTUMEIEAHTERE
EEHNERNZF[ER | ESTUMAELNRE. BN BRSMEBSREA, EXEENEHERN

iR E 2 R AL

{
"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {

"transitionEvents": [],
"events": []

}I

"stateName": "Device_exception",
"onEnter": {
"events": [

{

"eventName": "Send_mqtt",
"actions": [

{
"iotTopicPublish": {
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"mgttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
},
"stateName": "Device_idle",
"onEnter": {
"events": [
{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
]
},
"onExit": {

R ERERSREITEARN
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"events": []

}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_exception",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
},
"stateName": "Device_in_use",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

R~ : HeartBeat i F& 18 R iEZEM1XE Amazon loT Events

ZIRMBEAE Amazon loT Events 2# A REHNERz—. W AERRL SEAL,

O BRERFE (DHB) 7RI T Amazon loT Events ZM{AIEES7 RN PR, 1t =450 B a0 el 246
MR KD OEHE, RUNTANEXHMEELYNWE, FIRERA, EXRENEEEED
fEREER , B RMEKRETRERH Amazon loT Eventsiy % I8,

"detectorModelDefinition": {
"states": [

{
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"onInput": {
"transitionEvents": [
{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}
1,

"events": []

iy

"stateName": "Offline",
"onEnter": {
"events": [

{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{
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"eventName": "Reset_timer",
"actions": [
{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",
"actions": [
{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

w5l Y ISA 3R Amazon loT Events

ZRMZEE Z Amazon loT Events B # 8 1RIEWEIRZ —. NEEENL , ©3EEILA,

ISA iR
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"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

.
{
"eventName": "unshelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Shelved",

ISA iR
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"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

I

{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
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"nextState": "Suppressed_by_design"

1,

"events": []
},
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

iy
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{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
I
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}

15
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"

}

},
"stateName": "Normal",
"onEnter": {
"events": [
{

"eventName": "State Save",
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"actions": [

{
"setVariable": {
"variableName": "state",
"value": "\"normal\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"
1,
{

"eventName": "return_to_normal",

"actions": [],

"condition":
"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
.
{

"eventName": "remove_from_service",
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"actions":

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState":

}I
{

"eventName"

"actions":

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

L1,

: "suppression",

L1,

}
1,
"events": []
},
"stateName": "Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "unsuppression",

"actions":

L1,

"Out_of_service"

ISA iR
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

},
{

"eventName": "unsuppression",

"actions": [],

"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
I
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
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"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
}
I
{

"onInput": {
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"transitionEvents": [

{
"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"
},
{
"eventName": "return_to_normal",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,
"events": []
I
"stateName": "Acknowledged",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
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{
"setTimer": {
"seconds": 60,
"timerName": "snooze"
}
}
1,
"condition": "true"
},
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
.
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

o~ ERER N REHEIR Amazon loT Events
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"detectorModelDefinition": {
"states": [
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{
"onInput": {
"transitionEvents": [

{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"

},

{
"eventName": "reset",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
},
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{

"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"

fE R
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}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions":
{
"setVariable":
"variableName": "threshold",
"value":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"

.threshold",

}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions":
{
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"setVariable": {

"variableName": "dnd_active",
"value": "OQ"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
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iy
"stateName": "Alarming",
"onEnter": {

"events": [

{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
},
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ses:GetIdentityVerificationAttributes",
"ses:SendEmail",
"ses:VerifyEmailIdentity"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [

"sns:Publish",
"sns:0ptInPhoneNumber",
"sns:CheckIfPhoneNumberIsOptedOut",
"sms-voice:DescribeOptedOutNumbers"

1,

"Resource": "*"

.
{

"Effect": "Deny",

"Action": "sns:Publish",

"Resource": "arn:aws:sns:*:*:*"

1,
{

"Effect" : "Allow",

"Action" : [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource" : "*"

}
]
}
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import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses')
sns = boto3.client('sns"')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to

or from.

def check_email(email):

if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):

logging.info('Verification email for {} sent. You must have all the emails

verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
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return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):

logging.info('Received event: ' + json.dumps(event))

nep = json.loads(event.get('notificationEventPayload'))
nep['alarmState']
'Alarm ' + alarm_state['stateName'] + '\n'

alarm_state
default_msg
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')
alarm_msg = "{} {3} {3 at {3 UTC ".format(nep['alarmModelName'], nep.get('keyValue',
'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'
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emails = event.get('emailConfigurations',

logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [])
bcc_adrs = email.get('bcc', []1)

msg = default_msg + '\n' + email.get('additionalMessage',

LD

subject = email.get('subject', alarm_msg)

fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)

if (fa_ver and tas_ver and ccas_ver and bccas_ver):

ses.send_email (Source=from_adr,

Destination={'ToAddresses': to_adrs,

'BccAddresses': bcc_adrs},

Message={'Subject': {'Data': subject},

msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')

sns_configs = event.get('smsConfigurations',

for sns_config in sns_configs:

sns_msg = default_msg + '\n' + sns_config.get('additionalMessage’,
phone_numbers = sns_config.get('phoneNumbers"',
sender_id = sns_config.get('senderId')

for phone_number in phone_numbers:

if check_phone_number(phone_number):

if check_value(sender_id):

sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType':

sender_id}})
else:

sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

BEXEZEER |, 5 Amazon Lambda F X A RIEEHF M1 LR Amazon Lambda ?

CloudFormation #& 1k

FERALLT CloudFormation R 812 &K Lambda B %K,

AWSTemplateFormatVersion: '2010-09-09'

'CcAddresses': cc_adrs,

'Body': {'Text'

'String', 'StringValue':

: {'Data"':
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Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole

Path: "/"
ManagedPolicyArns:
- 'arn:aws:iam::aws:policy/AWSLambdaExecute'
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:

- "ses:GetIdentityVerificationAttributes"
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
- "sms-voice:DescribeOptedOutNumbers"
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda::Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
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Code:
ZipFile: |

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses"')
sns = boto3.client('sns')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False
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def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')
alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'],
nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:

from_adr = email.get('from')

to_adrs = email.get('to', [])

cc_adrs = email.get('cc', [])

bcc_adrs = email.get('bcc', []1)

msg = default_msg + '\n' + email.get('additionalMessage',6 '')

subject = email.get('subject', alarm_msg)

fa_ver = check_email(from_adr)

tas_ver = check_emails(to_adrs)

ccas_ver = check_emails(cc_adrs)

bccas_ver = check_emails(bcc_adrs)

if (fa_ver and tas_ver and ccas_ver and bccas_ver):

ses.send_email (Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':
cc_adrs, 'BccAddresses': bcc_adrs},
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Message={'Subject': {'Data': subject}, 'Body': {'Text':
{'Data': msg}}})
logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

£ F§ Amazon loT Eventsi2 89 Lambda BEi%k

Amazon loT Events X FEREH , BAILAFERHRMHEAN Lambda RECREBEERE A,
MARE A Amazon loT Events I2#tH Lambda BNIREEEIREFT , MERBUTER :

« IBMAMBAIETE Amazon Simple Email Service (Amazon SES) H & 3% 8, F BB 4438 &89 88 F BB 4 b 31k o
AXEZER , 5219 (Amazon Simple Email Service F X A R ¥6/) FHKIE B FHf bt &
17

MRG0 IR | BRI ZERARIUEEN R Tt SURUERTRBHEXHRFRR
BRIEHRH4

- MRBHERREEEFEEAN , WLHER E.164 EfRBESHBERENBESH, EEXTE

+<country-calling-code><area-code><phone-number>,

BiES 5 RA
Country A ith BB iE S G E.164 X F
=E 206-555-0100 +12065550100
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Country 7K i B8 1E S 15 E.164 A F
RKE 020-1234-1234 +442012341234
AvA T 8+601+12345 +37060112345

EEREF/H XIS | 5B countrycode.orge

B Lambda BIE Amazon loT Events 2K BREAMEA E.164 AN EEFTE, BER , EFR
EBRESHE, MREHFARBMATHBNSEESE  BXFREIEFEA , WUKRBEZER. 12
EETEaRROE R,

EHFEBEERISE AR IAM B4 015 RIAPR Amazon loT Events
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Amazon loT Events FEANGIER

loT Events BatchPutMessagei@id APl BRELXIER AN , BEEfFZiotevents-
data:BatchPutMessageRETEEMITN KR P, KEFHALMITEActionFENotActiontHk,
Amazon loT Events EX 7 HE W —HRE , XLREER T ETUER LRSI ITHES.

EEREMEQPEESTIRE  BERAESHENRIT , TR :
"Action": [

"iotevents:actionl",
"iotevents:action2"

BT LAERABEA (%) BEZSMRE. HlI , EIEELLEE Describe WA RE , BT
BIE -

"Action": "iotevents:Describe*"

E#FE Amazon loT Events R1EFIXK , 55 IAM B F 58 Amazon loT Eventsd Y & LB 1E,

BIR

Resource TEREELHMNARENNR, BAMXTEE Resource 5 NotResource tE, &1
£/ ARN REEERR , FERABEHEF () MR ZIB9ER TRERR.

# Amazon loT Events MZSHEREFFEEF LT ARN :

arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/${detectorModelName}

BXRERXWEZEE ARNs , BHSEFEH Amazon BREE MRS Amazon &R (ARNS).

fFlan | BEEIEGHIEE Foobar IRMEFER | EFEHLLT ARN :
"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/Foobar"
EEERTHEKRKFHMESES , BEABESR (%) :

"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/*"

H L Amazon loT Events ##4F ( HIIGIZFRIVERE ) TENBERRNIT, EXERRT , BEHR
ERBE/ (%)
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"Resource": "*"

H L Amazon loT Events API ES R Z/NEIR. Bl , CreateDetectorModel EE KA EAF 5|
A A, AP ATREBHMNR BT EER ZAATNIFNR[ER, EEEMEAPEESINER , B
ARNs AE5 2.

"Resource": [
"resourcel",
"resource2"

E&ZE Amazon loT Events BRFZER L EHFIR ARNs |, i5Z% IAM A F1ER Amazon loT Events/
MWHEVHHER, ETHREUUEBLREFEESNEEN ARN , 52/ Amazon loT EventsiE X
VIR 1E,

e

f£ Condition Jt¥& ( = Condition 3t ) A , TS EBAERMNEH. Condition TEETE
W, BUUMEFERAZGZER (fl, FFHNT ) BEHRER , UERBPHNFEESERPHE
HMTE,

MREE-—MEAPEESZ D Condition THE , HEE Condition TEFEESNME , N
Amazon £FZ % AND EEIFMEEAN]. MRENENFAREESME , NERAZBBORZEXK
Amazon 1HE %M, ERTEATRRR 28I LIUH BB RISM.

EEESRER , BB AERASVFTE, fln , XYAFPERAEAPB#TIRCH , BT HEET
WRIFRERNNR, BXEZELR , B5SH IAM AFER B8 IAM policy T#E : TEFIRE,

Amazon loT Events TRHEFMZETRZSWEZHZE  BETHIIFFAEELRXGHHA. EEF
B Amazon £ %4 , 551 IAM AFiEET N Amazon £FH%&H £ T X%,

=l

E#&E & Amazon loT Events EF B3I RBEHI R , B3R, Amazon loT Events EF 53 KB~
il

Amazon loT Events & T &R KB

Amazon loT Events A X #FETF RN ER, " EEFFANETRENKBERERE , BZH hitps:/
docs.amazonaws.cn/lambda/latest/dg/access-control-resource-based.html,

#04a Amazon loT Events & IAM BE2& &£ 192


https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/lambda/latest/dg/access-control-resource-based.html
https://docs.amazonaws.cn/lambda/latest/dg/access-control-resource-based.html

Amazon loT Events FEANGIER

EF Amazon loT Events FrZ R 21X

&AL Amazon loT Events B R IIAR LR AE EF R P 1EIEFRZ Amazon loT Events, ZEE THREE
#lifm , BMEEMHA iotevents:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys ZHRBERBNZH T EZPRHIFZEE . BXMFIE Amazon loT Events BIRHNES
B2 , B AR IZENEIR Amazon loT Events.

ZEEETHONER (ATRERE LNIRZRBHNZERONTHE ) WRE , ESH BEREES
E Amazon loT Events %A,

Amazon loT Events IAM B
| AM A& 2ENIBEEIFEMNR Amazon Web Services Ik HISE4E,
FIEEFiE+H 5 Amazon loT Events

AILAE A ImEHEIEH TG S ORIEER , 2K IAM Ao REKS A, SR B EA
Amazon Security Token Service (Amazon STS) API ##4E ( fl#lAssumeRoles}, ) KIREXIE Bt R £ i
$ GetFederationTokens

Amazon loT Events R 3% {F A IR BHEH,
REMEXAE

AR5 HX A B RV Amazon BRS5 1A RI H AR S PRV R RBTERIRE. BSHEXABERE IAM
KPR, FRZBRSFAE. IAM EERUERETERERSHEXABHNR,

Amazon loT Events AX#ZFRESHEKXAE,
REAE

BHREATRSAREEBERSAC. LABARTFRS HREMERS FHRRUCRETRIRE. RS
AEERE IAMK/,H , ABZKFAE. XEKE , IAMEERAIUERZACHNR, ER , X
BRI RE & P T AR S5 RY Zh e

Amazon loT Events X BREZAE,

Amazon loT Events EF & 4K KB =51

RINBERT , BRFMARLTNEIRHIEH Amazon loT Events &R, i1t EEH Amazon Web

Services Management Console Amazon CLI, X Amazon API }1{TES. IAM B { S4B 1AM
KEE , LEFAFPNAGRFRRUNFIENIEERFRHITHEN AP R, AF , BB A XIFIX
LR MBI T EXENRNAFSA,
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BT RMNAERX LR JSON KEE X2 IAM ET S HNEEK , 5K (AM BFERE) FH7E
JSON JET+ L 632 KK

£

- RJEXK

- {8 Amazon loT Events #2#l&

- RATAFPEPEEFBSHNER Amazon loT Events
* 1518 —4 Amazon loT Events i A

- BEHRZLEF Amazon loT Events i A

REERIEREK

HETEMNEBIIEEBRR, SNREREEATUELZWKS 62, TR ZMER Amazon loT Events
RIR, XLERETBESSE Amazon Web Services IKFP = E KA, BIERGREBE T HPNRER | FE
ELLTERmMEBI :

. FFHafEA Amazon FEEF B — E Amazon loT Events RIEFEER |, A Amazon HEFE N
RITRHEMENNR, XLERECELHNIKS FRME | HAH AmazonEF MEH. BEXEZER | iF
25 IAM BPIERmTMER Amazon FEEXBHNEREA T,

« BRYFRENR - QIZAECRERN , XBEFRTESHENTT, KITBRIARTFRENR , RER
BREERTHENR, IFMLEE-—FARRTITRARHNRAEBEZRKENRRREN LS.
BREZER , F5H IAM AP ERE PR THRENR.

- NBRBREBHA MFA- RigmEeM  EXAFPERZESHRIE (MFA) R RIBUREIRI API #
k. ETHEZER , B8 IAM AFEBEPNE AmazonFEAZEFHEIE ( MFA).

- EARBRAREBRLZEM - EYXTTHEER , EXETEONKBEBERR T ARERR
Ro BN, BAREFRAREEFERSHKE AV IP USTE,. SHAIUREESRMA , LERY
EEBBSNEEERNER , HEERMEA SSLH MFA, BXEZELR , 52H IAM AFEE
Y IAM JSON KRETTE : &l

£/ Amazon loT Events 24|54

ZEiH[A] Amazon loT Events 12§ & |, BUFIFAAE —HHENE, XENBEXARMAFEFIHNEEEX
&89 Amazon loT Events &RV F4H/E B Amazon Web Services K7, MR IR KFEHNRENEE
AEENETEONERE  WTHMNTIZREBWEE (AFPEAR )  BHASLTEEMBEEET,

ET 5 R R 194


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon loT Events

FRARER

R HERIX LESTRHAR AT LAE A Amazon loT Events 24|48 |, 2R LT Amazon FE& KB i1 25X L&

Xk, BXREZER , BSHE IAM AP ErREPI AP AR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreatelInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeletelInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribeloggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

1,

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/
${detectorModelName}",

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/
${inputName}"

}
]

}

3 F1X A Amazon CLI 2 Amazon API WA F , BLEERNHIREREEZEHIANER, Bk , AAWH

Al 5 & ZHMITH AP BRVEM TE R R 1E,
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ARFAFREPEEFE B SHNEE Amazon loT Events

WREIERETLINMACIEERRE  LEAT AFRFEERNIERFSAHNANBEMNITERK, AT
FEEBACH IAMXBEXNTREZ2EIRMBBRSIEEEEH, LRBIFBELHE LHEH
Amazon CLI 2 Amazon API LURTE A R AR IR ER PR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"
]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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B — Amazon loT Events #i A

*t Amazon loT Events i ABTRATT RZREN THP AR ZHANRREFNEZEMIETEE, K
TN BB IAM FKBEKEFIIEE Amazon loT Events i A Y5 RIAE |, B8 PR &I H bt AR5
B A PR o

EH B | BA LT AP Amazon Web Services I 15 R EH E &f — 4 Amazon loT Events #i
ABIRBRexampleInput. ZXERI AR PR, FETAMIERE Ao

ZERBANAFET

iotevents:ListInputs, iotevents:DescribelInput, iotevents:CreateInput. iotevents:D
M iotevents:UpdateInput R, BXREAFRTFNREIEAEG AT EH#ITMUIRXH Amazon

Simple Storage Service (Amazon S3) W RBIEL: |, {55 7 A 7 5 B 12 65 65 88 80 15 [ AR .

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action":[
"iotevents:ListInputs"
1,
"Resource":"arn:aws:iotevents:::*"
I
{
"Sid":"ViewSpecificInputInfo",
"Effect":"Allow",
"Action":[
"iotevents:DescribeInput"
1,
"Resource":"arn:aws:iotevents:::exampleInput"”
I
{

"Sid":"ManageInputs",

"Effect":"Allow",

"Action":[
"iotevents:CreatelInput",
"iotevents:DeleteInput",
"iotevents:DescribeInput",
"iotevents:ListInputs",
"iotevents:UpdateInput"
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]I

"Resource":"arn:aws:iotevents:::exampleInput/*"

BIERZZEE Amazon loT Events #i A

FRE A FHBEHREETE Amazon loT Events iR, BaLIEAET SO E PN REBRTBIRZEZ4E

¥t Amazon loT Events BRIV G EINR, W RAIEBNASIEARFEFTNEREinput,. BR |, XY
input 3% Owner EFZAFHWAFANER , TR FUNRE, LRBERTFERSA LE/KILIRE
B A ER R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
},
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}

BRI LU L R B N E BRI /. BRBAWAFrichard-roe=i#&E%& Amazon loT Events
input , Minput % FFEFRIENOwner=richard-roezowner=richard-roe, &N , fFELEH
HiE. FHUHRZR Owner IEEL Owner Ml owner , RAZRMHBEMRFTX DK NE, BXREZELR | B
25 (IAM BF#ERE) /9 IAM JSON FrE Tk | &4
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B iRSSEE T BIFMITES Amazon loT Events

@ Note

1% Amazon loT Events RERXAFEBERACECERENE —NEKFREaiRE. XEB
F By e HILERELAY Bl F B Amazon loT Events,

- WIEAERNSZE | UTHRILWEIF RE2MMZ/ER |, I8 Amazon loT Events RS =
RFERAEKFER , N LlOE%,

BERERER -1 22ERE , DTFEFRERENTHIRNXAAEQIEEETE SRRV AMIT
ZIRE. EH Amazon , BRFSEH TS S BRI EIFRE,

— MRS ( WIYBERSS ) WA S —TURSS ( FRBRYERSS ) BY , ATRE2 REBIRSEL, ATLURMEA RS
BEAENRN S — M EFHNRRETERE , BN ZRSTIERHRNE. A THIEXMER , B
Amazon T —E£TE  FEEEFRFABERSHESE  IERSZRACHR T HRIEKS F 7R
R

RINBWERRKRBEHRFEHaws : SourceArnHlaws : SourceAccount £ BHRHF LT XZRBRBREHI N E
& Amazon loT Events 12 E MRS HINPR, R aws:SourceArn EFREBEMKF ID , Hli Amazon
S3 Fi#E# ARN , BUAFERAANLEBFM4 L TXEARRFHNR, MRENEALBERE LT XES
MBEMKF ID B aws:SourceArn {8 , N aws:SourceAccount EH aws:SourceArn EH I IK
FER—XREBBAREAN , XAERERBKS D,

MREBRAFBEF —NMNRBESERSHRIMERE , H#H aws:SourceArn, MRERE A FZIKF A
NIEMREEERSFERIREMRRE , BFH aws:SourceAccount. aws:SourceArnfES4ME
Bsts:AssumeRoleERREXIVIFN SFE B HF EIRE T,

SR ERERBEERN A EREA aws :SourceArn £B&HF L TN ERNTE ARN,
RTHERRNTE ARN , REEEREZSNER , BHXY ARN KA FEHAHEELHR (*) B
aws:SourceArn 2B LT3 E&H44#, Hl0 , arn:aws:iotevents:*:123456789012:*,

AT REGIEBE T ifaE A P Maws : SourceArnFaws : SourceAccount 2 B54 £ T 38 Amazon
loT Events 3&Bf 1 HILE B &IF R &,

i
« Rl : Z4 15 Amazon loT Events 1 8548 F
o Rl : £4 15 Amazon loT Events iR {& 8
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o R ARIEE XA A Amazon loT Events &R
« 1P FEE B EIEIN Amazon loT Events

T~ - 4158 Amazon loT Events N 8548 F

HWRGERINMA IR — D IAM REESRZ 2 18 F X P 4EER N 2518 E K 177 R AR Amazon loT
Events, iZKMBEAZEGRBERIGIEEH Amazon I F Amazon loT Events RS F 8EIBIEiZ A
& NMENT —EFHANELS N, FLREF , ACREEHRBNNIENEZERNWIindTurbinedl,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
1,
"ArnEquals": {
"aws:SourceArn":
"arn:aws:iotevents:region:account_id:detectorModel/WindTurbinedl"
}
}
}
]
}

T~ . 45| Amazon loT Events ZiRiE 8

R BE R Al 61 2 2 1F Amazon loT Events Z2 5 R BRERR IAM KBS, ZFKEERAKHRBER
REEEN Amazon K~ Amazon loT Events RS F i BEZBE,

FEHRGIF | AERTATLLFRIEE Amazon K NV EMEIREDR | MEIRED ARN RH* BB RFFT
o aws:SourceAccountHaws:SourceArnFH4EE/ER |, AT LRI W EIF R E,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
1,

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "account_id"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:alarmModel/*"

B R E XIE R/ Amazon loT Events &R

L RBIE R AR & 1AM A & LLE A4 E Amazon X H Amazon loT Events &R, B3I 7E IAM
KBS ARNs RER4SE T XA KRE | @0 ARSI A E it 3 Xi@H Amazon loT Events & IRH 15
B, XFpAEAIUREEPr SXIETBENZLHEMNEN MY, K RAIPHXERus-east-1,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com
]
.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

BERSEE T BIFRTPS Amazon loT Events
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"aws:SourceAccount": "account_id"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-l:account_id:*"
}
}

A~ RBLE B AL Amazon loT Events

FHap A EidzE FiaiE, @iFFit Amazon loT Events NEARFIEEEE, ATHR T PR
H&12F%&I Amazon loT Events.

LR BIE R A B B o RS 5k 3E iE % Amazon loT Events 2 BER IAM &€, CloudWatch £ &R
ARN R ERBE A (*) L HEIZFREA Amazon loT Events ERti 5,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:*"
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¥t Amazon loT Events & {5 #1j ] 3t 17t FE HEBR

EANUTERRABHELEMEEELR Amazon loT Events M 1AM B AJBEIB FI /Y & A 91 &2,

FH

- BEENEUATUERITRIE Amazon loT Events

« HRFEIAIT iam:PassRole

- RAEAFRIUAKA Amazon Web Services Ik 7R FKEY Amazon loT Events &R

EENEUTLEMITERE Amazon loT Events

R Amazon Web Services Management Console & iF BB TRMITEIRE , M ATBRREER T
REB), EEARERMAFENEBNAR,

MR mateojackson IAM AR ZiAFERABEEHAEERFTEX input WFEHAEE , B)%E
iotevents:ListInputs R , MaHIUT RAIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

EXAERT , Mateo BRI EERAENEHKE , LA TFMER iotevents:ListInput BEH
B my-example-input &iRo
E I 1T iam: PassRole

MBBINE|—MEIR , RIPLBELHIIT iam: PassRole 1 , MIAMEFRBEUAR T BT ACIEIES
Amazon loT Events,

AL Amazon Web Services fRS5 RIFEFNAABEAELZRS , MTARUEFNRSAESRARSHE
XEB, Nt , BLMEERACLERSHINR.

& H marymajor Ky IAM AP EAESH A7 Amazon loT EventsFiITIR{ER , R RELT R
Bl iR, BER , RELMEERFHACHRTFHRERS AIMITIHIRE. Mary FTEEFACREKEIIRS
HY R BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
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MRGBEERE , FHEREN Amazon EER, FNEEAREMEREIIIN A,

FAE A FFRIUIE A Amazon Web Services K 758 B Amazon loT Events &R

gapltlg—1ae  UEREMKSPHAPREERANARTTUERZABRIGRIEHNRIR, &0
BIEERESEY , AURAAG, X TXHETRIFRA R EZEHFIER (ACLs) WARS , BTN
150 R 3 L5 SRl o) A1 3R T 1 8] S8 B9 BHR VAR BR

BEFAT B EREEE

- ETHE?S Amazon loT Events XX L IhEE , SR 17 Amazon loT Events 5 IAM Bl &

- ETEIMIREIT S K E R EXPR Amazon Web Services IKF |, S5 IAM AP ER
i @& B Amazon Web Services 1K 95— IAM A P =R 5 R BR,

- ETRNMMEE =S REN SN TR EPE Amazon Web Services Ik, 1555 IAM A 18
EPHEE=AFRMEFRNE. Amazon Web Services Itk F~

- ETHRIMUBEESAKRERIEREFRNER , H55 (IAM AFERE) PR HIET B EAKIERN
AP ( BHRBEERIE ) RETHRNE.

- ETHRERAACNETRRNRHATER,FRIZENZS , H2H (AM AFERE) F8 IAM
RV IK - R IR I E

4532 Amazon loT Events BAMRIFAISEME. ATREMHERE

W R 4H Amazon BBARAEMAIEM., ATAMMNMENEEALARKE 2. Amazon loT Events &R 1%
M Amazon BERF RN E N0 WEKIZEHIE , LEEHI 2 AMERTTUAERM TR, £FF
U592 2 B Amazon loT Events , BNiZ8I2— N2 ST RIBEMNZ RIS ZEITR

- BEBENRMTAL?

o SRIFUETRIRLE BRIR 2

o WEPRIXLE R RAY IR a0 2
- BRNERAMLEETE?
- ARMITHERES?

- HIEEIRET ROE M ?

T—RESNEFENBMAEAE TS THMEE , ARERMIEE Amazon loT Events tEEEE L
B, £1598 Amazon loT Eventsit |, FE A RS2 HE |, UEFLEBESLaIEEREHITHR , B
EEEMEEXFNMEERE , HRITRBRABEN S %,
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Amazon loT Events £ Amazon #1714 CloudWatch

F & 5@ Amazon loT Events RN BFEELAT , REZXNE Amazon loT Events IEEM|TA |, UK
TIBEHNETEEIR. Amazon 235t CloudWatch ¥ 3288 Amazon &IRMEIZ1T Amazon R
BF. f& CloudWatchBl , BRI LUREXNBRFEAERL. NARFHENEZTRENERETN M,
F£FF % Amazon loT Events & 854 6 /5 F Amazon CloudWatch BHEIRFEMR T HXMARNER
CloudWatch B&EiZRHE S Amazon loT Events, BEA KM TR BAE , DG FEMARZE N
“GFIR, HREBE A MNERER , BRNFESBEHFATIESE . KeyValue

LT REIERT BERB CloudWatch DEBUG 3189 B &% B Amazon loT Events.

"timestamp": "2019-03-15T15:56:29.412Z",
"level”: "DEBUG",

"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",

"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {
"high_temp_count": 1,
"high_pressure_count": 1
},
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0O,
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"high_pressure_count": 0@

iy

"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [

{
"result": "True",
"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

"result": "Skipped",

"eventName": "alarm_escalated",

"state": "high_temp_alarm",

"lifeCycle": "OnInput",

"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"

"result": "True",

"eventName": "should_recall_technician",
"state": "no_alarm",

"lifeCycle": "OnEnter",

"hasTransition": true
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BNAEREHEISEXRERBERHAANGER. AEZREFNWAFSOEEURPEHEATHE :

- EREFEAEAFREILIER IAM BFREILEAHMW,
- BREFAACKEREKRSAFPN G ZEEIELX BN,
- EREEHEM Amazon BRF A H.

EEBEXHEENKEEL , S0 LA & CloudTrail hE/EIEH B &4 X Amazon SNS &
H, BEXREZELR , B3 CloudTrail BlE Amazon SNS &4,

BETLUFR B Z 4 Amazon X F1Z 4 Amazon TKF B Amazon loT Events BENXHRE T £ 4
Amazon S3 TR+,

EXEZER , B HEVRREZNXER CloudTrail BEIXEMBWEKE Z K H CloudTrail B
B,

7~ - DescribeDetector ##4EHF CloudTrail

LT RPIERTERiZDescribeDetectori® M CloudTrail BE%H.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
}
}

.
"eventTime": "2019-02-08T19:02:447",
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"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",

"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"

},

"responseElements": null,

"requestID": "Q0f41283-ea@f-4e85-959f-bee37454627a",

"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

R~ : CreateDetectorModel ##4EMA T CloudTrail

LT RBIERTERZCreateDetectorModel#/ER CloudTrail BE% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
1,
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}
}I
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"eventTime": "2019-02-07T23:54:437",

"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:r0le/events_action_execution_role"
},
"responseElements": null,
"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af@-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

R~ : Createlnputi2fEFF CloudTrail

LR RBIERTE RiZCreateInputi®4ER CloudTrail HES%EB

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"
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}
.
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Createlnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"inputName": "batchputmessagedetectorupdated",
"inputDescription": "batchputmessagedetectorupdated"
.

"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

7~ : DeleteDetectorModel #4# AT CloudTrail

LT RHEIERTERZDeleteDetectorModeli&4ERY CloudTrail B&E%H,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}

}
},
"eventTime": "2019-02-07T23:54:117Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
.
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Bl . Deletelnput®{ERA T CloudTrail

LT RHIER T E RZDeleteInputi®E 4R CloudTrail B&E%H.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}

}
},
"eventTime": "2019-02-07T23:54:387",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput"
.
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd00@9c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

7~ - DescribeDetectorModel ##4EAF CloudTrail

LT RPIERTERiZDescribeDetectorModeli&4ERY CloudTrail BES B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
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"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
.
"responseElements": null,
"requestID": "18al1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb04",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

5l : Describelnput #4E B F CloudTrail

AR RBIERT & RiZDescribeInputiZ4ERY CloudTrail BERE,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"inputName": "input_createinput"”
I
"responsekElements": null,
"requestID": "3af64lfa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4eb6cc@®-55f7-45c1-b597-ec99aal4c81a”,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

5 - DescribeLoggingOptions &4 H F CloudTrail

AR RBIERT E RiZDescribelLoggingOptionsi®4EHR CloudTrail B&E%E

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

"arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

=~ : ListDetectorModels #&4EA F CloudTrail

LT RPIERTERIZListDetectorModelsi#/ER CloudTrail B&E% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I

"sessionIssuer": {
Iltypell: IIROleIl’
"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
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"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXNOZGVOZWNOb3Jtb2R1bHNOZXNOX2V10OWIKZTk1YT",
"maxResults": 3

},

"responseElements": null,

"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",

"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec05516",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

Rl : ListDetectorModelVersions #&4#EHF CloudTrail

LT ROIERTERIZListDetectorModelVersionsiE M CloudTrail BE%H.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
},
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac4see",
"eventID": "fc628la2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

R~ : ListDetectors &4 T CloudTrail

LLTRBIERTERZListDetectorsiE#ER CloudTrail BE%H.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
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"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "batchputmessagedetectorinstancecreated",

"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"responseElements": null,
"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",
"eventID": "@d2b7e9b-afeb6-4aef-afd2-a@bble9614a9",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Bl : Listinputs#®4EA T CloudTrail

LT ROIERTERZListInputsiZ/ERY CloudTrail BE% B

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I

"sessionIssuer": {
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"type": "Role",

"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1ldF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXN@ZDU30GZ",
"maxResults": 3

},

"responseElements": null,

"requestID": "dd6762al-1f24-4e63-a986-5ea3938a03da",

"eventID": "c500f6d8-e271-4366-8f20-da4413752469",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

7~ : PutLoggingOptions #4#EMAF CloudTrail

AT RIERT ERZPutLoggingOptionsig{EM CloudTrail B&% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
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"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:r0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
1,

"responseElements": null,

"requestID": "df570e50-fbl19-4636-9ec@-el150a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9eb6fbc42c",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

7~ : UpdateDetectorModel &4 B F CloudTrail

AR RBIERT ERZUpdateDetectorModel 4R CloudTrail B&E%H,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
.
"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "myDetectorModel",

"roleArn": "arn:aws:iam::123456789012:role/Events_action_execution_role"
.
"responseElements": null,
"requestID": "add29860-cl1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa%9al4-6a52-47dc-aea®-3cace@5147c3",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

5l : Updatelnputi24EF F CloudTrail

LR RBIE R T E RZUpdateInputi® 4 CloudTrail B&E%E.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
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"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"

},

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456",

"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
},
"eventTime": "2019-02-07T23:53:00Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",
"requestParameters": {

"inputName": "NoSuchInput",

"inputDescription": "this is a description of an input"
},
"responseElements": null,
"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba309e5dc62d",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

5l . BatchPutMessage #4ERF CloudTrail

Amazon loT Events AILAfE A CloudTrail £ TEIEFE APl BERiZ%, LtRHIE
dBatchPutMessageRERM T BXBIESHNIFHAEE.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
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"principalld": "AKIAI44QH8DHBEXAMPLE:PrincipalId",
"arn": "arn:aws:sts::123456789012:assumed-role/my-iam-role/my-iam-role-
entity",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/my-iam-role",
"accountId": "123456789012",
"userName": "sample_user_name"
},
"attributes": {
"creationDate": "2024-11-22T18:32:417",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-11-22T18:57:35Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "BatchPutMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.239.107.128",
"userAgent": "aws-internal/3",

"requestParameters": {
"messages": [

{
"messageld": "e306d827-b2e4-4439-9c86-411d4242a397",
"payload": "HIDDEN_DUE_TO_SECURITY_REASONS",
"inputName": "my_input_name"

}

I
"responseElements": {
"batchPutMessageErrorEntries": []
},
"requestID": "cefcb6b63-9ccf-4e31-9177-4aec8e701lbfe",
"eventID": "b994b52c-6011-4e3c-ad5f-e784e732fde0",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::IoTEvents::Input",
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"ARN": "arn:aws:iotevents:us-east-1:123456789012:input/
my_input_name"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "iotevents.us-east-1.amazonaws.com"

iy
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Amazon Identity and Access Management i P iEm P E AR FI TG RNRBE R X EARSHER
SMEE., ZIEEM IAM JSON FHESEZEH 2 EE IAM iy JSON KM TE, TEMIFESENITEA
BE. ERNRO,

UTREROINAMNETIRENRS, ZUHRERBIOA,

o TERNBRBRREIEL ‘env=prod” ( ERBIF , iHZ T "aws:RequestTag/env" : "prod"

o TEEHRRHREENERZ ‘env=prod’ &R ( ERHIF , FESHIT "aws:ResourceTag/
env" : "prod" ).,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"iotevents:CreatelInput",
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
},
{

"Effect": "Deny",

"Action": [
"iotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteAlarmModel",
"iotevents:ListDetectorModelVersions",
"iotevents:ListAlarmModelVersions",
"iotevents:UpdateInput",
"iotevents:DescribeInput",
"iotevents:DeletelInput",
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"iotevents:ListTagsForResource",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"aws:ResourceTag/env": "prod"
}
}
.
{
"Effect": "Allow",
"Action": [
"iotevents:*"
1,
"Resource": "*"
}

RN EEREREESMEE , FERFENBEEIRD , MTAR,

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

@ Note

MREETHEAFRIELAFIHRIZR , WAREREXIEL A XA R FR R st Ml BRix
ERENEED. B0, AP R 8 R RIS RS SR PR FIHHIRG EIR T R ER.
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HFEHERR Amazon loT Events

REEMERErRRME T EEER N T REERIAE I RBAYAE R 5 5 Amazon loT Events, 3 58 E &L
R MR NESE, FRBE. MR, BSEX, RFEESFHENRE. FEFRHAEX Amazon
loT Events #2#l&, API, CLI, iR, ERMEKNREIREN , SEREHRENEE , LUESR
AAER AT BRNSHRIENAER.

hY

EFH

« E I Amazon loT Events [A] B &R 5 =
o B TEHIZIT DX IR 2548 B #H 1T EEHEER Amazon loT Events

& 1, Amazon loT Events [A] B F AR5 R

BFZRUATES , MEREITHREDERR |, H R BIERREFA A sEFFRTT R Amazon loT Events,
RiR

- FNSFERBREIR

o M BREY R 3548 B SR ER 5 $

« BEMERIM (HRFMER )

- BEMERIM (ERFER )

« REABRTEH

- EEEHR

+ InvalidRequestException JH &

« Amazon CloudWatch Hi&action.setTimerfsix
+ Amazon CloudWatch B ¥ f 5 1%

s BIEEKBRRR

o A ZIEHE LM Amazon loT Events

RN BRI 2 5E IR

BREZHOERFN SR HE,
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BRIRTT B

BN BERE | BUAE R TR,

« 8 action ZERHPRAATFRIT—NEE,

« XFtransitionEvents , condition &8I, X FOnEnter, OnInput M OnExit 4 ,
T RIEEI,

« WMRconditionFEAZE , NEHRAEAXWITELERERT trueo

s ZUYREANITELERN AT RE. IRERTEARE , EERT false BEF &K
actions EMNEHFIEEN nextState,

BEXREZEER , 2 Amazon loT Events 7| 25 7. 5 BR i 1 R 5
M E 1 BR B9 R0 3548 B3R BN E #r

BILoHal ERMSMER T —MRUBRER | BERMEET MQTT H 2 SNS ZEM AR [ EHIRE
RAEHo

FRIRTT B

MRIEEFH, BIBRIEFHOEFNZER (S0 UpdateDetectorModel ) , T 7E M Bk P 8 1R 85 35451 7
FERAMERSCE , 2B —RIER, EItHE , MATESREREIRANFRNVF[ERSFILE, &
ARESBSEWEIRETIFENB[EEEUNRE, BELEF 7 20, ACBEFREEFREREE
Ro

BRAEAR R R (RRRAFET )

LW R, BRNSRTEM R RETITEEFIRS

FRIRTT B

RUFFRNEENFZHREANITEEREANHRE,. MRERTEHRE , WEERT false BT 2
ik action RERANEHPIEEN nextState, BXEZER | BSRKXERERIEE,

BREMAERN (EREER )

HAERAREAPHNEERIEEER , RUBFBF2MRIREISHELR.
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BRIRTT B

MRERNonInput, onEnter, HonExitEFHsetVariable , NIE L a4 B AN T E
fAlcondition N R EAHE. HR , RAESESNABREZRE —EFEA, BB RENFE
HENigEevaluationMethodZ ¥ , LAESRITH., IR FevaluationMethodi®EHSERIAL ,
NZREBENELNFEHRTEH TEEHEYE. IR FevaluationMethodiZREHNBATCH ( BRiA)
MRETEPESEHREETRERTEHNITENS,

WSAEFRER
HE =R BEEBatchPutMessage @ A RKEH BN |, FOMFH#H A EIRVIRES.
RRAR

R & FABatchPutMessageRIMIARKIZEZREE |, ML ERIEEERMANWLEBINSF, J9RIENR
F,B—RRE-FEE , REEREFBatchPutMessage AFHIARK Zh,

EEHEHR

HR=A A API BFUKE| T (' Connection aborted.', error(54, 'Connection reset by
peer') )R ixo

PSS

KiF OpenSSL REEA TLS 1.1 AESHRAEILERE, XNYRAXZH Linux KITHRZ Windows 7
BREERATHERINZE. macOS AF AREEEH 4 OpenSSL,

InvalidRequestException JH &

L H 2R $T #HiF InvalidRequestException BT3B B
T CreateDetectorModel , UpdateDetectorModel APIs.

BRRTT B

BEEUTHE , UEBHBRRAB, BXEZEER , S CreateDetectorModel
FUpdateDetectorModel,

- BRAERNFERAsecondsHdurationExpressionfENSetTimerActionfiS#,

- FEHRENdurationExpressionFHEREZXER. FHEXREIXTUTERF. TE
($variable.<variable-name>) S A{E ($input.<input-name>.<path-to-datum>),
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Amazon CloudWatch H#&action.setTimer4siz

A LLi% & Amazon CloudWatch Logs k¥4 Amazon loT Events B2 E R EHl, AT REEFER
BT 4B HY Amazon loT EventsE ML&&iRaction.setTimer,

« HiR  BEFB A <timer-name>MITEIEBRNIFEM B REXRENHF
FRIRT B

HREMNdurationExpressionFRBRAXAUERNBT, TATEAEMBIERE , AR
=T

o $8IR - B R <timer-name>KIit TRV IFER B RERXNVITELE R KT 31622440, RBRAEBRME |
BHRENFENBRERXENT 60 F 31622400 ZBEHE,

RRFR
FREITRBHFER BN TFRETF 31622400 B, BEMENITEERBA TS ANRIBZBEMNE

o §EiR - B R <timer-name>KIiTITBIMNIFER A REXNITELR/NT 60, NARERY | HHEEFR
B LR ERERNIEN T 60 M 31622400 2 HHIE,

RRFR

BRUTASFRNEFENAATRET 60 ¥, FENANTESRATEANREIINEYR.

« HiR 1 BA<timer-name>MITHRIBRNVEFENEAREANEREETE. REXEEN, WABKN
MBEEE  UBREIATIHARZENAAE,

fRRTT B

BRENFHERAXSIATHENZENRAE, FREXXXTUTEHF. TE
($variable.variable-name) M A{E ($input.input-name.path-to-datum).

o iR TEREBN<timer-name>MIitaiss. BRELEWIFEFNBERER , ARER,
RIRF R

BEEESetTimerActionRELBREIEE T EBHNSH , ARBRIZEITHTEE,

BEXEZELR |, BSHEIF KX Amazon loT Events ¥R 5 i 5 A Amazon CloudWatch H & 12 %,
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Amazon CloudWatch B354 iR

BA L% E Amazon CloudWatch Logs k¥ #3E Amazon loT Events BMIESE R4, AT REEERE
BREMERERK Amazon loT EventsE LB IR MBS,

« HiR  RINEERBLEHREREN, BREEL|H, AABHNBIERESIATIAEZENAEA
B, i, BRIUEBRABRNKNRENT 1 KB, IBRAHBNZARFRN.

FRIRTT B

BREALBNZTEEN, AASHNBERE. NRBEERABAT 1 KB, BN

HiRHE S

« WX BRINEEBEN <action-type>BRNBHNABRER, MAFEEBNABTRER,
R B

NBREXNTUEEFER/SE ('string')., B E ($variable.variable-name), B AE
($input.input-name.path-to-datum), ZFFRBE , UREE ${INEHE,

o HiR  BNABRKRIER {expression} B, ENXHAEELEN JSON , HELFIEE Amazon
loT Events —PMIELR A FRABRHRIEN,

S
MBIEENAFHEAS JSON , Nl Amazon loT Events AR ERS EBATLLFENRERITE R
FRE, HELERTEBAMREREF. IRBIFXY , B2 KEIHERE R,

- BE . LBRESHT , ERNETEFREABNHNAEREXNRENERE JSON, EXHWERATE
# JSON,

fRRA R

MBEFERAEEBE NS , FHIR Amazon loT Events AT LUFRERZNABRERN TG A E
HY JSON JSON., Amazon loT Events B Amazon loT Events o3& N A RE R 1IN B R
JSON , th&=E1TiR4E,

EXREZEER , S KX Amazon loT Events & 25#& # 8 /5 F| Amazon CloudWatch H&1E o
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BIERBTRE

HE  BUTRAXHKRE T FHFBEN<inferred-types>HiERa
[<reference>] : <expression>

PSS

BRI ERVERTREEATE—RE :

- BB ANITEEREREXPHEMBRERTRE.

- TXREZERBHBZERRE,

HEERSAPEASIAN , FREUTRAR :

o HEBFEIRHEFN—IHSPEEFNRERN  BRESIANAMBEREREIRE,

Flan | EUATRIERNSF , B 2 B == M Q& SEFVIRER. T BRISERR
A& , $variable.testVariable + 1 ] $variable.testVariable4 5| A& MK,

Lo, B 1 REEEF+IRER. Bt , $variable.testVariable 45| K DK,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

- HEERSIRENMEEARBNETEN , FRRZREISESI ARRIERE,

Blan , BLF timeout("time-name") MBEBEEHFENGI SN FRHFHENELE, WREMASIAE

Rtimer-nameld , MAREANE| S5 BEHFE,

timeout("timer-name")

(® Note

Xt Fconvert(type, expression)B® , MREERASIAENtypeE , NI ANITELS

R RStringDecimal, ZBoolean,

BEXEZEELR , 3 Amazon loT Events AR AT ENSE,
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[ & 3% 5H B L Amazon loT Events

HE  TEBEYBRMNESFRIEHER
BRIRT B
HI LR RVE R T

- BAHEAMAETEE Input attribute Key,
« Input attribute KeySHAEXFIEEHN JSON BEFE,
- W ASEE S Amazon loT Events i A & LAY 2B THEL

® Note
HARSS BRI B < B KK,

Example

5120 Amazon loT Core , £F , Amazon loT MNFEM , HERUTHEE Verify the Input
Attribute key.

EfRIXANRE , FEARHN AT XEEEEEMAS Amazon loT Events I AE X H HInput
attribute KeyfUEME., BEXEZEE , BSHETRNEZGIZEH A Amazon loT EventsBA T ## 40
fAIE X Amazon loT Events i Ao

B 7E 1z 17 20 A X 3R 25 48 B 1T E HERR Amazon loT Events

Amazon loT Events TEMFENF[EE LXMW A BB T2 M ENFENEFERHER D TE R,
Amazon loT Events HITART FTRH — RH DT AR EEWFNFEE, It SRBFEHEBRAR S Rk
SCETZHER , SEFERANNNVE , MELTUREXANEESRNB[ERDWEBEEENE, BX
EBRIRNBERN B RERIEENEZER , BSH WERNBER D T2 HEE Amazon loT
Events,

& T LAE A Amazon loT Events ##4I1&. APl. Amazon Command Line Interface (Amazon CLI) 5
Amazon SDK &F KM BEE 7 M= £ IZ T IRES.

6] % 3% 58 B < Amazon loT Events 239
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® Note

s ERBERMZFEE A, KTEEFRBER,

c BINBWEEEFHRERERERNBREE 25 , AEFBESHARXRILENTE. BN, HU
SRR B T RE TR IR T THF,

s RZUHEAE 10 Mo R TF RUNNING IRZS,

ETHRNADWENFZER | FSHE 2 AENBFEE Amazon loT Events ( ##|& ) =X £ Amazon
loT Events (Amazon CLI) 2 #r N 258 F

3 Ji
o BYERMIZFEE AT A2 W{EE Amazon loT Events
o DHNEEE Amazon loT Events ( #2%14 )

« 7£ Amazon loT Events (Amazon CLI) #1% #r R 8548 7

A RN 2348 B 5 A FiZ2 B S & Amazon loT Events

FRABFEE S TRELL T ZHES -

« RF - DIMERNTEMRS. REFEURD , 2WERDPA=KRE .
- 5B (INFO) - GRERGFEFENBEEPN —IMNEEFR, XRERBEFAFTEVARET
o
« BE (WARNING) - BELERARBER IRV SBUIFRNSER LN RBNFE, BMNBUE
EEFRERFERFNSEER A , REFESH XML ENT . BN, FEURER AL ER
FRHEA T4,
« 1% (ERROR - BIRERCBHANEZENBFER P RINEE, YEZHXRKMIRNF[ERAT
Amazon loT Events £ BEIITXH DT, ERMFMNBER 28 , XIAEEFTEHEIR.
- NE-ZETATERNSEREPENAHIMERSIANFERNERS. NEBESTHERSER.
SHEEHEFH., BHEMMERIEN (HIW0 in state TemperatureCheck in onEnter in

event Init in action setVariable).,

« RE - ERRE, sHREZHUTILE
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 supported-actions— Amazon loT Events AJLATER M B35 E EH R EE 4B A RE, &
AUENHNEREUAFEAITNERRETE , REFHIIFEAIZZEIHM Amazon RS, £ Amazon
RARSH Amazon X5 , B MiEEEA T HA Amazon BRFHVRE,

e service-limits— RSEEH , AR RRH , REM Amazon IK - RS RRRIBEN R K&
PE, BRIEFEHRB , BN , BIEIFEXEFHEN, BREFEENLSZER , B UEHENEFE
BELBRREZIRFIRAFEMET, BB REMELRM  BHM—ERMITEEM. BXE
ZER , BSH i,

« structure — FRNBERNMEEGMELTENAMG |, HIARE , HEFE Amazon loT Events X%
WL, RNBERMMEDER —REM —PNETHRABRBEURNEZEHNZG. SRNE
B4, FUNSRERAYEBEET —MRESHTURARE, XEEHMAITESH, SESHLA5
ST —NEHANRS,

« expression-syntax— Amazon loT Events {2t 7 2R E IR MEHFEN B[RRI IEEEBNS
Eo BAINMERBXNPEANF. SER. B, s|ANBERER, BUUEARKIAKREEXF
& , 12 Amazon loT Events I A EIEEREEZ AN FERNRKRE, BHNRERNLIEFTENE
Z. AXESZEER , BSH BTHiE, BRALESHBENRER,

F Y RN 25 B R IKX X Amazon loT Events AIBA5| A4S ERN BB RE R

 data-type— Amazon loT Events X#FEH, ME, FRHENHRHEIERE., MR Amazon
loT Events AISAERAXREH A BT —HBBERENBBERIEN S —HERE |, NIixLH
BRAEZHEW,

® Note
o BHAN/NBERM—Z Amazon loT Events XM A HIEI AL,

« Amazon loT Events ToiAITTEEARFTIAR , BN Amazon loT Events & EREIR A
AR,

- referenced-data — XA ENFNB[ERE P S| ANBIE , ARTEFEAXLERIE,
WMRE @ DynamoDB RAEEHIE , WMTMEENL —NSIAXRENEE , RAETEERER
($variable.TableName) FERZEE,

- referenced-resource — FNB[EEEANWRRELN AR, BYLRAEENLER , A
EXREFERAT. flin , EECIEFNFBERNUKEEZTNEE, YAEEL—NEA
($input.TemperatureInput) , FEANBERFEEAHIFEMNSER K AT eEEH

$input.TemperatureInput.sensorData.temperature X5 AEBE.
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BESRUTED , WERFTHEDHER |, FBINHRNB[EE D TR B TR IR TT o

X AR A RN 2548 B e R F 1T U PE BEBR Amazon loT Events

EFREBERRBHEXREN[ERNZCHER , HELTWERRIAEEMN R, FRIXLLEERMEIR
B R IR 5 RRHEBRIR MBS E B MY £ iR o

SHEMBRAR

* Location

* supported-actions

* service-limits
 structure
* expression-syntax

* data-type
» referenced-data

» referenced-resource

Location
‘@& Location MXEENOMERNMUTHEIRER :
« HE - B8EXoMERNEMESRS, XALUREER., BEHERHEE,

BARBER  REIETERIEIE Amazon loT Events HaIA X , NIAgESKEILERERE, BXZ
TERNBRESIR | BSIESE P EREUE A& R ERRE Amazon loT Events,

supported-actions
‘@& supported-actions HXEBEEMNIMERN MU THIREES.
« HE IMEENHRFELRNEERRE : action-definition,

FRRA R : MRBIEERIERIE Amazon loT Events HEI A , M ATEEL W FIEHIRHES . BXZ
XBNRESIR |, BSHIFE PEREEEN AR IRER IR Amazon loT Events,

« JHE : DetectorModel EX Baws-servicel®RfE , BZMX A EZFiXaws-servicelRFregion-
name.

ZHER 242



Amazon loT Events FEANGIER

BRAR : MREEENREST I , BIZBEELYFMNHB XA T A Amazon loT Events , &
ARES W R RERE ., YRR @ Zt XA AN Amazon REXEHER |, JeEL R EXTE
Mo BIEVIMAFE Amazon loT Events ARG EEFE AR Amazon FRE1EFHERE M X1,

service-limits
@8 service-limits MXEENIMERNNUTHEIRER -

- HE : BRERTATNRBRERNEE T event-namekt FIRSMWEHcontent-expression-
sizeFT ¥R #lstate-name,

BARAFR  IRBEABNRNBREANKT 1024 1, MAgE2 BB RER. ABKNARRE
ARDHRZAN 1024 FH,

« HE  RNBRERE NP AR RVRSHEL T R#|states-per-detector-model,
ARFR  MREVENFRENRSET 20 4, Mg W BHERER. RUBERF S AH
B 20 MRES.

- SHE  UEIERMVIEEN B timer-name IE D Aminimum-timer-duration)JL. ¥ &,

BRGHR  MRITHBRNFENRDT 60 %, MAIS BRI ERES . RINBWITEI RN IFE
[B] RZ1E 60 F 31622400 Bz Al, MREIEEITARIFENANRER , WEFENAREXNITES
RETEANREINER,

« HE  BINEHATHREREES TIHRMNSFERE Lactions-per-event FHI PRl
BRAR  MERSBHEHNRERT 104, KA RELERES. N THRUBERFNSNEH
BZAA 10 MR,

« HE  BIMRBATHRESHHREED THRMNBFEEE L transition-events-per-stated
YRRl
BRAR  MR—RESEEE 20 MNIESH , NATELQREILERER. FUSERPNESMR
ARZUEE 20 MEESH,

« HE  SMRBATNSEHEEL THRNSB[EBE Levents-per-stateP IR
BRAR  MR—NRESEES 20 NEH , BAEKFHERER . FUNSERPNEMMER
ZA A 20 NEH,

« HE  IUEENMGARBRNRARNFEEBETREDBIRS. WAinput-nameH
Fdetector-models-per-inputiRNSFERFEE,
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BRFR  MREZ R ARBAIET 10 MRNFER | WTRSBIIGESES. BRZSTHU
10 MR /R E S RN RN EBFE AR R ER.

structure
BE structure HXEEN S TERNMUTHIRER

« HE BIMETRRAEN T —#MEH  BRIMNT —NEBnumber-of-typesEKEBHZE, BD KL
HYIRIE,

BRTTHR  MREER AP RERGEREHFHRNBEE , ENFRPEETHINHSMRE

ML W EIEIREE . BAUEN —4H Action R, WRFEMRERE N —NEIHATX
Ko

« HE : TransitionEventtransition-event-namedEEFREFEENIRS, state-name

fRRIF R IR Amazon loT Events FEESEH4S5I AN T —ANRE |, M ATEES W R 48R E
Bo BRENT F—MEHHA T ERVRESE R

« HE : E—1MHEMWIRAEH ; DetectorModelDefinition 23k ZElstate-nametBnumber-of-
statesEERNBIIRE.

BRAR  MREN—AHSMRSERARNEN , WARSKIKEIRERES . BERIEN
FEEPFNF MRS EEE—NER. RSBHLAER 1-128 M7 BRFER : a-z. A
Z. 09, _( TXI&%) M- (EFH)

« HE  ENEEYHIRA initialStateName initial-state-name Xt R,
BRFR : MRPDERESBHTLER , BT EREE, EMATNRZE , HFNSEA TR

B8R (7T ) RE. MATRE , RUF[ER2 VI ERT MRS, BROBRSEHREEE
SURSHWERR , FEBBMAT EBHER.

« HE RNUBEEEUMATE—NRGEPERAED — N A
BRAR : MREREZMGPEERA , WARELKEILER BURAEED—IMNEKETERAED—
AN A, BN, Amazon loT Events T iF{&1& AW EIE,

« HE  REEEFREDRIFLMNERER, SetTimer
BARFR  MREBRITHIEEREM A seconds M durationExpression , N AJEE S U Rt £5iRH

B, BRRMER seconds = durationExpression 5 SetTimerAction ¥, BEXES
S5 , 235 Amazon loT Events APl & & #) SetTimerAction.

PHIEE 244


https://docs.amazonaws.cn/iotevents/latest/apireference/API_SetTimerAction.html

Amazon loT Events FEANGIER

« HR  WNBERPRWRELELR. RERHRENSFM4.

BRFR  MRENBERDWHEMRETEZTR |, NZBHORATMER false. RETSRE
EHNERS  BRETES RN true. SBHNRMAIUTENR true i, RIENTF LR,

- HE  EEREGARY , BXRERHITA T 5E,

FRRFER  SHITE—BRE , ATLUREm AR ENE
- BREIFEAE,
o HERNBJ[PAVITRRE S,

NEREWRE AN FERN W AR TR, BERGPBER
triggerType(“Message”) BRBWAR , MTFR

PR 2548 B IE 72 PRAG B IR GRS
if ($input.HeartBeat.status == “OFFLINE”)
RKUTFUTARRA :
if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

Hrep , 3 triggerType(“Message”) BB ARARERGPIRHENBEAZAIFITH, BEE
AiXMER , triggerType("Message") EHEMITEL R TN true HHBZWHF WA BN,
BX triggerType BBAZEMNESELR | BEAmazon loT Events (FRARIERE) W “REX”
o R triggerType

- HE  BNENBREFPRETEZ TR, RESSBEIEIAMBRENFEM,.
RRAR  MRENBERPHEMRESRAE |, NEBHEADER RSB REITER false, 8

ERNF[ERREANTERZFTERESHRMERETMENA true , IHFABRSRTENTH
Al

« HE D UTRSREIR R AR S BREBINBENHEE

BRAR  ABLEENERNFERR TR IHMHEAREZEABRENEENLTRRS , BERE
RENBERNRG TERN triggerType("Message") ERHMWIAR , MR :

PR B B Fh IEFE TRAA BV R S tF
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if (timeout("awake"))
SEACHELUTFUTRENEY
if (triggerType("MESSAGE") && timeout("awake"))

Hr | 3} triggerType(“Message”) M AARERHHPIRENNGEH A ZBI#H T,

e SE e AT B R BRI BR R B B 1T A BRIRAE | MTBn L RE T RIEIRHE S . BXRMMAERN B[P ER
TTESRRENEZEES , HZH (Amazon loT Events FF A EEE) W “EANERE NHE

expression-syntax
‘D& expression-syntax HXEENIMERNNMUTHIRER

« HE : BAERIER {expression} oM. EXWAEFE KA JSON , HLEAMIEE Amazon
loT Events —MTELZR N FRABHRIER,

BRFE: MRIBEMAEXE R JSON , Nl Amazon loT Events B AR ERS 2R AT LUFENER
BRUTENFRFR, TEERTENMRERIEF, WRRIEFKD , BB IR,
« JHE : SetVariableAction.value MR RER . TEMEME “ variable-value

BRFR : EBOJLAEMA SetVariableAction RENX EH name M value WEE, value A2
FHE, BFEIMRE. BN value EERIER . BXEZEE SetVariableAction , IS
Amazon loT Events APlI &£,

« SHE  BAVTEMBHTIRX DynamoDB REME M (attribute-name) RiERN . A IEBWAEER
ARER,

RIRF R . X DynamoDBAction. BEIRPHNFESHERARER,. BEXEZELR |, BESH
Amazon loT Events APl 2% DBAction# #J Dynamo.

« SHE  RNTEBITIRX Dynamo RER TableName RiER ., DBv2 FH EBMNIEERARER,

fE R E : DynamoDBv2Action F# tableName AR FRFE, SMEH tableName HRE
Ho XERFNEZXNF., EZEFR. BHH. cs|ANERER, BXEZEL , 52 H Amazon loT
Events APl ZZ /iy Dynamo DBv2 1k,

- HE  BNTEREHNRENIFENERM JSON, Dynamo DBv2 24EN ¥ JSON B gk

#,
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fERF R : DynamoDBv2 B E KB AMA JSON, F{RE Amazon loT Events A BUF BRI A A &K
BN AR ERH JSON, BXEZEL , 55 Amazon loT Events APl £Z& H#J Dynamo DBv2
B4E.

« HE  BRNEEBM RN ABRRE XN BN action-typeM AEEEBNABTRER,

BRAR . ARREXNTUIEFEHRE (string'), ZE ($variable, variable-name), #AE
( $inpute input-name. path-to-datum), FRHBEENTE. WEFSE, ${3

- SHE : BENAEH XM AIEZE,
BRFR : MBERHBRELERET BENLAE |, BI%EE Amazon loT Events ##l4& i AN A RIE

N, MAEESREIEIRERE, IREBREBENAR , IXTMEEBENHBE TRAARNBRER, X
¥TZEER |, 5 (Amazon loT Events APl &) i EMMAE,

« SHE  TEMITITETES “duration-expression” BIFERBEIRE “timer-name’s
BRAR  ITHNSRFENARERAWITESERSLARN T 60—31622400 Z EHE, FLEAEIIT
BEERO T2 ANRBEENELR,

- JHE : BEBMKRIAR “expression” action-name
RRAR  MEBERENKEINEEFERE , NTEKXKEIHER., BHAREAEBNIEEHMAR
KX, BXEZEER , B2 AT HERFZFHIENE URERNTEZE Amazon loT Events.

« JHE : IotSitewiseActionToEMT¥RfieldNamely for, MHMIERIERN P EH EBIIEE,

BARBZE : IR Amazon loT Events T 28R for , NI ATEES IR ZI b 45
iRfieldName, IotSitewiseAction®{RfieldName{EH Amazon loT Events A] LA ATRY FRIE
Ro BXEZEE |, iH3E Amazon loT Events APl ZZ d /Y |otSiteWiseAction,

data-type

‘TE data-type HXEENIMERTNBMAUATHIRER :

« JHE : ITitduration-expressionBaMIFLEMN B RIAER timer-nameT , ©AIURE — N
Fo

fERF R . MR Amazon loT Events ToAF it e B LN BIRERNITTERN KT , M TELWEI
BiREE. BREW durationExpression AT, TXFHMHBIELRE | flUHRE,

« SHE : RIARcondition-expressionT 2B R ZKHRIEN,
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R R : IR Amazon loT Events 38 condition-expressionBitERm/RE , T
e EEIRH R, MREMMA TRUE & FALSE, BRENZGEREIRTURRANARE, W
RERTRARE , WEERTF FALSE BEFR2BARERTEREHHIEEMN nextState,

« HE  EUT&RER referencePRE T A RBENBIERE [inferred-types] : expression

BRER : BRAR  FNBEEETAEESHER AR EREENREXNE LA 5| AHAER Y BIESR

i

EAUTEE MR R
« HENSIREFN IS NEEFNREREN  BRESIANMEREREGRE,

Flan | EUATRIERN TG , B 2 2 == M Q& EBEMFVIRER. I BRISERR
A& , $variable.testVariable + 1 # $variable.testVariable4 5| A& MK,

A, B 1 RZEF+RIRER, Eilt |, $variable.testVariable #405| AR K/,
‘$variable.testVariable + 1 == 2 && $variable.testVariable’
s HEFEASIBAENEZARBNBETER , BHRRIZEEEFES| ANHIEXRE,

Flgn , AT timeout("time-name") BB EETENSI SN ERFBENEZTE, MREAHSH
ERtimer-namefd , MATERNEI S5 AZE/FE,

timeout("timer-name")

(® Note

XtFconvert(type, expression)BEHE , MREERSIAENtypeE , NS|AWITE
S RUPREStringDecimal, FBoolean,

EXEZELR , 5 Amazon loT Events REARPH AN TENSE,
- HE  BEEANKIERERE [inferred-types] Tk ABreference. XAREELSHETHRGHE IR,

iR

&HH

BRER : MRB-—ITMAABMHEENRNREXSIATHIHBIRERE , T2l
B, BREA-—AABMIXENREXNERNB[EE S 5| HHEERNHIERE,
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referenced-data
‘@& referenced-data X EENOMERNMNUTHEIRER
« SHE  BNBIRIFNITETES ; itefg8timer-name BT RERD , BENKRIZE.,

BRF R MREFEARREN TR , WAIKWEERER . EREXPERITEIRZA , &
MEREITEIER. B5 , FHRE A EBA TR 2RE .

« SHE  RNBRIAWETE : variable-nameERERPFEATETE , BEMNKREEITE,

BRATR  MREFEARRENZE , WARKIKEERER. EREAPERAZTEH , BHE
NEEHITIRE. B, FEAAAT EBHNEEER.

« HE  RNFZXEBHRA  TEERENEZHEREXFER,
BRITR  BHERNBNZEE —ME , RAEFRERSAPHNZEH#TRE. BREANHERE
TEMNE, AMEALURREE, 55, FRRBWAT EBHNZERN,

referenced-resource

‘@& referenced-resource HXEENIMERNMUATHIRER :
« SHE - RNSBEREVEEN A EEN AN A,

BRER  MREFEARKIXKSIAFTEFEENEA , WAL RELERER. BRENKEXSIA
NENRMAF @S ALBNBRAZT. RZERA , BRE-—NaA,

- HE  IRNBEERE L EELM InputName : input-name
BRAR  MREZNFENBFZERIELRNHMAZH , WTELXKEIHERES. BREAATER

AR, MABMMLAMESR 1-128 NFRF. BRFEN 1 a-z. AZ, 0-9, _( TXRIL ) M- (EF
F)o

DR ESEE Amazon loT Events ( #2158 )

Amazon loT Events R FE@E SR NE 4 HEH Amazon loT Events API fill & 8 /3R 5 12 ¥ Bx R 2R 3E
HMERR. LTHBRER Amazon loT Events 3244 9 #TIE N S5 EH,
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® Note
Amazon loT Events FFIA D MTIBHNIRN[ERF | BHZE 24 PR ERE R TE R,

BN E 5 A AR BB LB R, RFBERBEHBRENEMBAET. flm, £XEZ L, FU
REHSMALBREERERERBRIEAEBRZFENETREHE, RE , IREREREES
REBTHENEBMEENER. BIREINTERE , EUNUXETNELEY , BOENEEF
REREKRRESNE,

AR AR A

1. %3k Amazon loT Events ##l &,
2. ESMERP , EFRNF[/EDR,
3. ERN:|/EET | EFBAHRNB[ER,
4, EFRNBEBETEL , EEBRE.
5. BHALA , &R ETOM.
R . Cmperreetarodel < T runamatyas || creme ot |

+ Detector model palette
Detector models

Inputs To build a detector model, drag

Alarm models w and drop to add states. Draw
& connection arrows on the canvas
o to add transitions between states.
Settings (O state
9 @ Start
c
TemperatureCheck

2 events

LU 2 Amazon loT Events 12&I1 & R R RBI D& R,
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temperatureDetectorModel Eedit Rerun analysis ‘ | Create input ‘ Publish
loT Events X P ' v P
+ Detector model palette
Detector models
Inputs To build a detector model, drag

and drop to add states. Draw

Alarm models @

=] ‘ o :
@ Start I : connection arrows on the canvas
o \ / \ to add transitions between states.
(O state

Settings
ing TemperatureCheck

2 events

Detector model analysis Learn more [2 v

(1) Al ® (0) Error /A (0) Warning @ (1) Information

@ Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked

£ Amazon loT Events (Amazon CLI) #4 #7 #& N 85 4& U

LmE R X2 Amazon loT Events #FRNZEER | AJREGRHEEN, THAMENERAAMA, X
ETFAPINFEATBEN DN, SMEIEREER , HEEBBESNMRNBERRTHERE, B
FIFA StartDetectorModelAnalysisAPI , AU 3TERARARE |, BEIEIRBIBEREA |, K12
BRE , HARENYERNE4LEFSENLFZER,

LT &4 H Amazon CLI SR iR M S5 R,
EFEADWIFENEFERE Amazon CLI

1. BITUATHTURE D

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

® Note
file-nameE RN IS RN LA TE LK XA B
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Example FM2FEE E L

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.TemperatureInput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "IoTEvents/Output"

1,

"transitionEvents": []

I
"onEnter": {
"events": [

{
"eventName": "Init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "OQ"
}
}
]
}
]
},
"onExit": {

"events": []
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}
]I

"initialStateName": "TemperatureCheck"

WMREMEM Amazon CLI RO AMHRNB[ER | FRBELUTRTZ —RERFEN[REE

N

o WNREM A Amazon loT Events #2414 |, FHITUTIEE -

1.

6.

HESMERT , ERRNBF[ER,

2. EEMBEHET | B ERENBER,

3. NEFHEFRS HRN B[RRI THRFNBFRE, HERNBREHELL JSON BHRFo
4.
5

FTTTERM 2248 E JSON X+

. MO ZEE detectorModelDefinition WK, BRUTHEA :

- TEMEPHE-—PMKES ({)

- detectorModel £

+ detectorModelConfiguration Xf&
- THESHRRE-MKRES (1)
RIEFZX M.

« MREFEH Amazon CLI , BFHITLATERE :

1.

2.
3.
4.
5.

EAXRPEITUTH D,
aws iotevents describe-detector-model --detector-model-name detector-model-name

detector-model-name &N FNBH SN B,
ffdetectorModelDefinitionMN REHIEX AR ESR
ffdetectorModelDefinitionZAEFRMATES ({3)o
LA JSON B RF LI

Example M 57 7 4

{
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}

2. MEHBIRER D ID,
3. BITUT®T , MRESITRES.

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

® Note
analysis-idBBRANEBEFN D ID,

Example M 57 7R 4l

"status": "COMPLETE"

RESABURUTEZ— :

« RUNNING— Amazon loT Events EFE D T BRI BER, TRESEAERSEE— 5 8.
 COMPLETE— Amazon loT Events 2 52 B #RU 2R R 2947
« FAILED— Amazon loT Events o2 i EMWHRNFER, BEHREE,

4, BIUNTHES , MRE-NHSMRNUBERSTER.

(® Note

analysis-idB#ANEEH N ID,

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

Example 13 5z 7R

"analysisResults": [

{
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"type": "data-type",

"level": "INFO",

"message": "Inferred data types [Integer] for
$variable.temperatureChecked",

"locations": []

1,
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'Temperaturelnput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[@]"

(@ Note
Amazon loT Events FFIA D MTIRWIRNB[ER T |, BHRZE 24 PR RERE R TE R,
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Amazon loT Events 55
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Amazon loT Events,

Amazon loT Events iz

O] LAEF Amazon loT Events Data API sn S RIERM BT ZE WA, FIHEMNB[ I RUAR EFREHIEK
MRS, BXEZEE |, 55 Amazon loT Events APl ZZd /) D Amazon loT Events ata %
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