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H 4 2 Amazon loT Events ?
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loT ZRESHUE , LURBEXREH , LMEEREITH,

BRI LAE R Amazon loT Events K1 Amazon =HMEEZXNEHKIZNAER |, B LiES
Amazon loT Events &&= AP| 15 [RIX LR AERF.

:

loT Events Define Detect & Trigger
Helps you monitor your Define conditional logic Detect events and Action
equipment changes in and states to evaluate trigger actions when
operation and trigger alerts incoming telemetry data events are detected
Inputs to respond when events ocour to detect events in

t equipment or a process

LR
BERE SN RBHBA

Amazon loT Events #EZ XK BiF% loT ENHERNEA. HPSFEEARBFRE. EENARERM
H At Amazon loT RS , #1430 Amazon loT Core 1 Amazon loT Analytics. & 0] LAfE ¥R A API #2
O (BatchPutMessage API) FEIZMN B 4E i A #3X E] Amazon loT Events,

ERAFENZERAINANEENEAHER

Amazon loT Events ATLLRBIS RRBHEN loT RZFINARF , IERETEREZNFZ 4L

BBNZNMNaANEHER, XBEH , AASMEBSRNNARFHREREEEFE, R,

RENTENERSBNNARFBIBEESENR , TELETHRENERENRE, B UEE

Amazon loT Events #fN2S , FEFEARENEZEREIAMTRE XN RBRIAF X LEH,
BEEHAAIRE

Amazon loT Events ib# 7 ## a0{AIE At & Amazon Simple Notification Service (Amazon
SNS), Amazon loT Core, Lambda, Amazon SQS #FlAmazon Kinesis Firehose VIR, &

HERAMER 1
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Amazon loT Events @IEEB AT A RITHTAZIRIERE | XL BB E X B WIRE,
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Amazon loT Events EEHERIXERZNSBIT B, BUUAESERBMNIERE L —XHFNE |
ZBRS S BT BMEEERT Amazon loT Events i8N AT E L4,

(dEESY
BRI TR &

BEERRE-HEENBNNR. NR—BHVSHELET, HEBSXEHMESEREXRTHRSH
HENRR , WAEEELNFEREMES THEE. BEXRFIUFEN, &8 Amazon loT
Events , A LZUCREE A VS LS NMERESBHER | HERAMBM R #ERZIXENEIRAERIZH
WM RIE, NE , BEEERMENSE , MEZETREERAGAMENGEE , REEFHREE
BN, HEHBERANES  TENRRATSEREAET , NBRESAEREFSENEE
PN 5N

EET A

BAILERENTEVNEAREIBIRET. A THNBANREEZERE  NBARZTH
. BERANERESE , IERRREES. ERENNSFIATR T MRS A IRERS |
R BREERBEERNNEFTEM, 8 Amazon loT Events , A HWEB—NERRE |, &£
IR AL BB BIE , ACIRER , WEETHEEN RGN B RREFERAR,

REEEFEHLRE
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1Z & Amazon loT Events

IR IE% B Amazon Web Services IKF | FEERUA T T BRFKBIE—N,
k&S Amazon Web Services Ik F°

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. RBR®ELHNRBAHITERE

FEME , R —-ERE , ERXEARERERA —PRIESE.

WM AESEMAET Amazon Web Services I |, B & 8172 Amazon Web Services IKFIRAF —1. 18
B PR AN RZ R ATE Amazon Web Services fI'&R, EN—TMReRESE  EHEE
APSBEEBEHRNE , HERERABAFPRTEERALHRNERENES,

FigBPRE Amazon loT Events

ARENAERFEL Amazon loT EventsIBEFFEN B R FNR, E T LAER Amazon CLI B
Amazon Identity and Access Management (IAM) 2§ & 22 A & MABRXWINEREE , AiHRFRSE
T E LETHAE Amazon loT Events.

| AM AP IEERE T AXxL 284 Amazon BRBEHRINBENEZEFMER, EXREFEEE Amazon
loT Events , 5SS RMNIREE, FREMEHE Amazon loT Events,

TEA IAM 24 A ENEEASANE , H250 AM 202 - £/ 1AM S E# Amazon KBRS
AR,

(® Note
ZHATUR 1-128 NFRF, ATEHE

. ABFFRNEFE az
. ®F (0-9)
° ﬁyﬂi?ﬁ's _EE o

Fi&EBRFR Amazon loT Events 3
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BRAENR

Amazon loT Events E&BEB AR EA H ftt Amazon FRSHVIRIE, Fik , BXARFRARERITIXL
¥ 1ER Amazon loT Events fX R, AT B EREHIRMRHIFKRE iZ%%E*XXTU@'}H’J FRHATAIA I
RKiptE, REEEd##M## ID SE, AR , BENIZEIBES (*) , S| ABENFHRE
R AT LAER 1AM #2244 ## Amazon loT Events & ZEE X Amazon SNS 2EEHIR,

Amazon loT Events XEFLUT A FEFERITIRESRRETEMIRE

« setTimer BIEITAIES,

- resetTimer EEiTHTES
« clearTimer MBRITATER,
- setVariable BIETE,

Amazon loT Events XL T RFEER Amazon FREVIRE -

« iotTopicPublish &#mAXx MATT EERIEE.

 iotEvents FEIELR AEBENFE KX KIEZE Amazon loT Events .

- iotSiteWise FF¥IELKIEZE Amazon loT SiteWise H Y &7~ & %,
« dynamoDB [l Amazon DynamoDB & &K ##z.

» dynamoDBv2 [] Amazon DynamoDB & &% #1#E.
 firehosef§##E &% %] Amazon Data Firehose o
« lambda A Amazon Lambda E¥

* sns FEIEER HIEBEHRIE

* sqs FEIE R E Amazon SQS BA%I,

Example Policy

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Publish",

"Resource": "arn:aws:iot:<region>:<account_id>:topic/*"
},

BRAERUR 4
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{

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Allow",
"iotevents:BatchPutMessage",
"arn:aws:iotevents:<region>:<account_id>:input/*"

"Allow",
"iotsitewise:BatchPutAssetPropertyValue",

"

"Allow",
"dynamodb:PutItem",
"arn:aws:dynamodb:<region>:<account_id>:table/*"

"Allow",
[

"firehose:PutRecord",
"firehose:PutRecordBatch"

]I

"Resource"

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Resource":

"Effect":
"Action":
"Resource"

: "arn:aws:firehose:<region>:<account_id>:deliverystream/*"

"Allow",
"lambda:InvokeFunction",
"arn:aws:lambda:<region>:<account_id>:function:*"

"Allow",
"sns:Publish",
"arn:aws:sns:<region>:<account_id>:*"

"Allow",
"sqgs:SendMessage",
: "arn:aws:sqs:<region>:<account_id>:*"

BRERR



Amazon loT Events FEANGIER

PRI A B3R

SFSHEREAURTFHRMMERVFERPFEANGARTFEANR. IREERFHENMNAFREMEHE
HRR , BEATHAESEMRERUIFER | NATRNEAFSSEEE#H M ARBHNNR, XEKRE ,
BRR1Ziotevents:CreateDetectorModelMiotevents:UpdateDetectorModelZEF PRI} |

&k MR iotevents ::UpdateInputRouting®R FXFR,

Example

LR 27 iotevents:UpdateInputRouting FHN4X R A9 SR BE o

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [
"iotevents:UpdateInputRouting"
1,
"Resource": "*"
}
]
}

AR E M A Amazon BIRABA R (ARN) 53R ( JEResourceVBELAF* ) , ABREIXS 45 E i AR,
X 7] LALE S8 PR i HR N B4R B A R A P S SE A BB s TR A BN IE RS G R LR o

Amazon CloudWatch BEA®BE

LT RBEXHRMET AFRFREZD CloudWatch H123 HE Amazon loT Events WA &K IEMEER
B o

AERE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

R @ ABIRE 6
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"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:PutMetricFilter",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeleteLogStream"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}
SHERES -
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

CEFREMMNE IAM AP IAM RRERE , AATZRAFRUT AR ERAG, AXESZER , F5

59 IAM A e R R T R [a Amazon ARS5151% A B RIINER,

"Version": "2012-10-

"Statement": [

{
IlSidll: IIII’

17||’

"Effect": "Allow",

"Action": [

Amazon CloudWatch B &S ®HE


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_passrole.html
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"iam:GetRole",
"iam:PassRole"

]I

"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"

A LAEA LT85 A CloudWatch BERIRBRIRERE, X /1F Amazon loT Events F B EEHHBA
CloudWatch A,

aws logs put-resource-policy --policy-name ioteventsLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":
\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \'"Resource\": \"*

\"} 1}

FEAUTHSRERRIZRIET, & roleArn BN ECENBFIZRAR,

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

Amazon SNS JHE &% B R K

UTHRBXERERET AERBEANEEREE , B4 0L Amazon loT Events &% SNS jHE.,

AERE

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}

Amazon SNS JHEf&i% £ & Kk 8
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]
}
EEXRE
{

"Version": "2012-10-17",
"Statement": [

{

"Sid":. """,
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.

"Action": "sts:AssumeRole"

Amazon SNS JHEf&i2 BB K
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Amazon loT Events 34| & Al

RYT BB T Al E A Amazon loT Events 12| & SI2 B AN B[EE, &0 LN 5| ZAy MRS H
TEE | ERREMBEERS. H5IZFNUENELBEL-ERER , RELNERRESTEIEER
Do A, ERRIE Amazon SNS HE , REFEARAREERR. HEE=1TENRBEZREAT
B, AR E B IEBIRASH K IE 5 — 5 Amazon SNS EEENHIA.

BIREES=METEDRERNRE , SUBREFEEMEMN RPEDEBFEER T TEHIAN
BEREREHENFRIAR,

rEHE L, LETUKRE LT B E XN TAHRNFREER, BEATUERRSESFAREMBA
WENFRNFREH S HENFRENBFZREAETEH Amazon KEREREN], MRES ALKNEEE
B, FAKRNNXEERENHAREFRCEIERA , AEHMMEEANAE ARN,

ERFHE L, BETUKRBNANTUEEN TGN ESSERENR, BAETUERAZEHESAHEMBA
REWFENEER  $ESHENENESER HEHM Amazon Web Services X3 RERA S,
RIESAHFNBER  FHRAAFTXEHUERENRAREFCEZEXLEHMA K AEHMEEANAR
ARN,

f£ A Amazon loT Events #2&|&8 T UTHE.

E A
ELEEENEENRE , SMNXNEEENEHIES A Amazon loT Events B9 7E. HMITHIRER
FiEEREEERN B A KIZE Amazon loT Events, BJLiF A X A LASEH -
« ffF BatchPutMessage &4,

« f£Amazon loT Core® , N FHEHE EBIRH X FlAmazon loT EventsfAmazon loTH N 5| 2 4R
BE—%Amazon loT Eventsi2EMN|, BATIZBZFIRBIH A

« fE#Amazon loT Analytics , {8 CreateDataseti2fELAE A Bl contentDeliveryRulesHy
BIEE., XEMWIEE T Bz KIEBIEEHNBH Amazon loT Events i A

HEERNRZFURXMARNREBE 2 , BUAEL—IHSZMA. Al , FAFIMRAEE—
B, ARERALNE EEBERNBLEFER.

Bl N EFEE

ERRSEE-MNEFER ((ENRJIHENER ) . ¥ TEHRES , FELES (HR
H)Z28 6 ZEBTEEANBAURNEESH, FURERRLNIEHE , eI EREMD
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https://docs.amazonaws.cn/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-create-dataset
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Amazon FRFESREHE I BEXHTE LN RE, BUTUEXHMES , IESHFEHAR
BRHEMRSUARBRENZG ( Wik ) HRERE.

EAHES , B2 EEEH AR BHIEERSH |, IR EMAENERIERN Amazon SNS HE.
BERiRFRHERE

MREBEMSMERZRHE , BEEMAPEE-—NFER , BTHRIREAK BB MIERZ SR
2. BESMCreateDetectorModel Y key FE, HH key R A FERIRBH—NHE
i, MR - RRHRRENEE. BEMEUSBZBE —MRENSFER A, FHORUSEZ2 %
LGNSR BIZREFNRA |, B2 HE BRI 3548 2 4% 5 5 i BR o

MBBUEEBEANRE (ES MBI FHBEELEZFA ) , BF2EEHE —HFRR key FE,

EXHERT , YE—NaARER | ERAGIER— MR (=46]) .
FHHEENMAREZENRNEFER

BB ZR AL KRB RZFIHEEWHEEN AW AKIEZEE Amazon loT Events BRIEF , EF

EELENEHENTHEHMERLIgE, EEAHED |, B FEHAmMazon loT #2414 |, W HENEER
#E% Z Amazon loT Events#IAmazon loTH N 5|24 E Amazon loT EventsiE{EMNI,

R, FEREBTEBBE A |, REHEFEHAAmazon loTiRE] & £ RERN M AR X2 Amazon loT
Events BIHE,

(® Note

FHREREHAQEMEEN input M detector model , 21 #HiE P RBIFT R, BATLL
Atk JSON RAGISK#E B 82 5] AR,

ES}

- RRFH

- BIERA

- SIBERNEFER

o RIEF AN RN 2R E T

TR

WRIEET Amazon IKF |, BEIZ—NKF .

FRFZ M 11
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1. $TFF https://portal.aws.amazon.com/billing/signup.
2. EBEFLNHARTERE.

EEME , SRR —BRE , EXEERBERER A — MR,

HIEEM Amazon Web Services IKF B, RE &8I —4 Amazon Web Services i/~ 18 A
F. RAFPERGRIZK S FHFTE Amazon Web ServicesFI &R, ENREREREK , 8 HE
BERAPSEEEHRENE , HERERABRAFPNT EERAFHRENBRENES.

3. BIEM/ Amazon Simple Notification Service (Amazon SNS) F &,

AHE ( ARENB A ) BRIZREQIETHN Amazon SNS =&, XL FHH ARN

S RA :arn:aws:sns:us-east-1:123456789012:underPressureAction
arn:aws:sns:us-east-1:123456789012:pressureClearedAction, FXLEEH R I A
B2 # Amazon SNS £ ARN, BXEZEE , iS5 Amazon Simple Notification Service
FARARIEE,

BR 7 @ Amazon SNS B R A B2 , &R JULRNB[BRIEATEEZEEEEMN MQTT JBEE.
ERALED , BRI LAEA Amazon loT Core ###| A 1T RME R ZIXEIX L MQTT EFHER , N
MBIERNFENSER R R EERERS , URXERFIRBERIZER, BE AR ERN S
BREPMNENMASEEEZTHRAISMHE L MQTT BB .

4. %FX3¥F Amazon loT Events B9 Amazon Web Services X8, AXEZEE , FZ 1 Amazon

Web Services —fi&5# H K Amazon loT Events, MEHB) , S % (Amazon Web Services
Management Console A[71) #H# “£fH Amazon Web Services Management Console”,

BIER A

ERNEEYEBAN , RMNBWERESEROEEARN NG , B REJHBRRIEXE X4 UIRE
HEZTRR. HEXEXX 4RI A BISRE PR Ao

SERBUEE AT AR IR SR T ER IR R A

B BEAMXARELGE—NER input. json B4, HREEUTRE !

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47

B H A 12
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}
}

iz, BETEXNMAlinput. jsonX# , TUBIE—NEA. EAXTHHN—PNEBRMEXFERS

S SRR R R R 2 A AR B,
£

- ESMERAE—TRA

- ERNEFEREDGIERA

ESMEERNEE—MaA

AEBNETNMABEITSMERNBERERIRNEFERZA A

1. &3FAmazon loT Events 2 &l & siEFE“GIEFHAmazon loT Eventslik 7710,

2. 1£ Amazon loT Events 2HANAE LA | EBRHBFSMEE,
3. EEMNSMBE®RS , EBRE A
4. TEEHAENAELE  GEEAIEHR A,

ices Q. Search for services, features, blogs, docs, and more

loT Events X loT Events Inputs

Detector models

Inputs
Inputs

Alarm models
Name

Create input

Date updated v

5, XMWTFHBMA , FRHWARMABHMTENER , REkFE LEX. EETHXEESD , Helg—1

AR BERBR R SIR M input . son3T 4.

ESMERAE- I RA


https://console.amazonaws.cn/iotevents/
https://docs.amazonaws.cn/iotevents/latest/developerguide/create-input-overview.html
https://docs.amazonaws.cn/iotevents/latest/developerguide/create-input-overview.html
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Create input X

loT Events ingests data from other services. By registering an input, you allow loT Events to use the ~
attributes of this data in your detector models. loT Events accepts generic messages sent from any
device or service.

Input name
Mame the input so you can easily identify it later in the list and detail views.

Pressurelnput

Input name should contain 1-128 characters and only A-Za-z0-9 and _.

Description - optional
Provide a description of the input

Pressure readings for a motor,

Description should not be longer than 128 characters.

Upload a JSON file
Upload a JSON file containing a typical message the input will receive. Or use a sample JSON E

Files should not be larger than 10KB. W

6. WNTRERBMAREY A GRECANEMN  RARIEFCE. EURpl$ , Fi1EEmotorid

sensorData.pressure,

‘ [ Upload file

ESMBERAE— A 14
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Create input X

Upload a JSON file
Upload a JSON file containing a typical message the input will receive. Or use a sample JSON E

‘ [ Upload file

Files should not be larger than 10KB.

input.json

Choose input attributes
De-select the attributes in the example message you would like excluded from the input.

motorid [
sensorData.pressure

sensorData.temperature
Tags - optional

No tags associated with the resource

Add Tag

ERNEFEE SRR A
REENEMAN RN FEEE LA SRR N SRR B

1.  3¥TFF Amazon loT Events 24| &,
2. fEAmazon loT EventsiZH| A& | kFCIEZRNEBEFER,

ERNRFER D OEEA 15
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How it works

semsor data streams

3. 1%&$% Create new ( 1 )

Qr
=G

loT Events
=

Getting
started

Start by creating a detector
model to represent your
device states

l1oT Events
Detect the state of

anything and take action

loT Events monitors inputs from multiple loT sensors and applications to
recognize patterns and take appropriate actions when events occur.

Start detecting now

Design a detector model to represent the
states of your device and the underlying
logic that triggers state changes and actions.

Create detector model

Pricing

Learn more [4

Getting started

({ v ‘e
£ 7 :
oﬁ_, E
Design Detect Act
e 1oT Events o :
Receives raw data, Evaluates multiple input Takes action when critical
customers build logic to o e dat

state of processes,
quipment, or products

Create your detector model

Create Template

Create a new Select an
Ikr:letector model industry-specific
template

[ comere |

Start by creating a detector to represent
your device. Or start by registering inputs so
loT Events can begin receiving vl

[f] Import detector model

Browse and select
templates

Demo

Explore a sample
detector model
with inputs

Launch demo with
inputs

More resources [4

Documentation

API reference

FAQs

Using inputs in a detector model

Inputs receive the telemetry data (messages) you want to monitor and
use in a detector model. Input values are used in conditions to trigger
an action or change state. Manage them at the Inputs page available

from the left nav.

4. EFCIE@MA

ERNRFER D OEEA
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Title: Untitled Evaluation method: BATCH Edit Run analysis Create input m

+ Detector model palette
To build a detector model, drag
a1l and drop to add states. Draw
connection arrows on the canvas
& - to add transitions between states.
/ h O state
S ‘
e~ - ] [ State_1
e ‘ () Start }—H -

0 events

5. MTFHHA , FRABASHATENED  RELE LEH, EEROTEES  HolE—1
B EE DR R AR input . jsonXH.

Create input X

loT Events ingests data from other services. By registering an input, you allow loT Events to use the ~
attributes of this data in your detector models. loT Events accepts generic messages sent from any
device or service.

Input name
Name the input so you can easily identify it later in the list and detail views.

Pressurelnput

Input name should contain 1-128 characters and only A-Za-z0-9 and _.

Description - optional
Provide a description of the input

Pressure readings for a motor,

Description should not be longer than 128 characters.

Upload a JSON file
Upload a JSON file containing a typical message the input will receive. Or use a sample JSON E

Files should not be larger than 10KB. LW

\ A Upload file

ERNRFER D OEEA 17
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6. WTEERMARY 6 RRECEANENE , REERUE, EIRHIF , RiEFEmotorid M

sensorData.pressure,

Create input X

Upload a JSON file
Upload a JSON file containing a typical message the input will receive. Or use a sample JSON E

‘ [ Upload file

Files should not be larger than 10KB.

input.json

Choose input attributes
De-select the attributes in the example message you would like excluded from the input.

motorid [
sensorData.pressure

sensorData.temperature
Tags - optional

No tags associated with the resource

Add Tag

SIERNEFREE
EREES , SEARSREL—MRUBHE (LHRERHRHEE ) .

NT RS , BEXNGMH (HRE) B8, ZEBITMEEANBANRNEEZESH, SRVIEH
i, EREIRSHTUBH HRE, XESHMRNTESH,

FEENRET |, LoE T AE LERNEEH AR H RS R E 8 AR AT S TIRIENSEH (XS
HBAEFFONEnter, OnExit M OnInput B4 ), REBHENFEFEBEITERN true B, BIETRE
7o

DR NEFER 18
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1. ERNLGEETHE-NMRUBRRS, ENERTER , FEEREZEFIRFERS State_1 FREHE
&l

Title: Untitled Evaluation method: BATCH Edit

[ Run analysis H Create input ‘m

+ Detector model palette
To build a detector model, drag
a1l and drop to add states. Draw
connection arrows on the canvas
& to add transitions between states.
O state
o)
P State_1
|® st (——————f -
— 0 events

2. ERFERD , WARSBAN OnEnter , IEFRIMEH.

Title: Untitled Evaluation method: BATCH Edit

Run analysis ‘ [ Create input ‘ m

+ State X
State name
Rl ’ Normal| |
» OnEnter
) /
f Normal » Oninput Add event
‘@ Start }—H
‘\\ 0 events » OnExit Add event
\ /

Transition sequence

No transitions

Delete state

3. TSN OnEnter BHRE L , MASHENAEHFM. EUHRAIF , WA true URRIHHA
RSN, BHBELTRIRE.

4. T BHRETH , &8 FMRE,

DR NEFER 19
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Add OnEnter event X

Event name

init

Event condition - optional
Enter the inputs and their attribute values that let the Detector model know to trigger this event.

Event actions
Choose the actions to take when the event it triggered.

Add action

5. EEBEMHEET , PUTUTRE

a. ERRETE

© o

Q

NTEEBEHE , EEEE,
NTEEEN , MAZRENZENEN.
NTZEE, MAEO(F).

DR NEFER
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Add OnEnter event

Event actions
Choose the actions to take when the event it triggered.

v Set variable v

Variable operation

Select how this variable's value will be
modified.

Assign \3lue v

Variable name

Provide the name of an existing variable or
the name of a new variable to create it.

pressureThresholdBreached

Assign value
Manually assign a value to variable.

Remove

0

6. 1%&$® Save (RTFE) o

DR NEFER
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AAERMNSFEEFNEAEHATRELE (BRE) |,

Add OnEnter event

Set variable v Remove

Variable operation

Select how this variable's value will be
modified.

Assign value v

Variable name
Provide the name of an existing variable or
the name-of a new variable to create it.

pressureThresholdBreached

Assign value
Manually assign a value to variable.

0

Add action

Cancel

m v

PIIBENNEE, RAERNZEIRE

HBTENRRETENRERS , TESIAXENE (FW , EBHNFMFEEF ),

7. AR

B | EFORESEM X BURE BIHRN B[ EEE @R,

Title: Untitled Evaluation method: BATCH Edit

Run analysis ‘ ‘ Create input ‘ m

+

v © B |

n

N

‘W Normal

1 events

\"

state

State name

Normal

¥ OnEnter Add event
1 init X
» Oninput Add event
P> OnExit Add event

Transition sequence

No transitions

Delete state

PIERNEFEE

22



Amazon loT Events FRARIER

8. EQIEE-MENB[RE , FEHFNSERFERS  EBRREHGEEI T REZAF, XL
B—/NEH untitled_state_1 BIRAS,

= Title: Untitled Evaluation method: BATCH Edit ‘ Run analysis ‘ ‘ Create input | m

+ Detector model palette |
To build a detector model, drag
= and drop to add states. Draw
titled state 1 connection arrows on the canvas
Fol untitled_state_ to add transitions between states.
0 events
() state

ha]
c

T~ e 1 [ Normal

‘ @ Start I >

- \ 1 events

9. EF-—MRE(ER) TEF, REWAKLESHI—MEk,

10. REMKIFENE—MRBHEDDE MRS, FHANE—MREDE=MREWEEL (45
BN FTAE" ) o

= Title: Untitled Evaluation method: BATCH Edit ‘ Run analysis ‘ ‘ Create input ‘ m

+ Detector model palette
To build a detector model, drag
3] and drop to add states. Draw
untitled state 1 \ connection arrows on the canvas
& - - to add transitions between states.
0 events
O State
ha]

P [ Normal
‘ @ Start L g
S 1 events

1. BETHRE 7, EIEBHERT , AASHBIHTNEFMEERE,
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= Title: Untitled Evaluation method: BATCH Edit

Run analysis H Create input lm

+

—_ T

- / N
// \\

@ cfl untitled_state_1 \‘.

5 \ 0 events |

e \ /

\ S ~

12. ELESHERT | BERFMNRE,

Normal

1 events

Transition event X

"
Event name

Overpressurized

Origin state

Normal

Destination state

untitled_state_1

Event trigger logic

$input.Pressurelnput.senso
rData.pressure >70

Event actions V]

Delete transition

Title: Untitled Evaluation method: BATCH Edit

Run analysis H Create input ]m

+

_ T

. 7N
// \\

@ "" untitled_state_1 ‘\'\

) “-\ 0 events ,"‘

e \ ¢

\\ i

Normal

1 events

Transition event X

~
Origin state

Normal

Destination state

untitled_state_1

Event trigger logic

$input.Pressurelnput.senso
rData.pressure >70

Event actions

e

13. EARMTESHRERRL | EFRMEE,
Add transition event actions X
Event actions
Choose the actions to take when the event it triggered.
Add action @
BIERNEFER 24
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14. ERFRED AR REXE.

a. NTZEEZE , EERE.

b. XT ZEEMN , MALTENEN,

c. XFWE, WAE, #l0: $variable.pressureThresholdBreached + 3,
d. %#® Save (RE ).

Add transition event actions X

v Set variable v Remove

Variable operation
Select how this variable's value will be modified.

Assign value v

Variable name
Provide the name of an existing variable or the name of a new variable to create it.
pressureThresholdBreached

Assign value
Manually assign a value to variable.

$variable.pressureThresholdBreached + 3|

Add action

15. % E Z/MIRZE untitled_state_1,
16. ERBEET , WARSEN , RBTEON EnterP B R INEH,

DR NEFER 25
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= Title: Untitled Evaluation method: BATCH Edit Run analysis l l Create input l m
+ State X
State name
g
Lo
Dangerous » OnEnter ‘Add event
-] 0 events
» Oninput Add event
c
» OnExit Add event

Overpressurized o T Transition sequence
\\ No transitions
) [ Normal \
‘ ® start > |
\ 1 events |
S A~

Delete state

17. 10 OnEnter B/ TE L , MABHEHRMBL4RME, BEERMEE,

Add OnEnter event X

Event name

Pressure Threshold Breached

Event condition - optional
Enter the inputs and their attribute values that let the Detector model know to trigger this event.

$variable.pressureThresholdBreached > 1|

Event actions
Choose the actions to take when the event it triggered.

Add action

18. FEFRIED |, & RIX SNSHE.

DR NEFER
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a. XF SNS =& , iE# A Amazon SNS B A B #r ARN,
b. %&# Save (RE ).

Add OnEnter event X

Event actions
Choose the actions to take when the event it triggered.

¥ | Send SNS message v Remove
SNS topic
The Amazon Resource Name (ARN) of the
SNS topic
Q, arn:aws:sns:us-west-2: X
Message payload

Payload customization is currently locked.

Add action

19. SREE RO RMEH,
a. XTF Onlnput , IEFRMEH , ARRWAHREUATEHES.

Event name: Overpressurized
Event condition: $input.Pressurelnput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached

DR NEFER 27
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Assign value: 3

b. T Onlnput , EFEHFNEH , RAERAHREFUATEHEE

Event name: Pressure Okay
Event condition: $input.Pressurelnput.sensorData.pressure <= 70
Event actions:
Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached

c. XIF OnExit, EBRMEH , REFERELIZEN Amazon SNS =FH) ARN A HREUT
EHER,

Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

20. EEEZMRE (R ) . ZRESWEAKLLSHIA-1ES

21. BESEAHNEMNE-MRSEZDFE —PMRS. FHEIA—FRETRBRENER[ L.
Untitled BATCH Edit | Runanalysis || Create input ‘m

o State X
State name
‘ Dangerous ‘ Dangerous
4 events
¥ OnEnter Add event
K / 1| Pressure Threshold Breac... X

¥ Onlnput Add event

+

Lo

¢

n

1| Overpressurized

2 | Pressure Okay

¥ OnExit Add event
1 | Normal Pressure Restored X

Overpressurized Normal Transition sequence

@ Start

1 events 1| Untitled

Delete state

22. EBELHBIT , RARELESHERT , FRAUATEERASHENNEFRREE,

Event name: BackToNormal

PIERNEFEE 28
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Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&

$variable.pressureThresholdBreached <= 0

}

= Title: Untitled Evaluation method: BATCH Edit

Run analysis ‘ ‘ Create input ‘ m

+
5] [ Dangerous
|
oy 1“ 4 events BackToNormal
]
c
7\; Overpressurized [ Normal
‘ ® st | - >
— ! 1 events

BXBNNAEMAREEDNIR $input EM $variable EMNEZEER ,

BHREMFERYE AEEETHENZE,

Transition event X
Event name A

BackToNormal

Origin state

Dangerous

Destination state

Normal

Event trigger logic

$input.Pressurelnput.senso
rData.pressure <= 70 &&
$variable.pressureThreshol

dBreached <=0

Event actions

Add action v

Delete transition

FZH RNEFE

23. EFREFTEIRE. MIANBERT , WRSREECIBHENB[ERM ORI ) . & THERT , EEE

FRRAS (Bl EH ) .

Title: Untitled Evaluation method: BATCH Edit

Run analysis ‘ ‘ Create input ‘ m

+ Start
- \ A detector mofiel r.emains ir.lthe
& pangerows  ————_ Once it s e
@ 4 events ‘ BackToNormal ‘ ?;:Z:;tl:ytat?a(:sﬁ.:Jr::tzdtse”d
: " destination state of this node.
o]
c Destination state
3 Normal v
|’ Overpressurized Normal
‘& = 1 events
24. TR BELSHNRNF[ERULE TEA, ERELANES,
25. ERHMFENFEETE , UITEL TR,
a. WMARNBFEEEN, BEANALER. FHEURLAR,
PIERNEFEE 29
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b. EENENME—RECIERRNRE. ZCRNEAEBCHNAE , FER HIREME Amazon loT
Events RS RIBHE , AEMROFEHENBZERA,

Publish detector model p.4

Detector model name
Give the detector model a name that you can easily identify later.

motorDetectorModel

Use 1-128 characters from the set A-Za-z0-9_-.

Description - optional
Detect overpressure in a motor.

Description should not be longer than 128 characters.

Role

Add a role to your detector model. Choose an existing role from IAM. Learn more about roles in 1am [A

Q, myActionRole x
We will create role ‘'myActionRole’ for you.
Detector generation method

When you publish a version of a detector model, one or more detectors will be created automatically. The following options let you
determine how many detectors are created. Select how detectors will be created.

© Create a detector for each unique key value Create a single detector
Use this setting if this detector model is tracking many Use this setting if this detector model is only tracking a
devices or processes. single set of devices or processes.

Cancel Save and publish

26. NTFHENB[EERE , BEBREBZHELNRMANEF —NMNEENBTH, BERERNFENERECIESR
HANEMMIMEFEETENEEGAR  AENTEAREZHENZZHLMEM—0, HROI6EH
motorid & 1.

27. ‘EREFHER®
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Publish detector model X

Detector generation method
When you publish a version of a detector model, one or more detectors will be created automatically. The following options let you
determine how many detectors are created. Select how detectors will be created.

© Create a detector for each unigue key value Create a single detector
Use this setting if this detector model is tracking many Use this setting if this detector model is only tracking a
devices or processes. single set of devices or processes.

Detector creation key
Select the input attribute you wish to use as the key for generating detectors. Every unique value of this attribute will automatically create a
detector based on this detector model.

Select a key which is found in all inputs used by this detector model
© motorid

sensorData.pressure

Detector evaluation method
Evaluation method refers to the order that events are evaluated and how actions are executed.

O Batch evaluation Serial evaluation
Variables are updated and events performed only after all Variables are updated and event conditions evaluated in
event conditions are evaluated. the order that the events are defined.

Tags - optional

No tags associated with the resource

Add Tag
Cancel Save and publish

(® Note
NAEFRNFERENE—FNBHHEBIRT RENHAER . IERNBERN , 2N
RMABMPERE-—IEH, LBAREECABMRMNBEES, WRUTTMNRALESR (T
LRNBFER ) | Mat/BZ—NERMNEEES. MRUFGAIER , RIIER S ZEHAEM
PSP cE R SEZ oAt

FRAHERNSEERE Y NZMEIAR (XA JSON KR ) , ENCIEREHFNSER | ALl
HAEERRES —MRNBRER,

LA DN EHEALT CLI s T TILRE, MBEXLE  FERNB[ERNEN , £HESEE
£ — 5 R A e 5 A Y B FRAR L AL

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

DR NEFER
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XfF B — N (motorDetectorModel. json) , EABRKLFUTHE,

"detectorModel": {
"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-
west-2:123456789012:detectorModel /motorDetectorModel",
"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"
.
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
.
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
BIERNEFER 32
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"actions": [

{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "0Q"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",
"actions": [],
"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
},
{

PIERNEFEE
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"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
I
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
},
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-

west-2:123456789012:IoTVirtualButtonTopic"
}
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]I

"condition": "true"

}
]I

"initialStateName": "Normal"

KA A BN i R R R

BJLFH7E Amazon loT Events B#RGENBIBEN 3L (BSR IENRE) o ZEBNBUMIE
Amazon loT 2| & H 6l Amazon loT LN , MFREBER B AR KL Amazon loT Events #Rlll
2o BAILAERA Amazon loT #HIEH MQTT B P im A &N E0E B, &0 LA b 75 AR BUE N 27
Amazon loT Events , T &R ZMAETEEBEA Amazon loT SHEREXE MQTT HE.

3 A LA I B 2R A8 B

1. ¥TF Amazon loT Core #£#lH, EEMSMBERNERT , EBEHERE , RAEEEREIN,
2. EEBEALEAMGIZERN,
3. EHEBEANTHLE K ERAUATIER :

1. SR EEANEE, EEUTFE
o AMEB. WMAFNBEZFR , 0 MyIoTEventsRule,

® Note
FEEAZER,

« MR, ZIH AHED,
« EENext( FT—% ),
2. R 2. BE SQL A, EEUTFR
« SQL frAc. MiZFIakFEERE HAED,
« SQL iEA, WA SELECT *, topic(2) as motorid FROM 'motors/+/status’',

FOEH A LA = R BR AR R 35
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Amazon 0T Events TR AR ISR
%R Next (FT—%F ),
3. IR 3 MEMNAMNRIE. EANBRERD , TRATERE
- BIE1, EE 0T B, ERUTER .
a. MABM. NMZFIRFPEFELNED, WRENWARET , HIEE RIF

EOIEFEA , FRBE loT E4EA, EEUTFEE .
- WABM. A PressureInput,
o IR, ZIN AED,

« bf&—4 JSON X#, LZIER JSON XHMEIAR, MREREXH  NEEFLELE
—MERROIX R EERE, ZRBEE

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

° ﬁ#:%mkgﬁo ﬁ#%*ﬁ@ﬂ"]ﬁbﬁo

o R, ZIA ALEED,
% Create (B8IE2 )

REEGIEANREHRFHEABNRTFTR, EREIRE A

b. #tEEN, ZWN LT, MRAUBE—AHEE , FRFLIET

c. JHE ID, B BMIERE , BERINEBUEXHM,

d. IAM role (IAM B &), NZFIRFEFELINHE, NRRIHZAE , BERECIENA
&
RAABEN , REERLE,

ERMEMMN | FiRF N R
- HIRRMF, WO RANEN . ERMEE  FEEREREE  REMNIRPERERA
B1E,

EEE RN FR,
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4.
5,

6.

7.

« EENext( FT—%F ),
4. ST 4. FRACE RERBLNER , RAEER 0,
EESHMER EWNET |, EHE MQTT W& /i,
EREMEETE, EEUTFEE

 EBEH. MAHRATIREHEWAR , #l8 motors/Fulton-A32/status,
« SHEE. MALUTEER:

{
"messageId": 100,
"sensorData": {
"pressure": 39
}
}

® Note
BREAHFESNEEE N messageld,

NFEA , FREXTERE , BFAHFPH "pressure” ERXNARTEERMBEEPIEEN
ERV{E (fIan 85) .

%3¢ Publish,

BRI BRKBI &£ H B KIE—% Amazon SNS JEE., BREREE D EBETHETELE
B (ARFIRT70) BEE , LEFBFNBENZTER.

FELRBIAR | BUTMRE=ZZEDERERTRENEESEHREEERS , HEKI—FREBER
REBBRE Amazon SNSSHE, BEEEERASRE , —REDEHBIRENEESSBIFN[HARL
SR HEIE —RRBZIRORE Amazon SNS JHE

i, BELLBT —MIEARMAMFRNREE | FZHUATRAE,

- ERFELEFEESHRNBERLRE (EHR) .

- BB EEN D TRIERL RS TRER Amazon CLI R EIZEH A FEN 251EE
- THREHPEAN REX HEAGE.

- TH ZENRE.

- MREERAFEEA , HSH Amazon loT EventstFEHEBR,
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Amazon loT Events & {ESEE

RERIX S (ESTER AT LAM Amazon loT Events 3k 8 & KB IF4L

FB

« EFF % Amazon loT Events & 2518 f Bt /5 F| Amazon CloudWatch B &id &

o TEHIA M LATE Amazon loT Events #2&l & T/ERHRFEIFN SRR

o 1FEEH Amazon loT Events 3 , UBEB T ERBERESI MOt SHNEEEX

EFF & Amazon loT Events &M 25 & & 5t /5 B Amazon CloudWatch
BEiEH

Amazon CloudWatch L85 2 #&H Amazon BRIRAKRTE Amazon EEITHWNAER. B @dFEH
CloudWatch THRSCENRREAR, NABFMENESITIOR. HEHF LK FiE Amazon loT
Events #RNES#E A At | CloudWatch B[ AESBY IR T ## Amazon loT Events IEEHRITHYIR/ELA R IBRIAY
FA45i1%R.

B A CloudWatch

1. WMREERSH , BHEE FREMNPRE Amazon loT Events FRSRAIZEEHMEBN AR | %
FHETAZEMEIE Amazon loT Events BYCloudWatch B EBI R,

2. fEAmazon loT EventsiZ#l&H | EffHASMER , HERE LAWK ERIR,
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Amazon loT Events

l1oT Events
Detect the state of

Start detecting now

Design a detector model to represent the
states of your device and the underlying
logic that triggers state changes and actions.

Create detector model

anything and take action

loT Events monitors inputs from multiple loT sensors and applications to
recognize patterns and take appropriate actions when events occur.

B Pricing

Learn more [4

How it works

Getting started

u
Detect et
Evaluates mulsiple input Takes action when critcal
doea signais and recognizes
o patterns 1o dermve the
state of processes,
equipment. or products

Start by creating a detector to represent
your device. Or start by registering inputs so
loT Events can begin receiving vl

WMRFREANTREL , FERALAN X XAZAE , AEKE RU[ERFRER, EREE
AR EER,

OY@ loT Events

A= Create your detector model

Getting
started

Start by creating a detector
model to represent your
device states

Create Template

More resources [4

Documentation

APl reference

FAQs

Create a new
detector model

Select an industry-
specific template

Explore a sample
detector model
with inputs

Browse and select
templates

Launch demo with
inputs

Using inputs in a detector model

Inputs receive the telemetry data (messages) you want to monitor and use
in a detector model. Input values are used in conditions to trigger an
action or change state. Manage them at the Inputs page available from

the left nav.

1EFF & Amazon loT Events #M 83 & ad /3 A Amazon CloudWatch B &g
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3. ESMBHEF , %R Settings (IRE).

loT Events X ! reate inpu

+ Detector model palette
Detector models
Inputs To build a detector model, drag
= and drop to add states. Draw
connection E![-FDWS on the canvas
& to add transitions between states.
O state
o]

Start  Il| >
J

4. HERE'THL , BRYRE"
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loT Events X

Detector models

Inputs

loT Events Settings

Settings

Logging options

You can enable loT Events to log helpful information to Amazon CloudWatch Logs. As during execution of
actions, loT Events logs process messages which can be helpful in troubleshooting.

Logging status
A\ Disabled

5. H'mERTGEIUTEL , HITUTRE

a. BEERFABRELRI.

b. HEREAE W , BE-IMEFEBNRNASKIITATEN B SEME.

c. WMRNEARIERETEE , WIE A BUEERRMINEEE T RN [E S BHM (7
i& ) KeyValue , MEEEIEFHHRNB[E S MEFEARNER (K61 )

d. IEEEH.
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loT Events Settings Edit logging options
Edit logging options

Logging options

Level of verbosity
(Currently, only verbosity level Error is supported.) When CloudWatch Logging is enabled, loT Events will send this level of
information to Cloudwatch Logs.

Debug v

Select role
Select a role which gives permission to loT Events to send information to CloudWatch Logs.

Q, loTEventsRole X

Debug Targets
Add (or remove) Detector Model names and Detector (instance) key values to logging information.

Detector Model Name KeyValue - optional

Remove

Add Model Option

88 BEEIE R E .

Logging options

You can enable loT Events to log helpful information to Amazon CloudWatch Logs. As during execution of actions, loT Events logs process messages which can be

helpful in troubleshooting.

Logging status
@ Enabled

Role ARN
arn:aws:iam::123456789012:role/loTEventsRole

Level of verbosity

Debug

1EFF & Amazon loT Events #M 83 & ad /3 A Amazon CloudWatch B &g
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EHI & f7 LATE Amazon loT Events 1241 & B TERHMRZE B HRN 25
=K
£ Amazon loT Events #2&l &8 , EEHRITH IELSREEA N KERZF, B2 , DIEEEHF

BERHER U 2R R BR 72 Amazon loT Events, EERMHRN[ERT , BRAHN TEFELEARBR K
P YRR 2 P B R

® Note
MBLFEALHE , WFLFERE. AARVERDE  FLABERAEH. B2, £7
DB U X

17 S889 Amazon loT Events ##E , LUE % B T KB B A5E3) M Al
RESENBEER

MBEBEREK—ERIFBEIRNARER Amazon loT Events , BHEIE ( BEFENI[ZEES ) qlrE# B 3H
BRo fHltn , RE—EBNEUJEEREZTEFEREA , EF20IBFENH[EE, B2 , WRFEDREA
30 RKBEBAE , RINT2BBHESFENSEES, MREEEKTEEFEFHEUE , FEZREMHAMazonF
it RS
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HiE

AEFEEN A

- BHEREAARNVEBFERNRS , BELREE—MUBFEHIERZ.

- RBFEMA Amazon CLI B RBIRE,

- SIEMAE , EBCRERENENSBIE, I2ER  DUSWAHHREHERXREHRES.
- EFEN@WMA, RUEFEEM Amazon loT Events BR S HIBRHI,

- THERNEZFEENESHTE , I 8FIR.

£

- {8 Amazon loT Events ¥ ¥7Bx M i% %
- FENDSERETH

o« KON FIEE R FIF E R

o BERA  BREZEEREEG

£ Amazon loT Events Y5 0| ¥ EX Y 1% &

O LAfEF Amazon loT Events RSN Z R HHERE | HIBERBEARSHXEURE, At , BEBUTE
RS BRIBE -

Sl A

BB — E K 5 35 RR R 2 AN B3E S AAmazon loT Events, & ERITIIRE | &
FHBERN M AKIZEE|IAmazon loT Events, Ea@ U TR ARLEERNBANHEE
- {5/ BatchPutMessage 1k,

« HAmazon loT Core#N 5| ZE N —MiotEventsHNE/E, MNIRESFTEHM AR EEHIEH
& Z Amazon loT Events,

« fE®Amazon loT Analytics , f# fCreateDataseti@ELAE A Bl E  contentDeliveryRulesfy
BiESE. XEANIEET B KIEBTEEANEH Amazon loT Events i Ao

« fEAmazon loT Events BN FEEK onInput, onExit = transitionEventsE#& | &
X —“NiotEvents . WTFRNEBEFERXFINBEESHSHERE , HFENBARBRERS ,
BMRNEIEENE M.
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EFRBEFBRUXFARXKEBIE 28, BUREL—PNHZNMEA, At , FAEI MABEE—
NEW , HEEEMATSEIE AEEHRBHHNMHLEZER, Amazon loT EventsEA JSON BME
PR BURREZSNIRRENEA. SEATEAMRE EEMEMALASERE , LURUNES RN
=4,

B MEFEE

ERRSEE-MRNEFER ((ENRFJIHENER ) . ¥ TEHRES , BELEH (HR
H)Z8 6 ZEBTEEANBMAURNEEZESH. RUIEHRE , ©HAEREM Amazon RS
FRRBSIREBELXIAELNRE, BUUELHEMEES  SESHFERATERBEMRS
LURGAREANZM (A ) B EIRE,

EAHES , 2 EERE AR BRHBEERSH |, IMAREMAENERIERN Amazon SNS HE.
BRI RHER

MRBEFEERSNMREZRHE , WALESMIAFEE-—NFER , AT RAIBAKENIFER
FWHE. (FSMCreateDetectorModel Y key FE., ) ZHRBIEHIIZZHT ( EkeyiR 3!
WMAFZERPERT —IHE) , B2 RIUERF. (BRIEFBRE—MRNEFERS
fl, ) RiE , MR NEFEEMFRBIZEZHEMA , BT EQNEFEE B E MR,

MREEEBRENARE (AESMRBAFHBEERERA ) , WEREEE—HRIR key F
BRo EXMERT , HE B ARKN , FelBZENMVNER (X6) .

HHEENRAREECHNRNEFER

BB ZMEE , kB RBEIHBRREEEN B AKIEZZE Amazon loT Events RUEF , EF
FELFEERITEME(CIRE, EXHES , B EMAAmMazon loT BHE |, NFEEER

#E# EAmazon loT EventsfIAmazon loT CorefM N 5|2 4% EAmazon loT EventsiE/EMM., Hit ,
BEERBMRINEA. ARG, BHEFEH Amazon loT BHAERK —EHE | XEEENENE
A¥ K ZE Amazon loT Events,

LM AAEERNEFEEFFEFLRE?

EREAECHRNEFEENBRRS , BANBEERNMARE, FlW , MRERTEERTH ,
BRLEFBITENERERER , THEESEENH, IHERTHERER  SHERASHE . &
MRUZEFEREFEFRPRS  REFTEEIR N TEBXRFENS . B  BENSNOTRNE
FEEL—MRE , BATHFENREEL MRS, RERFEAFHEREZNBER T EER. S,
BURBERHANABTRRIIESHREERNNES  ERIABRE EIHHEER , BoXHF
o
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EREETREH#ABIRS , BEEHRA. AABERELNZLTAHRSAENER. E0IE
—MNEA , FERBIRBRENEEFEE - NHSNEYTERENFR. FRRES  BFE—
NMaA , FIFREHAARIEM (“FRBE D) . HIFREEEALZRESZTENER , 8RER
HIESNMNTENTR, EEUELAA , BLXTERZEEURATRE LSIHEN TR, NELE
B, EAIXTREKE ("SERMHNERE ) BITEED ; SAERAFETERE, SFRERANIT—
B8 (ZINEE RGNS DOME ? FEHTERKERBATENTRER (ZRIECHFHMNE
BN BMERER ) . BUMITERITE | AESHPREER.

BAZEEMMMEN— TN HA. ERESHLTE RS, IRBHARNTIHE , HRERETHEE
FZFRES, WANESEMH (transitionEvents RS onInput E4FIRP, HRWBE RS
A B, SHRTYERIE RS , IREFEEHM condition, ) HENKE —MIRSE ,
BETEHRAZRSEMLNEEEE, (BFEA onEnter B, HAFEZFHRAN , WEHNEEHE
B. TESFHMA A, ) CEHMRESEH  BEXNMEGENTOIRTE THELENS.

HXBWEHR onExit M onInput. WEHAFHFREEZMT , onInput EHFRSWMITEET
. HRERHHYIRSHBEFRESRME , onExit BMHFMTIEERKE.

BRERETHAL? B8, MAESE —MEFFEINH RS ? mENHEE , MAETHED
o HEZMIRET , EEEIESHEIE —RE , PRSERIWMANRE (EE MRS
onInput: B4H ) . IRITELERERERNHMERZUILERERENLT |, HIERSE —FRES.

XHREMEL, BoRNVEBFERBIFMARREZERA (MARRBAENERE ) WRESMES
EmEZ, flm, FEREENRMNBEFERES | ATRA MRS  (ERFRS, “IRRENBER
BRS. HEEASE-—EKFUL  BEXBRFIARN , RETERBERBRS. WRILRE
REF 15 7L, RAFEREER. IREUZINBEEREER , RNEFFREZERRSE. X
TEEREL  RITSHFIETEIHAR , RNEFSIEITRRSHREER, BUERATE
M—EEEFZNEMHEN  TREENRE, BEXGLE , FAZ - HRSEHETEERBEERS

BMAANEECSRFERVEFN —PERFERZA?

NREZENXLFIHE | BRI ESREMETF L ?” RREEMESKPHRTRR. THTHE (R
D) ? BFEEFRE (173 ) B? EE-MERENERSE, —MAEEENERSR , URERES
E. R, K@, BRkEMEMERSR, EREXNARNENMEXLEERR , MBERSRES (K.
E. AR, BX ) NEXDMWELT (ENCIRHHEE ) . REARBRBEARS , BENFERD
RAURFRFEARSRES , ASHECSERDBT.

BR , MRERAMEBXHRSTRA , BURFZSNXHNERRETIKG , e T ZHEHF
EfE, SMENABTETHEAMELENKRSBER. ERIERAT , EREESIMRNEFEM, 5
MIENBMEBRRENBELATEEEEN key FRNFR. ZFEB1LAmazon loT Eventsd
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PhzXEeEeNEFEsl  ReECEEN , #ENXEEEBRAEZRNEFEM. FEEOX
EMEHE T !

AL, MREEUEMN—HBFR (—MERDIMLE ) , WEB—TRUEFXS, NMREBEEASHE
n(iE, #E) , WEESIMRNERFRKH.

& 21 73 SRR

EHREIS |, R HAmMazon CLIZE S KA Amazon loT Events APl LI NRF |, ZRNZF
FEIZHNFHHRAHITERE | EERSMBERS,

L ZBhNBNWELES —ERER , BRLSYEBEZTEBEIRDS , H&IiE Amazon Simple Notification
Service ( Amazon SNS ) JHE |, REBARARFTEZER. HEIBREEE=ENEBWREALAT
i, EAEIREETEERS , HEXES —% Amazon SNSEE | BUAINZIROR BIEBR. RITEERSE
BTEDREN=MELES , SUBREIFEKMEMEN BH — A MFERERKMIER T e LMy
E/EEHEEFHIR,

TR T RNEF ISR,
BIZR A

BUMENIRRZARE , SNSAEEFENBIES A Amazon loT Events B 757E. HITLRER

FERSHE/ERN B AKIZR Amazon loT Events, BJLihA R 7] LASEI -

 f£M BatchPutMessage #F. XM AEREE , EERENRBZIH#EZEBE L SDK T
Amazon CLIi[A] Amazon loT EventsAPl,

« £Amazon loT Cored , 721 E EEIEH & E|Amazon loT Events#yAmazon loT CoreFL N 5|
BIRE —%Amazon loT Eventsi/EMN, RBFIRAAMA . IREBHIEZRIHEAURELE
T Amazon loT Core XIXEE |, BEALSEZE, XA EZEENRRNITEREIERTS,

 fEAmazon loT Analytics , £ CreateDataset ##E®|E# contentDeliveryRulesH iz
£ | IEXAmazon loT Eventsfii A , BIBERNBLTE LA B K%, MREERIEEAmMazon loT
AnalyticsHSC B2 MW BIEE BN R R HE |, BERAL AL,

HERNRZFURXTARNREBE 2, BUAEL—IHZMA. Ak, FAFIMHART -1
BN, ARERMAZRNE SR BEFNBLEFER.
SIERNEFEE

ERRSEE-MNEFER ((ENRJIHENER ) . ¥ TEHRES , FELES (HR
H)Z28 6 ZEBTEEANBALURNEEZESN, RUIEHE , ©HUMERAEM Amazon RS
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FURSREEEE L RRE LRI, CALELEAEE | XL ADEEERS
DRHERENEY (Wi ) ’NRBERE,

BMBME R Z

MEREERMSMEZRHRE  HEAREHMEBREMIERHE , BEEMNAAFEE—NTF
B, AATRABARBNBEERBZENH#RE. HS N CreateDetectorModel /M key FER, I
RBHFIRZE (EkeyRBINMAFERAER —NE) , RetlZ— I MRUBFXG, FHR
NEFERFLSREMPBREBERENAA , BEERNEFEEEIHNEBER, SO —RNEF
( =6l ) BEESHW Akey FERIME—EHERE,
B MEERHE
MREEBEEEMENHERE (IES MBI FHBEERERA ) , WEFEEKE —MHRR key F
B, EXMERT , ¥E—XWAZER , FoIBREAMRNERF (=6]). i, —IMNEEHNEN
ER#HZXEREARSE  BERAFABREBEZRATHENEFHENGS. Akt , BIFESNE
BH S HEREFEMINBRE (AA ) 5EX , B REEREERENHERITES,
MRERBFIAHBNERENBAREERNEFER

BN@EBNAABT LG E  RERZIAHENEEERN @ AKIEZEH ANAmMazon loT Eventsi®
NEF, SIBZMAHMEBERLNEFRERT BRI AFHBEERE,

(® Note
HERNEFREHEFIARNEFEEE  MNNEFTNRNEFERTE/ L oMW R
T BYCE EMRIZRNERF (K6 ) . MRRAEFEECEN , NELHRETES %
SBRFNETEBREANTA.

£}

- BIERMANARERZHIE

- HERNEFEEURTREIRS
« FEEENRMAREERAUEFEE

BB BAUARERE T
Flm , BRENREEATHEIKLHL,

{
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"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

B LAME A LA R Amazon CLITE G RIZBM A , AR EpressureBTEMmotorid ( RRBFEMEE KX
%

aws iotevents create-input --cli-input-json file://pressurelnput.json

pressurelnput.json XHBEUTHRE,

{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}

tIEZACHEAR , YIZENEHNREJFEZRE JSON XHFEANREES. S FIERAT 6
BREEZES AW CLI KA A,

SIERNEFFEBEURTRBRS

HOEAAURERERE , BRI\ EHIBIEREES , QIE Tinput. HEXHF|  H—MBENE
NS ESHNRNEFER,

B LABIEFHHIRA : “Normal”M“Dangerous’s SIR2E , SR NERF ( 3546 ) L
A‘Normal"R7&. HEBM—keyEMW ‘motorid i AZARS , AT H],

RN R FEHIRBIR E DN 70 UL L |, ©¥FH# A“Dangerous™RASH &iX Amazon SNS JH
BHERES, UREZE=ZXMANEDRHRMEEE (DT 70) , RUBFFRE Normal R3S |, H#
K% 5 —% Amazon SNS JHEERNEBIRMBRES,
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LRGN FE F AR R RIRIE B2 T P Amazon SNS £ , H Amazon BREZ# (ARN ) EEXFE
AN "targetArn": "arn:aws:sns:us-east-1:123456789012:underPressureAction" #
"targetArn": "arn:aws:sns:us-east-1:123456789012:pressureClearedAction",

EXEZEE , B2 (Amazon Simple Notification Service F £ &E&E) , B4EmME , &
5 {Amazon Simple Notification Service APIZ#&) HH#) CreateTopic M.

WREEREZRE 61 EGMEMNRA Amazon Identity and Access Management (IAM) &, %A
B ARN ERNEBFEREYHPE RN ""roleArn": "arn:aws:iam::123456789012:role/

IoTEventsRole", & NIZREMNPFE Amazon loT Events TS REIZ AR | FARK ARN S4F
BRNBFEREE X ESNE,

BA LAEALLT Amazon CLI s SRl MR FER,

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json

"motorDetectorModel. json" XHEBELULTRHE,

{
"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [

{
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "0Q"
}
}
]
}
]
I
"onInput": {

Bl NEFERURRRERE 50
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"transitionEvents": [

{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
},
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction”
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",

"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",

Bl NEFERURRRERE
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"value": "3"
}
}
]
},
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <=
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <=
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
},
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction"
}
}
]
}
]
}

7®||’

70 &&
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1,
"initialStateName": "Normal"
},
"key" : "motorid",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

REEENRMAREERNEFER

RELEELT —MAA , BT RINREREWERTNEEFTR (SRUERAUREREH
). EL—Td , BT —Ndetector model , BN ENMNEEEH (S AUERNE
FEABURTRERS ) .

BTG , FRREIRE (LAlH RN EREAmazon CLINITEN ) KERENRAREERNRE
FFo

@ Note

RN EFEENERNBTRNEFREN , FNNEMORNEFERER 286
HEPCERMIZRNERF (X6 ) . MREEFRUBFRE , WELKEE , B9k E
BHETRBIRANITA.

FRAELT Amazon CLI i A X EEBHRBEHENHEE,

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json
--cli-binary-format raw-in-base64-out

X#H“highPressureMessage.json"@& L THA.

{
"messages": [
{
"messageld": "0000l1",
"inputName": "Pressurelnput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80,
\"temperature\": 39} }"
}
]
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}

BUMERBRELIZEEPH messageld, MREEKRFER , Amazon loT Events RE LR HE# 1T
EEHERNR, IR —FKEESRERSHNRENS —FEEEMHENmessageID , MAmazon loT
Events& ZB&iZE B0

BERY , R MENRER (=6 ) SR BENEHSH"Fulton-A32", ZRNEFE
BIERAH A "Normal" R3S, B2 , ATFRMNRENENES TRE , Ate2IZED
BN "Dangerous" KT, EUHEEH , ®NEF2M ARN Farn:aws:sns:us-
east-1:123456789012:underPressureActionfy Amazon SNS i R &% HE,

Z1TLLT Amazon CLI s S LA EBER T EHREESIENEE,

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

normalPressureMessage.json XM EEUTAR,

{
"messages": [
{
"messageId": "00002",
"inputName": "Pressurelnput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60,
\"temperature\": 29} }"
}
]
}

REBERTHARABatchPutMessagen TR , MUMEBE R X HFHmessageld. AKX
RiZEEFNR, HEXKEZXRE , BHFulton-A32’MKNIEF ( S£46] ) £ Amazon SNS i
R"arn:aws:sns:us-east-1:123456789012:pressureClearedAction" XKE—FKHEEHEH
#A"Normal"R7

(@ Note

B LA EABatchPutMessageRAR A EZLKHERE, ER , TRIIABXEHEENINF. NHE
REINFLEEE (WA) , BEBARE—FER , RESESXAA API B K IhIE R,
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BT RATARH BN REFEERHI6ZE SNS HERREHARH.

EHEREDHE

IoT> {
"eventTime" :1558129816420,
"payload":{

"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",

"detector":{

"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

I

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",
"triggerType":"Message"

},

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":3
I
"timers": {3}
}
},

"eventName":"Pressure Threshold Breached"

ENHMEEREEND

IoT> {
"eventTime" :1558129925568,
"payload":{

"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al12cb",

"detector": {
"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

.

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00004",

FEBENRAREERNEFEE
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"triggerType'":"Message"

I
"state":{
"stateName":"Dangerous",
"variables":{
"pressureThresholdBreached":0

},
"timers":{}
}
.

"eventName":"Normal Pressure Restored"

MREEXLTEMITEER , WEHIPRStESE SNS HEARBRFER.

SHEARBR TS HEKIERN (BRRZEIT SNS BER ) HRMUER (X6 ) REFER. EHUER
https://docs.amazonaws.cn/iotevents/latest/apireference/API_iotevents-data_DescribeDetector.html

BRI XN EFRSHRLUES.

A9 72 4= Y BRI K /= PR %
HIRENEFREN  BEEZRUT SR
MR actions FH
actions FRE—ANRFIE, BTUESINE , BEIMRINE —RBIE.

Example

"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
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Al {E fH condition FER
condition & transitionEvents WY4E , EEMIER T R Tk,
R condition FRAEE , MERTF "condition": true,

SURFANHELERNF/RE, NREREHRE , WCZEAT false, AF2%
BactionsHEEMN B PIEEMnextState,

TEERNTA%E

HIAMERT , MRESHPRETEZEE , WHFEFTTARLTEATIIARARMSEHNTYE.
FETATA , tXEZATFMHEBonInput, onEnter = onExitFERMNEMHZML,

ERNEFERE Y HIRE evaluationMethod SEHLAERUMLITH. ¥ evaluationMethod
RIEN SERIAL B , NEHTE , HIRBEHHNERFTMES4EG. &N,
YevaluationMethodi® B ABATCHRERIANER , REZXELEH , HEREEI G TAESE
HER G2 BT 2MITRENES,

£ "Dangerous" RZSH onInput FERP , MEFERHE ( HaTmANEDNFHET 70
Bt ) , M"Pressure Okay"E#H#"$variable.pressureThresholdBreached" B —

{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}

Z"Normal"ixE| 0 BY ( ERMRW , SRMEFELBWE=NNTET 70 WEDZHET ) , 8
MIBFRZIIER|"$variable. pressureThresholdBreached" A%, "BackToNormal"H
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MtransitionEventsEH AN "$variable.pressureThresholdBreached" N F&F
1(3E0) , #EBXRKIE"$input.Pressurelnput.sensorData.pressure"i2 K M aIE
2 PMFRET 70,

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}

]

BN, MRFHEONHTENE , WARNEERBGER —MNEERBE
HRFMHIEE"Normal "R, FUYEREERE LIXAE M ARLS HW
fE"$variable.pressureThresholdBreached", "Overpressurized"E#HWEEEEE
73, BRYEHHERERER FEMcondition,

RIANBERT , BREHFm A onInput FEES , conditionREEREEEFRLBR ARNNE ,
REFT 2B TonInput FIEENEMIREER, onEnter M onExitth 2iMtt, HEANHEARE
HiZRASE , NEEFMMANE A ERE R ER FHEE onEnter 5 onExit FERAEENHMSE
.

SR M AR Fr A8 B R HER

MREEH., BRMEFERLNEFER (S UpdateDetectorModel ) , N FEM BRATE &£ K HY
KNERF (R0 ) HERAFTEREFRUNERNEFZH , TeiaE — LR, FIKUEFER LYK
B ARNAE , NEHLUETSH]. EUtHiE , WA TSR L BTMRA MR = B 4 BRI
KNEFLE, R, SUEAHRENEHERNEFERE LHER,

MARPHZE

MARDAVTERZE  ERTREREERAABRMENENS , RRERSA P 5| HREN , BLHAH
REISHEENENSIH. fli , RED T HEERME :

{
"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39

}
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}

ERAUATHREE A
{
"inputName": "PressureInput",
"inputDescription": "Pressure readings from a motor",

"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure'" },
{ "jsonPath": "'motor id'" }
]
}
}

REERHRBAF , BELSHAERREISRK5| AEMLERHE.

$input.Pressurelnput.sensorData. ‘motor pressure’

BETRY  BEBZREREES

LT REANBOER (£ JSON TR ) B9 JSON XHRA| X ELRBIHN TEMA ( KXiER ) TAHVAC &
EEH,

de =
A==

LERBISSI T — MERSRIZHFIER | 2R EREBIITUTRAE,

s NEX—NARATRANZHSNMXBRNEFER, HEMXECE - NMNEFEH,
- NEMEHIXERN 20t BB REUR E .
« FERENMXENERERER.
NEBNRBRERFESH , AEEAXRFNEEXESH.
o B U INEUM BRFE A XY 15 BER o
« BEERBSTRBEUEENMGSEE.,
- EAREERSRER
c EXRRRER , MIREAERSFRENEESTRETAERE , ZRERKMABIHHEZH

A
/Mo
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c BEFREBRBLREIRE,

I AE L

BB -IMRMNEFER  THTENNZEFHSNINTRXBNEE. B MXETUARESMNEERS
RS, RINBESMNXEYEZ - EHBEREN —AH/ARE , HALITIF kM s XEE
E., 80MXEEBRNERFRAEH,

ATFRMNEANZFNTRXBAREEETEANSE , FEFTEANEHSH , AERIE

X 'seedTemperatureInput' , AEASNMXEREXLESH, YRINFEHP-FKAAERREE
Amazon loT Eventsit , FaIEZ— MR MNEFERSS K HPISBNETZXEBFEANSH. %
TRIZBMANE L,

CLI &% :

aws iotevents create-input --cli-input-json file://seedInput.json

X4 : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },

{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
) Rz :
{
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"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

« NEMEERRINENE—"areald BIEFHENEFEH, SN 'areaDetectorModel 'E
XHH key ' FE,

- BB ZXEMNMHESRFIRKEER , FOBREAES 'desiredTemperature' & , AIgE24H
% 'allowedError's,

s MBREMERSEIRENBEEST rangeHigh' , MIRNEBFLIREEREHIEEHFAEE,

s MBEMERSBIRENBEERT rangelow' , MRNEFLREEEH IENFHHEBERE,

o MBEMERBBRIRENBEST 'anomalousHigh' FETF 'anomalouslow' , N WEF IR
HRELBSEYN , E2ZBIRENBREIEK,

« 'sensorCount' EHARNMBFZXERSEREFZNHE, RNEFNEBZRINENEE RS
HEISNNERY , N\MITEZXEWFIERE. At , RIEFFALEREMEBSRERENANE ,
HEFURBREEEIAEEREHRE, B , NRENELZRB/EL , RIEFSLEAERERIX
—Ro BIMNBUERES 1N EMATUYHAS MBS EERSHRNEFER, FARMNEINE
MEFER AR AR

« 'noDelay' EABER true = false, MERHFIASEETBRF , NMRBFFBRESEXE —ENRER
B, MRPERBENEBEHERKIEFd, MR 'noDelay'iREN false , MRMNEBFEFHELIER
AEEMEERERECTARGER , LARCIINETRIRENE, EERREERVEFERE L
RIERS , RABRNELEEATEERKREITATE.

'temperatureInput' AT i94% BB EIEL M ERNEF =6,

CLI % :

aws iotevents create-input --cli-input-json file://temperatureInput.json
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temperatureInput.json 34 :

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
M) ¥z :
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."
}
}
AE

o RERMBFEGFRFER sensorld' REEZEHR LN EREE. TREFREERNEREH KIA
HBEAHB, Mkt , ERTATIRA HINBENZREE (fl , EHAERERBN AR TR
W) REBLNERSE (HTHAESETRFEERENTARNZEFERNBAN ) , MREANX
BHHEHRLESEYETR , 'sensorId' & A LAFBR BZ X i3 4958 BB R 5 X i,

« 'areald' AT RHARSENBERBAZHEMNENERZES, FEMEERKEINE/HE
—'areald' BIERNEF=H], SN 'areaDetectorModel ' EXHFH 'key' FE.

RNEFERE X
'areaDetectorModel' RHEIEERNEER,

CLI 5 :
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aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

areaDetectorModel. json X# :

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{

"stateName": "start",

// In the 'start' state we set up the operation parameters of the new detector
instance.

// We get here when the first input message arrives. If that is a
'seedTemperatureInput’

// message, we save the operation parameters, then transition to the 'idle'
state. If

//  the first message is a 'temperaturelInput', we wait here until we get a

// 'seedTemperatureInput' input to ensure our operation parameters are set.
We can

// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to

// reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives
"variableName": "sensorId",
"value": "OQ"
}
},
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual

m
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// sensor reading arrives
"variableName": "reportedTemperature",
"value": "0.1"
}
},
{
"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.

"variableName": "resetMe",
"value": "false"
}
}
]
}
]
I
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > @",
// When a 'seedTemperatureIlnput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.

"actions": [

{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperatureInput.rangeHigh"
}
.
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperatureInput.rangelLow"
}
.
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
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}
I
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperaturelnput.noDelay == true"
}
}
1,
"nextState": "idle"
I
{

"eventName": "reset",

m
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"condition": "($variable.resetMe == true) &&
($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

//  transition to 'idle' on the next valid 'temperaturelInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
.
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
.
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{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
]
}
]
}
},
{
"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
// By storing the 'sensorId' and the 'temperature' in variables, we make
them
// available in any messages we send out to report anomalies, spikes,
or just

//  if needed for debugging.
"actions": [

{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
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"eventName": "changeDesired",

"condition": "$input.seedTemperatureInput.desiredTemperature !=
$variable.desiredTemperature",

// This event enables us to change the desired temperature at any time by
sending a

// 'seedTemperatureInput' message. But note that other operational
parameters are not

// read or changed.

"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
// If a valid temperature reading arrives, we use it to update the
average temperature.
// For simplicity, we assume our sensors will be sending updates at
about the same rate,
// so we can calculate an approximate average by giving equal weight to
each reading we receive.
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}

}
1,

"transitionEvents": [

{

"eventName": "anomalousInputArrived",
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"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",

// When even a single temperature reading arrives that is above the
'rangeHigh', take

//  emergency action to begin cooling, and report a high temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
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// of a cooling/heating unit, but we only want to set the timer

when we
// enter that new state initially.

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangeLow', take

//  emergency action to begin heating, and report a low-temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,

"nextState": "heating"
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"eventName": "highTemperatureThreshold",

"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",

// When the average temperature is below the desired temperature minus
the allowed error factor,

// it is time to start heating. Note that we calculate the average

temperature here again
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// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
3,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
I
{
"stateName": "cooling",

"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
// heating and cooling units should be run before being shut off again,

we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
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"seconds": 180

}
},
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// 'timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
I
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"onInput": {
"events": [

// These are events that occur when an input is received (if the condition

is
// satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureIlnput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
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"setVariable": {

"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
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1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
1,
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{

sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}

I

{
"iotTopicPublish": {

"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{
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"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [

{

"setTimer": {
"timerName": "heatingTimer",
"seconds": 120

}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
]
},
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"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
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}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperatureInput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
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"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.rangeLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
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"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
]I

"nextState": "idle"

1,

"initialStateName": "start"
},
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

] R :

"detectorModelConfiguration": {

"status": "ACTIVATING",

"lastUpdateTime": 1557523491.168,

"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",

"creationTime": 1557523491.168,

"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",

"key": "areald",

"detectorModelName": "areaDetectorModel",
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"detectorModelVersion": "1"

BatchUpdateDetector =4

A LAfEABatchUpdateDetector BEFKRMEFRZFE T SRS , SFEITHIENETEME. £
TRHIF , BatchUpdateDetector BELEELA TRERMMZES 2 THXENRES K. Bt
BE BEERR. ENCEREFTRVNEFER,

CLI % :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

areaDM.BUD. json X4 :

{
"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
I
{
"name": "averageTemperature",
"value": "22"
I
{
"name": "allowedError",
"value": "1.0"
I
{
"name": "rangeHigh",
"value": "30.0"
I
{
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"name": "rangeLow",
"value": "15.0"

},

{
"name": "anomalousHigh",
"value": "60.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorCount",
"value": "12"

},

{
"name": "noDelay",
"value": "true"

},

{
"name": "goodToGo",
"value": "true"

},

{
"name": "sensorId",
"value": "OQ"

},

{
"name": "reportedTemperature",
"value": "0Q.1"

},

{

"name": "resetMe",
// When 'resetMe' is true, our detector model knows that we have reentered
the 'start' state
//  to reset operational parameters, and will allow the next valid
temperature sensor
// reading to cause the transition to the 'idle' state.
"value": "true"
}
1,
"timers": [

]
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"batchUpdateDetectorErrorEntries": []

BatchPutMessage =4

Example 1

£ BatchPutMessage BELIE—%"seedTemperatureInput"HE , AZEEZEHIM
VM AEXFIREIRIES . Amazon loT EventsiiEINEEH "areald"HWHE LS HBIE
FRNEBFEE, R, EREFXEN "idle"HEH , FHRNBFEFHIFFREEX
N "seedTemperaturelnput" , B R SFHRLEIEE, EHIHERHSG,

CLI % :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

seedExample.json X4 :

"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"arealId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 1@, \"noDelay\": false}"
}

] R :
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{
"BatchPutMessageErrorEntries": []
}
Example
2

£ BatchPutMessage RELIE "temperatureInput" JHE , LAIRE A B HI A WS W X 5 A 15 =&
FHRERBEBEE.

CLI &% :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

temperatureExample. json X# :

"messages": [
{
"messageld": "00005",
"inputName": "temperatureInput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"

"BatchPutMessageErrorEntries": []

Example 3

{8 BatchPutMessage %)% "seedTemperatureInput" HE , UERAEXBWFTERE
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aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

seedSetDesiredTemp. json X4 :

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
0g R
{
"BatchPutMessageErrorEntries": []
}

RO BREMQTT HE

MRERB[ITERFRILEMER "BatchPutMessage" APl , ETJUAERARESR MQTT EF N EKE
&KI=E| Amazon loT Core SHEMRE , MEATLAGIE— Amazon loT Core EBMN , UFEEBIEE
EMBZE Amazon loT Events fi Ao AT 2% Amazon loT Events EEHNMWE N , ZMANEHE MQTT
FEH "areald"M"sensorId"MAFER , ARBEEBRMAE "sensorData. temperature" ¥
BFH " "temp"FE , HHXLEHBERRENERIIBAMazon loT Events "temperatureInput",

MBRERBERITERELEMER "BatchPutMessage" APl , BT LERARESR MQTT EF N EEIE
KIEE| Amazon loT Core JHERE | NE T LLBIZE —4 Amazon loT Core EBHN |, LURBEEHIEE
E[@ZE Amazon loT Events #iA. A T2X Amazon loT Events TEHNMWE X |, ZFNEH MQTT
FEFH "areald"M"sensorId"WMAFER , UK HEEERME "sensorData.temperature" ¥
BHi "temp"FE , HEXEHRFEBRENER(IBAMazon loT Events "temperatureInput",

CLI % :
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aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json

seedSetDesiredTemp. json X4 :

"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/anotheRole"
}
}
1,

"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23"

W7 : [FE]

MBEEBRBEUTERARLKIET —FBXEF "update/temperature/Area51/03"EE,
{ "temp": 24.5 }

XS BEESWEEEIAmazon loT Events 1, Bif&i## TLA T "BatchPutMessage" APl B —

$¥O

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

spoofExample. json 34 :

"messages": [

{
"messageId": "54321",
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"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 24.5} }"
}

T~ . £ KRS Amazon SNSHE

LT R "Area51" BMFEFRAEI LB SNS HE =B,

Heating system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
"detector":{

"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"

{}3}3},"eventName": "resetHeatCool"}

Cooling system off command> {"eventTime":1557520274729,"payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"

{3}3}3}, "eventName":"resetHeatCool"}

5 : DescribeDetector API
AT LAEF DescribeDetector EEEFERMEFLHIMN LHINRE., TEEMITET,
CLI &% :

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

89
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0] Rz :

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

},

{
"name": "rangeLow",
"value": "15.0"

},

{
"name": "noDelay",
"value": "false"

},

{
"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},
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{
"name": "averageTemperature",
"value": "19.572"
.
{
"name": "allowedError",
"value": "0.7"
.
{
"name": "anomalousHigh",
"value": "60.0"
.
{
"name": "reportedTemperature",
"value": "15.72"
.
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
},
"keyValue": "Areab5l",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

Amazon loT Core #0528 R4

BAUTAFF Amazon loT Core MQTT SHEUE FEHRBEREENERXNEFT R . BINBREEEN TR
M2 PR B PR I Y BN X R R R R B B Amazon loT Corellst k. EURRBIF , BRITEX T A
A "Area51HeatingUnit" # "Area51CoolingUnit" BT,

CLI 5 :
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aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

ADMShadowCoo0l0ffRule.json X4 :

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

ADMShadowCoolOnRule. json X# :

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow
request",

"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",

m
I
i

92



Amazon loT Events

FRARER

"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/ADMShadowRole"
}
}

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

ADMShadowHeatOffRule.json X4 :

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description'": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

Wa R : [ZE]
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CLI % :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

ADMShadowHeatOnRule. json X4 :

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}
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SRR

Amazon loT Events AJ BAfEAL N B8 E B4 S ES AR IRE, EAILUE XA BIRMELUE R T ES 25
FIREZE , EFHFERIET E At Amazon BiR.

@ Note
ERNFEERETHN , TUANFAERBERENSHREARER. BXEZER , FS
FRER,

Amazon loT Events XEFLUT A FEFERITIRESRRETEMIRE

setTimer BIZiTATEE,

- resetTimer EEiTATER,
« clearTimer MiBRITATES,
- setVariable B|EBEE,

Amazon loT Events XU T RIFEER Amazon IREVIRE -

« iotTopicPublish &#mAXx MATT EBRIEE.,

 iotEvents F#IENR ABENF RN KIEZE Amazon loT Events .

- iotSiteWise FEIELRIEZE Amazon loT SiteWise Y % 7= & 1%,
» dynamoDB [8] Amazon DynamoDB & X # 1z,

» dynamoDBv2 [ Amazon DynamoDB &k &K # 1z,
 firehosef§##E &% % Amazon Data Firehose .
« lambda A Amazon Lambda E¥.

* sns BB R HIXBHKIE

* sqs FFEIEAHE Amazon SQS BA5I,

EANIER

Amazon loT Events XHFLUT AFEFER TR RETEMIRE

AR ERE 95


https://docs.amazonaws.cn/iotevents/latest/developerguide/iotevents-expressions.html
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« setTimer Sl itAI&s,

« resetTimer EEITHIES,

« clearTimer MBRITREIES,

« setVariable t|ETE,

RE T ERIRE
Set timer action

setTimer 4B LALL &6 —MSERaT A AR 7y B A T AS 25,

More information (2)
SIS , XAEEUATSH.
timerName

T B BR B9 B FRo

durationExpression
(A% ) itedERAvIRELatE , AR N B,
BEMNBRIXNITEEROA TEANKBENER, i, WREFITERREN 60.99
¥, NEZNRREXNVITESE RN 60 ¥,

BEXxEZEEL , 55 (Amazon loT Events APl &) dif§ SetTimerAction,

EE I8T33
Reset timer action

resetTimer RERLILEFITHRRENMAITENFENRAREXNER,

More information (1)

EEITAEN | EATUEEA TSI,

timexrName
1T 23V B 7o

REITEIERERIE 96


https://docs.amazonaws.cn/iotevents/latest/apireference/API_SetTimerAction.html
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Amazon loT Events EEiTEI 8 A2 EFITEFEFRRER,

EXEZELR , % (Amazon loT Events APl &) B ResetTimerAction,

BERIT B BR IR 1F

Clear timer action

clearTimer BT LALL &I BREN A 1T AT RS

More information (1)
BRIt AT ERRT , BATUEEA TS,
timerName

A BR A B #Ro

EXEZEELR |, 52 (Amazon loT Events APl &) f#) ClearTimerAction,

BEEERME

Set variable action

7!

setVariable BETLILEZCIEZEEREEENTE,

More information (2)

BIRTER , BYTIEEATSH

variableName
TENER.

value
TENHFE,

EXEZELR , % (Amazon loT Events APl &) B # SetVariableAction,

ERRIT Y BRI A
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https://docs.amazonaws.cn/iotevents/latest/apireference/API_ResetTimerAction.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_ClearTimerAction.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_SetVariableAction.html
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FEAEM Amazon RS

Amazon loT Events XU T RIFEER Amazon RS HIRE :

« iotTopicPublish Z#mAx MATT EBRIEE.

 iotEvents FEIEU M AENH X KIEZE Amazon loT Events .

- iotSiteWise F¥IELKIEZE Amazon loT SiteWise Y E =& %,
» dynamoDB [8] Amazon DynamoDB & &K # 1z,

» dynamoDBv2 [ Amazon DynamoDB &k &K ##z.
 firehosef§##E &% % Amazon Data Firehose o
 lambda ¥ Amazon Lambda B ¥,

* sns FFEIEER HXIE AR *

* sqs fFEIE A E Amazon SQS A5,

/A Important

o BABAPE Amazon loT Events AR EFEAH Amazon FRFZEFEMHEREHN Amazon X1,
ﬁ?&ﬁ%ﬂ’] Xig%|& , &S A Amazon Web Services —f# 5% ## Amazon loT Events ¥
B,

« 7£3 Amazon loT Events ##4E8IZ H it Amazon FRet , %A ERAMEEH Amazon XiF,
MRIEY)R Amazon X1 , N5 [A Amazon BIR Al ERIEF B &H,

2N R T , Amazon loT Events £ R{E{IR/EE K JSON BRI ERE,. HIBEERATEEE
BXFN[EHGI ALK IEENESENEENMERH/EN. EREREAR , BUEARNERIE
e BXEZEER , SR AR FAmMazon loT Events APl SZ AR 1 H HKIE,

Amazon loT Core

loT topic publish action

1Z Amazon loT Core #ERFEBELHERE XS MQTT Amazon loT JHE., BXxZEHNXE5
& , 52 Amazon Web Services —fi%#2Z& #H# Amazon loT Core s 2 M ELEN

Amazon loT EERIEBBE I M A Amazon loT B i [Ei] HEF Fis &KL HEREEE P iK. A
EZER | {55 M Amazon loT FA&EIEEF B Amazon loTHERE,

fEF E M Amazon RS 98


https://docs.amazonaws.cn/general/latest/gr/iot-events.html
https://docs.amazonaws.cn/general/latest/gr/iot-events.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_Payload.html
https://docs.amazonaws.cn/general/latest/gr/iot-core.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-message-broker.html
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More information (2)
A MQTT HER , BUTIEEA TS,
mqttTopic
BURZHER MQTT £&,
BANEAERNFERFCENTES WA , EETHNREI[HEN MQTT EBE .
payload

(L) MIABRARBEE TN B[ EEFI MK IRENSESHENEENMERSE/ER. 1
S, BETLLBEN AR . BEXEZEELR , 5 Amazon loT Events {AP| &) AN M
Ho

(® Note

BRI FN &R Amazon loT Events RS AR KRIEIZR T 7 1Ziot :Publish R, BXE
ZER |, FSHEERT Amazon loT Events B 54 Mi5 B &,

BXEZER , 52 (Amazon loT Events APl £#) i lotTopicPublishAction,

Amazon loT Events

loT Events action

% Amazon loT Events #E 2 G 83E Amazon loT Events fER B A KRIZE|, BXXTEHNXE
53R , i5Z3 W Amazon Web Services —fi82#£ H ) Amazon loT Events i = FELE,

Amazon loT Events A FRERERFIXBZHEAHNHESZITEIL , HELRSEHRENAL
B, BXEZER , BS T 4R Amazon loT Events ? £ {Amazon loT Events FF & A G 18
M) .

More information (2)

B &% #HIERT Amazon loT Events , AIIEEU TS,
inputName

BUREIER Amazon loT Events % A & #io
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payload

(L) MABRARBEE TN B[ BRI MK IRENSESHENEENMERE/ER. I
S, BETLLBEN AR . BEXEZEELR , 5 Amazon loT Events {API &) AN M
Ho

(® Note
TR M BN EEY Amazon loT Events RS AN ERETT
Ziotevents:BatchPutMessagef PR, BXEZER , S EA T Amazon loT
Events W& B R iHEEE,

EXEZEELE |, 52 (Amazon loT Events APl &) ®1#) lotEventsAction,

Amazon loT SiteWise
loT SiteWise action

% Amazon loT SiteWise BE A F R BIE L XA E =B Amazon loT SiteWise, BXxXi#F
HX1FFIEK , HS N Amazon Web Services —fi%§5Z H 8 Amazon loT SiteWise Ui & F B 8 o

Amazon loT SiteWise 2 —IEERS , AILEAHERWKE, ALAMOMKBEILRZHOEHERE. &
XEZEE |, S RAmazon loT SiteWise (HFEFM) FHT XL =ZE Amazon loT SiteWise ? o

More information (11)

&) P B R B M R EFIERT Amazon loT SiteWise , ARIEELL TS,

/A Important
EEZINBEE | BXTER Amazon loT SiteWise P B R~ & o

- WMREFEH Amazon loT Events #2#|& , MAHIEEpropertyAliasAARiR B #R% ™=
&1t

« WMRFEA Amazon CLI , MAFIEEHF — N propertyAliass i
ANpropertyld , assetIdfA/E 3 BEARIA B AR A B o
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EXESEL | B2 MAmazon loT SiteWise (B 1R ST MERBRE 2E~ B
e

propertyAlias

(A& ) REEHEMNIE. BEUEERER,
assetIld

(k) BEEEBHENE~H ID, BHAUEERER,
propertyld

( A& ) BB ID. BHAILUEERER,
entryld

( Ak ) WREHME—PRRAN., SUERRKE D, REEENHENBERFERESHTIE
Ro RINMENHTAVME—FRIAR, BRAUEEREN,

propertyValue

BEAEXBHEFMAEENEN,
quality

(A& ) REEBHENRE, EAJ0 GOOD, BAD 5 UNCERTAIN, & aJLIEERIER,

timestamp

(I ) B EBEFEENEN, NREREELE , WERIANSHEE,

timeInSeconds

KA Unix LurtEEXNEEE (AW REN ) . BARCEEE 1-31556889864403199
2, BRI EERER.

offsetInNanos

( /i ) MtimeInSecondsEHBRHNARNRBE. EICBETE 0-999999999 2 [H, &b
ALEEERER,

value

—NMEERFEMENSEN.
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/A Important

BUTIEENTERE— , EABURTEENR~EMRN dataType, BXRES
f£8 , 2/ (Amazon loT SiteWise APl &) HH# AssetProperty,

booleanValue

(L) BFEEBHER—IMRE , ZEMLTAN TRUE 5 FALSE, B aJLUigERE
Ro MRFARKN , WIHEERN N HRES

doubleValue

(AL ) AEBHEENRNBEE, SwalEEREN, NREARER , NITEERN
ARNBEE.

integerValue

(7iE ) BEBHENBRE. BEAMUEERER. MREARZEN , MITELRNN
B¥E,

stringValue

(k) REBHENFHR. BEAMEERER. NREARZEN , MITELERNN
FRSBE,

(® Note

B R M DB R E Amazon loT Events RE AN ERETT
Ziotsitewise:BatchPutAssetPropertyValuetXfR, BEXxEZELR , FSHRERT
Amazon loT Events By &3 MG RIEE,

BEXEZEELR |, 52 (Amazon loT Events APl &) 1 lotSiteWiseAction,
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Amazon DynamoDB
DynamoDB action

Amazon DynamoDB #/E A LA it G H3E &% E DynamoDB &, DynamoDB {HFE—NJIAT#
BIEEREERNEFTHIMEBREMEXN . BXxZEFENXEIIER , B2 M Amazon Web Services —
>Z5 8 Amazon DynamoDB i & F B E .

Amazon DynamoDBRZ —f£ & NoSQL BIEFERS , BAAREM AT TN e | BB ST T4
V'R, BXEZELR , 5519 (Amazon DynamoDB FF X &1ER) HHIH+ L2 DynamoDB ?

More information (10)

f£[@ DynamoDB &/ — 5l K = HIERT , BATIEEUTSH,

tableName
EWBIEH DynamoDB £&Z 5. tableName EH4H S DynamoDB REI KRG B HITE, &b
AEERIEN,

hashKeyField

BHEE (BB XE ) B hashKeyField EA4HE DynamoDB REI 2 X EILHE , &
A EERER,

hashKeyType
(TWik ) BFEBOBUEXRE, BHEBERHWESMAN STRING 5 NUMBER, BRIAE R STRING,
BHA B ERER,

hashKeyValue

R&HBIE, hashKeyValueff AEHRER. XLEERESITHRERBE, SEATUIEERR
o

rangeKeyField

(k) SEER (MR EEFR ) WA, rangeKeyField {E&415 DynamoDB REVEEF 2
th, S ALIEERER,
rangeKeyType

(it ) SEEBNBIEEE, RAERERMWESMA STRING 5 NUMBER, BRIAE R STRING,
B A LI ERIEN,

Amazon DynamoDB 103


https://docs.amazonaws.cn/general/latest/gr/ddb.html
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rangeKeyValue
(% ) SEERME. rangeKeyValuefFABRER, XLEBIRTZS/TRIBHEE. BHA
EERER,

operation

(AL ) ERTHRERE, SUTEERER. REEBXARATEZ—
« INSERT - ¥R N #FHUUE A E DynamoDB &£H., XZHMINE.
* UPDATE - £ ¥ ##E E %1 DynamoDB &AM B LI,
« DELETE - Bk DynamoDB XH K I E T,
payloadField
( miE ) BUBUREB XA EL DynamoDB FIE#. BRINBFA payload, B AILIEER

payload

(L) RN AR BEE TN B[ EHFI MK IRENSHNEENFMEREE/ER. I
N, BRI BEN 18, BXREZEER , S HAmazon loT Events (APl ZZ) AN R
o

MERENERATLRERFRHSR , N DynamoDBAction &¥F3E JSON HELU—#HFFRE
A DynamoDB %, DynamoDB 2% #& LA Base64 w3 XA RN E REIE. payloadField &
N payload-field_raw, EBAILAIEERIER,

(® Note

FR M INE R E Amazon loT Events RS A K KR F T i%dynamodb : Put ItemtX R,
BEXREZEL , B2 HERAT Amazon loT Events W E B HHEEE,

BXEZEER , 55 RAmazon loT Events APl & f#JDynamoDBAction.
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Amazon DynamoDB(v2)

DynamoDBv2 action

The Amazon DynamoDB(v2) #4E Al SAiL S B I#EE A DynamoDB k. DynamoDB &{HH—4
BN ATEREEREERABTIHESEEN,. BEXxXFENXEIEK , 5 ML Amazon Web
Services —fi§SZH M Amazon DynamoDB i 5 Fl EL &l

Amazon DynamoDBRZ — £ & NoSQL BIEFERS , IAAREM A TN e , BB ST T4
VB, BXEZEER , 20 (Amazon DynamoDB F .4 &E1ERE) FHI T4 E DynamoDB ? ,

More information (2)

EFHIERIEZE DynamoDB RIS ANFIET , BATIEEUA TS,
tableName

BEREIES DynamoDB {RE . EBaJUIEERER,
payload

(A% ) MABRABBEEXRENSEN MR IRENSHNEERNFMERSE/EXN, It
N, BIER L BEN A, BXEZEER , 55 HAmazon loT Events {API &) HHEMHR
Ho

/A Important
BMABRELIR JSON, B A UEERER,

® Note

B4R B AN EVRHY Amazon loT Events BRS A KK IR F T i%dynamodb : Put ItemiX R,
BXEZELR , HSEAT Amazon loT Events B & MG R EE,

BREZER |, 52 MAmazon loT Events APl 2 shf§DynamoDBv2Actions
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I 53 Data Firehose

Firehose action

Amazon Data Firehose #/E /L F R F#IE &K% F Firehose £#if. BXXENXEIIR , F5H
A Amazon Data Firehose & i1 m MELET, Amazon Web Services —fix5#

Amazon Data Firehose 2 —M T2 ENRS , AT S ELFERS (LD E 2 F7#R
% ). L G#Redshift, 3% ARS ( OpenSearch RS ) M Splunk £ B /Yt 32 S mh R IR,
OpenSearch BEXEZE 8 , B2 M1 4L 2 Amazon Data Firehose ? & (I D##IE Firehose FF
REEM) H.

More information (3)

[0 Firehose &R AIEHBIER , XM EU TS,

deliveryStreamName

EIRBIEM Firehose & 57RH & #Ro
separator
( mik ) B LAMERA F R 2 RA RS B AIEE Firehose R HIREVELBE. P RFAESLIZ
"\n' (#THF). "\t' (HRF). '\r\n' (Windows 1T ) H"',"' (iEF ),
payload
(W& ) RAERARTEEX RN BER LML RENEHNEERNMEREEN, I

A, BEAUBAENNE., BXESELR , HZHAmazon loT Events (APl &%) G MM
o BAA

(@ Note

HR NN EHY Amazon loT Events RS AR KRIEZRF T 1Zfirehose : PutRecord
BB, BxE%EL , HZ5EHA T Amazon loT Events {9 &0 Fi5 A &,

EXEZELR , %5 (Amazon loT Events APl &) ®# FirehoseAction,
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Amazon Lambda

Lambda action

% Amazon Lambda B4R T E A A Lambda B#. BEAXAXIEFEMNXFEIIER , 5 W Amazon Web
Services —f%§2#£ B Amazon Lambda i s M ElE

Amazon Lambda 2 —HitERS , AFEEFTMESEERRSI|INERTETRB. BXESZE
B |, B 42 Amazon Lambda ? £ {Amazon Lambda FF & AR IEF) A,

More information (2)
A Lambda B#kET , BUTIEEA TS,
functionArn

EiFAM Lambda BEH ARN,
payload

(A% ) MIABRABEBEEXRENSEN MR IRENSHNEENFMERE/EXN, It
N, BIEA L BEN AT, BXEZEER , 55 HAmazon loT Events {API &) HHEM R
Ho

® Note

H{R NN EH Amazon loT Events RS AN RKETT
Zlambda:InvokeFunctionfX R, BEXEZEE , BSHEH T Amazon loT Events B
SHRMipREE,

BEXxEZEE |, 55 (Amazon loT Events APl &) 1§ LambdaAction.

Amazon Simple Notification Service

SNS action

Amazon SNS =BT K A IRETLLLLE X Amazon SNS SEHE, BXXFNRXEIIXK , F5
E Amazon Web Services —fi%#ZZ H A Amazon Simple Notification Service i = F B E o
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Amazon Simple Notification Service (Amazon Simple Notification Service) & —I1 Web RS , A
FHAMBEERITRARSREFHEERNRKRE, BXRELEEL , 52H (Amazon Simple
Notification Service FF X E#E5®) WL =Z Amazon SNS ?,

® Note

Amazon SNS B & FiEET X #Amazon SNS FIFO ( skl ) TH, ATHNEIER
—M5x£ 2 mRERS , R ATaEF %, Amazon SNS BELEBRNIEEIRFE RES,

More information (2)
K% Amazon SNS JHER |, BATUHEEU TS,
targetArn

EUCHE 2B Amazon SNS B 589 ARN,

payload

(A% ) MABRABBEEXRENSEN MR IRENSHNEERNFMERSE/EXN, It
N, BIER L BEN A, BXEZEER , 55 HAmazon loT Events {API &) HHEMHR
Ho

® Note

FRME IR EHY Amazon loT Events RS AR KRIEEF 7 iZsns : PublishM R, BEXRE
ZER , BHSFERT Amazon loT Events B 54 Mif R B8,

BXEZELR , 52059 Amazon loT Events APl £ TopicPublishAction®d #J SNS,

Amazon Simple Queue Service
SQS action

Amazon SQS #ER LU HIERIXZE Amazon SQS BAYl, BEXXENXESIR , 5
E Amazon Web Services —fi&5 & 5 Amazon Simple Queue Service i 5 F EL &l o
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https://docs.amazonaws.cn/iotevents/latest/apireference/API_SNSTopicPublishAction.html
https://docs.amazonaws.cn/general/latest/gr/sqs-service.html

Amazon loT Events FEANGIER

Amazon Simple Queue Service (Amazon SQS) £ T —1MNZ2, FAETHWEERS , LA
WEERNMIPESHABRGEREEANLE., EXEZEER , B2 (Amazon Simple Notification
Service F A &Hm) HH XL ZE Amazon Simple Queue Service>,

@ Note

Amazon SNS B/EF %3 Amazon SNS FIFO ( %t ) =8, BTHNEIERE—T5%E
2o mARSE , Rk ATEEFR %% Amazon SQ S BEREIMIEEIRFE ~HEE,

More information (3)
FHIE LT Amazon SQS BAFIET , BABIEE TS K,
queuelrl

BIREIER Amazon SQS BAFIEY URL.,

useBaseb4

( Wik ) IREIEE , NPHEIE Amazon loT Events 45184 Base64 XA, TRUEERIAE R
FALSE,

payload
(L) MABRARBEE TN BB G MK IRENESHNEENFMERSE/ER. I
N, IBEALBEN 1. BXREZELR , 5 M Amazon loT Events (APl 2#) hAM M
o

(® Note

H R B INEIEEY Amazon 10T Events RS A RBEIR T 7 i%sqs: SendMessagefX R,
BEXEZER , &S EEMT Amazon loT Events 9 & 10 Fi7 0 B,

EXEZEE , B2 Amazon loT Events APl 2 TopicPublishActiond #J SNS,

&t a] LAEFH Amazon SNS 1 Amazon loT Core NI 5|2k it % B, Amazon Lambda X fEE A
DAEREMARS ( Hla0 Amazon Connect , EZER AR BREMAK (ERP) AR ) RFEUR
£,
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® Note

EXRREMLGE REHTEICR , B LAERAEM Amazon BRS |, #1280 Amazon Kinesis, &
&, A LRI L oW , REFER Amazon loT Events 19 i A &% B3R 28,
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RiIXT

Amazon loT Events 12t 7T ZME S ZMEF RN [ERNIBEEENFZ, BRLUERARENRIEEX
F{H , tBtAmazon loT Events I AEIEEE EEBZ BN RIEX K E,

1BE
&I LATEAmazon loT EventsRIZRNAFEANXF, BERF. B, 5| ANERENR,

BN

. B
. it
. FHE®
. FRME

EE AT
—nizE
- EEE (HR) !
- EEE (&) -~
- BS (BR) : -
TR
o BREE o+
ANMREBRBLTNRFHE, FRHENRMLTIFEELSS () Fo
a0 : 'my' + 'string' -> 'mystring’
'R
o B (+)
A NMRIERBLMRRT,
« B ;-
c Br:/
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FRARER

BROEERNESHANBRE |, BRERER ( BRESIWRE ) FEDE -

o« ;¥
AL (EBE)
« 5|

flgn ;13 | 5->13

- 58

fHitn ;13 & 5->5

. ﬁgﬁ:/\

fHlgn - 13 A~ 5->8

« i~

R
« PF<

« NFHET : <=
« &F ==

« RET 1=

« RTHET : >=
« XKF:>

- 5:8&

- 5]

Flgn : ~13 -> -14
(=]

® Note

g || WFREANEERELNEEN , ZFREXNFHAN false,

E#ES

A BMERBEE SN REXFHREBERITSH,

N RPMBIE,

i1
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timeout("timer-name")

MREENITEEREST , WITER true, F "timer-name" BRNEEXWITRZIEYN (A
BISRT ). BEM4RAED , BUMENITHESE , AGBEa iR, EEITEIERER
EXHitetEs. M FE detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timerName,

RS T REMNITISRATUES — MRS THEIH. EHAS|IRITHSRNRESZE , &9
[A] S B2 1T B BR AT AL BV IR ZS

Flan | HRNBFEHRAFHAIRA - TemperatureChecked # Recordupdated, &8I T —/MNMETF
TemperatureChecked RASHIiTETER. AL 1H B TemperatureChecked 7 , ARG BEE R
4 F RecorduPdated RZHYiTETES,

N T HEREEYE | TSR RIIR N &RERE S 60 B

(® Note
timeout() REITHEXFREBEE IR ERIERE true , Z2/FRE false,

convert(type, expression)

TTENERNEERBENRIANNE, ## BEHLMA String, Boolean = Decimal, FAHE
PN XBFRUTENTEZRBEFHNFHFEANRER, REUTERRHREERE :
- WRE->FHE

BEIFRFE "true" 5 "false"
- NBUE > FREH
- FRHE-> HRE
- FRB-> PBE

BEENFZRELAR/DBENBERRTFEN , B convert () FRMK.

MR convert() RKREEARE , NEFBHNREREELEM. LERZEFT false EF L%
actions EFMERNRERKENEHN —Z0MIBEEN nextState,

B
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isNull(expression)

ERENRERNZERITE true, Fla0 , R A MyInput WEEE { "a": null }, WA
Tit&R true, 1B isUndefined($input.MyInput.a) it&EH false,

isNull($input.MyInput.a)

isUndefined(expression)

MBRARXNKENL , MitERNtrue ., Hlan , WRHA MyInput WEGERE { "a": null },
MEATItER false , 1B isNull($input.MyInput.a) &R true,

isUndefined($input.MyInput.a)

triggerType("type")

## R LR "Message" | "Timer", MRRAFiTeIzREITH MY H HIANEHRM4HITIT
&, MItEA true , WTFHIFTR.

triggerType("Timer")
HEWET B AHE
triggerType("Message")

currentInput("input")

MERARBTHEENAAHEMNEENNEHFZEHRTEME , WiTER true, Fln , IR
WA Command WEIHE { "value": "Abort" }, MEATITER true,

currentInput("Command")

ERALEBRBIUERE RN EWRBEFE M A Bitet s s RS EIm EETERGS , A TREX
Ro

currentInput("Command") && $input.Command.value == "Abort"
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FRF R IUAL B

startsWith(expressionl, expression2)

MREE - NMNFRBREXNUEFZANFZFRERELFL , WtER true, Hla0 , mMEAA
MyInput WEEE { "status": "offline"} , METITER true,

startsWith($input.MyInput.status, "off")

ANRBEANITEERCANZHEEH, IRE-REANUTEERBIRFRAEE , MWK
GRAENL . THITEMELR,

endsWith(expressionl, expression2)

MEE-NFRERBXUAFANFZHERERNELEE , WITER true, B0, MRBEA
MyInput WEEE { "status": "offline" 3}, MEATITER true,

endsWith($input.MyInput.status, "line")
ANMNKBIANWITELERVANFHRE NREI—REAVIHTEERBTI2FRHEE , NHBW
HERREN. THITEMMER,

contains(expressionl, expression2)

MRFE-NFHERBRXNBEREANFHERERX , WIHER true, B0, MRHA
MyInput WEEE { "status": "offline" 3}, MEATFITER true,

contains($input.MyInput.value, "fli")
ANKBIXANWITELERVANFHERE NRE—REAVIHTEERBTI2FRHEE , NEHBW
ERRE L. FHITEARER,
B BBIREERK

bitoxr(expressionl, expression2)

EERRAIRNVRME ( NERWENMRITZH®HEITEE ), flan, mEiHmA MyInput K
FEE { "valuel": 13, "value2": 5 }, MUTItER 13,

bitor($input.MyInput.valuel, $input.MyInput.value2)

ANRBEANITEERBLTNEBEREH, IRE-REANUTEERBIREBRE , WEHHNE
RAEX . FRHITEMELR,
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bitand(expressionl, expressionZ2)

TEERXREANRNE (NEBERHOMENVRITo#H5E2E ), o, mRHE A MyInput I
FEE { "valuel": 13, "value2": 5 }, MUTitER 5.

bitand($input.MyInput.valuel, $input.MyInput.value2)

ANRBANITEERBLTNBEREH, IRE-REANTELERBIRBYE , NEHBNE
RAEX . THITEMELR,

bitxor(expressionl, expression2)

THTEEHRIXNNEZVRS (NEBERNHENUHRIT-H®HFIRRZE ) . i, mREA
MyInput WEEE { "valuel": 13, "value2": 5 }, MEATFitER 8,

bitxor($input.MyInput.valuel, $input.MyInput.value2)

ANRBEANITEERBLTNBEREH. IRE-REANTEERBIREBYE , NHBNE
RAEX. FHTEMELR,

bitnot(expression)

TTEBRREANZBRNMERR ( NERWAHT#HEINREE ), Fln, MEHA MyInput I
2HE { "value": 13 }, MUATIHER -14,

bitnot($input.MyInput.value)

ANRBANITEERBLTNBEREH, IRE-REANUTEERBIRBYE , NEHHNE
RAEX. FHITEMELR,

A
$input.input-name.path-to-data
input-name R&E M Createlnput BAERBIZR B A

Flin | MREEFE—NE R TemperatureInput A ( BREENT
inputDefinition.attributes.jsonPath %8 ) , MXEETELEAEUTITHFEF,
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FRARER

"temperature": 78.5,
"date": "2018-10-03T16:09:09Z"

E5|H1% temperature FEMWE , BEAUTH S,

$input.Temperaturelnput.temperature

XNTENBANFER , BUUER [n] ReIABANKR. HlW, GELTE :

{

"temperatures": [
78.4,
77.9,
78.8

1,

"date": "2018-10-03T16:09:09Z"

}

78 .8A LAMERU T w5l AZE -
$input.TemperatureInput.temperatures[2]

Variables
$variable.variable-name

variable-name & A createDetectorModel BEFRENLNTE,

flan , MREFERAENLT —NEN TechnicianID WEE ( BEH

detectorDefinition.states.onInputEvents.actions.setVariable.variableName

ENTZEE) , WALEAUTG S5 ARERFZEEN ( FHFHR) &,
$variable.TechnicianID

REEEA setVariable BEKRREZXENEH, FTRENREAPHNEERE.
Bo Bl , EFENEDEE null,.

T BT REMEUHIR
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® Note

EFERATER ( EMKRER ) X [a-zA-Z2][a-zA-Z0-9_] *WHRRFMNEI B , BTAR
515 () MXLEFRRRFERK, il , EFEHN _value WFERIE RN MyInput K% AR
S|SB ZFERIEEN $input . MyInput. _value’,

SEEREAREASIRAN , BREUTRE
- HERSIREFEN NS NEEFNREREN  BRESIANMEREREGRE,

Blan , AT RIERA , B 2 2 == M Q& SEFIRER, NBERIEEYR
A , $variable.testVariable + 1 $variable.testVariable& 75| B /DK,

W B 1 RBEEF+IEER. Bt , $variable.testVariable 45| AEKI /DK,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
o UBFEASIAENEEZARBNBETER , THRRIZRB IS E S| ARBIEEE,

Flgn , LA timeout("time-name") R EEFTENSI SN ERFBENBETE, MBREFEH
timer-name EWISI A , MABERNS 55 HER/FE,

timeout("timer-name")

@ Note

I Fconvert(type, expression)®# , MBES|A##E , NIES| AKITELE RSM
R2String, Decimals} Boolean,

Amazon loT Events RIZRZIFER, NME. FRHEMHREERE, TREHTTRENERETH
LIES
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TRENREX
B, wRE

PE, FREH
PME. TRE
FREH, WRE

BRI

'${expression}"’

${} FEFEIMRANAEEFTHSE, expression AT ELEEM Amazon loT Events ®ixH, X8
ZEAF., EBASIA,

Fltn |, BEEA T setVariableAction RERENZEE, variableName £ SensorID, value 2
10, IEAILABIB LT B E R,

BRENR HERFNEB
'${'Sensor ' + $variable.SensorID}" "Sensor 10"
"Sensor 11"

'Sensor ' + '${$variable.SensorID +

1}

'Sensor 10: ${$variable.SensorID == Sensor 10: true

10}’

"{\"sensor\":\"${$variable.SensorID "{\"sensor"\:\"11\"}"
+ 1\"}'

"{\"sensor\":11}"

"{\"sensor\":${$variable.SensorID +

133}
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FRARER

REKXFE
EALEL T AR ERNEE D -

« £ Amazon loT Events #Z2H A A FNRER,
o FRERENSEE#EL Amazon loT Events AP,

REAXZFEXF, SE/F, W, SIANBERER.

/A Important
BHRAINLAE| AER. PE, FHHRHARE.

%E Amazon loT Events &A=

SE LT RBIAES Bh G 4R E Amazon loT Events RiAR, :

BN

NFXZE , REAMBABTEES|TF, —PMHREXLTAR true = false,

'123" # Integer
'123.12" # Decimal
'hello' # String
"true' # Boolean

XTFEIA, BAEEXEREAE,
- LUTWASIR/#E10.01.

$input.GreenhouselInput.temperature

« LUTZES|HFAE Greenhouse Temperature Table,

$variable.TableName

|
2]
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EHER

NTERER , B4HER ${} , BERSAELSISA. ERERETUNEEXF, ZEHN. &
. SIANBAERNAS,

s UTREXANVITELERR—1F/H 50.018 in Fahrenheit,

'${$input.Greenhouselnput.temperature * 9 / 5 + 32} in Fahrenheit'

s LTFREXVITELRE—NERFE {(\"sensor_id\":\"Sensor_1\",\"temperature
\":\"50.018\"},

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensor1}\",\"temperature\":
\"${$input.GreenhouseInput.temperature*9/5+32}\"}"

FRRER

NTFFAHRER , BAFER +. FHEERETUNTENTF. SEF. B, s|ANELERGA

A
RHo

s UTREXMWITELERE —NFRSB Greenhouse Temperature Table 2000-01-01,

'Greenhouse Temperature Table ' + $input.GreenhouseInput.date
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BRM 2R R B R B

R E RN BFE B M A KRB

ES}
« HVAC ;R E
- BE

- EARRSENNAEFRTEARN
- RERUES

- ISA BiR

- MENER

HVAC ‘R E 2l
RAME

LRGISSI T BRI T haEr R ERGER (18R ) -

« BEXH—NMRNBERJUEANZHSIKE, (FRENXECE-NMRUBESRM, )
« BAMRNIB[IRAEELR B B E =S MES X ZME BESRIBERE,

« BULERNEXEMNXBNAEEE (RER ) -

« BB XKEERESBOT RN ERX LS,

o ST LARE A e 3 A XA D042 BB S P I BR AR REER

« BN MANSHNRER ARESITRE , MRFENEZHRIT,

« PR EBPFHEL HH iR &5 7 E R E RS REG

« BUNUELRRBERER. MREM-—MERFHRENEES THETEE L REE , WINAR
RRERIUEGES , FUBERHREZREIRE,

ZRBIER AT IIRE

- IES4RNEEER,
® ﬁUEzﬁﬁAo
o FHABIERESRNBED,
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o TEARR R,

- ZEZXRBPHRSETE  HBERBERHRETENE.

- ZEZXHDPRITRER  HREFHFRETEER.

- REUEEAIE Amazon SNS Hl MQTT JE E.

B ATE X
A "seedTemperatureInput" AT HENXECIZETNBERFIHELHRIESH,

FEAN CLIHE :

aws iotevents create-input --cli-input-json file://seedInput.json

X# : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" 3},
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
el R
{

"inputConfiguration": {
"status": "ACTIVE",
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"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",

"lastUpdateTime": 1557519620.736,

"creationTime": 1557519620.736,

"inputName": "seedTemperatureInput",

"inputDescription": "Temperature seed values."

MELE , SMNXEHNEMERIB[ER KX "temperatureInput”,
fEFAM CLI % -

aws iotevents create-input --cli-input-json file://temperatureInput.json

X4 : temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
0 8
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."
}
}

BWAENL
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"areaDetectorModel" EX T HEHMENIZEFINWITIESFR. 81 "state machine" EHIERRF
BREEARBEEN  ARERXEERFRRSH L EBHIHE,

A CLI 5 :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel.json

X : areaDetectorModel. json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [
{
"eventName": "prepare",
"condition": "true",
"actions": [

{

"setVariable": {
"variableName": "sensorId",
"value": "OQ"

}

I
{

"setVariable": {
"variableName": "reportedTemperature",
"value": "0Q.1"

}

I
{

"setVariable": {
"variableName": "resetMe",
"value": "false"

}

}
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}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}

KRR FEEE Y
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},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperaturelnput.noDelay == true"
}
}
1,
"nextState": "idle"
I
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,

"nextState": "idle"

]
.
"onExit": {
"events": [
{

"eventName": "resetHeatCool",
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"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
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"setVariable": {

"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{

KRR FEEE Y
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"iotTopicPublish": {

"mqttTopic": "temperatureSensor/anomaly"
}
}

1,

"nextState": "idle"
},
{

"eventName": "highTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"

}
1,
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
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"iotTopicPublish": {

"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
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}
}

1,

"nextState":
},
{

"eventName":

"condition":

($variable.desiredTemperature - $variable.allowedError))",

"actions": [
{

nsnsn. {

"targetArn":

}
}I
{

"cooling"

"lowTemperatureThreshold",

"(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
I
{
"stateName": "cooling",

"onEnter": {
"events": [

{

"eventName": "delay",

"condition": "!$variable.noDelay && $variable

"actions": [

"arn:aws:sns:us-west-2:123456789012:heatOn"

.enteringNewState",

KRR FEEE Y
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"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"

"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"

"onInput": {
"events": [

{
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"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureIlnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}

KRR FEEE Y
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},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
},
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"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
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($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
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"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
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]
1,
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=
$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [
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{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
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},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
}
1,

"nextState": "idle"
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1,

"initialStateName": "start"
},
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

M L

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchPutMessage R4
FEARRBIF | "BatchPutMessage" AT HEAN XA BTN 5L H E LR BRESH.
ERAM CLI &%

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

Xt : seedExample. json

"messages": [

BatchPutMessage 7~
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{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

"BatchPutMessageErrorEntries": []

FEARRBIF | "BatchPutMessage" ATFHREEN X REMERBENRERBREE,
fEFAM CLI f % -

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

X# : temperatureExample. json

"messages": [
{
"messageld": "0Q0005",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 23.12} }"

"BatchPutMessageErrorEntries": []
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EAHIH | "BatchPutMessage" AFEXRENXBWFIERE.,
ERK CLI &% :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --

cli-binary-format raw-in-base64-out

X4 : seedSetDesiredTemp. json

"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",

"payload": "{\"areaId\": \"Area51\", \'"desiredTemperature\":

"BatchPutMessageErrorEntries": []

Area51 FNESSEH4 KK Amazon SNS SHERAI :

Heating system off command> {
"eventTime":1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0as",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType":"Message"

23.0}"
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},
"state":{
"stateName":"start",
"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangeLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

iy

"timers":{}

}
}I

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperatureInput",
"messageld":"00001",
"triggerType":"Message"

.

"state":{

"stateName":"start",
"variables":{

"sensorCount":10,
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"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

},

"timers":{}

}
.

"eventName":"resetHeatCool"

ERBIF | TAEEH "DescribeDetector" API RIRENA XM ML BPRSHEE.,

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

e R

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

.

{
"name": "rangelLow",
"value": "15.0"

.

{
"name": "noDelay",
"value": "false"
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},

{
"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},

{
"name": "averageTemperature",
"value": "19.572"

},

{
"name": "allowedError",
"value": "0Q.7"

},

{
"name": "anomalousHigh",
"value": "60.0"

},

{
"name": "reportedTemperature",
"value": "15.72"

},

{

"name": "goodToGo",
"value": "false"

BatchPutMessage 7~ 147



Amazon loT Events FEANGIER

}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
.
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector ;R4
FEARRBIH |, "BatchUpdateDetector" AT EXRIEE TEMNFMNBZEHINRIES T,
ERAK CLI &%

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

3 : areaDM.BUD. json

{
"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
I
{
"name": "averageTemperature",
"value": "22"
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}I
{

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"

"name": "goodToGo",
"value": "true"

"name": "sensorId",
Ilvaluell. II@II

"name": "reportedTemperature",
"value": "0.1"

"name": "resetMe",
"value": "true"
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}
1,
"timers": [
]
}
}
]
}
el R
{

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

Amazon loT Core #0528 7= 451

LATHNAF Amazon loT Events MQTT SEEUE FEFHERBEENEREF X F. BIMBREEENT
M FE o 48 B 20 ) B9 A X 3B A S B A 46 75 22 B 9 Amazon loT Corell T ¥,

FERGIH | RIVEXLTHER "Area51HeatingUnit" # "Area51CoolingUnit" BT,

A CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

X : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
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"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

W57 : [ZE]
AN CLI®E :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

X4 : ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

W57 : [ZE]
AN CLI &S :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

X4 : ADMShadowHeatOffRule. json
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{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

MR : [ZE]
EAM CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

X4 : ADMShadowHeatOnRule.json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",

"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

Amazon loT Core MM 5|2 R 451
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}
]
}
}

MR : [ZE]

EEA

FalE

ZRENNREABFERLNVINBMNFTELEPNER , AMKMENNBEN, S5EENBEIRE,
DRRAHEBEENMBEEEMNER (WA ). REAFTENNRIINSAHERNR

- EBENRBVEHERNRF
« DRRHINEHERNES

FARBDXMNHEE (EFEE "craneld" Ml "motorId" MTHE ) , BERATUERAENNEH
WITANR BN SHIRNEE, SIHZEMRMNT , BEMERH Amazon SNS KX BH., BERT
DERBERNSER K XERT2ZHESNEA,

BRBIRRAT 3L

- BIER., REL. E#H. MIER (CRUD) #i A,

- OIE., EE, FFH. MR (CRUD) SH4HNB[ER N T EMRAN SR,
« F—MNEARBISNEHENER.

o FHHMARARNSER,

- WEMERXGNEGRHEN,

- BEBERHPSIARSTEEHREZFREHE.

- BEEMN., RE., MAFTIEBINRERTENSITHRE R

- {8 SNS B#RE ActionsExecutor FIITERME,

PN
AR T3

#Create Pressure Input
aws iotevents create-input --cli-input-json file://pressurelnput.json
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iotevents
iotevents
iotevents
iotevents

aws
aws
aws
aws

describe-input --input-name Pressurelnput

update-input --cli-input-json file://pressurelnput.json
list-inputs

delete-input --input-name Pressurelnput

#Create Temperature Input

iotevents
iotevents
iotevents
iotevents
iotevents

aws
aws
aws
aws
aws

#Create Motor
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://temperaturelnput.json
describe-input --input-name TemperaturelInput

update-input --cli-input-json file://temperaturelnput.json
list-inputs

delete-input --input-name TemperatureInput

Event Detector using pressure and temperature input
create-detector-model --cli-input-json file://motorDetectorModel.json
describe-detector-model --detector-model-name motorDetectorModel
update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

#Create Crane
aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name motorDetectorModel
delete-detector-model --detector-model-name motorDetectorModel

Event Detector using temperature input

create-detector-model --cli-input-json file://craneDetectorModel. json
describe-detector-model --detector-model-name craneDetectorModel
update-detector-model --cli-input-json file://

updateCraneDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name craneDetectorModel
delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds

sed -i "'

"s/100008/100009/g" messages/*

#Replace motorIds
sed -i '' "s/200008/200009/g" messages/*

#Send HighPressure message

aws iotevents-

data batch-put-message --cli-input-json file://messages/

highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message

aws iotevents-

data batch-put-message --cli-input-json file://messages/

highTemperatureMessage.json --cli-binary-format raw-in-base64-out

=
4
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#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

R B 1R B ER

X4 : craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "Q"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{

"setVariable": {
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"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
.
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
}
]
.
{
"eventName": "Underheated",
"condition": "$input.Temperaturelnput.temperature < 25",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
.
"key": "craneid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHIENRERNFER, X4 : updateCraneDetectorModel. json
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"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",

R ERE R L
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"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}
]
},
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
},
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"
}
X# : motorDetectorModel.json
{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {

R ERE R L
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"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
I
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012 :MotorSNSTopic"
}
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]
}
]
}
}

1,

"initialStateName": "Running"
1,
"key": "motorid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHIENRNFER, X4 : updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
.
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

R ERE R L
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{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
I
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012 :MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

TN

X4 : pressurelnput.json

{
"inputName": "PressurelInput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}
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X4 : temperatureInput.json

{
"inputName": "Temperaturelnput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}
HE

X# : highPressureMessage.json

{
"messages": [
{
"messageId": "1",
"inputName": "PressurelInput",
"payload": "{\"craneid\": \"100009\", \"pressure\":
\"200009\"}"
}
]
}

X4 : highTemperatureMessage. json

80, \"motorid\":

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 40, \"motorid\":
\'"200009\"}"
}
]
}

X# : lowPressureMessage. json

HE
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"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 20, \"motorid\":
\||200009\|| } n

}

X# : lowTemperatureMessage. json

"messages": [
{
"messageId": "2",
"inputName": "TemperaturelInput",

"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\||200009\n } 1]

}

ERERSRNNAEFEITSHRN

ZERMERERZ Amazon loT Events 2 Hl B REHMERC—. NEERL , EESEIL,

"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [],
"events": []
I
"stateName": "Device_exception",
"onEnter": {
"events": [

{

"eventName": "Send_mqgtt",
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"actions": [

{
"iotTopicPublish": {
"mqttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
I
"stateName": "Device_idle",
"onEnter": {
"events": [
{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
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]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_exception",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
.
"stateName": "Device_in_use",

"onEnter": {
"events": []

.
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

RERNES

ZIRMB[EE Z Amazon loT Events B #| 8 1RIENEIRZ —, AEEREL , ©3EEIL.

"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [

RERNES
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{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}

1,

"events": []
.
"stateName": "Offline",
"onEnter": {

"events": [

{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{

"eventName": "Reset_timer",
"actions": [

RERNES 166



Amazon loT Events

FRARER

{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",
"actions": [
{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

ISA 23R

ZIRM[E R Z Amazon loT Events B #| AR IENERZ —, AEERLL , ©3SEIA,
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"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

I
{
"eventName": "unshelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Shelved",

"onEnter": {
"events": []
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},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

I

{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"
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1,

"events": []
},
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
.
{

"eventName": "remove_from_service",
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"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState": "Out_of_service"
},
{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
I
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}
1,
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "State Save",
"actions": [
{
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"setVariable": {

"variableName": "state",
"value": "\"normal\""
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"
1,
{

"eventName": "return_to_normal",

"actions": [],

"condition":
"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
I
{

"eventName": "remove_from_service",
"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState": "Out_of_service"
1,
{
"eventName": "suppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",

"nextState": "Suppressed_by_design"

}
1,
"events": []
I
"stateName": "Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "unsuppression",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",
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"nextState": "Normal"
I
{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

1,

{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

1,

{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
1,
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "return_to_service",

"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
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"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"
},
{
"eventName": "return_to_normal",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,
"events": []
I
"stateName": "Acknowledged",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{

"setTimer": {
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"seconds": 60,

"timerName": "snooze"
}
}
1,
"condition": "true"
},
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
.
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

&) 52 By B 4R

ZIRM[E T Z Amazon loT Events B #| AR IENERC —, REERLL , ©3SEIA,

"detectorModelDefinition": {
"states": [

{
"onInput": {
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"transitionEvents": [

{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"
},
{
"eventName": "reset",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
},
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
}
}

1,
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"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable.threshold",
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"
}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions": [
{

"setVariable": {
"variableName": "dnd_active",
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"value": "OQ"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
}
]
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iy
"stateName": "Alarming",
"onEnter": {

"events": [

{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
},
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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{
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1,

"Resource": "*"

1,
{

"Effect": "Allow",
"Action": [
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3. T #k CloudFormation #£4x , MiitnotificationLambda.template.yaml.zip,

(® Note
MREETHRXAFNERRME , thAIBIE CloudFormation &4 R E] &R,

4. BEBABHFHMENR notificationLambda.template.yaml RFFEAH,
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5. EEMRFLEITHAE , SMEITH T notificationLambda.template.yaml X489 B .
6. ZEf|E CloudFormation ## , FIEITUT @S :

aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

& O] A& Ut CloudFormation iRk B E X Lambda BREIR E1TH.

(® Note

Amazon Lambda XN EHEIRERMAR. MRZEBIBEEBNEERLEFREEABER ,
WEHTRSKEIITSEEFH IR RBRS BRERZEY. BUTUAERK LREREXERE
A%l (DLQ) SR AL BN EH. BXEZER , 555 Amazon Lambda TR A R 18
MPHNRLEA.

&1 0] LATE CloudFormation #2#| &SI BBk, BXEZEER |, ESH Amazon
CloudFormation F F 1578 # B9 5 F 3t 4%

BIZ B E N Lambda B3
B L1 Lambda BEEE & Amazon loT Events 12 H B,
812 BE X Lambda B AT BIEEL T ER,

o AINAVFER Lambda EEHITIEERERMIGE Amazon BIREVXR.
- WMREFEH Amazon loT Events 124#) Lambda B , i§% 4%$#% Python 3.7 IE1TRI RS,

Lambda BRI :

import boto3

import json

import logging

import datetime

logger = logging.getlLogger()
logger.setLevel(logging.INFO)
ses = boto3.client('ses')
boto3.client('sns"')

def check_value(target):

sns
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if target:
return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to
or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
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default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'

timestamp =

datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-

%m-%d %H:%M:%S')

alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'], nep.get('keyValue',

'Singleton'), alarm_state['stateName'], timestamp)

default_msg += 'Sev: ' + str(nep['severity']) + '\n'

if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3} {})'.format(str(property), operator, str(threshold))

default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [1)
bcc_adrs = email.get('bcc', [1)
msg = default_msg + '\n' + email.get('additionalMessage', '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,
'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text': {'Data':
msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
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if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,

MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':

sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

BEXEZEER |, i55H Amazon Lambda FF & A B IEEHF BT L2 Amazon Lambda ?

CloudFormation &4y
EALLT CloudFormation #EiRK G812 &R Lambda BHEK,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole

Path: "/"
ManagedPolicyArns:
- 'arn:aws:iam::aws:policy/AWSLambdaExecute'
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:

- "ses:GetIdentityVerificationAttributes"
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"

Resource: "*"

- Effect: "Allow"

Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
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- "sns:CheckIfPhoneNumberIsOptedOut"
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda::Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
ZipFile: |
import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses boto3.client('ses"')
sns boto3.client('sns')
def check_value(target):
if target:
return True
return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True
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# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S')
alarm_msg = "{} {3} {3} at {3} UTC ".format(nep['alarmModelName'],
nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3} {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
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from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [1)
bcc_adrs = email.get('bcc', [1)
msg = default_msg + '\n' + email.get('additionalMessage', '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':
cc_adrs, 'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text':
{'Data': msg}}})
logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

£ Amazon loT Events 1248 Lambda BE%k

MARE A Amazon loT Events I2#tH Lambda BNIREEEIREFT , MERBUTER :

« IWAMBAETE Amazon Simple Email Service (Amazon SES) H & 3% 8, F BB 4438 &89 88 F BB 4 b 31k o
BXEZELR , 5219 (Amazon Simple Email Service F X AR ¥87) K Amazon SES F
F BB F R db Ak o
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MRBNFRIFEERE | BEHZEEURITEANE Fipibut, BB TUEFNRMEXHRP RS
B IEER 4,

- MBENERAAEBEERN , WMXANER E.164 EFRBEEEBREIENEESE, EXNETE

+<country-calling-code><area-code><phone-number>,

BiES BRI
Country ( EIZR/i#[X ) 7 i B8 iE S 15 E.164 X F
s 206-555-0100 +12065550100
xE 020-1234-1234 +442012341234
3 FE%E 8+601+12345 +37060112345

EEREF/H XIS | EiHE countrycode.orge

Amazon loT Events I2#tH Lambda LR ELEREMFEH E.164 KW BEFTEH, BER , XK
TBRIESHE, NREBRHATHBENBEESHE  BRERIIEEEAN , NTUKRBEEEEHE. &
EEARESRECHE,

BERA4A

Amazon loT Events £ Amazon IAM Identity Center ( IAM B350y ) SREBERUH AR SSO
HRIMNR, EFEERAEBEIGARZRELD , E458 A IAM Identity Center FHIF U 4F A 8 h0 B 48 #Y
IAM Identity Center 1%, BXEZEEL , 25 (Amazon IAM Identity Center A 15E8) HHIZ 0
AR,

/A Important

« &M Amazon loT Events, Amazon Lambda #1 IAM Identity Center i£ 2 BRI HY
Amazon XiF,

 Amazon Organizations — X REEZEF—1 IAM Identity Center [Xig, #NREAE1E H At X151z
&t IAM Identity Center , M 2470 BR = BIAY IAM Identity Center BLE, BEXEZEER |, &
2% {Amazon IAM Identity Center FAFF15FE) HHYIAM Identity Center Xigi iz,
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Amazon T2 EM =L LM, EHN Amazon BF , BN ERNFBEARSHELLBRBECWHERMIT
ENBIEH O EREPZ R,

Z2£ MR Amazon MENHERE. TERBENREHRNZNREENZPIHNR SN

- TR - AmazonTUE R EAmazon=HEITAMazon REZ W EMiRE. Amazonik [b &2 4[]
REFERAMNRS . RN Amazon S HITRHIN—E2 , BRIV ZLBENERMEPRHRE=FFiT
BTN, ETHERT Amazon loT Events & titRl , FSEAMNEITRIESEAHN

Amazon R .

- THNZREMN - ENFREHREFEAN Amazon RFERE. EEFENEMBRZENR , SFEHKE
BN, SERNERUREREREEMR.

RS ES BY 4R T SR AR £ B Amazon loT Events Bt R A R{EHIEER, UTEFiEANAEE
Amazon loT Events ASEIMEBNZ MM EA B IR, BIETTLLT S5 B E it Amazon PRS-k #
By s RR B 289 Amazon loT Events &iR.

FB

« EFATF Amazon loT Events B & 3 #1176 & I8

« ¥$8 Amazon loT Events

« Amazon loT Events & # M RIE
 Amazon loT Events A B8P 1% & &S

« Amazon loT Events FHEMIZREL S M

A TF Amazon loT Events B B 15 15 0 & 18

Amazon Identity and Access Management (IAM) 2 —f Amazon RS , AT A B EE R T2 iR Hl
3 Amazon BRFE. IAM B2 RS UEN AR ( BF ) MEN ( EENR ) RKEH
Amazon loT Events &R, IAM 2 —IAI LA FFEAK Amazon RS,

ES ]
- ¥

- ERASHHETEHLRIE

5>
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« Amazon loT Events EF & 4 # 5K B R H

Br it B RRSS R BRE

« X} Amazon loT Events 514 % i8] #t 17 8 bE HEBR

Z X

£ Amazon Identity and Access Management (IAM) #9753 R & W] LATE Amazon loT Events 1T
WREM R,

RS AP - tREEA Amazon loT Events BRFREKES , MENEE R 2N ERMEPMFNEZIERNN
R, HEFEMAEZ Amazon loT Events 4FERTER T/ER , BAREZEETNIMUE. THRUOMNEEILR
RREBFEOEE R BEREEGHNR, WREFTEILE Amazon loT Events FHHHE , HSH X
Amazon loT Events &3 5 A # 1T S EHERR .

BREEER - MREELTAREE Amazon loT Events FiR , NE T EEEH Amazon loT Events
NELIFRNE. BERETEHESRMNIRS AP N RIEL Amazon loT Events HEMER. AF ,
ZgE 1AM BEEARRERUEXBRS AR, BEFZRELHNEENTH IAM FHEZRE
2. BETHRAXREN A TWMMAR IAM 5 Amazon loT Events #EEANEZELR , 5 EAmazon loT
Events 3{A1 5 IAM th[E T 4E,

IAM BE R - MREBEIAMEBER , BuEFE THRANMEEREAEEX Amazon loT Events B15
BN RNIFMAES ., EEFETE IAM REHM Amazon loT Events EF SRR RG] , S
Amazon loT Events EF &I RKIE R,

5 & 02 1T B IR AIE

SRR RFER S M EIEE S Amazon B9 53E, BATYEHRN Amazon Web Services IR B, 1AM
RAPZER 7k IAM A8 ITH AR ( FFE Amazon ) .

MRELmIES KGR Amazon , Tl Amazon FRERHFF LT ES (SDK ) Masw1THME (CLI)
DEFEAZHELIUANZEARNZBENER, WRETEHEH Amazon TE | NAMBETHERESR,
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TieERMMEHRIESE , BEESERHATCEZSELR, HlM , Amazon BIUEAFERAZESHE
i (MFA) REEKFHNZEM, ETHEZER , H21 (AM BFERE) 8 £ Amazon H{EH
ZEHHRIE (MFA) ,

Amazon Web Services Ik 1R~

£12 Amazon Web Services Ik 8% , Sx ¥ AR — N K S B ATE Amazon Web Services F %R
WEZTEHRINBRHNEZRE M. LEBFAN Amazon Web Services Ik R |, B E6I K B Fr
HﬂE’J%%ﬁB#i&iﬂ:%ﬂ?ﬁﬂ’*% EARBZE M. BAUBNEFECARAFPHITEEES. RPHFR
RAPEIE , HERAXEEIERNTNRAFATURITHES. EXFEURAFSHEZINESHTE
ik, HZH (AM AFER) PREERAFKIENES

IAM A M4

IAM A F7 @ Amazon Web Services IKFF AXNEMAARNARFEERENRN —NS 4, EARE
BRT , BWERAIGHREIL K MARAREEKHEE (NFBMNHEEH )N IAM AR, B2, W
REE-EEENERZSEERYEIIUR IAM AP , BUERRIFRIZE, AXESES ua%}
i <IAM FFiEm) PN TEEKHEIENERAZSERRRIERIZH,

IAM AR—NMEE—4H IAM AP SR, EFEERANSHER. BUUERAR—REASZSD
RAFEERR, IREXEAF , FREATUERMMEERFNR, fl, EWUgEEF 12N
IAMAdmins FY4E , R IZARTFNRUERE IAM iR,

RPREAeTE. AFE—5ENMARINARFXE  MAGSHEILFTECNEMAADIK. AFE
BRANKHEILE L MAGRHRNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM A&

IAM £ &2 Amazon Web Services IKF? FEBRENRNE M. ©RLTF IAM AR , BEEBEAR
FxB, BUUBIERAE , £ Amazon Web Services Management Console 1 4k IAM £
B, A LLAA Amazon CLI 2 Amazon APl 2{ESiERA B EX NI D RER, BXERAAGNHNS
ZHEZER , B2H (AM AFEmR) PWEA IAM B,

BEHIGEIEN IAM BRELATERLTERER :

REAFHR - ERBRES0IENR , FIRAGHNABGENNR, HRESHHTHHRIE
i, ZEOREARERBRARRTHLAGE LHNER. AXRERSHFNRIENACGNES , BHEH
(AM RF$Em) RN E =SS RHEERE,

. I@Et IAM AFPRR - IAM AFSARA S’ IAM A€ , LENREHNBEETSHTRENR,

A B M7 S ORI 200


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/root-user-tasks.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp.html

Amazon loT Events FEANGIER

- BIKFFE - EaUFER IAM BEUATTRKFHPNENA (IEEL ) HEEHIKS PR
R BERRTFERFFENENEESN, B2 , X THEL Amazon Web Services , A LA R
BREEMMEER (MAEFERAACGEINEE ). ETHATERKFERNACNETRRNREZ
ENZE5 , 525 (AM AFER) B IAM BE5ETRRENEREATE,

- BRFER - FEL& Amazon Web ServicesfEF H € Amazon Web ServicesIZhEE, Fli , HEE
ENMNRSH#TEAR | ZRESEE AT Amazon EC2 Hiz{TR AfEF S 1E Amazon S3 R 1EE X
R, RFTELEAXEAANEHENNR, FRAKRSACSHERARSHEXACRIITIEE,

- BRXBHEAE  YEER IAM AR RARE Amazon RRITIRER | SFEM N 4K, FREL
fREEY , BRAIBESMIT—NMEE , KRERSEFTARSHEH S —MRE. FAS EREHKREA
Amazon Web Service B PR , &£&1ERE Amazon Web Service , B T RS AHER, RE
ERSWEFEEZESH M Amazon Web Services R BERRXEFRETRWIERR , T 2K H FAS B
Ko EXFBERT , BLRMEBFRITEXAMRENNIR. BXxKH FAS BRIV ERIFAFE ,
BERERLRSE,

- RFAL - RFACRBRSAREEENIK, PHRITREM S KB IAM A€, 1AM B G A
£ IAM FRIE, BRNBIBRBESACR, BEXESZER , 528 (AM AFER) FHCED
Amazon Web ServiceZ RINFRH A,

« BSHEXAE - BSHEXAEES Amazon Web Service Bt —f S AR, BES T IRNA
RERVTIREN AR, BRSHEXACRE RELH Amazon Web Services Ik H |, HFHIZIRSEH
B, AMEBRATUUEEFEETREEERSHEXAEHNR,

- £ Amazon EC2 L E{THIN AR - B LAEA IAM AREEE EC2 24l Liz1TH X Amazon
CLI 2% Amazon APl BRI R AR F G EIE, X% TE EC2 RHlhF#inEEH. BF
Amazon A 54 EC2 SRAIHFEHI ZEHINFERARF A , &0 BA8IE — /N 2S48
SHREXH. ROBEEXHBEEE , HE EC2 4l LzTHREFEBREBIGNEL, BXES
EE , EZH (IAM BFERE) RIER IAM A5 Amazon EC2 =] EZ1TH N AREF R TN
BR o

BETHECER IAM AGER IAM AR , H2H (AM BFfEE) FRAEeZE IAM B8 (MAEA
F)o

e F SR = 1 ]

BRI ER B EM NE Amazon S EIR , SRS Amazon FEYIF R, RKEERE Amazon HFH

WK EEFHRRFHEXEKEN , REELECINHNR. €4 (AP, BRAFIARAE ) AHiE
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BHATRE | UREMLAZRAETHIT.
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IAM K BEE IRENIR , TR FEERBR A EZRITRE. A0, RIRE—NAIF iam: GetRole
RENKKE, EEZEBNAF LM Amazon Web Services Management Console, Amazon CLI
= Amazon APl SRELA&BE S,

ET 5 OR R

ETEMNNRBETMMEEZH (W IAMBF, AFASAR ) B9 JSON R RREE A, XLREE
RS NA SR EMPSEA T BERRNTHERE, ETHRNMEZET HHHRE  FSH
(IAM RF$Er) 8y 812 IAM KEE.

ETSMNRBEAUSH —SHXANARKERIEENRE. NREBEERARNAR, 486,
B KL 2 7 LAK tnEAmazon Web Services IKF R ZAAF, ANBEBNIRIREE, FTERE
‘B Amazon TERBMEFRERKE. ET7THBNMAEREXNRBENANKRE AHTER 558
(AM BFiEm) P ERERN TSN R 2 B #H1TIER,

He KRR

Amazon X#FFSNEY, TAERRRERE, XERBRBTLLREEE ARNRBERER THRAN
PR

« RRLFA - BRURR—NERDEE , BT REETHHARME TN IAM £ (IAM AR A
&) BFHNRANR, BAUNTERENRLR. SEEZRNREXECET H 0K R ENRD
RHIRE, & Principal ZRFEEAFRBECHNETHRIVREAZINRL RS, F—TURE
FHEXELFEZ AT, BARANRLANESEFELR , FZ0 (AM AFERE) P IAM KER
PRIZ 5,

. PRSI (SCP ) — SCP £ JSON &8 | #85E T AMRKAM LA (OU ) % Amazon
Organizations FHI R KN PR. Amazon Organizations RS AT AP EMEHERZNTUIBENZ
A Amazon Web Services Ik K7, MMREHLARNSA TREIEE , N AIXNEE D2 50K~ N A R
SIRFIKEE (SCP ) ., SCP BRFIRK 5 Mk -~ A3 {Ek ( B¥ES A Amazon Web Services IKF R )
HIR PR, A< Organizations 1 SCP WEZE L , 5 (Amazon Organizations FiF¥E/) FH
SCP W TR,

- RERE - QIEEBREILUFEESXNACERSAF RGN SFNMENSBEEZNSRER,
ZRAENNBRRAFRACHNETEMNRBEINSCERENRE, NEEIUKEETRRNEK
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B, E—TIRBETHNENELFBEEAT. BXEZER , 50 (AM AFER) PHSER
%O

S REERE

HSNMRBEWRBEA T —MERE , ERORREMERNELERE, ET #H Amazon IHEEE
BREMRBERENBREATER , HS0H (AM AFEmR) PHRETEZE.

THREZER
B X Amazon loT Events W E MG REBNEZELR , BEIIUTRE :

« Amazon loT Events 20{a5 |IAM thHE T4
« X Amazon loT Events & {3 11/ 7] 8t 1T ¥ FE HEBR

Amazon loT Events I 5 IAM f#[E T {E

EFER IAM EEX Amazon loT Events BV R Z 8 , &5 7 #EBFLE IAM ZhEER 5 Amazon loT Events
EEEH. EABT # Amazon loT Events Ml EH Mt Amazon RS AES IAM —EER |, HSE (IAM
BAFiERE) vME IAM —RE#ERR Amazon RS,

FH

« Amazon loT Events BT B 13K 5K &
« Amazon loT Events T &/RH K AE
« BT Amazon loT Events #RE AT IR
« Amazon loT Events IAM A&

Amazon loT Events £ T 91 FKHE

FHIAMETEONER  SUUEEATHIELNIRENER , URIBEEMT ARG T AFHIEL
B®{E, Amazon loT Events Z#F4EERME., BREMZHE, E7TH7E JSON KR EAMNMETE ,
B2 (IAM BFIER) 1K IAM JSON FBTESE,

1

ETF IAM BHMKRIEN Action TEHRZRE N AT RIELN IS ERE, REIREBESHREKN
Amazon API IR ER B, WREEATREDURFHRITREBRIENNR,
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Amazon loT Events R REIREERERER TSR : iotevents:, Hln , ER

FHE A Amazon loT Events CreateInput API #4ERIZE Amazon loT Events %
ABIRPR | #BRfF iotevents:CreateInput BEMNAEKEH, ERFEAER

Amazon loT EventsBatchPutMessage API #2ELER AR , BRIFF iotevents-
data:BatchPutMessage REHAHRKRIEF , RIEF A X EIE Action 5 NotAction T
%, Amazon loT Events EX T B —AHRE , XLRERR T AIFERZERSHITHES.

EESENMEOPEESUMRE  BEAZSHENRT , TR :
"Action": [

"iotevents:actionl",
"iotevents:action2"

B LUERBESR (*) BESMRE, Hln , EIZEELLEE Describe FFLKMFIERE , @BUT
BIE -

"Action": "iotevents:Describe*"

E&EE Amazon loT Events &E5|% |, 3 (IAM AFIER) &8 Amazon loT Events E X #Vi%
1E,

IR

Resource TEEETERHEMNABRENXNR, BAMXMEE Resource 5 NotResource t&, &7
£ ARN REERR , AEABESR () UIEHZETERATAAERR.

Amazon loT Events #FRMZEHFREFTLLT ARN :

arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/${detectorModelName}

AHX ARN BRWEZE R |, 5519 Amazon Resource Name (ARN) # Amazon BRSS &5 & Z2 8]

filn , EEEAFIEE Foobar HRMIB[RE | iSERALT ARN :

"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/Foobar"

EEERTHEKSHNAAEXS , BERABES (*)
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"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/*"

ToEF B ERFEMITELE Amazon loT Events #4E |, il , BT RIERRHNRE, EXEBERT , &
RIMEFRBERF (*).

"Resource": "*"

— L Amazon loT Events API #ES R 2B IR, a0 , CreateDetectorModel EEKHETH 5|
B, AP ATIREBHMNR R T EER ZRMATIFNR[ER, EEE/MEAPEESZSINER , B
FRES 2 ARN,

"Resource": [
"resourcel",
"resource2"

E&EF Amazon loT Events BRIRER K EH ARN 51X | 55 (IAM BF#ER) H/ Amazon loT
Events EVWER, BT RS LEBLREFIBESNERHN ARN , IS Amazon loT Events &
N HyERE,

SR

f£ Condition jt¥& ( 2 Condition 3k ) # , BAIUEEBEAE MBI %M, Condition TER AL
o BRAIMEFRAXTEZER (fl, EFHIT ) BEHFRER | IERBAINZEEERPHNE
FTE,

MRE—MEIHIEEZN Condition T#E , FEE Condition TEFRIEEZSNES , N
Amazon 2% AND ZE ¥ EEl]. MBRELERNENRHRBIEEZ/ME , Il Amazon EfHZ% OR
BERIFEERE. ERFIBAHNR 28I LT% BTN,

EHAERERFNERSUAER, Slm , RYAFEAEAFSRTRIEH , 8T THELETFH
FFORMAR. BXESEL , B5H IAM AP 89 1AM policy TT3E : TEMEE,

Amazon loT Events T RRMITAIFETRSNWEHGHRE , EXHFEARELBRAHE. EEFMEA
Amazon £ RB&HE , BZHE (IAM AFEE) F1 Amazon £ /BFH ETXEHA,

R~

E&EFE Amazon loT Events ET B REEHRE] , ESH Amazon loT Events T 5 I K BE R~
£,
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Amazon loT Events E T &R KB

Amazon loT Events T X#HE TR RNKE, EEFFANETRRENERBERE RS , 555 https://

docs.amazonaws.cn/lambda/latest/dg/access-control-resource-based.html,

E T Amazon loT Events Fr Z R 21X

A LU AR XY N E] Amazon loT Events IR ZFE R PR E4%1EF) Amazon loT Events, EE T
PREEFIHE , EEMEA iotevents:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys RHEFBERMBNZHTEFRUFZEFEE . BHXIRIE Amazon loT Events R IR E
ZER , HSHAER Amazon loT Events BIRIMEE,

EEEFETHANER (ATRERZRR LRI RBHIFNZEENTER ) BR6 , 58 BEHREE
& Amazon loT Events##.

Amazon loT Events IAM B &

IAM £ 2 Amazon Web Services T & B 545 E R Y SE4K,

et ZEIE BT Amazon loT Events

AT A i@ E EIE TS S RIERR , 20K IAM Ao REKS A€, S BT A
Amazon Security Token Service (Amazon STS) API #24E ( fl#lAssumeRoleD}, ) RIREIE AT R £ i
F GetFederationToken,

Amazon loT Events 3% # IR B 1L,
REHEXAE

ARS5 < A & Se FAmazon R S5 1A R H A AR ST PR IR AR RIE T ERE. RFSEXRABERE IAM K
P, HRZERESE. IAM BEAAUEEETEFEERSEXACHNR,

Amazon loT Events *XFRESHEXAE,
REAE

BHREATFRSAREDRESAE, LAGARTFRSHREMERS FHRRURCRETHRIRE. RS
ABERE IAM KSR, FRZKFAE, XBWKRE , IAM EERAUERZACRHNER. B2, X
BRI RE & P T AR ST RY Zh e

Amazon loT Events X REZAE,
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Amazon loT Events EF 5 4K KB =51

RINERT , ARFMA®SECIZRIEH Amazon loT Events BRINR, BA1IETEMEHAAmazon
Web Services Management Console, Amazon CLIZiAmazon API #i1TE%. |IAM B8 7 A B2
IAM policy , ABERNAFNASRFRIRUNMENEERRRITIHEN APl 81, R, EER UM
FXERBEH MBI T EXENRAFSHA,

ETHNAFERXL RS JSON R G2 IAM ET S HHNXKR , 28 (AM AFERE) PHNE
JSON &I+ L 6 KK

£}

- {8 Amazon loT EventsiZ#l &

- ATAFEEHIE SR

« i5E—1Amazon loT Events#ii A

- REHRZEFAmazon loT Eventsiii A

R R SRR

ETBHNERIEETERAR, SNBAEENMNARSTULGIE, 7R M BREK - S/ Amazon loT Events
BiR. XLEIR/ETBELE Amazon Web Services IKFF=E KA, BIESNEEET B PRI | HE
BT AN RN -

o FIEA Amazon FEERN K - EPUERFFAE R Amazon loT Events |, i&#H Amazon £ERX XK
B, WIEM R TIREMIFAENNER, XEXRBEEENIKSFEME | HH Amazon &P MEH.
BXEZEE , BFSH IAM AFPERBHNFFHRER Amazon & KRB R,

« BFRENR - eIZAELKEN , ABEFRITESHENTT. RITFBRIARTFHRENR , KSR
BREERTHENR, IHEMLEE-—FEREFITRANNEMEEZRRENBRRUENLZ S,
BXREZEERE , 550 (AM AFER) PHERTSERER.

- ABBREBH MFA-RigEEeY  EXRAFFERAZSESHRIE (MFA) RIGRIBBRERDR API 2
B, ETHEZEE , BZ2H IAM AFERYPHE Amazon REAZEFHREIE (MFA),

- ERARBRAREBRLZEM - EYXTTHEER , EXETEONKBEBERR T ARBERR
Ro BN, EAREFRARBEEERSHKE AV IP iSTE. BHAIUREESRA , LERRY
EEBBSEEEERNER , HEERMEH SSL H MFA. BXEZER , 2 (IAM AF#E
M) P IAM JSON KB ITER | &,
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£ Amazon loT Eventsi 4l &

Eija Amazon loT EventsiZ &l & |, B UHMIRE —HHENKIE, XENRBESXRAFERIENEEEX
89 Amazon Web Services T # Amazon loT Events FRIFMES ., MNEOIE L SKEHREN
BREACHENETSMRE , N THRMTZRBHWEEG (AFRSAR) | B8N EEEMBPERE
1To

ERRIXLELAEM AR Amazon loT Events #2#|4 |, WA @SR IILAT Amazon EE X, BX
EZEER ,BESHE IAM AFEETR AP AIBER

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreatelInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribeloggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

1,

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/

${detectorModelName}",

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/

${inputName}"
}
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]

NFREZRA Amazon CLI = Amazon API VAP , TENHERMHEEEZEHENRE. ik , RAF
R SEZEBITH API /e TR Y RE,

ARFAFEEMHINE SR

WRHIE RETLAIMAGIEER  UEAT AFEEMNIEAF SN ANBKNIEERK, HEKE
EERS A EERIRESEUEES X EH Amazon CLI 2 Amazon API FTERIRER,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"
]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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]

18—/ Amazon loT Events#i A

EHRBIF | BIEEREM Amazon Web Services I IR P& F 15 R EFH —4 Amazon loT
Events #i A (exampleInput) iR, BERBEARVFIZAFRM, EHAMBRE A

ZERBANAFET

iotevents:ListInputs., iotevents:Describelnput, iotevents:Createlnput. iotevents:D
M iotevents:UpdateInput XR. BXRNAFRTFNREIEAEG AN RXLNRA Amazon

Simple Storage Service (Amazon S3) KEL =B , HSRESLRH . FAA- RBEFEIXN FEEN T

8] o

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action":[
"iotevents:ListInputs"
1,
"Resource":"arn:aws:iotevents:::*"
I
{
"Sid":"ViewSpecificInputInfo",
"Effect":"Allow",
"Action":[
"iotevents:DescribeInput"
1,
"Resource":"arn:aws:iotevents:::exampleInput"”
I
{

"Sid":"ManageInputs",

"Effect":"Allow",

"Action":[
"iotevents:CreatelInput",
"iotevents:DeleteInput",
"iotevents:DescribeInput",
"iotevents:ListInputs",
"iotevents:UpdateInput"
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]I

"Resource":"arn:aws:iotevents:::exampleInput/*"

BIEIRZZEEAmazon loT Events##

BRNEETHONRBEFERAZNS , LEETHZZESEI Amazon loT Events ZHRAVTIF] . 1t R4
ETRMAERBUATER 4. BR , NI Z0wnerEAZAFNAFBNER , FRFUN
PR LEERBGIER RS & LRI R ENAERR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
1,
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}

BRI LU L R B M B BIK PRI AR . R —1NEH richard-roe WAFZEHEEFAmMazon loT
Events## , M4 Owner=richard-roe % owner=richard-roe J##i L#xE, &N , &
EHEEGRE, RERESHE Owner IEE Owner l owner , AARHBRBEMFIX D KNE, BREZE
B B2 (AM BF1ER) 9 IAM JSON KBS TE - &4,
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B L B8 AR 55 0B B L

(® Note

« Amazon loT Events RS A EFERACENRRENE —KF- R EaRE, XEKRS
TR L RS # TRBERE RS,

s ZNMHEUHEEFSZE  UTHEERERBEZ M IT/EL , W1RAmazon loT EventsfRSH
RUFFEREBEKFER , e LU,

BERERER-IM22MRE , DTFEFRFEIITNRNXETRERSIEEERESNRNKAENIT
Z#RME, £ Amazon 1 , BRFSEUATRSSBEERERE. — MRS ( WIURS) BAS —TURS
( FRBRARSS) B , TRESREBRSEL, ATUBRNARRS , EFRAENRUAEREMBIER T ZRST
RMABFERBHTRAXN S —NEFNEFRRITERE. APBLEXFER , Amazon REAIHBERIP IR
BSHHBENTE  MXERFSHPHBRSZLEABREGRKS HHFIR.

BNEBUERARRRBEAM aws : SourceArn M aws:SourceAccount £RFH L TR , R

#l Amazon loT Events 1 5 —IT RS R BN B IRIFRIMNR. R aws:SourceArn EFREBEKF
ID , #l41 Amazon S3 Zf## ARN , BUAIEARNLEBRFGF L T XEAXRRHEINERE. MRE

FRALBRZGLETXHAMITEKS ID B aws:SourceArn B , M aws :SourceAccount EH
aws:SourceArn EHFHKFER —REEFQPEAN , XIEAMBAKS ID.

MRERAFEFN —NRBESERSHRIMERE , B#EH aws:SourceArn, MRER A FZIKF A
NEMARESEERSERREMRXE | B#EH aws:SourceAccount, aws:SourceArnfHMS4ME
Bsts:AssumeRoleEBR KRR NEFBERFERED,

BSEREERERBSRERN A ERMEA aws :SourceArn £2B&HF L TXEBFANERNTE ARN,
RTHERRNTE ARN , REBEERBEZSNER , BHY ARN KA FEAHEEEHR (*) B
aws:SourceArn £R ETXEE#, HI0 , arn:aws:iotevents:*:123456789012: *,

LA =515 B an{al 52/ Amazon loT Events F#) aws : SourceArn #l aws:SourceAccount £/%
f £ T 3R KRB EIR BRI B &,

FH

o Rl 1 FRERNEFETR

- B2 HEBIRER

« nfl 3 : FEEE XS RIR
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« Rl 4 BEIBFIED

FRARER

A T ER R R

LT AeREERTIHRA R fool DetectorModel,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
.
"ArnEquals": {

"aws:SourceArn": "arn:aws:iotevents:region:account_id:detectorModel/foo"

o PRRICE £t L

UTAeREERTIHREAERER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
B LB ERS R BE R
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]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:alarmModel/*"

A~ 3 ;AR RE X A Y R

UTFREEBETATHREEXBRNERRENAR, RHEFPHXIEAN us-east-1,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-1:account_id:*"
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ROl 4 . BERIEFED

FENATRRETREMRAS  CEEANENBASEF NS VARELZAG, Hilt  AUFE
RERNEFRE HEABRE ().

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

I
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:*"

¥t Amazon loT Events & 10 1 ] 3t 17t FE HEBR

FEALTEE TS IIEEEFEHA Amazon loT Events 1 1AM B 7] 8238 2 &Y & . (7] &1,
B
o RFIEMIE Amazon loT Events B {TiE/E

o RIEINTT iam:PassRole
o« BHEEARTFEM Amazon Web Services ik P LAAE A 15 18)FE A Amazon loT Events &R
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K TAIE Amazon loT Events Rt {TIR/E

&R Amazon Web Services Management Console 5 iF#& , TIITEMRE | NAFBKREERF
REE., EEARERHEAFENEBNAR,

R mateojackson IAM AFZHEARFHEEREEXMH#NEHMEE , BEE
iotevents:ListInputs &R , MaHIUT RAIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

EXAERT , Mateo BRI EERAEHEHKE , LA TFMER iotevents:ListInput BEH
B8] my-example-input &R,

KT IN1T iam:PassRole

MRBINEI—MEIR , RIPLBTETNIIT iam: PassRole #4E , MIAMEFRBEUAL T BT ACIEIESA
Amazon loT Events,

B L Amazon Web Services R F BN EAREZTZERS , MTARUEBRFTRSACIBRSHERA
&, At , BUMEERAEEEIRSHNER,

HE N marymajor M IAM A2 EAERFI B Amazon loT Events FIITERER , R REUT R
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F &= @i Amazon loT EventsiENSSE R rt |, BMFEEHE Amazon loT Events IEEMT4 , AR BB
M 1EM4EiR. Amazon CloudWatch AT SRRt IS #4489 TE D = RHE (Amazon) FREA K% B Amazon
LFETHRARF. BB A CloudWatch THRSGEENRBRFEAR, NARFHEEFNESTR
o FEFFA Amazon loT Events RN 2S#E At /S A Amazon CloudWatch B&IEF B T HX MR
Amazon loT Events /5 A CloudWatch AEXIERNER. EERMTAITRHN AR , XIFFEAERFIEE
7R/, HREHE-ARZSMNELER , MEUFESEHANTERN KeyValue,

TERHREIERT —2H Amazon loT Events £ 5 CloudWatch DEBUG 43| B %% B,

"timestamp": "2019-03-15T15:56:29.412Z",
"level": "DEBUG",
"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",
"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {
"high_temp_count": 1,
"high_pressure_count": 1
},
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0O,
"high_pressure_count": 0@
b
"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [

{

"result": "True",
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"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

"result": "Skipped",
"eventName": "alarm_escalated",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"
},
{

"result": "True",

"eventName": "should_recall_technician",

"state": "no_alarm",

"lifeCycle": "OnEnter",
"hasTransition": true

£ Amazon loT Events i23& Amazon CloudTrail API & H
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EREBAENHERHEL , ATLUN CloudTrail Bt & 7 E & ¥ B & X448 &% Amazon SNS &H,
EXEZEER , 52 A CloudTrail B2 & Amazon SNS &4,

&t A LA 24 Amazon X Z 4 Amazon IKF# Amazon loT Events B EXHREE £
Amazon S3 TFfERE+,
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THEHRFERT — CloudTrail BE%E |, Z5%Bii# T DescribeDetector &1k,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
.
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}
},
"eventTime": "2019-02-08T19:02:44Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.@ botocore/1.10.65"
"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"
},
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"responseElements": null,

"requestID": "Q0f41283-eal@f-4e85-959f-bee37454627a",
"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THEHHREAERT — CloudTrail B&E%H |, Z%BWH T CreateDetectorModel #1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:role/events_action_execution_role"
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},

"responseElements": null,

"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af@-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THHNTRAERT — CloudTrail BE%E |, Z%Bi%8 T CreateInput B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Createlnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "batchputmessagedetectorupdated",

"inputDescription": "batchputmessagedetectorupdated"
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},

"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THEHHRHAERT — CloudTrail B&E%H |, Z%B U T DeleteDetectorModel #&1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:117",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"

Iy
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"responseElements": null,

"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THEHHREAERT — CloudTrail B&E%H |, Z%BUWHT DeleteInput B4,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:3872",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput"
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},

"responseElements": null,

"requestID": "ce6d28ac-5baf-423d-a5c3-afd009c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THEHHRBHAERT — CloudTrail B&E%H |, Z% B T DescribeDetectorModel #1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"

Iy
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"responseElements": null,

"requestID": "18al1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb04",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THHREAERT — CloudTrail B&%H |, Z% BT DescribeInput &1,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "input_createinput"”
},
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"responseElements": null,

"requestID": "3af64lfa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4eb6cc@®-55f7-45c1-b597-ec99aal4c81a",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THENRHIERT — CloudTrail BE%EB , 5% B#i# T DescribelLoggingOptions #4E.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents
ABCD123DEF456/IotEvents-EventsLambda",

"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",

"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
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"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THEHHRHAERT — CloudTrail B&E%H , Z% BT ListDetectorModels &1k,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXNOZGVOZWNOb3Jtb2R1bHNOZXNOX2V10WIkZTk1YT",
"maxResults": 3

.

"responseElements": null,

"requestID": "6d70f262-daS95-4bb5-94b4-c08369df75bb",

"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec@5516",
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"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THEHREIERT —/ CloudTrail BES%H |, iZ%B#HHAT ListDetectorModelVersions #4E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "myDetectorModel",

"maxResults": 2
.
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac@4sbee",
"eventID": "fc6281a2-3fac-4ele-98e@-cab560b8b8be",
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"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THHRFGIERT —/ CloudTrail BES%H , Z% B8 7T ListDetectors &1,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "batchputmessagedetectorinstancecreated",

"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"responseElements": null,
"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",
"eventID": "@d2b7e9b-afe6-4aef-afd2-a@bble9614a9",
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"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THHRFIERT —4 CloudTrail BERKE , ZFBHHET ListInputs BIE,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1dF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXNOZDU30GZ",
"maxResults": 3

.

"responseElements": null,

"requestID": "dd6762al-1f24-4e63-3a986-5ea3938a03da",

"eventID": "c500f6d8-e271-4366-8f20-da4413752469",
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"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

THWRBERT — CloudTrail BE%E |, %% B %A T PutLoggingOptions #1,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
.
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",

"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:ro0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
},
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"responseElements": null,

"requestID": "df570e50-fbl19-4636-9ec@-el50a94bc52c",
"eventID": "3247f928-26aa-471e-b669-e4a9e6fbcs2c",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THEHHREAERT — CloudTrail B&E%H |, Z% B T UpdateDetectorModel #1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"roleArn": "arn:aws:iam::123456789012:ro0le/Events_action_execution_role"

Iy
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"responseElements": null,

"requestID": "add29860-c1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa%9al4-6a52-47dc-aea®-3cace@5147c3",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THHRFIERT — CloudTrail BESFKE , %% BHA T Updatelnput &1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:00Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput",
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"inputDescription": "this is a description of an input"

iy

"responseElements": null,

"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba3@9e5dc62d",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-controls-reference.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
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Amazon loT Events PRV EMIEELT M

RN —MIEERXIRS , Amazon loT Events  Amazon £2EKMEZ L LRI, B>x Amazon 2 RS
& Amazon IR BB HNESR |, F3H Amazon =% %, ERBEMEHETSRESRIRITE
B Amazon 38 | 55 (Z£ X Amazon Well-Architected Framework) F 8y EfiZ R

BRI LAEA Amazon ZfEY APl BABEMEHTHR. BFRFRAMTEFUATHR -

- RBERESMMHI (TLS ) RIMNEREA TLS 1.2, BWWEA TLS 1.3,

- EERE2[EIRE (PFS) WEEEH , #la0 DHE ( Ephemeral Diffie-Hellman ) 8% ECDHE ( Elliptic
Curve Ephemeral Diffie-Hellman ) . XZ¥HIAKRLE ( @0 Java 7 REFHRAE ) HZFFXLEERN,

o BAERGRIZL ID N5 1AM ZEREAXBHBEZHRZARSERH#AITER. HE , BALUE
A Amazon Security Token Service (Amazon STS) £ K i i Z £ E RN FERHITER,
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https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
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https://docs.amazonaws.cn/general/latest/gr/iot-events.html
https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://console.amazonaws.cn/support/cases%23/create?issueType=service-limit-increase&%20%20%20%20%20%20%20%20%20%20%20%20%20limitType=service-code-iot
https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html
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https://docs.amazonaws.cn/iot/latest/developerguide/tagging-iot-iam.html
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_CreateDetectorModel.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_CreateInput.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_TagResource.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_ListTagsForResource.html
https://docs.amazonaws.cn/iotevents/latest/apireference/API_UntagResource.html
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https://www.amazonaws.cn/answers/account-management/aws-tagging-strategies/
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Amazon Identity and Access Management i P iEm P E AR FI TG RNRBE R X EARSHER
SMEE., ZIEEM IAM JSON FHESEZEH 2 EE IAM iy JSON KM TE, TEMIFESENITEA
BE. ERNRO,

LT RBIKENAMANETIRENRS, ZURERBIOAS,

o TERNBRBRREIEL ‘env=prod” ( ERBIF , iHZ T "aws:RequestTag/env" : "prod"

o TEEHRRHREENERZ ‘env=prod’ &R ( ERHIF , FESHIT "aws:ResourceTag/
env" : "prod" ).,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"iotevents:CreatelInput",
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
},
{

"Effect": "Deny",

"Action": [
"iotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteAlarmModel",
"iotevents:ListDetectorModelVersions",
"iotevents:ListAlarmModelVersions",
"iotevents:UpdateInput",
"iotevents:DescribeInput",
"iotevents:DeletelInput",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html
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"iotevents:ListTagsForResource",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"aws:ResourceTag/env": "prod"
}
}
.
{
"Effect": "Allow",
"Action": [
"iotevents:*"
1,
"Resource": "*"
}

RN EEREREESMEE , FERFENBEEIRD , MTAR,

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

@ Note
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o BIIE 1T R ERN 2548 B 1T B BE HERR

% L. Amazon loT Events[al B M fi# R 5 R
BSEUTEHD , B RFITHEDERR , Hi T RAmMazon loT Events|a] B #Y o] BEAR R 77 R,

iR

- RUEFREEEREIR

< NEMBRAYIO I TE 1R B IR B SE
- BIEMERK (RREMAR)

- BEMREANR (BREERN)

- REFETIERH

- EEEE

+ InvalidRequestException JHE

+ Amazon CloudWatch H&action.setTimerf&ix
« Amazon CloudWatch B &4z

s BUEEKETER

[@ Amazon loT Events & 3% 58 B %k K

rAREFEEAESIR
RELA RN FER HE,
RS E
SIRRNRFERN | BBAE B TR,

o 8 action ZERF I ARFHRIT—NEE,

# JLAmazon loT Events(a] B &R 5 2 244
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« X¥FtransitionEvents , condition R4EW, X FOnEnter. OnInput # OnExit B4,
T IR ET,

« WMMRconditionFEAZE , MEHREXWITELERERT true,

« ZRERBPAWITELERNN B RE. WRERTEZHRE , MEFERT false EF2fEK
actions REMRNEHFIEER nextState,

BXESER , WA RNEFEEBHNBRY,
M E I BR Y4 A2 4R B IR BN SE T

BRI EFMBMERT — MeNEFER | BRNDEET MQTT JEEE SNS REMIBRNEFER
RECRSEH .

RRTT B

MRIEEH., BIBRIEFHOIEFNZER (S0 UpdateDetectorModel ) , T 7E M Bk P & 1R 0 85 35451 7
FERFEEZH , 28 —RIER, FUHE , MATESHEHREIREANRNEFERSFHILE, &
ARESSSENIAETRNEFREENWIRE, BELEEF 798 AEBEFREEFHNHERE
iR,

BRFMA R (ARFMAR )
LHZ RN RUBFTEMRBERTEEIRS.
BRI

RIIRNEFNFEREANITELERRENHRE. IRERXRTEHRE , WEFET false BF
£ft% action EMNEHPIEENnextState. BXREZEE , BZRAXMRERXIEE,

BRIEMARY (EREER )
URMRAXFNEEATSEEN , RURF T LMRIBEREHRR,
BRI

MREHFonInput, onEnter, HonExitEFsetVariable , ME LB E A A ITFHE
flcondition R EAFE. HR , RRERXEIENARTHI —EFEA. SUEdRK
MEFEREE R EevaluationMethodS ¥ , LERMITH. R FevaluationMethodik
B ASERIAL , MZEHMEINFEMTEHITTHSEHEZH. MR FevaluationMethodiZiE
NBATCH ( BN ) , M EFGIIESHFRGEET RENTEHRITEH.
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RSABETER

HEZH@EIBatchPutMessage@ i A KIEEER , UEF#H AHREVIRTS.

RRTT B

MR EEHBatchPutMessage MM AR IEZRHEE |, MFTERIEE M ANLEIRF, 7RIEIR
F ., BE-RRE—FHER , REBIRES BatchPutMessageJ«)\fﬁl}\EJZIon

EEHE

HRZRAA API BFUE T (' Connection aborted.', error(54, 'Connection reset by
peer')) iR,

FRRTT R

I0iF OpenSSL REFEA TLS 1.1 NESRAEMIERE, XNYEAXZH Linux £ITHRE Windows 7
RESHMATHERINEE. macOS AP WREEEFHHK OpenSSL,

InvalidRequestException JHE

InvalidRequestException HH=1HACreateDetectorModel M UpdateDetectorModel API Y
Er<#Al,

FRIRTT B

BEFUTHE , UBHHEREE, BEXEZEE , B3 CreateDetectorModel M
UpdateDetectorModel :

- BRAERNERAsecondsHdurationExpressionfENSetTimerActioniS#,
- FHRENdurationExpressionFHEREIXER. FHEREIXNTUTEHRF. TE

($variable.<variable-name>) Z#i AfE ($input.<input-name>.<path-to-datum>),
Amazon CloudWatch BH&action.setTimerfsi®

& LLRIE Amazon CloudWatch Logs R4 Amazon loT Events#RZSE RS, AT RIGESE
Faction.setTimerf&tHAmazon loT Events4E B B9 & MR 1R

o iR TEFBRN<timer-name>MiTEtSEMFER B RERXRERNBF,
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RIRF R

BRENdurationExpressionZHEREA TUEBRN KT, TAFEAEMGBIERE , 0HR
=8

« HiX 1 BA<timer-name>MITHIBRNFEMNEREANITEER KT 31622440, NEFREBEME
BFRAEHEFENERAIXENT 60 M 31622400 2 HHE,

BRIRT R
HREH T BRI R AN T RE T 31622400 B, FHEMBEMITELERO TS ANRBEILNE
o

« HIR 1 BA<timer-name>MITHIIEBRAVEFENBAREANIUTEER/ DT 60, NAREREYE  FRAR
B RERERERIEN T 60 M 31622400 Z FHIE.

fRRTT B

BRIUTASFRNFENEAATHET 60 ¥, FENANTESRATEANREIINER.
« HiR 1 BA<timer-name>MITHIBRNFENAREANERTEEZTE. REXERN, WARBK
MBEEE  UBKRSIATIARZENAAE,

PSS

HRENFZHEREIXEIATHENZENRAEB, FRAEREIXTUNITEHRF, TE
($variable.variable-name) M A& ($input.input-name.path-to-datum).

o iR TERERBA<timer-name>Myitatss. BRELHWFEMNBERER , ARER,
RIRFR

EE A SetTimerAction B ELBRISIEE T EBHNSH , AEBRREITHER.

EXEZELR |, BSHIF XAmazon loT EventsiF N 25&E B B /5  Amazon CloudWatch B &2,

Amazon CloudWatch B3 &4Ei%

BALLi% & Amazon CloudWatch Logs k¥ Amazon loT Eventsi®RMSSE Rl U T REEEE
BEE MM BHAmazon loT Events4 SR & LA R N4,

« HiR  RINEERBLEHREREN, BREERH, BABHNBIERESI A TIEZENAEA
B, W, BRIUEBRABRNAKNIRENT 1KB , IBRAHBZARFRN.

Amazon CloudWatch B4 247


https://docs.amazonaws.cn/iotevents/latest/apireference/API_SetTimerAction.html
https://docs.amazonaws.cn/iotevents/latest/developerguide/best-practices.html#best-practices-cw-logs

Amazon loT Events FEANGIER

BRIRTT B

BREALRNTEZNR. HABHIRERR. NRBEEXAHE AT 1 KB, £agELlkEIt
BiRHE
o $R  BANLE M <action-type>BRABHNARRER. BABEZEBHABZTRER,

PSS

NARBRALUNEEFRE ('string'). & ($variable.variable-name), W AE
($input.input-name.path-to-datum), ZRFEHEEK , UREE ${INFEFH,

- HiR  BNERABRRKRIER {expression} T, EXMNBERAEILESN JSON , RLEXLTIEE
—/NAmazon loT EventsHERENZFEHRER,

BRRFR
MRIEENERAEEES JSON , M Amazon loT Events B AR ERZEB TLUFENRIERXR
BERAFERFE, TELERFBNARESIHF, MRERIFAY , BAEo TR IRHE S,

o BE . WEBRECHIT , ERINETEFREABRIABRREIXNRENERD JSON, EXHBERATE
# JSON,

RRFR

MBS ERAEHIEBE L HNISON , EHH{RAmMazon loT Events AJ LU EBERABENHNARIER
RERER JSON, BIfEAmMazon loT Events TEFARABRRERRE R ER JSON , Amazon loT
Events{h 11z 1T kL iR 1E.

EXEZEER , HZHI XAmazon loT EventsiZ 85t B B /5 B Amazon CloudWatch B &g,
BBXETRE

HE  EUTRERXNPERE TFAHFEBEN<inferred-types>HiFRE

[<reference>] : <expression>

fRIRT =
WEERNERTRERATE—RR :

- BB ANITEEREREXPHEMBRERTRE.
c TREHEZERBHBZTERRE,
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HEEREAPEASIAN , FREUTRAE :

« HERSIAEEN DRSS NEEFNRERN  BRESIANMEREREORE,

Flan | EUATRIENXNSF , B 2 B == M Q& EEFNRER. N BRIEERE
A , $variable.testVariable + 1  $variable.testVariable4 5| AR MK,

WA B 1 RZEF+RVIRERR, Eit , $variable.testVariable 405 BE /N,
‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- HBEASIBERNEEZARBNBZTER , BHRRIZREFES| AHIEER,

Flgn , AT timeout("time-name") R EETENSI SN ERBENBEZE, MREEFEH
timer-name {EMSIH , MABEHANE| 55| HERFE,

timeout("timer-name")

(® Note

¥ Fconvert(type, expression)®ER , MRES|Ar#E , WESI AITELRMUM
R2String, Decimals=} Boolean,

ﬁ*%%{%/@\ ] -\l«%%%m %%O

1] Amazon loT Events &% E & kI
HE  TEOYBRMNEHRIZER

fRR R

HI RN ERAT -

- WMAHEBEMAHE T EE Input attribute Key,
« Input attribute KeySHAE N HiEER JSON BEFE,
- #WASEE S Amazon loT Events i A E LAY B TEL,

@ Amazon loT Events X% B kK 249
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® Note
His RSN BTFE R E S HI KK,

Example

flgn , F£Amazon loT Core® , Amazon loTHRM T ERKELA T EEVerify the Input Attribute
key.

EfRERE , FEREANERATEELEMAFS Amazon loT Eventsiii AZE X B Input
attribute Key NEBMHl,. BEXEZEL , HSH the section called “FTESMBEHRALIE— MR
LT #304E X Amazon loT Events iAo

BITE AT 70 A 3 BRI 2R 48 B T R P HEBR

Amazon loT Events 7o 7 A $R 2548 B 2% 5 A SR ED Al 9 AT SR AV RN SR B H £ R D AT 45

8. Amazon loT Events HUTAT AR — R I DT UK BEH RN B[EE, SR BEHBRBERTT
LR TEMEER  SRFERFINNVE , UEEATURELXANEERVFREPHEEEE, X
RN BEEN Y MBRRENEENESER , FSHA FNREE DTN HES.

I&TILAE A Amazon loT Events ##1&. APl, Amazon Command Line Interface(Amazon CLI) 2§
AmazonSDK BEEFHNB[EE 2 =W ZHEIRE R

(® Note

- ERBRNBER 2 , XDIIEEFMBEHIR.

s RMNBEWEEEFHRERFEARNBERE , AEFESHXBXENTS. BN , HFU
SRR R TR TR IR A T 4E,

- RZAHE 10 Mo HEAET RUNNING RS

ETHRUOMAIWHERNEFER | ESH o WENGEER (2585 ) R omRIEFESE (Amazon
cLi).

FB

- ZNEFERSTAMOMES

- DHENEER (#EH5)
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s PR EFEZE (Amazon CLI)

RN BB 5 S HE R
RUBEE S HREA TBMES -

o A - DMERNTEMERD. REFEURD , sHERTA=ZKE
- 55 (INFO) - GREREFERNF[EEPN —NMEEFR, XRERBETTELHREUT
Mo
« BE (WARNING) - BEEL R ARBFERIVIEVRSSEFNSEREIARENFE, RIMNBUE
EEFRERFERAFMNBER A, REFEEHRXRDSENT ., B, HUR[ER ATETER
A T4k,
« 1% (ERROR - BIRERCBAEHENBEH PRIV EE, HEZHXRKMRN[ER
B} , Amazon loT Events 2@ BahITIXA 5 M. ERXBIRMBIEE 25 , XITEEFTBEHIR.
- VE - BETATERNFEETEMIHIMERSIANFERNES. LEBESIHERESEN,
UEEHEH. BHEMMKRIEN (HIW0 in state TemperatureCheck in onEnter in
event Init in action setVariable),

- KB - SWMERWER, IWMEBEINUTILE .
- supported-actions— Amazon loT Events B] LATE# M B35 E E 4 oI B E 46 8 AR 1E,
BANEXNEREUCEATNFERNRETE , FEFBRERETHM Amazon RS, ERHE
Amazon R HY Amazon XiF , BABEEE R FH M Amazon fRFHIRE,

« service-limits - fRSECER ( AR APRE ) REH Amazon Ik ARG BRBIRENZ K
RRDBE. RFESHEHEA , BN, SIREFRET Xif, BEEHLEFER , BATLAERR
MEFE S LU I EIPR Bk R iE B B E. BB REME LTS , BHEM—LERETTEE M,
EXELER , E3H BEH.

« structure — HFNBERXLNEFRELFENAY |, HIAVRE , HiEFE Amazon loT Events X #
W&, BUBEEANEDLER RSN —NETERABRBEURVNEESHASZS. SRNEF
B4, FUSERST BRI T —MNMREHATURARE, XESHMITESHE., SESHLH5
ST —NE#HAWRS,

- expression-syntax— Amazon loT Events 2t 7 SR E QBN EHFERN B[ E RN IEEBEN A
Eo BUNERBAFPFEANF, SEHAF., B, s|ANBRER, BAUERARKIAREEXF
{8 , thAmazon loT Events Al AR IEEREBE Z BIN RIAX KRB, BHREXNSLIEBEMENEZE.
BEXEZER , B8N &K,

Amazon loT Events REVIRNBFER KX X AT LA 5| A ENBIER AR,

PHIEE 251
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« data-type— Amazon loT Events Xi5E ., NE., FRABNHREFTFERE, WR Amazon
loT Events AISAERIANREH A BF —HHBERENBIBEREN S —MHRBHOEBIEE |, NixL
BIELBRHREN,

(® Note
o BIM/PNEBERME—Z Amazon loT Events XIFHN BB HRIERE,

« Amazon loT Events &N ERKIERXRE , BN Amazon loT Events ToiEFE iR
RNE/FE,

« referenced-data — #AEVIRNMB[ER A SIHAPKIE , RETEERXERE, 4l ,
MR EG DynamoDB REAEEE , MM AEEN — N5 ARBHNEE , REFRERER
($variable.TableName) FERZETE,

- referenced-resource — FNF[JERFANWTBELMTA, BXMEELHER , A
EFREERT. flin , SEQERNFEHUKIEEENEE, YMEEL—1NEA
($input.TemperatureIlnput) , FEANBERFEEAHIRERMNBEER K AETeEEH

$input.TemperatureInput.sensorData.temperature k5| HEE,

BFSRUTED , MER‘THEDER , FBEINRNB[EE 5 R B T RERY IR TT o
PR 2545 2L 45 ROH B R BEBR

ERRBERBEHREXRNBERNOMES , AFETRERRIIFERMEXI L, E£HXLHSEMER
HY R 1R 73 SRR BEBR RN B R B AV £RR

HEEERT R

» Location

» supported-actions

» service-limits
e structure
» expression-syntax

- data-type

* referenced-data

» referenced-resource

PHIEE 252
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Location
‘@& Location HXEENITERTNMUTHEIRHELR
s HE - @8EXITWERNEMER, XULUREE,. BEEFRERHEE,

MARAB R  REIETERIRIE Amazon loT Events HEIA i , NIAEES R BILEREE, BXZ
TENBREYR  BESRENRE,

supported-actions

‘@& supported-actions HXREEN ST MERTBAUATHIRER :

« HE  BEEN P FELTHRMIRERE : action-definition.
RRAR . MREIBEMIRYE Amazon loT Events HEIFAXEF , MR FIHERER. BXZ
XENRESR , FEREENRE,

« S4B : DetectorModel EX Haws-servicel@E , B##E A XIFZaws-service R,

RRFE  NRIBIETEWIRIES Amazon loT Events X3F |, BZIEEE LAYV XFTAA , I&
ARESWEARRERE ., BRI @ Zt XA AN Amazon RE X IEHIER |, ATgea R EXFE
o BB Amazon loT Events LARIRIEEE AR Amazon R EFRMER/ X,

service-limits

‘BE service-limits HXBEENIMERNNUTHIREER

o SHE : #HHBRHRRAHARBR R AR cOntent -expression-size###th
BRAR  MERBREABHABTRERXNAT 1024 7 , N ATESREILERER. ARBNABTRE
XAKPNERZAHN 1024 F5,

« HE  BNBERE NP ATFHWRSEEN TR$|states-per-detector-model,
RARFR  MREHWENHFESHRSET 20 4, M2 WBHERER. RUBERF S AH
B 20 MR

« HE  ireIgRite ssassa N E D Aminimum-timer-duration)L ¥ &,
BRAR  MRITBFNEEANREAST 60 ¥, WAlst2 B EIRER . BINEWTE RN L

[E] RI7E 60 % 31622400 ¥z, MREIEE T R[EFENANRER , NIFENEAREXNITES
RETEANREIHNEL,
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« HE  BINEHATHREREES THRMNSFERE Lactions-per-event B BR#l

BRAR  MREHNREET 104, BURKIKIMEFRES . W THRUBEEANENEH
RZAH 10 MRYE,

« HE MBI ATHNTESEHHEBS THENI[EEE U transition-events-per-stated
Y BR
BRAR  MR—RESEEE 20 NI ESH , MTESKREIRERER. FUSERPHEMNMR
ARZUHE 20 MIESH,

« HE MBI ATNSHEEBED THRNS[EBE Levents-per-stateP IR
BRAR : MR—MREFES 20 MNEH , B2 REILERER. FUSERPHNEMIK
2T A 20 NEH.

« HE : AUBENMRAXRBHNSEARMNBERKEBTRESBIRE, WAsst1##detector-
models-per-inputiRMEFEE R,

BRFR  MREZ R ARBAIETL 10 MRNFER | WTRSBIIGESES. BRZS TN
10 M EINHFN R/ RE S RN RN BFE AR KRR

structure
@8 structure HXEENITERN MU THEIRER

« HE BIMETRRAEN T —#MER  BRIMT —NEBnumber-of-typesKEBHZIE, BD LM
R R 1E,

ERF R MRIEER AP BERCEBRNERRNUBEE , EENZRPEETHIHSMRE
N ATEL W B REE . BAEN —4H Action MR, BRFGEMRERE N —NEIHAX
Ko

« JHE : TransitionEventtransition-event-name### ### # ## # ####
fRRF R . W1R Amazon loT Events HAZESZHSIAN T —MNRE |, W AIgES KT iR iRE
B, BREMNL T TFT—MNREHEA T EBRIVRESE R

« JHE : DetectorModelDefinition B —1MHEMM B : BT Bnumber-of-statesEE MM ###
#o

PHIEE 254



Amazon loT Events FEANGIER

BRFR  MREN —ARSMRSERARNEN , WARSKEIRERES . BERIEN
SREHPNEMRSEEE -BNE. REBEMLAER 1-128 N F/F. BRFR : a-z. A-
Z, 09, _ (X% ) M- (EFH)

« HE  ENEENMHIRE initialStateName initial-state-name A3t Rl

BRFER  MRVGRSEBNTER , EURKIWNIIBERES . ERAZRZE , RU[EE/FR
B8R (7T ) KB MATRE , RUB[ERL VI ER T — MRS, BROBRSEHEEE
SURSWERR , HESWMA T EBHNER,

- HE  BNBERE UMM E—NMNREFERAZEL — M A
BRAR  MREREZGPEERA , WARELKKEILER, BXAEED—IMNEZETERAED—
N A, BN , Amazon loT Events FiE{ & AR EIE,

- HE  REEEFRERBANFEMAIXRER, SetTimer
RAR  MBEEBRNITASERENEEA seconds H durationExpression , N AJEE & W B b £51RH

B, BHRER seconds = durationExpression £ SetTimerAction WS, EXEZ
£8 , 2  (Amazon loT Events APl £#) m# SetTimerAction.

« BR  WNBERBWRELELR. RERHRFENSFM4.

BRFER  MRENBERDNEMRETEZTR , WZBHOFATEN false. RETSRF
EHNERM  BREUTES RN true. SEHBIRMAITENR true B, RIENTF AL,

- HE  EEREGARY , BXTERAITISRTHEEN.

FRRTTHR - HHIBTE—FRES , AT LAREU ABMAYE -
- SIREIFER A AE.
o SEFRNBJ/FPAVITERESH,

NERERE A NFERN X E AR TR, BERGPIER
triggerType(“Message”) BREMAR , MTFR

PR SR B Fh IE 72 PRAG RV IR g St

if ($input.HeartBeat.status == “OFFLINE”)

RKUTETAE :
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if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

Hrp | 3 triggerType(“Message”) B BAREZRHFFRENIBMAZHITH, BEE
AiXfHEAR |, triggerType("Message") EHEMITEL RER true HH R BWFTRMABNRHE.
BX triggerType BBAZEMESEL |, 5EAmazon loT Events (FRARIER) B “RiE
o R triggerType

- HE  BNHFENBREEPRRBTEZTR. REQSFBELEIAFRSHERME,
RRAR  MRENBERPHEMRESRAE |, NEBHEADER LRSI REITER false, 8

ERNF[ERREANTERZFTERSHRMEREBTMENA true , IHFARRSHRTENTH
Al

« HE  UTRSREIH RIS RS S BREBINBENHE

FRRFR AP LEENFENRERR TSRS A XEEABRENERNETRAS , FERE
FENBERNRGTERN triggerType("Message") ERHMWIAR , MTFFR :

RN AR B P ERE AR RIESAF

if (timeout("awake"))
SECARBUFUTRENSRY

if (triggerType("MESSAGE") && timeout("awake"))

HeiF | X triggerType(“Message”) HEMAAREREFREENDBRMAZTHITH.

WE AP RN B R BB iTaT 2R 4E |, N IERETRBEAHEE . B MAEIFN 355 6 F
TSR ENEZELR |, 5% (Amazon loT EventsF X EEE)) W “FHANEERE TE

expression-syntax
‘BE expression-syntax HXEENIMERNNUTHIREE

« SHE BRI RER {expression} TR, EXWERAELE RN JSON , HLESAIEE—D
Amazon loT EventsfHERBE N FRBHRER,
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BRAR : MRIBEMAEXE R JSON , MlAmazon loT EventsB AR BIRS 2 A Al LU RE
RNITENERFE, TELERTENHREIRF, UREIETKI , BAIES T IR,

« JHE : SetVariableAction.value MR ERER ., T EMME“variable-value”

RRAE B LIEA SetVariableAction RE X E A name M value WEE, value AILAR
FRE, BFIMRE, EHILR value BEERER . BXEZEE SetVariableAction , S
Amazon loT EventsAPI &g #y,

- HE : BONFTEBTEI DynamoDB BRIEME Y (attribute-name) WRER . FEHEBMNIEL
L TDNE SV W

fRRFE . X DynamoDBAction. BEERFHAESHFEARER. BXEZEERE , BS
FAmazon loT Events APl 2Z F#yDynamoDBAction,

« SHE : BAVTLEMITIRXT DynamoDBv2 #/EHY tableName B RE R, FH EBIE LM ARE
o

fERA R - DynamoDBv2Action F#Y tableName SR F R, HIEH tableName HIFKIE
Ho XEREIRNEZNF, ZER. B, s|ANERER, BXEZER , S HAmazon loT
Events AP £ f#yDynamoDBv2Action,

« SHE : RINTEFEHRERNTERERL JSON, DynamoDBv2 #AEN X1 JSON g3k,

fRRA R - DynamoDBv2 MY A E KB AMA JSON, ¥R Amazon loT Events A] LU &Y
AAKBXITFH I ERH JSON, BEXEZFEE |, iZHAmazon loT Events APl ZZ
#9DynamoDBV2Action,

« HE  ROVELEBEN action-type WABHABRRIER. MABLZEBBIABRER,

BRAER : ARRERALLBEFERR ('string' ). ZE ($variable, ### ). W AE ( $input,
#a## path-to-datum), FRBEENTS. WFFBE. ${3

- HE : BEXABYSANIERE,

BRFR : MRERHBREEFRET BENAE , BI%ETE Amazon loT Events &1 & R AN B RIE
N, NSRBI IREE, MREFEENAE , WIMXTMEBENHBETWARNBRER. Bx
BZELR |, %5 (Amazon loT Events APl &) a8 MnE,

« JHE : #agasat ' timer-name' MISFEETR'duration-expression's

RRAR TR SREFENRARAIXNITELERLIRNT 60—31622400 ZHEVE, FLEREIRIT
BEE&ROTEANREBEINEHR,
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« SHE : #### action-name MIRIK 'expression'

BRAR : IREBERENRENBEFTER , NI EE, BHRACEHEBNEEMAR
e HE : TTEMAMT IotSitewiseAction By fieldName #MIERER P FEH EBMNIEE,

fRA R - IR Amazon loT Events T E#E4T IotSitewiseAction B fieldName , MIATBES UK

B4R, ¥R FieldName £ Amazon loT Events AI BTN RER . BXEZEL |, F5H
{Amazon loT Events APl £#) A lotSiteWiseAction,

data-type
@& data-type HXEENIMERNBMUATHIRER !

« SHE : ItHEE timer-name ML BIRIER duration-expression T3 , ©4AURE — N
Fo
RRF R : 1R Amazon loT Events To &N ITREBSNF LN B RARNITEN BT |, MW E b
EiRHE, BREM durationExpression AT AKE, FRIGFHMBUERTE | SIWNARE,

« HE : ®ER condition-expression FREMMFZHREN,
fERAER - MR Amazon loT Events To3ERFEM condition-expression iTE R RE , N ATEE

SR BHEEIRHEE . MREMLMHN TRUE X FALSE. BRENFHREXNATUERNFRE, R
GZRIARHRE, WEFET FALSE BEF2HAREIIEZEHFIEER nextState,

« SHE : #unnnntannaniisstt [ [inferred-types] ####expression

BRER  BRAR  FUBREEDAEEAHERRABREREEN RN LA 5| AAER Y BIESX

A,

ERAUTEEMRRIL R
- HERSIAEFEN NS NEEFNREREN  BRESIANMEREREGRE,

Blan , AT RIERA , B 2 2 == M QR SEFIRER, NBERIZEYR
A , $variable.testVariable + 1 # $variable.testVariable& 75| B/,

W B 1 RBEEF+IEER., Bt , $variable.testVariable 45| AEKI /DK,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
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- HEREASIAENEBARBNEZEN | FRARZEEZIEZS|ANBIERE,

fFlgn , BATF timeout("time-name") R EETENSI SN FZRHBENBELTE, MEEFEH
timer-name EMISIA , MABFERANRS|S5|AF/FH,

timeout("timer-name")

® Note

XM Fconvert(type, expression)BE¥ , MRES|IAH##E , WIES| AR ITELE RS
x&String. Decimald} Boolean,

ﬁ*%%{%/@\ ] -\l«%%%m %%O
o HE : ###asas#t [inferred-types] ####. XA RS HETRRAEIR,

BRER  MRE-—TMAABMIEENRNREASIATHIHBERE , T2l
B, BRE-AABMIXENREXNERNB[EE F 5| HHEERNHIERE,

i

&HH

referenced-data
A%E referenced-data X EEN S MERNNUTEREE
« GHE RN BIFIRHITETES ; iTEI8F timer-name AFREXAH , BNKRIRE.,

BARAFR  MREBEARRENITEER , WARL2KIILEREE, EREXNDEAITEERZE |, &
MTREITE R, BN, BHEARRE A EBAITTEERE

- HE  RMBZERIF . TE variable-name ATFRERF , EMNKRIKE,
BAFR  MREBEARRENTE , NAR2KEERER. EREXPERATECH , BN %
WNEEH#HITRE. B, FEARBAT EBNTEEN,

- CHE RN TEHRR  TEERENEZHEREXNPFEA.

BRAR  BREABNZER —ME , REFRERSAPHEZEH#TRE. BREANHERE
TEMNE, AMEALURREE, 55, FRRBWAT EBHEERN,

referenced-resource

‘@8 referenced-resource X EENSMERN MU THEIRER
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HE  BUSBEREENIENTEENBMANSI A,

RAR  MREFEAREXNRSIAFTEENEA , WTEL2KEGERES, BRENKERSIHA
MENWMAHBMALEBANEAZTR. MREERA , BRE—TAA,

HE NS ERE L IELK InputName : ###4#

BRAR  MRENFENFZERITELHNEMABH , WAESKRZIERER. BRAATER

RBABR. WMABMLMER 1-128 ME/H. BRFEN 1a-z, A-Z, 09, _( TR ) M- (EF
F)o

TR SRR E (12 FHE )

7

AT %A Amazon loT Events 124|858 9 #TiE N SSEF,

1.

2
3
4.
5

& %% Amazon loT Events ##l &,
ESMERP , SRR/ ER,
ERNVEFERT , EEEFRRNEFER,
EHRMNEBREETE L | EREE,
EELSH , &E BITOMH.
S y | CmperreDetetomade o %ﬁ =3

+ Detector model palette

Detector models

Inputs - To build a detector model, drag

Alarm models @ = and drop to add states. Draw
connection arrows on the canvas
‘Q to add transitions between states.
Settings (O state
ba} @ Start
c
TemperatureCheck

2 events

TR Amazon loT Events 24| &R 95 R R0,
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temperatureDetectorModel Eedit Rerun analysis ‘ | Create input ‘ Publish
loT Events X P ' v P
+ Detector model palette
Detector models
Inputs - To build a detector model, drag

p—— and drop to add states. Draw

Alarm models @

=] :
@ Start ‘ p . connection arrows on the canvas
. \ g h to add transitions between states.
\ (O  state

Settings
i 5 TemperatureCheck
2 events
c
N
Detector model analysis Learn more [2 v
(1) All & (0) Error /A (0) Warning @ (1) Information

@ Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked

® Note
Amazon loT Events FS D MEHRNBFERE K BHZHE 24 PMIRKERITER,

DTN FEFEE (Amazon CLI)
UTHBRER Amazon CLI kR NEFER,

1. BITUATHTURE D

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

@ Note
Ffile-nameBE RN BERNEFEEE LN XHE .
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FRARER

Example R NZEFERE L

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.TemperatureInput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "IoTEvents/Output"

1,

"transitionEvents": []

I
"onEnter": {
"events": [

{
"eventName": "Init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "OQ"
}
}
]
}
]
},
"onExit": {

"events": []

D HTRNFEFEE (Amazon CLI)
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}
]I

"initialStateName": "TemperatureCheck"

MRIEFEHAAmazon CLID M ERNEFER  MUTEE—IN , LRERNEFERE N ;

- E{F A Amazon loT Events #2514 , BHRITUTRME
1. ESMBERT , ERRNEFER,
2. ERNEFEET  RREGRNEFER,
BMBREFLERSHRNEBFEEATHRRVEFER, HENZRFER JSON BXRF.
4. IR NIZFHEE JSON XH
5. fAEE detectorModelDefinition R, BBRUATHE :

METBHE —PKES ({)

- detectorModel £

+ detectorModelConfiguration Xf&
NHESNEE—IMNKES (})

6. SRIF&ILMFo
- MREEEFEH Amazon CLI , EHITUAUTRE -

1. BELIRPIETUA TS,

aws iotevents describe-detector-model --detector-model-name detector-model-name

2. ffdetector-model-name B A NEFERZF,

3. ffdetectorModelDefinitionX REHIE XA FESS,
4. fEdetectorModelDefinitionAAERMAIES ({3).
5. LA JSON #XRIFLL M.

Example M 57 7 4

{
"analysisId": "c1133390-14e3-4204-9a66-31efd92a4fed"
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2. MmHmPEH D ID.
3. EBITUTHT , MRRDITRS.

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

@ Note
ffanalysis-idBRNEEFN D ID,

Example 13 5z 7R

"status": "COMPLETE"

REATURUATEZ— :
« RUNNING — Amazon loT Events EE D M ZHRMBEFER, TRUELBUTHESETE—2
&,
 COMPLETE - Amazon loT Events 2B NREFEE 5 .
« FAILED - Amazon loT Events TE A MR MBFEE, HHEER.
4, BAUT@ES , MRE-ANHSIMNUBFERSTER.

(® Note
Fanalysis-idBRNEEFDH ID.

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

Example M 57 7R 45

"analysisResults": [

{

"type": "data-type",
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"level": "INFO",

"message": "Inferred data types [Integer] for
$variable.temperatureChecked",

"locations": []

3,
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'TemperatureInput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[0]"

(@ Note
Amazon loT Events RO MEHRNMNEBFERF | BHZE 24 PERERDTE
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Amazon loT Events 55

AREESEEA T EAmazon loT EventstIFTEAPIRYE | SIEXFFH Web BRSHWH RBIER, WA
MR,

Amazon loT Events &4

BT LAEA Amazon loT Events APl ee 5812, EH, EFHMMERMmAMENERFER  H3HER
K, BHXxAmazon loT EventsXiFMIREURIBERAENEZER | i5SHEAmazon loT Events APl &
=,

Amazon CLI s 5 SZ iy Amazon loT Events E @& B F27 Mz #HIAmazon loT Events#y
Amazon CLIfF .

Amazon loT Events iz

B LAEA Amazon loT Events 2(3E APl e S ERMEBF LXIZRHA , JIHRNEFIER , URESF
HEHRNMNEFHIRAS. HXAmazon loT EventsBiE XM IRIELURBEXRAENEZELR |, 5
¥ Amazon loT Events API &#&,

Amazon CLI fs 52 ZH#Amazon loT Events Z T G350 A T4 ¥EAmazon loT EventsEiEH
Amazon CLIfE %,
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FRARER

R EVIE A

TRMNET 2020 £ 9 A 17 B2/aX Amazon loT Events FAARIEENEEET R, MEXN T

WEEA , EE BT RSS Ko

BEE1T DX RN SRR R

1T HERR

X E

KRB E

BB

Y

B

B

L
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AKX (F3E) =2,

Amazon loT Events 1 2 7&
Amazon GovCloud ( B
) i& E?E{/\O

Amazon loT Events ZI1E A LA
DR RN B ER A ER D
WER , ATXENSFER 3

T EHERR

EEFE (xR ) xH

Amazon loT Events,

AT E R AR ERIA A
o

ERHEDELEREBERSSE
T, ERIAGIERER , AT
TR ER RSB A,

L

HEZZFEMN T RERIE,

B #
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B
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