I 5 =g
Amazon Kinesis Video Streams WebRTC F X AR IEFE

Kinesis Video Streams

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

Kinesis Video Streams: Amazon Kinesis Video Streams WebRTC FF & A
RiEME

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon B EFRFE L AN FEH TEMIE Amazon WERBRS , LR BUEMTEESIREFE
&, RERIKH Amazon WA REH. FIEIE Amazon HENHMEREI N BAIEENMFE | X
BB AIREME T Amazon. 5 Amazon BXEXEiH Amazon #B8) , th ATgER 2 Mt

Amazon Web Services X4 #HiRA Amazon Web Services RS R MBEARER X B MR, EEEE
BATHEXEMNESR , 250 FEH Amazon Web Services fR5 A1 (PDF)s



https://docs.amazonaws.cn/aws/latest/userguide/services.html
https://docs.amazonaws.cn/aws/latest/userguide/aws-ug.pdf#services

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

Table of Contents

AR Amazon Kinesis Video Streams With WEDRTC .......c..oooviiiieiieiie e 1
D T R RRRTRR 1
Kinesis Video Streams With WEDBRTC TEHT ....ocviiveiie et 2
Accessing Kinesis Video Streams with WEDBRTC .......ouummiiiiiiiiiiie e 3

Kinesis Video Streams with WebRTC : TAETTT ..o 4
Amazon Kinesis Video Streams with WebRTC BEE .......cooiiiiiiiiececeeceee 4
T LYo S O 50 N =~ 5
STUN, TURN H1 ICE AT EIIAE ..ottt 5
Kinesis Video Streams with WEbRTC LB ... ..o 6
WEDRTC WEDSOCKEL AP ...ttt e e e e e et as 7

CONNECLASVIBWET ...ttt ettt e e e e e e e e e e e e e eaeeeeeeeeeeeeessnssaaannnan s 7
CONNECIASIMASTET ...t e e e e e e e e e e e e e e e e e e e e e e e e eeeeesessea s 9
S T=T Lo KSTo o101 =] SRS PPUPPPRPT 11
SENASAPANSWET ... ..t e e e e et e e e e e e e e e e e et ettt e eeesaeaa it e aaesaeaaaaaaaaaaeeeseeennesnnnnes 13
SENAICECANAIAALE ... e e e e e e ——————————— 15
1St o = o1 (PSSP 18
= D= = USRS 18

v SRR 20
FRHIETE APl BRSSELEN ..ottt ettt 20
BT APl BRSEERE ..ottt ettt ettt et anenns 22
IO N v R 23
WEDRTC REUARZIBREI ......ooveeeeecee ettt e et e et e e et e et e e et e e ereeeteeetesaneeanrens 23

N L PR 24
RE AMAazon Wb ServiCes MK ......ooeiieeeiie ettt ee et enen e 24

JEM AMazon Web Services T ..ottt 24
L7 1NV = T 25
BUE AMAzZON T T B0 oot 25
LU E L e T= OO 26
b R T el F L g 5= OO 26
R N - OO 26
C FEATHRARIEEZN WEDRTC FFETE D .o 26
EAT Web MATEFH JavaScript I WebRTC FETEA ..o 29
EATF Android B WEebRTC FFA T B ..o 31
BT I0S B WEbRTC FFEA T B .o 37




Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

WEDRTC C SDK B B Ui B R oo e, 44
= 2k i TSROSO 62
5/ Amazon Identity and Access Management#Z &%) Kinesis Video Streams with WebRTC #Y

T T8 e e e e e e e e e e — e et e e e e e e —e e e et e e aet e e e e e e eaa e 62
7 ST PP 63
&R TF Kinesis Video Streams with WebRTC BIERME ..o, 64
Kinesis Video Streams Y Amazon BIRBIR (ARN ) oo, 64
RFEM IAM IKF 51 Kinesis FUBTTRATIBR ..o 64
Y TSP 65

BHMEIRTIE oottt ettt n s n ettt n e en e 66

= == 1= TSRO 67

Kinesis Video Streams with WebRTC ARBIEREIZFEZ 2 ....ooovoiveeeeeee e 67

EATF Kinesis Video Streams with WebRTC FIREHRIESEER ..o 68
Ry = i 5 ] L) OSSO 68
B R LA B e e e et a e 68
EA CloudTrail BE3 APL B ..o e, 68

B B et e e e e e e e e e e e e e e e e e e e e e aai—aaas 70

BT CloudWatch 4% Kinesis Video Streams with WEbRTC ........c.cccvieeiiieiieeceece e, 70
LSl =17, SRRSO 71
TURN BB R oottt ettt e e et e e ettt e e e e e e e et e e e e e et e e e e e 72

£ Amazon CloudTrailid 3 Kinesis Video Streams with WebRTC AP B .....coovvveevieen 72
Amazon Kinesis Video Streams with WebRTC F CloudTrail ...........ccoooveeieiiiiiiecieeee 72
5 - Amazon Kinesis Video Streams with WebRTC BESHFERE ..o, 73

B =17 T 5SSOSO 75
F N g P=Vde o R N - 76
........................................................................................................................................................ [xxvii




Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

T A2 Amazon Kinesis Video Streams with WebRTC

WebRTC & —MNFHMEARAE , TBEIFELEMN AP XIFEX K383 NAR R EMEE
(RTC)o EFEANEFAREERNFRZRAIKNRRHE , ARHEAEAREMFENRIEERZFHSE

e WebRTC B BIE—A IETF MY , R T AT IS ML 2 SLa FEAERMBIER & @ hiise
2O RBERATEUNSEENREREZEY., FAPHSET NAT BiEFH (TURN) F NAT £
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Accessing Kinesis Video Streams with WebRTC

BB A R 5 R E A Kinesis Video Streams with WebRTC :
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#n , Java, Python, Ruby, .NET, iOS #1 Android &, FF X TEQRMHEENHARIEX
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EEE

EEIETBENNESREBLIETRENTRERANTRESR, EERTEBLLENET
BEANHMAEESRREEARE, —METEREKRSZULUE 10 MNEENEER

WebRTC #ARE =

MBI 24 {E A Kinesis Video Streams with WebRTC Bt , && A SAM T ## WebRTC HARFEZEHN LN
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REREZEE (ICE)
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ICE &%
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UERMNKEEFRINEHE AN BHER , ©NEERH WebRTC XER@EERN L5 (Sl , WK
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—B AWNAREFTRWE ICE R , B A LURE SDP,

ETR, ANNARFSAIESIXEN ARFATEENESEEN SDP 524 B WA AR
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IE , BHNARFSLIAER SDP N&. BHWNARFE/RAEL—SHFEANMERLIER . WE ICE
RiEME, RE , BHNAREFEEFI SDP NEIRES A R ARERF,

A F B X# SDP f7 , BT —RIEEMRE., B/ NABFHFN ICEEENEES —HH
SDP F U By 5 R HIREURE DL IPARAXY , HEEKIE STUN ER. MIRNE - MR AEFIEENRE
B, REFNARFRINARERS , FFZ PR OXNPRENBRE ICE RIET,

A IPRAXN EEREENERES , NABRFDEARECEARNRNBERN 2 — HEE—IX
B, R ENARERF ZRER.

MREEA-—NMNARFERTIED 7T EEMERERN IPARAX , B4R E TURN BRSSER& H STUN i
SREGREUE hp st nt, it R —MAH IP it MixO , AT HERNBESRAINARF
MEARFHRERRINBIES , LigREF St RiE , FizPSipibFmEMRETSIRS , A8
EREERITRIR,

Kinesis Video Streams with WebRTC 4B #
Kinesis Video Streams with WebRTC S3FLA T A # -
- BEHEMR

BEIEEA S AR ENEY Kinesis Video Streams with WebRTC R EBE, BXEZEE | iF
2 Amazon Kinesis Video Streams APl &%,

- EEREES

BEHHHERE WebRTC EHARTR , XEARTIATNARF R ZEZEiER , MUK
WNE R EAER L. EAHEIE Amazon Kinesis Video Signaling REST API #1—4R
Websocket API,
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+ STUN

BLAHERE STUN KT R, XELETRAENAEFEGERNT NAT S XiEREA ZREL
B IP thit,

+ TURN

LAHEE TURN KIRTTR , REKGRTRENABRFLEBEINSEHS ARG RELN , &Y
=B A&,

« Kinesis Video Streams WebRTC FF X T E&

XERHEGE  BUNERENNABRFE PR LE TR, TENEEXLRE , UFEEE WebRTC I
BERVERASL loT R ReEBH TRIEEN N ER ARG R, XEF KT EIEME Android, i0S F
Web R ARRFEFImEESHF Kinesis Video Streams with WebRTC 154, TURN # STUN ZhEES{E
fAIRFE WebRTC HIBZIRE N Web BHREREM.

« CHERATHRARNREZN WebRTCHATES

« EAT Web M FH JavaScript F# WebRTC FRX T ES
« &R T Android #J WebRTC FXTES

« AT IOS ) WebRTC FXTEST

WebRTC Websocket API

ES ]

» ConnectAsViewer

» ConnectAsMaster

» SendSdpOffer

» SendSdpAnswer

» SendlceCandidate

¢ Disconnect
- FREHEREW
ConnectAsViewer

NEERFNEREIHARTREENETEE, TARFE WebSocket K FEII A A FEREEIM
GetSignalingEndpoint APl ARRBHLRTT K. ETEER Amazon RIREBF (ARN) F&E iR
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ID ZFERNERAFRFESHEE, FREMPNLETIATRATENETRZNERTHFETEE, NREFHE
BEREEN ClientIdEENINAERE , WFEEM L. MERREEETHE,

R

"X-Amz-ChannelARN": "string",
"X-Amz-ClientId": "string"

* X-Amz-ChannelARN - § S BEH ARN,
o XKH . FHH
- KERS  &PKEN1, ZAKERN 1024
« &3 : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-1+/
[0-9]+
« X-Amz-Clientld - & F7 5% #9 tE —FR IR 5F o
- KB ZHEH
- KERS P KEN 1. KELRRN 256,
o |3 A(?!1(?1)AWS_.*)[a-zA-Z0-9_.-]

(® Note
X-Amz-ClientId FRESL AWS_ prefixFFk.

e
200 OK HTTP AN UK — N2 IE,
Fix
* InvalidArgumentException
EENSHBEHERS, FTEXFRLEER. BXESER , FEHEREMNEER,

HTTP RS : 400

» AccessDeniedException

ConnectAsViewer 8
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AERBRABHRSENBERTHEEIH.

HTTP RS : 403

* ResourceNotFoundException
BEAREFHE,
HTTP RS : 404

+ ClientLimitExceededException

YL EMERFAR API R, REEFEIBENEETRHEBIIENREABEN, BXESZE
B, 52 Amazon®H Amazon Kinesis Video Streams with WebRTC RS FEE M 45 i% =i Mg
¥ EHR,

HTTP RS : 400

5 PR /BR

MEAESHERFHZ AP, RYEZI ZBENEETRHREEIIENEABEN , REKF LRI
BR#11Z APl, ZEIPRFIIIREISHIRMAK ClientLimitExceededException,

=F

MRIBEM ClientIdMBECFEERE , NFEAFEEENEETBE,
BR1TH

XA AP A,

HREA

AWHRAR , X TFEMNMIRH2EMEETHE,
ConnectAsMaster

RERZFNFHEEIHLGETRIEENETEE, TARFE WebSocket HEFEII A AT IEZEEIM
GetSignalingChannelEndpoint APl ARARBMNLIRT R, EFIEEMN Amazon #IRE TR (ARN)
DIIERNERFHESHRESR. FEHNKETRAATENEIRZNEERHTERE, NRZSINEF
WEN T RREZIBEBRE , WRIENBERRL L. FNEZETRESESIEEZETIBUE.

ConnectAsMaster 9
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H3R

"X-Amz-ChannelARN": "string"

« X-Amz-ChannelARN - E$&E#/ ARN,
o RH - FHH
- KER4 : Z/DKERN 1. KELRR 1024,

« ¥3 : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-]+/
[0-9]+

W 3
200 OK HTTP RAMRB UK — N2 IE,
Aix
* InvalidArgumentException
EENSHELHERS, TIXFRALEEH. BXESEE  FSAEEMES

HTTP IRZSAH : 400

* AccessDeniedException
AENERAASHEAENBERTHETH,

HTTP RS : 403

* ResourceNotFoundException
BEARFE

HTTP IRZESAHE : 404

* ClientLimitExceededException

HUUNSHERFR APl Bt, BXEZEE |, 55 Amazon® ) Amazon Kinesis Video Streams
with WebRTC fRFZFREFF HiRE R MIEHEIER,

HTTP RS : 400

ConnectAsMaster 10
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J5 BR/BR

MRUAESHERFEA API, It AP FEKP R Z RS, ZEIRFITIREHRUK

ClientLimitExceededExceptions.

BE

MRIEEM clientld MBE S FEERE , NEAFEEENERETHIE.
Eid1TH

XN APLE R,

HEEA

AWHEKEAR , R T8N EARAFXETEZE TR,

SendSdpOffer

FRWEZESERERS. ERFHEREFHALASEZTIM GetSignalingChannelEndpoint
API| 3REXHY WebSocket £ i T Ko

MREEEHRBEEEEFR , WeKFRUEAEAFIES, A, REXERE
RecipientClientId , # &N RecipientClientId ISEMNEMME, MREIES
EHHFRE , BTG RIEZIA RecipientClientId EENBHREER, EXMER
T , RecipientClientId 2&4EMH A,

AUEFRBEFHBNABRFOEAESRRERY , MAATEERFNRNARFFRRETER
BEEFWNARERF. MIREERTIAREARFZROEMEEREFRNARFRSRY , WAL
RiZER. WRE-FFHRARTHRIBWE R , MiZR VR NES,

R

{
"action": "SDP_OFFER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

}

« action - EEXEMEERNER,

SendSdpOffer 11
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« KA : ENUM

« H%E : SDP_OFFER. SDP_ANSWER., ICE_CANDIDATE

- KERS : &PMEEN 1. KELRR 256,
- ¥ : [a-zA-Z0-9_.-]+
- recipientClientld - 4275 B HE —FRIRFFo
- R FHEH
- KERS : &P KEN 1, KELRXR 256,
- B : [a-zA-Z0-9_.-]+
« messagePayload - LA base-64 4iBHEE AR,
- KA . PR
- KERS : &PKERN 1. ZFAKERN 10K,
« correlationld - JH B ME—FRIRAF, HSHHNTIESH,
- KA . PR
- KERS : &PKEN 1, KELRNR 256,
- #3x : [a-zA-Z0-9_.-]+

I Rz

MAETRWENBPCEE , WALREEMABA., WMRRSBEIER

, FEEBRPEET

correlationId , M4EIRI¥ 45 2 F4EHN STATUS_RESPONSE SHEIREl, BXEZER , BEHAR

HHBER.
Hix

* InvalidArgumentException

EENSHBHHERS, FEXEFRLEEM. AXESZER , BEZRHEEMNES.

HTTP RS : 400

 ClientLimitExceededException

SendSdpOffer
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YU SHERFA APl it, BXEZELR |, 55 AmazonF I Amazon Kinesis Video Streams
with WebRTC R FREIF fRizEiR MIEHEIER,

HTTP RAESREE : 400

J5 BR/BR

MR SHZERIFA API, it APIHREKS R ZRRE, 23 REIIREHEIRAKR
ClientLimitExceededException,

=F

It APl AR EEM,

BiR1TH

XA AFE APLER,

HERAA

AREARER. BRARKIE IR,
SendSdpAnswer

FREREAENRERS. ERFMHREFHYLIASEZFIM GetSignalingChannelEndpoint
API 3REREY WebSocket £ i Mo

MRREFRUEREER , WELKFNERZATRE. I, RELEERE
RecipientClientId , #FfZ BN RecipientClientId ISEMEME, MREIES
KARNFRE , NEFEEEIH RecipientClientId IEEN BHREFR. EXHER
T , RecipientClientId 2&4EMH A

AUEREBFFHNABRFAFMEERRENE K MAATEERE M HNARFRNERIESER
EEFRNARERF. MRERFREFRNARFZROHEMAEERENHNARFRENE , WTak
BiZER, MRE—FF RN ARTREEE RN, WiZNERFEHFNERS,

H3R

"action": "SDP_ANSWER",
"recipientClientId": "string",

SendSdpAnswer 13
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"messagePayload": "string",
"correlationId": "string"

action - IETE KXY H BRIZER,
« FHE . ENUM
EME : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
KERS : &/ PEKER 1. KELRR 256,
- B : [a-2zA-Z0-9_.-]+
« recipientClientld - #4275 B M —FRIR o
- R FHEH
- KERS : ZPhKER 1. KELRR 256,
« R : [a-zA-Z0-9_.-]+
- HFE R
-+ messagePayload - JA base-64 wBHEE N R,
- R FHHR
- KERH : &/PKER 1. EAKER 10K,
- HFE R
- correlationld - JH 2K M —FRIRFF,
- R FHH
- KERH : &/PMKER 1. KELRR 256,
« R : [a-zA-Z0-9_.-]+

W 5

MRESHEHRRINBZLCEE , WARSREEMIMA, MRESBRER , HEEBERFPIEET
correlationId , M4FRFMESFERN STATUS_RESPONSE SHEIRE, BXEZER , BSHAR
&l B ER,

A ix

* InvalidArgumentException

SendSdpAnswer 14
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BEENSHBHERS., FEXFRLEER,. BXEZELR , HFEHEEMNEER,

HTTP RZSAHE : 400

 ClientLimitExceededException

LM EHERFA API BHRE, BXEZEL |, 5 Amazonf 8 Amazon Kinesis Video
Streams with WebRTC RFZFRENM 51X Eid Mg EE,

HTTP IRZSAH : 400

J5 FR/BR

MRS SHERREA API, It AP EEKFRFIZZIRE. £H
ClientLimitExceededException H1TIR&IeHRE4E iR

=

It APl AR EBE/,

Bi1TH

XM AFE AP EA

HREA

AREHERAR. SRARRE—IXR
SendiceCandidate

F ICE fRiEMRIESS BIiRER A . ERFUHREFHLNSEZESIN
GetSignalingChannelEndpoint API 3REXHY WebSocket L imT &

MRREFERUREERE , WELXF ICEBRETREELETRE. WA, REXEEE
RecipientClientId , HF#Z BN RecipientClientId IEEMEME, MBEEFH
R FIRE , ICERETFLIEZIH RecipientClientIdiEEMN BHr. EXTERT ,
RecipientClientId2A4EHH A,

AT EREBFEFHNARFOEAEERKIE ICEREDN , MRAATERREF KNAREFF ICE &
BIMAEIERERFRNARRF, IRERERFMHNARFZROEGERSREFRERARFRIE
ICE fRi&T , MAF2ERZFR,

SendlceCandidate 15


https://docs.amazonaws.cn/general/latest/gr/api-retries.html
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H3R

"action": "ICE_CANDIDATE",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

- action - EEREHEERFERE,
« KA : ENUM
« BXE : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- KERS : &RPKERN 1, KELRR 256,
- B : [a-zA-Z0-9_.-]+
- BFE R
« recipientClientld - 3475 B ME —FRIRFFo
- KB . FHH
- KERS : mPhKER 1, KEERH 256,
- B : [a-2zA-Z0-9_.-]+
-+ messagePayload - LA base-64 fiIBHEE AR,
- KB FHH
- KERS : &RPKERN 1. ERKER 10K,
- correlationld - JH 2 I —#RIRAF,
- KB FHH
KERS : &/ KERN 1. KELERA 256,
- B : [a-zA-Z0-9_.-]+

SendlceCandidate
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W

MREFEREDZBOER , WARLEEEMEN, MRESFEFHER  AEEERTEET
correlationId , M4 IRFMESFEN STATUS_RESPONSE SHEIREl, BXEZER , FEHAR
SHEER,

Hix
* InvalidArgumentException
EENSHBEHERS, FEXFRLEER. BXESER , FEHEREMNEE,

HTTP IRZSAH : 400

* ClientLimitExceededException

HUNSMERFR APl Bt, BXEZEE |, 55 Amazon® ) Amazon Kinesis Video Streams
with WebRTC fREZFREFF HixE R MIEREIER,

HTTP IRZSAH : 400

J5 FR/BR

MR SHERIFA API, b AP REKS RBIZRRE 23 REBIIREHEIRAKR
ClientLimitExceededException,

=F

It APl AR EBE/,
BR1TH
XA R FH AP BA
HRAA

ﬁ.\:iq:#ﬁ-‘lﬁ.lﬁﬁo ﬁ)ﬂﬁﬁﬁﬁﬁ_;ﬂﬁﬂzo

SendlceCandidate 17


https://docs.amazonaws.cn/general/latest/gr/api-retries.html
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Disconnect

&P um A LABERY X R, 7S WebSocket WE XX MIThaE, XHERR , RESFEFIHRIEH
HXYREFTBRELTRIRE , A BT HEEBEMES . BENTHEERTZREEBERE
o

ZRFELEFF R ZEMITIERER , Sl , EHBHRSHFLET MR, ATREXHNETRHEES

« GO_AWAY : WHEATREBEEXH., EEFFREB EFLECANER, MTEE  ARES
EEMERIGETEE,

+ RECONNECT_ICE_SERVER : It B8R T AR HAEERN | #ERS RS ERMTERE , R
I#FH ICE RFEFREE , AEFTENEMERIPYIRSR.
R HEER

FIERCE B EEN EHRDEFELERS (Flan , SDP R SDP MEEE ) . ATRENHEES
o

=4
{
"senderClientId": "string",
"messageType": "string",
"messagePayload": "string",
"statusResponse": {
"correlationId": "string",
"errorType": "string",
"statusCode": "string",
"description": "string"
}
}

« senderClientld-& # A& P im iy M —FRIARF o
- RH . FHEH
- KERS : PIKEN 1, ZRAKER 256,
- #3 : [a-zA-Z0-9_.-]+

- messageType - -S4 HIRH,

Disconnect 18
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« FH . ENUM
- B
# : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE. GO_AWAY, RECONNECT_ICE_SERVER, STATUS
- KERS : PIEKEN 1. ZRAKER 256,
- BR : [a-zA-Z0-9_.-]+
-« messagePayload - A base-64 4wiZHEE AR,
- R FHEH
- KERH : ZFPKER 1. EAKENR 10K,
« correlationld - RAFTIEHYHE B WHE—PRAR. XREFFRHEES (/0 , SDP 2. SDP MZEEK ICE
{RIEIN ) PIZEEVAERE correlationld,
- R FHEH
- KERS : ZFPMKER 1. ZFAKENR 256,
- B : [a-zA-Z0-9_.-]+
« errorType - A THE—FRIREE IR B T
- KA . PR
- KERH : &/PMKERN 1. ZEAKENRN 256,
« R : [a-zA-Z0-9_.-]+
- statusCode - 51a R HY 4 AN RIHY HTTP RASR .
- KA . FHH
- KERS : I EKEN 1. ZRAKER 256,
- BR : [a-zA-Z0-9_.-]+
- description - FFBIRSH F B,
- RH . PR
- KERS : ZPEKERN 1. BRKENR 1K,

FLHBEK 19
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Amazon Kinesis Video Streams with WebRTC R PEER

Kinesis Video Streams with WebRTC EB L TIREFEH -

/A Important

UTRSERZLARREH [s] ( TUABIRIXFRIEHTHALR ) , BELAREN [h) ( TEHE

my. EFRF , EFEENRSEHZLEER [s] M [h]

(® Note
TPS KRERBUHI R Z KB

F&:

- B4IEE AP REEH
- 55 API REEH

« TURN AR BELER

« WebRTC REUARSS FRER

4 ZE API RS BELE

LU 880 T B4R SR T AP BYBRSS B

API K 7 BR S5 B K 7 BR S5 B BE R RS
o iEsk ] EE i

CreateSig 50 TPS [s] us-east-1

nalingCha AR us-

nnel west-2 - &
M T K
F 10,000 4
BE ; IEH
it 3% Y X 45

FE < 3¢ % M i3 BA

AR E AP RS B

20
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API

DeleteSig
nalingCha
nnel

DescribeM
ediaStora
geConfigu
ration

DescribeS
ignalingC
hannel

GetSignal
ingChanne
IEndpoint

ListSigna
lingChannels

ListTagsF
orResource

TagResource

UntagReso
urce

UpdateMed
iaStorage
Configuration

K AR 55 B
ik

50 TPS [h]

50 TPS [h]

300 TPS [h]

300 TPS [h]

50 TPS [h]

50 TPS [h]

50 TPS [h]

50 TPS [h]

10 TPS [h]

K AR 55 B
] BB

- BIMXEF
ANK 5,000
NEE

TEH

FEA

TEA

BERERSE
il

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

FE R 5 5 M5 B

AR E AP RS B

21
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API T P AR 5 B T P AR 5 B BERRSE MEXFENESA
o ER ] EE il

UpdateSig 50 TPS [h] FERA 5 TPS [h]

nalingCha

nnel

=T API IREBLEN

AR EB 5 48 Kinesis Video Streams with WebRTC AHIE T HMHH RS RE. EXEZER , FS
M Kinesis Video Streams with WebRTC : T/EA R,

+ ConnectAsMaster

- API-8/NTE 3 TPS (h)

- BMETRENRAEZERER-1(h)

o EEEHRE-1 AT (h)

o ZZREEER-10 248 (h)

- HEFPIHWKEIK RS I|OGO_AWAYEERT | EEFE 1 248 (h) WERHAELL
» ConnectAsViewer

« API-E/MBE 3 TPS (h)

o BB R AV AERELL-10 (s)

o EEINKES-1 N (h)

o ZRZEEBR-10 248 (h)

- BERmWEIRBIRSIFMNGO_AWAYER S , EENE 1 28 (h) WIRRHAFLL
+ Disconnect

- FER
. GetlceServerConfig

- API-BMESEE 5 TPS (h)
+ SendAlexaOffertoMaster

- API-BMESEE 5 TPS (h)
+ SendICECandidate

« API-E WebSaocket 1$-’F¥ 20 TPS (h\
5% API RS ELER 22
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- SHEB MR K/PNRFI-10k (h)
+ SendSDPAnswer
« API-E1 WebSocket iE$# 5 TPS (h)
- SHEBMER K/PNRFI-10k (h)
+ SendSDPOffer
« API-E1 WebSocket iE3# 5 TPS (h)
- SHEBMER K/PNRFI-10k (h)

TURN BRSSBELER

LATEANAE T Kinesis Video Streams with WebRTC H Traversal Using Relays around NAT
(TURN) HHMRSRE, BXREZEER |, iS5 FKinesis Video Streams with WebRTC : T/EHF R,

o LE4FER-5Mbps (h)
- FUEEAR-5 25 (h)
. DEB-BMEREE 50 1 (h)

WebRTC fZHAR S PR A

7 Amazon Kinesis Video Streams WebRTC A& Z&IH G4 RSEEH. EXESZE
5

JoinStorageSession

« APl :
- H/NKF-50 TPS (h)
- B/NE-2 TPS (h)
- MAFEH :
 HE4F2R-1 Mbps
o 2EEHK-1 DA (h)
- ZZRERT-3 D8 (h)

TURN BR&ELER 23
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Al'l
AT E A 1E Amazon Kinesis Video Streams with WebRTC F#H 1T FTEINES :
« i%E& Amazon Web Services I/ kP HOIZREER,

. f|2 — Kinesis Video Streams with WebRTC E5EE,

« {EATH A WebRTC SDK B Kinesis Video Streams RELEF U MEFES , FEHBEIESEE peer-
to-peert 1T ML F 5K

MRS EERFEA Kinesis Video Streams with WebRTC , EiX %81 Kinesis Video Streams with
WebRTC : T EFR.

£

« RE Amazon IKF HBIEEE R
- PIEESEE

o EEAERKER

®iE Amazon IKF HEIEZEEB R

B X {E A Kinesis Video Streams with WebRTC &1 , iR TES :

FT
« ¥ Amazon Web Services Ik~
« R 1AM B

o #|2 Amazon MK = 234R

SEAF Amazon Web Services Tk F°

R IEE%E Amazon Web Services i , BERA T T TR BIE -1,
JEM Amazon Web Services i F°

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. EBERFLNHBAHRTERE.

i% & Amazon Web Services K

24
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FEME , RER—ERE , ERXEARERERA —NRIESE.

H IR F M Amazon Web Services Ik Y , REF2AIE — Amazon Web Services i 18 A
Fo. BRAFPAENGEZIKS PHFTE Amazon Web Services MR, ENLZERESR , BHE
BERAPSEEEHRNE , HERERAEAFPRTEERAP HRNBRENES,

SEMSRTERE , Amazon BB KE—HEIAB T, EEMHE , BEAILUBE # ZE hitps:/
aws.amazon.com/ FEBRBENKFREF LGN KB HEBRENIK,,

&% IAM B/

JEft Amazon Web Services Ik J& , BRAZESHRIE (MFA) RIFEHNEBRAF, XA , HS
5 <IAM BF#sR) N IAM AP B RAEL MFA 8% (248 ).

ERFHMAFHRIER Amazon Web Services Ik F R IRIINER |, F8I1E IAM BF. A THRIPEHN
IAM BF |, BB A MFA #{XE IAM AP EFRITESFENNR,

BXBENRP IAM APNEZEER , B35 (AM AFER) FHUTES :
. E&H Amazon Web Services Ik 62 IAM B/

« EAT Amazon &R 6] & HE

« EF IAM B 7K R BE R

12 Amazon K 234R

IREE Amazon Ik 248 F sELA4wFE )5 X 15 18] Kinesis Video Streams with WebRTC,

E o2 Amazon IKFEER |, BT TRE

1. &3k Amazon Web Services Management Console , ARG AL TMuLITF 1AM $#2&1& : hitps:/
console.aws.amazon.com/iam/,

2. TESMEFDIEEF Users (AF) , ARB1%EE Administrator (BEER) A,
3. EBREFIEETI+ , RABEFEFRZHA,
4. BRFRIZL D, ERFFRBHITERETR , RAREFERFHREH.

R 1AM B = 25


https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/getting-started.html
https://docs.amazonaws.cn/accounts/latest/reference/root-user-tasks.html
https://www.amazonaws.cn/
https://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155
BIEZES
A1

YRAT LAE A Kinesis Video Streams #2#1&. Amazon API CreateSignalingChannel() 8{Amazon CLI3R
BIBIRNEREE.

EHEH et EES

1. &%F| Amazon Web Services Management Console , A& https:/

console.aws.amazon.com/kinesisvideo/home 3T FF Amazon Kinesis Video Streams 1§15,
2. 7 Signaling channels (fEi&&) WE L , %% Create signaling channel (R|ZETEE),

3. % Create a new signaling channel (RIZFNETEE) TEHL , IAGFTBENEN. R 60
PR EIN T ime-to-live (Ttl) R,

4. i%&# Create signaling channel (RIZ{ESEE).
5. BIEESEERS , EEENFACEENELEFHIFAGSE,

SEAT IR TR AL

Kinesis Video Streams with WebRTC G#FUTHAIES :

« CHERTHMARXREZN WebRTCHRTES

« SEAT Web R FAREFR JavaScript B8 WebRTC FFA T EQ
 EAT Android # WebRTC FAXTES

- AT IOS ¥ WebRTC FATES

B SDK I EHBH KRB step-by-step WHEA , BB ERENEZTXENARRF. BRIUFEHIX
LERGI# TIREER . SERY, M@ FMMMPBUR KA ZH , LARTE Web/Android/iOS NARFHBRAR IR
FWEMAS 2BBHTHERIR, BRIER , B LR FHMAMAPMMRA RN KRG L RER A RHE
Android 2% Web B AR , REF Android N ARF 2 BHITRE R

CHEATHARNREN WebRTC F AT EE

UTHZRENENAERA T, WERZET C FEAFHRARIREM Kinesis Video Streams with
WebRTC A T EGKEMNRH,

BEETEE 26


https://docs.amazonaws.cn/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.amazonaws.cn/kinesisvideo/home
https://console.amazonaws.cn/kinesisvideo/home
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T & CiEE AR Kinesis Video Streams With WebRTC SDK

ETH C FEATHARIZZMN Kinesis Video Streams with WebRTC FRXTEG , HFiETHU T

A
™ .

$ git clone --recursive https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-
sdk-c.git

FAZ C iES WX Kinesis Video Streams with WebRTC SDK

/A Important

£ macOS LERXLEL TR E , IRIEFEEM macOS A& |, BAMIZ1T xcode-select
--install THFEGTITLENRLNEH S, RBITH /Library/Developer/
CommandLineTools/Packages/mac0S_SDK_headers_for_mac0S_10.14.pkgHiR8&
BREFREMDTITIENGL, XERERFTETAA cnakeBIHIT—IR. MREBELKRE
TWSITIENGRL , WEEBRETHG S,

1. &% cmake :

e 7£ macOS Lj=1T brew install cmake pkg-config srtp

« £ Ubuntu £J217 sudo apt-get install pkg-config cmake libcap2 libcap-dev
2. RBATFTAETRH Amazon Web Services Ik F ik 7 #9175 7] 2248 M B B2 4R
3. BITUTHSELTHN WebRTCC FAITESHGIE—/ build B , FMNFHIT cmake :

$ mkdir -p amazon-kinesis-video-streams-webrtc-sdk-c/build; cd amazon-kinesis-
video-streams-webrtc-sdk-c/build; cmake ..

4. &, SMEINGER LRSS ROIZEN buildB & , REE1T make A& WebRTCC FAXITES
R HRHEB RO,

C PFEATHMARIZEEZN WebRTC F AT ES 27
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® Note

MRREHARRE gstreamer , MFTEME kvsWebrtcClientMasterGstSample,
EWRER (£ macOS L ) MEWN , BAUIIZEIT : brew install gstreamer gst-
plugins-base gst-plugins-good

11T C M WebRTC F A T EARRHI

TRERERGE , BRLLELN build BFRFEAUAT REINARRF

« kvsWebrtcClientMaster - LN AREF BN E FEE KX T H264/0pus Ml ( #&Z : /samples/
h264SampleFrames # /samples/opusSampleFrames ) . ©HEZEANSTIM ( MREXKEZHZ
A) . EXEEFALES , ELTNAEPREN S NBEINTHE.

« kvsWebrtcClientViewer - tb N AREF$Z3 R~ H264/Opus M H 3T ED Hi>kK,
« kvsWebrtcClientMasterGstSample - Lt TR M GStreamer B8 &% 5l H264/Opus i,

EETRARLERE , FRAATHER

1. A Amazon Web Services M Ik P EIE & BBV IAE -

export AWS_ACCESS_KEY_ID= Your Amazon Web Services ## access key

export AWS_SECRET_ACCESS_KEY= Amazon Web Services ## secret key

export AWS_KVS_CACERT_PATH= Full path of your cert.pem file. It is typically
available in the certs directory inside
Kinesis-video-webrtc-native-build/certs/cert.pm

2. BYFAEMENTRERMNBEMERATRINARFRETE—RARF. NARFEAGREM
WEMBIRESEE, F, EGIE—NE R myChannel WESBEEHF KRBT IZEE X% KA
H264/Opus Ml , HETUATHT :

./kvsWebrtcClientMaster myChannel

LS ITRIATRFEITED Connection established Bt , AT AME T —5,

3. HELNESEEELE , HEEEN T RFEERNEAREZREIE , BUUEFLR. F
m, WA LAE Web NAREFHPEFIERR. Ak , IBFEA £H Kinesis Video Streams with

C PFEATHMARIZEEZN WebRTC F AT ES 28
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WebRTC JUif T EF LS RITH WebRTC FATEGNRATHE , HERAEN ERFRZEEN
R AmazonZIEMAERETEEIREUTE :

- %4 D

. BB
SHEEEH

. BEFID (Wit )

%% Start viewer (B3I EE27) LS 31 R4 H264/0Opus 1Ay SE YL SFUR = 4% Fi o

FERT Web R ARRFH JavaScript ## WebRTC F X T EH

B LGRS AT Mt R EIE A T Web BIAREF#Y JavaScript Y Kinesis Video Streams with
WebRTC A TEGREMNARHE : https:/github.com/awslabs/amazon-kinesis-video-streams-

webrtc-sdk-js.
£ JavaScript F% % WebRTC F AT ES

BEENERFERALFRTES , BFUTEIAPRICARMNE HTML TTH :

<script src="https://unpkg.com/amazon-kinesis-video-streams-webrtc/dist/kvs-
webrtc.min.js"></script>

FFRTEBRFAE KVSWebRTC B ZH THLR/E A PRHE. 4l
# , window.KVSWebRTC.SignalingClient,

FAIBE GG Webpack EHBEFFRE . TRATTRIUZE NodedS HERRA,
L% NodeJS &R iR A
1. REEAT NodeJS WARKIEGHEEAZEZRFER npm BEFIEERE. ETUTHS .

npm install amazon-kinesis-video-streams-webrtc

2. RE, FRITEIRTUGEEE NodeJS BIR—FF A -

// JavaScript
const SignalingClient = require('amazon-kinesis-video-streams-
webrtc').SignalingClient;

ERAT Web R ARRFEH JavaScript FH) WebRTC FFATES

29
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// TypeScript
import { SignalingClient } from 'amazon-kinesis-video-streams-webrtc';

f£ A Kinesis Video Streams with WebRTC Uiz 7T HE

https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js GitHub Z & EXE —1
Kinesis Video Streams with WebRTC iR TWE , &7 SAE A ZRE G E — M E T BEENEEEII
ENETBRE , ANEAEZREHEERSR.

Kinesis Video Streams with WebRTC Mi® T E{Z F https://awslabs.github.io/amazon-kinesis-video-
streams-webrtc-sdk-js/examples/index.html,

1.  FTFF Kinesis Video Streams with WebRTC JUiX TN HE , HIEEEA T ERNUATEER :

« Amazon Web Services X1

- BERFAERH Amazon Web Services i F7 Ik /89 17 18] Z4A T B B840
- EEENETEENENR.

« BRREEM, WHERTE,

2. MRER—NHNESEE , B %iL# Create Channel (RIEEE), MRECRNEMNESE
B ik$E Start Master (F‘Z&bilﬁﬁ) % Start Viewer (B EER) , MENETERRREFS 51% 'JJH:
BiE,

B2 examples BRHHRFIAE , THRUOAEREFERA LT X TE SIS WebRTC MARE
Fo

EAH#Z1T WebRTC MR TTE

AUERXEHAESFEENEITTRIEINNARE, FE NodeS iiRA 8+,

NI

1. BEZETUTESE JavaScript # & WebRTC FAITESE :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
js.git

2. 1E1T npm install AT &K,
3. 1E1T npm run develop BLE1T Web fRE 85,

ERAT Web R ARRFEH JavaScript FH) WebRTC FFATES 30
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IBAMIR M AmazonX 15, Amazon FUEF@EEEZF#F 8EFEH WebRTC M@,

M 7 EARABAT examples B &,
& A TF Android # WebRTC F X T ES

AR step-by-step 1% BA R T ai{a] 5 F 2 =l WebRTC SDK T, #ZHIZ1T Kinesis Video
Streams K& H 8N A1,

(® Note

Kinesis Video Streams EZ 2R 5 LA X IPv6 Hitit, BXERHIREZ LZH IPV6 WES
EBFER , iHSH https://support.surfshark.com/hc/en-us/articles/360011828279-H ow-to-
disable-ipv6-on- Android-.

T#:EMT Android ¥ WebRTC F XTI ES

E £ Android F T8 WebRTC FA I EAQ , HETUTHS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
android.git

#£ Android #1392 WebRTC F AT ES
E 7 Android F19%2 WebRTC FAXITEQE , EZRUTEHTE :

1. &L B ERXITFHITFF amazon-kinesis-video-streams-webrtc-sdk-android/
build.gradle , % & WebRTC SDK & A Android Studio £ RXFF &£ IF4E (IDE )

2. MREFE-XITFAWE , ELBHEL. NRTRE , WRERP., HEFINWEEIRN , FkF
Install missing SDK package(s) (RERPMNF X TED) RLEMELENFRXITER , RF1E
¥ Accept (1E£3) ATR L&,

3. FEE Amazon Cognito ( AFMA F 035t ) RiE. BXRFHMLSR , S5 Android WebRTC FF
& T EGEE Amazon Cognito, X&4% RHIE Android WebRTC FF A T EEFrEMN & 31 IEFH
BIEE,

4. 1£ Android IDE # , TFF awsconfiguration.json ( M src/main/res/raw/ ) . BL3X4E40
TR :

EAT Android ) WebRTC FRXITEA 31


https://support.surfshark.com/hc/en-us/articles/360011828279-How-to-disable-IPv6-on-Android-
https://support.surfshark.com/hc/en-us/articles/360011828279-How-to-disable-IPv6-on-Android-
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"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
"Default": {
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}
}
},
"IdentityManager": {
"Default": {3}
.
"CognitoUserPool": {

"Default": {
"AppClientSecret": "REPLACE_ME",
"AppClientId": "REPLACE_ME",
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}

fEAIE3IZ9TH Android WebRTC Ff & T E Gl E Amazon Cognito® I BRAE RV E E#
awsconfiguration.json.

5. WREH Android 8% 2iE#E2)Z1T Android IDE 81t &, £ Android IDE & |, &IREREHIR
%  REWMEHIZIT WebRTC Android F A T EA,

W BN ERE Android 8% EZFE—1MHEH AWSKinesisVideoWebRTCDemoApp KN AR
F. FRALMARRE , BRIEB3., MEHN loT iR EF 2B KK WebRTC F5U/MIMR
AL Hio

1= 1T Android R4 R AR

SERATEER -
1. E&H Android R & L, ERAM ( £612E ) RIMEK Amazon Cognito Ik 7 §T
FFAWSKinesisVideoWebRTCDemoApp H & .

2. £ AWSKinesisVideoWebRTCDemoApp , %l “SEEE" H , AR EFNESEES
ERIEEFEE.
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® Note

B, AL SDK AN ROIARER , X8

oS HE +
I AWSKinesisVideoWebRTCDemoAppiz{T — Ms S @&,

3. Wk MREBLUEERSFOERILEE , FEEE—W Clientld (B ID), RIEZNEF
BREED —NMEER , TFEEES R ID. XAEBTEENERZFRINSENERS.

4. %+ Amazon Web Services X3 Xif, , RAFEFRERERIEZINBIE. WIMBIE , E-RKXER
&,

5. ERIE peer-to-peer B , BRITUTE—RE .

(® Note

BREERNERPERANMERF IR LIBEEHRNETEERF. Amazon XiF, EEES
ID #1 Amazon M 1D,

« P M A Android &% 2 8t 1Teer-to-peer B : T RZNEFRH
- FRALERSE , TH Android 8% L&, WEFIZIT Android WebRTC F X T EH,

« 7£—# Android %% AWSKinesisVideoWebRTCDemoApp L AKX FTFF ( #%# S TART
MASTER ) , FFBR#i&iE (EFHEE)

@ Note
Bl , AL EETEERRER —1NERE

« £ =4 Android i& & AWSKinesisVideoWebRTCDemoApp L AEESFERNITH |, LUEREE
ELRSBEDBHNEFIE (RiE ) (%#F S TART VIEWER ) ,

RUEEFERZE A UEREREN T H/AIMBIE,
« PHEHBRAR SDK U MR FREZEF T2 A Teer-to-peer AL
- ERGLEEL, TR, MECPEATHRARXEEZN WebRTC FRTE T HUAFREE
NETE.
- FALERLE , & Android R&E LT, WEMIEZ1T Android WebRTC FFRTEE. Eit

Android i% &AWSKinesisVideoWebRTCDemoApp EAEBRERITH , BINEFEETUE
FIER A I SDK RS E5H 50/ MIMEIE

EAT Android ) WebRTC FRXITEA 33



Kinesis Video Streams

Amazon Kinesis Video Streams WebRTC FF X A R I8

o P E/ERNEIZRE K Android iR Z FE RN EFIZFHIME 5K

5 85 2 |8 # {Teer-to-peer AR AE

- FALARLSE , /£ Android 1R % LT 8. HEFMIEZEIT Android WebRTC FATE S, EiXA
Android 18 & AWSKinesisVideoWebRTCDemoApp LAEERXFTF (BB EEN ) |, F

%ﬁ‘%ﬁﬂ’] 1% ( 1|:|%1|:| B ) o

« T, WE FEAT Web MHREFR JavaScript /) WebRTC FATEE HUEERFH

Z1TE , ARIEEFRSREE TELEZ Android Fi%%& 1Y =50/ 5,

73 Android WebRTC FF & T E 8t E Amazon Cognito

TR

o BIWERA Android Studio BZ&E., HEFIZ

o ERGIRBG  BFEERMELSE Cognito FEik.

BB LT S BIZE Amazon Cognito A 7 it & 175tk

RER

RER

1.

2
3.
4

&% Amazon Cognito %l & HRIFXIH 2 E EH,
EENSMmES , EFE APW,

AP 8o, &R QRPN
TR T &

a. %£1% . BEZFRMAK-7E Cognito AFMEFIETE 2

iij:%-lt_io
b. |2 BERLER-EFEMEMAED,

BET—%

c. 3% BEEMAR-EEENMAIER,
EET—F

d. FR4: BEEELE-EEHERAIETR,

£ IAM AeiEFRS  ARIGACHGERAE,

TRRAREFRAE, BATEWERSFNIRERS.

, IR NI AYIE T,

EAT Android ) WebRTC FRXITEA

34


https://developer.android.com/studio/index.html
https://console.amazonaws.cn/cognito/home

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155
ﬁ?% -F - i [
e. H5F  ENEHRNARERF-EFEMENPIED,

£ NHRARFES S TR | BE YEESE,

iij:%-lt_io
f. SR6: EEHVE-EFLENEDBIPNER K ARERCIEAF T,
5. EAFM WHEL , EBENN 2,
SHAFMID HIETRUEZFH. awsconfiguration. jsonX#H |, iX
x=CognitoUserPool.Default.PoolId.
6. EFENAREFER EI+ , RARHRITEHEKES,
7. ENARFEFmIIRED , ERENNCIRANARERE SRS M.
SEHEFE ID HIETFRUZFEMH. Fawsconfiguration.jsonX#H |, X
x=CognitoUserPool .Default.AppClientId,

8. WREFHIBHIZETRULZREM, Fawsconfiguration. jsonX#H |, X
s=CognitoUserPool.Default.AppClientSecret,

RESHH

RESHH

1. &3k Amazon Cognito 2l & H Ul XiF 2 B EH,
EEMSmES | &F S0,

2
3. GEEGIEHMM,
4. EEHDH.

a. W1 BESHBEE-ZTHATHD

- AP HRARBR-EREZLT & 4K E /Y 5 B AR
- 2 /BRI 5 4IR-1%#F Amazon Cognito A/ ith

iij:¥-|:_$o
b. H|W2: BMENR-Z EISHRIENAR B , EEUTFE
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- IAM A EFEHN IAM AE
- IAM BEEH-BABKRHIETREEESREA,

iij:¥-|:_*/'=o
c. ¥ 3:Connect BHIEHB-E AR BEFAEE o+ , EEUTFE :

- AP ID- RS A eI AP,
- NARFEFR D-EREZH BN NAREFEF R ID.

iij:%-lt_i":o
d S$R4 BEERUE-ESOHEMFERFEAEN.

ji;%-l:_io
e. B5F EEMVNEEFLESNEITNER , AEERIESH M,
5. EEMMTEL , RFENHE 6,

S5 5/ ID HIETRUREMH, fFawsconfiguration.jsonX#H |, X
x=CredentialsProvider.CognitoIdentity.Default.PoolId,

6. E#H IAM BEHNNR,

a. &3 Amazon Web Services Management Console , A EHA T MULITF 1AM 32 4]
& : https://console.aws.amazon.com/iam/.

b. EEMHSMESR , EE BAE"
c. KEFAZBRLELHEGENASG,

(® Note
MRFE , BEARRE,

d. JEEHI AR REE
LR
e. & JSON AT+ , RAEHRBERNATAR :

{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
" n
]
}

ii*%jt_io
f.  WREARER FUEEIMRAIR N EBIARER ZaHEEE,

ERREFER.

FEATF IOS W WebRTC FAIES

AT step-by-step 1% BRI 7 41MA[1E i0S R T &, WERMIZ1T Kinesis Video Streams WebRTC SDK
R EAERRB,

EIOSHTH WebRTC FAITES
£ i0OS FTH WebRTC FRXITEA , BETUTHS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-ios.git

1£ i0S F1372 WebRTC F AT ESQ
TRATHRE :

1. B KinesisVideoWebRTCDemoApp.xcworkspacedTF ( B§#& amazon-kinesis-video-
streams : -/Swift/ .xcworkspace ) , ¥ iOS WebRTC SDK £ A iOS Hfx E# xCode SR FF &k
1% (IDEwebrtc-sdk-ios), AWSKinesisVideoWebRTCDemoApp

2. WMREBE-RTTFZHE , EeLBIHE, NFRE , WFBHE,

AR EBITHIR
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error: The sandbox is not in sync with the Podfile.lock. Run 'pod install' or

update your CocoaPods installation.

MREFBILEIR |, BHITUTRE

a. MNYUBIEBFREHRN amazon-kinesis-video-streams-webrtc-sdk-ios/Swift

o TTHEITU TS :

pod cache clean --all
pod install

b. YU ITEBFEHRN amazon-kinesis-video-streams-webrtc-sdk-ios HEMHMS

THZETUTHS :

$ git checkout Swift/Pods/AWSCore/AWSCore/Service/AWSService.m

C. Build,

3. ELiE& Amazon Cognito ( AP MM B MM ) RE. BXFMASR , SN i0S WebRTC FFRT
B GEE Amazon Cognito, X&ERME iOS WebRTC F A TEBFAEN & HRIEMBAL

4. 7E£ IDE # , $TF awsconfiguration.json X# ( 3REB /Swift/KVSiOSApp ). WXHT

"REPLACEME",

"Region": "REPLACEME"

B,
s -
{
"Version": "1.0",
"CredentialsProvider":
"CognitoIdentity":
"Default": {
"PoolId":
}
}
.
"IdentityManager": {
"Default": {}
1,
"CognitoUserPool": {
"Default": {

"AppClientSecret": "REPLACEME",

"AppClientId":

"REPLACEME",
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"PoolId": "REPLACEME",
"Region": "REPLACEME"

fEAE3IZ1TH Android WebRTC FF & T E Gl E Amazon CognitoH IS BRAE RV EE#
awsconfiguration.json.

5. 7 IDE # , TF Constants.swift X# ( KB /Swift/KVSi0SApp ) » WWXHW TR ;

import Foundation
import AWSCognitoIdentityProvider

let CognitoIdentityUserPoolRegion = AWSRegionType.USWest2
let CognitoIdentityUserPoolId = "REPLACEME"

let CognitoIdentityUserPoolAppClientId = "REPLACEME"

let CognitoIdentityUserPoolAppClientSecret = "REPLACEME"

let AWSCognitoUserPoolsSignInProviderKey = "UserPool"
let CognitoIdentityPoolID = "REPLACEME"

let AWSKinesisVideoEndpoint = "https://kinesisvideo.us-west-2.amazonaws.com"
let AWSKinesisVideoKey = "kinesisvideo"

let VideoProtocols = ["WSS", "HTTPS"]

let ConnectAsMaster = "connect-as-master"
let ConnectAsViewer = "connect-as-viewer"

let MasterRole "MASTER"
let ViewerRole = "VIEWER"

let ClientID = "ConsumerViewer"

£ FB3=E9T8 Android WebRTC Fr & T E B E Amazon Cognito® B S BR4E BRIV EE#
Constants.swift,

6. WRIEH IOS RE DIERINIZIT XCode B Mac it E#Hl, 7£ XCode # |, EFRIEZEMRE , REH
BEH1Z1T WebRTCIOS FAIE4A,

WS BIFIE i0S R F L L EE N AWSKinesisVideoWebRTCDemoApp KN FAFEF. {3 FH Itk R FH
BF , BuURIEBs. MEM loT iR&FF iRk BHSER WebRTC F5/M RN & i
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z17 i0S RAINAREF

TR THR

1.

EEMIOSRE L, FAMM ( £8IE ) HIMAEM Amazon Cognito ik 7 3T
FFAWSKinesisVideoWebRTCDemoApp H & .

£ AWSKinesisVideoWebRTCDemoApp , i El “FEEE" NH , AEEFTHNESFEEDSR
ERNBETEE

(® Note

BEl, EAL SDK FRPINARRF , BRER
FRAWSKinesisVideoWebRTCDemoAppiz 1T —

(AL ) MREBUERRHDEEIBEE , HEFMHE—RY Client Id (B % ID), XS E
EREEI-MEEN , IFEFM R ID. XAPTEENTRFZRINSENESSR

£ Amazon Web Services XiF, X1 , AR RBFELBRELAZTMBIE. WMKIE K ER2RKER
&,

ERIIF peer-to-peer B1E , HHITUTE—RE :

(® Note

BREERNERPEANMEEF K LIEEHENESEERM. Amazon XiF, &=
ID #1 Amazon HF 1D,

« PEFHA IOS k& 2@t Teer-to-peer B : FIREMEES
- FRALERLSER , RN IOS RELTH, WEMEZITIOS WebRTC FRITES,

« £ —AWSKinesisVideoWebRTCDemoApp#& iOS & & FLAFERITH ( BB EER ) |

TFaFE (FHEE) .

(® Note
Bl , FASEETEERER —IMERE

« EE=A iOS ®EFAWSKinesisVideoWebRTCDemoApp EAEEREXITH |, EELES R

REFINETIE (21EF) (EE BHEERR).

ERT iOS B WebRTC FFATEA
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7 i0S WebRTC FF & T EBHf & Amazon Cognito

RIIEERERAUEIERIZIN T HAMEIE,

« P E#RAR SDK £i&& M iOS &R EEF 25 2 B {Teer-to-peer A&
- ERBLER L, TH, MWEC PEATHRARNEZEZN WebRTC FATES HUFRZE

XEB1TE

 FRALARSE , £—1NIiOSBFLTH, WEFIEZEITIOS WebRTC FAILE S, £t i0S
1’ & AWSKinesisVideoWebRTCDemoApp L AE B EERITFF |, HHHIA iOS EFEFALLEED

BRA T SDK =BRSS5 83 1Y 550/ A SRR
« PEEANETREN IOS REFNENERHRHIMER K

5 85 2 |8 # {Teer-to-peer AR AE

« FALRSER , E—NIOSREZFLTH., WERMNIZ1TIOS WebRTC FFATLEE, It iOS
1’ % AWSKinesisVideoWebRTCDemoApp L AE R ITH (BB EEN ) , FHRFLE

(EF1EE).

- TE., MEHUEEHEERT Web NAREFH JavaScript 8 WebRTC F AT E GBS M=

1T, HARIEEFEERETUEE Android ERSEEIHIZ /MM, JavaScript

FRFM

« BRIMNBUMEA XCode KRE, RENMZITHRARFRE., RITEERIIRA,
- ERfIREH  BEERMELSE Cognito Fi,

REBLLT S BIZE Amazon Cognito B FSthFl & 145t

RIE Mt

RIE Mt

1.

2
3.
4

& F Amazon Cognito il & H KU X B2 & E,
EENSMmES |, EFE APW,

ERPMES |, EFREAF .

FERATET :

a. %1% BEBZRAR-TE Cognito A & FKIEI

ﬁ?%jt_io

B, LM AR

ERT iOS B WebRTC FFATEA
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b. LR 2: BEREER-EFMENAIET.

iﬁ?%-lt_io
c. H3F: BEITHER-EFENAY LD,

ii*%jt_io
d. FR4: BEHEEAEE-IEFEENAIED,

i IAM BEeRRZRT , ERIAACHCIERNAR,

ﬁ*¥—|:_$o
e. F5F  ERENNARERF-EFHERMNIED,

BN ARFES R FRE , &R NEEF R

iij:%-lt_io
f. $R6: EFEHVNE-EFELENESTPNER , RAEERQEAF .,
5. ERAPMITEL , EFENRN SIZA I,
SE%AFM ID HI2TFRUEFEH, Fawsconfiguration. jsonX#H |, X
s=CognitoUserPool.Default.Poolld,
6. EF NARFER EUF , AREINEEL,.
7. ENRARRFEFRIIRES , ERERIN I NARRFREF RS M.
E5EF ID HIETFRULEFEH, Fawsconfiguration. jsonX#H | X
x=CognitoUserPool.Default.AppClientId,

8. HREFHIEBHIETRURZREA. Fawsconfiguration.jsonXHH |, X
=CognitoUserPool.Default.AppClientSecret,

REFHH

REFHH

1. &% Amazon Cognito #Z#| & HRIFXFIEEIEH,
2. HEEMSHtED | &FE5HH,

3. EERBIEH M,

4. FEESi,
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a.

e.

SR BESHBEE-TRATHS

- AP R BR-ERZT & 1750 10F #9 75 2 AR
- &3 5 RIEH F19R-1%£#% Amazon Cognito A/ it

iij:%-lt_io

FIR2: BENR-Z EIHFRRIEINBER Hy , EEUTFER .
- 1AM BE-EFREH IAM BE

- IAM ABEMR-MABMHA L T REEEIREA,

iij:%-lt_io

S8 3 : Connect B REHS-1£ ‘AP MiFE BLEELUTFE :
« APt ID-EREZHIOIENAF I,

- NARFEPIR IDARECHAENNARFEEFG ID,

iij:%-lt_io
FRW4: BEBE-EFDUERFERPBAENR.

iij:%-lt_io
E5S BEHAVNBR-ERFLESNBPNER  REERUES DM,

5. EHMEREL , ERENHH DM,

S5 5/ ID HIETFTRUREMH, fFawsconfiguration.jsonX#H | X
x=CredentialsProvider.CognitoIdentity.Default.PoolId,

6. E#H IAM BEHNNR,

a.

&3 Amazon Web Services Management Console , AAE A LA T MiULITF 1AM 24
A : https://console.aws.amazon.com/iam/,

EEMSHES , &ZFE AR
REFEREGELEOENAE,
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® Note
MRFE , FEALRE,

d. EFEM IR RE,

it
e. & JSON LI+ , RERREERANUTAR :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
i
]
}
]
}

iij:¥-|:_$o
f. WMREREP FLHITREIR N ERIARR" SRS IEE,

ERREFER.

WebRTC C SDK M & F imig#x

£ Amazon Kinesis Video Streams with WebRTC MEZMN N AR FH S B AHARK , SFEMLE.
E5, RiERHR, NEEZMBIFRHR, C 1B SH Kinesis Video Streams with WebRTC X #F&#E
FPiniEds , B B ENRRXEAHFENARFAIHIMENEABR. XENERIIRAX . &£
A Kinesis Video Streams SRIMEF MM B M E XK B E LIENR , MURIRE W3C #rERY FA R 2 4E 18
KIS EIESR, BEE , C i8S X Kinesis Video Streams with WebRTC H 8i{X X% W3C +rEHEFR
B FE&E
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2
. ERiEHE

« WebRTC C SDK XX #F W3C #r/EER

ERIENR

EeENUTRAT TRESTEFRENARFESITNNITN. B UFEA
STATUS signalingClientGetMetrics (SIGNALING_CLIENT_HANDLE,
PSignalingClientMetrics)API REUXLFE TR, TEHR—MNRASEHAER !

SIGNALING_CLIENT_HANDLE signalingClientHandle;

SignalingClientMetrics signalingClientMetrics;

STATUS retStatus = signalingClientGetMetrics(signalingClientHandle,

&signalingClientMetrics);

printf("Signaling client connection duration: %" PRIu64 " ms",
(signalingClientMetrics.signalingClientStats.connectionDuration /

HUNDREDS_OF_NANOS_IN_A_MILLISECOND));

signalingClientStats WE N A BATE Stats.h R E],

BRI XFATETER

B iR

cpApiCallLatency ITEEHER AP A
MR, ERERBIE
B4 (EMA) #1TiHE,

<K B A BE : descr
ibeChannel, createC
hannel, getChannelEndpoint
F1 deleteChannel,

dpApiCallLatency ITEHEER AP BAK
R, EREHBHFITL
(EMA) #1711 E, XA
‘@¥E : getlceConfigo
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1R

signalingClientUptime

connectionDuration

numberOfMessagesSent

numberOfMessagesReceived

iceRefreshCount

numberOfErrors

DU

XRREF IR REFER
B, SRERALEREN , #a
R HRFH IEREETAEE.

MPEEECEY , WeEH
A TR RS FEE AT
H, &N , 2K HEN 0, X
BEETEFRERETHREF
B, EAEZNNELE B2
signalingClientUptime R R&
FRmNRES,

YUNFIRRLIEIRIL, NEH
ICE f&izInet |, th{ESEH.

5 numberOfMessagesSent
TE , tkiEfr2 s HEME
HNESHEHITER. 5
HERYREL T SIGNALING

_MESSAGE_TYPE ## %,

@A getlceConfig Bt , Z{E
£E8., ENARERRETIR
EIW ICE BEEHH TTL, BIR
WE — A% ICE BLERT , &P
SFFITRERRE N TR RIFE
AR R EE PRI E W
E—BRERE,

ZITHRATRRESE IR
PAERBEIRBE, REER
HICEEE. REUEHRES.
RIERETER. REFHHE
MR RHET &P imEEE web
EEFURE/REBCEER =4
B iRo
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FEPR iR
numberOfRuntimeErrors ZENRIFEESTEFRZOE

TRIRENHEIR, WALRRE
FEERN, HEEBR KA
ICE BELERI# tHIRFER .

numberOfReconnects ZENEBREMEZEN S
B8, ZENRERT THRIRE
R EZENRE M,

WebRTC C SDK X #F W3C Fr/EE#HR

£ WebRTC C SDK ¥ /YR A2 B Bl X #F W3C FrAEERi 75, XEBIR N TR

o BXW :

 ICE fRIZTN : REERRERAXREEN A MNETEERETNEE , AEENFRE EBITHRIER
B, XEFERETARSB|/RIR, IP ibsk, NBEEFRHRERBENREMLER. XEERATH
FERBRIRSE

* ICE 5525 | REEIRATRERXZFNTE ICE RFF[NBEESE. ZAPTEATHEE
RATRENEERLENRSEE. EELERAT , MR RETKRERY , NFEBTREXLEER.

« ICE f®iEX : XEERAT 7THENFRZFZAIRNFT/AESHREUR S8 RBXNNE
=B

o BRAEMBIE -
« AV RTP : XEERRREEF X ENBRERNIELAA,

o Hih RTP : XEBIFREMEEXREH RTP RNEER, EOMTAERNRERFLR , BAtIEER
Ho

« AL RTP : XEERREHEBREAREHER.

- BEBEEEN XEERAUUBPESTESHREEERENBERERNFTEH. TUEREE
ID $RHEFrR.

BRI LAER STATUS rtcPeerConnectionGetMetrics (PRtcPeerConnection,
PRtcRtpTransceiver, PRtcStats)API &S ICE. RTP MBIEEEMXNIER. THR—
AERA -
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RtcStats rtcStats;

rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_LOCAL_CANDIDATE;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection, NULL, &rtcStats);
printf(“Local Candidate address: %s\n”,
rtcStats.rtcStatsObject.localIceCandidateStats.address);

MTRE—1RA, BRTHREMRBEXSITHRENERARER :

RtcStats rtcStats;

PRtcRtpTransceiver pVideoRtcRtpTransceiver;
rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_OUTBOUND_RTP;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection,
pVideoRtcRtpTransceiver, &rtcStats);

printf(“Number of packets discarded on send: %s\n”,
rtcStats.rtcStatsObject.outboundRtpStreamStats.packetsDiscardedOnSend);

£ EERRHIGS | IR rtcPeerConnectionGetMetrics() KI5 =AM S# 8 NULL , NiREFIRFE—
W R BV EREE

rtcStatsObject RYE X AJLATE Stats.h 3% % , RtcStats BIE X AL Include.h F#xEl,

# WebRTC C SDK 74 B i 7] B 51 Kinesis Video Stream SE R 17 B o AR BIIX & API 87
Bl P S AR R 545 o

5 WebRTC C SDK tZH R AR B s XL T W3C $rAEER.

Bx ]

ICE FRSS2R1E4R

FEFR HR
URL FfEIBERK STUN/TURN RS
B Y R 1k
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£FHA IAM KI5 Kinesis L8505 B9 X R
Kinesis Video Streams with WebRTC &4 /R {5 5K B&

REEIE L
IAM policy 8&— 1N Z/MEA/ JSON X84, SMEAMEHMT :

{

"Statement":[{
"Effect":"effect",
"Action":"action",
"Resource":"arn",
"Condition":{

"condition":{
"key":"value"

HARRBANENINTENT

« Effect : It effect ATLAL2Z Allow = Deny, FEEINVERT , IAM A& EFERRRM API RER T
a7, @i, FIEERG2EEE, EXAPFRESZRAAN, EXELFESETART.

+ Action : action XN ER FHELNRVEE API B4,

+ Resource : SREFMNERR, EEBAREBEERR , BFEEMFEAHAmazon BREZF (ARN),

« Condition : &R ANER .. TATH LA T2 55K #E 4 WAV BT [
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ERIEFMEE IAM policyrt , BAJEEFHREFE A IAM Policy 4 Fi 28 # IAM Policy Simulator.
EA T Kinesis Video Streams with WebRTC Ky

£ IAM policy iEBAH , BRI UMZFE IAM BRSSP IEEEM APl #14E. T Kinesis
Video Streams with WebRTC , B LA T RIRHN API #4EW A : kinesisvideo:. #i
il : kinesisvideo:CreateSignalingChannel., kinesisvideo:ListSignalingChannels

F kinesisvideo:DescribeSignalingChannel,

BEEENMBEOPEESIEE  BEAESHENRT , TR :
"Action": ["kinesisvideo:actioni", "kinesisvideo:action2"]

BB ERBRAEESTURE, M, BEIEERMUARE Get FTFLMNABERE , TR :
"Action": "kinesisvideo:Get*"

= EIBEME Kinesis Video Streams &€ , HFEA * (ES) BEA , WA :
"Action": "kinesisvideo:*"

B X Kinesis Video Streams API R TE &K , i§Z M Kinesis Video Streams APl &%,

Kinesis Video Streams B9 Amazon &IR&#: ( ARN)

£ |IAM policy BAEA T EERRIRHN ARN EEMN R IR,

#EXI Kinesis Video Streams AL T ARN HIRER :
arn:aws:kinesisvideo:region:account-id:channel/channel-name/code
fign

"Resource": arn:aws:kinesisvideo::*:111122223333:channel/my-channel/0123456789012

& A LAE A DescribeSignalingChannel 3REUEEH ARN,
=T HAM IAM 0K 7 78 Kinesis #3507 B9 X BR

BO e EEmHEH M IAM K F 3¢ Kinesis Video Streams with WebRTC E & @B iEH(TIE/ER AR,
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Be.

Kinesis Video Streams with WebRTC B R4 5 B&

LA SR RE R 08 R a2 40 B 2 X4 Kinesis Video Streams with WebRTC @&/ i8] o

Example 1 : AP MNEAETEERIHE

IR BE A A P SR XE{T DescribeSignalingChannel S5 @EHIT
GetSignalingChannelEndpoint, ListSignalingChannels #l ListTagsForResource #

(=
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:Describe*",
"kinesisvideo:Get*",
"kinesisvideo:List*"
1,
"Resource": "*"
}
]
}

Example 2 : A¥F AP GIZETEE

IR RE i F PR AT CreateSignalingChannel &4k,

{
"Statement": [

{
"Effect": "Allow",
"Action": [

"kinesisvideo:CreateSignalingChannel"

1,
"Resource": "*"

}

SR
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]

Example 3 : A F A BEFTA Kinesis Video Streams # Kinesis Video Streams with WebRTC HI&

IR

LR RE Ao A P RASHEAE R TR Kinesis Video Streams 24, LEBEATEER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:*",
"Resource": "*"
}
]
}

Example 4 : R AP NS EE T BEERIMEKE

LR B oV A A MR EE T BEERIEIE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:DescribeSignalingChannel",
"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
channel_name/0123456789012"
}
]
}
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Kinesis Video Streams with WebRTC H Y584
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Overview of Security Processes B TR Amazon£ KM Z L £ RERERT .

AT LAME R Amazon & By API 8 @i M 415 1A Kinesis Video Streams. & Fim A MK IFEHE
Z2M (TLS) 1.2 REBMRA, BiUER TLS 1.3 EEMAE, BEFHEMALFEETLHFRE
(PFS) KB EH , 5170 Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman
(ECDHE)e AZHIRRE (W Java7 REBMRA ) BIRIFXLER,
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"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"userName":"Alice"
},
"eventTime":"2019-11-19T22:49:04Z2",
"eventSource":"kinesisvideo.amazonaws.com",
"eventName":"CreateSignalingChannel",
"awsRegion":"us-west-2",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-sdk-java/unknown-version Linux/x.xx",
"requestParameters":{
"channelName" :"YourChannelName"
I
"responseElements": {
"channelARN":"arn:aws:kinesisvideo:us-west-2:123456789012:channel/
YourChannelName/1574203743620"
I
"requestID":"df3c99c4-1d97-49da-8569-7de6c92b4856",
"eventID":"bb74bac2-964c-49b0-903a-3501c6bde632"
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