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A EE KMS %4 , BXAFER Amazon KMS, BxtIEZMEE KMS ZHNER , FZH EE &
o BXRER KMS BEMER , 125 Amazon Key Management Service APl &,

AMIAER T , Amazon KMS J§ KMS G ZRHAM K, BT ERE, S, EERNEEREAM
Bo BE—NHIARERNHBANNLBESR , EULHES H UM Amazon AZER. W, BTE
T BRIt ZZEA MR ; ST BR KMS 5. BER , BRI ECHEAMES A KMS 247 , LAl bUfE
AEEXFAFERGE KMS B , XERAEAEMN Amazon CloudHSM EEFHZAME |, S
HIEHE Amazon AEHAMEEN N RAEER TN EHMEL,

Amazon KMS 1 X% X %40 , © A& INE — Amazon Web Services X5 FHIEIE , HES
— A Amazon Web Services X 18, F % EIE.

BXRUBVNEE KMS RHANEE |, F50 EE B, AXMEM KMS ZHNER , 5 M Amazon
Key Management Service APl &%,

Z P Z24AF Amazon Z4A

O KMS ZiAREFIEE R R4, FH KMS Z4AINZR RS &R Amazon Web Services @&
A RERIEZ4E ., Amazon Web Services £ H Amazon IKF a2 H KMS 2482 Amazon F£E R
%40, Amazon Web Services TERZIKF H 8|22/ KMS Z4A = Amazon B %4,

KMS Z4A 19 ALEE LB {CERTEN B3k EM
K@ KMS #Zit  KMS %4 Amazon Web
BiE Services ik F°
EFRENE = = X A%, 8% REZA (&
£ ( R4 365 AN RN
x)
BXERTHA
Amazon £8 & B B PBE. BF XBERAERH
RN#4 ( R4 365
%) BIXERR
A&
Amazon Web
Services &7
B AFIXE R
)

= P R4AF Amazon 4R 5


https://docs.amazonaws.cn/kms/latest/APIReference/
https://docs.amazonaws.cn/kms/latest/APIReference/
https://docs.amazonaws.cn/kms/latest/APIReference/
https://www.amazonaws.cn/kms/pricing/
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KMS 2419 ANEE Al LA 1R NERTEHN Bk EM
xH KMS Z4A T KMS %4R Amazon Web

= Services ik
Amazon i & B S 1 %A
# %R 4R

5 Amazon KMS £ Amazon RFEEX KMS BN XA EEMTE. BIAMERT , —
Amazon IR Amazon HEK %4 5 Amazon EE RN ZH KMBEHEIE. —L Amazon RS
HEFRERNFH. BF—LHM Amazon RFZXIFFEREMN KMS 40 , N EEREB B FEH
Amazon IEM 4. K Amazon FEXFR WA A MREFEFEERNEH. HX Amazon RFE
RENMZLETVFAEE , BSABRSHAFERITAAREEFHNBESNE £8,

ERREES

THEN KMS ZAREFFRERANHH. ERREEZHHRELHN Amazon Web Services I A%,
HAEMEEYN KMS 4, BT BFIXE KMS 248 , @REMLMEP HZ4AKEE, |AM policy
MR, BAMZAEN. ReENEMR, ANinE, SIZ5E (51A7T KMS F4 ) AR 1T X BR
KMS %48,

EFREE®E R Amazon KMS B Amazon Web Services Management Console # Customer
managed keys ( BEFREEHY ) TH L. EREHIMATAREESS , BEA DescribeKey B4, Xt
FTEFRE®S , DescribeKey MRIK KeyManager FEXHY{EN CUSTOMER,

B L EMFIRERFRAZFIEE 4 HE Amazon CloudTraill BEREZEFERAER. AL, F
%5 Amazon KMS £ Amazon RS R EEBIEEE R REZRAURP N IEEZ#NEENBE,

ERRERHASTER ﬁM&ﬁﬂLﬁﬁE%ﬁFﬁ;E’Jﬁﬁﬁo X L5 5% AR T A IK B9 Amazon KMS
Bifl. BXFHAFEEL , $519 Amazon Key Management Service EH# L Hlo

Amazon £ &R %4

Amazon £ EXZH BHAE Amazon KMS £ Amazon RERREER, P IE, EENMEAR
KMS %4

R Amazon RS AT E£EIEE Amazon REXZRRBARENER , N\TTRPELEZRS PR
Ho BE , RILFEZHRP BROMERS , BN Amazon REXNBHRRTHENILE, BT L0
BREFBARNBHARE , FAKZFRL74% Amazon FEXRHAER M.
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https://www.amazonaws.cn/kms/pricing/
https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
https://www.amazonaws.cn/kms/pricing/
https://www.amazonaws.cn/kms/features/#AWS_Service_Integration
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BEREFEKR,HH Amazon TEXZH, EFHBHERKLARTE Amazon CloudTraill BEHRFEZHE
FRER. BR , BT EEN Amazon TEXZRPAMIMEME., Well#Trih, FRERPRKS
ZHRERT. A, BT EENRREPEREFER Amazon FEXFZH  AIZTIHNBRSHRARE
FRAT.

Amazon FEE R % 4H & R Amazon KMS # Amazon Web Services Management Console BY
Amazon EERZ ME L, ALK BHFIRAZE Amazon FEXEL , 31BN EAR
aws/service-name , fl aws/redshift, EB#IRGIAmazon EEXE , EFEADescribeKeyig
£, 3FF Amazon FEENF4 |, DescribeKey WRIHY KeyManager FZERHER Amazon,

FTAR Amazon REXZH S8 FAHRR—K, EFRERMLERITI.

(® Note

2022 £ 5 A , Amazon KMS  Amazon £ EXNE4R WERRNAIRNE=F (N 1095 X ) E
WABEFE (HN365K).

¥TH Amazon REXE4 ERIB—FEEaIRR , KEXRABFERR X,

MEW Amazon FEREZR EMMRIE—XAER—FEEEFIRGE , LEBFRHR X

Amazon RERZAREAERA, BENEHEREENEAENRE , BEXEL Amazon RFEET
XLEHERH, BXFHAEE , BEARSHNAFPEEIIARAREETHNSHSNEEE, BXFAER
&2 Amazon Key Management Service E#)

Amazon FEBRHH Fait AEHKSE & MKEH KMS Z4IREBNRRER, B2 , HREEKS &
BB ABRIXE KMS 3498 | SIS ABRES, 6XTSEL , H2H Bl

Amazon BN =4

Amazon HEM I 2 Amazon RFWEHEELLA T 21 Amazon Web Services Ik ) KMS
REANES, RA Amazon BEN R4 FELH Amazon Web Services K B, { Amazon RS A
LAEF Amazon BN R REFEKF PR TR,

HLE& Amazon fRSS AT LRIERE Amazon AN ZARE-RENTH, BE | RFELFEFZIIZS
R RFRMZZS , BN Amazon AENZHARTENERE, Amazon HENEHATERE (’RF
AERASERARA) , eIt ALK #H Amazon KMS Eizll , MERREZ A, EFL 02545
ZEARERHRE

Amazon HEM R WA BRSMH. AXEE Amazon HEWNZRI HIENESR | HSHRESHA
FEREIFEAREEINESNZEEE,
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https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
https://www.amazonaws.cn/kms/pricing/
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N INZE KMS %478

B2 Amazon KMS key/a , BUIATER TERIRENMMER KMS Z8. IREFNZERR KMS &

HHRE,

£ Amazon KMS # |, XI#RiN%E KMS Z4A KRR 256 {Z AES-GCM MEES , BEFEXE , ERR
128 fiZ SM4 INEFER . NHBAMBL R L1 Amazon KMS & FRIMBRDS. E/RAXNIMNE KMS
#Z4 , B2 HEA Amazon KMS, NEMEZEZAREXNFRINEZS , MZMEZRANRARNEZR,
BRIFESHBERFEAIENMMNE , BNXFHINE KMS B ( KZF 21k Amazon KMS &b F R &
R ) BRI ERIER.

5 Amazon KMS £ Amazon FRFZREAXRHINER KMS R NZ BN HIE, XERZFAZEE
FAIEXF KMS Z4A# 1T MR, BEREAE KMS ZAERXNHIERIEN AR | B2 5 1IR3 3EX
KMS 4R,

MEAR E#H | IFFENFHENER SYMMETRIC_DEFAULT , Z4A %2 ENCRYT_DECHLOT , #n
HE LR SYMMETRIC_DEFAULT, BXEZER , 2 SYMMETRIC_DEFAULT ZHAMT,

£ Amazon KMS A, ATBAERAN R INEE KMS ZEAMNE, BEMERMZRE | ERBEZANEE
2N EALGIE S XEXNME KMS Z |, FECWEAMES ANME KMS ZifHs |, 5
EEEXFRAFEPLIEXNHINE KMS B, BXRETUNFRRE KMS BHAHRITHRER TR
KRG, BSH BHAREEA,

IEX TR KMS E4A

B BLTE Amazon KMS 82 IEXTFR KMS %40, FEXFR KMS ZHRRTEFE EMAN AT ZHATI

BEFAX, REFHAKZEF LI Amazon KMS & FRINZIRES. EFERLEZ , XAH Amazon
KMS, &ALUEN EA Amazon KMS API #24E1E Amazon KMS REARNE R , LA THLAER
A1 Amazon KMS AEBERZF, &t a1 = X EXF KMS Z4A.

ERI LI E2EN T KMS B, RAATARZERAMERNER MBI RSA BN T SM2 ZHAR (X
EATHERXE ) , RTATES MG UEAIHEE &L BHAN

BXRUEMERAFEXNT KMS ZHANEZELR , 1S Amazon KMS FEVIEXN HZ4H.

HMAC KMS % 4R

HMAC KMS Z4ARTEKETBINNFZRLE , AFERMEIE HMAC &8 515E 2 IAIERE ., HMAC 4R
N Z A EL T 1t Amazon KMS & FRINBIRS. EFEHA HMAC %4 , HAA GenerateMac =
VerifyMac API #&1E,

N INZE KMS 247 8


https://www.amazonaws.cn/kms/features/#AWS_Service_Integration
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateMac.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_VerifyMac.html

Amazon Key Management Service FERARER

&t ] BAB 2 2 X35 HMAC KMS Z4H,

BXIBMER HMAC KMS B4 ESES. , H5H Amazon KMS F1# HVAC %48,
IR 4A

BEZARTHTNBREEOXNHESR , SBEAERENEGBIENZZR. ELETRHIXNH KMS
ZHRTENE , BEBHATLURELSETE Amazon KMS SAEREA.

4 Amazon KMS £ #EZHE , EQREMHIAERNBEXHERN (k) NTUEREREE
ENBERANMEZR R, ERFFRBRHERN , BEER Amazon KMS #H ENZBBIEHH.

Amazon KMS 4 K. MEMBEZHIEZH, B , Amazon KMS Ta&F. EEHRGENHER
, T AEARBERARNITINRRE, BH4TE Amazon KMS 2AVERNEBHEERP. BXRE
FERABIEZANEE , 1§25 Amazon Encryption SDKo

BRMEEHA

EERIER , ERAZGenerateDataKey#®R1E, Amazon KMSE K BEZH. RS , CLELE
EMTFINE KMS ZA T INZHEZANER, HRESREREZHANAERURE KMS 4
MENBEZANER, TERERTHERE



https://docs.amazonaws.cn/encryption-sdk/latest/developer-guide/
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
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FRARER

~

Encryption
algorithm

— Qe

Plaintext data key

Encrypted data key

Amazon KMS3& X #%1% GenerateDataKeyWithoutPlaintexti@4E , ZIRESUREMBZHNEIERH., L&

FECRABEERAN , BFER Amazon KMS BZE,

158 F B3R 22 4R I & 2 iR

Amazon KMS To3: 6 A BIE R AR B EIE, (BT LIE Amazon KMS 2 AVERBIERAR |, Sl
F OpenSSL = Amazon Encryption SDK &,

EEAAXBBEZANZHRER  EBR|/RMNAFEFFERRR, SRSt FENBHRERARNER
&7 , MEHTREZER THZERE.

BiREH


https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/encryption-sdk/latest/developer-guide/
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-

Plaintext data key

\

sgii;tm * OS * Ciphertext

Encryption

7 algorithm a 7

£ R BE R AR R R

BERBZREE  FRNBEHEZAEZEE Decrypt 4. Amazon KMS ERER KMS BB ZRIER
f, REBEEBEXBERN, ERAANBEZABRBRE  FRRMNAEFRER XA BEEZR.

TEERTWMAEA Decrypt REBEMZNBIEZER

SR
o

\_ KMSkey _/

v
h—»{}g —>*

Encrypted data key Decryption Plaintext data key
algorithm

BEER v


https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
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A A A/ KMS Z 4 a2 iz =49

4 KMS ZHAT A AR , BRI (BRTHRL—HM ) . KMS BHNEZHRSLKHIALE ,
IR BREF R | F BINFRERER KMS BAR TR 15 RERF KMo

B2 , XH KMS ZAMBNHERS , ARBABFEZANZENBENENSER , EEBRER
KMS %40 ( Sl THREHIERN ) .

KMS ZHRBZNTAANRRETS , SFEEFERITHLTRE,

o ZH KMS %4A

o ZHEMIBR KMS Z24A

- NEBES AZHAMEN KMS ZEAFMIBRZAME , RAFS ANZHA MRS H,

. WIFIEE KMS Z48H) Amazon CloudHSM Z4AF MY ERE | SRMFAE KMS RN R EH
Amazon CloudHSM £ 8% & il BR 234 .

« WIFFFEE KMS Z4AMAN R FMNIERE | I TN ABZAEHE R BN NBZNEZERNEME
fbigiE |, BEMNENDRBEE R PHIRAIBZR4A,

3 FiFZERABRERARRP RS FIEEN EIRMN Amazon Web Services RKiii , XFMRREALHE
E, LRI RHIEER Amazon Elastic Block Store ( Amazon EBS ) #1 Amazon Elastic Compute
Cloud ( Amazon EC2 ) » EH Amazon Web Services AFRR AR EAHERA. EXFAEE ,
B2 Amazon Web Service B“Z & " —ERN BB HRF"IH2 .

fitn , ZRUTER

1. BOIZEINZ EBS BHIEE KMS ZARMSEI 1ZE. Amazon EBS E3R Amazon KMS £ & KMS
BEAK N ZBE R IR HIER4H, Amazon EBS A ZEMN THIEFME INBZHIEZ4,

2. {18 EBS B NE EC2 KHIEt , Amazon EC2 EAER KMS BAXRMEE EBS BHYMEHLIE
#4. Amazon EC2 A Nitro B BIEES | ZEMH TN EBS BRIFTEHE 1/0 H1TH0
2, EBS BHINE EC2 KpIrY , BIFEAXRE I Nitro B,

3. BHITHRIELE KMS T T H, XA AE M EC2 24| EBS &, &M nEIS=451
Bt , Amazon EC2 FRAHIER (MR KMS F4H ) , kR PTERE @ A /M 31T,
4. B2 , HNE2RM EBS M EC2 LHI40Ert , Amazon EBS fFM Nitro BHER MR ZHIER4. T

R NE R EBS BHmE EC2 KAlet , XK , BN Amazon EBS FAEA KMS & 4R
BENMZEBEZR, EBREM EBS B , BH4MEZ KMS ZHRTEHEA.
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-creating-volume.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
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WIEZEAX

BREFHANRHARE AN 2B BANLERHRAKNEXNHEEZHA, EMRITAT Amazon
KMS ShEREY & = i 10 23 1 48 22 SR & R ML

5 OpenSSL £ T EARWEBIBEZHANTE , Amazon KMS &SN EZAXN TN ERBETE

IEEM Amazon KMS AR FRINER KMS MR 2T, B2 , Amazon KMS F&&E M, EEIR
EREZREX , SR 2EAEZANRITINRRE, BMMIE Amazon KMS ZHE A M EERIER
3t

Amazon KMS U T RBWHIEZRAX -

« RSA Z4AXf : RSA_2048, RSA_3072 7l RSA_4096

- WEE ML E4AXT - ECC_NIST_P256, ECC_NIST_P384, ECC_NIST_P521
ECC_SECG_P256K1

« SM ZHX (NERPERXF ) : SM2

ERMHBERANEEBRRTEARMTEAER. KSHIEHFE RSA £, HEHLZHARS
RAT#HFER, ECC_SECG_P256K1 ZHABER TMHEHFH M. Amazon KMS BIUEER ECC &
WAXNHRTER , A RSAZANATHNERLER , EFRRERAME. &AM , Amazon KMS F3EX
Amazon KMS BASKEY B35 23 47 X9 6 A 28 1 3K e A AR PR %1

IBRBERAX

E BB IIE key pair , B8 GenerateDataKeyPairsGenerateDataKeyPairWithoutPlaintexti® ¥, 18
EEATNBILEZHANNHRINE KMS 248,

GenerateDataKeyPair IREI—PMAXAEEHR., —IMHANREFZHAN—IMNENLEEZH. ORE
AREERAXAERY , IUNERBREZESR , WA EHRE,

GenerateDataKeyPairWithoutPlaintext RE—MAXANERHAM—MIBHAERA , BF
REAXFEZR,. MREHINNEZAXMEES , AIOERLEBABTMNE , WAIEHLLR
. MiE , IREFZEEHXNEEHARMELYE , WA AA Decrypt B4,

TEERT GenerateDataKeyPair /., GenerateDataKeyPairWithoutPlaintext BR{E#&
B T BB .
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https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyPair.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyPairWithoutPlaintext.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
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Encryption Public key
algorithm

I_>h

Plaintext private key

I_,h

Encrypted private key

€ F SR B HAXT I B E

ERABEZAXNEN , AZZANNLERHNBREE  AGAR-ZANNLEEARERE. &
F HZHBRENFYE A MIAAKELAEHAN —AFREERZBEN , SUUERBERHAN,

BFELRRHANZHERZERANESRE , TR R.

BIEZAX 14



Amazon Key Management Service FERARER

-

Public key

\

Plaintext # Og * Ciphertext

data

Encryption

7 algorithm ﬂ_ﬁ;

158 P B3R B AR XY R 2 TR

EMBYHE  AEAREZAXPNAEENR. NERERD , 2FERANLERHALARE R —HIE
BN | FALTEREERINEE X,

EXNMENLEZARITRE , BFHEHEELS Decrypt B, FRANAERABERE. RARRRM
N7 BREA X AL R Z A

TEERT NAEAZERANPNILERHRBRRR

-

Plaintext private key

\

Ciphertext —p Og m== | plaintext

data
Decryption
n algorithm

ERHBEZHANEZHE

BENHEERNEZELR , FEAREZHANPHNLEEN, BELREANEMARMITAER ZBEAKR
RIBEREERAALARALE  ARALEUEREER,
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https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
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WMRMEZERBEEZR , BHMBNLEBARZIELS Decrypt #4E. Amazon KMS A KMS ZHAX EIE
ZABTHRE , ATREANLERA, EAAXAEERRAERES. RAERRMNAEHHRAXILE
4,

EXBHE  FEAMERHEE (W OpenSSL MY dgst @ h ) QIREERHE, RE , FHNAE
BARBLERE R, GRE-IMRTHEABTNESR, (BURETFCUEFENTEERENH
B, BREERRPMREGEANEZETEMR, )

TEERTNMAEASEEANPNILERHEEES

Plaintext private key

\

Message O

digest * 0# # |@xalb2c3d4
Signing Signature
algorithm

ERABEZRAXN RIS S

RFERRZANFLERANEAA  BUUAERAZZARRIEEALEZHERNER. BRIEBIAES
BERAFERAEENLAERANSRERLZTHEHR , AR R ALRUEREEN,

EFERIEKRS , RIELEN -—ALAERMEERENEE , FAMENEER  AEREATEEHEEN
MERARN NN LBENR.

TERERTNAEABEZANTNLABEZARIDEE LR,

iR 16


https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://www.openssl.org/docs/man1.0.2/man1/openssl-dgst.html
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Public key

\

Message
digest {:,'
-> a == True/False
| @xalb2c3dad | Verification
. algorithm
Signature
bl

EABIBEN KMS BIANKRF B, Hlan , B LUF KMS ZH5I AN test-key , MAE
1234abcd-12ab-34cd-56ef-1234567890ab,

5B AT LAE B ¥A IR B Amazon Web Services Management Console 189 KMS %40, &0 LAEE A 5l
BEXRL Amazon KMS ##2EFIREI KMS 48 , BENZBRIE. ENAERT , BUUERAENHB
5| &4 Amazon Web Services X5 FHFRE KMS Z4A,

8B T LAARYE KMS BZ4ARIBI B RUFFIEL R KMS 4 , MAERBERIEEEN, HIER
Amazon KMS X EFTE R FRIIEH] (ABAC) WXEFHN —0. BREZELR , S H Amazon KMS
F iy ABAC,

£ Amazon KMS A | BIZ BRIV HAR , MR KMS Z4AMEM. Bt , A LUK, T AMIER
E , MASEMKXEBKEN KMS 247,

/A Important

FTEENBEMRPIENERHRBEE. 3B ARLUAEXELE A HIE CloudTrail B EME
fib s o

THRES .

A& 7



Amazon Key Management Service FRARIER
. BABBNIEBES  BSH EHIE.

. ARG (BERE ) BANEL | BSH BT (Keyld).

. BREBERE KMS BRXHHIBHWHL | HS5H SRIBHEE ARN

. BAEASHARESHURASEBNT , B5E £H3E.

BEXBRAFE

HENRAZ#EHEHENEEN Amazon KMS 2 /A Z4A E IR 8 X35/ Amazon KMS &R, £
BENZPEFTFER KMS ZRAHTNZIRER | MFREXFRLRELENZRBEERSDFERANER
AT

Amazon KMS X #FH Amazon CloudHSM £ &8 X #F# Amazon CloudHSM 248176 LA BB Amazon
ZANZAEE RN IBRBFMR

BXESEL | B5H B BAERE,
N&REE

£ Amazon KMS # | INZig#E 2EH KMS Z4ARPBUIEN API B4, BT KMS Z4ARE &
Amazon KMS & | H it , %M EA A Amazon KMS FeEEMZRIE/ERER KMS 4R,

Ef A KMS ZEARITINZRIRE , B Amazon FFATEE, Amazon Command Line Interface
(Amazon CLI) 2% Amazon Tools for PowerShell, 7oA Amazon KMS 2§ & FRHRITINZRE, BX
ERAZHEEIES ARANBRENTRE , ESFEEA Amazon KMS AP #1T4R1E.

THRIHET Amazon KMS IIZRE. ©REERREPERN KMS BHMNBARBEMEZAREHER,

B mARR BARAE

Decrypt XS BRELIEXS #R ENCRYPT_DECRYPT
Encrypt XS FREL FEFT FR ENCRYPT_DECRYPT
GenerateDataKey XFER ENCRYPT_DECRYPT
GenerateDataKeyPair X5 [1] ENCRYPT_DECRYPT
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https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Encrypt.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyPair.html
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FRARER

BRI

GenerateDataKeyPairWithoutPlaintext

GenerateDataKeyWithoutPlaintext

GenerateMac

GenerateRandom

ReEncrypt

= S

VerifyMac

HFARE

EHENBAFET
By KMS BAHRRE X
o

XEFR [1]

EEENRBE#HESD
B KMS Z4i TS
.

X3

HMAC

TEM. WRERHE
A KMS %41,

XS R FERT 7R
E S
E S

HMAC

[1] £ EZEXNFRINE KMS BRI R IEX BB R A,

BRMZBRENRRNESR ,

H2 ¥ the section called “XPESZE",

BRHAE

ENCRYPT_DECRYPT

ENCRYPT_DECRYPT

GENERATE_
VERIFY_MAC

FER

ENCRYPT_DECRYPT
SIGN_VERIFY
SIGN_VERIFY

GENERATE_
VERIFY_MAC

AT £ Amazon KMS X FrE A E B R 4 FBKEMINEE , Amazon KMS I & 1 LA R &g
EBIRETEBH. BEXEZEL , 1S5 the section called “MZRIEN L EZHE,

InEZRAE


https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyPairWithoutPlaintext.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateMac.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateRandom.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_ReEncrypt.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Sign.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Verify.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_VerifyMac.html
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ZEAFRIRRF (Keyld)

HEAPMR T YE KMS B4 B, BIIARBEEEG AP IRA KMS 241, B UEATIIRETR
E7£ Amazon KMS API #£4E, Z4AZEKEE. IAM policy BN EHAN KMS Z4H., ZHAMAFERES
KMS Z4AX BN ZAM BT £ TR,

Amazon KMS E X 7 ZMNEHFIREF. B2 KMS Z4HEY , Amazon KMS £ K% 4 ARN FZ4A ID
XLER KMS ZANE M. B2 5 Z 8 , Amazon KMS 2B EEE LK BB LK BB ARN, & LLE
Amazon Web Services Management Console 1 Amazon KMS API & & %4 & 3 B FRIRFFo

£ Amazon KMS #£#l& 7 | AR %F ARN, F41 ID R3BBMEFMHIE KMS ZF40 |, H 0%
240 1D Ml EHEF., AxEEsshERBAFRFRBNIEE |, E35Mthe section called “&# %40 1D
FZR4A ARN”,

£ Amazon KMS API /| A FHRIR KMS ZRMNSHE N KeyId HHEEM ( Fla0 TargetKeyId =
DestinationKeyId )., B2 , XESHMNETFTRTHE ID. —LSHAUERAEEERNEHIRR
. BEXBISHRENEER , B2 M Amazon Key Management Service APl $& S HE R,

(@ Note
5/ Amazon KMS API B |, iE2EFERARARRET. TEN API EEFRBFNZARAT, &
¥ BELNESHERAREEXANZARAS,

Amazon KMS X #F U T Z4BFRIRAF.
#Z4A ARN

#4A ARN 2 KMS Z4A#9 Amazon Resource Name (ARN), B = KMS Z4AlE —H T2 REMR
0%, %43 ARN @3 Amazon Web Services Ik, Xig %4 ID. HXxEHK KMS 4RI 234A
ARN HY#5B , 3 the section called “&3#274A ID F12248 ARN”,

#Z4 ARN IR NT -

arn:<partition>:kms:<region>:<account-id>:key/<key-id>

LT R Xim KMS Z4AM R BIZ 48 ARN,

arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

ZRFRIREF (Keyld) 20
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Z XA ES ARN By key-id JTEE mrk- AIRIF L. A TRZXEEAN RHIZEHA ARN,

arn:aws:kms:us-west-2:111122223333:key/mrk-1234abcdl2ab34cd56ef1234567890ab

#14 ID

40 ID ME— i ARIR K R XIH A KMS 240, BXER KMS Z4ANE4A ID WEE) , 2 the
section called “&# %47 |D %47 ARN",

LT REXE KMS 24 RHIZ4E 1D,
1234abcd-12ab-34cd-56ef-1234567890ab

ZXEZHANZA ID LA mrk- BIEF L. UTEZXIEZRHAMWREIZFA D,
mrk-1234abcdl2ab34cd56ef1234567890ab

714 ARN

5148 ARN £ Amazon KMS %% 8 Amazon Resource Name (ARN), E 2 5|& KR~ KMS &
A —WELRERRE. 3178 ARN 2#E Amazon Web Services ik, XiFI 5B,

EEMSERE , — 518 ARN SRR —MEER KMS B, BER , BT AT UERE & REKH
KMS Z4f , #1#& ARN EREAFE AT AARIRTEHY KMS #4H. BXxEHR KMS ZHM 58 ARN /Y
B, HS5H EXAEMB/E ARN.

A& ARN BT :

arn:<partition>:kms:<region>:<account-id>:alias/<alias-name>
LR R2EMM ExampleAlias BI%)& ARN,
arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias

Bl &

FAERES 256 NFHNFHR, EHE—#FIREMNKF M XK AXEBRN — 1 KMS B4, &
Amazon KMS API /1, BIBIRELL alias/ FTk. AXER KMS ZHMNBIBNHEE , B30 EX
A& M5 & ARN,

FEARIRSF (Keyld) 1
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ABRERNT :

alias/<alias-name>

fln -

alias/ExampleAlias

AlEW aws/ BIBRREA T Amazon RERXZH., BLECEALBIRIER R, HI0 , Amazon
Simple Storage Service (Amazon S3) #¥ Amazon EE X ZHH AR W T,

alias/aws/s3

ZHMF

ZRAMBRMBE LR ERNMLE. WEBAMBLIRE , MRIPERACHNERE. 2B8BHAMHE
EEATHE,

BN KMS ZRN THEPHITENERAMBNSI A, NFHME KMS BN ZHAMRIRTsESB T
R BAILAEA Amazon KMS £ ZEAMEL. £ HENFHA 7B Amazon CloudHSM £&H
ERNZRAME , RESABCHWBREAME ., MRER Amazon KMS Z4A4E A TR #RINEE KMS &
£, B LS AN ZHAME 3 RIR,

MINBERT , 810 KMS ZHRAMERE—NRHAMK, BR , EUUEAMEENEAMHGE-AZX
HER,

Z P RLIR

FFRIRRIRIR KMS 248 BB RORM KMS BB, SR KVMS BN TR M
BR , #ATEEY, BOAMRORRLEN KMS BANTEY, WA, TAK, ERNFLES
.

BEEK KMS ZHRMNRAMBIRIR , E6EADescribeKeyi#E , HETEAmazon KMSIZEH| AP EEF KMS
FAFBEREN “NBEB” R+ LM Origin B, BX#HBER , FSREEEY,

KMS Z4A T A EB U T HEMEIRESZ —-

ZEAM R 22


https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
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AWS_KMS

Amazon KMS ZH HENBHAFE P OIRNEE KMS BHANZAM B, XRXZH KMS BH
RIANEMEEE.

BXRMEARE Amazon KMS NESAM B QI 2 ZANEE |, BSHE2EH.
EXTERNAL (Import key material)

KMS ZAEBES AN EAME. HEER External ZHAMBIRGIE KMS B4R , KMS 47
REBRAME, BE , BUNEEAMBEA KMS £, EASANBHAMBN , £FERFPN
B Amazon KMS AN RAME  SRERAMBIHRTER, BXESEE  BSHA X
TSANZRAME

AXNSANBAIBIE KMS BHNHE , W58 5B 1 sIRTHHHMEN KVS 24,
AWS_CLOUDHSM

Amazon KMS £ Amazon CloudHSM &£ & R &8 Amazon CloudHSM 24 174 6l 22 2 4A v El

£ <1 Amazon CloudHSM Z4A 74 P A2 KMS R4AEEY | 5318 £ Amazon CloudHSM %
1765 P Bl KMS B4,

EXTERNAL_KEY_STORE

ZHAMBR Amazon ZANBAEERPHNERH, REXINTZAFEP KMS BRI
HKiRo

1 ANER AR T 0 T Ol KMS BNARIRERD | 500 A EBBE AL Ol E KMS 348,

BHANE Z-HEE  ATRIBANNERE, RANTHE Y RBAXETR,

» Amazon KMS %4 — BHASEREE KMS ZHENMERERIFENHEN. ©EATREHRN
MBRE  REXFNEE. BRICELNE KMS ZHAMER , AT EER. RIABHANTE
SYMMETRIC_DEFAULT F&/R—4 256 (U AYXI F N4

(® Note

KMS 4 KeySpec ##i3 CustomerMasterKeySpec, ZCreateKeyiR{E
fCustomerMasterKeySpecSHEWF M. BHHA KeySpec ¥ , e ITHEAXMEE,



https://docs.amazonaws.cn/kms/latest/APIReference/API_CreateKey.html
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ATBLEREBEREN , CreateKeyMDescribeKeyR RN NI BIEFH & KeySpec AR
BEHHRECustomerMasterKeySpecImR & -

EXRZAANTHIRUARIERZANTHNEBEER | BSHEERENT. BEEK KMS B4 R4A
M3 , B EADescribeKey®E , Si&EAmazon KMS#E AP EE KMS ZHFERE LN MEE
B+, BXBYEER , BFSREE R,

ERFIZRAZEONE KMS B AT AR BT , EEA k ms: KeySpec &4E4H, EER
LAERA kms:KeySpec &4 , UATFEMHRBRZFEZAIBMNN KMS Z4718A Amazon KMS ##
£, Blan | EETLAE4 IR B RSA_4096 Z4AMBAY KMS Z4ARYITRIA R,

- BIEZ4A (GenerateDataKey)-ZH4AFEEE AES BIERHANKE,
« BUEZEART (GenerateDataKeyPair)-ZAX HBEERIBZAN hZRBMRIER,

ZHAE

ZHRRAZERMRERPAIFNMNZERIE, KMS ZHANZHARETURZ
ENCRYPT_DECRYPT. SIGN_VERIFY 5 GENERATE_VERIFY_MAC., #81 KMS Z4RA&E R eEH —1 &
HAZE, FKMS R TFZMRERE  SEFPRENTYER S ZIIKRE,

BXRERE KMS ZANZAFAENER |, BS5H SRR RE, BEER KMS BN ZAERAER , B
£ FDescribeKey#®4E , =& £Amazon KMSIZEHI & HiE#E KMS B IE N EH LW MBE EEDT .
EXEBHER , BSREFE R,

(EEIPUIES
EEMBHER  JENSARY  QEXARY NERH, —HERENERTNE, FHNER 2

—MNEGE , EERAREZAXNAXBEEITNE , RAREAEGRANBEZHETNE,

CEETUEAEMNZZANBENZZARTNE , ARES - PMNBERHATNRZNEZSR. B
=, &E, MEALFUBEXERRE  UEETUEZZAMBIE, WRKAEXRANBZHR
NREHA.
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https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
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—_—
Encrypts Encrypts
Data

Root key Data -key

Amazon KMS A EE Z £ b F# ME B MR ZRAREBB BRI ©A]. E# T Amazon KMS HVIR#
£ ( N Amazon KMS keys ) 41t Amazon KMS 2 FIPS WiE Y ¢ 2 £ E R4 F R 2R
Ao BFEH KMS Z4f |, B4 90AH Amazon KMS,

A

KMS

- —

Encrypis Encrypts

\ KMS key / Data key

EHMZHATREATSHRES

- REPBIERH
MEHREZAS , EEFEOFRMNBHEZSR  EABREBRARSIRZIMBHRE . EAURS
bR DN B AR S N2 BIR R — R

- ERZSNMRANEZERRNHRE
MZBRETREIEEFEN | FIREMBPNHRBERAENRE, SR EHMBRE Ria Bz H8E
#4 , MEREATRNZRASREFNRNE RBHTE.

- BREMEENRS

BE , SARTRHEERNEL  XNBHAEZREER , ERNEXE D, BELARFRAEETRHEER
MACSBNERMNEAEE., EHNBILETUSMERNAESESER.

(EESpIES 25


https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4523
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e £ T

FREERAX PN KMS B/ Amazon KMS MEREHEZNE LT, ER—HEBSFXEIE
M £ T XEBNIENZ ER/IEX . Amazon KMS FingE £ T XAEFAKRIEHIE (AAD ) %
BREHRIMNE,

EMFERPESMB LT, EUNBELFABETEX , IERFEZMENMNE L TIORER (R
BEABHMNE ) BIE. IRBEFERFREEONBLTXARR S A NEN TR EE |, BEERF X
Mo RBME LT XHEAEXBIRF TR,

(® Note

BREEEFAIERTT KMS 2485 HVMAC KMS Z4AM BRI ERIEEMR LT, IEXNFE
EM MAC EEFTEFNZ £ T,

MBELETXFARER , BREME, ©UBHXERTE Amazon CloudTrail BER , MEZRAIUFERTE
RIMRM DL MBIRIE, BONEZELTXFNETEHREE . BRIMNBWENMNE LT XHEREEZMES
BROEIE, Flm , FEMB4R |, S SRR — 59 AEMNZE £ T3,

"encryptionContext": {
"department": "10103.0"
}

Flan | FEMBRER L D R 1F4 (Amazon EBS) CreateSnapshoti2/E 8122/ & MR R
Bt , Amazon EBS A% ID fER % LT B,

"encryptionContext": {
"aws:ebs:id": "vol-abcdel2345abc1234"

}

83& ] LAGE A AN 22 £ R SOR AL S BR I3 S8 K 7= Amazon KMS keys B 15 [R], BRI AERAME LT
XAEABRRPHNAR , MRENEBBIHHEL.

ETHNAFAME LT XCREFMEZRFENTEM |, HSHAmazonR£ 18 % EncryptionContext t
B9 “404a0& 33 Fi Amazon Key Management Service SRR IR TN TEM” — o

BRMBELETXHNESZEE,

mEETX 26


https://docs.amazonaws.cn/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.amazonaws.cn/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateSnapshot.html
https://www.amazonaws.cn/blogs/security/how-to-protect-the-integrity-of-your-encrypted-data-by-using-aws-key-management-service-and-encryptioncontext/

Amazon Key Management Service FERARER

& £ SR

Amazon KMS 33 1% £ T X Z A MER BT A TN,

s MBFLETXHHBRMESMIEENNAREZRER, NREFEAEMER (HINBEHIZES) , N
Amazon KMS &£ e #E N F/FH,

s B ETXHWZRAMNETLLEEE Unicode ZF, MENR L TXEERARKES
IAM policy F R AT FR , WAL EERBEHEBAPIEEME LT3, il
kms:EncryptionContext:context-key #l kms:EncryptionContextKeys, BXZAFKK
XHEANWFEMRER , TSR ZHERER. BX 1AM policy HANKFMESR , FSH (IAM A
FIERE) i 1AM EHER,

REEPINE ETX

MELTXFERATRIFEEMEMES M, B2 , BHEAFEA MR LT 3OREHIX 240 KEF 1AM
policy FXI#IN% Amazon KMS keys BI ],

REBERIEFENMNE L TXEARZHABENE , k ms:: F kms: EncryptionContextKeys %42 4A
F AW (RIEL ) R, EncryptionContext

Bl |, AT ZR4AKRREIE B A 1F RoleForExampleApp A& 7E Decrypt BEDRER KMS 47,
©EA kms:EncryptionContext:context-key &M BUNEERFHMBLTXEE
AppName : ExampleApp % £ T XX B R T LA BR

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/RoleForExampleApp"
},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:AppName": "ExampleApp"
}
}
}

BRZXENZ L TXRHERNESER , 28 Amazon KMS BYZRAFE,

& ET 27


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_iam-quotas.html#reference_iam-quotas-names
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B Az £ T

HEQEENE , BULIEENAR , ARFIREILZMH. Amazon KMS XEFR MR R
EncryptionContextEquals # EncryptionContextSubset , XM RE S & IR IENE
RPWMMNE LT, EFEAXERNARN , BFPHNRRENZREERFHNE LT KR IZR
HARHERNBR,

flgn , BALAEEncryptionContextEqual sEAUR N AR FiZGenerateDataKeyREMN IR FAR, &
AR , BRXEBERFHMNEZE L TXERRARPPIME L TXRKNEZEEERN , AFRHE,

$ aws kms create-grant \
--key-id 1234abcd-12ab-34cd-56ef-1234567890ab \
--grantee-principal arn:aws:iam::111122223333:user/exampleUser \
--retiring-principal arn:aws:iam::111122223333:role/adminRole \
--operations GenerateDataKey \
--constraints EncryptionContextEquals={Purpose=Test}

REHERFEZREANUTEREHR EncryptionContextEquals #I3K,

$ aws kms generate-data-key \
--key-id 1234abcd-12ab-34cd-56ef-1234567890ab \
--key-spec AES_256 \
--encryption-context Purpose=Test

BERABRNARNEFMAEE , BSH FARNAR, BRBENNFHAEER , BFSH the section called “#%
o

IEFMNE £ T

Amazon KMS {#f Amazon CloudTrail i2&M%R £ T3 , MELEALAEE G R 7 BLE KMS 248 F3K
B, HERXRBESHBE RHL KMS ZHAMAXRNZRMEZE THAEREPHMNE LT X ANEBER
i

/A Important
HTNELTX2®IERK , EFBITEBRAEE.

& ET 28


https://docs.amazonaws.cn/kms/latest/APIReference/API_GrantConstraints.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
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Trf#EnE £ T

77 E{LEEA Decrypt S ReEncrypt BRAFFMEMME L TFXWEER , ATLURINE L TXESMEHK
BEEET-E2. BINIBEWERFREBNNEZE LT , UEPDEEFTER T NHHEZ N I 2T M
# LT3,

plan , MRMF ETFXERXHNTLRERE , NFZBRERIENBEXHRABRERE—RB. R, 5
REETENMEZE LT , AUMNFENFRERET. MREAEERSI NN SINEGERNFHER
HEEMNVE  NBELTXEESR , BRBERFEAY.

2RI

EOI2E KMS 248t , Ba B EAUSEANERZ KMS 24N AR, XENEAEEENRAE
BEHY SRR, BAIAERRARBEN AT IEEZARM, BBRIEINR, ER , BT ERE
Amazon EERXFE WK, BXEZEER , 85H Amazon KMS H i) 250 SR BE o

R

BRIN2—MEREIMITE , A Amazon Z# AT Amazon KMS keys A F IR IEHR, BT 1LE
fib1EF KMS %4 (DescribeKey) AR IEMEE RN, ERMIGR KMS B , FEREREER
EASREE A 1AM policy, RINEEA TR , AAEAUEFERZARER IAM policy WHERT
BTN, ERHENRHGEBIR,. ATENTREIEEESK , A TOENHESE , Rite(IBERT
214 i B A BR =5 B8 A5 4R B AR PR o

BRI (BEERAE ) WIFMES , HSH Amazon KMS IR,
B KMS BHRAE

& A LAfE FAAmazon CloudTrailkR % Z A EAER. CloudTrail 8123 E MK~ # Amazon API
RFAMEAREBHALEINBEXMYS. XEAEXEXHITEBENT Amazon EEEE A, Amazon F4F
RXIBEANMGSTIERENFTE Amazon KMS APl iR, BEXHEEE Amazon REREREM
Amazon KMS K HIER, BAUFAXEAEXGREREERFE , SEEA KMS ZEATE.,
FTiERNERE, BRENSGURIE IP thit, BXEZER , B2 £H Amazon CloudTrail #417 H
£i2% M Amazon CloudTrail AF .

R EEEMIRE

MERNERLMERERLTIABREEETIFNEERTMBENGEE |, SILER AES (BRMEBEIR
) MABER. MBERANEERE -RRERSBANLEYN, XBERBAEEEMIRGE (KMI)

R 29


https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_ReEncrypt.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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K I, Amazon KMS AR IR ERAEMIZE, Amazon KMS £BI1EZH L2 F#EF N Amazon

KMS keys HIRZ4A, BX Amazon KMS IMARENEZER , 5[ Amazon Key Management
Service MZFHEE..

RN EEEM R 30


https://docs.amazonaws.cn/kms/latest/cryptographic-details/
https://docs.amazonaws.cn/kms/latest/cryptographic-details/
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EHE B

EF\EA Amazon KMS | 5012 —4 Amazon KMS key.

IR P EBNE T NAEERER KMS 4], NN KMS ZEAMCIEEIRBRNEANTRE, ES
FEUTES . RENEEZH. FicE. BRNZARY. RRZHAMR , UREA Amazon TR
MRS kKIEE KMS ZRNEABER. EXSFEWTEER : A Amazon CloudFormation B2 &
KMS %40 , AR E RS/ Amazon KMS BEFMEZARBNZIRSEI A

BXUlE, ERANEEEMEREN KMS BHANEE , B2H SHRAREN.

tOH
2 M
T
B}
&

&
38
So
m

I
i
B
i

-
i
B}
i

i
—
o
B3
i

- BANZAZH

« ¥ Amazon KMS keys

« ¥ Amazon KMS keys

+ fF Amazon CloudFormation 812 Amazon KMS &R
« HiBR Amazon KMS keys

« Amazon KMS ZAR AR

BIZEZH

A LAfEAmazon KMS keysH &2 Amazon Web Services Management Console , th A LAfiE
FiCreateKey# ¥z Amazon CloudFormationtER# T8I, FELIREF , BRI LUEE KMS Z4ARE
B OHXEM (2XEHZXE ) URZAMEHRIR ( IAH Amazon KMS HEBIZEZHAME ) .
Bl KMS 45 , XEBMUTEER. BIETLUHEE KMS BANR4AKRE |, o LABER B SUZ R,

AEBNEWNANEER KMS B4, N#NE KMS 2 AT EBXKA Amazon KMS By Z A7 BHHY
BXiH, BALLTE Amazon Web Service HEA It KMS BRI BN RIR. BRNIRINE KMS %47

elkedeanss 31


https://docs.amazonaws.cn/kms/latest/APIReference/API_CreateKey.html

Amazon Key Management Service FERARER

WFEMEE. , S SYMMETRIC_DEFAULT M55, BXAIBHMRBZANAER , FS0 5%k
RZEH.

MRZBZEQE KMS ZARMEE Amazon lRFHFHBEZRNHIE , HRIEXNHMNE KMS ZH, 5
Amazon KMS R Amazon BRFNEAXNHRINE KMS ZARMBENEE, XERZSFZEFE
FIEXH KMS BEARITINE . BXUNMAEHEEZAERN KMS REAKBNBHER , BSH EE -
KMS Z4AKE,

® Note

X KMS BT EMR AN FHINE KMS Z4H, Amazon KMS XIFM# KMS 24, X7
nE KMS 24 ( BRIAKRE ) M1 HMAC KMS Z# , EfTEEXNHER.

LIETE Amazon KMS #5612 KMS 24t , EERNHEE—1MNAAB (KRIEFEMH ) . CreateKey
BETSAH KMS ZHAUERNE. ENFHNRINEN KMS ZHMERR , 5 CreateAliasiRE,
BXTE Amazon KMS R BIEMFMAER , BSH £AME.

REBNENAIEZXNFINE KMS B4, A TRERBZFERE KMS ZHAR A,
212 KMS ARy 8E

KMS ZEHKH .88

X # N4 ( SYMMETRIC_DEFAULT ) the section called “BIEX # 1% KMS Z47”
IEX TRER A the section called “BIEIEX# KMS Z4R”
HMAC #4R the section called “812 HMAC Z4R"
ZXEBA (EfER ) the section called “BI2H S AN BEAM BN E

the section called “BlE & S AW Z A MR E

RZR4R”

SANZERAME (“BFHR -BYOK”) the section called “SE 1 : BIET T HAM BN
KMS %24R”

Amazon CloudHSM Z4A1F & the section called “£ Amazon CloudHSM Z#4R

Tt P 632 KMS #4R”

elkedeanss 32


https://www.amazonaws.cn/kms/features/#AWS_Service_Integration
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KMS #Z4AKH i BA
NHZPEHE (“REECHHER -HYOK?) the section called “FE/ S 240 776 F B8 KMS
THRES .

- ZRIBZATEFRMZBANBIERL |, BEHGenerateDataKeyiRE,
- EOERATNBRE AN KMS B4 |, 5358 012 I KMS B4R,
« E4|E HMAC KMS #4f , 551 62 HMAC KMS 4,

- EFASANZAME ("BEEH ) QIR KMS B , E2H SAZEMES R 1 8IETHEH
HMEHE Amazon KMS keyo

- BOIBESXEFEAREAREY |, HSH LIRS XEEH.

- ZEAENZREEPOE KMS 247 ( BEAMEIER BENEAFM (CloudHSM ) ) |, EZHA &
Amazon CloudHSM 4R F4& 632 KMS %4,

« Ef#HAmazon CloudFormationt&Ex 812 KMS %£4R , i5Z A Amazon CloudFormation A FF 1§
BAWS::KMS::KeyH Y,

- EWENA KMS ZHARNMEREN RN , FSH R IEXNH KMS ZH,

s BEDURENGSITENREAXMER KMS Z47 , £FEHHA ID NEHA ARN, BXFMEA , HS
7] ER %4 ID 40 ARN,

- BXHAT KVMS BHNETRNEL | 20 Bl

£
« B KMS BN XR
« BIEXNHINE KMS 2

B KMS Z4ARY R

BRI AP HER API 812 KMS 248 |, B4MTE IAM policy FEBLUL TR, EARENERT ,
FERAZHERRFINR, Hln , B LE IAM R A ER kms: KeySpec FHZE4AR AT EFTE AR A
B INBRZRA,

BREEFRHANEFEAMN IAM policy BI7RHI | FSH RIFASBIE KMS 24,

BIZ KMS BB MNIR 33


https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kms-key.html
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® Note

BEERFERAETERZNIBHUNR, EdrSRA B AR TFRIELTNEFITERHN
MR, BXEZELR , i5S 1 Amazon KMS ##) ABAC,

« km CreateKey s: Jy 18I,
« km CreateAlias s: EEEEFH & P OIZE KMS 24 , EFESINFHHN KMS ZHBEE—MBIAB,
+ km TagResource s: BEE & KMS ZHBTRINIRZ,

- CreateServiceLinkedRolei@@ am: BEIEZXFH T HRMAFMMLEN. BXESFEE , HS6 251X
ZXHEAH T .

B2 KMS ZE T EE kms: PutKeyPolicy fX PR, kms:CreateKey fIRBIE IR EHI 1A Z A KBEHIR
R, B2 , BAMELIE KMS ZHAMFHARR MBI ZARE S , LB ERET LRI KMS ZHH
A, B—% %R ABypassLockoutSafetyCheckS ¥ , 1B FEVUX # o

KMS Z4AE T eIZ T8 Amazon IKF7, B2 KMS 2409 IAM AP AN BHANEAESE | Bt
MNTA2BzREEANEEBCAMEIE KMS ZHNNR, SEAEHMEER—H K ZACNEEFTEEY
ZEAKREE, |IAM policy RPIRENPR. B2 , #E kms:CreateKey WNRHY F M40 LUk B ¥ 1R 2 4A
Keg , HEBRTECEAREEBHANNR,

RIEXFRINZE KMS %4
& A LLTE Amazon Web Services Management Console 2 £/ Amazon KMS API 812 KMS %4f,

AREBNEMABNEER KMS 248, NFMNER KMS R4 F EBREH Amazon KMS B 2248 41 B 9
B X, &7 LLE Amazon Web Service F A Ltk KMS Z4ARIPIEMN TR, BROIEZHMSERZAN
By , BSH SHRAEZRH,

BIEXIFINZ KMS 248 (#2518 )
&AI LA R Amazon Web Services Management Console 12 Amazon KMS keys ( KMS Z41 )

/A Important

FTEEHNE, ERSIHREFITESVNBZRBRBEE, XEFRAEUNGXAEXBIE
CloudTrail B EF E b H &,

BIEXFRINE KMS %47 34
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https://docs.amazonaws.cn/kms/latest/APIReference/API_PutKeyPolicy.html
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1. &% Amazon Web Services Management Console , fA/a#33 2L T Mt 3T Amazon Key
Management Service (Amazon KMS) ##|& : https://console.aws.amazon.com/kms,

EEk Amazon Web Services X1F , AR EA L AR XIFEESS,
ESMBERD , EREFEEENA.

%32 Create key,

EENIINEZ KMS %48 |, B Key type ( B4AKHE ) i&# Symmetric ( JI# ) o

o M 0D

BXWMATE Amazon KMS 24|48 helZIEXN T KMS ZEANER |, 5 H 2IEIEXTF KMS 247
(BHE ).
6. 7 Keyusage ( A% ) &, B RZIEE T Encrypt and decrypt ( IIZFEER ) %I,

BB L R FRIE MAC REBI KMS Z4AM{EER. , H5H 212 HVAC KMS ZH.
7. BiEENext( FT—%),

B x<Advanced options ( BEIET ) WEZER , BSH SHRAREH.

8. N KMS BZ4ABAGNE. BEEBHTAEL aws/ Tk, aws/ BIZH Amazon Web Services il
B, ATHEENKF PR Amazon TERFH,

® Note

win, MBRBEFH B TR RIELIT KMS Z4AMNR., BXiFHAER |, 55
Amazon KMS 1y ABAC # 5 5 & 2= #I% KMS 2488 17 14] o

AER—NEREN , B UEAERIFA KMS B, BNBUEEERE-1E , ARERELT
YR WHEFERBEHITHE KMS ZHERERNNARER

£ Amazon Web Services Management Console F 8172 KMS ZAREER B, HEMHE
FiCreateKeyi2 Rt , EATRAEMN,
9. (W& ) AN KMS BEABRAMR,

MIE , BRIEFHFAIRA N Pending Deletion = Pending Replica Deletion , BNEATLABE
ERARIERLERIER, EFN,. BEXSMBRAEEFREZANER , BEPRERIRAmMazon
Web Services Management ConsoleDk f£ /i UpdateKeyDescription# 4k,

10. (AIiE) BANRKSEBIN —NAEGEE, EM KMS BZHRMZSMFE | iHiEER Add tag ( AR
Z)o
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11.
12.

13.

14.
15.

® Note

FRICEREUEARIE KMS ZEA TR LA A FSIEL X KMS ZENNR, BXFEMAEER |, H5H
Amazon KMS A ABAC # AR EIX KMS 24881515 o

EFRZRINE Amazon BIRET , Amazon AJERKBRA D EIRE , EHEFRSCEA T ERE R
AR, FrZA T LA KRB KMS B4 TE 1R, BXEH KMS ZPANER |, 55 R frid =4 M
Amazon KMS ##y ABAC,

HIERE Next ( T—2F5 )
EETEE KMS ZHN IAM AFNAE,

® Note

I B4R K BERFEEF Amazon Web Services I X itk KMS B4R T2 12418, th 32 44X
RUKFEERFEH IAM policy BFEHMEAEE KMS B4R, EXEZELR | F
25 the section called “BRI\ZR4AFBR”,

IAM EXRASERAEEKBAEILN IAM AP, MMRATREMFE ARHEIGEZEIER 1AM
Af, BXEZEER , 558 (AM AFERE) ¥/ IAM Z25ESE,

( Wik ) EFEIEEE IAM AF A GRBR KMS 247 |, BEREKIH Key deletion ( Z 4
B ) Eo e |, EBR Allow key administrators to delete this key ( R FZAEE AMIBRILERE ) Eik
o

HiEE Next (T—F ) o
ERAEMFREPEABRHAN IAM ARNAGS

® Note

1 23 4A SR #2 F Amazon Web Services I 3Ttk KMS 4RI T2 244, b2 &14
ARFKFEERFER IAM policy #FHMFAREMBFIREDER KMS Z4ANNE. BX
EZER , i3 the section called “BRIAZZ4A K",

IAM SEXRASMERAEEKBAEIEN IAM AP, MMRATREMFE ARHEIGEZEIER 1AM
Af, BXEZEER , 558 (AM AFERE) ¥/ IAM Z25EE,
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16. ( Ak ) EAI LA R F H Atk Amazon Web Services I~ Fit KMS B4 T NZig4E, itk |, BHE
WEEEBHY Other Amazon Web Services Ik /= ( Hftt Amazon Web Services IKF* ) &5 |, ik
# Add another Amazon Web Services Ik~ ( % 15% —4 Amazon Web Services K ) 5 A
S\EBIK 7 B Amazon Web Services IKF IKFHRIRS . ERMBSNAIBKS, , FEELSRK,

(® Note

BAVINBIKF FHE AR KMS 240 | SMEBIK = 19 B 12 R G101 IR (X L AR TR
IAM policy, BXESEL | B2 AFEAIKS B8 A EA KMS 34,

17. ﬁ*¥ -F_io
18. RMBEEFENBARE. BMATUNREHEXRFMEIRE.,
19. &R Finish ( 5TA ) 012 KMS %48,

BIEXFRINZE KMS 248 ( Amazon KMS API )

&7 LA Fl & CreateKey B 4ER Bl B Amazon KMS keysFiE KR, XL RHIFEA Amazon Command
Line Interface (Amazon CLI) , {BS&a] LAE BEMZ TN EREIES.

/A Important

FET Description = Tags FERAITENESIHREE . XEFERABEUAXALR LN
£ CloudTrail B &R H 24 H .

UTRELBIEZERN KMS 4 |, X 2H Amazon KMS £ BAMBRUAZIFN, £
PN HRMBZR. ZREIELXESH. T, EUEEFEEA Policy ZHIEEZEHARK,
&R LABE R B S A SR (PutKeyPolicy) FRMANLE T |, HIAIHEANIRE, BIE 7 QI IENHER

., ZXE%HA. EESAZAMBNBRHURBEXFRHEFETFHEHR,

ZCreateKeyREFTATEIEESR , BERA LA CreateAliasiREN #1 KMS Z4ARIR IS,

UTREIERHREREEMSHBNERTEA CreateKey BE, KM SERAMERIME. SHUE
—/NBEH Amazon KMS £ R BHAM I FRINZE KMS 4.

$ aws kms create-key

{
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"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
"KeySpec": "SYMMETRIC_DEFAULT",
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1502910355.475,
"Arn": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"AWSAccountId": "111122223333",
"MultiRegion": false
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

1,

WMREFHH KMS BAEEZARKE , M| CreateKey NAMNRIAZARB TR TEEERESS
IR KMS Z4A 84251 & N A R RINZ A KA.

fitn | thGetKeyPolicy#R{EH A IREICreateKey EAMNZAK, R T T KMS Z4MH
Amazon Web Services Ik HBEINERE , HF ARFE R KMS 247812 Amazon Identity and Access
Management (IAM) &, BXx KMS 4889 IAM policy MZ4A KAV IEME R |, 5SS 1Y Amazon
KMS H) 5 £33 i F0 17 5] 122 5l

$ aws kms get-key-policy --key-id 1234abcd-12ab-34cd-56ef-1234567890ab --policy-name
default --output text

{

"Version" : "2012-10-17",

"Id" : "key-default-1",

"Statement" : [ {
"Sid" : "Enable IAM User Permissions",
"Effect" : "Allow",
"Principal” : {

"AWS" : "arn:aws:iam::111122223333:ro0t"

I
"Action" : "kms:*",
"Resource" : "*"

1]
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}

£ F 5l &

Bl & = Amazon KMS key IR IFE . BN , 518 A FEN KMS Z4A5IAR test-key , A2
1234abcd-12ab-34cd-56ef-1234567890ab,

&7 LAfE Al 3 5 FEAmazon KMS#2#I &, B AEF & DescribeKey#1E ( B0 E n crypt 1 ) 4RI
KMS #4f, GenerateDataKey3| & A FEEREBRMNIAB] Amazon HEXF 4, XL KMS ZHMNBIA

£ BH aws/<service-name> R, a0 , FHTF Amazon DynamoDB B Amazon £ & X &4
WBIE N aws/dynamodb, ERAISAATIEE KL BB #RE |, HlanE5IE e0in L5 B S350 &
o

BB T LAARYE KMS ARSI B A FFIEL 7R KMS 4 , MAEBRBRENEERN, LIER
Amazon KMS X E T E MR 7R #%H (ABAC) W —EB2. BXEZEER , B5H £AR B EHEX
KMS A8 1517,

BRI HEER B T ERENE RSB RN KMS BRIANED, B AUEENKBES THE
ML, Hlan , RREFEAF BRI BEBE KMS 24 , #AEREEHR KMS B, EXMERT ,
REFH B EHM KMS BHAXEKEIT, BFFEERENRE,

BB EIBER S EARE Amazon Web Services X35, FEFAHEBNRB. ESIMXETREZEFHEEN
HalE , HEENNBESEXEFN KMS X, HRBESMXGHETH |, 31286 BAZXiE
FXEXE KMS 4R, BXT0l , BSRENAREFRER A

Al LA{E A CreateAliasAPI 2 {# H Amazon CloudFormationt&#x fEAmazon KMS1Z &l & R KMS 22
HEERNR

Amazon KMS AP| Rt EMNK A MXEP BN TLES. APl BFECIESIE (CreateAlias).
EEFIEMBIE ARN (ListAliases), B 5 5IEXEKH KMS B4R (UpdateAlias) LA K il Br 3l &
(DeleteAlias) HiR{E, BXREAZMERESEEINBN RG] , 1S the section called “FEHABIA",

UTHRRABYETHRESEER

« BX KMS Z4ARRAF ( BIEREB ) WEE , BSR ZHARIRE (Keyld)o

« BxfEHAmazon CloudFormationt& ik i KMS Z4A I BB #HEY | 53 M Amazon
CloudFormation i F#8EAWS::KMS::Alias# Y,

- BEREBERE KMS ZHRAXRBKNABNHEE , F5H EXRFIBH5HE ARN
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FRARER

- BXRAINBNRFREFMSHEHEXN AP BRENRREANESE , HS5H B,
- BEXEAZHERESUENEENZN G , H2H FAE.

ES

=

A

buji|

TH&

23 A

- ENAEFPERASE

o FEHIXS BB R TR

- EARBEHEX KMS B/

- & Amazon CloudTrail B &+ # 5 &

g
S0

X TF5l#&

T R B1E1E Amazon KMS RHER AR,

B8 23K Amazon &R

AETR KMS BHANEM. SN ERTHRETSFMEXIKN KMS 241, BRIA KMS &
YR E K RREHE  EHEHEM KMS BAAXREK, EEETUMERAE , MA 2 KEK
By KMS B £ A%E, B2 , MREBER KMS 248 , MLMBRSZ KMS B4 XEBREIFRE 5

Ao

RIETE |IAM policy RIEEERNBEN TR , MZREEF5IABE , MARKEKE KMS =4,

BB WERTERX

HERIEB BN , BEERB. Amazon KMS £ K& 612514 ARN,
« 5% ARN 2H —#riR5IE# Amazon Resource Name (ARN)

# Alias ARN
arn:aws:kms:us-west-2:111122223333:alias/<alias-name>

« FEBEMERS MAEXEP R/, £ Amazon KMS APl # | BB BFMIL L alias/ H

BI%. LBIZRTE Amazon KMS 12§ & P& R,

# Alias name

KT AA
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alias/<alias-name>
514 T2 84
BB AR UM N AR ERTE CloudTrail BEMEMAEF. FTEENBBHPIEVNERBR

1% =|
(=R Y]

BB —IRE—1 KMS B XER
BB KRE KMS BAAT T B — K/ M X,

O] LA BB 54 E Amazon Web Services IKF X AAWEME - EEHHXK, BER , B
FBIE S Amazon IEE N ZR4H KB,

flan | teListAliasesHi i E Rtest-key Bl BRHFE—N B8 KMS ZRHHXEK , ZE4H
HTargetKeyIdE M &R

{
"AliasName": "alias/test-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/test-key",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1593622000.191,
"LastUpdatedDate": 1593622000.191

}

Z 518 AT LLER — KMS B KBk

Flan | B LU test-key M project-key B&ER—1 KMS Z4A<Ek,

{
"AliasName": "alias/test-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/test-key",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1593622000.191,
"LastUpdatedDate": 1593622000.191

3,

{
"AliasName": "alias/project-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/project-key",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1516435200.399,
"LastUpdatedDate": 1516435200.399

}
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Bl B FE K 7 A X35 AR A R HE — Y

Bl | EEBNKFAXEPRER - test-key &, NBEXDKRNIE , BEREXKNELFEH
MBI B REZ HE. ETREXRBNBEN. BR , BRI & HERRFEEHEIEHIE

EA U EFRN XS ZEGHEBRIEIE,
Bl | WU LEXERD (FEELILER ) E finance-key BB , ERUM (2XRE ) HE
finance-key 3l&. M 3BHNFEHEXITFH KMS Z4AMEKE, WREMNNRBEIA alias/

finance-key ZEMABEN , BAUESIMXEFETE. EEMNXEHF , eEATEHN KMS
ZH, BXEZER , BoR ENARFFEARE.

R LLE 5 5 & REH KMS #4A

& 7] LA Al % UpdateAlias iR /EI$ B B 5 24t KMS B4AM Bk, HIt0 , R finance-key BIHE
1234abcd-12ab-34cd-56ef-1234567890ab KMS Z4A<Er , S LA EHITERH , FfHS
0987dcba-09fe-87dc-65ba-ab0987654321 KMS Z24H < Bk,

B2 , H8 KMS ZHAFMFHH KMS AL =HRINEE (ELBEXNHH , ELEI2IENTHE
ELHE HVAC ) , A EENHMEEHEN A% (ENCRYPT_DECRYPT, SIGN_VERIFY
5t GENERATE_VERIFY_MAC ) » UtBR#ITTR5 LA BB AB P HIEIR, NRAXTTEE
SHMRBWZREREK , HEREREXE , WA ABBRHEHRCIED A,

B KMS B8 B 7R
HIRE Amazon KMS #2415 el KMS B4t | BATMAEREEFHIE. B2, £H
ZCreateKey#R{EQI 2 KMS 2408t , FRERIH. WA, BE A LUEAUpdateAliasiRERE NS

A& RXEREY) KMS Z4 |, A 1ZDeleteAliasiRERMERAI B . Rt , HL KMS ZHAATEREZ 3!
B, BEAREAENE.

Amazon TE& Yk F e 22 51 B

Amazon TR F AR Amazon FEE XN IR B, XEHREE alias/aws/<service-
name> XM B R , Bl alias/aws/s3.

BL Amazon BB &E KMS %4, XLETENHZEEEEFHRERRSIME Amazon £ER
4R KBk,

£ A BB RR KMS Z4A

EMFERREF , BUUFEAREHHE ARN KRR KMS 2
4. DescribeKey#l, GetPublicKey ( 1158 KMS Z4A{ T A R# Amazon Web Services Ik F°
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o, B mEREZES ARN 5518 ARN, ) BIETE KMS Z4EH M Amazon KMS B4+
B RIRIREF. BXETA Amazon KMS APl BEENBREZHARRAFTHNER , BZH Amazon Key
Management Service APl £Z /) KeyId S ER,

BT BEEA BB B IR BB ARN RFRIE IAM policy FH KMS 240, EREF R EZHI3 KMS 247
B 5 RIABR |, A k ms: RequestAlias B k ms: ResourceAliases &4 %4, BEXEZER |, 1§
2% Amazon KMS /) ABAC,

BEHE B

BIASTUGE, EENNKRIE. LETAEHHE , 65 BREHESHM KMS B
B,

23

. pIz23)
. BEEBIE
. EFBIE
- BIBBIE

Iy

e
& A LATE Amazon KMS 2§ & =i £ A Amazon KMS API 21ERBIZ R &

BB AIMA 1-256 NERHNFRE, CRETEFFHRFTFERH. ERUL (). TRE () FEFR
(-)o BEFEEZPANHBBHTBELUTF L alias/aws/ ko alias/aws/ BIBREIIEHE Amazon
REAZSH R,

IERBARFH KMS ZAHIM AN KMS ZHAGIE R &, SRR , AEET B NNAEFFE
R E KMS &4,

SRR (EFE )

HIR7E Amazon KMS 25l & H 62 KMS Z4rt , BXTAFHH KMS ZACIERE, ERIE KMS
ZHACER A | FEM KMS BRHFAEETE LR Aliases ( 318 ) ‘I,

1. &% Amazon Web Services Management Console , fAJ/5E3 S T Mt 3T Amazon Key
Management Service (Amazon KMS) # &l A& : https://console.aws.amazon.com/kms.
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2. EE X Amazon Web Services X1ig , & AR EA L AN XE%ZEE,

3. ESMERT , ERFFREEH. BLEEE Amazon REXER = Amazon HENE K5l
Bo

4. TEXRP , EF KMS BEANEL ID MalE. AT, £ KMS BEAFAFEETNEL |, EF
Aliases ( Bl& ) EI~,

MR KMS ZHEFZM IR |, MERFH Aliases ( 318 ) NLER—MBIEN— I IERHE , f
mBMnt). ERFIEREFEREHEA KMS ZHAFHAFSENE LM Aliases ( 318 ) BT+
o

5. 7 Aliases ( 3% ) &M F L , i£$F Create alias ( BIRHIE ) - WABNBZEH , RF%ER Create
alias ( BIZ3IE ) -

jlll

/A Important
FEREELFRAFELENERHRAERS . WFRARKUANAIFERXE RE CloudTrail A&
A E At P

(® Note

RER alias/ 81k BHELRNEEIHRM, WREHA alias/ExampleAlias ,
SBREV B BFF R alias/alias/ExampleAlias,

I 5B (Amazon KMS API)

E0|E5H |, EEMACreateAliasi®F, SEEH AP EIE KMS ZANIRFE , ZCreateKey#RET
LRFH KMS B4R ERB .

/A Important

TEENFEREHPESVEZIHBRBEE., LFBRUELSUAXAER ERE CloudTrail BEFME
% H

BRI LAEA CreateAlias BENZEINZWE KMS Z4ABIER B, B aLiERA CreateAlias
BERINZRMBMEMINAE KMS B4R REFHONEZHNRERMBIE,
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£ Amazon KMS AP| i&#Ed | BIB B4 AEL alias/ FFk , BR—1BF (Bl alias/
ExampleAlias ). BIBEKSMN KEHHARH—HN, BEERCEFEANIE , BE
FListAliasesi&fE, BBBMX D KNE,

TargetKeyIdA LA 2 4EE Amazon Web Services X1 RIEMAE I E ZH. EFRIR KMS F4 |
EEAEZ ID HZ48 ARN, BFEEARS -1 alE.

AT RIS 612 example-key B8 , HRESEEN KMS BEAMXE, XL RGIERA Amazon
Command Line Interface (Amazon CLl), EXFEAZMEEZIESHTA , HSREARIE.

$ aws kms create-alias \
--alias-name alias/example-key \
--target-key-id 1234abcd-12ab-34cd-56ef-1234567890ab

CreateAlias FREfF HitH, EEEFEFHHE , BFEH ListAliases BE, BEXEZER |, 55
% &F 5lH (Amazon KMS API),

B A

7B EREEB B VMR B Amazon KMS ##|4 i) KMS %48, & A LAEAmazon KMSTZ &l & i E
FiListAliasesiREEE KMS BN AIB . ZDescribeKey#R{EIREl KMS ZEAMEN , EFaERE.

BEHNB (#FE)

Amazon KMS 24 AT EFIEEZ4AM Amazon EERZ4A TEHIETRSEN KMS Z4A<BH 3
HBo BETLET KMS MBI B E R, HEFMHE KMS 241,

THEH Amazon KMS #HAEGERROIKFHNEFAEZATE LW S, MEMR , B KMS
ZHEENR

MR KMS ZHERZ 5 |, U Aliases ( 318 ) HKER—ITHIBEM—PABRHE (Bn D)o
AEMEERE KMS ZHMXBKAEMAEHE , URIEM Aliases ( 318 ) T~ LK KMS BEHH
A& E RV,
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~
Aliases
access-key (+1 more)
finance
RSA-4096-Encrypt
RSA-4096-Sign
project-key

L

v

B KMS ZANFHAE S E LR Aliases ( 3% ) I +FE R Amazon Web Services Il H X
HHE KMS Z4ANFTE B BB B BF A B R ARN, EBH Al LUEER Aliases ( B1& ) &M+ 6125

ZRBBBIE.

EEHK KMS ZEANFTE R BB FMEIE ARN |, iFFEH Aliases ( 318 ) &I+,
. EEEET Alases ( 318 ) ®EIF LK Aliases ( 318 ) Fls | ERFNEZRHE (BMn ). XY

Key ID v

1234abed-12ab-34cd-56ef-
1234567890ab
0987dcba-09fe-87de-65ba-
ab0987654321
1azb3cad-5e6f-1a2b-3cdd-
Setfl1aZb3cdd

1234abed -09fe-87dc-65ba-
Se6flazb3cdd
0987dcba-09fe-34cd-56ef-1234567890ab

1a2b3cdd-5e6f-87dec-65ba-
ab0987654321

KMS ZHHEEZ M 38N , TLETRIIBERHE,

o HE , EF KMS BEANBIBHER ID (XFHF KMS ZHNFAEERE ) , AFEE
Aliases ( BlH ) kT F. XLEET R General configuration ( EMEE ) TH To

TERERT R KMS Z4Af Aliases ( Bl1H ) ‘I,

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Key policy Cryptographic configuration Key material Tags Public key

Aliases info

Q
Alias name
access-key

project-alpha

Alias ARN

arn:aws:kms:us-east-1:111122223333:alias/access-key

arn:aws:kms:us-east-1:111122223333:alias/project-alpha

Create new alias

1

EEAA
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B LABEA BB IR 5] Amazon EEXNHHA , Wk R~ Amazon £EXZ4A WEHFP MR, Amazon F£&
NB4 NBBBAREBLUTHER : aws/<service-name>, Hl# |, EATF Amazon DynamoDB #
Amazon EERZ4A HWBIE H aws/dynamodb,

Amazon managed keys (9)

Q

Alias &

aws/dynamodb
aws/ebs
aws/lightsail
aws/rds

awsfs3
aws/secretsmanager
aws/ssm
aws/workmail

aws/xray

EE 5B (Amazon KMS API)

ZListAliasesi®EIRE K 7 F X5 A 51 BB 51 B FM B2 ARN, #HEE Amazon REXNZ MFE
FREZPWNIE. Amazon TERF W BHRELEEKR aws/<service-name> , Wl aws/
dynamodb.,

Z00 B Al REIE BIERE TargetKeyId FERIBIE., XL R Amazon ERIEE M KRE KMS 44X Bk
MTE X 5BIE .

$ aws kms list-aliases
{
"Aliases": [
{

"AliasName": "alias/access-key",
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"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/access-key",
"TargetKeyId": "0987dcba-09fe-87dc-65ba-ab@987654321",
"CreationDate": 1516435200.399,

"LastUpdatedDate": 1516435200.399

"AliasName": "alias/ECC-P521-Sign",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/ECC-P521-Sign",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1693622000.704,

"LastUpdatedDate": 1693622000.704

"AliasName": "alias/ImportedKey",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/ImportedKey",
"TargetKeyId": "la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3csad”,
"CreationDate": 1493622000.704,

"LastUpdatedDate": 1521097200.235

"AliasName": "alias/finance-project",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/finance-project",

"TargetKeyId": "©987dcba-09fe-87dc-65ba-ab0987654321",
"CreationDate": 1604958290.014,
"LastUpdatedDate": 1604958290.014

"AliasName": "alias/aws/dynamodb",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/dynamodb",
"TargetKeyId": "0987ab65-43cd-21ef-09ab-87654321cdef",
"CreationDate": 1521097200. 454,

"LastUpdatedDate": 1521097200.454

"AliasName": "alias/aws/ebs",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/ebs",
"TargetKeyId": "abcdl234-09fe-ef90-09fe-ab0987654321",
"CreationDate": 1466518990.200,

"LastUpdatedDate": 1466518990.200
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ERIESHE KMS ZAXBKMFTESIA , BFEA ListAliases BRENTIE KeyId 8. Keyld &
HRA KMS ZHAMNE ID HEZH ARN,

I RBIZRENE 0987dcba-09fe-87dc-65ba-ab0987654321 KMS Z4AX BT BRI B,

$ aws kms list-aliases --key-id 0987dcba-09fe-87dc-65ba-ab0987654321
{
"Aliases": [
{

"AliasName": "alias/access-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/access-key",
"TargetKeyId": "©987dcba-09fe-87dc-65ba-ab0987654321",
"CreationDate": "2018-01-20T15:23:10.194000-07:00",
"LastUpdatedDate": "2018-01-20T15:23:10.194000-07:00"

"AliasName": "alias/finance-project",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/finance-project",
"TargetKeyId": "@987dcba-09fe-87dc-65ba-ab0987654321",

"CreationDate": 1604958290.014,

"LastUpdatedDate": 1604958290.014

KeyId ZBARABERF , BETLUEAREE SN IEERIERAL

f5lan , LA Amazon CLI a3 5 {X3REX Amazon EE R Z4H WHIH.
$ aws kms list-aliases --query 'Aliases[?starts_with(AliasName, “alias/aws/ )]’
flan |, LT S1X3IRE access-key Bl&. ABEBMX D KNE,

$ aws kms list-aliases --query 'Aliases[?AliasName=="alias/access-key']'

L

{
"AliasName": "alias/access-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/access-key",
"TargetKeyId": "0987dcba-09fe-87dc-65ba-ab@987654321",
"CreationDate": "2018-01-20T15:23:10.194000-07:00",
"LastUpdatedDate": "2018-01-20T15:23:10.194000-07:00"

}
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]

ERTH A

HTAERMUNRTR , RItER L E RSB &R KMS B, il , R test-keysl&E—
N KMS B4R Bk , M AT BAE A ZUpdateAliasiRERESHM KMS BAXEK, XRFIHHR KMS Z
PAMAEXEBAMBNILEEZ— BERLER KMS B4 |, BUEF— KMS ZHA THRIR
HNAEFIEEATERN KMS Z4.

IRTTEIE Amazon KMS B EI AR EH BB, B, BREEME A UpdateAlias ( AEMEMbIRE ) B
WBBEEH. EEXINBEHN , BRBRHFHE , REN KMS ZHBEHN BB,

BB, H8l KMS ZAFF KMS R LM A ERERE (AN, EXFHH HMAC ) . Ei1iE
AR E MBI BB AL (ENCRYPT_DECRYPT, SIGN_VERIFY 5 GENERATE_VERIFY_MAC ) ,
1Lt PR 5l AT By LE 32 AR 3 2 R A EB BN 22 48 iR

AR R e EAListAliasesBERE Rtest-key 3l & H ol 5 KMS Z4£AHH%
Bx1234abcd-12ab-34cd-56ef-1234567890ab,

$ aws kms list-aliases --key-id 1234abcd-12ab-34cd-56ef-1234567890ab
{

"Aliases": [

{
"AliasName": "alias/test-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/test-key",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1593622000.191,
"LastUpdatedDate": 1593622000.191

}

ETR , A UpdateAlias BENE test-key BB KEE KMS Z4AE RN KMS Z4A
0987dcba-09fe-87dc-65ba-ab0987654321, EBAEBIEEHAI XN KMS %4 , REREH
W (“BFfr" ) KMS B4, ABEMX D KNE,

$ aws kms update-alias --alias-name 'alias/test-key' --target-key-id
0987dcba-09fe-87dc-65ba-ab0987654321

ERIIFENEREEE BT KMS B4AXE , IEHRMEA ListAliases 4. % Amazon CLI 5%
fEMA --query ZHRMIKE test-key BlH, TargetKeyId M LastUpdatedDate FERFEH,
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$ aws kms list-aliases --query 'Aliases[?AliasName==alias/test-key']'

L

{
"AliasName": "alias/test-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/test-key",
"TargetKeyId": "©987dcba-09fe-87dc-65ba-ab0987654321",
"CreationDate": 1593622000.191,
"LastUpdatedDate": 1604958290.154

}

]
il B 31 5

&1 LLEAmazon KMS#E &I & Rl BR B2 , A LAE A DeleteAliasigESRMIBR B2 . MIBREI B 28 ,
BHRRINEAREH. RARRSE FTEEEKREN KMS 247 , BE AN EANBNEANARER
EREE, MRERMWBERTIE , B EEEHERMNHIE , FHESHBEH BN KMS
4R ER,

WMRIEMIBR KMS 24, MR E1Z KMS ZHAXBKBAERE.

MRS (245 )

E£ Amazon KMS #2418 #IBREIE |, EFER KMS Z4ANFMAEERE LK Aliases ( 318 ) &I
Fo BALA—IRMIER— KMS ZHHZ 1518

1.

& F 3| Amazon Web Services Management Console , A/5i833 LA T Mut3TF Amazon Key
Management Service (Amazon KMS) 2 & : https://console.aws.amazon.com/kms,

ZE & X Amazon Web Services XiF , EFEARE A AN XiFkiESR,

ESMBERD , EREFREER. BT EEE Amazon HERXE4 I Amazon HEN R K3
Bo

TERP , EFE KMS AN ID MAE. AfF, £ KMS ZAFAFEERE L |, &F
Aliases ( Bl# ) ‘T,

MR KMS ZHEFZMHIE |, MKRFH Aliases ( 318 ) NLER—MBIEN— I 3IERHE , fI
mBEMnN). ERIEREFERERHEA KMS ZHRFHAFSERNE LM Aliases ( 318 ) BT+
o

£ Aliases ( A& ) EW <L, EPERBRE BB ZLNEIRE, AGIEFEMRBR.
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fiBR%IE (Amazon KMS API)

EMIRRBIE , EEMADeleteAliasiRE, IRE—XBIBR—1NBIBE. HBBEHXDKXNE | BRIEHM
WA alias/ HI&.

Bl , LTS HER test-key BB, WS TRREEMAHE,

$ aws kms delete-alias --alias-name alias/test-key

ERIRERECMBR , iSfEMAListAliases#E, LT ap A Amazon CLI F#Y - -query SER{X
JREN test-key BB, MW HMWZEFESRR ListAliases MEUFAEE test-key 5lB. EHRE
5, BEA --output text SEHME,

$ aws kms list-aliases --query 'Aliases[?AliasName==alias/test-key']'

L]

R R A Bl A

RO LAER BB ENAREFRIBHERTR KMS %4, Amazon KMSHIZzEFHKeyIdS
#DescribeKey, HMGetPublicKey#ZZ 31& 518 ARN,

fflgn , LA GenerateDataKey s R fEMABIA B FF (alias/finance ) KRR KMS B4, BB
IEE KeyId %ﬁﬂlgﬁo

$ aws kms generate-data-key --key-id alias/finance --key-spec AES_256

R KMS Z4AZF A REH Amazon Web Services Ik F | A TIEIX LR 4 6 2548 ARN =3
& ARN, EA5IE ARN B |, iH121F KMS 451 & —EHE KMS Z4ANKFFENY , HEAES
MNXIEF P ARESBMARE, BXEHSIEZ ARN WEB) , F2050 X 3B 318 ARN,

f5lzn , AR GenerateDataKey i S EATERAEKS FH KMS %41, ExampleAlias 3& 518
EIK P X F e E KMS 248 <8k,

$ aws kms generate-data-key --key-id arn:aws:kms:us-west-2:444455556666:alias/
ExampleAlias --key-spec AES_256

BlEZHNRRBARRZ—EEZ/ Amazon Web Services X5 F=TH N ARFER, Hli0 , BAfeE —
ANMEA RSA JEXFR KMS Z4AHITER MBIV L RN ARERF.
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- EXERD (HBEX ) (us-west-2) KA , BEEMEA arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab.,

« EFRM (X R1E ) (eu-central-1) Xigidh |, BEEMFH arn:aws:kms:eu-
central-1:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321

o FEMAH#X ( FINEK ) (ap-southeast-1) XA , MEEMFEH arn:aws:kms:ap-
southeast-1:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4d,

BRNESNXEP O ETEMRANNARR |, A UERAFHY switch BN SMXEEZERN
KMS %4, BESIMXEFEZERMEENBRBENNINRERSEZ, BidE , ABBHXD KN
B,

aws --region us-west-2 kms create-alias \

--alias-name alias/new-app \

--key-id arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

aws --region eu-central-1 kms create-alias \

--alias-name alias/new-app \

--key-id arn:aws:kms:eu-central-1:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321

aws --region ap-southeast-1 kms create-alias \

--alias-name alias/new-app \

--key-id arn:aws:kms:ap-
southeast-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad

R, ERBOEANE, YRBESMNKEHETN | BRI ARXABEHEEY KMS B4, B
o, ABISEA RS BHIEMA Sign B

aws kms sign --key-id alias/new-app \
--message $message \
--message-type RAW \
--signing-algorithm RSASSA_PSS_SHA_384

BR , 3B TRAHENRIEF N EEM KMS BHXBHRK. EXHERT  NARFZIRAERS
BEMRIUELHR/AY , EURFEERCERETIB.

ERELEXR  FEERTFERAEELENRAEBFFEANNBNNIR. BXESZER  H5H &
HX 5 B BT E
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XN FHEZ A Amazon Web Services X, RIMZEHFEHRARERF , BELNMNHMEBRS R , 2818
Amazon Encryption SDK,

2B Bl & By U3 A

PEREXA BN, WA B REXEKN KMS B4, Hit , BRI BNERALAEEN 518 M
AR M KMS B8 3 2 RENRR, BB ERAZEHAKR,. |IAM policy MBEAREMIX L
R,

(® Note

BHEEETERASTERENI SRR, BUFSRETUAFRIELER B EER4H
WALER., BXIEMMER , 25 Amazon KMS S ABAC A1 B I Z 2 4I% KMS B389

BXREBHIFIFTE Amazon KMS I2ENHRINVER |, F5H NESZE,
RIZEMEE R BZNRBEON TR,
kms: CreateAlias

EQRRE , ERAFZTER AR MEX KMS ZHB TR,
- BBH kms:CreateAlias., TEMIINEIRTFRIZERBMZEIE AR IAM policy IR AR,

AT ROIREEE AIE Resource TERFIEEREF B, ER , BAUIHZ 518 ARN HiEE 5
BB, flntest”, LIETLIEE "*" B9 Resource EU AT ER ALEK S M XE A 0|2 E [ 5]
B, BRI BNNREALNTZENKS MX BB RRN kms: Create* R,

"Sid": "IAMPolicyForAnAlias",
"Effect": "Allow",
"Action": [
"kms:CxreateAlias",
"kms:UpdateAlias",
"kms:DeleteAlias"
1,
"Resource": "arn:aws:kms:us-west-2:111122223333:alias/test-key"
}
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« KMS Z4AH kms:CreateAlias, WINRMAERARERENFZHREZIRE 1AM policy F12
3,

{
"Sid": "Key policy for 1234abcd-12ab-34cd-56ef-1234567890ab",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/KMSAdminUser"},
"Action": [
"kms:CreateAlias",
"kms:DescribeKey"

1,

"Resource": "*"

}

2R BABE A SRR BRI AT LA S 31 B R BR B KMS 4R, filtn |, S A BAE A k ms: KeySpec %4
ZEARAFEFEAMIEIERT R KMS B340 LRI BIE . BXRET LA FREIX KMS B4R RN
kms:CreateAlias IXPRIRHRBRTEIIK , iHSH Amazon KMS LR,

kms: ListAliases

EHHKFMXIEANEE , ZEALTE IAM policy FEE kms:ListAliases PR, HTFULFRE
ST ARE KMS 285 B RETLx , AURBEHRERTENESLTN "*",

Blan , BUF 1AM policy B AR FEEAFIHIKS M XF PR KMS 24 M 318 R R,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms:ListAliases"
1)
"Resource": "*"
}
}

kms: UpdateAlias

EFEUSHBXREN KMS B, ZERAFTE=ZANRAE . —METHE , —MNBTHA KMS &
#H, 5—1MHTHHE KMS B4,
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Bl | RIZEBEER test-key B BMNEEE4 ID 1234abcd-12ab-34cd-56ef-1234567890ab #Y
KMS B4 E 3 EBZ4A ID 0987dcba-09fe-87dc-65ba-ab0987654321 ) KMS #47, FEiXfpiER
T, BERERUTAED P REIRREE,

« BB kms:UpdateAlias, EAILATEMIINEIZFE AR IAM policy FRIRALLENBR. BAF IAM policy
EET—TMEENE. B2, BULSHEZ /58 ARN HIEESBER |, Hli0 "test*", &iE
ATLA$ERE "*" Y Resource EUAWERAZK A MX A EFHEMBIE

"Sid": "IAMPolicyForAnAlias",
"Effect": "Allow",
"Action": [
"kms :UpdateAlias",
"kms:ListAliases",
"kms:ListKeys"
1,
"Resource": "arn:aws:kms:us-west-2:111122223333:alias/test-key"
}

- YA E5BREKHN KMS Z4AM kms : UpdateAlias, LRRAMERARBEREMNFARBEEIRN
IAM policy iR,

"Sid": "Key policy for 1234abcd-12ab-34cd-56ef-1234567890ab",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:user/KMSAdminUser"},
"Action": [

"kms :UpdateAlias",

"kms:DescribeKey"
1,

"Resource": "*"

}

- BEFHER B KRB KMS Z4A/ kms : UpdateAlias, WINPRSMIEFRARBRENZARKE
REY 1AM policy iR,

"Sid": "Key policy for 0987dcba-09fe-87dc-65ba-ab0987654321",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:user/KMSAdminUser"},
"Action": [

"kms :UpdateAlias",
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"kms:DescribeKey"

1,

"Resource": "*"

}

B A E RS ETE UpdateAlias BIEFRBEIE P —NHFE N KMS B4, Bl , ERIER k ms:

ResourceAliases FHBHRATERANREBIRKMS ZHEEERENBN T EHINBE. BXRET

LA FRR&IX KMS Z4A %R RM kms :UpdateAlias BB ZHRBTEIIR | 28 Amazon KMS X
BRo

kms: DeleteAlias
EBRBIE , EIEAZTER R FMERX KMS ZHH IR,

BEAE—® K ERFERABRTRONRE , BRZIEERE. B2, HEREIET2WXEKNY
KMS 4, BRAXARSSHKBBENNARFHIAHRE  BMREREMERT & , ETAERR
e TR

« BBH kms:DeleteAlias. FEMHINEISFMIERBIE HIZEIEAR IAM policy IR ALHAR,

BAR R R B E ATE Resource TRHPIEERR. BR , BRI HZ 58 ARN RIEERBIE
X, W "test*" | BIETLUEE "*" B Resource B , A RIFEIE AMI BRI 7 1 X 35 & B9 1E 47 51
=

{
"Sid": "IAMPolicyForAnAlias",
"Effect": "Allow",
"Action": [
"kms:CreateAlias",
"kms:UpdateAlias",
"kms :DeleteAlias"
1,
"Resource": "arn:aws:kms:us-west-2:111122223333:alias/test-key"
}

« XERHY KMS M kms:DeleteAlias, WAXPRAMIERLAREE R ENZHREEZ KA IAM policy
iz,

{
"Sid": "Key policy for 1234abcd-12ab-34cd-56ef-1234567890ab",
"Effect": "Allow",

X Bl & #95 F] 57



Amazon Key Management Service FERARER

"Principal": {

"AWS": "arn:aws:iam::111122223333:user/KMSAdminUser"
},
"Action": [

"kms:CreateAlias",

"kms:UpdateAlias",

"kms:DeleteAlias",

"kms:DescribeKey"

]I

"Resource": "*"

BR 5 1) & A PR

HBEIRA KMS ARt |, WAl LAE A KU RIESIBIBANPR, B0 , LLT 1AM policy f2 Xt 45 E K~ #
Xig i) KMS Z4 TR B RIE. B2 , ©FEA k ms: KeyOrigin 42473t — 35 PR HI3T 4R Ry
KMS %48 9 X BRAmazon KMS,

BRETLATRHN KMS AR R 3 B NROFZAHRTEIIR , HZ5 Amazon KMS R,

"Sid": "IAMPolicyKeyPermissions",
"Effect": "Allow",
"Resource": "arn:aws:kms:us-west-2:111122223333:key/*",
"Action": [
"kms:CreateAlias",
"kms:UpdateAlias",
"kms:DeleteAlias"
1,
"Condition": {
"StringEquals": {
"kms :KeyOrigin": "AWS_KMS"
}
}
}

BREERRANBNRBEETREAZER, EERFZRATUEENFR |, BFEREEX S
T EEY IAM policy B A Resource JTERME, Hl , LA TREBAAFZIEACIE, FHHMIER
Amazon Web Services I FlX i R HIFEAT 5B |, BRIEFI B L Restricted FFk,
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"Sid": "IAMPolicyForAnAliasAllow",
"Effect": "Allow",
"Action": [
"kms:CreateAlias",
"kms:UpdateAlias",
"kms:DeleteAlias"
1,
"Resource": "arn:aws:kms:us-west-2:111122223333:alias/*"
},

{
"Sid": "IAMPolicyForAnAliasDeny",

"Effect": "Deny",

"Action": [
"kms:CreateAlias",
"kms:UpdateAlias",
"kms:DeleteAlias"

]I

"Resource": "arn:aws:kms:us-west-2:111122223333:alias/Restricted*"

}

{5 A 2l B 2 HIX KMS ZHB 15 [

BRI LARIEE KMS ZR4A % BRAY Bl B k=415t KMS B4R ARl Rt |, B A kms: RequestAlias H
kms: ResourceAliases & %43, LINAER Amazon KMS X & T B #1582 4] (ABAC) B —ZB %

kms:RequestAlias RHRETERFHA B A TRIELI KMS B4 TA
B, kms:ResourceAliases £HEBETE KMS Z4AXBHI BB A FRIEL X KMS ZR4AR9A ],

IXLETEER RVFEBET 6 A REIE A/ resource TEH M EKIFIR KMS B4R, HBIER
resource TEMNEN , KEFNATHERER , MARARSHIEKNEM KMS Z4H.

® Note

REMBENERRZARERE 5 2 AR EF ELIE KMS BARN, RIENERARELTE
APl BERE TR , REF 2R,

2R B B 2 HIX KMS ZHAMN L RNRE |, FERUTER

« EABERBIFENREFINFERK, XA IAM ZERARFHIIXNZAEANERR KMS &
ANFENR, flm , EAEFRATIHEN KMS B, AR FHME AR XERTEMA 314
By KMS BB R,
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- EENZIEARM kms:CreateAlias, kms:UpdateAlias B¢ kms:DeleteAlias PR , LA
AR M, FENBRTE, HEERAR BRI KMS ZRNHEN , BEXABATURFERA
FERMITEENRERAN KMS ZAMNNR, SRATLHELNHMBFREARITEHIEMREN KMS &
AWIENE,

- BEFEH Amazon Web Services Ik PEHBIENERERIEMAENR (MELE ) WERA. T&
EERZARBGLNERIUN RN ZEAEE & o] AREIX KMS Z4AWiGR |, siiR 2t ENEES
o

Flan | EHAEZAEERPNRIABHAREIIEN kms : CreateAlias, kms:DeleteAlias #
kms:UpdateAlias PR, IAM policy ATREL R FXI &K Amazon Web Services Ik~ FFTE KMS
ZEAR B BINPR, a0 | AWSKeyManagementServicePowerUseriE BRI RIFEFEAGIER, MIBR
MFEFFE KMS 24518 , ERARTFNH#ITERR.

- EREKBTINBNREZH , FEFLEH Amazon Web Services Ik~ F1#) KMS 48 LM BB,
FRRENREICERATERETENRE. FHACloudTrail HEMCloudWatch BiR iR BB A EEAIRE
FIMEH KMS ZRIHRMNRABIBEER. I, ListAliasesit Rt BIFFT N 51E K012 B EIF LR
FH A,

- ABRBEXUHEAENEER ; ENTHERNENEEXS,. ERAETIHIENRHRNERSE NS
BXTENFEFIENAENE. MERBRAEHIESKERZMFCTENAE , WiZFGEENAT
B, BB IERE 8.

kms:RequestAlias KU BKH TRIEBFERPHABIBEMNSIE, kms:ResourceAliases RH4HEE
RTFE KMS ZEAXEBKNEE , BMECIIREREBFRSP,

kms: RequestAlias

EFRRERPH KMS ZREAMBIE , AFHELI KMS ZREAME R, B EZARKR IAM K
B& B 55 F kms: RequestAlias &4 %4, BEATFEBERFBEH B BIFIR KMS ZARVRE | BlNEE
{EDescribeKey, FGetPublicKey, ©X Bl BIEMETLM , HlilCreateAliasmkDeleteAlias,.

HEEAREP  BEINRENTNBBWER. EFREESE ARN,

Bl |, LT ZRARBKIBOATFZIEAL KMS B4 LEREENIRE, NRREERERSZE TN
KMS Z4A#9 alpha BI& AR

{
"Sid": "Key policy using a request alias condition",
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:ro0le/alpha-developer"

I

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"StringLike": {

"kms:RequestAlias": "alias/*alpha*"

}

}

}

UTREBREXANREERGHRRM. BR , EARH ID, B ARN HEEM BN FERFE
ERESMN , BMEXEERRT AR KMS 24,

$ aws kms describe-key --key-id "arn:aws:kms:us-west-2:111122223333:alias/project-
alpha"

kms: ResourceAliases

ET 5 KMS Z4AXBM BB AYFRIEL A KMS B4 , BMEERFARFEABIB L2, kms:
ResourceAliases ZHBAATEBIEERNBHIBEN |, flialias/test* , XEFER A LAE IAM
REDPEATREFHNE—XiFH 2N KMS ZANHREINER, X TFEA KMS 248 EM Amazon
KMS #EF K.

flan | AR 1AM policy BiFZEEATEF N Amazon Web Services Ik FHY KMS %40 L &2 Bz %48
B, BR , ZABRGEATEFF LR restricted BB B HXEK KMS Z4A,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AliasBasedIAMPolicy",

"Effect": "Allow",

"Action": [
"kms:EnableKeyRotation",
"kms:DisableKeyRotation",
"kms:GetKeyRotationStatus"

1,
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"Resource": [
"arn:aws:kms:*:111122223333:key/*",
"arn:aws:kms:*:444455556666: key/*"

1,
"Condition": {
"ForAnyValue:StringlLike": {
"kms:ResourceAliases": "alias/restricted*"

kms:ResourceAliases XU R ERNEZRM , MARIERNW, Ak , RIEEH B IFERMATLFZ
&4

UTREIER (FEECERSE ) HRERME.
$ aws kms enable-key-rotation --key-id "alias/restricted-project"

BR , TEANRHBEREHEZSRYE , SIREREEN KMS Z4AEELL restricted FLH5IH , BIfE
ZHBAREFRFPFEH,

$ aws kms enable-key-rotation --key-id "1234abcd-12ab-34cd-56ef-1234567890ab"

B Amazon CloudTrail BEF R BIH

& T LAE A 5l B R 7~ Amazon KMS APl B{EHH) Amazon KMS key., ZHEHITILERME

B, KMS Z4AK 518 MZ40 ARN Fi2 REZHH Amazon CloudTrail BEZREBH, 3B ERE
requestParameters FE&H., %4 ARN £ 7R1E resources FEBH., BIfF Amazon RS A &K
FHEy Amazon EERZH th2Mik,

BN, BUT GenerateDataKey i R fEMproject-key sl & &R KMS #4.

$ aws kms generate-data-key --key-id alias/project-key --key-spec AES_256

S ER1EFHE CloudTrail BEFE , BES%E SEAEARISEER KMS 243/ 5] & ME 4 ARN.

"eventVersion": "1.05",
"userIdentity": {

#4 Amazon CloudTrail B &F R 314 62
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"type": "IAMUser",
"principalId": "ABCDE",
"arn": "arn:aws:iam::111122223333:role/ProjectDev",
"accountId": "111122223333",
"accessKeyId": "FFHIJ",
"userName": "example-dev"
},
"eventTime": "2020-06-29T23:36:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.205.123.000",
"userAgent": "aws-cli/1.18.89 Python/3.6.10
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.12",
"requestParameters": {
"keyId": "alias/project-key",
"keySpec": "AES_256"
I
"responseElements": null,
"requestID": "d93f57f5-d4c5-4bab-8139-5a1f7824a363",
"eventID": "d63001le2-dbc6-4aae-90cb-e5370aca7125",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

B X 1E CloudTrail B & ig%Amazon KMSEREMIFMEER , SR ER Amazon CloudTrail 183
Amazon KMS API B A,

EEEH

& LAEF Amazon Web Services Management ConsoleE, Amazon Key Management
Service ( Amazon KMS ) API REFS/NK - MX I HE Amazon KMS keys , BiEZBITEEN
KMS 4 LA % Bl Amazon FEE K KMS %48,
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&

- ERFIATEE KMS B4
- f£F APl & KMS 4

- BF KMS ZHNMBEE
- ERZHH ID MFEH ARN

- BEEHIEMBAE ARN

rEEFIEPER KMS ZH

£ Amazon Web Services Management Console® , JAEF ZK - M XFFH KMS 25 RUAK
BN KMS ZHNFAEE.

(® Note
Amazon KMS ##|A 4 EREEECHKFMXEFAMBEEENEN KMS 41, Hit
Amazon Web Services IKF R KMS AR STERFAFRET | BIERIAEEE. EBAME
AR, EEEHMIKS T KMS 240 , EEADescribeKey#{E,

ES ]
- SMEIBRHER
=1

- SMEIRPBEHER

o WEH KMS ZBEA# AT HEF ik
« &R KMS B EFEHEER

- BENXEN KMS 4%

ShERAR
RAERTEBNKFFMXEHE Amazon KMS keys, 8122 H KMS Z4AH Amazon RS R B8 EH
KMS 24 , 2315 EFRRS,

1. &% Amazon Web Services Management Console , fRJ/a#id 2L T Mt 3T FF Amazon Key
Management Service (Amazon KMS) #2# & : https://console.aws.amazon.com/kms,

2. EE® Amazon Web Services X5, , A TEHA L AN XEIERSE,
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3. EEFLAKFHEHCAUENEENZ , BTESMERKP %R Customer managed keys (& F
RE®H). EEFEK/, P Amazon FEFIRIENEENZS , BESMEKFIERE Amazon
managed keys ( Amazon EERZE ) . BXTRFXEN KMS BEAMEER , 15 H Amazon
KMS keys,

® Tip
EEFRDHEH Amazon EEXEH , i5FEHA Customer managed keys ( EFHEEZ
£/ ) mE.,

Amazon KMS 2#HI A E R THRFPNXBHHW B EX ZRFHE. SEBENERERTO
B KMS #Z4 & R1E Customer managed keys ( EFREER4 ) REA L. BXEENE
AEHENER  BZHRBEENERTFM.

SEZEHFAES

K M X B = Amazon KMS key 838 —MNEMAEETNEH. FAEEREH I~ KMS BN E
ARET S , HBEATENRAFREENEERANNBE BN ZAREWET <, BEZFHAX
B FAEEREETREEHE Aliases ( 518 ) . Key material ( 48418 ) . Key rotation ( 2475
#2 ). Public key ( 2E%4A ) . Regionality ( XiZit ) f Tags ( #5% ) LW+,

ESME KMS ZHNBRHEFEAEE R,

1. &P Amazon Web Services Management Console , fR/5E33 LA T Mt 3T FF Amazon Key
Management Service (Amazon KMS) ##|& : https://console.aws.amazon.com/kms,

2. EE® Amazon Web Services X1 , FHEATEA LA XEEZEE,

3. EEFLAKFHECAUENEENZR , BESMERKD %R Customer managed keys (& F
RE®H). EEFEK/, P Amazon FEFIRIENEENZS , BESMEKFIERE Amazon
managed keys ( Amazon EERZE ) . BXTRFXEN KMS BEAMNEER , 15H Amazon
KMS key,

4. EAZPREMEENE , BEZHRYD , EE KMS ZHNEH ID H5lH.

WR KMS ZHRBEZN AR, AIERHE (Bin ) FEEP-IBIEBNZLE R, ERFNEHE
FEEHAZAFAEETELED Aliases ( 318 ) ‘IR,

X IER KMS 4R 3t 175k M I ik
NTERMMERG EPER KMS 24 , I ANBARITHFNHE,
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B

BRBBRBAFHESF , X KMS ZHNFIERTHF. LIRS RFWRE KMS ZHRATHE
FF , BIE KMS B REREHEIRRT Lo

AT HEF R PRSI B FRRED M EILIE R, £ Amazon RER 4 TUH L , B LR Aliases ( 5!
# ) % Key ID ( %47 ID ) #EF. & Customer managed keys ( %F‘ﬁ 24 ) WEL , TR
Aliases ( 315 ). Key ID ( 4R ID ) = Key type ( AR ) HITHEF.

EEFFHS  FERIGE  EEFkA L, BEREFEY , BEREIRE , EESXE T, —
RRBER—FIHERF

Bign | ATLURIRE ID BVAFX KMS BHETHRF (MARRINRENSIE ) -

Amazon managed keys (11)

Q 1

[l
S
&

Aliases Key ID ik Status

S {81E Customer managed keys ( B EEZE ) WEH LI Key type ( BHHRE ) LIAFI KMS
BEABITHERR |, TEENHTBABE REFMENHBLE ZA0,

TR

B LA BB KMS R4 B ESFEIFIE KMS 240, BiESENMNATRIPHNFEN KMS &
48, B KMS AR B REYEIRA L, BEFRXD KNE,

TEIERESRHIE T AIHENE M. £ Amazon RERFHR WEL , ATURGIAMEL ID #HITHE,
£ Customer managed keys ( EFEE®R4 ) WAL , TlRBIH. #40 ID. BAXBBEMHNIR
ZHEAITIFIE,

- £ Amazon RERFH WHE L , TEURFIB MEZH ID #HITH%,

* 1 Customer managed keys ( ZEFHEZFR ) TEH L , IREGE, F&. Z4 D, HHAXRHE
MR M 1T,

EREMERTRIE  FARRKASKMA. BEEN  RAEMKEGEEEENSIRPHITERRE. ERR
BHATIFGE , FRFIAER  RAEMKEREEIRFHTER, EREEMIGSRE , AR
AEHHE D EEENIREE, ERHERZE , FEIEROTRE,
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Flan | EERHNBBFHAITE aws/e B KMS Z48 |, ERRIHIERE |, & Alias (BB ) , BA
aws/e , AAFF1R Enter 5 Return RINFFIESR 4,

Amazon managed keys (11)

Q Aliases: aws/e|

Aliases

Aliases: awsfelasticfilesystem
Aliases: aws/febs

Aliases: awsfes

E1E Customer managed keys ( B EEH4A ) TE LN E RIENT KMS 40 , BREHEKHY
B | %R Key type ( BEARE ) , REERR Key type: Asymmetric ( AR : EXH ) . XNHE
feRH AN KMS BHART , F &R Asymmetric ( JEXH ) W, HIRBIFEXH KMS 5
PNEZEER , BSH 15 3EXNH KMS Z4.

Customer managed keys (10)

Q, Key Type:

Key Type

Key Type: Symmetric

Key Type: Asymmetric

ENERZXEZ4A , 1B Customer managed keys ( EFEER ) WHE L | B IHEE |

%% Regionality ( XiZitk ) , AAFI%E Regionality: Multi-Region ( Kigit% : ZX13 ) . Multi-

Region (ZXE ) RN BERFEESZREFARNTLE R, BXIBHNZXERANESE
, B EFEZXEER,

EREERER KMS 24 67
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Customer managed keys (10)

Q, Regionality: |

Regionality

Regionality: Single Region

Regionality: Multi Region

REMEERTRE. EREREERENRIH KMS B | BIEERHEE , ERRZE , ABME
ERFSEPHRITIERE. EATUBALHHMOIREE,

ERNRBEFERTEMERENME KMS #4i, ER , EFETHE, EEEFEHRE , BiER
KMS ZAME4A ID 518 , AREHFMEESNELIER Tags (#5% ) &+, ABETRE
General configuration ( FMEE ) 2 T

WIFEEZGRNEERIBINEE, EF2BENBAGRSIBINEAGSERKE KMS &
o BEREFAIBOIRSRBERIERZ |, BEAListResourceTagsiRERRENTHIRSH KMS %
Hl, AEERENREIESWIREINE. BXTHl , S FListResourceTags: REX KMS Z4A L HY

Customer managed keys (17)

Q, department;

Tags with key "department'

department: marketing

department: support
ERRNAE , FEMEEFRASIBHBIAE. %A ID. BRXREIHER, (EFERSRE,
BAUERREE ) . EMHERZ  BEIERNTK,

fin | BERERERFAREBEPE test B KMS B, FEMEEFRA test, MR2KE
IR SRAFFIERER KMS 2, EXHERT |, test RETERIBEMEF.
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Customer managed keys (10)

Q test

Aliases: test-cks-key-1
Aliases: alpha-key-test

Aliases: ebl-test-2

IR LAR BHE A Z AR IR SR, NMEMBIRESZAR , BT EREBIEZERN.

Customer managed keys (10)

Q
Alias: "test" X ‘ | and ¥ Key type: Symmetric X | ‘ Clear filter
and
Alias or [ Y Status
and not
or not

LR KMS ZH1FHAER
B KMS ZHMNFAFE S NEHDE TS KMS ZHNE M. ZNESE KMS ZAREmMBEE TR,

EEREXR KMS ZANFMEE |, i57E Amazon £EXE4 = Customer managed keys ( BEFHEE
4R ) WE L | %8 KMS B4 51 & 5547 1D,

KMS ZZ4B Y% 4015 S T 23F General Configuration ( EMEE ) #2 , EFER KMS B4 E

AEM, TEISEAUEFENERE KMS ZHABEMNG®RITF , fIMNZFAKE, MEBRE., 5, BAM
A (WNTFHEESAZAMBN KMS 247 ) . BRI (N TXHRMNE KMS %47 ) . XEH (N T
XiE#EE ) RABER (N TFIERNFEKMS 4 )

EREERER KMS 24 69
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KMS Customer managed keys Key ID: 0987dcba-09fe-87dc-65ba-ab0987654321

0987dcba-09fe-87dc-65ba-ab0987654321 Keyactions v || Edit |

General configuration

Aliases Status ARN
key-test Enabled arn:aws.kms:us-east-
1:111122223333 key/0987dcba-05fe-

Description Creation date 87dc-65ba-ab0887654321
- Nov 06, 2018 15:11 PST

Key policy Cryptographic configuration Tags Key rotation Aliases

Cryptographic configuration

Key Type Origin Key Spec Key Usage
Symmetric AWS_KMS SYMMETRIC_DEFAULT Encrypt and decrypt

UTHIRERT FHAEREDPNFER , SFATFPNFR, HPREEFREEREL RERD 5]
R,

Al &
& : Aliases ( BlH ) ‘&I

KMS BRI B F. A LA 5 B HRiRE A M — L Amazon KMS APl 9 KMS %4, &
REZER , BSH FHAE,

Aliases ( 31% ) W+~ E ~5 Amazon Web Services /= FMXEFH KMS 247X B T A 3l
Zo

ARN
{I& : General configuration ( FMEE ) 22

KMS #4A# Amazon Resource Name (ARN), Lt{EME —FRIR KMS 241, EaLAE A EIR 5
Amazon KMS API #EH K KMS &4,

TR

RANAEVFRAGHRECEEIEZABHAEM. NIATEAENFHEFM T CE KMS Z4H6t
hFRI2ET.

EXHFERENEE , 3 Amazon KMSAPI 3#£ ConnectionState R # .
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tIZEH

{Z& : General configuration ( FMEE ) B2
KMS Z4ARY 012 B EAFIEt Al MEE RARFZFHARMETE, B XFEETXE,

5 Expiration ( EI8 ) FE , RIB{UENZ KMS %47 , mIEHZHAMHE,
CloudHSM £2% ID

{IiE : Cryptographic configuration ( I ELE ) £+

BE KMS BN ZHAMBIE Amazon CloudHSM SR ER ID, NAEEHENZAFRE P IE
KMS ZHet , WFERFIRE R

IR iEE CloudHSM B £ ID , ©E43TFHF Amazon CloudHSM $2#| & ##Y Clusters ( 5£8f ) WH,
BEXZAEH ID

{I& : Cryptographic configuration ( INZEE ) £+

B KMS RN B EXFAFMEN ID, XEBHELBRAFMTE KMS Zfnt , KFRSF 2

T TRo

MR%ERBENZAEM ID, MALTE Amazon KMS 25| & F3TH Custom key stores ( B TE L Z4A
%) WH,

BEMBATHEN
{IiE : Cryptographic configuration ( IZEE ) £+

BE KMS RN B ENZRFRNEN. XAEAELERFETEE KMS ZHnt , kFRIT 2

7o

BEXBRHFHRE

{Z& : Cryptographic configuration ( INZELE ) EIF
ETRBENEAFMHERE Amazon CloudHSM Z4A#FE |, dRINBERFMR. NEEBENERT
i alE KMS Z4et , WFBRF2E R,

iR

{Ii& : General configuration ( FMEE ) B2

B LURBENBERN KMS ZAMNEE, TEER, ERNBREFEFLRERANER | BiEF
General Configuration ( EMEE ) L5 # Edit ( %5 ) -
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&&=

{I& : Cryptographic configuration ( INZEE ) EIF

S AT7E Amazon KMS 15 KMS Z4 —2 AN MEBEE. XX Key type (BEAEKE) K1
Asymmetric (X} #5) B Key usage (247 F7%) 7 Encrypt and decrypt (INZEFFEE) i, kFET 2
£ Re BX Amazon KMS XEHHNMBEZWEL , H2H SYMMETRIC_DEFAULT Z4AHEH
AT mEMFEZN RSA ZHAL.

NS

{I& : Key material ( Z4A41% ) %I+

KMS AN ZEAM B AR B ARt A, LFBRANENEES ANBAMEN KMS ZHER |, 1
B , fXH Origin (J& ) 8 External ( AAEB ) B KMS Z{ANZAM B EEIHRT , LFEFLE
o

S\E8E4A 1D
{I& : Cryptographic configuration ( INZE & ) £+

BNEMEAFEPH KMS BIAXKMINEZ AN ID, WFRIGER THRRAFE P KMS &
o

HEBEZRIRES
{Ii& : Cryptographic configuration ( INZELE ) £+

AMBHAFEAERENE KMS BHRAXKNINTZANRIORS. WFERIGERTHABEZAF6#
FH KMS B4,

ABEZARR

{Ii& : Cryptographic configuration ( IR ELE ) £+

#E KMS ZAXBKRMINTZA LBRANMEZERE, LFERNERTHSZAFEPH KMS Z4.
A R G

fIiE : Key policy ( Z4AKRE ) LI+

HI3T KMS 243 2K IAM policy MR MFE. B KMS BAEME—INEHEKK, E=HE—N
BEMRN TR, EEREFREERPANZIRE |, 157 Key policy ( KRR ) I+ LikF
Edit (4% ) . BXEZER , 155 the section called “ZHBIE",
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{IiE : Key rotation ( AR ) EIF

BRANEZRAEFEE KMS ZHPHNZAMBESRIR, EEREFEEXBANBHARIRRKRES ,
E{E A Key rotation ( BRI ) BT+ L EEE,

BITEBRARER Amazon EEXFH FHRAM BRI, Amazon REXEZNR SFEHRR—
Ko

& : Cryptographic configuration ( I EE ) £+

KMS Z4A R 24 MBI B, Amazon KMS X#E3I#N2 KMS 4R
( SYMMETRIC_DEFAULT ) . FRKEH HMAC KMS Z4A L% B8 FEKE RSA B4 KMS
FHNMEETEMENMEMEFTH. BRXEZER , H5H ZHNT,

AR

{I& : Cryptographic configuration ( INZEE ) £+

R KMS 42 Symmetric ( X#5 ) &2 Asymmetric ( JEXIHR ) K,
BEARAE
{I& : Cryptographic configuration ( INZELE ) £+
R KMS Z4A 7 Al TEncrypt and decrypt ( tNE M % ) . Sign and verify ( & FMIIE )

= Generate and verify MAC ( £ H I MAC ) » BXEZEER |, SR B4R ZE,
Origin

{IE& : Cryptographic configuration ( IIZEE ) kI F

KMS Z4AM ZAM B RIRE. BRER .

« Amazon KMS , ¥t3} Amazon KMS 4 B B9 2348 #1 #1

« Amazon CloudHSM , $%f Amazon CloudHSM Z24R 174 K9 KMS 234A

« External (4858 ) , $FX S AN EHAME (BYOK)

- External key store ( H\EZAFMH ) , XA SEATFE PR KMS 4]
MAC &%

{Ii& : Cryptographic configuration ( IR ELE ) £+
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5| AT Amazon KMS #15 HMAC KMS %4 —REMAN MAC &, NEZHANEBRE HMAC &
BAMSE (HMAC_* ) B , lkFBRFT 28R, HBX Amazon KMS X#H#H MAC BEENEE |, S
HMAC KMS Z4ARZ AT

i

{IiE : Regionality ( XiZt# ) T+

RN KMS ZHRZXEER. BRNAFTUAERALBIFEREIN S —MIXN S XEE
flo XY KMS ZHARSEFEEEN , LFBFT2ER.

NEZ
{IiE : Publickey ( 2 E®4H ) LI+

ERFEN R KMS BN LB HH, ERNAF JMERLETFEH N TH LB HH,
Xt

fZi& : General configuration ( EHELE ) 32 # Regionality ( Xt ) &M+

ERKMS ZAREXEHHH, ZXEFR , ERZXHEIAEH, X2 KMS BHARZXEAEH
B, kFRFI2E T

FRE 2 XE A

{IiE : Regionality ( XiZt# ) T+

ERFFEMRXZXEERMEARE , B8 KMS B4R XE KMS BRARZ XERHAR , kT
BRI SRR,

EERNMAXNZXERARD , RNAF T SACIEFE B A ZH,
Bl A #4R

{I& : Regionality ( Xigi# ) &I+

R KMS BHARZXFHEIAZEH, NE KMS BHARSXFRIAZEAN , LFRTLETR.
EHEE

{Ii& : Cryptographic configuration ( INZEE ) ET+

5| H AT Amazon KMS 5 KMS B —REANERE R, X Key type (BHREE) B
Asymmetric (XI#7) B Key usage (43 F7%) 7 Sign and verify (& MWIE) i , FEBEFT2E
Ro BX Amazon KMS XEHNZZEENER , FSHATEENME IR RSA Z4AMTMMEE f
LEPEN,
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Status
{ZE& : General configuration ( EHEE ) 2

KMS Z4AN BERS. BUUEMNZRERFER KMS B4 |, a2 RN Enabled ( ER
A ) it BXEBAN KMS BHRSHIFAHEREN ATAE KMS 2 L2THRENET |, H5H
Amazon KMS ZAH ZIRS,

BE
I : Tags ( F7% ) ®EIF

HiR KMS B4R TR EYN . ERMBER KMS BEAMIRL | 7 Tags (/5% ) &+ Lk
Edit ( %% ) -

EFFRZARINE Amazon BIRE , Amazon TR BRADEIRE , ERZEaSCA T ERBERA
RAR, FRA T LA REZBHIN KMS B4 TE 1R, BXEH KMS ZBANER |, 55 R Fric &4 M
Amazon KMS ## ABAC,

HENIEH KMS B4R

A LA B E Y AE Amazon Web Services Management Console & 'R1E Amazon B R %4 M
Customer managed keys ( EFHEHE ) THFPHNRFKAEENER, BUUNESNTEHLEERER
Hl. Amazon KMS keys FYE & ( Page size ( WE K/ ) ) AR AT, FMERNEEREEIAG
®RE, AETHFTENEFRNA,

EAE N KMS BAXR

1. 7E£ Amazon EE N %4 =} Customer managed keys ( BEFIEEF ) THEL , EBTEA LAY
RiERFR

(® )
2. 1f Preferences (Hi&M) MHE L , EBEENEHEIRE , RFEE Confirm (F1A).
BERMEA Page size ( REKX/D ) REKREMEBNNEHLEERH KMS ZARE , LHIALBEEFEA
2 TR RZE,

/TE’J?&E?UT%‘EI?E ELABURKFPMXEFH KMS Z4AREMT, TRIBHET —E2UMNE
Eo BXRIWIER |, FSR IR KMS Z4FEAE S,
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EWH KMS BAREE

WA L LBEN KMS ZAXRFETRNT | MEERFTEMN KMS ZAMEXER,
Amazon £ E R %4

RIAERT , Amazon EERXZ4 RE R Aliases ( 315 ) . Key ID ( %47 ID ) # Status ( IR7 )
5, XESIEE T RSEERRH,
FFINEE KMS 224A

MRIAFEAEE Amazon KMS 4 R ZEAM RIS FRINE KMS %48 |, B84 Aliases ( 3l
£ ). KeyID (Z41ID) ., Status ( #RZ ) H Creation date ( BIZZHH} ) IR HZRBE AN,

IEX#F KMS % 4A

MREAIENFE KMS B4, BBARR Aliases ( 317 ) . Key ID ( 248 ID ) # Status (RS ) 3z
S\, TEER Key type ( B4AER ) . Key spec ( BEAME ) M Key usage ( BHRAZE ) Fl, X
LEIPFER KMS B4R MRERIENHHN, BAMBER UK KMS BZARATNELERE
Fo

HMAC KMS %4

MREA HMAC KMS 47 , BBABR Aliases ( 3% ) . Key ID ( Z4f ID ) # Status (R7& ) 3z

S\, T ERI Key spec ( AT ) M Key usage ( BEFE ) 5, XLEFHE R KMS A2

AR HMAC 41, B TRZERZAICREZRAEX KMS B4 THEF |, B FEA BB FRERIR

Bl HMAC #4A , AAJSEA Amazon KMS 2§l & B I % S 4 Th BE R Bl B AR 3 1T I ik o
SANZHRAME

MREH KMS ZHEF S ANZHAME , HERZRM Origin ( 3KJR ) M Expiration date ( Z/Hi H
H) 5, XEFPFE R KMS ZHEFNZEAMB RS ANIER Amazon KMS £ |, AR ZHAM R
fAIBTEIHR ( WRHE ) . Creationdate (RIEBH ) FBRETRT KMS ZANCIEZBH ( F2EEH
MR o« ZFBRTEINZAMBERISE,

B E X 417 PR Z4A

MREPE B ENLFATFEPH KMS 248 , iEZE RN Origin ( KR ) F Custom key store
ID ( BENZHEM ID) 5, XLEF|REP KMS ZANTEENFHAEMD , EREENFHAEMR
XKH  HFREENBBAEM.

%X %4

WMREBFZXEZY , BE R Regionality ( Xigitt ) 5, XER KMS BHAREXFEH, £
X5 , ERZXFEIEREZER,
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£H APl & KMS %48

BRI LAE A Amazon Key Management Service (Amazon KMS) APl & KMS %40, A&5 &R/ L
REIME KMS ZAEMESMIRIE, BbRHIEA Amazon Command Line Interface (Amazon CLI)
BERAUEREAZZFENERRIES.

£

« ListKeys: 3RERFrE KMS 24819 ID A1 ARN
DescribeKey: JREVE X KMS ZHMFHAER
GetKeyPolicy: JREUH N EI KMS 2247 B 2550 3R B
ListAliases: 3REX KMS Z 4K 514 A ARN
ListResourceTags: 3REX KMS Z4A L IR

ListKeys: 3RERFFE KMS 24789 ID 1 ARN
ZListKeysRELIRE MK - M XFHFTE KMS 24319 ID F Amazon BIREFR (ARN).

Flan | XARS LlstKeys BENEASREZEMKS REN KMS 2488 ID #1 ARN, BXERAZ
FRIBIESWRA , FSEIRE KMS 248892348 1D 12248 ARN,

$ aws kms list-keys

{
"Keys": [
{
"KeyArn": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
},
{
"KeyArn": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab@987654321",
"KeyId": "@987dcba-09fe-87dc-65ba-ab0987654321"
I
{
"KeyArn": "arn:aws:kms:us-
east-2:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad",
"KeyId": "la2b3c4d-5e6f-1la2b-3c4d-5e6fla2b3c4ad"
}
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https://docs.amazonaws.cn/kms/latest/APIReference/
https://www.amazonaws.cn/cli/
https://docs.amazonaws.cn/kms/latest/APIReference/API_ListKeys.html

Amazon Key Management Service FERARER

}

DescribeKey: SRENE & KMS Z4ARFAER

ZDescribeKey#BRFREI A XIEE KMS BN FMRES . B4R KMS B , BEAZEYH ID. B
ARN. 3|&B#