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« ¥ Amazon Redshift {#E€ E R I EIES| A Amazon Glue Data Catalog — [ ##E E I AR
Amazon Redshift if E ZERERH , AR EHEERPUESLEKEE R,

& 0] LAME F1E{T 5 Apache Iceberg REST H 3% OpenAP| HISEs# A &5 B3R5 H S EIE | 4
i 5 EMR Serverless f 5% Athenao

BEXEZER , B2 FI D% Redshift H3E5| A Amazon Glue Data Catalogs

o MAZBEIBREXS T #IE R & — 8 Amazon Glue EBGHIE B FE IR |, FH O
& B FLAEH Lake Formation £EF EBHIFEEN HRINRE., TENFTHEETERHER X,

BXEZER , B0 KREENASEIEBESF Amazon Glue Data Catalogs

« ¥ Amazon S3 REMBEIIER FREK — B LUET Lake Formation 25| & = £ A Amazon
Glue APIsf Amazon S3 RIEEABEB IR REMMEE |, HFiZB FEM I Lake Formation FidE
NE,

BEXEZER , HSH EF 82 Amazon S3 % B 5 Amazon Glue Data Catalogo

- BIZBFUBEEHKREE XPHILS# Redshift & — & B B A 6E% B AT AL B # Redshift 8285
£ 83 Amazon Redshift HERE | BRAEHAKEE RLUBNEE L S Redshift &k, BE , &7
LA glue:CreateCatalog API ]2 Amazon Glue £EE B , th AT SO B FREIEE N Red
Amazon Lake Formation shift , 1 A] LUBI R B FRKEiRECatalog source}y Managed Red
shift REIEFEE B F.
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https://docs.amazonaws.cn/lake-formation/latest/dg/bring-your-data-overview.html
https://docs.amazonaws.cn/redshift/index.html
https://docs.amazonaws.cn/redshift/index.html

Amazon Lake Formation FRARIER
BXEZER , B2 £F BT % Redshift £& B 3 Amazon Glue Data Catalog.

+ ¥ Lake Formation & Amazon Redshift ZiiIEHZE K — (£ Lake Formation £ EE Amazon
Redshift BHIERZMHRIEE. K. FIMTRINBRRE , HESAFPNBEELZEANRKBIHGIE,

o JFHIER FEETABTBIELE — £ Lake Formation Amazon Glue Data Catalog £ F 44 &5
THELELLEE Amazon S3 FEIEEN HENE. THEFTBBEBIRIHER P,

BREZER , BEH EEXNEANBTFENEESENR,

- J¥ Lake Form Amazon ation & Data Exchang e £ X — Lake Formation 3@ i 0] i [A] &R B9 3K
#& Amazon Web Services Data Exchange., MR&EHGXEMIR1E Lake Formation ZIERYIF A |, S
% {Amazon Web Services Data Exchange AAF#§/) H# {42 Amazon Web Services Data

Exchange ? .

Amazon Lake Formation : T{ERIE

Amazon Lake Formation £t T xR EIEEEE RS (RDBMS) INREER  AFEFIECEXNHIER F
BIREV T RIXPR , 207 Amazon S3 HEBEEMBBENEIEE. XM, ZTEEMN Lake Formation
BEREVR T £ 28 Amazon S3 126 KBS A R K IAM KRB

£ Lake Formation & , & a] AEE AN B SRR -

« WEHIFEBFRR (Bl , BHREMK ) 58 5Lk T HITERFINER
« RRERSIEBEIE Amazon S3 174 8 E 5t 33z Y 17 6 5 R AR
Lake Formation tXFRE ¥ TR

Lake Formation 5% #7 5|2 &5 , LAZEH 2 1E Lake Formation F5EMEY Amazon S3 #IE 174 T 2K
E3IR, TEIHEA T Lake Formation PR EIEM THERIE,

THERE 5


https://docs.amazonaws.cn/redshift/index.html
https://docs.amazonaws.cn/redshift/index.html
https://docs.amazonaws.cn/data-exchange/latest/userguide/what-is.html
https://docs.amazonaws.cn/data-exchange/latest/userguide/what-is.html
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Administrator sets up permissions on
resources: databases, tables, columns,
rows, or cells —and registers the

locations.

Lake Formation provides two layers of permissions enforcement: Data lake administrator

* Metadata layer — Data Catalog
e Storage layer — Credential vending

1 Get metadata ? 2 Check permissions
” V

AWS Glue AWS Lake Formation

Temporary credentials Data Catalog 3 Get credentials
o

[ | =@

User Amazon 4 Getdata |

Athena (or any other engine)

Amazon S3 bucket

Lake Formation NREB X ES R

HIEHEEAREEEENRNAFREREE N NIEEZRAFPREBUAFRIELFER Lake
Formation fXFEiIAAIZRIEE £ K , Z2/5 , Lake Formation J7 A2 St X3 3 34 B BB RV i [ 3 4

AR  BEIEEANEEAZRNAF,OEFAFPRFIEREE ZBEITEEFNKRL Lake Formation X
R , HHiZ&M Amazon S3 L& F M E| Lake Formation #,

1.

RETHE —ZREA (AP ) OERS 512 ( HlLS# Athena, Amazon EMR = Amazon
Glue Amazon Redshift Spectrum ) R &EHDH ETL BIA&, EX D E5IZBARBEEEFERPEK , H
FaBEERRERHEB F

. RENR - BIE B ZKRERAF# Lake Formation PR , MRAFPENHRIZE , NESF AT

RPEENTHIERELSSIZ,

CREVEM — BIERA RAEHS5|Z | ZKREEH Lake Formation B2, MR EMBIEC/E Lake

Formation F3EM} , M2 475124155k Lake Formation @33 32 I B 177 18] £ PR SR 12 $x3E 175 181 £
PR

REVEYE - WRAFARIGREIZEK |, Lake Formation fF 12 A5 S£ 5% 20 #7 5| Z2 AV Im B U5 [B) A PR . @I

ER GRS 5 IR , 24T 5|ZE WM Amazon S3 FREVBIE | AMITHLENTFE , Fl5], THETHE
ik, HEIEBTRELRE , EARERERSHF., KEEMNFTIEES,

MRZEXTZH Lake Formation B , N D5 LE#EED Amazon S3 #HITEZXRAR. RE
2% Fx Amazon S3 FEBEREEA IAM AP REHT G UBERE IFHREE.

Lake Formation fXfREE TER 6
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MM IAM policy B , FRFRERE IAM REXK. BXEZER , H5H (AM B EE) +
1AM & &REXREK.

£

- THBIENR

- FRGRIEE

« Lake Formation FHBEKFHERL=

TR

Lake Formation 2 AtXI 53E B R RIXM G RIZES. X 1AM BENERAREHTHIEE R API A
i, BEEFRARITERAFHOBENR , #ABURERAFENGEN THE. fln, mEE IAM AR
BEHRBEERIN -1k, HEBETZACHRSIAFHIT GetTables B, ML RHEEFES
AR, MRBFRIE—IEK

ZRINIZE - IAMAllowedPrincipal AR

FIAERT , Amazon Lake Formationf X PR B BB EM RN RIZE N —NE R
IAMAllowedPrincipal WE#IH, ZHIM—F = , RERTE Lake Formation #,
ZIAMAllowedPrincipal A BEMERET IAM £ AKEEF Amazon Glue %R E B 77 R 54E B %
TRE IAM ZFEA. TRHNBEEIRFEUNR , WFRFAEEEBRIZBEEIRHNR,

MREAARENBIEER RO EFAMONER , BB IAMALlowedPrincipal XPR , Z/5 Lake
Formation 5 H|SRESZHBIEFERRAKWATEEMER, Sl , MRFEATHF, AFEH
DESCRIBE S RiFRIZIEEE A WIKEE , # B IAMAllowedPrincipal #EEMANER , MAF A ¥
ML ITAT A H1big4E , EZ) IAMAllowedPrincipal ER#IE4EH.

WA BRINBRT , ERIEMEFEIEEMRIRA , IAMALllowedPrincipal AEHAEX X LEHIBEER
RWRR. BERMEETABRHXMITH, F—FE A AHIENEIEES AL ThEER K~ M X154 5!
BE , F-—REREFERINEE, EBSRRNRE , FSRAEXFNANREXSEARSTHRIER.

RTFNR

BREAEERATUOEARTFHRIFEEFNR , MEZAATUBRNERREEMR , F A TLILRERM
iz,

B B MR R B R

TR 7


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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£ Lake Formation A& FAXRET , BFHE LA EEFNRBEFHEMLR, EEHNERFRERATIRN
REENENERINITHIEE, T Lake Formation FHAZHAR , THEIRNEH N EHEBEFNE
Y RRERAEL , BEEENETURITHRERRREE M, Sl , F£H8 SELECT XPRATLUREE ,
BXFEIEE , MFESLRE SELECT fXBR. CREATE_TABLE PR AJ$ XN EIBELHE , B FREH TR E
i

B LA E R R Fh 53232 F Amazon Lake Formation R :

« MERFELE - AFEEBAFRTFRRNERBIEENRS.

« EF LF REH1HEES (LF-TBAC) — AF AR LF 7% | FHEBEBA R ERXEK , 8FX LF
P& W Describe PR , FEXKEENAF, , URFER LF RZXANTRNWAFRE LF XRXK
B, It LF-Tag-basedKBEER F5iXL LF-Tag BEXBEAMEHRER XER.

(® Note

LF #3Z = Lake Formation FTIiE R, EA1MXIE Lake Formation 8L | R & Amazon
RBHRZRE.

LF-TBAC B —TZh&E , AR FREEFED AN A ENR LF R3] H 3 X L F7RA N AN R,
Hit , XREAXEBHEEZART BNRHZFESR,

BEXEZEER |, 13 Lake Formation ETHRZRY15 RI12 4,

LR EEEFR TR , Lake Formation X BREN ZA P WA B REEH H E# 171, Hlan,
MRANEFHRERTREKRE , HP—ERBEI B TREEZR TS col1, col2 F col3 KIX
R, 5 —UURKBET LF ARE@E—EERFIE—FKAF col5 F colb BIFR , NEBARRF =25
col1, col2, col3, col5 M col6 IR HE, XETEHIERFEFGFIT.

BV IER R

BRUENREFEERFREBEREN Amazon S3 N EGIBZHEREMK. NMRAFSHEMIITN
YEBRBEFERRNVUECIBBEEFRER , WABESHAN. X2AN THIEAFERERFNESN
BolER , ARFXERFTUEMLERRMEALRE., £/8TEBIEEN Amazon S3 LEBIER
i, FERANR. BXEZER , F2H BFHRELENR.

B2 R M HEENR

TR 8
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RIABERT , FEEBRAFTRRREBEE e ENEHREERUER, X THEENCER K =2EH
Lake Formation i EEMKF RAIEFE , DR EREENNEETEAURERERE. EXEZER
BSE CIEBEE, BEUER , TRFEN IR ZRAMENBIEERSE CREATE_TABLE )R, Bx
BZEER , BEH tIEX,

e XA E KR

Lake Formation RIEAEMABHRITHIRERMHERINER. i, HIFHEEATEIRENBIEE
FHFTERIRK DESCRIBE PR, MNATENENKTFEMENIR., ErTHELE O KIEEM RN EL
BEXEAEIRE Grant Ml Revoke X R, FHIEFE 022 E B RSN 1A ZHN BIEFENFI B BIEEN
R, MERGIEZENREIMINUNENRNITENR. BXEZFER , $ZH BB Lake Formation X
BRo

AR TR

BENEEARPETRUTRTFONRENREEESERAIFERAN . EEREXNRRN TR
FRM —AMNREY | ZEARRED B H M EAR TR ZERINR,

i inEEE

Lake Formation i B ZIF £ EEIREIT Amazon S3 ZIEWIREHFRINR, FIFEER O EEERE—

MEILNEX  CAAF., REH—LEHMKNEREAIEEIE , URTFEXN R RN EHEEXR.

Lake Formation#l i ix f1& = 12 %7 & tAthena 2 389 Amazon 2 #TIRS MY EHAH AR |, MR KRE
W5 iERIHIE, EERFNEN , BPLEEHHE Amazon S3 FEBRKER IAM KrE | W EFEEH
@ Amazon S3.

TERERT Lake Formation d1{aT$2 45 5+ A3z & AV Il Bt 17 [R] A BR -

Trusted services 2 Check authorization for principal

. S

s ¢ S

3 Return temporary credentials AWS Lake Formation

1 Query tables Amazon AWS
[ L > Redshift Glue

User
4 Request objects comprising tables
\ >
Amazon ~ AmMazon
EMR Athena <

5 Return objects comprising tables Amazon S3

6 Enforce polices

Trusted services enforce AWS Lake Formation policies (distributed enforcement with fail close).

R EE 9
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1. £k ( BAF ) BYENERRS (/i Athena, Amazon EMR, Redshift Spectrum 2 Amazon
Glue ) I AN ZRHBEFEBHVEADE R,

2. ZEKRSZ LK E Lake Formation X RMATIE R SR EM RN , HMERPURE, MEAF X
IRBIEIN , Lake Formation FHEL A F G RIEIE , HF BB LMK,

BREDBRARMAFPFEE#HBENG , ERIRS M Lake Formation #& 2RI B IE LA (9] 3038
ZEK RS EH Lake Formation IR G EUEER Amazon S3 FEYRT &R,
Amazon S3 [MEK RS IRHE Amazon S3 R, Amazon S3 NREESXRHPHFIEIE.

SRS X Lake Formation SREEIIT L EREFIKAE , BIISIRA, 1THRHI /L THER BTk,
ERBRFSLABERHFERELSLAF,

2

AR B FRE AFERSI R 5K i

RIANBRT , FTHHBEERFNRSAEERIEFEE. ESHAEFERIBFIKE , BATMIE Lake
Formation FEAHEEIER Amazon S3 U EH IR IAM B, RS Amazon S3 ZEEFHBIMNE
NERRRIBROFTERE AE#RIINR,

VMERBSAKRALERIGRIZBIELAER |, Lake Formation R FIEFEH AR | HEIDREILFTE
REORS , HEBERUTAGRBENERL TSR DN ERONRTEE, M IAM A X585 1755
Amazon S3 N EMFTE XL EHRNPR , ‘@ Amazon KMS 4,

BXEZEER |, ESHR FM Amazon S3 L&,

X #EH Amazon BBS

Amazon ¥ 0 Athena. Redshift Spectrum, A Amazon Glue mazon Amazon QuickSight EMR &%
WARS , H#EH Lake Formation Eif B3 & Amazon SageMaker Al # API &4 Amazon & Lake
Formation 5. E&E &5 Lake Formation £ Amazon fRFH TR I RARENZHHNER 5
MEBAEEN |, BESHALAEM Amazon B,

Lake Formation FV K P HELE

& B Lake Formation , A LAER B RBFEHES LF /7% |, BEEEREE Amazon K N Bk
FPHEHEERAR (BEBEMNRK ) . BULLEENEESMABEEDERRAZHIKS RHOEMA
IAM ZFEA (IAM ARMNAF ). KPRIWEM Amazon IKF |, REEERZAE —/KFHH
IAM Z3E A,

BT AR ABBEHREREEHREERRAZT |, URFIXN TR F L TER B FHEL2HHERE, Lake
For Amazon Resource Access Manager mation £/ (Amazon RAM) RE{LEMK - 2 B R FR. &

Lake Formation FHY B HIEHL= 10
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FAANK 2 B R EH/ER , Amazon RAM £ EER A K F X5 8iE. HAFES Amazon RAM =
BiERt , [ Lake Formation Amazon RAM 2t A ER R AE A EIE B KB R H S AEME K BI5REIH
T BXEZER , ES M Lake Formation FHEK P HIEHLE,

LMEBEWRAKFPHIENEERAESHER , Amazon RAM HEREFEEREKRKFAPTH, HEHE
BERARBEWRAEKFEAHEM IAM ETERFIREZRFENEZ Lake Formation R ( FIIR R EE R
BEXHZRIRA GRANTABLE #XBR )

BR K MBERERRFRERE | EEMTEMFER Athena 5 Redshift Spectrum REBHHZRIR, HIREERE
EHEEFHPH—EME , LT Linux-Symlink BI#8E =,

BERAKFHBEIEEASHNAZTRRUBRRERE, EEAREMAFRR T RREREN
Describe NRURFNERERFENLENR. RE , BRAKFFHWAFATUNBELZRREE , &
A Athena 1 Redshift Spectrum EHHERER, EXRREENEZER , BSRUERREE,

Lake Formation 44
Amazon Lake Formation k58 ZNA 489 32 B Sk 0 E M B IR SR 5 3E 4 o
Lake Formation 24| &

B LAEF Lake Formation B HI 8 EX M EBHIEMR , HRFHHEE Lake Formation PR ; AJLAEZ
BEELFERERXEI. FE, BRNEINHIE ; RS AREZEA £ Lake Formation A X%
BHENIER,.

Lake Formation APl M&$1TRE

Lake Formation @ 243 EiE S SDKs # Amazon Command Line Interface (JAmazon CLI3Z i
API #24E, Lake Formation APl 5 Amazon Glue APl, Lake Formation APl FZMEFEE Lake
Formation X FR , ™ Amazon Glue API 2 #tEIE B F API MR EEMEN , ATEN. RHENEITH
ELE® ETL #84E,

B X{EE Amazon Glue API , {555 {(Amazon Glue FF 5 &™) . BxFEHMWEE Amazon CLI ,
H2E (Amazon CLI & $5#E) ,

H Amazon RS

Lake Formation A FIRSS :

« Amazon Glueff A mEEES MICH R #F R EIE Amazon Glue i,

Lake Formation A4 11


https://docs.amazonaws.cn/glue/latest/dg/
https://docs.amazonaws.cn/cli/latest/reference/
https://docs.amazonaws.cn/glue/latest/dg/
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* |AM : AT Lake Formation 4 FREKM . Lake Formation fRIEEEE T IAM RREHR |
PR ab N Ok € i B

Lake Formation RiE
ST RIS E A IaRN — L EEARE,
WIE N

“WIEH B 1EMETE Amazon S3 R H H Lake Formation fEAKIEE REEN B AMLEE. BEHNEER
LUTHEA :

- SGR{CBIRNIELS L BTR
- FIABENERGH B

EfF Amazon S3 RN TEHIE MR , %P0 Lake Formation SEMHZ KR,
ARG A]

Lake Formation @33 #~ Amazon Identity and Access Management K (IAM) SRE&HI ET 1% F /IS I PR 1E
B RENBENRENEHIER,

D AMBIER FE R LUEATERN Amazon 2SR ZEIRSAS ( HlE Amazon Athena ) Kih
[FIEHE. EEM Lake Formation R£ RGBT HEA - ReElAE B 2 B NHF RN EIE.

BETHRIER

BahREN R FEER Lake Formation FPRLAK IAM F1 Amazon S3 X BRRRHF M ik A E4% B I
B, BEVHNERXNATHREEE A FIERIIEE 5 NE Lake Formation R , —XFFETF—1
=H A B,

i
R

‘ER"E—MREEEER , T8RN EIERREIRIE R+ . Lake Formation It 7T ZMNEHE
BNEREBEATHEXMRER | flmXREBIEER Amazon CloudTrail B, EERS , &AL

BIE TR, THEFRA Amazon Glue TEHE, B LA BFARK , ERXEMEIERF, ElFfdL 2T
MMRABENMEFEN . ERNEEXRR. HUEBRMITERNEE T/ERNHE A

Lake Formation Ri& 12


https://docs.amazonaws.cn/IAM/latest/UserGuide/
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Zs
I 1/E DL

THERER—HMEXABN AR Amazon Glue 1Ell, TERMALL 2T, YRTE Lake Formation |2 T
EFRRR , RIFETE Amazon Glue I§% . Lake Formation AI LU TYERERN BN BREREIRS,

EXTERN , SRUEREMETHER, RETURFEIRITESTITER.

YRTE Lake Formation #8122/ T4E57F2 7] LAE Amazon Glue 4| &R BRI TIFAE (DAG). #FH
DAG , &R LARER THETRI 3 B H TR BHEE,

HiEE

‘BREEBREFAMEABEFE. ER—IMEERS , AWEE Amazon =infFiE. TBRMEZTH
& , MBRTE Apache Hive THIELH—#, SRMT —IMNE—WNEEE , TEANRETUEEPEFHE
MERATBERBERBFEND PORE  RAEERAZTHRIERERAMEIRHIE, Lake Formation £
Amazon Glue BIEE X , ATE&EXKEN. BUIER. HRMBFRN TEHIE.

BREFERFENEFRHTHERABEENRNVER. REHEEUEE, NEFES. HEERRNE
Bo Lake Formation $ AR BRE IR 45 ¥ SRR IS 248 B F o oy BIE B M R AV 15 R FR

A Amazon ik EE A Amazon Xig#EE —MNKIE R %o

EL Rt I4E

‘BB IE R IEHIE B RREQNHE R P RBERHE.

FEAK

Z+E A2 Amazon Identity and Access Management (IAM) 2 58 &5} Active Directory FIF.
BIEHEER

‘BRHEERRAUUAEMAESK (BFAC ) BRFXNEMHER FRFRBELENE ARG E
i, RBFEREEREENSREEFZNE-—TRAF. RE , LAFATNEEMAEFRTERAN R IFRN
PR

(® Note
IAM BB ( £AAdministratorAccess Amazon T ERWAF ) T8I R A HIE

HEE R, Hli0 , 41T EEF Lake Formation 3 B XN RINER |, BRIEMAISIRE R
R, (B2 , {17 LAfE A Lake Formation ¥4I & % AP S BECEERNBIENEER.
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BXBEHEERYENESR , B5 M Lake Formation )R, BXRFAFEENBEHEERN
B8 AR BSEHAEER,

Amazon 5 Lake Formation BV RZE K

BB LAfE A Lake Formation SREE S 2451 Amazon S3 SRR, R A5 iA E

PR, £ Lake Formation F EMEIESE , LA LAE AL S HEBLHE Amazon Glue, Y5 i# Redshift
Spectrum, T E# EMR & Amazon ZHTIRFRKEBEIE. BLT Amazon BRSS 5 Lake Formation B94X
BRE X Amazon Lake Formation F7#i&85F,

Amazon fR5 ERRFEMER
Amazon Glue SE X W : Amazon Lake Formation 5—#2 A Amazon Glue

Amazon Glue # Lake Formation £ Z B EIEE F. N TFEHEE
£ ( HlImEFERYIEK ) MFTE APl 24 , Amazon Glue F ReETh R
#4138 8 Lake Formation 1 PREIBUIEFE R 3R,

Amazon Athena SEIXH : £ 5% A Amazon Lake Formation thena £ {E

£ H Lake Formation 2 ZE4 5EN Amazon S3 FEIEMNR. =

Amazon Athena F FFi%# Amazon Glue E&EHREBIET |, M1 R 4E

Eift{148HE Lake Formation SXRAEIEE. RMF, FXEFERE
BHEH,

BH#l , Lake Formation %X HFEEXN KAF R EEXNRNEAR
{E ( f5170 VACUUM, MERGE. UPDATE # OPTIMIZE ) R,

BR T Amazon ldentity and Access Management &3 (IAM) [@ Athena
HITERRIEMNZEILAI | Lake Formation XX #@EE JDBC =
ODBC W32 FiEZH BN SAML 31T 5 M KIER Athena AP, X
$H SAML R 8E Okta M Microsoft Active Directory Bt & & 1736
EBRS (AD FS).

Amazon Redshift ZEZZE . Amazon Lake Formation 5 &# Redshift Spectrum —
Spectrum HEfE A

Amazon & Lake Formation i IRS £ 58 14


https://docs.amazonaws.cn/glue/latest/dg/
https://docs.amazonaws.cn/athena/latest/ug/
https://docs.amazonaws.cn/redshift/latest/dg/c-using-spectrum.html
https://docs.amazonaws.cn/redshift/latest/dg/c-using-spectrum.html

Amazon Lake Formation

FRARER

Amazon BR%

YU 53 QuickSight 1l iR

Amazon EMR

ERFEAER

2 Amazon Redshift Fi P £ EIEE L 82/ IR et Amazon
Glue Data Catalog , {1 R eEE R Z R {13858 Lake Formation
BEEEIETR

2% : £ Amazon Amazon Lake Formation £ £ QuickSight

%L 5% QuickSight iR A FEL S # S3 UEERHFEERN |, Z
AP XA ZBIEN Lake Formation SELECT X BR.

2# . Amazon Lake Formation & Amazon EMR —i# 2

BEEHZTRABKN Amazon EMR £Et |, BBAILUERK Lake
Formation X PR,

BITHABRES Amazon EMR & EHXEN IAM A6 | RE
Amazon EMR At A& 1F RI'&R. Amazon

Lake Formation & Amazon Key Management Service (Amazon KMS) 55K , FREH FER IR E
XLEEERRS , LUINBR AR Amazon Simple Storage Service (Amazon S3) { & K EiE .

Lake Formation By E b &R

BEAEZ{EE Amazon Lake Formation , BB WS EFEALUTRRE —F THAIEEP N BN
A .

A

£

BE

B 3t B M LT 2
AR
HE M1 FR
REXKER

LR

« Amazon Lake Formation 2022 £F [E]Jil

Lake Formation By E A& R


https://docs.amazonaws.cn/quicksight/latest/user/welcome.html
https://docs.amazonaws.cn/emr/latest/DeveloperGuide/
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
https://www.amazonaws.cn/blogs/big-data/aws-lake-formation-2022-year-in-review/
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- BEMNSXEIKBIERY

- fEA LF REHITEKRKSRE |, U518 1AM &
« Lake Formation X PR & 1% HIE R

o B4R B KIEME

BRGNP EH Y&

« re: Invent 2020 — @ - BHNHE, R FHLE Amazon Lake Formation

« re:Invent 2022 — Amazon S3 E#EHIE TEIE

« Amazon SF 2022 l#£ — T #FFSET I EIEEN

+ Amazon 2022 F ATL ¥4 — IR EIE M Amazon Lake Formation , 23#& Amazon Redshift

Amazon Glue
« Amazon 2022 FRFBITIES — BUEH. HHEEFMBIEME AL, IHETAL, W[ 2
« Amazon FEL AR EE — B4V EE 8 - BV I BR F & T8

AR
- BREER

R M1 RIR
+ A Amazon Lake Formation £ F 4741 Bl $ AN SR AR BIR RN AR

« JPMorgan Chase M ¥y 2 HIE NS LM UK EEFMELUEREPUEETES
o ELHEBHITEMHE Amazon

RERKIERE

« Amazon Lake Formation Bx{ESEERIER

Lake Formation Al

BINEWEEERREATHS

BoR B EM M EHF T2


https://www.amazonaws.cn/blogs/big-data/build-a-multi-region-and-highly-resilient-modern-data-architecture-using-aws-glue-and-aws-lake-formation/
https://www.amazonaws.cn/blogs/big-data/enable-cross-account-sharing-with-direct-iam-principals-using-aws-lake-formation-tags/
https://www.amazonaws.cn/blogs/big-data/build-an-aws-lake-formation-permissions-inventory-dashboard-using-aws-glue-and-amazon-quicksight/
https://www.amazonaws.cn/blogs/big-data/use-an-event-driven-architecture-to-build-a-data-mesh-on-aws/
https://www.youtube.com/watch?v=r5F0hvuq9kY
https://www.youtube.com/watch?v=YCNVdK5kPWk
https://www.youtube.com/watch?v=rWQQDcqgcdw
https://www.youtube.com/watch?v=7H15CYpJRRI
https://www.youtube.com/watch?v=7H15CYpJRRI
https://www.youtube.com/watch?v=3354wJV3X58
https://www.youtube.com/watch?v=OybeggHYfRI
https://docs.amazonaws.cn/wellarchitected/latest/analytics-lens/modern-data-architecture.html
https://www.amazonaws.cn/blogs/big-data/build-a-modern-data-architecture-and-data-mesh-pattern-at-scale-using-aws-lake-formation-tag-based-access-control/
https://www.amazonaws.cn/blogs/big-data/how-jpmorgan-chase-built-a-data-mesh-architecture-to-drive-significant-value-to-enhance-their-enterprise-data-platform/
https://catalog.us-east-1.prod.workshops.aws/workshops/23e6326b-58ee-4ab0-9bc7-3c8d730eb851/en-US
https://aws.github.io/aws-lakeformation-best-practices/
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« Amazon Lake Formation : T/ERE - THREARBURSNMNEENRESL R,

+ Lake Formation A] - IREVE X ERFHNEE , HTREENREES.

+ Amazon Lake Formation ##2— & step-by-stepF2F > t{A £ A Lake Formation,

« Z2 1 Amazon Lake Formation - 7 f#20{a] &5 B A 7 4 Lake Formation H %&£ ith 15 [B] 244,

Lake Formation A[7]
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10. EEREF—TNLNFEHAES , REEZFREIAX Amazon CloudFormation FIE& A1 IAM &R,
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PIRBENEER (2HE)
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Lake Formation FREHEXBEMNEZEER |, 5 @the section called “EARZHEXFE,

/A Important
ELUTREBERD |, B<account-id>BR N ERH Amazon K5,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "lakeformation.amazonaws.com"
}
}
b
{
"Effect": "Allow",
"Action": [
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::<account-id>:role/aws-service-role/
lakeformation.amazonaws.com/AWSServiceRoleForLakeFormationDataAccess"
}
]
}
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&7 UserPassRole,
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<account-id>BABHRE Amazon K&,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam: :<account-id>:role/LakeFormationWorkflowRole"
]
}
]
}
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BUORZ KA 7 RAMAccess,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ram:AcceptResourceShareInvitation",
"ram:RejectResourceShareInvitation",
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b. BRANERE K REERRE.

Data catalog settings

Default permissions for newly created databases and tables
These settings maintain existing Data Catalog behavior. You can still set individual permissions on databases and tables, which
will take effect when you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake.

Use only IAM access control for new databases

Use only IAM access control for new tables in new databases
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H/ERT

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",

"glue:GetTables",

"glue:SearchTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
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1,
"Resource": "*"
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2. ESMERFHNERET  EENABRFERRE.
3. ENAEFERRENEL , HITUTERAE

a. EPFARFINESIZEFFIETE Lake Formation F3EAEY Amazon S3 (L BAHI EIEE IEAE,
b. WMARNE=AEIZBENHNLERSE,

c. XyFAmazon IKF IDs , iFf A L =75 5125 B1E Lake Formation JE#Y b 5 AY ik 7
IDs » EHRAENKF ID 251 Enter &,

d. EBRE.
BAFHNBEIBETRTAFFERTNER T HENIE | WS HERSARF URRERE R
( Lk ) BFNHEE B FNEZ AN RAR

WEREE , Amazon Glue Data Catalog | [@] FEE K F Lake Formation ¥#E B ZEIEEFRNRH
FIEZ R ARF Amazon KMS #Z40H Amazon Identity and Access Management (IAM) R,

BXEZER , 5 M Amazon Key Management Service FF X A R #EF.
(I ) A ITERGIE IAM B

% Amazon Lake FormationBh , & A LAMEA Amazon Glue BT ERITH I ERES ATHE. TER
EMBREFREMITRECEHES AR R, B LEA Lake Formation 124 HIE B S ERENE
N TR,

B TERER | XUHE DB — Amazon Identity and Access Management (IAM) A& | Z A&
Lake Formation % F R EHIEHN L ENR,

UT TR BESLHRE IAM,
RAIERCE IAM B&

1. TE#TFF IAM ##l& | https://console.amazonaws.cn/iamF A BE P QIR EE R AR 2275 E
FAdministratorAccess Amazon BRI AF &6 & F,

2. HSMERT , ERAG  REERUERASG,
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3. HEHIEEETMELEL , %&# Amazon RS , REiEE Glue, EET—%,

4. FERIMPRAEL , #BZRAWSGIueServiceRoleFE BB , AFEFIIRPREEMRZLNEL
E. RAETHURACHS , T BAB LFWorkflowRole, EXEKIRE , FEFCEAB,

5. REIAERAELFWorkflowRole , BEHAFRABEZ .

6. EACHENELMABRIRIFT , ERFMANEKERE, FREKBREL , S5 3 JSON &M
+ , REARMEAT ABRERRE, BUCHIZKEEGEA N LakeFormationWorkflow,

/A Important
ELLTRIER | <account-id>BHRNE M Amazon Web Services Ik =,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"lakeformation:GrantPermissions"

1,

"Resource": "*"
},
{

"Effect": "Allow",

"Action": ["iam:PassRole"],

"Resource": [

"arn:aws:iam: :<account-id>:role/LakeFormationWorkflowRole"

]

}
]
}

BAT Bk TR B A PR A o) B HA

« lakeformation:GetDataAccess FIT/EFRBIZMIEN R @ BRI BEAKIE.
« lakeformation:GrantPermissions ET4ERBEBIZFXI B FREM SELECT IR,

- iam:PassRole RS eeBIEECIBIENEZFMENL ( TEREHF ) HAE
LakeFormationWorkflowRole , ¥}z A G tnZIFT 6l 22 A TERIEF M4,
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7. RWiFA® LakeFormationWorkflowRole &M T K,
8. WRZLERIBEMMNEZANEKE , BARMA TR TFRRBIESZEU R A B KR,

Upgrading Amazon GlueAmazon Lake Formation &3 # B #E X R

Amazon Lake Formation X BR B X3 ¥ 48 4 FP By B i@ #t 1T /8 AV ih B34l & LAfE A Lake Formation
RIS B R E I 5 5#b 8] 22 7718 AR S5 (Amazon S3) FEIIAE Amazon Glue Data Catalog Xt S f £ 4E
&,

Lake Formation X PR#& B fF FA AR E Amazon ldentity and Access Management (IAM) X BRi5[a API
BR%5. Lake Formation fEf Lake Formation A B9 B8R #E i1 A 22 T R Bl 2 & Ti TheeRBIA A RENA
BFES, THRETEEBINRIFRNER, #HEEZT , Amazon Glue model BEE T HHMETHIR
Y 1AM 2R BE 3% F B0 4E 15 9] AX BR o

BEYRER | FREANEETHSRRE,

EXEZEER |, 55 Lake Formation ™ FERLIA

X T RIARBR

RIFMEFHRSE Amazon Glue , BRIAER T , Amazon Lake Formation [
ZIAMAllowedPrincipal sBFARFXATEIN BN B SupertX PR Amazon Glue #i#E B &R |
MRBAT “NEA IAM FRIZEFNRE" , WERFIIHEER ZRFENSuperfR, XXEFRELLSH
X EHE B FERM Amazon S3 BRI 5 R{X B Amazon Identity and Access Management (IAM) 3R
BE32%l, IAMAllowedPrincipals 481 IAM KBS 217 R BHE B £ KEVET IAM AP F A
B, Super NPRMEEHEEB IR T IEN R BTEERRIITATE XIFH Lake Formation #1E,

BT LUET 1 Lake Formation AFMIEIEHIEE KB RNV ESFERARESHHESR | FFAEA Lake
Formation SREEXNHFENHRE, HEEESHRER TEM Amazon S3 ERT , AT LUETIEFZ
LB THEIREMKRM 4K Z A Lake Formation IR,

R T ECBAEHRM IAM F1 Amazon S3 # &[5 Lake Formation PRIV E , BAVEBBEXEIEE
XERREHRER, EEEHRERXT , SUEETHERE , AN —HBENHAFEH Lake
Formation &R , MA&AMEMINERA PR ITERE.

BEXEZEERE  BSH BEESHRER,

BEHRINGFEEFRRE , RE—SEERNMEIEHAF#E Lake Formation,
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EFBETENRFFEH Lake Formation tX R Amazon Glue 2 B RBBENR , BS4THITAT
BIE

1. BERFEENXNENEENRNIE IAM XR,

2. 1 Lake Formation A& #iliX 4% R,

3. N TFIEHTEHN I Amazon S3 LE :
a. #4H IAMAllowedPrincipals AXI 5| AiZLENENEEE B FREN Super R,
b. 8 Lake Formation SEHZALE

4. FEMENBAFEEZEE IAM K,

/A Important
EEUEHEERNIRPARMFAL | DI ITHRHAIRE Amazon Glue SELBI—# |, IAM
RAIRBR, EAIMIE Lake Formation FE HIIX LR , A H iR, MRFAFEEXRER
RATIREY RN E IAM KBS , MIAT A% EE E[ IAMALlowedPrincipals & F# Super X
FREVEMBIBEER R, MAIETUETX LR RN THE,

REBAID PR LZBARNA Lake Formation fPRIER,

£}

- SR IHAPNAECHNIENR
HRR 2 REZEMH Lake Formation X R

- SR3I: MAFRET IAM R Lake Formation

« IR 4 HBEFHEVRE Lake Formation fXRIEE
SR REPFTHHEBR FRR

- ST, 6 MAFRMETN IAM EBE | DUERR T R EIEH

- F]|7  FEIE IAM K

ST FIHAFNASHIAENR

EFEAIA Amazon Lake Formation fXBR Amazon Glue HiEEMNEK , XA BHEBEAFPNINE
PR,
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/A Important
EFth2d , ERRECER ATHNES

F&
- fEF API B{E
- {# Amazon Web Services Management Console

« {# /A Amazon CloudTrail

£ API 821

£/ Amazon Identity and Access Management (IAM) ListPoliciesGrantingServiceAccessAPI & E3R
4 7E Bt hn U%Aéﬁk (AFEAE ) 1 1AM Kig, RELRPRENERE  STUBERFEHN
IAM R, BHBMD 5 H BN EHERZ AP,

Example

LAR Amazon CLI /RBIIR [ Ff NI A P Y R Bk glue_userl,

aws iam list-policies-granting-service-access --arn arn:aws:iam::111122223333:user/
glue_userl --service-namespaces glue

ZTREXRUTUTRENER

{
"PoliciesGrantingServiceAccess": [
{
"ServiceNamespace": "glue",
"Policies": [
{
"PolicyType": "INLINE",
"PolicyName": "GlueUserBasic",
"EntityName": "glue_userl",
"EntityType": "USER"
.
{

"PolicyType": "MANAGED",
"PolicyArn": "arn:aws:iam::aws:policy/AmazonAthenaFullAccess",
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"PolicyName": "AmazonAthenaFullAccess"

}
]I

"IsTruncated": false

f£A Amazon Web Services Management Console

1&3& ] LA¥E Amazon Identity and Access Management (IAM) 241 AHWAFRARBERHEH A ccess
Advisor BT +HEFUTEER :

1. M https://console.aws.amazon.com/iam/ ITF IAM 2 F| &,

2. ESmERP  ERAFRAG,

3. HIRDEFR-NEHRUTFEBERNE , A/FEFEHRIBEEDF,

4, REBINMNEBUBESMAFRENFRINBERE. XIRENLS,

BicE  EHEEF  BRTREAFPZI , CEREAE® , AABELEELATESKRA LRI EE
HNEt,
£/ Amazon CloudTrail

WEINENRN S —fh 5 E 22K Amazon CloudTrail Amazon Glue API #£ B
#FadditionaleventdataZEBa@EinsufficientLakeFormationPermissions%& B/ttt A
B, WXBINHETHAPEEXNHESR Lake Formation PR F e ITHEIRENBIEEN R,

XERBEHLRAS , Rt FRRIEENSERAFRENBRHTREIR, RMNBIOCERRITNVEEE
ERBRASHAFWEEHREX , Fl/ LA LA,

BXREZEER |, H2H (Amazon CloudTrail B8 MR CloudTraill E4HFIEREFTEH,

TR, fRATLURE Lake Formation I BRLAPEEL Amazon Glue X R, ESE T 2 . REZHW
Lake Formation tXfR.

S| 2 REZFMH Lake Formation X R

FEAPKRENEESE 1 IHAFRMACHIIENE , 8FE52EEH Amazon Lake Formation X
BR Amazon Glue IR, FRAUTE—FZEZHITRTF :

i% & Lake Formation X R 34
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« {# [ Lake Formation 12l & = Amazon CLI,

#HZ 1 the section called “3% F E 3 MR,
« £/ GrantPermissions # BatchGrantPermissions API 1k,

FZH R APls,

BEXEZEER |, {55/ Lake Formation ™ EBER

1% & Lake Formation R/ , BEMITIER 3 : AR T IAM X PRLAER Lake Formation,

FB®3: @MAFPKET IAM XEELAER Lake Formation

E{FF Amazon Lake Formation I PR&ER | I ALFHAE Lake Formation B Amazon Identity and
Access Management (IAM) #X R, APIs

£ IAM R LT RE | PRERMNIFZRRENBIEANENINR,. HZRBHREN

LakeFormationDataAccess,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccess",
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"
1,
"Resource": "*"
}
]
}

ETE , AN Lake Formation IR , — X AR —NMBRBAUE, BSH PR 4 FHEFEDHEE
Lake Formation tXPR#&E !,

S 4 FEIEEFEME YR E| Lake Formation X PRIEHL

FR 7 Lake Formation IR , —XAR—NEENE. Nt , FEEENDS , BEEEIM 7THEE
5| B FTE Amazon Simple Storage Service (Amazon S3) B&#%,

mAFRT IAM R 35
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FRARER

FH

« IiF Lake Formation X R

- RPUEHRFEERAR

- &K Amazon S3 &S A Lake Formation X PR

IS UF Lake Formation X R

EAEAMNEZR , BRITRIESE , LBREBHWEEESMEN Lake Formation IR |
HEFSRBAMNEER Lake Formation X PREY E4 IR FETIX LR, EH Lake Formation

GetEffectivePermissionsForPath APl #4E , #5iR5|H Amazon S3VENHBE FKHAR , UK

NXLERFEENRA 4,

LA Amazon CLI R RE 5| i Amazon S3 &M EIE B FEHIEEMKproducts,

aws lakeformation get-effective-permissions-for-path --resource-arn
arn:aws:s3:::products --profile datalake_admin

I} =z
BEE

pr
LT REmE RN,

"PermissionsWithGrantOption": [
"SELECT"

1,

"Resource": {
"TableWithColumns": {

"Name": "inventory_product",
"ColumnWildcard": {3},
"DatabaseName": "inventory"
}
},
"Permissions": [
"SELECT"
1,

"Principal": {

"DatalLakePrincipalldentifier": "arn:aws:iam::111122223333:user/

datalake_userl",

"DatalLakePrincipalType": "IAM_USER"

3.

rofile &I, BANBWEUREHEERR &Mz

i

EI

PTo

#23] Lake Formation X pRE R

36
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/A Important

WREH Amazon Glue BIEE FEMN% , fNGetEffectivePermissionsForPathiREl7E
Lake Formation IE\ 4 7 j5 8 R SIS W BB E M X

R NEBTE FKER
TR, #% IAMAllowedPrincipals NN ZMNEFRHWEBNRNMBIEEEEH Super NIR,

/A Warning

MREL B CIhEERELIER ZFRBBFEENRK , MUTSRAEESSHENLA

TREE, FHIRFnE (ETL) Bl KT o /\ﬁ"fj‘:ﬂ’zﬂilfy"ﬁum&:\iﬂFEEﬁIﬁi&%L‘t Lake
Formation fXPRJG , FREMEEIRIE, B < Lake Formation fXRIIE R , 55K the section
called “Lake Formation RS £,

#44 IAMAllowedPrincipals WX EHH Super IR

1.

o ~ w0 b

37 Amazon Lake Formation ##1#& , Bt Fhttps://console.aws.amazon.com/lakeformation/o
UBESEER BHER.

ESMERT , EEX,

ERIUEL , EPAERZUNEERA,

ERESRSE E | EREE

£ BUBENR” JHEER IAM AR MARSIRS , A TR E “A” #7718 , RAFERE IAMAllowedZE
A

ERINBT , BRED Super IR , REIEFHEH,

% IAMAllowedPrincipals XNHIEEEEHK Supexr IR

1.

$TFF Amazon Lake Formation #£#|#& , it R https://console.aws.amazon.com/lakeformation/s
DUBESEER BOHEF,

ESMERT , EEBIERE.

EBEENEL  EPAEBIEEZ U RIERA,

#2 % Lake Formation fXPRI&EH 37
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4. HEBREXREL  EREE.

HRBHEFETE L | BRI WBEEFEDNIRER IAM HRES , REEERT,
BEEBEFRE , BREEEDL TEPRS , ARERERSE LERHE.

RUBRR” XTEEN IAM AP MA®SIRS , B TR E A 8, RFIEE “IAMAllowed &
A

8. HEBFEENRT , WRIEF Super MR , RFEFHE.

N o o

RIEH) Amazon S3 & /5 A Lake Formation R

$# T3k , [@ Lake Formation JEfft Amazon S3 &, J9itk , & 7] LASE A [o) Z04E 875 10 Amazon S3 U
BERFTRNERE. RE , £/ RegisterResource API 1k |, IEiF B3I &5 APIs PR,

(® Note
MECEM T RILE , WEFEMRFALE,

SERIXESBHNLAFLEEATLAFRERER , BEIER ALK N Lake Formation PR, EEHIT
T—%: 585 ®REFHEREB XER
FT|S . RIPFTBIEE RER

ETX, BEERRABEEREEXRRFAENINEERRRR, XAXIHBEENREH
Amazon Identity and Access Management (IAM) 177 ] 328 i §9 1% I o

/A Warning
MREBXEENCIEREREE RPN EREENR , WA TTRAUESSHBFNLM
TOBFREL, ¥, E (ETL) fEl kM, REEERIERESLOMEEERFEN Lake
Formation X [RfE , T RELKEEIR¥E, B X Lake Formation fXFEHEE , iEZ A the section
called “Lake Formation fXfE&#&",

ERRMIAGSE B RIRE

1. $TF Amazon Lake Formation ###|4& , M1t # https://console.aws.amazon.com/lakeformation/,
BUIAM BB AP ( AP Administratorsi M fiEAdministratorAccess Amazon & R
WRAF) 505 %,

SR 5 RPFNBIRER FRR 38
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2. EEMBE®KD , EFRE,
3. EHEEFRRENEL , BREXANERE , ABFEERT

T—FZRAAFPRTHERTEEMBEEIRNNR, FS5H F&K 6 : MASRER IAM KR |,
{50 SR 15 [R] #h H 5 o

SUR 6 AR IAM KBS, BUER R B 2454
EEIH9 8 F IR 15A At Data Catalog BB RRAAR , L4 A A T112 (468

JEH9 % E Amazon Identity and Access Management (IAM) B SR RE, FIZEBBE R
GlueFullReadAccess,

/A Important

MREERHE IAMAllowedPrincipals MENHER FHENBEENREEN Super
MR Z BT LE RBE IR A -, MiZAF T LAE &M IAMAllowedPrincipals BFXHM
Super X PREVER IR FATE TEHIE.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "GlueFullReadAccess",

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",
"glue:GetTables",
"glue:SearchTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions"

1,

"Resource": "*"

}
]
}

HPR 6 : A R IAM K 39
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® Note

AREBABIESER EF?ETE"E’J AR EERE IAM R, BXBFHEERR., BIESMTME
hAEENRIER | B3 the section called “Lake Formation A& IAM RS ZE",

BTREZHITIR 7 . FEIEF IAM K,

S|, 7 EEIMEA IAM KR

®E Amazon Lake Formation fXBR 6 2 3 Bt hn#E AL E 15 (] 42 5] Amazon Identity and Access
Management (IAM) EB&J/5 , TRATHRE—F :

MAFP., ANAEDBRIBIE Lake Formation 5 & &I/ |H A 4015 B3 &) IAM KR,

X, B LBRIXE AT BAEHEREER Amazon Simple Storage Service (Amazon S3) #HIE
. ARG, B LES Lake Formation & B iX L& = {5 A B4 38 15 R A BR o

Amazon Lake Formation ## 0 VPC £ w7 & (Amazon
PrivateLink)

Amazon VPC 2 —I1 Amazon RS , TR TFHELBE XN ELNEHRF 3 Amazon ®iR. &8y VPC ,
WA LA SN EIRE , 0 IP #hitSelE. M., BERAMEMX,

MEEEALSHREMURER (LS VPC ) £ Amazon iR , N ATLAEEH VPC M Lake
Formation Z B2 FAHERE, BAILAERILER | LUE Lake Formation AILAE VPC R R R# 178
&, MAFEFRLH Internet,

BB BN VPC KinT S 1EE Amazon Lake Formation 9 VPC M2 BB FAEER, #0
i R — I ARR MR Amazon PrivateLink , R APIs TEEBKRMM X, NAT 8%, VPN
3£ Amazon Direct Connect E# BRI FARE 15 18] Lake Formation, &8y VPC FESEHIREEL

B IP tbut BD ] 5 Lake Formation &{E APls. &8 VPC Hl Lake Formation Z B REFT 2R E
Amazon M,

BMEORR/EHA TP —PNHSNEEMNEEORT.

BXEZER , HZH (Amazon VPC AF#ERM) HM#ED VPC i< (Amazon PrivateLink),

SB|7 . BEIE IAM KR 40
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Lake Formation VPC i 2 i 3E =B IN

BESEEE (Amazon VPC BAFiEmR) PMEDmaSBEHEMES , RAIFE RN Lake Formation & B 1
A VPC &

Lake Formation Z#&FMNEM VPC AHAEMAE AP| 214, EFFE R X#F Lake Formation 1 Amazon
VPC L S KRiET =& Amazon Web Services X35, , ¥RAILUF Lake Formation 5 VPC &%
RESFER.

A Lake Formation #]Z# 0 VPC &

IBAILAE AL S VPC #2414 = Amazon Command Line Interface (Amazon CLI) 73 Lake Formation
RS A2 VPC KT R. BXEZER , 5ZH (Amazon VPC AFERE) FHEIEEDKS.

FEAUTRSE#HAN Lake Formation 82 VPC i & :

* com.amazonaws. region.lakefor

MR RN LB AFE DNS |, NAT AR ZXISAERIA DNS &%5 , [@ Lake Formation &K% APl &R |

f5lan 1akeformation.us-east-1.amazonaws.com.

BEXREZEER |, BZH (Amazon VPC AF1ER) HHEN Ok 2150 RS

J Lake Formation % VPC i &= 5K B

Lake Formation X#F VPC im 2 KB, KipT AR —HETREFENXRE S LUSEM 0T VPC
WH R, ATEGIEL Amazon ZREATUERZLRT [RIGRIEKES. Amazon

B0 LUR i L SR BE BT BN 232 4% Lake Formation BYi5 B8 VPC iR 8. ZKIBEEUTEER. ;

o AHITIRENES,
o AHATRRAE,
« ANERITREN TR,

BREZER , F5H (Amazon VPC AIF1ER) HPHEA VPC in L2 HIX IRSS AV 15 1F] o

R~ : Lake Formation #/ERY VPC i = 5K B
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F i A RIS
B Lake Formation B9 VPC % R 2R BE Rl 72 R £ F Lake Formation X R#1TEILEE, B LAEA

A

R BEAE K B Amazon Redshift E8 S TAE FM P AIEEER Lake Form Amazon EMR ation X
FRIZITE,

{
"Statement": [
{
"Effect": "Allow",
"Action": "lakeformation:GetDataAccess",
"Resource": "*",
"Principal": "*"
}
]
}
@ Note

AN SRAE B2 i BT R P AN SR S | U B A0 o ¥ 3 BR S5 #E 1T SE £ 1 1R BV RRIA SR B

EXEZEER , 555 (Amazon VPC X#%) R TES :
« 42 Amazon VPC?

- BIBEORS

- (M VPC ik S FEBK

# Lake Formation 2 VPC i S KR 42
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Amazon Lake Formation 32
UTHEDA=/1E% , 1R step-by-step BRI Amazon Lake Formation A~ A E K IE
MW, BEBE. RENRP R RS

1. HEHEHABEREE  2IUBRBERACEAERBD. T, wB. BRANBERE, B4 F
2IRETERER, STERRE—MHMN Amazon S3 FEH  vXEERERFM., — . BEHENE
A M (ACID) E%,

Friazui |, HRRIES T Lake Formation Al TR SR,
« M Amazon CloudTrail J&k 6] 22 24 3% 4

AL B CloudTrail BEEREIRIR , €12 H ME BN E — NI,
71 Lake Formation A )\ JDBC KR 6 2 3= 4

FEREFP—ATEE JDBC WEEFEM ( HIIXREBUERE ) IEABURRIRER I B IIE,
2. R EBIEH - FIFEAE TR TR BTG E) 2 55k A M bR 1 A BB X BAE e 5 mE .
« 7£ Lake Formation 3 FF B R & IR BN R

REIRER T WA1E Lake Formation i EXFFREF R KK ( Apache Iceberg, Apache
Hudi # Linux Foundation Delta Lake & ) X FR,

« £ Lake Formation E FFrEHY 1 (7] 12 &l & B 33 8

% 37 Lake Formation A £ F & TR IR 13 [R142 ) SR B B XY B0dim 4 o S v T il o
« ERTRB B 2 H R HHE

2R BITRINNE , LUEARFEIEIE Lake Formation FRIZIE SR B KPR &I S ELT
#5118

3. HEHIE  FIFEAETHRIMIGEIES (TBAC) Z£# Amazon Web Services Ik HERH
WIE | HEEITE Amazon Web Services I Z B ZEMIHIEEN B AR,

« fEF Lake Formation E FFrZHY17 A] 12 &I F 65 B 'RIR 3+ = 3458

EXRHES , BFZI WA A Lake Formation Z4£ % Amazon Web Services Ik HE#
&

« f£ Lake Formation 40% FE i [a) 42 %l & Z 23z 4
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EARHED , BFEINAEFEAEEZD Amazon Web Services ik BIEEREH Lake
Formation fRIEZ A it H Z#IEE Amazon Organizations,

£

+ M Amazon CloudTrail J& 3k 612 ¥k 3z 4

£ Lake Formation )\ JDBC RIR I 22 EE 4

#£ Lake Formation F T B RFHEE R IRENXR

£ F Lake Formation & TR /Y [A192 5 & B 5z 4

£ A 1T R 5l 17 R $2 Sl 4R 37 B 4

£ A Lake Formation E FAREM i RIEH Mo & RREZHIEMN
£ Lake Formation 4B%FE i [A]3% il 3£ ZE 3R

M Amazon CloudTrail jJ&:k 6l 2 #3E ;4

AHENIES BT MIE Lake Formation &1 & EHITHVIRIE , LUEM Amazon CloudTrail Rk 82
INEIEH 5 —NIE

EBEHANETESR

1. & Amazon Simple Storage Service (Amazon S3) BT Mt EdE .

2. BFEHEEFUREENPH Amazon S3 BB ABIEH Lake Formation X R,

3. BIEBIEEURBEHIER RPN THEX.

4., FREEMNEIER. STIERANBERFREREE.

5. REZEK Lake Formation fXFR , A A FEHM A EEHKEE ZHNBEHHHEIE.

6. RE Amazon Athena , SLERES AE Amazon S3 EiEHHHEIE.

7. WF—EHEFHERE | iRE Amazon Redshift Spectrum LA E i #ES A B Amazon S3 #iiE#
HEHE.

£l

- BRREX

- EREH

- F15 QBRBEINITAS

M Amazon CloudTrail i 3k 6122 #3z 4 44
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FRARER

o ]2 MIERESBARIIEEE Amazon CloudTrail B ER R

S

 ABIE MBI Amazon S3 141
. JEM Amazon S3 B
 BFRFBEAMERR

 EBIE B F PO EREE
 BRFBENXR
 ERAERAEIER
ETIER

F BFRF N RAVERNR

. 5 Amazon AthenaZ 31z

|
H~ |W
\\_'_-r

%Hﬁ
No

%Hﬁ
No

%Hﬁ
No

%Hﬁ
No

< %

" "
% [ N

B PR AR
TRIM T A2+ AToREERNA S,

ERTRSIIN

y=: =)

IAM B R

RN EE R

BEIMAR

THERAER

TRFAF
FFH BT R T4

iR
A Amazon IEEFH:AdministratorAcces

s . ATLABIE IAM B8 Amazon S3 FfEHE.

AT RIEIEE £, SIEBEEUROEMAF
£ F Lake Formation SR AF . HHER IAM
R IAM EER D |, BERUAEELRIER,

AN BFEHETERNAS . AEINRNE
BUE1TER,

BEETIERMEN IAMREBNAR, X
BZER | BSHE (k) AIERGIE IAM

A8,

BARZ AR
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. BFHRREETHKIZE Amazon Lake Formationd B {ES
« HEYRHY CloudTrail BERALE
« Athena ER¥FEL/WINAGBEFEA Athena Z R8I — Amazon S3 FERERE#EIALE

Ri& & Amazon Identity and Access Management (IAM). B> IAM H{ER |, HS1H IAM A8
.

15 QEBESITAHF

LA P RAEERHEREN —EA&ENR,

1. £/ https://console.amazonaws.cn/iam ITFF IAM 2H|& . UEER RN EE R AP ?2275E
FAdministratorAccess Amazon S E RN A HHEF,

2. FEAUTIREGIER N datalake_user WAF :

- J3 B Amazon Web Services Management Console 5 [E] X R
- RIEFWD  FTREEEEFD,
- FMfhNAmazonAthenaFullAccess Amazon F£& FK B,
- MEINTERIRNEREKM, HiZKIEWE N DatalakeUserBasic,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",

"glue:GetTables",

"glue:SearchTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"

1,

E1E HEBESNITAS 46
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"Resource": "*"

FB] 2 mIEREAEZMBMIERNR Amazon CloudTrail B ERIXR

1. N TENRNEREHINEAE® LakeFormationWorkflowRole, iZFKMEIE FiEUEH Amazon
CloudTrail B EMNBR, HZEKMH AN DatalakeGetCloudTrail,

E6lZ LakeFormationWorkflowRole A , ESH ( olik ) I T/EREIE IAM A6,

/A Important
<your-s3-cloudtrail -bucket>%i%A CloudTrail Z#EFT7ER Amazon S3 &

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": ["arn:aws:s3:::<your-s3-cloudtrail-bucket>/*"]
}
]
}

2. WIAEZAGKHNT =ZWRE,

%35 . ABIEHEIZE Amazon S3 F# 4

BIERFE N B AR E R Amazon S3 FER.

1. 3¥TFF Amazon S3 ##l4A , https://console.aws.amazon.com/s3/H LB EFRCIENEER B~ 5%
BxK?2?77

2. 1%&3#%F Create bucket , AR BI QS AERE NN FMEM<yourName>-datalake-cloudtrail ,
Hrp<yourName>RENEFREMERK, flE0 . jdoe-datalake-cloudtrail,

S|, 2 . [ ITEREAGPFMIEE Amazon CloudTrail B AR 47
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BXB2 Amazon S3 FFEBNFAEER , FSHLEFERE,

5 4 % : EM Amazon S3 &R

$F Amazon S3 BZEEM N BIE N RALE.,

1. $TF Lake Formation ##|& , Bk https://console.aws.amazon.com/lakeformation/, LAZR#zE 5

EEREHER.
2. HESMERFAOEIMAERT |, ERHEHLE.
3. GEEEMUE , REEFER K,

4., EREZEIRIEMN <yourName>-datalake-cloudtrail F6&#@ , B2 HIA IAM A&
AwWSServiceRoleForLakeFormationDataAccess , REEFETMLE.,

BXRIFMUEMNEZER , BSREEIE AN Amazon S3 U E,

B5L  RFBFENLENR

FHLABENBERVENBEVLENR , TRUBERAZVENKIER RRIBIEE, ELM[0E
IAM AR TN TERNBIEMENR , X5 THERTEOHRERNEFRBEARE.

1. ESMERTHNRT , EREEMLE,
2. BEEEN , RBEER TR EERHITUTER

a. XFIAMAFPMAG , Fi%E LakeFormationWorkflowRole,
b. WFEMEMLE , EFMEM <yourName>-datalake-cloudtrail FEHE,
3. EFER

BXBEVENRNEZEER , i3 Underlying data access control,

£ 64 ERFEEFRTOIEBERE

Lake Formation #iE B ZH N T HEREEEBEES,

1. ESMBERTHBEERT , EBBEE,
2. ERVIEBHEE K ASEHREEFHAEETHWMAZBMN lakeformation_cloudtrail,

% 4 5 : M Amazon S3 B

48
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3. MHEMFREZ K RARERCERERE.

B7H  RFBENR

BN FEBREERXRFURIBERNNR. ATIERNSERAE
LakeFormationWorkflowRole —i2iz1T , EILEB AT [E1Z B EIIRFIX LR,

1. £ Lake Formation 2 #| AN S BEPHBIEE XT , LERIEE,

2. %&# lakeformation_cloudtrail BEE , ARMRETRIIRS | EFENRIFE TR
™o

3. ERTHENRXIFEPHITUTIRRE

a. ‘EEHSKT ,XNFIAMAFMAR , %#F LakeFormationWorkflowRole,

b. 7 LF HREREFRRT , %FH Data Catalog &R

c. XFIEE , ERZBEZNCHM lakeformation_cloudtrail HIEE,

d. EBEENRT , ZFCER. EXFMER , MREEPER , HFEBERR.
4. EBRB

BXRIZRT Lake Formation IRV EZEE , BESREE Lake Formation &R,

F8L  FHAERAUNEIER

A TiEE CloudTrail H&, THRELZH, EHEEFRHPLUEMNNE  RMNEERE— /\@’%J«XTW
A TERTE Amazon Glue B, Ell, fhkEsF TERIE. Lake Formation HIEEFE{L T iX
=

ZIERSEREL, RNEZFMALARR , LATRIUKEFEERIENBE RS, EOUETH
I —ANRE X HY Lake Formation 35 B 818 T/ER.

1. 7£ Lake Formation #H| A SMEEF , &R Ingestion THWIER , AR EBRFERHER

2. EFEAEETHEMNERZERET , &HAmazon CloudTrail,

3. E“SANKR T, &# CloudTrail RIFEMIT 25 B #,

4. ESABHRT , EEUTSH

BirEiEE lakeformation_cloudtrail

ETH . BTHRENR 49
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BiRFMENE s3://<yourName> -datalake-
cloudtrail
Data format ( Zi#E# 0 ) Parquet

5. NTHAMR , mBEFEET,
6. ESARIT , EEUATSH :

TERBT lakeformationcloudtrailtest
IAM B LakeFormationWorkflowRole
E I cloudtrailtest
(® Note
WHINE,

7. ERGIE  REEFHFRHAREERMEIRITER.

® Tip
BREWETUTHIRER?
User: arn:aws:iam::<account-
id>:user/<datalake_administrator_user> is not authorized to
perform: iam:PassRole on resource:arn:aws:iam::<account-id>:role/
LakeFormationWorkflowRole. ..
MRAR , FREEREBFHEFEHNEERRAFNANRERBER<account-id> N BRH

Amazon IK&,

FoOL: BITIER
HTFEIEE T TERTRE run-on-demand , B AR F B 501% TIERE.
e HERTHELE , &FIEFR lakeformationcloudtrailtest , REEREFEPEEFTE.

AIHERETH , BALUELRSTRSIIFEERERE., RAIBERRFERE.
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RAMNEESITHRRERNEELD, EESAMETK.
IERTRE :

- BEERPEEETFNTEER,
« 21 CloudTrail B B BIRENEIBAE B,

ﬁuilﬂfumgﬂr& ; i%#kﬁ'y\?ﬁéﬂf .

a. ERZIER, AREREZLELEBREERE.
THEREREHFTFF Amazon Glue consoles
b. BREEBRI/ER , AREREHELIEFIEIF,
c. EAFERT , EERIENEZIT, REEBREFZTHEAEFE.,
d. TS (BT ) BRPERLAMPVELRCHNERF , AREFEIREE, AMNTIRLE
REE,
F 10T RFNIRAERNE

&R TR #ETE B FRAY SELECT R |, SUERIRE 2 # I Al A B W)X LR Firs @ RY B3R

@ Note
THERSBIEETENAFRTFRNEENRN SELECT KR, ATHEREERRZT T

TR , HEKMEEIE D H MR F SELECT,

1. £ Lake Formation H| AN S BESPHIHIEE RT , RERIERE,
2. %3#F lakeformation_cloudtrail ¥iEE , ARMNRETHIIRA | ERNEFRETHIR

*X o

3. HERTFHENBRNEEFHTIUTIER

a
b.
c
d

EEET , XNF IAM AFMASR |, %F datalake_user,

£ LF frEF B FRERT , EFEwEEEE FHER.

MNFHIEE , NiZEBKR%E 7T lakeformation_cloudtrail HIEE,
NF5* , #%$F cloudtrailtest-cloudtrail,

F10 5 BFXNROEZFNR 51
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e. HERMIIMR T , &FixH.
4. EERN

BRI MMNFHRITT—F,
% 11 & : £ 8 Amazon AthenaZ= iR IE #
£/ Amazon Athena 4l & Zif) CloudTrail Zi3E# F KR,

1. 3TFF Athena ##lA& , Fhttps://console.aws.amazon.com/athena/ A I 2 #TT A P 5 10 &
. datalake_user

2. WMAEME  BFERBFHBERUMEFER Athena BifI4RIES.
¥t F Data source (B#EIR) , %£#F AwsDataCatalog,
4. XF Database ($3E%E) , H%# lakeformation_cloudtrail,

RIIKRAER,

5. fE%& cloudtrailtest-cloudtrail ZHAREFEE (KFEHIH IR ) £, EEWMKEE
RIBIEBRETT,

EWRISZSTHER 10 THIE,

WMRELBNEEFEAT Athena , M AT % TE Athena 84| & P BB Amazon S3UBUATE#E
LR, datalake_user KA ELEHNE , FREHRIEIERI Amazon S3 FHE,

(® Note
PNELELTH TAHENEY , TRARTHNEARFHRENRMNBELENR.

£ Lake Formation 2 M\ JDBC KR 8I Z iz 5

R RFHE S E TR TE Amazon Lake Formation 2| & E{#F Lake Formation M JDBC JRSIZ 0
HE NI HNT R,

FH3

- BRER

- JDBC #iZHY ERFM

% 11 & : /8 Amazon AthenaZ 1%z 52
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FRARER

« B BIEBESWTAF,
o S 2 7T BIEERE Amazon Glue
« F3L  AEBIEHEIE Amazon S3 F A

« 4% JEM Amazon S3 B

s B5F  BRFEEMENR

- 64 EREAFZPOIERESE
s BT L  BRTFHBENRE

- B8 FRAERUEIER

c Bo%  BITIER

c F10F  RFARNEENR

O |

- f# ] Amazon AthenaZ )2 3E 4

¥ |[#
R
Q'FI'

. {8 Amazon Redshift Spectrum Z i3 IE # B IE

H
o
Y

. f£F Amazon Redshift Spectrum &% F £ Lake Formation X R

H *Tx»\

THRFIH T4 Amazon Lake Formation JDBC #HiEHEAN AR,

y=:h=:)

IAM E I8 5

HENEE R

BFEIMAR

THERAER

DU

Al LA 8]Z Amazon Identity and Access
Management (IAM) F = F1 £ & LA K% U 55

2 B 176 BRSS (Amazon S3) EEREM A,
AAdministratorAccess Amazon EEXR

B& o

AT LAG R BIEE ., SIBBEEUREEMAF
% F Lake Formation X RV AF. H#HER IAM
R IAM BB R YD | BRUEEBHRIE,

AUANBIEHETEANRAS . BRENNERNE
BUE1TE MR,

ERBITIHERAEN IAM KRN A E,

53
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BARRHENSREMHNIES , HSMIDBC HIRM SRRk,
JDBC A2 SR

EFFIREF S Amazon Lake Formation JDBC #2281 , FHREETRIATIRE :

« 52HLake Formation Al TFTRMIIES .
- MEEEAHEREANTIGR JDBC HEIEFMHE,

- INEBIEFTEME R Amazon Glue E#ERH N JDBC, WHIEE ZHNRBEHIFEFMHN URL A&
FKEU , MRHKIEEAM 2 Amazon Virtual Private Cloud (Amazon VPC) H&I 2R |, NIESiEH b
BETFT VPCEERFGRE. BXEZEER , B2 HPHELESE Amazon Glue {Amazon Glue FF &
ARIER) FHHEER .

AR RIZERE Amazon Identity and Access Management (IAM). B IAM HEE. , iS5 IAM
RAPiEME.

EFR | B 1Tthe section called “5 1 % : QIBEEIE S T A~ B 14%E.
F145 B EIHTAS

ST | BRI —/ Amazon Identity and Access Management (IAM) F8 P &7 3@ 8 B9 3R o
#7JM Amazon Lake Formation,

LA P RBERHE R EN —AKENR,

1. A https://console.amazonaws.cn/iam 7T IAM #£#l15, UEERGENERR B/ 2?7786
FAdministratorAccess Amazon RERBHWAF S HE R,

2. FEALTREBGIEEN datalake_user WA :

« /3 Amazon Web Services Management Console 17 7] X PR,

- REFED , FREEEEEBD.,

- FftnAmazonAthenaFullAccess Amazon &K,

- MEINTERYNERRME, NiZKIEWE N DatalakeUserBasic,

"Version": "2012-10-17",
"Statement": [
{

TR 54
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"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",

"glue:GetTables",

"glue:SearchTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"

]I

"Resource": "*"

SR 2 . EHBIEEIEE Amazon Glue

(@ Note
MRIBEELE , FHT PSR Amazon Glue EZERER JDBC HIER.

Amazon Lake Formation @33 A T A= 158 JDBC HAEIR Amazon Glue £, EEEHFEEZFIR ,
HbhaeEEIBEREMENFIEE LR, &0 LU A 0% Amazon Glue console,

Bl EE

1. TF Amazon Glue # & & {Z Fhttps://console.amazonaws.cn/glue/ , RIEABEFCIRNEER
AP SHER??2,

2. HESMBEHKM Data catalog (BIEH F) T , 1% Connections (1),

3. £ Connectors (E31%25) TNH L , %8 Create custom connector (812 B E L iEESR).

4. HEEEFIEMNEL , %A datalake-tutorial fFREEEN , R/FiEE JDBC ERERESR
B, RREET—F,

5. REZITEERSHRFEE,

S 2 . FEPOIEIEE Amazon Glue 55


https://console.amazonaws.cn/glue/
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BXRUBIEENEER , 55 (Amazon Glue FF X AR IERE) FH Amazon Glue JDBC E#E
.,

% 3L . NBIEHAIE Amazon S3 FiE

1EiX—% , LE6IE Amazon Simple Storage Service (Amazon S3) & BE N BIFHNWBRLE,
1. 3¥TFF Amazon S3 #4414 |, https://console.aws.amazon.com/s3/H LG EFCIENEER B~ 5%

2. 1%&3#%F Create bucket , AEBI QS AEE NN FMENM<yourName>-datalake-tutorial , &
H<yourName>ZEHNEBEFREMERK, M0 : jdoe-datalake-tutorial,

B XA Amazon S3 FREMIFMIEEE , 2 (Amazon Simple Storage Service A 1E/)
R aa Bl S3 FHME 2.

4 % : M Amazon S3 B

EiX—% , ILEB6IE Amazon Simple Storage Service (Amazon S3) BEEN B HHBRME,

1. 3TFF Lake Formation ##%|#& , Wit R https://console.aws.amazon.com/lakeformation/, LABXIE
EERBHESR.

ESMERNERET  ERBEHNE,

3. EEFMNE , RBEERNK,

4. EREBZEIRIEMN <yourName>-datalake-tutorial FH , EZEHIA IAM B
AWSServiceRoleForLakeFormationDataAccess , REEFEEIMALE.,

A

BXIFMUEMNESZELR , SR EEIRE AN Amazon S3 U E,

EB5L  RFBFENLENR

FHRLARBENBERVENBEMLENR , TRUIBERZVENRIEE RRIBIEE. B4
IAM B &R X THERNBIEVENR , X TERSTEOHERNEREARSE.

1. £ Lake Formation 2 H| AN SMEEFR , ENXBE T EEREME,
2. EEERN , ARERFIRNFEFRITUTIRE :

£ 35 . AP HEIZE Amazon S3 FEHE 56
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a. XFIAMAFMAE , Bi%#EF LakeFormationWorkflowRole,
b. WFEMELE , EFEM <yourName>-datalake-tutorial F#EH.

3. EEREED.

BXRBELENRNEZEE , S M Underlying data access control,
Eo6L  EHREEXPOIEBIERE

Lake Formation ##EH ZH I T BERFEEBIEED,

1. £ Lake Formation #=#|AHN S BEKS , EHIEB X T EEBIERE,
2. ERVIEBHEE K AGEHREEFAEETHWMAZMN lakeformation_tutorial,
3. MHMFREZTE K AREEERCEBIEE.

B7H  RFBENR

BRUAMBRFEBFEEZHUEABTERHINE. BT IERSAE LakeFormationWorkflowRole
—i2iza1T , Rt AAEZAER FIX LN,

1. £ Lake Formation 2 H| A S BEEPR , TENXRE TR ZFHRIEHNE,

2. EBREN , ARERFHEBBNEREIIEEFRITUTERE -

EEAKT , NTF IAM AFFAE |, %#F LakeFormationWorkflowRole,
b. #ZLFHRZEHREFRERT , EREGEBER ZHRT.
NTFHIEE , HEBREZBIEZNEIEE lakeformation_tutorial,

d. HEHBEENRT , EF6ER. EXMBIER , MREEFEL , BREBR.
3. EEERM.

o

o

B X F Lake Formation IR E ZE L , 15 Lake Formation S EEHLIA
F8YL . FRHERCEIER

% Amazon Lake Formation T/EFHRIELE K Amazon Glue 5., RNEFMAt 428 , AT AINKIEH
FHERBZWEREP, BuUUETHP —IFENH Lake Formation 1B 81 E TER.

B6F EBERRPURKERE 57
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1. 7£ Lake Formation #ZH| A SMEKRF , EEER , AR EEEHAER,
2. EFEAEATHNEEEXET  EBBIEFERE.

3. ESARTHEREEERES  ERENNGIZENIER datalake-tutorial , RERNEHEIEXR
FEE—NIEEE,

4. NFBREIERE , L <database>/<schema>/<table> TR AN P EEEIENBKEZE,

BAILAE D (%) FRHSRENSR. N TXEHEREONVBIERE | 856
A<schema>/<database>/% AEBEFMIE R, <schema> <database>Oracle ZiEEFEF
MySQL T IFBEHIEN ; MR A <database> /%o X F Oracle BIEE , <database>&2
REHRIRAF (SID).

Hlan |, 308 Oracle HIFER SID 7 orcl , MiE A orcl/% LAPCEL#E JDCB EEFHIEEMAFE
DA R FTE &R

/A Important
hFEXSKNME,

5. HESABMNT , EEUATSH :

BiRBiEE lakeformation_tutorial

BirFE L E s3://<yourName> -datalake-
tutorial

Data format ( Zi#E# L ) ( #%£$F Parquet 5 CSV )

6. WF{FAMR , EERBFET,
7. ESARIT , EEUATSH :

TEREBR lakeformationjdbctest
IAM &t LakeFormationWorkflowRole
KRR jdbctest

B8d HAEEMEIER 58
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® Note
BINE,

8. LEEIE A ARFHEHERECSHIIEZIER.

® Tip
BRBWBITUTHEIREE?
User: arn:aws:iam::<account-
id>:user/<datalake_administrator_user> is not authorized to
perform: iam:PassRole on resource:arn:aws:iam::<account-id>:role/
LakeFormationWorkflowRole. ..

MRZ , FREGRENBFEHIEERAFWARKEER<account-id> N BRH

Amazon IK&,

BOX: BITIER
HFEEE T TERE run-on-demand , E Itk ATEF F3h /330 TEFRIE Amazon Lake Formation.

1. 7E Lake Formation #H| AW EMTE L , %F TR lakeformationjdbctest,
2. IEEERE, AREEBD.
3. HIERETH , BUNELRSTRAIDEFTEH#E, BT IR R R,

RENEESITHRARZENEERIA, EESANMEZK.

THERTERE :

dit

- BIEEFRPRSAEFHTHESR,

- BHYBIE BRI BAE
MRTERKMY , FIITUTERE

a. BEERTER. GRRE A REEREERRK.

TEREFEHITHF Amazon Glue console,

59
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b. ®EBRZIER , AREEHLIEFIEIF,
c. HEEREWNET , AREREFZTHEHAEE.,

d. HEIS (BTH ) BRFERRXMNFLHENERF , AGEEHIRER. KMNTRIANLE
HEE,

F10F  REFYRMIZENR

AT TR HRIER ZRMSELECTBR , Amazon Lake Formation X B3k 3E 5 #7 I =F fE 2= i 1% £k
RATIE AR,

(® Note

ITERSEFPAESTENAFRRTNEENRMN SELECT XR. A THENEERIZT T
THER , RbEAMEBIE D MITRF SELECT,

1. 71E Lake Formation #=H| A S BEEPR , TENXRE TR ZFHRIEHNE,
2. EBREN , ARERFHBBIUEREIEEFRITUTERE -

a. EE&T ,XNTFTIAMAFRMAG , %#F datalake_user,
b. ZELFHREHEZRART , EBGIBEERAR.
c. NFEIEE , %8 lakeformation_tutorial,

RIIKRALER
d. XFxR, NBERRPER—-INH 2K,
e. TERMINE T , EFEE,
3. EEBEN.
DBROMFHNEBRMITT —
%11 % : /8 Amazon AthenaZ= 82k 1z i

£ Amazon Athena &% & BT P IEIE.

1. FTFF Athena #2%#|& , Hhttps://console.aws.amazon.com/athena/SASRIE D A I A P~ & 5 &
., datalake_user

10 & : BFRIERNR 60
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2. WMEXE  FEBFHERUKEMER Athena EHRERS.

3. XITF Data source ($#EIR) , 1%£#F AwsDataCatalog.

4. XF Database ($3E%EF) , F%#HF lakeformation_tutorial,

RIIKAER,
5, HEP-—IRIEINBEIESD | EEFRR,

EWRISZSTHER 10 THE,

% 12 & : £ Amazon Redshift Spectrum & EIE O EIE

BRI LR E Amazon Redshift Spectrum A& # £S5 A E| Amazon Simple Storage Service (Amazon
S3) BIEHPEIE, BE , 81— Amazon Identity and Access Management (IAM) &€& | %A
B F B3 Amazon Redshift £ #&Eif) Amazon S3 B, AF , O ZABRFNELES AR
Select MR, ARFE , BFiZAF A Amazon Redshift ZEi4REIWNIR, H/F , 81E—1 Amazon
Redshift £8 HZTEMH,

REUEER BOOEER  AUBBEI NN EHERER.

A X Amazon Redshift Spectrum HIEZEE. , 2 H (Amazon Redshift BIEETF X A REE) &
#9E F Amazon Redshift Spectrum &) /A ZBEIE

% B I=1T Amazon Redshift &R

1. A https://console.aws.amazon.com/iam/ TF IAM #£#l&, UEBEFRIENEER A
2?2 ( AP &Administrator ) SfEAAdministratorAccess Amazon EE RN AF 5
B & F,

2. HESMBERT , EEEREK,

MNRIX 2B EIRIESE Policies , M4 & R Welcome to Managed Policies TUH. EFFFAER,
3. EEROIEEER,
4. % JSON ‘I,
5. HMELAT JSON ZRBE Y,

"Version": "2012-10-17",
"Statement": [

% 12 2% : 5 Amazon Redshift Spectrum & IEH HHIEIE 61
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https://console.amazonaws.cn/iam/
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10.
11.

12.

13.
14.
15.
16.

17

{
"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"glue:GetTable",

"glue:GetTables",

"glue:SearchTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetPartitions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"

1,

"Resource": "*"

}

TG ARFERNREETER. KERIEEFFREEAERER

EEEXRBAMELE , %A RedshiftLakeFormationPolicy fEN G EGIENREN B . W
AR (k). EERKBENEFLENEEETFHONR. AR5, ERERBEURELENT
(=

£ IAM BHENSIERT , EBAe K RAEERSIERAG,
N FIEFAERME | &EFE Amazon RS
i%3# Amazon Redshift RS R ALL A,

NIBH BRS1%E$E Redshift Customizable (Redshift AIBE X ). #AE1%EE Next: Permissions (T —
5 . *XISE)O

E %N B EH KM RedshiftLakeFormationPolicy , RAREINRFIEPZREEMZIINE
EAE,

HEERET—% 7%,

HEERET—% &

NFABEMN , MABT RedshiftLakeFormationRole,

( @& ) 3 F Role description (B ®#R) , AT ABHNHER,

REZAG , RELERCIEAR,

% 12 2% : 5 Amazon Redshift Spectrum & IEH HHIEIE 62
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BRFX Lake Formation BIIEEHREE RN R Select IR

1. 3$TF Lake Formation ###|#& , Mt Fhttps://console.aws.amazon.com/lakeformation/, LAERIE
EERFHBEZR,

2. HESMERHNRT , EEREERNR , AEEREN
3. RHUTEER:

« XFIAM AFFAR | EBEQEN IAM £ RedshiftLakeFormationRole, i&1T
Amazon Redshift Ef)RERE , ©EEMALL IAM B & RIRIVENR.

« X¥F Database (Bi#E2%) , F1%£#F lakeformation_tutorial,

RIIKRASER,
« TR, RRBERRFEERHXR.
o ERIERRNR,
4. EER

R B Amazon Redshift Spectrum FHiz{TZ&E1f

1. B LT MuLiTFF Amazon Redshift # %14 : https://console.amazonaws.cn/redshifte LA F
Administrator WK &,

RIS,

ERIEBEHTE L , WA redshift-lakeformation-demo fE} EEFRIAAT.
FFFRER | #%# de2.large,

TR , ERREERE THASEZUTSH

o bk~ DD

- EEAFAM : awsuser
- BEEHAPHBE : (Choose a password)

6. EBFEENE , XFAAN IAM A€ |, ¥ RedshiftLakeFormationRole., fAFi%1FE Add IAM role
ORI 1AM A ),

7. WMREXLFERNRASMIAE 5439 TE , BrAHEMEEZS LR EARNMELT. BITHIEREF
BERD , RERMAFTNBEEFROS,

8. LEFEGIEEE.

SR HEEIZ R
9. FFINEFHRBZENTH. EHIEERIF B,

% 12 2% : 5 Amazon Redshift Spectrum & IEH HHIEIE 63
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10. AHBTEHMMRTFXNEFSITERNANR, At , TBERATEER,

a. TEITH IAM #2#|& https://console.aws.amazon.com/iam/ , AAELAAdministratort R &
BER,

b. ESMERY , EBRAF , AREREUTREERKHMBIAF datalake_user,

 AmazonRedshiftQueryEditor
* AmazonRedshiftReadOnlyAccess
11. 1B Amazon Redshift #%l& , RFLAAF datalake_user S EH B R,

12. EEMEETIELS  EREESERUTAEREESHIERIER, NREZEIIRIEENFE
HIN | ERREREWH redshift-1lakeformation-demo , AR AKIEEEZH dev. AF S
awsuser FEBIEMNZD, ARG , £1F Connect to database (EZEFIBIEE),

® Note

MRRGRERTEMAEESY  HECKLEERRERPERT S —IEH | B
BB S BT T E S B BAR B XS AR

13. EFMER 1 XFEF , BAHIZITUTIEILRF Lake Formation HHY E3EFE
lakeformation_tutorial REJZE| Amazon Redshift R¥E# redshift_jdbc :

/A Important

<account-id>B¥#MABRH Amazon IKS<region>FHMH Amazon b X EFR ( Bl
W, us-east-1),

create external schema if not exists redshift_jdbc from DATA CATALOG
database 'lakeformation_tutorial' iam_role 'arn:aws:iam::<account-id>:role/
RedshiftLakeFormationRole' region '<region>';

14, ERZFEMTHEMTIRSP | 1EEF redshift_jdbc,

RYKASER, BERRERFNETREBIRT 7T X HMN Lake Formation I HINRHI &K,
15. ERBMZLNBEEFERG | EBRTREEIE,

Amazon Redshift R E B 10 1T,

% 12 2% : 5 Amazon Redshift Spectrum & IEH HHIEIE 64
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WE , BN EXNERENRIERNIIEITER,

% 13 % : £ Amazon Redshift Spectrum & F 544 Lake Formation X
bR

Amazon Redshift ZFFEREREH SQL BIARFHMBEIHIREFN IR Lake Formation PR, XL
BAESY AN Amazon Redshift IBE@HEl. BXEZEER , 55 (Amazon Redshift BHIBEF £ A
RIEm) FHBRAEE.

£ Lake Formation A F M RFEIENIRENR

Amazon Lake Formation BB BMFEHEI (OTFs) B RIAXBR |, #1400 Apache Iceberg, Apache
Hudi 1 Linux £ £ Delt a Lake, EARHKER , REFIMNAEARFSEREEROUE

Iceberg., Hudi 1 Delta Lake , 21/ Amazon Glue Data Catalog £/ Lake Formation 1% i& 41 %i £ X fR
Amazon Glue , AR 1A Amazon Athena B EIE.

(® Note

Amazon P HREFSFALZEFMERZZER. EXEZEE , B5H FHEM Amazon B, &K
RN B AR Amazon Glue B EEIE B FH Fo I EHBIBEME,

AHEIE— A FHERIZEMN Amazon CloudFormation 1, B UEENEELZERKHZB
SHER,

£}

- RRFEM

L FERIR

: A lceberg FIRBXER

: A Hudi RIZREXR

. 1 Delta Lake FiZEXFR

. &I Amazon &R

H
o

k\_’_—r

PO IR N
NNy

(M [H|[#

g’

P
(&)

%8 13 % : A Amazon Redshift Spectrum 3% F 544 Lake Formation X PR 65
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— AN
B2 A

AHBEEATIAMBEERR, BIEHEBRAMUS oM, TR HTAZHEHRFER Lake Formation €
BEERRNMERANAR,

At iRk
IAM BE R LA IAM AR MA & LK Amazon S3 #&#

#HENAF ., BAdministratorAccess
Amazon EE KB,

BIEHEERR AIAFREBIEE ., RIBBEEUAREEMAF
% F Lake Formation SR EF . AR IAM
MR IAM BB G2 | B RUEBERIE,

Ml 35 55 4 AUNBFEHETERNAS . AEETEAN
R

FRFMF

EFBAHBEZR] , BN E— Amazon Web Services Ik AIALLEEEFBARNAFR SHESF
. BXEZELR , HSFIEMIREL Amazon Web Services Ik F1?272,

FHRBELRE AM A2NXE, X IAMNER , F5H IAM AFEE.

IBEEIRBE LT Amazon BREFEETHRAHIE :

- BIEHEBERAR,
« Lake Formation #3&E #i% &
« Amazon Athena 5|2 iR 3

BIBEBIEHNEER

1. LAEE G AP 5% &% Lake For https://console.aws.amazon.com/lakeformation/mation &l & .
EAYED , BEREXERD (FFELMILE ) XEIZE IR,

2. 1f Lake Formation #Z#l& LW SMBERKRT , ENRTEREEACNIS.

3. ERBEPHEER TERBENERA,

BFRZ A 66
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4., HERHNBEOEEHREHEERF , EIAMAFNART , &8 IAM EEAS,
5. &R

B REEHIRE

1. 3TFF Lake Formation #2#I|#& , it R https://console.aws.amazon.com/lakeformation/, 1S &
BHPBEERT , EBRRE, BUHEPUATIEDN :

o IFHBAEELA IAM HEZR S,

o AFBIEEPHIRER IAM 5 E2RE,
2. EBKFRAKIZET , EBMRA 3 EREKF R,
3. LEERE.

¥ Amazon Athena BIZHRFIMRA 3

1. 3TFF Athena #&l& , Mk, https://console.aws.amazon.com/athena/

2. EBETHEA  ARBERFEIEA,

3. BRIFANREMRAEN 3. MRFTR , BREBIFE , T ARETHSIZEEFI , ARIERERAK
3o

4, %$* Save changes (REEX ) -

F1L5: ABRER
KI5 E an{a]fE A Amazon CloudFormation #£#R1i& & Amazon &R,

£ Amazon CloudFormation &k 0 22 & R

-

EXERI (HEERIILE ) XL IAM B2 G 1 5 4 &% Amazon CloudFormation #2##|& , M
#t https://console.aws.amazon.com/cloudformation,

RSB HK.

ERIEMKRREL BB T %,

AR B o

EET—F,

ET—TL,&ET—F,

BEERE—NLWFEMAEE , ABIEEREBIAX Amazon CloudFormation T AE & 812 IAM &R,

N o o~ 0D
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8. EEBIE,

HEtk B 3272 AT RETE B L0 B AT A = RESE Ao

JB83) Cloud Formation #i& AT B2 U T &R :

« If-otf-datalake-123456789012 — A T EHIBEH L S #h S3 171 @

(@ Note
Amazon S3 7R A PR IR K ID RS IKS ID B

« If-otf-tutorial-123456789012 — A T EHERMESHAM Amazon S3 ZfEH Amazon Glue
« Ificebergdb — K IL##EEE Amazon Glue

» Ifhudidb — Hudi ##&&E Amazon Glue

* Ifdeltadb — HEEHEE Amazon Glue

« native-iceberg-create — £ ##E B &+ 012 Iceberg &XHI1E Amazon Glue ik

* native-hudi-create — FE##& B &+ 8|2 Hudi &RKI1E Amazon Glue Ak

* native-delta-create — £ ¥ B K7 012218 2 RKY1E Amazon Glue ik

« LF-OTF-GlueServiceRole — #&4£i#% Amazon Glue AZE{TESH IAM &6, LAGK N T iHEEkiE
B%. Amazon S3 ¥ EEREMEN K,

 LF-OTF-RegisterRole — IAM £ f& 6] Lake Formation Il Si#h S3 b=, ARSI LF-
Data-Lake-Storage-Policy,

« If-consumer-analystuser — IAM F P £ Athena & i$#E

« If-consumer-analystuser-credentials — fZf#& 1 KV 2K 3E 2 47 /i F B9 2553 Amazon Secrets
Manager

SIETHKRE  SMERMBETFHIETUATERNE :

« AthenaQueryResultLocation — Athena & i) i H B9 E % S3 LB
« BusinessAnalystUserCredentials — $3E 2 47 i F~ 19 2315

KERZEE
1. B S ZEl Secrets Manager 3 & & ki%#F 1f-consumer-analystuser-credentials {B,

2. EZEHER P , BRERREAE.

B4 PEAR 68



Amazon Lake Formation FRARIER

3. iE TEBE,

% 2% . 7 lceberg RIRENR

FEART & | G WA BIE Iceberg & Amazon Glue Data Catalog, 7£ 1% B EIEBR A K 40
fAI{EH Amazon Athena EIE#E, Amazon Lake Formation

B2 Iceberg &

EWEBRF | BET—NEBIEB FZHEE Iceberg EK XM Amazon Glue 1EL,

1. 3TFF Amazon Glue ##| &https://console.aws.amazon.com/glue/ L FEEFRE ( 3EEILILER )
Xig , UBESEERAFR S5,
2. MEMSMBERPEFEL,

1%£$# native-iceberg-create,

o

Create job info m

O Visual with a source and target O Visual with a blank canvas (O Spark script editor
Start with a source, ApplyMapping transform, Author using an interactive visual interface. Write or upload your own Spark code.
and target.
O Python Shell script editor O Jupyter Notebook O Ray script editor @
Write or upload your own Python shell script. Write your own code in a Jupyter Notebook for Write your own code to run on Ray.
interactive development.

Source Target
Amazon S3 v Amazon S3
JSON, CSV, or Parquet files stored in S3. S3 bucket by specifying a bucket path as the data target.
Your jobs (24) info I C | Actions A | I Run job |
Edit job l
Q Find jobs ’ ! &
Clone job
-] Job name v Type Last modified v Schedule job v
. Delete job(s)
O native-delta-create Glue ETL 2/24/2023,9:22:31 AM
Reset job bookmark
native-iceberg-create Glue ETL 2/24/2023,9:22:31 AM 3.0
O native-hudi-create Glue ETL 2/24/2023,9:22:30 AM 3.0

4. HERET , EBREEEL.
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5.

£ “Job det ail Amazon Glue Data Catalogs” T , BF “BREM , REiEH “FAE Hive T
BIER” SUMWEERE |, FRAABERMEIP, Amazon Glue Data CatalogiX {18 E Amazon
Glue Data Catalog N{EAL R EAREKIER IR FENTHEE , HATHEEXN B X EFENA Lake
Formation R,

EERF

EERIET. BANERETHRELIRES.

B X Amazon Glue L WEZER |, 1555 (Amazon Glue F X A RIEFE) HHITE Amazon
Glue 24l & L4 B4R,

BB FTE 1ficebergdb BIEEFBIE R A product B9 Iceberg &, £ Lake Formation 12l
A FIIE Product &,

1 Lake Formation FEM iR E

ETX , & Amazon S3 BZRIM A BB HNALE,

1.

LABIEHEE R AP &3 La https://console.aws.amazon.com/lakeformation/ke Formation #2
HE,

ESMERTFIEMMERT |, EEHENE.
EEFIEALS | EEEMUE.
EEMUEREL , MALTRAR :

« Amazon S3 B - EENWE , RFEE 1f-otf-datalake-123456789012, # i Amazon
S3BIEZBM AR (>) LEME] s3/buckets/1f-otf-datalake-123456789012/
transactionaldata/native-iceberg &,

- IAM Af5 — %# LF-0TF-RegisterRole 5 IAM A,
o EFBSEMLE,
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Register location

Amazon S3 location
Register an Amazon S3 path as the storage location for your data lake.

Amazon S3 path
Choose an Amazon S3 path for your data lake.

s3://|f-otf-datalake- /transactionaldata/native-iceberg

Review location permissions - strongly recommended

Browse

Registering the selected location may result in your users gaining access to data already at that location. Before registering a location, we

recommend that you review existing location permissions on resources in that location.

Review location permissions

IAM role

To add or update data, Lake Formation needs read/write access to the chosen Amazon S3 path. Choose a role that you know has permission
to do this, or choose the AWSServiceRoleForLakeFormationDataAccess service-linked role. When you register the first Amazon S3 path,
the service-linked role and a new inline policy are created on your behalf. Lake Formation adds the first path to the inline policy and

attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

LF-OTF-GlueServiceRole

Enable Catalog Federation

Lake Formation will only assume a role to access a registered location when accessing a table under a federated database

& F37 Iceberg Y Lake Formation R
Fix—2& | BATREL S 2470 A 7 825 HIE R

1. EREHNRT |, &R
2. ERFHEENBRREL , &EEIAMAFNASG,
3. MTHF|ERAF%E 1f-consumer-analystuser,

Register location

B KTE Lake Formation FEMBBENEMNEZEER , SRR EHIEHH I Amazon S3 V&,

825 : 7 lceberg RIZBENR
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Principals

© 1AM users and roles
Users or roles from this AWS
account.

IAM users and roles
Add one or more IAM users or roles.

[f-consumer-analystuser X
User

SAML users and groups
SAML users and group or
QuickSight ARNs.

External accounts

AWS account, AWS organization
or IAM principal outside of this
account

4. EFwHABERZER.
5 XTEIERE , 1% 1ficebergdb,
6. XFF&E, 1% product,

825 : 7 lceberg RIZBENR
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LF-Tags or catalog resources

Resources matched by LF-Tags (recommended) © Named data catalog resources
Manage permissions indirectly for resources or data Manager permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Databases

Select one or more databases.

v Load more
lficebergdb X
Tables - optional
Select one or more tables.
v
product X
Data filters - optional
Select one or more data filters.
v Create new

Manage data filters [

7. TR, SRLESEEIRR TFETIHRNR,

a. ERMRT , EFEF

b. EHENRT , ERETIIMNHRMNR , RARERIE,
c. MXEREF product_name, price M category,
EFERN

Q

825 : 7 lceberg RIZBENR
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Table permissions

Table permissions
Choose specific access permissions to grant.

Select Insert Delete Super

Describe Alter Drop

the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

Select Insert Delete Super

This permission is the union of all the individual permissions to

This permission allows the principal to grant any of the

Describe Alter Drop permissions to the left, and supersedes those grantable
permissions.
Data permissions
All data access © Column-based access
Grant access to all data without any restrictions. Grant data access to specific columns only.

Choose permission filter
Choose whether to include or exclude columns.

© Include columns
Grant permissions to access specific columns.

Exclude columns
Grant permissions to access all but specific columns.

Select columns

product_name X price X category X
string bigint string

Cancel

{5/ Athena £1if] Iceberg &

MIE , B LAFFIAGE R Athena BB BIZEM Iceberg R, MRER EHIXE Athena Riz{TEl , NE

EREENERNVE. AXEZFER , FRHAEEERNERVE.

1. UBEHEERAFSHEF , ABMEA Amazon CloudFormation % PRI E XA BB U EE

RE(BFRILILE ) iS4 &EF, 1f-consumer-analystuser
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3]

M https://console.aws.amazon.com/athena/ ] FF Athena 2 H| &
BRRIRE  AREREE,

EERERNALEES , #i AE1E Amazon CloudFormation #i i FRIZ M ZE RN RE. E4l
AthenaQueryResultLocation (s3:/If-otf-tutorial-123456789012/athena-results/) B {E FH %R
“RIFS

BITUTERUM B ZM#TE Iceberg R 10 FKidxK :

select * from 1lficebergdb.product limit 10;

BXREM Athena Eif] Iceberg RWEZEE. , HSH1 (Amazon Athena FIF1ER) PHER
Iceberg %o

% 3% A Hudi RIRENR

EATH | BFZI mAEF 12 Hudi & Amazon Glue Data Catalog., £ Fi%k B B IE X PR LA K an4a
£/ Amazon Athena E#HI¥#E. Amazon Lake Formation

B2 Hudi &

1.

o &~ 0D

FEHFZRD , BR/E1T—MNMEHIE Amazon Glue B FH 012 Hudi BFRAEL,
G

&3 Amazon Glue ##| & https://console.aws.amazon.com/glue/ L FEERE ( 35 EILILER )

X1

MNEN S B &I E e,
%$ native-hudi-creates
ERET , EBRREEL,

£ “Job det ail Amazon Glue Data Catalogs” T , BFF “G@REM" , REESP “FAE Hive Tt
BEL SN EEE  FROBFERMEIF, Amazon Glue Data CatalogiX 18 E Amazon
Glue Data Catalog e\ A EANEIER ZHRBEN THERE , FATHEEXN BZERNA Lake
Formation X PR,

EERERTF

ERIET. BANERETHRFELERES.

% 35 1 A Hudi RIRENR
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B X Amazon Glue L WEZER |, 1555 (Amazon Glue F X A RIEFE) HHITE Amazon
Glue 24l & L4 B4R,

Lt4EL £ database:Ifhudidb #€1%# Hudi(cow) %k, £ Lake Formation ## & F 3 UE product
o

£ Lake Formation # EEhiE L E

TR , & Amazon S3 BREEM N BIRE RN RNV E.

1. BB HEE R AP 8% %% Lake https://console.aws.amazon.com/lakeformation/Formation 2
L=

2. HESMBEHRPHEMARERT |, EERTFEVE.

3. ERFERLA, EEIMUE.

4. FEAMNEREL , WAUTHSA :

« Amazon S3 & - &IFR K , REIEFE 1f-otf-datalake-123456789012, ¥ Amazon
S3BIEZBM AR () LEME] s3/buckets/1f-otf-datalake-123456789012/
transactionaldata/native-hudi V&,

- IAM Af5 — %8 LF-0TF-RegisterRole 5 IAM A€,
o EFFEMUE,

RT3 Hudi REYBIEHR
BX—% , BAVR@E LS 247 A R FHEE AR

1. EBESLRT | E2RN

ERTHENERREL  &E IAMAFNASR,
MTHBH KRB ERE 1f-consumer-analystuser,
EFEREBEEFRRR.

N FEIERE |, %E#F 1fhudidb,

XF ik, % product,

BTk, BB EESIRE FE T 5IH 5 ERR.

N o o A e Db

a. HEXRMERT , &FixH.

% 35 1 A Hudi RIRENR 76
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b. EHENRT , ERETFIINHRNR , REEFSE.
c. fXi%&E% product_name, price Hl category.
d. EREEN.

£ Athena &if) Hudi &

EFRER Athena ERZEVIEMN Hudi k. MREREIRE Athena PIZTEN , IFEEEREENH
ZRE. AREZRER , FEAEEERESRVE.

1. UBENEERAFPSHRFE , ABMEH Amazon CloudFormation % P I E XA Z B LUEE
RE (BHFRILILE ) XiGMF 0 & R, 1f-consumer-analystuser

2. M https://console.aws.amazon.com/athena/ ¥ Ff Athena £ #l &,
3. ERRE , AREREE,

4. EEALERNMNEES , I ABE Amazon CloudFormation i tH P BIZERM F 6 AR R, &5
AthenaQueryResultLocation (s3:/If-otf-tutorial-123456789012/athena-results/) KY{E H R
o

5. BITATEHUTMEFMHEE Hudi RPH 10 Fix .

select * from 1lfhudidb.product limit 10;

BXEH Hudi RWEZEELR |, 551 (Amazon Athena BFERE) BRIEH Hudi ZF—1,

5 4 & : N Delta Lake RiZENR

FEARTH , SFEI NAERFSEEFTE 4 0E=AMAR Amazon Glue Data Catalog , ZEH 1%
B HHIER PR Amazon Lake Formation AR #1{a 8 F§ Amazon Athena E i EIE,

#7 Delta Lake &
HEWETTRA | Bz T—IEHE B ZH 812 Delta Lake £ &K M Amazon Glue £,

1. &3 Amazon Glue ##| &https://console.aws.amazon.com/glue/ /L FEEFRE ( 3EEILILER )
X i

o

2. MNEMSHEEPIEEREL,

% 4 % : 7 Delta Lake RIREMN R 77
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3. i%&#¥ native-delta-create,
4. TEBRET , EEBEERBEEL,

5. 1£ “Job det ail Amazon Glue Data Catalogs” & , BFf “BREM" , AF/IEF “AE Hive T
BIEL ZHNEEE , FRAOBFERMEIF, Amazon Glue Data CatalogiX 15 E Amazon
Glue Data Catalog AEA R EANEKIER B BREN THIEE , HATFHEEXN BRERENA Lake
Formation X PR,

6. EERE
7. ERETEEET.

BB TE 1fdeltadb BIEEHBIEE N product B Delta Lake k. 7£ Lake Formation 2
AHIF product &,

£ Lake Formation F MR E
TR , ™ Amazon S3 B EM A BIE MR E.,

1. EREHEERRAFLITH Lake https://console.aws.amazon.com/lakeformation/Formation 3l

PAN

Ho
2. ESMERFAEMMERT , BEHELE.
3. EEHEALS | EREIFMUE,
4. HEEAMUEREL K WARTAR

« Amazon S3 BE — RN K , RFIEFE 1f-otf-datalake-123456789012, # 7 Amazon
S3IBMEEBMASEKL (>) LEMEl s3/buckets/1f-otf-datalake-123456789012/
transactionaldata/native-delta V&,

- IAM Af5 — %8 LF-0TF-RegisterRole 5 IAM A,
o EFREMUE,

FF 3t Delta Lake 3B Eh3E MR

BX—F , ZAVPRF@E LS 247 A 7R T AR .

1. EBEHNRT , EERN,
2. ERFHENRREL , EEIAM AFRNAE,
3. MTHFHKRAIER 1f-consumer-analystuser,

% 4 % : 7 Delta Lake RIREMN R 78
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4. EFWBEBEEFRR,

5. XNFHEE , %&#F 1fdeltadb,

6. XFFH , %#F product,

7. TR, BALBIEEEIRETET I G ENR,

a. ERNERT , &FiEE,

b. HEHBEBNRT , EFEETINHENER , REEFETES.
c. MXEREF product_name, price # category,

d. EREERN.

£ Athena &if] Delta Lake &

MEFBER Athena EEGIZEM Delta Lake &R, MRBEEH IR Athena R ETEN , NIEERE
BHERNE, BXELER , FSREEERHERAE,

1. UBESEERARF SMEH , ASEA Amazon CloudFormation #i
HBusinessAnalystUser ¥ HIE AN BBUXERE ( #E LT ) XiEH &6 &R,

2. M https://console.aws.amazon.com/athena/ ¥TFF Athena 2 #1& .
3. ERRE , AREREE,

4, EBERLERMNVEED , i AETE Amazon CloudFormation %t R B 2B E R, EF
AthenaQueryResultLocation (s3:/If-otf-tutorial-123456789012/athena-results/) BV {E H R
7.

5. BT TEANRMIFMEE Delta Lake RFH 10 FicHK :

select * from 1lfdeltadb.product limit 10;

FXEif) Delta Lake KW EZER |, 52 (Amazon Athena AFF#EFE) FHIZEIA Delta Lake
i_:ﬁ-o

S8 5 - FHE Amazon ‘&R
BIEEIR

9 Bh L E RIS A E /Y B Bl Amazon Web Services K |, iEMIBRIRIEAKEFEHK Amazon &
Ro

S5 : 55X Amazon BIR 79
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1. BLIAM BE R K 519 &% Amazon CloudFormation ##|& , Mt} https:/
console.aws.amazon.com/cloudformation,

2. MiIBR Cloud Formation 3ttk. 8612 K[ B3 5tk —EEMIER.

£/ Lake Formation E T FrE 1/ 0] 42 #I B 12 3 E H

RTLETHNEFEEHE PB RHNEIESH, AmazoniXE P FAHFZ A Amazon Lake Formation
MTEENMNALTFRANRBENAZMMNRTER. BERNAFHENEN , HEERVNEEALES
B ERBRA M AHE TR IR, Lake Formation EFFRZEM 5 EI24] (LF-TBAC) i
FERUE LF R (ETHBE2ENAKE ) HEZEREMMEEERE , RmfgR 7T XA EE,

LF-TBAC R—fETEME XN RN RN KR, £ Lake Formation |, XLEEMHEMHR N LF 5%,
AT LURF LF $RZME IR ERIE B &R Lake Formation £k, HIFHEE R o AER LF X0 B A
B453 Lake Formation BRHNR., BXxEZER |, i§Z5FLake Formation EFRZEH i a4,

AHFEERNAIER Amazon AR EIEESIZEZE T Lake Formation FrZERIFRIIEFHI KRG, Ltk , BE
BR T {AEREEGHREH Lake Formation ETHRZEMIFRIEHIR. BIEENS,

BRI LA LF-TBAC AT AT ERAZRA :

« BERERNEE , ZEHEERALTRFXN NN RNER
« BRETARERNBERITORART 2RETFNR
- BIEHEERERBEUNBEN AR ENR

LT REM LF-TBAC BERRRNEEDS R

1. BIRERERAUTHEN LF SRXENIRZEARME : Confidential M Sensitive, A
Confidential=True WEIEEEE™ KN IHEEH, 748 Sensitive=True WHBEBEZEE DM
HITESE DT,

2. BBEERANBEIRM 2 BERRRINONR , EMINERTRE LF SrSWER,

BEIRMWETHMNIEE : tag_database Ml col_tag_database, tag_database
PR FTE R EBE A Confidential=True, col_tag_database FHIFIERHES
Confidential=False, col_tag_database A&XRM —LFHH Sensitive=True /X , LUK
BEHENDITER,

4. BIRERIBIMEABERERXNRZMY Confidential=True UK
Confidential=False, Sensitive=True B A &2 T3 RNIZIUER,

EAETIREW T RRHERREM 80
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5. B XMEE , BIE0 MM A LT T T A EBNBENITO M.

K
[

m
e
5

)
ot
»
+

S

B R IR

EMBIENME. SIE LF IR EH R FNR
. B2 Lake Formation $iEFE

 BFRAR

. 7£ Amazon Athena FIZ{T&E AR IR

7B Amazon &R

S

S

¥ (B |8 (B |8
o | (W N =
\\'Fr

ST

NG
Qe
R
()]

BFRZ A

AHEEATHREER. BIEIFMMBIES MM, 7£ Lake Formation F Amazon Glue Data Catalog
EEMEENRE , £FKFPHNBEEEABRBEEXISNIREERAIEMENR , H B & ER
. HNEBALR MK R TFIHRNR.

TRIETAHEHRFEANAR
AR EiR
BEER (BER ) 1f-data-steward AFHFELUTIHRNE :
o XEIE R FHATE EIRNIREUN R
- AINBIE LF REFNEXKIBEIRITA
&, UERHEMAEARFIURTFNE
BiETREIm 1f-data-engineer AP EFLUTIHMER

R -
s WHIIFEEBZHAAERRNTEIEZR, EANE
TR

« BRI BIENCERR
« AJBAKRER LF SR AR ERERBI IR B &

BREA &1
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y=:h=:) DU
« ABUFF LF FREMINBEIRR , NRBEREE
ROZR TR RN EMRE T RIRR

BESMAR 1f-data-analyst AFHEEUTIHRNE :

« X1i#id Lake Formation ETFHRZEH i 0] KBS
HEWERA R A R AR

FTRZM

EFBRA%EZE , tRUTE —4 Amazon Web Services Ik~ AT ARUEE EBNENEERRF S
BEFEN, BRXEZER , SR TRPHE Amazon BLEES

AHRBEERE AV, B IAM BES | S AV A8,
F15 AEER

AHESE —MATHRZEIREN Amazon CloudFormation ik, B UEFEMEE LIZEHRKFEZEH
CHER, ZERVET=ATENAE (FEFEFZR ) KINITELES |, HHF nyc-taxi-dataBiiz &
£ 4|2 B A Amazon S3 F# .

« —4 Amazon S3 748

« &M Lake Formation i& &
- FRIH Amazon EC2 &R

- ZAEEXIEN IAM BE

BIRERN R IR

1. EXEFRI (FEFEILILE ) XEM https://console.aws.amazon.com/cloudformation &%
Amazon CloudFormation #2%#|&

2. EREBHK.
. BEET-%
4, TEFHF'EEE“‘ 2, AUAT=ZANABRAR

3 : DataStewardUserPassword, DataEngineerUserPassword #l
DataAnalystUserPassword,

TR 82
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5. BEREFE—TLHNEFAEFEE , RABEEEREBEIAX Amazon CloudFormation AIRES B2 IAM H IR,
6. EERBIE,

HR QR RERZ FEE D D TR T BESE Lo

® Note

SERAHKIET , B REEEM R P A HEHK Amazon CloudFormation , A4k &4 %A, B
BHENSHRARILES SR IR TR,

B2 EMBENE. 012 LF FREREHR TR

EiX—% , BIEERA/MEA Confidential M Sensitive iIXFHA LF FREEMFRERGE | HEN
BEN IAM E4FFHAIEN LF FRZH IS E R,

AR E H G2 LF A4

1. DBEERAF (1f-data-steward) WEMHITE—F , BiE Amazon S3 K& Lake Formation
REE B R RIE.

a.

b.
C.
d.

e.

£ F &8 & Amazon CloudFormation #E4% A F Y 88 &% L htips://
console.aws.amazon.com/lakeformation/ak 1f-data-steward e Formation 1245

ESMBERPHINRT  EFEEACNES.

EHEHERER D |, EERM,

EAMERERNEL , T IAM AFRMAR® , &BFAF 1f-data-stewards
EFRRFLURM 1f-data-steward 7 Lake Formation B 5,

2. TR, EHHIEE FI&ELUEA Lake Formation IXRFE& B FER , MA2EAET IAM B

TR,

a. ESMERTHNEET , EERERFRRE.

b. BUHERMUNHMBIEEER IAM T E2E

c. HUHERIHMIEE FAIFRMEM 1AM 15R2H],
d. B&HRfF.

3. EETXR, EMBEHNBENE,

B2%  EMBIRENE. GIR LF REREHE TR 83
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e.

f.

ESMERNEERET , GRBERE.
EEEMLE.

EEMEREL , X F Amazon S3 B& , #iA s3://1f-tagbased-demo-Account-

ID,

NF IAM &6 |, REBEIA{E AWSServiceRoleForLakeFormationDataAccess A3,

1%$% Lake Formation ¥R I RIE R, .
EREME,

4. TR, BEEX LF FREREIEBAE,

ESMBERNRT |, E#F LF FZFR,

R LF 5%,

T8, WA Confidential,

XNF{E , 0 True M False,

ERRD LF 3R,

ESERSER , FHAE True 812 LF #% Sensitive,

BEENEKEKI BT A LT LF #7%,

@ IAM B P& TR

1. BTXR, BRIUEBEN IAM EHFE 62/ LF $REM02 3R,

a.

b.

ESMBERNRT |, & LF FRZFNR,

T LF iRERREF D , BERTFNR,

FNFINRER | EF LF X REXNNR,

%E IAM AFRFAR,

XFIAM AFRfMAE  #FHiEER 1f-data-engineer A€,

£ LF #7350 , ANIER True M False M4 Confidential , BARMER True B9 key

Sensitive,
ENRT , AR AR F AR IE R H#R M < Bk,
EERRN,

B2%  EMBIRENE. GIR LF REREHE TR
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M

2. Tk, ®1f-data-engineer FERMNMEIEB RMBCIENIER Amazon S3 F#E LI
BIEEM PR Amazon CloudFormation,
a. ESMERNEET 6 EREEAGNES
b. EHEECEERD , EFEERL
c. XWFIAMAFFMAE , %F 1f-data-engineer A,
d. XNFEFRNR , EFIERERE.
e. BJEEEN
3. ¥T3k, M™1lf-data-engineer AP R FX Amazon S3 M (s3://1f-tagbased-
demo-Account-ID) KR,
a. ESMBERFHNRT , EEHENVE.
b. EEEIN.
c. BERBNIKF,
d XFIAMAFPHMAE , %#F 1f-data-engineer A,

e. NWTFEMEAE , 5% AH Amazon CloudFormation 4R 812 # Amazon S3 F# & (s3://
1f-tagbased-demo-Account-1ID),

f.  EEREEN
4. TR, BFNE LF HRERIER Confidential=True XEM B RH TR FXIR 1f-data-
engineer,
a. ESMBERNNRT , EEHIESNR.
b. EEREN.
c. EEBIAMAFNAR,
d. %&#EAE 1f-data-engineer,
e. & LFRERAFHRED , EFBED LF HRECEH TR,
. EBARILF fRZREX,
g. AHMER True WH Confidential,
h. EHEENRTD , WBREENRN TR FHRRERER,
i.  ERNRBE , ARNBEM TR FHNREFERR, ERMER,
jo EEREM
5. ETX, BFXE LF HEXRIERN Confidential=False XKW E RN AR FNR 1f-data-

g2% ‘Feﬁ&”f‘ﬁ%{é% IR LF REAREH R TFNR
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FRARER

J-

ESMERNNRT |, ERBIEHNR,

EFERN

%E# IAM AFNAR,

B AR 1f-data-engineer,

EEBET LF RS TE MR IR,

RN LF 5555,

WWINfE False W% Confidential,

EHEENRBS , HBEENRMN TR TN REZEHER,
ERAINR &5 , BOEREARNR,

EFERN

6. ETX,BFXNE LF HrZEEX Confidential=False ] Sensitive=True XBH &R
AR FHPR 1f-data-engineer,

a.

b.

ESMEBRHNRT , EREBIERR.

EERN,

%E IAM AFRFAE,

“EERA® 1f-data-engineer,

7 LF RERBFERTFOT , EFEBET LF FRZ B R IR,
R LF 7555,

WHN{EXR False W Confidential,

R LF RS REN.

WIMER True M8 Sensitive,

EHREENRED , NEBEERRM A& TN RERHEILR,
ERNREBD , ARNBRA AR FORRERFFR, EEANER,
EERN,

5 3 & : B2 Lake Formation B E

FEiX—2 , LFIBRANRIERE | HF LF RS2 509E B R4S E 51 DU 4T

% 3% : B2 Lake Formation ##EE
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IR T HIEER 75 R B Bz E M=

1. BH% , 8IEBIERE tag_database, % source_data , HKiiELHM LF FrZ,

a.

e.

f.

£ Lake Formation #2#|#& (https://console.aws.amazon.com/lakeformation/) £#) “B#E B &~
T, ®&E BURE

R EBIERE.

NFAEF, EA tag_database,

EM BT | Hi AH Amazon CloudFormation #&4x 812/ Amazon S3 # = (s3://1f-
tagbased-demo-Account-ID/tag_database/).

BUEE RN W BIEEF I RER IAM HE 2 E,
R BEBIEE,

2. TR, £ tag_database FRIE—/NFT &,

a o T o

—h

EREEFETEL , EEBIERF tag_database,
EREER , ARRETOER,

MNFEF, B A source_data,

XiF Database (B#EE) , %&#F tag_database #IERE,
N FREER , EFEFRE Amazon Glue &%,
NFHEFENCE , EFRNKFPEERE,

HEEEREH , B A Amazon CloudFormation 4R Etag_databaset|ZEHEEE(s3://
1f-tagbased-demoAccount-ID/tag_database/),

X TFE#FEHEX , EE CSV,
FEEERRET , WALT JSON S 9EA LA I 2R

[

{
"Name": "vendorid",
"Type": "string"

},

{
"Name": "lpep_pickup_datetime",
"Type": "string"

},

{

"Name": "lpep_dropoff_datetime",
"Type": "string"
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https://console.amazonaws.cn/lakeformation/

Amazon Lake Formation

FRARER

iy

iy

}I

}I

}I

}I

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"store_and_fwd_flag",

"string"

"ratecodeid",
"string"

"pulocationid",
"string"

"dolocationid",
"string"

"passenger_count",
"string"

"trip_distance",
"string"

"fare_amount",
"string"

"extra",
"string"

"mta_tax",
"string"

% 3% : B2 Lake Formation ##EE
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jo EEEE, LEREMRE  REMBELENNUATREEEAR

}I

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"tip_amount",
"string"

"tolls_amount",
"string"

"ehail_fee",
"string"

"improvement_surcharge",
"string"

"total_amount",
"string"

"payment_type",
"string"

% 3% : B2 Lake Formation ##EE
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8 Column Name v Data type
1 vendorid string
2 lpep pickup_datetime string
3 pep_dropoff_datetime string
“ store_and_fwd_Hag string
5 ratecodeid string
6 pulocationid string
7 dolocationid string
g passenger_count string
) trip_distance string
10 fare amount string
1 extra string
12 mta_tax string
13 tip_amount string
14 tolls_amount string
15 ehail_fee string
16 improvement_surcharge string
17 total_amount string
18 payment_Lype string

F
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k. EERER,
3. ETk, EBEERBIM M LF /7%,

a. EBEETEL , KREHiEER tag_database.

b. ERERREL | EEREE LFHE

c. EBIEHM LF HFZE,

d XNTEermig , RFEEZE6IEMN Confidential LF #5355,
e. XTFE, &R True,

f.  EERF.

XEERMSER T A tag_database BIEEHR1TH LF FrZ 2 Bl

SRR T34 5075 B Ry BIEEN &K

BEEUTHSBRUBERIERE col_tag_database #ik source_data_col_1vl , FEFIKHIH 0 LF
*’%%o

1. EHEEREL , &ERNEHEE,
2. XNFE#H , HHWA col_tag_database,

3. EE#ES , H AH Amazon CloudFormation #4x 12 # Amazon S3 # = (s3://1f-
tagbased-demo-Account-ID/col_tag_database/).

4. BUHEPLS WBIEEPRFHRER IAM TR,

5 EFRVEBIEE.

6. EBFEEINEL  EFENFBIEE (col_tag_database),

7. EREFREXR, AGEH0ER.

8. XWFEWH , HH#MA source_data_col_1lvl,

9. WTFBIERE 6 EFREHNHFBIEE (col_tag_database),

10. X T RZEX | EFARAHE Amazon Glue KiK.

1M1, NTHFENLE , EEBRNKS FRNEERE

12. %A col_tag_database (s3://1f-tagbased-demo-Account-ID/
col_tag_database/) B Amazon S3 &%,

13. X FEHIEHE , &&F CSV,
14. #ZUpload schema 7 , B ALLT3# JSON :
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iy

iy

iy

iy

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"vendorid",
"string"

"lpep_pickup_datetime",
"string"

"lpep_dropoff_datetime",
"string"

"store_and_fwd_flag",
"string"

"ratecodeid",
"string"

"pulocationid",
"string"

"dolocationid",
"string"

% 3% : B2 Lake Formation ##EE
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iy

iy

iy

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :

"passenger_count",

"string"

"trip_distance",

"string"

"fare_amount",
"string"

"extra",
"string"

"mta_tax",
"string"

"tip_amount",
"string"

"tolls_amount",
"string"

"ehail_fee",

% 3 & : Bl& Lake Formation $iEE
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"Type": "string"

iy

{
"Name": "improvement_surcharge",
"Type": "string"

iy

{
"Name": "total_amount",
"Type": "string"

iy

{
"Name": "payment_type",
"Type": "string"

}

15. #%&# Upload. LEZEME , REWELENUUTRESEEMT
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FRARIERE

10

1"

12

15

14

15

16

17

18

Column Name

vendorid

lpep pickup_datetime
lpep_dropoff_datetime
store_and_fwd_Hag
ratecodeid
pulocationid
dolocationid
passcnger_count
trip_distance

fare amount

extra

mta_tax

tip_amount
tolls_amount

ehail_fee
improvement_surcharge

total amount

payment_type

Data type

string
string
string
string
string
string
string
string
string
string
string
string
string
string
string
string
string

string
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16. EFRRERUTHRTRKAIE,
17. BIE , M Sensitive=True LF #5&XxBF %] vendorid # fare_amount,

a. EXRNHEL , EREAEMNRK (source_data_col_1vl),
b. TERMERE L, EFENM,
c. 1%&#%| vendorid HiEEHmE LF iRZ,
d XNTFESENE A6 EREXIKNE,
e. XFE, &#F True,
f. EERE
18. TR , ¥ Confidential=False LF ¥ X Bk %l col_tag_database, XREXE
&kcol_tag_databaseRtlf-data-analystae®B MIRBKIEEFTZFER Amazon Athenao
a. EBEEREL , KEH%ERE col_tag_database,
b. HEBRAERREL  ERRELF L.
c. EEDEHM LF 7L,
d XNTEFEMNRE , EREZAOERN Confidential LF #5%,
e. XTF{E, & False,
f. EERE

45 BTFRNR

£ LF #5% Confidential # Sensitive MKTFEH IR FEALKIERE tag_database Fk
col_tag_database FIX PR,

1. BRBLUTHSEME 1f-data-analyst AFRFRFXNE LF #i5&
Confidential=True ( Database:tag_database ) <EXHIFT REIR , EEBEXNBIBEN
Describe fRFIX=HKY Select PR,

a. %3 Lake Formation ##l#& , Mithttps://console.aws.amazon.com/lakeformation/J31f -
data-engineer,

b. EMRRT , EFHIEHNR.
C. ﬁ?%ﬁ*Xo
d ‘&EXEH®HT, &F IAMAFNAGE,

‘%ﬁ s Y N D S | .
FVE ] R , AL IT=Uatd=dliTdlySlo 96
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f. HLFHFREHEFRERT , BEET LF HRECTE TR,
g. IERFERILF BRI,
h. X T4, &# Confidential,
i.  XFE, & True,
i NTFHBIEENR , %$#F Describe,
k. XNTFRNR , EFEFNHELR,
I EERN

2. ETk, EEXESE  MBUESHITRFX Confidential=False By LF FrZERIEN
FIXBR, ZHLL 1f-data-analyst &M Amazon Athena EXAT , AL LF #REHER
col_tag_database ik source_data_col_1lvl,

a. %3 Lake Formation ###l%& , Mithttps://console.aws.amazon.com/lakeformation/ 1 -
data-engineer,

b. FEHEETEL , ERHIEE col_tag_database,
c. BEERBENEN.

d. ‘EFXAT , &#F IAM AFNAG,

e. XFIAMAFMARG , %&# 1f-data-analyst,
f. EFED LF R TE R TR,

g. IERFEHILF BRI,

h. XtT# , & Confidential,

i. XTE, &# False,

i WNTFHBIEENR , %$F Describe,

k. XNFRNR , BOEREARNE

I EERN

3. ETk,EEXELSE  MBUESMITRFX Confidential=False M Sensitive=True Y
LF SRERAEXNNPR, HLL 1f-data-analyst H19M Amazon Athena & FAT , EfALL LF #R
LR col_tag_database X source_data_col_lvl ( FI%KH ) o

a. %% Lake Formation ###|#& https://console.aws.amazon.com/lakeformation/ , ity 1f-
data-engineer

b. EBEENEL , EFEHESE col_tag_database,
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d. EEXHAT , &&F IAM AFNAE,

e. XWFIAMAFPMAR , %#F 1f-data-analyst,
f. EBES LF fRETENER.

g. IEEFER LF FRX,

h. T8 , %&# Confidential,

i. XNTE, &E False,

o EBALF AR

k. X T4, 1&#E Sensitive,

. XNTFE, & True,

m. NTFHFEENR , %£F Describe,

n. XNFRINR, &#F Select M Describe,
0. BJEEEMN.

2 5 %5 : £ Amazon Athena = {TZ 8 LU IE AR

EiX—% , EH Amazon Athena XK (source_data and source_data_col_1vl) iz1T
SELECT &ifl, £ Amazon S3 BEENERLERIE (s3://1f-tagbased-demo-Account -
ID/athena-results/),

1.

2
3
4

EFXAthenatZF|& , LA hitps://console.aws.amazon.com/athena/lf-data-analyst
£ Athena Ef)mERET , EEMERHPIERE tag_database,

1%4% source_data ZEUMHMERIETER (=MNER ) , RAFEEMK R,
ERETER,

EHIREFE/LSHNATEET. EAERTHREPHAES , BN LF REREHREERFIX
BXiy , H B source_data REBIMNBIEE tag_database 44 LF-tag,

f£Mcol_tag_database # source_data_col_lvl =175 — &,

L -ANEHIREFRIEH Non-Confidential 1 Sensitive KWFEANFI,

BRI UEE L RIRBERENNS LAY Lake Formation EF &M IARIEKHEIT . BMER
source_data_col_1lvl AiEERIFIZHFIES , Athena RIREIfEIR, fHl0 , B LLETUTE
WRKIEFERIRIEMN 5] geolocationid :

% 5 % . £ Amazon Athena FIZ1T & SR UE AR 98
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SELECT geolocationid FROM "col_tag_database"."source_data_col_1lvl" limit 10;

S 6 : B Amazon BIR

7 By IEERBER R A EH 2R Amazon Web Services K, YR AT LA BR A F 2328 Amazon &
Ro
1. Bl 1f-data-engineer 513 % % Lake Formation % &l & H M BREIEE tag_database #

col_tag_database,

2. Tk, BL1f-data-steward SMPEFHERLEIZ T 1f-data-engineer M 1f-data-
analyst. WATE LF RENR. BIENRMBIELENR,

3. EAZATEE Amazon CloudFormation #i%# IAM iE$H |, LUK FFrE &K & 19 & % Amazon
S3 #&IA,

4. MIBRAT 654

* |If-tagbased-demo-accesslogs-acct-id
* If-tagbased-demo-acct-id

5. @3 https://console.aws.amazon.com/cloudformation &% Amazon CloudFormation ##|& , &

EMIBRIEBIR A MR, FFMHERIRSE N DELETE_COMPLETE,

{58 A AT R A 177 (R 422 5l 4R 3 23

Amazon Lake Formation TR R A FERBEHIFESAMIAE RBEREAXN XD B EITHIHRINER,
MREEE - LEEHBR T ZFIEZHARBER , WEE RS EREF R A - FE BN EE T A S i)
BEENHE. THRIGEEFR—REEMSRNABBRT 5 ZE , B AFAF BRI ITTERS
HEHE. Lake Formation B 1R 5l BRLE E 45 (R 7 HRLELERAE, MIAT SARIEE WL RS THRIAY , MR
HEPXFITEEMERE.

EARYESD , 887 BITR D15 B2 EI7E Lake Formation MY THERE | DUk WA R EX M if []42
#lo

A#HEAE —PMATRIFREFTERIREMN Amazon CloudFormation 4R, &AL EE M B E N iZER
KHEEZEHCHER,

&

S 6 : 55X Amazon BIR 99
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- BFRERX

- RRFH

- F15  FRAR

c Bo2Y ETEABERERANER THITESR
- B34 REBEFERGEARTR

« F45 . ERABEREREHRTEN

o S5 FE Amazon AR

BFRZ A

FHEEERATHRER, BEIRMNBEI T, TRIG THEREENRECAENAGINR
.

A BN
IAM B 5 AIBABIE A P A B R Amazon Simple

Storage Service (Amazon S3) EEEH AP,
AAdministratorAccess Amazon EEXR

B& o

HIEHEER MRREHIEH ., SR IIERIE S AN @ iR
DR FREREV A

BFEDMAR AUNBESETEANRS . BEETREE

X (ERMNVEARGIS , AXEMA
R)NBESTFRENTECER XN
ERoMEmTe, R, HTERAMER | it
MR TTEE B E Al E 5/t XA &= VBR

FRF M

EFBRA%EZE , tRUT1E —4 Amazon Web Services Ik AT ARUEE EBNENERRF S
BEZN, BXEZEER , BSH THAIHE Amazon BLEES,

AHEBRELHE IAM, X IAMWEE , E2E IAM AFEE,

BFRZ A 100
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B K Lake Formation & &

/A Important

£ /231 Amazon CloudFormation 2 &1 , HIRBUA T LT RER “{X3 Lake Formation HEY
B RE/RER 1AM 5B 2R 4] HEIR

1. EXEFRIP (FFELIH ) HXIEEAZ (BBNX ) #hXFFK Lake Formation 12l

Ao https://console.aws.amazon.com/lakeformation/
2. EBHFEEFRT , BERE,
3. BUREERXIHBIEEMREM IAM 5 R EI RS HBIREEFPRFRER IAM R EZH,
4. EERF.

£15  ARAIR

AHREE —MHTFRIEIREM Amazon CloudFormation 14, B UEFEMEE L ZERKHFHZE
S HER, iZ Amazon CloudFormation RE KA T &R :
« UTHPFRHERR
» DataLakeAdmin
« DataAnalystxE
« DataAnalystJP
« Lake Formation ¥z #i% & MR

« —/\ Lambda B % ( AT Lambda X #F# Amazon CloudFormation BE SRR ) , AT ~EI54E
XMt Amazon S3 7 #@E FI E &/ Amazon S3 71

- FAERIE N Amazon S3 F#E4
« Amazon Glue Data Catalog ##gE. ZMo X

BIRIEHNRIR
BRBUT S B AH Amazon CloudFormation &k 6l 2 18 1 & B .

1. EXEFRI (FFRILILEP ) XM https://console.aws.amazon.com/cloudformation &
Amazon CloudFormation &l &

F1E . ABRAR 101
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2. BRI,

3. HYRHERREL K HBET-5,

4. HBAEBER.
5

%t FDatalakeAdminUserName# DatalakeAdminUserPassword , i§ A IEHEE R A P AR
B IAM AP B MZEB,

6. XiFDataAnalystUsUserName#] DataAnalystUsUserPassword , A St EXE MmN HE D I A
PR AZEENAFENEB,

7. ¥tFDataAnalystipUserName#Fl DataAnalystJpUserPassword , 8138 B A< 37 B9 B8 2 4 U A
PR AZEENAFENEB,

8. XITF DataLakeBucketName , &%l A S8 B35 17 W6 B9 & #5o

9. fo DatabaseNamer , AR TableNamefR & 7 ERINE.

10. &#& T—%,

1M1. EF—RL, B T—%,

12. BERE—TTLEWEFEAEE , REEEFEREFIAIX Amazon CloudFormation A& 812 IAM &R,
13. EFBIE,

R BZTRRFEE— DT RET Ko

L2 ENMERABERERGNER THITER

RENREG , BUUERNEFRITIER. BEESETRINHRZEFNER TERNRER , LBERETUEER
IR, MREREIXTE Amazon Athena RE1TEN , NIEEREERHERNVE,

ERBITRA R ZFHER T ERR

1. & F# A Athena LADatalakeAdminFl Fhttps://console.aws.amazon.com/athena/ & 13 3t A 32 %
B, REETUTER

SELECT *
FROM lakeformation_tutorial_row_security.amazon_reviews
LIMIT 10

UDTREEEERTERER, KRAF -2 KX product_category=Video , HtBFKiEHR
B =Xt M= fm Y TR,

F25 ETMERABEFERMNER THITEN 102
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. [i]
@ New query 1 +
< 1 SELECT +*
2 FROM lakeformation_tutorial row_security.amazon reviews
3 LIMIT 10
Save as Create ~ | (Run time: 12.62 seconds, Dala scanned: 64.57 MB) Format query Clear
Use Ctrl + Enter to run query, Ctrl + Space to autocomplete Athena engine version 2 Release versions @
Resuits <
= marketplace * customer_id ¥ review_id v product_id *  product_parent ¥ product_title « star_rating ¥ helpful_votes = total_votes ¥ vine =
1 US 22066705 R3HZYXMJSHEXIG 6304878621 928670802 The Thin Blue Line 3 [VHS] 5 0 0 N
2 Us 20838467 RJC8PH4K3DVQEB  630335663X 577032943 Covert Bailey: Fit Or Fat for the 90's [VHS] 1 0 1] N
3 Us 15338666 R10OH4581ARVWNX 6300269434 266152584 ‘Young Man With a Horn [VHS] 1 ] 2 N
4 US 7080939 R3TWQ50TBKWOES BOOOEKCQMQ 345913478 Madeline in London (Told By Christopher Plummer) 5 1] 0 N
5 US 30548191 R3BKOULGX82VGO 078311317X 38445970 2 Days in the Valley (Widescreen Edition) [VHS) 5 0 0 N
6 US 16052189 RILVZNNBOA3BYT 6302862833 924318070 Zotz [VHS] 4 0 1] N
7 Us 43430756 R2IJAELO3PXEYM  BO0D0O27VBBI 51076382 Party Crasher 1 1 1 N
8 Us 43539164 R3TNOJOJANROQS 6303205542 69262780 Frugal Gourmet: Spanish Kitchen [VHS] 5 1] 0 N
9 Us 21187650 RZAVXCQOLIS3IC 6302606713 934453987 Live [VHS] 5 0 1] N
10 US 7080939 RC71NIBDHRSKA ~ BODOOTELHT 498552125 Golden Rules of Growing Up [VHS] 5 a 0 N

2. ETk, BTREEWUREE N marketplace WidFE .

SELECT marketplace, count(*) as total_count
FROM lakeformation_tutorial_row_security.amazon_reviews
GROUP BY marketplace

DTREBRERTERNER, marketplace SIREENTRNE, EEELSERYF , BEEA
marketplace FIREE FITHIHEZH.
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@ New query 1 +

< | SELECT marketplace, count(*) as total count
FROM lakeformation_ tutorial row security.amazon_ reviews
GROUP BY marketplace
Save as Create ~ | (Run time: 12.4 seconds, Data scanned: 28.41 KB) Format query Clear
Use Cirl + Enter o run query, Cirl + Space to at pl Athy gl 2 Rel (£
Results E
- marketplace total_count
1 FR 530
2 UK 4582
3 JP 2061
4 DE 2927
5 us 427319

BI3L  REBBFEREFRFARTNR

RYREATHNBESNN  —UARIWEETE , 5—UATITBEATE. S5 HITRER
Athena 7T H4SEH AN EF 1Y, SIEFNMNTENBERILESRSE , —MARSHEETZH DM
fER , B —MERTNTBATZNSHIMER. RE , RF2FIMAEZINR,

B B BE 5 1% 4 H R F AR
1. BIEFIERMHLAREIXY USmarketplace BIEHHIA,

a. LADatalakeAdminflF B & F/ Fhttps://console.aws.amazon.com/lakeformation/3& E %
B ( 3BERILILER ) # XK Lake Formation 2 H1& o

R BRI R
TR B E SR
XN FHBEFFEZRMG BT , BA amazon_reviews_US,
FNFERBIEE | EBRBIEE lakeformation_tutorial_row_security,
XF Bk , EIFER amazon_reviews,
N F5IR B EAR |, R EERIAE,
XN FITHIERIARN |, WA marketplace="US',
i ERAEERMG.
2. RIEFEEFZGLRHIX B4 marketplace BIEHNHE,

o

- o o 0

= @
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f.

g.

EBFERERETRE L |, ERIEHHESY.

N FHIRF R ZEEBF , A amazon_reviews_JP,

3FERBURE | ERBIEE lakeformation_tutorial_row_security,
NFEHHRFK , %R table amazon_reviews,

NF B FERR , RERIAE

M FITRHIERER , WA marketplace="IP',

RO E R,

3. BT, FAXEHEFERGFOBES MNRFNR. ZFERUATLSROEXEHTED HIT
(DataAnalystUS) &RFHR :

a.

b.

h.

ERRT |, EBRBIEANR,

EHENRT , EEREN

MNFEME , &R IAMAFRMAR® , REIEEAE DataAnalystUS,

NF LF FREH B FRR , EFwmBBEE KRR,

¥t F Database (Bx#EE) , iHiE#E lakeformation_tutorial_row_security,
STFA[ER | % amazon_reviews,

XN FHIERIESRHE — Ak | %4F amazon_reviews_US,

XN TFBIEERGNR | EFEE,

EERN,

4. HBLUTHEREAARBIEDHIT (DataAnalystIP) BFIR :

ERRT |, EBRBIEANR,

EHENRT , EEREN

FTNFEMLE , &R IAMAFRMAR®  REIEEAE DataAnalystIP,

NF LF FREH B FRR , EFwmBBEE KRR,

¥t F Database (Bi#EE) , iHi£#E lakeformation_tutorial_row_security,
FSTFA[ER | % amazon_reviews,

N FHIERIESRHE — Ak | %4F amazon_reviews_JP,

XN TFBIEFERGNR | EFEE,

EERN,

835 REBEHESFHHRTRR
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F4L5  FRBEHRERGHITER

FHEFESAEMMNEERITERE , BT —%E#H , &E—F Lake Formation 2 20158 H S5 HE X BR
B,

1. LARAF 514 % % Athena %l & https://console.aws.amazon.com/athena/, DataAnalystUS
2. BIUTEAURZE-YLIER , W TXEIER , RERERNELHITRAINRHITIHERN

SELECT *
FROM lakeformation_tutorial_row_security.amazon_reviews
LIMIT 10

UTRBBRERTERER.

© Newquery1 @ Newquery2 © |+ Li]
< 1 SELECT *
2 PROM lakeformation_tutorial_row_security.amazon_reviews
3 LIMIT 10
m Save as Create v (Runtime: 11.9 seconds, Data scanned: 0 KB) Format query Clear
Use Gtrl + Enter to run query, Ctrl + Space to autocomplete Athena engine version 2  Release versions
Results s
& marketplace ¥ customer_id v review_id product_id ~ product_parent ~ product_title = star_rating = helpful_votes ~ total_votes =~ vine v verified_purchase v re
1 Us 43836277 RZNUBTTUOGOVYU BO0068S411 653409458 The Notebook [VHS] 4 0 o N Y Kl
2 Us 20261976 R2QTOLZUQERUSB 6303060013 176265879 American Cyborg: Steel Warrior [VHS] 5 [} 1 N Y it
3 us 16947067 R1PHKR75RKZNSU 6303927319 850909689 Biography - Darryl Zanuck [VHS] ] o] o] N N G
4 US 19288153 R1BL2WVESX34UN 6304032153 479446069 Timon & Pumbaa: Quit Buggin Me [VHS] 5 [} ] N N Fi
5 Us 19712967 R2DKOCIBSSFSPT 0784017743 35164822 Denise Austin - Hit the Spot: Arms & Bust [VHS] § o] o] N ¥ G
6 US 51047097 R2ZXFSHQATT4IVR 0793960142 233936597 I Love Lucy - Lucy's Italian Movie/Ballet [VHS] 5 o ] N N Fi
7 Us 43836277 RZNUBTTUOBOVYU BO00068S411 653409458 The Notebook [VHS] 4 o ] N Y Kl
8 Us 51047097 R1COHOGENATZXO 6304872685 233936597 I Love Lucy:Lucy Meets Superman/Freez [VHS] 5 4] 1 N N Fi
9 us 42808630 RZHXWTUD4IGZLN 6303060013 176265879 American Cyborg: Steel Warrior [VHS] 5 o 1 N Y M
10 Us 11682952 R1BIURLUPYI4DP 6302993717 42308924 Songs of Christmas [VHS] 1 0 o N Y R

3. E# , BITERASITENTZNIERER,

SELECT marketplace , count ( * ) as total_count
FROM lakeformation_tutorial_row_security .amazon_reviews
GROUP BY marketplace

BEWLERPNETR marketplace US, XRENRAFAFEE marketplace FIEETF US WY
7o
4. 40#% DataAnalystIP AP Hiz1THREIMNER,
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SELECT *
FROM lakeformation_tutorial_row_security.amazon_reviews
LIMIT 10

BHLERNERET IPmarketplace Hid%,
5. BTEWRSITEA marketplace BiZFHEH,

SELECT marketplace, count(*) as total_count
FROM lakeformation_tutorial_row_security.amazon_reviews
GROUP BY marketplace

BHERNERET IPmarketplace BT,

S8 5 - FE Amazon ‘&R
TBIERIR

BT B L ERIER T S E R R Amazon Web Services Ik |, ¢RA] LAMIBR B T A% 32/ Amazon &

N
WMo

«  MB& Cloud Formation 1%,

£ Lake Formation EF MG ARG 32 BRI ZEHIE S

ZR#F25E R Amazon Lake Formation MAIEE N Z 2 E5ZNAF., ARSI EZFZ#ERE
HPHIE  MASESBENIEE, Amazon Web Services Ik BiZ £ Lake Formation ¥k
HEEE AR NEN U USEMARSZENBIEENE

+ Lake Formation E T/RXM IR EH ( #EF )

Lake Formation E FHrE M A RIEH 2 —FIRACER , CREBMHRE XK, £ Lake Formation
o, XEEMHEHRN LF 5L, BXEHAEER , i852E FH Lake Formation E FHrE M1/ A2 6IE
BRI,

+ Lake Formation i & ‘&R

S5 : 55X Amazon BIR 107
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Lake Formation i E BRFER —MRPKRE , eEMTRBENNR. RESEHEE, R
5|, BAFHEE R a0 E ST Lake Formation BRHINRE. BXFMEE |, FSE Lake
Formation RV EK P HIELE,

MEHBPHEEGEREARTFNENRBENONE , RIMNEBUEAGTERER, HEEHATEETR
FEMMANEK F &R F Lake Formation Xt %i3E B BRIV PRET , Lake Formation £ Amazon

Resource Access Manager (Amazon RAM) kR HEZiZ %R,

£l
« BRI
o EHEEK, FEE Lake Formation #iE B i &
- $£1 % : A Amazon CloudFormation &4z & i& & R
« 5 2 : Lake Formation B HE R REH
- B3 FRAETHINHREHEERTERSAHRE
- F45  ImMERELRZE
- S/, 5 : B2 Amazon &R

H *Tx»)&

AYEERATHREER. BHEIBMMBESTIT, EHEZXRE Lake Formation B E#ER F &k
Amazon Glue F7E Lake Formation FEENRR , £F-KF PN HEEEABEEIFNIIsEHEET
BEFFEN , HEWLUQERFERE, AHALNKFRFIHENE, TRIIEHTAHEREANAE

AE PN
DatalLakeAdminProducer BIEHEER IAM AFRFEBUTHREINRER :

- WHEEFHPRERRNTRIEN, EANE
PR
BERS 1R T X IR AN R

o AIAHEROERREE

o ABURF LF FREMIBEIRIR , NTRBEREE
RO FIA R I N EA R AT R AR
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Al iR
DataLakeAdminConsumer BIEHEER IAM AFRFEBUTIHRINER :

- WHEERFAARRNTERN, EANE
HAX R

© BEBRTXIRIREIR

- AARERCBRREESE

« ABUFF LF SREMINBEIRIR , NTRBEREE
ROZR TR RN MR T RIRR

DataAnalyst DataAnalyst A EB LA T IHBER :
« X3 Lake Formation & TR /Y1 0] 5K B

S fE M 8 & BRI R L E R RS A U5 R X
PR

E#|#EE K PEE Lake Formation #iE B Fi& &

EFBAEHIE A, FRUE — Amazon Web Services Il AT ARUES FBXENEERF S
BEZN, EXEZEER , BSH THEAH Amazon BLEES,

THERELRE IAM, BX IAMNEE , BZHE IAM AF1EE.

E&EEWK D EE Lake Formation #iE B Fi&E

® Note
EXRHET , AERENKSHAFEEKRS  FEHARROKSHRIEREKS

Lake Formation 2t T BN REEER, I THRES IAM RBRERN@EREYE  RABERT2
miZEFHIR FIAMAllowedPrincipal sXYFiE I A Amazon Glue Data Catalog B IRHISuperiX R,
WA EAFHBEERRREA TRER IAM GEEHRE. AN#¥ERA Lake Formation X BREKE
RN EGRIES , HER IAM R THENEFRIEZES, BXFAEE , BSRABHETREFNS
. AUt , A Amazon CloudFormation BIRFITRIRIRE 28l , FEEFEEKR " P EH Lake
Formation ##E B iR &,
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/A Important

WigBSEMAEMENBIEEME , Rt IRA158ZUE NE A IE4E 7= IK P 7K - 58 5 2521
2. A, MREFERHNRAZER, (HINBRLRANTFEKS ) , FRACTAFMEME
Ro MREFLERBMIANRESRE , W EEHMK, XZER RN LML —NANSER , BIE
44 IAMAllowedPrincipals XEEBEDIRABRIA Super R, BANSEXRUENEHEID
P IFEHE R

Ex&I/EEWK T PEE Lake Formation HIEE FREB , BERU TSR :

1.

LUEE R AP A% Lake Formation PutDatalakeSettings API fXFRE P &3 Amazon
Web Services Management Console & F8 #I1E A K F° & .

£ Lake Formation B #I &M SMERF , EHEEFZTEFERE.,
BUBIER X FBBEBESEA IAM HEZEHFMNCFHEREERNFRER IAM 5E 25

ERRF

B2i& Lake Formation i% &
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Lake Formation Data catalog settings

Data catalog settings
Default permissions for newly created databases and tables

These settings maintain existing Glue Data Catalog behavior. You can still set individual permissions on databases and tables, which
will take effect when you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake.

D Use only IAM access control for new databases

D Use only 1AM access control for new tables in new databases

Default permissions for CloudTrail

These settings specify the information being shown in CloudTrail.

Resource owners
Enter resource owners you wish to share your CloudTrail access details with.

Q

Enter one or more account IDs. Press Enter after each ID.

Cancel

A BRI EERAGNESHHIEECIESE TH R IAMAllowedPrincipals #
CREATE_DATABASE M PR, REX# , EF8LiBId Lake Formation X PRIZ &l o] LA R FT R
EE,

% 1 45 : £H Amazon CloudFormation iR &t & &R

HYEE W B CloudFormation #ERAE KU T &R :

- EREREHMN Amazon S3 FHERE,

« —/N Lambda B % ( AT Lambda X#FH BE X &R Amazon CloudFormation ) » ZAIEMZEE
T RBIBIE X M2 3 Amazon S3 F R E B EIEH Amazon S3 FEREH,

« IAM AP M2 #&: DataLakeAdminProducer.
« FEMM Lake Formation i& BFNR , B3F :
o EHEEKF REN Lake Formation #iEHEIE R

% 1% . £H Amazon CloudFormation #EiRE B & R 111
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« ¥ Amazon S3 FEFEEM N Lake Formation RIEHMME ( HIEZEKFS, )

« Amazon Glue Data Catalog ##E&E. &5 X. A TERMEZHEFEMNIEI Amazon Web Services
W, R EARAIE T HA M W BIEE R &,

SHEREIKF R Amazon CloudFormation & KU T &R :

« 1AM AP FIZRRE
« DataLakeAdminConsumer
« DataAnalyst
« —4 Amazon Glue Data Catalog #iE%E . LEIEEFER TIEEm L= 7R FIREE,

T HEE K B2 IR FR

1. EXEFRIP (FEFRILILEP ) XM hitps://console.aws.amazon.com/cloudformation & &%
Amazon CloudFormation & & .

2. BEBREIHRK.

3. EET—%,

4, WTHZBN , NHEKRBMAEBN , W0 stack-producer,

5. ERAFBESSD , WA ProducerDatalakeAdminUserName 1
ProducerDatalakeAdminUserPassword KA F & MHE,

6. X T DataLakeBucketName , E# AEHBIEBHFHEBNEN. LEHREELRKE—,

7. XFDatabaseName#l TableName , R EERIAE,

8. EET—%,

9. EF—WL, &BT—%,

10. EEREF—TELWIFAEE , RFEERFEIAX Amazon CloudFormation ATEES BIZE IAM &R,
1. ERE,

RO BECSERERSEE— 2,

TEGEF &K P a2 B RR

1. EXEFRI (FFRILILEP ) XM https://console.aws.amazon.com/cloudformation &5
Amazon CloudFormation &l &

% 1% : A Amazon CloudFormation R & & &R 112
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2. EBEIHRK.

3. ERT—%

4. XNTFHKREBN , AHEKRBMABN , W0 stack-consumer,

5

EAFPREZS , W A ConsumerDatalakeAdminUserName
ConsumerDatalakeAdminUserPassword B9 & MZRE,

6. XF DataAnalystUserName # DataAnalystUserPassword , AEIEAHIH IAM AP A
BN AR ENED,

7. XIF DataLakeBucketName , F#i AW BIEHEHEN B, LB EELHHE—,
8. XIF DatabaseName , REERIAE,

9. XF AthenaQueryResultS3BucketName , i AF F1Ff# Amazon Athena Eif45 R
Amazon S3 F# BN B . WME&E Amazon S3 7 , B AIZE Amazon S3 7 .

10. EET—

1M1. EF—RL, EBFT—%,

12. BERE—TNLHWEAGFE , ARERFEEHEIAX Amazon CloudFormation AIBESBIE IAM %R,
13. EFEE,

R BRY R RESHFE— 24,

(® Note

SERHIEE , EMER PR HIR Amazon CloudFormation A= 4 % H., RBIBEBHERNBERS
WiF = A S I BRE IR

2 2 & : Lake Formation BBl HZ L ARG

# 5 Lake Formation #ERF 28l , ETHREMNTHREF G EZNGERRA EZHBFERZT —LERE
o

SEARETIRENTRZEHBIKS BELE LRSS
BARBEKFBEAZERNESELR  FEHBRFRERE —FPHCREHF -,

EHZBKRFRAREN SELESREANBEERER , BTFEFERENIKS HHE Amazon
FEERMAWSLakeFormationCrossAccountManager HE XK IAM X PR,
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MRS (E AR BN RRAIR B N AR 1 SARAS 2, AR EFELT ISON AR XS R7F b0 2 414 35 Ik
FHROBFEERRRRED , AT REEAETHRSNIEREZES G ER TN RIROEIK S 77 B4
BR. ¥ glue:EvaluatedBylLakeFormationTags 7 true BY , X AR F A &K 5 EE%IER
KRR, Ak, W FEERA Lake Formation RFEmEAER AR TFENBHRIR |, lLEFRH
wiEA, BEERFNRE Amazon Web Services Ik & —NEFEE LKL,

UTRELIT Statement TEA, RIISET —THITICTEN IAM KB,

{
"Effect": "Allow",
"Action": [
"glue:*"

1,

"Principal": {

"AWS": [
"consumer-account-id"
]

.

"Resource": [
"arn:aws:glue:region:account-id:table/*",
"arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:catalog"

1,

"Condition": {

"Bool": {
"glue:EvaluatedBylLakeFormationTags": true
}
}
}

TR E RFRGEBKS A ZRRFZA

—

MRENK S PEEHRIEE R ERER , NEHITH Lake Formation BIK ~ RIVGRE#H# T, B
2, IRFEEHEERRRERE , WAREERRMUTED , UEEERNEATRERRS LT
REBIKF BN, MREITINNEAGERRAEZRNEAETHRENHEEESZE , WX
—%F, EXRHED , BTG TEXASEZE , HEBRMNEEZ MU TR,

TR T Statement TEA, BAISET —THITLTEN IAM KB,

% 2 &5 : Lake Formation B0k /= H = % R &4 114
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{

"Effect": "Allow",

"Action": [

"glue:ShareResource"

1,

"Principal": {

"Service":"ram.amazonaws.com"

1,

"Resource": [
"arn:aws:glue:region:account-id:table/*/*",
"arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:catalog"

]

}

2. ¥k, £A Amazon Command Line Interface (Amazon CLI) 11 Amazon Glue Data Catalog
BRE

MREEREAE TSN HEEH A EMNGERRAERTFERSNER , WERNLRE R
Bf A0 EnableHybrid 28R E R ‘true”s ENEFIAE B BT A ZRFIED |, K &40 6 A
glue:PutResourcePolicy APl Hl Amazon CLI,

B, BIE—/NRRESHY ( #I30 policy.json ) , RERM ERBHANEKEE, consumer-account-
id&Naccount ID Amazon Web Services Ik SRBRINW |, regionBFMRANTEHREER
FIRMBIEEFNROBIER XX , HFaccount-idERNE=H Amazon Web Services ik
ID,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "ram.amazonaws.com"

3,

"Action": "glue:ShareResource",

"Resource": [
"arn:aws:glue:region:account-id:table/*/*",
"arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:catalog"
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"Effect": "Allow",
"Principal": {

"AWS": "region:account-id"
},
"Action": "glue:*",
"Resource": [

"arn:aws:glue:region:account-id
"arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:catalog"

iF
"Condition": {
"Bool": {

"glue:EvaluatedBylLakeFormationTags": "true"

# ALLT Amazon CLI &8 %, glue-resource-policyB# N IEBWEE ( HIN file: /

policy.json ) o

:table/*/*",

aws glue put-resource-policy --policy-in-json glue-resource-policy --enable-hybrid

TRUE

BXREZEE , S Fput-resource-policy,

B3L  ERETIREN T RZH G ERTERKSARE

EART , BIVHEISEBERATEESR :

1. EMX LF 5%,

2. FF LF i 5 B4 B IR R IR,

3. BIfEAEKF T LF iRER,

4. EfEAER SR FHRENR.

5. %% , % IAMAllowedPrincipals N EIERE.

RMFIWNER,

F35  HAETHRENGREHAEZRITERSAE
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6. Bl R A E RN FIREERE,

7. Bl LF SR RE D ELS BInBIERE.

8. MIEA &K, &R T LF fREHENR,

E X LF 5%

® Note
MREEBBFRFMEEKRS , FREH , REBZRA TSR,

1. DUBEHEEANSGERESEKS , Bt R https://console.aws.amazon.com/
lakeformation/, A ETE8I2Z Amazon CloudFormation ik EiB 8 ENFIEE K &S, IAM B
F & ( 1A DatalakeAdminProducer ) f1Z#B,

2. 1£ Lake Formation % #& (https://console.aws.amazon.com/lakeformation/) IS MEEF |, 7
“BPR” T , 132 LF-Tags F “BXR”
3. &FERMLF FRZ,

T LF R0 B4 B AR AR
T LF R0 B4 B AR SR H @ EAb K 7 R F BIENIR

ERBEHEER , B REMINRE, MEZITKERAEMENAE  NTEEERRHNAGER
¥ 438 B I AR BR o
1. ESMERTHBIEERT , EEBEE,
2. ERBEMRHBIEE (lakeformation_tutorial cross_account_database_tbac) , &g
EREFES FEERE LF 355,
EXRHES , BUABRBESE LF /5% |, BT AXRMIDE LF 5%,
ER DB LF Fr,
4. WHN# Confidentiality F{E publico
ERRE,

B E &K R T LF ARENR
BEHEEKS S, IEAEKSRTHR LF AREHNR,
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1. ESMBEHNRT , %&# LF FRZMXE,

2. B LFHREERI+F , REEBRESFEAEKS, (% Confidentiality F{E public ) £EZM LF
FRERNENE,

1% Grant permissions ( EFR ) -
NFRRFER | E£F LF RERENNR,
NFEME, EEABKF,

#i A B #% Amazon Web Services ik 1D,

o g b~ W

Amazon Web Services IKF ERI—MNALARN B HI, EN , BAMF i A Amazon Web
Services I 1D,

7. EMRT , EE#HR

XRRTAERERKSONR. TRTHNRZIEEAERS AT SAEEMEFRTHNR.
8. AR

LRt | EAEHRIENEE R MiZEEW1E Lake Formation 38448 F R TH LF SRZE MR KX ZE
SEAEKF HENRERE,

[6] {52 7 3 K P 1% T B AU PR

IE , BIEESEE LF REREAHARFEABKF FRSZREN CEHNEARFEITEENN
BR , AERAEKFREBIERRNR,

1. ESMBEFNRTHHRBHNEA | ERRN,

2. NFEREA , BENZKKF, , A A B Amazon Web Services K 1D,

FFLF L ERBR , RBSEAEBK, (8 Confidentiality#{E public ) £#EM LF
FRERNENE,

NFRR , B LF RS EEAER (#E ) T, &B50 LF #7%,
BREFEHEKS (% Confidentiality #{E public ) AEMNFEHNBNE,
XN TFEHAEENR | & FR R FENR T 8 8 SR 5 3008 B 4 51 /Y 177 (B AR

SHERBWIE N EE R NZEE1E Lake Formation & & 89 “UBR” https:/
console.aws.amazon.com/lakeformation/, “BIEABIES" T LF- Tags THFE T HFEK
PHENRBERZ,

8. EARTHNRTERHER , XHEAEKS AL BERFRTHRIEERSVNR.

w

N o o &
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9. MWFRMFIMR , IEBERNRTHEFENER,
10. AR FRVINPR TR FRF MR,
1. BRERD

4 IAMAllowedPrincipals XHUIERE. [RMINR ( AE )

EXRBENFFL |, BERT Lake Formation HIEE FiRE. MBEHE TZ50 , NEERITX—
%, MBBEHRT Lake Formation HIEHEH FigiE , N AT AT X —5,

EiX—% , RIIEEH4 IAMAllowedPrincipals M #IEFER KR ERIA Super R, BXFAME
BZRTSR 4 . FHIEFHE VIR E Lake Formation I RIEE!,

FE#4 IAMAllowedPrincipals WIXPRZ BT , BHAREZET Lake Formation EIHE IAM E41R
FREHNR, XTIE=ANSER

1. J@i Lake Formation GetDataAccess 1&1E ( £/ IAM K& ) @ B #5 IAM AP A BRI IAM
R,

2. MEE# IAM AP A®EF Lake Formation 3IENR ( Bk, &EZE ),

3. A, #4 IAMAllowedPrincipals BIfXPBR. &N , FEH 4 IAMAllowedPrincipals X
BRfE , A IAM AT RERE B R B R BIEEREIEER &

MRBER A Lake Formation IXPRERE ( AR IAM REEER ) XEBAFEH

Lake Formation fXfRIERELENKF NRZMNKF 2 BIHTHIERE , WEEZHE
IAMAllowedPrincipals Y Super R, N TFEREZE S IAM REERNEMR , BFLHEH
IAMAllowedPrincipals XX LRI R,

LA | SHBREK P BRI E R R RiZBEB E Lake Formation I ANEIEE X THEEESHRE
BIHBREKF HZWBIBERNK, https://console.aws.amazon.com/lakeformation/i R A EE
BRINMATRERSSIER,

1. NERBEENRDE 7 EBNRBIREFNE,
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department=sales. EESHEEF AR LY LF RELENEATUBRZER. I FEEKX

EHIEENMRNKIES , BWERKAE. Lake Formation ETFRZEH 5 R & p X 1T 7 ¥ 4
WAA,

FHNFREBNNRRXAPHERTFHRBRNEKSE

THRCE TXHIEE FRIRATAR Lake Formation X R, JIFRE &R R T FINRAYFIR.

B % HiEE x®
CREATE_DATABASE CREATE_TABLE ALTER
ALTER DROP
DROP DESCRIBE
DESCRIBE SELECT*
INSERT*
DELETE*

Hlan , CREATE_TABLE SRR N BBER T, fll , IERBEARTFEREZBIBEEPEIRE,

wES () WNREH4NBREEREARRTHN , BEeiERATEMBE. Al , B3N THERN
DROP X FR , B LIMEIE B FHiiBRiZzk, B2 , BEIXNE—FRIRXRFH DELETEXR , BATLAEA
SQL DELETE & GflBk Amazon S3 RRMERMBIE, B 7T XENPR , &E 7 LLE Lake Formation
BEALEERE , AFERAZRERERZERMNEE Amazon Glue APl, Bt , SELECT, INSERT #1
DELETE BEIR¥#E B ZMNIR , Lt 2EIEH RINIR,

MR FZF SELECT RREY , B LURIN B EHIEBR — SIS FIMFEGE M. XA THBERFIET
BARTRES  NTRHESKBSHAFESTERARATUERNG, REM IAM KT EEA L

Re.

BB —NE R Super HEBHRNR, Super NREEHEEB I W BRFZNBNBBEERKRNITAIEX
¥# Lake Formation #2E, WAXBRAILAS H At Lake Formation PR 1F. Hlin |, EATLUIRF X T
$EFRAE Super. SELECT. #1 INSERT XfR. EMAALUNKMITIIE ZIFHIEE | HERE Super
it , SELECT # INSERT X R RE,

bt ¢ ik 136



Amazon Lake Formation FEANGIER

BEXEBUNEWNIFHMEER , 3SR Lake Formation RS ZE,

/A Important

NTHEBEFHMAFUIENBIERERR , EL4NEDER TN IZERM — I Lake Formation X
Ro MIREWB TN EZRNEDL —TUNR , WEAIUERTZRPESHNHERE.

B LAE A Lake Formation ##l&. APl 5 Amazon Command Line Interface (Amazon CLI) k%
FHEBEBREERNR. UTERAAFEFEretail BIEEHRAIBZ RN datalake_user 11X FREY

Amazon CLI #55R40,

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "CREATE_TABLE" --resource '{ "Database": {"Name":"retail"}}'

LUT RERE T RZS IAM KBS RHI , ZREEER Lake Formation AR BRI 54 1 B 2 HIRE4T T #b
Fo BEAVFXMEMTHBELREFRRNITRBRE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glue:*Database*",
"glue:*Table*",
"glue:*Partition*"
1,
"Resource": "*"
}
]
}

TNl RANETEEZES  BEXMEE LEERGME. ©ATNEEKS MXEHHER FKH
BY PR T B R B B M R AT RBRAF

"Version": "2012-10-17",
"Statement": [
{
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"Effect":
"Action":
"glue:
"glue:
"glue:
"glue:
"glue:
1,
"Resource’

"Allow",

[

GetTables",
SearchTables",
GetTable",
GetDatabase",
GetDatabases"

': "arn:aws:glue:us-east-1:111122223333:*"

XL RBEEUTRBEHTLR , GEXZATET IAM WEAFEZRS, BNRFIEEKS X
PEFXRREE (CRM) THEBIREE B2 RONR,

"Version":

"Statement": [

{

BRANETEZHERENESRE

"Effect":
"Action":
"glue:
"glue:
"glue:
"glue
"glue:
1,
"Resource'

"2012-10-17",

"Allow",

[

GetTables",
SearchTables",
GetTable",

:GetDatabase",

GetDatabases"

1 : [

"arn:aws:glue:us-east-1:111122223333:catalog",
"arn:aws:glue:us-east-1:111122223333:database/CRM",
"arn:aws:glue:us-east-1:111122223333:table/CRM/P*"

BB IE T R 2

ME R Amazon R ERIF R BE$|H Amazon S3 7B ¥ IERT Amazon Lake Formation

152 ¥ Lake Formation A& IAM L ESZE,

Formation & 12415 R R Im B,

, Lake

E bR U R 2
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E{# Lake Formation BE% 12 #IXt Amazon S3 (Y BEEMEIEM G A , &M Lake Formation JEAHZ L
=,

EM Amazon S3 LiEJF , BEN A HBIR FELT Lake Formation #XFR :

o WEMZVENKER FROBIFHRNPR ( SELECT, INSERT # DELETE) ).
- NZBHBTBELENR,

Lake Formation Z{#E{ B BR T2 #0122 M4FE Amazon S3 L EMHIEE RERENEED. BUENVE
BRABFEATHOVNERE T —EIANLZERYT . HE@EMRT CREATE_TABLE = ALTER IR
B, BEAEFHIBALEBENE , ARG AT UNECERSERTBIERNAE.,

Amazon S3 N ERFMM T EFEMEMIAIER , BT 2L Amazon S3 XK,

LA LA Lake Formation #2414 . APl 2 Amazon CLISRE EAEFHIBMLENE, BTN —KRFE
AT :

grant DATA_LOCATION_ACCESS to principal on S3 location [with grant option]

MR IE with grant option , MR E 7] LA@ H = 4R F R,

B2 —T , Lake Formation fXBR# 4% 5 Amazon Identity and Access Management (IAM) fXR& &
A, UEIEENIGRES . X T EM Amazon S3 BEMNR/ENR , FREAOTAHAXEREF IAM R :

AMER , BEEEE—N IAM ABRKRFIRHZMENIZ/ENR, Lake Formation £ R &K
Amazon RS ERHIGFHEBIEEZAR®, BEAGTREMMT UATERR , EFEMMIE N FE@

awsexamplebucket,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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]
.
{
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket"
]
}

Lake Formation 2t 7 — MRS HEXAE | S EIMBRERAZACENBIZ KK, AXE
%{EE , 3 1 Lake Formation R{ERARSHEXA®,

Rt |, SEM Amazon S3 L ELTRFNZMUEMEN IAM s3: KR, ERXENRE A TEMZLE
HABEE.

/A Important

B SEME AT EREMNTEN Amazon S3 FiE. X F1E Lake Formation FEM I F4EHE |
AT EIME#EENARBABMANERE, MREFEEBHEM Amazon K/ FR , MR ZA
EEEHEHEERTRE—NKF , NiZE#EHEEEEXNEBEHRZA,

EREBEMBIENIZ/BIHRMPR , BRT Lake Formation R R4 , EHEEZEELLT IAM R :
lakeformation:GetDataAccess

REBULNPRJE , Lake Formation R B BUAE /Y IS B EIEE Ko

@ Note

Amazon Athena ER BB lakeformation:GetDataAccess PR, HEMtERKBRFZER
HEMRKITACER lakeformation:GetDataAccess R,

W BRBETE Lake Formation & & IAM RS ZE R EILKEH,
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BEME 2 , Eit Lake Formation X {&gE# BT A Lake Formation X BRI &89 15 B X PR IZEF B A £
BUE | BHITUTRE

« [a Lake Formation ¥t @ & LR EIEM Amazon S3 L E.

- SIBREERMEMBBELENEIIEE ZXNEALNEEREMENR,

o ERMABEAEMBUEN AL 15 EMBIENENIIE B XK EHF Lake Formation E3E 504X
PR

« fE£[a Lake Formation > M EAL BN ERT |, I E A EM BB F 4424
lakeformation:GetDataAccess IAM R,

88

;ﬁ}

(® Note

W RIE A LLET IAM 5 Amazon S3 #1518 Amazon S3 {Zi& , NIl Lake Formation fX fRIEH
R&PAIEEE Amazon S3 APl E32 %] & 158 Amazon S3 L&, EAILUN IAM REEH NS £
fR LARE LE 5 1] o

BRBEMLENRNESEE

IRV EN RN EEE ZBBEENRNABENETRENE R, ANMT :

o FEMATF Amazon SSNEEBEXNHRBABIBNVNENIR , TrEGBIEFIEEZNENHBEDR
=

. FEREEE. API REBFIEXNPEDATA_LOCATION_ACCESS Amazon CLl,

- HBEEEEERIMNENVERME. FHREENEBIEEN CREATE_TABLE NXBRUAR FHZRAE
ZHUERFUECERN , FEFRANR,

* MBREANEHFFERTFRNEMBNHFECENR , WZEFENHAEFHLEBEFRELENR.

s EHRTFEERFENMENRE AN EMBEHNITR/BEIRE, B8 SELECT = INSERT HIE A RINRE
BBT, BEUERBRNEATOREmZVENEEERZRER.

FERTERMRZR.

Ert AR R 141



Amazon Lake Formation FRARIER

Data Catalog Amazon 33
Database A
Tables & Products < Registered
[3 11 &= Commercial location
D::D & Consumer
D::D & Government
IS Finance < Registered
(No location) B Sales location
& Expenses
Database B & HR
& Employees
Tables & Plans
T & Customer Service «——— Registered
111 Bs Support location
D::D & Incidents

ElR=EH

+ Amazon S3 Ff## Products., Finance 1 Customer Service B[4 Lake Formation jEfift.

» Database AREENERM , M Database B EHFIETE Customer Service FHEBHNLER
%,

« AP datalake_user EEXNXHMNKIEER CREATE_TABLE XBR,
+ AF datalake_user R#EZEF X Products FEEHWEBBAENR,

TR datalake_user ZREREMEN B ERIEE 02 B ZRIANER,
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datalake_user TEFZHSIERNWNVE

BAREENAE B Ih 5 5k W
{ZF Finance/Sales HIIIEE A KW

{fIF Products WEIERE A B Ih
{ZF HR/Plans WIERIEE A FX Zh
I F Customer Service/I 28]

ncidents HEIEEB

BXEZEERE , BZATINE :

o« [EEIEHRAI Amazon S3 U E
« Lake Formation (YRS %
 Lake Formation A& Fl IAM f RS Z&

Lake Formation & F1 IAM X RS #&

Reason
THFEMLENR
EREREMENR
LB RFATIEM

WABETE Customer Service &0EH
NERM.

I HIH T —LEE AT Lake Formation A& R HEE WA Amazon Identity and Access Management
(IAM) & PR, BX Lake Formation fXFRHV{EE. , #EZ# the section called “Lake Formation f RS

EO
Amazon Lake Formation & &

THRFIH T Amazon Lake Formation B &€,

Lake Formation &

= BN
IAM BB R (BEAF) (% ) ATLIE IAM A RAENARS. HAdninistr

atorAccess Amazon REXIE, EBX A Lake Formation
REVFENR. ATSURMBIEHERER ., MERKRERIEEKRE
HMEER |, NFERE T Lake Formation BBR.

Lake Formation A&H IAM X RS ZE
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AR iR
BIEHERER ( 18 ) ATBUEM Amazon S3 #h R, HIEHIEE &, BIEIE

E., BIZFMZTIERRE. OEMAFRT Lake Formation X R
AR EZE Amazon CloudTrail BEHWAF. 5 1AM EE G #LE
BEAH IAM XRED | BERUAEERIEN. T &M MEMEEES

M;EED_'\O

HEEER (k) AIAEFE XA, BIEEFXER. NRHM Amazon
CloudTrail B EEB LR ITEFHHAF,

BIEITREIM ( Ak ) ATARIERIERE. IENESTRMERMI/ER , ARk
& F 3T TR T2 7 A TR 21 2 8 B4E B R 3Kk Lake Formation X
REOAF, RIMNEBUENMESEIRMEENBEELNESE,
BXEZER , SR ERERE.

BIES AR ( ATiE ) AIEAER Amazon AthenaSE Xt B iz T E WA,
AERBHNRKZITER,

THERAEE (T )RRAFETIERNAC, BUUENEECIZIE
REEERAE,

Amazon Lake Formation R & F &

BRI LAE A Amazon FE&E SRS M N B K B 2 F £ A PTE Amazon Lake Formation 8 Amazon Identity
and Access Management (IAM) R, LA Amazon & K BEEH T Lake Formation,

Amazon £ EE B : AWSLakeFormationDataAdmin

AWSLakeFormationDataAdmin R BE &R F X BB EIE M Amazon Lake Formation & Amazon Glue 5%
RE K EENR,

B A LU AWSLakeFormationDataAdmin MitNEEWAF. ANAE,
MRIFMER

« CloudTrail— AFZEFEAZEZF Amazon CloudTrail BE. X2 EHIE % E P 8 EU4E 1R AT 24
EHNER,
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* Glue- AFFEHEE. HIENEFBEE RPN AHERNBEEF. XTEAU
Get, List., Create. Update, Delete # Search FFkH APl 4., XREEBHIE RN TH
FErr A ERNRR,

« IAM- RAEARRREXIAM AF, SN AENRINEER, XEHEEEREFMIIEH
IAM AP AELEF Lake Formation X BRFFAEH o

« Lake Formation- EHEHEE AR FEBLHIEHFATERN Lake Formation B PR,
¢ S3- RFFHKEFRK Amazon S3 FBEERENENEE , LMEABBHREHRENE

"Statement": [
{

"Sid": "AWSLakeFormationDataAdminAllow",

"Effect": "Allow",

"Action": [
"lakeformation:*",
"cloudtrail:DescribeTrails",
"cloudtrail:LookupEvents",
"glue:CreateCatalog",

"glue:UpdateCatalog",
"glue:DeleteCatalog”,
"glue:GetCatalog",

"glue:GetCatalogs",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:DeleteDatabase",
"glue:GetConnections",
"glue:SearchTables",
"glue:GetTable",
"glue:CreateTable",
"glue:UpdateTable",
"glue:DeleteTable",
"glue:GetTableVersions",
"glue:GetPartitions",
"glue:GetTables",
"glue:ListWorkflows",
"glue:BatchGetWorkflows",
"glue:DeleteWorkflow",
"glue:GetWorkflowRuns",
"glue:StartWorkflowRun",
"glue:GetWorkflow",
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"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:GetBucketAcl",
"iam:ListUsers",
"iam:ListRoles",
"iam:GetRole",
"iam:GetRolePolicy"

1,
"Resource": "*"
},
{
"Sid": "AWSLakeFormationDataAdminDeny",
"Effect": "Deny",
"Action": [
"lakeformation:PutDatalLakeSettings"
1,
"Resource": "*"
}
]
}
® Note

AwWSLakeFormationDataAdmin REEFR BB HERR R THE

NENNR. FEFANNERT REQBMZTTERHORSHEXAR
AwSServiceRoleForLakeFormationDataAccess FMuE. BEXELZER , BSHCE
B HEE R MTE Lake Formation FEARSHEXAE.

Amazon EE KR : AWSLakeFormationCrossAccountManager

AWSLakeFormationCrossAccountManagerZ &1 it i&3d Lake Formation X Amazon Glue &R
B iFRIAR , HRFNEHMAERS (Hl20 Amazon Organizations 1 ) ViR EUX PR Amazon
RAM,

&AL AWSLakeFormationCrossAccountManager MIMNEIEHWAF, ANAE,
PR EHER
ZEBEIE UL TR,
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Glue - RV EMIRESMIBRA T 5 BHE G HIE B FRIREKR.

Organizations - AFFHKRRALPKF-MAL L (OU) EE,
ram:CreateResourceShare - AFEHBBERHE,

ram:UpdateResourceShare - AFFHERIEERARAZNELEM,
ram:DeleteResourceShare - AFEHHBRIEENERHLE
ram:AssociateResourceShare - A EHEFIEEN EHIIRMA R RAFMB FRHALE,

ram:DisassociateResourceShare - AT EFMFIEEN ETARERMNSEEERREEZDK

ram:GetResourceShares - AT FHREZEXEBHENRELHLEZTNRRERENFHAER.
ram:RequestedResourceType - AFFHKERRRIE (HEE. RFIEH)

AssociateResourceSharePermission— AFZEIEARMBERERAZFIENRREEN
Amazon RAM B R, RN — MRS RREXAZEHR T ENEFREIRIEIHEREK,

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowCreateResourceShare",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"ram:RequestedResourceType": [
"glue:Table",
"glue:Database",
"glue:Catalog"

"Sid": "AllowManageResourceShare",

"Effect": "Allow",

"Action": [
"ram:UpdateResourceShare",
"ram:DeleteResourceShare",
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"ram:AssociateResourceShare",
"ram:DisassociateResourceShare",
"ram:GetResourceShares"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"ram:ResourceShareName": [
"LakeFormation*"

"Sid": "AllowManageResourceSharePermissions",

"Effect": "Allow",
"Action": [

"ram:AssociateResourceSharePermission"

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:PermissionArn": [

"arn:aws:ram::aws:permission/AWSRAMLFEnabled*"

"Sid": "AllowXAcctManagerPermissions",
"Effect": "Allow",
"Action": [
"glue:PutResourcePolicy",
"glue:DeleteResourcePolicy",

"organizations:DescribeOrganization",

"organizations:DescribeAccount",
"ram:Get*",
"ram:List*"

1,

"Resource": "*"

"Sid": "AllowOrganizationsPermissions",
"Effect": "Allow",

Amazon Lake Formation HJ4E& 5B
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"Action": [
"organizations:ListRoots",
"organizations:ListAccountsForParent",
"organizations:ListOrganizationalUnitsForParent"

]I

"Resource": "*"

Amazon IEEEBS : AWSGlueConsoleFullAccess

AWSGlueConsoleFullAccess % SREEFT X BRI S 3 AT , KRR’ FX Amazon Glue BRI T LA
[ PR Amazon Web Services Management Console, fMREBENKEFISEENERNDTELIE , NI
APREREZEEFIAIRE, LERBEEMNINE Amazon Glue EFHIAHAF.

IS, Amazon Glue Lake Formation BERS A® , AWSGlueServiceRole R FHRIMERES ,
FEISHEMITER (LEZ#HEC2) ., TE#HEEFEMIRS (Amazon S3 ) ML E#, CloudWatch

Amazon managed policy:LakeFormationDataAccessServiceRolePolicy

LERREKIMNZEIZ N ServiceRoleForLakeFormationDataAccess WIREZHAAR® , LAFRSE
RBIZWF R B RIITRE, TR FERBEHME IAM 514,

ZIBER /LT Lake Formation 5% Amazon 55 ( #l#0 Amazon Athena 5 Amazon Redshift ) &£/ AR
FSHRAGBRKIALSE S3 HiF.

BEXEZEER |, 57 Lake Formation FERRESHEXAE,

NERIFEHER
LR RSB E LA TR,
« s3:ListAllMyBuckets - RE 2L S RIENBERREAEFMHAENBEE#ERYIXR.
{
"Version": "2012-10-17",

"Statement": [
{
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"Sid": "LakeFormationDataAccessServiceRolePolicy",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": [
"arn:aws:s3:::*!
]
}
]
}

Lake Formation E#t Amazon T EBUER

EBE BIZRSIFBIELR Lake Formation Amazon BB E T E USRI LEEFHNFHAEE,

BX iR B

Lake Formation 51 Lake Formation 7£% B &IheeR AN T 202441218

AWSLakeFormationDa APIs LL'F Amazon Glue Data Catalog

taAdmin XKHB&, CRUD , M58 7 ZAWSLakeFo
rmationDataAdmin B K,

5
S

: CreateCatalog
« &K : UpdateCatalog
- f&7K : DeleteCatalog
« &K : GetCatalog

. GetCatalogs

5
S

HEERKEETE EEHIR Lake
Formation B G A& ERIAER FXIX
IR ERSE 1AM R,

Lake Formation E¥1 T Lake Formati AWSLakeFormationCr 2024 £ 3 A
AwWSLakeFormationCr ossAccountManageronfE B 7= B Fh 5
ossAccountManager hnTSidisE , MR T iZBR,

KHEE,

Amazon Lake Formation HJ4E& 5B
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B iR H HA
Lake Formation B T Lake Formation FEAWSLakeFo 2024 £ 3 B
AWSLakeFormationDa rmationDataAdminBUEF B RRMT
taAdmin 5B, Sid TEHMIER T ZRNVIRME , NigE

TIZBUER,
Lake Formation 1 T Lake FormationfELakeFormationDataA 2024 & 2 A
LakeFormationDataA ccessServiceRolePolicy B 75 B /1 7 il
ccessServ TSidiE , NMmig5E TiZBER,
iceRolePolicy %
B& o
Lake Formation B T Lake Formation 1§07 £/ & 17 1F) & 2023 £ 10 A
AWSLakeFormationCr A TERAEKFBIELZNHNR ,
ossAccountManager M58 T iZAWSLakeFormationCr
KEE, ossAccountManagerB %K.
Lake Formation E# T Lake Formation 1§38 T AWSLakeFo 2022 £5 A6 H
AwWSLakeFormationCr rmationCrossAccountManagerBZK , &
ossAccountManager BRHRERRN , 8MEREKFX 0
R B—RERAZ, ESE—KFXE

B RRECRFM INEIE —FRREE,
Lake Formation FFE TER  Lake FormationFF 28 IR ERE Amazon % 2022 £5 A6 H

BRE Ko

EBRNEE,

AEEWRINIR

UTRENEIBERUNRR. AM ERATSRER , BN EEAS BENFERROFER
.

2

. HENER AT

. AREERNE

. HRIRHNE

¢ BB H AR
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- TERABKR

AR HEE AR

/A Important

ELLTRES | <account-id>BRANEMM Amazon kS |, RiF<workflow_role>E#rN
BENETIERENAGNER , FMEN TERBENER,

REgRE BRBE

Amazon £ E KB « AWSLakeFormationDataAdmin

» LakeFormationDataAccessServiceRolePo

licy (BRSBHEX<ACKE )
« AWSGlueConsoleFullAccess ( AJi%)
« CloudWatchLogsReadOnlyAccess (Al )
* AWSLakeFormationCrossAccountManager ( AT )
« AmazonAthenaFullAccess ( ®i%&)

BX A& Amazon EFERBEMWEE , 1S [Rthe section called
“CIEBIEHEER R,

NEXKEE ( A TR Lake

Formation fRSZHXAE ) { "Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRol
e",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "lakeform
ation.amazonaws.com"

}
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REgRE KRB

"Effect": "Allow",
"Action": [
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam:: <account-
id> :role/aws-service-role/lakeformation.amazonaw
s.com/AWSServiceRoleForLakeFormationDataAccess"

}
]
}
( &) NEREE ( THERAR c
K passrole REE ) o NHTIRE "Version": "2012-10-17",
HERE R QEBRHEIT /RN, "Statement": [
TEEERE, {

"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam:: <account-
id> :role/<workflow_role> "

]
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REERE

( A& ) NERRES ( IMRER
WA ERTFRIBWEKS Lake
Formation &R ) . WWEERHA
FiEZHIEL Amazon RAM &
FRHEBE R AFOAS
RFEKF R, ram:Enabl
eSharingWithAwsOzrg

anization R& Amazon

Organizations B2 MK = P HI K

BEHEERTEEEE,
HiEEE RN R

REERH

NERREE (BEAK)

R
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ram:AcceptResourceSharelnv
itation",
"ram:RejectResourceSharelnv
itation",
"ec2:DescribeAvailabilityZones",
"ram:EnableSharingWithAwsOzr
ganization"
1,
"Resource": "*"
}
]
}
R
{

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"lakeformation:GetEffectivePermissio
nsForPath",
"lakeformation:ListPermissions",
"lakeformation:ListDataCellsFilter",
"lakeformation:GetDataCellsFilter",
"lakeformation:SearchDatabasesByLFTa

gs-,
"lakeformation:SearchTablesByLFTags",
"lakeformation:GetLFTag",

ABERWHNR
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FRARER

REERE

KRB

ns'",

"lakeformation:ListLFTags",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListlLakeFormationOpti

"cloudtrail:DescribeTrails",
"cloudtrail:LookupEvents",

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

GetDatabase",
GetDatabases",
GetConnections",
SearchTables",
GetTable",
GetTableVersions",
GetPartitions",
GetTables",
GetWorkflow",
ListWorkflows",
BatchGetWorkflows",
GetWorkflowRuns",
GetWorkflow",

"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:GetBucketAcl",
"iam:ListUsers",

1,

jam:ListRoles",
iam:GetRole",
iam:GetRolePolicy"

"Resource":"*"

"Effect":
"Action":

"Deny" ,
L

"lakeformation:PutDatalLakeSettings"

:]I

"Resource":"*"

ABERWHNR
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AR TR MR

/A Important

FELLTRIES | <account-id>ERANEMM Amazon kS |, RiF<workflow_role>E#rR
THEREACNET.

REERA R HE
Amazon £ E K AWSGlueConsoleFullAccess

MERRES (24 )

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess",
"lakeformation:GrantPermissions",
"lakeformation:RevokePermissions",
"lakeformation:BatchGrantPermissions",
"lakeformation:BatchRevokePermissions",
"lakeformation:ListPermissions",
"lakeformation:AddLFTagsToResource",
"lakeformation:RemovelLFTagsFromResou
rce",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTa

gs-,
"lakeformation:GetWorkUnits",
"lakeformation:GetWorkUnitResults",
"lakeformation:StartQueryPlanning",
"lakeformation:GetQueryState",
"lakeformation:GetQueryStatistics"
1,

"Resource": "*"
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FRARER

REERE

NERRE: (A TXZEE
RVEE , BEESHH
R1F)

KRB

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
:GetTableObjects",
"lakeformation:
"lakeformation:

"lakeformation

1,

"Resource":

nixn

StartTransaction",
CommitTransaction",
CancelTransaction",
ExtendTransaction",
DescribeTransaction",
ListTransactions",

UpdateTableObjects",
DeleteObjectsOnCancel"

ABERWHNR
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FRARER

REgRE REE
MEXKEE ( ATHEA Lake ¢
Formation & FTFR&EHY "Version": "2012-10-17",
|42 % (LF-TBAC) J5 % "Statement": [
TR EES ) {
"Effect": "Allow",
"Action": [
"lakeformation:AddLFTagsToResource",
"lakeformation:RemovelLFTagsFromResou
rce",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:GetLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"
1,
"Resource": "*"
}
]
}
RNEXKEE ( TERACH c
passrole FKE ) "Wersion": "2012-10-17",
"Statement": [
{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam:: <account-id> :role/<workflow
_role> "
]
}
]
}
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FRARER

B8 0 AT I A PR

REERH
Amazon EE X

MERRES (24 )

(A ) RERREE (AT
X ZERRNRE , OF
ESHEE)

KRB

AmazonAthenaFullAccess

"Version": "2012-10-17",

"Statement": [

{
"Effect":

"Action":

"Allow",
L

"lakeformation:GetDataAccess",

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

GetTable",
GetTables",
SearchTables",
GetDatabase",
GetDatabases",
GetPartitions",

"lakeformation:
:ListLFTags",

"lakeformation

"lakeformation:
"lakeformation:
"lakeformation:

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:

GetResourcelLFTags",

GetLFTag",
SearchTablesByLFTags",
SearchDatabasesByLFTags"

StartTransaction",
CommitTransaction",
CancelTransaction",
ExtendTransaction",
DescribeTransaction",

ABERWHNR
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REgRE REE

"lakeformation:ListTransactions",
"lakeformation:GetTableObjects",
"lakeformation:UpdateTableObjects",
"lakeformation:DeleteObjectsOnCancel"

1,

"Resource": "*"

}
]
}
ITERABNIR

ZABEAETIHERMENNIR, IZ2TERN , KTNEEEAXENRNAE,

/A Important

FELUTREER |, <region>FERABERH Amazon KEFEFRIREF ( flfus-
east-1). <account-id>BMM Amazon K5, THEREACN <workflow_role>E ¥
AR <your-s3-cloudtrail-bucket> Amazon CloudTrail B &/ Amazon S3 BE &k,

REgRE KRB

Amazon £ E K AWSGlueServiceRole

MERRES ( BIRTER )

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Lakeformation",

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess",
"lakeformation:GrantPermissions"

1,
"Resource": "*"
}
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REgRH REE
}
NEXKEE ( TERACH c
passrole 5 ) "Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam:: <account-id> :role/<workflow
_role> "
]
}
]
}
MERREE ( AT EHEEH c
ZIMEEUESE , Amazon "Version": "2012-10-17",
CloudTrail flan B & ) "Statement": [
{
"Effect": "Allow",
"Action": ["s3:GetObject", "s3:ListBucket"],
"Resource": ["arn:aws:s3::: <your-s3-
cloudtrail-bucket>  /*"]
}
]
}

B R ER IR E
R¥FMF3H A Amazon Glue , Amazon Lake Formation EEUTHIBELLIRE :

« ZSuperPRIZ FiZEFHAIAMALlowedPrincipal sXAFEIIE A AR Amazon Glue HiE B &
TR

ERBEANRARE o1
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« AFHVBEE B FHREAXER IAM 15 RH2HMRE

X L1% B KRR L X 33E B R/ IRHM Amazon S3 BRI 15 Rl R8EH Amazon Identity and Access
Management (IAM) RE&#ZHl, B4 Lake Formation fX R Ko

IAMAllowedPrincipals A3 IAM KB RVFIHEHE B R B RNEM IAM AFMAE®, Super
P PR I AR BER X 4 IR T iZ AR BRAY B AE BE S kI AT P B X FF 1Y Lake Formation #4k,

EFURLZLRE , LENBEERER (BUEEMRK ) i RIH Lake Formation IXREE , iHHITEL
TRE -
1. ERHRBENRINZ L RE, BXHH , BSRAEXRIANREXSEHESTHRIE,

2. BN BHFEERERNIZRE, BXWHA , IHSHUpgrading Amazon GlueAmazon Lake
Formation & &y HIE X R

£ Lake Formation PutDataLakeSettings API BEERBRINZ£RE

&% ] LAE A Lake Formation PutDatalakeSettingsAPl 2 EEHBRINZ £IRE, WIRMEFTEE
ID FDatalakeSettings4E ¥ 1E R S,

EBid Lake Formation X iz BEE M kL e T BB M EMBIE L RS |, FROT AN
DatalakeSettings &1 T4,

® Note

<AccountID>E¥ N EMRH Amazon I F ID fl<Username>FBRH IAM AF B, A LUK
ZANRAFPEENBRESEEA,

"DatalLakeSettings": {
"DatalLakeAdmins": [
{
"DatalLakePrincipalldentifier":
"arn:aws:iam::<AccountId>:usexr/<Username>"
}
1,

"CreateDatabaseDefaultPermissions": [],
"CreateTableDefaultPermissions": []
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}

A RN T AR ZE W HITHRE, B CreateDatabaseDefaultPermissions
CreateTableDefaultPermissions ¥ ZERTE#H =5 &K,

"DatalLakeSettings": {
"DatalLakeAdmins": [
{

"DatalLakePrincipalIldentifier":
"arn:aws:iam: :<AccountId>:user/<Username>"

}

LEIRESERR E &% TAMAllowedPrincipals X FEIBEMKIFTE Lake Formation R, 6l
BEREER | Su L BESHIRE,

ENEY IAM [ FBEEMKRERTRENMEMBERRES , FROTAHARX
DatalakeSettings &3 T4,

"DatalLakeSettings": {
"DatalLakeAdmins": [
{
"DatalakePrincipalIdentifier":
"arn:aws:iam: :<AccountId>:user/<Username>"

}
1,
"CreateDatabaseDefaultPermissions": [
{
"Principal": {
"DatalLakePrincipalldentifier": "IAM_ALLOWED_PRINCIPALS"
.
"Permissions": [
"ALL"
]
}
1,
"CreateTableDefaultPermissions": [
{
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"Principal": {
"DatalLakePrincipalIdentifier": "IAM_ALLOWED_PRINCIPALS"
iy

"Permissions": [
IIALLII
]

}

XRfmE IAMAllowedPrincipals AR FXFBIBEBEMERM Super Lake Formation X R, BIZEEIE
Rt , B U BRMRE,

@ Note

ERIEHR DatalLakeSettings &#% , DatalakePrincipalldentifier FME— R VFE
2 IAM_ALLOWED_PRINCIPALS , Permissions B9 —RFEE ALL,

2=, Lake Formation R

Amazon Lake Formation B HEER. BREEANEZEMRUEZER FUTRIANE.
BiIEHEER
s WEIFEEZPWAMERIRES Describe HRINRE , EMNSZ—MNKFEEAZIHEMIET AN ER
BroN, BIE R To R Itk i R AR .
s EREHPNEMANEREEHRIECENR,

- ALAEMEMESL (BEEE ) BFREENBIEE ZPEMRRNIGRNERE, 2R TERSI
T RIABR

o ABAEREE R OIBEERE,
« ANEEMAFRTOEBEFNNR,

(® Note
HEHEERARBEES IAM SRR T F 885EM Amazon S3 uiE. AIEREHFEWH
BIEHEEARB AR FXENR, WA, BIRHEE R8I BREE B 2 /M PR
B ABIZHNRHNBINR, ER , TR T B S HRITHIRENNIR,
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BREFEHAEEANESER  BSRLEBENEER,
BxelEE
- HREMMNZNEXNAFEEFENR , #EMMNEEXRPEEZNBEENRANR , 5B
A LA [E] — Amazon IKF RV EB R AR FHE B ZP R BBEFMRVNR, EatH

HAWSLakeFormationCrossAccountManager Amazon £ & FHEH B A1 & 7 LA m Hit
Amazon Ik A R R F 3T B FER,

AR HEIE A o LAE A Lake Formation &I A3 APl SRIEE B FolEE,

(® Note
BROBZEXNHMAK R RFUENBEENRXBRANR,

BXOEEFRNEZER , BSRFEEHNEIET A Amazon Glue Data Catalog.
BEFAEE

- WEMMCIENBFEENMEREENR , HEMNEBEEFCIEZNRHINR , 3
BB @E— Amazon IKFHHEMERAR FERTFEESPIERNVNR, FEH
BAWSLakeFormationCrossAccountManager Amazon FEE RN BIEESIZE o LAm E b
Amazon Ik F A R R FEIBENR.

WIEHEE R T LAE A Lake Formation #4583 APl RIsEHIEECESE,

® Note
BEFURENEMAERREETURNRTERBRIAMNR,

BREZER , F5H QIERERE,
ROIEE
- EANECRHRNAENR,
« AILA[@E[E— Amazon MK/ PRV EAR T CIZN AT A RINR,

- MRHAM Amazon Ik RALRMEAWSLakeFormationCrossAccountManager Amazon &
KBS, AT LURHB A QI 2 P B RV BR IR F 241,

- AJLEREESECENRNBIERE.
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Lake Formation X fR&&

ZEH 1T Amazon Lake Formation #4E , Z¥EAFEE Lake Formation X RF Amazon Identity and
Access Management (IAM) PR, &8 & 55 F MR E 15 (8] 42 ) SR BE 2 F |IAM RXBR , &0 the section
called “Lake Formation fXFR#EIR "HFTiR, BAAEAESIA. APl 3 Amazon Command Line
Interface (Amazon CLI) ¥ Lake Formation R,

E 7 HB A FHEEE Lake Formation I BR , 1§35 fthe section called “$% 5 i #E R Fthe section
called “RFEHBEMNENE",

(@ Note

ZAER 5 FR Y 451 5L BA 20 4RT (8 [B] — Amazon Tk P RV =R FRR. BXREBKF RO RG] , B
25 the section called “BElk ~HIEHL =",

FHERERM Lake Formation t R

UTREATEMNERERNEN Lake Formation R :

BIR PR
Catalog ALL(Super) , B A
ALTER

CREATE_DATABASE
DESCRIBE
DROP

Database ALL (Super)
ALTER
CREATE_TABLE

DESCRIBE
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FRARER

RIR

Table

View

Data Catalog
Amazon S3 location

LF-Tags

LF-Tag values

PR

DROP

ALL (Super)
ALTER

DELETE

DESCRIBE

DROP

INSERT

SELECT

ALL (Super)
SELECT

DESCRIBE

DROP
CREATE_DATABASE
DATA_LOCATION_ACCESS
DROP

ALTER

ASSOCIATE
DESCRIBE

GrantWithLFTagExpr
ession

FHRFEEY Lake Formation R
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FRARER

RIR

LF-Tag policy -
Database

LF-Tag policy - Table

Resource link -
Database or Table

Table with data
filters

Table with column
filter

ES]

PR

ALL (Super)
ALTER
CREATE_TABLE
DESCRIBE
DROP

ALL (Super)
ALTER
DESCRIBE
DELETE
DROP
INSERT
SELECT
DESCRIBE
DROP
DESCRIBE
DROP
SELECT

SELECT

« Lake Formation & F M\ &+ Amazon CLI

FHRFEEY Lake Formation R
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FRARER

« Lake Formation R

Lake Formation % F M4 & Amazon CLI

AT W ENUREREBIEEA Amazon CLI s R TR RHl. LA TR Lake Formation grant-
permissions #revoke-permissions Amazon CLI i SR E,

grant-permissions

[--catalog-id <value>]

--principal <value>

--resource <value>

--permissions <value>
[--permissions-with-grant-option <value>]
[--cli-input-json <value>]
[--generate-cli-skeleton <value>]

revoke-permissions

[--catalog-id <value>]

--principal <value>

--resource <value>

--permissions <value>
[--permissions-with-grant-option <value>]
[--cli-input-json <value>]
[--generate-cli-skeleton <value>]

BRXLEGSHIFMTEE | 30 (Amazon CLI 8 H52E) B grant-permissions Hl revoke-
permissions, AZBHIREEX --principal TN EZEE.,

--principal AN ERN A TEZ— :

PR ARN
I 5% QuickSight FA B 4H /Y ARN
N F KPR , EE Amazon K/ ID, A48

LR RFFE --principal EEKEENRH,

(IAM) B P A 2 I D % R E # Amazon Identity and Access Management (ARN)
B33 SAML 1247 ( 4]0 Microsoft Active Directory Bx & & 13 IE RS (AD FS) 3t 17 & {0 1IiE /Y A

ID SHALLEA ID

Lake Formation 1% f#45 &+ Amazon CLI
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FRARER

FER IAM B
il:l ﬂi .

--principal DatalLakePrincipallIdentifier=arn:aws:iam::<account-id>:user/<user-name>

-

--principal DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/

datalake_userl

FHHR IAM AR

157

--principal DatalakePrincipalldentifier=arn:aws:iam:

T~

--principal DatalLakePrincipalIdentifier=arn:aws:iam:

ENES SAML REEHITEDRIERAS

1BE

--principal DatalakePrincipalldentifier=arn:aws:iam:
provider/<SAMLproviderName>:user/<user-name>

-

--principal DatalakePrincipalldentifier=arn:aws:iam::
idpl:user/datalake_userl

--principal DatalakePrincipalldentifier=arn:aws:iam::
AthenalLakeFormationOkta:user/athena-user@example.com

FHNEY SAML REEHTHDRIENA

1BE

:<account-id>:

1111122223333

:<account-id>:

111122223333

111122223333

role/<role-name>

role/workflowrole

saml-

saml-provider/

saml-provider/

Lake Formation 1% f#45 &+ Amazon CLI
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Amazon Lake Formation

--principal DatalLakePrincipalldentifier=arn:aws:iam::<account-id>:saml-

provider/<SAMLproviderName>:group/<group-name>

-

--principal DatalLakePrincipalldentifier=arn:aws:iam::111122223333:saml-provider/
idpl:group/data-scientists

--principal DatalLakePrincipalldentifier=arn:aws:iam::111122223333:saml-provider/
AthenalLakeFormationOkta:group/my-group

Bk 2 0% QuickSight 71l 47 B /=

1587

--principal DatalLakePrincipalIdentifier=arn:aws:quicksight:<region>:<account-

id>:user/<namespace>/<user-name>

® Note
XF <namespace> , BHMIEE default,

Bl

--principal DatalLakePrincipalIdentifier=arn:aws:quicksight:us-
east-1:111122223333:user/default/bi_userl

RERIT % QuickSight 1l MR E¥4H
B

--principal DatalakePrincipalldentifier=arn:aws:quicksight:<region>:<account-

id>:group/<namespace>/<group-name>

(@ Note
X F <namespace> , BAIIETE default,
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Bl

--principal DatalLakePrincipalIdentifier=arn:aws:quicksight:us-
east-1:111122223333:group/default/data_scientists

K& E— Amazon ik~
1BE

--principal DatalakePrincipalldentifier=<account-id>

-

--principal DatalLakePrincipalIdentifier=111122223333

FHERNAR

"L|:| ﬁi .

--principal DatalLakePrincipalIdentifier=arn:aws:organizations::<account-
id>:organization/<organization-id>

-

--principal
DataLakePrincipalldentifier=arn:aws:organizations::111122223333:0rganization/o-
abcdefghijkl

FHRRNALEBEN
1BE

--principal DatalLakePrincipalldentifier=arn:aws:organizations::<account-
id>:ou/<organization-id>/<organizational-unit-id>

il

--principal DatalLakePrincipalldentifier=arn:aws:organizations::111122223333:0u/0-
abcdefghijkl/ou-ab0@-cdefghij
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F4£ 2 IAM Identity Center &3 A F A

Bl AP

--principal DatalLakePrincipalldentifier=arn:aws:identitystore:::user/<UserID>
il A

--principal DatalLakePrincipalldentifier=arn:aws:identitystore:::group/<GroupID>

FHEE—/ IAM 4 - IAMAllowedPrincipals

Lake Formation BRI EIE B R FAEBIEEMKRE Super NRZEEIAE RN
IAMAllowedPrincipals W4, MREBEFES R LFELANR , WEK S R PTE E4E L
B3 Amazon Gluefy IAM EA&KBEIGRNZ AR, HEFEER Lake Formation X BRRRT 281
Amazon Gluefy IAM REERFPHEIEE RERE , TREmERB .

£ H Lake Formation EEHEE REFRNNRERN , BEFTERHERTRELN
IAMAllowedPrincipals fXPR , S EHEMEFEFR N BESIHEIER |, X# Lake Formation X
BR = BE 4 Ko

-

--principal DatalakePrincipalIldentifier=IAM_Allowed_Principals

FHE— IAM 4 - ALLIAMPrincipals

LR m ALLIAMPrincipals AR FXI#E B Z R R RE , P RSN E4E A LA
Lake Formation t™BRF] IAM X PRiF R EkIE B FH &R,

T~ -

--principal DatalLakePrincipalIdentifier=123456789012:IAMPrincipals

Lake Formation R

REPBER LA EKIZF A Lake Formation X BR,

Lake Formation X & 173



Amazon Lake Formation FEANGIER

ALTER
PR B 3o 1 TR R 4R T B AR BR WENELEE
ALTER DATABASE glue:UpdateDatabase
ALTER TABLE glue:UpdateTable
ALTER LF-Tag lakeformation:Upda

telLFTag

EALNBRHEERTUERHEE RTPRIEFEIRNTBE. FTXR, EUULEXRINELHFNGS
o, BEEERTHERE R EMMBIEFEIS,

MREFE UM E R EEMA Amazon Simple Storage Service (Amazon S3) & |, N E & LTI
UEEBRFELENR,

Example

LA RBIE Amazon K 1111-2222-33 datalake_userl 33 retail FHI A B FHIBEALTERI
PR

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "ALTER" --resource '{ "Database": {"Name":"retail"}}'

Example

AT RBImAF datalake_userl B FXIEIEEE retail A inventory FREY ALTER R,

aws lakeformation grant-permissions --principal
DatalakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "ALTER" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory"}}'
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Amazon Lake Formation FEANGIER

CREATE_DATABASE

PR X LTV R R F RN PR BERRELFE
CREATE_DATABASE WiEEF glue:CreateDatabase

SAMNROEATUERED FH OB ABEREESRREE, THRETUAEREESCIER,
Example

LA R RBICREATE_DATABASE B Amazon K 1111-2222-33 datalake_userl 33 Y FZ,

aws lakeformation grant-permissions --principal
DatalLakePrincipalIldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "CREATE_DATABASE" --resource '{ "Catalog": {}}'

HEAREHEE ZHEBRBIEEN , TR FHEMBUBENNIR, FRFUTHMATHENRR ( ARF
XENRRFEHMANGESD ) -

o BIEFEHH CREATE_TABLE

« ALTER ¥EE

- DROP HUIEE

BIEIERER |, EETLUERIEE—D Amazon S3 B, RIEFHEZEEHIEMEN
PR , CREATE_DATABASE R AJgEFR B AEFMMERBR FRIBBEE, BHLFEIRUAT=ZRER.

B 22 BE = A 41 FTEN R
AIEEENVEREH. CREATE_DATABASE EE%.
BETNERY , HEZMNETH Lake CREATE_DATABASE B 2%,

Formation B ( RXFEM ) -

BETNERY , HHiZ{IEH Lake Formation ZEZE CREATE_DATABASE LARIEEMNEMIHIE
( B3FM) BE, NERR,
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CREATE_TABLE

PR £ X LT 5 R R T Y AN PR BEENELEE
CREATE_TABLE DATABASE glue:CreateTable

B AR EATTUEREEREENLER X R BBERI T IRERE.
Example

AR RBIZF AP ER Amazon IKF 1111-2222-3333 EretailiEEHRIER
Mdatalake_user1iXfR.

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "CREATE_TABLE" --resource '{ "Database": {"Name":"retail"}}'

HENMEAEBRIEB P URRE , RELFRLHFTA Lake Formation IXRBEFH1ZEM , HEZ
EHREB X LN R T H A E 4

B P $524%

WRBIEFREEWKF OZEREK SR T CREATE_TABLE IXR , B ZBEREKRKFFHAFEREE
TRV BIREE R AT TR, MBATHNER -

s BEREBKRFHAHORAFMNBESEER EEXNRITE Lake Formation AR, 417 LURERS 2R AV AR
RIFAEKFHPOEMES ; B EQEEEKF SE A E A P ERR TR,

- WEEKSFHBIEHEER AR EK S PR EMEER T RORR,

B IERPR

SR BEIE M Amazon S3 VB RE , RIFERTEFHIFENVEMNIR , CREATE_TABLE PR A
BETEUGIER, BFLEIRUT=MER.

B 2 2= A% A P =X BR
FEEMNE TR Z Lake Formation B8 ( KE CREATE_TABLE B 2%,
) o
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BIE KA S PREBR

FEEMEMH Lake Formation ( Bt ) B3 , ¥ FE CREATE_TABLE LUARIBEMEMEKIEN
BEENBEESENERHIEEFTRRMNE BNRE.
B Amazon S3 BIZMERE M.

{EEfIEH Lake Formation ( E3F#} ) B3 , # CREATE_TABLE EE#%.
BEEmHBEEEE—MERY , ZEMHED
2EMEE R RRMER Amazon S3 Bl

DATA_LOCATION_ACCESS

R XS IR R IR T BV IR BRNELEE

DATA_LOCATION_ACCESS Amazon S3 fi & ( Amazon S3 XU EKIXER |
PHOBEATEMNEN AR
Eo )

XEME-—NWHEVENR, EAWNRHEATGIEEGEE Amazon S3 L ER THIEHRIEES
®o BIEMZMNE, WEMBEEFLFELENRNEA LY FVEEFULENR,

Example

LA 7R BITE Amazon Tk 1111-2222-3333 @ A~ datalake_userl ®FX s3://products/
retail BB ENR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalIldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"ResourceArn":"arn:aws:s3:::products/retail"}}"'

BHREFREMIMIETIEE DATA_LOCATION _ACCESS PR, WARFBREATOEKIEERER,

BRBFEVENRNESZEER , HZMUnderlying data access control,
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DELETE
BUR &5 LT8R R T B X BR BERNELEE
DELETE TABLE (MBEFMTHE , IEEH

ftt IAM R, )

BB AR EART LAMIBRRIEER Amazon S3 VEMERIIE. BKIE A LAE Lake Formation 12
HELEERE , AEAZRRREXRZEXNEE Amazon Glue AP,

Example

LAR RBIE Amazon Ik 1111-2222-33 datalake_userl 33 inventory FHAF B F X HIE
Feretail P ERAIDELETERR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DELETE" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory"}}'

LA BRAGE A T Amazon S3 IR , F&MA T Amazon Relational Database Service (Amazon
RDS) FH ¥4z 17 & h Y B dE

DESCRIBE
R B 3 T8 R R T Y AR BENELEE
DESCRIBE REREERE glue:GetTable
WIEE R IR glue:GetDatabase
DESCRIBE DATABASE glue:GetDatabase
DESCRIBE TABLE glue:GetTable
DESCRIBE LF-Tag glue:GetTable

glue:GetDatabase
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PR T LT R B F AR BEERNELEE
lakeformation:GetR

esourcelLFTags

lakeformation:List
LFTags

lakeformation:GetL
FTag

lakeformation:Sear
chTablesByLFTags

lakeformation:Sear
chDatabasesByLFTags

BEENRNRBENEATUEEREENRIEE, XPEFREE, TaRABFEMEMEIEE ZNR |, 1
FEBRABFEMBIEFRNE, BEENXRE REERBRSHERRSESD |, BRRIEFZFEHM Lake
Formation X PR ( #l%0 SELECT ) , BNFTENEMNHITER,

Blgn | X IEEEH DESCRIBE NEMNAFA IUEERBEENEREECHE (R, &% ).
BR , APEEREBEESESMER | UL LR, FERRBRBEEFNR. A , XKRES
DESCRIBE NFRVAF A UEEFERMERTHKIE (HR, £, MEFE ) , BLEMBR. EXIETH
RWEHA,

LU 2 DESCRIBE By — LBtz M

- MRAPWEHEE. RIEREZEEFHM Lake Formation X R , M &R F DESCRIBE X [R,
« MEAFPMNRNGIFEES SELECT R ( #% SELECT) , AR RgEEF XL,

o BEEEINKREFTE D SELECT NEMWAF &R F DESCRIBE MR, R2Z , BLENHIRFT
DESCRIBE R XRIBEEFI B EHHEBRYIER,

Example

LUR RBIE Amazon Ik 1111-2222-33 datalake_userl 33 AR B FRHITEEinventory -
linkretail PR A REEEAIDESCRIBEM R,
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DESCRIBE" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory-1link"}}'

DROP

PR B 3 L TR R AR T Y AR BR WERRNEEFE

DROP DATABASE glue:DeleteDatabase

DROP TABLE glue:DeleteTable

DROP LF-Tag lakeformation:Dele

teLFTag

DROP IR E R IR glue:DeleteDatabase

RAREERE glue:DeleteTable

BRI RN EET AR B ZPMERBEE, RIAREE, LT EENEKS AL R T HIE
FE#) DROP X [R,

/A Warning
T BR &4 B 2 M BR BB R R B PR 2R

Example

LA RIE Amazon K 1111-2222-33 datalake_userl 33 retail /YA 8 FEHIEBEDROPI
PR

aws lakeformation grant-permissions --principal
DatalLakePrincipalIldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "DROP" --resource '{ "Database": {"Name":"retail"}}'
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Example

T RBImAF datalake_userl RFXMEIELEE retail A inventory FRHAY DROP R,

aws lakeformation grant-permissions --principal
DatalakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DROP" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory"}}'

Example

LR RBIBEAF datalake_userl #BFXNBIRE retail P REFEHEE inventory-1link & DROP
R

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --

permissions "DROP" --resource '{ "Table": {"DatabaseName":"retail", "Name":"inventory-
link"}}"
INSERT
PR XY LIV R R TR PR EERRXELEE
INSERT TABLE (MRFEMTHNE , MEFEH
b IAM PR, )

BE NN RO EARTTLUERIEERN Amazon S3 N EFA. EFMAEIREMEBIE, REZETLE Lake
Formation 2 H| A A EFERE , HERAZRREFXRZEXNEE Amazon Glue AP,

Example

LAR =B Amazon P 1111-2222-33 datalake_userl 33 inventory R A EF X HIE
FEretail AE&RAIINSERTH PR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "INSERT" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory"}}'

W RLGE A F Amazon S3 HVEEE | F&EH T Amazon RDS S H BRI B,

Lake Formation X & 181



Amazon Lake Formation FEANGIER

SELECT
R & X LT8R R T B X BR BERNELEE
SELECT « TABLE (MREMTMNE , MEFEH

ftt IAM R, )

BEENNENEEAUEERIEEZRTINR , ATUEREEMN M EZEH Amazon S3 PR ERKIE.
BT LAE Lake Formation B #l A FEF KRG , HEAZERXKLREX1ZEXKMWEE Amazon Glue AP,
MBEZRFHAERNAT YL MWEXKREEEMESINAHE  FEREMNTEENIITENR
BiE,

@ Note
SR MRS R EAL B E WA N A FIFE,

Example

LA 7RI Amazon K 1111-2222-33 datalake_userl 33 inventory FH AP BZFXIHE
FEretail PRAISELECTIR,

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "SELECT" --resource '{ "Table": {"DatabaseName":"retail",
"Name":"inventory"}}'

W PBRLGEA F Amazon S3 FEVEHE | TEH T Amazon RDS S H iR A9 B,

B LERTIEN I EFIRFPRIIRKFFEEZFES] ( REGRNER ) . BEFIREETRTHRZ.
BERRFIRIBET RGNS, MRRBEESHNRIHRIIE , WABRIEGAHR,

glue:GetTable W& RMREIFHA B ENEEMNS, Amazon Athena 1 Amazon Redshift &£ 5 AR
S EFHTEFHRYIE

Example

LR RBIERAISEYRBAF datalake_userl #FX X inventory B SELECT R,
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --

permissions "SELECT" --resource '{ "TableWithColumns": {"DatabaseName":"retail",
"Name":"inventory", "ColumnNames": ["prodcode","location","period", "withdrawals"]1}}'

Example

T—NREIEABEERIIRIZFX inventory REI SELECT X BR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --

permissions "SELECT" --resource '{ "TableWithColumns": {"DatabaseName":"retail",
"Name":"inventory", "ColumnWildcard": {"ExcludedColumnNames": ["intkey",
"prodcode"]1}}}'

LATER#IEAF SELECT #XER :

« ¥ SELECT B , tIRRKA T A% , MAFESERGED

o TEERRHIFTVER 25 X BEMY 5BV 5 R 2 4,

s FEEMMN KRB FEES SELECT REMEHREFXI1ZERM ALTER, DROP, DELETE = INSERT
MR, B , FeEEIFITFiEmITREA ALTER, DROP, DELETE = INSERT X [RH £4E F
SELECT PR,

SELECT S PRIBAERN B IMMITE RTE Lake Formation & AMNBENRITE L. TRERDAF,
datalake_user2 #l datalake_user3 &5 X} inventory R FTEFIHY SELECT X R,

Data permissions (8) m

Choose a database or table for which to review, grant or revoke user permissions.

Q 1 @

Database: retail X ‘ | Table: inventory X | | Clear filter

Principal Resource Owner account L
Resource Permissions

Principal

rincipa e oo D
datalake_user3 1AM user Table inventory 111122223333 Insert
datalake_user3 1AM user Column retail.inventory.* 111122223333 Select

datalake_user2 AD user Table inventory 111122223333 Delete, Insert

datalake_user2 AD user Column retail.inventory.* 111122223333 Select
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Super
PR EF XS LT R R T AR WENELEE
Super DATABASE glue:*Database*
Super TABLE glue:*Table¥*,

glue:*Partition*

WAR A F E AN BIEESRRINITITE XM Lake Formation #1E. BT EEAEK F 1R F 33 B IEE
#9 Super PR,

LA BR AT SA S H At Lake Formation fXBR#L1F. Fltn , BAI LR FXI T IERM Super. SELECT. H
INSERT fXPR. A5 , EHALUNKRNITAAEZ I HFWIRME, B4 Super /5, SELECT # INSERT X
PRFREE , BEMEREEMIT select # insert ##4E,

IBA LU Super & F4H IAMAllowedPrincipals , MARFERFEANE

£, IAMAllowedPrincipals A= Bz AIEN , HPIFE IAM KB AT HRBIERB XRENE
IAM AFFIA®, %@ IAMAllowedPrincipals RFNEIEE FERH Super BRAET |, FHZERIR
A5 IR SEFR LR B 1AM KRG IR,

BN RIA Lake Formation 2 AR E R H EAIEDT , (JAEZI[E IAMAllowedPrincipals ¥
FHHETE XBE IR Super PR,

Data catalog settings

Default permissions for newly created databases and tables

These settings maintain existing Data Catalog behavior. You can still set individual permissions on databases and tables, which
will take effect when you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake.

Use only IAM access control for new databases

Use only IAM access control for new tables in new databases

« E[g IAMAllowedPrincipals B FX AT EHBIELIEEN Super R , FERBFMNNHBFEERE
A 1AM 5 R &,

- Em@E IAMAllowedPrincipals B FXNFHBBEBHIREFMEF KD Super XIR , BERZBMNITHE
FERNFHRER IAM G2,
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FRARER

® Note

BEIR I & -F BRI T ik 5 62 B3 B X AR B B9 U LbBIE B R Ry R R E A 1AM
mEEHEEE, ENERREME. ERUEHREENEEFNERE  BTH

IAMAllowedPrincipals #&F Super ® R,

RABEAT , MERAXEREREIE.

« the section called “B A Z#E M BRINIRE”

BREZER

ESHTHME ;

- the section called “Upgrading Amazon Glue Lake Formation #& & 9 3 #E X fR”

ASSOCIATE
R £ 3 L BUR R % T 94X
PR
ASSOCIATE LF-Tag

WERNERTEE

glue:GetDatabase
glue:GetTable

lakeformation:AddL
FTagsToResource"

lakeformation:Remo
veLFTagsFromResource"

lakeformation:GetR
esourcelLFTags

lakeformation:ListLFTags
lakeformation:GetLFTag

lakeformation:Sear
chTablesByLFTags

Lake Formation X &

185



Amazon Lake Formation FEANGIER

PR HXBRIMARR TN HWENELEER
PR

lakeformation:Sear
chDatabasesByLFTags

3 LF AL EBWNRAN AT LF X0 BMAHIEE XER. |®RF ASSOCIATE 2BXIRF
DESCRIBE fXPBR.

Example

REIE AP datalake_userl #FX &A% module B LF $5Z¥H) ASSOCIATE iR, ERFER
Mo ZBWFIEENNR , WES (*) FTRo

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=arn:aws:iam::111122223333:usexr/

datalake_userl --permissions "ASSOCIATE" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]1}}"'

&£ X IAM Identity Center

& Amazon IAM Identity CenterB , Al LUE R H AR E R (IdPs) , HEPEE Amazon 7 # AR
SR MBANTERR, B LF Okta, Ping 1 Microsoft Entra ID ( BABI#RR Azure Active
Directory ) & 51712t %& 5 IAM Identity Center ££FX , A EFRALRFHAFFEA R LB FAR G R
. IAM Identity Center kX IFEZEHME=H FHREMEE,

BXEZER , 52 ( Amazon IAM Identity Center A 1ER) X FH 5 HREE,

& LATE 1AM Identity Center R ELiE Amazon Lake Formation A 28 AN RS , BIEHEER T
LA 2 A P M EFA R F X Amazon Glue Data Catalog &R HY %8 4R .

BELAPWAF AT ERALN S RAEBEEEZERIEMIB AT Identity Center WRL AR , HEH
M Lake Formation S RMIEIRE., BEMER , BLHEVUNEZAN IAM B TTEEX Amazon AR
ST RIABR
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® Note
AESHEBATAFINEHNAF MBEARK R R E Amazon 2T RS EIE. B A
E50EE , AFUNRRNARRF , NARFILEERGE Amazon RS # K BIE R 1%
ERAFPNEM. EEENTEARETHRINIORUERES IAM BRRE. AFPTE
Amazon Web Services Management Console fEF Al {E B & #B&EFK. BXEZELE , BSH
{ Amazon IAM Identity Center AP {Em) FHENAEFH IG5 0% %,

BXBR4 , HSEIAM Identity Center EER R &,

F&

« 1AM Identity Center 5 Lake Formation 5 & #J 5 R &4
« ¥ Lake Formation 5 IAM Identity Center &

« T IAM Identity Center £

+ JHIBR Lake Formation & IAM Identity Center BY3%E 2

- MAFMEARTR

* 7 CloudTrail AEFEHE IAM AP OLAFELETX

IAM Identity Center & Lake Formation 5 R #Y 5 R &4

LAR 2% IAM Identity Center 5 Lake Formation ££ 5 £ R &4,

1. B A 1AM Identity Center — /5 F IAM Identity Center 2 & {3 11iE F B 5% 1B K B RZ M

2. IRRIEHF R - |5 A 1AM Identity Center & , B4 ME S EEEREERAFNE, BRUEH
AIEM Identity Center B XER B HIR , LT LAEASEB IdP , 5140 Microsoft Entra ID = Okta.

AXEZER , 52059 ( Amazon IAM Identity Center A fER) FH “EEEN SR M
“Connect B|A\E B 1R HAE",

3. B IAM A€ - 8|2 IAM Identity Center EEHN ABFEEF T Lake Formation F IAM Identity
Center FAIEZNEKN AR FEENNIR , AT BRI R

FBEERR IAM SESRANNE. FENSRESFEANAEANR, BEXESEL , BSET
B4 |IAM Identity Center,

{
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:CreatelLakeFormationIdentityCenterConfiguration",
"sso:CreateApplication",
"sso:PutApplicationAssignmentConfiguration",
"sso:PutApplicationAuthenticationMethod",
"sso:PutApplicationGrant",
"sso:PutApplicationAccessScope",

1,

"Resource": [

i n

MRZBEENEE Amazon Web Services Ik~ SRALAHEHIIEE ZHR , MX4IMEHF Amazon
Resource Access Manager (Amazon RAM) IXRF BRI BB RHLE, BEXREREMENENES
R, BERABKF,BELZAREN

LTARKKRIEIEEE. EHMAMMIER Lake Formation & IAM Identity Center 55X K& MEFT BV 1S E
PR o

- AT AEKER T IAM A®EE Lake Formation 5 IAM Identity Center B 5.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"lakeformation:DescribelakeFormationIdentityCenterConfiguration",
"sso:DescribeApplication”

1,

"Resource": [
nakn

]

}

IAM Identity Center & Lake Formation £ 55k 54 188



Amazon Lake Formation FEANGIER

]

« ERAUTREER A IAM A®EH Lake Formation 5 IAM Identity Center BI5ERK . Z KL 21
S 5\EB0K /= H Z R IRFTF RY AR AR

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:UpdatelLakeFormationIdentityCenterConfiguration",
"lakeformation:DescribelakeFormationIdentityCenterConfiguration",
"sso:DescribeApplication",

"sso:UpdateApplication",

1,

"Resource": [
nakn

]

}
]
}

- FEHAUTREKE Y IAM AR Lake Formation & IAM Identity Center BISE o

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:DeletelLakeFormationIdentityCenterConfiguration",
"sso:DeleteApplication"”,

1,

"Resource": [

Han

]

}
]
}
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« BXFEF A IAM Identity Center B F° A W BIE AN RATEN IAM R |, BSHZE TS
Lake Formation fXBRFFER IAM R

PR fER
- lakeformation:CreatelLakeFormationIdentityCenterConfiguration - 812 Lake
Formation 1dC BLi&.

- lakeformation:DescribelLakeFormationIdentityCenterConfiguration - #AIMEH
IdC EiE,

« lakeformation:DeletelLakeFormationIdentityCenterConfiguration - RiFHIERINE
#9 Lake Formation IdC EiE,

- lakeformation:UpdateLakeFormationIdentityCenterConfiguration- ATEXINE
# Lake Formation EliE,

* sso:CreateApplication - AT #IZ IAM Identity Center N AR,

* sso:DeleteApplication - TR IAM Identity Center R AT Fo

« sso:UpdateApplication — A FE# IAM Identity Center R AT,
 sso:PutApplicationGrant - AFEXRUETHEAFEE R,

+ sso:PutApplicationAuthenticationMethod — ##F Lake Formation & 331E 1/ &) X FR o
« sso:GetApplicationGrant - AFHHAETHAFEER,

+ sso:DeleteApplicationGrant - HIBRAESEMLEEE.

« sso:PutApplicationAccessScope - RN EFT N AREFH 1AM Identity Center 17 [B3E B BV #%
R IE

« sso:PutApplicationAssignmentConfiguration- BFEERFHRNARFNSR.
¥ Lake Formation & IAM Identity Center &2
B ETERAT S8 |, RIaT8EEH IAM Identity Center B B3 LA Lake Formation 12 F X4

FEEFZERENHENR, B LA Lake Formation %4 5 Amazon CLI#IZ IAM Identity Center
£ Ko

¥F Lake Formation & IAM Identity Center #E3# 190
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Amazon Web Services Management Console
fF Lake Formation 5 IAM Identity Center 1%

1. B FHITFF Lake Amazon Web Services Management Console Formation 244 , M1t
A https://console.aws.amazon.com/lakeformation/,

2. EEMSMERKSP , £ IAM Identity Center FERK .

4§ Lake Formation & IAM Identity Center 3% 191
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Create IAM Identity Center Integration

Enable 1AM Identify Center and then create Lake Formation - 1AM Identity Center integration to manage identities from 1AM
Identity Center (external IdPs like Azure AD or Okta Universal Directory). Learn more [4

v How it works

Enable IAM Identity Center Create Lake Formation Grant permissions

Enable IAM Identity Center for your integration Grant permissions to users on Data

account or organization and select Integrate Lake Formation with IAM Catalog databases and tables using

an identity provider. Identity Center to permit Lake fine-grained Lake Formation
Formation to access users from permissions.

your selected identity provider.

Connect Lake Formation to IAM Identity Center

BB |

Connect to organization instance of 1AM Identity Connect to account instance of IAM Identity

Center Center

Manage access to Lake Formation by assigning

Manage access to Lake Formation by assigning
users and groups from the Identity Center directory

existing or creating dedicated users and groups
for your organization. Learn more

from your Identity Center directory. Learn more

instance of IAM Identity Center

Manage access to Lake Formation by assigning users and groups from your Identity Center directory.

arn:aws:sso::instance/ssoins-6987513bf5410c¢2f

Add AWS account and organization IDs

Add AWS accounts and organizations whose users need access to Lake Formation managed resources.

AWS Accounts and AWS organizations
Enter one or more AWS account IDs and AWS organization IDs. Press Enter after each ID.

Q. Choose AWS account, AWS organization ID

» Lake Formation application integration - optional
f# Lake Formation & hiMalsiewntityOen tentEdiEaccess 53 data locations registered with Lake Formation on behalf of the user. 192

(@ After this step, you can't edit the connection. You can edit AWS accounts, organizations, and applications. If you

wiant +a madifu the rFannactinn dalatae it and Frraata 3 new canpactinm
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3. (WL WMA—NRZANERE Amazon Web Services I IDsE A R/HAL 247 IDs , IDs
BLA N ER K P im R BB B R B R. 2 IAM Identity Center F P 4R =R 517 Lake Formation
FEXHIEL T RIFR , Lake Formation XA IAM B &R ZNG R THE. MR IAM £
&8 T%%F Amazon Glue FREREF Amazon RAM BRIAZHAZMK S | N IAM Identity
Center Fi P FME#4AEN{FEH#48 Lake Formation X BR , T 3&1F RZ &R

Lake Formation £ Amazon Resource Access Manager (Amazon RAM) ARE & 1 ER K F= F1
HAOAHSTHRIER, Amazon RAM @ BN E K. KX EZHIEL T RLZMEE,

BEXEZER |, BESHR #ZRENERLZEE Amazon RAM,

® Note

Lake Formation f2¥F A E8MK = 1 HY IAM & &KX IAM Identity Center A~ MEER
FEHEEZRENEEAE  BEREEMEERFARTNHER XRFENNER. R
B2 E SN [ 1AM Identity Center i P FI4A R FX¥E B FRFEAINER , #B
Z Lake Formation £ 5| & LA N 481R : “Cross-account grants are not supported for the
principal.”

4. (W% ) BRI Lake Formation ERREE L , EEMLEE =K NARRF AT LAIHEDEMZE Lake
Formation B9 Amazon S3 L BHF M ##E. ARNSs Lake Formation 1B#EH MINPREL Amazon
STS MK @ 23EME Amazon S3 it A HEREBENIGEHES , AERNNWNARERF
AR KA IGRIBEE,

5. EEEXR.

Lake Formation B & ERIX LS RHAUBERE , 1AM Identity Center J& £ /R1E Lake
Formation ##|& H, TRIXLEESS , Lake Formation FA R /E A T IAM Identity Center #9
NARRF. BHEFHNEESREERRS. EHZERGE , RSETRA Success, WRSER
IAM Identity Center BLE 2 & E T Mo

Amazon CLI

o LUTRRGIE R[22 Lake Formation & 1AM Identity Center V&K . BIE LU EZ N ATE
FF#y Status ( ENABLED, DISABLED) o

aws lakeformation create-lake-formation-identity-center-configuration \
--catalog-id <123456789012> \
--instance-arn <arn:aws:sso:::instance/ssoins-112111f12call22p> \

¥F Lake Formation & IAM Identity Center #E3# 193
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--share-recipients '[{"DatalLakePrincipalldentifier": "<123456789012>"},
{"DatalLakePrincipallIdentifier": "<555555555555>"3]" \
--external-filtering '{"AuthorizedTargets": ["<app arnl>", "<app arn2>"],
"Status": "ENABLED"}'

« LUTFRBIERIMAEE Lake Formation & 1AM Identity Center B &Ko

aws lakeformation describe-lake-formation-identity-center-configuration
--catalog-id <123456789012>

E#H 1AM Identity Center £/

BIBERET , BN IAM Identity Center ERRINE=A B ARERF , SAMEE Lake Formation £ |
HA LUK KRAFiFR Amazon S3 #iE. EHATLLM IAM Identity Center ERX P BRINENAREF. &
AILAE A Lake Formation 2%l & FUpdateLakeFormationldentityCenterConfiguration$ &7 b = i Bk
B FAfERF. Amazon CLI

® Note
B2 IAM Identity Center &£5/5 , BT EE#EHI ARN,

Amazon Web Services Management Console
E# IAM Identity Center 5 Lake Formation B EL & £ 1%
1. B FHITFF Lake Amazon Web Services Management Console Formation %4 , M1t
A https://console.aws.amazon.com/lakeformation/,
2. EEMSMBERKS , & IAM Identity Center FE .
3. 7£ IAM Identity Center $ERX J1 H L& H 0,

4. HA—PNRZMNERH Amazon Web Services MK IDsBLF/HRALRHE 4 IDs , IDs LAY
SNEBK P i B B3R B R R

5. EAMNARFREREL , WAEE Lake Formation EHNE = NARFHNNAREF. IDs
6. AR,

FE#H IAM Identity Center 525X 194


https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_UpdateLakeFormationIdentityCenterConfiguration.html
https://console.amazonaws.cn/lakeformation/
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Amazon CLI

BAI LB Z1TA T Amazon CLI @57 IAM Identity Center SRR ISR E=F RN AREF.
B I ERTEIEIRASIRE N ENABLED B , BfE IAM Identity Center B A E= S N ARFRES #H
&1 , LMEIGIA] Lake Formation BB IR, SR BN EENARFRSKEASEZEAR IAM

|dentity Center 2%

aws lakeformation update-lake-formation-identity-center-configuration \

--external-filtering '{"AuthorizedTargets": ["<app arnl>", "<app arn2>"], "Status":

"ENABLED"} '\

--share-recipients '[{"DatalLakePrincipalIldentifier": "<444455556666>"}
{"DatalLakePrincipalldentifier": "<777788889999>"}]1"' \

--application-status ENABLED

fHBR Lake Formation 5 IAM Identity Center Y% #2

MREIERRIMEN IAM F 4 OEK , ATLAEA Lake Formation 2§ &
= Deletel akeFormationldentityCenterConfiguration#ERMIER. Amazon CLI

Amazon Web Services Management Console
fiBR 1AM Identity Center & Lake Formation B I B &

1. B FZHITFF Lake Amazon Web Services Management Console Formation ###|& , it
A https://console.aws.amazon.com/lakeformation/.

2. HEEMSMBEESF , £ IAM Identity Center £,
3. £ IAM Identity Center £ B J0 T L & 2 1 BR o
4. EBWIAERREL , BIANZERE , REEZRHIBR.

Amazon CLI

LA LUBIZE1T LT Amazon CLI 55 HIER 1AM B 50 ERK.

aws lakeformation delete-lake-formation-identity-center-configuration \
--catalog-id <123456789012>

Bk Lake Formation & IAM Identity Center B93&E$2
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6] F = M4A &% TR

B BEHEE R AT LAE 1AM Identity Center AFMIEARFNHBFEERRR (HEE. RANUE ) B

R, MERM T RHE. BERTFREMESREHNER , RTFEFTEERHITET IAM Identity Center
BRAEMR,

» DescribeUser

» DescribeGroup

e Describelnstance

O] LAEF Lake Formation &% . APl 3 Amazon CLISRR TR,

BEXBEFNRMEZEER |, 1S Fthe section called “#& FHIE AR,

® Note

BRERTFREKFAERANNRE, ZFNBEREIAFNBEANESZREZNER , B4TER
Amazon RAM &REH{E,

Amazon Web Services Management Console
m AP MAR TR

1. BFHITF Lake Amazon Web Services Management Console Formation & & , Mt
Fhttps://console.aws.amazon.com/lakeformation/,

£ Lake Formation #Z#I &R T | BRI HNR,

EER T,

ERTFHEBHNRITE L , 1%£3F IAM Identity Center A FMEH
IEENMELERER TR AP MA,

o A 0N

6/ P AR TR
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FRARER

AWS Lake Formation » Grant permissions

Grant data lake permissions

Principals
Choose the principals to grant permissions.

() IAM users and
roles Center - new

Users or roles from
this AWS account.

© IAM Identity

Users and groups
configured in 1AM
Identity Center.

(O SAML users and

groups

SAML users and
group or QuickSight
ARNs,

(O External accounts

AWS account, AWS
organization or 1AM
principal outside of
this account

Users and groups (3)

Choose users and groups to grant permissions.

Q. Find users and groups

O

O
O
O

Name [/

DataStewards

Type

Group

User

User

Add

6. EFEAFNARSL  ERERTNRHOASM/ZA.

EEDE.

& f P AR F R
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Assign users and groups X

Q. [search by user display name or group name

Users
user1 |
Remove
user2 | b
Groups
DataStewards

Manage groups [4

Learn more about managing groups from IAM Identity Center [£

Cancel Assign

7. TR, BERFHRNIGE,
BXREAGEFRAERTFHROGEA , ESHEM RS TR ERTHIEANR.

BXRMER LF iR TRV , HSREA LF-TBAC F AR FHIESBNR,
8. LERERFHMRHHKEEZRHR.
9. EERERTFHHIERZNR.
10. EBEF,

Amazon CLI

LATR RBIE R I B IAM Identity Center FI #8253 FRH#9 SELECT R,

aws lakeformation grant-permissions \
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--principal DatalLakePrincipalldentifier=arn:aws:identitystore:::user/<UserId> \
--permissions "SELECT" \
--resource '{ "Table": { "DatabaseName": "retail", "TableWildcard": {} } }°'

EUserIdM IAM B FLRE | FSE IAM 450 APl ZZ R GetUserldig{E,

£ CloudTrail BEHE2$E IAM BFROLEFLETX

Lake Formation {8 Fi FZiF 3R ThEER E3T Amazon S3 BIEM IGAT 5 RIAXR. ERIAMBIRT , 24 1AM
Identity Center AR MER DT RFEREHA , CloudTrail B ERXBEZARS H IRMEE 7 7] A& E
B IAM A, MBRESERAFENHN ARG Lake Formation JEt Amazon S3 BBV E , W AT LAUERE
£ CloudTrail E#HaIE IAM P LAFHNETX , ARRERHREERNAF,

/A Important
EEREGEFNRREM Amazon S3 API iF3R CloudTrail , REEH Amazon S3 FREBNTRE

H CloudTrail E4i2%. EXEZEE , i85 % Amazon S3 AFIERF MY Amazon S3 77
R RIS A CloudTrail 412 %o

EEARFPEXNASIMNEERVE LERFTIESESR®IT

1. %3 Lake Formation #2#l%& , Mt A https://console.aws.amazon.com/lakeformation/o
EEMSHS , BEFEE K REEEREERRE,

EEBFITT , EREBRMHEN LT

ERRT

A w0 b

&t 7] LB £ PutDatalakeSettingsi@fEH i% BParameters B MR E AEEFIHE. RiIAER
T , SET_CONTEXT" SHEIRE N true

"DatalLakeSettings": {
"Parameters": {"SET_CONTEXT": "true"},
}
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https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_PutDataLakeSettings.html
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AT REEEBEFITED CloudTrail WEHHRER. tkBESHE IAM Identity Center AFHI&FE LT

X # Lake Formation R i5[R Amazon S3 BN EMRAMNWEAFENH IAM &, SHUTHEEXFH
onBehalfOf ¥,

"eventVersion":"1.09",
"userIdentity":{
"type":"AssumedRole",

"principalId":"AROAW7F7MOX40YE6FLIFN:access-grants-
€653760c-4e8b-44fd-94d9-309e035b75ab",

arn":"arn:aws:sts::123456789012:assumed-role/accessGrantsTestRole/access-
grants-e653760c-4e8b-44fd-94d9-309e@35b75ab",

"accountId":"123456789012",

"accessKeyId":"ASIAW7F7MOX4CQLD4JIZN",
"sessionContext":{

"sessionIssuer":{
Iltypell : IlRolell ,
"principalId":"AROAW7F7MOX40YEGFLIFN",

"arn":"arn:aws:iam::123456789012:role/accessGrantsTestRole",
"accountId":"123456789012",

"userName" :"accessGrantsTestRole"
.
"attributes":{

"creationDate":"2023-08-09T17:24:027",
"mfaAuthenticated":"false"

Iy
"onBehalfOf":{

"userId": "<identityStoreUserId>",

"identityStoreAxrn": "arn:aws:identitystore::<restOfIdentityStoreAxrn>"

iy
"eventTime":"2023-08-09T17:25:437",
"eventSource":'"s3.amazonaws.com",
"eventName":"GetObject",
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@ 5 3E 8% 10 Amazon S3 &

EEHIEHF I Amazon Simple Storage Service ( Amazon S3 ) (VBRI N E6# , B[ Amazon
Lake FormationEfitiZfu & ( BIEMNE ) o A5 , BAILLER Lake Formation X PR 18 @ 1% & AY
Amazon Glue Data Catalog X AR Z A& H K K/ BE 3 1T 4 i Rl 12 5l

Lake Formation & R FEBESHAER FEMBEME , HiLEsEH RE IR AETEE ZHHEIE
FEFMZEKZ A Lake Formation IXfR, EEASFHERXT , B EIBER RN —ABEAFIRE Lake
Formation X[ , MRS TFHECIUERAFP S TEATHNRREE,

BEXRRERSHRERXNEZER , BSHESHRER

WMESEMEAMLER |, IF5EM Amazon S3 BERURZBE T WA XHE,

Bl | BRIRIEE — NN TR Amazon S3 BEERA R -

/mybucket/accounting/sales/

WMREEMT S3://mybucket/accounting , M| sales XHXR b EMH B Lake Formation B
I,

BXEIMNUBHNEZELR , S Underlying data access control,

(® Note

BIUEWLEBIRE (REBESTMINR#IITHS ) £H Lake Formation IR, MRENHES
SEHTFNRWIELLEIE | EEEEA Amazon S3 iF AN R E R EEHIBE

FH

- ATEMNENABHER

XM Amazon S3 &

« EMINZEE Amazon S3 L&

« FEHAM Amazon MK F XM Amazon S3 &
« 5 Amazon K EMINZERY Amazon S3 V&
« BUHEM Amazon S3 U &
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AT EMERN A BRI ER

SE A D I 520 3] 28 774 R %5 Amazon Identity and Access Management (Amazon S3) (VBT |, SIS E
(IAM) Ff, Amazon Lake Formation £ &) iZ{ B M BB IEEZ A R,

BRUERAATABRE 2 —KIEMULE

« Lake Formation [REMHE*AE, LAGRFNZMNENFIENR, FALAERIMIENZEE
FiE. BXEZEER , {551 £ Lake Formation FERARSHEXEE,

- AFEANAG, YEFERTHINRSTRSEXAGEMHNRN  FEARFELHNEE,

EUTERT , B4XAERRAFENNASG
« EEAMKS FOEMMLER,

BREZELR , 5 Hthe section called “FE Efth Amazon MK/~ FEHA Amazon S3 E” HMthe
section called “# Amazon Ik P ¥ %2 #Y Amazon S3 Vi&E”,

- MREMFEH Amazon F£E CMK (aws/s3) ¥ Amazon S3 L BE# 1T 1%,

EXEZEER , B EMINERN Amazon S3 V&,
o MBHEITRIER Amazon EMR,

MEZREFEARSHEXACEMRTEME , HEREFKREA Amazon EMR HEZMVE ,
NAMEBUEEMZVE , AEEARAFEXNAREFNIMZNE. BXELZEER , HZH the
section called “BUEE M Amazon S3 L&,

1£ Lake Formation R EA RS HEXAE

Amazon Lake Formation £ Amazon Identity and Access Management (IAM) RS XA R, R
SHRABR—MIEEEN IAM B , ©5 Lake Formation E###x., REHEXA®MH Lake
Formation FRE X , BFZRFSRAREFAEM Amazon REFIFENFIBENIR,

REHExxBEAILSERMEIZEE Lake Formation , BN EFR R BEEFAFIRMALEN
PR, Lake Formation EX ERFZHEXABHNIER , BRIESEEN , BN R A Lake Formation AT LA A
ZAG, EXHNNBREREERBINNERE , AR TREM INBMEMEM IAM KA R KBE,

RS HEXRABREEATRSREANZASE !

« lakeformation.amazonaws.com
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HIEERAIKSE A RRVBRS X A EEMIKS B FrAR Amazon S3 U ERt , I/ B H1#Y Amazon S3
MR (ETHREKRE ) XARKS A PHRSAXBERTHRNR,

® Note

RS EFIEBE (SCPs) FE RS HEXAE,
BEXEZER , 52 #Amazon Organizations f 55 8 RS 12 55 B (SCPs).

Lake Formation HYBRS#E% & &R

Lake Formation f£f &7 AWSServiceRoleForLakeFormationDataAccess MRS HXAE,
WEEERET —AT I EEF#EIRS (Amazon S3) R |, XL FREFE Lake Formation £ RS

( Amazon Athenaffl il ) gE® 15 REM i R, EMBIRHRLERN , BLTRUN ZVEEGE
Amazon S3 I/ ENRRHWAE, EAUFERALEBESHEXA® , MAREEEE Amazon S3 XERH
At,

BEXERESHEXEEGBRNAT IMBRENEAECR |, FRAREVEBRESHEXBRFFH IAM F
B&, Lake Formation AR MBIRNERE , FHHEMMBIBRSHERACR, HE@RFSHEXAEEM
JRSE 28T , Lake Formation £ iZ BN MBI E RS,

UBEHERR BMERE , IMBUENNE. RE , € IAM BHA+  BRAR
AWSServiceRoleForLakeFormationDataAccess H&E&HHK MM EE,

Bl | EEEMLE s3://my-kinesis-test/logs Ja , Lake Formation £ 612 LA T KBk 5K #E H 4%
HEfnZE| AWSServiceRoleForLakeFormationDataAccess.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "LakeFormationDataAccessPermissionsForS3",
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:DeleteObject",

"s3:AbortMultipartUpload",

"s3:ListMultipartUploadParts"”
1,

"Resource": [
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"arn:aws:s3:::my-kinesis-test/logs/*"

]
},
{
"Sid": "LakeFormationDataAccessPermissionsForS3ListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3:::my-kinesis-test"
]
}

}

A Lake Formation Bl ZRESHEXAE

BEEFHCERBRSHRAR, HERTE Amazon Web Services Management Console, B Amazon
API| Hi[a Lake Formation JEfift —4 Amazon S3 #h =B} , Lake Formation 2 FREIZRRSZ XA,
Amazon CLI

/A Important

MREEEMERALACTIFNINERNRS PTEREMRE | RS HAXBETHIEZR
P, BETHESZER , FSARN IAM K- PHHAE,

MBERBRIZREZHEXAE  REEERME , £OUEHERREEKAPEFUBEA®, Y8
[ Lake Formation Jfft Amazon S3 {Zi&H} , Lake Formation 2B X N B ERSHEXAE,

B A LAERA IAM 25|55 Lake Formation £ A R HI8I2RFHX A, 7£ Amazon CLI 5 Amazon
APl & | FRARSBHEBRESHAXAR, lakeformation.amazonaws.comBEXEZEL , 5
5D <IAM AR FRAIERSHEXAR, NRERRTIHBRSHAXAR®  ALUERARRENEES
REEAE,

YR%E Lake Formation RS AEX AR

Lake Formation /#8448 AWSServiceRoleForLakeFormationDataAccess FREHEXAE,
BERZSHEXAEE , BELTEERF[ENEN , RN UEEZHXAS|IHiZzA®, BETLUEH
IAM ‘REAEEIR, EXEZEER ,B55H (AMAFER) PHNERERSZHEXAE,
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B Lake Formation BIIRS X AR

NMRTBRECAENZERSHAXACHNIIERRS , RINBWERHBRZAG. XHEMIBRKES
BEERREFHREASE, B, MAEFRBSAXAGHNER , RETRFIMERE.

(® Note

R £ 8 BRI BR 'R R AT Lake Formation RS EEFERZAE |, NIMRIEIETTEESARK. IR
REXMER , BEF/LoBHEER,

i BR Lake Formation £ FA#Y Lake Formation &R
MREFERARS KX ARG Lake Formation ¥t T Amazon S3 X & , M EMBRIRSHEXAERZ
B, BEEXHZNE K RAEERAEBENAREHN M.

£/ IAM FoH RS A< E

£/ IAM #4l& Amazon CLI, = Amazon API il
BAWSServiceRoleForLakeFormationDataAccesslREHXx AR, BXEZER | F5ML IAM
BRiEEHRmBERRSHEXAR,

LTRAFENHABHER :

- BIEFACN , £ IAMB4ANNEABTEL | %% Amazon RS , RAEEEERE—NMEARMGT
1%#% Lake Formation,

MEFEAEMEBRRUESAR® , FRRIZA®E lakeformation.amazonaws.com EEEEX K.
BEXEZEE  BSHREUACEERRE (2486 ),

« ZABMMSUTREELEERR

* glue.amazonaws.com

e lakeformation.amazonaws.com

BEXEZEE  BSRENACEERE (2FHE ).
s ZABYMEGRT Amazon S3 XNiZVEMNIE/ENRAAEEKR, UT 2HEBKE,

{
"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::awsexamplebucket/*"

"Effect": "Allow",

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::awsexamplebucket"

o FUTEEERINE IAM B , LU{E Lake Formation RSN Z A & T IR EIE IR A4 & R /Y
DB,

E1£ CloudTrail BEAFEE IAM Identity Center BF ETX , EEXRBL4AES
Zsts:SetContextBIEMMNPR, “sts:SetContext”

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DataCatalogViewDefinerAssumeRolel",
"Effect": "Allow",
"Principal": {
"Service": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com"

Iy
"Action": [
"sts:AssumeRole",
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"sts:SetContext"

}
s AMZNENBENEEAMSMEENZA®M iam: PassRole R,

LUTEEFHNRENANEEKE, <account-id>FRNERM Amazon K5 |, Rig<role-
name>EB# N AEHNE .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam: :<account-id>:role/<role-name>"
]
}
]
}

« E R Lake Formati CloudWatch on £ BERRMBEH ZWIESR , ERMATNEKE,

(® Note
E A CloudWatch BEA&F4E£ %A,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Sid1i",
"Effect": "Allow",
"Action": [

ATEMRCENSBHNER
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"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:<region>:<account-id>:log-group:/aws-lakeformation-
acceleration/*",
"arn:aws:logs:<region>:<account-id>:log-group:/aws-lakeformation-
acceleration/*:log-stream:*"
]
}

SEMF Amazon S3 VB

SE AR 5550 2] 2 724% BR S5 Amazon Identity and Access Management (Amazon S3) (L B/ , HAIEE
(IAM) A5, Lake Formation £ [@f B 1%z EHIERIEERL Amazon BRFEFIRETEBABEZAE,

/A Important

BeEME R TERERNTEN Amazon S3 FiEM. X F71E Lake Formation XM FAEHE |
AT EIME#EENARBABMANERE, MREFE#BHEEM Amazon K/ iER |, MR ZA
ESE#HEBHEER TR —NKF , NiZE#EREEESEXNEEHRZA,

& LAfEF Amazon Lake Formation #%]4&. Lake Formation API 2 Amazon Command Line
Interface (Amazon CLI) AL S % S3 Ko

FHuegE® T/E

EERATEMENABHER,

EMMLE (EFE )

/A Important

LT ERIX Amazon S3 LB S#HIE B FTE—1 Amazon IKF# , #F Bz EP K HHE
AN, AEFHEAMIBS A T B IEMM N BB EM.
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1.

37 Amazon Lake Formation #2#1#& , Bt Fhttps://console.aws.amazon.com/lakeformation/o
DHIEHEERASRER lakeformation:RegisterResource IAM RV 7 BB & %,

ESMERNEET , EREERVE,
EBSEMUE |, AREEEZER ¥ L% Amazon Simple Storage Service (Amazon S3) B4,

(AE , BREE ) EREFNENRUESFFILE Amazon S3 U BHAAIA FIR & E MR
LIE 3

FEMPTIEE W] BES S B Lake Formation AP A A FRIZNEEENEE. EFMIKREETHE
RNEBERERS,

XF IAM B | #%$F AWSServiceRoleForLakeFormationDataAccess IRESHEXAE ( B
A ) FAF&the section called “ATEMTENABHER"FERNEEL IAM BE,

REEFEAEEN IAM S EEMuEn , BTREEFZVESHMBFAGTE. ERBER
RSAEXRARIMNMLE , NBUEEMZNE , REEFIEM.

%R B AR R RIS I , A Lake Formation X A A& H B K Amazon RS RE IR E
iE , L RIBREBBETHR, WREMIBEEME Lake Formation , # B HEX B S HIE
ETHREAR—NE , WEEFRABAKEERKEFARIDETUEMZE—LE,

EFREES I EEXUBIAT S A Lake Formation R, HEEESHEER T XM Amazon S3
NER |, MU BE®REZFZNVE THBIEENRNEMAEKE A Lake Formation X R,
BXRRERBESHRERINNEZER | BHSHESHEER,

EREME,

EMALE (Amazon CLI)

1.

[6] Lake Formation ST E
WRBIERARSEXBEEMUE, EAUKRA --role-arn ZHREHBEESHAE,
<s3-path>B#ABEMH Amazon S3 iR, <s3-access-role>EAB M Amazon Ik Ik

URAPCEMBREALEN IAM At

(@ Note
MREFMyERFEMRSHERARIME , WEEREBZVLENE L,
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aws lakeformation register-resource \
--Tresource-arn arn:aws:s3:::<s3-path> \
--use-service-linked-role

T RBIER BEX A eEME.

aws lakeformation register-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--role-arn arn:aws:iam::<123456789012>:r0le/<s3-access-role>

2. E#[ Lake Formation ¥ B

NYEFEAHEN IAM BEEMEIMUBN , BFENERHTHRE,. N TEABRSHEXAEE
MM E , NEUHEMZVNEHEF TM. EXEZFEE , BSH the section called “BUH E
Amazon S3 fIZi&”,

aws lakeformation update-resource \
--role-arn arn:aws:iam::<123456789012>:r0le/<s3-access-role>\
--resource-arn arn:aws:s3:::<s3-path>

aws lakeformation update-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--use-service-linked-role

3. ®RABWREXTERAKS S RIDEMBHENE

aws lakeformation register-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--role-arn arn:aws:iam::<123456789012>:ro0le/<s3-access-role> \
--hybrid-access-enabled

aws lakeformation register-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--role-arn arn:aws:iam::<123456789012>:ro0le/<s3-access-role> \
--with-federation
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aws lakeformation update-resource \
--resource-arn arn:aws:s3:::<s3-path> \
--role-arn arn:aws:iam: :<123456789012>:r0le/<s3-access-role> \
--hybrid-access-enabled

BXEZEER , 55 RegisterResourceAPI 1,

(@ Note

JEM T Amazon S3 L BJE , EAERZER ( REFAFLE ) B Amazon Glue FED
HiEEGetTableAtrued IsRegisteredWithLakeFormationS ¥ E, F&
—ANEHBRE , EN¥IEE X API #24E ( 0 GetTables M SearchTables ) F&EH
IsRegisteredWithLakeFormation Z¥i{E , HIREIFRIAE false. EIUFEA GetTable
AP| &% IsRegisteredWithLakeFormation S IEHE,

SEMMNZR Amazon S3 L&

Lake Formation & Amazon Key Management Service (Amazon KMS) £/ , EREH F R 1R E
HERRS , LAMZEMEHEZ Amazon Simple Storage Service (Amazon S3) { & I IR,

& FE®E Amazon KMS keys , X Amazon EERFE ZX#F. HEl , RE Athena XEEF iR
/R,

1£5E M Amazon S3 Bl it [T |, WAGIEE Amazon Identity and Access Management (IAM) B,
X FINZH Amazon S3 L E , ELAABXLMENEAMENBEZHIE Amazon KMS key , EAR
KMS %40 SR B& 4700 [0) 1% M8 1% T X B4R UR

/A Important

B EME AT IERERNETRN Amazon S3 FiEM. XJ F71E Lake Formation Y F6EHE |
BT iME#EENACHRABMANBERE, NREHEBHEEM Amazon IKFiFR , NMRZA
BEEEBREERTE—NKF,  NZFEHEREEEEINHEFRZA,

AR B RE RS ERMER Lake Formation RESHXAR, KAGBRFIINIZMENFTIEIR/ SR,
BHAUEA - NMNEENAREME , IR ZABR Sthe section called ‘AT IFM U ERN A B
ERHFME,
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/A Important

WMREFEH Amazon IEE R 40 K INEE Amazon S3 V& , M FEE A Lake Formation RS
HXAR, BEXAERA—INEENAE  AEZARFNFZHAN IAM R, A9 EEFFIR
HEXEAER,

UTERBRBNMEMERAZEF BEEE R FA T Amazon TE X ZEAMZEN Amazon S3 L&,

s IMEREZEFETEERZAMBENNLE
o SEMERNZA R Amazon IEE I 24

FrEaETRY ER T

EEATEMVENABNESR,

AMEREF B EE B ZAMEZEN Amazon S3 L&

(® Note

R KMS Z4A= Amazon S3 L EEHE B FAER — Amazon IKF F | iFthe section
called “B5 Amazon K 3 INZ2 89 Amazon S3 &Sk % B8 o i 15 BA 3 1T 1R 4k,

1. 7 https://console.aws.amazon.com/km s £ FF Amazon KMS ##|#& , 2L Amazon Identity and
Access Management (IAM) EXE AP H A MESA T MRV ERN KMS ZEAXBHWAF SHE
Fo

2. ESMBERT , EREFEIEERRARY  AREREMEN KMS ZHN B,

3. EKMS Zfi*fIEENMEL , EREHARBETF , ARRITUTE—RESENEENABR
Lake Formation RS HXA BRI KMS ZRAF -

- MRERRIANIR (BE ZHEER". “BHAPKR, “BAHA/ M “Hfh Amazon k"
5 ) , WE “FBEARF H2T , HiNEHNBEXABD Lake Formation fRFZ <A
AWSServiceRoleForLakeFormationDataAccess,

- MRETRFAEKEE (JSON) - RERBEIUNEHNBENLAB®SR Lake Formation RSHEX<AE
AwWSServiceRoleForLakeFormationDataAccess A HIZ“Allow use of the key’ XY & , 2L
T RBIFT R
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® Note
WMRRDEZNR , EEARHPERHIRFINEZNR. ZREEARSHEIAE,

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:ro0le/aws-sexrvice-role/
lakeformation.amazonaws.com/AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::111122223333:user/keyuser"
]
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,

"Resource": "*"

iy

4. 3FJFF Amazon Lake Formation ##l#& , M1t https://console.aws.amazon.com/lakeformation/o
DBEHEE R HEHE lakeformation:RegisterResource IAM IRV A F & 13 & Fo

5. ESMBERNERT , &EHEHMLE.
6. EBEMUE , REEERRN K LLERE Amazon Simple Storage Service (Amazon S3) B 4%,

7. (W, BRERUME ) BRERMUENRUEERE Amazon S3 L EFFIARA R IRKR AR RH
LE

SEMFTIEAL B AT BE S 5 B Lake Formation AP A LA EZ L EEANEIE, EFLINREHTH
RNEBREREFRE,

8. XTFIAM B | i%&# AWSServiceRoleForLakeFormationDataAccess BREH*<AE ( B
1A\ ) EFAthe section called ‘AT EMVENBENER'NEELAE,
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9. EFEFMVE,

EXBESHRAABHNEZEER |, 55 Lake Formation HI RS HE< B BR,

SEMRGE A INZRHY Amazon S3 #h S Amazon & X 3R4A

/A Important

MR Amazon S3 N EEHITE B FZFER —1 Amazon I F | iFthe section called “&&
Amazon K FSEMINZREY Amazon S3 £ B ek IR BB 8V i BA 3 1718 16,

1. SIEATEMMLEN IAM B, BRIZAER/FEthe section called ‘AT EMLEN BB ER"H
SIHAYER,

2. FTEHMNABKEEHMMEZAR, ZRELHRZACKR FNZHNNPR, Resource MBAIIE
E Amazon £ E X Z4AR Amazon BIEB (ARN), B LAMIEHSFKE ARN.  Amazon KMS
EREEFEN ARN , FEAEASNZEZNEHEREHN Amazon Ik F X5 Z F Amazon KMS 12
#l&. Amazon TERH4A

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "<Amazon ##### ARN>"
}
]
}

3. ITFH Amazon Lake Formation ###l& , Bk https://console.aws.amazon.com/lakeformation/o
DBIEHEERARES lakeformation:RegisterResource IAM RV P BB & .

4, ESMERNEERT , EEBEBVE.
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https://console.amazonaws.cn/lakeformation/

Amazon Lake Formation FEANGIER
5. @EFBFMAE , ARBEIEERR K LAERE Amazon S3 &,

6. (Wi, BERHE ) ERERVENRUEERE Amazon S3 L EFFIARA R IRKRERRH
LE

SEMPTIE L B A8 S B Lake Formation PR A G RIZIVEEEMNEE. EEMIREBTHE
RUBEBERETZE,

7. WFIAMA&E , B8 ESER 1 PolENAE,

8. EEIFME.

EEH M Amazon Ik F #EM Amazon S3 L&

Amazon Lake Formation foiF & BTk 7 3 At U 5 i#h 8] 22 776 IR 35 (Amazon S3) Service iR
Amazon ., lt0 | MRS A # , Amazon Glue Data Catalog NIk~ A I AP A[LAEIK - B A
SEft Amazon S3 FE#@.

FERAMKF A FH Amazon Identity and Access Management (IAM) & &1 Amazon Ik~ B # Amazon
JEM Amazon S3 FHRBEZUTINR :

« K AHFRNBELRRTHIKS B REERBHRR,
« K/ B A FRBRBELAEKS A PRNAERTHRNR,

/A Important

BREMB R TERE TN Amazon S3 FEM. X T7E Lake Formation FIEMEIZ6E4E |
AT IMFHENACKBREABIARNERE, MREMBEEM Amazon IkFiHE , MMRZA
BEFHBAEER TR, , IiZFEBRAEESEXNEERREZRA,

BT EEME A Lake Formation lRFMEXBBEHMKSA PEMUE, BXTXBAFENLNA
i, ZABUAAISthe section called “ATFEMVENAERHNER BHER, BXRBFHEX
ABNEZER , %2 Lake Formation B IRSSAE% & R,

FHuiegE® T/E

EERATEMENABHER,

£ H At Amazon Ik P #3EM Amazon S3 & 215
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EHAM Amazon K 7 FIEME L b X

® Note

MBZMBEINZE |, BN EBthe section called “B Amazon K 3 112289 Amazon S3 {i
B R B ITIRE,

ATEEBRETEHIEE ZMK, 1111-2222-3333 FH EFBEEEMY T K, 1234-5678-9012 H#Y
Amazon S3 1Ff# @ awsexamplebucketl,

1. TEMKF 1111-2222-3333 &, & Amazon Web Services Management Console #3TFF IAM 2 i
& , Wik, https://console.amazonaws.cn/iam/

2. BIEHFABREEFRFSthe section called “ATFEMUENBENERFERNIE/E, BRIZ
AT awsexamplebucketl B9 Amazon S3 R,

3. $TFF Amazon S3 ##|A& , MitA https://console.aws.amazon.com/s3/, & A ik
1234-5678-9012 &,

ERERENIIRP , RBRFEMABN awsexamplebucketl,

EER,

ERPRINE L | R EEEERE,

EEHE R REST , MU T R, ¥ <role-name> BN ENABGH AR,

N o o k&

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal": {

"AWS":"arn:aws:iam::111122223333:ro0le/<role-name>"

by
"Action":"s3:ListBucket",
"Resource":"arn:aws:s3:::awsexamplebucketl"

.

{

"Effect":"Allow",

"Principal": {
"AWS":"arn:aws:iam::111122223333:role/<role-name>"

1,

"Action": [

1EH M Amazon Ik /= A EM Amazon S3 {2 & 216
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"s3:DeleteObject",
"s3:GetObject",
"s3:PutObject"

1,

"Resource":"arn:aws:s3:::awsexamplebucketl/*"

}
8. EERIF.

9. TH Amazon Lake Formation $###l& , Pk https://console.aws.amazon.com/lakeformation/o

DHEHEEAFEFEBNRIMCENAF HFHEFZKS 1111-2222-3333,
10. ESMBEENERT , EREEHVLE.
M. BERESVERE L | EFRIFMLE,
12. EEAMERE L , XF Amazon S3 R , M AFEMEET s3://awsexamplebucketl,

(® Note
BBRRAFEBEN , AN IBEEN TR , BKSFREBT2EREIIRSP,

13. XF IAM A& |, EBENAE,
14, EFEEMLE.,
# Amazon K F XM NZ8 Amazon S3 L&

Amazon Lake Formation 5 Amazon Key Management Service(Amazon KMS) 5/ , fEI&AEH ER
iR EHMERRS , LINZEMFER I 5% £ 1746 IR S5 (Amazon S3) R EIE.

Bl #F& P EE Amazon FEXER NEHN, TXBFESIRMNZ/HEE,

/A Important

BEEME A TIEREMNTEN Amazon S3 Fi#E . X F1E Lake Formation FEM I F6EHE |
AT EIMEERNACKRABMNERE., NREHEBBEEM Amazon K ERE , NIRZA
ESE#HEBEHREER TR —NKF , NiZE#EREEESEXNEEHRZA,

ZAEB D B A FE LA T ER T 5E M Amazon S3 &

B Amazon I P EM INZE A Amazon S3 fZi& 217
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« Amazon S3 B I EIEE A E Amazon KMSHSIEH KMS BB 1T INE,

« Amazon S3 BB ih R 5EF1ER — Amazon 1K & Amazon Glue Data Catalog.

- KMS Z58E B FAUTHAER—1 Amazon Ik H,

FERAMKF A FH Amazon Identity and Access Management (IAM) & &1 Amazon Ik~ B & Amazon
SE Amazon KMSHIZH) Amazon S3 ZEBEEE L TR :

« K AFRNBELTRTHIKS B REEBHRR,
« 1K/ B A FREBRBELAEKS A PRNAERTHRNR,

« MR KMS BT, BH , WEARKLMEKS A PHASRFHRRR , FEKS A F/Y
AELTER TN KMS BHNR,

EUTSERS , ZNESTEHRER XMW Amazon IKF ( BIEITCHMIKS A) PelE—1NAE, A
&, ERLAEIEMLE, Lake Formation 157 Amazon S3 R EMBIERKAL AR, RANS
BEAEX KMS ZANAENRR, Bt , BFXmER ETL FLHEMRS ( 10 Amazon Athena ) ih
B] BRI =TT KMS AR,

/A Important
B BEMEA Lake Formation REHEXx<BREHEMKFPEMVE, BX4AEBAFENHA
&, ZABUMAFEthe section called “BTFEMUENAEEHNER BTNER, BXBESHEX
ABNEZEEL , 3 Lake Formation B RSEZ X< AR,

FrEaEIRY ER T
EERATEMVENABNER,

% Amazon K P EM N2/ Amazon S3 b #th =

1. FERASHIERFMEEMN Amazon Ik , &% Amazon Web Services Management Console 33T FF
IAM #2 &l & https://console.amazonaws.cn/iam/o

2. BIEHABREF/FSthe section called ‘AT EMUENBENERPERNINEH/E, BRIZ
ARG ERFIIZMEN Amazon S3 PRIV,

3. MR KMS ZHEHEFEEXTERD KT , FRZAGHM—NREREKR , ZRBER TN KMS
RHANMENR. A TR RHEIKE, A KMS ZHANXEFMKSBR<cmk-region>f. <cmk-
account-id><key-id>B#RAHH D,
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:<cmk-region>:<cmk-account-id>:key/<key-id>"

}

4. 1£ Amazon S3 B#HIA L , RINFEHFERE , ZXKEQZACKR TFTEN Amazon S3 IR, TH
B—NREIFEEEERE, <catalog-account-id>E# A EIEE ZM Amazon K5, <role-
name>B &M <bucket-name>EHMIFHEBI B o

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal": {

"AWS":"arn:aws:iam::<catalog-account-id>:role/<role-name>"

},
"Action":"s3:ListBucket",
"Resource":"arn:aws:s3:::<bucket-name>"

.

{

"Effect":"Allow",
"Principal": {
"AWS":"arn:aws:iam: :<catalog-account-id>:role/<role-name>"

},

"Action": [
"s3:DeleteObject",
"s3:GetObject",
"s3:PutObject"

1,

% Amazon K P SEM INZZ /Y Amazon S3 L& 219



Amazon Lake Formation FEANGIER

"Resource":"arn:aws:s3:: :<bucket-name>/*"

}
5. & Amazon KMS , FA®RFINA KMS A F.
a. 1 https://console.aws.amazon.com/km Amazon KMS s 43T FF#%l &, RiE , LEBRAF
A LMERA T MBMLERN KMS B4R AP 5655,
b. ESMEES K EBRFFEIEERR  RFERE KMS Z4ENEB .

c. H'KMS ZAFMAFER NHMNBARKEIFT , WRARE REHKREH JSON HE | FHik
B EIRENE

d EBAXEIIS , EREE , REHZAEH Amazon BIREF (ARN) R MNE Allow
use of the key ®&R , ML T RHBIFT R,

(® Note
MBERDZIR , BEAREIFERRRAINEI R

"Sid": "Allow use of the key",

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::<catalog-account-id>:role/<role-name>"

]

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

iy
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BXEZER | 5209 (Amazon Key Management Service FF X A R ¥/ YA 7FE bk
FHiAFER KMS 4.

6. 3TJF Amazon Lake Formation ##|#& , Pt} https://console.aws.amazon.com/lakeformation/o

DB EE R & 0B FEHIE B K Amazon K,
7. ESMBERNERT  EBERBERTLE.
8. EEEME,
9. fEXHMuERME L , T Amazon S3 BR |, W ANBERE

s3://<bucket>/<prefix>, <bucket>BRNFMETN <prefix>BHMZNEREZNHEHRIS
o

(® Note
RN ZERE , AN SRR, BKF FEEFT2EREIRS.

10. X¥F IAM A& K MNTR 2 FiEFAE,
1. EREME,

BUHEEM Amazon S3 L&

MREFRHFFHE Amazon Simple Storage Service (Amazon S3) & H Lake Formation B , N AT KL
BUEEMIZME. BUEEMEMIBEFT LT ZMLER FH Lake Formation BBV ENR. EAH
EIMEBUEEMBAVE , HEBBEVENRNDAEYR. SUUEAEMAREN IMZVE.

BUREME (#2515 )

1. $TF Amazon Lake Formation &% , M4k https://console.aws.amazon.com/lakeformation/s
DBIEHEERASRESR lakeformation:RegisterResource IAM RV 7 BB & %,

2. ESMEBERNEET , EEREBVE.

3. EFE—MUE , ARERERE LIEERER.

4. HRSERTEITHINE , EFBER,
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e ih R

Amazon Lake Formation JE2& 75 [E# X #5158 48 [E Amazon Glue Data Catalog $iiEFE. RMUEEY
AR R B AR

EE—KERH , Lake Formation AFEEFEHEN LK , HEIERBREEQMEIRTHATIHRIZKE

FEA M Lake Formation X PR, £ —FRBAFFIEHMEIEABY Amazon S3 HIERIA IAM ZHEA
KBEF Amazon Glue BETG RIX L& R,

£ Lake Formation H it Amazon S3 I ERY , & LUERXS Z AL B #Y Fr 8 & TR 58 HI K HE

Lake Formation fXfR , tt ATSLERFERARESHRER . RIAMERT , BEHRHE{N5E HIK i
CREATE_TABLE., CREATE_PARTITION, UPDATE_TABLE fXfEB. % Amazon S3 (V@4 FEEER
B, EWAEILUBE R ZAE T IR E M RIEZE E MRS A Lake Formation X FR.

Hit , BEpREXNFERUTURE B EERE N — A ERAPHNEEE XPNEREENREH
Lake Formation , MA ST EMIIE AP TEABIFRE,

AWS account A

Table OC= AWS |IAM
e role policy @
: - AWS Lake Formation

_ei E permissions .e__ 8

1
| AWS Glue
Amazon ' Data AWS Lake Amazon Data-Analyst
S3 bucket | Catalog Formation Athena
1

e ly Gttt 1

AWS IAM @

AWS |AM permissions 3 role policy
<
<
Data-Engineer
AWS Glue
ETL

BRABBIHNRS , BFERES L AENEEZTNRS .

RIBAE X
UTRETENHRNBENEZESXWHEEEREREN :

BEHRER 222



Amazon Lake Formation FEANGIER

Lake Formation &R

£ [@ Lake Formation JEM V&R, HFEZE Lake Formation R PR F 8EH R 1Z B IR.
Amazon Glue &R

M@ Lake Formation MMV EIR. AR RFE IAM XRENATHEZER , BAEER
IAMAllowedPrincipals AR, Lake Formation X PR & #58 HISEHE.

BX IAMAllowedPrincipals ARBRNEZEE , HSHE T HENR.

SH AR
Bae mIR

EREWRER TEMMWER. BEBEWHRBRRWAF , ZRRSERY Lake Formation BIRZR
Amazon Glue &R Z B s A t0#,

ELWES RN ERRH
BT SIS MBI SR S R EARA T MER R AW AR :
Bk HR

« F@@ Amazon Glue BREMRNESRR-EXTERT , LYHHKRAEH Lake Formation , B%
X R B ZBUEEMEREXA Lake Formation R, HEBEESHRER T XM Amazon S3 L E
B, SBE] LA ik B AE A S e Z A B V4SS E BB E MR A F & F Lake Formation R,

« ¥ Lake Formation BiRER N BEESRIRE - BHEl , BIEFEFEA Lake Formation X FRIZHIX IE R
WIBENIGE , BEHFLEEFRPHINE Lake Formation IXBREIERT , EHEAT Amazon S3
Amazon Glue B IAM X R 79 £ E AR H 175 7] PR .

YMINBIBENVNEITMETNESHRENE |, SN EMATTLAEER IAM R PRKBE 5B $8 [ Amazon S3
NENBEE XBREE K MASPIIIAE A Lake Formation X R,

EEFHELAEIMUASAREHEER 28 , BFEELEFELBFEA Lake Formation R R] 5
)ﬁE’JiﬁSo

=N THIEEB TR T8 H I AR,
ﬁﬂﬁgm IAMAllowedPrincipal HEFIHITEEHRH Super KR,

ELENES VI RE A =5 223
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SRS BERAEGR

- FRESHAERNZEE Amazon Glue BR-EXFERLT , QIEREKFEREEFRRER  XEXRY
BIfE A4 X Amazon S3 1 Amazon Glue BEH IAM R REEEBEKFHE, BIEENRIEN
& A& 1t Lake Formation # .

EREVHAERN T EMBECEZD , EEEFERFIRFZEEFTIRE 4. R 4 244t
TIAMAllowedPr1nc1pal§¥£ﬂ?ﬂiﬁﬁﬁ Amazon RAM #XﬁEETEsLKF LE PR SupertX
PRERME, X TF AL EH IAMAllowedPrincipal ANBRHEIR , B oI LA B SAZBIK % F Lake
Formation fXFR , HEFMATAEMAIRI LAER Lake Formatlon R, WA KFPHBERERE
AT LA@IK R E4R T Lake Formation X PR , HiEF M1 FISEHE Lake Formation X BR.

- FRARASTHRENHE Lake Formation &R — ZHaT , #I/EEK B 558 $ISKHE Lake Formation
NERNERAERKF EEZNBEEDPHR, BIEFENHIENEE Lake Formation FiEHM

EXMERT , BRI LUE Amazon S3 U BEMEFH N BEHEER , HEXNEAEKS R EAK
£/ Amazon S3 FHEMEREEMEIE B FRRKE KL ZRE Amazon S3 HEIER >k B #3E B %8
TUBIE. EEH Amazon S3 U EXMZal , BEEEHR TIER Lake Formation X RHEFE
&, A, BIEEER IAMAllowedPrincipals ARFIBIIBEF KL Super R,

HY
=

- BEWRENK TERE
RERSHAER - ELZR

« WEE T RIAE T M BR 3 4 H0 3R

- EREREX TEEF SRR

+ AR

BEmREXH TERE

TRERTERHIEB F &R Lake Formation BRERESHEER TH IERE,

REHEERH ITERE 224
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a

Data lake admin
Registers S3 location(s) in hybrid
access mi ets up

AWS Lake Formation authorization process No

Amazon Athena or
any other engine

— ermissions :
v g or Glue Principal ermissions
’Yu‘ ssssssssss n 0.....
— ol ? ' A
Users ? Amazon S3 bucket
0 Data Catalog j AWS Lake Formation

No
X

1AM policies for
AWS Glue/S3

4 5

Access denied

Get temporary credentials

Access granted

EHEBEAPHBEZN , HENEEAREGEENRNAFRQRREENRFEE RKRAFEB I
AFHELTFRIBIER FHHR. RS , BNXIIT RegisterResource BIENEHEREHEE
I T @ Lake Formation FJEMFRA Amazon S3 L&, EEARBEAF R FXNKER ZEEEM
F M Lake Formation X FR , HiEFMAIAEMIIEBEERSHRER TN XERIEENMKFER Lake
Formation X PR,

1. BRXEW-ZFXAFERAERRS ( H0IL 5% Athena, Amazon EMR 5 Amazon Glue Amazon
Redshift Spectrum ) R &= ETL BZ,

2. BRYIE - ER DS BANABIERERNEK , HOBER RAOETBIFER
( GetTable., GetDatabase ),

3. KENPR - BUEB ZTES Lake Formation 1 iE & if) F K1Y 17 R X BR o
a. MRIZFXAKK I IAMAllowedPrincipals AR , M <58 &K M Lake Formation X BR,

b. MREMIEREESHIAER TEH Lake Formation ™R , HHiZKRKMNT
IAMAllowedPrincipals AR , M &5 &S He Lake Formation IR, &1 5|2 R A M Lake
Formation ZEW M HIESRY | HREERES AP,

c. MR KRB RTE Lake Formation H5EAR | #EIW*J&%’EE‘: HRER T A Lake
Formation fXfR , NIHIEE RFEREZREEM I T IAMAllowedPrincipals AR, MR4E
MNiZJ/FELANR , WZK - PR TR EX 1Z KA Super = ALl BUR,

4. FREVELL - HIEE RARERNER B D E Lake Formation FiEM A FEREMNE|E, MRE
¥ HE 21 Lake Formation HiEM , W 2475|222 1E5K Lake Formation 2 IEATEUE |, LATH(A]
Amazon S3 FEERIEIE.
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5. JREVENIE - R EEERIFRKREIE |, Lake Formation FHREXIE R 247 5| Z M IR Rt 15 B R, &
N fE A IR I R AXBR |, 247 5IZEE] M Amazon S3 SREUVERE , AT EMRFIL |, flwdl, ThE T
Bifik. Ho|BE2TRELE  EaNERRESAF., KIBRHANEZIEESR, EXEZER &
25 Lake Formation £

MRROBIE(LE R Lake Formation F5EM , W5 M5 ZFE#E @ Amazon S3 #1758 ZIRiA
B, RE4&XHx Amazon S3 F& RN IAM AR FEBHTIIEUBERSXFHREKE. &
HIEEH 1AM policy BY , FHRIER IAM REXK, BXESEE , B2 (AM AFER) 1
IAM P Z & RIEER.

REBSWHER - ERZR

5 Lake Formation XR—# , B BEEWMEENZ ST UERBESHRERREBHITFEH RNER :
E— M7 EENEEANIGEMNE , Amazon Web Services K MK 1243 7% Amazon Web
Services Ik HEIE A IHRINFR,

ATREEXREUTHZETREESHHEXNIHA :
E—NEETRERX T EEMNR Amazon Web Services K

« $ Amazon Glue BR¥E#NESRIR — BB EEER Amazon S3 B9 IAM R A K- WA
ZIEARMUBIEESRNIFENEE , Amazon Glue B %L XA Lake Formation & HEEN IR,

« fF Lake Formation &R NESRIFE — LB RIIEFE A Lake Formation B ENK - YA 4
NEHIBEEPRNIGRE |, B R4 Lake Formation BIB4SE X AWM H R, S8 ET I E—IEEN
FEA IAM R Amazon Glue 1 Amazon S3 RIZHXIEFEIE AN HENER,

EREHAER TEEE Amazon Web Services T B R

- FEABESHIAERHEE Amazon Glue BIR — BB I RTEFEF Lake Formation BEEXN R R |, B
¥ EN A Lake Formation X RN HE MK - 8 4R E TR NR,

- FREAIHEERILEE Lake Formation &E— B IEEE A Lake Formation EE R IGEINR |, {8
Z @I E — 2 IEE Amazon Glue 1R EA Amazon S3 B IAM R E Atk PRI ZFE A IR
T RIAR
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REERSFHER - TELR

1. B REHEIES, |, £ Lake Formation #5E Mt Amazon S3 BB &,

2. TN TIAE I HIE LB DATA_LOCATION PR REBI IS Mm% v B EIE B ZREFFIEE.,
3. FEKFRAIREIRE N 4,
4

. [A%E IAM AP AR TRBEEFENRNBANR. B8, #B&RH7 IAMAllowedPrincipals
HIRENBIEEURBIEEF A S /M Super = A11 IR,

5. EBEFHEMER. K FHWEMBIEATLEREXH Amazon S3 BRIERT IAM PR K RE AR EE 1750
AEE Amazon Glue M.

( 1Tk ) RIEEFEEA Lake Formation RRHY EMAEBREA T Amazon S3 1Y IAM X PR K BE o

o

BERAIHRERH K RZ MG

UTREERSHRELSTREY

(@ Note

F AW Lake Formation EE R EESHIAE R T EM Amazon S3 L& , HiEBREMENE
o

1. BRFBIEVENPR (DATA_LOCATION_ACCESS) , A8l 15[ Amazon S3 (VB EIE B &R
BIE AL B AR m] #2241 8 22 35 B 45 E Amazon S3 BV EIE B REIBEEMRNEED,

2. EEEBATREXTEHMKFAEHREERER ( TENERE MR
IAMAllowedPrincipals AR ) , BFEENBEKRFRARZEEFTNRAE 4, EFEHA Lake
Formation #ZH| 5 EHIRA , FEHEERZERH LWEKFRARIRE T EFERAE 4,

B L EAput-data-lake-settings Amazon CLI @R CROSS_ACCOUNT_VERSIONS %k
RE N 4 :

aws lakeformation put-data-lake-settings --region us-east-1 --data-lake-settings
file://settings

{

"DatalLakeAdmins": [
{

"DatalLakePrincipalIldentifier": "arn:aws:iam::<111122223333>:user/<user-name>"
}
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1,

"CreateDatabaseDefaultPermissions": [],

"CreateTableDefaultPermissions": [],

"Parameters": {
"CROSS_ACCOUNT_VERSION": "4"

}

}

EEREHAERTEFEKSNE , #FELTIBE Amazon Glue F1 Amazon RAM IREFRE

B IAM PR, Amazon EERBEAWSLakeFormationCrossAccountManager® FRFEERIHX
BRo

ATEREVHREXTEABKSRERLE , BITEDRMABUETRY IAM XREH T
AwWSLakeFormationCrossAccountManager & RHEE :

« N71F:ListResourceSharePermissions

« N1F:AssociateResourceSharePermission

(® Note
MRIEARERRTFEACH Amazon HERE , B LIRKER NI SN BE KBS,

Amazon S3 FEWE AL E F A F 15 R X R

£ EBIEE S R Amazon Glue Data Catalog , &7 LUE E E AL IER Amazon S3 EEHE

B HFHEMZE Lake Formation, TRIBERFLEIEER Amazon S3 BUEME IR 7 R M{AE A
Amazon Glue F Lake Formation FIf® ( £ A ) -

SEME| Lake Formation B9 Amazon S3 U &

HABRER Amazon S3 & Amazon Glue B Lake Formation FF
2 £ Lake Formation #3E B 4E IAMAllowedZEIEAL  MIRFH CREATE TABLE X
it ( EREHRERE Lake AR (BRIGRENER ) |, PR R 4k R B 22 R AV AR -
Formation 3T ) A3 Amazon S3 BB EH

E/ENBR,
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FRARER

¥IEEK Amazon S3 L&
& B XEH Amazon S3 i@

Amazon Glue B F

121T CREATE TABLE #

INSERT TABLE & a8t & EH
#5#9 DATA LOCATION R,

IsRegisteredWithLakeFormationzk &

Lake Formation A/

121T CREATE TABLE #
INSERT TABLE & a8t & EH
## DATA LOCATION R,

M IsRegisteredwWithLakeFormation BHRRZFTNEHIENLE RS S Lake Formation H
NEREZM. WRUBHNREREMS Lake Formation , BBAX FiGRIKIEMBENAERFX
i, IsRegisteredWithLakeFormation BHHA true , ANFMERAFSBEANELEEREERZ

ko MRNERLES

true,

p R AEEEMEY | BB

IsRegisteredWithLakeFormation By T{E/RIE

RRE

Lake Formation

BERER

RArRAe IsRegiste
redWithLa
keFormation

=B True

BikFER True

ARABNTEARERZRVAFRE , TR ZERN

£ Lake Formation
FEMER , B
A F# IsRegiste
redwWithLa
keFormation &
HEFFIZ A true,
XEWRE , Lake
Formation 1 7E Y
WRERA T 2 M
B, FIEEXRNH
Lake Formation 3¢

}ﬁo
N T EEEEH

Lake Formation 3¢
T ITHIE L RIF
EENAF , &%
KM IsRegiste
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NRER RAFAe IsRegiste B
redWithLa
keFormation
redWithLa
keFormation

BHEREA true,
XA Lake
Formation #J3 2F it
LB E KX PR 2R BE
L3R,

BEHRER RIEREA False XN F i ARIEFREA
Lake Formation X &
WA |, IsRegiste
redwWithLa
keFormation
BMiIgA false,
XLERAFARE Lake
Formation &3 23 it
{7 B E XK BR 2R B
WAR, R , AF
FFESF Amazon S3
PRR B

¥ Amazon Glue BiR## N EERIR

RBEUTSREESHAERX T XM Amazon S3LE , HEFHHIEHRIEE ZAFP BB HEMNER
T 5|5 %K Lake Formation B,

ZEER - BIEME KR Lake Formation 5 , AR HIEE ZBEEMRV G ENRHER T
Amazon S3 1 Amazon Glue ##/EH 1AM PR KBERE o
ZRIABER T , IAMAllowedPrincipals ARERNBIREFFAE RN Super KR,
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FRARER

A RTE Lake Formation i HBIEMNER BRESHRER
1. JEfft Amazon S3 & , A RS HFER,
Console

1. LB HER R 51 & F Lake Formation ##15,
2. ESMBERTD | EREETHHRERNVE
3. EBGEMVE
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Register location

Amazon S3 location

Register an Amazon 53 path as the storage location for your data lake.

Amazon S3 path
Choose an Amazon S3 path for your data lake.

e.g.: s3://bucket/prefix/ ‘ ’ Browse ‘

Review location permissions - strongly recommended
Registering the selected location may result in your users gaining access to data already at that location. Before registering a location, we
recommend that you review existing location permissions on resources in that location.

IAM role

To add or update data, Lake Formation needs read/write access to the chosen Amazon S3 path. Choose a role that you know has permission
to do this, or choose the AWSServiceRoleForLakeFormationDataAccess service-linked role. When you register the first Amazon $3 path,
the service-linked role and a new inline policy are created on your behalf. Lake Formation adds the first path to the inline policy and
attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

AWSServiceRoleForLakeFormationDataAccess v

/\ Do not select the service linked role if you plan to use EMR.

[] Enable Data Catalog Federation

Checking this box will allow Lake Formation to assume a role to access tables in a federated database.

Permission mode

Select the permission mode you want to use to manage access.

© Hybrid access mode - new O Lake Formation
Lake Formation permissions can co-exist with |IAM Only Lake Formation permissions are enforced.
permission policies for AWS Glue and S3 actions to

manage access. Learn more [£

Cancel Register location

4. TEEMEBE O S |, B ETE Lake Formation F3EMH Amazon S3 B#Z,

5. % F IAM &t |, i£# AWSServiceRoleForLakeFormationDataAccess [REHEX AR
(BN BFERATEMUENBENERBERNEEN IAM B,

6. EFEAHEER AR ABME Lake Formation i/ 8] 328 &1 58 & SR & 3 £ 4 A K 38 a3 At
B EEE XBIEEME,
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%1% Lake Formation LA /21 Lake Formation AT E MBI IFEIFER.
7. EEEMLE

Amazon CLI

LUR 26 trueffalse [8] Lake Formation ¥t E#E EAY HybridAccessEnabled R
fil, HybridAccessEnabled ZH W ERIAE N false. ¥ Amazon S3 ¥R, AGBBZFHM
Amazon K ID E# R B E-

aws lakeformation register-resource --cli-input-json file:file path

json:
{
"ResourceArn": "arn:aws:s3:::s3-path",
"UseServicelLinkedRole": false,
"RoleArn": "arn:aws:iam: :<123456789012>:role/<role-name>",
"HybridAccessEnabled": true
}

2. BRFNBRHERFHEUEESTHHER T ERMEA Lake Formation 1R

EREVHHERN TERFANER2E , FHIAEREHAER TE IAMALlowedPrincipals
HIRF 7 X1 Lake Formation I EMAI A ELL BV BB EFRH Super = A1l BFR,

(® Note

B BE[M IAMAllowedPrincipals AR FXEIEEH ALl tables IR, BEE
MNTHRERERSFIEREINR , HRTFNR. b, EHBEEPCIEFTRE , ATAERE
BFigBHIEZEAFA Use only IAM access control for new tables in new
databases, HZAEHIEEDPCIEINERA , LIRS E3[E IAMAllowedPrincipals
HIRF Super R,

Console

1. £ Lake Formation #=H| AW HIEE X T , EERIEEFEI XK,
2. NIIRAERBIBEEREK , AEMNREXERIEZRERN
3. MBREFHABBRRAZER LF IR TFHEHNKERE., RAFIG PR E 14,
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HE , ERHEHANR , MIRPEREOERFRRAESR , REEERN

BEXBTFHENRNESZFAESE , BSHARTNHIEE FHRHR,

® Note

MRALEOEFABETFAUBRKHONR , WEFTEQ AR TFRIFEVLENR
(DATA_LOCATION_ACCESS), EFIRAZEWNR,
EXEZER , H5H BT HREMLENR.

HEEARERRAERTFHRRN , BRFHUENRIEN TH¥HBoRZHTATERZFANE
/J'?\E"Jﬁl)ﬁo

1%£$R 1t Lake Formation X BRI BN , N EEFEIRB A Lake Formation X R,

Hybrid access mode - new
In hybrid access mode, Lake Formation and IAM policies for AWS Glue and 53 work together.

Make Lake Formation permissions effective immediately
Lake Formation permissions are enforced for databases, tables, and principals.

® You might get access denied.
If the checkbox is selected, your Lake Formation permissions are enforced. Make sure that you've

completed the required setup for Lake Formation permissions to work. If the checkbox is clear, you can go
to hybrid access mode [ to add resources and principals. Learn more [4

Cancel Grant

5. IBEEN,

HEEEABBENENR A LEERFE AN , IRBBEVERTESERNTEMHN , MK
FE A RHITZRIWALER Lake Formation X PR,

Amazon CLI

LTREERSHREXATEREEZEMKRNRA, HEESE. Amazon K7 ID, HFEFEBHMEK
BERNERE,

aws lakeformation create-lake-formation-opt-in --cli-input-json file://file path
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json:
{
"Principal": {
"DatalakePrincipalIdentifier":
"arn:aws:iam: :<123456789012>:r0le/<hybrid-access-role>"

.
"Resource": {
"Table": {
"CatalogId": "<123456789012>",
"DatabaseName": "<hybrid_test>",
"Name": "<hybrid_test_table>"
}
}

a. (Optional) IR EIERE LF HRZERBTFNR , WA EL IS RPIEZEEKFER Lake
Formation PR, ZEAILUBE7EZM S M2 R TR RS L RE R RNIT IR,

b. TEEAWRERNTEMN TEID , ERFTHERMEMERMNEESHRIERT,
c. EANMBRMEATHL , EREESHHERN T EMNWERBENR, EREEREESHNA
BERX T A Lake Formation X FERY FE 4%,

BRI LU RBIEETH A1l tables UEFE4HRERINR,
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Add resources and principals

Choose databases, tables, and principals to add in hybrid access mode. Lake Formation permissions will be enforced.
Learn more [4

Resources

Databases
Select one or more databases.

{ Choose databases v l [ Load more

test X ‘

Tables - optional
Select one or more tables.

’ Choose tables v

All tables X ‘

Principals

|AM users and roles
Add one or more |AM users or roles.

Choose IAM principals to add v

User

datalake_user X ‘

AWS account, AWS organization, or IAM principal outside of this account
Enter one or more AWS account IDs, AWS organization IDs, or IAM principal ARNs. Press Enter after each ID or ARN.

{ Q. Choose AWS account, AWS organization ID, or IAM principal ARN

@ You might get access denied
Lake Formation permissions are enforced after you add databases, tables, and principals in hybrid access mode.

Make sure that you've completed the required setup for Lake Formation for the permissions to work.
Learn more [4
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$+ Lake Formation &RH#IR N ESEIR

BN SRR BT EX 30E B BB EMEKRE A Lake Formation R , M A LAGEN EEMEMH U AR
SiFEER, X, SR AUAEFRPUINE Lake Formation X REYIE R T AE A F Amazon S3 B
IAM X BR KB F1 Amazon Glue & ERFHI EFE AR XS A B FIRAY 5 E R

ZRER - L TTRBELREE Lake Formation FFEM 7T — N KENE , HAZEREEKIZE TXIE
BHZENBREE. XBINWNERE. NMRZNVEREIRSHEXECIMN , NEEZEFNESHNG
AEAFRER, BINERT , IAMAllowedPrincipals AXIIEER HFFERME Super R,

/A Important
MRTERFHRZUENBEN M , FORUETIRERNBESHRER,

R TE Lake Formation M BIBENERRES T IRER
1.
/A Warning

RN T EUE Lake Formation TEX BN EH LN ESHRES |, UedhEcNEaH
P ITEREHNRREE,

%A Lake Formation X REYEN A £ 44,

1. FIHAERERTFERNNBEENRONR, BXEZELR , FS 6 &£ Lake Formation # 5
B REENMRNR,

2. EEMSHMEPHNRTEFESHRENX , RAFEERM,

3. ERMEAFEREREL , M\ Amazon S3 HIFEMNEFEREEESTHNER T £HNEIEEM
K. &R B LA Lake Formation PRI E 44,

4. EBRHIMLGEREZEERSHHER T A Lake Formation X PRV E 4,
2. BEEBESHRENIEIRERH Amazon S3 F#@/51 80 M.

Console

1. AN E R R B 9% 5 Lake Formation #£#1 5.
2. ESMBERTHIEMMBERT |, EBRBEHAVE.
3. EBR—IMMUE , AREREXE LIERRE,
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4. EFRREHEER,
5. EERTF

6. EHEERT , R BBEERRK , AFMAB N IAMAllowedPrincipals WEBIAR F
Super = A1l X PR,

7. BANEEFNUEEIME LR |, BHIEAE Lake Formation AP MFRLEE F . U Lake
Formation K5 & 3% Athena 2#& , ARNEREFNENENREITRAEL,

B, WIUEFER IAM X PR R BE 15 [0 BB FEE R R Y Amazon Glue A P B TH R BR

Amazon CLI

LA 2 A true/false [ Lake Formation ¥t ##E L E#Y HybridAccessEnabled R~
il HybridAccessEnabled Z#HERIAE N false, ¥ Amazon S3 R, ABENH
Amazon K ID R B ME.

aws lakeformation update-resource --cli-input-json file://file path
json:
{

"ResourceArn": "arn:aws:s3:::<s3-path>",
"RoleArn": "arn:aws:iam: :<123456789012>:role/<test>",
"HybridAccessEnabled": true

FERESHEIERELE Amazon Glue &R

ETFHWUEHREEZAFET IAMWIERERT , 5 Amazon Web Services I 1T Lake
Formation fXFERY E M A Amazon Web Services Ik HEIEALZHIE,

ZRER-EERKFE - BRIEE ZRBEE , ZBEENHRNRERERTF Amazon S3 8 IAM &
FEAKBEF Amazon Glue #E# 178G, BIBEENEBIENLEKRTE Lake Formation HiEM. ERIAER
T , IAMAllowedPrincipals AN BHEEREMERIAE Super KR,
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HRE

1.

HRIENX TR FEKF Lake Formation X R
FEEKFIZE

1. fEFEA lakeformation:PutDatalakeSettings IAM X PRHY A 8% 5 Lake Formation
BHElA,

2. EBEE RIZE , AREBKFMAIZEFRIEREVersion 4.

MRELHFERANRRAR 12, FERBREMNERAK 3NEREKSBIEAZRARER
B,

MIRAS 3 AR E 4 Bt , TR ERNRKRE,
3. AR RERESF MR T HENBIREES RN Amazon S3 &,

4. ®iF IAMAllowedPrincipals AXNELRTRHPIERESHEERX TEMEBECENKERE
METRBIE Super PR,

5. @ Amazon A4R, AR E (Y (OUs) RIERE @ E ALK Y IAM ZH AR F Lake Formation X
PR

6. MRBEERERD IAM EERFNR | FEBRERAEKFFHWERAR | EI B AL Lake Formation
BRI ENENET , EBETHAE N TR HIEH Lake Formation XBR.

MREEEMKFRFERSNR , N ZHE&EZF N AZ Amazon KA, Lake Formation X R
PEATEZKFNEER, BRAKPFHRIENEEAZEED TREREHERKF P ER
FTREN AL TFREHRER N EZRIFESISEH Lake Formation R,

MREEFRES LF MEEHRN B FRETRRETEKANXE , WEEAZTRNREFIR, &
ATLAE I IT—25 |, B 7E Lake Formation | & Z M S M2 MR T £ RRE S HRIE Xk
EREETRESHAERN T EENEIR, AREIEZFRINSUR NG R EMAKBEFIERE Lake

Formation R,

FERAEKFIRE
1. BB HEE R M B 17 & 3 Lake https://console.aws.amazon.com/lakeformation/Formation #2
HlE.

2. BI{E https://console.aws.amazon.com/ram , #EZ R RHLZEE. Amazon RAM #2H| & HHY
‘BERAZ U EREENKF L ZNBIEEN XK.

3. 1£ Lake Formation A 81215 [ £ Z 5 iR E F/ R0 R IREE S,

4. QB (FERAE ) KFPH IAM EER TN RFREEZDN Describe XEMMN ERXZR IR
Grant on target ®E.
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5. KFANEARFIFNELLZNHIBEESR KD Lake Formation 1R, #iX /5 ALt Lake
Formation A PRI ENAERGEIT , R FAMERUERSHHER TEFIEH Lake Formation
PR

6. BT 1Z1T R Athena Z i3k i = K8 Lake Formation tXFE. £ Amazon S3 Y IAM £t
AKBEF Amazon Glue ##/ENiX Amazon Glue A F IR A 5 R ER

( ATk ) NIEEEB N E Lake Formation A PR B9 3 Al Bk > T BIB 5 RIHY Amazon S3 1Z4E 1
R LARSEA T Amazon Glue 1 Amazon S3 #IEHBIAY IAM E 44K,

FEAREIHR#EREE Lake Formation &R

RFABKFFPOFBIEEZAFPERET IAM R AHEE ZBRENR K mMEESTHIEN
Lake Formation ¥k P £ =R,

HEHER - HHEERFREEKRS R IAM EAEEHN SN (FHAE ) KFH£ZH Lake Formation
HERIREMR, BUEENSBIEALEE Lake Formation F5Efift. IAMAllowedPrincipals A& EXS
BIEERERMN Super R,

EXRHRTEI A Lake Formation X FRHIER T , BSET IAM KRB OFNEEEXAFRBEFEK, T
&) A PR

1. HMEEK/IRE

1. BIRBE T IXPRIY B B EF Lake Formation 2 4!
A : lakeformation:PutDatalakeSettings.

2. IABERRIRE  REEEKSRAREPIEEVersion 4,

MREHFERANRRE 1R 2, FERBREMERE 3 NEMBEKS BIELAZHRARER
B,

MIRAS 3 AL E 4 TRESINREM,

3. HEBERFEARNNBBENMRWNR, BXREZEL | ESH £ Lake Formation FEF
TERMERNEER,

4. BEEEF AR FEREFRFMER Lake Formation Bk F R
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® Note
ERBEVNEEMEHRN RS HTRERNURTFERANRZE , BEENBNKFEH
BRFEL—NMEBERKFHBERZ, EEFHMMME Amazon RAM &EREZH Amazon RAM
FEENR , TRITUS TR
2023 £ 7 A , Lake Formation E#1 T AT X ZHEEMKEH Amazon RAM FE£ENX
PR :

* arn:aws:ram::aws:permission/
AWSRAMLFEnabledGlueAllTablesReadWriteForDatabase ( BHEERFIHLE
REE )

* arn:aws:ram::aws:permission/
AWSRAMLFEnabledGlueTableReadWrite ( RK B HZKEE )

2023 £ 7 A2 AR TFHEKS XA X LERHA Amazon RAM X R,

MRECEEOETARTFERSNR , WEZR MO EFEHR TFXENR, MRk

HFR  FEAERFNEATEQBIIEEASER.

5. Bl https://console.aws.amazon.com/ram,

6. Amazon RAM #£H &AM ‘HEELZE EMFERESHBKFFRERXARLEZENBEENRSE

BREMBIAZFFENRREREBRN ARN.

7. WiF Amazon RAM £EZEFHRIFRREL TAssociatedihFS. MRREBERH
Associating , BEF , BEIE{1# A Associated "B, WRREZLN Failed , HET
3 B% % Lake Formation ARSH BA.

8. EEMEMEFRHNNETEFESFHER | REIEBHF,

9. RINEAMERTAE NBFEEN/HRURERF AR, E0]SUBE 70 =M BR 3 A& F0 3%
BRBITFRENER.

10BN EERNESHRIERNWBIEEMKRIAE Lake Formation R £ 4K, EBREIEER
o

MIERFIMLUEREERSHEER T5EFISEH Lake Formation X FRHY E 44,

12@EHIH TAMAllowedPrincipals B F I ENEIEEFPTIERN Super R,

13 Amazon S3 {ZiEH Lake Formation s¥twiE N ESHRIER.,

145 IAM R PRZFEBE A AER (SHERE ) IKF B Amazon Glue AP &R F X Amazon S3 Amazon
Glue BERR,
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2. HERAEKFRE

1.

MBS

LABHE HE TR R MY B 19 & Lake https://console.aws.amazon.com/lakeformation/Formation 12
HlE.

HI4E https://console.aws.amazon.com/ram HiEZ R FELZEIE, Amazon RAM WEHHHW “5
BHENRR ZUFEREENKFHAZNBEEFENRSE,

3 F Amazon RAM £ Z | FHERM M NREEFHLE Amazon RAM BB IEH ARN, ®E
Amazon RAM £Z iR RRELL FAssociatediRES. MBMRAERNRN Associating,
BEF , BEEIC# A Associated RS, WRIRBERN Failed , BEETKEKR Lake
Formation BRZSERA

£ Lake Formation A 81215 [@ £ Z 8 3R E /R R IREEEE,

@& (EAE ) KPP IAM EER T3 EREEN Describe RN REHAZRIRH
Grant on target PR,

BT, WEKFPHNEFRIEENHEHRBEES KRB Lake Formation X R,

EENSMEFRHNR T ERESHRER,

HRATRKEXTEN T & FR/ , NFIEEKS PEREHRURSERAZHRIBEES
&Ko

. 5 1AM X PR SR BE [a K - R BY Amazon Glue AP & FXf Amazon S3 Amazon Glue #/EHIX

PR o

£ Athena TE&X & LizTHR MM RHIEW , Wik A B Lake Formation Amazon Glue X R #
PR

( ik ) AT EESHRER N EAERR Amazon S3 B IAM X PR K EE .

A1 AR =X T 1 BR = 4 1 B3 R

BREUTSREEE, KRNMEAMNEESTHRERX THER.

Console

1. & 3% Lake Formation $#%|& , Mtk https://console.aws.amazon.com/lakeformation/,
2. ERRT , EEBEHRER,

3. mMERHERARNEL , BPHEERREMELNERE , RFERE Remove,

4. WRFER—RBEEHEE  RREEINLERE EEBER.
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Lake Formation FEX X LR RE G TR |, X iZBREIFRSGER IAM F1 Amazon Glue X
PR¥EITIES], MBAFREEHM IAM R , NS BT EBIHRIXLERR,

Amazon CLI

LT RBIERT MR E 15 RIE T 1 BR 2R .
aws lakeformation delete-lake-formation-opt-in --cli-input-json file://file path

json:
{
"Principal": {
"DatalakePrincipalldentifier": "arn:aws:iam::<123456789012>:role/role name"

},
"Resource": {
"Table": {
"CatalogId": "<123456789012>",
"DatabaseName": '"<database name>",
"Name": "<table name>"
}
}

EREHREXTEEEANER
ERUTSBRERS TR TEEREE, RMELH,

Console

1. & Lake Formation ##|#& , Mt A https://console.aws.amazon.com/lakeformation/o

2. ENBRT , EFEESHRER,
. BARERXTHE RYFTLTEA T RERNERMEMRK,

Amazon CLI

LAT /R 6158 B 204 51l i 4b TR & 15 RAE A £ 5RFTE E 4 M H IR
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aws lakeformation list-lake-formation-opt-ins

LU R B ER 7 a04A] 51t Pt 332 Y 43 TE E 4K R XY o

aws lakeformation list-lake-formation-opt-ins --cli-input-json file://file path

json:
{
"Principal": {
"DatalakePrincipalldentifier": "arn:aws:iam::<account-id>:role/<role name>"
},
"Resource": {
"Table": {
"CatalogId": "<account-id>",
"DatabaseName": "<database name>",
"Name": "<table name>"
}
}
}
H 5 R

EUTHEXED , BIETEEEEXNMAEREMAFELA LB IAM F Amazon S3 B PRGE]
HIEEREESHRER T HEERFF N Lake Formation A PREVIHEA, RIS EFTE MK/ A
A Amazon K Z Bi& BB A RIEX A,

« S| ABEIHEER |, £ Lake Formation, 1AM 1 Amazon S3 EM#HTEL 2B, Amazon Glue
Data Catalog

A BIZE X R Amazon Glue Data Catalog

Amazon Lake Formation 8 Amazon Glue Data Catalog ( /BB & ) B EXEEMNH. BER. &
BB ABE, tHERSHEETNEERFEGNEE. 81 Amazon IkFES Amazon
Xig#HE — M IEE .

HIEBZPHWABER=SREEREAEHHTELR  AFE . BEENR. kAT REN
BIEALBHNEZNZEREP. 5B ZEBHARXEKEB Amazon Redshift ZIESEE. Amazon
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DynamoDB BIEEME = H IR ( 5120 Snowflake, MySQL ) 1 30 2T HEIBROBKIE |, X
ERFEREIRSEESEN. BETUERFEERTOUEFE R , FBIEEFEMHE S3 REFH\H
Redshift £ &7 (RMS) .,

REHAXEMBENGEES , SERUER
SRR XERERERNRKSPHRE
Eo

. PRESNBEMLE, BEFRRNES. BEERTEE
B, BURENRNEE  BATEKS 7R HEE R+ %

BIEEXRR—1MNE88 %, BIEEMREHNIRER XK. E©H Amazon Web Services Ik
ID 5| , 0k~ Fk - F R ERIA B F Amazon Web Services K18, #iEE ZERA=HKERSE
( catalog.database.table ) RA LK,

- BR-BEEZR=ZFABERREHNETNR, BAUUBYKEESREBFHRMSNE F.

- BIEE-ARNUBARNTBERREMNE—H, £ Amazon Redshift l Trino FiFZHIFER S
o, BURE RN 8RN,

- RMME-FIFEE R I RBERREWNE=R,

Amazon S3 FHIFTHE Iceberg R#EB1Z M IE B % ID = Amazon Web Services i 1D BIERIAZRIE B
F, BULUETEE BB EH B AEES B % Amazon Glue Data Catalog , A T Amazon
Redshift, Amazon S3 RkFMFEHME=FHBRPHIRE Lo

£}

- BIERR

- DIEBIEE

- BlER

- E5Y Amazon Glue Data Catalog #1

IR %

BRREXN=ZRTABERREHNTHNHSHRTZE. Amazon Glue Data Catalogf® ] LAE FH Z b5 3%
FHESAKEERHUESRE R,

BXRMABHBRERLUBZEZNEZER , BSRNENEIET A Amazon Glue Data Catalogo

E Lake Formation 24502 B F , EX4ALUBENEERSIEFUEENSHE
. BF0EEREDIKHE Lake Formation CREATE_CATALOG AT =K, BRI LATE Lake
Formation #Z24|AMNEEAGNESTHEH LEEE FUEEINR, EEFRIR , EX4NBE
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lakeformation:ListPermissions IAM PR , AUKEHEEAS B ZANEENEHESR ,
HCREATE_CATALOGIX PR LB FikI,

SIEHIEE

BIEERXFHNIHRERTEEREEY, SUUREEECETERENREE , HATWURESIEE
E&FARE# Lake Formation ©X R,

BIEFEAUEEAMENNERM. UBEBEMT M@ Lake Formation EAM#YAmazon Simple Storage
(Amazon S3) (U EM., EEMEN , THRFFTEHRRBVEN R AICIEEQBEFELENLENRE
BR&k, BXEZEE , {2 Underlying data access control,

EfH Lake Formation B H| A 8IEHIEE , BUTUBBEHEER RN REELRE BHE

Fo BUEERIEER S #HIEF Lake Formation CREATE_DATABASE RV E 4K, EAILUE Lake
Formation BH AN EERAGNEISTHLEEHREEVNEEYR, EEFMRIIEX , BXHE

£ lakeformation:ListPermissions IAM X [R , HUHBEHEE A RNEI T FIETIRE
CREATE_DATABASE X FRMYBIEEE 0l & & 10 & Fo

BB BIEE

1.  TEFTFF Amazon Lake Formation ##l#& https://console.aws.amazon.com/lakeformation/ , REIA
BIENEERSBEFVEENSHE R,

ESMERNBIEERT , ERRERE.

R NEBIEE,

EOBRBREENEED , MARBEESN, TELEMERR,

BUHE RS BB P RER 1AM 15 |42 E,

o > DN

BEXMEMMEZELR |, 5 the section called “B i IEHH BRINIZE,
6. ERCIBBIERE.

BIER

Amazon Lake Formation THBXRIEEXBBHIHENEE , SERBEE. 2 XEEMBEN
B, XERFEMHTE Amazon Glue BIE B . BRI LAER eI RBESPHEMEIE | HER Lake
Formation SR EE X LEHIE, REEERIEE ZNWEIEES,

BUTMAER G EHER FK
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- EEMEEITIEITEE Amazon Glue, 1SR (Amazon Glue F X EIERE) FHWENIMEITE,
s BIEBIZEITIER. 1S the section called “E A TERS ATIE,

- fEF Lake Formation 12&l& Fzh 8|22 K4E , Amazon Glue API , 5 Amazon Command Line
Interface (Amazon CLI),

. A BIEK Amazon Athena.
o RIEBIEEAIK PR EIRERE, S the section called “BI 2 & REEE",

£1% Apache Iceberg &

Amazon Lake Formation X & 8|2 H Apache Parquet 2(3E& X B Apache Iceberg & , BRI & E
Amazon Glue Data Catalog Amazon S3 #, ZEHIEE RPN REBRRBFEFME P BEN THBEE L.
ZINER T |, Lake Formation 2812 Iceberg v2 k. BX v1 Hl v2 RZBIMXE , {53 Apache
lceberg PRI #E N ARAE X,

Apache Iceberg BEA THEAE D WHIBEMNTTBREN. Iceberg RITFEMNEREN , BN EM K
B, XEREAFPUUEFTHEAEMBIENE R THRM, EddIMEBREERPHS, Iceberg & #F
BiERAES , AFAPRERERENEANZL. XNEANBERTNE , ZEATFAFBENESR
BRI A LR | 320 3 7 A R 2 8] B B E BB oK

YRATLAE A Lake Formation 2% 4& 5 Amazon Glue APl B fyCreateTableREEHIEE FH 0l
lceberg &, BXEZEER , 55 R CreateTable 1E ( Python : create_table ) o

FE¥HE B FF 02 Iceberg RET , BAUMIE Amazon S3 PIEEREAMTBE X HKRE , LUEREBH
TRERMEBEARE,

TE3EM Amazon S3 BIBHLERT , AT LAE AR Y 5 R 2 BN PR A Lake Formation SRR 29
Iceberg &, Amazon Lake FormationXJ F I & S3 A RYREENHE R KR TE Lake Formation FEMAI T
BAE , WIRIMNBRE Amazon S3 #9 IAM X PR KEE R Amazon Glue BERE, BEXEZER , FEH E
I Lake Formation R,

(® Note
BIE B FAZHFRER S XA Iceberg RIE 1o

£}

- EREH
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https://iceberg.apache.org/
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-api-catalog-tables.html#aws-glue-api-catalog-tables-CreateTable
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« BI% Iceberg &

FRFM
EEHIEE FHEIE Iceberg R HIRE Lake Formation BIBHRINR , BEETHIUTER :
1. 7EX B[ Lake Formation JEMEIERIIE R T 812 Iceberg FRFTHERINIR,

BRTEHERE ZHOIRRIBHNRA , ROBELEFEUATNR :

o £ XRIR arn:aws:s3:::{bucketName} 9 s3:PutObject

o HXRIR arn:aws:s3::{bucketName} B s3:GetObject

o £XRIR arn:aws:s3:::{bucketName} By s3:DeleteObject
2. fERM Lake Formation JEMEYENIERIR Iceberg RFFFHR :

EE A Lake Formation EEMRF B M P KR , B1@ Lake Formation SEAHEE RBIEM
Amazon S3 L&, 1X# , Lake Formation &t A BAfFIE 5 H €45 Athena, Redshift Spectrum #1
Amazon EMR % Amazon 2 #T RS LA TE RIEHE. BXEM Amazon S3VUENEZER |, &
SR | EBEE R Amazon S3 &,

EEAE A [ Lake Formation FMEMBIEN EEEZELL TR :

« lakeformation:GetDataAccess

* DATA_LOCATION_ACCESS
NEMIEEAHECENRNETEENAMAFLEEBLENR.

BXBBEVUENRNESER , BSRAEMBIEL REH,

ESRESR , ZRSFTERAANEFRBIEEZTHRN IAM A€, BXEARFE , BSRRMLLE
REM

BI% Iceberg &

YRATLAE A Lake Formation #24#|& €12 Iceberg v1 1 v2 & , LA Amazon Command Line
Interface ZBATT LW BABIE, BB LAER Amazon Glue # %A= Amazon Glue TERFEF 6l
lceberg R, BXEZELR , HSH ( Amazon Glue F XA RIERE) HHHIEE ZHMENEF,

B2 Iceberg &
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https://docs.amazonaws.cn/glue/latest/dg/optimization-prerequisites.html
https://docs.amazonaws.cn/glue/latest/dg/optimization-prerequisites.html
https://docs.amazonaws.cn/glue/latest/dg/catalog-and-crawler.html
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Console

1. BFH$TF Lake Amazon Web Services Management Console Formation ##&14& , Mt
A https://console.aws.amazon.com/lakeformation/,

2. EREBERT , BEXR , REEACBRREEAEEUTES :

« REN  MMARNE—BH., MREMFEA Athena iHEIER |, FEA (Amazon Athena A g
) FRXEGEER,

o BUEE  ERNEBEESCIETBEE.

o HR : RVIER, B LURERRLUEBBETHBRANSE,

« RERX  WTFRHEX |, i§%$F Apache Iceberg,

Table format i

Data Catalog managed tables support data compaction for Apache lceberg table type. Learn more [

o Apache lceberg table

Create a table in Apache lceberg table format.

() Standard AWS Glue table (default) ‘

Create a standard AWS Glue table.

Table optimization
Enable optimization capabilities for Apache lceberg tables enhance guery performance.
Compaction
Combine small data files into larger, more efficient files to optimize table
performance
Snapshot retentien - new
Optimize table storage by removing old smapshots from metadata overhead and
expiring files that are no longer needed.
Orphan file deletion - new
Automatically clean up grphan files perodically.

- &KL
« B - LRSS VNEERBEXHUBKREREE , HERABESHIER, EERM
X,

- REBHRE - RERTHNEBH Iceberg RIFA, EHRBREEE , FF T LEBIMER
REAEHRNEZRENREBRE, BERBREMCB[TUBRTLENIBRBREMEXE
R, N B ERF#TH.

o FISZSTHEMIRR — IS X RIS B Iceberg RITBIESIAMI M. XLEXH AT BELIE M
HR, RHRERMBRE ETL AFAWEFREZF, BRI R BERIIEER L Amazon
Glue E IR B MM FRIX LR BERW M | NTIREFEZH,

BREZER , SR Iceberg %o
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https://console.amazonaws.cn/lakeformation/
https://docs.amazonaws.cn/athena/latest/ug/tables-databases-columns-names.html
https://docs.amazonaws.cn/glue/latest/dg/table-optimizers.html
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« IAM AR ATETES , ZRFLAREAA - IAM AR, BUUERTHAFIRIERE—
NMAM At BRZAGEEREAERPENNR.

ETHRAEXFENRNESER , BEARMILTREN

- L& : #87F Amazon S3 F 17 THIE RN XM RH KR, Iceberg EEHIER FH M THIE
XHMALE S BERITIREFIE A,

o 225 EBORMBILURMBI MBI BIERE, SRR NE—IER , REHBEEHREN,
WIE R FXIF Hive BIERE, BXEZER , BHSH Hive BIEERE,

Iceberg R BEVEREETERMMN D X, EAILAEA Athena EREFKREN , FA Spark
EHEH DX,

Amazon CLI

aws glue create-table \

--database-name iceberg-db \

--region us-west-2 \

--open-table-format-input '{

"IcebergInput": {
"MetadataOperation": "CREATE",
"Version": "2"

}

'\

--table-input '{"Name":"test-iceberg-input-demo",
"TableType": "EXTERNAL_TABLE",
"StorageDescriptor":{

"Columns":[
{"Name":"coll", "Type":"int"},
{"Name":"col2", "Type":"int"},

{"Name":"col3", "Type":"string"}

15
"Location":"s3://DOC_EXAMPLE_BUCKET_ICEBERG/"
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https://docs.amazonaws.cn/athena/latest/ug/querying-iceberg-evolving-table-schema.html
https://iceberg.apache.org/docs/latest/spark-ddl/#alter-table-sql-extensions
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1t Iceberg &

Lake Formation X ZMNRMA(LIEIN |, LLIBFE Amazon 247512 ETL 4Bl # A # Apache Iceberg
RNEEMMRE, XERBTRESFHZRAFNARE, RATHME , HXNERNHIESE
¥, Lake Formation FRH# T =FhRMILR :

- BB - BREERDETER/DBEXN  BUBRDFREEEREAF R IR, LIRS HN
EEHENXHUABKRIREE  AFEABBESAINER, ESMNXHH. TUAREEERENE
HETRFHMRESR.

- RBERE - RBEHFHREBH Iceberg RIRA, EBIRRBREEE , &/ ] LA5E AL E R AR 7 F
[RMNZEFRFNVRBEE, BERBREBMCFTUBKRTILEN IBRBEREMAXKEXXMF , M)
EEFMITH.

o FUSLSTHEMIBR — AU X RIS B Iceberg RITTHIESI AN X, XEXHRELEHHER  £H
RERBIBRE ETL ESAMERIEZT. B AL STHMIBRIIEERT L Amazon Glue & HA1R 31 1 Bk
XERKLBERHMH , NTTRBBRIE®EZZE,

B LAE A Amazon Glue 2 #| A3 APl BRERABIEE FHHEA Iceberg FR/E AREAES Amazon
CLI, RERE AL SHMIERILILEE. Amazon Glue

BXEZEER , B55H Amazon Glue FAX AR IEBEFHEL Iceberg o

BRE

"‘—IJ«XEFE Amazon Lake Formation 4|8 ZEH. LE. BENHRBESRKERBBEE XX, BX
£ RN E RIEEH Lake Formation SRR XK.

BERK (2F8 )

1. %&3% Amazon Web Services Management Console #3TFF Lake Formation ###l& |, Mt
A https://console.aws.amazon.com/lakeformation/,

2. ESMERF , EEX.
3. FMAMETRHRMNERFES. ZFREFAUFXTRBEEERR

PR ERENERSE  EhERTERRNETHREM.
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Tables (30) Create table using a crawler [4 ‘
1 @

KX |

Properties

Name
Classification
Database
Location

Catalog ID

4. FHTUTREZ—:
- BOENBEEH#HTER,

1. NEMREFEEHEE K RAENERNBEEXERERE—IBEE , IBBAREESR
#RH iR Enter,

BEE R 5 e R SR D ER MR XK.

2. (k) BERIKEERNEBBEEFHNENR , FRXARETRRFZERT , NEMX
BHRGEEN , RAEMETRHRREFEEREBN , AEBRARBNH K Enter,
BEPRFIHEANR , ABBEEREMNRENBE INERFZER T

Tables (1) ‘ Create table using a crawler [4 ‘
1 ©

Q

‘ Database: "legislators" X‘ ‘ MName: persons_json X‘ ‘ Clear filter ‘

EFERFIERM | BRAE - TERFRIEIESR AT,
- BEMEMHRITER.
1. NEMREREFRRREM,

E1% Amazon K/ ID TR |, BN B REPIEEFE ‘B ID”, mABRH Amazon K
P ID (180 111122223333 ) , SRS Enter.

ERVBHTER , BMNEEREPERNE , RENETRHNEREFER —MIE, It
RHREFFELE ( HI80 , Amazon S3 ) WIRUBHRHFTE R
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¥ Amazon ik P X ZHE B ZRMBIERE

B EAE K F #%2 F Lake Formation X EIRAAER , BRI LLSHEE Amazon IkF X EHEE KRR
(BEBENR ). RS, APAUETESZNKFRENEARNEBNEL, BE LR , HE5
Hatlk P HEHIER ZERET , ZKA PN ERATLUHZER R TRE , B ZERNTEKEE Z+
_$¥o

BAREE5NE Amazon IKFHFWRBEZERARZERTR , MESKF®H Amazon AAHERTR, HEE
Amazon A HERER K RS ZELATHERINMEKFREZRIR. RE , 8NNIKF FHIE
BHEBAMSMEEKF PN EARTFHERFERANE,

BREZEER |, ESRLake Formation FHYEK P HIERZ M FREIEB FERHR,

® BESN :

- BRNEERAZRIEE ZRNBIERE
- KREH

IR Amazon Glue Data Catalog #1E

f£# Amazon Glue Data Catalog , fiE R —MNERIEK , HFHNANBHEIA—1MHZNERW SQL ERE
Yo BAILAEREA T Amazon Athena 5 Amazon Redshift 9 SQL 4&%EzS68—MN&Z 518 10 &
WHFEERUE. URNEMSERTUETE—NBIERE , L7 LUE T E Amazon Web Services ik
FP—M8EB RPN TRBERE.

& A LAS| ¥R A Amazon Glue RFFFEER (OTF) B3k , Hl30 Apache Hudi, Linux Foundation D
elta Lak e # Apache Iceberg , Kz #3E 7 72X MAY Amazon S3 fEH, Amazon Lake Formation
BA , BRI AR IE S Lake Formation £ZH) Amazon Redshift iR ZEFHBRKERAIENE,

NHEERIBESEHEARREX D TR

BIE B ZMEE Apache Hive, Apache Spark 1 Amazon Athena 1B G, ¥iEE ZUE 2 AN
Ih&E Amazon Glue Data Catalog , tt RHAZAEENECIBRNUE, ER LA Athena = Amazon
Redshift Spectrum EXHFN A MRF 2 —RIBBFEERUE , AEAHECXFN I TIRSHRIER
MW, 5—5MH , Apache Hive, Apache Spark 1 Athena #1E 27 Athena 1 Amazon Redshift &
N MRS IR AIRH , FENEZRSPAIRFATGE,
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TARENENE ?

ENEVER—f SQL A , BECENBRNEANNRHITIRE. EXNEACHEEHRMSIARDN
PENRE , HZTEXMERN SQL 184, EXECENEHBIEHA Amazon Lake Formationfy i @]
BHEREMARRE,

HAFEAENENEN K BN E2ERENEAGHNNRRTRKERSIAR. XA EERFEBS
HEXE A MEFBEZEFFRIREK , NTTHEETZEEHELTRBETEER,

EREENENR , ELELHMRELER RPEEARNE -1 Amazon K/ HEY IAM A&, BX
ENEACAHENRNESEER , BSRAENEN EREL.

ZHENEMER

BREBERZHBEASHEMLERIES (SQL ) FSENE, SQL B —#ATHEXRBIERE 7
MLBERWIES , 81 Amazon F# 5| EMEM B A SQL T4 SQL 5 F.

BAILER - EN S MEREIZE , RA—M SQL ASEBEE AR, e , EUUEEFH
CXEN DI ZBHRERATE SQL FEM ALTER VIEW BAEHUE. F3 , 85 S W45 HA
—HMEENR, FIMBERE,

A LAfE A GetTable API Amazon CLI 1 Amazon # 4|8 RIABTANZSHAES., Eiit , #%iEE
FXOBRALY , TEZENTE 25 ZBHRHRITER,

BYENAMNSZN I ZEANBEATNERENTHENR , HiEE FUBEEEBEEEN BT NRER
é}z‘i{:_?m..o

BRIANBHLSHEMRUNESHARE |, BSH API SEEE, AXRTRARENTEANNE
ZIRMESR , TSR AP P HEXET R EEEE,

4 Lake Formation X R

& A LAE A Amazon Lake Formation £ & Amazon Glue Data Catalog M E BV PR, AT A
FERTENEREZEDR LF-Tag BRFXNEHIEE ZMEWBANR , H1E Amazon HEARBL B2 A
Amazon Web Services i P L =X LENPR, &k AT AE A R IREEEEFE Amazon Web Services X 1t
EMFRKELZFUE, X, APRTUEFREHBERRARLZRERNER T RAKIEREN
BR o

#iE B ZUER CREATE VIEW DDL IEA A EAS| AFF AR AER (OTF) WIARA Amazon Glue &Rk |
f5l#n Hudi, Delta Lake # Iceberg , HEMKIEF M EM Lake Formation EMH Amazon S3 L E ,
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LAKE Lake Formation 2= Amazon Redshift B ZHMERE R, RAUAREMXHFES , R
ATERVEMNSIZZFZENET, BETL5| AT Z2RRNERY , BT TSI AEERSE
FoIZBHWER. BXEZEFMER |, 55H HEE ZFWET=ZSWMAR

i EES
UTRHEEFARNESEARM

- BIENEEXNENMIBELNINR. XEBTERNES N SIZBFUEZNESURNNREFET &
Y XUBS o

- MAPRTXNEIASANARNARNNR , MEFEER TFHEM S| ARNNR,
- BREMELNA LF ¥, ADAFRTET LF /7N NR , £ LF HREER EXIITRIFE

(LF HRZREERBFIRF ) o
XERATOZNERN Amazon 7RSS
BLF Amazon 2RSS X FRIEBHIEE ZUHE -

 Amazon Redshift

« Amazon Athena iR7< 3

Hh 3R

B UEARIEED THAEXBEEXRNEZEE , O UERAUTER :
AT H5GE R 7 f0{al M Athena 1 Amazon Redshift 8221 B H#1TE6,
FB

- SIEUEMEREMH

- 5 DDL A EBIIEEZME

- EAAEBEIEE ZMAE Amazon Glue APls

o BFEXEEE ZNENNE

SIE B TR

s EEHEEZTOENE , L2491 Lake Formation SEM S| R EHR Amazon S3 i E. A
<[] Lake Formation >EMEIEMEME R |, 153 0 E4E #7510 Amazon S3 V&,
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FRARER

- HF 1AM AT KRR FUE, Eit IAM SO EZHER ZUE,

- EXHEN IAM AELMEF L TRER

- WAAESIRR (2¥EMAY ) FH Grantable &MY Lake Formation SELECT X FR.
« Lake Formation 1 Amazon Glue [REHHEIBIZ A BN ETBER,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "DataCatalogViewDefinerAssumeRolel",
"Effect": "Allow",
"Principal": {
"Service": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com"

iy

"Action": "sts:AssumeRole"

« B¥F : Amazon Glue 1 Lake Formation BJPassRole i ],

"Version": "2012-10-17",
"Statement": [

{

"Sid": "DataCatalogViewDefinerPassRolel",
"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com"

MEHEEFOE
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FRARER

}

« Amazon Glue LA X Lake Formation XFR.

"Version": "2012-10-17",
"Statement": [

"Effect":
"Action":

"Glue:
"Glue:
"Glue:
"Glue:
"Glue:
"Glue:
"Glue:
"Glue:
"Glue:
"Glue:

"Allow",

[

GetDatabase",
GetDatabases",
CreateTable",
GetTable",
GetTables",
BatchGetPartition",
GetPartitions",
GetPartition",
GetTableVersion",
GetTableVersions",

"Glue:PassConnection",

"lakeFormation:GetDataAccess"

1,

"Resource'

}

Te kN

o FBEfEM IAMAllowedPrincipals A#RF Super = ALL RN BEEHRCIENE, B0 LUA
44 IAMAllowedPrincipals AXEIEER Super MR , FSRISRE 4 : FEIFEE#RE Lake
Formation fXFRIEH ; th AT ABIZE — NEBIERE |, £ 012 R B IAR T BUH & U 33z &=
TR IAM 17 [R5 ] S % 4R

£/ DDL & At/ 2%HiEE AR

YRAILAEAE R T Athena B9 SQL 4w%E88. Amazon Redshift F{E H/3k 612 Amazon Glue Data
Catalog #1E. Amazon Glue APIs Amazon CLI

MEHEEFOE
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EF A SQL {RESSPMIENIEE IR , E%#F Athena 5 Redshift Spectrum , RS fEH CREATE
VIEW ZIEENES (DDL ) BHCIEUE., FRAE—IMNSIZNAFSRNENESE , JUUERE=-I5|ZE
# ALTER VIEWDDL iEARMEERE,

EENOEEN , #AERBUTILR :

- EXNZHEUE-ENEEZSHAENUEN , TRASHEMLMNTE., 87 SQL 5 EWiEEM
SBEETRR. EFAEAEYF , EXHREEZUENERELINFBTATSHERNYIZIER , SFEREM
B, XEEEEHENRAM StorageDescriptor F, AEXEMME|AKEE ZTHENEERR
POEB

EfEHA DDL AMBARME —FA5S , ATLAER ALTER VIEWiEA, R ALTER VIEW EAHXEE
FUEEN , MERMBENEEERANTREER , ZiB9Hadss  BRAASUEE#HBERFT
LE, EALAGEA SQL iR ERBARME 5B T,

- EHUE - EEHMUE , JLUFER UpdateTable APl, IR EFREE & IEHRFHSI ARNERT
EAUE , MARMHE FORCE i7& (BESN5ZE SQL X ) . BHEEHRE , MENXARFIN
StorageDescriptor M5|A%k. FA#H —2FH ALTER VIEWDDL N EEIEWEMEIE. 2
EHMNEEFRHREBFSHUERL T IR, MEIRZSTE Lake Formation #HIAH AN |, AIfE
Fl GetTable B#EEE.,

« LEFRFERSIA varchar FIZERE — Fo3%5F Redshift Spectrum BY varchar 52K B s F /S, 0
SR 7 Redshift Spectrum FRIE T EF varchar FIZXENAE A MELASZEBRFZFRIENFTRS
5l BFEERAGHENTZHRLE , MEFEFEH FORCE #r&.

- BFRBFEHHMAE - Amazon Redshift FFrTEERFE BN SUPER EKE | M Athena N5
EERKT, WRUWEE— SUPER REFE , ME — 5| BF LI ANBENEREKRE ,
40 struct ( <street_address:struct<street_number:int, street_name:string,
street_type:string>>) , ABBEE RN ZFERBENEREKE  HEFHIBERFPE
RAZFE , MEAEFEA Force /&

BRATHERNEERREERARNEZINESEE , F5H .

- AT SE Athena B8R FH Amazon Glue Data Catalog ¥,
«  {Amazon Athena AIFF#5§8) H# Glue Data Catalog ¥l B &EHiEE,
«  {Amazon Redshift ZIEFETF XA RIERE) FHTE Amazon Glue Data Catalogs 8 ZE M E .

B X5 Data Catalog FHMEHXHK SQL i THEZFELR , i55H CREATE EXTERNAL
VIEW, ALTER EXTERNAL VIEW # DROP EXTERNAL VIEW,
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BIEHFEE FUERE , ZUENFHE S A HE Lake Formation #HAHEE,

1. 7£ Lake Formation #2H| & A& EFEBIEEZ THWHAE,
2. TRAMBIRGE REUWE THE L,
3. MIIRFIER—INUE , FAEENTEFSE R ZUENE M.

AWS Lake Formation » Views » europe_players

europe playe ) Version 1 (Current version) ¥ | | Actions ¥
Details
Name Database Definer role
europe_players views_demo_database admin 4
Last updated Status Description
November 22, 2023 at 10:41 PM UTC © Ready
Schema SQL definitions LF-Tags Cross-account access Underlying tables
SQL definitions (2) Add SQL definition ¥

List of available SQL definitions in different engines. Choose an engine from the list to add or edit the definition.

Q Find engine | 1 {&}
Engine name A Version v | Status v | SQL statement Edit definition [
Athena 3 © Ready View Amazon Athena
Redshift 1.0 ® Ready View Amazon Redshift

R

%4 Column 17 , RIEEREE LF 5L | LEFHZERDBWHN LF /75,
SQL EX

BAILLEEF A SQL EXMFIR, EBHM SQL EX , AFIEERERMN SQL EXHEIHS|ZE,
£ Edit definition % Ti&FREHASIZ ( Athena B Amazon Redshift ) AE#H SQL E X,
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LF R

LR RE LF REURERENER D BRI, ERSER LF KRR TN AERENER,
S UK 7 1 )

BU L EIEEHAZHIEE ZME R Amazon Web Services Ik F AL FA LR 2y (OUs) 5K,
Hihx

AT eZNEN SQL EXF 5| ANEMKRE RELETF T,

£ A 222 E3E B F W B Amazon Glue APIs

&AL E R Amazon Glue CreateTablefMUpdateTable APIs REIZMEFHEHIEE ZHHA

B, CreateTable # UpdateTable #&4EH ViewDefinition I T #H TableInput &# , M
SearchTables, GetTable, GetTables., GetTableVersion, GetTableVersions N7

HUEHEHEEFRMT ViewDefinition, Btk , GetTable API #i i b B —NTHY Status F
5'8

FNFET Amazon Glue EE A TRIESN XN ERSIZEH SQL 55 , Amazon Athena A K
Amazon Redshift,

CreateTableEME —BE ARt UpdateTable APIs , MIZR M., UFEAZN SQL FEFHA
APls XEFERt , MEASNSIBRIEZER , MBEZFEREUUEZSIZ LET , URERA
SHMEERNEHEETHE . % Amazon Glue FREE X EEEN S TSI BHITHIBEA, XL
FAEHL T £ 5|2 £ 1T CREATE VIEW =} ALTER VIEW SQL DDL A 5|Z M RIETTE,

WRBMHEM SQL BN , HEMBEF S 2EHWRMITE , U Amazon Glue APl 2R F A RIRRE
R, EFHEAFETENNBERTURREREEZHASHAE,

FA

« 812 Amazon Glue SEERIPIRTS

« BIFHEEBRES

- FHERESMNEHE

- EERSIBREHENCBREIAKG S
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https://docs.amazonaws.cn/glue/latest/webapi/API_UpdateTable.html
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#1722 Amazon Glue EZLBIFRS

EffAm®UpdateTable®ER|IBCreateTable= E# Amazon Glue Data Catalog fIE , 4 6I1E
— M AT RUEMNFT Amazon Glue E#ERR | HFHHERMAZFN S M5IZE, EFE Athena 5 Amazon
Redshift FEAHKER ZME , EEXLERE, BR8E#EH Amazon CLI Amazon SDKs, =3k
BIX %R Amazon Glue APls, BT BEE A Amazon Web Services Management Console X812
Amazon Glue i&E#,

® Note

MEMBEENEAEMIAA CreateTable 5 UpdateTable WAGBTRE , L ECIBEELE
IAM K BE = B3R 8 glue:PassConnection R,

BEXREZEER , ESREGIEEE RS Amazon CLI .
Amazon CLI A T8I EHENTS

LT 2T el2E5EEN Amazon CLI &% :

aws glue create-connection --region us-east-1
--endpoint-url https://glue.us-east-1.amazonaws.com
--cli-input-json file:///root/path/to/create-connection.json

Amazon CLI #i A json

% F Amazon Redshift :

{
"CatalogId": "123456789012",
"ConnectionInput": {
"ConnectionType": "VIEW_VALIDATION_REDSHIFT",
"Name": "views-preview-cluster-connection-2",
"Description'": "My first Amazon Redshift validation connection",
"ConnectionProperties": {
"DATABASE": "dev",
"CLUSTER_IDENTIFIER": "glue-data-catalog-views-preview-cluster"
}
}
}
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%fF Amazon Athena :

{
"CatalogId": "123456789012",
"ConnectionInput": {
"ConnectionType": "VIEW_VALIDATION_ATHENA",
"Name": "views-preview-cluster-connection-3",
"Description": "My first Amazon Athena validation connection",
"ConnectionProperties": {
"WORKGROUP_NAME" : "workgroup-name"
}
}
}
16 UF L B & BORAS

151T CreateTable 5 UpdateTable ##4EAT , GetTable APl #iHHHY Status FREETURGIE
RSN FEHAFE. N TFREFTFEENcreateidBR , TR S ERE Amazon Glue BlE—PMZER,
F GetTable B , ATLAME#E — DN ANE A /R¥RE IncludeStatusDetails , B FERERNIZHIE
B, MRXM , MFELER—FEBRER , HPIEERF WK,

MEGIER, 3E, FEHAMBER (CRUD) RERFBIMY IR A 8E 4 £ £ Amazon Glue/Lake Formation RS
rAbIRHAE) |, th ATRETE Amazon Redshift 3 Athena F# /T E SQL WiFHAE K45, 725K UFEE
KRELIRE , iZ Amazon Glue RS £ IRHEIZBIREINEEIRER.

REFER
LUTRERSFE :
« RE  BARDS , EFEEBENELTX :
« QUEUED
. BATH
. BRIN
« FAILED
« Action — RAXNKIFA T BiPEE , BEIRHE CREATE = UPDATE ®#ET A,
EAEMER , X2 UPDATE # CREATE BREEFEEE, BREXRBRETEHRM AR,

UPDATE BAERRKREHFETHRAFF, EXMERT , ETULKERZASIENEK , TaH
PEMABE, %—HHE , CREATE BRERTERUBMARKNGEY, MRFRFIEN CREATE ,
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NMZ2HERZRFRY , AARGPETFEEER. At , EZHEWRZE , LABEERERE
( UPDATE = CREATE ) »

 RequestedBy — ERFRISERM AT ARN,
* UpdatedBy — EXFHER RS ERRE ( HIWERBUEIER ) WAFH ARN,
* Error - b FERARIERAS N FAILED BF I, XR—FRXEFEHE. BHNAHSTREFEETENE
%o
« ErrorCode — FE KR,
« ErrorMessage — BI\E R B R 2 H#R,
 RequestTime — —4* ISO 8601 XK HHAFRFHE |, KRBz ERAATE,
« UpdateTime — —/N ISO 8601 XK HHIFAFE , RN LREFRSH AT E,

RLRSNRE

HIZ1T glue:CreateTable B3R , A RRTUEBFEE ZUE, EUTEWF | AXHHER
Tglue:GetTableM R # AT FIHY Amazon Glue 1B, StatusAEEREN , AT EE KT,

{
"Table": {
;ééatus": {
'.'/:\t.:tion": "CREATE",
"State": "QUEUED",
}
}
}
FRANEMHERREENZHES , SEGERERRIRENRS , URAXNHARRITHEME, N

TRXLEEMNTREE,

1. Status.Action
a. CREATE
b. UPDATE

2. Status.State
a. QUEUED
b. #t1TH
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c. BZh
d. FAILED

EXENR  BEEXVRLNELENRTEERSRE, i, AR TEFEEHRN
Descrlptlon B, HATXTEETMARSREE , AHERNRTBIEFSEE T Status , BHEF
79 NULL.

"Table": {

ooy

"Description": "I changed this attribute!"

ETR , AEBR T ERRSEL WA A LAX Amazon Glue Ml B#ITHIRE,
&K : CreateTable

5117 Glue &K glue:CreateTable ThgeMEtt |, % AP R BEAEIL, A AEAERFENRSE
WH CreateTable,

&7k : UpdateTable
ToET BB LLTIRAE B Amazon Glue I E#ITILLIRE -

1. Action == CREATE and State == QUEUED

2. Action == CREATE and State == IN_PROGRESS
3. Action == CREATE and state == FAILED

4. Action == UPDATE and state == QUEUED

5. Action == UPDATE and state == IN_PROGRESS

B2, AEHBERRUERRATERN , FREMZME.

1. BIRE B,

a. Action == CREATE and State == SUCCESS
2. ERSZEHBREREILWRES,

a. Action == UPDATE and State == SUCCESS
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b. Action == UPDATE and State == FAILED
3. HTRLSEH , RESBEMRN NULL,

7K : DeleteTable

S1F{a Amazon Glue &Miz1THRglue:DeleteTable#filt , WIREZEEMEIL, TICHITER R
ME L FAIFRES |, AR ZIE.

BRIk : GetTable

5S4/ Amazon Glue RHIZE1THRglue:GetTabletltt , WWIRBESRHEMETI, BE , EERK
helEHEE RUEZE , TEMND TSI BHERZME, Action == CREATE and State ==
SUCCESS. BRBIAIZEEE FUAE , TeHRES0M , BAUERZIE.

(® Note
AT EEEEER FIEEMNFIEXGetTable , APIs flflGetTables,
FMSearchTables,

ERRSREHANIRRMIZ R

AT RBIKERT CreateTable = UpdateTable #fiE APl A ARES M IREKE, AT SQL &
WAMPBRBEMEIEAR , HEXEERATER,

%2 1 : Amazon Redshift ZFif] % K

A Amazon Redshift RIHHERTE— I HEHRNXE , ERIISEF T EERIEE ZHHE, H
WEENEIRSE RENER GetTable WK Status FE&H,

GetTable &R :

"CatalogId": "123456789012",
"DatabaseName": "async-view-test-db",
"TableInput": {
"Name": "view-athena-redshift-72",
"Description": "This is an atomic operation",
"StorageDescriptor": {
"Columns": [
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{ IlNamell: Ilcollll’ IlTypell: Ilintll }’
{ "Name": "col2", "Type": "string" 3},
{ "Name": "col3", "Type": "double" }

}I

"ViewDefinition": {
"Definer": "arn:aws:iam::123456789012:role/GDCViewDefiner",
"SubObjects": [ "arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1" 1],
"Representations": [

{

\"table_l\"",

"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \"gdc-view-playground-db\".

"ValidationConnection": "athena-connection"
"Dialect": "REDSHIFT",

"DialectVersion": "1.0",
"ViewOriginalText": "SELECT * FROM \'"gdc-view-playground-external-

schema\".\"table__1\";",

"ValidationConnection": "redshift-connection"
}
]
}
}
}
GetTable WIR; :
IncludeStatusDetails = FALSE
{
"Table": {
"Name": "view-athena-redshift-72",
"DatabaseName": "async-view-test-db",
"Description": ""
"CreateTime": "2024-07-11T11:39:19-07:00",
"UpdateTime": "2024-07-11T11:39:19-07:00",
"Retention": 0,
"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",
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"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {

"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:39:19-07:00",
"UpdateTime": "2024-07-11T11:40:06-07:00",

"Action": "CREATE",

"State": "FAILED"

}
}
}
IncludeStatusDetails = TRUE
{
"Table": {
"Name": "view-athena-redshift-72",
"DatabaseName": "async-view-test-db",
"Description": ""

"CreateTime": "2024-07-11T11:39:19-07:00",
"UpdateTime": "2024-07-11T11:39:19-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {

"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:39:19-07:00",
"UpdateTime": "2024-07-11T11:40:06-07:00",

"Action": "CREATE",

"State": "FAILED",
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"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation

using a connection: [Connection Name: redshift-connection | Query Execution
Id: ddb711d3-2415-4aa9-b251-6a76ab4f4lbl | Timestamp: Thu Jul 11 18:39:37 UTC
2024]: Redshift returned error for the statement: ERROR: AwsClientException:
EntityNotFoundException from glue - Entity Not Found"

I
"Details": {
"RequestedChange": {
"Name": "view-athena-redshift-72",
"DatabaseName": "async-view-test-db",
"Description": "This is an atomic operation",

"Retention": 0,
"StorageDescriptor": {
"Columns": [

{
"Name": "coll",
"Type": "int"
I
{
"Name": "col2",
"Type": "string"
I
{
"Name": "col3",
"Type": "double"
}

1,
"Compressed": false,
"NumberOfBuckets": 0,
"SortColumns": [],
"StoredAsSubDirectories": false
I
"TableType": "VIRTUAL_VIEW",
"IsRegisteredWithLakeFormation": false,
"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,
"VersionId": "-1",
"DatabaseId": '"<databaseID>",
"ViewDefinition": {
"IsProtected": true,
"Definer": "arn:aws:iam::123456789012:role/GDCViewDefiner",
"SubObjects": [
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"arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1"
1,
"Representations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \"gdc-view-
playground-db\".\"table_1\"",
"IsStale": false

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT * FROM \'"gdc-view-
playground-external-schema\".\"table__1\";",

"IsStale": false

}
]
I
"IsMultiDialectView": true
I
"ViewValidations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-db
\".\"table_1\"",
"UpdateTime": "2024-07-11T11:40:06-07:00",
"State": "SUCCESS"
},
{

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-
external-schema\".\"table__1\";",

"UpdateTime": "2024-07-11T11:39:37-07:00",

"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation

using a connection: [Connection Name: redshift-connection | Query Execution Id:
ddb711d3-2415-4aa9-b251-6a76ab4f41bl | Timestamp: Thu
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Jul 11 18:39:37 UTC 2024]: Redshift returned error for the statement: ERROR:
AwsClientException: EntityNotFoundException from glue - Entity Not Found"
}

%= 2 : Amazon Redshift JEETLTK

AT 7RI EY Amazon Redshift ZE#E XN T IER , AN © 5 A Amazon Redshift iiEEHT1F
ETFriR MM ER/ LTRSS EH ST, Amazon Redshift T2 IFME , 3k B Amazon Redshift B9
GetTable MR MY Status FEREREEIR ( "State": "FAILED" ),

GetTable &R :

"CatalogId": "123456789012",
"DatabaseName": "async-view-test-db",
"TableInput": {
"Name": "view-athena-redshift-73",
"Description": "This is an atomic operation",
"StorageDescriptor": {
"Columns": [
{ "Name": "coll", "Type": "int" },
{ "Name": "col2", "Type": "string" },
{ "Name": "col3", "Type": "double" }

},
"ViewDefinition": {
"Definer": "arn:aws:iam::123456789012:role/GDCViewDefiner",
"SubObjects": [ "arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1" ],
"Representations": [

{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \"gdc-view-playground-db\".
\"table_1\"",
"ValidationConnection": "athena-connection"
},
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"Dialect": "REDSHIFT",
"DialectVersion": "1.0",

"ViewOriginalText": "SELECT * FROM \'"gdc-view-playground-external-
schema\".\"table_1\";",

"ValidationConnection": "redshift-connection-malformed"

GetTable M :

IncludeStatusDetails = FALSE

{

"Table": {

"Name": "view-athena-redshift-73",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:43:27-07:00",

"UpdateTime": "2024-07-11T11:43:27-07:00",

"Retention": 0,

"ViewOriginalText": "",

"ViewExpandedText": ""

"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",

"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse"
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:43:27-07:00",
"UpdateTime": "2024-07-11T11:43:40-07:00",
"Action": "CREATE",
"State": "FAILED"
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IncludeStatusDetails = TRUE

{
"Table": {
"Name": "view-athena-redshift-73",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:43:27-07:00",
"UpdateTime": "2024-07-11T11:43:27-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",

"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:43:27-07:00",
"UpdateTime": "2024-07-11T11:43:40-07:00",
"Action": "CREATE",
"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation using a

connection: [Connection Name: redshift-connection-malformed | Query Execution Id:
69bfafd4-3d51-4cb0-9320-7ce5404b1809 | Timestamp: Thu Jul 11 18:43:38 UTC 2024]:
Redshift returned error for the statement: FATAL: database \"devooo\" does not exist"

I
"Details": {
"RequestedChange": {
"Name": "view-athena-redshift-73",
"DatabaseName": "async-view-test-db",
"Description": "This is an atomic operation",

"Retention": 0,
"StorageDescriptor": {
"Columns": [

{

"Name": "coll",
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]I

IlTypell: Ilintll

"Name": "col2",
"Type": "string"

"Name": "col3",
"Type": "double"

"Compressed": false,
"NumberOfBuckets": 0,
"SortColumns": [],
"StoredAsSubDirectories": false

},
"TableType":

"VIRTUAL_VIEW",

"IsRegisteredWithLakeFormation": false,

"CatalogId":

"123456789012",

"IsRowFilteringEnabled": false,

"VersionId":

Il_1ll’

"DatabaseId": '"<databaseID>",
"ViewDefinition": {
"IsProtected": true,

"Definer":

"SubObjects": [

"arn:aws:glue:us-east-1:123456789012:table/gdc-view-

playground-db/table_1"
1,

"Representations": [

{

playground-db\".\"table_1\"",

"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \"gdc-view-

"IsStale": false

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",
"ViewOriginalText": "SELECT * FROM \'"gdc-view-

playground-external-schema\".\"table_1\";",

"IsStale": false

"arn:aws:iam: :123456789012:role/GDCViewDefiner",
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]
.
"IsMultiDialectView": true
.
"ViewValidations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-db
\".\"table_1\"",
"UpdateTime": "2024-07-11T11:43:40-07:00",
"State": "SUCCESS"
},
{

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-
external-schema\".\"table_1\";",

"UpdateTime": "2024-07-11T11:43:38-07:00",

"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation

using a connection: [Connection Name: redshift-connection-malformed | Query Execution
Id: 69bfafd4-3d51-4cb0-9320-7ce5404b1809 | Time
stamp: Thu Jul 11 18:43:38 UTC 2024]: Redshift returned error for the statement: FATAL:
database \"devooo\" does not exist"

}

%= 3 : Athena &Eifj kK

LAk Athena B9 SQL o3 , RAERBHE THIRERB#M. Athena EWRIFSHIRIX— , HEEF4&E
HEEIR2BEN GetTable AAHH Status WRETRH K,

GetTable &R :
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"CatalogId": "123456789012",
"DatabaseName": "async-view-test-db",
"TableInput": {
"Name": "view-athena-redshift-70",
"Description": "This is an atomic operation",
"StorageDescriptor": {
"Columns": [
{ "Name": "coll", "Type": "int" },
{ "Name": "col2", "Type": "string" },
{ "Name": "col3", "Type": "double" }

I
"ViewDefinition": {
"Definer": "arn:aws:iam::123456789012:r0le/GDCViewDefiner",
"SubObjects": [ "arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1" ],
"Representations": [

{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \'"gdc--view-playground-db\".
\"table_1\"",
"ValidationConnection": "athena-connection"
.
{

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT * FROM \'"gdc-view-playground-external-
schema\".\"table_1\";",

"ValidationConnection": "redshift-connection"

GetTable M :

IncludeStatusDetails = FALSE

{
"Table": {
"Name": "view-athena-redshift-70",
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"DatabaseName": "async-view-test-db",

"Description": ,

"CreateTime": "2024-07-11T11:09:53-07:00",
"UpdateTime": "2024-07-11T11:09:53-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:usexr/",
"IsRegisteredWithLakeFormation": false,
"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",
"IsMultiDialectView": false,

"Status": {

"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:09:54-07:00",
"UpdateTime": "2024-07-11T11:10:41-07:00",

"Action": "CREATE",

"State": "FAILED",

}
}
}
IncludeStatusDetails = TRUE
{
"Table": {
"Name": "view-athena-redshift-70",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:09:53-07:00",
"UpdateTime": "2024-07-11T11:09:53-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",
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"IsMultiDialectView": false,

"Status": {
"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:09:54-07:00",
"UpdateTime": "2024-07-11T11:10:41-07:00",
"Action": "CREATE",
"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation using

a connection: [Connection Name: athena-connection | Query Execution Id: d9bble6d-

ce26-4b35-8276-8a199af966aa | Timestamp: Thu Jul 11 18:10:

41 UTC 2024]: Athena validation FAILED: {ErrorCategory: 2,ErrorType: 1301,Retryable:
false,ErrorMessage: line 1:118: Schema 'gdc--view-playground-db' does not exist}"

I
"Details": {
"RequestedChange": {
"Name": "view-athena-redshift-70",
"DatabaseName": "async-view-test-db",
"Description": "This is an atomic operation",

"Retention": 0,
"StorageDescriptor": {
"Columns": [

{
"Name": "coll",
"Type": "int"
I
{
"Name": "col2",
"Type": "string"
I
{
"Name": "col3",
"Type": "double"
}

1,
"Compressed": false,
"NumberOfBuckets": 0,
"SortColumns": [],
"StoredAsSubDirectories": false
I
"TableType": "VIRTUAL_VIEW",
"IsRegisteredWithLakeFormation": false,
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"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,
"VersionId": "-1",
"DatabaseId": '"<databaseID>",
"ViewDefinition": {
"IsProtected": true,
"Definer": "arn:aws:iam::123456789012:role/GDCViewDefiner",
"SubObjects": [
"arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1"
1,
"Representations": [
{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT * FROM \'"gdc--view-
playground-db\".\"table_1\"",
"IsStale": false

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT * FROM \'"gdc-view-
playground-external-schema\".\"table_1\";",

"IsStale": false

}
]
I
"IsMultiDialectView": true
I
"ViewValidations": [

{
"Dialect": "ATHENA",

"DialectVersion": "3",

"ViewValidationText": "SELECT * FROM \'"gdc--view-playground-db
\".\"table_1\"",

"UpdateTime": "2024-07-11T11:10:41-07:00",

"State": "FAILED",

"Error": {
"ErrorCode": "QueryExecutionException",
"ErrorMessage": "Error received during view SQL validation

using a connection: [Connection Name: athena-connection | Query Execution Id:
d9bblebd-ce26-4b35-8276-8a199af966aa | Timestamp: Thu J
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ul 11 18:10:41 UTC 2024]: Athena validation FAILED: {ErrorCategory: 2,ErrorType:
1301,Retryable: false,ErrorMessage: line 1:118: Schema 'gdc--view-playground-db' does
not exist}"

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewValidationText": "SELECT * FROM \'"gdc-view-playground-
external-schema\".\"table_1\";",

"UpdateTime": "2024-07-11T11:10:41-07:00",

"State": "SUCCESS"

BR 4 FREERTR TR

A Athena T S =M SQL #%#¥ coll M col2 , ™A Redshift I2H SQL Rk coll, XS H
FRERFF TR IR,

GetTable #&3K :

"CatalogId": "123456789012",
"DatabaseName": "async-view-test-db",
"TableInput": {
"Name": "view-athena-redshift-71",
"Description": "This is an atomic operation",
"StorageDescriptor": {
"Columns": [
{ "Name": "coll", "Type": "int" },
{ "Name": "col2", "Type": "string" 3},
{ "Name": "col3", "Type": "double" }

},
"ViewDefinition": {
"Definer": "arn:aws:iam::123456789012:role/GDCViewDefiner",
"SubObjects": [ "arn:aws:glue:us-east-1:123456789012:table/gdc-view-
playground-db/table_1" ],
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"Representations": [

{

db\".\"table_I1\"",

"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewOriginalText": "SELECT coll, col2 FROM \'"gdc-view-playground-

"ValidationConnection": "athena-connection"

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",
"ViewOriginalText": "SELECT coll FROM \"gdc-view-playground-

external-schema\".\"table_1\";",

"ValidationConnection": "redshift-connection"
}
]
}
}
}
GetTable MR :
IncludeStatusDetails = FALSE
{
"Table": {

"Name": "view-athena-redshift-71",
"DatabaseName": "async-view-test-db",
"Description": "",
"CreateTime": "2024-07-11T11:22:02-07:00",
"UpdateTime": "2024-07-11T11:22:02-07:00",
"Retention": 0,
"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": ""
"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",

"IsRegisteredWithLakeFormation": false,

"CatalogId":

"123456789012",

"IsRowFilteringEnabled": false,

"VersionId":
"DatabaseId"

Il_lll’
: "<databaseID>",

"IsMultiDialectView": false,

"Status": {

MEHEEFOE
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"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:22:02-07:00",
"UpdateTime": "2024-07-11T11:23:19-07:00",

"Action": "CREATE",

"State": "FAILED"

IncludeStatusDetails = TRUE

{
"Table": {
"Name": "view-athena-redshift-71",
"DatabaseName": "async-view-test-db",
"Description": "",

"CreateTime": "2024-07-11T11:22:02-07:00",
"UpdateTime": "2024-07-11T11:22:02-07:00",
"Retention": 0,

"ViewOriginalText": "",
"ViewExpandedText": "",
"TableType": "",

"CreatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"IsRegisteredWithLakeFormation": false,

"CatalogId": "123456789012",

"IsRowFilteringEnabled": false,

"VersionId": "-1",

"DatabaseId": '"<databaseID>",

"IsMultiDialectView": false,

"Status": {

"RequestedBy": "arn:aws:iam::123456789012:user/zcaisse",
"UpdatedBy": "arn:aws:iam::123456789012:user/zcaisse",
"RequestTime": "2024-07-11T11:22:02-07:00",
"UpdateTime": "2024-07-11T11:23:19-07:00",
"Action": "CREATE",
"State": "FAILED",
"Error": {

"ErrorCode": "InvalidInputException",

"ErrorMessage": "Engine and existing storage descriptor mismatch"
},
"Details": {

"RequestedChange": {

"Name": "view-athena-redshift-71",
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"DatabaseName": "async-view-test-db",

"Description": "This is an atomic operation",

"Retention": 0,
"StorageDescriptor": {
"Columns": [

{
"Name": "coll",
"Type": "int"
},
{
"Name": "col2",
"Type": "string"
},
{
"Name": "col3",
"Type": "double"
}

1,
"Compressed": false,
"NumberOfBuckets": 0,
"SortColumns": [],
"StoredAsSubDirectories": false
},
"TableType": "VIRTUAL_VIEW",
"IsRegisteredWithLakeFormation": false,
"CatalogId": "123456789012",
"IsRowFilteringEnabled": false,
"VersionId": "-1",
"DatabaseId": '"<databaseID>",
"ViewDefinition": {
"IsProtected": true,

"Definer": "arn:aws:iam::123456789012:r0le/GDCViewDefiner",

"SubObjects": [

"arn:aws:glue:us-east-1:123456789012:table/gdc-view-

playground-db/table_1"

1,

"Representations": [

{
"Dialect": "ATHENA",

"DialectVersion": "3",

"ViewOriginalText": "SELECT coll, col2 FROM \'"gdc-view-

playground-db\".\"table_1\"",

"IsStale": false
1,
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"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewOriginalText": "SELECT coll FROM \"gdc-view-
playground-external-schema\".\"table_1\";",

"IsStale": false

}
]
},
"IsMultiDialectView": true
},
"ViewValidations": [

{
"Dialect": "ATHENA",
"DialectVersion": "3",
"ViewValidationText": "SELECT coll, col2 FROM \"gdc-view-
playground-db\".\"table_1\"",
"UpdateTime": "2024-07-11T11:23:19-07:00",
"State": "FAILED",

"Error": {
"ErrorCode": "InvalidInputException",
"ErrorMessage": "Engine and existing storage descriptor
mismatch"
}
},
{

"Dialect": "REDSHIFT",

"DialectVersion": "1.0",

"ViewValidationText": "SELECT coll FROM \"gdc-view-playground-
external-schema\".\"table_1\";",

"UpdateTime": "2024-07-11T11:22:49-07:00",

"State": "FAILED",

"Error": {
"ErrorCode": "InvalidInputException",
"ErrorMessage": "Engine and existing storage descriptor
mismatch"
}
}
]
}
}
}
}
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RFx3 87 B AR

FEHLIZEME F Amazon Glue Data Catalog , B AEZALAFALBNHERAR TFREHEEH
PR, Amazon Web Services i BRI LAEA LF L H BB BR A EZR TR, BXIFIEERNE
%55 , BZ A Lake Formation ETHREMNHEES. BXEERTFUENENESER , 28 &
AwmBERBAERFNUENER .

£ Lake Formation A TERS AEE

£ Amazon Lake Formation , I AEHA TERES AKE. TEREXEIERERNIT LI SR
ABIBERH, ER—1EEE Amazon Glue R, ElMenk 25 , AT AN EIHFEE R

=,

ESi

« Lake Formation & Ky iE B T4ER

- BIEBRITHER

s BITTER

Lake Formation # HY15 B Fl T 4E7R

THERBETEZXNWZ/EWIRE, ¥, N (ETL) 5EF31. THEREK Amazon Glue TEHR, 4l Ffd
Reg , U ABIEM MM EH, Lake Formation F TEREN ENEMAERINITHMERE, BOLUFET
EREEN BEFRZITXIIZEIT,

YR7E Lake Formation A &2 K T4E7RE A LA Amazon Glue f'“%ﬂ"‘ﬂzjjﬁﬂi'zﬂ\l (DAG). B
DAG W RE;Z2—MEL, CHEFSA AR, BREHEHFHTHESR , EUURRIERPESN
TRERE.

Lake Formation TERTR G , BT ZITERNAFPEREN ZIERLIZENEIEE ZRH Lake
Formation SELECT #X R,

& ] LAE A 812 T/ERTE Amazon Glue, {2 , BT Lake Formation R IF&EREE RS2 T/ER
2 , Btk 7E Lake Formation EFﬁ'JEIﬂEmLEEIEﬁiﬁg , Ba{LIEEHE S, Lake Formation 12t
THEBEWNER :

- BIEFERR - SAARTHBIEMN JDBC RIMANEM MBI BIE AP ETURBHRERXMNZ
R HERR L LB
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- WERERE - RBEENRENBZL , fOFHEIEM JDBC RMEBEBIE R+, BALIEE JDBC IR
BEEDPETGENEINR. NTFENKR , BUUEERZIMPEHFINE , SARERZ 51K
. BRAN—ARSTHEEHREFERN , TERSMBEKRPHIAMERIE , AT - REEREFE
EEZTRERL, Hit , BUUFEAEEREFER (MARKEERRER ) KMKFIEHRIE |, &
REMBEXEFHENINREENSH.

- BREXH — NEEXHRILENEEIE | 2FF Elastic Load Balanc Amazon CloudTrail ing B &
Application Load Balance H7&o

ERATRUBDBERCAREFRREREIZEEHREFER,

FELLTER T ERBIEERE... FELULTER T EREERIERE...

- PETRREN. (FESEH, PRS- BUETENEN. (REELEFME, )
K5, FERVERMFI. ) - DURDIFAT ; RERHLARTHT,
- FMEHZAEERS B,

® Note
AP T8 Lake Formation B2 /Y15 B A T/E7.

IR TER

EFR2ze , FHFEEABE LakeFormationWorkflowRole 25 A 5 Y EidE A PR M 2k 3B 2 B AX
BRo X# , THERMAIEHREL RPLERBIER , HFEHIEES A Amazon S3 FH B IR UE. Bx
BFZER , BESE (1% ) AIERLE IAM A& HLake Formation R BR#BEIR

(® Note
Lake Formation f£/ GetTemplateInstance, GetTemplateInstances #l
InstantiateTemplate BERFBEBAURITER. XEREFRTALT , REXNIBEA ,
ATRRECERER. B2WEICIEIERRE CloudTrail WE#4,
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B R e TR

1.

3T 7 Amazon Lake Formation #2#1#& , Bt Fhttps://console.aws.amazon.com/lakeformation/o
DHEHEEASIEEHREIRMNENAFSMER, BXEZER , S Lake Formation
AR IAM RS E,

ESMERTD  GRER  REERERAER,
EEABEERE L , R - MG UERERRE,
ESAKERT , BEHEKRR.

WMREM JDBCRFA , FHEEULTAR :

o BUEFEER - NIIRPIEEFE—NEE, FAHIEHEMERE Amazon Glue console, EEHH
JDBC AFZMEBRE T TERERGRIWEREEN R,

o BRBIERER-# A<schema>/<database>/<table>H<database>/<table> , BE{KEUR
FHIEE M. Oracle Database fl MySQL FXFHEEPWEN, ATUABES L (%) FFF
KE <schema>F<table>, Hl , N FREIZAF (SID) 7 orcl B Oracle BIEE , A
orcl/s UGS AEZEFEENAFPENFRINAE R,

/A Important
EFERXDRNE, MREAAHFENNEFEENER , W TR KM,

MRIEIETE MySQL B3EE |, W Amazon Glue ETL BRiIAERA Mysql5 JDBC Rzhf2F , Eit A
MAXZEF My, SQL8 BELA4wEE ETL /R AAERAF XA RIER M JOBC EZEL A BT
W customIdbcDriverS3PathZ ¥ , MNMfEMA X My ®Amazon Glue Hfth JDBC R ziTE
F. SQL8

MREMNBEXHSA , FEAENIEREENAR (‘THERAR" ) EFHE
BHERIRFIER IAM XBR, Hla0 , S A Amazon CloudTrail B , AP 249
Bcloudtrail:DescribeTrailsHcloudtrail:LookupEventsi R 8E7E 612 T #EFRIERT
#E CloudTrail BEFR , HAETHEREACGSLMEMAX Amazon S3 Hi% CloudTrail {ZE KX
PR o

BEHRITUATREZ—

« WTHEFRBERRE | JUERESEE - NHSMBREXARIRBES A8 — 820 BE.
XLEHEBRE R Unix XIEH glob X, BARF#NBEITHERUEZNRNEM,

BIE TR 286


https://console.amazonaws.cn/lakeformation/
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-programming-etl-connect.html#aws-glue-programming-etl-connect-jdbc

Amazon Lake Formation FRARIER
XU AHBRERNNIFAEE | B55H (Amazon Glue FXARIERE) TS FMERER,
s NTHEHFEFERRE  FEEUATFR. ISP ESAHNRFIMN—1T.

REW

ES AR, T2 IE,
PR

ENBHERNIENESORIIR. MRNZE , NEAETRBEFEE. S8IHKNELMR
BHERRHELHKNELE,

® Note
REERBZEINFIEEREM (LTHER ) B, TRIFABRARANPZR, MRERE
AFRENBLEABCHRAR , NXTRERIIGENHER,

PR
ERAFE , EXATRZENTHEFRNHIT. EFREN , 5D TPEEENITRERR
AT,

PTXBAR
(mik ) »X@EH5|IxR , AR (/) 2. =Bl . year/month/day.

Incremental data
Enter tables in the data source to import along with bookmark columns to determine previously imported data.

Table name Bookmark keys Bookmark order Partitioning

scheme - optional
v Remove

Comma-delimited list
of bookmark columns.

EXESEL , #5W (Amazon Glue FRARIEE) FHERELBERBIROLEHH
£,
6. ESABKT , SEBHKIEE. B Amazon S3 B RBIEH.

BRIERAENBIBEEN Amazon S3 BFrUE EBFTER Lake Formation R,
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® Note
Bel , BERAXEFINE B MLENBIEE.

7. EESAME,

A LER B EMIETIEE crton RERK.
8. TESAZEWMT :

a. WAIERB.
b. WFAE® , EREE (k) WIEREE IAM AEFEENAR

LakeFormationWorkflowRole,
c. (Tik)IBERIE. ZARVTIERVENBIEEZRRNBEH 2,
9. %“ECE K ARFEFEHESHRETEXKIVNEIER.

® Tip
BREBREITUTHEIRER?
User: arn:aws:iam::<account-id>:user/<username> is not authorized
to perform: iam:PassRole on resource:arn:aws:iam::<account-

id>:role/<rolename>...

MRE K EREEBEBEFMAREDE<account-id>ER THMK Amazon K5,

@ BESM :

« Lake Formation FHE B M T/E7R

ZTIER

YRA] LAE A Lake Formation 3241 &1 1T T/EFTE Amazon Glue $4|4A , 50#& Amazon Glue TS 1TH#
A (Amazon CLI) 5 AP,
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Z{TIER ( Lake Formation %14 )

1.

3T 7 Amazon Lake Formation #2#1#& , Bt Fhttps://console.aws.amazon.com/lakeformation/o

DUBEHEEARERAREIRMNRNASSNER, AXESER
AEM IAM RRSE,

» Lake Formation FHYIE B F TR

H2 7 Lake Formation

ESMERY  ERER,
EERTEL , EBIER. RE , EREXE L  EBRFH,
HITERZIN , EERBTRSHGEFEEHE, Nk FERFIZE,
REMNEESITHRRBERNEELRN, EESAFMETK.
THERTRE :
- BEERPEEEFTNWAEER,
o BHBEEFEIRIIBE BT,
MBTEREM , BFRITUTIRE
a. EBRIER. EBBRME  REEREEERX.
THEREREHFTFF Amazon Glue consoles
b. BREEEIER , AREERLIEFETF,
c. EAFIEERT , EBRIENIZIT, AREREFSTHFAFGE,
d. TS (BT ) BRPEREBMNELRCERNERF , ARERHREE, KM Tade
HER,
G BiEZH

289


https://console.amazonaws.cn/lakeformation/

Amazon Lake Formation FEANGIER

& BHE T A Amazon Glue Data Catalog

& A LAfE Amazon Glue Data Catalog ( ?&E B ) FRIBERS B, 4 — Amazon S3 FiE B
Amazon Redshift ZIECEFRNEKIE, SETUBRESRBBRERERE (S0 ) ME=FKHER ( Hlm
PostgreSQL Amazon DynamoDB, Google BigQuery, MySQL & ) WEIE, BIEEREHRT —I&E
P THEFEE  FEENANTEARETNBEZEENES.

BIEE ZBEUKESIEESRS 30 2MEBBERER. BYXMER , BRI LIE#HFREXLENAIBRIEN
BIE , MA L Amazon EHEHRBEEEREIEHE.

A EBEBHITRE G , BT LUMEA Amazon Lake Formation £ R E B HIE B A EIEH BIRE,
BEHEBRATUOE—KFASEKFNEM IAMZERA (AFRAR ) ZFBAN I RINR,
ARiE , IAM ZEATLEA ST Amazon REZEREIE , Hl40 Athena, Amazon EMR = Redshift
Spectrum,

#HE B FRM T LT HERE RSN GRS M S0 T B3R 17t Y BRI AR

« ¥ Amazon Redshift Z#E € E H#I E#E 5| A Amazon Glue Data Catalog — B ##E B S I A1
Amazon Redshift in B ZRIHERH , AGEHEBERFLUES LK ESH R,

I&T LAME A E{T 5 Apache Iceberg REST B 3% OpenAP| TR BN E 0 5| 15 R S EIE | il
I 5% EMR Serverless ¥ &# Athenao

o MAERERIEREX S SIEhIE B & — £/ Amazon Glue E B HUEE B B BB IBHIER |, H o2
4 B REfEA Lake Formation EF EBHBEMNHENER, TEFABRBIBIHEE X+,

« 1 Amazon S3 RTFHEBMEHIEE R ( MEIR ) £ — B LUEE Lake Formation 2 & = £ A
Amazon Glue API ##/EF Amazon S3 REABTEHZRNREAMMEmE |, HF1ZH FEMA Lake
Formation BB &,

- Bl R RREBEHE B FHHNIL D Redshift & — {RIVE WAL E A KL S Redshift B2
FREEF W Amazon Redshift BiEH=E | BRFEAKEE FOENEE T S Redshift k. HE,
B LAMEA glue:CreateCatalog APl #&{E6IZE Amazon Glue & B F , th af LU B REHE
iBCatalog source’y Red shift , ManagedfA/5i&Ei¥ Amazon Lake Formation ##l & 8|2 E B
Ko

- FRABEO@ BFZAHITL L% Redshift HIIEHE — I 5i# Redshift B ZEX AR EHIEE x|
FH A Lake Formation S B HIE L VIR A R H R &I A -7 E

YRA] LA{E A Amazon Redshift Spectrum &RV IR
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- FHIEE FEEIAT Hive TBRELE — FHIEB REZINIBTFME , £/ Lake Formation &
BXL S S3 PRFEENTHRNR. TEFABBFEIBRIHEE FH.
+ J¥ Lake Form Amazon ation & Data Exchang e £ — Lake Formation X #5i&33 1 7] 1 1] &89
¥IE Amazon Web Services Data Exchange, #1R{RIEFAI¥REY Lake Format ion ¥idE , 255
{Amazon Web Services Data Exchange AP #§F) Amazon Web Services Data Exchange I
Bo

£y
 JFI0 % Redshift ##E 5| A Amazon Glue Data Catalog
B & RIS E B IERE B Amazon Glue Data Catalog
« EHBIE Amazon S3 5 B % Amazon Glue Data Catalog
- EHOIZET S Redshift #£& H & Amazon Glue Data Catalog
- EEX Amazon Redshift ZiELZ P EIENNR
- EEXNFEANBTFENBIEENNR

R S #h Redshift 22#& 5| A Amazon Glue Data Catalog

BALAE ( BIEE K ) PEE Amazon Redshift H#E € EH K Amazon Glue Data Catalog 73 #7817 ,
HE— LS S3 HIFHFIL L7 Redshift ZIELE. Amazon Redshift 2 —IMELEEMN PB K =in
BIECERS. Amazon Amazon Redshift i ER — MHMET RN ERITERREKNES ,
XETIEREBEIENEFRNEAS, BNERZE1T— Amazon Redshift 5| Z2H 3 & — MR SN KIEE
FEo

1£ Amazon Redshift & , & A LA6I2 Amazon Redshift BB EB M LIRS BN E TR , RAEEH
AMBBIEE R, BIXHEM , BAUE— LS Redshift F£EFM# (RMS) F Amazon S3 &
FREIE | HiFRIK B3 A Apache Iceberg B9 7947 5| BRI B IRE

B EMar B ZEEMER , B RENBENHRNE K MEAENEH#TESNRBZ, BXE
Amazon Redshift FEMEFN G EZRNEZEFEE , BHSHIF Amazon Redshi ft £EEH a5 & 2 EE
MZEl, Amazon Glue Data Catalog

£ Amazon Redshift 7 , A BNHERZREOHEE FEME B ZRAMEFRIITHERAZ, X

FHEENBEENREINSTHREREZ  BATABIRIVNBEARE, HEZT , dB=ELM
e EERHIWEZEARG . EREERPEMERITEZEN , HANMEREEN KRBz H

E MEFENENNREERE,
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EHREEFRD , BB I BT EAREFHVNEBRKSER. SEFERKEB RZANEHAR | Z
B R AERE B . Amazon Redshift in & R PR RMUBEEREE FHERENRIIE. BT
DER—IKFHPEE IAM ZFEAF SAML AFREZRES BZFHBEENR , LA LUBTE Lake
Formation EE MK P A HEHEEMR, BETLURMITHRFIFEERIER | SR HIX ELEHEN R
B, BXEZELR |, HS1Y Lake Formation RHYHIEFIE A2 TR A L2,

BREBEXIBE=ZRABEREREN , SFE R, BEEMR (NUE ), YEBEHREERFIMamEZE
BB , Amazon Redshift 238 2 /X & MR B HIE B FZH 3 REREW , TR :

« Amazon Redshift in & ZRIR N BIEE FHFH SR B F.

« XBX® Amazon Redshift BiiEEEHIE B FHEMN B F.
« Amazon Redshift ZR#4 5 N #4E B FH 0 —NIEE,
 Amazon Redshift R FERHHEE FHHN— &,

. Redshift Namespace . Glue Catalog
Database A Glue Catalog
Schema A Glue Database

BTEN=ZFBEREREN , BUUEBEERHEAR=B2ERNNRRE “catalog1/
catalog2.database.table” 3k i5[E Amazon Redshift &, LbF\ |, BIEE BA 7T LLR$EE Amazon Redshift
EHREERKF ALK FERANAREHHER,

£ Lake Formation & , & 0] LA AN HIEE ZRRRHNBAH RZES , Z2EEREB Amazon
Redshift FIEiE. BEXMER , BUUERAERABREHVFER, RIPFNEAXREENEZNDT
Bz,
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BxRE , 5ZFEF Amazon Redshift #iE £ FE##E 5| ABBRH| Amazon Glue Data Catalog,

£

- TERB

- ABHRME

« FEPEE Amazon Redshift a5 # Z2 8] Y 50 R %4 Amazon Glue Data Catalog
« BIZET 5 # Redshift Bxa B &
- EEEERNR

- BEHEBREER

- FRIAZENKER X

- BIRREXS B %

- BHBKREEXR

- HABR

FEMLE

$F Amazon Redshift S8 a5 & 258 )X M E Amazon Glue Data Catalog # 4 — I S i#h S3 ¥z #
Amazon Redshift BIEERHEHIE , ATAERUATHFAL

. Z—WERAKR — FREMS Apache Iceberg RAMNEHS|Z ( Hl0T 7 EMR Serverless F
Amazon Athena ) E##EH Amazon Redshift T EEHIER Amazon S3 FEEHPNHKE , TEBIH
£ HEE,

s BRS —HWWEIELR 7R BB Amazon 2 TIRS BB S BERN , BEEEHHK
BREEFRNBEENXRZSR , RABRERE EMEREE ZH,

o B REE-E A LAR A Lake Formation #XBR , i FAFEARY 15 0] 12 Sl PR SR E B XN EX S BB R M 15
B A PR o

ABNIE
Ae A
10 B3 Redshift £ & SR EE R EHER RTERERRGEEA,
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Lake Formation ZE & 1E 57 EZEHGTRTERE , QIBKEE R, HE
HERARFXNEBKES B FZHNHENR,

Lake Formation RiE&EIE 7 RKUBKEE R , EHHKES B RZHHITSE
Redshift &,

BiEEmAE Amazon Redshift RiIZARE @I S S3 Fi#

R AR ML D 2SI i 4% I B o

LT EHNAPEMS Amazon Redshift fis & ZE AR F BRI BEN SRS :

1. 7 Amazon Redshift & |, QI R EEHEB R ERFEE ZP IMEBE I HRZTZE.,

2. BIEHEE R 1S Amazon Redshift S| ZSREHEE AN TR ZREFE , HEHEE XPUEEKS
B .
SRS ERE , BRI UELHIER ZXPEE Amazon Redshift 758 288 B .

3. MAFPETFESR. BEENRNNE, SR kKFASEMKAFHAPEZEENGEZHEE

RN FE
£ EE Amazon Redshift 5% 22 [B1#Y £ R 54 Amazon Glue Data Catalog

1. QI EBEHEER-SIEZERIESZmR ZEEBIEN IAM A6 | 812 Amazon Glue Data Catalog X%
( B, BEE. R/AB ) , HaHAMAF R T Lake Formation X R,

BROUBBIEHERE AW step-by-stepiii B , BHSHCIEREHEER,
2. EFMBIENEE AR,

BRTHIEHEREANRI , BB HEE R EEELL TR S 8E1E Lake Formation A #3% Amazon
Redshift & ZH2i1E5. BIERNEHHEE FERUAKLE AEE R RNER

"Version": "2012-10-17",
"Id": "glue-enable-datalake-access",
"Statement": [
{
"Effect": "Allow",
"Action": [
"redshift:AssociateDataShareConsumer",
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"redshift:DescribeDataSharesForConsumer",
"redshift:DescribeDataShares",
"redshift-serverless:CreateNamespace",
"redshift-serverless:CreateWorkgroup",
"redshift-serverless:DeleteNamespace",
"redshift-serverless:DeleteWorkgroup",
"ec2:DescribeAccountAttributes",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeAvailabilityZones",
"s3:createBucket",

"s3:deleteBucket",
"s3:putBucketPolicy",
"s3:putEncryptionConfiguration",
"s3:putLifecycleConfiguration",
"s3:putBucketVersioning",
"iam:CreateRole"

1,
"Resource": "*"
}
]
}
{
"Action": [
"iam:PassRole"
1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/data transfer role name",
"Condition": {
"StringlLike": {
"iam:PassedToService": [
"glue.amazonaws.com"
]
}
}
}

. MRATLERERESERN IAM AETFRHFEHEER , NIEE@ZACRKR FCreate catalogil
BR o
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SIZE xeEE

a. ¥JFF Lake Formation %14 , Mt A https://console.aws.amazon.com/lakeformation/o
b. £ “BIE Tt “EEABNMES,

c. EEEN,

d. ERFHRREEL , EE - IAM AFRRAR.

e. EIFEE B FNR,

f. &, BEAURTFIRTH QEBE R NR, IRFNEREATFEFREUEEF Create
catalogRETFHMEIEA,

g. ji;%E*Xo

Amazon CLI £ F 8122 E 4 B ZNRH R,

aws lakeformation grant-permissions \
--cli-input-json \

"{
"Principal": {
"DatalakePrincipalldentifier":"arn:aws:iam::123456789012:role/Admin"

},

"Resource": {
"Catalog": {

}

},

"Permissions": [
"CREATE_CATALOG",
"DESCRIBE"

]

}l

4. BIERBEEERA® BT D% Redshift Ef4RERT v2 FEHIE B Z+H AWM Amazon Redshift Bk
B %,

ZE M Amazon Redshift E#fl4R%E2T v2 EiBKS B ZH A Amazon Redshift & , HFERRIEEER
AR EE ST 5% Redshift RESHEKXA K ARN-. AWSServiceRoleForRedshift

aws lakeformation put-data-lake-settings
--region us-east-1 \
--data-lake-settings \
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{
"DatalLakeAdmins": [{"DatalLakePrincipalldentifier":"arn:aws:iam::123456789012:r0le/
Admin"}],
"ReadOnlyAdmins" :[{"DatalLakePrincipalIdentifier":"arn:aws:iam::123456789012:ro0le/
aws-service-role/redshift.amazonaws.com/AWSServiceRoleForRedshift"}],
"CreateDatabaseDefaultPermissions":[],
"CreateTableDefaultPermissions":[],

"Parameters":{"CROSS_ACCOUNT_VERSION":"4",6 "SET_CONTEXT":"TRUE"}
} 1

FRARER

5 RIE—/BEAHAE , Amazon Redshift ILARKREEBEZAE® , AT E Amazon S3 FE @&
BREFMMNZF B E R

RN FHA Apache Iceberg FIEH S| ZE ( HlTL S#h EHY Athena, Amazon EMR ) /5 A E3E 85
B PR LA EC2 17 R 548 B K Amazon Redshift ‘BIRET , BEECIR—PMEEFRENRERN IAM
ABRHIITELTH S3 FM#ME 2 R M BIEL o

{
"Version": "2012-10-17",
"Id": "glue-enable-datalake-access",
"Statement": [{
"Sid": "DataTransferRole policy",

"Effect": "Allow",

"Action": [ "glue:GetCatalog",
"glue:GetDatabase",
"kms:GenerateDataKey",
"kms:Decrypt"],

"Resource": "*"

}
]
}

6. U TEFEERRIME Amazon Glue 1 Amazon Redshift RS EHEAm AR S |, LA AFE S
Amazon S3 FENHEEN AR,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {

FRFZ M 297



Amazon Lake Formation FEANGIER

"Service": [
"redshift.amazonaws.com",
"glue.amazonaws.com"
]

},

"Action": "sts:AssumeRole"

]

7. MREFERAEFREFRLINE Amazon Redshift E£8/ap & ZE[E FRVEIE | BFFA T H4A KRR INE
Z4EH, Amazon KMS kS E#H A EMHN Amazon K5 , HIEEBELHAREN. RIAER
T , Amazon Redshift SEEFHPHBIEEA KMS B4 1TINE ., Lake Formation 24t 7 —/NEIK
SIZATMENBEEN KMS Z4. IREEANSELEENRL , NAT R ZHPNEEN ZEH
R,

BXEERFEREARANRNESEE  FEAESEERHEN.

"Version": "2012-10-17",
"Id": "auto-redshift-3",
"Statement": [
{
"Sid": "Allow access through RedShift for all principals in the account
that are authorized to use RedShift",
"Effect": "Allow",
"Principal": {
AWS":
1,
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "123456789012",
"kms:ViaService": "redshift.us-east-1.amazonaws.com"
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I
{
"Sid": "Allow access through RedShift-Serverless for all principals in the
account that are authorized to use RedShift-Serverless",
"Effect": "Allow",
"Principal": {
"AWS":
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "123456789012",
"kms:ViaService": "redshift-serverless.us-east-1.amazonaws.com"

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::123456789012:root"
},
"Action": [

"kms :Describe*",

"kms:Get*",

"kms:List*",

"kms:RevokeGrant"
1,

"Resource": "*"

}I

"Sid": "Allow GenerateDataKey + Decrypt to the DataTransferRole via s3",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::123456789012 :role/data-transfer-role-name"
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},

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

]I

"Resource": "*"

I
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"

}

B2 I % Redshift Bx& B &

AEBNAEZEFIATEZRBE, CERKESREFUROEMERARTNRAMENS R, R
LAfEF Lake Formation ##l&. Amazon Command Line Interface (Amazon CLI) 2 APIs /%mﬁiﬁ
L{FSSDKs, AEBHNRHOIERTE—NMNEKFFHEFEEF/ mEZH., BEERNBEEAE.

E 7B X Lake Formation BB INEEME ZE R |, 5 Lake Formation FHIEK ~HELZ,

EHIER ZPEE Amazon Redshift iy Z2 (8]
1. BEDIZERBEHESEE,
Console

1. AR HEE R 0 B 19 & Lake Formation #8&]& , Wit A https:/
console.aws.amazon.com/lakeformation/. SfnZl “$IEEF” THW “BEFR W H.

2. ERLARGRN SR ZERBE. R JEREYINZREEZEANSERS, “KRER
RERRECHFMEIG R ZE |, B REZBERIELEIS,

IR 5% Redshift BXE B & 300
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Catalogs

v How it works

Create a catalog Manage catalog permissions Access from query editors
Register Redshift databases as catalogs in the Data Catalog. Learn more [4 Manage permissions for specific catalogs, databases, tables and fine-grained Access catalog objects from Redshift Query Editor v2 [ and Athena
data access. Learn more [ Console [2.

Create a federated catalog for your S3 Table Buckets. Enable S3 Table integration X
dTORY! g

Pending catalog invitations (4) @ Approve and create catalog Reject
View and manage Redshift namespace/cluster invitations in the AWS Glue Data Catalog.
[ Q. Find invitations ] 1 [}
Name [2 v Source accountID ¥ Received v Status v
(@) arn:aws:redshift-serverless:us-east-2:451785580005:namespace/c0381d75-3f21-49f2-b2¢3-44d000803a71 November 20, 2024 at 10:16 PM UTC @ Accepted, catalog not created
(@) arn:aws:redshift-serverless:us-east-2:451785580005:namespace/4a798b4c-71d8-4df4-b77f-52cff8ac80a1 November 20, 2024 at 5:38 PM UTC @ Accepted, catalog not created
(@) arn:aws:redshift:us-east-2:451785580005:namespace:48a491a6-d5d8-415b-b5b2-3832a4affb08 November 26, 2024 at 3:45 PM UTC @ Accepted, catalog not created
(o) aws:redshift:us-east-2:451785580005:namespace:a77f139¢-5a19-4b53-a662-c2f50db2fc28 December 3, 2024 at 2:21 PM UTC @ Accepted, catalog not created
Catalogs (1) @ Actions ¥ View ¥ Create catalog
A catalog is the top level in the Data Catalog's three-level data hierarchy and contains Data Catalog objects.
[ Q_ Find catalogs by name ] 1 (]
Name A | Type v | Source v | Owneraccoun... v | Sharedresource v | Sharedresour... v | Shared resource owner region v
O Default Default catalog

3 EEERSTHNERES  HEEREAUEEEE NS, EESNELRET  BF
WEFAEE, RBESESEE  RESEGEGHE, NRMAESEE  NEABHG

Z2iE,

Amazon CLI

UTRBIERMAEE, EZHIMZE. & Amazon Web Services Ik SPIEER A
B Amazon Web Services Ik F3iE, FE# N 5ldata-share-arn A& 2= 8 B 3EBR
Amazon FiR&F (ARN),

1. EEFLENEE,

aws redshift describe-data-shares \

--data-share-arn 'arn:aws:redshift:us-
east-1:123456789012:datashare:abcd1234-1234-abl2-cd34-1a2b3c4d5e6f/
ds_internal_namespace' \

2. EREIE

aws redshift associate-data-share-consumer \

--data-share-arn 'arn:aws:redshift:us-
east-1:123456789012:datashare:abcdl1234-1234-abl12-cd34-1a2b3c4d5e6f/
ds_internal_namespace' \
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--consumer-arn 'arn:aws:glue:us-east-1:123456789012:catalog’

3. 1 Lake Formation i/~ I EMER A 2= A, A RegisterResourceAPI ##{EFE Lake
Formation HEM#IERE, DataShareArn2M i ASHResourceArn,

(® Note
LSRN BELSR,

aws lakeformation register-resource \

--resource-arn 'arn:aws:redshift:us-
east-1:123456789012:datashare:abcd1234-1234-abl2-cd34-1a2b3c4d5e6f/
ds_internal_namespace'

2. BIEEKEHR.

EZBEE , REEAHEERHEE—NIKE B X , ¥ Amazon Redshift @5 Z= (8] A1 HY 3T SRR
HEHEE R, BUARBEHEEASEGCRERMENENAFARAR,

Console

1. BEZHEZRBES , FETREBFHARFENME.

2. BRBEFRFMELSNEL , MABRNE—EH, BRBENERANE. BFRSE
MUKELFUNTFHRET 255 M2, EAUERRIRMAFERBRERREN
( catalogid.dbname.schema.Table ) # R ZRBR & 65 & 22 A,

3. WA BRWER, HARAKESFUNTFRET 2048 NEF

4. FETXK , & “NFRE Iceberg PEIZIFHELE R E%E , LATFHEL S EMR LERF
& Apache Iceberg B2 #7512 ( a0 Athena #1 Apache Spark ) 15 R1E &% Redshift &

N
o

BT E S AR H RN BRENAI A Amazon Redshift i5 BBk & B .

IR 5% Redshift BXE B & 302
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Catalog details

A catalog is the top level in the Data Catalog's three-level data hierarchy and contains Data Catalog objects.
Name

[ nscatalog ]

Catalog name is required, in lowercase characters, and no longer than 255 characters.

Type
Federated

Source

Redshift

Description - optional

namespace catalog

Descriptions can be up to 2048 characters long.

Access from engines
You can access this catalog from open source enginers as well as Amazon Redshift.

Access this catalog from Iceberg compatible engines.
Choose this option to access the data catalog using with Apache Spark running on an EMR cluster.

1AM role
Role used by Redshift for loading data to and from S3 bucket that is created for the managed workgroup.

[DataTransferRole v ] @

( Create an IAM role [ )

Encryption options
Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize your encryption settings.

[7) customize encryption settings
To use the default key, clear this option.

Cancel ( Skip to Review and create ) Next

5. F TEIXLLER S| ZBEEHIEZEFE A Amazon Redshift 45 & Z2 8 , & Amazon Glue Bz —
MNEEM Amazon Redshift £8 , ZEH E B ET M Amazon Redshift ZIESE TER
HHER THTIERMEAREMENITENEZE TR,

BEFEN— 1AM AERAE Amazon S3 F 4L M BIE MM E R BIEAFENNR,

6. BIAER T , Amazon Redshift E£E8 W EIEFEH Amazon TEZRHAHFITINE, Lake
Formation 2t 7T —METIREGIZA T MEZENBEEN KMS %46, REBEANREFEE
HZ4R | MABR B4R N4 E M B4 R BE,

MBS FERAREFEENZEAN Amazon Redshift 28 /5r B 22 B P SKIEH TR | HikEF
BENIBRE, EFABTENRA , BHTE KMS BAFRMEMEENIEERAE
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B, BXEZEER , 55MH TP EE Amazon Redshift a7 % ZE B BY £ R %4 Amazon Glue
Data Catalog.

Amazon CLI

ERAUATRERBEEZ-NMNEF , EREER K EKIE B K Amazon Redshift ##z,

Amazon CLI

aws glue create-catalog
--cli-input-json \
{
"Name": "nscatalog",
"CatalogInput": {
"Description": "Redshift federated catalog",
"CreateDatabaseDefaultPermissions" : [],
"CreateTableDefaultPermissions": [],
"FederatedCatalog": {
"Identifier": "arn:aws:redshift:us-
east-1:123456789012:datashare:11524d7f-f56d-45fe-83f7-d7bb0add6d71/
ds_internal_namespace",

"ConnectionName": "aws:redshift"
},
"CatalogProperties": {
"DatalakeAccessProperties" : {
"DatalakeAccess" : true,
"DataTransferRole" :
"arn:aws:iam: :123456789012:role/DataTransferRole"
}
}

} 1
3. MERKFHASKS PR ETFNR,
Amazon Web Services Management Console

1. B T—F , AEAFRRTFAZEER, BEENRHNER.
2. EAMNRRER L , RBRZEANBR FHINRRE,
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4
Add permissions

Principals
Choose the principals to grant permissions.

© IAM users and roles

Users or roles from this AWS
account.

() SAML users and groups
SAML users and group or
QuickSight ARNs.

(O External accounts
AWS account, AWS organization
or |IAM principal outside of this
account

IAM users and roles
Add one or more IAM users or roles.

{ Choose IAM principals to add

UserRole X
Role

Catalog permissions

Choose the permissions to grant on the catalog. Choosing Super user overwrites individual permissions, granting

unrestricted administrative access.

(7] Super user

A super user has unrestricted administrative privileges to perform any operation on all resources within the catalog (databases, tables,

and views).

Catalog permissions
Choose specific access permissions to grant.

Create (] Describe
database

(] Alter

(7] Drop

Grantable permissions
Choose the permission that can be granted to others.

Create (C] Describe (] Alter
database

D Drop

[

(] super

This permission is the union of all the individual permissions to
the left, and supersedes them.

(7] super
This permission allows the principal to grant any of the

permissions to the left, and supersedes those grantable
permissions.

X

a. EEMHIOF , BEFARE  REEEER TR TS,
« IAM AP MAE-MIAM BAFNgelRFEE-IMHZSIAFTAE,

B ZE T ¥ Redshift Bx& B &
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« SAML A #M&4A — 33 F SAML BA% Amazon QuickSight B FE4A , FRhES
SAML R AFRRFARL AR REFAE R A —PHZ ARNs Ama QuickSight
zon BIRA M (ARNs), B ARN fF1% Enter,

Bx{AERE S ARNs , 25 Amazon CLI 5 & Amazon CLI 855

o HAEBIKF — X F Amazon, Amazon AR IAM ZEHEAR IAM AFRAREA—D
HEZNEMH Amazon K IDs IDs IDs, 4R, HLRHEUFH ARN, E8NID FE
Enter, 447 ID BH“0-"/FHR 10 | 32 NMNEFBRKFAK. £147 ID Hlou"FFk , /&
RA4F2MEFZRIHF (ZEOUMBHID) . ZFFRERE-NEEL
8 F 32 MNANWNEFRIEF.

b. ERREPD A, IEENRM TR T HNR,

HEENRT , B —IHZIERTINR, £ TRFNR T, 2ERTFEZET
BEHE Amazon I PRI EMEEARTINR, SEMATKS @ IAM EER TR
B, A EFLIED

1%£$F Superuser JEAAFPRTFINEFHRR (HEE. &, UE ) HERHINE,
3. &R A,

Amazon CLI

ERUT RAIBEIT AT AR T B xK, BFEFEMKRNR Amazon CLI :
« BUTFRBIEBBIMAERFXERE B KN R.

aws lakeformation grant-permissions
--cli-input-cli-json \

{

"Principal": {

"DatalLakePrincipalIdentifier": "arn:aws:iam::123456789012:role/

non-admin"

I
"Resource": {

"Catalog": {

"Id": "123456789012:nscatalog"
}
1,

"Permissions": [
"DESCRIBE", "CREATE_CATALOG"

IR 5% Redshift BXE B & 306
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]I

"PermissionsWithGrantOption": [

]

} 1

o ER BT RAIRER T X AR ERER

aws lakeformation grant-permissions \
--cli-input-json \
{

"Principal": {

"DatalakePrincipalIldentifier": "arn:aws:iam::123456789012:role/non-admin"

},
"Resource": {
"Database": {
"CatalogId": "123456789012:nscatalog/dev",
"Name": "public"

},

"Permissions": [
IIALLII

} 1

o LA 7R3 BA N4l 42 F X+ Amazon Redshift #k3E & & REER .

aws lakeformation grant-permissions \
--cli-input-json \
{

"Principal": {

"DatalakePrincipalldentifier": "arn:aws:iam::123456789012:role/non-admin"

},
"Resource": {
"Table": {
"CatalogId": "123456789012:nscatalog2/dev",
"DatabaseName": "public",
"TableWildcard" : {}
}
I
"Permissions": [
"ALL"
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} 1

4. EE T UEFEFFAGERHUBRKSE R, MUENRKRSEFZFNERNRFERER
F U HE Fo

5| T Amazon Redshift Bx4& B . catalogID = 123456789012:Redshift-federated
catalog id

ERERAFENR

BIEBRE B RE , B LAEH Lake Formation B#|AHEE B ZHHIX KR Amazon CLl,
Amazon Web Services Management Console

1. ¥TFF Lake Formation #2%&|& , Bk A https://console.aws.amazon.com/lakeformation/.
2. £ ‘BIERE R TEF ‘BFR
3. N “BFR MHEMNSIKRFIZEKRSE B R

4. BRBENEHE REENFEAERNR (HBEENR ) . NREHFEREFRRTFXENRN
BREY IAM EHE A,

Amazon CLI

« LUF Amazon CLI /=455 B8 an{a 5 R TR B %o

aws glue get-catalog \
--catalog-id 123456789012:nscatalog

0a) /82
{
"Catalog": {
"CatalogId": "123456789012:nscatalog",
"Name": "nscatalog",

"ResourceArn": "arn:aws:glue:us-east-1:123456789012:catalog/nscatalog",
"Description": "Redshift published Catalog",

"CreateTime": "2024-09-05T14:49:16-07:00",

"FederatedCatalog": {
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"Identifier": "arn:aws:redshift:us-
east-1:123456789012:datashare:b1234589-e823-4al4-ad8e-077085540a50/
ds_internal_namespace",

"ConnectionName": "aws:redshift"

},

"CatalogProperties": {

"DatalakeAccessProperties": {
"DatalakeAccess": true,
"DataTransferRole": "arn:aws:iam::123456789012:role/
DataTransferRole",

"KmsKey": "AWS_OWNED_KMS_KEY",
"ManagedWorkgroupName": "123456789012:nscatalog",
"ManagedWorkgroupStatus": "AVAILABLE",
"RedshiftDatabaseName": "dev"

iy
"CatalogIdentifier": "e2309c2c2fb048f1a3069dfdclc7883e",

"CreateTableDefaultPermissions": [],
"CreateDatabaseDefaultPermissions": []

BAT 75356 B 20 4AT 15 SR K P FR Y PR B B 3R

aws glue get-catalogs \
--recursive

AT RHIERE R T {A3REL Amazon Redshift ZiIBER B F.

aws glue get-catlog \

--catalog-id 123456789012:namespace catalog name/redshift database name

AT RPIE R & R ANAIZREL Amazon Redshift Z23EEHR B P HIIEE.

aws glue get-databases \

--catalog-id 123456789012:namespace catalog name/redshift database name

LT RBIERE R T W0fa4E B FHIREL Amazon Redshift &,

aws glue get-table \
--catalog-id 123456789012:parent catalog name/redshift database \

EFEEFEFNR
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--database-name redshift schema name \
--name table name

o LA 745035 BB a0l A Amazon Redshift 23EE PRIV E &Ko

aws glue get-tables \
--catalog-id 123456789012:namespace catalog name/redshift database name \
--database-name RS schema name

EHREE X

BAILAE A Lake Formation ##1&. Amazon CLI 5% UpdateCatalogAP| #EEFHEIEE ZFH
Amazon Redshift Bk & B %o

Amazon Web Services Management Console

RBLLT SR A Lake Formation 1241 8 FEH NS B o

1.

o & w0 DN

B X HITFF Lake Amazon Web Services Management Console Formation 2 #1& , it
A https://console.aws.amazon.com/lakeformation/,

EEMSMERD , ERBEERTHE R,

EERNEL , EREFEHMNIL SE Redshift Bk E B Fo

£BRE T, &R RE

FREABREAGE RELN “MSIZHR" 2T , &F NHRSE Iceberg W52 FE L E
R, kIR N 32 A Apache Iceberg KI5 28 /5 A B4R 815 RIAUER

ETXR, SIZ2—NH IAM BE3EE—IIE IAM AR | ZACHN KK ER T Amazon S3
F#@EZBRITHRIEAREIDR,.

BEXANBHNESZELR , S HEHEIE Amazon Redshift 45 28 (81 #Y 56 R &4 Amazon Glue
Data Catalog.

. RIAMBERT |, &1 Amazon Redshift EEFHRHNHBEBREFERAMNZN, Amazon £E X F{AME R

ERERAEFRERANBRE | H61E KMS RHERIEFEBFEFEE Amazon Redshift 55
Z2 8] {9 55 R %4 Amazon Glue Data CatalogZs¥1 AR E XX RV B 4R

IRBRRE

BYERE , BRFAGEREFE RSN ‘K" WHEE THEAE M.

il
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Amazon CLI

AR Ri@Eid ¥DataLakeAacessSHERE N MBRAKIEMIHEH update-catalog CLI AR
fflfalse,

aws glue update-catalog --cli-input-json \
{
"Name": "nscatalog",
"CatalogInput": {
"Description": "Redshift published catalog",
"CreateDatabaseDefaultPermissions" : [],
"CreateTableDefaultPermissions": [],
"FederatedCatalog": {
"Identifier": "arn:aws:redshift:us-
east-1:123456789012:datashare:11524d7f-f56d-45fe-83f7-d7bb0a4d6d71/
ds_internal_namespace",

"ConnectionName": "aws:redshift"
.
"CatalogProperties": {
"DatalLakeAccessProperties" : {
"DatalakeAccess" : false
}
}

R HZERE R F

Amazon Lake Formation Bk Zh&E /o 1 B P £ 2 Amazon Web Services Il Amazon 40482 2 [H]
ZEMAZTHHAABEN  IBFEZESEMKF, RN IAM ZEXARE AN , MNMIREX T
RBANKZEEHBHBMTENR,

Lake Formation £/ Amazon Resource Access Manager (Amazon RAM) [REREH#HBRHAZ, Y&

EHEMKFHZE FEFEN , Amazon RAM LB BRNE K RIS EZ HIEL R FRR THIEE,

20 Amazon Athena H Redshift Spectrum ZEKMWER SRS EERREETHEEERPIIERE
BR. ZERAZELEBSHWRREFRBIETE Amazon Glue Data Catalog [l Eff Amazon Web Services
P HEERRENERERE, BXBREENESEER , 55K La ke Formation & REEEN T/ER
I,

HRAEMHKEE R 311
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BREERFER—ITHEAEXNR , EslAXRBHMKPF N A REK~HKEBIEERE K. Amazon
BRI B REEABPOERFEEEENREE., BREFEERREEN , YTEENTRER—
B #& Amazon Redshift Zi#EE SR B & ( Amazon Redshift BIEE ) TH BERER.

EfEE ZEEIERET , /REE Lake Formation CREATE_CATALOG Hglue:CreateCatalogi R,
BIEERBKFIKE HRWE REESSH

O] LAE A Amazon Lake Formation ##]&. Amazon Glue CreateCatalog API 5 () BlZEigEE
il Amazon #h[X#Y Redshift ZHEFERBS B M B FEEERE. Amazon Command Line Interface
Amazon CLI

SRIEM A B R B KRR (2FE )

1. ¥TFF Amazon Lake Formation ##l& , Mt} https://console.aws.amazon.com/lakeformation/o
LAYA Lake Formation CREATE_CATALOG F AR K & 19 & .,
2. ESMBERD , EFER, RAREFVNEBR R,

3. EREBFZFHFHAGFEREL , REUATEER

=L

i‘FE"J.A A‘%E%%ﬁ ﬂﬁ*ﬁnﬂa)ﬂumgﬁo g*’_\—]uﬁﬁﬁb\;ﬁiﬁﬁo

R B FEEERRFN B FRRE,
HIR

1%£# Redshift,
Target Redshift B &

%% Redshift BIEFELIKES B RIMNFIRFPIEEREENM ( BF ) BF.
ZIRTEEENKFHRENFEER. B3R, BNERFIETEZRFEEKS ID. IR
BRERICELANKFAFREENER , BREUTHE :

s MREFEZBIEHNEER , BREXFEHEEARBR FTEX B XM Lake Formation X R,

- MRERBFPHEER , HEENKF, ERNIKF,FER—1 Amazon HLAF | FRRKRED
EZH %EI’J Amazon Resource Access Manager (Amazon RAM) %R £ ?-m‘ilﬁo BXEZ

1§/u\ y |Fﬂ Eﬂ;EaEIJﬁlﬁ/\;Llﬁ Amazon RAMO
HRHEZNEREEF 312
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4. EfF Apache Iceberg &) 5| ZEWB I E AL S # Redshift i5 & Z2[E , i Amazon Glue £|2
—MNEEM Amazon Redshift £8 | ZEHEEEFE MM Amazon Redshift BHECE TEHEHN
BRATHITEEREMENITEMNE#H TR, BFEEN— IAM A€I1R#HE Amazon S3 FHEHE
EEMBUEMM P E R BIEFTENDR,

5. iij:%-lt_io

6. (Hit ) EFEFMRRABMEMZIEAR TR,

BR , BRFXE ZEZERNWNRHATERFN B (5% ) BXNNR, BAMEMRF EIRE
FHR , FBETE Athena F &R B FEEiE,

7. ETR, EEERBERRFAGRALECEER,
Rig , LUK BR NH N ERFERTHENER.

DFE | L B R B ERST O ERIEFEEENREE  UAVBEIERLIBHITHR,

Bl B FEEER R CLI =l

o  TELTFRHIF |, ZTargetRedshiftCatalogi RIEE T Amazon Redshift BREBIBER B F
( L5 # Redshift Z3EE ) B9 arn, Bl B X4EEAESADatalakeAccess4/a Ao

aws glue create-catalog \
--cli-input-json

"{
"Name": "linkcontainer",
"CatalogInput": {
"TargetRedshiftCatalog": {
"CatalogArn": "arn:aws:us-east-1:123456789012:catalog/nscatalog/dev"
},
"CatalogProperties": {
"DatalakeAccessProperties" : {
"DatalakeAccess" : true,
"DataTransferRole" : "arn:aws:iam::111122223333:role/
DataTransferRole"
}
}
}
}l
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B REERRT R R R

A E B REERR TURERNRBEENREZENTREE., ABREERREEDSRTREEN,
AR E N T a5 A 888 MRV E — B 4% Amazon Redshift #(#EE 4 B 5% ( Amazon Redshift Z3EFE )
THBERER,

& A LA Amazon Lake Formation ###|&. APl 2 Amazon Command Line Interface (JAmazon CLI

BRI m L ZM Amazon Redshift ZUIEFE R RN AREERE,
« BXFEMEE  FSRUBERXAZHIEE ZBIEENRREERE,

LT R B REEBHET IEBIEERIREZERN Amazon CLI R,

aws glue create-database \
--cli-input-json \
{
"CatalogId": "111122223333:1inkcontainer"”,
"DatabaseInput": {
"Name": "dblink",
"TargetDatabase": {
"CatalogId": "123456789012:nscatalog/dev",
"DatabaseName": "schemal"

} 1

- EEERERERBTUERERER | EELAEA M Amazon Glue Data Catalog I —MNEEXRE
JREE#EE Amazon Glue BIBIREE

BXROUBEOHERNTREENESZEE | BEHUEEOAZHIER FRNVAREE,
- BB ESRERERRANBERF

aws glue create-database \
--cli-input-json \

{
"CatalogId": "111122223333:1inkcontainer",
"DatabaseInput": {
"Name": "dbl",
"Description": '"creating parent database for table 1link"
}

} 1
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- BIERFREETH

aws glue create-table \
--cli-input-json \
{
"CatalogId": "111122223333:1inkcontainer",
"DatabaseName": "dbl",
"TableInput": {
"Name": "tablelink",
"TargetTable": {
"CatalogId": "123456789012:nscatalog/dev",
"DatabaseName": "schemal",
"Name": "tablel"

il BREX & B

B L MEAglue:DeleteCatalogi®RES Amazon Lake Formation 2| & Ml Br 487 5 Amazon Glue
Data Catalog S22V Ex& B .

MBS E S (244 )

1. 3TFF Lake Formation ##|#& , it R https://console.aws.amazon.com/lakeformation/s
2. ESMERF , ERBEEZTHE R

3. MEFRIRPEZRZEMERE B .

4. M BRAE IR BIBR

5. 1%&%% Drop #1THIA , BXE B T HMBIER FHMER.

I BREX S B & 315
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Amazon Lake Formation FERARER
r ~
Delete catalog gluebqcatalog X

Permanently delete catalog gluebgcatalog? This action can't be undone.

[ /N Proceeding with this action will delete the catalog. ]

To confirm this deletion, type gluebqcatalog.

[ gluebqcatalog ]

Cancel Drop

il BREX & B & (CLI)

aws glue delete-catalog
--catalog-id 123456789012:catalog name

EHREE X

EEREMBEREARTINRE , T AEZHTARERNKSERKFNER , HERFEH Amazon
Redshift, Amazon Amazon Athena EMR #l ETL &% SQL T&, Amazon Glue

A2 Amazon Glue Data Catalog fEF Apache Iceberg Rest ¥ B i B4 Spark N BRRFIEZENE
ZER , B2 ( Amazon Glue FR AR 1EFE) F A E Amazon Glue Data Catalog#f4 o

£ Amazon EMR Lt f£f Apache Spark , A LIERABIIEEES (DDL) EREBRFEFEFQUENE
B3R, E7E Amazon Redshift ZUIEE QI ZZMMIBRET , T A LTI E Lake Formation X PRCreate
table, Drop

BEXBTFHEEZNRNESEFR , BTZRARTNHIEE FHRHR,

BEXMNHPEREHFRBRNEZE S Amazon Athena , i3] Amazon Athena F FF1EE Amazon
Athena® B Amazon Glue Data Catalog M\ Z&ifl,
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https://docs.amazonaws.cn/athena/latest/ug/gdc-register.html
https://docs.amazonaws.cn/athena/latest/ug/gdc-register.html
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SR
Hib %R

O] LAME A Amazon SageMaker Lakehouse SEI IS BB EMBIE R P HREN S —HR, B
SageMaker Lakehouse , & LB FF BHY Apache Iceberg REST API fEA EE D47, #Hl8s% I M
WERESIZE | BiE—3. FANHERGREBBRRLLHEHE.

. I 5% SageMaker ffid &
 {# Amazon La SageMaker kehouse &1t b B9 B dE 175 1)

BX & B\ EAE R+ Amazon Glue Data Catalog

& 0] LAfE &2 Amazon Glue Data Catalog ( #(#EH % ) EZFBIELE , HlIAmazon
Redshift, Snowflake, Amazon RDS Amazon DynamoDB, OracleZ =3 #EEFREKRS ( 4l
O MSK ) AR A# RS ( fliNTeradata ) o Amazon Glue X LEiE3Z 74 £+ Amazon Glue Data
Catalog #5¥f 2|# Amazon Lake Formation , R EANENTHAKERGIZERKS B F.

REBZRENATEEREDIHREENTRBS. CELEBEZMIIBERZETHHRE K MEE
RE, #AMNE (ETL) I8
£ X Amazon Glue EENEZEER |, 525 ( Amazon Glue F&X A RIERE) FHIEREHIE,

BUEHERE A 0 LAE A Amazon Sage Maker Lakehous e /%, Amazon Athena

RE , BIEHEE R AT LAEH Lake Formation #FX B RPN ROBANER |, 12418 F. BIEE.
=, ¥, TRETESETERINNHENR. BIEDFTITATLAER Athena I MEIR E 4% B HIEIE
J& , T Lake Formation 5@ &I 1TEE NG RIEKEE, WM AT A EENERNFEHZNRENERE
M ELIEZT T KR,

FB

- TER

o FFBIE B FEE BN EIRRN LRFH

« £ Amazon Glue EE I EHKEE F

- BEEEREIR

- MIBREXS B =

- BHBKEER

. HiRR
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https://docs.amazonaws.cn/glue/latest/dg/glue-connections.html
https://docs.amazonaws.cn/sagemaker-unified-studio/latest/userguide/lakehouse-add-data.html
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Zs
I 1/E DL

BENEERRAREAMENRNAFPERUA TSR | & Amazon Glue Data Catalog iE1ZEI S\ SR Bk #E
R

1. 812 Amazon Glue EBIERIIERE, FAEREN , AT EMEEN IAM B4R ENGIE
Lambda B #H Amazon S3 R FEERAE.

2. X5 Lake Formation BYiE#E,

3. fEF Amazon Glue EEEHIE B ZHEIEKS B FLUEEBTAKER, HEE. XNIBL283
EBFEEZHHITRE , HIE Lake Formation #iE#AL .

4. {3 Lake Formation S FREBIBEONIMBF NS EE K. BEEMRENIHFRINE, FH Lake
Formation AT LA EIEH. ©EM OLTP REN AN ENF M EEIKEE , MNTEBITEMIELkZE
iBvid

R, BIESHIM A LAER Athena 1Y SQL EMBLHIEE FHRMERE , THERIMNEER
BRRERE. 2MAILUZITERE SQL &l , RERBESIRENEE , EREEXNBIEEEDNT
B BRIERR

MR B FERTNEBRIERA TREZHF

Zf Amazon Glue Data Catalog EZZI AT EIEIR,. 1@ Lake Formation EAHEZF REKRESE X ,
BEETHRUATER :

® Note

FA1EIY Lake Formation FiEHEE G B2 Amazon Glue MEZLUEE SN BEHFER |, HoE
BREB %o

1. BIZE IAM &6,
- BIEEEHBENBHRIFRIEZEMEMN AR (Lambda EEE. Amazon S3 tIREMIE. 1AM
At F Amazon Glue E# ) WA ENRBENA G,

- BIE—NEFIHR Amazon Glue EEE M ( Lambda BIEFH Amazon S3 iRFEM#E ) FTEMN
BENBENBE, HIRME Lake Formation SEAHEZN |, IREMAXN AR,
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ZE A Lake Formation BB MR IR B P EIE | 24710 Lake Formati Amazon Glue on £
AHE$E, X# , Lake Formation Fi 7] LAEIE &2k Athena HE A T E B S BIERNEIE,

ZAGELFIBAESelectHEDescribeXt Amazon S3 F#&E WA Lambda B EREI AR,
» s3 : ListBucket
* s3 : GetObject

* lambda: InvokeFunction

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3.x"

1,

"Resource": [
"s3://"+"Your_Bucker_name"+"Your_Spill_Prefix/*",
"s3://"+"Your_Bucker_name>"+"Your_Spill_Prefix"

]

},
{

"Sid": "lambdainvoke",

"Effect": "Allow",

"Action": "lambda:InvokeFunction",

"Resource": "lambda_function_arn"

},
{

"Sid": "gluepolicy",

"Effect": "Allow",

"Action": "glue:*",

"Resource": "*"

}

« FUTEERERNE R TIEMEED IAM BEH

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {

"Service": [
"lakeformation.amazonaws.com",
"glue.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}

o FEENBESEERASTRAEIZA®Mian: PassRole R,

UTEEFHAPRNANEEKR, <account-id>FNBAMM Amazon K5 |, Rig<role-
name>B N AEHNE .

"Version": "2012-10-17",
"Statement": [

{
"Sid": "PassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam: :<account-id>:role/<role-name>"
]
}

}

- EEBEARPOEKRESE R , BRERTEMRE (aws lakeformation get-data-
lake-settings ) , BREFEAH IAM A2 Lake Formation IR HEER

NMRELFEBIEREER , NEEPE Lake Formation CREATE_CATALOG X FEFEERIZER
Fo AT RGIEBEIIRF 022 B ZATENNR,

aws lakeformation grant-permissions \

TR
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--cli-input-json \

{
"Principal": {
"DatalLakePrincipalIdentifier":"arn:aws:iam::123456789012:role/non-
admin'

.

"Resource": {
"Catalog": {

}

.

"Permissions": [
"CREATE_CATALOG",
"DESCRIBE"

]

)

2. MREFEAZFEENE Amazon KMS AN EKIBRP W HIEFHTMNE , BEZHPRMUT EH
K, FESSRABTRN Amazon k5 , HIEEAEEN. RIABRT , £H KMS ZAXHKE
AT, Lake Formation 324t 7 —MNEDUKAIZEA TN B E N KMS #41, IREFEANZ
EFEENEH  NATHAZA RS ENZHRE,

BREEEREFERARANRNESEE , ASRAESEEEEN.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,
"Resource": "arn:aws:kms:us-east-1:123456789012:key/key-1"
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https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-cmk
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£/ Amazon Glue EERIEBRES B &

E¥ Amazon Glue Data Catalog EZEFINBHIFER , BEEFAREBENIBRIFERHTERF
Amazon Glue &%, 0 LAEA Amazon Glue ##|5&. €/2 Amazon Glue i%E# APl 1 Amazon
SageMaker Lakehouse 2%l & 8| 8iE#,

BXABEZEND LS UHA |, HSH Amazon Glue FF X EERF I Amazon Glue EELHIERE
Amazon SageMaker Lakehouse 82 %,

HAPNEESRIZTEIHRN , Lake Formation 2 HEIEP |, XLEEREEA Amazon Glue EEFIEEHN
Amazon Lambda BB ERBER ZTHRBI R,

Amazon Web Services Management Console
MASBIRR RS BERHRENR (2455)
1. 3TFF Lake Formation #2#|#& , Wit R https://console.aws.amazon.com/lakeformation/.
2. ESMBERD  EREBEEFZTHWEZR.
3. &EFIEBE R &,
4. ERBEF FHEEREL , AUTEES :

BIEKEE R 322


https://docs.amazonaws.cn/glue/latest/webapi/API_CreateConnection.html
https://docs.amazonaws.cn/glue/latest/dg/glue-connections.html
sagemaker-unified-studio/latest/userguide/lakehouse-create-connection.html
https://console.amazonaws.cn/lakeformation/

Amazon Lake Formation

FRARER

Step 1
@ Set catalog details

Step 2 - optional
@ Grant permissions

Step 3
@ Review and create

- BR-IE

MBS B RVME—BH. BT

Set catalog details

Create a catalog in the Data Catalog.

Catalog details

A catalog is the top level in the Data Catalog's three-level data hierarchy and contains Data Catalog objects.

Name

[ snowflake-catalog

Catalog name is required, in lowercase characters, and no longer than 255 characters.

Type

[ Federated catalog

Source

[ Snowflake

Connection

[ mysnowflakeconn

Description - optional

[Enter a description

Descriptions can be up to 2048 characters long.

Register Glue connection with Lake Formation
You can access this catalog from AWS Glue data connections.

IAM role
Choose a role that has permissions to invoke an AWS Glue connector.

[ Admin

D)@ G=D

Create an IAM role [2

Activate the connector and connect to the data source.

A connector is a piece of code that runs on AWS Lambda that translates between the target data source and query engine (Athena).

Encryption options

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize your encryption settings.

(] Customize encryption settings
To use the default key, clear this option.

NFER/F. account,
o KA IEREBS B RIERNB FERE,
o KER-MNTHRHIRPIEFE—NHER. FEREHEAUBEENBIEER, BX0ZASKER

Amazon Glue EENEZELR
£ Amazon SageMaker Lakehouse A8 iE #,

o EE-EREBERNINE Amazon Glue E#,

« RR- ABRBERERCIEN B FHNHER,

5. 7 Lake Formation i —1 IAM A6 | it ZAGHNEHSIZRMEIER , LiHRKEBERN
R, kBaeXMEAFTRE Amazon Glue EEMIAA Lambda BET A 3K B A SEIRE IRV IR

BEATRENR,

WA LE IAM 2H AR eI AR,

Cancel Skip to Review and create Next

X, XAERNEFR, ZEMRSALE 255

ES i Amazon Glue F X E B N IEREES 0 EIERESR

BIEERE B R
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https://docs.amazonaws.cn/glue/latest/dg/creating-connections.html
sagemaker-unified-studio/latest/userguide/lakehouse-create-connection.html
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BXENR , BZRAGHER JEEINBEIERN EREZHHD .
6. IEIF BUEEESFRLUEEIIBIER LD , £ Athena BEBEZTIREE N,

BXXEMNIERESEIR , 5 Amazon Athena AP IEE BB M EE R,

7. MBEM-MEEFRAEENFAMNFER , FEaFE BENNFRE &M, EFABENE
4, IWAMTE KMS B4R INE M B E U IEERPARE,

8. &R “T—F MEMAZEARTFNR.
9. ERFNRIWEL , FHEHFIKER,
10. EARNNRERFL , ARZFEANER FHNRRE,
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v

h

Add permissions

Principals

Choose the principals to grant permissions.

© IAM users and roles
Users or roles from this AWS
account.

() SAML users and groups
SAML users and group or
QuickSight ARNs.

(O External accounts
AWS account, AWS organization
or IAM principal outside of this
account

IAM users and roles
Add one or more IAM users or roles.

[ Choose IAM principals to add

UserRole X
Role

Catalog permissions

Choose the permissions to grant on the catalog. Choosing Super user overwrites individual permissions, granting

unrestricted administrative access.

(C) super user

A super user has unrestricted administrative privileges to perform any operation on all resources within the catalog (databases, tables,

and views),

Catalog permissions
Choose specific access permissions to grant.

Create [C] Describe
database

(7] Alter

(7] Drop

Grantable permissions
Choose the permission that can be granted to others.

Create [C] Describe (O] Alter
database

D Drop

(C] Super

This permission is the union of all the individual permissions to
the left, and supersedes them.

D Super
This permission allows the principal to grant any of the

permissions to the left, and supersedes those grantable
permissions.

Core) @il

X

c EEABoH  ERFERE  AREEER TR TR,
« IAM AFMAE-MIAM BAFNgelRFPERE-IMHZSIAFTAE,

BIEERE B R
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- SAML AFMB#4H — X F SAML BAK Amazon QuickSight Fi P fE4E | & @ SAML
BRANAPFREYE BN LDIBAPHEARA—NHZ ARNs Ama QuickSight zon
BIRAM (ARNs), & ARN j51% Enter,

« EMREDF , EENRM AR FHNR

EEZERNRT , EFE—IPIZSANERFHNR.
1%+ Super user AR FX B FRHAMERFEN LR EIEENRE,

EARTFNR T, GRERTFEZIETUEHE Amazon IKFHPHEMBEZERARTHRR, =
EMANEBIK P @) IAM EAR FRRES |, &I,

1. &8 T UEBEEHCIRBE R, BRIRETHHEKEE R

BRMBEIIRETR T HEMOEREEEE,

Data lake locations (7) @ Actions ¥ Register location
[ Q, Find data lake storage ] 1 i3
Data lake location v | 1AMrole v | Location Type v | Permission mode v Last modified v
@) ddb_ds_3[3 SageMakerStudioQueryExecutionR... Federated connection Lake Formation November 26, 2024 at 10:34 PM UTC
@) postgre_db2 [ SageMakerStudioQueryExecutionR... Federated connection Lake Formation November 24, 2024 at 11:12 AM UTC
@) sf_dsz2 [2 SageMakerStudioQueryExecutionR... Federated connection Lake Formation November 24, 2024 at 3:27 AM UTC
O s3://amazon-sagemaker-5390106... datazone_usr_role_50wwm8ts855... Amazon 53 Lake Formation November 24, 2024 at 3:10 AM UTC
@) ddb_ds_2 [2 SageMakerStudioQueryExecutionR. .. Federated connection Lake Formation November 24, 2024 at 3:05 AM UTC
@] s3://amazon-sagemaker-5390106... datazone_usr_role_adtmv7d4im9s... Amazon 53 Lake Formation November 23, 2024 at 9:15 PM UTC
@] s3://data-lake-pk-us-east-2 [2 AwsserviceRoleForLakeFormation... Amazon 53 Hybrid access mode November 21, 2024 at 7:40 PM UTC
Amazon CLI

MAERB IR 61 ER S B FHHRENIR

1. HTFRHIERT WA8I2Z Amazon Glue %3,

aws glue create-connection
--connection-input \

{

"Name" :

"ConnectionType":

"DynamoDB connection”,

"DYNAMODB",

"Description": "A connection created for DynamoDB",
"ConnectionProperties": {3},

"AthenaProperties": "spill_prefix":
"lLambda_function_arn",

"yvour_spill_prefix",
"lambda_function_arn":
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"spill_bucket": "Your_Bucker_name',
"AuthenticationConfiguration": {3}

} 1

2. UTRHBIERTWMA[E Lake For Amazon Glue mation jEAHE RS,

aws lakeformation register-resource
{"ResourceArn":"arn:aws:glue:us-east-1:123456789012:connection/

dynamo', "RoleArn":"arn:aws:iam: :123456789012:role/

AdminTelemetry","WithFederation":true}

3. BT RBIEBAIMEIRIRE B o

aws glue create-catalog
--cli-input-json \

{
"Name":"ddbcatalog",
"CatalogInput":{"CatalogProperties":{"DatalLakeAccessProperties":

{"DataTransferRole":"arn:aws:iam::123456789012:role/role name"}},
"CreateDatabaseDefaultPermissions":[],
"CreateTableDefaultPermissions":[],
"FederatedCatalog":{"ConnectionName":"dynamo", "Identifier":"dynamo"}

}

3

EERFENR

N FEANATANKER , £9 Amazon Glue 821 R #Y B % Amazon Glue Data Catalog. 3 H 3%
J& , BT LAE A Lake Formation 2 #|AHEE B ZHWEIREMEK Amazon CLI, X F

1. $TFF Lake Formation #2%|& , Wit R https://console.aws.amazon.com/lakeformation/,

2. ' BFEER TR B, BRNHEREENGRMNE F.
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Catalogs (11) @ Actions ¥ View ¥ Create catalog
A catalog is the top level in the Data Catalog's three-level data hierarchy and contains Data Catalog objects.
{ Q Find catalogs by name ] 1 o]
Name a [ Type v | Source v Owner account... ¥ Shared resource Vv Shared resourc... v Shared resource owner region v
O 80005 Default Default catalog 0005 - - -
(@) bkaiyuan_nscatal... Federated Redshift 0005 - - -
O bkaiyuan_test_ca... Federated - 0005 - - -
O linkcontainer-leon Managed Catalog Link container 0005 - - -
(@) mymulticatalog Federated TPCDS 0005 - - -
O test-bug-share Federated Redshift 0005 - - -
(@) test-zetl Managed Redshift 0005 - - -
O  test-zetl-mwg Managed Redshift 0005 - - -
O tpcdscatalog Federated TPCDS 0005 - - -
@] yansoncatalog2 Federated Redshift 0005 - - -
(@) zetltest123 Managed Redshift 0005 - - -

3. MIIRFEFE-—NERUEFTZERTESNBEBENR, ZIRESLHKS DOBEEFENTR
g XEHEREONRKSPREREENMRNESE | AT EKS 7R 88E# PR B8E,

Catalog summary

Name Data encryption 1AM role
451785580005 - -
Catalog ARN KMS key for optimization

[0 arn:aws:glue:us-west-2:451785580005:catalog -

Objects Permissions Table optimizations
Databases (1/14) @
[ Q, Find databases ]
Views [2
Name 'y Owner account ID v | Lake Fo... ¥ | Default... ¥ | Shared ... ¥ | Shared ... ¥ | Shared... ¥ Amazo... Vv Descript... ¥

[ [ arfarajpostgresqldb = Lake Form... - - - - - ]

O aws:cloudtrail - Lake Form... - - - - -

O default - Lake Form... - - - - -

O  gluedynamodb - Lake Form... - - - - -

O mysnowflakedb - Lake Form... - - - - -

O snowflakedb - Lake Form... - - - - -

O test-db-0737fa687d584b2d9ab72fbd... - Lake Form... test-db-0... 45178558... - - -

O test-db-1927b03560764a4b81a276e9... - Lake Form... test-db-1... 45178558... - - -

O test-db-32ee54b6949b4fdd85b8ff066... - Lake Form... test-db-3... 45178558... - - -

O test-db-5978c2e076aa4583a28df124f... - Lake Form... test-db-5... 45178558... - - -

O test-db-5cebe417bf734eafbbeaf7d3d6... - Lake Form... test-db-5c... 45178558... - - -

O test-db-7fa7ca8de2b84232ae3e8dcf... - Lake Form... - - - http://db [2 database ...

O test-db-bb19fb486dc14ad68813612... - Lake Form... - - - http://dbﬂ database ...

O test-db-cdec6ecaa0f143b7b4d6f24a8. .. - Lake Form... test-db-cd... 45178558... - - -

4. %F EF TH ‘K GRNEFNERREFTHR,
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Amazon CLI & B ZMHIEFE RHI

LAR 451135 B8 an4a] fsE FA &2 & B % Amazon CLI

aws glue get-catalog \
--catalog-id 123456789012 :dynamodbcatalog

LA 7R 4535 BR 20 4AT 18 SR K F= FR Y PR B %o

aws glue get-catalogs \
--recursive

U R BIE R E R AN{A3REL B K HHEEF

aws glue get-database \
--catalog-id 123456789012:dynamodbcatalog
--database-name database name

M EREX & B 3

A LAE A glue:DeleteCatalogi®RYEE Amazon Lake Formation 2%l & il BR#&4E FF Amazon Glue

Data Catalog 8l 2# B & B F.

BEBBAES (255 )

1. 3TFF Lake Formation ##|#& , Mt R https://console.aws.amazon.com/lakeformation/.

2. HESMERT , EEBEFEEXTHER.
3. MBERIIRFEREMNERNE Fo

4. MR kR HIER",
5

i£$% Drop #1THIA , BRE B NI B FHMER.

T BREX & B 5%
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Amazon Lake Formation FERARER
r ~
Delete catalog gluebqcatalog X

Permanently delete catalog gluebgcatalog? This action can't be undone.

[ /N Proceeding with this action will delete the catalog. ]

To confirm this deletion, type gluebqcatalog.

[ gluebqcatalog ]

Cancel Drop

il BREX & B & (CLI)

aws glue delete-catalog
--catalog-id 123456789012:catalog name

EBifEEHEF
EEOHEMERARTINRE , AT ABRZHTFAFER Athena BEWHE B RFH X,
BEERASBEEFLIERMMPIBRE , ERALIEH Lake Form Create table ati Drop on X PR,

BABRTHEEZNRNESFER , BERRTHHEE FHRHNR,

BXNBERHEE ZWE ZE S Amazon Athena , 12 Amazon Athena F FF1EE Amazon
Athena® 8y Amazon Glue Data Catalog M\ &,

H b B3R

EXBEEXES , RIBERTBFEIMMAETNAELTE —NE—FRELIFRINERFHEE S3
BIEA 2NN EIE , B Amazon Redshift #3E € E M Amazon DynamoDB ##EE. EIE R IMAE AL
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EFRMNER MR RES , ABRERBELET REELRNRNENEEREF .. XEARRE
BHERPFLZE2UENSHEE T IRBAE TR, T E R M AR S EARE.

« AT D% Lakehouse 3 D Athena Bk & &Eif)# 170 X MEIE SageMaker

£ BIZ Amazon S3 3k B 3% Amazon Glue Data Catalog

ZINBENTAKIR , TR RET(L. BXREZEE , HSH Amazon RS R XA E N R AT
’ 37|

Amazon S3 REMEF[THN 2 TEAFHTHRILHN S3 FiE , FIEESEAMEENREERKA. S3
RMNEX#F Apache Iceberg ¥t , R FEFE A Apache Spark % A& 5| Z R\ &E i Amazon S3
REHEEPHREHIE,

MIE , BALAM Lake Formation 25l & HEM RS S3 RIEHN Amazon Glue Data Catalog ¥ i 1T
KmMmE , % EFEMNP Lake Formation BIEME APls, BXEZER , 55 H (LI #EE
E#ERSBAFER) FHR Amazon S3 k5 Amazon DRSS ESFE .

FTRFM

1. BEHEE A EBCREATE_CATALOG FRHY IAM Z3#E A AT LAM Lake Formation 12 &I & EH —
BER,

2. RNiIFEEH S3 RIFMEIEM Lake Formation #IESIZE — 1 IAM &€, [0 Lake Formation JEfft &
FREEREAN IAM ABEELL TR :

{

"Action": [
"s3tables:ListTableBuckets",
"s3tables:CreateTableBucket",
"s3tables:GetTableBucket",
"s3tables:CreateNamespace",
"s3tables:GetNamespace",
"s3tables:ListNamespaces",
"s3tables:DeleteNamespace",
"s3tables:DeleteTableBucket",
"s3tables:CreateTable",
"s3tables:DeleteTable",
"s3tables:GetTable",
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3.

"s3tables:ListTables",
"s3tables:RenameTable",
"s3tables:UpdateTableMetadatalocation",
"s3tables:GetTableMetadatalocation",
"s3tables:GetTableData",
"s3tables:PutTableData"
1,
"Resource": "arn:aws:s3tables:us-east-1:123456789012:bucket/*",
"Effect": "Allow"

BREZER  FER AT EMUENABHER,

[ IAM BERMA T EEERE , LAY Lake Formation RSB ZABH MER D 5 BEMHIG
AFIE$H,

{
"Effect": "Allow",
"Principal": {
"Service": "lakeformation.amazonaws.com"
},
"Action": [

"sts:AssumeRole",
"sts:SetContext" # add action to trust relationship when using IAM Identity
center principals with Lake Formation
]
}

$F Amazon S3 £#&5 Amazon Glue Data Catalog ( ##|A& ) R

o o ~ w

$TFF Amazon S3 #2#|& , MAuLA hitps://console.aws.amazon.com/s3/o

£/ Amazon S3 #2#| & 812 Amazon S3 XFMME , HHEHES Amazon D HRFEK. EXES
E8 , 5% Amazon S3 £ 5 Amazon D HTIRZESFER.

$TFF Lake Formation #2#|#& , Mt R https://console.aws.amazon.com/lakeformation/s
ESMERT , EREBERERTHE .

£ BRNHE LERE S3 ®REK.

EE— IAM B ik Lake Formation B{E[ £ H7 & i) 5| R HIEH,

£ ]2 Amazon S3 % B % Amazon Glue Data Catalog 332
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https://console.amazonaws.cn/lakeformation/

Amazon Lake Formation FRARIER

r N
Enable S3 Table integration X

Once integration is enabled, every table bucket in this account and region will automatically be available under the
s3tablescatalog catalog in AWS Data Catalog.

Select a principal to register
AWS LakeFormation needs to be able to call S3 Tables APIs on your behalf to retrieve S3 Table buckets, namespace, and tables. S3 tables
must be registered with AWS LakeFormation with an IAM role that can be assumed.

[ AWSServiceRoleForLakeFormationDataAccess v J

Cancel Enable
A A

7. WREEM. S3 XAV B ZERMEB FIKRA,
8. EFBEFRUEFERNRHMEMEEARTNR,

© Success X
Successfully created catalog s3tablescatalog.

s3tablescatalog @

Catalog summary

Name Permissions for newly created tables Description
s3tablescatalog - _

Catalog connection details
Connect to data stored in lakes, warehouses, and other external data sources and publish to unified Iceberg data catalog.

Access for Open Source Engine IAM role

Namespace register status KMS key
@ Registered to AWS Data Catalog -

Objects Permissions

Data permissions for catalog s3tablescatalog (1) @ Revoke ) ( Grant )

[ Q Filter permissions by property or value ] 1 fo]
O Principal A | Princip... V¥ | Princip... V¥ | Resour... ¥ | Database Vv | Table v Resource Vv | Catalog Vv | LF-Tag ex... Permissions Grantable | RAM F
O Admin IAM role arn:awstia... Catalog - - - 45178558... - All, Alter, ... All, Alter, ... -

bz S3 &% (CLI)
1. fIEAR.

aws glue create-catalog --cli-input-json file://input.json

"{
"Name": "s3tablescatalog",
"CatalogInput" : {
"FederatedCatalog": {

EH 8122 Amazon S3 % B 5 Amazon Glue Data Catalog 333
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"Identifier": "arn:aws:s3tables:us-east-1:123456789012:bucket/*",
"ConnectionName": "aws:s3tables"

}I

"CreateDatabaseDefaultPermissions": [],
"CreateTableDefaultPermissions": []
}
)

2. ¥ S3 XHEFEMA Lake Formation ZIELLE

aws lakeformation register-resource \
--resource-arn 'arn:aws:s3tables:us-east-1:123456789012:bucket/*' \
--role-arn 'arn:aws:iam::123456789012:ro0le/LakeFormationDataAccessRole' \
--with-federation

£ A2 S Redshift #£E H % Amazon Glue Data Catalog

PRIME T EER B AL S % Redshift BIZZE55E 5 Amazon Redshift iR = , BEFEHCIENE
B 5# Redshift &, Amazon Glue Data CatalogE& % , A £ glue:CreateCatalog API 6
# Amazon Glue £E B , th o] LU B FEERE N Red Amazon Lake Formation shift , 8] SAUBS
B FFEAZECatalog sourcel Managed Red shift REIEBILTEE F. WSTBRMITUTIRE :

- EREEFZPOUEEF

« fFB FEMA Lake Formation ExiE{ B

- B2 — Amazon Redshift TE N LIRS TELA

- FRABREREXREERE Amazon Redshift TR 88 THEAMEIEE

BIEEEERARENR (248 )

1. 3TFF Lake Formation &% , Mtk J9https://console.aws.amazon.com/lakeformation/s
2. ESMERP  ERFEAZTHE R,

3. &EF “IEBR R KW,

4. EEEBERAR FHAGEENEL, MAUTER :

- EN-REBFNE—EN. ENTRER , MAERNEFH, ZENEZTEE 255 MNF

%, account,
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10.
11.

« KA %kEManaged catalogfEl B FEH,
- FfE-1EFRedshiftiF 6k,
o HR- ARBBEROIEN B RHNHER
EALAEAET Si# Y EMR £i21TH# Apache Spark M AR K5 E F#Y EC2 I &
Redshift #i1#&&. Amazon Glue Data Catalog

Eit Apache Spark %‘EﬁBi*HHHEJ\I I i Redshift £ & Ff# Amazon Glue |, HRIEZ—MNEEMW
Amazon Redshift £8 , ZEH I EETFM Amazon Redshift i&ﬁﬁﬁlfﬁﬁﬁﬂﬁ 18R FIAT
RERFEMENITENF@E TR, & mEjJ —/N IAM A &R E Amazon S3 174 1 M R
M 1% i B AR P R RI A BR

KIANBEIR T , Amazon Redshift EE P HIEFER Amazon TEZAHITINE, Lake Formation
BHT—MEIRCEZATNEZENEEN KMS 240, NMREFEANEEFEENZ |, NIAXAR
ZHRRNMEENFHERE,

MRERFEREFEENFHAX Amazon Redshift T EFHPHBBH TN , FEBEENMNE
RE, EEABENESR , BY4AE KMS BHADPFINEMBENEEZRARE, BXEZER,
BZ P EPEE Amazon Redshift 75 & 2[R B9 £ R & Amazon Glue Data Cataloge

MEZET-NREEABEXRAN B FHTNE , FEE HELMBRE &, EFEAEEN
24, BAHE KMS ZHARRINEM B ELREBRAKREK,

BE T BHEEEARTRR,
ERFRERITE L , EERMNRER,
ERNRRERFL , BRERANER FTHNRRE,
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FRARE

=]

| -
Add permissions

Principals
Choose the principals to grant permissions.

X

© 1AM users and roles

Users or roles from this AWS

(O SAML users and groups
SAML users and group or
account. QuickSight ARNs.

(O External accounts
AWS account, AWS organization
or IAM principal outside of this
account

IAM users and roles
Add one or more 1AM users or roles.

[ Choose IAM principals to add

UserRole X
Role

Catalog permissions

Choose the permissions to grant on the catalog. Choosing Super user overwrites individual permissions, granting

unrestricted administrative access.

[C) Super user

A super user has unrestricted administrative privileges to perform any operation on all resources within the catalog (databases, tables,

and views).

Catalog permissions
Choose specific access permissions to grant.

Create (] Describe
database

(] Alter

() Drop

Grantable permissions
Choose the permission that can be granted to others.

Create (7] Describe () Alter
database

D Drop

h

(] super

This permission is the union of all the individual permissions to
the left, and supersedes them.

D Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

1

A

s BEEAHDF  BREERE | RAEEEER TREN TR,
« IAM AFFAGS-MIAM AFNgelRPER- MRS/ AFHAR,

B ZE T &% Redshift BB
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« SAML AFFMB4H — X F SAML LA Amazon QuickSight FA P fMBE4AH | % i@ SAML Bk
EHAPREA , REAL SR AP AR A —PNHZ ARNs Ama QuickSight zon IR
A (ARNs), &/ ARN /51% Enter,

BRMAMEREE ARNs , 28 Amazon CLI 23 F#EUH Amazon CLI 55,
- FENPREPD & | LR PRF T2 F IR

EEZERNRT , EFE—IPIZSANERFHNR.
1%+ Super user AR FX B XRHAMEREFEN LR EIEENRE,

EARTFHR T, GERTFEZETUOH Amazon KPP EMERARTHNR, &
MINERIK 7 18] IAM AR TFRRES |, T2 EF IR,

12. B T—F UEBFERHURE R, BRIRETHFHRER .

B2 B4& B % (CL)
- BTN RAIEBAMMAGIEREKE B %,

aws glue create-catalog --cli-input-json file://input.json

{
"Name": "CatalogName",
"CatalogInput": {
"Description": "Redshift published Catalog",
"CreateDatabaseDefaultPermissions" : [],
"CreateTableDefaultPermissions": [],
"CatalogProperties": {
"DatalLakeAccessProperties" : {
"DatalLakeAccess" : "true",
"DataTransferRole" : "DTR arn",
"KMSKey": "kms key arn'", // Optional
"CatalogType": "aws:redshift"
}
}
}
}
Glue ZRENB XE&E
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aws glue get-catalog
--name catalogName

Response:
{
"Catalog": {
"Name": "CatalogName",
"Description": "Glue Catalog for Redshift z-etl use case",
"CreateDatabaseDefaultPermissions" : [],

"CreateTableDefaultPermissions": [],
"CatalogProperties": {

"DatalakeAccessProperties" : {
"DatalLakeAccess": "true",
"DataTransferRole": "DTR arn",

"KMSKey": "kms key arn",
"ManagedWorkgroupName": "MWG name",
"ManagedWorkgroupStatus": "MWG status",
"RedshiftDatabaseName": "RS db name",
"NamespaceArn": "namespace key arn",
"CatalogType": "aws:redshift"

EIEX Amazon Redshift ##E & = A #3E R X R

& B Amazon Lake Formation , &R LA#E Amazon Redshift W ERZEF L2 EBEHIE. Amazon
Redshift 2 —IE £ ER PB R=iHHIFEBLCERS. Amazon EABIEHLZINEE , Amazon Redshift
A #5 B &% Amazon Web Services Ik R E#HE. Bx Amazon Redshift EREZNELZEER , S
%] Amazon Redshift /B $i#E & = #EiR

£ Amazon Redshift A | A= EEHEERSCE— I RELAE  HNEAZLAREHEER, BX
BRI HEE R K step-by-stepiii B , BSRCIEHTFEHEE R,

R (BRENEER ) BRBERAER , KT NBEHIELZ0E Amazon Glue Data Catalog #(##
o XBERMTTLAMEA Lake Formation fXBRRIZHIN ©HYIG R, Lake Formation &N EIE L Z MG
FIAERMBIE B RBEE, SNEBREEXRFETHKERERE,

MBUEES R IR B AR KRR | ZHREEHRNBKASEIEE. Amazon Redshift i ZHHI X
MMBEHRTEE ZHERNEANRIIE, EaLUETE Lake Formation 5& —/Nik =) E 4t ik 7~ FH A9 i%

BEIEX Amazon Redshift #3E £ Z A IERIR 338
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E 1AM E4KF SAML APREREBIERE, SETLURNTMYHERIES | SRHIXNELEHIEN S
B, BXxEZEER , 55 Lake Formation FHIEIETF LN R TR AR LM,

Eo AP RMEX Amazon Redshift BUIE R ZRHRINFR | EATRITULTIRE -

1. EHEIE B FRE LS A Lake Formation f R,

2. #% Amazon Redshift HI{EEEHEE R A HNWBREAZEE , ABTE Lake Formation FEMEUE
'tt?—o
SERIESERE , & A LUE Lake Formation HiEE P EEBHERLE,

3. RIEBRASBEEHE U ZEBIEEN IR,

4. AP RTFXNBFEENMRANR, EAUER-KFEMKSFNVAFHAZBNBIEFERRNF
%,

BxB4 , HZFEAmazon Redshift ZUE L Z R4,

FB

« 1£ Amazon Redshift ZIEREZ L& BRI X RF M4
« %@ Amazon Redshift ZiE L =R

- BERRKEHREE

£ Amazon Redshift B HL = E 1K ENX R 5 RZH
EHRIABIEE RIRE

EREIEE FRIRB A Lake Formation IR |, AR WEE A Lake Formation B ERIALIE B Fig
B, BXEZEE , H2H EXBIANRERSERESHRIER,

EFTNER

BT BIEHEE AN ( AWSLakeFormationDataAdmin ) #h , #£ Lake Formation #1135 Amazon
Redshift IR EEFTELUA TR :

* glue:PassConnection on aws:redshift
» redshift:AssociateDataShareConsumer
e redshift:DescribeDataSharesForConsumer

e redshift:DescribeDataShares

TR 339
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HHEHEER IAM AP BRIXAER TR,

» data_location_access
» create_database

 lakefomation:registerResource

RiE Amazon Redshift ZIE X ZN R
AEFNAEZBRELAZTEE. QERREBEENRTFNRAEHITHLR, BRI LUER Lake
Formation #%|#& 5 Amazon Command Line Interface (Amazon CLl)o ZAXEBHHRHIERTRE—1

KPR FIEERSR., BERRABEERE.

E T X Lake Formation EBIKFINEEM EZE LR |, 1§82 FLake Formation FHIEIKFHIELE,

REHRFEHLZNR
1. EFBEAZBFEHES,
Console

1. AR B A K 5 19 & F Lake Formation #2214 , Mk https:/
console.aws.amazon.com/lakeformation/, SEIKIELZERE,

2. EECBRNEZTHNHERRAEZ, KAJIRRELHTSEHRBAZNRS, FLEBRERRE
EHORMBIBERE | B REZSH B IELBE,

3. EMNHIBHERIE  FARKELAZEN  RAEEREERE, EESHIELHEL
Erh  EFBFFMACEE, EREZESEE | IERIELIELEE, REIELEBE | 7
T ERRBERLE,

Amazon CLI

UTRBIERMAES, EZHIMZE. & Amazon Web Services K SPIEER A
MK Amazon Web Services Ik B3, ¥ data-share-arn B A 5| AHIEHLERERR
Amazon FiRAF (ARN),

1. EREFLENBIS.

aws redshift describe-data-shares \

% Amazon Redshift ZIFELZNR 340
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--data-share-arn 'arn:aws:redshift:us-
east-1:111122223333:datashare:abcd1234-1234-abl12-cd34-1a2b3c4d5e6f/
federatedds' \

2. EEBEHAE,

aws redshift associate-data-share-consumer \

--data-share-arn 'arn:aws:redshift:us-
east-1:111122223333:datashare:abcd1234-1234-abl12-cd34-1a2b3c4d5e6f/
federatedds' \

--consumer-arn 'arn:aws:glue:us-east-1:111122223333:catalog

3. 1 Lake Formation K = HEM#IEHLZ ., £ RegisterResourceAP| #4E7E Lake
Formation FEMEIEHRE, DataShareArnZEM i ASEHResourceArn,

(® Note
LS BRABFELSR,

aws lakeformation register-resource \

--resource-arn 'arn:aws:redshift:us-
east-1:111122223333:datashare:abcd1234-1234-abl2-cd34-1a2b3c4d5e6f/
federatedds'

2. BIBEHIERE,

E“?&E tEBEE , EREVE-—NMEREREHZXREKK Amazon Redshift #3E #8137
o BYTMRBFHERR T eI BBIRRE.

Console

1. NMBEESTPERBERE  ARERREGFEFFHAEE.

2. Eiﬁ BEFEFACGES , AABBELAZNE —EHRAFRF., EARKATAEARER
419 ( doName.schema.table ) H XY 38 H =3 17 N SRR ST

3. BT —% , aREMAFRTFHAZHIEEMRINIR.

% Amazon Redshift ZIFELZNR 341
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Amazon CLI

£ Amazon CLIFEA LT REICHE a2 5 M 5 Lake Formation 3 Z# Amazon Redshift #iE
FERBRIERE,

aws glue create-database --cli-input-json \

{
"CatalogId": "111122223333",
"DatabaseInput": {
"Name": "tahoedb",
"FederatedDatabase": {

"Identifier": "arn:aws:redshift:us-
east-1:111122223333:datashare:abcd1234-1234-ab12-cd34-1a2b3c4d5e6f/federatedds”,
"ConnectionName": "aws:redshift"
}
}
3
3. BFNE

BIBBIBES , B AMKF 8 P55 EE Amazon Web Services Ik FIALRIZFRR, BFF
ToEE T BREY E] Amazon Redshift IR EMWRESBEER FEALENR (@A, MR ) fMx
BENR (FK. MR, 22 ), BEXBTFNENEZEL , BSHEE Lake Formation iR,

@ Note
FERNBEHAEER , CREEEREBEETHR. BERTEAECRE , BRFERT
HENXERNESNR,

Console

1. ZERTFRRFRFL , AREQHKZFRRIAS
2. IBEREN,

Amazon CLI

£ Amazon CLIRERAUT REBEUTARBRFHIEEFNRNR -

% Amazon Redshift ZIFELZNR 342
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aws lakeformation grant-permissions --input-cli-json file://input.json

{
"Principal": {
"DatalLakePrincipalIdentifier": "arn:aws:iam::111122223333:user/non-
admin"
.
"Resource": {
"Database": {
"CatalogId": "111122223333",
"Name": "tahoedb"
}
.
"Permissions": [
"DESCRIBE"
1,
"PermissionsWithGrantOption": [
]
}

aws lakeformation grant-permissions --input-cli-json file://input.json

"Principal": {
"DatalakePrincipalIdentifier":
"arn:aws:iam::111122223333:user/non-admin"

b
"Resource": {
"Table": {
"CatalogId": "111122223333",
"DatabaseName": "tahoedb",
"Name": "public.customer"
}
1,
"Permissions": [
"SELECT"
1,
"PermissionsWithGrantOption": [
"SELECT"
]

% Amazon Redshift ZIFELZNR 343
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}

ERRESBIEEF

ELEEFNRG , AP B ZHFHBER Amazon Redshift ZEHESHIEE, APIMEFLUE SQL
B P E AR IIEEZ 5| B Amazon Redshift Z3EH£ =, £ Amazon Redshift 7 , BEHiIEHL =
REZHWAHRBHFHNEFRGESIEE ZHEIBRMMMEK , Bl public. customer,

1. # £/ Amazon Redshift EWBRSHIEE 28 , FHEERFEAU TR SELHIE B FRIEEFCE
—NERIEE

CREATE DATABASE sharedcustomerdb FROM ARN
'arn:aws:glue:<region>:111122223333:database/tahoedb' WITH DATA CATALOG SCHEMA
tahoedb

2. EHEEARTNBIEENERANR.

GRANT USAGE ON DATABASE sharedcustomerdb TO IAM:user;

3. &8 (BRERAF ) IEWMER SQL TEXREHR,

Select * from sharedcustomerdb.public.customer limit 10;

BXREZELR , 52K (Amazon Redshift EXE1ER) FHEI Amazon Glue Data Catalog.

EEEXSE A SR TT 17 A BV B SR RO AR

f&Bh Amazon Glue Data Catalog TEIEBKE ( BHIEB FHKE ) , BULUERER REZIFHEN
Amazon S3 BB T BIEN NS T BIEFM , HEH Amazon Lake FormationZ £ i & 8 B HE 15 [A] X
BR. BARAFTETEMNINSBTEETIRIEE ZH,

BIEEREHRT IMEPXABEEHE , FEENRITREREPNHRELEBSENETS . HENWAL
EIEMIER ZPMEIER |, B UAEA Amazon Lake Formation 34Xt Amazon S3 S #iE &£/ 5 1A]
PR
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® Note
Bl , ZXZ#F Apache Hive ( RS 3 RESMA ) tFZ#ERES S HRIE,

NTEBHER XS , Zi1EHiveMetastore P12t 7 —4NE H GlueDataCatalogFederation- £
Amazon Serverless Application Model (Amazon SAM) M A FEF Amazon Serverless Application
Repository,

Z52Z%Y GitHub fERFFIRI B £ Federation -Hive Meta store L3121, Amazon Glue Data Catalog
% Amazon SAM Ri F7E 7 01 2 H B 5HE B FHEE S Hive iBIEBCFIENUTRIR :

- Amazon Lambda B ¥ — HERKE SO RIERSZHEN |, ZRSELHE B ZH Hive THIE L 2 HE#
171815, Amazon Glue At Lambda BIEM Hive THTFEFM PR ELBEN R,

« Amazon API Gateway — Hive JTIFEREE IR R , ZFE 7T S NATERARHE Lambda BEEIA
I,

- 1AM A - EEEHRIEEFM Hive THEMZECIBREEFMENRNAR,

« Amazon Glue connec tion — Amazon AP| Gateway —ffZf# Amazon AP| Gateway £ 3% 17 = F F
FREATEH IAM S&H Amazon Glue EZEXRE,

LMBBIRRE |, % Amazon Glue BRSS4E£X Hive mHIBEL#H T Z1ToHAA HIRE T IE. Lambda &
7Y Hive T AR B Z 2BV,

BIMEEE , A TH Hve tF#PHABEERREERESL , EFEMEA Hive THEMEZFAER
HHIEEFHOBRBRSBERE , A ZBIEERF R Hive B¥EE., HBUIRFEEQHER FIAKSE
B, ZBIEERT N BREBEE.

BRI UERAETHRENHRBHFBREHREER LN®EBIRSAERMNA Lake Formation fXFR , HEZ
A Amazon Web Services i Amazon Organizations, FALR B2 BHEIZNE (OUs ) ., &b
ALEESEHEMKF N IAM EEEZRABIEE,

O] LAEF Lake Formation IR IE KA EINE Hive R EE X FIR., TR E TERA MR ER
FR, #&ALAEEA Amazon Athena. Amazon Redshift 2 Amazon EMR 3kZif] Lake Formation &
J8EB Hive &R,

BRERKFHEAZNHBERHEINESEE , BHEH

« Lake Formation FHVEIK " HiEH =

BN AN TR BIEEANR 345
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 Lake Formation A B E 3R 5 2 M 2 o R pll 2 24

BREBERABERSFHRIEITESR
1. 8H LA eIZ BB EE Amazon SAM N AR F M G2 IR S BIREEF R VAR IAM AF A
&

2. B R EANE Hive TTIEFHEIEEMNILERE Enable Data Catalog federation &I , &1
LATE Lake Formation #5E it Amazon S3 BiENE .

3. B LAEL B Amazon SAM R AFEFRE ( Amazon Glue EZEZ . Hive THIELH URL A
Lambda B S8 ) HHENAEF. Amazon SAM

4. Amazon SAM R AR FFERERINER Hive THUIEC E8E B FEEMENRIR.

5. B3 Hive ZIBERM KN Lake Formation PR , BEEME A Hive TEHEZFASEEHEE=
FRIEBIERE | HIZBIEEMRE 2 Hive BUEE,

6. [ERRIIK S E ALK 7 R A E AR T XIS BUIRE AR,

(® Note

FoERI A Lake Formation X PR , BN AR B FXiEEBINIE Hive T, BIREXSEIBELL
K 1E Hive BIRENKR LETEBR ETL BIA&, X FR7E Lake Formation FEMAE Amazon
S3 FHREIE , FENREHRL D% S3 /Y IAM X REMEF Amazon Glue BERE.

BXREH , FZMHive THEFERBEAZIESZTIMBES,

- IR RIEEE Hive ST EREM
- BIEE S FISME Hive T 17K
+ BAFR

TR

TERERTEZEINE Hive THIELHW ITERIE. Amazon Glue Data Catalog
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AWS Cloud aws

AWS SAM application components
(managed by the user)

R N—E

IVE AWS Amazon AP| Gateway!
LN Lambda

Y ‘:\‘\‘ —
U Amazon
Y Redshift
" 4 . 3
. . N (9 " 1 9

Amazon S3 AWS Glue Data Catalog AWS Lake Formation ) Amazon Data lake User
Source data of HMS Athena

[ - 2 N

1. E4KEEH Athena = Redshift Spectrum EERBRFZ IR EH,

2. ERRSARAKER FRUAHE  REREERSXFABEEATRKN Hive THE LMK Amazon
AP| Gateway , F U T B4R & R #Y W B2

£ AR [0 Lake Formation &SR , URIEREEFMA FiHRRMWEIL,
Lake Formation Xt R#ITRN , H G EILEZAERN AR UL TFE G RS,
5. ZEK RS EAM Lake Formation WEI#Y I B EUEM Amazon S3 EEVIE H RE R HEZHF K,

:'>.°°

IR E FEET Hive THEM B TRE M
E5f Amazon Glue Data Catalog %32 E|54 &8 Apache Hive TTHIE S HIZREHIBH RN , BEETHK
UTEK :

® Note

F A1 Lake Formation E¥E R #BZE Amazon SAM R ARF , A REBNAPL T 8EEA
Hive JTHUIE € E R 022 M NV B & BB E.,

1. #l&IAM Ae,

&8 Amazon SAM R FATEF

- SIEEGEBAIR (Lambda B Amazon APl Gateway, IAM A& F] Amazon Glue %E# ) Ff
THXENRNAR , UEIEES Hive THIELCWIEE,
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BIRB S HIEE

FEUTRRENR :
* glue:CreateDatabase on resource arn:aws:glue:region:account-
id:database/gluedatabasename

* glue:PassConnection on resource arn:aws:glue:region:account-
id:connection/hms_connection

2. 71f Lake Formation #*#ff Amazon S3 {i&.,

E(FH Lake Formation EEFRF BB R P BIE , EHAMIE Lake Formation HIEMEH Hive
TTE# P REBIEN Amazon S3 VB, BIEX#M , Lake FormationA] LA[[Athena, Redshift
Spectrum#Amazon EMRZ Amazon Z T RS WL HE&IE B,

BXEM Amazon S3 B EZELE |, {55 @ IR 7N Amazon S3 &,

A Amazon S3 U BRT , ik /5 AR E XS B RIESEME LIF Lake Formation XA
HRBEEBEERRNAE,
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AWS Lake Formation Data lake locations Register location

Register location

Amazon S3 location

Register an Amazon S3 path as the storage location for your data lake.

Amazon S3 path
Choose an Amazon S3 path for your data lake.

Browse

Review location permissions - strongly recommended
Registering the selected location may result in your users gaining access to data already at that location. Before registering a location, we
recommend that you review existing location permissions on resources in that location.

IAM role

To add or update data, Lake Formation needs read/write access to the chosen Amazon S3 path. Choose a role that you know has permission
to do this, or choose the AWSServiceRoleForLakeFormationDataAccess service-linked role. When you register the first Amazon S3 path,
the service-linked role and a new inline policy are created on your behalf. Lake Formation adds the first path to the inline policy and
attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

AWSServiceRoleForLakeFormationDataAccess v
/\ Do not select the service linked role if you plan to use EMR.

Enable Data Catalog Federation

Checking this box will allow Lake Formation to assume a role to access tables in a federated database.

Cancel Register location

B XTE Lake Formation FEMBBNENEZEL |, BSH N EHNEIEHE E Amazon S3 {1
=

3. fEAEHM Amazon EMR X7,

E% Amazon EMR 5B & Hive TEMBEEERSMER , BFEHE Hive Sx MRBESRAUR
Amazon EMR 6.x R} E & x4,
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MEE B FERTNE Hive TiFfi

E % Amazon Glue Data Catalog | Hive THiEL , BEEHBEE—IMERN
GlueDataCatalogFederation-#J Amazon SAM R 2. HiveMetastore'® 8| fF /& Hive T
SREEREEERAMENETR. BALAEHTFREITZ Amazon SAM B AFERF Amazon Serverless
Application Repository,

% Amazon SAM N REF#EH Lambda BEEEN Amazon AP| Gateway /SH Y Hive JTEIE G S &2iE
., Amazon SAM R ARFEALS —HRRIZAF (URN ERAFPWEA |, FHFAE8 Hive TEIEL
EEIBIEER. HAFX Hive RiZTEMN , BIEB X2 A API Gateway IR 1Zim = E A
Lambda B #R# 3R Hive REY TTEIE,

HEiE B FiE#EE Hive T HiZENIR
1. EB¥ Amazon SAM R AR,
1. &% Amazon Web Services Management Console 3#$J7F Amazon Serverless Application
Repository,
2. EESMEKS | 1£#F Available applications (TN ARERF).

3. BELANMARER,

4. #%#% Show apps that create custom IAM roles or resource policies ( ZREIEBHEX IAM A&
RERREANARF ) &I,

5. EEREAF , 3 AL GlueDataCatalogFederation-HiveMetastore,
6. 1%£## GlueDataCatalogFederation-HiveMetastore N AR5,
7. ENARFRET , IEHN Lambda BB AU T A ENRIERE
- RARFE- Amazon SAM R AR FH B o
» GlueConnectionName-E /& #r.
« HiveMetastoreURIs-&# Hive ST IEL EHH URI,
- LambdaMemory-M 128-10240 FF 4449 Lambda FZE ( LA MB 24 ) . BRIAEH 1024,
« LambdaTimeout-Lambda A& KEZITETE ( AR RENM ) . BRIAER 30,
« VPCSecurityGrouplds# | VPCSubnetds-f£7E Hive T IELH VPC HER.

8. ¥ | acknowledge that this app creates custom IAM roles and resource policies ( B H#IALL N
AEFUEEEN IAM ACNRRER ). BXEZEER , BER Info (BR) 8.

9. 7£ Application settlngs (BARFIEE ) & E’JET@ 1&1’* Deploy (HB), BBETK
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ZR AR EZEE Lambda , HBFTE A HIZR sserverlessrepo- , R NZMARF M Amazon
Serverless Application RepositoryF #8EH . EBRZNARFRXFEFTIRERE , ZREFSIH
TEREBENNARFHNENER. XERRIEAFEREB ZH Hive tHFECLZEFHTEEH
Lambda EE¥X. Amazon Glue E#ZURBEERESFTENEM TR,

2. HEBEBFRTOEBEE.

B2 5 Hive TP MERSS , AILUERIE B R alB2IE[AE Hive TEEBEFENRSHE
FE, BEBEHEE ZDPNEERIIBEEE XNEA Hive THEMHIEEQIZMANVBIERE.

Lake Formation console

1. BERERAETE L, BRAZTREFLTF , REERIERERE.
2. W FEERW , NTRREHIER Hive THEMEEAB .

3. MAM—BFEESHNBBEENERS FHRIDRNAMN. XREEERRNE SQL FEIH
ERANENR. BMEZAEE 255 NFA , FERELHNKS ALAZME—H,

4. ERQIBBIERE,

Amazon CLI

aws glue create-database \
{
"CatalogId": "<111122223333>",
"database-input": {
"Name":"<fed_glue_db>",
"FederatedDatabase": {
"Identifier":"<hive_db_on_emr>",
"ConnectionName" :'"<hms_connection>"

3. EERSHEFTHNR.

RIRBREBIEER , B LUEA Lake Formation &l & 5 Amazon CLIZEE Hive TE#EF R G
=

FHEHE B FOEETISED Hive Tirfl 351
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Lake Formation console

1. NAZEBIREFET - PIERRIEEFE R .
2. EBEERE L , EREER

Amazon CLI

DT RAIGEAIARREEENL., BEEAMURBEEHRNILI LR, FHEEFEEFRH ID
i N ol 2R E £ A /B3 Amazon Web Services I ID, & hms_connection &t
NIEEB .

aws glue get-connection \
--name <hms_connection> \
--catalog-id 111122223333

aws glue get-database \
--name <fed_glu_db> \
--catalog-id 111122223333

aws glue get-tables \
--database-name <fed_glue_db> \
--catalog-id 111122223333

aws glue get-table \
--database-name <fed_glue_db> \
--name <hive_table_name> \
--catalog-id 111122223333

4. TR

RIBBIEERS , B LA@KFHPHEAM IAM AR A BRIAEE Amazon Web Services Ik~ Fl148
ARTFNR, BFLEERTFRNEKESBEENBEABENR (@A, HBER ) MTHIENER ( Fk, il
B, Bl )., BXBRFRENESZELR , BSHEE Lake Formation f R,

5. BHRSHERE

EEEFNRG , AP aLMER Athena 1 Amazon Redshift 2ZF AT BRERBKESHEE. AW
EA[LAE SQL i EA AR EIEERZ# 5| B Hive BIEE.

FHEHE B FOEETISED Hive Tirfl 352
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Amazon Athena Z & 3£ R
$F fed_glue_db i &2 5l 022/ A b BB FE 2 #ho

Select * from fed_glue_db.customers limit 10;

H b 25 R

UTHEEXESEHXE Hive THEEMBIEENE LIZE Lake Formation IR K A Athena BT
MEEMIEEE, BITENBT —NMNEKFHREFERARG , Eh4E~=FEK, A B8 Lake Formation 4k
£/ LF X EFERAEKF B XEBK 4 Hive BIEEMRX,

- FERANBRERIRN Apache Hive TTEIESFE Amazon Lake Formation

Hip R 353
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&1 Lake Formation X R

Lake Formation Jy @M BIER M E PG 2, B LUE Lake Formation FIZA &R A - F R
ARFENETLZEERBEHAN , # HES Amazon Identity and Access Management BY 5 5 AT 37 iX L&
BRFAMARRTEARIE, EXHNE , Lake Formation 3¢ Amazon Redshift Spectrum # Amazon
Athena B Al 7 SEfe 2= 8 A0 S AL RY 75 (A1 422 1

£l

- BYFBENENR

- BFREIEE FHERHXE

- BRRHIFZ

+ Lake Formation PHYHIEFIER L TR LM
« 1£ Lake Formation F & & HIEEMRNR
- {#f Lake Formation | & BN R

« Lake Formation FEV K~ HELE

- FRINEFEHZHIEE FRNBERE

- BIERIREERE

- BXHEiAEE

RT BB ENR

Y BRIE L E PR Amazon Lake Formation EZ £ A BE% SR M E s @5 EM E5E M Amazon S3
NEBEHNHEERER. BIEMAENRSES Lake Formation ZXENREBEFEA , HERP BB NP HE

=

/N0

Lake Formation £/ Amazon Resource Access Manager (Amazon RAM) BRSS 3K % F BB BN
IR, At LEESRRERZRFRTRESHENCENR,

&ELAE A Lake Formation #2#1& . APl 28 Amazon Command Line Interface (Amazon CLI) & F#
B ENR

(® Note
EFEFNRI , S4B Lake Formation ST EHIEAE.
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® RESN :

» Underlying data access control

ES}

- BFBEMERR (F—KF )

- BFBEMERR (MK, )

- BEFNEENKSHAENBECENRR

RTHBEALENR (F—KF)

BRI TS ME Amazon MK RHYE SR FHRIBMUENR. EOLAER Lake Formation &4, API
= Amazon Command Line Interface (Amazon CLI) & F R,

Amazon Web Services Management Console
BYBEMENR (E—NKF)

1. #TFF Amazon Lake Formation ###l& , Mt J9https://console.aws.amazon.com/
lakeformation/o ABIEHEE RAINIBHRREVLEEER FNRNEENFHER,

2. ESMERPFHNRT , ERBEME,

3. &EBEF.

4, ERTFHNENFESR , BREFPEAOKSEYE., ARREUATER :

« XITF IAM AFNAS® , TEE - RSN EMS.

« XF SAML 1 Amazon QuickSight AP FIE#4H , FRAEN SAML BRENAFRBLART S
AP m A —PNHZ ARNs TS #h QuickSight %R A #R (ARNS),

— R A—" ARN , REESEN ARN j53& Enter. BEXIMMAMEERNEE ARNs |, F2
I Lake Formation %% M 44 a5 Amazon CLI,

 WFFME , BRI , RF%EE— Amazon Simple Storage Service (Amazon S3) 17
LB, ZENITE Lake Formation M. BIROEREXBELURMEMVE, &thal iR
A& , BEBREMESNEMNL s3://,

RTBIEMERR (F—0K™ ) 355
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o XTFEMKF R, B ACEM I K[E Amazon IKF ID. IXERINNEHIKF ID. EEKST
R, BREKFPHBEAEEAEDRREKS PO EMEER FRIBCENRES , 7]
MERLEERBEEKS

o (HiE ) BEEFMAEARE R TN VENBREVENR , FEETRT.

RFIBFELENR (B—KF ) 356
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Grant permissions X

Add access permissions for specific storage locations.

© My account _ ' External account

User or role from this account. account or organization
outside of my account.

IAM users and roles
Add one or more IAM users or roles.

C I "
hemes TA M nrincinele +04 e
LMoose (AM principals to aad

datalake_user X
User

SAML and Amazon QuickSight users and groups
Enter a SAML user or group ARN or Amazon QuickSight ARN. Press Enter to add additional ARMs.

| Ex: arn:awsiiam::<Accountld=:saml-provider/<SamlProviderNan

Storage locations
Choose one or more data lake locations.

|si:ffretailftmnsactiun5f2l]2(}q1 | ‘ Browse

Registered account location
The account where this storage location is registered in Lake Formation.

| 123456789012

| | Grantable

5. EERN

RTBIEMERR (F—0K™ ) 357
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FRARER

Amazon CLI

RTFBEMLENR (B—NKF )

« 1&{T grant-permissions % , EE X F DATA_LOCATION_ACCESS #X R , HF

Amazon S3 RIEENRIR.
Example

LT REIEAF datalake_userl #F3 s3://retail WERENENRRE,

aws lakeformation grant-permissions --principal

DataLakePrincipalldentifier=arn:aws:iam::<account-id>:user/datalake_userl

--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"ResourceArn":"arn:aws:s3:::retail"}}"'

Example

AR 7RI ALLIAMPrincipals R 53 s3://retail BIHBITEMENFR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333:IAMPrincipals --

permissions "DATA_LOCATION_ACCESS" --resource '{ "Datalocation":
{"ResourceArn":"arn:aws:s3:::retail", "CatalogId": "111122223333"}}"

® ZESN :

 Lake Formation X RS %

BRFHIEMENRR ( Ak )
BBLUAT ZERE IR Amazon K 24 AR FHIEE MR,

EALAE A Lake Formation ###1& . APl 28 Amazon Command Line Interface (Amazon CLI) & F1X

PR
FrEaEIHY ER T
BRAZFEEKSIBELTRESE. BXESER  B5H TREN.

RFIBFELENR ( SAEKS )
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Amazon Web Services Management Console
BRFHBECENR (ASFK, , FREFS )
1. TFF Amazon Lake Formation # & , Mk https://console.aws.amazon.com/
lakeformation/, ABIEHREE R FHER.
2. ESMERNKERT , ERHENVLE , RAREEREN,
3. ERFHERXNEED , EFEIN WK,
4. REUTEER :

« XFAmazon I ID 2 Amazon B4R ID , i AE XA Amazon K5 IDs, HASHER
i IDs,

EHA ID FiZ Enter,
440 1D B“o-"/R IR 10 B 32 NMNEZBRKHMFEHK,

HO% (Y ID A ou-"[FIR 4 B 32 NMNEFEHEF (2DE OU IR ID ) A, LLFRFH
FRE-AN (EFH) M8 & 32 M4 NEFRREF.

- EEHEMET , EBXE , RF%EE— Amazon Simple Storage Service (Amazon S3) 1%
LB, ZLENIIE Lake Formation A iEAM .

RFIBFELENR ( SAEKS ) 359
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Grant permissions X

Add access permissions for specific storage locations.

My account O External account
User or role from this account. account or organization
outside of my account.

account ID or organization 1D
111122223333 X
Account
Enter one or more account IDs or organization IDs. Press Enter after each ID.

Storage locations
Choose one or more data lake locations.

53://retail/transactions/2020q1 Browse

Grantable

5. EEART,
6. EERN

Amazon CLI
ERTHRIFEVENR ( AEKS~ , Amazon CLI)

«  EM@HER Amazon KPR TR , FRARLTUTRENS® S,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333 --permissions
"DATA_LOCATION_ACCESS" --permissions-with-grant-option
"DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":

RTBIEERR (SIS ) 360
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{"CatalogId":"123456789012", "ResourceArn":"arn:aws:s3::retail/
transactions/2020q1"}}"

WS ERE TR @K, 1111-2222-3333 # %% Amazon S3 V& s3://retail/

transactions/2020ql #9 DATA_LOCATION_ACCESS PR , Z{v & H K
1234-5678-9012 K,

EALRRTFRR , FRARLU TS

aws lakeformation grant-permissions --principal

DataLakePrincipalIldentifier=arn:aws:organizations::111122223333:0rganization/
o-abcdefghijkl --permissions "DATA_LOCATION_ACCESS" --permissions-
with-grant-option "DATA_LOCATION_ACCESS" --resource '{"DatalLocation":

{"CatalogId":"123456789012", "ResourceArn":"arn:aws:s3::retail/
transactions/2020q1"}}"

WSS EREFETMAL o-abecdefghijkl #F I Amazon S3 & s3://

retail/transactions/2020ql #J DATA_LOCATION_ACCESS #XPR , iZ{i& F K F
1234-5678-9012 HH,

Z @I Amazon IKF R ZERARFRR , FRARLTUTRERNG S,

aws lakeformation grant-permissions --principal

DataLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":

{"ResourceArn":"arn:aws:s3::retail/transactions/2020ql", "CatalogId":
"123456789012"}}"'

WS ERE TR @K, 1111-2222-3333 A 42 FXF Amazon S3 L& s3://

retail/transactions/2020q1 & DATA_LOCATION_ACCESS &R , Z{uEHRIKF
1234-5678-9012 #H,

Example
AR RBIE SAERIK PP B9 ALLIAMPrincipals AZFX s3://retail WEIBLENR,

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=111122223333:IAMPrincipals --
permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"ResourceArn":"arn:aws:s3:::retail", "CatalogId": "123456789012"}}"

RFIBFELENR ( SAEKS )
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® RESN :

« Lake Formation RS &

RTFX EENKF A ZHHIEVLER R

5E8 Amazon IKFHERFEERRRE , EABESEER , fUUOKFAPNEMBGEEARTFZ
ﬁﬁﬂﬁmﬂo MRFFTHHEZRMN ALTER R , HHiZFRIEE S EME Amazon S3 L& , NIEE

TRFNZVENBEVENR, BEHF , MRNHEEZHBIEEFER T T CREATE_TABLE = ALTER X
ISE , ARZBEEEEERN S IMUENNVERYE , WEEXARNER TN XV ENBFEVLENR.

EQZKFANEABEFIRNAZVENRIFEVNENR , EHKS S4B B F RS FIZAE

# DATA_LOCATION_ACCESS f PR, SAf5 , HEDATA_LOCATION_ACCESSHIIK iy HMEIE AR
FREN , DA BIEFTEZEAMazon KFWHBIEER ID (KF ID) » EEKFZEM 7T ZLENK
Fo

&I LAE A Amazon Lake Formation ##|&. APl 2 Amazon Command Line Interface (Amazon CLI
FBZFHIEEMLNR,

RFNEENKFAENGECENNR (2HE )
« BRERTHEECENR (E-IK" ) PHSRRHE,

NTFEVE  KTRAFRNE, EEMKTULEFR , WAPTEE Amazon KK 1D,

BRTFX 5280 KF X ZRBIEMA BRI ER (Amazon CLI)
- BANTHTZ—UEAFRSASRTFHRR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam: :<account-id>:user/<user-name>
--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"CatalogId":"<owner-account-ID>","ResourceArn":"arn:aws:s3:::<s3-location>"}}"'
aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam: :<account-id>:role/<role-name>
--permissions "DATA_LOCATION_ACCESS" --resource '{ "DatalLocation":
{"CatalogId":"<owner-account-ID>","ResourceArn":"arn:aws:s3:::<s3-location>"}}"

RFINEENKFHZNBIEVENNR 362
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RFXN#HEE X ERINR

Ba LA E P EFE AT FEHIE AR , Amazon Lake Formation ABEZEIEA UG ZMNEEHIER X
TR, AL REMBIE. BAUURFEREE., ZRNABNEEHNE, BFNROXER , &0
ARSI S ERFIBITHHRINPR , NI ERFHAIH R H,

B UEFRENRSFAENNR , LB — AR FREREFRBEEEHERANNENNER,
MREBRFRNBIEEFRMERONE , NFFRNRFIIBIEEMN DESCRIBE AR, ARE , BIEERE
TEESENBIEETEL , A GetDatabases APl #&4EIRE,

BAILAE A an B BIR B AR Lake Formation E FARr&E K 178142 #] (LF-TBAC) FHERZR TR,

el LAmE [E — K P R EIE AR IAEBKF Amazon Web Services Ik SiA L1 TR, 28 @ 2Bk
FPRALEFNRN , FEXEKFHFALRLZTERENRR. AR, XEKFHAL P EAETT LS
8] 838 E B BUE B R R M ERBIE.

(® Note

B &l , LF-TBAC 3% # @ IAM £ A Amazon Web Services Ik, HAMAL LN () &
T EMK PR, OUs

EAAERIK S RALAR TFINRE , BLABER TR REABKSFHREREERSREAHRER
R, EREE R @ANERKS PR A AR TR ERIFRANR.

& B LAE A Amazon Lake Formation ###|&. APl 2 Amazon Command Line Interface (Amazon CLI)

BT 8RB FNR,

(® Note

i BREIE B FERE , BZERXKWAMENRBREGE LN, EFCERRNWHERBRTRETER
£ Lake Formation PR, B AMEFZEFNR,

W

® HBFEZH :

* 5 Amazon Ik HEHIE B FRNBEEF
- BRI EEE
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 Lake Formation X RS #

T4 Lake Formation X EEFFERY IAM X PR

FIEZERA ( BRBENEER ) BEELLT Amazon Identity and Access Management (IAM) X R =
BEfE A Lake Formation API 5 : &3 =344 Amazon Lake Formation #(3iE B X E R BB ER IR :
Amazon CLI

» lakeformation:GrantPermissions

lakeformation:BatchGrantPermissions
lakeformation:RevokePermissions
lakeformation:BatchRevokePermissions

glue:GetTable = glue:GetDatabase , A TEAGERERAEZR FNRHMRJEBIERE.

(@ Note

BIEHEEREBRIN Lake Formation &XR , AJ AR FF 4 Lake Formation X PR, 1B 24tk
MNBAFEEXT Lake Formation 25 M API R4ER IAM R,

B HBAWSLakeFormationDataAdmin Amazon FEEREER 1AM & & T E RN BIEHE
BR 6K AALEEEEX Lake Formation AP| ERERBABIE4 PutDatalakeSettings

T EBAEAEER BBEMA Lake Formation 2% &R FRMHE RN TR , BIUERALT IAM X

B

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"lakeformation:ListPermissions",
"lakeformation:GrantPermissions",
"lakeformation:BatchGrantPermissions",
"lakeformation:RevokePermissions",
"lakeformation:BatchRevokePermissions",
"glue:GetDatabases",

#F Lake Formation X PRFFEH IAM PR 364
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"glue:SearchTables",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetTable",
"iam:ListUsers",
"iam:ListRoles",
"sso-directory:DescribeUser",
"sso-directory:DescribeGroup",
"sso:DescribeInstance"

1,

"Resource": "*"

LERBE RV FT B glue : Miam: RXPREBAIE Amazon FEEREEHfE
AAWSGlueConsoleFullAccess,

E{Ff Lake Formation EFHRZEM IR E] (LF-TBAC) ZRFMIR , THREEFI/HN IAM R, BHX
EZEE , 5 #Lake Formation E FHrE M H R RESSEMN T ZEEW MLake Formation A& F
IAM RS #,

5K AR

REFERIEERRAEZFEKF Lake Formation fBREY A P& 4R
BAWSLakeFormationCrossAccountManager Amazon & K& IR

BIEHEEAZTEHRNNBRT R TFEKSNIR , £FEEH Amazon Resource Access Manager
(Amazon RAM) X RF BEAFRIHLARTFINIR,. BEXEZER , B H HEHEE AR,

EEAF

EEEENER ( HliAdministratorAccess Amazon FEE X ) WEF ABENIE T Lake Formation
BRFMEIBBEHEER., EELEAFRARIGIA Lake Formation BIE R IRIE |, BEH KRB PN
WINEE R API R4ER Deny B4,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lakeformation:GetDatalLakeSettings",
"lakeformation:PutDatalLakeSettings"

$2F Lake Formation X FRFTER IAM R 365
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1,
"Effect": "Deny",

"Resource": [
nmin

]

/A Important

EREAFERRER, BRMME ETL) MASESAMAIEER , FHRRIELMEIEER
R P& eiEXLE APl 4, AWSLakeFormationDataAdmin Amazon & RIS X
Lake Formation API #2/EMBATAIE4 PutDatalakeSetting , TR L A P R IO SR M S

B&,

FERAWEBRL AR TBERNR

A K Data Catalog BIR K E 2 —fEAEHR X5 EME Amazon Glue Data Catalog iR ( fila0 B

x, BIEE. R, IHNUR ) BEFNRNFE, FAXTEZE , SUUEXETRROER , R
B P A4S E R IRAV I,

ERAWEFRAER TR , TUEERFREAREGH N ZEREFRHENNR. NREFE , &
W& AT LATE BUSHEEAXBR |, AT M AR SR 3R A M BRAX BR o

IBALAE A Amazon Lake Formation #2#]& APIs, 2 Amazon Command Line Interface (Amazon

CLI) SRR F R,

ES]

- EAGENEEFELERTH MR
- EABERRLERTHREENER
- EABERRAERTRNR

- EABERREDERTXUENRE

ERm BN ERTART B ZRNR
UT SR T OAEASENRRSERT B FRNR.
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Console
£/ Lake Formation &8 LR FHIEHNRTH., ZTHD AATILNBS -

. EE-BFNERN IAM BF. A&, 1AM Identity Center BFF4H, SAML AFFM4A. Amazon
K F. Organizations SRA L B4,

« LF-tags FAFXRFR-ERTFRRMWE . HBIEEFE. &k, UBRTREE,

« NXBR - ER T Lake Formation X BR,

® Note
ERTHNBFEEFERREZNNR , BSAETRREENR,

1. HARTFHRERRITE,

f£3TFF Amazon Lake Formation ##|#& https://console.aws.amazon.com/lakeformation/ , &

FUBEHEER, BEFUREIXNBIEERA TR TR IAM AP H4EF,

BEHRITUATREZ—
- ESMBERINRT , REBFRANR, REEFERTF,

- ESMERT  RRBFEERTHER. RAe , ' BFR TEHL , 2F—1EX, REMN
“BRAE REH R TERE BT

® Note
WO LUEN B RN A RERER TN B ZHNNE, At , BEEBRIHLEEFER F5EE
B AREBE ZR AR EANRLEET ., BXEZER , FSH RREEE
Lake Formation 1 HY T#ERHE,

2. BETKR, BEEX@Ho+P , AREARE K RAEEEERTNRNVESE,
IAM AFMBE

MIAM AR MAEIIRFEE-— IS IMNAFHEE,

FERAGERERS % 367


https://console.amazonaws.cn/lakeformation/

Amazon Lake Formation FEANGIER

IAM Identity Center

MAFPFMATRPER—NHEZANHFPRA, RBRMUAINEZ AR HA,

SAML AP f4A
3 F SAML # Amazon QuickSight AP MEFAH |, HREST SAML BREMAFRSREE |, &
RIEDEHAFREAERA—DNEZ ARNs I 5i# QuickSight BRB# (ARNs), EEAN
ARN J51& Enter,

B {AERE S ARNs , 5 W Lake Formation #F 45 a5 Amazon CLl,

® Note
RET % QuickSight 4l ik Z# Lake Format QuickSight ion 531 &Y £ K o

SAERIK 2

3t F Amazon Web Services l® Amazon A40=% IAM E1EA , BH IAM AR ARH A
—NERZNERH Amazon IKF IDs IDs IDs, AR, HLHEH ARN, EEN ID FiR
Enter,

A4 1D fo-"FIR 10 B 32 MNEFBRHBFHK.

B ID Blou-"FFk , RIR 4 B 32 M EFRHHTF (B2 OUMBHWID ) . ZFHER
REZNMEREN 8 B 32 NN NEFRHHUF.

3. ELFHRXEHRERARBS T , FEHEHER ZEF,

FERAGERERS % 368



Amazon Lake Formation FRARIER

LF-Tags or catalog resources
Choose a method to grant permissions.

(O Resources matched by LF-Tags (recommended) © Named Data Catalog resources
Manage permissions indirectly for resources or data Manage permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Catalogs

[ Choose catalogs v ]
[ i:mymulticatalogdemo X ]

Databases

Select one or more databases.

[ Choose databases v ]

tpcdsi X

:mymulticatalogdemo

Tables - optional
Select one or more tables.

[ Choose tables v ]

All tables X
:mymulticatalogdemo

Views - optional
Select one or more views.

Choose views

Data filters - optional
Select one or more data filters.

[ Choose data filters v ] Load Create new
more

Manage data filters [7

4. MWBF JIRFEFE-NHZNEF, BETUER-—NIRNSNREE. RT/IBIEH LS.
5. EEFERNRHBD , RENRATRTFNERE. EEERNRT , BRI RSHMERTHRR.
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Catalog permissions

Choose the permissions to grant on the catalog. Choosing Super user overwrites individual permissions, granting

unrestricted administrative access.

(C) Super user

A super user has unrestricted administrative privileges to perform any operation on all resources within the catalog (databases, tables,

and views).

Catalog permissions
Choose specific access permissions to grant.

(7] Create () Describe (O] Alter
database

(C] Drop

Grantable permissions
Choose the permission that can be granted to others.

[C] Create [C] Describe (] Alter
database

[C] Drop

® Note

(CJ Super
This permission is the union of all the individual permissions to
the left, and supersedes them.

(O] Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

Cancel Grant

1£# Super user AIRFAZRAFNEENR , APEXNERPHAERR (BEE. ZNA
) BATEMERE.

EAlterW EFEMIMUEN L EREN B FRFCreate databasedzfm , S
PENBAERARTFZUENBEEUNR, EXEZEL , BEHA BFBEVER

R
6. (Ak) EURTFHNET , RERFEUATUBHE Amazon Ik~ Y H A4 3 4R F AR
PR HBMAZRIKF @ IAM ERR TR | R EF R,
7. EERT.
Amazon CLI

BXFEAEFEHZNREMEE Amazon CLI , H3 6|22 5% Redshift BtE& B o

R

BRI E
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ER & RR A ERTFRIEENR

AT SRR B il 6F i fp B R 5 E R FEIEENR,
Console
£/ Lake Formation ##l4 FNBEFEBHERERE. ZRED AATILNESD

. & -BFNERY IAM B, A, IAM Identity Center BF 1A, SAML BFH4A. Amazon
K, Organizations AL 24,

- LFREHBAFIRR - ENERTFNROBIERE. k. UBHEFREE.

« MR - EFFH Lake Formation PR,

(® Note
ERTHBREERREZNNIR , BSRART HREENIR,

1. HFARTFHREHNRTE,

1£3TFF Amazon Lake Formation ##l%& https://console.aws.amazon.com/lakeformation/ , &

FEUBENEER., REFUREINBEERBTRTNRN IAM AP 552 %,

BT RAEZ—
- ESMERNNRT , BRARWNR. AELRET,

- ESMERNBEBERT , ERBEE. AREHEEFER LEFE-MURE | AEREX
BINRTERR T,

(® Note
B ULBEHEENRRERRFRIEFEENNRE, At , EHFEETH LERE -
REEE AREREFELEENERHIRN,. BXEZER , FoH AREER
Lake Formation F# T/ERE,

2. TR, BEEHEOH  EREARE  AEEEERTFRRNES,
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AWS Lake Formation » Grant permissions

Grant data lake permissions

Principals
Choose the principals to grant permissions.

() IAM users and © |AM Identity

roles Center - new

Users or roles from Users and groups

this AWS account. configured in 1AM
Identity Center.

() SAML users and

groups

SAML users and
group or QuickSight
ARNs,

(O External accounts

AWS account, AWS
organization or 1AM
principal outside of
this account

Users and groups (3) Add

Choose users and groups to grant permissions.

Q, Find users and groups ‘ 1 &
J Name [Z v Type v
] DataStewards Group
O user1 User
] user2 User
IAM AFFIAE

MIAM AR Mg el RPERE-IHSIEFREE.
IAM Identity Center

MAFMAFRPER—NEZMNHFRA, EBRFMURNEZHAFHA,
SAML AF#4A

XF SAML 1 Amazon QuickSight AP FMAH , FHEST SAMLEBREWAFRREH , &
0 I 5zh A PR SR B4R S A — DN EU 2 ARNs T D7 QuickSight BIRE# (ARNs), E&A
ARN /51% Enter,

B IER{E 82 ARNs , 1§25 MLake Formation & F M4 5 Amazon CLl,
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® Note
RET % QuickSight 4l ik Z# Lake Format QuickSight ion 531 &Y £ K o

SAERIK 2

3t F Amazon Web Services lf® Amazon A40= IAM E1EA , BH IAM AR ARH A
—NERZNERH Amazon IKF IDs IDs IDs, AR, HLHEH ARN, EEN ID FiR
Enter,

A4 1D fo-"FIR 10 B 32 MNEFBRHBFHK.

B ID Blou-"FFk , RIR 4 B 32 M EFRHHF (B2 OUMBWID ) . ZFHER
REZNMEREN 8 B 32 NN NEFRHHUF.

3. ELFHRXEHRERARBS T , FEHEHER ZEF,

LF-Tags or catalog resources

Resources matched by LF-Tags (recommended) © Named data catalog resources
Manage permissions indirectly for resources or data Manager permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Databases

Select one or more databases.

v Load more

retail X

Tables - optional
Select one or more tables.

4. MBEEIRFER-ANDSIBEEF, BETUERE NS NRA/IBEBEHERG
5. EMREOF , EENRATRTFHNR, EHEERRT , ERE-ARSHER FHNR,
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Database permissions

Database permissions
Choose specific access permissions to grant.

Create table Alter Drop Super

This permission is the union of all the individual permissions to

Describe the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

Create table Alter Drop Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

Describe

® Note

ERFRHEEROEMUENVERENEIEEMN Create Table = Alter IR
B, BFRREOEEEFNIZVNENBIBENVNENR. BXEZEL 550 BFHE
N EBENR,

6. (") EARTFHNRT , BEERTFEBATUEE Amazon MK FHY E A E 4R F R
Ro HEMAEIKS @ IAM EHERFRRE |, FFFUIET

7. EERT.
Amazon CLI

$& ] LAGE Fl 65 B R R A 3£ Amazon Command Line Interface (Amazon CLI) k4% 5 #iE R
ERTHIEENR , HEA Amazon CLI
+  JEfT grant-permissions @ , FRFFAE TG HREERKIEE FEEN TR
FEUTRBIF | <account-id>ERABHH Amazon K 1D,
Example — &% F 2| 2 IR FERI DR

W REIE A datalake_userl #F CREATE_DATABASE PR, T #EF AR &R
EHEESR , A ZHS2FZH CatalogResource £MIEEN resource S,
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam: :<account-id>:user/datalake_userl --
permissions "CREATE_DATABASE" --resource '{ "Catalog": {}}'

Example — & T8 EHIEEF 2 ZRNVNR

=Bl AP datalake_userl FXNEIEE retail B CREATE_TABLE X BR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam: :<account-id>:user/datalake_userl --
permissions "CREATE_TABLE" --resource '{ "Database": {"Name":"retail"}}'

Example — £/ “BRA" =T @A EP Amazon ik &4

T —ANREIEREFIRIA [ 2B 1111-2222-3333 BFXWHIEE retail B
CREATE_TABLE R,

aws lakeformation grant-permissions --principal
DatalakePrincipalldentifier=111122223333 --permissions "CREATE_TABLE"
--permissions-with-grant-option "CREATE_TABLE" --resource '{ "Database":
{"Name":"retail"}}"'

Example — F4A R R F R

T—ANRAEREFIRIMEALR o-abcdefghijkl BFNHIEE issues B ALTER PR,

aws lakeformation grant-permissions --principal
DataLakePrincipalIldentifier=arn:aws:organizations::111122223333:0rganization/
o-abcdefghijkl --permissions "ALTER" --permissions-with-grant-option "ALTER" --
resource '{ "Database": {"Name":"issues"}}'

Example - @& — K~ F# ALLIAMPrincipals 25 [R

T—ArGlEE—KFPWE EERTFIIBIESE retail B CREATE_TABLE X PR, #%&#F
RS , KPR ENEEETERBEERERHAUBERBTRERE  MMATFERE
WS ZBHFRHAZHEEMEK. YEHRREERFRETNCNERREERN |, LEMANE
A, EXMBERT , BIENEEATUCE SUFHIEEH @ ALLIAMPrincipal AR F
CREATE_TABLE PR , M\ ERKF RIS IAM EREBEETE S BURE 8l 2 &R,

ERWERERE
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333:IAMPrincipals
--permissions "CREATE_TABLE" --resource '{ "Database":
{"Name":"temp","CatalogId":"111122223333"}}"

Example - [ #A &80/~ 1 #9 ALLIAMPrincipals 2 F R

T—NRBIEAERK - R FTE EERFXNEIEE retail B9 CREATE_TABLE X PR, %&#Zt
‘UG, KPP ENEEETEREESSER,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333:IAMPrincipals
--permissions "CREATE_TABLE" --resource '{ "Database":
{"Name":"retail", "CatalogId":"123456789012"}}"'

(® Note

ERFRHEEREEEMUENNERHENEIEERN CREATE_TABLE = ALTER PR/ |, i&
BREQDEARFNZNVENBEVENR. BXEZER | F2R BRFHEMVLENER,

W

G BESH
 Lake Formation f RS %

- BFREENKFHENHEEFRERHVNR
« EMEREAZHIER ZRRNBIERE

ERWERFTERTFRNR

YRATLAE A Lake Formation #2#|& 3 Amazon CLI ##F Lake Formation X ##E B ZRHNR, &0
DRFINENRONE , B UEE — AR FRERR FRNBIEEPATE RN,

MBEERFINBIBEBEDFERANE , NFRXTEFILIEERN DESCRIBE R, RE , BEENI
REEFHAENBIEETREL , A GetDatabases API #EiR[E,

HIERFR SELECT ENERTFHINRET |, AT SUARN A SITHESRME, TIHERGHETIRIEESZM.
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Console

AT 4595 15 B tn Al 458 A #p B ‘&R 5 3E M Lake Formation 1241 & B2 5 303E S PR TUE SR 38 F &/ AN
BR. ZINEZD NATILANESD -

c ERAN-EQHBEFNEROAS. A€, Amazon K/, ALASHALE (N,

« LFIREREFER - ENEZFAROBIEE, RBERFEE,

o R - EFFH Lake Formation 1R,

® Note
ERTHNREREZENNIR , BSRKRTHRREENE,

1. HARFHREHNR TE.

f£3TFF Amazon Lake Formation ##|#& https://console.aws.amazon.com/lakeformation/ , &

FUBEHEER, ROUBEJEARNETRERNBRNAFFHER,

BEHRITUATREZ—

- ESMBERINRT , REBFRANR, REEFERTF,
- HSMERF , EER, ARERTEHLEE KR, AEREXENRTEERT.

® Note
BUBS RN AREZERFYRONE, Atk , EXRTELEERE—NREEE ARG
EREEZLE LEENERNEN. BXEZER |, 55 #IREEE Lake Formation
FHTERE,

2. TR, £XGHos , BEEARE  RAREEEQERFROERF,
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AWS Lake Formation » Grant permissions

Grant data lake permissions

Principals
Choose the principals to grant permissions.

() IAM users and © |AM Identity

roles Center - new

Users or roles from Users and groups

this AWS account. configured in 1AM
Identity Center.

() SAML users and

groups

SAML users and
group or QuickSight
ARNs,

(O External accounts

AWS account, AWS
organization or 1AM
principal outside of
this account

Users and groups (3) Add

Choose users and groups to grant permissions.

Q, Find users and groups 1 1 &
J Name [Z v Type v
] DataStewards Group
O user1 User
] user2 User
IAM AFFIAE

MIAM AR Mg el RPERE-IHSIEFREE.
IAM Identity Center

MAFPFMATRPER NS NHFREA,
SAML AF#4A

XF SAML 1 Amazon QuickSight AP FMAH , FHEST SAMLEBREWAFRREH , &
0 I 5zh A PR SR B4R S A — DN EU 2 ARNs T D7 QuickSight BIRE# (ARNs), E&A
ARN /51% Enter,

B IER{E 82 ARNs , 1§25 MLake Formation & F M4 5 Amazon CLl,
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® Note
L 5 3# QuickSight 1)l iR X 3% Lake Format QuickSight ion S & #EI EE R o

SAERIK 2

3t FAmazon Web Services i/ . Amazon AR IAM EHEA |, FAA—INHSMNENK
A4 Amazon Web Services K/ IDs IDs IDs, AR %= IAM AP SHAER ARN, £
&/ ID [5i#% Entero

A4 1D fo-"FIR 10 B 32 MNEFBRHBFHK.

B ID Blou-"FFk , RIR 4 B 32 M EFRHHF (B2 OUMBWID ) . ZFHER
REZAN"F RN 8 B 32 MHANNEFZBHHAF,

3. ELFHRERERAFRBDH , BE—IREE, REEFE-IISIKRIFEER.

LF-Tags or catalog resources

Resources matched by LF-Tags (recommended) © Named data catalog resources
Manage permissions indirectly for resources or data Manager permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Databases

Select one or more databases.

v Load more

retail X ‘

Tables - optional
Select one or more tables.

inventory X
No description available

4. EEMR ( THFERIL )

ERRE D, BRBERTFTHRNE , wABUER AR TFHINER.
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Table and column permissions

Table permissions
Choose specific access permissions to grant.

Alter Insert Drop Super

Delete Select Describe

Grantable permissions
Choose the permission that may be granted to others.

Alter Insert Drop Super

Delete Select Describe

permissions.

This permission is the union of all the individual permissions to
the left, and supersedes them.

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable

WMREZ T Select IR , NBIBERRE 2R ERERMIINEER 2 T , EFEBIEREHER

AN FIEPIRS, EZRINRE,

Data permissions

0O All data access Simple column-based access
Grant access to all data without Grant data access to specific
any restrictions. columns only.

Advanced cell-level filters

Grant access to specific columns
and/for rows with data filters.

ERRF.
BEHERFIEIEE Select 1XFR

1£$E Select PR, TERZFFMHMNE,

HHENRIBOFERERNIIRED T,
FHITUTREZ— -
« AR ] B B B3

1. EBRE TR EE TR,

R

BRI E
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Table and column permissions

Table permissions
Choose specific access permissions to grant.
Alter Insert Drop Super

This permission is the union of all the individual permissions to

Delete Select Describe the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

Alter Insert Drop Super
. This permission allows the principal to grant any of the
+
Delete . Select Describe permissions to the left, and supersedes those grantable
permissions.
Data permissions
All data access O Simple column-based access Advanced cell-level filters
Grant access to all data without Grant data access to specific Grant access to specific columns
any restrictions. columns only. andfor rows with data filters.

Choose permission filter
Choose whether to include or exclude columns.

© Include columns
Grant permissions to access specific columns.

Exclude columns
Grant permissions to access all but specific columns.

Select columns

Grantable permissions
Choose the permission that may be granted to others.

Select

2. ERRBEERIRY , REERETHEHIRNI,

B 54 &8 Amazon IK P ALK FRRE , MIFEEFIR,

3. (Wit ) EARTFHNRT , FFE “Select’ IRV R FIET,

MRBFERFED , MR FEBARERTFHERT LM TR,

(® Note

8t OB B 2 16 T B R i SR H R PR B 1T I8 E N AT TR SR AR B MR TR IR SR A SR L

R3iRiE. BER , XREESHIR.

RRF, TSR TETHIL.
1. RS RE TR RIERFM

R

BRI E
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Data permissions

All data access Simple column-based access © Advanced cell-level filters
Grant access to all data without Grant data access to specific Grant access to specific columns
any restrictions. columns only. and/for rows with data filters.

P View existing permissions

Data filters to grant | C | ‘ A Manage filters | | Create new filter |
Q
1 @
Filter name Table Database Table catalog ID
restrict-pharma orders sales 111122223333
no-pharma orders sales 111122223333

2. (Wit ) RIAEFAENR.
3. (Wi ) EEGIEHIFBERMS,

4. (Wik ) EEEIHNBERMENEAGE , REZNERHHERGSMIBRINE LS
# , BEREEMTESRM4,

L B AE RTRY R 52 2R B O AR T T BUR TR SR TUH

ERBEREFGETE LTKRES  BEERTFNRIE , MEL4E , FRIFTIZTEN
B IRV MR BIETRIE R

5. MFE—NHSNENA TR FHBERERM.
(® Note
MRIIRFRBBBERIERMSE | WRTRAFER IR EABIERILESR M.

8. EEERN

Amazon CLI

BT LAE A an & BIR 5 3EH Amazon Command Line Interface (Amazon CLI) 3k F &R XER,

ERTFRNER , EFERA Amazon CLI

1217 grant-permissions i B HIBERENE IR
A RRSE 382
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Example — X £ N KT FR - ik

LA /RBIALTERE Amazon K 1111-2222-3333 datalake_userl FHWAFPEFHRIEERL
WISELECT#, inventory retail

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "SELECT" "ALTER" --resource '{ "Table": {"DatabaseName":"retail",

"Name":"inventory"}}'

(® Note

MRERFX HERM BV T EMMLER RN ALTER R , FAREQAET AR FHNIZMULE
HNBBELENR,. BXEZER  FEH BRTFHEMLENR.

Example - EA“RF"ETN FIE R KT TR - TiFik

T—NRAERAR FIETR TN BIEE retail RAAAERM SELECT KR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalIldentifier=arn:aws:iam::111122223333:user/datalake_userl --

permissions "SELECT" --permissions-with-grant-option "SELECT" --resource '{ "Table":

{ "DatabaseName": "retail", "TableWildcard": {} } }'

Example — &3 f& & 5 i 1% & F X R

T—MNRHIREFIE persons F—E IR SELECT R, TR R £ 5IFE,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl --
permissions "SELECT" --resource '{ "TableWithColumns": {"DatabaseName":"hr",

"Name":"persons", "ColumnNames":["family_name", "given_name", "gender"]}}'

Example — £ A BB 5 & &4 R TR

HRBIERFI orders kM SELECT RRH R A restrict-pharma BERESRHE,

ERWERERE

383



Amazon Lake Formation FRARIER

aws lakeformation grant-permissions --cli-input-json file://grant-params.json
LAR 2 grant-params.json XHHAR.

{
"Principal": {"DatalLakePrincipalldentifier": "arn:aws:iam::111122223333:user/

datalake_userl"},
"Resource": {

"DataCellsFilter": {
"TableCatalogId": "111122223333",
"DatabaseName": '"sales",
"TableName": "orders",

"Name": "restrict-pharma"

}

},
"Permissions": ["SELECT"],

"PermissionsWithGrantOption": ["SELECT"]

® HBEZH

» Lake Formation X BR#EA

« Lake Formation R EYEIEIFEN 2 TR LM
- Lake Formation A&# IAM RS &

BT REENR
FENEERAEREEZRABERE

i il an B BIR 5 AR T 3 9 B R AR
UTSBREPNAEASERRLENRTFRENRRAERR TR REORE, ZRED AT

BB -

« EREA —EFFNEN IAMAF, A, IAM Identity Center A/~ F B4 Amazon Web Services
WP, HLORARHN,

- LFIREREAFZRR - ENHBFNROBIERE. k. UERSEREE,

- IR - ERFHBIEHNR,
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T & FHI AN R TE

1. 1E3TF Amazon Lake Formation ##l#& https://console.aws.amazon.com/lakeformation/ , #RJg A
BIEHEER., BEELEEIXNBEEHEURTNEN IAM AR SHEF,
2. BHITUTE®BEZ—:

- ESMERINRT , RRBERNR, RAEERERT,

- ESMEBNBIEERT  ARUE, AREAERELEE-—I K , AEREXENNRTE
BRT.

(® Note

B OB M B M R IER TR ENNE, At , EUETELDER — N RREERE |
AEEREXE FEREXNBIRHNRN. BXEZEER |, 85H AREEETE Lake Formation
PR THERE,

EEAHBoP , ERETHRE  REEEERTNRNER,
IAM AP HISE

MIAM BFMBelRPERE-IHSIEFRAEE.
IAM Identity Center

MNAFPMAFRPIEE—ANLZSNINAFPRE,
SAML AP #M4A

3F SAML # Amazon QuickSight AP MBFAH , TR EST SAML B-EMAFHEA , SEZE R
DA SEARA— PR Z ARNs IS # QuickSight BIRE R (ARNs). E&E ARN Fi%
Enter,

Bxin{AfERE S ARNs , 3 M. Lake Formation & F #4455 Amazon CLl,

(@ Note
RETLS# QuickSight il ik 37 3% Lake Format QuickSight ion S I #h B £ X o
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N1

%t FAmazon Web Services K™ Amazon A41s; IAM £IEA , R IAM APRSARMA—I %
MNE MBI Amazon K/ IDs IDs IDs, (AR, ALRE{=H ARN, £ ID FIZ Enter,

HID Ho-"/FR 10 B 32 NMNEFBHBFAK.
B ID Blou-"TFk , RIR 4 B 2 M EFRHHF (ZEOUMBHW ID) . ZFHFHEEREZ
NUEEE A 8 B 32 MR NEFZRRHMF.

® HBEZH
- DRMEERAZHIER FRNBIEE

i LF #rEH B KBRBo P, EFE-IPRSPMPENERFRROAE.

1. EEDBBIEBRAR.

2. MABIIRFERE-ANRNSIME, BEALUER —NPRSNEEE". R N/FBIEHFIESR
o

EEEFERL ALl views RTFHF AN S BHENEEFNHEENMBRNAB NN,

EEMNR

ERRER D F | SRR AR FHNR,
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View permissions

View permissions
Choose specific access permissions to grant.

[] Select [] Describe (] Drop (] Super

This permission is the union of all the individual permissions to
the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

[] select (] Describe (] Drop (] Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

Cancel Grant

1. BUENRT , B -IRSHER FHNR,

2. (Tik ) EARFHART |, EBZRFEZWATLLEE Amazon Web Services i F= 9 H th F 4K 7
FHINR, YEMIAZBKF B 1AM E4E TR |, Tk,

3. BEE T,

® HBiEZH

» Lake Formation tX [R5 %
s BFXNEEHIKF HZ 0 EIEE SRR

Lake Formation & FHrZ Y15 A2

Lake Formation & FFRrZEM 5 R#EE] (LF-TBAC) R —HETEME N RN TEINER, £ Lake
Formation | XEBEMBEMNLF 3L, BALUT LF HRZMMBIBTFER FER , AERXL LF
Fr& M Lake Formation EER FX X LR FRHNRE. HEANRSEESRFERSELTER , Lake
Formation SRR IX LR FRINITIRME, LF-TBAC HREEEKMNIREFIEEER , HEXKEELXEE
DI ER T AT SR AL A5 B
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FRARER

MEXREHREBRAREN , BiUER LF-TBAC X% Lake Formation X B, LF-TBAC tt#p

EEETY BMY , ARFTENNREEFTHED,

® Note

IAM Fr&E 5 LF iiET R, XLEHREF A ER, LF F3ZXHA TR F Lake Formation & FR , ™

IAM #RZ T E X IAM KR,

Lake Formation EF R4 3= HIH TERE

8 LF RZHE2—MBEX |, I department=sales 5 classification=restricted,
NEALESANENKE , fl0 department=sales,marketing, engineering, finance,

EFMH LF-TBAC A% , B HEEANBEIRMEERTUTES.

Task
1. EX LF RZHEHERN KR,

2. £ Lake Formation H 812 LF frZ 82
&,

3. 7£ Lake Formation #8l2 LF $:%,
4. LF RE D BMAKER RER.

5. M HEMEAFRF RN LF 0 B ss
RIF , AT AR R FIED,

6. BEMART LF IRERKRX |, th Al LAEH
RFEI

7. (#% ) B3 LF-TBAC 5 E Wil k2
BERBHEBNARE  HEERASER
BT AR,

EFEFRER

ol

AP0 LF FREalEE

B LF $5%

FLF RE D RAHIER FRIR

EE LF REENR

£/ LF-TBAC 15 AR T HIE MR

BFERUATER | BLAR=ADAEER TN =ABEENENIRINR,

RIRTG
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pol

hZ

> 5.
o

D
& / AN = B.2

: o £l
=7
2

=) \ .3

EFAGERRSERA LRGP ETRHNER , BAFHIT 17 XETF , WTFAR (FERKHRKE) .

GRANT CREATE_TABLE ON Database A TO PRINCIPAL 1
GRANT SELECT, INSERT ON Table A.1 TO PRINCIPAL 1
GRANT SELECT, INSERT ON Table A.2 TO PRINCIPAL 1
GRANT SELECT, INSERT ON Table B.2 TO PRINCIPAL 1

GRANT SELECT, INSERT ON Table A.2 TO PRINCIPAL 2
GRANT CREATE_TABLE ON Database B TO PRINCIPAL 2

GRANT SELECT, INSERT ON Table C.3 TO PRINCIPAL 3

WAL ERMFAEA LF-TBAC BFR. TEXRBLEEE LF RESRAKEBENE , HEAZHETF
X LF SR A RBR
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T REIF | LF HREXRTHEEHP TS DU FFEMK (ERP) NARFEHTRERN 2T X, &

Al LA HI B MERN 2 BIEN AR, FrE LF FrZXHEEE# module MATREMI{E Sales. Orders
F Customers. LF #rEREIMDTFIR :

module=Sales

ZENE T LF FREE,

=

Al

12
A=, B-=

R.l

&,ﬁ-

6.
o>

il

g= &

C.2

.3

N #IE B FERMYANIRE 2 B

RMNBITREME LF 75 | JINRYIE LF 78, HENETTURES. ELEGD  $ETRE LF 57
X

w2 o

T4, BIEHAEERARAFTXNRFEHRTUATEAD LF HREDE (E£RAHKNKE ).
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ASSIGN TAGS module=Sales TO database A
ASSIGN TAGS module=0Orders TO table A.2
ASSIGN TAGS module=0rders TO database B
ASSIGN TAGS module=Customers TO table B.2
ASSIGN TAGS module=Customers TO database C

PRCE EHRNRT

FLF RESBAKRBENRS , BIENERRLANAERRT 4 N LFFE , TR (LAHR
B)o

GRANT TAGS module=Sales TO Principal 1
GRANT TAGS module=Customers TO Principal 1
GRANT TAGS module=0rders TO Principal 2
GRANT TAGS module=Customers TO Principal 3

IM7E , EF module=Sales LF FrEM EMA T LLIF B H module=Sales LF IS BIEE REIR
(a0, BIEE A) , EA module=Customers LF FR&EM EA& T LLIFRIH A module=Customers
LF R IR , #RIELEHE,

FRBFFHEIRE, X2EN , RECNELY LF REEREFENHEEARBHNREEERAR , BT
3 KRB REAIT X LR T EE ML Lake Formation X PR ( f5I20 SELECT, ALTER) . HIt , X
THRBHGSEEBEBRRT IMTEN LF HRERFIIEHIEEB ZERH Lake Formation X BR,

GRANT (CREATE_TABLE ON DATABASES) ON TAGS module=Sales TO Principal 1
GRANT (SELECT, INSERT ON TABLES) ON TAGS module=Sales TO Principal 1
GRANT (CREATE_TABLE ON DATABASES) ON TAGS module=Customers TO Principal 1
GRANT (SELECT, INSERT ON TABLES) ON TAGS module=Customers TO Principal 1
GRANT (CREATE_TABLE ON DATABASES) ON TAGS module=0Orders TO Principal 2
GRANT (SELECT, INSERT ON TABLES) ON TAGS module=0Orders TO Principal 2
GRANT (CREATE_TABLE ON DATABASES) ON TAGS module=Customers TO Principal 3
GRANT (SELECT, INSERT ON TABLES) ON TAGS module=Customers TO Principal 3

IR EFTR | BT X RIRA AR

BRELIRGDEABEEMRLN LF HRZURRPEEEREFH LF 5L | TRIHE T AN EIEEM
#=EBM Lake Formation R,

FK B LF B FHRR
FiK 1 o SIEIEE A B9 CREATE_TABLE #BR
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£ B LF 7R’ TR
« X3k A.1 B9 SELECT. INSERT PR
« i3 B.2 #9 SELECT., INSERT #XBR
o XW¥IEE C B CREATE_TABLE #XBR
« X¥3 C.1 B9 SELECT. INSERT #XR
« X3 C.2 89 SELECT, INSERT #X[R
« X5 C.3 9 SELECT. INSERT #XPR

Fi& 2 o X3 A2 B SELECT., INSERT PR
o #IEE B 9 CREATE_TABLE #XPR
o 3 B.1 B SELECT. INSERT R

F3 « i3 B.2 #9 SELECT, INSERT #XBR
o XWEIEE C B CREATE_TABLE #XPBR
« X¥3 C.1 B9 SELECT. INSERT XR
« X3 C.2 89 SELECT, INSERT #X[R
« Xf5 C.3 B9 SELECT. INSERT #XBR

m e

YA 9= = |

EXANMTEB RGP, £/ 5 o EREMN 8 MR THRE  WIENERARBIEE 17 IR, HBH
TABIEEMBE R, LF-TBAC FEMN TR ERRAENAEBHMEMZR T, RRFEAEN
EARETFRNENERNLENR , P n(P) REFNHE , n(R) BREFNHE

- ERAWBTRAEN , IIENETHEN n(P) X n(R).

- BE LF-TBAC B , EAEAN LF 5%, BEFNRFHXNRIFRAZELSEN n(P) +n(R).

W

G BESH
o B LF XK AR A&l
« £ LF-TBAC LR FEIE AR
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£

- BE LF /X UASEI ST BdE i a 42 i

- B |LF-Tag RIANAEI T EAE T 7] 32 5
- BEE LF REERR

B LF $R3ELASKIL T B3R U7 ) 42 )

Ef M Lake Formation ETHEH I E 24 (LF-TBAC) FERFRFHIFEEZHR ( BIEE. &M
F) , BAILGIE LF 7% |, FHIBARR , HEEERT LF HENR.

R LF fRE D BABFERE XA RIAEARTRRZE , FELEN LF /7L, RAARFEHEEAR
856 LF fRE 0B ENRN EMATEELE LF iRZ,

LF irZ B2 E

LF frZ BB ERENCIENEE LF ENFEEER M, BIEHEER AJLIER Lake Formation 2
H A CLI A LF frZX BB E, LF X 6I1EE BB Lake Formation X PR , AT SAE FTRIMIER LF
L, M LFRZ0EBELARE , UREBIEMIERIZT LF SRR LF FRZENR,

BY LF rZEEEAG , ZEHEEA TUERESEETS (HlINeBZMEMFSRBNE ) TRAFE
EEAEH, BIEBHEEREFLUGO LF RECEERFARTH Create LF-Tag PR, A, LF
HEIEETUEEMEEERFOE LF SR,

B BARF I LF SRS IR -
« LF $RZEMPR - Create LF-Tag, Alter #l Drop. €12, FEHMMER LF AR B EIX LR,

BEHEERAN LF X0/ Z2ERXEANECIRMN LF fRENXENR , AETUAEAEXRT
XENR , LEBHERPNTRE,

« LF #RERBEXPR - Assign, Describe # Grant with LF-Tag expressions. FEEXLN
PR BEFF LF R oA TiE B R BEE. RS, IR A Lake Formation & TR 177 [B] 42 &l
[ EEEREFXNERAONB, LF LR EECE LF X2 BNIRBXLENR,

FE3R18 Create LF-Tag ERH IO LF F7¥/5 , LF X0 EE T LUR LF RESBARR , ¥
EHEMIFEERFERT LF #nZPR (Create LF-Tag. Alter #l Drop ) , AEBEIRE MR
%, YRAILAE R Lake Formation ##|&. APl 2 Amazon Command Line Interface (JAmazon CLISRE
# LF-Tag.
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® Note

BIEHEE R EEGRRN Lake Formation 1XBR , ATLABIZE, EFAMMIBR LF $rX, N LF i:Z¥ 9
BARR , LR B EHMEETET LF FHRZNR,

EXFESBRIIEEIN |, 52 Lake Formation E TR 15 B 54| HFESSEA T EEM

£}

o WINLF SREBIEE

- Bl LF iR

o B LF AR

o HBR LF #5

« B LF #R55

« F LF 25 B A HIEE FRIR
- BEEDELERFEHN LF #5X

- BE LF REHEER TR

s LF REWEGER

+ IR Lake Formation ETHRZEH A REFS IAM ETE NG RIZES]

W

G BESH
- B LF X ENR

« £ LF-TBAC /5 E R FEIE MR
» Lake Formation E TR 8917 [A] 3% %l

I LF 3R pliEE

BIAMBRT , B HEERA AR, EHRMAMER LF 4512 , BRI/ BEAREERER , UREE
HEREFIRENR, MREFEGRSNENEBEREZTELIEETER TR , WHEHEER TTUU6IE
LF FrZ B EAEHEXEA BT Lake Formation Create LF-Tag iR, BIAIFEFH Create
LF-Tag fX[R , LF X B ZE NS B N4 TS ERAHMIEETER 4,
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Amazon Lake Formation

BENEERAEN LF RESBRABEBERAR , 4R TFECNIEACRIRA LF FRZEAYRERN

PR o

@ Note
BN RIS F RBEEHE Describe M Associate R, B EmEMK S~ P M 4T F

Create LF-Tag, Drop., Alter # Grant with LFTag expressions R,

ES]
« B2 LF RERER IAM R

. I LF RESIRE

S,

© BESH
- BE LF i3XENR
» £ LF-TBAC /&R FEIE MR
» Lake Formation E TR 817 [A] 3% %l

W

B2 LF 33ZFTEM IAM R
BB B BRI fLF Lake Formation E48I2 LF $5%, MU TBARMAEER N LF i:Z0EE

HY AR PR R B
® Note
REHFEMEER KRB Lake Formation R , ATELBIE, ERHMMMIER LF 45, & LF #5

FHMLTR , UREAEHAERTF LF X, BREHEERAEFENT IAM R,

EXEZEELR |, i3 Lake Formation A& F IAM RS %,

{

"Sid": "Transformational",

"Effect": "Allow",
395
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"Action": [
"lakeformation:AddLFTagsToResource",
"lakeformation:RemovelLFTagsFromResource",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLFTags",
"lakeformation:CreatelLFTag",
"lakeformation:GetLFTag",
"lakeformation:UpdatelLFTag",
"lakeformation:DeletelLFTag",
"lakeformation:SearchTablesByLFTags",
"lakeformation:SearchDatabasesByLFTags"

¥ LF fRZEPBARFEHOEHET LF HRENTAHLAEEHENNE | B
CreatelLFTag., UpdateLFTag %l DeletelLFTag fBRER I,

ANDDLF fREplEE

LF fRE 02 E LI LF 78, EFMRERNE. NREL, BREERIEE FHRXEK , URE
A LF-TBAC B AR EAHARTXI&HE B ZRFAINR, LF RSB EEATUEEFR TFXENR,

& A LA Amazon Lake Formation ###|&. APl 2 Amazon Command Line Interface (JAmazon CLI

B2 LF-Tag tIEEAE,
console
WhNLF L2 E

1. 3TFF Lake Formation #2#|#& , Mt R https://console.aws.amazon.com/lakeformation/s

LBEREER 50 EF,
2. ESMBERINRT , EHF LF FREMNER,

 LF /REMNRAE L, 1%8% LF L IZ2F 87 , RFIEFRAR LF frE6EE,
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Add LF-Tag creators

LF-Tag creators can create and manage LF-Tags. Learn more [}

LF-Tag creator details

1AM users and roles
Add IAM users or roles.

Choose IAM principals to add v

If-developer X

User

Permission
Choose the permission to grant.

Create LF-Tag

Grantable permission
Choose the permission that may be granted to others.

Create LF-Tag

Cancel Add

3. TERMLF RZAEENEL , REFEEFVE LF RZMENRN IAM AEFHAF,
4. % Create LF-Tag XEREEIE,

5. (Wt ) EFEFMEEAEBEEMERE T Create LF-Tag PR , HEFAIFFM Create
LF-Tag &XR.

6. IEFEHM.

Amazon CLI

aws lakeformation grant-permissions --cli-input-json file://grantCreate
{
"Principal": {
"DatalLakePrincipalIldentifier": "arn:aws:iam::123456789012:user/tag-manager"

I

"Resource": {
"Catalog": {3}

},

"Permissions": [
"CreateLFTag"

ETIREr R 2 H 397



Amazon Lake Formation FEANGIER

]I

"PermissionsWithGrantOption": [
"CreateLFTag"

]

LTRLF RZEeI2EAG T HINER :

X PR iR
Drop X LF #rE B A A BRAY E 4T BUNSIEH P ER LF 4R, E4HSIRE

LF SrERRINATERLSEMNBRI Describe R,

Alter X LF fRE BB WRRAEATTLE LF FREFRMIBBRREE, THha
IREUKY LF fREM AT EREERBN Alter )R,

Describe X LF X E G R EMARER LF FRZE D EBEALA B RIZTFTX LF Fr5
RIS AT LAEE LF FrE R EE, BrUEFTNmMmERES B EEN
Describe R,

Associate 5t LF X BB R EMAT LS LF RZE0BABEREXER. #F
Associate £BRIXFEF Describe KR,

Grant with LF- X LF X BB NREAT LR LF XBNERFNHEE X

Tag expression BRAPR, |®F Grant with LF-Tag expression £BRARF

Describe R,

XERRBANRTH, EBEIRFRIAFER TFIXERPR AR LU LR RER T 45 H =4,
BIE LF 45

A LF X EAMETE Lake Formation FEN , REFTEMEA. LF mZTH—NMEM -2 TJ8E
HREAK.

HIEHEEAN LF X0 EEARBBAEN IAM B PEF Lake Formation X R/G , KB A2 LF
L, LF iR ZERERINE |, ATAEFHRMIER LF X PN EARSE AR ER LF 355,
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& B LA Amazon Lake Formation ###|&. APl 2 Amazon Command Line Interface (JAmazon CLI

B LF #5%,
Console
BIE LF Fr¥

1. 3TFF Lake Formation #2#|#& , Wit R https://console.aws.amazon.com/lakeformation/.

LEA LF RZMBRENRNEFIBEREER ZFHER,
2. HESMBERD LF REMNRT | &#F LF /7%,

B E R LF R R,

LF-Tags LF-Tag permissions LF-Tag creators - new

LF-Tags (2)

LF-Tags have a key and one or more values that can be associated with data catalog resources. Learn more [

Add LF-Tag
Q Find LF-Tags 1 1))

Key v Values v Owner account ID v LF-Tag permissions
LF-Test If-businessanalyst, customer 054881201579 View
module Customers 054881201579 View

3. EFNILF 5%,
4. HERMLF FENEES , WARN— IS NME,

BIRUAEREL—ME, BERMASME , TRAANESTRNIIKR , AIERK Enter , E—
REA—NME , REESMEREFER, RFNENZAKENRN 1000,

5. EERMIRE,

Amazon CLI
Bl LF F:¥

-  HIA create-1f-tag @,

AT RGIGIZE RN module AK{ERN Customers F Orders B LF # 5%,
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aws lakeformation create-1f-tag --tag-key module --tag-values Customers Orders

FERNIRZERREE , THRLIREBX U LF #/7EM Alter R , A TUERRBERIL LF HFEPHEARE
B, LF R¥OBEEFHETUAMEMERRE T Alter XIR , LEFHMMIBRLL LF 58 ENHRE(E,

B LF #5%

B SUB R NS BR R R EREFHETNHES Alter BRI LF #5¥. BTLEEH LF HREE,
EFNE , BHIRLF RE  RARRN—NEEMERN LF 5%, BR7T Alter R , BEFE
lakeformation:UpdatelLFTag IAM X BRF BEE 1B,

MER LF SEER , TaREERABERFRRFR LREEEEZ LF iREEH, MREHERY LF HREEE
RFEREK , WZENERAETL , FEEARR T ZBEXONERNEEHBHFIBERZNR.

EMIER LF FREE 28l , B LLERAEA remove-1f-tags-from-resource i s MEEEMBRE
ENBEEZRETRER LF #7%  AEFEAZRENENZRBEERFINRZ,

REREHEER. LF X0 EEMEEX LF LM Alter NRM EAHFBEEH LF 5,

&I LAE A Amazon Lake Formation #%|& . APl 2 Amazon Command Line Interface ()JAmazon CLI

%E%ﬁ LF-Tago
Console
EH LF R (2418

1. 3TFF Lake Formation ##%I|#& , Wit R https://console.aws.amazon.com/lakeformation/.

DBEAEER, LF 0B ERX LF #1X8F Alter RN EEFHE R,

2. HESMBERD LF RZEMNRT | &#F LF 775,

3. ELFHRENAEL , & LF 5L, REIERERE,

4. TE4REE LF FREXEER |, FMBEBER LF FRE{E.
ERNZME , FEEFRTHAESORWASIRHFE Enter , HE-—RBWA—NME , REE
BANMEEEFRR,

5. EEFF.
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Amazon CLI
B LF #5% (Amazon CLI)
-  HIA update-1f-tag @i, BMUT—INRHENSEK :

+ --tag-values-to-add

 --tag-values-to-delete

Example

AR RABIHE vp BN LF #5Z48R level M{E vice-president,

aws lakeformation update-1f-tag --tag-key level --tag-values-to-add vice-president
--tag-values-to-delete vp

MR LF 35

B BB BEAN LF 1L, T2RERREBERARLREBFE LF /7%, MRCEHER LF HRE
ERBRXEK , WZHREXNRRFTBETR , FEEARRTFNZ LF RENNRNEEEBRFFBERIZN
PR o

EMIBR LF 3R 280 |, B LUERER remove-1f-tags-from-resource S5 RMATE &R
BR LF 555

REBENEER, LF RZREEREEX LF 555 Drop PRIV EMART EEMIBR LF #5Z. BRT
Drop MRS , EMHEFEE lakeformation:DeletelLFTag IAM X BRFREMIBR LF #5255,

&I LAE A Amazon Lake Formation ##§|& . APl 2 Amazon Command Line Interface ()JAmazon CLI
ﬂﬂIHZQi~ LF-Tago

Console
B LF 5725 (2814 )

1. 3$TF Lake Formation ##|#& , Mt A https://console.aws.amazon.com/lakeformation/,

UBEREER 50 ER.
2. HESMBERD LF REMNRT | &8 LF 775,
3. HELF#HAZLEREL , EE—LF X, REEEWER,
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4. FEMIBRIREINE ? WEEF , EWUNER , TEEEFERPEA LF inZR8E , AREER
BRo

Amazon CLI
IR LF #52% (Amazon CLI)
BWA delete-1f-tag i H. REEMBRE LF FREHE,
Example

T RAIMEREE region B LF /5%,

aws lakeformation delete-1f-tag --tag-key region

HIH LF FR&

O LB HESTE B H Describe 5 Associate BRHY LF #53¥, 81 LF X FHHHWEER 2B
NEHEBFNREWE,

LF frE 6|2 E SR EFMMNCIEN LF HRERBENR.

B HEBRR UEFAR Amazon IKF FEXWFFE LF F7% |, AR ENAERK F B A i 0k 7 1% F
Describe f Associate NIRMIFFE LF #53¥, HIEBHER R AUERNE LF N FAEE.

& ] LAEF Amazon Lake Formation ##I&. API 8 Amazon Command Line Interface (JAmazon CLI
HIH LF 75,

Console
Bl LF #7% (#2514 )

1. 3TFF Lake Formation &% , Wik A https://console.aws.amazon.com/lakeformation/o

BULF #fRrZ a2 E, BIEHEREAYSERE T LF RSHNREER
lakeformation:ListLFTags IAM BRI E & 55 &,

2. HESMBERD LF RZEMNRT | &8 LF /7%,

B E R LF 7€,
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LF-Tags LF-Tag permissions LF-Tag creators - new
LF-Tags (2)
LF-Tags have a key and one or more values that can be associated with data catalog resources. Learn more [
Add LF-Tag
Q Find LF-Tags 1 1))
Key v Values v Owner account ID v LF-Tag permissions
O LF-Test If-businessanalyst, customer 054881201579 View
@) module Customers 054881201579 View

EFRB/EKS ID 5, IEEMINSIKS SEHKS HER LF R

Amazon CLI
H H#R% (Amazon CLI)

s DBBEBHEBRRYEHEBE TN LF MENNREEHR lakeformation:ListLFTags IAM X
BREVEEFBEITATET,

aws lakeformation list-1f-tags

BHRBTUATARR,

"LFTags": [
{
"CatalogId": "111122223333",
"TagKey": "level",
"TagValues": [
"director",
"vp",
"c-level"

"CatalogId": "111122223333",
"TagKey": "module",
"TagValues": [

"Orders",
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ERNEFEMNABKSRTFH LF #5Z |, ERMWETED --resource-share-type

aws lakeformation list-1f-tags --resource-share-type ALL

REHRLTUTAR, HEE NextToken 8 , ZBRTEFESESIHNAR,

{
"LFTags": [
{
"CatalogId": "111122223333",
"TagKey": "level",
"TagValues": [
"director",
"vp",
"c-level"
]
by
{
"CatalogId": "111122223333",
"TagKey": "module",
"TagValues": [
"Orders",
"Sales",
"Customers"
]
}
1)
"NextToken": "eyJleHBpcmFQaW...ZXh@Ijp@cnV1lfQ=="
}

"Sales",

"Customers"

ALL,

BEEZwT , REFM --next-token SHUBFEMRRAARM LF FFEMMABKSRT

B LF $r¥,

aws lakeformation list-1f-tags --resource-share-type ALL

KENEIKF Y LF frEm & U TR RE L,

ETIREr R 2 H
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--next-token eyJleHBpcmFQ@aW. ..ZXh@Ijp@cnV1fQ==

{
"LFTags": [
{
"CatalogId": "123456789012",
"TagKey": "region",
"TagValues": [
"central",
"south"
]
}
]
}

API

AT LAfE A SDKs AT A F Lake Formation k5| HiEREENEEFENHFZ,

import boto3

client = boto3.client('lakeformation')

response = client.list_1f_tags(
CataloglId='string',
ResourceShareType="ALL",
MaxResults=50'

WHSREIEEUTEHEN dict IR :

'"LFTags': [
{
'CatalogId': 'string',
'TagKey': 'string',
'TagValues': [
'string’,

iy
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]

'NextToken': 'string'

BXRFIENRNEZELR |, 55 Lake Formation B&F IAM R fES#,

B LF RE 0 RAHER FRIR

AN LF REPBRABEERER (HEE. JRN5 ) BEFINXERFERNTR. RIERRTEE
LF FREM 4 ( UAREARBRRFERRTFHRNRH TS ) TG R LRIR.

MRRYPHET BIEFERHN LF AR, HEREFIBET RFHY LF FRX |, MATBUEN @ LF P48 2 B
ERBEUANE,

B D EARIRHN LF RSN HABEN 50,

=

x

i}

EESBLERFNIREMNER

« B LF $RE S ELE R

« FLF SREDEL IR FHR
« EFRIRAY LF R

« WNBEIRBPHIER LF $RE

BRI EARRIVFENER
BN LF fRE S BAHFER FER , BLM

- BB LF #sZH) Lake Formation ASSOCIATE X FR.
« BAF |IAM lakeformation:AddLFTagsToResource fXBR,
 #85 glue : GetDatabase ¥t Glue BIEEH PR,

- ERFREE (BIEE ) , BT GRANT EIMEF X RIER Super Lake Formation X FR , siiEid
GRANT T EB U TR :

o XFE— Amazon K~ FHIZRIEE : DESCRIBECREATE_TABLE, ALTER, #1 DROP
o YT INERNK - PRI ERIEE : DESCRIBE, CREATE_TABLE F1 ALTER #XBR
« XtF35 (#%)) : DESCRIBE, ALTER, DROP, INSERT. SELECT Hl DELETE XBR
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WA | LF-Tag M2 EAEHERBELINTFE— Amazon lEF H,

EMNBEBRRRTMER LF 7% |, BXITHEXLEERAER
lakeformation:RemovelLFTagsFromResource IAM X R,

¥ LF XD E A RS

9 LF RS2 EARD (244 )

1.

o & w0 DN

$TFF Lake Formation #%|#& , Mt R https://console.aws.amazon.com/lakeformation/.

e ERERNAF 50 EF,

ESMEST , ®ix.

ERREN (MARKRBUELAATURY ) o
EREAEENENRYER D | ERRERM,

i mBRY REL &R -IRZI , REEFRE LF-T ags.

(® Note
IMREZRNMBRFIFRFRIRAE , BRMTHEE. REHE LF 7735,

LR 1R LF AR AR | FETSMNERBEBNARAE LF 7%,
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[
Edit LF-Tags: product_id Learn More (2 X

LF-Tags

After they are associated with catalog resources, LF-Tags allow you to create scalable permissions.

Inherited keys Values
level director (inherited) v
module Orders (inherited) v

Assign new LF-Tag

You can add 50 more tags.

6. (FE)EHENBFREUVLHEIRTD  BF-NMERBEHENE.

7. (HiE)EBRSEHHN LF AL, RE , EORMNES A -2, RENTE , hiz@BEE—
ME
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Edit LF-Tags: pl'OdUCt_id Learn More [A X

LF-Tags

After they are associated with catalog resources, LF-Tags allow you to create scalable permissions.

Inherited keys Values
level director (inherited) v
module Orders (inherited) v
Assigned keys Values
Q. environment X Production A Remove
Production

Assign new LF-Tag Development

You can add 49 more tags.

8. (FNk ) BXEESEHAY LF ARZLURIMEM LF 7%
9. ‘BRI

FLF iR EABFEERER
Console

¥ LF fRED A BIER RBFEFERR

1. 3TH Lake Formation ##|#& , Mt A https://console.aws.amazon.com/lakeformation/,

LUARRIESHNERNAF S BB R,

2. ESMBERNBIEERT W THEREZ— !
- B LF RZXSBAREE , BARBERE
- B LF XD BAR , BlhER.
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3. GEEBEEZEK , Rk “BRIFE XELER RE LF 5L

FFHI “4R%8 LF-Tags: resource-name” 3 iEHE

MRRMNESENBIEEME LF #75 , NEOFERHYER LF 5L, BN, EOFETRX
KRB EZERRRMYED LF $RZ7

Edit LF-Tags: inventory Learn More [2 X

LF-Tags

After they are associated with catalog resources, LF-Tags allow you to create scalable permissions.

Inherited keys Values
level director (inherited) v
Assigned keys Values
Q. module X A Remove
Orders
Assign new LF-Tag Sales
You can add 49 more tags. Customers

4. (WiE ) MBRHYEAT LF FRE , WX TREANRFRZLNESR , EUEE—MEXRE
EHENE,

5. EDBEHWLF L, FRITUTSER

a. EEDEHE LF R
b. EIEMNRFERSP , EE—LFiRER , AREEFRPEE—ME.
c. (TFk)BREERIEHAY LF R0 BEHIAY LF 7%

6. EERIF.
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Amazon CLI
F LF 5 BBEEFRER

« &7 add-1f-tags-to-resource %,

AT "4 LF 7% module=orders D ELEEIEREE erp PHIK orders, ©fEA --11-
tags SHWREFE, --1f-tags B CatalogID BHRWIEN ., MEREBHIZEME , MR
ERNRR (EARFIPREK ) WBEFID,

aws lakeformation add-1f-tags-to-resource --resource '{ "Table":

{"DatabaseName":"erp", "Name":"orders"}}' --1f-tags
CatalogId=111122223333,TagKey=module, TagValues=orders

AT 2 8p 5 B IR R o

"Failures": []

T—NREME LF DB sales &’ , HX --1f-tags S EA JSON iB%,

aws lakeformation add-1f-tags-to-resource --resource '{ "Table":
{"DatabaseName":"
"module","TagValues": ["sales"]},{"TagKey": "environment", "TagValues":

["development"]}]"'

erp", "Name":"sales"}}' --1f-tags '[{"TagKey":

T—ANREIE LF $5% level=director ' Hi4 K sales B total %,

aws lakeformation add-1f-tags-to-resource --resource '{ "TableWithColumns":
{"DatabaseName":"erp", ":"sales", "ColumnNames":["total"]}}' --1f-tags
TagKey=level, TagValues=director

"Name

BEHERN LF 5%
FHHIEE FREM LF $7% (Amazon CLI)

- WETEMNLSERFANE , #£H add-1f-tags-to-resource ®H,
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ANEDE LF L EFHERREERTEEN LF FESXEFIUEE,

MBR IR LF R
i BRERAE B R B RH LF 5% (Amazon CLI)
E)

e 131T remove-1f-tags-from-resource @y

o

MRERW LF REEFS T MARBFEESENE , WARPRERZ LF SREREREENE, AT
NiERTEEMRPHRENRENI,

AR RBIM sales REY total I MIBR LF #5% level=director, --1f-tags ¥
CatalogID BMRAEN. MRRRBRHEZEY , NBRENRR (EERHIFAK ) WBEFID,

aws lakeformation remove-lf-tags-from-resource

--resource ' { "TableWithColumns":

{ "DatabaseName": "erp", "Name": "sales", "ColumnNames":[ "total"]}}'
--1f-tags CatalogId=111122223333,TagKey=level, TagValues=director

EE S EL TR LF FRX

B LLEE P BRATIEE FEREMN LF 55X, B4 LF 3L EH DESCRIBE 3 ASSOCIATE fXFEF
BEEEE.,

Console
EESBAREN LF 57X (BHA)

1. FTFF Lake Formation $###1#& , Mt A https://console.aws.amazon.com/lakeformation/o

UBEHEER., REAEEDRCHEZE TN RIREA Lake Formation R A F B 5 & .
2. ESHMBROBEERFET , TR EZ—

- EEESRAREEN LF 7% | HERREE,
- EEFSEERN LF 5 | FlEER,
3. HERBHBFEENHL  RREBEEIRNEN. RAEEFAGERE L , @ TR3IE LF R

EEa o
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DLTREBEBRERT DBELY customers kM LF 35 | ZRBTEE retail HIRBE
o, module LF FrEMA B ZEIEE, credit_limit DB T level=vp LF #5%,

LF-Tags (3)

LF-Tags are key-value pairs that you can assign to data catalog resources, such as databases, tables, and columns.
You can then grant permissions to principals based on these tags to control access to the resources. Table columns
inherit all LF-Tags that are assigned to the table. Learn More [/}

Q

Resource

customers (table)
customers (table)

credit_limit (column)

Key

module

environment

level

Value

Customers

Production

vp

Edit tags

v Inherited from

retail

Amazon CLI

BEDEAEFEN LF 555 (Amazon CLI)

© BWAXRLUTHS®T.

aws lakeformation get-resource-lf-tags --show-assigned-1f-tags --
resource '{ "Table": {"CatalogId":"111122223333", "DatabaseName":"erp",

"Name":"sales"}}'

1Z a0 TR IR = B T 5

"TableTags":
{

"CatalogId": "111122223333",
"TagKey": "module",
"TagValues":

"sales"

ETIREr R 2 H
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]
I
{
"CatalogId": "111122223333",
"TagKey": "environment",
"TagValues": [
"development"
]
}
1,
"ColumnTags": [
{
"Name": "total",
"Tags": [
{
"CatalogId": "111122223333",
"TagKey": "level",
"TagValues": [
"director"
]
}
]
}
]

EEHNETREXPEH LF F7%X , MARYEN LF 458, MREEEFFEH LMPTE LF #5
X, BEMREN LF /5% | 528 --show-assigned-1f-tags &I,

BE LF R0 EENEIR

BAILERERE LF REB 2 EENAEREERAR. Nt , BFEELLT Lake Formation X[ :

« % LF #3%& M Describe = Associate R,
o XWHIRH Describe HAEME M Lake Formation R,

AL, BEFEELLT Amazon Identity and Access Management (IAM) 1R :

« lakeformation:SearchDatabasesByLFTags

« lakeformation:SearchTablesByLFTags

HFREH R 4 414
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Console
EF LF FE0RHINER (EHE)

1. 3TFF Lake Formation #2#|#& , it R https://console.aws.amazon.com/lakeformation/.

UBESEERSFEREYHANERNAF B HE R,
2. TESMBERHWNERM LF SRR T , %&# LF 5%,
3. ERLFHER (MTAEREEHZLMNETZRE ) .

LF #rZ R AESERNEE R LF HREE 0B BN TR SR,

module
LF-Tag Delete || Edit |
Key Values
module Orders, Sales, Customers

Associated data catalog resources (12)

Q
Key Values v Resource type v Resource v
module Customers DATABASE retail
module Customers TABLE customers
module Orders TABLE inventory
module Customers COLUMN customers.cust_first_name
module Customers COLUMN customers.work_phone_number
module Customers COLUMN customers.company_name
module Customers COLUMN customers.credit_limit
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Amazon CLI
BE LF RE 5 BINRIR
« &7 search-tables-by-1f-tags = search-databases-by-1f-tags %,
Example
LTRBIGIHSE T level=vp LF FREMRMS. Xt THHNENRMY , K H RN ZRSE
N EHFTE LF #7% , MAXUXERRRERER,

aws lakeformation search-tables-by-1f-tags --expression
TagKey=level, TagValues=vp

BXRFIENRNESZELR |, 55 Lake Formation B&F IAM R fES %,

LF $RE/Y 4 a5 B H

1. LF #:Z 81 & Michael 812 7 —4 LF #5% module=Customers,

2. Michael BI##E T2 )M Eduardo &#F 7 X LF $r& M Associate PR, ¥ F Associate £2BRXE
¥ Describe R,

3. Michael EA#& F £ [a Eduardo RF T XI5k Custs B9 Super #XBR , It Eduardo AT EAFF LF #x
ToWAZR. BXRELEE , BEHAE LF L REABEERER.

4. Eduardo ¥ LF #5% module=customers S Bt 3« Custs,
5. Michael [ #3E T2)H Sandra #ITTUTEF (EFRHRB ).

GRANT (SELECT, INSERT ON TABLES) ON TAGS module=customers TO Sandra WITH GRANT OPTION

6. Sandra MEIE D T Maria #H1T T UL THEF,

GRANT (SELECT ON TABLES) ON TAGS module=customers TO Maria

Maria SLE AT LANT Custs RIZ{TEH,
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® BFZH

- BRI AR

b8 Lake Formation E FHRZEH GRS IAM EFE R REE]

ETEMMIGRES (ABAC) 2 —HETEME XN RHRINEKE, £+ Amazon , XEEMM AR
L, BA UM ME IAM FIR , 23 IAM 2 ( AFRZHAE ) M Amazon &R, BELHR IAM
ZREABIEEAN ABAC FREEHE — /MK, XL ABAC RETRITHEZENREERFEIREITHE
BT, ABAC EREBKNIEFIIEEER , A EXREETBSENER T AT AREA B,

CZREFREAREA IAM RENFIERRNIFRIRXBMELLNE , B3 Amazon S3 74

. Amazon EC2 £ AR &R LAEIT ARN 5| FAMVEMIEIR. 1AM REEE L T XN BB RN Z
(FERIEE ) BUBR , Hltn , ARG RIEL Amazon S3 FHEBRAT BRI RBBEERFNIHR,. BHX IAM
ABAC WEZER , 5 ABAC B4 A ? Amazonit IAM AFEEH,

Bl |, B AR ESR project-access iIXRN=1AC., FE - NAENHRZEIREN Dev ,
L=/ HF Marketing , B=/NF Support. MRBLTHEEEELENRE, AF , EAUEREAN
KEE , EABNEIRIRET project-access WHEMER A FIAE,

BIEAIEE A Lake Formation KE XS EHRIE AR RNV BANIR. LF X0 BERIER X
BR(BEE. {0 ) HARTFEEER. EEERFEN LF /RS TER LF FREH F4AT LT R R
iR Lake Formation X RRETF IAM R, il , 2R IAM RRF A FRFHRIEEEH , W Lake
Formation A& EZ AP &R FX Z M P EAERAFRNE , EEZENTREELEMN LF 5%
2t

Lake Formation EF#RrE K15 E)$2 %] (LF-TBAC) 5 IAM ABAC &4 , &K Lake Formation X
REARRRAEE SR HINR,

- Lake Formation TBAC fXfREEERIF MY B. ETBEEEE A EHMNBRBEUA TN R IR
|, BN , RIZEFEATE project-access FFEHR IAM ABAC FKEERIZMHXY Lake Formation
A4S ERIRERGRIMPR, £/ LF-TBAC , ¥ LF #5% Project=SuperApp 2 EABEN RN
5, HEZIMBNFEARRFHERBN LF #5%5. BY 1AM, FFE ARG EERIERE |, ™ LF-
TBAC RBEFHEZARANBFERD KD I —FLHEINR. WRGHRFMEITE & , N Lake
Formation B 8 RS ENRL D EET R , TFRA BB TREXN ZR G RN,

« Lake Formation TBAC FZERAH 1AM K, BHTEMER IAM KEERE T3 Lake Formation 5 R
SR IFRIMRER , H A Lake Formation TBAC REEERWHKEIAF , HILEGIZER IAM KR
B,
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 {#F Lake Formation TBAC , FIBA AT LAREZAL K K. XRRAFTERNNERIEREBE R
Fo Hltn , MBHAXARZMAIE , NEDF IAM BEE5RAFXEK , ABNEN LF X208
“RAP , UEMRFZAEARFRNERE, BLEEER IAM KEEEN A X FHU B K2 LF
*’%%o

 {#£H Lake Formation TBAC A LURBERB AR, IAM KRR T TN RIR ( Hlankdz B 5B
&K ) WiFEBR, A Lake Formation TBAC , A UEFHN SR ERFEEN S ERR I
A AXBR

(® Note

IAM 3 Z 5 LF $rETE, XERZIAAIE#, LF X FRF Lake Formation &R ,
IAM $rE BT E N IAM KB,

B LF-Tag RiA T LASKI ST 3048 175 1R 432

LF-Tag RIZXEZH—MHBZAN LF #5Z (BEX ) AENZERER , BTFRFEBFENR. Amazon
Glue Data Catalog LF-tag ZER AFEEXHAN , REHIFEZFEN TBEREKREEXN BB R RN H
AR, BANREXERKIAAESMBRTFPESFEATI] , NIAR—3ME  HETUEEE
IR RBER B MR ENE L,

FLATEM LF-Tag ®RiIZRH , £/ AND ZEAESHSE , MEA OR EELEHE, Bl , FRERK
Hcontent_type:Sales AND location:USEKTEXEHEHREMERNER,

BERZ A LATEHR GBI 1000 A LF-Tag AR, Amazon Web Services ik FIXERIXANEHT —F R
SEEAT RN AXNKREERET ABEGRSHNR  BRAGELIBNNVAFPSNARFRTRREENN
FREH I 175 (7] 45 7E B B8 2R

LF-tag REAXER/UTRR :

- AEAM-BIEXHNERE LF-Tag REX , ENEHMRFRRZLATENRE , ETBEEFIE
AR RER,
s —HM-ESIMMRBEFHEESFEA LF-Tag REXATHEANREFNER TN — .

« IREXMEE — LF-Tag REXBE TEERIA KRR HEBMAENTNL , BAEBTUAEHRR
FHRERX , MAMEL D ARRRN

EXRETHREMNFRZBHINEZELR , 5, Lake Formation E T FrZHY 17 0] #2 &
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LF-tag RIXAXCIEE

LF-Tag RERCIEERENCEBNER LF-Tag RIEXWEX, BUEHEE R 0L Lake
Formation #2#|&. CLI. APl = SDK %0 LF-Tag RIERBIRE, LF-Tag REXNVNEEHERAMN
Lake Formation X PR , AT LABIZE, FEHMMIER LF-Tag RER , LA AEHMEIE AR F LF-Tag K&
HANBR

FRYFEHEERM LF-Tag "ixX 2 EHE RERBMMCIBNFREXNE
NAlterDropDescribe, . MGrant with LF-Tag expressionfXfR.

BIENEEAKXALAM LF-Tag RIAR BB ER FAR FCreate LF-Tag expressionfyf R, A
J&, LF-Tag REXGEEATUEEMBLEAR TR LF-Tag RIXAXKINR,

£}

o BIE LF-Tag ZREXAFEMN IAM R

N LF-tag RAXBIEE

DR LF iRERERX

E# LF-tag ®IER

B LF-tag &K

B LF-tag TRiEx

S,

© RESH

W

- BEE LF i3XENER
« 5/ LF-TBAC J5 &R F IR MR
» Lake Formation E T HrZHY1 [A] 32 %l

Bl LF-Tag REAFTFER IAM R

& ATEL BN PR BE L Lake Formation ZEARIE LF-Tag RiER . FMAUATEARMBEER R
LF-Tag RiZXBIEENEZRANNRRES,
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® Note

REHFEHNEE RHARIM Lake Formation IR , RTLABIZE, EHAMMER LF $5ZXH LF-
Tag ®ER , ARFEDE LF #53% | URBEZEEARTF LF-Tag M LF-Tag REAXNER , EEE
HEBRAXRFELT IAM KR,

BREZER

{

&2 Lake Formation A& F IAM RS #£,

"Sid": "Transformational",

"Effect"

: "Allow",

"Action": [

"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:
"lakeformation:

NI0 LF-tag RIEAGIEH

AddLFTagsToResource",
RemovelLFTagsFromResource",
GetResourcelFTags",
ListLFTags",
CreatelLFTag",

GetLFTag",

UpdatelLFTag",
DeletelLFTag",
SearchTablesByLFTags",
SearchDatabasesByLFTags",
CreatelLFTagExpression",
DeletelLFTagExpression",
UpdatelLFTagExpression",
GetLFTagExpression",
ListLFTagExpressions",
GrantPermissions",
RevokePermissions",
BatchGrantPermissions",
BatchRevokePermissions"

LF-Tag REXGIRE TR LF-TBAC FAGIBNREFAESEMARN LF-Tag RiEK, EFMIRERM
B, BERREXAURAEZEARTFHHEEEZRBRNNR, LF-Tag REXQEZEHRAILEELEART

XLERR,

E TR

b2t
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&R LA A Amazon Lake Formation ##|& . API 3 Amazon Command Line Interface (JAmazon CLI

Bl LF-

console
7 n

1.

Tag RIEABEERE,
LF-Tag &RiAX IR

$TFF Lake Formation #2#|#& , Mt R https://console.aws.amazon.com/lakeformation/s

DBEHEER & HE R,

ESMERNNRT |, i&#F LF FREMNER.

& LF-Tag RIEIET

¥ LF-Tag RAEAXGIEEE D , BRI LF- Tag RIEX GBS,

Add LF-Tag expression creators

LF-Tag expression creators can create and manage LF-Tags expressions.

LF-Tag expression creator details

1AM users and roles
Add IAM users or roles.

[ Choose IAM principals to add v ]

[ datalake_user X]

User

Permission
Choose the permission to grant.

Create LF-Tag expression

Grantable permission
Choose the permission that may be granted to others.

Create LF-Tag expression

Cancel Add

AR LF-Tag REAGEERE L , R EFCE LF-Tag RIEAMFNRE IAM B
Fo

1% “Create LF-Tag expressioniXPR” Ei%4E,

( Wik ) EFEFMEEABESE @ EAE T Create LF-Tag expression PR , HEFTHRTF
#) Create LF-Tag expression PR,

pri 718
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Amazon CLI

aws lakeformation grant-permissions --cli-input-json file://grantCreate

{

"Principal": {

"DatalLakePrincipalIldentifier": "arn:aws:iam::123456789012:user/tag-manager"

iy

"Resource": {

"Catalog": {3}

+

"Permissions":

L

"CreatelLFTagExpression"

1,

"PermissionsWithGrantOption": [
"CreatelLFTagExpression"

]

LF-Tag REXCIZEABTLGIE, EHMBMER LF-Tag RiEX,

X PR
Create

Drop

Alter

Describe

Grant with LF-

Tag expression

Super

iR
BB WA RNZFE AT AERSE AR LF-Tag RiEX,

X LF-Tag RIAXAA LA REZFEAN AT AMBIE AP MIER LF-Tag Rk
o

X LF-Tag RIAXA AU RE EETUER LF-Tag REXWRIERXE
*,

X LF-Tag REXFABURBRNEFXATUES LF-Tag REXNAR,

R AR HAER FEER TBE L RN RN ERARSERAINENE
Ho ®#F Grant with LF-Tag expression 2= ZEF Describe
PR

XNF LF-Tag FRiAX , ZSuperfXRTEFDescribe, AlterDrop. UK
FIRERAXHINBER FHMOBEIEA,
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XERRBANEFH, EBIER FRIBIR FIX LR RAYE 47T LU X LR RR F 45 Htb £ 45,

B2 LF iRERERX

IEFE R Lake Formation FEXFE LF i3 , AFENIEABEERER , REFRERAEIIK
BIBKRERN, LF-Tag REABAZHA—PMRNENEH—IHNS )T REELAK.

BIBHEE AN LF-Tag RIAXAVEEARREFNER IAM XBRH Lake Formation X RfE , ZIEAT
DRIBAESEFEAN LF-Tag RixR, LF-Tag RIZX BB ERBEHMFER EXFMBR LF-Tag TKIE
LR,

& B LAfE F Amazon Lake Formation ###|&. APl 2 Amazon Command Line Interface (JAmazon CLI
B2 LF-Tag RiER,

Console
B2 LF-Tag RiEX

1. 3TFF Lake Formation #2#|#& , Wit R https://console.aws.amazon.com/lakeformation/.

LA LF-Tag REX B ENRNEZERASORBEHEERFHEFR.
2. HESMERH R T, &F LF HRENNR,
3. &# LF-tag ®iEN. BLEPRFEIL 0 LF-Tag RIAR” WH.
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Add LF-Tag Expression

LF-Tag expression creators can create and manage LF-Tag expressions

Expression details

Name
Enter a name that describes the expression. Expression name cannot be edited after creation.

{ sales-general-expression J

Name must be less than 1000 characters.

Description - optional

[ General access to sales data. ]

Description can be up to 2048 characters.

Expression
Choose the keys and values for this expression. When multiple keys are specified, the keys are joined by an AND operator and when
multiple values are specified, the values are joined by an OR operator.

Key Values

[ Department v J [Choose LF-Tag values v ]

( Add LF-Tag key-value pair )

You can add 49 more LF-Tags.

Expression review
The LF-Tag expression above will be interpreted in the following way.

Department = sales

» Grant permissions - optional
Grant permissions to allow others to manage or grant permissions with the expression.

Cancel Add
4. WMALTEER :

s BEM-MARBEXHNKE—BH. BLEEFRERXNE M.

HR- N REXRHATIENERUR KEXNFEAE R
KIEN-BEEERLBREXBKERNEREN, BIREXNZFZ AR 50 Mg, R
PR RIEXEXFHHFMERZLESR Grant with LF-Tags Lake Formation fXBR,

BIMRLNEREL—ME, ERWASZME , BRAANESSTRNIIKR , AFRK Enter, E
—REMA—NME , RBEBNMEREERN, SNEHARTFHNSRAEHN 10000
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Lake Formation £/ AND/OR BB E— NKEAXNFAHASSNBANE. EEAN (8 . EY
x)XH | FHZE OREZEFAEGE., il , MBEEXN2 (P : [HE , TZEH]) |,
NRRWRERE T HREER EHE R EH , WRTRIRETE,

HEEESNFHN , BHNET AND BEEZEFHRTERE. Fit , MRZTERERXN
(¥ (e, MHEH]) M (KK [XE, MEKX])  Ne2FEFRIRENRRS
HHEREW #HOTEE , HEEREN ‘XEFNEX” BUERSHFRETELE, AT
RE—MNEESMRNEN R

LF-tag F&iAX ContentType : (: [#L30. ZF4M]) F ( #X : KON, M) ) # ( F0] : [T,
ProductManagement] ) o

WRANHEHEEGLULTENER : -EH Video OR Audio B9 ContentType #53Z , LA
X -{E7 Europe = Asia Y Region #7% , LAK-{E Engineering OR B “ZB[7]” #3 ¥
ProductManagement,

£/ LF-Tags R T HIEHNRE , BEATUREFHREREN, ARRBNEN , REkFE 57
NFRIBN LB WAEDRREXBB .
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LF-Tags or catalog resources
Choose a method to grant permissions.

© Resources matched by LF-Tags (recommended) (O Named Data Catalog resources
Manage permissions indirectly for resources or data Manage permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

© LF-Tag key-value pairs
() saved LF-Tag expressions - new

Key Values

[ Department v ] [ Choose LF-Tag values v ]

[ marketing X] [ sales X]

( Add LF-Tag key-value pair )

You can add 49 more LF-Tags.

Expression review
The LF-Tag expression above will be interpreted in the following way.

Department = (marketing OR sales)

Save as new expression
Use saved expressions to grant permissions. Create LF-Tag expression permissions are needed.

New LF-Tag expression name
Enter a name that describes the expression. Expression name cannot be edited after creation.

[ General access ]

Name must be less than 1000 characters.

5. (FIE ) TR, BREAF/ACUREEKS PEMINRTFHREANR, LETLUEER
TRPEKFFHEAAFRTFXENRA TR TR, ELERTFERSXIIREREXHN
PR o
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¥ Grant permissions - optional
Grant permissions to allow others to manage or grant permissions with the expression.

IAM users and roles
Users or roles from this AWS account.

( Choose IAM principals to add v ]
Permissions
Choose the specific LF-Tag permissions to grant.
7] Describe
See keys and values.
(7] Alter
Update or delete LF-Tag expressions.
(7] prop

Delete LF-Tag expressions.

[(] Grant with LF-Tag expression
Allow principals to grant access permissions using LF-Tag expressions.

(7] Super

This permission supersedes the individual permissions set above.

Grantable permissions
Choose the permissions that the recipient can grant to other principals.

"] Describe

See keys and values.

(] Alter

Update or delete LF-Tag expressions.

(7] prop

Delete LF-Tag expressions.

[(] Grant with LF-Tag expression
Allow principals to grant access permissions using LF-Tag expressions.

(7] super

This permission supersedes the individual permissions set above.

Cancel Add

6. IEEE AN,

Amazon CLI

B2 LF-Tag /xR

« I create-1f-tag-expression e

o

AR RBIBIE— LF-Tag RiER , Department EF¥rZEH# A {ESalesMMarketing , #5
ZLlocationwA{H. US

aws lakeformation create-1lf-tag-expression \
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-- name "my-tag-expression" \
-- catalog-id "123456789012" \
-- expression '{"Expression":[{"TagKey":"Department","TagValues":
["Sales", "Marketing"]1}, {"TagKey":"Location", "TagValues":["US"]1}]1}"

It CLI e R EHBIE T — N LF-Tag kixx. Amazon Glue Data Catalogiz ik =, 7] A
TREHERFRAR (HIUHEE. &, AEBHI ) BWXBEFENERTFNR, FLRAH
FKIXXFCE Department®@ N SalesH M HRMarketing , FHLocationBESEIE Y&
JRUS,

FERAREREXNOEE , ERAREBNI LF-Tag RIEXWALterNR , H B O AEFHHMIBRIZTRE
o LF-Tag KA 0 F 4t 7] SUE H A E 4R T E#HAMIBR I REXMALter R,
E# LF-tag RIXH

REHEREER. LF-Tag RENCEELURAE LF-Tag RixNALlterHSuper RRH E 4T &6
B# LF-Tag AN, BRTALterX R |, BEFE lakeformation:UpdateLFTagExpression
IAM Grant with LF-Tag RMNFREXEXNFHRAERERENNRTEEHFRER,

BALBESEHER, REXEXMAREAR FHNRREHN LF-Tag REX ., BT EER LF-Tag
RIEANEN, BEEREWN , BMIER LF-Tag REXHAFM—NEERESHHRER.

& A LAE A Amazon Lake Formation #2#|&. APl 2 Amazon Command Line Interface (JAmazon CLI
B3 LF-Tag ®RiER,

Console
E# LF-Tag RER

1. FJFF Lake Formation $##l%& , Mt Fhttps://console.aws.amazon.com/lakeformation/o

DBEHERE R, LF-Tag 8|Z&EHIAE LF-Tag Alter RN ZERABHBEF,
ESMERN R T |, EF LF HREFRR,

E$E LF-Tag RERIET+,

£ LF-Tag RIAXEH , R — LF-Tag ZiEX , REEREFE.

£ “Yn’E LF-Tag RIARN” WNFEF , B FNBMRBANEREFERHAEHRIER IE

o & 0 N

BERNSME , FE B FRP , ATRIIRPIERE,
6. EEFRF
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Amazon CLI

Lake Formation 1 #J update-If-tag-expressionfi % R FREHME M LF-Tag KiER.

aws lakeformation update-1lf-tag-expression \

-- name expression_name\

-- description new_description \

-- catalog-id catalog_id \

-- expression '{"Expression": [{"TagKey": "tag_key", "TagValues": ["tag_valuel",
"tag_value2", ...1}1}'

LT RS THSHENE N

« name-EEHWIECHBHRZIRERNN B Mo
o HIR-FREXWEFHER,

catalog-id — W B RERIAXFIENEKIEEB W ID,
« expression-EAREHREXNHIIRIRIEXNFZFE,
FHIBR LF-tag R3ER

BRI LAMBR T BEAMN LF-Tag RIAN, WREEMEA LF-Tag REABDZEARTFHHEE R RN
R, MM HTFBRBTEZRR,

REHEHEERR., LF-Tag REXNQBEEHIAE LF-Tag RIEXDropN PRI EFE AT BEMIBR LF-Tag
FKER, BRTDropMRIL , ZEFEAEEE lakeformation:DeletelLFTagExpression IAM R
FHEMIBR LF-Tag ik

& A LAE A Amazon Lake Formation #2#|&. APl 5 Amazon Command Line Interface (JAmazon CLI
HiBR LF-Tag RiEX.

Console
BER LF-Tag RIER (#2414 )

1. 3TF Lake Formation ##|& , Mt Fhttps://console.aws.amazon.com/lakeformation/,

UBHEHEER, LF-Tag REXZEFIAEMBRREANEZERAFHER,
2. ESMERHNERT , &R LF FREMNR,
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3. %R LF-Tag RiEREIF,
4. 7TE LF-Tag "RixRED , EF— LF-Tag ®iEX , AREEZERER,

5. TEMIER LF-Tag REXA ? WFESD , EWINBIER , FEBEFZRPREA LF-Tag REX R
M, RIEEERER.

Amazon CLI
BB LF #52 (JAmazon CLI
« HiA delete-1f-tag-expression ¥, RHUEMBRNIREXZHME X ID,
Example

AT Rflmy-tag-expression \#& A ID HWEIEE FHMEREHHN LF-Tag B RiE

Ko 123456789012 MR EFEHMIKF 5 Amazon CLI BELEHME , MiZcatalog-idSHET
EH . MBR LF-Tag &RiXX /G , Lake Formation BB iZFR AKX RIER. XSTEMNA
RRIEZMTE EMBRREXNNHRENRIZR,

aws lakeformation delete-1f-tag-expression \
--name "my-tag-expression" \
--catalog-id "123456789012"

P LF-tag TRiAR

T UBI I 8 M LF-Tag B4R, BEWEER. LF-Tag REX OB ENRREER
TURXEE RIS PN ERERER,

& ] LAEF Amazon Lake Formation #2#I&. API 8 Amazon Command Line Interface (JAmazon CLI
B LF-Tag RiER,

Console
B LF-tag K (12414 )

1. 3TFF Lake Formation &% , Wik A https://console.aws.amazon.com/lakeformation/o

LA LF-Tag RIENGEE, BEHEERLCIKS LF-Tag REXNNREER IAM RN ER
ABDEF, lakeformation:ListLFTagExpressions

2. HESMEKRTH NR, “LF FREMNER" To
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3. & LF-Tag RARRTFUERRENR, ATEREXRINA LF-Tag REXNESR , 2HFK
BHEH. ENSIRENREALE , URGIE, KEIMERREXAIED.

Amazon CLI
H ¥R (Amazon CLI)

EFASIE LF-Tag FRAR Amazon CLI, AIAEAT S, list-If-tag-expressionsifRiEER

aws lakeformation list-1f-tag-expressions \
-- catalog-id "123456789012" \

-- max-items "100" \

-- next-token "next-token"

Heh

+ catalog-idREEY| HRZFREXHEIEE FRH Amazon tKF 1D,
« max-itemsEEEREMNFERKIANEAKE, MRFEALSE , WEIAESR 100,
« next-tokenfRLEREZHMIERPFEMT , MR ELEIRIC,

MR EE LF-Tag RIAXFIKXRMT —Mrid ( REA ) .

B LF X ENE

B AR EARFX LF F5EH Drop, AlterfX[R , LERE LF HrEERER, SEAUQEFERTF
Xt LF #5%H Describe, Associate # Grant with LF-Tag expressions fX[R , A&EF LF
HREHFESBEESBEERER (BEE. &M% ). FLF ZE2BABEERRTRN , BUUEAR
Lake Formation EFHREMFRHEH| (LF-TBAC) FERRIFPXLERR, BXEZELR , FSH Lake
Formation EFFZM iR ZHl.

ERLMERAR TR T XEMR , AEEMEAATURFXERR, F0LF REEZERNET

Grant with LF-Tag expressions., Describe f Associate fXfR.

B A LA B S ER Amazon K #2F LF-Tag BIDescribefAssociateiX PR, RE , ZKF PHEIE
HEBR LS XENRETFAZK S FNEMEE, B ASKFFNEEHEERBNERT
Associate PREYEMATLAF LF ¥ 0 BARSHKFHENEIER KRR,

[ SNERIK P iR T AR AT |, SRR T &I,
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FRARER

IEALAE A Lake Formation #2#1& . APl 28 Amazon Command Line Interface (Amazon CLI) k% F

3t LF FRZHIXBR

F&

- FARFEIE LF FRZENER

- FARFERT LF FRZENER

« FHE®E LF-Tag PR Amazon CLI

BEXEZEER , BHSHREE LF I uBdE )8 F M Lake Formation & TR TH B2 H,

EREE A5 LF FRENER

BT LA E A Lake Formation 2H| A EEX LF frERFHNR, BHUME LF S EE, BIEHER
B, REEEBX LF 5% M Describe = Associate NRFREEEE.,

Bl LF FREAUR (2414 )

1. 3TF Lake Formation ##|& , Mk https://console.aws.amazon.com/lakeformation/.

U LF a2, BIERHEEANSHIRTX LF #58W Drop. Alter. Associate

Describe RXFRWAF & 19 & %,

2. HESMERHNRT , &&F LF FREMNR , RFEE LF FRENRED .

LF fRENRIBOERT —NEEEME. R, HRIENNRBR.

Tag permissions

Q

Principal Principal type

1 1AM User
| IAM User

IAM User
n IAM User

IAM User

Keys

environment

environment

module

module

module

values

All values
All values
Orders, Sales
All values

All values

Permissions

DESCRIBE

ASSOCIATE

ASSOCIATE

DESCRIBE

ASSOCIATE

Grantable

DESCRIBE

ASSOCIATE

DESCRIBE

ASSOCIATE
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FRARER

EREHART LF FREMR

LTRSS RiEBAI{AfE A Lake Formation 2 #l& LA R F LF RN R R ERZRFX LF SR, %

REDAATIAERS

- MRRE - ERFHNRKE,

- ZRAN-EQHEHKZTFRRAAS. AR Amazon IKF,
* LF-tag BEXNNENR — ERTFRERM LF 7L,

* LF-tag SR — ERFNEREM LF $5%,

* LF-tag RIAANRNR-BR TR LF #RL,

« R - ERFHINR,

FIFR T LF /rEXRTE

1. FTFF Lake Formation ##14& , Mt https://console.aws.amazon.com/lakeformation/o

BULF fr¥tlgE, HEHERRHEED Grant UIHERF LF FHRENRIXT LF FREHY LF #7

SRENNBEHNAFSHER,
2. ESMBEET , &EFELF HRIHNER , REIEE LF irZNREEBD
3. %4® Grant permissions ( ZFER ) -

BEEMRRKE
EMRREI D P, EENREE,

LF FREMNR

B LF SREMRA AR EMAER LF ARSEZMIBR LF #R25
LF FREREX IR

BT LF AR RENNRUAFEMRR LF X7 ELAHEE AR, EF LF RENE

B &HEE FRFAET LF FREANR,

BT & B4 A o] A RVIEBBUR TR H,
LF-tag FRiEXXFR

% LF-Tag REANRUAFERAEHRREXIMW BRFREN,

, FFEEE
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EEXMH

(® Note
BT AERISNERIK P SR EL ALK~ FEY EM R T LF FRENPR (Alter M Drop ) o

HEEGKED R, BREARE  AEEEEQER TR EMA,

Principals
© 1AM users and roles SAML users and groups External accounts
Users or roles from this SAML users and group or accounts or
account. QuickSight ARNs. organizations outside of this

account.

IAM users and roles
Add one or more IAM users or roles.

IAM AFMAE

M IAM AP MARSIRFER - IS IRAF AR,
SAML A= M4

3F SAML 1 Amazon QuickSight AP MEH , TAE S SAMLEREWAFREE , RERTL
OERAFREAmA—NEZ ARNs T 5 # QuickSight®RA#: (ARNs), FEE ARN Fi&
Enter,

Bx{AFERE S ARNs , 5 W Lake Formation & F #4555 Amazon CLI,

(® Note
X 57 QuickSight 1Ml i 37 Lake Format QuickSight ion 53 &I E K o

SAERIK 2

3t FAmazon P |, FEA—PNRZANERK Amazon K IDs, FEEFA ID 53R Enter,
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A ID Ho-"/FIR 10 B 32 MNEFBHBFAK.

B ID Blou-"TFk , RIR 4 B 2 M EFRHHBF (ZEOUMBHW ID) . ZFHFHEEREZ
NUEEE A 8 B 32 MARNEFZBRHF.

FF IAM 4K, A IAM BPRSHAEN ARN,

BE LF 5%

ERTFN LF REWNR , BE LF mENREDF , EEBNHRFNERN LF 5%,

LF-Tag permissions

LF-Tags

Choose the LF-Tags you want to grant permissions to.

‘ Choose one or more LF-Tags v

‘ Department X

Permissions
Choose the specific LF-Tag permissions to grant.

Alter

Update or delete key values.

Drop
Delete tag(s).

Grantable permissions
Choose the permissions that the grant recipient(s) can grant to other principals.

Alter

Update or delete key values.

Drop

Delete tag(s).

Cancel Grant

« FEATHIRERE IS LF 7L,
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FRARER

BE LF iR REX

1. ERTXLF FERENHNR , (BFERLEE LF FERENRENNRIR ) mFHMLF

RERENUNERATEE LF RERNENE—1TFR,

LF-Tag key-value pair permissions

Key Values

‘Q Enter an LF-Tag key ‘ ‘ Choose LF-Tag values v ‘ ‘ Remove

‘ Add LF-Tag key-value pair ‘

You can add 50 more LF-Tags.

Permissions
Choose the specific key-value pair permissions to grant.

[] Describe

See keys and values.

[ ] Associate

Assign LF-Tags to databases, tables, and columns.

[] Grant with LF-Tag expression
Allow the principal(s) to grant access permissions using the LF-Tag(s).

Grantable permissions
Choose the permissions that the grant recipient(s) can grant to other principals.

[] Describe

See keys and values.

[] Associate
Assign LF-Tags to databases, tables, and columns.

[ ] Grant with LF-Tag expression
Allow the principal(s) to grant access permissions using the LF-Tag(s).

Cancel

2. FARETRFERD , ILLARFTHREAUGRNERIIREE , REIERE LF i1ZH#,
3. HEIRF , BE-AHSZSME , REE Tab BREFERNEETRRIRUREFTEE,

(® Note
MREFIRPIE—ITEREL , MZ Enter 5 10 P EEFRAE MY SEAE

FIEEE TAENRT HNE, 1EF % DUBIERE, EEMHRUMBREA LF 7%,

Grant
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4. BHRMB—NLFHRZ | BEOEERN LF 7L AREETHENE R,

1EE LF-Tag ®RiAX
1. BERTF LF-Tag REXNNR , ( BFBLEFIRRE LF-Tag RIEXREFRRERE ) ,

Permission type
Choose the type of permission to grant. Learn more [4

() LF-Tag permissions () LF-Tag key-value pair © LF-Tag expression
Grant permissions on LF-Tags to permissions permissions - new
create, update, and delete LF- Grant permissions on LF-Tag key- Grant permissions on LF-Tag
Tags. value pairs to assign LF-Tags to expressions.

Data Catalog resources and grant
permissions on the resources to
principals.

Principals
Choose the principals to grant permissions.

IAM users and roles
Add one or more IAM users or roles.

[ Choose IAM principals to add v ]

[ datalake_user X]

User

2. &FE—/ LF-Tag RiER,

3. FRERIANIE LF-Tag RIZXFNRTHFETRHER, EF % AIBKRRKRIAN,

4. ERMS—A LF-Tag ®RixX , TERS —PNRiERX,

EENXBR

AR BRFELEEZL—FTPERNONREEER LF HFENRED LF HFEZENR,
RFBEIEFRRFHNRER | %F LF RSN RE LF RS REX R A% F IR,
1. HELFHRENRT , ERERFHNE.

T Drop M Alter (BRI T T Describe R
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BEERTFIAERZER Alter F Drop X BR.
2. ELFHRZREXNNKET , EBRER TR,

& F Associate (X PRRRNZ T Describe IR, EFFEA LF RERKZXRTFNR , AATFRT
WA SR LF-TBAC &R FHEE XN #IE B F R RN T RRR,

3. 7 LF-tag ®RxXMNRT , EBERTFHNE.
T Drop M Alter ;X BRI ZX T Describe R

RTERNR , IR TFAAEAANR.

4. (Wik) EARTFHRER T, AERFEIFETLUBE Amazon KPR EMEEE AR FHIN
PR o

5. EERN.

FHEE LF-Tag TR Amazon CLI

I&TLAE A Amazon Command Line Interface (Amazon CLI) %, B&MIHFT LF FRZEMRER,
HlH LF #REX R (Amazon CLI)

BWA list-permissions . BUME LF RZAEE, BIEHEER , AEEEX LF ¥
# Drop. Alter., Describe, Associate, Grant with LF-Tag permissions fPRF&E
BEE.

U S B REE BN LF 572,

aws lakeformation list-permissions --resource-type LF_TAG

UTREFEHEEANROBE  ZARUUAETAMA AR THRE LF 1L, FEERARF
REEROEBTH LF L. MABKSRTH LF FERRFERERMNERTE L, EE
Bl , BEEZWTHMA --next-token ZHIEH L — XSG HETINREHN TR,

"PrincipalResourcePermissions": [
{
"Principal": {
"DatalLakePrincipalIdentifier": "arn:aws:iam::111122223333:user/
datalake_admin"
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},
"Resource": {
"LFTag": {
"CatalogId": "111122223333",
"TagKey": "environment",
"TagValues": [
" n
]
}
I
"Permissions": [
"ASSOCIATE"
1,
"PermissionsWithGrantOption": [
"ASSOCIATE"
]
},
{

"Principal": {
"DatalLakePrincipalIdentifier": "arn:aws:iam::111122223333:user/
datalake_userl"

.
"Resource": {
"LFTag": {
"CatalogId": "111122223333",
"TagKey": "module",
"TagValues": [
"Orders",
"Sales"
]
}
.
"Permissions": [
"DESCRIBE"
1,

"PermissionsWithGrantOption": []

1,
"NextToken": "eyJzaG91bGRRdWVy...Wlzc21lvbnMiOnRydWVv9"
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LA LS A E LF SR ERMFAERTF. U THTIEREX LF $5% module B FHFTENR,

aws lakeformation list-permissions --resource-type LF_TAG --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]1}}"'

BB T LA H E 45 E 462 TR XIS E LF /XM LF F3&E, B4t --principal St , &
IR --resource ¥, At , ZHmSEERRAEBRABEZTAREFHHNIEE LF 11
B, UTHESERINM4E I E4E datalake_userl F LF 3% module 4TI IR 1E,

aws lakeformation list-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/

datalake_userl --resource-type LF_TAG --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'

THRRHHEH,

"PrincipalResourcePermissions": [

{
"Principal": {
"DatalakePrincipalldentifier": "arn:aws:iam::111122223333:user/
datalake_userl"

1,
"Resource": {
"LFTag": {
"CatalogId": "111122223333",
"TagKey": "module",
"TagValues": [
"Orders",
"Sales"
]
}
1,
"Permissions": [
"ASSOCIATE"
1,

"PermissionsWithGrantOption": []
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RFX LF R ZRIXBR (Amazon CLI)

1. WMARLUTHGS. LREIEAF datalake_userl #F3H A module B LF FRER
Associate PR, ERFEEMNIE ZEBNFAIEENNIR , MES (*) FiT.

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/

datalake_userl --permissions "ASSOCIATE" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'

RF Associate PR AR IXRT Describe MR,

T—NREIERAZAMBTIEDTAssociate @I Amazon K 1234-5678-9012 R FLF-
tago moduleBRXEFEFEMPEE sales M orders HIXR,

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=123456789012 --permissions "ASSOCIATE"
--permissions-with-grant-option "ASSOCIATE" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["sales", "orders"]}}'

2. ¥ GrantWithLFTagExpression fXPR&BRRNIZF Describe NPR,

T—MROIERARTFENMAFRFNTER module By LF $REM
GrantWithLFTagExpression fXfR. EXEME sales M orders BFEFNRTFNEHIER
B REI PR

aws lakeformation grant-permissions --principal
DataLakePrincipalldentifier=111122223333 --permissions "GrantWithLFTagExpression"
--permissions-with-grant-option "GrantWithLFTagExpression" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["sales", "orders"]}}'

3. T—MREEREFEREAFEFINHEERE module B9 LF #5EM Drop R, ©2ZFFHIER
LF FR MR, EMIR LF i5% , BREEEAWNZENAEENNR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333 --permissions "DROP"
--permissions-with-grant-option "DROP" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'

4. FT—NROMEARTFETEAF R TN AR module Y LF #REM Alter R, BT FHIBR
LF #rER. BEEH LF 7 , EEEEENZBNABENNR.
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aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=111122223333 --permissions "ALTER"
--permissions-with-grant-option "ALTER" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'

X LF R Z R BR (Amazon CLI)

«  HWARLCLITHGS. WREIBAS datalake_userl BFXNHHE module B9 LF FRZEH
Associate ™R,

aws lakeformation revoke-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/

datalake_userl --permissions "ASSOCIATE" --resource '{ "LFTag":
{"CatalogId":"111122223333","TagKey":"module", "TagValues":["*"]}}"'

£/ LF-TBAC 75758 T # & X BR

BT LA E AR F X LF #REH DESCRIBE 1 ASSOCIATE Lake Formation R , LAEMAIAIAER
LF REHFHEHIBEEBEBEIER (BEE. k. AENS ) . FLF L2 EAEREE RRRNT,
IBALAE A Lake Formation EFARER G RIIES] (LF-TBAC) FERRIPXLERF, BXEZER | &
25 Lake Formation ETFArERYi5 A 245,

BE K REREHEERATERFXENR, NREHFEHEERBELE FIATE FIXLENR , NEME
O AR FIX LR, Lake Formation & FHREM 502 F HESSEANTESTMANE T DESCRIBE
F1 ASSOCIATE R,

BT LA B S ER Amazon K #2F LF-Tag BIDESCRIBEFASSOCIATEMN PR, AE , iZKF R EIE
HEE R TUSXENRRFLEZKF P EM TR, #E , ABKFPIBEAEERAHER T
ASSOCIATE fXPREVEMART LA LF R0 BARSHKFARENEIER KRR,

[ SAERIK - R F AR |, B IIER FED,

& A LA Amazon Lake Formation ###|&. APl 2 Amazon Command Line Interface (JAmazon CLI

RT3 LF $RZERRER,

&

- BTFBIRE MR
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G BESH
- BB LF i3XENR
o B LF MZE LRI o IR A R &
» Lake Formation E TR HY1 [F] 32 %l

RTHEE FNR

£ H Lake Formation ###|& % Amazon CLI fEFE T Lake Formation #r&# A B#2H (LF-TBAC) 5
7ER T Lake Formation X #4E B = BIEE. F*. HERFMIIHNR,

Console

AT EREAIN{a £ A Lake Formation E F#HREM A B2 H ( LF-TBAC ) %M Lake Formation
BEHEAE LR FHEANRRIERR TR, ZREDFIATILANES

- ZERAN-AF. AGFH Amazon Web Services Ik [ E R FXER,

- LFREHBFIRR - ENEBRFNROBIERE., RIBFREE,

- PR - ERTFH Lake Formation R,

1. A RFHREHNR TME,

1£TFF Amazon Lake Formation 3 #l#& https://console.aws.amazon.com/lakeformation/ , $&
BABIEAERE ASRED LF-TBAC SREBEIERB & RH Lake Formation XRHAF &4 &
x, AEARUED

ESMERHNRT , RREEHNR, RAEEERT.
2. EEEH

HEEGRDH , GRFARE  REEEEQER TR EMR,
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FRARER

AWS Lake Formation » Grant permissions

Grant data lake permissions

Principals
Choose the principals to grant permissions.

() IAM users and © |AM Identity

roles Center - new

Users or roles from Users and groups

this AWS account. configured in 1AM
Identity Center.

() SAML users and

groups

SAML users and
group or QuickSight
ARNs,

(O External accounts

AWS account, AWS
organization or 1AM
principal outside of
this account

Users and groups (3) Add

Choose users and groups to grant permissions.

Q, Find users and groups 1 1 &
J Name [Z v Type v
] DataStewards Group
O user1 User
] user2 User
IAM AFFIAE

MIAM AR Mg el RPERE-IHSIEFREE.
IAM Identity Center

MAFPFMATRPER NS NHFREA,
SAML AF#4A

XF SAML 1 Amazon QuickSight AP FMAH , FHEST SAMLEBREWAFRREH , &
0 I 5zh A PR SR B4R S A — DN EU 2 ARNs T D7 QuickSight BIRE# (ARNs), E&A
ARN /51% Enter,

B IER{E 82 ARNs , 1§25 MLake Formation & F M4 5 Amazon CLl,

/A LF-TBAC &8 F iz MR 444
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® Note
L 5 3# QuickSight 1)l iR X 3% Lake Format QuickSight ion S & #EI EE R o

SAERIK P

3¢ FAmazon Web Services IKFF. Amazon 4= IAM Z3E A Amazon Web Services
FIDs , R IAM AFSAemA— 1SS NERWALE IDs IDs, HLAHE{IEH ARN, £
£ ID /5 Enter,

A4 1D fo-"FIR 10 B 32 MNEFBRHBFHK.

B ID Blou-"FFk , RIR 4 B 32 M EFRHHF (B2 OUMBWID ) . ZFHER
REZNMEREN 8 B 32 NN NEFRHHUF.

3. EELF#HRZL
WRERS LF A BFED, & LF-Tag BENRERFH LF- Tag KX,
1. WNSRIERE LF-Tag BEX R , HIEFRENE.

WMREFRZNME , WFER OR ZERUE LF RERAN, XEWRE , WRE LF #5ZE
BE5BAHEE XARY LF SREMEE , WFHRTFENZARINER.
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LF-Tags or catalog resources
Choose a method to grant permissions.

© Resources matched by LF-Tags (recommended) (O) Named Data Catalog resources
Manage permissions indirectly for resources or data Manage permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

© LF-Tag key-value pairs
() Saved LF-Tag expressions - new

Key Values

{ Location v J

—

Choose LF-Tag values v ] ( Remove )

{ Department v J

Choose LF-Tag values v ] ( Remove )

[
[

marketing X} [ sales X]

( Add LF-Tag key-value pair )

You can add 48 more LF-Tags.

Expression review
The LF-Tag expression above will be interpreted in the following way.

Location = US
AND Department = (marketing OR sales)

Save as new expression
Use saved expressions to grant permissions. Create LF-Tag expression permissions are needed.

New LF-Tag expression name
Enter a name that describes the expression. Expression name cannot be edited after creation.

[ new—expresssion J

Name must be less than 1000 characters.

2. (W) BRER R LF-Tag BEX” LUEES —/ LF- Tag.

WMREBEEZME , NHER AND ZEFOE LF HREREX, NEFN LF REREATNE

AN LF REDE T PCERY LF FRBR |, T 2@ EARR TR B FRIRANER.
3. BE “ZEANMREN R A EEEAEZRER.

EHECreate LF-Tag expressionfRERER,

BX LF-Tag REANEZFER , $5 M. EE LF-Tag RAEXUKI T HIE T FZF

8/ LF-TBAC J53: 8 F B MR
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4. EEMR.

BEBEARTHNCESRSEE ZHRINR, CENRFRREBLESE T LF /7L

XEREERFFRFHEFR - LF FRERB M TE,

BREEER TN CERERE, FUERMITE N ENER.

Database permissions

Create table Alter

Describe

Grantable permissions

Create table Alter

Describe

v Database permissions

Choose specific access permissions to grant.

Choose the permission that may be granted to others.

Super

This permission is the union of all the individual permissions to
the left, and supersedes them.

Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those "]r:nta: e
permissions.

v Table permissions

Table permissions

Alter Insert

Delete Select

Grantable permissions

Alter Insert

Delete Select

Choose specific access permissions to grant

Choose the permission that may be granted to others.

Super

This permission is the union of all the individual permissions to
the left, and supersedes them.

Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
peri missions.

HEHEENRT , EREREERTRXT TEBIEEHBIEENR,

ERWNRT , EERER FAFR TR PUE R M T E A A R A ENR,

BT UMK BEFIEFENNENAR Select, Describe # Drop XBR.

5. EEERN

Amazon CLI

& A LA A Amazon Command Line Interface (Amazon CLI) #1&F Lake Formation #5%
#l (LF-TBAC) J53:3% F Lake Formation X33 #E B FEHEE. KMFIMIR,

HYRIR

By 5 A 22

8/ LF-TBAC J53: 8 F B MR
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£/ Amazon CLI 1 LF-TBAC 757 % 1% F 3 R

- f{ff grant-permissions @%.

Example

AT REIMAF datalake_userl BF LF FrERIARN ‘module=*" ( LF $rZ 4 module WY
FiEE). ZAFPBEEXNMEBLESKERE (B2 E 7TH AR module RIEMIER LF 25K
¥IEE ) B CREATE_TABLE #XBR,

aws lakeformation grant-permissions --principal
DatalakePrincipalldentifier=arn:aws:iam::111122223333:user/
datalake_userl --permissions "CREATE_TABLE" --resource '{ "LFTagPolicy":
{"CatalogId":"111122223333", "ResourceType":"DATABASE", "Expression":
[{"TagKey":"module", "TagValues":["*"]1}]1}}"

Example

T—NREIEAF datalake_userl #F LF #r&ZEXRER“(level=director) AND
(region=west OR region=south)’s ZAFFEIRFETMEENTEX (BI9E T
level=director # region=west Siregion=south B3 ) 8% SELECT. ALTER %1 DROP
PR,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/

datalake_userl --permissions "SELECT" "ALTER" "DROP" --permissions-

with-grant-option "SELECT" "ALTER" "DROP" --resource '{ "LFTagPolicy":
{"CatalogId":"111122223333","ResourceType":"TABLE", "Expression": [{"TagKey":
"level","TagValues": ["director"]1},{"TagKey": "region", "TagValues": ["west",

"south"]}1}}'

Example

T—NREPEF LF-Tag RIER “module=orders” #F Amazon Ik 1234-5678-9012, A
B, ZIKFPPRBESAEER T EKS EPE’JIﬁsh%“module orders’®ixN, &,
A EAY TERIEERN CREATE_TABLE PR , XLEHIEEAKF 1111-2222-3333 #ﬁ
AAESERASR AR ES LF-TBAC FEEK, 1234-5678-9012 =,

aws lakeformation grant-permissions --principal
DataLakePrincipalIldentifier=123456789012 --permissions "CREATE_TABLE" --
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permissions-with-grant-option "CREATE_TABLE" --resource '{ "LFTagPolicy":
{"CatalogId":"111122223333", "ResourceType":"DATABASE", "Expression":
[{"TagKey":"module", "TagValues":["orders"]1}]1}}"'

PR~ fliz =
LTz 28BTFERINAEEMNR LRI I Amazon Lake Formation B3B8V 5 18],

Shirley R— B HEEER, B NB L TEI—NKITEH , AnyCompany, Bl , FiE
BIEEFMETE Amazon S3 1, John R—BEHALE K FEENEFMWXRERE (B8E s3://
customerPurchases # ) #1TEAR, SEEX , mZF 0 #H Diego AT John KIHRA. John
FEREBIR T Diego HEINIR , MEERH K Shirley B1ER T X BB ITER,

W $5EBH Mateo BEEH B EHXITEIE (HlW0 , s3://transactions ) . AAEGMSHARERL

BHEE (Finance_DB) WERHFMR ZEIE, AKX E Arnav AT AR FMEIGE Finance_DB, REMF

RZBEB ISR TR , EMFEEREBNRBERRNESTNNBEN (£ ) . WEBENEEEMT
DS I 76548 (s3://FfinanceForecasts) A,

BeE—T

« Shirley R¥IEHEER,

« John FE CREATE_DATABASE 1 CREATE_TABLE fXPRF 8EE EE B R 1B W BIEEME.
- REEXNBSBIEMNKRESR SELECT, INSERT M DELETE R,

* Diego EEWNXREHR SELECT NBRFRESITEIMR,

A T AnyCompany ST TRERRENRR. NEREN , XiFEFERH AP REZERT FLH
B,
1. Shirley [@ Lake Formation JEt 8 &% F MWK {E EH Amazon S3 BB#&,

RegisterResource(ResourcePath("s3://customerPurchases"), false, Role_ARN )

2. Shirley [@ John B#FIHREBEEFWRE LS Amazon S3 BEERHI IR,

GrantPermissions(John, S3Location("s3://customerPurchases"),
[DATA_LOCATION_ACCESS]) )

3. Shirley [@ John % F 8 IEFE IR,

R RAIZ R 449
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GrantPermissions(John, catalog, [CREATE_DATABASE])

4. John RIZHHEE John_DB. John B EBX ZHHEER CREATE_TABLE fXFR , RNl T
ZEEE

CreateDatabase(John_DB)

5. John ®|#38M s3://customerPurchases B& John_Table, AFMAIETZEK , Kttt E
BEXNZROAERRE , B AUEFZRONR,

CreateTable(John_DB, John_Table)

6. John foiFfthy 2 #7Jf Diego 7R John_Table,

GrantPermissions(Diego, John_Table, [SELECT])

7. John R iFfb#Y 247 )W Diego 178 s3://customerPurchases/London/, HF Shirley B&5E
ft s3://customerPurchases , At ¥ X#XEE Lake Formation FiF

GrantDatalakePrivileges( 123456789012/datalake, Diego, [DATA_LOCATION_ACCESS], [1,
S3Location("s3://customerPurchases/London/") )

8. John SRRty % #7IM Diego FEFIEE John_DB HEIE X,

GrantDatalakePrivileges( 123456789012/datalake, Diego, John_DB, [CREATE_TABLE],
1)

9. Diego £ s3://customerPurchases/London/ 489 John_DB F&IE X , 7 B3I3RE
ALTER, DROP, SELECT, INSERT # DELETE #XPR.

CreateTable( 123456789012/datalake, John_DB, Diego_Table )

Lake Formation FEYEIETFIEM L TR RN Z 24

HIBRR T EIE B FK KM Lake Formation fXPRE , Al A BIEHFEIHFEINTE , URFIFNERERP UK
B Lake Formation £ 5| R RELEHKIEMN B, Lake Formation £ AEIERIERZIMNF| K B Z £
M, TRINZEMURETERINZEH, MREHBESESHESHY , WA U REYE LN A HE
IR,
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{&Bh Lake Formation FEIBIFIETHRE , WA AR A TR AN ERELZ £,

LI Ee g b

BRTFNERIRINLEM (FIFE ) WEER ZRNINBRFRX AR ERRFMEINBRIEENEE
FIMBES, U—RABSXFBELAESINARFPEMAD persons RHF. BIFITHEERK
RTFNBIEE RRORAIURHBFEADRERTNAFERTHRERESREEBHEIAFLER
(Pll)o BEAILAE LR ERBEHNR T REZINE 2 FEHRN B ENR,

TR L LM

BRFNEFTRINREM (1T ) WBEEXRNINBRFNAAFEFTRPANBERBRNEE
17, MIEET —IHZIIE, EXTHERGRENN , TAIEREIENH. Hla, MRBEELEN
TR XS ELBEBACSHADTRE] , WALRFHAIRFERRTAIUAERENARILEE , AR
NEEMNAEXEN R THIEF,

LBy 8 e

BRI LZEYREFTHENIFENMES  TEHTEERENNREE, WREUNKEAER
REVTHG , MBS ER L TRRBNZLE , TUANANSHERFIMNERNENMERENITE (£
TR ) NIEE. ERRY , BUUARETRERHAXNTEINER. TRERTX-KR , ERZRHE 5

=LEE2:

Coll Col2 Col3 Col4 Col5 Colé
Rowl
Row?2
Row

BEERE Persons RARHI , BASUE R TR A QIBBFER LS4 , WRTHER/MXFRE N H
B, MRS ERAFINER , BORTHERMBXIRENKE" , MR F R EE SIS,

TEIE SR PUE R TiREURE, Eitk , BREBET FIERHRF SELECT Lake Formation X BB,
BREVNETREINZ S

Lake Formation R FZEFNREFNENFNNAEEE TREHN LT HNBITEMFIESZMSF. B2 , Amazon
Athena, Amazon EMR # Amazon Redshift Spectrum FEK 2 M5B EX EBTRBIFHIEKF =
£ H Lake Formation T EMREXRMITEM,

BRRF , 125 2R I 5 R

ES}
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- Lake Formation F K BB & K4

- fIRIERIFIK X IF PartiQL

- AL TBEINFENKETERMENNR

- EERRERESRL

Lake Formation AR ZIB IR L &4

B LUE S B B BRI RARZIMINE S, TRANMETERENLZEME, ERFIIRN SELECT
Lake Formation A PRET , A LLUABRBERIESZH. MRENRTEREIEH , NTLLETITER
BEBRFHISRE U BEFIEFZ MG , HETHBREBMEITR A FERERN,

BIMERERGE THREERPHN —MER, BEHFERFIEUTER

« TERFZHRIR

- 5ifikRREK IDs FRM B K

« REW

- AERNBIBEENER

« FIASE - BHEEWERP IS RYBRNIIFMREINNFIR (£ struct BIEEE ),

s THRERER - ATEEEGESETHERTNTHRER. ATEE—ERE , ZREANIEZE
5 PartiQL i85 WHERE FaMiBEEE. BEREMETT , BEREHI A MNITR SR TR Fr
B17 , HEE API HAHER A11RowsWildcard,

BXRITHEREAZEBLENTNESER , FEZRIMHERENZE PartiQl.

IEIR B RV IR IE R B BUR T IR BT Tk 2R 8 75 Ko

- MREEMEIBEAHERITHEZGERER , MNBITRZEM (175FE ).

- MRTESHRBEIMNREINHERMET BHRFIEEMET , WNSXEBIIRINEZEM ( 5IFE
ii ) o

- MRITERHBREBIES , FAFFRETHERGREIN , WETE THRBIINEZSMH (RTEFIE)

LA 3k B Lake Formation #H AW REER IR THITE TR RN BRBEBRFIESMSE, T

orders RMWEHN , ELRHEIX customer_name 7B iER , F HEHLE R{MURE product_type %l
‘@ &“pharma’®I{T.
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Create data filter

Data filter name
Enter a name that describes this data access filter.

restrict-pharma

Name may contain letters (A-Z), numbers (0-9), hyphens (-), or under-scores (), and be less than 256

characters.

Target database
Select the database that contains the target table.

sales X
054881201579

Target table
Select the table for which the data filter will be created.

orders X
054881201579

Column-level access

Choose whether this filter should have column-level restrictions.

Access to all columns
Filter won't have any column restrictions.

Include columns
Filter will only allow access to specific columns.

O Exclude columns
Filter will allow access to all but specific columns.

Select columns

Load more

iR I ik S A

customer_name X
string
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FESER RS SFFRE 'pharma’ 5K,

B LAEF Lake Formation 2 &I & 8B L BIRFIE MY , B LA[E CreateDataCellsFilter API
BERBUTERITIR,

"Name": "restrict-pharma",
"DatabaseName": "sales",
"TableName": "orders",
"TableCatalogId": "111122223333",
"RowFilter": {"FilterExpression": "product_type='pharma'"},
"ColumnWildcard": {
"ExcludedColumnNames": ["customer_name"]

}

BUUBBEEENRCBFSHRERERYE. Nt , EEEFARETIR FXRM SELECT X
BR. BMINMBRT , HIEHEERRENEZKFPHNMER LABBERERSG. EAEARTFIR
A PREY |, BE R EH —I o RN BIEMES . Bl , BRIl Norders&kOIEE —NRIETFE
25 , BD row-security-only#(1EiFikes. RFFHENREEE , BULUERFRIMESED , A EE
I ERIAN product_type<>pharma. WEHIEHREZHGHNBMAIBER no-pharma, ERHIXT
product_type ¥i& &7 “pharma’IFT & THI 7 1R

HERIETE IR F MR CreateDataCellsFilter APl BERNERN KRN T,

{
"Name": "no-pharma",
"DatabaseName": '"sales",
"TableName": "orders",
"TableCatalogId": "111122223333",
"RowFilter": {"FilterExpression": "product_type<>'pharma'"},
"ColumnNames": ["customer_id", "customer_name", "order_num"
"product_id", "purchase_date", "product_type",
"product_manufacturer", "quantity", "price"]
}

ARG, BAILAEH restrict-pharma BHBEHERHREER PR T orders &M SELECT , HE
A no-pharma BEHERGOIEEBEAFBEFX orders &R SELECT, W FEFTRBUKWAF |, &
A LA T3 orders [RA SELECT UARMNAIBETHMIINZEIHENR (SRBEHRERESEZMG ) , HEE
A LA {5 P 33 0 248 5% A4 SR PR U 3 EME BBV R]
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EBEMFEFAPEEINRINNTR R M |, AU EHEBRRES . HUATREIG , EARES!
AW ( ANEISHERX ) HENZ product.of fer FERVFENR, INTHMEFRREE , X#
LB REFENEERAFHNRERR , ARSTENRIIR B LM E LN O EREME,

{
"Name": "example_dcf",
"DatabaseName": "example_db",
"TableName": "example_table",
"TableCatalogId": "111122223333",
"RowFilter": { "FilterExpression": "customer.customerName <> 'John'" },
"ColumnNames": ["customer", "\"product\".\"offer\""]

G BESH

- EEBIERmERY

TR FRIAK ZFF PartiQL

B LAER — &89 PartiQL iR H, ZERFMREFRMETHIERER, Lake Formation & iF
EJ%J&%E‘WJ{EFHEHFHFEME’JEHW’EE’J PartiQL E#, B AEALRZERFIEEE (5
W, views >= 10000 ) HITHE , EFEERI SHMY#FH TR,

THRERBIRAIURHEREIAREESRER, REXNWEKELTD T 2048 NFH

fEif FRER

B RIENHERXA <column name > <comparison operator ><value >
BB FR

CAARREMPNNZHES, 2XIHBRES , FBL4HET FTHEIHAZFHHIERE,
- KBRIEZER

UTREXENZES =, >, <, >=, <=, <>,1=, BETWEEN, IN, LIKE, NOT, IS [NOT]
NULL

- FEZFELEMN LIKE EXCEEMEX 2 KNE, FREXNDXFIEA IS [NOT] NULL EE &F,

- Y&

I RIEN X8 PartiQL 455
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SHE AR ITE 5] & FRa R AL,

EERER

EEAREXWHERXRN ( <simple expression >) <AND/OR >(<simple expression >), H
LEAZBHEEEM AND/OR HE—SHAEERER.

X R BfERE

METHESRSI AEETIIFNHKIEEREL Amazon Glue Data Catalog & , MA&SHEIR, UTRR
FIMBEELFORIERE | SIS Amazon Redshift ZIiERA -

STRING, CHAR, VARCHAR

INT, LONG, BIGINT, FLOAT, DECIMAL, DOUBLE
BOOLEAN

STRUCT

BX Amazon Redshift P IERBNEZELR |, FS5H (Amazon Redshift BIEEF XA RIERE) &

TimERER
Example

fln , U TERBEINRNERITHEREN : country (String), id (Long), year
(partition column of type Integer), month (partition column of type
Integer)

* year > 2010 and country != 'US'

* (year > 2010 and country = 'US') or (month < 8 and id > 23)
* (country between 'Z' and 'U') and (year = 2018)

* (country like '%ited%') and (year > 2000)

Example

UTRESHREIINROTHEEFAREANEYRRG : year > 2010 and

customer.customerId <> 1

I RIEN X8 PartiQL 456
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EMBRENITRINRERE , TNUEIHD X THREFR,

FREFBAAALESIEX,
REXET

MRENITHERERNTE PartiQL XEF , MESKRFIBTEIR , RRTBTESRE
FHR, REXTERN , FANGSXIFBHITENL, 0, TAER—LREXE
F : “first”, “last”, “asc”. “missing’s BXRREXBFHIIER , BZH PartiQL T,

PartiQL &#&
A% PartiQL WEZE B , FZ#https://partigl.org/e
5 B T A& R Bl T E X R T EHFTE RN XR

5 2 TR BIFFIEIhEEX RiZTEWEZELLT Amazon Identity and Access Management (IAM) X
PR o

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"lakeformation:StartQueryPlanning",
"lakeformation:GetQueryState",
"lakeformation:GetWorkUnits",
"lakeformation:GetWorkUnitResults"

1,

"Resource": "*"

B X Lake Formation (X[RIEZEE , S fLake Formation A& F IAM RS ZE,
EEPIERIEZY

EXUFR., TRMETBREZELY  BUNCENE BERERF, S BERLIF4AHET -1
BREEFERR. BAUN—IRUESIMEEHLESZS  RARERTIRONBHEAEPH IS

fE R B TR R B IR IE X Rt T E WP T AR 457
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TRk SRt R IRESIE LM A BIERIESFGE , XEREFESR struct HIEXRE |, AFH
PARIGEHREFIE 51,

BEEEAR TR SELECT RRF eI BHERHRER LSRN, EATEKSFNEHEFTNME
RAEANBIEERM | BRI R TR E AR DESCRIBE R,

(® Note

Lake Formation A X F&R F3 ENMNBIFETFIEZHFM Describe R , ZWBEFZHERENE —
KPHEZH,

& A LAE A Amazon Lake Formation ###|&. APl 2 Amazon Command Line Interface (Amazon CLI)

KREBHIETFIERR

BEXRBETFERENEER |, 1SR Lake Formation F I EIETF £ 545 o

BB BRI L S
BRI BN EER RRUB - MRS N BERILESMF
NEIEE FROBBIEFERM (2FE )

1. 3TFF Lake Formation #2#|#& , Mt R https://console.aws.amazon.com/lakeformation/.

DEEHEER., BRRABTEIX BIRRESR Lake Formation ERBEH & BHTEF.
2. ESMBERNBIEERT  ERBERILERS,
3. HEBREMERMGREL  EECEHRFERSE,
4. HEOEBERERENEES , WANUTEER :

« BWEHIAFEFRS

- BREEERE - EEQSRNBERE.

- BfRE

« BIRIEE - FURERE N TRABIISMMUSETIRIE, REIEIIRHRTIIEESIHE T
ik, RIEEEEISRIERN I,
REY - IREXNLEREIINRNMATESMS , ML ERERERGDEXEERES YT
B F 4589,

EERBIERE RN 458
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WMREENTEEFNHIFE LSS SELECT &XERA , FITUTERN MG REEER
customer.customerName HEIE , ME T ZE| customer.customerId MIEIE,

SELECT "customer" FROM "example_db"."example_table";

EERBIERE RN 459
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Column-level access
Choaose whether this filter should have column-level restrictions.

Column-level access
Choose whether this filter should have column-level restrictions.

O Access to all columns
Filter won't have any column restrictions.

O Include columns
Filter will only allow access to specific columns.

O Exclude columns
Filter will allow access to all but specific columns.

Included columns (4/11)

Choose the columns for column-level access

Q, Find column 1
-] Name A Type v
0 [=] customer struct
] customerld string
customerName string
[Z] customerapplication struct
J appld string
[=] product struct
O [E] offer struct
J listingld string
] prodid string
0 type string
purchaseid string

Row-level access

Choose whether this filter should have row-level restrictions.

() Access to all rows

O Filter rows

ERBIERIL >>E 460
Enter the rest of the following query statement SELECT * FROM nested-table WHERE...

Please see the documentation for examples of filter expressions.

customer.customerName <> 'John'
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HIBBFX customer FIMRREY , ZEMREN ZIMZI THREFER
( customerName # customerID ) B9 EINER,
« TIHRERER - BARERBXNUEETHIE LKL, BXXGHNHFERENZER , 55
1T IERIANZH PartiQL, ERIFRFIETAR FXNPMEITHIERIXER,

A NETHERGREATEEREI TN IS , UFES SR EBNT.

HEEREBRFRNFEITHERHFRER Select * from example_nestedtable where
customer.customerName <>'John' BRI EH B IR HHRIRRIRENHRIFAE
St , BHERNASETR customerName <>'John' BITELZ R A true 1T,

UTREBEIERTENE X TFENBIERIESRMY. X orders RNEWH , ©IELR
customer_name ¥|#iFR , HBEXE R product_type I EE“pharma’d 1T,

BEERIERERY 461



Amazon Lake Formation

FRARER

EERBUETR

Create data filter

Data filter name
Enter a name that describes this data access filter.

restrict-pharma

Name may contain letters (A-Z), numbers (0-9), hyphens (-), or under-scores (_), and be less than 256

characters.

Target database
Select the database that contains the target table.

sales X
054881201579

Target table
Select the table for which the data filter will be created.

orders X
054881201579

Column-level access

Choose whether this filter should have column-level restrictions.

Access to all columns
Filter won't have any column restrictions.

Include columns
Filter will only allow access to specific columns.

O Exclude columns
Filter will allow access to all but specific columns.

Select columns

Load more

= —
string
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5. EERBIEFERMN,

X HRE 7 R A S T AR T AR SR A SR RS B R B TR 1 SR A
Z<EB 40 8 A LA TS TR B R K SRR TR A0 B B B4R B8 ST AR TR SR

{ name: "customer", type: "struct<customerId:string,customerName:string>" 3},

{ name: "customerApplication", type: "struct<appId:string>" },

{ name: "product", type:
"struct<offer:struct<prodId:string,listingId:string>,type:string>" },

{ name: "purchaseId", type: "string" },

1. EREBEHERGTEL , WABERIERENET.

BETX, FATHIRERBEFEEHNRER.

EHRBIF RO, EFITENG , REEFEHRES] (customer. customerName),
ETRBNARIES F , EFIFRIAETIED,

TR TE SR

o M 0D

HIBTFIBLIFIES A SELECT AXPRAY , AT LA customerName FIF M E 1T,
6. ETX, AE—MNBEE/RENS —NEERFERE,
7. HEIRBFEESF , EFEITENS , REEES —MRES (customer. customerid).

8. HETEANFRZAHF , EFEFIEIT , RERATHERHERER (customer. customerid <>
5)o

9. EERBIETFIESZMH,
HIERFITUTEESTHFR SELECT XPRAEY , EMRFIREBIT customerName F customerId FE
A EITHIHEER |, 18 customerId 5 {ERN 5 B2 THEEIN .

BT RS IE AR

& LA E4R T X BB TFIE SR SELECT, DESCRIBE # DROP Lake Formation X BR.

B RELTUUEESHROUENEERERN. EEEGIAREETUIRHERMH OB ERIES
HRFEREEFNR , BLARITATE—RE

EERBIERE RN 463
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- FARFEIGEEFREFITIREN SELECT IR , AENHEMERMRNA TR
o BEFERTFXEBIET LSRR DESCRIBE =X DROP X R,

ST LA SAER Amazon MK R FSELECTRR. ARJF , R/ R BIEHEE R 7 U ZRRE T4 %
TKP ARy E b 48, @AAERIKF R FRAE , BABFERTFED , LEATRK S EE R 7 — 5
RRBERBEK S PROEMAS @KS PR EERNES | ATBERR FIRTUH TR

BB LAE A Amazon Lake Formation #2#]&. APl 2 Amazon Command Line Interface (Amazon CLI)

BT BUEBIEIF &SR IR
Console

1. &3 Amazon Web Services Management Console ¥} $TF Lake Formation $##l& |, Mt
A https://console.aws.amazon.com/lakeformation/,

ESMEBHNRT , ERHBEHRR,
ENFRAEABBENRED P, EERT.
AERTHENRUE L , ERERER TR TR,

HLF RERE AR BT , AR EHBBFEERAF. RAEERENERTFRROBSE
. RMBIETFERRM;

o & 0N
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LF-Tags or catalog resources

Resources matched by LF-Tags (recommended) © Named data catalog resources
Manage permissions indirectly for resources or data Manager permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Databases
Select one or more databases.

v Load more

cloudtrail X
106567286946

Tables - optional
Select one or more tables.

cloudtrail_logs_awslogs X
106567286946

Data filters - optional
Select one or more data filters.

v Create new

cloudtrail_lakeformation_filter X
106567286946

Manage data filters [7]

6. EHFEHEFRENRBLF , BREZQFMEEARTFHNR,

Data filter permissions

Data filter permissions
Choose specific access permissions to grant.

Select Describe Drop

Grantable permissions
Choose the permission that may be granted to others.

Select Describe Drop
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Amazon CLI

« HA grant-permissions &5, N resource SHUEE DataCellsFilter , ¥R
Permissions S8 #l PermissionsWithGrantOption % ( Wit ) #E DESCRIBE =
DROP,

AT RBIFE Amazon K 1111-2222-3333 REARFIETIE A F datalake_userl &FX
BRI restrict-pharma B9 DESCRIBE MR , ZHiERHE T sales BIEESH

orders &,

aws lakeformation grant-permissions --cli-input-json file://grant-params.json

LAR 2 grant-params.json XHHHAR.

"Principal": {"DatalLakePrincipalldentifier":
"arn:aws:iam::111122223333:user/datalake_userl"},
"Resource": {
"DataCellsFilter": {
"TableCatalogId": "111122223333",
"DatabaseName": "sales",
"TableName": "orders",
"Name": "restrict-pharma"
}

Iy
"Permissions": ["DESCRIBE"],
"PermissionsWithGrantOption": ["DESCRIBE"]

R T HEFEFARENBENR

BREMAFGERTRPBENTE, EOFTERHBETRNE  FEQXEFFRTF SELECT X
R BT XTURFR , E4TLL :

- EEHKFAENRIIZRPEEFKFRBERSR.
« HNHAERBBEBERIESMF , ADEAFRTIXEHRERIEFRFHNR,
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Console
¥ F SELECT #XFR
1. HIfE Lake Formation 2 &AM RIE , AR EEEZT,

Lake Formation Permissions

® Too many permissions? Filter by database or table. In the navigation page, choose Databases or Tables. Then choose a
database or table, and on the Actions menu, choose View Permissions.

Data permissions m

Q ) I S

Principal a Principal type ¥ Resource type v Database v Table ¥ Resource v Catalog v

2. ERLEOHEHRFENRNES  AEEECEHERIEERHR.
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LF-Tags or catalog resources

Resources matched by LF-Tags (recommended) © Named data catalog resources
Manage permissions indirectly for resources or data Manager permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Databases

Select one or more databases.

v Load more

cloudtrail X
106567286946

Tables - optional
Select one or more tables.

cloudtrail_logs_awslogs X
106567286946

Data filters - optional
Select one or more data filters.

v Create new

cloudtrail_lakeformation_filter X
106567286946

Manage data filters [7]

3. ERMUNHEFRGMARBENLRNR , BEBEFEFANRTIER Select.

EERBIERE RN 468



Amazon Lake Formation FRARIER

CLI

Data filter permissions

Data filter permissions
Choose specific access permissions to grant.

Select Describe Drop

Grantable permissions
Choose the permission that may be granted to others.

Select Describe Drop

(@© Select permissions on data filters will grant access to the table 'cloudtrail_logs_awslogs'.

MW A grant-permissions ift. N RBFBSHIEE DataCellsFilter , # N “NR"SHIEE
SELECT,

AT RAIESBIEREESdatalake_userl E@AFRFRErestrict-pharma , ZiFiEEEE
FahsalesHIEESPMorders® Amazon Web Services Ik~ 1111-2222-3333, SELECT

aws lakeformation grant-permissions --cli-input-json file://grant-params.json

LAR R grant-params.json XHHHRR.

"Principal": {
"DatalLakePrincipalIdentifier": "arn:aws:iam::111122223333:user/
datalake_userl"
I
"Resource": {
"DataCellsFilter": {
"TableCatalogId": "111122223333",
"DatabaseName": "sales",
"TableName": "orders",
"Name": "restrict-pharma"

iy
"Permissions": ["SELECT"]
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}

EEWERILSFA

#RTATLAEA Lake Formation ##I A= Lake Formation AP SR &8 & Hi&d#885. Amazon CLI
EERREHERN | ELTRBEHEE R NEAN BIREF LRI ERNNR,

Console

1. &% Amazon Web Services Management Console 3} $TF Lake Formation #2#|& , Mt
A https://console.aws.amazon.com/lakeformation/,

2. HESMERNBEBERT , ERBIERERME,

ZIREE R T &0 LU B B imE & 4.
Data filters (1) C
Q 1 )

Filter name v Table v Database v Table catalog ID v

test-df cloudtrailtest_cloudtrail lakeformation_cloudtrail

3. EEFUEMARANFAES  FRERERERGE  REEFER . KEFER—IT2
BHERERGFAERNTED,
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bView data filter X
Name
test-df
Database Table
lakeformation_cloudtrail cloudtrailtest_cloudtrail
Column-level access Row filter expression
Include true
Columns

eventversion, useridentity, eventtime,
eventsource, eventname

Amazon CLI
#WA list-data-cells-filter S HIEERER,

LLTRRABIFBIE T cloudtrailtest_cloudtrail REOKIEFESE,

aws lakeformation list-data-cells-filter --table '{ "CatalogId":"123456789012",
"DatabaseName":"lakeformation_cloudtrail", "Name":"cloudtrailtest_cloudtrail"}'

API/SDK
£/ ListDataCellsFilter APl FiEERER.

AR RBIERA Python B T myTable REVH] 20 MR TFIE 4.

response = client.list_data_cells_filtex(
Table = {
'CatalogId': '111122223333"',
'DatabaseName': 'mydb',
'Name': 'myTable'
},
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FRARER

MaxResults=20

Bl H B3 U e SR AR AN PR

&R LAER Lake Formation 2% & E& XN BB IRIEF AR TR,

EEENENRERIEFAFINR

PR o

Console

R

Ch

W7 Data Lake B A AR/ N ZHIETRIE A AT FERIN

1. &% Amazon Web Services Management Console 3} $TFf Lake Formation #2%I& , Mt
A https://console.aws.amazon.com/lakeformation/,

2. ESMERHNRT , EREERR.

3. ERENRNEL , RHHRERRFR , ARERMRE LeHERRRE,
4. HERFREFXE L EERFRE  BELTEHFERE,

I B FF 5 H SR A AR U [R) Y BB TRk S o

R

R\

AREFEBRKFRA T REBINRM AR T,

Data Permissions (58)

Q

Resource type: Data cell filter X |

| Clear filter

Principal 'y

datalake_admin

datalake_admin

datalake_user1

datalake_user2

Resource type

Data cell filter

Data cell filter

Data cell filter

Data cell filter

Database

Table

orders

orders

orders

orders

X | 7 matches

Resource

no-pharma

restrict-pharma

restrict-pharma

restrict-pharma

Catalog

111122223333

111122223333

111122223333

111122223333

1

Permissions

Describe, Drop, Select

Describe, Drop, Select

Describe

Select

©

Amazon CLI

«  HA list-permissions ™. J resource SHIEE DataCellsFilter , #H
Permissions S8 #l PermissionsWithGrantOption % ( W% ) #&E DESCRIBE =

DROP,

LT RAIGIET AR FEDR TN HRIERIERY restrict-pharma B DESCRIBE X
PR, £&RMNETFH Amazon I 1111-2222-3333 Y ZEdatalake_userl AFlsales¥
BEFMHNordersRE FHNIR.
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aws lakeformation list-permissions --cli-input-json file://list-params.json

AR & grant-params.json XHHAR,

"Principal": {"DatalLakePrincipalldentifier":
"arn:aws:iam::111122223333:user/datalake_userl"},
"Resource": {
"DataCellsFilter": {
"TableCatalogId": "111122223333",
"DatabaseName": '"sales",
"TableName": "orders",
"Name": "restrict-pharma"
}

3y
"Permissions": ["DESCRIBE"],

"PermissionsWithGrantOption": ["DESCRIBE"]

1£ Lake Formation FEF HTEEMRNIE

B LEENHIEE ZHEERREFHN Lake Formation 1R, YREJLAEA Lake Formation &l

A. APl 2 Amazon Command Line Interface (Amazon CLI) R#EiX — =,

EREHE  ERUMNBEESIRTEARENBENRTEFBEENR,

@ Note
MRBARBEFEEARNRRAEE , WMXILBEIR FETEBXNRIRA Lake Formation
MR , FREEFHMEANRREFHINIR,
BT FTEH Lake Formation X BRS |, BIEEE Amazon Identity and Access Management
(IAM) X
PRglue:GetDatabasesglue:GetDatabaseglue:GetTablesglue:GetTable, .
FMglue:ListPermissions.
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EENBEENNR (EHREE , NBREF TETS )

1. 3TFF Lake Formation #2#|#& , Wit R https://console.aws.amazon.com/lakeformation/.

DBEHEER, BEFCEENBEIR FIRTERN HIEENIE Lake Formation X EREY A F
BHhEF,

2. HESMERT , ERBEE.
3. EE-—IMEE  RARERFERE LAREENR.

® Note

MBRIEFRHIEE R REERE , W Lake Formation FE R Z R REZENNR , MARN LR
IREEEERY B AR BUE A RN BR

BRENRRES L 7 ZBIEFERNFTE Lake Formation IR, BIEFEMEENBEESHINE X
ID ( Amazon IKF ID ) FARKEE REBRET . XL R C N A RHEFRERR S HZHBE
PR PR o S8 AT BAE S 5 PR W U S0 208 BRI AR SR A SR B IZ T S o

Choose a database or table for which to review, grant or revoke user permissions.
Q 1 ®
Database: logs X | | Catalog ID: 111122223333 X ‘ ‘ Clear filter
Principal R O
Principal rincipa esource Resource wner Permissions Grantable
type type account ID
Alter, Create Alter, Create
Administrator 1AM Datab: L ' '
user atabase ogs 111122223333 table, Drop table, Drop
< 3

EENBIEENNR (ERZHEE , NBENR RETH )

1. 3TFF Lake Formation ##I|#& , Wit R https://console.aws.amazon.com/lakeformation/.

DBEHEERR., BEEVEREIELRFEIMEENHIEENET Lake Formation fXFREYFH
BHEF,

2. ESMERT , BRBENR,
3. FAMBETRHEMSBHERES  RAEELTHEMUERE ERRHIERE.
4. HEETHBEERE LEE-MERE

EFBTEEMRNR 474



https://console.amazonaws.cn/lakeformation/
https://console.amazonaws.cn/lakeformation/

FRARER

Amazon Lake Formation

® Note

MRIEFRHIEE R REEEE , W Lake Formation FE R Z R FREZENNR , MARNEZR
IREEEERY B AR EE A RV BR

BN RRESE 7 ZBIEERNFTE Lake Formation IR, BEEEMEERET L RN,
2N 1 R B LR TR SR AR SRR B R IR EE AV AN BR o S8 T BUE S 5k P R b S0 0B BRI R S 4 5K
BERIZIF RS

EENRONR (EREFE , NRTEFTRE )

1. 3TFF Lake Formation #2#|#& , it R https://console.aws.amazon.com/lakeformation/.

UBEHEER, RUBEIBEZRFIEIMEE N RIET Lake Formation R EAF B4 &
Ko

2. ESMERF , EEX.
3. EE-IKR, AEEREXE LERERANR,

® Note
MR R G IFREER | M Lake Formation .8 RI 1% R IREEZAINR , MA RN 1% R IREE
=0 B IR RR,

HENRTES H T 1ZRNFE Lake Formation R, ®RA., LEZRNBEENBEEFEEL TN
RERFMAENERID (Amazon K/ ID ) EAMEE R EERET . XERTERENRARIE
FUERANFIHZRONR, BRI LURE X AR SIE R B BRIFGE SR A R BZIE LR

Choose a database or table for which to review, grant or revoke user permissions.
Q 1 @
Database: logs X | | Table: alexa-logs X | | Catalog ID: 111122223333 X | | Clear filter |
Principal R O
Principal rincipa esource Resource wner Permissions Grantable
type type account ID
Administrator IAM user Table alexa-logs 111122223333 Super Super

EEBRFEEMRNIR
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EENRONR (EREFE , NBENR TETS )

1.

$TFF Lake Formation #2#|& , Mt R https://console.aws.amazon.com/lakeformation/s

DBEHEER, RUBEIBERFIEIMEE N RIET Lake Formation R EAF B 4%
Ko

ESMEET , ERBIENR.
MARET NENBHERES , RAEEL THEMERE LRRRERE.
HEERNBREERSE LRE-—NRERE,

/A Important

MRBEFMINERK T SIEHY Amazon Ik HERREVINER | WATEASIKS PikEa
SRRNBERE , M RRIEEFEN R REE,

BREXBRRESE T ZBITEENFTE Lake Formation X R,

FAFBRETERESR , AREETHWEMRSE FERRK,

EETHRIEE LRE—IK,

BIENRRES Y 7 iZRMWATE Lake Formation R, REMHNEEZERNBTBEENRIEESZN

HEERETERAEM . XL TERENAFIEFRAFRRI L ZREONR &R SRS > A R
R FRRIFIE R R EIZIF LS.

BEEXRHNR (Amazon CLI)

WA list-permissions &%

o

TR RBIFIH T RHMASIKS HENRANER, ZCatalogIdEHERINE Amazon BK By /=
ID , BIEFERMRE TS LRI PHBIERE,

aws lakeformation list-permissions --resource-type TABLE --resource '{ "Table":
{"DatabaseName":"logs", "Name":"alexa-logs", "CatalogId":"123456789012"}}'
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A Lake Formation % & BAE R

BRI LA E AR FTE X EM Lake Formation IR , B#EHIEE FNER., RERZINER, HIEE
SR RN ENPR,

OB BRAY Lake Formation X PR ( %15 )

1. FTFF Lake Formation ##14& , Mt A https://console.aws.amazon.com/lakeformation/o

DB EHEER A CES R FIRIEER TXZFRONRAST H 02T,
2. HESMERINRT , EREHEHNR, LF FENRRIBENLE
. EENRSME  REEERE.
4. EFTFHXNEES , EEBE.

Lake Formation FRIB KA HELE

Lake Formation B5 P hEERF AR L& B 24 Amazon AR HZ 5 A XN BIE M Amazon Web
Services Ik , EEESHMKSFH IAM ZERARZESAREEH , NRAXHIER X TBE
MEBRHENBAHRNE. KRELUBEFEHAZINKS Amazon Web Services 1K, HARFZIK/
AT REEE 17 7] S ANIK - BB Y BUIE S Amazon Web Services K. Bl Amazon Glue $12H, ¥
BAMEK (ETL) B JAB SN K EiRFMEER , BNHATLARIA Lake Formation =M 5K EIE
R,

AN BEE FRIR Lake Formation fREREFF/AEK P R EZER T HMKS Y IAM ZFEA

Bt , Lake Formation £/ Amazon Resource Access Manager (Amazon RAM) RS £ ZZ&E R,
MEABEENERFERTFERKFER —MNEAP , WERNELNIUERARERR, WRERN
B AER—NMALH |, NLEHERNEK S Amazon RAM X%8iE , EXREESIRIEL T RR
Fo Rfg , EFEREREFETA , HENERFS POBIENEE A LIER Amazon RAM #2H| 5 51EF

Amazon CLI &i&.

Lake Formation XFHEBEHRER FEABKFHAZHERA ZEIR, BEFRERNFEEITURE
BAE%EM S Amazon Glue Data CatalogH HYiEEE M &R /5 A Lake Formation R,
EERBEGHRERT , BRUEETHERR , RN —HBEWAFIRE Lake Formation &XfR , MF <
T EMIE AP S TERRN R KR,

BREZER SR EEHHAER,

EEBEKFHE
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BN (5 AT UMK 0 IAM ERERRERR. LKA E BB BRI T U
FIRES | BCTHBESERE M. 1AM (63800 IR R B AR o) T Rk B E (b0 R BB F 03¢
. BUOSIKS NBENERR THUEEEEEKS BN EEEMSNR, RERFATOEFTRE
SHAEFATRAR.

HEREBERRFRNE X

B2 Lake Formation RAURME |, &R LAR T X AT 8RB AR EK SRR,

. WiRE
. BAR (HETRIIFLINE )
. —EER

- WEFETNAER (BIERMERBEL)

BA BRI ARE R — KR EMA P~ Amazon Web Services I 2% — K~ /Y 1AM £
AREEHWBIEEMNE,

+ Lake Formation E T/RZ M5 R#2H| (LF-TBAC) ( ##%E )

Lake Formation EFHREM 1A B EFI R —FIRDKRE , CREEUERENNR, ERIUERAETIR
ZHFREHI S E IAM Z3E A, Organizations AL B () REHIEE FRF ( OUsBIEEE.
Amazon Web Services Ik &R HM% ) . ¥ Lake Formation & | iIXEBMHF N LF 5%, BXREZ
E8 , 53 FEA Lake Formation & TFrZ /Y15 8] 12 I & B IR 4.

® Note

RFHIEE FNRM LF-TBAC B3R TF Amazon Resource Access Manager K P # &4,
Lake Formation IfE X 3&EFH LF-TBAC & m4H M FH LR 24 1% F B P AR
ESALIEE , FEERNEKSRAREEHTNIRAE 3 RESRA,

BXEZER , 20 ENBERKFBELZERETRE,

« Lake Formation 7 & ‘&R

R EBIRAEN Lake Formation Bk #iE X = R F B @S E Amazon Web Services i
F.IAM EIEA, AEASREARE (I F Lake Formation fRPRLAKREIER ZRMMIEENET FIED,
BRURET A NXERRAE,
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® Note

838 7] LA o i Amazon Glue TEMIEFE A Lake Formation E#E 14 B E bk 7~ & B BRI 1F4E
BXEZEER , 53 Amazon Glue FF X E1ER R EYENK /= HTEL,

Athena #1 Amazon Redshift Spectrum FERRSEERREETEEETRNPIERERER. BXHE
REENESER , BSRRREEE Lake Formation i) T/ERE,

BXRABBIMNRSE , BEREK S BEAZTHEIEIEIESET,

£l

. EREH

s EMBRKFBEAERERE

« ¥ Amazon Web Services K7 SR B/ASK /7B IAM EHRAZHIEE FRNBIERE
s BFXNSENKSHENREESRNNR

- BFRFREENXR

s HRAZRNHEMBIE

« B, CloudTrail B&

- ENFEAREEEBIKS R Amazon Glue # Lake Formation

 f£f GetResourceShares API IR EEEFAB K, X

OR:EES-

+ Lake Formation X FR#ER

« HANEERXEZHRIREE FRNBIEE
- BIETREERE

o XIEEMK P i) e U T PR BEBR

FRZM

Tf"‘EI’J Amazon IKF AILEEMKFHE —MNKFANZEREARZRBEERRR (BEENR ) 2
, AR R EENKFHENTRZE , SFURRT KRFZMH,
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BIKFHBELAEN—HRER

- EERBEREATHERER REEFENRAAZHRSEZTIINR , LFEFEKRSRAREE
AR 4,

- ERHFEERERRTFERSNRZE , DO %1% IAMAllowedPrincipals AX %% IR
WFTHE Lake Formation fXPfR. MRIFAAEEFEBEK - HEGTRONER , HEXN FZERFEE
IAMAllowedPrincipals #XBR , M Lake Formation & 5|%& AccessDeniedException,

4R-_—L|T£ Lake Formation &3\ T3t EMEBEMER , KERFER, IRERESER T EMEBIEN
, S FHREBIEESR KR ATLUETRE IAMALlowedPrincipals HXER,

s WNTEEERENROBIEE , DIPIEFHROBRIARN Super 71 IAMAllowedPrincipals. &
Lake Formation ##|& £ , mEHREEH XA I ZBEEPWHRER IAM HEZS” , HERH
ALLR Amazon CLI %% ( databaseB M AKEEEN ) . IREMBENERERSHEERT
EME , WEFTERURINRE, ERSHRERT , Lake Formation A FEFIEF I S S3
M [E— % R58 31T Lake Formati Amazon Glue on fFRH IAM X PR KBE

aws glue update-database --name database --database-input
'{"Name" :"database","CreateTableDefaultPermissions":[]}"'

- ERFEBKFNR , BFEXTWEER Amazon Identity and Access
Management (IAM) X BR Amazon Glue 1 Amazon RAM k%5, Amazon & XK
BAWSLakeFormationCrossAccountManageri® FFrE IR,

FEREWERREIEZNK S PHEIENEE R Amazon RAM %TUESFA THIMERK ., EATEE R
¥ Amazon RAM BRAZRBE, ER AT EBRBRASHALENRERE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ram:AcceptResourceShareInvitation",
"ram:RejectResourceShareInvitation",
"ec2:DescribeAvailabilityZones",
"ram:EnableSharingWithAwsOrganization"

1,

"Resource": "*"
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}

}

- MREEH Amazon Organizations AL RN HEZHRFEER AR , WMMEFEASHAHKE
Amazon RAM,

BEXNMASASHARENESR | #H5 (Amazon RAM AFERE) P “BEH 5 Amazon A4+

—
F o

M TRERTERASHEANEEEMN ram: EnableSharingWithAwsOrganization R,

- EEEEEMKS RN IAM EARERR , EFEFEKRSRAREEHRNRAK 3. WiREERIE
BRRENHELEMR. IREFEANERE 1, BSRERENRE EMEKSBIELAZRERE
A EA

« BRREEMKS HAZMEM Amazon Glue REFEEFRAMBNRIEE RHR. ERERAZEAEFS
MEFRANBNRIEE AR , FBERFRAZNIKS ST HEEE KNZERARBENERSTEE
RET R

£/ LF-TBAC ER#ITEKFHEHAE

« Z Amazon Organizations 544284 (OUs) REHFEARRR , CEEFEKFRTEEEFH AR
7 3,

- EFEAMNRAK IX—BERFRARELZHEERER , RFEFTEREEENKSHH Amazon 1
BB AWSLakeFormationCrossAccountManager HE XK IAM R,

o MREFEABVEBEKFRARERRAE "RARAEK 27, WS MEEFH LF-TBAC HWEHEB XERE
B (glue:PutResourcePolicy). BXEZER , BZH EAEAREEEBIK SR Amazon
Glue # Lake Formation,

- MRIRBEIEEFEA Amazon Glue BIEEFRRBRRRERAZRR , F HEEFARE 3 HEBEK
FRAZER FEK PR , MAHEA glue: PutResourcePolicy API BBEEEIE R Fi&
EHiRglue:ShareResourcefX PR , tER A M EEEEIKS R Amazon Glue F Lake
FormationgB 2 P /R MREBHKF REABEKS RN , WEFEMLLEER Amazon Glue ATF&R T
SIK A R AR EE B R TRERRE ( MRS 1 MR 2 A glue: PutResourcePolicyfXPR ) o

{
"Effect": "Allow",
"Action": [
"glue:ShareResource"
1,
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"Principal": {"Service": [
"ram.amazonaws.com"

1},

"Resource": [
"arn:aws:glue:<region>:<account-id>:table/*/*",
"arn:aws:glue:<region>:<account-id>:database/*",
"arn:aws:glue:<region>:<account-id>:catalog"

]

}

- WMREBHIKFEABEKSHE Amazon Glue HIEEFRRRER , H AR YEEFEAGRERATZE
REEEKFIRERA 31 LF-TBAC RKEZE®FE (ATHERE ) , WERA APl B4E ' true' B
MHIFEnableHybridS i BN, Amazon RAM glue:PutResourcePolicyBXEZEE
BFZH EANFEAREEEBIKS R Amazon Glue H Lake Formation.

TRAZERRNFNMNKSFAENIRE

. MREBEHZRIR Amazon Web Services IKF |, MEHEKFARASMEDE - NP RBEHER
RIREBEHRHERR. BXUNMACEHRBEHEEANGEE  BSRCIEBEHEER,

BIEHER R LMK, P EM AR TR EZRIRMN Lake Formation R, EHIEHEE A O
HEtFABEFRAZTHRONRZE , XEFALEHTREZRR,

« Athena # Redshift Spectrum EERRSFERREETHEEETHAPTEESHERTR. FAFEEH
iR B XA elZEiEmE M Amazon Web Services Ik R HER RN R FREERE, BRXRREENES
E8 , HSFEREETE Lake Formation PRI THERIE,

- YEES IAM EHEEZERES , EFA Athena ZBHR , MITAEB0 BT REE, E0E
RFPERE | TAEE Lake Formation CREATE_TABLE = CREATE_DATABASE X BR , A K%
glue:CreateTable 5 glue:CreateDatabase IAM X R,

MRHEMEEKRSER-—T4hIEMFTERZF - BEEFETHNTER , WiZEEILEATUERZER.

(® Note
NFHEHEERANBENEERCRERTFNRANES , HERFEHTFEE ZH I RAKRM
(BE) &R, BE. ik, mEk (ETL) 4B o] A5 R R = RRH ER%EE,
SHTFHEFRIR , Lake Formation 4|48 LN RNBIBEETEHLSE RAAEENK, 1D,
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HERAERENERHBEN , SEAZTERBWENK S MERMEENIKS R EK
CloudTrail BEZE#, CloudTrail E4 TSI EHRIZKFENZFL AR ARN , BEIRE 22K K
FEZREEBSPFIESEREAARN, BEXEZEER , iS5 BIKF CloudTrail B

EHEKFBRBEAZRRRE

Bt Amazon Lake Formation EFEK P HBEHZIRE , AX 25X Amazon RAM 5 FB1E)R FT#HY &E
N, HXEFNEKFBIELZINEEFTMMAEH . 2 Lake Formation HITIHLIRER | ©ABIEFRA
B ESTK P RA IR B

BIKFRAREZ BB EEX S

BRIMAEFREBERKSRANRETRITEKSFRBEAZNESEE , TSR TET,

(® Note

ESHMKFREHRE  RFELTIPAE AWSLakeFormationCrossAccountManager
E 1AM REEIR, X RPTE RAH S RFZ Mo
EFMBKFRAREFRQFMBRANJAZERAONR, XERATMRE 1 EFRIRE 2, A
FRAR 2 EFAMRA 3 AR 1 EF AR 3 WER. EFfMRAN , SR TEIHAER
B,

RS 1

WREBREZE  SEFHNENEKS Lake Formation RS E| — Amazon RAM BREAE, A
F((BFEAGREENE ) FEEHMNR,

LF-TBAC 757% : B8IKF™ Lake Formation fXfR#ZF 1 Amazon RAM AT HE#HE. BLITRE
glue:PutResourcePolicy X PR,

ERMRAREFL : MBRA - FEA.

ERRAEREREW : MBRAE - TEA
RS 2

WRRBRGZE  BINZ/NEKF R REFHEE—/ Amazon RAM BIRAZRML(L Amazon
RAM BIEHRZNEHE. ARPFTFEETNNR,
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LF-TBAC 757% : 81K/ Lake Formation fXfR#ZF 1 Amazon RAM AT HE#HE. BLITRE
glue:PutResourcePolicy X PR,

BRI - BiI3LL Amazon RAM BEFI AR AT BRHEBEKFIRE,

EHRAREZEIM : MEFFEKF Lake Formation BRI F P 24038
BAWSLakeFormationCrossAccountManager Amazon EEXRBHHNNR, BN , BFEEHE
ram:AssociateResourceShare #l ram:DisassociateResourceShare fXEEFRER I EH
ok~ HEEIR.

WA 3
MBRELZE  BINZ /B RE FMEE—/ Amazon RAM FRAZERM (L Amazon
RAM BREZNHE., AP TEEFTIHNHNR,
LF-TBAC J53% : Lake Formation B F Amazon RAM K F iRk, FF 40M

fEglue:PutResourcePolicyXPRH N glue: ShareResource 58, WH AXTIEZRKENE
R ZEE Amazon RAM,

EHRANFL - ZIFLLT 4L -
« RFEBEARKFRH IAM EAERXAZFR,
BXEZEE , BESH BRFNUHER ZRERNNR,
- fM LF-TBAC J73%[0 Organizations SRALE T () BAEKFHE, OUs
« SHRR T #H Bk R FEH S\ Amazon Glue BUERHIFF 8o

BEARARAERE - /A LF-TBAC AR ERFE , IRBRFEEANREETRAE 3, ™
BEWEEANRERAE IHESHE , IBFELRIUTHERER " BERFAEIERLTH. FAE
KA LU SRR BEIK AR AR : v3, BEHTCrossAccountVersionDatalakeSettingZ&IK
WA v3 ( BRSS : AmazonDataCatalog ; YRZSH : 400 ; 45iR4KH : InvalidinputException ) 7, 1B
2, NRRTFECRARAE 3, MEREFEARA 1 HRA 2, BBAEA LF-Tags WEKF RIS
FX N TE K o

ERANBRRFERTHERS BRETRREZBARREN, BERTEKSERRIBMRA
(RRAEA1H2) , MEBBREKSEARIRA (RAE 3 NESRAE ) , BKSIGRIIEHRETE
BT , P EIEMREEAEER.

EEEEHMAKP PN IAM TERERF , AERTEFTEEARE 3,

£/ LF-TBAC A E#HITHEKFERXERAFIKS R EH Amazon Glue Data Catalog %R %R
B&, HBEH AR 3 81, LF-TBAC £BNEEH Amazon RAM, ZE A iF Amazon RAM E T Bk
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FHEFRI , B4F0FZglue: ShareResource BRI AR Data Catalog HRFHEH |
nE S E R EEEBKF R Amazon Glue # Lake Formation®8 % Flf R

RS 4

BTFEZERAS 4 RESHRATHREESTREA TAEHFEERARRAZRE B RPHNR,

f£4t, Amazon RAM &R =

B R FARA (5 2 IRREERA ) UHREHARFA Amazon RAM BAERH KRE 1R 5 0K
PEAR, HEENE Amazon Web Services 1K 2 IAM ZFE AL Z R IRAT , Lake Formation A &€
LHBFNERAZTIRFZBRRENEHERK, BISIBEHRZXE , Lake Formation &4 7 A F
FTEESNRRAZRENRE,

Eid TBAC B A Amazon RAM £ EREESZFEALZTER
EEEEHMKAPHN IAM THEEZEFERERENALASELEMNZH TBAC BEIKFRE  SREENE

TP RRA IR B E#H I MRAS 3. AX Amazon RAM HRRFINESEEL , FEHEKF BIEAZHES
BNEEE,

ERTEK iR AR B P AR

MRBEKFNRZFEHE AWSLakeFormationCrossAccountManager 3£& IAM KEEAR | N
FRNBRFNRETFEASGHIEAHTIANNBRRE. B2, IREKFRTFEREAXERE ,
RIEACREERTTFUT IAM IR, TR B - R F BEK TR o

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"ram:AssociateResourceShare",
"ram:DisassociateResourceShare",
"ram:GetResourceShares"

1,
"Resource": "*",
"Condition": {
"StringlLike": {

EHBEKSBIEAZRARE 485



Amazon Lake Formation FEANGIER

"ram:ResourceShareName": "LakeFormation*"

I8 R iR A

BRBLUTSREREKFRAIZE Amazon Lake Formation 124l & 3 Amazon CLI.

Console

1. EFFEEFIFENMHNBEKFRARE TIERRA 2, A 3 HARA 4, MR EIERRA
1, Lake Formation FERABRIANN B RLEZE,
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Lake Formation Data catalog settings

Data catalog settings

Default permissions for newly created databases and tables

These settings maintain existing Glue Data Catalog behavior. You can still set individual permissions on databases and tables, which
will take effect when you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake.

Use only IAM access control for new databases

Use only IAM access control for new tables in new databases

Default permissions for CloudTrail
These settings specify the information being shown in CloudTrail.

Resource owners
Enter resource owners you wish to share your CloudTrail access details with.

Q

Enter one or more account IDs. Press Enter after each ID.

Cross account version settings

These settings control how Lake Formation manages RAM Resource Shares when granting or revoking cross account permissions. See
Granting permissions on cross-account resources.

Current cross account version
Version 2 A

Version 1

‘ Version 2

2. EBERE.

Amazon Command Line Interface (Amazon CLI)

f£Aput-data-lake-settings Amazon CLI @35 i&BCROSS_ACCOUNT_VERSIONS ¥, w#%
FHERN1. 2, 34

aws lakeformation put-data-lake-settings --region us-east-1 --data-lake-settings
file://settings
{
"DatalakeAdmins": [
{
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"DatalakePrincipalldentifier": "arn:aws:iam::111122223333:user/test"

}
]I

"CreateDatabaseDefaultPermissions": [],

"CreateTableDefaultPermissions": [],

"Parameters": {
"CROSS_ACCOUNT_VERSION": "3"

}

/A Important
WERRA 2 A 3 5 , RN G B ARRNEBILHHERS RUERET. B TR
ERANERATEKSLZERN Amazon RAM B8 |, RINBRIUERE BRABRN , FEHE
X TEHMREN.

# Amazon Web Services Ik S35k B AZK B IAM EAEEREE XK
MBIBEE

AT SEEXNMAEABKS,. IAMEFEA, ALASKALEVETHIER ZEERENE Amazon KX
FREVIZEH, Amazon TURER B XERFRHE,

T3

s FHRETHRZNHRIZEGEXZHE

s FHAMBREAEHTEKFPEELE

EAETHREN TR A ZHE

Amazon Lake Formation & FHRr&E M5 R#2%| (LF-TBAC) R —HETEME NN RN ZNKKE, T
SERGBIMMFER LF SR FEKF R,

FREREE/RTERS LHITHRE

1. EX LF #7%, BXOIZ LF frZEMUE |, FSHAIE LF 5%,
2. FLF HRZXDBEBHRIR. BXRXEZER , BSH & LF mL D BAEHIEE FHFR.
3. AABKSRT LF iREMR. BXREZFER , BE5H £AEHERT LF FRENR,

# Amazon Web Services I 33k B AAERIK = 9 IAM AL ZHIE R FRNBIEE 488
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WEt , FRERIENEBEANZEBENR. EEAGHNES. LF ETRIBEIHENEKS
Lake Formation | & £ EM K BEIFZ,

4. SEFBARAED /AR T B R T HIBENR
a. ESMERFP NIRRT HERIEHNRF | EERN

b. ¥ FEREA , EFRNEKF, , AW AZIE AN BHIR Amazon Web Services 1K/ ID 5 IAM A&
REFA ( ZFEA ARN ) B9 Amazon BRABAF (ARN).

c. ¥ F LFHREREFRER , MBESFEHEKR, (8 ConfidentialityH{E public ) HEZM LF
HERRIE,

d. ¥FNXR , EES LF HREEMNEIR (#E ) T , &FBHRMLF 7%,
e. EBEHENEKS, (8 Confidentiality F{E public ) HEMIRZHRIE,
f. N TFEEENR , EFHIEENR T 0 #R LR T 557 FE R 58 15 B AR

9. HERERIEHEE R RZFEHB1E Lake Formation 2 HIA# “tXBR” https:/
console.aws.amazon.com/lakeformation/, “BEAGFES" TH LF- Tags FHRIE IS HEZEK
F ;E’J%H%*T_LO

h. EARTHNRTEREHER | XHEERAEKRSHRALEEMFRTFRIBEERDBNER.

HTHEHEER LT AERNERKS PN EERFHRAZRFEONR , F L AFIELEE R RN
IETUR T B K AR,

® Note
NTREBERBEKRSENOER , FARETRFHRRIER,

i WTFRMIMER |, EFRNRTHRERFMEL,
j. AR THVNIR TRFRFNHER,
k. EEEN,

FEEBRWHERTEKS, LHITHRE

1. YEEHEAKFAZR RN, ZRBRDETHREEKS , 7B Athena ZHIER AR, Eﬁﬁ/ﬁ
£ Athena ZH AR AN , EFERUE-—IMEOHER RN R REE, AXOERREZNEA
SHLBEOAZHEERRNAFREEN B A SRR FREEN R IREE

2. REBHEMERERSFBZ—HRIMWN LF #7F | UEEHERREENFEAET LF /R[5 R
#o BIEATEM LF SR HH D S R EREF/RNAREE,
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3. EMWTRNEWKS FH IAM E4HRFIHIXLE LF RERNR,

ERAGMERRAERHTERKFABERE

B L B EmE A Amazon IKF PR ZREAR TR , L] L@ HAE Amazon Web Services ik~ 2%
Amazon Organizations&® TR, MARHAL LUK T Lake Formation I RFR F 1%L L HHLD
2 {7 Amazon Web Services Ik RN AZ TR,

EAAEBIK S RALR TFINRE , BMBFEARTFHRRETR, JAEABKSPRBIEHIEERR TR
HERER , EFEERAMNMSKSPFHEMEERTFHAZRFHNR,

(® Note
EEEAZKS P IAM EER TR , TR FHNRERFZHF.

BRBEAGBTRLERFHIEENESRRRE  FAGEERAERZETERS R,
BN EENKFEZENHIEESRNVXE
FETRE— Amazon IKFHHIEE R EZREEHN Amazon KFHERE | ERNRIEHERELR | &7

K PHHMGERARTFRERFEONR. BR , EFsEMHEM Amazon K7 A LR F X ZE IR
YR BR o

I&TLAE A Amazon Lake Formation ##|&. APl 5 Amazon Command Line Interface (Amazon CLI)

K2 TR,
BFXNHAZHEENNR (B BRRFE, BHE)

BRREAGEFRLERTFHREENRPHHEARTERE. £ LF REHEFERTHBIEENR
B, BEREFRHRAEKS PROBERE | T REIEEFN R REE,

NMREBEBIEENRFPEFRINZBERE , THRRECEZI X T ZEIEEMN Amazon Resource
Access Manager (Amazon RAM) BRRZ#E, EXEZER , HSH EZIXRENRRAZE
& Amazon RAM,

%4\, XF CREATE_TABLE M ALTER PR , BERBEFHIFMENIR ( E—IKF ) FHYUEFH
TiIRE  AAREIMKFUNEFERFMAFTEEK, ID,
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BRFNHERONR (WBRFELE, 2HE)

« BRREADBERRDERTRIORPHUHBARITRE, £ LF FEHEFHRTHEREETIRSD
BRIAFRNRABKS FOBESE | MARBEFEN TR,

ﬂﬂ%ﬁ?’ﬁ:iﬁﬂiqﬂéz'zﬂﬁi% BHRREECIES X TIZERN Amazon RAM BRAZRIE, XE
ZEE B2 H EZXRENHREEZEE Amazon RAM,

B9, NF ALTER PR |, FRBERFHEEMVESNR (E—KF ) PRHE>TERE , HBEREE
Mk EFERPBMAFTIEEKS ID,

BN HAZRIRAINR (LF-TBAC HiE, #2EIE)

- REETHEERFNR FREBARTERE, £ LF HFXHEFRFERD , BFIAEKS @EHKS
RTHEHE LF RERBARZREANF &

flan , MRABKSEARPOET@ENIKFRT T LF #3ERIAN module=customers AND
environment=production , M{ENKIFBHEER , B UEEKS P EEFER FHREHRE
3 , Bl module=customers = environment=production., BEREEFFE LF FHRZERER
BRFHX R RAAERE SRS Lake Formation X PR ( I SELECT. ALTER &),

ERFHRER (B ARIERAE Amazon CLI ) IR
o HARLLUTHGS. EARTRHIF :
« {REY Amazon kP 4w=S =2 1111-2222-3333,

- PRZRAFERTENK/HKS 2 1234-5678-9012,

- IEEM@AF datalake_userl R FITHZE5K pageviews B SELECT X PR, ZAF &K~
REEE,

« pageviews RfIF analytics BIFEFEF , ZHIFEEHKF 1234-5678-9012 Fi B,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "SELECT" --resource '{ "Table": {"CatalogId":"123456789012",
"DatabaseName":"analytics", "Name":"pageviews"}}'

BEE , BAE resource M Catalogld BUEFIEEMAEEK,,
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R T 5 R AR

BRI S EE Amazon IKF PR EEAR TN —PHZNEIREEEB Amazon Lake Formation X
PR

BB REEN , REEUUEEMNHRAE, (XBELXEANZEEESANXNEBEERNTHRER
IAM RS, ) EAFEKFS P E M E ARG ERRERE , FE22DER T DESCRIBE PR,

/A Important

BRI RREZNNBRASRZ TN B (85 ) BEEFEIRHNR, ELMRIMR TN B IR
R

YRATLAE A Lake Formation ##|&. API 5 Amazon Command Line Interface (Amazon CLI) K% F
PR o

console
£/ Lake Formation 121 & % F & REEEZN R
1. BHITUT®REZ—

- NTHEERFRERE  FRREADESRFELERTHREENRFHNSRNITUTERE
1. I R T RIE AR R T E
2. EEHERF. EE-IRSIMRBEFERREE,
3. I\EEM.

- WTFRARERE , FRBEADEHRELERTRNBRPHSTRNITLTRAE
1. T R T HIE AR R T E
2. BER, BEE— MRS MRAFREE,
3. \EEM.

2. ENRT , ZRERTFHNR, ( 7k ) ERTRFHNR,

BT RREEENR 492
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Permissions

Select the permissions to grant.

© Resource link permissions
Grant resource-wide permissions.

Resource link permissions
Choose specific access permissions to grant.

Drop Describe

Super

This permission is the union of the individual permissions above and supercedes them. Learn More [}

Grantable permissions
Choose the permission that may be granted to others.

Drop Describe

Super

This permission is the union of the individual permissions above and supercedes them. Learn More [

3. EER

Amazon CLI
ERTFRIREENR , E6HA Amazon CLI
+  J&{T grant-permissions % , EERREBEENER,
Example

Lt 7R BIDESCRIBE @ Amazon M/ 1111-2222-3333 PRI #IEEincidents-1inkissues®
HNRERsEEdatalake _userl FHAP R,

aws lakeformation grant-permissions --principal
DatalLakePrincipalldentifier=arn:aws:iam::111122223333:user/datalake_userl
--permissions "DESCRIBE" --resource '{ "Table": {"DatabaseName":"issues",
"Name":"incidents-1ink"}}'
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FRARER

® RESN :

- BIERIREEE

« Lake Formation X RS &

U7 B R E R EA IR

Ri% Amazon IKF® A 5K B HE— M BIEE F K , HlM0 , BYBSELECTIKS B RFRENETFik

I, EFIKS BHANERAEBEMASRNEMBIE , XIUHRUAT &Y -

« IKF BAWHEHEBRRAMLITIESHE, (WMRKF AFKS, B ER—MNERH | EWNRER
Lake Formation E FHRE M 15 RIEREI 5 EBH TR, WEEXHEM. )

s WIEHEBEAMNQFEHREFRRTEK, A BRFUNHERD Lake Formation SELECT X R,

 FHRMTARER, BEZROBEENKS, A BUEE FZFHEELUT 1AM R,

@ Note

ELLT IAM KB

« <account-id-A>E¥HN Amazon IKF A WK ID

« <region>BMABRHXiH,

« <database>BAKF A FEIEHERNEBBEN B,

o <table>BRAHLZRHABEM,

"Version": "2012-10-17",

"Statement":

{

"Effect":
"Action":
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

"Allow",

[

GetTable",
GetTables",
GetPartition",
GetPartitions",
BatchGetPartition",
GetDatabase",

HRAEROEMBE
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"glue:GetDatabases"

1,

"Resource": [
"arn:aws:glue:<region>:<account-id-A>:table/<database>/<table>",
"arn:aws:glue:<region>:<account-id-A>:database/<database>",
"arn:aws:glue:<region>:<account-id-A>:catalog"

]

1,

{
"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess"

]I

"Resource": [
nan

1,

"Condition": {
"StringEquals": {

"lakeformation:GlueARN":"arn:aws:glue:<region>:<account-id-
A>:table/<database>/<table>"
}
}

K B HY&R R L Z581E Amazon RAM

FEMK P CloudTrail B&

Lake Formation 12t 7T XN HE AP HREAMEEK A ARMNEFFITRERIER, HiEKE
Amazon MK iR X ER P BIERT | Lake Formation CloudTrail 2= #E 5 ZIHEZKF H
CloudTrail BEH, EFINEHSEBEIEKKRS ( HlE0 Amazon Athena 1 Amazon Redshift
Spectrum ) MHIFENENH , URBHE LT AR RIPEIE Amazon Glue T,

CloudTrail X ##E B R R TEKS REFNE4EFWEH,

E0KF~ CloudTrail B &
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ERRBIEE , MREE Amazon S3 FEAFNRKRE BERIEFE , WA LUZETH S3 CloudTrail E#45
Lake Formation 4B ER , AT R T EH S3 F# @WK, ., CloudTrail

FT
o EHEMKF CloudTrail BEFAESEHEH
« #Eif) Amazon S3 B i8] CloudTrail HE

EEMF CloudTrall BERESEXHSH

FABRT , PMEBRERFREZEWE AEHEFERIRAEE BENEKS CloudTrall E#{XEE 5
K EFEAMZEIEA ID, AR Amazon ZFEA ( EFEA ARN ) B AEKTER Amazon BIRE
(ARN), EAEEEA ( HlUER—MALREA ) HERFEN , BALUERETIRIREERA
ARN, CloudTrail &J5 , RIRFTE &K AT LA 15 [6) 2 47] 48 8 89 1R AV #2180 05 K P o = 1T BR ER

/A Important

FERREFRERE , EEBCH CloudTrail BEHEFEHFHZERA ARN , BRIERE
FIREKFHEZREA ARN,

MRBFEREREL FRERATH , WHAERRERGKSFLEEANEHF : —IRER
HEBRSEN , Z—IMPERERFERGRSENH. BREEHTRIEHABENEEEME ARN, BIRAR
HREHTEEER ARN ( FERERS ) . BRBRTRSEHT2WEFRABEEKS,

LT RERIAEIKF CloudTrail MR (SREEEMA ) . FUTHRIEHRIMIKF R
1111-2222-3333, XRENEREAAKFMNERAMEEKFTFNEE, EBKFEHIF | Lake
Formation £ FH MK F1EZR HE,

"eventVersion": "1.05",

"userIdentity": {
"type": "AWSAccount",
"principalId": "AROAQGFTBBBGOBWV2EMZA:GlueJobRunnerSession",
"accountId": "111122223333"

.

"eventSource": "lakeformation.amazonaws.com",

"eventName": "GetDataAccess",

"additionalEventData": {
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"requesterService": "GLUE_JOB",
"lakeFormationRoleSessionName": "AWSLF-00-GL-111122223333-G13T@Rmng2"
iy

ERNHRERRERE  YEEETEEEARN B, BRFTEIUATAHE,
#ZlakeFormationPrincipal FERFTEI L S#h Athena, T 5# Redshift Spectrum ZINITE
NERLABHAF Amazon Glue T{E,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AWSAccount",
"principalId": "AROAQGFTBBBGOBWV2EMZA:GlueJobRunnerSession",
"accountId": "111122223333"
},
"eventSource": "lakeformation.amazonaws.com",
"eventName": "GetDataAccess",
"additionalEventData": {
"requesterService": "GLUE_JOB",
"lakeFormationPrincipal™: "arn:aws:iam::111122223333:role/ETL-Glue-Role",
"lakeFormationRoleSessionName": "AWSLF-00-GL-111122223333-G13T@Rmng2"
.
}

EREEIK S CloudTrail H& ARNs G244

1. 3TFF Lake Formation #2#|#& , it R https://console.aws.amazon.com/lakeformation/.

LA Administrator AP EH Administrator Access IAM REEHWAF S & F,

2. TESMMBEKS | % Settings (RE ) -

3. EHFEBEFRENENRIRAEENBIAIPR Amazon CloudTrailff o4 , A —MHZH
Amazon R RFIBE &K IDs.
EMABNKF ID Z/51% Enter &,

4. ERRF.

E0KF~ CloudTrail B & 297
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Wi, FREAZTRFRWENRFREEN BEHHNEKS CloudTrall E4HEEEREA
ARN,

IR SRN

£if) Amazon S3 BIKF 158 CloudTrail B &

ERRZEREMREE , B L EH S3 CloudTrail B ELAAE RS EH Amazon S3 FAERERIIK P

( BB ETE Amazon SS A THREBEFIEF ) . X{UGEA TETE Lake Formation H3EMHY S3
B, MBHZHRFRFEHEIEIFRE Lake Formation CloudTrail B ARNs FAEZEIEA , MATHEE
HREERNABRSAF,

fEAZ1TEIHE Amazon Athena , BRI LB & FBMBE M A Lake Formation CloudTrail
CloudTrail B4 S3 £, EWE A LATFIERXTF eventName="GetDataAccess" B Lake
Formation B4 AR X F eventName="Get Object" = eventName="Put Object" I S3 &
%,

LAF 2 Lake Formation M CloudTrail B4R , #1224+ , 2/ S3 MENEIEMIHRE,

"eventSource": "lakeformation.amazonaws.com",
"eventName": "GetDataAccess",

"additionalEventData": {
"requesterService": "GLUE_JOB",
"lakeFormationPrincipal"”: "arn:aws:iam::111122223333:ro0le/ETL-Glue-Role",
"lakeFormationRoleSessionName": "AWSLF-00-GL-111122223333-B8JSAjo5QA"

}

lakeFormationRoleSessionNameZ4A{E AJLAE S3 CloudTrail E#principal IdBHAHRMAE
BHEH, AWSLF-00-GL-111122223333-B8ISAjo5QALL =2 S3 CloudTrail EH#HESR. EER
2EBMNVE,

"eventSource": '"s3.amazonaws.com",
"eventName": "Get Object"
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"principalId": "AROAQSOX5XXUR7D6RMYLR:AWSLF-00-GL-111122223333-B8JSAjo5QA",
"arn": "arn:aws:sets::111122223333:assumed-role/Deformationally/AWSLF-00-

GL-111122223333-B8JSAjo5QA",
"session Context": {
"session Issuer": {
"type": "Role",
"principalId": "AROAQSOX5XXUR7D6RMYLR",
"arn": "arn:aws:iam::111122223333:r0le/aws-service-role/
lakeformation.amazonaws.com/Deformationally",
"accountId": "111122223333",

"user Name": "Deformationally"
1,
}
LEEBHIRRLT

AWSLF-<version-number>-<query-engine-code>-<account-id->-<suffix>

version-number

AR KBARA |, HEIN 00, MRLFEMEARERL , WTF—PMRAFRE 01,

query-engine-code

RAGRIBIRENRE, HREDT :

GL  Amazon Glue ETL BR{z
AT Athena

RE Amazon Redshift Spectrum

account-id

@ Lake Formation &R ZUERY Amazon I 1D,

suffix

BEALAE BV R &R

E0KF~ CloudTrail B &
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Bt E AT EEEEKF R Amazon Glue 1 Lake Formation

ALBEEUTE—ARBFXNHEE FRFEMEMBIENEKF 17 R AR Amazon Glue 5 Amazon

Lake Formation,

In Amazon Glue , BB S EREHHIEE ZRRERE KR FEIKF PR, 1£ Lake Formation
i, IBA[LAE A Lake Formation GRANT/REVOKE W PR#EE ] Grant Permissions API B#EXREF
50K AR

® Tip
KRB S Lake Formation PR KR &R B3E .

YRATLAE A Lake Formation & 2 Amazon Resource Access Manager (Amazon RAM) 2% & &
& Lake Formation B &ENX, ER , XEEFHANEFE RERTHEKS X Amazon Glue
FERRRERE, @  SUUEAKEEXRREBPNRENEHEFTEKS ENX Amazon Glue 2
F& , BZREKRERER Lake Formation 2T #Y 5 K F~ #X R

ANTHRREEEFNEEEK PR FT2EIFEMRMN , Lake Formation H Amazon Glue E3R &
TUATBRE |, LARPEHNE H 2 1F Lake Formation 1 Amazon Glue.

FEAEFERK SR Amazon Glue #3E B R & BBUE

MEEZWKS, (RTFARFPRCEEKS, ) X BHITHT Amazon RAM £E %RV ESK P %4, U7
LIRENHEE R RRERELES Amazon Glue, BR , MIRELZX#H 1T 75 & Amazon RAM &R
HEMTRN , NARRITUTEEZ— , LBRRIIRERRKE

- HBEN RE" THLREFHRFRRIEE Amazon Glue #2515 |, #H AKX HER , B HREHHIN
BRFF 2R Lake Formation 2| &R F AR R 2 SARIINR. STORR YRS F BERTFIZKMK,

« £/ glue:PutResourcePolicy APl B{ERFHIRKIEET , BT/ EnableHybrid FRIRE
NTRUE” ( RE = Ff/FH ) o U TRERHVERMMAE Python FHRIT IR

import boto3
import json

REGION = 'us-east-2'
PRODUCER_ACCOUNT_ID = '123456789012'
CONSUMER_ACCOUNT_IDs = ['111122223333']

[5] < 3 F 7 & B IR 5 ik 2 A PR Amazon Glue #1 Lake Formation 500
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glue = glue_client = boto3.client('glue')

policy = {
"Version": "2012-10-17",
"Statement": [

{

"Sid": "Cataloguers",

"Effect": "Allow",

"Action": [

"glue:*"

1,

"Principal": {

"AWS": CONSUMER_ACCOUNT_IDs

},

"Resource": [
f"arn:aws:glue: {REGION}: {PRODUCER_ACCOUNT_ID}:catalog",
f"arn:aws:glue: {REGION}: {PRODUCER_ACCOUNT_ID}:database/*",
f"arn:aws:glue:{REGION}: {PRODUCER_ACCOUNT_ID}:table/*/*"

]

}

policy = json.dumps(policy)
glue.put_resource_policy(PolicyInJson=policy, EnableHybrid='TRUE')

BXREZER |, i3 FPutResourcePolicy (FF & &1Er) HHVIRIE ( Python :
put_resource_policy ) » Amazon Glue

£/ Lake Formation &5 & %R 75 &R F B K 7~ X R

MEEBWKS, (E=BEBKF, ) PRERFEERBTRER , £3#H1TH Lake Formation 1K~ BT R
BT, BER , NREEHRFEERERERE  WXAAEEDRIMNUTES , MBRERGSR TR E
HITHEK RN TR. <region>BRABMABX <account-id>BFHMEH Amazon Ik~
ID ( ®IEAKF ID) o

{
"Effect": "Allow",
"Action": [
"glue:ShareResource"
1,

[5] < 3 F 7 & B IR 5 ik 2 A PR Amazon Glue #1 Lake Formation 501
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"Principal": {"Service": [
"ram.amazonaws.com"

13,

"Resource": [
"arn:aws:glue:<region>:<account-id>:table/*/*",
"arn:aws:glue:<region>:<account-id>:database/*",
"arn:aws:glue:<region>:<account-id>:catalog"

]

}

MREKEXBHINFEE | Lake Formation INFL K I Amazon RAM , E&# 81 , BMIREKFH
ToEHRRFHRR,

/A Important

{# A Lake Formation EF#R& /5 R4 (LF-TBAC) A& 1TEEMK FBNE | SHHIEE &
BRERELREDER LREZMPEENNR,

G FESN :
o uEHEIHEES (AT RBIRSEZES Lake Formation E T A&y 5B H (LF-
TBAC) &) o
- EEHEREERRNBERE
o 5 LM “BIE B FIRE” Amazon GlueAmazon Glue FF X &5 R IR H &
« {Amazon Glue FFR AR EME) PHETFEIKSIHENR ( ERTHEB XHRRERE RO )

£/ GetResourceShares AP| IR1EEEFTEIEMK 7 121X

mREE 1 Rt Amazon Glue Data Catalog #RKEE # Lake Formation RIUK IR FEIK - £
IR, BLE— NS EEMEEKF. RN —SEMRMEM glue: GetResourceShares API #
(=

YIBERISERIR A LMK F Lake Formation T PREF , Amazon Resource Access Manager
(Amazon RAM) £ 82—~ Amazon Identity and Access Management (IAM) & RKBEH FEEM# T
BH Amazon I P H, ZREBER FIHRIBRAIFNNER. Amazon RAM A EWEIKF 2T 028 05
FRERE, B LEMR glue:GetResourceShares API IR EEBMAIX LRI,

£ GetResourceShares API 124EZ & i FE K/~ 1242 502
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® Note

WRELTLSBREAHEERETREK, B , IREGEHREEFREFSATARENS , A
#85% 8 Amazon KMS Z4ARR , NZIRERTF2IREEIEB X R RKE,

EERAEBEKF RN

o HALLT Amazon CLI &85,

aws glue get-resource-policies

UTR—NMNERBRRERE , L& M@ Amazon IKF 1111-2222-3333 FFHIFEEL P RAONRE |, dblix
F B Amazon RAM &8I Z M F#,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glue:GetTable",
"glue:GetTables",
"glue:GetTableVersion",
"glue:GetTableVersions",
"glue:GetPartition",
"glue:GetPartitions",
"glue:BatchGetPartition",
"glue:SearchTables"
1)
"Principal": {"AWS": [
"111122223333"
13,
"Resource": [
"arn:aws:glue:<region>:111122223333:table/dbl/t"

£ GetResourceShares API 124EZ & i FE K/~ 1242 503
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FRARER

®

FESH -

 GetResourceShares FF X EEMHPH@@ & 1E ( Python : get_resource_policies ) Amazon
Glue

BRIMEEAZHEE ZRNBEEF

NTHEHAEERAVNEHBETFRRIEZLEARY , 5EMN Amazon IKFHENRFLBGEKS PR HE
BR—HEREHFERRP. 2HAERARZHERNIKS

BRI LAE A Lake Formation BHIEEFEEENKF HEMNE IR, L& LAEA Amazon Resource
Access Manager (Amazon RAM) |5 EEEENKFREN R RUAREAGE RRAEZ5HA
Amazon i HEZ/ R,

A

®

£}

Important

UEAERADRERS EMENTK S Amazon AR FHIEE FRRNEK SRR | Lake
Formation £ Amazon Resource Access Manager (Amazon RAM) RS HEZZH R, R
IBHIK P EENIKFE TR — Amazon A48 | MAZ &R ATEEER,

B2 , MRENKFAER—NELF , WELEEHKS Amazon RAM K& BiE L IEZ RIE
é@.ﬁ/ﬁvx?—o ARE , BEFEEZREAMA , B PANEEHER R XER Amazon RAM 12
FA CLI EZEIE,

MREEFESZHW Amazon RAM BREZEE , Lake Formation ##H 5 2E ~EHR. REE
NEE Amazon RAM BEH AP T SN EIRE,

BESN :

« §5 Amazon IKF HEHIEE FRNBEE

« Lake Formation PRV K- HEL=E

R A Z R ERBYE

- THBEHRES (BXEAWERESES LF-TBAC FERERFENES. )

HRMEERHEZHIER RENBIEE

504
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- EZRBNRRLEZEF Amazon RAM
- BEEHERIFERERRNBIERE

EZRBENRBEHEEIE Amazon RAM

pu%'—_f_/u\ﬂ’] Amazon JsKF /\?TQEE %.ﬁ/ﬁ #E-/U\EIJJ\KF'%/\;J\KF TE /\ Amazon kﬂ.//\
f, MI7E$#ES Amazon Resource Access Manager (Amazon RAM) R BRHREREZH , BITEFR
ZHERR, EARENESER , BX45%EH Amazon RAM FLBHSE | AEESEIE,

BT L E R Amazon RAM ##|&. API 5 Amazon Command Line Interface (Amazon CLI) R&EF
BEZEE,

BEMNEZRKH Amazon RAM ( 2414 ) WHRRAERIE

1. BREPEEENEZIRRAZTBIBEMYLFEMN Amazon Identity and Access Management (IAM) £
PR

BXRXABFEHEERE WU IAM KBWEER |, i5SRthe section called “BIEHEE 7R,
2. 1B {(Amazon RAM FF1ER) HHVES MIE4 350 R A ik A 1TIRE,

EEMEZ KB Amazon RAM (Amazon CLI) &R R Z&E

1. BREBEEENEZTRRAZTBIEMYLFEMN Amazon Identity and Access Management (IAM) X
BRo

EXNBIEHEEREWK IAM REEMWEER | ESHthe section called “BiiEHEE G IR,
2. WALUTHSUEFESFULERRAEZRE,

aws ram get-resource-share-invitations

ZHHEMZRUTUATRE,

{
"resourceSharelInvitations": [
{
"resourceSharelInvitationArn": "arn:aws:ram:us-
east-1:111122223333:resource-share-invitation/a93aa60a-1bd9-46e8-96db-
ake72eecldof",

"resourceShareName": "111122223333-123456789012-uswul",

#< Amazon RAM RREZ8E 505
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"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-
share/2a4ab5fb-d859-4751-84f7-8760b35fclfe",

"senderAccountId": "111122223333",

"receiverAccountId": "123456789012",

"invitationTimestamp": 1589576601.79,

"status": "PENDING"

EEZE PENDING HIRAS,
3. ¥ resourceShareInvitationArn BHVEE &IZIBINL R,
4. FZEHRWEBLATHSHR | #T8M<invitation-arn> , REHWAZT T,

aws ram accept-resource-share-invitation --resource-share-invitation-
arn <invitation-arn>

ZRHENZRUTUATAR.

"resourceSharelInvitations": [
{

"resourceShareInvitationArn": "arn:aws:ram:us-
east-1:111122223333:resource-share-invitation/a93aa60a-1bd9-46e8-96db-
a4e72eecldof",

"resourceShareName": "111122223333-123456789012-uswul",

"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-
share/2a4ab5fb-d859-4751-84f7-8760b35fclfe",

"senderAccountId": "111122223333",

"receiverAccountId": "123456789012",

"invitationTimestamp": 1589576601.79,

"status": "ACCEPTED"

i55E= ACCEPTED RYIRAS,

#< Amazon RAM RREZ8E 506
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%5/\q=§&5§535355$ﬂ§&ﬂﬁﬁf

& LAME A Lake Formation 2 #|A = Amazon CLI E8 58N KF XENER. BETLUER
Amazon Resource Access Manager (Amazon RAM) ###| A5 CLI EESZNKF X ZEW R RUARE
5Hfth Amazon IKF HER R IR

£ Lake Formation A EFE L ERIR

1. 3TFF Lake Formation #2#|#& , Wit R https://console.aws.amazon.com/lakeformation/.

UBEHEBERSEHBEFNRAERANRNAF BB E R,

2. EBEFELMN Amazon IKFRHENER , BHRITUTE—RE
- EEEELNKFRENR | BESRERFIEEX,
- EEEESNKFPRAENEUERE  BESMBRTIEERBIERE.

BHEEREKF PURESENKSAZNREERRNIIR. XTEENKFAENTR , 2
HESERBEKS, ID ) (UTEFEEBSTHNE=3 ) TERZABEN Amazon IKF ID.

Tables (11) | Create table using a crawler [3 ‘
Q 1 ©
Name Database Owner account ... Shared resource Shared resource owner
adviews analytics 111122223333
pageviews analytics 111122223333
blackholes hubble 123456789012
celestial-events hubble 123456789012
suns hubble 123456789012

3. EEFLEHM Amazon KFREALAHZENHR , FESMERPERBENR,

BHAENFRINERENRRE L , EFARKSEREZAIIF , MWTFEAR.

EEHAEHER ZRNBEE 507
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FRARER

Data permissions (4)

Choose a database or table for which to review, grant or revoke user permissions.

Q

Database: analytics X ‘ ‘ Table: clickthroughs X‘ ‘ Clear filter

Principal v Principal type ¥ Resource type ¥

datalake_admin 1AM user Table
datalake_admin 1AM user Column
111122223333 account Table
111122223333 account Column

Resource W

clickthroughs
analytics.click
throughs.*

clickthroughs

analytics.click
throughs.*

]

1 ©

Owner account ID ¥ Permissions ¥

Super, Alter,
123456789012 Delete, Drop,

Insert
123456789012 Select
123456789012 Insert
123456789012 Select

f£A Amazon RAM £ HI A EFHLEZRIR

1. BREPEEHEEFH
Amazon RAM,

N

AwSLakeFormationCrossAccountManager /.,

2.
$TFF Amazon RAM &l &,
3. BEWITUTH®REZ—:
EEELRHENERR  FESMESNERERREET
EEESHHAENER , BESMEBRNERAEZET

B2 R IR =

tERIRFTAFER Amazon Identity and Access Management (IAM) X PR

NZEVEH ram:ListResources MR, NERERITEE AWS EERX K

& Amazon Web Services Management Console F7£ https://console.aws.amazon.com/ram £

RFHERHFERERNR , EMNREQNTREHEENRNESE  BEEGOHEM Amazon IKFHHE
BREENR. BB TEKSHRIAAAE Amazon i X #9835 5 B iR,

BIEBREEE

508
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® Note

Lake Formation X #F# Amazon X &ERHIE B FX&K. B LUNEM Amazon XiF 15 R E4E
BRBEEMNEK  FEREXEXEHFAEENTRE XA ZHIFEEMRN T IRERE,

FH

« 'RIREIETE Lake Formation ) TERIE
- SIEEMAZHIEE RRNTRERE

- SIEEMAZHIEE FRBEENTRERE
- PHRREEELE Amazon Glue APls

BIREERETE Lake Formation F 8 T/ERE

BREZER—IMBEAERNR , cRENAFILEBIEESRNEE., CIREROREEFEIRNEIR
HER K SUNEEEFRAYEESIREVTNEIANECARREESEN. REREENSEHEENDR
SEAZEHNR—EH glue:GetTables() IRE , 37 Lake Formation ###| A RITE LEAFZEE
e BIEENRREENERSMELL

B2 8 0 BURE FE S R A B IR SRR R A AT BA TR AE

s ABFEERPWBBEERREETRNE. MREFRN Amazon KR HEZRBZWHEERRK , RN
EENKF PN AN BEEERENER , NLIhEESHIE A,

- BIEEREGXKENBIEEMERLN Amazon XiE 82 & REEE | MEAT X177 R 503E B 3%
FEEMK, BOLUER Athena, Amazon EMR EFAIXEEN X LR REZETER , HiE1T
Amazon Glue ETL Spark {El , MEFE HREHIEDR Glue Data Catalog HHI TTEIE.

« {EF#EI Amazon Athena 1 Amazon Redshift Spectrum Z XK ER Amazon BREFRZTHRIHE
BIEFERKRNER, Amazon Athena EERRFSLEEEEKSFRBEED K, B2 , 417N
TH R ENK 7 P8 M H Ak 7 P 3R B ARV R EE 12

(® Note
B ENERREZE A EH 5| A EBIEES R Amazon Glue IZE, FKHRM O (ETL) B
o BR , ATHWRBESZ N Amazon Ik HER BRI BBEEZ RS HIE L , BRI BLSIZHE
RRREEE , WEERA ETL RIERIEEE X ID,

RIREEZN TERE 509
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AT RBIERT Lake Formation ZHAMRAE , HPSHTRNBRERE, RREZESHNHRLUFM
HBER. BN R REEAECHENRERRENEMAMEE —EBER. FELRFIF , Amazon Ik
1111-2222-3333 FHISIEHEE R 5K 1234-5678-9012 £ = T inventoryMincidents&. &
B, ZKFHHNAFAETIERXEREROTRERE,

Tables (30) ‘ Create table using a crawler [ |

Q 1 ©
Name Database Owner account ... Shared resource Shared resource owner
inventory-link retail 123456785012 inventory 111122223333
incidents-link issues-local 123456789012 incidents 111122223333
site-logs logs 123456789012
alexa-logs logs 123456789012

UTREXRFRERNIZETMERS :

- EERREEESEEME Athena F Redshift Spectrum EERRFHEBE AR ZTRNWEMBIE, XEE
RS P ERRH N R REREEEN,

- BEMERFBENTHIBBEEFNFTRER IAM HEEHZES XA , R ERBREREEN
FERFEEEEMHEZRREE. EFEKFPNEMEAEBHEERERE , BRERTFNEN
DESCRIBE X PR, EfEH W AREBHBRERERE , ERERFXEH DROP R, BIEHERERAT
PG EK P AT E RREERE, ERBREMEIACIENEREE  JEIEEAMXTERBCRTY
HIREERER DROP PR, BXEZEER , 55 H Lake Formation RS E,

/A Important
BFXNAREZNNRTSB T BAR (8 ) WEEIRONR, BLALBE T ER
YA BR

- ERIBRIRER , {REE Lake For CREATE_TABLE mation S{CREATE_DATABASEX R , A
K glue:CreateTabledk glue:CreateDatabase Amazon Identity and Access Management
(IAM) R,

- BENGIREOAN (HAEN ) BEE ZRRUAREEN Amazon K =/ R IRR R

- BIBRREEN , FAREERRAER RREFESZAREHAENZRRNEIRFNIR, XFEERER
BREEINFR B R REZRMNEZRIR,

o MNRMIREFREERE WA SBREZNAEZHIR, NREREBREZRER | NIEOIZ R RN T REZET
LU R

RIRGEEN TERE 510
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- BELSIRRIREZE. BR , IHMKBEMAIMME , RRAR APIs XEF — PN RREE,

\\)#

G BiEZH

- BFNHEEE FRRNNR

Sl O A ZHEE FRN A REEEE

& ] LAE A Amazon Lake Formation ##l&. API 2 Amazon Command Line Interface (Amazon CLI)
BIZ 18 [T Amazon Xigjh HZ R TR,

tIRERMHERVFREE (2F8)

1. #TFF Amazon Lake Formation #2#|#& , it A https://console.aws.amazon.com/lakeformation/s
U B ERFEEZENBIZERNAE Lake Formation CREATE_TABLE H R E 4 & 15 & F.

2. ESMBERKT , ERFBEEXTHR , ARERUE , RREE.

3. HHERREgEEIE L RENATER

RIREZERWN

MA—NERBERMARANB BRI ZEMTUSERAZRNEHER.
HiEE
i HiE B RPEQERREENBERF
HERMBEXSE

NREEAHMEXEOIRRREE  FRERERAERNXE,
®

o

7N\

MIIRFERERAZR , HERMALM (BH ) IHERNEWH

FIRPHIE T EENKPHAENAER, BTSN KR—BIIHOBEENMEEKS ID. W
RERBIGCHEEENKFHAENR , BREUTAE :

s MREBARBFHEER , BREZFHEEARBEERF 7 X11ZKH Lake Formation X
PR,

B BEEm =R REE R 511
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- MRBRBFEHEER , HEENKF SENKS FER— Amazon A4 | EHREREE
?&ﬁ%ﬂzﬁiﬁ’] Amazon Resource Access Manager (Amazon RAM) %R £t ——Halﬁo Bx
BEZEER , H5H EZXRENRFELZEIE Amazon RAM,

HERNBEEF

MREMFIRPIEBETHER , M FRPFERNBKSAAEZROBEE, 0, FAA
AR IR ( AIREUE [ AN RV TR EEER ) MARKS P HERBIERE.

HERWFTEE
MREMNFIRPERTHRER , MIHFEPFEXRZLZRNWAEEKS, ID. &1 , FwAZ
# Amazon Ik ID ( B TiERQARAGRER ) XL Z1ZFKA Amazon IKF#Y ID,
4, ERBELSIBRREER,

ARG, BULEXRTHNERI TETERREEE .
5 (k) MR EFEZENGR BARRNEER TN EIREREN Lake Formation DESCRIBE
R

BR , BFNEREZNNRTR TN EIR (82 ) ZFEFIRONR, SLHERR T B IR
BEERNNR , 8% Athena & RR/FIREEE

B2 mE—XiH (Amazon CLI) F HE RN R IREER
1. WARLUTHES.

aws glue create-table --database-name myissues --table-input
"{"Name" :"my_customezrs", "TargetTable":
{"CatalogId":"111122223333","DatabaseName":"issues", "Name":"customers"}}'

HEEE— MNMEEMHAE customers BB my_customers BEREERE  ZHERMT
Amazon i 1111-2222-3333 FHEIEE issues F, BREZEFHEARBEIERE myissues
H,

2. (W% ) MAEEREFEEENGR BRRN ISR FXNRIREZEMN Lake Formation DESCRIBE
PR,

BR , BRFNBREZENNBETRLBFXNEIRF (551E ) XONR, BAMEMRTFX B IRBEEN
PR , FRETE Athena & R&R/BREERE,

B BEEm =R REE R 512
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BIZ B AR XiH (Amazon CLI) FHE RN A REER

1. BWARLLTHGTS.

aws glue create-table --region eu-west-1 --cli-input-json '{
"CatalogId": "111122223333",

"DatabaseName": "ireland_db",
"TableInput": {
"Name": "rl_useastlsalestb_ireland",

"TargetTable": {
"CatalogId": "444455556666",
"DatabaseName": "useastl_salesdb",
"Region": "us-east-1",
"Name" :"useastl_salestb"

WS elB— 18 ANrl_useastlsalestb_ireland®M ( B/RE ) XM RIREE
Fuseastl_salestb , ZHEXRMNTEERT ( FHFRILILE ) XiHA Amazon Ik~
444455556666 FEIEFuUseastl_salesdbd, BREZEFHEABEIERE ireland_db &,

2. [MOAIMEERE R FEEH BT 6550 654 B $rf £ 48R F Lake Formation DESCRIBE X BB,

BR , BFNBREZENNBTLBRFXNBEIR (551% ) KONR, BXMBEIMRFX B IRKRAN
BR , FHBEFE Athena F ERR/FIREERE,

G BESH

o BIRBEIETE Lake Formation ) T{ERIE
e DESCRIBE

Sl O A ZHE B FREERN R IRERE

T LAE R Amazon Lake Formation #2#|& ., API 2 Amazon Command Line Interface (Amazon CLI)
BRI HREBEEN T REE,

BRI K E HIR A B 7R ek 513
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tIREm A EREFN T RERE (2HS )

1.

3T 7 Amazon Lake Formation #2#1#& , Bt Fhttps://console.aws.amazon.com/lakeformation/o

DB REHEERSBEFURENGHER.

WIEE I EE R 23K Lake Formation CREATE_DATABASE X BRI £ 4%,
ESMERD | EREEE  AREREBRRIREE,
EHBRRREETH L  BHUTER

RIREEER

AMA—NEREEFERMNERMARAMNNET. ZBMNALSERAZRIEFENRMERE,
HERFEEMREXE

NMREEEEMXEERRERE | FARENAZTREEFENXE.
HiE R

~Nu}

7N\

MIRFERBEE , WAL (BF ) IAZBEEER.

JNRPEIEELEHNKFREENEREE, ETS5B8NMNEE—EYHNMEEK, ID, MR

BAREBINECHNESENKFREEZENEEE  BREUTHEA :

s MRBFAEZHBEHEER , BREVYBHEEARAOER T THIZBIEER Lake
Formation R,

s MREBERBFHEERR , HEENIKF SRNIKS FAER— Amazon A48+ | FRRED

EZ X T iZBIEER Amazon Resource Access Manager (Amazon RAM) B RHAZEiE,
BEXEZER , 20 EZIXRENFFRHALZEIE Amazon RAM,

HERREEMRE

MBENFIRPIERTHERERE , MIEFEPHEXRZRAZREENFTEEKS ID. &N,
B ALK Amazon IKF ID ( ATFIERAIHIEERNGIRER ) IR-ZZBITEEN Amazon
K P 89 1D,
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AWS Lake Formation » Databases » Create database

Create database

Database details
Create a database in the AWS Glue Data Catalog.

Database © Resource link
Create a database in my account. Create a resource link to a shared database.

Resource link name

rl_useast1shared_irelanddb

Name may contain letters {A-Z), numbers (0-3), hyphens (-), or underscores (_), and must be less than 256 characters long.

Shared database owner region
Select the region where the database is shared

US East (N. Virginia) v

Shared database
Enter or choose a shared database.

Q) useast1shared_db X
Shared database's owner ID

Enter the AWS account ID of the shared database owner.

444455556666

Cancel Create
4. EFCNEUBIBRFFRER,

RfE , BN EREETEANERI TEERREEEN.
5 (A% ) @MRERMBX (ZBRE ) XEHFEER TR FEHEREB Lake Formation DESCRIBE X
PR, XL AN H EF ZEEIGR BRBERE.

BR , BRFNFREZNNRTR T EIR (82 ) ZFEFIRONR, ELHEIRR T B IR
BIEERNNR , T8 Athena FERR/FIREEE

BRI K E HIR A B 7R ek 515
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i mE —XEh A EREEN R REEEE (Amazon CLI)

1. BWARCTHGT.

aws glue create-database --database-input '{"Name":"myissues", "TargetDatabase":
{"CatalogId":"111122223333","DatabaseName":"issues"}}"'

HaSEIBR— N B ARERIEEN R REEnyissues |, ZBITEEissuesLF Amazon itk
1111-2222-3333 H,

2. (WEE) mMEARFNEFREEMN Lake Formation DESCRIBE PR |, XL F R NMAEB EF iZ4E
BHipE B RBIEER R,

BR , BRFNBEREZNDRTR T EIR (8 ) ZEEFIRONR, ELAEIRR T B IR
BRENNR , FEETE Athena FERKR/FIREEE,

SI2iER AR XE P HEHEFEN FIREE (Amazon CLI)

1. WARCTHGT.

aws glue create-database --region eu-west-1 --cli-input-json '{
"CatalogId": "111122223333",
"DatabaseInput": {
"Name": "rl_useastlshared_irelanddb",
"TargetDatabase": {
"CatalogId": "444455556666",
"DatabaseName": "useastlshared_db",
"Region": "us-east-1"

B S RIZERUN ( ZER2 ) #hX Amazon K/ 111122223333
rl_useastlshared_irelanddb B ANHEHEEN A REERE  ZXZHIE
Ffuseastlshared_dbfuFEERI ( FERLILE ) XA Amazon Ik 444455556666
s

2. MERBFMEEX ( ZB/R2E ) XMW EMEEF Lake Formation DESCRIBE PR | iX £ F 4K A AE
BE ZAEE BT RS E 45 B AR,

BRI K E HIR A B 7R ek 516
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Amazon Lake Formation

® BEZH :
o FIREEEETE Lake Formation 8 T/ERE
e DESCRIBE

PRy & IREEIEANE Amazon Glue APls

T &% 7 107 Amazon Glue $i3E B % APIs - BEIEFEMRNEREE, X TE Get* API &
£, UREIFAEXN HFEN RN BIEEMEK, i\, B 7 RERELR BinBREEFES RN , BX40E
it A B #rF1 & REEEA Amazon Identity and Access Management (IAM) F Lake Formation #XBR.
BEENRIREEIENEMN Lake Formation IR 2 DESCRIBE, BXEZEEL , 5% DESCRIBE,

BAEE AP 124

API $21E RIREEIZELE
CreateDatabase MEBEERRREE , WAZEmIEE B BEFEN R IRERE,
UpdateDatabase MREENBIEERRRERE  WHRZEEHAENERREE, W

RYFUE N REB ARG BIEE | NATHERER  REHE
B — T R IR,

DeleteDatabase BRI REESE, X T MIBRATEEZEN ( BFr ) BIBE.

GetDatabase MRFAAENEREENR , FEGZEERE BRHNESE. BN,
TR B S5 E M E M.

GetDatabases REBEEIER , SREEREE. W TEREPHNENETRERE |

BEHSHREZEZLRESEZBRNE M. YIIEE ResourceS
hareType =ALL FREEFESENKF LENREE.
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FRARER

R AP| 24

API ##4E

CreateTable

UpdateTable

DeleteTable

BatchDeleteTable

GetTable

GetTables

SearchTables

GetTableVersion
GetTableVersions
DeleteTableVersion

BatchDeleteTableVe
rsion

IR AL

MRBIEE R RREERE | W5 RZRIEFEEET £ B iR BIEE T
BR, MRRERFEE  VNZRFEHEEENREE S ZRRE
#, TXHBETHEFRREEERTRER,

MRRJEEHFEFERTRERE , NEHBEIRR. NRIJMNMBIEED
RRFEERE  WEREFRM,

WMREENSHIEF R AREES |, W5 RNZEEET R B AR BIERE 8
RBKARERE, MERERFEE  WZBREWREEREES
MY RFTREERE, MIBRR B IREET MR B PRk,

5 DeleteTable #E.

WMREENHIEFRFTRES |, N5 RZBIREEF R E B AR iR
ERHRERTREE, BN , IRR2RFEE | WZREFEZ
HEREEFIRE B ARRAVE .

WMREENHIEF R FTRGES | N5 RZBIRE R R R B B AR EdE
FERHRMKARERE. WRBERBIEERNRBS — Amazon K
FRREZHEE , WZBRENREZBEETHRER. EFHEE
HEREEPHRERER. BN , IREENBEERESY (BH)
HEE , NZRERFEEABBEETNAER , A TRSIRER
HEELURE B ARRAVE

REFRMFFREE. XT2HREEUREERRVE . SBAIE
iE ResourceShareType =ALL FgEEESLHNKFRENRK,

5 GetTable #E,
B GetTable #[E,
5 DeleteTable #H[E,

5 DeleteTable #E.

R R R EE240 I Amazon Glue APls
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2 X API 24

AP $4E RIREEIELLE
CreatePartition MREENHIEEFR AT RESE , W5 R ZBEFEEEAEBRREE

MEERFEE— 2K, MRRERFEE  WZBRELRZRR
HEAEERRFUES X, TXFETRAFREZNEEF T RE

BEES X,

BatchCreatePartiti B CreatePartition #ME.

on

UpdatePartition MREENHEERTRERE , NGRZBEFEEXERNEFEIE
EHREERFNS X, MBXRIRFEERE | WiZIRERRZEREERE
HEFERRINS X, TXEFESR B FREENBEE R REEREL
BEoKX,

DeletePartition MR ENHBIRE R RREESRE | W15 R ZEEE 4132 H 1 BR B 53R
EHREERFNSKX, MBXRIRFEERE | WiZIRERRIZEREERE
HBIERE RPN DX, FXEFENR B REZENBUEERREEEL
BoX,

BatchDeletePartiti 5 DeletePartition #HE.

on

GetPartition MREEWHEEERETRERE | WiFRZBUEEEEHIREIEEXRS
HoXERE, &N , MIRREFREE | WZBREHRZEREHIRE
PXEE, MRRMBBEDBRERERE , IRE—PMZELERE,

GetPartitions MREEWHEEERETREE | WiFRZBUEEEEHIREIEEXRS
MEPXNSXER, BN , MRRETREERE , NZIRET R 1ZEE
BEHREDXER, MERNBUBEHZ R FEERE , NIRE —/NZEg
RE,

BatchGetPartition B GetPartition #H[E,
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R EXRBEE AP R1E

API 4 RRgEEA

( FiE APl #1E ) WMRBIEE R IR |, WU R REEEH Y B AR BEE R ATIR
1,

® BFEZH :

o FIREEIETE Lake Formation ) T {ERHE

¥ X g 15 | &

Lake Formation X% Amazon X &EREHE B F&K, @B LMEA Amazon Athena, Amazon EMR
F ETL 158 Bt X 13 BY B3R Amazon Glue |, 53R 1E E 4B X 15 61 22 5 [0) JR 303z FE # 3R B9 R IR EE$E,
BEEXEEXRFRINE  SuUUEXFHFREE K mMEESGEMBER cHESEFBEER XP.

Blan | ERLLHHEMEEKP PN BEFEIRAZTAXE A PNERAEKS . EIXEH A PHRRAE
BigE  EAEKSNEEREER TUGREQDXSE B AAEH RN A REE. CAEKFEER
AUAE X A PIZKP PR IAM EERTFRIAZRFEHNR , FAIURTXE B PR REENR.
ERARRERE , FRAEKFPNEATUERXE B FHHEEHIE,

FE A EFIEEK S PIEE A KK Amazon S3 BIENRIR , HE X B #9520k = Ao A R
B, BASAERRKS HEIEHIEEFREIR , RE Lake Formation R , A SLEKFHPHEAERX
1 B ARSI HEHIE. BXEEELERAS WUERRFREEMNXE C HRXEHER FR.

ERLLThRE |, AL XEE#H Apache Hive T FRIBRSBIERE , R LEZTERFFABX
R EEBXENRREREX,

Lake Formation B3 B X155k 17 7] ThE 5 A T Th8E -
o EF LF 5/ A&l

o YRR T [R) 42 A PR

. FERAEYHNNRNEZHFEERIRNITEARE

« EKPRIIUREREES IAM EHREKSHEZHIE

B XiE 5 R & 520
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B Create_Database f Create_Table fIRHIFEEIE R 7T LA 0128 B X 18 & R 4512,

(® Note

O] AR X 15 0 R 5 X 15 R REEE H R E3E , ML ENA Lake Formation R, Xt F &
£ Lake Formation # EMEY Amazon S3 HRYREIE |, 17 RN PRA T i# S3 #Y IAM X PR R A&
F1 Amazon Glue B4ERE,

BXREBE , FSHAE X EHIE T RERS.

TER
TERERTERAR— Amazon P FMAZK P ¥ Amazon XiF 5 B #EN TERRE.
HEE—1 Amazon lkF AR ZEWRIEH TIERE

ETRP , BESEERD (BFRLILT ) tXWE— Amazon KFHHAFRHRE | AR EARUM
( BRZ) #HXHEZHIE,
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HHEHEERAMTUTES (F1-2F)

1. IR HEBRFEREIEE RBUEENRIZE Amazon IKF |, HEXELRD ( FFRILILEP ) XKiBH
Lake Formation FF it —4 Amazon S3 BiEME.

AE—-IKFHRNES (AP ) BFNHEB FHR (EF A Product & ) #9 Select MR,

2. ERMEX ( BRXE ) REHQEBIEQNXERI (BFRILMILE ) KRR T RERE, OE
FRFIROMBX ( ZRZE ) XEERERELN DESCRIBE X BR,

3. AP MEMX ( B/R=E ) XiFER Athena EiffiZK,
R EAE Amazon IKF X EMREH TERE
ETRSG , SIEEKF (KF A) 35 Amazon S3 Z6E# , EMBIENE , AEEERDB (HFZEL

MAEEP ) XEMEREK, (P B) XEHFEEREK , FAEK, (K- B) FHAFP MRUMN X
( B/RZ) KEEEHZE.
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Account A aws Account B aws
. us-east-1 e . us-east-1
1
! M= o ——
:Table| i 2 Shared tablel v
| = =
1
1

SHARE TABLE i %__
(LF Grant) AWS RAM =

1
1
|
:
1
—y 1 ! 3
E‘ o' DataCatalog | I I » Data Catalog
! e
|
|

AWS Lake Formation: AWS Lake Formation

4 CREATE_TABLE
r (resource link)
. eu-west-1

Resource link table i

> Data Catalog

Amazon Athena

i

AWS Lake Formation

1. JEHNEEAFEABFEERRRNEXERS ( FFELILE ) XK Lake Formation JEAFHY
Amazon S3 BIENEXRRE—KF ( CIZEWKS ) . Amazon

2. HEEKFNBEHNERASEAEKSAZTRIEE R

3. FEAEKFNHEHEERAEZIEERDT (FBFRIEMILE ) RIBNWEIERLEZEE , HRXKERE—
X0 EHERFIIHEZRMN Select R,

4, FAERKFHBEHIEERAERONGX (BRYE ) KGBIEREELRD (FEFRBIEMILE ) XiF
HWEREZERNERERE  HFOAFPBRFIRONEX ( B/R2E ) XiEHiZ & RN DESCRIBE X
PR

5 ARPMEUMEX ( ZB/R=ZE ) XA Athena EWEIE,
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REFE XK RXR

ENHMXEFEHE , BFELEEM Amazon S3 BEM BN XIFH REHE B ZBEENXR. &
AN PREMKS PN EERERREERBEENR, R, CFEQEREHEER 1t
A2 E @A P ERBEN XEH B R ZRRELEN RIREE,

MAEXFEERE— MK AL ZHE

EAXRTH , BRAEZRXERXE A, ARFNXE B EZTEH,

1. KB ASRHKFRE (ETAEZXETIZNAZHE )
BRNEERAFTETHA TR

a. Jxfft Amazon S3 &,

BXEZEER , HZ5HE nBEERRIMN Amazon S3 L&,
b. EKFARBERFEEMEK, XA UHENCEREENMRNIIEETERFKRTN.
c. ffM Grantable permissions B E&EF I RNBIBERR.

BREZER , FEHARTXHEHER FRFEHNER.
2. ERXEB (BBEAKBENNVE ) PREKS

BEHEERFTETHATERE

a. EXEBREEERXE APEMAERNAREE, FUERESLEERAERMEEX
o
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FRARER

Create table

Table details

Create a table in the AWS Glue Data Catalog.

Table
Create a table in my account.

Resource link name

© Resource link
Create a resource link to a shared table.

Name may contain letters (A-Z), numbers (0-9), hyphens (-), or underscores (), and must be less than 256 characters long.

Database
Resource link will be contained in this database.

Q

Shared table owner region
Select the region where the table is shared

US West (N. California)

Shared table
Enter or choose a shared table.

Q

Shared table's database
Enter the database containing the shared table.

Shared table's owner ID
Enter the AWS account ID of the shared table owner.

BXREUBERNHFEEMRN T REZNHE  BSRUBRFREE,
b. M@ IAM E4&RFIXE B A RIREEREDN Describe R,

BARTHRREENBRNESFER , BTEARTHREENR.

Xim B F# IAM ERAILAEA Athena B 85EZE 8 B R R,

REBX R ERR
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18] 3k B 5 XI5 1Y 55 K 7= #dE

1. HMEE/RTEKRSRE
BRNEERAFTETHA TR

a. EXiHAPREFEERTEKS

b. FEXE A HEM Amazon S3 BIEVE

BIEBEENR, XATUHERAERNIEEERF TR,

d. f#£M Grantable permissions EfEAZF/MEBENEKFETFNXIEH A PFREBIFENR.

o

EXEZELR , 25 ¥ Amazon Web Services Ik~ K B AZEK R IAM E4RHEZ5HIE
B R ERMBIEE,

2. FEREMHEREK/RE

BEHEERFTETRATERE

a. EZXHE A Amazon RAM PR RAZEFE
b. ZEXE B HEEERNXERNARERE, AFFEERXE B AERRK,
c. MEXIE A FH IAM EEFTFNHEZTRABIENER.

(® Note
BUFERAZRNE - PP RTFHEAZRONR.

d. MEFRRFXXE B P RFREEMNNR,
ARG, XE B FEAEKSRHEMAER Athena EXE B FHIHER,

1% B P X &1 E R 527
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Z4 M Amazon Lake Formation

=Z4E Amazon REFRZ2E, N Amazon BF , BAIUSRTENFEASHZsHRBABEALNE
SR A 2 Y B AR O TN R B3R K,

ZERNTT HEEE Amazon BFEE. TEXAEENREERANCHN 22N LS

« Z&EE — Amazon AR E Amazon =HIZ1T Amazon RS EM X, Amazon & R R H
AULRLFEANERS. N Amazon EMMEIUTRIN—E2 , BE=AFRAAFERNZNKIERS
MHRERE, BETHEANEMITRI Amazon Lake Formation , S FZ &M it X% 5 #9358 B W HY
Amazon R

- RiRRE-BHNRTHEFERAN Amazon RERE, BEFENHMERART , LELHNBIEHBR
M, BLTNERUREANEEEN,

L SRS EE BN IR T R N{A] £ Lake Formation Bt A RAEHIBER . AT EBH B NAIELE Lake
Formation LASRIMEBHZ £ M MEM M B IR, BB = mMmEHE L Amazon RS SRES BY & S 2 MR
P IRK Lake Formation &R,

FH

- Lake Formation A EIERF

- PREMIZEEZ S Amazon Lake Formation
- BHUBRSEEERE

« BEFRLEH Amazon Lake Formation

Lake Formation Y IR FE

Amazon %i& T Amazon Lake Formation B EiERY . WAEEFTAR Amazon , ARRIPEBITAR
BERNEWLIKERZEN Amazon Web Services =, BAREF N IEEELLER SN EWABHEE,

R AT IBFTERA K Amazon Web Services fRSF WL 2BRENERES. BXBERLNESZER ,
BSRAKERLENLEE,

HTFHBERPEN , RONBIUERH Amazon Web Services i EIE H A Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) iR BN A B, X5 , MNP RRERE
TEHIERRMENNR, EEWEES AT AR HIE

s NBNKFERZESHRIE (MFA)

BiRR 528


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/data-privacy-faq/

Amazon Lake Formation FEANGIER
« £/ SSL/TLS 5&REE. Amazon BMNERMER TLS 1.2, BiWEH TLS 1.3,

« EHIRE API F1IAFFESN B & Amazon CloudTraile B CloudTrail IRERIEIR Amazon SEZIHY
E8 , #EZ 0/ (Amazon CloudTrail AFER) FEEE AR CloudTrail &R,

« M Amazon INZERARUREFWEERIAZ €24 Amazon Web Services RS .

- FAERIEEZLRS (HlI Amazon Macie ) , EEBIT XM AR Z#1E Amazon S3 HEV U
o MREE Amazon BE G TITRESN APl #HTIHRINEFEELT FIPS 140-3 BRiFMMZER | EEH
FIPS M. XA AN FIPS aMESEE | E5H (EEBKIPEELERE (FIPS ) £ 140-3

k&) o

BABNEY TRV ZEERBEBEE (WEEFWE FIR Mttt ) RARSHBHERN X ARFER
(MBHRFEER ) . XBIELR Amazon Web Services RS fEAEH|A. API 55 Lake Formation SR E
ftt A & 4EBT Amazon SDKs, Amazon CLIIEA TEMHRE DR B HE N XAFER PR AW TAHIER
ARESATIIRICHBEE. IREQABRSS[REAERL |, BB UEFTEERNUFIEEEFEER
WX Z RSB IE R

A INE

Amazon Lake Formation 335 T 4s A9 B3B8 N7 -

« Amazon Simple Storage Service (Amazon S3) & ¥ F B B IE.

Lake Formation B Amazon Key Management Service (Amazon KMS) 1T IENE, HIE
BEBIUTAREALKIEMN Amazon Glue 12EL, RIRFMME (ETL) fEilk, BRWMAMBE AW
BIEME S Amazon Glue )L , S (FAARIERE) PH “NEER, 4ElFAmazon Glue FF
RixRBEANEKE

« Amazon Glue Data Catalog , iX =2 Lake Formation 174 i R BiiE S BiEM T BIR R ML 75,

BXEZEER , 520 (Amazon Glue FFR A RIER) FHYINZELIEE .

B Amazon S3 L ERINA BIEH PN F@&ZEE |, §0EMZZE Amazon Lake Formation, fAfF |
IETLAE A Lake Formation fX PRI $8 Mt B B9 Amazon Glue Data Catalog W R K ZBEFHWE
b BRAE B 1T XS 4 i (Rl 2

Lake Formation X EMSEMBZHIEN Amazon S3 LB, BXEZELR |, S T MEZR
Amazon S3 &,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
https://docs.amazonaws.cn/glue/latest/dg/encryption-security-configuration.html
https://docs.amazonaws.cn/glue/latest/dg/encryption-security-configuration.html
https://docs.amazonaws.cn/glue/latest/dg/encrypt-glue-data-catalog.html
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th i B A% e 2 4 Amazon Lake Formation

ERN—MIEERS , Amazon Lake Formation 2 Z| {Amazon Web Services : Z&HREH#IA) HEH
FIHIAK) Amazon £ENELZERBRFHRT,

B LAMEA Amazon EX MM API B A@EE M4 15 B Lake Formation, BF w4 N X FEHERS
MBI (TLS) 1.0 EFRA, BUFEA TLS 1.2 RESHE. BERHEXAZHEETLEBRE
( PFS ) WEZBEH , Hln Ephemeral Diffie-Hellman ( DHE ) = Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) . KZEINRRE (W Java 7 RESHRAE ) HRFXLEER,

Lo\, HAERG RIS ID M5 IAM EAEXBRAORZER B BHARNBERH#TZEE. HE , BUUER
Amazon Security Token Service ( Amazon STS ) £ K IEfI Z £ EIERNERHAITES,

Br LB AR S5 R 7B BRI

BERENIER—NZL£MHEE , IFEERERTHNRNZATEQEFEEEESNRIESHINITIZ
B, £+ Amazon , BIRSEFTRELSBRINEIFRB, — MRS (HURS ) BAS —WRS
( FRBMARS ) Bt , AIBE 2 REBRSERL . TURNBAARSUAEAENREN S —MNEFNRIRET
BE SNZBSFTREHENER. I THLEXHER , Bl Amazon Bt 7T —& T 8B | #EHEKRF
FIEREHEE  XERESEXACHERE FIHEEKS FERR,

RIMNBWERBREBEPEHaws: SourceArnfMaws : SourceAccount £ %M L T XZ4ARRBEILLT
PR Amazon Lake Formation A R RIEME —TRF. MRFEAFRNERFHELETXR | R —K8
BRI ERAR |, aws:SourceAccount EH aws:SourceArn EF KK HIEEFAEBRIKS 1D,

B 80 , Lake Formation X Z#F A T AV aws : SourceArn :

arn:aws:lakeformation:aws-region:account-id:*

LA RBIE R E A Lake Formation Y aws : SourceArn f aws:SourceAccount £_/%H4 L
TS EERBSBEREBRE R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {

Emirez M 530


https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"Service": "lakeformation.amazonaws.com"

1,
"Action": [
"sts:AssumeRole"

1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"

1,
"ArnEquals": {

"aws:SourceArn": "arn:aws:lakeformation:aws-region:account-id:*"

Z2FELEMH Amazon Lake Formation

Amazon Lake Formation 5 Amazon CloudTrail—IRFZERK , ZRFEHEAF. AR Amazon AR
% 1£ Lake Formation # RERAVIREMIER, CloudTrail ¥ Lake Formation BIFFE API BAHEIRAE
. HIREE A BIERB Lake Formation 2% & K18 A Amazon Command Line Interface, BAK XY
Lake Formation API I{ERIREZ Ao

X Lake Formation PB4 B EIEENEZELR |, 55 F Hi2 % Amazon Lake Formation API i
A Amazon CloudTrail,

(@ Note

GetTableObjects. UpdateTableObjects f GetWorkUnitResults KA ERIEE
IRIE, #FT APIsIXLEEFR P IU HFIRIEFKE CloudTrail, BXFHREFHIRENEZFELE
CloudTrail , 2% (Amazon CloudTrail 1§ FHICRBERNEESZH.

Lake Formation )3 X3+ ¥ % CloudTrail &z M #1THY R B i KRR SXAHF £12% Amazon
Lake Formation,

B REZLEH Amazon Lake Formation 531


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html

Amazon Lake Formation FEANGIER

HE=FRSE Lake Formation

&M Amazon Lake Formation 58 = F IRF e T2 #bih M HE T Amazon S3 BIBUIE M F IR,
BAILAE A Lake Formation fE R RN G2 , @I S Athena, Y E# EMR 1 Redshift Spectrum
S &£ R Amazon PR RE IR 58 BT X IR B R, Lake Formation 2 TH M FERRSZH
IR

1. Lake Formation Bi T2 F&E K IRIE : Lake Formation B LAARIE A 3N PR IF3E B 45 /)~ Y IS B 455 31E LA
Amazon STS SEME R HEL S EMA Amazon S3 #ha , UEBNNWNARFEAIURKRAS T
k&

2. EHRRHISEHE - Lake Formation Zif] APl BYEM Amazon S3 R EHBEHE T ERINRIFELE R,
S5&E#) AP| BREE KK 512 N AEF A BUKH Lake Formation RiE(&AA S B HNR , HETFX
LENRELSFERIE, F=HEHEIZREEFTNRIERESNERIE.

E&

» f#f Lake Formation R REFEK

£/ Lake Formation SRR FER

Lake Formation 215 =5 BR%5 5 Lake Formation 5% , H @I F

A GetTemporaryGlueTableCredentials ¥ GetTemporaryGluePartitionCredentialsigfE{X R & A F I 8
BRI S# S3 FilE, XAFE=ZFRSEASHEM Amazon 2T IRSHER B RN EE L EDNEE, K
FTABWMAFERXLE API BEFE=ZHEHSIZE Lake Formation.

RINBRT |, XL AP BEL TEZERRS. BRI A LLRN Lake Formation ER M AR :
- MBESXAAMNBREFRER AP BRERNEERITN IAM &2FFE

BEXEZER B2 ME=1ENSIZEHBRAMBAREFRER API IREFMENR,
- BRAATNIBSIZLATERRINRT R Amazon S3 ¥ & K B IEIEIN

MRAFHATENRBRINER , ML ER A FERSIZENNARFERE IAM 2FRENERT
REUTUE, ENEWSIZENNARFRMA T MRS AR THERR, TE% EMTE EC2 #
EMR 8% 7 At IR B

BXREZER  FEH ERNAREFRETZERTRNR .

f5F Lake Formation B FATEF &R 532


https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_StartQueryPlanning.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetTemporaryGlueTableCredentials.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetTemporaryGluePartitionCredentials.html

Amazon Lake Formation FRARIER
£

+ Lake Formation N AEFERN TERE

« Lake Formation RAEFERTHACNRE

+ Lake Formation M ARFEK AP BEN TERE

- EIME=SFEHGIE

s NE=FERSIZERAANARFER AP BREFFEHNXIR

- ERNARRFUREEERRINER

Lake Formation B 2R ER K T/ERE

AN BUAERANARFRER API BEFE=FNARER ( EB5I2 ) 5 Lake Formation.

= =,
& 1. Set up user access in Vs Y
Lake Formation

Admin
o5
vw 3. Service requests data access
e credentials for the table/partition

— v =} and principal
Lake Formation v =
x =
ata

Y )
5&’\3
2. User tries to access data
via one of the services

4. Lake Formation returns
temporary credentials
allowing data access

Data Lake Storage

gl EID NN NN GED IIF WD BED I WD I I I I - S
(20)
o O O . . S S S S S E e e e

1. X XEHHE : Lake Formation BIE RMITLATIED :

TR EFHN Amazon S3 VB EIERE L NEN IAM A€ ( ATESRREIE ) [@ Lake
Formation S¥fHiZ A E

s AME=FNARE , FHEEBEA Lake Formation BYEIFESE API &4, &3 the section
called ¥t E = H &R 5| E”,

. IR T R B R SR AR

plan , MREBBERHBHAFQFEBREEFHN—LEIIENAFHER (PI) KARSIHE , MRS
NXESIFE—NERN DK, ER BB LF-TBAC ¥, #ETkX , BAUEL TR, £
Tl FommipRAr2FH8E  BRERESE = ﬁi’ﬁE’JEIJF?%o

Lake Formation R T2 R S B TAE IR 38 533


https://docs.amazonaws.cn/lake-formation/latest/dg/tag-based-access-control.html.html
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2. ¥ (AP ) MERRFSREREN,
3. £ N ATEF M Lake Formation XiZiEK , EXRviREREEMA FiHERWEIL,
4. MREBBHFHEAENIABEIZEK , Lake Formation £5FEIERE R A FiHRIZBBENERNARER.

(® Note
Lake Formation E&EZ IR T2 RIKEHIE.

5. ZEMARSIREKR B Amazon S3 FYHIE | BEFTRBINKMKIEILS , REFEREREES E4.

/A Important

Lake Formation Zif B &= APl RIEXZF o AXNBHEINIT , HEXAXMNEXIEL ( KMx
) X, XEFRF. £=HREHM Lake Formation ZAIZIAT —N=FL£ER, ERRSE
EEBEW , AT LLEFINIT Lake Formation X PR ( 2 N5@EIHIT ) -

ERBREATRBEMNPIRER KT EM Amazon S3 BRI #IE Lake Formation R G = [ iE ik 5 1Y
BIEREILSAF, ERBRSZERAYKNER  XEKRSUNReINETEBRENTMENESR , el
TEZ R KM Lake Formation X PR,

Lake Formation N RFERFHAEMNERE

UTREAZE=ZFNABFSERN AR EMXEIZE Amazon Lake Formation,

=) =E

TP + J3F Lake Formation B AR EMKZE ( EZHthe section called “JE
ME=FEH/EIE" ),

« 7£ Lake Formation FE X EMAERHAENE =7 ( 1S Hthe section
called SEME=HEHBIE ),

{3 Lake Formation X BRNXFIEIESE = HERF R,
o AP HEITE =53 Lake Formation EIFESE API &ENFERE R

B=%H « DT RERBMRGRANZFNE , HRHBXERERZWRENHR
B,

Lake Formation AR FEKTHAB=RE 534
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AR =ME
o HBAMEIAA Lake Formation FIFESE API BRIERT X IFHIThEE (1R
X))

- REWFHENLEMESNEILE , UBGEEIEHENNRREA,
« RIETIFR THRESE B SSHEAX BR AR [6] A P 3R [ 7 ik fa Y B3
« FoORIET5RBIK MR R AR EE R KW

Amazon Lake s RATEFMIEBREHIRE GBI R,
Formation « LLAPI24ER call-by-call EREIEIE 5 = F X K ThAE,

- RESE|IEAHNYREER FA R LE XM EMTER , F2EEE
B4/ IAM FiE , B LR EHIR,

Lake Formation M AR ERK API IR/EN TERE

LTRATNARFER AP BENTER

1.

HERAFPHERAERNE=ZSAEHSIZRERBFEETHRIER, EHSIZBEE-—IMMERZAFPI—EAF
B IAM B8 K HEROUEEIE , WMEERAANAREFER AP REMER,

. B LAA GetUnfilteredTableMetadata , IR ER P XK , NERS|IELFAH
GetUnfilteredPartitionsMetadata UMIEE PR EZETHIENEKE S,

. Lake Formation A ERMITEN. WRAFNIZKREEELEHNER , I
£ AccessDeniedException# il H .

AERBERN -0 , EHSIBLRETIENTHE, TRAERAPREUTHEN
¥r& : COLUMN_PERMISSIONS #1 CELL_FILTER_PERMISSION, R &3]
BERTHXEDEPFHNEM— , HERLELFEEZIIEENRE , NSy K ShX
M. PermissionTypeMismatchExceptioniX 2 7 & EIEtE,

CREINENESEATRE
- REANEN , SIEEHS|IZAAER T KRBT F6E T HORE,

- AFRFAERGFRINENIINGIR, IRBENFINFIRAZE  NRBEFHHE DESCRIBE R , 8%
B SELECT &X[R , B LM,

« —M¥r& IsRegisteredWithLakeFormation , A F#8 R Lake Formation 274 A BAE XTI &
BHIERERFIE, MRIRE false , MR fEAZF - WEIUEXRAE Amazon S3,
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« NZMATRITHIEN CellFilters Mil&k., WIKRISINMATFIHEE—THRER, RE
FE R CCELL_FILTER_PERMISSION fERERMN —&f 5 &% , H EEERTERAR P RBIETR
MR, FLEREFER,

6. RRJITHIES , EWSIZLRE

FGetTemporaryGlueTableCredentials=GetTemporaryGluePartitionCredentials3k

EY Amazon iE$ , LA{EM Amazon S3 U B ZHHIE.

7. EW5IZEM Amazon S3 BEEMEANR , RIFESE 2 SHRIMRBEFERE , FREREELH
Fo

IR AR E R AP| #21E Lake Formation @8 A TBRESE=ZHEWESIZERNEMBRE, BT
EEIEES AP BIE—TEFREFAEE,

EME=FERGIZE

HE=ZFENSIEEANAREFER API #E2 , EREEXEAMENHNR , AEEH5|IZERE
REREFA AP RE, RFJLANSIRENAT SR ULIRE

1. BEBIETEFEENRMN Amazon IKFH IAM 2EHE |, TEEBEUTHARARANBAREFER AP 2
{E Amazon Lake Formation ##|&. Amazon CLI 5 API/SDK.,

2. YE=F/EWEIEELNKFFERITEER |, ER5IZELIHIN—NE Lake Formation 55
HNRERE=FSIZBMWLSIEIRZL, Lake Formation IR ERKBRX#HEM S| ZE | N EH LIRS H TR
ife BXSERSINEZER , FSHR (AM AFERE) FNSERE,

. REE=ZFEWIZEHNTAGH , BLARE IAM RBEFHUT —AFENR :

{
"Version": "2012-10-17",
"Statement": {"Effect": "Allow",
"Action": [

"lakeformation:GetDataAccess",
"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:CreateDatabase",
"glue:GetUserDefinedFunction",
"glue:GetUserDefinedFunctions",
"glue:GetPartition",
"glue:GetPartitions"

1,
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"Resource": "*"
}
}

4. HWNERSIZRITABREBAGEIERR , NEZAGTUUNERNERERE
N MEZAEHTEALREG, EUTRAGT , ARTFZACHMNESERSE
"LakeFormationAuthorizedCaller" MaFEHREME "enginel” , FAFH MEMSFRZTR
BEx,

"Sid": "AllowPassSessionTags",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/query-execution-role"
1,
"Action": "sts:TagSession",
"Condition": {
"StringlLike": {
"aws:RequestTag/LakeFormationAuthorizedCaller": "enginel" }

}

¥ akeFormationAuthorizedCalleri@f STS: AssumeRole API & /ESRIREVE P it & if) 5| &
AE , AssumeRole E RSB E LR ENRES, REIMIGEHES A A F Lake Formation R FAEFERK
APl E3K,

Lake Formation IR FER API BEERBA AR IAM A6, IAM 24T ECEMHVEEM
EEMNSEFRZ Lake Formations XAMHRZ 2 1F Lake Formation ARIFEB AR TFRA T EANAREFE
X AP| I21ERN A BINITILIRE,

NE=ZHREWSIZESRAFANARFER AP BREFMFENNR

BRUTSREE , AFE=1FEREIZEIAANARFERK AP| ##4E Amazon Lake Formation &
#l&. Amazon CLI 5 API/SDK,

Console
JEAEE MK LU T SNSRI ik

1. B FZHITF Lake Amazon Web Services Management Console Formation ##|& , it
A https://console.aws.amazon.com/lakeformation/,
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2. EEMSHF , RAERE A RGERNARFEKIR
3. HENAEFERRENEL , EFFNEEEIZREEMEIN Amazon S3 {1 E F HY LT

Lake Formation.

4. HWMABHNE=ASIZUENXENRE. BXRERZENEE , BSFAmazon Identity and
Access Management Al PR F £ Amazon STS & ESIERE,

5. WMARNFERAE=ASIBIFRIREIFENTHREEENAFLKS IDs |, AR ZHHEKF P ERN
AR EEIE,

BT LAEH Amazon K ID FERELE B MK F i R AR

Lake Formation External data filtering

External data filtering

External data filtering settings

Use the options below to control which third-party engines are allowed to read and filter data in Amazon S3 locations
registered with Lake Formation.

Allow external engines to filter data in Amazon S3 locations registered with Lake Formation
Check this box to allow third-party engines to access data in Amazon S3 locations that are registered with Lake Formation.

Session tag values
Enter one or more strings that match the LakeFormationAuthorizedCaller session tag defined for third-party engines.

Clear all
’ enginel X ‘ ’ engine2 X ‘ { engine3 X \ ’ session1 X
’ session2 X ’ session3 X ‘
Enter one or several string values separated by comma.
account IDs
Enter the external account IDs from where third-party engines are allowed to access locations registered with Lake
Formation.

111111111111 X

333333333333 X
Account

Account

222222222222 X
Account

Enter one or more account IDs. Press enter after each ID.
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CLI

£/ put-data-lake-settings CLI S A& B TS,
f£A L Amazon CLI s 5E , EERB=/FE :

« allow-external-data-filtering - ( #/RfE ) RRFE=HBIEALLHRIAZS LN T
BEE BN K P RIROBIEF R EIE,

- external-data-filtering-allow-list— ( ¥4 ) EASE =77 5126t IDs AIAIFRIKRELT
T 1% B TTERAEAE B 2 Bk P A AR IR A B 1 (R AR UE R K P 51 R

« authorized-sessions-tag-value-list - ( ) BNLEREZE ( 28 ) WX,
MR IAM SEEIM N T RIVBEX , BA , IR ERSTEEIRF , WERFLIER
FRAEDFFEN THRBEEEMNEREK, PR BENBFLEEIENNR. BNKFEFRSEN

*LakeFormationAuthorizedCaller*,

« AllowFullTableExternalDataAccess — ( f/R1E ) HiA A E WA TBNWEIB QR |
EBAAFE=ZFERSIBESERXERENER TIREBIEHREIE,

Hlan -

aws lakeformation put-data-lake-settings --cli-input-json file://
datalakesettings.json

{
"DatalLakeSettings": {
"DatalLakeAdmins": [
{
"DatalakePrincipalldentifier": "arn:aws:iam::111111111111:usexr/lakeAdmin"
}
1,
"CreateDatabaseDefaultPermissions": [],
"CreateTableDefaultPermissions": [],
"TrustedResourceOwners": [],
"AllowExternalDataFiltering": true,
"ExternalDataFilteringAllowlList": [
{"DataLakePrincipallIdentifier": "111111111111"}
1,
"AuthorizedSessionTagValuelList": ["enginel"],
"AllowFullTableExternalDataAccess": false
}
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API/SDK
£ PutDatalakeSetting API 2{ETREBA TS,
AL APl 1R, EEREUT=EANTFE :

« AllowExternalDataFiltering - ( f/R1E ) RIE=H 51 BRI LG RELT FFIEHN THIEE
BEF 500K /o R 8 B E T 8 4E I,

- ExternalDataFilteringAllowList— ( ¥4 ) AT BAEAE =552 H B RET HiER T
EEEMYRK/, P RFENBEHEEENK,SIR, IDs

« AuthorizedSectionsTagValuelist - ( i ) BRAUGEE ( F/RFF ) 5%k, MR IAM £
BEIEMNTRIFE , NapaERFIHRARLZIFHFIEN THIEEENEEEK . P RIFEA K
BIFEELENNR, BNSERZHE N *LakeFormationAuthorizedCaller*,

« AllowFullTableExternalDataAccess - ( fiR{E ) HRAAEZERNETENHIEH RN RN
RBAATE=AEWSIBELELERSHIER TRIEBIE S RZEIUE,

Flan -

//Enable session tag on existing data lake settings
public void sessionTagSetUpForExternalFiltering(AWSLakeFormationClient
lakeformation) {
GetDatalakeSettingsResult getDatalakeSettingsResult =
1fClient.getDatalakeSettings(new GetDatalakeSettingsRequest());
DatalLakeSettings datalakeSettings =
getDatalakeSettingsResult.getDatalLakeSettings();

//set account level flag to allow external filtering
datalLakeSettings.setAllowExternalDataFiltering(true);

//set account that are allowed to call credential vending or Glue
GetFilteredMetadata API

List<DatalLakePrincipal> allowlist = new ArraylList<>();

allowlist.add(new
DatalLakePrincipal().withDatalLakePrincipalIldentifier("111111111111"));

datalLakeSettings.setWhitelistedForExternalDataFiltering(allowlist);

//set registered session tag values
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List<String> registeredTagValues = new ArraylList<>();
registeredTagValues.add("enginel");
datalLakeSettings.setAuthorizedSessionTagValuelList(registeredTagValues);

lakeformation.putDatalLakeSettings(new
PutDatalakeSettingsRequest().withDatalLakeSettings(datalLakeSettings));
}

SRR NI A2 BAIR B SE B 3R 15 (R A BR

BEBUTETRIREE , FE=FFHEIZEFRIE IAM &iFFRZEI 5B EHE
Console

1. &% Lake Formation #2#|#& , Wit R https://console.aws.amazon.com/lakeformation/s
2. EEMS it K EBAEE , RAREBRNABRFEKRE,

3. ENARFERRERE L , EF VIS ZEUTERFRRRTIF Amazon S3 VBRI
FRIETL,

BRIEDUS , Lake Formation FE#EMERNAREFEEFIE , MAFTRIE IAM 21FRE,

S RK I AR TR PR LURER ST B R 1 [A] AX PR 541
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Application integration settings ream more 2

Application integration settings
Use the options below to control which third-party engines are allowed to read and filter data in Amazon S3 locations registered with Lake
Formation.

@] Allow external engines to filter data in Amazon S3 locations registered with Lake Formation

Check this box to allow third-party engines to access data in Amazon S3 locations that are registered with Lake Formation.

Session tag values
Enter one or more strings that match the LakeFormationAuthorizedCaller session tag defined for third-party engines.

Enter one or several string values separated by comma.

AWS account IDs
Enter the external AWS account IDs from where third-party engines are allowed to access locations registered with Lake Formation.

Enter one or more AWS account IDs. Press enter after each ID.

Allow external engines to access data in Amazon S3 locations with full table access.

When you enable this option, Lake Formation will return credentials to the integrated application directly without IAM session tag
validation.

Cancel Save

Amazon CLI

®

£/ put-data-lake-settings CLI 8 Fi&E& AllowFullTableExternalDataAccess £
£ 8

aws lakeformation put-data-lake-settings —cli-input-json file://put-data-lake-
settings.json —region ap-northeast-1

{
"DatalLakeSettings": {
"DatalLakeAdmins": [
{
"DatalLakePrincipalldentifier": "arn:aws:iam::111111111111:usex/
lakeAdmin"
}
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1,
"AllowFullTableExternalDataAccess": true
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A E At Amazon RS

Amazon Y 5 # Athena Amazon Glue, Amazon Redshift Spectrum F\E ¥ Amazon Lake
Formation EMR &R 0] i T2 £ #hi7R17E Lake Formation JEFEYIE Sk S3 it S EIE, A Lake
Formation , 7] LL8 Amazon Glue Data CatalogF YR E X MEBMPE FE) 2 ( FGAC ) R,
XL Amazon RS HVE —I#E 2 Lake Formation B RIS #& , ™ Lake Formation &3 If B iE 45
RMEX 77 Amazon S3 FBIENHRINE. BXEZEE |, 55 Lake Formation B AEFE
B TAERIE,

R T RAIXLEINEE | Lake Formation B3R & H %53 M Amazon S3 U & , ARiFM IAM X442 B A TiH
Bk, BIEEM Amazon S3 MEMNMERNE. BXREZEER , BESREE Lake Formation R,

T&R5IE T S# Athena, Amazon EMR #1 A Amazon Glue mazon Redshift Spectrum X3%#Y Lake
Format Amazon Glue ion fX[RZEH |, XLENRERA T iAEIFERMRK F FR ( Apache Iceberg, Apache
Hudi # Linux £t Delta Lake ) FRYEIE , BIBEFREELDE S3 F , RABIBEFEEHRER FTP,

AmazonAmazon Glue ¥r/ER AW B # RS F X PRI HY

Amazon BB R B X R 51| 4% 5 X BR 17728 T AR R Bl AR
Athena SQL BRBARR RER 7 (R £ PR BRER 7 (Rl PR
Athena Spark X X X

MBEE L) Redshift /5 AR BB AR BB AR

Spectrum 2 Amazon
Redshift Serverless

TS% EMEC2R £ EEBEARR SR ER i 6] AX PR AR i 6] X R
# Apache Spark ()

T 5# EMR £# /B AR BREL (R A PR X
Apache Hive () EC2

Apache Spark on /B AR BRERTA A 1Y PR SR ER 77 7] #X PR
EMR Serverless

Apache Hive on EMR %% X X5

Serverless
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Amazon B
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R FRo

« Athena Spark R X%/ Lake Formation X [RERHIE R F &K,
« EF Athena SAML WA FAILEREAE T SAML 2.0 WEXE B HKIE , RIREER Lake
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« Apache Hive on EMR Serverless T X # £ Lake Formation fXREHFK,
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Amazon Glue Data Catalog 5 , JATE Amazon S3 REEBIEEMN THIE, Athena ATLAERA Lake
Formation & E S A 4E 37 X iX Lo 3 #E SR 49 1 0] $2 I SR B

LUTR—EENFERARG , B LIEE A+ Lake Formation & Athena —## .,

« M Athena M Lake Formation fXBRIFRIHIEE FER ( BBENRK ) . BUAERAGEERA
ES LF RERELNBBEBENMRONRE, BXEZELR | FSH -
- FRAMBREREIERFEREENR
 Lake Formation EFFrZHi5 A2 &l

(® Note

Lake Formation X PR{XTEfEFH Athena SQL &if) Amazon S3 HREIEMEIE B F 9+ Tz
BRI

Athena Spark % #5f# /] Lake Formation I REHEIEH KK, Lake Formation X PRZH+
FNBEEMBRITIERMNE ARE,

(® Note
ISR LF R EEX BIE B R HRONRE |, AN ABERHERRMS.

« BEES., THETEEKINTFNRRER Lake Formation F I EIFETFIL S R Amazon S3 3K
BTN ER , NiEEIERALE R, 535 (Amazon Athena AF1ERE) T2 XEERE,

« TITEREERN , ET SAML £ Athena B o] LA AR I So e 4k B i [a] 32 4,

Athena JDBC #1 ODBC BE#EFXIFFEAET SAML B EAREE (IdP) BEXN HERFRWEETH
B 4XBR. /A5 Lake Formation QuickSight £ S# 5EMINE IAM A% SAML AP SR8
48 | LAA[fi{t Athena WERILER

(® Note

RY&ERH JDBC = ODBC R ZFEF M Athena IR ERE , N SAML AFFMAHN
Lake Formation R,

BEXELZER |, HSFMEAH Lake Formation A& Athena JDBC 1 ODBC B2 FX) Athena #1T
K&,
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@® Note
Bal , U T XIFE Lake Formation F#ZXif 1B SAML 514 :

« R ( B#k) - me-south-1

- IA#KX (&HE ) - ap-east-1

« JEM ( FER) - af-south-1

- FE ( TE ) - cn-northwest-1

« WAM#X ( KFR ) - ap-northeast-3

« fEALake Formation ARV ESIK - HIEAZEWMEAMBIKS PR,

® Note
BXRfEMA Views :X— Lake Formation fX[RETHRFINEZER | BSREEZ=WMAIRF .

XEFEFREEN

&3 B A Lake Formation fX PR , B MR ETF Amazon S3 WEIE PN ESHIE, TRIIHET
Athena 1 Lake Formation RS EFZREK N, = Athena AFIEITEMR , Lake Formation &
5 Il SEHEIX LE A PR .

RIER HIRF R RE Athena X ##9 Lake Formation
PR
Apache Hudi — A THE{CEERELEM @I Lake Formation HH EiE
BIBELF XK, TR TR EZEHER

&, H. TAETEEBINR
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REERAXNERE 45 (Cow)
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Ky Amazon S3 BIEEMIT
SIZRMIEZEURIE, Athena X%
B3 Hudi RIITE ARE,
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https://www.amazonaws.cn/blogs/big-data/part-1-query-an-apache-hudi-dataset-in-an-amazon-s3-data-lake-with-amazon-athena-part-1-read-optimized-queries/
https://www.amazonaws.cn/blogs/big-data/build-an-apache-iceberg-data-lake-using-amazon-athena-amazon-emr-and-aws-glue/
https://www.youtube.com/watch?v=u1v666EXCJw
https://catalog.us-east-1.prod.workshops.aws/workshops/78572df7-d2ee-4f78-b698-7cafdb55135d/en-US/lakeformation-basics/querying-datalake/tag-based-access-control
https://docs.amazonaws.cn/redshift/latest/dg/c-using-spectrum.html
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-iam-policies.html#c-spectrum-glue-acess
https://docs.amazonaws.cn/redshift/latest/mgmt/authorization-fas-spectrum.html
https://docs.amazonaws.cn/redshift/latest/mgmt/authorization-fas-spectrum.html
https://docs.amazonaws.cn/redshift/latest/dg/spectrum-lake-formation.html
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-external-schemas.html
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https://hudi.apache.org/docs/next/table_types#copy-on-write-table
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-external-tables.html#c-spectrum-column-mapping-hudi
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-external-tables.html#c-spectrum-column-mapping-hudi
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-external-tables.html#c-spectrum-column-mapping-hudi
https://docs.amazonaws.cn/redshift/latest/dg/querying-iceberg.html
https://docs.amazonaws.cn/redshift/latest/dg/querying-iceberg.html
https://docs.amazonaws.cn/redshift/latest/dg/querying-iceberg.html
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-external-tables.html#c-spectrum-column-mapping-delta
https://docs.amazonaws.cn/redshift/latest/dg/c-spectrum-external-tables.html#c-spectrum-column-mapping-delta
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« {#H Lake Formation 1% B 8t 4 B TYEFRFE 2 Amazon Glue TERTE., #RAILATE Lake Formation
P4 & F Lake Formation 4l & P EFE MEHEIX L TEFRE Amazon Glue console,

+ Lake Formation 124t THESF I ¥ , H LA N EMME Amazon Glue API #B#4E, RETEAE L8
BMEBETF S ¥H# Amazon Glue console, BXEZEER |, 5 H (Amazon Glue F X A RS
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O] LAEFH Lake Formation AR E 15 A2 IR EB I A EIEE ZRIRHM Amazon S3 BEMAE.
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https://www.amazonaws.cn/blogs/big-data/centralize-governance-for-your-data-lake-using-aws-lake-formation-while-enabling-a-modern-data-architecture-with-amazon-redshift-spectrum/
https://www.amazonaws.cn/blogs/big-data/centralize-governance-for-your-data-lake-using-aws-lake-formation-while-enabling-a-modern-data-architecture-with-amazon-redshift-spectrum/
https://catalog.us-east-1.prod.workshops.aws/workshops/9f29cdba-66c0-445e-8cbb-28a092cb5ba7/en-US/lab21
https://docs.amazonaws.cn/glue/latest/dg/add-job.html
https://docs.amazonaws.cn/glue/latest/dg/add-crawler.html
https://docs.amazonaws.cn/glue/latest/dg/machine-learning.html
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https://docs.amazonaws.cn/glue/latest/dg/aws-glue-programming-etl-format-hudi.html
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-programming-etl-format-hudi.html
https://docs.amazonaws.cn/glue/latest/dg/security-lf-enable.html
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-programming-etl-format-iceberg.html
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-programming-etl-format-iceberg.html
https://docs.amazonaws.cn/glue/latest/dg/security-lf-enable.html
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-programming-etl-format-delta-lake.html
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-programming-etl-format-delta-lake.html
https://docs.amazonaws.cn/glue/latest/dg/aws-glue-programming-etl-format-delta-lake.html
https://docs.amazonaws.cn/glue/latest/dg/security-lf-enable-considerations.html
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Amazon EMR @ — N RJEM Amazon REEH T A , B UEXIFN ABIEELR ( $1a0 Hadoop Map-
Reduce, Spark, Hive, Presto % ) J:LfﬂfEﬂéEMﬁﬁfﬁo AT LAER Amazon EMR E& E %
AREFHPZTHOBINRAKELERAREF. £/ Apache Spark on Amazon EMR , &AIAfEH
N PFRA Lake Formation BEEMHEEN K LZTHIEREIEN B E LB,

Amazon EMR ZZB&INE =1 :

« EMR EF B EC2
* EMR Serverless

* Amazon EMR on EKS

BEXEZELR , H3 % Amazon EMR 5 Lake Formation £33 4 EMR Serverles s 5 Lake
Formation &% , SREVBE AV 5 A2 %] Amazon Lake Formation

XFEFREEN
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https://www.amazonaws.cn/blogs/big-data/use-the-aws-glue-connector-to-read-and-write-apache-iceberg-tables-with-acid-transactions-and-perform-time-travel/
https://www.amazonaws.cn/blogs/big-data/writing-to-apache-hudi-tables-using-aws-glue-connector/
https://github.com/aws-samples/aws-glue-streaming-etl-with-apache-hudi
https://docs.amazonaws.cn/emr/latest/EMR-Serverless-UserGuide/emr-serverless-lf-enable.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-lake-formation.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-lake-formation.html
https://docs.amazonaws.cn/emr/latest/ReleaseGuide/emr-hudi.html
https://docs.amazonaws.cn/emr/latest/ReleaseGuide/emr-hudi.html
https://docs.amazonaws.cn/emr/latest/ReleaseGuide/emr-iceberg.html
https://github.com/aws-samples/amazon-emr-with-delta-lake
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-lf-limitations.html
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https://docs.amazonaws.cn/emr/latest/ManagementGuide/hudi-with-lake-formation.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/hudi-with-lake-formation.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/iceberg-with-lake-formation.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/iceberg-with-lake-formation.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/delta-with-lake-formation.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/delta-with-lake-formation.html
https://catalog.us-east-1.prod.workshops.aws/workshops/78572df7-d2ee-4f78-b698-7cafdb55135d/en-US/emr-runtimerole-integration
https://www.amazonaws.cn/blogs/big-data/get-a-quick-start-with-apache-hudi-apache-iceberg-and-delta-lake-with-amazon-emr-on-eks/
https://docs.amazonaws.cn/emr/latest/EMR-Serverless-UserGuide/using-delta-lake.html
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£ Amazon Amazon Lake Formation £ QuickSight

I 53 QuickSight XA Athena XL S# S3 Fix| ¥ Lake Formation fXREE I EIEEE,
0 T 32 49 AR A R R 4l B A = #B QuickSight 5 Lake Formation $5% , BB TRE,

« AR — @A Amazon QuickSight AP, AR 1AM A& F 5 R BIEEMREH B R
# (FGAC) B BR,

« FRERR — [ 1AM B8R T R BEE MR RR,

(® Note

FIAER T , Amazon QuickSight fEAE N A aws-quicksight-service-role-v0,
BETAEN EEMENRNBEEN AR , FI5# QuickSight BE# 1718 Athenao

BXEZEER , BSRBTUT A AN EREH TN Amazon Lake Formation
H &R
BEXE

« FE¥F A Ama QuickSight zon #E& 5 Fl 4B E X BR Amazon Lake Formation
- f£H Amazon Lake Formation 1 Amazon £ #th 5 HrEHYEIE QuickSight

5 La Amazon CloudTrail ke Amazon Lake Formation —#2 £ A

Amazon CloudTrail Lake X 1EF FE AL Amazon Athena IR S B4k IE1ZEM# . Amazon Lake
Formation

(® Note
CloudTrail RAEE3T Amazon AthenaZ ifl#38,

E (4] CloudTrail Lake Formation T &M Lake E4HIERE | FSHAEHEH4HIER®,
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https://docs.amazonaws.cn/quicksight/latest/user/lake-formation.html
https://www.amazonaws.cn/blogs/big-data/enable-fine-grained-permissions-for-amazon-quicksight-authors-in-aws-lake-formation/
https://www.amazonaws.cn/blogs/big-data/securely-analyze-your-data-with-aws-lake-formation-and-amazon-quicksight/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/query-federation.html
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{5 A 12 % Amazon Lake Formation API i A Amazon
CloudTrail

Amazon Lake Formation & Amazon CloudTrail—I RS ERK , ZRESEBHEAF. A€z Amazon
BR%-7E Lake Formation # REXRVIRERVIE R, CloudTrail $FT& Lake Formation API ¥ B3R A
=M, WRNWIFAAEEXRE Lake Formation 2 #| A #8A Amazon Command Line Interface, LA
B3t Lake Formation APl #2ERIRIB AR, MREGIETRE , WA AR EFF CloudTrail B4
1L 52| Amazon S3 7448 , 2¥E Lake Formation BWE#, MREREBRE , BHATLE
CloudTrail EHI&W “SHHELIERK PEESZFTNEH. EAWRENEER CloudTrail , 7] LAHEE [
Lake Formation & H#YER., KHEERW IP thit, #wRE TiER, ARREHERAREMIFHER.

ETHREZEER CloudTrail , & [fAmazon CloudTrail FAF#ERE.,

Lake Formation 1§ & 7€ CloudTrail

CloudTrail FEBIZE % Amazon ik B BRIALL T8 AR, 2 Lake Formation R AESEZ Y |, Z5ENN
5Hfth Amazon RS CloudTrail S#— B 1ERESHHLIERKP, —PMNBHRTIRKBEMEREN—ME

XK, BEEXFMBERNEE, BRENBHANEUARBERSHBEFENER. kA, SINSEH4HBEER
BEHEESERERBRNAGNEER., BHEEEBHTEBEUTAE :

- BERIZMFEAHRIEFHIER Amazon Identity and Access Management (IAM) B F&EIEX Ho
- BREEAACGERKREAFNIENZEEIERAEN,
- EREEHEM Amazon RE & Ho

BXREZER , 2 M CloudTrail userldentity T,

B LLEER, BREMNTHE Amazon IKFHIEEES ., BXEZEE  BSREASHIFIERES
CloudTrail &,

EREIC5% Amazon IKF FEIEH | ‘28 Lake Formation NS4 | HRIERER. RE AW CloudTrail
FAEXH & E Amazon S3 FiER. R A LIBRERN , RERERIANATFTE Amazon X,
IRERID % Amazon 7 XA A XEBWEH , HF A E 4L E B ERIEEN Amazon S3 F#E. LI,
& T LA B H M Amazon RS ( 130 ) Amazon Athena , LAt — %5 % 47 CloudTrail B & UNENEH
BIEHXNHERXEITEI, CloudTrail i& 7] BURF B & X 4% Hi 2 Amazon CloudWatch H&EF CloudWatch
=4,

BREZER , FEHATIAE !
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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IR ERidREAR

CloudTrail X#HI RS MK

fiZi& Amazon SNS B4 CloudTrail

BBRBEZMXAEY CloudTrail B EXAMERK E Z KT8 CloudTrail B &

T fi# Lake Formation =4

P& Lake Formation API #/E#8H (FF X&) 2% CloudTrail #i2%7E < Amazon Lake
Formation F A &1Er) F. HliN , IPutDatalLakeSettingsGrantPermissions,
FRevokePermissionsiR/ER A £ CloudTrail BREXHHERS%KE

LT RBIERTZGrantPermissions#®{E CloudTrail WE#., ZZBAFEEEFNENAFS
(datalake_admin), #BEFNRAEE (datalake_userl) AR IR F IR (CREATE_TABLE),
ZEREREREBREM , RER resource M KRIETE BRHIEE,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principallId": "AIDAZKE67KM3P775X74U2",
"arn": "arn:aws:iam::111122223333:user/datalake_admin",
"accountId": "111122223333",

"accessKeyId": "...",

"userName": "datalake_admin"
I
"eventTime": "2021-02-06T00:43:217",
"eventSource": "lakeformation.amazonaws.com",
"eventName": "GrantPermissions",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.65",
"userAgent": "aws-cli/1.19.0 Python/3.6.12
Linux/4.9.230-0.1.ac.223.84.332.metall.x86_64 botocore/1.20.0",

"errorCode": "InvalidInputException",

"errorMessage": "Resource must have one of the have either the catalog, table or
database field populated.",

"requestParameters": {

"principal": {
"datalLakePrincipalldentifier": "arn:aws:iam::111122223333:user/

datalake_userl"

}I

T #% Lake Formation =4 558


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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"resource": {1},
"permissions": [
"CREATE_TABLE"

},

"responseElements": null,

"requestID": "b85e863f-e75d-4fc@-9ff0-97f943f706e7",
"eventID": "8d2ccef@-55f3-42d3-9ede-3a6faedaa5cl”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"

T—NRHIERT ZGetDataAccessi2ER CloudTrail BE% B, EAHETLEZEFAL AP, #
& , GetDataAccessEH EAHEK Amazon ARS1E KIS FEUE LA 15 R 3EM 2 Lake Formation AY%K
BN HER , MeieFR TR,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AWSAccount",
"principalId": "AROAQGFTBBBGOBWV2EMZA:GlueJobRunnerSession",
"accountId": "111122223333"
},
"eventSource": "lakeformation.amazonaws.com",
"eventName": "GetDataAccess",
"additionalEventData": {
"requesterService": "GLUE_JOB",
"lakeFormationPrincipal": "arn:aws:iam::111122223333:ro0le/ETL-Glue-Role",
"lakeFormationRoleSessionName": "AWSLF-00-GL-111122223333-G13T@Rmng2"
.
}
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ER AT R ESRE -
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https://docs.amazonaws.cn/general/latest/gr/lake-formation.html#limits_lake-formation
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- HEREEZESHMOKFPHEEATREN , BRFKSFH IAM EEFATELTNCIERRERE , @M
Fo3EE A Athena 1 Amazon Redshift Spectrum T HER, BIENERE R TUGIE S AFHIERE

F#[@ ALLIAMPrincipal A5 CREATE_TABLE PR , MASRNEBINHENRUBRRERE. A
B, BRAKFPNAE IAM EEGAUE SUAREER AR RREEHTRERARLESR,

BoREATR SR ERFHRIEENREFREXE ALLIAMPrincipals BFMNBRH CLI 5T
il

« Athena # Redshift Spectrum X #FHHIH B HEZEF , BENETEE , TXEHER. PRIZFIRE
[ #22 &) Amazon Glue ETL BR{u,

- HBFEEEN Amazon IKFHER , BREMKFPHAFRTFZERNNE. BFemEt
Amazon Ik, AR (EEZETREECHALR ) HIAMAllowedPrincipal sEFA R FiZERAIN
PR

o IBRREDINEBIK P 1% F X EARER DROP = Super R,
. EMBRBIEESZZE , BREEKFNERE, BN , SAMBERPHIMLEREE, Amazon

Resource Access Manager

BKFBEAEREREKNIESM 562
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® BFZH

» Lake Formation E TR Y1 7] 12 6l S {E LR A F EEIN
s BXEKFIFRINEZHNFMES , HSFLake Formation X fEZZ K CREATE_TABLE,

5 X 35 2 1 () BR

Lake Formation X ##% Amazon Web Services X & ¥#E B &k, B LAER Amazon Athena
Amazon EMR ] Amazon Glue ETL iR E XA EHE , FEREHOXE P AZEnREEE
MR R REE, BIBEXERGAIEE , B XEGREE , mTHEFEMBEI TBEE T
BiEB X,

LU BRSIE R T B XER T,

« Lake Formation X # £ Amazon Redshift Spectrum ME it X EiE#E B FK XK.
« 7£ Lake Formation &l & H , BIEEMRAE T E RRXEEHIEE/RE K

- ENEXEERERAZHEFTRNIIR , EEELVUEEQAZTRIEFENRIREE | R IR RE
2, REEREER,

 Lake Formation A% SAML AP # T B Xig & ReEEE A,

IR B R R E TS TN R &

£+ Amazon Glue Data Catalog , MER—MNELER , EFHNABHSI A IR IRV EBE L,
& o] LAE A E AT Amazon Athena 3 Amazon Redshift B9 SQL 4riEsE0l—NREZ5|1H 10 MR
A, MRNEMSIARALUETE—BIEE , A LUE FE— Amazon Web Services ik WY R B E
T,

UTFEESERMREERTHERFUE,

o &F7EM Lake Formation 2 # 881 BHIEE ZME . &0 LA Amazon CLI = SDK 8IZME,
o RATLAE A E I D% Athena 1 Amazon Redshift 238 Amazon £ #7851 22 HIE R FUE.
BXRBIFET Redshift WEHAMSEEFMARS , HSH (L S# Redshift IEFEF K EIERE) PH

“BIEE FUBEESIARS 5. T Athena , ES 1 (L 5# Athena AFIERE) B “BiE
B FUEEESTAM RS &7

5 (X 33 B3 17 170 PR 5 563
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- FEREFRERM Lake Formation X T |, ZBAT AR IEE XM E Lake Formation IR BIEZEIEE %
nE,

£ Lake Formation J2ETHEEX FEAKEE ZUEN , BUBREFTR T HRNENERLT ,
MEFEREFEZRERURS S ANERD Lake Formation R, XH#ATUBRERTLES
Amazon Glue IAM X Rt BB 45 B2 &,

- HENENBEKS X ZMAEEEMEREE,

- NECENMEALSHER ALTER VIEW Ean , AEHSEHIEE RKx—H#HITRAES, ATHR
AALHEEEEHENERMER , Rt T EEREAGNME, &0 A BRMEBRA , ©RFERIA
AT —NTHANRFHRA, ERAERARN | FRARESHBESMAMBRAZEYES,

- ZAEB|IAHFM APIs BIEB F., AW CreateTableUpdateTable, DeleteTablefGetTable
APls EE#,

« Amazon Redshift BEE N E ZHFEBHNRBVEZ S varchar FINNE ., MNEMSIZBRMAESE |, &%
TR RN EFEXNKEN varchar,

- MBHTEEAMD ALL tables RFHIEHNIRG S HEENE EENBIEERNMAERMNAB AR,
- BEECEAE :

- 5|AEEUE,

- 5| ARERIFREREN,

« HE|ARNMT S —IMIKF P,

« RB/E Hive T,

o T I PR

LI FNEHIEEB FFRH Lake Formation fXBRAEY , ATLABIEHFERFENTE , URFNERLERP UK
5 Lake Formation £ 5|8 h EERIEM IR, Lake Formation f AIEIFIEREIFIE L2
M, TRINZEHURETERINZEH, MREHBESESHELSY , NAUNREYE LN ABE
BVt g o

B R 5 ) 515 58 B 73 = S5 TUA PR 5
fE B A =R

- B fE A BIEE R4
« BRI E Y SR SR ERE S Tk,
- BEEA TAGs.
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ERFIFEMIEEEDERHRNTIMF|R, Lake Formation ##|& . API F1E8 Amazon CLI X #E
BB, BXTHl, S HGrant with Simple Column Filtering.

LT EREHAMRGEER T 5L

« Amazon Glue 5.0 HE S RAX ZF BT Lake Formation % Apache Hive # Apache Iceberg i
TGRS,

- EFEARPUETIMNSITFERERF SELECT , XAERATEFIR , MARIRIIR, MEXBRNL
I, Ma B E R EE IR HERRSI R

- EFERAIIFIERZFIINERN SELECT , BAMEBIFOOEINIKRE 7 X iZEKM SELECT , B3&REEM
TREl, BARERIFREAETT,

o« ANRIGHEARBUETA BTk @ B P EAR T SELECT , NZEAEEEMEAR TR
HRAMEBFIEESTFE , IEER D RN, MREERRPCETUM 5 ik @ SN ERK &% F
SELECT , WAERIKF MBI HME R R AT ORI B 518 SELECT R TFEKF PR EMES, B
=, BMEXNFIESIEER SELECT , ZEABRABREFTRIIBK-AEEFTNG,

o SEFREX 2 XN A FITEE,

s FEE@MMFRAPERSD FIIAE SELECT NRAFEHERFXZ KM ALTER, DROP, DELETE =X INSERT
R, XFXtTFEIAE ALTER, DROP, DELETE = INSERT MPRMEMK , I REMERHIFFIERETE T
SELECT PR , MXF LK.

LTEESEMMREERTRESIHIE
« BALEREREFREPIERHBRIANRINREFR,
Example

Col1.Col1_1.Col1_1_1.Col1_1_1_1.Col1_1_1_1_1

« BRREXNDXIPHREFERNAFITFE,

- MBREHREHEETRIE ("customer"."address") , ERFEHFLEZHDEEHENREZRR
AEXERX (EEMAIEH customer MBREFHREWN address WBREIERTFEHFESRH IS
EAN "customer"."address" ) , MEBTEPEBIEENMRIIZHREFERNHENE , RAHE
EIEHRIKRPERAEENESRTIER. XRTHBEN , MREEEMRIISIBREFER |, Lake
Formation fF 7o &4 o

- MEMPINHHREFZENBHRFETENEIT , NIEKRTFEL TR EREN IS MNBERRTYIR D IEEX #
EFZRWNIFRMNREN , XM BEE=INEIF,

BRIIR B FEIEA T B BT R 565
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Example
w5 SHRESN B AP -a.b.double"quote
Example

HREFEFZEPHREFRTEARH - "a"."b"."double""quote"

Ef T 1% 4 0 34t R 1
IR LT 56 F 4T 0RB) T3tk 1 2 7T 48 S B0 0 ik 10 35 B EIAI R Ao

- REY, RNRFREETIFEABRLZEMN,

« MEFBXEFMPIIZFWRMAREN, BER , EXRENTRIIREKXN , TN HADXH TR
EFE

« {E£ Athena 5|ZhrZA 3 5 Amazon Redshift Spectrum Bt |, FiE X AR 2 T KBl L 24,
FFEMERS , REZFNXE FREN XSRS TERREINZEMHE,

« RX# SELECT INTO B4l
s THERGRERNTEIIF array M map HIFXA, i struct BIEER,

o AIBAETNRENWHEFEZHHEZERE , BN TENEE , ZRBREHIT —NKRE XL 100
NIRRT LR SELECT R,

« TEEEN—IRNENPHRZABEFERFEHERN 100,

- EERATHEEREANABERILERS , STERRPETEIREXN AR SELECT, S @EIAEK
PETFXRN , WRHFERTHASKFNERR.

- MRFHARANKA , FEEAMZABHER T TXHWOTHNR , WEENBERITREEARR
MAN R FH L,

o EATHRAITEEMETHRATEIED , LTHIRZR :
* ctid
+ oid
s Xmin
* cmin
¢ Xmax

* Ccmax

B TR T L FR 566
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+ tableoid
* insertxid
+ deletexid
* importoid
 redcatuniqueid

« RN all-rows HEREXESEEMTHRANFEREXBENNATR , U all-rows REXFREET
BB RER,

. MESEISETTFHOAE | TS Amazon IS B METE R @RS RO EEAB T
SARRE , EFEANERIBL BAR S N B ANERETE AN ETRRANRL,

flgn , IRIK @I EE dept="hr' KB TIINR , MEBFELIMEBF TX country="us"' KX
BER , M ERREEHRIF A dept="hr' # country="us' 1T,

BREARRATTENEZER , 1§SMLake Formation F Y HIEFEMN £ TR R L2 M,

AXEAHEHTREZ S KM Amazon Redshift Spectrum B RAITHEESMAMES , F5H (IS
# Redshift BUIEEF X EER) T “H RLS KN TZEMMBEH".

BE TR E S S TN R

BEVEERFEEATURE BAIREM MR Amazon Glue Data Catalog® B IEEMEK S A Lake
Formation X PR,

ERAWEERT , BUEETHERE , AFERN—HBEENAFIRE Lake Formation B[R , mF
SHEEAMINE AP R TEAZRNNRERE,

UTFERERNRGEERTREHRER,
BR 1

« ¥ Amazon S3 L EEM - B ERBERA RS HEXAEBE Lake Formation FEMN L ENS
o

o £ LF FRERNERIET - B TLUER LF $3E5 R F Lake Formation I FRAT , A LARITIELEH —
&, EREAEFMMINT LF AR HEFE M &K 58 FISE M Lake Formation R,

- BEHMEERFE — Lake Formation FREEHHERN MR TEEHESEE AR A REE ANR
MAF,

- EEEE-BE, AERESEE R AT X BIRIEREML,

BEHRER T EETR RS 567
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ERBEETNAER - EBEKFENSD |, HERTFNRACEREEFORERN , FEEEH
TR REERURE

p= %=1

7 Lake Formation H XM Amazon S3 U EEFHNBEHEER — RETLFELE Lake
Formation U EMEY Amazon S3 BIENEHMR N BERHRER , BRNTERIUXF M.

ERAHRER T EMBIBEMLERE APl 1T
+ CreateTable — LB A 15 E R ERFER MRS WA | ZALE FHM A S 1E Lake
Formation A, Rtk , AR EERBEHIENEN R T EECIER,

« CreatePartition/BatchCreatePartitions/UpdatePartitions ( 24 X4 B E# 7 s R S & E M
WALERT ) — TR E TR NARERRE SR I ARSI , Amazon S3 L E &4  EFE Lake
Formation 3 ft, Hit , AR EERBERENLEN RS ECIE N ERNBEREF.

- CreateDatabase/UpdateDatabase ( H¥BEEMNEEHNIEMERSHRER T IEMILER )
— BREHRERFRENERMARS A |, ZEZHBHEM A 27 Lake Formation FiEM. E
I, AFEERERIEVEN RSB EFRERE.

 UpdateTable ( ¥RMFMNEBEEHMNIEMERSHRER TOEMBVLER ) — TIRRSHRIERNIF
BRER ARSI | Z B EH MR B Lake Formation #iEM. Rt , AR EEREHE
NENRTEEFHR. WRKRMEREMHIEQAKRTE Lake Formation FIEMMMNME , MAFESE
IR E N PREN AT EH &R,

& Amazon Redshift ##E4 FEHIE S| ARYBEHl Amazon Glue Data
Catalog

O LA R B FIEEX Amazon Redshift 2B E AR 2 MEIEN B RIRE, Amazon Glue Data
CatalogiE FI LA TRl

A X F Lake Formation X RERxA~ Amazon Web Services Ik EES B FHR R,

o BUHMEFEKFRAIZBERAE 4 F 82 Amazon Web Services P HZ N ZEE B ZPHHIE

B K.

« BIE B RN EETLE .

& R BETE Redshift F£E 7 (RMS) R EH B ZH K,

FHEMLEN Redshift BB F., BEFENRTIFEAET LF /B0 15 A2H (LF-TBAC) HiERE
TR,

FF Amazon Redshift #3E € EZ#E 5| ARYPRH] Amazon Glue Data Catalog 568



Amazon Lake Formation FEANGIER

s TXEHHREBEFZTURBKEBZHNRIEFEMRWNRIRENIAMALLlowedPrincipalsy 4.

- FX#FET Athena, Amazon EMR Spark &5|2X B R#THIEENES (DDL) B , BFERER
K&,

- FXEFEH Athena X RMS &K 1T DDL #1E,

« FEEFCEYLHE , TiLREXS Athena, Apache Spark i&23&3d Amazon Redshift Amazon
Glue Data Catalogff A% .

« Athena TXHZHFRFK, ©—RRBEEEE—MFEMN B . Athena TZERNFRIFEEZNE R
HITEN,

« A%\ Athena 1 Amazon Redshift X Iceberg 3t {TARiC M 2 R 1E.

« T%#F RMS & LRI ZHRTT,

s TXEHETEBRHRNZRE R, FH7E Amazon S3 F A THIEHRNFTE BIEBLAL T ERIAZK
& Amazon Glue Data Catalog , H B FEEA LR K ZHK B Fo

« £ Amazon Redshift # , IEREFTLRAMEEMO TR ZE+F, EHFNTEZRAERNE , — 8
B EEE % B H Amazon Glue Data Catalog , ®Tc E RN EIE.

- FEH Amazon EMR EC2 X &3 RMS &R Amazon S3 &i#1TEk#, R B EMR Serverless
T IhRE,

s FXEFNBEYF &R,

« RMS &R AEM Amazon Glue Iceberg REST B ZH W Bik L3t 1TiHE,
« ##E#3| | Amazon Glue ceberg REST B XM E=H5IZ TG Hive &Ko
« J¥X#F\ES Spark £ RMS xR LA read_committed FRE %K 51,

« Redshift BIEEBFEFHEM N T X 2 K/NE Amazon Glue Data Catalog , BR&IN 128 =28/ , H#
BaURHFERTS () MTL () BWFEEEF,

« BREMTFXGKRNE , REIN 50 M2, HFEAURTEBINS () MTHL ) NFBEF,

« Amazon Redshift 73z # F Lake Formation SQL X #&# GRANT #] REVOKE S S REE X 1 F|
B REV G RIMNPR, Amazon Glue Data Catalog

- MEnEIEF=FE ( KIR ) Amazon Redshift EBENITREZE NI SHEERBERBET2MEFINIT.
&, X R EEIERFIRIT Lake Formation A7 E X HY 5 [RIABR .

s PXEXNREFEHITHRIEENES (DDL) MBFFRMFEES (DML) B1F,
- MRREBRHUREXET , W2FHRMEIER.
« TXEEZEFRIRPXNBERITINE,

FF Amazon Redshift #3E € EZ#E 5| ARYPRH] Amazon Glue Data Catalog 569
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Hive T EFEBEAZT EIESTIARE

f&Bh Amazon Glue Data Catalog T #EHK S ( BIEE RIS ) , BULUHHRER JEEIFHEN
Amazon S3 BB T HBIEMN NS T BIEFME , HEH Amazon Lake FormationZ £ i & 18 B #E 15 [R] #X
BR o

LUTOEESEWMMPRHIER T M Hive BIEFEQIRNRKRESBIEEF !
EEREM

« Amazon SAM MR — &= Amazon SAM ZBEM R FFEF AR ( Amazon APl Gateway
LAR Lambda BE%R ) BATAM., HAFETERAR |, ¥R Amazon Glue Data Catalog # Hive Jt
BIECZRINEZEE,

« Hive TEMRAER - R BEFEH Apache Hive A 3 R E SMACI 2B S HIEE,
- MEBIEEER — 51 Hive BIEFEARLINBRETE Lake Formation HFE T EIEE
- BIEERFKE ORI - BREEBEERERET Hive TTFEM,

o WEABEENRE - ENERIBR TRERSJHEE , NATFREBEESRESBEEE TN RINR D
FRE, EFCERBBEESRN , BEZEEHFRFNE. HEXRREFRBEREE Lake Formation X
PREVEX & AT , Lake Formation fRXRMAE R , WA LIBREEEHE X LNE,

MRAFPBIRBRESEIEE , NEMEENNRHNER, EFMVERGSNERBEEESLERE
Lake Formation fX PR, FAF AMEHI%EFH R,

« IAMAllowedBX & EEQ@ BWEANPR-EFItDatalakeSettings , Lake Formation BJBE & FFR
ERFEENRONRREN B NNELLIAMALlowedPrincipal, IAMAllowedPrincipalfs
BT 1AM £ AKEER Amazon Glue B IRREE 15 B 34E B Z B RNAE IAM EREA. URNEHK
BEESREEXLNR , WATE EE9EER FX ZBTEER R T B R,

B2 , Lake Formation R A BXEHIEE TR IAMALlowedPrincipal MR, BIEBKE
BIRERT |, BT8RN CreateTableDefaultPermissions SE{ERN =5 FK L%,

BXEZER  FHH EQWERNRINRE,
« EEWHREREER - BT S0F Hive T REHIER ZAVNKRRKENEITENR,

Hive TR F A BIRE L X B ST PR F 570
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BR 1

- £ Amazon Glue Data Catalog Ml Hive JTEIEC Z [E R L T HIBH RS — 223 Hive T#ELE
BE K SEEQE-KEEEE , LUEN Hive tBELFHTHIESEL ., Amazon Glue Data
Catalog'_—LlﬂiF'J_ﬁﬁl’E]H'J‘ , REBEETHRNEETHNES,

s BXRERESHEETOEFRNBE - BT EERESREET QIEHX.

« BENRORE — FXHFHN Hive TiFERUENNR,

Amazon Redshift #k#E i Z R 4l

Amazon Lake Formation A& £ i EIE K B I S# Redshift B ZFHEIE, Amazon
Redshift 2 —IE £ ER PB R =inHIFEBLCERS. Amazon EABIEHLZINEE , Amazon Redshift
A% B &% Amazon Web Services Ik HE#HE, Bx Amazon Redshift EREZENEZEER , S
¥ Amazon Redshift A ) ¥z & Z8R

LA E S0 M PR 405 A T 833 Amazon Redshift (iR £ Z 2B S EIEE -

. MEPBTEEER — 8/ Amazon Redshift ##E H =& A4 BRET E Lake Formation A By —/NETER
BE. YBEEZBEEFNEEAENREITIERNBELN  XRRERBOME —HASHEN,

« AXRERSHEET EZFRNRS - BFLEERSBIEET IR =

o WEABIEENRE - ENERIBR T RERSJHIEE , NATFREBEESRESEEE TN RN R D
MAEE. EFMVBREEESIRN , TEEHRFNR. SNRFEFMERES Lake Formation X
FRAVEX S XKES , Lake Formation fRXFRMAE R , HF BB A LUIRIEEEZH A X LR,

MRAFPBIBRBRESEIEE , NEMEMENNRHNELR, EFMVERGSNEREEESLERE
Lake Formation fX PR, FAF AMEHI%EFH R,

 IAMAllowedBx & B IEEMN FAMNR-E FltDatalakeSettings , Lake Formation AIBEFFFTE B
FEMRNNRREN B INWELHAIAMALLowedPrincipal, 2 IAMAllowedPrincipaligi@d
IAM ZE A KBEH Amazon Glue BRFBRIFRIBIEE RBRNWTE IAM ZEREA. IRRNEBEED
RETIXLENR , MAAE EEEER I ZEBIEED RN 75 ER,

B2 , Lake Formation AR BREBIEE FTHIREM IAMALlowedPrincipal PR, BIZBKE
BARERT |, IETB{RN CreateTableDefaultPermissions SE{ERN =5 FK L%,

BXREZER  FHH EQWERNRINRE,

Amazon Redshift ZIE L =R %I 571
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o BUIETRIE — 7£ Lake Formation # | & 7] LABE A 51 4R 51 AN 1T 4% B 55 Sk 3R F 3T Br & BB E T RAIR
R, BR , BT eELESFERAIIRBNFMITRANFEIERRBH AL THERINNENKRESBRIBEETHWRIITIH
@],

« X KNEMIRRAF — H Lake Formation EE# Amazon Redshift BIERERN KRNI FNEN KRB
FME%, WWREFFEH Lake Formation £ EZEFEIE Amazon Redshift IERXZRHNHIEE. RMN5
BN el ERAX S K NENIRIRE.

- BT - BALUEA Amazon Redshift £ H Lake Formation B/ Amazon Redshift ##E &
=, Athena FXiFZEHH Lake Formation BEE ML ¥ Redshift ZUIEHE,

B X TE Amazon Redshift FERABBEREENRFNEZER |, 555 (Amazon Redshift BIEET &
AR PHBELZRE,

IAM Identity Center 5 F% PR i

& Amazon IAM Identity CenterB , R A] LUEZ S| B 4127 (IdPs) , HEFEE Amazon 2RSS+
R MEBARNEERER, BELE IAM Identity Center & B Amazon Lake Formation 3 2 /3 F 8 &2
ARERF , BEHEEA AR AFMEHER TX Amazon Glue Data Catalog & REVFEH X R

LA BR#IE A F Lake Formation & IAM Identity Center BYEE X :
« BT ETE Lake Formation HfF IAM Identity Center AF AP B ABFEHEEARREEER,

MREFEANZAURKENBNFZLHER ZH IAM A€ , 1| IAM Identity Center Fi = FEF4A
Amazon Glue AT AERMZNHIEE FRBFE. Amazon REZRPT B IE S BERE,

« 1AM Identity Center F = #4A R &EiA A IAM Identity Center 12 {#Y
AWSIAMIdentityCenterAllowListForIdentityContext REEH %K APl B4E,

« Lake Formation /2 FS\E8 K A EY IAM B &4 K IAM Identity Center AP FAER 7RI ¥R B
BENEEAE , BEREEMEEKF AR TFRHEERRTRONE. NREZHENIKS
[@ 1AM Identity Center FA 7~ FI4H B F 33 54E B FRIRAR , FBA Lake Formation 5| KA T8
R CEATZEFERF RN

I

Lake Formation ETF#Z Y i 0] 12 Hll S E < Bl 7+ 3

BRI IR, SO E LF AR UR SN BE B FBIEE. RMIINIERE,

E I

dl

£ Lake Formation EFHrEM A RZEHIRT |, BEE LT &RESKE -

IAM Identity Center £ X PR i 572
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- BMETENFRA LF 1% , REFRRRESBAREEZRHR IR FHREL,

BIEHEERTUBIIZEAME IAM XRH LF REQBERERFEEERES, BERIEM

M ITRE LF IRV EMK R, RJE , LF #rE I E T Lake Formation &I M4EH LF #R
&

o

o BULNSZA LF REDEABREERER. RENBERN —MEIBLABESR.
flan | BATLUFF module=0rders, region=West #l division=Consumer S0 EAKEE. X
5, BT EDE module=0rders, Customers.,

- BIRTIRE , BLEF LF REDBARER. BREN LF RERMBNERR.

o BEALEESFRTF LF RERENX , AIMUXZEN LF 7L,

LF SRERBXNM TR (ERAHKE ) .

module=sales AND division=(consumer OR commercial)

BRTU LF iREREXHEEREETH RIS E T module=sales Ml division=consumer =
division=commercial WEHTBEEZER (BIEE. £*MNI ), MREFEFHEBFRER
module=sales = division=commercial W&R , BEFAEFAEBIEER —NMRFH, #H1T
FIRTZRT , —IXATF module=sales , —/XFAF division=commercial,

EEEM LF SrZERERXMNBIE— LF #5Z |, 20 module=sales,

s WRFNEEZ/MEW LF XN BENEAUSEAEPE—EFRHZEE RXRER. flw , MR
B F##%F key=module # values=orders, customers B LF ¥5& , MiZAFERFRISE T
module=orders = module=customers BI&RIR,

- BWEEEAH Grant with LF-Tag expressions ffR , F8efEMA LF-TBAC FER FXNEHIEHE
FRBHOBENR. BIEHEERN LF S olEE RN ZWENER. BF Grant with LFTag
expressions R EATLUFER U T A RE T X BRI BIEN R

- MBARERGE
« LF-TBAC 5% , BReEFEAMEBH LF irZRIER

i, RIRBFHERARITUTRT (ERHRE ).

GRANT (SELECT ON TABLES) ON TAGS module=customers, region=west,south TO userl WITH
GRANT OPTION

Lake Formation EFArEM G RIEFIHKESERAEEEM 573



Amazon Lake Formation FEARIERE
FEXFERT , userl AIBAEA LF-TBAC FiEREHAMEARFIIRM SELECT PR , ERBEME
FATEMN LF $rEXRIEX module=customers, region=west,south,

- MREEER LF-TBAC FEMTRERGELEAFZFIERHNE , NEATTEREGWNERER

XA LR FHNRNERS
« Lake Formation X# ¥k % 53t LF 5% DESCRIBE #1 ASSOCIATE fXBR , UK XFEMA LF-
TBAC 5BRKFARFNHBIEERERNNE. EXAMERT , &2 Amazon K ID.

(® Note

Lake Formation X3 A LF-TBAC A EMA LA R B HITEKSET, EFEHLI
gt , BEEFEKFRAIEEEHTHRAE 3,

EXEZEELR |, 55 Lake Formation FHEK P HIELE,

« EANKSROENEIERRARIACEMAER KSR OIZEN LF FRE#HITIRE. E— Kol
BH LF MEFREE S —MKF PR ERIRKREK.

« EAET Lake Formation #r& 15 E$24] (LF-TBAC) BT EKFHEHFEE ZRBRENNR , EEH
IEHIK PR INEIE B A REM, Amazon BXEZER | HSE £R%EMH,

« LF R8N LF FRFXENKETEEY 50 N Fo
« AP EAHIERFRFN LF SRENRABEN 50,
« LUTBRHRERE :
« AILABIEAY LF RN R AEEN 1000,
« ABLN LF FREE L ERNSZAHERN 10000
- X, BUNEEF#TS2HERNNE,
- REef LF REN —NMEDTBELBERR.
« MREZE -XBRFRAEERTFZNLF KL, WiZEAIARTRERAAE LF FRZHHIEE R R Fo

« MR LF HRERBIXITENSHFRIRINFE , BEECENRFH Lake Formation NERFERT
BIGE N RMNR2— , Bl Alter, Drop. Insert = Delete , MIFTAEFIXLENR, HK ,
N F Describe NPR, MBRFHNBRENA ALl (Super) , MXLZF Select # Describe
PR

- BENTE LF iiE—BEM. BF LF RE2BEAENINRNAES , BF LF X0 BL %K, 7
BRPHOFIESIEMFHFREZ LF i7F, BF LF FXDBEAX N BEEPNRER , B LF RES
BLAAZ PR | FEBIRETHRE RERBEZ LF IRZ

Lake Formation EFArEM G RIEFIHKESERAEEEM 574
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o — AR B S A LA 1000 4 LF-Tag RiA,
. EBSALMER 50 4 LF-Tag RARMERABTFHKIE B RRFRE,

Lake Formation EFArEM G RIEFIHKESERAEEEM 575
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%J Lake Formation [a] &t 1T & FEHERR

MR IRTEMEF Amazon Lake Formation FHEZ|[EE , TEER AT P EH,
F&

- —IREBEHEER

o XYESIK P 1 i) i) g 1T S BE R BR

o XVIE B A TR R B 17 i B PR

- WEZI\EA Amazon Lake Formation

- EMTHIRER

— AR B PR HEBR

{5 F AL B9 (5 B AT 88 Bh S8 12 W M8 & & 7 Lake Formation [B) &%,

=% : Xt <Amazon S3 fiZE> B Lake Formation fXfRT 2
HEWERERABIEERRR , EFEENZRRIEMI Amazon S3 BN HITFELENR,

MERHKEE B ZBIEFEDKIEE Amazon S3 L& , I7EHRF Lake Formation X PR CREATE_TABLE
ALTER B} |, #8IE AR FIHZALE R DATA_LOCATION_ACCESS fX[EB, MR Em@mIIPMK P HALRITF
XENR |, S4BT ET TR,

MK R FXLENRE , ZKFPHBREHEBERMAARZKFFNES (AFRRAR ) RFXLE
MR, EEFMEMK 3RS HDATA_LOCATION ACCESSHBRAET , M4 EM A EAmazon IKFHE
XID(KFID), HEEKFR2IMTZNENK,.

BXEZEER | BFSREMBIERRZEEME T BIEMENE,
1% “Glue APl WINZZHANRT 27

B AL B[ Lake Formation & F N ¥ #E B K8 Amazon KMS MZZAMNER , B5%F Amazon
Identity and Access Management (IAM) #XBR.

F Amazon Athena = {E A58 A Amazon Redshift Eifj kK T

Lake Formation X #FERE LM EIA,

— AR R HEBR 576
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Hix : “Lake Formation X[EF 2 : EEXE B FZ L BIEBHRZX”
AFRAGKIMRBEREERR.,
R Bk 7o 3K Y B HE 8 1 5 R 4R

BRI EIRMBRFIE TR BRI HEER ( EMBREN A HEEHEERN IAM A6 ) , R 20
BRI EIEHEEE R |, Lake Formation &5| & T E A 4E1%,

X 5 K = i (8] [R] @t 1T PR B BR

52 A LA B 45 B P A5 Bh 4212 i FME S B K 7= 17 18] 2]

£

o RIFFTEMKFS Lake Formation £ R , EEKEET I RR.

s BREKPPNEAAUAFEIREERRR , BREHREMEBE

¢ ¥ Amazon RAM BRAZBENHINE R . ‘BT RALFRREBER , XKEKAK
o HIR CTRETFX RN R

o iR BT Amazon AEAE S RN RBIEL”

o IR “ARBEEIELR <organization-1D>”

+ £8iR : “Lake Formation &R R : JEEAE”

« ConcurrentModificationException < [a FAZBIK 7 & B #E A /U8 B K
« £/ Amazon EMR 15 W& BB IK 7~ H =M EdEeT 48

EKIZF 7TEIKF Lake Formation fXFR , BEKEEBERZIZRE.

s BREKFHFHOAFREANBEHEER ? RERENEEA ST EERENEIRE,

- BRBEFRAGERBRAEZEFEHANHKFALZ 2 MRI , MRS K OBIEHEE R 408
% Amazon Resource Access Manager (Amazon RAM) F &R R ERE,
BXEZEER |, 55 the section called “3#¥ Amazon RAM BREZ&E",

- BREEPEAKFER (HIER ) RIRKE Amazon Glue ? IR E , MMREEA B RIFTS
&, MAMEREHPIERN Amazon RAM KREHZ RN IFHRE B,

BEXEZEER |, IS the section called ‘B E A & EEBK R Amazon Glue # Lake
Formation”,

£51R : “Lake Formation I\ RF 2 : FEHL B F LAIERE” 577
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- BRERERTEKF HRREFERN Amazon Identity and Access Management (IAM) R ?

EXEZEER |, {52 ¥ the section called “FREH",

- WEXNEBFNRNEBEAEBESM IAMALlowedPrincipals A% FHI1E{T Lake Formation X
PR o

« KPRREPFREEEXTREFEN deny 9 ?

BEWEKS AN EFAUEIREERRR , BFLET B ER B

KRR A K R EIEASME R LER Amazon Identity and Access Management (IAM) X PR, Bxi#
WMER , BSRIFRXAZRNEMIBIE,

32 Amazon RAM BRREHEZEZEMNHIE R ‘BT RAAIARRESEN , K
Bk ok

EOEAKSRTFRARNTENERE , SBEEKFSHESITRAZTEEN , BEFRK.

$ aws ram get-resource-share-associations --association-type PRINCIPAL --resource-
share-arns arn:aws:ram:aws-region:&444bL44444444  Tesource-share/eldlf4ba-XXXX=XXXX-XXXX -
XXXXXXxx5d8d
{
"resourceShareAssociations": [
{
"resourceShareArn": "arn:aws:ram:aws-region:44b4b4bbbLbLL444  Tesource-Sshare/
eldlfiba-xxXX-XXXX-XXXX-XXXXXXxxx5d8d

n
’

"resourceShareName": "LakeFormation-MMCC@OXQBH3Y",

"associatedEntity": "58158@3XXXXX",

"associationType": "PRINCIPAL",

"status": "FAILED",

"statusMessage": "Association failed because the caller was not
authorized.",

"creationTime": "2021-07-12T02:20:10.267000+00:00",

"lastUpdatedTime": "2021-07-12T02:20:51.830000+00:00",

"external": true
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ZATLAH ISR | RE N glue:PutResourcePolicyH AR Amazon Glue ZIEUIK

FESIHFRAZTREN., ERRALAE , FATEFEBTFERKFEANKRASERMIT
glue:PutResourcePolicy &1,

Hix TR TN A RR

HERTFHNE MK HAANEEEFEIRNEKSNR, Y5ENKSHAZRIRFESRN , FRHHREH
EER , BREOKSFHAFRTFNBIEEFESRONR,

Bix ‘B3R Amazon HLRE SR H RN R IEL”

BH K 2 Or Amazon ganizations Ik , HEBSERRALDER (HIUKFPIALR LN ) A
FHNER,

BXEZEER , 535 Required permissions for cross-account grants,

ik “RIFEBIA LA <organization-ID>"

SHEHAHRETRR , BERFHE Organizations BWHE, BA S Organizations & RHE,
BXEZEER , HZH (Amazon RAM AAFEmM) F# “E A5 Org Amazon anizations £Z",
#i% : “Lake Formation SRR Z : IEEAE”

BARFAZTHIIREE AR , FfM IAMAllowedPrincipals A% F 7 iZ'&IRA Lake Formation X
R, EXERER2H , AP X49U84% IAMAllowedPrincipals KFTAE Lake Formation X BR,

ConcurrentModificationException 3 F [6) S ZBK F & H 9 #tH /38EH B K

% A P [ R B 2N R and/or revoke permission requests for a principal on LF-Tag policies, then
Lake Formation throws ConcurrentModificationException. Users need to catch the exception and
retry the failed the grant/revokeig KAt, £AGrantPermissions/RevokePermissionsAPI
BN ERA | HEBEYRE P BatchGrantPermissions H A R F/SE BERBERE—EEE

_ BatchRevokePermissions £ fi# bt 7] &,

5 Amazon EMR 15 BB 0K - R Z a9 EdEeT H 55

£ Amazon EMR M\ E Atk 7GR 5B ZHEER , B Spark EL=1H1FH
Glue:GetUserDefinedFunctions APl 4., T Amazon RAM FEENRAARA 1 §1 2 TXiF1t
BE, At WBILUTHEIRHER

iR TR TR RINR 579


https://docs.amazonaws.cn/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_BatchGrantPermissions.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_BatchRevokePermissions.html
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"ERROR: User: arn:aws:sts::012345678901:assumed-role/my-
spark-role/i-06ab8c2b59299508a is not authorized to perform:
glue:GetUserDefinedFunctions on resource: arn:exampleCatalogResource

because no resource-based policy allows the glue:GetUserDefinedFunctions
action"

EfRLLER , 0 BERRERENRIEHEE R LA EHMNEFRLEZHN Amazon RAM EENR.,
ENPRAVARZAS 3 Amazon RAM A iF E#&#4T glue:GetUserDefinedFunctions #1E,

MRIEQEFRFERE | Lake Formation 2 ERIAN A RFMRAK Amazon RAM EENR , BEEHR
TEAREE, ENINERREZESABEKFBIEHRINE , BFEEN Amazon RAM T ENXRE#H 1R
K 3,

BOLEREEIRESERLZNEIRMN Amazon RAM R Amazon RAM, kR4S 3 FEE LT
PR :

Databases
AWSRAMPermissionGlueDatabaseReadWriteForCatalog
AWSRAMPermissionGlueDatabaseReadWrite

Tables
AWSRAMPermissionGlueTableReadWriteForCatalog
AWSRAMPermissionGlueTableReadWriteForDatabase

AllTables
AWSRAMPermissionGlueAllTablesReadWriteForCatalog
AWSRAMPermissionGlueAllTablesReadWriteForDatabase

EHFNERRELEN Amazon RAM B R R4S

B (BIEHEER ) AT URERAmMazon RAM A F 8RR #1583 Amazon RAM 3£ & 1 FR & 5 Z ¥ iR
A A NUBERFERBENAENENRAENR FXLENR, MREHENER , W Amazon RAM £
Ml BR 5% Amazon RAM BRERRBRHNBRAEZ, EFRFNRE , Amazon RAM £ Bl H R IR
HE | HH EHEFRAH Amazon RAM EE N,

Xy B5 B A TR R R 1T P B BR
BRI IE B TR AL MRS ERA TERTE,

£}
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https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-update-permissions.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-update-permissions.html
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- BNEEXM , B3 “AF : <user-ARN>ZFT : iam : PassRole £ &R L : <role-ARN>"

s BN ITHERBELRNK , HI “AF : <user-ARN>TCAIAAT : iam : PassRole FE &R L : <role-ARN>”

s ENIHERPHENERFAK , AE R FRTFESNIFRETLTXFREERHRER

s BN ITEREHDWRELMK , R “IBH CreateTable 4T HII4E 1R (AccessDeniedException)...”

BRNEBEERELEM , 7 “BAPF : <user-ARN>L/A T : iam : PassRole &R
I : <role-ARN>"

AFRZ2HAMRER , BEZAFYEREBHNNRREEFEAE,
EHAFH IAM REELUEREBEAZAR  REERAFIEREGFTE passrole RN EMB AR,

EXEZEELR , i55 7 the section called “Lake Formation &€& F1 IAM fXfE&Z&",

RN ITERELAMK , HI “APF : <user-ARN>FLR T : iam : PassRole £
BB L : <role-ARN>”

BATEREENACRSEATACBITRENNEKERE,
BXEZEER , 55 Hthe section called “ ( ik ) N THEFRCIE IAM A,

BN ITERPHECMERFEAM , FERBFEFFERFRELRIGFRIERE
PR

— NN ERREENACSEEBNNEEENRKEEFRCER, NZAGKRTINHIERE
CREATE_TABLE IR,

BN ITEREPNICRELMK , 7 “AH CreateTable BER HINEH IR

(AccessDemedExcephon)...

— M ARNERRTFERAGX BRFRUESBERBEVLENR, BZABKRTHREMENR.

EXEZEER |, {52 the section called “DATA_LOCATION_ACCESS”,

B E HE & Amazon Lake Formation

BHEIXLLED @B Amazon Lake Formation,

BKOERELAK , ER “AF : <user-ARN>ZFLHIT : iam : PassRole &R L : <role-ARN>” 581
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£

o X 2R T ERIE i 15 1Y PR

- EanAHERTIET H IR &R

- HiBR CSV kA 5l H IR A1

« BAELNHBETHRMKRD KX

o FETYETRAIEEHRIE O 2 B0 AE B it H IR A1 R

o MRS EFTOIZ A AT I E)

« BB % API BEF S E#H IsRegisteredWithLakeFormation S 3B
« Lake Formation $#4EF X #5F Amazon Glue Z#9EM &

X 3% 7T B A U7 12k Y PR 1

Amazon Lake Formation ZIXBR o] A TR &EIXI RP4FEFINFRNER, HAFFEAEHEIAE S
APl ( B glue:GetTable ) ®EBXRHVTHIER , KA KPP RN S EMNENIF R FE,
BB T #RIX 0 T BB L A A < PR &,

RE Lake Formation RERRFZEM T BEXFINEHTHE , ERFRFEEERM T Z2MERE
RARSHIRE. ZFTIRFFIZA Lake Formation B F i ( 23#E Amazon Athena, Amazon Redshift
Spectrum 1 Amazon EMR ) #R3&[6 Lake Formation SEMEI IR R G E 53R, B PN T 2 EEUBA1R
RIiFRIBYEMIEIE. B8l , Amazon Glue ETL X355k,

(@ Note

EMR £&#H kT2 H AmazonEE, At , EMR EERAEREZERTER , LEHAKRER
BT F .

RENARFIEXTESGHMTHIE (2ENBMNER ) EARBMFMEE Parameters RS
., XEEMNARLIEIORE |, HEATANEMSESR SELECT XBRHEMRAFHFIRE,

filgn , Avro FFREMH JSON R K SerDeFREB NWREMPavro.schema. literal , Z&E
HAHAEERGRZRNAFER. BUBSERBEHEREHBRRBESR  HEXEAFTUTHE Avro
BARNTERY, WREKE T RO THE

Amazon Lake Formation 21 R AAEX RPN EFIEEBESELECTIR , MM BRI
Biglue:GetTable=sELliERspark.sql.sources.schemalbt FFAkMFTERB M. XBEAT LS LE

X R T B AR T I A9 PR A 582


https://docs.amazonaws.cn/athena/latest/ug/supported-serdes.html
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AP iERIAXFER Apache Spark SIEZ2HRIEMTHIE, £ Amazon EMR LZ1T8t , Apache Spark
BARFMATEEIX LR  BEUEFANARERY , HETIHXS K NENTIE, MRAFE
WiFRIZRFFAES] , N Lake Formation iR B RIS RUKFIE RE o

B o & PERR D At o I ) R
WREABIGARKRT] , RAREDE RS, WG FERFRESHZI | HI SELECT *,
MiBR CSV AP EY Fl A i 3N (A]

MRIEMER CSV RARBRBIER FR , RAEMREHMERS , NERAIELREEFIREE , FETEE
To BB T HIR AR

BRI | WO,
BRERHEBETRNEZS X

Lake Formation IR A D XN TRVNEFERPRENLAHABET, SEERRNEFFD
XAME B R, X&TETH, BR , IRFHAIMIKX , FARXREGFXFTERXRPRENVET ,
W FESE 5 R B8 o

FE T4 57 O 191 1R R e T

£/ Lake Formation #E#l 5 NERGIZ T/ERA , BULSIEBERBERE (MR ZBEETFE) -
BT R ERT , BRMAFSREXNFICIZEIEER CREATE_TABLE R, B2 , TEREKNIEHN
EFEZtiBRNeRxEBIERNAR, ATZASTEGNHIEERN CREATE_TABLE IR , Hit
R ES XM,

BRTTE  MREETERREHRBI RS A CIBEERE , NESTIERZE , 4005 TERX
Ry A &R T X NN 62 R #3EFER CREATE_TABLE R,

il BR PR f2 E ¥ 622 A P A 2 [B) @3

LTRSS lakeformation:ListPermissions IREI4EiRAY Lake Formation X R :

1. 022 H F~ H#2F Lake Formation 1R,
2. BIBRAF.
3. EFCIZEEAHRBHIWAF

A BERR B A B R 7R 583
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ListPermissions REIHAN%E , —MNATFIHAFR , —1MNATHFAF, IRZZHBERFIEAR,
FIIPR |, M RESEOEFT AP HRR,

¥HE B & APl RYET X E#T IsRegisteredWithLakeFormation S
(=l

FE—NSHRF , EN¥IER X API 24E ( 10 GetTables M SearchTables ) T&EH
IsRegisteredwWithLakeFormation Z¥M{E , HIREIFRIAE false. BIUER GetTable API &
& IsRegisteredWithLakeFormation S IEBE,

Lake Formation #&4EF X #F Amazon Glue B3R

Lake Formation BER XS ESchemaReference®ZE#5EM Amazon GlueR R {FEHAK
., StorageDescriptor

E%ﬁ? jﬁixane;\ 0N

Amazon Lake Formation EfFA T API BREEN R ERBREEH N —MEntityNotFoundfBiREE |
R ZEMEH B .

* RevokePermissions
* GrantPermissions

» GetResourcelLFTags
+ GetTable
GetDatabase

BIEB F AP BET L E# IsRegisteredWithLakeFormation S HI{E 584


https://docs.amazonaws.cn/glue/latest/dg/schema-registry.html
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Amazon Lake Formation API

(® Note
% Amazon Lake Formation BRSSHIE#Thix AP SZT E#EH,

B

« PR APIs
. BEERR

o IEMIRE APIs
o BiEsEa

« IAM B O0ERK APls
. HiEEm

« EBHIFE APIs

fﬁ'll
Dﬂ]#

i
il

. BERE
« BENEE APIs
. BERE
. EEsER

 ErrorDetail &

i
T
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https://docs.amazonaws.cn/lake-formation/latest/APIReference/Welcome.html
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FRARER

« FHHER

PR APIs

“BBR API"J1 48 T #£ Amazon Lake Formation & F MBUEN RATE R IREMBIERE ., BXAE AP

BEMBIEZER | 153 % Lake Formation Amazon Lake Formation API &35/,
=1

GrantPermissions

RevokePermissions

BatchGrantPermissions

BatchRevokePermissions

GetEffectivePermissionsForPath

ListPermissions

GetDatalakePrincipal

HR B

RIR

DatabaseResource

TableResource

TableWithColumnsResource

DataCellsFilterResourcee

DatalLocationResource

Datal akePrincipal

PrincipalPermissions

PrincipalResourcePermissions

DetailsMap
ColumnWildcard

BatchPermissionsRequestEntry

BatchPermissionsFailureEntry

R
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https://docs.amazonaws.cn/lake-formation/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GrantPermissions.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_RevokePermissions.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_BatchGrantPermissions.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_BatchRevokePermissions.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetEffectivePermissionsForPath.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_ListPermissions.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetDataLakePrincipal.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_Resource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DatabaseResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_TableResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_TableWithColumnsResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DataCellsFilterResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DataLocationResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DataLakePrincipal.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_PrincipalPermissions.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_PrincipalResourcePermissions.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DetailsMap.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_ColumnWildcard.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_BatchPermissionsRequestEntry.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_BatchPermissionsFailureEntry.html
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AT IERATEBRIENEE RANBIENRE AP BEMBIERE,

T}

=
+ GetDatalLakeSettings
+ PutDatalLakeSettings

HfERE

+ DatalakeSettings

IAM & 43 /O APls

AEDBER T LIEMERE Lake Formation 5 IAM Identity Center $£ 5 R 4E,

T}

jé

» CreateLakeFormationldentityCenterConfiguration

» DeleteLakeFormationldentityCenterConfiguration

» DescribelLakeFormationldentityCenterConfiguration

+ UpdateLakeFormationldentityCenterConfiguration

iR

» ExternalFilteringConfiguration

BEIHRER APls

“SEESHRER APIP—T 42 T /£ Amazon Lake Formation¥i%& B2 &5 R E X E W IR EMEIESE
R, XA APl 2EMBIERSE | 53% Lake Formation Amazon Lake Formation APl S35/,

T

jg

* CreateLakeFormationOptin

BREMRE 587


https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetDataLakeSettings.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_PutDataLakeSettings.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DataLakeSettings.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_CreateLakeFormationIdentityCenterConfiguration.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DeleteLakeFormationIdentityCenterConfiguration.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DescribeLakeFormationIdentityCenterConfiguration.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_UpdateLakeFormationIdentityCenterConfiguration.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_ExternalFilteringConfiguration.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_CreateLakeFormationOptIn.html
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* DeletelLakeFormationOptin

» ListLakeFormationOptlns

HERE

< BIR

» DatabaseResource

* TableResource

- BIRES

» LakeFormationOptlnsinfo

+ DatalocationResource

FIUEBHESE APIs

EIEEFER API o #R T 5 H1%Z Amazon Lake Formation BRE k B & AN EM A S B IIE

AR R EMBIERE,

Il

jg

* RegisterResource

» DeregisterResource

» ListResources
* GetUnfilteredTableMetadata
* GetUnfilteredPartitionsMetadata

* GetTemporaryGluePartitionCredentials

» GetTemporaryGlueTableCredentials

* UpdateResource

HERE

* FilterCondition

* RowFilter

— BiERE —
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https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DeleteLakeFormationOptIn.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_ListLakeFormationOptIns.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_Resource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DatabaseResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_TableResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_ResourceInfo.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_LakeFormationOptInsInfo.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DataLocationResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_RegisterResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DeregisterResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_ListResources.html
https://docs.amazonaws.cn/glue/latest/webapi/API_GetUnfilteredTableMetadata.html
https://docs.amazonaws.cn/glue/latest/webapi/API_GetUnfilteredPartitionsMetadata.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetTemporaryGluePartitionCredentials.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetTemporaryGlueTableCredentials.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_UpdateResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_FilterCondition.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_RowFilter.html
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* Resourcelnfo

¥rid APls

“PRiE APIP—TI TR T SRPCRHARXNVRENRERE | ZRBHYBEERRENIREE LT RRE

A,

Il

=
s REWLFTagFRirz=x
« FIHLFTagRER
« MIBRLFTagFRiE=R
« EFLFTagHRiER
o BIELFTagRER
* AddLFTagsToResource

* RemovelFTagsFromResource

* GetResourcelLFTags

« 5J5kLFTags
« BZLFTag
 3REX LFTag
« EHLFTag

 MIBRLFTag
» SearchTablesByLFTags

» SearchDatabasesByLFTags

HR B

* LFTagKeyResource

LFTagPolicyResource

TaggedTable
TaggedDatabase

LFTag

Frig
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https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_ResourceInfo.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetLFTagExpression.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_ListLFTagExpressions.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DeleteLFTagExpression.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_UpdateLFTagExpression.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_CreateLFTagExpression.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_AddLFTagsToResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_RemoveLFTagsFromResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetResourceLFTags.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_ListLFTags.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_CreateLFTag.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_GetLFTag.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_UpdateLFTag.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_DeleteLFTag.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_SearchTablesByLFTags.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_SearchDatabasesByLFTags.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_LFTagKeyResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_LFTagKeyResource.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_TaggedTable.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_TaggedDatabase.html
https://docs.amazonaws.cn/lake-formation/latest/APIReference/API_LFTag.html
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* LFTag LS|
. LFTag)'E:EI: =
* 3ILFTag

BB APls

WIRTEIESS APIs iR T a7 A B B BUHE 2 ST 7F % 28 Amazon Lake Formation,

T
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* CreateDataCellsFilter
DeleteDataCellsFilter
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