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"Version":"2012-10-17",
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{

"Effect": "Allow",

"Action": [
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ea85beeddall-14"

]
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{

"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
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"Resourxce": [

"arn:aws:kafka:us-east-1:123456789012:topic/MSKTutorialCluster/*"

]

}I
{
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HEEZAN (BF) T, 2RI FZANIHERBAX, AREFFEZAXNEAEESISIH , N
ALLUARIERABAXNWIER THE ( T#HE) .

EOEFBAX , FHITUTERE

a. ERIEFNEHAX,

b. XF Key pair name ( BEX & ) , A MSKKeyPair,
c. NTFEAXNKBMAMAXHEN , RERIANIER,

d. %&$® Create key pair (BIEZ4XY),

LA, BEAER DA BHHEXT .
B TR REHRITESRFAEEHD , REMITUTRE

T IAM EHIBEXH |, ERFLEEFHITENAAN IAM A,
MERE 1AM AE |, FITUTRE,

i EFRGIERAY IAM BB X4,
i. WITLTE2: 62 IAM BEFREERNTER,
iz g =py I8
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9. ERERXN. RE, BXL2E T , EREFNRFIXRENZEE, EHHARFEREENID,
R EER,.

10. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

1. ESMBERD , ERERLA, KE ID REFE the section called “BIEER PR E4H,

12. EAWEANNET < £ | EBREAEAN,

13. &AM,

14, EFANG | ERRXBIPHAERE. ERINEF-NFERD , ERFFRITEINZS4H, X
—EERHEFPWITENXNGIEREFEEHRE,

15. EFEREAN, U , EHENZATUESREEZFHKITENZLANRE.

T—%
S 4 : £ Amazon MSK & F a2 E B
FHI 4 : £ Amazon MSK &8 a2

EFFBER Amazon MSK Ik SR |, BEERFiniTE Yl LZ % Apache Kafka BEFwmEMNTE |
REBEEHE,

/A Warning

RHREPEMM Apache Kafka MRA SN R Gl. BUEER S MSK 2 IRAERE R & P imhi
R, BEFIWRARIBATRESRDFELEENRBEIRIEER,

ES]
« FE MSK & R4
- EELRTEN LGB ES

#E MSK & R4

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK ###l&
2. ESMEL  EREEEDPOIE MSK £/ X,

3. & MSK £3E,

4. EEEER LFTA Apache Kafka FYRR AR,
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5. FARHEFH Amazon MSK A5 LFI BN EL R 3 FIRENRZ,

EEFRIUTEILEER
1. EBRBESRITEL

a. ITF Amazon EC2 ##|& , Mt Jhttps://console.aws.amazon.com/ec2/s

b. HESMERKSP , &R Instances (Kfl). REEPEE TR 3 SIBEFFRITEN hEIBHNE
Fimit EHBMRZ LN EEE,

%% Actions (181E) , R/ Connect (1), RBEHAEPIIRE , EEIENEF KT
&,

2. &% Java Hi%E Kafka lRASIRET E,

o

a. BEETUATHSEEFRITEN L% Java,

X

sudo yum -y install java-11

b. I MSK &8/ Kafka IR A F#EIIETE KAFKA_VERSION & |, I TR SR, BN
EXEHETEREE,

export KAFKA_VERSION={KAFKA VERSION}

Bl , MRBIEEFERARA 3.6.0, MEALTHS

export KAFKA_VERSION=3.6.0

3. T EHIEE Apache Kafka,

a. BT TS TE Apache Kafka.

wget https://archive.apache.org/dist/kaftka/$KAFKA_VERSION/kafka_2.13-
$KAFKA_VERSION.tgz

(® Note
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- MBI EEABHIEEERRBRUER , A= AEH Apache HRIEESR , BT
Aap 'I'JFﬁ-Z]_\o

wget https://www.apache.org/dyn/closer.cgi?path=/kafka/$KAFKA_VERSION/
kafka_2.13-$KAFKA_VERSION. tgz

E1ZM Apache Kafka ™5 T 548 B AY MR AR o

b. EL—FHR TAR XHTHIEWEFZRHETUATHT.

tar -xzf kafka_2.13-$KAFKA_VERSION.tgz

c. FHAZERNZERBREFEMHEIRELE KAFKA_ROOT H,

export KAFKA_ROOT:$(pwd)/kafka_z.13-$KAFKA_VERSION
4. A MSK £FREFMHRIL,

a. ERBEFRAH Amazon MSK IAM B/~ inE, WEXFEFHITEIER IAM S HRIEXR
1hE] MSK £,

b. FAUTHS , SMZE $KAFKA_RO0T/1libs B , A THE L —F KR IMWAE< Amazon
MSK IAM JAR, S A{LATEST VERSION}HE A ELE T A SSFRIRAS S HE 1T iR,

cd $KAFKA_ROOT/1libs

wget https://github.com/aws/aws-msk-iam-auth/releases/latest/download/aws-msk-
iam-auth-{LATEST VERSION}-all.jar

® Note

EETEMNE MSK £ B Kafka tn 5281 , ATREEE N Amazon MSK IAM JAR
NXHRME Java KEEHR, ZTHIFFRIRE CLASSPATH (R EEZ E,

export CLASSPATH=$KAFKA_ROOT/libs/aws-msk-iam-auth-{LATEST VERSION}-
all.jar

X REBENSIEIRE CLASSPATH , N JAR AJ#54EFTA Kafka v = Ao
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c. %% $KAFKA_ROOT/config BHFZIBIRE F imll & S0,

cd $KAFKA_ROOT/config

d. SHNUTEMREHFEMEEEF 4P, FiEXHRFHN client. properties,

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandle

5. (At ) A% Kaftka TEHK Java H#E K/,

MRBIEMAEFEHEREE , KEELEAENETITRSX , N AFAE Java KD, Ak, Ex
1Z1T Kafka fn S ZBIi& & KAFKA_HEAP_OPTS MMEZTE,

LU R0 B RS RN RN 36 3 R/NEIRA 512 KF T, RFEAERMATANRSHRARX
M8,

export KAFKA_HEAP_OPTS="-Xmx512M -Xms512M"
6. REEREEES.

a. TE https://console.amazonaws.cn/msk/ ¥TFF Amazon MSK £ &

b. FHRHREBMIWRBENED, XARFER/LOHAEE, ERESRENEDRE , EEEFET.
XeFEsISEESEHRBENTE.

c. EREFEFRER.
d. EHAARKINVEZEFRS,

BRABIMBREB=ANEA, FEP—NMNEEFZHFEFMENEZE BOOTSTRAP_SERVER
B M T& SR, <bootstrap-server-string>EifhiEiEF/HEHEERES

export BOOTSTRAP_SERVER=<bootstrap-server-string>
7. BITAT@HRHUEIEEE,

$KAFKA_ROOT/bin/kafka-topics.sh --create --bootstrap-server $BOOTSTRAP_SERVER
--command-config $KAFKA_ROOT/config/client.properties --replication-factor 3 --
partitions 1 --topic MSKTutorialTopic
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MR client.properties X#HHI NoSuchFileException , EHRIZXHEHE T Kafka bin
RPN Y ITEE %,

(® Note

MRFAERNBENSFIREINETE CLASSPATH , B AT LAEE R Kafka ap5 BI A0
CLASSPATH ZE#ERNEIR. XM HENHEBERNATHED D

CLASSPATH=$KAFKA_ROOT/1ibs/aws-msk-iam-auth-{LATEST VERSION}-all.jar \
$KAFKA_ROOT/bin/kafka-topics.sh --create \

--bootstrap-server $BOOTSTRAP_SERVER \

--command-config $KAFKA_ROOT/config/client.properties \
--replication-factor 3 \

--partitions 1 \

--topic MSKTutorialTopic

8. (W% )RIRKERMBEEE
a. MREGEERIY , BRZEEUTHEE : Created topic MSKTutorialTopic.

b. FIHAIEEBEUBIAGHEBREE,

$KAFKA_ROOT/bin/kafka-topics.sh --list --bootstrap-server $BOOTSTRAP_SERVER --
command-config $KAFKA_ROOT/config/client.properties

MBHESAMBBEREE IR , BSEAHEE Amazon MSK EE MW R TREURERZE R,
9. (TiE)MBREAHEFFEHNIETE,

MRBEFHEPNEELSRIRENELE , FRhIX—F, SE , B U REXELE |
W BIFT R

unset KAFKA_VERSION KAFKA_ROOT BOOTSTRAP_SERVER CLASSPATH KAFKA_HEAP_OPTS

T—%

HIR 5 ERMEHBSE
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HBR 5 ERHERAIE

EF R Amazon MSK BYtbE B | A B HN 45 F B

& RHE R B
1. BITUAT oSG ESE LR,

$KAFKA_ROOT/bin/kafka-console-producer.sh --broker-list $BOOTSTRAP_SERVER --
producer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic

2. WAFTENTEER , ABIKE Entere EERTHIERBRRE =R, XA A—1THIZ Enter &7,
ZATSEREMAE B XX R EH Apache Kafka &,

3. MEEFHRITENNERZEREIARS , AREFEORHAEZITENNE -NEMERE, X2
HNAE , ATLLEBXIZE KAFKA_ROOT 1 BOOTSTRAP_SERVER ELE, Axi{TigEiXLL
HETENEE , BSREES HITEN LQEEH,

4. FEAFPFHRUTENNE-MERFRS  BITU T T BES AR,

$KAFKA_ROOT/bin/kafka-console-consumer.sh --bootstrap-server $BOOTSTRAP_SERVER --
consumer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic --
from-beginning

IERIZIT 1R B 2 BIGE R & £ AR 6h & B i A BYE B
5. EERSREOFRMAESHE , ANEEREREFEAREQDF,

k\_'_—r

'F_

£ 6% FHITE® CloudWatch 2& I B MSK IEHr

$£6%: FHTL?® CloudWatch EF L # MSK 5+

EHREATDH MSK' WX —FH |, BEEFLSHHHIL S MSK 1§45, CloudWatch

EEPEZF Amazon MSK #E#r CloudWatch

1. 3TFF CloudWatch #&l& , Bt H https://console.aws.amazon.com/cloudwatch/o
2. ESMERKRT , EFER.
3. “EFTAIEMMEIF , ABIEE AWS/Kafka,
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4, EBEFEREBRHIMIEFR , 1E%$#F Broker ID, Cluster Name ((RIE ID , EBE). N TEBRKIHN
FEFR , %R Cluster Name (EE B 1)

5. (Hit) EEREET K ARSUTHRENNREER  RAEEAXLEIRESRE CloudWatch Bk,

T—%
BB 7 BIBR A E N Amazon &R
ST MR AR ENAMmazon &R

HEITIEER Amazon MSK M&RE—HH , BHRMIBRAN A HEZECEZMN MSK £RANE wmit &,

EMBREIR , iE6EH Amazon Web Services BEIZ4 &

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &,
IEREBRN BN, Bl , MSKTutorial &£ 8,

%32 Actions (81E) , RIF1%E$F Delete (il BR).

$TF Amazon EC2 ##|#& , Wit A https://console.aws.amazon.com/ec2/o
ERERNEF iR ENLIZEN LS| , 6120 MSKTutorialClient,
ERESNPPRA |, REEFL LA,

o o K~ 0w N

BB IAM KB &

1. fEH https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,
ESMERP  EEAG,

EERED , MALATHELEN IAM SEHNER.

EREAE . AREENERASHEIINER.

ESMERP | EERE,

ERERED , MALATHECEN KB ER,

ERERE  ITHBERNE, ERMOBERE L | EEM0ERERE.
M BR

© N o g M~ w0 b
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Amazon MSK By T{EJRIE

Amazon MSK B —IE £ EM Apache Kafka fRS , At BB MHEHASITNAER , £/A Apache
Kafka LB REIRE, AIEMIEE T HEIF XAR T # Amazon MSK N TERE | URINAEN AR
A% EA Amazon MSK BE &,

BAKME , Amazon MSK 2 7 — 1N T £ B/ Apache Kafka 58 | iZ5EEH Amazon HITHE B
M, IERBEETLEBOEE EC2 =6, BEMNKIEE, BE Katka RERNTHELEF TS,
MR, SaUEEEDREMENARE L |, it Amazon MSK RACEEMIZHE, Amazon MSK £ 8

NEESLENITE., FHEAMNEZERR , HEHET H. STHAENMAREBEINEE , AR Kafka

EBRTMSHSEATH, &NEMEET Amazon MSK Ry<@A4 | LR MAER MSK A 7R HKIE N
AEF.

EEIE LR

Amazon MSK &8 2B U EKF R elZH EZE Amazon MSK iR, AT R EBNEUOARTE
LB Amazon MSK ##4E, BXAILAE MSK 8 ELHITHAIERENIIR , BSRUTHRE :

o XEEXIFHA : Amazon Web Services BIER &4

* Amazon MSK API Reference

* Amazon MSK CLI Command Reference

£

- BIEME MSK £8

« %I Amazon MSK &

o HEEEFIFME Amazon MSK 5§58

* 3REX Amazon MSK & 5| SR

« WEFE Amazon MSK £#

« E# Amazon MSK £EHNR£RE

« ¥ B Amazon MSK £EEHHREHE
« M Amazon MSK B BBRNAE

« 7 Amazon MSK EH TR ERENEF#ELE
« E# Amazon MSK EHAE X/
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Amazon Managed Streaming for Apache Kafka FF & ARIEE
f£ Amazon LinkedIin MSK Ef#H Apache Kafka B2 R4

F# Amazon MSK £# R ELE

E /5 Amazon MSK &R E

71 Amazon MSK &R IR E

£ Kafka TEREKIEBE Amazon MSK £

i BR 7 E Amazon MSK £

B2 E MSK &

/A Important
PIRERCRETREXME MSK £&88 VPC,

ERIETRE MSK S8 2 81 , WA HE — Amazon Virtual Private Cloud ( VPC ) , #7£i% VPC A
REFM,

NFXEAEZ (JMFEEL ) KB ERE  BREEERNTRITARPEARN N, FRHE
Amazon MSK WERXigA , BUUEERB =N, ZNFRAANTFFRRATARH, X Fik
ERE  EFEE=ATEANTARFFEA=ZNFM, ERIEME MSK £88F , Amazon MSK £ &5
ENFNZEFEE D EAET S

FB

o fEFBIZE MSK FE & I E B Amazon Web Services EIBIREH A

o FERAMETMAERN Amazon MSK £ Amazon CLI

« EHBEN Amazon MSK Bl & 83— MSK FiEl ERVEEF Amazon CLI

« {£/A Amazon MSK API| 8|22 & MSK &£&

FEABIZE MSK Tl E/EEE Amazon Web Services EIEiE4| &

LEBRHTENE T EH Amazon Web Services EERE AP B E N QEIEIM 0 ZETE MSK £
BNENLES., FAPREANHMETIAmazon Web Services B &|S , BEAUAEUTHE :

- ERSHRER
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< ERRZECIZETATNE MSK £5F

REBPHEF
- R DRERRENEES
SFR2 REFRNEFHRE
- PR3 MEMERE
- FR4 - BERERE
SRR 5 : BB S EIET
- P66 FREREE

SR RS RENEE

1. ¥ https://console.amazonaws.cn/msk/ T FF Amazon MSK &l &,
R OIEERH,

NTFERCESE  BEFAENOE,

WNFEHEN , EE—ME—BETEE 64 NFRHNER,
NTFERRE  EEREWME.

XF Apache Kafka frA , EFEENRIE LIEITHMRE, EEFS Apache Kafka lRAZ Y
Amazon MSK ZIEEMI LR , BIEBREFRAFZRE %,

7. FEREHIHMITUTRE

o o kw0 N

a. XNFARERH  HEFELUTEIZ—:
o PRERE  SHRE. T ENRE  EAXZ2RENELGEMH, XTERTZNSTHLERN
BRERF , HiEFIRIEER,

- PRERE  FEM Kaftka E , Tx22HEE, XTHELEEREPHER TR ,
FEF AR,

ERAXERBEBNEZES | FSFEAmazon MSK {RIEER,
b. NTFREX/D , BEEHENITE, AENE#ESER , #ERATEHEO KD,
c. NTFXHE 6 EBRREDHH Amazon ATHX BE,

NESTHYE  REREFZE=ATHK,

et =0 20
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d XNFEMXHRE , EEELFE Amazon MSK EENTAX A EZNKRERE, S/NTAK
NWERNMEBERENTAK , BIMNERNR/DREHRRNI01N , ZooKeeperE TERHNR K
ENKRaftB N EEF 60 MUE,

SR2 BEFRNETFRE

HEERNMEANAEREEERFEFH#ER , HEEFHER. XADTRETFEARERE LBIEFH#
B3R, A ZEERHER T ZEHAESTAANEHEERE. XERESEREEE. MAEZR
BM 7R 7RIS RE.

1. MREFRNREREHNRE  BEFETIOMITUTRE

a. XWTEM 6 EREFEESHAINNEEHE, CIERRRE ST IR EHEBE.

b. (i) BELEBENREBRD (ZHXD) | BETUEEEMNMEBENTMBERELE, Z
‘M FRENMIEN Amazon EBS &2 &l & F 8 A % H (1/0) 8L,

EF AL, B x86 IFRE K/ ( EHIK/D ) katka.m5.4xlarge EKX , RETF
Graviton BYSEfHIi%#E kafka.m7g.2xlarge E K, ARG , EPFEAMEEHEHESIRE. &
Wik EIRE  BUEFRHEFHEBERNSHED 250 MiB, X—FHENFESE, IM
MEFHEREN /0 ZEBETEARRINARFIEEEH. BXEZEER , HSH 272

c. NTEHTFMEN 6 BEEEBRPHBEEENEEAIR, LETURE TREFEANFMEER
MEE, HEFBUATEIIZ— :
- /X EBS Zf#% : EMMEEZMNMCEH Amazon Elastic Block Store ( Amazon EBS ) & L |
A FHFTEEBHE, ERMEXTHEREMEER , ARFHRZKENER,

- DEFM#M EBS 1% : [A# Amazon EBS BIESXF MM Amazon S3 KEBIEEIT
REHHEES, EXTTERIK Amazon EBS E KA , SBFEKNWHRIEZZE , HEL
AILTHAER T BT BEME. IREUEERARNGHREZFTERNE , AT EHESE
ReEBRBEEK , BFEFHER,

® Note
NFRERE , TEEEFHEZM,

2. WTEREE , BEEATRI —RELEFHTA :
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« Amazon MSK RIAELE : @5 — A4 BEREARAFTHIHNTUE LEE, EF &0
RIGEFMZBBER, HX Amazon MSK BEEHE R |, 55 H & Amazon MSK Bl &,

- BEMNEE : JIEELECHREBNETRE, B UMNIRPERMENBENEE , hALL
BIEFHWEENEE, ERIET U REHRTHAES , SIS ENHERAE, Z2iRE
&,

3. EET—ZUHE,

S| 3: BEMNFRE

MEEEE L T EFEAmazonERM B FHEES KX, X2 VPC, AARMFM , LIREZHIRLE,
RSN RNERENZEE,

1. XNTFRE , AT TFRAE

a. EBREMTEEK VPC,
b. BEFEEZHEENATARHKE  EEFEEPHERENTAXMFM,
NFXERED (ENFEREL ) KEMWIERE , BEEERINTRITARFFEAFHENFH,

R Amazon MSK WERXEH , BALEERE =N M, BHFRLALT AR
AXH,

MTFRERE  FEE=ANTENTAXFERA =N FM,

HERIZETE MSK 58T , MSK EEEEN TR 2RI BAET Ko

c. X{TF Amazon FHYER £ EC2 , TR FCIBEEER TFEHTRNRHN —I IS L2 £
B, XL Amazon EC2 T AEHENELL AN ABMNBURE, Fl , EFRRITEINZ
24,

MREEESEHENZSA , NIXTHRREEEERAECINNNRER, EFKE , £F
ec2:DescribeSecurityGroups R, BXEZER , BSHIEZEE MSK £,

2. EFET—HBME,

R4 BERERE

1. HEREREHD , ITUTRE :
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BEIAT —HRSHEHRIENBNGE |, EHFFHmX Kafka EEFVER

s REFGHRIEMNHR : AFEFEFPIRERARHEIMESHARIIEENER THRER, KFEE
ERZENR , TREFRFELZEHRIERK, EXESZEE , S H msk-unrestricted-access-
checko

« EF IAM BENEHKIE : /8 | Amazon AM AF/ABERAR PR SHRIEMNZN, 1t
FEES IAM RREANEREHRNBAEG ., BINBEVCEFETHNAEFFERLLS

EAmazon.

- S@@ ASL/SCRAM E 3 RIE : EREF kiRt FM#E P AIAmazon Secrets Managerf /2
ZRMEZBEREUHAITEMRIE. Amazon MSK NZRAEERRRIXLEIF | ARSI
AP &4,

ENERREFXRGHRIENERRIL , FLERAEERTURERARR. AF , #F
KRS ZZAMERRK, BXZBABRHGEZNESER , 55HRA Amazon MSK £HIRE
SASL/SCRAM &%k,

- B TLS EF % & % IUE Amazon Certificate Manager (ACM) : A ERARFIEBERS
mMAEZ BHITHESHRIE, BA00F Amazon FABIEP M A HH (Amazon FAF CA)
Bl W 528N KR MEREZH T EAmazon Web Services K,

EANBZUEWIEKI mT Amazon FAF CA LS BB MSK BRI K so IXBEABL
BRBZER TLS iE+H PCAs NEAEN MSK EFH#TEHRIE , NIRRT
£l

2. EME , ABRERTNZRBRSEIEN KMS 24K, BXEZEER | FSH the section called
“Amazon MSK &Nz,

NHSHBEHTNEZTUARPEFERRBENTEYSE , MERPNZTHREEETECHIRES , AN
LRI F RtV BRI M

3. EET-—ZUHE,
SR 5 BB EET

WEBNFIAEEREBIEN , URNAIKRENEEREBEE, BYXERE , TUANESFTEHNE
TR, HeERSERERAE, BEXEZELR |, i35 the section called “Ya iR EE,

1. NTHEER Amazon CloudWatch 45 , FEBEUA T HEEE 2 —. EEMNERRFIKRENEIR
#5 2 &R, , CloudWatch A F Al {L &1k,
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a. EAXER: BH-AETNERRIER K TEINCRE. LA EATEAEBEERRY
RZBHAH,

b. RIBIEEE - B FANKRERS , EEFNMIE, LS REERNEENERANKE
185 , Blinpy BE@&IEMREMAIE infout WET . & read/write 1ERTE, BEERNZLKH
HIEMR TR  MEMBBIERNEKER T,

c. FEQEEER  REENETENENR , EFFONIR, ERRRH TUEFM THSEN
B EIME, RS mEENREBERERNETRER , SINEEEBN D EFHER
R SYKEIEE R

d. ZXFEEER  BRESEANS 2 XEFRAE  EFFIMIRE, ERLEH , TESHRE
REESNEEFEN D XHNER , RRBHRFANGE, R SIEEE RPN
ET 0 XRBAER , flmiMziEEErR.

BRENPREREREERSERRH TRANERNESZER | HSFCloudWatch Fr/EZL L EHY
EFRMCloudWatch R £ L2 ABYIE#R.

2. (i) WMREMEA JMX Exporter, Node Exporter SEIRHMERATE , LA Prometheus X5 H
BFR , BB Prometheus BRI, BXBEINEZER |, S £ Prometheus

S /=
BT,

3. (Wit ) BENEMN MSK B B Amazon Web Services BRSS A E B £ % 3 ZFP RS 25 5L
HATHEBERA T, BEFEAT MRS MNET, MREFFEXLBIREIR , Amazon MSK
BHRERNEE, EXEZEER , H5H KEAE,

« {£3%%) Amazon CloudWatch B& : CloudWatch &R, EEMAMLIAEN A EREE,
FoEBE T Amazon Web Services B2 H A BT E® M 24 B E.

« £ ZE Amazon S3 : ¥ B EERNXHFEME Amazon S3 FiEEH |, #ITKPERMME D
o

o« f&IAZIT % Data Firehose : ¥ HEXEZF Firehose , BAME B3 BT &% OpenSearch AR
& LA 1TSS B R HEBR o

4. (k) ATHEBNRG, AARERER  FERFNFARIURENEXRMRL, Flwm, £H
Load testing fl Test WEEX @EFRIMIRZ,
BXEEHTPFERANSNESZELR , BHSRHF Amazon MSK EERINRZ,

5. EERT—SUE,
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SR]6: FREHREE

1.

EEEBHNIRE,

BEEEN L5  ERZEENEMRERRE 2 RIRESEFF.
pridegnlfe ¥ i

EEHFACEENHNEFFENRS T , EFLREFIVIAS. £ Amazon MSK FIESFAT , RS
MIEFECZERNED, SRENEDN , BAEEIERH. BXREFRSNESEE , BSRTE
ME MSK £&8IRE.

£ Ao ZETRE B/ Amazon MSK £8 Amazon CLI

SHILLT JSON A FHRERXHF. F3XHaHE N brokernodegroupinfo.json, & JSON
IDs FHFREBR A EEHN FRNBNE, XEFRAANTFFARHBTAXHR, "Security-
Group-ID"B|AEFiH VPC N —PHZNELLEAN ID, EXERLAXEKNE KA LG
R, IREBEESLEAZNLZLE , WXMBREBENSMNHONR, E4KE  SFE
ec2:DescribeSecurityGroups R, BHXRHI , HSH Amazon EC2 : RVFHEEFIA L
HEAXNEESHE VPC XBH Amazon EC2 £ 4, &5 , HEHEH JSON XHREFEE
Amazon CLIREHITEN L,

{
"InstanceType": "kafka.m5.large",
"ClientSubnets": [
"Subnet-1-1ID",
"Subnet-2-ID"
1,
"SecurityGroups": [
"Security-Group-ID"
]
}

/A Important

NTRERE , FEE="TRANTAXPEA=T TN, EOUFTEEENEAEF#EA
KR M,
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XNTEREAL (tnFEEL ) KENINERE , EFEEEMNTEATAXAERRN T
M. #ERM Amazon MSK WERXEH , BAILUEERE =NFM. B8 FMLALT
TENWAAXH, EOIRERN , Amazon MSK EEEEN FM 2B FH 5 EAET R,

2. #EMR¥Ebrokernodegroupinfo.jsonX#H B xH =T FAmazon CLIAEH , "Your-
Cluster-Name "B R IZIRBHNENR. F "Monitoring-Level" , SEULIBEUT=MEZ
— : DEFAULTPER_BROKER, TPER_TOPIC_PER_BROKER, BXX=ATRLEZERINEE ,
#2777, enhanced-monitoring SR %M. WMRAKE create-cluster mHHIEE
TS, WREHBEI) DEFAULT,

aws kafka create-cluster --cluster-name "Your-Cluster-Name" --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring "Monitoring-Level"

ZaSHHm BT JSON FRF :

{
"ClusterArn": "...",
"ClusterName": "AWSKafkaTutorialCluster",
"State": "CREATING"

}

(® Note

create-cluster P HESREER , ER— PRSI NFRAIBNTARTEZ X,
RERMERN , ZBRSEBERTZIENTAX, BRETFEATZIENTAXNH F
W, AREEIR create-cluster 5,

3. {R7F ClusterArn EME A EALEEZE SN EHNTHMIRE,

4. BIUTHHREEERM STATE, £ Amazon MSK B &£ 86T , STATE {EM CREATING 2K
ACTIVE, RSN ACTIVE Bt , BOEERNERH, EXEHNRESNEZEER | BSH THNE
MSK EEIRS,

aws kafka describe-cluster --cluster-arn <your-cluster-ARN>
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FEABEN Amazon MSK & 82—/ MSK it &/ EEEE Amazon CLI

BHXREEN Amazon MSK BEE R IS XLEBENEE , 5 H the section called “REE B

1. FLLT JSON REFERISXHHF |, configuration-arnBRNERTRIBEENEEMN ARN,

{
"Arn": configuration-arn,
"Revision": 1
}
2. J1&1T create-cluster R HEM configuration-info EIIEEIEE L —FHREFH

JSON X #. RAIWMT :

aws kafka create-cluster --cluster-name ExampleClusterName --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring PER_TOPIC_PER_BROKER --configuration-info file://
configuration.json

BAR RIZ 1T b a5 5 3 #9 5 Zh Wi R R 451

{
"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/
CustomConfigExampleCluster/abcdl234-abcd-dcba-4321-alb2abcd9fof-2",
"ClusterName": "CustomConfigExampleCluster",
"State": "CREATING"

£ Amazon MSK API 8|Zf&E MSK &2

Amazon MSK API A ¥F&4EN BB Bt iIRETRE RNEFM A —H 2 UEET XN IBMEEME MSK
3N

EEH API 82 MSK TELEREE , $5 0, CreateCluster

5| Amazon MSK &£ &

EIRE Amazon MSK £85I SRIE | BMEELEEM Amazon BREMH (ARN ) . MBRLEEIZER
B ARN , ATLLES S HFT B £ KK BT, iBESRthe section called “FRELE| S,
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£

- ER%IHER Amazon Web Services EEZHI&

- fEA%HEE Amazon CLI

- £/ API 5

£ A% 528 Amazon Web Services B4 &

EIRE Amazon MSK &M 5| SRE , BFEEZELRHH Amazon BIRAM (ARN ) . MRESHIZERH
B ARN , AILLE S HF B EB KK BT, iB5SRthe section called “FRELE| S,

1. EFHEhttps://console.aws.amazon.com/msk/Z T F Amazon MSK &) & ? Amazon Web
Services B2 &l A region=us-east-1#/home/,

2. ZREFTHKFS TIHXESNMESH. AREEFHFAGENEFNEN,

£ A 1| H &£ 8% Amazon CLI

EIREL Amazon MSK £# M 5| S RE | BFE EEﬁE’J Amazon BREEF (ARN ) , MREEEZER
B ARN , ATLLBEE S HFAF B EBXREREI©. 155 Hthe section called “FREVE| SLE”,

aws kafka list-clusters

/A AP 5 B &

EIREX Amazon MSK EH M 5| SRE , BEEZELERMN Amazon #IRAF (ARN ) . MREEHIZERH
B ARN , aTLUBE S BB S8 KT EIT ., ESfthe section called “FJRELE| S E”,

EFH API 5| HER | S HListClusters,
EEZTRE Amazon MSK &£ &

RIAMBERT , RELEFREME MSK £8 TR — VPC #rt , sI&ET B RIEE. BINER

T , Katka BEFIRMTE MSK £ EWFIEBEEHRAEN , EWRBEKEFTLEST EBKME
. EMNEME MSK £ U TE— VPC HMEFIHEEEIZER  FHAEHNZRLEAEFESX
BEFIRREARENABEAN, Bxi EJA*“MD’"JE’M:. , BSREZ AN, BXRNANSERN
FRE— VPC # 8 Amazon EC2 SEfliA BB =B , 12 Fthe section called “FF A",
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@® Note
KRaft Tt IEE X F MSK Express RIBRRER /B BFF mia = 2 251,

ENEE VPC 2AANEFimEZTIEH MSK B BEEH , S RMNEEAmazonty VPC W EFFISMER
AT E

FB
« BRAXNME MSK £&81 /N HiAE
« MEER VPC A ZBAmMazonB 7h &85t 4715 7]

BRAXTE MSK 82 KI5 R

Amazon MSK R ik B FF 5311517 Apache Kafka 2.6.0 RE S MRAWTRIE MSK EEREMN A HIF
FPR, HTFZEER , BEQE MSK EFNEEZFBLARIBRINE, ER , BUUEHRNEGEEF
FEEUHEAFIHE, BETURE—NFER  RENEFTESN , FETHIFHHE.,

AL EX MSK SR A HIFEMR , TEXMAFARA , ERBHERNBIEFTENIrHE
AmazonHVBIEERBMTZ M. BXENWEE , 56 Amazon EC2 RFEEM.

® Note

MELREAK R SASL/SCRAM B, mTLS WhRIEHI S % , WAL REFHIRE Apache
Kafka, ACLs ARf5 , AREHNEE , B M allow.everyone.if.no.acl.found i&E&E
N false. BXWMAEHEREENEE , 1S Hthe section called “REFERIE"

EFBNME MSK EHN LR TFEMNR , FABRERBZUTHAERMSE

- BEEBRBENFRLTRLNEFN, BIMNEBFRBE—INS2XENAE IPv4 itk , AF IPv4
kY E 480 Amazon VPC EM TN E TR, XEKRE FRALMEARBKWEARIERE T EBRMN
Ko BRUMAENMMMERNMXHER , S (Amazon VPC BFIER) FHEH BB
XA A VPC BEEMif R R o

o REZLGHWIEMIHRIIRFIATRE , HEASBMEDLFFFLATHRIES G EZ— : SASL/IIAM, SASL/
SCRAM , mTLS, BXxUMAENEFHN I RIZF G EWELR |, 55 Wthe section called “EFHEFHZ
=M,
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- BAFEEFANMNE, FRRERCNIEEHINRIARE. W TEEFHPHMEL T XARSH L
BNEE  TENEFBENE. Bt , ¥ TEEFPHIMBL TXARSHOIZENER  TENEF
B 7 B AR

- RENEFRZENARESIAXE, BXEEFBENUAXANESR , HSHthe section called
‘EHMERTS M,

- MREFEAHI IAM HEZEFHHEBENARICRBREFHRINEKE | ES[@the section called “IAM
R H]", BX Apache Kafka BIfEE ACLs , 2@, the section called “P1HF Kafka ACLS”

EEBR MSK £8FEE LEIBNRHT |, B HAmazon Web Services EE {2 #l4A Amazon
CLI, =% Amazon MSK API FB ARG RINR. FEREHEHN ARG RNERE , B AN HRE—
HESGREFHFER, BXRRNEHSISKREBNEE , S Rthe section called “FRELE| S L E",

/A Important

BRTYFBAHRBRNERA , TEBREFNZSAEE AR FNEN IP ik 3170 H 5 RIH A UL
TCP #Ml, it , BIWERAEETHEEXLENRN, BEXZLEANMAUANNER , HSH
{Amazon VPC FIF1ERE) K EH VPC WZ 24, AXxiwOS , iHSH the section called
“wOER . BXRUMAEREFLLAMNEI , B the section called “BZ £ 4",

® Note

MREZBLUTRBF B ARG RNIR , BHLEHRIEE | ESMthe section called “ToiET
B B FF 3 A G RNRHIEEE

ERAEFIETTE 2 H B RIR

1. B FIHEhttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK #2#|& ? Amazon Web
Services B2 #| A region=us-east-1#/home/,

2. EEBIRP , ERENEFBLHIBRINRHERS.

3. EREMETF , ARKRIMBZRELS

4. BEBRELNHLIFRNR,
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EAF B H 15 R R Amazon CLI

1. E{TUL T Amazon CLIfs S , AfEClusterArnBiCurrent-Cluster-Versionf ARN F12 g ik
AERN, EEREFNYBIRA , i§8 ADescribeClusteri&#E= desc ribe- Amazon CLI cluster
mH. TUIMRAR KTVPDKIKXODER,

aws kafka update-connectivity --cluster-arn ClusterArn --current-
version Current-Cluster-Version --connectivity-info '{"PublicAccess": {"Type":
"SERVICE_PROVIDED_EIPS"}}'

% update-connectivity S H M EHWMT JSON REIFT R

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

3
® Note
PR A SIBIER | EHEALBMAmazon CLIHS , B ERUTERES -

"{"PublicAccess": {"Type": "DISABLED"}}'

2. EIRBupdate-connectivityBRELER  BFETUTHS , ClusterOperationArnBR1E
o FIREH ARN, update-connectivity

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML JSON RAIFT R

"ClusterOperationInfo": {
"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2",
"CreationTime": "2019-06-20T21:08:57.735Z",
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https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
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"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "DISABLED"

.
"TargetClusterInfo": {
"ConnectivityInfo": {
"PublicAccess": {
"Type": "SERVICE_PROVIDED_EIPS"

MR OperationState WI{EN UPDATE_IN_PROGRESS , H&&F—EatE , RARBRIETT
describe-cluster-operation &%,

5/ Amazon MSK API FF /3 22 i [a) £ BR

- EFEHAAPIFBRRXIARENLRIBRNR , FSHUpdateConnectivity.

® Note
HTZ£ZEE , Amazon MSK F /222 A& 15 8] Apache ZooKeeper 5 KRaft #8517 K.

MEER VPC A EFAmazon{B 4\ 283 1715 4]

EMNEEM Amazon VPC AEPAMazon{B A SFEREE] MSK £8F |, ATUAER LA T &I,

HEREETRE MSK 58 32


https://docs.amazonaws.cn//msk/1.0/apireference/clusters-clusterarn-connectivity.html#UpdateConnectivity
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Amazon VPC X} &53iE #2

ENEEEN VPC FEH VPC EZR|EH MSK £8 |, B UERECRACIEN FiEE, VPCsHX
VPC MEEZENEE , S M Amazon VPC X FiE#1E5M,

Amazon Direct Connect

Amazon Direct Connecti@ I #r/HER 1 FIKALER 10 F IKALLAA M £F BB 48 F Amazon I8 19 78 1 PR 4% 5 43
FZME, BN —ImEZTRHNERBE , B —imiEEEEIAmazon Direct ConnectBg 85, I IiE#E
Ja , B L E 8@ FAmazon= M Amazon VPC WELIEZED |, 3 MEREHHN EBRMARSEE
M. BXEZEER , 55 Amazon Direct Connect,

Amazon Transit Gateway

Amazon Transit Gateway s — T £ R e [ 245t M 4% VPCs R Ry 2R i N 253 E 5 2 £ MR RS -
B fEA Amazon Transit Gateway ¥ E. , i [EAmazon Transit Gateway,

VPN & #

SR B P AT R A 4R VPN SEREIATR | 98 MSK SEBY) VPC E B MARMA S | VPN &
.

REST &

RAT LAIEE B Amazon VPC HETHISES| E 2% REST ¥, FIA REST RIE |, 6l AN
BEEIT HTTP APl B RE&EEEE,

ZXHE% VPC E#

BUR M5 7 T AR XA 24N X8 VPCs AVEEGET : X% VPC E#,

B X% VPC FABEESE

EFATF Apache Managed Streaming Kafka ( Amazon MSK ) £ 1% VPC #AE%E$#E ( B
AmazonPrivateLink ) {2t ¥ , ZTeEE BB E R FREETREMURE S () MK/ FH Kafka
i (VPCs) flAmazonlik /P i #FI W T MSK 5£#,

&2 # Single Region multi-VPC connectivity for cross-account clientse

EC2-ZHMNEEFH

TE# MSK T B X#FEATL S EC2EH EC2 MEZTH L S # 3k,
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https://docs.amazonaws.cn/vpc/latest/peering/what-is-vpc-peering.html
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SN EC2-ZHMEZENRERA—UTRERTS o

B X Amazon MSK % VPC FABEE#E

EA T Apache Managed Streaming Kafka ( Amazon MSK ) £& /% VPC FAEE#E ( B
AmazonPrivateLink ) 2t % , ZUEFELRESERIGTREETREMURE S () MK~ P M Kafka
EFim (VPCs) MAmazonlik F EZEIT S MSK £,

ZVPCRAEEER—MIRERNMBARAEER , AFE{LS VPC MBEKFEZNMEERMRE, B AL
B EEEE| Amazon MSK £8f |, PrivateLink EIREFrE RERIFEAMazonMER, EHTFILD#
MSK &M% VPC FAEEEER TAETHA Amazon MSK BYAmazonXig,

£l
- H4R% VPC RAEEE?
- % VPC EEENLY
« % VPC FAEEENERMPEHI
- RS VPC AAEEE
- BEHER LIRS E
- %5 Amazon MSK EHEVIEER VPC EE
« HiBRES Amazon MSK B IEE R VPC i
- % VPC FABEEZH R

fr 4R % VPC R EEHRE?

Amazon MSK 9% VPC FABEZER —MEEEN , AT BHFREETRELIE = (VPCs) M
Amazonlik P Y Apache Kafka & FimiEEZE] MSK £,

Amazon MSK BY & K ELEKS FN. XEREATERMEE@HMAMazonK &R TE
MSK &2 A EZNNIR,

% VPC PR EEMNNS
SHMEEMBRSEMEE | % VPC REEZEFUTIME .

« © A LBz TAmazonPrivateLink iEEf RS RNIZE E1E
H

CAW IPs EEZCHEHATER VPCs , N\METFLE EHM VPC EEBRAEMERNFEESR
IPs, EZXHNEFEEMBEER.
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BRI BMERER T MSK RN KRR E L HEAmazonK P ERIRE S MSK £RNEBKF LA
Eik, BKFEERTLRNRERSHENNBEIAT, 45 IAMEF RS QRIE—BERN , &
to o] BAE I SR B SR B N IE Y B P im AB 4 E X Kafka BIEERAVINER .

% VPC B E 1 E K F PR F
BAEEEITZ VPC RAEEREMNLLT MSK EHE K -

« RA Apache Kafka 2.7.1 RESMAXFL VPC REER, HHRS USK EEZEFEANERAE
FPinEbiz T 5EEFHFREM Apache Kafka fRZN,

« % VPC RAEEEXIEHHRIUIERRE IAM, TLS M SASL/SCRAM, RZFHRKITNERTEERS
VPC #ABE#E,

o WREFEA SASL/SCRAM = mTLS iFR#REI 5% , W AN ERHE E Apache Kafka
ACLs . B% , NIEMERIRE Apache Ka ACLs tkao, AAfF , ENESRNEE , FEHNEM
allow.everyone.if.no.acl.found iREN false. EXIMAEHEFEENEE , 5ZHthe
section called “RIEFERIE" . MREFEHKZ IAM ﬁllﬂ?""%ﬂ#*ﬁEfﬁﬁ?ﬁﬂ%ﬁﬁjﬁﬁhﬂ%

B , 23 the section called “IAM 15 [EI#2%]”, B 3% Apache Kafka FJ{5 8 ACLs , 1§, the
section called “FI P8 & Kafka ACLS”

« % VPC FABEZET T t3.small EHIKE,
o FEXFEBEAmazonXiFH % VPC FAEERE | N FRE— XK Amazonlk

- ZiREZ VPC AEEE  NEFHFRNRELTNEERE FMEEAR, £ELMERE KT M
S& TR ATAKX IDsHE,

« Amazon MSK 7 %X## 5 Zookeeper ¥ R i1% VPC FAEIERE,

FaERAZ VPC B EE

m
[

&

ST EKFE ARMSKEELE , REE LW IAM BHRIESEFFZ VPC iEiE
o S22 NEHKREMINE MSK £
FE]3: ATHREFFSWIEEN VPC EENENKF AP RE

b

\-I?\:Fr

\:Fr

THEFERA—NERNABERRS , HAWMERZ VPC EZE ST Apache Kafka B Fim MEEEHY
VPC WEfAmazon{B AEBFAE #IEZ S MSK 8. KERBRERBEKFAFIESNEFRHAE MSK £
EX VPC EENEE , SEMENEF BN, ZEBEEER MSK £#MEEE MSKEH LEH
PrivateLink 3% , Ji&E 5 HRIE S RKEFFT LR THE,
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EAHENTEBOH , RMNEERERTHRGIMNER, XAFTEREENRTHTIRE MSK £&H
& P i SR A5 B ME — 3R T

LRBINMEEENT

- BIKFAP (Kafka P4 ) M1 MSK &8 TR —1 Amazon R&/XiFgH , BEFTRIKS A .
« Ik A 8y MSK &5
« IKF B ##) Kafka &/ i

- BIKFAPNER 1AM 5 0RIE S RAFEEE MSK £5,

RYRRMIRE —MEA Apache Kafka fRA 2.7.1 REBMACIENTRE MSK &8, EFKEEIRE
ZHl , MSK SEB ML T ACTIVE RS NBREBENBFEEXRIEN , FEAS VPC RAEREK
EEIEHNEF IRNERSEEHREMN Apache Kafka iR,

THREEE 7 EZEE TR Amazonlik F P& F %Y Amazon MSK % VPC E#ZZR M,

w
= 10.0.0.10
10.0.1.15
Cluster Palicy 10.0.2.25
S0 &>
N
Armazon MEK Amaron MSK managed
VPC connections

SE1:EKRKFARNMSKESRL  AEHELN IAM BHRIEFRFEZ VPC iE#E
MSK EEBIFTEEEEXE MSK £E B ML T ACTIVE RSB EZERE LH#HITEREIRE.

EHFBEENNEER LA TEIRSHEASHRIESR , EA T ACTIVE RSHWER LTRSS
VPC FAEER, XA LUEA UpdateSecurity APl 8% MSK #2414 3k52 K. IAM, SASL/SCRAM 1 TLS
FORIEARIESZ VPC FABEE, TEARLEHRINEFSAZ VPC ABEE,

XNTUHAS , EREFEHRENER IAM FHRIES R,
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® Note

MRBEL MSK EEFELE N FEH SASL/SCRAM BAKIES %R , BBL Apache Kafka ACLs &
£ “" allow.everyone.if.no.acl.found=false @& FEM., M Apache Kafka ACLs,

HEBEHZ VPC RAEEIRERN , Amazon MSK 2B KRBT RRFER , LEMNKEERE, THRIL
BREAERZSHEE 30 7 HREKN A, EEMEREN, 1&?%&3‘1%2&&?‘?1&@%%&

EREHAEANKS A PNEFH LNEESGRIESFRTES VPC

1. FTFEEFTEIKF https://console.aws.amazon.com/msk/#J Amazon MSK #2#| &
ESMBEERN MSK £8T , EREHUE RKF PHERHIIXK,

ERENS VPC REEERENER. SHLIL T ACTIVE K7,

EREREMETF , AERIMKXRE.,

ERRBETUXSE  REERFEZ VPC EE,
ERENRERTEN — MRS SMARIERE, W THAS , HEFET IAM AN 56K
iFo

7. EBRREFEX.

2

Example -#£ UpdateConnectivity 528 5% VPC FABEESHRIES R AP

ER MSK ZHIAMWEBR AR , B LUER UpdateConnectivity APl FFiE % VPC RABERE | H1E5ED
ERIBRESONRIESR. UTREAERAEHTET IAM BHRIESR,

"currentVersion": "K3T4TT2Z381HKD",
"connectivityInfo": {
"vpcConnectivity": {
"clientAuthentication": {
"sasl": {
"iam": {
"enabled": TRUE
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https://docs.amazonaws.cn/msk/latest/developerguide/msk-acls.html
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}

Amazon MSK Al B A EEFENNEEMIZE. Amazon MSK R AT A EEMEEENEN S HE
R E—AFNSISREBRR, BIE, ANENRIFARESFTXEZ VPC B IEE,

HUR 2 FEFREEMINE MSK &5

EHRFEEULNERER (A ETRRNER ) MNE MSK £& | SNEHFFE % VPC FA
BiEHE, SERXRARTFEFBRMNEMKFIHRIEFHNNR, EREEHRIKZH , BEENENIAR
MSK & MK MK/ ID. 55 How Amazon MSK works with [AM,

SHTAEELTRER KB MSK £33 | ZREEHRNIKS B FREKS AP RIREHN5 SR
B, ARDNIKS A BH MSK SEEHITATRE

» CreateVpcConnection
» GetBootstrapBrokers
* DescribeCluster

* DescribeClusterV2

Example

ERSE | BLTRESREFRKIE JSON R, KLTF MSK #£HIE IAM policy 425+ E REIERIA
Kb, ATRERTER. TENMARNTHRNR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
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"kafka-cluster:*"
]I
"Resource": "arn:aws:kafka:us-east-1:111122223333:clustex/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"
},

{
"Effect": "Allow",

"Principal": {
"AWS": "123456789012"

},

"Action": "kafka-cluster:*",

"Resource": "arn:aws:kafka:us-east-1:111122223333:topic/testing/*"
},

{
"Effect": "Allow",

"Principal": {
"AWS": "123456789012"

},
"Action": "kafka-cluster:*",
"Resource": "arn:aws:kafka:us-east-1:111122223333:group/testing/*"

}

TR R MM INE MSK &8¢

1. 1€ Amazon MSK &I 5H# MSK &8 T , FEKR,

2. BTRFELLRE , AREBRREEH KK,

3. HEERHANREEHEEBREEL  EE2 VPC EENERKE,

4. EKF ID FEBH , MANENHELEFNESNKFWIKS ID. EE8MA DN, EREZES
B R RHIKEE JSON 1EEH, RNV ROIELERrEF , IKF ID A 111122223333,

5. EREREENR.

BXREHKWEER APIs , 5 Amazon MSK & T #RHY K BE,

S}|3: ATEEFFIRITEN VPC EENBEIKS R/ RE

BEES MSK £HTENKFPHNEFIRZEIRES VPC REEE , BEXFRAFEENZE N IREE
RER VPC ., EEMERF , BT HSNEFiREEE MSK &, E4ARAMP , ERFERE—
N
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BERma A ERAXEN S HRIES R IAM, SASL/ISCRAM = TLS, 8MEER VPC E#ZRgES—1
BHORIEAREXE, YTEFFHHEEZN MSK EF LEERF KRS BRIES R,

NTHRAE , FREFF RS MRIERSE , LEKS, B FHEFRER IAM HHKRIES .
FRFZMH
IEEFEUTHE :

- REICIBNERRE , TEKS, B PHEFIHR FXIKS A PHY MSK SEERITRIENER,
- MYINEKS B FEFIHNFHRE  JRT
kafka:CreateVpcConnection, ec2:CreateTags, ec2:CreateVPCEndpoint #
ec2:DescribeVpcAttribute BENNPR,

Example
UTREXREF RS0 ERKHN JSON Rbl , #E3E,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint",
"ec2:DescribeVpcAttribute"

1,

"Resource": "*"

AWK B FEFIRGIZEER VPC EEE

1. MNEHEERRLREUEFEKS B PNEFIREZIINIKS A 1 MSK S£EVER ARN, 12 T&
£ ARN BUBLRISREERA
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2. EEFHmIKF B MSK#2FlAaH , EFRER VPC &E#E , AR EFREERE,
EEEREERT , FEH ARN LIRS ARN XAFERFS , RAEERRIE,

EKF B HEREFHRNSMRIEXRE, WTHAH , BECIEE iR VPC EEMIER IAM,
NEFImERE VPC,

EOEEFHANT A XK TR, B IDs MAmazonBE B & & £ & iF A5 2P IR T H

X , A LAE A DescribeClusterAPI % desc ribe-cluster Amazon CLI i3 53RE. & IDs W& i

FRIEENXESMESEE TN XIEETE, WRRDFRHE , BLelE—15 MSK £&E
BEMEXE ID B FM,

7. AL VPC EEARLZRA, BAUUEARANLZ2A, AXEERLANESER , B5H
Control traffic to resources using security groups.

8. EEBIEER,

9. EMNBEKFAFN MSK 2515 ( £ FHEE > £EX VPC &E#E ) REFEISKEZRFH
NIk , FEHAEREEFTHETERNSISREFRE, £FEF,KF B A, AAUETEA
GetBootstrapBrokersAPl R E 2 Hl A EHFH FHEEFEEF I SREIRKEEFSISREIIXK,

10. BUTHZREHE VPC EEXRBKNELZE4A .

2

a. 7 PrivateLink VPC i BAMMN , LAFREKS B MEN IP SEEMNAERE.
b. [MAli&] RES MSK &M HMEMNERE, £ VPC #HE&PHERLZEH, REHIIEN
n, RERHOSEE 14001-14100 HRNEE XL TCP REMNMN, % VPC MEAFHIEFIE
FEHEUT 14001-14100 3% OB Bl .. FSRMNEATITE R,
1. HIKF BHHEFIREEANEAATS VPC RAEEZENH I SREEZIK, A P MSK £

B, 12 Produce and consume data,

BN E , Amazon MSK £ A8 NMEEN VPC M BHRIE S RAVNEBREER VPC E#E, itz s4
S8MNEEHEXE, BIEER VPC EEEB Amazon MSK BB IR EZINRE, BALFER—4A
5| SR B #EE T Amazon MSK £8,

EMERLNENAE

% VPC FAEEEIHFLZRABRNER | — M2 N FHRIES RASASL/SCRAM, IAM, and TLS. The
cluster owner can turn on/offfAE E#E, EH VAT ACTIVE IR F BERITILIRE,

5/ Amazon MSK B#IAF B BRRIEHFR

1. 7£ Amazon Web Services EEZ & A PN BREBHHESITH Amazon MSK 2§ &,
2. TESMBERN MSKEHT , EREHUERKFHNERIR,
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3. EBREBREBNEER. SHLTLT ACTIVE RE,

BEEREEREMATF , REHIIMZRE,

EREETHXE  RARERFTES VPC E# , UFBFNSHRIESR.

EREANNERTEN —MHS TS HRIKE,

BRI B R

N o g &

HETFEHNEARIEFRN , BENZAFNSFORIESRCIBFNEER VPC EE  AEHES
i, AERARETHHHRIESRN5|ISAE,

£ Amazon MSK #2#| & XA S HRIEH R

(@ Note

HENFORIEFRRAZ VPC EEEN , IESEEMXNERMIRE , 8FFEERX VPC
Tk, ERRBMIER

HENEHWIEFRXRAZ VPC EEEN , FFHAIAE VPC EEREN INACTIVE RE |, 5
WHY Privatelink 2125 ( 2IFFEER VPC EE ) FHEMIER. BIKS A R R T IEE 3RS/
VPC E#, MREEH LBETEAEERE  WEKFRAFTECRESHNIIELE,

£ Amazon Web Services B2 % & FTF Amazon MSK #Z#l &,
ESMERKN MSK &8 T , EREFUE RKF PRIERIIXK,
ERBEEBHER, SFLHLT ACTIVE RS,

EREREMETF  RAEERIIMKXRE.,

ERRETHNXE  AREFEXAZS VPC EE , UXASHRIESR,
ERENLEFXAN — RS EHRIERE,

TR RAIERE,

N o g B~ b=

Example £ AP on/off | EZ 5 R RIEH R

ER MSK ZHIAMNEBR AR , B LUER UpdateConnectivity APl FFiE % VPC A EER | H1E5ED
ERIRBEEMNRITIAR. UTREIERT SASLISCRAM REEHZ AN IAM BEHARIEAR,

HETFEFNEHRIELRN , BENZAFHHFORIESRCIBFVEER VPC EE , AEFES
i, LEARETHEHRIES RN EISRE,
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HIBRAEHRIESFRKAZ VPC AAEEEN , ERIRNIE VPC EEFNE RN INACTIVE RES |, £
imHY Privatelink ERiZHE ( 2IFFEE N VPC E1E ) FEMBR. Bk B REEM R T IEESIRSH
VPC i£#Z, MREEHLBAABAEEE  NEKFAFREECBESEBNTIERE,

Request:
{
"currentVersion": "string",
"connnectivityInfo": {
"publicAccess": {
"type": "string"
b
"vpcConnectivity": {
"clientAuthentication": {

"sasl": {
"scram": {
"enabled": TRUE
b
"iam": {
"enabled": TRUE
}
b
"tls": {
"enabled": FALSE
}
}
}
}
}
Response:
{
"clusterArn": "string",
"clusterOperationArn": "string"
}

45 Amazon MSK EF BT E X VPC E#

BOEHEERAKFH Amazon MSK #2&l& | B LUELE ik VPC E#EE., B ik VPC EEXATAL
FHRARSTREHIEL ., BUREFEEELRXETBENEZIEHNEAHENIEER VPC EE. EM
IEFTFEER VPC EREEIE A , BEERERBPIEENER RN A EEEME E M EREIE
R ERE ] |, ZERNAEFERH. B2 Delete a managed VPC connection to an Amazon MSK
cluster,
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£ MSK #2H| 54 % Fim VPC HE

1. 1£ Amazon Web Services EE#Z#|& $TF Amazon MSK #Z#l &,

2. ESMERT  ERERHRIINKZRE > B VPC EESIX,
3. EREHRLEMNERE 6 ARRRELEFIK VPC EE.

4. WINERLFNENE S VPC E#,

EfH APl EELIEER VPC iE$#E , M RejectClientVpcConnection APl
I BR S Amazon MSK B E X VPC E#E

S AP AT BAME PimiK PRl & oy MSK S8 BRIEE R VPC Eik, SEBMBEERSTHAR
B VPC i , AT EMNEREERAKS, PRIRRZERE, VPC EZE-ZBEKR , BB~ E£%A,

EREFHERERIEER VPC E

1. MEFIRKFH |, £ Amazon Web Services BI212 4| & 7 Amazon MSK 4l 4&,
2. ESMERTRFRLER VPC EHE,
3. MEEIIRPEREMBREES,
4. WEIAEMER VPC iEHEE.

EFA API BIERFEER VPC iE# , 5 DeleteVpcConnection AP,
% VPC FAE EEN R

ATNELETHEMAZ VPC RAEZDENFMRNEHMENNR, Z VPC AREEEREFIRE
EREME MSK £H#ZMEER VPC EENESNMEFin LI BNR, BEER MSK £HEER K
MSK $£8f £/ A PrivateLink ZE# , HEE S HKIEH RRZFI LA,

S S HORILRE M EZ G E R

NEXIRE MSK £EHBEANEHRIESRFBZ VPC RAEEZEE., ESHZ VPC AEEENE
SKAPRE|, MREER MSK E£&EE N A SASL/SCRAM BB RIUEFER , 84 Apache Kafka ACLs
BHRMSEN, allow.everyone.if.no.acl.found=false N EFIRE 7 Kafka ACLs fg ,
BEFEHNEE , MiZEENEM allow.everyone.if.no.acl.found ®ENR false, B
FHMEHRRBENEERE K BSRRERBERE

B K P SR A SR BEAN IR
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R Kafka & FiwFTERIAmazonk = 5 MSK &1 E , B HE TR RBMINE MSK 5 |, i%
REERINE Fim root AP HATIEIKFERE, ERLER MSK 25158 1 IAM R4S (KHEE
RE > REEHEK ) RBZ VPC £ XM , WA LIERLLITHE APIs REEERF R

PutClusterPolicy

TEBRRIHMBIER, SuLERAL APl REIEREHIEEN MSK £ FK, NREEEHK
R, NATEBFERERAFE T currentVersion FE&,

GetClusterPolicy
1 ZH N B SRR A SR B R BE SUAYAY JSON XA,

DeleteClusterPolicy

I R SR B SR B

LT RERERF KRR JSON Rl , KELT MSK #£HI 5 IAM policy fFiEERF R R KM, LUTRE
BRTER., TENARNFRNR,

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": [
"123456789012"
]
},
"Action": [
"kafka-clustexr:*",
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2",
"arn:aws:kafka:us-east-1:123456789012:topic/testing/*",
"arn:aws:kafka:us-east-1:123456789012:gxoup/testing/*"
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1

3]

5 MSK £81% VPC AEEEN T im R

Z1E Katka B HF MSK E#ZEREZ VPC FAEEE , BRHREE—/HMS MR , UEFX
E P mIT kafka:CreateVpcConnection, ec2:CreateTags Hl ec2:CreateVPCEndpoint
BRIENNR, UTREXREF RS M EKREHN JSON =6l , #tE5E,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint"
1,
"Resource": "*"
}
]
}
im 015 &

FERAUTHAOS , LU{E Amazon MSK AT LA E& it EHE(SE -

- EDHAXEREEE , BEARKO 9092,

- EEN TLS MBRSREBEE , BEARKO 9094 3 TAZPAmazonis [l |, FARKO 9194 #HITAH
8],

- E&Ei SASL/SCRAM 524 ABE , BFERARO 9096 #1TWEPIFRE , EAKO 9196 Amazon it
TR HIEE,

- EEGERNFRANERFHRERE , BEARKO 9098 #1TAZEAmazonifEthe section called
“IAM TR E]” , ERR O 9198 BT HiFE,
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- EFH TLS tN# 5 Apache ZooKeeper BfE , EEAIwmA 2182, FRIAER T , Apache ZooKeeper
TREARKDO 2181,

FREX Amazon MSK EE K 5| SR E

5| SR E 218 Apache Kafka & Fif o] A SKiE# Amazon MSK £FHRES| R, IR ITERD
FEERDHAMENRE, &aLiEHAmazon Web Services EE124]4&. Amazon CLIZ Amazon MSK
API| SREXE | S FRE,

33
- ERAIREE|SEFKE Amazon Web Services EIRiRE A

- ARG SERFE Amazon CLI
« /A API| 3REL 5| &R

£ AFRE S| S T2 F X E Amazon Web Services B4 &

MR IR T e AIRENEE RV 5| 51X, Amazon Web Services 24| 55| S RE —R 215
Apache Kafka B im Al A EEZEREZANRENIIR, HIRT—ESREHDPVMERE,

1. B FHEhttps://console.aws.amazon.com/msk/Z T F Amazon MSK &) & ? Amazon Web
Services B Hl & region=us-east-1#/home/,

2. ZRETTHEFTIHNXENMESS. EREREEMUEETHERA,

3. EEHNENEL, #BEFRFRERE, XERTEISEFRNRELR Apache ZooKeeper iE#
FRB,

EAIREG| SEFXE Amazon CLI

BITUATEGS , H ClusterArn BN IR SR FTIREN Amazon BIREF (ARN ) . WREE
BZEHNW ARN |, I BY Y HAEEERXKKEE, BXEZEEL |, ESH the section called “F HE&E
i3

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

¥t FE the section called “IAM iF[E#2&]” B9 MSK 58 | Zo S B ILLT JSON RAEIFTF R

{

RELE| SR a7
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"BootstrapBrokerStringSaslIam": "b-1.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098,b-2.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098"

}

UTRAERT EITHALRGENERENSISRE, £
FABootstrapBrokerStringPublicSaslIamAF2AHiGMH | fF
FABootstrapBrokerStringSaslIam=zAF & TR ER A B Amazon,

{
"BootstrapBrokerStringPublicSaslIam": "b-2-public.myTestCluster.v4ni96.c2.kafka-

beta.us-east-1.amazonaws.com:9198,b-1-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-3-public.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9198",

"BootstrapBrokerStringSaslIam": "b-2.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9098,b-1.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098,b-3.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098"

}

BISREFHENTESKREHNE MSK ERNTARKH=ARE (BRIEREHINMETA) .
£ API 3RE 5| S KRB

EfH API RENGI S EFRE |, 55 GetBootstrapBrokers.

A8 Amazon MSK &8

Amazon MSK A LAEE Z 5 A B RS T E Amazon MSK EE RS,

I S MSK WEE Apache Kafka fE#rHRELZIZZIW S # |, #& CloudWatch &, &< Apache
Kafka $6#7 ( ‘®24& Amazon MSK R#HE R ) WEZE R , 155 Apache Kafka ARG,

&8t A LA TR A 3 SRR % Prometheus k4512 MSK &8, B 5% Prometheus E’JEM , BS
5 Prometheus X H LR, BT HMMEA Prometheus BN TE MSK &8 |, S Hthe
section called “f A Prometheus #{Tia#2",

o (MRIVERE ) SMESEHFIFAIHEFEBSERSIE , Amazon MSK B QB R EFHBEE
|, Mﬁﬁ%‘;‘i’d‘\ﬁn}“fﬂﬂﬁ{%{?io XLBIRAEFBRAI BN FEERESR TEN. XEBTE
EHAERERBESTEZA AN RERREAN]. Amazon MSK £ B 31X L 1R BE & 1% B 5 i#h
MSK $2#l#& EventBridge, Amazon Health Dashboardil & ¥ F1#&Amazonik F B9 88 FBR A BX R Ao
EXFREBEBRNESZEE , BZHEA Amazon MSK FE A E2E R,
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F

&
FERAEFLSE MSK $E#5 CloudWatch

AT ISR ELX LTI Amazon MSK $E#R CloudWatch

AT s RiRiE L2428 Amazon MSK $E#5 CloudWatch

f£ A Prometheus ¥ 12i& MSK £&

W 12H TR A AR

£/ Amazon MSK IZ# A2 &R

FEAEETL D MSK #E#F CloudWatch

B A LA CloudWatch #2414 . @85 1T3 CloudWatch APl %1% Amazon MSK B#E%5. U TN

@

A fE A X LR R R 5 T R 4R

£ CloudWatch #2445 Rl {545

& Amazon Web Services EIR#2H| & H$TFF CloudWatch #2#1& , Mt A https:/
console.aws.amazon.com/cloudwatch/,

1.
2.
3.

B

ESMBERT |, EBER.
RBEFIEERIEIF |, RFI1EE Amazon/Kafka,

EEFFTLRIINIEIR , B Topic, Broker ID, Cluster Name (X8, X2 ID. £8E#H) ; X
FRERFINIESR , 1% Broker ID, Cluster Name (X ID, £ EM) ; N TEBERIINIE
¥R , L Cluster Name (B &),

(ALt ) EERERTD , RRESTRENSEE , REERAXERESE CloudWatch BfR.

EfAH R $EFR Amazon CLI

FERYIRERMG D, get-metric-statistics

£/ CloudWatch CLI iF[a)3EHR

£ A mon-list-metrics M mon-get-stats f

£ A CloudWatch API i A FE ¥R

£/ ListMetrics 1 GetMetricStatistics B 41E.
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AT SR EZ4L T Amazon MSK $8#r CloudWatch

Amazon MSK 5l B#h &R , CloudWatch ELERAILAKEE, EF M D MEHN MSK 15/

£ CloudWatchigtir,. RALBRESLRN MSK MELEMEFEENIER , HE

f@ 1 28 #IX CloudWatch —iX. ZAILAFME MSK SEFFIEIERFIRE RN A TREIZ

— : DEFAULT, PER_BROKER, PER_TOPIC_PER_BROKER = PER_TOPIC_PER_PARTITION., AT
BAHPWRIER T EENEER BT RIERNATEER.

@ Note

£ 3.6.0 REFERASF , —HTF CloudWatch ¥5#2# Amazon MSK i8I B EE R, HE
AFEHRRERXLIENR, W TFEMEERNIER , TRETRT 3.6.0 RESRAFFEHNS
, BE/E R 2.8.2.tiered MRA KB Fro

DEFAULT R AIERE T, Amazon EMN TTHEH AR T HMIEFRH CloudWatchEHT

DEFAULT 4 3=

TRAPHERRVIEVRE DEFAULT BIBEKHATH, XEERREEN.

Name A] DL B[] Dimensic %A
s
ActiveCon EEHEHHEAACTIVER EHE HEMALATERE , BINEHRHREE—
trollerCount Nao 1 MEHIZRA TIEIRS
BurstBalance EEHHAACTIVER EHE BA-BHRERIFRRTBATESH
AEo . R HHEBS#%E, AERFABEERHER

I ID ETRERAER.

HEWEEMEEET R ARE MR
B} , BurstBalance A4&X EBS %
BHITHRE. BXEZEER , 5 /0

RO MRE ML
BytesInPerSec EOEETR. EHE SUNEFHEREENFTHR. ER
R, ERATEMENSNEE,
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Name Al 00, Bt (8] Dimensic 1% BA
S
ID. *
o
BytesOutPerSec ERIEEBE, EHE SUREIFFPRNFETH. LiEtR
. EATENMEBENENEE,
RE
ID., *
il
ClientCon EEHFHHAACTIVER H£HE ZKI50RIEMNEREFREZENR
nectionCount SEo . =,
RE
ID. &
Fisg
338
Connectio EEHFHHAACTIVER HEHE ZKIBHRIE, RELTEHRIEUR
nCount Niao M, REREAEREERE,
EID
CPUCredit EERHAACTIVER HHE (KEBRIEELERREBHCPURY
Balance AEo w1 B, EIREGERE, GRANEGERR

EID HHRERN ZRREAE , SNEH
REFHPHERER, MR CPURT R
AT , ARERX SR ENH
FE, B LAREERERRR CPU
o Hlm |, BALURD T imiE KAy
HE  SFRERBEEHRN M5 KE

RE,
Cpuldle EEBHEAACTIVERR H&#HE CPUZANBEBEZD L,
ENY=18 o, R
# ID
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Name

CpuloWait

CpuSystem

CpuUser

GlobalPar
titionCount

GlobalTop
icCount

Estimated
MaxTimelag

KafkaAppL
ogsDiskUsed

gL

TEERHEA ACTIVE IR
ShEo

TEEBH A ACTIVE 1R
ShEo

TEEFH A ACTIVE IR
ShEo

TEEEH A ACTIVE R
BB

TE&EFH A ACTIVE R
ShEo

EEAFAEREANE
S =

TSR A ACTIVE R
ENY=18

Dimensic EA
s

EBE SUEwEERFHR CPU =M AR/
L, BDL.
¥ ID

£&#HE WEZEFSH CPU BT,
R
¥ ID

£8#E HRPZHEWR CPUBSDL.
o, R
B ID

EHE SRIYHTEITENIXHE ,

M FEEEIZAR, HTFGlobalPar
titionCount AEIEEIZA , HItiX
partitionCount EMEFATAEE
= F GlobalPartitionCount B ES
HFKF 180918

&2 SRHTMARENEERH

£BE WMitFER Max0ffsetLag HIATHE
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MemoryUsed

MessagesInPerSec

NetworkRxDropped

NetworkRxErrors

NetworkRxPackets

A] D0, Bt (8]

EEAREERES
FRZE.

TEEEH A ACTIVE
REFo

EEARACRAED
FBZE.

& & A ACTIVE
L/ Y=

TEEE# A ACTIVE
REBE

EEEH A ACTIVE
REE

EEEH A ACTIVE
REE

EEEH A ACTIVE
REFo

&R A ACTIVE
LYY =1

&AL A ACTIVE
RERE .

& A ACTIVE
&R

Dimensions

fEF 2R,

SHEWN,

EARRE. 3

EHEWN,

EHEWN,

EHEWN,

EHEWN,

EHEWN,

KHEW,

KHEW,

SEHEW,

F&

KE ID

K3 ID

I ID

K3E ID

K ID

E ID

E ID

K3 ID

K ID

i, BF

it#ER Max0ffset
Lag HIETE ( AR R
B,
BMEN S XS
B, FEREEIA,
FBHMEDXZIE
R AR RBILER,

REHEFRIFRND
(RFTREMN ),

RENEEFRFRD
(AFTAEMN)

A IR fE A A9 T
REXRD (AFTHR
B,

REEEEANRE
KN (AFTREA
) o

REZFVEAEER

o

EFNERIHIHE

o

IR HY M U IR
o

REWIH B
HE,
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Name

NetworkTxDropped

NetworkTxErrors

NetworkTxPackets

PartitionCount

ProduceTotalTimeMs

Mean

RequestBytesMean

RequestTime

StorageUsed

SumOffsetLag

UserPartitionExists

A] D0, Bt (8]

TEEFH A ACTIVE
RE&R.

TEEFH A ACTIVE
&R

TE&EFH A ACTIVE
&R

TEEEH A ACTIVE
REFo

TEEE M A ACTIVE
REFo

TE&E & A ACTIVE
RE&Eo

N A ERRHIE,

TEEE# A ACTIVE
REE.

EEARAERAED

EFBZE.

EEEH A ACTIVE
REEo

Dimensions

KHEWN

EHEW,

KHEN,

SHEWN,

SHEWN,

EHEN,

EHEWN,

EHEN

fEF R4,

ERHEWN,

, fKE ID

K ID

KE ID

KE ID

KE ID

KE ID

KE ID

m
[

KRE ID

458

ERNERENE

o

REHN W FZERTEIR
R E.

RERBBEZL
BE,

BNMMENEES X
E¥, TEFEREIA,

T4 pATE (A
MREMN),

RIEBAVERFTHIF
HE,

EREMEM 1/0 &i2
FRAL I 1B SR AT TE B2 Y
FEtE ( LZERH
Bly),

SEHPAMBESXER
HEF#ZR , T
R

EBFRAEDXHR
BRBIR,

mRER , BREDS
RELRBFERF
RENDX, EAN 1
RAMEBELFESKX

o
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PR ER PER_BROKER 4 5l M5 1%

EIF g & E N PER_BROKER Bt , B T P8 DEFAULT R 3liEfR2 S |, BB FIREB T RP IR
R, BEERNTRAMWIEIRAISE , ™ DEFAULT KBIERDNETE, WRTFWIBIHREGUTHE | £8
&#. RE D,

Name ER: 1, B
ConnectionCloseRate EEEH A ACTIVE RSB, MU B R AN IERER

B, IMRFERBMUTERR
&, FEXN TSy eRdt T
jipvids

ConnectionCreationRate EEEH A ACTIVE RSB MU BB W FIERE
BE, XMNBEZRE /MU
RE , XN EF RIS

1Tk
FetchConsumerLocal ERANES/EAREE. EASAEFEAZRERATE
TimeMsMean BHFEetE (ULERRE
i) o
FetchConsumerReque ERANES/EAREE. FERAREREERAIIHE
stQueueTimeMsMean FHESatE (LAERRE
i),
FetchConsumerRespo ERMNES/EARE. £ 2R E RIE M RIRA B R &
nseQueueTimeMsMean FHFIEOE (LEZER RE
i),
FetchConsumerRespo ERBAIER/FEAEE, {5 F 85 & 325 e B PR A 3R B9 S 35
nseSendTimeMsMean BfE ( AZRNEN ) o
FetchConsumerTotal EiRRMOIES/ERBRE, FERASMNRERIEIEFE 3R
TimeMsMean ) EFGatE ( AZBW HE
i),
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Name

FetchFollowerLocal
TimeMsMean

FetchFollowerReque
stQueueTimeMsMean

FetchFollowerRespo
nseQueueTimeMsMean

FetchFollowerRespo
nseSendTimeMsMean

FetchFollowerTotal
TimeMsMean

FetchThrottleByteRate
FetchThrottleQueueSize

FetchThrottleTime

IAMNumberOfConnect
ionRequests

IAMTooManyConnections

NetworkProcessorAvgldlePerc
ent

A] B /]

HRHEGER/EMRR.

HRHEGIER/EMRRE.

HRHGIER/EMRR.

HRHGIER/ERARR.

ERHGIERR/ERARR.

RN AT REREIE

R A SRR B
R A IEBRBIE

EEBH A ACTIVE RSB,

EEEH A ACTIVE RSB

EEE# A ACTIVE KRBT,

58

FEFFAAE R ERERE R ATTE
T EEIE ( LERAE

fi)o

RERERIE REFREASI R F
FHFEE (ULEV R

i),

BRERER1E RIEMARIRA 5 Hh &
T FIORtE (LZERRHE
i),

BR BR 2% A 355 e B PR 76 B Y 19
B ( AZBRRNEAL) .

RERSR MR BN BUIR T 18 2%
BV EFRtE ( AZEW N E

7)o
BRHREFTE
BR 5 BA 51| o 89 5H B 8o

FIGRERFIRTE ( AZRH
B )o

B 1AM B HRIEERNBE

o

M EZSEN 100, 0 &
TEEBERFEERN, MR
>0 , MRABH T TRRHE
BEERDEER

R 450 IR B AL T 22 IR A AY B
BB FHEE 2 o
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FRARER

Name

ProducelLocalTimeMsMean

ProduceRequestQueu
eTimeMsMean

ProduceResponseQue
ueTimeMsMean

ProduceResponseSen
dTimeMsMean

ProduceThrottleByteRate
ProduceThrottleQueueSize

ProduceThrottleTime

ProduceTotalTimeMsMean

ReplicationBytesInPerSec

ReplicationBytesOutPerSec

RequestExemptFromThrottleTi
me

RequestHandlerAvgl
dlePercent

RequestThrottleQueueSize

A] B /]

TEEE# A ACTIVE R,

EEE# A ACTIVE R,

EEE#H A ACTIVE KRBT,

EEEHE A ACTIVE RAB,

ENRAHEILREE,
N A SRR B
RN AT IERSIE

EEEHE A ACTIVE REF,

EOBREEE.

EOREEE.

ENRAERREE,

HEERH A ACTIVE REE

ENRAERREE,

58

TE TS AL AL 2B RPFFE B0 T
1etE (AR NN ) .

HRHBEB TR TE R A F
HEtE (AZRRNEN ) .

14 1 3% B.7E FA 51 FR A 1 3 49 F
BRHE (AR L) .

KA NE BLH B P S R i Rd
B ( AZWNEN)

BRI RS F T8
BR 5 BA 51| o 89 5H B 8o

FIGE R PRFIETE ( AZR N
B,

FIHERRE (LEVAE

i),

BYMEMREREENFT
g&o

BYREFNHMRENFZT
;&O

FEREMEM /0 LiZFLE
T ZBREE R E RN F15
B ( AZRREAL) o

FRLGEEFLREL T ZHR
SHEEBFEE D T,

BR 5 RA 51 FR B9 H B 8o
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Name EIR: N 54 BA

RequestThrottleTime ENAERRHIE FEEHERREEIETE ( LAZRRA
B,

TcpConnections EEE# A ACTIVE RS, ERIRET SYN IrEHIE AH
& TCP BB &,

TrafficBytes EEE B ACTIVE RBEEo DEFTHERE W (£/K

SRR ) EREZEN N
BRE. TREREZBER

=
Eo

RIEAER PER_TOPIC_PER_PARTITION 45l

EFSEE SR ERN PER_TOPIC_PER_PARTITION B , &7
PER_TOPIC_PER_BROKER. PER_BROKER #1 DEFAULT REBINFIEIEIRZI , BEFREBTREAN
REVIER, X DEFAULT RFIERRRTEN . LRIPWEREEBUTHE : £FARFA. 8., 7K,

Name IR 154 BA

EstimatedTimelLag EEASREERARENEEZ Mit#ER 7 XwRBLERAIAT(E
Bo (AWREBEN),

OffsetLag EERASREAEAENEEZ PXEHNEARERBESE
E° EI‘JEiEo

RIEER PER_TOPIC_PER_BROKER 4% 5l \4 32

ERISEELFRERN PER_TOPIC_PER_BROKER B , Bk T PER_BROKER #1 DEFAULT & 3I8Fr B 1EH5
2O BERGREBTRPIERNVIESR, {X DEFAULT RIIERERTN ., HWERPHNIEREGUTEE
EHEN. KEHEID, =8,

/A Important

TRAVERNEEEERZENEFTRSI2E R, Hla , EEE BytesInPerSec , =N HZ 4
Nk WAL 3 Srd €/
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Name CIR: 1% 88
MessagesInPerSec EREBEFE, BUEVRNEENEE,

£ Prometheus % #&fi& MSK £&

IETLAE A Prometheus Y538 7E MSK £8f , Prometheus 2 — 0 B F &8 F 5 I8RBUR R TR
BRG, B LAEA Prometheus IR EAIIRE , X LHIE X F Amazon Managed Service
for Prometheus, & A LAE R 5 Prometheus A IERRBN T ERS Amazon MSK Open
Monitoring ££AX# T & , tb#n Datadog. Lenses. New Relic #l Sumo logico FFREERF A B L
A, EETRAXERBESEMNR.

X Prometheus HIEE. , S Prometheus 314,

AR EMA Prometheus SR , HS & A Amazon Managed Service for Prometheus #1 Amazon
Managed Grafana , 3g58%} Amazon MSK Wiz E A%,

(® Note
KRaft TTH#IEE R MSK Express RIBFRsEE 6B AF BUSERMA =5 R,

HEHMME MSK 58 L5 AT sz

RIS B £ A Amazon Web Services EEE#lA. = Amazon MSK API £3T MSK £&8 EFH
Frix 542, Amazon CLI

5/ Amazon Web Services EE 24| &

1. & FH1Ehttps://console.aws.amazon.com/msk/Z F T F Amazon MSK ##]& ? Amazon Web
Services EE#2#| A region=us-east-1#/home/,

2. Tj‘: Monitoring (¥512) &% A , £ Enable open monitoring with Prometheus (J8 Fi Prometheus

REZERL) FHNERE,
3. ENHELILNEMIHRUMBNEE , AEEMETANRIG
4. RFVNEER.



https://docs.datadoghq.com/integrations/amazon_msk/
https://docs.lenses.io/latest/deployment/configuration/agent/automation/kafka/aws-msk
https://docs.newrelic.com/docs/integrations/amazon-integrations/aws-integrations-list/aws-managed-kafka-msk-integration
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://prometheus.io/docs
https://www.amazonaws.cn/blogs//big-data/enhance-operational-insights-for-amazon-msk-using-amazon-managed-service-for-prometheus-and-amazon-managed-grafana/
https://www.amazonaws.cn/blogs//big-data/enhance-operational-insights-for-amazon-msk-using-amazon-managed-service-for-prometheus-and-amazon-managed-grafana/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
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f£ A Amazon CLI

« @A create-cluster i S HIEEH open-monitoring &M, B
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERENEAIX
NS R

5/ API

« @M CreateClusterig#EH #EOpenMonitoring. B jmxExporter, nodeExporter =HH
&, MBIET OpenMonitoring , MFEERIREZRX NS HES,

HIETME MSK £& LB R his e

ERRAFRERRE , EHAME MSK 84T ACTIVE RE.

A8 Amazon Web Services BB i2#| &

1. B FIHEhttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK #2#|& ? Amazon Web
Services B2 #| A region=us-east-1#/home/,

EREFEFNERNEN. X&FEEISEZERNEFMAEETE,

ERMET+L , A TR UKB GRS

ERRE.

%9 Enable open monitoring with Prometheus (J§ A Prometheus FFIRISIZRE) S0 EIEHE,
ERRIFER.

2

f£ A Amazon CLI

« @A update-monitoring WS HIEEH open-monitoring &M, FH
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERENEAIX
NS R

5/ API

- JHAUpdateMonitoringiR#E H1E EOpenMonitoring. B jmxExporter. nodeExporter =
W&, MRIEET OpenMonitoring , MFEERNZAXHNS HEF.

WIREE 75


https://docs.amazonaws.cn/cli/latest/reference/kafka/create-cluster.html
https://docs.amazonaws.cn/msk/1.0/apireference/clusters.html#CreateCluster
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://docs.amazonaws.cn/cli/latest/reference/kafka/update-monitoring.html
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
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£ Z#h 3245 Ei% & Prometheus E#1 EC2

W NE T WA prometheus.yml X4Fi& B Prometheus E 41,

1.} Prometheus BRZ588 Mhttps://prometheus.io/download/#prometheus T~ £ F & #9311 I #b K4,
EC2

2. FTERHONHGHRERBENBFHEDZE F.

3. FAUTABRRIEENRN prometheus.yml BIXX#,

# file: prometheus.yml
# my global config
global:
scrape_interval: 60s

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
scrape_configs:
# The job name is added as a label “job=<job_name>" to any timeseries scraped
from this config.
- job_name: 'prometheus'
static_configs:
# 9090 is the prometheus server port
- targets: ['localhost:9090']
- job_name: 'broker'
file_sd_configs:
- files:
- 'targets.json'

4. {ERZListNodesiREREVERNRIEY|XK,

5. FIFALLT JSON €& 7 targets.json WX, Fbroker_dns_1lbroker_dns_2, FHZER
HIE DNS EMBRNEBE L — TP HNIL LRI DNS &7, BIELBEL—SPRENAE
R, Amazon MSK XJ JMX Exporter 3% 0O 11001 , X Node Exporter A% O 11002,

ZooKeeper mode targets.json

[
{
"labels": {
"job": "jmx"
}I
"targets": [
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"broker_dns_1:11001",
"broker _dns_2:11001",

"broker_dns_N:11001"

"labels": {
"job": "node"

I

"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"

KRaft mode targets.json

"labels": {
"job": "jmx"

},

"targets": [
"broker _dns_1:11001",
"broker_dns_2:11001",

"broker_dns_N:11001",

"controller _dns_1:11001",
"controller_dns_2:11001",
"controller_dns_3:11001"
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"labels": {
Iljobll: Ilnodell

},

"targets": [

"broker_dns_1:11002",
"broker _dns_2:11002",

"broker_dns_N:11002"
]
}
]

(@ Note
EM KRaft #2585 R HE JMX 545 , B JSON XA FMIRH 2R DNS B#EN B

¥Ro #IfN : controller_dns_1:11001 , ¥ controller_dns_1 it N LFRrAVIZHIZS
DNS & #.

6. EEZM EC2 L5#3EH] E/F3) Prometheus BRS5EF , BEME Prometheus XHHRFH B F
FZ{TUL RS, prometheus.yml targets. json

./prometheus

7. REEIE L IPv4 —FHE1T Prometheus BIIE L7 EC2 SEHIMIAE IP Hutlt, BEUTESRHE
EfALLNE IP ik,

8. EifE Prometheus MITAF RE , BTF A LATH E R K EC2IL 5 i#h S5 Y 531 B8
RIE¥Prometheus-Instance-Public-IP:9090F|&E L —SHhIRBHNAE IP #h
HtPrometheus-Instance-Public-IPEEWE,

£ /8 Prometheus ¥E#x

B Apache Kafka K% 4 JMX BIFTE1EFRER TJ @ Prometheus BV FFRIEIE RS 1A B,

B> Apache Kafka ¥5¥rHIfE S , 1S M Apache Kafka IR F #9412, BRT Apache

Kafka 8454} |, SHEBR B IRIBFHE T BER D 11001 £ JMX B#53K1E. MBean
kafka.consumer.group:type=ConsumerLagMetrics&# A LA{EH Prometheus Node Exporter
RIREVAEwA 11002 By CPU MELE 5FR.
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$F Prometheus #5174 £ Amazon Managed Service for Prometheus

Amazon Managed Service for Prometheus & —I15 Prometheus AWK ZEMERRS , TA TS
2 Amazon MSK &8, XR—ME2RENRS , I8z HistsWRE, 7@, TANER, ©iF
SAmazonR£RFEK , FETURIE, ZL2ibiFRIBE. EAUERATR ProMQL E#E S REN
EfRARHER,

BXEZEER , BSRFREA Amazon Managed Service Managed Service Prometheus,

BEHREILR

BN EEARER | B LURREEERFENERARS  XEFEASKER DT ANRHK
B, VER , BuKEIKIER , Sl BERESXLEERARSR, ERNEHBRELR , fuUFEATL
# CloudWatch &3 Prometheus FF iR a i,

FEAFLERERAUEILEATFENEHBESENARFEZRNBIEZENZER. Amazon MSK 12
HMTUTERELERIEN , B UBEN T S# CloudWatch B33 Prometheus fIFF UL EIR1BIX
bR o . . . Mo EstimatedMaxTimelLag EstimatedTimelLag MaxOffsetlLag OffsetlLag
SumOffsetLagBEXRIXLEIBIRWER , S Mthe section called “CloudWatch #x /A& L BRI 18R

Amazon MSK XX Apache Kafka 2.2.1 RE SRANWEFNEASRLEREIR. A Kaftka M
CloudWatch 18458 , BERUTILR :

- FRAZERERUEFERAELLT STABLE = EMPTY AR A H, RIZREFFEHE , HEE
AT STABLE RES , AR XEEREZEHETD W,

« UTHERFFEEAELERER
- MRFEAFLAFRE,

- FRAEENEHRETEES ().
- BERNERAEAREFRAERBE,

« HBREAZHBAETEREREIBITN4ERE CloudWatch, R Kaftka XIFEFEREAEZHPEH
UTF-8 & , (B4 EEX CloudWatch X# ASCIl &, MREEFEREEHBMFERIE ASCI F
&F , W CloudWatch MiEREA B IR IEFR. AR EFEIRE TR E LR EFR CloudWatch , E24M
EERAEHEHPMNER ASCI FH/,

£/ Amazon MSK F# R EZR

£ Amazon MSK FREL BE L , TUARERNIFHETE. NRER THERESHHREN
FREE  URaXWEERMEALENES , NERRNTEBHEN. Amazon MSK 2
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89 CloudWatchiE#R A B BB EHNEFREE, BER A TETERUNBREFHERER

& , Amazon MSK £ B3 B R EFSEHFREAEBER. FHREERPISHERARIEHRNKH
BREEEHTFHREBENEW, & Amazon MSK #ZHI & , RJLASE A Bk H Ay HRIR 68 52 7 B REVZ L
YR,

MSK FRBREERAMMRE | THEHRMIKLER,

« 3 ("FERF ) FHEREERSRELIZEEFURETEENFHERAS, = MSK SEHPHNRERE
AT 60% =X 80% A LWHAFHAEN , LRI BEXZHEAEN EHER.

« I MSK &EHTN —MEMEFHETEATHN , M ("FEXDXEBEF ) FHREEERERE
REAMRIERE | B ETENERF R,

Amazon MSK £ Bah X LBIR A EL S # MSK #2%|& . Healt Amazonh Das hboard
EventBridge. Amazon MK &Amazonlk /= Y 8 FEBHFERR A, #REATLL EventBridge il 5 #h &
@ Slack =% New Relic #l Datadog & T E &KX X LB,

FiE MSK B BEHMRNEAEEREER , MATEXA, AMERM MSK HXESXRF I IhEE,
BERFREAERER

BALBIAT AN EEFREEER

 BIfE Amazon MSK 2% &, FREABBERNEEFHERERPETR 0 X, BERTIEHBREEF

it 7 BB () R Y B2 LU B2 T IR A

« {EHListClusters, ListClustersV2 % DescribeClusterV2 APIs &2& fCustomerActionStatusEt
HWFTBEHR, DescribeCluster

« BI{¥ Amazon Health Dashboard & ¥ B MSK fE# Amazon FRZHE R,

« IR{& AmazonHealth API f1 Amazon , FFEREBEHEH EventBridgeEIE =5 F & , Hl#0 Datadog M
S| NewRelic acko,

E#H Amazon MSK &N Z£RE

£ A UpdateSecurityAmazon MSK 2{EE# &M MSK EHHN G RIEMEFIHRNAEMZFZE, &
R A EHA TSR LABTNG TLS SORIUENFAEZSIEPMENE, BELIFREHN
(broker-to-broker) MNZ&E

EBNIAT ACTIVE RATREEFZERE.
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https://www.amazonaws.cn/pm/eventbridge/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-api-destination-partners.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-api-destination-partners.html
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://docs.amazonaws.cn/msk/1.0/apireference/clusters.html#ListClusters
https://docs.amazonaws.cn/MSK/2.0/APIReference/v2-clusters.html#ListClustersV2
https://docs.amazonaws.cn/MSK/2.0/APIReference/v2-clusters-clusterarn.html#DescribeClusterV2
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://www.amazonaws.cn/premiumsupport/technology/aws-health/
https://docs.amazonaws.cn/health/latest/ug/health-api.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-api-destination-partners.html
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-security.html#UpdateSecurity
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MRBAFEA IAM, SASL & TLS W ERRIE , BESTTFEREFHEMREZRANMNR, TRETRT
AEEMAE S,

BHRIE & P i 2R B DN 2R L T RERRE N

o & IR AE TLS. PLAINTEXT, TLS_ AT Bk,
PLAINTEXT

mTLS TLS. TLS_PLAINTEX HIFTFF o

SASL/SCRAM TLS HIFTFF o

SASL/IAM TLS AT o

HEFIKRBREMZRIZEN TLS_PLAINTEXT , BEEF®BI S HRIUEIRE N mTLS B, Amazon MSK
LBIEFMEBYNMITREFFIRIERE . —HEEFFBRESEA mTLS SHARIEM TLS MENERT
HITIER S HRAEFRERAEASHRIESMBENER THTERE (A ),

EXEZ2RENEZEE |, 5 Hthe section called “Z£ 14",

EFRAE#H Amazon MSK &L 21X E Amazon Web Services B BEi2&| &

1. B FHEhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK &) & ? Amazon Web
Services B2 & A region=us-east-1#/home/,

2. IEREFHH MSK &,
3. HEREHDFERERE.
4. EBREBEFAENFORIENNZRE  ARERREFER.

EFAE R Amazon MSK £& % £1%& Amazon CLI

1. BIE—1JSON X , NELFLEEREANMBERE, RAMT

® Note
BREEFEFHREANREBEMFRE, BEEEFHERFHMA (broker-to-broker) MNFKE,
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{"EncryptionInTransit":{"ClientBroker": "TLS"}}

2. BIE—1JSON X, NELFEEHREANFHRILRE, ROIMT

{"Sasl":{"Scram":{"Enabled":true}}}

3. =17l TFAmazon CLIT S :

aws kafka update-security --cluster-arn ClusterArn --current-version Current-
Cluster-Version --client-authentication file://Path-to-Authentication-Settings-
JSON-File --encryption-info file://Path-to-Encryption-Settings-JSON-File

#Z update-security BEM B H LT JSON FiI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

4. EEFupdate-securityBREMIRES , BT T@S , ClusterOperationArnBRAE®
SHHPIREM ARN, update-security

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HIH H LT JSON REIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-09-17T02:35:47.753000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f71-1234-9876543210ef",
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"OperationState": "PENDING",
"OperationType": "UPDATE_SECURITY",
"SourceClusterInfo": {3},
"TargetClusterInfo": {3}

IR OperationState KY{EN PENDING = UPDATE_IN_PROGRESS , & —ERufE , AEE
IRIZ1T describe-cluster-operation i,

® Note

ATEHEHEZLSRENAmMazon CLIF APl REREMH ., XEWKE K MRS ARAZLEH
BEASEEEHRYINIEEBNEARIERMBFRE , NZIRETLEN,

£/ APl EERNZERE

EFEH APl E# Amazon MSK £# M Z£1RE , S @UpdateSecurity,

(® Note

AT E#H MSK £8 X218 EMAmazon CLIFI API BERZEHN ., XENKE K WRZERZS
ENMREABESERIREMRN S ARIESMFRE |, MZEETEER,

¥ B Amazon MSK E£EFHHREKE

MREEH MSK EETMHREHRE  FEAL Amazon MSK ##, BV B&ER K FHRESERLT
ACTIVE IR%&.

/A Important

MREY R MSK £8 |, BTHRARERA L Amazon MSK #1E, Y17=RAEREALBRENERT
GIES:7 )il

BEXREMREBEAMBERENMNEHFEE S XPEE , S Rthe section called “EF 2 Bl 5 X",
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FERAY B Amazon MSK &2 Amazon Web Services B2 4|45

LA EWAEERA Amazon Web Services BEE12H| A 1810 Amazon MSK SE#FHREHRE.

1. EFHEhttps://console.aws.amazon.com/msk/Z T F Amazon MSK ##]& ? Amazon Web
Services B2 &l A region=us-east-1#/home/,

2. EBREEMABHREMN MSK £,

3. MEBETHXEYd  ERmEBRER.

4. WMALFEERESNTRAXREENRERE K ABERREER.

fE AT B Amazon MSK £2 Amazon CLI

IR B WA Amazon CLI #1H1 Amazon MSK £ FHRIEHRE,

1. BITUATaS , 3 ClusterArn B 1 QIR EBAFTIRENN Amazon BIREH (ARN ) . 40
RIEBZEZEHN ARN , JUUBE S HAMEERHRKEIEC, BEXREZER , BZH the section
called “F| HE &,

¥ Current-Cluster-Version B EBH X HIRA,

/A Important

EBRRATEMENEY, EEREBHNWLYTIRA , B MADescribeClusteri® = desc
ribe- Amazon CLI cluster &5, REIMRA R KTVPDKIKXODER,

ZTarget-Number-of-BrokersBBRRUBERDEREEFEERAENRET R EE.
IS EWETarget-Number-of-Brokers MR AT EBPYIREHRENER. CEXLAR
AT X% E N REH.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

% update-broker-count BEMH HIMELT JSON FIR :
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3RBupdate-broker-countiBEER , BETUTHS , ClusterOperationArnBiR AT
o PIREM ARN, update-broker-count

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @I H LT JSON ROIFTR,

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "INCREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 9

1,

"TargetClusterInfo": {

"NumberOfBrokerNodes": 12

kA , OperationType 2 INCREASE_BROKER_COUNT, %1% OperationState W&
79 UPDATE_IN_PROGRESS , &% —BtE , AFHEIRIZT describe-cluster-operation

DA
AP Do

£ API B Amazon MSK £&

EFA AP ENEFHFRENHE |, B2 HUpdateBrokerCount,
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M Amazon MSK &£ & B R/ HE

LRAE M Amazon Managed Streaming for Apache Kafka ( MSK ) i B £ B ERT |, FHEH
bt Amazon MSK &€, B BYBRABERBVDEFNEFENITERE K MASFWATRAM, &
BEAMRR S PHBERNARRF.

B ERRNESRERBNREEM , AEREBDABERAE, BERERMMBERINE , &
AUFES FAERBEH M MSK ERIRBHAE. BRAEBCETUNAGERETEHRITRERBIH
£7H, UAREN TEARBRABEIBE S -1 EEH.

EHAmazoniZ#lA, HS1THME (CLI), SDK Amazon CloudFormation3RRE 4 B Bl B S & 1 R B
B, MSK 2BEEEM7XHRE (£LEBXIRN ) , HELENARFEIXEREBEKEHE | [
LT MNEBFHPBRIXLERE,

MREBBOERNFERNITE |, WA ZENTHXBER—MUE, fl, Sa0EY —RAEBKRR
EMNRANATAREHTBRANME  IEN=ATHXERFBEBR=ME,

BERENEETBRREBEEUNMNEHFFEE 2 XHPEE , S Hthe section called “EF 9B 5 X",

FTALKBIR /NG |, EBEAUMIEET M5 1 M7g 19 MSK MBS F B RRE,

Kafka 7 2.8.1 RESRAZFHRAE , @ KRaft ERAEEH,
F

- ERBIBRAED XKRBHRKE

« EHAmazonE R FI & BERHAE

« {f/ Amazon CLI il BrACEE

« £/ Amazon AP| BRI LS

HEZEIYBRAE D XRBBRAE

EFRREBREEZH , BAMNBITNBRAREBPIBIAESX ( £ __amazon_msk_canary
M __amazon_msk_canary_state B9 XBRHL ) o iXLERZE Amazon MSK SIE2 A T E&FHZ TR
USRI A EBERE,

YRATLAfE A Kafka B 5 APIs 2 Cruise Control 2 XBZHERITEEER P RENHMBRE, S
%] Reassign partitions.
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B X R E

A RUMANEBRIAREGBER XKW RE, RREE—INEHIE 6 ME  SMNTHK 2 1M
B A HATENNES :

« __amazon_msk_canary

« __consumer_offsets

« _ _amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2

msk-brk-rmv

—

BRBOEE S init EVARIEEF wit &4l
2. BEFEFRIHENRE , STUTRSRIILERTNAEIAER,

./bin/kafka-topics.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --list

FELeRBIR , RONBFIOENETR
# : __amazon_msk_canary. consumer_offsets, amazon_msk_connect_offsets_my-
mskc-connector_12345678-09e7-c657f7e4ff32-2 fl msk-brk-rmv,

3. EEFFRITENLOE—1ER topics.json B json X4 , ARMAERAFEEEN , IUT

RBRBIFTR. BAEEEE __amazon_msk_canary TEEH , FAXERE—IMRESEEEH
EXENSBBI,

{
"topics": [
{"topic": "msk-brk-rmv"},

{"topic": "__consumer_offsets"},

{"topic": "__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2"}

1,

"version":1

}

4. BEIUATHTRER-—MRR , FoRXNBIHREEH L 6 MEFH 3 ME,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
topics-to-move-json-file topics.json --broker-list 1,2,3 --generate
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5. BIE—1NHEN reassignment-file.json XH , HEHEMN LEN G IREM proposed
partition reassignment configuration,

6. BITUTHSRBIEE reassignment-file.json FIEEN DX

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --execute

MHEEERUTUTRAR

Successfully started partition reassignments for morpheus-test-topic-1-0,test-
topic-1-0

7. BIIUTHSRRIEMESXREEBH.

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --verify

ZREHER LERUTUTRR, RS, ESERNEEPOMES XEHER N EH T

Status of partition reassignment:

Reassignment of partition msk-brk-rmv-0 is completed.
Reassignment of partition msk-brk-rmv-1 is completed.
Reassignment of partition __consumer_offsets-0 is completed.
Reassignment of partition __consumer_offsets-1 is completed.

8. YRBERBIMNPEXNIXREFSBETRAT , 5% UserPartitionExists $E#5 5 9%
WﬁﬁbiﬂzmMﬂPng TXMREETR 0, WG , B UASENEBPBIRNAE,

FEAAMmazon BB 5 BBRARE
£ A AmazonE B 4l & i R

1. 7E https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 2%l &

ERTEEBRNREN MSK £,

EEBFAGENEL , ERRFERA , ARERREREHRELTL
RMALHZLERESNTAXEENRERE, #HA LR TETARPHRBBRNRERE,

XRHREBEN,

5. ERRFER.

N
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HNBIEREENBER | 2H 8 EREBIABRRE,

85/ Amazon CLI | BR{CIE

BITUATHS , ¥ ClusterArn B ol 2 EE I FTIRENY Amazon BREBEH (ARN ) ., IIRE
RBEZERN ARN , AILIBE I HAESEERKEE. BXEZEE , 2 H Listing Amazon MSK
clusters, J¥ Current-Cluster-Version E# 7 EEM YT RA

/A Important

EBREATEMENEY, EERERNYRRA , FEMDescribeCluster#®4Es desc ribe-
Amazon CLI cluster 5%, RIMRA R KTVPDKIKXODER,

% Target-Number-of-BrokersSBRTIBERDEREELFEERRAENRET R L. &8
EM{ETarget-Number-of-Brokers M2/ FEBHPHAREHRENER, ©ELIETHXEK
B B E 5.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

% update-broker-count B®/ERH H ML T JSON FI7R :

{
"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f71-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "DECREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 12

},

"TargetClusterInfo": {
"NumberOfBrokerNodes": 9

}
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}

kA , OperationType & DECREASE_BROKER_COUNT, %1% OperationState H{EN
UPDATE_IN_PROGRESS , iH&#F— At , REHIXIEZE1T describe-cluster-operation %,

£/ Amazon AP| BBREZ 427

EFA API BBRERTHRE |, FS M UpdateBrokerCount (&M T Apache Kafka FIL &€& 7 i
{Kk Kafka APl &#&)

E ¥ Amazon MSK &£ &R E K/

BALES ERREN AN RIZFT B MSK £8 , THE#H S E Apache Katka 77X, BEERKE
BYR/N , B DRE THEARNTLR G EE MSK £EENITERE , TP MR /0. Amazon
MSK g ESEFH PR AT R R IEEAMEERRER D,

NTFHRERE S LUREFERERNPANME H T3 EHN M7g , N\ T3 EFHHN M5, EM M7g EH
A M5,

(@ Note
BEENBRARHREBERXNEBZER/DOKREKXR D, Flan , M M7g.large EBZE T3.small,

NFHEAE , REEER M7g RER),
REBNAT MAERR MSK EEHNREAN,

FER  IBIRINARER N TRSEREEABRDSMEAXINEATLE, TBIEANK
BAPITUARSHRE , ERAARESES.

MEHRBIHETE , ARG EFXEFRE KR, XEKEFZ Amazon MSK — XX —NMCEREH
REXD, BEXRUMAERBX/NEFPERCEFHSETANGEE |, 5 Hthe section called “HWESE
A ANEE, RTH—FSREXNES INEMEEE D , B UERERENREBAERRE RN,

REXPNEFHEE , BUUSREERFMERAKE. T, XS EHTH , ToeESRERBH
Amazon MSK operations T %l Hi B9 {E{A 58 F iR 4k,

MREFEREFRNRPOREBEAN , BUEEENAER LZRER | TRANGRFENRME,
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/A Important

MREFNMNEMN D XEHES the section called “ ABREFHN K/ : EMIEREN S, XEE” &
BENRAKE 6 NEEEEFHEFNRDPHRERN,

E 3

« fERAEH Amazon MSK & B A KX/ Amazon Web Services B2 &l &
« EFAEH Amazon MSK &8 E Y X/ Amazon CLI

o M API EFHAE XN

fE A EFT Amazon MSK & EM K/ Amazon Web Services ERE#ZHI &

e 72 1 B 20T 62 A EE#T Amazon MSK S8+ X/)s Amazon Web Services EE2H| &

1. B FZH{Ehttps://console.aws.amazon.com/msk/ZRKF FTF Amazon MSK #2#|& ? Amazon Web
Services B2 #| A region=us-east-1#/home/,

EREFEHMRERPH MSK £E#.

EERENFAGEEREL  RKIAREFHERD  RAEEBRBEAERDN,
MBIRAFIEFRFTFENRERD,

REER.

o bk~ 0N

fE A E#T Amazon MSK £& X E M K/ Amazon CLI

BITUATEGS , H ClusterArn BN AR SR FTIREN Amazon BIREF (ARN ) . WREE
BZEHN ARN , JLLER Y HMMEEHEXRKEIC. BXEZEER , S the section called “Fll H&E
B,

1. Current-Cluster-VersionBMNEEFHNIRMRAU R Target Type BHFLEREBHNFH K M. B
THAEXREBEXPIIEZFEE , S Hthe section called “LIERA",

aws kafka update-broker-type --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-instance-type TargetType

THEHHNROIEAIMAERLLGS

ERRRREAL 5
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aws kafka update-broker-type --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
current-version "K1X5R6FKA87" --target-instance-type kafka.m5.large

Z SR H LT JSON RAIFT R,

)

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3RBupdate-broker-typelRELR , BE{TU TS , ClusterOperationArnEHRNE
o FIREM ARN, update-broker-type

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation an S H ML T JSON RAIFT R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"CreationTime": "2021-01-09T02:24:22.198000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-operation/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_BROKER_TYPE",

"SourceClusterInfo": {

"InstanceType": "t3.small"

I

"TargetClusterInfo": {

"InstanceType": "m5.large"
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R OperationState I{EN UPDATE_IN_PROGRESS , BFE&F—EREtE , RAEBXET
describe-cluster-operation &%,

5 APl EFHAE K/

EFR API EFZLEAE | 55 UpdateBrokerType,

BRI LA A UpdateBrokerType HEFRKE XM M5 I T3 EFH N M7g , HEM M7g EFHH
M5,

£ Amazon LinkedIln MSK E £ Apache Kafka BV Hl R &

BT LAfE A LinkedInf¥ Cruise Control SR E T F &7 12 ) Amazon MSK £, BNMBEREUR K
EHNRESFEITIROR

(® Note
MRERNHFHEENET Express WERHBA T EHREBYE , WERTEEASE=1TE (i

Cruise Control ) #1T7 XE# T, BLNAEEERENTE , TeEEAXLEE=ZFTER
HE 9 XEH 2B APl

T &} #39% Cruise Control

1. E5T5% MSK £EMHEIMNIT S VPC FaI2T 5% EC2 L4,

2. EL—SHelEM EC2 LE#LH| L% Prometheus, 12 TFE IP MiwO., BiAHHS
7 9090, BXRUMMELE Prometheus AR SEBIERNELR |, S [the section called “f&
Prometheus # 1745127,

3. 1 Amazon EC2 324l L % C ruise Control, (& , MIREEE |, th o] LAEAEIHE Amazon
EC2 Sk T4, ) X FEH Apache Kafka iRZAx 2.4.* BEERE | EFERA R 2.4
Cruise Control KR4, INREEH Apache Kafka lRANETF 2.4.* | BEARKHH 2.0.* Cruise
Control lixZ<,

4. fRIE4R Cruise Control X , AR IIBESRBH XX,

5. BITUAT@THRE Git:

sudo yum -y install git
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6. BITUTHSUUMBIAMIFM#E, Your-Cruise-Control-Folder&#R HuiXHk (&1
fi# FE Cruise Control ™ & S ATIR BRI XK ) BB FRo

git init && git add . && git commit -m "Init local repo." && git tag -a Your-
Cruise-Control-Folder -m "Init local version."

7. BITUATRTUREAGBERRE,

./gradlew jar copyDependantLibs

Bt i& #13= 1T Cruise Control

1. Xt config/cruisecontrol. properties XHHITUTEH. FRbI5ISRESH|MEISKE
FREE/NEFENE, EREFNXLEFTRE  SUUEEHAPEEERFHAGEE. 3F
& 7] LAfE A GetBootstrapBrokers#l DescribeClusterAPI #ES B8 CLI EIRE,

# If using TLS encryption, use 9094; use 9092 if using plaintext
bootstrap.servers=b-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com: 9094

# SSL properties, needed if cluster is using TLS encryption
security.protocol=SSL
ssl.truststore.location=/home/ec2-user/kafka.client.truststore. jks

# Use the Prometheus Metric Sampler
metric.sampler.class=com.linkedin.kafka.cruisecontrol.monitor.sampling.prometheus.Promethet

# Prometheus Metric Sampler specific configuration
prometheus.server.endpoint=1.2.3.4:9090 # Replace with your Prometheus IP and port

# Change the capacity config file and specify its path; details below
capacity.config.file=config/capacityCores.json

FNFRERE , BUAEESMEREPEENTEMBEIRPEA DiskCapacityGoal,

2. Ym¥config/capacityCores.jsonX#HAEE EBWMNEE K/, CPU & OFMME in/out
BREl, XN FHIERARE , RETEIRE Cruise Control BRI F FEEHM A DISK BE, BT MSK B
BRERENMERE®  FEAFEEREN —MESHET , Hl0 Integer .MAX_VALUE
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(2147483647 ) W TFIRERE |, AL DescribeClusterAPI #4E ( =} desc ribe-cluster
CLI ) RIKEBEE K/, BHx CPU B OFMLE infout FREIRIE S , H3 5 Amazon EC2 LI

A,

Standard broker config/capacityCores.json

"brokerCapacities": [
{

"brokerId": "-1",

"capacity": {
"DISK": "10000",
"CPU": {

"num.cores": "2"

},
"NW_IN": "5000000",
"NwW_OUT": "5000000"

iy

"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."

}

Express broker config/capacityCores.json

{
"brokerCapacities":[
{
"brokerId": "-1",
"capacity": {
"DISK": "2147483647",
"CPU": {"num.cores": "16"},
"NW_IN": "1073741824",
"NW_OUT": "1073741824"
},
"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."
}
]
}
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3. BA[LLERE RS Cruise Control Ul, NEE T3 , i5% % Setting Up Cruise Control Frontend,

4. BITLAT @S LAE 3N Cruise Control, ZEMFEAEXLL screen = tmux B T ERRF K EZEITH
2L T FFBURES,

<path-to-your-CRUISE-CONTROL-installation>/bin/kafka-cruise-control-start.sh
config/cruisecontrol.properties 9091

5. {£M Cruise Control APIs 5 Ul 3R#&{R Cruise Control A EH N BHIEHRHEHFFHEN, 3K
BEMWIBIRE O REEE /L9 #etE,

/A Important
H A Cruise Control 2.5.60 R LIRASRERERS , XREAANREREBEF2LTT
ZooKeeper it R o

£/ Cruise Control for Amazon MSK B B zh ZpE1&E 4k

#&83& 7] LA{E A Itk CloudFormation #E AR ER¥AZFE Cruise Control 1 Prometheus , NI ER A it 7 R IR H
Amazon MSK &M EEH LB RAAE,

FEINEE :

- B EEMEEKIZEEIF Prometheus WIS % EC2 34,
« X3 Amazon MSK T B £ &,

« {FRPlainText 1 IAM 31T REN H BRI,

« Cruise Control T k#t Zookeeper,

- BERMEEFEME Amazon S3 EHEBETNEZECHEEXH , B BE X Prometheus B #7, Cruise
Control REREMEMEE.,

7 XB VR
Kafka 5 X E# 5 B i

Kafka FRIZ XEHMDTETRAARERR , RAXSREREBEZAERARERE  \MATEEXM
FPMEALMEFIRRE, BB TUTRERR  KUNBESARERGER, FAHRZERHNTHBENR
DERERSGAREMRE PN EFRENTI, NTBEREEDXNEHDE.
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® Note
MREEFHOENET Express WEE , FER LH@ T BEFNERASEE L EHHTES
7 X5 E.

1 Cruise Control P EEH &

Cruise Control B B RS HEHI» XBHMMSEVRNH L. U TSHRETEEFHF P EHE
RETEZHAE :

s RAHEDEXBZ : EX num.concurrent.partition.movements.per.broker LARRFIKIE
BHESXBD , BRNEFNAREE,

Example R4

num.concurrent.partition.movements.per.broker = 5

iR EFEMEBEEMNSENB BN S XHRENTED 10 N, NAFEREBE R,

58 A PR i SRR 422 #1175 32

- BR&ISE : M kafka-reassign-partitions.sh #1720 XEH o E A , EFEMA --throttle
parameter REREBZBARERBINZRERER (AISVHFTEH) .

Example R4l

--throttle 5000000
MMFHEARTILIREN 5 Mb/s.
- PHRHEIRE  BEREESENREERREXEE !
MRREFIE , WEH DB TREFEEEKAETE,

WMRREFIS , F/ ik A e RIE B HER 8 A9 &

- EMNRTFHRFERTTIR , AGRBEEFMREEHTER, ENAIEFHRZE , BYFAENR
BT, WK & E T,
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IR AR T FMBEE

HEEFHRRPRIEFR BB , TEREMHUNEFREFHTAEN K. XERTUARESEH , #
B A PR BE 3t PR AR SEBR 4 7= R BRI

B Amazon MSK &M EE

EEHEHLE  FHRAEHL T ACTIVE RSB, BEXTNBAR MSK £ L EMEBN 2 XBET
the section called “ THEEFHHN X/ : BMrEREBHN D XHE” RFTRNRH . MRBEIXLRT
BLEEMERNEE,

BEXMSKEEMNEER K SENCEZEENEE,. TUEFBEEHUREFNEERENEEN X
£ 4 LER , 1S the section called “KIEHELE",

£l

- BLEEFEAKEN AN

- EAEHMERAEE Amazon CLI

« M APl B3 Amazon MSK £ f &

BoE ERTHIEAREA AT A

Amazon MSK EXZHEFIEEHMBRRIFS TAM. Amazon MSK #HITRZNEH , —XREH —
RE, EHEESF, %ﬁ%ﬁéﬁ—fﬁﬁ BERENEHEEENEENZ. B2 , RERBEEX T
TERANEHMERE , XURELENEFTEANEE PI. BXEHEEXAE T A MERFmE
EFZEE , BHSRME Amazon MSK Bl &,

HEMETEHZ , BUEREF RPN EEESH T , AEEF R BRRNLHEER.

MREAR MSK EEFHESEMBEE , TS AR Amazon MSK FEEF A 41T 5 BR 5 X 7] 77 2

FEREHREFHMNEE Amazon CLI

1. SEHIBLT JSON AFHRFEIXHF, FXHmEHN configuration-
info.json. ConfigurationArnBMNEERTEMEHNEEMN Amazon BIRER
(ARN), fELLF JSON A, ARN F&F R 4fE A 5155l K,

Configuration-RevisionBMANBEEANEEBSITR. BEEMSITHRAEZRM 1 FHRIVER,
FELLT JSON |, ZEBTREFEA SIS 5ER,
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"Arn": ConfigurationArn,
"Revision": Configuration-Revision

[

2. BTUTHS , ClusterArnBi N IR EEIREM ARN, MRIEZHIZEEMN ARN , ATLLE
S HFAEERERXKET. BXEZELR , i§5# the section called “%I HEE,

Path-to-Config-Info-FileBMANBEESENHNRE, MREGETEL—SFEEN
X#configuration-info. jsonRERFEZIEBEFZHR , WPath-to-Config-Info-
FileAconfiguration-info.json,

¥ Current-Cluster-Version iR EBH 2 5l iR,

/A Important

SEMATREENER, EEREFNIGRIMAE , B A DescribeCluster 4= desc
ribe- Amazon CLI cluster 8%, RBIARA R KTVPDKIKXODER.

aws kafka update-cluster-configuration --cluster-arn ClusterArn --configuration-
info file://Path-to-Config-Info-File --current-version Current-Cluster-Version

THEHN RO IAERLLGS

aws kafka update-cluster-configuration --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
configuration-info file://c:\users\tester\msk\configuration-info.json --current-
version "K1X5R6FKA87"

% update-cluster-configuration KM T JSON REIFTRo

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"
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}

3. EjRBupdate-cluster-configurationBEER , HiETUTH
T, ClusterOperationArnBiR N E T H HFIRBM ARN, update-cluster-
configuration

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation an S H ML JSON RAIFT R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.7357",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CLUSTER_CONFIGURATION",

"SourceClusterInfo": {3},

"TargetClusterInfo": {

"ConfigurationInfo": {
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/
ExampleConfigurationName/abcdabcd-abcd-1234-abcd-abcd123e8e8e-1",
"Revision": 1

EkfmH® , OperationType 2 UPDATE_CLUSTER_CONFIGURATION, 1%
OperationState KB UPDATE_IN_PROGRESS , &% &F—RAtE , REBXET
describe-cluster-operation @,

£ APl B Amazon MSK &8 EE

EEMA API 3 Amazon MSK S8 MELE , S [@UpdateClusterConfiguration,

ENEHLE 100


https://docs.amazonaws.cn//msk/1.0/apireference/clusters-clusterarn-configuration.html#UpdateClusterConfiguration

Amazon Managed Streaming for Apache Kafka FERARER

E B Amazon MSK & &r{LIE

MREERF MSK £8MARE |, EEHIL Amazon MSK ##1, EEREHRNNRE | FHRRERLT
ACTIVE R%.

ERGEY ( HIAEISHRAFALR ) #E , Amazon MSK FRS ATRELE R MSK SEFNAKE, &AL
BYFHERRERN I Kafka FFIHAEMYE | BUHBAERF RN REETNEMER.

£ Amazon Web Services B4 EF Amazon MSK & E

LSRN B T WEER Amazon Web Services BIE12%]A EJF Amazon MSK & RE,

1. £ https://console.amazonaws.cn/msk/ 37 Amazon MSK 2% &
2. EBRESERNEM MSK £#.

3. MTRFFRBHEMAGSENy , AREREERNNRE,

4, ERERKERMA.

£/ Amazon CLI /8 Amazon MSK &R IE

RS E T {aE A Amazon CLI EE Amazon MSK & XIE,

1. BITUT®S , ¥ ClusterArn B h eI B E B FTIREL A Amazon BIREF (ARN ) |, F
BrokerId Bt REERHAREM ID,

(® Note
reboot-broker BE—XRAXFEF —IME,

MBEBEEIZERHN ARN |, AT UBS S HFIEERXKREE, BXEZEE |, 55 the section
called “H|HHEE",

MERBERNKRE D, BUNUBLFHAET IQIRKFEN ID. BXRESER , H5H list-

nodes.

aws kafka reboot-broker --cluster-arn ClusterArn --broker-ids BrokerId

Z reboot-broker BEMNBMHIMLLT JSON FI7R :

E /3 Amazon MSK £E KR IE 101
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3REl reboot-broker BENLER , BETUTH T , ¥ ClusterOperationArn BN E
£ reboot-broker T HYH HFIRBH ARN,

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @ HIH H LT JSON ROIFT R,

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea”,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "REBOOT_IN_PROGRESS",

"OperationType": "REBOOT_NODE",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

EHBHBRETHKE , OperationState &F REBOOT_COMPLETE JRZS,
£/ APl E/5 Amazon MSK S &y IE

EFEH API EREHEHTPHNRE | 53 H RebootBroker,

E /3 Amazon MSK £E KR IE 102
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H Amazon MSK EE&RMIrE

AL B N TR UREN R 9 Bit4s Amazon MSK &R |, it MSK £8, HREEERER
EVHRBEY, FARZEEEE Amazon BRMALKE (BEKERE ) W—TER2BEINS
No

FH

« Amazon MSK & PR E At 417

o FERAFRZEER Amazon MSK S8 A&

- WRZRH

« {#F Amazon MSK API| & BRiHRINFEZE

Amazon MSK E&E MR Bl HR

Al Amazon MSK API ER A TES

o JGFRZERINE Amazon MSK &R,
« B+ Amazon MSK HBEHRE .
« M Amazon MSK &Rl BRIrZ .

O] LABEFFRE ST Amazon MSK BR# 1T 3, #lun | A LU RIE,. FrIE&RIAEX Amazon
MSK E8#1T9E, ATHRENEMZENENE , AELGE—HBEENKIKFRZENEE
ER, Gl , BAILLE N —HRERBEERMAEEN AN AEFRERER,

LT RIRENZANRHA

* Project: Project name
* Owner: Name
* Purpose: Load testing

* Environment: Production

AL IRER Amazon MSK E & B 74X

A AEAREX Amazon AT RMBRER, HERHRZENAT Amazon &R (8% Amazon
MSK £8 ) 81 , BM Amazon A S BEREFSERFCENERARMKAR, Ba@EdNARRL
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SR (MEAFL, NAEFENIARE ) DIRERBEESHEBESHRS. BRESZER , H5H
Amazon Billing F 38R Y3 B E UK 8 3R &5 68 A AR 70 B AR 25

PR PR &l
LA R &IE B F Amazon MSK FHIFRZ,

ERR

« BMRBRNRARFEHE 50,
- RERNEX D ANE,
- TEENEIRE MR R IRRE,

RERR

« BIMIERVLTEME -, NREFNMVFEEFECHEANE  WENTRZRESNEREN,

o MRZRATBE aws: FFk , AN ETERRNTE LA Amazon fEH. Amazon FFA RS 62 LAtk BT 4%
FFLWFRE | BIET pEiR S S MIBRIX AR,

 REROEKEXSTANT 1 F 128 4 Unicode FRFZ[El,
o FREELMEIELUTESR : Unicode 8, BFE, ZERAMUTHEHRERF_ . / = + - @

REERE

. FREENEKEXDNT 0 F 255 4 Unicode ZRFZ 8],

« BREETURZE, B, EMNSAEBEUTER : Unicode ZF, BF, ERAUTEERKF
F:_ ./ =+ - @

£ Amazon MSK AP| & BRINRZE

&R BAME A A T HRIER A Amazon MSK B IFAINARESHEUHRINARE |, &S H AR L BIFREE

» ListTagsForResource

- TagResource

« UntagResource
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F Kafka TEAFHTHZE Amazon MSK £

Amazon MSK & #1288 % 3372 48[@ Amazon Web Services K/~ TH Amazon MSK &£ & 2 [@# 171 %,
Xt FMIE MSK &5 ( Blin Apache Kafka THEMEL ) #HITIEBHEE KT Amazon MSK & Z BT
% , %IfER Apache MirrorMaker 2.0,

MSK EFlER— L RENTRZ[MRAR |, T B3IEHIEITBE Amazon MSK, MSK & #I85
TEEBEEM BB TLOEY B, Y EEN4P IS, erEaIBPa4rTaEENERAEARBE
H5H#h Amazon Web Services RS £ 5.

Apache MirrorMaker 2.0 —RIFRITE , EEFHREMNEE , EAUNTIBIEHTHTZES, &
AT BENEHIMNBITENL , HIEIET Apache Kaftka £z B#HTEE , MEILEEF AWM,
B LA EH Amazon Web Services Ik #1TEB ., BxER MirrorMaker TR EHNEER | &
SRFMES (BEBRBESESR ) . RINBVWELES AR EHIRE MirrorMaker,

BEXNARNTEMEEBRIREHIEBNESZES |, 1§55 Amazon MSK 4|88 F1 MirrorMaker2 :
Apache Kafka R3S FITBIE R EHRN S HIKEE,

R ERFRE Amazon MSK £ &

® Note

WRFE Amazon MSK R FE B MK , BUEENBREF ZIBRIZERK, BXE
%8R , 15 Amazon MSK 8 BZIY 8.

£

 EAMIBR Amazon MSK Tl AL &K & B Amazon Web Services EIEIZFI &
- fEFAMIBR Amazon MSK Fific B/ & E Amazon CLI

- £/ API BIBRTE Amazon MSK £

fE AMER Amazon MSK Tl &L iE I & & Amazon Web Services B2 4| &

LSBT Al fE A Amazon Web Services B 2% & MIERTHE Amazon MSK &, 7EMIER MSK
E82 , BERECENERTEENMMEEENE , HRSREEMKBTFERENITIIES, BL%
HUOE MSK S 2B,
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1. B FZIHEhttps://console.aws.amazon.com/msk/ZRKF FTF Amazon MSK #2#|& ? Amazon Web
Services B2 #| A region=us-east-1#/home/,

2. IEREMBRE MSK &8 Z LM FERERIZER,
3. GEEMREE , AEHEIANER.

& FA M Bk Amazon MSK L& fY 58 Amazon CLI

LR A T WAEERA Amazon CLI BIBRTIE MSK 8. MR MSK £8 28l , BAREERHE
BREHENEEERE  HERBEARBTERNITRIES. BFEEBE MSK S8 IR,

BITUTGS , M ClusterArn B R SIZE T FIERENAY Amazon BIREF (ARN ) » MR
BiZEHMW ARN , TUBE Y HAMEERERKREE. BXREZEER , 5 H the section called “%| HE
i3

aws kafka delete-cluster --cluster-arn ClusterArn

A AP| BT E Amazon MSK &

Amazon MSK API A F#EER B BERiZETERDBEM AN —H 5 UEES N ABZNEETRE MSK
£8, WEENSE T WAER Amazon MSK API il BRFIE Amazon MSK 8. 7EMIBR Amazon MSK
¥l , FEREBEENVEFPEHNAMEBEELRE , AR SETMKRBTERNITNES. BX%E
HOH MSK SEBHHIBR

EEH API HIBREE | S H@DeleteCluster,
Amazon MSK By < IhsE f#8 =

& Amazon MSK & ER S MM MIIEE , WHBRAMERNMEABRERER, AT EEFMAH

AT IXLEThEE,

o XEXIHA : Amazon Web Services B2 &4

« Amazon MSK API Reference

» Amazon MSK CLI Command Reference

£
« Amazon MSK {XIE3sH
« Amazon MSK {38 X/
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@ Note
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RIERE
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TERBEE M MSK APl R AIERE | FHE MSK SEREMIMERIEREE L RIBAESR
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« Amazon MSK RIEIE

Amazon MSK ¥Rt E

E MSK iR EREERERESRFMRENBRAREN, EUUNSHERREPEREEE , XU

MARFRENTAL, FAMY, FHENERF L., EETVUNEFHRE

, HIREFEEMA
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UTREARERENFEZRN —LEXBRENIIEE,
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EREBTE Amazon MSK £88 |, B LIEEREEFRANRE KRN, Amazon MSK ZEFUTREKX
N BEMAREEEmE,
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« M7g REEA Amazon Graviton &2 28§ ( B§ Amazon Web Services #ZERE T Arm B E LA B
2% ) o 5R%X M5 XAl , M7g REBREEFHENLL, M7g RELLREX M5 KAEREDH S
B,

« Amazon MSK 1£121T 2.8.2 #l 3.3.2 RE SR Kafka WWTiE MSK 8 L X ¥ m7g RIE,

« M7gFMIMs REEGL T3 REBESHNESEFHEME  BWATESITEAH. M7g F M5 K
RUEEL T3REEZHERESX, IREBEEETRANEFRIEAEIZTEEZNSTKX ,
BER M7g #1 M5 REB, ETHER M7g 1 M5 EF K IDNEZER |, HSH Amazon EC2 B
=61,
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« T3REFLUMEH CPU R KRIGRHESHEE, MREEEN AP PERRLEIERE , HEEN
BEHERNLEIENZ RN ENEFLESE , WAUER T3 KEBEH#HITEHEF K. BUEE
TEESRIENHRBEE T3S RERSRURNMNEFTRXBIENE. ETHEXTIREXIMMES
£8 , %2 Amazon EC2 T3 3£4l,

BXMALEREANMESES  BSEEERBANRERENBIERE,
ERENFRER

Amazon MSK 12 AIThEE R BN IRE B MSK E£E N 1FM# .

@ Note

FARERE K REFRENEEATHRENFHRR. XECTEHEE , HHERT
Apache Kafka £ ZETHRENEL TR z—. KARAURPIZE K BEALTEREZRAFES
E MBERAFERERAEGR,

PRERIERE

EARERE , AJBLERSEMIETIMIIEE. Amazon MSK RALHI ZhEE A #E BY IR E T8 MSK & /Y
7&.

BEXEEFHENEER , B3H?2?2,

F3

. FRERIEN D EIEM®

o Y @Y B Amazon MSK R TR 17 i

« A Amazon MSK £EHHIERBEBE#ELE

EREN D RIFE

D EF#ER Amazon MSK WIERAF#E , I REJLFERNFHZE , XFELF SR ERRHK
BRRERF,

BRI R E B AR A AR AN 2 EEM#E Amazon MSK 8, Amazon MSK R R EIEF %
EHEERICEEE#ED , ESHIEEE| Apache Kaftka TEHREHR, RS , Amazon MSK & H
FBIEB AN EREFEE
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U R ARFFF AN B EEIRIEER | AT P RIUER AL, T4 RIRRMIER AR
EMERRIEN | TESHASIHHEXLNIER. EEENEREIREEMBLALME , ©FE
TEWEMEN, ATNEREERBNNE  EREESGABNR, HINALS KIP-405 : Kafka %
B4 APIs Bl AT EERE,

BX MSK 7R EF#HEFHBEED, BENRICNES , FSREH Amazon MSK 7 E F#E T4
TERBRNRESKE.

TR0 BFHEE—LI8E

o UL BEJLFLRNEFEMZER , 45N T B Apache Kafka ERHiRHE,

o SMAILAE Apache Kafka EBHE-KHIFERENE , LA UEMEBEFFEZR , TLENRERE,
- HRH T HENBEKN RS E P XKL EHHBEINER,

- BALERARBHRLERBA Kafka APIs IREBI £ 7= N+ EHALE BEIE.

- PXEMFHEEEER , AN -REE LNBEIESEEREBEHUAHRTES,

- REMSEZEF#EENHERIAE VPC IB3 , MASES BB TEH,

- BRIt ENEZIEAT ORFHENTEHNERE  SERIREAPEFHNERNVIEMEE,
FSAEEFRITEN.

Amazon MSK £ M2 EFE#HER

- BXBER Apache Kafka P IRARA 3.0.0 REEMARCEZSA T2 EFHNHEE, TFNE
FEREREFE , BUUERERESAKT 3.0.0 B9 Kafka BEFIHRZA ( ZFH &K Apache
Kafka k25 2.8.2.tiered ) WEFIRITENRBERADBRFME, BSHT R 4 : &£ Amazon MSK &£
A E,

- BATY2RBREME Amazon MSK &8 AA{EH 3.6.0 RE S AR E 2.8.2.tiered,

Amazon MSK & 7 & 17 L9 K KPR Fl
PEEEMEEUTYRMBRS :

. BREFIHEM Amazon MSK Y remote_tier IEERRt KR BLE N read_committed , BRIEN BREF
EEEFHFERAESIIEE

- DEFEM#E AmazonGovCloud ( E£E ) XA A,

- PEEHMERTREEREEH,
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- PEEHEAXFRE XD t3.small,

- BERAEMNREREZHN IR, TEEIFFEREREH,

- PEFEFAIFRELNZAAEBR (5 JBOD HXMINEE ) .

- PEEMTXBERETT., BRITBETFBIEFMMNEBE N cleanup.policy BLi&E N REE ‘MR

- PEFMERTIBETBLEREEHRH log.cleanup.policy KB,

c ALRNENTEERDRRFRE , ETEZERABNERHNSEEMR. —BEA L EBRIERAY
B,

- WMRFEA Amazon MSK frZ< 2.8.2.tiered , N ReEERB B S — X F 0 EFMEH Apache Kafka b
R, MEFEREFHIFDEFHEORAE , HER NN MSK £ NENBIETIREZE
.

* % kafka-log-dirs TETTERE D EFREBITEAD. ZTER2RETFEPBERHKRN,

BREZTBLIRES RFENLIUIENRINRESRFNES , 55 MAmazon MSK 5 EF#EE
BB NEEERM.

WA g A ZER & 1% Amazon MSK B 1 E1714%

HENHEBRNEEBE AP RFMET , Apache Kafka 2 EXHAM BEBRMNEFREFE D REF
fi&o

« Apache Kafka XE#HIEXAN BEER, SNHAEBRFNFEHEEHE 2 EEM,

« FHRBAFEDESEME. AEERKX/ (segment.bytes) HELRBIATE] (segment.ms) 12 &I B iE B>
FIEYIEZR | BAK Apache Kafka BES R EREHIE 9 EE@EHER,

BRTZERFHENEIZNRERESRKEAIEEHNETNRERESE. UATANEFEZATSE
RN EFFEENREBR

« BTALATE Apache Kafka FEABFMRERE LR EH : log.retention.ms ( BtE ) F
log.retention.bytes ( K/ ) o XEI&RBRE T Apache Kafka TEEE DR B W EIEMN St KFE KX
N TRRBBAIEEMES  HEEEEHRFIEXEREE, SUNEATIEEEE TTRT
MigE,

- BRAPEFM#E , EAEESHEETFREFHEBENNK, 0, MREIH S4REH
(log.retention.ms) iREB R 7 X , X {RFH (local.retention.ms) iIRE R 12 /NEt , MEH EF R
Bal 12 Mt BE. BRAFHEETNBBEREEE 7 X,

- —BNREREEATEEAR, XBRERAIENETERS,
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* local.retention.ms =% local.retention.bytes REZFEEEEFHPNREBBER. STEAENKIE
KRB EFMERERERME (local.retention.ms/bytes) B , Apache Kafka £ EE P EKIBEEFIF
DM, R, BERFTETHEHE,

« 3 Apache Kafka ff BEBRF R EEREFIE 2 ZFM#EES , 21RHE retention.ms = retention.bytes iR E
Tz BB MNER PR,

Amazon MSK 2B 171& 37 &

WZSHATERAPEFREE , TEHPEIEEHENIBEETBNITAAR. EF
remote.storage.enable IREN true f5 , BAUEAXRETBEN 7 EZEME. ELTRBIF | retention.ms
®EN 5K, local.rete ntion.ms IREN 2 KXo A TFTREIHRHNEHFI,

itE TO - B RS EEMZHl.

EANREBERAIBEFHEZIARNMEASR. XTUREFRLZX 0, AR -—NMAERLETEDRS

Primary Storage

Topic Partition -0

Segment 1 - Active Segment0
] [~ — ™~ [l =I L
o ] o ] o o -
o ] o o o o o
o o E @ oy oy o
L LA L LA Ln Ln L
= &= £ &= = = =
O O ] O o o O

NETI(<2X)-BRAT2EE#. R0 EEHISEFH®,

ANAEREBIZRAPEF#HE , Apache Kafka 2 AEBRFENHRRBREFFE 0 EFESER
fi&. Apache Kafka B RREER 0 WEFMREIE, FIR 1 HTHEEHT DB FENFMYE. FLEHE
FH , Amazon MSK AN XE 0 MIXER 1 FNEMEENAEARBIRE. (A, RE. bytes/

ms, retention.ms/bytes)
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Primary Storage Tiered Storage
Topic Partition -0 Topic Partition -0
Segment 1 - Active Segment0 Segment0
o [~ — ™~ [l = %4 oy ™~ M = L
s 83 8 8 8 &8 8 8 8 8 8 8
g g g g o g o o o [ o o
§ & § 6§ &5 8§ & 5|66 8|6

B [E) T2 - AR IRE £ Mo

WX , Apache Kafka EFIE| 2 EFMENER 0 WERBRENER, X=ERE N local.retention.ms R E
RNT 2K, EEHEHPNERONESTEH, FIR 1 BFTHELHER , wFEEF T2 EEENOZRML,

Primary Storage Tiered Storage

Topic Partition -0 Topic Partition -0
Segment 1 - Active Segment0

o = — o M =5 L

o o o o o o o

o o o o o o o

] 7] ] ] ] 7] 7]

£ | £ EJE)E]E]E

Q Q Q Q Q Q Q

ARG, REREBLEN , Katka AT BEF#HEPBBRBER 0 MXEES. R 1BETHRESHER ,
BARFEEFT S REENRME , BRAELTESRS. &1 ERXA , RERFERRINFMST,

FHER 115



Amazon Managed Streaming for Apache Kafka FERARER

Primary Storage Tiered Storage

Topic Partition - 0 Topic Partition -0

Segment 1 - Active

Offset 006
Offset 007

FEHAEEE D EFEMI Amazon MSK £8 Amazon Web Services B2 124 &

LIRS E T Al fE A Amazon Web Services EE2&I A Bl D E17M# Amazon MSK $£E&,

£ https://console.amazonaws.cn/msk/ T FF Amazon MSK ###1&
R OIEER,

N RF#EIEREBE L OE,

EESEBFHNEMN.

EERRAPEEME,

79 Amazon MSK £ X% 9 REM M Amazon Kafka ixZs , AT RIB2EH,

18T kafka.t3.small LA RIB KN,

EESEHFE Amazon MSK EBNMNTAXFEIBNREHE, BMNTARXEL —IMME , 8N &H
5% 30 MUE,

9. EEREIMHWAAXHNHKE,

10. IEEBNTRHKXEBEM Apache Kafka REHHE.

1. EEF#EED. HPSREUBEAsBRFHERXN D EF#EM EBS 74#.

12. BREFUEOSTHRRIRENE. THE , 7EFEN EBS FRFENERFREXE R
EREFCIZARS,

13. i%$% Create cluster ( BIB&EE ),

© N o o bk~ w0 Dh =

FERCEER S EEZ#M Amazon MSK £ Amazon CLI

EEEBLERASREM , BEALEWMN Apache Kafka IRAM 7 EIF @R EOIEER, BEEUTK
BROIRE, A, FERAT-—THNLR , QIEE AP EFER Kafka & Amazon CLI,
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BXRUBEFHNIERMENTESIR , BHZ M create-cluster,

aws kafka create-cluster \

—cluster-name "MessagingCluster" \
—broker-node-group-info file://brokernodegroupinfo.json \
—number-of-broker-nodes 3 \

--kafka-version "3.6.0" \

--storage-mode "TIERED"

BIE S A2 EEM#N Kafka =& Amazon CLI

EXRENRERA TS RFERNERNARNERE K SEEUR-1MNERATORFRNER , Hhas
RXRBRAIFHES. 2EFE#NTIIEENT :

« local.retention.ms ( #4010 7% ) AEFEHEIMNAREBIRE , local.retention.bytes H
A& K/NBRH,
- remote.storage.enable iREN true BRI AS EFM,

AT ELEE A local.retention.ms , {ELEMERI ER A local.retention.bytes, LLE M H| Apache Kafka
FHEEMNEEEEH R 2 BEFMH 28 T ALY AT Apache Katka AIAE I F T . BXRIZHH
BEEEMNEZHFMAER , S Topic-level configuration,

® Note

BAIIER Apache Kafka B FiwhRZAS 3.0.0 REERA, XLEMRANE kafka-topics.sh
MIXLEFIRIRAFRZ R remote. storage.enable WiRE, ExIFEHFEHRAH Apache
Kafka Wl B EBE A2 EFM , BSHEIE Amazon MSK £8 L E A EF#E DT,

bin/kafka-topics.sh --create --bootstrap-server $bs --replication-factor 2
--partitions 6 --topic MSKTutorialTopic --config remote.storage.enable=true
--config local.retention.ms=100000 --config retention.ms=604800000 --config
segment.bytes=134217728

EIAH Amazon MSK £8 LB AMNER S E176E

XENTNENAECCIENETE LLERANERA?EEWE. ECBEERATOERE#MNHFERNETE B
A Amazon Web Services BB 415 SIBZBATHEEMENEE,
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EIAH Amazon MSK =B LB A9 E17M#

EENEXTB LEAPERME  BERAUT RPN alter T EE. EERFENETELERASE
F#E , BTRAZ I EA Apache Katka & F Uit i 4s 19 BR il

bin/kafka-configs.sh --bootstrap-server $bsrv --alter --entity-type topics
--entity-name msk-ts-topic --add-config 'remote.storage.enable=true,
local.retention.ms=604800000, retention.ms=15550000000'

EIMAE Amazon MSK =B - EZ2ER 9 B 1246

EENETELEASEER  FRBREAIEEHNNINFER alter i H1EE,

bin/kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --
entity-name MSKTutorialTopic --add-config 'remote.log.msk.disable.policy=Delete,
remote.storage.enable=false'

(® Note

BHIPEEEE , e s EEETNETRIE, Apache Kafka 2REEEFHEHIE , B
MEBAET local.retention.ms WERBHN, ZRFBN D EEMEE , ELEBXRE
BArEEM#. EENEXB L E2RASEEME , BFRE2ZFEA Apache Kafka & F s iR ASHI BR
#lo

£/ Amazon CLI £ B Amazon MSK £ + E A9 E1F4E

@ Note
RABEEEEHMW log.cleanup.policy iIRE N delete B , FREBAPEEM , RN EE#ETX
BFEEETE. IRREZFETBLERASEFME , BMETLUFZE-EH log.cleanup.policy B
BN compact, BXIEFNEERBMENEZFMELR , HSH Topic-level configurations

1. B3 Katka lRAS : EBFRAHIER RN B, EEREFHFNHTRAX | BFE
HDescribeClusteri®E=sK describe-cluster Amazon CLI %5 . ROIRAR
KTVPDKIKX®@DER,
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aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-version
Current-Cluster-Version --target-kafka-version 3.6.0

2. mEEFTFMEN., UTRERHAERWMER update-storage API FEFHEHEEXNEEN
TIERED.

aws kafka update-storage --current-version Current-Cluster-Version --cluster-arn
Cluster-arn --storage-mode TIERED

FERZEHAEHINE Amazon MSK £&8 FHN D E176#
LTSN B T Al fE A Amazon Web Services EER# A B0 E17# Amazon MSK $£E&,

1R MSK S L HI#Y Apache Kafka liRZA =2 2.8.2.tiered, MREEEN MSK E£&FA R Z 2.8.2.tiered
WA | ES R E#H Apache Kafka FR 7R,

(® Note
REEEEM log.cleanup.policy IRE N delete B , FREBRAPEREMW K BAPEE®TX
BFEEETE. IRREZRFETBLERASEFM , MEUTLUFZE-ED log.cleanup.policy Bt
BN compact. AXXFNEERMENEZFMEES , iHZH Topic-level configuration,

1. £ https://console.amazonaws.cn/msk/ 3 FF Amazon MSK 12 &1 5,
2. RIERBERNE , BEREM.

3. BEF@Ey , BARREEHTFHEER,

4. RiEBRDEFHEMN EBS 7t , BARREER.

M Ey B Amazon MSK FrAER IR 174
WA LA N/ NRIER EBS M Z=E. B R FEE,
EY BEERRE , FEEDATH,

/A Important

¥ B MSK £ENFREZRE , MEAAUERFANERZE, T3 , EBREFHET REMH2
B, ERBFE-BSLIIM, Amazon MSK AL A HMRMILES , BUERITT R. KR
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FEINE S 6 DIt EEN 24 IFFE |, EABRTERNE#HEXDNIARURRE, XBE
BT auto scaling =4 , t15& A T #H1ZUpdateBrokerStorage R fE# 1T F e 48 1. BKIE
BREEFEHZERAKNIEER , BSH the section called “PrER B HKIEZER,

BALER EFEAREL QT RELTRENFEZHE, TS EREN D EFHE.

FB
« Amazon MSK £ BT 48
. WERBHNFIT R

Amazon MSK &8 EHZ T 48

EADY REMTFHRBEUNNEREEM , LAILN Amazon MSK LB N ARF B3I 4R ME. &
B BRES , EUNREBRHENRAEZNEAY REE.

R Amazon MSK R By 4l , BMNERUATILR :

/A Important
Y RIRES 6 MITRBERE IR

BUEBMNKDNEENEFEETS , UARFRER, AXAREHAIES  BERARERFN A
o BIEBENRERERE,

« Amazon MSK T2 RFEAERLP MBI/ NEFEFE#HABE., Amazon MSK AXEFR /N EEEH KD, W
REFEEFHNEBREHEXD , ILTNENEEEIBINEHBERINESH, BXTIBEENER ,
BSHIEEE MSK £E,

c EL AKX (ABR). JEM (FER) MIEAX ( BREL ) X5 , Amazon MSK R X FEzH
8o

« UIRNBETYT BERBESER XA , Amazon EC2 Auto Scaling £ Bh 812 A T BARIBERH Amazon
CloudWatch ik, MREEH BT FRIEMERESE | Wt CloudWatch BiIR{MATFE. EMIBR
CloudWatch ik , BN ZEMNEHTHER BT BREE , AEEHRER, ETHEXBERREN

E%ER |, i55H (Amazon EC2 Auto Scalingf F#88) A Target tracking scaling policies for
Amazon EC2 Auto Scaling,
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FT
« Amazon MSK W Bz ¥ SR IEiIEHMER
« 7§ Amazon MSK &R E B3V 48

Amazon MSK I B ¥ KB iFMAER
BV BRENEBENUT S

- FEFBAERBIR : Amazon MSK A Ff#% Ba ¥ BIRENEERNARRE, B LUFLRBARERR
BENYNEFEIEN 10% 2 80% 2H. BV FEAMAZRBFEEN 50% 2 60% Z[H.

- RAEFEHAEE : Amazon MSK TJ LA REBEMIBNR AT BRE. BuLlNEMNMEBNRKEMH
BRERENRZ 16TiB. BXEZEE , HSH Amazon MSK BRE,

2 Amazon MSK #/E] Maximum Disk Utilization ¥§#3ZFF= A F Storage Utilization

Target iREBH , EQNEFEHAEIEM 10GB HYBFHBEN 10% ( ARKEBNAE ), 0, R
%8 1000GiB , MiZEHEN 100GiB, ZRFBIHRE-—XERFNAR, #—THNT BRRESMKEIE
ME#AE |, BIEN 10GB YR FHBEN 10% ( ARKENE ) .

EWRERBRET BT HBIRME , BB ListClusterOperations #4E,

A Amazon MSK E#iRE BT 4

Al LAE A Amazon MSK 12 &l&. Amazon MSK API 2 Amazon CloudFormation W12 (&S B i
48, CloudFormation A& Application Auto Scaling 3R 8.

® Note

RIBREHN K BLEZXNBIT R, BXNECEER  RAENEHGEH SR BT BERE,
{ER , O LAE Amazon MSK RS 2R £ 80t 0 B 1Z KK,

£

. {8 Amazon MSK Amazon Web Services BB #l4 R BB &
- FACLIRBEBZYT %

« £/ APl i Amazon MSK iR B Bz ¥ 4
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£/ Amazon MSK Amazon Web Services BB 4|4 iRB B3 48

L RE T WAEERA Amazon MSK 2l & RN ST BZ Y 4.

1. &35 Amazon Web Services EE#ZHI & Hi@EL L T MiLITFF Amazon MSK &l & : hitps:/
console.aws.amazon.com/msk/home?region=us-east-1#/home/,

EEBIRT , ERER, XG5SRI EEFFAEENTE,
KEE@AT R0, AREE,
EHGE BT FEM. BEEFEANARER. BAEFEEENBIRER.

1%£#% Save changes,

o ~ @b

REHABRFERE , ZREFHNZERTNEDRS. RE , BB EFERAREHFT , Amazon
MSK & RS 7.

£/ CLI & EBzY 48
W RANE T {aE A Amazon MSK CLI R iFESET B3y 48

1. f£H RegisterScalableTarget f3 M 124 R A = B #x,
2. f#H PutScalingPolicy S 8IZZ B3 KK,

5/ APl 3 Amazon MSK i& & Bz ¥ 48
LI RRANE T {aE A Amazon MSK APl RIS BE Y 48,

1. fEM RegisterScalableTarget API JEf 174 R B = B #x,
2. f#H PutScalingPolicy API 81 Bz B F 1.

ERENFIY 4

EEMFEZE , FEEEREA ACTIVE RS, FET BERREHZRAZDAANNSH
B, BRZBESVUNRERHKESFRTZH , BZRSNEFE 24 MR RERKMEXEHEFHITR
to ERNCLERNNRKEEFMIAX/NKIEL.

FERY B225 74 Amazon Web Services B 124| &

1. 7E https://console.amazonaws.cn/msk/ T 7 Amazon MSK 2% &

2. LGREFFHREEMEN MSK £5,
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3. EEHENS L ERE,

4 EERFBERE. CRESNERE  TRASER
5. MEREEL.

f

SR B&EL4LEF6 Amazon CLI

BITUATEGS , H ClusterArn BN IR SR FTIREN Amazon BIREF (ARN ) . MREE
BZEHNW ARN |, A ABY Y HAEEERXKKEIE, BXEZEEL |, BSH the section called “FI H&E

”
o

¥ Current-Cluster-Version B &N YBIRA,

/A Important

SHEMATREENER. EERERNIFIMA , FEMDescribeClusteri®#F =L desc ribe-
Amazon CLI cluster 5%, REIMRA R KTVPDKIKX@ODER,

ZTarget-Volume-in-GiBSHRTNEFEBNELLHFENTFHE. REEFMERENERE. &
THECEEFEZHENENE, BREENETarget-Volume-in-GiB%4MEKRTF 100 GiB %
B, ENREEEMENFETEEY 16384 GiB,

aws kafka update-broker-storage --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-broker-ebs-volume-info '{"KafkaBrokerNodeId": "All",
"VolumeSizeGB": Target-Volume-in-GiB}'

/A APl Y ay EREFHZE
EfH API EFREFM , S M UpdateBrokerStorage,
7 Amazon MSK £E#H IR EEEFHELE

BRUMAEA Amazon MSK ###|&, CLI F1 API IBFHEMER , B[22

FH

« Amazon MSK REFHERFTHNZTATHERE

- #2 Amazon MSK £E#HNEHBEUHE

« Amazon MSK &£ FMEF#HNEEENE

« 7 Amazon MSK £E T AREMEFHELE
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Amazon MSK REEHERFTMFZFAEHEIRE

REFHEHIBETINEREEEERS : EFHE. Amazon EC2 | Amazon EBS WMEEHEURT S
B EC2 HOEHE, BULIEATMBERELERBARESFHE, B, REFHER4IT/EEH
T 5% EC2 B Amazon EBS FMEHFMEMNT S EC2HOFH EERN

Ama EC2 zon HOFHEFHBAZFARENENEREANEREREN T, A , ¥ TRAHRK
IBHIE | Amazon EC2 & Amazon EC2 EBS WM& FEMHEN T E#HMEOFHEHRES,

NF 10GIB REKNEB K/ , BALEFHELEME NS 250MB ZEEEH. RIAANEW
250MiB, EMBEM#AELE , B4FULERRIE K/ kafka.m5.4xlarge RE K ( = katka.m7g.2xlarge
REK) , HELAUEERAETLE , TR T

RER/D BRAEFEEMLE (MiB/s )
kafka.m5.4xlarge 593
kafka.m5.8xlarge 850
kafka.m5.12xlarge 1000
kafka.m5.16xlarge 1000
kafka.m5.24xlarge 1000
kafka.m7g.2xlarge 312.5
kafka.m7g.4xlarge 625
kafka.m7g.8xlarge 1000
kafka.m7g.12xlarge 1000
kafka.m7g.16xlarge 1000

i1 & Amazon MSK £EHFEEEHE

BALAE A VolumeReadBytes #l VolumeWriteBytes IEFRREEEFN FHEHEEFLE, FHIX
ANMNEGHWENSHUFTHRNNTIFHALE, ERNEFNTEOEEELE  BRXHENER
REN SUM , IRKIZEN 1 28 , RAEFERAUTAR,
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Average storage throughput in MiB/s = (Sum(VolumeReadBytes) + Sum(VolumeWriteBytes)) /
(60 * 1024 * 1024)

A< VolumeReadBytes Hl VolumeWriteBytes SRS S , &S the section called
“PER_BROKER Al M 1%E",

Amazon MSK EEHTIEFHNWE EEFHE

B UEFBTMEFHE IR ZEEH Amazon MSK BLiE, T , EREIMENEFTULE |, BHUM
FHATXFANEIE : B# num.replica.fetchers RESHNASTHEELE,

EERIA Amazon MSK BL ™ , num.replica.fetchers H{ERN 2, EFH
num.replica.fetchers , BANFEATRINENE, XEENHSE, BWWERESSHAHIA
BIXLE,

RIB K num.replica.fetchers
kafka.m5.4xlarge 4

kafka.m5.8xlarge 8

kafka.m5.12xlarge 14
kafka.m5.16xlarge 16
kafka.m5.24xlarge 16

EHENEERRTERE 24 MIREN , ABMBRRBSRBEZSNA , WAEFEERNE, T
o, EiERHE  IESHERELEFTRERENMRE. MR 1TB E/IRSMA , BELHFAND
R AT B EN NS,

A Amazon MSK EHAFHINEREBEMEEREHE

Amazon MSK RELFHFEREEFREES L. HEFEQEFBEARE. EREZREHHIENNE
BREEMAERFPHRER , 76 /0 HEE., SEHFLERERNFHESEARBNINERER
HHENERR, MEFREHERETAEHTHREBEEZRRWNEN,

BRI AR RE KRR kafka.m5.4xlarge FEABFEHBEN 10GB AESHNERIEEMETLE
ER(UBYMB RN ), AINECEERYEEEMESTHE, BWANLT ACTIVE RESH
SREAREAMETLE.,
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E3-

« FEATAEE Amazon MSK 8171 &M 2 Amazon Web Services BIEiE 4l &
« EATAEE Amazon MSK £8 17 &M E Amazon CLI

« {£/ API 62 Amazon MSK £ RTE R ELE

EAMBELE Amazon MSK £&8FE &M E Amazon Web Services BI2#2#I A&

WERBERT —ANRE, HEBWAERCIERATEESRHTER Amazon MSK 8., Amazon Web
Services BEE#Z & &

1. B FZIHEhttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK #Z#|& ? Amazon Web
Services B2 #| A region=us-east-1#/home/,

2. EROIEEE.

3. EEBEENGIE,

4. IEEEHBBEN.

5. HEFMEHDFIEERE M.

6. NENENFHRELEBEE—ME

7. EEVPC, ARKX, FMMREH,
8. BEET—%,

9. EZXREISRIEKD , AET—F.

10. EEENFICLTRVER , BT D,
1. RESFHRE , RREFCIEEE,

FERAMBEE Amazon MSK £&87F% &M 2 Amazon CLI
WERBERT —ANRAE, HEB AR GIES A T Amazon CLITNELERH 2R EEE,

1. SEHIBAT JSON HFHEHKEWEIXHF, AEKFPNERZRTFM IDs IZ24H ID 5ufFf. AXH
cluster-creation. json @& HREXH,

{
"Provisioned": {
"BrokerNodeGroupInfo":{
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"InstanceType":"kafka.m5.4xlarge",
"ClientSubnets":[
"Subnet-1-ID",
"Subnet-2-ID"
1,
"SecurityGroups":[

"Security-Group-ID"

1,
"StorageInfo": {

"EbsStorageInfo": {
"VolumeSize": 10,
"ProvisionedThroughput": {

"Enabled": true,
"VolumeThroughput": 250

.
"EncryptionInfo": {
"EncryptionInTransit": {
"InCluster": false,
"ClientBroker": "PLAINTEXT"

1,
"KafkaVersion":"2.8.1",

"NumberOfBrokerNodes": 2
I

"ClusterName": "provisioned-throughput-example"

}
2. MLE—FH&E7EF JSON XHH B FAHiz1TLL TTAmazon CLIGT T,

aws kafka create-cluster-v2 --cli-input-json file://cluster-creation.json

8 API 62 Amazon MSK &8 NTBFEETLE

ERCEEHRNEEMRENFERHSELE , BFER CreateClusterV 2,

fiE Amazon MSK &g &

Amazon MSK ARE, EEMABBFETREHARUNEE. BETUGRAENEE , HEAXLR
BRI MSK SHNEHMNAER. MSKEEH -—ABMREMNNEMK, REEEEFFPE
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FRARER

ANARERE | SUUBR—EATRANEERNEN —ATEANEE, BXOAEEFRAERCENMREN

BENESHMEER , BERNATHD.
£
- PRAERERE

- REREEE
- KERERF

ERERE

AN ABTIERBNERER 4.
F3

« BENX Amazon MSK fiti&

« ZRiA Amazon MSK Eti&

« Amazon MSK 7 EF# TR A NE EISFE

B E X Amazon MSK Bt &

BRI LAE A Amazon MSK RBIZEZBEX MSK BLiE , H AJAEZEEHRE LT Apache Kafka Bt &
B, AENIRENEEFIKRBEHTE the section called “BRik Amazon MSK Bl E” F EEME, BXE

ERMNESZEER , 155 Apache Kafka Bt &,

Name

allow.everyone.if.no.acl.found

auto.create.topics.enable

compression.type

88

MREEFEEHIRENfalse , BABRIE
BE X Apache Ka ACLs fka, INRIFILE 14
RIERN , falselB)ZH EE N Apache Kafka
ACLs , MR XN EBNHRNE, MREE
XfER , BULBREFREH FHEHRE
7 true , LAEFIRENEHNIHRINR,

ERSR EERAEEE IR,

KETBHRAEREE, ALUFHEMIRER
PrEERRAEDBS (gzip. snappy. 1z4
zstd ) . ©iEES uncompressed ., WEZE

REERE
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FRARER

Name

connections.max.idle.ms

default.replication.factor

delete.topic.enable

group.initial.rebalance.delay.ms

group.max.session.timeout.ms

group.min.session.timeout.ms

leader.imbalance.per.broker.percentage

log.cleaner.delete.retention.ms

!
BTFFAESS. MRFZEREN producer , N
ERERBENBFEENRIBERRFEDES.

EREEERN (AW RNEN ) . MRIEZENZE
FETEBEEANLEEIRENE , RSREET
AR TR AR X L2,

Bt ENEBRIRMINEFIEF

ERBBREERE, MREZAMIRE K NTER
B EE T BHIBREE,

FADREBRNITE —REFFE<a , ADER
FHESREEASRMATANTE, ERKAE
BEASREEMFEARSED , BEXKEM
SLIBTT 48 2 BT RV BT 8D o

EME AN R RS TEBR AR, AT A A
K, AIEERAFRARLCERNES 2EIHEER
NEARES , EX2SFHFEERE S FERLN
&,

EME AN REXTEBRETE AT a R
E, MERNNEERSBR  BEEEEHE
MEABZRNES. XARKERERFETEE
il

EREANIS T I FELER, MRARZNE
BETWE , NGRS FERE 1t
EUBED ENEREE,

&% Apache Kafka {R & 2 M BREY 12 F YA [A]
2, &/MER O

REERE
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Name )
log.cleaner.min.cleanable.ratio HEEEMHNETNT 0E 1 2E, HERE

BEERSBZIAEEAENME (MRAEER
BEA). MABRAT , WREEHEET 50%
B B , Apache Katka 2R FE AL, X—
LERRBEH T AEREETRRWHRAZERE (ZE
N 50% , XERERZHE 50% WHEATER
g )., ESMLEEREKREED, EaRHE
B EBtERKESREEZNALEZEME,

log.cleanup.policy R EN RIS BRERRIAERRER ., BRE
BEESDEIIR. BREKEN delete F
compact, WTFERATIEFEHANER , BREK

B R delete,

log.flush.interval.messages FHEERMEEE 28 , A2 X ELRRWER
HEE,

log.flush.interval.ms FREFHHERERFTEUE 2 REERNRF

PSR (AR REN ) . MRKREL
& , MAEA log.flush.scheduler.interval.ms F#Y
B, &R/MMER 0

log.message.timestamp.difference.max.ms Kafka 3.6.0 FEFALEE, AT AAPE
& , Bl log.message.timestamp.befor
e.max.ms # log.message.timest
amp.after.max.ms . REWEE S EE
8] 8 5 5H B FP 15 E 1Y B (8] Bz (8] B9 B KA | 2=,
R log.message.timestamp.type=CreateTim
e, AR RABHEREIIRE , WES
FHIE4, R log.message.timestamp.type
LogAppendTime =, Il & ZB&LtLELE

log.message.timestamp.type EEEEPHEEBRESENEERA
FIEMETE, RFHER CreateTime
LogAppendTime o

RERE 3
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FRARER

Name
log.retention.bytes

log.retention.hours

log.retention.minutes

log.retention.ms

log.roll.ms

log.segment.bytes
max.incremental.fetch.session.cache.slots

message.max.bytes

58
BIB BRI MK BEK A,

HiBR B EXHRTRE BEXHN /ISR, ER
log.retention.ms J& MY = KB 1.

MiBR B EXHRIRE BEXGHN S HE , ER
log.retention.ms BEHN =K EM. IRKRIRE
W& , MAEA log.retention.hours FEI{ES

Bk B EXHETRE BEXHNEDR ( AZ
MREH ), RKRIRE , MEA log.reten
tion.minutes FHY{E,

HHFATR 2 NRKRE (UAZERHE
), tNRKRRELEM , WA log.roll.hours
PE, LLEMMNRDTEEERN 1.

BN BEXHFRARD,
HPNERRENENRARE,

Kafka LR RICFAAEE K/, 1R Nk
B, #AEFEKRT 0102 fEARR , NEASR
AYRRELA/ME AR N |, SME TR MLt
REVIEFHAE,

BRHTHYE BRI AL R FE S 7 A B AL E
KRREME, LATHHERRAET /R ES
Bie R ATHAESR , ERERT , LERHX
BERATERIER,

Al A =B B max.message.bytes BLE N &
NEBRBLAE,

REERE
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Name

min.insync.replicas

num.io.threads

num.network.threads

num.partitions

num.recovery.threads.per.data.dir

num.replica.fetchers

offsets.retention.minutes

58

LA RN acks REN "all" (X "-1")

Bt , min.insync.replicas AV ESEEREEA
WA RIS AEABEAN S/ NEIAE. W
REERF M RERE , MEFELX5|IxRE

( NotEnoughReplicas = NotEnoughReplicasA
fterAppend ) o

& A LLEE A min.insync.replicas # acks FHI{E
KB HFIMITEARNFAMERIE. fla0, Baiel
BEHIRFHN 3IMED , £ min.insync.replicas
RIERN 2, H1E acks 7 "all" WERTHITE
Ko XAHREKXRSHEIERKIBREN , 0
BSRNsIARE,

RS aRATAEBERNELENKE , HPAse
WA 110,

AR S5 2% A T 32 Wk B AR /Y 18 R H @ B R 5 8 52
HERHE.

BNEENRIABES D XE.

FER AT BERE AR XA B AT RI#THY
BOBER FNERERE.

ATMNEREEFEENEIMBLER, WRE
BMWE , MWAURERTELLAN /O H17T
EE.

H—MERRRAERHEMBEMHSR (A1EZE)
B, ERBENELREHARE , RAEHE
Fo WTMIUERRR (B, ERAFHDENER
) , RBESESE —XEXNEMELRE
HEE .

REERE

132



Amazon Managed Streaming for Apache Kafka FERARER

Name L

offsets.topic.replication.factor RBEFENEFEF, FHERESESAN
WRATAME. WHBEBOIELIK , BRIEF /N
HELEFRFER,

replica.fetch.max.bytes ZERABN D XERAEENFT . XT24

NWHRAE. MERRENE—NFEZESXPHE—
MEFMAE R FIE , MR EZIEFAE
LI {REVEH B, message.max.bytes ( {RIEHE
B ) = max.message.bytes ( THEE ) T
BESNREARIEFKILEKRD,

replica.fetch.response.max.bytes BNMNEEMNTFBARAFTR, BxX25Ht
REA , MREERWNE-—NEZDXPHE—
MEFHA B A FIE , WHFHREZIS Fit
LHBLUBRIESHR. XT2ELEXNHKAE. me
ssage.max.bytes ( fREEELE ) = max.messa
ge.bytes ( TBEE ) BHEEERBEZINRAK

1D FHEALEE K7D,
replica.lag.time.max.ms MRBIRBEERIEZEMREBER , HEFEDE

HWEVBRNREEAINSENESERRBE |
NFE2M ISR FHIERIEREE

MinValue: 10000
MaxValue = 30000

replica.selector.class 323 ReplicaSelectorfI5E £ RERZ, RIE
FEALERERERIEZINEIAR, MREFEH
#y 2 Apache Kafka iR74s 2.4.1 B SR ,
HEFLEATEASRNRENEIRRER | 18
FEMIRERN org.apache.kafka.c
ommon.replica.RackAwareRepl
icaSelector . AXEZEER , BZH the
section called “Apache Kafka W7 2.4.1 ( 2

2411 5%) 7%

RERE e
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Name
replica.socket.receive.buffer.bytes

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

transaction.max.timeout.ms

transaction.state.log.min.isr

transaction.state.log.replication.factor

transactional.id.expiration.ms

unclean.leader.election.enable

58
R R B TR X,

EEFRSEEEFTH SO_RCVBUF £4 X,
AALEMRENS/NMER -1, MBZER
-1, M Amazon MSK {#/ OS EiAE.,

EEFHERPHRRFZTH

EEFRSEEETH SO_SNDBUF £4 X,
AAEEMHRENRK/NMER -1, MRZER
-1, M Amazon MSK {8 OS EiAE.,

ESHHAERNEE., MREFERBRZZEHE
B E , MELmafEPiREHIR InitProdu
cerldRequest, X ] Bf L& F i B9 8 B Bt B S 4
, Bt BERARELSBEASEENRESHS
EHEB,

ES I EBEE min.insync.replicas BLiE.

ESTENEFRF. FItEHRENRENE
AREAAE, AESEEERN  EFEHK
PMHEEREHREFER,

ESMARERSES ID S n , SRy
HEFHNEMNESTRSEMRETE (UAZRE
L), WiEBELEMEFHE ID #93T IDsH]
ENESBEFEERE—RERAEELETE
ID EAGETHM S, MRETEFENRE R
EMMERT HEA IDWRE—IXBEARE , I
HEA IDs TRELIRBINH, LWEMHHR/IMER

1E¥.

RFTHE ISR EFHEIARBRENREFR
ZEHNE , IEXTRLSBBEEX.

REERE
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Name 15, BR

zookeeper.connection.timeout.ms ZooKeeper BXE#H ., B mEREZELE
ENRKNE, ZooKeeperflRAKiZELLE ,
N {E A zookeeper.session.timeout.ms FHIE,

MinValue = 6000
MaxValue (& ) = 18000

B t3.small L EIRERN 10,000 , LA
IEEEE.

zookeeper.session.timeout.ms ZooKeeper 2\ &E&f, Apache ZooKeeper 1%

EEETETE ( AR RENM ) .
MinValue = 6000

MaxValue (& ) = 18000

ETHRUOMEBEEN MSK BLE, JIHEMAELRESRBIAREN] , S Hthe section called “RIBELE
BE, EFAEBEN MSKBLESIZE MSK £ IFRAFTNEENBEEEHRES |, ESHthe section
called “XBIHEERBLZ

MBFERABHTENY MSK BiBE#HIA MSK £8 8! , Amazon MSK 4EXEREHTA KBRS , HEAR
FEIBRRSEAEREMRBRIOZLENEE,. Fl0 , £ Amazon MSK EF Bz S MLESS , Amazon MSK
2Z2RURBRESECREENHE TRERANVEE  AREBBET —IME,

1A Amazon MSK EL &

Bx T Amazon MSK RN EER M2 , BEAUITREFTERREEMBHNEF R MAER
MNEERE. BUANSRE-EHRERM. XLR Apache Kafka XL EFE B TR RIRIE
NRAENEY. BXISEENRAGHHEE , S5 Apache Kafka XIEHHEFHRERE,

@ Note
WA LAIRE advertised.listeners B , (BFAEIRE 1listeners B,
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FRARER

FHRHH Amazon MSK Bl &

&I LA Apache Kaftka S A HIEBMANEETTRESERXEBRIINEERE ., BXxEEL5
WEERMURNAREXLEEEZ RFINEZFEE , 25 Apache Kafka XHHHH Topic-Level

Configs.

281\ Amazon MSK &

ERIEEBEN MSK BLER1ER T8I MSK 88 , Amazon MSK 2 8|ZEIAERE , HHTUHEES
TRAERNWELESFER. I TFAELRFHEM , Amazon MSK A 584 Apache Kafka iR

KERHIRIAE. ARXEFRINMERNTIEK ,

Name

allow.everyone.if.
no.acl.found

auto.create.topics
.enable

auto.leader.rebala
nce.enable

default.replicatio
n.factor

local.retention.bytes

S # Apache Kafka EiiE.

4 BA

MREERRERE
SERIRTHE , WX
BIR% B XEK ACLs,
FEARGIF , MBFI
BHIZRERN true , N
FRIBERF ( AR
SHEEAF ) B8R

BZ %R

ERSFRLERAEE
:OR= ke Reilf= 38

EAEHAS FE.
MRABE , FARE
SEMREHEHA
S .

Elkolk=4:0ESST: 0k
NEHRF

2 XAEMERIB B &
BRZ ARy B KA ity
BEBRARN, MR

k7 R SRRV
NME

true

false

true

3HRRMMIT 3NMATAK
PRRE  2RRUT
2 MR XAV

-2 RRTTIR

BRTSRF#NE
BHRIAE

true

false

true

SRRMUT 3NMAAK
PREE  2RFUT
2 M AX ARV EE.

-2 RRTCR I

REERE
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Name

15 BA o RFREEFNIR

AME
RIZELE , NEE
A log.retention.byte
s FE. BRE
NIBENTFRET
log.retention.bytes
B, BIAE -2 Xk
iR B BRI,
X5 retention.ms/
bytes FiZE -1 XY
RN, local.retention.ms
# local.retention.by
tes B 5 log.reten
tion 3_EL , AN EN]H
THEHERNER
7 PR E Z <At
B, B log.reten
tion.* BLER B 7
XHNREBE, X8
REAFENTRER
. BRE : [-2; +Inf]
R

BERTAERF#NE
FHVEIAME

REERE
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Name

local.retention.ms

458
BB 2 AR At B

EERNEVH. mR
KRB LE , Amazon
MSK f£F log.reten
tion.ms FWE. B
BENBRLNTFRE
T log.retention.bytes
B, BIAE -2 RN
iR B Z BRI,
X5 retention.ms/
bytes FiZE -1 XY
R
local.retention.ms Fl
local.retention.bytes
{BERLLT log.reten
tiono MSK £ 1 kb &
BEHEHERNER
7 PR E Z <At
B, IMBEMW log.reten
tion.* BLER &7
XHREBE, X
X FENTET
. BRERKTFO
B,

SF7 BRI BV
B

-2 RINFTRH

BERTAERF#NE
BHHRMIAE

-2 RINTTPR I

REERE
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Name

log.message.timest
amp.difference.max
.ms

log.segment.bytes

458

Kafka 3.6.0 FEHF A
WEE. AT i
FiE , B) log.messa
ge.timest
amp.befor
e.max.ms

# log.messa
ge.timest
amp.after
.max.ms . KB
E5E B e R B A1 B
5EEHEEREE
BzREATHNRKE
o MR log.messa
ge.timestamp.type=
CreateTime , NN R
RESNEFBEI
FE , WEESNEE
45, R log.messa
ge.timestamp.type
LogAppendTime =,
N&ZBEERE,
TR ANEHER
AR AKTF log.reten
tion.ms , LA RS 24
ENMERAT R,

ENEEXHFNERAK
Ko

SF7 BRI BV
B

922337203
6854775807

1073741824

BERTAERF#NE
FHVEIAME

Kafka 2.8.2 2 B 171
F Kafka 3.7.x 7 7
% 86400000,

134217728

REERE
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Name 15 BA
min.insync.replicas 4 B2 acks B9

B ( BIAEREMN
Kafka fXEIRE )
’EN "all" (=
"-1" ) B, min.in
sync.replicas Y {E
LEENEBEAHEN
AR AREIAE
AWRNEIRE, W
R ERE R &R
B, WEFEa5| %
5% ( NotEnough
Replicas %

NotEnoughReplicasA

fterAppend ) o

M IR E B fE A

min.insync.replicas

acks FREVERT , AT A

BHEHITEARNEA
PHERIE, Blgn , &5
BelZEHREFH 3

ER , FF min.insyn

c.replicas iZiERN 2,
HIE acks K "all"
BN T B 1THE Ko
XA EREKXZSHE
RARKEBIRER
BRI EFRE,

ARSS 28 A T A RGBSR
HLBENHE , Hf
A RE2IEME 1/0,

num.io.threads

SF7 BRI BV
B

2RFMIT 3INMTAKX
REVER 1 RRUT
2 MR XA ER.

BERTAERF#NE
FHVEIAME

2RFMUT 3INMTARX
PRVEEEF 1 RRILT
2 M AXAFERE.

max (8, vCPUs) H
v CPUs BUR TR IEM
SE45) RN
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Name

num.network.threads

num.partitions

num.replica.fetchers

remote.log.msk.dis
able.policy

remote.log.reader.
threads

458

RS 88 A T WK E
P 4% Y 1 SR 5[] P 4%
RIEMW RN LR E

(o]

BANEFHNMRIABRE
7 X,

ATMNRREEHH
BRI LRER,
RGNt (E , WA
DREXRFERESD
BY 110 H1TREE.

5 remote.storage.ena
ble —EEAUNERS
BiFfE. NILERIR
ERMER , ARTE
FF remote.storage.ena
ble IZE A false AY
D EREEPNBEN
A BR

IZFE B R IREER LR
wARAD, BT REHME
SUMNZEF#EFIR
HE 4

SF7 BRI BV
B

5

FEA

BERTAERF#NE
FHVEIAME

max (5, v CPUs /2) &
F v CPUs BUR TR E
Y SEBI A /)

max (2, v CPUs /4) &
v CPUs BURTHRE
A9 SR K/

max (10, v CPUs *
0.67) HEf v CPUs Y
R T RIEH SE IR

REERE
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Name

remote.storage.ena
ble

replica.lag.time.m
ax.ms

i B SF7 BRI BV
B

MRIRER true , N false
NEBEADE (=
=) 7iE. MRRE
7 false , B remote.lo
g.msk.disable.policy
REN MR, MEE
RAEBE BN D E
5. ZERARFM
i, 2MNEEFEFR
MR R, ZEAER
WD EEER , T3k
BRERDBE#.

R BRIERARRE R
EFHREGER |, &
ELEREDBALR
BEAINSHES
GREBE , WS
2 M ISR HIlBRIEBE
Eo

30000

BERTAERF#NE
FHVEIAME

false

30000
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Name

retention.ms

socket.receive.buf
fer.bytes

socket.request.max
.bytes

socket.send.buffer
.bytes

458

WIEF B, REE
NI K. ZREER
FIMER |, HL& B R
NT=I

Amazon MSK £
retention.ms value
5 local.retention.ms
SR 5 7E BL 4R e B MR
WEFEBHE D EE

f# ., local.retention.

ms B35 E (B3R

M3t 774 % 3 B 0

E1Ff#. retention.ms

BEIEEMNNDERE
fits FP I BREGHE ( BDAA
EEPHER) . BX
B : [-1; +Inf] PHIE
4

EEFRSHEERT
) SO_RCVBUF &
X, WMRER -1,
s R R AERGERRIA
=8

EEFERPNEX
FIH

EEFRSHERT
# SO_SNDBUF &
WX, MRER -1,
T £ PR 4R AE R SERRIA
=88

SF7 BRI BV
B

&4 259,200,000 £
M(3X). -1&RR
TRRE.

102400

104857600

102400

BERTAERF#NE
BHHRMIAE

&4 259,200,000 =
B(3X). -1RTF
TRRE,

102400

104857600

102400
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Name i BA D EEEEENER BRATOEEMNE
AME BWRIAE
unclean.leader.ele RAEBREBFETE true false
ction.enable ISR R EIZAR/EN &
BEFBERHEGS , B
FEXARE2 SR
EX,
zookeeper.session. Apache ZooKeeper & 18000 18000
timeout.ms HHEEETE ( AZR

NEHL) o

zookeeper.set.acl BENLZEFEANE false false
P ACLs,

BxMAEEBEENEBENEE , FZthe section called “BHE X Amazon MSK E&E”,

Amazon MSK Z EE# EBRAINE EIErm
UTREETFERIEE D EFMTHERINZE R,

- NTFEBESRFHNER , Amazon MSK AXIHFR/IMIBERK)N, MREGWEBEE , &N
B R/NA 48MiB , R EERRBNATEIN 10 B8, XLEEMES E| segment.bytes Hl segment.ms &
i 8

- KRB ME. ms/bytes can't equal or exceed the retention.ms/bytes, X220 EEHRE IR
=

« local.retention BWERIA{E. ms/bytes is -2. This means that the retention.ms value is used for
local.retention.ms/bytes, HEXFERT , BIEFENREELA MMEFEEN S ZEER (BN FRPE
E—1EIAR) , Ba—ETdH, XTHEDR , XibBENBIF2RBIZREFEDP,. EXHERT ,
MR E A IRER 8RSk B A i 174 .

« retention.ms BERIAE R 7 K. retention.bytes ;&G BRIAKNERE,
« retention.ms/bytes N&/MER -1, XEKRBETLRRE.

- AiREBEME/ME., ms/bytes is -2. This means infinite retention for local storage. It matches with
the retention.ms/bytesi®E R -1,

s WTFEBEDEFEHIWED , XHEHETRFIEE retention.ms, F’) retention.ms 7 3 X,
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BXOBRFHERENESFESR , $ZWAmazon MSK £8 N 2 EFELI KRR,
PRIRARIEEE

Apache Kafka B/LEREERE , S lFEAXEREEFAZEME MSK KRN, REBEHFRIT
ABAETRESYMEFN T RN, RERBEBEI A XEREEEEREEHHILENE LR ELE
%, BRE TME MSK £ENTRAMNEAL., ETREHRNEES =X B/E (ARE). R
EMIFRERE, N TEFIEEIZITH Apache Kafka MRZ , FLEF B 16E A Apache Kafka HIBRIA
B, BATFESRIEHN Apache Kafka BRIAE.

e
. BEYMSK RERERE (/51 )
. REREN QBEE

BN MSK ERBEE (#/EiHH )

EA LAE L S MSK B B & Thae = Apache Kafka B9 API SR E 3T read/write XEEE
AlterConfig Apache Kafka BV X Bl E R EBSH , B A ARZ[H, ﬁ%xﬁﬂﬁﬁﬁiﬁF‘dﬂﬂE?
AEE , MHIAREFTEERNRE, EXEEEENEFEANEZER , /Iﬁﬂﬁiﬁﬁﬁﬂﬁﬂlﬁo

ES}

« MSK RIEREMNFHSEE
- REREBHHSHEE

- RERE LN EBLRHIEES

MSK (REZER B F#HSE B

SOl LAfE R Amazon MSK keI BE X MSK BLE X , LUREBELL T E#ASE M. Amazon MSK i &
HEBHMAAERRENE M. ATUM MSK 2l ASiEAREd S IEHAEHBSEE XY,

B L MINE

allow.everyone.if.no.acl.found WREFUHEMHIREN false, true
BE LR ACLs NERE N
Apache Kafka, 1Rtk
BHIREN false HEREH
% E X Apache Kafka ACLs ,

RERE T
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delete.topic.enable

group.initial.rebalance.del
ay.ms

58

U5 5% 5 6 SE B 15 AR R
MBREXFER , ETUB
REATE B LR 1R B
true , AEFTHRGX KEMW 1
AR R

ERSSRLEAEEN B3
E,

EEAEXTTNREERRE
B, EEZEZIUTREESR
YREREBES © gzip. snappy. |z4
. zstd,

ZBEiEES uncompres
sed # producer , Bi&#H
HFREESR , BEERER
BHOEBRENRRESRR
R AR,

ZEHREEEN (UAZEWRE
V) o HNSRIERERYZE R A E)E
TEALEHERENE |, RS
SREERFLERLELRAIX
LiEsE,

B RRBREZRE, MRER
HiRE  MEEELSEETR
i BR = R

AN EBRAITE —REHF
tzn  ADARFHESH
BEEMBFMAFANE, E
AV HEIR B[R] B K& BT P 1
ARELED  BXLSEMLE
FT a2 BIRYES A

AIAE

false

Apache Kafka BRIAE

Apache Kafka EBRIAE

Apache Kafka ERIAE

Apache Kafka BRIAE

REERE
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B

group.max.session.timeout.ms

leader.imbalance.per.broker
.percentage

log.cleanup.policy

log.message.timestamp.after
.max.ms

58

SEME A SN KK S IE BT
B, HATETEIME , AT
22 ARG ERNES 2 B K E
ENNEmHES  BEXaSHK
= B FE SRR SRR T B E,

EREAVNIAS T AT ¥ &
b2, MRFAEEL T I
B, WEHENaAR S
B’F, WENBD EHNFERE
Eo

R EN BRI D BRNERIAE
BREERE . BREEHES 5
Rk, BRERIEA delete
M compact. XTFEATH
BEENER , AEBAIN
delete,

H S R B A I B (R Bz )
SRVFRVRSRIBE, JHE AT EB
A B TAIERS RIS, A B
B —&fE , RFNHERAREER
RT WE B FIRERNE.

R log.message.timest
amp.type=CreateTim

e , WHEBEBEI LIS
ERER , BERNHEIEL, 0
& log.message.timest
amp . type=LogAppend
Time , BLECE T4 2 RE,

AIAE

Apache Kafka BRIAE

Apache Kafka BRIAE

Apache Kafka BRiAE

86400000 ( 24 * 60 * 60 *
1000 Z# , Bl 1 X))
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log.message.timestamp.befor
e.max.ms

log.message.timestamp.type

log.retention.bytes

log.retention.ms

max.connections.per.ip

max.incremental.fetch.sessi
on.cache.slots

ik

AR B [B) B A H BB E) B oz 1)
SRVFRIRSRIBE, JHE A EE
AR TARERRZ , AR
B —&fE , RFNERAREER
RT WE B FIRERNE.

R log.message.timest
amp.type=CreateTim

e , NHEBEBEI LIS
ERER , BEREIESL, 0
& log.message.timest
amp . type=LogAppend
Time , BLFRE T4 2 RE,

EEHE PR EEREE el
ErfEER A FEMefE, 2
YFHER CreateTime
LogAppendTime o

T ER B ERIRI R R B AR,

RS BR 2 BT R BN ER
o

BN IP it K AT & KE
¥, mEMEA max.conne
ctions.per.ip.over
rides BMHEETEE , NI
AR HEIRERN 0, MREE
BRI , SRE1Z P tthuk A9 ERE
FEER.

AP HNEERNSTFNRAR

=
==N)

AIAE

86400000 ( 24 * 60 * 60 *
1000 Z® , 811 X))

Apache Kafka ZRIAE

Apache Kafka BRIAE

Apache Kafka BRiAE

Apache Kafka BRiAE

Apache Kafka ERIAE

REERE

148



Amazon Managed Streaming for Apache Kafka

FRARER

B

message.max.bytes

num.partitions

offsets.retention.minutes

ik

Kafka foiF By & Kic Ft4b 2
Ko tREME , HEEF
EXRF0.10.2 9fEASS , NIfE
FAESRYIRER K /Nt 47538 0
DEE{1sE% =EN 0L KA
FHALE,

BT EERRAE LR
BEodF A ERRRESH
£, LB EEERETS
FFARERR IS TR0 HEIHEAE
B, EERT , LREME
AT Ra&KidR. AIMEAEER
%l max.message.bytes @&t
BN N EFTRENE,

BN EBNRIND X B,

H—MERABRAEXRHEHMARE
Mz (%xz) R, ERBE
MELFREHRARE , RE®
EFH. TR EARR (A,
ERFHTENERRE) R
BESHERRE— IR E
Lt REHESH.

AIAE

Apache Kafka ZRIAE

1

Apache Kafka ZRIAE
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replica.fetch.max.bytes

replica.selector.class

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

58

ZHNEN D XEEAER
MFETEH, XTRENHRK
B, MREEAE Iz
P XA E—ME Rt =
RFLE , NPREREZIZ %
LB B REEHE, m
essage.max.bytes ( {RIEH
B ) = max.message.bytes (

FEEE ) EXREEINR

RiBFKALLL RN,

33 ReplicaSelectorfy 5t £ R
EXB, REFERALEXRER
BREEEIR, MREFER

VFE R B MRITAY B A2 EY

BEREMIZRENRN org.apach

e.kafka.common.rep
lica.RackAwareRepl
icaSelector o

EETRSBFEETN
SO_RCVBUF Z£%4[X, &g

B -1, NERRERSERIA

B
EEFERFHNERRFTH,

EEFRSHEERFTH
SO_SNDBUF &4 X, mE

B -1, NERRERSRKIA

EO

AIAE

Apache Kafka BRiAE

Apache Kafka BRiAE

102400

104857600

102400
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RERENFHSEE

58

ESHERAERRE, MR
BEFERNRZ A EES
B, IZLEmarEPiREHEIR
InitProducerldRequest, X 1]
By Lb % P i 09 B A B E)
BUBERAREASBERASET
EFRESPIENE-R,

ESMAREHSES IDI3Hz
Bl , SRERINESNEM
ESMAEHAEE ( LLZR
NEAML) o WIREELFEE
FEIDHEH K Ehess
&% IDs ERE—IXER
LEEFE ID EAGRIHNY
B, MRBTEFNRERE
miBR 7 HI4EA ID &G —IX
BEARE , MHIEA IDs AT8E
SETEH. EEENSNME
n1E®,

AIAE

Apache Kafka BRIAE

Apache Kafka BRIAE

YRATLABE A Apache Kafka AlterConfig API B Kafka-configs.sh T ER4mHELATHAEE. Amazon
MSK AIREH EEHMABERRENE . EAUGRRETERREEFNEHINERRIIFNRIER

P ERE M.
B i, BF
advertise KA EF
d.listeners v {55 F B9 {0 O
B (WMRE
listeners
BREREMT

@ ). 1 laaS

#IA B

null
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T | XA
EE5RBAE

REOTRE,
RAEE , N
FHE R TR
ME. 5T
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0.0.0.0 suitbit

IEE L:§5(EI‘J0

HAE
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TRENZE , W&
M RFEEE
E/m0O , Eit
AL & — MO
BRERES -1
0TI B2 A9 b 3k o
EERAINEBIE
BHERENELERE
T, XARER
EHA.

tEMERRES
MEREN,

A B
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compressi
on.type

log.clean
er.delete
.retention.ms

458

BEFTBHHR
KEHEKE,

A DURF It 14
RE NI

£ %8 4w iR 0 25
(9gzip. snapp)
fl zstd ) o
CkES
uncompres
sed . WEZE
BFAEHE. W
REZERENRN
producer , NI
ERBERELEN
BFRIRENRBE
FRYmRTEER,

N AEERES
R B 1 BRoZ BB AR
IR El, BEIR
BIEME T
AEMNRBE
0 FF 4R A AR TE
FX 1% B A9 B 8] BR
# , LB RIRE
REMBRHNEN
RE, &N, i
BRiZBETRESTE
SERR I 2 B
T EE,

A B

Apache Kafka BRIAE

86400000 ( 24 * 60 *
60 * 1000 E# , Bl 1
X ) , Apache Kafka Bk
AE
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log.clean
er.min.co
mpaction.
lag.ms

log.clean
er.max.co
mpaction.
lag.ms

log.clean
up.policy

458

HEEBEFR
BARERARSH
RIZATE iR
BAGER T =8
E4889 B

HEEBRE
—ETREE
FERENRK
BtEl. thiRE
PGERTEeE
FHBEE, ZEC
B BRFIE [7
X , Long.Max]
SEE Ao

R B R ER Y
72 BRI ERIAEBR
REE, BRERRE
HES 2R3l
R, BUKRE
7 delete M
compact. Xt
FTEATHE
FRNER
BWERRE X
delete,

A B

0 , Apache Kafka ZRIAE

922337203685477580
7 , Apache Kafka ZRIAE

Apache Kafka ERIAE
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log.messa
ge.timest
amp.after
.max.ms

458

H BB EE A
R B Z H 7
BT EEE,
SH S A & AT
i T E AT ]
B, bl
B —atiE , 7
FHERAREE
BUR Tt EL &
PiRERE, W
& log.messa
ge.timest
amp.type=
CreateTim

e , =atE
BEBPERE
HER , HE
SigiEds, 0
& log.messa
ge.timest
amp.type=
LogAppend
Time , WEE
TR 2B o

A B

86400000 ( 24 * 60 * 60
*1000 ZE® , 811 X))
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log.messa
ge.timest

amp.befor
€e.max.ms

log.messa
ge.timest
amp.type

458

R Bt B BAE
BEEB [
VR BT EE =,
HE BT E & A
B TFRERE
B, i
B —atiE , 7o
FHERAREE
BUR T L &
PiREE, W
& log.messa
ge.timest
amp.type=
CreateTim

e , =ZatE
BEEdEE
HER , HE
SigiEds, 0
& log.messa
ge.timest
amp.type=
LogAppend
Time , WEE
TR B o

EBEEHEEPH
REBEEHER
RIS RE R
B ZEneTE .
ARFWER
CreateTime
F LogAppend
Time o

A B

86400000 ( 24 * 60 * 60
*1000 % , A1 1 X))

Apache Kafka ERIAE
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log.reten
tion.bytes

log.reten
tion.ms

max.conne
ction.cre
ation.rate

max.conne
ctions

max.conne
ctions.per.ip

458

I ER B AT H B
REBEKRN,

A 53 BR 2
BIRENER
o

IR AR B [E]
ZVF TR AKE
BEeBER,

RIBIEEAIRY
B & 7] Y B
REER. It
BR Il & hn7E 58
F max.conne
ctions.pe
r.ip EEN
BN IP REIZ
to

NP k2
A& KE
B, WRE
A max.conne
ctions.pe
r.ip.overrides
BUERETE
=, WASHE
REN 0, WIR
KBRS, KB
Z P ik BYER
EENEER.

A B

Apache Kafka BRIAE

Apache Kafka BAIAE

Apache Kafka BAIAE

Apache Kafka ZRIAE

Apache Kafka ERIAE
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BEREERINRK

EER, T~6IE
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message.m
ax.bytes

458

Kafka foiF#&  Apache Kafka BRIAE

KidFHtab 38 K
N TNRIE ML
B, HEFEEK
F 0.10.2 H9fF
Aze , WEAZE
Ry R ER A /) th 24
B, LMEE
e R A AN I
KEid Fitak

B, RWHHE

BRI AR L

=S EE A

D Ht AL B PSR IE
EXER, LEIH
HERXRER
2 REHED

1B F 7 A E#t4ab
Hrh | EHER
T, WRRHEE
ATEFiER

o AEAEELR
%l max.messa
ge.bytes B
BERAENERR
B E.

A B
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producer.
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FESXAR
ATEHIE IDs A
Bz Al E
HORTE ( AZ
PREMN),
HEHXEBRN
REZMHEFIT
Bt , Producer
IDs ~ &8,
BEE, MR
HTEENR
BR1% & il bR
THIYEA ID WY
BE—REA
NE , Mol
# IDs TJAE
Reid . tE
REANZFTFTHK
F delivery.
timeout.m

s BT
FEE iR
HEBZEHEE
g, BREXNFK
SHABIKIE ,
RANENZZRE
EIRE,

PRIEAE LN EBR N EE

A B

Apache Kafka ZRIAE

BAILAE A Apache Kafka s S AR EBHNN BB REREREBR IV EERB . WRTE
RHUEEMAEERIINNEE , Amazon MSK 2EARERINE, SRERINVEE—# , Amazon

MSK AP RLEFFRINEERHERZE N, HIWEHEF min.insync.replicas M

unclean.leader.election.enable, MRZRACBEFH R FELT RN 3 HWEZ , Amazon MSK FF
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RUACEEFHRFN I NETE, EXRFTELRFINEEREUARMAREXLEREZRIINESEFESR ,
2% Apache Kafka X #5H# Topic-Level Configs.

B %, BA

cleanup.policy WEREEECEEALSER ELEANREERRE, “H
BRVZREE ( BINRE ) FEXEMR B EISH AN
RENEFIBDER, ‘ERRENERBEEE
g%, REBNBNEFHE., WA UEESSE
MHIRPIEEXFANKEE (Fla0, “BIER. E
HB) . EXFERT , FREAZRBEMAN
BEEERFBDE  MYRENSBHITESR. 2
X R BIEEZ] 256 MB G A& IR IE EHY
E4,

compression.type EESAETBONRAESRELE,
bt B B 3 AR A R R AR D B
(gzip. snappy. 1z4, zstd) ., 4, &
% uncompressed # producer , BIEM

HATRBES , EESWREREHUERREN

[RRE S R ARTE RS
delete.retention.ms N EEES TR EMERZS EBFRICHRE, iR

EXMET ERAEMRBE 0 FF 188t 425K
BREVAYRT B PRI , SARIRG BT B BRIV E IR
o BN, MERZBIEAIRERE TR AT
e,

iz ERYERIAE N 86400000 ( 24 * 60 * 60 *
1000 Z# , Bl 1 X ) , Apache Kafka BRIA{E

max.message.bytes Kafka o FH & K FHtOE X/ (B AESER
WEREE). WREBMLEKE  HEFEEKRT
0.10.2 WEEMSR , NIGEFBRAYER AR/ 470
B, ETIEBRENNLE KAV iEFKHtAb =,
EEMAHERRAS , SR FiERoHTH
LNEHRESHE, HURTHEERRRAES |
REBHIEFRT D EEHLESD |, FRIER
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T, KERFMNEATEKIER, AIEAEZEAR
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B ITIRE,
message.timestamp.after.max.ms I &R E T H BT R & MR A&z [ L
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message.timestamp.type ESCHE R B2 E S et EE R B
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min.compaction.lag.ms HEEAFEPREREFSRSHRERBE, ik
ENEATHAESRNAE.

iR BRI ERIAESR 0, Apache Kafka BRIAE

max.compaction.lag.ms HEEAER —ETHESERFHNRITE,
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£ [7 X , Long.Max] SEE A

LR ER ERIAE N 922337203685477580
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4\, retention.ms BELEIIF segment.m
s M segment.bytes BEZ1T. ks, M
RBRE retention.ms &4, ELMEF D
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ARG RN TR R KT
T, ER2BHUIZEAT ,
MRERBNE—NEZESX
PR E—MEFHLEKRT
WAE , WAFHREZiS Kt
WELBARIGHR. XT
AR KB, message.m
ax.bytes (REBE )X
max.message.bytes (E
BhE ) BMEEENEEZN
BRI FHtAE KD,

L BE B4R BB P i AR 1E SR
RIfY & K BfE], 20SRTE AT
ZRZBARBENEL |, B/ i
RESENEHRRIEER , W
REWRBAR , BRUE KX
Mo

EEBEREFEEM min.insyn

c.replicas E&,

ESETENEFR T

REREME

HET>pkE,
v) CPUs

=math.max (8,

Apache Kafka BRiAE

Apache Kafka BRIAE

Apache Kafka BRiAE

REERE
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J& B RERENE

unclean.leader.election.enable A FFAE ISR EFWEIZNIE  FALSE
NEEFERYMS |, BIFX
ARESSEBIEE X,

REBERF

Apache Kafka R ERBRBSN , b TURYBN, BAREREARESHNARE., YHRE
FTEEERRENTENRE. HXRNERENEFRRNESES , 234 Apache Kafka BE.

AEBZ liﬂﬂilﬂﬂﬁﬂﬁﬁmi MSK it & LA K f0fal 33 iX Le fig B ATIRVE. AR WA MSK B E I
EHREBRNEESR |, F3[the section called “<BINEEFNE S,

£

- BIEERE

- BHEE

- BBEE

- REELE TEIE

- REEXBEBITHEFHRESR
PSR IR S XS E

« Amazon MSK EERS

tIEEE
WERNA T WALIEBE X Amazon MSK Bit & M K Al X H 4T 4F,

1. BE—XH  JEEFEEERENRERMUARESBAXERENE, TR RHIEE X4+
HRAE.

auto.create.topics.enable = true

log.roll.ms = 604800000

2. &E{TBATFAmazon CLI&G S , Hconfig-file-pathBih E—ShREFE BN THENEE,
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@® Note
BHEBRENEHLAFSUTENRER : "N0-9A-Za-2][0-9A-Za-z-}{0,}$",

aws kafka create-configuration --name "ExampleConfigurationName" --description
"Example configuration description." --kafka-versions "1.1.1" --server-properties
fileb://config-file-path

BAF BiE 1T e 88 5 Ja 89 B Zh B LR A1

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"CreationTime": "2019-05-21T19:37:40.626Z",
"LatestRevision": {
"CreationTime": "2019-05-21T19:37:40.626Z",

"Description'": "Example configuration description.",
"Revision": 1

1,

"Name": "ExampleConfigurationName"

}
3. L—%XBTLREHEEMN Amazon BREH (ARN ) . R7FLL ARN , EAZEEFAECREH
e ool AEE. MBEEEATEE ARN , WA HEKAhHRAEREREFRICT,

EHEE
WERBNE T WA EH B E N Amazon MSK BLiE,

1. BB XH , AEETEEEERNEERMUAREIRAXERENE. A TR RFEENXH
HRE.

auto.create.topics.enable = true
min.insync.replicas = 2

2. B1TEATAmazon CLIGI S , Hconfig-file-pathB#R £ —FHREFEEBENSHNER,
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configuration-arnBRANFLELIEEETIRSMN ARN, MREECIEEEN RRF ARN , 1
AIfEA list-configurations HIHKFHHNAAEERE, SZEEREIXRPERNEENE R
EmR S, BEMN ARN S RIEZIIERSD,

aws kafka update-configuration --arn configuration-arn --description "Example
configuration revision description." --server-properties fileb://config-file-path

3. UTRETeaSEr R E R R,

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"LatestRevision": {

"CreationTime": "2020-08-27T19:37:40.626Z",

"Description": "Example configuration revision description.",
"Revision": 2

i B B B
TR RN ERARM B ELBRNEE, ST EMBRM MBI EHNEE

1. EEfTTRA, Bconfiguration-arnFRNEVIEREIREN ARN, NREECIER BT
KRFARN , MAFEA list-configurations iR A HKFPHMEEE. BEEHEIIRF
ETRHEENEREMNP, BEMN ARN 8 REZIKF,

aws kafka delete-configuration --arn configuration-arn

2. KT RE{TIH a5 9 5 ZhiE RR A,

"arn": " arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"state": "DELETING"
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FREVEC & T B dE

LT EER T a{a R Amazon MSK B & RIREVE X Bl E /Y T8 iz

1. UTowS2REEXEEN THE. EXRMEENIFHMAIRE , 151217 describe-
configuration-revision,

EZTHTRA , Econfiguration-arnBR N ECIEE BRIRBH ARN, WREECIRE BT
KIR1EARN , A fEA list-configurations S NHEKFAFNFEERE., BREESIRSD
ETHEBFEREMM AT, BEMN ARN tFEREZIIRS,

aws kafka describe-configuration --arn configuration-arn

2. KT RETIGTERNEINEAIRG,

{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description.",
"Revision": 1

},

"Name": "SomeTest"

REBXREEEITHFARER
IS R A SR EXT Amazon MSK EEEE1T Y ¥ AR

MREFEA describe-configuration R #R MSKEE , BHEIREN THE. EREEHE
HiER | iEM A describe-configuration-revision &%,

o BT TwSHconfiguration-arnBFRNELIEREEIRSH ARN, MREECIEERER K
R7Z ARN , WA EA list-configurations @B HKFFNAERE, SREREIRTE
THEENEREWNP, BEN ARN BFEREZIKF.
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aws kafka describe-configuration-revision --arn configuration-arn --revision 1

LA BE 1T ar 5 5 B9 B Zh e B2 R 45 o

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description."

"Revision": 1,

"ServerProperties":

"YXV@by5jcmVhdGUudGOwaWNzLmVuYWIsZSA9IHRydWUKCgp6b29rZWVwZXIuY29ubmVjdGlvbi50awWllb3VoLmlz]

}

ServerProperties W{EBEMEA baseb4 #H1THmIE, MREFEM base64 EIEER ( HIIN https:/
www.base64decode.org/ ) FaIXt H#t 1T , NREA T OEZEBENBEEN RHREE X HH
NB. EBERT , BHREUTHE :

auto.create.topics.enable = true

log.roll.ms = 604800000

SRR e X EE
LT TR A 4B A B B 48 0K P R 24 BT Amazon X BRI Fr B Amazon MSK ELiE

° Jg ZZDTHDTJO

aws kafka list-configurations

LU Rz T a5 5/ 5K h e B2 R 451

"Configurations": [
{
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-abcd-1234-abcd-abcdl123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description."

RERE =
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"KafkaVersions": [
"1.1.1"

1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description.",
"Revision": 1

.

"Name": "SomeTest"

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e-1",
"CreationTime": "2019-05-03T23:08:29.4467Z",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-03T23:08:29.4467Z",
"Description": "Example configuration description.",
"Revision": 1

},

"Name": "ExampleConfigurationName"

Amazon MSK B BIRAS

Amazon MSK Ei @ AT AL F LA T EFIRES . EXNERENITRE , ZEEXLF ACTIVE =
DELETE_FAILED IR% :

« ACTIVE

« DELETING

« DELETE_FAILED
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EENEREYY

Amazon MSK A FfE# A Express KEHFHT MSK MBI EEHIRHEEBTLE, WIIETEHEERSD
XAOMAMERT Bk TEFHE=5TE, YA LRATT BEEH#N K SEBETHLBEHT
HoX, ERLFEUREFRNEZTRR , UBhRRAEILE , HEFI B IEAR.

BB TEHREME 30 7HATHNRET BRE , AREY RPRAT2XRERNTAML. NTHE
HEVET MSK Express WTELBEE , TRINL T EARS , BUHNR KRS KRN EMEE 20,000
MoK o WURLTEXMAFNER , 4 FFEEARE.

H 2025 F 11 B 20 Big , HAEBFEREXIFL I ¥ MSK Express £ 4 H AT Amazon it X #E
Ho

£

- BEREBVENIERE

- GERERBEFHIER

- EAEREBFEHIEEM

« AE-KIRERIAIE LM @ T4 B Amazon MSK &8

« Amazon MSK £E R ERSEFH

BB ER TFRE

BRINERT , FiEWH Express R MSK il BESBN EREBFEL TERARS. e8ENUT
BRI

- @@ EMETYE : RFEEE—T , BIAEET MSK Express BEEF RN MSMERRE, EEE
RINBPBRARES , B FEHARENFAMazonREXR B EHERRETEFIED K.

- RERSEHTLE : TRERST , hIIELFERREFENETRR , HEUATHERTEHEHF
oKX
- BRAARRKREM R,
- ZEHEBIERESFATE
« AMTHNEZAZIRBRTIHENELZ A,
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® Note

MRBRATEREFTE , BNTEERAE =T E ( Hi Cruise Control ) #1759 X EFHF
., EXNEEEERENTE , THEEAXEE=FTERHENI XEFH2E AP

B A LATE Amazon MSK #2#I A EALLIhEE, Bt A LAEE A Amazon CLI, Amazon M Amazon SK
APIs =% SDK RAEEA L IhEE , 2%, Amazon CloudFormationBXEZEL. , S MY & Amazon
MSK & MeSH ¥,

e 2 LS T

B LAE A LA Amazon CloudWatch 18#RE R IEE# TR LN B rEB FEHIRENIRE

- RebalanceInProgress : WEHRES#HEAM—IX , ERFEHNER 1, EUAH 0.
« UnderProvisioned : R REH LA TEEFTERDS , TENTENIXEH FH, CFELATFE

FNESRE , BEAF KEHNHTHIL,
BXUH MSK MEBERNES | 502228, 222
EHEEBE FEIIREN

- X ERBFENXEFIUERA THHE Express REH#T MSK Ml EEF
- XTEIZXEHSTE , FMERKS T ZHE 20,000 M7 Xo
- BRERENTEE  LTHEERAIXEHRIBE APIs RE=ZFEHNTFHITE, EFALEXTE

APIs RE=FTE K SHMEEEET MSK Express BNEFH N BB L4,
RE-IXEERT @ EME T B Amazon MSK &5

BRI EEBEYE 6 BREXRENTEBEEFHPINWRERE  MMELI@ T BESH, BoE
Amazon MSK = #l & R Tibig4E | A/ LAEA Amazon MSK APIs 5% Amazon SDK 1, Amazon
CLI Amazon CloudFormation 2 B k242 AZKERT , Amazon MSK BT T84k :

- BaRS XoESHHRE,
« MEEEMBRKEHRBHD X,

EEALME T BERN  BErinERNERBENEFHTRAMT IR,
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Scaling clusters usingAmazon Web Services B2 24| &

1. FEhttps://console.aws.amazon.com/msk/RITF L G # MSK & ? region=us-east-1#/
home/,

2. GEEHETHL , EBEFOEMNET Express WEE, BXCIRMEEMNE T Express HEEH
E8 , 530, $F1: 0IEWME MSK £5

3. ERETHIRT A ERFELCEHUE.
4. ERESMNXENAKERE REL  BITUATE-RE:

- EEERTAMNESAE , FERRAESNTARRMNRE , RERAZMINRERE.
- EMNEHTBRAE | BRENENTARBER-—ME,
5. ERFREFEER.

Scaling clusters usingAmazon CLI

BA B REERNREHREXD LXA T BRER., EREPHITIREAmMazon CLI, &
Flupdate-broker-countis 5 , M T RBIFTR. LA , Etarget-broker-countZ¥Hig
EEHPRENRERE,

aws msk update-broker-count --cluster-arn arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1 --
current-version ABCDEFIGHIJKOL --target-broker-count 6

Scaling clusters usingAmazonSDK

FAlBYEEARNFRERERERO LA T BESH. EF A Amazon SDK HITILERE , &
£/ UpdateBrokerCountAPI , 31LA R RIFT R, Xt FTargetNumberOfBrokerNodesZ# , &
EESEBTPRENRERE.

update_broker_count_response = client.update_broker_count(
ClusterArn="'arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1",
CurrentVersion='ABCDEF1GHIJKOL",
TargetNumberOfBrokerNodes=6
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Amazon MSK E&E Mg IR B F

RERSBIH S ERBTEIEN—2 , ¥ FTREFTEHE Express REMF MSK Provisioned £
B, ZUERIALTEARS. HEpaLRE T BEHN , Amazon MSK 2B EBHS»XER , A
ERESXOBAFHRE , AFNREDBHSFHBRH X, NERELLENREIEAR DR , &
BEE T & A Amazon MSK JR{ERERAE Bz B2 L ABFEHNEE.

FEN , ZAUEFNRERERSHELE. RERSEREL2BRKRENER | HHTUTR
£ :

- RERRERFRERER (CPU, ME, 7).

- EFERBETAENERITES AR XUE.

- ERHERLEMLL |, ExpressR £ K B P EIRENIRE K Z W R18013,

o RIGERFMERE,

Pause and resume steady state rebalancing inAmazon Web Services EEE &l &

1. %Ehttps://console.aws.amazon.com/msk/ZR$] FF I S i# MSK 2 #] & ? region=us-east-1#/
home/,

2. TEEBTUHEL , EBET Express WEE., BXRUETEENE T Express WEHNEER |, i
B, B BIBWME MSK §£8

3. EEHFAGENHL , RIIEREFTFTEHRSEEN 831", NRBREHNFEHETTAIR
AXREERE , BUE - NHET Express HEE,

4. HBE THRHIRS  ER RESRBYE
5. E'REBERBYE TEL , PITUTRE

a. &EECERE
b. EERRFEN.

Pause and resume steady state rebalancing usingAmazon CLI

EFANERNERFEIRARENAmazon CLI , IEACTIVEfEH update-re balancing &% , 21T~
BIFF R, MBS H |, FEHrebalancingSHIEERS

aws msk update-rebalancing --cluster-arn arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1
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--current-version ABCDEF1GHIJKOL --rebalancing "{\"Rebalancing\":{\"Status\":
\"ACTIVE\"}}"

Pause and resume steady state rebalancing usingAmazonSDK

#&3& "] LA A UpdateRebalancingRequestAP| & BB EH FERDS , UEEHF BB
o LT RO A ARG B FEPRSIRE NACTIVEM ., PAUSED

final UpdateRebalancingRequest updateRebalancingRequest = new
UpdateRebalancingRequest()

.withClusterArn(arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcdl1234-5678-90ef-ghij-klmnopqrstuv-1)

.withCurrentVersion(ABCDEF1GHIJKOL)

.withRebalancing(new Rebalancing().withStatus("ACTIVE"));

final UpdateRebalancingRequest updateRebalancingRequest = new
UpdateRebalancingRequest()

.withClusterArn(arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcdl1234-5678-90ef-ghij-klmnopqrstuv-1)

.withCurrentVersion(ABCDEF1GHIJKOL)

.withRebalancing(new Rebalancing().withStatus("PAUSED"));

HEFE MSK & L#1TE4

Amazon MSK S EHEMERHPRE LWRG, EFSHITAEHMBITKIIMEE, ITXIRLEF SF
BRERGEH. RL2EFUREFERSTRR, ZENERMENEMRAEER. BTN EFR
N T ERER IR RRARCHFEE, RIMNMIVEREBMRERERTEY , BRREMTE,

FRAER IR IS4
MREERBETE , FERBEFT2NENNARFHEAMZE £,

Amazon MSK £ VR EMKREFEFNS TR, FUHEES , RKEBEFENER , #8
Kafka £ B3I FASNEBLAS —MELNRE, Kafka BEFIREBRNENS , 7T B3R 2 KOS
HVZRAL , FAREFHREE AMBEIE MSK & B, HEMIHMR ( 2EEENEE ) FMEEMR Apache
Kafka &P im RIESRE , UEEFHFRIZT

HREELE  Frn L HN TR EZREREEEN, BE2NRIEELENERA (&KZ 22
W,ERED ) p9 REERHI-LIEE (BENLIEY , &2 20 ), XEEEETRZF
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B, RHTEFREMEEIFNANSAEIEN ; SRR ENETIRER  HAKEENERR
R, BREZRER  FERAEBLNE N mABMER,

BB EEFEHR UnderReplicatedPartitions 80 , X2FHHN , RAEXANRE LN S KX
THEHHE, INMARFNEANZESESR , RAREEHMORE LWXEs XWEIARNAELE
L EER,

HUEHE , SREMEELH , eREHLBELPHERRNES . EEETEES , BAEESTE
FSHEHEN CPU EAREM. MRENRELBEBH CPU, RfF, WENBRIR , XENIZF
SN EBNE AR £ &M,

PR IR 4

RERBEXELEFPEN. Amazon MSK 2R RN AREFEBENEFRESH  XEREE—MARARE
BREBENMEER, XIHAUUBREFHN —RXMEETENEY E O 6 EEM T A E A
FR, EEE—#  EREERGHAREMIREBTPE , BHASEFRIGSLEEFTROHE ML
IEO

RERERE T HREXIKRENZEFE | XELFEY RFENET BRI TR ENRRE
{tc Amazon MSK HIREREBIRE T FHEBEDH , UABRERIHNTE , IR THLSBEREE
BHIRHIRE, EXELdd  EEARERENRTERIMEA., ITINLEFED,

REABHAU=TAXNEHEE K BRESGEESHRAIRITANER, EXFECRANEFE
FREN 12 SHEFFAANEZ, 5, RERBESENESREBEIAEREER, RE
RENEINEEER , XEWEE TN EFLZHENEMEFERES , it EPHBEERE,

5Fr& Apache Katka RAEF—# , EEIIRERENFEF RNEFERANES HK-RSHEN. B
BEEFHUAGERECHNASEIAVEBNARERERE, £EMHE ( BEEEHNHE ) BEER
Apache Kafka & P imfy & ESLE , ESHFRIZT. SREBEHRBIE  F/hR L HE R ETE
BRERREREN, XT2YMERMER , RNREEREFEES XASMN. Apache Kafka F /= i

BAPHTRUES , FTFRAFHAS ERBRXER.
REBLAEFmAUEE
Kafka A EAELRE  EERAFPHNERT  SRESESBHENERREFT LT EFNRSH

EFFEHRAN. ZREANSE —MEBRFEESXASN , BAN Kafka B inEN B # 1T R
BHITREFNRASERBRIEER.

EPimRSERELY
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XeSBEFRENRSRBITAZAERAZEYN ; RESB[BLARDTE-—IRSIMHNASE , M
& b A0 AR IR DA B A T Y LS RIEE R

Kafka SEF & RZHILLR
T RB

1. RE ABHABLRS,

2. Kafka EFRmREIFE ( BEMEZHITEREDE not_leader_for_partition ) o
3. XUERELMAR Kafka BEFHEMETHE , MECHERTFNASE,

4. Kafka BEFHREMHEMAE LFN D XASFEREER,

EARNTT R Java BEFWMAMINEE , EEEBREFETT 2®,. EFHRERTIKAEES , BLF
B, W*WARNE B P Ro

"l RE 1

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Got
error produce response with correlation id 864845 on topic-partition
msk-test-topic-1-0, retrying (2147483646 attempts left). Error:
NETWORK_EXCEPTION. Error Message: Disconnected from node 2

"l RE 2

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Received
invalid metadata error in produce request on partition msk-test-topic-1-41
due to org.apache.kafka.common.errors.NotLeaderOrFollowerException: For
requests intended only for the leader, this error indicates that the broker
is not the current leader. For requests intended for any replica, this
error indicates that the broker is not a replica of the topic partition..
Going to request metadata update now"

Katka EFmBESE 1WA (HZ3IY ) BIFRXEHEIR, EEFHERD , XKRTRHN p99 /Y
produce/consume iR (BEE 100 PHESEY ) ., BN EEERART WL EHRSEFiHES
BNHTFEEE, BESHAHRELERIT S
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ALENR EHMAE LM BytesInPerSec M LeaderCount IR B EMRBIERBEBLRER
I, XIEAREMAS IR BI, SR FWEE UnderReplicatedPartitions E#REM , X
FEXRAREMBEIARL TELRSH SN,

[RIBHEE
WIRE Fin-RS|EN T e ML LRRE. FEANEBERRIFE

» Kafka &/ im BEBL B4R IR S fE AT IEH,

« BZHEPRENZEARANTHNER,

- BERSRSBTXASEIBREEZIE,

o ERERFEFNEFER  MNMSBORXASESTBEREEE,

B TRRUEBASREKEBHTHER , RMNBW -
. BFBERSBRBERE  URAREHEREEIELTE  NBRASRSRES.

- BERREXIEAEHUBREFIHLELARER,

o B URELIELE retry.backoff.ms ( BRIAN 100 ) , ABEMNFE, connection/request

. BEPURE SN request.timeout.ms # delivery.timeout.ms IRE RN F SN AREF SLA HWE., XTFE
EHEXE  RENEFSBEAMEBRRELE,

. B URELER bootstrap.servers EVEE 3 MNHEYVIARE , UBENNB AN TTAMTER
Ml

s —HEFIEFHHEMENRIRE K HPLENARFFAALRBECRNEHEENFELE, AXT
BIAE , B REFIRENSEN , ARFRERIERE reconnect/retry 258,

- BIMNBWEEEFRSENIER, RHINERBNFATEHERNE R,

« BATMEE  REAFHEBRERTZEN , BRIBWE =7 golang M ruby EEBMNMUIBE L
BHARBRITE. BRTRIWFEROERERA , BINBWEBRALELSEFER , MBAEAEXFR
AEEEENERMEE,

o BEFARRIX network/not_leader RS R EAXHER , AAECINREEN., F=4£E0RM , AR
kafka T’jﬁ)\iﬂ'ﬂ—ﬁﬂﬁo

- BEFRFTNAEER , UnderReplicatedPartitions A AEENELZLLHE , IR IEEN. T
e , HERWMAZFH,
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Amazon MSK &4

ZREAMazonREF 2 E., fENAmazonEF , BANZHTENREASHZLHBBEALANER
T A9 2 A 2R O M P 48 2R 4

ZE2RNITHEEEBAMazonTE. TEHLEAENREERNCHNLZLUENEZPHNREMY

« ZEE — Amazon MRFRF FEAmazon=FiEITAmazon R FH BRI, Amazonik 3 &R AL AL
ZE2FEANERS. EFAN—B2 , FE=ZAFFIHHEHMNANBRIERMNEZLNER . ETHEAT
Amazon Managed Streaming for Apache Kafka FI&#MEITX] , S RE ST RIEHNSEE R
Amazon Web Services,

DR EE-BHNREREEANAMazon RS RE. BERENHEREAR , SRENBRENHR
. BRANERANERREREN,

XA HBE T BAAEEA Amazon MSK BN ATHEHRBEN, UTEBRAMAEE Amazon
MSK UM EBNZ L EEMMEBR. BE2 7T BUMEHEAEM Amazon Web Services #5 By & 512
HMRHF Amazon MSK &R,

£

» Amazon Managed Streaming for Apache Kafka # HI E3E R

« Amazon MSK K & K iE F 1R APIs

« Apache Kafka # & 135U F %X APIs

« FEk Amazon MSK EENZ £ 4

o BEXITD# MSK ZooKeeper S£E8f/ Apache 7 & 89 1/ 18] 4% R

+ Amazon Managed Streaming for Apache Kafka B-& # t 31F

» Amazon Managed Streaming for Apache Kafka # {9k & &E

» Amazon Managed Streaming for Apache Kafka FHYEM T =4

Amazon Managed Streaming for Apache Kafka & B iE R

PHEFEENAmazony EA FEMA T Apache Kafka 89 Apache Streaming for Apache Streaming #
WEBRERYT . MAERFTIRAMazon , ARRIPZETAERNBEN 2 IREM ¥ Amazon Web Services
Lo BOAREPNRAERLEMEN ENABTWES, BEAREMERAN Amazon Web Services AR
FHRLBEBENEETS. EXBERILNESFEE , FSRABERILEL R,
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HFHEERP EH , RIOEDERI Amazon Web Services Ik F &1 7 8 FH Amazon IAM Identity
Center={, Amazon Identity and Access Management (IAM) iR ENMNABF ., X# , SN NEAFRREEIT
HIEIRBRAMENNR, BB T HRRPEIE :

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS 5Amazon®REE. BANERFER TLS 1.2 , BiUEA TLS 1.3,

- EARE API M FEZ B EAmazon CloudTrail, BX{#E CloudTrail IR ERIEIRAmMazon’E s V{5
B , %% (Amazon CloudTrail B F1E8) AR CloudTrail o

o EAAmazontnZBRARUREAPFIEERINZ £ Amazon Web Services RS

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BHE,

o MREFEAMazon BT FHITRESR API HITIHRINEELT FIPS 140-3 R NFZER | BEEH

FIPS ih k. BXAAM FIPS InRMNESZEE , B5H (XEBRHEELERE (FIPS ) 5 140-3
RR) https://www.amazonaws.cn/compliance/fips/.

BN NN REERBBER (NEFEFWE FibM4it ) RANRSHBHBERAXNEFR
(WEBMTFER ) . XTIFELEAmazon Web Services FREEAEFIE. APl 25 Amazon MSK = E fh#l
¥JAmazon CLISYERS, Amazon SDKsTEA TR FIIRE T B &N AR FER P ia AT MEIEE s
L2ATFIHBRHLH AT, NRERAITRSFIRME URL |, BZIEWETEENI P I ESEILESFRE
WX iZ RSS2 HVE R o

FB

« Amazon MSK jnz

« Amazon MSK & A 7]

« & Amazon MSK APIs 5#0 VPC &KixT B &H

Amazon MSK iz

Amazon MSK 4t 7T BIEMZIEDT , 7] AX LRI 2™ KRN BIEEEER, Amazon MSK AT
MBRIEBAFE 13 NPALIT—R. Amazon MSK 2 BZh HATE EBHEITIXEIE$H, Amazon MSK
Fria#TIEP EFREN |, RERBER DML T ACTIVE RS, W FHEREESR | Amazon MSK £
ERERMIEBEFRENNEFRRDIZE N MAINTENANCE, FEHERE , MSK 2 FERFRSE
PEEBHN ACTIVE, MEBL FIIHEFIRER , B USEERMNEARE | B e BERTEM
BEHEERE,
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Amazon MSK #7& &

Amazon MSK & Amazon Key Management Service ( KMS ) £ X LA 3R 14 3% B 9 BR 55 25 i A

o, Amazon MSK IR MBEMESHIE, 6l MSK £&#aT , BAIEELRFE Amazon MSK
BT & EASEIEN Amazon KMS key, IIREFTIEE KMS %4f , Amazon MSK &1 8612
—/N Amazon EEXHH HRAREFEAE. BX KMS ZHNEZER , 1551 (Amazon Key
Management Service FF X AR 3E®) FH Amazon KMS keys.

Amazon MSK 4% i /1 in 2%

Amazon MSK £ TLS 1.2, MINBERT , ESNEHE MSK SRV RE 2 BEMAVHIE, TEL
BEHNESEMNINE,

NTEFHENRECENERE , BLTEE T =ZHREZ— :

« XAV TLS MBm#HHE, XRHMINRE,
« EIRSAVFENEEM TLS MEHE,
o AN EIE,

S MSK 242 A2 HAmazon Certificate ManageriE #, Eit , E[I{S4F Amazon Trust
Services W{E1EE L £51F Amazon MSK RERIEF,

SREBMNBRWERERADNE BT ARKEMFAAN CPU FHN/LEWHNIER, BR , XS
FEARMINXEERHTHER , KRNWEEPRTER, FrinfeERBEREEXHHEE,

Amazon MSK Nz A7

Bl MSK &8 , ZaLAEA JSON BXIEEEMNZRE. ROIMT :

"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-east-1:123456789012:key/abcdabcd-1234-
abcd-1234-abcd123e8e8e"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
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X F DataVolumeKMSKeyId , A LARIKF (alias/aws/kafka) FiY MSK EEE " HE
A Amazon HEXZ4. MREKRIEEEncryptionAtRest , Amazon MSK £ N2 B B85
2. Amazon HER BN ERELNERERAMNE |, HRE GET 5K A DescribeCluster
API 4,

¥F EncryptionInTransit , InCluster HERIAEN true , ER MR EFBERE 2 BB HIE
Btik Amazon MSK MR , WA SURF L TIR B A false.

ENEFENREzBERNBREEEMZRN , 51 ClientBroker REAMAT=MEZ
— : TLS. TLS_PLAINTEXT & PLAINTEXT,

N

FH
« B2 Amazon MSK &8 EMZRIRE
o i Amazon MSK TLS tnz®

22 Amazon MSK & HEENERE

ISR E T WMAE IR Amazon MSK S£E T IEEMERE.

BIRERRHEEMNERE

1. FE-TRONRBREFEXHF , HARXHEERRNEAENR. fim, FEBEH

encryption-settings.json.

2. 1&{T create-cluster @S HEM encryption-info kIIE M ERFEE JSON B H.
REIINT : A {YOUR MSK VERSION}E Apache Kafka % imhR 4S8 PLEL YRR AN, A o< 04a]
BR MSK £EBIRANEE , BEHABEE MSK £FMA. 7 % , FA5 MSK £FERATEHN
Apache Kafka &P URRAS , AT8E2 5 3 Apache Kafka ZiiE#HiiR, EXFEH,

aws kafka create-cluster --cluster-name "ExampleClusterName" --broker-node-group-
info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--kafka-version "{YOUR MSK VERSION}" --number-of-broker-nodes 3

LA Rz 4T Mo an 5 = #9 A 20 Wa B2 R 1

{

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/SecondTLSTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e",

"ClusterName": "ExampleClusterName",

"State": "CREATING"
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}

Mi® Amazon MSK TLS 1n%

RN E T A fE Amazon MSK £33 TLS N2z,

ik TLS &

1.
2.

# B&the section called “BIEEF iR T EV P IESLEEFmITEN.
EEFiwmit ¥l £ &% Apache Kafka,

FEARREF  ROEA VM EEES MSK £8EEE. it , FEEAEEZPRITEN LIZE -1
BH /tmp BIXHR, ARfE , ¥ Apache Kaftka T2/ bin XHX | HAETUTHS. (EH
JVM BERAJEERMEE, )

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts /tmp/kafka.client.truststore.jks

PHEZEFImITEN LM Apache Kafka Z3&H bin XX | BIZ—1NE R
client.properties IXAX#H , ZXHBEUTHE,

security.protocol=SSL
ssl.truststore.location=/tmp/kafka.client.truststore. jks

EAmazon CLIZE THITEN LZTULTHT , clusterARNEIR N EEH ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

BUMERMTATR. RELHER  RALFEEET —SHPEATE.

{

"BootstrapBrokerStringTls": "a-1.example.g7oein.c2.kafka.us-
east-1.amazonaws.com:0123,a-3.example.g70ein.c2.kafka.us-
east-1.amazonaws.com:0123,a-2.example.g70ein.c2.kafka.us-east-1.amazonaws.com:0123"

}

BITULLT®8% , BootstrapBrokerStringTlsEB#NEE L —SHREBIREBIRRZ—,
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringTls --producer.config client.properties --topic
TLSTestTopic

7. IFAFHSTEAAERIE-AF/MRITEN. K5, STUTHTUEIREHEERR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringTls --consumer.config client.properties --topic
TLSTestTopic

8. HEAMBREADR WANKHEERTEER K HECHASRISBEOPEHRMEEEE. Amazon MSK
4% S R R L E B3 1T T INER

B} E Apache Kafka B IRAFERAMZERENELER , BSREE Kafka & i

¥ Amazon MSK APIs 5#0 VPC KT Rl & EH

&0 LAfE F HAmazonPrivateLinki2 #t 15932 0 VPC LT SR B LEEHY Amazon VPC F1 Amazon
MSK Z BIfRE APls BRI S ML, ##0 VPC £ iﬁﬁ,\“T%EEH*HH% NAT i%%&. VPN &
##5 Amazon Direct Connect #E#2, AmazonPrivateLink 2 —fh{# 3% 14 W 4542 O SE I Amazon RS

ZEFERBENAmazonFE R , 7 Amazon VPC IPs HERFAERE, BEXEZEEL , ESHLI#H
Virtual Private Cloud M#Z 0 VPC £ i1 & (AmazonPrivateLink).

BRI R AR A ER S Amazon MSK Tt & 3Fl] MSK Connect i&#% APIs . Amazon PrivateLink &
% , 3 Amazon MSK API 82 — /N0 VPC ixa , SMER B M E13E Amazon VPC BREBEVREFHER
Z#FNO VPC %R, B FIPS ¥W#0Q VPC ¥ ,\“;EFH FTEEXE, BXEZER , FSHEMEZEOR

/AN 0

R INEE , Apache Kafka & F i Al s AIRBUE 7 £&F 5 LUEETE MSK 2 MSK Connect &R , M
TEEHBEBRMRKREZFRB,

lE# 0 VPC Im [ , BEBEUATRSEMERZ— !

NTFFME MSK :

« com.amazonaws.region.kafka

- com.amazonaws.region.kafka-fips ( /8 FIPS)
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HAPXEESHXEER, ERLRFSEHR TS MSK M E APIsFE. BXESEER , F5H

https://docs.aws.amazon.com/msk/1.0/ apireference/ FEVIR1E,

¥ F MSK Connect :

« com.amazonaws.region.kafkaconnect

HpXBIESHNXIHE . EFRIRSFSEMEIT S MSK Connec APIs t B . BXEZER , HZ5H
{Amazon MSK Connect AP| $#&) g1k,

BXEZEER , BFECIEED VPC KixT 2K step-by-stepii B , &S K Amazon PrivateLink}s R &
E"Jﬁu@*ﬁué%ﬁ#ﬁ:ﬁ-/\\\o

$ X T MSK FiEt i 5% MSK Connect B VPC LKimT5 S 8915 B AR APls

f&Bh VPC i SR HE |, Bur A &lism , A2 MR MNE VPC in R EAMME IAM AP, 4
AWK PNIANFZER , NTRG REEE TS E VPC i TiH . EABENNREERE , EX
JIfE MSK 2% MSK Connect RS #Y 15 B £ BR o

MREELRIR AR INKR , Amazon VPC 2R EMIN—MERUIAKE | ZERBATNRSH TS
HHE, RN AREALEBEZHER IAM ETSHNRBIRSBHERNRE, X —NRILATRE
R T2 MR QPR ERSH TR R,

EXEZEER , 25 (Amazon PrivateLink /) RHER VPC ik a iz &)X RS 85,

MSK Provisioned — VPC policy example
HRIRA R PR

B RGIRBE AT AR IR EAN VPC IR, (BXEZER |, HSHEHX Amazon VPC BIREY 1S
[l ) o ERGXEEET EMH N VPC ik Q5 H SR RE,

{
"Statement": [
{
"Sid": "MSKReadOnly",
"Principal": "*",

"Action": [
"kafka:List*",
"kafka:Describe*"

1,
"Effect": "Allow",
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FRARER

"Resource": "*"

filE MSK — VPC i 2 SR & 7R 5

PRAE&IXT 4 E MSK SE&F Y 8]

LRGSR BE BT AR AN B E A VPC i, BREIEN EM N VPC in R 174 EN Kafka £,

{
"Statement": [
{
"Sid": "AccessToSpecificCluster",
"Principal": "*",
"Action": "kafka:*",
"Effect": "Allow",
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/MyCluster"”
}
]
}

MSK Connect — VPC endpoint policy example

Bl % 225 H Gl R FT A0 E 3285

THERZHT MSK Connect Fim L KBE R, LLERBEAFREEAGIILEESS , HOUERNIER
2

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "MSKConnectPermissions",
"Effect": "Allow",
"Action": [
"kafkaconnect:ListConnectoxs",
"kafkaconnect:CreateConnector"

1,
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FRARER

"Resource": "*",
"Principal": {
"AWS": [

"arn:aws:iam::111122223333:xr0le/<ExampleRole>"

MSK Connect — VPC i 5. 5K B 7= 5l

RAVFHEE VPC HR4FTE IP #3ik AYIER

BT RAIERHRERAVRBEE VPC RIETE P #utAYiE R . REET IP HutkyiE R

KM,
{
"Statement": [
{

"Action": "kafkaconnect:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",

"Condition": {
"IpAddress": {
"aws:VpcSourcelp":

1,
"StringEquals": {

"aws:SourceVpc": "vpc-555555555555"

}

Amazon MSK # & 1338 iF F1 R 1X APls

"192.0.2.123"

Amazon |dentity and Access Management(IAM) Amazon Web Services RS AT & BIE 1B 5 &2 £ ih 373
Hlxt Amazon B R IA RN R. 1AM B3 RZFIE T UBE FHRIE (FF ) RERN ( EENR)
SkfEFA Amazon MSK &R, & LA IAMAmazon Web Services RS , TEXNFHNEA,

Zet
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£

« Amazon MSK i 5 IAM & & 1E
Amazon MSK & T 541 K 8 =6
Amazon MSK B RZSHEXAE
Amazonill Z#h MSK # £ & K B%
BEZE Amazon MSK & 3 #7 [8] (7] &

Amazon MSK A& IAM BEi & fE A

EFERA IAM BEEX Amazon MSK BiF R PR 2 8 , B R11% T R RLE IAM ZhEERI FH F Amazon MSK,
E2M| 7 # Amazon MSK MEfttAmazonlRF W5 IAM BBEFER , 525 IAM AFREEPN S
IAM Bt & 15 B Y Amazon RS .

FH

Amazon MSK E T 5 14 #Y 5K B%
Amazon MSK E T &R EY K BE
EF Amazon MSK $rZ R ZX
Amazon MSK IAM A&

Amazon MSK EF & 3 HY SR B

BEEA IAM ETBGHXRE , BUUEEATRELNRENRRUR AFRIELBENS
#ro Amazon MSK X#FREMBRME. HRMFZME, BT HE JSON KEHPERNAAERLE , 5K
(IAM BF-15F8) #H#Y IAM JSON KB TESE,

Amazon MSK & F BB KMV IR/E

EIE R W LAEM Amazon JSON REEREEERNBREMT L, BB , WD EMAATB T ATIRK
1TRE , UREMALAFZHTHT,

JSON R Action TEMRTATERKP AWRIEL B RINRIE, ERBPISREUARTFR
ITRERRERVRR,

Amazon MSK R RBSIZETEIRERTERA U TEIR : kafka:. Hl , ERFEAER Amazon MSK
DescribeCluster APl ##{EH#IR MSK R IR , BRfF kafka:DescribeCluster BEHA
HEMH, FHRIFOHLHMEE Action 5 NotAction ;tE, Amazon MSK EX T HCOH —HIERE/E , K
BIRERAERZRSHITHES.
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EHEE , MSK =E N FRIRIETIRIER APIs Ffkafka-clusterdid , 5. 1AM 2ER, 2
EFMERINIE L

EESENMEOPEESUMRE  BEAEZSNENRT , TR :
"Action": ["kafka:actionl", "kafka:action2"]

B LERABESR () BESMRME, 0, EIEELLEE Describe FFLMFIERE , /AT
BRIE -

"Action": "kafka:Describe*"

E&EF Amazon MSK #ERFIE , 25 (IAM AP 1ERM) FH Amazon Managed Streaming for
Apache Kafka fVig1E, BIRME4E,

Amazon MSK & F & 131 KB 1Y & IR

I R A LAEA Amazon JSON REERIEEWARBRMT L, HFRY , BN EET AR TR
1THRE | UREMALAFHTNIT.

Resource JSON R TEIEEEMENAREN —IPNHZ AR, FAZRESXE , HFEHAE Amazon
HRAT (ARN) EERR. WTFAXZEBERERNEWIREE , EEABERA () ERBEONATHMER

3
Do

"Resource": "*"

Amazon MSK =4I REEHF LT ARN :

arn:${Partition}:kafka:${Region}:${Account}:cluster/${ClusterNamel}/${UUID}

HXRERXWEZEE ARNs , iHS 1 Amazon &R # (ARNs) MAmazon RS &4 22 1E .

fFlan | BEBEATIEE CustomerMessages SEfI , EEAELT ARN :

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/CustomerMessages/abcd1234-
abcd-dcba-4321-alb2abcd9fof-2"

BEEERTREKSNAASS , BEABESR ()
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"Resource": "arn:aws:kafka:us-east-1:123456789012:clustexr/*"

ToEN 4 E R IRHATHRLE Amazon MSK #4E |, SIINA T RIEZR IRV IRME, EXEERT , BLAEA
BEARF (%)

"Resource": "*"
EEREMEAPEESIMNRR , 18 ARNs 25 2R,
"Resource": ["resourcel", "resource2"]

EEFILS#H MSK BIREXBEKHTIK ARNs , i5ZH IAM AFEEHRWNIL SR IEEREMAN Apache
Kafka EXHREIR. BT HETUEBLERIEFIEESNEIREN ARN |, 2 Amazon Managed
Streaming for Apache Kafka & X BV 1E.

Amazon MSK & F 5 5 B SR BR 1Y R4 3247

IR A LAER Amazon JSON SKEEREEWARBRMT L, HFRY , BN EETN AR IFER
1THRE | UREMALAFHTNIT.

Condition TEREEUNRXHIEEBEAMEHNIT, B RIECEASGCZESR (Hlw, EFHD
T ) EHRES , UMERBEPNEGSBERPHNEHETE, EEERMBAMazon2R&4RE , ESH
IAM AP igm T Amazons B4 £ X %4,

Amazon MSK EX TEHCHW—4A&HR K EXBFFERA-L2R&MH4R. EEEFMEAmazon &Y
2  FSE IAM APEETRAmazon: B4 £ T XH4,

E&EF Amazon MSK &M 8M %X |, H5H (IAM AF#8R) # /M Amazon Managed Streaming
for Apache Kafka BW&HE. ETHREAUNBLEREMNTRFERAZLGRE , 1§21 Amazon Managed
Streaming for Apache Kafka & W VIR 1E,

Amazon MSK & T & 15 B SR BE By 7= 45

EEE Amazon MSK ET BRI RH , S H Amazon MSK E T &4 K R,

Amazon MSK & F &R HI K

Amazon MSK X AT Amazon MSK S BHER R (EMNETHFRNERE ) . BAUEAKE
REESRE LHRLE |AM E/AFEEK R RFKIZE S Amazon MSK £BWAEERE, Y5 IAM BEF %
SHRIE—E2FEAR  BETUEASRRENEEZENT P IRBHEE X Kafka ZIEEREIR,
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SR RIS HRERAKIA 20 KB,
EETENMAERESHERBO TS , ESRALER 2 HEFRBMHINE MSK £,

EF Amazon MSK IR ZEH £

B LSRR XK N2 Amazon MSK £8, EETHREEH R , REEFEH
kafka:ResourceTag/key-nameaws:RequestTag/key-name B aws:TagKeys SR 7E KRB
WEHTEPRMERZE R, BXFRIE Amazon MSK BIRIE R , S Wthe section called “4A EEE I
B

REEEH TAREREHEFNTR, BEREFEMEMREAFNFEL , FERBRRII—FATIRENE
ME,

EEEETHONRE (ATETEHE LRI RBEHIFNIZEFENTHR ) N6, FSRBRERSTHR
Amazon MSK £ &%,

BRI EET B ORREPEASNE , WEETHREZEZFIX Amazon MSK FIRI G RN R. Lt RHLE
AT MG AR #ERER, REESSAE, JIHERET R, ERNREREFNRE, B2,
RYEEHRZL Owner WENZAFH username BY , RS 2R TR A TRBEHFNE-MEF
ARFHREFPHER, ZREPHE —MEYREBEAEBR T RER,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
]I
"Resource": "arn:aws:kafka:us-east-1:123456789012:clustex/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:username}"
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}
3,

{
"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/*"

]

}
]
}

Amazon MSK IAM & &

IAM £ =2 Amazon Web Services T P # B 545 E N R Y SE4K,

Fim et EiE A F Amazon MSK

A LAER IR ZIERFTHRESEHARIEES , 2K IAM B89 REKF AR, EnLUEN
FAssumeRole= Z F K Amazon STS AP ##/ERIREUIE Bt 22 2 iF F5 GetFederationToken,

Amazon MSK X £ A N rfZilE
REXBKAE

ARS51E 5% A & 7L ¥F Amazon Web Services T RI EIRS PR HIR , LARETHEF. BRERKAR
ERE IAM KPR, ARZBRSHE. EERAATUNESETREERSHAXABHNR.

Amazon MSK X BREHXxA®., EXGIEREE Amazon MSK IREHEXABHNIFHES | FS
Hthe section called “IREZKEXE ",

Amazon MSK &F & 14319 K B& 7R 5

RINVERT |, IAM AP A AEERINIT Amazon MSK API g4, BE R LFEIZE IAM policy , LAER
AFRFNAERFNIRUANFENIEERFRHIITHEEN AP RE, ARG , B R A0UFIX L 5 B i hn 2
TEXLENERERN IAM AF=R4,

ETHNMAERXL RS JSON K62 IAM ET S 01K , 28 (AM AFER) 91 &
JSON &1+ L 6 2 5K
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£}

- EMSEXE

- ATAREEMHIIB SR

« A —4 Amazon MSK £

- BREFZLLR Amazon MSK &8

KRB R {EREK

ETHONRBEERNMARSALGIE, FHRIZMEREKS D8 Amazon MSK #iR. XLERAETAE
£{# Amazon Web Services IKF AR A, SIZRmEET HHOHREE | HEEUL T ERME

- FEAAMmazonEERBHAERRARENENE — EFBRRAFMNIEARR TR , EEART
LELAGRTNENAmazonFEE R, TIIERIRZAH AT FAmazon Web Services 1K &
MNEWEERE XN ENAFNAmazonEFREERBRE —SRINE. BXEZEE , ESH

CIAM AF1ER) 8 Amazon FEE R T/EEREERY Amazon FEE R,

- MAKENR : £FEA IAM RERENRN , BARFHRITESAENNERE. Ak, BALEX
EREFRMTIUNBERRRNITHERE , BHENRENRTT. EXFEA IAM NANERHNESZE
B, B2 (AM AFER) F/ 1AM R R B AR

o F8 1AM KRR SRR — S BREIH IR 44 7] LA ) 58 B 7 O S 440 SR BR I X R 4E RN SR A 17 ) o
Bl |, AR BRI R RIEESAMER SSL EREFIEHER, NMERSBRERBIBENSNE
AW, WA BAE A R AR BT3RS IRER 7 R BRAmazon Web Services BRS , fililAmazon
CloudFormation, EXEZEE , 51 (IAM AF#ER) S IAM JSON FKrEITE : 4.

- M IAM Access Analyzer BiEZH) IAM KB | SUAKRNEHN LS MHEMINEENY  IAM Access
Analyzer 2K IEFREEMIM B KR , LUBERREAS IAM KEIES (JSON ) M IAM HESK
B2, IAM Access Analyzer 2 100 ZTRBEREMTIRENE , URBEBEER S BIEEMREN
Keg, BXEZER , H5H (AM AFEM) A IAM Access Analyzer BiE KB,

- EEZESFHRIE (MFA)-#1ERAmazon Web Services i IEHIZ S EE IAM AP SHBERAF |, B8
A MFALREZR:M, BEEXEFA API RERFEE MFA |, B8 MFA ZARMBEHREF, BX
BZELR , B5H (AM BFiEm) RMEA MFA &RF API 1A,

BX IAMHHREIRNESELR , 250 (IAM AFER) #1 IAM F R 2 HEXE,

RTFAFEEMITE SR

ZRGIEER T BN eI ERRE | LAY IAM BFRFEERNIERAF SR NENITE RN KL, LR
BIEEEE A L EHAAmazon CLIZE Amazon API BURTE A R 525 IR /ERI IR .
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

il —4 Amazon MSK &£ &

FERGIH | BB ESRN Amazon Web Services Ik HEY IAM AR B F iR ENEEH
purchaseQueriesCluster B R., LWERBATAFPRRER. RNHSISKE., JHERKETR
HEHTE,

JSON
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"Version":"2012-10-17",
"Statement": [
{
"Sid":"UpdateClustex",
"Effect":"Allow",
"Action": [
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*"
1,
"Resource":"arn:aws:kafka:us-east-1:012345678012:clustex/
purchaseQueriesCluster/abcdefab-1234-abcd-5678-cdef0123ab01-2"

}

BIEFRZ A A Amazon MSK £8

BRI EET SO RPEASNS , WEETHREZEZFIX Amazon MSK FIR G RN R. 1t RHLE
AT MAeIZ AR #ERESR, REESSAE, JIHERET R, ERNBEREFNRE, B2,
RYEFHIRL Owner NENZAFHNAFAER , TR TLNR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
]I
"Resource": "arn:aws:kafka:us-east-1:012345678012:clustex/*",
"Condition": {
"StringEquals": {
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"aws:ResourceTag/Owner": "${aws:username}"

RO LA Z SR RE M DN B S8 - R Y 1AM . IR BN richard-roe AP ZRE#H MSK £33 |
TG EBIRICH Owner=richard-roe = owner=richard-roe, &N , fFIE4F R, &4
FREH Owner IEE Owner Ml owner , AARHRBEMTX 2K NE, BXEZER , BZH IAM A
PR TR IAM JSON SRR T3 : &,

Amazon MSK RS <A E

Amazon MSK | Amazon Identity and Access Management (IAM) fRE <A, REEXARE
—FIRFE B W IAM A , ©5 Amazon MSK BE##XxEk, BREMEXAEH Amazon MSK TIEX , &
FBiZRSAREBEAEMAmazon RSB FTE R,

REHEXAERTILEERNMIZE Amazon MSK , RIRAETRAFRIMAAENR. Amazon MSK A E
VERBRSHEXARHWNER, BRIEBITEN , BNRE Amazon MSK FTEER AR AR, EXHNRETE
EERBEMNRRE | T BNPRREE T EEM B EME A IAM 3£,

BRXERSHEXAGHEMBSNES | HSRAEA IAM 89 Amazon Web Services , F&E# RS
XABIPERANRHRS . FRERSETZRSNRSRE A BRI EEE,

FH

« Amazon MSK KBRS XA X R

« J1 Amazon MSK BIEZRESHEXAE

« %% Amazon MSK B IRZ XA

« Amazon MSK RS HEX A B IFHNXE

Amazon MSK # iR %85 & R

Amazon MSK fE & F AWSServiceRoleForKafka B IRS X A . Amazon MSK {ER Ltk & & ¥Kih
B SR EY IR H AT AT RE -

* *NetworkInterface - EEFK/HPEIEMEENEEN , £ VPC R E 7 in A LA R £ 5
R,
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« *VpcEndpoints— EEEFIKFFH VPC AT R , XELKIFT AW
EF VPC i EF FE A £ EAmazon PrivateLinke Amazon MSK *#
DescribeVpcEndpoints, ModifyVpcEndpoint Hl DeleteVpcEndpoints AR,

« secretsmanager— EAEEE K iLAmazon Secrets Manager.
« GetCertificateAuthorityCertificate - ®RIABEIEHME NS,

WRESHEXA KM MBI TIEER : KafkaServiceRolePolicy, BXURBEHNER , FS
%] KafkaServiceRolePolicy.

AWSServiceRoleForKatka lRFHEXABEEUTRZFRAZAGR :

 kafka.amazonaws.com

ABNRER I Amazon MSK 3t &R A TiE1E,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribeVpcEndpoints",
"acm-pca:GetCertificateAuthorityCertificate",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}I
{
"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpoint"
1,
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"Resource": "arn:*:ec2:*:*:subnet/*"

},
{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints",
"ec2:ModifyVpcEndpoint"
]I
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
},
"StringlLike": {
"ec2:ResourceTag/ClustexAxrn": "*"
}
}
}I

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:DeleteResourcePolicy",
"secretsmanager:DescribeSecret"

]I
"Resource": "*",
"Condition": {
"ArnLike": {
"secretsmanager:SecretId": "arn:*:secretsmanagexr:*:*:secret:AmazonMSK_*"
}
}
}
]

BYMEENR , £ IAM XSG (AR, AFNAR ) 012, FEIMBRRSIEKAG, BXESE

B, B2 (AM AFERE) PRRSKERABNR,
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A Amazon MSK ¢8I RZHEXAE

BREFHUNEBRSHERXAR, HEEAmazon Web Services EE2EIA. = Amazon AP| 417
Amazon MSK & & 8tAmazon CLI , Amazon MSK £ R &8 RSHEXA R,

MREMBRIZBSES F<BKAE  REEEBXCE , B LFEREARREREKFHFEFCELAR®, B
#Z Amazon MSK £&8} , Amazon MSK B NIECI RS HEXAER,

YR58 Amazon MSK NRSEHK AR

Amazon MSK 1845 AWSServiceRoleForKafka IREZHx A/, SRS <BEARG , B8EL
TERACHNEN , AATEEZHXXAs| HiZAR, ERTLUER IAM RESGEAR, EXEZE
B, E5H (IAM AFER) P ERERS K EKAE,

Amazon MSK RS X AL IFHXIiE

Amazon MSK XFHEZRF ATRANAMBEXSEFEARSHAXAR, BXESER , §5HAmazonX
A S o

Amazonil i MSK R 3EE KB

AmazonEE XK E RV EMEER IR KBAMazon, AmazonitE R EENIFZE N A HIIE N
IR, MEZRAIFHBAIBAF, ANARSENR,

HigE , AmazonEERB AT RET 2N EHNBERFRTFRENRNR , BAEMNATHAEAMazonE
FER, BRNBWESEEE TEARMNE - SR RERE -SRI NR,

BT EERAmazonTE R P E LR, tNRAmazonEFHAmazonitEREHE LHNER , ME
FEEMZEBARENFTEZERASH (AR, ANAR ), AmazonRE WREEBIIFHN API =
I A BRSS vT LA A $TAmazon Web Services BREHY AP {ERT E#TAmazonit & R B,

BXREZEE , F50 (IAM AF$ER) PR Amazon FEE AR,

AmazoniEE XK E : Amazon A MSKFull ccess
LEBRETFEENR , AT EHTLIFEMEAE Amazon MSK 846, KRB RESHNT :

« Amazon MSK R 2 F & Amazon MSK #£1E,

« Amazon EC2 IR - WFEMAPEEFEERIT APl ERPW LR ER, X2H 7 HSE Amazon
MSK BEB R SH EE R EARR. LERBHHNERT IE EC2 R R 1F Amazon MSK SIEZMSER
Amazon®iR , e IE TR ERE,
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- Amazon KMS #X[R - API AR A TRIEERFPHWEEZZE AR, Amazon MSK JfER S 8
1£ Amazon MSK &8/ ER&ENFH,

« CloudWatch Logs, Amazon S3, and Amazon Data Firehose fXPR - Amazon MSK FEEF
BEEATIREEEHMEREXEEFRNREBEFERE R,

« IAM PR — Amazon MSK EEF g EMIKF P SIZRSHERAR | HATFENBRSHMITAGBEERE
# Amazon MSK,

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kafka:*",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeRouteTables”,
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcAttribute",
"kms :DescribeKey",
"kms :CreateGrant",
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery”,
"logs:DeleteLogDelivery”,
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelogGroups",
"S3:GetBucketPolicy",
"firehose:TagDeliveryStream"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
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1,

"Resource": [
"arn:*:ec2:*:*:vpc/*",
"arn:*:ec2:*:*:subnet/*",
"arn:*:ec2:*:*:security-group/*"

]

},
{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"
]I
"Resource": [
"arn:*:ec2:*:*:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"aws :RequestTag/AWSMSKManaged": "true"
},
"StringlLike": {
"aws:RequestTag/ClustexrAxrn": "*"
}
}
}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}
}
}I

{
"Effect": "Allow",

"Action": [

"ec2:DeleteVpcEndpoints"

1,

"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {

"StringEquals": {
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"ec2:ResourceTag/AWSMSKManaged": "true"
}I
"StringlLike": {
"ec2:ResourceTag/ClusterArn": "*"
}
}
3,

{
"Effect": "Allow",

"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:PassedToSexvice": "kafka.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/

AWSServiceRoleForKafka*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "kafka.amazonaws.com"
}
}
}I

{
"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

]I
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AWSServiceRoleForKafka*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

delivery.logs.amazonaws.com/AWSSexrviceRoleForLogDelivery*",
"Condition": {
"StringlLike": {
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"iam:AWSServiceName": "delivery.logs.amazonaws.com"

Amazon¥tE KB : Amazon MSKRead OnlyAccess

LR FRIENR , RFAFEE Amazon MSK HER. ML REEH AT TEMETRH
BRI A RIR , L TBERIEHAY Amazon MSK HiR. Hlal , MAEXENBRNEFAATUERTEHK, X
BRWEHNEEI R , ETREXEAEFNEETRE, LREFHNBRIANT :

« Amazon MSK fX[R - A &5 Amazon MSK &R, XEMI#THERAKIMEXENNEER,
« Amazon EC2H[R — A FHWIASEE XM Amazon VPC, ENIs ¥, 24,
« Amazon KMS #XFR — B FifiR S EF <B4,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"kafka:Descxribe*",
"kafka:List*",
"kafka:Get*",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets"”,
"ec2:DescribeVpcs",
"kms :DescribeKey"
1,
"Effect": "Allow",
"Resource": "*"
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AmazonT E KR : KafkaServiceRolePolicy

1&TC LM AN KafkaServiceRolePolicy ZIf&HY IAM 54K, NIt KRB MBIRSHEXAR , ZAGBARYF
Amazon MSK T INEE MSK &8 EH VPC iR ( $?§%§ ). BEEMKZEOMMEA Amazon
Secrets Manager EEEHZTIEFRE, BXEZEER , 152 the section called “BRFXHKAE",

AmazonitE EK Rl : AWSMSKReplicatorExecutionRole

AWSMSKReplicatorExecutionRole KE&E Amazon MSK & #I85 & F1E MSK &8 2 B & #I%iE
PR, LLEREEHP VAR T 24

« cluster - [@ Amazon MSK S #1882 T H IAM SHRIFEEINERNNE, TEFHRANEXR
EEHR,

 topic - [@ Amazon MSK EFIFFR FHIR, AIBNEREBUREREBSE BN,

 consumer group - [l Amazon MSK Sz FHRAMNESUEREL. M\ MSK £EFERMNEAR
HA DA% M B 2 ol 28 01 22 Y9 P9 30 ERR AV AN BR o

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ClusterPermissions",
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeClustexr",
"kafka-cluster:AltexrCluster",
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AltexTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup",
"kafka-cluster:DescribeTopicDynamicConfiguration”,
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:WriteDataIdempotently"
1,
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"Resource": [
"arn:aws:kafka:*:*:clustex/*"

]
3,
{

"Sid": "TopicPermissions",
"Effect": "Allow",

"Action":

[

"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AltexTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:AltexCluster"

1,

"Resource": [
"arn:aws:kafka:*:*:topic/*/*"

1
},
{

"Sid": "GroupPermissions",
"Effect": "Allow",

"Action":

[

"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:*:*:group/*/*"

1
}
1
}

I 5% MSK E#T 7 #£Amazon& BUX

EEBRAZBSHBRERXLEEREFE , Amazon MSK Amazon BB EEHWIFMAEE,
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B

WriteDataldempotently X fR
25 % AWSMSKReplicator
ExecutionRole-E F I & KB

AWSMSKReplicatorEx
ecutionRole : # KB

Amazon A MSKFull cces s —

EHRUBBER

KafkaServiceRolePolicy : X1 E1
BRI ES

Amazon A MSKFull cces s —

EHUBBR

Amazon A MSKFull cces s —

EHUBBR

Amazon MSK /8 7T BRERE X

DU

Amazon MSK 7y
AWSMSKReplicatorEx
ecutionRole FREE RN T &

¥ MSK EEE 2 RIEBIFEE HIH
WriteDataldempotently X PR,

W E# MSK 807 X
Amazon MSK Replicator
# AWSMSKReplicatorEx
ecutionRole Bk,

Amazon MSK #R{in7 %
Amazon MSK £ #lI28 I R .

Amazon MSK F{in7 x#5%
VPC FABIEZNNER,

Amazon MSK 3107 FTHE S
# EC2 IR , FIEZEEHNN

A BE,

Amazon MSK 07 — I #E &
R, AFEERT D% EC2 3§
B,

Amazon MSK FF I8 IRERH
AmazonEEBERINEE,

B

2024 3 A12H

2023 12 A48

2023 9 A 28 H

202343 A8H

2021 11 A 30 H

2021 £ 11 A 19 H

2021 £11 A 19 H

HEZE Amazon MSK & 3014 8] ja] &
FEALUTEE TS LHINEEEFER Amazon MSK 1 1AM Bt ] 8EI& R A9 B W (8] &2,

&

« REMNIE Amazon MSK F#{TIR4E
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K FTANIE Amazon MSK B 1TiR4E

ﬂﬂ%Amazon Web Services EEBZ#| A HIREETIIITEIURE , N AN REEB R F KRB, B
HEREEEIREEZEIEN A,

X mateojackson IAM AP ZRAERAIEF AMBRES , (B8)&F kafka:DeleteCluster XREY , &
ZiELXT/T\ﬂ’-J%ﬁEQo

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
kafka:DeleteCluster on resource: purchaseQueriesCluster

EXMERT , Mateo BRMWEE R EHERRE , LA TFMER kafka:DeleteCluster BIEH

8 purchaseQueriesCluster ®iRo
Apache Kafka #) & 3% iE M APIs

BAILAER 1AM N & J&ﬁ%ﬁLﬁE?—le‘F:ﬁE*ﬁ Apache Kafka e, =¥E , BRI AEA TLS =
3% Fim SASL/ISCRAM 31T B9 I1E , {5 Apache Kafka ACLs R A FSRIEL IR E,

B tn{aR &l a] LLES R ER F 1T Amazon MSK 2/ERE R |, 5 Hthe section called “Amazon
MSK B9 & 1556 F FM1#Z X APIs”,

£
« IAM i B] 42 i
« Amazon MSK HXX[@ TLS &/ im & K iE
« f£f S Amazon ecrets Manager #{TE FERFEFHRIE
« PAEE Kafka ACLs

IAM 175 [B] #2 &l

Amazon MSK 9 1AM 5 R4 REe A0 IE MSK BN SR RITNEN, XERTFTEZEFH Ty
HIIENFIF B — R, Fl , HEFHEEIRBEALBNERR , Amazon MSK £/ IAM kK&
ZEFREARATENRIINE MR , UERREENBENER £ REIE,

IAM i B2 FIE A T Java M3k Java B , B Python, JavaScript Go M.NET 4 EH# Kafka
Bk, JF Java BFIRMY IAM 15 [E 2 H13E A T Kafka MR 2.7.1 SRE SRAH MSK 55,

BT BEBHE T IAM iFR32 4] | Amazon MSK Xt Apache Kafka BB 1T 7 DiF S, XEBHTL
L5981 Apache Kafka &3&iE KB 2 M E, Amazon MSK £iEFiFRIEH |, LA EEHRITHFIT,
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BAI L APIs RfER 1AM G RI$REIR MSK 82818 A Apache Kafka ACL. {2 , Apache Kafka Xt IAM
HAHRIX ACLs & BEF M, EXHF IAM KEEH T 1AM S 4R GRS,

A EEZIEEM
Xt MSK & A IAM i REHE |, FiEEATEEETEEM

« IAM 15 R)#2H & H F Apache ZooKeeper 1 Ko B < 1A HI 31X L5 KBV U7 R PRI B
B, B21 243 5% MSK ZooKeeper 85 Apache T = BV R X BR .

. MREHWEBFER IAM HE$2%] , Il allow.everyone.if.no.acl.found Apache
Kafka R & 7o

- A LA APIs IfER IAM TR HIHY MSK 58F V8 A Apache Kafka ACL., {E& , Apache
Kafka 31 IAM B3 H9#R4X ACLs J& B ¥ M, B IAM KR T 1AM S48 4R E,

Amazon MSK B 1AM i/ [Rl32&18 T/ERE

EXt Amazon MSK 8 IAM 1 [R#2#] , BHITUTER , L TEEFFEANFXLELSR -
- BIEMER IAM HRIIEFIF Amazon MSK 58

- BEZEP T IAM FEEE]

« N IAM £ 02 BRI

« JREVAT IAM 5 R HEIR 5| SR T8

BIZEMEA IAM 5 RI$2HIEY Amazon MSK ££8

RN B {5 FH Amazon Web Services EE#ZE|A. APl HEIEFEH IAM 5 REHIFY Amazon MSK
£8, Amazon CLIEXIARAMEEEF G IAM FEEBEHINER |, SR EH Amazon MSK &R
ZEIRE,

£/ 8122 Amazon Web Services EEZEI A E A |IAM 17 [ &Iy £ 8

£ https://console.amazonaws.cn/msk/ T FF Amazon MSK &l &,
ERREER,

EREAEEMRENRER.

EEHRIUER D H |, &F IAM T5REH,
TEROBEEFNERIERE.

o A 0D =
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£/ API 8] Amazon CLI{EMA 1AM 17 A1 3R & fY £ 8%

- EQIEZBAT IAM hREENES | B CreateClusterAPl 5 create-cluster CLI 8% ,
H4EB LT JSON R ClientAuthenticationZ# : . "ClientAuthentication":
{ "Sasl": { "Iam": { "Enabled": true } }

BLERE 7 im AT IAM 15 R4 5
BEiLFFiwREEB SEA IAM 5 EHZRHEKN MSK £EEE , B UEANTEA—FhLH

« i SASL_OAUTHBEARER##I3# 173k Java B iwEl &
« {#/ SASL_OAUTHBEARER#L#IZ AWS_MSK_IAM #L#I#E & Java &/ ik

£ A1 SASL_OAUTHBEARER#LHIELE IAM

1. EALLT Python Kafka & Fim =Bl , 4w%8 client.properties LB X, HEMESNHEEREZ
KL

from kafka import KafkaProducer

from kafka.errors import KafkaError

from kafka.sasl.oauth import AbstractTokenProvider
import socket

import time

from aws_msk_iam_sasl_signer import MSKAuthTokenProvider

class MSKTokenProvider():
def token(self):
token, _ = MSKAuthTokenProvider.generate_auth_token('<myAmazon Web Services
##>")
return token

tp = MSKTokenProvider()

producer = KafkaProducer(
bootstrap_servers='<myBootstrapString>',
security_protocol="SASL_SSL',
sasl_mechanism="'0AUTHBEARER',
sasl_oauth_token_provider=tp,
client_id=socket.gethostname(),

ZeH 211


https://docs.amazonaws.cn/msk/1.0/apireference/clusters.html#CreateCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/create-cluster.html

Amazon Managed Streaming for Apache Kafka FERARER

topic = "<my-topic>"
while True:
try:
inp=input(">"
producer.send(topic, inp.encode())
producer.flush()
print("Produced!")
except Exception:
print("Failed to send message:", e)

producer.close()

2. THMAEEBESHNEPERFE A ARBRBZESEZNNTHER S0 PR HARITERE.

JavaScript: https://github.com/aws/aws-msk-iam-sasl-signer-js #getting-star ted

Python : https://github.com/aws/aws-msk-iam-sasl-signer-python #get- /& 3}

Go: https://github.com/aws/aws-msk-iam-sasl-signer- go #getting-started

NET: https://github.com/aws/aws-msk-iam-sasl-signer-net #getting- £ /3 3}
JAVA : AIBX ja aws-msk-iam-authr X#3REXS Java By SASL_OAUTHBEARERX i

£/ MSK BEN AWS_MSK_IAM #&I% & IAM

1. FUTRBERME client.properties X#H, <PATH_TO_TRUST_STORE_FILE>BMAE
FPig L EEFRXENTLRERE.

® Note

MBEFEFEASEIED , TUM client.properties X#HHiBR
ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>, MIRELRIEE
ssl.truststore.location HW{E , Java #EFEFEHA B INLI S,

ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
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EFAZNAmazon I RIBN BB ENH , B H B SawsProfileName="your profile
name" ; EENEFIREENHH, EXTREEXHNEER | SRS B EAmazon
CLIX #.

2. THEHERFWRER aws-msk-iam-authJAR X4 , HRFEBELREEH, MREHEH Maven |, BH
AT B |, HIBREFEERERAS :

<dependency>
<groupId>software.amazon.msk</groupIld>
<artifactId>aws-msk-iam-auth</artifactId>
<version>1.0.0</version>

</dependency>

Amazon MSK & P isfi#1E Apache 2.0 ¥FA[E T 2FFRH
7 IAM £ &I RAUKRE

FHRBURBE M INE 57 7 IRX A IAM B8, ERPCRKES |, B LUEEA G R TFSIEL LR F,
MRENEFF IR TIEDE EC2 KAl L | HREDRESZIL S EC2 KHIHY IAM BEHEXEK. =
E BEuRErHRENMEADEREXS , ARERNEREZHBRENHANARXEK, BE
B ST 1AM 175 (R4 97 R A 2 P i B & 9 8 A o B B XX A

BxufaalZ IAM policy BIEE. , S AIE |IAM policy.

LT RANNERNIRDER =) MyTestCluster, ZE T #% Action # Resource TEMIEXN , BS
7 1AM RBRE, BRAEFNFIRE L.

/A Important

B3 1AM KBEFT A E £ Amazon CLIMZ BN BR7E IAM APIs 1, B2 , REEEHRATAEE
BERBEFEEN, EAZSEERLT , RBEEXSERE -8B RNER. WERTERT
Al AE £ 18 INZER B8]

JSON

"Version":"2012-10-17",
"Statement": [
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{

FRARER

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AltexCluster",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
"arn:aws:kafka:us-east-1:111122223333:clustexr/MyTestCluster/

abcd1234-0123-abcd-5678-1234abcd-1"

]
3,

{
"Effect": "Allow",

"Action": [

"kafka-cluster:

"kafka-clusterx

1,
"Resource": [
"arn:aws:kafka

"Effect": "Allow",
"Action": [

"kafka-cluster:
"kafka-cluster:

1,
"Resource": [
"arn:aws:kafka

*Topic*",

:WriteData",
"kafka-cluster:

ReadData"

tus-east-1:123456789012:topic/MyTestClustex/*"

AlterGroup",
DescribeGroup"

tus-east-1:123456789012:group/MyTestClustex/*"

ETHNMEIEITESEN Apache Kafka AHI ( BlItIZMER K ) WNRHNRETENEKE  FS

FAESIERNRENELER TSR

¥ F Kafka R 2.8.0 REEIRZA , iZWriteDataldempotently#X bR B4 F i (KIP-679), BRiA

ERT , ®ET enable.idempotence

= true, HIt , XTF Kafka i 2.8.0 R E ShR

K | IAM TEEE Kafka #HEIHIhEE, ACLsTURM WriteData MENEBRH RN , Tk

Zet
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WriteDataldempotently E|iZF&, XFALFMF WwriteData BELMBEETENER. EXTE
MTE , A WriteDataIdempotently, X2HT IAM BEAEI M Kafka ACLs BRI HREFTE
ER, A, UBEAXBA—NETHEHEERHR transactional-ids,

BRERZXANFE , BWERARCT AT REEAYRES

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AltexCluster",
"kafka-cluster:DescribeCluster",
"kafka-cluster:WriteDataIdempotently"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1"
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/MyTestClustex/
abcd1234-0123-abcd-5678-1234abcd-1/TestTopic",
"arn:aws:kafka:us-east-1:123456789012:transactional-id/
MyTestCluster/abcd1234-0123-abcd-5678-1234abcd-1/*"
]
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EXFERT , WriteData A EA TestTopic , M WriteDataldempotently fRUFXTSEE#H 1T
BEMBE A, ZRBEE I TXHARKAEN transactional-id BRI RN R,

BT WriteDataldempotently RERBENIR , AT EZEBRAIFEH, MR
WriteDataIdempotently {XFRTFEBEH , Wbt REFREEHA,

RELA T IAM 5 E 2R 5l A=

H5 ¥3KEL Amazon MSK 8K 5| SR E,

IAM AR, REMEIREE L

B &l , Amazon MSK B IAM 5 [A#2 &R X 1 Kaftka YA ZBEEFIRIE, 1XBHE Kafka ARLIER B W
WriteTxnMarkers APl, BLIER S , BIVEWWEERATEMEN S B RIERN SCRAM 5 mTLS 7%
if , ACLs A2 IAM B3 %1F,

REPD AR T ATLATE IAM BRNRBE P EANRENTRTENEL. BXRERH , ESH N IAM £
B 0B RIEK,

ROCR IR

TRHIH T EEA Amazon MSK # 1AM 5 B2 et AT U ERBUR B P B S HIRE, HEERERF
BERBETIFHRAER |, EXMTEFIFREDA9AEMIRE,

Action L T IRE P B R IR BT LRSS
-

kafka-clu REEZEMBIE L cluster =
ster:Conn EFHHBR,
ect
kafka-clu BT HIRER kafka-clu cluster =
ster:Desc B NHHEBN ster:Conn
ribeClust PR, 3T ect
er Apache Kafka

#Y DESCRIBE

CLUSTER

ACL,
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FRARER

Action L e RE T 55 HY 2 R EATELRSES
£
kafka-clu RTITEXREHSZ  kafka-clu cluster B
ster:Alte NFHEANER , ster:Conn
rCluster ¥ F Apache ect
Kafka 8 ALTER
CLUSTER kafka-clu
ACL. ster:Desc
ribeClust
er
kafka-clu RTHERER kafka-clu cluster B
ster:Desc HASEERIN ster:Conn
ribeClust R, M3T ect
erDynamic Apache Kafka
Configura # DESCRIBE_
tion CONFIGS
CLUSTER
ACL,
kafka-clu RTEXREHH kafka-clu cluster B
ster:Alte HASEERIN ster:Conn
rClusterD PR, M3T ect
ynamicCon Apache Kafka
figuration # ALTER CoN  kafka-clu
FIGS CLUSTER ~ Ster:Desc
ACL. ribeClust
erDynamic
Configura
tion
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FRARER

Action 5 89 e RE T 55 HY 2 R EATELRSES
£

kafka-clu RFEEHEHLLL  kafka-clu cluster =
ster:Writ BEARAEAH  ster:Conn
eDataldem FEHNR , S ect
potently T Apache Kafka

t IDEMPOTEN  Kafka-clu

T WRITE ster:Writ

CLUSTER eData

ACL,
kafka-clu RTIEEE LA kafka-clu topic =
ster:Crea BEBRIRR , ster:Conn
teTopic T Apache ect

Kafka #9612

CLUSTER/T

OPIC ACL.,
kafka-clu REHERE kafka-clu topic =
ster:Desc B LFEHIN ster:Conn
ribeTopic PR, 3T ect

Apache Kafka

#Y DESCRIBE

TOPIC ACL,
kafka-clu RTENERL kafka-clu topic =
ster:Alte FEHNR , ster:Conn
rTopic 3 F Apache ect

Kafka 8 ALTER

TOPIC ACL. kafka-clu

ster:Desc
ribeTopic
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FRARER

Action ) e RE T 55 HY 2 R EATELRSES
£
kafka-clu &= HERE kafka-clu topic =
ster:Dele B LEFFHN ster:Conn
teTopic PR, BT ect
Apache Kafka #9
DELETE ToPic  kafka-clu
ACL. ster:Desc
ribeTopic
kafka-clu BRTYHERERHLE  kafka-clu topic =
ster:Desc FERPSBEEN ster:Conn
ribeTopic R, BT ect
DynamicCo Apache Kafka
nfigurati #) DESCRIBE_
on CONFIGS
TOPIC ACL,
kafka-clu BRYTEXERHLE  kafka-clu topic =
ster:Alte FERPSEEN ster:Conn
rTopicDyn R, 5T ect
amicConfi Apache Kafka
guration # ALTER_CON  Kafka-clu
FIGS TOPIC ster:Desc
ACL. ribeTopic
DynamicCo
nfigurati
on
Foge L3 219
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FRARER

Action

kafka-clu
ster:Read
Data

kafka-clu
ster:Writ
eData

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Alte
rGroup

58

BYNERELE
BRI BER
PR, ST
Apache Kafka

# READ TOPIC
ACL,

RFOEHELN
FHEEABEN
NBR , HETF
Apache Kafka #J
WRITE TOPIC
ACL

R T RS
B EEAR
R, 3T
Apache Kafka
# DESCRIBE
GROUP ACL,

RFMALERH L
BEA MR |
% F Apache
Kafka #9 READ
GROUP ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

PREBRY AR

topic

topic

ERATERS
3

=
=

fim

fim

fim

220



Amazon Managed Streaming for Apache Kafka

FRARER

Action

kafka-clu
ster:Dele
teGroup

kafka-clu
ster:Desc
ribeTrans
actionalld

kafka-clu
ster:Alte
rTransact
ionalld

xE

S EHRES

ik

BT MERE
B EEAR
R, ST
Apache Kafka
# DELETE
GROUP ACL,

BT HRER
IDs ERXZH
MR, BT
Apache Kafka
#) DESCRIBE
TRANSACT
ONAL_ID ACL,

RTEEH

IDs tEHE
SHIRER , ¥

% F Apache
Kafka 89 WRITE
TRANSACTI
ONAL_ID ACL.,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTrans

actionalld

kaftka-clu
ster:Writ
eData

PREBRY AR

A

transactional-id

transactional-id

EAILERRBMMERES (*) BEAF. REAMT,

« kafka-cluster:*Topic X% kafka-cluster:CreateTopic. kafka-
cluster:DescribeTopic, kafka-cluster:AlterTopic fl kafka-
cluster:DeleteTopic, BFE¥E kafka-

ERATERS
3

=
=

i

i
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cluster:DescribeTopicDynamicConfiguration =% kafka-
cluster:AlterTopicDynamicConfiguration,

« kafka-cluster:* RERAENIR,

RRBEH IR

TRERTHEER Amazon MSK B 1AM 15 8 422 5 st 7] 1E RAX K S o £ F B9 IR A B3R . SR R BAGE
DescribeClusterAPI 2 d es Amazon CLI cribe-cluster 5% MAAmazon Web Services EEZFI &5
RIRENERRF Amazon BIREB M (ARN). RJa , BRI AEALKE ARN REXE, BEMRS ID,
ARNSEERNEMPIEERR , BEAZRFN ARN,

HIR ARN #&=

Cluster arn: aws: kafka::: cluster/ region account-id cluster-name cluster-u
uid

Topic arn: aws: kafka::: topic//lregionaccount-id cluster-name cluster-u

uid topic-name

Group arn: aws: kafka::: group//regionaccount-id cluster-name cluster-u
uid group-name

E%ID arn: aws: kafka::: transactional-id///regionaccount-id cluster-n
ame cluster-uuid transactional-id

&ALATE ARN # :cluster/, :topic/. :group/ # :transactional-id/ 2 EWEENLE ,
EEXBHFERAES (") BEF. ATRUAFEAES () BEMFSIASNMNRRNERD =6

« arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/* : {EMB NIEE
FEFTE B MyTestCluster , TTieEEH UUID 04,

* arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/abcd1234-0123-
abcd-5678-1234abcd-1/*_test : EBFHR B “_test” EEMWAMAEETE , HEH K , UUID I
abcd1234-0123-abcd-56 MyTestCluster 78-1234abcd-1,

* arn:aws:kafka:us-east-1:0123456789012:transactional-id/MyTestCluster/
*/5555abcd-1111-abcd-1234-abcd1234-1 : FIE3X % ID 7 5555abcd-1111-abcd-1234-
abcd-1234-1 IR 5 , S RARKF P BNEFHNATEILE. MyTestCluster XEKE , MNREA
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FRARER

BT —NER MyTestClusterfV 58 , ARREMER , REQES - IMEEER , WA LAEALRIR

ARN ERNEE LR THEENRS ID, B2,

ERRRPRENERLERZR

FEI R EMIBRAY S B

TRANE-JERT —LEERLAM, ERNFFHHRITEERS , TEFFRRIGEBRF 212

PIFFERERIE , R Effect IREN Allow,

AR Amazon MSK B IAM 5 H#2=H 2 FRERENEE |, BSH IAM BECRR, REMFRAIE L,

(® Note

MINBERT | RIEFHIEL , BLHFEARFERNEF HIITHEMRE.

EFEESL]
Admin

BIEER

& R B HE

158 F 23

URERXNERBE

PREEHVIRE

kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:

kafka-cluster:

*

Connect
CreateTopic
Connect
DescribeTopic
WriteData
Connect
DescribeTopic
DescribeGroup
AlterGroup
ReadData

Connect

Zet
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FRARER

IEESY

UESH LR EE

EMEHNEE

R EBNEE

P T A

kafka-cluster:
kafka-cluster:

kafka-cluster:
potently

kafka-cluster:
kafka-cluster:
kafka-cluster:

kafka-cluster:
actionallId

kafka-cluster:
ionallId

kafka-cluster:

kafka-cluster:

DescribeTopic
WriteData

WriteDataIdem

Connect
DescribeTopic
WriteData

DescribeTrans

AlterTransact

Connect

DescribeClust

erDynamicConfiguration

kafka-cluster:

kafka-cluster:

Connect

DescribeClust

erDynamicConfiguration

kafka-cluster:

AlterClusterD

ynamicConfiguration

kafka-cluster:

kafka-cluster:

Connect

DescribeTopic

DynamicConfiguration
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FRARER

EdESY] FrERRE
EHFENEE kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:AlterTopicDyn
amicConfiguration

BEdEH kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:AlterTopic

Amazon MSK B9 [@ TLS & F i & 918 1F

AT LA A MBI RSB Amazon MSK REMIEEZS A TLS BEF RS HRIL. EFEAZEF RS HRIE ,
MEEH Amazon #A8 CA. Amazon FAH CATRLLE&M E B T Amazon Web Services Ik F [ — 4
KFPAR oML TFAEMNIKF AR, X Amazon #A8 CAs WEER |, B RGIENEEAmazon FAH

CA.

Amazon MSK A X #HiEH R YIR () CRLs, EIRHIXT £ 8 =AY 17 R X PR 2R 5 ik £t FBAVIE S |
EfEA Apache Kafka ACLs MlAmazon&£ 4. BxEMA Apache Kafka ¥ 8 ACLs , 2. the

section called “Pi#A & Kafka ACLs”

AXEBILE T

- BIBEZFEF RS HRIEN Amazon MSK &8
- REFIRRENEASHRIE

- FREGRIEERMEAER

REZEFEF K PRI Amazon MSK £ &
WEEROERRNAEREAEF RS B RiEAmazon A8 CA,
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® Note

HEERANME TLS wHARET , RABZE W Amazon F48 CAXE/N MSK SEEE AU E
No XFMATIBHRAEER TLS UE+ PCAs RIEEN MSK SRR B THHRIL.

1. FEAUTARBIEREAN clientauthinfo.json B, Private-CA-ARNE# R IZH PCA 1Y
ARN,

"Tls": {
"CertificateAuthorityArnList": ["Private-CA-ARN"]

}

2. BIE—"HBN brokernodegroupinfo.json B4 , #the section called “f f £l 2 7l fil & £
Amazon MSK £& Amazon CLI"H AR,

3. EFWmEMNRIIEEREZEAZFHMREBEZENERPNR. ERAUTHARCIESR N
encryptioninfo.json BIXX#, KMS-Key-ARNE# R IZH KMS 24789 ARN, TJ LU
ClientBroker i&E&J TLS 2 TLS_PLAINTEXT,

{
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "KMS-Key-ARN"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
}
}

BEXMBNEZEER |, i3 Mthe section called “Amazon MSK %",

4. 1EAmazon CLIZET BMRRIEMEZRTIMNZNITENL | STUTHSUSER BB HRIEME
BMAPMZRNES., REWNNPRENES ARN,

aws kafka create-cluster --cluster-name "AuthenticationTest" --broker-node-group-

info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--client-authentication file://clientauthinfo.json --kafka-version "{YOUR KAFKA
VERSION}" --number-of-broker-nodes 3

ZeH 226



Amazon Managed Streaming for Apache Kafka FERARER

FEFRRENERSHRIE

SRR T AR E Amazon EC2 EHILLREMEF B H RN E F ik

EENMATHAEIREFRITEN, AETBNREMENTLRE , A ORIERERME
RHEE

1. SIEREFEFPIHITENHN Amazon EC2 k6, AEEEN , BEATEHNWE — VPC F8IE 1t
6, BRINAGZBRLEFFIHITEYVR RE , E5Hthe section called “BIEZE Fimit &7,
2. BIBEZI, XA, iBSHthe section called “BIZEED" T A A,

3. fEEBAmazon CLIZEWITEN L , BTUTHSURIMEFHNEISNRE, Cluster-ARNE#RR
E3K ARN,

aws kafka get-bootstrap-brokers --cluster-arn Cluster-ARN

RESER P HY BootstrapBrokerStringTls KB FRF &,

4, EEFFRUENL , STUTHSUER WM EEF#ERIERZEFIREEFE. WREHN JVM
BRERRE , EHEMG ARG,

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts kafka.client.truststore.jks

5. EEFPRITENL , STUTHIANEFRUEBELREZRR, ABERYour-Key-PasslIFRHEH

#eDistinguished-NameExample-AliasYour-Store-Pass. . .

keytool -genkey -keystore kafka.client.keystore.jks -validity 300 -storepass Your-
Store-Pass -keypass Your-Key-Pass -dname "CN=Distinguished-Name" -alias Example-
Alias -storetype pkcsl2 -keyalg rsa

6. EEFHBRUENL  BTUTHSUERLZEL—SPUENAEEACBIERER,

keytool -keystore kafka.client.keystore.jks -certreq -file client-cert-sign-request
-alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

7. #F client-cert-sign-request X# , HHBRIZIHHFFLR ----- BEGIN
CERTIFICATE REQUEST----- B&REH ----- END CERTIFICATE REQUEST----- o MBiZ
XHBFLRN ----- BEGIN NEW CERTIFICATE REQUEST----- , T8 M T4 BY FF Sk F g5 4 il

BREE NEW ( REEEMNENZERE )
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8. fEBAmazon CLIZFIEBMITEN L , BITUTHSIERERH#ITER, Private-CA-ARNE
BHNEH PCAB ARN, MNEEE | Bu L ERERME, EXE |, T 300 K,

aws acm-pca issue-certificate --certificate-authority-arn Private-CA-ARN --csr
fileb://client-cert-sign-request --signing-algorithm "SHA256WITHRSA" --validity
Value=300, Type="DAYS"

RIFME R H IR ALHIIED ARN,

(® Note

ERRENEFIRIER , B acm-pca get-certificate ap S HIBEMRMIL
# ARN, BXEZEER , 5K (Amazon CLI Command Reference) #H get-
certificateo

9. BITUTHTIURE N EAmazon o8 CAXZBMWIEH, Certificate-ARNBRNIEMNI E—4
WO R FIRER ARN,

aws acm-pca get-certificate --certificate-authority-arn Private-CA-ARN --
certificate-arn Certificate-ARN

10. MIEfTL—RWBTFIIR1EBH JSON £ Re , EFl5 Certificate M CertificateChain %
ROFRH, FXHNFZREM B NI F signed-certificate-from-acm, LGS
Certificate REXMFERE , REMWE CertificateChain XEKHWZER R, N \n ZFE#H
AFTo ATRFIEBAIEPERWBHE P FHNXHED,

1. BEEFPHRITEN LETA T STRLIERRNEENBRAESD , UEEEES MSK KB H R
AT
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keytool -keystore kafka.client.keystore.jks -import -file signed-certificate-from-
acm -alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

12. EFAUTHARCERRN client.properties WX H., FEEEHENBZAEMNS AR NG
FF kafka.client.truststore. jks REZWER. ARH Kafka BB E {YOUR
KAFKA VERSION} &L%o

security.protocol=SSL
ssl.truststore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.truststore. jks
ssl.keystore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.keystore. jks
ssl.keystore.password=Your-Store-Pass
ssl.key.password=Your-Key-Pass

A HRIEERMERER

HWEBNE T WRFERSORIEERMERER.
1. BITUATHSUBEEST, B client.properties WXHREE L —IEFOIENH,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBroker-String --replication-factor 3 --partitions 1 --topic
ExampleTopic --command-config client.properties

2. BITUTHRUBIREALERE. B client.properties WXHREHE L —IBHOIEN
X

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --producer.config
client.properties

3. EEFFHRUENLNHMGTEOT , STUATHTUEEHAEAR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --consumer.config
client.properties

4. HEEBFEOFREAEE , ANTHEEREEAREAF,
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{# /8 S Amazon ecrets Manager # {72 FZER S HRIE

B LAERAEA S Amazon ecrets Manager 77 F 4R 37 1Y B FAEIERIZHIX B Amazon MSK & &
B G R ABR, A EIEf7 £ Secrets Manager R AU D EB S M RITATTE |, HlATIT, FH
MEHIZIE, Secrets Manager R it BEEB BERAZEHFEIL,

245 MSK 8K /5 , MSK £ B8R FHZ L HIE.
AEFIETIEHD -

« BEFEZIIHHRITHN T/EFRE

« A Amazon MSK £ &8 & SASL/SCRAM & 4K

- EARE
- £ SCRAM ZR 4Rt iy BR

BREFIUHHRIUR TERE

Amazon MSK #9%& FZiE B 31U F A & 5 18F SASL/SCRAM ( &8 &R IIEMZEE/MEhFiA
MmEHLE ) FHRRKIE. EAEFREEZREZIESHRIE , BELE Amazon Secrets Manager #1812
ZHARR , HEBRFEESZBHARK,

SASL/SCRAM 7£ RFC 5802 EE X, SCRAM AL &R FEE , T2EF iR MRS 25 < A&
N B FFZIUE,

(® Note

WIRFEFIRE SASL/SCRAM B BKIERT , Amazon MSK @R B FHRMREZ BNFTERE
B TLS i,

A Amazon MSK £ &% & SASL/SCRAM B 135 F

E7£ Secr Amazon ets Manager HFiRE# 4] , 1B & # Secrets Man ager A F g F AT 3R
#Amazonfi BiEH 1TIRIE,

R Amazon MSK & 6|2 %A , HEBUTER !

« WTFHRPXRE  FEBHMOFEHARE (Hlw APIFH )
o IBHZREBHRAIELEIER AmazonMSK_ FFk,
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« BUAMERIER B E L Amazon KMSE AN EHYE Amazon KMSHBIZFTH BE X . BIA
R , Secrets Manager X ZAmazon KMS4A & F B\ &40,

/A Important
£ FH R IA 22 4A 0 22 Y B Amazon KMS4A R 8EA T Amazon MSK £ &,

BB FENHELFRALTHER | FE6E A B SOETUN A REXT,

"username": "alice",
"password": "alice-secret"

}

DR Z4AM ARN ( Amazon BREH ) E.

/A Important

BT BENF Secrets Manager 4 5 the section called “ HEEEN K/ . BMrERE
150 XEE" Pk BR il B9 SR BF R Bk o

MBELERCERE |, FHSHIEER4 ID K ARN, Amazon CLI kms-key-id R EIRRERA.
EMRASENERCE | i5# A Amazon MSK #4]& = BatchAssociateScramSecreti&{E.

/A Important

HIRBHAES SRR , Amazon MSK & B Z M NG RRES , LA VFERN SRR A
REVEE LN ZAE. BFNERLEFRRE, XHEMTRKEILEHERTRZH, MR
NBARFREN/ AT EZAMBN KMS BHAFHTTEMNER , FRREBHENKREE
MSK &8 . XA ABRERFREXETEER,

BatchAssociateScramSecret B/EALLT JSON #i A RG24 SEBF B -

{
"clusterArn" : "arn:aws:kafka:us-west-2:0123456789019:cluster/SalesCluster/
abcdl1234-abcd-cafe-abab-9876543210ab-4",
"secretArnList": [
"arn:aws:secretsmanager:us-west-2:0123456789019:secret:AmazonMSK_MyClusterSecret"
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}

ERARFEINEEDER

EOEZRAHTEEERXKE , REUUNEFREREIEH., U TIEBERNMEEFImEERFE
i SASL/SCRAM B IRIFMER, WARERT BN RO EZERMEEH,

E3-

« ] SASL/SCRAM B/ RN E FimEZE R £

o« HEBRIEEE A

5/ SASL/SCRAM B RiIE&E FimiEE R EE

1. FEEAmazon CLIZENITEN LETUTHS. clusterARNER N EEN ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

MiZE T8 JSON &8 | R1FE5R N BootstrapBrokerStringSaslScram KW ERFRKEH
B, ZENETRENSRAEA,

2. EZENEFRITENL Q- NIAAS BEXH , HF S SEHESHAPNAFEIE. fla,
NFRAF alice, FAUTHRABE—1HEN users_jaas.conf I,

KafkaClient {
org.apache.kafka.common.security.scram.ScramLoginModule required
username="alice"
password="alice-secret";

%

3. FERAUTHSR JAAS BENXHSH I KAFKA_OPTS PHRES K,

export KAFKA_OPTS=-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf

4. £ /tmp BFRHBIE—NE R kafka.client.truststore. jks BIXH,
(/i) ERAUT SN JDK BEAFME XM JVM cacerts XHRE I FEE
E—SHh6lE8H kaftka.client.truststore. jks X#. IDKFolder&#H
I BB JDK XHREIBFR. B0 | 88 JDK XHRIJEEH BN java-1.8.0-
openjdk-1.8.0.201.b09-0.amzn2.x86_64.,
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cp /usr/lib/jvm/JDKFolder/lib/security/cacerts /tmp/kafka.client.truststore.jks

6. 1E Apache Kafka 3t bin BXH , 8l —1EHF client_sasl.properties WEFIHEM
X, HFEEUTAR. WIXHTENL SASL HLEI R i,

security.protocol=SASL_SSL
sasl.mechanism=SCRAM-SHA-512

7. EBRIBRAIER , EETUT&® S, BootstrapBrokerStringSaslScramB#a R I&ERE B
S’ PIRENSISREFRSE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBrokerStringSaslScram --command-config <path-to-client-

properties>/client_sasl.properties --replication-factor 3 --partitions 1 --topic
ExampleTopicName

8. EARZUENRHAER , BEZFFWITEN LZETUA TS
T BootstrapBrokerStringSaslScramBMNEEERTENLR 1 PREFNEISKEF
RFER,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringSaslScram --topic ExampleTopicName --producer.config
client_sasl.properties

9. EfALNENEE , EENEFIKITEN LETU TS
To BootstrapBrokerStringSaslScramBRABEARTBNLR 1 PIRENSISREFZFF
&,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --from-beginning --
consumer.config client_sasl.properties

B BRI 432 ) 7

Z1T Kafka B ima T A , JRERIBE] Java SERFHIR , AEHREERAARIZIBESR, HIX
EERNWERR , Katka TEEN Java RABRFET , HRNAFRETRETZAS TERBER.

EfER Out of Memory Java Heap iR , AIEI S KAFKA_OPTS IMELZ BT ENFIREKRE K
Java iﬁjtlj\o
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BT RAIFRAHEKRNMREN 1GB (-Xmx1G6), EARBETARENEFNERHTRE,

export KAFKA_OPTS="-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf -Xmx1G"

EFAREEE  UZREAETHASETREENSH (MTR --from-beginning ) RKEHIA
FHERE :

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --max-messages 1000 --
consumer.config client_sasl.properties

ERA P

RERF . BEFHPUBRENHFERXNAERAF, £ Secrets Manager 12 #1 & # R AIGETR | B
BUTHERNIEERZEIEHRE,

{

"username": "alice",
"password": "alice-secret"

}

BERAFEENR  EREAFBREFENEILE  BUELEES EBRIEEFIHIT ACL , RAFEUH
BEZ#mHANREK, XERNR :

- BERAP A TEEXRAIAELE,
« WERANEXZRSFE 10 28T aEEE.

BXRM ACL 5 Amazon MSK &6 AN EZEEL |, ES R PIEE Kafka ACLs,

XNFEA ZooKeeper X WER | BATEBUIERRHIXS ZooKeeper 7 S BV 5[0 LABS IE A P #E1T& K
ACLs, BEXEZER , 55 241X T 3% MSK ZooKeeper ££8t# Apache 7 S #Y1/ [E] AR o

£/ SCRAM ZZ4R &t Y PR 5l
£/ SCRAM Z4AREEZLLT RS :

« Amazon MSK X 3 SCRAM-SHA-512 & {351,
« — Amazon MSK £& &% 7#i5F 1000 NAHF,
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o BATFFAmazon KMS key 5B EEA— R EH. BT EABRIA Secrets Manager &%
HANFEEA S Amazon MSK — 2. BXxEIZ KMS ZMELR , S Creating symmetric
encryption KMS keys.

« I&FETE Secrets Manager H{E A IEFT#r KMS %48,
- f#1Z BatchAssociateScramSecreti2{E , B— X HFZ AL 10 N E— PN EEEXEK,
« 5 Amazon MSK £&# X BN ZFHAN B H AT 8 88 AmazonMSK_,

« 5 Amazon MSK £FXEHNRAMLMNEEFH NV THEEH Amazon Web Services ik - FlAmazon[X 13
Fo

B 1R &5 Kafka ACLs

Apache Kafka B — NI EKRNER , HHH 7R INEZI, out-of-boxAmazon MSK £ E LW
server.properties X#H B ALEN A,

Apache Kafka ACLs B98N “E4& P B [RF/AEL] KRB EH H IMEAE RP EE KRR

R BY#R4E O”, ResourcePattern 21 RP 54 ERIE R FEE , M R & B/ XE ACLs , &
WBRTBERAFZA , FATEMEMALR R, EFEHU Apache Kafka 177 , BRZE
ffallow.everyone.if.no.acl.foundiZE&N true., ERINER T , Amazon MSK & HIZE N
true, XEWKE , ACLs £ Amazon MSK &£#F , IREZFRWIREFR , MABEER AT AT
FZER. MWREERFREACLs LEA , MIRAEERNNERATEHEZRR. WRERSIFEZNE
R ERA TLS M iE & B 1IEXN &= iwm# TR , i ACLs £/ Apache Kafka X a8 CLI #4770,
BRAM, MBRMIHHWEZESE ACLs , 1851 Kafka BNGTITHRE,

BT Amazon MSK FREEBERNERAF , HtREAHRIAEEE, XEBTRENES XEHIHE
B TeREBENEHBEENT allow.everyone.if.no.acl.found &,

A DS BR XY £ B AT R B 15 [F] X

1. HENKRERFME ACL R, BAFMAITEIABEE ACLs FEMNEE. ERFREXEBAYE
HERMNR , FEATES MSK £ERBENEFHRITEN EETUATH .

Distinguished-NameBiRAEFHPITA5|SEFNREN DNS , A F 2%
EMFE-—NIRZANFZHERERNES () *. Hlln, MREFHEANSISKRESR
DNSb-6.mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.com , JIFELA
Ta®Distinguished-NameHE# ., *.mytestcluster.67281x.c4.kafka.us-
east-1.amazonaws.comBXUMAREG|ISRENEER , 5SS Hthe section called “FREL5| S 1%
7,
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2.

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

ERFEFHBNAXNEBNIRGRAN , BEEFPHRITENLETUTHS. NREFEANE TLS
/ORI, HEASARAARNMERENDistinguished-Name & 145,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

EMIBRIEIHEN , B LU THENG S , 0 --add B#ER --remove,

ERFREFMEFRN , FEEFLHITENLETU TS, NREFEANE TLS HHKIE ,
BEEASEALBNMEBENDIstinguished-Name B4 KAIE,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Write --topic Topic-Name

ERRBIFRN , BALLUETHRNGS , H --add B --remove,

B Amazon MSK BN L 44A

ARANBNMAERINAE MSK EENEZ2H, BURFEEXNEHNZ LA , LENBERFARMY
TR PR SR FIX EBFNHRNR,. AREZELANFEE , BS6 (Amazon VPC A 1EmE) FHER
VPC HZ£4,

1.

FERFH ListNodesAPI 5 list-nodes S RIREVEE PR IEMFIER, Amazon CLILLIRIENEREE
SRIEXEX IDs MM LZIED (ENIs),

& 3FAmazon Web Services B2 #| & H3TFF Amazon EC2 $###1& , Mk Hhttps:/
console.aws.amazon.com/ec2/,

ERARSALAMIN TR , EREHEEFHNXE,
EEMERNMNEZEZET , AENEED,

BREESE-SPREBNE - ENl, ERERBNHBHRERE  REEREURLLA. FHNE
SAEDTELA L ENl, XEESE - S FIRE ENIs IBINAREELS R,
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® Note

&EA Amazon EC2 £ HI &N EH R L AFMMHN ERT 2 RRE MSK 25 &1 “M 4R
B To

6. BEFZSANAN A BRENFFHEITUFRAKE, BXREZHANNEER | BHSH
{Amazon VPC FAF¥g§m) HHIZANIN. MIBRFE AN,

/A Important

MRCERSEFRREXBRNZTSAE , RABEZEFRNFHAE , Amazon MSK &R E
SRBEHNEZEHXBENRREZSEXEK, B2 , EFERERET , HAmaREBLM
SE—1M&Le2EXEK, Hit, MREEERRZRLABIMHRE , MSABRRITEENS B
HEFHFE ENIs HRE,

R HIN I 5 MSK ZooKeeper 528 H Apache 1 2B 15 @) 1 BR
HF&RLZR , BE LIRS RE T &/ Amazon MSK ZooKeeper £ & #) Apache T s, ERHIFT T
AME  BUUATRsERMNESH, RE , EUUREENFRIZLZEEANAR,

/A Important
AP ARERATE KRaft BEX TE1THESRE, ESHthe section called “KRaft = 7,

AEBIETHHS :
« FF Apache ZooKeeper T R IE LI Z £ &
« 7£ Apache F{E TLS £ £ ZooKeeper

fF Apache ZooKeeper T R ITE B Ih Y 2 & 40 Fh

ERR&IXt Apache ZooKeeper W 2fViARE |, BALLAESBEMNZEAH, BULULETREZESHMN
N REZFEENIFRFHEZ A,

1. IREUVERIERH Apache ZooKeeper EEF A H, BT HN{AIEE |, BZHthe section called
“ZooKeeper 3", EZEFRFBEEEH Apache ZooKeeper T 2 #9 DNS & #fo
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2.

M host =M ping FTERFEE £ —FHIRIGH DNS BHHHRN IP ik, WEEFRELT
RAERAXLE P i, R EREX L,

& %Amazon Web Services B2 & H$TFF Amazon EC2 #£FI|& , Wik https://
console.aws.amazon.com/ec2/,

TEEM BB Network & Security (MEEZR£M) T , %#F Network Interfaces (M£&#0),

EMEEOREANERFZERT , BAKHEN , RERA retun. X&FRPERHIMNEEOHK
BR&ID B ER SRR BRIV,

&R EFRPHE - MR EEON MR ITIT KN EIEE,

ENMEEDHEAGSEEET , BRI IPv4 B IP, MR IP it ERERLREE S HIRE
B IP st AHPCEL |, MR R ZMEZEO D ELEE T — Apache ZooKeeper T = &N , HY
SHIEPLEMEZEOSINEIRE  AFERIRFH T —IMNEZED, EENEZZONIRFLERER
B, EETRNSERD , B85 2B Apache ZooKeeper T R FIFTEMEIZEOZE —HITHEN
B1E,

%5 Apache ZooKeeper T R R MEE AR |, FEABR RN EININ @E X REEERE
WZLA, FHELEITBARNEED, BXEZLEANES , B3 H Amazon VPC X #4H
MelEZL4AH,

EE - NEEER Apache ZooKeeper T RXEMFIEMNEEZE A P EMEENHLZ24A,

10. W , BUUERAERBRLFLZLENAR. ARREZLEMNNES , HZH Amazon

VPC SCASRRRY AR A0, i BR AN EHTAL I o

£ Apache H{Ef TLS Z £ ZooKeeper

BT LMER TLS &M EZ M Apache ZooKeeper T s 2 A& Hi BT ¥ 1T %R, E4E Apache
ZooKeeper T R E35H TLS &2 , BHITUA TR -

S8 MIMFER Apache Kafka fr 7 2.5.1 HE S MRA T 887 Apache FREM TLS T2 1%,
ZooKeeper

- EOIEREEBEERNBHA TLS £2, A Apache Kafka liAx 2.5.1 RESRACIEZHSH TLS 1Y

KB 2 B3 Apache AimTT REA TLS 2., ZooKeeper BXRE TLS Z£HER , S
B Amazon MSK & A7,

- {# A DescribeCluster #4ER& 3 TLS Apache ZooKeeper i R.o

812 Apache ZooKeeper BLE X ¥ , LAfESkafka-configs.shfllkafka-acls.shT B
ZooKeeper AE—EEEHA. WT/8NMNILE , BEFEA--zk-tls-config-fileZHKIEE Apache
ZooKeeper BLE,
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LTRRAIERT —NEREM Apache ZooKeeper BB 34 :

zookeeper.ssl.client.enable=true
zookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
zookeeper.ssl.keystore.location=kafka. jks
zookeeper.ssl.keystore.password=test1234
zookeeper.ssl.truststore.location=truststore.jks
zookeeper.ssl.truststore.password=test1234

- WFHMGS (Hlikafka-topics ) , HIERAKAFKA_OPTSIEZ & RELE Apache
ZooKeeper S8, LA 4515 BE an{a B EKAFKA_OPTSHREZE & LUK Apache ZooKeeper S#1&i%
GLHMmS

export KAFKA_OPTS="
-Dzookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
-Dzookeeper.client.secure=true
-Dzookeeper.ssl.trustStore.location=/home/ec2-user/kafka.client.truststore. jks
-Dzookeeper.ssl.trustStore.password=changeit"

BLiE KAFKA_OPTS MEBTEfE , BEWEEMA CLI it UTREIERHRELTEFM Apache
ZooKeeper Ei & 17 Apache Kafka £ : KAFKA_OPTS

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeperTLSConnectString --replication-factor 3 --partitions 1 --topic
AwWSKafkaTutorialTopic

(® Note

&1 Apache ZooKeeper BLE X EANSH BN S EEKAFKA_OPTSIMEZ EHFERANS
BEHT—H, TEEREBENXHN KAFKA_OPTS MBTERSSH—REANE .

BXRMERA TLS HIRIER Apache ZooKeeper TR ESEER , B2 KIP-515 : A ZK B mEHA
¥ TLS XN S BRI,
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Amazon Managed Streaming for Apache Kafka B &M 3 iE

YE} Amazon EMMETTRIMI —&B4% , =& it & ¥4 Amazon Managed Streaming for Apache
Kafka WREMEEM M. EFIHE PCI M HIPAA BAA,

BREESAITYEENNAmazonRE 5K , HSH vices BEMIT XX HBEN. BX—KE
B, BZREaENITH.

O LA TEE =5 F itk & Amazon Artifact, BXEZEE |, BSRPAM “THIRE” Amazon
Artifact,

&R Amazon MSK R EMTERUR T EMNBIEABRBM, RLBANEN B FRARER R EEMN
EM. AmazonfR T AT RIRKFBBKNI SN

« ZEMEEHAMREANEFZEMHEENMREANER - XERFEETILTRIZER , #
R T HEAmazon LEHEFE TR M NESHAMNEERRH SR,

« HIPAA Z2 58 EMBAREE — AHEBHERT 22 WA HXRKAmazonBIZRFS HIPAA #RIER
MARF,

- EARE — WITEBNERmETREER TEMENTLMATEX,

« f£AAmazon ConfigIt & A 7 15 E F BY A 1 4E % )R — ZAmazon Configh R 55 1E4 20 R B E £
ZAERELFENIRE., TAENREN,

« Amazon Security Hub CSPM— ttAmazonfR5 A £ H T IS R 2 RSAmazon , BHERERR
FTE L2 TR EMRESE,

Amazon Managed Streaming for Apache Kafka Y1k & 8¢
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( PFS ) VB EH , 5120 Ephemeral Diffie-Hellman ( DHE ) 3§ Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEINRRLE ( W Java 7 REFHRAE ) HZFXLEN,

o\, HAERTRIZEE ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, HE , BUUER
Amazon Security Token Service ( Amazon STS ) £ K IfFf Z £ EIERNERHATESR,
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B LARE Apache Kafka (R AEEEFIA T —MH L EREE . WE# H CloudWatch &, L5
S3. Amazon Data Firehose, & aI LA A 18RI 5% MSK APl A, Amazon CloudTrail

® Note
REQE ERBEHAEBE,

KR &

FAKREAZE , B LX Apache Katka BIAREFH TRIBHE , A9 El15 MSK £#HNESE.
FEA USRI E MSK ERRENFEEAFINKREAEEREE AT MRS ERRIR
CloudWatch H&4, S3 #Ff&#. Firehose &%, Afg , WA LUEN Firehose & HIRHPH BHES
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ERESERUAMEEAEIRERSZH , XTEEBIRRF, MREFFEXLERAIR , Amazon
MSK i R& RN &R, ARX=MRENBERTRUARNACIRXERRENES , TSR T
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EFREBETHRNEWE S3 FM#iE , BEFEE s3:PutBucketPolicy MR, Bx S3 FE BRI
E8 , 2 H (Amazon S3 FIF#5R) FRIIMIAIN S3 FEEERREE 2 . A< IAM RN —REER ,
BFZH IAM BFfEE) P EE,

5 SSE-KMS FREaFERARS4EN KMS ZABER

MREEFEATEREF EEZHANAmazon KMSHEE %4 (SSE-KMS) 51 S3 F#EE A 7 kS E5iw 0
2, BRUATRABRRIZEN KMS Z4AMZRARES |, LIE Amazon MSK AT LUK X 4B A 1714
o

"Sid": "Allow Amazon MSK to use the key.",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

]I

"Resource": "*"

FEABEERE BE Amazon Web Services EE#E 4|4

MREECEMER  FREERFSFERNREATEERE. BRLEESFE Amazon MSK @ HE &
ERE BEWN B R

XNTREEH  EMNERIRTERES  REAREMHETF, ORI AEEERD , RAREE
HigBiRd. ZAEERE Amazon MSK mEZXRIE BEH B 7.

£ ABLE X E BHE Amazon CLI

£ create-cluster 5 update-monitoring S H , BAILLERIEE logging-info S
TR TH JSON %4 1ZS . It JSON F | FTE=M BEHREREF R TEN,

Amazon MSK H&E g% 242


https://docs.amazonaws.cn/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html

Amazon Managed Streaming for Apache Kafka FERARER

® Note

EigBAEMEH , HTE Firehose i EFF LogDeliveryEnabled #R&EiZEN true. A
CloudWatch A&EAmazontlZ#BRSSHEX A B IFRZRIZ FFTE Firehose 1& 7 #I1
R, MEBRKRIITRE , RESHEXBEFTER Firehose Fift ik AE, BEEEERRSHEXAR
FIEEM R IAM KR , 28 A mazon CloudWatch f P18 B T &R R 1AM

A,
{
"BrokerLogs": {
"s3t: {
"Bucket": "amzn-s3-demo-bucket",
"Prefix": "ExamplePrefix",
"Enabled": true
},
"Firehose": {
"DeliveryStream": "ExampleDeliveryStreamName",
"Enabled": true
},
"CloudwWatchLogs": {
"Enabled": true,
"LogGroup": "ExampleLogGroupName"
}
}
}

A APIBEEREBE

BB LATE JSON HR 5 E & 1% 45 CreateClusters UpdateMonitoring B 4ER A% 1oggingInfo i,

(® Note

RiIAMBERT , BARERAXRIZEREE , Amazon MSK £4F INFO 45l B Hi2FZBEE B #7.

{BR , Apache Kafka 2.4.X & E &4 A 7 Al BURHCEE B B4R 530 AR & 9 E{T log4j B
ERAl. BRI REREAERIINEE , iS55 KIP-412: Extend Admin API to support
dynamic application log levels, 3R EFF BHER BN AZE S DEBUG = TRACE , EATEWLSE
FA Amazon S3 = Firehose 1 A& B 5. MREMEA CloudWatch BEMERN BEBFRH A
/5 FIDEBUGER TRACE 3 H &£ i25% , Amazon MSK Wt & &R M ATHER, XA RE
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(@ Note
Amazon CloudTrail REEEFERIAM TF R , BES AT Amazon MSK.

Amazon MSK 5Amazon CloudTrail—HRFERK , ZRFEEAF. A FHAmMazonfkS7E Amazon
MSK A RERHVIRERIE R, CloudTrail & HH API HRABRAEN. HIRNFAAEEXRE Amazon
MSK 2l & F A AR IT Amazon MSK APl #EMNKBRA. B3k Apache Kafka #&4E , fln
BIBNMEREBEA,

MRECIETRE , WA LAA T CloudTrail B4 HE] Amazon S3 774 , ‘2¥E Amazon
MSK WE#H, MREARBEBRE , BMARTLUE CloudTrail #4588 “SHHRICRK WEERHNE
. FEAKERNEER CloudTrail , A LUHE M Amazon MSK = Apache Kafka IREE HEVER., &
HiEREY IP bk, WAE TIER, @ANAKEBERAREMIFAEFE.

ETHEZEELR CloudTrail , SIEMAEBEENBSATE , 555 (Amazon CloudTrail ) -

T 5% MSK E B4 F CloudTrail

CloudTrail &8I 2MKFrt | BT 5% Web Services K BB H. 3 MSK £8P HIMENEHS
SEDEY | ZES 25 HMAmazonRE CloudTrail B4 —RBIEREEHAELIEFKHP, &R LFE Amazon
Web Services IKFHEE, BENTHEHNEH. BEXEZER , 2 HMEA CloudTrail EHFH£12
*EEEH.
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BNATME XiF, RERIERE Amazon 2 XA IRZRAMEXEHRNEN , AR EEERE
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- EWCkBEZAMNXIEH CloudTrail B EX A FMZNKF #2U CloudTrail B E X4

Amazon MSK ¥ Amazon MSK ##/EEREH CloudTrail iBREBEXHFH, I, ©EL21EFH
AR Apache Kafka #4E.

- kafka £8f : DescribeClusterDynamicConfiguration
- kafka £8f : AlterClusterDynamicConfiguration

- kafka ££8f : CreateTopic

- kafka ££8f : DescribeTopicDynamicConfiguration
- kafka &8 : AlterTopic

- kafka ££8¥ : AlterTopicDynamicConfiguration

- kafka ££8f : DeleteTopic

BIMNEHHATREBESEXRERBFRNARGR. BOEEABTEHEUTRE !

- EREMEAHBRAFIER Amazon Identity and Access Management (IAM) B F&EiEA Ho
- BREFEAACKRREAFPNENZE£EIEREN,
- HREBHHEMAMazon RE X H.

AXEZER , i35 CloudTrail userldentity T3,

P : Amazon MSK BE#H%HE

BRE—MERE 6 AFNEHEN BESERBIEIEERN Amazon S3 1Z##@. CloudTrail BEI 4
BENESENMNEEZREB. EHARKRRKRBEARENEMER , BEEXFRWIRE. BENBHAR
B, BRSHEWELR, CloudTrail BEXHT R H API A Apache Kafka BRIER B F ik R
R, AteffeREEsEnIiz I,

LT RBIERTERDescribeClusterf DeleteCluster Amazon MSK &4/ CloudTrail B&
B,

{
"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
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"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "012345678901",

"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
I
"eventTime": "2018-12-12T02:29:247",
"eventSource": "kafka.amazonaws.com",
"eventName": "DescribeCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",

"requestParameters": {

"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster

%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"

I

"responseElements": null,

"requestID": "bd83f636-fdb5-abcd-0123-157e2fbf2bde",

"eventID": "60052aba-0123-4511-bcde-3el18dbd42aas",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "012345678901"

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "@12345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
},
"eventTime": "2018-12-12T02:29:407Z",
"eventSource": "kafka.amazonaws.com",
"eventName": "DeleteCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/1@ botocore/1.9.20",
"requestParameters": {
"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster
%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"
},

"responseElements": {
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"clusterArn": "arn:aws:kafka:us-east-1:012345678901:cluster/
examplecluster/01234567-abcd-0123-abcd-abcd@123efa-2",
"state": "DELETING"
.
"requestID": "c6bfb3f7-abcd-0123-afa5-293519897703",
"eventID": "8a7flfcf-0123-abcd-9bdb-1ebf0663a75c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

S

LR RBIERT E RiZkafka-cluster:CreateTopici®{ER CloudTrail HES%EB

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGH1IJKLMN2P34Q5",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "CDEFAB1C2UUUUU3AB4TT",
"userName": "Admin"
},
"eventTime": "2021-03-01T12:51:19Z2",
"eventSource": "kafka-cluster.amazonaws.com",
"eventName": "CreateTopic",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.0/24",

"userAgent": "aws-msk-iam-auth/unknown-version/aws-internal/3 aws-sdk-java/1.11.970
Linux/4.14.214-160.339.amzn2.x86_64 Open]DK_64-Bit_Server_VM/25.272-b10 java/1.8.0_272

scala/2.12.8 vendor/Red_Hat,_Inc.",
"requestParameters": {
"kafkaAPI": "CreateTopics",

"resourceARN": "arn:aws:kafka:us-east-1:111122223333:topic/IamAuthCluster/3ebafd8e-

dae9-440d-85db-4ef52679674d-1/Topic9"
.
"responseElements": null,
"requestID": "e7c5e49f-6aac-4c9a-aldl-c2c46599f5e4",
"eventID": "belf93fd-4f14-4634-ab02-b5a79cb833d2",
"readOnly": false,
"eventType": "AwsApiCall",
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"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"
}

TTHIEEE
I 5% MSK 323F Apache ZooKeeper = KRaft THIEEEE N,

£ Amazon MSK £# Apache Kafka 3.7.x fxZA</ , #RAI L6l KRaft AKX T 2ERXNWER,
ZooKeeper KRaft& F Kafka I SEE AR Kafka 2 HIZE R EE TR,

F&:
« ZooKeeper &3
- KRaft R

ZooKeeper &=,

Apache ZooKeeper & “—M&EHRXRS , ATEFRERFS. wa. By HmXESNRHBFAR
S "MANMARFUEMNEXEAMBXERBARS" , 218 Apache Kafka,

MREBNEBEESEA ZooKeeper 3, |, NI AT LAE LT ERIREN Apache ZooKeeper E#ZFRF
B, B8R , RINEBIEMER BootstrapServerString EEFENERARTEERRIRE  BER --
zookeeper HFE BT Kafka 2.5 P FR , HEM Kafka 3.0 P# R,

5 FI3REX Apache ZooKeeper E#F fF& Amazon Web Services EE#Z & A

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &
2. ZRERTHKFTHINXENAMEERH. ERERHEMUEETHEH,

3. EEHRWENEL , EBREEEFWRER. XETRTSISEFRELR Apache ZooKeeper E 1%
FRE,

{# FI3REX Apache ZooKeeper %3 F£F & Amazon CLI

1. WMREBTHEEEN Amazon BREEBH (ARN) , B LUBEHI HEK P RHREEERKIT,
BEXEZER |, HZ 1 the section called “5I HEEE,

2. EIRHL Apache ZooKeeper EZEZFRBUREXEFHNEHMER , FETUTH
T, ClusterArnBi N EEHN ARN,
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aws kafka describe-cluster --cluster-arn ClusterArn

% describe-cluster R HNLAT JSON REIFF R

"ClusterInfo": {
"BrokerNodeGroupInfo": {
"BrokerAZDistribution": "DEFAULT",
"ClientSubnets": [
"subnet-0123456789abcdef0",
"subnet-2468013579%9abcdefl",
"subnet-1357902468abcdef2"

1,

"InstanceType": "kafka.m5.large",

"StorageInfo": {
"EbsStorageInfo": {

"VolumeSize": 1000

+

"ClusterArn": "arn:aws:kafka:us-east-1:111122223333:cluster/

testcluster/12345678-abcd-4567-2345-abcdef123456-2",
"ClusterName": "testcluster",
"CreationTime": "2018-12-02T17:38:36.75Z",
"CurrentBrokerSoftwareInfo": {
"KafkaVersion": "2.2.1"
1,
"CurrentVersion": "K13V1IB3VIYZZH",
"EncryptionInfo": {
"EncryptionAtRest": {

"DataVolumeKMSKeyId": "arn:aws:kms:us-
east-1:555555555555:key/12345678-abcd-2345-ef@l-abcdef123456"

}
},
"EnhancedMonitoring": "DEFAULT",
"NumberOfBrokerNodes": 3,
"State": "ACTIVE",

"ZookeeperConnectString": "10.0.1.101:2018,10.0.2.101

:2018,10.0.3.101:2018"

TREEE
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t— JSON 7Rfi%E describe-cluster Tt FE R ZookeeperConnectString &, &
FERENNNE , HREEURATEEH LURETE,

/A Important

&K Amazon MSK S8 2474 TACTIVEIRZS F BEFREX Apache ZooKeeper iE#F
BB, HEHPAT CREATING JAASH |, describe-cluster PHAETEE
ZookeeperConnectString, MREZEXMER , BEEF/ o8  RAEEEHEHHA
ACTIVE RAFHIXI=ZIT describe-cluster,

£ API 3REX Apache ZooKeeper E#ZF 5 &

E A API 3REX Apache ZooKeeper E#EF&FH |, 1S HDescribeCluster,

KRaft 3\

YU 5% MSK £ Kafka hix4s 3.7.x 5| A T Xt KRaft ( Apache Kafka Raft ) B9, Apache Kafka
X § 1% KRaft B1fX Apache 1£ Apache Kafka S8+ ZooKeeperLﬁfcﬁ&ﬁ”‘ﬁo £ KRaft R T |
SBHIEE — A Katka BHISFPAIE | XLEEH 2R Kafka EFFH— , MARET R&#E.
ZooKeeper KRaftiZ HIgs B & EA , BLEE(EMENTA , &Tm%ﬁ)&ﬁ%}ﬁ%ﬂﬁlﬁgjmﬂo B
XEZER , HZH KIP-500 KRaft,

LT RABEX MSK KRaft By — L X EEM

« KRaft EXERA THEH. QIBEEHE  TENRTHBEERN.

« £ MSK ##lA L |, B LUBE % Kafka ixAS 3.7.x HiEPEHFHCIESET O K KRaft EiEERE
HT Kraft WEE,

« B MSKAPI CreateClustersiCreateClusterV2IR4E{E KRaft IR T OIZEZER | N
A3.7.x.kraftERMRA, 3.7.xAEE ZooKeeper EBER T BIZEFAI A,

« ZooKeeper ETF KRaft %ﬂ%ﬂzﬁ%lﬁ’]%/\ﬁiiﬂ’ﬂﬁlXﬁﬁﬁo B2 A BUEERPREETZNRE,
KRaft A F B EBINERITREES D

« £ Amazon MSK L KRaft EXTEEX AP, ER , IRENEFFIRSKR{MHEFEA --
zookeeper EEFHFHR , MNEMENE G , AEMA --bootstrap-server EEFHFRIEE
BB ERE, --zookeeper FRETE Apache Kafka 2.5 lRFE2F A , H M Kafka 3.0 lRFF AR,
Hit , RIMNBUEN EEFHNMBEEZFERAZIHN Apache Kafka & P imhR 2 - -bootstrap-
server EEFRH,
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Apache Kafka lRANZ IE X FRAKREFHFMEE |, HSF 2R Apache Kafka k7R,

- MNEZREREANTMIEISEESE APIs &F ZooKeeper EZEMER T/ Kafka Admin,
BRFNEREREE Cruise Control WEHFH LI , 152 # £ Amazon Linkedln MSK £ Apache
Kafka B2 HI RS, Cruise Control B3R M T T K fini2 5 R #1217 1% B3 ZooKeeper,

- BIEFEZGEERFN KRaft BB ATRTEAERRE, B2 , IRFEAFTFREERKER
¥, R FEERHIZRH DNS IR E B X EFH Y — LI S8R MK I8 R, B BIM MSK 2% &
W EA ListNodesAPI ##EIREUX L DNS KiK. BXEA Prometheus ¥1EFiE MSK &85
KRaftETHERBEFRUENEFIR , TS5,

« WTF KRaft IEXNEEH MR 2 ZooKeeper IENEE | BMEF KL EMCloudWatch 3E#F. MSK BEEI&
HER D FE AN KRaft #2585,

« WA LAEHA--bootstrap-serveriEEFAEE KRaft XX T ACLs FREFHREHITEE, TN
- -zookeeperE EFZ B HRITEE ACLs, BES M HZ Kafka ACLs,

« £ KRaft X T , EFN A BITEFMHE Katka FHY KRaft #2588 £ , M A RIAEE ZooKeeper T1 K
E. Rt , BIEEGIEFT BB 2 I FX #2525 ZooKeeper 7 2BV iG],

FBIRE

&R LAE A Amazon MSK & APIs Bk MSK FEl EE#FFEHME S, B APIs REN EB T
FEHRFEANR , @2 KitHh, EFEF. BENSXFAFES. LEENTEE, REJRME
fi# Kafka EBNVEHFEEE A,

/A Important

ListTopicsDescribeTopic, #DescribeTopicPartitions APIs Rz BREYERIE KL
Bor#HEH—R. ETHREIENEFEBRS , BEEANSEFAKA—5 8,

(® Note

T4 APIs REXN EB T HBEHN RIZHENE, ERERERER , B A Apache Kafka TE
= Kafka., AdminClientEXEZEE , 85H K 4 : £ Amazon MSK E& H8|2EF 8,
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EEFBEEMNER

- BHEFLIR MSK MBELEMNER, APIs XEREAT MSK TRFJ|/ER

- BHERLIPUSTT Apache Kafka IR 3.6.0 HESMA . BRXEFNRANESFESR | H5Hthe
section called “XX #:#J Apache Kafka R4,

o BAOEBUILLTFACTIVERS., BXEFHRSNEZER |, B5H 7 HEME MSK £FIRS,
o BB EENE IAM XBR, BXEZEER |, 52 the section called “IAM X FR”,

EFTBEER IAM R
ZRAEN] APIs |, AR EMEE 1AM R, TRIIET & API FRERNIR,
EETBEEMENNR

API FrEEX R TR
ListTopics kafka-cluster:Connect £ 7 ARN

kafka-cluster:DescribeTopic
DescribeTopic kafka-cluster:Connect F& ARN
kafka-cluster:DescribeTopic

kafka-cluster:DescribeTopic
DynamicConfiguration

DescribeTopicParti kafka-cluster:Connect F B ARN

tions
kafka-cluster:DescribeTopic

kafka-cluster:DescribeTopic
DynamicConfiguration

@ Note

FFListTopics , BELEW IAM KEEHIEEEE ARN, X
FDescribeTopicHIDescribeTopicPartitions , BEZEK IAM REEFIEEED ARN,

TERNE
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BXREHT Amazon MSK B9 IAM 15 [RIIZHINE ZE R |, 5 Hthe section called “IAM 5 R132H”,

£

 1£ Amazon MSK £85I H R/
s RAEXENTBNFHARR

- BEFENIXEER

£ Amazon MSK £85I HF &

& L% MSK Provisioned EEHF WA ETE , LEFBEATHE , Al XitHMEHIRE F, X
NFUEERENETT, FITEGRESBEEERH S RENETTFEER.,

(® Note

ListTopicsAPI RIEEANEFTHE, BERIEXRBETENFAEE , SHEZRS

MBELE , BEEA DescribeTopic APl, BXEZER , FEH REEXEN B FHE
=

CN O

@ Note

Lt AP BRI R T KABSHEHT —RNBIE, ETHREXENEFIBRS , BEEANS
BFRAO—78,

EFH:

o FA%IEEBR Amazon Web Services EER4 &
« EAFIHEES Amazon CLI

« M API BIHE 3

5/ 5 3 Amazon Web Services B2 4| &

1. EFHEhttps://console.aws.amazon.com/msk/Z T F Amazon MSK &) & ? Amazon Web
Services B2 &l A region=us-east-1#/home/,

2. EEIRYF , RREIHHEETTNERNET.
3. EEHFAGSENEL , BREETRIF,
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4. ZRETTEFHPHAEER , @BFEEEN. 272X, EERFFM out-of-syncEI Ao

£ A %I HEH Amazon CLI

BITUT®T , ClusterArnB# N EEH Amazon BRBF (ARN), MREGEIZERFN ARN |, 1]
LUBSSIHMEERREIIE. BXEZEER , 551 the section called “Fl| HEE",

aws kafka list-topics --cluster-arn ClusterArn

Z o E I LA T JSON REIFTRo

)

"topics": [
{
"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl1234-
abcd-dcba-4321-alb2abcd9f9f-2/MyTopic",
"topicName": "MyTopic",
"partitionCount": 3,
"replicationFactor": 3,
"outOfSyncReplicaCount": 0

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl1234-
abcd-dcba-4321-alb2abcd9f9f-2/AnotherTopic",

"topicName": "AnotherTopic",

"partitionCount": 6,

"replicationFactor": 3,

"outOfSyncReplicaCount": 1

NERFITDR

MRENEFETZTE , WWERD AR PR BRRE R, £H--max-resultsSHiE
EEREMNZFAETH , HEA--next-tokenZBKRET —TTHNER,

aws kafka list-topics --cluster-arn ClusterArn --max-results 10

MREESERTA , WK FHLEE—MPnextTokenfH, EALTERET—TTHNER.
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aws kafka list-topics --cluster-arn ClusterArn --max-results 10 --next-token NextToken

REMIEIEEM
B B EA--topic-name-filterSHIEEMRKRFEETEI TR, XFLURE B FEIEERR
FFLHI X,

aws kafka list-topics --cluster-arn ClusterArn --topic-name-filter "prod-"

S PURE B AT LM EBprod- , flfprod-orderssprod-inventory.,
£ API 5 H £

EEMA API BIHER |, 155 ListTopics.

REBEXRENTENFHER

BA LA TEAE X MSK Provisioned EEFHEETTMIFMER , SEHYFRAS, 2K, EERF
MEE, XX TFHELER, RIIFTTIREREREHHLZEITBRAEEETR,

(® Note

It APl MR RR T RABSHEFH —XNBE. ETREXEHENETBRES , BEEANSE
‘f%j(g’g_ﬁ%*o

FH

« fERERER Amazon Web Services BEIZH &
.« EAERES Amazon CLI

- £ API #iRE

5 A #58 3F B Amazon Web Services B2 &&

1. B FHEhttps://console.aws.amazon.com/msk/Z F T F Amazon MSK ##]& ? Amazon Web
Services B2 & A region=us-east-1#/home/,

2. HEEHIKRYT , EROELEERNETNERN B,
EEHFAEERE L , EREEBIETF,
4. HEEXBIRF , BREEEFNETNER.
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5. BEACESENEE REXZETNESR , BIEERS., 2XH. EERFHEEIRE
fE AR EB Amazon CLI

BITUTHT , ClusterArnBH R EEH Amazon BIRBF (ARN) M TopicName BB RH EBH
Mo

aws kafka describe-topic --cluster-arn ClusterArn --topic-name TopicName

Z SR E LT JSON RAIFT R,

~

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl234-abcd-
dcba-4321-alb2abcd9f9f-2/MyTopic",

"topicName": "MyTopic",

"partitionCount": 3,

"replicationFactor": 3,

"configs": "Y29tcHJ1lc3Npb24udHlwZTlwcm9kdWNlcgpyZXR1bnRpb24ubXMINjAQODAWMDAwW",

"status": "ACTIVE"

TREBRS
ZstatusEFERRREFM YIRS, TRER T AJ8EAVRAE,

BRSE
Status 5t A
CREATING FEAEREBED,
ACTIVE ZEBLTENRS , AHER,
UPDATING FHEEREEEEH T,
DELETING ZEBEEMBRF.
THREBERE

ixconfigsf?"—ﬁi’@‘%“i%ﬁﬂﬁ Kafka BLEE 1 , X L& LA Base64 X imEB, EUMEERNESFE
, IREE T Basebd FRFE,
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AT RIS R T WAATE Linux & macOS LfEAbase64n X BB H 1T,

echo "Y29tcHJ1c3Npb24udH1wZTlwecm9kdWNlcgpyZXR1bnRpb24ubXMONjAQODAWMDAW" | baseb4 --
decode

BHEENREARERAERETERER M.

compression.type=producer
retention.ms=604800000

EXTIDHEHEEMENEZEL , 5, the section called “EE 4 3 # Amazon MSK Fi &~

£ AP| iR X
EFEA API R X |, 12 DescribeTopic,
EEFINTXER

B LA FEAE X MSK Provisioned £EHHF R ETE D XWFMEL, WEESHEIXS, MSKE,
BIAREBMEL AR (ISR)e XN FUES)X2Mm, IRNEFTEN D XREREHRBEES A

(® Note

bt API MR RR T RABSHEFH —XNBE. ETREXEHEHIETBRES , BEEANSE
?%j(é’ﬂ—ﬁ'ﬂ’o

FH

- EAEEDXIEE Amazon Web Services BB & A
- ERAEES XEE Amazon CLI

- FH APIBEESXER

FREE D X{EE Amazon Web Services IR 4|4

1. B FHEhttps://console.aws.amazon.com/msk/Z T F Amazon MSK ##]& ? Amazon Web
Services B2 &l A region=us-east-1#/home/,

2. HEERIRT , RREASZTENERNEN.
3. EEHFHAGSENEL , BREETRIF,

FHEBRE 257


https://docs.amazonaws.cn//msk/1.0/apireference/v1-clusters-clusterarn-topics-topicname.html#DescribeTopic
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/

Amazon Managed Streaming for Apache Kafka FERARER

4. HEEBIRF K RREEFHIXEENEENEN.
5. BEXFBRAGERNEL , FEFRTXER , EFENMNPENDTXS, ASKE, BANMBLS R

FEAZEE P XEE Amazon CLI

BITUTGHS , ClusterArnB i N EEH Amazon BIEBF (ARN) M TopicName EB A Fro

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName

Z amAYH AT JSON RAIFR R,

{
"partitions": [
{
"partition": 0,
"leader": 1,
"replicas": [1, 2, 3],
"isr": [1, 2, 3]
},
{
"partition": 1,
"leader": 2,
"replicas": [2, 3, 1],
"isr": [2, 3, 1]
},
{
"partition": 2,
"leader": 3,
"replicas": [3, 1, 2],
"isr": [3, 1]
}
]
}
THRAXEE

M EEFN T XHATER

« PX-DX5, ZXM0FHBES
« leader — kP XIS ENRE ID, NFELEZD XPAMEERMEAER,
- replicas — @&ty IDs KEIRAHREY|XR, XBIEREL M out-of-syncEI A,
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« isr — EFEIA IDs HRESIR, LR AT EHLASE , RFE , TUEETASENRS.

ELENRGG , 57X 25— out-of-syncEIA, ZreplicashIRBTIFLLR 2, BisrilR+P%
B, XZKH broker 2 FETLH L ZD KNS E,

MREEWNEFEZNDX , MAIAEAD TIMELR/PMIHERRE R, FH--max-resultsSHE
Ko XE , HEH--next-tokenSBRET —THNE R,

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName --
max-results 10

MREEZERTA , MNP LEE—MnextTokenlH, FALTHERET —TTHNER

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName --
max-results 10 --next-token NextToken

w LA =B
EESXEEXNUT/IMERREA :

RANEFHTEN D X-tkRreplicasMisrIRUBERLRARAFTRELTH D X, X AJgER R MBER B
HRAIE R,

- BRSRSHRESRASEEREZALTYIHH | WBRARTE.
- Q@ EHAMETREHR-EIEE ISR FIRRBEWLABER L SHREHENAE,
. S REFTHERTEFPERIEZ N , BEARELT BN EAR.

/A AP EESXER

EFH API &EFE P XEELR , & HDescribeTopicPartitions.

Amazon MSK &R

REFELTXAEA , BIR—FTE Amazon MSK FEFRME L. £ APl L TXH , BIER—FHE
HEIERARARENEN, BXAXERFEUARAEE L FARANERENSIXK , 525 (Amazon MSK API
Reference) HHJ Resources, #E the section called “IAM T E)#2 &) E XA , BIEE AU R IFSHIEL
TE B4R | 30 the section called “BEA RS EIR” N FAE Lo

%
i
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Apache Kafka ix s

122 Amazon MSK &t , BAILUBELBEFE AW Apache Kafka WA, BAERATUAEH N EER
B Apache Kafka fRZAS, REFRFBAIEBNE T ## Kaftka MRAS T IFAV R 8] R A RE SR E D

&
- XM Apache Kafka kR4~
« Amazon MSK ks 3%

> ## Apache Kafka AR A<

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) X #LLT Apache Kafka 1 Amazon
MSK hMx#<. Apache Kafka X AMAREERFTZBREAN 12 MNANXZR, BXEZHFHER , 1B
2% Apache Kafka EOL (end of life) policyo

T&RHE T Amazon MSK X#F#) Apache Kafka MR <,

Apache Kafka kx4~

—_—
—
—

N
N
o

N
N
RN

N
w
RN

N
D
RN

b2
-
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N

N
(@)
RN

N
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o

N
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Apache Kafka kx4~ MSK & 7 B #i KIFZHAE
2.7.0 2020-12-29 2024-09-11
271 2021-05-25 2024-09-11
2.7.2 2021-12-21 2024-09-11
2.8.0 2021-05-19 2024-09-11
2.81 2022-10-28 2024-09-11
2.8.2 2022-10-28 2025-01-14
3.1.1 2022-06-22 2024-09-11
3.2.0 2022-06-22 2024-09-11
3.3.1 2022-10-26 2024-09-11
3.3.2 2023-03-02 2024-09-11
3.4.0 2023-05-04 2025-08-04
3.5.1 2023-09-26 2025-10-23
3.6.0 2023-11-16 2026-06-01
3.7.x 2024-05-29 -

3.8.x (#E) 2025-02-20 -

3.9.x 2025-04-21 -

4.0.x 2025-05-16 -

4.1.x 2025-10-15 --
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Amazon MSK M7~ 4.1.x

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) BR#£ & # Apache Kafka MxZ 4.1 |
ZARAHE L TR ARAIBADIThEE, TR B EE MR EABMRUREBASEIAR (ELR) , BRIXLID
gESL , Apache Kafka fRZS 4.1 B EIEEFEEIRISE Moo,

Kafka 4.1 I —NEEZTK/RHEN 7T HEMRKIBASITIRE, BAUERASNMEAERLEXRBE —EES
XEHE , NIIREEE point-to-pointtEEEEN TEARNHATENELE, FWRBEFEMUE
S 1E Kafka 4.0 WEAEB &MUz L, HHFREBHFTIEET B E Kafka Streams , EIES 5 EH
HACMBFE, s, hEETAYE , AERAEZH ELR.

BRESHACGSURBHENEIREENTEIIR | FSH Apache Kafka # 4.1 lRRATIEA,

EFFIA7E Amazon MSK Lf#H Apache Kafka 4.1 , i@, REIEFERATER 4.1.x IR

A, Amazon Web Services BE##A Amazon CLI Amazon SDKsiE 7] BUE IS Fi #5831 B3 K AR
BWTE MSK £8, Amazon MSK £HIREER , MEEARBRARSTAMEHRPEIE. A
1t Amazon MSK Amazon Web Services [X13 #9175 & X 1% Kafka Hr & 4.1,

Amazon MSK 7~ 4.0.x

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I £ X # Apache Kafka M4~ 4.0,
LA R TRE MSK 3k T TSR EENMREEAR. Katka 4.0 HENHFEREBEHHIE
EXKRH , B TREASNENF, EROBFEE. I, Katka 4.0 ERKEBFNITEMEA Java
17 , NTRE LT £ HNME  SEIHEREENSE , HFEABED Apache #HITTHIEEE,

ZooKeeper

BEXREZHFMAGERURSHNBIRIEENTESIXK , 1555 Apache Kafka B 4.0 W& 1718,

Amazon MSK ix7x 3.9.x

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I 7£ &2 #F Apache Kafka kx4 3.9,
WMAXBFEETBERNER B FENREDRHE , NERE T OB F#IIE. EHENARER AT
MERBFTREHEFREE (Rx ) REALHE , AERENZERE 2 ARGESN BERS.

3.9 R XFFIXFI RS ZooKeeper M KRaft THIBEE RGN EHE —NRZE. Amazon MSK ¥ 7 ik
KIORBMEVDAENT BRXIT , BRRERHZBEITE,

BEXEZHAGRURNENEREENTEIIR , S Apache Kafka # 3.9.x lRA 1T,

Amazon MSK k7 3.8.x ( ## )

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) ¥l 7£ & #F Apache Kafka hx7< 3.8,
M7E , BWOLUERA 3.8 IRfEEA KRAFT RITHIBEE ZooKeeper BN BIEFER | b T LUFIMAEN
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ZooKeeper ETFEH AR AEFA 3.8 k. Apache Kafka 3.8 @& — L WiREMAENEIRIEE M
e, TENF SR IISEERRIIEE. XHEEEMA 124, zstd M gzip FEEERY , B ATABESL
B ERIAER R Ak — SR ERE,

EXEZVFAEEURNHNBREENTEIRK | 155 Apache Kafka BY 3.8.x R A& 17148,

Apache Kafka RAs 3.7.x ( TEHEFREN D ZFHE )

MSK LE# Apache Kafka M4 3.7.x &%} Apache Kafka M4 3.7.0 X, B LIBIBER AR
NBEEFHUFERATH 3.7.x A, BEX—IRAGAEEH , & Apache Katka X EFRHWHTEE
A (Bl 3.7.1) B, BFBFEEXATH]. BRK—BBEWNTRATH , Amazon MSK F Bz B
37X UEZHIZRA, XEEEBMITBERTREUNLZLEUNEREEPZR , MEFMRREFH
%, Apache Kafka K HVIX LN T8 EMA T L BIFRAFREMY | BTN TIEEMRAH 2
W, MAXBELEFHENARFHNERREAHR. FRREVEMENBILIE (Hl) 2FH
CloudFormation , AR X MR A a5 & BYiX — 31,

I 52 MSK I 3% Apache Kafka fRAs 3.7.x 8 KRaft # 3 ( Apache Kafka Raft ) » &
ZooKeeper TR —#¥ , £ Amazon MSK £ , KRaft Z#IBFEBEEN , EEEIFEMENAZA , hF
FELHTIFHNNIRBRERE, I , {RULUE Apache Kafka W2 3. ZooKeeper 7.x £ LA KRaft
BEXARELCRER, £ Kraft EXT , BALURNERZ 60 MEREENEFIREEESZSIX M
TEBFEREMBRE , METF Zookeeper HWER EHREBEH N 30 N BT #HEX MSK KRaft HE %
B8 , BZHKRaft X,

Apache Kafka Mi7Zs 3.7.x ® @& — L 2SN ERIEENF e, TERHIFHNEF RN
S EZRXUELT A EERRBIFECIET, BXRIEMEBIRIEENTEIIXK , FSH Apache Kafka 3.7.0
BT,

Apache Kafka M7 3.6.0 ( ZTEFEFREN D EFMH )

B X Apache Kafka lx 7% 3.6.0 ( XIFEFREN D EEME ) WER , BSH Apache Kafka T M 15
L # Release Notes,

RNTRERN , EARRESF , Amazon MSK 4L F A MEE Zookeeper AHITHREE,
Amazon MSK KrZ& 3.5.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) MEX FEBH MG ERTF
Apache Kafka hRZ< 3.5.1, Apache Kafka 3.5.1 @& — XA RS MM EIRIEENF . TEUEES
ERNEBRESIAFTHNRBAS X DB, FEARESF , Amazon MSK L FE A M EIE Zookeeper LA
HITHHERE, BXRUHNEREENTEIR , 1558 Apache Kafka 3.5.1 KT,
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A< Apache Kafka M7 3.5.1 I & , 25 Apache Kafka T E M4 L# Release Notes,

Amazon MSK fRZA 3.4.0

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) TR fEX #TEBMMEER ZiF
Apache Kafka MR4s 3.4.0, Apache Kafka 3.4.0 @& — & a2 S HEEMNEIRIEENFTNEE. = EThee
BE—MEE , TRSEMNFENEIAPRIVIREMS. EARREFR , Amazon MSK 4L FERAMNE
¥ Zookeeper U THHERE, ARANHENERIEENTESIK , S Apache Kafka 3.4.0 K1T
B,

B X Apache Kafka fRZ< 3.4.0 W52 , 2 Apache Kafka T &ML LAY Release Notes,

Amazon MSK iR 3.3.2

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) B fEX #FrEB MM A LR T
Apache Kafka W74 3.3.2, Apache Kafka 3.3.2 @8 — L2 S5 MM IRISENFTNEE. T EIhee
BE—NMEE , TREMNZENEIAPRIMVIBEMN. EARRASD , Amazon MSK L& FERAMNE
B Zookeeper M {THREE., BXRUHNBRIEENTES|K , 55 H Apache Kafka 3.3.2 K1Ti%
B,

B X Apache Kafka hix % 3.3.2 HfE R , i5Z 5 Apache Kafka T#E M5 _E#Y Release Notes,

Amazon MSK k7~ 3.3.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) EXNFIEH MG EH T
Apache Kafka W74 3.3.1, Apache Kafka 3.3.1 @8 — &2 S MM IRIEEME IR, —EFE
e BRI ERN 2 XBFNIEE, A TRERN , EARRAF , Amazon MSK G4 A FERE
Zookeeper S {THHERE . Ax#HMBRIEENTESIK , BHZH Apache Kafka 3.3.1 1Tt
B,

A X Apache Kafka ix 74~ 3.3.1 5 & , i1 Apache Kafka FEH M5 LAY Release Notes,

Amazon MSK fRZA 3.1.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) REX FEBH MU A ERHZF
Apache Kafka R4 3.1.1 # 3.2.0, Apache Kafka 3.1.1 1 Apache Kafka 3.2.0 88 — & [R5 % AE
W RIEENFINEE, —LEXEINETIENERNERMNEBNERA IDs, A TRERL , ERRAE
B, MSK & EAMEE Zookeeper ABITHREE, AXRJHNERIEENTREIIK , HSH
Apache Kafka 3.1.1 #1 3.2.0 B9 & 1T BA,

B3k Apache Kafka fr7x 3.1.1 f 3.2.0 H{E & , B2 5 Apache Kafka FTEME LH 3.2.0 Z1TiHEAM
3.1.1 1T,
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Amazon MSK 7 EFfighx s 2.8.2.tiered

AR ZA 2 Apache Kafka iRZx 2.8.2 B9{XBR Amazon MSK kx2S , 5SFFR Apache Kafka B F im 3%

2.82 PRERIRATE D EEMHINEE |, ZIEES Apache Kafka B9 KIP-405 #1 APIs 5| A% B 1% T AL
B, BX Amazon MSK 2 EBEMIIENESER , BRI EREN S EFME,

Apache Kafka M4 2.5.1

Apache Kafka M7 2.5.1 BEZ/MERIEENFTIEE , BIEEH X Ap ZooKeeper ache M EEE F imHY

fERNZ, Amazon MSK 12T TLS ZooKeeper LT & , A LLUE DescribeCluster R{EE )X
lt:bégﬁﬁqﬁkl\\\o

% DescribeClusterigfERy % tH 23E ZookeeperConnectStringTls¥ & , ZH R5IH T TLS
zookeeper % 2o

LT RBIERT DescribeCluster BIEMIEAL ZookeeperConnectStringTls TR :

"ZookeeperConnectStringTls": "z-3.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-2.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-1.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182"

BXR TLS MEBA T Zookeeper MIER , 1S 1£ Apache FEA TLS 2 ZooKeeper.

B X Apache Kafka lx 7% 2.5.1 WEZEE , 12 Apache Kafka T& ML L # Release Notes.

Amazon MSK iR {EE M7 2.4.1.1

ARA 2 Apache Kafka MRAX 2.4.1 B94X PR Amazon MSK M4 IRIEE MK, LHERIEERES

& KAFKA-9752 S ERF , TR— IR HIAMNEE , 2SBFEARETHENR TEHHRE
PreparingRebalance 7S, WRIBSENEEZIT Apache Kafka irZ 2.3.1 1 2.4.1 BIEERE, LEARA
CEHXFENIEERSF , WA T Apache Kafka iR 7 2.5.0,

(® Note

BITARZA 2.4.1.1 B9 Amazon MSK 8 53 A Apache Kafka fxZ< 2.4.1 B94E18] Apache Kafka
BEFmTREE-
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MREEENRMEA Apache Kafka 2.4.1 , BUUEXIFEY Amazon MSK &8 A MSK fHiRIEE R
2.41.1, A LURHIETT Apache Kafka fRZs 2.4.1 (WM B EBHEFH ALK , UIMAREEREF. BX
AERABEFHNES , BSHEFHH Apache Kafka M7,

EETNHERARD 2.4.1.1 REMER THERLFIE , 3 [EEE Amazon MSK & #Y 15
W EFS4A /5 1E PreparingRebalance IRAEZBS »

Apache Kafka W24 2.4.1 (XA 2.4.1.1 fiR)

(® Note

BT EBFE A Apache Kafka MR Zx 2.4.1 B2 FTH MSK &8, MR , LA L Amazon MSK
BIRIEERZ 2.4.1.1 BE3#A Apache Kafka lk7A 2.4.1 WEFIRESFER, MA , IREL
B Apache Kafka iRZx 2.4.1 B9 MSK &8 , BUUENHE#H N £ Apache Kafka fx 7
2411,

KIP-392 2 Apache Kafka 2.4.1 lRP B EHEE Kafka Bz —. LIS A FFEH
BRMEBIENEIARE. EEALLIIEE , BRERASKFEMEPHN client. rack RENEMRR

ATAXK ID, TAKX ID WEA—MIFRE usel-azl, Amazon MSK i&E&Ebroker.rack

IDs TRLm ] AXE, BIENTHF replica.selector.class BEEBMIRER
org.apache.kafka.common.replica.RackAwareReplicaSelector , iX& Apache Kafka &

HH rack BRAEIN —FKIM AN,

LR ME A R AN B Apache Kafka BY , PER_TOPIC_PER_BROKER ¥R B P ISIRNEHEBEERE
HNIEEFFTELETR. BERERTBMHNEZEELE , 5 Hthe section called “PER_TOPIC_PER_BROKER 4%

Bl

AXRAERTHXMEELR IDs , 52 Amazon Resource Access Manager f F° 1558 7 #Y %R o] F
IDs IXO

BREEREBMENEER , S Hthe section called “NIEEE"

BX KIP-392 WEZEER |, 53 Confluence THEHH A FFEHASEMNRITN EIAIZE,

B X Apache Kafka li7Zx 2.4.1 WEZEE , 15 Apache Kafka T & M4 L # RN 85
Amazon MSK MRZR X #3

WEBNE Amazon MSK A2 #H5HKBE M 49 Apache Kafka xS M58, MR EH LK Kafka b
X BEERAARNSESEPBRNFESREK,
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£

 Amazon MSK fRA X 55K B
« F+4 Apache Kafka HrR 2

o BREARHFEXE

Amazon MSK M2 3z 1 5K B&

AFNEHT Amazon MSK X Kafka IRASHY X H=F R BE

- FiE Kaftka RAEZ X, EERFHLEXHAS, AXLLIRHAHNFEAEE , BSHAXE
#) Apache Kafka WA, LR IEXZFBH ] |, FHIEMN MSK £EEARINHEN Kafka lREARE SR
K, BXHL Apache Kafka IRAEAHNIFHER , BSHE AL Apache Kafka fi <, L IEXIFEBZ
EEA Kaftka RAWEE < B AREEEN Katka AR, BFIARTUESZFERBBAESHNEM
RE#H T, EARZE , BFRSWEEMEA,

» MSK ZEH X ER B R ML LAY Kafka iR AV IR B T H .

F4 Apache Kafka k7

BAILUR LB MSK B AR NRHMARY Apache Kafka, FEFREFH Kafka lRA 28l , FHIA
B PR A AR AN I HT Kafka MRA AP RYZhEE,

BXMAEARPEEEESEATANES , 3 Mthe section called ‘M2 S E 7] ARV SR,

f#F Apache Kafka fRASF+4 Amazon Web Services EIE#Z# &

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &,
2. ESMEL  EREEEPEE MSK S&H X,

3. EBREAERM MSK £#H.

4. TEEM®EINF L , 7 Apache Kafka MRA<EB 0 & B FA R

5. £ Apache Kafka iR Z<&B% , HATATFIRE -

a. TEi%&#E Apache Kafka lRA TSRS |, BFEAREN BIFRE, a0, &F 3.9.x

b. (Wit ) EREFRAREY K RIIEHNYRAETHAARRECEARERE. RE &
BIRFELIME,
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® Note

Amazon MSK X KX Z ¥ Apache Kafka iR A# TRttt A K. ER , M ZooKeeperE
F Kafka BIARAF 4 E KRaftE F Kafka BIARART , BB —NEEE. AR, §
BESEHIHNESRE  HEFrHRURENER.

c. (FE)RPEREHEESRE , NASHRARENEEEN. XREATHMRANIEE
Mgt

NRFERFIANAENERE , TBIX—F,

® Note
- RERRART2EIERERNNARERF.
- NREERREM , TRERAETER,

d. BEEARUFTFHARIRE.

£ Apache Kafka fRASH 4% Amazon CLI

1. BITUTEHS , N ClusterArn B R 12 EH I FIIRENEY Amazon BIREZF (ARN ) . 0
RIBEBZEEN ARN , LB HMEEE XK E. BXEZEER , {55/ the section
called “Hl| HEE

aws kafka get-compatible-kafka-versions --cluster-arn ClusterArn

tean B i B RS AT LU EEBE A R BIHY Apache Kafka iRA#I 3k, HRABRELT AT =B,

"CompatibleKafkaVersions": [
{

"SourceVersion": "2.2.1",

"TargetVersions": [
"2.3.1",
"2.4.1",
"2.4.1.1",
"2.5.1"
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}

}

2. BITUAT@S , H¥ ClusterArn B | ERH N FTIRENE Amazon BIREREZF (ARN ) . 1
RISBEZEREMN ARN |, JLUBN S HAMEEERKEIE, BXEZER , S H the section
called “¥| HEE",

¥ Current-Cluster-Version BMANEBHNWIHBIRA, A TargetVersionfRAILM E—
N T HY B IR E AT B ARAR AR

/A Important

EREMATREENEY, EEREFNIBIMRAE , B A DescribeCluster#® ¥ desc
ribe- Amazon CLI cluster 8%, RBIARA R KTVPDKIKXODER.

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-
version Current-Cluster-Version --target-kafka-version TargetVersion

E— AN HEMELT JSON R,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. E3RBupdate-cluster-kafka-versioni2EER , BEETU T
T, ClusterOperationArnBR A E T H HFIRBM ARN, update-cluster-kafka-
version

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML JSON RAIFF R
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"ClusterOperationInfo": {

"ClientRequestId": "62cd41d2-1206-4ebf-85a8-dbb2badfe259",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-03-11T20:34:59.648000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_IN_PROGRESS",

"OperationSteps": [

]I

{

"StepInfo": {
"StepStatus": "IN_PROGRESS"

iy
"StepName": "INITIALIZE_UPDATE"

"StepInfo": {
"StepStatus": "PENDING"

iy
"StepName": "UPDATE_APACHE_KAFKA_BINARIES"

"StepInfo": {
"StepStatus": "PENDING"

iy
"StepName": "FINALIZE_UPDATE"

"OperationType": "UPDATE_CLUSTER_KAFKA_VERSION",
"SourceClusterInfo": {
"KafkaVersion": "2.4.1"

}I

"TargetClusterInfo": {
"KafkaVersion": "2.6.1"

R OperationState HY{EN UPDATE_IN_PROGRESS , H&&F—ErtE , RAEBXE
1T describe-cluster-operation @if. BETHK/E , OperationState WEZE N
UPDATE_COMPLETE. HF Amazon MSK EFXRIEFMEMNIRIZTHE , BAFEREREE

EEEE (2 oA

Apache Kafka x4~

270



Amazon Managed Streaming for Apache Kafka FERARER

/A API 74 Apache Kafka hx4x

1. @A ZGetCompatibleKafkaVersionsig#E LUREUE o] LG £ B AR EIBY Apache Kafka MRA%I &,
2. @A ZUpdateClusterKafkaVersion#R{ERF B A R FFHR B Apache Kafka A<z —,

WA TR B SRR

7T Kafka IRAFARIBFHTHREFRYRBRE S IRESMY , BREF RN Apache Kafka
FENEE , TR :

s WFRAAXEE , FEBEHEF (RF) WHR/MEREN 2, ¥ T=AAXESEH , FH/MERE
N 3. RF{E 2 2SS+ NAREINEL 5 X,

s FHRPEFEEEH (minISR ) W ERZEENLLEFEF (RF) /M1, BIminiISR = (RF) - 1,
XALERS XEREAURTR - NEIABLEIRTLEH,

- FEFHEENEASIMMEBEETHR. IRXEEFIRNSENRE /0 FHRIFBEH , WEEFHK
WEEFHERIESMMEBAUHRITHEERE, BXNARMEESMENEEFRENEES |
&2 # Getting the bootstrap brokers for an Amazon MSK cluster,

s BMNBVUEEREEFRARIMENREASIESHRE , LMENFTREIRENIERZR, BN WK
FRFZ MSK EEH Kafka IR £ B RLIE (EOL ) BEIRS , X FEE EOL HEZRIT
Fo Apache Kafka IRt T O EFimFRAMLEER , ATRIABEFHERHERESHER , R2ZTR
Ro

- AR 3.x.x B Kafka B m A EE B LA T BRIAE : acks=all M
enable.idempotence=true., acks=all EZBIWERIAE acks=1 FE , EEBIWRAERDS
BIAEEIAE R ERRIBEINSA M, B , enable.idempotence BWERIABELLEI N false,
ff enable.idempotence=true ERNERIAEARBEEEHEN M, XEFREANZESE
RIZE , TRESTRIEFHER , BEXEEESESEEREN,

- QI MSK 88T , BFEAEEN Kafka lrA&., FERAHEN Kafka AT iLEZ 2T RN
Kafka 1 MSK Ih&E,

BEZ Amazon MSK &/ 83

UTERTHBEHEE Amazon MSK SR AIEEFEMNRE, Bt LU BB & E| Amazon Web
Services re:Post, HX#EE Amazon MSK E#IgRRIEMNEER |, 55K #E&E MSK E #8508,

F&
- ATEHEH  EFRSEUEBN
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» [FFE84 % E PreparingRebalance JAZS

« [@ Amazon CloudWatch HEZIENRE BER iR

- TRIANRL4

« £8E R~%E CREATING RE

o EFIRBM CREATING & FAILED

o EBPRSH ACTIVE , BERBRLERIERE  NECARLT EEREIE
« Amazon CLIFEIR %] Amazon MSK

s FXBEANHEERTES

« BEZETE

« AETRE

« #l5 A3K1E NotlLeaderForPartitionException

- EFFHNSX (URP) KTE

o £#PBE N __amazon_msk_canary M __amazon_msk_canary_state 93 &
- FPXEHEK

- TEBREHFB ARG RNRMESR

o TEMNREBT B £ FEAmazon : L& E &

- BORIERN  EBXEEZ

- SORIEXRK : 21ENEARE

+ MSK Serverless : £EIE XK

« F3k KafkaVersionsList £ MSK Bt & P E#

HTERE , SERS R B

I RISNEEHHERE , Amazon MSK AT B2 AT SE AR 1ZE . Kafka BEMNEHFHHHHMAE
EFXKEMERHE, " BEF7XEREFHEL , EMNRERBRREBASNMEL A (ISR) K
A B

LI

ENBERMENKER , —EFXRARPIITXARLETEMDXIREEL. XAESKHTEH ,

RAXESXTREENRER-—RENRERARS  MzAEMHEER (£5 ) HtoX, kE
HREBENSERESTHERHMN , MIABER T HEY 250 MiB, SHIAXMEHNE , FREL
HENSXHBLZIEE  SHERTSILHELNDXAE ISR WEMARE ( FRREHTZRER

HEZE Amazon MSK & B /Y B &5 272
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A acks=all $BMASESX ) HIER, LRAIBEEFABRNNFEAND XBNBRAEHFENE
o

B
- EREEH IORS , FRRZEXRERLERES,

- EREKERERMNNTEY  EEHEEESRHENTEEME. N TERFEUHEEHRS , BUIUY
R/NEHEERE MiB/s 1 500 , BEXFrAIENESEEREMALMTF. 7 Amazon MSK E&
WiRER BB FEEELE,

c RTBRAREMREDESIESD , B num.replica.fetchers BRIXNERIAE 2.

{F 8534 <% 7E PreparingRebalance K7

MBE—-NFEZMEAREFFE—NKANBEERS , NWERA8E=R Apache Kafka [a] &
KAFKA-9752 | iIX&&Im Apache Kafka ixas 2.3.1 §1 2.4.1,

EffREEE , BIUSHERARE Amazon MSK HiRIEEMZA 2.4.1.1 , ERIEHNILRIBHEE
BF. BXNUEEHEEMNE Amazon MSK #iREERZA 2.4.1.1 WEE , B R A Apache Kafka
&,

ERFERARE Amazon MSK fFHiRIEEMZA 2.4.1.1 WIER THRILEIBHN G ER , REEER &
BEA DY B Kaftka B4 , & AR AERE FENERFANDARET R

RULEA A R Y
BEEFFRPRIBSKAMIN , BIITUATERE

1. ¥ Kafka £ FAZSEEM group.instance.id BHIRBE RN WiRBIEA R FEARNEBSZRTER,
2. BREENHMSFACETNEAHRSTFRE,
3. [FEHRIEBINEMN Kafka FEHS.

NRFEFHEETHNREFENREAATEAFSETIEMREARAENR FENBR TIRENFE
BHE , MEABSKADNSETR. fln, IRENEAFLARFAIURE S 284FTAH , e
HENESEEN 4 2% , MARIKIAE 10 %,
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® Note
EABRAKAMPURALBREER LR B ATREM, BMEERABSKANIN , BMATEESILLE
Eﬁo

ERMMARETR

EESMARETR , BT TRE

1. M kafka-consumer-groups.sh @S iIRBIABARS
2. f#£H RebootBrokerAP| BEEH B FEREREHN AN AR,

@ Amazon CloudWatch HE&EE X B &t H 48

HIRZ R EEIRE N @ Amazon Logs ZIERE CloudWatch BER , ATRERBEIFHNHIANER 2

o

wREF InvalidInput.LengthOfCloudWatchResourcePolicyLimitExceeded & , B E
iR, BEEALL /aws/vendedlogs/ Pk BEL, BEXREZELR , BSHEAMNEL Amazon Web
Services #1T HE 2R,

MREZBEEIFInvalidInput .NumberOfCloudWatchResourcePoliciesLimitExceeded® , i
R R EYI A Ama CloudWatch zon Logs B |, HEE M LA T JSON,

{"Sid":"AWSLogDeliveryWrite", "Effect":"Allow", "Principal":
{"Service":"delivery.logs.amazonaws.com"}, "Action":
["logs:CreateLogStream", "logs:PutLogEvents"], "Resource":["*"]}

MREZIRG IR JSON MMM ERKES , ERBHRER , BRECREFMERBHNEAKE ,
FH2 i JSON HihnZ &/ 2 — 1 Amazon CloudWatch Logs KB, R JSON MR E KT |
BEHERXZEHNRIE B EEBIREN Amazon Logs. CloudWatch

ERINEE4

NREZHEER  ARIERERIAERUNZEE , WERRNEEANERE VPC, BAE
ERPBEOERTHAL VPC ENZ2ENNR , RAEER. BXAFIRRFENRERG , E5H
Amazon EC2 : AU REELFANEZFH AR EEERE VPC KB EC2 WERE4H,
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EE T RFT7E CREATING IRA

BE , EROIETREEEKL 30 948, H%1F 30 28 , AEEIRETERWRS,
EFRASM CREATING Z 3 FAILED

B HBRBIRER,
EERABN ACTIVE , BERBREREHE | NECRART EBZREE
- MRERCEAI ( FEREN ACTIVE ) |, BETEREREBEIE , FRAERFNEARNA

BEFANGRER, BXEZER , i3 /the section called "6/ 2% Fim It EHl P HIIERE,

- MRENEFSNEAFIENBEES , ENENERNMEABERR , REARER
KAFKA-7697 , X & %01 Apache Kafka 2.1.0 lRAS , HAIBES B — MRS MEBEL LS, BHE
BIE#E| Apache Kafka 2.2.1 , ZRAFZWERE W, BXNAEBHEER , ESHthe section
called “EF#E MSK £,

Amazon CLIFE1R B Amazon MSK

RSB E Amazon CLIREBELEIRE Amazon MSK 54 , iHAmazon CLEF M5 F R E & ik
R, BXRWAFEKIYIEMBEAmazon CLI , 52 % ZAmazon Command Line Interface. <147
=T Amazon MSK i S HER |, 55 Hthe section called “<8 I EEFHE 4", Amazon CLI

2 XRYL AR [E P
XL EERMA TR R EWER, ESRthe section called “BiFEZZ=ER T2
WEZETE

BHESRAUTEXEIBRZ 2 A M RESSER ; the section called “¥a #5244 z2 [8]” Mthe section called “E %
BIERESE,

RERE

MEBEZL I MemoryUsed FEFRABE MemoryFree KK , XH A EWREFZEE B, Apache Kafka Ky
BRUNRRASFARNTF , HUKEASXEERNIT.

# F A3R18 NotLeaderForPartitionException
XEFRIMETEE IR, FEREEN retries BEESHIRENS TEHFENE.
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EHHPHSX (URP) KT

UnderReplicatedPartitions EN_RERENEEEIR,. EIEFEITH MSK &8+ |, ILiEfrWE
N0, MRERFE , XATRERHAUTENRRERH,

« W% UnderReplicatedPartitions RI&E , B ARE T ZEFHN KX PMEREFESE , TELE
FEANERRE, 55 Fthe section called “PrERIEH FESEE,

« fRUnderReplicatedPartitionsHEKRT 0 ( BEEBERENER ) , MEFEAERERE
TARERLARFEFFRENBEHREME ACLs B, BEEFIPX , 4 ERERTF READ H
DESCRIBE FEMNE, BRIANBERT , FFFE READ &I —i2#%F DESCRIBE X [R. EXIRENE
B ACLs , B2 H Apache Kafka 3X#4 ACLsH,

EHHPEARN __amazon_msk_canary #l __amazon_msk_canary_state £ &

IBTREAE R , MSK EBE —1NB N __amazon_msk_canary WEE K MBE—NEBHNEHR
__amazon_msk_canary_state, X2 Amazon MSK &2} A T &£ Bz TR 2 g PR A I
FHB, XLEEFTLERER , TIRDAIAZBERIT,

X EHI KK

H{R& & AR 1E CLUSTER_ACTI ACLs ONS E#TiIRE.,

TEH R EFF B 2 H G RN R EE
MBEHWERDTBARFHANE , BEMRATEESEHRMBET , BREATSERIBE -

1. BREFZSEMALEANAFEN IP it MEFHKD, EXEFROSHIIR , 5 Hthe
section called ‘i A{E 8", R EBREZSEANHEHN A FHEBE, BXxZ2ARE AL
HNMEZER |, 5% (Amazon VPC AFIER) FMERN VPC L4 4H,

2. WREE VPC MK ACL FIAMEHN A AFEHN IP it MEH KO, SE24ATE , W& ACLs
ELRETH, XEKREELAEEALMEHEHAN, EHEANS , AFPRERE (WOEE :
0-65535 ) KIZEIEH IP tbit, BXEZER , HSH (Amazon VPC AFIER) Y71
BAN,

3. BREFEANRARHESISKREFHAERIGMAER, T8 TLAHGRNEN MSK £EEHERIMNT
ENEISREFRE , —MNATLHHR , 3—MNHTFM Amazon AEHE. EXEZER | &
Z7 the section called “fEAIKENE| S EF KX E Amazon Web Services EEEHIA"
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https://kafka.apache.org/documentation/#security_authz
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-network-acls.html#Rules
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-network-acls.html#Rules

Amazon Managed Streaming for Apache Kafka FERARER

T iE MR ER I B & B Amazon : M 4& (B &R

WMREM Apache Kaftka R FTEE MSK SRR ZHERE , WA LMIT T EEN .,

1. fEMthe section called “FREVE| S RE"FNENFE 2 —FKIS| SRERM L,

2. TELAT@$™H , bootstrap-brokerBNEEL—SHRBPIZRL AU 2 —, MBEHFIZE
AEA TLS SHRIE , WEport-number 9094, MBEEHFHTFEA TLS BMHRIE |, Bport-
number&i# 9092, MNEFiwmitEVZTH S,

telnet bootstrap-broker port-number

H & port-number 7 :

- MRFGEERERNFER TLS /KU , MR 9094,
o MMBERTFERA TLS HHKIEN R 9092,
- MRBATLARER , WEEHMIFAS,

MEFImITENEITHE S,
3. WARSISKEESEETLHENS®S.

MREFFFHITENERHENRE , WRTEEEZRT, EXMERT , ALETUTHERRE
Apache Kafka BF i —BREIEH, ERBbootstrap-brokers , & AR EIREMA T Ethe
section called “GREVE| SRE”, topicBAEBH A

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list bootstrap-brokers --producer.config client.properties --topic topic

MRE-—NRERIY , WRREFRREER, MROATEMNNRAERFUENER  FENARFR
AR

MREFFPIBITEVNLEHRNRE , FSEUATIANMY , REBXTELPBITEVIRENES.
Amazon EC2 & F il MSK &8 FE— VPC &

MREEFIHITENES MSK £8UFRE— VPC /b | FHARERZ A EEEZIREEFFLIKITENR
L2EMNRENAERN, BEXEEXEHANNESR  FHSHZTSENN, BEXNMANSERVTE—
VPC A B Amazon EC2 EfIi5 R E£& Y R , 1S Hthe section called “FFEAE",
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Amazon EC2 & iwH MSK £& N T A EM# S VPCs

MREFHAEELTANTRNAE VPCs , BHARF R T &4

- MEHE VPCs HHEM,
o XFEELTEIRS
- MENKBARIRE VPCs IEH,

BX VPC WHEEEMNER , BSHER VPC WEEE,

2N it B P Ui
Xt TR E N FEEE MSK SR A& F iitAmazon VPN, B FRBZ L TR

* VPN EEIREN UP, BXUMMAKE VPN EERENELR , FSHANARE VPN BRER 25K
B2

- £8 VPC WEHAXRIEBHRMERRA Virtual private gateway(vgw-xxxxxxxx) HIZits
CIDR HIE&H .,

- MSK EFMZ2AATIRD 2181, #wHO 9092 ( MRLHNEFEZHICHRE ) MiwO 9094 ( MRE
RYEEEH RS TLS MERRE ) L REA R,

BXEZAmazon VPNHEHERIER , 5 Client VPN #EHEER.

Amazon Direct Connect

R & % A Amazon Direct Connect , 55 @ # & HEEAmazon Direct Connecto

MR R ABHEEIE SRR AE |, FEASEHAEELINERE, BEH PR, BEH
tcpdump Ml Wireshark ETEXRSHTRE , HBRRREIE MSK £FH,
BMRIEAW  EEIBTZ

Failed authentication ... Too many connects $5iRXBERBEERPES , B —1E
ZN IAM BERIHRERBUBHNEEEEITC. MHEBREBESIESHH IAM EZRER | &7 U8 m
reconnect.backoff.ms BESH,

EFMATHESNMMENIEZERRS , 558 Amazon MSK REI R H.
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https://docs.amazonaws.cn/vpc/latest/peering/working-with-vpc-peering.html
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https://www.amazonaws.cn/premiumsupport/knowledge-center/check-vpn-tunnel-status/
https://docs.amazonaws.cn/vpn/latest/clientvpn-admin/troubleshooting.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/Troubleshooting.html
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BHRIEAK . RiERNBEARE

HEFiRSAERE SN IAM EiEEZEDN LN |, X% Failed authentication ...
Session too short iR, BFEHRE IAM EIEMRIF AR . SETEMNRER , SR EIEAETE
KB SFREE |, XS BRSEFm HIR FH B 430 KW,

MSK Serverless : 8612 &K

MR EZIH B MSK Serverless &8 , ETHERBAN , MEARETLNEIE VPC IvR. B A
ec2:CreateVpcEndpoint #F , RIIFHNEERARBER FELE VPC BN FR,

BRWITATE Amazon MSK BREFFIENZEBNRYIEK , FSH AmazoniTEXREE : Amazon A
MSKFull ccess,.

Jo3% KafkaVersionsList £ MSK Bt & A E &

FEHAWS::MSK::Configuration %R P #yKafkaVersionsListB A , EFHAMH ERUTHEIR.

Resource of type 'AWS::MSK::Configuration' with identifier '<identifierName>' already
exists.

E#KafkaVersionsListEMA , EMBRIBEE < &1 , £ EHHE HAmazon CloudFormationE
FEIZEFBE. Amazon CloudFormation#ix EF AN , R AFEEFANBEMENEREME, X
HNERFTEZRER. ERIERH KafkaVersionsList , BMMER —REFEFHEHE M.

AL |, a0 SR 4R AY Bl B R 02 45E B Amazon Web Services B 124 & 02N E B EAmazon CLI |, &
FUTARRMEENEERREP , B LR ERR RE AR,

UpdateReplacePolicy: Retain

it

EFMRINGE , B ZE Amazon MSK #2#| & HMBRIBEE., BXx MSK BBEWNEER |, ESR &
Amazon MSK Et &,

REREMRIEREN&KEKEK

RBONETIERBENRERENEENHRERXK. BX Amazon MSK EFIBRRERKNES |, &
ZHAER MSK & HIRH R ESNEK.

£}
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- FEREBHRESE

- REREBHRESRE

- Apache Kafka & iR R{ESRE

ERENRESKER

AR EBBRFE A Amazon MSK B RIEfER — L HESKE, % Amazon MSK EFIS8RESEHNE
B, ESRMER MSK S 4IRS ERE,

ERmEREM

R A MM XEUR T RS RHIRE , BEURT FFIRAIRE,

- HIEMEFIFHEEBS A £ Apache Kafka XH#N A RRSES  BRSTASEN T4 TEA
BEMNEERZEMBREXEE, RENRITXIAMITIAES (HIOAR, B0, EHHENR
FZRE ) MEL%. Katka R TURRNRERL , Bt Katka BF RS MZELBREBANER,
AXx2EHFMER , FHSMApache Kafka BF i RIELE,

- BREFBEEFREZEVCEREENTARHN —IMME, EEFENEEFTHEPEETZAMN
B, WAESERERINHETERRNEIMNABER, EXNARNEGSMMENEEFTRENE
8 , HSHIKE Amazon MSK £& K5 SR E,

« ETHEENE , RIS IREER S REEEKIEREE R,

AR S5 2R i E BB
FEERNAD  8MEREN D XHE

TRETFRTEWNBMUEREN D XHE ( BRIASEIANMBREERR ) . B D XHBEFZEFIH
TR, N TEMETE S XRERENT R | XRRENME.

RE KD BUNESMENS XHE TRHENRENZERD XE
( BREOFEIAFERFEEE
K)o

kafka.t3.small 300 300

kafka.m5.large I 1000 1500

#kafka.m5.xlarge
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KE K BUNEBMENDS XHE XEERRENERD X
( LR F BT RAEE &
K)o

kafka.m5.2xlarge 2000 3000

kafka.m5. 4000 6000

4xlarge . kafka.m5.
8xlarge . kafka.m5.
12xlarge . kafka.m5.
16xlarge =% kafka.m5.
24xlarge

kafka.m7g.large I 1000 1500
#kafka.m7g.xlarge

kafka.m7g.2xlarge 2000 3000

kafka.m7g 4000 6000
.4xlarge ., kafka.m7g

.8xlarge . kafka.m7g

.12xlarge = kafka.m7g

.16xlarge

MRBIESHX, BELENAL , B2 XBRS , ERIXZARERIERE , WSMEATUTE
ZANPX , BIREZESHT TR NN EMMEEN R  ETREFHERSIEXBTHRBEE, NESH
RENS XBEBIATHEKRE , HEENEFIE , FEMELESRITUTRE

- EMEHEE

- FEEEFIRDPHRKEKR N

« ¥ Amazon Secrets Manager 4588 SASL/SCRAM H 41 iF# S8R Bk

KE 9 XiE AT gES Bk CloudWatch 1 Prometheus #lEY LR 4> Kafka 3845,
BREBEDIXBMIES , 1558 Apache Katka TEBNER 20 710N 2 X, RITEBWUERITEDS

iR UEEESEBREN KD, BXTEARBAIEZEER |, ESHthe section called “4XE3E
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FEERNAD  SIEHNMERERE

EWREME MSK EFNESMERBREH THEZA , iS5/ MSK Sizing and Pricing BF&#&. Lt
HFREEETEXLN, BREEMNET EC2 ¥ Apache Katka SEEHHLL | fHITHITHE MSK 8K
/NRIFESE Amazon MSK B4R, BXREFRIETNRAASHENEZER , ANEREGREESHER
WER, WREHNERTEITHE , FHNAE MSK EFREMH T —MES. EFMNME. KDFKA
EURTF &R AH) | BAUEE T SRR 3 TR,

ETHKEERMIZ M Apache Kafka & , S Amazon KEIEEZE F Y Best practices for
right-sizing your Apache Kafka clusters to optimize performance and cost, XBEENZRMTHX
IMAARERANUFEELE, TRAMFNIERERNER. EXRME T EUNMNNAQT R , A6
MERT BERBNER , UREXIMATZFERIIETERHANINES, BXETIEEHENERNE
B, BEZREA Amazon MSK 42 EBEMETET TEABNRESE.

£1t m5.4xl, m7g.4xl REKEHINEHFTLE

5 m5.4xl, m7g.4xl HE XEHIET , L] LUBET AE num.io.threads H num.network.threads B i&E
FALTE MSK £EBNEFHE,

Num.io.threads RFREREHATLEERNEER, RNESLE ( TEYEH AR PZEFR CPU O
BE ) AYTREEHNETHLE,

Num.network.threads SirERBR FEZKBFAEE ABERNREMRN A LER. WELEREABERK
EIERBASIS | LU io.threads 438, ¥ num.network.threads i& & 7 S2 Il K/ K8 CPU BOBE
B —¥ | BNT] 30 E A FTRISZ B AR/,

/A Important

MR AR LI 0 num.io.threads , IH 2038 hl num.network.threads , AR iX A et S B SRAFIE
MRERE,

pu]

TRER T BNRE R PWEVRE.

SR K/ num.io.threads BV {E num.network.threads B #EEE
m5.4xl 16 8
m5.8xl 32 16
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SLAB R s num.io.threads MY #EE{E num.network.threads I #EE
m5.12xI 48 24

m5.16xI 64 32

m5.24xl 96 48

m7g.4xlarge 16 8

m7g.8xlarge 32 16

m7g.12xlarge 48 24

m7g.16xlarge 64 32

FERASH I Kafka AdminClient 338 6 £ 8 1D FPTfg ) [a) &

LIBFERARSET 2.8.0 BFEIRE --zookeeper B Kaftka AdminClient £ 2.8.0 IS E Sk
RHY Kafka ITIE MSK &SR ENMBEFH 2B EB S Xet , EBID 2FEX (HIR . E2XWESE ID
RIEHE ) ., HEE , --zookeeper ¥REE Kafka 2.5 FEFHFH , HM Kafka 3.0 FFiaMIER, EHS
Upgrading to 2.5.0 from any version 0.8.x through 2.4.x.

ABFIEER ID FEE |, BFEA Katka FFIHRA 2.8.0 RESRA T Katka BERBE, HE , 2.5
RESRANEFIHITLER --bootstrap-servers ¥r&E --zookeeper ¥r&o

EEE A AR ER

FERAUTEN , UEEEHE ( FlIIEHFRIE K/ Apache Kafka fxZ<8t ) 3 Amazon MSK E#t

RER , RIFTRE MSK £ NS T A,

. 'LQIEEEIFH z%ﬁo

- BREFIEF (RF) ZEDN 3, BEE , ERIEMYPE , RF A 1 JELKSBIXEL ; MRF A
2 AR SHBEEK,

« FHRNESEAEK (MinISR) iIRBHFZZ RF - 1, minISR FF RF TAEAMILERFIEFH LA £ R E
£E#, H—NEIRLTHEIRSE , minlISR 7 2 F=@mEFEBATH,
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https://kafka.apache.org/documentation.html#upgrade_2_5_0
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¥ CPU AR

Amazon MSK 58 ZUEZ SRR CPU £AZR ( EXH CPU User + CPU System ) R¥F1E 60%
MR, XATREHREFREZBH CPU RERLEBRESH , INKERE, BRI AR.

Apache Kafka AIARBEBZFEEEFFHREBZBEH 2B CPU fafk, a0 , & Amazon MSK
IREHEANTRESR , 2RTEFEY | LMHEITEN, Lt YA BEREXRERNHHA
WARART , Amazon MSK £ B3R TERE , —RUE—IMREEL, YEETSIXPIREEL
Bt , Apache Kafka REFH 2B 2 XS , ANTEEHIBRAEFHPHEHMNAE, B EFL&E
i, BULERAERBHN CPU RERABD I KIRESH.

(® Note

£ CPU FIAZRA |, & CPU BFEAERNEHE CPU User M CPU
System, iowait. irq. softirq Ml steal EHEHMEFIXNE K CPU EFI b ERE. X
It , CPUZRAHAFFTERZET 100% - CPU User - CPU System,

A A Amazon CloudWatch Metric Math kK 8IEE &8#5 (CPU User + CPU System) , FHEHRR
ERNFHEFERAERS 60% Ffdk, MAr , TZERFEANUNTER T BEE

- B (HE)  FEHKRERNEFAT-DNRAWAKDN, fln, mRHaKNA
kafka.m5.large , MEHEHFHLUFER kafka.m5.xlarge, Fick , YEEFEHFHNRE KRN
B, Amazon MSK 2R FREREEL , HENN I XASNEFHF > EELEHEMBRE, SMME
WAREMBEERE 10-15 2.,

« ®I 2 MRFBHHFAEEEHRNEARABEANERSZNRERNN (BRAEFR  HREXEE
8, MFEFNFERABZRREATEE ) , FEIRAMREXT BEER, cEQFHESKSNINEEERM
DX, TR, i kafka-topics.sh --describe REENFTRMN D X BEALAHRE, 5
B —NETDARLE , ETIWEFER[IRETUER A EE TR A, I, iR CPU AFKBAE
X 60% , MAFEALL®ED , RAXREXNT BEET2SENERENAFIEM,

« A 3 BRAMKERY BME MSK 58 , ARMEAE N kafka-reassign-partitions.sh
Mo XEHFP»EIERERNIMAEIX, ER , MREBFEALED , WEEFHFIEIXE , £FF
FENRRREBEN—IMMEEHTS —ME, SEHMNETEL  XTESE—FHIEEMm
EHNMAE. EHit , Amazon MSK FEWE CPU MIAERST 70% REALEI , RAEHSSH
K CPU ABAMERE, NHEIAMNEIA AT , Amazon MSK = 21 A L% T,

HAzEI -
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- FARBSENRE , KESMEN CPU ERAR, mMEREMN CPUFMAXR—EFTHE , W
RERPAEHNNAR D HTY, RINEBWMEM Cruise Control , Bid 9 X2 EiFEEE A EH DB

o WEERARMERAIER, £RMERILER2MESE CPU RMIARELMEM,

« JMX MENEFE : REFEA Prometheus TEER AFFREIERSE |, MEIEN Prometheus EHLEL

B (prometheus.yml) £ 60 ¥R EKAHEREIFE (scrape_interval: 60s), FREKIMENEIRATEELSH
B LM CPUEREES,

WG E

ERFHIAEEZRATEMEERFEENER , ANQE— A TEE
KafkaDataLogsDiskUsed #§#RHY CloudWatch Bk, HULIEMRHERTIRES 85% B , BHITT
S — IR S IURE -

- M . the section called “EF B " S L I AF B MK EEFMHZME , W0 the section called “F
iR’ AR

- BEEERBHIR/PAEKRD, BXRUOMABEEX—[IWEE , S Hthe section called “HEHIE
RESE

o MIBRAREARERE,

BXAEENMFEHAEIRNEES , 3 EH Amazon CloudWatch Alarms. B3 Amazon MSK 3E¥x
NEIER  FSF¥the section called “MsFREEE,

ERAEHETSFENBEDRRIER. EEMBRBEZE , SUABEE - MENRER , BDERER
HHRRENEE, SRTUEERE BERDN. HXERENERIRE BEKRDES , Apache Kafka
ST B AR BIBRIEES) R

EREERHNEERERRE , FREUAT —IPHSZANS
¥ : log.retention.hours, log.retention.minutes, log.retention.ms =%
log.retention.bytes, BXEZEER , HZSH the section called “BE X Amazon MSK &,

A EEERINEERESH

- ENBANEREE - MRENER  BEAUATH S,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.ms=DesiredRetentionTimePeriod
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https://docs.amazonaws.cn//msk/latest/developerguide/cruise-control.html
https://docs.amazonaws.cn/msk/latest/developerguide/open-monitoring.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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s ERNEBNEEEE-MMREBERD , FEAUATH T,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.bytes=DesiredRetentionlLogSize

BETBERFNEENRESBRAETEHRISHK
EAREEXARINRAERE

EAREEXAR , AETREZE—BNETEENEY , EANEFH#HITAERE. HiA

BRT , Kafka (NN BN AEE REA —NELERINTHRE, 60, WREERKTLR

M X, MBERETREFZER NPT EETH. AMRAFIIRE , BNEARERM
num.recovery.threads.per.data.dir ML BHE, BALLNEIRERN CPU R UHEHE,

¥4 Apache Kafka R1Z
BIURK T Apache Katka fERBIAF. &l , EBRTESTEBTITH,

EWE Apache Kafka £ 7 Z D ATF , LA LLETE HeapMemoryAfterGC 1§
¥Ro HeapMemoryAfterGC RNFEINEFEANLHNTFE DL, BIUELIE— CloudWatch B
R , ¥ HeapMemoryAfterGC B iNZEl 60% LA LAY |, ZEIRFNREITH,

ARTRLAFEEANSRLEMTRE , EAFEBURTEEE Apache Kafka AR, B0 , RERE
AESMEEEE |, M LA Apache Kafka BEEH ) transactional.id.expiration.ms EMN
604800000 ER R T 86400000 ZX (M 7 REDE 1 X ) . XED TEIESHNES A,

BRI MSK K32

X FET ZooKeeper BITIE MSK 58 , iNREFEH Apache ZooKeeper in HRIFMAE |, XLERE
FARLFMEITRE MSK 5£8% , 7 B Apache ZooKeeper B EEXEHNEIREE., XAHELASHE
KBIE, BXRIEFHME MSK E£8R1E , 55 Hthe section called “F< B INEER B0

B R S R

BxfAmpmZEA RS AL MBENEER , S Hthe section called “Amazon MSK &5 %",

EXMoESX

EfSXBHIEE-—TME MSK EHLNTENRE , LA UAERAE RN kafka-reassign-
partitions.sh WA XE#HSTEIE, I TRLBE , B —XAHA kafka-reassign-
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partitions NEH S EN S XBAEET 10 1. fla , ERMFREUY BEFHI B 2 XUABER
REZE , ZAUEIRHS XERSBMATREREN FEHZERH, BEXOAQMAE MSK EFF MK
HEMEES , FSMthe section called “f BEA" . AXRIMANTAE MSK EHFBHRRENEER , B

Fthe section called “BERRE", BXIFTXEHIBELEMNFER , HSH Apache Katka XIEH YT E

&5

RIEAE N RERE
AEEER T A RERENSEREN — LR ERE, REREETAERENZNETAMAE R,

BUBRT , BRI EZATARS , SHBLREN 3, BPESEIRBLREN 2, BR , ERL
LEBNARENERE , PEERILIEE,

B REREM
N REFR AT A MR NEURT RS SHRRIRE , BEURT & iRHIRE.

- RENEFIREIES A £ Apache Katka XEHEMN P HRREHF , BAREUTAMEN T4PTEE
FEMNEEAZEMEREEXEE, REFRITXARMITRIAES (HlFAR, B4, E4EENR
FEE ) MEBEL. Kafka EFIURTBREEL , At Kafka BEF iRt X MZ ELBRBARER,
Ax2HWFMAELR , H55 5 Apache Kafka & P i B HESEBRE,

« EITHENR  RIEIFFREEREATAFINFEEREARTESNRERN , BRI MEEEBEIR. &
ATLAM MSK 2#l A EA MSK ESERTHRIE, APIs

R 55 BRim £ BB I

2

- AEEBRNA)  SMERNRENE

. Y% CPU EAE

- BEEBROAD  SMOEREN S KBS
. MR

- ENOESX

FEERNAD  BIMEHNRERE

NETREARENEFAFAEREFREGE, 8MREAEREEXNAOMBEOERED. MEM
XHERENENFREFAINEEFR (ARBEERIXNEEBSHBRERE , TR ) .
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Bl | MRIEHRIEENARFEE 45 MBps % BIEIEA D ( BA ) # 90 MBps M kE H

O (i) B2, WRAEMEA 3 4 express.m7g.large REEAHEEZENELEER, 840
express.m7g.large {RIBFFLLE 15 M A OF 30 4 MBps HA., MBps BXEMNRIRARE K/ PMEI
FHERS , B TR, IRFUHEBEBIENAVRE , BAUESIBERHE TEROER , HIRIR/NR
EV EEH. IRFUHEBSENUNRIFAESMNMENES , MSK 2KRHIT FmRE LR —
FEH

IR T AEE MSK KM HMEMNBFRERITESZSHIZR  AZRTEXHFHARE.
TRIETENRFRPHFMENENEAFTLE,

SEI K/ AA () MBps 0 () MBps
express.m/g.large 15.6 31.2
express.m/g.xlarge 31.2 62.5
express.m7g.2xlarge 62.5 125.0
express.m/g.4xlarge 124.9 249.8
express.m/7g.8xlarge 250.0 500.0
express.m7g.12xlarge 375.0 750.0
express.m/7g.l6xlarge 500.0 1000.0

WsiB CPU ERA%

BICHRENE CPURIAR (EXHR CPU AF + CPU R4 ) RIF1E 60% LT, HEHME CPU
ATAREDIRE 40% B , Apache Kafka AIAES BN EEFPHREZREHR2E CPU faifk. BT
TTRIRRITRIAEG , TEFEX LAY TRRNBHN—NROIREFRAAR , FLEE , MSK &
HZE-EEREFEFINRE, TASHN AN TOIRREBEEARE , RIANBERLETAXHE ,
AAXKFWAEREHFRLZEEN, HEFSXASAEANWKREELR , Apache Kafka 2 E#2 E
DPEFEN , LI EEFIBELAEHINEMRE, BIERLRESE , SULBRERPEEY
) CPU REXRBATDUKIBRIESH,

R LMERT D # CloudWatch AAF IR F RV HZFRERS CloudWatch EfRE S EAKRBESHE
¥r , B CPU BF® + CPU R, REZAEEEREE 60% BF1T CPU RARNAMANER. ARt
BiRet , BERAUTGRIc - RER
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o EW 1 FENRERDEFRAT —PRRHOKD, FicE , YEEHREFPHRLERND
B, Amazon MSK 2R FREREEL , HENN s XASNEHF I EELEHEMBKE,

o JEIN 2 : EFIMRIERT BER , AEFEMAA N kafka-reassign-partitions.sh W9 XE
VPR IEREHFIBENED X,

Ha 2

s ERARBIENRE , BB MEN CPU EFAEX, NMERERN CPU RAXR—ERHEE , N
BERPEHNMAE I HLY., RIMNEBWEHA Cruise Control , B2 XS EIFEEEMH O E.

- BIEERMERER, ERMERLEESMEE CPU FIFARELHEMN,

« JMX #MENEFR : IR EFEA Prometheus ThEEE ATFRSIERSE , MEWEN Prometheus EHLEL
& (prometheus.yml) £/ 60 WHE KA IMEUEFE (scrape_interval: 60s). FE{KHMENEFR
ARESHE#H LN CPU FAXES,

FEERAAD  SMREREN 2 XHE

NREISTX, BELENAL Do XBRS , EE7XZERERERE , WEMEATUTS
ZAPX , BIREZESHT T ZAHNEFMMEEN R  ETREFERSIEXBTNRBEE, NESH
RENSXHBEBIATHERE , HELNEFHIE , FLHEESRITUTRE

- EMEHEE

- FEBEFTIRPHRERN

« f¥Amazon Secrets Manager# 4 5 58 SASL/SCRAM H 35 iE #Y SEFF R BR

EHIHAED XA[ES HTE Prometheus #IEX CloudWatch FAHMELAET R 4> Kafka F8¥R.

BXRERDXBAVIES , 55 H Apache Kafka XIFENEE 20 A7 X, RMNEBWERITACH
Wi, LEEEEERENKRD, BXTEREBAXIESZFER , HSHAmazon MSK KX/,

BXREMBERENENS XHE (BFRIASEIFANREERLS ) , FEAREREN S XEH, BW
FXBEFREFHNITH , NTEMETES XRERENTR , XRZFENME,

BEEER

ERREEZEEREBELSHEHENEN CPUERARR., BESHRIEVS , NREMEZEUBREERN
FBRESEE AN, BEABEZELAMMNER , TAEEFFIKIZE reconnect.backoff.ms BBES ., Hl
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W, MREBFEEZFIKE 1 WHEEIRERE |, 5 reconnect.backoff.ms iREN 1000, BHXE
BEERRMELER , BHSH Apache Kafka X4,

HE i
BMNMIEBWER K TCP EZEE (1AM 1502 H ) 3000
FMNMIZN R K TCP EEE (IAM) ¥ 100 N
FMIENHEA TCP EEK (3EIAM) MSK X4 3E IAM B 1556 1E 58 Fl T E R 5o
EN¥E CPU MINEEAESHAiiESr , LU
BEFSEoX

EfNSXBHEE—FME MSK EHLNFENRE , LA UEAE RN kafka-reassign-
partitions.sh W XEFHZEITE, N T7TRLEE , B —RAA kafka-reassign-
partitions REM P EMN S XEFTERY 20 1 flW , EFMFAREBUT BE#H B2 XUBRK
REZE , BB XEFSREAFRERERFLHZER., BXOAEME MSK E£E3R MK
BWEER , 5 Mthe section called ‘¥ BER". BXMAMNTIE MSK £EBTBRAENEER , B
Fthe section called “BERKIE", BXTXEHMPBELEMNFEE , S Apache Katka XIEH T E
3

Apache Kafka % F i B9 Bx £ S5 Bk

£ Apache Kafka 1 Amazon MSK Bt , IEWEEE P in RSB URESREMENTRHEIEEE
B, KIEFEIRMT Amazon MSK RIESSEBEFF infl BN EI.

AKX Amazon MSK E#IZRREREKNES , FSR LA MSK EFISHNHESKER, BXRFERENR
ERENRESEK , F2ARECEMRECENSFESE,

FH

- Apache Kafka Z& /i °] Fi 1%
« Apache Kafka & i M BE

- Kafka &/~ i 5 %
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Apache Kafka & F i 7] F 1%

# Apache Kafka ZEHN S AXREF , BRETAMN TEP TR BRENEREREMRKEERE
B, REFRIUTYAMITIASSE (HIOALR, B, BHEBENMERD ) MEL, Kafka EFHT
LUARBHREEL , it Kafka B w4 MZELBREBERIRES, N THAR Kafka - imiE 7 A
t, RIEEXERESK,

EFER AN

« RE retries MEREFEEREBAREBHRAERLAEZAMWES. NTASERERA G R |, B
BUFEABRBSEARESIEXLUNSE. PXEMFEE Kafka B 7T A,

« i%E delivery.timeout.ms SIEBEMNKIEEEZIMNKER B IAZ EH EATE LR, XNiZ&BR
HEAMHNLFER, FHERFRESE®ES , AARTEBNERARERNAREBRE. WTKX
SRERBE  RIMNBCHERERN 60 WHES.

« J¥ request.timeout.ms REANEZREHRKEZHEMERMNESFHRENE., HTFRSEE
R, RNEBWHEREN 10 WHES,

« i®E retry.backoff.ms UEBEFRZHEMWIER , LBREXXNBNTHAMEEM, N TFRSHE
AZs , BNENUSK/NMEREN 200 Z®,

- i%E acks=all UEESHAM ; XNSRSE[WEE RF=3 M min.isr=2 —3 , AH\R ISR &
WFE D XEBHIAEA, EENMMEBEELBE , X min.isr , B 2,

HEE T A

s WFHFHREF BN EREA , &Y auto.offset.reset IRE N latest, XFETLUEEE
HRENTEMEMERFATIXE,

« £/ enable.auto.commit BHi&E auto.commit.interval.ms, NFAZHERAZ R , &
BICHS/NMEREN 5B, UEEFAREXK,

« EHBENEEAEBRBPRNFELBULBE N LR , FIOMEESRRERERKE, TXFEM
ARELXSHNARFRR , NTISBIEEH T,

« iRE isolation.level RZEHIMAMIEIMERZHEE

RIMNBWHBABRIARRIZRE read_uncommitted, —2E RS INEE,

BINBNEFEAD EEMEINER read_uncommitted B,

* ¥ client.rack REAFEARKIENEIRIER, RIMNEBVORENRN az id , UFRAREHEREME
FEKAMIER, B5S 5 Reduce network traffic costs of your Amazon MSK consumers with rack
awareness,
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HEREENTE

« J¥ session.timeout.ms REA KR TRARFEHNENE , SEEAZANBEEZ. XNTFX
SHERZE  RINBEEIRERN 60 ¥,

* i%E heartbeat.interval.ms URAAH AR NI EREARNEE, N TASHERAGS
BATEVCHEIRER 10 ¥,

- ERARFDRIRBRAMTF , UMEE SIGTERM EF 2t xMERE , MARKELIEBITRKIRS
SHBREMNEFA, Kstream BARFAILUN internal.leave.group.on.close ®ENRN true
=

« ¥ group.instance.id RENERELPWIIEEE. BEBRATRENSE. £5 ID BH4
(pod) ID. HANEWMAREWI , MEEHEHRBERESEBENTANETFNE kRS
B &XEK,

« ¥ group.initial.rebalance.delay.ms REHNSFEHERE —BWE, X2FIEZBEHIE
B E T,

« i&E partition.assignment.strategy AR D EEE. RIMBI StickyAssignor
CooperativeStickyAssignor,

Apache Kafka & F s M RE

N THR Kafka BRI SHEE |, RINEEXERESIK.

Er=EMee

« RE linger.ms IEHEF~ESHFHINIERNRE, B/ Kafka RiRITTERERS , AR
TII2RNERRAEZLEN /0 BE. RINBUFERAUTE,
WTFAEFEATZR (S/ELER ) , KR/MEN 5 EX,
NFRZBERAGR , RIMNBNEKERERN 25 BV,
BIMNBWTEEREREAZESPERATE. (ZSEEEFXSEEER, M5 10 FHELXR. )

« R& batch.size MEBHIRIAFEBHHNHAR KD, RIMNBVCFHEE T 64 KB = 128 KB,

o FERABRKWHIXK/PIZEE buffer.memory, M TAZEFERZR , BINEBVCFEIRE N 64MB,

« i%i& send.buffer.bytes LUZHIATEKRFTH TCP EHX, RMNBICRHEREN -1, UEE
BIRM S LETEFENUERERGEBELREZHX,

- i&E& compression.type RZEFIHXNWESRE ., RMNBUESLEENE LETE~ERNFEH 124 =
zstd,
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HEREMRE

« RE fetch.min.bytes UEHFHIERWR/PMERADN , MR D REBUXBIERFHARK,
NFREERZR , BINBWEKR/MEIRENRN 32 F,

NFALZBERZS , RINBWKEKAEREN 128 T,

« & & fetch.max.wait.ms LA#E £ Z B fetch.min.bytes 2 BIH B HEFEFZ KA, W FASHEER
e, RIBVCHEIRERN 1000 ER.

- RIMNBUEAENBEZELETHXNKE , UNEHTHENEME, EELEERLT , I TFHHESHE
FHE, AEREDTHIXBENERAERE.

« IRE receive.buffer.bytes UEFIAFTHEHKFTH TCP EH X, BEMNEBICHERERN -1, U
EESEEME LETHRENILIBRERGEBELESNKX,

B umiER

EEE AN Kafka EREFITENAERE, —RUEETZERZLSHAFT K , NIFIE Kafka
ERNTAM. KTAMKRBEEQSBNARFUIRESERE  NMSBAEHE  BLSBELH
o MRASEREGE WA UAKAREERE,

BINEWRBUTEHERREESERMER

- BRENNARFHENFHFTS-—AMESBETEBHRE , REFUBRNMIRER.

- ERRAERFE , FRARNBRECIREEE K, £ EE N RBUERERT MR AMITRENA )
( BEALIRER ) o

* 7 SIGTERM B , XA EER NHITRENKE , WBERA2ENXAMRE Katka B K. BEHLIKE
BI7E SIGKILL &4 2 BRY B B[R] Ao

Example ] A ( Java )

sleepInSeconds(randomNumberBetweenOneAndX);
this.kafkaProducer = new KafkaProducer<>(this.props);

Example 5l B ( Java )

Runtime.getRuntime().addShutdownHook(new Thread(() -> {
sleepInSeconds(randomNumberBetweenOneAndTwentyFive);
kafkaProducer.close(Duration.ofSeconds(5));
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1)
- ENRAERFR , FAARNBRELFIEXFEBINNAREFREUBE—RE ik, fla0 , £/ lambda
B, RE2RTEERNERE iR , MARER EZLERFPOIE,
s BINBWGEEEEY , MRERE. EXFBNRERNEBERE |, EE0B/XA/EBREEN,

Kafka & /= i 4 428

112 Kaftka &P ipi T4 Katka BRGNS TIRRANEEREXREE, LTiLER Katka EER., F
RAREREERRKA , BAZEFRERN T 7THETAMITIASHEHENLSERBEXREE.

AR WA A G B RSB IR AL BIR G2 BT & P iw 4R,

[ Amazon #RXXFTEE , FEREAHEURIINEMFEEH. FESHFAEAER (MFEE
&) NEFRNRAERF B SR,

EREER

* byte-rate

* record-send-rate

* records-per-request-avg
+ acks-latency-avg

* request-latency-avg
 request-latency-max

* record-error-rate

* record-retry-rate

e error-rate

(@ Note

B HIANERBRTEED , ARXE Kafka L BIFETEE ( HlIAS E K REBRIME
EHEH ) DK —39 . record-send-rate JFHINEFTERBNEHKEERA,

HEREER

* records-consumed-rate
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* bytes-consumed-rate
« fetch-rate

* records-lag-max

* record-error-rate

« fetch-error-rate

* poll-rate
 rebalance-latency-avg

e commit-rate

® Note
SRIENRIBHENEFEN TV ENNT . REFURARNITIER,

B ER

» connection-close-rate
* connection-creation-rate

e connection-count

® Note
REFEEONE/AL PN EFER T BENAR.
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4 2 MSK Serverless ?

® Note

MSK Serverless A T XigiR Mt : ZERZ (BZBEMN ). EEXRIB (HFRLMILE ). =
EEE (HEXMN ), MEX (FE), TABKX (FX), IAMKX (FHnE )., TAMX
(BE)., TA#X (KR ). DA#HX (BR). RltX (EZZ=E ). BNbX ( HiE
TFRE )., BMbX (B/RZ ), BMNtEX ( BRE ) MIRNBX (03 ) X,

MSK Serverless = Amazon MSK By —fhE 8K | gL BEEEENYT BREFH S ERATIE1T Apache
Kafka, EAIUEERTEHIN I XNERNBIREMT REE , HEAURNEZHBIE , MLEE
RAREFAN/IIYT BERF. MSK Serverless RHETHFHENEMERX , ALERFNERERAE
%, MRENNAEFZEETEAZALMAQ T BNRERANEHEE  BEREATRSHEE.

MSK Serverless & Apache Kafka ST % , L& LAEAE M 3R E N in S AR F R E R E

RBIE. ©EERTUTRS :

« Amazon PrivateLinkig it A5 & 2

« Amazon Identity and Access Management(IAM) , A F £ Java 3k Java B E#H T HHRIEMIE
o XA IAM BEZFHNIRE , SR EE S imUH T 1AM 7 RZ S,

« Amazon Glue A TR EE R MK

- AT Apache Flink WL S# RS , ATET Apache Flink B4 E

« Amazon Lambdaf FE#4-E

(@ Note
MSK Serverless EEX A EEH# 1T IAM 5 R#24], RN Apache Kafka 7 [RI3Z %15 &
(ACLs)e BEXEZEER , {558 the section called “IAM i B #2 &l”,
BHXERAT MSK Serverless RS BREME R , 1§31 the section called “TIRSS 28 =K IR
;.

NTHEBEFREALRSHFER  AFATHRETRSFEFNEENKZER , FSRANATRR,

£}
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+ {8 MSK Serverless £
« MSK Serverless £HHEERE

.« W52 MSK Serverless 58

£ MSK Serverless £

AHEERMEBRERT —NRE], HEBIMEIE MSK Serverless 58 |, QIZ AR ZEFENEF K , A
RERAEFHEER AEFBFHAXEFHEARE., ZEIHARRHEECNELTRSSFERTTTIN
ERABERI, AT EEEN , BINEREINEZ NI EEEFERIAET, XHFEREEINZTH
FRELRSB[ESFNME—EIN, EHALLEMAAmMazon CLITK Amazon MSK APl, EXEZEER | i&
2% Amazon MSK API Reference 2.0,

£

+ B2 MSK Serverless &

« 7 MSK Serverless £8 LR EFLIE IAM A&
- BIEEFHITEANLAGR MSK Serverless 8
« 8|2 Apache Kafka =&

+ 7£ MSK Serverless 5 4 R 1 {F F Ei 48

« MIBRIES MSK Serverless 8|2 &R

B2 MSK Serverless £

ERHSES  BERTEMES. B, FHARIMREBIZE— MSK Serverless £8., Rig , WEE
XEBNEE, XREBERES BRI EIBTmER L EBENEFIRNIENEE.

EORTRSIRER

1. B FHEhttps://console.aws.amazon.com/msk/ZX R FTF Amazon MSK ##|&, Amazon Web
Services EEZH A

2. EROIBEE,

3. XWTFRIEFGZE , FREUBATRIENEPRES. REGBETAFEEAMARECIRTRS B
308

4. WNTEHEEBEH , WA—NEREEH , 20 msk-serverless-tutorial-cluster,
5. NTEHNEHEEM , BEBRTRSSFIENERLE, NTHRNWENEHREMY , FAMRIAE.
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6. FIBMASEHRETHR, KRIHTHNEMNTAMSERTRENIRINE , AEATEVEER
B ANERETRE. EECRER CNEIRE , NECRS AT ERE A E LSBT,

@ Note

i/ MSK Serverless 8 |, B8R Z U LiE#E A VPCs N EINEF ik, N T HBBEF IR
NMARFERERMIRIE —PNATRAKX |, B4REESND VPC REDEEFNDFM,

7. EEROIEEE.

BEWRERXREHNER

1. EERRENY  EREFEFFIREES. & Amazon MSK TREFCIE 2T , RN —ELT
RERS, BURERESF/LOHEINRATNENRS , REFREER,
2. EHmRFETHFHR. XRENISBSHFEFFER.

. EEEMEDFR,
4. TE‘MERE O T , EFFRANZLEANHREECH], ANBEEEXEERRAUEEF V.
IDs

5. BEBREEFM, XfFITH Amazon VPC #H &, EHRESFMKEH Amazon VPC Y ID, RFI
Amazon VPC ID LAt 3RER,
T—%

A MSK Serverless £8 F 022 IAM B
A MSK Serverless £ FE B E IAM B

FUST|A , BFHRTHRMES. F—MESREIE IAM policy , AR FHEER LB EBUUR @)X L
FEREBFEOHRNR, E-MEFEEE IAM SE1FIHRKEREXEK, £EENSRS , &
FUBRALBENEFAHRITEN , FRCESFH LABREITHEZEBRIEHE,

BIEAFREETTHEATER IAM policy

1. f#H https://console.aws.amazon.com/iam/ 7 IAM &1 5,

2. ESMERP | EEER,

3. EERMIEXRMEK,

4. & JSON ET+ , ASFRERE D TR JSON H#fRHLLT JSON,

BlE—NIAM BE 298


https://console.amazonaws.cn/iam/

Amazon Managed Streaming for Apache Kafka FERARER

HEUT Rl , ERATRAR

- regionff A& BIEEE A Amazon Web Services Xigi{u BRI,
- HHEH ID BIIKF Amazon Web Services Ik ID ~il, 123456789012

e msk-serverless-tutorial-cluster/cO7c74ea-5146-4a03-addl-9baa’787a5b14-
s3msk-serverless-tutorial-cluster A AREBHTIRSZEBER ID MEBTE .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:DescribeCluster"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:clustexr/msk-serverless-
tutorial-cluster/c07c74ea-5146-4a03-add1l-9baa787a5b14-s3"
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"
1,
"Resourxce": [
"arn:aws:kafka:us-east-1:123456789012:topic/msk-serverless-
tutorial-cluster/*"

1

BXUMABEARELRIEMIREE , 12 [the section called “IAM 5 A 32",
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5. BT : %,

EET—F ¥,

FFREBH , MA—NARMERF |, Hl20 msk-serverless-tutorial-policy,

TR AIE R,

© N o

B2 1AM A & F @ H bk SR B

1. ESMERS  EEAse,

2. ERBEAG,

3. EENRAMI T, ‘B EC2, REEE “T—% : /R,

4. HEBFREF  WALZHNEHEUNENRBEHNEN. ARG, EPREEMNEEE,
5. ERT—% ¥,

6. EBT—F: T,

7. NTABEN, MA—NMERMET |, fl0 msk-serverless-tutorial-role,
8. LEERBIEAE,

=%

B E P imit EYLLATE R MSK Serverless 8
BRI E Fimit EYLLATE B MSK Serverless 58

ERHTRP  BFRTEANMES. E—WMES20E—NAE Apache Katka & i it EHLHY I 5%
EC2 kfl, FB-MEFSREITEN %% Java M Apache Katka TE,

BIREFIRITE

1. 3#TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o

2. EEBREBEHEH,

3. AEBEFWmITENBMA—NERERF , H20 msk-serverless-tutorial-client,

4. WTFLDHHIZEREG (AMI ) 25 | $4483% Amazon Linux 2 AMI ( HVM ) — F#% 5.10 , SSD %
KE,

RE t2.micro SKHIZEE &R

6. EEBAXN (BX) T, EFCEFHBHAN. XTEHAXNEH , A MSKServerlessKeyPair,
ARG , 1%3F Download Key Pair (FEZ4AX). Lt , BEAFEAMBEZEHX,

o
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7.
8.

10.

11.

12.
13.

14.

X TRERE , EEFE.

FVPC T, MALTRSHBEHNENIES= (VPC) 9 1D, ERETF Amazon VPC RFEHY
VPC , BRI BEHERTFTHID,

NTFM , FEFEEUEEHERETHE ID BTN,

ERXE (REE )P, EREERXBENET2A, IRZZLEEATRENZESHROB N
AUERN , M EER, BIXHENAN  B-—IML22ENKAATUBEBE, AXESER &
25 (Amazon VPC T R E1ERE) FHREANN,

BASRFMEERY , RFIEREE H MSK Serverless EF FHFT0E IAM 6 02/
IAM B,

EERD

EEMSMEES |, % Instances (3£4l). RBEEPFRKREFHEIEN Amazon EC2 KA 1THEY
SiEE, MEERFFEE , ROHFEIADZFAREFHITEN
RBRERH R R AEEIEFIRITEN,

EEEFFIRITEN EIRE Apache Kaftka ZEF iR TE

1.

2.

3.

BERE Java, BEEFHRITEN LETU TSRS
sudo yum -y install java-11

ERMOIZEETTMEREBIEFTER Apache Katka TE | FiZ{TUATHS

wget https://archive.apache.org/dist/kafka/2.8.1/kafka_2.12-2.8.1.tgz

tar -xzf kafka_2.12-2.8.1.tgz

(® Note
REN Kafka #45€f5 , FWR bin BRFHMAEFTELNMITNR, At , ESTUATH
To

chmod +x kafka_2.12-2.8.1/bin/*.sh

#%3%| kaftka_2.12-2.8.1/1ibs B , REBTUT T TEH Amazon MSK IAM JAR X
., Amazon MSK IAM JAR it & Fimit E 4 7 LU B £ 8,
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wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

FRkGS , SRR AT EEMRAEEFHIRAH Amazon MSK IAM JAR 344,

4. #%3%F| kafka_2.12-2.8.1/bin B, EHUTEMREFFEEWLEFH XHF P, IXH
client.properties & HREX M.

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

=%

822 Apache Kafka £

f12 Apache Kafka £&

EWPRP  SREALENUNENERFRITENELTRSEEFLUREH,
F&:

« REINEUQIETE

- BIEFEHAOMEBEALRE

RERE L6012 3

- EREBETTZE , BERBRECSE Amazon MSK IAM JAR X4 T # 2 Kafka ZEM1ibs/B &+, I
BERBXEEM , BT Kaftka B9 1ibs/ BXZHFIETUTH S,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

Z JAR X #F 2 MSK Serverless S£8H) IAM &3 IFFTAEH .

« 51T Kafka At , FRATBEE B fRclasspath®%& Amazon MSK IAM JAR X4, At |, AT
UTgEz—
« NIEELE CLASSPATH RENEW Kafka & , AT BIFTR.
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export CLASSPATH=<path-to-your-kafka-installation>/libs/*:<path-to-your-kafka-
installation>/libs/aws-msk-iam-auth-2.3.0-all.jar

- FAWAEER classpath WER Java @ HIE1T Kafka @85 , W TBIFT R,

java -cp "<path-to-your-kafka-installation>/libs/*:<path-to-

your-kafka-installation>/libs/aws-msk-iam-auth-2.3.0-all.jar"
org.apache.kafka.tools.TopicCommand --bootstrap-server $BS --command-config
client.properties --create --topic msk-serverless-tutorial --partitions 6

SIREFH O EEE ALY

1. ‘M Texport@®H , my-endpointBER N ECIEERFREMN bootstrap-server FRFH, A
B, BEEFIHITEN LM kaftka_2.12-2.8.1/bin BRXHIE1T export ®H,

export BS=my-endpoint

2. BEIUTHESLUBIESEZ N msk-serverless-tutorial BEH,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --bootstrap-server $BS
--command-config client.properties --create --topic msk-serverless-tutorial --
partitions 6

T—%
1£ MSK Serverless A4 B F 4 F #4E
1£ MSK Serverless A 4 B F{5E FA E3E

SR | ORFE R ST BT PR P QU2 A B A A 6 A 3R

& AHE R HE B
1. BITUTaTNUeIRES & EmKER.

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-list $BS
--producer.config client.properties --topic msk-serverless-tutorial
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2. MAFENEMEES , ARG Entero EERTHIRMAF=IR, B A—1THH Enter &,

ZITREN BIMAE R RIE TR
3. REFFRITENNEERGTIRS , REEFEOPHASZITENNE =N RMEE,

4. FREFPRITENHE-NEE , BIUTHSRREHAERRSE. my-endpointBRNECIE

SEHERENSISRSH/ZNTH,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server my-endpoint --consumer.config client.properties --topic msk-serverless-
tutorial --from-beginning

BITHRB R 2 BIEREE &L KR TR ARER.
5. BERREOFRAEZSHEHE , AV EEE R EFAREDF,

MREZETXEHTIBE classpath @& , FHEMNEBHE FETHS. A, BHAKR Amazon
MSK IAM JAR Y Flibs B xH, H¥& , ﬂlTJ«XEFﬁ wAEIN classpath WEE Java B RIETT
Kafka 5% , 1 T~ HIFT R

java -cp "kafka_2.12-2.8.1/1ibs/*:kafka_2.12-2.8.1/1ibs/aws-msk-iam-auth-2.3.0-
all.jar" org.apache.kafka.tools.ConsoleProducer —broker-list $BS —producer.config
client.properties —topic msk-serverless-tutorial

T—%
MIBRIEH MSK Serverless |21 &R

R BRI& N MSK Serverless Bl 2R &R

LB RRE | BRI BRTE AR 61 R A9 B R
I pREEF

1. fEhttps://console.aws.amazon.com/msk/Zk 3T FF I D2k MSK #2& &
2. HEEBIRP , ERNUBERGENER,

3. XTFR#E , EEMERER,

4. EFBEFHA delete , RFIEZEMER

T BR B R
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BEFEEFRITEN

1. §TF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/s
2. 7E Amazon EC2 KHIF|RH , BEENAHEIENEFF V.

3. BEENMIRE , REEFELIETH

4. GEFLLE

fHI B 1AM policy M A& €&

1. M https://console.aws.amazon.com/iam/ ITFF |IAM 2 H| &,
ESMERP  EEAG,

ERERED , MALATHELEN IAM BEHNER.

EREAG . AEEERRASFEIARER.

ESMERSD , EEREREK,

HEERED , MALNEIHECEZN KRB BR,

ERERE  ITHBERNE, ERMOBERE L | EE0ERER.
M BR

© N o o bk~ D

MSK Serverless £EHNEER 4

Amazon MSK A TRFSH/EHRENERERE. ELEEIXEREEERMERE. B,

LR ERERA T EBRIINEERE. AEEMEERFINEERESTARE.

BERMK KA CIE 1 ATFNHEKRE
cleanup.policy Delete =, BXRFEEL

EZat
compression.type Producer =
max.message.bytes 1048588 = 8388608 (8MiB)
message.timestamp. long.max =

difference.max.ms

&
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BEREM KIA CIE 1 RN ERKXE
message.timestamp. CreateTime =

type

retention.bytes 250GiB = TRE ;IRERN -1 7

K TTRR IR E

TRE ;IRER -1 7
LI TR B4R E

fim

retention.ms 7 days

Eiﬁlﬁﬁiﬂ%&ﬁﬁbiiéﬁﬁﬂﬂﬁﬁﬂ B, UL Apache Kaftka (s S1TLE, BXxEZEE MM
REBEANNRE , 55 R EH Apache Kafka IR HHY 3.2 T BREE

@ Note

£ MSK Serverless BT EE R ETH seg.bytes BB, {BR , Kafka Streams N TR aJ#E
A2 ZRA BB — 1 segment.bytes Bl EE S MSK Serverless FAIETRIMAZBED, BXRE
F MSK Serverless Bt & Kafka Streams HW{E R , i [@Kafka Streams 5 MSK 1#IE 4 I #]
MSK Serverless && .

$F Apache Kafka @5 1T T E 5 Amazon MSK Serverless && AR |, HHEMRETK Amazon MSK
Serverless A TXRMIEER FimitEH Li&RE Apache Kaftka BEF s TEZ 2PN ST 1-4. 1A, &
DRETHFEE --command-config client.properties SH,

i, LT e o A B F1Ehr etention.bytes THE BB M LURELREIRE

<path-to-your-kafka-client-installation>/bin/kafka-configs.sh —bootstrap-
server <bootstrap_server_string> —command-config client.properties --entity-type topics
--entity-name <topic_name> --alter --add-config retention.bytes=-1

FEWTRBIF | <bootstrap server string>E#}NEH Amazon MSK Serverless 85| S RS
BARET R, U <topic_name>BEE RN EBR BT

--command-config client.properties SR Kafka TEFAEIENEERESEN
Amazon MSK Serverless & # TEE.
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FRARER

U542 MSK Serverless &2

Amazon MSK 5T 5 #h &K , CloudWatch EtbBAT LAY E, EEM O MSK LIRS B/EHNIE
¥ro TRAITMAEATAAELRSSZEFHNIE . ATXEEFRRENTEREN D XWEMBIES X
A0, REERMNBVCHEIMER SUMEITRIEHRHITES , WKREXTBRIINAE.,

Amazon MSK B CloudWatch 8% # — XV SNE [ Z MPerSeciEtr, XEWKE , —2#HHISUM'E

I LU R R PerSec BN EREE. EREEBS — 529N ERHE  EEAUT
CloudWatch 8% &R&E = : m1 * 60/PERIOD(ml).

ARIAME 2L 5] 7] A RV HE 4T

Name

BytesInPerSec

BytesOutPerSec

FetchMess
ageConver
sionsPerSec

Estimated
MaxTimelag

MaxOffsetlLag

MessagesI
nPerSec

ProduceMe
ssageConv
ersionsPerSec

SumOffsetlLag

A L B[]

HERBEAE
B2fa

HEEARRAER
i xElefE.

HEEARAER
EirxEleE.

HEEARRAER
i xEleE.

HEEMARAER
4N EB2E.

HEERBREAE
BZJa

HERBEAE
B2 5

HEEMARAER
EN EB 2=,

Dimensions

EHEW, £
2
EHEW, £

il

SEHEW. X

il

EHEW, £
FgRA. £&

EHEW, £
MR, =&

SEHEW. X

il

SHEW, £
3

SEEW. &
ARA. £&

L

BOMNEFIREZERNF TR iR
XA EBER AT

BRHREINEF RN FTR ISR
AN EBER AT

FEESVRIUE B BRI

Z MaxOffsetLag 15 ¥rHY B Bl {11
B,

FEHAEDXZANRARBL
iBo
FBFEANHEEH

FESYERE R BRI,

FEHAMAD XHNREMBILR,

e
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EEEF MSK Serverless g5

1. E3FXAmazon Web Services B2 A HITH CloudWatch #2&|& , Bk https:/
console.aws.amazon.com/cloudwatch/,

2. TESMBRD , fOERIEIR. FIEERR.
EEFFEE kafka —id.
4. % AWS/Kafka/EBEZH. THH AWS/Kafka/EBEZ ., FHSEE,. TTUBEEFENIER,
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T & MSK Connect

MSK Connect & Amazon MSK By —IZh8E , ©ibFF & A R A LR R R A FR EH Apache
Kafka 828, MSK Connect £/ Kafka Connect li4< 2.7.1 =% 3.7.x , XR—MNFREL , ATE
Apache Kafka £ SHIERE. BRRSIMXHFRGEENBREEZERK, EB) MSK Connect , &1L
'L H Kafka Connect WEHN T2 ENERES , AT HHEB AL D S3 ML S # RS EHRITH
FEE#ESINFRIEIE. OpenSearch ZRALAEFEH Debezium EEX=HFFF KWNEE:SE , A THEE
HENBREERNZME Apache Katka 8 , B L EEXRBE BB EEESE. EESHFL8
FHRUENAETL , RRENEANERASE,

ERAREERFBEMNBRES AZENTE R, SR EREERERERES  FEEPNBRESEE
AERE

MSK Connect XiF{EMIE#Z] Amazon VPC B Apache Kafka SEBFHYE#ERS , TIE R MSK E£&EER
I FEER Apache Kafka &,

MSK Connect 4 B2 E ZBRMZ TR MR MPRE, BHNEEREES , H AT BIEREBFUE
REHENE,

EF#ER MSK Connect , i3 the section called “FFiAEH7,

BT RIZTALUER MSK Connect BI2#Amazon® IR , 15 Flthe section called “ 7 f#iE 2R "the
section called “BIE BEMIEH". M. the section called “T fi# MSK Connect T/ERF”

X MSK Connect APl BH{E & , 155 Amazon MSK Connect AP| Reference,

£ Amazon MSK Connect 89 #F4b

Apache Kafka R A TREMA BN BB RNR ZXANTFRREEZ—. EB) Apache Kafka , &
AU BRI BREERFNBEERNARERF,

Kafka Connect &£ Apache Kafka 2 MZ1THRMARFNEEA R . Kafka Connect 1247
—Fh7E Kafka MIATRE 2 BB BB EL S RN, Katka Connect EEEE T B , AINLEKX
E¥IE. Kafka Connect 2t 7 —4HBAK APIIRENTE  ATEE. HEMUEIRE Kafka EEM
ABREZABHHBIENIERESR, BUUFEAXETERBE XY B Kafka Connect B9ZhaE , LUHK
EENRNAREHNFEER,

S8 81718 1E Apache Kafka Connect & 5= 1 f$7F /R Apache Kafka Connect R A2 F1E#H Z|
Amazon B} , ATRERIBEIBEE . XLERBBEREEM RENBENAEFMENNE, REBREE
Apache Kafka Connect £E I TREEBUAREEEETH,

Amazon MSK Connect #I{£ 2 309


https://docs.amazonaws.cn/MSKC/latest/mskc/Welcome.html

Amazon Managed Streaming for Apache Kafka FERARER

N T RFXLERE , BATEWEEA Amazon Managed Streaming for Apache Kafka Connect ( Amazon
MSK Connect ) &8 F R Apache Kafka Connect B A2 FE# 2| Amazon, Amazon MSK Connect
fai{t. 7 A Kafka Connect £ Apache Kafka SEBFMIAZBRE ( HIMBIERE., BRZSIMXHRE ) 2
B & EMBIEN TR,

AT 21E# % Amazon MSK Connect By — 5 374b -

.« SHBRIZE 8 — Amazon MSK Connect jHER 7 5 Apache Kafka Connect 81V 1&4h. MENYT B
HXMZE 138, Amazon MSK Connect F£E 151288 Connect £ V2 1TIRR H B 1T
FRARFE , MASITEE T4 a5 i,

« BZES Connect f£55 — Amazon MSK Connect A SA BEI 1k E K MMES U D E =, F5
KM ATgE R AR IREIEH | HlBHE Kafka B9 TCP EZR&| , LI TERF I AZWNESIERE
B ERAEANNESEH T,

- BEIKEMEEY 4 — Amazon MSK Connect FiEESBNARFEB BT BUXRESNEL
E, Amazon MSK Connect # ZBBY B, ZREEEEHY BEAPHN ITEEFHENIARER
B, &0 LAEA Amazon MSK Connect UpdateConnector APl #4E7E 1 B 8 v CPUs 2 B EEM
R4 v CPUs A FAIEFHE,

- FAEWLIERE — Amazon MSK Connect £ %A DNS & #FAZiE B 2R R % AmazonPrivateLink
MFBWRRS,

Fr 8468 FH MSK Connect

7 step-by-stepZ 2 £ €] MSK SEHMA T HBEMNEFH RIET S3 FHBNEKER

25, Amazon Web Services B2 H| &
£

« i%E MSK Connect FTEH &R

- Pl BENEN

- BIEE PRI E YA Apache Kafka £
- DIEIERRR

* [0 MSK &R IEHIE

% & MSK Connect FrER AR

EURSRSD  BFQBLATZRAENUTHIR
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« — Amazon S3 7N , AEMIEZSFERBIER B AV,

« — M MSK &5 | SRRAERERE, RE , EESFHFNLEREIEEFFERET B S3 74
o

« —I IAM KB , BEEBE A B S3 FEEINR,
« —NIAM B8 , AFEESEABN S3 FME, BEMAEN IAM XKBANMEL A,
« —/N Amazon VPC iw 2 , AT EBUEMN E B EEMIEEEESMN Amazon VPC &IEF) Amazon S3,

B S3 FE

1. E3kAmazon Web Services EE#Z I A HITFF Amazon S3 £#l5 , Mk R https:/
console.aws.amazon.com/s3/.

EFE IR .

NTFFHBER , MA—NMERMERR , 10 amzn-s3-demo-bucket-mkc-tutorial,
[ TR HIEFREFERE,

ER@ERESIRD , EREFCIENE®B,

E 1% Create folder ( BIEXHR ) o

WA tutorial EAXHRNEN , A0 TR HIEFCNEIHX,

N o o bk~ w0 b

BIREEE

1. %Ehttps://console.aws.amazon.com/msk/ZRFT FF I S i# MSK ###] & ? region=us-east-1#/
home/,

EEMERERN MSK 8T |, EBREH,

EROEER,

WNFeIEEZE , BEFEAENGE,

NFEHEH , FHMA mkc-tutorial-cluster,

EERXRED | EREME.

EET—%,

EMET |, &EHFEAmazon VPC”, RREFBECANTAXM M, FHidELERFEH Amazon
VPC M+ , ENERERHENFEIBSFEAEN]. IDs

9. EET—F,

10. EHBEEREFFET , BROUEFERELFHRIEAFE,

© N o o ~ w0 Db
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1. EMET , BAROUGEFEHE,

12. #E&MTES  RARERCEESH, XSNESISEREHNFHAGEE TH,. EZRHENENA

MEL2AT , KERZLA D, i2F%ZID, ANERERHENGEBIEFEE.

BIEENE A S3 FEEM IAM KB

1. M https://console.aws.amazon.com/iam/ ITF IAM 2 H| &,

ESMERP | EER,

RO R,

R mIERRT , &L JSON , RERYmERRE O PRI JSON BN LT JSON,

S

TELLTRBIF | <amzn-s3-demo-bucket-my-tutorial >&#NIEN S3 EEBHE N

JSON

{
"Vexrsion":"2012-10-17",

"Statement": [
{
"Sid": "AllowListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
]I
"Resource": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>"
}I
{
"Sid": "AllowObjectActions",
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts",
"s3:ListBucketMultipartUploads"
]I
"Resourxce": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>/*"

}

% & MSK Connect FTEH &R
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7.

1

BERMAIBALRSRIEHWILE |, EZS 1 the section called “IAM 17 R $2 5],
ﬁj:%-lt_io
EEENMCETESF , FRITUTERE

a. WFRBEN , MA—NERERM , Fl0 mkc-tutorial-policy,

b. FEUREEHRENMWNRF , EEF and/or fIBFREEHE L HIR,

c. (H&E)RATHRENRR, HAFEREKR , FRBAMFIHRSUREN RN FMRE, a0,
£/ Environment f Test AYREX [ KR MRZ,
BXFERARENESZEER , 520 IAM AFERm*P N Amazon Identity and Access
Management & RIrE .

R OIE KR,

SIRALIEA B FHEN IAM A6

1.
2.

£ IAM ZHENSMERT , ERAC , ARERUEAG.
HEEZEENRERE L , FHRITUATERE

a.
b.

C.

X F Trusted entity type ( AIfESEF3KHE ) |, 1% Amazon Web Services RS
NTFRFSRFEARE, EF S3,
EFEARMT , & S3,

ﬁ?¥-|:_$o
£ Add permissions (AR ) WE L , FHATUTERE !

a. HEERZREMNNBREBT , ALRZI N EHEZENRBHNEM. B0 mke-tutorial-policy.
R, EPREBHREMAIE,

b. (W& )RENELRE. XR—MEHKMEE , TATHRFAR , EFTATHRFSEXEEG, &
KRENRIANEL , FZH (AM AFER) FHLESCNMMER (2BFE ).

ii#%jt_io

£ Name, review, and create ( 8%, EFMEE ) TEF , FRITUTERE :

a.

NTFABEN , MA—NMEEEZF , /20 mkc-tutorial-role,

% B MSK Connect FTER&RIR 313
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/A Important
WRAGHK , FEELUTEMN :
. AEEMELNIBLMNEME—IAmazon Web Services I |, F ETER X/ NEMm

/8
g{% o

fitn | REFE A2 A ) PRODROLE 7 prodrole HVA®, HAGEMIEREH
ERHEEN ARN N —Ho8 , ARERXTANE  BERYB/EEWNEEFE
REESERE (S, ®E2FXYE )  AREHTEIRIE,

- tIEARRE , ELTEFEZACGHNENR , RNEMXETRLK5IRZAR.

b. (W& )XNTHR , mAABHRHER.

c. (Wi%)ERBACHEARGNNR, BELSR 1 ERFUEXEILR 2 . FINNRED
I ER RS

d.  (®%) ATHERE, AAFEBERAE  BEFEFNHRSUREXNERFNGRE, 5w,
£/ ProductManager 1 John W EXNEABRNEE,

BREANENESER , H2H IAM AP B P Amazon Identity and Access
Management & RIRE

7. REZAR , RARERUERASG,

¥ MSK Connect ® A ZAE

1. HEIAMEZFHENENERS , BEHREET , ERAE,
¥ 3 mkc-tutorial-role HFHEEH,
EABHNREET , EREEXRETF,
ERREEERR.

HREEEREERNLT JSON,

o &~ 0D

JSON

{
"Version":"2012-10-17",

"Statement": [
{
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FRARER

"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"

3,

"Action": "sts:AssumeRole"

}
1
}

6. EEREMEERE,

BIEMEER VPC | Amazon S3 B Amazon VPC i &,

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
EEMEBRSD , ERHR.

g2l FEd SN

ERSEMT |, %3 com.amazonaws.us-east-1.s3 FRFHM K E,
ERERN VPC , RAREPEER FRXENBHREMNNEEE,

prig 2l e g

I L T

T—s%
B B R

2 B E A

BHSIEENEERFRZENRB, EHTERD | BEQNE—NEE Lenses Amazon S3 EINESIERESS
REWBENEG, EEEMNSES |, HEQE MSK EZESN |, B EERBAT I B E LGS

B, BALERR—EHERCUIESNMNEFTEEERN MSK E#:R7,
B2 B E LA
1. T# S3 E#E=R.

2. R ZIP X# EEREERTGRRE S3 FE. BXRUMF X4 EEE Amazon S3 BIER

{Amazon S3 AAF{EME) PH LEXN R,
3. 1 https://console.amazonaws.cn/msk/ ¥TFF Amazon MSK &l &
4. HEEMBEHFEIF MSK Connect , RiFEE B EEH

'lﬁ/ Iﬂ

B B E A
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5. EFEIERAESEHS,

6. IEFERXIK S3.

7. EFE#EMEIRT  REEBLEL 2P XHNFEE , ARERZTFER.

8. HEFEBAXIRIIKS , EF ZIP XHEMMNRIERE , REEFRIREEENZE,

9. #WA mkc-tutorial-plugin fENBENEHEN , REEFELE B EEH.

AREFEEAmazon/ Lo WA REEM B EL AN E, QIEERETKE , LER KR E O EIE
REINATHER,

Custom plugin mkc-tutorial-plugin was successfully created
The custom plugin was created. You can now create a connector using this custom plugin.

T—s%

BIEE P imit EHLF Apache Kafka &

BB EFiwitEYLH Apache Kafka &

HEWS RS | o862 —NFF Apache Kafka & i EC2 KAIM L S#3KA], RiE , EWAER L
KOIESEER Lo ZEE,

BREFIRITE

1. 3TFF Amazon EC2 ##l#& , Mt R https://console.aws.amazon.com/ec?/,

2. %% Launch instances.
3. WMAFFIRITENNAE , 120 mkec-tutorial-client,
4. WFLDEAEME (AMI ) 2B | #54&5%H Amazon Linux 2 AMI ( HVM ) — l#% 5.10 , SSD %

%A,

%R t2.xlarge SEHIFE R,

6. EEBHAX (BX) T , EFEFBAN., ABHAXNBFHA mkc-tutorial-key-pair , RfF
EBTHRBHN . WA, BEAERAIAERHAX,

7. BEEBIHEH,

8. BEEREEREXN. RAE , BX2EH  EREFNRFXENZEE, EHHARFREEN D,
LU EREER.

o

BIBE Finit EHA Apache Kafka & 316
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AVFRTRIREY B P iR 0] SR B R IA TR

1.
2.

o g o~ w

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &

EEﬂJ%’*ﬁE’JTzé’l’iT ERZeE, ELSH IDYF , RAEFHNLZ LA, BTE the section
called “i% & MSK Connect FFEERN AR Rl BEFHNRET ZZEEN ID, B EFIZEZELAT
ENMERERERZEZSAH, BREERMEFEEMLESA,

ERBHTHE8 , EEABEANIET R,
EFRYRE A EIN o
ERBNETH , EERIAN,

EFANG | ZERBFTHRERE. ERIAMNNFES , AT RITEINZE4 D,
XREECEEFRITENERENEZE4A D,

IERREAN, £ MSK SHNERESIKELE L -BEFPEENT N RNAERE.

BOEER , FHOTUTRE

B w D

7.

$TFF Amazon EC2 #4#|#A& , Mt A https://console.aws.amazon.com/ec2/,
fE 3Ll R %R mke-tutorial-client,

ERBTERMOE | EFEE | ARERRERESISH6,

BYETUA TR ERFiRES L& Java :

sudo yum install java-1.8.0

BT T B LT & Apache Kafkao

wget https://archive.apache.org/dist/kafka/2.2.1/kafka_2.12-2.2.1.tgz

@ Note

MREFLEERAMDTHREANRRERZIANRRIER , WTWE Apache MYh LikRH
bR R IE Ko

LS TAR XHTHEWE FKHETUATHT,.

tar -xzf kafka_2.12-2.2.1.tgz

%%l kafka_2.12-2.2.1 B %,

BIBE Finit EHA Apache Kafka & 317


https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/ec2/
https://www.apache.org/dyn/closer.cgi?path=/kafka/1.1.1/kafka_2.11-1.1.1.tgz

Amazon Managed Streaming for Apache Kafka FERARER

8. 1Ehttps://console.aws.amazon.com/msk/ZRITFF L Si# MSK 2l & ? region=us-east-1#/
home/,

9. HEEMBEHP , EFER K AFEFEEH mkc-tutorial-cluster,

10. EREREEFWHER.

1. SHIAXEREFRE,

12. EEFTHo

13. EEF XA (mkc-tutorial-client) EiZ{TUA R &% , bootstrapServerString&ih
B EEEERNEFIEERRENE.

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server bootstrapServerString --replication-factor 2 --partitions 1 --topic mkc-
tutorial-topic

MR GSKI , BFERLLTHEE : Created topic mkc-tutorial-topic.

T—s%
fIERYE 5

Pl EESS
LWERRNE T a{aE A Amazon Web Services BIE#R&] & Bl ERERS,
B IE RS

1. B FIHEhttps://console.aws.amazon.com/msk/ZRKF T FF Amazon MSK #2#|& ? Amazon Web
Services EE 24| A region=us-east-1#/home/,

FEEMEKD , BFF MSK Connect , AREEFIERESR.

%% Create connector (BI1EE#2R).

ERGYIRD | % mke-tutorial-plugin , RAFREET—F,
X FEZEREM , B A mkc-tutorial-connector,
FEERYIRS |, % mkc-tutorial-cluster,

T EERNERE BBy , INBREEFEUATED Z— :
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- Nix-ATET IPv4 MEET B IPv6 ({XZEHYFRER IPv4 IPv6 CIDR 52 RERBS
)

8. E#HINTEE , AFENEIEZESEEFRT.

TR0 X 19 8 e B 22 E 8288 Amazon Web Services XIBiFrE B RET. I, LT
APld | ff Amazon S3 FHEBEHRBRNEFERN B, <amzn-s3-demo-bucket-my-

tutorial>

connector.class=io.confluent.connect.s3.53SinkConnector
s3.region=us-east-1
format.class=io.confluent.connect.s3.format.json.JsonFormat
flush.size=1

schema.compatibility=NONE

tasks.max=2

topics=mkc-tutorial-topic
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
storage.class=io.confluent.connect.s3.storage.S3Storage
s3.bucket.name=<amzn-s3-demo-bucket-my-tutorial>
topics.dir=tutorial

9. HEWHEMERT , i%£# mkc-tutorial-role,

10. EBRT—F, ELZ2MTEHL , BRAOEET -5,

11. EHIU\J\EJ: ﬁj:*-r 50

12. ZEFHCENH L , EFENEES , RE R BB ERERS,
T—%

[ MSK & R IEHIE

B MSK &8 R IZHIE

FHZRD |, SRBIEREE 2R/ Apache Katka £ , AGEB#5 S3 FHBHERMERENEK
o

[B) MSK & KX H=E

1. EEFWEHI LR Apache Kafka %< bin X#HXH |, Bl —1EH client.properties HIX
XY ZXHBEUATRE,

B MSK S8 & 347 319
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security.protocol=SASL_SSL
sasl.mechanism=AWS_MSK_IAM

2. BITUTRSUBIREESAEREE. BootstrapBrokerStringBiNiz T £ — NS rIREBH
1=

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerString --producer.config client.properties --topic mkc-
tutorial-topic

3. WAFMMENEMES , RFHK Enter, EERTHRIRMAH=R, BRMWA—1TH1& Enter &Y,
ZATEN BIHAYHE B RIEFER Apache Kafka 58,

4. BTEHB#H Amazon S3 F#NE , EREBEL—FHREENEE,

TR

EERAFEERERR DI RIIES $1 2188 Apache Katka 58 | ERFEERIFEMNERE HZIHK
FEWESD , NTTRAZBR SR Amazon RS S Apache Katka £ HE R, EZERETURITRER
B, fINERSRECEAT BRZEEHTER, BXERIBERILE, REESIMNEERRREIRSE ,
HEXEHFEHIEBIERD , MBRSEESNUNERFPRIRE , FEXEHEREEIBIERERSE
.,

TERERTEERNEY, TEEFRESTEZSFEBMN Java LA (JVM ) #HiE. BNTEEFH
SKUE-HES , EESEATEKEFSTHRTERNRENTE, ESTEHERS , BTk
B3, FLEREHME , URHBEB AT RNBIEEE.,

T RRIERRER 320



Amazon Managed Streaming for Apache Kafka FERARER

Connector Architecture

I I
Connector Application |
Task1 ‘ Task 2 ‘ ‘ Task 3 ‘
Task 4
Worker 1 Worker 2 Worker 3
THREERAE

EESENEREFATIZERESHEEN TESBEURESNITEA R MSK Connect #£ Tk
(MCUs), 8/ MCU % 1 1 vCPU Wit E8E 0 4GB BIAF. MCU AEFESEIERFRFINERNF
X, MAREEFEANHERNTE,

MSK Connect T ERFEAZFERHENFMER IP thit, BN T EEFHERAETAEBENFNPH—
NP Hbit, BREREIRMLS CreateConnector B R FM B EEHH T AN IP it kEZEEEE
RE K AHEEHIHBHOEESN , TEAGKETRESKD.

BRo|@ERES , LTARUTRHRERN 2 —.

- BB - MREHEEEBNREER , FEABRUEN, BEERME
- THEEFHE,
« MCUs 8MNITEARK AR,

- BV - NMREEBHIBEERETMEE , REBELEETHNEEFESNAEAEER | FiERIE
o HEBRFEHABIBHERE , Amazon MSK Connect & A 5 EETIZTHN T/ESEHENZN
THEEENRER AN ERBESIEERNtasks . maxEE. MCUs

BE=HE :
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- PNERIERFHE.

« CPURAZRNEORARE s LFNERQT BB L , ZB2 A Cpultilization IEFHRHEE. H
EERRM Cpultilization BB @MY BB 2 LAY , MSK Connect &3 hNiE#2R P IZ1THY
THEREFHE, 3 Cpultilization EFMETE@SAER B 2 LAY , MSK Connect 2R 4 TETE
FHE, TEEFRNBETHRARSEUREESNEENRNINEABEZE,

* MCUs M ITEARNAR

EXIERFENEZEER |, i3 Hthe section called “ T fi# MSK Connect T/Ef2F", E T #H X MSK
Connect 1IEFrMIE LR |, F3 Hthe section called “¥4#E MSK Connect’s

B B XX i P 4% SR L

Amazon MSK Connect XiF#TEZSSH LM EER, FERANKNE | EBEEZES[TLUET IPv4
IPV6IEER B Mk, EEE |, IPV6 EBENENKRER (IPv4 + IPv6) TAIA , T%#F IPv6{XEX M,

AINBERT |, FEESRER IPv4 MERE, ZOIBNEMERBEWEES  FREEERET—TH
HRAY SERFAM, BFER , ERANKMEREGBERERT , A EABREMERE, BEEQMERX
B, SRR E R e R E R

Amazon MSK Connect ‘& X #F&id IPv6e fl IPv4A#1TIRSS APl KT RiERE, B H IPv6 EB#HIT
APl B A SEEFHAMERLKIET S, B3X MSK Connect RELXIETANESZER |, FSHET S
MSK Connect & imT1 KL FBL &l

158 P XX P 45 SR B Y SE RS A

ENEEREENEMERE 0 , FRAECIZEZSRMARREHNTE TREIE 7R MaRE
IPv6 F IPv4 CIDR k.

{58 I XX 4% P 4% SR B Y SE B SR T

* IPv6 X#F B BXEINKER (IPv4 + IPv6) THA , FRFRENKER (+) T A IPv6
o J3 AR AYIE RS AT LAEI Y E R ) MSK IPv4 H IPv6 Sink SREIE RS

« BIEEESRET R RN ERE- LR BRH ER OB EESR S e E AR ERE

o EERVBEIEER A TR ESI T IEIN R | T EE R T 0 B XNk M 4% R BUAY i SRR
« MREABKFREREEMERE , WA TEAERE , EEIJHRIAN IPv4-only

- NTHAERES , B EEMMEIRE- LM ERH Ef 0B ERER S e E NP HRE

it B XX ik R 48 3 U 322
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« ERAXKMEF L EHARA

Bl 32 E#EES
IR E T {afE A Amazon Web Services B4 & @2 E S,
55 A 0| 1% 388 Amazon Web Services B4 4

1. ¥ https://console.amazonaws.cn/msk/ ¥ FF Amazon MSK &l &
2. TEEMBEHE MSK Connect T, iERIEEES,

3. %$® Create connector (B 2iE1£E3).
4

B LU RERINEH ﬁmiiﬁﬁ:ﬂ%ﬁﬂﬁ EER A LUEABFNBEENEY. BXEENEHY
AR i | 28X LS B |, 1§25 fthe section called “BlE B E ViEH . BEHERF |, BRiRE
E—1MEFEANBENEH. Eﬁm)&?ﬁﬁ'—ﬁﬂi’%qﬂ BRI ZEFEANES  EPEANNERE , A
BiEBRT—%,

5. BWABMNMER (k)
6. EEREEVEEEIINEE.
7. HEEESBMZKRE , W RBIER L TIRTZ — ¢

« IPv4 ( BRIN ) - IPv4 (A TENEZE it
- Mx-ATET IPv4 FEESI B IPv6 (XZHEHNFMESR IPv4 IPv6 CIDR $HRKXERET S 7]
A )

8. IKEEESKE. ZEEREENHRESHEATECENIERESRELR, BR , K9S HEMAIE
EEEEAMNSE , 0 connector.class M tasks.max . LT & Confluent Amazon S3
Sink Connector B &L & R4l

connector.class=io.confluent.connect.s3.53SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1
s3.bucket.name=amzn-s3-demo-bucketflush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE
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9.

10.

11.

12.

13.

14.

BTk, BERNERESIFE, BUMLERMBSEERNCA®E . ESMENBIT B, BXxXAN
EIMME R |, 1§52 Fthe section called “ T fEEZRBE",

ERBATIEEFEERBEN THEFEE. AXCEZEBEENITHEFREENEES , 5 Hthe
section called “T f## MSK Connect TER&F",

BTR, BERSHITAR®. XMME MSK Connect ATAIBEN IAM B | %A G NEESRF
FipE S EAMazon B RATENFIER R, XENREURFIEZR[INZE, FXUNMeBitAGH
{E8. , H3[@the section called “TBIRZHMITAE,

“ET—F , E8Z2ER  RARBRERT %,

BEMENBZRICKED , RFEERT—%. BXHEHEICEKNEER |, 1§53 Hthe section called “H
F1EFK.

HERHUENE L K EFENEZSREE  REEFCERERKS.

EfEA MSK Connect AP| BIZiE#£35 , 1528 CreateConnector,

A UpdateConnector APl SSUEZBEEE. EXEZER , BZH the section called “E#TiE
B8

EATE RS

501

BB T WA fE A Amazon Web Services B4 A EHIMA MSK Connect EIEZBENEE.,

A EHEREER E Amazon Web Services B2 4 &

1.

2
3
4.
5

£ https://console.amazonaws.cn/msk/ T FF Amazon MSK &l &,
FEEMBHE MSK Connect T , EIREELR

R AR ERSR

R REEERIE,

EIEESBEE, BFEconnector.classEMA#1TE % UpdateConnector, BAT =2 Confluent
Amazon S3 Sink Connector Y EL & R4l

connector.class=io.confluent.connect.s3.5S3SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1
s3.bucket.name=amzn-s3-demo-bucketflush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
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format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE

6. EERER.
7. RlE, UTEEZSRAVRELT R P BERERN SRS

E £ A MSK Connect AP| EFTiEZESRMNELE , 12 UpdateConnector,

BRI

LT HRESEATUESES Amazon MSK Connect HIE R RE,

705 Amazon VPC IPs XY & Hi%E 5 Transit Gateway E&

MR EBFERM R A Amazon MSK Connect B9 Amazon VPC &% Transit Gateway , B~ Z2fF
EHEREENTHE CIDREEANNE VPC RIR IPs

+ “10.99.0.0/16”
+ “192.168.0.0/16"
+ “172.21.0.0/16”

B2 B E il

BHR—f Amazon &R , HPIENRBAENENEESREE, B AR XH (HEBE—

NEZN JAR XHH ZIP X ) L4123 S3 7 , AECERBEHNIEETHBNMLE. AIREES

i, EEEESLRE MSK Connect A FIZEESENENH. BUHSEEZEBENXRZ—XNZH : BN
—MNEH IR N RBNEER.

BXRMMATTREER[NBRES , BSH Apache Kafka X R EEERTT K ISR,

£/ Amazon Web Services B2 H| & SIEZHTE LiEH

1. £ https://console.amazonaws.cn/msk/ T FF Amazon MSK 2| &
2. HEEMBEHEH MSK Connect T , %% B E iE#H,
3. EERBEBENEH.
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4. EERE S3,

5. 1 S3 FME@IIKRT , BRI SHEMHHN JAR X ZIP XHHFHER.

6. EXNRIKRF , EPHEMHH JAR B ZIP IHEMNWERE , RAEEREE,

7. EEEBENEML

EfH MSK Connect API Bl BE X iE# , i5Z @ CreateCustomPlugin,

T f# MSK Connect T/ERRF

THEREFRIZITIERESRZBEN Java Bl (JVM ) #HiB, BN IEEFHFL2UE—AFS , XEFES
EHTEAEPSITHNTEFREN T, F5TEFERES , BLANENED. FLEHEHRED , U
REBMEATBROBEEE. IRIFEFSEIRNI THEEFRENTL , TRATY BREH
RRENHEMH. ee#TmiE , AEMFERRIERFEENES. Connect TEREFER
Apache Kafka #Y{ F 258 42 Sk 10 8 FN B # F15

MEEBWEZBBREERTCARESELMELT , WATBALE MSK Connect IRIBEEELEEN TR L
(ReBi BIERERFHRE, & , BAlECEZTEESZENBRU IEEFRE, BXEZER ,
&2 5 the section called “ T fRIEIZERE",

MSK Connect T/ EREFEA IP it

MSK Connect THERFEAZFIZBENFRDHN IP thit, BN THERFEHEARTFIBHN FRPEH —
NP #bit, BN RRIERMEL CreateConnector ERMFHFEZHM A A IP it LUK EEHIEER
B RHEEEBEIRMUERESN  HYNWI/EEFRE LK.

HKINTEEFEE

MSK Connect 2 A FTBIATERERFEE :

key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter

XENTHEEFEERK

MSK Connect 2 fBMIAN T ERFEHE, SE UL ERA T EESENEEN I HERFEE. AT
5&RAEHE X Amazon MSK Connect XA X N ITEEFEERMHNER.,

T & MSK Connect T{ER2F 326
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FRARER

« 2% key.converter f value.converter BN H4E,
« MSK Connect XL T producer. BLERE 1%,

producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.

acks

batch.size
buffer.memory
compression.type
enable.idempotence
key.serializer
linger.ms
max.request.size
metadata.max.age.ms
metadata.max.idle.ms
partitioner.class
reconnect.backoff.max.ms
reconnect.backoff.ms
request.timeout.ms
retry.backoff.ms
value.serializer

« MSK Connect X3 LLTF consumer. Bli&E& 1.

consumer.
consumer.
consumer.
.fetch.max.bytes
consumer.

consumer

consumer.
consumer.
consumer.

consumer

consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.

- XEFMAEHMTEL producer. 5 consumer.

allow.auto.create.topics
auto.offset.reset
check.crcs

fetch.max.wait.ms
fetch.min.bytes
heartbeat.interval.ms
key.deserializer

.max.partition.fetch.bytes

max.poll.interval.ms
max.poll.records
metadata.max.age.ms
partition.assignment.strategy
reconnect.backoff.max.ms
reconnect.backoff.ms
request.timeout.ms
retry.backoff.ms
session.timeout.ms
value.deserializer

BRI ANEERY , BUATEMERN,

XENITHEEFRERM
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FRARER

BXRIFEFEERMERERTHNESER

access.control.

admin.
admin.listeners.https.
client.

connect.

inter.worker.
internal.
listeners.https.
metrics.
metrics.context.

rest.

sasl.

security.

socket.

ssl.

topic.tracking.
worker.
bootstrap.servers
config.storage.topic
connections.max.idle.ms

connector.client.config.override.policy

group.id

listeners
metric.reporters
plugin.path
receive.buffer.bytes

response.http.headers.config
scheduled.rebalance.max.delay.ms

send.buffer.bytes
status.storage.topic

Configs,

SEBENTHEFEE

&S # Apache Kafka X#4H# Kafka Connect

LSRR E T A fE A Amazon Web Services B4 A tIZHEEN TEEFEE,

£/ Amazon Web Services B2 4|4 SIZBEEN THREFERE

1.

£ https://console.amazonaws.cn/msk/ 3T FF Amazon MSK 2 & &

EAENERE
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2. EEMBE®RH MSK Connect T, BT HERFEE.
ERETERFERE.

WMABMANIEER , ARERMEENENEHRENNE.
ERCERIHEFRE,

o bk~ ©

E# A MSK Connect API BIZ TEREFEE , 52 CreateWorkerConfiguration,

£ offset.storage.topic EEREERERE

ATRENEETHDEEARBEREIZEEREESRRE. MBFMHEER Kaftka Connect A3k
FREZESNEISEERBIAIBESR.

EREW
EERREESRFERN  FERUATILR.

- EEERBEHEEIE  BRUEMEESERBENTIERFEET of fset.storage. topic WEH
TEMEW Katka EFE Mo

- FREESERENEEETS, IRFREESNEETNEATREFBRER , IENREEETERXS
BEESRHNBEETINTA. RINBUESERGHIELIREUES.

- BENBRIADXE - BRT @I/ of fset.storage.topic REENIEFEES , BIETLL
NERBARSE#RETEEEN I XBE, APETENR AT XT,
- config.storage.topic : 1, FAIERE , ¥R ESXEHA
- offset.storage.topic : 25, AI@EI M offset.storage.partitions #{TEE
- status.storage.topic : 5, ABIIEMH status.storage.partitions #H{TEE

« FZHMIBRER — Amazon MSK Connect EBX BB EZR MBI Kafka EZAITER ( £
BEFMLL __amazon_msk_connect 7F3k ) . KMimMEIEHREZBFVIBEEEFEMBR , @H
WEBEB ( Hla of fset.storage.topic ) JAEEEBCRAESFH, BR , B LLFIHMIER
MSK Connect 8| RERNAITED, NIPEBILB _ amazon_msk_connect_<offsets|
status|configs>_connector_name_connector_id BxX& &

IEN K __amazon_msk_connect_<offsets|status|
configs>_connector_name_connector_id A FATFMIBRAZBERE, EF NMMIBRIEEZTHIERE
B EEFERANAIER,

 3J MSK Connect 8| ZHANBEBFEAEREN - IRESEEFARBEEITRBEE LR
WOEZSENRE , MAMAFEEREES HEESERNAEN. TUERITEEFEEXRIE

EEEERRY 329


https://docs.amazonaws.cn/MSKC/latest/mskc/API_CreateWorkerConfiguration.html

Amazon Managed Streaming for Apache Kafka FERARER

B offset.storage.topic B , MEFMEEN B DB S of fset.storage.topic,
HETRMNEZSECRAESHER, EEEESFEERERT KEE, MSK Connect FAFR
BEHEESIHRZE config.storage. topic M status.storage.topic. &XFE MSKC

PRI EZBNTFRVUNEXIEETH, BI12RE __amazon_msk_connect_<status|
configs>_connector_name_connector_id #%\NBzI@E , Rt E R BN T RIERESRIFLE
ZiENER

ERARANRBEFEER

ZRIANER T , Amazon MSK Connect &7 Kafka 58 L N R Q| BINE MNEESE

BR— N REFEEIE. MSK EAEEDERSE ARN ERINEEE . flm
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2,

A EENL RBFHEER

ERREZESCARRRBESY  SULUEABCERNRERBFEREIERAERINETE. BEERBRF
fif £ A AR B G T B @ IRE KRR 2 RS |, MEEBF AN LN EESFNHER—MRBMRER
HY,

EEERBEMEIE , BEVEBEES I EIEEFEER N offset.storage. topic BHIEM
—ME, MRESEFARBEHEETBRERLAENEESNFRR AT AT EESREESIHE
ESEMHENER. MREAUEEENRBEEER , WAMEETBEEPFF cleanup.policy RENR
compact,

(® Note

MREECNBBENB[DEESRNEETRBE#HEETE , BEZEBHAFERE , W MSK Connect &
BIBZEE, BR , ZXEBTF LA TEWEESFS |

mefEA Kafka £HASFEMCKERERFEESRRER. SMNERSBEESB2UE—
#E7 connect-{CONNECTOR_NAME} W, REFABAFE , BOENTMAEEHEE
CONNECTOR_NAME {ERVEL ZIW SR E RN LRI RBHLE,

Example : EERBE#EETBUCEAENENEEEHLIBFRIERESE

RIREE —NERIERHIR (CDC ) E#ER , AHLBETEKX CDC RANMUENER MESUELERR
BB, BTTEEMUNANEZREE B UMRERESR T ERARNBMEMERESR. EGFE
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HE2R1E CDC RAMMALFTF IR , BTN ETHFEFEETEE AEZSNREFREIE, ATSR
BRI SR ESS

1. EENEFBITENL , ETUTHSUEREERFRBEEHIENER. F
<bootstrapBrokerString> B AKENS|ISREFZFE, BXRIEISREFHENER
B , {2 M3KE Amazon MSK &/ 5| SR IE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --list --bootstrap-
server <bootstrapBrokerString>

UTHEERTAEERIENIIR , SFEMERANNIEER B, ERHROIG |, I

% CDC E#2REAH MSK Connect BIBZHNIIANRRZFRET. XHRERREFHEEIEEN
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2 WIRE,

__consumer_offsets

__amazon_msk_canary
__amazon_msk_connect_configs_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_status_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2

my-msk-topic-1

my-msk-topic-2

2. BILATMULITFF Amazon MSK ##| & : https://console.aws.amazon.com/msk/o

3. MEERIIRPEARENEER. EFHHARFEESREEFRNAT , LEETUNERTERH
5 BRI EMIERERSR.

4. ERFREEDS  BEERRR. RAEENFRAZRTHAEZRBN , UBEIARER.
5. ERESEZSNENEAENTHEFEE. AXUH , BEHBEEENTFEFKE

EIREFEREY VAR EZINFEREFHEIENEMEENLRLTUTEES
offset.storage.topic BB,

config.providers.secretManager.param.aws.region=eu-west-3
key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsManac
config.providers=secretManager
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offset.storage.topic=__amazon_msk_connect_offsets_my-mskc-
connector_12345678-09e7-4abc-8be8-c657f7e4ff32-2

/A Important
DR FE R IEE S B EEEFHR B .

EREL-—SHRENTHEFEECIRIMNEES. AXUHA , FSHLE EEES.

HiE  EAREREERFHRBEENIL

WRGIER T Al f6E A FHR B B 1R 2 5§ Amazon MSK Connect B BURE BAAERL, BLEBRERERF
ATCEEESIITEEFEEFTEETEMAIRAX , EEERTETN IEEFSTESITHNRER
WXLETE, XEAURLESENEMZAUBAXENERE. ROIPHEERMERZIFMN S Amazon
ecrets Manager, Amazon S3 # Systems Manager (SSM) RZREES . EFHR 2 H , BULUEFEE
MANERENRFSREBREENERINRE,

EREW

F MSK B B2 #2255 Amazon MSK Connect Bt & A , HFERLTEIM :

@ IAM BRSIT A EERERBRHAEFE SR,
c EIFEFEETENRERUEFRAEEERESFEETHNRI;,

- MRBFHRFBREEEEXIBE  NXLETRESHIEERESEBEP, Kafka Connect I RE
YHEEENLEFRNSEMEMBANENRR. ETHRESER , BSABLEZESE SR HAH
#,

« BIANBERT , HEEBFARERMAEFN , MSK Connect 2R FEH B iZiEES, EXAME
BITR , AEEESREED N config.action.reload Ei&EN none,

2 BE N EMHH EEE S3

EQBEENEY , BEAMITEN LETU TS msk-config-providersk 82 — NI EE 2R zip
X,
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FRALKIRE O Debezium ERNEZER[RCEBEN G

£/ Amazon CLI BAAE A F &R Amazon S3 EHBHNERNEBRAF SHETH R, BXTEM
RE Amazon CLI S & , 52 (Amazon Command Line Interface A1) FHY Amazon CLI A
7o BX% Amazon S3 # £ Amazon CLI 1§ 5. , i§ZHAmazon Command Line Interface A 7 15
B A Amazon S3 5 Amazon CLI BE&# A,

1. ELWEOR , EAATHTEIEXFPEE-NEAN custom-plugin B XHR,

mkdir custom-plugin && cd custom-plugin

2. AT SM Debezium M T HFRFIREMRAH MySQL Connector &

wget https://repol.maven.org/maven2/io/debezium/debezium-connectormysql/
2.2.0.Final/debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

FRUTESFTEN gzip XHREE custom-plugin X#4%H,

tar xzf debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

3. FEALUTHSTE MSK Bl BRERF zip X,

wget https://github.com/aws-samples/msk-config-providers/releases/download/r0.4.0/
msk-config-providers-0.4.0-with-dependencies.zip

FERUTESITEN zip XHREEE custom-plugin X#HXA,

unzip msk-config-providers-0.4.0-with-dependencies.zip

4. F[LARSTEHPH MSK BEERMEFFNEEEESZNANBREREEN custom-plugin.zip By
B,

zip -r ../custom-plugin.zip *

5. FXHLEE SILUMEESE,

aws s3 cp ../custom-plugin.zip s3:<S3_URI_BUCKET_LOCATION>

6. 7£ Amazon MSK 1#2#|&# MSK Connect 82T , B BENEH , ARERVNBBENNAHH
XY s3: < S3_URI_BUCKET_LOCATION > S3 M LLUERERIN L& B E XEH ZIP X,
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Amazon S3 » Buckets » msk-lab- BB plugins-bucket > debezium/

debezium/

Objects Properties

Objects (1)

Copy S3 URI

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions v H Create folder

‘ Q_ Find objects by prefix

Name A Type

B custom-plugin.zip zip

May 15, 2023, 22:43:47 (UTC-04:00)

v Size v Storage class v

55.2MB Standard

7. WFHEBGBF , WA debezium-custom-plugin, H#E | W AR HERGIEBENEH,

AmazonS3 > Buckets » msk-lab- INIEEB-plugins-bucket > debezium/

debezium/

Objects Properties

Objects (1)

Copy S3 URI

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions v H Create folder

[ Q Find objects by prefix

Name A Type

@ custom-plugin.zip zip

ATENRERFEESHANER

BAUENAT=ZARSHEESHE :

+ Secrets Manager
+ Systems Manager Parameter Store

+ S3 - Simple Storage Service

ERUTIRBRZ— , RIBEXRAIZRSRESHBMMERNERE

Configure in Secrets Manager
£ Secrets Manager R E ESH{E

1. 3TFF Secrets Manager #£&1& .

May 15, 2023, 22:43:47 (UTC-04:00)

v Size v Storage class v

55.2 MB Standard

g

8,
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2. BIEMBAREMKEIAEREH. BXUH , HS6 (Amazon Secrets Manager A F15R) #F
A9 8 Z Amazon Secrets Manager#4H.

3. E#HZEHAMN ARN,

4. FLT RO P Secrets Manager S RAMEIEBHRZMITAE, =6 ARN
arn:aws:secretsmanager:us-east-1:123456789012:secret:MySecret-1234 &
BAZAB ARN,

5. AITEERFEENEZRFEHA.

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": [

"arn:aws:secretsmanager:us-

east-1:123456789012:secxet:MySecret-1234"

]

6. ZEfEH Secrets Manager BLERHEF , BEFZ R 3 PRUAT/LITRBEFE THERFEEX
TAES :

# define name of config provider:
config.providers = secretsmanager
# provide implementation classes for secrets manager:

config.providers.secretsmanager.class =
com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider
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# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1

7. XTF Secrets Manager BLEREREF , FETR 4 PEFIEESFHEN AT JLITREE,

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
database.password=${secretsmanager:MSKAuroraDBCredentials:password}

BN LRSS REESEERMEF —EEM.

Configure in Systems Manager Parameter Store
£ Systems Manager Parameter Store H#i BS$H1{E

1. $TF Systems Manager &l &
2. TESMBEES , %£$F Parameter Store,

3. BIBREFMTE Systems Manager PS8, BXHEA , HSH (Amazon Systems
Manager F#/) i “8l2 Systems Manager % ( ##& ) 7

4. EHZHE ARN,

5 FUTRAIKEEHE Systems Manager XBRFMEIZH RS INITAE, <arn:aws:ssm:us-
east-1:123456789000:parameter/MyParameterName>E# RS ARN,

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"ssm:GetParameterHistory",
"ssm:GetParametersByPath",
"ssm:GetParameters",
"ssm:GetParameter"

]I

"Resource": "arn:aws:ssm:us-east-1:123456789000:parameter/

MyParametexrName"
}
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1

}

6. ZEEMA Parameter Store BLERMERF , BELSR 3 PRUAT/UITRBEF I TEEFEEX
AER

# define name of config provider:
config.providers = ssm
# provide implementation classes for parameter store:

config.providers.ssm.class =
com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.ssm.param.region = us-east-1

7. XF Parameter Store BLERMERF , FELR 5 PEHEZFEENUATILITRE,

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=
${ssm: :MSKBootstrapServerAddress}

BT ERRNMN S REE SR BRERFRSER,

Configure in Amazon S3
E17£ Amazon S3 objects/files R ITH E

1. 3TF Amazon S3 %5,

2. FXRREEER S3HNFEHE. XA , TSR ELEN R,
3. EFXRHE ARN,
4

FLAT REIZRBEHH Amazon S3 XN RIFEUNRAR MBI B RFZHITAE, FRHl ARN
arn:aws:s3:::<MY_S3_BUCKET/path/to/custom-plugin.zip> B¥#AFTRE ARN,

{
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<MY_S3 BUCKET/path/to/custom-

plugin.zip>"
}
]
}

5. EfFH Amazon S3 BERMER , HESE 3 PRUT/LITREBEHIZ TR RO E X AE
o

# define name of config provider:

config.providers = s3import
# provide implementation classes for S3:

config.providers.s3import.class =
com.amazonaws.kafka.config.providers.S3ImportConfigProvider

6. X T Amazon S3 BLERMKERF , BELEK 4 PRUTUITRBEHZEZREE,

#Example implementation for S3 object

database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename.jks}

BB ERRNMN S REE SR BREREFBSER,

EREREREEFBERANESUEBEN TFEFEE

1. 7£ Amazon MSK Connect 7 TR TERFEE.

2. RBRVBIERERFEE.

3. H'IRERFEEZM NAEFMA SourceDebeziumCustomConfig, “HiiR"RBiEEI,
4. BREFMENRUEEFESMEXIVEERS , ARTEMUI ITEEFEEXXRES,

5. UTRAEBE=ANRUBFNIEEFEERA
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key.converter=org.apache.kafka.connect.storage.StringConverter
key.converter.schemas.enable=false
value.converter=org.apache.kafka.connect.json.JsonConverter
value.converter.schemas.enable=false
offset.storage.topic=offsets_my_debezium_source_connector

# define names of config providers:
config.providers=secretsmanager, ssm,s3import
# provide implementation classes for each provider:

config.providers.secretsmanager.class =

com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider
config.providers.ssm.class =

com.amazonaws .kafka.config.providers.SsmParamStoreConfigProvider
config.providers.s3import.class =

com.amazonaws . kafka.config.providers.S3ImportConfigProvider

# configure a config provider (if it needs additional initialization), for example
you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1
config.providers.ssm.param.region = us-east-1

6. BEVBRIEEFEE

Bl E RS

1. RBOIEFTEZSF PO  CIRIIEESS.

WIRIBTE 227 F E45F S3 FEMEFH custom-plugin. zip XHER B E SUEHHI KR
BREFMENRAERFEFHEXNEEARE , AEFERGI THEEFEE FERP,
UTRABE=ARUEFNEZREE A

p 0D

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=${ssm: :MSKBootstrapServerAddress}

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
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database.password=${secretsmanager:MSKAuroraDBCredentials:password}

#Example implementation for Amazon S3 file/object
database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

5. R “FEHBEENERE", ARESourceDebeziumCustomConfighh “T B & T HIR P 1Tik
.

6. RROBEESFPHANERIRIATERE,

MSK Connect B9 IAM B & F1 5K B

AE D HEBBZEMND IAM REFNAE , UEEELEHNAmazonIMER Z 2 it B FMEE Amazon
MSK Connect, LA TREBDNME T %95 MSK Connect —REANBRSHITA® , BREEEZL IAM
BHBIEN MSK £ FTENEERMIMANRR, ZNHERME TR FI MSK Connect ZhEERY 5T
SRR ENEE IAM KB RE |, AR ZRS AN AmazonFEE R IFAEE,

FB

- THBRESHITAE®

« MSK Connect B IAM R B& 7= 4

s BSEERSEENERB

« AmazonMSK Connect B3t & F B

« {#/ MSK Connect BWIREHEXAE

TBEBRSHITAR®

® Note
Amazon MSK Connect A X ERARZHExACENRIRHITAR, BANCIELIMP RS
hiTEE, BEXUAGEBEN IAM ABHIHE | EFSR IAMABFRERFHNEIES LD
AmazonfR% ZE R R .

A MSK Connect B2k , BFEEEESZESEMAK Amazon Identity and Access
Management (IAM) B, ZHRFHITACLXMETUTEERR , LAE MSK Connect AT LA A%
A, BXRERBEPEH LTSRN , 35 the section called “B53BiEfRSIEERERA,
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JSON

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "kafkaconnect.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:kafkaconnect:us-
east-1:123456789012:connector/myConnector/abc12345-abcd-4444-a8b9-123456f513ed-2"

MREBRESEZIF—EFEHAN Amazon MSK E£8#EA IAM BHKIE | N A EHEZFINRSZHITA
EBRMUTHRER, BXAERERMN UUID LR A&k EZAYEE ARNs |, i5Z Hthe section
called “FRINEKBE IR,

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
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"arn:aws:kafka:us-east-1:000000000001:cluster/
testClusterName/300d0000-0000-0005-000f-00000000000b-1""
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/
myCluster/300a0000-0000-0003-000a-00000000000b-6/__amazon_msk_connect_read"

]
},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/
testCluster/300f0000-0000-0008-000d-00000000000m-7/__amazon_msk_connect_write"

]
}I
{

"Effect": "Allow",

"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"

]I

"Resource": [

"arn:aws:kafka:us-
east-1:123456789012:topic/testCluster/300f0000-0000-0008-000d-00000000000m-7/
__amazon_msk_connect_*"

]

}I

{
"Effect": "Allow",
"Action": [

"kafka-cluster:AltexrGroup",
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"kafka-cluster:DescribeGroup"
]I
"Resource": [

"arn:aws:kafka:us-
east-1:123456789012:group/testCluster/300d0000-0000-0005-000f-00000000000b-1/
__amazon_msk_connect_*",

"arn:aws:kafka:us-
east-1:123456789012:gxoup/testCluster/300d0000-0000-0005-000f-00000000000b-1/
connect-*"

RIBEZBFNEE | BAREEENRSHITACH AR BRI Amazon BRI PR K, 5

W, MRENEERFEN S3 FHEBRABE , URFHITAGXMEERTFEAZF#HRAZN
PREVINPBR KRG, HTFMHEH , BAUERAEP —NHIEE IAM policy R&ZF5E£ 15 R , Fiz0
arn:aws:iam::aws:policy/AmazonS3FullAccess, B2 , HFZ2ZE , RNBVUEFEAK
FEIRIEREE | RFEMNIERSE MAmazonRIZEIE SR E AAmazoniZ i 25,

MSK Connect B9 IAM 3K B 7451

EOFEERMAFRTFXNAAE MSK Connect ZhRERY ST T EIANER |, BT REEHMNEZA /B 1AM
y=h

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "MSKConnectFullAccess",

"Effect": "Allow",

"Action": [
"kafkaconnect:CreateConnector",
"kafkaconnect:DeleteConnector",
"kafkaconnect:DescribeConnectox",
"kafkaconnect:ListConnectors",
"kafkaconnect:UpdateConnectox",
"kafkaconnect:CreateCustomPlugin",
"kafkaconnect:DeleteCustomPlugin",
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"kafkaconnect:DescribeCustomPlugin",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:CreateWorkerConfiguration”,
"kafkaconnect:DeleteWorkerConfiguration”,
"kafkaconnect:DescribeWorkerConfiguration",
"kafkaconnect:ListWorkexConfigurations"

1,

"Resource": "*"

"Sid": "IAMPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::123456789012:x0le/MSKConnectServiceRole",

"Condition": {
"StringEquals": {

"jam:PassedToService": "kafkaconnect.amazonaws.com"

"Sid": "EC2NetworkAccess",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

"Sid": "MSKClusterAccess",

"Effect": "Allow",

"Action": [
"kafka:DescribeCluster",
"kafka:DescribeClustexrV2",
"kafka:GetBootstrapBrokexrs"

1,

"Resource": "arn:aws:kafka:us-east-1:123456789012:clustex/myCluster/"

REE R
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"Sid": "MSKLogGroupAccess",

"Effect": "Allow",

"Action": [

"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelLogGroups"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:/aws/msk-connect/*"

]

},
{

"Sid": "S3PluginAccess",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins",
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins/*"

]

}
]
}

Br3e s R S5 BB E R &

BARERER - M LZEMEE , DFEFERERITHIRN XA ARLIBEERESNRIVKAERNIT
ZRE, EPAmazon , BRFSEETRLSBRINBEFEE, — MRS ( WIUERS ) WS —TUR
% (FMBEMBERS ) B, TRRSREBRSEL, TR FAKRS , £RAENRUEEMER TZKRS
TNABRRXREE X S —NMEFNRFRHTRE. ABLEXMIER , Amazon R AT A B &R P
ARSHBENTE , MXLERSPHRS EATRTRIK S HH R R

RMNBWERRERBEPFER aws : SourceArn Ml aws:SourceAccount £/&HF L TXE |, LR
#l MSK Connect J EMRSZS RN EIRIF RN, 2R aws:SourceArn EFBEMKS, ID , Hl40
Amazon S3 771 ARN T EEMKF ID , BXAAEARNEREMH LT XVRRBEHINR, mRE
FALBRZGLELTXZBEMEIEKF ID B aws:SourceArn f& , Il aws:SourceAccount {E#
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aws:SourceArn EFMIKFER —REBEQAPFEAN , XNEAMEBNKF, ID, NMREBRFEFN—
NERBEEERSIHRIME*E , E#H aws: SourceArn, MRBHEAFZKFAPHNEAEESERS

ERIREEHRTE , HEH, aws:SourceAccount
3FF MSK Connect , aws : SourceArn BWEMXME MSK E1#E88,

R ERERBEREMNAERMER aws:SourceArn £R&H4 L TR R RN TR
ARN, MNRFHAEFRRNTE ARN , REEEEESNRR , HHN ARN RAHERTE
JBERF (* ) W aws:SourceArn £/ EFX&M4%, BN, arn:aws:kafkaconnect:us-
east-1:123456789012:connector/*RIABTERERI (HEFRILILE ) KFHESH
123456789012 Yk = BV FT B E £ 85

LATF RBER T 20 A MSK Connect /9 aws : SourceArn  aws:SourceAccount £ RB%&H

FTREFRASERERERE, AIRN123456789012F1E 885 B &M arn: aws: kafkaconnect:::

connector/ us-east-1, 123456789012 my-S3-Sink-Connector abcd1234-5678-90ab-
cdef-1234567890ab Amazon Web Services I

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": " kafkaconnect.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:kafkaconnect:us-

east-1:123456789012:connectoxr/my-S3-Sink-Connector/abcd1234-5678-90ab-
cdef-1234567890ab"
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AmazonMSK Connect B 3£ & 5 B&

AmazonEE R E R EMNEERIE I FBAMazon,. AmazonitBE R S ENIFZE N FHIE AN
IR, MEZRAIUHFBAIRAF, ANAGRSENE,

EiLE , AmazonEE R AET 2N EN B ERAFRFHRIENBENIR , AR el THFrEAmazonE
FEA. BINBESENRSETERARANE - EEAFIKH —DHDNR,

BT EERAMazonFEE R P E LR, tEAMazonEFHAMmazonIEERK P ENLWNE , ME
HAEMZRBAXBENMEZEREASN (AP, EMAE® ). AmazonRA TJAEEEIEHHN APl
A BRS AT LAfE A #TAmazon Web Services BRI AP 2 4E8T E #HAmazoniE & K1

BREZEELR , F5H (AM BFERE) HH Amazon FEEN K.

Amazonit B KB : Amazon MSKConnect ReadOnlyAccess
Lt R BE @ A P R 5 MR MSK Connect & IRFTE IR
B A LU AmazonMSKConnectReadOnlyAccess SREEHIINE] IAM B 17

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kafkaconnect:ListConnectors",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:ListWorkexConfigurations"
1,
"Resource": "*"
},
{

"Effect": "Allow",

"Action": [
"kafkaconnect:DescribeConnector"

]I

"Resource": [
"arn:aws:kafkaconnect:*:*:connectoxr/*"

1

Amazon¥t & K B 347


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Managed Streaming for Apache Kafka FERARER

},
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeCustomPlugin"
]I
"Resource": [
"arn:aws:kafkaconnect:*:*:custom-plugin/*"
]
}I
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeWorkexConfiguration"
1,
"Resource": [
"arn:aws:kafkaconnect: *:*:workex-configuration/*"
]
}

AmazoniT B KB : KafkaConnectServiceRolePolicy

L3R BE @ MSK Connect RSB FRIBZMEEH A AmazonMSKConnectManaged: true #RZERI M
FEOFAENNR, XLEMLZED ARG MSK Connect B33 M 415 8] Amazon VPC FEVEIR , Hlan
Apache Kafka S8, IREZEWEE,

& T E M N KafkaConnectServiceRolePolicy ZEI&EY IAM 354K, WERBEKMIINEIRRSZMEXAE |, A
MSK Connect R REHITRIE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"

1,
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"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/AmazonMSKConnectManaged": "true"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonMSKConnectManaged"
}
}
}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}
}
}I

{
"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
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"ec2:ResourceTag/AmazonMSKConnectManaged": "true"

MSK Connect 3fAmazonit & XN E

EEBZBSTRERIXLEERELE MSK Connect Amazon HEE R EFNFHEE,

B DU B

2021 £10 A 13 H
MSK Connect 31 7 R1E5EHE  MSK Connect E37 7 I & i#h

MSKConnectReadOnlyAccess
BUR |, BUH 73 EZRBERIR
#lo

2021 £ 9 A 14 H
MSK Connect Fr /g TIRERE X  MSK Connect FFIRIRERH

Amazonit & K& F i,

A8 MSK Connect BIREZHEx<AE

Amazon MSK Connect £/ Amazon Identity and Access Management (IAM) fRS <A, AR
RABRE —MIFEEN IAM AR , TEZEHEET MSK Connect, IREHEXAEH MSK Connect
BN, BFZRFAKEEAEMAMazon kRS FIENFTEXER,.

REHEXAERTILEERNMIZEE MSK Connect , RN BFRAF B RIFTENRE, MSK Connect EX
HESHEXAENNE , BRIESAEN , BN RE MSK Connect IARKAHE®, EXHWNRESIEE
FREEMNPRRRE | T BANPR KRB R EEM IR E M E A IAM SE4K,

BEXRIERSHEAACHWHMRSZWEER , BSRMEA IAM B Amazon BRSS HE K Service-Linked
Role ( RFZHEX*AE ) JIRERA Yes ( 2 ) MRS, EBRENERE  EFZRFVERSREABX
=
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Managed Streaming for Apache Kafka FERARER

MSK Connect Y BR %< & &1 R

MSK Connect % 3 AWSServiceRoleForKafkaConnect— F2 i & # MSK Connect X 3R &5 4]
IO RNRSHERAE,

AWSServiceRoleForKafkaConnect BRZ X B B{5Ekafkaconnect.amazonaws . comfRE KA &
ZAR,

BXZABEANNERENES , 153 the section called “KafkaConnectServiceRolePolicy”s

BYMEENR , £ IAM KK (AR, ARNAE ) 012, FEIMBRBRSIEKAG, BXESE
B, BEZHR (AM BAFERE) Bl RSKEABRIR,

#12Z MSK Connect RS HEX<A R

BEEFHUNERSKEAE®, YHIEIEAmazon Web Services B &IA . = Amazon AP| F 8 &%
85 rtAmazon CLI , MSK Connect 2@ Rh &8RS HEX AR,

MREMBRZRSKEAR K AREEBRCE  SuLlGEAMEREEKFHPERCELAR, L&
BIEIEHZZAT , MSK Connect IBX N EBIERSHEXAR,

Y% MSK Connect WIRSHX<A R

MSK Connect 21845 AWSServiceRoleForKafkaConnect FRSHX B, ERERSHEXAE
B, BNETEERACHEN , AATEEZHIAEIAZAG, T3 , B UFEA IAM REAGBH
WeH, BXEZER , 551 (IAM AFER) PHERERSKEKAR,

il E& MSK Connect WIRS <A

BA LA IAM #8414, Amazon CLIZ, Amazon APl FoiIBIREHExA®, RRITLIRE  BUM
S FMBRFTE MSK Connect i£3%88 , AEF e F iR iZAR, EXEZEER , H201 (AM AF
FEr)Y RHMBRIESHEXAE,

MSK Connect RS X AN Z XX

MSK Connect X B HEZRSAANAMBEXBEHEABRSHAXAG. BXESER , 55 HAmazonX
1A% S o

4 Amazon MSK Connect /5 Al EBxM 15 4]

WRIEH Amazon MSK Connect E#HBREEHRIEBRN |, BB WEERLLT Amazon Virtual
Private Cloud ( VPC ) i& &k 8 F1Z 5 R BR.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/rande.html
https://docs.amazonaws.cn/general/latest/gr/rande.html

Amazon Managed Streaming for Apache Kafka FERARER
- EALEFMEEERS.

« BB FRHRREHR VPC BN HE NAT WX NAT £6l, BXEZER |, 55 (Amazon
Virtual Private Cloud FAF¥ER)Y FHEH NAT 2&2 55 FMEZI BB M= EA4 VPC TTHE,

« RTENLEFME NAT FXSSEAHIRY HGRE

A Amazon MSK Connect 18 & NAT F>x

LTHRERIMAIRE NAT M , UERNEZSFERERMNIEE, ERAEFMPol@ERESR2 , &
MK LS IR,

RE NAT MXAY TR EREZ S

BRIESEBUTIE,

- BE£EXBM Amazon Virtual Private Cloud ( VPC ) ID, 130 vpc-123456ab.

« VPC HIFAE 7™ ID, #5140 subnet-a1b2c3de. subnet-f4g5nh6ij &, &AM EERAFAE FME EiERE
2o

NERERRE HEBRM A KSR
&R A BN

1. TFF Amazon Virtual Private Cloud ##|#& (https://console.aws.amazon.com/vpc/).

2. FERAEREBEMRIEN NAT WXBIZ—NMNEFW , 2T FM ID. BXFEMERA , FSHE
VPC ol F M,

3. BIEEEBRMMXUESEN VPC AIEEERMERE , 12 TMX ID, FEEBMMHNE VPC,
BXRUER , BHSEOEFAMINEBRMMNK,

4. MELE NAT W< , MEMREFRANEYALLE RSN AE FM. B2 NAT XAt , HiEF
ZHBEN AT FM, BXRHA , S FEOIE NAT Fx,

5. EERAR. SEALAEFRNEERTRITRUIRE. BNZEELE-1M5EH VPC B B3
BN EREAR, EUDRS , EFALEFREBHANEEK,

a. FALUTREESR VPC WEREBR , LELEFRERERBEERN NAT WX, BXii
Bl , &2 {Amazon Virtual Private Cloud BF{E®E) PMFEAKHBERE,
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_NAT_Instance.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html#Add_IGW_Attach_Gateway
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-creating
https://docs.amazonaws.cn/vpc/latest/userguide/WorkWithRouteTables.html
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FH MSKC BH*

J&
BMIRE

KB T
A MSK Connect /3 F B BX M 1 7] 49 3% B

R BR 37 2 RY 28 3t B R

(=}

BUE R % B REE — MR R R AR
X, UFEBZIRE, FlWEE MSKC,

WA= 0k = Rl

- B® : 0.0.0.0/0

- B¥R : &8 NAT W< ID, 0
nat-12a345bc6789efg1h,

- B®# : 10.0.0.0/16, WEFABESEMT
& , E4BURTE VPC /Y CIDR 3R,

o BFR: ARty

b. EREEBENHHKRFHUA , ABFNERKAR, SIBRN , E'EHREFZRFEA

ERERR

B

BRRE

RERHY T

73 MSK Connect /5 F EBX M 175 7] £Y 2% H

N &

o
"L‘i
||ﬂ|||1|

9 7S b 2% B

LA B SR B R R E WA F MR Bk, HlaeE MSKC,
c. FEAUTREERBENLE MSKC BHR,

=]
NF MSKC SAGGE#FHY H A HR  & F5
WA NAT MXBI 28 1

- BH : 0.0.0.0/0

- B BWEBRMMX ID, #lm0
igw-1a234bc5,

-« BRI : 10.0.0.0/16, WEARELSEMT
B, E4BURT & VPC 1 CIDR #t,

« BFR : ARy

iRE NAT W%
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T #RFAH DNS £HH

f&B) MSK Connect HEYFAH DNS EHEX#F , B UBREEERASELNBEHLEHE . IFHR
T VPC DHCP TS 5 ER DNS BRS5 27,

DHCP iz &ER —AMKEE , A/t VPC ## EC2 SKHIH TEBXY VPC MEH#1TEIE, 81 VPC #
B—EIA DHCP &TiE |, BMREHE VPC hHKHIFEATFEH DNS BRSB|[RATHBEN , M
A fEA Amazon R4H DNS RS8R , LA IR BE X DHCP i&TiE, ZH Amazon VPC F#Y
DHCP &I £,

EERRERA RS VPC DNS S#HTsR M P #2253 1T DNS Eifj/5 , F8E1E MSK Connect 1 & =%H
DNS f#4TRED/2hEE, EHEIRAREAE T VPC DHCP I E L H DNS fRS5 853 1T DNS 47,

EEFRARSEET M EEREERRB P ILTREMNENS, SNTERNTELRBTREXPENLH
AEENS , BEEEHMEFSMEHRER DNS RS R.

WMREEFE DNS |, BLEFILBCHEEE. BELENRE (HIWES VPC HH Secrets
Manager ) TT3E BRI BEBMAEFRTTEFER MSK iEi#85, ZEFALEMEATE DNS EHERERF/L
W ZERRER,

Bl EiE #2858/ VPC DHCP &I &

BlEEREERN | EESFLHIEAEH VPC DHCP EIEH E XK DNS fRS5ER. ELIEERERZ
Bl , ERE N EERRHN DNS EH B ENTEREE VPC DHCP T,

£ MSK Connect 124 3.H DNS EHL R haE 2 vl 6 2 E TS R 2 BTAY DNS #ATEE |
EERATEAE R

MRERAEBEEFEBFPHITALNFTETA DNS EHEEFT , ATERZRE , BiUEECIEERERS
B8 A K PP BV BRIA VPC., B 5% Amazon 28 DNS BR% 885, Amazon Route 53 Resolver By & %15
B |, %% (Amazon VPC AF1E®E) # A Amazon DNS 5525,

MBBEEMTFAE DNS B |, FHREQBIEER[ITEHEELN VPC Y DHCP ETEC EHE
B, BXEZEER , F5H (Amazon VPC AF¥Em) FHEH DHCP &I,

HECEFAH DNS EH A MEATH DHCP AT , {HHRIERERS A LUL F & E DHCP IEBEHEER/Y
HEX DNS fR58s. BN | EEERREIE KK,

BEX VPC DHCP & & fm , BE/E1E1Z VPC FEIZMEEZRNERAEEEIME P EERN DNS iR
2R MRECIREER[EEIVEIE | N ZEERHE/LD HARAFEREFWNIRE

T A% DNS EH& 354


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#AmazonDNS
https://docs.amazonaws.cn/vpc/latest/userguide/DHCPOptionSet.html
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FRARER

& VPC HJ DNS B &

BREZER (Amazon VPC BF1ER) K& VPC 8 DNS EM M DNS EHE PR EHEE VPC

DNS & 1%,

BRGE A L W U AT 2R i RO E A M BE#E E VPC UEREREESFNEER , B35 (Amazon
Route 53 FF x AR 16R) FHEEMT VPC 5ER ML 2 AR DNS &Eif,

A EEERRVERK

EF A5 DNS #ETHEXH ATRE

R

R DNS B EMRM , HETLENEERT
[l DNS fRs5238 , MI&E#EER 62 KM,

VI 225 0 2 R W A K R R [R) B Y 2 SR AE

BUCRER BT

MREBE NERESSEE CloudWatch B& |, ]
DX AT EEIE DNS &AM mMS

B EESRAIBR AW,

& DNS IRFEBREE | FHERMNIERESRT DNS
ARS5BREY R EE BT Ao

MREEEISITHIE R VPC DHCP &I &+
9 DNS RS 2RECE | ISR BEHERRAY DNS f##
MERAEESRM, MR DNS #TERK , FL&
EEBRES TRIHEARBWRE.

MREE NERESEAE CloudWatch B |, WA
DfExe AP EEIE DNS M Ei AN mMS
B EREES OB R,

AMNESNEHERUAEEEFREEE, W
REEREZXMER , BUUBRRXIBAANE
EERERKMNES , A LUER O ERSR

o

MSK Connect &£

A] £ F Amazon PrivateLink X#ZF#3#Z 0 VPC iw = , Bk Amazon VPC 5 Amazon MSK Connect 3
A APl 2 BIHNHREEFF Amazon M, 0O VPC im R AFAEEEEMM*x, NAT 8%, VPN EESR
Amazon Direct Connect 3%, BXEZELR |, 5 & Amazon MSK APls 5# 0 VPC & imT1 =B
SEA,

Fii& DNS Bt 355


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-hostnames
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resolver.html
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9 MSK Connect # 1T B FHid %

MSK Connect I ABE A AR T AIRE#ERN B EEH, tl@EESRN , BALUEEZTNHZNMATH
IL‘/\E*;.R .

« Amazon CloudWatch Logs 1&’3—11«7\?5;?%% MSK Connect IR XX E#ZBFAEEHNAETLA. &
KfAIBIEBSAMESR , 531 (CloudWatch Logs FAF#E™E) FHAIEBEA,

* Amazon S3 : RAILUEEHE MSK Connect [( LR IEEEZRR HSEHR S3 FE. ARl
S3 FEBMELR , 2 H (Amazon S3 AF#ERE) PMEIEFME,

« Amazon Data Firehose : A LA EFH L MSK Connect M E XX EEFZASEHNERR. BX
mABlZEmRNES , SR (Firehose AF#§R) # M Creating an Amazon Data Firehose

delivery stream,

ETHAEXRSBEARICENESELR , H25H (Amazon CloudWatch Logs AF#ER) B EAMNE
l]:b Amazon H&X #f'.l' H /u\lﬂ%o

MSK Connect 2 X HUA T KA B ESH -

&3 iR

INFO BRI XA BNBHZTHRES 4.

WARN BREFFEHIAHBNNETHRERE
/Ro

FATAL SHIRLIENFERIR,

ERROR FHMHNEIMBRMZTRREHE IR,

LAUF R %3%%] CloudWatch Logs #Y B EE 4R HI

[Worker-0bb8afa®b®1391c41] [2021-09-06 16:02:54,151] WARN [Producer
clientId=producer-1] Connection to node 1 (b-1.my-test-cluster.twwhtj.c2.kafka.us-

east-1.amazonaws.com/INTERNAL_IP) could not be established. Broker may not be
available. (org.apache.kafka.clients.NetworkClient:782)
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
https://docs.amazonaws.cn/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
https://docs.amazonaws.cn/firehose/latest/dev/basic-create.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
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PrlbiEREER B SR HIAMWE

@ Note

NRBAHRTHRBEEEENARE | IXEETESHIIEEREIBEP, Kafka Connect
FNAENWE EENLES X SEMEMEXEMEE,

MBEHIFEEFENBEEE LA | N Kafka Connect @MNEESS BE P RBZEENE. Hla,
LTEZBFAERE , RAEHN aws.secret.key X PASSWORD & | N EENE#HRN
[hidden].

2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] [2022-01-11
15:18:55,150] INFO SecretsManagerConfigProviderConfig values:
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.access.key =
my_access_key
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.region = us-east-1
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.secret.key
= [hidden]
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] secret.prefix
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] secret.ttl.ms
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b]
(com.github. jcustenborder.kafka.config.aws.SecretsManagerConfigProviderConfig:361)

300000

A IEERESFAEXHFENRER | HEFEARSER Kafka Connect A FEE
ConfigDef.Type.PASSWORD REXNBBEM. SEMHENXE ConfigDef.Type.PASSWORD
B} , Kafka Connect 25 EEMEESZ BEDHERR |, BMEZENBEXER KiEth—#,

1532 Amazon MSK Connect

BEX FR#E MSK Connect M H fth Amazon SRS RNATFEM, THMEFNME+T 2 EZE. Amazon
CloudWatch AJ3ERTHE &M Amazon BIR , AKRTE Amazon LiETH R ARF. &0 SAKRE R IR ER
Bir , QIZBEENHESTE , URIREBIRAEEENIEIRA R 15 E K B B 08 A &= A i
flgn | BATLLLE CloudWatch BRER CPU E AR FIEZEB[OVEHMIER , UEEFEMEMHEBTE, BX
EZEER |, 555 (Amazon CloudWatch FiFF1ER) o

ISR BMER AT APIRYE -

« DescribeConnectorOperation : W& ERRFHMIBRENIRES.
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https://kafka.apache.org/27/javadoc/org/apache/kafka/common/config/ConfigDef.Type.html#PASSWORD
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/

Amazon Managed Streaming for Apache Kafka

FRARER

« ListConnectorOperations : BRERUABIEE S LIETHER,

THRETT MSK Connect 7 ConnectorName 4 E T &XKi%4: CloudWatch B3§#R. MSK Connect 2R
INSEREX RN , TEFHNTEA, CloudWatch 2R BIX LR 15 N |, LUEE LG R RE
B, Bifih THREZSEARITER. A, ILRBERATHNESERENER , HEXZENRENK
EBHZHITERE, BXEZER , H5H (Amazon CloudWatch A FIEF) o

EREN
CpuUtilization
ErroredTaskCount

MemoryUtilization

RebalanceCompletedTotal

RebalanceTimeAvg

RebalanceTimeMax

RebalanceTimeSinceLast

RunningTaskCount

SinkConsumerByteRate

SinkRecordReadRate

EEPUN
REMAFH CPU EEB D L.
EHENESRE.

THERFRFIEEAFNES L , MANN
RYUBIEAFEAN Java BEWL (JVM ) H#R
%, VM BEFRRAERRERERS.

E it , JVM HE K/ ( MemoryUtilization ) @%
MRNHERNFIR | BHIEINEL 80-90% HY
RERAE, BEEESRIFEANFERAENT
£, JVM #ERAE RN,

b 3% 5% 25 52 B BY E 3T V18 58

EEFREENTE LR FEE (UAZYNR
Bly),

EEFREENTEH LERKKEE (UAZYNH
Bv),

B L 285 52 A BRI — IR E R P 1 AR AV B[R]
(RERRNEM) .

EESRPEREGITHNESHE,

EXBIE N AEE#R 280 , Kafka Connect 1
EHEWREAEEVERNTFEETE.

SF198# M Apache Kafka 5 Amazon MSK £
HIEBNIERBE.

4542 MSK Connect
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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EBIREW DU

SinkRecordSendRate FIEHEYMNER PR EHRER B iEEH
B, KBETETSHERNICFHE,

SourceRecordPollRate FHEVERTE W ICRBE.

SourceProducerByteRate X BIE R AE AR 2 Al , Kafka Connect 4E

AR EESVERNFEFZTH

SourceRecordWriteRate FHEEM MR P L HE A Apache Kafka 5§
Amazon MSK &K IZZIE.,

TaskStartupAttemptsTotal EERCEENESEHER. BRLAEAKE
BRRIRBNESEHEHPHNRERR.

TaskStartupSuccessPercentage EEERNBHEISHEEE s K. BALUER
HERKRNESEHZHFPNFERR.

WorkerCount EEERPETNIEEFRRE.

BytesInPerSec f& 4 ZE Kafka Connect 3R A T LERFZEE
B TBEFZ T

BytesOutPerSec M Kafka Connect 2R &% AT THERERF ZE
BEANTHEFTH.

% E Amazon MSK Connect ‘&R R4l

AFEE—LRE , ATEBIEIZE Amazon MSK Connect &R , HlINE WK = HiEEsNE BRM
BFo

£l

- %E Amazon S3 EIKESIEESR

« A MSK Connect & & EventBridge Kafka K& E 25

- FRAFEERERMHERERH Debezium RiEESR

ayt]| 359



Amazon Managed Streaming for Apache Kafka FERARER

% & Amazon S3 EUNESE RS

1tk 45115 BA 2n4a] 5 A Confluent Amazon S3 ##UX 85 E 323 #17£ MSK Conn Amazon CLI ect AR 6%
Amazon S3 EINESIE#ERS,

1. EFLAT JSON HHEMMBFX4H ., FENFFZRFESRNES Amazon MSK £ 5| SRS
BREEFHBRUREHNFRNZEABENNAE, IDsEXIMIRERSZSHITACHESR , BS
% the section called “IAM B &KL,

{
"connectorConfiguration": {
"connector.class": "io.confluent.connect.s3.S3SinkConnector",
"s3.region": "us-east-1",
"format.class": "io.confluent.connect.s3.format.json.JsonFormat",
"flush.size": "1",
"schema.compatibility": "NONE",
"topics": "my-test-topic",
"tasks.max": "2",

"partitioner.class":
"io.confluent.connect.storage.partitioner.DefaultPartitioner",

"storage.class": "io.confluent.connect.s3.storage.S3Storage",
"s3.bucket.name": "amzn-s3-demo-bucket"

1,

"connectorName": "example-S3-sink-connector",

"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,

"securityGroups": ["<cluster-security-group-id>"]

},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 4

}I

iZ B Amazon S3 #EUNESE RS 360


https://www.confluent.io/hub/confluentinc/kafka-connect-s3
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"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-a-role-that-msk-connect-can-assume>",
"plugins": [
{
"customPlugin": {
"customPluginArn": "<arn-of-custom-plugin-that-contains-connector-
code>",
"revision": 1
}
}
1,

"kafkaClusterEncryptionInTransit": {"encryptionType": "PLAINTEXT"},
"kafkaClusterClientAuthentication": {"authenticationType": "NONE"}
}

2. HEE—SHRE JSON XHH X 4K Fiz1TLLTTAmazon CLIGE R o

aws kafkaconnect create-connector --cli-input-json file://connector-info.json

LT REERYIETw S RIREHE LR

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
S3-sink-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-S3-sink-connector"

9 MSK Connect & & EventBridge Kafka /K &£ £33

AEBEIERE RIS MSK Connect i & EventBridge Kafka IS #285, WWEEBRATFENEH
M MSK &8 £i%x % EventBridge B B4, REBNACIRFTE T RMNE B IEZEFLASEI Kafka
EventBridge 2 [BIH B BRI T 7=

£

- EREH

. i%& MSK Connect FTEH &R
- BIEIERSE

b Kafka &i%&EE

% & EventBridge Kafka K fEiE 55 361


https://github.com/awslabs/eventbridge-kafka-connector
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-event-bus.html

Amazon Managed Streaming for Apache Kafka FERARER
FoRFH
HBEESF A, FRREGUATRIR

« Amazon MSK &£& : AT A MFEA Kafka JHEHEZN MSK £,
« Amazon EventBridge j&3) 5.4 : A FIEWK A Katka TENEHNEHMEE%,. EventBridge
- IAM A€ : 8I2EHF MSK Connect #iE# EventBridge 25 FFEXRHY IAM A,

« JE3 MSK Connect I MSK &£&# VPC M EventBridge S22 # VPC ## 04T K iR A
HEBWN, XEWTREEZEZFBAREEN , MAEE NAT WX,
« AT RIBEZAM Kafka KiXi2FEME F #1858 Amazon CloudShell , EC2 i1 Amazon S£HI,

%8 MSK Connect FTER &R

NIEERVE IAM A6 , RAECIEIEESE, BIETLIEI2E EventBridge MNIRFFE XK E R EHEEN
Kafka EventBridge =4,

F&
- EEHENIAM AR
« £ AEH4H EventBridge #NI

EESRN IAM A6

BEEZESBRXEKN IAM BEXMER ATFRHERESZHHPUtEventsiX R EventBridge. BAT 1AM %
B RPITRT TEAN example-event-bus WEHELRESHINRE. BHEFUTROAIPHEIR
ARN BN EHELH ARN,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"events:PutEvents"
1,
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/example-event-
bus"

% & EventBridge Kafka /k{&iE 288 362


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-related-service-vpc.html
https://www.amazonaws.cn/cloudshell/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-permissions-reference.html

Amazon Managed Streaming for Apache Kafka FERARER

}
1
}

AN | EAMAERERERD IAM ABIE AT EERRK.

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"

3,

"Action": "sts:AssumeRole"

f& AE4#Y EventBridge N

ALBIRERAESHESHBENE (HMASHERS ) AERNAN, ERASHERN , IUEXEAS
HimEing , AREBLESHNMRBIEAN  RAENS4BRBEEEF. ATEHEX RIS AIE
BEH LS5 Kafka SHMEMTE, EventBridge

{
"detail": {
"topic": ["msk-eventbridge-tutorial"]
}
}

LA & EventBridge £/ Kafka #2812 M Kafka KIEEIHEHH =B,

{
"version": "Q",
"id": "dbclc73a-c51d-0c@e-ca6l-ab9278974c57",
"account": "123456789012",
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"time": "2025-03-26T10:15:00Z2",

"region": "us-east-1",
"detail-type": "msk-eventbridge-tutorial",
"source": "kafka-connect.msk-eventbridge-tutorial",
"resources": [],
"detail": {

"topic": "msk-eventbridge-tutorial",

"partition": 0,

"offset": O,

"timestamp": 1742984100000,

"timestampType": "CreateTime",

"headers": [1,
"key": "order-1",

"value": {
"orderItems": [
"item-1",
"item-2"
1,
"orderCreatedTime": "Wed Mar 26 10:15:00 UTC 2@25"
}
}
}

£ EventBridge ##l& % , FRALKRAIBERNESHEL LIEMANHIEEBFR , Sl CloudWatch A&
‘4, EventBridge #ZHAFF B3R CloudWatch A AR E X B/ 5 R KA,

BIEEREER

ET—%d | SN ERRENIEE EventBridge Kafka ZULESEEE5, Amazon Web Services B
A

£l

S| THEES

« £, 2 : 8l Amazon S3 FAEHE

« B 3 : £ MSK Connect F 8| 2 &4
- ST 4 BIEEESR
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S FTEIERERS

M Ka EventBridge fka EventBridge £ #8589 GitHub Mx 7T [ T 8 SR #THVIE 25 IKES JAR,
flan , ETREHRMRAK v1.4.1 , iHEE JAR X #4451 kafka-eventbridge-sink-with-
dependencies.jar A T&EiEESRE., RE , FXHREITEN LV EENE,

SR 2 : 82 Amazon S3 Z(51H

1. B JAR XHFf#ETE Amazon S3 HELATF MSK Connect , i&¥] FFAmazon Web Services B2 12
#H A , ARFEEFE Amazon S3,

2. 7£ Amazon S3 EHIAF |, EECEFER , WA —FEEEM. W amzn-s3-demo-

bucketl-eb-connector,

71 Amazon S3 FERERSENXE., BREIF MSK SEF/XEMATE,
NTE#HBRE  FRERANLEEIREZFTERE,

gzl ke RERE Y N

& JAR X L& E] Amazon S3 F&#ETF,

o o bk~ w

%% 3 : £ MSK Connect R #IZ2#EH#4

—

$TF Amazon Web Services B2 H A , ARESME MSK Connect,
EEMSMERS , ERAENEHL

ERECBEG , ARMARYHSEF. 1 eventbridge-sink-plugin,
NFBEMEHLE , B/ S3 R URL.

NIRRT IE R

TR B,

o o &~ W BN

BIRFEGE , B LAEH B E MSK Connect # it B F1EZBE EventBridge Kafka 155,
SR 4 BIBEES

FEOIEEESCE , BWCIRFTEN Katka TBLUBRIEESREIR, EAETE , BFEAEFRITE
Mo

1. E MSK ZHANEMERD , RFEZS  ASRFNEERES.

2. HEHEHFHIRD | %8 eventbridge-sink-plugin , REEET—%,

3. X FEESFREN , B A EventBridgeSink,

% & EventBridge Kafka /k{&iE 288 365


https://github.com/awslabs/eventbridge-kafka-connector/releases

Amazon Managed Streaming for Apache Kafka FERARER
4. TEEFI|IRD , EF MSK &5,
5. SHIUTEESRHRE , ANEMEIEESFEEFRTP

BEFESRUTEETHN SN,

o R MSK E&EMHRIAHEERRN , 5 aws.eventbridge.endpoint.uri MR,

o WMREHEMA PrivateLink Z2 M MSK #$#£Z EventBridge , i5ff/Ehttps://HEK DNS %
B R Bz aitl2H ( 7k ) VPC EDOLIHT MY EventBridge IE#FAE DNS &5,

s FUTEEHRH EventBridge B 5.4k ARN B NEHELH ARN,
- EFEMHEXENE,

"connector.class":
"software.amazon.event.kafkaconnector.EventBridgeSinkConnector",

"aws.eventbridge.connector.id": "msk-eventbridge-tutorial",

"topics": "msk-eventbridge-tutorial",

"tasks.max": "1",

"aws.eventbridge.endpoint.uri": "https://events.us-east-1.amazonaws.com",

"aws.eventbridge.eventbus.arn": "arn:aws:events:us-east-1:123456789012:event-bus/
example-event-bus",

"value.converter.schemas.enable": "false",

"value.converter": "org.apache.kafka.connect.json.JsonConverter",

"aws.eventbridge.region": "us-east-1",

"auto.offset.reset": "earliest",

"key.converter": "org.apache.kafka.connect.storage.StringConverter"

BXEERLENEZEE , ES Neventbridge-kafka-connectors

MEZFE , FERTEERFNEIERWEE. BINEBUNTHIRPEAZHTA (#E ) W
Apache Kafka Connect fR4x, EHRINRET , FAZHAEN AR, BNEBWEABE jJHb :
LASEI A CloudWatch XL%H*DMFE?JFF%O BREEZZARAMALEIRE , SIS, AR5, 3
BERASSEHREEASITRES

[0 Kafka KIEHE

Al {# A Kafka Connect F124H value.converter i & , AT LLER A key. converter i%&
RIEETENERES  WNMEEHE 4R , 6§20 Apache Avro 1 JSON,
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wfEA org.apache.kafka.connect. json.JsonConverter #£5 value converter Fi/R , &
FEFBAFH connector example BLE A JSON RIBAGES ., HEERL T 2T REN , NEF KT
EHLE msk-eventbridge-tutorial Kafka EB&X Ko

FHATERERMEREFHN Debezium JRiEEERS

W RBIER T 2R Debezium MySQL E#Z 2R 4537 A MySQL #9 Amazon Aurora BIEE —i2
BEFRR, EHRHIS | BIEIRE T IR Amazon Secrets Manager & 12472 % &KX Amazon
Secrets Manager PV BBEZIEHTAI. ETHEXEERUEFNESERE  BSHREE &
FE B RHEFEHRBERN.

/A Important
Debezium MySQL EZSFA M N EZFE—TES , T H Amazon MSK Connect WEZIY H# A
ERN, BNZANFERAMERERR , HEEESEEP N workerCount i8R 1, ET
fEE X MSK Connect REBRXNEZER , B W T HEESRAE,

5 Debezium JRIEHERN TR IAREMH

W E R XIS LR BN | X T S 885 tlAmazon Secrets Manager& 2 AR BRFH TR E
Amazon Virtual Private Cloud. AT SRAFBETRUATES B A EBEMIGME,

- REFEE NAT M HERERAE VPC FEBERMKHLE T,
- SIEFAETFRAEEDE NAT MR ERIAEH,
BEXEZER |, 5 F Amazon MSK Connect 5 A EE M if ],

FRFM
HEERABEBRMpEZE , £FEUTHE :

- BENER KB Amazon Virtual Private Cloud (VPC) B9 ID, 4130 vpc-123456ab.

« & 1Ds B9 VPC HIFAE M, B4 subnet-alb2c3de, subnet-f4g5h6ij &, EAMERTE TFWE
EiEESR

NIEERR B A EBRM A

1. $TFAmazon Virtual Private Cloud$#2#l& , Pt https://console.aws.amazon.com/vpc/e
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2.

£ A HRE B I B NAT MR BZ—MRBFR , A2 TFM ID. AXFANEA , FSHE
VPC H ol F M,

Bl BB Mk AEER VPC AIAEEEMIERE , F12 TMX ID. REBMMXHNE VPC,
BRUH |, FS 50 H 0 BB M X

BB NAT WX, ERE TR ENATRGREH LT FM. 63 NAT RXxE |, HkE
ZHENAEFM, AXUA , BSHELIE NAT WX,

BERMK. BEHMAERNMBEHRTIETHLRE, BNZELE—MN5EHN VPC B/ E3)
VBN ERBER, EUPITRF , EFNLEFRNOIRFTIANEHK,

a. FALUTIREMENR VPC WERARX , LELETFRERERBATEN NAT FX, BXiR
B , i§3 % {Amazon Virtual Private Cloud AR PR AKEBE R,

8 MSKC &
J& (=]
BWRE BIUEN LB B RIEE —MER R B TR
£, BEBEIRAIE, FlIMFAE MSKC,
FKERHYF X b<N: bR

A MSK Connect /8 F BB 17 7] By 3% B « BH#t : 0.0.0.0/0

- BFR : B8 NAT < ID. i
nat-12a345bc6789efg1h,

R0 E A A< #b 3% H - HHH : 10.0.0.0/16, WETRELEMF
@, E4BURT & VPC 1 CIDR .
- BR : ity
b. RECEBEUKAXPNIHEE K ALOEFREERAR, SIERN  EEHHREZRPEA
HRMEBF , BB RIRBZR EWAN TR KB, fHlinsE MSKC,
c. FAUTEREERESLN A MSKC BH%.

B |
BMIRE N MSKC UG R E AR B 7R
KERHYF X WA NAT MBI 28 1
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o

J& ]

A MSK Connect /3 F B BX M 1/ (7] 49 3% B « BH#t : 0.0.0.0/0

- B BNEEBRMMx ID, Hlzn
igw-1a234bc5,

PR BB 2 AY S itb 3% FH - By : 10.0.0.0/16, LLEFEELBFRT
& , E4BURTE VPC /Y CIDR 3R,

o BFR: Ay

, IBEBAZH Amazon MSK Connect /5 ABEBMIGRE |, ATLABIEERESE T,

B2 Debezium JRiEHEES

iACEES]y

487 tn{Al 812 Debezium JRiEIERS,

1. SIEBAENEMN

a.

M Debezium R 35 T MySQL EZBRFBEHFHRHIBERITR. 18 FE T Debezium K17
AR (RRAS 2.x RIAM 1.x B3 ) . BEHEFNEEES , £FRIFEMN Debezium iR 0IE
BERERR,

T H B ES Amazon Secrets Manager Bl B iR EEF
FUTHEEXHHRER—NEFRFP :

+ debezium-connector-mysql X#X
« jcusten-border-kafka-config-provider-aws-0.1.1 3X#4%

FREL—SHRIBNERESRN ZIP X, REFZ ZIP X4 %% S3 FiE, BXxit
B , 1§25 (Amazon S3 AF1ERE) FM LEN R,

SHILLT JSON H G ERMBI X, Fli debezium-source-custom-

plugin.json. <example-custom-plugin-name>EiNERENHEHEI. <amzn-
s3-demo-bucket-arn>_Lt{E ZIP X#H Amazon S3 &MY ARN A Kk <file-key-of-
ZIP-object>L4&%| S3 #Y ZIP KM XHZEH.

"name": "<example-custom-plugin-name>",
"contentType": "ZIP",
"location": {
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"s3Location": {
"bucketArn": "<amzn-s3-demo-bucket-arn>",
"fileKey": "<file-key-of-ZIP-object>"

}

f.  MRTE JSON XHH X HFFHZEITLLTFAmazon CLIGE SR AIZBRFHH,

aws kafkaconnect create-custom-plugin --cli-input-json file://<debezium-source-
custom-plugin. json>

IERZ AT LA BIR LT AT ROIA Sl E AR

"CustomPluginArn": "arn:aws:kafkaconnect:us-east-1:012345678901:custom-
plugin/example-custom-plugin-name/abcd1234-a@b0-1234-c1-12345678abcd-1",

"CustomPluginState": "CREATING",

"Name": "example-custom-plugin-name",

"Revision": 1

}

g BITUTHSURERHRE. RASBM CREATING Bk ACTIVE, ¥ ARN S EFE#RN
B £ -SSR HPIREN ARN,

aws kafkaconnect describe-custom-plugin --custom-plugin-arn "<arn-of-your-
custom-plugin>"

2. NIBHBIEEZIULE BAmazon Secrets Manager#l 82 %47

a. ITF Secrets Manager ##|& , Wit R https://console.aws.amazon.com/secretsmanager/o

b. BIEFMBHARFEENBIEEZREILE. AXHA , 2 (Amazon Secrets Manager F /2
BB FHAIEZEH,

c. EHIEEAM ARN,
d. AT RAIKEREFH Secrets Manager fRXBRFMBNIEH THRSHITA

B, <arn:aws:secretsmanager:us-
east-1:123456789000:secret:MySecret-1234>&# N IR ZR4AH ARN,
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

]I

"Resouxce": [

"arn:aws:secretsmanager:us-

east-1:123456789012:secret:MySecret-1234"

]

BRIALR IAM R IHEER | iS5 (IAM AP 1ERE) PR INAMIER IAM B4 1R,
3. HFASEERHEFEXNEEVEEENIEEFERE

a. PUTIEEFRERMEFEXHDR , REVFFHFRERNELENGEIIRNNE,
E 7 A% S Amazon ecrets Manager Config Provider WEiEB 4N EZEL | 5
¥ SecretsManagerConfigProviderif B9 384

key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsV
config.providers=secretManager
config.providers.secretManager.param.aws.region=<us-east-1>

b. ZE{TEA FAmazon CLITTSREIBEMWBE X TIERSEE.,
BHRUTHE

« <my-worker-config-name>-$f BEN TIERREL B M IHR MR
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« <encoded-properties-file-content-string>-1&7E L —5HhE#HIMN &SR EHEHN
E T base64 wmiBIRA

aws kafkaconnect create-worker-configuration --name <my-worker-config-name> --
properties-file-content <encoded-properties-file-content-string>

4. BlEEEER

a. Z%/5 Debezium MRA ( 2.x 2 1.x ) XN BAEAT JSON |, HFEIMWERFXH4F, &
<placeholder> ZHBEZHMANSLNZEFTNNAIE. BXUNMARERSHITARHNEES
&2 the section called “IAM B &KL,

BEE , ZEEBEMFEREN ${secretManager:MySecret-1234:dbusername} ZFE M
EMARBEKRIEEREESIL, fF MySecret-1234 BN ZAEH , RAEMALEER
RENWFRHEBM. BIEXLIN <arn-of-config-provider-worker-configuration> &
BANEBENLTERFEERN ARN,

Debezium 2.x

3 F Debezium 2.x ixA , IHEFIT JSON HFHEMMWEBFH X4+, &
<placeholder> FRBERNEENHZX NE.

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",
"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",
"database.include.list": "<list-of-databases-hosted-by-specified-server>",
"topic.prefix": "<logical-name-of-database-server>",
"schema.history.internal.kafka.topic": "<kafka-topic-used-by-debezium-to-
track-schema-changes>",
"schema.history.internal.kafka.bootstrap.servers": "<cluster-bootstrap-
servers-string>",
"schema.history.internal.consumer.security.protocol": "SASL_SSL",
"schema.history.internal.consumer.sasl.mechanism": "AWS_MSK_IAM",

"schema.history.internal.consumer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
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"schema.history.internal.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandler",
"schema.history.internal.producer.security.protocol"”: "SASL_SSL",
"schema.history.internal.producer.sasl.mechanism": "AWS_MSK_IAM",
"schema.history.internal.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"schema.history.internal.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandler",
"include.schema.changes": "true"
I
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
I
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}

I

"kafkaConnectVersion": "2.7.1",

"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",

"plugins": [{

"customPlugin": {

"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
1,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"

I
"kafkaClusterClientAuthentication": {

{# A Debezium JRiE#EES
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}

}

"authenticationType": "IAM"

’

"workerConfiguration": {

}

"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",

"revision

Debezium 1.x

1

3 F Debezium 1.x A , FHEHISLT JSON H G EREMEBIFXHF, F
<placeholder> FRBERN EENHZX NE.

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",
"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",
"database.server.name": "<logical-name-of-database-server>",
"database.include.list": "<list-of-databases-hosted-by-specified-server>",
"database.history.kafka.topic": "<kafka-topic-used-by-debezium-to-track-
schema-changes>",
"database.history.kafka.bootstrap.servers": "<cluster-bootstrap-servers-
string>",
"database.history.consumer.security.protocol": "SASL_SSL",
"database.history.consumer.sasl.mechanism": "AWS_MSK_IAM",
"database.history.consumer.sasl.jaas.config":

"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"database.history.producer.security.protocol": "SASL_SSL",
"database.history.producer.sasl.mechanism": "AWS_MSK_IAM",
"database.history.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",

"database.history.producer.sasl.client.callback.handler

.class":

"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"include.schema.changes": "true"

+

"connectorName": "example-Debezium-source-connector",
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"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}

},

"kafkaConnectVersion": "2.7.1",

"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-

connect-can-assume>",

"plugins": [{
"customPlugin": {
"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
3,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"

iy
"kafkaClusterClientAuthentication": {

"authenticationType": "IAM"

1,

"workerConfiguration": {
"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1

}

}

b. ELE—SHR%E JSON XHHXHFKFiz1TLLTFAmazon CLIGE T o
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aws kafkaconnect create-connector --cli-input-json file://connector-info.json

LT REERIZEITow RIRE/ =6l

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/
example-Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-Debezium-source-connector"

E#H Debezium EERFEE

EEH Debezium EHEREE , FHITUTIR -

1. EHIET JSON HFEMMEEIF X HH, FF <placeholder> ZHFHEEHRN SENZRXT R
=8

"connectorArn": <connector_arn>,
"connectorConfiguration": <new_configuration_in_json>,
"currentVersion": <current_version>

2. HEE—SHRE JSON XHH 4K Fiz1TLL T Amazon CLIGE & o

aws kafkaconnect update-connector --cli-input-json file://connector-info.json

LT REERYIZETwS R H =6,

{
"connectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",
"connectorOperationArn": "arn:aws:kafkaconnect:us-

east-1:123450006789:connector-operation/example-Debezium-source-connector/abcl12345-
abcd-4444-a8b9-123456f513ed-2/41b6ad56-3184-479b-850a-a8bedd5a02f3",
"connectorState": "UPDATING"
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3. B, TETUAT o RERRENLIPRE

aws kafkaconnect describe-connector-operation --connector-operation-arn
<operation_arn>

BXEBEFMALSERE Debezium iEESR A , S H Introducing Amazon MSK Connect - Stream
Data to and from Your Apache Kafka Clusters Using Managed Connectors,

E#ZE) Amazon MSK Connect

KT N A WEFF Apache Kafka & #2285 B A2 71X % E Amazon Managed Streaming for Apache
Kafka Connect ( Amazon MSK Connect ) » EiF4 7 T % Z| Amazon MSK Connect WiF4t , 5
5277,

EFEENET Kafka Connect 1 Amazon MSK Connect FARSEETT , HANETEBRIMZEK
EEESRNTE,

7 fi# Kafka Connect AR E T

ErHXEX TEI1TH Apache Kafka Connect N AR E A Katka EFHPHI A S =T A K B TR
FHERS. LTE5HT Kafka Connect NARFHAIBEBHEN NHNEEE :

- BEEFA , B config.storage.topic IEE

EBREXEF |, Kafka Connect Z A F BRI B EESNISNEE, SXAFR EMNEESIN
BlEREESEREFOENR (HlH , ERBFPENMNBCUUBHESZES ) |, oot FTLAE —%
K, WEBBRATES , ATHAREEF N ENERFRS.

- WBEEXH , B offset.storage.topic IEE

ERBETEF , Kafka Connect i RIEZBNRBE, SHREFTT—#  RBEXTBEHCERATE
4. WEBRXATEAMAIRRL M Kafka £RBIBENFIEZRIRVE, M Kafka IREUBIEH K
EEABRENEBEREEZFREAEM Kafka HRELAFREERERBE.

« RAEHP , B status.storage.topic IBE
ERAEE S |, Kafka Connect F#EEBRMNEFHIZHBIRS, LLEBAE REST API AR &R

BERHROMIE. BEBAAPEREFAIFER BB UREAE EESTHEENRS. 5E
BNREETE & K RESETBEHRERATES,

E#% %) Amazon MSK Connect 377
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BRTIXEFT 2 , Kafka Connect B KEFH T Kafka A R 'BIE APl, XLEH LAEREESE B Fm
B il , XIFHE AR file-sink BYiERESS , ZA BN connect-file-sinke HAFHBNEREHEEME
SRMIZFK, JUFERAEIERELATE (0 Kafka-consumer-group.sh ) ®RIXLEAR HiF
BE, X TEMEWB[ERESE | Connect BITIRELIZTT— M Kafka HIZEVIZ R EIEREA,

Amazon MSK Connect M AR FHIRASE

ZRIANER T , Amazon MSK Connect £ Kafka & & &4 Amazon MSK Connector €3 =N #34
NET  ATE#EEINVEE. REBENRS. RMATTEIHNLEHNT

« __msk_connect_configs_connector-name_connector-id
* __msk_connect_status_connector-name_connector-id

* __msk_connect_offsets connector-name_connector-id

® Note

ZEREESZERERBELY , EUUEAECERENREBEHETBRABRINEE, 18
ERBEHREIEIUSHETRAUBREESRZEXNES , REESITNL—NEESBENER
—MrBIRERN.,. EEERBFHEES , BELIEERESEZH N Amazon MSK Connect T
{ERR BB BV offset.storage.topic & IR —ME,

iR % B85 X # 2 Amazon MSK Connect

RIERERE R IEFEMAERE S A Kafka B9 Apache Kafka Connect B ARRF. AT N BFELR#IZIT
#9 Apache Kafka Connect JRIE{Z2S N A FRTE Amazon Liz1TH BEE Kafka Connect £E& T8
#| Amazon MSK Connect B3 18,

Kafka Connect RiE#ZSBNARFHREEFEHEE—NEER , ZEFTUNLEREH
offset.storage.topic REMNE®R. AT 2 JOBC EEBNRIIRBEEE |, ZEZERFETH
MES , NBH movies M shows WANTRIKZFFALIE. Mk movies SAMZRIITHEID H
18343, M shows RS AWZEFHITHE ID K 732,

["jdbcsource", {"protocol":"1","table":"sample.movies"}] {"incrementing":18343}
["jdbcsource", {"protocol":"1", "table":"sample.shows"}] {"incrementing":732}

EREESE T E Amazon MSK Connect , iFHUITUATIR4E -

WEER 378


https://docs.amazonaws.cn/msk/latest/developerguide/msk-connect-workers.html#msk-connect-manage-connector-offsets

Amazon Managed Streaming for Apache Kafka FERARER

1. BN BT EEH Kafka Connect £8P IR BUE %88 F kK 812 Amazon MSK Connect B E X
‘&t

2. B Amazon MSK Connect T/EREZFE M , H B key.converter, value.converter
offset.storage.topic RENERIA Kafka Connect E£EFF = 1TH Kafka E TR BN EME
Eil: k=

3. B M A Kafka Connect 8 £ % HH PUT /connectors/connector-name/pause i&5RFKE
FOAEERH LWIEERNARERF.

4. BRAMBEESBNARFNESHETLEIL, BALUBNEIE Kafka Connect £
B EXH GET /connectors/connector-name/status BERBZEARBNBEMH
status.storage.topic REMNFEE MW EERELES

5. NI EERREUEESEE, BuUBEIEINEEH L AL GET /connectors/connector—
name/config/ la'ﬁj?,ﬁ%%EjJ}:"& config.storage.topic & &R £ B A FREYE S RIREL
EREBREE,

6. BIZEUBERHRE BN Amazon MSK E#EEE. ERAGESR 1 PRIENERSREEENH, &S
IR 2 ROIEM Worker BMEMEL TR 5 HIRINAERESRELE KO 2 L IEESR

7. & Amazon MSK EZEFIRAD N active i |, BEBAEURIMEEESRETECHBMNRERES A
o

8. ¥ & 1 DELETE /connectors/connector-name iERFRMIRINAEF DI EERS,

FHZWN RS E 1851 2 Amazon MSK Connect

B ERE SR RN HEM Katka S H B RS Apache Kafka Connect NAREF. AT NBF[ER
#1IZ1THY Apache Kafka Connect 2K 25iE #2858 A2 F £ Amazon LiZ1TH B E Kafka Connect
£ 8T8 E Amazon MSK Connect FI3 12,

Kafka Connect $# N ESEZES A Katka A AT APl , HEREBEFHESHARERENAER
#EM _ consumer_offset &, Jlitﬁj]ﬁﬂSTHﬁLl&%E EEBEM B REETEE Amazon MSK
Connect I &,

BTN EEE 1288 T B E Amazon MSK Connect , IEHITU TR4E -
1. BE MK B 1TEE R Kafka Connect E£8F H1IZBUE 285 FE R 812 Amazon MSK Connect B E X
f&tte

2. B2 Amazon MSK Connect T/EREFEM , HFHEM key.converter M value.converter &
BN 5 RIE Kafka Connect EEFHIZ1TH Kafka E R ENEMERE.
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3.

B3 EI A Kafka Connect &£8f & H PUT /connectors/connector-name/pause &RKE
oS LWEERNARER.

. BRFIEEESNAEFNEISHETEEL, B LB EIA Kafka Connect £

B EXH GET /connectors/connector-name/status BERBZEAFRBNBEM
status.storage.topic REMN EEEMHIEERELLES.

MM BEEFREUEESREE, ZUESENEEH#H L AE GET /connectors/connector-

name/config ERFFEARBE NEM config.storage. topic IREB MW E BB A H B KIREUE
EREE,

 RIREUAEHEARRM Amazon MSK iE#E. EALKESR 1 PRIRNEEREE AL, &S

IR 2 P AIZE Worker BHENED IR 5 FIREEEZRE SR 12 IIERESS

. 4 Amazon MSK IE#EBHIRAN active i, BEB A ELURIIIEERZEETCHBEMNRERES A

=

. B3 & DELETE /connectors/connector-name iERRMIRINAEFDHEERS,

BEZE Amazon MSK Connect gy [a] &5

LT EETHBEHEE A MSK Connect Bt AJBEFERY A&, &t 0] LA R] 78 & 47 B Amazon Web
Services re:Post,

i

BRTEVDRABEERN EREENRIR

HZ N Amazon MSK Connect & A BB M5 6]

&

EREESTHESHTET tasks.max HIEENESHE

LT REZEBEANESTEED TIEER tasks.max BLEM —LFREE :

RUEERF[IIRE 7T IEANESHE. i, &ATF MySQL #9 Debezium E#ERNRTEA L
MES

- FHET HBBIEERE , Amazon MSK Connect &8 % #2851 tasks.max Bt , HE 5 #88

RETHIEERFRENSNIEREFN MCU BERKIEL,

- XNTEWERERS , ATE (EF5HE ) TREITESXNHE, KRBT tasks.max RE

ARTEZE, BEND X —RReEH —MESLE,

1 Kafka Connect 2.7.x # , BRIARE AR 2 X7 B85 = RangeAssignor, Z 7 EERIITHRZ
FENEBNE- MNP XoBAENMEAS , NENEENE NP XOEELEE/NFEHRE | kit
K, XEMRE , f£H RangeAssignor NN EESNRXEIESHRE T EEERENT
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https://repost.aws/
https://repost.aws/
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AENFBARNRERD X, MBXFTERATFENAS  MRNGE—NTEEFEE , EFF
consumer.partition.assignment.strateqy BHRENESENEARIXOER. F5
%] Kafka 2.7 #0 ConsumerPartitionAssignor : Fifg B ZIRE1 3K,
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42 Amazon MSK £ 428 ?

Amazon MSK £ #l8§ 2 —I Amazon MSK Ih&E , ©EEEEBETR R R AR Amazon Web Services
X1k Amazon MSK S8z B AJ b 8 HI%IE. BIRM B IREF LA TE—4 Amazon Web
Services Ik H, 6B MSK E#l88 , B URMWEERXEHEMNREANARER , RS TAM
Ml FELEM, MSK EFIZAIE MSK EHEZRRMEIRISES , TEREBENRB., EEEHM
RSN B B X I 4%,

MSK E#lZRa BT REEHR , IHEERATURFEFRE  MALFLEIT REE. MSK
Replicator & & & H| 4 EH Kafka T##E , SR/ EBEE, 1HREHIFIR (ACLs) MEAEARBE.
MRENXBREBASH , EUUBERBE S —PMAmazonXEH TR ELLE,

MSK E#lBZEFEXEEH (CRR) MEXEHE® (SRR) ., EEXFEEHIH , JRF B #r MSK £5
NFAEWAmazon X, EREXEE &I |, R MSK £8H B 5 MSK £&8#87E E — MNAmazonX 15
F, EREMEMR MSK £8 5 MSK Eflsi—REERACH , FEEQEREHME IR MSK £,

(® Note

MSK Replicator X #5A FAmazon[X1g : EEXRE (us-east-1 , BEFRLILE ) ; EE
REP (us-east-2 , HZBM ) ; EETEZP (us-west-2 , BEN ) ; BM ( eu-west-1, &
R=Z) ; BM (eu-central-1 , E=%4E ) ; WA#MKX (ap-southeast-1 , Z/R= ) ; KM

( eu-central-1 , SA=54& ) apst-1 , #H3% ) ; WA#X ( ap-southeast-2 , ZBE ) ; K

M (eu-north-1 , BIES/RE ) ; WAMX ( ap-southeast-1 , X ) ; BN ( eu-west-3 ,
B2 ) ; X (sa-east-1, ZRF ) ; WAMKX (ap-northeast-2 , B/R ) ; BXM ( eu-
west-2 , 83 ) ; WAMKX (ap-northeast-1 , KFE ) ; EEFEIP (us-west-1 , INFEE
WALEB ) ; INEK ( ca-central-1 , FAEB ) ; AE (L= ) ( cn-northeast-1) ; HE (T

E ) (cn-northwest-1) ; W A#X ( BEHE ) (ap-southeast-2 ) , LAMX ( TKHE
Il ) ( ap-southeast-5), WAM#X ( 2&E ) (ap-southeast-7 ). EFEF ( FEB ) (mx-
central-1), WA#X ( A1k ) (ap-east-2 ), MEXFEZ ( FRME ) (ca-west-1) . KK
M ( BBHESF ) (eu-southeast-2 ). HZR ( B ) ( me-southeast-1) . YWAMX ( HEMK )
( ap-southeast-3 ) . JEiMl ( FFEHE ) W4 ) (af-southeast-1) ., KR ( FUEKEE ) ( me-
central-1) ., AKX (&F#E ) (ap-east-1). WAHMKX ( KB ) (ap-northeast-3 ), M
AFF ( 2/RA) (ap-southeast-4 ) ., BRM ( K== ) ( eu-southeast-1) . &% ( 4Fh4
X ) (il-central-1) KM ( 721t ) (eu-central-2 ) ,

AT R Amazon MSK £ #8580y — L& WA %,

382
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- WESXEREGANARERF TREREBENERARATHESETABEERER IV RESN
AR, RE® M,

- BRIEENEIBILE - RTFRMIE XS FEHRFREFEERNKELR,

. EEEREDRBE  FEEM— Apache Kafka 85 #|Z) 2 Apache Kafka £& | X#HERE
HYEBE R teams/partners B B 2 EHIERIA,

- REBUEHRITON : KRB Z/ Apache Kafka EENBIBEF T —NEH D |, LIEBRMERERR
B RFHIEH N,

- AEA , £RBIHREHEIE  REZEES , BN E—MmazonXFHHITHEAREELBEHE
X3, M SAE R A9 ZEIR R R AN IR B

Amazon MSK E #lIgsfy TERE

EFF A MSK Replicator , IREEEBIREFHNXFHPLIEZE— NN EFIEE. AmazonMSK
Replicator & B3 EAmazonXHH AN RNERFNAMEREEH I BERXEFE N BIRNE

B, REBNEGERETUNTHRERTENAMmazonXig, MRBREHETEE , WEEQEZE
B,

H 12412 Replicator B} , MSK Replicator 27 B # & & Amazon XA HBMBELFNRIR , L1L
BIEEFER, EHERRFZREMT , 2IF MSK £8AmazonXE 2 RINMEIERE, RERMNE

REFENAUHREURFERNENER LN IXBE, MSK EFIBLENT HRERR , XEER
ALREEFHE K mMEFLRITERE.

HiEEH

MINBERT , MSK EFIBRAARBENRERETE D XN SN RERS EHE BIRER. MR
EFFNETRECHE , W MSK EHB2AIRNFTETIENET S XA FEEH T BHRER. B
=, EFRTREERR 30 WHatE S eE B REH LRUA RN EEREE S X, EEIREH
FolBEBcw , (REFERNEMEEBIRHES. HE , WREFEFLHIAFELEF I E
R, W EZHRAEEEF R , MMEERHTIEIXPHEENRBTHBES.

MSK EHIZE T EHENEIE. BENRERER , ERAFERESY , ABEBABKK

S8, SBERDIBEARERANE , EFX2E3ER. MSK S5l 5ENER
ZEHNFEBRENRERLEEHIEFRINE, A MSK Replicator API {#A ( 4l
WDescribeClusterV2 , CreateTopic, ) DescribeTopicDynamicConfiguration®&BfF1ErR
3K, Amazon CloudTraili&f MSK {32 A Hth i R A BB N B

Amazon MSK £ Fl85H) T/ERE 383
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MSK EHIFREERERHTOEEE , EFFR TN 3. NRFE , BAUNEEEBEREH LENES
®Fo

THEE

MSK EHIBRE X A BBENFEFEHI B RER, THELETERE. HREH 5K (ACLs)
NEAEARBE, BREEH —H  THREEFNCUERRIREN, A TREEFHNMERE , MSK £4]
SR EHTHEEFM AR THESH.

T 52 MSK Replicator & &|# 15 R $2H1%& (ACLs) K5Ik,

B’4E w3 APIs foiF

I Topic CreatePartitions

AlterConfigs Topic AlterConfigs

Create Topic CreateTopics , JTTHIE

il B Topic DeleteRecords, DeleteTopics

iR Topic ListOffsets, JTEIE.
OffsetFetch, OffsetFor
LeaderEpoch

DescribeConfigs Topic DescribeConfigs

) Topic JREY , OffsetCommit ,
TxnOffsetCommit

BA ({X¥E4 ) Topic 4#7= | AddPartitionsToTxn

MSK Replicator ACLs X 3 %R R Topic EFIXFERLR, TEFITRERNZER ACLs MH A
ACLs ®iR3¥K A, MSK Replicator th & 1E B #r&EE ACLs EMiBR. MRMIBRRESR LM ACL , NE
R A BR B REERE E 69 ACL. 3% Kafka ACLs %iE., MRMBENESHMES |, B2 htips://
kafka.apache.org/documentation/#security_authz_cli.

MSK Replicator (X & #l Kafka ACLs , ™ IAM iFRIEBEHIFAEAE. MRENEFFERA IAM 17 R 12 &
read/write SRIF[E R MSK 8 , IMEFEEZE B RERF LEEMERH IAM REEUUSS I BB EEE,
WHRNMMEEETEMEF R E LI a8,

THEER 384
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ENEREARBERDIHN -2 , MSK EFIRSHXNFER LA ERERITML , XEFERENE
SRRV E (EFD XHKRE ) BITHRIN. NREWEREAERER LHIEE |, BASREME
b, BURLEIEMLAVEREEANERES. IEREERREBIBINERHE , ENHRERE
MABEZEEHSE, ATRAORERE , REFLAWHREZEHE LHEAMNRRE ( TED XK
B)FiEfE. HEMERER LN , MSK S4B BaI R ER,

. MSK VN

== | E fepliator ==
Source MSK Cluster ' Target MSK Cluster
3B
BRI IE

MSK E#IRERMEBEHEERN : TaR (BN ) IIHEEEEHRE S,
R REBBIE S

RIABERT , MSK EFIBREEREFPOEFER , HEREHTTEMP R MBS ERBIE , HI
i <sourceKafkaClusterAlias>.topic. XA TREFNETBSEFEFPFPHHEHMEBRX 2T
¥, HERERZRETREHHIE,

g , MSK Replicator &7 ‘£ NEBHHWHBENEREREF T BEREFH P BN < Alias>.Topic
BT ER, sourceKafkaCluster &R LA DescribeReplicator API 2 MSK #2#|& EH
Replicator i¥ 415 E TWHFE “sourceKafkaClusterfl&” FER T HREFAME B EH P ETA MG
B, BIREBEPHIFIZR < sourceKafkaCluster Alias>,

NERECHEDEEBTRENSAERETESHINE  LEEREBRERENFERABESZERS . *
MNEBHIEIBE. flun , SR EREFTEFLAER, *topiclERMNAmazonttt X, LthRAIEFNFE
¥& footopicl 2N EE , AN BEREZEERAEBERFEER.

NMREBREHFBERFEENERVERETD (HIMEF-EHEFRE ) , WNERH MSK £l
2, EQRMEIR,

FTHENEE 385
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MEEZHBNES

ERNBRNRENERSR , Amazon MSK EFIBR AT LA ETEEFHRENMATEBHREFNIRT
HREHE (BFHEPNREEBNEZEEH ) o LALIERE B MSK S Amazon X g+ 2
MOEHE. FENEHEEBERERENEEE S RREMEFNESR,

MEEXZAEMNES (ZEFEPNREMEENEERN ) EAUATRR :

« AR BEEFIEPREMENEZRN , Bt BB ETRE R BEIRRXEK,
- FREVNBREZERRELNTEEMNSE  AANLATBREHNEER FinRIEMEHHEE,

« T ED-WIHEHEN , HEEZTRNEHNERERL T XRAEBLRE , A ITNABFLEE RN
BIZAEH MEFTEREMAERBNREHNEEEF K.

- TRATERNMEFHREZN MSK ERNBEESIBNERF , LRTHERESIEP I, XE
RIEABNREFFNAE BARERH QR LIRS HIBS.

- BIHHEEFIBREFEPRBEE , RN - MSK £5E 5 —1 MSK £EVHET
%o

Amazon MSK & #1285 Kafka #73k 3B S S50 S HIE ESOREE | TIH B E 48 T REH
BRK, LR MREN , TUEEE Kafka BEFIE, BANEDB. MSK 248 T RERA
EEWF A RAZE N EEEHNIERNLT, MSK EHEERRFLEERBETREHER. &
RZM TSI i 75 B ST SR A 4RO 2R

ZFE : A Amazon MSK E#lss iR EREBH M B IREE

AR [0 18 B R TE E —Amazon KB AR Amazon X g i BERE B M B In LB, AT, BB
FEAIXLEERGIE Amazon MSK & #l25.

A% Amazon MSK jREE

WMREEEN MSK EHIZRGIRT MSK RER  FRARTHEEEATHERNER, BN , FHEEUAT
HRREIE MSK T B HTARS 2R RER

tIREXEMEXERN MSK Sl REFNTERL,. ERFEUTIEFSIA,
1. BRXEFPITE T IAM GREZEFRER T 0IE MSK MEEH RN LTRSS RER, BHNRERLAE

SE=AMRE,

2. W TEXE MSK £#I38 , MRFRTMEBEEE , HEN IAM HRZEFHISRFTEZ VPC HBEEN
BRTHERTEE, 5E5 , TEZ VPCH , FXEREZFHRIENSHRIERE, X THMS

RERERNBIRES 386
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BRIUEF R (mTL) , BEFENEESEN MSK £8SASL/SCRAM). You can simultaneously use
mTLS or SASL/SCRAMM HfthFE FisFF 5% VPC AAEEE, B ERFAERIFAEENER
B EA UpdateConnectivity API Bt &% VPC A EBEE., BSREHMEEFEZ VPC,
MR EHREFR MSK Serverless &8 , W EEFEZ VPC B EHE,

NFTEXEN MSK £#127 , MSKIREHFTETES VPC hEERE , A HEMFFmMATUER K
Z5 RIS HRIERBE TR ZER.

3. NFEXE MSK £4I88 , BX4TEETRENNREKRIEMMNBRER, XA MSK EEDIILEE
LEHIBE, £ TMEH@TEH’J CLI S AmazoniZ#l A FHITIIEE, B1ESHE Amazon MSK &
FHRENER, NTREXEH MSK £4I188 , BFRZTENITIHISE,

Console: create resource policy

EA AT JSON EFRMREF KM, FHNAFERNREF ARN,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"kafka.amazonaws.com"
]
}I
"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"
1,
"Resource": "arn:aws:kafka:us-
east-1:123456789012:clustex/myCluster/abcd1234-5678-90ab-cdef-1234567890ab-1"
}
]
}

EREHFAGSENH LNVRERE TN RBERRBRI,

H& Amazon MSK JREE 387
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EEE Services Q, Searct Alt+S] Q @ N. Virginia ¥ replicator @ =
Amazon MSK ® New feature: MSK Serverless
Recommended in cases where the throughput requirements of client applications are variable and hard to predict. MSK Serverless
scales cluster capacity automatically in response to throughput needs. Each serverless cluster has a maximum write throughput of
¥ MSK Clusters up to 200 MiB per second and a maximum read throughput of up to 400 MiB per second. Learn more [2
Clusters
® We have launched a new feedback form to make it easier for you to send us feedback and let us know of Leave feedback X
Cluster configurations features you'd like to see in Amazon Managed Streaming for Apache Kafka.
Managed VPC connections New
Replicators New Amazon MSK » Clusters » multiVPC
w MSK Connect H
multivPC
Connectors )
Edit/Delete i
Custom plugins .
Cluster summar Upgrade Apache Kafka version
Worker configurations ok
Edit cluster configuration
Status Apache Kafka version ARN Editbroker type
¥ Resources . i
@ Active 281 bR Edit number of brokers
AWS Streaming Data Solution 1 Edit security settings
Cluster type Total number of brokers |
AWS Glue Schema Registry [4 - 3 Edit storage
Provisioned 3 5
Edit monitoring
Customer survey Edit log delivery
. . ) Turn off multi-VPC connectivity
Metrics Properties Tags (0) Cluster operations
Edit cluster polic
policy I
Delete
Amazon CloudWatch metrics Analytics
Create Studio notebook [4
No time range selected | UTC v C Create Apache Flink application [4
Connectors
Disk usage by broker : CPU (User) usa  Create MSK Connector [/ ¥

Percent Percent
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CLI: create resource policy

EE  MREFEAAmazonZF A CIBRREFHERCER IAM BEMIET , NSNMENEESR
BAmazonkiinEiZAt, Z—HE , MREFE MSK FHNE IAM BEHEEHCCESE | F
FUTEEREMMEZBE , SUME MSK EHEATUARAZAR, EXNABHABHEERR
NWEZER , BFSRENAE,

1. FRALGTIRI MSK RN HATARA. & HUAFERNEBROES ARN,

aws kafka get-cluster-policy —cluster-arn <Cluster ARN>

{
"CurrentVersion": "K1PA6795UKM GR7",
"Policy": "..."

}
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2. PIBRETHRAKE , LAY MSK EH2R15 R EHNRER. ERANUATIERENER , F5
FFE N SKERVIRSERF ARNG

aws kafka put-cluster-policy --cluster-arn "<sourceClusterARN>" --policy '{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"

]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": '"<sourceClusterARN>"
}
]
A% Amazon MSK B irEE
HEFBET IAM HRIEEFINER T 122 MSK BARER (MERERFHES ) . BENERIFTERNS

% VPC B EH, BRERTUERERNVTE —AmazonXiG s FEIMNXiE, REEF B IrEE 4
T FRE—MAmazon &, B EHRERVRAELE=MME,

#1282 Amazon MSK & %128

ERERERNMENERT , B LIERAXEERHGE Amazon MSK £ 4185, E& 42 Amazon
MSK E4I28 281 , FHHREHE 62 MSK EHIZEATER IAM BUR,

£

- B2 Amazon MSK E#IgRHEEEM
B3 MSK S HIZRFTERY IAM R
« MSK £ #lza X E B R B MR A
« XK MSK Serverless £ &AL E
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- EERBEEX
- EEHREREXEEA Amazon EH & IS HISR
- BERIREER
- R BRER
- BEEFRRENNR

#12Z Amazon MSK E #I25HYE = E M

UTETREMNAT R MSK EFIZR RN ERFZM . XBNEENRESRK, BRETHENHN
PR, SERRAEMM Serverless HEMNER , URAXGZRUNMNEEEHBZNES,

B2 MSK S HIERFTER IAM R

AT 2818 MSK E#I85FTER IAM policy 1™ fil. RBERIE MSK EFISRNEH THRSWERT , &
FERIT kafka: TagResource BE. RONE#IZE IAM RN SENEF BN RN IAM &6,
BXRUBERNKRBEHNES , 1§25 Create authorization policiess

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "MSKReplicatorIAMPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:xo0le/MSKReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "kafka.amazonaws.com"
}
}

"Sid": "MSKReplicatoxServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::123456789012:xole/aws-service-role/
kafka.amazonaws.com/AWSServiceRoleForKafka*"
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},

{
"Sid": "MSKReplicatoxrEC2Actions",

"Effect": "Allow",

"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs",
"ec2:CreateNetworkInterface"

]I
"Resource": [
"arn:aws:ec2:us-east-1:123456789012:subnet/subnet-0abcd1234ef56789",
"arn:aws:ec2:us-east-1:123456789012:security-group/sg-0123abcd4567ef89",
"arn:aws:ec2:us-east-1:123456789012:network-
interface/eni-0alb2c3d4e5f67890",
"arn:aws:ec2:us-east-1:123456789012:vpc/vpc-0alb2c3d4e5f67890"
]
}I
{
"Sid": "MSKReplicatorActions",
"Effect": "Allow",
"Action": [
"kafka:CreateReplicator"”,
"kafka:TagResource"
1,
"Resource": [
"arn:aws:kafka:us-
east-1:123456789012:clustex/myCluster/abcd1234-56ef-78gh-90ij-klmnopqrstuv",
"arn:aws:kafka:us-
east-1:123456789012:replicator/myReplicator/wxyz9876-54vu-32ts-10rq-ponmlkjihgfe"
]

AT IR E #2589 R~ 6] IAM policy, EZE kafka:DescribeReplicator &4E=
kafka:ListTagsForResource 2 —BIT , MARHEHEE,

JSON
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"Version":"2012-10-17",
"Statement": [

{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"kafka:DescribeReplicatox",
"kafka:ListTagsForResource"

1,

"Resource": "*"

}

MSK & Hlas i ay S B R B MARA

XERNZIFHRPIRE, Kafka IiRAFMMEEENER.

MSK S 4I85 %% MSK B &£ B 1 MSK Serverless £EENEEAE , ENREBRNBiIRE
B, MSK E#IS oI A X FHMERMW Katka £,

MSK Serverless £EHEE IAM F A2 % , 7% Apache Kafka ACL &%l , HEXNFBE EE HH
YEHER. SR AR MSK Serverless ? o

RAEZ1T Apache Kafka 2.7.0 iE S RAMER T X35 MSK 588 , TRENREFNEREHR
AR X% =R T FREB Amazon Web Services X1,

MSK E#I88 X #FEH mb.large E AR EHIZKB W ER, TXHF t3.small F£F.

MRERF MSK EFIZRE MSK MEEHFH —EFA , WREHNBEHEFTELFE=IE, &7
DERNMNTHAXHNERZAEFRE , EXEEFPFELZFEZOMIE,

EHR MSK S8R B 5 MSK B4 T B — Mmazonlk P H, FXFHETRKSWERE

il

MRFEFHF B s MSK £H MV T RREAAmazonXig ( X143 ) , N MSK Replicator R REEH
H IAM /R HE B EFFE % VPC B ERE,

JREE E B Amazon Web Services XiZiE #| MSK HWE Mt B R RIEFELEEHZ VPC,

WMREETEE — Amazon Web Services XM KR 2 B EHHE , BFFES VPC, HZHthe
section called "B XiHH Y % VPC RAEERE",

HEXBEEHRES (ZHEPHREMARNEBEN ) FEET Kafka 7 2.8.1 HESRAH
MSK £ #,
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s XTHEEEBHES (ZHEPHNREARNEZRR ) BE , hBRBEREFHHNXE  BTAEE
X MSK £ 2R eI ZRIFRK (_mskmr ) o

Y38 MSK Serverless EE T &

« MSK Serverless XIFFERIE FBHAEI 71 MSK Serverless B irEFHE HIA T EBE

& : cleanup.policy, compression.type, max.message.bytes, retention.bytes, retent:
- EXTEHRERSHIE , MSK Serverless X35 LA T E /B

B : compression.type, max.message.bytes, retention.bytes, retention.ms,

- E#IZS1EHE PR MSK Serverless S£8 A 83 NES& DX, ¥R B MSK Serverless £HE 2%
WENERD X, ESFEMSK Serverless FRE,

EHEREEXR

- BWETEHEGE MSK EHISREIAIXADEEM. WRENEREHARDRE , WELRENRE
HREBDR MSK#HBIF2EHTREREE. MRAECEEFREEERERLTBEIEERE , U
FEENCREHER. IREFUBEMNETEEHEF I 7EESH  ITNEFETEE, HSRE
NEXBLERNERASEFE.

- Bl MSK E#l2RfE , BAEXREHEERE. SHEERENELIE MSK EHI235H R#HTRIE,
HER MSK EFIBRHIEE , FAELE MSK EFIREERATRE.

« fF MSK £FFE XN t3 KHIHKE,
- FRBSNITABNR,

- ®F MSK % VPC A B iE#,

- ENMIMAERE T HIR KR,
- EREHZTEENN,

EBREFEXEFEA Amazon 44 602 E 5185
LUTERNET RIRESFZN D TEE A TER.
EFSFEMEE

1. EEH B F MSK EF AT ENAmazon X8 , FERF$TFF Amazon MSK #2#l& ? https:/
console.aws.amazon.com/msk/ region=us-east-1#/home/,

2. EEEHIBRUETRK S FHEHERFIR,
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3. R BIEEFIR
4. EEHBRFAEEEERT , NN EFIREE—TH—RB

IEERER
RERESEEF I B R MSK SR HE.
1. EREHERT , AR REFMEN Amazon X,

B LB I E MSK EBH EEEH1F15 ARN REREHNXIT, XFEBHMATE ARN ZHF
B, £ TRHI ARN # | ap-southeast-2 W FEEHXEH,

arn:aws:kafka:ap-southeast-2:123456789012:cluster/cluster-11/
eec93c7f-4e8b-4baf-89fb-95de@lee639c-sl

2. WALKIRES ARN , 005K LUEREHIRESR.

3. NEWFREFLEERETIN,

EHAEERREFXEPATANFMELERE, YAELREF N T, XN TREXER MSK &4l
2, BIERNA T HRIREEH FRAMA TR BARERHN FNAFN TR — N AXH,
4. A MSK EHIRRAR LT 2E L REHRER.

- WFEXHES (CRR) , BREENRERREHLZ LA,

- ¥ TFRIXFBEH (SRR) , HH,E{TFH Amazon EC2 #£%|& , https:/
console.aws.amazon.com/ec2/ R IEFFH Replicator IRENZEHEFHLEHAN , RFRE
HABREHENZSA, A BREEENZSAEEABANATRENRRENSFISGLS

HHRE

ERFAUERNBNEREFNLREA

FEAmazonZEl & , EREEREN , HAREFNFHAEGE
EREMRTF , AR TR FIMEIGEER , LUERFINANZ A B
HEIAMMN , REEREEAERN,

TR AN

EFHANBZEED P | EFBEX TCP,

EiwOEES S , 8A 9098, MSK E#I56 A IAM HRIEHIEZSIFE AR O 9098 HE
B,

2
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7. HRG  BASHENREHCE SHEHRRENZEENER (XIS MSKIRE
HNRLEME ) , RAEEFEREAN.

R HEMNARE N REENEHRL LA

1. 7 Amazon Amazon ##|AH EC2 , RELENRLIES IR REN T2 H,
HEHIEAN | REEFEREHEAN,

TN AN

TEFHANGKED P | EFEBEEX TCP,

EiwmOEESH , #A 9098, MSK E#IE56E A IAM G EHIEZSBIF KO 9098 HE
B,

6. HRIH K BAMSKEEENZLENER , AEERREAN,

o & 0N

(® Note
HE , IRTEAEAZLARSRE , WA SURMAVFFRERERN AL A,
1. EFRIAN,
2. ERRBSPNAERE,
3. ERFHR ,BA0.0.0.0/0 , RFEERFAN,

LR BARERF

Bir BB RBIEEH RN MSK MEEH N LTRSS HFEE.

(® Note

MSK EHIZSE B RER TR EE , HEZBEHPRMBE LKA E

%, plan , MSK E#lEs ‘topic FHBBEBNREHEH T BREHPER
<sourceKafkaClusterAlias>.topic W EE, XA THEENREHESFHN
BIENETBSENRERFTNHMTIX 2R, HBEEEF CAEFREHHE, &9
LA# A DescribeReplicator APl 8 MSK ##]A £/ Replicator ¥ 411 SR EE
“sourceKafkaClusterzl &” FER T HREGEAMEBIEFEFPEZBEBMNBIR,. BIREFPHE

H{ = <sourceKafkaClusterAlias>,
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1.
2.
3.

HEERERERT , BEBEREHRMENAmazon X,
W A B PREEAFAY ARN 203 5T UL R B AR
NEREFEE TN,

2H A RN BREHXER AN FRERERE, EDERERN TN,
N MSK E#IZRER R & H R EH BInEE

FERENRERXEPANZSARRIER, MEZSLAEEMNEEMBEXEK, BXEAZEAN
EZEE |, i85 Amazon VPC AFERAPNERZEHIEF AmazonB RRE.

- WFBXFEF (CRR) MEKXFHEH (SRR) , HiFE M FH Amazon EC2 ##l& , https:/
console.aws.amazon.com/ec2/FH R IEF IR H 4 Replicator WEEHEFHIEMN , AFRE
HABMEFENZE2A, WA, FRREGEENZTSEEGALAN , UESXRE N ERREHS
NEHIRRLHANRE,

BERAEANFNE BERERNRZEA

1. HAmazonZBHl A& |, RBEEHEN , EABRERNEAES.
2. BREMHETF , REA TRAF'NERE'ER , LERMNANEZEEE .
3. BREIAWAN , RiFiEFERmBE AWM

4. GEFRMAN o

5. EFMAMNERESIH | EEBAEX TCP,

6

. EwROSEESA , #A 9098, MSK EHIE5E A IAM G R B HIEZSIF AR O 9098 HE
B,

CERIG BALRENEREFUEEFRHOREHANLREANEN (XS MSK B R
SHNZLEMEE )  RBEERREAN,

\I

EFHWBMANAINE N B RUHENEFIRE24A .

1. EAmazoniE & H |, HEIEGE N BRI Replicator HiRIREHNZ £ A,

2. EFEMET~ , ARR TR F'MEFRE"ER , LERMNANZTSHE .
3. BEBIHYEMN |, ARFEFRHREH AN,

4. A IAN

5. EHANAYREF|H | EEBHENX TCP,

f£F Amazon 12| & 6328 =k 396


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-security-groups.html
https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/

Amazon Managed Streaming for Apache Kafka FERARER

6. EimOSEESIH , 8 A 9098, MSK E#IESE A IAM G EHIEZBIFE AR O 9098 HE
B,

7. EFSIH  BA MSK BEREBHNZEEANENR , AEERREAN,

(® Note

HE , MREFEEAREARFRE , WALUMN R FPIA RERN AN H N,
1. B IAN

2. EBRRESITNBERE.

B.ERFIF ,BA0.0.0.0/0 , ARREFEEREFMAN,

BB & H2RREMNR

1.

3.

EEFIRREERP , FAATNELIRINENKREXEEZEEFNEE, RIABRTL2EH
A ER,

(® Note
MSK EFIFENEZEHFINFEFH RS 750 NEF, MRFBEFNESTH , TAENUESL
BB EHIE, MREEERNE Replicator BEBE 750 MEBW 3 | HRiE
AmazoniZ & Support Center H B X FRHl, BAILAERA “TopicCount” EFRE IR IEE
SHINETHE, ESHAmazon MSK (AR EEH,

HIABERT , MSK EFIRMNEEEBHHNEHREEFHRES, HFE , MREBEH T L
WIMEHE , WM EEETBHRRE (&IB) RBEFHRES. —BAETEHE , £
TEFERHIRE, HiRENNFCreateReplicatori®RMDescribeReplicatorEg/id
BstartingPositionZEk APls,

RREFEERVEE

« PREFIXED FBEMEH ( ERFEPREFTBHARMER ) : MIANRE. MSK B
FFtopic”’ NEEHEH B BIrEEH P BN <sourceKafkaClusterAlias>.topicl ¥ E
&,

- MEXFBEMES (BHEPHNREBEBNEIEEZN )  KEREENTBEEREFEFLUERE
HETLEMBIHITES,
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LR EXS R FCreateReplicatori®RMDescribeReplicator i
M TopicNameConfigurationFE& APls, #EZHAmazon MSK E#lIgEH TIERE,

® Note

BMIABRT , MSK EFIREBRERPRIENED , AETELNPRMB S ERKAE

B, XRATHEENEEREFNEENTESBRERTHEMETX S FTK , il
RESEHZHBEAEFHHE, NE , EUUCIREAEHEEEBHES (2FHEPHFRE
MERNEZEWR ) B MSK E#lss , MEEEFIHREFEEEEN. KEERD TEER
EMRENREEN RNRAEFNEE , AERESERRAWEBEMRE L,

4. BIABERT , MSK Replicator 28 FIFrE t#IE , BRTFEE. HRIEFFIFK (ACLs) MEAE
HERBE  UXUERHEER, IRZAENTRATAREBRBNESISS , MR SUEEXAHEM
REIDFREREH —NHZMRE,

® Note
MSK Replicator f&E#IEA , ACLs RRZEHNFMEETRNEZEBEABREHRTEFHNE
B, RMEBE , CNERKFNEABNREFTNEAM T, AXFAEE , BSHA Kit
X E @B Amazon X i 1T FE# R .

5. EEMARAEHFHERD , FAATNELIRTNENREXNEEESFNESR, MNBRT , i
REAREAHEES.

6. HEERERT , EUNEREEREABRERNEE, NMREECRAESR  RINBWEERERE
BPHBEARNESRS E.

7. EBRNRERSD , ITUTE—RE

a. EFVEFEMEEMERKE IAM A€, MSK 255/ B3N RSHITA G S EHR
FRAMEERE , UERIME ALY RN B 5 MSK 58,
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Access permissions
Replicator uses |IAM access control to connect to source and target MSK clusters. Your source and target clusters should be turned on for
IAM access control with permissions for the IAM role. See permissions required to successfully create a replicator [4}.

(@) You can't change the access permissions after you create the replicator.

Access to cluster resources
© Create or update 1AM role MSKReplicatorServiceRole-. with required policies

(O Choose from IAM roles that Amazon MSK can assume

b. JEIEEM Amazon MSK A SR AR IAM A FEFREEACSH IAM AR, RIMNBUE
Ff AWSMSKReplicatorExecutionRole FEEM IAM REEH MBI BN RSHITAER , MA
RIRELEACH IAM KR,

- BB IAM At  EHEEEEAZACKNREN B MSK £8#H TIERMEANRE , HE
FLLT JSON fEREERREM —EB , 4 AWSMSKReplicatorExecutionRole Fff
meZAR, EEEERKED | N EMRF <yourAccountlD> B h EHISEERIKF 1D,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "kafka.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "<yourAccountID>"
}
}
}
]
}

8. HEHBIMEERTD  BALUERN MSK EFIRARIERE. BXREZER SR A
Amazon MSK &R MIrE, W TFEXE MSK E%i88 , ZOIBZEHHEN , FELAFEAL I
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BXE, MREESHFHBEELRE , WEXFT2BxRASIZEXE , RLEEFEFHES K
EFIFNEZREEHRSE,

9. EFEGIE,

MREERE katka-cluster:WriteData PR , #EZ# How IAM access control for Amazon
MSK works H#J Create authorization policies 7. BB ENRERFNBREF R katka-
cluster:WriteDataIdempotently R,

RAFE 30 DT RERINBIER MSK & #I25 H 1 #2 5 RUNNING AZS,

MREGNE—NFH MSK EFEERERECHBRNEFZ , MFHNEFSANZRTHRETBRE S,
WMRIEH MSK EFIB5E## R FAILED IRA , FSHREHES 2 HEE MSK £ #8589 1) 7,

‘"EE MSK E&lzgzE

B2 MSK E4I885 , BLZFWRERH. BNEH, EFHNERVESTTENEFRE, BRFEED

B-MHNEFRSEEAEEEEEMNEFERE. B2 , EUTNRBHMEHRRE , SINESHH
FHENERES,

1. B FHEhttps://console.aws.amazon.com/msk/Z F T F Amazon MSK &) & ? Amazon Web
Services B2 &l A region=us-east-1#/home/,

EEMSMERS , ZREHR[UERKSRNEHRIIEK  REEFEEHEEHN MSK £585.
R EIRTR,

HEHRRER D , FEREBEFER.

BB ERE—REREE MSK EFI2RIRE,

o K~ @D

s FRAAGTMELIIRFWENREIXNIBEEEEFNET, BRIAERT , MSK Replicator 25 #l
FRIEXHE  SRETEEE. HEEE R (ACLs) MIERAEAREE , LIS TTEHRERE,
MRECENTEATANEBNWESES , MaTLLUERXAHMRES D FRHEN —DPHZME
=

(® Note
MSK Replicator F2E#IE A , ACLs AABNEEETNEZEE A BIREEH T EHIH
FH, KAMERE , ENERSENBEABRERTHALER, EXFAEE , FSH
it X BB Amazon X g 1T i fE 2,

YR8 MSK EHIZRE 400


https://docs.amazonaws.cn/msk/latest/developerguide/iam-access-control.html#how-to-use-iam-access-control
https://docs.amazonaws.cn/msk/latest/developerguide/iam-access-control.html#how-to-use-iam-access-control
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/

Amazon Managed Streaming for Apache Kafka FERARER

- T EAKAES , EANEANELIIRPERAENREIXNEERZEHWEARL. MIAE
AT, FEEMAREABMRES, MRAFIIRMEBLIRNZE  NXAEAFAES,

- EERESRET , BAULGAREABABREHNRE, NMREEEAES , RINBUEER
BEREHDNEFEERNELS T,

6. REEHX.

KABE 30 25T BRI BIE MSK & 4835555 RUNNING R, MBEH MSK E4EE
SN FAILED R , S HREHERS222,

I ER MSK £ 4188

R MSK EHIBR G2 R ( FAILED IR%E ) , N ReFEFEMBR. —B el MSK E%l28 , %
ER S EL%S MSK EFISRARERN BIRER . S UMERIE MSK EHZRH0IEZFHNEFR, MR
BB — T MSK EHIZEREBMREN RV EHIZE , MHFHEFRLMNEFTNRBTHES.
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2. TSMERY |, EEEHEE.
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& A LAE A MSK Replicator 1R & £ zh-E 3R E - R RFH I , LAIRE Apache Katka B AR FEX
HH M, AmazonfTEEF-EFHIREF , BN MSK EHFHFRMBHIEMABEARS . EE3H-H3i%

B, —XRE— MSK £REHRERFEELBIE K ME —IEHLTRERARS.

¥ % X5 Apache Kafka M AR FHFEEM

BN EASRATEBERIEH T ENER TERLEEEMNEE . MSK Replicator &8 #I 74 at-
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ERESFERARESMBRBERRLHEIE. BT MSK Replicator & #I1%3E , E k% EAmazon
XEFF s HIBER |, TERIEMEHREREF DN HEIXE, SAUAFERAERERRBEREFE =
RN HRABIEE,

SFERES-EHEEF-FAHERFHI

EH-EHRFRIMRB/TILFNENRENE |, FEENREENARFEEESZ N Amazon XE[E
BfiE1T, H—PMXEFNEFZIRA , BEI 5 - M XENEHNNARF SSSRLBHIE,

E-WAREEA T —RABLE— Amazon KEETHRARERF , RESEFTEE S iR HIHEL
BIfFet. E-HARELEH-EHREFEESHRENE , RAEBKAE - RXERHENED)-
WHIRE , BEENERRNERRR  FREAREBEMRERN MR,

EREENTT & B E 6 ZE3)- W3 Kafka £HIRE

WNFEH-EHRE , RIMNBVUEER N TEANXERERAECNE~E, MSK £EFFERE (E£AM
BHEBRELEAEBH ) RE. AmazonF N MSK ER XM EEMHENERMAEARE , LBRARTENEK
FEEH, ZEECE MSK EFISF TN BBENEERFEEFAZAERH. CEFENLEF~EREN
FHIBEA B —Amazon X EE K £,

NFEF-BHRE , FRIE-—NEFAREZESNEFNHMEHE (2FEPNREEHRNETER
), TR EENMNEXEN MSK £SHEFFHXBNER. RINBUEERMmazonXE iz
T-HEENE~ENERE  SMTENEAENEARSFHRERIZTARETNER, X
LT RBEBIRE , RN EFFBEELCISFRH. NAFRHERENPI G REHSE , RESFN
BREHTHHERENEAMEERNEREA D,

WREXN MSK ERIREAMRERRRNES (BHaFNREMARNERRR ) , B HEHSHENR
EFRRABNER,

BNBUENERERH LNFAREESHAFINRENNR, EXFREZTFARFNREMN X Fi
HY , ACLs RININREEE T E 515 REHIFIRAIED , MSK Replicator 2 Bz E#/EA]. EFSHT
BEEH,

KB E B Amazon X1

EMNEBWEFEH Amazon B8 X EAmazon X g & #H3ER CloudWatch, £ FAmazonXig &4
RESEHHE , EFIZER ML RAE N, MRIERIFLELIEM , B A S Amazon ervice Health
Dashboard ®&E X EAmazonXFHRH RS EH. MEXESEH , BOUKE#BEHEIAmazonX
5,
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Bt X mE B Amazon X T E# B

BRI R TR ERE | LR ARFEIEIR MSK 8 EAmazonXF & £ B ISR
E, ITRIARMEBTINSHBEEXR.

MREAMEBERBMERRE , FREUTSRIEE

1. XAMAEEIERREFNERBNERR,

2. BIE—/N¥H MSK E#I2 , WEEMNAEBXEHH MSK EFHE ST EXFHFH MSK £8 |, }#
EREREEEMES (ZFEPHREMEBNETEN ) . XRREEAZLXBNHEESD
EXHALFEN , IFEERAIUERASHEREXN EXFHTREAEDRE

3. BaEEIEBAmazonXE A BIRERNE~ENHERE,

MREATHRETEMEE , FREUTIREITRANER

1. RHFAEEIENRERVERRMEMR,

2. BIEFH MSK EHIZ | NBEN-RXEHHN MSK ERHEFBEXFHPH MSK £# ., X=2FE
BEAZRXENBEEHEEXFHALEN , IEERTUESASHEREXN EXFMITRNE
R E .

3. HEHBAmazonXEH BirER LRHEE,
4. FRREUTREIF2—NIREF , EEERRTNARFRERFFER,

No message ordering

MREBHNARFTIEEESHERF |, NEHBAmazon X133 2 A B E fHz EA&F (6l
o, ) EFHEEARM (FlInEB<sourceKafkaClusterAlias>.topic ) MEHIEE ( 4l
. *topic ) KHBERAE,

Message ordering

MREEHRARFEEESER  MNANEREHLEHNESR (Hlm
<sourceKafkaClusterAlias>.topic ) BaIfEAR , MAA AR EDR ( HlM0 topic ) /B
S EARR.

5. FRHEMMSKEHLAMACEHRETNEMARTHABHRIENLE , XIHEEMARFIERN 0, mib
EWiERHBEN 0. RS, FLEENER LCEHETNERARR. WY, NFE MSK £HEHIZB
PR MSK SEE IR IR EE LR,

6. B MSK EE LB ARt = ( HlI0 topic ) WML,
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X4 4 Bl Amazon X 1T T KIS E# %

1R EHR MSK B EEAmazonFEN KR E RS B4 | H BERE I GRREEAIEE B i
MSK B EEMRBIXHE | M TSR FIH M MRS, BT VSK E4ER5EH8E | I KRE
BARLSH—ERIEE &, HALERA 227 MW ISR REEY SR,

MREAMEEERBMNEFRE (ZEFEPHNREMEENERRN ) , BREUTIRRE
1. ZRXAMEEZEIEXEPIR MSK EFNERRNEAR,. ATZXEEERRE | tHigAETE
Z:}jinJO

2. RBahEFENERAEEZIIFHB AmazonXig iy B 5 MSK £ UTRBERE. BT MSK
Replicator B2 EHIT#iE , BRI ACLs MEAELARBE , AENE~ENFERERFNK
EHEBIETRNLELEMELE,

WREER PREFIX EBBMEE , FRBUTIRIEITRNES !
1. FEHXAMEEEIEXEHFIR MSK SRV EKBRMEMR. ATZXKSEFERS |, HRFETEE
TR

2. BHEFENFERBEZEIHBIAmazon X B #r MSK SE# LT SERE. BT MSK
Replicator A2 EHI THIE , BIERENACLs MIFRAEARBE , BN EF~ENERETMNK
BB E T RNVETLTEMRELE,

3. BREUTRIFz—NIRIENE , BEARRTNRARFIERFEFER,

No message ordering

MREVNARFAFEEEHRF , N7 B fAmazonX BBz EABEFEERF (4
Wtopic ) EIATEEAHE ( flI<sourceKafkaClusterAlias>.topic ) MEHIEH ( #l
. *topic ) WEEAE,

Message ordering
1. XA EREFLEHMWED (HlI <sourceKafkaClusterAlias>.topic ) BaIfERA
B, MARAMER (HIW topic ) BaIEMAR-

2. EFBEMM MSK £ LA EE R EBNEMARTRATRRENLE , IHRBIEERN O,
MAENIERBERN 0, RAE , FLERERLCEHTENEAR. et , MR MSK £
HEHE B MSK £ENARIERHEHER.

3. EB#s MSK & LR At & ( A0 topic ) WEEMER,
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4. —BRSEAEEZXEFER , HOE - MSK 528 , SURRBEMNEBIXEHH MSK &£
HEFIEXEFH MSK &5 , MREHBNERVERENRE, IRREBEAZLXENHK
BEHEEXEHAMLFEN , IEERATUERSEAERENEXFRTRAEDRE, WMRRH
EFENEBEVERENRT , WEEXER AR SSH 418 [ 4 B X 5 5 B9 SR 5 45 A B (E AT 2033 &R
ToEREEXEHPHER,

¥ FE Amazon X ITRM B IRE
EEXxAmazonXEMWIRFZEHLERG , BRI LAEYEZXE,
NREAMHEEREHESERE , BIERBUTIRIZE

1. BIE—1FH MSK E5I85 , FHBERENR , TEFHENER , BRUBRENRE , BEA
MEEBEEMES (BHAEPHNREERNEREN ) .
XFRHAMEBEEARYBEENFERES HEEXEHNIRE,

2. 1£ Amazon HIEEF EHI8F LHMessagelagiEfr , CloudWatch BEEAEZIERO , XREAFTE
BEH S NHEEH R EFI,

. FIEBRESHTNE , FLAEEEIEBERNESE  HEIERIEEFTNESE,

4., ERHERIFHHERNFERAEZEN Max0ffsetLag IBIFER 0, LBREINELETFHAERE. &
SREEERELR,

5. FMERELETER , FLHEBXKEHPNEREHASHEEITEFNEREUTRARB K
g,

6. MREE-—FTHAUBRNIBRENFBEREH T EEFHNEFSHE.

7. WIEZEMIE Replicator FHBEMN T EBH S FIZHBEFNRESRE N ‘ERET, #R%E
Amazon CloudWatch @ FF EHReplicatorThroughputig#r.

BFAEE , SRAE— I HNEFBANERERNERAZREURTAMBIMEN , ERFFRIEE
BHEBERFTEPHMERE. REEZNHEBFRE  CNETB RIS XKEREFNEE. &8
A MSK EFIR2BaHEXLEHER |, BEREMFNHBIER PN ATEBE A BIEL 2 ML 5 5%
. & LA#E A ReplicatorBytesInPerSec RIS HI2SAEH BEIE, BHSIMSK £ #8515
Fro

MREATNREFEMEE , FRBUTSREITRE

REENHEBXENERSHI EXENERFEH EH B Amazon B Messagelag FE#r4EIE 0 2
J& , CloudWatch F R BIEME SR, TN ARBEIMEFTNSHEBEE KX

AT AREDRE yeE
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1. XHEAMBEEED -RXiFEP MSK BN LN EASR.

2. NWTEFH-WahHhid , ERHREETHBEN—RXENEREHFHINEXFENEHET. N TE-E3
hih , BT EMERE HI=R,

3. BIEEIEXEH MSK ERFVEMKER.
4. FRBUTRIFz-NSREE  BEABRRTNARFRESHFER,

No message ordering

MREWNARFAEEHEEHR , WEEAmazonXiEH B3 A BE = EAF (4
WMtopic ) EAFEEVAM: ( Fli<sourceKafkaClusterAlias>.topic ) MEHIEH ( 4l
. *topic ) WEAE, AT F (HIM topic ) NERABFMNAREBINEENSE — MR
BMRE. MREAMEBZOEEMARGCENEE , WREENEHTLE, MRRITRAKX
WER , WRANAEIDR.

Message ordering

1. RAEXF EEFEH ( HI0 <sourceKafkaClusterAlias>.topic ) BEIfEMAES ,
MARARER (HlI topic ) BEERRR.

2. EREIXFEH LB CERNTTNEARTRABERENLE , INERBLERN 0, LE
REFBERN 0, AR, FLEEXEER LEEHTENEAR. W, KREBEE=R
XEERWIBEILRMEEEXEPER

3. EEXEXEMEFH LR AT (HlA0 topic ) KIEASER.

5. fM ReplicatorThroughput f latency $EFr , RIEM EXB AR EREIE X P EF
MAESHBERELT RUNNING RS HETMHZ1T.

£/ MSK E#I2ReIEE3)-EFRE

MREBEGE-—NEH-THRE , EFFN MSK ERFBRMRHRERS , RINBWEERAE
BHARETEEHES (ZEFEPRNNEZELHRMEIR ) ) MSK EFI2R. ER , IFEREEHER
B H 5B SRIREE Bl £

REBLL T SIIEIR MSK 58 A MB#r MSK &8 B 2HiREE3-E3 b,

1. B3 MSK E#I85 , Ff MSK &8 A IR , & MSK &3 B fEN B#.
2. It LR MSK E#I2RfE , B2 — 1M EAEE B NIR. 58 A NBHRNESFRR,

3. BIEMALERRR , BAERBRFHREEANBEASERRBUTE -~ XBWEFPOARMER (HlwmE
A ) o
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4. QIERAFERE K SEFERABESITRIEREREE (Hl0°, *topic”) REEHEHREN TR —AmazonX
HH MSK &8, X#  SNFEASNEINREER ( HlI0 topic ) BEVEZ XIZ A ith 4 B HY 2K
&, UENEB ST A <sourceKafkaClusterAlias>. topic BIERH EH X E SN EIE, X
MAFERAENEETENFEREL , IDs XY MSK Replicator I EA18 #2 B — N EBAT |, H*®
EERBERTREE.

MREEERGEFREE, G , TUAEAEREEEHES (24 EAPHREHEENETEH)
Bl MSK EHIBRAEEZ-FFRE , MARFEATHRETBEHES (BHAPIREE
EMRMBIR ). B2, BENESNEFSIFTIANBBELENSELATHA. XRRASHN
SHRFELERETENNREE , —XATES , 3 XATHLLRERER, EAUFER
ReplicatorBytesInPerSec IEFIRERBNEHIBAENLBEE., ESHLREES ., WiERaE
SHB BRERNBIEUARE MSK EFISHIENEIE , U EBEHEFEERRNRE—E&,

(® Note

MREAMREEEHRES (EHEPNREEENEEEN ) RIREEXF-EFHHH , BFEM
REFEEDEHFIOY , ATBEMIRRAEEE, hEFHEYTHLESHNERERKES
ERERH, ZNEARLTESETENTENELTENRLEESNER., FEAMESKX
15 Apache Kafka M AEFHEESIL,

fE MSK E#I887 Amazon MSK £& 2 a1

B EREREEREMEFRTERTE , BN EREXTAEBLBES HEMT AN T k&R
B, XR2EHN MSK Replicator £t T at-least-once E#I2h8E , XEMPHIBER T ATELSBUEER
S, NRENEREBRELER , BRBUTSRHITERE,

1. B -—MRATREEMBEFEHFHIFEFNEHE  FEHENERUERENRTE , BERME
BEZEMESH (ZFEPHNREMBNEZER ) o

2. EWERLREEHAFMNEENNR, ELEREZTBRFIMNZEN “XF" EEACLs , AR
MSK Replicator 2 Bai £ #IE(1,.

3. £ Amazon % iZMessagelLagE#r , CloudWatch BEIIZIEIRIEE 0, RAFIEREHCE
#lo

4. FIBHREEFTAE , FLEEFEFBEEANIBES.
5. EMEEX LA ELUERIIFNERE AR EN].
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6. MBI T E N BEFHEZIBIER Max0ffsetLag Efr , EFIEEN 0, XXRAABABBIEH
2 E,

7. FIEEESRERNERE,
8. ENfREHRELNERIFERARHEA].

MBEEE MirrorMaker 2 i %] MSK Replicator

ZE M MirrorMaker (MM2) iE# Z| MSK Replicator , T TR :

1. F1EIEEER Amazon MSK 8B AL~ &,

2. MM2 AT ERIREFETE LWAMEHES. SRR MSK £8 E MM2 BERENFERAELR ,
L EMeT &% T AR,

3. BIE—NHHESIE  NEANERENKH , NEFEBMEEIRIEN IDENTICAL ( ZEFAHRHHE
BEBEMHESH ) .

4. EEHIZR4LF RUNNING RAE , BaUlBRABHRREEREAKRIENE~E,

HEFE MSK & #l25 R &

UTERETHBEHEE MSK EFIES s FEMNRZ, BXxEM Amazon MSK ThEER RIEFRER |
BESHHPEE Amazon MSK 88 RIE, & 7] LU RE & 6 E| Amazon Web Services re:Post,

MSK & RS M CREATING &3 FAILED

TR MSK EHl2 a2 R Me —EHEILERE,

1. BRIEEEBIMEHB PN ZEFBFRENZ AR HUENN , BIAVFRER A BIREEH
Z2E, A, BRIEEFEFNZEARTEAEAN | XEANEZ KB EEBREFSD S
NEEEFR[RENRZLANRE. FSHIEEERER,

2. IRGBEENEXSEFIGREFS , FEIAEHERERSDH IAMFREZHESERRIESERBE TS
VPC &E#, BSEEXEPH Amazon MSK % VPC FAEE#E, A, ERITIEEESERER LR
EBERHRE  LUME MSK E#ISF T LUEERRER ., S EE Amazon MSK REE,

3. WIFZ#E 62 MSK EFIZRE M IAM ACREEFREREHNBERERMFANR, Lt
A, RERIE IAM AGREEREATENNR, BHZH BEEEFFRENNR,

4. TINZHIMLE ACLs SR EBHZE MSK Replicator 58K RER T B bREEEE < 8 HERE,

MEEEE MirrorMaker 2 iF#%] MSK Replicator 414
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5 5 MSK Sl HEHRERNEERN , REFIBGEH TR ET2EA, XAURRET
HENE, BEACEARSN CPU EARISSHEHSFLTEEREINE, BERENRE , ARER
BB S =R

HAT ERRIESE | FERAIE MSK 45,
MSK E Hl25 Ll =8B £ CREATING R

AR, MSK EHIBAR TAEEKA 30 Db, BES 30 24 ARERREERNRS.
MSK & #8288 B E HIBIE R R E HI58 2 i

FREBIT SRS IR S HH &,

1. EAL S # MSK Replicator #£4t# AuthError 845 , #8IAEEY Replicator & BB EE W & 17 30 U 45
iXo CloudWatchfREELIERATF 0, BRELENEHEFREN IAM BEHNERRERER , HEE
BEREBNRIREELNR, BIE clusterAlias £E , EAIUHEREFRBERERERTEI S HR
EE IR,

2. BRI RERNBREFXERITMEE. SFFARTEHERIECNRERSBRER.
XHURERHATEESS, MERECHRN CPU FAERI S,

3. AT T # A KafkaClusterPingSuccessCount 3845 , WIEBHREFEHMBEIREFREE BT TLUM
MSK Replicator 58, CloudWatchi®#Z clusterAlias 4 & , BAI B ERERS BIRERETED
BHRIE R, WRZERFN O TEERER , WEEFTER. ENZRE MSK EFIFA TERE
FIEFNMERN IAM ABR,

4. A Amazon HFHIERR , BIAEH Replicator j&8 R 7 A £ P ANPR 0 T HBE,
ReplicatorFailure CloudWatch21 R ILIEFR KT 0 , BREEZE N ETBR AR IAM A,

5. RIEEHEREHBHNEATIRFREANENKREARESLES HN T BB METE, It
S\, FHINEBR AR NELSIR P EMNREKXMRBEBREE 25,

6. HEE , EFRTRFERE 30 WA REBRER LRAUAEBFINEEREI DX, MR
SERBENBBVER S (FMIN) , WEBRESH LOEETul @ REZEKBNEEEHTL
WEH, HE  WRBBEENREHLEFERLNIA/EE , WALMNERERHEES XHARFH
RBEEFTKRES . FSREEESFRFRRENNR,

MSK &SI F =B CREATING R3S 415
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BEREHPHEERBESREFETE

EREFIBTEN—52 , MSK EFIBEARBREFNERHFHERIBHRER. XARSIER
ERERVNENERLEETRNREE, B2, NRBESEHRCBRYAERA T HREARBERS
TheE , MSK SN ESFIABEN B EREBE , UEEANEBIBRERG , ZHERER
BAMIRERBE W RY 1t 75 BHIE IR B AL 22

MSK EFlzz RAZ ERARBESEREF LFTFEEREA

FREUTSREETHIFEE SR,

1. RIEENBREEFIRETETMIET. MRTR , BZRMSK EFFREEEFHBFEINAEHEH T H
o

2. RIEEEREHBRNEATIIRFREANENKREAREEEEFMEREANRMETE, It
A, FERIEREEDRBRNELIIRFHENREXTRFREE S 25

3. WiIf MSK EHIFRRECHBEMEFLOE T ZEH, EHEBRTRFERE 30 WHESEER
REFLRNACBRMNEINER S X, NREHBNEBNVERKH (RN ) , WEBRERH
LRIREB A EREBRERNEMEERBEFT2WES, NRREFH LANEREANERT MSK
ERRAREFHE , NZHRBEATREH I BERER. EERERH LEICEESF , MSK
EFERFFEREEH LHEANERERZ BInEE,. —BENHERFATHMNRREUXLH
B, MSK EHSRHMLAFZEREAEHIBRESH, RE , MIRABZEEREF LEFET L
HMAEEE , WAMNRERETIR T XPHENRBEFBES, BEREESHEFRENNR.

® Note
MSK EHIZENREF LWERERN T HEEARBERYS K XL ERELENEEELETES
XRigH A E#ITIRE, MREWERFEAEREF LHINER , MAERMELE , BAERE
FIERLNEREANIERES. XERBEANEBIBRERS , LN ERESENLE
BEZEEHEHE. NTRAPMERE , RERLWEREFZFETE LHEHNRRE (EBDXH
RE ) FiaEFE, HEPERER LN , MSK £ B3RP ER,

£ FIHEE1R S R FEF LR A0

UTREHERBRSHN —LEENRR,

BERERTHERRBESRERTE 416
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1. IR B MSK £ LW P XBERBTER, 7RIV 2 LT MM, BRERTXBEN
ES , BZAEHA MSK EFIsENHESRE, TRETEMRA MSK SHR=XUAMERFLENENFR
N X

FEHENRWAR DD X

HHE (MB/s) FENRDNDXHE
50 167

100 334

250 833

500 1666

1000 3333

2. RUFBHNFEMEAR MSK £ERFPREBERBHNRBANEARERZFEFIRE, MSK EFIRFH IR
B (MO )MERS, tRYBEREE (AD ) WERSS. At RTEHEHLLNHEMTEN , £
RNMEBERREUXFESNRE, BXHAE MSK£EXIWES , HSH??7%

3. FEIRA B $rAmazon XX H#Y MSK BN EFIEE AIse 2B AR , EABR TR E#hIE L
HEHEE, fl, SRONBX (BR2E ) ML AMK (B ) KEBNERZBANEFIMEL , £
Mt X (FR= ) MBOMHEX (63 ) KEENEFR#ITEH N , SHERBERE.

4. BIFSHEEERNERERSENER L RBENRAE TRHMZRRS ., EALUEA Amazon
F# MSK Replicator 249 ThrottleTimeg#r CloudWatch X2 & £ 8 L 9K I R & iE R 19 F 15t
B (AZRHEAN ), sourceltarget IR IR AT 0, NN FE Kafka BREFLURAD TR , AMEE
FlRRREE £, BEXEEEFIREN Kafka FREIVER , ESHAEA Kafka [REIEE MSK EFI5#=H
HE,

5. ReplicationLatency % —“/NAmazonXiFiR{LEt , MessageLag ATRER I, A Amazon RSz
TRREFEREEENE MSK £EAENXEPREE MSK RS54, IRERFZSE4H, AN
ISR ARFNERMBEAEERDE S — NS,

E BRI MSK & 25 fE i 1T FEHERR ReplicatorFailure

% ReplicatorFailure 18¥r Al #E B 8 M = M40 MSK Replicator RHIE #IRIE, WIEFERNIEEE , B
BERAFEEFNAMAOFAE , RRTESENTERS :

« SHEX/NRE
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- REEHELHEE
o D FHEALIE K/ AE

R iZ ReplicatorFailure IEFRIRENERNIES |, BRBUT T REFRAIE,

® Note
BXREZEMNESER |, B2 HAMSK EHIg515r.

1. BE—-1TREZEEER MSK B HIRE T Apache Kafka CLI TEMEF ik, BXRREEFHKE

Kafka CLI TEMER , BSHEEEIME Amazon MSK £,

2. 1Ehttps://console.aws.amazon.com/msk/ZRITFF L S i# MSK 2l & ? region=us-east-1#/
home/,
REHITUTRE -

a. 3REX MSK Replicator f1H #5 MSK £, ARNs
b. IREER MSK £EENREIRS, XERIFEEESRPEA.
3. BITUTES , SHEL—SPHIREBH MSK EHIEF ARN SREBiRK,

BWHRFUT REIRERR <ReplicatorARN >, <BootstrapServerString >l <
ConsumerConfigFile > S AHEE R 71 EFrE,

export TARGET_CLUSTER_SERVER_STRING=<BootstrapServerString>

export REPLICATOR_ARN=<ReplicatorARN>

export CONSUMER_CONFIG_FILE=<ConsumerConfigFile>
4. T <path-to-your-kafka-installation>/bin B , UITUATIRME :
a. REUTHAX  HFESGERN query-replicator-failure-message.sh,

#!/bin/bash

# Script: Query MSK Replicator Failure Message
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# Description: This script queries exceptions fromAmazonMSK Replicator status
topics

# It takes a replicator ARN and bootstrap server as input and searches for
replicator exceptions

# in the replicator's status topic, formatting and displaying them in a
readable manner

#

# Required Arguments:

# --replicator-arn: The ARN of the AWS MSK Replicator

# --bootstrap-server: The Kafka bootstrap server to connect to

# --consumer.config: Consumer config properties file

# Usage Example:

# ./query-replicator-failure-message.sh ./query-replicator-failure-message.sh

--replicator-arn <replicator-arn> --bootstrap-server <bootstrap-server> --
consumer.config <consumer.config>

print_usage() {

echo "USAGE: $0 ./query-replicator-failure-message.sh --replicator-arn
<replicator-arn> --bootstrap-server <bootstrap-server> --consumer.config
<consumer.config>"

echo "--replicator-arn <String: MSK Replicator ARN> REQUIRED: The ARN of
AWS MSK Replicator."
echo "--bootstrap-server <String: server to connect to> REQUIRED: The Kafka

server to connect to."

echo "--consumer.config <String: config file> REQUIRED: Consumer
config properties file."

exit 1

# Initialize variables
replicator_arn=""
bootstrap_server=""
consumer_config=""

# Parse arguments
while [[ $# -gt 0 ]1]1; do
case "$1" in
--replicator-azrn)
if [ -z "$2" ]; then
echo "Error: --replicator-arn requires an argument."
print_usage
fi
replicator_arn="$2"; shift 2 ;;
--bootstrap-server)
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if [ -z "$2" ]; then
echo "Error: --bootstrap-server requires an argument."
print_usage
fi
bootstrap_server="$2"; shift 2 ;;
--consumer.config)
if [ -z "$2" ]; then
echo "Error: --consumer.config requires an argument."
print_usage
fi
consumer_config="$2"; shift 2 ;;
*) echo "Unknown option: $1"; print_usage ;;
esac
done

# Check for required arguments

if [ -z "$replicator_arn" ] || [ -z "$bootstrap_server" ] || [ -z
"$consumer_config" ]; then
echo "Error: --replicator-arn, --bootstrap-server, and --consumer.config are
required."”
print_usage

fi

# Extract replicator name and suffix from ARN
replicator_arn_suffix=$(echo "$replicator_arn" | awk -F'/' '{print $NF}')
replicator_name=$(echo "$replicator_arn" | awk -F'/' '{print $(NF-1)3}"')
echo "Replicator name: $replicator_name"

# List topics and find the status topic

topics=$(./kafka-topics.sh --command-config client.properties --list --
bootstrap-server "$bootstrap_server")
status_topic_name="__amazon_msk_replicator_status_${replicator_name}_
${replicator_arn_suffix}"

# Check if the status topic exists
if echo "$topics" | grep -Fq "$status_topic_name"; then
echo "Found replicator status topic: '$status_topic_name
./kafka-console-consumer.sh --bootstrap-server "$bootstrap_server" --
consumer.config "$consumer_config" --topic "$status_topic_name" --from-
beginning | stdbuf -oL grep "Exception" | stdbuf -oL sed -n 's/.*Exception:\(.*
\) Topic: \([~,1*\), Partition: \([~\]*\).*/ReplicatorException:\1 Topic: \2,
Partition: \3/p'
else
echo "No topic matching the pattern '$status_topic_name' found."
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fi

b. E{TILHIZA , &) MSK EHIBRABIER.

<path-to-your-kafka-installation>/bin/query-replicator-failure-message.sh --
replicator-arn $REPLICATOR_ARN --bootstrap-server $TARGET_CLUSTER_SERVER_STRING
--consumer.config $CONSUMER_CONFIG_FILE

HAHE TAERRREFEES , URZERNEE S X, AIEAZR -%1.:.,_\%%%%3&
=, EIL MSK E%U%%ﬁﬁa&ﬁﬁ’i&)’ifqﬂﬁﬁa_o HTZEBESLETAAENLERAVHEE ,
RERARE-—FHEEFHBEE, UTRRBEEN RO,

ReplicatorException: The request included a message larger than the max message
size the server will accept. Topic: test, Partition: 1

EN MSK EHlssHEREBRT R
AT BRI T BT REIB EIHY MSK S HI2RiRFE |, SR W04 & ## X L3R
HEK/PKTF max.request.size

R &A

4 MSK ERIZREA N EANEEANET 10 MB MEZERBIEN , MaREXHHE, BRINER
T, MSK ERIZR&EHI AN 10 MB HIEE.

TH R & MBOH B R RE,

ReplicatorException: The message is 20635370 bytes when serialized which is larger
than 10485760, which is the value of the max.request.size configuration. Topic:
test, Partition: 1

RRTT B

BANEBEHRBEANHENRD, MRTERITHRE , BFREUATHBARBFRES R,
5%/%\ ’J\j(:.FHEX%EEb XEIJEEj(lE/LA /J\

R &A
HHERDMEY BREHNRIOEE RN, MR EXHEIE,
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THERIEXVOE SR RO,

ReplicatorException: The request included a message larger than the max message size
the server will accept. Topic: test, Partition: 1

FRRTT

BABMEHRENBFREFETEN max.message.bytes B &, FEREEN
max.message.bytes MBRENEFRAKREZEER N —H. BEXNTHEENEE , BSH

max.message.bytes.

AR HSEE
FER

HIAXMHEENRERR , 2ANEENNRZEBEE T BREEN AT ER,
ReplicatorException: Timestamp 1730137653724 of message with offset @ is out of

range. The timestamp should be within [1730137892239, 1731347492239] Topic: test,

Partition: 1

FRRTT R

£ BFREEH message.timestamp.before.max.ms BEEH N AFXKETRIBETE B H
B, BXIITHBRENEER , S H message.timestamp.before.max.ms,

B EE KX
R &

HAXHHENRERER , BRHLEXNEI T HEREHF LN EFRENXER KD, MSK £EHI25
Ay R LA E K/ 1MB.

THR XM RERRE,

ReplicatorException: The request included message batch larger than the configured
segment size on the server. Topic: test, Partition: 1

RRTT B
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BIR&EEEH segment.bytes BLEZE DM SHEALIE K/ (1 MB) —# K , EFIZE T selF#H 1T
5+
BZ

£, T BEFRERN segment.bytes EF N E L 1048576 (1 MB), BXRIIRENELR | ES11
segment.bytes,

® Note

WMREN AR LR RE ReplicatorFailure IEPRH LK HIFEE , FEEWEHREE , E
FZERRHFE,

£ MSK & Hlzs Ve {E 3Rk
AT NEBTEH Amazon MSK E #1283 E N RIESSE AT KRE,

FB
. £/ Kafka fREIEE MSK E4IssFHE
- REEHREH

£ A Kafka PREIEE MSK EFlzzFHE

BT MSK E#IRR I FREHNEMR , EFTRLKSBREF LWEMERARZITR, TRERR
THREHNENFENESHNHBETHE, BRIMNBUWENFERENEREREEMENEE , AEIT
EmERENZEREHELE,

RN AERERN BAREE LN EHISRRE Katka FREL , 2% MSK SR UEANEE, B

ERAMEHFIRH. NETRRIFELT —IHSIMAZRIFVNEFENFTRERRE , EXNEYF
T WRIFKTRAEME L.

FERRBIT SR BRA

1. RRFREFHNVSISRESB/FAE, BESHEIKEL Amazon MSK B 5| SLE,

2. ®E MSK E#IRFEAMBRESIMITAR® (SER) . XREHT CreateReplicator #&EKH SER.
& LA A Replicator B DescribeReplicator a5 F12EL SER,

3. fFf KafkaCLI T& |, X REEHZTUTH T,

./kafka-configs.sh --bootstrap-server <source-cluster-bootstrap-server> --alter --
add-config 'consumer_byte_
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rate=<quota_in_bytes_per_second>' --entity-type users --entity-name
arn:aws:sts::<customer-account-id>:assumed-role/<ser-role-name>/<customer-account-
id> --command-config <client-properties-for-iam-auth></programlisting>

4. T ERGSE , H¥IAZ ReplicatorThroughput EFRABE FIREHIBRE
FEE  MREES/NMNMSK EFIZZRAESFARSHITAR  NEMNBIZURFNAIR. MRER
BNEFISREL MR , EEATRANERSMTAL,

BXRERAWRIMN MSK IAM BHRRITNEZER , 5 Multi-tenancy Apache Kafka clusters in
Amazon MSK with IAM access control and Kafka Quotas — Part 1,

/A Warning
REWRER consumer_byte_rate AIgE2 S MSK EFIBFUAEAN B XIE1T,

IRESFFRE T

BN MSK MEMERNTRSHEFREASREYR. MANRBHN 7 X, BEAEELEE
WX MSK Serverless £EEE.
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MSK £

AFTRMEES Amazon MSK K IAmazonIhBEM S &,

S

« S&HAT Amazon MSK B Amazon Athena iF 8§

« Amazon MSK B9 Amazon Redshift 7 23z & H

« Amazon MSK HJ Firehose £

« Amazon Lambda& Amazon MSK £ %

- B Amazon MSK ##l& %Rl Amazon EventBridge Pipes

« Kafka Streams 5 MSK #HREXEH MSK Serverless £ & # H
« LREMERALEE

i& FlF Amazon MSK #9 Amazon Athena E#85

£ A& T Amazon MSK #J Amazon Athena i%3#%8% , Amazon Athena BE#B XY Apace Kafka EBIE1T
SQL &ifl, ERALLEESRTE Athena PR EF Apache Katka £8 , UITHWEREFEE.

BXREZEEL |, B3R (Amazon Athena BF#ER) HH Amazon Athena MSK iE3£25,

Amazon MSK Y Amazon Redshift ik & EL

Amazon Redshift kK B Amazon MSK By &/ El. Amazon Redshift SERBEIEELMRER. &
EEMNH R RERBIBEM Amazon MSK HELE| Amazon Redshift R{&{L B &, BTFAEETE Amazon
S3 REFHIE , Amazon Redshift BE AR IEIR M EEH T R ARBUREIE, SR LA SQL 18
A]17E Amazon Redshift ££8% F Bt & Amazon Redshift B ERE , A Amazon MSK & i# 1T & K iE
MEE,

BEXEZEE , 501 (Amazon Redshift ZIEE XA RIER) PHEFREI

Amazon MSK HJ Firehose £

Amazon MSK & Firehose &5X , ARt — MRS, TRBHNHBERA R , AT™RM Apache
Kafka S£8#& X ] Amazon S3 ##E#. Firehose B —TURVIZEL, ¥, ME (ETL) RS, T
M Amazon MSK Kafka B HiEEEIE , TR ( HliER Parquet ) |, FRBEREHEA

EAT Amazon MSK Y Athena % §%88 425
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Amazon S3, REFEEEIA ESEHFHUX , BRAILURE Firehose it , LAEM Kafka T HiEEAR
HEXT SINE, TERENRE , TR EERNARRF W EEMERR. Firehose 28X H E|
Kafka TBMHBEE BT BF , MELRFERNM Kafka BRI FT 1%,

BXREENESER , BSANATHE.

{Amazon Kinesis Data Firehose 7 X A & $E®) F Y Writing to Kinesis Data Firehose Using
Amazon MSK - Amazon Kinesis Data Firehose

- {8% : Amazon MSK Introduces Managed Data Delivery from Apache Kafka to Your Data Lake

- SXIH'E : Delivery to Amazon S3 using Firehose

Amazon Lambda& Amazon MSK & 5K

Lambda S/ A E 4IRS (ESM) FEH Amazon MSK SEEHERFIETEMN Lambda BB , ZEET
FAEN BHRAR NRERREELALNEFHNEE, ESM E£AOffsetLag BRI EB A
SEXHEHERERR , HEFREEHRAR[RUASHLEEE.,

BEXELZER , AT RELEEDPWE Lambda 5 Amazon MSK it & 8. Amazon Lambda

i3 Amazon MSK 12l & 1418 Amazon EventBridge Pipes

Amazon EventBridge Pipes AI¥RR 5 BfriEZEiEEX, BEEATXENRENBRZENRNSE
B, AXFERZEERNYT 7. EventBridge Pipes R T —MEEAT BN AN , AL Amazon MSK
%23 Step Functions, Amazon SQS #1 AP| Gateway % Amazon AR% , LAK Salesforce &5
=FBRHEIRS ( SaaS ) NARER.

BREEE , HEERR, MOWERFE, EXAEY T, RAEASHEREERB R,

f£ Amazon MSK E#MiFMEETNE L , BUUEEFERAZERENRFENEE, SETLELRE
£

- Jazh EventBridge B HlARXEFEEIFHAFE..

- B30 EventBridge ###l AR BIE—MNALEFH N RKRHOHEE,

BX N Amazon MSK EEHBEENEERFENEZEE , 2 H (Amazon EventBridge User
Guide) 9 Amazon Managed Streaming for Apache Kafka cluster as a source, < EventBridge
Pipes Y —fix ¥ 15 5. , iHZH EventBridge Pipes.
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T E$EE Amazon MSK &8 # EventBridge Ei&

1. ¥TFF Amazon ECS 2 & H &R EH.
2. EE-IEEH.
3. HEERWAGENHEL A6 EEERIATF,

ERETFAS L ERENERAFMARFEENRENMAEENSIXR , 24

4. RFEEEEE Amazon MSK EENEE :
HRIBXEEBNEZFAEFEE
- EEEE,

iR ES B3 EventBridge 8 # A1

IHIB
J;L
AL
H
—
o
i
=)
=)
o

BEHEE
o &R Amazon MSK E£&8HEZDEE

LigES BT EventBrldge BHANCZEEEE , H Amazon MSK £EEERNEEXKIR.
BEXREZER , 5510 (Amazon EventBridge User Guide) ##J Creating an EventBridge

pipe.

« BEALUMNEHNENERUEEE, ERER  RABEMNRERXEPIEFECE EventBridge B

B,

Kafka Streams 5 MSK RiEXEF MSK Serverless & & fEH

Kafka Streams ZXFLREMBERES K. BRSHER (Hlwitdh,. RERbE ) CHEER , §H
REEEEAEE Katka EFH, A, — LIRS FIR (5120 GroupBy RE S X ) NIFFHL RFM#
RN Kafka B, BIAER T , Kafka Streams RIFHARMAE EFN X LN ETHITHE

WMRIX L FFARFE |, Kafka Streams MBI AEP Katka E8, HEIERNIPEM , Kafka Streams X

Kafka Streams SHIEREHM MSK Serverless 427
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segment.bytes Bt E#H THEHRED , FHFHHIEEN 50 MB, £ A PIRALIERN MSK Serverless FLiER
MSK Al REFFEE , SIFEEBLIRH AN segment.size, At , RAGRSELH Kafka
Streams MAEFTTEMEA MSK RIERE D MSK Serverless BN EBEE,

B MSK IR E = MSK Serverless Liz21TiX## Kafka Streams N ARER , BX4MBTRIEZRAE
FT, A, ELRIFEETTM Kafka Streams TEZFHRNEBE. ARG, QIEHEMN A Kafka
FHE,

(® Note

- RHFE Kafka Streams FFEHFHRZER , AHRKBR TR ETNZER, BXxmBEE
FHEE |, 15 Kafka Streams X H Y Kafka Streams DSL B AR F R Rz ER/ .

. ﬁ#ﬁﬁ&iﬂﬁ&ﬂ’\]ﬂ%ﬂfrﬂ%ﬁ'\ﬂiﬁﬂz Kafka Streams R FATEFH application.id AREIR
AZERF application.id-statefuloperator_name BI&Fro

FB
« A MSK RIEXIES MSK Serverless |2 Kafka Streams R FATEF

A MSK RIEAR R MSK Serverless i Kafka Streams N AEF

R Kafka Streams MARFFNHE application.id i%E&HN msk-streams-processing , AT
5 MSK IR MSK Serverless 812 Kafka Streams AR, At , EFEH count() &
B, CEE-IMEFZBMHAZED, Bl msk-streams-processing-count-store,

E 0| Kafka Streams M AR , BRITUTIRE -
E3

* l/\7J|J9:F Jg ﬁ

- RIEBNEER

(Al ) REFBEMR
« BEREERRH

RE HinBEER
1. f£M Kafka Streams XA E RS EIRKIZBBRSLEES,
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RSB — L RHIEFE count, aggregate = join,
2. BMERNEFI?XEUBRETTMLESS,

LT REESE—MBERSH count() =&,

var stream =
paragraphStream
.groupByKey()
.count()
.toStream();

3. EmZEE , BASINMNERDLESRSAINER. BRELEREE  HTENGIEEEZRGE. i
W, count() BER—FREEBRIE, At , ©BEE Materialized 3,

BXRBITERSBRENTEENELR | BHS09 Katka Streams XREF ML,
ELLTRAIG |, H Materialized £ count() EZEBFMEBIMHIRE N count-store,

var stream =
paragraphStream
.groupByKey()
.count(Materialized.<String, Long, KeyValueStore<Bytes, byte[]>>as("count-
store") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))
.toStream();

IR ER

Kafka Streams ¥ application.id ERABEBEHRNEIER , H& application.id HAFE
X, #Hltn application.id-internal_topic_name, AEEBRZLEM Kaftka £ , B LEH
Kafka APl 1 #Y €172 Apache Kafka =& = AdminClient RHMNEESIEEHE,

RIFFEAZRES , AIEA Kafka Streams HEINVFEMNRERE , I ABENHE., A%
cleanup.policy Ml retention.ms FE X E(E,

FELLTRAIF , /A AdminClient API BRI EREH I application.id IREF msk-streams-
processing,

try (AdminClient client = AdminClient.create(configs.kafkaProps())) {
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Collection<NewTopic> topics = new HashSet<>();
topics.add(new NewTopic("msk-streams-processing-count-store", 3, (short) 3));
client.createTopics(topics);

EEEFAEEHT , Kafka Streams MAEF A #EH msk-streams-processing-count-store
FTHIT count() =&,

(Tik ) RETEEH
A E A AIMNER B SRR RGN , HEFAFETBNEN. U T REERMMAETHIMERER,

final StreamsBuilder builder = new StreamsBuilder();
Topology topology = builder.build();
System.out.println(topology.describe());

UTHEERT LR REBRAIEN,

Topology Description:
Topologies:
Sub-topology: 0
Source: KSTREAM-SOURCE-0000000000 (topics: [input_topic])
--> KSTREAM-AGGREGATE-0000000001
Processor: KSTREAM-AGGREGATE-0000000001 (stores: [count-store])
--> KTABLE-TOSTREAM-0000000002
<-- KSTREAM-SOURCE-0000000000
Processor: KTABLE-TOSTREAM-0000000002 (stores: [])
--> KSTREAM-SINK-0000000003
<-- KSTREAM-AGGREGATE-0000000001
Sink: KSTREAM-SINK-0000000003 (topic: output_topic)
<-- KTABLE-TOSTREAM-0000000002

BXRumAEARIMNDRENESR | HS5 1 Kafka Streams XA B Kafka Streams DSL A2 F B
wREER.

R IEERF R
B RE T W R EERFH —LRE

GroupByKey() B B =2 E /RO

groupByKey() -> groupByKey(Grouped.as("kafka-stream-groupby"))
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EM count() B IEERFH RAI

normal count() -> .count(Materialized.<String, Long, KeyValueStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

BOX count() W BIZE R/ RHI

windowed count() -> .count(Materialized.<String, Long, WindowStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

% O3 suppressed() B @5 & iz EAF R~ Bl

windowed suppressed() ->
Suppressed<Windowed> suppressed = Suppressed
.untilWindowCloses(Suppressed.BufferConfig.unbounded())
.withName("kafka-suppressed");
.suppress(suppressed)

KA E#RAERE

I S MSK ( 3T Apache Kafka BV FEERIFEMA ) X3FEA T Apache Flink B S E RS Flink
EH , £ALS# Bedrock £ AEMRA , AN THER LT XHERAEZFNENAIEERN
BREFNRE. up-to-dateMSF IEE fE{L 7 FF3K B Amazon MSK RE BN R HRFEAAERRIALE
RERPHERE  TEREAENRBEATEASNEER. NEBREFESARESEE,

BAI LU MSF SR B E ) A Bedrock BNBR AR BFLEERREHBRA , RS Service H
OpenSearch XL H AK Amazon MSK BIER&mEHIRS|, XEETLLUNREXENBENLTXXE
Bedrock BB K KAEESEAEMELES , TEREBENRBENTEKERA up-to-date Al TR, ik
ALLUERERATRERRNBEI REROAB X IFRBESHERRWKE LangChain , ZEXZFERT
BEENNEREM A, ZERERE MSK, PSR AER M OpenSearch KE1Ff# 2 8] Y BB E R F
LI FEETUEEITHER A RARE , MTAREEKRESEK.

I RERAERTELL TAmazonXFER -
- BERILMILER : us-east-1
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FRARER

BZBM : us-east-2
BEXM : us-west-2
#=3K : ap-south-1

B ‘R : ap-northeast-2
#hnig : ap-southeast-1
& : ap-southeast-2
Z I : ap-northeast-1
&KX ( FEF ) : ca-central-1
EZ54E © eu-central-1
ZIR : eu-west-1
£ : eu-west-2

B2 : eu-west-3
ZRZF : sa-east-1

ES ]

- EAXHOERAERZAREEEN

E.“’j\ﬁﬁﬁ H /u\FﬁH*ET%EﬁAE. EIJFEE CloudWatch H /Lr\*”j:El*-F

/|_,\ %u iju /ljllj 'I'i

HERBEOENER

/|_,\ %ﬂ —.I-XJ.: /Jnlj ’H:-
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